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Create and Connect to a MySQL Database with Amazon
RDS

AWS experience Beginner

Time to complete 10 minutes

Cost to complete $0.005 per hour
(® Note

You will only incur charges if you
select In-use Public IPv4 Address.

Services used Amazon RDS
Last updated February 3, 2023
Overview

In this tutorial, you will learn how to create an environment to run your MySQL database (we call
this environment an instance), connect to the database, and delete the database instance. We will
do this using Amazon Relational Database Service (Amazon RDS).

What you will accomplish

In this tutorial, you will:

» Create an environment to run your MySQL database
« Connect to the database

+ Delete the database instance

Overview 1
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Prerequisites

Before starting this tutorial, you will need:

« An AWS account: If you don't already have an account, follow the Setting Up Your AWS
Environment getting started guide for a quick overview.

Implementation

Step 1: Create a MySQL DB instance

In this step, we will use Amazon RDS to create a MySQL DB Instance with db.t2.micro DB instance
class, 20 GB of storage, and automated backups enabled with a retention period of one day.

1. Open the AWS Management Console

Open the AWS Management Console in a new browser window, so you can keep this step-by-

step guide open. When the console opens, select Database from the left navigation pane and
choose RDS to open the Amazon RDS console.
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2. Select Region
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In the top right corner of the Amazon RDS console, select the Region in which you want to
create the DB instance.

® Note

AWS Cloud resources are housed in highly available data center facilities in different

areas of the world. Each Region contains multiple distinct locations called Availability

Zones. You have the ability to choose which Region to host your Amazon RDS activity

in.

aws SEE Services | Q

Amazon RDS X

Dashboard
Databases

Query Editor
performance insights
Snapshots

Exports in Amazon $3
Automated backups
Reserved instances

Proxies

Subnet groups
Parameter groups
Option groups

Custom engine versions

Resources

You are using the following Amazon RDS resources in the US East (N. Virginia) region (used/quota)

DB Instances (0/40) Parameter groups (0)
Allocated storage (0 TB/100 T8) Default (0)
Increase DB instances limit [4 Custom (0/100)
DB Clusters (0/40) Option groups (0)
Reserved instances (0/40) Default (0)
Snapshots (0} Custom (0/20)
Manual Subnet groups (0/50)
DB Cluster (0/100) Supported platforms VPC
DB Instance (0/100) Default network vpc-0bbb32092428708ce
Automated

DB Cluster (0)

DB Instance (0)
Recent events (0)
Event subscriptions (0/20)

Events

Event subscriptions

Recommendations (@)

Certificate update

Create database

Amazon Relational Database Service (RDS) makes it easy to set up, operate, and scale a relational database in the cloud

Note: your DB instances will launch in the US East (N. Virginia) region

Service health View service health dashbd

Current status Details

© Amazon Relational Database Service (N. Virginia) Service is operating normally

US East (Ohio)

US West (N. California)

US West (Oregon)

Asia Pacific (Mumbai)
Asia Pacific (Osaka)
Asia Pacific (Seoul)
Asia Pacific (Singapore)
Asia Pacific (Sydney)

Asia Pacific (Tokyo)

Canada (Central)

Europe (Frankfurt)
Europe (Ireland)
Europe (London)
Europe (Paris)

Europe (Stockholm)

ap-south-1
ap-northeast-3
ap-northeast-2
ap-southeast-1
ap-southeast-2

ap-northeast-1

ca-central-1

entral-1

South America (S3o Paulo)

9 Regions

3. Create database

In the Create database section, choose Create database.

ver

Ig SSRS content to an Amazon RDS for
rShell module. Learn more

1ow supports planned managed
drilis a breeze. Learn more

disaster recovery (DR) for Aurora
l database spanning multiple Regions.

+ using AWS Backup

&mazon RDS databases using AWS
hore
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Amazon RDS

Dashboard
Databases

Query Editor
Performance insights
Snapshots

Exports in Amazan S3
Automated backups
Reserved instances

Proxies

Subnet groups
Parameter groups
Option groups

Custom engine versions

Events

Event subscriptions

Recommendations (@)

Certificate update

Resources

You are using the following Amazon RDS resources in the US East (N. Virginia) region (used/quota)

DB Instances (0/40)
Allocated storage (0 TB/100 TB)
Increase DB instances limit [
DB Clusters (0/40)
Reserved instances (0/40)
Snapshots (0)
Manual
DB Cluster (0/100)
DB Instance (0/100)
Automated
DB Cluster (0)
DB Instance (0)
Recent events (0)
Event subscriptions (0/20)

Parameter groups (0)
Default (0)
Custom (0/100)
Option groups (0)
Default (0)
Custom (0/20)
Subnet groups (0/50)
Supported platforms VPC
Default network vpc-Obbb32092428708ce

L @  Nvigniav |

Recommended for you

Migrate SSRS to RDS for SQL Server
Learn how you can migrate existing SSRS content to an Amazon RDS for
SQL Server instance using a PowerShell module. Learn more

Test Your DR Strategy in Minutes

Amazon Aurora Global Database now supports planned managed
failover, making disaster recovery drills a breeze. Learn more

Implementing Cross-Region DR

Learn how to set up Cross-Region disaster recovery (DR) for Aurora
PostgreSQL using an Aurora global database spanning multiple Regions.
Learn more

Amazon RDS Backup and Restore using AWS Backup

Learn how to backup and restore Amazon RDS databases using AWS
Backup in Just 10 minutes. Learn more

Create database

‘Amazon Relational Datahasg.Sa gD

Note: your DB instances W

ir easy to set up, operate, and scale a relational database in the cloud.

. Virginia) region

Service health

Current status

© Amazon Relational Database Service (N. Virginia)

View service health dashboard

Details

Service is operating normally

Additional information

Getting started with RDS
Overview and features
Documentation

Articles and tutorials

Data import guide for MySQL
Data import guide for Oracle
Data import guide for SQL Server
New RDS feature announcements
Pricing

Forums

4. Select database engine

You now have options to select your engine. For this tutorial, choose the MySQL icon, leave
the default value of edition and engine version, and select the Free Tier template. Multi-AZ
deployment: You will have to pay for Multi-AZ deployment. Using a Multi-AZ deployment will
automatically provision and maintain a synchronous standby replica in a different Availability

Zone. For more information, see High Availability Deployment.

Implementation
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Create database

Choose a database cr&ation method info

© Standard create Easy create
You set all of the configuration options, including ones Use recommended best-practice configurations. Some
for availability, security, backups, and maintenance. configuration options can be changed after the
database is created.

Engine options

Engine type Info

Amazon Aurora MariaDB
+*
N
PostgreSQL QOracle Microsoft SQL Server
- Macrosolft
ORACLE & SQL Server
Edition k

O MysSQL Community

® Known issues/limitations
Review the Known issues/limitations [ to learn about potential compatibility issues with specific
database versions.

¥ Hide filters

(3 show versions that support the Multi-AZ DB cluster Info

Create a A Multi-AZ DB cluster with ene primary DB instance and two readable standby DB instances. Multi-AZ DB clusters
provide up to 2x faster transaction commit latency and automatic failover in typically under 35 seconds.

(B show versions that support the Amazon RDS Optimized Writes Info
Amazon RDS Optimized Writes improves write throughput by up to 2x at no additional cost.

k

Engine Version

Implementatiofly2WL 8.0.258 v 5
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5. Configure DB instance

You will now configure your DB instance. The list below shows the example settings you can
use for this tutorial:

Settings:
« DB instance identifier: Type a name for the DB instance that is unique for your account in

the Region that you selected. For this tutorial, we will name it rds-mysql-10minTutorial.

» Master username: Type a username that you will use to log in to your DB instance. We will
use masterUsername in this example.

« Master password: Type a password that contains from 8 to 41 printable ASCII characters
(excluding /,", and @) for your master user password.

« Confirm password: Retype your password

Implementation 6
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Settings

DB instance identifier info

Type a name for your DB instance. The name must be unique across all DB instances owned by your AWS account in the current AWS
Region.

rds-mysql-10minTutorial

The DB instance identifier is case-insensitive, but is stored as all lowercase (as in "mydbinstance"). Constraints: 1 to 60 alphanumeric
characters or hyphens. First character must be a letter. Can't contain two consecutive hyphens. Can't end with a hyphen.

¥ Credentials Settings

Master username Info
Type a login ID for the master user of your DB instance.

masterUsername

1 to 16 alphanumeric characters. First character must be a letter.

[ ] Auto generate a password
Amazon RDS can generate a passwoerd for you, or you can specify your own password.

L
Master password Info '

Constraints: At least 8 printable ASCII characters. Can't contain any of the following: / (slash), "(single guete), "(double quote) and @
(at sign).

Confirm master password Info

Instance configuration

The DB instance configuration options below are limited to those supported by the engine that you selected above.

DB instance class Info

Standard classes {includes m classes)

Memory optimized classes (includes r and x classes)
© Burstable classes (includes t classes)

db.t2.micro
1vCPUs 1GiBRAM  Not EBS Optimized

(® Include previous generation classes

Implementation 7
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6. Additional DB instance configuration

Instance specifications:
» DB instance class: Select db.t2.micro — 1vCPU, 1 GiB RAM. This equates to 1 GB memory
and 1 vCPU. To see a list of supported instance classes, see Amazon RDS Pricing.

» Storage type: Select General Purpose (SSD). For more information about storage, see
Storage for Amazon RDS.

» Allocated storage: Select the default of 20 to allocate 20 GB of storage for your database.
You can scale up to a maximum of 64 TB with Amazon RDS for MySQL.

« Enable storage autoscaling: If your workload is cyclical or unpredictable, you would enable
storage autoscaling to enable Amazon RDS to automatically scale up your storage when
needed. This option does not apply to this tutorial.

» Multi-AZ deployment: You will have to pay for Multi-AZ deployment. Using a Multi-AZ
deployment will automatically provision and maintain a synchronous standby replica in a
different Availability Zone. For more information, see High Availability Deployment.

Storage

Storage type Info

General Purpose 55D (gp2)

Baseline performance determined by volume size

Allocated storage

The minimum value is 20 GIB and the maximum value is 5,144 GiB

Storage autoscaling info

Provides dynamic scaling support for your database's storage based on your application's needs.

DEnabla storage autoscaling

Enabling this feature will allow the storage to increase after the specified threshold is
exceeded.

7. Configure connectivity

Implementation 8
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You are now in the Connectivity section where you can provide information that Amazon RDS
needs to launch your MySQL DB instance. The following list shows settings for our example DB
instance.

Connectivity
o Compute resource: Choose Don’t connect to an EC2 compute resource. You can manually
set up a connection to a compute resource later.

« Virtual Private Cloud (VPC): Select Default VPC. For more information about VPC, see
Amazon RDS and Amazon Virtual Private Cloud (VPC).

Additional connectivity configurations
« Subnet group: Choose the default subnet group. For more information about subnet
groups, see Working with DB Subnet Groups.

» Public accessibility: Choose Yes. This will allocate an IP address for your database instance
so that you can directly connect to the database from your own device.

® Note

You will incur charges of $0.005 per hour.

« VPC security groups: Select Create new VPC security group. This will create a security
group that will allow connection from the IP address of the device that you are currently
using to the database created.

 Availability Zone: Choose No preference. See Regions and Availability Zones for more
details.

« RDS Proxy: By using Amazon RDS Proxy, you can allow your applications to pool and share
database connections to improve their ability to scale. Leave the RDS Proxy unchecked.

o Port: Leave the default value of 3306.

Implementation 9
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Connectivity info

Compute resource
Choose whether to set up a connection to a compute resource for this database. Setting up a connection will automatically change
cannectivity settings so that the compute resource can connect to this database.

© Don't connect to an EC2 compute resource () Connect to an EC2 compute resource
Don't set up a connection 1% a compute resource for Set up a connection to an EC2 compute resource for
this database. You can manually set up a connection to this database.

a compute resource later.

Virtual private cloud (VPC) Info
Choose the VPC. The VPC defines the virtual networking environment for this DB instance.

| Default VPC (vpc-Obbb32092428708ce) v

Only VPCs with a corresponding DB subnet group are listed.

(@ After a database Is created, you can't change its VPC.

DB Subnet group Info

Choase the DB subnet group. The DB subnet group defines which subnets and IP ranges the DB instance can use in the VPC that you
selected. )

default v

Public access Info

ssigns a public IP address to the database. Amazon EC2 instances and other resources outside of the VPC can connect to

your database. Resources inside the VPC can ah_:c- connect to the database. Choose one or more VPC security groups that specify
which resources can connect to the database.

) No
RDS doesn't assign a public IP address to the database. Only Amazon EC2 instances and other resources inside the VPC can
connect to your database. Choose one or more VPC security groups that specify which resources can connect to the database.

WPC security group (firewall) Info

Choase one or more VPC security groups to allow access to your database. Make sure that the security group rules allow the
appropriate incoming traffic.

() Choose existing O Create new
Choose existing VPC security groups Create new VPC security group

MNew VPC security group name

| Enter new VIPC security group name |

Availability Zone info

| Mo preference v |

Implementatin ' o ) o

| | Create an RDS Proxy Info
RDS automatically creates an 1AM role and a Secrets Manager secret for the proxy. RDS Proxy has additional costs. For more
information, see Amazon RDS Proxy pricing E

arilicem ey ol oo by
L Ly
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8. Choose authentication option

Amazon RDS supports several ways to authenticate database users. Choose Password
authentication from the list of options

Database authentication

Database authentication options Info

o Password authentication
Authenticates using database passwords.

Password and 1AM database authentication

Authenticates using the database password and user credentials through AWS 1AM users and
roles.

Password and Kerberos authentication

Choose a directory in which you want to allow authorized users to authenticate with this DB
instance using Kerberos Authentication.

9. Verify monitoring

Leave Enable enhanced monitoring unchecked to stay within the Free Tier. Enabling enhanced
monitoring will give you metrics in real time for the operating system (OS) that your DB
instance runs on. For more information, see Viewing DB Instance Metrics.

Monitoring

Monitoring

Enable Enhanced monitoring

Enabling Enhanced monitoring metrics are useful when you want to see how different processes or threads use the CPU.

10. Set additional configuration options
In the Additional configurations section:
Database options

» Database name: Enter a database name that is 1 to 64 alphanumeric characters. If you

do not provide a name, Amazon RDS will not automatically create a database on the DB
instance you are creating.

Implementation 11
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« DB parameter group: Leave the default value. For more information, see Working with DB
Parameter Groups.

« Option group: Leave the default value. Amazon RDS uses option groups to enable and
configure additional features. For more information, see Working with Option Groups.

Encryption: This option is not available in the Free Tier. For more information, see Encrypting
Amazon RDS Resources.

Backup

« Backup retention period: You can choose the number of days to retain the backup you take.
For this tutorial, set this value to 1 day.

« Backup window: Use the default of No preference.

Maintenance

« Auto minor version upgrade: Select Enable auto minor version upgrade to receive
automatic updates when they become available.

« Maintenance Window: Select No preference.

Deletion protection: Turn off Enable deletion protection for this tutorial. When this option is
enabled, you're prevented from accidentally deleting the database.

Choose Create Database.

Implementation 12
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v Additional configuration

Database options, backup turned on, backtrack turned off, maintenance, CloudWatch Logs, delete protection turned off.

Database options

Initial database name Info

| dbname |

If you do not specify a database name, Amazon RDS does not create a database.

DB parameter group Info A

| default.mysgl8.0 v |

Option group Info

| default:mysqgl-8-0 v |

Backup

Enable automated backups
Creates a point-in-time snapshot of your database

/A Please note that automated backups are currently supported for InnoDB storage engine only. If you
are using MylSAM, refer to details here.

Backup retention period Info
he number of days {1-35) for which automatic backups are kept.

1 v day

Backup window Info
The daily time range (in UTC) during which RDS takes automated backups.

. Choose a window

© No preference

Copy tags to snapshots

Log exports
Select the log types to publish to Amazon CloudWatch Logs

[ Audit log

|| Errorlog

|| General log
|| Slow guery log

1AM role

Implementatioafollowing service-linked role is used for publishing logs to CloudWatch Logs.

RDS service-linked role

13
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Step 2: Download a SQL client

Once the database instance creation is complete and the status changes to available, you can
connect to a database on the DB instance using any standard SQL client. In this step, we will
download MySQL Workbench, which is a popular SQL client.

1. Install MySQL Workbench

Go to the Download MySQL Workbench page to download and install MySQL Workbench. For
more information on using MySQL, see the MySQL Documentation.

® Note

Remember to run MySQL Workbench from the same device from which you created
the DB instance. The security group your database is placed in is configured to allow
connection only from the device from which you created the DB instance.

< C & dev.mysql.com/downloads/workbench/

G
%

® MySQL Community Downloads
< MySQL Workbench

General Availability (GA) Releases Archives i

MySQL Workbench 8.0.29

Select Operating System:

macOS v

0 Packages require Big Sur (11.1 or newer)

macOs (x86, 64-bit), DMG Archive 8.0.29 113.3M

(mysql-workbench-community-8.0.29-macos-x86_64.dmg) MDS5: 9£634f1e777£08b3al22ae3a92182c69 | Signature

0 We suggest that you use the MD5 checksums and GnuPG signatures to verify the integrity of the
packages you download.

2. Download client

You will be prompted to log in, sign up, or begin your download. You can choose No thanks,
just start my download for a quick download.

Implementation 14
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* I

< C @& dev.mysqgl.com/downloads/file/?id=510453

G

® MySQL Community Downloads

Login Now or Sign Up for a free account.

An Oracle Web Account provides you with the following advantages:
Fast access to MySQL software downloads
Download technical White Papers and Presentations
Post messages in the MySQL Discussion Forums

Report and track bugs in the MySQL bug system

Login » Sign Up »
using my Oracle Web account for an Oracle Web account.

MySQL.com is using Oracle SSO for authentication. If you already have an Oracle
Web account, click the Login link. Otherwise, you can signup for a free account by
clicking the Sign Up link and following the instructions.

INo thanks, just start my download. I

ORACLE ©20220racle

Privacy / Do Not Sell My Info | Terms of Use | Trademark Policy | Cookie Preferences

Step 3: Connect to the MySQL database

In this step, we will connect to the database you created using MySQL Workbench.

1. Launch MySQL Workbench

Launch the MySQL Workbench application and go to Database > Connect to Database (Ctrl
+U) from the menu bar.

Implementation 15
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r
Connect to Database... t'JUN rkbench

J Manage Connections... {

Reverse Engineer...

W ySQL Workbench

Edit Type Mappings for Generic Migration...

MySQL Workbench is the official graphical user interface (GUI) tool for MySQL. It allows you to design,
create and browse your database schemas, work with database objects and insert data as well as
design and run SQL queries to work with stored data. You can also migrate schemas and data from other
database vendors to your MySQL database.

Browse Documentation > Read the Blog > Discuss on the Forums >

MySQL Connections ®® Q

MySQL Workbench could not detect any MySQL server running.
This means that MySQL is not installed or is not running.
Rescan servers

2. Specify connection options

A dialog box appears. Enter the following:

« Hostname: You can find your hostname on the Amazon RDS console as shown in the
screenshot.

» Port: The default value should be 3306.

« Username: Type in the username you created for the Amazon RDS database. In this tutorial,
it is 'masterUsername.’

» Password: Choose Store in Vault (or Store in Keychain on MacOS) and enter the password
that you used when creating the Amazon RDS database.

Choose OK.

Implementation 16
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Amazon RDS % RDS Databases rds-mysql-10mintutorial ® PY
rds-mysql-10mintutorial
Dashboard Stored Connection:
Databases l
Query Editor Summary Connection Method:
Performance insights
DB identifier CcPU
Snapshots . )
rds-mysql-10mintutorial . 1 7.80%
Automated backups Hostname:
Reserved instances Role Current activity
Instance 1 0 Connections Userpéme:
Proxies
Password:
Subnet groups Connectivity & security Monitoring Logs & ev
Default Schema:
Parameter groups
Option groups
Connectivity & security
Custom engine versions
Endpoint & port Negaforking
Events Endpoint Availability Zone
Event subscriptions TS mysql- us-east-1f
10mintutorial.ckl2hgsaesfl.us
-east-1.rds.amazonaws.com VPC

Recommendations @) Port vpc-060a30a3dQfs

Certificate update Subnet group

default-vpc-
Feedback  Loo ©2022, Amazon Web Services,

jon? Find it in the Unified Settings [2

Amazon RDS Console

3. Verify database connection

. or its affiliates.

Connect to Database

Standard (TCP/IP)

Parameters =~ SSL

rds-mysql-10mintutorial Port: 3306

I masterUsername I

e Select from saved connection settings
s Method to use to connect to the RDBMS

Advanced

Name or IP address of the server host - and TCP/IP
port.

Name of the user to connect with.

Store in Keychain ... Clear

Privacy  Terms

The user's password. Will be requested later if it's
not set.

The schema to use as default schema. Leave blank
to select it later.

Cancel

Cookie preferences

MySQL Workbench

You are now connected to the database! On the MySQL Workbench, you will see various
schema objects available in the database. Now you can create tables, insert data, and run

queries.

Implementation
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h MySQL Workbench 0 AT e . W

A&  Mysgl@rds-mysgl-10mintutori.
File Edit View Query Database Server Tools Scripting Help
SlEl 6 dJelEEIE] [

MNavigator:

SQLAdditions

MANAGEMENT 2 B @ 0|80 O E|unted a4 » [[I & | wmoto °
e Server Status

‘_ Client Connections

j_ Users and Privileges

Status and System Variables
_‘, Data Export

.L Data Import/Restore

INSTANCE

PERFORMANCE
@ Dashboard
5__ Performance Reports
{,’\ Performance Schema Setup

SCHEMAS @
Q Filter objects

» [ innodb
» = osys

Context Help  [if=1=1

|:—|TI Action Output

Time Action Duration / Fetch
Information

Object Info  [RS(=E08

Step 4: Delete the DB instance

You can easily delete the MySQL DB instance from the Amazon RDS console. It is a best practice to
delete instances that you are no longer using so that you don't keep getting charged for them.

1. Choose the DB instance

Go back to the Amazon RDS console. Select Databases, choose the instance that you want to
delete, and then select Delete from the Actions dropdown menu.

Implementation 18
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Services ¥  Resource Groups v * [\ AWSUser v  N.Virginia v  Support v
Amazon RDS X RDS Databases
Dashboard

Databases @ Group resources | Madify ‘ ‘ Actions ¥ | ‘ Restore from 53 ‘ Create database
Databases
Stop
Query Editor Q 1 @
1 Reboot

Performance Insights
DB identifier 'y Role v Engine ¥ Ré & Status v CcPU

Snapshots
Create read replica

Autemated backups o

rds-mysgl-10mintutorial Instance MySQL US  Create Aurora read replica ® Available 11.69%
Reserved instances
Subnet groups Take snapshot
Parameter groups Restore to point in time
Option groups Migrate snapshot

Events

Event subscriptions

Recammendations @M

2. Confirm instance deletion

You are asked to create a final snapshot and to confirm the deletion. For our example, do not
create a final snapshot, acknowledge that you want to delete the instance, and then choose
Delete.

(® Note

Deleting your DB instance may take a few minutes

Implementation 19
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Delete rds-mysqgl-10mintutorial instance? X

Are you sure you want to Delete the rds-mysql-10mintutorial DB Instance?

Create final snapshot?
Determines whether a final DB Snagpshot is created before the DB instance is deleted.

Retain automated backups
Determines whether retaining automated backups for 1 days after deletion

| acknowledge that upon instance deletion, automated backups, including system

snapshots and point-in-time recovery, will no longer be available.

To confirm deletion, type delete me into the field

/A We strongly recommend taking a final snapshot before instance deletion
since after your instance is deleted, automated backups will no longer be
available.

Cancel

Congratulations!

You have created, connected to, and deleted a MySQL database instance with Amazon RDS.
Amazon RDS makes it easy to set up, operate, and scale a relational database in the cloud.

It provides cost-efficient and resizable capacity while managing time-consuming database

administration tasks, freeing you up to focus on your applications and business.
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Create a Web Server and Amazon RDS DB
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