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What is Amazon Inspector?

Amazon Inspector is a vulnerability management service that continuously scans your AWS
workloads for software vulnerabilities and unintended network exposure. Amazon Inspector
automatically discovers and scans running Amazon EC2 instances, container images in Amazon
Elastic Container Registry (Amazon ECR), and AWS Lambda functions for known software
vulnerabilities and unintended network exposure.

Amazon Inspector creates a finding when it discovers a software vulnerability or network
configuration issue. A finding describes the vulnerability, identifies the affected resource, rates the
severity of the vulnerability, and provides remediation guidance. You can analyze findings using the
Amazon Inspector console, or view and process your findings through other AWS services. For more
information, see Understanding findings in Amazon Inspector.

Topics

o Features of Amazon Inspector

o Accessing Amazon Inspector

Features of Amazon Inspector

Centrally manage multiple Amazon Inspector accounts

If your AWS environment has multiple accounts, you can centrally manage your environment
through a single account by using AWS Organizations. Using this approach, you can designate an
account as the delegated administrator account for Amazon Inspector.

Amazon Inspector can be activated for your entire organization with a single click. Additionally, you
can automate activating the service for future members whenever they join your organization. The
Amazon Inspector delegated administrator account can manage findings data and certain settings
for members of the organization. This includes viewing aggregated findings details for all member
accounts, activating or deactivating scans for member accounts, and reviewing scanned resources
within the AWS organization.

Continuously scan your environment for vulnerabilities and network exposure

With Amazon Inspector, you don't need to manually schedule or configure assessment scans.
Amazon Inspector automatically discovers and begins scanning your eligible resources. Amazon
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Inspector continues to assess your environment throughout the lifecycle of your resources

by automatically rescanning resources in response to changes that could introduce a new
vulnerability, such as: installing a new package in an EC2 instance, installing a patch, and when a
new common vulnerabilities and exposures (CVE) that impacts the resource is published. Unlike
traditional security scanning software, Amazon Inspector has minimal impact on the performance
of your fleet.

When vulnerabilities or open network paths are identified, Amazon Inspector produces a finding
that you can investigate. The finding includes comprehensive details about the vulnerability, the
affected resource, and remediation recommendations. If you appropriately remediate a finding,
Amazon Inspector automatically detects the remediation and closes the finding.

Assess vulnerabilities accurately with the Amazon Inspector Risk score

As Amazon Inspector collects information about your environment through scans, it provides
severity scores specifically tailored to your environment. Amazon Inspector examines the security
metrics that compose the National Vulnerability Database (NVD) base score for a vulnerability and

adjusts them according to your compute environment. For example, the service may lower the
Amazon Inspector score of a finding for an Amazon EC2 instance if the vulnerability is exploitable
over the network but no open network path to the internet is available from the instance. This
score is in CVSS format and is a modification of the base Common Vulnerability Scoring System
(CVSS) score provided by NVD.

Identify high-impact findings with the Amazon Inspector dashboard

The Amazon Inspector dashboard offers a high-level view of findings from across your

environment. From the dashboard, you can access the granular details of a finding. The dashboard
contains streamlined information about scan coverage in your environment, your most critical
findings, and which resources have the most findings. The risk-based remediation panel in the
Amazon Inspector dashboard presents the findings that affect the largest number of instances
and images. This panel makes it easier to identify the findings with the greatest impact on your
environment, review finding details, and review suggested solutions.

Manage your findings using customizable views

In addition to the dashboard, the Amazon Inspector console offers a Findings view. This page lists
all findings for your environment and provides the details of individual findings. You can view
findings grouped by category or vulnerability type. In each view, you can further customize your
results using filters. You can also use filters to create suppression rules that hide unwanted findings
from your views.
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You can use filters and suppression rules to generate finding reports that show all findings or a
customized selection of findings. Reports can be generated in CSV or JSON formats.

Monitor and process findings with other services and systems

To support integration with other services and systems, Amazon Inspector publishes findings to

Amazon EventBridge as finding events. EventBridge is a serverless event bus service that can route

findings data to targets such as AWS Lambda functions and Amazon Simple Notification Service
(Amazon SNS) topics. With EventBridge, you can monitor and process findings in near-real time as
part of your existing security and compliance workflows.

If you have activated AWS Security Hub, then Amazon Inspector will also publish findings to

Security Hub. Security Hub is a service that provides a comprehensive view of your security posture
across your AWS environment and helps you check your environment against security industry
standards and best practices. With Security Hub, you can more easily monitor and process your
findings as part of a broader analysis of your organization's security posture in AWS.

Accessing Amazon Inspector

Amazon Inspector is available in most AWS Regions. For a list of Regions where Amazon Inspector
is currently available, see Amazon Inspector endpoints and quotas in the Amazon Web Services

General Reference. To learn more about AWS Regions, see Managing AWS Regions in the Amazon

Web Services General Reference. In each Region, you can work with Amazon Inspector in the
following ways.

AWS Management Console

The AWS Management Console is a browser-based interface that you can use to create and manage
AWS resources. As part of that console, the Amazon Inspector console provides access to your
Amazon Inspector account and resources. You can perform Amazon Inspector tasks from the
Amazon Inspector console.

AWS command line tools

With AWS command line tools, you can issue commands at your system's command line to perform
Amazon Inspector tasks. Using the command line can be faster and more convenient than using
the console. The command line tools are also useful if you want to build scripts that perform tasks.

AWS provides two sets of command line tools: the AWS Command Line Interface (AWS CLI) and
the AWS Tools for PowerShell. For information about installing and using the AWS CLI, see the
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AWS Command Line Interface User Guide. For information about installing and using the Tools for
PowerShell, see the AWS Tools for PowerShell User Guide.

AWS SDKs

AWS provides SDKs that consist of libraries and sample code for various programming languages
and platforms, including Java, Go, Python, C++, and .NET. The SDKs provide convenient,
programmatic access to Amazon Inspector and other AWS services. They also handle tasks such
as cryptographically signing requests, managing errors, and retrying requests automatically. For
information about installing and using the AWS SDKs, see Tools to Build on AWS.

Amazon Inspector REST API

The Amazon Inspector REST API gives you comprehensive, programmatic access to your Amazon
Inspector account and resources. With this API, you can send HTTPS requests directly to Amazon
Inspector. However, unlike the AWS command line tools and SDKs, use of this API requires your
application to handle low-level details such as generating a hash to sign a request.
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Getting started with Amazon Inspector

This tutorial provides a hands-on introduction to Amazon Inspector.

Step 1 covers activating Amazon Inspector scans for a standalone account or as an Amazon
Inspector delegated administrator with AWS Organizations in a multi-account environment.

Step 2 covers understanding Amazon Inspector findings in the console.

(® Note

In this tutorial, you complete tasks in your current AWS Region. To set up Amazon Inspector
in other Regions, you must complete these steps in each of those Regions.

Topics

» Before you begin

» Step 1: Activate Amazon Inspector

» Step 2: View Amazon Inspector findings

Before you begin

Amazon Inspector is a vulnerability management service that continually scans your Amazon EC2
instances, Amazon ECR container images, and AWS Lambda functions for software vulnerabilities
and unintended network exposure.

® Note

Be aware of the following before you activate Amazon Inspector.

« Amazon Inspector is a Regional service. Data is stored in the AWS Region where you want to use
the service. You must repeat the procedures you complete in this tutorial in each AWS Region
where you want to use Amazon Inspector.

« With Amazon Inspector, you can activate Amazon EC2 instance, Amazon ECR container image,
and AWS Lambda function scanning. You can manage your scanning preferences from the
account management page in the Amazon Inspector console or using Amazon Inspector APlIs.
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Amazon Inspector can provide Common Vulnerabilities and Exposures (CVE) data for your

EC2 instances if the Amazon EC2 Systems Manager (SSM) agent is installed and activated. The
SSM agent is preinstalled on many EC2 instances, but you might need to activate it manually.
Regardless of the SSM agent status, all of your EC2 instances are scanned for network exposure
issues. For more information about configuring scans for Amazon EC2, see Scanning Amazon EC2
instances. Amazon ECR and AWS Lambda function scanning don't require the use of an agent.

Amazon Inspector can use an agentless scanning method on eligible instances if your account

is configured for hybrid scanning. For agentless scans, Amazon Inspector uses Amazon EBS
snapshots to collect a software inventory from your instances. With agentless scanning, Amazon
Inspector scans for operating system package vulnerabilites and programming language package

vulnerabilities.

An IAM user identity with administrator permissions in an AWS account can enable Amazon
Inspector. For data protection purposes, we recommend that you protect your credentials and
set up individual users with AWS IAM Identity Center or AWS Identity and Access Management
(IAM). That way, each user is given only the permissions necessary to manage Amazon Inspector.
For information about the permissions required to enable Amazon Inspector, see AWS managed

policy: AmazonlInspector2FullAccess.

When you activate Amazon Inspector for the first time in any Region, it creates a service-
linked role globally for your account called AWSServiceRoleForAmazonInspector2 and
AwWSServiceRoleForAmazonInspector2Agentless. This role includes the permissions

and trust policies that allow Amazon Inspector to collect software package details and analyze
Amazon VPC configurations in order to generate vulnerability findings. For more information,
see Using service-linked roles for Amazon Inspector. For more information about service-linked

roles, see Using service-linked roles.

Step 1: Activate Amazon Inspector

The first step to using Amazon Inspector is to activate it for your AWS account. After you activate
any Amazon Inspector scan type, Amazon Inspector immediately begins discovering and scanning
all eligible resources.

If you want to manage Amazon Inspector for multiple accounts within your organization through

a centralized administrator account, you must assign a delegated administrator for Amazon

Inspector. Choose one of the following options to learn how to activate Amazon Inspector for your

environment.
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Standalone account environment

1. Sign in using your credentials, and then open the Amazon Inspector console at https://
console.aws.amazon.com/inspector/v2/home.

2. Choose Get Started.

3. Choose Activate Amazon Inspector.

When you activate Amazon Inspector in a standalone account, all scan types are activated by
default. You can manage activated scan types from the account management page within
the Amazon Inspector console or by using Amazon Inspector APIs. After Amazon Inspector

is activated, it automatically discovers and begins scanning all eligible resources. Review the
following scan type information to understand which resources are eligible by default:

Amazon EC2 scanning

To provide Common Vulnerabilities and Exposures (CVE) data for your EC2 instance, Amazon
Inspector requires that the AWS Systems Manager (SSM) agent be installed and activated.
This agent is pre-installed on many EC2 instances, but you may need to activate it manually.
Regardless of SSM agent status, all of your EC2 instances will be scanned for network
exposure issues. For more information about configuring scans for Amazon EC2, see
Scanning Amazon EC2 instances with Amazon Inspector.

Amazon ECR scanning

When you activate Amazon ECR scanning, Amazon Inspector converts all container
repositories in your private registry that are configured for the default Basic scanning
provided by Amazon ECR to Enhanced scanning with continual scanning. You can also
optionally configure this setting to scan on-push only or to scan select repositories through
inclusion rules. All images pushed within the last 30 days are scheduled for Lifetime
scanning, this Amazon ECR scan setting can be changed at any time. For more information
about configuring scans for Amazon ECR, see Scanning Amazon ECR container images with

Amazon Inspector.

AWS Lambda function scanning

When you activate AWS Lambda function scanning, Amazon Inspector discovers the Lambda
functions in your account and immediately starts scanning them for vulnerabilities. Amazon
Inspector scans new Lambda functions and layers when they are deployed, and rescans
them when they are updated or when new Common Vulnerabilities and Exposures (CVEs)
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are published. Amazon Inspector offers two different levels of Lambda function scanning. By
default when you first activate Amazon Inspector, Lambda standard scanning is activated,
which scans package dependencies in your functions. You can additionally activate Lambda
code scanning to scan the developer code in your functions for code vulnerabilities. For
more information about configuring Lambda function scanning, see Scanning AWS Lambda

functions with Amazon Inspector.

Multi-account environment

/A Important

To complete these steps, you must be in the same organization as all the accounts you
want to manage and have access to the AWS Organizations management account in
order to delegate an administrator for Amazon Inspector within your organization.
Additional permissions may be required to delegate an administrator. For more
information, see Permissions required to designate a delegated administrator.

(@ Note

To programatically enable Amazon Inspector for multiple accounts in multiple
Regions you can use a shell script developed by Amazon Inspector. For more
information on using this script see the inspector2-enablement-with-cli on
GitHub.

Delegating an administrator for Amazon Inspector

1. Login to the AWS Organizations management account.

2. Open the Amazon Inspector console at https://console.aws.amazon.com/inspector/v2/

home.

3. Within the Delegated administrator pane, enter the twelve-digit ID of the AWS account
that you want to designate as the Amazon Inspector delegated administrator for the
organization. Then choose Delegate. Then, in the confirmation window, choose Delegate
again.
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® Note

Amazon Inspector is activated for your account when you delegate an
administrator.

Adding member accounts

As a delegated administrator you can activate scanning for any member associated with the
Organizations management account. This workflow activates all scan types for all member
accounts. However, members can also activate Amazon Inspector for their own accounts,

or scans for a service can be selectively activated by the delegated administrator. For more
information, see Managing multiple accounts.

1. Login to the delegated administrator account.

2. Open the Amazon Inspector console at https://console.aws.amazon.com/inspector/v2/
home.

3. In the navigation pane, choose Account Management. The Accounts table displays all of
the member accounts associated with the Organizations management account.

4. From the Account Management page, you can choose Activate scanning for all accounts
from the top banner to activate EC2 instances, ECR container images, and, AWS Lambda
function scanning for all accounts in your organization. Alternatively, you can choose the
accounts that you want to add as members by selecting them in the Accounts table. Then
from the Activate menu, select All scanning.

5. (Optional) Turn on the Automatically activate Inspector for new member accounts
feature and select the scan types to include to activate those scans for any new member
accounts that are added to your organization.

Amazon Inspector currently offers scans for EC2 instances, ECR container images, and AWS
Lambda functions. After you activate Amazon Inspector, it automatically starts discovering and
scanning all eligible resources. Review the following scan type information to understand which
resources are eligible by default:
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Amazon EC2 scanning

To provide CVE vulnerability data for your EC2 instances, Amazon Inspector requires that the
AWS Systems Manager (SSM) agent be installed and activated. This agent is pre-installed

on many EC2 instances, but you may need to activate it manually. Regardless of SSM agent
status, all of your EC2 instances will be scanned for network exposure issues. For more
information about configuring scans for Amazon EC2, see Scanning Amazon EC2 instances

with Amazon Inspector.

Amazon ECR scanning

When you activate Amazon ECR scanning, Amazon Inspector converts all container
repositories in your private registry that are configured for the default Basic scanning
provided by Amazon ECR to Enhanced scanning with continuous scanning. You can also
optionally configure this setting to scan on-push only or to scan select repositories through
inclusion rules. All images pushed within the last 30 days are scheduled for Lifetime
scanning. This Amazon ECR scan setting can be changed by the delegated administrator

at any time. For more information about configuring scans for Amazon ECR, see Scanning
Amazon ECR container images with Amazon Inspector.

AWS Lambda function scanning

When you activate AWS Lambda function scanning, Amazon Inspector discovers the Lambda
functions in your account and immediately starts scanning them for vulnerabilities. Amazon
Inspector scans new Lambda functions and layers when they are deployed, and rescans
them when they are updated or when new Common Vulnerabilities and Exposures (CVEs) are
published. For more information about configuring Lambda function scanning, see Scanning
AWS Lambda functions with Amazon Inspector.

Step 2: View Amazon Inspector findings

You can view findings for your environment in the Amazon Inspector console or through the
API. All findings are also pushed to Amazon EventBridge and AWS Security Hub (if activated).
Additionally, container image findings are pushed to Amazon ECR.

The Amazon Inspector console offers several different viewing formats for your findings. The
Amazon Inspector dashboard gives you a high-level overview of risks to your environment, while
the Findings table lets you view the details of a specific finding.
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In this step, you explore the details of a finding using the Findings table and Findings dashboard.
For information about the Amazon Inspector dashboard, see Understanding the dashboard.

To view details of findings for your environment in the Amazon Inspector console:

1. Sign in using your credentials, and then open the Amazon Inspector console at https://
console.aws.amazon.com/inspector/v2/home.

2. From the navigation pane, select Dashboard. You can select any of the links in the dashboard
to navigate to a page in the Amazon Inspector console with more details about that item.

From the navigation pane, select Findings.

4. By default you will see the All findings tab, which displays all EC2 instance, ECR container
image, AWS Lambda function findings for your environment.

5. In the Findings list, choose a finding name in the Title column to open the details pane for
that finding. All findings have a Finding details tab. You can interact with the Finding details
tab in the following ways:

« For more details about the vulnerability, follow the link in the Vulnerability details section
to open the documentation for this vulnerability.

» To further investigate your resource, follow the Resource ID link in the Resource affected
section to open the service console for the affected resource.

Package vulnerability type findings also have an Inspector Score and vulnerability
intelligence tab explaining how the Amazon Inspector score was calculated for that finding
and providing information on the Common Vulnerability and Exploits (CVE) associated with
the finding. For more details about finding types, see Finding types in Amazon Inspector.
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Understanding the Amazon Inspector dashboard

The Amazon Inspector dashboard provides a snapshot of aggregated statistics for your AWS
resources. The statistics include key metrics for resource coverage and active vulnerabilities.

The dashboard also provides groups of aggregated findings data for your account, such as Amazon
Elastic Compute Cloud (Amazon EC2) instances, as well as Amazon Elastic Container Registry
(Amazon ECR) functions and AWS Lambda functions with most critical findings. To perform deeper
analysis, you can view the supporting data for dashboard items.

If your account is the Amazon Inspector delegated administrator account for an organization, the
dashboard includes account coverage, aggregated statistics, and findings data for all accounts in
your organization, including your own account.

Displaying the dashboard

The dashboard shows an overview of your environment coverage and critical findings.
To display the dashboard:

1. Sign in using your credentials, and then open the Amazon Inspector console https://
console.aws.amazon.com/inspector/v2/home.

2. In the navigation pane, choose Dashboard.
3.  You can interact with the dashboard in the following ways:
» The dashboard refreshes automatically every five minutes. However, you can refresh the
data manually by selecting the refresh icon at the top-right corner of the page.
» To view the supporting data for an item on the dashboard, choose the item.

« If you manage multiple accounts through AWS organizations as an Amazon Inspector
delegated administrator, the dashboard displays aggregated statistics for your member
accounts. To filter the dashboard and display data only for a particular account, enter the
account ID in the Account box.
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Understanding dashboard components and interpreting data

Each section of the Amazon Inspector dashboard provides insight into key metrics or active
findings data that can help you understand the vulnerability posture of your AWS resources in the
current AWS Region.

Environment coverage

The Environment coverage section provides statistics about the resources scanned by Amazon
Inspector. In this section, you can see the count and percentage of Amazon EC2 instances,
Amazon ECR images and AWS Lambda functions scanned by Amazon Inspector. If you manage
multiple accounts through AWS Organizations as an Amazon Inspector delegated administrator,
you will also see the total number of organization accounts, the number with Amazon Inspector
activated, and the resulting coverage percentage for the organization. You can also use this
section to determine which resources are not covered by Amazon Inspector. These resources
may contain vulnerabilities that could be exploited to put your organization at risk. For more
details, see Assessing Amazon Inspector coverage of your AWS environment.

Choosing a coverage group takes you to the Account management page for the grouping you
select. The account management page shows you details about which accounts, Amazon EC2
instances, and Amazon ECR repositories are covered by Amazon Inspector.

The following coverage groups are available:

Account

Instances

Container repositories

Container images

Lambda

Critical findings

The Critical findings section provides a count of the critical vulnerabilities in your environment
and a total count of all findings in your environment. In this section, the counts are shown per
resource and assessment type. For more information about critical findings and how Amazon
Inspector determines criticality, see Understanding findings in Amazon Inspector.

Choosing a critical finding group takes you to the All findings page and automatically applies
filters to show all critical findings that match the grouping you selected.
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The following critical finding groups are available:
» ECR container images findings

« Amazon EC2 findings

» Network reachability findings

o AWS Lambda function findings

Risk-based remediations

The Risk-based remediations section shows the top five software packages with critical
vulnerabilities that affect the most resources in your environment. Remediating these packages
can significantly reduce the number of critical risks to your environment. Choose the software
package name to see associated vulnerability details and affected resources.

Accounts with the most critical findings

The Accounts with the most critical findings section shows the top five AWS accounts in your
environment with the most critical findings, and the total number of findings for that account.
This section is only viewable from the delegated administrator account when Amazon Inspector
is configured for multi-account scanning with AWS Organizations. This view helps delegated
administrators understand which accounts may be most at risk within the organization.

Choose Account ID to see more information about the affected member account.

Amazon ECR repositories with most critical findings

The Elastic Container Registry (ECR) Repositories with most critical findings section shows
the top five Amazon ECR repositories in your environment with the most critical container
image findings. The view shows the repository name, AWS account identifier, the repository
creation date, number of critical vulnerabilities, and total number of vulnerabilities. This view
helps you identify which repositories may be most at risk.

Choose Repository name to see more information about the affected repository.

Container images with most critical findings

The Container images with most critical findings section shows the top five container images
in your environment with the most critical findings. The view shows image tag data, repository
name, image digest, AWS account identifier, number of critical vulnerabilities, and total number
of vulnerabilities. This view helps application owners identify which container images may need
to be rebuilt and relaunched.

Choose Container image to see more information about the affected container image.
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Instances with most critical findings

The Instances with most critical findings section shows the top five Amazon EC2 instances
with the most critical findings. The view shows instance identifier, AWS account identifier,
Amazon Machine Image (AMI) identifier, number of critical vulnerabilities, and total number
of vulnerabilities. This view helps infrastructure owners identify which instances may require
patching.

Choose Instance ID to see more information about the affected Amazon EC2 instance.

Amazon Machine Images (AMI) with most critical findings

The Amazon Machine Images (AMls) with most critical findings section shows the top five
AMIs in your environment with the most critical findings. The view shows the AMI identifier,
AWS account identifier, number of affected EC2 instances running in the environment, the AMI
creation date, the operating system platform of the AMI, the number of critical vulnerabilities,
and the total number of vulnerabilities. This view helps infrastructure owners identify which
AMIls may require rebuilding.

Choose Affected instances to see more information about the instances launched from the
affected AMI.

AWS Lambda functions with most critical findings

The AWS Lambda functions with most critical findings section shows the top five Lambda
functions in your environment with the most critical findings. The view shows the Lambda
function name, AWS account identifier, runtime environment, the number of critical
vulnerabilities, the number of high vulnerabilities, and the total number of vulnerabilities. This
view helps infrastructure owners identify which Lambda functions may require remediation.

Choose Function name to see more information about the affected AWS Lambda function.
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Understanding findings in Amazon Inspector

A finding is a detailed report about a vulnerability that affects one of your AWS resources. Findings
are named after detected vulnerabilities and provide severity ratings, information about affected
resources, and details that describe how to remediate reported vulnerabilities.

Amazon Inspector generates a finding whenever it detects a vulnerability in an Amazon EC2
instance, a container image in an Amazon ECR repository, or an AWS Lambda function. Amazon
Inspector continually scans your compute environment and stores all of your active findings until
you remediate them.

When you remediate a finding, the finding is automatically closed, and Amazon Inspector deletes
the finding after 7 days. However, closed findings can be reopened within these 7 days if the issue
that caused the vulnerability reoccurs.

If you disable Amazon Inspector, findings are removed after 24 hours. If AWS suspends your
account, findings are removed after 90 days.

Findings are categorized in one of the following states:
Active

Amazon Inspector identifies findings that haven't been remediated as Active.

Suppressed

Amazon Inspector identifies findings that are subject to one or more suppression rules as

Suppressed.
Closed

When you remediate a finding, Amazon Inspector identifies the finding as Closed.

Topics

Finding types in Amazon Inspector

Locating and viewing Amazon Inspector findings

Amazon Inspector finding details

Amazon Inspector score and vulnerability intelligence

Severity levels for Amazon Inspector findings
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Finding types in Amazon Inspector

Amazon Inspector generates findings for Amazon Elastic Compute Cloud (Amazon EC2) instances,
container images in Amazon Elastic Container Registry (Amazon ECR) repositories, and AWS
Lambda functions. Amazon Inspector can generate the following types of findings.

Package vulnerability

Package vulnerability findings identify software packages in your AWS environment that are
exposed to Common Vulnerabilities and Exposures (CVEs). Attackers can exploit these unpatched
vulnerabilities to compromise the confidentiality, integrity, or availability of data, or to access
other systems. The CVE system is a reference method for publicly known information security
vulnerabilities and exposures. For more information, see https://www.cve.org/.

Amazon Inspector can generate package vulnerability findings for EC2 instances, ECR container
images, and Lambda functions. Package vulnerability findings have additional details unique to this
finding type, these are the Inspector score and vulnerability intelligence.

Code vulnerability

Code vulnerability findings identify lines in your code that attackers could exploit. Code
vulnerabilities include injection flaws, data leaks, weak cryptography, or missing encryption in your
code.

Amazon Inspector evaluates your Lambda function application code using automated reasoning
and machine learning that analyzes your application code for overall security compliance.

It identifies policy violations and vulnerabilities based on internal detectors developed in
collaboration with Amazon CodeGuru. For a list of possible detections, see CodeGuru Detector

Library.

/A Important

Amazon Inspector code scanning captures code snippets to highlight detected
vulnerabilities. These snippets may show hardcoded credentials or other sensitive materials
in plaintext.

Amazon Inspector can generate Code vulnerability findings for Lambda functions if you have
Amazon Inspector Lambda code scanning activated.
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Code snippets detected in connection with a code vulnerability are stored by the CodeGuru service.
By default an AWS owned key controlled by CodeGuru is used to encrypt your code, however, you

can use your own customer managed key for encryption through the Amazon Inspector API. For
more information see Encryption at rest for code in your findings.

Network reachability

Network reachability findings indicate that there are open network paths to Amazon EC2 instances
in your environment. These findings appear when your TCP and UDP ports are reachable from the
VPC edges, such as an internet gateway (including instances behind Application Load Balancers

or Classic Load Balancers), a VPC peering connection, or a VPN through a virtual gateway. These
findings highlight network configurations that may be overly permissive, such as mismanaged
security groups, Access Control Lists, or internet gateways, or that may allow for potentially
malicious access.

Amazon Inspector only generates network reachability findings for Amazon EC2 instances. Amazon
Inspector performs scans for network reachability findings every 24 hours.

Amazon Inspector evaluates the following configurations when scanning for network paths:

« Amazon EC2 instances

« AWS Lambda functions

» Application Load Balancers

« Direct Connect

« Elastic Load Balancers

« Elastic Network Interfaces

« Internet Gateways

« Network Access Control Lists

« Route Tables

« Security Groups

« Subnets

« Virtual Private Clouds

 Virtual Private Gateways

« VPC endpoints

« VPC gateway endpoints
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» VPC peering connections

« VPN connections

Locating and viewing Amazon Inspector findings

The procedures in this section describe how to locate and view findings in Amazon Inspector
through the Amazon Inspector console and API. Finding details vary by finding type, vulnerability
type, and affected resources. For more information, see Amazon Inspector finding details.

Console
To view findings in the console

1. Sign in using your credentials, and then open the Amazon Inspector console at https://
console.aws.amazon.com/inspector/v2/home.

2. From the navigation pane, choose Findings. You're directed to a Findings screen where you
can view all of your findings. In the Findings table, you can choose a finding by selecting
the finding's name under the Title column.

3. (Optional) You can also view findings that are grouped by category. From the navigation
pane, choose Findings, and then choose one of the following categories:

By vulnerability

By instance

(® Note

Findings that are grouped by instance don't include information about network
availability.

By container image

By container repository

By Lambda function

API

Run the ListFindings API operation. In the request, you may specify filterCriteria to return

specific findings.
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Amazon Inspector finding details

In the Amazon Inspector console, you can view details for each finding. Finding details vary based
on finding type.

To view the details for a finding

1. Sign in using your credentials, and then open the Amazon Inspector console at https://
console.aws.amazon.com/inspector/v2/home

2. Select the Region to view findings in.
3. Inthe navigation pane, choose Findings to display the findings list

4. (Optional) Use the filter bar to select a specific finding. For more information, see Filtering
Amazon Inspector findings.

5. Choose a finding to view its details panel.

The Finding details panel contains the basic identifying features of the finding. This includes
the title of the finding as well as a basic description of the vulnerability identified, remediation
suggestions, and a severity score. For information about scoring, see Severity levels for Amazon

Inspector findings.

The details available for a finding varies depending on finding type and the Resource affected.

All findings contain the AWS account ID number the finding was identified for, a severity, a finding
Type, the date the finding was created at, and a Resource affected section with details about that
resource.

The finding Type determines the remediation and vulnerability intelligence information available
for the finding. Depending on the finding type, different finding details are available.

Package Vulnerability

Package vulnerability findings are available for EC2 instances, ECR container images, and
Lambda functions. See Package vulnerability for more info.

Package vulnerability findings also include Amazon Inspector score and vulnerability
intelligence.

This finding type has the following details:
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« Fix available - Indicates if the vulnerability is fixed in a newer version of the affected
packages. Has one of the following values:

« YES, which means all the affected packages have a fixed version.
« NO, which means no affected packages have a fixed version.

« PARTIAL, which means one or more (but not all) of the affected packages have a fixed
version.

« Exploit available - Indicates the vulnerability has a known exploit.

« YES, which means the vulnerability discovered in your environment has a known exploit.
Amazon Inspector doesn't have visibility into the use of exploits in an environment.

« NO, which means this vulnerability doesn't have a known exploit.

» Affected packages - Lists each package identified as vulnerable in the finding, and the details
of each package:

 Filepath - The EBS volume ID and partition number associated with a finding. This field is
present in findings for EC2 instances scanned using Agentless scanning.

« Installed version / Fixed version — The version number of the currently installed package
that a vulnerability was detected for. Compare the installed version number with the value
after the slash (/). The second value is the version number of the package that fixes the
detected vulnerability as provided by the Common Vulnerabilities and Exposures (CVEs) or
advisory associated with the finding. If the vulnerability has been fixed in multiple versions,
this field lists the most recent version that includes the fix. If a fix isn't available, this value is
None available.

(® Note

If a finding was detected before Amazon Inspector began including this field in
findings, the value for this field is empty. However, a fix may be available.

» Package manager - The package manager used to configure this package.

« Remediation - If a fix is available through an updated package or programming library,
this section includes the commands that you can run to make the update. You can copy the
provided command and run it in your environment.
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® Note

Remediation commands are provided from vendor data feeds and may vary
depending on your system configuration. Review finding references or operating
system documentation for more specific guidance.

Vulnerability details — provides a link to the Amazon Inspector preferred source for the

CVE identified in the finding, such as National Vulnerability Database (NVD), REDHAT, or
another OS vendor. Additionally, you will find the severity scores for the finding. For more
information about severity scoring such as, see Severity levels for Amazon Inspector findings.

The following scores are included, including the scoring vectors for each:

« EPSS score

Inspector score

CVSS 3.1 from Amazon CVE

CVSS 3.1 from NVD

CVSS 2.0 from NVD (where applicable, for older CVEs)

Related vulnerabilities — Specifies other vulnerabilities related to the finding. Typically these
are other CVEs that impact the same package version, or other CVEs within the same group as
the finding CVE, as determined by the vendor.

Code vulnerability

Code vulnerability findings are available for Lambda functions only. See Code vulnerability for
more info. This finding type has the following details:

Fix available - For code vulnerabilities this value is always YES.

Detector name — The name of the CodeGuru detector used to detect the code vulnerability.
For a list of possible detections, see the CodeGuru Detector Library.

Detector tags — The CodeGuru tags associated with the detector, CodeGuru uses tags to
categorize detections.

Relevant CWE - IDs of the Common Weakness Enumeration (CWE)s associated with the code
vulnerability.

File path - The file location of the code vulnerability.

Vulnerability location — For Lambda code scanning code vulnerabilities, this field shows the
exact lines of code where Amazon Inspector found the vulnerability.
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» Suggested remediation — This suggests how the code can be edited to remediate the finding.

Network reachability

Network reachability findings are only available for EC2 instances. See Network reachability for
more info. This finding type has the following details:

« Open port range — The port range through which the EC2 instance could be accessed.

« Open network paths — Shows the open access path to the EC2 instance. Select an item on the
path for more information.

« Remediation - Recommends a method for closing the open network path.

Amazon Inspector score and vulnerability intelligence

In the Amazon Inspector console, when you select a finding, you can view the Inspector score and
vulnerability intelligence tab shows the scoring details for a package vulnerability finding, as
well as vulnerability intelligence details. These details are only available for Package vulnerability

findings.
Amazon Inspector score

The Amazon Inspector score is a contextualized score that Amazon Inspector creates for each EC2
instance finding. The Amazon Inspector score is determined by correlating the base CVSS v3.1
score information with information collected from your compute environment during scans, such
as network reachability results and exploitability data. For example, the Amazon Inspector score of
a finding may be lower than the base score if the vulnerability is exploitable over the network but
Amazon Inspector determines that no open network path to the vulnerable instance is available
from the internet.

The base score for a finding is the CVSS v3.1 base score provided by the vendor. RHEL, Debian, or
Amazon vendor base scores are supported, for other vendors, or cases where the vendor hasn't
provided a score Amazon Inspector uses the base score from the National Vulnerability Database

(NVD). Amazon Inspector uses the Common Vulnerability Scoring System Version 3.1 Calculator to

calculate the score. You can see the source of the base score of an individual finding in the finding's
details under vulnerability details, as Vulnerability source (or packageVulnerabilityDetails.source
in the finding JSON)
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® Note

Amazon Inspector score isn't available for Linux instances running Ubuntu. This is because
Ubuntu defines its own vulnerability severity that may differ from the associated CVE
severity.

Amazon Inspector score details

When you open the details page of a finding you can select the Inspector score and vulnerability
intelligence Tab. This panel shows the difference between the base score and the Inspector score.
This section explains how Amazon Inspector assigned the severity rating based on a combination of
the Amazon Inspector score and the vendor score for the software package. If the scores differ this
panel shows an explanation of why.

In the CVSS score metrics section you can see a table with comparisons between the CVSS base
score metrics and the Inspector score. The metrics compared are the base metrics defined in the
CVSS specification document maintained by first.org. The following is a summary of the base
metrics:

Attack Vector

The context by which a vulnerability can be exploited. For Amazon Inspector findings this can
be Network, Adjacent Network, or Local.

Attack Complexity

This describes the level of difficulty an attacker will face when exploiting the vulnerability. A
Low score means that the attacker will need to meet little or no additional conditions to exploit
the vulnerability. A High score means that an attacker will need invest a considerable amount of
effort in order carry out a successful attack with this vulnerability.

Privilege Required

This describes the level of privilege an attacker will need to exploit a vulnerability.

User Interaction

This metric states if a successful attack using this vulnerability requires a human user, other
than the attacker.
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Scope

This states whether a vulnerability in one vulnerable component impacts resources in
components beyond the vulnerable component’s security scope. If this value is Unchanged
the affected resource and the impacted resource are the same. If this value is Changed then
the vulnerable component can be exploited to impact resources managed by different security
authorities.

Confidentiality

This measures the level of impact to the confidentiality of data within a resource when the
vulnerability is exploited. This ranges from None, where no confidentiality is lost, to High where
all information within a resource is divulged or confidential information such as passwords or
encryption keys can be divulged.

Integrity

This measures the level of impact to the integrity of data within the impacted resource if the
vulnerability is exploited. Integrity is at risk when the attacker to modify files within impacted
resources. The score ranges from None, where the exploit does not allow an attacker to modify
any information, to High, where if exploited, the vulnerability would allow an attacker to
modify any or all files, or the files that could be modified have serious consequences.

Availability

This measures the level of impact to the availability of the impacted resource when the
vulnerability is exploited. The score ranges from None, when the vulnerability does not impact
availability at all, to High, where if exploited, the attacker can completely deny availability to
the resource, or cause a service to become unavailable.

Vulnerability Intelligence

This section summarizes available intelligence about the CVE from Amazon as well as industry
standard security intelligence sources such as Recorded Future, and Cybersecurity and
Infrastructure Security Agency (CISA).

(® Note

Intel from CISA, Amazon, or Recorded Future won't be available for all CVEs.
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You can view vulnerability intelligence details in the console or by using the
BatchGetFindingDetails API. The following details are available in the console:

ATT&CK

This section shows the MITRE tactics, techniques, and procedures (TTPs) associated with the
CVE. The associated TTPs are shown, if there are more than two applicable TTPs you can select
the link to see a complete list. Selecting a tactic or technique opens information about it on the
MITRE website.

CISA

This section covers relevant dates associated with the vulnerability. The date Cybersecurity and

Infrastructure Security Agency (CISA) added the vulnerability to Known Exploited Vulnerabilities
Catalog, based on evidence of active exploitation, and the Due date CISA expects systems to be

patched by. This information is sourced from CISA.

Known malware

This section lists known exploit kits and tools that exploit this vulnerability.

Evidence

This section summarizes the most critical security events involving this vulnerability. If more
than 3 events have the same criticality level the top three most recent events are displayed.

Last time reported

This section shows the Last known public exploit date for this vulnerability.

Severity levels for Amazon Inspector findings

When Amazon Inspector generates a vulnerability finding, it automatically assigns a severity to the
finding. A finding's severity reflects the principal characteristics of the finding and can therefore
help you assess and prioritize your findings. A finding's severity doesn't imply or otherwise indicate
the criticality or importance that an affected resource might have for your organization.

A finding's severity rating is driven by a numerical score that corresponds to one of the following
severity levels: informational, low, medium, high, or critical.

The method by which Amazon Inspector determines the severity differs based on the finding
type. See the following sections about to learn more about how Amazon Inspector determines the
severity rating for each finding type.
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Software package vulnerability severity

Amazon Inspector uses the NVD/CVSS score as the basis of severity scoring for software package
vulnerabilities. The NVD/CVSS score is the vulnerability severity score published by the NVD and
defined by the CVSS. The NVD/CVSS score is a composition of security metrics, such as attack
complexity, exploit code maturity, and privileges required. Amazon Inspector produces a numerical
score from 1 to 10 that reflects the vulnerability’s severity. Amazon Inspector categorizes this as a
base score because it reflects the severity of a vulnerability according to its intrinsic characteristics,
which are constant over time. This score also assumes the reasonable worst-case impact across
different deployed environments. The CVSS v3 standard maps CVSS scores to the following

severity ratings.

Score Rating

0 Informational
0.1-3.9 Low

4.0-6.9 Medium
7.0-8.9 High
9.0-10.0 Critical

Package vulnerability findings can also have a severity of Untriaged. This means that the vendor
hasn't yet set a vulnerability score for the detected vulnerability. In this case, we recommend using
the reference URLs for the finding to research that vulnerability and respond accordingly.

Package vulnerability findings include the following scores and associated scoring vectors as part
of their finding details:

EPSS score

Inspector score

CVSS 3.1 from Amazon CVE

CVSS 3.1 from NVD

CVSS 2.0 from NVD (where applicable)
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Code vulnerability severity

For code vulnerability findings Amazon Inspector uses the severity levels defined by the Amazon
CodeGuru detectors that generated the finding. Each detector is assigned a severity using the CVSS
v3 scoring system. For an explanation of the severities CodeGuru uses see Severity definitions in
the CodeGuru guide. For a list of detectors by severity, select from the supported programming
languages below:

» Python detectors by severity

» Java detectors by severity

Network reachability severity

Amazon Inspector determines the severity for a network reachability vulnerability based on the
service, ports, and protocols that are exposed and by the type of open path. The following table
defines these severity ratings. The value in the Open path rating column represents open paths
from virtual gateways, peered VPCs, and AWS Direct Connect networks. All other exposed services,
ports, and protocols have an Informational severity rating.

Service TCP ports UDP ports Internet path Open path
rating rating

DHCP 67, 68,546,547 67,68, 546,547 Medium Informational

Elasticsearch 9300, 9200 NA Medium Informational

FTP 21 21 High Medium

Global catalog 3268 NA Medium Informational

LDAP

Global catalog 3269 NA Medium Informational

LDAP over TLS

HTTP 80 80 Low Informational

HTTPS 443 443 Low Informational
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Kerberos

LDAP
LDAP over TLS

MongoDB

MySQL
NetBIOS

NFS

Oracle
PostgreSQL
Print services
RDP

RPC

SMB

SSH

SQL Server
Syslog

Telnet

WINS

88, 464, 543,
544,749, 751

389
636

27017, 27018,
27019, 28017

3306
137,139

111, 2049, 4045,
1110

1521, 1630
5432

515

3389

111, 135, 530
445

22

1433

601

23

1512, 42

88, 464, 749,
750, 751,752

389
NA

NA

NA
137,138

111, 2049, 4045,
1110

NA

NA

NA

3389

111, 135, 530
445

22

1434

514

23

1512, 42

Medium

Medium
Medium

Medium

Medium
Medium

Medium

Medium
Medium
High

Medium
Medium
Medium
Medium
Medium
Medium
High

Medium

Informational

Informational

Informational

Informational

Informational

Informational

Informational

Informational

Informational

Medium

Low

Informational

Informational

Low

Informational

Informational

Medium

Informational
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Managing findings in Amazon Inspector

Amazon Inspector offers several ways to sort, group, and manage your findings. These features
help you tailor findings to your environment, aggregate findings by different views, and focus on
vulnerabilities to your specific AWS environment.

Findings appear in various views based on their state: active, suppressed, or closed. By default, each
view shows only active findings. An active finding represents a potential security issue detected by
Amazon Inspector that indicates a vulnerability or potential threat. Suppressed findings are active
findings that you have excluded using suppression rules. Amazon Inspector automatically sets a
finding's status to closed when it detects that the finding is remediated. You do not manually close
findings.

You can also view findings in AWS Security Hub, a service that provides a comprehensive view of
your security state across your AWS environment. For more information, see Amazon Inspector

integration with AWS Security Hub. Container image findings are also available in the Amazon ECR

console, and you can view findings for all resources using the AWS Command Line Interface (AWS
CLI) or APL.

Topics

Viewing Amazon Inspector findings

Filtering Amazon Inspector findings

Suppressing Amazon Inspector findings with suppression rules

Exporting findings reports from Amazon Inspector

Creating custom responses to Amazon Inspector findings with Amazon EventBridge

Viewing Amazon Inspector findings

The Amazon Inspector console displays findings in tabbed views based on related groupings. Each
view includes information that can help you analyze specific vulnerabilities, identify your most
vulnerable resources, and gauge the overall impact of vulnerabilities in your environment. You
can navigate to a different finding view by choosing an option under the Findings navigation side
panel. You can also create a filter in each view to focus on specific types of findings. For more
information about using filters, see Filtering Amazon Inspector findings.

Findings can be grouped by the following parameters:

Viewing findings 30



Amazon Inspector User Guide

« By vulnerability - Lists the most critical vulnerabilities detected in your environment. Choose a
vulnerability title from this view to open a details pane with additional information.

« By account - Lists your accounts, Amazon Inspector scan coverage percent for each account, and
the total number of Critical and High severity findings for each account. This grouping is only
available to delegated administrators.

« By instance - Lists the most vulnerable Amazon EC2 instances in your environment.

« By container image - Lists the most vulnerable Amazon ECR container images in your
environment.

« By container repository — Shows the repositories with the most vulnerabilities.
« By Lambda function — Shows the Lambda functions with the most vulnerabilities.

« All findings — Shows a complete list of findings for your environment. This is the default view
when you navigate to the Findings page. In this view you can filter by active, suppressed, and
closed findings.

You can create suppression rules based on filters to exclude findings from the findings views. For
more information, see Suppressing Amazon Inspector findings with suppression rules.

Filtering Amazon Inspector findings

A finding filter allows you to view only the findings that match the criteria you specify. Findings
that do not match the filter criteria are excluded from your view. You can create finding filters
using the Amazon Inspector console. To use these filters to automatically suppress existing and
future findings, see Suppressing Amazon Inspector findings with suppression rules.

Creating filters in the Amazon Inspector console

In each findings view, you can use the filter functionality to locate findings with specific
characteristics. Filters are removed when you move to a different tabbed view.

A filter is made up of a filter criteria, which consists of a filter attribute paired with a filter value.
Findings that do not match your filter criteria are excluded from the findings list. For example,
to see all findings that are associated with your administrator account, you can choose the AWS
account ID attribute and pair it with the value of your twelve digit AWS account ID.

Some filter criteria apply to all findings, while others are available for specific resource types or
finding types only.
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To apply a filter to the findings view

1. Sign in using your credentials, and then open the Amazon Inspector console at https://
console.aws.amazon.com/inspector/v2/home.

2. In the navigation pane, choose Findings. The default view displays all findings with an Active
status.

3. To filter findings by criteria, select the Add filter bar to see a list of all applicable filter criteria
for that view. Different filter criteria are available in different views.

4. Choose a criterion that you want to filter by from the list.
From the criterion input pane enter the desired filter values to define that criterion.

6. Choose Apply to apply that filter criterion to your current results. You can continue to add
other filter criterion by selecting the filter input bar again.

7. (Optional) To view your suppressed or closed findings, choose Active in the filter bar, and then
choose Suppressed or Closed. Choose Show all to see active, suppressed, and closed findings
in the same view.

Suppressing Amazon Inspector findings with suppression rules

Use suppression rules to exclude findings that match criteria. For example, you can create a rule
that suppresses all findings with low vulnerability scores, so you can focus only on findings that are
most critical.

(® Note

Suppression rules are only used to filter your list of findings and don't have any impact on
findings or prevent Amazon Inspector from generating findings.

If Amazon Inspector generates findings that matches a suppression rule, the findings are set to
Suppressed. Findings that match a suppression rule don't appear in your list by default.

Amazon Inspector stores suppressed findings until they're remediated. Amazon Inspector detects
remediated findings. When Amazon Inspector detects a remediated finding, it sets the finding to
Closed and stores it for 7 days.

Suppressed findings are published to AWS Security Hub and Amazon EventBridge as events. You
can automatically suppress unwanted findings in Security Hub by changing the status of the
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findings using an EventBridge rule. For more information, see How to create auto-suppression rules
in AWS Security Hub.

You can't create a suppression rule that closes or remediates findings. You can only create a
suppression rule to filter which findings appear in your list. You can view suppressed findings at any
time in the Amazon Inspector console.

® Note

Member accounts in an organization can't create or manage suppression rules.

Creating a suppression rule

You can create suppression rules to filter the list of findings that are shown by default. You can
create a suppression rule programmatically by using the CreateFilter APl and specifying SUPRESS
as the value for action.

(@ Note

Only stand alone accounts and Amazon Inspector delegated administrators can create
and manage suppression rules. Members in an organization will not see an option for
suppression rules in the navigation pane.

To create a suppression rule (console)

1. Sign in using your credentials, and then open the Amazon Inspector console at https://
console.aws.amazon.com/inspector/v2/home.

2. In the navigation pane, choose Suppression rules. Then choose Create rule.

3. For each criterion, do the following:

« Select the filter bar to see a list of filter criteria that you can add to your suppression rule.
» Select the filter criteria for your suppression rule.
4. When you have finished adding criteria, enter a name for the rule and an optional description.

5. Choose Save rule. Amazon Inspector immediately applies the new suppression rule and hides
any findings that match the criteria.
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Viewing suppressed findings

By default, Amazon Inspector does not display suppressed findings in the Amazon Inspector
console. However, you can view the findings suppressed by a particular rule.

To view suppressed findings

1. Sign in using your credentials, and then open the Amazon Inspector console at https://
console.aws.amazon.com/inspector/v2/home.

2. Inthe navigation pane, select Suppression rules.

3. Inthe suppression rules list, select the title of the rule.

Changing suppression rules

You can make changes to suppression rules at any time.
To modify suppression rules

1. Sign in using your credentials, and then open the Amazon Inspector console at https://
console.aws.amazon.com/inspector/v2/home.

2. Inthe navigation pane, select Suppression rules.
3. Select the title of the suppression rule that you want to modify.

4. Make the intended changes, then choose Save to update the rule.

Deleting suppression rules

You can delete suppression rules. If you delete a suppression rule, Amazon Inspector stops
suppressing new and existing occurrences of findings that meet the rule criteria and that aren't
suppressed by other rules.

After you delete a suppression rule, new and existing occurrences of findings that met the rule's
criteria have a status of Active. This means that they appear by default on the Amazon Inspector
console. In addition, Amazon Inspector publishes these findings to AWS Security Hub and Amazon
EventBridge as events.

To delete a suppression rule

Viewing suppressed findings 34


https://console.aws.amazon.com/inspector/v2/home
https://console.aws.amazon.com/inspector/v2/home
https://console.aws.amazon.com/inspector/v2/home
https://console.aws.amazon.com/inspector/v2/home

Amazon Inspector User Guide

1. Sign in using your credentials, and then open the Amazon Inspector console at https://
console.aws.amazon.com/inspector/v2/home.

2. Inthe navigation pane, select Suppression rules.
3. Select the check box next to the title of the suppression rule you want to delete.

4. Choose Delete, and then confirm your choice to permanently delete the rule.

Exporting findings reports from Amazon Inspector

In addition to sending findings to Amazon EventBridge and AWS Security Hub, you can optionally
export findings to an Amazon Simple Storage Service (Amazon S3) bucket as a findings report.

A findings report is a CSV or JSON file that contains the details of findings that you choose to
include in the report. It provides a detailed snapshot of your findings at a specific point in time.
For each finding, the file includes details such as the Amazon Resource Name (ARN) of the affected
resource, the date and time when the finding was created, the associated Common Vulnerabilities
and Exposures (CVE) ID, and the finding's severity, status, and Amazon Inspector and CVSS scores.

When you configure a findings report, you start by specifying which findings to include in the
report. By default, Amazon Inspector includes data for all of your findings in the current AWS
Region that have a status of Active. If you're the delegated Amazon Inspector administrator for an
organization, this includes findings data for all the member accounts in your organization.

You can optionally customize a report by filtering the data. With filters, you can include or exclude
data for findings that have specific characteristics—for example, all Critical findings that were
created during a specific time range, all Active findings for a particular resource, or all Critical
findings of a specific type. If you're the Amazon Inspector administrator for an organization,

you might use filters to create a report that includes findings for a specific AWS account in your
organization—for example, all an account's Critical findings that have a status of Active and for
which a fix is available. You might then share the report with the account owner for remediation.

(® Note

When you export a findings report using the CreateFindingsReport API you will only
see Active findings by default. To see Suppressed or Closed findings you must specify
SUPPRESSED or CLOSED as values for the findingStatus filter criteria.
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When you export a findings report, Amazon Inspector encrypts the data with an AWS Key
Management Service (AWS KMS) key that you specify, and adds the report to an S3 bucket that
you also specify. The encryption key must be a customer managed, AWS Key Management Service
(AWS KMS) symmetric encryption key that's in the current AWS Region. In addition, the key policy
must allow Amazon Inspector to use the key. The S3 bucket must also be in the current Region, and
the bucket's policy must allow Amazon Inspector to add objects to the bucket.

After Amazon Inspector finishes encrypting and storing your report, you can download the report
from the S3 bucket that you specified or move it to another location. Alternatively, you might keep
the report in the same S3 bucket and use that bucket as a repository for findings reports that you
subsequently export.

This topic guides you through the process of using the AWS Management Console to export a
findings report. The process consists of verifying that you have the permissions that you need,
configuring the resources that you need, and then configuring and exporting the report.

® Note

You can export only one findings report a time. If an export is currently in progress, wait
until that export is complete before you try to export another report.

Tasks

Step 1: Verify your permissions

Step 2: Configure an S3 bucket

Step 3: Configure an AWS KMS key

Step 4: Configure and export a findings report

Troubleshoot export errors

After you export a findings report for the first time, steps 1-3 can be optional. This depends
primarily on whether you want to use the same S3 bucket and AWS KMS key for subsequent
reports.

If you prefer to export a report programmatically after steps 1-3, use the CreateFindingsReport
operation of the Amazon Inspector API.
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Step 1: Verify your permissions

Before you export a findings report from Amazon Inspector, verify that you have the permissions
that you need to both export findings reports and configure resources for encrypting and storing
the reports. To verify your permissions, use AWS Identity and Access Management (IAM) to review
the IAM policies that are attached to your IAM identity. Then compare the information in those
policies to the following list of actions that you must be allowed to perform to export a findings
report.

Amazon Inspector

For Amazon Inspector, verify that you're allowed to perform the following actions:
e inspector2:ListFindings

o inspector2:CreateFindingsReport

These actions allow you to retrieve findings data for your account and to export that data in
findings reports.

If you plan to export large reports programmatically, you might also verify that you're allowed
to perform the following actions: inspector2:GetFindingsReportStatus, to check the
status of reports, and inspector2:CancelFindingsReport, to cancel exports that are in
progress.

AWS KMS

For AWS KMS, verify that you're allowed to perform the following actions:
o kms:GetKeyPolicy
e kms:PutKeyPolicy

These actions allow you to retrieve and update the key policy for the AWS KMS key that you
want Amazon Inspector to use to encrypt your report.

To use the Amazon Inspector console to export a report, also verify that you're allowed to
perform the following AWS KMS actions:

« kms:DescribeKey

e kms:ListAliases

These actions allow you to retrieve and display information about the AWS KMS keys for your
account. You can then choose one of these keys to encrypt your report.
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If you plan to create a new KMS key for encryption of your report, you also need to be allowed
to perform the kms : CreateKey action.

Amazon S3

For Amazon S3, verify that you're allowed to perform the following actions:
« s3:CreateBucket

» s3:DeleteObject

» s3:PutBucketAcl

e s3:PutBucketPolicy

e s3:PutBucketPublicAccessBlock

e s3:PutObject

e s3:PutObjectAcl

These actions allow you to create and configure the S3 bucket where you want Amazon
Inspector to store your report. They also allow you to add and delete objects from the bucket.

If you plan to use the Amazon Inspector console to export your report, also verify that you're
allowed to perform the s3:ListAl1MyBuckets and s3:GetBucketLocation actions. These
actions allow you to retrieve and display information about the S3 buckets for your account.
You can then choose one of these buckets to store the report.

If you're not allowed to perform one or more of the required actions, ask your AWS administrator
for assistance before you proceed to the next step.

Step 2: Configure an S3 bucket

After you verify your permissions, you're ready to configure the S3 bucket where you want to store
your findings report. It can be an existing bucket for your own account, or an existing bucket that's
owned by another AWS account and you're allowed to access. If you want to store your report in a

new bucket, create the bucket before you proceed.

The S3 bucket must be in the same AWS Region as the findings data that you want to export. For
example, if you're using Amazon Inspector in the US East (N. Virginia) Region and you want to
export findings data for that Region, the bucket must also be in the US East (N. Virginia) Region.

In addition, the bucket's policy must allow Amazon Inspector to add objects to the bucket. This
topic explains how to update the bucket policy and it provides an example of the statement to add
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to the policy. For detailed information about adding and updating bucket policies, see Using bucket
policies in the Amazon Simple Storage Service User Guide.

If you want to store your report in an S3 bucket that's owned by another account, work with the
bucket's owner to update the bucket's policy. Also obtain the URI for the bucket. You'll need to
enter this URI when you export your report.

To update the bucket policy

1. Sign in using your credentials, and then open the Amazon S3 console at https://
console.aws.amazon.com/s3.

In the navigation pane, choose Buckets.
Choose the S3 bucket where you want to store the findings report.
Choose the Permissions tab.

In the Bucket policy section, choose Edit.

o v A WN

Copy the following example statement to your clipboard:

"Version": "2012-10-17",
"Statement": [
{
"Sid": "allow-inspector",
"Effect": "Allow",
"Principal": {
"Service": "inspector2.amazonaws.com"
3,
"Action": [
"s3:PutObject",
"s3:PutObjectAcl",
"s3:AbortMultipartUpload"
1,
"Resource": "arn:aws:s3:::DOC-EXAMPLE-BUCKET/*",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "111122223333"
3,
"ArnLike": {
"aws:SourceArn": "arn:aws:inspector2:Region:111122223333:report/*"
}
}
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}
]
}

7. In the Bucket policy editor on the Amazon S3 console, paste the preceding statement into the
policy to add it to the policy.

When you add the statement, ensure that the syntax is valid. Bucket policies use JSON format.
This means that you need to add a comma before or after the statement, depending on where
you add the statement to the policy. If you add the statement as the last statement, add a
comma after the closing brace for the preceding statement. If you add it as the first statement
or between two existing statements, add a comma after the closing brace for the statement.

8. Update the statement with the correct values for your environment, where:

e DOC-EXAMPLE-BUCKET is the name of the bucket.
e 111122223333 is the account ID for your AWS account.

« Region is the AWS Region in which you're using Amazon Inspector and want to allow
Amazon Inspector to add reports to the bucket. For example, us-east-1 for the US East (N.
Virginia) Region.

@ Note

If you're using Amazon Inspector in a manually enabled AWS Region, also add the
appropriate Region code to the value for the Service field. This field specifies the
Amazon Inspector service principal.

For example, if you're using Amazon Inspector in the Middle East (Bahrain) Region,
which has the Region code me-south-1, replace inspector2.amazonaws.com with
inspector2.me-south-1.amazonaws.com in the statement.

Note that the example statement defines conditions that use two IAM global condition keys:

» aws:SourceAccount — This condition allows Amazon Inspector to add reports to the bucket
only for your account. It prevents Amazon Inspector from adding reports to the bucket for
other accounts. More specifically, the condition specifies which account can use the bucket
for the resources and actions specified by the aws : SourceArn condition.
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To store reports for additional accounts in the bucket, add the account ID for each additional
account to this condition. For example:

"aws:SourceAccount": [111122223333,444455556666,123456789012]

« aws:SourceArn - This condition restricts access to the bucket based on the source of the
objects that are being added to the bucket. It prevents other AWS services from adding
objects to the bucket. It also prevents Amazon Inspector from adding objects to the bucket
while performing other actions for your account. More specifically, the condition allows
Amazon Inspector to add objects to the bucket only if the objects are findings reports, and
only if those reports are created by the account and in the Region specified in the condition.

To allow Amazon Inspector to perform the specified actions for additional accounts, add
Amazon Resource Names (ARNSs) for each additional account to this condition. For example:

"aws:SourceArn": [
"arn:aws:inspector2:Region:111122223333:report/*",
"arn:aws:inspector2:Region:444455556666:report/*",
"arn:aws:inspector2:Region:123456789012:report/*"

The accounts specified by the aws : SourceAccount and aws : SourceArn conditions
should match.

Both conditions help prevent Amazon Inspector from being used as a confused deputy
during transactions with Amazon S3. Although we don’t recommend it, you can remove these
conditions from the bucket policy.

9. When you finish updating the bucket policy, choose Save changes.

Step 3: Configure an AWS KMS key

After you verify your permissions and configure the S3 bucket, determine which AWS KMS key
you want Amazon Inspector to use to encrypt your findings report. The key must be a customer
managed, symmetric encryption KMS key. In addition, the key must be in the same AWS Region as
the S3 bucket that you configured to store the report.
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The key can be an existing KMS key from your own account, or an existing KMS key that another
account owns. If you want to use a new KMS key, create the key before proceeding. If you want

to use an existing key that another account owns, obtain the Amazon Resource Name (ARN) of

the key. You'll need to enter this ARN when you export your report from Amazon Inspector. For
information about creating and reviewing the settings for KMS keys, see Managing keys in the AWS

Key Management Service Developer Guide.

After you determine which KMS key you want to use, give Amazon Inspector permission to use the
key. Otherwise, Amazon Inspector won't be able to encrypt and export the report. To give Amazon
Inspector permission to use the key, update the key policy for the key. For detailed information
about key policies and managing access to KMS keys, see Key policies in AWS KMS in the AWS Key
Management Service Developer Guide.

(@ Note

The following procedure is for updating an existing key to allow Amazon Inspector to use
it. If you don't have an existing key, see Creating keys in the AWS Key Management Service
Developer Guide.

To update the key policy

1. Sign in using your credentials, and then open the AWS KMS console at https://
console.aws.amazon.com/kmes.

2. In the navigation pane, choose Customer managed keys.

3. Choose the KMS key that you want to use to encrypt the report. The key must be a symmetric
encryption (SYMMETRIC_DEFAULT) key.

4. On the Key policy tab, choose Edit. If you do not see a key policy with an Edit button, you
must first select Switch to policy view.

5. Copy the following example statement to your clipboard:

"Sid": "Allow Amazon Inspector to use the key",
"Effect": "Allow",
"Principal": {

"Service": "inspector2.amazonaws.com"

iy

"Action": [
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"kms:Decrypt",
"kms:GenerateDataKey*"

1,
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "111122223333"

I
"ArnLike": {
"aws:SourceArn": "arn:aws:inspector2:Region:111122223333:report/*"

6. In the Key policy editor on the AWS KMS console, paste the preceding statement into the key
policy to add it to the policy.

When you add the statement, ensure that the syntax is valid. Key policies use JSON format.
This means that you need to add a comma before or after the statement, depending on where
you add the statement to the policy. If you add the statement as the last statement, add a
comma after the closing brace for the preceding statement. If you add it as the first statement
or between two existing statements, add a comma after the closing brace for the statement.

7. Update the statement with the correct values for your environment, where:

e 111122223333 is the account ID for your AWS account.

e Region is the AWS Region in which you want to allow Amazon Inspector to encrypt reports
with the key. For example, us-east-1 for the US East (N. Virginia) Region.

(@ Note

If you're using Amazon Inspector in a manually enabled AWS Region, also add
the appropriate Region code to the value for the Service field. For example,
if you're using Amazon Inspector in the Middle East (Bahrain) Region, replace
inspector2.amazonaws.com with inspector2.me-south-1.amazonaws.com.

Like the example statement for the bucket policy in the preceding step, the Condition fields
in this example use two IAM global condition keys:
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« aws:SourceAccount — This condition allows Amazon Inspector to perform the specified

actions only for your account. More specifically, it determines which account can perform the
specified actions for the resources and actions specified by the aws : SourceArn condition.

To allow Amazon Inspector to perform the specified actions for additional accounts, add the
account ID for each additional account to this condition. For example:

"aws:SourceAccount": [111122223333,444455556666,123456789012]

« aws:SourceArn — This condition prevents other AWS services from performing the specified

actions. It also prevents Amazon Inspector from using the key while performing other
actions for your account. In other words, it allows Amazon Inspector to encrypt S3 objects
with the key only if the objects are findings reports, and only if those reports are created by
the account and in the Region specified in the condition.

To allow Amazon Inspector to perform the specified actions for additional accounts, add
ARNs for each additional account to this condition. For example:

"aws:SourceArn": [
"arn:aws:inspector2:us-east-1:111122223333:report/*",
"arn:aws:inspector2:us-east-1:444455556666:report/*",
"arn:aws:inspector2:us-east-1:123456789012:report/*"

The accounts specified by the aws : SourceAccount and aws : SourceArn conditions
should match.

These conditions help prevent Amazon Inspector from being used as a confused deputy

during transactions with AWS KMS. Although we don't recommend it, you can remove these
conditions from the statement.

8. When you finish updating the key policy, choose Save changes.
Step 4: Configure and export a findings report

After you verify your permissions and you configure resources to encrypt and store your findings
report, you're ready to configure and export the report.

Step 4: Configure and export a findings report 44


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourceaccount
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourcearn
https://docs.aws.amazon.com/IAM/latest/UserGuide/confused-deputy.html

Amazon Inspector

User Guide

To configure and export a findings report

1.

Sign in using your credentials, and then open the Amazon Inspector console at https://
console.aws.amazon.com/inspector/v2/home.

In the navigation pane, under Findings, choose All findings.

(Optional) By using the filter bar above the Findings table, add filter criteria that specify which

findings to include in the report. As you add criteria, Amazon Inspector updates the table to
include only those findings that match the criteria. The table provides a preview of the data
that your report will contain.

® Note

We recommend that you add filter criteria. If you don't, the report will include data for
all of your findings in the current AWS Region that have a status of Active. If you're the
Amazon Inspector administrator for an organization, this includes findings data for all
the member accounts in your organization.

If a report includes data for all or many findings, it can take a long time to generate
and export the report, and you can export only one report at a time.

Choose Export findings.
In the Export settings section, for Export file type, specify a file format for the report:

» To create a JavaScript Object Notation (.json) file that contains the data, choose JSON.

If you choose the JSON option, the report will include all the fields for each finding. For a

list of possible JSON fields see the Finding data type in the Amazon Inspector API reference.

» To create a comma-separated values (.csv) file that contains the data, choose CSV.

If you choose the CSV option, the report will include only a subset of the fields for each
finding, approximately 45 fields that report key attributes of a finding. The fields include:
Finding Type, Title, Severity, Status, Description, First Seen, Last Seen, Fix Available, AWS

account ID, Resource ID, Resource Tags, and Remediation. These are in addition to fields that

capture scoring details and reference URLs for each finding. The following is a sample of the

CSV headers in a findings report:
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6. Under Export location, for S3 URI, specify the S3 bucket where you want to store the report:

» To store the report in a bucket that your account owns, choose Browse S3. Amazon
Inspector displays a table of the S3 buckets for your account. Select the row for the bucket
that you want, and then choose Choose.

® Tip
To also specify an Amazon S3 path prefix for the report, append a slash (/) and the
prefix to the value in the S3 URI box. Amazon Inspector then includes the prefix
when it adds the report to the bucket, and Amazon S3 generates the path specified
by the prefix.
For example, if you want to use your AWS account ID as a prefix and your account ID
is 111122223333, append /111122223333 to the value in the S3 URI box.
A prefix is similar to a directory path within an S3 bucket. It allows you to group
similar objects together in a bucket, much like you might store similar files together
in a folder on a file system. For more information, see Organizing objects in the
Amazon S3 console using folders in the Amazon Simple Storage Service User Guide.

» To store the report in a bucket that another account owns, enter the URI for the bucket—for
example, s3://D0C-EXAMPLE_BUCKET, where DOC-EXAMPLE_BUCKET is the name of the
bucket. The bucket owner can find this information for you in the bucket's properties.

7. For KMS key, specify the AWS KMS key that you want to use to encrypt the report:

» To use a key from your own account, choose the key from the list. The list displays customer
managed, symmetric encryption KMS keys for your account.

» To use a key that another account owns, enter the Amazon Resource Name (ARN) of the
key. The key owner can find this information for you in the key's properties. For more
information, see Finding the key ID and key ARN in the AWS Key Management Service
Developer Guide.

8. Choose Export.
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Amazon Inspector generates the findings report, encrypts it with the KMS key that you specified,
and adds it to the S3 bucket that you specified. Depending on the number of findings that you
chose to include in the report, this process can take several minutes or hours. When the export is
complete, Amazon Inspector displays a message indicating that your findings report was exported
successfully. Optionally choose View report in the message to navigate to the report in Amazon
S3.

Note that you can export only one report a time. If an export is currently in progress, wait until that
export is complete before you try to export another report.

Troubleshoot export errors

If an error occurs when you try to export a findings report, Amazon Inspector displays a message
describing the error. You can use the information in this topic as a guide to identify possible causes
and solutions for the error.

For example, verify that the S3 bucket is in the current AWS Region and the bucket's policy allows
Amazon Inspector to add objects to the bucket. Also verify that the AWS KMS key is enabled in the
current Region, and ensure that the key policy allows Amazon Inspector to use the key.

After you address the error, try to export the report again.
Cannot have multiple reports error

If you are attempting to create a report but Amazon Inspector is already generating a report, you
will receive an error stating Reason: Cannot have multiple reports in-progress. This error occurs
because Amazon Inspector can only generate one report for an account at a time.

To resolve the error you can wait for the other report to finish or cancel it before requesting a new
report.

You can check the status of a report by using the GetFindingsReportStatus operation, this

operation returns the report ID of any report that is currently being generated.

If you need to, you can use the report ID given by the GetFindingsReportStatus operation to
cancel a export that is currently in progress by using the CancelFindingsReport operation.
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Creating custom responses to Amazon Inspector findings with
Amazon EventBridge

Amazon Inspector creates an event for Amazon EventBridge for newly generated findings, newly
aggregated findings, and changes in the state of findings. Anything other than a change to the
updatedAt and lastObservedAt fields will publish a new event. This means new events for a
finding are generated when you take actions such as restarting a resource or changing the tags
associated with a resource. However, the finding ID in the id field remains the same. Events are
emitted on a best-effort basis.

® Note

If your account is an Amazon Inspector delegated administrator, EventBridge publishes
events to your account in addition to the member account from which they originated.

When you use EventBridge events with Amazon Inspector, you can automate tasks to help you
respond to security issues revealed by Amazon Inspector findings.

Amazon Inspector emits events to the default event bus in the same Region. This means that you
must configure event rules for each Region in which you are running Amazon Inspector to see
events for that Region.

To receive notifications about Amazon Inspector findings based on EventBridge events, you must
create an EventBridge rule and a target for Amazon Inspector. This rule allows EventBridge to send
notifications for findings that Amazon Inspector generates to the target specified in the rule. For
more information, see Amazon EventBridge rules in the Amazon EventBridge User Guide.

Event schema

The following is an example of the Amazon Inspector event format for an EC2 finding event. For
example schema of other finding types and event types, see EventBridge schema.

"version": "Q",

"id": "66a7a279-5f92-971c-6d3e-c92da0950992",
"detail-type": "Inspector2 Finding",
"source": "aws.inspector2",
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"account": "111122223333",

"time": "2023-01-19T22:46:152",
"region": "us-east-1",

"resources": ["i1-0c2a343f1948d5205"],
"detail": {

"awsAccountId": "111122223333",

"description": "\n It was discovered that the sound subsystem in the Linux
kernel contained a\n race condition in some situations. A local attacker could use
this to cause\n a denial of service (system crash).",

"exploitAvailable": "YES",

"exploitabilityDetails": {

"lastKnownExploitAt": "Oct 24, 2022, 11:08:59 PM"

},

"findingArn": "arn:aws:inspector2:us-east-1:111122223333:finding/FINDING_ID",

"firstObservedAt": "Jan 19, 2023, 10:46:15 PM",

"fixAvailable": "YES",

"lastObservedAt": "Jan 19, 2023, 10:46:15 PM",

"packageVulnerabilityDetails": {

"cvss": [{

"baseScore": 4.7,

"scoringVector": "CVSS:3.1/AV:L/AC:H/PR:L/UI:N/S:U/C:N/I:N/A:H",
"source": "NVD",

"version": "3.1"

1,

"referenceUrls": ["https://lore.kernel.org/all/
CAFcO6XN7JIDM4xSXGhtusQfS2mSBcx50VIKwQpCqg=WeLt57aaZA@mail.gmail.com/", "https://
ubuntu.com/security/notices/USN-5792-1", "https://ubuntu.com/security/notices/
USN-5791-2", "https://ubuntu.com/security/notices/USN-5791-1", "https://ubuntu.com/
security/notices/USN-5793-2", "https://git.kernel.org/pub/scm/linux/kernel/git/
torvalds/linux.git/commit/?id=8423f0b6d513b259fdab9c9bf4aaa6188d@54c2d", "https://
ubuntu.com/security/notices/USN-5793-1", "https://ubuntu.com/security/notices/
USN-5792-2", "https://ubuntu.com/security/notices/USN-5791-3", "https://ubuntu.com/
security/notices/USN-5793-4", "https://ubuntu.com/security/notices/USN-5793-3",

"https://git.kernel.org/linus/8423f@b6d513b259fdab9c9bf4aaa6188d054c2d(6.0-rc5)",
"https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-3303"],

"relatedVulnerabilities": [],

"source": "UBUNTU_CVE",

"sourceUrl": "https://people.canonical.com/~ubuntu-security/cve/2022/
CVE-2022-3303.html",

"vendorCreatedAt": "Sep 27, 2022, 11:15:00 PM",

"vendorSeverity": "medium",

"vulnerabilityId": "CVE-2022-3303",

"vulnerablePackages": [{

"arch": "X86_64",
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"epoch": 0,

"fixedInVersion": "0:5.15.0.1027.31~20.04.16",

"name": "linux-image-aws",

"packageManager": "0S",

"remediation": "apt update && apt install --only-upgrade linux-image-

aws",
"version": "5.15.0.1026.30~20.04.16"
1]
},
"remediation": {
"recommendation": {

"text": "None Provided"
}
.
"resources": [{
"details": {
"awsEc2Instance": {
"iamInstanceProfileArn": "arn:aws:iam::111122223333:instance-

profile/AmazonSSMRoleForInstancesQuickSetup",
"imageId": "ami-@b7ff1a8d69f1lbb35",
"ipV4Addresses": ["172.31.85.212", "44.203.45.27"],
"ipV6Addresses": [],
"launchedAt": "Jan 19, 2023, 7:53:14 PM",
"platform": "UBUNTU_20_04",
"subnetId": "subnet-8213f2a3",
"type": "t2.micro",
"vpcId": "vpc-ab6650d1"

},
"id": "i-0c2a343f1948d5205",
"partition": "aws",
"region": "us-east-1",
"type": "AWS_EC2_INSTANCE"
1,
"severity": "MEDIUM",
"status": "ACTIVE",
"title": "CVE-2022-3303 - linux-image-aws",
"type": "PACKAGE_VULNERABILITY",
"updatedAt": "Jan 19, 2023, 10:46:15 PM"
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Creating an EventBridge rule to notify you of Amazon Inspector
findings

To increase the visibility of Amazon Inspector findings, you can use EventBridge to set up
automated finding alerts that are sent to a messaging hub. This topic shows you how to send alerts
for CRITICAL and HIGH severity findings to email, Slack, or Amazon Chime. You'll learn how to

set up an Amazon Simple Notification Service topic and then connect that topic to an EventBridge
event rule.

Step 1. Set up an Amazon SNS topic and endpoint

To set up automatic alerts, you must first set up a topic in Amazon Simple Notification Service and
add an endpoint. For more information, refer to the SNS guide.

This procedure establishes where you want to send Amazon Inspector findings data. The SNS topic
can be added to an EventBridge event rule during or after the creation of the event rule.

Email setup
Creating an SNS topic

1. Signin to the Amazon SNS console at https://console.aws.amazon.com/sns/v3/home.

2. From the navigation pane, select Topics, and then select Create Topic.

3. Inthe Create topic section, select Standard. Next, enter a topic name, such as
Inspector_to_Email. Other details are optional.

4. Choose Create Topic. This opens a new panel with details for your new topic.
5. Inthe Subscriptions section, select Create Subscription.
6. a. From the Protocol menu, select Email.

b. Inthe Endpoint field, enter the email address that you would like to receive
notifications.

(® Note

You will be required to confirm your subscription through your email client
after creating the subscription.

c. Choose Create subscription.
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7.

Look for a subscription message in your inbox and choose Confirm Subscription.

Slack setup

Creating an SNS topic

1.
2.

Sign in to the Amazon SNS console at https://console.aws.amazon.com/sns/v3/home.

From the navigation pane, select Topics, and then select Create Topic.

In the Create topic section, select Standard. Next, enter a topic name, such as
Inspector_to_Slack. Other details are optional. Choose Create topic to complete
endpoint creation.

Configuring an AWS Chatbot client

1.
2.

Navigate to the AWS Chatbot console at https://console.aws.amazon.com/chatbot/.

From the Configured clients pane, select Configure new client.

Choose Slack, and then choose Configure to confirm.

(® Note

When choosing Slack, you must confirm permissions for AWS Chatbot to access
your channel by selecting allow.

Select Configure new channel to open the configuration details pane.

a. Enter a name for the channel.
b. For Slack channel, choose the channel that you want to use.

c. InSlack, copy the channel ID of the private channel by right-clicking on the channel
name and selecting Copy Link.

d. On the AWS Management Console, in the AWS Chatbot window, paste the channel ID
that you copied from Slack into the Private channel ID field.

e. In Permissions, choose to create an IAM role using a template if you do not already
have a role.

f.  For Policy templates, choose Notification permissions. This is the IAM policy template
for AWS Chatbot. This policy provides the necessary read and list permissions for
CloudWatch alarms, events, and logs, and for Amazon SNS topics.
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5.

g. For Channel guardrail policies, choose Amazoninspector2ReadOnlyAccess.

h. Choose the Region in which you previously created your SNS topic, and then select the
Amazon SNS topic you created to send notifications to the Slack channel.

Select Configure.

Amazon Chime setup

Creating an SNS topic

1.
2.
3.

Sign in to the Amazon SNS console at https://console.aws.amazon.com/sns/v3/home.

Select Topics from the navigation pane, and then select Create Topic.

In the Create topic section, select Standard. Next, enter a topic name, such as
Inspector_to_Chime. Other details are optional. Choose Create topic to complete.

Configuring an AWS Chatbot client

1.

ok W

Navigate to the AWS Chatbot console at https://console.aws.amazon.com/chatbot/.

From the Configured clients panel, select Configure new client.
Choose Chime, and then choose Configure to confirm.
From the Configuration details pane, enter a name for the channel.

In Amazon Chime, open the desired chat room.

a. Choose the gear icon in the upper-right corner and choose Manage webhooks and
bots.

b. Select Copy URL to copy the webhook