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What is AWS loT TwinMaker?

AWS loT TwinMaker is an AWS loT service that you can use to build operational digital twins of
physical and digital systems. AWS loT TwinMaker creates digital visualizations using measurements
and analysis from a variety of real-world sensors, cameras, and enterprise applications to help you
keep track of your physical factory, building, or industrial plant. You can use this real-world data to
monitor operations, diagnose and correct errors, and optimize operations.

A digital twin is a live digital representation of a system and all of its physical and digital
components. It is dynamically updated with data to mimic the true structure, state, and behavior of
the system. You can use it to drive business outcomes.

End users interact with data from your digital twin by using a user interface application.

How it works

To fulfill the minimum requirements for creating a digital twin, you must do the following.

« Model devices, equipment, spaces, and processes in a physical location.

« Connect these models to data sources that store important contextual information, such as
sensor data camera feeds.

» Create visualizations that help users understand the data and insights in order to make business
decisions more efficiently.

« Make digital twins available to end users to drive business outcomes.

AWS loT TwinMaker addresses these challenges by providing the following capabilities.

« Entity component system knowledge graph: AWS loT TwinMaker provides tools for modeling
devices, equipment, spaces, and processes in a knowledge graph.

This knowledge graph contains metadata about the system and can connect to data in different
locations. AWS loT TwinMaker provides built-in connectors for data stored in AWS IloT SiteWise
and Kinesis Video Streams. You can also create custom connectors to data stored in other
locations.

The knowledge graph and connectors together provide a single interface for querying data in
disparate locations.

How it works 1



AWS loT TwinMaker User Guide

» Scene composer: The AWS loT TwinMaker console provides a scene composition tool for creating
scenes in 3D. You upload your previously built 3D/CAD models, optimized for web display and
converted to .gltf or .glb format. You then use the scene composer to place multiple models in a
single scene, creating visual representations of their operations.

You can also overlay data in the scene. For example, you can create a tag in a scene location that
connects to temperature data from a sensor. This associates the data with the location.

» Applications: AWS loT TwinMaker provides a plug-in for Grafana and Amazon Managed Grafana
that you can use to build dashboard applications for end users.

» Third-party tools: Mendix partners with AWS loT TwinMaker to provide complete solutions for
industrial loT. See the workshop Lean Daily Management Application with Mendix and AWS loT

TwinMaker to get started with using the Mendix Low Code Application Development Platform
(LCAP) with AWS services like AWS loT TwinMaker, Kinesis Video Streams and AWS loT SiteWise.

Key concepts and components

The following diagram illustrates how the key concepts of AWS loT TwinMaker fit together.

1
parent | __ _ !

Legend

Data Focused
Visualization Focused

Key concepts and components 2
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® Note

Asterisks (*) in the diagram indicate one-to-many relationships. For the quotas for each of
these relationships, see AWS loT TwinMaker endpoints and quotas.

The following sections describe the concepts illustrated in the diagram.
Workspace

A workspace is a top-level container for your digital twin application. You create a logical set of
entities, components, scene assets, and other resources for your digital twin inside this workspace.
It also serves as a security boundary to manage access to the digital twin application and the
resources it contains. Each workspace is linked to the Amazon S3 bucket where your workspace
data is stored. You use IAM roles to restrict access to your workspace.

A workspace can contain multiple components, entities, scenes and resources. A component type,
entity, scene or resource exists only within one workspace.

Entity-component model

AWS loT TwinMaker provides tools that you use to model your system by using an entity-
component-based knowledge graph. You can use the entity-component architecture to create

a representation of your physical system. This entity component model consists of entities,
components, and relationships. For more information about entity-component systems, see Entity
component system.

Entity

Entities are digital representations of the elements in a digital twin that capture the capabilities of
that element. This element can be a piece of physical equipment, a concept, or a process. Entities
have components associated with them. These components provide data and context for the
associated entity.

With AWS loT TwinMaker, you can organize entities into custom hierarchies for more efficient
management. The default view of the entity and component system is hierarchical.

Workspace 3
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Component

Components provide context and data for entities in a scene. You add components to entities. The
lifetime of a component is tied to the lifetime of an entity.

Components can add static data, such as a list of documents or the coordinates of a geographic
location. They can also have functions that connect to other systems, including systems that
contain time series data such as AWS loT SiteWise and other time-series cloud historians.

Components are defined by JSON documents that describe the connection between a data source
and AWS loT TwinMaker. Components can describe external data sources or data sources that are
built in to AWS loT TwinMaker. A component accesses an external datasource by using a Lambda
function that is specified in the JSON document. A workspace can contain many components.
Components provide data to tags through associated entities.

AWS loT TwinMaker provides several built-in components that you can add from the console. You
can also create your own custom components to connect to sources of data such as timestream
telemetry and geospatial coordinates. Examples of these include TimeStream Telemetry,
Geospatial components, and connectors to third party data sources such as Snowflake.

AWS loT TwinMaker provides the following types of built-in components for common use cases:

« Document, such as user manuals or images located at specified URLs.
« Time series, such as sensor data from AWS loT SiteWise.

« Alarms, such as time-series alarms from external data sources.

« Video, from IP cameras connected to Kinesis Video Streams.

« Custom components to connect to additional data sources. For example, you can create a
custom connector to connect your AWS loT TwinMaker entities to time-series data stored
externally.

Data sources

A data source is the location of your digital twin's source data. AWS loT TwinMaker supports two
types of data sources:

« Hierarchy connectors, which allow you to continually sync an external model to AWS loT
TwinMaker.

Entity-component model 4
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« Time-series connectors, which allow you to connect to time-series databases such as AWS loT
SiteWise.

Property

Properties are the values, both static and time-series backed, contained in components. When you
add components to entities, the properties in the component describe details about the current
state of the entity.

AWS loT TwinMaker supports three kinds of properties:

» Single value, non-time-series properties— These properties are typically static key-value pairs
and are directly stored in AWS loT TwinMaker with the metadata of the associated entity.

« Time-series properties— AWS loT TwinMaker stores a reference to the time-series store for
these properties. This defaults to the latest value.

» Relationship properties— These properties store a reference to another entity or component.
For example, seen_by is a relationship component that might relate a camera entity to another
entity that is directly visualized by that camera.

You can query property values across heterogeneous data sources by using the unified data query
interface.

Visualization

You use AWS loT TwinMaker to augment a three-dimensional representation of your digital twin,
and then view it in Grafana. To create scenes, use existing CAD or other 3D file types. You then use
data overlays to add relevant data for your digital twin.

Scenes

Scenes are three-dimensional representations that provide visual context for the data connected to
AWS loT TwinMaker. Scenes can be created by using a single gltf (GL Transmission Format) or glb
3D model for the entire environment, or by using a composition of multiple models. Scenes also
include tags to denote points of interest in the scene.

Scenes are the top level containers for visualizations. A scene consists of one or more nodes.

A workspace can contain multiple scenes. For example, a workspace can contain one scene for each
floor of a facility.

Visualization 5
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Resources

Scenes display resources, which are displayed as nodes in the AWS loT TwinMaker console. A scene
can contain many resources.

Resources are images and gl TF-based, three-dimensional models used to create a scene. A
resource can represent a single piece of equipment, or a complete site.

You place resources into a scene by uploading a .gltf or .glb file to your workspace resource library
and then adding them to your scene.

Augmented user interface

With AWS IoT TwinMaker you can augment your scenes with data overlays that add important
context and information, such as sensor data, to locations in the scene.

Nodes: Nodes are instances of tags, lights, and three-dimensional models. They can also be empty
to add structure to your scene hierarchy. For example, you can group multiple nodes together
under a single empty node.

Tags: A tag is a type of node that represents data from a component (through an entity). A tag
can be associated with only one component. A tag is an annotation added to a specific x, vy, z
coordinate position of a scene. The tag connects this scene part to the knowledge graph by using
an entity property. You can use a tag to configure the behavior or visual appearance of an item in
the scene, such as an alarm.

Lights: You can add lights to a scene to bring certain objects into focus, or cast shadows on objects
to indicate their physical location.

Three-dimensional models: A three-dimensional model is a visual representation of a .gltf or .glb
file imported as a resource.

(® Note

AWS loT TwinMaker is not intended for use in, or in association with, the operation of any
hazardous environments or critical systems that may lead to serious bodily injury or death
or cause environmental or property damage.

Data collected through your use of AWS loT TwinMaker should be evaluated for accuracy
as appropriate for your use case. AWS loT TwinMaker should not be used as a substitute for
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human monitoring of physical systems for purposes of assessing whether such systems are
operating safely.

Visualization 7
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Getting started with AWS loT TwinMaker

The topics in this section describe how to do the following.

» Create and set up a new workspace.

» Create an entity and add a component to it.

Prerequisites:
To create your first workspace and scene, you need the following AWS resources.

« An AWS account.

« An IAM service role for AWS loT TwinMaker. This role is automatically generated by default, when
you create a new AWS loT TwinMaker workspace in the AWS loT TwinMaker console.

If you don't choose to let AWS IoT TwinMaker automatically create a new IAM service role, you
must specify one that you have already created.

For instructions on creating and managing this service role, see ???.

For more information about IAM service roles, see Creating a role to delegate permissions to an
AWS service.

/A Important

This service role must have an attached policy that grants permission for the service to
read and write to an Amazon S3 bucket. AWS loT TwinMaker uses this role to access other
services on your behalf. You will also need to assign a trust relationship between this role
and AWS loT TwinMaker so that the service can assume the role. If your twin interacts
with other AWS services, add the necessary permissions for those services as well.

Topics

» Create and manage a service role for AWS loT TwinMaker

» Create a workspace

» Create your first entity

« Setting up an AWS account
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Create and manage a service role for AWS loT TwinMaker

AWS loT TwinMaker requires that you use a service role to allow it to access resources in other
services on your behalf. This role must have a trust relationship with AWS loT TwinMaker. When
you create a workspace, you must assign this role to the workspace. This topic contains example
policies that show you how to configure permissions for common scenarios.

Assign trust

The following policy establishes a trust relationship between your role and AWS loT TwinMaker.
Assign this trust relationship to the role that you use for your workspace.

JSON

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {
"Service": "iottwinmaker.amazonaws.com"

},

"Action": "sts:AssumeRole"

Amazon S3 permissions

The following policy allows your role to read and delete from and write to an Amazon S3 bucket.
Workspaces store resources in Amazon S3, so the Amazon S3 permissions are required for all
workspaces.

JSON

Create and manage a service role for AWS loT TwinMaker 9
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"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"s3:GetBucket*",
"s3:GetObject",
"s3:ListBucket",
"s3:PutObject"
]I

"Resource": [
"arn:aws:s3:::*"
]

}I

{
"Effect": "Allow",

"Action": [
"s3:DeleteObject"
1,

"Resource": [

"arn:aws:s3:::*/DO_NOT_DELETE_WORKSPACE_*"

(® Note

When you create a workspace, AWS loT TwinMaker creates a file in your Amazon S3

bucket that indicates it's being used by a workspace. This policy gives AWS loT TwinMaker

permission to delete that file when you delete the workspace.

AWS loT TwinMaker places other objects related to your workspace. It's your responsibility

to delete these objects when you delete a workspace.

Amazon S3 permissions

10



AWS loT TwinMaker User Guide

Assign permissions to a specific Amazon S3 bucket

When you create a workspace in the AWS loT TwinMaker console, you can choose to have AWS loT
TwinMaker create an Amazon S3 bucket for you. You can find information about this bucket by
using the following AWS CLI command.

aws iottwinmaker get-workspace --workspace-id workspace name

The following example shows the format of the output of this command.

{
"arn": "arn:aws:iottwinmaker:region:account Id:workspace/workspace name",
"creationDateTime": "2021-11-30T11:30:00.000000-08:00",
"description": "",
"role": "arn:aws:iam::account Id:role/service role name",
"s3lLocation": "arn:aws:s3:::bucket name",
"updateDateTime": "2021-11-30T11:30:00.000000-08:00",
"workspaceId": "workspace name"
}

To update your policy so that it assigns permissions for a specific Amazon S3 bucket, use the value
of bucket name.

The following policy allows your role to read and delete from and write to a specific Amazon S3
bucket.

JSON

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"s3:GetBucket*",
"s3:GetObject",

Assign permissions to a specific Amazon S3 bucket 11
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"s3:ListBucket",
"s3:PutObject"

1,

"Resource": [
"arn:aws:s3:::bucket name",
"arn:aws:s3:::bucket name/*"

]

}I

{
"Effect": "Allow",

"Action": [
"s3:DeleteObject"
1,

"Resource": [
"arn:aws:s3:::iottwinmakexrbucket/DO_NOT_DELETE_WORKSPACE_*"

Permissions for built-in connectors

If your workspace interacts with other AWS services by using built-in connectors, you must include
permissions for those services in this policy. If you use the com.amazon.iotsitewise.connector
component type, you must include permissions for AWS loT SiteWise. For more information about
component types, see ???.

® Note

If you interact with other AWS services by using a custom component type, you must grant
the role permission to run the Lambda function that implements the function in your
component type. For more information, see ???.

The following example shows how to include AWS loT SiteWise in your policy.

JSON

Permissions for built-in connectors 12
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{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"s3:GetBucket*",
"s3:GetObject",
"s3:ListBucket",
"s3:PutObject"
1,

"Resource": [

"arn:aws:s3:::bucket name",
"arn:aws:s3:: :bucket name/*"

"Effect": "Allow",
"Action": [

"jotsitewise:DescribeAsset"

1,

"Resource": "arn:aws:s3:::bucket name"

},

"Effect": "Allow",
"Action": [

"jotsitewise:DescribeAssetModel”

1,

"Resource": "arn:aws:s3:::bucket name"

3,

"Effect": "Allow",
"Action": [

"s3:DeleteObject"
1,

"Resource": [

"arn:aws:s3:::*/DO_NOT_DELETE_WORKSPACE_*"

Permissions for built-in connectors
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If you use the com.amazon.iotsitewise.connector component type and need to read property data
from AWS loT SiteWise, you must include the following permission in your policy.

"Action": [
"iotsitewise:GetPropertyValueHistory",
1,
"Resource": [
"AWS IoT SiteWise asset resource ARN"
1,
"Effect": "Allow"
I

If you use the com.amazon.iotsitewise.connector component type and need to write property
data to AWS loT SiteWise, you must include the following permission in your policy.

"Action": [
"iotsitewise:BatchPutPropertyValues",
1,
"Resource": [
"AWS IoT SiteWise asset resource ARN"
1,
"Effect": "Allow"
I

If you use the com.amazon.iotsitewise.connector.edgevideo component type, you must include
permissions for AWS loT SiteWise and Kinesis Video Streams. The following example policy shows
how to include AWS loT SiteWise and Kinesis Video Streams permissions in your policy.

"Action": [

Permissions for built-in connectors 14
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"iotsitewise:DescribeAsset",
"iotsitewise:GetAssetPropertyValue"
1,

"Resource": [
"AWS IoT SitelWise asset resource ARN for the Edge Connector for Kinesis Video

Streams"
1,
"Effect": "Allow"
},
{
"Action": [
"iotsitewise:DescribeAssetModel"
1,
"Resource": [
"AWS IoT SiteWise model resource ARN for the Edge Connector for Kinesis Video
Streams"
1,
"Effect": "Allow"
},
{
"Action": [
"kinesisvideo:DescribeStream"
1,
"Resource": [
"Kinesis Video Streams stream ARN"
1,
"Effect": "Allow"
.

Permissions for a connector to an external data source

If you create a component type that uses a function that connects to an external data source, you
must give your service role permission to use the Lambda function that implements the function.
For more information about creating component types and functions, see ???.

The following example gives permission to your service role to use a Lambda function.

JSON

Permissions for a connector to an external data source 15
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"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"s3:GetBucket*",
"s3:GetObject",
"s3:ListBucket",
"s3:PutObject"
]I
"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"

"Action": [
"lambda:invokeFunction"
1,
"Resourxce": [
"arn:aws:lambda:us-east-1:111122223333:function:example-function"”
]I
"Effect": "Allow"
}I

{
"Effect": "Allow",

"Action": [
"s3:DeleteObject"
1,

"Resource": [
"arn:aws:s3:::*/DO_NOT_DELETE_WORKSPACE_*"

For more information about creating roles and assigning policies and trust relationships to them by
using the IAM console, the AWS CLI, and the IAM API, see Creating a role to delegate permissions to
an AWS service.

Permissions for a connector to an external data source 16
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Modify your workspace IAM role to use the Athena data connector

To use the AWS loT TwinMaker Athena tabular data connector, you must update your AWS loT
TwinMaker workspace IAM role. Add the following permissions to your workspace IAM role:

(® Note

This IAM change only works for Athena tabular data stored with AWS Glue and Amazon
S3. To use Athena with other data sources, you must configure an IAM role for Athena, see
Identity and access management in Athena.

{

"Effect": "Allow",

"Action": [
"athena:GetQueryExecution",
"athena:GetQueryResults",
"athena:GetTableMetadata",
"athena:GetWorkGroup",
"athena:StartQueryExecution",
"athena:StopQueryExecution"

1,

"Resource": [

"athena resouces arn"

]

},// Athena permission
{

"Effect": "Allow",

"Action": [

"glue:GetTable",
"glue:GetTables",
"glue:GetDatabase",
"glue:GetDatabases"

1,

"Resource": [

"glue resouces arn"

]

},// This is an example for accessing aws glue
{

"Effect": "Allow",
"Action": [
"s3:ListBucket",

Modify your workspace IAM role to use the Athena data connector 17
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"s3:GetObject"
1,

"Resource": [

"Amazon S3 data source bucket resources arn"

]
}, // S3 bucket for storing the tabular data.

{
"Effect": "Allow",
"Action": [
"s3:GetBucketLocation",
"s3:GetObject",
"s3:ListBucket",
"s3:ListBucketMultipartUploads",
"s3:ListMultipartUploadParts",
"s3:AbortMultipartUpload",
"s3:CreateBucket",
"s3:PutObject",
"s3:PutBucketPublicAccessBlock"
1,
"Resource": [
"S3 query result bucket resources arn"
]
} // Storing the query results

Read the Identity and access management in Athena for more information on Athena IAM

configuration.

Create a workspace

To create and configure your first workspace, use the following steps.

(® Note

This topic shows you how to create a simple workspace with a single resource. For a
fully featured workspace with multiple resources, try the sample setup in the AWS loT

TwinMaker samples Github repository.

1. Onthe AWS IoT TwinMaker console home page, choose Workspaces in the left navigation

pane.

2. Onthe Workspaces page, choose Create workspace.

Create a workspace
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3. On the Create a Workspace page, enter a name for your workspace.
4. (Optional) Add a description for your workspace.

5. Under S3 resource, choose Create an S3 bucket. This option creates an Amazon S3 bucket
where AWS loT TwinMaker stores information and resources related to the workspace. Each
workspace requires its own bucket.

6. Under Execution role, choose either Auto-generate a new role or the custom IAM role that
you created as for this workspace.

If you choose Auto-generate a new role, AWS loT TwinMaker attaches a policy to the role that
grants permission to the new service role to access other AWS services, including permission to
read and write to the Amazon S3 bucket that you specify in the previous step. For information

about assigning permissions to this role, see ???.

7. Choose Create Workspace. The following banner appears at the top of the Workspaces page.

1S ® We recommend you update your 1AM policies

Copy the json and go to 1AM to update your policies. It is recommended to create a new IAM policy called MyFirstWorkspaceSceneViewerPolicy and attach it to an IAM role MyFirstWorkspaceDashboardRole. Learn more [

8. Choose Get json. We recommend you add the IAM policy you see to the IAM role that AWS loT
TwinMaker created for users and accounts that view the Grafana dashboard. The name of this
role follows this pattern: workspace-nameDashboardRole, For instructions on how to create a
policy and attach it to a role, see Modifying a role permissions policy (console).

The following example contains the policy to add to the dashboard role.

JSON

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"s3:GetObject"
]I
"Resource": [
"arn:aws:s3:::iottwinmaker-workspace-workspace-name-lower-
case-account-id",
"arn:aws:s3:::iottwinmaker-workspace-workspace-name-lower-
case-account-id/*"

1
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"Effect": "Allow",
"Action": [
"iottwinmaker:Get*",
"iottwinmaker:List*"
1,
"Resource": [
"arn:aws:iottwinmakex:us-
east-1:111122223333:workspace/workspace-name",
"arn:aws:iottwinmakex:us-
east-1:111122223333:workspace/workspace-name/*"

]
}I
{
"Effect": "Allow",
"Action": "iottwinmaker:ListWorkspaces",
"Resource": "*"
}

You're now ready to start creating a data model for your workspace with your first entity. For
instructions on how to do this, see Create your first entity.

Create your first entity

To create your first entity, use the following steps.

1. On the Workspaces page, choose your workspace, and then in the left pane choose Entities.

2. On the Entities page, choose Create, and then choose Create entity.

Create your first entity 20
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Entities fbr workspace "MyWorkspace" (0)

All entities are displayed by default. You can search, group and expand/collapse to customize your view.

{__'{

Entities (0) Actions /¥ Components (0)

Create entity
Component

Entity Entityld S ENTE

No entities

Mo entities to display

Create entity

3. In the Create an entity window, enter a name for your entity. This example uses a
CookieMixer entity.

4. (Optional) Enter a description for your entity.

5. Choose Create entity,

Entities contain data about each item in your workspace. You put data into entities by adding
components. AWS loT TwinMaker provides the following built-in component types.

Parameters: Adds a set of key-value properties.

« Document: Adds a name and a URL for a document that contains information about the entity.
« Alarms: Connects to an alarm time-series data source.

» SiteWise connector: Pulls time-series properties that are defined in an AWS loT SiteWise asset.

« Edge Connector for Kinesis Video Streams AWS loT Greengrass: Pulls video data from the Edge
Connector for KVS AWS loT Greengrass. For more information, see AWS loT TwinMaker video

integration.
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You can see these component types and their definitions by choosing Component types in the
left pane. You can also create a new component type on the Component types page. For more
information about creating component types, see Using and creating component types.

In this example, we create a simple document component that adds descriptive information about
your entity.

1. On the Entities page, choose the entity, and then choose add component.

Entities (1) Actions ¥ CookieMixer Components (0) Actions ¥

Component Connector Status
Entity Entityld No components.

. No compenents-ta-display.
. CookieMixer 01a602¢5-f172-40f4-854b-7207533a97c0

Add component

2. Inthe Add component window, enter a name for your component. Since this example uses a
cookie mixer entity, we enter MixerDescription in the Name field.
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Add component

3

Name

MixerDescription

Type

lypes of components include documents, time-series data, structured data, and unstructure

com.amazon.iottwinmaker.documents

® Edit form Edit JSON

Document editor

Mo docs associated to the entity
Add a doc

¥ Properties

Property Data type is Timeseries  Storage

Add another property

Cancel

3. Choose Add a doc, then enter values for the doc Name and External Url. With the documents
component, you can store a list of external URLs that contain important information about the
entity.

Create your first entity
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4.

Choose Add component.

You're now ready to create your first scene. For instructions on how to do this, see Creating and
editing AWS loT TwinMaker scenes.

Setting up an AWS account

If you do not have an AWS account, complete the following steps to create one.

To sign up for an AWS account

1.
2.

Open https://portal.aws.amazon.com/billing/signup.

Follow the online instructions.

Part of the sign-up procedure involves receiving a phone call or text message and entering a
verification code on the phone keypad.

When you sign up for an AWS account, an AWS account root user is created. The root user
has access to all AWS services and resources in the account. As a security best practice, assign
administrative access to a user, and use only the root user to perform tasks that require root

user access.
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If you do not have an AWS account, complete the following steps to create one.

To sign up for an AWS account

1.
2.

Open https://portal.aws.amazon.com/billing/signup.

Follow the online instructions.

Part of the sign-up procedure involves receiving a phone call or text message and entering a
verification code on the phone keypad.

When you sign up for an AWS account, an AWS account root user is created. The root user
has access to all AWS services and resources in the account. As a security best practice, assign
administrative access to a user, and use only the root user to perform tasks that require root

user access.

Setting up an AWS account
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AWS sends you a confirmation email after the sign-up process is complete. At any time, you can
view your current account activity and manage your account by going to https://aws.amazon.com/
and choosing My Account.

Create a user with administrative access

After you sign up for an AWS account, secure your AWS account root user, enable AWS IAM Identity
Center, and create an administrative user so that you don't use the root user for everyday tasks.

Secure your AWS account root user

1. Signin to the AWS Management Console as the account owner by choosing Root user and
entering your AWS account email address. On the next page, enter your password.

For help signing in by using root user, see Signing in as the root user in the AWS Sign-In User
Guide.

2. Turn on multi-factor authentication (MFA) for your root user.

For instructions, see Enable a virtual MFA device for your AWS account root user (console) in
the IAM User Guide.

Create a user with administrative access

1. Enable IAM Identity Center.

For instructions, see Enabling AWS IAM Identity Center in the AWS IAM Identity Center User
Guide.

2. InIAM Identity Center, grant administrative access to a user.

For a tutorial about using the IAM Identity Center directory as your identity source, see
Configure user access with the default IAM Identity Center directory in the AWS IAM Identity
Center User Guide.

Sign in as the user with administrative access

« Tosign in with your IAM Identity Center user, use the sign-in URL that was sent to your email
address when you created the IAM Identity Center user.
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For help signing in using an IAM Identity Center user, see Signing in to the AWS access portal in
the AWS Sign-In User Guide.

Assign access to additional users

1. In 1AM Identity Center, create a permission set that follows the best practice of applying least-
privilege permissions.

For instructions, see Create a permission set in the AWS IAM Identity Center User Guide.

2. Assign users to a group, and then assign single sign-on access to the group.

For instructions, see Add groups in the AWS IAM Identity Center User Guide.
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Using and creating component types

This topic walks you through the values and structures that you use to create an AWS loT
TwinMaker component type. It shows you how to create a request object that you can pass to
the CreateComponentType API or by using the component type editor in the AWS loT TwinMaker

console.

Components provide context for properties and data for their associated entities.

Built-in component types

In the AWS loT TwinMaker console, when you choose a workspace and then choose Component
types in the left pane, you see the following component types.

« com.amazon.iotsitewise.resourcesync: A component type that automatically syncs your AWS
loT SiteWise assets and asset models and converts them into AWS loT TwinMaker entities
components and component types. For more information on using AWS loT SiteWise asset sync,
see Asset sync with AWS loT SiteWise.

« com.amazon.iottwinmaker.alarm.basic: A basic alarm component that pulls alarm data from
an external source to an entity. This component doesn't contain a function that connects to a
specific data source. This means that the alarm component is abstract and can be inherited by
another component type that specifies a data source and a function that reads from that source.

« com.amazon.iottwinmaker.documents: A simple mapping of titles to URLs for documents that
contain information about an entity.

« com.amazon.iotsitewise.connector.edgevideo: A component that pulls video from an loT device
using the Edge Connector for Kinesis Video Streams AWS loT Greengrass component into an
entity. The Edge Connector for Kinesis Video Streams AWS loT Greengrass component is not an
AWS loT TwinMaker component, but rather a prebuilt AWS loT Greengrass component that is
deployed locally on your loT device.

« com.amazon.iotsitewise.connector: A component that pulls AWS loT SiteWise data into an
entity.

« com.amazon.iottwinmaker.parameters: A component that adds static key-value pairs to an
entity.

o com.amazon.kvs.video: A component that pulls video from Kinesis Video Streams into an AWS
loT TwinMaker entity.
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Core features of AWS loT TwinMaker component types

The following list describes the core features of component types.

« Property definitions: The PropertyDefinitionRequest object defines a property that you can
populate in the scene composer or it can be populated with data pulled from external data
sources. Static properties that you set are stored in AWS loT TwinMaker. Time-series properties
and other properties that are pulled from data sources are stored externally.

You specify property definitions inside a string to the PropertyDefinitionRequest map.
Each string must be unique to the map.

» Functions: The FunctionRequest object specifies a Lambda function that reads from and
potentially writes to an external data source.

A component type that contains a property with a value that is stored externally but that doesn't
have a corresponding function to retrieve the values is an abstract component type. You can
extend concrete component types from an abstract component type. You can't add abstract
component types to an entity. They don't appear in the scene composer.

You specify functions inside a string to FunctionRequest map. The string must specify one of
the following predefined function types.

« dataReader: A function that pulls data from an external source.

« dataReaderByEntity: A function that pulls data from an external source.

When you use this type of data reader, the GetPropertyValueHistory API operation supports

only entity-specific queries for properties in this component type. (You can only request the
property value history for componentName + entityId.)

« dataReaderByComponentType: A function that pulls data from an external source.
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When you use this type of data reader, the GetPropertyValueHistory API operation supports

only cross-entity queries for properties in this component type. (You can only request the
property value history for componentTypeld.)

o dataWriter: A function that writes data to an external source.

« schemaInitializer: A function that automatically initializes property values whenever you
create an entity that contains the component type.

One of the three types of data reader functions is required in a non-abstract component type.

For an example of a Lambda function that implements time-stream telemetry components,
including alarms, see the data reader in AWS loT TwinMaker Samples.

® Note

Because the alarm connector inherits from the abstract alarm component type, the
Lambda function must return the alarm_key value. If you don't return this value,
Grafana won't recognize it as an alarm. This is required for all components that return
alarms.

 Inheritance: Component types promote code reusability through inheritance. A component type
can inherit up to 10 parent component types.

Use the extendsFrom parameter to specify the component types from which your component
type inherits properties and functions.

« isSingleton: Some components contain properties, such as location coordinates, that can't be
included more than once in an entity. Set the value of the isSingleton parameter to true to
indicate that your component type can be included only once in an entity.

Creating property definitions

The following table describes the parameters of a PropertyDefinitionRequest.

Parameter Description

isExternalld A Boolean that specifies whether the property
is a unique identifier (such as an AWS loT
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Parameter

isStoredExternally

isTimeSeries

isRequiredInEntity

dataType

defaultValue

configuration

Creating functions

Description
SiteWise asset Id) of a property value that is
stored externally.

The default value of this property is false.

A Boolean that specifies whether the property
value is stored externally.

The default value of this property is false.

A Boolean that specifies whether the property
stores time-series data.

The default value of this property is false

A Boolean that specifies whether the property
must have a value in an entity that uses the
component type.

A DataType object that specifies the data type
(such as string, map, list, and unit of measure)
of the property.

A DataValue object that specifies the default
value of the property.

A string-to-string map that specifies additiona
l information that you need to connect to an
external data source.

The following table describes the parameters of a FunctionRequest.

Creating functions
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Parameter Description

implementedBy A DataConnector object that specifies the
Lambda function that connects to the external

data source.

requiredProperties A list of properties that the function needs in
order to read from and write to an external
data source.

scope The scope of the function. Use Workspace
for functions with a scope that spans an
entire workspace. Use Entity for functions
with a scope that is limited to the entity that
contains the component.

For examples that show how to create and extend component types, see ??7?.

Example component types

This topic contains examples that show how to implement key concepts of component types.

Alarm (abstract)

The following example is the abstract alarm component type that appears in the AWS loT
TwinMaker console. It contains a functions list that consists of a dataReader that has no
implementedBy value.

{

"componentTypeId": "com.example.alarm.basic:1",
"workspaceId": "MyWorkspace",
"description": "Abstract alarm component type",
"functions": {

"dataReader": {

"isInherited": false

}

},
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"isSingleton": false,
"propertyDefinitions": {
"alarm_key": {
"dataType": { "type": "STRING" },
"isExternalId": true,
"isRequiredInEntity": true,
"isStoredExternally": false,
"isTimeSeries": false
},
"alarm_status": {
"dataType": {
"allowedValues": [
{
"stringValue": "ACTIVE"
},
{
"stringValue": "SNOOZE_DISABLED"
.
{
"stringValue": "ACKNOWLEDGED"
},
{
"stringValue": "NORMAL"
}
1,
"type": "STRING"
},
"isRequiredInEntity": false,
"isStoredExternally": true,
"isTimeSeries": true

Notes:

Values for componentTypeld and workspacelD are required. The value of componentTypeld
must be unique to your workspace. The value of alarm_key is a unique identifier that a function
can use to retrieve alarm data from an external source. The value of the key is required and stored
in AWS loT TwinMaker. The alarm_status time series values are stored in the external source.

More examples are available in AWS loT TwinMaker Samples.
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Timestream telemetry

The following example is a simple component type that retrieves telemetry data about a specific
type of component (such as an alarm or a cookie mixer) from an external source. It specifies a
Lambda function that component types inherit.

{
"componentTypeId": "com.example.timestream-telemetry",
"workspaceId": "MyWorkspace",
"functions": {
"dataReader": {
"implementedBy": {
"lambda": {
"arn": "lambdaArn"
}
}
}
},
"propertyDefinitions": {
"telemetryType": {
"dataType": { "type": "STRING" },
"isExternalId": false,
"isStoredExternally": false,
"isTimeSeries": false,
"isRequiredInEntity": true
},
"telemetryId": {
"dataType": { "type": "STRING" },
"isExternalld": false,
"isStoredExternally": false,
"isTimeSeries": false,
"isRequiredInEntity": true
}
}
}

Alarm (inherits from abstract alarm)

The following example inherits from both the abstract alarm and the timestream telemetry
component types. It specifies its own Lambda function that retrieves alarm data.
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"componentTypeId": "com.example.cookiefactory.alarm",

"workspaceld": "MyWorkspace",

"extendsFrom": [
"com.example.timestream-telemetry",
"com.amazon.iottwinmaker.alarm.basic

1,
"propertyDefinitions": {
"telemetryType": {
"defaultValue": {
"stringValue": "Alarm"

.
"functions": {

"dataReader": {
"implementedBy": {
"lambda": {

"arn": "lambdaArn"

(® Note

Because the alarm connector inherits from the abstract alarm component type, the Lambda
function must return the alarm_key value. If you don't return this value, Grafana won't

recognize it as an alarm. This is required for all components that return alarms.

Equipment examples

The examples in this section show how to model potential pieces of equipment. You can use these

examples to get some ideas about how to model equipment in your own processes.

Equipment examples
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Cookie mixer

The following example inherits from the timestream telemetry component type. It specifies
additional time-series properties for a cookie mixer's rotation rate and temperature.

{
"componentTypeId": "com.example.cookiefactory.mixer",
"workspaceId": "MyWorkspace",
"extendsFrom": [
"com.example.timestream-telemetry"
1,
"propertyDefinitions": {
"telemetryType": {
"defaultValue" : { "stringValue": "Mixer" }
},
"RPM": {
"dataType": { "type": "DOUBLE" },
"isTimeSeries": true,
"isStoredExternally": true
b
"Temperature": {
"dataType": { "type": "DOUBLE" },
"isTimeSeries": true,
"isStoredExternally": true
}
}
}
Water tank

The following example inherits from the timestream telemetry component type. It specifies
additional time-series properties for a water tank's volume and flow rate.

"componentTypeld": "com.example.cookiefactory.watertank",
"workspaceId": "MyWorkspace",
"extendsFrom": [

"com.example.timestream-telemetry"

]I
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"propertyDefinitions": {

"telemetryType": {
"defaultValue" : { "stringValue": "WaterTank" }

.

"tankVolumel": {
"dataType": { "type": "DOUBLE" },
"isTimeSeries": true,
"isStoredExternally": true

},

"tankVolume2": {
"dataType": { "type": "DOUBLE" },
"isTimeSeries": true,
"isStoredExternally": true

.

"flowRatel": {
"dataType": { "type": "DOUBLE" },
"isTimeSeries": true,
"isStoredExternally": true

},

"flowrate2": {
"dataType": { "type": "DOUBLE" },
"isTimeSeries": true,
"isStoredExternally": true

Space location

The following example contains properties, the values of which are stored in AWS loT TwinMaker.
Because the values are specified by users and stored internally, no function is required to retrieve
them. The example also uses the RELATIONSHIP data type to specify a relationship with another
component type.

This component provides a lightweight mechanism for adding context to a digital twin. You can use
it to add metadata indicating where something is located. You can also use this information in logic
used for determining which cameras can see a piece of equipment or space, or for knowing how to
dispatch someone to a location.
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"componentTypeld": "com.example.cookiefactory.space",

"workspaceId": "MyWorkspace",

"propertyDefinitions": {
"position": {"dataType": {"nestedType": {"type": "DOUBLE"}, "type": "LIST"}},
"rotation": {"dataType": {"nestedType": {"type": "DOUBLE"}, "type": "LIST"}},
"bounds": {"dataType": {"nestedType": {"type": "DOUBLE"}, "type": "LIST"}},
"parent_space" : { "dataType": {"type": "RELATIONSHIP"}}

Equipment examples
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AWS loT TwinMaker bulk operations

Use a metadataTransferJob to transfer and manage your AWS loT TwinMaker resources at scale. A
metadataTransferJob allows you to perform bulk operations and transfer resources between AWS
loT TwinMaker and AWS loT SiteWise and Amazon S3.

You can use bulk operations in the following scenarios:

» Mass migration of assets and data between accounts, for example migrating from a development
account to a production account.

» Large scale asset management, such as uploading, and editing AWS IoT assets at scale.
« Mass import of your assets into AWS loT TwinMaker and AWS loT SiteWise.

« Bulk import of AWS IoT TwinMaker entities from existing ontology files such as revit or BIM
files.

Topics

» Key concepts and terminology

» Performing bulk import and export operations

o AWS loT TwinMaker metadata transfer job schema

Key concepts and terminology

AWS loT TwinMaker bulk operations use the following concepts and terminology:

« Import: The action of moving resources into an AWS loT TwinMaker workspace. For example,
from a local file, a file in an Amazon S3 bucket, or from AWS loT SiteWise to an AWS loT
TwinMaker workspace.

« Export: The action of moving resources from an AWS loT TwinMaker workspace to a local
machine or an Amazon S3 bucket.

» Source: The starting location from where you want to move resources.

For example, an Amazon S3 bucket is an import source, and an AWS loT TwinMaker workspace is
an export source.

» Destination: The desired location where you want to move your resources to.
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For example, an Amazon S3 bucket is an export destination, and an AWS loT TwinMaker
workspace is an import destination.

o AWS loT SiteWise Schema: A schema used to import and export resources to and from AWS loT
SiteWise.

o AWS loT TwinMaker Schema: A schema used to import and export resources to and from AWS
loT TwinMaker.

o AWS loT TwinMaker top-level resources: Resources used in existing APIs. Specifically, an Entity
or a ComponentType.

o AWS loT TwinMaker sub-level resources: Nested resource types used in metadata definitions.
Specifically, a Component.

« Metadata: Key information required to successfully import or export AWS loT SiteWise and AWS
loT TwinMaker resources.

« metadataTransferJob: The object created when you run CreateMetadataTransferJob.

AWS loT TwinMaker metadataTransferJob functionality

This topic explains the behavior AWS loT TwinMaker follows when you run a bulk operation- how
a metadataTransferJob is processed. It also explains how to define a schema with the metadata
required to transfer your resources. AWS loT TwinMaker bulk operations support the following
functionality:

« Top-level resource create or replace: AWS loT TwinMaker will create new resources or replace all
existing resources that are uniquely identified by a resource ID.

For example, if an entity exists in the system, the entity definition will be replaced by the new
one defined in the template under the Entity key.

» Sub-resource create or replace:

From the EntityComponent level, you can only create or replace a component. The entity must
already exist, otherwise, the action will produce a ValidationException.

From the property or relationship level, you can only create or replace a property or relationship,
and the containing EntityComponent must already exist.

o Sub-resource delete:
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AWS loT TwinMaker also supports sub-resource deletion. A sub-resource can be a component,
property, or relationship.

If you want to delete a component, you must do it from the entity level.

If you want to delete a property or relationship, you must do it from the Entity or
EntityComponent level.

To delete a sub-resource, you update the higher level resource and omit the definition of the
sub-resource.

» No top-level resource deletion: AWS IoT TwinMaker will never delete top-level resources. A top-
level resource refers to an entity or ComponentType.

» No sub-resource Definitions for the same top-level resource in one template:

You can't provide the full entity definition and sub-resource (like property) definition of the same
entity in the same template.

If an entityld is used in Entity, you cannot use the same ID in Entity, EntityComponent, property,
or relationship.

If an entityld or componentName combination is used in EntityComponent, you cannot use the
same combination in EntityComponent, property, or relationship.

If an entityld, componentName, propertyName combination is used in property or relationship,
you cannot use the same combination in the property or relationship.

« Externalld is optional for AWS loT TwinMaker: The Externalld can be used to help you identify
your resources.

Performing bulk import and export operations

This topic covers how to perform bulk import and export operations and how to handle errors in
your transfer jobs. It provides examples of transfer jobs using CLI commands.

The AWS loT TwinMaker API Reference contains information on the CreateMetadataTransferJob
and other API actions.

Topics

« metadataTransferJob prerequisites
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» |AM permissions

Run a bulk operation

Error handling

Import metadata templates

AWS loT TwinMaker metadataTransferJob examples

metadataTransferJob prerequisites

Please complete the following prerequisites before you run a metadataTransferJob:

» Create an AWS loT TwinMaker workspace. The workspace can be the import destination or
export source for a metadataTransferJob. For information on creating a workspace see, Create a

workspace.
» Create an Amazon S3 bucket to store resources. For more information on using Amazon S3 see,
What is Amazon S3?

IAM permissions

When you perform bulk operations you need to create an IAM policy with permissions to allow for
the exchange of AWS resources between Amazon S3, AWS loT TwinMaker, AWS loT SiteWise, and
your local machine. For more information on creating IAM policies, see Creating IAM policies.

The policy statements for AWS loT TwinMaker, AWS loT SiteWise and Amazon S3 are listed here:

o AWS loT TwinMaker policy:
JSON

"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Action": [
"s3:PutObject"”,
"s3:GetObject",
"s3:GetBucketLocation"”,
"s3:ListBucket",
"s3:AbortMultipartUpload"”,
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"s3:ListBucketMultipartUploads"”,
"s3:ListMultipartUploadParts"

1,

"Resource": "*"

},

{
"Effect": "Allow",

"Action": [
"iottwinmaker:GetWorkspace",
"iottwinmaker:CreateEntity",
"iottwinmaker:GetEntity",
"iottwinmaker:UpdateEntity",
"iottwinmaker:GetComponentType",
"iottwinmaker:CxreateComponentType",
"iottwinmaker:UpdateComponentType",
"iottwinmaker:ListEntities",
"iottwinmaker:ListComponentTypes",
"iottwinmaker:ListTagsForResource",
"iottwinmaker:TagResource",
"iottwinmaker:UntagResource"

1,

"Resource": "*"

o AWS loT SiteWise policy:
JSON

"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Action": [
"s3:PutObject”,
"s3:GetObject",
"s3:GetBucketLocation"”,
"s3:ListBucket",
"s3:AboxrtMultipartUpload"”,
"s3:ListBucketMultipartUploads",
"s3:ListMultipartUploadParts"
]I

"Resource": "*"
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"Effect": "Allow",

"Action": [
"jotsitewise:CreateAsset",
"iotsitewise:CreateAssetModel",
"iotsitewise:UpdateAsset",
"iotsitewise:UpdateAssetModel"”,
"iotsitewise:UpdateAssetProperty",
"jotsitewise:ListAssets",
"jotsitewise:ListAssetModels",
"iotsitewise:ListAssetProperties"”,
"iotsitewise:ListAssetModelProperties"”,
"jotsitewise:ListAssociatedAssets",
"jotsitewise:DescribeAsset",
"iotsitewise:DescribeAssetModel",
"iotsitewise:DescribeAssetProperty",
"jotsitewise:AssociateAssets",
"jotsitewise:DisassociateAssets",
"iotsitewise:AssociateTimeSeriesToAssetProperty”,
"iotsitewise:DisassociateTimeSeriesFromAssetProperty",
"iotsitewise:BatchPutAssetPropexrtyValue",
"iotsitewise:BatchGetAssetPropextyValue",
"iotsitewise:TagResource",
"iotsitewise:UntagResouxce",
"iotsitewise:ListTagsForResource"

1,

"Resource": "*"

« Amazon S3 policy:

"Effect": "Allow",
"Action": [

"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:

PutObject",

GetObject",
GetBucketLocation",
ListBucket",
AbortMultipartUpload",
ListBucketMultipartUploads",
ListMultipartUploadParts"
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]I

"Resource": "*"

Alternatively you can scope your Amazon S3 policy to only access a single Amazon S3 bucket, see
the following policy.

Amazon S3 single bucket scoped policy

{

"Effect": "Allow",

"Action": [
"s3:PutObject",
"s3:GetObject",
"s3:GetBucketLocation",
"s3:ListBucket",
"s3:AbortMultipartUpload"”,
"s3:ListBucketMultipartUploads",
"s3:ListMultipartUploadParts"”

1,

"Resource": [
"arn:aws:s3:::bucket name",
"arn:aws:s3:::bucket name/*"

]

}

Set access control for a metadataTransferJob

To control what kind of jobs a user can access, add the following IAM policy to the role used to call
AWS loT TwinMaker.

® Note

This policy only allows access to AWS loT TwinMaker import and export jobs that transfer
resources to and from Amazon S3.

"Effect": "Allow",
"Action": [
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"iottwinmaker:*DataTransferJob*"

1,
"Resource": "*",
"Condition": {
"StringLikeIfExists": {
"iottwinmaker:sourceType": [
"s3",
"iottwinmaker"

1,
"iottwinmaker:destinationType": [
"iottwinmaker",
I|53ll

Run a bulk operation
This section covers how to perform bulk import and export operations.

Import data from Amazon S3 to AWS loT TwinMaker

1. Specify the resources you want to transfer using the AWS loT TwinMaker metadataTransferJob
schema. Create and store your schema file in your Amazon S3 bucket.

For example schemas, see Import metadata templates.

2. Create a request body and save it as a JSON file. The request body specifies the source and
destination for the transfer job. Make sure to specify your Amazon S3 bucket as the source and
your AWS loT TwinMaker workspace as the destination.

The following is an example of a request body:

"metadataTransferJobId": "your-transfer-job-Id",
"sources": [{

Iltypell: I|53ll’
"s3Configuration": {

"location": "arn:aws:s3:::amzn-s3-demo-bucket/your_import_data.json"
}

11,

"destination": {
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"type": "iottwinmaker",
"iotTwinMakerConfiguration": {
"workspace": "arn:aws:iottwinmaker:us-

east-1:111122223333:workspace/your-worksapce-name"
}

Record the file name you gave your request body, you will need it in the next step. In this
example the request body is named createMetadataTransferJobImport. json.

3.  Run the following CLI command to invoke CreateMetadataTransferJob (replace the input-
json file name with the name you gave your request body):

aws iottwinmaker create-metadata-transfer-job --region us-east-1 \
--cli-input-json file://createMetadataTransferJobImport.json

This creates a metadataTransferJob and begins the process of the transferring your selected

resources.

Export data from AWS loT TwinMaker to Amazon S3

1. Create a JSON request body with the appropriate filters to choose the resources you want to
export. For this example we use:

{
"metadataTransferJobId": "your-transfer-job-Id",
"sources": [{
"type": "iottwinmaker",
"iotTwinMakerConfiguration": {
"workspace": "arn:aws:iottwinmaker:us-
east-1:111122223333:workspace/your-workspace-name",
"filters": [{

"filterByEntity": {
"entityId": "parent"

1},

{

"filterByEntity": {
"entityId": "child"

1},

{
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"filterByComponentType": {

"componentTypeId": "component.type.minimal"
1}
]
}
1,
"destination": {
"type": "s3",
"s3Configuration": {
"location": "arn:aws:s3:::amzn-s3-demo-bucket"
}
}

The filters array lets you specify which resources will be exported. In this example we filter
by entity, and componentType.

Make sure to specify your AWS loT TwinMaker workspace as the source and your Amazon S3
bucket as the destination of the metadata transfer job.

Save your request body and record the file name, you will need it in the next step. For this
example, we named our request body createMetadataTransferJobExport. json.

2. Run the following CLI command to invoke CreateMetadataTransferJob (replace the input-
json file name with the name you gave your request body):

aws iottwinmaker create-metadata-transfer-job --region us-east-1 \
--cli-input-json file://createMetadataTransferJobExport.json

This creates a metadataTransferJob and begins the process of the transferring your selected
resources.

To check or update the status of a transfer job, use the following commands:

« To cancel a job use the CancelMetadataTransferJob API action. When you call
CancelMetadataTransferJob, the API only cancels a running metadataTransferJob, and any
resources already exported or imported are not affected by this API call.

« To retrieve information on a specific job use the GetMetadataTransferJob API action.
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Or, you can call GetMetadataTransferJob on an existing transfer job with the following CLI
command:

aws iottwinmaker get-metadata-transfer-job --job-id ExistingJobId

If you call GetMetadataTransferJob on a non-existing AWS loT TwinMaker import or export job,
you get a ResourceNotFoundException error in response.

 To list current jobs, use the ListMetadataTransferJobs API action.

Here is a CLI example that calls ListMetadataTransferJobs with AWS loT TwinMaker as the
destinationType and s3 as the sourceType:

aws iottwinmaker list-metadata-transfer-jobs --destination-type iottwinmaker --
source-type s3

(@ Note

You can change the values for the sourceType and destinationType parameters to match
your import or export job's source and destination.

For more examples of CLI commands that invoke these API actions, see AWS loT TwinMaker

metadataTransferJob examples.

If you encounter any errors during the transfer job, see Error handling.

Error handling

After you create and run a transfer job, you can call GetMetadataTransferJob to diagnose any
errors that occurred:

aws iottwinmaker get-metadata-transfer-job \
--metadata-transfer-job-id your metadata_transfer_job_id \
--region us-east-1

Once you see the state of the job turn to COMPLETED, you can verify the results of the job.
GetMetadataTransferJob returns an object called MetadataTransferJobProgress which
contains the following fields:

Error handling
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failedCount: Indicates the number of resources that failed during the transfer process.

skippedCount: Indicates the number of resources that were skipped during the transfer process.

succeededCount: Indicates the number of resources that succeeded during the transfer process.

totalCount: Indicates the total count of resources involved in the transfer process.

Additionally, a reportUrl element is returned which contains a pre-signed URL. If your transfer job
has errors you wish to investigate further, then you can download a full error report using this URL.

Import metadata templates

You can import many components, componentTypes, or entities with a single bulk import
operation. The examples in this section show how to do this.

template: Importing entities

Use the following template format for a job that imports entities:

"entities": [
{
"description": "string",
"entityId": "string",
"entityName": "string",
"parentEntityId": "string",
"tags": {
"string": "string"
1,
"components": {
"string": {
"componentTypeId": "string",
"description": "string",
"properties": {
"string": {
"definition": {
"configuration": {
"string": "string"
1,
"dataType": "DataType",
"defaultValue": "DataValue",
"displayName": "string",
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"isExternalId": "boolean",
"isRequiredInEntity": "boolean",
"isStoredExternally": "boolean",
"isTimeSeries": "boolean"
},
"value": "DataValue"
}
I
"propertyGroups": {
"string": {
"groupType": "string",
"propertyNames": [
"string"

template: Importing componentTypes

Use the following template format for a job that imports componentTypes:

"componentTypes": [
{
"componentTypeId": "string",
"componentTypeName": "string",
"description": "string",
"extendsFrom": [
"string"
1,
"functions": {
"string": {
"implementedBy": {
"isNative": "boolean",
"lambda": {
"functionName": "Telemetry-tsDataReader",
"arn": "Telemetry-tsDataReaderARN"
}
},
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"requiredProperties": [

"string"
1,
"scope": "string"
}
.
"isSingleton": "boolean",
"propertyDefinitions": {
"string": {
"configuration": {
"string": "string"
.
"dataType": "DataType",
"defaultValue": "DataValue",
"displayName": "string",
"isExternalId": "boolean",
"isRequiredInEntity": "boolean",
"isStoredExternally": "boolean",
"isTimeSeries": "boolean"
}
},
"propertyGroups": {
"string": {
"groupType": "string",
"propertyNames": [
"string"
]
}
},
"tags": {
"string": "string"
}
}
]

template: Importing components

Use the following template format for a job that imports components:

"entityComponents": [

{
"entityId": "string",
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"componentName": "string",
"componentTypeId": "string",
"description": "string",
"properties": {

"string": {

"definition": {
"configuration": {
"string": "string"
},
"dataType": "DataType",
"defaultValue": "DataValue",

"displayName": "string",
"isExternalId": "boolean",
"isRequiredInEntity": "boolean",
"isStoredExternally": "boolean",
"isTimeSeries": "boolean"
},
"value": "DataValue"
}
.
"propertyGroups": {
"string": {
"groupType": "string",
"propertyNames": [
"string"
]
}

AWS loT TwinMaker metadataTransferJob examples
Use the following commands to manage your metadata transfers:

o CreateMetadataTransferJob API action.

CLI command example:

aws iottwinmaker create-metadata-transfer-job --region us-east-1 \
--cli-input-json file://yourTransferFileName. json
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o To cancel a job use the CancelMetadataTransferJob API action.

CLI command example:

aws iottwinmaker cancel-metadata-transfer-job
--region us-east-1 \
--metadata-transfer-job-id job-to-cancel-id

When you call CancelMetadataTransferJob, it only cancels a specific metadata transfer job, and
any resources already exported or imported are not affected.

« To retrieve information on a specific job use the GetMetadataTransferJob API action.

CLI command example:

aws iottwinmaker get-metadata-transfer-job \
--metadata-transfer-job-id your_metadata_transfer_job_id \
--region us-east-1 \

 To list current jobs use the ListMetadataTransferJobs API action.

You can filter the results returned by ListMetadataTransferJobs using a JSON file. See the
following procedure using the CLI:

1. Create a CLI input JSON file to specify the filters you want to use:

{
"sourceType": "s3",
"destinationType": "iottwinmaker",
"filters": [{
"workspaceId": "workspaceforbulkimport"
I
{
"state": "COMPLETED"
1]
}

Save it and record the file name, you will need it when entering the CLI command.

2. Use the JSON file as an argument to the following CLI command:

aws iottwinmaker list-metadata-transfer-job --region us-east-1 \
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--cli-input-json file://ListMetadataTransferJobsExample.json

AWS loT TwinMaker metadata transfer job schema

metadataTransferJob import schema: Use this AWS IoT TwinMaker metadata schema to validate
your data when you upload it to an Amazon S3 bucket:

"$schema": "https://json-schema.org/draft/2020-12/schema",
"title": "IoTTwinMaker",
"description": "Metadata transfer job resource schema for IoTTwinMaker",
"definitions": {
"ExternalId": {
"type": "string",
"minLength": 1,
"maxLength": 128,
"pattern": "[a-zA-Z0-9][a-zA-Z_\\-0-9.:]*[a-zA-Z0-9]+"
},
"Description": {
"type": "string",
"minLength": 0,
"maxLength": 512
I
"DescriptionWithDefault": {
"type": "string",
"minLength": 0,
"maxLength": 512,

"default": ""
},
"ComponentTypeName": {
"description": "A friendly name for the component type.",
"type": "string",
"pattern": ".*[M\\uQ000-\\u@@1F\\u@o@7F]*.*",

"minLength": 1,
"maxLength": 256
},
"ComponentTypeId": {
"description": "The ID of the component type.",
"type": "string",
"pattern": "[a-zA-Z_.\\-0-9:]+",
"minLength": 1,
"maxLength": 256
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},
"ComponentName": {
"description": "The name of the component."
"type": "string",
"pattern": "[a-zA-Z_\\-0-9]+",
"minLength": 1,
"maxLength": 256

I
"EntityId": {
"description": "The ID of the entity.",
"type": "string",
"minLength": 1,
"maxLength": 128,
"pattern": "[0-9a-f]{8}-[0-9a-f]1{4}-[0-9a-f]1{4}-[0-9a-f]1{4}-[0-9a-f]1{12} | [a-zA-
Z0-9][a-zA-Z_\\-0-9.:]*[a-zA-Z0-9]+"
I
"EntityName": {
"description": "The name of the entity.",
"type": "string",
"minLength": 1,
"maxLength": 256,
"pattern": "[a-zA-Z_0-9-.][a-zA-Z_0-9-. ]*[a-zA-Z0-9]+"
},
"ParentEntityId": {
"description": "The ID of the parent entity.",
"type": "string",
"minLength": 1,
"maxLength": 128,
"pattern": "\\$ROOT|~A[0-9a-f]1{8}-[0-9a-f]1{4}-[0-9a-f]1{4}-[0-9a-f]1{4}-[0-9a-f]
{12} |*[a-zA-Z0-9][a-zA-Z_\\-0-9.:]1*[a-zA-Z0-9]+",
"default": "$ROOT"

I

"DisplayName": {
"description": "A friendly name for the property.",
"type": "string",
"pattern": ".*[M\\u0000-\\UuQ@1F\\Uu@@7F]*.*",

"minLength": 0,
"maxLength": 256
},
"Tags": {
"description": "Metadata that you can use to manage the entity / componentType",
"patternProperties": {

"ACON\P{LI\\P{ZI\\p{N}_.:/=+\\-e1*)$": {
"type": "string",
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"minLength": 1,
"maxLength": 256
}
1,
"existingJavaType": "java.util.Map<String,String>",
"minProperties": 0,
"maxProperties": 50
1,
"Relationship": {
"description": "The type of the relationship.",
"type": "object",
"properties": {
"relationshipType": {
"description": "The type of the relationship.",
"type": "string",
"pattern": ".*",
"minLength": 1,
"maxLength": 256
1,
"targetComponentTypeId": {
"description": "The ID of the target component type associated with this
relationship.",
"$ref": "#/definitions/ComponentTypelId"

}
},
"additionalProperties": false
},
"DataValue": {

"description": "An object that specifies a value for a property.",
"type": "object",
"properties": {
"booleanValue": {
"description": "A Boolean value.",
"type": "boolean"

},
"doubleValue": {
"description": "A double value.",
"type": "number"
},
"expression": {
"description": "An expression that produces the value.",

"type": "string",
"pattern": "(M\\$\\{Parameters\\.[a-zA-z]+([a-zA-z_0-9]1*)}$)",
"minLength": 1,
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"maxLength": 316
I
"integerValue": {
"description": "An integer value.",
"type": "integer"
I
"listValue": {
"description": "A list of multiple values.",
"type": "array",
"minItems": 0O,
"maxItems": 50,
"uniqueltems": false,
"insertionOrder": false,
"items": {
"$ref": "#/definitions/DataValue"
I
"default": null
I
"longValue": {
"description": "A long value.",
"type": "integer",
"existingJavaType": "java.lang.Long"
},
"stringValue": {
"description": "A string value.",
"type": "string",
"pattern": ".*",
"minLength": 1,
"maxLength": 256
I
"mapValue": {
"description": "An object that maps strings to multiple
"type": "object",
"patternProperties": {
"[a-zA-Z_\\-0-9]+": {
"$ref": "#/definitions/DataValue"
}
I

"additionalProperties": {
"$ref": "#/definitions/DataValue"
}
.

"relationshipValue": {

DataValue objects.",

"description": "A value that relates a component to another component.",
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"type": "object",
"properties": {
"TargetComponentName": {
"type": "string",
"pattern": "[a-zA-Z_\\-0-9]+",
"minLength": 1,
"maxLength": 256
I
"TargetEntityId": {
"type": "string",
"pattern": "[0-9a-f]{8}-[0-9a-f]{4}-[0-9a-f]1{4}-[0-9a-f]1{4}-[0-9a-f]1{12}]
A[a-zA-Z0-9]1[a-zA-Z_\\-0-9.:]1*[a-zA-Z0-9]+",
"minLength": 1,
"maxLength": 128

}
1,
"additionalProperties": false
}
},
"additionalProperties": false
},
"DataType": {

"description": "An object that specifies the data type of a property.",
"type": "object",
"properties": {
"allowedValues": {
"description": "The allowed values for this data type.",
"type": "array",
"minItems": O,
"maxItems": 50,
"uniqueltems": false,
"insertionOrder": false,
"items": {
"$ref": "#/definitions/DataValue"
},
"default": null
},
"nestedType": {
"description": "The nested type in the data type."
"$ref": "#/definitions/DataType"
},
"relationship": {

"description": "A relationship that associates a component with another
component.",
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"$ref": "#/definitions/Relationship"
1,
"type": {
"description": "The underlying type of the data type.",
"type": "string",
"enum": [
"RELATIONSHIP",
"STRING",
"LONG",
"BOOLEAN",
"INTEGER",
"DOUBLE",
"LIST",
"MAP"
]
1,
"unitOfMeasure": {
"description": "The unit of measure used in this data type.",
"type": "string",
"pattern": ".*",
"minLength": 1,
"maxLength": 256
}
1,
"required": [
"type"
1,
"additionalProperties": false
},
"PropertyDefinition": {
"description": "An object that specifies information about a property.",
"type": "object",
"properties": {
"configuration": {
"description": "An object that specifies information about a property.",
"patternProperties": {
"[a-zA-Z_\\-0-9]+": {
"type": "string",
"pattern": "[a-zA-Z_\\-0-9]+",
"minLength": 1,
"maxLength": 256
}
},

"existingJavaType": "java.util.Map<String,String>"
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},
"dataType": {

"description": "An object that contains information about the data type.",

"$ref": "#/definitions/DataType"
},
"defaultValue": {
"description": "An object that contains the default value.",
"$ref": "#/definitions/DataValue"
},
"displayName": {
"description": "An object that contains the default value.",
"$ref": "#/definitions/DisplayName"
},
"isExternalId": {
"description": "A Boolean value that specifies whether the property
from an external data store.",
"type": "boolean",
"default": null
},
"isRequiredInEntity": {
"description": "A Boolean value that specifies whether the property
required.",
"type": "boolean",
"default": null
},
"isStoredExternally": {
"description": "A Boolean value that specifies whether the property
externally.",
"type": "boolean",
"default": null
},
"isTimeSeries": {
"description": "A Boolean value that specifies whether the property
of time series data.",
"type": "boolean",
"default": null
}
I
"additionalProperties": false
I
"PropertyDefinitions": {
"type": "object",
"patternProperties": {
"[a-zA-Z_\\-0-9]+": {

ID comes

is stored

consists
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"$ref": "#/definitions/PropertyDefinition"
}
},
"additionalProperties": {
"$ref": "#/definitions/PropertyDefinition"
}
},
"Property": {
"type": "object",
"properties": {
"definition": {
"description": "The definition of the property",
"$ref": "#/definitions/PropertyDefinition"

I
"value": {
"description": "The value of the property.",
"$ref": "#/definitions/DataValue"
}
},

"additionalProperties": false
},
"Properties": {
"type": "object",
"patternProperties": {
"[a-zA-Z_\\-0-9]+": {
"$ref": "#/definitions/Property"
}
I
"additionalProperties": {
"$ref": "#/definitions/Property"
}
I
"PropertyName": {
"type": "string",
"pattern": "[a-zA-Z_\\-0-9]+"
I
"PropertyGroup": {
"description": "An object that specifies information about a property group.",
"type": "object",
"properties": {
"groupType": {
"description": "The type of property group.",
"type": "string",
"enum": [
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"TABULAR"
]
iy

"propertyNames": {

"description": "The list of property names

"type": "array",
"minItems": 1,
"maxItems": 256,
"uniqueltems": true,
"insertionOrder": false,
"items": {
"$ref": "#/definitions/PropertyName"
},
"default": null
}
.
"additionalProperties": false
.
"PropertyGroups": {
"type": "object",
"patternProperties": {
"[a-zA-Z_\\-0-9]+": {
"$ref": "#/definitions/PropertyGroup"
}
},
"additionalProperties": {
"$ref": "#/definitions/PropertyGroup"
}
},
"Component": {
"type": "object",
"properties": {
"componentTypeld": {
"$ref": "#/definitions/ComponentTypeId"
},
"description": {
"$ref": "#/definitions/Description"
.

"properties": {

in the

property

group.",

"description": "An object that maps strings to the properties to set in the
component type. Each string in the mapping must be unique to this object.",

"$ref": "#/definitions/Properties"

1,
"propertyGroups": {
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"description": "An object that maps strings to the property groups to set in
the entity component. Each string in the mapping must be unique to this object.",
"$ref": "#/definitions/PropertyGroups"
}
},
"required": [
"componentTypeId"
1,
"additionalProperties": false
I
"RequiredProperty": {
"type": "string",
"pattern": "[a-zA-Z_\\-0-9]+"
I
"LambdaFunction": {
"type": "object",
"properties": {
"arn": {
"type": "string",
"pattern": "arn:((aws)|(aws-cn)|(aws-us-gov)|(\\${partition})):lambda:(([a-
z0-9-1+) | (\\${region})): ([0-91{12} | (\\${accountId})):function:[/a-zA-Z0-9_-]1+",
"minLength": 1,
"maxLength": 128
}
},
"additionalProperties": false,
"required": [

"arn
]
.

"DataConnector": {
"description": "The data connector.",
"type": "object",
"properties": {
"isNative": {
"description": "A Boolean value that specifies whether the data connector is
native to IoT TwinMaker.",
"type": "boolean"

},
"lambda": {
"description": "The Lambda function associated with this data connector.",
"$ref": "#/definitions/LambdaFunction"
}
I
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"additionalProperties": false

I
"Function": {
"description": "The function of component type.",
"type": "object",
"properties": {
"implementedBy": {
"description": "The data connector.",
"$ref": "#/definitions/DataConnector"
I
"requiredProperties": {
"description": "The required properties of the function.",
"type": "array",
"minItems": 1,
"maxItems": 256,
"uniqueltems": true,
"insertionOrder": false,
"items": {
"$ref": "#/definitions/RequiredProperty"
I
"default": null
I
"scope": {
"description": "The scope of the function.",
"type": "string",
"enum": [
"ENTITY",
"WORKSPACE"
]
}
},
"additionalProperties": false
},
"Entity": {

"type": "object",
"properties": {
"description": {
"description": "The description of the entity.",
"$ref": "#/definitions/DescriptionWithDefault"
I
"entityId": {
"$ref": "#/definitions/EntityId"
},
"entityExternalld": {
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"description": "The external ID of the entity.",
"$ref": "#/definitions/ExternalId"
},
"entityName": {
"$ref": "#/definitions/EntityName"
I
"parentEntityId": {
"$ref": "#/definitions/ParentEntityId"
},
"tags": {
"$ref": "#/definitions/Tags"
I
"components": {
"description": "A map that sets information about a component.",
"type": "object",
"patternProperties": {
"[a-zA-Z_\\-0-9]+": {
"$ref": "#/definitions/Component"
}
I
"additionalProperties": {
"$ref": "#/definitions/Component"

}
},
"required": [
"entityId",
"entityName"
1,
"additionalProperties": false
},
"ComponentType": {
"type": "object",
"properties": {
"description": {
"description": "The description of the component type.",
"$ref": "#/definitions/DescriptionWithDefault"
I
"componentTypeld": {
"$ref": "#/definitions/ComponentTypeId"
},
"componentTypeExternalld": {
"description": "The external ID of the component type.",
"$ref": "#/definitions/ExternalId"
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},
"componentTypeName": {
"$ref": "#/definitions/ComponentTypeName"
I
"extendsFrom": {
"description": "Specifies the parent component type to extend.",
"type": "array",
"minItems": 1,
"maxItems": 256,
"uniqueltems": true,

"insertionOrder": false,
"items": {
"$ref": "#/definitions/ComponentTypelId"
I
"default": null
I
"functions": {
"description": "a Map of functions in the component type. Each function's key
must be unique to this map.",
"type": "object",
"patternProperties": {
"[a-zA-Z_\\-0-9]+": {
"$ref": "#/definitions/Function”
}
},
"additionalProperties": {
"$ref": "#/definitions/Function”
}
},
"isSingleton": {
"description": "A Boolean value that specifies whether an entity can have
more than one component of this type.",
"type": "boolean",
"default": false
},
"propertyDefinitions": {
"description": "An map of the property definitions in the component type.
Each property definition's key must be unique to this map.",
"$ref": "#/definitions/PropertyDefinitions"
I
"propertyGroups": {
"description": "An object that maps strings to the property groups to set in
the component type. Each string in the mapping must be unique to this object.",
"$ref": "#/definitions/PropertyGroups"
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I
"tags": {
"$ref": "#/definitions/Tags"

}
},
"required": [
"componentTypeId"
1,
"additionalProperties": false
I
"EntityComponent": {
"type": "object",
"properties": {
"entityId": {
"$ref": "#/definitions/EntityId"
I
"componentName": {
"$ref": "#/definitions/ComponentName"
},
"componentExternalId": {
"description": "The external ID of the component.",
"$ref": "#/definitions/ExternalId"
},
"componentTypeId": {
"$ref": "#/definitions/ComponentTypelId"

I
"description": {
"description": "The description of the component.",
"$ref": "#/definitions/Description"
I
"properties": {
"description": "An object that maps strings to the properties to set in the

component. Each string in the mapping must be unique to this object.",
"$ref": "#/definitions/Properties"
},
"propertyGroups": {
"description": "An object that maps strings to the property groups to set in
the component. Each string in the mapping must be unique to this object.",
"$ref": "#/definitions/PropertyGroups"
}
},
"required": [
"entityId",
"componentTypeId",
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""componentName"
1,
"additionalProperties": false
}
},
"additionalProperties": false,
"properties": {
"entities": {
"type": "array",
"uniqueltems": false,
"items": {

"$ref": "#/definitions/Entity"

}

I

"componentTypes": {
"type": "array",
"uniqueltems": false,
"items": {

"$ref": "#/definitions/ComponentType"

}

},

"entityComponents": {
"type": "array",
"uniqueltems": false,
"items": {

"$ref": "#/definitions/EntityComponent"

I
"default": null

Here is an example that creates a new componentType called component

creates an entity called initial:

"componentTypes": [

{

"componentTypeId": "component.type.initial",

"tags": {
"key": "value"

.type.intial and
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1,
"entities": [
{
"entityName": "initial",
"entityId": "initial"
}
]
}
Here is an example that updates existing entities:
{
"componentTypes": [
{
"componentTypeId": "component.type.initial",
"description": "updated"
}
1,
"entities": [
{
"entityName": "parent",
"entityId": "parent"
.
{
"entityName": "child",
"entityId": "child",
"components": {

"testComponent": {
"componentTypeId": "component.type.initial",
"properties": {

"testProperty": {
"definition": {
"configuration": {
"alias": "property"
.
"dataType": {

"relationship": {
"relationshipType": "parent",
"targetComponentTypeId": "test"

},

"type": "STRING",

"unitOfMeasure": "t"

.
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"displayName": "displayName"

}
}
}
}
1,
"parentEntityId": "parent"
}
1,
"entityComponents": [
{
"entityId": "initial",
"componentTypeId": "component.type.initial",
"componentName": "entityComponent",
"description": "additionalDescription",
"properties": {
"additionalProperty": {
"definition": {
"configuration": {
"alias": "additionalProperty"
},
"dataType": {
"type": "STRING"
1,
"displayName": "additionalDisplayName"
1,
"value": {
"stringValue": "test"
}
}
}
}
]
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AWS loT TwinMaker data connectors

AWS loT TwinMaker uses a connector-based architecture so that you can connect data from your
own data store to AWS loT TwinMaker. This means you don't need to migrate data prior to using
AWS loT TwinMaker. Currently, AWS loT TwinMaker supports first-party connectors for AWS loT
SiteWise. If you store modeling and property data in AWS loT SiteWise, then you don’t need to
implement your own connectors. If you store your modeling or property data in other data stores,
such as Timestream, DynamoDB, or Snowflake, then you must implement AWS Lambda connectors
with the AWS loT TwinMaker data connector interface so that AWS loT TwinMaker can invoke your
connector when necessary.

Topics

+« AWS loT TwinMaker data connectors

« AWS loT TwinMaker Athena tabular data connector

» Deve