aws

User Guide

AWS OpsWorks

API Version 2013-02-18

Copyright © 2024 Amazon Web Services, Inc. and/or its affiliates. All rights reserved.



AWS OpsWorks User Guide

AWS OpsWorks: User Guide

Copyright © 2024 Amazon Web Services, Inc. and/or its affiliates. All rights reserved.

Amazon's trademarks and trade dress may not be used in connection with any product or service
that is not Amazon's, in any manner that is likely to cause confusion among customers, or in any
manner that disparages or discredits Amazon. All other trademarks not owned by Amazon are
the property of their respective owners, who may or may not be affiliated with, connected to, or
sponsored by Amazon.




AWS OpsWorks User Guide

Table of Contents

WHhat IS AWS OPSWOFKKS? ...iiiiiieeeennniiiiiieceiiiienenssssssssssssessssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssss 1
AWS OPSWOTKS SEIVICES ...uoeueereeeteeteeeeteeetecte e stesteste s e e e e sae s e saesbestestessassesssessessassesansassassassesssensassensansan 1
AWS OpsWorks for PUppet ENtErPriSe .....cccceeeeeeciiiiieeceiiinneeeessnsssssssseccsssssssssssssssssssssssssssssssssssssssses 4
Region Support for OpsWorks for PUppet ENTEIrPriSe ......cceceeeeeeeeeeeeeetetectectecte e eene s nnens 5
g o B0 A I <IN YO LSRR 6
How will existing customers be affected by this End of Life? ..o, 6
What happens to my servers if | don't take any action? ... 7
Is AWS OpsWorks for Puppet Enterprise accepting new customers? .........cccoceeveeeeveeceeceecveceennenn 7
Will the End of Life affect all AWS Regions at the same time? ........ccoeveevecieviececenereceeeeeee 7
What level of technical support is available for AWS OpsWorks for Puppet Enterprise? ......... 7

| am a current customer of OpsWorks for Puppet Enterprise and | need to launch a server
in an account which was not using the service previously. Am | able to do this? ....................... 7
Will there be any new feature releases for AWS OpsWorks for Puppet Enterprise? .................. 8
GELEING STArTEA ...ttt e st e e et st e st e st et e st e b e s sa e e e e et et et antassansassnennanes 8
PrErEQUISITES .eeeeiteeieeteectertee ettt st e e s re e st e s sae s s e e s sae e st e s aeassaesssa e st assseasssesssaesssessseessaessseenseans 8
Create @ PUPPEL MASTEN ...ttt ettt s e st e s sae st e s sae st e s sae s saessseesanessaeassaesnns 13
FiNISH CONFIGUIAtION ..ottt e e et et sa e st ssesae e e e e e a e s et e sanes 25
Add NOAES t0 MANAGE ..ottt e e e et e tesbe st e s te e e s e e e ess et e saestessassassassasssansansans 29
Sign in to the Puppet ENterprise CONSOLE .....ciiieieieieetecteecee ettt sa e saesaenan 32
Optional: Use Cod@COMMIUL ......cciiieieietececeeee ettt steste st e e se e e e e e s et e saestessesaessassssssesaensensansans 37
Create a Puppet Master in CLoUdFOrMAation ........cocoeoeiieieieieeesecee ettt e e neeens 44
PrErEQUISITES .eeeeeiieeieeteece ettt ettt s sttt s e e st e s sae s sae e s b e s sse e s saesssaesssesssaesssasssaesssessssenssessseesssesnses 45
Create a Puppet Enterprise Master in AWS CloudFormation .........cccceceveveneneeceeceeceeceeceeceecnnns 45
Update a Server to Use @ CUuStOmM DOMAIN ....cccieiiiecieceeeceeeeeesee e steste e e e e e e s e saesaessessesse e e snnennan 51
PrErEQUISITES oottt ettt s sttt s st e st e s sae s s st e s b e s seessaesssaesssesssaesssassaesssasssaenssessseasseensses 52
LIMMIEQEIONS ettt ettt a e st a e et b e st e st s s e st et e snessaesstennas 52
Update a Server to Use @ CUuStom DOMQIN ...c.coiiieieieiecieseceeee ettt sae e ese e sa s sae s 53
SEE ALSO .ttt sttt et sttt et et ettt e s b et et e R et et e e se st et e sesae s e e eaessentenans 57
WOTK WILH TAGS ettt ettt st e st e st e e s e e e e e e e et e st e bessessassassnenaesnanes 57
How Tags Work in AWS OpsWorks for Puppet ENterprise .......oeoeveeceeceeciecieneneseeeeeeeeceennns 58
Add and Manage Tags in OpsWorks for Puppet Enterprise (COnsole) ........ccccoeveeeeeeveeceecnennene 59
Add and Manage Tags in OpsWorks for Puppet Enterprise (CLI) .ccoeeveeeeeeeciececeeeeeceeeceeeenee. 62
SEE ALSO .ttt sttt et sttt et et ettt e s b et et e R et et e e se st et e sesae s e e eaessentenans 67
BACk UpP aNd RESTOIE SEIVEIS .....eeeeeeeeeeeeeetetetetestestee ettt estestestessesse e e e s s s e sae st essessessassessassssnnansanes 67

API Version 2013-02-18 iii



AWS OpsWorks User Guide

Back Up an OpsWorks for Puppet ENterpris@ SEIVEr ... eeeeeeeeieceectecteseseeee e e s sse s 68
Restore an OpsWorks for Puppet ENterprise SEIrVEr .......ieeeeeeeeeeceetectectese e seessennens 71
SYSTEM MAINTENANCE ....eeeeeieeectetecteee ettt et e st e e sae e s e e s s e s s sae s sae e s b e e sesssaessaesssassseasssesssaennees 73
Configuring SYyStemM MAINTENANCE .......ccveieieeecee ettt a et et esae e se e e e s e e e e e aanes 74
Starting system maintenance on demMand ... 76
Restoring custom configurations and files after maintenNance ... 77
Add Nodes AULOMALICALLY ..c.eceeeeeeeeeeee ettt e st e e re e e e a e e e saesaanes 77
Step 1: Create an IAM Role to Use as Your Instance Profile ..., 78
Step 2: Create Instances by Using an Unattended Association Script ......ccccceveeveeverceeveecvevennee. 79
REMOVE NOUES ...ttt ettt ettt st et e s et et s et e e s st et e e s s astestesassentesassensessssesassenans 80
SEE ALSO .ttt ettt sttt et e st et s b et et e R et et e se st et e s e s se e et eaessentenans 81
DeElete @ PUPPEL MASTLEN ...ttt ettt st et e e e et sttt e s ae e s e e e e e e a et enaansanns 81
Step 1: Disassociate Managed NOAES ...ttt te e s aeaenes 82
StEP 2: DELELE thE SEIVEN ..ttt et sttt e st s e e e e e e e e b e s tasaannas 82
SEE ALSO .ttt ettt ettt e s be st et e s et et e se st et e s e e ae s e st eaensentenans 83
Migrate a Puppet Server t0 AmAzon EC2 ...ttt esee st sseessaessseessaesssaesssessseessssssnns 83
Step 1: Contact Puppet to purchase @ liCENSE ......uiieieieeeeee ettt 84
Step 2: Get details about your OpsWorks for Puppet Enterprise Server .........ccceceeveeveeeeeennene. 84
Step 3: Make a backup of your OpsWorks for Puppet Enterprise server .........ccoceeeeceecvecveenenee. 85
Step 4: Launch @ NeW EC2 INSEANCE ...c.veveieieeeeeeeeeetete ettt e e e st stestesse e se e e saeaesaesaannas 85
Step 5: Install Puppet Enterprise on the new EC2 iNStanCe .....cccoveeeeeceeceeceeceececeeeeeeeeeeeenen 87
Step 6: Restore the backup on the new EC2 inStance ......cooeeeeeeeeceeceeciecececeeeeee e 87
Step 7: Configure your PUPPEL LICENSE .....ceeeeeeeeeeeceteeeetee ettt sae e sae e 88
Step 8: MiIgrate YOUI NOES ..ottt ettt tesae s e et e st e sae s s e s se s e e se e e et esensasanes 88
Step 9: Delete your OpsWorks for Puppet ENnterprise Server ... ececeecececeseeeereenennns 90
USING AWS CLOUATIQIL oottt tete st e st stesteste e e e e e et et e besaassessessesnnennansanes 91
OpsWorks for Puppet Enterprise Information in CloudTrail .......cccoveieieoieoeieieeceeeeeeeeeees 92
Understanding OpsWorks for Puppet Enterprise Log File ENtries ........ccoceeeeeveeeeveceeceeeenenen. 93
TrOUDLESNOOTING .ottt e s te st e e e e sa e st et e st e st e s s e e se e e e see e e tansassansasassassasneans 95
General troubleShOOtiNG tiPS ....ccvcciicieeececec ettt st st e e e e e e e e e aesaanrans 95
TroubleshOooting SPECITIC EITOIS ...ttt e s te e s e e e e aentens 96
Additional help and SUPPOIT ...ttt ettt te s e se e e e e e e saesaenaans 100
AWS OpsWorks for Chef AUtOMAte ......ccceeeeeeeciiiiiiiiiiiiinnneennniiiiiiieeiineesssssssssssssssssessssssssssssssssses 102
Region Support for AWS OpsWorks for Chef Automate ... 105
ENA OF LIFE FAQS ettt sttt e e sasecs e st s e beesasesbsesssesassessnesnssesssaenssesssesnseesnsens 106
How will existing users be affected by this End of Life? ..., 106

API Version 2013-02-18 iv



AWS OpsWorks User Guide

What happens to my servers if | don't take any action? ..., 107
What alternatives can | transition tO7? ...ttt sre e 107
Is the service still accepting NeW CUSTOMEIS? ... neaens 107
Will the End of Life affect all AWS Regions at the same time? .........ccoceeeieienenecrecieceeee, 107
What level of technical support is available? ... 107
| am a current customer of OpsWorks for Chef Automate and | need to launch a server in
an account which was not using the service previously. Am | able to do this? ...................... 108
Will there be any major feature releases over the next year? ........cccceceeeveveeveceeeeveeseecnene. 108
Upgrade to Chef AUTOMAtE 2 ...ttt ettt s a e a e a e e aan 108
Prerequisites for Upgrading to Chef AUtOmMAate 2 ... 108
ADOUL the UpPGrade PrOCESS .....cceeieieieteciecestestee et te st stesse s e s e e e s saesaesaesse st e s e ssesaenaasaensensanes 109
Upgrade to Chef Automate 2 (CONSOLE) ....ceeeeiecieceeceeeeeetete et saesaeste e ae e ennens 109
Upgrade to Chef AUtomate 2 (CLI) cucveoeeeeeeeeeeeeeee ettt a e sae s 110
Roll Back an AWS OpsWorks for Chef Automate Server to Chef Automate 1 (CLI) ............... 111
SEE ALSO .ttt ettt ettt sttt e e e ettt e b et e s et et et et et erente e eneene 112
GELEING STArTEA ...ttt te ettt e s te st e st e e s e e s e s e e s et estestasbessaeseenaensanean 112
PrErEQUISITES .ottt ettt sre s st e s s ae s s e e s st e e st e s sae s saessaeessaessaessaesssaesssesssessssessssennees 113
Create @ Chef AULOMAtE SEIVEN ...ttt ettt a e st es 115
Finish configuration and upload COOKDBOOKS ...t 129
Add NOAES 1O MANAGE ...ttt ettt et e s te s e e e s e e e e e saesbe st e saestassessaesnensensensanes 138
Sign in to the Chef Automate dashboard ... 145
Create a Chef Automate Server in CLOUdFOrMAtioN ......cccoevieirenienininentceseneste et eeeaens 148
PrErEQUISITES .eeeeiieeecttceteccterte ettt ettt re s st e s ae s s e e s e e e st e s saesssaeeaa e s st essseessaesssaesssassseesssessssennaes 149
Create a Chef Automate Server in AWS CloudFormation ........coccvevevievenenennnenenenesenenennens 150
Update a Server to Use @ CUStOM DOMAIN ......couiiiiieieiceeeteceseee ettt ste e se e n e sae s 157
PrErEQUISITES .eeeeiieeecttceteccterte ettt ettt re s st e s ae s s e e s e e e st e s saesssaeeaa e s st essseessaesssaesssassseesssessssennaes 157
LIMMIEQEIONS ettt ettt a e st a e et b e st e st s s e st et e snessaesstennas 52
Update a Server to Use @ CUuStom DOMAIN ......cceiieieieieiesececee sttt sre e eae e e s saesae s 53
SEE ALSO .ttt sttt et sttt et et ettt e s b et et e R et et e e se st et e sesae s e e eaessentenans 57
Regenerate the StArter Kit ...ttt st e e nenens 163
Regenerate the AWS OpsWorks for Chef Automate starter kit with the AWS CLI ................. 163
WOTK WILH TGS oottt et sa et et s e s e e e s e e e et e st e stebassesseeseeseenaensanes 164
How Tags Work in AWS OpsWorks for Chef AUtomate ......cccoeeeeeeeeeeciececeececeeeeeeeenne 166
Add and Manage Tags in AWS OpsWorks for Chef Automate (Console) ......cccoeeeeeeveeennnen. 167
Add and Manage Tags in AWS OpsWorks for Chef Automate (CLI) ....ccceevevvecrececececeeeeeenene 169
SEE ALSO .ttt ettt et s e e e e e b et et et et a et et et et e e ere b et eneene 174

API Version 2013-02-18 v



AWS OpsWorks User Guide

BACK UP @Nd FESTOIE SEIVELS ...ttt steete s e te e e e e s s et e sae st e sessessessssseesaensensansansansans 175
Back Up an AWS OpsWorks for Chef Automate Server ... et 175
Restore an AWS OpsWorks for Chef Automate Server ... 178

SYSTEM MaAINTENANCE ....eeiiiiteecterer ettt st et e st e s s e e st e s saeesste s st essaessseesssasssaasssessssesssesssaanns 179
Ensuring nodes trust the AWS OpsWorks Certification Authority .......cceeeeeeeeeneneececeeene. 181
Configuring SYyStem MAINTENANCE .....c.cceeieieeeecececeee ettt e s et esa e be s e s e e e e e e nennan 182
Starting system maintenance on demMand ... 184
Restoring custom configurations and files after maintenance ..........ccovvecececeeecececeeceenne 184

COMPLIANCE SCANS ettt ettt et s e e e e e e e et et et e s ae st e s s e sseesaess e s et ansassassassesssessensensansansansans 185
Compliance in Chef AUtOMAtE 2.0 ...ttt a et saesae e s a e e nens 186
Compliance in Chef AULOMAE T.X c ettt s sa e e 194
Updates t0 COMPLIANCE ...ttt ettt ste st e st e e e e e e sae e e st e st e bessessa e e ssne s essensanean 200
Community and Custom Compliance Profil@s ... 200
SEE ALSO .ttt sttt ettt et a e e e bt e b et et e s et et e et et et erate s enaene 200

REMOVE NOAES ...ttt ettt sttt et s st e st et s e st e st e e sbe st e e ssesbe st ssassasseseesansestesssansenssanes 201
RELATEA TOPICS ettt te e ettt e st e st e st e e s e e e e e et et e ba st e sassassassaessansansansan 202

Delete @ Chef AULOMAtE SEIVET ...ttt sttt sttt s se st et s e s sasaesassens 202
Step 1: Disassociate Managed NOAES .........cceceeieiiieeecee ettt e et saesaesaessens 203
StEP 2: DELELE the SEIVEN ...ttt te et esaesae st esse e e e e s a e s eaanaans 203

ReSet Chef Crad@ntials ...ttt sttt sae st e s a s sassans 203

USING AWS CLOUATIQIL ettt ettt steste e st e re e e e s e s e s et e st e s se s e sassa e e ssaenaanaensanean 205
AWS OpsWorks for Chef Automate Information in CloudTrail ........cceeeveevecrecieneneceeeeeeeeee 205
Understanding AWS OpsWorks for Chef Automate Log File ENtries ........ccceveeveveeveeveeceecnenene 206

TrOUDLESNOOTING ..ottt e et st e s ae st e et e s se e e e e e e et e st e stessessaeseensensansansans 208
General troubleShoOtiNg tiPS ....cveveiiieeececeer ettt st a e et nes 209
Troubleshooting SPECITIC EITOIS ...ttt e et a e ae s 209
Additional help @and SUPPOIT ...ttt ste s e e e e e e e saesaenaans 216

Security in AWS OpsWorks Configuration Management (CM) ........cceiiiiiiiiiinnnnnnnnnecssscccccnenennes 218

DAta Prot@CLION ..ottt sttt st s a et s b st eeae s b et e sesnesnaesnas 219
Integration with AWS SeCrets Man@gEr .......ccceeicieiieieececeeee ettt saesae e se s eesaesaessansens 220

DAt ENCIYPLION ettt ettt et e st s e s st e s sae s ssa e s sae s sa e s aessseessbessaesssassseesssesssesseenseans 221
ENCrYPLION @t REST ..ttt ettt ssae s ae e s sa e s ae e s sae s sa e s b e s neassaessaessnans 221
ENCryPLion iN TranSIt c.eeeouiiiecectecrtestertestes sttt s sre s te st s te s se e s e e s saesssaessaessnesssassssessnsessaesssennns 221
KEY MANAGEMENT ...ttt st et e st e s ste s sae e s ae s sse e st e s aeessaessaaessaesssasssaassssesssesssaanns 221

Identity and Access ManNAgQEIMENT .......ccuecieieeiieieieteteste ettt e e aesaestestesaesse s e e e e e e s e s e aensessensanes 221
AUAIENCE ..ttt ettt et s b et s s b et et esa b et e e s s et et s sa b et esassasestesassansesessansensesanns 222

API Version 2013-02-18 vi



AWS OpsWorks User Guide

Authenticating With 1dentiti@s .......co oot st e st s ennens 222
Managing AccesS USING POLICIES .....ccueuiiieeeeeceeeetetetetete et estesaesre s e s e e s e e nesaenens 226
How AWS OpsWorks CM Works With TAM ...ttt sa et 228
Identity-Based PoLliCy EXAMPLES ...ttt e e sa et st sae e s se e e sn e sae s 233
TrOUBLESNOOTING ...ttt te e e ettt e st e st e s be s e e sa e e e e e a e s entanean 237
AWS MANAGEA POLICIES .cveereeeeeietetetesteceeee ettt et steste s e e e e e e s et e st e stesaessessasse e e essesaansesansansanses 239
Cross-service confused deputy prevention in AWS OpsWorks CM .......ccceeeeeveeeeceeceeceecnenens 247
INtErNEtWOrK TraffiC PriVACY ..ottt ettt te s ae e a e e s b saaaans 250
Logging and MONITOIING ..cueeuieieeeiceeeeee ettt ettt te st e st e s e e e e e e s et e sae st e saessessessaeseessennensansans 251
ComMPLIANCE Valid@tion ...ttt te e e e e s et st e s ae st e s sa e e eseennesaaneans 251
RESILIEICE .ottt sttt sttt ettt s st et et e b et et e e b et esa s s et e e esassastesaesanseneans 252
INFrAaStrUCTUIE SECUIILY oottt sttt e st et e s e e e e e e e s et e stesaassessasnnesaanaans 252
Configuration and Vulnerability ANQLYSIS ......cccueoeeeeeeeeeeeeeteeees ettt 253
SECUNITY BESE PraCliCeS ...uuiiiiieieeeetete ettt sttt ettt e s sve st e s st s s sae s sse e st e s saesssaessaessnassanesssenans 253
AWS OPSWOKKS STACKS ..ouiiiiiiiiinnennnnniiiseeecieninneessssssssssssssessssssssssssssssssssssssssssssssssssssssssssssssssssssssne 255
STACKS vttt ettt ettt ettt ettt et ettt et e a e bRt eae b et et b et et e s et et e e s et et esenbe st eneene 258
LQYEIS ettt et te st et e e st e et e s ae e st e s s ae e s e e s b e et e e b e e e st e e s e et e e bt e st e e e e e e e e e ae e st e e s e e st e e aeeesteeaaaaees 259
Recipes and LIifECYCLE EVENTES ...ttt ettt ste e e s e sae st e st e s basbasseesaennennan 259
INSTANCES ...ttt et a e st e s e a e st e et e st st e et e s s e et e et e st st esat e st e b e st e esesbesntes 260
AAPPS ceterrtieteitteste ettt st e e st e st e st e st e e b e s et e a e e st e e et e et e et e et e e et e s e e e s e e Rt e e be et e e s e e b e e aeeesae e saesaaeeraanns 261
CUSEOMIZING YOUE STACK ..ottt ste e e e e e et e s tesae s e e seese e e e e e s e stessessassassnsnnenaennans 262
RESOUICE MaNAGEIMENT ......oiiiiiieieeteeteesteete et sre et e s sre e st e s s ae s st e s sae e s e essaeesssesssaesssessseesssesssassssesssaanns 263
SeCUrity aNd PEIMISSIONS .....ccuioiiiieieieteeetectece e e et e saestestesteste e e e e e s et et e sestessassassessassaensensanean 263
MONItOriNG ANA LOGGING oottt ettt et et estestesse s e e e e e e s essesaestesaassassessessesssensensansans 263
CLI, SDK, and AWS CloudFormation TEMPLAtES .....c.cceeeeerieeeeceecececeseeeete et ennens 264
ENA OF LIF@ FAQS ettt ettt ettt eae e sasecss e e s s e ae s sasesassesasesassesssesassesssassssesssesnssennnens 264
How will existing customers be affected by this End of Life? ..o, 265

Is AWS OpsWorks Stacks accepting NEW CUSLOMEIS? ......cceoeevevereeeeeereecteceeeresreetee e e e e eaesaenns 265
Where should | migrate my existing Stacks t0? ... 265
Will the End of Life affect all AWS Regions at the same time? ..., 266
What level of technical support is available for AWS OpsWorks Stacks? ........ccccceevevvecvennenee. 266
Will there be any new feature releases for AWS OpsWorks Stacks? .......ccoeveeeeeeceeeeceeeennene 266
Migrating your applications to Systems Manager Application Manager ........cccccceeeeveeereeeennenen. 266
HOW the SCIIPT WOIKS ...ttt teeve e et et esae st e sbasse s e e e e e e a e s e tantenaanes 267
PrErEQUISITES .ottt ettt s st e e s ae s s st e s sa e s s e e s s be e saessa e s st esssesssaesssaesssassseesssessssennnes 267
LIMMIEQEIONS ettt ettt st st a e et et b e s b e s st s se s b e et e sessbe s st sssasananne 268

API Version 2013-02-18 vii



AWS OpsWorks User Guide

GELEING STAMTEA .ottt e e e ettt e st e s b e st e e se e e e se e e esesaasaassassassaesaaneans 269
FAQ oottt sttt sttt ettt e et b et e e e et et et b et et e e ae e e e e R et et e aeesentesasaetenaen 284
TrOUBLESNOOTING ...ttt e e e e e st et e st e s aesbe s e e sa e e e e e s et entaneas 296
GELEING STArTEA ...ttt a et e st e st e st e st e e b e e e e e e b e aestestasbessaeseenaenaanean 297
REGION SUPPOIT ..ttt sttt te s sre e st e e re e s bessse e s e e s saessaesssa e bessseasssesssaesssessseasssensnes 298
Getting Started: SAMPLE ...ttt et a e b nes 299
GEttiNg STArteA: LINUX cueoiieeeeeeeee ettt ettt st e ste s e e e e e e s e saesae st e s aassessessaesnensansans 319
Getting Started: WINAOWS ...ttt sttt et esae s s s se s e e e e s e saeaanas 350
Getting Started: COOKDOOKS ...ttt te st s re st e nea e ae s 384
BEST PraCliCeS ...ttt ettt s b st b et ae s b st e st et e st e st s b e st e neeane 418
ROOT DEVICE STOMAGE ..ottt sttt et et e s e s se e s sae s s e e s ae s s st e s sbe s st asssesssaesssassseasssesanes 418
Optimizing the NUMDEr Of SEIVEIS ... ettt nan 421
MaNAGING PEITNISSIONS .....cieiiiiiieiieeiieieieeiteesteesteeseessseestesssessssessseesseesssessssesssessssesssessssesssessssesssessses 423
Managing and Deploying Apps and COOKDOOKS .........ccccveiieiinerereceeeeeetetee s 426
Packaging Cookbook Dependencies LOCALLY ......ccccoeeeeieieciecieceececeeeeeeeete et 435
STACKS vttt ettt ettt ettt ettt et ettt et e a e bRt eae b et et b et et e s et et e e s et et esenbe st eneene 440
Migrate stacks from EC2-ClasSiC ...ccoviiieviicieiiecieeeeeeeeeetete et ste e se e e e e st sa e tesaesse s e s e e s enennens 441
Create @ NEW STACK ..oouiveiieieete ettt ettt sttt e st sttt e s b et et s e sae s e e ssassenaenas 444
RUNNING @ STACK iN @ VP ...ttt te et sa e sttt e st e s s e s e e e e s s e e s aa st e banas 452
UPALE @ STACK ettt te e a e et e st st e s s e e e e e et et e b e tesassaeseenaenean 463
CLONE @ STACK ettt st ettt et ettt e e b et e e s aabe e eseaans 464
RUN Stack COMMANGS ....oouiiiiiiieieeresteteesest ettt et se st et e st et s et et e e sse st e e ssasse st ssessassesassensensens 466
USING CUSTOM JSON ..ottt ettt s et e s sre s e e s sae e st e s sae s saessaessseasssesssaesssassssasssesssaesnsens 469
DELELE @ STACK ..ottt ettt ettt et a et e st et et et e s b e s e e e aesaentenaen 472
LQYEIS ettt et te st et e e st e et e s ae e st e s s ae e s e e s b e et e e b e e e st e e s e et e e bt e st e e e e e e e e e ae e st e e s e e st e e aeeesteeaaaaees 476
OPSWOIKS LAYEI BASICS ...vecveeieriieiieieieietestestestestee e e eeeeaesaestessessessessesssesessessessassessessassessesnsensensansen 477
Elastic Load BalanCing LAYEI ...ttt stesteete e e s e saesaesaessesse e e s e s e s e s eaasaanns 493
AMAZON RDS SEIVICE LAYEN ..uutiiiiieeeitieteeceteste st este et estessaeessaessaessssessssesssesssnasssessssssssessseesssesanes 498
ECS CLUSEEI LAYEKS ..ottt ettt e testeste s e e e e e e e s saesae st et e ssessesse e e esassaessansensensansassesssssesssenean 504
CUSTOM LAYEIS eeeeitieeeieeeteestteste st ssteesaeesaessaessstessae e st e sssesssaesssaesstasssesssaessseesseesssesssaessseessaesssennn 510
Per-layer Package INStallations ...ttt sb et 511
INSTANCES ...ttt sttt st e e e st ae s se e b e s at e e b e s se e e e e s at e s saesanes 513
Using AWS OpsWOorks Stacks INSEANCES .....cceoueeeeieieieeeeetesesee ettt saesve e e e e nnens 514
Using Computing Resources Created Outside of AWS OpsWorks Stacks .......ccccceeeveveecvenennee. 574
Editing the Instance ConfigUIration ...ttt 620
Deleting AWS OpsWorks Stacks INSTANCES ......ccueeuerieieieieesecee ettt aesaesaeaens 622

API Version 2013-02-18 viii



AWS OpsWorks User Guide

LOGGIiNg IN WIth SSH ..ottt ste s te s e e s e s e s e sae st e sbesaassassassnennannans 624
LOGGIiNg IN WIth RDP ...ttt ettt e ste s et e e e e et et e st e st e st e s e e e e e e a et e s entanaanes 627
AADPPS ceteeittiiteiiteste ettt s st e s st te st e st e e st e e b e st e e a e e st e e bt e s st e e a e e e Rt e e a e e s e e e s e e st e et e et e e ae e st e e se e st eesaesaaesraans 632
iV [ [ 0 Ve Y o] LIRSS 633
DEPLOYING APPS ceveureriieiresieeeeeeitetestestestessessessessaesassessessessassessessessssssessessensassassessassesssessessensessassassans 640
o [ a1 T Y o] o 13O EEU RO URSRTRSRS 644
ConNECting t0 @ DAt@base ..ottt st a s 645
Using ENVIroNmMent Variables ...ttt saesaesae e an s snnens 647
Passing Data tO APPLICAtIONS ...ttt st sa e se e e e neneneens 649
UsSiNg Git REPOSITOrY SSH KEYS ....ueeiiiiiieititeertecteesit e st esressreeseessaesssaesssaesssessseesssessssesssessseens 652
USIiNG CUSEOM DOMAINS ..ottt estessressteeseeestesstesssaessse s st e ssaesssaessaessssasssesssaesssessssesssesnne 653
USING SSL ettt ettt te st s st e s sae e s e e s sae e s b e s saa e st e s saa e s st e s sa e sseessaesssesssasssessseesssassseesseesnses 656
COOKDOOKS @NA RECIPES ...ttt ettt ettt e te st e sae s e e e e s e e s et e st e aa b e seeseeseenaenaansensansanes 664
COOKDOOK REPOSITOMIES ...cveeeierireteciesieseeeeeetetete e stesteste s e e e e e e e s stesaestestessassessessessesssensensensansansans 665
CRET VEISIONS ..ottt sttt ettt s st et s s b e st e s sasae st esasbastenassansensessssansenees 669
RUDY VEISIONS ...ttt ettt e testestestesteste s e e e s et e st e be s e s sassessaesa e s esaessansansansassessassasssensansanes 687
Installing Custom COOKDOOKS ...ttt saesaeaens 689
Updating Custom COOKDOOKS ........ccuiiiieeeeeeeeeeeeete ettt sa et steste s a e saesaeaenas 692
EXECULING RECIPES .ottt ettt e sve s st e s sae e st e s ae s st e e sae e saesbasssaesssasssaasssesssaesnsasssenns 695
RESOUICE MaNAGEIMENT ......oiiiiiieieeteeteesteete et sre et e s sre e st e s s ae s st e s sae e s e essaeesssesssaesssessseesssesssassssesssaanns 703
Registering Resources With @ Stack ... 705
Attaching and MOVING RESOUICES .......cuivicieeereceeecectetetecte e stesve s e e e e s e saesaessessessesseesaesnenaensans 710
DEtAaChiNgG RESOUICES ....ueveieeeeeeceeteteteste sttt ettt s testesteste s e e s e e e e e s e st et e sassassessaessenaesaansensansanes 716
DEregiSteriNng RESOUICES .....cccviiiiirieeitirterrteeteestesstessseestessseesssesssessssesssessssesssessssessssssseesssessssesaens 718
TGS ettt ettt et e st et s s e e et e st e e st a e s b e e b e et e s b e et e e e At e e b e e e r e et e e a e e aeeea e et e e st e e teesraeeteeseasnraanne 721
Setting Tags at the StACK LEVEL ..ttt n e e saeaens 722
Setting Tags at the LAYer LEVEL ...ttt ettt st a e a e ae e aan 724
Managing Tags With the AWS CLI ...ttt sae e e s e ss e saesaenan 726
TG LIMUEATIONS .ottt ettt s st e s re e st e s sae e s e e s aaessaessaaessbasssaessaassseassaanane 727
MORNIEOTING .eviiiiieieiteeeeeteese ettt e st e st e e sae e st e s aeessaeesaeessae s saesssessseesstesseesssassssasssessseesssessstesssenssaensees 728
Using AMAzon CLOUAWALCR ...ttt sae s tesaesae s e an e nnens 728
USING AWS CLOUATIQIL cueriieeteteteteetecee ettt ste e veete et e e s e e sa et e s e bassessee e s e e e esaeaensansansans 740
Using AmMazon CLoUdWAtCh LOGS ...ttt ettt sae e ns 743
Using AmMazon CloudWatch EVENTS ...ttt ettt st as 748
SeCUrity aNd PEIMISSIONS .....ccuioiiiieecietetecte et rte st e te st e stesae e e e e e e et et e sestesassassassasssensensanean 749
Managing USer PerMUSSIONS ....cc.cieiiiiiiriiintenireestensiesseessreestesssessssesssessssesssessssessssssssesssessssssssssssees 751

API Version 2013-02-18 ix



AWS OpsWorks User Guide

Allowing AWS OpsWorks Stacks to Act on Your Behalf ..., 775
Confused deputy PreVENTION ...ttt et e te e s e e e e e e s e stesaanan 780
Specifying Permissions for Apps Running on EC2 iNStanCes .......cccecveveevereneeeeceeceeceeseecaesrennens 784
MaANAGING SSH ACCESS ...uuviirieiiticteetecrtee et e st este s st e steesaeesaessseestessaeasssessssesssessseesssessssessaesssaanns 788
Managing SeCUNtY UPAAtes ...ttt ste et sa et e saesteste s e se s s e s e aeaens 796
USING SECUMTY GFOUPS uvviireieieerieeiteicteeiteestesssessssessseesseesssessseesssessseesssessssesssessssesssesssaesssessssesssessses 798
CRET T2 LINUX ettt ettt stet et st st s e st et s e s s e st et s et et e e st et e e s sesbesassastensessssassesssansensans 801
OVEIVIBW ...ttt sttt et s e s st st st et s b e et e e st s b e st e e st e b e et e e st s be st e st s saesbe st essesasestensasnns 801
MOVING £0 CRET T2 ettt te e e ettt e e st e e sa e e e e e s et e aasbassassnesnanes 802
Supported Operating SYSTEIMS ...t saestestesse e e e e e e e e e s e saesaeneans 804
SUPPOrtEd INSEANCE TYPES ittt ettt testeste s e s e e e s et e besbeste st e s e sseesaenaansensansanes 804
MOFE INFOIMATION ..ottt ettt et et s s e st e s e st et s sasae st enassassenaesans 804
MOVING tO DAta BAgS ..uviieiiiiiiieeieicterieecteere st esre s st e s tessreestessssessaesssassssessssesssessssssssessssesssessenns 805
Previous Chef VEISIONS ..ottt ettt e sttt s et et s e st et e e sse st e e ssasse s ssassassessssessensens 807
Chef 11.10 and Earlier Versions fOr LINUX .....c..cocciirenirenenenieenentenesessensesessessesesessessessssessessens 807
Using AWS OpsWorks Stacks with Other AWS SErvices .......ccuceeeveeveeereereeceetecrecese e e e 1235
Using @ Back-eNd Data STOIE ...ttt ettt stesve s e e s sa st e saesaessesse e e snnens 1236
ELAStiCaChe REAIS ...cuveuieeeeeeectetets ettt ettt ettt b e e s saa e e ne 1245
Using an AMAzZon S3 BUCKET ...ttt cte e te e e se st e st e aessesse s e e e s s enennans 1259
Using AWS CodePipeline with AWS OpsWorks Stacks .......cccceceeeeerereereeceeceeceeceseseeeeeenen 1273
Using the AWS OPSWOIKS STACKS CLI .....cviieieieieeeeeeeeteteteie et ae st steste s e se s a e aesaesae s 1335
Create an INSTANCE ...ttt ettt ae st s s st e st s ae et e s e s ne s e enes 1337
D L=T o] (o) VAT o [ A o o PSSO O USTTRS 1340
LIST APPS cevteeteieieritinteereesteesteestesssesseessseessaesssessssesssesssaesssessssessssesssessssesssessseesssesssaessessseesssessseessees 1342
LiSt COMIMANAS ...ttt sttt sttt st ettt e e s et et s e s s et e st ssasbestesessassenassenes 1343
LiSt DEPLOYMENTS ..ttt ettt ste st e s e e e e s re et et e st e st e saesseese e e e e e b entessassassasseennenaanes 1344
LiSt ELASTIC [P AQAIESSES ....uouirieiiirieietrerietetsestet ettt et saest et ssesse st e e sseste e s e ssesaesassassessssassassesans 1346
LIST INSEANCES ...ttt ettt a et s be st s st s se st e st e nesbe s st esnesnnanns 1347
LIST STACKS ..ottt ettt sttt sttt e st et s e st et e e st e st et s et et esassaste e snassensesans 1348
LIST LAYEIS ceeieeieeeeteecteeteerteeste s st eseessaeestesssesssaesssaesssessseasssessssasssassseasssesssassssessseesssessssesssessseessaennne 1350
EXECULE @ RECIPE ettt sttt te st e s st ssae e s ae s saa e s b e s st e s saa s sae s sa e st asssesssaesnnes 1354
INSTALl DEPENAENCIES ...ttt ettt ettt e s e et e e e e et e s et e st e saessasse e e e e esaenaastensansan 1355
Update the Stack ConfiIQUIation ...ttt a e e e aan 1356
Debugging and Troubleshooting GUIE ..o 1357
DEDUQGGING RECIPES ..ottt e et e st et e sae st e sse s e s e s s e e et e s e testessassassassneneensansanes 1358
Common Debugging and Troubleshooting ISSUES ..........ccceceeeeeneeeeceeeeeece e 1376

API Version 2013-02-18 x



AWS OpsWorks User Guide

AWS OpSWOrks Stacks AGENt CLI .......ciiieeieeeeeeeeeeeteteteste et e e e e e e stestestessesse e e s e e s e e e aennan 1386
QGENT_FEPONT ..ottt ettt st e st e e te s re e s e e s saeesaesssaesstassatessaessaesssessseesssessssesssassstesssennns 1388
GO _JSOM ettt et s et et e st e s st e et s b e a e s b e e s e e e b e e r e e et e e e s e e et e e a e e et e e st e et e e aaeestesereeares 1389
INSTANCE_TEPOIT ..ttt ettt e et e s e e s s ae e st e s ae e s ae s saeessb e s st essaesasaesssasssaasssessaenseens 1393
(IS A eo) 1 11 0 1 T= 1 2 Lo LSRR 1394
FUN_COMIMEANA ciietiiiieiieiteeeitteeetteesteeessaeeeesseesssseessssesssstesosssesosseessssesssssesssssesssssesssssesssssessssesssssessons 1395
SHOW _LOG ettt ettt s et et b e a et e b e e b e e e e ae e e e e e aenaeaentanns 1396
Y = [0 L =] IR 1397

AWS OpsWorks Stacks Data Bag REfErENCE .......ocueeveieceeieeecec ettt aas 1400
App Data Bag (QWS_OPSWOIKS_QPP) ccveeeeerreeerieieeitertesiestessesseesessesesessessessessessessesssssssessessensens 1404
Command Data Bag (aws_opsworks_command) ........ccccceceeeneneeeeeeeeseeceeceececese e 1408
Amazon ECS Cluster Data Bag (aws_opsworks_ecs_cluster) ......cocceveeveeceecececeneneceeeene 1410
Elastic Load Balancing Data Bag (aws_opsworks_elastic_load_balancer) .......cccoeeeevennnnenne 1411
Instance Data Bag (aws_opsSwWOrks_iNSTanCe) .......cccceceeeeeneeecieeeceetestese e sne e sae e 1412
Layer Data Bag (QWs_OPSWOIKS_LAYEI) .....ccueeueeeeieeeieeeteteteses ettt sse e nesaeaenan 1417
Amazon RDS Data Bag (aws_opsworks_rds_db_instance) ........cccceceveveeeneneceneeeeeeceeee 1419
Stack Data Bag (aws_opSWOrks_Stack) ....c.cceeeeieciiieeeeeeecceee et 1421
User Data Bag (QWS_OPSWOIKS_USEI) .....cccuecieeieeiecieeieeeeeeeeceestestestessessesseessessessessessessessassessesssennas 1423

OPSWOrks AQENt CRANGES ....ccveiieeeiceeteteietectestestese e e e e e et e sae st e steste s e ssesse e e e s e s assessassessassassassesssenean 1425
Chef 12 AGENt RELEASES .....ccueeeieeeeetecececeete ettt e e re et e et e st e st et assesse s e e sne s esaensasaneans 1425
Chef 17.70 AGENT RELEASES ...ttt ettt te st e s e st e b e st e se s e sasnnennan 1428

RESOUICES eucireeirnncirnecerecrseccrsnctssccssscessssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssss 1434

Reference Guides, Tools, and SUPPOrt RESOUICES ......ceeeeeecieciecieciereeeeee et seeste e seseesesennens 1434

AWS Software DevelopmeENnt KIS ...ttt e ae st saesse s e e e e e s saesaesaennas 1435

OPEN SOUICE SOFEWAIE ...ttt ettt s e te e e e e e e s et e st et e s besbe e e s snenne e ensanean 1436

AWS OpsWorks document HiStOry ......ccceeeeecciiiiiiiiiiiiineeennnnniiiiiiciiinnnsssssssssssssssscssssssssssssssssses 1437

EQrlIEr UPAALES ..ottt e s sttt e st e s essesseesa e e e s et e tasbensassassaesessnanean 1444

API Version 2013-02-18 xi



AWS OpsWorks User Guide

What Is AWS OpsWorks?

AWS OpsWorks is a configuration management service that helps you configure and operate
applications in a cloud enterprise by using Puppet or Chef. AWS OpsWorks Stacks and AWS
OpsWorks for Chef Automate let you use Chef cookbooks and solutions for configuration
management, while OpsWorks for Puppet Enterprise lets you configure a Puppet Enterprise master
server in AWS. Puppet offers a set of tools for enforcing the desired state of your infrastructure,

and automating on-demand tasks.

AWS OpsWorks Services

AWS OpsWorks for Puppet Enterprise

OpsWorks for Puppet Enterprise lets you create AWS-managed Puppet master servers. A
Puppet master server manages nodes in your infrastructure, stores facts about those nodes, and
serves as a central repository for your Puppet modules. Modules are reusable, shareable units
of Puppet code that contain instructions about how your infrastructure should be configured.
You can download community modules from the Puppet Forge, or use the Puppet Development

Kit to create your own custom modules, then manage their deployment with Puppet Code
Manager.

OpsWorks for Puppet Enterprise provides a fully-managed Puppet master, a suite of
automation tools that enable you to inspect, deliver, operate, and future-proof your
applications, and access to a user interface that lets you view information about your nodes
and Puppet activities. OpsWorks for Puppet Enterprise lets you use Puppet to automate how
nodes are configured, deployed, and managed, whether they are Amazon EC2 instances or on-
premises devices. An OpsWorks for Puppet Enterprise master provides full-stack automation
by handling tasks such as software and operating system configurations, package installations,
database setups, change management, policy enforcement, monitoring, and quality assurance.

Because OpsWorks for Puppet Enterprise manages Puppet Enterprise software, your server can
be backed up automatically at a time that you choose, is always running the most current AWS-
compatible version of Puppet, and always has the most current security updates applied. You
can use Amazon EC2 Auto Scaling groups to associate new Amazon EC2 nodes with your server
automatically.
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AWS OpsWorks for Chef Automate

AWS OpsWorks for Chef Automate lets you create AWS-managed Chef servers that include Chef
Automate premium features, and use the Chef DK and other Chef tooling to manage them. A
Chef server manages nodes in your environment, stores information about those nodes, and
serves as a central repository for your Chef cookbooks. The cookbooks contain recipes that are
run by the Chef Infra client (chef-client) agent on each node that you manage by using Chef.
You can use Chef tools like knife and Test Kitchen to manage nodes and cookbooks on a Chef
server in the AWS OpsWorks for Chef Automate service.

Chef Automate is an included server software package that provides automated workflow for
continuous deployment and compliance checks. AWS OpsWorks for Chef Automate installs and
manages Chef Automate, Chef Infra, and Chef InSpec by using a single Amazon Elastic Compute
Cloud instance. With AWS OpsWorks for Chef Automate, you can use community-authored or
custom Chef cookbooks without making AWS OpsWorks-specific changes.

Because AWS OpsWorks for Chef Automate manages Chef Automate components on a single
instance, your server can be backed up automatically at a time that you choose, is always
running the most current minor version of Chef, and always has the most current security
updates applied. You can use Amazon EC2 Auto Scaling groups to associate new Amazon EC2
nodes with your server automatically.

AWS OpsWorks Stacks

Cloud-based computing usually involves groups of AWS resources, such as EC2 instances and
Amazon Relational Database Service (RDS) instances. For example, a web application typically
requires application servers, database servers, load balancers, and other resources. This group
of instances is typically called a stack.

AWS OpsWorks Stacks, the original service, provides a simple and flexible way to create

and manage stacks and applications. AWS OpsWorks Stacks lets you deploy and monitor
applications in your stacks. You can create stacks that help you manage cloud resources in
specialized groups called layers. A layer represents a set of EC2 instances that serve a particular
purpose, such as serving applications or hosting a database server. Layers depend on Chef
recipes to handle tasks such as installing packages on instances, deploying apps, and running
scripts.

Unlike AWS OpsWorks for Chef Automate, AWS OpsWorks Stacks does not require or create
Chef servers; AWS OpsWorks Stacks performs some of the work of a Chef server for you.
AWS OpsWorks Stacks monitors instance health, and provisions new instances for you, when
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necessary, by using Auto Healing and Auto Scaling. A simple application server stack might look

something like the following diagram.
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AWS OpsWorks for Puppet Enterprise

/A Important

AWS OpsWorks for Puppet Enterprise is not accepting new customers. Existing customers
will be unaffected until March 31, 2024 at which time the service will become unavailable.
We recommend that existing customers migrate to other solutions as soon as possible. For
more information, see AWS OpsWorks for Puppet Enterprise End of Life FAQs and How

to migrate an OpsWorks for Puppet Enterprise server to Amazon Elastic Compute Cloud
(Amazon EC2).

OpsWorks for Puppet Enterprise lets you launch a Puppet Enterprise master in minutes, and lets
AWS OpsWorks handle its operations, backups, restorations, and software upgrades. OpsWorks
for Puppet Enterprise frees you to focus on core configuration management tasks, instead of
managing a Puppet master. By using OpsWorks for Puppet Enterprise, you can use the same
configurations to manage both your on-premises and cloud infrastructure, helping you to
efficiently scale your operations in a hybrid environment. Management of your Puppet master
server is simplified by the Puppet Enterprise console, the AWS Management Console, and the AWS
CLI.

A Puppet master manages the configuration of nodes in your environment by serving configuration
catalogs for specific nodes to the puppet-agent software, and serves as a central repository for
your Puppet modules. A Puppet master in OpsWorks for Puppet Enterprise deploys puppet-agent
to your managed nodes, and provides premium features of Puppet Enterprise.

An OpsWorks for Puppet Enterprise master runs on an Amazon Elastic Compute Cloud instance.

OpsWorks for Puppet Enterprise servers are configured to run the newest version of Amazon Linux
(Amazon Linux 2), and the most current version of Puppet Enterprise Master, version 2019.8.5. For
more information about changes in Puppet Enterprise 2019.8.5, see the Puppet Enterprise Release

Notes.

When new versions of Puppet software become available, system maintenance is designed to
update the version of Puppet Enterprise on the server automatically, as soon as it passes AWS
testing. AWS performs extensive testing to verify that Puppet upgrades are production-ready and
do not disrupt existing customer environments.
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You can connect any on-premises computer or EC2 instance that is running a supported operating
system and has network access to an OpsWorks for Puppet Enterprise master. The puppet agent
software is installed by the Puppet master on nodes that you want to manage.

Topics
» Region Support for OpsWorks for Puppet Enterprise
« AWS OpsWorks for Puppet Enterprise End of Life FAQs

» Getting Started with OpsWorks for Puppet Enterprise

» Create an AWS OpsWorks for Puppet Enterprise Master by using AWS CloudFormation

» Update an OpsWorks for Puppet Enterprise Server to Use a Custom Domain

» Working with Tags on AWS OpsWorks for Puppet Enterprise Resources

» Back Up and Restore an OpsWorks for Puppet Enterprise Server

« System Maintenance in OpsWorks for Puppet Enterprise

» Adding Nodes Automatically in OpsWorks for Puppet Enterprise

» Disassociate a Node from an OpsWorks for Puppet Enterprise Server

o Delete an OpsWorks for Puppet Enterprise Server

» How to migrate an OpsWorks for Puppet Enterprise server to Amazon Elastic Compute Cloud
(Amazon EC2)

» Logging OpsWorks for Puppet Enterprise API Calls with AWS CloudTrail

» Troubleshooting OpsWorks for Puppet Enterprise

Region Support for OpsWorks for Puppet Enterprise

The following regional endpoints support OpsWorks for Puppet Enterprise masters. OpsWorks for
Puppet Enterprise creates resources that are associated with your Puppet masters, such as instance
profiles, users, and service roles, in the same regional endpoint as your Puppet master. Your Puppet
master must be in a VPC. You can use a VPC that you create or already have, or use the default
VPC.

US East (Ohio) Region

US East (N. Virginia) Region
US West (N. California) Region
US West (Oregon) Region
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« Asia Pacific (Tokyo) Region

Asia Pacific (Singapore) Region

Asia Pacific (Sydney) Region

Europe (Frankfurt) Region

Europe (Ireland) Region
AWS OpsWorks for Puppet Enterprise End of Life FAQs

/A Important

AWS OpsWorks for Puppet Enterprise is not accepting new customers. Existing customers
will be unaffected until March 31, 2024 at which time the service will become unavailable.
We recommend that existing customers migrate to other solutions as soon as possible.
For information about how to migrate your existing Puppet Enterprise servers, see How
to migrate an OpsWorks for Puppet Enterprise server to Amazon Elastic Compute Cloud
(Amazon EC2).

Topics

» How will existing customers be affected by this End of Life?

« What happens to my servers if | don't take any action?

o Is AWS OpsWorks for Puppet Enterprise accepting new customers?

« Will the End of Life affect all AWS Regions at the same time?

« What level of technical support is available for AWS OpsWorks for Puppet Enterprise?

o | am a current customer of OpsWorks for Puppet Enterprise and | need to launch a server in an

account which was not using the service previously. Am | able to do this?

« Will there be any new feature releases for AWS OpsWorks for Puppet Enterprise?

How will existing customers be affected by this End of Life?

Existing customers will be unaffected until March 31, 2024, the End of Life date for OpsWorks for
Puppet Enterprise. After the End of Life date, customers will no longer be able to manage their
servers using the OpsWorks console or API.
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What happens to my servers if | don’t take any action?

Starting March 31, 2024, you will no longer be able to manage your servers using the OpsWorks
console or API. At that time, we will stop performing any ongoing management functions for

your servers such as backups or maintenance. To limit impact to customers, we will leave the EC2
instances running that back up Puppet Enterprise servers, but their licenses will no longer be valid
as usage is no longer covered (or billed for) under the OpsWorks for Puppet Enterprise service
agreement. If you want to continue managing your infrastructure with Puppet Enterprise, see How
to migrate an OpsWorks for Puppet Enterprise server to Amazon Elastic Compute Cloud (Amazon
EC2).

Is AWS OpsWorks for Puppet Enterprise accepting new customers?

No. AWS OpsWorks for Puppet Enterprise is no longer accepting new customers and only existing
customers are able to launch new servers at this time.

Will the End of Life affect all AWS Regions at the same time?

Yes. the APl and Console will reach End of Life and be unusable as of March 31, 2024 in all Regions.
For a list of AWS Regions where AWS OpsWorks for Puppet Enterprise is available, see AWS
Regional Services List.

What level of technical support is available for AWS OpsWorks for
Puppet Enterprise?

AWS will continue to provide the same level of support for AWS OpsWorks for Puppet Enterprise
that customers have today up until the End of Life date. If you have questions or concerns, you can
contact the AWS Support Team on AWS re:Post or through AWS Premium Support.

I am a current customer of OpsWorks for Puppet Enterprise and |
need to launch a server in an account which was not using the service
previously. Am | able to do this?

Generally not, unless there are exceptional circumstances to do so. If you have a special situation,
reach out to the AWS Support Team on AWS re:Post or through AWS Premium Support with the
details and justification for this and we will review your request.
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Will there be any new feature releases for AWS OpsWorks for Puppet
Enterprise?

No. As the service is reaching End of Life, we will not release any new features. However, we will
continue to make security improvements and manage servers as expected until the End of Life
date.

Getting Started with OpsWorks for Puppet Enterprise

/A Important

AWS OpsWorks for Puppet Enterprise is not accepting new customers. Existing customers
will be unaffected until March 31, 2024 at which time the service will become unavailable.
We recommend that existing customers migrate to other solutions as soon as possible. For
more information, see AWS OpsWorks for Puppet Enterprise End of Life FAQs and How

to migrate an OpsWorks for Puppet Enterprise server to Amazon Elastic Compute Cloud
(Amazon EC2).

OpsWorks for Puppet Enterprise lets you run a Puppet Enterprise server in AWS. You can provision

a Puppet Enterprise master server in about 15 minutes.

Starting May 3, 2021, OpsWorks for Puppet Enterprise stores some Puppet Enterprise server
attributes in AWS Secrets Manager. For more information, see Integration with AWS Secrets

Manager.

The following walkthrough helps you create your first Puppet master in OpsWorks for Puppet
Enterprise.

Prerequisites

Before you begin, you must complete the following prerequisites.

Topics

« Install the Puppet Development Kit

« Install the Puppet Enterprise Client Tools

» Set Up a Git Control Repository
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« Set Up a VPC
» Set Up an EC2 Key Pair (Optional)

» Prerequisites for Using a Custom Domain (Optional)

Install the Puppet Development Kit

1. From the Puppet website, download the Puppet Development Kit that matches your local

computer's operating system.
2. Install the Puppet Development Kit.
3. Add the Puppet Development Kit to your local computer's PATH variable.

« On a Linux or macOS operating system, you can add the Puppet Development Kit to your
PATH variable by running the following command in a Bash shell.

echo 'export PATH=/opt/puppetlabs/pdk/bin/pdk:$PATH' >> ~/.bash_profile && source
~/.bash_profile

« On a Windows-based operating system, you can add the Puppet Development Kit to your
PATH variable by using the following .NET Framework command in a PowerShell session, or
in the Environment Variables dialog box accessible from System Properties. You may need
to run your PowerShell session as an administrator to run the following command.

[Environment]::SetEnvironmentVariable("Path","new path value","Machine")

Install the Puppet Enterprise Client Tools

Puppet Enterprise (PE) client tools are a set of command-line tools that let you access Puppet
Enterprise services from your workstation. The tools can be installed on many different operating
systems, and they can also be installed on nodes that you are managing by using Puppet. For
information about supported operating systems for the tools, and how to install them, see
Installing PE client tools in the Puppet Enterprise documentation.

Set Up a Git Control Repository

Before you can launch a Puppet master, you must have a control repository configured in Git
to store and change-manage your Puppet modules and classes. A URL to a Git repository and
HTTPS or SSH account information to access the repository are required in the steps to launch your
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Puppet Enterprise master server. For more information about how to set up a control repository
that your Puppet Enterprise master will use, see Setting up a control repository. You can also find

control repository setup instructions in the readme for Puppet's control -repo sample repository

on GitHub. The structure of the control repository resembles the following.

### LICENSE
### Puppetfile
### README.md
### environment.conf
### hieradata
#  ### common.yaml
#  ### nodes
# ### example-node.yaml
### manifests
# ### site.pp
### scripts
# ### code_manager_config_version.rb
### config_version.rb
#  ### config_version.sh
### site
### profile
#  ### manifests

E=3

# ### base.pp
# ### example.pp
### role

### manifests
### database_server.pp
### example.pp
### webserver.pp

Setting up a repository by using CodeCommit

You can create a new repository by using CodeCommit. For more information about how to use
CodeCommit to create your control repository, see the section called “Optional: Use CodeCommit”

in this guide. For more information about how to get started with Git on CodeCommit, see Getting
started with AWS CodeCommit. To authorize your OpsWorks for Puppet Enterprise server for your
repository, attach the AWSCodeCommitReadOnly policy to your IAM instance profile role.

Set Up a VPC

Your OpsWorks for Puppet Enterprise master must operate in an Amazon Virtual Private Cloud.
You can add it to an existing VPC, use the default VPC, or create a new VPC to contain the server.
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For information about Amazon VPC and how to create a new VPC, see the Amazon VPC Getting
Started Guide.

If you create your own VPC, or use an existing one, the VPC should have the following settings or
properties.

e The VPC should have at least one subnet.

If your OpsWorks for Puppet Enterprise master will be publicly accessible, make the subnet
public, and enable Auto-assign public IP.

« DNS resolution should be enabled.

« On the subnet, enable Auto-assign public IP.

If you are unfamiliar with creating VPCs or running your instances in them, you can run the
following AWS CLI command to create a VPC with a single public subnet, by using an AWS
CloudFormation template that AWS OpsWorks provides for you. If you prefer to use the AWS
Management Console, you can also upload the template to the AWS CloudFormation console.

aws cloudformation create-stack --stack-name OpsWorksVPC --template-url https://
s3.amazonaws.com/opsworks-cm-us-east-1-prod-default-assets/misc/opsworks-cm-vpc.yaml

Set Up an EC2 Key Pair (Optional)

An SSH connection is not necessary or recommended for typical management of the Puppet
server; you can use the AWS Management Console and AWS CLI commands to perform many
management tasks on your Puppet server.

An EC2 key pair is required to connect to your server by using SSH in the event that you lose or
want to change the sign-in password for the Puppet Enterprise web-based console. You can use an
existing key pair, or create a new key pair. For more information about how to create a new EC2 key
pair, see Amazon EC2 Key Pairs.

If you don't need an EC2 key pair, you are ready to create a Puppet Enterprise master.
Prerequisites for Using a Custom Domain (Optional)

You can set up your Puppet Enterprise master on your own domain, specifying a public endpoint in
a custom domain to use as the endpoint of your server. When you use a custom domain, all of the
following are required, as described in detail in this section.
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Topics

« Set Up a Custom Domain

e Get a Certificate

» Get a Private Key

Set Up a Custom Domain

To run your Puppet Enterprise master on your own custom domain, you will need a public endpoint
of a server, such as https://aws.my-company.com. If you specify a custom domain, you must
also provide a certificate and a private key, as described in the preceding sections.

To access the server after you create it, add a CNAME DNS record in your preferred DNS service.
This record must point the custom domain to the endpoint (the value of the server's Endpoint
attribute) that is generated by the Puppet master creation process. You cannot access the server by
using the generated Endpoint value if the server is using a custom domain.

Get a Certificate

To set up your Puppet master on your own custom domain, you need A PEM-formatted HTTPS
certificate. This can be be a single, self-signed certificate, or a certificate chain. As you complete the
Create a Puppet Enterprise Master workflow, if you specify this certificate, you must also provide a
custom domain and a private key.

The following are requirements for the certificate value:

» You can provide either a self-signed, custom certificate, or the full certificate chain.
» The certificate must be a valid X509 certificate, or a certificate chain in PEM format.

» The certificate must be valid at the time of upload. A certificate can't be used before its validity
period begins (the certificate's NotBefore date), or after it expires (the certificate's NotAfter
date).

» The certificate’'s common name or subject alternative names (SANs), if present, must match the
custom domain value.

» The certificate must match the value of the Custom private key field.
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Get a Private Key

To set up your Puppet master on your own custom domain, you need a private key in PEM format
for connecting to the server by using HTTPS. The private key must not be encrypted; it cannot be
protected by a password or passphrase. If you specify a custom private key, you must also provide a
custom domain and a certificate.

Create a Puppet Enterprise Master

/A Important

AWS OpsWorks for Puppet Enterprise is not accepting new customers. Existing customers
will be unaffected until March 31, 2024 at which time the service will become unavailable.
We recommend that existing customers migrate to other solutions as soon as possible. For
more information, see AWS OpsWorks for Puppet Enterprise End of Life FAQs and How

to migrate an OpsWorks for Puppet Enterprise server to Amazon Elastic Compute Cloud
(Amazon EC2).

You can create a Puppet master by using the OpsWorks for Puppet Enterprise console, or the AWS
CLI.

Topics

» Create a Puppet Enterprise Master by using the AWS Management Console

« Create a Puppet Enterprise Master by using the AWS CLI

Create a Puppet Enterprise Master by using the AWS Management Console

1. Sign in to the AWS Management Console and open the AWS OpsWorks console at https://
console.aws.amazon.com/opsworks/.

2. Onthe AWS OpsWorks home page, choose Go to OpsWorks for Puppet Enterprise.
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AWS OpsWorks

AWS OpsWorks is a configuration management service that
helps you build and operate highly dynamic applications, and
propagate changes instantly.

AWS OpsWorks provides three solutions to configure your infrastructure:

j==1 =, I
=9 25 &

R' = CHEF
= —
—— P = puppet
OpsWorks Stacks OpsWorks for Chef Automate OpsWorks for Puppet Enterprise
Define, group, provision, deploy, and operate your applications in Create Chef servers that include Chef Automate premium Create Puppet servers that include Puppet Enierprise features.
AWS by using Chef in local mode. features, and use the Chef DK or any Chef tooling to manage Inspect, deliver, updaie, monitor, and secure your infrastructure.
them.
Go to OpsWorks Stacks Go to OpsWorks for Puppet Enterprise

Go to OpsWorks for Chef Automate

Learn more about OpsWorks Stacks Learn more about OpsWorks for Puppet Enterprise
Learn more about OpsWorks for Chef Automate

3. Onthe OpsWorks for Puppet Enterprise home page, choose Create Puppet Enterprise server.

Welcome to OpsWorks for Puppet Enterprise

OpsWorks for Puppet Enterprise helps you automate, provision, and configure your environment.

Puppet automatically keeps everything in its desired state, enforcing consistency and keeping you compliant, while giving you complete
control to make changes as your business needs evolve. Learn more.

Create Puppet Enterprise server

4. On the Set name, region, and type page, specify a name for your server. Puppet master
names can be a maximum of 40 characters, must start with a letter, and can contain only
alphanumeric characters and dashes. Select a supported region, and then choose an instance
type that supports the number of nodes that you want to manage. You can change the
instance type after your server has been created, if needed. For this walkthrough, we are
creating a m5.xlarge instance type in the US West (Oregon) Region. Choose Next.
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Set name, region, and type

Type a name for the Puppet Enterprise server, select the region in which you want to locate the server, and select the Amazon EC2 instance type that best fits your
needs.

Puppet Enterprise server name | test-puppet-server (1]

Maximum 40 characters. Has to start with a letter, and can only[contain letters, numbers, and hyphens.

Puppet Enterprise server region | US West (Oregon) AN i ]
mb5.xlarge c5.2xlarge cS.4xlarge
16 GiB Memory 16 GiB Memory 32 GiB Memory

EC2 instance type

Supports up to 450 nodes Supports up to 800 nodes Supports 1600+ nodes

5. On the Configure server page, leave the default selection in the SSH key drop-down list,
unless you want to specify a key pair name. In the r10k remote field of the Configure Puppet
Code Manager area, specify a valid SSH or HTTPS URL of your Git remote. In the r10k private
key field, paste in the SSH private key that AWS OpsWorks can use to access the r10k remote
repository. This is provided by Git when you create a private repository, but not required if you
are using HTTPS authentication to access your control repository. Choose Next.

Configure server
Configure EC2, Puppet credentials and server endpoint.

L
Select an SSH key

Select the EC2 key pair. You will need this key to connect to the Puppet Enterprise server.

SSHkey | I'mnot connecting by SSH v+ O

We recommend to use the Puppet Enterprise client tools, which is a set of command line tools that let you access Puppet
Enterprise services from a workstation without SSH access

Configure Puppet Code Manager

Select the Puppet control repository that you want to use to deploy modules.

R10K Remote | https:/github.com/puppetiabs/control-repa (i)

r10k remote URL - the URL of your control repository (e.g. ssh:/igit@your.git-repo.com:user/control-repo.git)

R10K Private Key (i)

If you are using a private Git repository, specify an SSH URL and a PEM-encoded private SSH key.
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6.

Network and security

You cannot change network and security settings after you launch your Puppet Enterprise server.

For Specify server endpoint, leave the default, Use an automatically-generated endpoint
and then choose Next, unless you want your server on a custom domain of your own. To
configure a custom domain, go on to the next step.

To use a custom domain, for Specify server endpoint, choose Use a custom domain from the
drop-down list.

For Fully qualified domain name (FQDN), specify an FQDN. You must own the domain
name that you want to use.

For SSL certificate, paste in the entire PEM-formatted certificate, beginning with --—--

BEGIN CERTIFICATE----- and ending with -—--- END CERTIFICATE----- . The SSL
certificate subject must match the FQDN you entered in the preceding step. Remove any
extra lines before and after the certificate.

For SSL private key, paste in the entire RSA private key, beginning with ----- BEGIN
RSA PRIVATE KEY----- and ending with -—--- END RSA PRIVATE KEY----- . The
SSL private key must match the public key in the SSL certificate that you entered in the
preceding step. Remove any extra lines before and after the private key. Choose Next.

On the Configure advanced settings page, in the Network and security area, choose a VPC,
subnet, and one or more security groups. AWS OpsWorks can generate a security group,
service role, and instance profile for you, if you do not already have ones that you want to use.
Your server can be a member of multiple security groups. You cannot change network and
security settings for the Puppet master after you have left this page.

VPC | vpc-27cdf43 - LinuxsAMIVPC * O
You have selected a non-default VPC. Be sure the selected VPC has outbound network access. Learn more.
Subnet | 10.0.0.0/24 - us-west-2a - Public subnet * O
Associate Public IP Address @ Yes No
Choose Yes ifthe selected subnet is public.
Security groups > 0
5g-0 x 50-1 x

Please ensure the following ports are open: 443 (hitps), 4433 (PE API Endpoint), 8140 (PE Master API), §142/8143 (PE Orchestrator), 8170 (Code Manager)

Service role aws-opsworks-cm-service-role AN }

Instance profile aws-opsworks-cm-ec2-role - G
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o.

10.

11.

12.
13.

In the System maintenance section, set the day and hour that you want system maintenance
to begin. Because you should expect the server to be offline during system maintenance,
choose a time of low server demand within regular office hours.

The maintenance window is required. You can change the start day and time later by using the
AWS Management Console, AWS CLI, or the APIs.

T

—~ ]

T s SO Sue TSy S VDR SO

System maintenance
AWS OpsWorks installs updates for Puppet Enterprise minor versions or security packages in the time range and on the weekday that you specify here. Your Puppet Enterprise server will be offline during system

maintenance.

Startday = Monday > 0

Start time (UTC) | 6 pm-7 pm - O

Lol o, e P S, el R PR, e, -, oV

Configure backups. By default, automatic backups are enabled. Set a preferred frequency and
hour for automatic backup to start, and set the number of backup generations to store in
Amazon Simple Storage Service. A maximum of 30 backups can be kept; when the maximum
is reached, OpsWorks for Puppet Enterprise deletes the oldest backups to make room for new
ones.

[P

T i e R T i VNI PR,

Automated backup
AWS OpsWorks supports two ways to back up your Puppet Enterprise server: manual or automated. Backups are uploaded to your Amazon S3 bucket. If you ever need to restore your Puppet Enterprise server, you can
restore it by applying a backup that you choose
Enable automated backup @ Yes No
Frequency | Daily v O

Start time (UTC) | 10 pm- 11 pm K]

Number of generations to keep | 10 |5

Specify how many automated backups to keep. Minimum: 1, maximum: 30.

Cancel Previous m

(Optional) In Tags, add tags to the server and related resources, such as the EC2 instance,
Elastic IP address, security group, S3 bucket, and backups. For more information about tagging
an OpsWorks for Puppet Enterprise server, see Working with Tags on AWS OpsWorks for

Puppet Enterprise Resources.

When you are finished configuring advanced settings, choose Next.

On the Review page, review your choices. When you are ready to create the server, choose
Launch.
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While you are waiting for AWS OpsWorks to create your Puppet master, go on to Configure the
Puppet Master Using the Starter Kit and download the Starter Kit and the Puppet Enterprise
console credentials. Do not wait until your server is online to download these items.

When server creation is finished, your Puppet master is available on the OpsWorks for
Puppet Enterprise home page, with a status of online. After the server is online, the Puppet
Enterprise console is available on the server's domain, at a URL in the following format:
https://your_server name-randomID.region.opsworks-cm.io.

Create a Puppet Enterprise Master by using the AWS CLI

/A Important

AWS OpsWorks for Puppet Enterprise is not accepting new customers. Existing customers
will be unaffected until March 31, 2024 at which time the service will become unavailable.
We recommend that existing customers migrate to other solutions as soon as possible. For
more information, see AWS OpsWorks for Puppet Enterprise End of Life FAQs and How

to migrate an OpsWorks for Puppet Enterprise server to Amazon Elastic Compute Cloud
(Amazon EC2).

Creating an OpsWorks for Puppet Enterprise master server by running AWS CLI commands differs
from creating a server in the console. In the console, AWS OpsWorks creates a service role and
security group for you, if you do not specify existing ones that you want to use. In the AWS CLI,
AWS OpsWorks can create a security group for you if you do not specify one, but it does not
automatically create a service role; you must provide a service role ARN as part of your create-
server command. In the console, while AWS OpsWorks is creating your Puppet master, you
download the starter kit and the sign-in credentials for the Puppet Enterprise console. Because
you cannot do this when you create an OpsWorks for Puppet Enterprise master by using the AWS
CLI, you use a JSON processing utility to get the sign-in credentials and the starter kit from the
results of the create-server command after your new OpsWorks for Puppet Enterprise master is
online.

If your local computer is not already running the AWS CLI, download and install the AWS CLI by
following installation instructions in the AWS Command Line Interface User Guide. This section
does not describe all parameters that you can use with the create-server command. For more

information about create-server parameters, see create-server in the AWS CLI Reference.
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1. Be sure to complete the Prerequisites. To create your Puppet master, you need a subnet ID, so
you must have a VPC.

2. Create a service role and an instance profile. AWS OpsWorks provides an AWS CloudFormation

template that you can use to create both. Run the following AWS CLI command to create an
AWS CloudFormation stack that creates the service role and instance profile for you.

aws cloudformation create-stack --stack-name OpsWorksCMRoles --template-url
https://s3.amazonaws.com/opsworks-cm-us-east-1-prod-default-assets/misc/opsworks-
cm-roles.yaml --capabilities CAPABILITY_NAMED_IAM

3. After AWS CloudFormation finishes creating the stack, find and copy the ARNs of service roles
in your account.

aws iam list-roles --path-prefix "/service-role/" --no-paginate

In the results of the 1ist-roles command, look for service role ARN entries that resemble
the following. Make a note of the service role ARNs. You need these values to create your
Puppet Enterprise master.

{
"AssumeRolePolicyDocument": {
"Version": "2012-10-17",
"Statement": [
{
"Action": "sts:AssumeRole",
"Effect": "Allow",
"Principal": {
"Service": "ec2.amazonaws.com"
}
}
]
},
"RoleId": "AR0ZZZZZZZZZZQG6R22HC",
"CreateDate": "2018-01-05T20:42:207",
"RoleName": "aws-opsworks-cm-ec2-role",
"Path": "/service-role/",
"Arn": "arn:aws:iam::000000000000:r0le/service-role/aws-opsworks-cm-ec2-role"
},
{

"AssumeRolePolicyDocument": {
"Version": "2012-10-17",
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"Statement": [

{
"Action": "sts:AssumeRole",
"Effect": "Allow",
"Principal": {
"Service": "opsworks-cm.amazonaws.com"
}
}

iy
"RoleId": "AR0ZZZ77777777777Z7Z6QE",
"CreateDate": "2018-01-05T20:42:20Z",

"RoleName": "aws-opsworks-cm-service-role",

"Path": "/service-role/",

"Arn": "arn:aws:iam: :000000000000:ro0le/service-role/aws-opsworks-cm-service-
role"
}

4. Find and copy the ARNs of instance profiles in your account.

aws iam list-instance-profiles --no-paginate

In the results of the 1ist-instance-profiles command, look for instance profile ARN
entries that resemble the following. Make a note of the instance profile ARNs. You need these
values to create your Puppet Enterprise master.

{
"Path": "/",
"InstanceProfileName": "aws-opsworks-cm-ec2-role",
"InstanceProfileId": "EXAMPLEDCG6UR3LTUW7VHK",
"Arn": "arn:aws:iam::123456789012:instance-profile/aws-opsworks-cm-ec2-role",
"CreateDate": "2017-01-05T20:42:207",
"Roles": [
{
"Path": "/service-role/",
"RoleName": "aws-opsworks-cm-ec2-role",
"RoleId": "EXAMPLEE4STNUQGG6R22HC",
"Arn": "arn:aws:iam::123456789012:ro0le/service-role/aws-opsworks-cm-
ec2-role",

"CreateDate": "2017-01-05T20:42:207",
"AssumeRolePolicyDocument": {
"Version": "2012-10-17",
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"Statement": [

{
"Effect": "Allow",
"Principal": {
"Service": "ec2.amazonaws.com"
.
"Action": "sts:AssumeRole"
}

3,
5. Create the OpsWorks for Puppet Enterprise master by running the create-server command.
e The --engine value is Puppet, --engine-model is Monolithic, and --engine-

version can be 2019 or 2017.

« The server name must be unique within your AWS account, within each region. Server names
must start with a letter; then letters, numbers, or hyphens (-) are allowed, up to a maximum
of 40 characters.

» Use the instance profile ARN and service role ARN that you copied in Steps 3 and 4.

« Valid instance types are m5. xlarge, c5.2xlarge, or c5.4xlarge. For more information
about the specifications of these instance types, see Instance Types in the Amazon EC2 User
Guide.

« The --engine-attributes parameter is optional; if you don't specify a Puppet
administrator password, the server creation process generates one for you. If you add - -
engine-attributes, specify a PUPPET_ADMIN_PASSWORD, an administrator password for
signing in to the Puppet Enterprise console webpage. The password must use between 8 and
32 ASCII characters.

« An SSH key pair is optional, but can help you connect to your Puppet master if you need to
reset the console administrator password. For more information about creating an SSH key
pair, see Amazon EC2 Key Pairs in the Amazon EC2 User Guide.

« To use a custom domain, add the following parameters to your command. Otherwise, the
Puppet master creation process automatically generates an endpoint for you. All three
parameters are required to configure a custom domain. For information about additional
requirements for using these parameters, see CreateServer in the AWS OpsWorks CM API
Reference.
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e --custom-domain - An optional public endpoint of a server, such as https://aws.my-
company .com.

e --custom-certificate - A PEM-formatted HTTPS certificate. The value can be be a
single, self-signed certificate, or a certificate chain.

e --custom-private-key - A private key in PEM format for connecting to the server
by using HTTPS. The private key must not be encrypted; it cannot be protected by a
password or passphrase.

» Weekly system maintenance is required. Valid values must be specified in the following
format: DDD: HH : MM. The specified time is in coordinated universal time (UTC). If you do not
specify a value for --preferred-maintenance-window, the default value is a random,
one-hour period on Tuesday, Wednesday, or Friday.

« Valid values for - -preferred-backup-window must be specified in one of the following
formats: HH: MM for daily backups, or DDD : HH: MM for weekly backups. The specified time is
in UTC. The default value is a random, daily start time. To opt out of automatic backups, add
the parameter --disable-automated-backup instead.

e For --security-group-ids, enter one or more security group IDs, separated by a space.

e For --subnet-ids, enter a subnet ID.

aws opsworks-cm create-server --engine "Puppet" --engine-model "Monolithic"
--engine-version "2019" --server-name "server_name" --instance-profile-arn
"instance_profile_ARN" --instance-type "instance_type" --engine-attributes
'{"PUPPET_ADMIN_PASSWORD":"ASCII_password"}' --key-pair "key_pair_name" --

preferred-maintenance-window "ddd:hh:mm" --preferred-backup-window "ddd:hh:mm"
--security-group-ids security_group_idl security_group_id2 --service-role-arn
"service_role_ARN" --subnet-ids subnet_ID

The following is an example.

aws opsworks-cm create-server --engine "Puppet" --engine-model
"Monolithic" --engine-version "2019" --server-name "puppet-02" --
instance-profile-arn "arn:aws:iam::111122223333:instance-profile/aws-
opsworks-cm-ec2-role" --instance-type "m5.xlarge" --engine-attributes
"{"PUPPET_ADMIN_PASSWORD" :"zZZzDj2DLYXSZFRv1d"}' --key-pair "amazon-test"
--preferred-maintenance-window "Mon:08:00" --preferred-backup-window
"Sun:02:00" --security-group-ids sg-b00000001 sg-bOOOOOA8 --service-role-arn
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"arn:aws:iam::111122223333:role/service-role/aws-opsworks-cm-service-role" --
subnet-ids subnet-383daa71

The following example creates a Puppet master that uses a custom domain.

aws opsworks-cm create-server \

--engine "Puppet" \

--engine-model "Monolithic" \

--engine-version "2019" \

--server-name "puppet-02" \

--instance-profile-arn "arn:aws:iam::111122223333:instance-profile/aws-
opsworks-cm-ec2-role" \

--instance-type "m5.xlarge" \

--engine-attributes '{"PUPPET_ADMIN_PASSWORD":"zZZzDj2DLYXSZFRv1ld"}"' \

--custom-domain "my-puppet-master.my-corp.com" \

--custom-certificate "----- BEGIN CERTIFICATE----- EXAMPLEQEXAMPLE== ----- END
CERTIFICATE----- EIRN

--custom-private-key "----- BEGIN RSA PRIVATE KEY----- EXAMPLEQEXAMPLE= ----- END
RSA PRIVATE KEY----- "\

--key-pair "amazon-test"

--preferred-maintenance-window "Mon:08:00" \

--preferred-backup-window "Sun:02:00" \

--security-group-ids sg-b00000001 sg-b0000OOS8 \

--service-role-arn "arn:aws:iam::111122223333:r0le/service-role/aws-opsworks-
cm-service-role" \

--subnet-ids subnet-383daa7l

The following example creates a Puppet master that adds two tags: Stage: Production
and Department: Marketing. For more information about adding and managing tags on
OpsWorks for Puppet Enterprise servers, see Working with Tags on AWS OpsWorks for Puppet
Enterprise Resources in this guide.

aws opsworks-cm create-server \

--engine "Puppet" \

--engine-model "Monolithic" \

--engine-version "2019" \

--server-name "puppet-02" \

--instance-profile-arn "arn:aws:iam::111122223333:instance-profile/aws-
opsworks-cm-ec2-role" \

--instance-type "m5.xlarge" \

--engine-attributes '{"PUPPET_ADMIN_PASSWORD":"zZZzDj2DLYXSZFRv1ld"}"' \

--key-pair "amazon-test"
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--preferred-maintenance-window "Mon:08:00" \

--preferred-backup-window "Sun:02:00" \

--security-group-ids sg-b00000001 sg-b0000OO8 \

--service-role-arn "arn:aws:iam::111122223333:r0le/service-role/aws-opsworks-
cm-service-role" \

--subnet-ids subnet-383daa71 \

--tags [{\"Key\":\"Stage\",\"Value\":\"Production\"}, {\"Key\":\"Department\",
\"Value\":\"Marketing\"}]

6. OpsWorks for Puppet Enterprise takes about 15 minutes to create a new server. Do not dismiss
the output of the create-server command or close your shell session, because the output
can contain important information that is not shown again. To get passwords and the starter
kit from the create-server results, go on to the next step.

If you are using a custom domain with the server, in the output of the create-server
command, copy the value of the Endpoint attribute. The following is an example.

"Endpoint": "puppet-07-exampleexample.opsworks-cm.us-east-1.amazonaws.com"

7. If you opted to have OpsWorks for Puppet Enterprise generate a password for you, you can
extract it in a usable format from the create-server results by using a JSON processor
such as jq. After you install jq, you can run the following commands to extract the Puppet
administrator password and starter kit. If you did not provide your own password in Step 3, be
sure to save the extracted administrator password in a convenient but secure location.

#Get the Puppet password:
cat resp.json | jq -r '.Server.EngineAttributes[] | select(.Name ==
"PUPPET_ADMIN_PASSWORD") | .Value'

#Get the Puppet Starter Kit:
cat resp.json | jq -r '.Server.EngineAttributes[] | select(.Name ==
"PUPPET_STARTER_KIT") | .Value' | base64 -D > starterkit.zip

(® Note

You cannot regenerate a new Puppet master starter kit in the AWS Management
Console. When you create a Puppet master by using the AWS CLI, run the preceding jq
command to save the base64-encoded starter kit in the create-server results as a
ZIP file.
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8.

If you are not using a custom domain, go on to the next step. If you are using a custom domain
with the server, create a CNAME entry in your enterprise's DNS management tool to point your
custom domain to the OpsWorks for Puppet Enterprise endpoint that you copied in step 6. You
cannot reach or sign in to a server with a custom domain until you complete this step.

Go on to the next section, the section called “Finish Configuration”.

Configure the Puppet Master Using the Starter Kit

/A Important

AWS OpsWorks for Puppet Enterprise is not accepting new customers. Existing customers
will be unaffected until March 31, 2024 at which time the service will become unavailable.
We recommend that existing customers migrate to other solutions as soon as possible. For
more information, see AWS OpsWorks for Puppet Enterprise End of Life FAQs and How

to migrate an OpsWorks for Puppet Enterprise server to Amazon Elastic Compute Cloud
(Amazon EC2).

While Puppet master creation is still in progress, the server's Properties page opens in the
OpsWorks for Puppet Enterprise console. The first time that you work with a new Puppet master,
the Properties page prompts you to download two required items. Download these items before

your Puppet server is online; the download buttons are not available after a new server is online.
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(:) test—puppet—server (# Puppet Enterprise dashboard (not yet available) | Actions v

AWS OpsWorks is creating your Puppet Enterprise server. This takes about 20 minutes.

Creating an Elastic IP address Launching an EC2 instance Installing Puppet Enterprise server

Make sure you download the following before your server is online.

Sign-in credentials for your Puppet Enterprise dashboard

Starter Kit for your Puppet Enterprise server

€ Download the sign-in credentials for your Puppet Enterprise dashboard.

» Show sign-in credentials

Download credentials

AWS OpsWorks does not save these credentials, so it is the last time they are available for viewing and do
After your server is online, you can change the password by signing in to its Puppet Enterprise dash

loading.
ard.

€ Download the Starter Kit, and follow the documentation to finish the setup

online.
Download Starter Kit

The Starter Kit contains a Readme with examples, and instructions how to install Puppet Enterprise client tools, as well
as userdata templates for Windows and Linux.

€N your server is

Server information More settings
Status Version Region System maintenance Automated backup
creating 2017.3.0 US West (Cregon) 5 pm-6 pm UTC, every Tuesday 10 pm - 11 pm UTC, daily

Puppet Enterprise Console

hitps:/iest-puppet-server-nxdx8g13I0wisug9.us-west-2_opsworks-cm.io =
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» Sign-in credentials for the Puppet master. You will use these credentials to sign in to the
Puppet Enterprise console, where you perform most node management. AWS OpsWorks
does not save these credentials; this is the last time that they are available for viewing and
downloading. If necessary, you can change the password that is provided with these credentials
after you sign in.

« Starter Kit. The Starter Kit contains a README file with information and examples describing
how to finish setup, and administrator credentials for the Puppet Enterprise console. New
credentials are generated—and the old credentials invalidated—each time you download the
Starter Kit.

Prerequisites

1.  While server creation is still in progress, download the sign-in credentials for the Puppet
master, and save them in a secure but convenient location.

2. Download the Starter Kit, and unzip the Starter Kit .zip file into your workspace directory. Do
not share your sign-in credentials. If other users will be managing the Puppet master, add
them as administrators in the Puppet Enterprise console later. For more information about
how to add users to the Puppet master, see Creating and managing users and user roles in the
Puppet Enterprise documentation.

Install the Puppet Master Certificate

To work with your Puppet master and add nodes to manage, you'll need to install its certificate.
Install it by running the following AWS CLI command. You cannot perform this task in the AWS
Management Console.

aws --region region opsworks-cm describe-servers --server-name server_name --query
"Servers[@].EngineAttributes[?Name=="'PUPPET_API_CA_CERT'].Value" --output text
> .config/ssl/cert/ca.pem

Generate a Short-term Token

To use the Puppet API, you must create a short-term token for yourself. This step is not required to
use the Puppet Enterprise console. Generate the token by running the following command.

The default token lifetime is five minutes, but you can change this default.
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puppet-access login --config-file .config/puppetlabs/client-tools/puppet-access.conf --
lifetime 8h

(® Note

Because the default token lifetime is five minutes, the preceding example command adds
the --1ifetime parameter to extend the token lifetime for a longer period. You can set
the token lifetime for a period of up to 10 years (1@y). For more information about how to
change the default token lifetime, see Change the token's default lifetime in the Puppet
Enterprise documentation.

Set Up the Starter Kit Apache Example

After you download and unzip the Starter Kit, you can use the example branch in the included,
sample control-repo-example folder to configure an Apache web server on your managed
nodes.

The Starter Kit includes two control-repo folders: control-repo, and control-repo-
example. The control-repo folder includes a production branch that is unchanged from what
you would see in the Puppet GitHub repository. The control-repo-example folder also has a
production branch that includes example code to set up an Apache server with a test website.

1. Push the control-repo-example production branch to your Git remote (the
r10k_remote URL of your Puppet master). In your Starter Kit root directory, run the
following, replacing r10kRemoteUr1 with your r10k_remote URL.

cd control-repo-example
git remote add origin rl@kRemoteUrl
git push origin production

Puppet's Code Manager uses Git branches as environments. By default, all nodes are in the
production environment.
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/A Important

Do not push to a master branch. The master branch is reserved for the Puppet
master.

2. Deploy the code in the control-repo-example branch to your Puppet master. This lets the
Puppet Master download your Puppet code from your Git repository (r10k_remote). In your
Starter Kit root directory, run the following.

puppet-code deploy --all --wait --config-file .config/puppet-code.conf
For more information about how you can apply the sample Apache configuration to managed

nodes that you create in Amazon EC2, see Step 2: Create Instances by Using an Unattended
Association Script in this guide.

Add Nodes for the Puppet Master to Manage

/A Important

AWS OpsWorks for Puppet Enterprise is not accepting new customers. Existing customers
will be unaffected until March 31, 2024 at which time the service will become unavailable.
We recommend that existing customers migrate to other solutions as soon as possible. For
more information, see AWS OpsWorks for Puppet Enterprise End of Life FAQs and How

to migrate an OpsWorks for Puppet Enterprise server to Amazon Elastic Compute Cloud
(Amazon EC2).

Topics

e Run associateNode() API calls

» Considerations for Adding On-premises Nodes

« More Information

The recommended way to add nodes is by using the AWS OpsWorks associateNode( ) API.
The Puppet Enterprise master server hosts a repository that you use to install the Puppet agent
software on nodes that you want to manage, whether nodes are on-premises physical computers
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or virtual machines. Puppet agent software for some operating systems is installed on the
OpsWorks for Puppet Enterprise server as part of the launch process. The following table shows
the operating system agents that are available on your OpsWorks for Puppet Enterprise server at
launch.

Preinstalled operating system agents

Supported operating system Versions

Ubuntu 16.04, 18.04, 20.04

Red Hat Enterprise Linux (RHEL) 6,7,8

Windows 64-bit editions of all Puppet-supported

Windows releases

You can add puppet-agent to your server for other operating systems. Be aware that system
maintenance will delete agents that you have added to your server after launch. Although most
existing attached nodes that are already running the deleted agent continue to check in, nodes
running Debian operating systems can stop reporting. We recommend that you manually install
puppet-agent on nodes that are running operating systems for which the agent software is not
preinstalled on your OpsWorks for Puppet Enterprise server. For detailed information about how
to make puppet-agent available on your server for nodes with other operating systems, see
Installing agents in the Puppet Enterprise documentation.

For information about how to associate nodes with your Puppet master automatically by
populating EC2 instance user data, see Adding Nodes Automatically in OpsWorks for Puppet

Enterprise.
Run associateNode() API calls

After you add nodes by installing puppet-agent, nodes send certificate signing requests (CSRs)
to the OpsWorks for Puppet Enterprise server. You can view the CSRs in the Puppet console; for
more information about node CSRs, see Managing certificate signing requests in the Puppet

Enterprise documentation. Running the OpsWorks for Puppet Enterprise associateNode() API
call processes node CSRs, and associates the node with your server. The following is an example of
how to use this API call in the AWS CLI to associate a single node. You will need the PEM-formatted
CSR that the node sends; you can get this from the Puppet console.
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aws opsworks-cm associate-node --server-name "test-puppet-
server" --node-name "node or instance ID" --engine-attributes
"Name=PUPPET_NODE_CSR,Value="'PEM_formatted_CSR_from_the_node'

For more information about how to add nodes automatically by using associateNode(), see
Adding Nodes Automatically in OpsWorks for Puppet Enterprise.

Considerations for Adding On-premises Nodes

After you have installed puppet-agent on your on-premises computers or virtual machines,
you can use either of two ways to associate on-premises nodes with your OpsWorks for Puppet
Enterprise master.

« If a node supports installation of the AWS SDK, AWS CLI, or AWS Tools for PowerShell, you can
use the recommended method for associating a node, which is to run an associateNode() API

call. The starter kit that you download when you first create an OpsWorks for Puppet Enterprise
master shows how to assign roles to nodes by using tags. You can apply tags at the same time
that you are associating nodes with the Puppet master by specifying trusted facts in the CSR. For
example, the demo control repository that is included with the starter kit is configured to use the
tag pp_role to assign roles to Amazon EC2 instances. For more information about how to add
tags to a CSR as trusted facts, see Extension requests (permanent certificate data) in the Puppet

platform documentation.

« If the node cannot run AWS management or development tools, you can still register it with your
OpsWorks for Puppet Enterprise master the same way you would register it with any unmanaged
Puppet Enterprise master. As mentioned in this topic, installing puppet-agent sends a CSR
to the OpsWorks for Puppet Enterprise master. An authorized Puppet user can sign the CSR
manually, or configure automatic signing of CSRs by editing the autosign. conf file that is
stored on the Puppet master. For more information about configuring autosigning and editing
autosign.conf, see SSL configuration: autosigning certificate requests in the Puppet platform
documentation.

To associate on-premises nodes with a Puppet master and allow the Puppet master to accept all
CSRs, do the following in the Puppet Enterprise console. The parameter that controls the behavior
is puppet_enterprise::profile::master::allow_unauthenticated_ca.

Add Nodes to Manage API Version 2013-02-18 31


https://aws.amazon.com/tools/
https://aws.amazon.com/cli/
https://aws.amazon.com/powershell/
https://puppet.com/docs/puppet/5.1/ssl_attributes_extensions.html#extension-requests-permanent-certificate-data)
https://puppet.com/docs/puppet/5.3/ssl_autosign.html

AWS OpsWorks User Guide

/A Important

Enabling the Puppet master to accept self-signed CSRs or all CSRs is not recommended
for security reasons. By default, allowing unauthenticated CSRs makes a Puppet master
accessible to the world. Setting the upload of certificate requests to be enabled by default
can make your Puppet master vulnerable to denial of service (DoS) attacks.

1. Signin to the Puppet Enterprise console.

2. Choose Configure, choose Classification, choose PE Master, and then choose the
Configuration tab.

On the Classification tab, locate the class puppet_enterprise::profile::master.
4. Set the value of the allow_unauthenticated_ca parameter to true.

Save your changes. Your changes are applied during the next Puppet run. You can allow 30
minutes for changes to take effect (and on-premises nodes to be added), or you can initiate a
Puppet run manually in the Run section of the PE console.

More Information

Visit the Learn Puppet tutorial site to learn more about using OpsWorks for Puppet Enterprise

servers and Puppet Enterprise console features.

Sign in to the Puppet Enterprise Console

/A Important

AWS OpsWorks for Puppet Enterprise is not accepting new customers. Existing customers
will be unaffected until March 31, 2024 at which time the service will become unavailable.
We recommend that existing customers migrate to other solutions as soon as possible. For
more information, see AWS OpsWorks for Puppet Enterprise End of Life FAQs and How

to migrate an OpsWorks for Puppet Enterprise server to Amazon Elastic Compute Cloud
(Amazon EC2).

After you have downloaded the sign-in credentials from the Puppet master's Properties page, and
the server is online, sign in to the Puppet Enterprise console. In this walkthrough, we instructed

Sign in to the Puppet Enterprise Console API Version 2013-02-18 32


https://learn.puppet.com/

AWS OpsWorks User Guide

you to specify your control repository that contains your modules, and add at least one node to
manage. This allows you to see information about the agent and nodes in the console.

When you attempt to connect to the Puppet Enterprise console webpage, certificate warnings
appear in your browser until you install an AWS OpsWorks-specific, CA-signed SSL certificate on
the client computer that you are using to manage your Puppet server. If you prefer not to see the
warnings before you continue to the dashboard webpage, install the SSL certificate before you sign
in.

To install the AWS OpsWorks SSL certificate
«  Choose the certificate that matches your system.

« For Linux or MacOS-based systems, download the file with the PEM filename extension from
the following Amazon S3 location: https://s3.amazonaws.com/opsworks-cm-us-east-1-

prod-default-assets/misc/opsworks-cm-ca-2016-root.pem.

® Note

Additionally, download a newer PEM file from the following location: https://
s3.amazonaws.com/opsworks-cm-us-east-1-prod-default-assets/misc/opsworks-

cm-ca-2020-root.pem. Because OpsWorks for Puppet Enterprise is currently

renewing its root certificates, you must trust both old and new certificates.

For more information about how to manage SSL certificates on MacOS, see Get information

about a certificate in Keychain Access on Mac on the Apple Support website.

» For Windows-based systems, download the file with the P7B filename extension from the
following Amazon S3 location: https://s3.amazonaws.com/opsworks-cm-us-east-1-prod-

default-assets/misc/opsworks-cm-ca-2016-root.p7b.

For more information about how to install an SSL certificate on Windows, see Manage
Trusted Root Certificates on Microsoft TechNet.

® Note

Additionally, download a newer P7B file from the following location: https://
s3.amazonaws.com/opsworks-cm-us-east-1-prod-default-assets/misc/opsworks-
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cm-ca-2020-root.p7b. Because OpsWorks for Puppet Enterprise is currently
renewing its root certificates, you must trust both old and new certificates.

After you have installed the client-side SSL certificate, you can sign in to the Puppet Enterprise

console without seeing warning messages.

To sign in to the Puppet Enterprise console

1.

Unzip and open the Puppet Enterprise credentials that you downloaded in Prerequisites. You
will need these credentials to sign in.

In the AWS Management Console, open the Properties page for your Puppet server.

At the upper right of the Properties page, choose Open Puppet Enterprise console.

o test—puppet-server CZ‘ Open Puppet Enterprise dashboartD Actions v
Server information More settings
healthy 2017.3.0 US West (Oregon) Spm-6pmUTC, every Tuesday 10 pm - 11 pm UTC, daily

https://ftest-puppet-server- us-west-2 opsworks-cm.io =

Sign in using the credentials from Step 1.
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puppet

Hello.

USER NAME:

PASSWORD:

Log in

puppet

5. In the Puppet Enterprise console, you can view detailed information about the nodes you're
managing, module run progress and events, the compliance level of nodes, and much more.
For more information about the features of the Puppet Enterprise console and how to use
them, see Managing nodes in the Puppet Enterprise documentation.
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Group and Classify Nodes

Before you specify the desired configuration of your nodes by applying classes to them, group the
nodes according to their roles in your enterprise or their common characteristics. Grouping and
classifying nodes involves the following high-level tasks. You can complete these tasks by using the
PE console. For detailed information about how to group and classify your nodes, see Grouping and

classifying nodes in the Puppet Enterprise documentation.

1. Create node groups.
2. Add nodes to groups manually or automatically by applying rules that you create.

3. Assign classes to node groups.

Reset Administrator and User Passwords

For information about how to change the password that you use to sign in to the Puppet Enterprise
console, see Reset the console administrator password in the Puppet Enterprise documentation.

By default, after ten sign-in attempts, users are locked out of the Puppet console. For more
information about how to reset user passwords in the event of a lockout, see Password endpoints
in the Puppet Enterprise documentation.
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Optional: Use AWS CodeCommit as a Puppet r10k Remote Control
Repository

/A Important

AWS OpsWorks for Puppet Enterprise is not accepting new customers. Existing customers
will be unaffected until March 31, 2024 at which time the service will become unavailable.
We recommend that existing customers migrate to other solutions as soon as possible. For
more information, see AWS OpsWorks for Puppet Enterprise End of Life FAQs and How

to migrate an OpsWorks for Puppet Enterprise server to Amazon Elastic Compute Cloud
(Amazon EC2).

You can create a new repository by using AWS CodeCommit, and use it as your r10k remote control
repository. To complete steps in this section, and work with a CodeCommit repository, you need a
user that has the permissions provided by the AWSCodeCommitReadOnly managed policy.

Topics

» Step 1: Use CodeCommit as a Repository with an HTTPS connection type

» Step 2: (Optional) Use CodeCommit as a Repository with an SSH connection type

Step 1: Use CodeCommit as a Repository with an HTTPS connection type

1. In the CodeCommit console, create a new repository.
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Create repository o

Create a secure repository to store and share your code. Begin by typing a repository name and a

description for your repository. Repository names are included in the URLs for that repository.
€@ Access to the repository
Users connecting to an AWS CodeCommit repository for the first time must complete
setup steps before they can use it. Learn more
Repository name* control-repo
Description An r10k remote repository for my Puppet Enterprise Server
*Required

Cancel Create repository

2. Choose Skip to skip setting up an Amazon SNS topic.

3. Onthe Code page, choose Connect to your repository.

4. On the Connect to your repository page, choose HTTPS as the Connection type, and choose
your operating system.
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Connect to your repository

You are signed in using federated access or temporary credentials. The only supported connection method for these sign-in types is to use
the credential manager included with the AWS CLI, as documented below. To configure a connection using SSH or Git credentials over
HTTRS, sign in as an |AM user.

Follow the steps below to connect to your repository from your local computer.

Connection type @® HTTPS
SSH

Operating system @® Linux, MacOS, or Unix

Windows

Prerequisites

1. Install Git (1.7.9 or later supported). If you don't have Git installed, install it now.

2. Install the AWS CLI

3. At the terminal, type aws configure and configure the AWS CLI with your [AM user access key and secret key.
4. Attach an appropriate AWS CodeCommit managed policy to the 1AM user. Learn more

Steps to clone your repository

1. At the terminal, paste the following commands:

git config --global credential.helper 'laws codecommit credential-helper S@° vl

git config --global credential.UseHttpPath true
2. Clone your repository to your local computer and start working on code:
git clone https://git-codecommit.us-east-1.amazonaws.com/v1l,/repos/control-repo vl

3. If using MacOS, Disable the Keychain Access utility for connections to AWS CodeCommit.

| want more detailed instructions

e 0. O P e e e e e e R e G0 B PR R aip— g

In the Steps to clone your repository area, your git clone URL should resemble the
following: https://git-codecommit.region.amazonaws.com/vl/repos/control-
repo. Copy this URL to a convenient place for use in Puppet server setup.

5. Close the Connect to your repository page, and return to the OpsWorks for Puppet Enterprise
server setup.

6. Paste the URL that you copied in Step 4 in the r10k remote string box in the Configure
credentials page of the Puppet master setup wizard. Leave the r10k private key box empty.
Finish creating and launching your Puppet master.
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7. Inthe IAM console, attach the AWSCodeCommitReadOnly policy to the instance profile role
of your Puppet master. For more information about how to add a permissions policy to an IAM
role, see Adding IAM identity permissions (console) in the IAM User Guide.

8. Follow the steps in Setup for HTTPS users using Git credentials in the AWS CodeCommit User
Guide to push your existing control-repo content to the new CodeCommit repository.

9. Now, you can continue by following the instructions in the section called “Finish

Configuration”, and use the Starter Kit to deploy code to your Puppet master. The following

command is an example.

puppet-code deploy --all --wait --config-file .config/puppet-code.conf

Step 2: (Optional) Use CodeCommit as a Repository with an SSH connection type

You can configure an AWS CodeCommit r10k remote control repository to use SSH key pair
authentication. The following prerequisites must be completed before you start this procedure.

» You must have launched your OpsWorks for Puppet Enterprise server with an HTTPS control
repository as described in the preceding section, the section called “Step 1: Use CodeCommit as a

Repository with an HTTPS connection type”. This must be completed first so you can upload the

required configuration to the Puppet master.

« Be sure you have an user with the AWSCodeCommitReadOnly managed policy attached. For
more information about how to create a user, see Creating an IAM user in your AWS account in
the IAM User Guide.

» Create and associate an SSH key with your user. Follow instructions for creating a public/private
key pair with ssh-keygen in Step 3: Configure credentials on Linux, macOS, or Unix in the AWS

CodeCommit User Guide.

1. Inan AWS CLI session, run the following command to upload the private key file contents to
AWS Systems Manager Parameter Store. Your OpsWorks for Puppet Enterprise server queries
this parameter to get a required certificate file. Replace private_key_file with the path to
your SSH private key file.

aws ssm put-parameter --name puppet_user_pk --type String --value
"“cat private_key_file "

2. Add Systems Manager Parameter Store permissions to your Puppet master.
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a. Open the IAM console at https://console.aws.amazon.com/iam/.

b. In the left navigation pane, choose Roles.

c. Choose aws-opsworks-cm-ec2-role.

d. On the Permissions tab, choose Attach policies.

e. Inthe Search bar, enter AmazonSSMManagedInstanceCore.

f.  In the search results, choose AmazonSSMManagedinstanceCore.
g. Choose Attach policy.

3. Create the configuration file manifest. If you are using the control-repo-example
repository provided in the starter kit, create the following files in the locations shown in
the example repository. Otherwise, create them according to your own control repository
structure. Replace the TAM_USER_SSH_KEY value with the SSH key ID you created in the
prerequisites for this procedure.

control-repo-example/site/profile/manifests/codecommit.pp

class profile::codecommit {
$configfile = @(CONFIGFILE)
Host git-codecommit.*.amazonaws.com
User IAM_USER_SSH_KEY
IdentityFile /etc/puppetlabs/puppetserver/ssh/codecommit.rsa
StrictHostKeyChecking=no
| CONFIGFILE

# Replace REGION with the correct region for your server.
$command = @(COMMAND)
aws ssm get-parameters \
--region REGION \
--names puppet_user_pk \
--query "Parameters[Q].Value" \
--output text >| /etc/puppetlabs/puppetserver/ssh/codecommit.zrsa
| COMMAND

$dirs = [

'/opt/puppetlabs/server/data/puppetserver/.ssh',
'/etc/puppetlabs/puppetserver/ssh’,

file { $dirs:
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ensure => 'directory',
group => 'pe-puppet',
owner => 'pe-puppet',
mode => 'Q750',

file { 'ssh-config':
path => '/opt/puppetlabs/server/data/puppetserver/.ssh/config’,
require => File[$dirs],
content => $configfile,
group  => 'pe-puppet’,
owner => 'pe-puppet’,
mode => '0600',

exec { 'download-codecommit-certificate':
command => $command,
require => File[$dirs],
creates => '/etc/puppetlabs/puppetserver/ssh/codecommit.rsa’,
path => '/bin',
cwd => '/etc/puppetlabs’,

file { 'private-key-permissions':
subscribe => Exec['download-codecommit-certificate'],

path => '/etc/puppetlabs/puppetserver/ssh/codecommit.rsa"',
group => 'pe-puppet’,
owner => 'pe-puppet’,
mode => '0600',
}

4. Push your control repository to CodeCommit. Run the following commands to push the new
manifest file to your repository.

git add ./site/profile/manifests/codecommit.pp
git commit -m 'Configuring for SSH connection to CodeCommit'
git push origin production

5. Deploy the manifest files. Run the following commands to deploy the updated configuration
to your OpsWorks for Puppet Enterprise server. Replace STARTER_KIT_DIRECTORY with the
path to your Puppet configuration files.
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cd STARTER_KIT_DIRECTORY

puppet-access login --config-file .config/puppetlabs/client-tools/puppet-
access.conf

puppet-code deploy --all --wait \
--config-file .config/puppet-code.conf \
--token-file .config/puppetlabs/token

6. Update the OpsWorks for Puppet Enterprise server's classification. By default, the Puppet
agent runs on nodes (including the master) every 30 minutes. To avoid waiting, you can
manually run the agent on the Puppet master. Running the agent picks up the new manifest
file.

a. Signin to the Puppet Enterprise console.
b. Choose Classification.
c. Expand PE Infrastructure.

d. Choose PE Master.

e. On the Configuration tab, enter profile: :codecommit in Add new class.

The new class, profile: :codecommit, might not appear immediately after running
puppet-code deploy. Choose Refresh on this page if it does not appear.

f.  Choose Add class, and then choose Commit 1 change.

g. Manually run the Puppet agent on the OpsWorks for Puppet Enterprise server. Choose
Nodes, choose your server in the list, choose Run Puppet, and then choose Run.

7. In the Puppet Enterprise console, change the repository URL to use SSH instead of HTTPS. The
configuration you perform in these steps is saved during the OpsWorks for Puppet Enterprise
backup and restoration process, so you do not need to manually change the repository
configuration after maintenance activities.

a. Choose Classification.
b. Expand PE Infrastructure.
¢. Choose PE Master.

d. On the Configuration tab, find the puppet_enterprise::profile: :master class.

e. Choose Edit next to the r10k_remote parameter.
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f.  Replace the HTTPS URL with the SSH URL for your repository, and then choose Commit 1
change.

g. Manually run the Puppet agent on the OpsWorks for Puppet Enterprise server. Choose
Nodes, choose your server in the list, choose Run Puppet, and then choose Run.

Create an AWS OpsWorks for Puppet Enterprise Master by
using AWS CloudFormation

/A Important

AWS OpsWorks for Puppet Enterprise is not accepting new customers. Existing customers
will be unaffected until March 31, 2024 at which time the service will become unavailable.
We recommend that existing customers migrate to other solutions as soon as possible. For
more information, see AWS OpsWorks for Puppet Enterprise End of Life FAQs and How

to migrate an OpsWorks for Puppet Enterprise server to Amazon Elastic Compute Cloud
(Amazon EC2).

AWS OpsWorks for Puppet Enterprise lets you run a Puppet Enterprise server in AWS. You can

provision a Puppet Enterprise master server in about 15 minutes.

Starting May 3, 2021, OpsWorks for Puppet Enterprise stores some Puppet Enterprise server
attributes in AWS Secrets Manager. For more information, see Integration with AWS Secrets

Manager.

The following walkthrough helps you create a Puppet master in OpsWorks for Puppet Enterprise by
creating a stack in AWS CloudFormation.

Topics

« Prerequisites
o Create a Puppet Enterprise Master in AWS CloudFormation
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Prerequisites

Before you create a new Puppet master, create the resources outside of OpsWorks for Puppet
Enterprise that you'll need to access and manage your Puppet master. For more information, see
Prerequisites in the Getting Started section of this guide.

If you are creating a server that uses a custom domain, you need a custom domain, certificate,
and private key. You must specify values for all three of these parameters in your AWS
CloudFormation template. For more information about requirements for the CustomDomain,
CustomCertificate, and CustomPrivateKey parameters, see CreateServer in the AWS
OpsWorks CM API Reference.

Review the OpsWorks-CM section of the AWS CloudFormation User Guide Template Reference to

learn about the supported and required values in the AWS CloudFormation template that you use
to create your server.

Create a Puppet Enterprise Master in AWS CloudFormation

This section describes how to use an AWS CloudFormation template to build a stack that creates an
OpsWorks for Puppet Enterprise master server. You can do this by using the AWS CloudFormation
console or the AWS CLI. An example AWS CloudFormation template is available for you to use to

build an OpsWorks for Puppet Enterprise server stack. Be sure to update the example template
with your own server name, 1AM roles, instance profile, server description, backup retention count,
maintenance options, and optional tags. If your server will use a custom domain, you must specify
values for the CustomDomain, CustomCertificate, and CustomPrivateKey parametersin
your AWS CloudFormation template. For more information about these options, see the section
called “Create a Puppet Enterprise Master by using the AWS Management Console” in the Getting
Started section of this guide.

Topics

» Create a Puppet Enterprise Master by using AWS CloudFormation (Console)

o Create a Puppet Enterprise Master by using AWS CloudFormation (CLI)

Create a Puppet Enterprise Master by using AWS CloudFormation (Console)

1. Signin to the AWS Management Console and open the AWS CloudFormation console at
https://console.aws.amazon.com/cloudformation.
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2.
3.

On the AWS CloudFormation home page, choose Create stack.

In Prerequisite - Prepare template, if you are using the example AWS CloudFormation

template, choose Template is ready.

In Specify template, choose the source of your template. For this walkthrough, choose
Upload a template file, and upload an AWS CloudFormation template that creates a Puppet
Enterprise server. Browse for your template file, and then choose Next.

An AWS CloudFormation template can be in either YAML or JSON format. An example AWS
CloudFormation template is available for you to use; be sure to replace example values with
your own. You can use the AWS CloudFormation template designer to build a new template or
validate an existing one. For more information about how to do this, see AWS CloudFormation
Designer Interface Overview in the AWS CloudFormation User Guide.

Create stack

Prerequisite - Prepare template

Prepare template
Every stack is based on a template. A template is a JSON or YAML file that contains configuration information about the AWS resources you want to include in the stack.

© Template is ready Use a sample template Create template in Designer

Specify template

A template is a JSON or YAML file that describes your stack's resources and properties.

Template source
Selecting a template generates an Amazon 53 URL where it will be stored.

Amazon S3 URL © Upload a template file

Upload a template file

Choose file [4] opsworkscm-server.json

JSON or YAML formatted file

S3 URL: https://s3-external-1.amazonaws.com/cf-templates- / -opsworkscm-server.json ‘ View in Designer ‘

On the Specify stack details page, enter a name for your stack. This won't be the same as the
name of your server, it is only a stack name. In the Parameters area, enter an administrator
password for signing in to the Puppet Enterprise console webpage. The password must use
between 8 and 32 ASCII characters. Choose Next.

Create a Puppet Enterprise Master in AWS CloudFormation API Version 2013-02-18 46


samples/opsworkscm-puppet-server.zip
samples/opsworkscm-puppet-server.zip
samples/opsworkscm-puppet-server.zip
samples/opsworkscm-puppet-server.zip
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/working-with-templates-cfn-designer-overview.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/working-with-templates-cfn-designer-overview.html

AWS OpsWorks User Guide

Specify stack details

Stack name

Stack name

OpsWorksCMPuppetServerStack

Stack name can include letters (A-Z and a-z), numbers (0-9), and dashes (-).

Parameters

Parameters are defined in your template and allow you to input custom values when you create or update a stack.

AdminPassword

09876543210

6. On the Options page, you can add tags to the server you're creating with the stack, and
choose an IAM role for creating resources if you have not already specified an IAM role to use
in your template. When you're finished specifying options, choose Next. For more information
about advanced options such as rollback triggers, see Setting AWS CloudFormation Stack
Options in the AWS CloudFormation User Guide.

7. On the Review page, review your choices. When you are ready to create the server stack,
choose Create.

While you are waiting for AWS CloudFormation to create the stack, view the stack creation
status. If stack creation fails, review the error messages shown in the console to help you
resolve the issues. For more information about troubleshooting errors in AWS CloudFormation
stacks, see Troubleshooting Errors in the AWS CloudFormation User Guide.

When server creation is finished, your Puppet master is available on the OpsWorks for
Puppet Enterprise home page, with a status of online. After the server is online, the Puppet
Enterprise console is available on the server's domain, at a URL in the following format:
https://your_server name-randomID.region.opsworks-cm.io.

® Note

If you specified a custom domain, certificate, and private key for your server, create
a CNAME entry in your enterprise's DNS management tool that maps your custom
domain to the endpoint that OpsWorks for Puppet Enterprise automatically generated
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for the server. You cannot manage the server or connect to the Puppet Enterprise
management website for the server until you map the generated endpoint to your
custom domain value.

To get the generated endpoint value, run the following AWS CLI command after your
server is online:

aws opsworks describe-servers --server-name server_name

Create a Puppet Enterprise Master by using AWS CloudFormation (CLI)

If your local computer is not already running the AWS CLI, download and install the AWS CLI by
following installation instructions in the AWS Command Line Interface User Guide. This section
does not describe all parameters that you can use with the create-stack command. For more

information about create-stack parameters, see create-stack in the AWS CL/ Reference.

1.
2.

Be sure to complete the Prerequisites for creating an OpsWorks for Puppet Enterprise master.

Create a service role and an instance profile. AWS OpsWorks provides an AWS CloudFormation
template that you can use to create both. Run the following AWS CLI command to create an
AWS CloudFormation stack that creates the service role and instance profile for you.

aws cloudformation create-stack --stack-name OpsWorksCMRoles --template-url
https://s3.amazonaws.com/opsworks-cm-us-east-1-prod-default-assets/misc/opsworks-
cm-roles.yaml --capabilities CAPABILITY_NAMED_IAM

After AWS CloudFormation finishes creating the stack, find and copy the ARNs of service roles
in your account.

aws iam list-roles --path-prefix "/service-role/" --no-paginate

In the results of the 1ist-roles command, look for service role and instance profile entries
that resemble the following. Make a note of the ARNs of the service role and instance profile,
and add them to the AWS CloudFormation template that you are using to create your Puppet
master server stack.

"AssumeRolePolicyDocument": {
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"Version": "2012-10-17",
"Statement": [

{
"Action": "sts:AssumeRole",
"Effect": "Allow",
"Principal": {
"Service": "ec2.amazonaws.com"
}
}

iy
"RoleId": "AR0ZZZZ7Z7Z7777Z7QG6R22HC",
"CreateDate": "2018-01-05T20:42:207",

"RoleName": "aws-opsworks-cm-ec2-role",
"Path": "/service-role/",
"Arn": "arn:aws:iam::000000000000:r0le/service-role/aws-opsworks-cm-ec2-role"
},
{
"AssumeRolePolicyDocument": {
"Version": "2012-10-17",
"Statement": [
{
"Action": "sts:AssumeRole",
"Effect": "Allow",
"Principal": {
"Service": "opsworks-cm.amazonaws.com"
}
}
]
I
"RolelId": "ARQZZZZZZ7ZZ7Z7Z777ZZ6QE",
"CreateDate": "2018-01-05T20:42:20Z",
"RoleName": "aws-opsworks-cm-service-role",
"Path": "/service-role/",
"Arn": "arn:aws:iam: :000000000000:role/service-role/aws-opsworks-cm-service-
role"
}

3. Create the OpsWorks for Puppet Enterprise master by running the create-stack command
again.
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» Replace stack_name with the name of your stack. This is the name of the AWS
CloudFormation stack, not your Puppet master. The Puppet master name is the value of
ServerName in your AWS CloudFormation template.

» Replace template with the path to your template file, and the extension yaml or json
with .yaml or . json as appropriate.

o The values for --parameters correspond to EngineAttributes from the CreateServer

API. For Puppet, the following are user-provided engine attributes to create a server.

r10k engine attributes connect your Puppet master to a code repository to manage the
server's environment configuration. For more information about r10k engine attributes, see
Managing code with r10k in the Puppet Enterprise documentation.

o PUPPET_ADMIN_PASSWORD, an administrator password for signing in to the Puppet
Enterprise console webpage. The password must use between 8 and 32 ASCII characters,
and requires at least one upper case letter, one lower case letter, one number, and one
special character.

« PUPPET_R10K_REMOTE, the URL of your control repository (for example, ssh://
git@your.git-repo.com:user/control-repo.git). Specifying an r10k remote opens TCP port
8170.

« PUPPET_R10OK_PRIVATE_KEY. If you are using a private Git repository, add
PUPPET_R10K_PRIVATE_KEY to specify an SSH URL and a PEM-encoded private SSH key.

aws cloudformation create-stack --stack-name stack_name
--template-body file://template.yaml or json --parameters
ParameterKey=AdminPassword, ParameterValue="password"

The following is an example.

aws cloudformation create-stack --stack-name "OpsWorksCMPuppetServerStack"
--template-body file://opsworkscm-puppet-server.json --parameters
ParameterKey=AdminPassword, ParameterValue="09876543210Ab#"

The following example specifies r10k engine attributes as parameters, when they are not
provided in the AWS CloudFormation template. An example template that includes the r10k
engine attributes, puppet-server-param-attributes.yaml, is included in the example
AWS CloudFormation templates.
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aws cloudformation create-stack --stack-name MyPuppetStack --

template-body file://puppet-server-param-attributes.yaml --parameters
ParameterKey=AdminPassword, ParameterValue="superSecretl%3"
ParameterKey=R10KRemote, ParameterValue="https://www.yourRemote.com"
ParameterKey=R10KKey, ParameterValue="$(cat puppet-rl@k.pem)"

The following example specifies r10k engine attributes and their values in the AWS
CloudFormation template; the command only needs to point to the template file. The
template specified as the value of --template-body, puppet-server-in-file-
attributes.yaml, is included in the example AWS CloudFormation templates.

aws cloudformation create-stack --stack-name MyPuppetStack --template-body file://
puppet-server-in-file-attributes.yaml

4. (Optional) To get stack creation status, run the following command.

aws cloudformation describe-stacks --stack-name stack_name

5.  When stack creation has finished, go on to the next section, the section called “Finish
Configuration”. If stack creation fails, review the error messages shown in the console to
help you resolve the issues. For more information about troubleshooting errors in AWS
CloudFormation stacks, see Troubleshooting Errors in the AWS CloudFormation User Guide.

Update an OpsWorks for Puppet Enterprise Server to Use a
Custom Domain

/A Important

AWS OpsWorks for Puppet Enterprise is not accepting new customers. Existing customers
will be unaffected until March 31, 2024 at which time the service will become unavailable.
We recommend that existing customers migrate to other solutions as soon as possible. For
more information, see AWS OpsWorks for Puppet Enterprise End of Life FAQs and How

to migrate an OpsWorks for Puppet Enterprise server to Amazon Elastic Compute Cloud
(Amazon EC2).
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This section describes how to update an existing OpsWorks for Puppet Enterprise server to use a
custom domain and certificate by using a backup of the server to create a new server. Essentially,
you are copying an existing OpsWorks for Puppet Enterprise 2.0 server by creating a new server
from a backup, then configuring the new server to use a custom domain, certificate, and private
key.

Topics

Prerequisites

Limitations

Update a Server to Use a Custom Domain

See Also

Prerequisites

The following are requirements for updating an existing OpsWorks for Puppet Enterprise server to
use a custom domain and certificate.

» The server that you want to update (or copy) must be running Puppet Enterprise 2019.8.5.

» Decide which backup you want to use to create a new server. You must have at least one
backup available of the server that you want to update. For more information about backups in
OpsWorks for Puppet Enterprise, see Back Up an OpsWorks for Puppet Enterprise Server.

» Have ready the service role and instance profile ARNs that you used to create the existing server
that is the source of your backup.

« Be sure that you are running the most current release of the AWS CLI. For more information
about updating your AWS CLI tools, see Installing the AWS CLI in the AWS Command Line
Interface User Guide.

Limitations

When you update an existing server by creating a new server from a backup, the new server cannot
be exactly the same as the existing OpsWorks for Puppet Enterprise server.

» You can only complete this procedure by using the AWS CLI or one of the AWS SDKs. You cannot
create a new server from a backup by using the AWS Management Console.
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« The new server cannot use the same name as the existing server within an account, and within
an AWS Region. The name must be different from the existing server that you used as the source
of the backup.

» Nodes that were attached to the existing server are not managed by the new server. You must do
one of the following.

« Attach different nodes, because nodes cannot be managed by more than one Puppet master.

» Migrate the nodes from the existing server (the source of the backup) to the new server and
the new custom domain endpoint. For more information about how to migrate nodes, see the
Puppet Enterprise documentation.

Update a Server to Use a Custom Domain

To update an existing Puppet master, you make a copy of it by running the create-server
command, adding parameters to specify a backup, a custom domain, a custom certificate, and a
custom private key.

1. If you do not have service role or instance profile ARNs available to specify in your create-
server command, follow steps 1-5 in Create a Chef Automate server by using the AWS CLI to

create a service role and instance profile that you can use.

2. If you have not already done so, find the backup of the existing Puppet master on which
you want to base a new server with a custom domain. Run the following command to show
information about all OpsWorks for Puppet Enterprise backups in your account, and in a
region. Be sure to note the ID of the backup that you want to use.

aws opsworks-cm --region region name describe-backups
3. Create the OpsWorks for Puppet Enterprise server by running the create-server command.
e The --engine value is Puppet, --engine-model is Monolithic, and --engine-

versionis 2019 or 2017.

» The server name must be unique within your AWS account, within each region. Server names
must start with a letter; then letters, numbers, or hyphens (-) are allowed, up to a maximum
of 40 characters.

» Use the instance profile ARN and service role ARN that you copied in Steps 3 and 4.
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 Valid instance types are c4.1large, c4.xlarge, or c4.2xlarge. For more information
about the specifications of these instance types, see Instance Types in the Amazon EC2 User
Guide.

e The --engine-attributes parameter is optional; if you don't specify a Puppet
administrator password, the server creation process generates one for you. If you add - -
engine-attributes, specify a PUPPET_ADMIN_PASSWORD, an administrator password for
signing in to the Puppet Enterprise console webpage. The password must use between 8 and
32 ASCII characters.

« An SSH key pair is optional, but can help you connect to your Puppet master if you need to
reset the console administrator password. For more information about creating an SSH key
pair, see Amazon EC2 Key Pairs in the Amazon EC2 User Guide.

» To use a custom domain, add the following parameters to your command. Otherwise, the
Puppet master creation process automatically generates an endpoint for you. All three
parameters are required to configure a custom domain. For information about additional
requirements for using these parameters, see CreateServer in the AWS OpsWorks CM API
Reference.

e --custom-domain - An optional public endpoint of a server, such as https://aws.my-
company.com.

e --custom-certificate - A PEM-formatted HTTPS certificate. The value can be be a
single, self-signed certificate, or a certificate chain.

e --custom-private-key - A private key in PEM format for connecting to the server
by using HTTPS. The private key must not be encrypted; it cannot be protected by a
password or passphrase.

Weekly system maintenance is required. Valid values must be specified in the following
format: DDD : HH: MM. The specified time is in coordinated universal time (UTC). If you do not
specify a value for --preferred-maintenance-window, the default value is a random,
one-hour period on Tuesday, Wednesday, or Friday.

Valid values for --preferred-backup-window must be specified in one of the following
formats: HH: MM for daily backups, or DDD : HH: MM for weekly backups. The specified time is
in UTC. The default value is a random, daily start time. To opt out of automatic backups, add
the parameter --disable-automated-backup instead.

e For --security-group-ids, enter one or more security group IDs, separated by a space.

e For --subnet-ids, enter a subnet ID.
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aws opsworks-cm create-server --engine "Puppet" --engine-model "Monolithic"
--engine-version "2019" --server-name '"server_name" --instance-profile-arn
"instance_profile_ARN" --instance-type "instance_type" --engine-attributes
'{"PUPPET_ADMIN_PASSWORD":"ASCII_password"}' --key-pair "key_pair_name" --

preferred-maintenance-window "ddd:hh:mm" --preferred-backup-window "ddd:hh:mm"
--security-group-ids security_group_idl security_group_id2 --service-role-arn
"service_role_ARN" --subnet-ids subnet_ID

The following example creates a Puppet master that uses a custom domain.

aws opsworks-cm create-server \

--engine "Puppet" \

--engine-model "Monolithic" \

--engine-version "2019" \

--server-name "puppet-02" \

--instance-profile-arn "arn:aws:iam::1019881987024:instance-profile/aws-
opsworks-cm-ec2-role" \

--instance-type "c4.large" \

--engine-attributes '{"PUPPET_ADMIN_PASSWORD":"zZZzDj2DLYXSZFRv1d"}"' \

--custom-domain "my-puppet-master.my-corp.com" \

--custom-certificate "----- BEGIN CERTIFICATE----- EXAMPLEQEXAMPLE== ----- END
CERTIFICATE----- "\

--custom-private-key "----- BEGIN RSA PRIVATE KEY----- EXAMPLEQEXAMPLE= ----- END
RSA PRIVATE KEY----- "\

--key-pair "amazon-test"

--preferred-maintenance-window "Mon:08:00" \

--preferred-backup-window "Sun:02:00" \

--security-group-ids sg-b00000001 sg-b000OOOS8 \

--service-role-arn "arn:aws:iam::044726508045:r0le/service-role/aws-opsworks-
cm-service-role" \

--subnet-ids subnet-383daa7l

4. OpsWorks for Puppet Enterprise takes about 15 minutes to create a new server. In the output
of the create-server command, copy the value of the Endpoint attribute. The following is
an example.

"Endpoint": "puppet-2019-exampleexample.opsworks-cm.us-east-1.amazonaws.com"
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Do not dismiss the output of the create-server command or close your shell session,
because the output can contain important information that is not shown again. To get
passwords and the starter kit from the create-server results, go on to the next step.

5. If you opted to have OpsWorks for Puppet Enterprise generate a password for you, you can
extract it in a usable format from the create-server results by using a JSON processor
such as jq. After you install jg, you can run the following commands to extract the Puppet
administrator password and starter kit. If you did not provide your own password in Step 3, be
sure to save the extracted administrator password in a convenient but secure location.

#Get the Puppet password:
cat resp.json | jg -r '.Server.EngineAttributes[] | select(.Name ==
"PUPPET_ADMIN_PASSWORD") | .Value'

#Get the Puppet Starter Kit:
cat resp.json | jg -r '.Server.EngineAttributes[] | select(.Name ==
"PUPPET_STARTER_KIT") | .Value' | base64 -D > starterkit.zip

(@ Note

You cannot regenerate a new Puppet master starter kit in the AWS Management
Console. When you create a Puppet master by using the AWS CLI, run the preceding jq
command to save the base64-encoded starter kit in the create-server results as a
ZIP file.

6. Optionally, if you did not extract the starter kit from create-server command results, you
can download a new starter kit from the server's Properties page in the OpsWorks for Puppet
Enterprise console.

7. If you are not using a custom domain, go on to the next step. If you are using a custom domain
with the server, create a CNAME entry in your enterprise's DNS management tool to point your
custom domain to the OpsWorks for Puppet Enterprise endpoint that you copied in step 4. You
cannot reach or sign in to a server with a custom domain until you complete this step.

8. When the server creation process is finished, go on to Configure the Puppet Master Using the
Starter Kit.
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See Also

» Create a Puppet Enterprise Master by using the AWS CLI

» Back Up and Restore an OpsWorks for Puppet Enterprise Server

» CreateServer in the AWS OpsWorks CM API Reference

« create-server in the AWS CLI Command Reference

Working with Tags on AWS OpsWorks for Puppet Enterprise
Resources

/A Important

AWS OpsWorks for Puppet Enterprise is not accepting new customers. Existing customers
will be unaffected until March 31, 2024 at which time the service will become unavailable.
We recommend that existing customers migrate to other solutions as soon as possible. For
more information, see AWS OpsWorks for Puppet Enterprise End of Life FAQs and How

to migrate an OpsWorks for Puppet Enterprise server to Amazon Elastic Compute Cloud
(Amazon EC2).

Tags are words or phrases that act as metadata for identifying and organizing your AWS resources.
In OpsWorks for Puppet Enterprise, a resource can have up to 50 user-applied tags. Each tag
consists of a key and one optional value. You can apply tags to the following resources in
OpsWorks for Puppet Enterprise:

o OpsWorks for Puppet Enterprise servers

» Backups of OpsWorks for Puppet Enterprise servers

Tags on AWS resources can help you track costs, control access to resources, group resources for
automating tasks, or organize resources by purpose or lifecycle stage. For more information about
the benefits of tags, see AWS Tagging Strategies in AWS Answers and Using Cost Allocation Tags in
the AWS Billing and Cost Management User Guide.

To use tags to control access to OpsWorks for Puppet Enterprise servers or backups, create or
edit policy statements in AWS Identity and Access Management (IAM). For more information,
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see Controlling Access to AWS Resources Using Resource Tags in the AWS Identity and Access
Management User Guide.

When you apply tags to an OpsWorks for Puppet Enterprise master, the tags are also applied

to the master's backups, the Amazon S3 bucket that stores the backups, the master's Amazon
EC2 instance, secrets for the master that are stored in AWS Secrets Manager, and the Elastic IP
address used by the master. Tags are not propagated to the AWS CloudFormation stack that AWS
OpsWorks uses to create your Puppet master.

Topics

How Tags Work in AWS OpsWorks for Puppet Enterprise

Add and Manage Tags in OpsWorks for Puppet Enterprise (Console)

Add and Manage Tags in OpsWorks for Puppet Enterprise (CLI)

See Also

How Tags Work in AWS OpsWorks for Puppet Enterprise

In this release, you can add and manage tags by using the AWS OpsWorks CM API or the AWS

Management Console. AWS OpsWorks CM also attempts to add tags that you add to a server to
the AWS resources that are associated with the server, including the EC2 instance, secrets in Secrets
Manager, Elastic IP address, security group, S3 bucket, and backups.

The following table provides an overview of how you add and manage tags in OpsWorks for
Puppet Enterprise.

Action What to use

Add tags to a new OpsWorks for Puppet o Choose Create Puppet Enterprise server
Enterprise server or a backup that you are and add tags on the Configure advanced
creating manually. settings page.

« Choose Create backup on the Backups page
for an existing server, and add tags on the
Create a backup of your Puppet Enterprise
server page.

« Add a Tags parameter to the CreateSer
ver orCreateBackup commands.
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Action

View tags on a resource.

Add tags to an existing OpsWorks for Puppet
Enterprise server or a backup, regardless of
whether the backup was created manually or
automatically.

Delete tags from a resource.

What to use

On the details page for your server, choose
Tags in the navigation pane.

On the Backups page for your server, select
a backup, and then choose Edit backup.

Run the ListTagsForResource
command.

On the details page for your server, choose
Tags in the navigation pane, and then
choose Edit.

On the Backups page for your server, select
a backup, and then choose Edit backup.

Run the TagResource command.

On the details page for your server, choose
Tags in the navigation pane, and then
choose Edit. Choose X next to tags that you
want to delete.

On the Backups page for your server, select
a backup, and then choose Edit backup.
Choose X next to tags that you want to
delete.

Run the UntagResource command.

DescribeServers and DescribeBackups responses do not include tag information. To show
tags, use the ListTagsForResource API.

Add and Manage Tags in OpsWorks for Puppet Enterprise (Console)

Procedures in this section are performed in the AWS Management Console.

If you add tags, a tag key cannot be empty. The key can be a maximum of 127 characters, and can

contain only Unicode letters, numbers, or separators, or the following special characters: + - = .

: / @Atagvalueis optional. You can add a tag that has a key, but no value. The value can be a
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maximum of 255 characters, and can contain only Unicode letters, numbers, or separators, or the

following special characters: + - = . _ : / @

Topics

Add Tags to a New OpsWorks for Puppet Enterprise Server (Console)

Add Tags to a New Backup (Console)

Add or View Tags on an Existing Server (Console)

Add or View Tags on an Existing Backup (Console)

Delete Tags from a Server (Console)

Delete Tags from a Backup (Console)

Add Tags to a New OpsWorks for Puppet Enterprise Server (Console)

Be sure to complete any prerequisites for creating an OpsWorks for Puppet Enterprise master.
Follow steps 1-8 in Create a Puppet Enterprise Master by using the AWS Management Console.

After you specify automated backup settings, add tags in the Tags area of the Configure
advanced settings page. You can add a maximum of 50 tags. When you are finished adding
tags, choose Next.

Go on to step 11 of Create a Puppet Enterprise Master by using the AWS Management
Console, and review settings you have chosen for the new server.

Add Tags to a New Backup (Console)

1

2
3.
4

On the OpsWorks for Puppet Enterprise home page, choose an existing Puppet master.
From the server's details page, choose Backups in the navigation pane.

On the Backups page, choose Create backup.

Add tags. Choose Create when you are finished adding tags.

Add or View Tags on an Existing Server (Console)

1.

On the OpsWorks for Puppet Enterprise home page, choose an existing Puppet master to open
its details page.

Choose Tags in the navigation pane, or at the bottom of the details page, choose View all
tags.
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3.

On the Tags page, choose Edit.

4. Add or edit tags on the server. Choose Save when you are finished.

® Note

Be aware that changing tags on your Puppet master also changes tags on resources
that are associated with the server, such as the EC2 instance, Elastic IP address, security
group, S3 bucket, and backups.

Add or View Tags on an Existing Backup (Console)

1.

On the OpsWorks for Puppet Enterprise home page, choose an existing Puppet master to open
its details page.

Choose Backups in the navigation pane, or in the Recent backups area of the details page,
choose View all backups.

On the Backups page, choose a backup to manage, and then choose Edit backup.

Add or edit tags on the backup. Choose Update when you are finished.

Delete Tags from a Server (Console)

1.

On the OpsWorks for Puppet Enterprise home page, choose an existing Puppet master to open
its details page.

Choose Tags in the navigation pane, or at the bottom of the details page, choose View all
tags.

On the Tags page, choose Edit.

Choose X next to a tag to delete the tag. Choose Save when you are finished.

® Note

Be aware that changing tags on your Puppet master also changes tags on resources
that are associated with the server, such as the EC2 instance, Elastic IP address, security
group, S3 bucket, and backups.
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Delete Tags from a Backup (Console)

1. On the OpsWorks for Puppet Enterprise home page, choose an existing Puppet master to open
its details page.

2. Choose Backups in the navigation pane, or in the Recent backups area of the details page,
choose View all backups.

On the Backups page, choose a backup to manage, and then choose Edit backup.

4. Choose X next to a tag to delete the tag. Choose Update when you are finished.

Add and Manage Tags in OpsWorks for Puppet Enterprise (CLI)

Procedures in this section are performed in the AWS CLI. Be sure that you are running the latest
release of the AWS CLI before you start working with tags. For more information about installing or
updating the AWS CLI, see Installing the AWS CLI in the AWS Command Line Interface User Guide.

If you add tags, a tag key cannot be empty. The key can be a maximum of 127 characters, and can
contain only Unicode letters, numbers, or separators, or the following special characters: + - = .
_ : / @Atagvalue is optional. You can add a tag that has a key, but no value. The value can be
a maximum of 255 characters, and contain only Unicode letters, numbers, or separators, or the
following special characters:+ - = . _ : / @

Topics
« Add Tags to a New OpsWorks for Puppet Enterprise Server (CLI)
Add Tags to a New Backup (CLI)

Add Tags to Existing Servers or Backups (CLI)
List Resource Tags (CLI)

Delete Tags from a Resource (CLI)

Add Tags to a New OpsWorks for Puppet Enterprise Server (CLI)

You can use the AWS CLI to add tags when you create an OpsWorks for Puppet Enterprise server.
This procedure does not describe in full how to create a server. For detailed information about how
to create an OpsWorks for Puppet Enterprise server by using the AWS CLI, see Create a Puppet

Enterprise Master by using the AWS CLI in this guide. You can add up to 50 tags to a server.

1. Be sure to complete any prerequisites for creating an OpsWorks for Puppet Enterprise server.
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2. Complete steps 1-4 of Create a Puppet Enterprise Master by using the AWS CLI.

3. Forstep 5, when you run the create-server command, add the --tags parameter to the
command, as shown in the following example.

aws opsworks-cm create-server ... --tags Key=Keyl,Value=Valuel
Key=Key2,Value=Value2

The following is an example showing only the tags portion of the create-server command.

aws opsworks-cm create-server ... --tags Key=Stage,Value=Production
Key=Department,Value=Marketing

4. Complete the remaining steps in Create a Puppet Enterprise Master by using the AWS CLI. To
verify that your tags were added to the new server, follow steps in List Resource Tags (CLI) in
this topic.

Add Tags to a New Backup (CLI)

You can use the AWS CLI to add tags when you create a new, manual backup of an OpsWorks for
Puppet Enterprise server. This procedure does not describe in full how to create a manual backup.
For detailed information about how to create a manual backup, see "To perform a manual backup
in the AWS CLI" in Back Up an OpsWorks for Puppet Enterprise Server. You can add up to 50 tags to
a backup. If a server has tags, new backups are automatically tagged with the server's tags.

By default, when you create a new OpsWorks for Puppet Enterprise server, automated backups
are enabled. You can add tags to an automated backup by running the tag-resource command,
described in Add Tags to Existing Servers or Backups (CLI) in this topic.

« To add tags to a manual backup as you're creating the backup, run the following command.
Only the tags portion of the command is shown. For an example of the full create-backup
command, see "To perform a manual backup in the AWS CLI" in Back Up an OpsWorks for
Puppet Enterprise Server.

aws opsworks-cm create-backup ... --tags Key=Keyl,Value=Valuel
Key=Key2,Value=Value2

The following example shows only the tags portion of the create-backup command.
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aws opsworks-cm create-backup ... --tags Key=Stage,Value=Production
Key=Department,Value=Marketing

Add Tags to Existing Servers or Backups (CLI)

You can run the tag-resource command to add tags to existing OpsWorks for Puppet Enterprise
servers or backups (whether the backups were created automatically or manually). Specify the
Amazon Resource Number (ARN) of a target resource to add tags to it.

1. To get the ARN of the resource to which you want to apply tags:

e Foraserver, rundescribe-servers --server-name server_name. The results of the
command show the server ARN.

« For a backup, run describe-backups --backup-id backup_ID. The results of the
command show the backup ARN. You can also run describe-backups --server-name
server_name to show information about all backups for a specific OpsWorks for Puppet
Enterprise server.

The following example shows only the ServerArn in results of a describe-servers --
server-name opsworks-cm-test command. The ServerArn value is added to a tag-
resource command to add tags to the server.

{
"Servers": [
{
"ServerArn": "arn:aws:opsworks-cm:us-west-2:123456789012:server/
opsworks-cm-test/EXAMPLEd-66b0-4196-8274-d1a2bEXAMPLE"
}
]
}

2. Runthe tag-resource command with the ARN that you returned in step 1.

aws opsworks-cm tag-resource --resource-arn "server_or_backup_ARN" --tags
Key=Keyl,Value=Valuel Key=Key2,Value=Value2
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The following is an example.

aws opsworks-cm tag-resource --resource-arn "arn:aws:opsworks-cm:us-
west-2:123456789012:server/opsworks-cm-test/EXAMPLEd-66b0-4196-8274-d1a2bEXAMPLE"
--tags Key=Stage,Value=Production Key=Department,Value=Marketing

3. To verify that tags were added successfully, go on to the next procedure, List Resource Tags
(CLI).

List Resource Tags (CLI)

You can run the 1ist-tags-for-resource command to show the tags that are attached to
OpsWorks for Puppet Enterprise servers or backups. Specify the ARN of a target resource to view
its tags.

1. To get the ARN of the resource for which you want to list tags:

e Foraserver,run describe-servers --server-name server_name. The results of the
command show the server ARN.

» For a backup, run describe-backups --backup-id backup_ID. The results of the
command show the backup ARN. You can also run describe-backups --server-name
server_name to show information about all backups for a specific OpsWorks for Puppet
Enterprise server.

2. Runthe list-tags-for-resource command with the ARN that you returned in step 1.

aws opsworks-cm list-tags-for-resource --resource-arn '"server_or_backup_ARN"

The following is an example.

aws opsworks-cm tag-resource --resource-arn "arn:aws:opsworks-cm:us-
west-2:123456789012:server/opsworks-cm-test/EXAMPLEd-66b0-4196-8274-d1a2bEXAMPLE"

If there are tags on the resource, the command returns results like the following.

"Tags": [

IlKeyll: IlStagell’
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"Value": "Production"
I
{

"Key": "Department",

"Value": "Marketing"
}

Delete Tags from a Resource (CLI)

You can run the untag-resource command to delete tags from OpsWorks for Puppet Enterprise
servers or backups. If the resource is deleted, tags on the resource are also deleted. Specify the
Amazon Resource Number (ARN) of a target resource to remove tags from it.

1. To get the ARN of the resource from which you want to remove tags:

» For aserver, run describe-servers --server-name server_name. The results of the
command show the server ARN.

o For a backup, run describe-backups --backup-id backup_ID. The results of the
command show the backup ARN. You can also run describe-backups --server-name
server_name to show information about all backups for a specific OpsWorks for Puppet
Enterprise server.

2. Runthe untag-resource command with the ARN that you returned in step 1. Specify only
the tags that you want to delete.

aws opsworks-cm untag-resource --resource-arn '"server or_ backup_ARN" --tags
Key=Keyl,Value=Valuel Key=Key2,Value=Value2

In this example, the untag-resource command removes only the tag with a key of Stage
and a value of Production.

aws opsworks-cm untag-resource --resource-arn "arn:aws:opsworks-cm:us-
west-2:123456789012:server/opsworks-cm-test/EXAMPLEd-66b0-4196-8274-d1a2bEXAMPLE"
--tags Key=Stage,Value=Production

3. To verify that tags were deleted successfully, follow steps in List Resource Tags (CLI) in this

topic.
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See Also

» Create a Puppet Enterprise Master by using the AWS CLI

» Back Up an OpsWorks for Puppet Enterprise Server

« AWS Tagging Strategies

» Controlling Access to AWS Resources Using Resource Tags in the AWS Identity and Access
Management User Guide

« Using Cost Allocation Tags in the AWS Billing and Cost Management User Guide

o CreateBackup in the AWS OpsWorks CM API Reference

» CreateServer in the AWS OpsWorks CM API Reference
» TagResource in the AWS OpsWorks CM API Reference
 ListTagsForResource in the AWS OpsWorks CM API Reference

« UntagResource in the AWS OpsWorks CM API Reference

Back Up and Restore an OpsWorks for Puppet Enterprise Server

/A Important

AWS OpsWorks for Puppet Enterprise is not accepting new customers. Existing customers
will be unaffected until March 31, 2024 at which time the service will become unavailable.
We recommend that existing customers migrate to other solutions as soon as possible. For
more information, see AWS OpsWorks for Puppet Enterprise End of Life FAQs and How

to migrate an OpsWorks for Puppet Enterprise server to Amazon Elastic Compute Cloud
(Amazon EC2).

This section describes how to back up and restore an OpsWorks for Puppet Enterprise server.

Topics

« Back Up an OpsWorks for Puppet Enterprise Server

» Restore an OpsWorks for Puppet Enterprise Server from a Backup

See Also API Version 2013-02-18 67
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Back Up an OpsWorks for Puppet Enterprise Server

/A Important

AWS OpsWorks for Puppet Enterprise is not accepting new customers. Existing customers
will be unaffected until March 31, 2024 at which time the service will become unavailable.
We recommend that existing customers migrate to other solutions as soon as possible. For
more information, see AWS OpsWorks for Puppet Enterprise End of Life FAQs and How

to migrate an OpsWorks for Puppet Enterprise server to Amazon Elastic Compute Cloud
(Amazon EC2).

You can define a daily or weekly recurring OpsWorks for Puppet Enterprise server backup, and
have the service store the backups in Amazon Simple Storage Service (Amazon S3) on your behalf.
Alternatively, you can make manual backups on demand.

Because backups are stored in Amazon S3, they incur additional fees. You can define a backup
retention period of up to 30 generations. You can submit a service request to have that limit
changed by using AWS support channels. Content delivered to Amazon S3 buckets might contain
customer content. For more information about removing sensitive data, see How Do | Empty an S3
Bucket? or How Do | Delete an S3 Bucket?.

You can add tags to backups of an OpsWorks for Puppet Enterprise master. If you have added tags
to an OpsWorks for Puppet Enterprise master, automated backups of the Puppet master inherit
those tags. For more information about how to add and manage tags on backups, see Working
with Tags on AWS OpsWorks for Puppet Enterprise Resources in this guide.

Topics

» Automated Backups

» Manual Backups

» Delete backups

Automated Backups

When you configure your OpsWorks for Puppet Enterprise server, you choose either automated
or manual backups. OpsWorks for Puppet Enterprise starts automated backups during the hour
and on the day that you choose in the Automated backup section of the Configure advanced
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settings page of the setup wizard. After your server is online, you can change backup settings by

performing the following steps on the server's properties page.

To change automated backup settings

1.

On the server's properties page, choose More settings.

Server information

Status Version

healthy 2017.3.0

Recent events

Time (UTC)

2017-11-02T22:57:042
2017-11-02T22:57:042
2017-11-02T22:51:427
2017-11-02T22:51:422
2017-11-02T22:46:43Z2
2017-11-02T22:46:437
2017-11-02T22:41:4372

2017-11-02T22:41:4372

@ test-puppet-server

Terprise Lonsole

https://test-puppet-server-

Actions v

More settings

nce Automated backup

(4" Open Puppet Enterprise dashboard

Jion System mainten

US West (Oregon)

[

4]

[vi]

S pm-6pmUTC, every Tuesday 10 pm - 11 pm UTC, daily

us-west-2 opsworks-cm.io =

View all events

Description

Successiully created an automated backup 'test-puppet-server-2017-11-02T722:56:09 8232'
Switching server status from BACKING_UP to HEALTHY with reason: Server Healthy
Successfully created an automated backup 'test-puppet-server-2017-11-02T22:51:08 6832
Switching server status from BACKING _UP to HEALTHY with reason: Server Healthy
Successfully created an automated backup 'test-puppet-server-2017-11-02T722:46:09.5062'
Switching server status from BACKING_UP to HEALTHY with reason: Server Healthy
Successfully created an automated backup ‘test-puppet-server-2017-11-02T22:41:09.0932'

Switching server status from BACKING_UP to HEALTHY with reason: Server Healthy

B i e e i i e PR o BP

To turn off automated backups, choose No for the Enable automated backups option. Save

your changes; you do not need to go on to the next step.

In the Automated Backup section, change the frequency, start time, or generations to keep.

Save your changes.

Back Up an OpsWorks for Puppet Enterprise Server
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Manual Backups

You can start a manual backup at any time in the AWS Management Console, or by running
the AWS CLI create-backup command. Manual backups are not included in the maximum 30

generations of automated backups that are stored. A maximum of 10 manual backups are stored,
and must be manually deleted from Amazon S3.

To perform a manual backup in the AWS Management Console

1. Onthe Puppet Enterprise servers page, choose the server that you want to back up.
2. Onthe properties page for the server, in the left navigation pane, choose Backups.

3. Choose Create backup.
4

The manual backup is finished when the page shows a green check mark in the backup's
Status column.

To perform a manual backup in the AWS CLI

You can add tags when you create a new, manual backup of an OpsWorks for Puppet Enterprise
server. For more information about how to add tags when you create a manual backup, see Add
Tags to a New Backup (CLI).

o  To start a manual backup, run the following AWS CLI command.

aws opsworks-cm --region region name create-backup --server-name "Puppet server
name" --description "optional descriptive string"

Delete backups

Deleting a backup permanently deletes it from the S3 bucket in which backups are stored.
To delete a backup in the AWS Management Console

1. Onthe Puppet Enterprise servers page, choose the server that you want to back up.
2. On the properties page for the server, in the left navigation pane, choose Backups.

3. Choose the backup that you want to delete, and then choose Delete backup. You can select
only one backup at a time.

Back Up an OpsWorks for Puppet Enterprise Server API Version 2013-02-18 70


http://docs.aws.amazon.com/opsworks-cm/latest/APIReference/API_CreateBackup.html

AWS OpsWorks User Guide

4. When you are prompted to confirm the deletion, fill the check box for Delete the backup,
which is stored in an S3 bucket, and then choose Yes, Delete.

To delete a backup in the AWS CLI

e To delete a backup, run the following AWS CLI command, replacing the value of --backup-id
with the ID of the backup that you want to delete. Backup IDs are in the format ServerName -
yyyyMMddHHmmssSSS. For example, puppet-server-20171218132604388.

aws opsworks-cm --region region name delete-backup --backup-id ServerName-
yyyyMMddHHmmssSSS

Restore an OpsWorks for Puppet Enterprise Server from a Backup

/A Important

AWS OpsWorks for Puppet Enterprise is not accepting new customers. Existing customers
will be unaffected until March 31, 2024 at which time the service will become unavailable.
We recommend that existing customers migrate to other solutions as soon as possible. For
more information, see AWS OpsWorks for Puppet Enterprise End of Life FAQs and How

to migrate an OpsWorks for Puppet Enterprise server to Amazon Elastic Compute Cloud
(Amazon EC2).

After browsing through your available backups, you can easily choose a point in time from which
to restore your OpsWorks for Puppet Enterprise server. Server backups contain configuration-
management software persistent data such as modules, classes, node associations, database
information (including reports, facts, etc.). Performing an in-place restoration of a server (that is,
restoring the existing OpsWorks for Puppet Enterprise server to a new EC2 instance) reregisters
nodes that were registered at the time of the backup that you use to restore the server, and
switches traffic to the new instance if restoration is successful, and the restored OpsWorks for
Puppet Enterprise server state is Healthy. Restoring to a newly-created OpsWorks for Puppet
Enterprise server does not maintain node connections. Restoring a server does not update the
version of Puppet software; it applies the same Puppet versions and configuration-management
data that are available in the backup that you choose.
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Restoring a server typically takes more time than creating a new server; the time depends on the
size of the backup you choose. After restoration is complete, the old EC2 instance remains in a
Running or Stopped state, but only temporarily. It is eventually terminated.

In this release, you can use the AWS CLI to restore a Puppet master in OpsWorks for Puppet
Enterprise.

(@ Note

You can also run the restore-server command to change the current instance type, or to
restore or set your SSH key if it is lost or compromised.

To restore a server from a backup

1. In the AWS CLI, run the following command to return a list of available backups and their
IDs. Make a note of the ID of the backup that you want to use. Backup IDs are in the format
myServerName-yyyyMMddHHmmssSSS.

aws opsworks-cm --region region name describe-backups

2. Run the following command.

aws opsworks-cm --region region name restore-server --backup-id "myServerName-
yyyyMMddHHmmssSSS" --instance-type "Type of instance" --key-pair "name of your EC2
key pair" --server-name "name of Puppet master"

The following is an example.

aws opsworks-cm --region us-west-2 restore-server --backup-id
"MyPuppetServer-20161120122143125" --server-name "MyPuppetServer"

3. Wait until restoration is complete.
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System Maintenance in OpsWorks for Puppet Enterprise

/A Important

AWS OpsWorks for Puppet Enterprise is not accepting new customers. Existing customers
will be unaffected until March 31, 2024 at which time the service will become unavailable.
We recommend that existing customers migrate to other solutions as soon as possible. For
more information, see AWS OpsWorks for Puppet Enterprise End of Life FAQs and How

to migrate an OpsWorks for Puppet Enterprise server to Amazon Elastic Compute Cloud
(Amazon EC2).

Mandatory system maintenance ensures that the latest AWS-tested versions of Puppet Server,
including security updates, are always running on an OpsWorks for Puppet Enterprise server.
System maintenance is required a minimum of once a week. By using the AWS CLI, you can
configure daily automatic maintenance, if desired. You can also use the AWS CLI to perform system
maintenance on demand, in addition to scheduled system maintenance.

When new versions of Puppet software become available, system maintenance is designed to
update the version of Puppet Server on the server automatically, as soon as it passes AWS testing.
AWS performs extensive testing to verify that Puppet upgrades are production-ready and do not
disrupt existing customer environments, so there can be lags between Puppet software releases
and their availability for application to existing OpsWorks for Puppet Enterprise servers. To update
available versions of Puppet software on demand, see Starting system maintenance on demand in

this topic.

System maintenance launches a new instance from a backup that is performed as part of the
maintenance process, which helps reduce risk from degraded or impaired Amazon EC2 instances
that undergo periodic maintenance.

/A Important

System maintenance deletes any files or custom configuration that you have added to
the OpsWorks for Puppet Enterprise server. For more information about how to repair
configuration or file loss, see Restoring custom configurations and files after maintenance

in this topic.
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Topics

« Configuring system maintenance

« Starting system maintenance on demand

» Restoring custom configurations and files after maintenance

Configuring system maintenance

When you create a new OpsWorks for Puppet Enterprise server, you can configure a weekday and
time, in Coordinated Universal Time (UTC), for system maintenance to start. Maintenance starts
during the hour that you specify. Because you should expect the server to be offline during system
maintenance, choose a time of low server demand within regular office hours. The server status is
UNDER_MAINTENANCE while maintenance is in progress.

You can also change the system maintenance settings on an existing OpsWorks for Puppet
Enterprise server, by changing settings in the System maintenance area of the Settings page for
your server, as shown in the following screenshot.
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Server Information

Name, region and type

Puppet Enterprise server name test-puppet-server
Puppet Enterprise server region US West (Oregon)

EC2 instance type c4large

Resources

CloudFormation stack aws-opsworks-cm-instance-test-puppet-
server

Network and security

Service role aws-opsworks-cm-service-role

Instance profile aws-opsworks-cm-ec2-role

f’System maintenance )

AWS OpsWorks installs updates for Puppet Enterprise minor versions or security packages in the time range and on the weekday that
you specify here Your Puppet Enterprise server will be offline during system maintenance.

Startday | Tuesday *+ O

Starttime (UTC) 5 pm-6pm * O

In the System maintenance section, set the day and hour that you want system maintenance to
begin.

Configuring system maintenance by using the AWS CLI

You can also configure the system maintenance automatic start time by using the AWS CLI.
The AWS CLI lets you configure daily automatic maintenance, if desired, by omitting the three-
character weekday prefix.
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Ina create-server command, add the --preferred-maintenance-window parameter to
your command, after specifying the requirements for creating the server instance (such as instance
type, instance profile ARN, and service role ARN). In the following create-server example, - -
preferred-maintenance-window is set to Mon:@8:00, meaning that you've set maintenance to
start every Monday morning at 8:00 a.m. UTC.

aws opsworks-cm create-server --engine "Puppet" --engine-model "Monolithic"
--engine-version "2017" --server-name "puppet-06" --instance-profile-arn
"arn:aws:iam::1119001987000:instance-profile/aws-opsworks-cm-ec2-role"
--instance-type '"c4.large" --key-pair "amazon-test" --service-role-arn
"arn:aws:iam: :044726508045:r0le/aws-opsworks-cm-service-role" --preferred-maintenance-
window "Mon:08:00"

In an update-server command, you can update the --preferred-maintenance-window
value alone, if desired. In the following example, the maintenance window is set to Friday night at
6:15 p.m. UTC.

aws opsworks-cm update-server --server-name "puppet-06" --preferred-maintenance-window
"Fri:18:15"

To change the start time of the maintenance window to 6:15 p.m. UTC every day, omit the three-
character weekday prefix, as shown in the following example.

aws opsworks-cm update-server --server-name "puppet-06" --preferred-maintenance-window
"18:15"

For more information about setting the preferred system maintenance window by using the AWS
CLI, see create-server and update-server.

Starting system maintenance on demand

To start system maintenance on demand, outside of your configured weekly or daily automatic
maintenance, run the following AWS CLI command. You cannot start on-demand maintenance in
the AWS Management Console.

aws opsworks-cm start-maintenance --server-name server_name

For more information about this command, see start-maintenance.
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Restoring custom configurations and files after maintenance

System maintenance can delete or change custom files or configurations that you have added to
your OpsWorks for Puppet Enterprise server.

If, after a maintenance run, your Puppet master is missing files or settings that you added by using
RunCommand or SSH, you can use an Amazon Machine Image (AMI) to launch a new Amazon EC2
instance. AMIs are available that are built from a server's pre-maintenance configuration.

The new instance is in the same state that the Puppet master was before maintenance, and should
include your missing files and settings.

/A Important

You cannot use the new instance to restore your server; the instance cannot be run as
a Puppet master. You can use the instance only to recover your files and configuration
settings.

To launch an EC2 instance from an AMI, in the Amazon EC2 console, open the Launch wizard,
choose My AMiIs, and then choose the AMI that has your server name. Follow Amazon EC2 wizard
steps as you would for any other instance launch.

Adding Nodes Automatically in OpsWorks for Puppet
Enterprise

/A Important

AWS OpsWorks for Puppet Enterprise is not accepting new customers. Existing customers
will be unaffected until March 31, 2024 at which time the service will become unavailable.
We recommend that existing customers migrate to other solutions as soon as possible. For
more information, see AWS OpsWorks for Puppet Enterprise End of Life FAQs and How

to migrate an OpsWorks for Puppet Enterprise server to Amazon Elastic Compute Cloud
(Amazon EC2).

This topic describes how to add Amazon Elastic Compute Cloud (Amazon EC2) nodes to your
OpsWorks for Puppet Enterprise server automatically. In Add Nodes for the Puppet Master to
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Manage, you learned how to use the associate-node command to add one node at a time to
your Puppet Enterprise server. The code in this topic shows how to add nodes automatically using
the unattended method. The recommended method of unattended (or automatic) association

of new nodes is to configure the Amazon EC2 user data. By default, an OpsWorks for Puppet
Enterprise server already has puppet-agent available for for Ubuntu, Amazon Linux, and RHEL
node operating systems.

For information about how to disassociate a node, see Disassociate a Node from an OpsWorks for
Puppet Enterprise Server in this guide, and disassociate-node in the OpsWorks for Puppet
Enterprise APl documentation.

Step 1: Create an IAM Role to Use as Your Instance Profile

Create an AWS Identity and Access Management (IAM) role to use as your EC2 instance profile,

and attach the following policy to the IAM role. This policy allows the opsworks-cm API to
communicate with the EC2 instance during node registration. For more information about instance
profiles, see Using Instance Profiles in the Amazon EC2 documentation. For information about how
to create an IAM role, see Creating an IAM Role in the Console in the Amazon EC2 documentation.

"Version": "2012-10-17",
"Statement": [
{

"Action": [
"opsworks-cm:AssociateNode",
"opsworks-cm:DescribeNodeAssociationStatus",
"opsworks-cm:DescribeServers",
"ec2:DescribeTags"

1,

"Resource": "*",

"Effect": "Allow"

AWS OpsWorks provides an AWS CloudFormation template that you can use to create the IAM role
with the preceding policy statement. The following AWS CLI command creates the instance profile
role for you by using this template. You can omit the --region parameter if you want to create
the new AWS CloudFormation stack in your default region.
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aws cloudformation --region region ID create-stack --stack-name myPuppetinstanceprofile
--template-url https://s3.amazonaws.com/opsworks-cm-us-east-1-prod-default-assets/
misc/owpe/opsworks-cm-nodes-roles.yaml --capabilities CAPABILITY_IAM

Step 2: Create Instances by Using an Unattended Association Script

To create EC2 instances, you can copy the user data script that is included in the Starter Kit to

the userdata section of EC2 instance instructions, Amazon EC2 Auto Scaling group launch
configurations, or an AWS CloudFormation template. The script is supported only for EC2 instances
running Ubuntu and Amazon Linux operating systems. For more information about adding

scripts to user data, see Running Commands on Your Linux Instance at Launch in the Amazon EC2

documentation. The easiest way to create a new node is to use the Amazon EC2 instance launch

wizard. This walkthrough uses the Apache web server example module setup described in Getting
Started with OpsWorks for Puppet Enterprise.

1. The user data script in the Starter Kit runs the opsworks-cm APl associate-node command

to associate a new node with your Puppet master. In this release, it also installs the current
version of the AWS CLI on the node for you, in case it is not already running the most up-to-
date version. Save this script to a convenient location as userdata. sh.

By default, the name of the new registered node is the instance ID.

2. Follow the procedure in Launching an Instance in the EC2 documentation, with modifications

here. In the EC2 instance launch wizard, choose an Amazon Linux AMI.

3. Onthe Configure Instance Details page, select myPuppetinstanceprofile, the role you
created in Step 1: Create an IAM Role to Use as Your Instance Profile, as your IAM role.

4. Inthe Advanced Details area, upload the userdata. sh script that you created in Step 1.
No changes are needed on the Add Storage page. Go on to Add Tags.

By applying tags to your EC2 instance, you can customize the behavior of userdata. sh. For
this example, apply the role apache_webserver to your node by adding the following tag:
pp_role, with the value apache_websexrver.

Setting the pp_role value on the node sets data values that are permanently stored in the
node's agent certificate, enabling trusted classification of the node. For more information, see
Extension requests (permanent certificate data) in the Puppet platform documentation.

6. On the Configure Security Group page, choose Add Rule, and then choose the type HTTP to
open port 8080 for the Apache web server in this example.
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7. Choose Review and Launch, and then choose Launch. When your new node starts, it applies
the Apache configuration of the sample module you set up in Set Up the Starter Kit Apache

Example.
8. When you open the webpage linked to the public DNS of your new node, you should see a

website that is hosted by your Puppet-managed Apache web server.

Disassociate a Node from an OpsWorks for Puppet Enterprise
Server

/A Important

AWS OpsWorks for Puppet Enterprise is not accepting new customers. Existing customers
will be unaffected until March 31, 2024 at which time the service will become unavailable.
We recommend that existing customers migrate to other solutions as soon as possible. For
more information, see AWS OpsWorks for Puppet Enterprise End of Life FAQs and How

to migrate an OpsWorks for Puppet Enterprise server to Amazon Elastic Compute Cloud
(Amazon EC2).

This section describes how to disassociate, or remove, a managed node from management by an
OpsWorks for Puppet Enterprise server. This operation is performed on the command line or in the
Puppet Enterprise console; you cannot disassociate nodes in the OpsWorks for Puppet Enterprise
management console. Currently, the OpsWorks for Puppet Enterprise APl does not allow for batch
removal of multiple nodes. The command in this section disassociates one node at a time.

We recommend that you disassociate nodes from a Puppet master before you delete the server,

so that the nodes continue to operate without trying to reconnect with the server. To do this, run
the disassociate-node AWS CLI command. To completely remove a node from PE, you must
disassociate the node and revoke its certificate, so that the node does not continuously attempt to
check in with the Puppet master. You should also uninstall puppet-agent from nodes when you

no longer want to manage them by using the Puppet master.
To disassociate nodes

1. Inthe AWS CLI, run the following command to disassociate nodes. Node_name is the name
of the node that you want to disassociate; for Amazon EC2 instances, this is the instance
ID.Server_name is the name of the Puppet master from which you want to disassociate the
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node. Both parameters are required. The --region parameter is not required unless you want
to disassociate a node from a Puppet master that is not in your default region.

aws opsworks-cm --region Region_name disassociate-node --node-name Node_name --
server-name Server_name

The following command is an example.

aws opsworks-cm --region us-west-2 disassociate-node --node-name
1i-0010zzz00d66zzz90 --server-name opsworkstest

2. Wait until a response message indicates that the disassociation is finished.

For more information about how to delete an OpsWorks for Puppet Enterprise server, see Delete an
OpsWorks for Puppet Enterprise Server.

See Also

« Remove nodes in the Puppet Enterprise documentation

Delete an OpsWorks for Puppet Enterprise Server

/A Important

AWS OpsWorks for Puppet Enterprise is not accepting new customers. Existing customers
will be unaffected until March 31, 2024 at which time the service will become unavailable.
We recommend that existing customers migrate to other solutions as soon as possible. For
more information, see AWS OpsWorks for Puppet Enterprise End of Life FAQs and How

to migrate an OpsWorks for Puppet Enterprise server to Amazon Elastic Compute Cloud
(Amazon EC2).

This section describes how to delete an OpsWorks for Puppet Enterprise server. Deleting a server
also deletes its events, logs, and any modules that were stored on the server. Supporting resources
(Amazon Elastic Compute Cloud instance, Amazon Elastic Block Store volume, etc.) are deleted
also, along with all automated backups.
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Although deleting a server does not delete nodes, they are no longer managed by the deleted
server, and will continuously attempt to reconnect. For this reason, we recommend disassociating
managed nodes before you delete a Puppet master. In this release, you can disassociate nodes by
running an AWS CLI command.

Step 1: Disassociate Managed Nodes

Disassociate nodes from the Puppet master before you delete the server, so that the
nodes continue to operate without trying to reconnect with the server. To do this, run the
disassociate-node AWS CLI command.

To disassociate nodes

1. In the AWS CLI, run the following command to disassociate nodes. Server_name is the name
of the Puppet master from which you want to disassociate the node. The value of --node-
name can be an instance ID.

aws opsworks-cm --region Region_name disassociate-node --node-name Node_name --
server-name Server_name

2. Wait until a response message indicates that the disassociation is finished.

Step 2: Delete the Server

1.  On the server's tile on the dashboard, expand the Actions menu.

® test-puppet-server (7 Open Puppet Enterprise dashboard | _Actions v Getting started

Server information Regenerate admin password
(7 Signintothe P

7' Manage and de

healthy 2017.3.0 US West (Oregon) 5 pm -6 pm UTC, every Tuesday 10 pm - 11 pm UTC, daily
.‘w . A oo e .

- - b —a 2

2. Choose Delete Puppet Enterprise server.

3.  When you are prompted to confirm the deletion, fill in the check box to delete associated roles
and resources, and then choose Yes, Delete.
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See Also

» Disassociate a Node from an OpsWorks for Puppet Enterprise Server

How to migrate an OpsWorks for Puppet Enterprise server to
Amazon Elastic Compute Cloud (Amazon EC2)

/A Important

AWS OpsWorks for Puppet Enterprise is not accepting new customers. Existing customers
will be unaffected until March 31, 2024 at which time the service will become unavailable.
We recommend that existing customers migrate to other solutions as soon as possible. For
more information, see AWS OpsWorks for Puppet Enterprise End of Life FAQs and How

to migrate an OpsWorks for Puppet Enterprise server to Amazon Elastic Compute Cloud
(Amazon EC2).

The instructions below describe how to migrate existing Puppet Enterprise servers to Amazon EC2,
in case you want to continue using Puppet Enterprise for your configuration management needs
outside of OpsWorks.

Topics

» Step 1: Contact Puppet to purchase a license

o Step 2: Get details about your OpsWorks for Puppet Enterprise server

« Step 3: Make a backup of your OpsWorks for Puppet Enterprise server

o Step 4: Launch a new EC2 instance

« Step 5: Install Puppet Enterprise on the new EC2 instance

» Step 6: Restore the backup on the new EC2 instance

» Step 7: Configure your Puppet license

« Step 8: Migrate your nodes

o Step 9: Delete your OpsWorks for Puppet Enterprise server

See Also API Version 2013-02-18 83
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Step 1: Contact Puppet to purchase a license

When you migrate your servers to EC2, the new instance does not come with a Puppet license. To
purchase a license key, follow the instructions on the Puppet website.

Step 2: Get details about your OpsWorks for Puppet Enterprise server

Find and save the values for your OpsWorks for Puppet Enterprise server.

1. Signin to the AWS Management Console and open the Amazon S3 console at https://
console.aws.amazon.com/s3/.

Copy the name of the existing Amazon S3 bucket for your OpsWorks for Puppet Enterprise
server. The bucket name has the format: aws-opsworks-cm-server-name-random-
string

2. Run the aws opsworks-cm describe-servers command to get the configuration for your
OpsWorks for Puppet Enterprise server.

aws opsworks-cm describe-servers \
--server-name server-name \
--region region

Store the values for InstanceType, KeyPair, SubnetIds, SecurityGrouplds,
InstanceProfileArn, and Endpoint from the response.

3. Use SSH to connect to the existing OpsWorks for Puppet Enterprise server. You can use Session
Manager in the EC2 console instead of SSH.

Run the following command.
rpm -qa | grep opsworks-cm-puppet-enterprise | cut -d '-' -f 5

The response provides the Puppet Enterprise version (for example, 2019.8.10). Store this
value.

You will use SSH or Session manager for the next step.
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Step 3: Make a backup of your OpsWorks for Puppet Enterprise server

1.  Run the following commands to make a local backup.

mkdir /tmp/puppet-backup/
sudo /opt/puppetlabs/bin/puppet-backup create --dir=/tmp/puppet-backup/

2. Run the following command to store the name for the backup.

1s /tmp/puppet-backup/
PUPPET_BACKUP=$(1s /tmp/puppet-backup/)

3.  Run the following command to upload your backup to an S3 bucket. Replace S3-Bucket with
the value from step 1 in Step 2: Get details about your OpsWorks for Puppet Enterprise server.

aws s3 cp /tmp/puppet-backup/PUPPET_BACKUP s3://S3_Bucket/tmp/puppet-backup/

Store the PUPPET_BACKUP and S3_BUCKET values. You will import those values to the new
EC2 instance.

You can exit the SSH or Session Manager session.
Step 4: Launch a new EC2 instance

Launch a new EC2 instance from the EC2 console at https://console.aws.amazon.com/ec2/ using
the same configuration as the OpsWorks for Puppet Enterprise server.

Parameter name Value
oS Amazon Linux 2
Instance type The InstanceType value from step 2 of Step 2: Get details

about your OpsWorks for Puppet Enterprise server.

Key pair name The KeyPair value from step 2 of Step 2: Get details about
your OpsWorks for Puppet Enterprise server.

VPC The VPC of the SubnetIds from step 2 of Step 2: Get details
about your OpsWorks for Puppet Enterprise server.
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Parameter name

Subnet

Select existing security
group -> Common security
groups

Storage

IAM instance profile

Value

The SubnetIds from step 2 of Step 2: Get details about your
OpsWorks for Puppet Enterprise server.

The SecurityGroupIds from step 2 of Step 2: Get details
about your OpsWorks for Puppet Enterprise server.

At least 120 GB.

The InstanceProfileArn from step 2 of Step 2: Get
details about your OpsWorks for Puppet Enterprise server.

If you want to create and attach an Elastic IP to the new instance, copy the instance ID of the new

instance, and complete the steps in (Optional) Step 4.1: Create and attach an Elastic IP.

(Optional) Step 4.1: Create and attach an Elastic IP

By using an Elastic IP address, you can mask the failure of an instance or software by rapidly

remapping the address to another instance in your account.

To create and associate an Elastic IP address

1. Sign in to the AWS Management Console and open the Amazon EC2 console at https://

console.aws.amazon.com/ec2/.

Choose Elastic IPs.

© N O U M W DN

Choose Associate.

Choose Allocate Elastic IP address.

From the Allocate Elastic IP address page, choose Allocate. This creates a Public IPv4 address.
Copy the Allocated IPv4 address.

From Actions, choose Associate Elastic IP address.

For Instance, enter the instance ID for the new instance.

Step 4: Launch a new EC2 instance
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Step 5: Install Puppet Enterprise on the new EC2 instance

Use SSH to connect to the new EC2 instance. You can use Session Manager in the EC2 console
instead of SSH.

# switch to sudo user
sudo -i

# Setup environment variables
PUPPET_ENTERPRISE_VERSION=Puppet Enterprise version from step 2.3
hostname Public IPv4 DNS or Custom Domain if available

# Install Puppet Enterprise

curl -JLO https://pm.puppetlabs.com/puppet-enterprise/$PUPPET_ENTERPRISE_VERSION/
puppet-enterprise-$PUPPET_ENTERPRISE_VERSION-el-7-x86_64.tar.gz

tar -xf puppet-enterprise-$PUPPET_ENTERPRISE_VERSION-el-7-x86_64.tar.gz

./puppet-enterprise-$PUPPET_ENTERPRISE_VERSION-el-7-x86_64/puppet-enterprise-installer

You can keep your SSH or Session Manager session open for the next step.

Step 6: Restore the backup on the new EC2 instance

# Setup environment variables
S3_BUCKET=S3 bucket name from step 2.1
PUPPET_BACKUP=Puppet backup file name from step 3.2

# download backup
aws s3 cp s3://$S3_BUCKET/tmp/puppet-backup/$PUPPET_BACKUP

# Prepare Puppet Enterprise backup to remove OpsWorks metadata
mkdir output

tar -xf $PUPPET_BACKUP -C output/

cd output/

rm -f opt/puppetlabs/facter/facts.d/opsworks.json

tar -cf ../$PUPPET_BACKUP *

cd ..

rm -rf output/

# Restore from backup
PATH=$PATH: /opt/puppetlabs/puppet/bin/
puppet-backup restore $PUPPET_BACKUP

Step 5: Install Puppet Enterprise on the new EC2 instance API Version 2013-02-18 87



AWS OpsWorks User Guide

puppet agent -t

You can access the Puppet console for the restored EC2 instance at https://Public IPv4 of the
instance. You can find the Public IPv4 DNS on the instance's details page in the EC2 console. The
login credentials are the same credentials you use to access your OpsWorks for Puppet Enterprise
server.

You can keep your SSH or Session Manager session open for the next step.

Step 7: Configure your Puppet license

Follow the steps on the Puppet website to configure your license.

You can keep your SSH or Session Manager session open for the next step.

Step 8: Migrate your nodes

There are two types of domains supported by the OpsWorks for Puppet Enterprise servers:

« BYODC (Bring Your Own Domain and Certificate)
» OpsWorks endpoint

Step 8.1: For BYODC (Bring Your Own Domain and Certificate)

For these nodes, all you need to do is point the Custom Domain in your DNS provider to the Public
IPv4 DNS or Public IPv4 address of the new EC2 instance.

Step 8.2: For OpsWorks endpoint

For an OpsWorks endpoint, the Puppet documentation recommends to uninstall the Puppet agent
on the node and then install the Puppet agent using the newly restored Puppet Enterprise server.

(® Note

While Puppet doesn’t have an automated procedure to move an agent node, there are

a few modules that Puppet community members have published on the Puppet Forge
website to accomplish automated node migration. These modules include the pe_migrate
module and a second migrate module by a different author. The modules on the Puppet
Forge website are not supported by Puppet or OpsWorks unless explicitly noted within
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the Forge module. We recommend using caution with these modules and testing them
before using widely.

The following sections provide the steps to uninstall and reinstall Puppet agents on Linux
instances.

Topics

» Step 8.2.1: Copy the uninstaller from the Puppet server

» Step 8.2.2: Download the uninstaller and run it on a node

« Step 8.2.3: Reinstall the Puppet agent on a node

Step 8.2.1: Copy the uninstaller from the Puppet server

Before you uninstall the agent, be sure the node's IAM instance profile provides S3 ReadOnly
permissions.

Run the following command to copy the uninstaller from the Puppet server to the S3 bucket.

aws s3 cp \
/opt/puppetlabs/bin/puppet-enterprise-uninstaller \
s3://$S3_BUCKET/tmp/puppet-enterprise-uninstaller

After running the command, you can log out of the Puppet server's SSH or Session Manager
session.

Step 8.2.2: Download the uninstaller and run it on a node

Use SSH to connect to the node. You can use Session Manager in the EC2 console instead of SSH if
the node is an EC2 instance.

sudo -i

S3_BUCKET=aws-opsworks-cm-abcdefg-uuhtynémessn

aws s3 cp s3://$S3_BUCKET/tmp/puppet-enterprise-uninstaller /opt/puppetlabs/bin/
chmod 700 /opt/puppetlabs/bin/puppet-enterprise-uninstaller
/opt/puppetlabs/bin/puppet-enterprise-uninstaller

You can keep your SSH or Session Manager session open for the next step.
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Step 8.2.3: Reinstall the Puppet agent on a node
Complete the following steps to reinstall the Puppet agent on a node.

Topics

« Step 8.2.3.1: Install the Puppet agent with the correct configuration

o Step 8.2.3.2: Accept the certificate in the Puppet console

o Step 8.2.3.3: Check the node into the Puppet Enterprise server

Step 8.2.3.1: Install the Puppet agent with the correct configuration

Run the following command to install the Puppet agent.

curl -k https://Public_IPv4_DNS:8140/packages/current/install.bash | bash

You can keep your SSH or Session Manager session open for step 8.2.2.3.
Step 8.2.3.2: Accept the certificate in the Puppet console

1. Go to the Puppet server's console at https://Public_IPv4_DNS.
2. Choose Certificates, and then Unsigned certificates.

3. Choose Accept to sign the Puppet agent's certificate.

Step 8.2.3.3: Check the node into the Puppet Enterprise server

Run the following command on the node to check it into the server.
puppet agent -t
The node should now be visible in the Puppet server's console.

Step 9: Delete your OpsWorks for Puppet Enterprise server

You can use either the OpsWorks console or AWS CLI to delete your OpsWorks for Puppet
Enterprise server.

To delete your server using the OpsWorks console
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1. Sign in to the AWS Management Console and open the AWS OpsWorks console at https://
console.aws.amazon.com/opsworks/.

2. Choose Puppet Enterprise servers from the navigation pane.
3. On the Puppet Enterprise servers page, choose the server you want to delete.

4. From Actions, choose Delete Puppet Enterprise server.

To delete your server using the AWS CLI

Run the following command.

aws opsworks-cm delete-server \
--server-name server-name \
--region region

Logging OpsWorks for Puppet Enterprise API Calls with AWS
CloudTrail

/A Important

AWS OpsWorks for Puppet Enterprise is not accepting new customers. Existing customers
will be unaffected until March 31, 2024 at which time the service will become unavailable.
We recommend that existing customers migrate to other solutions as soon as possible. For
more information, see AWS OpsWorks for Puppet Enterprise End of Life FAQs and How

to migrate an OpsWorks for Puppet Enterprise server to Amazon Elastic Compute Cloud
(Amazon EC2).

OpsWorks for Puppet Enterprise is integrated with AWS CloudTrail, a service that provides a

record of actions taken by a user, role, or an AWS service in OpsWorks for Puppet Enterprise.
CloudTrail captures all API calls for OpsWorks for Puppet Enterprise as events, including calls from
the OpsWorks for Puppet Enterprise console and from code calls to the OpsWorks for Puppet
Enterprise APIs. If you create a trail, you can enable continuous delivery of CloudTrail events to an
Amazon S3 bucket, including events for OpsWorks for Puppet Enterprise. If you don't configure a
trail, you can still view the most recent events in the CloudTrail console in Event history. Using the
information collected by CloudTrail, you can determine the request that was made to OpsWorks for
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Puppet Enterprise, the IP address from which the request was made, who made the request, when
it was made, and additional details.

To learn more about CloudTrail, see the AWS CloudTrail User Guide.

OpsWorks for Puppet Enterprise Information in CloudTrail

CloudTrail is enabled on your AWS account when you create the account. When activity occurs in
OpsWorks for Puppet Enterprise, that activity is recorded in a CloudTrail event along with other
AWS service events in Event history. You can view, search, and download recent events in your
AWS account. For more information, see Viewing Events with CloudTrail Event History.

For an ongoing record of events in your AWS account, including events for OpsWorks for Puppet
Enterprise, create a trail. A trail enables CloudTrail to deliver log files to an Amazon S3 bucket. By
default, when you create a trail in the console, the trail applies to all regions. The trail logs events
from all regions in the AWS partition and delivers the log files to the Amazon S3 bucket that you
specify. Additionally, you can configure other AWS services to further analyze and act upon the
event data collected in CloudTrail logs. For more information, see:

Overview for Creating a Trail

CloudTrail Supported Services and Integrations

Configuring Amazon SNS Notifications for CloudTrail

Receiving CloudTrail Log Files from Multiple Regions and Receiving CloudTrail Log Files from

Multiple Accounts

All OpsWorks for Puppet Enterprise actions are logged by CloudTrail and are documented in
the OpsWorks for Puppet Enterprise API Reference. For example, calls to the CreateServer,

CreateBackup, and DescribeServers actions generate entries in the CloudTrail log files.

Every event or log entry contains information about who generated the request. The identity
information helps you determine the following:

o Whether the request was made with root or IAM user credentials.
« Whether the request was made with temporary security credentials for a role or federated user.

o Whether the request was made by another AWS service.

For more information, see the CloudTrail userldentity Element.
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Understanding OpsWorks for Puppet Enterprise Log File Entries

A trail is a configuration that enables delivery of events as log files to an Amazon S3 bucket that
you specify. CloudTrail log files contain one or more log entries. An event represents a single
request from any source and includes information about the requested action, the date and time of
the action, request parameters, and so on. CloudTrail log files are not an ordered stack trace of the
public API calls, so they do not appear in any specific order.

The following example shows a CloudTrail log entry for the OpsWorks for Puppet Enterprise
CreateServer action.

{"eventVersion":"1.05",
"userIdentity":{
"type":"AssumedRole",
"principalld":"ID number:0OpsWorksCMUser",
"arn":"arn:aws:sts::831000000000:assumed-role/Admin/OpsWorksCMUser",
"accountId":"831000000000","accessKeyId":"ID number",
"sessionContext":{
"attributes":{
"mfaAuthenticated":"false",
"creationDate":"2017-01-05T22:03:472"
b
"sessionIssuer":{
"type":"Role",
"principalId":"ID number",
"arn":"arn:aws:iam: :831000000000:role/Admin",
"accountId":"831000000000",
"userName":"Admin"

}

},
"eventTime":"2017-01-05T22:18:237",
"eventSource":"opsworks-cm.amazonaws.com",
"eventName":"CreateServer",
"awsRegion":"us-west-2",
"sourceIPAddress":"101.25.190.51",
"userAgent":"console.amazonaws.com",
"requestParameters":{

"serverName":"test-puppet-server",

"engineModel":"Single",

"engine":"Puppet",
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"instanceProfileArn":"arn:aws:iam: :831000000000:instance-profile/aws-opsworks-cm-
ec2-role",

"backupRetentionCount":3,"serviceRoleArn":"arn:aws:iam: :831000000000:role/service-
role/aws-opsworks-cm-service-role",

"engineVersion":"12",

"preferredMaintenanceWindow":"Fri:21:00",

"instanceType":"t2.medium",

"subnetIds":["subnet-1e111f11"],

"preferredBackupWindow":"Wed:08:00"

.
"responseElements": {
"server":({

"endpoint":"test-puppet-server-xxxx8u4390xo6pd9.us-west-2.opsworks-cm.io",
"createdAt":"Jan 5, 2017 10:18:22 PM",
"serviceRoleArn":"arn:aws:iam: :831000000000:role/service-role/aws-opsworks-cm-
service-role",
"preferredBackupWindow":"Wed:08:00",
"status":"CREATING",
"subnetIds":["subnet-1el111f11"],
"engine":"Puppet",
"instanceType":"t2.medium",
"serverName":"test-puppet-server",
"serverArn":"arn:aws:opsworks-cm:us-west-2:831000000000:server/test-puppet-
server/8ezz7f6z-e91f-4z10-89z5-8¢c6219zzz09f",
"engineModel":"Single",
"backupRetentionCount":3,
"engineAttributes": [
{"name" : "PUPPET_ADMIN_PASSWORD", "value":"*** Redacted ***"},
{"name" :"PUPPET_API_CA_CERT", "value":"*** Redacted ***"},
1,
"engineVersion":"12.11.1",
"instanceProfileArn":"arn:aws:iam: :831000000000:instance-profile/aws-opsworks-
cm-ec2-role",
"preferredMaintenanceWindow":"Fri:21:00"
}
I
"requestID":"de7z64z9-d394-12ug-8081-7zz0386fbch6",
"eventID":"82z7z18dz-6z90-47bz-87cf-e8346428zzz3",
"eventType":"AwsApiCall",
"recipientAccountId":"831000000000"
}
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Troubleshooting OpsWorks for Puppet Enterprise

/A Important

AWS OpsWorks for Puppet Enterprise is not accepting new customers. Existing customers
will be unaffected until March 31, 2024 at which time the service will become unavailable.
We recommend that existing customers migrate to other solutions as soon as possible. For
more information, see AWS OpsWorks for Puppet Enterprise End of Life FAQs and How

to migrate an OpsWorks for Puppet Enterprise server to Amazon Elastic Compute Cloud
(Amazon EC2).

This topic contains some common OpsWorks for Puppet Enterprise issues, and suggested solutions
for those issues.

Topics

» General troubleshooting tips

» Troubleshooting specific errors

« Additional help and support

General troubleshooting tips

If you are unable to create or work with a Puppet master, you can view error messages or logs to
help you troubleshoot the issue. The following tasks describe general places to start when you are
troubleshooting a Puppet master issue. For information about specific errors and solutions, see the
Troubleshooting specific errors section of this topic.

» Use the OpsWorks for Puppet Enterprise console to view error messages if a Puppet master
fails to start. On the Puppet master properties page, error messages related to launching and
running the server are shown at the top of the page. Errors can come from OpsWorks for Puppet
Enterprise, AWS CloudFormation, or Amazon EC2, services that are used to create a Puppet
master. On the properties page, you can also view events that occur on a running server, which
can contain failure event messages.

» To help resolve EC2 issues, connect to your server's instance by using SSH, and view logs. EC2
instance logs are stored in the /var/log/aws/opsworks-cm directory. These logs capture
command outputs while OpsWorks for Puppet Enterprise launches a Puppet master.
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Troubleshooting specific errors

Topics

Server is in a Connection lost state

Server creation fails with "requested configuration is currently not supported" message

Unable to create the server's Amazon EC2 instance

Service role error prevents server creation

Elastic IP address limit exceeded

Unattended node association fails

System maintenance fails

Server is in a Connection lost state

Problem: A server's status shows as Connection lost.

Cause: This most commonly occurs when an entity outside of AWS OpsWorks makes changes to
an OpsWorks for Puppet Enterprise server or its supporting resources. AWS OpsWorks cannot
connect to Puppet Enterprise servers in Connection lost states to handle maintenance tasks
such as creating backups, applying operating system patches, or updating Puppet. As a result,

your server might be missing important updates, susceptible to security issues, or otherwise not
operating as expected.

Solution: Try the following steps to restore the server's connection.

1.

Be sure that your service role has all required permissions.

a. On the Settings page for your server, in Network and security, choose the link for the
service role that the server is using. This opens the service role for viewing in the IAM
console.

b. On the Permissions tab, verify that AWSOpsWorksCMServiceRole is in the Permissions
policies list. If it isn't listed, add the AWSOpsWorksCMServiceRole managed policy
manually to the role.

c. Onthe Trust relationships tab, verify that the service role has a trust policy that trusts
the opsworks-cm.amazonaws . com service to assume roles on your behalf. For more
information about how to use trust policies with roles, see Modifying a role (console), or
the AWS Security Blog post, How to use trust policies with IAM roles.
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2. Be sure that your instance profile has all required permissions.

a. On the Settings page for your server, in Network and security, choose the link for the
instance profile that the server is using. This opens the instance profile for viewing in the
IAM console.

b. On the Permissions tab, verify that AmazonEC2RoleforSSM and
AWSOpsWorksCMInstanceProfileRole are both in the Permissions policies list. If one
or both aren't listed, add these managed policies manually to the role.

c. On the Trust relationships tab, verify that the service role has a trust policy that trusts
the ec2.amazonaws. com service to assume roles on your behalf. For more information
about how to use trust policies with roles, see Modifying a role (console), or the AWS
Security Blog post, How to use trust policies with IAM roles.

3. Inthe Amazon EC2 console, be sure that you are in the same region as the region of the
OpsWorks for Puppet Enterprise server, and then restart the EC2 instance that your server is
using.

a. Choose the EC2 instance that is named aws-opsworks-cm-instance-server-name.
b. On the Instance state menu, choose Reboot instance.

c. Allow up to 15 minutes for your server to restart and be fully online.

4. Inthe OpsWorks for Puppet Enterprise console, on the server details page, verify that the
server status is now healthy.

If the server status is still Connection lost after performing the preceding steps, try one of the
following.

» Replace the server by creating a new one and deleting the original. If data on the current server

is important to you, restore the server from a recent backup, and verify the data is up to date
before deleting the original, unresponsive server.

o Contact AWS support.
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Server creation fails with "requested configuration is currently not supported"
message

Problem: You are trying to create a Puppet Enterprise server, but server creation fails with an error
message that is similar to "The requested configuration is currently not supported. Please check
the documentation for supported configurations."

Cause: An unsupported instance type might have been specified for the Puppet master. If you
choose to create the Puppet server in a VPC that has a non-default tenancy, such as one for
dedicated instances, all instances inside the specified VPC must also be of dedicated or host

tenancy. Because some instance types, such as t2, are available only with default tenancy, the
Puppet master instance type might not be supportable by the specified VPC, and server creation
fails.

Solution: If you choose a VPC that has a non-default tenancy, use an m4 instance type, which can
support dedicated tenancy.

Unable to create the server's Amazon EC2 instance

Problem: Server creation failed with an error message similar to the following: "The following
resource(s) failed to create: [EC2Instance]. Failed to receive 1 resource signal(s) within the specified
duration."

Cause: This is most likely because the EC2 instance doesn’t have network access.

Solution: Ensure the instance has outbound Internet access, and the AWS service agent is able to
issue commands. Be sure that your VPC (a VPC with a single public subnet) has DNS resolution
enabled, and that your subnet has the Auto-assign Public IP setting enabled.

Service role error prevents server creation

Problem: Server creation fails with an error message that states, "Not authorized to perform
sts:AssumeRole."

Cause: This can occur when the service role you are using lacks adequate permissions to create a
new server.

Solution: Open the OpsWorks for Puppet Enterprise console; use the console to generate a new
service role and an instance profile role. If you would prefer to use your own service role, attach
the AWSOpsWorksCMServiceRole policy to the role. Verify that opsworks-cm.amazonaws.com is
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listed among services in the role's Trust relationships. Verify that the service role that is associated
with the Puppet master has the AWSOpsWorksCMServiceRole managed policy attached.

Elastic IP address limit exceeded

Problem: Server creation fails with an error message that states, "The following resource(s) failed
to create: [EIP, EC2Instance]. Resource creation cancelled, the maximum number of addresses has
been reached."

Cause: This occurs when your account has used the maximum number of Elastic IP (EIP) addresses.
The default EIP address limit is five.

Solution: You can either release existing EIP addresses or delete ones that your account is not
actively using, or you can contact AWS Customer Support to increase the limit of EIP addresses that
is associated with your account.

Unattended node association fails

Problem: Unattended, or automatic, association of new Amazon EC2 nodes is failing. Nodes
that should have been added to the Puppet master are not showing up in the Puppet Enterprise
dashboard.

Cause: This can occur when you do not have an IAM role set up as an instance profile that permits
opsworks-cm API calls to communicate with new EC2 instances.

Solution: Attach a policy to your EC2 instance profile that allows the AssociateNode and
DescribeNodeAssociationStatus API calls to work with EC2, as described in Adding Nodes
Automatically in OpsWorks for Puppet Enterprise.

System maintenance fails

AWS OpsWorks CM performs weekly system maintenance to ensure that the latest AWS-tested
versions of Puppet Server, including security updates, are always running on an OpsWorks for
Puppet Enterprise server. If, for any reason, system maintenance fails, AWS OpsWorks CM notifies
you of the failure. For more information about system maintenance, see System Maintenance in
OpsWorks for Puppet Enterprise.

This section describes possible reasons for failure and suggests solutions.

Topics

« Service role or instance profile error prevents system maintenance
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Service role or instance profile error prevents system maintenance

Problem: System maintenance fails with an error message that states, "Not authorized to perform
sts:AssumeRole", or a similar error message about permissions.

Cause: This can occur when either the service role or instance profile you are using lacks adequate
permissions to perform system maintenance on the server.

Solution: Be sure that your service role and instance profile have all required permissions.
1. Be sure that your service role has all required permissions.

a. On the Settings page for your server, in Network and security, choose the link for the
service role that the server is using. This opens the service role for viewing in the IAM
console.

b. On the Permissions tab, verify that AWSOpsWorksCMServiceRole is attached to the
service role. If AWSOpsWorksCMServiceRole is not listed, add this policy to the role.

c. Verify that opsworks-cm.amazonaws.com is listed among services in the role's Trust
relationships. For more information about how to use trust policies with roles, see
Modifying a role (console), or the AWS Security Blog post, How to use trust policies with
IAM roles.

2. Be sure that your instance profile has all required permissions.

a. On the Settings page for your server, in Network and security, choose the link for the
instance profile that the server is using. This opens the instance profile for viewing in the
IAM console.

b. On the Permissions tab, verify that AmazonEC2RoleforSSM and
AWSOpsWorksCMInstanceProfileRole are both in the Permissions policies list. If one
or both aren't listed, add these managed policies manually to the role.

c. On the Trust relationships tab, verify that the service role has a trust policy that trusts
the ec2.amazonaws. com service to assume roles on your behalf. For more information
about how to use trust policies with roles, see Modifying a role (console), or the AWS

Security Blog post, How to use trust policies with IAM roles.

Additional help and support

If you do not see your specific problem described in this topic, or you have tried the suggestions in
this topic and are still having problems, visit the AWS OpsWorks forums.
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You can also visit the AWS Support Center. The AWS Support Center is the hub for creating
and managing AWS Support cases. The AWS Support Center also includes links to other helpful
resources, such as forums, technical FAQs, service health status, and AWS Trusted Advisor.
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AWS OpsWorks for Chef Automate

/A Important

AWS OpsWorks for Chef Automate is no longer accepting new customers. Existing
customers will be unaffected until May 5, 2024 at which time the service will become
unavailable. We recommend that existing customers migrate to Chef SaaS or an alternative
solution. For more information, see AWS OpsWorks for Chef Automate End of Life FAQs.

AWS OpsWorks for Chef Automate lets you run a Chef Automate server in AWS. You can provision
a Chef server within minutes, and let AWS OpsWorks for Chef Automate handle its operations,
backups, restorations, and software upgrades. AWS OpsWorks for Chef Automate frees you to
focus on core configuration management tasks, instead of managing a Chef server.

A Chef Automate server manages the configuration of nodes in your environment by instructing
chef-client which Chef recipes to run on the nodes, stores information about nodes, and serves
as a central repository for your Chef cookbooks. AWS OpsWorks for Chef Automate provides Chef
servers that include premium features of Chef Automate: Chef Infra and Chef InSpec.

An AWS OpsWorks for Chef Automate server runs on an Amazon Elastic Compute Cloud instance.
AWS OpsWorks for Chef Automate servers are configured to run the newest version of Amazon
Linux (Amazon Linux 2). For information about what has changed in this version of Chef Automate,
see the Chef Automate Release Notes. The following table describes the Chef components that are
installed on an AWS OpsWorks for Chef Automate server.

Component name Description Version installed on AWS
OpsWorks for Chef Automate
server

Chef Automate Chef Automate is an 2.0

enterprise server software
package that provides
automated workflow for
continuous deployment,
and insights about managed
nodes in a web-based
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Component name

Chef Infra

Description

management console.

Chef Automate delivers
infrastructure automatio

n by including Chef Infra,
security and compliance
information and enforceme
nt by including Chef InSpec,
and automated deployment
by including Chef Habitat.

For more information about
Chef Automate, see Chef
Automate on the Chef
website.

Formerly called Chef Server,
Chef Infra Server uses the

Chef Infra Client (chef-clie

nt ) agent to continuou

sly apply configurations to
managed nodes to maintain
a desired state.

For more information about
Infra, see Chef Infra on the
Chef website.

Version installed on AWS
OpsWorks for Chef Automate

server

12.x
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Component name Description Version installed on AWS
OpsWorks for Chef Automate
server

Chef InSpec Chef InSpec describes 3.9.0

security and compliance
rules that can be shared
between software engineers
, operations, and security
engineers. Compliance,
security, and other policy
requirements form the
framework for automated
tests that the chef-clie
nt agent can run against
managed nodes, ensuring
consistent enforcement of
standards.

For more information about
InSpec, see Chef InSpec on
the Chef website.

The minimum supported version of chef-client on nodes associated with an AWS OpsWorks for
Chef Automate server is 13.x. We recommend running at least 14.10.9, or the most current, stable

chef-client version.

When new minor versions of Chef software become available, system maintenance is designed

to update the minor version of Chef Automate and Chef Server on the server automatically,

as soon as it passes AWS testing. AWS performs extensive testing to verify that Chef upgrades

are production-ready and do not disrupt existing customer environments, so there can be lags
between Chef software releases and their availability for application to existing OpsWorks for Chef
Automate servers. System maintenance also upgrades your server to the newest version of Amazon
Linux.

You can connect any on-premises computer or EC2 instance that is running a supported operating
system and has network access to an AWS OpsWorks for Chef Automate server. For a list of
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supported operating systems for nodes that you want to manage, see the Chef website. The chef -
client agent software is installed on nodes that you want to manage with a Chef server.

Topics

» Region Support for AWS OpsWorks for Chef Automate

o AWS OpsWorks for Chef Automate End of Life FAQs

o Upgrade an AWS OpsWorks for Chef Automate Server to Chef Automate 2

» Getting Started with AWS OpsWorks for Chef Automate

« Create an AWS OpsWorks for Chef Automate Server by using AWS CloudFormation

o Update an AWS OpsWorks for Chef Automate Server to Use a Custom Domain

» Regenerate the starter kit for an AWS OpsWorks for Chef Automate server

» Working with Tags on AWS OpsWorks for Chef Automate Resources

» Back Up and Restore an AWS OpsWorks for Chef Automate Server

» System Maintenance in AWS OpsWorks for Chef Automate

» Compliance Scans in AWS OpsWorks for Chef Automate

 Disassociate a Node from an AWS OpsWorks for Chef Automate Server

» Delete an AWS OpsWorks for Chef Automate Server

e Reset Chef Automate Dashboard Credentials

» Logging AWS OpsWorks for Chef Automate API Calls with AWS CloudTrail

» Troubleshooting AWS OpsWorks for Chef Automate

Region Support for AWS OpsWorks for Chef Automate

The following regional endpoints support AWS OpsWorks for Chef Automate servers. AWS
OpsWorks for Chef Automate creates resources that are associated with your Chef servers, such as
instance profiles, users, and service roles, in the same regional endpoint as your Chef server. Your
Chef server must be in a VPC. You can use a VPC that you create or already have, or use the default
VPC.

« US East (Ohio) Region
« US East (N. Virginia) Region
« US West (N. California) Region
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» US West (Oregon) Region

« Asia Pacific (Tokyo) Region

« Asia Pacific (Singapore) Region
« Asia Pacific (Sydney) Region

» Europe (Frankfurt) Region

» Europe (Ireland) Region
AWS OpsWorks for Chef Automate End of Life FAQs

/A Important

AWS OpsWorks for Chef Automate is no longer accepting new customers. Existing
customers will be unaffected until May 5, 2024 at which time the service will become
unavailable. We recommend that existing customers migrate to Chef SaaS or an alternative
solution.

Topics

« How will existing users be affected by this End of Life?

« What happens to my servers if | don't take any action?

+ What alternatives can | transition to?

« Is the service still accepting new customers?

« Will the End of Life affect all AWS Regions at the same time?

» What level of technical support is available?

o | am a current customer of OpsWorks for Chef Automate and | need to launch a server in an

account which was not using the service previously. Am | able to do this?

« Will there be any major feature releases over the next year?

How will existing users be affected by this End of Life?

Existing customers will be unaffected until May 5, 2024, the End of Life date for OpsWorks for Chef
Automate. After the End of Life date, customers will no longer be able to manage their servers
using the OpsWorks console or API.
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What happens to my servers if | don’t take any action?

Starting May 5, 2024, you will no longer be able to manage your servers using the OpsWorks
console or API. At that time, we will stop performing any ongoing management functions for your
servers such as backups or maintenance. To limit the impact to customers, we will leave any EC2
instances running that are backing up Chef Automate servers, but their licenses will no longer be
valid as usage is no longer covered (or billed for) under the OpsWorks for Chef Automate service
agreement with Chef. You will need to contact Chef to obtain a new license. When you contact
Chef, be sure to tell them you are an existing OpsWorks for Chef Automate customer and you are
transitioning from OpsWorks.

What alternatives can | transition to?

AWS and Progress Chef recommend you migrate to their new Chef SaaS offering so that you

can continue to benefit from a fully-managed Chef Automate service. To get started with Chef
Saas, you can contact Chef to obtain documentation about how to setup a Chef Saa$S account and
transition your data and nodes.

If Chef SaaS will not meet your needs because you prefer to run Chef Automate on EC2 instances
in AWS accounts you control, Chef provides multiple options including an AWS Marketplace Bring

Your Own License (BYOL) model and self-hosting on EC2. You can contact Progress Chef for more

information about how to execute such a transition.

Is the service still accepting new customers?

No. AWS OpsWorks for Chef Automate is no longer accepting new customers and only existing
customers are able to launch new servers at this time.

Will the End of Life affect all AWS Regions at the same time?

Yes. The APl and Console will reach End of Life and be unusable as of May 5, 2024 in all AWS
Regions. For information about the AWS Regions where AWS OpsWorks for Chef Automate is
available, see AWS Regional Services List.

What level of technical support is available?

AWS will continue to provide the same level of support for OpsWorks for Chef Automate that
customers have today up until the End of Life date. If you have questions or concerns, you can
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contact the AWS Support Team on AWS re:Post or through AWS Premium Support. For transition
support, we recommend that customers contact Progress Chef.

I am a current customer of OpsWorks for Chef Automate and | need
to launch a server in an account which was not using the service
previously. Am | able to do this?

Generally not, unless there are exceptional circumstances to do so. If you have a special situation,
reach out to the AWS Support Team on AWS re:Post or through AWS Premium Support with the
details and justification for this and we will review your request.

Will there be any major feature releases over the next year?

No. As the service is reaching End of Life, we will not release any new features. However, we will
continue to make security improvements and manage servers as expected until the End of Life
date.

Upgrade an AWS OpsWorks for Chef Automate Server to Chef
Automate 2

/A Important

AWS OpsWorks for Chef Automate is no longer accepting new customers. Existing
customers will be unaffected until May 5, 2024 at which time the service will become
unavailable. We recommend that existing customers migrate to Chef SaaS or an alternative
solution. For more information, see AWS OpsWorks for Chef Automate End of Life FAQs.

Prerequisites for Upgrading to Chef Automate 2

Before you get started, be sure you understand the new features that Chef Automate 2 adds, and
features that Chef Automate 2 does not support. For information about the new and unsupported
features in Chef Automate 2, see the Chef Automate 2 documentation on the Chef website.

A server running Chef Automate 1 must have had at least one successful maintenance run after
November 1, 2019 to be eligible for upgrade.
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As with any maintenance operation on your AWS OpsWorks for Chef Automate server, the server is
offline during the upgrade. You should plan for up to three hours of downtime during the upgrade
process.

You need the sign-in credentials for this server for the Chef Automate dashboard website. When
the upgrade is finished, you should sign in to the Chef Automate dashboard and verify that your
nodes and configuration information are not changed.

/A Important

When you are ready to upgrade your AWS OpsWorks for Chef Automate server to Chef
Automate 2, use only the instructions here to upgrade. Because AWS OpsWorks for Chef
Automate automates many of the upgrade processes, such as backup creation, do not
follow upgrade instructions on the Chef website.

About the Upgrade Process

During the upgrade process, your server is backed up before starting upgrade and after finishing
the upgrade. The following backups are created:

« A backup of the server when it's still running Chef Automate 1 (version 12.17.33).

« A backup of the server after upgrade is finished and the server is running Chef Automate 2
(version 2019-08).

The upgrade process terminates the Amazon EC2 instance that the server was using when it ran
Chef Automate 1. A new instance is created to run the Chef Automate 2 server.

Upgrade to Chef Automate 2 (Console)

1. Signin to the AWS Management Console and open the AWS OpsWorks console at https://
console.aws.amazon.com/opsworks/.

2. In the left navigation pane, choose AWS OpsWorks for Chef Automate.

3. Choose a server to view its properties page. A blue banner at the top of the page should
indicate whether the server is eligible for upgrade to Chef Automate 2.

About the Upgrade Process API Version 2013-02-18 109


https://console.aws.amazon.com/opsworks/
https://console.aws.amazon.com/opsworks/

AWS OpsWorks User Guide

® Note

A server running Chef Automate 1 must have had at least one successful maintenance
run after November 1, 2019 to be eligible for upgrade.

4. If the server is eligible for upgrade, choose Start upgrade.

Allow up to three hours for upgrade. During the upgrade process, the properties page displays
server status as Under maintenance.

6. When the upgrade is finished, the properties page displays the following two messages:
Successfully upgraded to Automate 2 and Maintenance completed successfully. The server
status should be HEALTHY.

7. Signin to the Chef Automate dashboard with your existing credentials, and verify that your
nodes are reporting correctly.

Upgrade to Chef Automate 2 (CLI)

1. (Optional) If you aren't sure which of your AWS OpsWorks for Chef Automate servers are
eligible for upgrade, run the following command. Be sure to add the --region parameter if
you want to list AWS OpsWorks for Chef Automate servers in an AWS Region that is different
from your default AWS Region.

aws opsworks-cm describe-servers

In the results, look for the a value of true for the attribute
CHEF_MAJOR_UPGRADE_AVAILABLE. This indicates that the server is eligible for upgrade to
Chef Automate 2. Make a note of the names of AWS OpsWorks for Chef Automate servers that
are eligible for upgrade.

2. Run the following command, replacing server_name with the name of an AWS OpsWorks for
Chef Automate server. To upgrade to Chef Automate 2 instead of performing routine system
maintenance, add the CHEF_MAJOR_UPGRADE engine attribute, as shown in the command.
Add the --region parameter if the target server is not in your default AWS Region. You can
only upgrade one server per command.

aws opsworks-cm start-maintenance --server-name server_name --engine-attributes
Name=CHEF_MAJOR_UPGRADE, Value=true --region region
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If AWS OpsWorks for Chef Automate cannot upgrade the server for any reason, this command
results in a validation exception.

3. Allow up to three hours for the upgrade. You can check the upgrade status periodically by
running the following command.

aws opsworks-cm describe-servers --server-name server_name

In the results, look for the Status value. A Status of UNDER_MAINTENANCE means that the
upgrade is still in progress. A successful upgrade returns messages similar to the following.

2019/10/24 00:27:56 UTC Successfully upgraded to Automate 2.
2019/10/23 23:50:38 UTC Upgrading Chef server from Automate 1 to Automate
2

If the upgrade was unsuccessful, AWS OpsWorks for Chef Automate automatically rolls back
your server to Chef Automate 1.

If the upgrade was successful but the server is not functioning the same as before the upgrade
(for example, if managed nodes are not reporting), you can roll the server back manually. For
manual rollback information, see Roll Back an AWS OpsWorks for Chef Automate Server to
Chef Automate 1 (CLI).

Roll Back an AWS OpsWorks for Chef Automate Server to Chef
Automate 1 (CLI)

If the upgrade process fails, AWS OpsWorks for Chef Automate automatically rolls your server
back to Chef Automate 1. If the upgrade was successful but the server is not functioning the same
as before the upgrade, you can roll your AWS OpsWorks for Chef Automate server back to Chef
Automate 1 manually by using the AWS CLI.

1.  Run the following command to show the BackupId of the last backup performed on your
server before you attempted the upgrade. Add the - -region parameter if your server is in an
AWS Region that is different from your default AWS Region.

aws opsworks-cm describe-backups server_name
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Backup IDs are in the format ServerName-yyyyMMddHHmmssSSS. Look for the following Chef
Automate 1 properties in the results.

"Engine": "Chef"
"EngineVersion": "12.17.33"

Run the following command, using the backup ID you returned in step 1 as the value of - -
backup-id.

aws opsworks-cm restore-server --server-name server_name --backup-id ServerName-
yyyyMMddHHmmssSSS

Allow between 20 minutes and three hours to restore the server, depending on the amount
of data you stored on the server. During the restore operation, your server has a status of
RESTORING. This status is displayed on the server's properties page in the AWS Management
Console, and returned in the results of the describe-servers command.

After restoration is finished, the console displays the message, Restore completed
successfully. Your AWS OpsWorks for Chef Automate server is online, and the same as it was
before you started the upgrade process.

See Also

System Maintenance in AWS OpsWorks for Chef Automate

Restore an AWS OpsWorks for Chef Automate Server from a Backup

DescribeServers in the AWS OpsWorks APl Reference

StartMaintenance in the AWS OpsWorks API Reference

Getting Started with AWS OpsWorks for Chef Automate

/A Important

AWS OpsWorks for Chef Automate is no longer accepting new customers. Existing
customers will be unaffected until May 5, 2024 at which time the service will become
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unavailable. We recommend that existing customers migrate to Chef Saa$S or an alternative
solution. For more information, see AWS OpsWorks for Chef Automate End of Life FAQs.

AWS OpsWorks for Chef Automate lets you run a Chef Automate server in AWS. You can provision a
Chef server in about 15 minutes.

Starting May 3, 2021, AWS OpsWorks for Chef Automate stores some Chef Automate server
attributes in AWS Secrets Manager. For more information, see Integration with AWS Secrets

Manager.

The following walkthrough helps you create your first Chef server in AWS OpsWorks for Chef
Automate.

Prerequisites

Before you begin, you must complete the following prerequisites.

Topics
» Set Up a VPC
» Prerequisites for Using a Custom Domain (Optional)

» Set Up an EC2 Key Pair (Optional)

Set Up a VPC

Your AWS OpsWorks for Chef Automate server must operate in an Amazon Virtual Private Cloud.
You can add it to an existing VPC, use the default VPC, or create a new VPC to contain the server.
For information about Amazon VPC and how to create a new VPC, see the Amazon VPC Getting
Started Guide.

If you create your own VPC, or use an existing one, the VPC should have the following settings or
properties.

e The VPC should have at least one subnet.

If your AWS OpsWorks for Chef Automate server will be publicly accessible, make the subnet
public, and enable Auto-assign public IP.

« DNS resolution should be enabled.
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« On the subnet, enable Auto-assign public IP.

If you are unfamiliar with creating VPCs or running your instances in them, you can run the
following AWS CLI command to create a VPC with a single public subnet, by using an AWS
CloudFormation template that AWS OpsWorks provides for you. If you prefer to use the AWS
Management Console, you can also upload the template to the AWS CloudFormation console.

aws cloudformation create-stack --stack-name OpsWorksVPC --template-url https://
s3.amazonaws.com/opsworks-cm-us-east-1-prod-default-assets/misc/opsworks-cm-vpc.yaml

Prerequisites for Using a Custom Domain (Optional)

You can set up your Chef Automate server on your own domain, specifying a public endpointin a
custom domain to use as the endpoint of your server. When you use a custom domain, all of the
following are required, as described in detail in this section.

Topics

» Set Up a Custom Domain

o Get a Certificate

» Get a Private Key

Set Up a Custom Domain

To run your Chef Automate server on your own custom domain, you will need a public endpoint of
a server, such as https://aws.my-company. com. If you specify a custom domain, you must also
provide a certificate and a private key, as described in the preceding sections.

To access the server after you create it, add a CNAME DNS record in your preferred DNS service.
This record must point the custom domain to the endpoint (the value of the server's Endpoint
attribute) that is generated by the Chef Automate server creation process. You cannot access the
server by using the generated Endpoint value if the server is using a custom domain.

Get a Certificate

To set up your Chef Automate server on your own custom domain, you need A PEM-formatted
HTTPS certificate. This can be be a single, self-signed certificate, or a certificate chain. As you
complete the Create Chef Automate server workflow, if you specify this certificate, you must also
provide a custom domain and a private key.
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The following are requirements for the certificate value:

» You can provide either a self-signed, custom certificate, or the full certificate chain.
« The certificate must be a valid X509 certificate, or a certificate chain in PEM format.

» The certificate must be valid at the time of upload. A certificate can't be used before its validity
period begins (the certificate's NotBefore date), or after it expires (the certificate's NotAfter
date).

» The certificate’s common name or subject alternative names (SANs), if present, must match the
custom domain value.

o The certificate must match the value of the Custom private key field.

Get a Private Key

To set up your Chef Automate server on your own custom domain, you need a private key in PEM
format for connecting to the server by using HTTPS. The private key must not be encrypted; it
cannot be protected by a password or passphrase. If you specify a custom private key, you must
also provide a custom domain and a certificate.

Set Up an EC2 Key Pair (Optional)

An SSH connection is not necessary or recommended for typical management of the Chef server;
you can use knife commands to perform most management tasks on your Chef server.

An EC2 key pair is required to connect to your server by using SSH in the event that you lose or

want to change the sign-in password for the Chef Automate dashboard. You can use an existing
key pair, or create a new key pair. For more information about how to create a new EC2 key pair,
see Amazon EC2 Key Pairs.

If you don't need an EC2 key pair, you are ready to create a Chef server.

Create a Chef Automate Server

/A Important

AWS OpsWorks for Chef Automate is no longer accepting new customers. Existing
customers will be unaffected until May 5, 2024 at which time the service will become
unavailable. We recommend that existing customers migrate to Chef SaaS or an alternative
solution. For more information, see AWS OpsWorks for Chef Automate End of Life FAQs.

Create a Chef Automate Server API Version 2013-02-18 115


https://docs.chef.io/knife.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-key-pairs.html

AWS OpsWorks User Guide

You can create a Chef server by using the AWS OpsWorks for Chef Automate console, or the AWS
CLI.

Topics

o Create a Chef Automate server in the AWS Management Console

» Create a Chef Automate server by using the AWS CLI

Create a Chef Automate server in the AWS Management Console

1. Sign in to the AWS Management Console and open the AWS OpsWorks console at https://
console.aws.amazon.com/opsworks/.

2. Onthe AWS OpsWorks home page, choose Go to OpsWorks for Chef Automate.

AWS OpsWorks

AWS OpsWorks is a configuration management service that
helps you build and operate highly dynamic applications, and
propagate changes instantly.

AWS OpsWorks provides three solutions to configure your infrastructure:

= o
= én = s ()
& @
~— e | < =
e @ | ==
- — == Puppet
OpsWorks Stacks OpsWorks for Chef Automate OpsWorks for Puppet Enterprise
Define. group. provision, deploy. and operate your applications in Create Chef servers that include Chef Automate premium Create Puppet servers that include Puppet Enterprise features.
AWS by using Chef in local mode. features, and use the Chef DK or any Chef tooling to manage Inspect, deliver, update. monitor, and secure your infrastructure.
them.
Go to OpsWorks for Puppet Enterprise

Go to OpsWorks for Chef Automate

Learn more about OpsWorks Stacks Learn more about OpsWorks for Puppet Enterprise
Learn more about OpsWorks for Chef Automate

3. Onthe AWS OpsWorks for Chef Automate home page, choose Create Chef Automate server.
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Welcome to OpsWorks for Chef Automate

OpsWorks for Chef Automate helps you automate, provision, and configure your environment. The Chef Automate platform delivers
DevOps workflow, automated compliance, and end-to-end pipeline visibility.

A Chef Automate server manages nodes in your environment, stores information about those nodes, and serves as a central
repository for your Chef cookbooks.

( Create Chef Automate server )

4. On the Set name, region, and type page, specify a name for your server. Chef server names
can be a maximum of 40 characters, and can contain only alphanumeric characters and dashes.
Select a supported region, and then choose an instance type that supports the number of
nodes that you want to manage. You can change the instance type after your server has been
created, if needed. For this walkthrough, we are creating an m5.large instance type in the US
West (Oregon) Region. Choose Next.

Set name, region, and type

Type a name for the Chef Automate server, select the region in which you want to locate the server, and select the Amazon EC2 instance type that best fits your needs.

Chef Automate server name | Tesi-Chef-Automate| [i]

Maximum 40 characters. Has to start with a letter, and can only contain lefters, numbers, and hyphens.

Chef Autemate server region = US West (Oregon) + O
r5.xlarge r5.2xlarge

mb5.large
8 GIB Memory 30 GIB Memory 61 GIB Memory
EC2 instance type

Supports up to 200 nodes Supports up to 500 nodes. Supports 500+ nodes

See our pricing plan.

e [

5. On the Configure server page, leave the default selection in the SSH key drop-down list,
unless you want to specify a key pair name.
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Configure server

Configure the server's EC2 instance credentials and server endpoint.

Select an SSH key

Select the EC2 key pair. You need this key to connect to the Chef Automate server EC2 instance by using SSH.

SSH key I'm not connecting by SSH + O

You can still use Knife commands to communicate with the Chef Automate server.

6. For Specify server endpoint, leave the default, Use an automatically-generated endpoint
and then choose Next, unless you want your server on a custom domain of your own. To
configure a custom domain, go on to the next step.

Specify sefver endpoint

Specify a public endpoint that you can use to access the Chef Automate server. It can be either a custom domain that you provide, or an automatically-generated
endpoint that uses the opsworks-cm.io domain.

Endpoint  Use an automatically-generated endpoint v+ 0

This is an automatically-generated endpoint that uses the opsworks-cm.io domain name.

7. To use a custom domain, for Specify server endpoint, choose Use a custom domain from the
drop-down list.
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Specify server endpoint

Specify a public endpoint that you can use to access the Chef Automate server. It can be either a custom domain that you provide, or an automatically-generated
endpoint that uses the opsworks-cm.io domain.

Endpoint | Use a custom domain + 0

Provide your own custem domain to be used as the server endpoint.

Fully qualified domain name (FQDN) = my-chef-automate-server.my-corp.com (i ]

The fully qualified domain name you want to use for your Chef Automate server. Example: myserver mycompany.com

~

SSL certificate | --—-—-BEGIN CERTIFICATE----- 1]
EXAMPLECAWACAQAWGbgxGTAXBgNVBAO
EXAMPLEZhZGIzIExpbWIOZWQxHDAaBaNV

A PEM encoded SSL certificate issued for your FQDN. If the certificate is not self-signed, you must also provide the whole SSL
certificate chain

SSLprivate key = -——BEGIN RSA PRIVATE KEY— i)
EXAMPLEBAAJBAIOLepgdgXrM0704dV/nJ5g
EXAMPLEBeBXK5mZO7Gc7T78HuvhJi+

The PEM encoded SSL private key for your SSL certificate

a. For Fully qualified domain name (FQDN), specify an FQDN. You must own the domain
name that you want to use.

b. For SSL certificate, paste in the entire PEM-formatted certificate, beginning with -—---
BEGIN CERTIFICATE----- and ending with -—--- END CERTIFICATE----- . The SSL
certificate subject must match the FQDN you entered in the preceding step.

c. For SSL private key, paste in the entire RSA private key, beginning with ----- BEGIN
RSA PRIVATE KEY----- and ending with -—--- END RSA PRIVATE KEY----- . The
SSL private key must match the public key in the SSL certificate that you entered in the
preceding step. Choose Next.

8. On the Configure Advanced Settings page, in the Network and Security area, choose a VPC,
subnet, and one or more security groups. The following are requirements for your VPC:
« The VPC must have at least one public subnet.
« DNS resolution must be enabled.

« Auto-assign public IP must be enabled on public subnets.

AWS OpsWorks can generate a security group, service role, and instance profile for you, if
you do not already have ones that you want to use. Your server can be a member of multiple
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security groups. You cannot change network and security settings for the Chef server after you
have left this page.
Network and security

You cannot change network and security settings after you launch your Chef Automate server

VPC | vpC- - LinuxAMIVPC - O

You have selected a non-default VPC. Be sure the selected VPC has outbound network access. Learn more.

Subnet | 10. /24 - us-west-2a - Public subnet - O

Associate Public IP Address @ Yes No

Choose Yes ifthe selected subnetis public

Security groups v O
50-18 x 50-60 x
Please ensure the following ports are open: 443 (hitps)
Service role aws-opsworks-cm-service-role AN i ]
Instance profile = aws-opsworks-cm-ec2-role AN i ]

9. In the System maintenance section, set the day and hour that you want system maintenance
to begin. Because you should expect the server to be offline during system maintenance,
choose a time of low server demand within regular office hours. Connected nodes enter a
pending-server state until maintenance is complete.

The maintenance window is required. You can change the start day and time later by using the
AWS Management Console, AWS CLI, or the APIs.

System maintenance

AWS OpsWorks installs updates for Chef Automate minor versions or security packages in the time range and on the weekday that you specify here Your Chef Automate server will be offline during system
maintenance.

Startday = Friday > O

Start time (UTC) | 5pm-6pm - | O

10. Configure backups. By default, automatic backups are enabled. Set a preferred frequency and
hour for automatic backup to start, and set the number of backup generations to store in
Amazon Simple Storage Service. A maximum of 30 backups are kept; when the maximum is
reached, AWS OpsWorks for Chef Automate deletes the oldest backups to make room for new
ones.
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Automated backup

AWS OpsWorks supports two ways o back up your Chef Automate server: manual or automated. Backups are uploaded to your Amazon S3 bucket. If you
ever need to restore your Chef Automate server, you can restore it by applying a backup that you choose

Enable automated backup @® Yes No
Frequency | Daily * 0
Start time (UTC)  12am-1am * O
Number of generations to keep 10 5

Specify how many automated backups to keep. Minimum: 1, maximum: 30.

11. (Optional) In Tags, add tags to the server and related resources, such as the EC2 instance,
Elastic IP address, security group, S3 bucket, and backups. For more information about tagging
an AWS OpsWorks for Chef Automate server, see Working with Tags on AWS OpsWorks for
Chef Automate Resources.

12. When you are finished configuring advanced settings, choose Next.

13. On the Review page, review your choices. When you are ready to create the server, choose
Launch.

While you are waiting for AWS OpsWorks to create your Chef server, go on to Configure
the Chef Server Using the Starter Kit and download the Starter Kit and the Chef Automate
dashboard credentials. Do not wait until your server is online to download these items.

When server creation is finished, your Chef server is available on the AWS OpsWorks for
Chef Automate home page, with a status of online. After the server is online, the Chef
Automate dashboard is available on the server's domain, at a URL in the following format:
https://your_server name-random.region.opsworks-cm.io.

Create a Chef Automate server by using the AWS CLI

Creating an AWS OpsWorks for Chef Automate server by running AWS CLI commands differs
from creating a server in the console. In the console, AWS OpsWorks creates a service role and
security group for you, if you do not specify existing ones that you want to use. In the AWS CLI,
AWS OpsWorks can create a security group for you if you do not specify one, but it does not
automatically create a service role; you must provide a service role ARN as part of your create-
server command. In the console, while AWS OpsWorks is creating your Chef Automate server,
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you download the Chef Automate starter kit and the sign-in credentials for the Chef Automate
dashboard. Because you cannot do this when you create an AWS OpsWorks for Chef Automate
server by using the AWS CLI, you use a JSON processing utility to get the sign-in credentials and
the starter kit from the results of the create-server command after your new AWS OpsWorks
for Chef Automate server is online. Alternatively, you can generate a new set of sign-in credentials
and a new starter kit in the console after your new AWS OpsWorks for Chef Automate server is
online.

If your local computer is not already running the AWS CLI, download and install the AWS CLI by
following installation instructions in the AWS Command Line Interface User Guide. This section
does not describe all parameters that you can use with the create-server command. For more

information about create-server parameters, see create-server in the AWS CLI Reference.

1. Be sure to complete the prerequisites, especially Set Up a VPC, or be sure that you have an
existing VPC that you want to use. To create your Chef Automate server, you need a subnet ID.

2. Optionally, generate a Chef pivotal key by using OpenSSL, and save the key to a secure,
convenient file on your local computer. The pivotal key is automatically generated as part of
the server creation process if you do not provide one in the create-server command. If you
want to skip this step, you can instead get the Chef Automate pivotal key from the results of
the create-server command. If you choose to generate the pivotal key using the following
commands, be sure to include the -pubout parameter, because the Chef Automate pivotal key
value is the public half of the RSA key pair. For more information, see Step 6.

umask @77
openssl genrsa -out "pivotal" 2048
openssl rsa -in "pivotal" -pubout

3. Create a service role and an instance profile. AWS OpsWorks provides an AWS CloudFormation
template that you can use to create both. Run the following AWS CLI command to create an
AWS CloudFormation stack that creates the service role and instance profile for you.

aws cloudformation create-stack --stack-name OpsWorksCMRoles --template-url
https://s3.amazonaws.com/opsworks-cm-us-east-1-prod-default-assets/misc/opsworks-
cm-roles.yaml --capabilities CAPABILITY_NAMED_IAM

4. After AWS CloudFormation finishes creating the stack, find and copy the ARNs of service roles
in your account.
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aws iam list-roles --path-prefix "/service-role/" --no-paginate

In the results of the 1ist-roles command, look for service role ARN entries that resemble

the following. Make a note of the service role ARNs. You need these values to create your Chef
Automate server.

{
"AssumeRolePolicyDocument": {
"Version": "2012-10-17",
"Statement": [
{
"Action": "sts:AssumeRole",
"Effect": "Allow",
"Principal": {
"Service": "ec2.amazonaws.com"
}
}
]
I
"RoleId": "AR0ZZZZZZZZZZQG6R22HC",
"CreateDate": "2018-01-05T20:42:20Z",
"RoleName": "aws-opsworks-cm-ec2-role",
"Path": "/service-role/",
"Arn": "arn:aws:iam: :000000000000:role/service-role/aws-opsworks-cm-ec2-role"
I
{

"AssumeRolePolicyDocument": {
"Version": "2012-10-17",
"Statement": [

{
"Action": "sts:AssumeRole",
"Effect": "Allow",
"Principal": {
"Service": "opsworks-cm.amazonaws.com"
}
}

I,

"RoleId": "AR0ZZZZ7777777777776QE",
"CreateDate": "2018-01-05T20:42:207",
"RoleName": "aws-opsworks-cm-service-role",
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"Path": "/service-role/",
"Arn": "arn:aws:iam::000000000000:r0le/service-role/aws-opsworks-cm-service-
role"

}

5. Find and copy the ARNSs of instance profiles in your account.

aws iam list-instance-profiles --no-paginate

In the results of the 1ist-instance-profiles command, look for instance profile ARN
entries that resemble the following. Make a note of the instance profile ARNs. You need these
values to create your Chef Automate server.

{
"Path": "/",
"InstanceProfileName": "aws-opsworks-cm-ec2-role",
"InstanceProfileId": "EXAMPLEDC6UR3LTUW7VHK",
"Arn": "arn:aws:iam::123456789012:instance-profile/aws-opsworks-cm-ec2-role",
"CreateDate": "2017-01-05T20:42:207",
"Roles": [
{
"Path": "/service-role/",
"RoleName": "aws-opsworks-cm-ec2-role",
"RoleId": "EXAMPLEE4STNUQG6R22HC",
"Arn": "arn:aws:iam::123456789012:r0le/service-role/aws-opsworks-cm-

ec2-role",
"CreateDate": "2017-01-05T20:42:207",
"AssumeRolePolicyDocument": {
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {
"Service": "ec2.amazonaws.com"
.
"Action": "sts:AssumeRole"
}

}
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6.

Create the AWS OpsWorks for Chef Automate server by running the create-server
command.

The --engine value is ChefAutomate, --engine-model is Single, and --engine-
versionis 12.

The server name must be unique within your AWS account, within each region. Server names
must start with a letter; then letters, numbers, or hyphens (-) are allowed, up to a maximum
of 40 characters.

Use the instance profile ARN and service role ARN that you copied in Steps 4 and 5.

Valid instance types are m5.1arge, r5.xlarge, or r5.2xlarge. For more information
about the specifications of these instance types, see Instance Types in the Amazon EC2 User
Guide.

The --engine-attributes parameter is optional; if you don't specify one or both
values, the server creation process generates the values for you. If you add --engine-
attributes, specify either the CHEF_AUTOMATE_PIVOTAL_KEY value that you generated
in Step 2, a CHEF_AUTOMATE_ADMIN_PASSWORD, or both.

If you do not set a value for CHEF_AUTOMATE_ADMIN_PASSWORD, a password is generated
and returned as part of the create-server response. You can also download the starter
kit again in the console, which regenerates this password. The password length is a
minimum of eight characters, and a maximum of 32. The password can contain letters,
numbers, and special characters (! /@#$%"+=_). The password must contain at least one
lower case letter, one upper case letter, one number, and one special character.

An SSH key pair is optional, but can help you connect to your Chef Automate server if you
need to reset the Chef Automate dashboard administrator password. For more information
about creating an SSH key pair, see Amazon EC2 Key Pairs in the Amazon EC2 User Guide.

To use a custom domain, add the following parameters to your command. Otherwise,

the Chef Automate server creation process automatically generates an endpoint for you.

All three parameters are required to configure a custom domain. For information about
additional requirements for using these parameters, see CreateServer in the AWS OpsWorks
CM API Reference.

e --custom-domain - An optional public endpoint of a server, such as https://aws.my-
company . com.

e --custom-certificate - A PEM-formatted HTTPS certificate. The value can be be a
single, self-signed certificate, or a certificate chain.

Create a Chef Automate Server API Version 2013-02-18 125


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/instance-types.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-key-pairs.html
https://docs.aws.amazon.com/opsworks-cm/latest/APIReference/API_CreateServer.html

AWS OpsWorks User Guide

e« --custom-private-key - A private key in PEM format for connecting to the server
by using HTTPS. The private key must not be encrypted; it cannot be protected by a
password or passphrase.

» Weekly system maintenance is required. Valid values must be specified in the following
format: DDD : HH: MM. The specified time is in coordinated universal time (UTC). If you do not
specify a value for --preferred-maintenance-window, the default value is a random,
one-hour period on Tuesday, Wednesday, or Friday.

« Valid values for --preferred-backup-window must be specified in one of the following
formats: HH: MM for daily backups, or DDD : HH: MM for weekly backups. The specified time is
in UTC. The default value is a random, daily start time. To opt out of automatic backups, add
the parameter --disable-automated-backup instead.

e For --security-group-ids, enter one or more security group IDs, separated by a space.

e For --subnet-ids, enter a subnet ID.

aws opsworks-cm create-server --engine "ChefAutomate" --engine-model "Single"
--engine-version "12" --server-name "server_name" --instance-profile-arn
"instance_profile_ARN" --instance-type "instance_type" --engine-attributes
'{"CHEF_AUTOMATE_PIVOTAL_KEY":"pivotal_key", "CHEF_AUTOMATE_ADMIN_PASSWORD":"password"}"
--key-pair "key pair_name" --preferred-maintenance-window
"ddd:hh:mm" --preferred-backup-window "ddd:hh:mm" --security-group-

ids security group_idl security group_id2 --service-role-arn "service_role_ARN" --

subnet-ids subnet_ID

The following is an example.

aws opsworks-cm create-server --engine "ChefAutomate" --engine-

model "Single" --engine-version "12" --server-name "automate-06" --

instance-profile-arn "arn:aws:iam::12345678912:instance-profile/aws-

opsworks-cm-ec2-role" --instance-type "m5.large" --engine-attributes
'{"CHEF_AUTOMATE_PIVOTAL_KEY":"MZZE. . .Wobg",6 "CHEF_AUTOMATE_ADMIN_PASSWORD" :"zZZzDj2DLYXSZF
--key-pair "amazon-test" --preferred-maintenance-window "Mon:08:00" --preferred-

backup-window "Sun:02:00" --security-group-ids sg-b00000001 sg-b00OOOO8 --service-
role-arn "arn:aws:iam::12345678912:role/service-role/aws-opsworks-cm-service-role"
--subnet-ids subnet-300aaad0

The following example creates a Chef Automate server that uses a custom domain.
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aws opsworks-cm create-server --engine "ChefAutomate" --engine-model "Single" --
engine-version "12" \

--server-name "my-custom-domain-server" \

--instance-profile-arn "arn:aws:iam::12345678912:instance-profile/aws-opsworks-
cm-ec2-role" \

--instance-type "m5.large" \

--engine-attributes

'{"CHEF_AUTOMATE_PIVOTAL_KEY":"MZZE. . .Wobg", "CHEF_AUTOMATE_ADMIN_PASSWORD" :"zZZzDj2DLYXSZF

\

--custom-domain "my-chef-automate-server.my-corp.com" \

—-custem=certificateNt === BEGIN CERTIFICATE----- EXAMPLEQEXAMPLE== ----- END
CERTIFICATE----- "\

--custom-private-key "----- BEGIN RSA PRIVATE KEY----- EXAMPLEQEXAMPLE= ----- END
RSA PRIVATE KEY----- "\

--key-pair "amazon-test" \

--preferred-maintenance-window "Mon:08:00" \

--preferred-backup-window "Sun:02:00" \

--security-group-ids sg-b00000001 sg-b0000OO8 \

--service-role-arn "arn:aws:iam::12345678912:ro0le/service-role/aws-opsworks-cm-
service-role" \

--subnet-ids subnet-300aaa00

The following example creates a Chef Automate server that adds two tags: Stage:
Production and Department: Marketing. For more information about adding and
managing tags on AWS OpsWorks for Chef Automate servers, see Working with Tags on AWS
OpsWorks for Chef Automate Resources in this guide.

aws opsworks-cm create-server --engine "ChefAutomate" --engine-model "Single" --
engine-version "12" \

--server-name "my-test-chef-server" \

--instance-profile-arn "arn:aws:iam::12345678912:instance-profile/aws-opsworks-

cm-ec2-role" \

--instance-type "m5.large" \

--engine-attributes
'{"CHEF_AUTOMATE_PIVOTAL_KEY":"MZZE. . .Wobg", "CHEF_AUTOMATE_ADMIN_PASSWORD" :"zZZzDj2DLYXSZF
\

--key-pair "amazon-test" \

--preferred-maintenance-window "Mon:08:00" \

--preferred-backup-window "Sun:02:00" \

--security-group-ids sg-b00000001 sg-b00OOOO8 \
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--service-role-arn "arn:aws:iam::12345678912:role/service-role/aws-opsworks-cm-
service-role" \

--subnet-ids subnet-300aaa®® \

--tags [{\"Key\":\"Stage\",\"Value\":\"Production\"}, {\"Key\":\"Department\",
\"Value\":\"Marketing\"}]

7. AWS OpsWorks for Chef Automate takes about 15 minutes to create a new server. Do not
dismiss the output of the create-server command or close your shell session, because the
output can contain important information that is not shown again. To get passwords and the
starter kit from the create-server results, go on to the next step.

If you are using a custom domain with the server, in the output of the create-server
command, copy the value of the Endpoint attribute. The following is an example.

"Endpoint": "automate-07-exampleexample.opsworks-cm.us-east-1.amazonaws.com"

8. If you opted to have AWS OpsWorks for Chef Automate generate a key and password for you,
you can extract them in usable formats from the create-server results by using a JSON
processor such as jq. After you install jg, you can run the following commands to extract the
pivotal key, Chef Automate dashboard administrator password, and starter kit. If you did not
provide your own pivotal key and password in Step 4, be sure to save the extracted pivotal key
and administrator password in convenient but secure locations.

#Get the Chef password:
cat resp.json | jg -r '.Server.EngineAttributes[] | select(.Name ==
"CHEF_AUTOMATE_ADMIN_PASSWORD") | .Value'

#Get the Chef Pivotal Key:
cat resp.json | jg -r '.Server.EngineAttributes[] | select(.Name ==
"CHEF_AUTOMATE_PIVOTAL_KEY") | .Value'

#Get the Chef Starter Kit:
cat resp.json | jg -r '.Server.EngineAttributes[] | select(.Name ==
"CHEF_STARTER_KIT") | .Value' | base64 -D > starterkit.zip

9. Optionally, if you did not extract the starter kit from create-server command results, you
can download a new starter kit from the server's Properties page in the AWS OpsWorks for
Chef Automate console. Downloading a new starter kit resets the Chef Automate dashboard
administrator password.
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10. If you are not using a custom domain, go on to the next step. If you are using a custom domain
with the server, create a CNAME entry in your enterprise's DNS management tool to point your
custom domain to the AWS OpsWorks for Chef Automate endpoint that you copied in step 7.
You cannot reach or sign in to a server with a custom domain until you complete this step.

11. When the server creation process is finished, go on to the section called “Finish configuration

and upload cookbooks".

Configure the Chef Server Using the Starter Kit

/A Important

AWS OpsWorks for Chef Automate is no longer accepting new customers. Existing
customers will be unaffected until May 5, 2024 at which time the service will become
unavailable. We recommend that existing customers migrate to Chef SaaS or an alternative
solution. For more information, see AWS OpsWorks for Chef Automate End of Life FAQs.

While Chef server creation is still in progress, open its Properties page in the AWS OpsWorks for
Chef Automate console. The first time that you work with a new Chef server, the Properties page
prompts you to download two required items. Download these items before your Chef server is
online; the download buttons are not available after a new server is online.
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() mY'Cth'Server [ Chef Automate dashboard (not yet available) | Actions

AWS OpsWorks is creating your Chef Automate server. This takes about 20 minutes.

Creating an Elastic IP address Launching an EC2 instance Installing Chef Automate server

Make sure you download the following before your server is online.

Sign-in credentials for your Chef Automate dashboard

Starter Kit for your Chef Automate server

ﬁ Download the sign-in credentials for your Chef Automate dashboard.

» Show sign-in credentials

( Download credentials

AWS OpsWorks does not save these credentials, so it is the last time they are available for viewifig and
downloading. After your server is online, you can change the password by signing in to its Chef
dashboard.

€) Download the Starter Kit, and follow the documentation to finish the se

online.
( Download Starter Kit

The Starter Kit contains a Readme with examples, a knife_rb configuration file, and a private key.
A new key pair is generated and reset each time you download the Starter Kit.

when your server is

et

« Sign-in credentials for the Chef server. You will use these credentials to sign in to the Chef
Automate dashboard, where you work with Chef Automate premium features, such as workflow
and compliance scans. AWS OpsWorks does not save these credentials; this is the last time that
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they are available for viewing and downloading. If necessary, you can change the password that
is provided with these credentials after you sign in.

« Starter Kit. The Starter Kit contains a README file with examples, a knife.rb configuration
file, and a private key for the primary, or pivotal, user. A new key pair is generated—and the old
key is reset—each time you download the Starter Kit.

In addition to the credentials that work only with the new server, the Starter Kit .zip file includes

a simple example of a Chef repository that works with any AWS OpsWorks for Chef Automate
server. In the Chef repository, you store cookbooks, roles, configuration files, and other artifacts for
managing your nodes with Chef. We recommend that you store this repository in a version control
system, such as Git, and treat it as source code. For information and examples that show how to set
up a Chef repository that is tracked in Git, see About the chef-repo in the Chef documentation.

Prerequisites

1. While server creation is still in progress, download the sign-in credentials for the Chef server,
and save them in a secure but convenient location.

2. Download the Starter Kit, and unzip the Starter Kit .zip file into your workspace directory. Do
not share the Starter Kit private key. If other users will be managing the Chef server, add them
as administrators in the Chef Automate dashboard later.

3. Download and install Chef Workstation (formerly known as the Chef Development Kit, or Chef
DK) on the computer you will use to manage your Chef server and nodes. The knife utility is
part of Chef Workstation. For instructions, see Install Chef Workstation on the Chef website.

Explore the Starter Kit Contents

The Starter Kit has the following contents.

» cookbooks/ - A directory for cookbooks that you create. The cookbooks/ folder contains the
opsworks-webserver cookbook, a wrapper cookbook that depends on the nginx cookbook
from the Chef Supermarket website. Policyfile.rb defaults to Chef supermarket as a
secondary source if cookbook dependencies are not available in the cookbooks/ directory.

« Policyfile.rb - A Ruby-based policy file that defines the cookbooks, dependencies, and
attributes that become the policy for your nodes.
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« userdata.shand userdata.psl - You can use user data files to associate nodes automatically
after launching your Chef Automate server. userdata.sh is for bootstrapping Linux-based
nodes, and userdata.psl is for Windows-based nodes.

« Berksfile - You can use this file if you prefer to use Berkshelf and berks commands to upload
cookbooks and their dependencies. In this walkthrough, we use Policyfile.rb and Chef
commands to upload cookbooks, dependencies, and attributes.

« README .md, a Markdown-based file that describes how to use the Starter Kit to set up your Chef
Automate server for the first time.

« .chef is a hidden directory that contains a knife configuration file (knife.rb) and a secret
authentication key file (.pem).

o .chef/knife.rb - A knife configuration file (knife.rb). The knife.rb file is configured so
that Chef's knife tool operations run against the AWS OpsWorks for Chef Automate server.

e .chef/ca_certs/opsworks-cm-ca-2020-root.pem - A certification authority (CA)-signed
SSL private key that is provided by AWS OpsWorks. This key allows the server to identify itself
to the Chef Infra client agent on nodes that your server manages.

Set Up Your Chef Repository

A Chef repository contains several directories. Each directory in the Starter Kit contains a README
file that describes the directory's purpose, and how to use it for managing your systems with Chef.
There are two ways to get cookbooks installed on your Chef server: running knife commands, or
running a Chef command to upload a policy file (Policyfile. rb) to your server that downloads
and installs specified cookbooks. This walkthrough uses Chef commands and Policyfile.rb to

install cookbooks on your server.

1. Create a directory on your local computer for storing cookbooks, such as chef-repo. After
you add cookbooks, roles, and other files to this repository, we recommend that you upload or
store it in a secure, versioned system, such as CodeCommit, Git, or Amazon S3.

2. Inthe chef-repo directory, create the following directories:

e cookbooks/ - Stores cookbooks.
« roles/ - Storesrolesin .rb or . json formats.

« environments/ - Stores environments in .rb or . json formats.
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Use Policyfile.rb to Get Cookbooks from a Remote Source

In this section, edit Policyfile.rb to specify cookbooks, then run a Chef command to upload
the file to your server and install cookbooks.

1. View Policyfile.rb inyour Starter Kit. By default, Policyfile.rb includes the
opsworks-webserver wrapper cookbook , which depends on the nginx cookbook available
on the Chef Supermarket website. The nginx cookbook installs and configures a web server
on managed nodes. The required chef-client cookbook, which installs the Chef Infra client
agent on managed nodes, is also specified.

Policyfile.rb also points to the optional Chef Audit cookbook, which you can use to set
up compliance scans on nodes. For more information about setting up compliance scans
and getting compliance results for managed nodes, see Compliance Scans in AWS OpsWorks
for Chef Automate. If you do not want to configure compliance scans and auditing right
now, delete 'audit' from the run_list section, and do not specify the audit cookbook
attributes at the end of the file.

# Policyfile.rb - Describe how you want Chef to build your system.
#
# For more information about the Policyfile feature, visit

# https://docs.chef.io/policyfile.html

# A name that describes what the system you're building with Chef does.
name 'opsworks-demo-webserver'

# The cookbooks directory is the preferred source for external cookbooks
default_source :chef_repo, "cookbooks/" do |s]

s.preferred_for '"nginx", "windows", '"chef-client", "yum-epel", "seven_zip",
"build-essential", "mingw", "ohai", "audit", "logrotate", "cron"

end
# Alternative source
default_source :supermarket
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# run_list: chef-client runs these recipes in the order specified.

run_list 'chef-client',

'opsworks-webserver',

'audit'
# add 'ssh-hardening' to your runlist to fix compliance issues detected by the ssh-
baseline profile

# Specify a custom source for a single cookbook:

cookbook 'opsworks-webserver', path: 'cookbooks/opsworks-webserver'

# Policyfile defined attributes

# Define audit cookbook attributes
default["opsworks-demo"]["audit"]["reporter"] = "chef-server-automate"
default["opsworks-demo"]["audit"]["profiles"] = [
{
"name": "DevSec SSH Baseline",
"compliance": "admin/ssh-baseline"

The following is an example of Policyfile.rb without the audit cookbook and attributes,
if you want to configure only the nginx web server for now.

Policyfile.rb - Describe how you want Chef to build your system.

For more information on the Policyfile feature, visit
https://docs.chef.io/policyfile.html

# A name that describes what the system you're building with Chef does.
name 'opsworks-demo-webserver'

# Where to find external cookbooks:
default_source :supermarket

# run_list: chef-client will run these recipes in the order specified.
run_list 'chef-client',

'opsworks-webserver'

# Specify a custom source for a single cookbook:
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cookbook 'opsworks-webserver', path: 'cookbooks/opsworks-webserver'

If you make changes to Policyfile.rb, be sure to save the file.

2. Download and install the cookbooks defined in Policyfile.zrb.

chef install

All cookbooks are versioned in the cookbook's metadata. rb file. Each time you change a
cookbook, you must raise the version of the cookbook that is in its metadata. rb.

3. If you have chosen to configure compliance scans, and kept the audit cookbook information
in the policy file, push the policy opsworks-demo to your server.

chef push opsworks-demo

4. If you completed step 3, verify the installation of your policy. Run the following command.

chef show-policy

The results should resemble the following:

opsworks-demo-webserver

* opsworks-demo: ec@fe46314

5.  You are now ready to add or bootstrap nodes to your Chef Automate server. You can automate
the association of nodes by following steps in Add nodes automatically in AWS OpsWorks for

Chef Automate, or add nodes one at a time by following steps in Add nodes individually.

(Alternate) Use Berkshelf to Get Cookbooks from a Remote Source

Berkshelf is a tool for managing cookbooks and their dependencies. If you prefer to use Berkshelf
instead of Policyfile.rb to install cookbooks into local storage, use the procedure in this
section instead of the preceding section. You can specify which cookbooks and versions to use with
your Chef server and upload them. The Starter Kit contains a file named Berksfile that you can
use to list your cookbooks.

1. To get started, add the chef-client cookbook to the included Berksfile. The chef-client
cookbook configures the Chef Infra client agent software on each node that you connect to
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your Chef Automate server. To learn more about this cookbook, see Chef Client Cookbook in
the Chef Supermarket.

2. Using a text editor, append another cookbook to your Berksfile that installs a web server
application; for example, the apache2 cookbook, which installs the Apache web server. Your
Berksfile should resemble the following.

source 'https://supermarket.chef.io'
cookbook 'chef-client'
cookbook 'apache2'

3. Download and install the cookbooks on your local computer.

berks install

4. Upload the cookbook to the Chef server.

On Linux, run the following.

SSL_CERT_FILE="'.chef/ca_certs/opsworks-cm-ca-2020-root.pem' berks upload

On Windows, run the following Chef Workstation command in a PowerShell session. Before
you run the command, be sure to set the execution policy in PowerShell to RemoteSigned.
Add chef shell-init to make Chef Workstation utility commands available to PowerShell.

$env:SSL_CERT_FILE="ca_certs\opsworks-cm-ca-2020-root.pem"
chef shell-init berks upload
Remove-Item Env:\SSL_CERT_FILE

5. Verify the installation of the cookbook by showing a list of cookbooks that are currently
available on the Chef Automate server. You can do this by running the following knife
command.

You are ready to add nodes to manage with the AWS OpsWorks for Chef Automate server.

knife cookbook list
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(Optional) Configure knife to Work with a Custom Domain

If your Chef Automate server uses a custom domain, you might need to add the PEM certificate
of the root CA that signed your server's certificate chain, or your server PEM certificate if the
certificate is self-signed. ca_cexrts is a subdirectory in chef/ that contains certificate authorities
(CAs) that are trusted by the Chef knife utility.

You can skip this section if you aren't using a custom domain, or if your custom certificate is signed
by a root CA that is trusted by your operating system. Otherwise, configure knife to trust your
Chef Automate server SSL certificate, as described in the following steps.

1. Run the following command.

knife ssl check

If the results are similar to the following, skip the rest of this procedure, and go on to Add
Nodes for the Chef Server to Manage.

Connecting to host my-chef-automate-server.my-corp.com:443
Successfully verified certificates from 'my-chef-automate-server.my-
corp.com'

If you get an error message similar to the following, go on to the next step.

Connecting to host my-chef-automate-server.my-corp.com:443
ERROR: The SSL certificate of my-chef-automate-server.my-corp.com could
not be verified.

2. Runknife ssl fetch to trust the certificates of your AWS OpsWorks for Chef Automate
server. Alternatively, you can manually copy the root CA PEM-formatted certificate of your
server to the directory that is the value of trusted_certs_dir in the output of knife
ss1l check. By default, this directory is in . chef/ca_certs/ in the Starter Kit. Your output
should resemble the following:

WARNING: Certificates from my-chef-automate-server.my-corp.com will be fetched and
placed in your trusted_cert
directory (/Users/username/starterkit/.chef/../.chef/ca_certs).
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Knife has no means to verify these are the correct certificates. You
should
verify the authenticity of these certificates after downloading.

Adding certificate for my-chef-automate-server in /Users/users/
starterkit/.chef/../.chef/ca_certs/servv-aqtswxu2@swzkjgz.crt

Adding certificate for MyCorp_Root_CA in /Users/users/
starterkit/.chef/../.chef/ca_certs/MyCorp_Root_CA.crt

3. Runknife ssl check again. Your output should resemble the following:

Connecting to host my-chef-automate-server.my-corp.com:443
Successfully verified certificates from 'my-chef-automate-server.my-
corp.com'

You are ready to use knife with your Chef Automate server.

Add Nodes for the Chef Server to Manage

/A Important

AWS OpsWorks for Chef Automate is no longer accepting new customers. Existing
customers will be unaffected until May 5, 2024 at which time the service will become
unavailable. We recommend that existing customers migrate to Chef SaaS or an alternative
solution. For more information, see AWS OpsWorks for Chef Automate End of Life FAQs.

The chef-client agent runs Chef recipes on physical or virtual computers, called nodes, that are

associated with the server. You can connect on-premises computers or instances to the Chef server
to manage, provided the nodes are running supported operating systems. Registering nodes with
the Chef server installs the chef-client agent software on those nodes.

You can use the following methods to add nodes:

« Add notes individually by running a knife command that adds, or bootstraps, an EC2 instance so
that the Chef server can manage it. For more information see Add nodes individually.

« Add nodes automatically by using a script to perform unattended association of nodes with
the Chef server. The code in the Starter Kit shows how to add nodes automatically using the
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unattended method. For more information see, Add nodes automatically in AWS OpsWorks for
Chef Automate.

Topics

« Add nodes individually

» Add nodes automatically in AWS OpsWorks for Chef Automate

Add nodes individually

/A Important

AWS OpsWorks for Chef Automate is no longer accepting new customers. Existing
customers will be unaffected until May 5, 2024 at which time the service will become
unavailable. We recommend that existing customers migrate to Chef SaaS or an alternative
solution. For more information, see AWS OpsWorks for Chef Automate End of Life FAQs.

This section describes how to run a knife command that adds, or bootstraps, an EC2 instance so
that the Chef server can manage it.

The minimum supported version of chef-client on nodes associated with an AWS OpsWorks
for Chef Automate server is 13.x. We recommend running the most current, stable chef-client
version.

Topics

» (Optional) Specify the URL of your Chef Automate Server Root CA

» Supported Operating Systems
« Add Nodes with Knife

(Optional) Specify the URL of your Chef Automate Server Root CA

If your server is using a custom domain and certificate, you might need to edit the ROOT_CA_URL
variable in the userdata script with a public URL that you can use to get the root CA PEM-formatted
certificate of your server. The following AWS CLI commands upload your root CA to an Amazon S3
bucket, and generate a presigned URL that you can use for one hour.
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1.

Upload the root CA PEM-formatted certificate to S3.

aws s3 cp ROOT_CA_PEM_FILE_PATH s3://bucket_name/

Generate a presigned URL that you can use for one hour (3600 seconds, in this example) to
download the root CA.

aws s3 presign s3://bucket_name/ROOT_CA_PEM_FILE_NAME --expires-in 3600

Edit the variable ROOT_CA_URL in the userdata script with the value of the pre-signed URL.

Supported Operating Systems

For the current list of supported operating systems for nodes, see the Chef website.

Add Nodes with Knife

The knife-ec?2 plug-in is included with Chef Workstation. If you are more familiar with knife-
ec2, you can use it instead of knife bootstrap to provision and bootstrap new EC2instances.

Otherwise, launch a new EC2 instance, and then follow the steps in this section.

To add nodes to manage

1.

Run the following knife bootstrap command. This command bootstraps an EC2 instance
to the nodes that your Chef server will manage. Note that you are instructing the Chef
server to run recipes from the nginx cookbook that you installed in the section called “Use
Policyfile.rb to Get Cookbooks from a Remote Source”. For more information about adding

nodes by running the knife bootstrap command, see Bootstrap a Node in the Chef

documentation.

The following table shows valid user names for node operating systems in the knife
command in this step. If neither root nor ec2-user works, check with your AMI provider. For
more information about connecting to Linux-based instances, see Connecting to Your Linux

Instance Using SSH in the AWS documentation.

Valid values for user names in node operating systems
Operating System Valid User Names

Amazon Linux ec2-user
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Operating System

Red Hat Enterprise Linux 5
Ubuntu

Fedora

SUSE Linux

Valid User Names

root or ec2-user

ubuntu

fedora or ec2-user

root orec2-user

knife bootstrap INSTANCE_IP_ADDRESS -N INSTANCE_NAME -x USER_NAME --sudo --run-list

"recipe[nginx]"

2. Verify that the new node was added by running the following commands, replacing
INSTANCE_NAME with the name of the instance that you just added.

knife client show INSTANCE_NAME
knife node show INSTANCE_NAME

Add nodes automatically in AWS OpsWorks for Chef Automate

/A Important

AWS OpsWorks for Chef Automate is no longer accepting new customers. Existing
customers will be unaffected until May 5, 2024 at which time the service will become
unavailable. We recommend that existing customers migrate to Chef SaaS or an alternative
solution. For more information, see AWS OpsWorks for Chef Automate End of Life FAQs.

This topic describes how to add Amazon Elastic Compute Cloud (Amazon EC2) nodes to your Chef
server automatically. The code in the Starter Kit shows how to add nodes automatically using the
unattended method. The recommended method of unattended (or automatic) association of new
nodes is to configure the Chef Client Cookbook. You can use the userdata script in the Starter Kit,

and change either the run_list section of the userdata script, or your Policyfile.rb with
the cookbooks you want to apply to your nodes. Before you run the chef-client agent, install
the Chef Client cookbook on your Chef server, and then install the chef-client agent in service
mode with, for example, an HTTPD role, as shown in the following sample command.
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chef-client -r "chef-client,role[httpd]"

To communicate with the Chef server, the chef-client agent software must have access to the
public key of the client node. You can generate a public-private key pair in Amazon EC2, and then
pass the public key to the AWS OpsWorks associate-node API call with the node name. The
script included in the Starter Kit gathers your organization name, server name, and server endpoint
for you. This ensures that the node is associated with the Chef server, and the chef-client agent
software that runs on the node can communicate with the server after matching the private key.

The minimum supported version of chef-client on nodes associated with an AWS OpsWorks
for Chef Automate server is 13.x. We recommend running the most current, stable chef-client

version.

For information about how to disassociate a node, see Disassociate a Node from an AWS OpsWorks

for Chef Automate Server in this guide, and disassociate-node in the AWS OpsWorks for Chef

Automate APl documentation.

Topics

» Supported Operating Systems

« Step 1: Create an IAM Role to Use as Your Instance Profile

» Step 2: Install the Chef Client Cookbook

» Step 3: Create Instances by Using an Unattended Association Script

o Other Methods of Automating Repeated Runs of chef-client

» Related Topics

Supported Operating Systems
For the current list of supported operating systems for nodes, see the Chef website.
Step 1: Create an IAM Role to Use as Your Instance Profile

Create an AWS Identity and Access Management (IAM) role to use as your EC2 instance profile,
and attach the following policy to the IAM role. This policy allows the AWS OpsWorks for Chef
Automate (opsworks-cm) APl to communicate with the EC2 instance during node registration.
For more information about instance profiles, see Using Instance Profiles in the Amazon EC2

documentation. For information about how to create an IAM role, see Creating an IAM Role in the
Console in the Amazon EC2 documentation.
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{
"Version": "2012-10-17",
"Statement": [
{

"Action": [
"opsworks-cm:AssociateNode",
"opsworks-cm:DescribeNodeAssociationStatus",

1,

"Resource": "*",

"Effect": "Allow"

}
]
}

AWS OpsWorks provides an AWS CloudFormation template that you can use to create the IAM role
with the preceding policy statement. The following AWS CLI command creates the instance profile
role for you by using this template. You can omit the --region parameter if you want to create
the new AWS CloudFormation stack in your default region.

aws cloudformation --region region ID create-stack --stack-

name myChefAutomateinstanceprofile --template-url https://s3.amazonaws.com/opsworks-
cm-us-east-1-prod-default-assets/misc/opsworks-cm-nodes-roles.yaml --capabilities
CAPABILITY_IAM

Step 2: Install the Chef Client Cookbook

If you have not done so already, follow the steps in (Alternate) Use Berkshelf to Get Cookbooks
from a Remote Source to ensure that your Berksfile or Policyfile. rb file references the Chef
Client cookbook and installs the cookbook.

Step 3: Create Instances by Using an Unattended Association Script

1. To create EC2 instances, you can copy the userdata script from the Starter Kit to the
userdata section of EC2 instance instructions, Amazon EC2 Auto Scaling group launch
configurations, or an AWS CloudFormation template. For more information about adding
scripts to user data, see Running Commands on Your Linux Instance at Launch in the Amazon
EC2 documentation.

This script runs the opsworks-cm APl associate-node command to associate a new node
with your Chef server.
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By default, the name of the new registered node is the instance ID, but you can change the
name by modifying the value of the NODE_NAME variable in the userdata script. Because
changing the organization name in the Chef console Ul is currently not possible, leave
CHEF_AUTOMATE_ORGANIZATION set to default.

2. Follow the procedure in Launching an Instance in the EC2 documentation, with modifications

here. In the EC2 instance launch wizard, choose an Amazon Linux AMI.

3. On the Configure Instance Details page, select the role you created in Step 1: Create an IAM
Role to Use as Your Instance Profile, as your IAM role.

4. Inthe Advanced Details area, upload the userdata. sh script that you created earlier in this
procedure.

5. No changes are needed on the Add Storage page. Go on to Add Tags.

6. On the Configure Security Group page, choose Add Rule, and then choose the type HTTP to
open port numbers 443 and 80 for the Apache web server in this example.

7. Choose Review and Launch, and then choose Launch. When your new node starts, it applies
the configurations specified by the recipes you have specified in the RUN_LIST parameter.

8. Optional: If you have added the nginx cookbook to your run list, when you open the webpage
linked to the public DNS of your new node, you should see a website that is hosted by your
nginx web server.

Other Methods of Automating Repeated Runs of chef-client

Although more difficult to achieve, and not recommended, you can run the script in this topic
solely as part of standalone instance user data, use a AWS CloudFormation template to add it
to new instance user data, configure a cron job to run the script regularly, or run chef-client
within a service. However, we recommend the Chef Client Cookbook method because there are
some disadvantages with other automation techniques.

For a complete list of parameters you can provide to chef-client, see the Chef documentation.

Related Topics

The following AWS blog posts offer more information about automatically associating nodes with
your Chef Automate server, by using Auto Scaling groups, or within multiple accounts.

o Using AWS OpsWorks for Chef Automate to Manage EC2 Instances with Auto Scaling

o OpsWorks for Chef Automate — Automatically Bootstrapping Nodes in Different Accounts
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Sign in to the Chef Automate dashboard

/A Important

AWS OpsWorks for Chef Automate is no longer accepting new customers. Existing
customers will be unaffected until May 5, 2024 at which time the service will become
unavailable. We recommend that existing customers migrate to Chef SaaS or an alternative
solution. For more information, see AWS OpsWorks for Chef Automate End of Life FAQs.

After you have downloaded the sign-in credentials from the Chef server's Properties page, and the
server is online, sign in to the Chef Automate dashboard. In this walkthrough, we instructed you to
first upload cookbooks and add at least one node to manage. This allows you to see information
about the cookbooks and nodes in the dashboard.

When you attempt to connect to the dashboard webpage, certificate warnings appear in your
browser until you install an AWS OpsWorks-specific, CA-signed SSL certificate on the client
computer that you are using to manage your Chef server. If you prefer not to see the warnings
before you continue to the dashboard webpage, install the SSL certificate before you sign in.

To install the AWS OpsWorks SSL certificate
o Choose the certificate that matches your system.

« For Linux or MacOS-based systems, download the file with the PEM filename extension from
the following Amazon S3 location: https://s3.amazonaws.com/opsworks-cm-us-east-1-

prod-default-assets/misc/opsworks-cm-ca-2016-root.pem.

® Note

Additionally, download a newer PEM file from the following location: https://
s3.amazonaws.com/opsworks-cm-us-east-1-prod-default-assets/misc/opsworks-

cm-ca-2020-root.pem. Because AWS OpsWorks for Chef Automate is currently

renewing its root certificates, you must trust both old and new certificates.

For more information about how to manage SSL certificates on MacOS, see Get information

about a certificate in Keychain Access on Mac on the Apple Support website.
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» For Windows-based systems, download the file with the P7B filename extension from the
following Amazon S3 location: https://s3.amazonaws.com/opsworks-cm-us-east-1-prod-

default-assets/misc/opsworks-cm-ca-2016-root.p7b.

® Note

Additionally, download a newer P7B file from the following location: https://
s3.amazonaws.com/opsworks-cm-us-east-1-prod-default-assets/misc/opsworks-
cm-ca-2020-root.p7b. Because AWS OpsWorks for Chef Automate is currently
renewing its root certificates, you must trust both old and new certificates.

For more information about how to install an SSL certificate on Windows, see Manage
Trusted Root Certificates on Microsoft TechNet.

After you have installed the client-side SSL certificate, you can sign in to the Chef Automate
dashboard without seeing warning messages.

® Note

Users of Google Chrome on Ubuntu and Linux Mint operating systems can have difficulty
signing in. We recommend that you use Mozilla Firefox or other browsers to sign in and
use the Chef Automate dashboard on those operating systems. No issues have been found
using Google Chrome on Windows or MacOS.

To sign in to the Chef Automate dashboard

1. Unzip and open the Chef Automate credentials that you downloaded in Prerequisites. You will
need these credentials to sign in.

2. Open the Properties page for your Chef server.

3. At the upperright of the Properties page, choose Open Chef Automate dashboard.

4. Signin using the credentials from Step 1.
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CHEF

AUTOMATE

Log in to Your Account

Username

Password

Log In

5. In the Chef Automate dashboard, you can view detailed information about the nodes you've
bootstrapped, cookbook run progress and events, the compliance level of nodes, and much
more. For more information about the features of the Chef Automate dashboard and how to
use them, see the Chef Automate Documentation.
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CHEFAUTOMATE Event Feed Client Runs Compliance Scan Jobs Asset Store Settings e Local Administrator

All Chef servers
Event Feed
All Chef server orgs Displays events for the past week. Use SHIFT+R to reset the time scale

Total events Creations Deletions Updates

AllEvents v Reset Timescale
31 ®11 02 +16
Fri, Apr 19 Sat, Apr 20 Sun, Apr 21 Mon, Apr 22 Tue, Apr 23 Wed, Apr 24 Thu, Apr 25
)
©®®
Fri, Apr 19 Sat, Apr 20 Sun, Apr 21 Mon, Apr 22 Tue, Apr 23 Wed, Apr 24 Thu, Apr 25

3:45 PM

Thursday,
April 25

Profile deleted The profile ssl-baseline version 1.3.0 was deleted by admin

3:44 PM

Thursday,
April 25

Profile created The profile ssh-baseline version 2.3.2 was created by admin

3:19 PM

Thursday,
April 25

Node created The node i-0f 3 was created by i-0] 3

3:19 PM

Thursday,
April 25

Client created The client i-0 3 was created by pivotal

© 0 00 ©

2:21PM

. Policy updated The policy opsworks-demo-webserver was updated by pivotal

(® Note

For information about how to change the password that you use to sign in to the Chef
Automate dashboard, see Reset Chef Automate Dashboard Credentials.

Create an AWS OpsWorks for Chef Automate Server by using
AWS CloudFormation

/A Important

AWS OpsWorks for Chef Automate is no longer accepting new customers. Existing
customers will be unaffected until May 5, 2024 at which time the service will become
unavailable. We recommend that existing customers migrate to Chef SaaS or an alternative
solution. For more information, see AWS OpsWorks for Chef Automate End of Life FAQs.
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AWS OpsWorks for Chef Automate lets you run a Chef Automate server in AWS. You can provision a
Chef Automate server in about 15 minutes.

Starting May 3, 2021, AWS OpsWorks for Chef Automate stores some Chef Automate server
attributes in AWS Secrets Manager. For more information, see Integration with AWS Secrets

Manager.

The following walkthrough helps you create a server in AWS OpsWorks for Chef Automate by
creating a stack in AWS CloudFormation.
Topics

» Prerequisites
e Create a Chef Automate Server in AWS CloudFormation

Prerequisites

Before you create a new Chef Automate server, create the resources outside of AWS OpsWorks for
Chef Automate that you'll need to access and manage your Chef server. For more information, see
Prerequisites in the Getting Started section of this guide.

Review the OpsWorks-CM section of the AWS CloudFormation User Guide Template Reference to
learn about the supported and required values in the AWS CloudFormation template that you use
to create your server.

If you are creating a server that uses a custom domain, you need a custom domain, certificate,
and private key. You must specify values for all three of these parameters in your AWS
CloudFormation template. For more information about requirements for the CustomDomain,
CustomCertificate, and CustomPrivateKey parameters, see CreateServer in the AWS
OpsWorks CM API Reference.

Create a password value for the CHEF_AUTOMATE_ADMIN_PASSWORD engine attribute. The
password length is a minimum of eight characters, and a maximum of 32. The password can
contain letters, numbers, and special characters (! /@#$%”+=_). The password must contain
at least one lower case letter, one upper case letter, one number, and one special character.
You specify this password in your AWS CloudFormation template, or as the value of the
CHEF_AUTOMATE_ADMIN_PASSWORD parameter when you are creating your stack.

Generate a base64-encoded RSA key pair before you get started creating a Chef Automate server
in AWS CloudFormation. The pair's public key is the value of CHEF_AUTOMATE_PIVOTAL_KEY,
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the Chef- specific EngineAttributes from the CreateServer API. This key is provided as the value of
Parameters in the AWS CloudFormation console, or in the create-stack command in the AWS CLI.
To generate this key, we suggest the following methods.

+ On Linux-based computers, you can generate this key by running the following OpenSSL
command.

openssl genrsa -out pivotal_key file_name.pem 2048

Then, export the RSA public key portion of the pair to a file. The public key becomes the value of
CHEF_AUTOMATE_PIVOTAL_KEY.

openssl rsa -in pivotal_key file_name.pem -pubout -out public.pem -outform PEM

« On Windows-based computers, you can use the PuTTYgen utility to generate a base64-encoded
RSA key pair. For more information, see PuTTYgen - Key Generator for PUTTY on Windows on
SSH.com.

Create a Chef Automate Server in AWS CloudFormation

This section describes how to use an AWS CloudFormation template to build a stack that creates
an AWS OpsWorks for Chef Automate server. You can do this by using the AWS CloudFormation
console or the AWS CLI. An example AWS CloudFormation template is available for you to use to
build an AWS OpsWorks for Chef Automate server stack. Be sure to update the example template
with your own server name, I1AM roles, instance profile, server description, backup retention count,

maintenance options, and optional tags. If your server will use a custom domain, you must specify
values for the CustomDomain, CustomCertificate, and CustomPrivateKey parametersin
your AWS CloudFormation template. You can specify the CHEF_AUTOMATE_ADMIN_PASSWORD and
CHEF_AUTOMATE_PIVOTAL_KEY engine attributes and their values in the AWS CloudFormation
template, or provide just the attributes, and then specify values for the attributes in the AWS
CloudFormation Create Stack wizard or create-stack command. For more information about these
attributes, see the section called “Create a Chef Automate server in the AWS Management Console”

in the Getting Started section of this guide.

Topics

o Create a Chef Automate Server by using AWS CloudFormation (Console)

o Create a Chef Automate Server by using AWS CloudFormation (CLI)
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Create a Chef Automate Server by using AWS CloudFormation (Console)

1. Signin to the AWS Management Console and open the AWS CloudFormation console at
https://console.aws.amazon.com/cloudformation.

2. On the AWS CloudFormation home page, choose Create stack.

3. In Prerequisite - Prepare template, if you are using the example AWS CloudFormation
template, choose Template is ready.

4. In Specify template, choose the source of your template. For this walkthrough, choose Upload
a template file, and upload an AWS CloudFormation template that creates a Chef Automate
server. Browse for your template file, and then choose Next.

An AWS CloudFormation template can be in either YAML or JSON format. An example AWS
CloudFormation template is available for you to use; be sure to replace example values with
your own. You can use the AWS CloudFormation template designer to build a new template or
validate an existing one. For more information about how to do this, see AWS CloudFormation
Designer Interface Overview in the AWS CloudFormation User Guide.

Create stack

Prerequisite - Prepare template

Prepare template
Every stack is based on a template. A template is a JSON or YAML file that contains configuration information about the AWS resources you want to include in the stack.

© Template is ready Use a sample template Create template in Designer

Specify template

A template is a JSON or YAML file that describes your stack’s resources and properties.

Template source
Selecting a template generates an Amazon 53 URL where it will be stored.

Amazon S3 URL © Upload a template file

Upload a template file

Choose file [#] | opsworkscm-server.json

JSON or YAML formatted file

S3 URL: https://s3-external-1.amazonaws.com/cf-templates- / -opsworkscm-server.json ‘ View in Designer ‘
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5.

On the Specify stack details page, enter a name for your stack. This won't be the same as the
name of your server, it is only a stack name. In the Parameters area, paste the values that you
created in the section called “Prerequisites”. Enter the password in Password.

Paste the contents of the RSA key file in PivotalKey. In the AWS CloudFormation console, you
must add newline (\n) characters at the end of each line of the pivotal key value, as shown in
the following screenshot. Choose Next.

Parameters

Parameters are defined in your template and allow you to input custom values when you create or update a stack.

Password

Rdkkkkik ki

PivotalKey
-----BEGIN PUBLIC KEY-----\n EXAMPLENBgkqhkiG3wOBAQEFAAOQCAQBAMIIBCgKCAQEALEriKI+M/USa8EXAMPLE\n EXAMPLEERK3H+QMG&+7s61YRC

On the Configure stack options page, you can add tags to the server you're creating with
the stack, and choose an IAM role for creating resources if you have not already specified
an IAM role to use in your template. When you're finished specifying options, choose Next.
For more information about advanced options such as rollback triggers, see Setting AWS
CloudFormation Stack Options in the AWS CloudFormation User Guide.

On the Review page, review your choices. When you are ready to create the server stack,
choose Create stack.

While you are waiting for AWS CloudFormation to create the stack, view the stack creation
status. If stack creation fails, review the error messages shown in the console to help you
resolve the issues. For more information about troubleshooting errors in AWS CloudFormation
stacks, see Troubleshooting Errors in the AWS CloudFormation User Guide.

When server creation is finished, your Chef Automate server is available on the AWS OpsWorks
for Chef Automate home page, with a status of online. Generate a new Starter Kit and the
Chef Automate dashboard credentials from the server's Properties page. After the server

is online, the Chef Automate dashboard is available on the server's domain, at a URL in the
following format: https://your_server_name-randomID.region.opsworks-cm.io.
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® Note

If you specified a custom domain, certificate, and private key for your server, create

a CNAME entry in your enterprise's DNS management tool that maps your custom
domain to the endpoint that AWS OpsWorks for Chef Automate automatically
generated for the server. You cannot manage the server or connect to the Chef
Automate dashboard for the server until you map the generated endpoint to your
custom domain value.

To get the generated endpoint value, run the following AWS CLI command after your
server is online:

aws opsworks describe-servers --server-name server_name

Create a Chef Automate Server by using AWS CloudFormation (CLI)

If your local computer is not already running the AWS CLI, download and install the AWS CLI by
following installation instructions in the AWS Command Line Interface User Guide. This section
does not describe all parameters that you can use with the create-stack command. For more
information about create-stack parameters, see create-stack in the AWS CL/ Reference.

1. Be sure to complete the Prerequisites for creating an AWS OpsWorks for Chef Automate server.

2. Create a service role and an instance profile. AWS OpsWorks provides an AWS CloudFormation
template that you can use to create both. Run the following AWS CLI command to create an
AWS CloudFormation stack that creates the service role and instance profile for you.

aws cloudformation create-stack --stack-name OpsWorksCMRoles --template-url
https://s3.amazonaws.com/opsworks-cm-us-east-1-prod-default-assets/misc/opsworks-
cm-roles.yaml --capabilities CAPABILITY_NAMED_IAM

After AWS CloudFormation finishes creating the stack, find and copy the ARNs of service roles
in your account.

aws iam list-roles --path-prefix "/service-role/" --no-paginate
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In the results of the 1ist-roles command, look for service role and instance profile entries
that resemble the following. Make a note of the ARNs of the service role and instance profile,
and add them to the AWS CloudFormation template that you are using to create your server
stack.

"AssumeRolePolicyDocument": {
"Version": "2012-10-17",
"Statement": [

{
"Action": "sts:AssumeRole",
"Effect": "Allow",
"Principal": {
"Service": "ec2.amazonaws.com"
}
}

3y
"RoleId": "AR0ZZZZ7Z77Z77Z7ZQG6R22HC",
"CreateDate": "2018-01-05T20:42:207",

"RoleName": "aws-opsworks-cm-ec2-role",

"Path": "/service-role/",

"Arn": "arn:aws:iam: :000000000000:ro0le/service-role/aws-opsworks-cm-ec2-role"
.
{

"AssumeRolePolicyDocument": {
"Version": "2012-10-17",
"Statement": [

{
"Action": "sts:AssumeRole",
"Effect": "Allow",
"Principal": {
"Service": "opsworks-cm.amazonaws.com"
}
}

},

"RoleId": "AR0ZZZZ777777777777Z6QE",
"CreateDate": "2018-01-05T20:42:20Z",
"RoleName": "aws-opsworks-cm-service-role",
"Path": "/service-role/",
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"Arn": "arn:aws:iam: :000000000000:ro0le/service-role/aws-opsworks-cm-service-
role"

}

3. Create the AWS OpsWorks for Chef Automate server by running the create-stack command
again.

» Replace stack_name with the name of your stack. This is the name of the AWS
CloudFormation stack, not your Chef Automate server. The Chef Automate server name is
the value of ServerName in your AWS CloudFormation template.

» Replace template with the path to your template file, and the extension yaml or json
with .yaml or . json as appropriate.

e The values for --parameters correspond to EngineAttributes from the

CreateServer API. For Chef, the user-provided engine attributes to create a server

are CHEF_AUTOMATE_PIVOTAL_KEY, a base64-encoded RSA public key that you
generate by using utilities described in the section called “Prerequisites”, and
CHEF_AUTOMATE_ADMIN_PASSWORD, a password of between eight and 32 characters
that you create. For more information about the CHEF_AUTOMATE_ADMIN_PASSWORD,
see Create a Chef Automate server by using the AWS CLI. You can provide a pointer to

the PEM file that contains your pivotal key as the value of the PivotalKey parameter,

as shown in the example. If the values for CHEF_AUTOMATE_ADMIN_PASSWORD and
CHEF_AUTOMATE_PIVOTAL_KEY are not specified in your template, you must provide the
values in your AWS CLI command.

aws cloudformation create-stack --stack-name stack_name
--template-body file://template.yaml or json --parameters
ParameterKey=PivotalKey,ParameterValue="base64_encoded RSA_public_key_ value"

The following is an example that includes sample values for the
CHEF_AUTOMATE_ADMIN_PASSWORD and CHEF_AUTOMATE_PIVOTAL_KEY attributes.
Run a similar command if you did not specify values for these attributes in your AWS
CloudFormation template.

aws cloudformation create-stack --stack-name "OpsWorksCMChefServerStack"
--template-body file://opsworkscm-server.yaml --parameters
ParameterKey=PivotalKey,ParameterValue="$(openssl rsa -in "pivotalKey.pem" -
pubout)" ParameterKey=Password,ParameterValue="SuPer\$ecret890"
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4.

When the stack creation is finished, open the Properties page for the new server in the AWS
OpsWorks for Chef Automate console, and download a starter kit. Downloading a new starter
kit resets the Chef Automate dashboard administrator password.

If your server will use a custom domain, certificate, and private key, follow steps for
configuring knife.rb in (Optional) Configure knife to Work with a Custom Domain, and
then go on to step 7.

If you are not using a custom domain, download the root certificate authority (CA) certificate
from the following Amazon S3 bucket location: https://s3.amazonaws.com/opsworks-cm-us-

east-1-prod-default-assets/misc/opsworks-cm-ca-2020-root.pem. Save the certificate file in a

secure but convenient location. This certificate is required to configure knife.rb in the next
step.

To use knife commands on the new server, update Chef knife.rb configuration file settings.
An example knife.rb file is included with the starter kit. The following example shows

how to set up knife.rb on a server that does not use a custom domain. If you are using a
custom domain, see (Optional) Configure knife to Work with a Custom Domain for knife

configuration instructions.

» Replace ENDPOINT with the server's endpoint value. This is part of the output of the stack
creation operation. You can get the endpoint by running the following command.

aws cloudformation describe-stacks --stack-name stack_name

» Replace key_pair file.peminthe client_key configuration with the name of the PEM
file that contains the CHEF_AUTOMATE_PIVOTAL_KEY that you used to create your server.

base_dir = File.join(File.dirname(File.expand_path(__FILE_ )), '..")

log_level :info

log_location STDOUT

node_name 'pivotal’

client_key File.join(base_dir, '.chef', 'key_pair_file.pem')
syntax_check_cache_path File.join(base_dir, '.chef', 'syntax_check_cache')
cookbook_path [File.join(base_dir, 'cookbooks')]

chef_server_url '"ENDPOINT/organizations/default’

ssl_ca_file File.join(base_dir, '.chef',6 'ca_certs', 'opsworks-cm-

ca-2020-root.pem')
trusted_certs_dir File.join(base_dir, '.chef',6 'ca_certs')
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7. When the server creation process is finished, go on to the section called “Finish configuration
and upload cookbooks". If stack creation fails, review the error messages shown in the console
to help you resolve the issues. For more information about troubleshooting errors in AWS
CloudFormation stacks, see Troubleshooting Errors in the AWS CloudFormation User Guide.

Update an AWS OpsWorks for Chef Automate Server to Use a
Custom Domain

/A Important

AWS OpsWorks for Chef Automate is no longer accepting new customers. Existing
customers will be unaffected until May 5, 2024 at which time the service will become
unavailable. We recommend that existing customers migrate to Chef SaaS or an alternative
solution. For more information, see AWS OpsWorks for Chef Automate End of Life FAQs.

This section describes how to update an existing AWS OpsWorks for Chef Automate server to use a
custom domain and certificate by using a backup of the server to create a new server. Essentially,
you are copying an existing AWS OpsWorks for Chef Automate 2.0 server by creating a new server
from a backup, then configuring the new server to use a custom domain, certificate, and private
key.

Topics

Prerequisites

Limitations

Update a Server to Use a Custom Domain

See Also

Prerequisites

The following are requirements for updating an existing AWS OpsWorks for Chef Automate server
to use a custom domain and certificate.

» The server that you want to update (or copy) must be running Chef Automate 2.0.
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» Decide which backup you want to use to create a new server. You must have at least one backup
available of the server that you want to update. For more information about backups in AWS
OpsWorks for Chef Automate, see Back Up an AWS OpsWorks for Chef Automate Server.

« Have ready the service role and instance profile ARNs that you used to create the existing server
that is the source of your backup.

« Be sure that you are running the most current release of the AWS CLI. For more information
about updating your AWS CLI tools, see Installing the AWS CLI in the AWS Command Line
Interface User Guide.

Limitations

When you update an existing server by creating a new server from a backup, the new server cannot
be exactly the same as the existing AWS OpsWorks for Chef Automate server.

» You can only complete this procedure by using the AWS CLI or one of the AWS SDKs. You cannot
create a new server from a backup by using the AWS Management Console.

« The new server cannot use the same name as the existing server within an account, and within
an AWS Region. The name must be different from the existing server that you used as the source
of the backup.

» Nodes that were attached to the existing server are not managed by the new server. You must do
one of the following.

« Attach different nodes, because nodes cannot be managed by more than one Chef Automate
server.

» Migrate the nodes from the existing server (the source of the backup) to the new server and
the new custom domain endpoint. For more information about how to migrate nodes, see in
the Chef documentation.

Update a Server to Use a Custom Domain

To update an existing Chef Automate 2.0 server, you make a copy of it by running the create-
server command, adding parameters to specify a backup, a custom domain, a custom certificate,
and a custom private key.

Limitations API Version 2013-02-18 158


https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-install.html
https://docs.aws.amazon.com/#sdks

AWS OpsWorks User Guide

1.

If you do not have service role or instance profile ARNs available to specify in your create-
server command, follow steps 1-5 in Create a Chef Automate server by using the AWS CLI to

create a service role and instance profile that you can use.

If you have not already done so, find the backup of the existing Chef Automate 2.0 server on

which you want to base a new server with a custom domain. Run the following command to

show information about all AWS OpsWorks for Chef Automate backups in your account, and in

a region. Be sure to note the ID of the backup that you want to use.

aws opsworks-cm --region region name describe-backups

Create the AWS OpsWorks for Chef Automate server by running the create-server
command.

The --engine value is ChefAutomate, --engine-model is Single, and --engine-
versionis 12.

The server name must be unique within your AWS account, within each region. Server names
must start with a letter; then letters, numbers, or hyphens (-) are allowed, up to a maximum
of 40 characters.

Use the instance profile ARN and service role ARN from step 1.

Valid instance types are m5.1arge, r5.xlarge, or r5.2xlarge. For more information
about the specifications of these instance types, see Instance Types in the Amazon EC2 User
Guide.

The --engine-attributes parameter is optional; if you don't specify one or both
values, the server creation process generates the values for you. If you add --engine-
attributes, specify either the CHEF_AUTOMATE_PIVOTAL_KEY value that you generated
in Step 2, a CHEF_AUTOMATE_ADMIN_PASSWORD, or both.

If you do not set a value for CHEF_AUTOMATE_ADMIN_PASSWORD, a password is generated
and returned as part of the create-server response. You can also download the starter
kit again in the console, which regenerates this password. The password length is a
minimum of eight characters, and a maximum of 32. The password can contain letters,
numbers, and special characters (! /@#$%"+=_). The password must contain at least one
lower case letter, one upper case letter, one number, and one special character.

An SSH key pair is optional, but can help you connect to your Chef Automate server if you
need to reset the Chef Automate dashboard administrator password. For more information
about creating an SSH key pair, see Amazon EC2 Key Pairs in the Amazon EC2 User Guide.
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» To use a custom domain, add the following parameters to your command. Otherwise,
the Chef Automate server creation process automatically generates an endpoint for you.
All three parameters are required to configure a custom domain. For information about
additional requirements for using these parameters, see CreateServer in the AWS OpsWorks
CM API Reference.

e --custom-domain - An optional public endpoint of a server, such as https://aws.my-
company .com.

e --custom-certificate - A PEM-formatted HTTPS certificate. The value can be be a
single, self-signed certificate, or a certificate chain.

e --custom-private-key - A private key in PEM format for connecting to the server
by using HTTPS. The private key must not be encrypted; it cannot be protected by a
password or passphrase.

» Weekly system maintenance is required. Valid values must be specified in the following
format: DDD: HH : MM. The specified time is in coordinated universal time (UTC). If you do not
specify a value for --preferred-maintenance-window, the default value is a random,
one-hour period on Tuesday, Wednesday, or Friday.

« Valid values for - -preferred-backup-window must be specified in one of the following
formats: HH: MM for daily backups, or DDD : HH: MM for weekly backups. The specified time is
in UTC. The default value is a random, daily start time. To opt out of automatic backups, add
the parameter --disable-automated-backup instead.

e For --security-group-ids, enter one or more security group IDs, separated by a space.
e For --subnet-ids, enter a subnet ID.

e For --backup-id, enter the ID of the backup that you copied in step 2.

aws opsworks-cm create-server --engine "ChefAutomate" --engine-model "Single"
--engine-version "12" --server-name "server_name" --instance-profile-arn
"instance_profile_ARN" --instance-type "instance_type" --engine-attributes
'{"CHEF_AUTOMATE_PIVOTAL_KEY":"pivotal_key", "CHEF_AUTOMATE_ADMIN_PASSWORD":"password"}"
--key-pair "key_pair_name" --preferred-maintenance-window
"ddd:hh:mm" --preferred-backup-window "ddd:hh:mm" --security-group-

ids security group_idl security_group_id2 --service-role-arn "service_role_ARN" --

subnet-ids subnet_ID --backup-id backup_ID

The following example creates a Chef Automate server that uses a custom domain.
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aws opsworks-cm create-server --engine "ChefAutomate" --engine-model "Single" --
engine-version "12" \

--server-name "my-custom-domain-server" \

--instance-profile-arn "arn:aws:iam::12345678912:instance-profile/aws-opsworks-
cm-ec2-role" \

--instance-type "m5.large" \

--engine-attributes

'{"CHEF_AUTOMATE_PIVOTAL_KEY":"MZZE. . .Wobg", "CHEF_AUTOMATE_ADMIN_PASSWORD" :"zZZzDj2DLYXSZF

\

--custom-domain "my-chef-automate-server.my-corp.com" \

—-custem=certificateNt === BEGIN CERTIFICATE----- EXAMPLEQEXAMPLE== ----- END
CERTIFICATE----- "\

--custom-private-key "----- BEGIN RSA PRIVATE KEY----- EXAMPLEQEXAMPLE= ----- END
RSA PRIVATE KEY----- "\

--key-pair "amazon-test" \

--preferred-maintenance-window "Mon:08:00" \

--preferred-backup-window "Sun:02:00" \

--security-group-ids sg-b00000001 sg-b0000OO8 \

--service-role-arn "arn:aws:iam::12345678912:ro0le/service-role/aws-opsworks-cm-
service-role" \

--subnet-ids subnet-300aaadd \

--backup-id MyChefServer-20191004122143125

4. AWS OpsWorks for Chef Automate takes about 15 minutes to create a new server. In the
output of the create-server command, copy the value of the Endpoint attribute. The
following is an example.

"Endpoint": "automate-07-exampleexample.opsworks-cm.us-east-1.amazonaws.com"

Do not dismiss the output of the create-server command or close your shell session,
because the output can contain important information that is not shown again. To get
passwords and the starter kit from the create-server results, go on to the next step.

5. If you opted to have AWS OpsWorks for Chef Automate generate a key and password for you,
you can extract them in usable formats from the create-server results by using a JSON
processor such as jg. After you install jg, you can run the following commands to extract the
pivotal key, Chef Automate dashboard administrator password, and starter kit. If you did not
provide your own pivotal key and password in Step 3, be sure to save the extracted pivotal key
and administrator password in convenient but secure locations.
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#Get the Chef password:
cat resp.json | jq -r '.Server.EngineAttributes[] | select(.Name ==
"CHEF_AUTOMATE_ADMIN_PASSWORD") | .Value'

#Get the Chef Pivotal Key:
cat resp.json | jq -r '.Server.EngineAttributes[] | select(.Name ==
"CHEF_AUTOMATE_PIVOTAL_KEY") | .Value'

#Get the Chef Starter Kit:
cat resp.json | jq -r '.Server.EngineAttributes[] | select(.Name ==
"CHEF_STARTER_KIT") | .Value' | base64 -D > starterkit.zip

Optionally, if you did not extract the starter kit from create-server command results, you
can download a new starter kit from the server's Properties page in the AWS OpsWorks for
Chef Automate console. Downloading a new starter kit resets the Chef Automate dashboard
administrator password.

Create a CNAME entry in your enterprise's DNS management tool to point your custom domain
to the AWS OpsWorks for Chef Automate endpoint that you copied in step 4. You cannot reach
or sign in to the server until you complete this step.

When the server creation process is finished, go on to the section called “Finish configuration

and upload cookbooks".

See Also

Create a Chef Automate server by using the AWS CLI

Restore an AWS OpsWorks for Chef Automate Server from a Backup

CreateServer in the AWS OpsWorks CM API Reference

create-server in the AWS CLI Command Reference

See Also
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Regenerate the starter kit for an AWS OpsWorks for Chef
Automate server

/A Important

AWS OpsWorks for Chef Automate is no longer accepting new customers. Existing
customers will be unaffected until May 5, 2024 at which time the service will become
unavailable. We recommend that existing customers migrate to Chef SaaS or an alternative
solution. For more information, see AWS OpsWorks for Chef Automate End of Life FAQs.

The starter kit for AWS OpsWorks for Chef Automate contains a README file with examples, a
knife.rb configuration file, and a private key for the primary, or pivotal, user. A new key pair is
generated—and the old key is reset—each time you download the starter kit. You can regenerate
the starter kit for an AWS OpsWorks for Chef Automate server in one of two ways:

« In the AWS OpsWorks console, on the Actions menu of the details page for an AWS OpsWorks
for Chef Automate server. You are prompted to confirm whether you want to regenerate and
reset the old pivotal key.

» By running commands in the AWS CLL.

For more information about how to use the starter kit, see Configure the Chef Server Using the
Starter Kit.

Regenerate the AWS OpsWorks for Chef Automate starter kit with the
AWS CLI

(® Note

When you regenerate the starter kit, you also regenerate and reset the authentication key
pair for your Chef Automate server, and delete the current key pair.

Regenerate the starter kit by running the update-server-engine-attributes command. In an AWS
CLI session, run the following command. Specify your server name as the value of --server-
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name. To set a public key of your own as the value of CHEF_AUTOMATE_PIVOTAL_KEY, specify the
value of the public key in --attribute-value. Otherwise, set --attribute-value to null.

aws opsworks-cm update-server-engine-attributes \
--server-name server_nhame \
--attribute-name "CHEF_AUTOMATE_PIVOTAL_KEY" \
--attribute-value your public_key

The following command is an example that specifies a public key value that the server's
administrator wants to use.

aws opsworks-cm update-server-engine-attributes \
--server-name your-test-server \
--attribute-name "CHEF_AUTOMATE_PIVOTAL_KEY" \
--attribute-value "----- BEGIN PUBLIC KEY----- ExamplePublicKey----- END PUBLIC

The following command is an example that lets AWS OpsWorks for Chef Automate regenerate the
public key.

aws opsworks-cm update-server-engine-attributes \
--server-name your-test-server \
--attribute-name "CHEF_AUTOMATE_PIVOTAL_KEY" \
--attribute-value null

The output of this command is information about the server, and a base64-encoded ZIP file. The
ZIP file contains a Chef starter kit, which includes a README, a configuration file, and the required
RSA private key. Save this file, unzip it, and then change to the directory where you've unzipped the
file contents. From this directory, you can run knife commands.

Working with Tags on AWS OpsWorks for Chef Automate
Resources

/A Important

AWS OpsWorks for Chef Automate is no longer accepting new customers. Existing
customers will be unaffected until May 5, 2024 at which time the service will become

Work with Tags API Version 2013-02-18 164



AWS OpsWorks User Guide

unavailable. We recommend that existing customers migrate to Chef Saa$S or an alternative
solution. For more information, see AWS OpsWorks for Chef Automate End of Life FAQs.

Tags are words or phrases that act as metadata for identifying and organizing your AWS resources.
In AWS OpsWorks for Chef Automate, a resource can have up to 50 user-applied tags. Each tag
consists of a key and one optional value. You can apply tags to the following resources in AWS
OpsWorks for Chef Automate:

« AWS OpsWorks for Chef Automate servers

» Backups of AWS OpsWorks for Chef Automate servers

Tags on AWS resources can help you track costs, control access to resources, group resources for
automating tasks, or organize resources by purpose or lifecycle stage. For more information about
the benefits of tags, see AWS Tagging Strategies in AWS Answers and Using Cost Allocation Tags in
the AWS Billing and Cost Management User Guide.

To use tags to control access to AWS OpsWorks for Chef Automate servers or backups, you create
or edit policy statements in AWS Identity and Access Management (IAM). For more information,
see Controlling Access to AWS Resources Using Resource Tags in the AWS Identity and Access

Management User Guide.

When you apply tags to an AWS OpsWorks for Chef Automate server, the tags are also applied

to the server's backups, the Amazon S3 bucket that stores the backups, the server's Amazon EC2
instance, secrets for the server that are stored in AWS Secrets Manager, and the Elastic IP address
used by the server. Tags are not propagated to the AWS CloudFormation stack that AWS OpsWorks
uses to create your server.

Topics

» How Tags Work in AWS OpsWorks for Chef Automate

» Add and Manage Tags in AWS OpsWorks for Chef Automate (Console)

« Add and Manage Tags in AWS OpsWorks for Chef Automate (CLI)

e See Also
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How Tags Work in AWS OpsWorks for Chef Automate

In this release, you can add and manage tags by using the AWS OpsWorks CM API or the AWS
Management Console. AWS OpsWorks CM also attempts to add tags that you add to a server to
the AWS resources that are associated with the server, including the EC2 instance, secrets in Secrets
Manager, Elastic IP address, security group, S3 bucket, and backups. The following table provides
an overview of how you add and manage tags in AWS OpsWorks for Chef Automate.

Action

Add tags to a new AWS OpsWorks for Chef
Automate server or a backup that you are
creating manually.

View tags on a resource.

Add tags to an existing AWS OpsWorks for
Chef Automate server or a backup, regardless
of whether the backup was created manually
or automatically.

Delete tags from a resource.

What to use

« Choose Create Chef Automate server
and add tags on the Configure advanced
settings page.

» Choose Create backup on the Backups page
for an existing server, and add tags on the
Create a backup of your Chef Automate 2
server page.

» Add a Tags parameter to the CreateSer
ver orCreateBackup commands.

» On the details page for your server, choose
Tags in the navigation pane.

« On the Backups page for your server, select
a backup, and then choose Edit backup.

e Runthe ListTagsForResource
command.

« On the details page for your server, choose
Tags in the navigation pane, and then
choose Edit.

« On the Backups page for your server, select
a backup, and then choose Edit backup.

e Runthe TagResource command.

« On the details page for your server, choose
Tags in the navigation pane, and then

How Tags Work in AWS OpsWorks for Chef Automate

API Version 2013-02-18 166


https://docs.aws.amazon.com/opsworks-cm/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/opsworks-cm/latest/APIReference/API_CreateServer.html
https://docs.aws.amazon.com/opsworks-cm/latest/APIReference/API_CreateServer.html
https://docs.aws.amazon.com/opsworks-cm/latest/APIReference/API_CreateBackup.html
https://docs.aws.amazon.com/opsworks-cm/latest/APIReference/API_ListTagsForResource.html
https://docs.aws.amazon.com/opsworks-cm/latest/APIReference/API_TagResource.html

AWS OpsWorks User Guide

Action What to use

choose Edit. Choose X next to tags that you
want to delete.

« On the Backups page for your server, select
a backup, and then choose Edit backup.
Choose X next to tags that you want to
delete.

e Runthe UntagResource command.

DescribeServers and DescribeBackups responses do not include tag information. To show
tags, use the ListTagsForResource API.

Add and Manage Tags in AWS OpsWorks for Chef Automate (Console)

Procedures in this section are performed in the AWS Management Console.

If you add tags, a tag key cannot be empty. The key can be a maximum of 127 characters, and can
contain only Unicode letters, numbers, or separators, or the following special characters: + - = .
_ : / @Atagvalueis optional. You can add a tag that has a key, but no value. The value can be a
maximum of 255 characters, and can contain only Unicode letters, numbers, or separators, or the
following special characters:+ - = . _ : / @

Topics

« Add Tags to a New AWS OpsWorks for Chef Automate Server (Console)

» Add Tags to a New Backup (Console)

» Add or View Tags on an Existing Server (Console)

« Add or View Tags on an Existing Backup (Console)

» Delete Tags from a Server (Console)

o Delete Tags from a Backup (Console)

Add Tags to a New AWS OpsWorks for Chef Automate Server (Console)

1. Be sure to complete any prerequisites for creating an AWS OpsWorks for Chef Automate
server.
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2. Follow steps 1-10 in Create a Chef Automate Server.

3. After you specify automated backup settings, add tags in the Tags area of the Configure
advanced settings page. You can add a maximum of 50 tags. When you are finished adding
tags, choose Next.

4. Go onto step 13 of Create a Chef Automate Server, and review settings you have chosen for

the new server.

Add Tags to a New Backup (Console)

1.  Onthe AWS OpsWorks for Chef Automate home page, choose an existing Chef Automate
server.

2. From the server's details page, choose Backups in the navigation pane.
3. On the Backups page, choose Create backup.
4. Add tags. Choose Create when you are finished adding tags.

Add or View Tags on an Existing Server (Console)

1. Onthe AWS OpsWorks for Chef Automate home page, choose an existing Chef Automate
server to open its details page.

2. Choose Tags in the navigation pane, or at the bottom of the details page, choose View all
tags.

3. On the Tags page, choose Edit.

4. Add or edit tags on the server. Choose Save when you are finished.

® Note

Be aware that changing tags on your Chef Automate server also changes tags on
resources that are associated with the server, such as the EC2 instance, Elastic IP
address, security group, S3 bucket, and backups.

Add or View Tags on an Existing Backup (Console)

1.  Onthe AWS OpsWorks for Chef Automate home page, choose an existing Chef Automate
server to open its details page.
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2. Choose Backups in the navigation pane, or in the Recent backups area of the details page,
choose View all backups.

On the Backups page, choose a backup to manage, and then choose Edit backup.

4. Add or edit tags on the backup. Choose Update when you are finished.

Delete Tags from a Server (Console)

1.  On the AWS OpsWorks for Chef Automate home page, choose an existing Chef Automate
server to open its details page.

2. Choose Tags in the navigation pane, or at the bottom of the details page, choose View all
tags.

3. On the Tags page, choose Edit.

4. Choose X next to a tag to delete the tag. Choose Save when you are finished.

(@ Note

Be aware that changing tags on your Chef Automate server also changes tags on
resources that are associated with the server, such as the EC2 instance, Elastic IP
address, security group, S3 bucket, and backups.

Delete Tags from a Backup (Console)

1.  On the AWS OpsWorks for Chef Automate home page, choose an existing Chef Automate
server to open its details page.

2. Choose Backups in the navigation pane, or in the Recent backups area of the details page,
choose View all backups.

On the Backups page, choose a backup to manage, and then choose Edit backup.

4. Choose X next to a tag to delete the tag. Choose Update when you are finished.

Add and Manage Tags in AWS OpsWorks for Chef Automate (CLI)

Procedures in this section are performed in the AWS CLI. Be sure that you are running the latest
release of the AWS CLI before you start working with tags. For more information about installing or
updating the AWS CLI, see Installing the AWS CLI in the AWS Command Line Interface User Guide.
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If you add tags, a tag key cannot be empty. The key can be a maximum of 127 characters, and can
contain only Unicode letters, numbers, or separators, or the following special characters: + - =

_ : / @Atag value is optional. You can add a tag that has a key, but no value. The value can be a
maximum of 255 characters, and can contain only Unicode letters, numbers, or separators, or the
following special characters:+ - = . _ : / @

Topics

Add Tags to a New AWS OpsWorks for Chef Automate Server (CLI)

Add Tags to a New Backup (CLI)

Add Tags to Existing Servers or Backups (CLI)

List Resource Tags

Delete Tags from a Resource

Add Tags to a New AWS OpsWorks for Chef Automate Server (CLI)

You can use the AWS CLI to add tags when you create an AWS OpsWorks for Chef Automate server.
This procedure does not describe in full how to create a server. For detailed information about
how to create an AWS OpsWorks for Chef Automate server by using the AWS CLI see Create a Chef
Automate server by using the AWS CLI in this guide. You can add up to 50 tags to a server.

1. Be sure to complete any prerequisites for creating an AWS OpsWorks for Chef Automate
server.

2. Complete steps 1-5 of Create a Chef Automate server by using the AWS CLI.

3. Forstep 6, when you run the create-server command, add the --tags parameter to the
command, as shown in the following example.

aws opsworks-cm create-server ... --tags Key=Keyl,Value=Valuel
Key=Key2,Value=Value2

The following is an example showing only the tags portion of the create-server command.

aws opsworks-cm create-server ... --tags Key=Stage,Value=Production
Key=Department,Value=Marketing
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4. Complete the remaining steps in Create a Chef Automate server by using the AWS CLI. To
verify that your tags were added to the new server, follow steps in List Resource Tags in this
topic.

Add Tags to a New Backup (CLI)

You can use the AWS CLI to add tags when you create a new, manual backup of an AWS OpsWorks
for Chef Automate server. This procedure does not describe in full how to create a manual backup.
For detailed information about how to create a manual backup, see "To perform a manual backup
in the AWS CLI" in Back Up an AWS OpsWorks for Chef Automate Server. You can add up to 50 tags
to a backup. If a server has tags, new backups are automatically tagged with the server's tags.

By default, when you create a new AWS OpsWorks for Chef Automate server, automated backups
are enabled. You can add tags to an automated backup by running the tag-resource command,
described in Add Tags to Existing Servers or Backups (CLI) in this topic.

« To add tags to a manual backup as you're creating the backup, run the following command.
Only the tags portion of the command is shown. For an example of the full create-backup
command, see "To perform a manual backup in the AWS CLI" in Back Up an AWS OpsWorks for
Chef Automate Server.

aws opsworks-cm create-backup ... --tags Key=Keyl,Value=Valuel
Key=Key2,Value=Value2

The following example shows only the tags portion of the create-backup command.

aws opsworks-cm create-backup ... --tags Key=Stage,Value=Production
Key=Department,Value=Marketing

Add Tags to Existing Servers or Backups (CLI)

You can run the tag-resource command to add tags to existing AWS OpsWorks for Chef
Automate servers or backups (whether the backups were created automatically or manually).
Specify the Amazon Resource Number (ARN) of a target resource to add tags to it.

1. To get the ARN of the resource to which you want to apply tags:
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e Foraserver, rundescribe-servers --server-name server_name. The results of the
command show the server ARN.

» For a backup, run describe-backups --backup-id backup_ID. The results of the
command show the backup ARN. You can also run describe-backups --server-name
server_name to show information about all backups for a specific AWS OpsWorks for Chef
Automate server.

The following example shows only the ServerArn in results of a describe-servers --
server-name opsworks-cm-test command. The ServerArn value is added to a tag-
resource command to add tags to the server.

{
"Servers": [
{
"ServerArn": "arn:aws:opsworks-cm:us-west-2:123456789012:server/
opsworks-cm-test/EXAMPLEd-66b0-4196-8274-d1a2bEXAMPLE"
}
]
}

2. Runthe tag-resource command with the ARN that you returned in step 1.

aws opsworks-cm tag-resource --resource-arn "server_or_backup_ARN" --tags
Key=Keyl,Value=Valuel Key=Key2,Value=Value2

The following is an example.

aws opsworks-cm tag-resource --resource-arn "arn:aws:opsworks-cm:us-
west-2:123456789012:server/opsworks-cm-test/EXAMPLEd-66b0-4196-8274-d1a2bEXAMPLE"
--tags Key=Stage,Value=Production Key=Department,Value=Marketing

3. To verify that tags were added successfully, go on to the next procedure, List Resource Tags.
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List Resource Tags

You can run the 1ist-tags-for-resource command to show the tags that are attached to AWS
OpsWorks for Chef Automate servers or backups. Specify the ARN of a target resource to view its
tags.

1. To get the ARN of the resource for which you want to list tags:

e Foraserver, run describe-servers --server-name server_name. The results of the
command show the server ARN.

« For a backup, run describe-backups --backup-id backup_ID. The results of the
command show the backup ARN. You can also run describe-backups --server-name
server_name to show information about all backups for a specific AWS OpsWorks for Chef
Automate server.

2. Runthe list-tags-for-resource command with the ARN that you returned in step 1.

aws opsworks-cm list-tags-for-resource --resource-arn "server_or_backup_ARN"

The following is an example.

aws opsworks-cm tag-resource --resource-arn "arn:aws:opsworks-cm:us-
west-2:123456789012:server/opsworks-cm-test/EXAMPLEd-66b0-4196-8274-d1a2bEXAMPLE"

If there are tags on the resource, the command returns results like the following.

{
"Tags": [
{
"Key": "Stage",
"Value": "Production"
},
{
"Key": "Department",
"Value": "Marketing"
}
]
}
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Delete Tags from a Resource

You can run the untag-resource command to delete tags from AWS OpsWorks for Chef

Automate servers or backups. If the resource is deleted, the tags on the resource are also deleted.

Specify the Amazon Resource Number (ARN) of a target resource to remove tags from it.

1. To get the ARN of the resource from which you want to remove tags:

e Foraserver, run describe-servers --server-name server_name. The results of the
command show the server ARN.

« For a backup, run describe-backups --backup-id backup_ID. The results of the
command show the backup ARN. You can also run describe-backups --server-name
server_name to show information about all backups for a specific AWS OpsWorks for Chef
Automate server.

2. Runthe untag-resource command with the ARN that you returned in step 1. Specify only
the tags that you want to delete.
aws opsworks-cm untag-resource --resource-arn '"server_or_backup_ARN" --tags
Key=Keyl,Value=Valuel Key=Key2,Value=Value2
In this example, the untag-resource command removes only the tag with a key of Stage
and a value of Production.
aws OpSWOIkS—CITI untag—resource --resource-arn "arn:aws: opsworks—cm: us-
west-2:123456789012:server/opsworks-cm-test/EXAMPLEd-66b0-4196-8274-d1a2bEXAMPLE"
--tags Key=Stage,Value=Production
3. To verify that tags were deleted successfully, follow steps in List Resource Tags in this topic.
See Also

Create a Chef Automate server by using the AWS CLI

Back Up an AWS OpsWorks for Chef Automate Server

AWS Tagging Strategies

Controlling Access to AWS Resources Using Resource Tags in the AWS Identity and Access
Management User Guide

Using Cost Allocation Tags in the AWS Billing and Cost Management User Guide

See Also

User Guide

API Version 2013-02-18 174


https://aws.amazon.com/answers/account-management/aws-tagging-strategies/
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_tags.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/cost-alloc-tags.html#allocation-what

AWS OpsWorks User Guide

» CreateBackup in the AWS OpsWorks CM API Reference

CreateServer in the AWS OpsWorks CM API Reference

TagResource in the AWS OpsWorks CM API Reference

ListTagsForResource in the AWS OpsWorks CM API Reference

UntagResource in the AWS OpsWorks CM API Reference

Back Up and Restore an AWS OpsWorks for Chef Automate
Server

/A Important

AWS OpsWorks for Chef Automate is no longer accepting new customers. Existing
customers will be unaffected until May 5, 2024 at which time the service will become
unavailable. We recommend that existing customers migrate to Chef SaaS or an alternative
solution. For more information, see AWS OpsWorks for Chef Automate End of Life FAQs.

This section describes how to back up and restore an AWS OpsWorks for Chef Automate server, and
how to delete backups.

Topics

» Back Up an AWS OpsWorks for Chef Automate Server

» Restore an AWS OpsWorks for Chef Automate Server from a Backup

Back Up an AWS OpsWorks for Chef Automate Server

/A Important

AWS OpsWorks for Chef Automate is no longer accepting new customers. Existing
customers will be unaffected until May 5, 2024 at which time the service will become
unavailable. We recommend that existing customers migrate to Chef SaaS or an alternative
solution. For more information, see AWS OpsWorks for Chef Automate End of Life FAQs.
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You can define a daily or weekly recurring AWS OpsWorks for Chef Automate server backup, and
have the service store the backups in Amazon Simple Storage Service (Amazon S3) on your behalf.
Alternatively, you can make manual backups on demand.

Because backups are stored in Amazon S3, they incur additional fees. You can define a backup
retention period of up to 30 generations. You can submit a service request to have that limit
changed by using AWS support channels. Content delivered to Amazon S3 buckets might contain
customer content. For more information about removing sensitive data, see How Do | Empty an S3
Bucket? or How Do | Delete an S3 Bucket?.

You can add tags to backups of an AWS OpsWorks for Chef Automate server. If you have added
tags to an AWS OpsWorks for Chef Automate server, automated backups of the server inherit those
tags. For more information about how to add and manage tags on backups, see Working with Tags
on AWS OpsWorks for Chef Automate Resources in this guide.

Topics

« Automated Backups

o Manual Backups

» Delete backups

Automated Backups

When you configure your AWS OpsWorks for Chef Automate server, you choose either automated
or manual backups. AWS OpsWorks for Chef Automate starts automated backups during the hour
and on the day that you choose in the Automated backup section of the Configure advanced
settings page of Setup. After your server is online, you can change backup settings by performing
the following steps, either from the server's tile on the Chef Automate servers home page, or on
the server's Properties page.

To change automated backup settings

1. In the Actions menu of the server's tile on the Chef servers home page, choose Change
settings

2. To turn off automated backups, choose No for the Enable automated backups option. Save
your changes; you do not need to go on to the next step.

3. In the Automated Backup section, change the frequency, start time, or generations to keep.
Save your changes.
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Manual Backups

You can start a manual backup at any time in the AWS Management Console, or by running

the AWS CLI create-backup command. Manual backups are not included in the maximum 30
generations of automated backups that are stored; a maximum of 10 manual backups are stored,
and must be manually deleted from Amazon S3.

You can add tags when you create a new, manual backup of an AWS OpsWorks for Chef Automate
server. For more information about how to add tags when you create a manual backup, see Add
Tags to a New Backup (CLI).

To perform a manual backup in the AWS Management Console

1. On the Chef Automate servers page, choose the server that you want to back up.

2. Onthe properties page for the server, in the left navigation pane, choose Backups.
3. Choose Create backup.
4

The manual backup is finished when the page shows a green check mark in the backup's
Status column.
To perform a manual backup in the AWS CLI

o  To start a manual backup, run the following AWS CLI command.

aws opsworks-cm --region region name create-backup --server-name "Chef server name"
--description "optional descriptive string"

Delete backups

Deleting a backup permanently deletes it from the S3 bucket in which backups are stored.
To delete a backup in the AWS Management Console

1.  On the Chef Automate servers page, choose the server that you want to back up.
2. On the properties page for the server, in the left navigation pane, choose Backups.

3. Choose the backup that you want to delete, and then choose Delete backup. You can select
only one backup at a time.
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4. When you are prompted to confirm the deletion, fill the check box for Delete the backup,
which is stored in an S3 bucket, and then choose Yes, Delete.

To delete a backup in the AWS CLI

« To delete a backup, run the following AWS CLI command, replacing --backup-id with
the ID of the backup that you want to delete. Backup IDs are in the format ServerName -
yyyyMMddHHmmssSSS. For example, test-chef-server-20171218132604388.

aws opsworks-cm --region region name delete-backup --backup-id ServerName-
yyyyMMddHHmmssSSS

Restore an AWS OpsWorks for Chef Automate Server from a Backup

/A Important

AWS OpsWorks for Chef Automate is no longer accepting new customers. Existing
customers will be unaffected until May 5, 2024 at which time the service will become
unavailable. We recommend that existing customers migrate to Chef SaaS or an alternative
solution. For more information, see AWS OpsWorks for Chef Automate End of Life FAQs.

After browsing through your available backups, you can choose a point in time from which to
restore your AWS OpsWorks for Chef Automate server. Server backups contain only configuration-
management software persistent data (cookbooks, registered nodes, etc.). Performing an in-place
restoration of a server (that is, restoring the existing AWS OpsWorks for Chef Automate server

to a new EC2 instance) reregisters nodes that were registered at the time of the backup that you
use to restore the server, and switches traffic to the new instance if restoration is successful, and
the restored AWS OpsWorks for Chef Automate server state is Healthy. Restoring to a newly-
created AWS OpsWorks for Chef Automate server does not maintain node connections. Restoring
a server does not update minor versions of Chef software; it applies the same Chef versions and
configuration-management data that are available in the backup that you choose.

Restoring a server typically takes more time than creating a new server; the time depends on the
size of the backup you choose. After restoration is complete, the old EC2 instance remains in a
Running or Stopped state, but only temporarily. It is eventually terminated.
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In this release, you can use the AWS CLI to restore a Chef server in AWS OpsWorks for Chef
Automate.

(® Note

You can also run the restore-server command to change the current instance type, or to

restore or set your SSH key if it is lost or compromised.

To restore a server from a backup

1. In the AWS CLI, run the following command to return a list of available backups and their
IDs. Make a note of the ID of the backup that you want to use. Backup IDs are in the format
myServerName-yyyyMMddHHmmssSSS.

aws opsworks-cm --region region name describe-backups

2. Run the following command.

aws opsworks-cm --region region name restore-server --backup-id "myServerName-
yyyyMMddHHmmssSSS" --instance-type "Type of instance" --key-pair "name of your EC2
key pair" --server-name "name of Chef server"

The following is an example.

aws opsworks-cm --region us-west-2 restore-server --backup-id
"MyChefServer-20161120122143125" --server-name "MyChefServer"

3. Wait until restoration is complete.

System Maintenance in AWS OpsWorks for Chef Automate

/A Important

AWS OpsWorks for Chef Automate is no longer accepting new customers. Existing
customers will be unaffected until May 5, 2024 at which time the service will become
unavailable. We recommend that existing customers migrate to Chef SaaS or an alternative
solution. For more information, see AWS OpsWorks for Chef Automate End of Life FAQs.
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Mandatory system maintenance ensures that the latest minor versions of Chef Server and Chef
Automate Server, including security updates, are always running on an AWS OpsWorks for Chef
Automate server. System maintenance is required a minimum of once a week. By using the AWS
CLI, you can configure daily automatic maintenance, if desired. You can also use the AWS CLI to
perform system maintenance on demand, in addition to scheduled system maintenance.

When new minor versions of Chef software become available, system maintenance is designed

to update the minor version of Chef Automate and Chef Server on the server automatically,

as soon as it passes AWS testing. AWS performs extensive testing to verify that Chef upgrades

are production-ready and do not disrupt existing customer environments, so there can be lags
between Chef software releases and their availability for application to existing OpsWorks for Chef
Automate servers. To update available minor versions of Chef software on demand, see Starting
system maintenance on demand in this topic.

System maintenance launches a new instance from a backup that is performed as part of the
maintenance process, which helps reduce risk from degraded or impaired Amazon EC2 instances
that undergo periodic maintenance.

/A Important

System maintenance deletes any files or custom configuration that you have added to
the AWS OpsWorks for Chef Automate server. For more information about how to repair
configuration or file loss, see Restoring custom configurations and files after maintenance
in this topic.

Topics

Ensuring nodes trust the AWS OpsWorks Certification Authority

Configuring system maintenance

Starting system maintenance on demand

Restoring custom configurations and files after maintenance
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Ensuring nodes trust the AWS OpsWorks Certification Authority

® Note

Steps in this section are not required if you are using a custom domain and certificate with
your AWS OpsWorks for Chef Automate server.

Nodes that you are managing with an AWS OpsWorks for Chef Automate server must authenticate
with the server by using certificates. During system maintenance, AWS OpsWorks replaces the
server instance, and regenerates new certificates through the AWS OpsWorks certificate authority
(CA). To restore communication automatically with your managed nodes after maintenance is
finished, nodes should trust the AWS OpsWorks CA that ships with the starter kit, and is hosted

in the regions that are supported by AWS OpsWorks for Chef Automate. When you use the AWS
OpsWorks CA to establish the trust between nodes and server, nodes reconnect to the new server
instance after maintenance. If you are adding EC2 nodes by using the EC2 userdata script
described in Add nodes automatically in AWS OpsWorks for Chef Automate, nodes are already
configured to trust the AWS OpsWorks CA.

 For Linux-based nodes, the S3 bucket location of the CAis https://opsworks-
cm-${REGION}-prod-default-assets.s3.amazonaws.com/misc/opsworks-cm-
ca-2020-root.pem. The AWS OpsWorks trusted CA must be stored in the path /etc/chef/
opsworks-cm-ca-2020-root.pem.

» For Windows-based nodes, the S3 bucket location of the CAis https://opsworks-
cm-$env:AWS_REGION-prod-default-assets.s3.amazonaws.com/misc/opsworks-
cm-ca-2020-root.pem. The AWS OpsWorks CA must be stored in the root Chef folder; for
example, C:\chef\opsworks-cm-ca-2020-root.pem

In both paths, the region variable resolves to one of the following.

e us-east-2
e us-east-1
e us-west-1
e us-west-2
e ap-northeast-1

e ap-southeast-1
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e ap-southeast-2
e eu-central-1

e eu-west-1

Configuring system maintenance

When you create a new AWS OpsWorks for Chef Automate server, you can configure a weekday and
time, in Coordinated Universal Time (UTC), for system maintenance to start. Maintenance starts

during the hour that you specify. Because you should expect the server to be offline during system
maintenance, choose a time of low server demand within regular office hours. The server status is
UNDER_MAINTENANCE while maintenance is in progress.

You can also change the system maintenance settings on an existing AWS OpsWorks for Chef
Automate server, by changing settings in the System maintenance area of the Settings page for
your server, as shown in the following screenshot.
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¥ OpsWorks  Chef Automate servers > -test-server > Settings
Pasnboard Server Information
Events
Backups Name, region and type

| settings Chef Automate server name -test-server

Chef Automate servers Chef Automate server region US West (Oregon)

EGC2 instance type t2 medium

Resources

CloudFormation stack aws-0psworks-cm- -test-server

Network and security

Service role  aws-opsworks-cm-service-role

Instance profile aws-opsworks-cm-ec2-role

@ystem maintenance N

AWS OpsWorks installs updates for Chef Automate minor versions or security packages in the time range and on the weekday that you
specify here. Your Chef Automate server will be offline during system maintenance.

Startday = Friday > O

Start time (UTC) 9 pm-10 pm - O

In the System maintenance section, set the day and hour that you want system maintenance to
begin.

Configuring system maintenance by using the AWS CLI

You can also configure the system maintenance automatic start time by using the AWS CLI.
The AWS CLI lets you configure daily automatic maintenance, if desired, by omitting the three-
character weekday prefix.

Ina create-server command, add the --preferred-maintenance-window parameter to
your command, after specifying the requirements for creating the server instance (such as instance
type, instance profile ARN, and service role ARN). In the following create-server example, - -
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preferred-maintenance-window is set to Mon:@8:00, meaning that you've set maintenance to
start every Monday morning at 8:00 a.m. UTC.

aws opsworks-cm create-server --engine "Chef" --engine-model "Single" --
engine-version "12" --server-name "automate-06" --instance-profile-arn
"arn:aws:iam::1019881987024:instance-profile/aws-opsworks-cm-ec2-role"
--instance-type "t2.medium" --key-pair "amazon-test" --service-role-arn
"arn:aws:iam: :044726508045:r0le/aws-opsworks-cm-service-role" --preferred-maintenance-
window "Mon:08:00"

In an update-server command, you can update the --preferred-maintenance-window
value alone, if desired. In the following example, the maintenance window is set to Friday night at
6:15 p.m. UTC.

aws opsworks-cm update-server --server-name "shiny-kitchen" --preferred-maintenance-
window "Fri:18:15"

To change the start time of the maintenance window to 6:15 p.m. UTC every day, omit the three-
character weekday prefix, as shown in the following example.

aws opsworks-cm update-server --server-name "shiny-kitchen" --preferred-maintenance-
window "18:15"

For more information about setting the preferred system maintenance window by using the AWS
CLI, see create-server and update-server.

Starting system maintenance on demand

To start system maintenance on demand, outside of your configured weekly or daily automatic
maintenance, run the following AWS CLI command. You cannot start on-demand maintenance in
the AWS Management Console.

aws opsworks-cm start-maintenance --server-name server_name

For more information about this command, see start-maintenance.

Restoring custom configurations and files after maintenance

System maintenance can delete or change custom files or configurations that you have added to
your AWS OpsWorks for Chef Automate server.
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If, after a maintenance run, your Chef server is missing files or settings that you added by using
RunCommand or SSH, you can use an Amazon Machine Image (AMI) to launch a new Amazon EC2
instance. AMIs are available that are built from a server's pre-maintenance configuration.

The new instance is in the same state that the Chef server was before maintenance, and should
include your missing files and settings.

/A Important

You cannot use the new instance to restore your server; the instance cannot be run as a
Chef server. You can use the instance only to recover your files and configuration settings.

To launch an EC2 instance from an AMI, in the Amazon EC2 console, open the Launch wizard,
choose My AMIs, and then choose the AMI that has your server name. Follow Amazon EC2 wizard
steps as you would for any other instance launch.

Compliance Scans in AWS OpsWorks for Chef Automate

/A Important

AWS OpsWorks for Chef Automate is no longer accepting new customers. Existing
customers will be unaffected until May 5, 2024 at which time the service will become
unavailable. We recommend that existing customers migrate to Chef SaaS or an alternative
solution. For more information, see AWS OpsWorks for Chef Automate End of Life FAQs.

Compliance scans let you track the compliance of managed nodes in your infrastructure based on
predefined policies, also called rules. Compliance views let you regularly audit your applications

for vulnerabilities and noncompliant configurations. Chef offers over 100 predefined compliance
profiles—collections of rules that apply to specific node configurations—that you can use in your
compliance scans. You can also use the Chef InSpec language to create your own custom profiles.

If your server is not yet running Chef Automate 2.0, you can set up Chef Compliance manually, by
installing the Audit cookbook.
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® Note

The minimum supported version of the Chef Infra client agent software (chef-client) on
nodes associated with an AWS OpsWorks for Chef Automate server is 13.x. We recommend
running the most current, stable chef-client version, or at least 14.10.9.

Topics

o Compliance in Chef Automate 2.0

o Compliance in Chef Automate 1.x

» Updates to Compliance

o Community and Custom Compliance Profiles

e See Also

Compliance in Chef Automate 2.0

If your AWS OpsWorks for Chef Automate server is running Chef Automate 2.0, set up Chef
Compliance by using procedures in this section.

Running Compliance Scan Jobs with Chef Automate 2.0

Chef Automate 2.0 includes Chef InSpec compliance-scanning capability that formerly required
manual setup and cookbook configuration. You can run scan jobs on an AWS OpsWorks for Chef
Automate server that is running Chef Automate 2.0. Jobs can be run immediately (one time),
scheduled for a later time, or scheduled to run at specified intervals, such as daily or every two
hours. The results of a scan job are sent to compliance reporting. You can view and take actions on
compliance scan results in the Chef Automate dashboard. To open the Compliance tab and view
reports, on the Scan Jobs tab in the Chef Automate dashboard, choose Report at the right of a
managed node row.

To run scan jobs on managed nodes, you must have the following.

» At least one compliance profile installed in your namespace.

« At least one target node, either manually-added, or an EC2 instance added automatically.

In AWS OpsWorks for Chef Automate, scan jobs are supported on the following targets.
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« Manually-added nodes
e aws-ec?2 instances

o AWS Regions

For detailed instructions about how to run scan jobs, see Chef Automate Scan Jobs in the Chef
documentation.

(Optional, Chef Automate 2.0) Setting Up Compliance with the Audit Cookbook

You can configure compliance on any AWS OpsWorks for Chef Automate server. After you launch
an AWS OpsWorks for Chef Automate server, you can install profiles from the Chef Automate
dashboard, or add desired profiles to Audit cookbook attributes in the Policyfile. rb policy file.
A prefilled Policyfile.rb file is included in the starter kit.

After you edit Policyfile.rb with profiles as attributes of the Audit cookbook, run chef push
commands to upload the Audit cookbook and other cookbooks specified in Policyfile.rb to
your Chef Automate server. Installing the Audit cookbook also installs the gem for Chef InSpec,

an open-source testing and auditing framework produced by Chef. For Chef Automate 2.0, choose
version 7.1.0 or later of the Audit cookbook. The InSpec gem must be version 2.2.102 or later.

Instructions in this section show you how to implement the opsworks-audit cookbook. The
Audit cookbook downloads specified profiles from the Chef Automate server, assesses nodes
against the DevSec SSH Baseline profile, and reports the result of compliance scans on every
chef-client run.

To install compliance profiles

1. If you have not already done so, sign in to the Chef Automate web-based dashboard. Use
the credentials you received when you downloaded the Starter Kit as you created your AWS

OpsWorks for Chef Automate server.

2. In the Chef Automate dashboard, choose the Asset Store tab.
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CHEFAUTOMATE Event Feed Client Runs Compliance Scan Jobs Asset Store Settings

B8 Profiles Asset Store

Compliance profiles.

Search profiles.

2 Profiles 149 Available

Profile

CIS AIX 5.3 and AIX 6.1 Benchmark Level 1

CIS AIX 5.3 and AIX 6.1 Benchmark Level 2

CIS AWS Foundations Benchmark Level 1

CIS Amazon Linux 2 Benchmark Level 1

CIS Amazon Linux 2 Benchmark Level 2

CIS Amazon Linux 2014.09-2015.03 Benchmark Level 1

Version

1.1.0-4

1.1.0-4

1.1.0-7

1.0.0-1

1.0.0-1

1.1.0-4

e Local Administrator

¥ Get
¥ Get
¥ Get
3 Get
¥ Get

¥ Get

JBNBIENENEE

3. Choose the Available tab to see predefined profiles.

4. Browse the list of profiles. Choose a profile that matches the operating system and

configuration of at least one of your managed nodes. To view details about the profile,

including a description of the profile's targeted violations and underlying rule code, choose

> at the right of the profile entry. You can choose multiple profiles. If you are setting up the

example in the Starter Kit, choose DevSec SSH Baseline.
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CHEFAUTOMATE Event Feed Client Runs Compliance Scan Jobs Asset Store Settings e Local Administrator

o bror
L [Rriile g Asset Store

Compliance profiles
Search profiles.

1 Profiles 149 Available

© Upload Profile
Profile Version Identifier
DevSec SSH Baseline 232 ) admin/ssh-baseline

5. Toinstall the selected profiles on your Chef Automate server, choose Get.

6. After you install profiles, they are shown in the Profiles tab of the Chef Automate dashboard.

To install cookbooks with Policyfile.xb

1. View Policyfile.rb in your Starter Kit to see that the attributes for the Audit cookbook
specify the ssh-baseline profilein [ 'profiles'].

# Define audit cookbook attributes
default["opsworks-demo"]["audit"]["reporter"] = "chef-server-automate"
default["opsworks-demo"]["audit"]["profiles"] [
{
"name": "DevSec SSH Baseline",
"compliance": "admin/ssh-baseline"

2. Download and install the cookbooks defined in Policyfile.rb.

chef install
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All cookbooks are versioned in the cookbook's metadata. rb file. Each time you change a
cookbook, you must raise the version of the cookbook that is in its metadata. rb.

3. Push the policy opsworks-demo, defined in Policyfile.rb, to your server.

chef push opsworks-demo

4. Verify the installation of your policy. Run the following command.

chef show-policy

The results should resemble the following:

opsworks-demo-webserver

* opsworks-demo: ec@fe46314

5. Add nodes to your server to manage, if you have not already done so. To connect your first
node to the AWS OpsWorks for Chef Automate server, use the userdata. sh script that is
included in this Starter Kit. It uses the AWS OpsWorks AssociateNode API to connect a node
to your server.

You can automate the association of nodes by following steps in Add nodes automatically
in AWS OpsWorks for Chef Automate, or add nodes one at a time by following steps in Add
nodes individually.

6. After you update the run list for your nodes, the chef-client agent runs your specified
recipes on its next run. By default, this occurs every 1800 seconds (30 minutes). After the run,
you can view and take actions on compliance results from the Compliance tab in the Chef
Automate dashboard.
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CHEFAUTOMATE Event Feed Client Runs Compliance Scan Jobs Asset Store
«® Reporting > Reporting > i-0 2
i-0 2
Last Scan 25. April 2019 15:57
Profiles 1 Profiles
Platform ubuntu 18.04
Environment opsworks-demo
Total Controls Critical Controls Major Controls
= 68 A 62 90
Control
ssh-01:
9

client: Check ssh_config owner, group and permissions.

ssh-02:
Client: Specify the AddressFamily to your need

A ssh-03:
Client: Specify expected ssh port

Settings

Minor Controls
@0

Severity

CRITICAL (1.0)

CRITICAL (1.0)

CRITICAL (1.0)

Scan History

Skipped Controls Passed Controls

@0 @6
Root Profile Test Results
ssh-baseline 11
ssh-baseline 1
ssh-baseline 1

Running a Compliance Scan

You should see compliance scan results in the Chef Automate dashboard shortly after the first run

of the agent that occurs after you configure node run lists.
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CHEFAUTOMATE Event Feed Client Runs Compliance Scan Jobs Asset Store Settings e Local Administrator

K} i . .
REperilg g Compliance Reporting

Compliance reports describe the status of scanned infrastructure. Filtering by a profile, or a profile and
one associated control, will enable deep filtering, which will also reflect on the status of the node.

Filter reports by... @

A Your System is Not Compliant Report Metadata  +

Overview 1 Nodes 1 Profiles

DCEERSGIIEN Profile Status

o Failed Nodes Critical Failures

1 Total Nodes 0
®  Passed Nodes Major Failures
Skipped Nodes Minor Failures

In the Chef Automate dashboard, choose the Compliance tab. In the left navigation pane, choose
Reporting. Choose the Profiles tab, choose Scan Results, and then choose a node with scan
failures to learn more about the rules against which a node failed.

CHEFAUTOMATE Event Feed Client Runs Compliance Scan Jobs Asset Store Settings e Local Administrator

K i " .
REPErE g Compliance Reporting

Compliance reports describe the status of scanned infrastructure. Filtering by a profile, or a profile and
one associated control, will enable deep filtering, which will also reflect on the status of the node.

Filter reports by... M 4/25/19 E

A Your System is Not Compliant Report Metadata  +
Overview 1 Nodes 1 Profiles
Nodes - Platform 2 Environment - LastScan . Control Failures -

A -0 f2 ubuntu 18.04 opsworks-demo vor 26 Minuten 62 FAILED =

Typically, you see noncompliant scan results, because new nodes do not yet satisfy all rules in
the DevSec SSH Baseline profile. The DevSec Hardening Framework, a community-based project,
offers cookbooks to fix issues that violate the rules in the DevSec SSH Baseline profile.
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(Optional) Resolving Noncompliant Results

The starter kit includes an open-source cookbook, ssh-hardening, that you can run to fix

noncompliant results from runs against the DevSec SSH Baseline profile.

(® Note

The ssh-hardening cookbook makes changes to your nodes to comply with DevSec

SSH Baseline rules. Before running this cookbook on any production nodes, review details
about the DevSec SSH Baseline profile in the Chef Automate console to understand the
rule violations that the cookbook targets. Review information about the open-source ssh-
hardening cookbook before running it on any production nodes.

To run the ssh-hardening cookbook

1.

In a text editor, append the ssh-hardening cookbook to the run list of Policyfile.rb. The
Policyfile.rb run list should match the following.

run_list 'chef-client', 'opsworks-webserver', 'audit', 'ssh-hardening'

Update Policyfile.rb, and push it to your AWS OpsWorks for Chef Automate server.

chef update Policyfile.rb
chef push opsworks-demo

Nodes that are associated with the opsworks-demo policy update the run list automatically,
and apply the ssh-hardening cookbook on the next chef-client run.

Because you are using the chef-client cookbook, your node checks in at regular intervals
(by default, every 30 minutes). On the next check-in, the ssh-hardening cookbook runs, and
helps improve node security to meet the DevSec SSH Baseline profile's rules.

After the initial run of the ssh-hardening cookbook, wait 30 minutes for a compliance scan
to run again. View the results in the Chef Automate dashboard. The noncompliant results that
occurred in the initial run of the DevSec SSH Baseline scan should be resolved.
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Compliance in Chef Automate 1.x

If your AWS OpsWorks for Chef Automate server is running Chef Automate 1.x, set up Chef
Compliance by using procedures in this section.

(Optional, Chef Automate 1.x) Setting Up Chef Compliance

You can configure Chef Compliance on any AWS OpsWorks for Chef Automate server. After you
launch an AWS OpsWorks for Chef Automate server, choose profiles that you want to run from
the profiles in the Chef Automate dashboard. After you install profiles, run berks commands
to upload the Audit cookbook to your Chef Automate server. Installing the Audit cookbook also
installs the gem for InSpec, an open-source testing framework produced by Chef that lets you

integrate automated tests into any stage of your deployment pipeline. For Chef Automate 1.x,
choose version 5.0.1 or later of the Audit cookbook. The InSpec gem must be version 1.24.0 or
later.

The AWS OpsWorks for Chef Automate starter kit includes a wrapper cookbook, opsworks-audit,
that downloads and installs the right version of Chef's Audit cookbook for you. The opsworks-
audit cookbook also instructs the chef-client agent to assess nodes against the DevSec SSH
Baseline profile that you install from Chef's Compliance console later in this topic. You can set up
Compliance by using either cookbook to suit your preference. Instructions in this section show you
how to implement the opsworks-audit cookbook.

To install Compliance profiles

1. If you have not already done so, sign in to the Chef Automate web-based dashboard. Use
the credentials you received when you downloaded the Starter Kit as you created your AWS
OpsWorks for Chef Automate server.

2. In the Chef Automate dashboard, choose the Compliance tab.
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5. Toinstall the selected profiles on your Chef Automate server, choose Get.

6. When the download is complete, go to the next procedure.

To install and set up the opsworks-audit cookbook

1. This step is optional, but it saves time in Step 6, when you are adding recipes to node run
lists. Edit the roles/opsworks-example-role. rb file that is included in the starter kit
you downloaded during the creation of your AWS OpsWorks for Chef Automate server. Add
the following lines. The last line is commented out, because adding the ssh-hardening
cookbook and recipe to resolve noncompliant nodes after your Compliance scan runs is
optional.

run_list(
"recipe[chef-client]",
"recipe[apache2]",
"recipe[opsworks-audit]"
# "recipe[ssh-hardening]"

)

2. Use a text editor to specify your desired cookbooks in your Berksfile. A sample Berksfile is
provided for you in the starter kit. In this example, we install the Chef Infra client (chef-
client) cookbook, the apache2 cookbook, and the opsworks-audit cookbook. Your
Berksfile should resemble the following.

source 'https://supermarket.chef.io
cookbook 'chef-client'
cookbook 'apache2', '~> 5.0.1'
cookbook 'opsworks-audit', path: 'cookbooks/opsworks-audit', '~> 1.0.0'

All cookbooks are versioned in the cookbook's metadata. rb file. Each time you change a
cookbook, you must raise the version of the cookbook that is in its metadata. rb.

3. Run the following command to download and install the cookbooks to the cookbooks folder
on your local or working computer.

berks vendor cookbooks

4. Run the following command to upload the vendored cookbooks to your AWS OpsWorks for
Chef Automate server.
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knife upload .

5.  Run the following command to verify the installation of the opsworks-audit cookbook by
showing a list of cookbooks that are currently available on the server.

knife cookbook list

6. Add nodes to your server to manage, if you have not already done so. You can automate the
association of nodes by following steps in Add nodes automatically in AWS OpsWorks for

Chef Automate, or add nodes one at a time by following steps in Add nodes individually.

Edit the run list of your nodes to add the role you specified in Step 1, opsworks-example-
role. In this example, we edit the RUN_LIST attribute in the userdata script that you use to
automate the association of nodes.

RUN_LIST="role[opsworks-example-role]"

If you skipped Step 1, and did not set up the role, add the names of the individual recipes
to the run list. Save your changes, and follow steps in Step 3: Create Instances by Using an

Unattended Association Script to apply your userdata script to Amazon EC2 instances.

RUN_LIST="recipe[chef-client], recipe[apache2], recipe[opworks-audit]"

7. After you update the run list for your nodes, the chef-client agent runs your specified
recipes on its next run. By default, this occurs every 1800 seconds (30 minutes). After the run,
your Compliance results are visible in the Chef Automate dashboard.

Running a Compliance Scan

You should see compliance scan results in the Chef Automate dashboard shortly after the first run
of the agent daemon that occurs after you configure node run lists.
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In the Chef Automate dashboard, choose the Compliance tab. In the left navigation pane, choose
Reporting. Choose the Profiles tab, choose Scan Results, and then choose a node with scan
failures to learn more about the rules against which a node failed.
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Typically, you see noncompliant scan results, because new nodes do not yet satisfy all rules in
the DevSec SSH Baseline profile. The DevSec Hardening Framework, a community-based project,
offers cookbooks to fix issues that violate the rules in the DevSec SSH Baseline profile.
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(Optional) Resolving Noncompliant Results

The starter kit includes an open-source cookbook, ssh-hardening, that you can run to fix
noncompliant results from runs against the DevSec SSH Baseline profile.

(® Note

The ssh-hardening cookbook makes changes to your nodes to comply with DevSec

SSH Baseline rules. Before running this cookbook on any production nodes, review details
about the DevSec SSH Baseline profile in the Chef Automate console to understand the
rule violations that the cookbook targets. Review information about the open-source ssh-
hardening cookbook before running it on any production nodes.

To run the ssh-hardening cookbook

1. In atext editor, append the ssh-hardening cookbook to your Berksfile. Your Berksfile should
resemble the following.

source 'https://supermarket.chef.io'
cookbook 'chef-client'

cookbook 'apache2', '~> 5.0.1'
cookbook 'opsworks-audit', path: 'cookbooks/opsworks-audit', '~> 1.0.0' #
optional

cookbook 'ssh-hardening'

2. Run the following commands to download the ssh-hardening cookbook to your local
cookbooks folder, and then upload it to your AWS OpsWorks for Chef Automate server.

berks vendor cookbooks
knife upload .

3. Add the ssh-hardening recipe to your node run list as described in Steps 1 and 6 of To
install and set up the opsworks-audit cookbook.

If you update the opsworks-example-role.rb file, upload your changes to your server by
running the following command.

knife upload .
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If you update the run list directly, upload changes by running the following command. The
node name is typically the instance ID.

knife node run_list add <node name> 'recipe[ssh-hardening]'

4. Because you are using the chef-client cookbook, your node checks in at regular intervals
(by default, every 30 minutes). On the next check-in, the ssh-hardening cookbook runs, and
helps improve node security to meet the DevSec SSH Baseline profile's rules.

5. After the initial run of the ssh-hardening cookbook, wait 30 minutes for a Compliance scan
to run again. View the results in the Chef Automate dashboard. The noncompliant results that
occurred in the initial run of the DevSec SSH Baseline scan should be resolved.

Updates to Compliance

On an AWS OpsWorks for Chef Automate server, compliance functionality is updated automatically
by your scheduled system maintenance. As updated releases of Chef Automate, Chef Infra Server,
and Chef InSpec become available for your AWS OpsWorks for Chef Automate server, you might
need to check and update the supported versions of the Audit cookbook and Chef InSpec gem that
are running on your server. Profiles that you have already installed on your AWS OpsWorks for Chef
Automate server are not updated as part of maintenance.

Community and Custom Compliance Profiles

Chef currently includes over 100 compliance scan profiles. You can add community and custom
profiles to the list, and then download and run compliance scans based on those profiles, just as
you would for included profiles. Community-based compliance profiles are available from the
Chef Supermarket. Custom profiles are Ruby-based programs that include a folder of controls that
specify your scan rules.

See Also

Chef Compliance announcement blog post

Chef Automate Compliance online training

Chef InSpec website
Chef InSpec Tutorials
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Disassociate a Node from an AWS OpsWorks for Chef Automate
Server

/A Important

AWS OpsWorks for Chef Automate is no longer accepting new customers. Existing
customers will be unaffected until May 5, 2024 at which time the service will become
unavailable. We recommend that existing customers migrate to Chef SaaS or an alternative
solution. For more information, see AWS OpsWorks for Chef Automate End of Life FAQs.

This section describes how to disassociate, or remove, a managed node from management by

an AWS OpsWorks for Chef Automate server. This operation is performed on the command line;
you cannot disassociate nodes in the AWS OpsWorks for Chef Automate management console.
Currently, the AWS OpsWorks for Chef Automate API does not allow for batch removal of multiple
nodes. The command in this section disassociates one node at a time.

We recommend that you disassociate nodes from a Chef server before you delete the server, so
that the nodes continue to operate without trying to reconnect with the server. To do this, run the
disassociate-node AWS CLI command.

To disassociate nodes

1. In the AWS CLI, run the following command to disassociate nodes. Node_name is the name
of the node that you want to disassociate; for Amazon EC2 instances, this is the instance ID.
Server_name is the name of the Chef server from which you want to disassociate the node.
--engine-attributes specifies your default CHEF_AUTOMATE_ORGANIZATION name. All
three of these parameters are required.

The --region parameter is not required unless you want to disassociate a node from a Chef
server that is not in your default region.

aws opsworks-cm --region Region_name disassociate-node --node-
name Node_name --server-name Server_name --engine-attributes
"Name=CHEF_AUTOMATE_ORGANIZATION,Value="'default""

The following command is an example.
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aws opsworks-cm --region us-west-2 disassociate-node --node-name
1-0010zzz00d66zzz90 --server-name opsworkstest --engine-attributes
"Name=CHEF_AUTOMATE_ORGANIZATION,Value="'default"'"

2. Wait until a response message indicates that the disassociation is finished.

After you successfully disassociate a node from an AWS OpsWorks for Chef Automate server,
it might still be visible in the Chef Automate dashboard. By default, Chef enforces a retention
period for node state information, and purges the node automatically after a few days.

For more information about how to delete an AWS OpsWorks for Chef Automate server, see Delete
an AWS OpsWorks for Chef Automate Server.

Related Topics

The following AWS blog posts offer more information about automatically associating nodes with
your Chef Automate server, by using Auto Scaling groups, or within multiple accounts.

» Using AWS OpsWorks for Chef Automate to Manage EC2 Instances with Auto Scaling

» OpsWorks for Chef Automate — Automatically Bootstrapping Nodes in Different Accounts

Delete an AWS OpsWorks for Chef Automate Server

/A Important

AWS OpsWorks for Chef Automate is no longer accepting new customers. Existing
customers will be unaffected until May 5, 2024 at which time the service will become
unavailable. We recommend that existing customers migrate to Chef SaaS or an alternative
solution. For more information, see AWS OpsWorks for Chef Automate End of Life FAQs.

This section describes how to delete an AWS OpsWorks for Chef Automate server. Deleting a
server also deletes its events, logs, and any cookbooks that were stored on the server. Supporting
resources (Amazon Elastic Compute Cloud instance, Amazon Elastic Block Store volume, etc.) are
deleted also, along with all automated backups.
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Although deleting a server does not delete nodes, they are no longer managed by the deleted
server, and will continuously attempt to reconnect. For this reason, we recommend disassociating
managed nodes before you delete a Chef server. In this release, you can disassociate nodes by
running an AWS CLI command.

Step 1: Disassociate Managed Nodes

Disassociate nodes from the Chef server before you delete the server, so that the nodes continue to
operate without trying to reconnect with the server. To do this, run the disassociate-node AWS
CLI command.

To disassociate nodes

1. In the AWS CLI, run the following command to disassociate nodes. Server_name is the name
of the Chef server from which you want to disassociate the node.

aws opsworks-cm --region Region_name disassociate-node --node-name Node_name --
server-name Server_name

2. Wait until a response message indicates that the disassociation is finished.

Step 2: Delete the Server

1. On the server's tile on the dashboard, expand the Actions menu.
2. Choose Delete server.

3.  When you are prompted to confirm the deletion, choose Yes.

Reset Chef Automate Dashboard Credentials

/A Important

AWS OpsWorks for Chef Automate is no longer accepting new customers. Existing
customers will be unaffected until May 5, 2024 at which time the service will become
unavailable. We recommend that existing customers migrate to Chef SaaS or an alternative
solution. For more information, see AWS OpsWorks for Chef Automate End of Life FAQs.
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Periodically, you might want to change the password with which you sign in to the Chef Automate
dashboard. You can also use the Amazon EC2 Systems Manager AWS CLI commands shown in

this section to change the Chef Automate dashboard password if you have lost it. The command
you use depends on whether your Chef Automate server is running version 1 or version 2 of Chef

Automate.

1.

To return the instance ID of your Chef server, open the AWS Management Console to the
following page.

https://console.aws.amazon.com/ec2/v2/home?
region=region_of_your_server#lnstances:search=aws-opsworks-cm-server_name

For example, for a Chef server named MyChefServer in the US West (Oregon) Region, the
console URL would be the following.

https://console.aws.amazon.com/ec2/v2/home?region=us-west-2#Instances:search=aws-
opsworks-cm-MyChefServer

Make a note of the instance ID that is displayed in the console; you will need it to change your
password.

To reset the Chef Automate dashboard sign-in password, run one of the following AWS CLI
commands, depending on whether your server is running Chef Automate 1 or Chef Automate
2. Replace enterprise_name with your enterprise or organization name, user_name with
the user name of an administrator on the server, new_password with the password you want
to use, andregion_name with the region in which your server is located. If you do not specify
an enterprise name, the enterprise name will be default. By default, enterprise_name is
default (this is the name of the organization that is always provisioned). For user_name,
AWS OpsWorks for Chef Automate only creates a user named admin. Make a note of the new
password, and store it in a safe but convenient location.

For Chef Automate 1:

aws ssm send-command --document-name "AWS-RunShellScript" --comment "reset admin
password" --instance-ids "instance_id"

--parameters commands="sudo delivery-ctl reset-

password enterprise_name user_name new_password" --region region_name --output text

For Chef Automate 2:
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aws ssm send-command --document-name "AWS-RunShellScript" --comment "reset admin
password" --instance-ids "instance_id"

--parameters commands="sudo chef-automate iam admin-access restore new_password" --

region region_name --output text

3. Wait for output text (in this case, the command ID) to show that the password change is
finished.

Logging AWS OpsWorks for Chef Automate API Calls with AWS
CloudTrail

/A Important

AWS OpsWorks for Chef Automate is no longer accepting new customers. Existing
customers will be unaffected until May 5, 2024 at which time the service will become
unavailable. We recommend that existing customers migrate to Chef SaaS or an alternative
solution. For more information, see AWS OpsWorks for Chef Automate End of Life FAQs.

AWS OpsWorks for Chef Automate is integrated with AWS CloudTrail, a service that provides a
record of actions taken by an IAM identity, or an AWS service in AWS OpsWorks for Chef Automate.
CloudTrail captures all API calls for AWS OpsWorks for Chef Automate as events, including calls
from the AWS OpsWorks for Chef Automate console and from code calls to the AWS OpsWorks

for Chef Automate APIs. If you create a trail, you can enable continuous delivery of CloudTrail
events to an Amazon S3 bucket, including events for AWS OpsWorks for Chef Automate. If you
don't configure a trail, you can still view the most recent events in the CloudTrail console in Event
history. Using the information collected by CloudTrail, you can determine the request that was
made to AWS OpsWorks for Chef Automate, the IP address from which the request was made, who
made the request, when it was made, and additional details.

To learn more about CloudTrail, see the AWS CloudTrail User Guide.

AWS OpsWorks for Chef Automate Information in CloudTrail

CloudTrail is enabled on your AWS account when you create the account. When activity occurs in
AWS OpsWorks for Chef Automate, that activity is recorded in a CloudTrail event along with other
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AWS service events in Event history. You can view, search, and download recent events in your
AWS account. For more information, see Viewing Events with CloudTrail Event History.

For an ongoing record of events in your AWS account, including events for AWS OpsWorks for Chef
Automate, create a trail. A trail enables CloudTrail to deliver log files to an Amazon S3 bucket. By
default, when you create a trail in the console, the trail applies to all regions. The trail logs events
from all regions in the AWS partition and delivers the log files to the Amazon S3 bucket that you
specify. Additionally, you can configure other AWS services to further analyze and act upon the
event data collected in CloudTrail logs. For more information, see:

» Overview for Creating a Trail

o CloudTrail Supported Services and Integrations

» Configuring Amazon SNS Notifications for CloudTrail

» Receiving CloudTrail Log Files from Multiple Regions and Receiving CloudTrail Log Files from
Multiple Accounts

All AWS OpsWorks for Chef Automate actions are logged by CloudTrail and are documented in
the AWS OpsWorks for Chef Automate API Reference. For example, calls to the CreateServer,
CreateBackup, and DescribeServers actions generate entries in the CloudTrail log files.

Every event or log entry contains information about who generated the request. The identity
information helps you determine the following:

« Whether the request was made with root or IAM user credentials.
» Whether the request was made with temporary security credentials for a role or federated user.

o Whether the request was made by another AWS service.

For more information, see the CloudTrail userldentity Element.

Understanding AWS OpsWorks for Chef Automate Log File Entries

A trail is a configuration that enables delivery of events as log files to an Amazon S3 bucket that
you specify. CloudTrail log files contain one or more log entries. An event represents a single
request from any source and includes information about the requested action, the date and time of
the action, request parameters, and so on. CloudTrail log files are not an ordered stack trace of the
public API calls, so they do not appear in any specific order.
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The following example shows a CloudTrail log entry for the AWS OpsWorks for Chef Automate
CreateServer action.

{"eventVersion":"1.05",
"userIdentity":{
"type":"AssumedRole",
"principalId":"ID number:0OpsWorksCMUser",
"arn":"arn:aws:sts::831000000000:assumed-role/Admin/OpsWorksCMUser",
"accountId":"831000000000", "accessKeyId":"ID number",
"sessionContext":{
"attributes":{
"mfaAuthenticated":"false",
"creationDate":"2017-01-05T22:03:47Z"
b
"sessionIssuer":{
"type":"Role",
"principalId":"ID number",
"arn":"arn:aws:iam: :831000000000:role/Admin",
"accountId":"831000000000",
"userName":"Admin"

}

},
"eventTime":"2017-01-05T22:18:237",
"eventSource":"opsworks-cm.amazonaws.com",
"eventName":"CreateServer",
"awsRegion":"us-west-2",
"sourceIPAddress":"101.25.190.51",
"userAgent":"console.amazonaws.com",
"requestParameters":{
"serverName" :"OpsChef-test-server",
"engineModel":"Single",
"engine":"Chef",
"instanceProfileArn":"arn:aws:iam: :831000000000:instance-profile/aws-opsworks-cm-
ec2-role",
"backupRetentionCount":3,"serviceRoleArn":"arn:aws:iam: :831000000000:r0le/service-
role/aws-opsworks-cm-service-role",
"engineVersion":"12",
"preferredMaintenanceWindow":"Fri:21:00",
"instanceType":"t2.medium",
"subnetIds":["subnet-1el111f11"],
"preferredBackupWindow":"Wed:08:00"

}
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"responseElements": {

"server":{
"endpoint":"OpsChef-test-server-thohsgreckcnwgz3.us-west-2.opsworks-cm.io",
"createdAt":"Jan 5, 2017 10:18:22 PM",

"serviceRoleArn":"arn:aws:iam: :831000000000:role/service-role/aws-opsworks-cm-
service-role",
"preferredBackupWindow":"Wed:08:00",
"status":"CREATING",
"subnetIds":["subnet-1el111f11"],
"engine":"Chef",
"instanceType":"t2.medium",
"serverName" :"OpsChef-test-server",
"serverArn":"arn:aws:opsworks-cm:us-west-2:831000000000:server/OpsChef-test-
server/8epp7f6z-e91f-42z10-892z5-8c6219cdb@of",
"engineModel":"Single",
"backupRetentionCount":3,
"engineAttributes": [
{"name" :"CHEF_STARTER_KIT", "value":"*** Redacted ***"},
{"name" :"CHEF_PIVOTAL_KEY", "value":"*** Redacted ***"},
{"name" :"CHEF_DELIVERY_ADMIN_PASSWORD", "value":"*** Redacted ***"}],
"engineVersion":"12.11.1",
"instanceProfileArn":"arn:aws:iam: :831000000000:instance-profile/aws-opsworks-
cm-ec2-role",
"preferredMaintenanceWindow":"Fri:21:00"
}
I
"requestID":"de7f64f9-d394-12ug-8081-7bb0386fbch6",
"eventID":"8r7b18df-6c90-47be-87cf-e8346428cfc3",
"eventType":"AwsApiCall",
"recipientAccountId":"831000000000"

}

Troubleshooting AWS OpsWorks for Chef Automate

/A Important

AWS OpsWorks for Chef Automate is no longer accepting new customers. Existing
customers will be unaffected until May 5, 2024 at which time the service will become
unavailable. We recommend that existing customers migrate to Chef SaaS or an alternative
solution. For more information, see AWS OpsWorks for Chef Automate End of Life FAQs.
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This topic contains some common AWS OpsWorks for Chef Automate issues, and suggested
solutions for those issues.

Topics

» General troubleshooting tips

» Troubleshooting specific errors

« Additional help and support

General troubleshooting tips

If you are unable to create or work with a Chef server, you can view error messages or logs to help
you troubleshoot the issue. The following tasks describe general places to start when you are
troubleshooting a Chef server issue. For information about specific errors and solutions, see the
Troubleshooting specific errors section of this topic.

» Use the AWS OpsWorks for Chef Automate console to view error messages if a Chef server
fails to start. On the Chef server detail page, error messages related to launching and running
the server are shown at the top of the page. Errors can come from AWS OpsWorks for Chef
Automate, AWS CloudFormation, or Amazon EC2, services that are used to create a Chef server.
On the detail page, you can also view events that occur on a running server, which can contain
failure event messages.

« To help resolve EC2 issues, connect to your server's instance by using SSH, and view logs. EC2
instance logs are stored in the /var/log/aws/opsworks-cm directory. These logs capture
command outputs while AWS OpsWorks for Chef Automate launches a Chef server.

Troubleshooting specific errors

Topics

e Server is in a Connection lost state

« Managed node shows up in the Chef Automate dashboard in the Missing column

« Cannot create a Chef vault; knife vault command fails with errors

« Server creation fails with "requested configuration is currently not supported" message

» Chef server doesn't recognize organization names added in the Chef Automate dashboard

« Unable to create the server's Amazon EC2 instance

General troubleshooting tips API Version 2013-02-18 209



AWS OpsWorks User Guide

Service role error prevents server creation

Elastic IP address limit exceeded

Cannot sign into the Chef Automate dashboard

Unattended node association fails

System maintenance fails

Server is in a Connection lost state

Problem: A server's status shows as Connection lost.

Cause: This most commonly occurs when an entity outside of AWS OpsWorks makes changes to

an AWS OpsWorks for Chef Automate server or its supporting resources. AWS OpsWorks cannot

connect to Chef Automate servers in Connection lost states to handle maintenance tasks such
as creating backups, applying operating system patches, or updating Chef Automate. As a result,
your server might be missing important updates, susceptible to security issues, or otherwise not
operating as expected.

Solution: Try the following steps to restore the server's connection.

1.

2.

Be sure that your service role has all required permissions.

a. On the Settings page for your server, in Network and security, choose the link for the
service role that the server is using. This opens the service role for viewing in the IAM
console.

b. On the Permissions tab, verify that AWSOpsWorksCMServiceRole is in the Permissions
policies list. If it isn't listed, add the AWSOpsWorksCMServiceRole managed policy
manually to the role.

c. Onthe Trust relationships tab, verify that the service role has a trust policy that trusts
the opsworks-cm.amazonaws . com service to assume roles on your behalf. For more
information about how to use trust policies with roles, see Modifying a role (console), or
the AWS Security Blog post, How to use trust policies with IAM roles.

Be sure that your instance profile has all required permissions.

a. On the Settings page for your server, in Network and security, choose the link for the
instance profile that the server is using. This opens the instance profile for viewing in the
IAM console.
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b. On the Permissions tab, verify that AmazonEC2RoleforSSM and
AWSOpsWorksCMInstanceProfileRole are both in the Permissions policies list. If one
or both aren't listed, add these managed policies manually to the role.

c. On the Trust relationships tab, verify that the service role has a trust policy that trusts
the ec2.amazonaws. com service to assume roles on your behalf. For more information
about how to use trust policies with roles, see Modifying a role (console), or the AWS

Security Blog post, How to use trust policies with IAM roles.

3. Inthe Amazon EC2 console, be sure that you are in the same region as the region of the AWS
OpsWorks for Chef Automate server, and then restart the EC2 instance that your server is
using.

a. Choose the EC2 instance that is named aws-opsworks-cm-instance-server-name.
b. On the Instance state menu, choose Reboot instance.
c. Allow up to 15 minutes for your server to restart and be fully online.

4. Inthe AWS OpsWorks for Chef Automate console, on the server details page, verify that the
server status is now healthy.

If the server status is still Connection lost after performing the preceding steps, try one of the
following.

» Replace the server by creating a new one and deleting the original. If data on the current server

is important to you, restore the server from a recent backup, and verify the data is up to date

before deleting the original, unresponsive server.

o Contact AWS support.

Managed node shows up in the Chef Automate dashboard in the Missing column
Problem: A managed node is showing up in the Chef Automate dashboard's Missing column.

Cause: When a node doesn't connect to the Chef Automate server for more than 12 hours, and
chef-client cannot run on the node, the node changes from the state it was in before the 12-
hour period, and moves to the Missing column of the Chef Automate dashboard.

Solution: Verify that the node is online. Try running knife node show node_name --run-
list to see whether chef-client is able to run on the node, or knife node show -1
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node_name to display all information about the node. The node might be offline or disconnected
from the network.

Cannot create a Chef vault; knife vault command fails with errors

Problem: You are trying to create a vault on your Chef Automate server (such as a vault for storing
credentials for domain-joining Windows-based nodes) by running the knife vault command.
The command returns an error message similar to the following.

WARN: Auto inflation of JSON data is deprecated. Please pass in the class to inflate or
use #edit_hash (CHEF-1)

at /opt/chefdk/embedded/lib/ruby/2.3.0/forwardable.rb:189:in ‘“edit_data'.Please see
https://docs.chef.io/deprecations_json_auto_inflate.html

for further details and information on how to correct this problem.

WARNING: pivotal not found in users, trying clients.

ERROR: ChefVault::Exceptions::AdminNotFound: FATAL: Could not find pivotal in users or
clients!

The pivotal user is not returned when you run knife user list remotely, but you can see the
pivotal user in results when you run the chef-server-ctl user-show command locally on your
Chef Automate server. In other words, your knife vault command cannot find the pivotal user,
but you know it exists.

Cause: Though the pivotal user is considered the superuser in Chef, and has full permissions, it
is not a member of any organization, including the default organization that is used in AWS
OpsWorks for Chef Automate. The command knife user list returns all the users that are
in the current organization in your Chef configuration. The chef-server-ctl user-show
command returns all users regardless of organization, including the pivotal user.

Solution: To fix the problem, add the pivotal user to the default organization by running knife
opc.

First, you'll need to install the knife-opc plugin.

chef gem install knife-opc

After you install the plugin, run the following command to add the pivotal user to the default
organization.

knife opc org user add default pivotal
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You can verify that the pivotal user is part of the default organization by running knife user
list again. pivotal should be listed in the results. Then, try running knife vault again.

Server creation fails with "requested configuration is currently not supported"
message

Problem: You are trying to create a Chef Automate server, but server creation fails with an error
message that is similar to "The requested configuration is currently not supported. Please check
the documentation for supported configurations.”

Cause: An unsupported instance type might have been specified for the Chef Automate server. If
you choose to create the Chef Automate server in a VPC that has a non-default tenancy, such as
one for dedicated instances, all instances inside the specified VPC must also be of dedicated or host

tenancy. Because some instance types, such as t2, are available only with default tenancy, the Chef
Automate server instance type might not be supportable by the specified VPC, and server creation
fails.

Solution: If you choose a VPC that has a non-default tenancy, use an m4 instance type, which can
support dedicated tenancy.

Chef server doesn't recognize organization names added in the Chef Automate
dashboard

Problem: You've added new Workflow organization names in the Chef Automate dashboard, or
specified a CHEF_AUTOMATE_ORGANIZATION value other than "default" in the unattended
node association script, but node association fails. Your AWS OpsWorks for Chef Automate server

does not recognize the new organization names.

Cause: Workflow organization names and Chef server organization names are not the same. You
can create new Workflow organizations in the web-based Chef Automate dashboard, but not

Chef server organization names. You can use the Chef Automate dashboard only to view existing
Chef server organizations. A new organization that you create in the Chef Automate dashboard

is a Workflow organization, and is not recognized by the Chef server. You cannot create new
organization names by specifying them in the node association script. Referring to an organization
name in a node association script when the organization has not first been added to the Chef
server will cause node association to fail.

Solution: To create new organizations that are recognized on the Chef server, use the knife opc
org create command, or run chef-server-ctl org-create.
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Unable to create the server's Amazon EC2 instance

Problem: Server creation failed with an error message similar to the following: "The following
resource(s) failed to create: [EC2Instance]. Failed to receive 1 resource signal(s) within the specified
duration."

Cause: This is most likely because the EC2 instance doesn’t have network access.

Solution: Ensure the instance has outbound Internet access, and the AWS service agent is able to
issue commands. Be sure that your VPC (a VPC with a single public subnet) has DNS resolution
enabled, and that your subnet has the Auto-assign Public IP setting enabled.

Service role error prevents server creation

Problem: Server creation fails with an error message that states, "Not authorized to perform
sts:AssumeRole."

Cause: This can occur when the service role you are using lacks adequate permissions to create a
new server.

Solution: Open the AWS OpsWorks for Chef Automate console; use the console to generate a new
service role and an instance profile role. If you would prefer to use your own service role, attach
the AWSOpsWorksCMServiceRole policy to the role. Verify that opsworks-cm.amazonaws.com is
listed among services in the role's Trust relationships. Verify that the service role that is associated
with the Chef server has the AWSOpsWorksCMServiceRole managed policy attached.

Elastic IP address limit exceeded

Problem: Server creation fails with an error message that states, "The following resource(s) failed
to create: [EIP, EC2Instance]. Resource creation cancelled, the maximum number of addresses has
been reached."

Cause: This occurs when your account has used the maximum number of Elastic IP (EIP) addresses.
The default EIP address limit is five.

Solution: You can either release existing EIP addresses or delete ones that your account is not
actively using, or you can contact AWS Customer Support to increase the limit of EIP addresses that
is associated with your account.
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Cannot sign into the Chef Automate dashboard

Problem: The Chef Automate dashboard shows an error similar to the following: "Cross-Origin
Request Blocked: The Same Origin Policy disallows reading the remote resource at https://
myserver-name.region.opsworks-cm.io/api/v0/e/default/verify-token. (Reason: CORS header
'Access-Control-Allow-Origin' missing)". The error can also be similar to "The User Id / Password
combination entered is incorrect."

Cause: The Chef Automate dashboard explicity sets the FQDN, and does not accept relative URLs.
At this time, you cannot sign in by using the Chef server's IP address; you can only sign in by using
the DNS name of the server.

Solution: Sign in to the Chef Automate dashboard only by using the Chef server's DNS name entry,
not its IP address. You can also try resetting the Chef Automate dashboard credentials by running
an AWS CLI command, as described in Reset Chef Automate Dashboard Credentials.

Unattended node association fails

Problem: Unattended, or automatic, association of new Amazon EC2 nodes is failing. Nodes that
should have been added to the Chef server are not showing up in the Chef Automate dashboard,
and are not listed in results of the knife client showor knife node show commands.

Cause: This can occur when you do not have an IAM role set up as an instance profile that permits
opsworks-cm API calls to communicate with new EC2 instances.

Solution: Attach a policy to your EC2 instance profile that allows the AssociateNode and
DescribeNodeAssociationStatus API calls to work with EC2, as described in Add nodes
automatically in AWS OpsWorks for Chef Automate.

System maintenance fails

AWS OpsWorks CM performs weekly system maintenance to ensure that the latest minor versions
of Chef Server and Chef Automate Server, including security updates, are always running on

an AWS OpsWorks for Chef Automate server. If, for any reason, system maintenance fails, AWS
OpsWorks CM notifies you of the failure. For more information about system maintenance, see
System Maintenance in AWS OpsWorks for Chef Automate.

This section describes possible reasons for failure and suggests solutions.

Topics

 Service role or instance profile error prevents system maintenance
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Service role or instance profile error prevents system maintenance

Problem: System maintenance fails with an error message that states, "Not authorized to perform
sts:AssumeRole", or a similar error message about permissions.

Cause: This can occur when either the service role or instance profile you are using lacks adequate
permissions to perform system maintenance on the server.

Solution: Be sure that your service role and instance profile have all required permissions.
1. Be sure that your service role has all required permissions.

a. On the Settings page for your server, in Network and security, choose the link for the
service role that the server is using. This opens the service role for viewing in the IAM
console.

b. On the Permissions tab, verify that AWSOpsWorksCMServiceRole is attached to the
service role. If AWSOpsWorksCMServiceRole is not listed, add this policy to the role.

c. Verify that opsworks-cm.amazonaws.com is listed among services in the role's Trust
relationships. For more information about how to use trust policies with roles, see
Modifying a role (console), or the AWS Security Blog post, How to use trust policies with
IAM roles.

2. Be sure that your instance profile has all required permissions.

a. On the Settings page for your server, in Network and security, choose the link for the
instance profile that the server is using. This opens the instance profile for viewing in the
IAM console.

b. On the Permissions tab, verify that AmazonEC2RoleforSSM and
AWSOpsWorksCMInstanceProfileRole are both in the Permissions policies list. If one
or both aren't listed, add these managed policies manually to the role.

c. On the Trust relationships tab, verify that the service role has a trust policy that trusts
the ec2.amazonaws. com service to assume roles on your behalf. For more information
about how to use trust policies with roles, see Modifying a role (console), or the AWS

Security Blog post, How to use trust policies with IAM roles.

Additional help and support

If you do not see your specific problem described in this topic, or you have tried the suggestions in
this topic and are still having problems, visit the AWS OpsWorks forums.
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You can also visit the AWS Support Center. The AWS Support Center is the hub for creating
and managing AWS Support cases. The AWS Support Center also includes links to other helpful
resources, such as forums, technical FAQs, service health status, and AWS Trusted Advisor.
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Security in AWS OpsWorks Configuration Management
(CM)

Cloud security at AWS is the highest priority. As an AWS customer, you benefit from a data center
and network architecture that is built to meet the requirements of the most security-sensitive
organizations.

Security is a shared responsibility between AWS and you. The shared responsibility model describes
this as security of the cloud and security in the cloud:

« Security of the cloud — AWS is responsible for protecting the infrastructure that runs AWS
services in the AWS Cloud. AWS also provides you with services that you can use securely. Third-
party auditors regularly test and verify the effectiveness of our security as part of the AWS
compliance programs. To learn about the compliance programs that apply to AWS OpsWorks CM,
see AWS Services in Scope by Compliance Program.

 Security in the cloud - Your responsibility is determined by the AWS service that you use. You
are also responsible for other factors including the sensitivity of your data, your company'’s
requirements, and applicable laws and regulations.

This documentation helps you understand how to apply the shared responsibility model when
using AWS OpsWorks CM. The following topics show you how to configure AWS OpsWorks CM to
meet your security and compliance objectives. You also learn how to use other AWS services that
help you to monitor and secure your AWS OpsWorks CM resources.

Topics
» Data Protection in AWS OpsWorks CM

« Data Encryption

« Identity and Access Management for AWS OpsWorks CM

 Internetwork Traffic Privacy

» Logging and Monitoring in AWS OpsWorks CM
« Compliance Validation for AWS OpsWorks CM
» Resilience in AWS OpsWorks CM

o Infrastructure Security in AWS OpsWorks CM

» Configuration and Vulnerability Analysis in AWS OpsWorks CM
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» Security Best Practices for AWS OpsWorks CM

Data Protection in AWS OpsWorks CM

The AWS shared responsibility model applies to data protection in AWS OpsWorks Configuration
Management. As described in this model, AWS is responsible for protecting the global
infrastructure that runs all of the AWS Cloud. You are responsible for maintaining control over your

content that is hosted on this infrastructure. You are also responsible for the security configuration
and management tasks for the AWS services that you use. For more information about data
privacy, see the Data Privacy FAQ. For information about data protection in Europe, see the AWS
Shared Responsibility Model and GDPR blog post on the AWS Security Blog.

For data protection purposes, we recommend that you protect AWS account credentials and set
up individual users with AWS IAM Identity Center or AWS Identity and Access Management (IAM).
That way, each user is given only the permissions necessary to fulfill their job duties. We also
recommend that you secure your data in the following ways:

« Use multi-factor authentication (MFA) with each account.

o Use SSL/TLS to communicate with AWS resources. We require TLS 1.2 and recommend TLS 1.3.
« Set up APl and user activity logging with AWS CloudTrail.

« Use AWS encryption solutions, along with all default security controls within AWS services.

» Use advanced managed security services such as Amazon Macie, which assists in discovering and
securing sensitive data that is stored in Amazon S3.

« If you require FIPS 140-2 validated cryptographic modules when accessing AWS through a
command line interface or an API, use a FIPS endpoint. For more information about the available
FIPS endpoints, see Federal Information Processing Standard (FIPS) 140-2.

We strongly recommend that you never put confidential or sensitive information, such as your
customers' email addresses, into tags or free-form text fields such as a Name field. This includes
when you work with OpsWorks CM or other AWS services using the console, API, AWS CLI, or AWS
SDKs. Any data that you enter into tags or free-form text fields used for names may be used for
billing or diagnostic logs. If you provide a URL to an external server, we strongly recommend that
you do not include credentials information in the URL to validate your request to that server.

The names of OpsWorks CM servers are not encrypted.
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OpsWorks CM collects the following customer data in the course of creating and maintaining your
AWS OpsWorks for Chef Automate and AWS OpsWorks for Puppet Enterprise servers.

» For OpsWorks for Puppet Enterprise, we collect private keys that Puppet Enterprise uses to
enable communication between your Puppet master and managed nodes.

« For AWS OpsWorks for Chef Automate, we collect private keys for certificates that you attach
to the service if you are using a custom domain. The private key that you provide when you are
creating a Chef Automate server with a custom domain is passed through to your server.

OpsWorks CM servers store your configuration code, such as Chef cookbooks or Puppet Enterprise
modules. Though this code is stored in server backups, AWS does not have access to it. This content
is encrypted, and only administrators in your AWS account can access it. We recommend that you
secure your Chef or Puppet configuration code using recommended protocols for your source
repositories. For example, you can restrict permissions to repositories in AWS CodeCommit, or

follow guidelines on the GitHub website for securing GitHub repositories.

OpsWorks CM does not use customer-provided content to maintain the service, or keep customer
logs. Logs about your OpsWorks CM servers are stored in your account, in Amazon S3 buckets. IP
addresses of users who connect to your OpsWorks CM servers are logged by AWS.

Integration with AWS Secrets Manager

Starting May 3, 2021, when you create a new server in OpsWorks CM, OpsWorks CM stores secrets
for the server in AWS Secrets Manager. For new servers, the following attributes are stored as
secrets in Secrets Manager.
e Chef Automate server

o HTTPS private key (only servers that do not use a custom domain)

o Chef Automate administrative password (CHEF_AUTOMATE_ADMIN_PASSWORD)
o Puppet Enterprise master

o HTTPS private key (only servers that do not use a custom domain)

o Puppet administrative password (PUPPET_ADMIN_PASSWORD)

o Puppet r10k remote (PUPPET_R10K_REMOTE)
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For existing servers that do not use a custom domain, the only secret stored in Secrets Manager,
for both Chef Automate and Puppet Enterprise servers, is the HTTPS private key, because this is
generated during automatic, weekly system maintenance.

OpsWorks CM stores secrets in Secrets Manager automatically, and this behavior is not user-
configurable.

Data Encryption

AWS OpsWorks CM encrypts server backups and communication between authorized AWS users
and their AWS OpsWorks CM servers. However, the root Amazon EBS volumes of AWS OpsWorks
CM servers are not encrypted.

Encryption at Rest

AWS OpsWorks CM server backups are encrypted. However, the root Amazon EBS volumes of AWS
OpsWorks CM servers are not encrypted. This is not user-configurable.

Encryption in Transit

AWS OpsWorks CM uses HTTP with TLS encryption. AWS OpsWorks CM defaults to self-signed
certificates to provision and manage servers, if no signed certificate is provided by users. We
recommend that you use a certificate signed by a certificate authority (CA).

Key Management

AWS Key Management Service customer managed keys and AWS managed keys are not currently
supported by AWS OpsWorks CM.

Identity and Access Management for AWS OpsWorks CM

AWS Identity and Access Management (IAM) is an AWS service that helps an administrator securely
control access to AWS resources. IAM administrators control who can be authenticated (signed in)
and authorized (have permissions) to use OpsWorks CM resources. IAM is an AWS service that you
can use with no additional charge.

Topics
e Audience

« Authenticating With Identities
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« Managing Access Using Policies

 How AWS OpsWorks CM Works with IAM

o AWS OpsWorks CM Identity-Based Policy Examples

« Troubleshooting AWS OpsWorks CM Identity and Access

« AWS managed policies for AWS OpsWorks Configuration Management

» Cross-service confused deputy prevention in AWS OpsWorks CM

Audience

How you use AWS lIdentity and Access Management (IAM) differs, depending on the work that you
do in OpsWorks CM.

Service user - If you use the OpsWorks CM service to do your job, then your administrator provides
you with the credentials and permissions that you need. As you use more OpsWorks CM features to
do your work, you might need additional permissions. Understanding how access is managed can
help you request the right permissions from your administrator. If you cannot access a feature in
OpsWorks CM, see Troubleshooting AWS OpsWorks CM Identity and Access.

Service administrator - If you're in charge of OpsWorks CM resources at your company, you
probably have full access to OpsWorks CM. It's your job to determine which OpsWorks CM features
and resources your service users should access. You must then submit requests to your IAM
administrator to change the permissions of your service users. Review the information on this page
to understand the basic concepts of IAM. To learn more about how your company can use IAM with
OpsWorks CM, see How AWS OpsWorks CM Works with IAM.

IAM administrator - If you're an IAM administrator, you might want to learn details about how
you can write policies to manage access to OpsWorks CM. To view example OpsWorks CM identity-
based policies that you can use in IAM, see AWS OpsWorks CM Identity-Based Policy Examples.

Authenticating With Identities

Authentication is how you sign in to AWS using your identity credentials. You must be
authenticated (signed in to AWS) as the AWS account root user, as an IAM user, or by assuming an
IAM role.

You can sign in to AWS as a federated identity by using credentials provided through an identity
source. AWS IAM Identity Center (IAM Identity Center) users, your company's single sign-on
authentication, and your Google or Facebook credentials are examples of federated identities.
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When you sign in as a federated identity, your administrator previously set up identity federation
using IAM roles. When you access AWS by using federation, you are indirectly assuming a role.

Depending on the type of user you are, you can sign in to the AWS Management Console or the
AWS access portal. For more information about signing in to AWS, see How to sign in to your AWS

account in the AWS Sign-In User Guide.

If you access AWS programmatically, AWS provides a software development kit (SDK) and a
command line interface (CLI) to cryptographically sign your requests by using your credentials. If
you don't use AWS tools, you must sign requests yourself. For more information about using the
recommended method to sign requests yourself, see Signing AWS API requests in the IAM User
Guide.

Regardless of the authentication method that you use, you might be required to provide additional
security information. For example, AWS recommends that you use multi-factor authentication
(MFA) to increase the security of your account. To learn more, see Multi-factor authentication in the
AWS IAM Identity Center User Guide and Using multi-factor authentication (MFA) in AWS in the IAM
User Guide.

AWS account root user

When you create an AWS account, you begin with one sign-in identity that has complete access to
all AWS services and resources in the account. This identity is called the AWS account root user and
is accessed by signing in with the email address and password that you used to create the account.
We strongly recommend that you don't use the root user for your everyday tasks. Safeguard your
root user credentials and use them to perform the tasks that only the root user can perform. For
the complete list of tasks that require you to sign in as the root user, see Tasks that require root
user credentials in the IAM User Guide.

IAM Users and Groups

An IAM user is an identity within your AWS account that has specific permissions for a single person
or application. Where possible, we recommend relying on temporary credentials instead of creating
IAM users who have long-term credentials such as passwords and access keys. However, if you have
specific use cases that require long-term credentials with IAM users, we recommend that you rotate
access keys. For more information, see Rotate access keys regularly for use cases that require long-

term credentials in the IAM User Guide.

An |AM group is an identity that specifies a collection of IAM users. You can't sign in as a group. You
can use groups to specify permissions for multiple users at a time. Groups make permissions easier
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to manage for large sets of users. For example, you could have a group named /AMAdmins and give
that group permissions to administer IAM resources.

Users are different from roles. A user is uniquely associated with one person or application, but

a role is intended to be assumable by anyone who needs it. Users have permanent long-term
credentials, but roles provide temporary credentials. To learn more, see When to create an IAM user
(instead of a role) in the IAM User Guide.

/A Warning

IAM users have long-term credentials, which presents a security risk. To help mitigate this
risk, we recommend that you provide these users with only the permissions they require to
perform the task and that you remove these users when they are no longer needed.

IAM Roles

An IAM role is an identity within your AWS account that has specific permissions. It is similar to an
IAM user, but is not associated with a specific person. You can temporarily assume an IAM role in
the AWS Management Console by switching roles. You can assume a role by calling an AWS CLI or

AWS API operation or by using a custom URL. For more information about methods for using roles,
see Using |IAM roles in the IAM User Guide.

IAM roles with temporary credentials are useful in the following situations:

» Federated user access — To assign permissions to a federated identity, you create a role
and define permissions for the role. When a federated identity authenticates, the identity
is associated with the role and is granted the permissions that are defined by the role. For
information about roles for federation, see Creating a role for a third-party Identity Provider
in the IAM User Guide. If you use IAM Identity Center, you configure a permission set. To control
what your identities can access after they authenticate, IAM Identity Center correlates the
permission set to a role in IAM. For information about permissions sets, see Permission sets in
the AWS IAM Identity Center User Guide.

o Temporary IAM user permissions — An IAM user or role can assume an IAM role to temporarily
take on different permissions for a specific task.

» Cross-account access — You can use an |IAM role to allow someone (a trusted principal) in a
different account to access resources in your account. Roles are the primary way to grant cross-
account access. However, with some AWS services, you can attach a policy directly to a resource

Authenticating With Identities API Version 2013-02-18 224


https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html

AWS OpsWorks User Guide

(instead of using a role as a proxy). To learn the difference between roles and resource-based
policies for cross-account access, see How IAM roles differ from resource-based policies in the
IAM User Guide.

» Cross-service access — Some AWS services use features in other AWS services. For example, when
you make a call in a service, it's common for that service to run applications in Amazon EC2 or
store objects in Amazon S3. A service might do this using the calling principal's permissions,
using a service role, or using a service-linked role.

» Forward access sessions (FAS) — When you use an IAM user or role to perform actions in
AWS, you are considered a principal. When you use some services, you might perform an
action that then initiates another action in a different service. FAS uses the permissions of the
principal calling an AWS service, combined with the requesting AWS service to make requests
to downstream services. FAS requests are only made when a service receives a request that
requires interactions with other AWS services or resources to complete. In this case, you must
have permissions to perform both actions. For policy details when making FAS requests, see
Forward access sessions.

» Service role — A service role is an IAM role that a service assumes to perform actions on your
behalf. An IAM administrator can create, modify, and delete a service role from within IAM. For
more information, see Creating a role to delegate permissions to an AWS service in the IAM
User Guide.

» Service-linked role - A service-linked role is a type of service role that is linked to an AWS
service. The service can assume the role to perform an action on your behalf. Service-linked
roles appear in your AWS account and are owned by the service. An IAM administrator can
view, but not edit the permissions for service-linked roles.

» Applications running on Amazon EC2 - You can use an IAM role to manage temporary
credentials for applications that are running on an EC2 instance and making AWS CLI or AWS API
requests. This is preferable to storing access keys within the EC2 instance. To assign an AWS role
to an EC2 instance and make it available to all of its applications, you create an instance profile
that is attached to the instance. An instance profile contains the role and enables programs that
are running on the EC2 instance to get temporary credentials. For more information, see Using
an IAM role to grant permissions to applications running on Amazon EC2 instances in the IAM
User Guide.

To learn whether to use IAM roles or IAM users, see When to create an IAM role (instead of a user)
in the IAM User Guide.
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Managing Access Using Policies

You control access in AWS by creating policies and attaching them to AWS identities or resources.
A policy is an object in AWS that, when associated with an identity or resource, defines their
permissions. AWS evaluates these policies when a principal (user, root user, or role session) makes
a request. Permissions in the policies determine whether the request is allowed or denied. Most
policies are stored in AWS as JSON documents. For more information about the structure and
contents of JSON policy documents, see Overview of JSON policies in the IAM User Guide.

Administrators can use AWS JSON policies to specify who has access to what. That is, which
principal can perform actions on what resources, and under what conditions.

By default, users and roles have no permissions. To grant users permission to perform actions on
the resources that they need, an IAM administrator can create IAM policies. The administrator can
then add the IAM policies to roles, and users can assume the roles.

IAM policies define permissions for an action regardless of the method that you use to perform the
operation. For example, suppose that you have a policy that allows the iam:GetRole action. A
user with that policy can get role information from the AWS Management Console, the AWS CLI, or
the AWS API.

Identity-Based Policies

Identity-based policies are JSON permissions policy documents that you can attach to an identity,
such as an IAM user, group of users, or role. These policies control what actions users and roles can
perform, on which resources, and under what conditions. To learn how to create an identity-based
policy, see Creating IAM policies in the IAM User Guide.

Identity-based policies can be further categorized as inline policies or managed policies. Inline
policies are embedded directly into a single user, group, or role. Managed policies are standalone
policies that you can attach to multiple users, groups, and roles in your AWS account. Managed
policies include AWS managed policies and customer managed policies. To learn how to choose
between a managed policy or an inline policy, see Choosing between managed policies and inline
policies in the IAM User Guide.

OpsWorks CM supports custom policies that you create in IAM and attach to users, roles, or groups.
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Resource-Based Policies

Resource-based policies are JSON policy documents that you attach to a resource. Examples of
resource-based policies are IAM role trust policies and Amazon S3 bucket policies. In services that
support resource-based policies, service administrators can use them to control access to a specific
resource. For the resource where the policy is attached, the policy defines what actions a specified
principal can perform on that resource and under what conditions. You must specify a principal

in a resource-based policy. Principals can include accounts, users, roles, federated users, or AWS
services.

Resource-based policies are inline policies that are located in that service. You can't use AWS
managed policies from IAM in a resource-based policy.

OpsWorks CM does not support resource-based policies.

Access Control Lists (ACLs)

Access control lists (ACLs) control which principals (account members, users, or roles) have
permissions to access a resource. ACLs are similar to resource-based policies, although they do not
use the JSON policy document format.

Amazon S3, AWS WAF, and Amazon VPC are examples of services that support ACLs. To learn more
about ACLs, see Access control list (ACL) overview in the Amazon Simple Storage Service Developer
Guide.

OpsWorks CM does not use ACLs.
Other Policy Types

OpsWorks CM does not support the following other policy types.

AWS supports additional, less-common policy types. These policy types can set the maximum
permissions granted to you by the more common policy types.

» Permissions boundaries — A permissions boundary is an advanced feature in which you set the
maximum permissions that an identity-based policy can grant to an IAM entity (user or role).
You can set a permissions boundary for an entity. The resulting permissions are the intersection
of entity's identity-based policies and its permissions boundaries. Resource-based policies that
specify the user or role in the Principal field are not limited by the permissions boundary. An
explicit deny in any of these policies overrides the allow. For more information about permissions
boundaries, see Permissions boundaries for IAM entities in the IAM User Guide.
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» Service control policies (SCPs) — SCPs are JSON policies that specify the maximum permissions
for an organization or organizational unit (OU) in AWS Organizations. AWS Organizations is a
service for grouping and centrally managing multiple AWS accounts that your business owns. If
you enable all features in an organization, then you can apply service control policies (SCPs) to
any or all of your accounts. The SCP limits permissions for entities in member accounts, including
each AWS account root user. For more information about Organizations and SCPs, see How SCPs
Work in the AWS Organizations User Guide.

» Session policies — Session policies are advanced policies that you pass as a parameter when you
programmatically create a temporary session for a role or federated user. The resulting session's
permissions are the intersection of the user or role's identity-based policies and the session
policies. Permissions can also come from a resource-based policy. An explicit deny in any of these
policies overrides the allow. For more information, see Session policies in the IAM User Guide.

Multiple Policy Types

When multiple types of policies apply to a request, the resulting permissions are more complicated
to understand. To learn how AWS determines whether to allow a request when multiple policy
types are involved, see Policy evaluation logic in the IAM User Guide.

How AWS OpsWorks CM Works with IAM

Before you use IAM to manage access to AWS OpsWorks CM, you should understand what IAM
features are available to use with AWS OpsWorks CM. To get a high-level view of how AWS
OpsWorks CM and other AWS services work with 1AM, see AWS services that work with IAM in the
IAM User Guide.

Topics

AWS OpsWorks CM Identity-Based Policies

AWS OpsWorks CM and Resource-Based Policies
Authorization Based on AWS OpsWorks CM Tags
AWS OpsWorks CM 1AM Roles

AWS OpsWorks CM Identity-Based Policies

With 1AM identity-based policies, you can specify allowed or denied actions and resources as well
as the conditions under which actions are allowed or denied. AWS OpsWorks CM supports specific
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actions, resources, and condition keys. To learn about all of the elements that you use in a JSON
policy, see IAM JSON policy elements reference in the IAM User Guide.

In AWS OpsWorks CM, you can attach a custom policy statement to a user, role, or group.
Actions

The Action element of an IAM identity-based policy describes the specific action or actions
that will be allowed or denied by the policy. Policy actions usually have the same name as the
associated AWS API operation. The action is used in a policy to grant permissions to perform the
associated operation.

Policy actions in AWS OpsWorks CM use the following prefix before the action: opsworks-cm:.
For example, to grant someone permission to create an AWS OpsWorks CM server by using an API
operation, you include the opsworks-cm:CreateServer action in their policy. Policy statements
must include either an Action or NotAction element. AWS OpsWorks CM defines its own set of
actions that describe tasks that you can perform with this service.

To specify multiple actions in a single statement, separate them with commas as follows:

"Action": [
"opsworks-cm:actionl",
"opsworks-cm:action2"

You can specify multiple actions using wildcards (*). For example, to specify all actions that begin
with the word Describe, include the following action:

"Action": "opsworks-cm:Describe*"

When you use wildcards to allow multiple actions in a policy statement, be careful that you are
allowing those actions only for authorized services or users.

To see a list of AWS OpsWorks CM actions, see Actions, Resources, and Condition Keys for AWS
OpsWorks in the IAM User Guide.

Resources

The Resource element specifies the object or objects to which the action applies. Statements
must include either a Resource or a NotResource element. You specify a resource using an ARN
or using the wildcard (*) to indicate that the statement applies to all resources.
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You can get the Amazon Resource Number (ARN) of an AWS OpsWorks CM server or backup by
running the DescribeServers or DescribeBackups API operations, and base resource-level policies

on those resources.

An AWS OpsWorks CM server resource has an ARN in the following format:
arn:aws:opsworks-cm:{Region}:${Account}:server/${ServerName}/${UniqueId}
An AWS OpsWorks CM backup resource has an ARN in the following format:

arn:aws:opsworks-cm:{Region}:${Account}:backup/${ServerName}-{Date-and-Time-Stamp-of-
Backup}

For more information about the format of ARNs, see Amazon Resource Names (ARNs) and AWS
Service Namespaces.

For example, to specify the test-chef-automate Chef Automate server in your statement, use
the following ARN:

"Resource": "arn:aws:opsworks-cm:us-west-2:123456789012:server/test-chef-automate/
EXAMPLE-dl1a2bEXAMPLE"

To specify all AWS OpsWorks CM servers that belong to a specific account, use the wildcard (*):
"Resource": "arn:aws:opsworks-cm:us-west-2:123456789012:server/*"

The following example specifies an AWS OpsWorks CM server backup as a resource:

"Resource": "arn:aws:opsworks-cm:us-west-2:123456789012:backup/test-chef-automate-
server-2018-05-20T19:06:12.3992"

Some AWS OpsWorks CM actions, such as those for creating resources, cannot be performed on a
specific resource. In those cases, you must use the wildcard (*).

"Resource'": "*"

Many API actions involve multiple resources. To specify multiple resources in a single statement,
separate the ARNs with commas.
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"Resource": [
"resourcel",
"resource2"

To see a list of AWS OpsWorks CM resource types and their ARNs, see Actions, Resources, and
Condition Keys for AWS OpsWorks CM in the IAM User Guide. To learn with which actions you can
specify the ARN of each resource, see Actions, Resources, and Condition Keys for AWS OpsWorks
CM in the IAM User Guide.

Condition Keys

AWS OpsWorks CM does not have service-specific context keys that can be used in the Condition
element of policy statements. For the list of the global context keys that are available to all
services, see AWS global condition context keys in the IAM Policy Reference. To see all AWS global

condition keys, see AWS global condition context keys in the IAM User Guide.

The Condition element (or Condition block) lets you specify conditions in which a statement

is in effect. The Condition element is optional. You can build conditional expressions that use
condition operators, such as equals or less than, to match the condition in the policy with values in
the request.

If you specify multiple Condition elements in a statement, or multiple keys in a single
Condition element, AWS evaluates them using a logical AND operation. If you specify multiple
values for a single condition key, AWS evaluates the condition using a logical OR operation. All of
the conditions must be met before the statement's permissions are granted.

You can also use placeholder variables when you specify conditions. For example, you can grant a
user permission to access a resource only if it is tagged with the user's name. For more information,
see |IAM policy elements: Variables and tags in the IAM User Guide.

Examples

To view examples of AWS OpsWorks CM identity-based policies, see AWS OpsWorks CM Identity-
Based Policy Examples.

AWS OpsWorks CM and Resource-Based Policies

AWS OpsWorks CM does not support resource-based policies.

Resource-based policies are JSON policy documents that specify what actions a specified principal
can perform on a resource and under what conditions.
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Authorization Based on AWS OpsWorks CM Tags

You can attach tags to AWS OpsWorks CM resources or pass tags in a request to AWS OpsWorks
CM. To control access based on tags, you provide tag information in the condition element of

a policy using the aws :RequestTag/key-name, or aws : TagKeys condition keys. For more
information about tagging AWS OpsWorks CM resources, see Working with Tags on AWS OpsWorks
for Chef Automate Resources or Working with Tags on AWS OpsWorks for Puppet Enterprise
Resources in this guide.

AWS OpsWorks CM IAM Roles

An IAM role is an entity within your AWS account that has specific permissions.

AWS OpsWorks CM uses two roles:

« A service role that grants the AWS OpsWorks CM service permissions to work within a user's AWS
account. If you use the default service role provided by OpsWorks CM, the name of this role is
aws-opsworks-cm-service-role.

« An instance profile role that lets the AWS OpsWorks CM service call the OpsWorks CM API.
This role grants access to Amazon S3 and AWS CloudFormation to create the server and the S3
bucket for backups. If you use the default instance profile provided by OpsWorks CM, the name
of this instance profile role is aws-opsworks-cm-ec2-role.

AWS OpsWorks CM does not use service-linked roles.
Using Temporary Credentials with AWS OpsWorks CM

AWS OpsWorks CM supports using temporary credentials, and inherits that capability from AWS
Security Token Service.

You can use temporary credentials to sign in with federation, assume an IAM role, or to assume a
cross-account role. You obtain temporary security credentials by calling AWS STS API operations
such as AssumeRole or GetFederationToken.

Service-Linked Roles
AWS OpsWorks CM does not use service-linked roles.

Service-linked roles allow AWS services to access resources in other services to complete an action

on your behalf. Service-linked roles appear in your IAM account and are owned by the service. An
IAM administrator can view but not edit the permissions for service-linked roles.
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Service Roles

This feature allows a service to assume a service role on your behalf. This role allows the service to
access resources in other services to complete an action on your behalf. Service roles appear in your
IAM account and are owned by the account. This means that an IAM administrator can change the
permissions for this role. However, doing so might break the functionality of the service.

AWS OpsWorks CM uses two roles:

« A service role that grants the AWS OpsWorks CM service permissions to work within a user's AWS
account. If you use the default service role provided by OpsWorks CM, the name of this role is
aws-opsworks-cm-service-role.

« An instance profile role that lets the AWS OpsWorks CM service call the OpsWorks CM API.
This role grants access to Amazon S3 and AWS CloudFormation to create the server and the S3
bucket for backups. If you use the default instance profile provided by OpsWorks CM, the name
of this instance profile role is aws-opsworks-cm-ec2-role.

Choosing an IAM Role in AWS OpsWorks CM

When you create a server in AWS OpsWorks CM, you must choose a role to allow AWS OpsWorks
CM to access Amazon EC2 on your behalf. If you have already created a service role, then AWS
OpsWorks CM provides you with a list of roles to choose from. OpsWorks CM can create the role
for you, if you do not specify one. It's important to choose a role that allows access to start and
stop Amazon EC2 instances. For more information, see Create a Chef Automate Server or Create a

Puppet Enterprise Master.

AWS OpsWorks CM Identity-Based Policy Examples

By default, users or roles don't have permission to create or modify AWS OpsWorks CM resources.
They also can't perform tasks using the AWS Management Console, AWS CLI, or AWS API. An IAM
administrator must create IAM policies that grant IAM identities permission to perform specific API
operations on the specified resources they need. The administrator must then attach those policies
to the users or groups that require those permissions.

To learn how to create an IAM identity-based policy using these example JSON policy documents,
see Creating IAM policies in the IAM User Guide.
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In AWS OpsWorks CM, you can assign the AWSOpsWorksCMServiceRole policy to a user to let
the user create and manage Chef Automate or Puppet Enterprise servers using either the AWS
Management Console or AWS CLI.

Topics

» Policy Best Practices

« Allow Users to View Their Own Permissions

» Viewing AWS OpsWorks CM Servers Based on Tags

Policy Best Practices

Identity-based policies determine whether someone can create, access, or delete OpsWorks CM
resources in your account. These actions can incur costs for your AWS account. When you create or
edit identity-based policies, follow these guidelines and recommendations:

» Get started with AWS managed policies and move toward least-privilege permissions — To
get started granting permissions to your users and workloads, use the AWS managed policies
that grant permissions for many common use cases. They are available in your AWS account. We
recommend that you reduce permissions further by defining AWS customer managed policies
that are specific to your use cases. For more information, see AWS managed policies or AWS

managed policies for job functions in the IAM User Guide.

« Apply least-privilege permissions — When you set permissions with IAM policies, grant only the
permissions required to perform a task. You do this by defining the actions that can be taken on
specific resources under specific conditions, also known as least-privilege permissions. For more
information about using IAM to apply permissions, see Policies and permissions in IAM in the
IAM User Guide.

» Use conditions in IAM policies to further restrict access — You can add a condition to your
policies to limit access to actions and resources. For example, you can write a policy condition to
specify that all requests must be sent using SSL. You can also use conditions to grant access to
service actions if they are used through a specific AWS service, such as AWS CloudFormation. For
more information, see IAM JSON policy elements: Condition in the IAM User Guide.

« Use IAM Access Analyzer to validate your IAM policies to ensure secure and functional
permissions — IAM Access Analyzer validates new and existing policies so that the policies
adhere to the IAM policy language (JSON) and IAM best practices. IAM Access Analyzer provides
more than 100 policy checks and actionable recommendations to help you author secure and
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functional policies. For more information, see IAM Access Analyzer policy validation in the IAM

User Guide.

» Require multi-factor authentication (MFA) - If you have a scenario that requires IAM users
or a root user in your AWS account, turn on MFA for additional security. To require MFA when

API operations are called, add MFA conditions to your policies. For more information, see
Configuring MFA-protected API access in the IAM User Guide.

For more information about best practices in IAM, see Security best practices in IAM in the IAM User

Guide.

Allow Users to View Their Own Permissions

This example shows how you might create a policy that allows users to view the inline and

managed policies that are attached to their user identity. This policy includes permissions to

complete this action on the console or programmatically using the AWS CLI or AWS API.

"Version": "2012-10-17",
"Statement": [

{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": [
"arn:aws:iam::*:user/${aws:username}"

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
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iam:ListGroupPolicies",
iam:ListPolicyVersions",

n
"iam:ListPolicies",
jiam:ListUsers"

]I

"Resource": "*"

Viewing AWS OpsWorks CM Servers Based on Tags

You can use conditions in your identity-based policy to control access to AWS OpsWorks CM servers
and backups based on tags. This example shows how you might create a policy that allows viewing
a AWS OpsWorks CM server. However, permission is granted only if the AWS OpsWorks CM server
tag Owner has the value of that user's user name. This policy also grants the permissions necessary
to complete this action on the console.

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "ListServersInConsole",
"Effect": "Allow",
"Action": "opsworks-cm:DescribeServers",
"Resource": "*"
},
{
"Sid": "ViewServerIfOwner",
"Effect": "Allow",
"Action": "opsworks-cm:DescribeServers",
"Resource": "arn:aws:opsworks-cm:region:master-account-ID:server/server-
name",
"Condition": {
"StringEquals": {"opsworks-cm:ResourceTag/Owner": "${aws:username}"}
}
}
]
}

You can attach this policy to the users in your account. If a user named richard-roe attempts
to view an AWS OpsWorks CM server, the server must be tagged Owner=richard-roe or
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owner=richard-roe. Otherwise he is denied access. The condition tag key Owner matches both
Owner and owner because condition key names are not case-sensitive. For more information, see
IAM JSON policy elements: Condition in the IAM User Guide.

Troubleshooting AWS OpsWorks CM Identity and Access

Use the following information to help you diagnose and fix common issues that you might
encounter when working with IAM. For troubleshooting information specific to AWS OpsWorks CM,
see Troubleshooting AWS OpsWorks for Chef Automate and Troubleshooting OpsWorks for Puppet

Enterprise.

Topics
o | Am Not Authorized to Perform an Action in AWS OpsWorks CM

e | Am Not Authorized to Perform iam:PassRole

« | Want to Allow People Outside of My AWS Account to Access My AWS OpsWorks CM Resources

I Am Not Authorized to Perform an Action in AWS OpsWorks CM

If the AWS Management Console tells you that you're not authorized to perform an action, then
you must contact your administrator for assistance. Your administrator is the person that provided
you with your sign-in credentials.

The following example error occurs when user mateojackson tries to use the console to view
details about an AWS OpsWorks CM server, but does not have opsworks-cm:DescribeServers
permissions.

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
opsworks-cm:DescribeServers on resource: test-chef-automate-server

In this case, Mateo asks his administrator to update policies to allow him to access the test-
chef-automate-server resource using the opsworks-cm:DescribeServers action.

| Am Not Authorized to Perform iam:PassRole

If you receive an error that you're not authorized to perform the iam:PassRole action, then you
must contact your administrator for assistance. Your administrator is the person that provided you
with your sign-in credentials. Ask that person to update your policies to allow you to pass a role to
OpsWorks CM.
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Some AWS services allow you to pass an existing role to that service, instead of creating a new
service role or service-linked role. To do this, you must have permissions to pass the role to the
service.

The following example error occurs when a user named marymajor tries to use the console to
perform an action in OpsWorks CM. However, the action requires the service to have permissions
granted by a service role. Mary does not have permissions to pass the role to the service.

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

In this case, Mary asks her administrator to update her policies to allow her to perform the
iam:PassRole action.

| Want to Allow People Outside of My AWS Account to Access My AWS OpsWorks
CM Resources

You can create a role that users in other accounts or people outside of your organization can use to
access your resources. You can specify who is trusted to assume the role. For services that support
resource-based policies or access control lists (ACLs), you can use those policies to grant people
access to your resources.

To learn more, consult the following:

« AWS OpsWorks CM supports granting users from more than one account access to manage an
AWS OpsWorks CM server.

» To learn how to provide access to your resources across AWS accounts that you own, see
Providing access to an IAM user in another AWS account that you own in the IAM User Guide.

 To learn how to provide access to your resources to third-party AWS accounts, see Providing
access to AWS accounts owned by third parties in the IAM User Guide.

» To learn how to provide access through identity federation, see Providing access to externally

authenticated users (identity federation) in the IAM User Guide.

» To learn the difference between using roles and resource-based policies for cross-account access,
see How IAM roles differ from resource-based policies in the IAM User Guide.
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AWS managed policies for AWS OpsWorks Configuration Management

To add permissions to users, groups, and roles, it is easier to use AWS managed policies than to
write policies yourself. It takes time and expertise to create IAM customer managed policies that

provide your team with only the permissions they need. To get started quickly, you can use our
AWS managed policies. These policies cover common use cases and are available in your AWS
account. For more information about AWS managed policies, see AWS managed policies in the IAM
User Guide.

AWS services maintain and update AWS managed policies. You can't change the permissions in
AWS managed policies. Services occasionally add additional permissions to an AWS managed
policy to support new features. This type of update affects all identities (users, groups, and roles)
where the policy is attached. Services are most likely to update an AWS managed policy when

a new feature is launched or when new operations become available. Services do not remove
permissions from an AWS managed policy, so policy updates won't break your existing permissions.

Additionally, AWS supports managed policies for job functions that span multiple services. For
example, the ReadOnlyAccess AWS managed policy provides read-only access to all AWS services
and resources. When a service launches a new feature, AWS adds read-only permissions for new
operations and resources. For a list and descriptions of job function policies, see AWS managed
policies for job functions in the IAM User Guide.

AWS managed policy: AWSOpsWorksCMServiceRole

You can attach AWSOpsWorksCMServiceRole to your IAM entities. OpsWorks CM also attaches
this policy to a service role that allows OpsWorks CM to perform actions on your behalf.

This policy grants administrative permissions that allow OpsWorks CM administrators to
create, manage, and delete OpsWorks CM servers and backups.

Permissions details
This policy includes the following permissions.

« opsworks-cm - Allows principals to delete existing servers, and start maintenance runs.

« acm - Allows principals to delete or import certificates from AWS Certificate Manager that let
users connect to an OpsWorks CM server.

e cloudformation - Allows OpsWorks CM to create and manage AWS CloudFormation stacks
when principals create, update, or delete OpsWorks CM servers.
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ec2 - Allows OpsWorks CM to launch, provision, update, and terminate Amazon Elastic Compute
Cloud instances when principals create, update, or delete OpsWorks CM servers.

« iam- Allows OpsWorks CM to create service roles that are required for creating and managing
OpsWorks CM servers.

« tag - Allows principals to apply and remove tags from OpsWorks CM resources, including servers
and backups.

« s3 - Allows OpsWorks CM to create Amazon S3 buckets for storing server backups, manage
objects in S3 buckets on principal request (for example, deleting a backup), and delete buckets.

« secretsmanager - Allows OpsWorks CM to create and manage Secrets Manager secrets, and
apply or remove tags from secrets.

« ssm - Allows OpsWorks CM to use Systems Manager Run Command on the instances that are
OpsWorks CM servers.

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Resource": [
"arn:aws:s3:::aws-opsworks-cm-*"

1,

"Action": [
"s3:CreateBucket",
"s3:DeleteObject",
"s3:DeleteBucket",
"s3:GetObject",
"s3:ListBucket",
"s3:PutBucketPolicy",
"s3:PutObject",
"s3:GetBucketTagging",
"s3:PutBucketTagging"

"Effect": "Allow",
"Resource": [

"y

1,

"Action": [
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"tag:UntagResources",
"tag:TagResources"

"Effect": "Allow",
"Resource": [

i n

1,

"Action": [
"ssm:DescribeInstanceInformation",
"ssm:GetCommandInvocation",
"ssm:ListCommandInvocations",
"ssm:ListCommands"

]

"Effect": "Allow",
"Resource": [

g n

iF
"Condition": {
"StringlLike": {

"ssm:resourceTag/aws:cloudformation:stack-name":

I
"Action": [
"ssm:SendCommand"

"Effect": "Allow",
"Resource": [
"arn:aws:ssm: *::document/*",
"arn:aws:s3:::aws-opsworks-cm-*"
1,
"Action": [
"ssm:SendCommand"

"Effect": "Allow",
"Resource": [

"aws-opsworks-cm-

AWS managed policies
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"

1,

"Action":
"ec2:

"ec2:

ec?2

"Effect":

ec2:

ec2:
"ec2:

[
AllocateAddress",

AssociateAddress",
AuthorizeSecurityGroupIngress",
CreateImage",
CreateSecurityGroup",

:CreateSnapshot",
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:

CreateTags",
DeleteSecurityGroup",
DeleteSnapshot",
DeregisterImage",
DescribeAccountAttributes",
DescribeAddresses",
DescribelImages",
DescribeInstanceStatus",
DescribeInstances"”,
DescribeSecurityGroups",
DescribeSnapshots",
DescribeSubnets",
DisassociateAddress"”,
ReleaseAddress",
RunInstances",
StopInstances"

"Allow",

"Resource": [

"

1,

"Condition": {
"StringlLike": {

iy

"Action":
"ec2:
"ec2:

L

TerminateInstances",
RebootInstances"

"ec2:ResourceTag/aws:cloudformation:stack-name": "aws-opsworks-cm-
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"Effect":

"Allow",

"Resource": [
"arn:aws:opsworks-cm:*:*:server/*"

1,
"Action": [
"opsworks-cm:DeleteServer",
"opsworks-cm:StartMaintenance"
]
},
{

"Effect": "Allow",

"Resource": [
"arn:aws:cloudformation:*:*:stack/aws-opsworks-cm-*"

1,

"Action": [

"cloudformation:CreateStack",
"cloudformation:DeleteStack",
"cloudformation:DescribeStackEvents",
"cloudformation:DescribeStackResources",
"cloudformation:DescribeStacks",
"cloudformation:UpdateStack"

]

},
{

"Effect": "Allow",

"Resource": [
"arn:aws:iam::*:role/aws-opsworks-cm-*",
"arn:aws:iam::*:role/service-role/aws-opsworks-cm-*"

1,

"Action": [

"iam:PassRole"

]

},
{

"Effect": "Allow",

"Resource": "*",

"Action": [

"acm:DeleteCertificate",
"acm:ImportCertificate"
]
},
{
"Effect": "Allow",

AWS managed policies
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secrets-*",

"Resource": "arn:aws:secretsmanager:*:*:opsworks-cm!aws-opsworks-cm-

"Action": [

"secretsmanager:
"secretsmanager:
"secretsmanager:
"secretsmanager:
"secretsmanager:
"secretsmanager:

CreateSecret",
GetSecretValue",
UpdateSecret",
DeleteSecret",
TagResource",
UntagResource"

"Effect": "Allow",

"Action": "ec2:DeleteTags",

"Resource": [
"arn:aws:ec2:*:*:instance/*",
"arn:aws:ec2:*:*:elastic-ip/*",
"arn:aws:ec2:*:*:security-group/*"

AWS managed policy: AWSOpsWorksCMInstanceProfileRole

You can attach AWSOpsWorksCMInstanceProfileRole to your IAM entities. OpsWorks CM also
attaches this policy to a service role that allows OpsWorks CM to perform actions on your behalf.

This policy grants administrative permissions that allow the Amazon EC2 instances that are
used as OpsWorks CM servers to get information from AWS CloudFormation and AWS Secrets
Manager, and store server backups in Amazon S3 buckets.

Permissions details

This policy includes the following permissions.

« acm - Allows OpsWorks CM server EC2 instances to get certificates from AWS Certificate
Manager that let users connect to an OpsWorks CM server.

e cloudformation - Allows OpsWorks CM server EC2 instances to get information about AWS
CloudFormation stacks during the instance creation or update process, and send signals to AWS
CloudFormation about its status.

AWS managed policies
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» s3 - Allows OpsWorks CM server EC2 instances to upload and store server backups in S3 buckets,
stop or roll back uploads if necessary, and delete backups from S3 buckets.

« secretsmanager - Allows OpsWorks CM server EC2 instances to get the values of OpsWorks
CM related Secrets Manager secrets.

"Version": "2012-10-17",
"Statement": [
{

"Action": [
"cloudformation:DescribeStackResource",
"cloudformation:SignalResource"

1,

"Effect": "Allow",

"Resource": [

"

"Action": [
"s3:AbortMultipartUpload",
"s3:DeleteObject",
"s3:GetObject",
"s3:ListAl1MyBuckets",
"s3:ListBucket",
"s3:ListMultipartUploadParts",
"s3:PutObject"

1,

"Resource": "arn:aws:s3:::aws-opsworks-cm-*",

"Effect": "Allow"

"Action": "acm:GetCertificate",
"Resource": "*",
"Effect": "Allow"

"Action": "secretsmanager:GetSecretValue",

"Resource": "arn:aws:secretsmanager:*:*:opsworks-cm!aws-opsworks-cm-
secrets-*",

"Effect": "Allow"
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OpsWorks CM updates to AWS managed policies

View details about updates to AWS managed policies for OpsWorks CM since this service began

tracking these changes. For automatic alerts about changes to this page, subscribe to the RSS feed

on the OpsWorks CM Document history page.

Change

AWSOpsWorksCMInsta
nceProfileRole - Updated
managed policy

AWSOpsWorksCMServiceRole

- Updated managed policy

Description

OpsWorks CM updated

the managed policy that
allows the EC2 instances
used as OpsWorks CM
servers to share informati

on with CloudFormation

and Secrets Manager, and
manage backups. The change
adds opsworks-cm! to the
resource name for Secrets
Manager secrets, so that
OpsWorks CM is allowed to
own the secrets.

OpsWorks CM updated the
managed policy that allows
OpsWorks CM administr
ators to create, manage, and
delete OpsWorks CM servers
and backups. The change

to the
resource name for Secrets

adds opsworks-cm!

Manager secrets, so that
OpsWorks CM is allowed to
own the secrets.

Date

April 23, 2021

April 23, 2021
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Change Description Date
OpsWorks CM started OpsWorks CM started April 23, 2021
tracking changes tracking changes for its AWS

managed policies.

Cross-service confused deputy prevention in AWS OpsWorks CM

The confused deputy problem is a security issue where an entity that doesn't have permission to
perform an action can coerce a more-privileged entity to perform the action. In AWS, cross-service
impersonation can result in the confused deputy problem. Cross-service impersonation can occur
when one service (the calling service) calls another service (the called service). The calling service
can be manipulated to use its permissions to act on another customer's resources in a way it should
not otherwise have permission to access. To prevent this, AWS provides tools that help you protect
your data for all services with service principals that have been given access to resources in your
account.

We recommend using the aws : SourceArn and aws : SourceAccount global condition context
keys in resource policies to limit the permissions that AWS OpsWorks CM gives another service to
the resource. If the aws : SourceArn value does not contain the account ID, such as an Amazon
S3 bucket ARN, you must use both global condition context keys to limit permissions. If you use
both global condition context keys and the aws : SourceArn value contains the account ID, the
aws :SourceAccount value and the account in the aws : SourceArn value must use the same

account ID when used in the same policy statement. Use aws : SourceArn if you want only one
resource to be associated with the cross-service access. Use aws : SourceAccount if you want to
allow any resource in that account to be associated with the cross-service use.

The value of aws : SourceArn must be the ARN of an OpsWorks CM Chef or Puppet server.

The most effective way to protect against the confused deputy problem is to use the

aws :SourceArn global condition context key with the full ARN of the AWS OpsWorks CM
server. If you don't know the full ARN, or if you are specifying multiple server ARNs, use the

aws : SourceArn global context condition key with wildcards (*) for the unknown portions of the
ARN. For example, arn:aws:servicename:*:123456789012: *.

The following section shows how you can use the aws : SourceArn and aws : SourceAccount
global condition context keys in AWS OpsWorks CM to prevent the confused deputy problem.
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Prevent confused deputy exploits in AWS OpsWorks CM

This section describes how you can help prevent confused deputy exploits in AWS OpsWorks CM,
and includes examples of permissions policies that you can attach to the IAM role you are using to
access AWS OpsWorks CM. As a security best practice, we recommend adding the aws : SourceArn
and aws :SourceAccount condition keys to the trust relationships your 1AM role has with other
services. The trust relationships allow AWS OpsWorks CM to assume a role to perform actions in
other services that are required to create or manage your AWS OpsWorks CM servers.

To edit trust relationships to add aws : SourceArn and aws : SourceAccount condition keys

1. Open the IAM console at https://console.aws.amazon.com/iam/.

2. In the left navigation pane, choose Roles.

3. Inthe Search box, search for the role that you use for access to AWS OpsWorks CM. The AWS
managed role is aws-opsworks-cm-service-role.

4. On the Summary page for the role, choose the Trust relationships tab.
On the Trust relationships tab, choose Edit trust relationship.

6. Inthe Policy document, add at least one of the aws : SourceArn or aws:SourceAccount
condition keys to the policy. Use aws : SourceArn to restrict the trust relationship between
cross services (such as AWS Certificate Manager and Amazon EC2) and AWS OpsWorks CM to
specific AWS OpsWorks CM servers, which is more restrictive. Add aws : SourceAccount to
restrict the trust relationship between cross services and AWS OpsWorks CM to serversin a
specific account, which is less restrictive. The following is an example. Note that if you use both
condition keys, the account IDs must be the same.

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "opsworks-cm.amazonaws.com"
.
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "123456789012"

},
"ArnEquals": {
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"aws:SourceArn": "arn:aws:opsworks-cm:us-east-2:123456789012:server/my-
opsworks-server/EXAMPLEabcd-1234-efghEXAMPLE-ID"

7. When you are finished adding condition keys, choose Update trust policy.
The following are additional examples of roles that limit access to AWS OpsWorks CM servers by
using aws : SourceArn and aws :SourceAccount.

Topics

» Example: Accessing AWS OpsWorks CM servers in a specific region

o Example: Adding more than one server ARN to aws:SourceArn

Example: Accessing AWS OpsWorks CM servers in a specific region

The following role trust relationship statement accesses any AWS OpsWorks CM servers in
the US East (Ohio) Region (us-east-2). Note that the region is specified in the ARN value of
aws :SourceArn, but the server ID value is a wildcard (*).

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "opsworks-cm.amazonaws.com"
},
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "123456789012"
.
"ArnEquals": {
"aws:SourceArn": "arn:aws:opsworks-cm:us-east-2:123456789012:server/*"
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Example: Adding more than one server ARN to aws : SourceArn

The following example limits access to an array of two AWS OpsWorks CM servers in account ID
123456789012.

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Principal": {
"Service": "opsworks-cm.amazonaws.com"

},
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "123456789012"

iy
"ArnEquals": {

"aws:SourceArn": [
"arn:aws:opsworks-cm:us-east-2:123456789012:server/my-chef-

server/unique_ID",
"arn:aws:opsworks-cm:us-east-2:123456789012:server/my-puppet-

server/unique_ID"

Internetwork Traffic Privacy

AWS OpsWorks CM uses the same transmission security protocols generally used by AWS: HTTPS,
or HTTP with TLS encryption.
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Logging and Monitoring in AWS OpsWorks CM

AWS OpsWorks CM logs all API actions to CloudTrail. For more information, see the following
topics:

» Logging OpsWorks for Puppet Enterprise API Calls with AWS CloudTrail
» Logging AWS OpsWorks for Chef Automate API Calls with AWS CloudTrail

Compliance Validation for AWS OpsWorks CM

AWS OpsWorks CM supports the following compliance programs and regulations:

Payment Card Industry (PCl)

Health Insurance Portability and Accountability Act of 1996 (HIPAA)
AWS System and Organization Controls (SOC) 1, 2, and 3

General Data Protection Regulation (GDPR)

Third-party auditors assess the security and compliance of AWS OpsWorks CM as part of multiple
AWS compliance programs. These include SOC, PCI, FedRAMP, HIPAA, and others.

For a list of AWS services in scope of specific compliance programs, see AWS Services in Scope by

Compliance Program. For general information, see AWS Compliance Programes.

You can download third-party audit reports using AWS Artifact. For more information, see
Downloading Reports in AWS Artifact.

Your compliance responsibility when using AWS OpsWorks CM is determined by the sensitivity
of your data, your company's compliance objectives, and applicable laws and regulations. AWS
provides the following resources to help with compliance:

« Security and Compliance Quick Start Guides — These deployment guides discuss architectural

considerations and provide steps for deploying security- and compliance-focused baseline
environments on AWS.

 Architecting for HIPAA Security and Compliance Whitepaper — This whitepaper describes how

companies can use AWS to create HIPAA-compliant applications.

« AWS Compliance Resources — This collection of workbooks and guides might apply to your

industry and location.
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« AWS Config — This AWS service assesses how well your resource configurations comply with
internal practices, industry guidelines, and regulations.

o AWS Security Hub — This AWS service provides a comprehensive view of your security state within

AWS that helps you check your compliance with security industry standards and best practices.

Resilience in AWS OpsWorks CM

AWS OpsWorks CM enables daily backups of servers by default when you create a server. Backups
are encrypted and are stored in an Amazon S3 bucket. By default, this bucket is accessible only to
the account that created the server. You can add bucket access for other users or configure cross-
region backups in Amazon S3 at your discretion. Chef and Puppet support cross-region encryption,
because both products encrypt traffic between your AWS OpsWorks CM server and managed
nodes.

AWS OpsWorks CM does not support high availability (HA) configurations.

The AWS global infrastructure is built around AWS Regions and Availability Zones. AWS Regions
provide multiple physically separated and isolated Availability Zones, which are connected with
low-latency, high-throughput, and highly redundant networking. With Availability Zones, you can
design and operate applications and databases that automatically fail over between Availability
Zones without interruption. Availability Zones are more highly available, fault tolerant, and
scalable than traditional single or multiple data center infrastructures.

For more information about how to back up and restore servers in AWS OpsWorks CM, see the
following:

» Back Up and Restore an OpsWorks for Puppet Enterprise Server

» Back Up and Restore an AWS OpsWorks for Chef Automate Server

For more information about AWS Regions and Availability Zones, see AWS Global Infrastructure.

Infrastructure Security in AWS OpsWorks CM

As a managed service, AWS OpsWorks Configuration Management is protected by AWS
global network security. For information about AWS security services and how AWS protects
infrastructure, see AWS Cloud Security. To design your AWS environment using the best practices
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for infrastructure security, see Infrastructure Protection in Security Pillar AWS Well-Architected
Framework.

You use AWS published API calls to access OpsWorks CM through the network. Clients must
support the following:

» Transport Layer Security (TLS). We require TLS 1.2 and recommend TLS 1.3.

 Cipher suites with perfect forward secrecy (PFS) such as DHE (Ephemeral Diffie-Hellman) or
ECDHE (Elliptic Curve Ephemeral Diffie-Hellman). Most modern systems such as Java 7 and later
support these modes.

Additionally, requests must be signed by using an access key ID and a secret access key that is
associated with an IAM principal. Or you can use the AWS Security Token Service (AWS STS) to
generate temporary security credentials to sign requests.

AWS OpsWorks CM does not support private link or VPC private endpoints.

AWS OpsWorks CM does not support resource-based policies. For more information, see AWS
Services that Work with IAM in the AWS Identity and Access Management User Guide.

Configuration and Vulnerability Analysis in AWS OpsWorks CM

AWS OpsWorks CM performs periodic kernel and security updates to the operating system that

is running on your AWS OpsWorks CM server. Users can set a window of time for automatic
updates to occur for up to two weeks from the current date. AWS OpsWorks CM pushes automatic
updates of Chef and Puppet Enterprise minor versions. For more information about configuring
updates for AWS OpsWorks for Chef Automate, see System Maintenance (Chef) in this guide. For
more information about configuring updates for OpsWorks for Puppet Enterprise, see System
Maintenance (Puppet) in this guide.

Security Best Practices for AWS OpsWorks CM

AWS OpsWorks CM, like all AWS services, offers security features to consider as you develop and
implement your own security policies. The following best practices are general guidelines and don't
represent a complete security solution. Because these best practices might not be appropriate or
sufficient for your environment, treat them as helpful considerations rather than prescriptions.

Configuration and Vulnerability Analysis API Version 2013-02-18 253


https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/infrastructure-protection.html
https://docs.aws.amazon.com/STS/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html#management_svcs
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html#management_svcs

AWS OpsWorks User Guide

Secure your Starter Kit and downloaded login credentials. When you create a new AWS
OpsWorks CM server or download a new Starter Kit and credentials from the AWS OpsWorks CM
console, store these items in a secure location that requires at least one factor of authentication
at minimum. The credentials provide administrator-level access to your server.

Secure your configuration code. Secure your Chef or Puppet configuration code (cookbooks
and modules) using recommended protocols for your source repositories. For example, you can
restrict permissions to repositories in AWS CodeCommit, or follow guidelines on the GitHub

website for securing GitHub repositories.

Use CA-signed certificates to connect to nodes. Although you can use self-signed certificates
when you are registering or bootstrapping nodes on your AWS OpsWorks CM server, as a best
practice, use CA-signed certificates. We recommend that you use a certificate signed by a
certificate authority (CA).

Do not share Chef or Puppet management console sign-in credentials with other users. An
administrator should create separate users for each user of the Chef or Puppet console websites.

» Manage Users in Chef Automate

« Manage Users in Puppet Enterprise

Configure automatic backups and system maintenance updates. Configuring automatic
maintenance updates on your AWS OpsWorks CM server helps ensure that your server is running
the most current security-related operating system updates. Configuring automatic backups
helps ease disaster recovery and speed restoration time in the event of an incident or failure.
Limit access to the Amazon S3 bucket that stores your AWS OpsWorks CM server backups; do
not grant access to Everyone. Grant read or write access to other users individually as needed, or
create a security group in 1AM for those users, and assign access to the security group.

« System Maintenance (Chef)

« System Maintenance (Puppet)

» Back Up and Restore an AWS OpsWorks for Chef Automate Server

» Back Up and Restore an OpsWorks for Puppet Enterprise Server

» Creating Your First IAM Delegated User and Group in the AWS Identity and Access Management
User Guide

» Security Best Practices for Amazon S3 in the Amazon Simple Storage Service Developer Guide
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AWS OpsWorks Stacks

/A Important

AWS OpsWorks Stacks is no longer accepting new customers. Existing customers will be
able to use the OpsWorks console, API, CLI, and CloudFormation resources as normal until
May 26, 2024, at which time they will be discontinued. To prepare for this transition, we
recommend you transition your stacks to AWS Systems Manager as soon as possible. For
more information, see AWS OpsWorks Stacks End of Life FAQs and Migrating your AWS
OpsWorks Stacks applications to AWS Systems Manager Application Manager.

Cloud-based computing usually involves groups of AWS resources, such as Amazon EC2 instances
and Amazon Relational Database Service (RDS) instances, which must be created and managed
collectively. For example, a web application typically requires application servers, database servers,
load balancers, and so on. This group of instances is typically called a stack; a simple application
server stack might look something like the following.
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In addition to creating the instances and installing the necessary packages, you typically need a
way to distribute applications to the application servers, monitor the stack's performance, manage

security and permissions, and so on.

AWS OpsWorks Stacks provides a simple and flexible way to create and manage stacks and

applications.

Here's how a basic application server stack might look with AWS OpsWorks Stacks. It consists
of a group of application servers running behind an Elastic Load Balancing load balancer, with a

backend Amazon RDS database server.
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Although relatively simple, this stack shows all the key AWS OpsWorks Stacks features. Here's how
it's put together.

Topics

« Stacks

» Layers

» Recipes and LifeCycle Events

+ Instances

» Apps

» Customizing your Stack

» Resource Management
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» Security and Permissions

« Monitoring and Logging
o CLI, SDK, and AWS CloudFormation Templates
o AWS OpsWorks Stacks End of Life FAQs

» Migrating your AWS OpsWorks Stacks applications to AWS Systems Manager Application

Manager
o Getting Started with AWS OpsWorks Stacks

» AWS OpsWorks Stacks Best Practices

e Stacks

.+ Layers

 Instances

+ Apps

» Cookbooks and Recipes

» Resource Management

» Tags
« Monitoring

» Security and Permissions

o AWS OpsWorks Stacks Support for Chef 12 Linux

» Support for Previous Chef Versions in AWS OpsWorks Stacks
» Using AWS OpsWorks Stacks with Other AWS Services
o Using the AWS OpsWorks Stacks CLI

« Debugging and Troubleshooting Guide
« AWS OpsWorks Stacks Agent CLI

« AWS OpsWorks Stacks Data Bag Reference

» OpsWorks Agent Changes

Stacks

The stack is the core AWS OpsWorks Stacks component. It is basically a container for AWS
resources—Amazon EC2 instances, Amazon RDS database instances, and so on—that have a
common purpose and should be logically managed together. The stack helps you manage these
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resources as a group and also defines some default configuration settings, such as the instances'
operating system and AWS region. If you want to isolate some stack components from direct user
interaction, you can run the stack in a VPC.

Layers

You define the stack's constituents by adding one or more layers. A layer represents a set of
Amazon EC2 instances that serve a particular purpose, such as serving applications or hosting a
database server.

You can customize or extend layers by modifying packages' default configurations, adding Chef
recipes to perform tasks such as installing additional packages, and more.

For all stacks, AWS OpsWorks Stacks includes service layers, which represent the following AWS
services.

« Amazon Relational Database Service
« Elastic Load Balancing

« Amazon Elastic Container Service

Layers give you complete control over which packages are installed, how they are configured, how
applications are deployed, and more.

Recipes and LifeCycle Events

Layers depend on Chef recipes to handle tasks such as installing packages on instances, deploying
apps, running scripts, and so on. One of the key AWS OpsWorks Stacks features is a set of lifecycle
events—Setup, Configure, Deploy, Undeploy, and Shutdown—which automatically run a specified
set of recipes at the appropriate time on each instance.

Each layer can have a set of recipes assigned to each lifecycle event, which handle a variety of tasks
for that event and layer. For example, after an instance that belongs to a web server layer finishes
booting, AWS OpsWorks Stacks does the following.

1. Runs the layer's Setup recipes, which could perform tasks such as installing and configuring a
web server.

2. Runs the layer's Deploy recipes, which deploy the layer's applications from a repository to the
instance and perform related tasks, such as restarting the service.
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3. Runs the Configure recipes on every instance in the stack so each instance can adjust its
configuration as needed to accommodate the new instance.

For example, on an instance running a load balancer, a Configure recipe could modify the load
balancer's configuration to include the new instance.

If an instance belongs to multiple layers, AWS OpsWorks Stacks runs the recipes for each layer
so you can, for example, have an instance that supports a PHP application server and a MySQL
database server.

If you have implemented recipes, you can assign each recipe to the appropriate layer and event and
AWS OpsWorks Stacks automatically runs them for you at the appropriate time. You can also run
recipes manually, at any time.

Instances

An instance represents a single computing resource, such as an Amazon EC2 instance. It defines
the resource's basic configuration, such as operating system and size. Other configuration settings,
such as Elastic IP addresses or Amazon EBS volumes, are defined by the instance's layers. The
layer's recipes complete the configuration by performing tasks such as installing and configuring
packages and deploying apps.

You can use AWS OpsWorks Stacks to create instances and add them to a layer. When you start

the instance, AWS OpsWorks Stacks launches an Amazon EC2 instance using the configuration
settings specified by the instance and its layer. After the Amazon EC2 instance has finished booting,
AWS OpsWorks Stacks installs an agent that handles communication between the instance and the
service and runs the appropriate recipes in response to lifecycle events.

AWS OpsWorks Stacks supports the following instance types, which are characterized by how they
are started and stopped.
« 24/7 instances are started manually and run until you stop them.

« Time-based instances are run by AWS OpsWorks Stacks on a specified daily and weekly
schedule.

They allow your stack to automatically adjust the number of instances to accommodate
predictable usage patterns.
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» Load-based instances are automatically started and stopped by AWS OpsWorks Stacks, based on
specified load metrics, such as CPU utilization.

They allow your stack to automatically adjust the number of instances to accommodate
variations in incoming traffic. Load-based instances are available only for Linux-based stacks.

AWS OpsWorks Stacks supports instance autohealing. If an agent stops communicating with the
service, AWS OpsWorks Stacks automatically stops and restarts the instance.

You can also incorporate Linux-based computing resources into a stack that was created outside of
AWS OpsWorks Stacks.

« Amazon EC2 instances that you created directly by using the Amazon EC2 console, CLI, or API.

» On-premises instances running on your own hardware, including instances running in virtual
machines.

After you have registered one of these instances, it becomes an AWS OpsWorks Stacks instance and
you can manage it in much the same way as instances that you create with AWS OpsWorks Stacks.

Apps

You store applications and related files in a repository, such as an Amazon S3 bucket. Each
application is represented by an app, which specifies the application type and contains the
information that is needed to deploy the application from the repository to your instances, such
as the repository URL and password. When you deploy an app, AWS OpsWorks Stacks triggers a
Deploy event, which runs the Deploy recipes on the stack's instances.

You can deploy apps in the following ways:
« Automatically—When you start instances, AWS OpsWorks Stacks automatically runs the
instance's Deploy recipes.

« Manually—If you have a new app or want to update an existing one, you can manually run the
online instances' Deploy recipes.

You typically have AWS OpsWorks Stacks run the Deploy recipes on the entire stack, which allows
the other layers' instances to modify their configuration appropriately. However, you can limit
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deployment to a subset of instances if, for example, you want to test a new app before deploying it
to every app server instance.

Customizing your Stack

AWS OpsWorks Stacks provides a variety of ways to customize layers to meet your specific
requirements:

« You can modify how AWS OpsWorks Stacks configures packages by overriding attributes that
represent the various configuration settings, or by even overriding the templates used to create
configuration files.

» You can extend an existing layer by providing your own recipes to perform tasks such as running
scripts or installing and configuring nonstandard packages.

All stacks can include one or more layers, which start with only a minimal set of recipes. You add
functionality to the layer by implementing recipes to handle tasks such as installing packages,
deploying apps, and so on. You package your custom recipes and related files in one or more
cookbooks and store the cookbooks in a repository such Amazon S3 or Git.

You can run recipes manually, but AWS OpsWorks Stacks also lets you automate the process by
supporting a set of five lifecycle events:
« Setup occurs on a new instance after it successfully boots.

» Configure occurs on all of the stack's instances when an instance enters or leaves the online
state.

» Deploy occurs when you deploy an app.
« Undeploy occurs when you delete an app.

« Shutdown occurs when you stop an instance.

Each layer can have any number of recipes assigned to each event. When a lifecycle event occurs on
a layer's instance, AWS OpsWorks Stacks runs the associated recipes. For example, when a Deploy
event occurs on an app server instance, AWS OpsWorks Stacks runs the layer's Deploy recipes to
download the app or perform related tasks.
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Resource Management

You can incorporate other AWS resources, such as Elastic IP addresses, into your stack. You can

use the AWS OpsWorks Stacks console or API to register resources with a stack, attach registered
resources to or detach them from instances, and move resources from one instance to another.

Security and Permissions

AWS OpsWorks Stacks integrates with AWS Identity and Access Management (IAM) to provide
robust ways of controlling how users access AWS OpsWorks Stacks, including the following:

« How individual users can interact with each stack, such as whether they can create stack
resources such as layers and instances, or whether they can use SSH or RDP to connect to a
stack's Amazon EC2 instances.

« How AWS OpsWorks Stacks can act on your behalf to interact with AWS resources such as
Amazon EC2 instances.

« How apps that run on AWS OpsWorks Stacks instances can access AWS resources such as Amazon
S3 buckets.

« How to manage users' public SSH keys and RDP passwords and connect to an instance.

Monitoring and Logging

AWS OpsWorks Stacks provides several features to help you monitor your stack and troubleshoot
issues with your stack and any recipes. For all stacks:

» AWS OpsWorks Stacks provides a set of custom CloudWatch metrics for Linux stacks, which are
summarized for your convenience on the Monitoring page.

AWS OpsWorks Stacks supports the standard CloudWatch metrics for Windows stacks. You can
monitor them with the CloudWatch console.

» CloudTrail logs, which record API calls made by or on behalf of AWS OpsWorks Stacks in your
AWS account.

« An event log, which lists all events in your stack.

« Chef logs that detail what transpired for each lifecycle event on each instance, such as which
recipes were run and which errors occurred.
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Linux-based stacks can also include a Ganglia master layer, which you can use to collect and display
detailed monitoring data for the instances in your stack.

CLI, SDK, and AWS CloudFormation Templates

In addition to the console, AWS OpsWorks Stacks also supports a command-line interface (CLI) and
SDKs for multiple languages that can be used to perform any operation. Consider these features:

» The AWS OpsWorks Stacks CLI is part of the AWS CLI, and can be used to perform any operation
from the command-Lline.

The AWS CLI supports multiple AWS services and can be installed on Windows, Linux, or OS X
systems.

« AWS OpsWorks Stacks is included in AWS Tools for Windows PowerShell and can be used to
perform any operation from a Windows PowerShell command line.

» The AWS OpsWorks Stacks SDK is included in the AWS SDKs, which can be used by applications
implemented in: Java, JavaScript (browser-based and Node.js), .NET, PHP, Python (boto), or

Ruby.

You can also use AWS CloudFormation templates to provision stacks. For some examples, see AWS
OpsWorks Snippets.

AWS OpsWorks Stacks End of Life FAQs

/A Important

AWS OpsWorks Stacks is no longer accepting new customers. Existing customers will be
able to use the OpsWorks console, API, CLI, and CloudFormation resources as normal until
May 26, 2024, at which time they will be discontinued. To prepare for this transition, we
recommend you transition your stacks to AWS Systems Manager as soon as possible.

Topics

» How will existing customers be affected by this End of Life?

» Is AWS OpsWorks Stacks accepting new customers?
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o Where should | migrate my existing stacks to?

« Will the End of Life affect all AWS Regions at the same time?

« What level of technical support is available for AWS OpsWorks Stacks?

« Will there be any new feature releases for AWS OpsWorks Stacks?

How will existing customers be affected by this End of Life?

Existing customers will be unaffected until May 26, 2024, the End of Life date for AWS OpsWorks
Stacks. After May 26, 2024, customers will be unable to use the OpsWorks console, API, CLI, and
CloudFormation resources.

Is AWS OpsWorks Stacks accepting new customers?

No. AWS OpsWorks Stacks is no longer accepting new customers and only existing customers are
able to create new stacks at this time.

Where should | migrate my existing stacks to?

We recommend AWS OpsWorks Stacks customers migrate their workloads to AWS Systems
Manager where they can take advantage of the following features:

« Modern Chef versions

« SSM Agent

» Application Load Balancers

« Enhanced scaling features via Auto Scaling groups

« Ability to define desired host characteristics using EC2 launch templates

« Newer instance types

» Newer EBS volume types

For information about Systems Manager, see the AWS Systems Manager User Guide. For

information about migrating to AWS Systems Manager, see Migrating your AWS OpsWorks Stacks

applications to AWS Systems Manager Application Manager
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Will the End of Life affect all AWS Regions at the same time?

Yes. The OpsWorks console, API, CLI, and CloudFormation resources will be discontinued in all AWS
Regions simultaneously on May 26, 2024. For a list of AWS Regions where AWS OpsWorks Stacks is
available, see AWS Regional Services List.

What level of technical support is available for AWS OpsWorks Stacks?

AWS will continue to provide the same level of support for AWS OpsWorks Stacks that customers
have today up until the End of Life date. If you have questions or concerns, you can contact the
AWS Support Team on AWS re:Post or through AWS Premium Support.

Will there be any new feature releases for AWS OpsWorks Stacks?

No. As the service is reaching End of Life, we will not release any new features. However, we will
continue to make security improvements and manage Amazon EC2 instances as expected until the
End of Life date.

Migrating your AWS OpsWorks Stacks applications to AWS
Systems Manager Application Manager

/A Important

AWS OpsWorks Stacks is no longer accepting new customers. Existing customers will be
able to use the OpsWorks console, API, CLI, and CloudFormation resources as normal until
May 26, 2024, at which time they will be discontinued. To prepare for this transition, we
recommend you transition your stacks to AWS Systems Manager as soon as possible. For
more information, see AWS OpsWorks Stacks End of Life FAQs.

You can now migrate your AWS OpsWorks Stacks applications to Application Manager, a capability
of AWS Systems Manager, using a migration script. Migrating your Stacks applications to Systems
Manager Application Manager allows you to use AWS features that are not available in AWS
OpsWorks Stacks, such as new Amazon EC2 instance types like Graviton, new Amazon Elastic Block
Store (EBS) volumes like gp3, new operating systems, integrations with Auto Scaling groups, and
application load balancers.
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With this release, you can now monitor and run operations on your migrated instances using a new
Instances tab available from Systems Manager Application Manager. You can use the Instances
tab to view multiple AWS instances in one place. Using this tab, you can view information about
instance health and troubleshoot issues. For more information about working with the Instances
tab, see Working with your application instances in the AWS Systems Manager User Guide.

Topics
o How the script works

« Prerequisites

« Limitations

» Getting started
« FAQ

« Troubleshooting

How the script works

AWS OpsWorks provides a script that you can run to migrate your AWS OpsWorks Stacks
applications to Systems Manager Application Manager using a CloudFormation template. The
script gets information about an existing OpsWorks layer and depending on the value of the --
provision-application parameter for the script, either provisions a clone of your application,
or provides a starter CloudFormation template that you can modify using AWS CloudFormation.

Prerequisites

« Be sure that the AWS CLlI is installed and configured. For more information about installing the
AWS CLI, see Installing or updating the latest version of the AWS CLI in the AWS Command Line
Interface User Guide.

(® Note

If you do not want to configure the AWS CLI, you can also run commands using AWS
CloudShell. For more information about working with CloudShell, see Working with AWS
CloudShell in the AWS CloudShell User Guide.

» Be sure that Python version 3.6 or newer is installed or comes with the Amazon Machine Image
(AMI).
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» Be sure that your operating system is supported. You can download and run the migration script
on the following operating systems.

Amazon Linux and Amazon Linux 2

Ubuntu 18.04 LTS, 20.04 LTS, 22.04 LTS

Red Hat Enterprise Linux 8

Windows Server 2019, Windows 10 Enterprise

® Note
Windows Server 2022 is not supported.

Limitations

The new OpsWorks architecture differs from the architecture for AWS OpsWorks Stacks. This
section describes the known limitations of this architecture.

The following are not supported by the new OpsWorks architecture.

e Running Chef recipes on Windows and CentOS instances

o Built-in Chef 11 layers

o Chef attributes and data bags

« On-premises instances

« Instances imported from EC2

« No support for installing a user specified list of operating system packages

» Apps are not supported or migrated

The following are supported with limitations.

« The migration script clones EBS volume information, but excludes mount points and actual data
contained in the volumes.

« Time-based and load-based scaled instances are migrated, but any scaling rules associated with
these instances are not migrated. You can modify the Auto Scaling group to achieve similar
results.
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» IAM entities defined in the stack's Permissions page in the OpsWorks console are not created or
generated.

« The migration script is only capable of provisioning single layer applications in Systems Manager.
For example, if you run the script twice for two layers in the same stack, you get two different
applications in Systems Manager.

Getting started

The migration script, stack_exporter. py, is a Python script that you can run locally, or on
an EC2 instance. Before running the script, be sure all prerequisites are met. For more about the

prerequisites, see Prerequisites.

The steps in the following sections show you how to migrate your OpsWorks stacks to Systems
Manager Application Manager.

Topics

« Step 1: Prepare your environment for running the script

» Step 2: Download the migration script

» Step 3: Set up your environment to run the script

» Step 4: Run the script

» Step 5: Provision a CloudFormation stack

» Step 6: Review the provisioned resources

o Step 7: Start an instance

« Step 8: Review the instance

» Step 9: Monitor and run operations on your instances using Systems Manager Application
Manager

Step 1: Prepare your environment for running the script

Prepare your environment by running the appropriate commands for your operating system.

Topics

e Amazon Linux 2

« Amazon Linux
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e Ubuntu 18.04, 20.04, 22.04
» Red Hat Enterprise Linux 8

« Windows Server 2019, Windows 10 Enterprise

Amazon Linux 2

sudo su

python3 -m pip install pipenv
PATH="$PATH: /usr/local/bin"
yum update

yum install git

Amazon Linux

sudo su

PATH="$PATH:/usxr/local/bin"

export LC_ALL=en_US.utf-8

export LANG=en_US.utf-8

yum update

yum list | grep python3

yum install python36 // Any python version
yum install git

For Python version 3.6, also run:
python3 -m pip install pipenv==2022.4.8
For Python version 3.7 and newer, also run:
python3 -m pip install pipenv

Ubuntu 18.04, 20.04, 22.04

sudo su

export PATH="${HOME}/.local/bin:$PATH"

apt-get update

apt install python3-pip

apt-get install git // if git is not installed
python3 -m pip install --user pipenv==2022.4.8
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Red Hat Enterprise Linux 8

sudo su

sudo dnf install python3
PATH="$PATH:/usxr/local/bin"

yum update

yum install git

python3 -m pip install pipenv==2022.4.8

Windows Server 2019, Windows 10 Enterprise

® Note

For Windows Server 2019, install Python version 3.6.1 or newer.

pip install pipenv

If Git is not already installed, download and install Git.

If you use Git as a cookbook source, add your Git server to a known_hosts file before running the
script on Windows. You can use PowerShell to create the following function.

function add_to_known_hosts($server){
$new_host=$(ssh-keyscan $server 2> $null)
$existing_hosts=""
if (!(test-path "$env:userprofile\.ssh")) {
md "$env:userprofile\.ssh"
}
if ((test-path "$env:userprofile\.ssh\known_hosts")) {
$existing_hosts=Get-Content "$env:userprofile\.ssh\known_hosts"
}
$host_added=0
foreach ($line in $new_host) {
if (!($existing_hosts -contains $line)) {
Add-Content -Path "$env:userprofile\.ssh\known_hosts" -Value $line
$host_added=1
}

}
if ($host_added) {
echo "$server has been added to known_hosts."
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} else {
echo "$server already exists in known_hosts."

You can then provide your Git server (for example, github.com, git-
codecommit.repository_region.amazonaws.com) when you run the function.

add_to_known_hosts "myGitServer"

Step 2: Download the migration script

Download the zip file containing the migration script and all relevant files by running the following
command.

aws s3api get-object \
--bucket export-opsworks-stacks-bucket-prod-us-east-1 \
--key export_opsworks_stacks_script.zip export_opsworks_stacks_script.zip

If you are using Linux, install the unzip utility using the following commands.

sudo apt-get install unzip
sudo yum install unzip

Unzip the files using the appropriate command for your operating system.

For Linux, use the following command.

unzip export_opsworks_stacks_script.zip

For Windows, use the Expand-Archive command in PowerShell.

Expand-Archive -LiteralPath PathToZipFile -DestinationPath PathToDestination

After the file is unzipped, the following directories and files are available.

« README.md
« LICENSE
« NOTICE
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e requirements.txt

« templates/
o OpsWorksCFNTemplate.yaml
o MountEBSVolumes.yaml

« opsworks/

o cloudformation/

« instances_tab/

« cfn_stack_deployer.py

e S3.py

» stack_exporter_context.py

» stack_exporter.py

Step 3: Set up your environment to run the script

Set up your environment to the run the script by using the following command.

pipenv install -r requirements.txt
pipenv shell

(® Note

Currently, the script can only provision single-layer applications in Application Manager. For
example, if you run the script twice for two layers in the same stack, the script creates two
different applications in Application Manager.

After setting up your environment, review the script parameters. You can view the available
options for the migration script by running the python3 stack_exporter.py --help

command.
Parameter Description Required Type Default value
--layer-  Exports a CloudFormation Yes string
id template for this OpsWorks layer

ID.
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Parameter

--region

provisi
on-
applic
ation

Description Required Type

The AWS Region for the No string
OpsWorks stack. If your

OpsWorks stack Region and API

endpoint Region are different

, use the stack Region. This is

the same Region as the other

resources part of your OpsWorks

stack (for example, EC2 instances

and subnets).

By default, the script provisions No Boolean
the application exported by the

CloudFormation template. Pass

this parameter into the script

with a value of FALSE to skip

provisioning of the CloudForm

ation template.

Default value

us-east-1

TRUE
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Parameter

launch-
template

Description Required

This parameter defines whether No
to use an existing launch

template, or create a new launch
template. You can create a new

launch template that uses the
recommended instance propertie

s, or that uses instance propertie

s that match an online instance.

Valid values include:

« RECOMMENDED - Uses
instance characteristics
from the latest AMI for the
OpsWorks stack's OS and a
c5.large instance size.

e MATCH_LAST_INSTANCE
- Uses latest available online
instance characteristics.

e LaunchTemplateID /
[LaunchTemplateVers
ion] - Uses an existing
launch template. Optionally,
you can provide a template
version. If you do not provide
a template version, the script
uses the default version.

Type

string

Default value

RECOMMENDED
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Parameter

system-
updates

--http-
us
ername

--http-

pa
ssword

Description Required

Defines whether to perform No
kernel and package updates
when the instance boots.

Valid values include:

e ALL_UPDATES - Performs
system updates for the kernel
and packages when the
instance boots.

e NO_UPDATES - Does not
perform system updates when
the instance boots.

e MATCH_LAYER_SETTINGS
- Uses the OpsWorks layer's
or instance's InstallUp
datesOnBoot property to
determine whether to install
system updates.

The name of the Systems No
Manager SecureString

parameter which stores the user

name used to authenticate to the
HTTP archive that contains the

custom cookbooks.

The name of the Systems No
Manager SecureString

parameter which stores the

password used to authenticate to

the HTTP archive that contains

the custom cookbooks.

Type

string

string

string

Default value

ALL_UPDATES
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Parameter

--repo-

pr
ivate-
key

--1b-
type

Description Required

The name of the Systems No
Manager SecureString
parameter which stores the

SSH key used to authenticate

to the repository that contains
the custom cookbooks. If the
repository is on GitHub, you must
generate a new Ed25519 SSH
key. If you do not generate a new
Ed25519 SSH key, the connectio
n to the GitHub repository fails.

The type of load balancer, if any, No
to create when migrating your
existing load balancer.

Valid values include:

« ALB (Application Load
Balancer)

e Classis (Classic Load
Balancer)

« None (if you do not want to
create a load balancer)

Type

string

string

Default value

ALB
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Parameter Description Required Type Default value
--1b- The path to an existing S3 bucket No string

access- and prefix for storing the load

logs-p balancer access logs. The S3

ath bucket and load balancer must

be in the same Region. If you do
not provide a value and the - -
1b-type parameter value is set
to None, the script creates a new
S3 bucket and prefix. Be sure
there is an appropriate bucket
policy for this prefix.

-- If set to TRUE , the script creates  No Boolean FALSE
enable- a custom termination policy
instance- (Lambda function) for your Auto
protectio Scaling group. EC2 instances
n with a protected_instance
tag are protected from scale-

in events. Add a protected

_instance tagto each EC2

instance that you want to protect

from scale-in events.

-- The name of an existing S3 No string AWS-0pSwWo

command bucket to store the AWSApplyC rks-appli

-logs- hefRecipe and MountEBSV cation-ma

bucket olumes logs. If you do not nager-log
provide a value, the script creates s- account-i
a new S3 bucket. d

Getting started API Version 2013-02-18 278



AWS OpsWorks

User Guide

Parameter

custom-
json-
bucket

Notes:

Description Required Type

The name of an existing S3 No string
bucket to store custom JSON. If

you do not provide a value, the

script creates a new S3 bucket.

Default value

aws-apply
-chef-app
lication-
manager-t
ransition-
data-account-
id

« If you use a private GitHub repository, you must create a new Ed25519 host key for SSH. This
is because GitHub changed which keys are supported in SSH and removed the unencrypted Git
protocol. For more information about the Ed25519 host key, see the GitHub blog post Improving
Git protocol security on GitHub. After you generate a new Ed25519 host key, create a Systems

Manager SecureString parameter for the SSH key and use the SecureString parameter
name as the value for the --repo-private-key parameter. For more information about how

to create a Systems Manager SecureString parameter, see Create a SecureString parameter
(AWS CLI) or Create a Systems Manager parameter (console) in the AWS Systems Manager User

Guide.

e The --http-username, --http-password and --http-password parameters refer to
the name of a Systems Manager SecureString parameter. The migration script uses these

parameters when you run the AWS-ApplyChefRecipes document.

« The --http-username parameter requires that you also specify a value for the --http-

password parameter.

« The --http-password parameter requires that you also specify a value for the --http-

username parameter.

« Do not set values for both --http-password and --repo-private-key. Provide either a
Systems Manager SecureString parameter name of an SSH key (--repo-private-key), ora
repository user name (--http-username) and password (--http-passwozrd).
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Step 4: Run the script

When you run python3 stack_exporter.py, you can either provision the application, or create
a starter template by setting the value of the --provision-application parameter to FALSE.

Example 1: Provision a Systems Manager Application Manager application

The following command gets information about an existing OpsWorks layer, and provisions

an application using the newer OpsWorks architecture, which achieves a result similar to the
Chef version configured for the stack. The script provisions all required resources, such as Auto
Scaling groups by using CloudFormation, and then registers the application in Systems Manager
Application Manager.

Replace stack-region and layer-id with the values for your OpsWorks stack and layer.

python3 stack_exporter.py \
--layer-id layer-id \
--region stack-region

Example 2: Generate a template

The following command gets information about an existing OpsWorks layer and generates a
CloudFormation template. The template, if provisioned, achieves a result similar to using Chef
14. In this example, no resources are provisioned, because the --provision-application
parameter is set to FALSE.

Replace stack-region and layer-id with the values for your OpsWorks stack and layer.

python3 stack_exporter.py \
--layer-id layer-id \
--region stack-region \
--provision-application FALSE

After running the command, you can review the template in the Application Manager template
library in Systems Manager, and you can also provision the template. For more information about
viewing the template library, see Working with the template library in the AWS Systems Manager
User Guide.
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Step 5: Provision a CloudFormation stack

(® Note

You only need to complete this step if you set the --provision-application parameter
for the script to FALSE.

When you specify the --provision-application parameter with a value of FALSE, the script

output provides the name and URL for the CloudFormation template. This template represents a

proposed replacement for your existing OpsWorks stack and layer.

You can provision the template by using the Application Manager template library (recommended),

or by using CloudFormation. For more information about working with the template library, see
Working with the template library in the AWS Systems Manager User Guide.

Step 6: Review the provisioned resources

You are now ready to review the provisioned resources.

1. Review resources for the provisioned stack using the AWS CloudFormation console.

a.

Open the AWS CloudFormation console at https://console.aws.amazon.com/
cloudformation and choose Stacks.

On the Stacks page, choose the stack, and then choose the Resources tab.

On the Resources tab, review the listed resources for your stack. The list of resources
includes an EC2 Auto Scaling group, which you can review in the Auto Scaling console, or
AWS CLI.

2. Review the resources for the application using Systems Manager Application Manager.

a.

Open the Systems Manager console at https://console.aws.amazon.com/systems-

manager/.
In the navigation pane, choose Application Manager.

In the Applications section, choose the custom application. Application Manager opens
the Overview tab.

Choose the Resources tab. The Resources tab shows all resources that were migrated for
your OpsWorks stack and layer. The application name includes the name of the OpsWorks
stack, and is formatted as app-stack-name-suffix where suffix represents the first
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six characters of the stack ID. For more information about viewing resources in Application
Manager, see Viewing application resources in the AWS Systems Manager User Guide.

Step 7: Start an instance

After you've provisioned an instance, you are ready to test the instance. At this point, there are no
instances running.

To take your instances online, adjust the Min, Max, and Desired capacity values for the Auto
Scaling group to a number that makes sense for your application. Initially, you may want to set
these values to 1, to bring a single instance online, and verify the instance performs all expected
actions including running your custom Chef recipes.

Step 8: Review the instance

After you've started an instance, verify it runs as expected.

1. Review the Chef startup and terminate logs located in the S3 bucket specified by the
script's --command-logs-bucket parameter. By default, the logs are stored in a bucket with
the name aws-opsworks-application-manager-logs-account-id.

a. Sign in to the AWS Management Console and open the Amazon S3 console at https://
console.aws.amazon.com/s3/.

b. Choose the bucket containing your logs.
c. Navigate to the ApplyChefRecipes prefix to view your logs.
2. Check Application Load Balancer connectivity and health.

Take the following steps to view the access logs for your load balancer. You can specify the
S3 bucket where you want to store the load balancer access logs by using the script's --1b-
access-logs-path parameter.

a. Sign in to the AWS Management Console and open the Amazon S3 console at https://
console.aws.amazon.com/s3/.

b. Choose your S3 bucket, and then navigate to the prefix containing your logs.

3. Verify the instance passes all Auto Scaling and Application Load Balancer health checks (if
you've configured any).

You can view information about Auto Scaling health on the new Instances tab.
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a. Open the Systems Manager console at https://console.aws.amazon.com/systems-
manager/.

b. In the navigation pane, choose Application Manager.

c. Inthe Applications section, choose Custom applications.
d. Choose the application in the list. Application Manager opens the Overview tab.

e. Choose the Instances tab to view information about Auto Scaling health.

After you verify that Chef recipes run successfully, you can decrease the Auto Scaling group
capacity to terminate the instance. If you have any custom termination recipes, verify the recipes
operate as expected.

Step 9: Monitor and run operations on your instances using Systems Manager
Application Manager

You can now monitor and run operations on your instances using a new Instances tab on the
Application Manager page. For more information about working with the Instances tab, see
Working with your application instances in the AWS Systems Manager User Guide.

You can use the Instances tab to view multiple AWS instances in one place. Using this tab, you can
view information about instance health and troubleshoot issues.
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My-Sample-Stack--Linux--Node-js-App-Server-b4340f L c|

Application information

Application type Name Application monitering
CustomGroup My-Sample-Stack--Linux--Node-js-App-Server-b4340f © Not enabled

Application tags
1

Overview Resources Compliance Monitoring Opsitems Logs Runbooks

Instances
Instance State Auto Scaling health checks Instance status
Instance lifecycle state Amazon ECZ, Elastic Load Balancing, and custom health checks Amazon EC2 instance system and status checks
(aggregated)
Filter dota v Filter data v Filter data v
Running Healthy OK
1/100% 1/ 100% 1/ 100%
W Pending M Stopping M Running [ Stopped M Healthy [ Unhealthy Insufficient data W oK M Impaired
£ Last updated: 155 ago .
All instances “} Instance table gets updated every 30 seconds. G | | Instance actions v
Q, Search 1 '@
Instance ID v State & S5M Ping Last execution Alarms v Parent ASG v ASG Health *
i-Oca3fba229a52a924 [4 ® Running @ Online @ AWS-ApplyChefRecipes [4 Ao @0 Go [2 My-Sample-Stack-Linux-N... ® Healthy

Take the following steps to view the Instances tab.

—

Open the Systems Manager console at https://console.aws.amazon.com/systems-manager/.

In the navigation pane, choose Application Manager.
In the Applications section, choose Custom applications.

Choose the application in the list. Application Manager opens the Overview tab.

ok~ W

Choose the Instances tab to view information about the status of your instance and EC2
health.

FAQ

The following FAQs provide answers to some common questions.
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Topics

» Which AWS OpsWorks Stacks versions can | migrate?

o Which Chef versions can my migrated instances use?

« Which repository types can | migrate?

« Can | continue using a private Git repository?

« What SSH keys can | use to access my instances?

« Why are my instances automatically scaling in and out?

o Can | turn off Auto Scaling?

« Can | perform kernel and package updates on launched EC2 instances?

o Why don't the EBS volumes in my instances contain any data?

o Why aren't the EBS volumes described in my launch template mounted?

o Where can | find Chef recipe and Mount EBS volume logs?

o Where can | find the debug log for the migration script?

« Does the migration script support CloudFormation template versioning?

o Can | migrate multiple layers?

o How do | create a SecureString parameter?

« How can | protect instances in the new Auto Scaling group from termination events?

« What load balancers are available with the migration script?

» Are custom cookbook configure recipes migrated?

e Can | run deploy and undeploy recipes on my newly created instances?

« Can | change what subnets my Auto Scaling group spans?

Which AWS OpsWorks Stacks versions can | migrate?

You can only migrate Chef 11.10 and Chef 12, Amazon Linux, Amazon Linux 2, Ubuntu, and Red
Hat Enterprise Linux 7 stacks.

Which Chef versions can my migrated instances use?

Migrated instances can use Chef versions 11 through 14.
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® Note

Windows stack migration is not supported.

Which repository types can | migrate?

You can migrate S3, Git, and HTTP repository types.
Can | continue using a private Git repository?
Yes, you can continue to use a private Git repository.

If you use a private GitHub repository, you must create a new Ed25519 host key for SSH. This

is because GitHub changed which keys are supported in SSH and removed the unencrypted Git
protocol. For more information about the Ed25519 host key, see the GitHub blog post Improving
Git protocol security on GitHub. After you generate a new Ed25519 host key, create a Systems

Manager SecureString parameter for this SSH key and use the parameter name as the value
for the --repo-private-key parameter. For more information about how to create a Systems
Manager SecureString parameter, see Create a SecureString parameter (AWS CLI) in the AWS
Systems Manager User Guide.

For any other Git repository type, create a Systems Manager SecureString parameter for
this SSH key and use the parameter name as the value for the script's --repo-private-key
parameter.

What SSH keys can | use to access my instances?

When you run the script, the script migrates the SSH keys and instances configured in the stack.
You can use the SSH keys to access your instance. If SSH keys are provided for the stack and
instance, the script uses the keys from the stack. If you are not sure which SSH keys to use, view the
instances in the EC2 console (https://console.aws.amazon.com/ec2/). The Details page in the EC2
console shows the SSH keys for your instance.

Why are my instances automatically scaling in and out?

Auto Scaling scales instances based on the scaling rules for the Auto Scaling group. You can set the
Min, Max, and Desired capacity values for your group. The Auto Scaling group automatically scales
your capacity accordingly when you update these values.
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Can | turn off Auto Scaling?

You can turn off Auto Scaling by setting the Auto Scaling group's Min, Max, and Desired capacity
values to the same number. For example, if you want to always have ten instances, set the Min,
Max, and Desired capacity values to ten.

Can | perform kernel and package updates on launched EC2 instances?

By default, kernel and packages updates occur when the EC2 instance boots. Use the following
steps to perform kernel or package updates on a launched EC2 instance. For example, you may
want to apply updates after running deploy or configure recipes.

1. Connect to your EC2 instance.

2. Create the following perform_upgrade function and run it on your instance.

perform_upgrade() {
#!/bin/bash
if [ -e '/etc/system-release' ] || [ -e '/etc/redhat-release' ]; then
sudo yum -y update
elif [ -e '/etc/debian_version' ]; then
sudo apt-get update
sudo apt-get dist-upgrade -y
fi
}

perform_upgrade

3. After the kernel and package updates, you may need to reboot your EC2 instance. To check
whether you a reboot is required, create the following reboot_if_required function and
run it on your EC2 instance.

reboot_if_required () {
#!/bin/bash
if [ -e '/etc/debian_version' ]; then
if [ -f /var/run/reboot-required ]; then
echo "reboot is required"

else
echo "reboot is not required"
fi
elif [ -e '/etc/system-release' ] || [ -e '/etc/redhat-release' ]; then

export LC_CTYPE=en_US.UTF-8
export LC_ALL=en_US.UTF-8
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LATEST_INSTALLED_KERNEL="rpm -q --last kernel | perl -X -pe 's/~kernel-(\S+).*/
$1/' | head -1°
CURRENTLY_USED_KERNEL="uname -r°
if [ "${LATEST_INSTALLED_KERNEL}" != "${CURRENTLY_USED_KERNEL}" 1;then
echo "reboot is required"
else
echo "reboot is not required"
fi
fi
}

reboot_if_required

4. If running the reboot_if_requiredresultsina reboot is required message, reboot
the EC2 instance. If you receive a reboot is not required message, you do not need to
reboot the EC2 instance.

Why don't the EBS volumes in my instances contain any data?

When you run the script, the script migrates the configuration of the EBS volumes, creating a
replacement architecture for your OpsWorks stack and layer. The script does not migrate actual
instances or the data contained in the instances. The script only migrates the configuration of EBS
volumes at the layer level and attaches the empty EBS volumes to launched EC2 instances.

Take the following steps to pull data from your previous instances' EBS volumes.

1. Take a snapshot of your previous instances EBS volumes. For more information about creating
a snapshot, see Create Amazon EBS snapshot in the Amazon EC2 User Guide.

2. Create a volume from your snapshot. For more information about creating a volume from a
snapshot, see Create a volume from a snapshot in the Amazon EC2 User Guide.

3. Attach the volume you created to the instances. For more information about attaching
volumes, see Attach an Amazon EBS volume to an instance in the Amazon EC2 User Guide.

Why aren't the EBS volumes described in my launch template mounted?

If you provide a launch template ID for the --1launch-template parameter with EBS volumes,
the script attaches the EBS volumes, but does not mount the volumes. You can mount the attached
EBS volumes by running the MountEBSVolumes RunCommand document that the script created
for the launched EC2 instance.
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If you don't set --1launch-template parameter, the script creates a template, and when the Auto
Scaling group launches a new EC2 instance, the Auto Scaling group automatically attaches the EBS
volumes and then runs the SetupAutomation command to mount the attached volumes to the
mount points configured in the layer settings.

Where can | find Chef recipe and Mount EBS volume logs?

OpsWorks delivers the logs to an S3 bucket that you can specify by providing a value for the - -
command-logs-bucket parameter. The default S3 bucket name has the format: aws-opsworks-
stacks-application-manager-logs-account-id. Chef recipe logs are stored in the
ApplyChefRecipes prefix. Mount EBS volume logs are stored in the MountEBSVolumes prefix.
All layers that are migrated from a stack deliver logs to the same S3 bucket.

(® Note

» The S3 bucket's Lifecycle configuration includes a rule to delete the logs after 30 days.
If you want to keep the logs for more than 30 days, you must update the rule in the S3
bucket's Lifecycle configuration.

« Currently, OpsWorks only logs Chef setup and terminate recipes.

Where can | find the debug log for the migration script?

The script places debug logs in a bucket named aws-opsworks-stacks-transition-
logs-account-1id. You can find the debug logs in the migration_script folder of the S3
bucket under folders that match the name of the layer you migrated.

Does the migration script support CloudFormation template versioning?

The script generates Systems Manager documents of type CloudFormation that create a
replacement for the layer or stack you want to migrate. Running the script again, even with the
same parameters, exports a new version of the previously-exported layer template. The template
versions are stored in the same S3 bucket as the script logs.

Can | migrate multiple layers?

The script's --1layer-id parameter passes in a single layer. To migrate multiple layers, rerun the
script and pass in a different --layer-id.
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Layers that are part of the same OpsWorks stack are listed under the same application in
Application Manager.

Open the Systems Manager console at https://console.aws.amazon.com/systems-manager/.

1
2. In the navigation pane, choose Application Manager.

3. Inthe Applications section, choose Custom applications.
4

Choose your application. The application name begins with app-stack-name-first-six-
characters-stack-id.

5. The top level element starting with app, shows all components which correspond to your
OpsWorks stack. This includes components corresponding to your OpsWorks layer.

6. Choose the component corresponding to the layer to view the resources for the layer. The
components representing OpsWorks layers are also visible from the Custom applications
section as individual applications.

How do | create a SecureString parameter?

You can use Systems Manager to create a SecureString parameter. For more information about
how to create a Systems Manager SecureString parameter, see Create a SecureString parameter

(AWS CLI) or Create a Systems Manager parameter (console) in the AWS Systems Manager User
Guide.

You must provide a SecureString parameter as the value for the --http-username, --http-
password, or --repo-private-key parameters.

How can | protect instances in the new Auto Scaling group from termination
events?

You can protect instances by setting the --enable-instance-protection parameter to
TRUE and adding a protected_instance tag key to each EC2 instance you want to protect
from termination events. When you set the --enable-instance-protection parameter to
TRUE and add a protected_instance tag key, the script adds a custom termination policy to
your new Auto Scaling group and suspends the ReplaceUnhealthy process. Instances with the
protected_instance tag key are protected from the following termination events:

e Scale in events
« Instance refresh

» Rebalancing
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 Instance max lifetime
« Allow listing instance termination

« Termination and replacement of unhealthy instances

(@ Note

You must set the protected_instance tag key on instances you want to protect. The tag
key is case sensitive. Any instance with that tag key is protected regardless of the tag value.
To reduce the run time of the custom termination policy, you can increase the default
number of instances the Lambda function uses to filter for protected instances by updating
the value for the default_sample_size function code variable. The default value is

15. If you increase the default_sample_size, you may need to increase the memory
allocated to the Lambda function, which would increase the cost of your Lambda function.
For information about AWS Lambda pricing, see AWS Lambda Pricing.

What load balancers are available with the migration script?

The script provides three load balancer options.

» (Recommended) Create a new Application Load Balancer. By default, the script creates a new
Application Load Balancer. You can also set the --1b-type parameter to ALB. For more
information about Application Load Balancers, see What is an Application Load Balancer? in the

Elastic Load Balancing User Guide.

 If an Application Load Balancer is not an option, create a Classic Load Balancer by setting the - -
1b-type parameter to Classic. If you select this option, your existing Classic Load Balancer
attached to your OpsWorks layer is kept separate from your application. For more information
about Application Load Balancers, see What is a Classic Load Balancer? in the Elastic Load

Balancing: Classic Load Balancers User Guide.

« You can attach an existing load balancer by setting the --1b-type parameter to None.

/A Important

We recommend creating new Elastic Load Balancing load balancers for your AWS
OpsWorks Stacks layers. If you choose to use an existing Elastic Load Balancing load
balancer, you should first confirm that it is not being used for other purposes and

FAQ API Version 2013-02-18 291


https://aws.amazon.com/
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/introduction.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/classic/introduction.html

AWS OpsWorks User Guide

has no attached instances. After the load balancer is attached to the layer, OpsWorks
removes any existing instances and configures the load balancer to handle only the
layer's instances. Although it is technically possible to use the Elastic Load Balancing
console or API to modify a load balancer's configuration after attaching it to a layer, you
should not do so; the changes will not be permanent.

To attach your existing OpsWorks layer load balancer to your Auto Scaling group
1. Run the migration script with the --1b-type parameter set to None. When the value is set to
None, the script does not clone or create a load balancer.

2. After the script deploys the CloudFormation stack, update the Auto Scaling groups Min Max
and Desired capacity values, and then test your application.

3. ChooseLink to the template shown in the script's output. If you closed your terminal,

take these steps to access the template.

a. Open the Systems Manager console at https://console.aws.amazon.com/systems-
manager/.

b. In the navigation pane, choose Application Manager.

c. Choose CloudFormation stacks and then choose Template library.
d. Choose Owned by me and locate your template.
4. From the CloudFormation template, choose Edit from the Actions menu.

5. Update the LabelBalancerNames property within the ApplicationAsg resource section of
the CloudFormation template.

ApplicationAsg:
DependsOn: CustomTerminationLambdaPermission
Properties:
#(other properties in ApplicationAsg to remain unchanged)
LoadBalancerNames:
- load-balancer-name
HealthCheckType: ELB

6. If you want your Auto Scaling group instances health check to also use the load balancer's
health check, remove the section below HealthCheckType and enter ELB. If you only require
EC2 health checks, you do not need to change the template.
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7. Save your changes. Saving creates a new default version of the template. If this is the first time
you've run the script for the layer and the first time you've saved changes in the console, the
newer version is 2.

8. From Actions, choose Provision stack.

Confirm that you want to use the default version of the template. Be sure Select an existing
stack is selected and choose the CloudFormation stack to update.

10. Choose Next for each of the subsequent pages until you see the Review and Provision page.
On the Review and Provision page, choose both | acknowledge that AWS CloudFormation
might create IAM resources with custom names and | understand that changes in the
selected template can cause AWS CloudFormation to update or remove existing AWS
resources.

11. Choose Provision stack.

If you need to roll back your updates, take the following steps.

1. Choose Actions and then choose Provision stack.
2. Choose Pick one of the existing versions and then choose the previous template version.

3. Choose Select an existing stack and then choose the CloudFormation stack to update.

Are custom cookbook configure recipes migrated?

Configure custom cookbooks are not supported to run during a setup event. The script migrates
custom cookbook configure recipes and creates a Systems Manager Automation runbook for you.
However, you must run the recipes manually.

Take the following steps to run your configure recipes.

Open the Systems Manager console at https://console.aws.amazon.com/systems-manager/.

In the navigation pane, choose Application Manager.

In the Applications section, choose Custom applications.

Choose your application. The application name begins with app-stack-name.
Choose Resources and then choose the configure runbook.

Choose Execute Automation.

N o u s~ DN =

Choose the instance IDs for which you want to run the configure recipes and then choose
Execute.
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Can | run deploy and undeploy recipes on my newly created instances?

The script can create three possible Automation runbooks depending on the configuration of your
layer.

e Setup
« Configure

« Terminate

The script can also create the following Systems Manager parameters that contain input values for
the AWS-ApplyChefRecipes Run Command document.

» Setup

Deploy

Configure

Undeploy

Terminate

When a scale-out event happens, the setup Automation runbook runs automatically. This includes

the setup and deploy custom cookbook recipes from your original OpsWorks layer. When a scale-in
event happens, the terminate Automation runbook runs automatically. The terminate Automation

runbook contains the shutdown recipes from your original OpsWorks layer.

If you want to run undeploy or configure recipes manually, take the following steps.

Open the Systems Manager console at https://console.aws.amazon.com/systems-manager/.

1
2. In the navigation pane, choose Application Manager.

3. Inthe Applications section, choose Custom applications.
4

Choose your application. The application name begins with app-stack-name-first-six-
characters-stack-id. Application Manager opens the Overview tab.

o

Choose Resources and then choose the configure Automation runbook.
6. Choose Execute Automation.

7. For the applyChefRecipesPropertiesParameter Automation runbook input parameter,
reference the correct Systems Manager parameter. The Systems Manager parameter name
follows the format /ApplyChefRecipes-Preset/OpsWorks-stack-name-0psWorks-
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layer-name-first-six-characters-stack-id/event , where the value for event is
Configure, Deploy, or Undeploy depending on the recipes you want to run.

8. Choose the instance IDs where you want to run the recipes and choose Execute.

Can | change what subnets my Auto Scaling group spans?

By default, the Auto Scaling group spans all subnets in your OpsWorks stack VPC. To update which
subnets to span, take the following steps.

1. ChooselLink to the template shown in the script's output. If you closed your terminal,
take these steps to access the template.

a. Open the Systems Manager console at https://console.aws.amazon.com/systems-
manager/.

b. Inthe navigation pane, choose Application Manager.

c. Choose CloudFormation stacks and then choose Template library.
d. Choose Owned by me and locate your template.
2. From Actions, choose Provision stack.

3. Confirm that you want to use the default template. Choose Select an existing stack and then
choose the CloudFormation stack to update.

® Note

If you ran the script with the --provision-application parameter set to FALSE,
you must create a new CloudFormation stack.

4. For the SubnetIDs parameter, provide a comma separated list of the subnet IDs that you
want your Auto Scaling group to span.

5. Choose Next until you see the Review and Provision page.

6. On the Review and Provision page, choose | acknowledge that AWS CloudFormation might
create IAM resources with custom names and | understand that changes in the selected
template can cause AWS CloudFormation to update or remove existing AWS resources.

7. Choose Provision stack.
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Troubleshooting

This section contains some common issues, and suggested solutions for those issues.

Topics

» Provided principal is not valid

« Unable to delete CloudFormation stack when Auto Scaling group protected instances are
enabled

» Access denied error when providing existing S3 bucket and prefix

Provided principal is not valid
Problem: You receive an error message stating that the principal you provided is not valid.
Cause: This occurs because the Auto Scaling group doesn't have a service role.

Solution: Create an Auto Scaling group in the Region where the error occurred. Creating an Auto
Scaling group creates the necessary service-linked role for your custom termination policy.

Unable to delete CloudFormation stack when Auto Scaling group protected
instances are enabled

Problem: The --enable-instance-protection parameter is set to TRUE and some of your
Auto Scaling group's EC2 instances are protected with the protected_instance tag key, which
prevents your AWS CloudFormation stack from being completely deleted.

Cause: The EC2 instances have a protected_instance tag key which protects them from
termination events.

Solution: Remove the protected_instance tag key from the EC2 instances. This allows the Auto
Scaling group to scale down. After the Auto Scaling group scales down, you can delete the AWS
CloudFormation stack.

Access denied error when providing existing S3 bucket and prefix

Problem: You receive an AccessDenied error when you provide an existing S3 bucket and prefix.

Cause: The S3 bucket policy does not provide the necessary permissions to deliver the load
balancer logs to the bucket.
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Solution: Update the S3 bucket policy to allow the script to deliver the load balancer access logs to
the bucket. For more information about how to update the bucket policy, see Enable access logs for
your Application Load Balancer in the Elastic Load Balancing: Application Load Balancers User Guide.

Getting Started with AWS OpsWorks Stacks

/A Important

AWS OpsWorks Stacks is no longer accepting new customers. Existing customers will be
able to use the OpsWorks console, API, CLI, and CloudFormation resources as normal until
May 26, 2024, at which time they will be discontinued. To prepare for this transition, we
recommend you transition your stacks to AWS Systems Manager as soon as possible. For
more information, see AWS OpsWorks Stacks End of Life FAQs and Migrating your AWS
OpsWorks Stacks applications to AWS Systems Manager Application Manager.

AWS OpsWorks Stacks provides a rich set of customizable components that you can mix and match
to create a stack that satisfies your specific purposes. The challenge for new users is understanding
how to assemble these components into a working stack and manage it effectively. Here's how you
can get started.

If you want to... Complete this walkthrough:
Create a sample stack as quick as possible Getting Started: Sample
Experiment with a Linux-based stack Getting Started: Linux
Experiment with a Windows-based stack Getting Started: Windows

Learn how to create your own Chef cookbooks  Getting Started: Cookbooks

If you have existing computing resources—Amazon EC2 instances or even on-premises instances
that are running on your own hardware—you can incorporate them into a stack, along with
instances that you created with AWS OpsWorks Stacks. You can then use AWS OpsWorks Stacks to
manage all related instance as a group, regardless of how they were created.
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Region Support

You can access AWS OpsWorks Stacks globally; you can also create and manage instances globally.
Users can configure AWS OpsWorks Stacks instances to be launched in any AWS region except
AWS GovCloud (US-West) and the China (Beijing) Region. To work with AWS OpsWorks Stacks,
instances must be able to connect to one of the following AWS OpsWorks Stacks instance service
API endpoints.

Resources can be managed only in the region in which they are created. Resources that are created
in one regional endpoint are not available, nor can they be cloned to, another regional endpoint.
You can launch instances in any of the following regions.

« US East (Ohio) Region

« US East (N. Virginia) Region

« US West (Oregon) Region

« US West (N. California) Region

« Canada (Central) Region (API only, not available for stacks created in the AWS Management
Console.)

« Asia Pacific (Mumbai) Region

« Asia Pacific (Singapore) Region
« Asia Pacific (Sydney) Region

« Asia Pacific (Tokyo) Region

« Asia Pacific (Seoul) Region

» Europe (Frankfurt) Region

» Europe (Ireland) Region

» Europe (London) Region

» Europe (Paris) Region

» South America (Sao Paulo) Region
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Getting Started with a Sample Stack

/A Important

AWS OpsWorks Stacks is no longer accepting new customers. Existing customers will be
able to use the OpsWorks console, API, CLI, and CloudFormation resources as normal until
May 26, 2024, at which time they will be discontinued. To prepare for this transition, we
recommend you transition your stacks to AWS Systems Manager as soon as possible. For
more information, see AWS OpsWorks Stacks End of Life FAQs and Migrating your AWS
OpsWorks Stacks applications to AWS Systems Manager Application Manager.

This walkthrough shows how to use AWS OpsWorks Stacks to quickly create a sample Node.js
application environment with just a few mouse clicks and without writing code. When you are
done, you have an Amazon Elastic Compute Cloud (Amazon EC2) instance running Chef 12, a
Node.js HTTP server, and a web app that you can use to interact with Twitter and leave comments
on a web page.

® Note

Because completing this walkthrough automatically creates an instance with a type of
c3.large, you cannot use this walkthrough, or the Sample Stack creation tool in AWS
OpsWorks Stacks, in the AWS Free Tier. Although using the Sample Stack creation tool in a

VPC creates a t2.medium instance, VPCs are not currently available in the AWS Free Tier.

Step 1: Complete the Prerequisites

/A Important

AWS OpsWorks Stacks is no longer accepting new customers. Existing customers will be
able to use the OpsWorks console, API, CLI, and CloudFormation resources as normal until
May 26, 2024, at which time they will be discontinued. To prepare for this transition, we
recommend you transition your stacks to AWS Systems Manager as soon as possible. For
more information, see AWS OpsWorks Stacks End of Life FAQs and Migrating your AWS
OpsWorks Stacks applications to AWS Systems Manager Application Manager.

Getting Started: Sample API Version 2013-02-18 299


http://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/free-tier-limits.html
http://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/free-tier-limits.html

AWS OpsWorks User Guide

You must complete the following setup steps before you can start the walkthrough. These setup
steps include signing up for an AWS account, creating an administrative user, and assigning access
permissions to AWS OpsWorks Stacks.

Topics

« Sign up for an AWS account

« Create an administrative user

» Assign Service Access Permissions

Sign up for an AWS account
If you do not have an AWS account, complete the following steps to create one.
To sign up for an AWS account

1. Open https://portal.aws.amazon.com/billing/signup.

2. Follow the online instructions.

Part of the sign-up procedure involves receiving a phone call and entering a verification code
on the phone keypad.

When you sign up for an AWS account, an AWS account root user is created. The root user
has access to all AWS services and resources in the account. As a security best practice, assign
administrative access to an administrative user, and use only the root user to perform tasks

that require root user access.

AWS sends you a confirmation email after the sign-up process is complete. At any time, you can
view your current account activity and manage your account by going to https://aws.amazon.com/
and choosing My Account.

Create an administrative user

After you sign up for an AWS account, secure your AWS account root user, enable AWS IAM Identity
Center, and create an administrative user so that you don't use the root user for everyday tasks.

Secure your AWS account root user

1. Sign in to the AWS Management Console as the account owner by choosing Root user and

entering your AWS account email address. On the next page, enter your password.
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For help signing in by using root user, see Signing in as the root user in the AWS Sign-In User
Guide.

2. Turn on multi-factor authentication (MFA) for your root user.

For instructions, see Enable a virtual MFA device for your AWS account root user (console) in
the IAM User Guide.

Create an administrative user

1. Enable IAM Identity Center.

For instructions, see Enabling AWS IAM Identity Center in the AWS IAM Identity Center User
Guide.

2. InIAM lIdentity Center, grant administrative access to an administrative user.

For a tutorial about using the IAM Identity Center directory as your identity source, see
Configure user access with the default IAM Identity Center directory in the AWS IAM Identity
Center User Guide.

Sign in as the administrative user

« Tosign in with your IAM Identity Center user, use the sign-in URL that was sent to your email
address when you created the IAM Identity Center user.

For help signing in using an IAM Identity Center user, see Signing in to the AWS access portal in
the AWS Sign-In User Guide.

Assign Service Access Permissions

Enable access to the AWS OpsWorks Stacks service (and related services that AWS OpsWorks Stacks
relies on) by adding the AWSOpsWorks_FullAccess and AmazonS3FullAccess permissions to
your role or user.

For more information about adding permissions, see Adding IAM identity permissions (console).

You have now completed all of the setup steps and can start this walkthrough.
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Step 2: Create a Stack

/A Important

AWS OpsWorks Stacks is no longer accepting new customers. Existing customers will be
able to use the OpsWorks console, API, CLI, and CloudFormation resources as normal until
May 26, 2024, at which time they will be discontinued. To prepare for this transition, we
recommend you transition your stacks to AWS Systems Manager as soon as possible. For
more information, see AWS OpsWorks Stacks End of Life FAQs and Migrating your AWS
OpsWorks Stacks applications to AWS Systems Manager Application Manager.

In this step, you use the AWS OpsWorks Stacks console to create a stack. A stack is a collection of
instances (such as Amazon EC2 instances) and related AWS resources that have a common purpose
and that you want to manage together. (For more information, see Stacks.) There will be only one

instance for this walkthrough.

Before you begin this step, complete the prerequisites.

To create the stack

1.

Sign in to the AWS Management Console and open the AWS OpsWorks console at https://
console.aws.amazon.com/opsworks/.

Do any of the following, if they apply:

« If the Welcome to AWS OpsWorks Stacks page is displayed, choose Add your first stack
or Add your first AWS OpsWorks Stacks stack (both choices do the same thing). The Add
stack page displays.

« If the OpsWorks Dashboard page is displayed, choose Add stack. The Add stack page
displays.

With the Add stack page displayed, choose Sample stack, if it is not already chosen for you.

With Linux already chosen for Operating system type, choose Create stack:
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Add stack

Which type of stack do you want to create?

-~

{ E& Sample stack O BB Chef 12 stack O Chef 11 stack
Explore AWS CpsWorks with a sample Bring your own cookbooks and Use built-in cookbooks for applications
Node.js app use community cookbooks and deployments

ZN

Create a Chef 12 sample stack with a Node.js app

A Node js app will be set up to help you explore the features and configuration options of AWS OpsWorks, for example: layers and lifecycle events.
Learn more.

Operating system type ® & Linux © 58 Windows

Cancel Create stack

5.  AWS OpsWorks Stacks creates a stack named My Sample Stack (Linux). AWS OpsWorks Stacks
also adds all of the necessary components to deploy the app to the stack:

« A layer, which is a blueprint for a set of instances. It specifies things like the instance's
settings, resources, installed packages, and security groups. (For more information, see
Layers.) The layer is named Node.js App Server.

e An instance, which in this case is an Amazon Linux 2 EC2 instance. (For more information
about instances, see Instances.) The instance's hostname is nodejs-server1.

« An app, which is code to run on the instance. (For more information about apps, see Apps.)
The app is named Node.js Sample App.

6. After AWS OpsWorks Stacks creates the stack, choose Explore the sample stack to display the
My Sample Stack (Linux) page (if you complete this walkthrough multiple times, My Sample
Stack (Linux) may have a sequential number after it, such as 2 or 3):
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Setting up a sample stack

v 1. Creating a stack named "My Sample Stack (Linux)”

v 2. Setting the Chef cookbook repository of the stack

v 3. Creating a layer named "Node.js App Server" in the stack
v 4. Assigning a recipe to the deploy lifecycle event in the layer

v 5. Adding an instance to the layer

Cancel ' Explore the sample stack '

In the next step, you will start the instance and deploy the app to the instance.

Step 3: Start the Instance and Deploy the App

/A Important

AWS OpsWorks Stacks is no longer accepting new customers. Existing customers will be
able to use the OpsWorks console, API, CLI, and CloudFormation resources as normal until
May 26, 2024, at which time they will be discontinued. To prepare for this transition, we
recommend you transition your stacks to AWS Systems Manager as soon as possible. For
more information, see AWS OpsWorks Stacks End of Life FAQs and Migrating your AWS
OpsWorks Stacks applications to AWS Systems Manager Application Manager.

Now that you have an instance and an app, start the instance and deploy the app to the instance.
To start the instance and deploy the app

1. Do one of the following:
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« In the service navigation pane, choose Instances:

= Layers

Time-based

Load-based
= Apps
£ Deployments
sk Monitoring
W Resources

& Permissions

« On the My Sample Stack (Linux) page, choose Instances:

My Sample StaCk (LanX) Run Command Stack Settings Delete Stack

A stack represents a collection of EC2 instances and related AWS resources that have a common purpose and that you want to manage
collectively. Within a stack, you use layers to define the configuration of your instances and use apps to specify the code you want to deploy.
Learn more.

Layers (1] (1]

Node js App Server

R N a2 o A Ll D

2. On the Instances page, for Node.js App Server, for nodejs-server1, choose start:
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Node.js App Server

Search for instances in this layer by name, status, size, type, AZ or IP

a

Hostname ~ | Status Size Type A7 Public IP Actions

nodejs-serverl c3 large 2477 us-east-1a - delete

3. Do not proceed until the online circle is bright green. (If you see a failure message, consult the
Debugging and Troubleshooting Guide.)

4. Astheinstance is setting up, AWS OpsWorks Stacks deploys the app to the instance.

5.  Your results should resemble the following screenshot before you continue (if you receive a
failure message, you may want to consult the Debugging and Troubleshooting Guide.):

|nSta nces i o ‘ o Stop All Instances

total anline

An instance represents a server. It can belong to one or more layers, that define the instance's settings, resources, installed packages, profiles
and security groups. When you start the instance, OpsWorks uses the associated layer's blueprint to create and configure a corresponding

EC?2 instance. Learn more.

Node.js App Server

Search forinstances in this layer by name, status, size, type, AZ or IP

Heostname -~ Status Size Type AZ Public IP Actions
nodejs-serveri m t2_ medium 247 us-wesi-2a m stop M ssh
+ Instance

You now have an instance with an app that has been deployed to the instance.
In the next step, you test the app on the instance.
Step 4: Test the Deployed App on the Instance

/A Important

AWS OpsWorks Stacks is no longer accepting new customers. Existing customers will be
able to use the OpsWorks console, API, CLI, and CloudFormation resources as normal until
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May 26, 2024, at which time they will be discontinued. To prepare for this transition, we
recommend you transition your stacks to AWS Systems Manager as soon as possible. For
more information, see AWS OpsWorks Stacks End of Life FAQs and Migrating your AWS
OpsWorks Stacks applications to AWS Systems Manager Application Manager.

Test the results of the app deployment on the instance.
To test the deployment on the instance

1. With the Instances page displayed from the previous step, for Node.js App Server, for nodejs-
server1, for Public IP, choose the IP address.

|nSta nces i o ‘ o Stop All Instances

total online

An instance represents a server. It can belong to one or more layers, that define the instance's settings, resources, installed packages, profiles
and security groups. When you start the instance, OpsWorks uses the associated layer's blueprint to create and configure a corresponding

EC2 instance. Learn more.

Node.js App Server

Search forinstances in this layer by name, status, size, type, AZ or IP

Hostname -~  Status Size Type AZ Public IP Actions
nodejs-serveri m t2.medium 2417 us-west-2a m stop M ssh
+ Instance

2. On the congratulatory web page, in the Leave a comment text box, type a comment, and then
choose Send to test the app. The app adds your comment to the web page. Continue leaving
comments and choosing Send as often as you want.
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Congratulations!

You just deployed your first app with
AWS OpsWorks.

W Tweet % Follow @AW SOpsWorks

OpsWorks

Made in Berlin

This app runs on nodejs-app-1 (Linux). Your request came from
= % 0 The system time is 11/18/2015, 9:19:10 PM. Page rendered using Mode._js version v4.1.1.

Leave a comment

&D

Hello, World!

3. If you have a Twitter account, choose Tweet or Follow @AWSOpsWorks, and follow the on-
screen directions to tweet about the app or to follow @AWSOpsWorks.

You have now successfully tested the deployed app on the instance.
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In the remaining steps, you can use the AWS OpsWorks Stacks console to explore settings of the
stack and its components. In the next step, you can start your exploration by examining the stack's
settings.

Step 5: Explore the Stack's Settings

/A Important

AWS OpsWorks Stacks is no longer accepting new customers. Existing customers will be
able to use the OpsWorks console, API, CLI, and CloudFormation resources as normal until
May 26, 2024, at which time they will be discontinued. To prepare for this transition, we
recommend you transition your stacks to AWS Systems Manager as soon as possible. For
more information, see AWS OpsWorks Stacks End of Life FAQs and Migrating your AWS
OpsWorks Stacks applications to AWS Systems Manager Application Manager.

Examine how AWS OpsWorks Stacks set up the stack.
To display the stack’s settings

1. In the service navigation bar, choose Stack. The My Sample Stack (Linux) page displays.

2. Choose Stack Settings. The Settings My Sample Stack (Linux) page displays:

Settings My Sample Stack (Linux)
Settings
Stack name My Sample Stack (Linux)
Region US East (M. Virginia)
VPC No VPC
Default Availability Zone us-east-1a
Default operating system Amazon Linux 2017.03
Default SSH key No default key
Chef version 12
Use custom Chef cookbooks yes
Repository type HTTP Archive
Repository URL https://s3.amazonaws.com/opsworks-demo-assets/opsworks-linux-demo-cookbooks-nodejs tar.gz
User name -
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To learn more about many of the settings, choose Edit, and then hover over each of the settings.
(Not all settings have on-screen descriptions.) For more information about these settings, see
Create a New Stack.

To explore the Chef cookbook used in this walkthrough, open the opsworks-linux-demo-
cookbooks-nodejs repository on GitHub.

In the next step, you can explore the layer's settings.

Step 6: Explore the Layer's Settings

/A Important

AWS OpsWorks Stacks is no longer accepting new customers. Existing customers will be
able to use the OpsWorks console, API, CLI, and CloudFormation resources as normal until
May 26, 2024, at which time they will be discontinued. To prepare for this transition, we
recommend you transition your stacks to AWS Systems Manager as soon as possible. For
more information, see AWS OpsWorks Stacks End of Life FAQs and Migrating your AWS
OpsWorks Stacks applications to AWS Systems Manager Application Manager.

Examine how AWS OpsWorks Stacks set up the layer.
To display the layer's settings

1. Inthe service navigation pane, choose Layers. The Layers page is displayed.

2. Choose Node.js App Server. The Layer Node.js App Server page is displayed. To view the
layer's settings, choose General Settings, Recipes, Network, EBS Volumes, and Security:
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Layer NOde.JS App Server i@ Delete | Instances = Monitoring

General Settings Recipes Metwork EBS Volumes Security CloudWatch Logs

Settings

Name Mode. js App Server
Short name nodejs-server
OpsWorks ID

Instance shutdown timeout 120 seconds

Auto healing enabled yes

To learn more about many of the settings, choose Edit, and then hover over each of the settings.
(Not all settings have on-screen descriptions.) For more information about these settings, see
Editing an OpsWorks Layer's Configuration.

In the next step, you can explore the instance's settings and logs.

Step 7: Explore the Instance's Settings and Logs

/A Important

AWS OpsWorks Stacks is no longer accepting new customers. Existing customers will be
able to use the OpsWorks console, API, CLI, and CloudFormation resources as normal until
May 26, 2024, at which time they will be discontinued. To prepare for this transition, we
recommend you transition your stacks to AWS Systems Manager as soon as possible. For
more information, see AWS OpsWorks Stacks End of Life FAQs and Migrating your AWS
OpsWorks Stacks applications to AWS Systems Manager Application Manager.

Examine the settings that AWS OpsWorks Stacks used to launch the instance. You can also examine
the instance logs that AWS OpsWorks Stacks created.

To display the instance's settings and logs

1. Inthe service navigation pane, choose Instances. The Instances page displays.

2. For Node.js App Server, choose nodejs-server1. The instance's properties page is shown.
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3.

Details

Hostname

Status

Layers

EC2 instance 1D
OpsWorks ID
Instance type
Size

Availability Zone
Operating system
OW Agent version
Tenancy
Architecture
Virtualization type
EBS Optimized

Root device type

Root device ID

nodejs-server1 @

nodejs-server
Mode_js App Server
5

247

c3.large

us-east-1a

Amazon Linux 2017.03
Inherited from stack
default

64bit

paravirtual

no

EBS backed

vol- 1d

Edit Delete

Monitoring

OpsWorks uses CloudWatch metrics to provide
detailed monitoring for your instance.

Volumes

Mo volumes. Manage in resources.

Elastic Load Balancing

This instance does not belong to any layers with
an ELB attached. Change layer settings.

Elastic IP

Mo Elastic IP. Manage in resources.

To explore the instance logs, in the Logs section, for Log, choose show.

Logs

Created at

v 20151118 2121411 UTC

v 20151118 21:10:09 UTC

Command

configure

setup

MW%WJW”KFW"JXM“WMT\AMFW\A

Comment Duration Log
00:01:09 <
00:04:02 show

4. AWS OpsWorks Stacks displays the log in a separate web browser tab.
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F

+ Instance: nodejs-app-1 | Stack: My Sample Stack (Linux) | Layer: Node js App Server | Type: configure

1 [2815-11-18T21:15:11+8@:868] INFO: AWS Opskorks instance , Agent version 4882-28151118164726

2 [2815-11-18T21:15:12+88:88] INFO: Started chef-zero at chefzero://localhost:8889 with repository at /opt/aws/opsworks/curre
3 One version per cookbook

4 data_bags at fvar/lib/aws/opsworks/data.internal/data_bags

5 nodes at Jwvar/lib/aws/opsworks/data.internal/nodes

&

7 [2815-11-18T21:15:12+88:88] INF Forking chef instance to converge...

8 [2815-11-18T21:15:12+8@:88] INF % Chef 12.4.1 #*=*

9

Chef-client pid: 586

WARN: Run List override has been provided.
: Original Run List: []

: Overridden Run List: [recipe[aws_opsworks_agent]]
Run List is [recipe[aws_opsworks_agent]]

: Run List expands to [aws_opsworks_agent]

FO: Stgrting Lhef Run for nodejs- ldomain

[2815-11-18T21:15:12+88:88] INF
1 [2815-11-18T21:15:14+88:
11 [2815-11-18T21:15:14+88:
12 [2815-11-18T21:15:14+88;
13 [2815-11-18T21:15:14+88:
[2815-11-18T21:15:14+88:
-11-18T21:15:14+68:

To learn more about what some of the instance settings represent, return to the nodejs-server1
page, choose Stop, and when you see the confirmation message, choose Stop. Choose Edit after
Status changes from stopping to stopped, and then hover over each of the settings. (Not all
settings have on-screen descriptions.) For more information about these settings, see Adding an
Instance to a Layer.

When you have finished reviewing settings, choose Start to restart the instance, and wait until
Status changes to online. Otherwise, you won't be able to test the app later, because the instance
will remain stopped.

(® Note

If you want to log in to the instance to explore it further, you must first provide AWS
OpsWorks Stacks with information about your public SSH key (which you can create with
tools such as ssh-keygen or PuTTYgen), and then you must set permissions on the My
Sample Stack (Linux) stack to enable your user to log in to the instance. For instructions,
see Registering a User's Public SSH Key and Logging In with SSH.

In the next step, explore the app's settings.

Step 8: Explore the App's Settings

/A Important

AWS OpsWorks Stacks is no longer accepting new customers. Existing customers will be
able to use the OpsWorks console, API, CLI, and CloudFormation resources as normal until
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May 26, 2024, at which time they will be discontinued. To prepare for this transition, we
recommend you transition your stacks to AWS Systems Manager as soon as possible. For
more information, see AWS OpsWorks Stacks End of Life FAQs and Migrating your AWS
OpsWorks Stacks applications to AWS Systems Manager Application Manager.

Examine the settings that AWS OpsWorks Stacks used for the app.
To display the app's settings

1. In the service navigation pane, choose Apps. The Apps page is displayed.

2. Choose Node.js Sample App. The App Node.js Sample App page displays:

App Node.js Sample App Edit | Delete
Settings
Name Mode js Sample App
Short name nodejs_sample_app
OpsWorks ID
Type Other
Application Source Data Sources
App source type Git Data source type OpsWorks
Repository URL https://github.com/awslabs/opsworks-windows Database instance
-demo-nodejs.git Database name nodejs_sample_app
Environment Variables

I . I I PR Y

To learn about what some of the settings represent, choose Edit, and then hover over each of
the settings. (Not all settings have on-screen descriptions.) For more information about these the

settings, see Adding Apps.

In the next step, you can explore layer monitoring reports.
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Step 9: Explore Layer Monitoring Reports

/A Important

AWS OpsWorks Stacks is no longer accepting new customers. Existing customers will be
able to use the OpsWorks console, API, CLI, and CloudFormation resources as normal until
May 26, 2024, at which time they will be discontinued. To prepare for this transition, we
recommend you transition your stacks to AWS Systems Manager as soon as possible. For
more information, see AWS OpsWorks Stacks End of Life FAQs and Migrating your AWS
OpsWorks Stacks applications to AWS Systems Manager Application Manager.

Examine reports that AWS OpsWorks Stacks generates about the layer's compute performance.

To display layer monitoring reports

1. Inthe service navigation pane, choose Monitoring. The Monitoring Layers page is displayed.

2. To explore additional views, choose the arrow next to CPU, Memory, Load, and time:

Monitoring Layers

Node js App Server

B Memory Used {avg.@

0% 412 MiB
366 GiB

CPU System (avg.®

B CPU Idle
CPU User
CPU System 1.83GiB
B CPU IO wait
m CPU Nice now  -24n -12h now

B CPU Steal

H Load (1min) (avg.@

-12h now  -24h -12h now

refreshing in 111 sec 24 hour@

Processes (avg.)

0.0 a8
93

49

For information about these and other reports, see Using Amazon CloudWatch and Monitoring.

In the next step, you can explore additional stack settings.
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Step 10: Explore Additional Stack Settings

/A Important

AWS OpsWorks Stacks is no longer accepting new customers. Existing customers will be
able to use the OpsWorks console, API, CLI, and CloudFormation resources as normal until
May 26, 2024, at which time they will be discontinued. To prepare for this transition, we
recommend you transition your stacks to AWS Systems Manager as soon as possible. For
more information, see AWS OpsWorks Stacks End of Life FAQs and Migrating your AWS
OpsWorks Stacks applications to AWS Systems Manager Application Manager.

In this step, you can examine additional stack settings.

AWS OpsWorks Stacks ran no separate deployments, provisioned no additional resources, and
adjusted no additional permissions as part of this stack, so there isn't much of interest on the
Deployments and Commands, Resources, and Permissions pages. If you want to see those
settings anyway, choose Deployments, Resources, and Permissions in the service navigation pane,
respectively. If you want more information about what these pages represent, see Deploying Apps,

Resource Management, and Managing User Permissions.

In the next step, you can clean up the AWS resources that you used for this walkthrough. This next
step is optional. You may want to keep using these AWS resources as you continue to learn more
about AWS OpsWorks Stacks. However, keeping these AWS resources around may result in some
ongoing charges to your AWS account. If you want to keep these AWS resources around for later
use, you have now completed this walkthrough, and you can skip ahead to Next Steps.

Step 11 (Optional): Clean Up

/A Important

AWS OpsWorks Stacks is no longer accepting new customers. Existing customers will be
able to use the OpsWorks console, API, CLI, and CloudFormation resources as normal until
May 26, 2024, at which time they will be discontinued. To prepare for this transition, we
recommend you transition your stacks to AWS Systems Manager as soon as possible. For
more information, see AWS OpsWorks Stacks End of Life FAQs and Migrating your AWS
OpsWorks Stacks applications to AWS Systems Manager Application Manager.
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To prevent incurring additional charges to your AWS account, you can delete the app and the AWS
resources that were used for this walkthrough, including the instance and the AWS OpsWorks
Stacks stack. (For more information, see AWS OpsWorks Pricing.) However, you might want to keep

using these AWS resources as you continue to learn more about AWS OpsWorks Stacks. If you want
to keep these AWS resources available, you have now completed this walkthrough, and you can
skip to Next Steps.

Content stored in the resources that you created for this walkthrough can contain personally-
identifying information. If you no longer want this information to be stored by AWS, follow steps in
this topic.

To delete the app from the stack

1. In the service navigation pane, choose Apps. The Apps page displays.

2. For Node.js Sample App, for Actions, choose delete. When you see the confirmation message,
choose Delete. When the app is deleted, you see the No apps message.

To delete the instance for the stack

1. Inthe service navigation pane, choose Instances. The Instances page displays.

2. For Node.js App Server, for nodejs-server1, for Actions, choose stop. When you see the
confirmation message, choose Stop.

This process can take a few minutes. When AWS OpsWorks Stacks is finished, the following
results are shown.

Getting Started: Sample API Version 2013-02-18 317


http://aws.amazon.com/opsworks/pricing/

AWS OpsWorks User Guide

Instancese @ |

total

An instance represents a server. It can belong to one or mare layers, that define the instance's settings, resources, installed packages, profiles
and security groups. When you start the instance, OpsWorks uses the associated layer's blueprint to create and configure a corresponding

EC2 instance. Learn more.

Node.js App Server

Search forinstances in this layer by name, status, size, type, AZ or IP

Hostname -~  Status Size Type AZ Public IP Actions
nodejs-serveri t2.medium 24(7 us-west-2a - b start i delete
+ Instance

3. For Actions, choose delete. When you see the confirmation message, choose Delete. The
instance is deleted, and the No instances message is displayed.

To delete the stack

1. In the service navigation pane, choose Stack. The My Sample Stack (Linux) page is displayed.

2. Choose Delete Stack. When you see the confirmation message, choose Delete. The stack is
deleted, and the OpsWorks Dashboard page is displayed.

Optionally, you can delete the user and Amazon EC2 key pair that you used for this walkthrough, if
you don't want to reuse them for access to other AWS services and EC2 instances. For instructions,
see Deleting an IAM user and Amazon EC2 key pairs and Linux instances.

You have now completed this walkthrough. For more information, see Next Steps.

Next Steps

/A Important

AWS OpsWorks Stacks is no longer accepting new customers. Existing customers will be
able to use the OpsWorks console, API, CLI, and CloudFormation resources as normal until
May 26, 2024, at which time they will be discontinued. To prepare for this transition, we
recommend you transition your stacks to AWS Systems Manager as soon as possible. For
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more information, see AWS OpsWorks Stacks End of Life FAQs and Migrating your AWS
OpsWorks Stacks applications to AWS Systems Manager Application Manager.

Now that you have completed this walkthrough, you can learn more about using AWS OpsWorks
Stacks:

« Practice manually recreating this stack by yourself using AWS OpsWorks Stacks. See Getting
Started: Linux.

» Explore the cookbook and the app that AWS OpsWorks Stacks used for this walkthrough. See
Learning More: Explore the Cookbook Used in This Walkthrough and Learning More: Explore the

App Used in This Walkthrough in the companion Getting Started: Linux walkthrough.

» Practice using AWS OpsWorks Stacks with Windows instances. See Getting Started: Windows.

» Learn more about stacks by learning how to Create a New Stack.

» Learn more about layers by Editing an OpsWorks Layer's Configuration.

« Learn more about instances by Adding an Instance to a Layer.

« Learn more about apps by Deploying Apps.

» Learn more about Cookbooks and Recipes.

» Create your own cookbooks. See Getting Started: Cookbooks.

» Learn about controlling access to stacks with Security and Permissions.

Getting Started with Linux Stacks

/A Important

AWS OpsWorks Stacks is no longer accepting new customers. Existing customers will be
able to use the OpsWorks console, API, CLI, and CloudFormation resources as normal until
May 26, 2024, at which time they will be discontinued. To prepare for this transition, we
recommend you transition your stacks to AWS Systems Manager as soon as possible. For
more information, see AWS OpsWorks Stacks End of Life FAQs and Migrating your AWS
OpsWorks Stacks applications to AWS Systems Manager Application Manager.

In this walkthrough, you will learn how to use AWS OpsWorks Stacks to create a Node.js application
environment. When you are done, you will have an Amazon Elastic Compute Cloud (Amazon EC2)
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instance running Chef 12, a Node.js HTTP server, and a web app that you can use to interact with
Twitter and leave comments on a web page.

Chef is a third-party framework for configuring and maintaining servers, such as EC2 instances,
and how apps are deployed and maintained on those servers. If you aren't familiar with Chef, after
completing this walkthrough, we recommend that you learn more about Chef so that you can take
full advantage of all that AWS OpsWorks Stacks has to offer. (For more information, see the Learn
Chef website.)

AWS OpsWorks Stacks supports four Linux distributions: Amazon Linux, Ubuntu Server, CentQOS,
and Red Hat Enterprise Linux. For this walkthrough, we use Ubuntu Server. AWS OpsWorks Stacks
also works with Windows Server. Although we have an equivalent walkthrough for Windows Server
stacks, we recommend that you complete this walkthrough first to learn basic concepts about AWS
OpsWorks Stacks and Chef that are not repeated there. After you complete this walkthrough, see
the Getting Started: Windows walkthrough.

Topics

» Step 1: Complete the Prerequisites

» Step 2: Create a Stack

» Step 3: Add a Layer to the Stack

» Step 4: Specify the App to Deploy to the Instance

« Step 5: Launch an Instance

» Step 6: Deploy the App to the Instance

» Step 7: Test the Deployed App on the Instance
» Step 8 (Optional): Clean Up

» Next Steps
» Learning More: Explore the Cookbook Used in This Walkthrough

» Learning More: Explore the App Used in This Walkthrough

Step 1: Complete the Prerequisites

/A Important

AWS OpsWorks Stacks is no longer accepting new customers. Existing customers will be
able to use the OpsWorks console, API, CLI, and CloudFormation resources as normal until
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May 26, 2024, at which time they will be discontinued. To prepare for this transition, we
recommend you transition your stacks to AWS Systems Manager as soon as possible. For
more information, see AWS OpsWorks Stacks End of Life FAQs and Migrating your AWS
OpsWorks Stacks applications to AWS Systems Manager Application Manager.

Complete the following setup steps before you can start the walkthrough. These setup steps
include signing up for an AWS account, creating an administrative user, and assigning access
permissions to AWS OpsWorks Stacks.

If you have already completed the Getting Started: Sample walkthrough, then you have met the

prerequisites for this walkthrough, and you can skip ahead to Step 2: Create a Stack.

Topics

« Sign up for an AWS account

« Create an administrative user

« Assign Service Access Permissions

Sign up for an AWS account

If you do not have an AWS account, complete the following steps to create one.
To sign up for an AWS account

1. Open https://portal.aws.amazon.com/billing/signup.

2. Follow the online instructions.

Part of the sign-up procedure involves receiving a phone call and entering a verification code
on the phone keypad.

When you sign up for an AWS account, an AWS account root user is created. The root user
has access to all AWS services and resources in the account. As a security best practice, assign
administrative access to an administrative user, and use only the root user to perform tasks

that require root user access.

AWS sends you a confirmation email after the sign-up process is complete. At any time, you can
view your current account activity and manage your account by going to https://aws.amazon.com/

and choosing My Account.
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Create an administrative user

After you sign up for an AWS account, secure your AWS account root user, enable AWS IAM Identity
Center, and create an administrative user so that you don't use the root user for everyday tasks.

Secure your AWS account root user

1. Signin to the AWS Management Console as the account owner by choosing Root user and

entering your AWS account email address. On the next page, enter your password.

For help signing in by using root user, see Signing in as the root user in the AWS Sign-In User
Guide.

2. Turn on multi-factor authentication (MFA) for your root user.

For instructions, see Enable a virtual MFA device for your AWS account root user (console) in
the IAM User Guide.

Create an administrative user

1. Enable IAM Identity Center.

For instructions, see Enabling AWS IAM Identity Center in the AWS IAM Identity Center User
Guide.

2. InIAM lIdentity Center, grant administrative access to an administrative user.

For a tutorial about using the IAM Identity Center directory as your identity source, see
Configure user access with the default IAM Identity Center directory in the AWS IAM Identity
Center User Guide.

Sign in as the administrative user

« Tosign in with your IAM Identity Center user, use the sign-in URL that was sent to your email
address when you created the IAM Identity Center user.

For help signing in using an IAM Identity Center user, see Signing in to the AWS access portal in
the AWS Sign-In User Guide.
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Assign Service Access Permissions

Enable access to the AWS OpsWorks Stacks service (and related services that AWS OpsWorks Stacks
relies on) by adding the AWSOpsWorks_FullAccess and AmazonS3FullAccess permissions to
your role or user.

For more information about adding permissions, see Adding IAM identity permissions (console).

You have now completed all of the setup steps and can start this walkthrough.

Step 2: Create a Stack

/A Important

AWS OpsWorks Stacks is no longer accepting new customers. Existing customers will be
able to use the OpsWorks console, API, CLI, and CloudFormation resources as normal until
May 26, 2024, at which time they will be discontinued. To prepare for this transition, we
recommend you transition your stacks to AWS Systems Manager as soon as possible. For
more information, see AWS OpsWorks Stacks End of Life FAQs and Migrating your AWS
OpsWorks Stacks applications to AWS Systems Manager Application Manager.

You will use the AWS OpsWorks Stacks console to create a stack. A stack is a collection of instances
and related AWS resources that have a common purpose and that you want to manage together.
(For more information, see Stacks.) For this walkthrough, there is only one instance.

Before you begin, complete the prerequisites if you haven't already.
To create the stack

1. Sign in to the AWS Management Console and open the AWS OpsWorks console at https://
console.aws.amazon.com/opsworks/.

2. Do any of the following, if they apply:

« If the Welcome to AWS OpsWorks Stacks page is displayed, choose Add your first stack
or Add your first AWS OpsWorks Stacks stack (both choices do the same thing). The Add
stack page is displayed.

« If the OpsWorks Dashboard page is displayed, choose Add stack. The Add stack page is
displayed.

3. With the Add stack page displayed, choose Chef 12 stack if it is not already chosen for you.
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4.

10.

11.

12.
13.

14.

15.

In the Stack name box, type a name, for example MyLinuxDemoStack. (You can type
a different name, but be sure to substitute it for M\yLinuxDemoStack throughout this
walkthrough.)

For Region, choose US West (Oregon).
For VPC, do one of the following:

« If aVPCis available, choose it. (For more information, see Running a Stack in a VPC.)

« Otherwise, choose No VPC.

For Default operating system, choose Linux and Ubuntu 18.04 LTS.
For Use custom Chef cookbooks, choose Yes.

For Repository type, choose Http Archive.

For Repository URL, type https://s3.amazonaws.com/opsworks-demo-assets/
opsworks-linux-demo-cookbooks-nodejs.tar.gz

Leave the defaults for the following:

Default Availability Zone (us-west-2a)

Default SSH key (Do not use a default SSH key)

User name (blank)
Password (blank)
Stack color (dark blue)

Choose Advanced.

For IAM role, do one of the following (for more information, see Allowing AWS OpsWorks
Stacks to Act on Your Behalf):

« If aws-opsworks-service-role is available, choose it.
« If aws-opsworks-service-role is not available, choose New IAM role.

For Default IAM instance profile, do one of the following (for more information, see
Specifying Permissions for Apps Running on EC2 instances):

« If aws-opsworks-ec2-role is available, choose it.
« If aws-opsworks-ec2-role is not available, choose New IAM instance profile.

For APl endpoint region, choose the regional APl endpoint with which you want the stack to
be associated. If you want the stack to be in the US West (Oregon) Region within the US East
(N. Virginia) regional endpoint, choose us-east-1. If you want the stack to be both in the US
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West (Oregon) Region and associated with the US West (Oregon) regional endpoint, choose us-
west-2.

® Note

The US East (N. Virginia) regional endpoint includes older AWS Regions for backward
compatibility, but it is a best practice to choose the regional endpoint that is closest to
where you manage AWS. For more information, see Region Support.

16. Leave the defaults for the following:

Default root device type (EBS backed)

Hostname theme (Layer Dependent)

« OpsWorks Agent version (most recent version)

Custom JSON (blank)

Use OpsWorks security groups (Yes)

17. Your results should match the following screenshots except for perhaps VPC, IAM role, and
Default IAM instance profile:
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Add stack

Which type of stack do you want to create?

A 5= Chef 12 stack

Bring your own cookbooks and

{\ B8 Sample stack

Explore AWS OpsWorks Stacks with a

sample Mode_js app use community cookbooks

N\

A Chef 11 stack

Use built-in cookbooks for applications
and deployments

Create a stack with Linux or Windows instances that run Chef 12

isolate its internal cookbooks from yours. Learn more.

Stack name MyLinuxDemoStack

Region Us West (Oregon) [~
VPC Mo VPC [~
Default Availability Zone us-west-2a [~

Default operating system @ A Linux © 5/ Windows

Repository type Git B

The more advanced experience. Bring your own cookbooks and use community cookbooks. AWS OpsWorks Stacks does separate Chef runs to

Ubuntu 16.04LT5 E| Need a different O5? Lef us know
Default SSH key Do not use a default 55H key [~
Chef version 12
Use custom Chef cookbooks Define the source of your Chef cookbooks
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Repository type Git B
Repository URL https:#github. comiuser/cookbooks. git
Repository SSH key Optional

Branch/Revision Optional

Stack color .........

Advanced options

Default root device type @ EBS backed

© Instance store
1AM role aws-opsworks-service-role El
Default IAM instance profile aws-opsworks-ec2ole El
APl endpeint region [[E0 ® ys-west-2

D ys-east-1
Hostname theme Layer Dependent El
OpsWorks Agent version 4021 (Dec 16th 2016) E|
Custom JSON opticnal

Enter custom JSON that is passed to your Chef recipes for all instances in your stack. You can use this to
override and customize built-in recipes or pass variables to your own recipes. Learn more.

Security

Use OpsWorks security groups

Cancel Add stack

18. Choose Add Stack. AWS OpsWorks Stacks creates the stack and displays the
MyLinuxDemoStack page.

You now have a stack with the correct settings for this walkthrough.

In the next step, you will add a layer to the stack.
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Step 3: Add a Layer to the Stack

/A Important

AWS OpsWorks Stacks is no longer accepting new customers. Existing customers will be
able to use the OpsWorks console, API, CLI, and CloudFormation resources as normal until
May 26, 2024, at which time they will be discontinued. To prepare for this transition, we
recommend you transition your stacks to AWS Systems Manager as soon as possible. For
more information, see AWS OpsWorks Stacks End of Life FAQs and Migrating your AWS
OpsWorks Stacks applications to AWS Systems Manager Application Manager.

A layer is a blueprint for a set of instances, such as Amazon EC2 instances. It specifies information
such as the instance's settings, resources, installed packages, and security groups. Next, add a layer
to the stack. (For more information about layers, see Layers.)

To add the layer to the stack

1. With the MyLinuxDemoStack page displayed from the previous step, for Layers, choose Add a
layer:

R VY A
Layers

packages, profiles and security groups.

Add a layer

A layer is a blueprint for a set of instances. It
specifies the instance's resources, installed

2. The Add Layer page is displayed. On the OpsWorks tab, for Name, type MyLinuxDemoLayezxr.
(You can type a different name, but be sure to substitute it for MyLinuxDemoLayer
throughout this walkthrough.)

3. For Short name, type demo (you can type a different value, but be sure to substitute it for
demo throughout this walkthrough):

Getting Started: Linux API Version 2013-02-18 328



AWS OpsWorks User Guide

Add layer

W opsworks  [Eecs () ros

A layer is a blueprint and container for your instances. You can add Chef recipes to lifecycle events of your

instances, for example to install and configure any required software. Learn more.

Name MyLinuxDemaolayer

Short name demo

Need further support? Let us know.

Cancel Add layer

4. Choose Add layer. AWS OpsWorks Stacks creates the layer and displays the Layers page.
5. On the Layers page, for MyLinuxDemolLayer, choose Network.
6. On the Network tab, under Automatically Assign IP Addresses, verify that Public IP

addresses is set to yes. If you've made changes, choose Save.

Automatically Assign IP Addresses €@

Public IP addresses

Elastic IP addresses Mo

7. On the Layers page, choose Security:

Layers

Alayer is a blueprint for a set of Amazon EC2 instances. It specifies the instance's settings, associated resources, installed packages, profiles,

and security groups. You can also add recipes to lifecycle events of your instances, for example: to set up, deploy, configure your instances, or

discover your resources. Learn more.

]

i Delete Add instance

‘ MyLinuxDemoLayer

Settings Recipes Network EBSVolume i

&= Layer
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8. The Layer MyLinuxDemoLayer page is displayed with the Security tab open. For Security
groups, choose AWS-OpsWorks-WebApp, and then choose Save:

Layer MyLinuxDemoLayer

General Settings Recipes Metwork EBS Volumes Security

Security Groups i

Security groups Gelec‘t a security group 1 P
>

AWS-OpsWorks-Default-Server Q\MS-Ops'-!‘-forks-'-,“-febApp x )

EC2 Instance Profile i

EC2 Instance profile Use default stack profile [aws—opson|

9. The AWS-OpsWorks-WebApp security group is added to the layer. (This security group enables
users to connect to the app on the instance later in this walkthrough. Without this security
group, users will receive a message in their web browser that they cannot connect to the
instance.)

You now have a layer with the correct settings for this walkthrough.

In the next step, you will specify the app to deploy to the instance.

Step 4: Specify the App to Deploy to the Instance

/A Important

AWS OpsWorks Stacks is no longer accepting new customers. Existing customers will be
able to use the OpsWorks console, API, CLI, and CloudFormation resources as normal until
May 26, 2024, at which time they will be discontinued. To prepare for this transition, we
recommend you transition your stacks to AWS Systems Manager as soon as possible. For
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more information, see AWS OpsWorks Stacks End of Life FAQs and Migrating your AWS
OpsWorks Stacks applications to AWS Systems Manager Application Manager.

Tell AWS OpsWorks Stacks about the app that you will deploy to the instance later in this
walkthrough. In this context, AWS OpsWorks Stacks defines an app as code you want to run on an
instance. (For more information, see Apps.)

The procedure in this section applies to Chef 12 and newer stacks. For information about how to
add apps to layers in Chef 11 stacks, see Step 2.4: Create and Deploy an App - Chef 11.

To specify the app to deploy

1. In the service navigation pane, choose Apps:

B Stack

itf Instances
Time-based

Load-based
¢y Deployments
sk Monitoring
W Resources

& Permissions

2. The Apps page is displayed. Choose Add an app. The Add App page is displayed.

3. For Settings, for Name, type MyLinuxDemoApp. (You can type a different name, but be sure to
substitute it for MyLinuxDemoApp throughout this walkthrough.)

Getting Started: Linux API Version 2013-02-18 331



AWS OpsWorks

User Guide

4. For Application Source, for Repository URL, type https://github.com/awslabs/
opsworks-windows-demo-nodejs.git

5. Leave the defaults for the following:

» Settings, Document root (blank)

« Data Sources, Data source type (None)

» Repository type (Git)

» Repository SSH key (blank)

« Branch/Revision (blank)

« Environment Variables (blank KEY, blank VALUE, unchecked Protected Value)

« Add Domains, Domain Name (blank)

o SSL Settings, Enable SSL (No)

Add App

Settings

Name

Document root

Data Sources

Data source type

Application Source

Repository type

Repository URL

Repository SSH key

MyLinuxDemoApp

Optional

© RDS @ MNone

Git [~
slopsworks-windows-demo-nodejs. git

Optional

RN Y o o N PR NI W N
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Branch/Revision Optional

Environment Variables

KEY VALUE [ Protected value

Add Domains

Domain name Optional E

SSL Settings

Enable SSL No

6. Choose Add App. AWS OpsWorks Stacks adds the app and displays the Apps page.

You now have an app with the correct settings for this walkthrough.

In the next step, you will launch the instance.

Step 5: Launch an Instance

/A Important

AWS OpsWorks Stacks is no longer accepting new customers. Existing customers will be
able to use the OpsWorks console, API, CLI, and CloudFormation resources as normal until
May 26, 2024, at which time they will be discontinued. To prepare for this transition, we
recommend you transition your stacks to AWS Systems Manager as soon as possible. For
more information, see AWS OpsWorks Stacks End of Life FAQs and Migrating your AWS
OpsWorks Stacks applications to AWS Systems Manager Application Manager.

Use AWS OpsWorks Stacks to start up an Ubuntu Server Amazon EC2 instance. This instance
uses the settings that you defined in the layer you created earlier in this walkthrough. (For more
information, see Instances.)
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To launch the instance

1. Inthe service navigation pane, choose Instances. The Instances page is displayed.

2. For MyLinuxDemolLayer, choose Add an instance.

3. Onthe New tab, leave the defaults for the following:

Hostname (demo1)
Size (c3.large)

Subnet (IP address us-west-2a)

4. Choose Advanced.

5. Leave the defaults for the following:

6. Your results will be similar to the following screenshot:

Scaling type (24/7)

SSH key (Do not use a default SSH key)
Operating system (Ubuntu 18.04 LTS)
OpsWorks Agent version (Inherit from stack)
Tenancy (Default - Rely on VPC settings)
Root device type (EBS backed)

Volume type (General Purpose (SSD))

Volume size (8)
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New Existing OpsWorks EC2 instances and own servers

Hostname demo
Size &3 large E|
Subnet 1 - us-west-23 E|
Scaling type @ 24/7

© Time-based

© Load-based
SSH key Do not set an $5H key E|
Operating system Ubuntu 14.04 LTS E|
OpsWorks Agent version Inherit from stack E|
Tenancy Default - Rely on VPG settings E|
Root device type @ EBS backed

© Instance store
Volume type General Purpose (SSD) I~

Volume size 8

Min: 8 GiB, Max: 16364 GiB

Cancel Add Instance

7. Choose Add Instance. AWS OpsWorks Stacks adds the instance to the layer and displays the
Instances page.

8. For MyLinuxDemolayer, for demo1, for Actions, choose start:

MyLinuxDemoLayer

Hostname ~ | Status -~ Size ~  Type ~ | AZ ~ | Public IP «  Actions
demo1 c3.large 24/7 us-west-2a - |‘ii delete
% Instance

9. Over the course of several minutes, the following occurs:

« The setting up circle changes from 0 to 1.
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« Status turns from stopped to requested, to pending, to booting, to running_setup, and
then finally to online. Note that this process can take several minutes.

» After Status changes to online, the setting up circle indicator changes from 1 to 0, and the
online circle changes from 0 to 1 and changes to bright green. Do not proceed until the
online circle changes to bright green, and shows 1 instance online.

10. Your results must match the following screenshot before you continue (if you receive a failure
message, you may want to consult the Debugging and Troubleshooting Guide):

I nSta nces o ‘ o Stop All Instances

total anline

MyLinuxDemolLayer

Search for instances in this layer by name, status, size, type, AZ ar IP

Hostname -~  Status Size Type AZ Public IP Actions

demo1 [ online c3.large 24/7 us-west-2a m stop M ssh
+ Instance

You now have an instance that is ready for the app to be deployed to it.

(@ Note

If you want to log in to the instance to explore it further, you must first provide AWS
OpsWorks Stacks with information about your public SSH key (which you can create

with tools such as ssh-keygen or PuTTYgen), and then you must set permissions on the
MyLinuxDemoStack stack to enable your user to log in to the instance. For instructions,
see Registering a User's Public SSH Key and Logging In with SSH. If you plan to use SSH to
connect to instances through PuTTY, see Connecting to Your Linux Instance from Windows
Using PUTTY in the AWS documentation.

In the next step, you will deploy the app to the instance.
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Step 6: Deploy the App to the Instance

/A Important

AWS OpsWorks Stacks is no longer accepting new customers. Existing customers will be
able to use the OpsWorks console, API, CLI, and CloudFormation resources as normal until
May 26, 2024, at which time they will be discontinued. To prepare for this transition, we
recommend you transition your stacks to AWS Systems Manager as soon as possible. For
more information, see AWS OpsWorks Stacks End of Life FAQs and Migrating your AWS
OpsWorks Stacks applications to AWS Systems Manager Application Manager.

In this step, you will deploy the app from GitHub to the running instance. (For more information,
see Deploying Apps.) Before you deploy the app, you must specify the recipe to use to coordinate
the deployment. A recipe is a Chef concept. Recipes are instructions, written with Ruby language
syntax, that specify the resources to use and the order in which those resources are applied. (For
more information, go to About Recipes on the Learn Chef website.)

To specify the recipe to use to deploy the app to the instance

1. Inthe service navigation pane, choose Layers. The Layers page is displayed.

2. For MyLinuxDemolLayer, choose Recipes:

Layers

Alayer is a blueprint for a set of Amazon EC2 instances. It specifies the instance's settings, associated resources, installed packages, profiles,
and security groups. You can also add recipes to lifecycle events of your instances, for example: to set up, deploy, configure your instances, or
discover your resources. Learn more.

MyLinuxDemoLayer Instances
Settings Metwork EBS Volumes  Security i Delete n

& Layer

The Layer MyLinuxDemolLayer page is displayed with the Recipes tab open.

3. For Custom Chef Recipes, for Deploy, type nodejs_demo: :default, and then press Enter.
nodejs_demo is the name of the cookbook and default is the name of the target recipe
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within the cookbook. (To explore the recipe's code, see Learning More: Explore the Cookbook
Used in This Walkthrough.) Your results must match the following screenshot:

Layer MyLinuxDemoLayer

General Settings Metwork EBS Volumes Security

Custom Chef Recipes i

Repository URL https://s3.amazonaws.com/opsworks-demo-assets/opsworks-linux-demo-cookbooks-nodejs tar.gz
(change)
Setup mycookbook:myrecipe, mycookt | o
Configure mycookbook:myrecipe, mycookt | o
n Deploy mycookbook:myrecipe, mycookt | <

nodejs_demo:-default 3%

Undeploy mycookbook:myrecipe, mycookt | o

Shutdown mycookbook: myrecipe, mycookt | e

4. Choose Save. AWS OpsWorks Stacks adds the recipe to the layer's Deploy lifecycle event.

To deploy the app to the instance

1. In the service navigation pane, choose Apps. The Apps page displays.

2. For MyLinuxDemoApp, for Actions, choose deploy, as displayed in the following screen shot:

Apps

An app represents code stored in a repository that you want to install on application server instances. Learn more.

Name -  Type ~ Data Source Last Deployment Actions
MyLinuxDemoApp Other £y deploy ) # edit ifi delete
+ App

Getting Started: Linux API Version 2013-02-18 338



AWS OpsWorks User Guide

3. Onthe Deploy App page, leave the defaults for the following:

Command (Deploy)

Comment (blank)

Settings, Advanced, Custom Chef JSON (blank)

Instances, Advanced (checked Select all, checked MyLinuxDemolLayer, checked demo1)

4. Your results must match the following screenshot:

Deploy App

Settings

App MyLinuxDemoApp

Command Deploy E|
Deploy an app.

Comment Optional

Custom Chef JSON pptional
Enter custom JSON that is passed to your Chef recipes for all instances in your stack. You can use this to
override and customize built-in recipes or pass variables to your own. Learn more.

Instances i

OpsWorks will run this command on 1 of 1 instances. The assigned recipes are run on all selected instances.

Select all

MyLinuxDemoLayer demol ®

5. Choose Deploy. The Deployment MyLinuxDemoApp - deploy page is displayed. Status
changes from running to successful. A spinning circle displays next to demo1, which then
changes to a green check mark. Note that this process can take several minutes. Do not
proceed until you see both a Status of successful and the green check mark icon.
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6. Your results must match the following screenshot except of course for Created at, Completed
at, Duration, and User. If status is failed, then to troubleshoot, for Log, choose show to get
details about the failure:

Deployment MyLinuxDemoApp - deploy

Status User OpsWorksDemoUser
Created at 2015-11-1217:12:49 UTC

Completed at  2013-11-1217:14:02 UTC

Duration 00:01:13
Hostname SSH Layers ~ | Duration Log
v demo1l M ssh MyLinuxDemolLayer 00:01:13 show

You have now successfully deployed the app to the instance.

In the next step, you will test the deployed app on the instance.

Step 7: Test the Deployed App on the Instance

/A Important

AWS OpsWorks Stacks is no longer accepting new customers. Existing customers will be
able to use the OpsWorks console, API, CLI, and CloudFormation resources as normal until
May 26, 2024, at which time they will be discontinued. To prepare for this transition, we
recommend you transition your stacks to AWS Systems Manager as soon as possible. For
more information, see AWS OpsWorks Stacks End of Life FAQs and Migrating your AWS
OpsWorks Stacks applications to AWS Systems Manager Application Manager.

Now, test the app deployment on the instance.
To test the deployment on the instance

1. Inthe service navigation pane, choose Instances. The Instances page is displayed.

2. For MyLinuxDemolayer, for demo1, for Public IP, choose the IP address:
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|nStanceS o ‘ o Stop All Instances

total anline

MyLinuxDemolLayer

Search for instances in this layer by name, status, size, type, AZ ar IP

Hostname -~  Status Size Type AZ Public IP Actions

demo1 [ online c3.large 24/7 us-west-2a m stop M ssh
+ Instance

A new web browser tab displays the app.

3. On the congratulatory web page, in the Leave a comment text box, type a comment, and then
choose Send to test the app. The app adds your comment to the web page. Continue leaving

comments and choosing Send as often as you want:
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, You just deployed your first App with
AWS OpsWorks.

o Tweet 9 Follow @AWSOpsWorks

OpsWorks

Made in Berlin

This app runs on nodejs-app-server (Linux). Your request came from ] ]
The system time is . 4:34:12 PM. Page rendered using Node js version v4.1.1.

Leave a comment

Send

Hello, World!

4. If you have a Twitter account, choose Tweet or Follow @AWSOpsWorks, and follow the on-
screen directions to tweet about the app or to follow @AWSOpsWorks.

You have now successfully tested the deployed app on the instance.

In the next step, you can clean up the AWS resources that you used for this walkthrough. This next
step is optional. You may want to keep using these AWS resources as you continue to learn more
about AWS OpsWorks Stacks. However, keeping these AWS resources around may result in some
ongoing charges to your AWS account. If you want to keep these AWS resources around for later
use, you have now completed this walkthrough, and you can skip ahead to Next Steps.
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Step 8 (Optional): Clean Up

/A Important

AWS OpsWorks Stacks is no longer accepting new customers. Existing customers will be
able to use the OpsWorks console, API, CLI, and CloudFormation resources as normal until
May 26, 2024, at which time they will be discontinued. To prepare for this transition, we
recommend you transition your stacks to AWS Systems Manager as soon as possible. For
more information, see AWS OpsWorks Stacks End of Life FAQs and Migrating your AWS
OpsWorks Stacks applications to AWS Systems Manager Application Manager.

To prevent incurring additional charges to your AWS account, you can delete the AWS resources
that were used for this walkthrough. These AWS resources include the AWS OpsWorks Stacks
stack and the stack's components. (For more information, see AWS OpsWorks Pricing.) However,
you might want to keep using these AWS resources as you continue to learn more about AWS
OpsWorks Stacks. If you want to keep these AWS resources available, you have now completed this

walkthrough, and you can skip to Next Steps.

Content stored in the resources that you created for this walkthrough can contain personally-
identifying information. If you no longer want this information to be stored by AWS, follow steps in
this topic.

To delete the app from the stack

1. Inthe AWS OpsWorks Stacks console, in the service navigation pane, choose Apps. The Apps
page is displayed.

2. For MyLinuxDemoApp, for Actions, choose delete. When the confirmation message is
displayed, choose Delete. AWS OpsWorks Stacks deletes the app.

To delete the instance for the stack

1. In the service navigation pane, choose Instances. The Instances page is displayed.

2. For MyLinuxDemolayer, for demo1, for Actions, choose stop. When you see the confirmation
message, choose Stop. The following happens.

 Status changes from online to stopping, and eventually to stopped.

« online changes from 1 to 0.
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« shutting down changes from 0 to 1, and eventually back to 0.

» stopped eventually changes from 0 to 1.

This process can take a few minutes. When AWS OpsWorks Stacks is finished, the following
results are shown.

Instances e @

total

MyLinuxDemoLayer

Search for instances in this layer by name, status, size, type, AZ or IP

Hostname -~  Status Size Type AZ Public IP Actions
demo1 c3.large 2417 us-west-2a b start ifi delete
+ Instance

3. For Actions, choose delete. When you see the confirmation message, choose Delete. AWS
OpsWorks Stacks deletes the instance and displays the No instances message.

To delete the stack

1. Inthe service navigation pane, choose Stack. The MyLinuxDemoStack page is displayed.

2. Choose Delete Stack. When you see the confirmation message, choose Delete. AWS OpsWorks
Stacks deletes the stack and displays the OpsWorks Dashboard page.

Optionally, you can delete the user and Amazon EC2 key pair that you used for this walkthrough, if
you don't want to reuse them for access to other AWS services and EC2 instances. For instructions,
see Deleting an IAM user and Amazon EC2 key pairs and Linux instances.

You have now completed this walkthrough. For more information, see Next Steps.
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Next Steps

/A Important

AWS OpsWorks Stacks is no longer accepting new customers. Existing customers will be
able to use the OpsWorks console, API, CLI, and CloudFormation resources as normal until
May 26, 2024, at which time they will be discontinued. To prepare for this transition, we
recommend you transition your stacks to AWS Systems Manager as soon as possible. For
more information, see AWS OpsWorks Stacks End of Life FAQs and Migrating your AWS
OpsWorks Stacks applications to AWS Systems Manager Application Manager.

Now that you have completed this walkthrough, you can learn more about using AWS OpsWorks
Stacks:

» Explore the cookbook and the app that you used for this walkthrough. See Learning More:
Explore the Cookbook Used in This Walkthrough and Learning More: Explore the App Used in
This Walkthrough.

» Practice using AWS OpsWorks Stacks with Windows instances. See Getting Started: Windows.

» Learn more about stacks by learning how to Create a New Stack.

« Learn more about layers by Editing an OpsWorks Layer's Configuration.

« Learn more about instances by Adding an Instance to a Layer.

» Learn more about apps by Deploying Apps.

» Learn more about Cookbooks and Recipes.

» Create your own cookbooks. See Getting Started: Cookbooks.

« Learn about controlling access to stacks with Security and Permissions.

Learning More: Explore the Cookbook Used in This Walkthrough

/A Important

AWS OpsWorks Stacks is no longer accepting new customers. Existing customers will be
able to use the OpsWorks console, API, CLI, and CloudFormation resources as normal until
May 26, 2024, at which time they will be discontinued. To prepare for this transition, we
recommend you transition your stacks to AWS Systems Manager as soon as possible. For
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more information, see AWS OpsWorks Stacks End of Life FAQs and Migrating your AWS
OpsWorks Stacks applications to AWS Systems Manager Application Manager.

This topic describes the cookbook that AWS OpsWorks Stacks used for the walkthrough.

A cookbook is a Chef concept. Cookbooks are archive files that contain configuration information,
such as recipes, attribute values, files, templates, libraries, definitions, and custom resources.

A recipe is also a Chef concept. Recipes are instructions, written with Ruby language syntax,

that specify the resources to use and the order in which those resources are applied. For more
information, go to About Cookbooks and About Recipes on the Learn Chef website.

To see the contents of the cookbook used in this walkthrough, extract the contents of the
opsworks-linux-demo-cookbooks-nodejs.tar.gz file to an empty directory on your local

workstation. (You can also log in to the instance that you deployed the cookbook to and explore
the contents of the /var/chef/cookbooks directory.)

The default.rb file in the cookbooks/nodejs_demo/recipes directory is where the cookbook
runs its code:

app = search(:aws_opsworks_app).first
app_path = "/srv/#{app['shortname']}"

package "git" do
options "--force-yes" if node["platform"] == "ubuntu" && node["platform_version"] ==
"18.04"

end

application app_path do
javascript "4"
environment.update("PORT" => "80")

git app_path do
repository app["app_source"]["url"]
revision app["app_source"]["revision"]
end

link "#{app_path}/server.js" do
to "#{app_path}/index.js"
end
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npm_install
npm_start
end

Here's what the file does:

o search(:aws_opsworks_app).first uses Chef search to look up information about the
app that will eventually be deployed to the instance. This information includes settings such
as the app's short name and its source repository details. Because only one app was deployed
in this walkthrough, Chef search gets these settings from the first item of information within
the aws_opsworks_app search index on the instance. Whenever an instance is launched, AWS
OpsWorks Stacks stores this and other related information as a set of data bags on the instance
itself, and you get the data bag contents through Chef search. Although you can hard code these
settings into this recipe, using data bags and Chef search is a more robust approach. For more
information about data bags, see the AWS OpsWorks Stacks Data Bag Reference. See also About
Data Bags on the Learn Chef website. For more information about Chef search, go to About
Search on the Learn Chef website.

« The package resource installs Git on the instance.

« The application resource describes and deploys web applications:
e javascript is the version of the JavaScript runtime to install.
« environment sets an environment variable.
« git gets the source code from the specified repository and branch.

« app_path is the path to clone the repository to. If the path doesn't exist on the instance, AWS
OpsWorks Stacks creates it.

» link creates a symbolic link.
« npm_install installs Node Package Manager, the default package manager for Node.js.

« npm_start runs Node.js.

Although AWS OpsWorks Stacks created the cookbook used for this walkthrough, you can create
your own cookbooks. To learn how, see Getting Started: Cookbooks. Also, go to About Cookbooks,
About Recipes, and Learn the Chef Basics on Ubuntu on the Learn Chef website, and the "Our first
Chef cookbook" section in First steps with Chef on the Getting started with Chef website.
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Learning More: Explore the App Used in This Walkthrough

/A Important

AWS OpsWorks Stacks is no longer accepting new customers. Existing customers will be
able to use the OpsWorks console, API, CLI, and CloudFormation resources as normal until
May 26, 2024, at which time they will be discontinued. To prepare for this transition, we
recommend you transition your stacks to AWS Systems Manager as soon as possible. For
more information, see AWS OpsWorks Stacks End of Life FAQs and Migrating your AWS
OpsWorks Stacks applications to AWS Systems Manager Application Manager.

This topic describes the app that AWS OpsWorks Stacks deploys to the instance for this
walkthrough.

To see the app's source code, extract the contents of the opsworks-windows-demo-nodejs GitHub
repository to an empty directory on your local workstation. You can also log in to the instance that
you deployed the cookbook to and explore the contents of the /srv/mylinuxdemoapp directory.

The index. js file contains the most significant code for the app:

var express = require('express');

var app = express();

var path = require('path');

var os = require('os');

var bodyParser = require('body-parser');
var fs = require('fs');

var add_comment = function(comment) {
var comments = get_comments();
comments.push({"date": new Date(), "text": comment});
fs.writeFileSync('./comments.json', JSON.stringify(comments));

i

var get_comments = function() {
var comments;
if (fs.existsSync('./comments.json')) {
comments = fs.readFileSync('./comments.json');
comments = JSON.parse(comments);
} else {
comments

[1;
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}

return comments;

i

app.use(function log (req, res, next) {
console.log([req.method, req.url].join(' '));
next();

1)

app.use(express.static('public'));

app.use(bodyParser.urlencoded({ extended: false }))

app.set('view engine', 'jade');

app.get('/', function(req, res) {
var comments = get_comments();
res.render("index",

{ agent: req.headers['user-agent'],
hostname: os.hostname(),
nodeversion: process.version,
time: new Date(),

admin: (process.env.APP_ADMIN_EMAIL || "admin@unconfigured-value.com" ),
comments: get_comments()
18

1)

app.post('/', function(req, res) {
var comment = req.body.comment;
if (comment) {
add_comment(comment);

console.log("Got comment: " + comment);
}
res.redirect("/#form-section");
18
var server = app.listen(process.env.PORT || 3000, function() {
console.log('Listening on %s', process.env.PORT);
18

Here's what the file does:

» require loads modules that contain some dependent code that this web app needs to run as
expected.

« The add_comment and get_comments functions write information to, and read information
from, the comments. json file.
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» For information about app.get, app.listen, app.post, app.set, and app.use, see the
Express API Reference.

To learn how to create and package your app for deployment, see Application Source.

Getting Started with Windows Stacks

/A Important

AWS OpsWorks Stacks is no longer accepting new customers. Existing customers will be
able to use the OpsWorks console, API, CLI, and CloudFormation resources as normal until
May 26, 2024, at which time they will be discontinued. To prepare for this transition, we
recommend you transition your stacks to AWS Systems Manager as soon as possible. For
more information, see AWS OpsWorks Stacks End of Life FAQs and Migrating your AWS
OpsWorks Stacks applications to AWS Systems Manager Application Manager.

Cloud-based applications usually require a group of related resources—application servers,
database servers, and so on—that must be created and managed collectively. This collection of
instances is called a stack. A simple application stack might look something like the following.
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The basic architecture consists of the following:

» An Elastic IP address to receive user requests.
» A load balancer to distribute incoming requests evenly across the application servers.

« A set of application server instances, as many as needed to handle the traffic.

In addition, you typically need a way to distribute applications to the application servers, manage
user permissions, and so on.

AWS OpsWorks Stacks provides a simple and straightforward way to create and manage stacks and
their associated applications and resources. This chapter introduces the basics of AWS OpsWorks
Stacks—along with some of its more sophisticated features—by walking you through the process
of creating the application server stack in the diagram. It uses an incremental development model
that AWS OpsWorks Stacks makes easy to follow: Set up a basic stack and, after it's working
correctly, add components until you arrive at a full-featured implementation.

« Step 1: Complete the Prerequisites shows how to get set up to start the walkthrough.
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« Step 2: Create a Basic Application Server Stack shows how to create a basic stack to support

Internet Information Services (IIS) and deploy an app to the server.

» Step 3: Scale Out IISExample shows how to scale out a stack to handle increased load by adding
more application servers, a load balancer to distribute incoming traffic, and an Elastic IP address
to receive incoming requests.

Topics

Step 1: Complete the Prerequisites

Step 2: Create a Basic Application Server Stack

Step 3: Scale Out IISExample

Next Steps

Step 1: Complete the Prerequisites

/A Important

AWS OpsWorks Stacks is no longer accepting new customers. Existing customers will be
able to use the OpsWorks console, API, CLI, and CloudFormation resources as normal until
May 26, 2024, at which time they will be discontinued. To prepare for this transition, we
recommend you transition your stacks to AWS Systems Manager as soon as possible. For
more information, see AWS OpsWorks Stacks End of Life FAQs and Migrating your AWS
OpsWorks Stacks applications to AWS Systems Manager Application Manager.

Complete the following setup steps before you can start the walkthrough. These setup steps
include signing up for an AWS account, creating an administrative user, and assigning access
permissions to AWS OpsWorks Stacks.

If you have already completed the Getting Started: Sample or Getting Started: Linux walkthroughs,
then you have met the prerequisites for this walkthrough, and you can skip ahead to Step 2: Create
a Basic Application Server Stack.

Topics

« Sign up for an AWS account

+ Create an administrative user
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» Assign Service Access Permissions

o Ensure AWS OpsWorks Stacks Users are Added to Your Domain

Sign up for an AWS account
If you do not have an AWS account, complete the following steps to create one.
To sign up for an AWS account

1. Open https://portal.aws.amazon.com/billing/signup.

2. Follow the online instructions.

Part of the sign-up procedure involves receiving a phone call and entering a verification code
on the phone keypad.

When you sign up for an AWS account, an AWS account root user is created. The root user
has access to all AWS services and resources in the account. As a security best practice, assign
administrative access to an administrative user, and use only the root user to perform tasks

that require root user access.

AWS sends you a confirmation email after the sign-up process is complete. At any time, you can
view your current account activity and manage your account by going to https://aws.amazon.com/
and choosing My Account.

Create an administrative user

After you sign up for an AWS account, secure your AWS account root user, enable AWS IAM Identity
Center, and create an administrative user so that you don't use the root user for everyday tasks.

Secure your AWS account root user

1. Signin to the AWS Management Console as the account owner by choosing Root user and

entering your AWS account email address. On the next page, enter your password.

For help signing in by using root user, see Signing in as the root user in the AWS Sign-In User
Guide.

2. Turn on multi-factor authentication (MFA) for your root user.
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For instructions, see Enable a virtual MFA device for your AWS account root user (console) in
the IAM User Guide.

Create an administrative user
1. Enable IAM Identity Center.

For instructions, see Enabling AWS IAM Identity Center in the AWS IAM Identity Center User
Guide.

2. InlAM lIdentity Center, grant administrative access to an administrative user.

For a tutorial about using the IAM Identity Center directory as your identity source, see
Configure user access with the default IAM Identity Center directory in the AWS IAM Identity
Center User Guide.

Sign in as the administrative user

o Tosign in with your IAM Identity Center user, use the sign-in URL that was sent to your email
address when you created the IAM Identity Center user.

For help signing in using an IAM Identity Center user, see Signing in to the AWS access portal in
the AWS Sign-In User Guide.

Assign Service Access Permissions

Enable access to the AWS OpsWorks Stacks service (and related services that AWS OpsWorks Stacks
relies on) by adding the AWSOpsWorks_FullAccess and AmazonS3FullAccess permissions to
your role or user.

For more information about adding permissions, see Adding IAM identity permissions (console).

Ensure AWS OpsWorks Stacks Users are Added to Your Domain

In a Chef 12.2 stack, the included aws_opsworks_users cookbook creates users that have SSH
and Remote Desktop Protocol (RDP) access to Windows-based instances. When you join Windows
instances in your stack to an Active Directory domain, this cookbook run can fail if the AWS
OpsWorks Stacks users do not exist in Active Directory. If the users are not recognized in Active
Directory, instances can enter a setup failed state when you restart them after joining them to
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a domain. For domain-joined Windows instances, it is not sufficient to grant AWS OpsWorks Stacks
users SSH/RDP access on the user permissions page.

Before you join Windows instances in a Chef 12.2 stack to an Active Directory domain, be sure all
AWS OpsWorks Stacks users of the Windows-based stack are members of the domain. The best
way to do this is to configure federated identity with IAM before creating your Windows-based
stack, and then import federated users into AWS OpsWorks Stacks before joining instances in your
stack to a domain. For more information about how to do this, see Enabling Federation to AWS
Using Windows Active Directory, ADFS, and SAML 2.0 in the AWS Security Blog, and Federating
Existing Users in the IAM User Guide.

Step 2: Create a Basic Application Server Stack

/A Important

AWS OpsWorks Stacks is no longer accepting new customers. Existing customers will be
able to use the OpsWorks console, API, CLI, and CloudFormation resources as normal until
May 26, 2024, at which time they will be discontinued. To prepare for this transition, we
recommend you transition your stacks to AWS Systems Manager as soon as possible. For
more information, see AWS OpsWorks Stacks End of Life FAQs and Migrating your AWS
OpsWorks Stacks applications to AWS Systems Manager Application Manager.

A basic application server stack consists of a single application server instance with a public IP
address to receive user requests. Application code and any related files are stored in a separate
repository and deployed from there to the server. The following diagram illustrates such a stack.
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The stack has the following components:

The layer in this example represents a group of IS instances.

« An instance, which represents an Amazon EC2 instance.

A layer, which represents a group of instances and specifies how they are to be configured.

In this case, the layer configures a single instance to run IIS, but layers can have any number of

instances.

« An app, which contains the information required to install an application on the instance.

» A cookbook, which contains custom Chef recipes that support the custom IIS layer. The cookbook

and app code are stored in remote repositories, such as an archive file in an Amazon S3 bucket or

a Git repository.

The following sections describe how to use the AWS OpsWorks Stacks console to create the stack

and deploy the application.

Topics

o Step 2.1: Create the Stack

o Step 2.2: Authorize RDP Access
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o Step 2.3: Implement a Custom Cookbook

o Step 2.4: Add an lIS Layer

« Step 2.5: Deploy an App

Step 2.1: Create the Stack

/A Important

AWS OpsWorks Stacks is no longer accepting new customers. Existing customers will be
able to use the OpsWorks console, API, CLI, and CloudFormation resources as normal until
May 26, 2024, at which time they will be discontinued. To prepare for this transition, we
recommend you transition your stacks to AWS Systems Manager as soon as possible. For
more information, see AWS OpsWorks Stacks End of Life FAQs and Migrating your AWS
OpsWorks Stacks applications to AWS Systems Manager Application Manager.

You start an AWS OpsWorks Stacks project by creating a stack, which acts as a container for your
instances and other resources. The stack configuration specifies some basic settings, such as the
AWS region and the default operating system, that are shared by all the stack's instances.

To create a new stack

1. Add a Stack

If you haven't done so already, sign in to the AWS OpsWorks Stacks console.

« If the account has no existing stacks, you will see the Welcome to AWS OpsWorks page;
choose Add your first stack.

» Otherwise, you will see the AWS OpsWorks Stacks dashboard, which lists your account's
stacks; choose Add Stack.

2. Configure the Stack

On the Add Stack page, choose Chef 12 stack and specify the following settings:

Stack name

Enter a name for your stack, which can contain alphanumeric characters (a-z, A-Z, and 0-
9), and hyphens (-). The example stack for this walkthrough is named IISWalkthrough.
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Region
Select US West (Oregon) as the stack's region.

You can create a stack in any region, but we recommend US West (Oregon) for tutorials.

Default operating system

Choose Windows, and then specify Microsoft Windows Server 2022 Base, which is the
default setting.

Use custom Chef cookbooks

For the purposes of this walkthrough, specify No for this option.

3. Choose Advanced to confirm that you have an IAM role and the default IAM instance profile
selected.

IAM role

Specify the stack's IAM (AWS Identity and Access Management) role. AWS OpsWorks
Stacks needs to access other AWS services to perform tasks such as creating and managing
Amazon EC2 instances. IAM role specifies the role that AWS OpsWorks Stacks assumes

to work with other AWS services on your behalf. For more information, see Allowing AWS
OpsWorks Stacks to Act on Your Behalf.

« If your account has an existing AWS OpsWorks Stacks IAM role, you can select it from the
list.

If the role was created by AWS OpsWorks Stacks, it will be named aws-opsworks-
service-role.

» Otherwise, select New IAM Role to direct AWS OpsWorks Stacks to create a new role for
you with the correct permissions.

Note: If you have AWS OpsWorks Stacks Full Access permissions, creating a new role
requires several additional IAM permissions. For more information, see Example Policies.

4. Accept the default values for the other settings and choose Add Stack. For more information
on the various stack settings, see Create a New Stack.

Getting Started: Windows API Version 2013-02-18 358



AWS OpsWorks User Guide

Step 2.2: Authorize RDP Access

/A Important

AWS OpsWorks Stacks is no longer accepting new customers. Existing customers will be
able to use the OpsWorks console, API, CLI, and CloudFormation resources as normal until
May 26, 2024, at which time they will be discontinued. To prepare for this transition, we
recommend you transition your stacks to AWS Systems Manager as soon as possible. For
more information, see AWS OpsWorks Stacks End of Life FAQs and Migrating your AWS
OpsWorks Stacks applications to AWS Systems Manager Application Manager.

Now that you have created a stack, you will create a layer and add a Windows instance to the layer.
However, before you can do so, you must configure the stack to allow you to use RDP to connect to
the custom layer's instances. To do so, you must do the following:

« Add an inbound rule to the security group that controls RDP access.

» Set your AWS OpsWorks Stacks permissions for this stack to allow RDP access.

When you create the first stack in a region, AWS OpsWorks Stacks creates a set of security groups.
They include one named something like AWS-0OpsWorks-RDP-Server, which AWS OpsWorks
Stacks attaches to all Windows instances to allow RDP access. However, by default, this security
group does not have any rules, so you must add an inbound rule to allow RDP access to your
instances.

To allow RDP access

1. Open the Amazon EC2 console, set it to the stack's region, and choose Security Groups from

the navigation pane.
2. Choose AWS-OpsWorks-RDP-Server, choose the Inbound tab, and choose Edit.
3. Choose Add Rule and specify the following settings:

« Type - RDP.
» Source — The permissible source IP addresses.
You typically allow inbound RDP requests from your IP address or a specified IP address

range (typically your corporate IP address range). For learning purposes, it's often sufficient
to specify 0.0.0.0/0, which allows RDP access from any IP address.
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The security group allows the instance to receive RDP connection requests, but that's only half
the story. An ordinary user will log into the instance using a password provided by AWS OpsWorks
Stacks. To have AWS OpsWorks Stacks generate that password, you must explicitly authorize RDP
access for the user.

To authorize RDP for a user

1. In the AWS OpsWorks Stacks dashboard, choose the lISWalkthrough stack.
2. In the navigation pane for the stack, choose Permissions.

3. On the Permissions page, choose Edit.
4

In the list of users, select the checkbox for SSH/RDP for the user to whom you want to grant
necessary permissions. If you want the user to also have administrator permissions, select
sudo/admin as well.

e e I TP S VIR PR
Permissions
Permission level Instance access
Stack Deny IAM Policies Only Show Deploy Manage S5H /| RDP sudo / admin
CLITest °
Chef9Test @
EC2Register @ @
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5. Choose Save.
The user can then get a password and use it to log in to the instance, as described later.
(® Note

You also can log in as Administrator. For more information, see Logging in As
Administrator.

Step 2.3: Implement a Custom Cookbook

/A Important

AWS OpsWorks Stacks is no longer accepting new customers. Existing customers will be
able to use the OpsWorks console, API, CLI, and CloudFormation resources as normal until
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May 26, 2024, at which time they will be discontinued. To prepare for this transition, we
recommend you transition your stacks to AWS Systems Manager as soon as possible. For
more information, see AWS OpsWorks Stacks End of Life FAQs and Migrating your AWS
OpsWorks Stacks applications to AWS Systems Manager Application Manager.

Although a stack is basically a container for instances, you don't add instances directly to a stack.
You add one or more layers, each of which represents a group of related instances, and then add
instances to the layers.

A layer is basically a blueprint that AWS OpsWorks Stacks uses to create a set of Amazon EC2
instances with the same configuration. An instance starts with a base version of the operating
system, and the instance's layer performs a variety of tasks on the instance to implement that
blueprint, which can include:

» Creating directories and files

« Managing users

« Installing and configuring software
» Starting or stopping servers

» Deploying application code and related files.

A layer performs tasks on instances by running Chef recipes—recipes for short. A recipe is a Ruby
application that uses Chef's domain-specific language (DSL) to describe the final state of the
instance. With AWS OpsWorks Stacks, each recipe is usually assigned to one of the layer's lifecycle
events: Setup, Configuration, Deploy, Undeploy, and Shutdown. When a lifecycle event occurs on
an instance, AWS OpsWorks Stacks runs the event's recipes to perform the appropriate tasks. For
example, the Setup event occurs after an instance finishes booting. AWS OpsWorks Stacks then
runs the Setup recipes, which typically perform tasks such as installing and configuring server
software and starting related services.

AWS OpsWorks Stacks provides each layer with a set of built-in recipes that perform standard
tasks. You can extend a layer's functionality by implementing custom recipes to perform additional
tasks and assigning them to the layer's lifecycle events. Windows stacks support custom layers,
which have a minimal set of recipes that perform only a few basic tasks. To add functionality

to your Windows instances, you must implement custom recipes to install software, deploy
applications, and so on. This topic describes how to create a simple custom layer to support IIS
instances.
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Topics

e A Quick Introduction to Cookbooks and Recipes

« Implement a Recipe to Install and Start IIS

« Enable the Custom Cookbook

A Quick Introduction to Cookbooks and Recipes

A recipe defines one or more aspects of an instance's expected state: what directories it should
have, what software packages should be installed, what apps should be deployed, and so on.
Recipes are packaged in a cookbook, which typically contains one or more related recipes, plus
associated files such as templates for creating configuration files.

This topic is a very basic introduction to recipes, just enough to show you how to implement a
cookbook to support a simple custom IIS layer. For a more general introduction to cookbooks, see
Cookbooks and Recipes. For a detailed tutorial introduction to implementing cookbooks, including
some Windows-specific topics, see Cookbooks 101.

Chef recipes are technically Ruby applications, but most, if not all, of the code is in the Chef DSL.
The DSL consists largely of a set of resources, which you can use to declaratively specify an aspect
of the instances state. For example, a directory resource defines a directory to be added to the

system. The following example defines a C:\data directory with full-control rights that belongs to
the specified user and does not inherit rights from the parent directory.

directory 'C:\data' do
rights :full_control, 'WORKGROUP\username'
inherits false
action :create

end

When Chef runs a recipe, it executes each resource by passing the data to an associated provider,
a Ruby object that handles the details of modifying the instance state. In this case, the provider
creates a new directory with the specified configuration.

The custom cookbook for the custom IIS layer must perform the following tasks:
o Install the IIS feature and start the service.

You typically perform this task during setup, right after the instance finished booting.
» Deploy an app to the instance, a simple HTML page for this example.
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You typically perform this task during setup. However, apps usually need to be updated
regularly, so you also need to deploy updates while the instance is online.

You could have a single recipe perform all of these tasks. However, the preferred approach is to
have separate recipes for setup and deployment tasks. That way, you can deploy app updates at
any time without also running setup code. The following describes how to set up a cookbook to
support a custom IS layer. Subsequent topics will show how to implement the recipes.

To get started

1. Create a directory named iis-cookbook in a convenient location on your workstation.

2. Addametadata.rb file with the following content to iis-cookbook.

name "iis-cookbook"
version "0.1.0"

This example uses a minimal metadata. rb. For more information on how you can use this
file, see metadata.rb.

3. Addarecipesdirectory to iis-cookbook.

This directory, which must be named recipes, contains the cookbook's recipes.

In general, cookbooks can contain a variety of other directories. For example, if a recipe uses a
template to create a configuration file, the template usually goes in the templates\default
directory. The cookbook for this example consists entirely of recipes, so it needs no other
directories. Also, this example uses a single cookbook, but you can use as many as you need;
multiple cookbooks are often preferable for complex projects. For example, you could have
separate cookbooks for setup and deployment tasks. For more cookbook examples, see Cookbooks

and Recipes.

Implement a Recipe to Install and Start IIS

IIS is a Windows feature, one of a set of optional system components that you can install on
Windows Server. You can have a recipe install IIS in either of the following ways:

e By using a powershell_script resource to run the Install-WindowsFeature cmdlet.

« By using the Chef windows cookbook windows_feature resource.
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The windows cookbook contains a set of resources whose providers use Deployment Image
Servicing and Management (DISM) to perform a variety of tasks on Windows instances, including

feature installation.

(@ Note

powershell_script is among the most useful resources for Windows recipes. You can
use it to perform a variety of tasks on an instance by running a PowerShell script or cmdlet.
It's especially useful for tasks that aren't supported by a Chef resource.

This example runs a PowerShell script to install and start Web Server (11S). The windows cookbook
is described later. For an example of how to use windows_feature to install IS, see Installing a
Windows Feature: IIS.

Add a recipe named install. rb with the following contents to the cookbook's recipes
directory.

powershell_script 'Install IIS' do

code 'Install-WindowsFeature Web-Server'

not_if "(Get-WindowsFeature -Name Web-Server).Installed"
end

service 'w3svc' do
action [:start, :enable]
end

The recipe contains two resources.
powershell_script

powershell_script runs the specified PowerShell script or cmdlet. The example has the
following attribute settings:

e code — The PowerShell cndlets to run.

This example runs an Install-WindowsFeature cmdlet, which installs Web Server (11S). In
general, the code attribute can have any number of lines, so you can run as many cmdlets as
you need.
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e not-if — A guard attribute that ensures that the recipe installs IIS only if it has not yet been
installed.

You generally want recipes to be idempotent, so they do not waste time performing the same
task more than once.

Every resource has an action, which specifies the action the provider is to take. There is no
explicit action for this example, so the provider takes the default : run action, which runs the
specified PowerShell script. For more information, see Running a Windows PowerShell Script.

service

A service manages a service, the Web Server IIS service (W3SVC) in this case. The example
uses default attributes and specifies two actions, :start and :enable, which start and enable
I1S.

(® Note

If you want to install software that uses a package installer, such as MSI, you can use a
windows_package resource. For more information, see Installing a Package.

Enable the Custom Cookbook

AWS OpsWorks Stacks runs recipes from a local cache on each instance. To run your custom
recipes, you must do the following:

« Store the cookbook in a remote repository.

AWS OpsWorks Stacks downloads the cookbooks from this repository to each instance's local
cache.

« Edit the stack to enable custom cookbooks.

Custom cookbooks are disabled by default, so you must enable custom cookbooks for the stack
and provide the repository URL and related information.

AWS OpsWorks Stacks supports S3 archives and Git repositories for custom cookbooks; this
example uses an S3 archive. For more information, see Cookbook Repositories.
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To use an S3 archive

1. Create a .zip archive of the iis-cookbook directory.

AWS OpsWorks Stacks also supports . tgz (gzip compressed tar) archives for Windows stacks.

2. Upload the archive to an S3 bucket in the US West (N. California) region, and make the file
public. You can also use private S3 archives, but public archives are sufficient for this example
and somewhat simpler to work with.

a. Signin to the AWS Management Console and open the Amazon S3 console at https://
console.aws.amazon.com/s3/.

b. If you do not already have a bucket in us-west-1, choose Create Bucket and create a
bucket in the US West (N. California) region.

c. Inthe buckets list, choose the name of bucket to which you want to upload the file, and
then choose Upload.

d. Choose Add Files.

e. Select the archive file to upload, and then choose Open.

f. At the bottom of the Upload - Select Files and Folders dialog, choose Set Details.
g. Atthe bottom of the Set Details dialog, choose Set Permissions.

h. In the Set Permissions dialog, choose Make everything public.

i. Atthe bottom of the Set Permissions dialog, choose Start Upload. When the upload
finishes, the iis-cookbook.zip file appears in your bucket.

j-  Choose the bucket, and then choose the Properties tab for the bucket. Next to Link,
record the archive file's URL for later use.

For more information about uploading files to an Amazon S3 bucket, see How Do | Upload

Files and Folders to an S3 Bucket? in the Amazon S3 Console User Guide.

/A Important

Up to this point, the walkthrough has cost you only a little time; the AWS OpsWorks Stacks
service itself is free. However, you must pay for any AWS resources that you use, such as
Amazon S3 storage. As soon as you upload the archive you begin incurring charges. For
more information, see AWS Pricing.
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To enable custom cookbooks for the stack

1. Inthe AWS OpsWorks Stacks console, choose Stack in the navigation pane, and then choose
Stack Settings on the upper right.

2.  On the upper right of the Settings page, choose Edit.

3. On the Settings page, set Use custom Chef cookbooks to Yes and enter the following
information:

» Repository type — S3 Archive.
» Repository URL — The S3 URL of the cookbook archive file that you recorded earlier.

4. Choose Save to update the stack configuration.

AWS OpsWorks Stacks installs your custom cookbook on all new instances. Note that AWS
OpsWorks Stacks does not automatically install or update custom cookbooks on online instances.
You can do that manually, as described later.

Step 2.4: Add an IIS Layer

/A Important

AWS OpsWorks Stacks is no longer accepting new customers. Existing customers will be
able to use the OpsWorks console, API, CLI, and CloudFormation resources as normal until
May 26, 2024, at which time they will be discontinued. To prepare for this transition, we
recommend you transition your stacks to AWS Systems Manager as soon as possible. For
more information, see AWS OpsWorks Stacks End of Life FAQs and Migrating your AWS
OpsWorks Stacks applications to AWS Systems Manager Application Manager.

Your cookbook has one recipe that just installs and starts IIS. This is enough to create the layer and
verify that you have a working IIS instance. Later, you will add application deployment functionality
to the layer.

Create a Layer

You start by adding a layer to the stack. You then add functionality to that layer by assigning
custom recipes to the appropriate lifecycle events.
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To add an IIS layer to the stack

1. Choose Layers in the navigation pane and then choose Add a layer.

2. Configure the layer as follows:

« Name- IISExample

« Short name - iisexample

AWS OpsWorks Stacks uses the short name to identify the layer internally. You also use the
short name to identify the layer in recipes, although this example does not do so. You can
specify any short name, but it can consist only of lowercase alphanumeric characters and a
small number of punctuation marks. For more information, see Custom Layers.

3. Choose Add Layer.

If you were to add an instance to [ISWalkthrough at this point and start it, AWS OpsWorks Stacks
would automatically install the cookbooks but it would not run install.rb. After an instance
is online, you can run recipes manually by using the Execute Recipes stack command. However, a

better approach is to assign the recipe to one of the layer's lifecycle events. AWS OpsWorks Stacks

then automatically runs the recipe at the appropriate point in the instance's lifecycle.

Install and start IIS as soon as the instance finishes booting. To do this, assign install.rb to the
layer's Setup event.

To assign the recipe to a lifecycle event

1. Choose Layers in the navigation pane

2. Inthe box for the lISExample layer, choose Recipes.
3. On the upper right, choose Edit.
4

Under Custom Chef Recipes, in the Setup recipes box, type iis-cookbook: :install.

(@ Note

Use cookbook-name: : recipe-name to identify recipes, where you omit the recipe
name's . rb suffix.

5. Choose + to add the recipe to the layer. A red x appears next to the recipe to make it easy to
remove later.
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6. Choose Save to save the new configuration. The custom Setup recipes should now include
iis-cookbook::install.

Add an Instance to the Layer and Start It

You can try the recipe out by adding an instance to the layer and starting the instance. AWS
OpsWorks Stacks automatically installs the cookbooks and runs install.rb during setup, as soon
as the instance finishes booting.

To add an instance to a layer and start it

1. In the AWS OpsWorks Stacks navigation pane, choose Instances.
2. Under lISExample layer, choose Add an instance.

3. Select the appropriate size. t2.micro (or the smallest size available to you) should be sufficient
for the example.

4. Choose Add Instance. By default, AWS OpsWorks Stacks generates instance names by
appending an integer to the layer's short name, so the instance should be named iisexample1.

5. Choose start in the instance's Actions column to start the instance. AWS OpsWorks Stacks
will then launch an EC2 instance and run the Setup recipes to configure it. If the layer had any
Deploy recipes at this point, AWS OpsWorks Stacks would run them after the Setup recipes
have finished.

The process may take a number of minutes, during which the Status column displays a series
of status states. When you get to online status, the setup process is complete and the instance
is ready for use.

Confirm that IIS is Installed and Running

You can use RDP to connect to the instance and verify that your Setup recipe worked correctly.
To verify that IIS is installed and running

1. Choose Instances in the navigation pane and choose rdp in the iisexample1 instance's Actions
column. AWS OpsWorks Stacks automatically generates an RDP password for you that expires
after a specified time period.

2. Set Session valid for to 2 hours and choose Generate Password.
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3. AWS OpsWorks Stacks displays the password and also, for your convenience, the instance's
public DNS name and user name. Copy all three and click Acknowledge and close.

4. Open your RDP client and use the data from Step 3 to connect to the instance.

On the instance, open Windows Explorer and examine the C: drive. It should have a C:
\inetpub directory, which was created by the IIS installation.

6. Open the Control Panel Administrative Tools application, and then open Services. You should
see the IIS service near the bottom of the list. It is named World Wide Web Publishing Service,
and the status should be running.

7. Return to the AWS OpsWorks Stacks console and choose the iisexample1 instance's public IP
address. Be sure you do this in AWS OpsWorks Stacks, and not in the Amazon EC2 console.
This automatically sends an HTTP request to the address, which should open the default IIS
Welcome page.

The next topic discusses how to deploy an app to the instance, a simple static HTML page for this
example. However, if you would like to take a break, choose stop in the iisexample1 instance's
Actions column to stop the instance and avoid incurring unnecessary charges. You can restart the
instance when you are ready to continue.

Step 2.5: Deploy an App

/A Important

AWS OpsWorks Stacks is no longer accepting new customers. Existing customers will be
able to use the OpsWorks console, API, CLI, and CloudFormation resources as normal until
May 26, 2024, at which time they will be discontinued. To prepare for this transition, we
recommend you transition your stacks to AWS Systems Manager as soon as possible. For
more information, see AWS OpsWorks Stacks End of Life FAQs and Migrating your AWS
OpsWorks Stacks applications to AWS Systems Manager Application Manager.

The IS installation creates an C:\inetpub\wwwroot directory for your application's code and
related files. The next step is to install an app in that directory. For this example, you will install
a static HTML home page, default.html, in C:\inetpub\wwwroot. You can easily extend the
general approach to handle more complex scenarios, such as ASP.NET applications.

You could include the application's files in your cookbook and have install.rb copy themto C:
\inetpub\wwwroot. For examples of how to do this, see Example 6: Creating Files. However, this
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approach is not very flexible or efficient, and it is usually better to separate cookbook development
from application development.

The preferred solution is to implement a separate deployment recipe that retrieves the
application's code and related files from a repository—any repository you prefer, not just the
cookbook repository—and installs it on each IIS server instance. This approach separates cookbook
development from application development and, when you need to update your app, it allows you
to just run the deployment recipe again without having to update your cookbooks.

This topic shows how to implement a simple deployment recipe that deploys default.htmto
your IS server. You can readily extend this example to more complex applications.

Topics

o Create the Application and Store It in a Repository

« Implement a Recipe to Deploy the Application

» Update the Instance's Cookbooks

« Add the Recipe to the Custom IIS Layer

« Add an App
» Deploy the App and Open the Application

Create the Application and Store It in a Repository

You can use any repository you prefer for your applications. For simplicity, this example stores
default.htmin a public S3 bucket.

To create the application

1. Create a directory named iis-application in a convenient location on your workstation.

2. Addadefault.htmfileto iis-application with the following content.

<!DOCTYPE html>
<html>
<head>
<title>IIS Example</title>
</head>
<body>
<h1l>Hello World!</h1>
</body>

Getting Started: Windows API Version 2013-02-18 371



AWS OpsWorks User Guide

</html>

3. Create an S3 bucket, upload default.htm to the bucket, and record the URL for later use. For
simplicity, make the file public.

(@ Note

This is a very simple application, but you can extend the basic principles to handle
production-level applications.

» For more complex applications with multiple files, it is usually simpler to create a .zip
archive of iis-application and upload it to your S3 bucket.

You can then download the .zip file and extract the contents to the appropriate
directory. There's no need to download multiple files, create a directory structure, or
so on.

» For a production application, you will probably want to keep your files private. For an
example of how to have a recipe download files from a private S3 bucket, see Using
the SDK for Ruby on an AWS OpsWorks Stacks Windows Instance.

» You can store your application in any suitable repository.

You typically download the application by using a repository's public API. This
example uses the Amazon S3 API. If, for example, you store your application on
GitHub, you can use the GitHub API.

Implement a Recipe to Deploy the Application

Add a recipe named deploy.rb to the iis-cookbook recipes directory, with the following
contents.

chef_gem "aws-sdk-s3" do
compile_time false
action :install

end

ruby_block "download-object" do
block do
require 'aws-sdk-s3'
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#1
# Aws.config[:ssl_ca_bundle] = 'C:\ProgramData\Git\bin\curl-ca-bundle.crt'
Aws.use_bundled_cert!

#2

query = Chef::Search::Query.new

app = query.search(:aws_opsworks_app, "type:other").first
s3region = app[@][:environment][:S3REGION]

s3bucket = app[@][:environment][:BUCKET]

s3filename = app[@][:environment][:FILENAME]

#3
s3_client = Aws::S3::Client.new(region: s3region)
s3_client.get_object(bucket: s3bucket,
key: s3filename,
response_target: 'C:\inetpub\wwwroot\default.htm')
end
action :run
end

This example uses SDK for Ruby v2 to download the file. However, AWS OpsWorks Stacks does not
install this SDK on Windows instances, so the recipe starts with chef_gem resource, which handles
that task.

(@ Note

The chef_gem resource installs gems into Chef's dedicated Ruby version, which is the
version that recipes use. If you want to install a gem for a system-wide Ruby version, use
the gem_package resource.

The bulk of the recipe is a ruby_block resource, which runs a block of Ruby code that uses the
SDK for Ruby to download default.htm. The code in the ruby_block can be divided into the
following sections, which correspond to the numbered comments in the code example.

1: Specify a Certificate Bundle

Amazon S3 uses SSL, so you need an appropriate certificate to download objects from an S3
bucket. SDK for Ruby v2 does not include a certificate bundle, so you must provide one and
configure the SDK for Ruby to use it. AWS OpsWorks Stacks does not install a certificate bundle
directly, but it does install Git, which includes a certificate bundle (curl-ca-bundle.crt). For
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convenience, this example configures the SDK for Ruby to use the Git certificate bundle for SSL.
You also can install your own bundle and configure the SDK accordingly.

2: Retrieve the Repository Data

To download an object from Amazon S3, you need the AWS region, bucket name, and key
name. As described later, this example provides this information by associating a set of
environment variables with the app. When you deploy an app, AWS OpsWorks Stacks adds a
set of attributes to the instance's node object. These attributes are essentially a hash table that
contains the app configuration, including the environment variables. The app attributes for this
application will look something like the following, in JSON format.

{
"app_id": "8f71a9b5-de7f-451c-8505-3f35086e5bb3",
"app_source": {
"password": null,
"revision": null,
"ssh_key": null,
"type": "other",
"url": null,
"user": null

.

"attributes": {
"auto_bundle_on_deploy": true,
"aws_flow_ruby_settings": {3},
"document_root": null,
"rails_env": null

.

"data_sources": [{"type": "None"}],

"domains": ["iis_example_app"],

"enable_ssl": false,

"environment": {

"S3REGION": "us-west-2",
"BUCKET": "windows-example-app",
"FILENAME": "default.htm"

.

"name": "IIS-Example-App",

"shortname": "iis_example_app",

"ssl_configuration": {
"certificate": null,
"private_key": null,

"chain": null

},
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Iltypell: "OtheI",
"deploy": true
}

The app's environment variables are stored in the [ : environment] attribute. To

retrieve them, use a Chef search query to retrieve the app's hash table, which is under the
aws_opsworks_app node. This app will be defined as the other type, so the query searches
for apps of that type. The recipe takes advantage of the fact that there is only one app on this
instance, so the hash table of interest is just app[@]. For convenience, the recipe then assigns
the region, bucket, and file names to variables.

For more information about how to use Chef search, see .Obtaining Attribute Values with Chef

Search

3: Download the file

The third part of the recipe creates an S3 client object and uses its get_object method to

download default.htm to the instance's C:\inetpub\wwwroot directory.

(® Note

A recipe is a Ruby application, so Ruby code doesn't necessarily have to be in a
ruby_block. However, the code in the body of the recipe runs first, followed by the
resources, in order. For this example, if you put the download code in the recipe body;, it
would fail because the chef_gem resource wouldn't have installed the SDK for Ruby yet.
The code in the ruby_block resource executes when the resource executes, after the
chef_gem resource has installed the SDK for Ruby.

Update the Instance's Cookbooks

AWS OpsWorks Stacks automatically installs custom cookbooks on new instances. However, you
are working with an existing instance, so you must update your cookbook manually.

To update the instance's cookbooks

1. Create a .zip archive of iis-cookbook, and upload it to the S3 bucket.

This overwrites the existing cookbook, but the URL stays the same, so you don't need to
update the stack configuration.
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2. If your instance is not online, restart it.

3. After the instance is online, choose Stack in the navigation pane, and then choose Run
Command.

4. For Command, choose Update Custom Cookbooks. This command installs the updated

cookbook on the instance.

5. Choose Update Custom Cookbooks. The command might take a few minutes to finish.

Add the Recipe to the Custom IIS Layer

As with install.rb, the preferred way to handle deployment is to assign deploy.rb to the
appropriate lifecycle event. You usually assign deployment recipes to the Deploy event, and they
are referred to collectively as Deploy recipes. Assigning a recipe to the Deploy event does not
trigger the event. Instead:

» For new instances, AWS OpsWorks Stacks automatically runs the Deploy recipes after the Setup
recipes have finished, so new instances automatically have the current application version.

» For online instances, you use a deploy command to manually install new or updated applications.

This command triggers a Deploy event on the stack’s instances, which runs the Deploy recipes.

To assign deploy.rb to the layer's Deploy event

1. Choose Layers in the navigation pane, and then choose Recipes under Layer IISExample.

2. Under Custom Chef Recipes, add iis-cookbook: :deploy to the Deploy recipes box and
choose + to add the recipe to the layer.

3. Choose Save to save the new configuration. The custom Deploy recipes should now include
iis-cookbook: :deploy.
Add an App

The final task is to add an app to the stack to represent your application in the AWS OpsWorks
Stacks environment. An app includes metadata such as the application's display name, and the data
that is required to download the app from its repository.

To add the app to the stack

1. Choose Apps in the navigation pane, and then choose Add an app.
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2.

3.

Configure the app with the following settings.

« Name - IIIS-Example-App

» Repository Type — Other

« Environment Variables — Add the following three environment variables:
o S3REGION - The bucket's region (in this case, us-west-1).
o BUCKET - The bucket name, such as windows-example-app.
o FILENAME - The file name: default.htm.

Accept default values for the remaining settings, and then choose Add App to add the app to
the stack.

(@ Note

This example uses environment variables to provide the download data. An alternative
approach is to use an S3 Archive repository type and provide the file's URL. AWS OpsWorks
Stacks adds the information, along with optional data, such as your AWS credentials, to the
app's app_source attribute. Your deploy recipe must get the URL from the app attributes
and parse it to extract the region, bucket name, and file name.

Deploy the App and Open the Application

AWS OpsWorks Stacks automatically deploys apps to new instances, but not to online instances.
Because your instance is already running, you must deploy the app manually.

To deploy the app

1.
2.