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Security for agentic AI on AWS

James Schafer and Melanie Li, Amazon Web Services

While agentic AI systems might be a relatively new concept, many of the security risks they present 
have well-known, effective controls.

This guide provides practical security recommendations for developing hosted agentic AI systems
the follow the perceive, react, act layer architecture. Hosted agentic AI systems can support various 
business outcomes with differing risk tolerance levels. Due to this variance, some best practices in 
this guide are more applicable depending on your use case. Adoption of suitable controls can be 
phased in and enhanced through the lifecycle of the system based on organizational priorities. It's 
critical to understand which threats are relevant to your workload in order to understand which 
controls will be effective in achieving alignment with your risk appetite.

For any threat identified, you should implement multiple controls across more than one security 
control type. This guide maps its best practices to the OWASP Top 10 for Large Language Model 
Applications. It also includes recommendations from multiple sources, focusing on the highest 
priority aspects for hosted agentic AI systems.

Intended audience

This guide is for architects, developers, and technology leaders who need to safely and compliantly 
operate AI-driven software agents. To understand the concepts and recommendations in this 
guide, you should be familiar with modern cloud-native architectures and distributed systems, 
large language models, foundation model capabilities, DevOps, and platform engineering.

Objectives

This guide helps you do the following:

• Understand the design decisions that relate to securely operating hosted agentic AI systems

• Determine how to design and operate hosted agentic AI systems in accordance with your target 
risk posture

• Align functional controls with industry frameworks

Intended audience 1
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About this content series

This guide is part of a series about agentic AI on AWS. For more information and to view the other 
guides in this series, see Agentic AI on the AWS Prescriptive Guidance website.

About this content series 2
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Key security concepts for agentic AI on AWS

By understanding the key functions within each agent, you can understand how to address the 
range of threats to it. An individual agent's function can be divided into three aspects: perceive, 
reason, act. This process is the cognitive cycle that is at the core of every agent's autonomous 
operation.

Securing agentic AI systems requires a hybrid approach that combines traditional distributed 
systems practices with AI-specific mitigations across the perceive, reason, and act layers. The 
perception and action layers can largely rely on conventional security frameworks that were 
developed for microservices architectures, including strong application, data, infrastructure, 
and operational controls. However, the reasoning layer introduces unique challenges due to the 
probabilistic nature of AI decision-making. It demands specialized threat-mitigation strategies. 
This architectural similarity to modern microservices helps organizations to use existing security 
frameworks to address the distinct risks introduced by agentic AI systems.

The comprehensive security posture for agentic AI systems must acknowledge that, unlike 
deterministic systems that produce consistent outputs, AI components exhibit probabilistic 
behavior. This creates new attack vectors and requires enhanced threat modeling that incorporates 
both traditional distributed system risks and emerging AI-specific threats, as outlined in the
OWASP Top Ten for LLM Applications. Success depends on implementing defense-in-depth 
strategies across all three layers. This strategy should assume potential compromise at any level, 
and it should maintain operational effectiveness. This helps you implement security controls that 
are proportionate to the unique risks each layer presents while preserving the system's ability to 
achieve its intended goals through AI-driven reasoning and coordination.

This section includes the following topics:          

• Threats at the perception layer

• Threats at the reasoning layer

• Threats at the act layer

Threats at the perception layer

The perception layer serves as the primary interface for data ingestion and interpretation. It 
processes diverse inputs, including user prompts, documents, sensor data, API responses, and inter-

Threats at the perception layer 3
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agent communications. This layer's role in forming the agent's worldview makes it a high-value 
target for adversaries who seek to influence system behavior through data manipulation.

Primary threat vectors include:

• Data poisoning, where inputs are subtly modified to bias reasoning processes

• Prompt injection attacks, where malicious instructions are concealed within seemingly benign 
data sources

The expanding diversity of data sources compounds the challenge of maintaining input integrity 
and provenance tracking.

Threats at the reasoning layer

The reasoning layer represents the cognitive core of agentic AI systems. It consolidates planning, 
knowledge retrieval, decision-making, and memory management functions. Its central role in 
system decision-making makes compromise of this layer particularly damaging because it can 
undermine the integrity of the entire system.

Critical threats include:

• Input and context manipulation through information flooding attacks

• Logic manipulation that exploits agent biases toward efficiency or urgency

• Memory poisoning that introduces persistent false data or policies

• Multi-agent collusion scenarios, where spoofed communications disrupt coordination or 
propagate misinformation across the system.

For greater outcome control, the reasoning layer should have focused goals rather than broad 
decision-making capability. Amazon Bedrock guardrails provide automated reasoning validation 
capabilities. They can cross-check outputs against predefined policies and domain knowledge to 
support detection of anomalous behavior.

Threats at the act layer

The act layer translates reasoning outputs into concrete system interactions through API calls, 
database updates, and infrastructure changes. This layer presents the highest operational risk 

Threats at the reasoning layer 4
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because security failures directly impact production systems and sensitive data through legitimate 
agent capabilities.

Key risk areas include:

• Tool misuse, where adversaries use legitimate agent capabilities for unauthorized operations

• Privilege compromise through credential exposure or misconfiguration

• Cascading failures, where single compromised actions propagate across interconnected agent 
networks and dependent services

Threats at the act layer 5
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Security best practices for agentic AI systems on AWS

The best practices in this guide are divided into high-level categories that straddle multiple 
disciplines and technology domains. Many organizations have existing, well-established 
practices that range from application development to data governance. For that reason, each 
recommendation is labeled as either AI-specific or General. The AI-specific recommendations 
provide guidance for organizations with strong foundations that need to understand which 
additional practices to adopt. The General recommendations describe best practices that you 
should consider due to their value in strengthening security, including security for agentic AI 
systems.

This section includes the following categories of best practices:

• 1. System design and security recommendations for agentic AI systems

• 2. Secure development practices for agentic AI systems on AWS

• 3. Security evaluation suites for agentic AI systems on AWS

• 4. Input validation and guardrails for agentic AI systems on AWS

• 5. Data security and governance for agentic AI systems on AWS

• 6. Infrastructure security for agentic AI systems on AWS

• 7. Threat detection and security posture management for agentic AI systems on AWS

• 8. Incident response and business continuity for agentic AI systems on AWS

1. System design and security recommendations for agentic AI 
systems

System design decisions can support the development of agentic AI systems with strong 
protections against well-documented large language model (LLM) application threats. Adoption of 
risk-aligned design patterns helps drive an outcome is in line with your business needs.

This section contains the following best practices:

• 1.1 Use deterministic execution logic unless AI is needed (AI-specific)

• 1.2 Determine agent scoping (AI-specific)

• 1.3 Implement shared memory management (AI-specific)

• 1.4 Isolate sessions (General)

1. System design 6
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1.1 Use deterministic execution logic unless AI is needed (AI-specific)

Implement coded logic for deterministic execution. Use AI functionality where it provides value 
that deterministic code cannot.

The following image shows an agent with internal logic flow. Standard programming logic is used 
instead of prompting the LLM for validation, normalization, or user communication tasks. This is a 
clear example of perceive, reason, and act. The perceive layer gathers and normalizes the input, the 
reason layer (LLM inference) summarizes content, and then the act layer sends the email back to 
the user.

This approach limits the impact of prompt injection attacks by reducing the scope of the system 
prompt and what the LLM response is used for. It reduces the attack surface by treating the LLM 
interaction similar to how a system might interact with a public user. The prompt to the LLM is 
normalized and prepared before inference, and the LLM response has guardrails applied to it 
before output.

Minimizing the scope of AI use within an agent offers the following advantages:

• Larger percentage of coded logic results in faster agent execution

• Lower cost of agent execution

• Improved testability of agent outcomes

1.1 Use deterministic execution logic unless AI is needed (AI-specific) 7
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• Simplified threat modeling and risk management

If you use AI to drive the agent behavior, you might observe the following advantages:

• Simplified agent coding due to decisions being handled by AI rather than coded by logic

• Implementation of behaviors not possible with coded logic

Where an LLM response is used to drive tool selection or interface with another system, use an 
allow list. This helps you ensure that interactions not specifically needed for normal operation 
are not accessed. Allowing unrestricted access to tools and interactions can lead to unexpected 
interactions. This might lead to data exfiltration or confused deputy (privilege escalation) 
scenarios.

1.2 Determine agent scoping (AI-specific)

Consider the scope of agent and tool interactions that each agent is directly responsible for. 
Consider the following example, where two agents are responsible for four tools. The left side 
of the image shows a super agent approach, and the right side shows a disparate worker agent
approach. While both approaches are reasonable, there are several factors that you should consider 
during system design.

The disparate worker approach typically has the following advantages:

1.2 Determine agent scoping (AI-specific) 8
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• Reduces risk of second-tier agent performing actions that the orchestrator agent didn't intend

• Enforces access control of user permissions against a smaller exposure point

• Reduces the scope of impact if a single agent is compromised

• Improves agent explainability and behavior observation due to reduced agent responsibilities

• Supports organizations with a lower tolerance for risk

The super agent approach allows the following:

• Simplifies agent development and entitlements management

• Accelerates coordination for tasks that interact with the second-tier agents

• Reduces the number of orchestrator-to-second-tier-agent interactions, which reduces system 
load

1.3 Implement shared memory management (AI-specific)

Shared memory management can be challenging if multiple agents require access to a single 
shared resource. Examples of a shared memory resource include shared knowledge bases, 
conversation histories, learned patterns, and intermediate reasoning states. Unlike traditional 
microservices that typically operate on well-defined data contracts and well-known interaction 
patterns, agentic AI systems manage dynamic, contextual information that evolves through agent 
interactions and reasoning processes. This shared memory often contains unstructured data, 
such as natural language conversations, embeddings, and probabilistic reasoning chains, that 
cannot be easily partitioned or validated using conventional database constraints. This can create 
dependencies between agents that can lead to inconsistent worldviews or conflicting decision-
making processes.

Strong access controls that enforce least privilege or read-only permissions can significantly reduce 
the number of agents that can modify shared memory resources. However, authorized agents with 
write access still represent a potential threat vector that requires additional safeguards. Given 
this inherent risk, shared memory resources should be treated as partially trusted components. 
The retrieved information must undergo validation or grounding processes before being acted 
upon, particularly in systems with a low risk tolerance. The most effective mitigation strategy 
involves implementing a single deterministic tool that serves as a coordinating proxy for shared 
memory access. It incorporates filters and logic to detect memory corruption, validate content 
integrity, and make sure that all memory operations conform to established security policies before 
propagation to dependent agents.

1.3 Implement shared memory management (AI-specific) 9
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Implementing a deterministic tool as shared memory gateway offers the following advantages:

• Provides centralized validation and content integrity checking before memory propagation

• Implements consistent security policies and filters for all memory operations across agents

• Enables detection and prevention of memory corruption through coordinated proxy logic

• Enforces uniform access controls and audit trails for all shared memory interactions

• Allows grounding processes to validate information reliability before agent consumption

• Creates a single point of control for memory security policies without modifying individual 
agents

Advantages of not implementing shared memory:

• Removes complex access control requirements and potential write-access threat vectors

• Prevents memory corruption risks from compromised agents that affect the entire system

• Simplifies system architecture by avoiding unstructured data partitioning challenges

• Eliminates cascading failures where corrupted shared memory impacts multiple agents

1.4 Isolate sessions (General)

Make sure that each user maintains their own distinct context and state without interference 
from other concurrent sessions. This architectural pattern prevents data leakage between users, 
maintains conversation coherence, and enables personalized agent behavior. Implementing 
effective session isolation requires careful management of the session lifecycle, proper cleanup 
of temporary resources, and strategic use of session-scoped storage mechanisms. For more 
information, see the OWASP Session Management Cheat Sheet. Developers should implement 
session timeouts to prevent resource exhaustion, use cryptographically secure session identifiers to 
prevent session hijacking, and make sure that agent memory and context are properly partitioned 
by using session boundaries.

Amazon Bedrock AgentCore implements session isolation through unique session identifiers that 
encapsulate conversation history, retrieved knowledge, and intermediate reasoning states. This 
helps prevent sensitive information from one user's interaction from inadvertently influencing 
another user's experience and helps protect data privacy.

1.4 Isolate sessions (General) 10
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2. Secure development practices for agentic AI systems on AWS

Agentic AI systems require the same rigorous development practices as traditional applications. 
However, there are additional considerations for prompt management and AI-specific 
vulnerabilities.

This section contains the following best practices:

• 2.1 Conduct threat modeling (AI-specific)

• 2.2 Treat prompts as code artifacts (AI-specific)

• 2.3 Implement adaptive authentication (AI-specific)

• 2.4 Implement secure coding standards (General)

• 2.5 Perform static code analysis and maintain software bill of materials (General)

• 2.6 Enforce Zero Trust principles for all system access (General)

• 2.7 Balance access control granularity with development efficiency (General)

2.1 Conduct threat modeling (AI-specific)

Each agentic AI system has a unique risk profile. Likewise, each organization operates at a unique 
level of accepted risk. Threat modeling is a critical aspect of system design which must be 
undertaken with the organization and system context in mind. For more information about the 
threat modeling process, see the OWASP Threat Modeling Cheat Sheet.

Conduct threat modeling during system design to implement mitigations during development. 
This approach reduces overall development time by identifying security requirements early in 
the process. You can use specialized tools, such as Threat Composer, to accelerate and scale the 
threat modeling process. Threat modeling of agentic AI systems should factor in threats that are 
applicable to traditional distributed systems and those directly related to AI. For more information 
about common threats to AI systems, see the OWASP Top 10 for LLM Applications 2025.

2.2 Treat prompts as code artifacts (AI-specific)

Prompt management throughout the AI solution lifecycle has evolved from an ad-hoc craft 
into a critical engineering discipline. While the ideal is to manage prompts as rich artefacts in 
a dedicated registry, many teams find success with a prompts as code approach using Git. This 
method uses existing developer workflows but often creates a bottleneck by excluding non-

2. Development practices 11
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technical collaborators. The adoption of specialized prompt management platforms is often 
driven by an organizational need to accelerate development through more inclusive, UI-driven 
collaboration. The advanced strategy is to move beyond this binary choice and a hybrid model. In 
this hybrid model, Git serves as the auditable source of truth, and a registry provides the accessible 
system of engagement.

During the proof-of-concept (PoC) stage, the primary goal is rapid discovery and iteration. Prompts 
should be managed as formal experiments. This phase involves frequent changes to prompts, 
models, and configurations. To manage this complexity, use a proper version control system from 
the outset. Treat each prompt variation as a distinct experiment and track it with its associated 
metadata. Include the specific model version, configuration parameters like temperature, and the 
corresponding evaluation results. This disciplined approach creates a reproducible and auditable 
log of experiments. Teams can systematically compare performance, identify what works, and build 
an evidence-based foundation for the application.

After a prompt has been validated and proven effective through extensive testing in the PoC 
stage, the management strategy shifts for the preproduction and production phases. In these 
later stages, stability and integration with established software development practices are 
prioritized. The tested and approved prompt can be embedded as a configuration artifact within 
the application's codebase. This practice is often referred to as prompts as code. In this model, 
prompts are stored in external files, such as YAML or JSON. This separates them from the core 
application logic but keeps them within the same version control repository. However, you 
can also embed the prompt into the application logic itself and use Git for version control and 
management.

This integration means that any modifications to a production prompt are managed through the 
same developer workflow as any other code change. Use commits and pull requests for version 
control. This approach ensures that prompts, as critical components of the application, are subject 
to the same standards of peer review, automated testing, and approval processes before being 
deployed. This method provides strong governance and a clear audit trail, treating the final, stable 
prompt with the same importance as the application code it supports.

2.3 Implement adaptive authentication (AI-specific)

By design, agents can execute and interact with data sources and with the effective permissions of 
the authenticated end user through delegation or impersonation. These permission sets may allow 
for mass export, modification or removal of critical data. Organizations face two perspectives on 
managing these risks:

2.3 Implement adaptive authentication (AI-specific) 12
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• Downstream system controls – Limit the scope of operations when an agent orchestrates the 
call

• Preventive controls – Prohibit certain operations by agents or humans without additional 
safeguards

We recommend that you assess adaptive authentication (also called risk-based authentication) to 
balance business outcomes with organizational risk tolerance. For these scenarios and other high-
risk activities, consider requiring additional authentication factors or implementing a user-approval 
chain.

2.4 Implement secure coding standards (General)

Establish secure coding standards that include code review processes. Insecure application 
code or incorrect logic can make it easier for a threat actor to move laterally or gain access to 
confidential data. Consider the adoption of static application security tooling (SAST) throughout the 
development phase to reduce the likelihood of insecure code reaching production. Peer reviews 
provide additional support to identify security vulnerabilities, logic errors, and potential attack 
vectors before they reach production environments. Together, these practices provide a solid 
baseline for your application security posture.

2.5 Perform static code analysis and maintain software bill of materials 
(General)

Conduct supply chain inspection through static code analysis (SCA) and maintain software bill 
of materials (SBOM). Many frameworks commonly used for agentic AI system development are 
open source, which makes supply chain security critical for system integrity. An up-to-date SBOM 
can help you determine which application assets might be at risk should an open-source library 
become compromised. These tools should integrate with Cloud Native Application Protection 
Platform (CNAPP) capabilities within your organization.

2.6 Enforce Zero Trust principles for all system access (General)

Implement Zero Trust principles by making sure that tools cannot be called without proper 
authentication and authorization. This prevents unauthorized access to agentic AI systems. It also 
ensures that all interactions are properly validated. This becomes even more important as systems 
form complex interaction patterns across agents with access to varying data and tools.

2.4 Implement secure coding standards (General) 13
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2.7 Balance access control granularity with development efficiency 
(General)

Ensure identity teams are actively involved throughout entitlements and claims definition 
development. This helps maintain consistency with organizational identity management practices 
and helps prevent security gaps. Implement access controls with appropriate granularity of claims. 
Software development should not be overly burdensome, but your organization must maintain 
an acceptable risk posture. Overly complex or granular access controls can lead to human error 
through misunderstanding or workarounds that compromise security.

3. Security evaluation suites for agentic AI systems on AWS

Foundation models form the intelligence core of agentic AI systems. This makes their security 
characteristics critical to overall system safety. Systematic evaluation and testing of model 
behavior can help you identify vulnerabilities before deployment.

This section contains the following best practices:

• 3.1 Conduct model system card reviews (AI-specific)

• 3.2 Use security evaluation suites (AI-specific)

3.1 Conduct model system card reviews (AI-specific)

Review model system cards thoroughly to understand the security posture, documented 
safeguards, and known limitations before deployment. System cards describe how models handle 
adversarial inputs and inappropriate requests. Examine documented results for adversarial 
safety measures and cyber evaluations. These assessments indicate model resilience against 
attack patterns and help you determine additional control requirements. This information is 
essential for risk assessment and determining additional security controls for your specific use 
case. Understanding baseline model security capabilities informs your overall security architecture 
decisions.

3.2 Use security evaluation suites (AI-specific)

Use model evaluation tools to probe your AI application with adversarial prompts that are 
designed to elicit security vulnerabilities or responsible AI failures. This systematic testing approach
identifies potential vulnerabilities, such as:

2.7 Balance access control granularity with development efficiency (General) 14
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• Attempts to extract environment variables or credentials from the model

• Prompts designed to generate malicious code or exploits

• Information leakage of training data or sensitive information

Libraries and tools to support model evaluation include fmeval and SecEval.

4. Input validation and guardrails for agentic AI systems on 
AWS

User inputs represent the primary attack vector for agentic AI systems through prompt injection 
and manipulation techniques. Multi-layered validation that combines application-level sanitization 
with model-level guardrails helps defend against malicious inputs.

This section contains the following best practices:

• 4.1 Deploy automated testing suites for prompt validation (AI-specific)

• 4.2 Deploy Amazon Bedrock Guardrails (AI-specific)

• 4.3 Enable prompt logging with metrics (AI-specific)

• 4.4 Implement multi-layered input sanitization (General)

4.1 Deploy automated testing suites for prompt validation (AI-specific)

Use suitable test suites to assess agentic AI systems against various prompt types that range from 
potentially harmful to valid user inputs. For an example, see Align and monitor your Amazon 
Bedrock powered insurance assistance chatbot to responsible AI principles with AWS Audit 
Manager (AWS blog post). You can use tools, such as promptfoo, to test prompt injection attacks, 
jailbreaking attempts, and adversarial inputs that could compromise agent behavior or bypass 
security controls. Each system configuration change or release should be assessed by using 
standardized test datasets that include both benign user scenarios and malicious attack vectors. 
Malicious attempts include role confusion, context manipulation, and privilege escalation.

Outputs from the tests should be catalogued for benchmarking because system behavior might 
change with LLM and application updates. Establish baseline security metrics, including prompt 
injection detection rates, false positive thresholds, and response consistency scores. These metrics 
can help you identify security posture regressions. Implement continuous testing pipelines that 
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automatically run security-focused prompt evaluations during development cycles. This validates 
that new features or model updates don't introduce vulnerabilities. Additionally, maintain separate 
test suites for different risk scenarios, including multi-turn conversation attacks, context poisoning 
attempts, and cross-agent prompt propagation exploits. These exploits might compromise the 
entire agentic AI system through coordinated manipulation.

4.2 Deploy Amazon Bedrock Guardrails (AI-specific)

The AWS Well-Architected Framework recommends that you sanitize and validate user inputs 
to foundation models. Deploy Amazon Bedrock Guardrails for all Amazon Bedrock invocations 
in order to provide filtering capabilities that support AI safety and responsibility. For more 
information, see Build responsible AI applications with Guardrails for Amazon Bedrock (YouTube). 
Enable the prompt attack filters as an essential requirement. These filters specifically target 
prompt-injection techniques. Amazon Bedrock Guardrails can be a highly effective preventative 
control for prompt injection attacks; however, you can enhance it by adopting defense-in-depth 
practices and applying layered controls.

4.3 Enable prompt logging with metrics (AI-specific)

Enable prompt logging and establish metrics to monitor masking and blocking events in Amazon 
Bedrock Guardrails. For more information, see Monitor Amazon Bedrock Guardrails using 
CloudWatch metrics. Identify opportunities for continuous improvement by monitoring metrics. 
This can reveal previously unidentified trends or risks that require attention. As an example, an 
identified upward trend in GuardrailPolicyType of SensitiveInformationPolicy might 
indicate a threat actor who is trying to manipulate system behavior. In turn, you might adopt a 
different type of guardrail or logical control to address that specific threat.

4.4 Implement multi-layered input sanitization (General)

Sanitize and normalize user inputs by using application code logic prior to sending inputs to 
inference engines. While prompts and guardrails reduce the likelihood of successful prompt-
injection attacks, systems should not rely on these defenses alone. Input sanitization should 
remove unnecessary Unicode characters and unusual or unexpected text patterns and phrases that 
provide direction to ignore inputs or directives. Prompt obfuscation is a well-known tactic to hide 
text used in prompt-injection and data-poisoning attacks.
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5. Data security and governance for agentic AI systems on AWS

Data protection in agentic AI systems extends beyond traditional access controls. It includes model 
training data and inference outputs. Proper classification and handling reduce the likelihood of 
inadvertent exposure through model interactions or training processes.

This section contains the following best practices:

• 5.1 Implement pipelines for fine-tuning data (AI-specific)

• 5.2 Restrict AI operations against sensitive systems (AI-specific)

• 5.3 Establish a data governance framework (General)

• 5.4 Prevent data loss (General)

5.1 Implement pipelines for fine-tuning data (AI-specific)

Fine-tuning data shapes system behavior and responses. For more information, see Machine 
Learning Lens - AWS Well-Architected Framework. Understanding the lineage, bias, and quality of 
the data can support informed decisions about which data to include when fine tuning. Including 
data from other systems or data generated from the in-scope system without appropriate data 
quality measures can open the system to poisoning or misinformation attacks. For these reasons, 
it is highly recommended that you implement a data pipeline to deliver data into the production 
system and remove human access to this data.

Fine-tuning data might be vulnerable to exposure through some attack methods. For this reason, 
we recommend that you perform a risk evaluation on what data is used. For more information, 
see Implement data purification filters for model training workflows in the AWS Well-Architected 
Framework. For some organizations, using sensitive data for fine tuning might be unpalatable due 
to the risk of sensitive information disclosure through prompt manipulation. This conservative 
approach can help protect your organization's data.

5.2 Restrict AI operations against sensitive systems (AI-specific)

Restrict AI operations against critical data sources by implementing validation and approval 
workflows before data access or modification. When downstream systems lack adequate controls, 
deploy a deterministic broker tool to mediate between agents and data sources.

The following image shows how you can use a deterministic broker tool to inspect user prompts 
for malicious attacks. On the left side of the image, without a deterministic broker tool, the agent 
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might allow a malicious action on the data system. On the right side of the image, a deterministic 
broker tool provides an additional control layer. It implements adaptive authentication to inspect 
and govern high-risk data modifications. For more information about adaptive authentication, see
Working with adaptive authentication in the Amazon Cognito documentation.

5.3 Establish a data governance framework (General)

Authorization systems control access to organizational assets, and data is one of the most 
important resources that require protection. Mature data governance provides the foundation that 
enables agents to operate autonomously while respecting organizational data protection policies. 
Data governance frameworks should align with authorization systems to eliminate ambiguity or 
errors when agents evaluate access permissions. For more information, see Data security, lifecycle, 
and strategy for generative AI applications on AWS Prescriptive Guidance.
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5.4 Prevent data loss (General)

Data loss prevention (DLP) technology can act as an additional defense-in-depth layer for agentic 
AI systems. It can detect and prevent unauthorized data exfiltration. DLP implementations vary 
widely, and efficacy as a control can vary depending on the data type, volume, and baseline. If 
organizations have well-established DLP capabilities, extending these capabilities to support 
agentic AI systems can provide an efficient supplementary control.

6. Infrastructure security for agentic AI systems on AWS

Infrastructure security for agentic AI systems requires isolation strategies and immutable 
deployment practices to contain potential compromises. Account separation and automated 
deployment pipelines reduce both the attack surface and operational risk.

This section contains the following best practices:

• 6.1 Use the AWS Security Reference Architecture for AI systems (AI-specific)

• 6.2 Apply defense-in-depth principles (General)

• 6.3 Reduce human access to infrastructure (General)

• 6.4 Deploy adequate edge protection (General)

6.1 Use the AWS Security Reference Architecture for AI systems (AI-
specific)

The AWS Security Reference Architecture (AWS SRA) is a holistic set of guidelines for deploying 
the full complement of AWS security services in a multi-account environment. Use the latest AWS 
SRA – generative AI guide to align with AWS security best practices for generative AI systems. 
These best practices form a solid foundation for agentic AI systems. Specifically, use AWS account 
structures to separate agents from data sources that are not directly related to their operational 
functions. For example, make sure that fine-tuning data is isolated from any operational runtime 
environments. This reduces the scope of potential compromise and improves access control 
granularity.

6.2 Apply defense-in-depth principles (General)

Apply defense-in-depth principles throughout the infrastructure to create multiple security barriers 
that help protect against various attack vectors. This approach reduces the likelihood of any single 
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control failure resulting in a system breach. For more information, see Architect defense-in-depth 
security for generative AI applications using the OWASP Top 10 for LLMs (AWS blog post).

6.3 Reduce human access to infrastructure (General)

The AWS Well-Architected Framework recommends that you automate generative AI application 
lifecycle with infrastructure as code and that you use runbooks for standard activities such 
as deployment. Make sure that your infrastructure deployment includes tested, standardized 
runbooks. This reduces the likelihood of human error introducing vulnerabilities during the 
deployment process. Deploy immutable infrastructure and implement break-glass-procedures to 
prevent unauthorized modifications and promote consistent security configurations across 
environments. For more information about controlling changes, see How do you implement 
change? in the AWS Well-Architected Framework.

The AWS Well-Architected Framework also recommends that you deploy software 
programmatically and that you use multiple environments. Use automated pipelines to deploy 
code across environments, and regularly assess the security properties of the pipeline.

6.4 Deploy adequate edge protection (General)

Deploy edge protections that help protect against common web application threats, such as those 
outlined in the OWASP Web Application Security Project (OWASP website). This can help protect 
agentic AI systems from internet-based attacks. Implement controls to limit unreasonable request 
volumes and filter requests from known threats. This can prevent denial-of-service attacks and 
reduce exposure to malicious actors. Establish capabilities for rapid rule updates to protect against 
emerging threats. Make sure that security controls can adapt quickly to new attack patterns and 
vulnerabilities. For more information about limiting request volumes, see Applying rate limiting to 
requests in AWS WAF.

7. Threat detection and security posture management for 
agentic AI systems on AWS

Active threat detection identifies security incidents and misconfigurations that could enable lateral 
movement or data compromise. Continuous posture management highlights security drift and 
identifies toxic combinations.

This section contains the following best practices:
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• 7.1 Establish continuous security posture management (General)

7.1 Establish continuous security posture management (General)

Implement continuous posture management that detects misconfigurations in resources and 
highlights toxic combinations that enable lateral movement. This can prevent attackers from 
expanding their access across systems. Deploy detection and response capabilities for cloud 
infrastructure and application environments to identify and respond to security threats that target 
agentic AI systems. Implement continuous posture management that detects misconfigurations 
in resources and highlights toxic combinations that enable lateral movement. This can prevent 
attackers from expanding their access across systems.

A Cloud-Native Application Protection Platform (CNAPP) can provide comprehensive security 
coverage across the entire agentic AI system lifecycle. It combines cloud security posture 
management for infrastructure configuration monitoring, cloud workload protection for runtime 
threat detection, and application security testing capabilities. These integrated platforms 
continuously monitor cloud infrastructure configurations that support agentic AI systems. For 
example, they can identify misconfigurations in AWS Identity and Access Management (IAM)
policies, network security groups, and resource permissions. They can also provide real-time 
behavioral analysis of agent runtime activities to detect anomalous process execution, network 
connections, and potential code injection attempts.

CNAPP platforms can detect combinations that individually appear benign but collectively 
create security vulnerabilities, such as overly permissive IAM roles combined with unrestricted 
network access, or internet-facing agents with compromised authentication mechanisms. These 
combinations typically result from suboptimal configurations or open vulnerabilities that create 
exploitable attack paths.

Advanced CNAPP solutions establish behavioral baselines for normal agent operations and employ 
anomaly detection systems that identify deviations that indicate potential compromise. Examples 
of deviations might include unusual API call patterns and unexpected data access requests. 
These platforms implement correlation engines that analyze events across multiple agents and 
infrastructure components to detect coordinated attacks or sophisticated threats that span 
multiple system layers.

Complement CNAPP with static code analysis (SCA) tools that examine application source code 
for hardcoded credentials and unsecure coding patterns. Ideally the SCA and CNAPP solutions 
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should be integrated to provide a more complete dataset for vulnerability management and toxic 
combination detection.

While CNAPP and SCA tools provide important security capabilities, in isolation, they do not offer 
complete visibility into agentic AI system threats. These tools primarily focus on infrastructure 
and traditional application security. They do not specialize in threats that are unique to agentic 
AI systems (such as prompt manipulation) or emergent behaviors from multi-agent interactions 
that require specialized detection capabilities.

8. Incident response and business continuity for agentic AI 
systems on AWS

Like most existing enterprise technologies, a business continuity plan is vital to manage 
organizational risk. Agentic AI systems require the same level of planning and care as traditional 
technology systems. However, as these systems begin to take on human-like activities, an 
additional risk might emerge where human operators are no longer adequately skilled to handle 
the workloads of agentic AI systems in a failure scenario.

This section contains the following best practices:

• 8.1 Implement comprehensive operational observability (AI-specific)

• 8.2 Establish emergency shutdown capabilities for high-risk scenarios (General)

• 8.3 Maintain business continuity plans for critical operations (General)

• 8.4 Implement recovery methods within acceptable timeframes (General)

8.1 Implement comprehensive operational observability (AI-specific)

Deploy observability capabilities that determine whether systems are operating outside acceptable 
bounds. This enables early detection of security incidents or system malfunctions. Monitor for 
unacceptable scenarios, including the generation of harmful or offensive content, system outcomes 
that demonstrate bias or unintended preferences, decreased user satisfaction, unexpected system 
interaction or usage patterns, privacy violations, and regulatory compliance breaches. Where real-
time detective or preventative measures are not feasible, post-operation detective controls can be 
a suitable alternative. This might involve regular scanning of collated logs with the aim to identify 
anomalous activity, such as a sudden increase in a particular activity or a slow shift to the baseline.
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8.2 Establish emergency shutdown capabilities for high-risk scenarios 
(General)

Implement immediate system shutdown capabilities, including an emergency response process 
that can roll back to stable versions, disable functionality, or move to safe mode when security 
threats are detected. Document business processes to shut down any system that is deemed high 
risk to the organization, and provide clear procedures for emergency response situations.

8.3 Maintain business continuity plans for critical operations (General)

Establish acceptable business continuity plans to support critical business operations while agentic 
AI systems are offline. This ensures that business functions can continue during security incidents. 
If you are building business-critical processes with AI, make sure that you establish safe fallback 
systems and staff to maintain essential operations.

8.4 Implement recovery methods within acceptable timeframes 
(General)

The AWS Well-Architected Framework recommends that you automate recovery and that you
define recovery objectives for downtime and data loss. Deploy recovery methods that allow for 
remediation of degraded systems within business-acceptable timeframes, and balance security 
responses with operational requirements.
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Mapping to OWASP top 10 for LLM applications

The following are the suggested control mappings between this guide and the OWASP Top 10 for 
LLM Applications 2025.

LLM01 Prompt injection

• 1.2 Determine agent scoping – Limits the attack surface through agent boundaries

• 2.1 Conduct threat modeling – Identifies injection vectors during design

• 2.2 Treat prompts as code artifacts – Enables prompt review and version control

• 2.7 Balance access control granularity with development efficiency – Verifies all access attempts

• 3.2 Use security evaluation suites – Tests for injection vulnerabilities

• 4.1 Deploy automated testing suites for prompt validation – Validates prompts before execution

• 4.2 Deploy Amazon Bedrock Guardrails – Filters malicious input patterns

• 4.3 Enable prompt logging with metrics – Logs injection attempts for analysis

• 4.4 Implement multi-layered input sanitization – Sanitizes user inputs

• 6.1 Use the AWS Security Reference Architecture for AI systems – Implements proven security 
patterns

• 6.2 Apply defense-in-depth principles – Provides layered defense

• 6.4 Deploy adequate edge protection – Blocks attacks at the perimeter

• 7.1 Establish continuous security posture management – Detects ongoing attacks

• 8.1 Implement comprehensive operational observability – Monitors injection incidents

• 8.3 Maintain business continuity plans for critical operations – Plans recovery from compromised 
systems

• 8.4 Implement recovery methods within acceptable timeframes – Restores a clean system state

LLM02 Sensitive information disclosure

• 1.3 Implement shared memory management – Isolates sensitive data in memory

• 1.4 Isolate sessions – Prevents cross-session data leaks

• 2.1 Conduct threat modeling – Identifies data exposure risks
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• 2.3 Implement adaptive authentication – Controls access to sensitive functions

• 2.6 Enforce Zero Trust principles for all system access – Balances access with security

• 2.7 Balance access control granularity with development efficiency – Verifies all data access

• 4.2 Deploy Amazon Bedrock Guardrails – Blocks sensitive output patterns

• 5.1 Implement pipelines for fine-tuning data – Controls training data exposure

• 5.2 Restrict AI operations against sensitive systems – Restricts AI system access to sensitive data

• 5.3 Establish a data governance framework – Classifies and protects data

• 5.4 Prevent data loss – Prevents data exfiltration

• 6.1 Use the AWS Security Reference Architecture for AI systems – Implements data protection 
patterns

• 6.2 Apply defense-in-depth principles – Provides multiple protection layers

• 7.1 Establish continuous security posture management – Detects data exposure incidents

• 8.1 Implement comprehensive operational observability – Monitors data access patterns

• 8.3 Maintain business continuity plans for critical operations – Plans response to data breaches

• 8.4 Implement recovery methods within acceptable timeframes – Restores data protection 
controls

LLM03 Supply chain

• 2.1 Conduct threat modeling – Identifies supply chain risks

• 2.5 Perform static code analysis and maintain software bill of materials – Tracks dependencies 
and vulnerabilities

• 2.7 Balance access control granularity with development efficiency – Verifies all component 
access

• 6.1 Use the AWS Security Reference Architecture for AI systems – Implements secure architecture 
patterns

• 6.2 Apply defense-in-depth principles – Provides defense against compromised components

• 6.3 Reduce human access to infrastructure – Reduces human attack vectors

• 7.1 Establish continuous security posture management – Monitors for supply chain compromises

• 8.1 Implement comprehensive operational observability – Observes component behavior

• 8.3 Maintain business continuity plans for critical operations – Plans response to compromised 
dependencies
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• 8.4 Implement recovery methods within acceptable timeframes – Restores a clean component 
state

LLM04 Data and model poisoning

• 1.4 Isolate sessions – Isolates training sessions

• 2.1 Conduct threat modeling – Identifies poisoning attack vectors

• 2.7 Balance access control granularity with development efficiency – Verifies all data sources

• 3.1 Conduct model system card reviews – Reviews model integrity

• 5.1 Implement pipelines for fine-tuning data – Curates training data quality

• 5.3 Establish a data governance framework – Ensures data integrity

• 6.1 Use the AWS Security Reference Architecture for AI systems – Implements secure training 
patterns

• 6.2 Apply defense-in-depth principles – Provides multiple validation layers

• 6.3 Reduce human access to infrastructure – Reduces manual data manipulation

• 7.1 Establish continuous security posture management – Detects model behavior changes

• 8.1 Implement comprehensive operational observability – Monitors training processes

• 8.3 Maintain business continuity plans for critical operations – Plans response to poisoned 
models

• 8.4 Implement recovery methods within acceptable timeframes – Restores a clean model state

LLM05 Improper output handling

• 2.1 Conduct threat modeling – Identifies output handling risks

• 2.4 Implement secure coding standards – Implements secure output processing

• 2.5 Perform static code analysis and maintain software bill of materials – Detects vulnerable 
output code

• 2.7 Balance access control granularity with development efficiency – Verifies output access 
controls

• 4.4 Implement multi-layered input sanitization – Validates output before use

• 6.1 Use the AWS Security Reference Architecture for AI systems – Implements secure output 
patterns
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• 6.2 Apply defense-in-depth principles – Provides layered output validation

• 7.1 Establish continuous security posture management – Detects output handling failures

• 8.1 Implement comprehensive operational observability – Monitors output processing

• 8.3 Maintain business continuity plans for critical operations – Plans response to output 
vulnerabilities

• 8.4 Implement recovery methods within acceptable timeframes – Restores secure output 
handling

LLM06 Excessive agency

• 1.1 Use deterministic execution logic unless AI is needed – Limits AI decision-making scope

• 1.2 Determine agent scoping – Constrains agent capabilities

• 2.1 Conduct threat modeling – Identifies over-privileged operations

• 2.3 Implement adaptive authentication – Verifies user authorization

• 2.6 Enforce Zero Trust principles for all system access – Appropriately limits system access

• 2.7 Balance access control granularity with development efficiency – Verifies all privileged 
operations

• 5.2 Restrict AI operations against sensitive systems – Restricts AI data operations

• 6.1 Use the AWS Security Reference Architecture for AI systems – Implements least-privilege 
patterns

• 6.2 Apply defense-in-depth principles – Provides multiple authorization layers

• 7.1 Establish continuous security posture management – Detects unauthorized actions

• 8.1 Implement comprehensive operational observability – Monitors agent behavior

• 8.2 Establish emergency shutdown capabilities for high-risk scenarios – Stops runaway agents

• 8.3 Maintain business continuity plans for critical operations – Plans response to agent overreach

• 8.4 Implement recovery methods within acceptable timeframes – Restores proper agent 
constraints

LLM07 System prompt leakage

• 1.3 Implement shared memory management – Protects the system context in memory

• 2.1 Conduct threat modeling – Identifies prompt exposure risks
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• 2.2 Treat prompts as code artifacts – Manages prompts as protected assets

• 2.7 Balance access control granularity with development efficiency – Verifies prompt access 
controls

• 4.1 Deploy automated testing suites for prompt validation – Tests for prompt extraction

• 4.3 Enable prompt logging with metrics – Logs prompt access attempts

• 6.1 Use the AWS Security Reference Architecture for AI systems – Implements prompt protection 
patterns

• 6.2 Apply defense-in-depth principles – Provides layered prompt security

• 7.1 Establish continuous security posture management – Detects prompt extraction attempts

• 8.1 Implement comprehensive operational observability – Monitors prompt access

• 8.3 Maintain business continuity plans for critical operations – Plans response to prompt 
exposure

• 8.4 Implement recovery methods within acceptable timeframes – Restores prompt 
confidentiality

LLM08 Vector and embedding weakness

• 2.1 Conduct threat modeling – Identifies embedding vulnerabilities

• 2.4 Implement secure coding standards – Implements secure embedding handling

• 2.7 Balance access control granularity with development efficiency – Verifies embedding access

• 3.2 Use security evaluation suites – Tests embedding security

• 6.1 Use the AWS Security Reference Architecture for AI systems – Implements secure embedding 
patterns

• 6.2 Apply defense-in-depth principles – Provides layered embedding protection

• 7.1 Establish continuous security posture management – Detects embedding attacks

• 8.1 Implement comprehensive operational observability – Monitors embedding operations

• 8.3 Maintain business continuity plans for critical operations – Plans response to embedding 
compromise

• 8.4 Implement recovery methods within acceptable timeframes – Restores embedding integrity
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LLM09 Misinformation

• 1.1 Use deterministic execution logic unless AI is needed – Uses deterministic logic where 
possible

• 2.1 Conduct threat modeling – Identifies misinformation risks

• 2.7 Balance access control granularity with development efficiency – Verifies information sources

• 3.1 Conduct model system card reviews – Reviews model accuracy characteristics

• 6.1 Use the AWS Security Reference Architecture for AI systems – Implements accuracy validation 
patterns

• 6.2 Apply defense-in-depth principles – Provides multiple validation layers

• 7.1 Establish continuous security posture management – Detects generation of misinformation

• 8.1 Implement comprehensive operational observability – Monitors output accuracy

• 8.3 Maintain business continuity plans for critical operations – Plans response to misinformation 
incidents

• 8.4 Implement recovery methods within acceptable timeframes – Restores accurate information 
systems

LLM10 Unbounded consumption

• 2.1 Conduct threat modeling – Identifies resource consumption risks

• 2.7 Balance access control granularity with development efficiency – Verifies resource access 
controls

• 6.1 Use the AWS Security Reference Architecture for AI systems – Implements resource 
management patterns

• 6.2 Apply defense-in-depth principles – Provides layered resource controls

• 6.4 Deploy adequate edge protection – Implements rate limiting at edge

• 7.1 Establish continuous security posture management – Detects resource abuse

• 8.1 Implement comprehensive operational observability – Monitors resource consumption

• 8.2 Establish emergency shutdown capabilities for high-risk scenarios – Plans emergency 
shutdown for resource exhaustion

• 8.3 Maintain business continuity plans for critical operations – Plans response to resource attacks
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Conclusion and resources

Securing agentic AI systems requires applying established security practices with AI-specific 
adaptations rather than entirely new approaches. The autonomous nature of these systems 
demands particular attention to input validation, access controls, and system recovery capabilities. 
Ongoing threat-modeling activities support safe expansion of system features, new model 
inference, wider user bases, and version uplifts. Continuous monitoring remains important as 
threat landscapes evolve. Organizations that establish these security foundations and establish 
them into ongoing operational schedules are better positioned to implement agentic AI systems 
safely and effectively.

Resources

The follow frameworks and publications were used as reference in developing this guide. They are 
also relevant to developing and operating agentic AI systems safely and securely on AWS.

AWS resources

• Agentic AI on AWS Prescriptive Guidance – This documentation series can help you implement 
agentic AI systems on AWS, including information about how to plan, design, and build these 
systems.

• AWS Security Reference Architecture – This library provides technical guidance, implementation 
code, and a validation tool that can help you build a multi-account security architecture on AWS.

• AWS Well-Architected Framework – This framework provides architectural best practices for 
designing and operating reliable, secure, efficient, cost-effective, and sustainable systems in the 
AWS Cloud.

• AWS Well-Architected Tool – This AWS service can help you implement AWS best practices.

• Amazon Bedrock AgentCore – This agentic platform can help you build, deploy, and operate AI 
agents securely at scale by using any framework and foundation model.

• Security in Amazon Bedrock – This section of the Amazon Bedrock documentation can help you 
meet security and compliance objectives when building with Amazon Bedrock.
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https://aws.amazon.com/prescriptive-guidance/agentic-ai/
https://aws.amazon.com/prescriptive-guidance/security-reference-architecture/
https://aws.amazon.com/prescriptive-guidance/security-reference-architecture/
https://github.com/aws-samples/aws-security-reference-architecture-examples
https://github.com/aws-samples/aws-security-reference-architecture-examples
https://github.com/awslabs/sra-verify
https://docs.aws.amazon.com/wellarchitected/latest/framework/welcome.html
https://docs.aws.amazon.com/wellarchitected/latest/userguide/intro.html
https://docs.aws.amazon.com/bedrock-agentcore/latest/devguide/what-is-bedrock-agentcore.html
https://docs.aws.amazon.com/bedrock/latest/userguide/security.html
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NIST resources

• NIST AI risk management framework (RMF) playbook – This playbook provides practical guidance 
and resources for implementing AI-specific risk-management practices and helps you comply 
with the NIST AI RMF standards.

• Secure software development practices for generative AI and dual-use foundation models – 
This publication provides secure software development practices specifically for generative AI 
and dual-use foundation models as a community profile of the Secure Software Development 
Framework (SSDF).

• Security and privacy controls for information systems and organizations – This publication 
provides a catalog of security and privacy controls for federal information systems and 
organizations to help protect against cybersecurity threats and privacy risks.

OWASP resources

• Agentic AI threats and mitigations – This resource documents key security threats and mitigation 
strategies specifically for agentic AI systems and focuses on vulnerabilities and risks.

• OWASP top 10 for LLM applications 2025 – This lists critical security vulnerabilities and risks 
that are specific to LLM applications and provides essential guidance for securing AI systems 
against emerging threats.
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https://airc.nist.gov/airmf-resources/playbook/
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-218A.pdf
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-53r5.pdf
https://genai.owasp.org/resource/agentic-ai-threats-and-mitigations/
https://genai.owasp.org/resource/owasp-top-10-for-llm-applications-2025/
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The following table describes significant changes to this guide.
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