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Choosing the right GitOps tool for your Amazon EKS 
cluster

Pradip kumar Pandey and Pratap Kumar Nanda, Amazon Web Services

In the rapidly evolving landscape of cloud-native technologies, GitOps has emerged as a powerful 
methodology for managing and deploying applications and infrastructure. If you're using Amazon 
Elastic Kubernetes Service (Amazon EKS), implementing GitOps principles can significantly enhance 
your deployment processes, improve reliability, and streamline operations. A variety of GitOps 
tools are available, and choosing the right one for your EKS cluster is a critical decision that can 
impact your team's efficiency and the overall success of your DevOps practices.

The selection of an appropriate GitOps tool for your Amazon EKS environment involves careful 
consideration of various factors, including your specific requirements, team expertise, scalability 
needs, and integration capabilities with existing AWS services. Each tool comes with its own set 
of features, strengths, and potential limitations, so it's essential to align your choice with your 
organization's goals and operational context.

This guide explores the key considerations in selecting GitOps tools for Amazon EKS, compares 
frequently used options, and provides insights to help you make an informed decision. It covers 
nine popular GitOps tools:

• Argo CD

• Flux

• Weave GitOps

• Jenkins X

• GitLab CI/CD

• Spinnaker

• Rancher Fleet

• Codefresh

• Pulumi
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Targeted business outcomes

The following list discusses potential goals and outcomes when you choose a tool to implement 
GitOps principles in your development and operations processes.

Seamless integration with Amazon EKS

Your GitOps tool should integrate smoothly with Amazon EKS and provide compatibility with 
Amazon EKS-specific features and optimizations.

• Native Amazon EKS support: Look for tools that offer built-in support for Amazon EKS, including 
easy cluster connection and management.

• AWS service integration: Make sure that the tool can interact with other AWS services such as
AWS Identity and Access Management (IAM), Amazon Elastic Container Registry (Amazon ECR), 
and Amazon CloudWatch.

• Amazon EKS add-on compatibility: Confirm that the tool supports Amazon EKS add-ons and can 
manage them effectively.

Scalability and performance

Your GitOps tool should be able to handle the scale of your Amazon EKS operations, from small 
clusters to large, multi-cluster environments.

• Resource efficiency: Evaluate the tool's resource consumption and its impact on cluster 
performance.

• Large-scale operations: Assess the tool's ability to manage numerous applications and clusters 
simultaneously.

• Performance under load: Consider how the tool performs during high-frequency updates and 
large-scale deployments.

Security and compliance

Security features and compliance capabilities are crucial, especially in regulated industries or when 
you handle sensitive data.

• Access control: Look for robust role-based access control (RBAC) features that integrate with IAM.

Targeted business outcomes 2
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• Secrets management: Evaluate how the tool handles sensitive information and integrates with
AWS Secrets Manager or other solutions.

• Audit trails: Make sure that the tool provides comprehensive logging and auditing capabilities for 
compliance and troubleshooting.

• Security scanning: Consider tools that offer built-in security scanning for vulnerabilities in 
deployments.

Ease of use and learning curve

The tool should be user-friendly and align with your team's skills to ensure quick adoption and 
efficient usage.

• User interface: Assess the intuitiveness of both command line interface (CLI) and graphical user 
interface (GUI) features.

• Documentation quality: Look for comprehensive, up-to-date documentation and tutorials.

• Learning resources: Consider the availability of training materials, courses, and community 
resources.

Community and network support

A strong community and network can provide valuable resources, plugins, and long-term 
sustainability.

• Active development: Check the frequency of updates and the responsiveness of maintainers.

• Community size: Consider the size and activity of the user community for support and 
knowledge sharing.

• Third-party integrations: Evaluate the availability of plugins and integrations with other tools in 
your stack.

Multi-cluster management capabilities

If you have multiple EKS clusters, the ability to manage them efficiently is crucial.

• Centralized management: Look for features that allow managing multiple clusters from a single 
control plane.

Ease of use and learning curve 3
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• Cluster federation: Consider tools that support Kubernetes federation for multi-cluster 
applications.

• Environment parity: Assess how well the tool maintains consistency across different 
environments such as development, staging, and production.

Observability and monitoring

The tool should provide clear insights into the state of your deployments and cluster health.

• Deployment visibility: Look for features that offer clear views of deployment status and history.

• Integration with monitoring tools: Consider how well the tool integrates with popular 
monitoring solutions such as Prometheus and Grafana.

• Alerting capabilities: Assess the tool's ability to set up and manage alerts for deployment issues 
or drift.

Flexibility and customization

The ability to adapt the tool to your specific workflows and requirements is important for long-
term satisfaction.

• Extensibility: Look for plugin architectures or APIs that enable you to extend the tool's 
functionality.

• Custom resource support: Confirm that the tool can handle custom Kubernetes resources 
effectively.

• Workflow customization: Assess how easily you can tailor the GitOps workflows to your team's 
needs.

Continuous delivery and progressive deployment support

Advanced deployment strategies are often crucial for minimizing risk and ensuring smooth 
updates.

• Canary deployments: Look for built-in support for canary releases.

• Blue/green deployments: Assess the tool's capabilities for blue/green deployment strategies.

Observability and monitoring 4
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• Rollback mechanisms: Ensure robust and easy-to-use rollback features for quick recovery from 
failed deployments.

Cost-effectiveness and resource utilization

Consider the overall cost of adopting and maintaining the tool, including both direct and indirect 
costs.

• Licensing costs: Compare open source options with commercial solutions, and consider support 
and enterprise features.

• Operational overhead: Assess the additional operational costs in terms of management and 
maintenance.

• Resource consumption: Evaluate the tool's efficiency in terms of compute and storage resources 
that would be required.

By carefully considering these outcomes and their aspects, you can make an informed decision on 
the most suitable GitOps tool for your EKS cluster, and make sure that the tool aligns with your 
organization's needs, capabilities, and long-term strategy.

Cost-effectiveness and resource utilization 5
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GitOps tools for EKS clusters

There are several GitOps tools for Kubernetes that are currently available in the market. Here's a 
list of some of the most widely used options:

• Argo CD

• Flux

• Weave GitOps

• Jenkins X

• GitLab CI/CD

• Spinnaker

• Rancher Fleet

• Codefresh

• Pulumi

Follow the links to see detailed information about how these tools implement GitOps practices. 
Each tool has strengths and use cases. The choice depends on factors such as your specific 
requirements, existing infrastructure, team expertise, and desired features. It's important to 
evaluate these tools based on your organization's needs and the complexity of your Kubernetes 
environment.

Argo CD

Argo CD is a widely used GitOps continuous delivery (CD) tool for Kubernetes that complies with 
several key GitOps principles.

GitOps support

• Declarative configuration: Argo CD uses declarative configurations that are stored in Git 
repositories. The desired state of the application and infrastructure is defined in YAML files. 
These configurations describe what should be deployed, not how to deploy them.

• Version control system as the single source of truth: Git repositories serve as the single source 
of truth for the entire system. All changes to the application and infrastructure are made 
through Git. This ensures a complete audit trail and the ability to roll back to any previous state.

Argo CD 6
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• Automated synchronization: Argo CD continuously monitors the Git repository for changes. 
When changes are detected, it automatically synchronizes the actual state of the cluster with the 
desired state that's defined in Git. This ensures that the cluster always reflects the state that's 
described in the repository.

• Kubernetes-native: Argo CD is designed specifically for Kubernetes environments. It leverages 
the declarative nature and custom resources in Kubernetes for managing applications.

• Self-healing and drift detection: Argo CD regularly compares the live state of the cluster with 
the desired state in Git. If it detects any drift (differences between the actual and desired states), 
it can automatically correct these discrepancies.

• Multi-cluster and multi-tenancy support: Argo CD can manage multiple Kubernetes clusters 
from a single instance. It supports multi-tenancy, so different teams can manage their 
applications independently.

• Application definition: Applications in Argo CD are defined by using the Application CRD 
(custom resource definition). This allows for a Kubernetes-native way of defining what should be 
deployed and how.

• Separation of deployment and release: Argo CD separates the deployment of code from its 
release to users. This is achieved through various deployment strategies such as blue/green or 
canary deployments.

• Observability and auditability: Argo CD provides a web UI and CLI for observing the state of 
applications and clusters. All actions are logged to provide a clear audit trail of changes and 
deployments.

• Security and RBAC: Argo CD integrates with Kubernetes role-based access control (RBAC). It 
supports single sign-on integration for authentication and authorization.

• Pluggable architecture: Argo CD supports various source control management systems, Helm 
charts, Kustomize, and other Kubernetes manifest formats. This flexibility allows it to fit into 
diverse environments and workflows.

• Continuous delivery (CD): Although Argo CD focuses on continuous delivery, it can be integrated 
with continuous integration (CI) tools to create a complete CI/CD pipeline.

By adhering to these GitOps principles, Argo CD provides a robust, scalable, and secure way to 
manage Kubernetes deployments. It ensures that the operational state of your system is always 
in sync with the desired state that's defined in your Git repository, and promotes consistency, 
reliability, and ease of management in complex Kubernetes environments.

GitOps support 7
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For scenarios and requirements that Argo CD can address, see Argo CD use cases later in this guide. 
For a comparison between Argo CD and Flux, see Feature comparison later in this guide.

For additional information, see the Argo CD documentation.

Architecture

The following diagram illustrates a GitOps-driven CD workflow that uses Argo CD within an EKS 
cluster. For detailed information, see the Argo CD documentation.

where:

• Step 1: Pull request (PR) merge. A developer commits changes to Kubernetes manifests or Helm 
charts that are stored in a Git repository. When the PR has been reviewed and merged into the 
main branch, the desired state of the application is updated in source control.

• Step 2: Repository sync. Argo CD runs within a dedicated namespace (argocd) in the EKS cluster 
and continuously monitors the configured Git repository. When it detects changes, it pulls the 
latest updates to reconcile the declared state.

• Step 3: Deployment to target namespace. Argo CD compares the desired state from Git with the 
live state in the cluster. It then applies the necessary changes to the target workload namespace 
so that the application is deployed or updated accordingly. This includes managing Kubernetes 
resources such as deployments, services, ConfigMaps, and secrets to maintain cluster consistency 
with the Git source of truth.

Architecture 8
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Flux

Flux is another tool for Kubernetes that implements GitOps principles in a unique way.

GitOps support

• Git as the single source of truth: Flux uses Git repositories as the definitive source for defining 
the desired state of the system. All configuration for applications and infrastructure is stored in 
Git.

• Declarative configuration: Flux works with declarative descriptions of the desired state of 
your cluster. These descriptions are typically Kubernetes manifests, Helm charts, or Kustomize 
overlays.

• Automated aynchronization: Flux continuously monitors the Git repository for changes. When it 
detects changes, it automatically applies them to the cluster.

• Kubernetes-native: Flux is built as a set of Kubernetes controllers and custom resources. It uses 
the extension mechanisms in Kubernetes to provide GitOps capabilities.

• Pull-based deployment model: Unlike traditional push-based CI/CD systems, Flux uses a pull-
based model. The cluster pulls the desired state from Git instead of using an external system to 
push changes.

• Continuous reconciliation: Flux constantly compares the actual state of the cluster with the 
desired state in Git. It automatically corrects any drift that's detected between these states.

• Multi-tenancy: Flux supports multi-tenancy through its concepts of Kustomizations and
HelmReleases. Different teams can manage their own parts of the configuration independently.

• Progressive delivery: Flux supports advanced deployment strategies, such as canary releases 
and A/B testing, through its Flagger component.

• Helm integration: Flux includes native support for Helm, so you can easily manage Helm 
releases through GitOps.

• Image update automation: Flux can automatically update container images in Git when new 
versions are available in the container registry.

• Kustomize support: You can use the native support provided by Flux for Kustomize to customize 
and patch Kubernetes manifests.

• Security and RBAC: Flux integrates with Kubernetes RBAC for access control. It supports secrets 
management through various backends.

• Observability: Flux provides status information and metrics about reconciliation and operations. 
It integrates with monitoring tools for enhanced observability.

Flux 9
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• Event-driven architecture: Flux uses an event-driven approach to implement reconciliations and 
updates.

• Extensibility: The tool is designed to be extensible, so you can add custom controllers and 
resources.

• Cross-cluster synchronization: Flux supports the management of multiple clusters from a single 
set of repositories.

• Dependency management: It allows for defining dependencies between different parts of your 
system and ensures the correct order of operations.

• Webhook receivers: You can configure Flux to receive webhooks from Git providers or other 
systems to start immediate reconciliation.

By implementing these GitOps principles, Flux provides a robust and flexible system for managing 
Kubernetes clusters and applications. It ensures that your infrastructure and applications are 
always in sync with your Git repositories, and provides consistency, reliability, and ease of 
management in complex Kubernetes environments. The tool's Kubernetes-native approach and 
focus on automation make it particularly well-suited for cloud-native environments.

For scenarios and requirements that Flux can address, see Flux use cases later in this guide. For a 
comparison between Argo CD and Flux, see Feature comparison later in this guide.

For additional information, see the Flux documentation.

Architecture

The following diagram illustrates a GitOps-driven CD workflow that uses Flux within an EKS cluster. 
For detailed information, see the Flux documentation.

Architecture 10
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where:

• Step 1: Pull request (PR) merge. A developer commits changes to Kubernetes manifests or Helm 
charts that are stored in a Git repository. When the PR has been reviewed and merged into the 
main branch, the desired state of the application is updated in source control.

• Step 2: Repository sync. Flux runs within a dedicated namespace in the EKS cluster and 
continuously monitors the configured Git repository. When it detects changes, it pulls the latest 
updates to reconcile the declared state.

• Step 3: Deployment to target namespace. Flux compares the desired state from Git with the live 
state in the cluster. It then applies the necessary changes to the target workload namespace so 
that the application is deployed or updated accordingly.

Weave GitOps

Weave GitOps was developed by Weaveworks, which is the company that introduced the term
GitOps. This tool provides a comprehensive GitOps solution that builds upon the core GitOps 
principles.

GitOps support

• Git as the single source of truth: Weave GitOps uses Git repositories as the authoritative source 
for defining the desired state of the system. All configurations, including application manifests, 
infrastructure definitions, and policies, are stored in Git.

Weave GitOps 11
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• Declarative configuration: The system relies on declarative descriptions of the entire system 
state. These descriptions are typically Kubernetes manifests, Helm charts, or other declarative 
formats.

• Automated synchronization: Weave GitOps continuously monitors Git repositories for changes. 
When it detects changes, it automatically applies them to the target environment.

• Kubernetes-native architecture: Weave GitOps is built as a set of Kubernetes controllers 
and custom resources. It uses the  extension mechanisms in Kubernetes to provide GitOps 
capabilities.

• Continuous reconciliation: This tool constantly compares the actual state of the cluster with 
the desired state that's defined in Git. It automatically corrects any drift detected between these 
states.

• Multi-cluster management: Weave GitOps supports the management of multiple Kubernetes 
clusters from a single control plane. It enables consistent application deployment across 
different environments.

• Policy as code: Weave GitOps incorporates the concept of policy as code for enforcing 
security and compliance rules. Policies are version-controlled alongside application code and 
infrastructure definitions.

• Progressive delivery: This tool supports advanced deployment strategies such as canary releases 
and blue/green deployments. It integrates with Flagger for automated, progressive delivery.

• Observability and dashboards: Weave GitOps provides built-in dashboards for monitoring 
the state of applications and clusters. It offers insights into reconciliation processes and cluster 
health.

• Secure by design: The tool implements security best practices, including RBAC integration and 
secrets management. It supports various authentication methods and integrates with enterprise 
identity providers.

• Extensibility and integration: The tool is designed to work with a wide range of cloud-native 
tools. It supports popular tools such as Flux, Helm, and Kustomize.

• Self-service developer platforms: Weave GitOps enables the creation of self-service platforms 
for developers. It provides templates and guardrails for application deployment.

• GitOps automation: The tool automates many aspects of the GitOps workflow, including pull 
request generation for updates.

• Continuous delivery pipelines: It integrates with CI/CD systems to create end-to-end delivery 
pipelines.

GitOps support 12
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• Audit and compliance: Weave DevOps provides a complete audit trail of all changes and actions. 
It helps you meet compliance requirements through version control and automated processes.

• Scalability: The tool is designed to scale from small projects to large, enterprise-grade 
deployments.

• Team collaboration: Weave GitOps facilitates collaboration between development and 
operations teams through Git-based workflows.

• GitOps as a service: This tool offers GitOps as a managed service, which simplifies adoption and 
management.

• Hybrid and multi-cloud support: Weave GitOps enables consistent management across 
different cloud providers and on-premises environments.

• Continuous security: The tool integrates security scanning and policy enforcement throughout 
the deployment process.

Weave GitOps implements these principles to provide a comprehensive GitOps solution that goes 
beyond basic deployment automation. It aims to create a complete operational model for cloud-
native applications that focuses on security, scalability, and ease of use. By adhering to these 
GitOps principles, Weave GitOps helps organizations achieve consistent, auditable, and efficient 
management of their Kubernetes environments across multiple clusters and cloud providers.

For more information, see the Weave GitOps documentation.

Architecture

The following diagram illustrates a GitOps-driven CD workflow that uses Weave GitOps within an 
EKS cluster. For detailed information, see the Weave GitOps repository.

Architecture 13
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where:

• Step 1: Pull request (PR) merge. A developer commits changes to Kubernetes manifests or Helm 
charts that are stored in a Git repository. When the PR has been reviewed and merged into the 
main branch, the desired state of the application is updated in source control.

• Step 2: Repository sync. Weave GitOps runs within the Flux namespace in the EKS cluster and 
continuously monitors the configured Git repository. When it detects changes, it pulls the latest 
updates to reconcile the declared state.

• Step 3: Deployment to target namespace. Weave GitOps compares the desired state from Git 
with the live state in the cluster. It then applies the necessary changes to the target workload 
namespace so that the application is deployed or updated accordingly.

Jenkins X

Jenkins X is a cloud-native, open-source CI/CD platform that implements GitOps principles for 
Kubernetes environments. Although Jenkins X isn't exclusively a GitOps tool such as Argo CD or 
Flux, it incorporates GitOps practices into its workflows.

GitOps support

• Git-centric workflow: Jenkins X uses Git repositories as the primary source of truth for both 
application code and configuration. All changes to applications and infrastructure are made 
through Git.

• Environment as code (EaC): Environments (such as staging and production) are defined as code 
in Git repositories. This allows for version control and review of environment configurations.

• Automated CI/CD pipelines: Jenkins X automatically sets up CI/CD pipelines for projects. These 
pipelines are defined as code (pipeline as code) and stored in Git.

• Kubernetes-native: Jenkins X is built specifically for Kubernetes environments. It uses 
Kubernetes resources and custom resource definitions (CRDs).

• Preview environments: Jenkins X automatically creates temporary environments for pull 
requests. It enables easy review and testing of changes before merges.

• Promotion between environments: Jenkins X uses a GitOps approach to promote applications 
between environments (for example, from staging to production). Promotions are handled by 
using pull requests to ensure proper review and approval processes.

Jenkins X 14
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• Helm chart management: Jenkins X uses Helm charts to package and deploy applications. 
Charts are version-controlled in Git repositories.

• Automated versioning: Jenkins X automatically manages versioning of applications and releases. 
It uses semantic versioning and generates release notes.

• ChatOps integration: Jenkins X supports ChatOps for common operations. This aligns with the 
GitOps principles of automation and collaboration.

• Extensibility: This tool provides a plugin system for extending functionality. It allows integration 
with various cloud-native tools.

• Infrastructure as code (IaC): Jenkins X supports Terraform, CloudFormation, AWS Cloud 
Development Kit (AWS CDK), and other IaC tools to define and manage infrastructure. 
Infrastructure definitions are version-controlled alongside application code.

• Automated rollbacks: Jenkins X supports automated rollbacks if issues are detected after 
deployment.

• Secrets management: The tool integrates with external secrets management solutions to handle 
sensitive information securely.

• Observability: Jenkins X provides integration with monitoring and logging tools for 
observability.

• Multi-cloud support: Jenkins X is designed to work across different cloud providers and on-
premises environments.

• Team collaboration: This tool encourages collaboration through Git-based workflows and pull 
requests.

• Continuous feedback: The tool provides quick feedback on changes through automated testing 
and preview environments.

• DevOps best practices: Jenkins X implements DevOps best practices by default, including GitOps 
principles.

• Declarative configuration: The tool uses declarative configurations for defining applications and 
environments.

• Automated upgrades: Jenkins X provides tools for automating upgrades of the Jenkins X 
platform itself.

Jenkins X implements these GitOps principles to create a comprehensive CI/CD solution for 
Kubernetes. It aims to automate and streamline the entire software delivery process, from code 
commit to production deployment, while adhering to GitOps practices. By doing so, it helps teams 
achieve faster, more reliable, and more consistent deployments in cloud-native environments.

GitOps support 15
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The key difference between Jenkins X and tools such as Argo CD or Flux is that Jenkins X provides a 
more comprehensive CI/CD solution, including build automation and pipeline management, while 
still incorporating GitOps principles for deployment and environment management. This makes it 
particularly suitable for teams who need an all-in-one solution that covers both CI and CD aspects 
within a single GitOps framework.

For more information, see the Jenkins X documentation.

Architecture

The following diagram illustrates a GitOps-driven CD workflow that uses Jenkins X. For detailed 
information, see the Jenkins X documentation.

where:

• Step 1: Pull request (PR) merge. A developer creates a pull request that includes changes to 
Kubernetes manifests, Helm charts, or application code that's stored in a Git repository. After 
review and approval, the PR is merged into the main branch and updates the desired state in 
source control.

Architecture 16
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• Step 2: Repository sync. Jenkins X automatically triggers a CI/CD pipeline when it detects the 
change. The pipeline builds, tests, and promotes the application through different environments 
(for example, staging and production) by using GitOps principles.

• Step 3: Deployment to target namespaces. Jenkins X updates the environment repositories 
(staging and production) with the new application versions. The cluster automatically reconciles 
the changes by pulling the latest manifests from Git and deploying the application to the 
appropriate namespaces.

GitLab CI/CD

GitLab CI/CD is an integrated part of the GitLab platform that provides continuous integration, 
delivery, and deployment capabilities. Although GitLab CI/CD isn't exclusively a GitOps tool, 
you can configure it to implement GitOps principles, especially when you use it for Kubernetes 
deployments.

GitOps support

• Git as the single source of truth: GitLab CI/CD uses Git repositories to store both application 
code and infrastructure configurations. All changes to the system are made through Git, which 
ensures a complete history and audit trail.

• Declarative configuration: GitLab CI/CD pipelines are defined in a .gitlab-ci.yml file, which 
is a declarative configuration stored in the Git repository. Kubernetes manifests, Helm charts, or 
other infrastructure as code (IaC) files can be stored in the same repository to define the desired 
state of the infrastructure.

• Automated pipelines: GitLab CI/CD automatically triggers pipelines when changes are pushed 
to the repository. These pipelines can include stages for building, testing, and deploying 
applications.

• Kubernetes integration: GitLab CI/CD provides native Kubernetes integration and supports 
GitOps-style deployments to Kubernetes clusters. It can automatically create and manage 
Kubernetes resources based on the configuration in Git.

• Environment management: GitLab CI/CD supports the definition of multiple environments 
(such as staging and production) as code. Deployments to these environments can be automated 
or might require manual approval, in compliance with GitOps practices.

GitLab CI/CD 17
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• Review applications: GitLab can automatically create temporary environments for merge 
requests, similar to preview environments in other GitOps tools. This supports easy review and 
testing of changes before merges.

• Continuous deployment: GitLab CI/CD can be configured to automatically deploy changes to 
Kubernetes clusters when changes are merged to specific branches.

• IaC: GitLab CI/CD supports integration with tools such as Terraform and CloudFormation to 
manage infrastructure as code. Infrastructure definitions can be version-controlled alongside 
application code.

• Observability and monitoring: GitLab CI/CD provides built-in monitoring and observability 
features, including integration with Prometheus and Grafana.

• Security scanning: GitLab CI/CD includes built-in security scanning tools that can be integrated 
into the CI/CD pipeline to enforce security as part of the GitOps workflow.

• Container registry: GitLab CI/CD includes a built-in container registry for seamless integration of 
container image management in the GitOps workflow.

• Auto DevOps: The Auto DevOps feature in GitLab CI/CD can automatically configure CI/CD 
pipelines that follow GitOps principles for Kubernetes deployments.

• Approval workflows: GitLab CI/CD supports approval processes for deployments, which provide 
controlled promotions between environments.

• Secrets management: GitLab CI/CD provides features to securely manage and use secrets within 
CI/CD pipelines.

• Versioning and releases: GitLab CI/CD supports automatic versioning and release management 
as part of the CI/CD process.

• Rollbacks: GitLab CI/CD enables easy rollbacks to previous versions if issues are detected after 
deployment.

• Audit logs: GitLab CI/CD provides comprehensive audit logs for all actions to support the 
traceability aspect of GitOps.

• Multi-project pipelines: GitLab CI/CD supports complex GitOps workflows that span multiple 
projects or repositories.

• ChatOps: GitLab CI/CD supports ChatOps integrations, which provide collaboration and 
operations through chat interfaces.

• Kubernetes cluster management: GitLab CI/CD provides features for managing Kubernetes 
clusters directly from the GitLab interface.
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Although GitLab CI/CD is not exclusively designed for GitOps, it can be used effectively to 
implement GitOps practices, especially for teams that already use GitLab as their primary 
development platform. Its integrated approach, which combines source control, CI/CD, and 
Kubernetes management, makes it a powerful tool for implementing GitOps workflows.

The key difference between GitLab CI/CD and dedicated GitOps tools such as Argo CD or Flux is 
that GitLab provides a more comprehensive platform that includes source control management, 
issue tracking, and other development tools along with its CI/CD capabilities. This makes it 
particularly suitable for teams that need an all-in-one solution that can implement GitOps 
practices within a broader development system.

For more information about GitLab CI/CD and its architecture, see the GitLab CI/CD 
documentation.

Spinnaker

Although Spinnaker isn't exclusively designed as a GitOps tool, you can configure it to implement 
GitOps principles, especially when you use it for cloud-native and Kubernetes deployments.

GitOps support

• Declarative configuration: Spinnaker uses declarative pipeline definitions, which are typically 
stored as JSON or YAML files. These pipeline definitions can be version-controlled in Git 
repositories, in alignment with GitOps practices.

• IaC: Spinnaker supports the definition of infrastructure and deployment configurations as code. 
These definitions can be stored in Git repositories, and can serve as the single source of truth.

• Multi-cloud deployments: Spinnaker is designed to work across multiple cloud providers and 
Kubernetes clusters. It enables consistent GitOps practices across diverse environments.

• Pipeline as code: Spinnaker pipelines can be defined as code and stored in Git repositories. This 
allows for version control and the review of deployment processes.

• Automated deployments: You can configure Spinnaker to automatically start deployments 
based on changes in Git repositories. The tool supports continuous deployment practices that are 
central to GitOps.

• Immutable infrastructure: Spinnaker promotes the use of immutable infrastructure, which is 
a key concept in GitOps. It encourages the deployment of new instances instead of modifying 
existing instances.
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• Rollbacks and versioning: Spinnaker provides robust rollback capabilities and quick reversion 
to previous known good states. It supports versioning of deployments, in alignment with GitOps 
principles of traceability.

• Approval workflows: Spinnaker includes manual judgment stages in pipelines to support 
controlled promotions between environments. This supports GitOps practices of separation 
between deployments and releases.

• Canary and blue/green deployments: Spinnaker supports advanced deployment strategies that 
align with GitOps practices for safe and controlled releases.

• Integration with version control systems: Spinnaker can integrate with various Git providers to 
start pipelines based on repository events.

• Kubernetes integration: Spinnaker provides native support for Kubernetes and supports GitOps-
style management of Kubernetes resources.

• Artifact management: Spinnaker supports artifact management and versioning, which are 
crucial for maintaining a GitOps workflow.

• Observability and monitoring: Spinnaker offers integration with monitoring tools to support 
the observability aspect of GitOps.

• Audit trail: Spinnaker provides detailed deployment logs and history, which support the 
auditability principle of GitOps.

• Role-based access control (RBAC): This tool implements RBAC for fine-grained control over who 
can perform which actions, in alignment with GitOps security practices.

• Templating and parameterization: Spinnaker supports templating in pipeline definitions to 
enable reusable and parameterized deployments.

• Environment promotion: Spinnaker facilitates the promotion of applications between 
environments (for example, from staging to production) in a controlled manner.

• Integration with CI tools: Spinnaker can integrate with various continuous integration (CI) tools 
to provide a complete CI/CD pipeline that adheres to GitOps principles.

• Custom stages and extensions: This tool supports custom stages and extensions, so teams can 
implement GitOps workflows that are tailored to their needs.

• Centralized management: Spinnaker provides a centralized platform for managing deployments 
across multiple environments and cloud providers.

Although Spinnaker isn't primarily marketed as a GitOps tool, its flexibility and robust feature 
set make it capable of implementing GitOps workflows, especially in complex, multi-cloud 
environments. The key difference between Spinnaker and dedicated GitOps tools such as Argo CD 
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or Flux is that Spinnaker offers a more comprehensive continuous delivery platform with advanced 
deployment strategies and multi-cloud support.

Spinnaker's strength lies in its ability to handle complex deployment scenarios across various 
cloud providers and its support for advanced deployment strategies. When Spinnaker is configured 
properly, it can implement GitOps principles effectively. This makes it a powerful tool for 
organizations who want to adopt GitOps practices in diverse and complex environments.

For more information, see the Spinnaker documentation.

Architecture

The following diagram illustrates a GitOps-driven CD workflow that uses Spinnaker and Jenkins X. 
For detailed information, see the Spinnaker documentation.

where:

• Step 1: Code commit. Developers commit application code changes to a Git repository. These 
changes could include updates to the application itself, Dockerfiles, or Kubernetes manifests.

• Step 2: Jenkins build and image creation. Jenkins is automatically triggered by the Git 
repository through a webhook or polling. Jenkins builds the application, creates a Docker image, 
and pushes the built image to a configured Docker registry (such as Amazon ECR or Docker Hub).

• Step 3: Spinnaker image monitoring and pipeline trigger. Spinnaker continuously monitors the 
Docker registry for new images. When a new image version is detected, Spinnaker automatically 
triggers a pipeline to start the deployment process.
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• Step 4: Deployment to target namespaces. Spinnaker deploys the new Docker image to Amazon 
EKS. Based on pipeline configurations, the image is deployed to target namespaces in the cluster. 
Spinnaker ensures that the latest application version is deployed while adhering to defined 
deployment strategies such as blue/green or canary deployments.

Rancher Fleet

Rancher Fleet is a GitOps-at-scale solution that is designed specifically for managing multiple 
Kubernetes clusters. It adheres closely to GitOps principles while focusing on scalability and multi-
cluster management.

GitOps support

• Git as the single source of truth: Fleet uses Git repositories as the authoritative source 
for defining the desired state of applications and resources across multiple clusters. All 
configurations, including Kubernetes manifests, Helm charts, and custom resources, are stored in 
Git.

• Declarative configuration: Fleet works with declarative descriptions of the desired state for 
applications and resources. These can be raw Kubernetes YAML, Helm charts, Kustomize files, or 
Fleet-specific custom resources.

• Automated synchronization: Fleet continuously monitors Git repositories for changes. It 
automatically applies changes to the target clusters when it detects differences between the Git 
state and the cluster state.

• Multi-cluster management: Fleet is designed specifically to manage deployments across 
multiple Kubernetes clusters. It can handle thousands of clusters from a single control plane.

• Kubernetes-native architecture: Fleet is built as a set of Kubernetes custom resources and 
controllers. It uses the extension mechanisms in Kubernetes for GitOps operations.

• Continuous reconciliation: Fleet constantly compares the actual state of clusters with the 
desired state that's defined in Git. It automatically corrects any drift detected between these 
states.

• Cluster grouping and targeting: Fleet enables you to group clusters and target deployments 
to specific groups or individual clusters. It supports consistent application deployment across 
different environments and cluster types.
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• Layered configurations: Fleet supports layered configurations, which provide base 
configurations with environment-specific overlays. This aligns with GitOps practices of managing 
multiple environments efficiently.

• Helm integration: Fleet provides native support for Helm charts and provides easy management 
of complex applications. It can version and manage Helm releases through GitOps workflows.

• Custom resource definitions (CRDs): Fleet uses custom resources such as GitRepo and Bundle to 
define deployments. These CRDs provide a Kubernetes-native way to define GitOps workflows.

• Security and RBAC: Fleet integrates with Kubernetes RBAC for access control. It supports secure 
management of sensitive information and credentials.

• Observability: Fleet provides status information about the synchronization state of clusters and 
applications. It offers insights into GitOps processes across the fleet of clusters.

• Scalability: Fleet is designed to scale to manage thousands of clusters efficiently. It supports 
large-scale GitOps operations in enterprise environments.

• Dependency management: You can define dependencies between different resources 
and applications. Fleet ensures that the correct order of operations is followed in complex 
deployments.

• Customization and extensibility: Fleet supports custom scripts and lifecycle hooks for advanced 
customization of deployments. It allows for integration with existing tools and workflows.

• Offline and air-gapped support: Fleet can operate in environments that have limited or no 
internet connectivity. It supports GitOps workflows in high-security or regulated environments.

• Progressive rollouts: Fleet supports staged rollouts across clusters, which allow for controlled 
and gradual deployment strategies.

• Unified management interface: Fleet provides a single interface for managing GitOps 
workflows across all clusters. It simplifies operations in complex, multi-cluster environments.

• Integration with other Rancher tools: Fleet integrates with other Rancher tools to provide a 
comprehensive Kubernetes management solution.

• Audit trail and compliance: Fleet maintains a clear audit trail of all changes and deployments. It 
helps you meet compliance requirements through version-controlled, Git-based operations.

Rancher Fleet implements these GitOps principles with a strong focus on scalability and multi-
cluster management. Its design is particularly suited for organizations that manage large numbers 
of Kubernetes clusters across different environments, data centers, or cloud providers.
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The key differentiator of Fleet is its ability to handle GitOps at scale. This feature makes it 
especially valuable for large enterprises or managed service providers that manage numerous 
clusters. Tools such as Argo CD or Flux are often used for individual cluster management, whereas 
Fleet is designed to manage GitOps across a large fleet of clusters.

By adhering to these GitOps principles, Rancher Fleet provides a solution for organizations that 
want to implement consistent, scalable, and automated management of applications and resources 
across a diverse and large-scale Kubernetes environment.

For more information, see the Fleet documentation.

Architecture

For architecture and workflow information, see the Fleet repository.

Codefresh

Codefresh is a modern CI/CD platform that supports GitOps principles, particularly for Kubernetes 
deployments. Codefresh offers a comprehensive set of CI/CD features, and its GitOps capabilities 
are notable.

GitOps support

• Git as the single source of truth: Codefresh uses Git repositories as the authoritative source 
for application code, infrastructure definitions, and pipeline configurations. All changes to the 
system are made through Git, which ensures a complete history and audit trail.

• Declarative configuration: Codefresh supports declarative pipeline definitions by using 
YAML files that are stored in Git. Kubernetes manifests, Helm charts, CloudFormation templates, 
and other IaC files can be version-controlled in the same repositories.

• GitOps dashboard: Codefresh provides a dedicated GitOps dashboard for visualizing and 
managing GitOps workflows. It offers a clear view of the synchronization status between Git and 
cluster states.

• Automated synchronization: Codefresh continuously monitors Git repositories for changes. 
It automatically starts pipelines to apply changes to the target environments when it detects 
differences.

• Kubernetes integration: Codefresh offers deep integration with Kubernetes to support GitOps-
style deployments across multiple clusters. It supports various Kubernetes resources and custom 
resource definitions (CRDs).
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• Environment management: You can define and manage multiple environments (such as 
development, staging, and production) as code. Codefresh supports promotion between 
environments by using GitOps practices.

• Argo CD integration: Codefresh integrates with Argo CD for enhanced GitOps capabilities. It 
combines its CI capabilities with the CD strengths of Argo CD to provide a complete GitOps 
solution.

• Helm support: Codefresh supports Helm charts, and provides easy management of complex 
applications through GitOps. It also offers Helm chart versioning and promotion.

• Progressive delivery: Codefresh supports advanced deployment strategies such as canary and 
blue/green deployments. You can implement and manage these strategies through GitOps 
workflows.

• Rollbacks and versioning: Codefresh enables easy rollbacks to previous versions if issues are 
detected after deployment. It maintains deployment versioning for traceability.

• Approval workflows: Codefresh supports manual and automated approval processes for 
deployments. It enables controlled promotions between environments, in compliance with 
GitOps practices.

• IaC: Codefresh supports integration with IaC tools such as CloudFormation and Terraform. It 
enables version control of infrastructure definitions alongside application code.

• Observability and monitoring: Codefresh provides built-in monitoring and observability 
features. It also offers integrations with external monitoring tools for enhanced visibility.

• Security scanning: Codefresh includes security scanning capabilities that can be integrated into 
GitOps workflows. Security checks are part of the automated deployment process.

• Audit trails: Codefresh maintains comprehensive audit logs for all actions and changes. It 
supports the traceability and compliance aspects of GitOps.

• RBAC and access control: Codefresh implements role-based access control (RBAC) for fine-
grained permissions management. This helps ensure secure GitOps operations across teams and 
environments.

• GitOps automation: Codefresh offers features to automate various aspects of GitOps workflows, 
including pull request (PR) creation and merging.

• Multi-cloud and hybrid deployments: Codefresh supports GitOps workflows across multiple 
cloud providers and on-premises environments.

• Templating and parameterization: Codefresh supports templates in pipeline and deployment 
configurations. This enables reusable and parameterized GitOps workflows.

GitOps support 25



AWS Prescriptive Guidance Choosing the right GitOps tool for your Amazon EKS cluster

• Integrated image management: Codefresh provides built-in container image management 
capabilities. It integrates image builds and deployments into GitOps workflows.

• GitOps for secrets management: Codefresh offers secure ways to manage secrets within GitOps 
workflows. It integrates with external secrets management solutions.

• Collaboration features: Codefresh provides features for team collaboration within GitOps 
processes. These features include commenting, notifications, and shared dashboards.

The Codefresh approach to GitOps is notable for its integration of CI/CD capabilities with GitOps 
practices. It aims to provide a comprehensive platform that covers the entire software delivery 
lifecycle while adhering to GitOps principles.

The key differentiator of Codefresh in the GitOps area is its unified platform approach, which 
combines CI capabilities with CD and GitOps features. This makes it particularly suitable for teams 
that want an all-in-one solution that can handle complex CI/CD scenarios while implementing 
GitOps practices.

Codefresh offers a platform for organizations that want to adopt GitOps methodologies within a 
broader CI/CD context, especially when working with Kubernetes and cloud-native technologies.

For more information, see the Codefresh documentation.

Pulumi

Pulumi is an IaC platform that isn't exclusively designed for GitOps. However, it can be used 
effectively to implement GitOps principles, especially for cloud infrastructure and Kubernetes 
deployments.

GitOps support

• IaC: Pulumi lets you define your infrastructure by using general-purpose programming 
languages such as Python, TypeScript, and Go. This code-based approach aligns with the GitOps 
emphasis on versioned, declarative configurations.

• Git as the single source of truth: Infrastructure code in Pulumi can be stored and version-
controlled in Git repositories. This ensures that Git serves as the single source of truth for 
infrastructure definitions.
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• Declarative desired state: Although Pulumi uses programming languages, it still describes the 
desired state of infrastructure declaratively. The code defines what the infrastructure should look 
like, not the step-by-step process to create it.

• Automated synchronization: Pulumi can be integrated with CI/CD pipelines to automatically 
apply changes when code is updated in Git. This enables continuous deployment of 
infrastructure changes, which is a key GitOps principle.

• Multi-cloud and Kubernetes support: Pulumi supports a wide range of cloud providers and 
Kubernetes, so you can follow GitOps practices across diverse environments. The tool enables 
consistent management of resources across different platforms.

• State management: Pulumi manages the state of infrastructure, which can be stored remotely 
and securely. This state management is crucial for GitOps practices, and ensures consistency 
between the defined state and the actual state of your infrastructure.

• Drift detection and reconciliation: Pulumi can detect differences between the desired state (in 
code) and the actual state of infrastructure. It reconciles these differences in alignment with the 
GitOps principle for continuous reconciliation.

• Policy as code: You can define and enforce policies as code by using Pulumi CrossGuard. This 
enables version-controlled, GitOps-style management of compliance and security policies.

• Secrets management: Pulumi provides secure ways to manage sensitive information within 
infrastructure code. It supports integration with external secrets management systems, which is 
crucial for GitOps security practices.

• Modular and reusable components: Pulumi supports the creation of reusable components and 
modules. This modularity aligns with GitOps practices for managing complex, multi-environment 
deployments.

• Preview and plan: Pulumi offers the ability to preview changes before applying them. This 
supports the GitOps principle of safe, predictable changes to infrastructure.

• Rollbacks and history: Pulumi maintains a history of deployments and supports rollbacks to 
previous states. This aligns with GitOps principles of traceability and reversibility.

• Continuous delivery for infrastructure: Pulumi can be integrated into CI/CD pipelines for 
continuous delivery of infrastructure changes. It supports automated testing and validation of 
infrastructure code.

• RBAC and access control: Pulumi provides role-based access control for managing who can make 
changes to infrastructure. This supports GitOps security and governance practices.

• Observability and logging: Pulumi offers logging and monitoring capabilities for infrastructure 
changes. These capabilities support the observability aspect of GitOps practices.
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• Integration with other tools: Pulumi can integrate with various tools in the cloud. This flexibility 
allows for comprehensive GitOps workflows.

• Environment management: Pulumi supports the management of multiple environments 
(development, staging, production) by using the same codebase with different configurations. 
This aligns with GitOps practices for consistent multi-environment management.

• Dependency management: Pulumi handles dependencies between resources, and ensures 
the correct order of operations. This is crucial for complex GitOps deployments that involve 
interdependent components.

• Custom resource providers: Pulumi lets you create custom providers to manage any API-driven 
service. This extends GitOps practices to a wide range of resources beyond standard cloud 
offerings.

• Collaboration features: Pulumi supports team collaboration through shared state and access 
controls. This facilitates GitOps workflows in team environments.

By using these Pulumi features, organizations can implement GitOps practices for their 
infrastructure, especially in scenarios where they need fine-grained control or complex logic, 
or want to manage a diverse set of cloud and on-premises resources within a single, consistent 
framework.

Pulumi's approach to GitOps is unique because it brings the power and flexibility of general-
purpose programming languages to infrastructure management while adhering to GitOps 
principles. This can be particularly advantageous for teams that prefer to work with familiar 
programming languages and want to apply software engineering best practices to infrastructure 
management.

The key differentiator of Pulumi in GitOps is its use of standard programming languages to define 
infrastructure. Traditional GitOps tools often use YAML or domain-specific languages, whereas 
Pulumi allows for more complex logic, better code reuse, and easier integration with existing 
development workflows.

For more information, see the Pulumi documentation.
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GitOps tools comparison

Here's a comparison of the nine GitOps tools that were discussed in the previous sections. When 
you choose a tool, consider your specific requirements, existing infrastructure, team expertise, and 
desired level of control and customization.

Ease of use

• Argo CD, Flux, and Rancher Fleet are generally easier to set up.

• Spinnaker and Jenkins X have steeper learning curves.

• Weave GitOps might require more setup for advanced features.

• GitLab CI/CD and Codefresh offer integrated experiences.

Kubernetes integration

• Argo CD, Flux, and Rancher Fleet are very Kubernetes-centric.

• Jenkins X and Weave GitOps offer broader DevOps capabilities.

• The other tools support Kubernetes without an exclusive focus on it.

CI/CD capabilities

• Jenkins X, GitLab CI/CD, and Codefresh offer complete CI/CD solutions.

• Argo CD, Flux, and Weave GitOps focus more on the CD aspect of the workflow, and often 
require integration with separate CI tools.

GitOps purity

• Argo CD and Flux are tools that focus specifically on GitOps.

• The other tools incorporate GitOps principles to varying degrees.
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Multi-cloud support

• Spinnaker and Pulumi excel in multi-cloud scenarios.

• The other tools can work across clouds but might require additional setup.

Multi-cluster support

• All tools support multi-cluster deployments.

• Argo CD and Weave GitOps have more advanced multi-cluster management features.

Integration

• Flux has strong Cloud Native Computing Foundation (CNCF) backing.

• Argo CD has a large and active community.

• Argo CD and Flux have strong Kubernetes integration.

• Jenkins X uses the broader Jenkins system.

• Weave GitOps is newer but is growing with strong commercial backing.

• GitLab CI/CD integrates tightly with GitLab.

• Rancher Fleet works well within the Rancher system.

Community and support

• Flux has strong CNCF backing.

• Argo CD, GitLab, and Spinnaker have large communities.

• Commercial support is available for most tools.

Enterprise features

• Weave GitOps and Jenkins X offer more enterprise-focused features by default.

• Argo CD and Flux have enterprise offerings or can be extended for enterprise use.
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Flexibility and extensibility

• Flux is highly modular and extensible.

• Argo CD offers good customization options.

• Jenkins X is very extensible but might require more effort.

• Weave GitOps aims to provide a complete solution with less need for extensibility.

Scalability

• Spinnaker and GitLab CI/CD are known for enterprise scalability.

• Argo CD and Flux handle large-scale Kubernetes deployments well.

Infrastructure management

• Pulumi focuses on infrastructure management.

• Weave GitOps and Flux offer good IaC capabilities.

Programming model and language support

• In Pulumi, you can define infrastructure by using general-purpose programming languages such 
as Python, Go, TypeScript, C#, and Java. Pulumi's use of standard languages enables integration 
of infrastructure code with familiar development workflows, testing practices, and complex logic.

• Terraform uses HashiCorp Configuration Language (HCL).

• CloudFormation uses JSON and YAML templates.

• Argo CD, Flux, Rancher Fleet, Weave GitOps, Spinnaker, and GitLab CI/CD primarily manage 
YAML or declarative configuration files.

• Jenkins X manages YAML and scripting-based pipelines but doesn't natively offer general-
purpose programming for IaC.
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Argo CD and Flux use cases

This section focuses on two tools, Argo CD and Flux, which provide pure GitOps functionality. In 
this context, pure GitOps refers to a model where a Git repository serves as the single source of 
truth for the desired state of applications and infrastructure. All changes are made through Git 
commits, and the system automatically synchronizes the live environment to match the state that's 
defined in the repository. No manual intervention is required outside of Git operations.

General considerations

• You might prefer to use Argo CD in environments where visual management and application-
centric workflows are important.

• You might choose Flux if you require lighter-weight solutions, strong multi-tenancy, or deep 
integration with the broader Cloud Native Computing Foundations (CNCF) network.

• Argo CD often appeals to teams that are transitioning from traditional CI/CD to GitOps because 
of its intuitive UI.

• Flux is often favored in cloud-native environments where CLI-based workflows and IaC practices 
are already established.

Ultimately, the choice between Argo CD and Flux often depends on your specific organizational 
needs, existing tooling, and team preferences. Both tools are capable of handling most GitOps 
scenarios, so we recommend that you evaluate them based on your specific use cases and 
requirements.

Argo CD use cases

Visual management:

• When you need a user-friendly UI to manage deployments and visualize application states.

• For teams that prefer a graphical interface for monitoring and troubleshooting.

Application-centric approach:

• When you want to manage deployments at the application level instead of managing individual 
resources.
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• For organizations that structure their deployments around application concepts.

Multi-cluster management:

• When managing deployments across multiple clusters is a primary requirement.

• For complex, distributed environments with many clusters.

Rollback and sync waves:

• When you need fine-grained control over the deployment process, including sync waves and 
manual interventions.

• For scenarios that require complex rollback strategies.

Integration with existing tools:

• When you're already using other tools in the Argo project such as Argo Workflows and Argo 
Events.

Enterprise environments:

• For large enterprises that need robust RBAC and single sign-on integration by default.

Flux use cases

Lightweight deployments:

• When you need a more lightweight, less resource-intensive GitOps solution.

• For edge computing or IoT scenarios where resources might be constrained.

Automated image updates:

• When automatic detection and deployment of new container images is a key requirement.

• For teams that focus on continuous deployment with frequent image updates.

Multi-tenancy:
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• When strong multi-tenancy support is needed, especially in shared cluster environments.

• For service providers or large organizations that have strict separations between teams or 
projects.

IaC:

• When managing both applications and infrastructure through the same GitOps workflow is 
important.

• For teams that are heavily invested in the IaC paradigm.

Helm integration:

• When extensive use of Helm charts is part of your deployment strategy.

• For environments that have complex Helm-based deployments.

CNCF project integration:

• When tight integration with other CNCF projects is important.

• For organizations that align with CNCF technologies and principles.

Modular architecture:

• When you need flexibility to use only specific components of the GitOps toolkit.

• For teams that want to build custom GitOps workflows by using modular components.

Progressive delivery:

• When advanced deployment strategies such as canary releases or A/B testing are core 
requirements.

Feature comparison

Area Argo CD Flux
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Support for core GitOps 
principles

Yes Yes

Architecture End-to-end application for 
implementing Kubernetes 
GitOps workflows

Provides Kubernetes CRDs 
and controllers for GitOps

Setup Simple Complex

Helm support Yes Yes

Kustomize support Yes Yes

Integrated GUI CLI and fully-featured web UI CLI and optional lightweight 
web interface

RBAC support Granular control Kubernetes native RBAC

Multi-tenancy and multi-clu 
ster support

Excellent support for multi-
cluster

Excellent support for multi-
tenancy

Single sign-on authentication Yes Yes

Sync automation Ability to sync windows Ability to set reconcillation 
intervals

Partial sync Yes No

Reconciliation process Supports manual and 
automatic syncs. Several 
different strategies are 
available.

Supports manual and 
automatic syncs.

Extentensibility Supports custom lugins. 
Limited customization 
options.

Supports custom controller. 
Good extensibility and third-
party integrations.

Cummunity support Large and active community. Smaller but growing 
community.
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Scalability Good scalability, but limited 
by the web UI's data-fetching 
rate. Community analysis 
suggests support for tens of 
thousands of applications.

Clear guides for horizontal 
and vertical scalability, up to 
tens of thousands of applicati 
ons.
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Best practices for choosing a GitOps tool

This section provides considerations, tips, and best practices for choosing a GitOps tool for your 
EKS cluster. The right choice depends on your specific context, requirements, and long-term 
strategy. It's often beneficial to conduct a proof of concept with your top choices before you make 
a final decision.

Assess your organization's needs and capabilities:

• Consider your team's current skill set and willingness to learn new tools.

• Evaluate the complexity of your Amazon EKS environment. (For example, are you using a single 
cluster or multiple clusters?)

• Determine your specific requirements for compliance, security, and scalability.

Best practice: Create a detailed requirements document that outlines required features and 
useful, but not required, capabilities.

Evaluate tool maturity and adoption:

• Research the maturity of potential GitOps tools and their adoption rates in the industry.

• Look for tools that have a proven track record in Amazon EKS environments.

Best practice: Prioritize tools that have been widely adopted and have a strong presence in the 
Cloud Native Computing Foundation (CNCF) network.

Consider integration with your existing toolchain:

• Assess how well the GitOps tool integrates with your current CI/CD pipeline, monitoring 
solutions and other operational tools.

• Look for native integrations with AWS services such as IAM, Amazon ECR, and CloudWatch.

Best practice: Create a proof of concept to test integration capabilities before you make a final 
decision.

Evaluate security features:
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• Prioritize tools that have robust role-based access control (RBAC) capabilities and integrate well 
with IAM.

• Look for features that support secure secrets management and policy enforcement.

Best practice: Choose a tool that supports GitOps-based security practices, including policy as 
code and automated compliance checks.

Assess scalability and performance:

• Consider how the tool performs with large numbers of applications and clusters.

• Evaluate its impact on cluster performance and resource consumption.

Best practice: Conduct performance testing with workloads that are similar to your production 
environment to make sure that the tool can handle your scale.

Consider multi-cluster and multi-environment support:

• If you have, or plan to have, multiple EKS clusters, prioritize tools that have strong multi-cluster 
management capabilities.

• Look for features that support consistent deployments across different environments (such as 
development, staging, and production).

Best practice: Choose a tool that allows for centralized management of multiple clusters while 
maintaining environment-specific configurations.

Evaluate observability and monitoring capabilities:

• Look for tools that provide clear visibility into the state of your deployments and cluster health.

• Consider how well the tool integrates with your existing monitoring and logging solutions.

Best practice: Prioritize tools that offer customizable dashboards and alerting mechanisms for 
proactive issue detection.

Assess the learning curve and documentation:

• Evaluate the quality and comprehensiveness of the tool's documentation.

• Consider the availability of training resources and community support.
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Best practice: Choose a tool that has well-maintained documentation, active community forums, 
and official training programs or certifications.

Consider cost and resource utilization:

• Evaluate both the direct costs (such as licensing and support) and indirect costs (such as 
operational overhead and training costs) of adopting the tool.

• Assess the tool's efficiency in terms of compute and storage resource consumption.

Best practice: Perform a total cost of ownership (TCO) analysis that includes both short-term and 
long-term costs.

Evaluate flexibility and customization options:

• Look for tools that let you customize workflows to fit your specific needs.

• Consider the extensibility of the tool through plugins or APIs.

Best practice: Choose a tool that balances default functionality with the ability to customize for 
your unique requirements.

Assess continuous delivery and progressive deployment capabilities:

• Look for tools that support advanced deployment strategies such as canary releases and blue/
green deployments.

• Evaluate the ease of implementing and managing these strategies.

Best practices: Prioritize tools that offer built-in support for progressive delivery patterns to 
minimize risk in your deployments.

Consider vendor lock-in and portability:

• Assess the tool's dependencies on specific cloud providers or technologies.

• Consider the ease of migrating to a different tool in the future if needed.

Best practice: Favor tools that use open standards and provide export capabilities for your GitOps 
configurations.
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Evaluate community support and extensions:

• Look at the size and activity of the user community.

• Assess the availability of third-party integrations and plugins.

Best practice: Join community forums or user groups to get firsthand experiences from other 
users before you make a decision.

Consider compliance and audit requirements:

• Evaluate how well the tool supports your compliance needs, including audit trails and reporting.

• Look for features that help maintaining and demonstrate compliance.

Best practice: Choose a tool that provides comprehensive audit logs and supports the generation 
of compliance reports.

Assess rollback and disaster recovery capabilities:

• Evaluate the ease and reliability of rollback mechanisms.

• Consider how the tool supports disaster recovery scenarios.

Best practice: Test rollback and recovery processes thoroughly as part of your evaluation.
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FAQ

Q: What are the most popular GitOps tools for Amazon EKS?

A: The most popular GitOps tools for Amazon EKS include Argo CD, Flux, Jenkins X, and GitLab 
CI/CD. Each tool has strengths, but Argo CD and Flux are particularly well-regarded for their 
Kubernetes-native approach and strong community support.

Q: How does GitOps improve EKS cluster management?

A: GitOps improves EKS cluster management by providing version control for infrastructure, 
automated deployments, improved security through declarative configurations, easier rollbacks, 
and better auditability. It also enhances collaboration and reduces human error in deployments.

Q: What key features should I look for in a GitOps tool for Amazon EKS?

A: Key features to look for include: seamless Amazon EKS integration, robust RBAC, multi-cluster 
support, observability features, support for progressive delivery strategies, scalability, and 
integration with AWS services such as IAM and Amazon ECR.

Q: How do I ensure security when implementing GitOps in Amazon EKS?

A: To ensure security, choose a tool that has strong RBAC integration with IAM, secure secrets 
management, support for encrypted Git repositories, and the ability to implement security policies 
as code. Also, verify that the tool provides comprehensive audit logs.

Q: Can GitOps tools handle multi-cluster Amazon EKS environments?

A: Yes, GitOps tools such as Argo CD and Flux have robust multi-cluster management capabilities. 
They allow you to manage multiple EKS clusters from a single control plane, which ensures 
consistency across environments.

Q: How do GitOps tools integrate with existing CI/CD pipelines?

A: GitOps tools typically integrate with existing CI/CD pipelines by acting as the deployment stage 
of the pipeline. They can be triggered by CI tools when changes are pushed to the Git repository, 
and they automate the deployment process to EKS clusters.

Q: What are the challenges of implementing GitOps in Amazon EKS?
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A: Common challenges include managing secrets securely, ensuring proper access controls, 
handling stateful applications, managing drift between Git and cluster state, and adapting team 
workflows to the GitOps model.

Q: How do GitOps tools handle rollbacks in Amazon EKS?

A: GitOps tools typically handle rollbacks by reverting to a previous commit in the Git repository. 
This automatically triggers a deployment of the previous known good state, which results in fast 
and reliable rollbacks.

Q: Can GitOps tools manage Amazon EKS add-ons and other AWS resources?

A: Many GitOps tools can manage Amazon EKS add-ons and some AWS resources, especially when 
they're combined with IaC tools such as Terraform or CloudFormation. However, the extent of this 
capability can vary; see the GitOps tools section for specific information about each tool.

Q: How do GitOps tools support compliance requirements in Amazon EKS?

A: GitOps tools support compliance by providing a clear audit trail of all changes, enforcing 
approval processes, implementing policy as code for automated compliance checks, and offering 
detailed logging and reporting features.

Q: What's the learning curve for implementing GitOps in Amazon EKS?

A: The learning curve can vary depending on the tool and your team's existing knowledge. 
Generally, teams that are familiar with Git, Kubernetes, and Amazon EKS will adapt more quickly 
than others. Most popular tools offer extensive documentation and training resources to ease 
adoption.

Q: How do GitOps tools handle secrets management in Amazon EKS?

A: GitOps tools typically integrate with external secrets management solutions such as AWS 
Secrets Manager or HashiCorp Vault. Some tools also offer built-in encryption for secrets that are 
stored in Git repositories.

Q: Can GitOps tools work with both stateless and stateful applications in Amazon EKS?

A: Yes, GitOps tools can work with both stateless and stateful applications. However, managing 
stateful applications often requires additional considerations, such as handling persistent volumes 
and ensuring data consistency during updates.

Q: How do GitOps tools support canary or blue/green deployments in Amazon EKS?
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A: Many GitOps tools offer built-in support for advanced deployment strategies. They can manage 
the gradual rollout of new versions, monitor for issues, and automatically roll back if problems are 
detected. All of these operations are defined as code in the Git repository.

Q: What's the difference between using a GitOps tool and using kubectl apply with a CI/CD 
pipeline?

A: GitOps tools offer advantages over simple kubectl apply commands, including automated 
drift detection and reconciliation, improved security through pull-based deployments, 
better auditability, and more sophisticated deployment strategies. They also provide a more 
comprehensive approach to managing the entire cluster state.
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Resources

The following resources provide official documentation, practical guides, case studies, and in-depth 
analyses that can help you make an informed decision when choosing a GitOps tool for your EKS 
cluster. They cover various aspects of GitOps, including implementation strategies, best practices, 
comparisons between different tools, and real-world experiences.

AWS resources:

• Amazon EKS documentation

• Automating Amazon EKS with GitOps (AWS blog post)

• Introduction to GitOps on EKS with Weaveworks (AWS workshop)

• Flux lab (Amazon EKS workshop)

• Argo CD lab (Amazon EKS workshop)

GitOps and tool documentation:

• GitOps Best Practices for Continuous Deployment and Progressive Security (on-demand 
DevOps.com webinar)

• Kubernetes documentation

• Argo CD documentation

• Flux documentation

• Weave GitOps documentation

• Jenkins X documentation

• GitLab CI/CD documentation

• Spinnaker documentation

• Rancher Fleet documentation

• Codefresh documentation
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https://docs.aws.amazon.com/eks/latest/userguide/what-is-eks.html
https://aws.amazon.com/blogs/containers/automating-amazon-eks-with-gitops/
https://weaveworks-gitops.awsworkshop.io/
https://www.eksworkshop.com/docs/automation/gitops/flux/
https://www.eksworkshop.com/docs/automation/gitops/argocd/
https://webinars.devops.com/gitops-best-practices-for-continuous-deployment-and-progressive-security
https://kubernetes.io/docs/concepts/cluster-administration/cluster-management/#gitops
https://argo-cd.readthedocs.io/en/stable/
https://fluxcd.io/docs/
https://docs.gitops.weaveworks.org/docs/intro-weave-gitops/
https://jenkins-x.io/v3/develop/
https://docs.gitlab.com/topics/build_your_application/
https://spinnaker.io/docs/
https://fleet.rancher.io/
https://codefresh.io/docs/gitops/
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Document history

The following table describes significant changes to this guide.

Change Description Date

Initial publication — April 30, 2025
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