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Migrating on-premises Teradata Vantage environments 
to Teradata VantageCloud Enterprise on AWS

Battulga Purevragchaa, Amazon Web Services

Catherine Adams and Jimmy Hayes, Teradata

This guide provides an overview of options and considerations for migrating your on-premises 
Teradata Vantage environment to Teradata VantageCloud Enterprise on AWS. Teradata 
VantageCloud Enterprise on AWS combines the powerful and flexible analytics platform of 
Teradata Vantage with the global reach and scalability of AWS infrastructure. You can use this 
guide to gain a better understanding of the data migration process and to help you choose a 
data migration approach that meets your organization's business and IT requirements. The guide 
also includes reference architectures that you can use as templates to build your own migration 
architecture. This guide is intended for technical decision makers, business decision makers, and
AWS Services Partners.
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Targeted business outcomes

This guide can help you and your organization achieve the following objectives:

• Understand the costs, licensing requirements, and prerequisites for migrating to Teradata 
VantageCloud Enterprise on the AWS Cloud.

• Identify a reference architecture that meets your organization's requirements.

• Identify a migration approach that meets your organization's requirements.
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Costs and licenses

Every organization has its own unique data analytics requirements. Teradata VantageCloud 
Enterprise offers a choice of cloud pricing models so that you can find the right fit for your 
workloads, budget, and goals.   

For more information about licensing, contact your Teradata account team.
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Prerequisites

Before you migrate from Teradata Vantage to the AWS Cloud, we recommend that you meet the 
following prerequisites:

• Update your on-premises ecosystem where possible, including upgrading to the latest versions 
of Teradata Tools and Utilities (TTU) and third-party applications.

• Understand AWS Best Practices for Security, Identity, & Compliance and the AWS Well-
Architected framework.

• Identify resources required for the migration process. The Migration process section of this guide 
covers resource requirements in more detail.
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Reference architectures

The following supported connectivity options can help you connect to Teradata VantageCloud 
Enterprise:

• AWS Transit Gateway enables Cloud-to-cloud connections.

• AWS Site-to-Site VPN enables On-premises-to-cloud connections and cloud-to-cloud 
connections.

• AWS PrivateLink enables cloud-to-cloud connections.

• AWS Direct Connect enables on-premises-to-cloud connections.

You can use Direct Connect (recommended option) and Site-to-Site VPN to connect your on-
premises environment to Teradata VantageCloud Enterprise. Transit Gateway (recommended 
option), PrivateLink, and Site-to-Site VPN are the supported options for connecting your AWS 
account to Teradata VantageCloud Enterprise.

VPC connection options

Teradata supports the following virtual private connection (VPC) connection options.

Connection Typical use case Description

Transit Gateway Connecting a VPC in your 
AWS account to a VPC in a 
Teradata AWS account

Connecting to multiple sites 
and multiple appliances from 
a VPC in your AWS account 
to a VPC in a Teradata AWS 
account

A good option if you require 
scaling and a single point 
of control while working 
with multiple AWS sites for 
Teradata, especially in a 
hybrid setup

Offers more control when 
managing network traffic

Doesn't support inter-Region 
connectivity

VPC connection options 5
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Site-to-Site VPN Connecting a VPC in your 
AWS account to a VPC in a 
Teradata AWS account

Connecting an on-premis 
es data center to a VPC in a 
Teradata AWS account

Vantage must initiate a 
connection to one or more 
applications* in your VPC

Bidirectional connection 
initiation

IP address abstraction that 
prevents the need for IP 
address planning

PrivateLink Connecting a VPC in your 
AWS account to a VPC in a 
Teradata AWS account

Vantage must not initiate 
communication with any 
application* in your VPC

Unidirectional connection 
initiation

Requires set up and 
maintenance of one reverse 
PrivateLink endpoint if LDAP 
is needed (from a Teradata 
VPC to your VPC)

Number of PrivateLink 
endpoints required varies 
based on applications*

Direct Connect Connecting an on-premis 
es data center to a VPC in a 
Teradata AWS account

Dependency on ISP for 
implementation

*Application examples include another Teradata instance, Teradata QueryGrid, other data sources, 
an LDAP server, or a Kerberos server.

Transit Gateway architecture

A network architecture based on AWS Transit Gateway connects VPCs and on-premises networks 
through a central hub. This approach simplifies the network architecture and eliminates the need 
for complex peering connections. 

Transit Gateway architecture 6
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You can use Transit Gateway to establish the following types of connections:

• Teradata VantageCloud to Teradata VantageCloud Enterprise

• Your VPC to Teradata VantageCloud Enterprise

Transit Gateway is owned and managed by you. The Transit Gateway-to-Teradata VantageCloud 
Enterprise VPC connection and data egress add additional costs that you're responsible for. 

The following diagram shows how you can connect your data center to a VPC in your AWS account 
by using either Direct Connect or a VPN. You can use Transit Gateway to shut down the connection 
from your data center.

Note

VPCs for Teradata VantageCloud Enterprise deployments that are managed by Teradata are 
attached to Transit Gateway in your AWS account.

Site-to-site VPN architecture

A single AWS Site-to-Site VPN connection is included with a subscription to Teradata VantageCloud 
Enterprise. This type of connection is also known as an AWS managed VPN connection. The 
connection can support up to 1.25 gigabits (Gb) per second. Network egress fees apply as VPN 
traffic is routed over the internet.

Both hybrid and multi-cloud to AWS managed VPN options are supported. For Amazon VPC-to-
Amazon VPC VPN connectivity, you can set up a software VPN. For more information, see Software 
VPN-to-AWS Site-to-Site VPN in the AWS Whitepaper documentation.

The following diagram shows a Site-to-Site VPN architecture that supports two VPN 
configurations. You can connect a Site-to-Site VPN from your data center to Teradata 
VantageCloud Enterprise VPCs. You can also connect a Site-to-Site VPN from your AWS account to 
the Teradata VantageCloud Enterprise VPCs.

PrivateLink architecture

AWS PrivateLink provides connectivity between VPCs. You can access Teradata VantageCloud 
Enterprise over private IP addresses from your virtual network while keeping the data flow on 

Site-to-site VPN architecture 7
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the secure backbone network of AWS. Data never traverses the public internet. This significantly 
reduces exposure to common security threats.

PrivateLink allows only unidirectional network connectivity. Applications that require a connection 
to be initiated from both endpoints require two PrivateLink connections.

The following diagram shows a PrivateLink architecture where a private endpoint in an AWS 
account uses PrivateLink to connect to Teradata Vantage SQL Engine nodes. A private endpoint in 
the AWS account also uses PrivateLink to connect to a Teradata Viewpoint server. In the diagram, 
LDAP is configured with two PrivateLink connections in place for communication between the VPC 
in the Teradata AWS account and the VPC in the AWS account.

For more information, see AWS PrivateLink or contact your Teradata account team.

Direct Connect architecture

You can use AWS Direct Connect for an architecture where hybrid connectivity is required from on-
premises to Teradata VantageCloud Enterprise. Direct Connect is managed and owned by you. The 
following diagrams show the Direct Connect architecture where Direct Connect is used to create a 
dedicated network connection to your AWS account.

Direct Connect supports two architecture options. The first option is the recommended option and 
uses Direct Connect gateway and a virtual private gateway as the following diagram shows.

To build an architecture based on the preceding diagram, you must create a Direct Connect 
gateway in your AWS account and shut down the private virtual interface (VIF) to the Direct 
Connect gateway. You will then need to accept the association proposal for the virtual private 
gateway on the Teradata AWS account.

The second architecture option uses a hosted private VIF and a virtual private gateway as the 
following diagram shows.

To build an architecture based on the preceding diagram, you must create a hosted private VIF and 
share the VIF with Teradata VantageCloud Enterprise to establish connectivity. A private VIF is a 
network interface that enables you to use Direct Connect to connect with another AWS account, 
such as a Teradata VantageCloud Enterprise AWS account. Network egress fees apply on private 
VIFs.

Direct Connect architecture 8

https://aws.amazon.com/privatelink/
https://www.teradata.com/About-Us/Contact
https://aws.amazon.com/directconnect/
https://docs.aws.amazon.com/directconnect/latest/UserGuide/direct-connect-gateways-intro.html


AWS Prescriptive Guidance Migrating on-premises Teradata Vantage environments to Teradata 
VantageCloud Enterprise on AWS

Migration process

Not every enterprise that implements a migration strategy does so by transferring all of its data 
to the cloud at the same time. In fact, many organizations take an iterative approach to cloud 
migration that's driven by both business and technical demands. You can find more about the 
deployment options in On-premises to Cloud Migration on the Teradata website.

When you're ready to migrate your data from Teradata Vantage in an on-premises environment 
to Teradata VantageCloud Enterprise on AWS, you can use the Teradata migration framework as 
a guide for each step of the process. The framework covers the entire span of a cloud migration—
from design through go live, from the Teradata platform to the ecosystem connecting to it. The 
framework provides guidance for internal and external teams, and gives you a reliable, fast, and 
effective roadmap for migrating to and taking advantage of Teradata's cloud offerings.

The following diagram shows the framework phases that you can use to plan your migration.

Design

The goals of the Design phase are to determine your migration readiness and secure an agreement 
with your stakeholders on a common migration approach. This phase consists of the following 
stages:

• Initiate – Set stakeholder expectations.

• Assess – Complete a high-level assessment.

• Design solution – Complete a detailed assessment, design, and approach.

These are some of the roles we recommend that you engage during the Design phase to provide 
input to the requirements:

• Your project sponsor and business users

• Your Data Analytics Architect and Ecosystem Architect

• Your Information Security Architect

• Your Data Warehouse Lead

• Your Test Lead

Design 9
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These are some of the Teradata roles which are involved in the Design phase and will lead the 
requirement discussions:

• Teradata account team

• Teradata Solution Engineer

• Teradata Cloud Architect

At the end of the Design phase, you will have detailed architecture diagrams, a high-level timeline, 
and an initial list of critical dependencies and risks. You will also have an agreement on the overall 
migration approach.

Connect

The goals of the Connect phase are to confirm your migration readiness, deploy your cloud 
instance or instances, and complete a detailed plan. The Connect phase consists of the following 
stages:

• Test strategy and success criteria – Define what success looks like.

• Onboarding – Provision and deploy your cloud instance or instances.

• Implementation plans – Define a detailed implementation plan.

These are some of the roles that we recommend you engage during the Connect phase to provide 
input to the detailed planning:

• Your project sponsor and business users

• Your Data Analytics Architect and Ecosystem Architect

• Your Information Security Architect

• Your Data Warehouse Lead

• Your IT Leads for areas such as firewalls and network connectivity

• Your Test Lead

• Your Project Manager

These are some of the Teradata roles which are involved in the Connect phase and will lead the 
requirement discussions:

Connect 10
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• Teradata Solution Engineer

• Teradata Cloud Architect

• Teradata Service Experience Manager

• Teradata Cloud provisioning team

• Teradata Cloud support teams

• Teradata Project Manager

• Teradata Migration Consultant

• Teradata Cloud Implementation Manager

At the end of the Connect phase, you will have a test strategy, a deployed cloud instance, a 
detailed implementation plan, and an agreement that you're ready to begin the implementation of 
your migration plan.

Execute

The goals of the Execute phase are to prepare an environment to support your testing, complete all 
pre-migration testing, and execute the migration plan. This phase consists of the following stages:

• Convert – Migrate test data to the cloud systems and convert extract, transform, and load (ETL) 
and/or business intelligence (BI) workloads if required.

• Validate the platform and ecosystem – Regression test any converted ETL and/or BI workloads, 
test Teradata and third-party applications, and complete performance testing.

• Migrate, validate, and catch up data – Execute a detailed migration plan.

These are some of the roles that we recommend you engage during the Execute phase to complete 
the migration:

• Your project sponsor and business users

• Your Data Warehouse Lead

• Your ETL and BI Leads

• Your Test Lead and testing teams

• Your IT Leads for areas such as firewalls and network connectivity

• Your Project Manager

Execute 11
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These are some of the Teradata roles which are involved in the Execute phase:

• Teradata Migration Consultant

• Teradata Service Experience Manager

• Teradata Cloud support teams

• Teradata Project Manager

• Teradata Migration Consultant

• Teradata Cloud Implementation Manager

At the end of the Execute phase, your on-premises Teradata environment will be live in Teradata 
VantageCloud Enterprise on AWS.

Go Live

The goals of the Go Live phase are to optimize the cloud system and transition to operational 
support. The Go Live phase consists of the following stages:

• Optimize – Complete workload management and other post-migration work.

• Transition – Complete transition to operational support teams.

These are some of the roles that we recommend you engage during the Go Live phase:

• Your Data Warehouse Lead

• Your IT Leads for areas such as firewalls and network connectivity

• Your Test Lead

• Your Project Manager

These are some of the Teradata roles which are involved in the Go Live phase:

• Teradata Service Experience Manager

• Teradata Cloud support teams

• Teradata Project Manager

• Teradata Cloud Implementation Manager

Go Live 12
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At the end of the Go Live phase, your Teradata VantageCloud Enterprise system will be live 
on AWS, ongoing operational support will be initiated, and post-migration activities will be 
completed.

Go Live 13
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Data migration approaches

This section provides an overview of the most common migration approaches, and highlights 
some of the key benefits and challenges of each approach. The following tools are used in the data 
migration approaches covered in this section:

• Teradata Data Transfer Utility (DTU) – Offline migration

• Network-attached storage (NAS) cloud storage device – Physical data migration using AWS 
Snowball

Use the following table to identify the migration approach that meets your requirements.

Approach Description Benefits Challenges

Teradata DTU with 
systems offline 
(recommended)

Uses DTU streaming 
to migrate data 
from on-premises 
source to AWS target 
environment

Maximizes throughpu 
t and minimizes the 
impacts of network 
and database restarts 
on migration

Offers the fastest 
elapsed time for 
migration

Streamlines support 
from the Data 
Migration, Global 
Support, and 
Engineering teams

Source system outage 
during migration

Teradata Data Stream 
Architecture (DSA) 
migration using a 
NAS device

Uses the Data Stream 
Utility (DSU) to 
migrate data from 
the source to a 
NAS cloud storage 
device (for example, 

Workaround for poor 
network capacity to 
cloud

Logistics, risk of 
damage to storage 
device in transport, 
multiple migrations 
might be required

Longer elapsed time
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Snowball), transport 
cloud storage device 
to a cloud data 
center, and offload 
cloud storage such 
as Amazon Simple 
Storage Service 
(Amazon S3), or use 
DSU to migrate data 
from cloud storage to 
the target environme 
nt

Requires significant 
effort to sync target 
to source systems 
post-migration 
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Tools

Teradata offers the following tools:

• Teradata Vantage Console provides an integrated user experience for analysts, developers, and 
operations. You can start using the Vantage Console after provisioning your cloud system.

• Teradata Data Mover enables you to automate, control, and monitor the data movement 
between Teradata environments.

• Teradata QueryGrid enables analytics across a heterogeneous analytical ecosystem.

• Teradata Tools and Utilities (TTU) provides a full collection of Teradata Client tools, including 
load and unload utilities, open interfaces, and connectivity drivers.
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Next steps

We recommend that you consider the following next steps:

1. Learn how organizations use Teradata Vantage to connect and analyze data across their entire 
ecosystem, including data lakes, object stores, and cloud services.

2. Identify the migration workloads in your on-premises environments or other cloud 
environments. Then, review your deployment options and identify your destination 
environment. For more information, see Teradata Vantage on AWS in the Teradata 
documentation.

3. Choose either a rehost (that is, lift and shift) or replatform (that is, make some workload 
changes) migration strategy. For more information, see Lift-and-shift Cloud Migration and A 
Guide to Cloud Migration in the Teradata documentation.

4. Assess the costs of running Teradata VantageCloud Enterprise on AWS. For more information, 
see Teradata VantageCloud Pricing in the Teradata documentation.

5. Make sure that you meet all the prerequisites for a migration based on the Prerequisites section 
of this guide. Teradata makes a commercially reasonable effort to make Teradata Vantage 
available on AWS systems 24/7/365. Teradata targets an SLA (excluding planned downtime) 
of 99.9 percent measured monthly. For operating model and services options, see Teradata 
Vantage on AWS in the Teradata documentation.

6. Define your security requirements. For more information on security compliance, see Cloud Data 
Security as-a-service in the Teradata documentation.
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Resources

• Teradata + Partners

• Teradata Partners Directory

• Unlock data, activate analytics, accelerate value

• Teradata VantageCloud Pricing

• Deployment options

• Teradata VantageCloud Lake & ClearScape Analytics: Empowering Enterprise Analytical 
Innovation

• Risk mitigation

• Operational excellence

• Asset optimization
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Document history

The following table describes significant changes to this guide.

Change Description Date

Initial publication — May 25, 2023
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