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Integrating microservices by using AWS serverless
services

Tabby Ward, Abhishek Agawane, and Matt Kahn, Amazon Web Services

An important aspect of modernizing your organization's software is to select the right architectural
patterns that enable agility and responsiveness to changing business needs. In some applications,
a monolithic architecture is a common choice. However, for many organizations, refactoring
monoliths into microservices can be an effective modernization strategy when the use case aligns

with the benefits of microservices.

Microservices and monoliths aren't mutually exclusive—many successful organizations employ
both patterns together, where modular monoliths serve some domains and microservices handle
others.

When microservices are part of your architecture, several services might be called to fetch

data for one business transaction. Implementing these integrations requires careful design to
address potential challenges such as data consistency, latency, and operational complexity. When
microservices are properly integrated, they can provide benefits such as independent scaling,
improved development velocity, and potential cost optimizations.

The guide is part of a content series that covers the application modernization approach
recommended by AWS. The series also includes:

» Phased approach to modernizing applications in the AWS Cloud

» Evaluating modernization readiness for applications in the AWS Cloud

« Decomposing monoliths into microservices

Intended audience

This guide is for application owners, business owners, architects, technical leads, and project
managers who have determined that microservices are appropriate for their specific use case. The
guide introduces several patterns for synchronous and asynchronous communication between
microservices by using serverless AWS services such as AWS Lambda and Amazon API Gateway for
autonomy and scalability.

Intended audience 1
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Objectives

By using this guide to integrate your new microservices, you can efficiently transform your
organization's architecture into a microservices architecture. This helps provide rapid adjustment to
fluctuating business needs through high scalability, improved resiliency, continuous delivery, and
failure isolation. A microservices architecture also speeds up innovation, because each microservice
can be individually deployed and tested.

A microservices architecture can also help provide a shorter time to market for your products or
services, because each microservice has an independent code base that makes it easier and faster
to add new features and iterate on them.

Security

You must secure your microservices properly to protect the integrity of your services and data, but
ensure that security does not negatively impact the performance of your application.

In a microservices environment, you must consider how each service will authenticate and
authorize requests it receives from an external client or another microservice. Also consider how
each service will securely access other AWS services.

Access to AWS services should be granted through narrowly scoped AWS Identity and Access
Management (IAM) roles. Assuming an IAM role provides the microservice with short-term IAM
credentials in the form of an access key, an access secret, and a session token. These are used
by the various software development kits (SDKs) to sign requests to AWS services by using AWS
Signature Version 4 (SigV4).

Objectives 2
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Communication patterns

In @ microservices architecture, communication occurs in two main patterns: synchronous and
asynchronous. In synchronous communication, the caller waits for a response before proceeding,
similar to a real-time HTTP REST API call. Asynchronous communication follows a message-based
pattern where the caller continues processing without waiting for a response, such as when using
message queues. The following sections examine each pattern's implementation, benefits, and use
cases in detail.

« Synchronous communication

« Asynchronous communication

Synchronous communication

In synchronous communication, a client initiates a request to a service, as the following diagram
illustrates. Examples include a request to fetch information, such asan HTTP GET request, or

a request to mutate data, such asan HTTP PUT request. In either case, the client waits for the
server to respond before it proceeds. Synchronous calls are familiar to most developers, are
easy to implement and troubleshoot, and, in many cases, are the widely accepted standard for
communication.

Synchronous communication 3
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Benefits of synchronous communication include:

» Predictable flow control — Deterministic execution and clear request-response cycles that are

easier to understand compared with asynchronous communication.

« Strong consistency - Immediate confirmation of data changes and state updates.

« Simple error handling - Direct propagation of errors and exceptions.

« Easy debugging - Straightforward request tracing and monitoring.

» Protocol support — Well-established protocols such as HTTP and REST, which make

implementation straightforward.

Synchronous communication has some drawbacks:

» Tight coupling - Direct dependency of services on each other's availability.

» Network impact — Increased network load because of constant open connections.

Synchronous communication
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» Resource utilization — Higher memory usage from maintaining connection states.

» Cascading failures — Ability for issues in one service to quickly propagate through the system.

Asynchronous communication

Conversely, in asynchronous communication, the client issues a request to a service but doesn't
receive an immediate response. In this case, the client usually receives only an acknowledgement
that the request was accepted.

Benefits of asynchronous communication include:

« Event-driven architecture support — Natural fit for event-sourcing and command query
responsibility segregation (CQRS) patterns.

» Better resource management — Ability of services to process requests based on their capacity.

» Improved fault isolation — Decoupling of services, which prevents cascade failures.

» Peak load handling - Better handling of traffic spikes through message queuing.

Drawbacks include complexity. For example:

« If the client requires the result of the asynchronous operation, implementing a mechanism to
fetch or receive that result requires more effort.

« It can be more difficult to troubleshoot asynchronous operations, because troubleshooting
requires examining logs across multiple systems.

« It can be more difficult to test asynchronous operations, because testing requires coordination
among multiple systems and services.

Approaches to asynchronous communication include fire and forget, claim check, callback, and
bidirectional communication.

Fire and forget

In the fire and forget pattern, a client issues a request to the server and synchronously receives an
acknowledgement indicating that the server has received the message and will process it. However,
the actual processing has not yet occurred, and the client has no visibility into when or how it will
be done. The following diagram illustrates this pattern.

Asynchronous communication 5
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Client Server

request

background process

T

In this case, the service should not send the acknowledgement until the object is durably persisted.
This persistence could be implemented as a database write operation or by putting an item in a
queue.

Additional considerations:

« Implement idempotency to handle duplicate messages. That is, each message should be
processed only once.

» Consider dead-letter queues for failed processing.

« Monitor message processing success rates.

Claim check

If a client needs the result of a service call, you can build the service to issue a claim check when it
receives a request. The following diagram illustrates this pattern. The claim check is implemented
as an identifier that the service returns in its acknowledgement. The client can use this identifier

later to check on the status of the request and to retrieve the result when the request is complete.

Claim check 6
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Clients must implement a mechanism to poll for results. This could be automated (for example, a
check can be performed every n minutes) or implemented manually, where the check is performed
in response to another event or user action. Services that implement the claim check pattern
should be explicit about the length of time a claim check is valid.

Best practices:

« Implement exponential backoff for polling.
« Set an appropriate time to live (TTL) for claim checks.

 Provide status endpoints for progress tracking.

Callback

In the callback pattern, a client issues a request to a service and provides a location for the service
to contact when the processing is complete. The client does not wait for a result, and processing
continues The service is responsible for contacting the location when processing is complete and
providing the outcome. Common types of locations for responses are REST APIs or queues. The
following diagram illustrates the callback pattern.

Callback 7
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Client
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Implementation:

« Implement retry mechanisms for failed callbacks.

» Secure the callback location as you would other services.

« Handle callback timeouts.

Bidirectional communication

background process

To implement bidirectional communication, you must create a stateful connection between a client

and a service, which enables both the client and the service to send and process messages. This

is illustrated in the following diagram. Although the communication is asynchronous, the service

must be able to support an open connection for each client.

Bidirectional communication



AWS Prescriptive Guidance Integrating microservices by using AWS serverless services
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Implementation considerations:

» Message ordering

« Sequence numbers

Bidirectional communication 9
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« Partition strategies
» Message ordering
» State management
« Event sourcing patterns
« State reconciliation
« Consistency models
 Error handling

» Dead letter queues

» Retry policies

¢ Circuit breakers

« Fallback strategies
« Monitoring and observability
« Correlation IDs
» Message tracking
« Performance metrics

« System health indicators

Bidirectional communication 10
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Coordination options

Synchronous and asynchronous communication work well for a client that calls a single service

or a small number of services. However, in a real-world environment, this communication can
quickly become complicated and hard to scale. Accomplishing a unit of work might require
several microservices, which might have interdependencies. Often, these interactions are modeled
as a workflow. There are two approaches for designing these workflows: orchestration and
choreography.

Orchestration

In this approach, a single orchestrator is responsible for calling each microservice, determining
whether to issue calls in sequence or in parallel, manipulating individual service responses along
the way, and compiling the end result. An orchestrator can mix synchronous and asynchronous
invocations.

AWS Step Functions and Amazon Managed Workflows for Apache Airflow (Amazon MWAA) are

great choices for workflow orchestrators.

Orchestration is a good choice when there are logical branches in your process and you need

a single place to encapsulate that logic. It is also useful when you want to implement the
asynchronous claim check pattern. For example, standard workflows in Step Functions can pause
a workflow and wait for a callback from another service. Using an orchestrator also improves
monitoring and observability of a process.

Example: Step Functions

You can use Step Functions to coordinate multiple Lambda functions and other AWS services, to
build complex workflows for microservice integration. This option is particularly useful for long-
running, multi-step processes that involve several microservices.

You should consider using Step Functions if:

« Your microservice integration involves complex, multi-step processes.
» You need to maintain state across long-running operations.

« You want to implement error handling and retry logic at the workflow level.

Orchestration 11
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» You need to coordinate both synchronous and asynchronous operations.

Step Functions offers a visual editor for designing complex workflows, which simplifies the process
of creating and managing state machines. It provides built-in error handling mechanisms, including
retry logic and error state management, which enhance the reliability and robustness of your
applications. Standard workflows support long-running processes for up to one year, which is
suitable for workflows that span extended periods. This option separates orchestration logic from
application code, so it significantly reduces code complexity. This means that developers can

focus on core business logic while Step Functions handles the flow control and coordination of
distributed components.

For example, consider a loan approval process in a financial services application, which is illustrated
in the following diagram. The process starts when a loan application is submitted.

Example: Step Functions 12
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In the state machine that's illustrated in the previous diagram, Step Functions orchestrates the

following steps:

Validate application data (Lambda function)

Check credit score (Lambda function that calls an external

Assess risk (Lambda function)

If high risk, route to manual review (human approval task)

If approved, initiate loan disbursement (Lambda function)

API)

Example: Step Functions

13
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« Send notification to applicant (Amazon SNS)

You can use this approach to manage a complex, potentially long-running process reliably, with
built-in error handling and the ability to include both automated and manual steps.

Considerations:

» Design your state machine carefully to handle all possible scenarios.
» Perform steps in parallel where possible.

« Use the built-in error handling and retry mechanisms in Step Functions for both permanent and
temporary failures.

» Consider using standard or express workflows based on your use case. Express workflows might
be preferable for short-duration or high-volume workflows.

« Monitor execution metrics to optimize your workflow.

» Use nested workflows to encapsulate and reuse functionality across multiple state machines.

» For complex workflows, consider using Amazon Bedrock Agents as an alternative to Step

Functions.

For more information, see the Step Functions documentation.

Example: Amazon MWAA

If your organization already uses Apache Airflow, Amazon MWAA is a natural choice as a workflow
orchestrator. In Apache Airflow, you build your workflows as directed acyclic graphs (DAGs) by
using Python. The DAG representation of the state machine that's illustrated in the Step Functions
section might look like this:

Example: Amazon MWAA 14
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For information about working with DAGs, see the Amazon MWAA documentation.

Key differences between Step Functions and Amazon MWAA

« Step Functions is a fully-managed serverless service, so there is no infrastructure to pre-provision
and no need to schedule a maintenance window. Amazon MWAA must be deployed ahead of
time, and you choose the size and number of nodes in your cluster.

 In Step Functions, you can author state machines in a variety of ways, including Workflow Studio,
directly as JSON, or using the AWS Cloud Development Kit (AWS CDK). Apache Airflow DAGs are
written in Python.

« With Step Functions, you incur no cost when there are no workflows running. With Amazon
MWAA, you will incur costs even when no DAGs are running.

Choreography

In a choreographed system, individual components receive a task, perform some work, and possibly
emit a task for subsequent work to be performed. There is no central orchestration mechanism.
Choreography makes it easy to scale services independently, because each service operates in
relative isolation. It performs work when it receives work, at whatever throughput the service is
capable of. Choreography is often a central part of an event-driven architecture (EDA).

In the following diagram, there is no coordination between the Lambda functions. Each function
only processes messages in the subscribed queue. Each function is responsible for its own error
handling and can control concurrency—for example, if a downstream dependency has a requests
per second (RPS) limit.

Key differences between Step Functions and Amazon MWAA 16
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An EDA provides a number of benefits, such as loose coupling of services and extensibility. A full
discussion of EDA principles is beyond the scope of this guide. For more information, see:

o AWS Well-Architected Framework — Serverless Application Lens

« Introduction to Event Driven Architecture (Serverless Land)

« Transitioning to event-driven architecture (Serverless Developer Guide)

Choosing your coordination approach

Choreography and orchestration both have their uses when integrating microservices. Choose
choreography within the boundary of a single microservice, where you have full control over
dependencies. Choose orchestration when you work across microservice boundaries. For example,
multiple microservices that participate in a distributed transaction will benefit from orchestration
to account for rollback from failures. Microservices that handle events that might be of interest to
other microservices will benefit from choreography and an event-driven architecture.

A common pattern for implementing rollback when multiple systems are involved in a single
transaction is the saga pattern.

Choosing your coordination approach

17
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Managing APIs

Proper APl management makes your microservices accessible to both internal and external
consumers. AWS offers a variety of services that you can use together to securely expose your
microservice APIs. These services enable you to enforce security for your APIs and implement
monitoring and observability from a central location. You can also use Amazon CloudFront to
improve performance if the users of your APIs are geographically distant from the AWS Region that
the services are hosted in.

Amazon API Gateway

Amazon API Gateway is a fully managed service that enables developers to create, publish,

maintain, monitor, and secure REST and WebSocket APIs at any scale. You can use APl Gateway to
implement many of the patterns described in the Communication patterns section of this guide.

There are two main types of REST APIs: REST and HTTP. Both types support RESTful APIs but offer
different features. To determine which best fits your needs, see Choose between REST APIs and

HTTP APIs in the APl Gateway documentation. This section of the guide focuses on APl Gateway
REST APIs.

Using API Gateway as the entry point for your APIs provides a single place to implement common
concerns, such as request validation and security. APl Gateway REST APIs offer request validation,

which allows you to define the format of your requests by using JSON Schema. API Gateway

validates incoming requests against your defined schema and rejects malformed requests.

Authentication and authorization

AP| Gateway REST APIs support the following authentication (authN) and authorization (authz)
mechanisms:

« IAM - If you use IAM, the requests to your APl must be signed by using AWS Signature Version 4
(Sigv4).

« Amazon Cognito — APl Gateway will validate a presented bearer token as having been issued

by an Amazon Cognito user pool. You can also configure your Amazon Cognito user pool to
integrate with a third-party identity provider (IdP), if you're already using one. You can also use
an Amazon Cognito user pool for machine-to-machine (M2M) authentication.
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o AWS Lambda authorizer — API Gateway will invoke a Lambda function that you specify to
perform any checks you would like, to determine whether a request should be authorized.

For more information, see Control and manage access to REST APIs in the APl Gateway

documentation.

API keys and rate limits

You can control who is allowed to call your APIs and at what rate by using API keys and usage
plans. API keys should not be used for authentication but can be used in conjunction with the
schemes mentioned earlier. Users don't always need to provide their own APl key—for example,
Lambda authorizers can return an API key for a user. The usage plan allows you to specify the
throughput, burst limit, and monthly quota. For more information, see Usage plans and API keys
for REST APlIs in the API Gateway documentation.

Public and private APIs

API| Gateway REST APIs that are accessible through the internet support two endpoint types:

» Edge-optimized, which means that callers' requests are routed to a nearby CloudFront point of
presence (POP). This can result in improved performance for geographically disparate clients.

» Regional, which means that requests route to a resource within a specific AWS Region. This is a
good choice when all your clients are near the Region where your APl is deployed.

API| Gateway REST APIs also support private APl endpoints, which are accessible from a virtual
private cloud (VPC) by using an interface VPC endpoint. You can also securely share private REST
APIs by creating interface VPC endpoints in other VPCs and even other AWS accounts. For more
information, see APl endpoint types for REST APIs in the APl Gateway documentation.

When to use APl Gateway

API Gateway is a good choice for RESTful web services and real-time WebSocket connections.
When you use WebSocket APIs in APl Gateway, you can add behavior for connect and disconnect
events, such as storing connection IDs in an external data store that's associated with client
attributes. You can also route requests to custom behaviors by using message attributes.
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Both REST and WebSocket APIs can directly integrate with many AWS services without requiring

separate compute resources such as Lambda functions. This can improve performance and reduce
cost.

REST APIs support both path-based and header-based routing, and you can use them separately
or together. A common pattern is to provide a REST API as a front door for a number of APIs, to
implement shared concerns as discussed earlier, and then behave like a reverse proxy and route
authorized requests to the correct APl endpoint.

When to use APl Gateway 20
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Messaging

As discussed in the Communication patterns section, you can use messaging to communicate

either synchronously or asynchronously between services. There are many AWS serverless services
to choose from, and your choice should be based on your integration needs. For example, if you
require an ordered delivery of messages, you should choose a service such as Amazon Simple
Queue Service (Amazon SQS) or Amazon Simple Notification Service (Amazon SNS). Both services
support first in first out (FIFO) delivery, as opposed to Amazon EventBridge, which does not.

The following sections discuss these services in more detail.

Amazon SQS

Amazon SQS supports standard queues, which do not guarantee ordering, and FIFO queues, which
do guarantee ordering within a given message group.

Queues are a common method for choreographing microservices and provide durable storage
for messages for up to 14 days. Queues are populated by producers and drained by consumers.
When you use AWS Lambda as a consumer, you can configure an SQS queue as an event source.
In this case, the Lambda service event source mapping (ESM) polls the queue for you and delivers
messages to your Lambda function when they become available. Microservices that run on other
types of compute services, such as Amazon Elastic Container Service (Amazon ECS) or Amazon
Elastic Compute Cloud (Amazon EC2), have to implement their own polling mechanism to fetch
new messages from the queue, when they become available.

Lambda ESM for Amazon SQS also supports message filtering, which enables you to process only a
subset of messages in a queue based on the contents of the message body.

Polling

Amazon SQS supports short polling and long polling of messages. Short polling queries a subset of
servers to find available messages and returns them immediately. However, it might not return all
available messages. This is useful when your application needs to consume messages as quickly as
possible or cannot tolerate waiting for a longer period of time.

Long polling waits until a configurable amount of time has passed or a configurable number of
messages have been received before returning the messages. This might reduce the number of
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empty polls, that is, the number of polls where no messages are returned, especially for queues
that do not receive many messages. Reducing the number of empty polls can reduce your Amazon
SQS costs, because this service charges for each request, and each polling operation is a request.

Guidance

Queues are a good choice when:

» You want to decouple components and do not need synchronous communication between them.

» You are communicating between components that have different availability service-level
agreements (SLAs) or service-level objectives (SLOs).

» You generally have a single consumer for a set of messages.

Consider an alternate option if:

» You need synchronous communication.

» You need complicated routing logic to send messages to the correct consumer.

Amazon SNS

Amazon SNS allows you to create both standard and FIFO topics. Topics are used to implement a
publish/subscribe (pub/sub) architecture. Amazon SNS supports a variety of subscription types,
including email, SMS (assuming that you've configured an origination identity, such as a toll-free
number or 10-digit long code), HTTP(S) endpoints, and SQS queues. End-user subscriptions, such
as email messages and SMS messages, to an SNS topic must be confirmed by the subscriber.
Amazon SNS enables services to fan out widely, which means that a single message can be
delivered to a potentially large number of subscribers. An SNS standard topic has a default limit of
12.5 million subscriptions.

In a microservices environment, an SNS topic is useful for decoupling message routing and delivery
logic from a publisher. This can be implemented by using topic filters. Conceptually, topic filters are
somewhat similar to Amazon EventBridge rules, but they are configured for each subscriber instead
of being available from a centralized location. For example, let's say you have:

« An Order service, which processes orders.

« A Fulfillment service, which handles order fulfillment.
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« A Loyalty service, which awards members loyalty points for orders.

When an order is ready to be fulfilled, it publishes a message to a topic. The Fulfillment service
subscribes to the topic but doesn't apply a filter, because it wants to know about all orders.

Imagine that you have a Loyalty service, which is responsible for awarding points to members when
they place an order. However, not all orders are placed by members. The Loyalty service would
subscribe to the topic but would implement a subscription filter to check an attribute that indicates
whether the order was for a member or a guest.

Consider the case where a system receives a request from an end user to make a payment, as
illustrated in the following diagram. In this case, multiple downstream systems need to know

that the request was made so that various actions can be taken. When you use Amazon SNS,
payments are published to an SNS topic, and Lambda functions subscribe to the topic to update
the customer and sales databases. Additionally, an email subscription (which must be confirmed by
the customer) sends an email confirmation to the customer by using a subscription filter.

P ,\é\\_‘/ N @
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"Customer” (subscriber) customer database

Send SNS message

with payment and -
8 Make payment ﬂqﬂ \@ transaction details :I \@ Aurora
rd - /v LA HHEEEEH 4 @

User Amazon APl Gateway Lambda function SNS topic Lambda function Amazon Aurora
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Guidance

Some of the functionality described in this section for Amazon SNS overlaps with the functionality
offered by an event bus, such as EventBridge. Consider using Amazon SNS when:

 You will have a large number of subscribers to a topic.

» You want to use subscription types (such as email or SMS), which are not natively supported by
EventBridge.
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» Subscribers should be able to determine their subscription filter.

» You require ordered delivery to subscribers (per message group).

If you have many topics, and subscriptions and filters are being used to route messages between
microservices, EventBridge is likely the better choice.

Amazon EventBridge

Amazon EventBridge is a serverless event bus service and often acts as the foundation for an

event-driven architecture (EDA). You can also use it to route and deliver messages asynchronously
between microservices. Using EventBridge, producers publish events to a bus. You configure rules
that match events based on their content and choose one or more targets that events matching
that rule will be delivered to. EventBridge supports a wide range of rule targets. Using an event

bus enables you to decouple producers from consumers and consolidate your routing and delivery
logic.

In EventBridge, you can also create scheduled rules, so you can take actions at specific times. You
can define events by using cron-based and rate-based expressions.

EventBridge Pipes gives you the ability to pipe messages from a source to a target without using a
compute service such as AWS Lambda. For example, let's say you have an SQS queue that receives
messages, which should trigger an AWS Step Functions state machine. Instead of creating a
Lambda function that has an event source mapping to consume messages from the queue, and
writing code by using an AWS SDK to invoke the state machine, you can use EventBridge Pipes to
do this for you without writing any custom code.

EventBridge is commonly used with other messaging services such as Amazon SQS and Amazon
SNS. For example, delivering events to an SQS queue gives a receiving service the flexibility

to consume messages when it's able, at a rate that is independent of the rate at which events
are produced. Likewise, you can deliver events that should be fanned out to a large number of
subscribers to an SNS topic.

Guidance

Use EventBridge when:

« You do not require synchronous communication between services.
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» You want to decouple message routing logic from your microservices. The microservices only
produce events and publish them to the event bus, and interested services create rules to match
and deliver those events.

» You need to deliver messages from one supported service to another.

Consider other services in situations where:

» You require strict ordering of events. In these cases, consider Amazon SQS FIFO queues or
Amazon SNS FIFO topics. Alternatively, consider event stream services such as Amazon Kinesis
Data Streams or Amazon Managed Streaming for Apache Kafka (Amazon MSK).

AWS AppSync Events and APl Gateway

AWS AppSync Events and Amazon APl Gateway both provide a managed WebSocket experience for
your microservices.

AWS AppSync Events offers a simplified experience for real-time messaging by using a WebSocket.

AWS AppSync Events supports unicast and multicast messaging and a flexible grouping of channels
into namespaces, with support for wildcards. Microservices can communicate with one another in

a variety of ways by using AWS AppSync Events. For example, a service that receives real-time data
can transform and publish the data to the appropriate channel, where subscribers will receive it in
real time.

API Gateway also supports WebSocket APIs. You can define integrations with AWS services, such as
AWS Lambda and Amazon DynamoDB, and configure route selection expressions that are mapped
to those integrations. APl Gateway has special routes that you can use to authorize and manage
your WebSocket connections. Depending on your needs, you can store WebSocket connection
information in a data store such as DynamoDB. Using this information, messages can be published
to specific WebSocket connections through a REST API, given a specific connection ID.

Guidance
Use AWS AppSync Events when:

» You have multiple messaging channels that are grouped into namespaces and want to publish
and subscribe to groups of channels by using wildcards.

« Your communications are primarily between different systems instead of being between AWS
services.
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Use API Gateway WebSocket APIs when:

« You want to enable clients to have real-time persistent connections to AWS service integrations.

» You want to manage WebSocket connections yourself. For example, you might want to allow
other systems to send messages to a particular client after looking up their connection ID.

» You want to use APl Gateway features such as stage deployments or proxy integrations, or you
want to configure your own subprotocols.
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FAQ

How can | combine different integration patterns?

In most situations you will want to combine integration patterns. For example, you can use AWS
Step Functions to orchestrate a process that calls a remote service by using the claim check
pattern. Or, you might have an orchestrated process that puts messages into queues, which, in
turn, trigger choreographed services.

What is the primary benefit of using a microservices
architecture?

The main advantages include independent scaling of services, improved fault isolation, enhanced
development speed through parallel team work, and the ability for continuous delivery and
deployment (CI/CD).

How can | implement error handling in these patterns?

You can implement error handling by using built-in mechanisms in AWS services. For example,
AWS Lambda functions can be configured with retry logic, and Amazon SQS supports dead-letter
queues for handling persistent failures. Additionally, Step Functions provides error handling and
retry mechanisms at the workflow level.

What are the benefits of using the claim check pattern in
asynchronous communication?

The claim check pattern allows clients to receive an identifier upon request submission. This
identifier can be used later to check the status and retrieve the result. This pattern benefits clients
by providing a mechanism to poll for results without waiting synchronously. For more information,
see the Claim check section earlier in this guide.
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How does the callback pattern improve asynchronous
communication in microservices?

The callback pattern improves asynchronous communication by allowing the client to provide a
location for the service to contact upon completion of processing. This decouples the client from
waiting for a response, and enables it to continue with other tasks. For more information, see the
Callback section earlier in this guide.

Can | implement bidirectional communication in microservices
by using the patterns described?

You can implement bidirectional communication by creating a stateful connection between a
client and a service, so they can both send and process messages asynchronously. This requires the
service to support an open connection for each client. For more information, see the Bidirectional
communication section earlier in this guide.

How can | optimize the use of Lambda functions in
asynchronous communication patterns?

You can optimize Lambda functions by ensuring they are idempotent to handle potential message
duplications, by using Amazon SQS features such as message groups for ordering, and by
implementing long polling to reduce costs. Additionally, you can monitor execution metrics to
identify optimization opportunities.

What are the key differences between using Amazon SNS and
EventBridge for the pub/sub pattern?

Amazon SNS sends a single message to all subscribers, which may include unnecessary data for
some subscribers. Amazon EventBridge allows for more granular control by allowing you to have
several rules that match a single event, with each rule triggering a different downstream service or
action. For more information, see the Amazon SNS and Amazon EventBridge sections earlier in this
guide.

How does the callback pattern improve asynchronous communication in microservices? 28
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Resources

AWS service documentation

« Amazon API Gateway

» AWS AppSync Events

« Amazon EventBridge
 Amazon MWAA

» Amazon SNS

« Amazon SQS

o AWS Step Functions

Additional reading

» Phased approach to modernizing applications in the AWS Cloud

« Evaluating modernization readiness for applications in the AWS Cloud

« Decomposing monoliths into microservices

« Implementing enterprise integration patterns with AWS messaging services: point-to-point
channels

o Pub/sub messaging: Asynchronous event notifications
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