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AWS Prescriptive Guidance Patterns

Amazon Web Services (AWS) Prescriptive Guidance patterns provide step-by-step instructions,
architecture, tools, and code for implementing specific cloud migration, modernization, and
deployment scenarios. These patterns, which are vetted by subject matter experts at AWS, are
meant for builders and hands-on users who are planning to, or are in the process of, migrating
to AWS. They also support users who are already on AWS and are looking for ways to optimize or
modernize their cloud operations.

You can use these patterns to move your on-premises or cloud workloads of varying complexity to
AWS and to accelerate your cloud adoption, optimization, and modernization efforts, regardless
of whether you're in the proof of concept, planning, or implementation phase of your project. For
example, for a cloud migration project:

« In the planning phase, you can evaluate the different options available to migrate to AWS. You
can choose the right pattern that fits your needs, depending on whether you want to relocate,
rehost, replatform, or rearchitect. You can also understand the different tools available for
migration, and start planning to procure licenses or start initial conversations with vendors.

« In the proof of concept and implementation phases, you can follow the step-by-step instructions
provided in the pattern to migrate your workload to AWS. Each pattern includes details such
as prerequisites, target reference architectures, tools, step-by-step tasks, best practices,
troubleshooting, and code.

« If you're already using the AWS Cloud, you can find patterns that will help you modernize,
optimize, scale, and secure your use of cloud resources.

To view lists of patterns by technical domain, use the following links or the filtering and search
options on the AWS Prescriptive Guidance home page.

+ Cloud foundations

« Al & machine learning

« Analytics

» Compute
» Databases & storage

» Developer tools

. loT
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« Migration & modernization

« Management
o Security, identity & compliance

To view all publications, including guides, strategies, and patterns, see the AWS Prescriptive
Guidance home page.
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Cloud foundations

Topics

Automate account creation by using the Landing Zone Accelerator on AWS

Automatically inventory AWS resources across multiple accounts and Regions

Configure VPC Flow Logs for centralization across AWS accounts

Manage AWS permission sets dynamically by using Terraform

Tag Transit Gateway attachments automatically using AWS Organizations

More patterns
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Automate account creation by using the Landing Zone
Accelerator on AWS

Justin Kuskowski, Joe Behrens, and Nathan Scott, Amazon Web Services

Summary

This pattern explains how to use the Landing Zone Accelerator on AWS solution to automatically

deploy a new AWS account when an authorized user submits a request. It uses AWS Step Functions
to orchestrate a number of AWS Lambda functions. The Lambda functions add the account
information to a Git repository, initiate an AWS CodePipeline pipeline, and validate that the
necessary AWS resources are provisioned. When the process is complete, the user receives a
notification that the account has been created.

Optionally, you can integrate Microsoft Entra ID groups and assign AWS IAM Identity Center
permission sets during the account creation process. If your organization is using Microsoft Entra ID
as an identity source, this optional feature helps you automatically manage and configure access to
the new account.

Prerequisites and limitations

Prerequisites

» Access to the management account in AWS Organizations

« AWS Cloud Development Kit (AWS CDK) version 2.118.0 or later, installed and configured

» Python version 3.9 or later, installed

o AWS Command Line Interface (AWS CLI) version 2.13.19 or later, installed

» Docker version 24.0.6 or later, installed

« Landing Zone Accelerator on AWS solution, deployed in the management account

+ (Optional) Microsoft Entra ID and IAM Identity Center, integrated

Limitations

The account creation workflow supports sequential executions to deploy a single AWS account.
This limitation makes sure that the account creation workflow has successfully completed without
having to compete for resources during a parallel run.

Automate account creation using the Landing Zone Accelerator 4


https://aws.amazon.com/solutions/implementations/landing-zone-accelerator-on-aws/
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https://docs.docker.com/get-started/get-docker/
https://docs.aws.amazon.com/solutions/latest/landing-zone-accelerator-on-aws/deploy-the-solution.html
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Architecture

Target architecture

The following image shows the high-level architecture of automating creation of a new AWS
account by using the Landing Zone Accelerator on AWS. AWS Step Functions orchestrates the
automation. Each task in the Step Functions workflow is performed by one or more AWS Lambda
functions.

AWS Cloud

AWS Step Functions workflow

API Gateway

Run Landing Zone Create additional Run QA and Release
Accelerator on AWS ‘g account resources validation tests

> account

@k

Amazon SNS

Landing Zone Accelerator
on AWS

&

account-config.yaml

1AM Identity
Center

—
oo

CodePipeline AWS Organizations

The diagram shows the following workflow:

1. The user requests an account by either running a Python script or by using Amazon API Gateway.
2. The Account Creation Orchestrator workflow starts in AWS Step Functions.

3. The workflow updates the account-config.yaml file in the source code repository. It also
initiates the Landing Zone Accelerator on AWS pipeline and checks the status of the pipeline.
This pipeline creates and sets up the new account. For more information about how this works,
see the Architecture overview for the Landing Zone Accelerator on AWS.

4. (Optional) When the pipeline is complete, the workflow checks whether the group exists in
Microsoft Entra ID. If the group doesn’t exist in Microsoft Entra ID, the workflow adds the group
to Microsoft Entra ID.

5. The workflow performs additional steps that the Landing Zone Accelerator on AWS solution
can't do. The default steps include:

Architecture >
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» Creating an account alias in AWS Identity and Access Management (IAM)
« Attaching tags to the account in AWS Organizations

» Creating parameters in AWS Systems Manager Parameter Store based on the tags assigned to
the account

6. (Optional) The workflow assigns one or more permission sets to the Microsoft Entra ID group
that you previously specified. The permission sets allow users in the group to access the new
account and allow them to perform the actions you configure.

7. An AWS Lambda function runs QA and validation tests. It validates resource creation, checks that
tags have been created, and validates that security resources have been deployed.

8. The workflow releases the account and uses Amazon Simple Email Service (Amazon SES) to
notify the user that the process has completed successfully.

For more information about the Step Functions workflow, see Step Functions workflow diagram in
the Additional information section of this pattern.

Microsoft Entra ID applications

If you choose to integrate with Microsoft Entra ID, you create the following two applications when
you deploy this pattern:

« An application that is linked to IAM Identity Center and makes sure that Microsoft Entra ID
groups are available in IAM Identity Center. In this example, this Microsoft Entra ID application is
named LZA2.

« An application that allows a Lambda function to communicate with Microsoft Entra ID and call
the Microsoft Graph APIs. In this pattern, this application is named create_aws_account.

These applications collect data that is used to sync the Microsoft Entra ID group and assign
permission sets.

Tools
AWS services

« Amazon API Gateway helps you create, publish, maintain, monitor, and secure REST, HTTP, and

WebSocket APIs at any scale. In this pattern, you use APl Gateway to check the availability of
AWS account names, initiate the AWS Step Functions workflow, and check the status of the Step
Functions execution.

Tools 6


https://docs.aws.amazon.com/IAM/latest/UserGuide/console-account-alias.html
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o AWS Cloud Development Kit (AWS CDK) is a software development framework that helps you
define and provision AWS Cloud infrastructure in code.

« AWS Control Tower helps you set up and govern an AWS multi-account environment, following

prescriptive best practices.

« Amazon EventBridge is a serverless event bus service that helps you connect your applications
with real-time data from a variety of sources. For example, AWS Lambda functions, HTTP
invocation endpoints using API destinations, or event buses in other AWS accounts. This solution
uses an EventBridge rule that starts a Lambda function if the Step Functions workflow state
changes to Failed, Timed-out, or Aborted.

« AWS lIdentity and Access Management (IAM) helps you securely manage access to your AWS
resources by controlling who is authenticated and authorized to use them.

« AWS IAM Identity Center helps you centrally manage single sign-on (SSO) access to all of your
AWS accounts and cloud applications.

« AWS Key Management Service (AWS KMS) helps you create and control cryptographic keys to
help protect your data. In this pattern, AWS KMS keys are used to encrypt data, such as data
stored in Amazon Simple Storage Service (Amazon S3), Lambda environment variables, and data
in Step Functions.

« AWS Lambda is a compute service that helps you run code without needing to provision or
manage servers. It runs your code only when needed and scales automatically, so you pay only
for the compute time that you use.

« AWS Organizations is an account management service that helps you consolidate multiple AWS
accounts into an organization that you create and centrally manage.

« Amazon Simple Email Service (Amazon SES) helps you send and receive emails by using your
own email addresses and domains. After a new account is successfully created, you receive a
notification through Amazon SES.

« Amazon Simple Notification Service (Amazon SNS) helps you coordinate and manage the
exchange of messages between publishers and clients, including web servers and email
addresses. If an error occurs during the account creation process, Amazon SNS sends a
notification to the email addresses that you configure.

« AWS Step Functions is a serverless orchestration service that helps you combine AWS Lambda
functions and other AWS services to build business-critical applications.

o AWS Systems Manager Parameter Store provides secure, hierarchical storage for configuration
data management and secrets management.
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https://docs.aws.amazon.com/cdk/v2/guide/home.html
https://docs.aws.amazon.com/controltower/latest/userguide/what-is-control-tower.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-what-is.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-rules.html
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https://docs.aws.amazon.com/lambda/latest/dg/welcome.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_introduction.html
https://docs.aws.amazon.com/ses/latest/dg/Welcome.html
https://docs.aws.amazon.com/sns/latest/dg/welcome.html
https://docs.aws.amazon.com/step-functions/latest/dg/welcome.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-parameter-store.html
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Other tools
« awscurl automates the process of signing AWS API requests and helps you make requests as a
standard curl command.

« Microsoft Entra ID, formerly known as Azure Active Directory, is a cloud-based identity and access
management service.

» Microsoft Graph APIs help you access data and intelligence in Microsoft cloud services, such as
Microsoft Entra and Microsoft 365.

Code repository

The code for this pattern is available in the GitHub [za-account-creation-workflow repository.

The lambda_layer directory contains the following layers, which are referenced in more than one
Lambda function:

« account_creation_helper - This layer includes the modules for assuming roles and checking the
progress in AWS Service Catalog.

« boto3 - This layer includes the AWS SDK for Python (Boto3) module to make sure that AWS
Lambda has the latest version.

« identity_center_helper — This layer supports calls to IAM Identity Center.

The lambda_src directory contains the following Lambda functions:

« AccountTagToSsmParameter — This function uses the tags attached to the account in AWS
Organizations in order to create parameters in Parameter Store. Each parameter starts with an /

account/tags/ prefix.

« AttachPermissionSet — This function adds a permission set to an IAM Identity Center group.

» AzureADGroupSync — This function syncs the target Microsoft Entra ID group to IAM Identity
Center.

» CheckForRunningProcesses — This function checks whether the AWSAccelerator-Pipeline
pipeline is currently running. If the pipeline is running, the function delays the AWS Step
Functions workflow.

« CreateAccount — This function uses AWS Service Catalog and AWS Control Tower to create the
new AWS account.
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https://pypi.org/project/awscurl/0.6/
https://learn.microsoft.com/en-us/entra/fundamentals/whatis
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https://github.com/aws-samples/lza-account-creation-workflow/tree/main/app/lambda_src
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https://github.com/aws-samples/lza-account-creation-workflow/tree/main/app/lambda_src/stepfunction/AttachPermissionSet
https://github.com/aws-samples/lza-account-creation-workflow/tree/main/app/lambda_src/stepfunction/AzureADGroupSync
https://github.com/aws-samples/lza-account-creation-workflow/tree/main/app/lambda_src/stepfunction/CheckForRunningProcesses
https://github.com/aws-samples/lza-account-creation-workflow/tree/main/app/lambda_src/stepfunction/CreateAccount
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CreateAdditionalResources — This function creates the AWS resources that aren't managed by
Landing Zone Accelerator or AWS CloudFormation, such as the account alias and AWS Service
Catalog tags.

GetAccountStatus — This function scans for the provisioned product in AWS Service Catalog to
determine if the account creation process has completed.

GetExecutionStatus — This function retrieves the status of a running or completed AWS Step
Functions execution.

NameAuvailability — This function checks if an AWS account name already exists in AWS
Organizations.

ReturnResponse - If the account creation was successful, this function returns the ID of the new

account. If the account creation was not successful, it returns an error message.

RunStepFunction — This function runs the AWS Step Functions workflow that creates the
account.

SendEmailWithSES - This function sends emails to the users who are waiting for the account
creation to finish.

ValidateADGroupSyncToSSO - This function checks if the specified Microsoft Entra ID groups are
synced with IAM Identity Center.

ValidateResources — This function validates that all AWS Control Tower customizations have run
successfully.

Best practices

We recommend the following naming conventions for the AWS CDK:

Start all parameters with a p prefix.
Start all conditions with a c prefix.
Start all resources with an r prefix.

Start all outputs with an o prefix.

Best practices 9
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https://github.com/aws-samples/lza-account-creation-workflow/tree/main/app/lambda_src/stepfunction/SendEmailWithSES
https://github.com/aws-samples/lza-account-creation-workflow/tree/main/app/lambda_src/stepfunction/ValidateAdGroupSyncToSSO
https://github.com/aws-samples/lza-account-creation-workflow/tree/main/app/lambda_src/stepfunction/ValidateResources
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Epics

Deploy the IAM roles for validation and tagging

Task

Prepare the Landing Zone
Accelerator on AWS for
customization.

Prepare to deploy the 1za-
account-creation-
validation role.

Description

1. In the Landing Zone
Accelerator on AWS
code repository, create a
file named customiza
tions-config.yaml
You use this file to define
customizations for the
core solution. For more
information, see Customizi
ng the solution.

2. In the customizations-
config.yaml file,
create a section called
cloudFormationStac
ks .

Now, you customize the
solution to deploy the 1za-
account-creation-
validation IAMrolein

all accounts other than the
management account. This
role provides the ValidateR
esources Lambda function
with read-only access to the
new accounts.

1. Download the account-c
reation-validation-role.yam

| file from GitHub.

Skills required

AWS DevOps

AWS DevOps

Epics
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https://docs.aws.amazon.com/solutions/latest/landing-zone-accelerator-on-aws/customizing-the-solution.html
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https://github.com/aws-samples/lza-account-creation-workflow/blob/main/dependencies/account-creation-validation-role.yaml
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Task

Description

2.

Save the file to the location

that is indicated in the
templates section of the
customizations-con
fig.yaml file.

. Open the customiza

tions-config.yaml
file.

In the cloudForm

ationStacks section,

add the following code.
Update the target AWS

Region as needed for your

landing zone:

- deploymen
tTargets:
organizat
ionalUnits:
- Root
excludedA
ccounts:

Management

descripti
on: IAM Role to allow
Account Validation
name: lza-
account-creation-
validation
regions:
- us-
east-1
template:
cloudformation/acc
ount-creation-vali
dation-role.yaml

Skills required

Epics
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Task

Description

runOrder: 1
terminati
onProtection: true
parameters:
- name:
pManagementAccount
Id
value:
"{{ account Managemen

t 3}

5. Save and close the
customizations-con
fig.yaml file.

Skills required

Epics
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Task

Prepare to deploy the
account-tagging-to-
ssm-parameter-role
role.

Description

Now, you customize the
solution to deploy the
account-tagging-to
-ssm-parameter-rol

e IAMrole in all accounts
other than the managemen

t account. This role is used to
create the parameters in AWS
Systems Manager Parameter
Store.

1. Download the account-t
agging-to-ssm-parameter-

role.yaml file from GitHub.

2. Save the file to the location
that is indicated in the
templates section of the
customizations-con
fig.yaml file.

3. Open the customiza
tions-config.yaml
file.

4. In the cloudForm
ationStacks section,
add the following code.
Update the target AWS
Region as needed for your
landing zone:

- deploymen
tTargets:
organizat
ionalUnits:
- Root

Skills required

AWS DevOps

Epics
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Task

Description

excludedA
ccounts:

Management
descripti
on: IAM Role to
create SSM Parameter
s based on Account
Tagging
name: lza-
account-tagging-to-
ssm-parameter
regions:
- us-
east-1
template:
cloudformation/acc
ount-tagging-to-ss
m-parameter-role.y
aml
runOrder: 1
terminati
onProtection: true

parameters:
- name:
pManagementAccount
Id
value:
"{{ account Managemen

t 3

5. Save and close the
customizations-con
fig.yaml file.

Skills required

Epics
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Task

Prepare to deploy the
config-log-validat
ion-role role.

Description

Now, you customize the
solution to deploy the
config-log-validat
ion-role IAMrolein the
log archive account. This

role allows the ValidateR
esources Lambda function
to access the Amazon S3
bucket for logging and access
AWS Config rules.

1. Download the config-log-
validation-role.yaml file
from GitHub.

2. Save the file to the location
that is indicated in the
templates section of the
customizations-con
fig.yaml file.

3. Open the customiza
tions-config.yaml
file.

4. In the cloudForm
ationStacks section,
add the following code.
Update the target AWS
Region as needed for your
landing zone:

- deploymen
tTargets:
accounts:

LogArchive

Skills required

AWS DevOps

Epics
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Task Description Skills required

descripti
on: IAM Role to
validate Config and
Logs
name:
1za-config-log-val
idation-role

regions:
- us-
east-1
template:
cloudformation/con

fig-log-validation-
role.yaml
runOrder: 1
terminati
onProtection: true

parameters:
- name:
pManagementAccount
Id
value:

"{{ account Managemen

t 3

5. Save, close, and commit
the changes made to the
customizations-con
fig.yaml file.

(Optional) Get data from Microsoft Entra ID

Task Description Skills required
Create the application 1. In the Microsoft Entra ID Microsoft Entra ID
that that allows a Lambda admin center, register the

function to communicate with create_aws_account

Microsoft Entra ID. application. For instructi

Epics 16
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Task

Description

ons, see Register an
application in the Microsoft

documentation.

. Follow the instructi

ons in Update an app's

requested permissions in

the Microsoft documenta
tion to configure the
following Microsoft
Graph permissions for the
create_aws_account
application:

« Application.Read.All

» Type: Application
« Admin consent
required: Yes

« AppRoleAssignment.
ReadWrite.All

» Type: Application
o Admin consent
required: Yes

e Group.ReadWrite.All

» Type: Application
« Admin consent
required: Yes

« ServicePrincipalEn
dpoint.Read.All

» Type: Application
o Admin consent
required: Yes

e Synchronization.Re
adWrite.All

Skills required

Epics
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https://learn.microsoft.com/en-us/entra/identity-platform/quickstart-register-app
https://learn.microsoft.com/en-us/entra/identity-platform/quickstart-register-app
https://learn.microsoft.com/en-us/entra/identity-platform/howto-update-permissions
https://learn.microsoft.com/en-us/entra/identity-platform/howto-update-permissions
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https://learn.microsoft.com/en-us/graph/permissions-reference#approleassignmentreadwriteall
https://learn.microsoft.com/en-us/graph/permissions-reference#groupreadwriteall
https://learn.microsoft.com/en-us/graph/permissions-reference#serviceprincipalendpointreadall
https://learn.microsoft.com/en-us/graph/permissions-reference#serviceprincipalendpointreadall
https://learn.microsoft.com/en-us/graph/permissions-reference#synchronizationreadwriteall
https://learn.microsoft.com/en-us/graph/permissions-reference#synchronizationreadwriteall
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Task

Description
» Type: Application

e Admin consent
required: Yes

» User.Read
» Type: Delegated

e Admin consent
required: No

Skills required

Epics
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Task

Retrieve values for the
create_aws_account
application.

Description

Now, you retrieve the

values that you need for the

create_aws_account
application.

1.

In the Microsoft Entra ID
admin center, navigate to
App registrations, and
then choose create_aw
s_account

. In the left pane, choose

Overview.

. On the Overview page,

make note of the following
values:

« Application (client) ID
« Directory (tenant) ID

. In the left pane, under

Manage, choose Certifica
tes & secrets.

. On the Certificates &

secrets page, choose the
Client secrets tab, and
then make note of the
following values:

o Client secret value

« Client secret ID

Skills required

Microsoft Entra ID

Epics
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Task

Create the application that
integrates Microsoft Entra ID
with IAM ldentity Center.

Retrieve values for the LZA2
application.

Description

In the Microsoft Entra

ID admin center, register
the LZA2 application. For
instructions, see Register an
application in the Microsoft
documentation.

Now, you retrieve the values
that you need for the LZA2
application.

1. In the Microsoft Entra ID
admin center, navigate to
Enterprise applications,
and then choose LZA2.

2. In the left pane, choose
Overview.

3. On the Overview page,

make note of the following

values:
 Name
o ObjectID
4. In the left pane, under

Manage, choose Manifest.

5. In the JSON file, in the
appRoles section, locate
the app role named User.

6. Make note of the id value
for this app role.

Skills required

Microsoft Entra ID

Microsoft Entra ID

Epics
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Task

Create a secret.

Description

1. In the AWS CLI, enter
the following command
to create the variables
. Use the values that
you retrieved for the
create_aws_account
and LZA2 applications:

# Variables for
create_aws_account

app
TENANT_ID='<Direct
ory ID>'
CLIENT_ID="'<Applic
ation ID>'

SECRET_ID="'<Client
secret ID>'

SECRET_VALUE="'<Cli
ent secret value>'

# Variables for LZA2
app
OBJECT_ID='<Object
ID>"
APP_ROLE_ID="<App
role ID>'
ENTERPRISE_APP_NAM
E='<Name>'

2. Enter the following
command to create a
secret named GraphApiS
ecret in AWS Secrets
Manager:

aws secretsmanager
create-secret \

--name GraphApiS
ecret \

Skills required

AWS DevOps

Epics
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Task Description Skills required

--secret-string
"{\"client_id\":
\"${CLIENT_ID}\",
\"tenant_id\":
\"${TENANT_ID}\",
\"object_id\":
\"${OBJECT_ID}\",
\"app_role_id\":
\"${APP_ROLE_IDJ}\"

, \'"secret_value\":
\"${SECRET_VALUE}\
", \"secret_id\":

\"${SECRET_ID}\"}"

If you need to update the
secret in the future, you
can update the variables
and run the following
command:

aws secretsmanager
update-secret \
--secret-id
GraphApiSecret \
--secret-string
"{\"client_id\":
\"${CLIENT_ID}\",
\"tenant_id\":
\"${TENANT_ID}\",
\"object_id\":
\"${OBJECT_ID}\",
\"app_role_id\":
\"${APP_ROLE_ID}\"
, \'"secret_value\":
\"${SECRET_VALUE}\
", \"secret_id\":
\"${SECRET_ID}\"}"

Epics 22
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Deploy the solution

Task

Clone the source code.

Update the deploy-co
nfig.yaml file.

Description

1. Enter the following

command to clone the lza-
account-creation-workflow

repository:

git clone https://g
ithub.com/aws-samp
les/1za-account-cr
eation-workflow

. Enter the following

command to navigate into
the config directory of
the cloned repository:

cd lza-account-creati
on-workflow/config

. Open the deploy-co

nfig.yaml file.

. Review the template

and update the values as
needed for deployment in
your AWS environment. For
example, update values for
the following:

e accountCreationFai
lure

« accountCompletionF
romEmail

e ssolLoginuUrl

e TootEmailPrefix

Skills required

DevOps engineer

AWS DevOps

Epics
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Task Description Skills required

e rootEmailDomain

3. If you're integrating with
Microsoft Entra ID, do the
following:

» Set enableAzu
reADIntegration to
true.

» For graphApiS
ecretName value,
enter the secret that
you created previously
(GraphApiSecret ).

4. Save and close the
deploy-config.yaml
file.
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Task

Deploy the solution in your
AWS environment.

Description

1. Enter the following

command:

cdk bootstrap
<account-number>/<
Region>

For more information, see
Bootstrapping in the AWS
CDK documentation.

. Enter the following

command to synthesize the
CloudFormation template:

cdk synth

For more information, see
Configure and perform
AWS CDK stack synthesis in
the AWS CDK documenta
tion.

. Enter the following

command to deploy the
solution.

cdk deploy

For more information,
see Deploy AWS CDK

applications in the AWS
CDK documentation.

Skills required

AWS DevOps

Epics
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Task Description Skills required

(® Note

This solution uses an
Amazon S3 bucket to
store the source code
for this solution. You
can use the upload_to
_source_bucket.py

script to create an
archive of the source
code and upload an
updated version.

Option 1 - Create an account using Python

Task Description Skills required

Identify which arguments to Choose which arguments to AWS DevOps, Python
use. use when you run the Python

script that initiates the Step

Functions workflow. For a

complete list of arguments,

see the Additional informati

on section of this pattern.

Start the Python script. 1. Enter the following DevOps engineer, Python
command to navigate into
the cloned repository:

cd lza-account-creati
on-workflow

2. Run the Python script that
initiates the Step Functions
workflow. The following is

Epics 26
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Task Description Skills required

an example command that
includes sample arguments
and values:

python ./run-ste
pfunction.py \
--account-name
"lza-test-01" \
--support-dl
"johnsmith@example
.com" \
--managed-org-unit
"Workloads/Workloa
d-1" \
--purpose "Testing
new micro service" \
--force-update true
\
--ad-integration
"{\"CustomerAccoun
tAdmin\": \"platfor
m-admin\", \"Custome
rAccountDev\":
\"workloadl-appl\"
A\
--bypass-creation
true \
--tags APPLICATI
ON=TestingMicroSer
vice

3. Wait until you receive
a notification that the
account has been successfu
lly created.

(® Note

If the account
creation process
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Task

Description

fails, Amazon
SNS sends a
notification to the
email addresses
that you define
in accountCr
eationFailure
in the deploy-
config.yaml
file. The account
requester is not
notified.

Option 2 - Create an account using APl Gateway and awscurl

Task

Set up the variables for
awscurl.

Description

1. Enter the following

command to navigate into
the source code directory:

cd lza-account-creati
on-workflow

. Enter the following

command to set the AWS
access key variables. You
can copy the variables from
the AWS access portal and

then paste them into a
shell. The following is an
example:

Skills required

Skills required

AWS DevOps

Epics
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Task Description Skills required

export AWS_ACCES
S_KEY_ID="<id>"
export AWS_SECRE
T_ACCESS_KEY="<key
S

export AWS_SESSI
ON_TOKEN="<token>"

3. Enter the following
command to set the AWS
Region for API calls:

export AWS_REGION=
$(aws configure get
region)

4. Enter the following
command to retrieve the
API Gateway endpoint
from the 1za-account-
creation-workflow-
application CloudForm
ation output:

export API_GATEW
AY_ENDPOINT=$(aws
cloudformation
describe-stacks --
stack-name "lza-acco
unt-creation-workf
low-application"

--query 'Stacks[*
].0utputs[?0utputK
ey=="0ApiGatewayCr
eateAccountEndpoin
t].OutputValue' --
output text)
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Task

Check name availability.

Description

Enter the following command
to verify that the name

is available for the AWS
account. Replace <AWS_ACCO
UNT_NAME>  with the name
of the target account:

awscurl --service
execute-api \

--region ${AWS_REG
ION} \

--access_key
${AWS_ACCESS_KEY_ID}
\

--secret_key
${AWS_SECRET_ACCES

S_KEY} \

--security_token
${AWS_SESSION_TOKEN}
\

-X POST ${API_GAT
EWAY_ENDPOINT}chec
k_name?account_nam
e=<AWS_ACCOUNT_NAME>

Skills required

AWS DevOps

Epics
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Task

Run the account creation
workflow.

Description

1. In the root folder of the
cloned repository, open the
api_example.json file.

2. Update the parameters
with your configuration
values:

"account_name":
"lza-test-01",
"account_email":
"johnsmith+lzatest
0leexample.com",

"support_dl":

"johnsmitheexample
.com",

"managed_
org_unit": "Workload
s/Workload-1",

"ad_integration":

[
{
"Permissi
onSetName":
"CustomerAccountAd
min",
"ActiveDi
rectoryGroupName":
"platform-admin"
.
{
"Permissi
onSetName":
"CustomerAccountDe
VH/
"ActiveDi
rectoryGroupName":
"workloadl-appl"
}

]I

Skills required

AWS DevOps

Epics
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Description

"force_update":
"true",
"bypass_c
reation": "false",
"account_tags":
{
"Key":
"Environment",
"Value":
"Dev"
Yo i
"Key":
"DeploymentMethod",
"Value":
"ApiGateway"
}

}

3. Save and close the

api_example.json file.

4. Enter the following

command to initiate the
Step Functions workflow:

awscurl --service
execute-api \

--data @api-exam

ple.json \

--region ${AWS_REG

ION} \
--access_key
${AWS_ACCESS_KEY_I
D} \
--secret_key
${AWS_SECRET_ACCES
S_KEY} \

--security_token

${AWS_SESSION_TOKE
N} \

Skills required

Epics
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Description

-X POST ${API_GAT
EWAY_ENDPOINT}exec
ute

5. In the output from the

previous command,
make note of the Step
Functions execution
Amazon Resource Name
(ARN).

. If you want to check

the status of the Step
Functions workflow, enter
the following command.
Replace <STEP_FUN
CTION_EXECUTION_NA
ME> with the Step
Functions execution ARN or
name:

awscurl --service
execute-api \

--region ${AWS_REG
ION} \

--access_key

${AWS_ACCESS_KEY_I
D} \
--secret_key
$ {AWS_SECRET_ACCES
S_KEY} \
--security_token
${AWS_SESSION_TOKE
N} \

-X GET ${API_GAT
EWAY_ENDPOINT}get_
execution_status?e
xecution=<STEP_FUN

Skills required

Epics
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(Optional) Clean up the solution

Task

Remove objects from the
Amazon S3 buckets.

Description

CTION_EXECUTION_NA
ME>

7. Wait until you receive
a notification that the
account has been successfu
lly created.

(® Note

If the account
creation process
fails, Amazon
SNS sends a
notification to the
email addresses
that you define
in accountCr
eationFailure
in the deploy-
config.yaml
file. The account
requester is not
notified.

Description

Remove any objects in the
following Amazon S3 buckets:

e lza-account-creati
on-work-<CDK_UNIQU
E_ID>

Skills required

Skills required

AWS DevOps

Epics
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Task

Delete the CloudFormation
stack.

Delete the pipeline.

Description

e lza-account-creati
on-workflow-src-<A
WS_REGION>-<AWS_AC
COUNT>

e lza-account-creati
on-workflow-<AWS_R
EGION>-<AWS_ACCOUN
T>

Enter the following command
to delete the CloudFormation
stack:

aws cloudformation
delete-stack \
--stack-name lza-
account-creation-
workflow-application
aws cloudformation wait
stack-delete-complete
\
--stack-name lza-
account-creation-
workflow-application

Enter the following command
to delete the 1za-accou
nt-creation-workfl
ow-pipeline pipeline:

cdk destroy lza-accou
nt-creation-workflow-
pipeline --force

Skills required

AWS DevOps

AWS DevOps

Epics
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Related resources

« Landing Zone Accelerator on AWS (AWS Solutions Library)

» Troubleshooting common AWS CDK issues (AWS CDK documentation)

Additional information

Step Functions workflow diagram

The following image shows the states in the Step Functions workflow.
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The following are the arguments that you can use when you run the Python script that initiates the
Step Functions workflow.

The following arguments are required:

e account-name (-a) (string) — The name of the new AWS account.

e support-dl (-s) (string) - The email address that receives notification when the account
creation process is complete.

« managed-org-unit (-m) (string) — The managed organizational unit (OU) that will contain the

new account.

The following arguments are optional:

« ad-integration (-ad) (string dictionary) — The Microsoft Entra ID group and assigned
permission set. The following is an example of how to use this argument:

--ad-integration "{\"<PermissionSetName>\": \"<EntraIdGroupName>\"}"

e account-email (-e) (string) — The email address for the root user of the new AWS account.

(® Note

If this argument isn't used, an email address will be generated by using the values
rootEmailPrefix and rootEmailDomain from the configs/deploy-config.yaml
file. If an email address isn't provided, an email address is generated by using the
following format: rootEmailPrefix+accountName@rootEmailDomain.

« region (-r) (string) - The AWS Region where the Step Functions workflow was deployed. The
default value is us-east-1.

« force-update (-f) (string Boolean) — Enter true to force AWS Service Catalog to update the
provisioned product.

« bypass-creation (-b) (string Boolean) — Enter true to bypass adding the account to the
accounts-config.yaml file and bypass running the AWSAccelerator-Pipeline pipeline.
This argument is typically used to test the account creation workflow process or to run the rest
of the Step Functions steps if an error occurs in the Landing Zone Accelerator pipeline.
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« tags (-t) (string) — Additional tags that you want to add to the AWS account. By default, the
following tags are added: account-name, support-dl, and purpose. The following is an
example of how to use this argument:

--tags TEST1=VALUE1l TEST2=VALUE2
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Automatically inventory AWS resources across multiple
accounts and Regions

Matej Macek, Amazon Web Services

Summary

This pattern outlines an automated approach to maintaining a comprehensive inventory of
AWS resources across multiple accounts and AWS Regions. It is designed to help infrastructure
and security engineers improve their resource management practices. It uses AWS Config to
track resource changes, Amazon Athena for querying, and Amazon QuickSight for interactive
dashboards. You implement this solution by deploying an AWS CloudFormation stack.

This solution is similar to the one presented in Visualizing AWS Config data using Amazon Athena
and Amazon QuickSight (AWS blog post). This pattern expands on that solution to address the
following common requirements and provide the following key benefits:

« Compliance-focused - This approach can help you meet regulatory requirements such as PCl
DSS, NIST SP 800-53, ISO/IEC 27001, HIPAA, GDPR, and others that mandate accurate asset
inventories.

» Customization framework - It provides a foundation for creating QuickSight dashboards for
various AWS resources, so that you can customize the solution to your specific requirements.

» User-driven enhancements — This approach incorporates feedback from real-world use cases
and addresses requests for a more comprehensive solution.

Infrastructure, security, and finance teams often face visibility and collaboration challenges

in dynamic, multi-account or multi-Region environments. This solution is designed to address
those challenges and significantly reduce the time and effort required to create and maintain a
resource inventory. The result is a centralized view of resources that helps you improve resource
allocation decisions, identify and mitigate risks, optimize costs, and improve overall visibility
and collaboration. This approach bridges the gap between conceptual solutions and real-world
implementation needs for security, compliance, and operational purposes.

Prerequisites and limitations
Prerequisites

» The following active AWS accounts:
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» Management account - A centralized account for billing, creating accounts, and controlling
access across the organization

 Audit account - A centralized hub for security monitoring, compliance checks, and drift
notifications

 Log archive account — A centralized account for storing and analyzing the collected data

« In the audit account, an AWS Config aggregator that collects and aggregates configuration data
from your target accounts and Regions

« In the log archive account, set up the following:

An Amazon Simple Storage Service (Amazon S3) bucket where you store the data from the
AWS Config aggregator

An Amazon QuickSight subscription

An authorized connection between QuickSight and Amazon Athena

Permissions to access the Amazon S3 bucket through an Athena query

o AWS Command Line Interface (AWS CLlI), installed and configured

» Permissions to deploy a CloudFormation stack that provisions the following resources:
o An AWS Lambda function
« An Amazon S3 notification configuration
« Athena database, tables, and views
» QuickSight datasets and data sources
« Permissions to run automations in AWS Systems Manager

» Permissions to access QuickSight

Limitations

» The solution relies on AWS Config. AWS Config usually records configuration changes to your
resources right after a change is detected, or at the frequency that you specify. However, this is
on a best-effort basis and can take longer at times.

 This solution tracks only resource types that AWS Config supports.

» The solution does not track resource inventory across other cloud providers or on-premises
environments.

« Some AWS services aren't available in all AWS Regions. For Region availability, see the Service
endpoints and quotas page in the AWS documentation, and choose the link for the service.
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Architecture

The following diagram shows a streamlined process for collecting, organizing, analyzing, and
visualizing configuration and compliance data across multiple accounts in an AWS organization.

AWS Cloud

D P
AWS Organizations

Audit account Log archive account
g—o—G——H—o—fo

AWS Config Amazon S3 AWS Glue Amazon Athena
Aggregator Bucket ™

’ 7

AWS Lambda Amazon QuickSight
Function

The diagram shows the following workflow:

1.

On a periodic schedule, the AWS Config aggregator collects configuration and compliance
data about the resources in the target accounts and Regions and then delivers the data to the
Amazon S3 bucket in the log archive account.

. Adding new AWS Config data to the Amazon S3 bucket invokes an AWS Lambda function.

. The Lambda function partitions the data by configuring keys with values that correspond to the

Region and date of each snapshot file. This helps AWS Glue efficiently query and process the
configuration and compliance data.

. Amazon Athena uses an AWS Glue schema to run SQL queries against the data stored in the

Amazon S3 bucket. It utilizes the schema metadata from AWS Glue to understand the structure
of the data.
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5. Views in Athena define and extract the target datasets.

6. Dashboards in Amazon QuickSight help you to visualize and analyze the datasets.

Tools

AWS services

« Amazon Athena is an interactive query service that helps you analyze data directly in Amazon S3
by using standard SQL.

o AWS CloudFormation helps you set up AWS resources, provision them quickly and consistently,

and manage them throughout their lifecycle across AWS accounts and AWS Regions.

« AWS Config provides a detailed view of the resources in your AWS account and how they're
configured. It helps you identify how resources are related to one another and how their
configurations have changed over time. An AWS Config aggregator collects AWS Config
configuration and compliance data from multiple AWS accounts and Regions.

o AWS Glue is a fully managed extract, transform, and load (ETL) service. It helps you reliably
categorize, clean, enrich, and move data between data stores and data streams. This pattern uses
an AWS Glue Data Catalog and Schema registry.

« AWS Lambda is a compute service that helps you run code without needing to provision or
manage servers. It runs your code only when needed and scales automatically, so you pay only
for the compute time that you use.

« AWS Organizations is an account management service that helps you consolidate multiple AWS

accounts into an organization that you create and centrally manage.

« Amazon QuickSight is a cloud-scale business intelligence (BI) service that helps you visualize,
analyze, and report your data in a single dashboard.

« Amazon Simple Storage Service (Amazon S3) is a cloud-based object storage service that helps

you store, protect, and retrieve any amount of data.

« AWS Systems Manager helps you manage your applications and infrastructure running in the

AWS Cloud. It simplifies application and resource management, shortens the time to detect and
resolve operational problems, and helps you manage your AWS resources securely at scale. AWS
Systems Manager Automation simplifies common maintenance, deployment, and remediation

tasks for many AWS services.

Code repository
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The AWS CloudFormation template for this pattern is available in the AWS Config visualization
GitHub repository. This CloudFormation template deploys an AWS Systems Manager automation

runbook that sets up AWS Config for use with Amazon Athena. This automation prepares AWS

Glue to connect with the designated Amazon S3 bucket, creates views in Amazon Athena, and

configures Amazon QuickSight for dashboard visualization.

Best practices

« We recommend that you follow the best practices in Set up and govern a secure, multi-account
AWS environment with AWS Control Tower on AWS Prescriptive Guidance.

« We recommend that you create an AWS Config aggregator that collects configuration and

compliance data for the entire AWS organization. For more information, see Multi-Account Multi-
Region Data Aggregation in the AWS Config documentation.

» Before deploying this solution, we recommend that you review the current pricing information
for Amazon S3, AWS Config, Athena, and QuickSight.

Epics

Deploy the CloudFormation stack

Task

Download the CloudForm
ation template.

Modify the CloudFormation
template.

Description

Download the Config-Qu
ickSight-Visualization-SSM-
Automation.yaml CloudForm

ation template.

Complete this step only if
you're using AWS Control
Tower and AWS Config is
managed by AWS Control
Tower. You need to modify
the CloudFormation
template.

1. Sign in to the management

account.

Skills required

AWS administrator, Cloud
administrator, DevOps
engineer

DevOps engineer, AWS
administrator

Best practices
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Task

Description

2. Open the AWS Organizat
ions console.

3. Navigate to the Settings
page. This page displays
details about the organizat
ion, including the organizat
ion ID.

4. Copy the organization ID.

5. In your preferred text
editor, open the Config-
QuickSight-Visualization-
SSM-Automation.yaml
file.

6. Find the following line:

return re.match(
'AAWSLogs/(\d+)/Co
nfig/([\w-1+)/(\d+
)/(\d+)/(\d+)/Conf
igSnapshot/[A\\\]+
$', object_key)

7. Replace this line with
the following, where
<ORGANIZATION_ID> is
the ID that you previously
copied:

return re.match(

'"A<ORGANIZATION_ID
>/AWSLogs/(\d+)/Co
nfig/([\w-1+)/(\d+
)/(\d+)/(\d+)/Conf
igSnapshot/[A\\\]+
$', object_key)

Skills required

Epics
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Task

Create a CloudFormation
stack.

Description

8. Save and close the Config-
QuickSight-Visualization-
SSM-Automation.yaml
file.

Follow the instructions in
Create a stack from the

CloudFormation console.

Note the following:

1. Choose Upload a template

file, and then choose the

YAML file you downloaded.

2. For Stack name,
enter Config-Qu
ickSight-Visualiza
tion-SSM-Automatio
n.

3. Choose Submit.

Run the automation in Systems Manager

Task

Find your QuickSight user
name.

Find the delivery channel
name and Amazon S3 bucket
name.

Description

1. Open the QuickSight

console.

2. Open the profile menu.

3. Make note of the user
name. You need this value
later.

1. In the AWS CLI, enter the
following command:

Skills required

AWS administrator, Cloud
administrator, DevOps
engineer

Skills required

AWS administrator, Cloud
administrator, DevOps
engineer

AWS administrator, Cloud
administrator, DevOps
engineer

Epics
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Task Description Skills required

aws configservice
describe-delivery-
channels

2. Make note of the Amazon
S3 bucket name and the
name of your the AWS
Config delivery channel.

You need these values
later.
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Task

Run the automation in
Systems Manager.

Description

1.

Open the AWS Systems
Manager console.

. In the navigation pane,

choose Documents.

3. Choose Owned by me.

. Choose Config-Qu

ickSight-Visualization.

. Choose Execute automatio

n.

. In the Input parameter

s section, enter your
values for the following
parameters:

« ConfigDeliveryChan
nelName - Enter the
name of your AWS
Config delivery channel.
This parameter is
required.

o ConfigS3BucketlLoca
tion - Enter the name
of the Amazon S3 bucket
where you store AWS

Config configuration
data. This parameter is
required.

e QuickSightUserName
— Enter a user name
that has administrative
access to QuickSigh
t. This parameter is
required.

Skills required

AWS administrator, Cloud
administrator, DevOps
engineer

Epics
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Task

Description

» AutomationAssumeRo
le -The Amazon
Resource Name (ARN)
of the AWS Identity and
Access Management
(IAM) role that allows
Systems Manager
Automation to perform
the actions on your
behalf. This parameter
is optional. Leave this
parameter blank.

e DeleteConfigVisual
ization - Choose
false.

7. Choose Execute.

Visualize data in Amazon QuickSight

Task

Refresh data.

Create an analysis.

Description

To schedule dataset refreshes
according to your specific
requirements, follow the
instructions in Refreshing
SPICE data.

To create a dashboard in
QuickSight that helps you
visualize the resources, follow
the instructions in Starting an
analysis in Amazon QuickSigh
t.

Skills required

Skills required

AWS administrator, DevOps
engineer, Cloud administrator

QuickSight administrator

Epics
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Task

Create a dashboard.

(Optional) Clean up

Task

Delete the resources created
by the Systems Manager
automation.

Description

1. After you finish modifying

your QuickSight analysis,
follow the instructions in
Publishing dashboards

to create a dashboard. A

dashboard is an analysis
that you can share with
other QuickSight users.

. Follow the instructions

in Granting access to a
dashboard to share the

dashboard with your target

QuickSight users.

Description

1.

Open the AWS Systems
Manager console.

. In the navigation pane,

choose Documents.

3. Choose Owned by me.

Choose Config-Qu
ickSight-Visualization.

. Choose Execute automatio

n.

. In the Input parameters
section, for the DeleteCon

figVisualization
parameter, enter true.

. Choose Execute.

Skills required

QuickSight administrator

Skills required

AWS administrator, Cloud
administrator, DevOps
engineer

Epics
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Task Description Skills required

Delete the CloudFormation To delete the resources in AWS administrator, Cloud

stack. the Config-QuickSight- administrator, DevOps
Visualization-SSM- engineer

Automation stack, follow
the instructions in Delete a
stack from the CloudForm

ation console.

Troubleshooting

Issue Solution

Amazon QuickSight is attempting to connect A service control policy is restricting your

to the us-east-1 AWS Region, but the subscription to Amazon QuickSight in this

creation of resources in that Region is not Region. In the service control policy, manually

permitted. specify the target AWS Region. Replace
<REGION_ID> with the appropriate Region
identifier:

https://<REGION_ID>.quicksight.aws.a
mazon.com/sn/start/dashboards

The following is an example:

https://eu-central-1.quicksight.aws.
amazon.com/sn/start/dashboards

In Amazon Athena, you encounter the Make sure that you have prepared an Amazon
following message: S3 bucket where you will store the query
results from Amazon Athena. Then follow the

Befiorefyou  Tun your fiTsEquery, instructions in Specify a query result location

you need to set up a query result using the Amazon Athena console.

location in Amazon S3.
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Related resources

AWS documentation

« AWS Config documentation

« Amazon QuickSight documentation

AWS blog post

« Automate AWS Config data visualization with AWS Systems Manager

» How to record resource configuration changes periodically with AWS Config

Other resources

o Amazon QuickSight Community Learning Center

o Amazon QuickSight Community Gallery
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Configure VPC Flow Logs for centralization across AWS
accounts

Benjamin Morris and Aman Kaur Gandhi, Amazon Web Services

Summary

In an Amazon Web Services (AWS) virtual private cloud (VPC), the VPC Flow Logs feature can
provide useful data for operational and security troubleshooting. However, there are limitations

on using VPC Flow Logs in a multi-account environment. Specifically, cross-account flow logs from
Amazon CloudWatch Logs are not supported. Instead, you can centralize the logs by configuring an
Amazon Simple Storage Service (Amazon S3) bucket with the appropriate bucket policy.

® Note

This pattern discusses the requirements for sending flow logs to a centralized location.
However, if you also want logs to be available locally in member accounts, you can create
multiple flow logs for each VPC. Users without access to the Log Archive account can see
traffic logs for troubleshooting. Alternatively, you can configure a single flow log for each
VPC that sends logs to CloudWatch Logs. You can then use an Amazon Data Firehose
subscription filter to forward the logs to an S3 bucket. For more information, see the
Related resources section.

Prerequisites and limitations

Prerequisites

« An active AWS account

« An AWS Organizations organization with an account that is used to centralize logs (for example,
Log Archive)

Limitations

If you use the AWS Key Management Service (AWS KMS) managed key aws/s3 to encrypt
your central bucket, it won't receive logs from a different account. Instead, you will see an
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UnsuccessTful error code 400 with a message such as "LogDestination: <bucketName> is
undeliverable" for your given Resourceld.

This is because an account’'s AWS managed keys can't be shared across accounts.

The solution is to use either Amazon S3 managed encryption (SSE-S3) or an AWS KMS customer
managed key that you can share with member accounts.

Architecture

Target technology stack

In the following diagram, two flow logs are deployed for each VPC. One sends logs to a local
CloudWatch Logs group. The other sends logs to an S3 bucket in a centralized logging account. The
bucket policy permits the log delivery service to write logs to the bucket.

(@ Note

As of November 2023, AWS now supports the aws:SourceOrglID condition key. This
condition allows you to deny writing to the centralized bucket for accounts outside of your
AWS Organizations organization.

Target architecture
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Automation and scale

Each VPC is configured to send logs to the S3 bucket in the central logging account. Use one of the
following automation solutions to help ensure that flow logs are configured appropriately:

« AWS CloudFormation StackSets

« AWS Control Tower Account Factory for Terraform (AFT)

« An AWS Config rule with remediation

Tools

Tools

« Amazon CloudWatch Logs helps you centralize the logs from all your systems, applications, and
AWS services so you can monitor them and archive them securely.

« Amazon Simple Storage Service (Amazon S3) is a cloud-based object storage service that helps
you store, protect, and retrieve any amount of data.
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« Amazon Virtual Private Cloud (Amazon VPC) helps you launch AWS resources into a virtual
network that you've defined. This virtual network resembles a traditional network that you'd
operate in your own data center, with the benefits of using the scalable infrastructure of AWS.
This pattern uses the VPC Flow Logs feature to capture information about the IP traffic going to
and from network interfaces in your VPC.

Best practices

Using infrastructure as code (laC) can greatly simplify the VPC Flow Logs deployment process.
Abstracting your VPC deployment definitions to include a flow log resource construct will deploy
your VPCs with flow logs automatically. This is demonstrated in the next section.

Centralized flow logs
Example syntax for adding centralized flow logs to a VPC module in HashiCorp Terraform

This code creates a flow log that sends logs from a VPC to a centralized S3 bucket. Note that this
pattern doesn't cover creation of the S3 bucket.

For recommended bucket policy statements, see the Additional information section.

variable "vpc_id" { type = string }
locals { custom_log_format_v5 = "$${version} $${account-id} $${interface-id} $
${srcaddr} $${dstaddr} $${srcport} $${dstport} $${protocol} $${packets} $${bytes}
$${start} $${end} $${action} $${log-status} $${vpc-id} $${subnet-id} $${instance-
id} $${tcp-flags} $${type} $${pkt-srcaddr} $${pkt-dstaddr} $${region} $${az-id} $
${sublocation-type} $${sublocation-id} $${pkt-src-aws-service} $${pkt-dst-aws-service}
$${flow-direction} $${traffic-pathl}" }
resource "aws_flow_log" "centralized_flow_log" {
log_destination = "arn:aws:s3:::centralized-vpc-flow-logs-
<log_archive_account_id>" # Optionally, a prefix can be added after the ARN.

log_destination_type = "s3"

traffic_type = "ALL"

vpc_id = var.vpc_id

log_format = local.custom_log_format_v5 # If you want fields from VPC Flow
Logs v3+, you will need to create a custom log format.

}

For more information about the custom log format, see the AWS documentation.

Local flow logs
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Example syntax for adding local flow logs to a VPC module in Terraform with required permissions

This code creates a flow log that sends logs from a VPC to a local CloudWatch Logs group.

data "aws_region" "current" {3}
variable "vpc_id" { type = string }
resource "aws_iam_role" "local_flow_log_role" {
name = "flow-logs-policy-${var.vpc_id}"
assume_role_policy = <<EOF
{
"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Principal": {"Service": "vpc-flow-logs.amazonaws.com"},
"Action": "sts:AssumeRole"
}]
}
EOF
}
resource "aws_iam_role_policy" "logs_permissions" {
name = "flow-logs-policy-${var.vpc_id}"
role = aws_iam_role.local_flow_log_role.id
policy = <<EOF

{
"Version": "2012-10-17",
"Statement": [{
"Action": ["logs:CreatelLog*", "logs:PutLogEvents", "logs:DescribelLog*",
"logs:DeletelLogDelivery"],
"Effect": "Allow",
"Resource": "arn:aws:logs:${data.aws_region.current.name}:*:log-group:vpc-flow-
logs*"
1]
}
EOF
}
resource "aws_cloudwatch_log_group" "local_flow_logs" {
name = "vpc-flow-logs/${var.vpc_id}"
retention_in_days = 30
}

resource "aws_flow_log" "local_flow_log" {
aws_iam_role.local_flow_log_role.arn
log_destination aws_cloudwatch_log_group.local_flow_logs.arn
traffic_type AL

vpc_id = var.vpc_id

iam_role_arn
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}

Epics

Deploy VPC Flow Logs infrastructure

Task

Determine the encryption
strategy and create the policy
for the central S3 bucket.

Create the central flow log
bucket.

Configure VPC Flow Logs to
send logs to the central flow
log bucket.

Description

The central bucket does not
support the aws/s3 AWS
KMS key, so you must use
either SSE-S3 or an AWS KMS
customer managed key. If you
use an AWS KMS key, the key
policy must allow member
accounts to use the key.

Create the central bucket to
which flow logs will be sent,
and apply the encryption
strategy that you chose in the
previous step. This should be
in a Log Archive or similarly
purposed account.

Obtain the bucket policy
from the Additional informati

on section, and apply it to
your central bucket after
updating placeholders with
your environment specific
values.

Add flow logs to each VPC
that you want to gather data
from. The most scalable way
to do this is to use laC tools
such as AFT or AWS Cloud

Skills required

Compliance

General AWS

Network administrator

Epics
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Task Description Skills required

Development Kit (AWS CDK).
For example, you can create

a Terraform module that
deploys a VPC alongside a
flow log. If necessary, you add
the flow logs manually.

Configure VPC Flow Logs to (Optional) If you want flow General AWS
send to local CloudWatch logs to be visible in the
Logs. accounts where the logs

are being generated, create
another flow log to send data
to CloudWatch Logs in the
local account. Alternatively,
you can send the data to an
account-specific S3 bucket in
the local account.

Related resources

» How to Facilitate Data Analysis and Fulfill Security Requirements by Using Centralized Flow Log

Data (blog post)
« How to enable VPC Flow Logs automatically using AWS Config rules (blog post)

Additional information

Bucket policy

This example of a bucket policy can be applied to your central S3 bucket for flow logs, after you
add values for placeholder names.

"Version": "2012-10-17",
"Statement": [
{
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"Sid": "AWSLogDeliveryWrite",
"Effect": "Allow",
"Principal": {
"Service": "delivery.logs.amazonaws.com"
},
"Action": "s3:PutObject",
"Resource": "arn:aws:s3:::<BUCKET_NAME>/*",
"Condition": {
"StringEquals": {
"s3:x-amz-acl": "bucket-owner-full-control",
"aws:SourceOrgID": "<ORG_ID>"

}
}
I
{
"Sid": "AWSLogDeliveryCheck",
"Effect": "Allow",
"Principal": {
"Service": "delivery.logs.amazonaws.com"
I
"Action": "s3:GetBucketAcl",
"Resource": "arn:aws:s3:::<BUCKET_NAME>",
"Condition": {
"StringEquals": {
"aws:SourceOrgID": "<ORG_ID>"
}
}
I
{

"Sid": "DenyUnencryptedTraffic",

"Effect": "Deny",

"Principal": {

"AWS" . "EM

I

"Action": "s3:*",

"Resource": [
"arn:aws:s3:::<BUCKET_NAME>/*",
"arn:aws:s3:: :<BUCKET_NAME>"

1,

"Condition": {

"Bool": {
"aws:SecureTransport": "false"
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Manage AWS permission sets dynamically by using Terraform
Vinicius Elias and Marcos Vinicius Pinto Jordao, Amazon Web Services

Summary

AWS |IAM Identity Center enhances AWS Identity and Access Management (IAM) by providing
a centralized hub for managing single sign-on access to AWS accounts and cloud applications.
However, manual management of IAM Identity Center permission sets can become increasingly

complex and error-prone as your organization grows. This complexity can lead to potential security
gaps and administrative overhead.

This solution enables you to manage permission sets through infrastructure as code (laC) using a
continuous integration and continuous delivery (ClI/CD) pipeline built with native AWS services.
It enables a seamless integration of the permission set assignment mechanism with AWS Control
Tower lifecycle events or an Account Factory for Terraform (AFT) environment. This approach

provides dynamic identity configurations for both new and existing AWS accounts.

Amazon EventBridge rules monitor AWS account creation and updates, which helps your identity
configurations to remain synchronized with your organizational structure. After creating or
updating accounts in AWS Control Tower or AFT, the pipeline is triggered. It evaluates a set of
JSON files with permission set definitions and assignment rules. Then the pipeline applies and
synchronizes the settings across all accounts.

This approach provides the following benefits:

« Consistency - Eliminates manual configuration drift across your AWS organization
« Auditability — Maintains a complete history of all identity management changes

« Scalability - Automatically applies configurations as your AWS environment grows
» Security — Reduces human error in permission assignments

« Compliance - Facilitates meeting regulatory requirements through documented changes and
assignment rules

Prerequisites and limitations

« A multi-account environment with AWS Control Tower and AWS Organizations set up. Optionally,
you can use AFT with AWS Control Tower.
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« An IAM Identity Center delegated administrator AWS account to receive the solution. For more
information, see Delegated administration in the 1AM Identity Center documentation.

« A version control system (VCS) repository to handle the main code. For a sample, see the
solution’s GitHub repository.

» Necessary AWS resources for the Terraform backend management, such as an Amazon Simple
Storage Service (Amazon S3) bucket and Amazon DynamoDB table.

Limitations

» The pipeline uses AWS native resources and open source Terraform. The pipeline is not prepared
to make calls to third-party ecosystems.

« Some AWS services aren't available in all AWS Regions. For Region availability, see AWS Services
by Region. For specific endpoints, see Service endpoints and quotas, and choose the link for the
service.

Architecture

The following diagram shows the components and workflow for this pattern.
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AWS Control Tower events flow

The solution begins with the integration of events coming from either AWS Control Tower or

AFT. The choice between one or the other service is made at the implementation time through
variable definition. Regardless of the method used, the pipeline is triggered whenever an account is
created or updated. The pipeline reconciles the policies stored in the permission sets management

repository.

Following are the AWS Control Tower lifecycle events:

« CreateManagedAccount — When a new account is created

« UpdateManagedAccount — When an existing account is updated

Event routing

EventBridge serves as the central event processing service, capturing events generated in the AWS
Control Tower account. When events occur, EventBridge intelligently routes them to a centralized

Architecture
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event bus in the solution account. AWS Control Tower lifecycle events follow distinct routing
patterns. If AFT is defined as the event source, the AFT management account handles the events
instead of the AWS Control Tower account. This event-driven architecture enables automated
responses to organizational changes without manual intervention.

AFT integration process

When AWS Control Tower lifecycle events reach the AFT management account, they automatically
trigger multiple downstream processes that are intrinsic to AFT. After the AFT account
customization workflow completes, it publishes a message to the dedicated aft-notifications
Amazon Simple Notification Service (Amazon SNS) topic. That topic triggers the aft-new-
account-forward-event AWS Lambda function that's implemented by this solution. The
Lambda function sends the event to the solution account event bus, where it's used to start the
pipeline.

Infrastructure as code pipeline

The solution pipeline operates as a fully automated deployment mechanism. The AWS
CodePipeline service continuously monitors the repository for changes. Upon detecting new
commits, it automatically initiates the deployment workflow and initiates a sequential process
that includes validation and execution phases. The system runs Terraform plan operations to
identify proposed changes, followed by Terraform apply commands to implement those changes
in the AWS environment. Notably, the pipeline runs without any manual approval gates. This
approach enables rapid deployment of infrastructure changes while maintaining auditability
through pipeline logs and Terraform state files.

The pipeline leverages AWS CodeBuild to run Terraform operations in a controlled environment
with appropriate permissions. Through this laC approach, the pipeline can perform comprehensive
permission management operations including:

« Create new permission sets.
» Update existing permission sets.
« Remove unnecessary permission sets.

« Manage the assignment of these permissions across accounts and groups within the AWS
organizations.

To maintain infrastructure consistency and prevent conflicting changes, the solution implements
the Terraform backend state management system using an Amazon S3 bucket and dedicated
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Amazon DynamoDB table. This approach provides persistent storage location for Terraform state
files and state locking mechanisms to prevent concurrent modifications to the same resources.

The main Terraform code uses the official AWS permission-sets Terraform module. This
module can dynamically manage permission sets in IAM Identity Center, based on permission set
templates.

Source control management

The permission set templates (JSON files) reside in an external version control system, such as
GitHub, that provides a centralized repository for identity management configurations. This
approach establishes a single source of truth for permission set definitions, while enabling
collaborative development through standard code review practices. Authorized users can commit
changes to these templates following organizational change management processes. These
commits serve as the primary trigger for the automated deployment pipeline, initiating the
infrastructure update process.

For an example of how to configure the permission sets using the JSON file in the repository, see
Additional information.

Tools

AWS services

« AWS CodeBuild is a fully managed build service that helps you compile source code, run unit

tests, and produce artifacts that are ready to deploy.

« AWS CodeConnections enables AWS resources and services, such as CodePipeline, to connect to

external code repositories, such as GitHub.

« AWS CodePipeline helps you quickly model and configure the different stages of a software

release and automate the steps required to release software changes continuously.

o AWS Command Line Interface (AWS CLI) is an open source tool that helps you interact with AWS
services through commands in your command line shell.

« AWS Control Tower helps you set up and govern an AWS multi-account environment, following

prescriptive best practices.

« Amazon DynamoDB is a fully managed NoSQL database service that provides fast, predictable,
and scalable performance.
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« Amazon EventBridge is a serverless event bus service that helps you connect your applications
with real-time data from a variety of sources. For example, AWS Lambda functions, HTTP
invocation endpoints using API destinations, or event buses in other AWS accounts.

o AWS Identity and Access Management (IAM) helps you securely manage access to your AWS
resources by controlling who is authenticated and authorized to use them.

« AWS IAM Identity Center helps you centrally manage single sign-on (SSO) access to all of your
AWS accounts and cloud applications.

« AWS Lambda is a compute service that helps you run code without needing to provision or
manage servers. It runs your code only when needed and scales automatically, so you pay only
for the compute time that you use.

« AWS Organizations is an account management service that helps you consolidate multiple AWS
accounts into an organization that you create and centrally manage.

« Amazon Simple Notification Service (Amazon SNS) helps you coordinate and manage the
exchange of messages between publishers and clients, including web servers and email
addresses. It enables push notifications for account management events, ensuring that relevant
parties are informed of important changes or actions within the system.

« Amazon Simple Storage Service (Amazon S3) is a cloud-based object storage service that helps

you store, protect, and retrieve any amount of data.

Other tools

« Terraform is an infrastructure as code (laC) tool from HashiCorp that helps you create and
manage cloud and on-premises resources.

Code repository

The code for this pattern is available in the AWS Samples organization on GitHub in the sample-
terraform-aws-permission-sets-pipeline repository.

Best practices

« Always pin the versions of the Terraform modules and providers used to run code in production.

» Use a static code analysis tool, such as Checkov, to scan your code and then solve the security
issues.
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» Follow the principle of least privilege and grant the minimum permissions required to perform
a task. For more information, see Grant least privilege and Security best practices in the IAM

documentation.

Epics

Create the prerequisites (optional)

Task

Create Terraform backend
resources.

Description

If you haven't created

your Terraform backend
AWS resources yet, use the
following steps to create an
Amazon S3 bucket (s3-tf-
backend-{ACCOUNT_ID}
) and a DynamoDB table
(ddb-tf-backend ).

1. Sign in to the AWS account
where you will deploy the
solution, and open AWS
CloudShell in the AWS
Control Tower home AWS
Region.

2. Run the following
commands, replacing the
placeholder {ACCOUNT_
ID} with your AWS
account ID:

aws s3api create-bu
cket --bucket s3-tf-bac
kend-{ACCOUNT_ID}

aws s3api put-bucke
t-versioning --bucket
s3-tf-backend-{ACC

Skills required

AWS administrator

Epics
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Task

Description

OUNT_ID} --versioning-
configuration Status=En

abled
aws dynamodb create-
table --table-name
ddb-tf-backend --
attribute-definitions
AttributeName=Lock
ID,AttributeType=S --
key-schema Attribute
Name=LockID, KeyTyp
e=HASH --provisioned-
throughput ReadCapac
ityUnits=1,WriteCa
pacityUnits=1

Skills required

Epics
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Task Description Skills required

Create a cross-account role. You must provide a cross- AWS administrator
account IAM role in the
event-source-accou
nt Terraform AWS provider
configuration. If you haven't
created this role yet, use the
following steps to create it:

1. Sign in to the AWS account
that will be your event
source (AWS Control Tower
management account or
AFT account), and open
AWS CloudShell.

2. Run the following
command, replacing the
placeholder {ACCOUNT_
ID} with the AWS
account ID that you're
using for this solution, not
your current AWS account
ID:

aws iam create-role \
--role-name
CrossAccountRole \
--assume-role-poli
cy-document '{
"Version":
"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Principal": {
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Task

Description
"AWS": "arn:aws:iam::
{ACCOUNT_ID}:root"
1,
"Action": "sts:Assu
meRole"
}
]
} 1

1. Check the command
output and copy the
role Amazon Resource
Name (ARN) (for example,
arn:aws:iam::11112
2223333:role/Cross
AccountRole ).

2. To attach an 1AM policy to
the role, run the following
command:

aws iam attach-role-
policy \

--role-name
CrossAccountRole \
--policy-arn
arn:aws:iam::aws:p
olicy/Administrato

rAccess

This example uses the
AWS managed IAM policy
AdministratorAccess. If you

prefer, you can use a more
specific policy.

Skills required

Epics
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Prepare the permission set repository

Task Description

Skills required

Create a dedicated repository.

Prepare the permission set
code.

Commit your changes.

This task assumes that DevOps engineer
you're using GitHub. Create a

dedicated repository to store

the main Terraform code and

the permission set template

JSON files.

For information about DevOps engineer
how you can structure the
following files, see the sample

code on the solution repositor
y:

F— main.tf

— outputs.tf
|— providers.jinja
L— templates

Copy the content, keep the
providers.jinja values,
and make the necessary
adjustments to the other files.
For example, add permissio

n set template files into
templates or pinthe aws-
ia/permission-sets/
aws module version in the
main. tf file.

Commit and push the DevOps engineer
changes to the repository

that you created earlier. Save

Epics
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Task

Prepare the deployment code

Task

Download the content.

Fulfill the variables.

Description Skills required

the repository name and
its GitHub organization, for
example, myorg/aws-ps-
pipeline .

Description Skills required

Download (clone) the content
from the solution repository.

DevOps engineer

Create a terraform DevOps engineer
.tfvars file and add the

following necessary variables:

e repository_name -
Name of permission set
repository that you created
earlier

e« branch_name - Name of
the permission set repositor
y branch

e vcs_provider - Your
VCS provider

e account_lifecycle_
events_source -The
source of events to trigger
the pipeline (AWS Control
Tower or AFT)

repository_name
= "myorg/aws-
ps-pipeline"

Epics
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Task

Description
branch_name
= "main"
vcs_provider
= "github"
account_lifecycle_
events_source = "CT"

For information about
additional variable options,
see the variables.tf file in this
pattern’s GitHub repository.

Skills required

Epics
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Task

Adjust the Terraform backend
configuration.

Description Skills required

In the backend.tf file,
replace the placeholders with
your own values. Use the
AWS Control Tower home
AWS Region, and provide

the names of the previousl

y created Amazon S3 bucket
and DynamoDB table.

DevOps engineer

terraform {
required_version
">=1.6"
backend "s3" {
region =
"{region}"
bucket =
"{bucket_namel}"
key =
"terraform.tfstate"
dynamodb_table
"{table_namel}"
encrypt
"true"

}

If you prefer, you can use
your own Terraform backend
configuration.

Epics
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Task

Adjust the Terraform provider
configuration.

Deploy the solution manually

Task

Select the AWS account.

Description Skills required

In the providers.tf file,
replace the placeholders with
your own information. Use
the AWS Control Tower home
Region, and provide the ARN
of the previously created
cross-account IAM role for the

DevOps engineer

event-source-account

provider.
provider "aws" {
region = "{region}"
}
provider "aws" {
alias = "event-so
urce-account"
region = "{region}"
assume_role {
role_arn = "{role_ar
n}"
}
}
Description Skills required

We recommend that you AWS administrator
deploy the solution in the

IAM Identity Center delegated

administrator account.

However, you can also deploy

it in the AWS Organizations

management account.

Epics
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Task

Run Terraform manually.

Check the deployment
results.

Description

To sign in to the selected
account in the same Region
as the 1AM Identity Center
instance, use the AWS CLI.
Make sure that the IAM role
you're using has permissio

n to assume the role that's
specified for the event-sou
rce-account providerin
the previous steps. Also, this
role must have access to the
AWS resources that are used
in the Terraform backend
configuration.

To initialize, plan and apply
the configurations, run

the following Terraform
commands in the order
shown:

1. terraform init
2. terraform plan

3. terraform apply

In the IAM Identity Center
delegated administrator
account, check that the aws -
ps-pipeline pipeline has
been created. Also check that
there is a AWS CodeConne
ctions connection with
Pending status.

Skills required

DevOps engineer

AWS DevOps

Epics
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Task Description Skills required
Finish the CodeConnections To finish the CodeConne AWS DevOps
configuration. ctions configuration, use the

following steps:

1. Go to CodeConnections,
select the connection that
was created, and choose
Update pending connectio
n.

2. Provide your GitHub
credentials, install a new
GitHub App or select an
existing one that has access
to the permission set
repository, and choose
Connect.

The pipeline should now have
access to the permission set
repository.

For detailed instructions, see
Update a pending connectio

n in the Developer Tools
console documentation.

Choose a pipeline execution flow to test the solution

Task Description Skills required
Run the pipeline by AWS After an account is created AWS administrator
Control Tower or AFT or changed by using AWS

updates. Control Tower or AFT

(depending on the type of
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Task

Run the pipeline by changing
the code.

Run the pipeline manually.

Troubleshooting

Issue

Access denied

CodeConnections issues

Pipeline execution problems

Description Skills required

lifecycle events that you
chose), the pipeline starts.

After you change the code AWS DevOps
and commit it to the main
branch, the pipeline starts.

To start the pipeline AWS DevOps
manually, use the Release

change feature in AWS

CodePipeline.

Solution

Verify that you have the permissions required
to deploy the solution.

o Check that the connection status is
Available rather than Pending.

« Verify that the CodeConnections configura
tion is properly completed with GitHub
credentials. For more information, see
Update a pending connection in the

Developer Tools console documentation.
o Make sure that the GitHub app has proper

access permissions to the permission set
repository.

o Check Amazon CloudWatch logs for pipeline
execution errors.

« Make sure that the IAM Identity Center
delegation is set up correctly. Otherwise,

Troubleshooting

78


https://docs.aws.amazon.com/codepipeline/latest/userguide/pipelines-rerun-manually.html
https://docs.aws.amazon.com/codepipeline/latest/userguide/pipelines-rerun-manually.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/connections-update.html

AWS Prescriptive Guidance Patterns

Issue Solution

it can cause pipeline failures when reading

AWS account metadata.

Permission sets deployment issues  Validate that the JSON syntax in the
permission set template files is correct.

« Verify that the IAM managed policies
referenced in templates exist.

« Check if the specified groups and users in
assignments exist in IAM Identity Center.

Related resources

AWS service documentation

o AWS IAM Identity Center User Guide

« Manage AWS accounts with permission sets (IAM Identity Center documentation)

Other resources

o AWS Permission Sets module (Terraform)

Additional information

JSON file with sample permission set

The following example shows how to configure a permission set by using the JSON file in the

repository:
{
"Name": "ps-billing", // Permission set identifier
"Comment": "Sample permission set for billing access", // Comment to document the

purpose of the permission set
"Description": "Billing access in AWS", // Detailed description
"SessionDuration": "PT4H", // Session duration = 4 hours (ISO 8601 format)
"ManagedPolicies": [ // List of AWS IAM managed policies
"arn:aws:iam::aws:policy/job-function/Billing",

Related resources
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"arn:aws:iam::aws:policy/job-function/SupportUser",
"arn:aws:iam::aws:policy/AWSSupportAccess",
"arn:aws:iam::aws:policy/job-function/ViewOnlyAccess"
1,
"CustomerPolicies": [], // References to IAM policies previously created
"CustomPolicy": {3}, // Inline IAM policy defined directly in the permission set
"PermissionBoundary": { // AWS or customer managed IAM policy to be used as boundary

"ManagedPolicy": "",
"CustomerPolicy": ""
I
"Assignments": [ // Define the assignment rules
{
"all_accounts": true, // Apply to ALL active AWS accounts in organization
"principal": "G_BILLING_USERS", // Group/user name in Identity Center
"type": "GROUP", // Can be "GROUP" or "USER"
"account_id": [], // List of AWS account ID (empty since all_accounts=true)
"account_ou": [], // List of AWS Organizational Unit IDs with target AWS accounts
"account_tag": [] // List of tags (key:value) to match AWS Organization accounts
tags
}
]

For more information, see the JSON schema in the AWS Permission Sets module documentation on
the Terraform website.

Tips

» You can use Terraform import blocks to import an existing permission set to the solution.

« You can use AFT to implement the AWS permission set pipeline in a delegated account. For more
information, see AFT Blueprints.
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Tag Transit Gateway attachments automatically using AWS
Organizations

Richard Milner-Watts, Haris Bin Ayub, and John Capps, Amazon Web Services

Summary

On Amazon Web Services (AWS), you can use AWS Resource Access Manager to share AWS Transit

Gateway across AWS account boundaries. When you create Transit Gateway attachments across
account boundaries, however, the attachments are created without a Name tag. That can make
identifying attachments time consuming.

This solution provides an automated mechanism to gather information about each Transit Gateway
attachment for accounts within an organization that is managed by AWS Organizations. The

process includes looking up the Classless Inter-Domain Routing (CIDR) range from the Transit

Gateway route table. The solution then applies a Name tag in the form of <CIDR-range>-
<AccountName> to the attachment within the account that holds the transit gateway.

This solution can be used alongside a solution such as the Serverless Transit Network Orchestrator

from the AWS Solutions Library. Serverless Transit Network Orchestrator enables the automated
creation of Transit Gateway Gateway attachments at scale.

Prerequisites and limitations

Prerequisites

« An active AWS account
« An AWS Organizations organization that contains all related accounts

« Access to the organization management account, under the organization's root, to create the
required AWS ldentity and Access Management (IAM) role

« A Shared Networking member account containing one or more transit gateways that are shared
with the organization and have attachments

Architecture

The following screenshot of the AWS Management Console shows examples of Transit Gateway
attachments with no associated Name tag and two Transit Gateway attachments with Name
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tags generated by this solution. The structure of the generated Name tag is <CIDR-range>-
<AccountName>.

Create Transit Gateway Attachment Actions ¥

Filter by tags and attributes or search by keyword

Name +«  Transit Gateway attachment ID Transit Gateway ID Resource type

tgw-attach W VPC
tgw-attach W VPC
tgw-attach W VPC
10.20.31.0/24-AccName1 tgw-attach W VPC

[ ] 10.252.1.0/24-AccName2 tgw-attach W VPC

This solution uses AWS CloudFormation to deploy an AWS Step Functions workflow that manages

the creation of Transit Gateway Name tags across all configured AWS Regions. The workflow
invokes AWS Lambda functions, which perform the underlying tasks.

After the solution has obtained the account names from AWS Organizations, the Step Functions
state machine gets all Transit Gateway attachment IDs. These are processed in parallel by Region.
This processing includes looking up the CIDR range for each attachment. The CIDR range is
obtained by searching the Transit Gateway route tables within the Region for a matching Transit
Gateway attachment ID. If all the required information is available, the solution applies a Name tag
to the attachment. The solution will not overwrite any existing Name tags.

The solution runs on a schedule controlled by an Amazon EventBridge event. The event initiates
the solution each day at 6:00 AM UTC.

Target technology stack

« Amazon EventBridge

« AWS Lambda

o AWS Organizations

« AWS Transit Gateway

e Amazon Virtual Private Cloud (Amazon VPC)

« AWS X-Ray
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Target architecture

The solution architecture and workflow are shown in the following diagram.
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2. The EventBridge rule starts the Step Functions state machine.

3. The state machine invokes the tgw-tagger-organizations-account-query Lambda
function.

4. The tgw-tagger-organizations-account-query Lambda function assumes the role in the
organization management account.

5. The tgw-tagger-organizations-account-query Lambda function calls the Organizations
API to return AWS account metadata.

6. The state machine invokes the tgw-tagger-attachment-query Lambda function.

7. For each Region, in parallel, the state machine invokes tgw-tagger-rtb-query Lambda
function to read the CIDR range for each attachment.

8. For each Region, in parallel, the state machine invokes tgw-tagger-attachment-
tagger Lambda function.

9. Name tags are created for Transit Gateway attachments in the Shared Networking account.

Automation and scale
The solution processes each Region in parallel to reduce the total duration of the run.
Tools

AWS services

o AWS CloudFormation provides a way to model a collection of related AWS and third-party

resources, provision them quickly and consistently, and manage them throughout their lifecycles,
by treating infrastructure as code.

« Amazon CloudWatch helps you monitor the metrics of your AWS resources and the applications

you run on AWS in real time.

« Amazon EventBridge is a serverless event bus service that you can use to connect your

applications with data from a variety of sources. EventBridge receives an event, an indicator of a
change in environment, and applies a rule to route the event to a target. Rules match events to
targets based on either the structure of the event, called an event pattern, or on a schedule.

« AWS Lambda is a compute service that supports running code without provisioning or managing
servers. Lambda runs your code only when needed and scales automatically, from a few requests
each day to thousands each second. You pay only for the compute time that you consume. There
is no charge when your code is not running.
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« AWS Organizations helps you centrally manage and govern your environment as you grow and

scale your AWS resources. Using Organizations, you can programmatically create new AWS
accounts and allocate resources, group accounts to organize your workflows, apply policies to
accounts or groups for governance, and simplify billing by using a single payment method for all
of your accounts.

« AWS Step Functions is a low-code visual workflow service used to orchestrate AWS services,

automate business processes, and build serverless applications. Workflows manage failures,
retries, parallelization, service integrations, and observability so developers can focus on higher-
value business logic.

o AWS Transit Gateway connects VPCs and on-premises networks through a central hub. This

simplifies your network and puts an end to complex peering relationships. It acts as a cloud
router, so that each new connection is made only one time.

« Amazon Virtual Private Cloud (Amazon VPC) is a service for launching AWS resources in a

logically isolated virtual network that you define.

« AWS X-Ray collects data about requests that your application serves, and provides tools that you
can use to view, filter, and gain insights into that data to identify issues and opportunities for
optimization.

Code

The source code for this solution is available in the Transit Gateway Attachment Tagger GitHub

repository. The repository includes the following files:

« tgw-attachment-tagger-main-stack.yaml creates all the resources to support this
solution within the Shared Networking account.

« tgw-attachment-tagger-organizations-stack.yaml creates a role in the management
account of the organization.

Epics

Deploy the main solution stack

Task Description Skills required
Gather required prerequisite To configure cross-acc DevOps engineer
information. ount access from the
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Task

Description

Lambda function to the
AWS Organizations API, you
need the account ID for the
organization's management
account.

(® Note

The order in which
the two AWS
CloudFormation
stacks are created
matters. You must
deploy resources
into the Shared
Networking account
first. The role in the
Shared Networkin
g account must
already exist before
deploying resources
into the organizat
ion's management
account. For more
information, see the
AWS documentation.

Skills required

Epics
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Task

Launch the AWS CloudForm
ation template for the main
solution stack.

Description

The template for the main
solution stack will deploy
the IAM roles, Step Functions
workflow, Lambda functions,
and the Amazon CloudWatch
event.

Open the AWS Managemen

t Console for the Shared
Networking account, and
then open the :&CFN console.
Create the stack by using the
tgw-attachment-tag
ger-main-stack.yaml
template and the following
values:

« Stack name - tgw-attac
hment-tagger-main-stack

« awsOrganizationsRo
otAccountld - Account
ID for the organization's
management account

« TGWRegions parameter
— AWS Regions for the
solution, entered as a
comma-delimited string

o TGWList parameter -
Transit gateway IDs to be
excluded from the solution,
entered in a comma-del
imited string

Skills required

DevOps engineer

Epics
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Task

Verify that the solution has
launched successfully.

Description

For more information about
launching a AWS CloudForm
ation stack, see the AWS
documentation.

Wait for the CloudFormation
stack to reach a status of
CREATE_COMPLETE. This
should take less than one
minute.

Open the Step Functions
console, and verify that a
new state machine has been
created with the name tgw-
attachment-tagger-state-
machine.

Deploy the AWS Organizations stack

Task

Gather required prerequisite
information.

Launch the CloudFormation
template for the Organizat
ions stack

Description

To configure cross-acc

ount access from the
Lambda function to the AWS
Organizations API, you need
the account ID for the Shared
Networking account.

The template for the AWS
Organizations stack will
deploy the IAM role in the
organization's management
account.

Skills required

DevOps engineer

Skills required

DevOps engineer

DevOps engineer
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Task

Verify that the solution has
launched successfully.

Description

Access the AWS console
for the organization's
management account. and
then open the CloudForm
ation console. Create

the stack by using the
tgw-attachment-tag
ger-organizations-
stack.yaml template and

the following values:

« Stack name - tgw-attac
hment-tagger-organ
izations-stack

« NetworkingAccountld
parameter — Account ID
for the Shared Networking
account

For the other stack creation
options, use the defaults.

Wait for the AWS CloudForm
ation stack to reach a status
of CREATE_COMPLETE. This
should take less than one
minute.

Open the AWS Identity and
Access Management (IAM)
console, and verify that a new
role has been created with
the name tgw-attachment-
tagger-organization-query-
role.

Skills required

DevOps engineer

Epics
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Verify the solution

Task Description Skills required

Run the state machine. Open the Step Functions DevOps engineer
console for the Shared
Networking account, and
choose State machines in the
navigation pane.

Select the state machine tgw-
attachment-tagger-state-
machine, and choose Start
Execution.

Because the input to this
state machine is not used by
the solution, you can use the
default value.

"Comment": "Insert
your JSON here"

}

Choose Start Execution.

Watch the state machine until  On the new page that opens, DevOps engineer
completion. you can watch the state

machine run. The duration

will depend on the number of

Transit Gateway attachments

to process.

On this page, you can
examine each step of the
state machine. You can view
the various tasks within the
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Task

Verify the Transit Gateway
attachment tags.

Verify the CloudWatch event
initiation.

Description

state machine and follow
links to the CloudWatch logs
for the Lambda functions. For
the tasks that run in parallel
within the map, you can use
the Index dropdown list to
view the specific implement
ations for each Region.

Open the VPC console for
the Shared Networking
account, and choose Transit
Gateway Attachments. On
the console, a Name tag is
provided for attachments
that met the criteria (the
attachment is propagated to
a Transit Gateway route table,
and the resource owner is a
member of the organization).

Wait for the CloudWatc
h event to initiate. This is
scheduled for 06:00 UTC.

Then open the Step Functions
console for the Shared
Networking account, and
choose State machines in the
navigation pane.

Select the state machine tgw-
attachment-tagger-state
-machine. Verify that the
solution ran at 06:00 UTC.

Skills required

DevOps engineer

DevOps engineer

Epics
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Related resources

AWS Organizations

AWS Resource Access Manager

Serverless Transit Network Orchestrator

Creating IAM roles

Creating a stack on the AWS CloudFormation console
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More patterns

« Govern permission sets for multiple accounts by using Account Factory for Terraform

« Provision AWS Service Catalog products based on AWS CloudFormation templates by using
GitHub Actions

» Provision least-privilege IAM roles by deploying a role vending machine solution

More patterns 93
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Al & machine learning

Topics

Aggregate data in Amazon DynamoDB for ML forecasting in Athena

Associate an AWS CodeCommit repository in one AWS account with Amazon SageMaker Al

Studio Classic in another account

Automatically extract content from PDF files using Amazon Textract

Build a cold start forecasting model by using DeepAR for time series in Amazon SageMaker Al
Studio Lab

Build an MLOps workflow by using Amazon SageMaker Al and Azure DevOps

Configure model invocation logging in Amazon Bedrock by using AWS CloudFormation

Create a custom Docker container image for SageMaker and use it for model training in AWS
Step Functions

Use Amazon Bedrock agents to automate creation of access entry controls in Amazon EKS
through text-based prompts

Deploy a RAG use case on AWS by using Terraform and Amazon Bedrock

Deploy preprocessing logic into an ML model in a single endpoint using an inference pipeline in
Amazon SageMaker

Develop advanced generative Al chat-based assistants by using RAG and ReAct prompting

Develop a fully automated chat-based assistant by using Amazon Bedrock agents and knowledge
bases

Document institutional knowledge from voice inputs by using Amazon Bedrock and Amazon
Transcribe

Generate personalized and re-ranked recommendations using Amazon Personalize

Streamline machine learning workflows from local development to scalable experiments by
using SageMaker Al and Hydra

Train and deploy a custom GPU-supported ML model on Amazon SageMaker

Translate natural language into query DSL for OpenSearch and Elasticsearch queries

Use Amazon Q Developer as a coding assistant to increase your productivity

Use SageMaker Processing for distributed feature engineering of terabyte-scale ML datasets

Visualize Al/ML model results using Flask and AWS Elastic Beanstalk
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Aggregate data in Amazon DynamoDB for ML forecasting in
Athena

Sachin Doshi and Peter Molnar, Amazon Web Services

Summary

This pattern shows you how to build complex aggregations of Internet of Things (loT) data in an
Amazon DynamoDB table by using Amazon Athena. You also learn how to enrich the data with
machine learning (ML) inference by using Amazon SageMaker Al and how to query geospatial data
by using Athena. You can use this pattern as the basis for creating an ML forecasting solution that
meets your organization's requirements.

For demonstration purposes, this pattern uses an example scenario of a business that's operating
a scooter rideshare and wants to predict the optimal number of scooters that must be deployed
for customers in different urban neighborhoods. The business uses a pre-trained ML model

that predicts customer demand for the next hour based on the past four hours. The scenario
uses a public dataset from the Office of Civic Innovation & Technology for the Louisville Metro

government. The resources for this scenario are available in a GitHub repository.

Prerequisites and limitations

« An active AWS account

« Permissions to create an AWS CloudFormation stack with AWS Identity and Access Management
(IAM) roles for the following:

« Amazon Simple Storage Service (Amazon S3) bucket

Athena

DynamoDB

SageMaker Al
AWS Lambda

Architecture

Technology stack

« Amazon QuickSight
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« Amazon S3

Athena

DynamoDB
Lambda
SageMaker Al

Target architecture

The following diagram shows an architecture for building complex aggregations of data in
DynamoDB by using the querying capabilities of Athena, a Lambda function, Amazon S3 storage, a
SageMaker Al endpoint, and a QuickSight dashboard.

AWS Cloud

loT data
from scooters

E_\

Amazon 53

DynamoDB Lambda function

Athena

~E

SageMaker

__>_,._><_

QuickSight

The diagram shows the following workflow:

1. A DynamoDB table ingests IoT data that's transmitted from a fleet of scooters.

2. A Lambda function loads the DynamoDB table with the ingested data.

3. An Athena query creates a new DynamoDB table for the geospatial data that represents the

urban neighborhoods.

L
2

User

Architecture
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4. The query location is saved in an S3 bucket.

5. An Athena function queries the ML inference from the SageMaker Al endpoint that hosts the
pre-trained ML model.

6. Athena queries data directly from the DynamoDB tables and aggregates the data for analysis.
7. A user views the output of the analyzed data in a QuickSight dashboard.

Tools

AWS services

« Amazon Athena is an interactive query service that helps you analyze data directly in Amazon S3
by using standard SQL.

« Amazon DynamoDB is a fully managed NoSQL database service that provides fast, predictable,

and scalable performance.

« Amazon SageMaker Al is a managed ML service that helps you build and train ML models and
then deploy them into a production-ready hosted environment.

« Amazon Simple Storage Service (Amazon S3) is a cloud-based object storage service that helps

you store, protect, and retrieve any amount of data.

« Amazon QuickSight is a cloud-scale business intelligence (Bl) service that helps you visualize,
analyze, and report your data in a single dashboard.

« AWS Lambda is a compute service that helps you run code without needing to provision or
manage servers. It runs your code only when needed and scales automatically, so you pay only
for the compute time that you use.

Code repository

The code for this pattern is available in the GitHub Use ML predictions over Amazon DynamoDB
data with Amazon Athena ML repository. You can use the CloudFormation template from the
repository to create the following resources used in the example scenario:

« A DynamoDB table
« A Lambda function to load the table with relevant data

» A SageMaker Al endpoint for inference requests, with the pre-trained XGBoost model that's
stored in Amazon S3

« An Athena workgroup named V2EngineWorkGroup
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« Named Athena queries to look up the geospatial shapefiles and predict scooter demand

« A prebuilt Amazon Athena DynamoDB connector that enables Athena to communicate with
DynamoDB and uses AWS Serverless Application Model (AWS SAM) to build the application in
reference to the DynamoDB connector

Epics

Get the example dataset

Task Description Skills required
Download the dataset and 1. Download a public dataset ~ App developer, Data scientist
resources. of dockless vehicle rentals.

For demo purposes, this
data is prepopulated in
DynamoDB as part of
the use case, butin a
production environme

nt you send this data

to DynamoDB through
various mechanisms such
as loT devices or Amazon
Kinesis consumers.
These mechanisms use
Lambda to insert data into
DynamoDB.

2. Download the GIS
shapefiles that represent
the boundaries of historica
L and cultural neighborh
oods within the city of
Louisville, KY. The public
dataset is provided by
the Louisville and Jefferson

County, KY Information

Consortium. The original
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Use a CloudFormation template to deploy the required resources

Task

Create a CloudFormation
stack.

Description

shapefiles are already
converted into a text

file that you can query
with Athena, but you can
find the Python code for
transforming shapefiles

in the Jupyter notebook
at Geo-Spatial processin

g of GIS shapefiles with
Amazon Athena in GitHub.

. Download the pretraine

d Python code that
trains the ML model for

hourly forecasts by using
SageMaker Al and Athena.

. Get the SQL query in

Athena that brings
everything together for
live predictions from the
data stored in DynamoDB.

. (Optionally) Use QuickSigh

t to visualize geospatial

data over a map of Louisvill

e, Kentucky.

Description

1. Download the CloudForm

ation template from the
GitHub repository.

Skills required

Skills required

AWS DevOps

Epics
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Task

Description

(® Note

Sign in to the
AWS Management
Console, and then
choose us-east-1
.: The ML model
is stored in the
Amazon Elastic
Container Registry
(Amazon ECR) for
the us-east-1
AWS Region,
but the pattern is
Region agnostic.
You can replicate
the pattern in any
Region where the
AWS services used
in this pattern are
supported.

. Open the CloudFormation

console, and then choose
Stacks on the navigation
pane.

. Choose Create stack,

and then choose With
existing resources (import
resources).

. On the Identify resources

page, choose Next.

. In the Specify template

section, for Template

Skills required

Epics
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Task

Description

source, select Upload a
template file.

7. Choose File, and then
choose the CloudForm
ation template that you
downloaded earlier.

8. Choose Next, accept the
default parameter values,
and choose Next to step
through the rest of the
setup wizard.

9. Select the I acknowled
ge that AWS CloudForm
ation might create IAM
resources with custom
names check box.

10Choose Create stack.

(® Note

It can take 15-20
minutes for the
CloudFormation
stack to create these
resources.

Skills required

Epics
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Task

Verify the CloudFormation
deployment.

Description

To verify that the sample

data from the CloudForm

ation template is loaded into

DynamoDB, do the following:

1.

Open the DynamoDB
console, and then choose

Tables from the navigation
pane.

. In the Tables section,

check for the DynamoDBT
ableDocklessVehicl
es table.

. After resource creation

is complete, open the
Athena console, and then

choose Workgroups from
the navigation pane.

. Choose the V2EngineW

orkGroup workgroup
, and then choose Switch
workgroup.

. If you get a prompt to save

the query result location,
choose an Amazon S3
location where you have
write permissions.

. Choose Save.

. In the navigation pane,

choose Query editor, and
then select the athena-ml
-db-<your-AwS-acco

unt-number> database.

Skills required

App developer

Epics
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Load geolocation files into Athena

Task

Create an Athena table with
geospatial data.

Description

To load the geolocation files
into Athena, do the following:

1. Open the Athena console,

and then choose Query

editor from the navigation

pane.

2. Choose the Saved queries

tab.
3. Search for and select Q1:
Neighborhoods.

4. To return to the query
editor, choose the Editor
tab.

5. Choose Run. This creates a

table named louisvill
e_ky_neighborhoods
in your database. Make
sure the table is created
in the athena-ml-db-
<your-AWS-account-
number> database.

The query creates a new
table for the geospatial
data that represents the
urban neighborhoods. The
data table is created from
GIS shapefiles. The CREATE

EXTERNAL TABLE statement

defines the schema of the
table and the location and

Skills required

Data engineer

Epics
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Task

Description Skills required

format of the underlying data
file.

For the Python code to
process shapefiles and
produce this table, see Geo-
Spatial processing of GIS

shapefiles with Amazon
Athena in AWS Samples.

For detailed SQL code, see
create_neighborhood_table.s
gl on GitHub.

Predict demand for scooters by neighborhood from the aggregated DynamoDB data

Task

Declare a function in Athena
to query SageMaker Al.

Description Skills required

1. Open the Athena console, Data scientist, Data engineer
choose Query editor from
the navigation pane, and
then choose the Editor tab.

2. Copy and paste the
following SQL statement
into the query editor.

USING EXTERNAL
FUNCTION predict_d

emand

( location_id
BIGINT,

hr BIGINT ,

dow BIGINT,
n_pickup_1 BIGINT,
n_pickup_2 BIGINT,
n_pickup_3 BIGINT,
n_pickup_4 BIGINT,

Epics
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https://github.com/aws-samples/dynamodb-ml-prediction-amazon-athena/blob/main/notebook/GeoSpatialProcessingGISshapefilesWithAmazonAthena.ipynb
https://github.com/aws-samples/dynamodb-ml-prediction-amazon-athena/blob/main/notebook/GeoSpatialProcessingGISshapefilesWithAmazonAthena.ipynb
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https://github.com/aws-samples/dynamodb-ml-prediction-amazon-athena/blob/main/notebook/GeoSpatialProcessingGISshapefilesWithAmazonAthena.ipynb
https://github.com/aws-samples/dynamodb-ml-prediction-amazon-athena/blob/main/sql/create_neighborhood_table.sql
https://github.com/aws-samples/dynamodb-ml-prediction-amazon-athena/blob/main/sql/create_neighborhood_table.sql
https://console.aws.amazon.com/athena/
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Task Description Skills required

n_dropoff_1 BIGINT,
n_dropoff_2 BIGINT,
n_dropoff_3 BIGINT,
n_dropoff_4 BIGINT )
RETURNS DOUBLE
SAGEMAKER '<Your
SageMaker endpoint>'

The first part of the SQL
statement declares the
external function to query
ML inferences from the
SageMaker Al endpoint
that hosts the pre-trained
model.

3. Define the order and type
of the input parameters
and the type of the return
values.

4. Choose Run.
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Predict demand for scooters
by neighborhood from the

aggregated DynamoDB data.

Description

Now you can use Athena

to query transactional data
directly from DynamoDB,
and then aggregate the data
for analysis and forecasti

ng. This isn't easily achieved
by directly querying a
DynamoDB NoSQL database.

1. Open the Athena console,

and then choose the Query
editor from the navigation
pane.

2. Choose the Saved queries
tab.

3. Search for and select Q2:
DynamoDBAthenaMLSc
ooterPredict.

4. To return to the query
editor, choose the Editor
tab.

5. Choose Run.

The SQL statement does the
following:

¢ Uses an Athena Federated

Query to query the
DynamoDB table with the

raw trip data

» Places geographic
coordinates into neighborh
oods by using the geospatia
| functions of Athena

Skills required

App developer, Data scientist

Epics
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Task Description Skills required

« Enriches data with
ML inference by using
SageMaker Al

For information about using
SQL to aggregate DynamoDB
data and SageMaker Al
inference data in Athena, see
athena_long.sql in GitHub.

Verify the output. The output table includes the  App developer, Data scientist
neighborhood, longitude, and
latitude of the centroid of the
neighborhood. It also includes
the number of vehicles that
are predicted for the next
hour.

The query produces the
predictions for a selected
point in time. You can make
predictions for any other time
by changing the expressio

n TIMESTAMP '2019-09-
@7 15:00' everywherein
the statement.

If you have a real-time data
feed in your DynamoDB
table, change the timestamp
to NOW( ).
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Clean up the environment

Task Description Skills required

Delete resources. 1. Open the Athena console App developer, AWS DevOps

and empty the bucket that

you created as part of the
CloudFormation stack.

2. Open the CloudForm
ation console, and then

delete the stack named
bdb-1462-athena-dy
namodb-ml-stack

3. Open the Amazon
CloudWatch console,
and then delete the log

group named /aws/sage
maker/Endpoints/Sg

-athena-ml-dynamod
b-model-endpoint

Related resources

Amazon Athena Query Federation SDK (GitHub)

Querying geospatial data (AWS documentation)

Use ML predictions over Amazon DynamoDB data with Amazon Athena ML (AWS Big Data Blog)
Amazon ElastiCache (Redis OSS) (AWS documentation)

Amazon Neptune (AWS documentation)
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Associate an AWS CodeCommit repository in one AWS account
with Amazon SageMaker Al Studio Classic in another account

Laurens van der Maas and Aubrey Oosthuizen, Amazon Web Services

Summary

Notice: AWS CodeCommit is no longer available to new customers. Existing customers of AWS
CodeCommit can continue to use the service as normal. Learn more

This pattern provides instructions and code on how to associate an AWS CodeCommit repository
in one AWS account (Account A) with Amazon SageMaker Al Studio Classic in another AWS account
(Account B). To set up the association, you must create an AWS Identity and Access Management
(IAM) policy and role in Account A and an IAM inline policy in Account B. Then, you use a shell script
to clone the CodeCommit repository from Account A to Amazon SageMaker Al Classic in Account B.

Prerequisites and limitations

Prerequisites

Two AWS accounts, one containing the CodeCommit repository and the other containing a
SageMaker Al Domain with a user

Provisioned SageMaker Al Domain and user, with internet access or access to CodeCommit and
AWS Security Token Service (AWS STS) through virtual private network (VPC) endpoints

A basic understanding of IAM

A basic understanding of SageMaker Al Studio Classic

A basic understanding of Git and CodeCommit

Limitations

This pattern applies to SageMaker Al Studio Classic only, not to RStudio on Amazon SageMaker Al.
Architecture

Technology stack

« Amazon SageMaker Al

« Amazon SageMaker Al Studio Classic
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https://aws.amazon.com/premiumsupport/knowledge-center/create-and-activate-aws-account/
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https://docs.aws.amazon.com/codecommit/index.html
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e AWS CodeCommit
« AWS ldentity and Access Management (IAM)
o Git

Target architecture

The following diagram shows an architecture that associates a CodeCommit repository from
Account A to SageMaker Al Studio Classic in Account B.

EWS EWS
., Account A .= Account B

8 Execution role and policy
Assumes @
Q sts:AssumeRole SageMakerStudioRole
v
MyCrossAccountRepositoryContributorRole o ‘;
Cross-account inline
policy
> Runs Git commands
</>
AWS CodeCommit repository Amazon SageMaker Studio
Classic

The diagram shows the following workflow:

1. A user assumes the MyCrossAccountRepositoryContributorRole role in Account A
through the sts:AssumeRole role, while using the SageMaker Al execution role in SageMaker
Al Studio Classic in Account B. The assumed role includes the CodeCommit permissions to clone
and interact with the specified repository.

2. The user performs Git commands from the system terminal in SageMaker Al Studio Classic.

Automation and scale

This pattern consists of manual steps that can be automated by using the AWS Cloud Development
Kit (AWS CDK), AWS CloudFormation, or Terraform.

Tools

AWS tools

Tools 111


https://docs.aws.amazon.com/cdk/?id=docs_gateway
https://docs.aws.amazon.com/cdk/?id=docs_gateway
https://docs.aws.amazon.com/cloudformation/?id=docs_gateway
https://www.terraform.io/

AWS Prescriptive Guidance Patterns

« Amazon SageMaker Al is a managed machine learning (ML) service that helps you build and train
ML models and then deploy them into a production-ready hosted environment.

« Amazon SageMaker Al Studio Classic is a web-based, integrated development environment (IDE)
for machine learning that lets you build, train, debug, deploy, and monitor your machine learning
models.

o AWS CodeCommit is a version control service that helps you privately store and manage Git

repositories, without needing to manage your own source control system.

Notice: AWS CodeCommit is no longer available to new customers. Existing customers of AWS
CodeCommit can continue to use the service as normal. Learn more

o AWS ldentity and Access Management (IAM) helps you securely manage access to your AWS

resources by controlling who is authenticated and authorized to use them.

Other tools

« Git is a distributed version-control system for tracking changes in source code during software
development.

Epics

Create an IAM policy and IAM role in Account A

Task Description Skills required
Create an 1AM policy for 1. Sign in to the AWS AWS DevOps
repository access in Account Management Console and

A. open the IAM console.

2. In the navigation pane,
choose Policies, and then
choose Create policy.

3. Choose the JSON tab.

4. Copy the policy statement
from Example IAM policy in
the Additional information
section of this pattern, and
then paste the statement
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Task

Description

into the JSON editor.
Make sure to replace all
placeholder values in the

policy.

. Choose Next:Tags, and

then choose Next:Review.

. For Name, enter a name

for the policy. Note: In this
pattern, the IAM policy is
referred to as CrossAcco
untAccessForMyShar
edDemoRepo , but you
can choose whatever policy
name that you prefer.

7. Choose Create policy.

® Tip
It's a best practice to
restrict the scope of
your |IAM policies to
the minimum required
permissions for your
use case.

Skills required

Epics
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Create an IAM role for
repository access in Account
A.

Description

1.

In the navigation pane of
the IAM console, choose
Roles, and then choose
Create role.

. For Trusted entity type,

select AWS account.

. In the AWS account

section, select Another
AWS account.

. For Account ID, enter the

account ID for Account B.

. On the Add permissio

ns page, search for and
choose the CrossAcco
untAccessForMyShar
edDemoRepo  policy that
you created earlier.

. Choose Next.

. For Role name, enter a

name. Note: In this pattern,
the IAM role name is
referred to as MyCrossAc
countRepositoryCon
tributorRole
can choose whatever role

, but you

name that you prefer.

. Choose Create role, and

then copy the Amazon
Resource Name (ARN) of
the new role.

Skills required

AWS DevOps

Epics
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Create an IAM inline policy in Account B

Task Description Skills required

Attach an inline policy to the 1. In the navigation pane of AWS DevOps

execution role that's attached the IAM console, choose
to your SageMaker Domain Roles.
user in Account B. 2. Search for and choose

the execution role

that's attached to your
SageMaker Al Domain user
in Account B.

3. Choose Add permissions,
and then choose Create
inline policy.

4. Choose the JSON tab.

5. Copy the following policy
statement, and then paste
it into the JSON editor.

"Version":
"2012-10-17",
"Statement": [
{
"Sid":
"VisualEditor@",
"Effect":
"Allow",
"Action":
"sts:AssumeRole",
"Resource
": "arn:aws:
iam: :<Account_A_ID
>:role/<Account_A_
Role_Name>"

}
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Task Description

6.

Replace <Account_
A_ID> with the

account ID for Account

A. Replace <Account_
A_Role_Name> with the
name of the IAM role that
you created earlier.

. Choose Review policy.

. For Name, enter a name

for your inline policy.

. Choose Create policy.

Skills required

Clone the repository in SageMaker Al Studio Classic for Account B

Task Description

Create the shell script in 1.

SageMaker Al Studio Classic
in Account B.

In the navigation pane of
the SageMaker console,

choose Studio.

. Select your user profile and

then choose Open Studio.

. In the Home section,

choose Open Launcher.

. In the Utilities and files

section, choose Text file.

. Copy the script from

Example SageMaker shell
script in the Additional
information section of this
pattern, and then paste
the statement into the new
file. Make sure to replace

Skills required

AWS DevOps

Epics
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Task

Invoke the shell script from
the system terminal.

Additional information

Example IAM policy

Description Skills required

all placeholder values in
the script.

6. Right-click the untitled.
txt tab of your new file,
and then choose Rename
Text. For New Name,
enter cross_account_git_
clone.sh, and then choose
Rename.

1. In the Home section of the ~ AWS DevOps
SageMaker console, choose
Open Launcher.

2. In the Utilities and files
section, choose System
terminal.

3. In the terminal, run the
following command:

chmod u+x ./cross_a
ccount_git_clone.s
h & ./cross_a

ccount_git_clone.sh

You have cloned your
CodeCommit repository

in a SageMaker Al Studio
cross-account. You can now
perform all Git commands
from the system terminal.

Additional information
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If you use this example policy, do the following:

» Replace <CodeCommit_Repository_Region> with the AWS Region for the repository.

» Replace <Account_A_ID> with the account ID for Account A.

« Replace <CodeCommit_Repository_Name> with the name of your CodeCommit repository in

Account A.

{

"Version": "2012-10-17",

"Statement": [
{

"Effect": "Allow",

"Action": [

"codecommit:

"codecommit
"codecommit
"codecommit

"codecommit:
:Describe*",

"codecommit

"codecommit:
"codecommit:
:Merge*",
:Test*",
:Update*",
:GitPull",
:GitPush"

"codecommit
"codecommit
"codecommit
"codecommit
"codecommit

1,

"Resource": [

"arn:aws:codecommit:<CodeCommit_Repository_Region>:<Account_A_ID>:<CodeCommit_Repository_Name>

]

BatchGet*",

:Create*",
:DeleteBranch",
:Get*",

List*",

Put*",
Post*",

Example SageMaker Al shell script

If you use this example script, do the following:

» Replace <Account_A_ID> with the account ID for Account A.

» Replace <Account_A_Role_Name> with the name of the IAM role that you created earlier.
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» Replace <CodeCommit_Repository_Region> with the AWS Region for the repository.

« Replace <CodeCommit_Repository_Name> with the name of your CodeCommit repository in
Account A.

#!/usr/bin/env bash
#Launch from system terminal
pip install --quiet git-remote-codecommit

mkdir -p ~/.aws
touch ~/.aws/config

echo "[profile CrossAccountAccessProfile]

region = <CodeCommit_Repository_Region>
credential_source=EcsContainer

role_arn = arn:aws:iam: :<Account_A_ID>:role/<Account_A_Role_Name>
output = json" > ~/.aws/config

echo '[credential "https://git-
codecommit.<CodeCommit_Repository_Region>.amazonaws.com"]
helper = !aws codecommit credential-helper $@ --profile
CrossAccountAccessProfile
UseHttpPath = true' > ~/.gitconfig

git clone codecommit::<CodeCommit_Repository_Region>://
CrossAccountAccessProfile@<CodeCommit_Repository_Name>
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Automatically extract content from PDF files using Amazon
Textract

Tianxia Jia, Amazon Web Services

Summary

Many organizations need to extract information from PDF files that are uploaded to their business
applications. For example, an organization could need to accurately extract information from tax or
medical PDF files for tax analysis or medical claim processing.

On the Amazon Web Services (AWS) Cloud, Amazon Textract automatically extracts information
(for example, printed text, forms, and tables) from PDF files and produces a JSON-formatted file
that contains information from the original PDF file. You can use Amazon Textract in the AWS

Management Console or by implementing API calls. We recommend that you use programmatic

API calls to scale and automatically process large numbers of PDF files.

When Amazon Textract processes a file, it creates the following list of Block objects: pages,
lines and words of text, forms (key-value pairs), tables and cells, and selection elements. Other
object information is also included, for example, bounding boxes, confidence intervals, IDs, and

relationships. Amazon Textract extracts the content information as strings. Correctly identified and
transformed data values are required because they can be more easily used by your downstream
applications.

This pattern describes a step-by-step workflow for using Amazon Textract to automatically extract
content from PDF files and process it into a clean output. The pattern uses a template matching
technique to correctly identify the required field, key name, and tables, and then applies post-
processing corrections to each data type. You can use this pattern to process different types of PDF
files and you can then scale and automate this workflow to process PDF files that have an identical
format.

Prerequisites and limitations
Prerequisites

« An active AWS account.

« An existing Amazon Simple Storage Service (Amazon S3) bucket to store the PDF files after they
are converted to JPEG format for processing by Amazon Textract. For more information about S3
buckets, see Buckets overview in the Amazon S3 documentation.
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The Textract_PostProcessing.ipynb Jupyter notebook (attached), installed and
configured. For more information about Jupyter notebooks, see Create a Jupyter notebook in the
Amazon SageMaker documentation.

Existing PDF files that have an identical format.
An understanding of Python.

Limitations

Your PDF files must be of good quality and clearly readable. Native PDF files are recommended,
but you can use scanned documents that are converted to a PDF format if all the individual
words are clear. For more information about this, see PDF document preprocessing with Amazon
Textract: Visuals detection and removal on the AWS Machine Learning Blog.

For multipage files, you can use an asynchronous operation or split the PDF files into a single
page and use a synchronous operation. For more information about these two options, see
Detecting and analyzing text in multipage documents and Detecting and analyzing text in single-
page documents in the Amazon Textract documentation.

Architecture

This pattern’s workflow first runs Amazon Textract on a sample PDF file (First-time run) and then
runs it on PDF files that have an identical format to the first PDF (Repeat run). The following
diagram shows the combined First-time run and Repeat run workflow that automatically and
repeatedly extracts content from PDF files with identical formats.

"%_ s Call AP N _@ N [l== Parse N l%  FEdt "% Correction functions
= B B i’ S— (float, integer, date)

New PDF file 33 bucket Amazon Textract Amazon Textract  Formand table TemplateJSON
response [KeyName:ValueType]
First-time run L

Repeat run  —

= 0o Q@ 0
@’j @D Call APl Parse l Post-processing rule
_ _ Parse the response JSON I = P 9 I =
— = — > -@ = > 1= = > L= o
”% "a - - Use template KeyName to B Use template value to &=
B2 &= 53 bucket Amazon Textract ~ Amazon Textract  Formand table  extract formand table Parsed JSON  correcteachvalue  Final output

PDF files with response
dentical formats

The diagram shows the following workflow for this pattern:
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1. Convert a PDF file into JPEG format and store it in an S3 bucket.
2. Call the Amazon Textract APl and parse the Amazon Textract response JSON file.

3. Edit the JSON file by adding the correct KeyName : DataType pair for each required field. Create
a TemplateJSON file for the Repeat run stage.

4. Define the post-processing correction functions for each data type (for example, float, integer,
and date).

. Prepare the PDF files that have an identical format to your first PDF file.
. Call the Amazon Textract APl and parse the Amazon Textract response JSON.

. Match the parsed JSON file with the TemplateJSON file.

o N O U

. Implement post-processing corrections.

The final JSON output file has the correct KeyName and Value for each required field.

Target technology stack

« Amazon SageMaker
« Amazon S3

« Amazon Textract

Automation and scale

You can automate the Repeat run workflow by using an AWS Lambda function that initiates
Amazon Textract when a new PDF file is added to Amazon S3. Amazon Textract then runs the
processing scripts and the final output can be saved to a storage location. For more information
about this, see Using an Amazon S3 trigger to invoke a Lambda function in the Lambda
documentation.

Tools

« Amazon SageMaker is a fully managed ML service that helps you to quickly and easily build and
train ML models, and then directly deploy them into a production-ready hosted environment.

« Amazon Simple Storage Service (Amazon S3) is a cloud-based object storage service that helps

you store, protect, and retrieve any amount of data.

« Amazon Textract makes it easy to add document text detection and analysis to your applications.
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Epics

First-time run

Task Description Skills required

Convert the PDF file. Prepare the PDF file for your Data scientist, Developer
first-time run by splitting
it into a single page and
converting it into JPEG
format for the Amazon

Textract synchronous
operation (Syn API).

(® Note

You can also use the
Amazon Textract
asynchronous

operation (Asyn API)
for multipage PDF

files.
Parse the Amazon Textract Open the Textract_ Data scientist, Developer
response JSON. PostProcessing.ipy

nb Jupyter notebook
(attached) and call the
Amazon Textract API by using
the following code:

response = textract.
analyze_document(
Document={
'S30bject': {
'Bucket':
BUCKET,
"Name':
'{}'.format(filename)
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Task

Edit the TemplateJSON file.

Description
}
}I
FeatureTy
pes=["TABLES",
"FORMS"])

Parse the response JSON into
a form and table by using the
following code:

parseformKV=form_k
v_from_JSON(response)
parseformTable
s=get_tables_from]
SON(response)

Edit the parsed JSON for
each KeyName and correspon
ding DataType (for example,
string, float, integer, or

date), and table headers (for
example, ColumnNames and
RowNames).

This template is used for each
individual PDF file type, which
means that the template can
be reused for PDF files that
have an identical format.

Skills required

Data scientist, Developer

Epics

124



AWS Prescriptive Guidance

Patterns

Task

Define the post-processing
correction functions.

Repeat run

Task

Prepare the PDF files.

Description Skills required

The values in Amazon Data scientist, Developer
Textract's response for the

TemplateJSON file are

strings. There is no different

iation for date, float, integer,

or currency. These values

must be converted to the

correct data type for your

downstream use case.

Correct each data type
according to the Template]
SON file by using the
following code:

finalJSON=postproc

essingCorrection(p
arsedJSON, template
JSON)
Description Skills required
Prepare the PDF files by Data scientist, Developer

splitting them into a single
page and converting them
into JPEG format for the
Amazon Textract synchronous

operation (Syn API).

(® Note

You can also use the
Amazon Textract

Epics
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Task Description Skills required

asynchronous
operation (Asyn API)
for multipage PDF
files.

Call the Amazon Textract API.  Call the Amazon Textract API Data scientist, Developer
by using the following code:

response = textract.
analyze_document(
Document={
'S30bject': {
'Bucket':
BUCKET,
"Name':
'{}'.format(filename)
}
1,
FeatureTy
pes=["TABLES",
"FORMS"])

Parse the Amazon Textract Parse the response JSON into  Data scientist, Developer
response JSON. a form and table by using the
following code:

parseformKV=form_k
v_from_JSON(response)
parseformTable
s=get_tables_from]
SON(response)
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Task

Load the TemplateJSON file
and match it with the parsed
JSON.

Post-processing corrections.

Related resources

Description

Use the TemplateJSON file
to extract the correct key-
value pairs and table by using
the following commands:

form_kv_corrected=
form_kv_correction
(parseformkKV, templ
ateJSON)
form_table_correct
ed=form_Table_corr
ection(parseformTa
bles, template]SON)
form_kv_table_correcte
d_final={**form_kv
_corrected , **form_ta
ble_corrected}

Use DataType in the
TemplateJSON file and
post-processing functions
to correct data by using the
following code:

finalJSON=postproc
essingCorrection(f
orm_kv_table_corre
cted_final, templat
eJSON)

Skills required

Data scientist, Developer

Data scientist, Developer

« Automatically extract text and structured data from documents with Amazon Textract

« Extract text and structured data with Amazon Textract

« Amazon Textract resources

Related resources
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Attachments

To access additional content that is associated with this document, unzip the following file:
attachment.zip
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Build a cold start forecasting model by using DeepAR for time
series in Amazon SageMaker Al Studio Lab

Ivan Cui and Eyal Shacham, Amazon Web Services

Summary

Whether you're allocating resources more efficiently for web traffic, forecasting patient demand
for staffing needs, or anticipating sales of a company’s products, forecasting is an essential tool.
Cold start forecasting builds forecasts for a time series that has little historical data, such as a new
product that just entered the retail market. This pattern uses the Amazon SageMaker Al DeepAR
forecasting algorithm to train a cold start forecasting model and demonstrates how to perform
forecasting on cold start items.

DeepAR is a supervised learning algorithm for forecasting scalar (one-dimensional) time series
using recurrent neural networks (RNN). DeepAR takes the approach of training a single model
jointly over all of the time series of related products’ time series.

Traditional time series forecasting methods such as autoregressive integrated moving average
(ARIMA) or exponential smoothing (ETS) rely heavily on historical time series of each individual
product. Therefore, those methods aren't effective for cold start forecasting. When your dataset
contains hundreds of related time series, DeepAR outperforms the standard ARIMA and ETS
methods. You can also use the trained model to generate forecasts for new time series that are
similar to the time series that it has been trained on.

Prerequisites and limitations

Prerequisites

« An active AWS account.
« An Amazon SageMaker Al domain.

« An Amazon SageMaker Al Studio Lab or Jupiter lab application.

« An Amazon Simple Storage Service (Amazon S3) bucket with read and write permissions.
« Knowledge of programming in Python.

« Knowledge of using a Jupyter notebook.
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Limitations

 Invoking the forecast model without any historical data points will return an error. Invoking the
model with minimal historical data points will return inaccurate predictions with high confidence.
This pattern suggests an approach to resolving these known limitations of cold start forecasting.

« Some AWS services aren't available in all AWS Regions. For Region availability, see AWS services
by Region. For specific endpoints, see Service endpoints and quotas, and choose the link for the

service.

Product versions

« Python version 3.10 or later.

« The pattern’s notebook was tested in Amazon SageMaker Al Studio on an ml.t3.medium instance
with the Python 3 (Data Science) kernel.

Architecture

The following diagram shows the workflow and architecture components for this pattern.
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The workflow performs the following tasks:

1.

Input files of training and testing data are synthesized and then uploaded to an Amazon S3
bucket. This data includes multiple time series with categorical and dynamic features, along with
target values (to be predicted). The Jupyter notebook visualizes the data to better understand
the requirements of the training data and the expected predicted values.

. A hyperparameters tuner job is created to train the model and find the best model based on

predefined metrics.

. The input files are downloaded from the Amazon S3 bucket to each instance of the

hyperparameters tuning jobs.

. After the tuner job selects the best model based on the tuner’s predefined threshold, the model

is deployed as a SageMaker Al endpoint.
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5. The deployed model is then ready to be invoked where its predictions are validated against the
test data.

The notebook demonstrates how well the model predicts the target values when an adequate
number of historical data points are available. However, when we invoke the model with fewer
historical data points (which represent a cold product), the model's predictions do not match the
original testing data even within the model's confidence levels. In the pattern, a new model is built
for cold products where its initial context length (predicted points) is defined as the amount of
available historical points, and a new model is trained iteratively as new data points are acquired.
The notebook shows that the model will have accurate predictions as long as the amount of
historical data points is close to its context length.

Tools

AWS services

AWS Identity and Access Management (IAM) helps you securely manage access to your AWS
resources by controlling who is authenticated and authorized to use them.

« Amazon SageMaker Al is a managed machine learning (ML) service that helps you build and train
ML models and then deploy them into a production-ready hosted environment.

« Amazon SageMaker Al Studio is a web-based, integrated development environment (IDE) for ML
that lets you build, train, debug, deploy, and monitor your ML models.

« Amazon Simple Storage Service (Amazon S3) is a cloud-based object storage service that helps
you store, protect, and retrieve any amount of data.

Other tools

« Python is a general-purpose computer programming language.

Code repository

The code for this pattern is available in the GitHub DeepAR-ColdProduct-Pattern repository.

Best practices

« Train your model in a virtual environment, and always use version control for the highest
reproducibility effort.
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« Include as many high-quality categorical features as you can to get the highest predictive model.

« Make sure that the metadata contains similar categorical items in order for the model to infer
cold start products predictions adequately.

« Run a hyperparameter tuning job to get the highest predictive model.

« In this pattern, the model you build has a context length of 24 hours, which means that it will
predict the next 24 hours. If you try to predict the next 24 hours when you have less than 24
hours of data historically, the model's prediction accuracy degrades linearly based on the amount
of historical data points. To mitigate this issue, create a new model for each set of historical data
points until this number reaches the desired prediction (context) length. For example, start with
a context length model of 2 hours, then increase the model progressively to 4 hours, 8 hours, 16
hours, and 24 hours.

Epics

Start your SageMaker Al Studio Classic application

Task Description Skills required
Start your notebook 1. Sign in to the AWS Data scientist
environment. Management Console, and

open the SageMaker Al
Studio home page. Then
choose Open Studio.

2. In the left navigation pane,
choose the Studio Classic
icon in Applications. Then,
choose the Open button
on the Application list.

For more information, see
Launch Amazon SageMaker
Al Studio in the SageMaker Al
documentation.
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Create and activate the notebook

Task

Set up your virtual environme
nt for model training.

Create and validate a
forecasting model.

Description

To set up your virtual

environment for model

training, do the following:

1.

Download the deepar_sy
nthetic.ipynb
notebook from this
pattern’s GitHub repository
to your local machine.

. In Amazon SageMaker Al

Studio Classic, choose the
Upload Files icon from the
Studio Classic menu bar
and select the downloaded
notebook.

. Choose the notebook in

the File Browser in the left
navigation pane. Follow
the prompts to set up a
notebook environment.
Select the Data Science
3.0 Image and Python 3
Kernel.

For more information, see
Upload Files to SageMaker

Al Studio Classic in the

SageMaker Al documentation.

Follow the instructions in
the notebook to create the
training and testing data,

Skills required

Data scientist

Data scientist

Epics
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Task Description Skills required

train the model, and then
invoke the model.

o Observe how accurate the
model’s predictions are
when it's provided with
adequate historical data
points.

Related resources

e DeepAR Hyperparameters

» Forecasting demand for new product introductions by using AWS machine learning services

« Launch Amazon SageMaker Al Studio Classic

» Use the SageMaker Al DeepAR forecasting algorithm
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Build an MLOps workflow by using Amazon SageMaker Al and
Azure DevOps

Deepika Kumar, Sara van de Moosdijk, and Philips Kokoh Prasetyo, Amazon Web Services

Summary

Machine learning operations (MLOps) is a set of practices that automate and simplify machine
learning (ML) workflows and deployments. MLOps focuses on automating the ML lifecycle. It

helps ensure that models are not just developed but also deployed, monitored, and retrained
systematically and repeatedly. It brings DevOps principles to ML. MLOps results in faster
deployment of ML models, better accuracy over time, and stronger assurance that they provide real
business value.

Organizations often have existing DevOps tools and data storage solutions before starting their
MLOps journey. This pattern showcases how to harness the strengths of both Microsoft Azure
and AWS. It helps you integrate Azure DevOps with Amazon SageMaker Al to create an MLOps
workflow.

The solution simplifies working between Azure and AWS. You can use Azure for development and
AWS for machine learning. It promotes an effective process for making machine learning models
from start to finish, including data handling, training, and deployment on AWS. For efficiency, you
manage these processes through Azure DevOps pipelines. The solution is applicable to foundation
model operations (FMOps) and large language model operations (LLMOps) in generative Al, which
includes fine-tuning, vector databases, and prompt management.

Prerequisites and limitations
Prerequisites

o Azure subscription — Access to Azure services, such as Azure DevOps, for setting up the
continuous integration and continuous deployment (Cl/CD) pipelines.

» Active AWS account — Permissions to use the AWS services used in this pattern.
» Data - Access to historical data for training the machine learning model.

« Familiarity with ML concepts — Understanding of Python, Jupyter Notebooks, and machine
learning model development.

» Security configuration — Proper configuration of roles, policies, and permissions across both
Azure and AWS to ensure secure data transfer and access.
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« (Optional) Vector database - If you're using a Retrieval Augmented Generation (RAG) approach
and a third-party service for the vector database, you need access to the external vector
database.

Limitations

» This guidance does not discuss secure cross-cloud data transfers. For more information about
cross-cloud data transfers, see AWS Solutions for Hybrid and Multicloud.

« Multicloud solutions may increase latency for real-time data processing and model inference.

» This guidance provides one example of a multi-account MLOps architecture. Adjustments are
necessary based on your machine learning and AWS strategy.

» This guidance does not describe the use of Al/ML services other than Amazon SageMaker Al.

« Some AWS services aren't available in all AWS Regions. For Region availability, see AWS services
by Region. For specific endpoints, see the Service endpoints and quotas page, and choose the
link for the service.

Architecture

Target architecture

The target architecture integrates Azure DevOps with Amazon SageMaker Al, creating a cross-
cloud ML workflow. It uses Azure for Cl/CD processes and SageMaker Al for ML model training and
deployment. It outlines the process of obtaining data (from sources such as Amazon S3, Snowflake,
and Azure Data Lake) through model building and deployment. Key components include CI/CD
pipelines for model building and deployment, data preparation, infrastructure management, and
Amazon SageMaker Al for training and fine-tuning, evaluation, and deployment of ML models. This
architecture is designed to provide efficient, automated, and scalable ML workflows across cloud
platforms.
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The architecture consists of the following components:

1. Data scientists perform ML experiments in the development account to explore different

approaches for ML use cases by using various data sources. Data scientists perform unit tests

and trials, and to track their experiments, they can use Amazon SageMaker Al with MLflow. In

generative Al model development, data scientists fine-tune foundation models from Amazon

SageMaker Al JumpStart model hub. Following model evaluation, data scientists push and

merge the code to the Model Build repository, which is hosted on Azure DevOps. This repository

contains code for a multi-step model building pipeline.

Architecture

138


https://docs.aws.amazon.com/sagemaker/latest/dg/mlflow.html

AWS Prescriptive Guidance Patterns

2.

On Azure DevOps, the Model Build pipeline, which provides continuous integration (Cl), can be
activated automatically or manually upon code merge to the main branch. In the Automation
account, this activates the SageMaker Al pipeline for data preprocessing, model training and
fine-tuning, model evaluation, and conditional model registration based on accuracy.

. The Automation account is a central account across ML platforms that hosts ML environments

(Amazon ECR), models (Amazon S3), model metadata (SageMaker Al Model Registry), features
(SageMaker Al Feature Store), automated pipelines (SageMaker Al Pipelines), and ML log insights
(CloudWatch). For a generative Al workload, you might require additional evaluations for
prompts in the downstream applications. A prompt management application helps to streamline
and automate the process. This account allows reusability of ML assets and enforces best
practices accelerate delivery of ML use cases.

. The latest model version is added to SageMaker Al Model Registry for review. It tracks model

versions and respective artifacts (lineage and metadata). It also manages the status of the model
(approve, reject, or pending), and it manages the version for downstream deployment.

. After a trained model in Model Registry is approved through the studio interface or an API

call, an event can be dispatched to Amazon EventBridge. EventBridge starts the Model Deploy
pipeline on Azure DevOps.

. The Model Deploy pipeline, which provides continuous deployment (CD), checks out the source

from the Model Deploy repository. The source contains code, the configuration for the model
deployment, and test scripts for quality benchmarks. The Model Deploy pipeline can be tailored
to your inference type.

. After quality control checks, the Model Deploy pipeline deploys the model to the Staging

account. The Staging account is a copy of the Production account, and it is used for integration
testing and evaluation. For a batch transformation, the Model Deploy pipeline can automatically
update the batch inference process to use the latest approved model version. For a real-time,
serverless, or asynchronous inference, it sets up or updates the respective model endpoint.

. After successful testing in the Staging account, a model can be deployed to the Production

account by manual approval through the Model Deploy pipeline. This pipeline provisions a
production endpoint in the Deploy to production step, including model monitoring and a data
feedback mechanism.

. After the model is in production, use tools such as SageMaker Al Model Monitor and SageMaker

Al Clarify to identify bias, detect drift, and continuously monitor the model's performance.

Automation and scale
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Use infrastructure as code (laC) to automatically deploy to multiple accounts and environments.
By automating the process of setting up an MLOps workflow, it is possible to separate the
environments used by ML teams working on different projects. AWS CloudFormation helps you
model, provision, and manage AWS resources by treating infrastructure as code.

Tools

AWS services

« Amazon SageMaker Al is a managed ML service that helps you build and train ML models and
then deploy them into a production-ready hosted environment.

o AWS Glue is a fully managed extract, transform, and load (ETL) service. It helps you reliably
categorize, clean, enrich, and move data between data stores and data streams.

« Amazon Simple Storage Service (Amazon S3) is a cloud-based object storage service that helps
you store, protect, and retrieve any amount of data. In this pattern, Amazon S3 is used for data
storage and integrated with SageMaker Al for model training and model objects.

« AWS Lambda is a compute service that helps you run code without needing to provision or
manage servers. It runs your code only when needed and scales automatically, so you pay only
for the compute time that you use. In this pattern, Lambda is used for data pre-processing and
post-processing tasks.

« Amazon Elastic Container Registry (Amazon ECR) is a managed container image registry service
that's secure, scalable, and reliable. In this pattern, it stores Docker containers that SageMaker Al
uses as training and deployment environments.

« Amazon EventBridge is a serverless event bus service that helps you connect your applications
with real-time data from a variety of sources. In this pattern, EventBridge orchestrates event-
driven or time-based workflows that initiate automatic model retraining or deployment.

« Amazon API Gateway helps you create, publish, maintain, monitor, and secure REST, HTTP, and
WebSocket APIs at any scale. In this pattern, it is used to create an external-facing, single point
of entry for SageMaker Al endpoints.

» For RAG applications, you can use AWS services, such as Amazon OpenSearch Service and

Amazon RDS for PostgreSQL, to store the vector embeddings that provide the LLM with your

internal data.

Other tools
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Azure DevOps helps you manage ClI/CD pipelines and facilitate code builds, tests, and
deployment.

Azure Data Lake Storage or Snowflake are possible third-party sources of training data for ML
models.

Pinecone, Milvus, or ChromaDB are possible third-party vector databases to store vector
embeddings.

Best practices

Before implementing any component of this multicloud MLOps workflow, complete the following

activities:

Define and understand the machine learning workflow and the tools required to support it.
Different use cases require different workflows and components. For example, a feature store
might be required for feature reuse and low latency inference in a personalization use case,
but it may not be required for other use cases. Understanding the target workflow, use case
requirements, and preferred collaboration methods of the data science team is needed to
successfully customize the architecture.

Create a clear separation of responsibility for each component of the architecture. Spreading
data storage across Azure Data Lake Storage, Snowflake, and Amazon S3 can increase
complexity and cost. If possible, choose a consistent storage mechanism. Similarly, avoid using a
combination of Azure and AWS DevOps services, or a combination of Azure and AWS ML services.

Choose one or more existing models and datasets to perform end-to-end testing of the MLOps
workflow. The test artifacts should reflect real use cases that the data science teams develop
when the platform enters production.

Epics

Design your MLOps architecture

Task Description Skills required
Identify data sources. Based on current and future Data engineer, Data scientist,
use cases, available data Cloud architect

sources, and types of data
(such as confidential data),
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Task

Choose applicable services.

Description

document the data sources
that need to be integrated
with the MLOps platform.
Data can be stored in Amazon
S3, Azure Data Lake Storage,
Snowflake, or other sources.
For generative Al workloads
, data might also include

a knowledge base that
grounds the generated
response. This data is stored
as vector embeddings in
vector databases. Create a
plan for integrating these
sources with your platform
and securing access to the
correct resources.

Customize the architect

ure by adding or removing
services based on the desired
workflow of the data science
team, applicable data sources,
and existing cloud architect
ure. For example, data
engineers and data scientists
may perform data preproces
sing and feature engineering
in SageMaker Al, AWS Glue,
or Amazon EMR. It is unlikely
that all three services would
be required.

Skills required

AWS administrator, Data
engineer, Data scientist, ML
engineer

Epics

142



AWS Prescriptive Guidance Patterns

Task Description Skills required
Analyze security requireme Gather and document AWS administrator, Cloud
nts. security requirements. This architect

includes determining:

» Which teams or engineers
can access specific data
sources

» Which teams or engineers
can access pre-trained
foundation models

« Whether teams are allowed
to access the code and
models of other teams

» Which permissions (if any)
team members should
have for non-development
accounts

« Which security measures
need to be implement
ed for cross-cloud data
transfer

For more information about
securing generative Al
workloads, see Securing
generative Al: An introduction

to the Generative Al Security
Scoping Matrix (AWS blog
post).
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Set up AWS Organizations

Task

Set up AWS Organizations.

Description

Set up AWS Organizations
on the root AWS account.
This helps you manage the
subsequent accounts that
you create as part of a multi-
account MLOps strategy.

For more information, see
the AWS Organizations
documentation.

Set up the development environment and versioning

Task

Create an AWS development
account.

Create a Model Build
repository.

Description

Create an AWS account where
data engineers and data
scientists have permissions

to experiment and create ML
models. For instructions, see
Creating a member account in

your organization in the AWS

Organizations documenta
tion.

Create a Git repository in
Azure where data scientists
can push their model build
and deployment code after
the experimentation phase
is complete. For instructions,
see Set up a Git repository in

Skills required

AWS administrator

Skills required

AWS administrator

DevOps engineer, ML
engineer

Epics
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Task Description Skills required

the Azure DevOps documenta

tion.
Create a Model Deploy Create a Git repository in DevOps engineer, ML
repository. Azure that stores standard engineer

deployment code and
templates. It should include
code for every deploymen

t option that the organizat
ion uses, as identified in the
design phase. For example,

it should include real-

time endpoints, asynchron
ous endpoints, serverless
inference, or batch transform
s. For instructions, see Set up
a Git repository in the Azure

DevOps documentation.

Create an Amazon ECR Set up an Amazon ECR ML engineer
repository. repository that stores the

approved ML environments

as Docker images. Allow data

scientists and ML engineers

to define new environments.

For instructions, see Creating

a private repository in the

Amazon ECR documentation.
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Task

Set up SageMaker Al Studio.

Integrate CI/CD pipelines

Task

Create an Automation
account.

Description

Set up SageMaker Al Studio
on the development account
according to the previously
defined security requireme
nts, preferred data science
tools (such as MLflow),

and preferred integrated
development environment
(IDE). Use lifecycle configura
tions to automate the
installation of key functiona
lity and create a uniform
development environment
for data scientists. For more
information, see Amazon
SageMaker Al Studio and
MLflow tracking server in the

SageMaker Al documentation.

Description

Create an AWS account where
automated pipelines and jobs
run. You can give data science
teams read access to this
account. For instructions, see
Creating a member account in

your organization in the AWS

Organizations documenta
tion.

Skills required

Data scientist, ML engineer,
Prompt engineer

Skills required

AWS administrator

Epics
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Task Description Skills required

Set up a model registry. Set up SageMaker Al Model ML engineer
Registry in the Automatio
n account. This registry
stores the metadata for ML
models and helps certain data
scientists or team leads to
approve or reject models.
For more information, see
Register and deploy models

with Model Registry in the

SageMaker Al documentation.

Create a Model Build pipeline.  Create a Cl/CD pipeline in DevOps engineer, ML
Azure that starts manually engineer
or automatically when code
is pushed to the Model Build
repository. The pipeline
should check out the source
code and create or update
a SageMaker Al pipeline in
the Automation account. The
pipeline should add a new
model to the model registry.

For more information about
creating a pipeline, see the
Azure Pipelines documenta

tion.
Build the deployment stack
Task Description Skills required
Create AWS staging and Create AWS accounts for AWS administrator
deployment accounts. staging and deployment of
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Task

Set up S3 buckets for model
monitoring.

Description

ML models. These accounts
should be identical to allow
for accurate testing of the
models in staging before
moving to production. You
can give data science teams
read access to the staging

account. For instructions, see
Creating a member account in

your organization in the AWS

Organizations documenta
tion.

Complete this step if you
want to enable model
monitoring for the deployed
models that are created by
the Model Deploy pipeline.
Create Amazon S3 buckets
for storing the input and
output data. For more
information about creating
S3 buckets, see Creating

a bucket in the Amazon

S3 documentation. Set up
cross-account permissio

ns so that the automated
model monitoring jobs run
in the Automation account.
For more information, see
Monitor data and model

quality in the SageMaker Al
documentation.

Skills required

ML engineer

Epics
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Task Description Skills required
Create a Model Deploy Create a CI/CD pipeline in DevOps engineer, ML
pipeline. Azure that starts when a engineer

model is approved in the
model registry. The pipeline
should check out the source
code and model artifact, build
the infrastructure templates
for deploying the model in
the staging and production
accounts, deploy the model
in the staging account, run
automated tests, wait for
manual approval, and deploy
the approved model into the
production account. For more
information about creating

a pipeline, see the Azure

Pipelines documentation.

(Optional) Automate ML environment infrastructure

Task Description Skills required

Build AWS CDK or CloudForm  Define AWS Cloud Developme AWS DevOps

ation templates. nt Kit (AWS CDK) or AWS
CloudFormation templates
for all environments that
need to be deployed
automatically. This might
include the development
environment, automation
environment, and staging and
deployment environments.
For more information, see
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Task

Create an Infrastructure
pipeline.

Description Skills required

the AWS CDK and CloudForm
ation documentation.

Create a CI/CD pipeline in
Azure for infrastructure

DevOps engineer

deployment. An administrator
can initiate this pipeline to
create new AWS accounts and
set up the environments that

the ML team requires.

Troubleshooting

Issue

Insufficient monitoring and drift detection

— Inadequate monitoring can lead to missed
detection of model performance issues or data
drift.

Cl pipeline trigger errors — The Cl pipeline in
Azure DevOps might not be triggered upon
code merge due to misconfiguration.

Governance — The central Automation account
might not enforce best practices across ML
platforms, leading to inconsistent workflows.

Model registry approval delays - This
happens when there's a delay in checking and
approving the model, either because people

Solution

Strengthen monitoring frameworks with tools
such as Amazon CloudWatch, SageMaker Al
Model Monitor, and SageMaker Al Clarify.
Configure alerts for immediate action on
identified issues.

Check the Azure DevOps project settings to
ensure that the webhooks are properly set
up and pointing to the correct SageMaker Al
endpoints.

Audit the Automation account settings,
ensuring that all ML environments and models
conform to predefined best practices and
policies.

Implement a notification system to alert
stakeholders of models that are pending
approval, and streamline the review process.

Troubleshooting
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Issue

take time to review it or because of technical
issues.

Model deployment event failures — Events
dispatched to start model deployment
pipelines might fail, causing deployment
delays.

Production deployment bottlenecks -
Manual approval processes can create
bottlenecks, delaying the production
deployment of models.

Related resources

AWS documentation

« Amazon SageMaker Al documentation

Solution

Confirm that Amazon EventBridge has the
correct permissions and event patterns to
invoke Azure DevOps pipelines successfully.

Optimize the approval workflow within the
model deploy pipeline, promoting timely
reviews and clear communication channels.

o Machine Learning Lens (AWS Well Architected Framework)

« Planning for successful MLOps (AWS Prescriptive Guidance)

Other AWS resources

« MLOps foundation roadmap for enterprises with Amazon SageMaker Al (AWS blog post)

o AWS Summit ANZ 2022 - End-to-end MLOps for architects (YouTube video)

« FMOps/LLMOps: Operationalize generative Al and differences with MLOps (AWS blog post)

» Operationalize LLM Evaluation at Scale using Amazon SageMaker Al Clarify and MLOps services

(AWS blog post)

« The role of vector databases in generative Al applications (AWS blog post)

Azure documentation

o Azure DevOps documentation

» Azure Pipelines documentation

Related resources
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Configure model invocation logging in Amazon Bedrock by
using AWS CloudFormation

Vikramaditya Bhatnagar, Amazon Web Services

Summary

You can configure Amazon Bedrock to collect invocation logs, model input data, and model
output data for all model invocations in your AWS account. This is a best practice for building
robust generative Al applications with Amazon Bedrock. You can store model invocation logs in an
Amazon CloudWatch Logs log group, in an Amazon Simple Storage Service (Amazon S3) bucket,
or in both. Having log data in CloudWatch Logs helps you create custom metric filters, alarms, and
dashboards. Amazon S3 is ideal for replicating data across AWS Regions or for long-term storage,
as governed by your organization's policies.

This pattern provides a sample AWS CloudFormation template that uses an infrastructure as
code (laC) approach to configure model invocation logging for Amazon Bedrock. The template
configures log storage in both CloudWatch Logs and Amazon S3.

Prerequisites and limitations

Prerequisites

« An active AWS account
« The following permissions:
» Permissions to create CloudFormation stacks
« Permissions to access Amazon Bedrock
« Permissions to create and access Amazon S3 buckets
« Permissions to create and access CloudWatch Logs log groups
» Permissions to create and access AWS Lambda functions

» Permissions to create and access AWS Key Management Service (AWS KMS) keys

Limitations

This pattern logs model invocations to both CloudWatch Logs and Amazon S3. It does not support
choosing only one of these two services.
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Architecture

Target architecture

The CloudFormation template provisions the following resources in your target AWS account:

A CloudWatch Logs log group for storing model invocation logs

An Amazon S3 bucket for storing model invocation logs and a corresponding bucket policy

An Amazon S3 bucket for storing server-side access logs and a corresponding bucket policy

An AWS Lambda function that configures logging settings in Amazon Bedrock

An AWS KMS key and a corresponding key alias

An AWS Identity and Access Management (IAM) service role for Amazon Bedrock

The following diagram shows how invocation logs are stored after you deploy the CloudFormation
stack associated with this pattern. Amazon Bedrock publishes log data when the foundation model
delivers text, an image, a video, or embedding data. As shown in the diagram, the Amazon S3
buckets and the CloudWatch Logs log group are encrypted with an AWS KMS key.

Architecture 154



AWS Prescriptive Guidance

Patterns

. -1

AWS Cloud

& [

CloudFormation stack

> ZQ<

CloudWatch Logs

User

Log group

Amazon Bedrock @ . (i?
Foundation model ~ o
2
53 bucket AWS KMS
Model invocation logs Key

> () @(—/

53 bucket
Server-side access logs

ko\v

The diagram shows the following workflow:

1. A user submits a query to a foundation model in Amazon Bedrock.

2. Amazon Bedrock assumes the |IAM service role.

3. Amazon Bedrock generates log data and stores it in an CloudWatch Logs log group and in an
Amazon S3 bucket.

. If a user reads, uploads, or deletes any files in the Amazon S3 bucket that contains the model

invocation logs, those activities are logged in another Amazon S3 bucket for server-side access

logs.
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Automation and scale

To scale this solution, you can deploy the CloudFormation template as a stack set to multiple
AWS Regions and AWS accounts. For more information, see Managing stacks across accounts and

Regions with StackSets in the CloudFormation documentation.

Tools

AWS services

« Amazon Bedrock is a fully managed service that makes high-performing foundation models
(FMs) from leading Al companies and Amazon available for your use through a unified API.

o AWS CloudFormation helps you set up AWS resources, provision them quickly and consistently,
and manage them throughout their lifecycle across AWS accounts and AWS Regions.

« Amazon CloudWatch Logs helps you centralize the logs from all of your systems, applications,
and AWS services so you can monitor them and archive them securely.

« AWS ldentity and Access Management (IAM) helps you securely manage access to your AWS

resources by controlling who is authenticated and authorized to use them.

« AWS Lambda is a compute service that helps you run code without needing to provision or
manage servers. It runs your code only when needed and scales automatically, so you pay only
for the compute time that you use.

« AWS Key Management Service (AWS KMS) helps you create and control cryptographic keys to
help protect your data.

« Amazon Simple Storage Service (Amazon S3) is an object storage service that offers industry-
leading scalability, data availability, security, and performance.

Other tools

« Gitis an open source, distributed version control system.

Code repository

The code for this pattern is available in the GitHub enable-bedrock-logging-using-cloudformation
repository.
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Epics

Create the CloudFormation stack

Task Description
Download the CloudForm Download the CloudForm
ation template. ation template from the

GitHub repository.

Deploy the template. Create a stack in your target
account and Region. In the
Parameters section, specify
values for the parameter
s that are defined in the
template. For instructions,
see Creating a stack in the

CloudFormation documenta

tion.
Test the solution
Task Description
Enable model access. In Amazon Bedrock, add

access to the foundation
model. For instructions, see
Add or remove access to

Amazon Bedrock foundatio

n models in the Amazon
Bedrock documentation.

Run a sample prompt. In Amazon Bedrock playgroun
ds, run a sample prompt. For
instructions, see Generate
responses in the console

using playgrounds in the

Skills required

Cloud architect

Cloud architect

Skills required

Cloud architect

Cloud architect

Epics
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Task

Review the logging configura
tion.

Review the Amazon S3
bucket.

Description

Skills required

Amazon Bedrock documenta

tion.

1.

. Sign into the Amazon

Cloud architect
Bedrock console.

. In the navigation bar,

choose the AWS Region
where you deployed the
CloudFormation stack.

. In the left navigation pane,

under Bedrock configura
tions, choose Settings.

Confirm the following:

« Model invocation logging
is enabled.

 All data types are
selected.

» For logging destinations,
Both S3 and CloudWatc
h Logs is selected.

In the S3 configurations Cloud architect
section, choose Browse

S3. This opens the target

bucket in the Amazon S3

console.

. Confirm that logging data

is present for the sample
prompt that you previously
ran.
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Task

Review the log group.

Related resources

AWS documentation

Description

1.

Navigate back to the
Settings page in the
Amazon Bedrock console.

. In the CloudWatch Logs

configurations section,
review the settings for
the CloudWatch Logs log
group. Make note of the
log group name.

. Open the CloudWatch

console.

In the navigation pane,
under Logs, choose Log
groups.

. Choose the name of the

log group where Amazon
Bedrock publishes log data.

. Confirm that logging data

is present for the sample
prompt that you previously
ran.

Accessing an Amazon S3 bucket (Amazon S3 documentation)
Creating and managing stacks (CloudFormation documentation)

Monitor model invocation (Amazon Bedrock documentation)

AWS blog posts

Skills required

Cloud architect

Working with log groups and log streams (CloudWatch Logs documentation)

Related resources
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« Monitoring Generative Al applications using Amazon Bedrock and Amazon CloudWatch

integration

» Best practices for building robust generative Al applications with Amazon Bedrock Agents — Part
]

» Best practices for building robust generative Al applications with Amazon Bedrock Agents — Part
2

Related resources 160
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Create a custom Docker container image for SageMaker and use
it for model training in AWS Step Functions

Julia Bluszcz, Aubrey Oosthuizen, Mohan Gowda Purushothama, Neha Sharma, and Mateusz
Zaremba, Amazon Web Services

Summary

This pattern shows how to create a Docker container image for Amazon SageMaker and use it for a

training model in AWS Step Functions. By packaging custom algorithms in a container, you can run

almost any code in the SageMaker environment, regardless of programming language, framework,
or dependencies.

In the example SageMaker notebook provided, the custom Docker container image is stored in

Amazon Elastic Container Registry (Amazon ECR). Step Functions then uses the container that's

stored in Amazon ECR to run a Python processing script for SageMaker. Then, the container exports
the model to Amazon Simple Storage Service (Amazon S3).

Prerequisites and limitations
Prerequisites

« An active AWS account

o An AWS Identity and Access Management (IAM) role for SageMaker with Amazon S3 permissions

« An IAM role for Step Functions

 Familiarity with Python

« Familiarity with the Amazon SageMaker Python SDK

« Familiarity with the AWS Command Line Interface (AWS CLI)
« Familiarity with AWS SDK for Python (Boto3)

« Familiarity with Amazon ECR

 Familiarity with Docker

Product versions

« AWS Step Functions Data Science SDK version 2.3.0
« Amazon SageMaker Python SDK version 2.78.0
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Architecture

The following diagram shows an example workflow for creating a Docker container image for
SageMaker, then using it for a training model in Step Functions:

E AWS Cloud
Amazon SageMaker Amazon ECR Step Functions workflow

Private registry

Notebook Docker container image

I

I

I

|

I
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The diagram shows the following workflow:

1. A data scientist or DevOps engineer uses a Amazon SageMaker notebook to create a custom
Docker container image.

2. A data scientist or DevOps engineer stores the Docker container image in an Amazon ECR private
repository that's in a private registry.

3. A data scientist or DevOps engineer uses the Docker container to run a Python SageMaker
processing job in a Step Functions workflow.

Automation and scale

The example SageMaker notebook in this pattern uses an m1.m5.xlarge notebook instance type.
You can change the instance type to fit your use case. For more information about SageMaker
notebook instance types, see Amazon SageMaker Pricing.

Tools

« Amazon Elastic Container Registry (Amazon ECR) is a managed container image registry service
that's secure, scalable, and reliable.

« Amazon SageMaker is a managed machine learning (ML) service that helps you build and train
ML models and then deploy them into a production-ready hosted environment.
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« Amazon SageMaker Python SDK is an open source library for training and deploying machine-
learning models on SageMaker.

« AWS Step Functions is a serverless orchestration service that helps you combine AWS Lambda
functions and other AWS services to build business-critical applications.

« AWS Step Functions Data Science Python SDK is an open source library that helps you create
Step Functions workflows that process and publish machine learning models.

Epics

Create a custom Docker container image and store it in Amazon ECR

Task Description Skills required

Setup Amazon ECR and create If you haven't already, set up DevOps engineer
a new private registry. Amazon ECR by following the
instructions in Setting up with

Amazon ECR in the Amazon
ECR User Guide. Each AWS
account is provided with a
default private Amazon ECR
registry.

Create an Amazon ECR Follow the instructions in DevOps engineer
private repository. Creating a private repositor

y in the Amazon ECR User

Guide.

(® Note

The repository that
you create is where
you'll store your
custom Docker
container images.
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Task

Create a Dockerfile that
includes the specifica
tions needed to run your

SageMaker processing job.

Description Skills required

Create a Dockerfile that
includes the specifica

DevOps engineer

tions needed to run your
SageMaker processing job by
configuring a Dockerfile. For
instructions, see Adapting
your own training container

in the Amazon SageMaker
Developer Guide.

For more information about
Dockerfiles, see the Dockerfil
e Reference in the Docker
documentation.

Example Jupyter notebook
code cells to create a
Dockerfile

Cell 1

# Make docker folder
Imkdir -p docker

Cell 2

%%writefile docker/Do
ckerfile

FROM python:3.7-slim-bu
ster

RUN pip3 install
pandas==0.25.3 scikit-

learn==0.21.3

ENV PYTHONUNBUFFERED=T
RUE

Epics
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Task Description Skills required

ENTRYPOINT ["python3"]
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Task

Build your Docker container
image and push it to Amazon
ECR.

Description Skills required

1. Build the container image DevOps engineer
using the Dockerfile that
you created by running the
docker build command
in the AWS CLI.

2. Push the container
image to Amazon ECR by
running the docker push
command.

For more information, see
Building and registering the
container in Building your

own algorithm container on
GitHub.

Example Jupyter notebook
code cells to build and
register a Docker image

/A Important

Before running the
following cells, make
sure that you've
created a Dockerfil
e and stored it in
the directory called
docker. Also, make
sure that you've
created an Amazon
ECR repository, and
that you replace the
ecr_repository
value in the first cell
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Task

Description

with your repository’s
name.

Cell 1

import boto3

tag = ':latest'
account_id = boto3.cli
ent('sts').get_cal
ler_identity().get
('Account')

region = boto3.Ses
sion().region_name
ecr_repository = 'byoc'

image_uri = '{}.dkr.e
cr.{}.amazonaws.com/
{}'.format(account_id,
region, ecr_repository
+ tag)

Cell 2

# Build docker image
!docker build -t
$image_uri docker

Cell 3

# Authenticate to ECR
laws ecr get-login
-password --region
{region} | docker
login --username

AWS --password-stdin
{account_id}.dkr.ecr.
{region}.amazonaws.com

Skills required

Epics
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Task

Description Skills required

Cell 4

# Push docker image
!docker push $image_ur
i

(® Note

You must authentic
ate your Docker

client to your private
registry so that you
can use the docker
push and docker
pull commands.

These commands
push and pull images
to and from the
repositories in your
registry.

Create a Step Functions workflow that uses your custom Docker container image

Task

Create a Python script
that includes your custom
processing and model
training logic.

Description Skills required

Write custom processing Data scientist
logic to run in your data

processing script. Then, save

it as a Python script named

training.py .

For more information, see
Bring your own model with

Epics
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Task Description Skills required

SageMaker Script Mode on
GitHub.

Example Python script that
includes custom processing
and model training logic

%%writefile training.

Py

from numpy import empty
import pandas as pd
import os

from sklearn import
datasets, svm

from joblib import dump,
load

if _ _name__ ==

__main__

digits = datasets.
load_digits()

#create classifier
object

clf = svm.SVC(g
amma=0.001, C=100.)

#fit the model

clf.fit(digits.dat
al[:-1], digits.ta
rget[:-1])

#model output in
binary format
output_path =
os.path.join("'/opt/
ml/processing/model’,
"model.joblib")
dump(clf, output_pa
th)
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Task

Create a Step Functions
workflow that includes your
SageMaker Processing job as
one of the steps.

Description

Install and import the AWS
Step Functions Data Science
SDK and upload the training.
py file to Amazon S3. Then,

use the Amazon SageMaker

Python SDK to define a
processing step in Step
Functions.

/A Important

Make sure that you've
created an IAM
execution role for

Step Functions in your
AWS account.

Example environment set up
and custom training script to
upload to Amazon S3

Ipip install stepfunct
ions

import boto3

import stepfunctions
import sagemaker
import datetime

from stepfunctions
import steps

from stepfunct
ions.inputs import
ExecutionInput

from stepfunct
ions.steps import (

Skills required

Data scientist

Epics
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Task

Description

Chain
)
from stepfunct
ions.workflow import
Workflow
from sagemaker
.processing import
ScriptProcessor,
ProcessingInput,
ProcessingOutput

sagemaker_session =
sagemaker.Session()
bucket = sagemaker
_session.default_b
ucket()
role = sagemaker
.get_execution_role()
prefix = 'byoc-tra
ining-model'

# See prerequisites
section to create this
role

workflow_execution_rol

e = f"arn:aws:iam::

{account_id}:role/Ama

zonSageMaker-StepF

unctionsWorkflowEx
ecutionRole"

execution_input =
ExecutionInput(
schema={
"Preproce
ssingJobName": str})

input_code = sagemaker

_session.upload_data(
"training.py",
bucket=bucket,

Skills required

Epics
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Description

key_prefix="prepro

cessing.py",

)

Example SageMaker
processing step definition

that uses a custom Amazon
ECR image and Python script

(® Note

Make sure that you
use the execution
_input parameter
to specify the job
name. The parameter
's value must be
unique each time the
job runs. Also, the
training.py file's code
is passed as an input
parameter to the
ProcessingStep ,
which means that it
will be copied inside
the container. The
destination for the
ProcessingInput
code is the same as
the second argument
inside the container
_entrypoint

Skills required

Epics
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Description

script_processor =
ScriptProcessor(co
mmand=["'python3'],

image_uri=image_uri,
role=role,
instance_count=1,

instance_type="'ml.
m5.xlarge')

processing_step =
steps.ProcessingStep(
"training-step",
processor=script_p
rocessor,
job_name=execution
_input["Preprocess
ingJobName"],
inputs=[
Processin
gInput(
source=in
put_code,
destinati
on="/opt/ml/proces
sing/input/code",
input_nam
e="code",
),
1,
outputs=[
Processin
gOutput(
source="'/
opt/ml/processing/
model"',

Skills required

Epics
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Task Description Skills required

destinati
on="s3://{}/{}".fo
rmat(bucket, prefix),
output_na
me="'byoc-example')
1l
container_entrypoi
nt=["python3", "/opt/
ml/processing/input/c
ode/training.py"],
)

Example Step Functions
workflow that runs a
SageMaker processing job

(® Note

This example
workflow includes the
SageMaker processin
g job step only, not

a complete Step
Functions workflow.
For a full example
workflow, see
Example notebooks

in SageMaker in the
AWS Step Functions
Data Science SDK
documentation.

workflow_graph =
Chain([processing_
stepl)
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Related resources

Description

workflow = Workflow(
name="ProcessingWo
rkflow",
definition=workflo
w_graph,
role=workflow_exec
ution_role

)

workflow.create()
# Execute workflow
execution = workflow.
execute(
inputs={
"Preproce
ssingJobName" :
str(datetime.datet
ime.now().strftime
("%Y%m%d%H%M-%SS")),
# Each pre processin
g job (SageMaker
processing job)

requires a unique name,

}
)
execution_output =
execution.get_outp
ut(wait=True)

» Process data (Amazon SageMaker Developer Guide)

Skills required

« Adapting your own training container (Amazon SageMaker Developer Guide)

Related resources
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Use Amazon Bedrock agents to automate creation of access
entry controls in Amazon EKS through text-based prompts

Keshav Ganesh and Sudhanshu Saurav, Amazon Web Services

Summary

Organizations face challenges in managing access controls and resource provisioning when
multiple teams need to work with a shared Amazon Elastic Kubernetes Service (Amazon EKS)
cluster. A managed Kubernetes service such as Amazon EKS has simplified cluster operations.
However, the administrative overhead of managing team access and resource permissions remains
complex and time-consuming.

This pattern shows how Amazon Bedrock agents can help you automate Amazon EKS cluster
access management. This automation allows development teams to focus on their core application
development rather than dealing with access control setup and management. You can customize
an Amazon Bedrock agent to perform actions for a wide variety of tasks through simple natural
language prompts.

By using AWS Lambda functions as action groups, an Amazon Bedrock agent can handle tasks
such as creating user access entries and managing access policies. In addition, an Amazon Bedrock
agent can configure pod identity associations that allow access to AWS Identity and Access
Management (IAM) resources for the pods running in the cluster. Using this solution, organizations
can streamline their Amazon EKS cluster administration with simple text-based prompts, reduce
manual overhead, and improve overall development efficiency.

Prerequisites and limitations

Prerequisites

« An active AWS account.

 Established IAM roles and permissions for the deployment process. This includes permissions
to access Amazon Bedrock foundation models (FM), create Lambda functions, and any other
required resources across the target AWS accounts.

e Access enabled in the active AWS account to these Amazon Bedrock FMs: Amazon Titan Text
Embeddings V2 and Anthropic Claude 3 Haiku.

« AWS Command Line Interface (AWS CLI) version 2.9.11 or later, installed and configured.

Create access controls in Amazon EKS with Amazon Bedrock agents 176


https://docs.aws.amazon.com/bedrock/latest/userguide/security_iam_id-based-policy-examples.html
https://docs.aws.amazon.com/bedrock/latest/userguide/model-access.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-getting-started.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-configure.html

AWS Prescriptive Guidance Patterns

o eksctl 0.194.0 or later, installed.

Limitations

« Training and documentation might be required to help ensure smooth adoption and effective
use of these techniques. Using Amazon Bedrock, Amazon EKS, Lambda, Amazon OpenSearch
Service, and OpenAPI involve a significant learning curve for developers and DevOps teams.

« Some AWS services aren't available in all AWS Regions. For Region availability, see AWS services
by Region. For specific endpoints, see Service endpoints and quotas, and choose the link for the
service.

Architecture

The following diagram shows the workflow and architecture components for this pattern.
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OpenAPl schema Knowledge base

User Amazon Bedrock OpenSearch Service
Agent Collection

&,

Amazon 53 bucket
Lambda code
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®
-

O,

AWS Lambda

Amazon EKS

This solution performs the following steps:

1. The user interacts with the Amazon Bedrock agent by submitting a prompt or query that serves

as input for the agent to process and take action.

2. Based on the prompt, the Amazon Bedrock agent checks the OpenAPI schema to identify the

correct API to target. If the Amazon Bedrock agent finds the correct API call, the request goes to

the action group that is associated with the Lambda function that implements these actions.

Architecture
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3.

If a relevant APl isn't found, the Amazon Bedrock agent queries the OpenSearch collection. The
OpenSearch collection uses indexed knowledge base content that is sourced from the Amazon
S3 bucket that contains the Amazon EKS User Guide.

. The OpenSearch collection returns relevant contextual information to the Amazon Bedrock

agent.

. For actionable requests (those that match an API operation), the Amazon Bedrock agent

executes within a virtual private cloud (VPC) and triggers the Lambda function.

. The Lambda function performs an action that's based on the user's input inside the Amazon EKS

cluster.

. The Amazon S3 bucket for the Lambda code stores the artifact that has the code and logic

written for the Lambda function.

Tools

AWS services

Amazon Bedrock is a fully managed service that makes high-performing foundation models

(FMs) from leading Al startups and Amazon available for your use through a unified API.

AWS CloudFormation helps you set up AWS resources, provision them quickly and consistently,

and manage them throughout their lifecycle across AWS accounts and AWS Regions.

Amazon Elastic Kubernetes Service (Amazon EKS) helps you run Kubernetes on AWS without
needing to install or maintain your own Kubernetes control plane or nodes.

AWS Identity and Access Management (IAM) helps you securely manage access to your AWS

resources by controlling who is authenticated and authorized to use them.

AWS Lambda is a compute service that helps you run code without needing to provision or
manage servers. It runs your code only when needed and scales automatically, so you pay only
for the compute time that you use.

Amazon OpenSearch Service is a managed service that helps you deploy, operate, and scale
OpenSearch clusters in the AWS Cloud. Its collections feature helps you to organize your data
and build comprehensive knowledge bases that Al assistants such as Amazon Bedrock agents can

use.

Amazon Simple Storage Service (Amazon S3) is a cloud-based object storage service that helps

you store, protect, and retrieve any amount of data.
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Other tools

o eksctl is a command-line utility for creating and managing Kubernetes clusters on Amazon EKS.

Code repository

The code for this pattern is available in the GitHub eks-access-controls-bedrock-agent repository.

Best practices

« Maintain the highest possible security when implementing this pattern. Make sure that the
Amazon EKS cluster is private, has limited access permissions, and all the resources are inside
a virtual private cloud (VPC). For additional information, see Best practices for security in the
Amazon EKS documentation.

» Use AWS KMS customer managed keys wherever possible, and grant limited access permissions
to them.

» Follow the principle of least privilege and grant the minimum permissions required to perform
a task. For more information, see Grant least privilege and Security best practices in the IAM
documentation.

Epics

Set up the environment

Task Description Skills required

Clone the repository. To clone this pattern’s AWS DevOps
repository, run the following
command in your local
workstation:

git clone https://g
ithub.com/aws-samp
les/eks-access-con
trols-bedrock-agen
t.git
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Task

Get the AWS account ID.

Description

To get the AWS account ID,
use the following steps:

1. Open a shell in the root
folder of the cloned repo,
eks-access-control
s-bedrock-agent

2. To get your AWS account
ID, navigate to the cloned
directory and run the
following command:

AWS_ACCOUNT=$(aws sts
get-caller-identity
--query "Account" --

output text)

This command stores your
AWS account ID in the
AWS_ACCOUNT variable.

Skills required

AWS DevOps

Epics
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Task Description Skills required
Create the S3 bucket for To implement this solution, AWS DevOps
Lambda code. you must create three

Amazon S3 buckets that serve
different purposes, as shown
in the architecture diagram.
The S3 buckets are for
Lambda code, a knowledge
base, and OpenAPI schema.

To create the Lambda code
bucket, use the following
steps:

1. To create an S3 bucket
for Lambda code, run the
following command:

aws s3 mb s3://bedr
ock-agent-lambda-a

rtifacts-${AWS_ACC

OUNT} --region us-

east-1

2. To install the Lambda
code dependency, run the
following command:

cd eks-lambda
npm install

tsc

cd .. && cd opensearc
h-lambda

npm install

tsc

cd ..

3. To package the code
and upload it to the S3
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Task

Description

bucket for Lambda, run the
following command:

aws cloudformation
package \
--template-file eks-

access-controls.yaml

\
--s3-bucket bedrock-

agent-lambda-artifa
cts-${AWS_ACCOUNT} \
--output-template-
file eks-access-
controls-templat
e.yaml \
--region us-east-1

The package command
creates a new CloudForm
ation template (eks-acces
s-controls-templat
e.yaml ) that contains:

« References to the Lambda
function code stored in
your S3 bucket.

« Definitions for all required
AWS infrastructure
including VPC, subnets,
Amazon Bedrock agent,
and OpenSearch collectio
n. You can use this
template to deploy the
complete solution by using
CloudFormation.

Skills required

Epics
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Create the S3 bucket for the
knowledge base.

Description

To create the Amazon S3
bucket for the knowledge

base, use the following steps:

1. To create the Amazon S3

bucket for the knowledge
base, run the following
command:

aws s3 mb s3://eks-
knowledge-base-${A

WS_ACCOUNT} --region
us-east-1

. To download the Amazon

EKS User Guide and store
it in a directory, run the
following commands:

mkdir dataSource

cd dataSource

curl https://d
0CS.aws.amazon.com
/pdfs/eks/latest/
userguide/eks-
ug.pdf -o eks-user-
guide.pdf

. To upload the user guide

to the S3 bucket that you
created in step 1, run the
following command:

aws s3 cp eks-user-
guide.pdf s3://eks-
knowledge-base-${A
WS_ACCOUNT} \
--region us-east-1 \

Skills required

AWS DevOps

Epics
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Task Description Skills required

4. To return to the root
directory, run the following

command:
cd ..
Create the S3 bucket for the To create the Amazon S3 AWS DevOps
OpenAPI schema. bucket for the OpenAPI

schema, use the following
steps:

1. To create the S3 bucket,
run the following
command:

aws s3 mb s3://eks-

openapi-schema-${A

WS_ACCOUNT} --region
us-east-1

2. To upload the OpenAPI
schema to the S3 bucket,
run the following
command:

aws s3 cp openapi-s
chema.yaml s3://eks-

openapi-schema-${A

WS_ACCOUNT} --region
us-east-1
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Deploy the CloudFormation stack

Task

Deploy the CloudFormation
stack.

Create the Amazon EKS
cluster.

Description

To deploy the CloudForm
ation stack, use the
CloudFormation template
file eks-access-control
s-template.yaml that
you created earlier. For more
detailed instructions, see
Create a stack from the

CloudFormation console
in the CloudFormation
documentation.

(® Note

Provisioning the
OpenSearch index
with the CloudForm
ation template takes
about 10 minutes.

After the stack is created,
make a note of the VPC_ID
and PRIVATE_SUBNET ID s.

To create the Amazon EKS
cluster inside the VPC, use the
following steps:

1. Create a copy of the eks-
config.yaml configura
tion file, and name the
copy as eks-deplo
y.yaml .

Skills required

AWS DevOps

AWS DevOps

Epics
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Task

Description

2. Open eks-deploy.yaml

in a text editor. Then,
replace the following
placeholder values with

values from the deployed
stack: VPC_ID, PRIVATE_S
UBNET1 , and PRIVATE_S

UBNET2

. To create the cluster by
using the eksctl utility, run

the following command:

eksctl create cluster
-f eks-deploy.yaml

(® Note

This cluster
creation process
can take up to
15-20 minutes to
complete.

. To verify that the cluster

was created successfu
lly, run the following
commands:

aws eks describe-

cluster --name
--query "cluster.

status"”

aws eks update-ku

beconfig --name --

region

kubectl get nodes

Skills required

Epics
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Task

Description

The expected results are as
follows:

The cluster status is
ACTIVE.

The command kubectl
get nodes shows that all
nodes are in Ready state.

Connect the Lambda function and the Amazon EKS cluster

Task

Create a connection between
the Amazon EKS cluster and
the Lambda function.

Description

To set up network and

IAM permissions to allow
the Lambda function to
communicate with the
Amazon EKS cluster, use the
following steps:

1. To identify the IAM role

that's attached to the
Lambda function, open the
AWS Management Console
and locate the Lambda
function named bedrock-
agent-eks-access-
control . Make a note

of the Amazon Resource
Name (ARN) of the IAM
role.

. To create an access entry

in the Amazon EKS cluster
for the Lambda function'’s

Skills required

Skills required

AWS DevOps

Epics
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IAM role, run the following
command:

aws eks create-ac
cess-entry --cluster
-name eks-testing-
cluster --principal-
arn <principal-Role-
ARN>

3. To assign AmazonEKS

ClusterAdminPolicy

permissions to this
role, run the following
command:

aws eks associate
-access-policy --
cluster-name eks-
testing-cluster
--principal-azrn
<principal-Role-
ARN> --policy-arn
arn:aws:eks::aws:c
luster-access-poli
cy/AmazonEKSCluste
rAdminPolicy
--access-scope
type=cluster

For more information, see
Associate access policies

with access entries and
AmazonEKSClusterAd
minPolicy in the Amazon
EKS documentation.

. Locate the Amazon EKS

cluster’s security group.

Skills required

Epics
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Test the solution

Task

Test the Amazon Bedrock
agent.

Description

Add an inbound rule to

allow incoming network
traffic from the Lambda
function to the Amazon
EKS cluster.

Use the following values
for the inbound rule:

» Type - HTTPS
» Portrange —443

» Source - Lambda
security group

For more information,
see Configure security

group rules in the
Amazon VPC documenta

tion.

Description

Before testing the Amazon
Bedrock agent, make sure
that you do the following:

o Test with non-production
roles first.

« Document any changes
made to cluster access.

» Have a plan to revert
changes if needed.

Skills required

Skills required

AWS DevOps

Epics
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Description

To access the Amazon
Bedrock agent, use the
following steps:

1. Sign in to the AWS
Management Console
using an IAM role with

Amazon Bedrock permissio

ns, and open the Amazon

Bedrock console at https://
console.aws.amazon.com/

bedrock/.
2. Select Agents from the

left navigation pane. Then,

choose your configure
d agent in the Agents
section.

3. To test the agent, try the

following sample prompts

in which you replace
Principal-ARN-OF-R
OLE with an actual IAM
role ARN:

« To create an access entry
for any IAM role that you
wanted to provide access
to the EKS cluster, use the

following prompt: Create

an access entry in
cluster eks-testi
ng-new for a role
whose principal arn
is <Principal-ARN-

Skills required

Epics
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OF-ROLE> with access
policy as AmazonEKS
AdminPolicy

Expected result:

The agent should confirm
the access entry creation.

To verify, check using
the AWS Managemen

t Console or use the
Amazon EKS APl and
run the following
command: aws eks
list-access-entrie
s --cluster-name
ekscluster

To describe the access

entry that you created,

use the following prompt:

Describe an access

entry in cluster eks-

testing-new whose

principal arn is
<Principal-ARN-OF-
ROLE>

Expected result:

The agent should return
details about the access
entry.

The details should match
what you configured
earlier for the access
entry.

Skills required

Epics
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» To delete the access entry
that you created, use the
following prompt: Delete
the access entry in
cluster eks-testing-
new whose principal
arn is <Principal-
ARN-OF-ROLE>

Expected result:

« The agent should confirm
the deletion of the access
entry.

 To verify, check using
the AWS Managemen
t Console or use the
Amazon EKS API and
run the following
command: aws eks
list-access-entrie
s --cluster-name
ekscluster

You can also ask the agent
to perform actions for EKS
Pod Identity associations. For
more details, see Learn how
EKS Pod Identity grants pods
access to AWS services in the

Amazon EKS documentation.

Skills required

Epics
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Clean up

Task

Clean up resources.

Description

To clean up the resources
that this pattern created,

use the following procedure.
Wait for each deletion step to
complete before proceeding
to the next step.

/A Warning

This procedure

will permanently
delete all resources
created by these
stacks. Make sure that
you've backed up any
important data before
proceeding.

1. To delete the Amazon EKS
cluster, run the following
command:

eksctl delete cluster
-f eks-deploy.yaml

(® Note

This operation can
take 15-20 minutes
to complete.

Skills required

AWS DevOps

Epics

194



AWS Prescriptive Guidance

Patterns

Task

Description

2. To delete the Amazon S3
buckets, run the following

commands:

To empty the Lambda
bucket:

aws s3 rm s3://bedr
ock-agent-lambda-a
rtifacts-${AWS_ACC
OUNT} --recursive

To empty the knowledge

base bucket:

aws s3 rm s3://eks-
knowledge-base-
${AWS_ACCOUNT} -
recursive

To empty the OpenAPI
schema bucket:

aws s3 rm s3://bedr
ock-agent-openapi-

schema-${AWS_ACCOU

NT} -recursive

To delete the empty
buckets:

aws s3 rb s3://bedr
ock-agent-lambda-a

rtifacts-${AWS_ACC

OUNT}

aws s3 rb s3://eks-
knowledge-base-${A

WS_ACCOUNT?}

aws s3 rb s3://bedr
ock-agent-openapi-

Skills required

Epics
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schema-${AWS_ACCOU
NT}

3. To delete the CloudForm
ation stack, run the
following command:

aws cloudformation
delete-stack \ --
stack-name

4. To verify deletion of the

Amazon EKS cluster, run
the following command:

eksctl get clusters

5. To verify deletion of the
Amazon S3 buckets, run
the following commands:

 To verify deletion of the
Lambda bucket:

aws s3 1ls | grep
"bedrock-agent-1lam
bda-artifacts"

» To verify deletion of the
knowledge base bucket:

aws s3 1ls | grep
"eks-knowledge-bas
ell

« To verify deletion of the

OpenAPI schema bucket:

Skills required

Epics
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Skills required

aws s3 1ls | grep
"bedrock-agent-ope
napi-schema"

6. To verify stack deletion,

run the following

command:

aws cloudformation
list-stacks \--query
'StackSummaries[?S

tackName==""]"

If the stack fails to delete,
see Troubleshooting.

Troubleshooting

Issue

A non-zero error code is returned during
environment setup.

The Lambda function isn't able to do the task.

The agent prompts don't recognize the APlIs.

Solution

Verify that you're using the correct folder
when running any command to deploy
this solution. For more information, see
the FIRST_DEPLOY.md file in this pattern's
repository.

Make sure that connectivity is set up correctly
from the Lambda function to the Amazon EKS
cluster.

Redeploy the solution. For more information,
see the RE_DEPLQOY.md file in this pattern’s
repository.

Troubleshooting
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Issue Solution

The stack fails to delete. An initial attempt to delete the stack
might fail. This failure can occur because of
dependency issues with the custom resource
that was created for the OpenSearch collectio
n which does the indexing for the knowledge
base. To delete the stack, retry the delete
operation by retaining the custom resource.

Related resources
AWS Blog

» A deep dive into simplified Amazon EKS access management controls

Amazon Bedrock documentation

« Automate tasks in your application using Al agents

« How Amazon Bedrock Agents works

» Test and troubleshoot agent behavior

» Use action groups to define actions for your agent to perform

Amazon EKS documentation

« Learn how access control works in Amazon EKS
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Deploy a RAG use case on AWS by using Terraform and Amazon
Bedrock

Martin Maritsch, Nicolas Jacob Baer, Olivier Brique, Julian Ferdinand Grueber, Alice Morano, and
Nicola D Orazio, Amazon Web Services

Summary

AWS provides various options to build your Retrieval Augmented Generation (RAG)-enabled
generative Al use cases. This pattern provides you with a solution for a RAG-based application

based on LangChain and Amazon Aurora PostgreSQL-Compatible as a vector store. You can directly
deploy this solution with Terraform into your AWS account and implement the following simple
RAG use case:

1. The user manually uploads a file to an Amazon Simple Storage Service (Amazon S3) bucket, such
as a Microsoft Excel file or a PDF document. (For more information about supported file types,
see the Unstructured documentation.)

2. The content of the file is extracted and embedded into a knowledge database that's based
on serverless Aurora PostgreSQL-Compatible, which supports near real-time ingestion of
documents into the vector store. This approach enables the RAG model to access and retrieve
relevant information for use cases where low latencies matter.

3. When the user engages with the text generation model, it enhances the interaction through
retrieval augmentation of relevant content from the previously uploaded files.

The pattern uses Amazon Titan Text Embeddings v2 as the embedding model and Anthropic
Claude 3 Sonnet as the text generation model, both available on Amazon Bedrock.

Prerequisites and limitations

Prerequisites

« An active AWS account.

o AWS Command Line Interface (AWS CLI) installed and configured with your AWS account.
For installation instructions, see Install or update to the latest version of the AWS CLI in the
AWS CLI documentation. To review your AWS credentials and your access to your account, see
Configuration and credential file settings in the AWS CLI documentation.
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» Model access that's enabled for the required large language models (LLMs) in the Amazon
Bedrock console of your AWS account. This pattern requires the following LLMs:

e amazon.titan-embed-text-v2:0

« anthropic.claude-3-sonnet-20240229-v1:0

Limitations

» This sample architecture doesn't include an interface for programmatic question answering with
the vector database. If your use case requires an API, consider adding Amazon API Gateway with

an AWS Lambda function that runs retrieval and question-answering tasks.

» This sample architecture doesn't include monitoring features for the deployed infrastructure. If
your use case requires monitoring, consider adding AWS monitoring services.

« If you upload a lot of documents in a short time frame to the Amazon S3 bucket, the Lambda
function might encounter rate limits. As a solution, you can decouple the Lambda function
with an Amazon Simple Queue Service (Amazon SQS) queue where you can control the rate of
Lambda invocations.

» Some AWS services aren't available in all AWS Regions. For Region availability, see AWS services
by Region. For specific endpoints, see Service endpoints and quotas, and choose the link for the

service.

Product versions

AWS CLI version 2 or later

Docker version 26.0.0 or later

Poetry version 1.7.1 or later

Python version 3.10 or later

Terraform version 1.8.4 or later

Architecture

The following diagram shows the workflow and architecture components for this pattern.

Architecture 200


https://docs.aws.amazon.com/apigateway/latest/developerguide
https://docs.aws.amazon.com/prescriptive-guidance/latest/implementing-logging-monitoring-cloudwatch/welcome.html
https://aws.amazon.com/about-aws/global-infrastructure/regional-product-services/
https://aws.amazon.com/about-aws/global-infrastructure/regional-product-services/
https://docs.aws.amazon.com/general/latest/gr/aws-service-information.html
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://docs.docker.com/get-started/
https://pypi.org/project/poetry/
https://www.python.org/downloads/
https://developer.hashicorp.com/terraform/install

AWS Prescriptive Guidance

Patterns

AWS Cloud

Amazon ECR
bedrock-rag-template

S

Amazon Bedrock

Titan Text Embedding V2
~

Amazon Bedrock
Claude 3

bedrock-rag-template

OJN—

-------- >

@

Amazon VPC
Amazon Bedrock
endpoint

®

I

Amazon S3 bucket
bedrock-rag-template

G

AWS KMS key
aws-sample/bedrock-rag-
template

®

Amazon VPC
Amazon 53 endpoint

Amazon Lambda
function
data-ingestion-processor

©)

Amazon VPC
AWS Secrets Manager
endpoint

B

Amazon Aurora

5
7

Amazon SageMaker
notebook instance

aws-sample-bedrock-rag-

template

!
{8

SN

AWS Secrets Manager

This diagram illustrates the following:

1. When an object is created in the Amazon S3 bucket bedrock-rag-template-<account_id>,

an Amazon S3 notification invokes the Lambda function data-ingestion-processor.

2. The Lambda function data-ingestion-processor is based on a Docker image stored in the

Amazon Elastic Container Registry (Amazon ECR) repository bedrock-rag-template.

The function uses the LangChain S3FileLoader to read the file as a LangChain Document. Then,

the LangChain RecursiveCharacterTextSplitter chunks each document, given a CHUNK_SIZE

and a CHUNK_OVERLAP that depends on the maximum token size of the Amazon Titan Text

Architecture
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Embedding V2 embedding model. Next, the Lambda function invokes the embedding model
on Amazon Bedrock to embed the chunks into numerical vector representations. Lastly, these
vectors are stored in the Aurora PostgreSQL database. To access the database, the Lambda
function first retrieves the username and password from AWS Secrets Manager.

3. On the Amazon SageMaker Al notebook instance aws-sample-bedrock-rag-template,
the user can write a question prompt. The code invokes Claude 3 on Amazon Bedrock and adds
the knowledge base information to the context of the prompt. As a result, Claude 3 provides
responses using the information in the documents.

This pattern’s approach to networking and security is as follows:

« The Lambda function data-ingestion-processor isin a private subnet within the virtual
private cloud (VPC). The Lambda function isn't allowed to send traffic to the public internet
because of its security group. As a result, the traffic to Amazon S3 and Amazon Bedrock is routed
through the VPC endpoints only. Consequently, the traffic doesn’t traverse the public internet,
which reduces latency and adds an additional layer of security at the networking level.

« All the resources and data are encrypted whenever applicable by using the AWS Key
Management Service (AWS KMS) key with the alias aws-sample/bedrock-rag-template.

Automation and scale

This pattern uses Terraform to deploy the infrastructure from the code repository into an AWS
account.

Tools

AWS services

« Amazon Aurora PostgreSQL-Compatible Edition is a fully managed, ACID-compliant relational

database engine that helps you set up, operate, and scale PostgreSQL deployments. In this
pattern, Aurora PostgreSQL-Compatible uses the pgvector plugin as the vector database.

« Amazon Bedrock is a fully managed service that makes high-performing foundation models

(FMs) from leading Al startups and Amazon available for your use through a unified API.

o AWS Command Line Interface (AWS CLI) is an open source tool that helps you interact with AWS

services through commands in your command line shell.
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Amazon Elastic Container Registry (Amazon ECR) is a managed container image registry service
that's secure, scalable, and reliable. In this pattern, Amazon ECR hosts the Docker image for the
data-ingestion-processor Lambda function.

AWS ldentity and Access Management (IAM) helps you securely manage access to your AWS

resources by controlling who is authenticated and authorized to use them.

AWS Key Management Service (AWS KMS) helps you create and control cryptographic keys to
help protect your data.

AWS Lambda is a compute service that helps you run code without needing to provision or
manage servers. It runs your code only when needed and scales automatically, so you pay only
for the compute time that you use. In this pattern, Lambda ingests data into the vector store.

Amazon SageMaker Al is a managed machine learning (ML) service that helps you build and train
ML models and then deploy them into a production-ready hosted environment.

AWS Secrets Manager helps you replace hardcoded credentials in your code, including passwords,

with an API call to Secrets Manager to retrieve the secret programmatically.

Amazon Simple Storage Service (Amazon S3) is a cloud-based object storage service that helps

you store, protect, and retrieve any amount of data.

Amazon Virtual Private Cloud (Amazon VPC) helps you launch AWS resources into a virtual

network that you've defined. This virtual network resembles a traditional network that you'd
operate in your own data center, with the benefits of using the scalable infrastructure of AWS.
The VPC includes subnets and routing tables to control traffic flow.

Other tools

Docker is a set of platform as a service (PaaS) products that use virtualization at the operating-
system level to deliver software in containers.

HashiCorp Terraform is an infrastructure as code (IaC) tool that helps you use code to provision

and manage cloud infrastructure and resources.
Poetry is a tool for dependency management and packaging in Python.

Python is a general-purpose computer programming language.

Code repository

The code for this pattern is available in the GitHub terraform-rag-template-using-amazon-bedrock

repository.
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Best practices

« Although this code sample can be deployed into any AWS Region, we recommend that you use
US East (N. Virginia) — us-east-1 or US West (N. California) — us-west-1. This recommendation
is based on the availability of foundation and embedding models in Amazon Bedrock at
the time of this pattern’s publication. For an up-to-date list of Amazon Bedrock foundation
model support in AWS Regions, see Model support by AWS Region in the Amazon Bedrock

documentation. For information about deploying this code sample to other Regions, see
Additional information.

» This pattern provides a proof-of-concept (PoC) or pilot demo only. If you want to take the code
to production, be sure to use the following best practices:

» Enable server access logging for Amazon S3.

« Set up monitoring and alerting for the Lambda function.

« If your use case requires an API, consider adding Amazon APl Gateway with a Lambda function
that runs retrieval and question-answering tasks.

» Follow the principle of least privilege and grant the minimum permissions required to perform
a task. For more information, see Grant least privilege and Security best practices in the IAM
documentation.

Epics

Deploy the solution in an AWS account

Task Description Skills required

Clone the repository. To clone the GitHub repositor  AWS DevOps
y provided with this pattern,
use the following command:

git clone https://g
ithub.com/aws-samp

les/terraform-rag-

template-using-ama

zon-bedrock
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Task Description Skills required

Configure the variables. To configure the parameter AWS DevOps
s for this pattern, do the
following:

1. On your computer, in the
GitHub repository, use the
following command to
open the terraform
folder:

cd terraform

2. Open the commons. t
fvars file, and customize
the parameters according
to your needs.
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Task

Deploy the solution.

Test the solution

Task

Run the demo.

Description

To deploy the solution, do the
following:

1. Inthe terraform
folder, use the following
command to run Terraform
and pass in the variables
that you customized:

terraform init
terraform apply -var-
file=commons.tfvars

2. Confirm that the resources
shown in the architecture
diagram were deployed
successfully.

The infrastructure deploymen
t provisions an SageMaker

Al instance inside the VPC
and with the permissions to
access the Aurora PostgreSQL
database.

Description

After the previous infrastru
cture deployment has
succeeded, use the following
steps to run the demo in a
Jupyter notebook:

Skills required

AWS DevOps

Skills required

General AWS

Epics
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Task

Description

1.

Sign in to the AWS
Management Console of
the AWS account where the
infrastructure is deployed.

. Open the SageMaker Al

notebook instance aws -
sample-bedrock-
rag-template .

. Move the rag_demo.

ipynb Jupyter notebook
onto the SageMaker Al
notebook instance by using
drag and drop.

Open the rag_demo.
ipynb on the SageMaker
Al notebook instance, and
choose the conda_pyt
hon3 kernel.

. To run the demo, run the

cells of the notebook.

The Jupyter notebook guides
you through the following

process:

Installing requirements
Embedding definition
Database connection
Data ingestion

Retrieval augmented text
generation

Relevant document queries

Skills required

Epics
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Clean up infrastucture

Task Description Skills required

Clean up the infrastructure. To remove all the resources AWS DevOps
that you created when they
are no longer required, use
the following command:

terraform destroy -var-
file=commons.tfvars

Related resources

AWS resources

Building Lambda functions with Python

Inference parameters for foundation models

Access to Amazon Bedrock foundation models

The role of vector databases in generative Al applications (AWS Database Blog)

Working with Amazon Aurora PostgreSQL

Other resources

» pgvector documentation

Additional information

Implementing a vector database

This pattern uses Aurora PostgreSQL-Compatible to implement a vector database for RAG. As
alternatives to Aurora PostgreSQL, AWS provides other capabilities and services for RAG, such as
Amazon Bedrock Knowledge Bases and Amazon OpenSearch Service. You can choose the solution
that best fits your specific requirements:
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« Amazon OpenSearch Service provides distributed search and analytics engines that you can use
to store and query large volumes of data.

« Amazon Bedrock Knowledge Bases is designed for building and deploying knowledge bases as

an additional abstraction to simplify the RAG ingestion and retrieval process. Amazon Bedrock
Knowledge Bases can work with both Aurora PostgreSQL and Amazon OpenSearch Service.

Deploying to other AWS Regions

As described in Architecture, we recommend that you use either the Region US East (N. Virginia) —
us-east-1 or US West (N. California) - us-west-1 to deploy this code sample. However, there
are two possible ways to deploy this code sample to Regions other than us-east-1 and us-
west-1. You can configure the deployment Region in the commons . tfvars file. For cross-Region
foundation model access, consider the following options:

« Traversing the public internet - If the traffic can traverse the public internet, add internet
gateways to the VPC. Then, adjust the security group assigned to the Lambda function data-
ingestion-processor and the SageMaker Al notebook instance to allow outbound traffic to
the public internet.

* Not traversing the public internet — To deploy this sample to any Region other than us-east-1
or us-west-1, do the following:

1. In either the us-east-1 or us-west-1 Region, create an additional VPC including a VPC
endpoint for bedrock-runtime.

2. Create a peering connection by using VPC peering or a transit gateway to the application VPC.

3. When configuring the bedrock-runtime boto3 client in any Lambda function outside of us-
east-1orus-west-1, pass the private DNS name of the VPC endpoint for bedrock-runtime
in us-east-1 or us-west-1 as the endpoint_url to the boto3 client.
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Deploy preprocessing logic into an ML model in a single
endpoint using an inference pipeline in Amazon SageMaker

Mohan Gowda Purushothama, Gabriel Rodriguez Garcia, and Mateusz Zaremba, Amazon Web
Services

Summary

This pattern explains how to deploy multiple pipeline model objects in a single endpoint
by using an inference pipeline in Amazon SageMaker. The pipeline model object represents

different machine learning (ML) workflow stages, such as preprocessing, model inference, and
postprocessing. To illustrate the deployment of serially connected pipeline model objects, this
pattern shows you how to deploy a preprocessing Scikit-learn container and a regression model
based on the linear learner algorithm built into SageMaker. The deployment is hosted behind a

single endpoint in SageMaker.

(® Note

The deployment in this pattern uses the ml.m4.2xlarge instance type. We recommend using
an instance type that aligns with your data size requirements and the complexity of your
workflow. For more information, see Amazon SageMaker Pricing. This pattern uses prebuilt

Docker images for Scikit-learn, but you can use your own Docker containers and integrate

them into your workflow.

Prerequisites and limitations

Prerequisites

« An active AWS account

« Python 3.9
« Amazon SageMaker Python SDK and Boto3 library

« AWS Identity and Access Management (AWS IAM) role with basic SageMaker permissions and
Amazon Simple Storage Service (Amazon S3) permissions

Product versions
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« Amazon SageMaker Python SDK 2.49.2

Architecture

Target technology stack

Amazon Elastic Container Registry (Amazon ECR)

Amazon SageMaker

Amazon SageMaker Studio

Amazon Simple Storage Service (Amazon S3)

Real-time inference endpoint for Amazon SageMaker

Target architecture

The following diagram shows the architecture for the deployment of an Amazon SageMaker
pipeline model object.
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GES AWS Cloud

E%ﬁ Model pipeline deployment

Amazon SageMaker

Amazon SageMaker Studio Notebook Amazon SageMaker
Studio Domain model endpoint

ol® 2

Amazon ECR Amazon S3

The diagram shows the following workflow:

1. A SageMaker notebook deploys a pipeline model.
2. An S3 bucket stores the model artifacts.

3. Amazon ECR gets the source container images from the S3 bucket.

Tools

AWS tools

« Amazon Elastic Container Registry (Amazon ECR) is a managed container image registry service
that's secure, scalable, and reliable.
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« Amazon SageMaker is a managed ML service that helps you build and train ML models and then
deploy them into a production-ready hosted environment.

« Amazon SageMaker Studio is a web-based, integrated development environment (IDE) for ML
that lets you build, train, debug, deploy, and monitor your ML models.

« Amazon Simple Storage Service (Amazon S3) is a cloud-based object storage service that helps

you store, protect, and retrieve any amount of data.

Code

The code for this pattern is available in the GitHub Inference Pipeline with Scikit-learn and Linear

Learner repository.
Epics

Prepare the dataset

Task

Prepare the dataset for your
regression task.

Description

Open a notebook in Amazon
SageMaker Studio.

To import all necessary
libraries and initialize your
working environment, use the
following example code in
your notebook:

import sagemaker
from sagemaker import
get_execution_role

sagemaker_session =
sagemaker.Session()

# Get a SageMaker-
compatible role used
by this Notebook
Instance.

Skills required

Data scientist

Epics
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Task

Description

role = get_execu
tion_role()

# S3 prefix

bucket = sagemaker
_session.default_b
ucket()

prefix = "Scikit-L
inearlLearner-pipel
ine-abalone-example"

To download a sample
dataset, add the following
code to your notebook:

I mkdir abalone_data
! aws s3 cp s3://sage
maker-sample-files
/datasets/tabular/
uci_abalone/abalon
e.csv ./abalone_data

(@ Note

The example in this
pattern uses the
Abalone Data Set

from the UCI Machine

Learning Repository.

Skills required

Epics
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Task Description Skills required
Upload the dataset to an S3 In the notebook where you Data scientist
bucket. prepared your dataset earlier,

add the following code to
upload your sample data to
an S3 bucket:

WORK_DIRECTORY =
"abalone_data"

train_input = sagemaker
_session.upload_data(
path="{}/{}".forma
t (WORK_DIRECTORY,
"abalone.csv"),
bucket=bucket,
key_prefix="{}/
{}".format(prefix,
"train"),

)

Create the data preprocessor using SKLearn

Task Description Skills required
Prepare the preprocessor.py 1. Copy the preprocessing Data scientist
script. logic from the Python file

in the GitHub sklearn_a
balone_featurizer.py

repository, and then

paste the code into a
separate Python file called
sklearn_abalone_fe
aturizer.py .You

can modify the code to fit
your custom dataset and
custom workflow.
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Task Description Skills required

2. Save the sklearn_a
balone_featurizer.
py filein the root
directory of your project
(that is, in the same
location where you run
your SageMaker notebook).
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Task

Create the SKLearn preproces
sor object.

Description Skills required

To create an SKLearn Data scientist
preprocessor object (called

SKLearn Estimator) that you

can incorporate into your

final inference pipeline, run

the following code in your

SageMaker notebook:

from sagemaker.sklearn.
estimator import
SKLearn

FRAMEWORK_VERSION =
"Q.23-1"

script_path =
"sklearn_abalone_f

eaturizer.py"

sklearn_preprocessor =
SKLearn(
entry_point=script
_path,
role=role,
framework_version=
FRAMEWORK_VERSION,
instance_type="ml.
c4.xlarge",
sagemaker_session=
sagemaker_session,
)
sklearn_preproc
essor.fit({"train":
train_input})

Epics
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Task

Test the preprocessor's
inference.

Description

To confirm that your
preprocessor is defined
correctly, launch a batch
transform job by entering

the following code in your
SageMaker notebook:

# Define a SKLearn
Transformer from
the trained SKLearn
Estimator
transformer = sklearn_p
reprocessor.transf
ormer(
instance_count=1,
instance_type="ml.
m5.xlarge", assemble_
with="Line", accept="t
ext/csv"

)

# Preprocess training
input
transformer.transform
(train_input,
content_type="text/
csv")
print("Waiting for
transform job: " +
transformer.latest
_transform_job. job
_name)
transformer.wait()
preprocessed_train
= transformer.output
_path

Skills required

Epics
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Create a machine learning model

Task

Create a model object.

Description

To create a model object

based on the linear learner
algorithm, enter the following

code in your SageMaker
notebook:

import boto3

from sagemaker
.image_uris import
retrieve

11_image = retrieve(
"linear-learner",
boto3.Session().re
gion_name)
s3_11_output_key
_prefix = "11_train
ing_output"
s3_11_output_location
= "s3://{y/{3/{3/{3"
.format(
bucket, prefix,

s3_11_output_key_p
refix, "11_model"

)

11_estimator =
sagemaker.estimato
r.Estimator(
11_image,
role,
instance_count=1,

instance_type="ml.

m4.2xlarge",
volume_size=20,
max_run=3600,
input_mode="File"

Skills required

Data scientist

Epics
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Description

output_path=s3_11_
output_location,

sagemaker_session=
sagemaker_session,

)

11_estimator.s
et_hyperparameters
(feature_dim=10,
predictor_type="re
gressor", mini_batc
h_size=32)

11 _train_data =

sagemaker.inputs.T

rainingInput(
preprocessed_train

distribution="Full
yReplicated",

content_type="text
/csv",

s3_data_type="S3Pr
efix",

)

data_channels =
{"train": 11_train_
data}
11_estimator.fit(inpu
ts=data_channels,
logs=True)

The preceding code retrieves
the relevant Amazon ECR
Docker image from the public
Amazon ECR Registry for the
model, creates an estimator
object, and then uses that

Skills required

Epics
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Deploy the final pipeline

Task

Deploy the pipeline model.

Description

object to train the regression
model.

Description

To create a pipeline model
object (that is, a preprocessor
object) and deploy the object,
enter the following code in
your SageMaker notebook:

from sagemaker.model
import Model

from sagemaker
.pipeline import
PipelineModel
import boto3

from time import
gmtime, strftime

timestamp_prefix =
strftime("%Y-%m-%d-
SH-%M-%S", gmtime())

scikit_learn_inf
erencee_model =
sklearn_preprocess
or.create_model()
linear_learner_model
= 11_estimator.creat
e_model()

model_name = "inferenc
e-pipeline-" +
timestamp_prefix

Skills required

Skills required

Data scientist

Epics
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Task

Description

endpoint_name =
"inference-pipeline-
ep-" + timestamp_prefix
sm_model = PipelineM
odel(
name=model_name,

role=role, models=
[scikit_learn_infe
rencee_model,
linear_learner_model]

)

sm_model.deploy(init
ial_instance_count

=1, instance_type="ml.
c4.xlarge", endpoint_
name=endpoint_name)

(® Note

You can adjust the
instance type used in
the model object to
meet your needs.

Skills required

Epics
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Task Description Skills required

Test the inference. To confirm the endpoint is Data scientist
working correctly, run the
following sample inference
code in your SageMaker
notebook:

from sagemaker.predicto
r import Predictor

from sagemaker.serializ
ers import CSVSerial
izer

payload = "M, 0.44,
0.365, 0.125, 0.516,
©.2155, 0.114, ©@.155"

actual_rings = 10

predictor = Predictor(

endpoint_name=endp
oint_name, sagemaker

_session=sagemaker

_session, serialize

r=CSVSerializer()

)

print(predictor
.predict(payload))

Related resources

» Preprocess input data before making predictions using Amazon SageMaker inference pipelines
and Scikit-learn (AWS Machine Learning Blog)

« End to end Machine Learning with Amazon SageMaker (GitHub)
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Develop advanced generative Al chat-based assistants by using
RAG and ReAct prompting

Praveen Kumar Jeyarajan, Shuai Cao, Noah Hamilton, Kiowa Jackson, Jundong Qiao, and Kara Yang,
Amazon Web Services

Summary

A typical corporation has 70 percent of its data trapped in siloed systems. You can use generative
Al-powered chat-based assistants to unlock insights and relationships between these data silos
through natural language interactions. To get the most out of generative Al, the outputs must
be trustworthy, accurate, and inclusive of the available corporate data. Successful chat-based
assistants depend on the following:

» Generative Al models (such as Anthropic Claude 2)
« Data source vectorization

« Advanced reasoning techniques, such as the ReAct framework, for prompting the model

This pattern provides data-retrieval approaches from data sources such as Amazon Simple Storage
Service (Amazon S3) buckets, AWS Glue, and Amazon Relational Database Service (Amazon RDS).
Value is gained from that data by interleaving Retrieval Augmented Generation (RAG) with chain-

of-thought methods. The results support complex chat-based assistant conversations that draw on
the entirety of your corporation's stored data.

This pattern uses Amazon SageMaker manuals and pricing data tables as an example to explore the
capabilities of a generative Al chat-based assistant. You will build a chat-based assistant that helps
customers evaluate the SageMaker service by answering questions about pricing and the service's
capabilities. The solution uses a Streamlit library for building the frontend application and the
LangChain framework for developing the application backend powered by a large language model
(LLM).

Inquiries to the chat-based assistant are met with an initial intent classification for routing to
one of three possible workflows. The most sophisticated workflow combines general advisory
guidance with complex pricing analysis. You can adapt the pattern to suit enterprise, corporate,
and industrial use cases.
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Prerequisites and limitations

Prerequisites

AWS Command Line Interface (AWS CLI) installed and configured

AWS Cloud Development Kit (AWS CDK) Toolkit 2.114.1 or later installed and configured

Basic familiarity with Python and AWS CDK
Git installed

Docker installed

Python 3.11 or later installed and configured (for more information, see the Tools section)

An active AWS account bootstrapped by using AWS CDK

Amazon Titan and Anthropic Claude model access enabled in the Amazon Bedrock service

AWS security credentials, including AWS_ACCESS_KEY_ID, correctly configured in your terminal
environment

Limitations

LangChain doesn't support every LLM for streaming. The Anthropic Claude models are
supported, but models from Al21 Labs are not.

This solution is deployed to a single AWS account.

This solution can be deployed only in AWS Regions where Amazon Bedrock and Amazon Kendra
are available. For information about availability, see the documentation for Amazon Bedrock and

Amazon Kendra.

Product versions

Python version 3.11 or later
Streamlit version 1.30.0 or later
Streamlit-chat version 0.1.1 or later
LangChain version 0.1.12 or later

AWS CDK version 2.132.1 or later
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Architecture

Target technology stack

« Amazon Athena

« Amazon Bedrock

« Amazon Elastic Container Service (Amazon ECS)
« AWS Glue

« AWS Lambda

« Amazon S3

« Amazon Kendra

« Elastic Load Balancing

Target architecture

The AWS CDK code will deploy all the resources that are required to set up the chat-based assistant
application in an AWS account. The chat-based assistant application shown in the following
diagram is designed to answer SageMaker related queries from users. Users connect through an
Application Load Balancer to a VPC that contains an Amazon ECS cluster hosting the Streamlit
application. An orchestration Lambda function connects to the application. S3 bucket data sources
provide data to the Lambda function through Amazon Kendra and AWS Glue. The Lambda function
connects to Amazon Bedrock for answering queries (questions) from chat-based assistant users.
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1. The orchestration Lambda function sends the LLM prompt request to the Amazon Bedrock
model (Claude 2).

2. Amazon Bedrock sends the LLM response back to the orchestration Lambda function.

Logic flow within the orchestration Lambda function
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When users ask a question through the Streamlit application, it invokes the orchestration Lambda
function directly. The following diagram shows the logic flow when the Lambda function is
invoked.
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« Step 1-The input query (question) is classified into one of the three intents:
« General SageMaker guidance questions
» General SageMaker pricing (training/inference) questions
« Complex questions related to SageMaker and pricing

» Step 2 - The input query initiates one of the three services:

e RAG Retrieval service, which retrieves relevant context from the Amazon Kendra vector
database and calls the LLM through Amazon Bedrock to summarize the retrieved context as
the response.

« Database Query service, which uses- the LLM, database metadata, and sample rows from
relevant tables to convert the input query into a SQL query. Database Query service runs the
SQL query against the SageMaker pricing database through Amazon Athena and summarizes
the query results as the response.

« In-context ReACT Agent service, which breaks down the input query into multiple
steps before providing a response. The agent uses RAG Retrieval service and Database
Query service astools to retrieve relevant information during the reasoning process. After
the reasoning and actions processes are complete, the agent generates the final answer as the
response.

« Step 3 - The response from the orchestration Lambda function is sent to the Streamlit
application as output.

Tools

AWS services

« Amazon Athena is an interactive query service that helps you analyze data directly in Amazon

Simple Storage Service (Amazon S3) by using standard SQL.

« Amazon Bedrock is a fully managed service that makes high-performing foundation models
(FMs) from leading Al startups and Amazon available for your use through a unified API.

o AWS Cloud Development Kit (AWS CDK) is a software development framework that helps you
define and provision AWS Cloud infrastructure in code.

o AWS Command Line Interface (AWS CLI) is an open-source tool that helps you interact with AWS
services through commands in your command-line shell.

« Amazon Elastic Container Service (Amazon ECS) is a fast and scalable container management
service that helps you run, stop, and manage containers on a cluster.
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o AWS Glue is a fully managed extract, transform, and load (ETL) service. It helps you reliably
categorize, clean, enrich, and move data between data stores and data streams. This pattern uses
an AWS Glue crawler and an AWS Glue Data Catalog table.

« Amazon Kendra is an intelligent search service that uses natural language processing and

advanced machine learning algorithms to return specific answers to search questions from your
data.

« AWS Lambda is a compute service that helps you run code without needing to provision or
manage servers. It runs your code only when needed and scales automatically, so you pay only
for the compute time that you use.

« Amazon Simple Storage Service (Amazon S3) is a cloud-based object storage service that helps

you store, protect, and retrieve any amount of data.

« Elastic Load Balancing (ELB) distributes incoming application or network traffic across multiple
targets. For example, you can distribute traffic across Amazon Elastic Compute Cloud (Amazon
EC2) instances, containers, and IP addresses in one or more Availability Zones.

Code repository

The code for this pattern is available in the GitHub genai-bedrock-chatbot repository.

The code repository contains the following files and folders:

» assets folder — The static assets the architecture diagram and the public dataset
« code/lambda-container folder — The Python code that is run in the Lambda function

» code/streamlit-app folder — The Python code that is run as the container image in Amazon
ECS

» tests folder — The Python files that are run to unit test the AWS CDK constructs
» code/code_stack.py - The AWS CDK construct Python files used to create AWS resources

« app.py - The AWS CDK stack Python files used to deploy AWS resources in the target AWS
account

« requirements.txt - The list of all Python dependencies that must be installed for AWS CDK

« requirements-dev.txt - The list of all Python dependencies that must be installed for AWS
CDK to run the unit-test suite

« cdk.json - The input file to provide values required to spin up resources
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Note: The AWS CDK code uses L3 (layer 3) constructs and AWS Identity and Access Management
(IAM) policies managed by AWS for deploying the solution.

Best practices

» The code example provided here is for a proof-of-concept (PoC) or pilot demo only. If you want
to take the code to Production, be sure to use the following best practices:

» Amazon S3 access logging is enabled.

« VPC Flow Logs is enabled.

« The Amazon Kendra Enterprise Edition index is enabled.

« Set up monitoring and alerting for the Lambda function. For more information, see Monitoring
and troubleshooting Lambda functions. For general best practices when working with Lambda

functions, see the AWS documentation.

Epics

Set up AWS credentials on your local machine

Task

Export variables for the
account and AWS Region
where the stack will be
deployed.

Set up the AWS CLI profile.

Description

To provide AWS credentia
ls for AWS CDK by using
environment variables, run
the following commands.

export CDK_DEFAU
LT_ACCOUNT=<12 Digit
AWS Account Number>
export CDK_DEFAU
LT_REGION=<region>

To set up the AWS CLI profile
for the account, follow the
instructions in the AWS
documentation.

Skills required

DevOps engineer, AWS
DevOps

DevOps engineer, AWS
DevOps

Best practices
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Set up your environment

Task

Clone the repo on your local
machine.

Set up the Python virtual
environment and install
required dependencies.

Set up the AWS CDK
environment and synthesize
the AWS CDK code.

Description

To clone the repository, run
the following command in
your terminal.

git clone https://g
ithub.com/awslabs/
genai-bedrock-chat
bot.git

To set up the Python virtual
environment, run the
following commands.

cd genai-bedrock-chat
bot

python3 -m venv .venv
source .venv/bin/
activate

To set up the required
dependencies, run the
following command.

pip3 install -r
requirements.txt

1. To set up the AWS CDK
environment in your AWS
account, run the following
command.

cdk bootstrap aws://
ACCOUNT-NUMBER/
REGION

Skills required

DevOps engineer, AWS
DevOps

DevOps engineer, AWS
DevOps

DevOps engineer, AWS
DevOps

Epics
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Task Description Skills required

2. To convert the code to
an AWS CloudFormation
stack configuration, run the
command cdk synth.

Configure and deploy the chat-based assistant application

Task Description Skills required
Provision Claude model To enable Anthropic Claude AWS DevOps
access. model access for your AWS

account, follow the instructi
ons in the Amazon Bedrock

documentation.

Deploy resources in the To deploy resources in the AWS DevOps, DevOps
account. AWS account by using the engineer
AWS CDK, do the following:

1. In the root of the
cloned repository, in the
cdk. json file, provide
inputs for the 1ogging
parameters. Example
values are INFO, DEBUG,
WARN, and ERROR.

These values define log-
level messages for the
Lambda function and the
Streamlit application.

2. The app.py file in the root
of the cloned repositor
y contains the AWS
CloudFormation stack
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Task

Description

name used for deploymen
t. The default stack name is
chatbot-stack .

3. To deploy resources,
run the command cdk
deploy.

The cdk deploy
command uses L3
constructs to create
multiple Lambda functions
for copying documents
and CSV dataset files to S3
buckets.

4. After the command is
complete, sign in to the
AWS Management Console,
open the CloudForm
ation console, and review
that the stack deployed

successfully.

Upon successful deploymen
t, you can access the chat-
based assistant application
by using the URL provided in
the CloudFormation Outputs
section.

Skills required

Epics
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Task

Run the AWS Glue crawler
and create the Data Catalog
table.

Description

An AWS Glue crawler is used

to keep the data schema

dynamic. The solution creates

and updates partitions in
the AWS Glue Data Catalog
table by running the crawler
on demand. After the CSV
dataset files are copied into
the S3 bucket, run the AWS
Glue crawler and create the

Data Catalog table schema

for testing:

1.

Navigate to the AWS Glue
console.

. In the navigation pane,

under Data Catalog,
choose Crawlers.

Select the crawler with
suffix sagemaker-
pricing-crawler .

Run the crawler.

5. After the crawler runs

successfully, it creates an
AWS Glue Data Catalog
table.

(@ Note

The AWS CDK code
configures the AWS
Glue crawler to run on
demand, but you can

Skills required

DevOps engineer, AWS
DevOps

Epics
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Task Description Skills required

also schedule it to run
periodically.

Initiate document indexing. After the files are copied into AWS DevOps, DevOps
the S3 bucket, use Amazon engineer
Kendra to crawl and index
them:

1. Navigate to the Amazon
Kendra console.

2. Select the index with the
suffix chatbot-index .

3. In the navigation pane,
choose Data sources, and
select the data source
connector with the suffix
chatbot-index .

4. Choose Sync Now to
initiate the indexing
process.

(® Note

The AWS CDK code
configures the
Amazon Kendra

index sync to run on
demand, but you can
also run periodically
by using the Schedule
parameter.
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Clean up all AWS resources in the solution

Task Description Skills required
Remove the AWS resources. After you test the solution, DevOps engineer, AWS
clean up the resources: DevOps

1. To remove AWS resources
deployed by the solution,
run the command cdk
destroy.

2. Delete all objects from the
two S3 buckets, and then
remove the buckets.

For more information, see
Deleting a bucket.

Troubleshooting
Issue Solution
AWS CDK returns errors. For help with AWS CDK issues, see Troublesh

ooting common AWS CDK issues.

Related resources

Amazon Bedrock:

+ Model access

 Inference parameters for foundation models

Building Lambda functions with Python

Get started with the AWS CDK

Working with the AWS CDK in Python

Generative Al Application Builder on AWS
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» LangChain documentation

e Streamlit documentation

Additional information

AWS CDK commands

When working with AWS CDK, keep in mind the following useful commands:

Lists all stacks in the app

cdk 1s

o Emits the synthesized AWS CloudFormation template

cdk synth

» Deploys the stack to your default AWS account and Region

cdk deploy

« Compares the deployed stack with the current state

cdk diff

» Opens the AWS CDK documentation

cdk docs

o Deletes the CloudFormation stack and removes AWS deployed resources

cdk destroy

Additional information
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Develop a fully automated chat-based assistant by using
Amazon Bedrock agents and knowledge bases

Jundong Qiao, Shuai Cao, Noah Hamilton, Kiowa Jackson, Praveen Kumar Jeyarajan, and Kara Yang,
Amazon Web Services

Summary

Many organizations face challenges when creating a chat-based assistant that is capable of
orchestrating diverse data sources to offer comprehensive answers. This pattern presents a
solution for developing a chat-based assistant that is capable of answering queries from both
documentation and databases, with a straightforward deployment.

Starting with Amazon Bedrock, this fully managed generative artificial intelligence (Al) service

provides a wide array of advanced foundation models (FMs). This facilitates the efficient creation
of generative Al applications with a strong focus on privacy and security. In the context of
documentation retrieval, the Retrieval Augmented Generation (RAG) is a pivotal feature. It uses

knowledge bases to augment FM prompts with contextually relevant information from external

sources. An Amazon OpenSearch Serverless index serves as the vector database behind the

knowledge bases for Amazon Bedrock. This integration is enhanced through careful prompt
engineering to minimize inaccuracies and make sure that responses are anchored in factual
documentation. For database queries, the FMs of Amazon Bedrock transform textual inquiries into
structured SQL queries, incorporating specific parameters. This enables the precise retrieval of data
from databases managed by AWS Glue databases. Amazon Athena is used for these queries.

For handling more intricate queries, achieving comprehensive answers demands information
sourced from both documentation and databases. Agents for Amazon Bedrock is a generative Al
feature that helps you build autonomous agents that can understand complex tasks and break
them down into simpler tasks for orchestration. The combination of insights retrieved from the
simplified tasks, facilitated by Amazon Bedrock autonomous agents, enhances the synthesis of
information, leading to more thorough and exhaustive answers. This pattern demonstrates how to
build a chat-based assistant by using Amazon Bedrock and the related generative Al services and
features within an automated solution.

Prerequisites and limitations

Prerequisites
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« An active AWS account
e Docker, installed

« AWS Cloud Development Kit (AWS CDK), installed and bootstrapped to the us-east-1 or us-
west-2 AWS Regions

o AWS CDK Toolkit version 2.114.1 or later, installed
o AWS Command Line Interface (AWS CLlI), installed and configured

» Python version 3.11 or later, installed

« In Amazon Bedrock, enable access to Claude 2, Claude 2.1, Claude Instant, and Titan Embeddings
G1-Text

Limitations

« This solution is deployed to a single AWS account.

« This solution can be deployed only in AWS Regions where Amazon Bedrock and Amazon
OpenSearch Serverless are supported. For more information, see the documentation for Amazon
Bedrock and Amazon OpenSearch Serverless.

Product versions

Llama-index version 0.10.6 or later

Sqlalchemy version 2.0.23 or later

Opensearch-py version 2.4.2 or later

Requests_aws4auth version 1.2.3 or later

AWS SDK for Python (Boto3) version 1.34.57 or later

Architecture

Target technology stack

The AWS Cloud Development Kit (AWS CDK) is an open source software development framework

for defining cloud infrastructure in code and provisioning it through AWS CloudFormation. The
AWS CDK stack used in this pattern deploys the following AWS resources:

« AWS Key Management Service (AWS KMS)
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Amazon Simple Storage Service (Amazon S3)

AWS Glue Data Catalog, for the AWS Glue database component
AWS Lambda

AWS Identity and Access Management (IAM)

Amazon OpenSearch Serverless

Amazon Elastic Container Registry (Amazon ECR)

Amazon Elastic Container Service (Amazon ECS)

AWS Fargate

Amazon Virtual Private Cloud (Amazon VPC)

Application Load Balancer

Target architecture

Architecture
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The diagram shows a comprehensive AWS cloud-native setup within a single AWS Region, using
multiple AWS services. The primary interface for the chat-based assistant is a Streamlit application

hosted on an Amazon ECS cluster. An Application Load Balancer manages accessibility. Queries
made through this interface activate the Invocation Lambda function, which then interfaces
with agents for Amazon Bedrock. This agent responds to user inquiries by either consulting the
knowledge bases for Amazon Bedrock or by invoking an Agent executor Lambda function. This
function triggers a set of actions associated with the agent, following a predefined API schema.
The knowledge bases for Amazon Bedrock use an OpenSearch Serverless index as their vector

Architecture
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database foundation. Additionally, the Agent executor function generates SQL queries that are
executed against the AWS Glue database through Amazon Athena.

Tools

AWS services

« Amazon Athena is an interactive query service that helps you analyze data directly in Amazon

Simple Storage Service (Amazon S3) by using standard SQL.

« Amazon Bedrock is a fully managed service that makes high-performing foundation models

(FMs) from leading Al startups and Amazon available for your use through a unified API.

o AWS Cloud Development Kit (AWS CDK) is a software development framework that helps you

define and provision AWS Cloud infrastructure in code.

o AWS Command Line Interface (AWS CLI) is an open source tool that helps you interact with AWS
services through commands in your command-line shell.

« Amazon Elastic Container Service (Amazon ECS) is a fast and scalable container management

service that helps you run, stop, and manage containers on a cluster.

« Elastic Load Balancing (ELB) distributes incoming application or network traffic across multiple

targets. For example, you can distribute traffic across Amazon Elastic Compute Cloud (Amazon
EC2) instances, containers, and IP addresses in one or more Availability Zones.

o AWS Glue is a fully managed extract, transform, and load (ETL) service. It helps you reliably
categorize, clean, enrich, and move data between data stores and data streams. This pattern uses
an AWS Glue crawler and an AWS Glue Data Catalog table.

o AWS Lambda is a compute service that helps you run code without needing to provision or
manage servers. It runs your code only when needed and scales automatically, so you pay only
for the compute time that you use.

« Amazon OpenSearch Serverless is an on-demand serverless configuration for Amazon
OpenSearch Service. In this pattern, an OpenSearch Serverless index serves as a vector database
for the knowledge bases for Amazon Bedrock.

« Amazon Simple Storage Service (Amazon S3) is a cloud-based object storage service that helps

you store, protect, and retrieve any amount of data.

Other tools

» Streamlit is an open source Python framework to create data applications.
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Code repository

The code for this pattern is available in the GitHub genai-bedrock-agent-chatbot repository. The

code repository contains the following files and folders:

« assets folder — The static assets, such as the architecture diagram and the public dataset.

« code/lambdas/action-lambda folder — The Python code for the Lambda function that acts
as an action for the Amazon Bedrock agent.

» code/lambdas/create-index-1lambda folder — The Python code for the Lambda function
that creates the OpenSearch Serverless index.

« code/lambdas/invoke-lambda folder — The Python code for the Lambda function that
invokes the Amazon Bedrock agent, which is called directly from the Streamlit application.

« code/lambdas/update-lambda folder — The Python code for the Lambda function that
updates or deletes resources after the AWS resources are deployed through the AWS CDK.

« code/layers/boto3_layer folder - The AWS CDK stack that creates a Boto3 layer that is
shared across all Lambda functions.

« code/layers/opensearch_layer folder - The AWS CDK stack that creates an OpenSearch
Serverless layer that installs all dependencies to create the index.

« code/streamlit-app folder — The Python code that is run as the container image in Amazon
ECS

« code/code_stack.py - The AWS CDK construct Python files that create AWS resources.
e app.py - The AWS CDK stack Python files that deploy AWS resources in the target AWS account.

« requirements.txt - The list of all Python dependencies that must be installed for the AWS
CDK.

« cdk.json - The input file to provide the values that are required to create resources. Also, in
the context/config fields, you can customize the solution accordingly. For more information
about customization, see the Additional information section.

Best practices

» The code example provided here is for proof-of-concept (PoC) or pilot purposes only. If you want
to take the code to production, be sure to use the following best practices:

« Enable Amazon S3 access logging

« Enable VPC Flow Logs
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« Set up monitoring and alerting for the Lambda functions. For more information, see Monitoring
and troubleshooting Lambda functions. For best practices, see the Best practices for working

with AWS Lambda functions.

Epics

Set up AWS credentials on your local workstation

Task Description
Export variables for the To provide AWS credentials
account and Region. for the AWS CDK by using

environment variables, run
the following commands.

export CDK_DEFAU
LT_ACCOUNT=<12-digit
AWS account number>
export CDK_DEFAU
LT_REGION=<Region>

Set up the AWS CLI named To set up the AWS CLI named

profile. profile for the account,
follow the instructions in
Configuration and credential

file settings.

Set up your environment

Task Description
Clone the repo to your local To clone the repository, run
workstation. the following command in

your terminal.

git clone https://g
ithub.com/awslabs/

Skills required

AWS DevOps, DevOps
engineer

AWS DevOps, DevOps
engineer

Skills required

DevOps engineer, AWS
DevOps

Epics
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Task Description Skills required

genai-bedrock-agent-
chatbot.git

Set up the Python virtual To set up the Python virtual DevOps engineer, AWS
environment. environment, run the DevOps
following commands.

cd genai-bedrock-agen
t-chatbot

python3 -m venv .venv
source .venv/bin/
activate

To set up the required
dependencies, run the
following command.

pip3 install -r
requirements.txt

Set up the AWS CDK To convert the code to AWS DevOps, DevOps
environment. an AWS CloudFormation engineer

template, run the command

cdk synth.

Configure and deploy the application

Task Description Skills required
Deploy resources in the To deploy resources in the DevOps engineer, AWS
account. AWS account by using the DevOps

AWS CDK, do the following:

1. In the root of the
cloned repository, in the
cdk. json file, provide
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Task

Description

inputs for the logging
parameters. Example
values are INFO, DEBUG,
WARN, and ERROR.

These values define log-
level messages for the
Lambda functions and the
Streamlit application.

. The cdk. json file in

the root of the cloned
repository contains the
AWS CloudFormation stack
name used for deploymen
t. The default stack name
is chatbot-stack . The
default Amazon Bedrock
agent name is ChatbotBe
drockAgent ,andthe
default Amazon Bedrock
agent alias is Chatbot_A
gent .

. To deploy resources,

run the command cdk
deploy.

The cdk deploy
command uses layer-3
constructs to create
multiple Lambda functions
for copying documents

and CSV dataset files to

S3 buckets. It also deploys
the Amazon Bedrock agent,
knowledge bases, and

Skills required

Epics
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Task

Description

Action group Lambda
function for the Amazon
Bedrock agent.

. Sign in to the AWS

Management Console, and
then open the CloudForm
ation console at https://c
onsole.aws.amazon.com/

cloudformation/.

. Confirm that the stack

deployed successfully. For
instructions, see Reviewing
your stack on the AWS
CloudFormation console.

After successful deploymen
t, you can access the chat-
based assistant application
by using the URL provided
on the Outputs tab in the
CloudFormation console.

Clean up all AWS resources in the solution

Task

Remove the AWS resources.

Related resources

AWS documentation

Description

After you test the solution,
to clean up the resources, run
the command cdk destroy.

Skills required

Skills required

AWS DevOps, DevOps
engineer

Related resources
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« Amazon Bedrock resources:
e Model access

 Inference parameters for foundation models

» Agents for Amazon Bedrock

» Knowledge bases for Amazon Bedrock

 Building Lambda functions with Python

« AWS CDK resources:
¢ Get started with the AWS CDK

o Troubleshooting common AWS CDK issues

« Working with the AWS CDK in Python

» Generative Al Application Builder on AWS

Other AWS resources

» Vector Engine for Amazon OpenSearch Serverless

Other resources

« Llamalndex documentation

e Streamlit documentation

Additional information

Customize the chat-based assistant with your own data

To integrate your custom data for deploying the solution, follow these structured guidelines. These
steps are designed to ensure a seamless and efficient integration process, enabling you to deploy

the solution effectively with your bespoke data.
For knowledge base data integration

Data preparation

1. Locate the assets/knowledgebase_data_source/ directory.

2. Place your dataset within this folder.

Additional information
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Configuration adjustments

1. Open the cdk. json file.

2. Navigate to the context/configure/paths/knowledgebase_file_name field, and then
update it accordingly.

3. Navigate to the bedrock_instructions/knowledgebase_instruction field, and then
update it to accurately reflect the nuances and context of your new dataset.

For structural data integration

Data organization
1. Within the assets/data_query_data_source/ directory, create a subdirectory, such as
tabular_data.

2. Put your structured dataset (acceptable formats include CSV, JSON, ORC, and Parquet) into this
newly created subfolder.

3. If you are connecting to an existing database, update the function create_sql_engine() in
code/lambda/action-lambda/build_query_engine.py to connect to your database.

Configuration and code updates
1. In the cdk. json file, update the context/configure/paths/
athena_table_data_prefix field to align with the new data path.

2. Revise code/lambda/action-lambda/dynamic_examples.csv by incorporating new text-
to-SQL examples that correspond with your dataset.

3. Revise code/lambda/action-lambda/prompt_templates.py to mirror the attributes of
your structured dataset.

4. In the cdk. json file, update the context/configure/bedrock_instructions/
action_group_description field to explain the purpose and functionality of the Action
group Lambda function.

5. Inthe assets/agent_api_schema/artifacts_schema. json file, explain the new
functionalities of your Action group Lambda function.

General update
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In the cdk. json file, in the context/configure/bedrock_instructions/
agent_instruction section, provide a comprehensive description of the Amazon Bedrock
agent's intended functionality and design purpose, taking into account the newly integrated data.
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Document institutional knowledge from voice inputs by using
Amazon Bedrock and Amazon Transcribe

Praveen Kumar Jeyarajan, Jundong Qiao, Rajiv Upadhyay, and Megan Wu, Amazon Web Services

Summary

Capturing institutional knowledge is paramount for ensuring organizational success and resilience.
Institutional knowledge represents the collective wisdom, insights, and experiences accumulated by
employees over time, often tacit in nature and passed down informally. This wealth of information
encompasses unique approaches, best practices, and solutions to intricate problems that might
not be documented elsewhere. By formalizing and documenting this knowledge, companies

can preserve institutional memory, foster innovation, enhance decision-making processes,

and accelerate learning curves for new employees. Additionally, it promotes collaboration,
empowers individuals, and cultivates a culture of continuous improvement. Ultimately, harnessing
institutional knowledge helps companies use their most valuable asset—the collective intelligence
of their workforce—to navigate challenges, drive growth, and maintain competitive advantage in
dynamic business environments.

This pattern explains how to capture institutional knowledge through voice recordings from
senior employees. It uses Amazon Transcribe and Amazon Bedrock for systematic documentation

and verification. By documenting this informal knowledge, you can preserve it and share it with
subsequent cohorts of employees. This endeavor supports operational excellence and improves
the effectiveness of training programs through the incorporation of practical knowledge acquired
through direct experience.

Prerequisites and limitations

Prerequisites

« An active AWS account
o Docker, installed

o AWS Cloud Development Kit (AWS CDK) version 2.114.1 or later, installed and bootstrapped to
the us-east-1 or us-west-2 AWS Regions

o AWS CDK Toolkit version 2.114.1 or later, installed
o AWS Command Line Interface (AWS CLI), installed and configured
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« Python version 3.12 or later, installed

» Permissions to create Amazon Transcribe, Amazon Bedrock, Amazon Simple Storage Service
(Amazon S3), and AWS Lambda resources

Limitations

« This solution is deployed to a single AWS account.

« This solution can be deployed only in AWS Regions where Amazon Bedrock and Amazon
Transcribe are available. For information about availability, see the documentation for Amazon
Bedrock and Amazon Transcribe.

» The audio files must be in a format that Amazon Transcribe supports. For a list of supported
formats, see Media formats in the Transcribe documentation.

Product versions

o AWS SDK for Python (Boto3) version 1.34.57 or later

« LangChain version 0.1.12 or later

Architecture

The architecture represents a serverless workflow on AWS. AWS Step Functions orchestrates

Lambda functions for audio processing, text analysis, and document generation. The following
diagram shows the Step Functions workflow, also known as a state machine.
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Each step in the state machine is handled by a distinct Lambda function. The following are the
steps in the document generation process:

1. The preprocess Lambda function validates the input passed to Step Functions and lists all
of the audio files present in the provided Amazon S3 URI folder path. Downstream Lambda
functions in the workflow use the file list to validate, summarize, and generate the document.

2. The transcribe Lambda function uses Amazon Transcribe to convert audio files into text
transcripts. This Lambda function is responsible for initiating the transcription process and
accurately transforming speech into text, which is then stored for subsequent processing.

3. The validate Lambda function analyzes the text transcripts, determining the relevance of
the responses to the initial questions. By using a large language model (LLM) through Amazon
Bedrock, it identifies and separates on-topic answers from off-topic responses.

4. The summarize Lambda function uses Amazon Bedrock to generate a coherent and concise
summary of the on-topic answers.

5. The generate Lambda function assembles the summaries into a well-structured document.
It can format the document according to predefined templates and include any additional
necessary content or data.
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6. If any of the Lambda functions fail, you receive an email notification through Amazon Simple
Notification Service (Amazon SNS).

Throughout this process, AWS Step Functions makes sure that each Lambda function is initiated

in the correct sequence. This state machine has the capacity for parallel processing to enhance
efficiency. An Amazon S3 bucket acts as the central storage repository, supporting the workflow by
managing the various media and document formats involved.

Tools
AWS services

« Amazon Bedrock is a fully managed service that makes high-performing foundation models

(FMs) from leading Al startups and Amazon available for your use through a unified API.

« AWS Lambda is a compute service that helps you run code without needing to provision or
manage servers. It runs your code only when needed and scales automatically, so you pay only
for the compute time that you use.

« Amazon Simple Notification Service (Amazon SNS) helps you coordinate and manage the

exchange of messages between publishers and clients, including web servers and email
addresses.

« Amazon Simple Storage Service (Amazon S3) is a cloud-based object storage service that helps

you store, protect, and retrieve any amount of data.

« AWS Step Functions is a serverless orchestration service that helps you combine AWS Lambda

functions and other AWS services to build business-critical applications.

« Amazon Transcribe is an automatic speech recognition service that uses machine learning models

to convert audio to text.

Other tools
« LangChain is a framework for developing applications that are powered by large language
models (LLMs).

Code repository

The code for this pattern is available in the GitHub genai-knowledge-capture repository.

The code repository contains the following files and folders:
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» assets folder — The static assets for the solution, such as the architecture diagram and the
public dataset

» code/lambdas folder — The Python code for all Lambda functions

« code/lambdas/generate folder - The Python code that generates a document from the
summarized data in the S3 bucket

« code/lambdas/preprocess folder - The Python code that processes the inputs for the Step
Functions state machine

« code/lambdas/summarize folder - The Python code that summarizes the transcribed data
by using Amazon Bedrock service

» code/lambdas/transcribe folder - The Python code that converts speech data (audio file)
into text by using Amazon Transcribe

« code/lambdas/validate folder - The Python code that validates whether all answers
pertain to the same topic

« code/code_stack.py - The AWS CDK construct Python file that is used to create AWS
resources

« app.py - The AWS CDK app Python file that is used to deploy AWS resources in the target AWS
account

« requirements.txt - The list of all Python dependencies that must be installed for the AWS
CDK

« cdk.json - The input file to provide values that are required to create resources

Best practices

The code example provided is for proof-of-concept (PoC) or pilot purposes only. If you want to take
the solution to production, use the following best practices:

« Enable Amazon S3 access logging

« Enable VPC Flow Logs
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Epics

Set up AWS credentials on your local workstation

Task

Export variables for the
account and AWS Region.

Set up the AWS CLI named
profile.

Set up your environment

Task

Clone the repo to your local
workstation.

Description

To provide AWS credentials
for the AWS CDK by using
environment variables, run
the following commands.

export CDK_DEFAU
LT_ACCOUNT=<12-digit
AWS account number>
export CDK_DEFAU
LT_REGION=<Region>

To set up the AWS CLI hamed
profile for the account,
follow the instructions in
Configuration and credential

file settings.

Description

To clone the genai-kno
wledge-capture repository,

run the following command
in your terminal.

git clone https://g
ithub.com/aws-samp
les/genai-knowledge-
capture

Skills required

AWS DevOps, DevOps
engineer

AWS DevOps, DevOps
engineer

Skills required

AWS DevOps, DevOps
engineer

Epics
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Task Description Skills required
(Optional) Replace the audio To customize the sample AWS DevOps, DevOps
files. application to incorpora engineer

te your own data, do the
following:

1. Navigate to the assets/
audio_samples folder
in the cloned repository.

2. Delete the folders
containing the sample
audio files.

3. Create a folder for each
topic you want to analyze.

4. Transfer your audio files to
their respective folders.

Set up the Python virtual To set up the Python virtual AWS DevOps, DevOps
environment. environment, run the engineer
following commands.

cd genai-knowledge-ca
pture

python3 -m venv .venv
source .venv/bin/
activate

pip install -r requireme

nts.txt
Synthesize the AWS CDK To convert the code to AWS DevOps, DevOps
code. an AWS CloudFormation engineer

stack configuration, run the
following command.

cdk synth
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Configure and deploy the solution

Task Description Skills required
Provision foundation model Enable access to the AWS DevOps
access. Anthropic Claude 3 Sonnet

model for your AWS account.
For instructions, see Add
model access in the Bedrock
documentation.

Deploy resources in the To deploy resources in the AWS DevOps, DevOps
account. AWS account by using the engineer
AWS CDK, do the following:

1. (Optional) In the root of
the cloned repository, in
the app. py file, update
the AWS CloudFormation
stack name. The default
stack name is genai-kno
wledge-capture-sta
ck .

2. To deploy resources,
run the command cdk
deploy.

The cdk deploy
command uses layer-3
constructs to create a set
of Lambda functions, an

S3 bucket, an Amazon SNS
topic, and a Step Functions
state machine. Audio

files in the assets/au
dio_samples folder are
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Task

Subscribe to the Amazon SNS
topic.

Description

copied into the S3 bucket
during deployment.

. Sign in to the AWS

Management Console, and
then open the CloudForm

ation console at https://c

onsole.aws.amazon.com/

cloudformation/.

. Confirm that the stack

deployed successfully. For
instructions, see Reviewing
your stack on the AWS
CloudFormation console.

To subscribe to the Amazon
SNS topic for notification, do
the following:

1.

In the CloudFormation
console, in the navigate
pane, choose Stacks.

. Choose the genai-kno

wledge-capture-sta
ck stack.

3. Choose the Outputs tab.

. Find the Amazon SNS

topic name with the key
SNSTopicName .

. Configure an email address

to receive notifications
by following the instructi
ons in Subscribe an email

address to an Amazon SNS
topic.

Skills required

General AWS

Epics
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Test the solution

Task Description Skills required
Run the state machine. 1. Open the Step Functions App developer, General AWS
console.

2. On the State machines
page, choose genai-kno
wledge-capture-stack-
state-machine.

3. Choose Start execution.

4. (Optional) In the Name
box, enter a name for the
execution.

5. In the Input area, enter the
following JSON object by
replacing the placeholder
text, where:

« <Name> is what you
want to name the
document.

e <S3 bucket name>is
the name of the Amazon
S3 bucket that contains
the audio files.

 <Folder path>isthe
directory that contains
the audio files.

{

"documentName" :
"<Name>",

"audioFileFolderUx
i": "s3://<S3 bucket
name>/<Folder path>"

}

Epics 262


https://console.aws.amazon.com/states/home
https://console.aws.amazon.com/states/home

AWS Prescriptive Guidance

Patterns

Task Description

6. Choose Start Execution.

7. On the execution details
page, review the results
and wait for the execution
to complete.

Clean up all AWS resources in the solution

Task Description

Remove the AWS resources. After you test the solution,
clean up the resources:

1. Delete all objects from
the S3 bucket, and then
delete the bucket. For
more information, see
Deleting a bucket.

2. From the cloned repositor
y, run the command cdk
destroy.

Related resources
AWS documentation

« Amazon Bedrock resources:

» Model access

 Inference parameters for foundation models
» AWS CDK resources:

» Get started with the AWS CDK

« Working with the AWS CDK in Python

o Troubleshooting common AWS CDK issues

Skills required

Skills required

AWS DevOps, DevOps
engineer

Related resources
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+ Toolkit commands

« AWS Step Functions resources:

o Getting started with AWS Step Functions

« Troubleshooting

» Building Lambda functions with Python

« Generative Al Application Builder on AWS

Other resources

« LangChain documentation

Related resources 264
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Generate personalized and re-ranked recommendations using
Amazon Personalize

Mason Cahill, Matthew Chasse, and Tayo Olajide, Amazon Web Services

Summary

This pattern shows you how to use Amazon Personalize to generate personalized
recommendations—including re-ranked recommendations—for your users based on the ingestion
of real-time user-interaction data from those users. The example scenario used in this pattern

is based on a pet adoption website that generates recommendations for its users based on

their interactions (for example, what pets a user visits). By following the example scenario, you
learn to use Amazon Kinesis Data Streams to ingest interaction data, AWS Lambda to generate
recommendations and re-rank the recommendations, and Amazon Data Firehose to store the

data in an Amazon Simple Storage Service (Amazon S3) bucket. You also learn to use AWS Step
Functions to build a state machine that manages the solution version (that is, a trained model) that
generates your recommendations.

Prerequisites and limitations

Prerequisites

« An active AWS account with a bootstrapped AWS Cloud Development Kit (AWS CDK)

o AWS Command Line Interface (AWS CLI) with configured credentials

« Python 3.9

Product versions

« Python 3.9

« AWS CDK 2.23.0 or later
o AWS CLI 2.7.27 or later

Architecture

Technology stack
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« Amazon Data Firehose

« Amazon Kinesis Data Streams

« Amazon Personalize

« Amazon Simple Storage Service (Amazon S3)
o AWS Cloud Development Kit (AWS CDK)

o AWS Command Line Interface (AWS CLI)

« AWS Lambda

o AWS Step Functions

Target architecture

The following diagram illustrates a pipeline for ingesting real-time data into Amazon Personalize.
The pipeline then uses that data to generate personalized and re-ranked recommendations for
users.

AWS Cloud

User interactions

OJ

?5' o ?._ Put event o

Amazon Kinesis AWS Lambda AWS Lambda re-ranking
Mobile client Data Streams recommendations
%@ Amazon Personalize
event tracker
Amazon Kinesis Amazon S3
Data Firehose T
l:v AWS Step Functions state machine o
AWS Lambda Amazon Personalize Amazon Personalize ~ AWS Lambda Amazon Personalize
recommendation recommendation campaign re-ranking campaign

The diagram shows the following workflow:

1. Kinesis Data Streams ingests real-time user data (for example, events like visited pets) for
processing by Lambda and Firehose.
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2. A Lambda function processes the records from Kinesis Data Streams and makes an API call to
add the user-interaction in the record to an event tracker in Amazon Personalize.

3. A time-based rule invokes a Step Functions state machine and generates new solution versions
for the recommendation and re-ranking models by using the events from the event tracker in
Amazon Personalize.

4. Amazon Personalize campaigns are updated by the state machine to use the new solution
version.

5. Lambda re-ranks the list of recommended items by calling the Amazon Personalize re-ranking
campaign.

6. Lambda retrieves the list of recommended items by calling the Amazon Personalize
recommendations campaign.

7. Firehose saves the events to an S3 bucket where they can be accessed as historical data.

Tools

AWS tools

o AWS Cloud Development Kit (AWS CDK) is a software development framework that helps you

define and provision AWS Cloud infrastructure in code.

o AWS Command Line Interface (AWS CLI) is an open-source tool that helps you interact with AWS
services through commands in your command-line shell.

« Amazon Data Firehose helps you deliver real-time streaming data to other AWS services, custom
HTTP endpoints, and HTTP endpoints owned by supported third-party service providers.

« Amazon Kinesis Data Streams helps you collect and process large streams of data records in real
time.

« AWS Lambda is a compute service that helps you run code without needing to provision or
manage servers. It runs your code only when needed and scales automatically, so you pay only
for the compute time that you use.

« Amazon Personalize is a fully managed machine learning (ML) service that helps you generate

item recommendations for your users based on your data.

o AWS Step Functions is a serverless orchestration service that helps you combine Lambda

functions and other AWS services to build business-critical applications.

Other tools
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« pytestis a Python framework for writing small, readable tests.

« Python is a general-purpose computer programming language.

Code

The code for this pattern is available in the GitHub Animal Recommender repository. You can use
the AWS CloudFormation template from this repository to deploy the resources for the example
solution.

(® Note

The Amazon Personalize solution versions, event tracker, and campaigns are backed
by custom resources (within the infrastructure) that expand on native CloudFormation

resources.

Epics

Create the infrastructure

Task Description Skills required

Create an isolated Python Mac/Linux setup DevOps engineer

environment.
1. To manually create a

virtual environment,
runthe $ python3 -m
venv .venv command
from your terminal.

2. After the init process
completes, run the $
source .venv/bin/
activate command
to activate the virtual
environment.

Windows setup
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Task

Description

To manually create a virtual
environment, run the

% .venv\Scripts\acti
vate.bat command from
your terminal.

Skills required

Epics
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Task

Synthesize the CloudForm
ation template.

Description

1. To install the required

dependencies, run the
$ pip install -r
requirements.txt
command from your
terminal.

. In the AWS CLI, set the

following environment

variables:

export ACCOUNT_I
D=123456789

export CDK_DEPLO
Y_REGION=us-
east-1

export CDK_ENVIR
ONMENT=dev

3. Inthe config/
{env}.yml file,
update vpcId to match

your virtual private cloud
(VPC) ID.

CloudFormation template

To synthesize the

for this code, run the $
cdk synth command.

(® Note

In step 2, CDK_ENVIR
ONMENT refers to the

config/{env}.yml
file.

Skills required

DevOps engineer

Epics
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Task

Deploy resources and create
infrastructure.

Related resources

Animal Recommender (GitHub)

Description Skills required

To deploy the solution DevOps engineer
resources, run the ./
deploy.sh command from

your terminal.

This command installs the
required Python dependenc
ies. A Python script creates

an S3 bucket and an AWS Key
Management Service (AWS
KMS) key, and then adds the
seed data for the initial model
creations. Finally, the script
runs cdk deploy to create
the remaining infrastructure.

(® Note

The initial model
training happens
during stack creation.
It can take up to two
hours for the stack to
finish getting created.

AWS CDK Reference Documentation

Boto3 Documentation

Optimize personalized recommendations for a business metric of your choice with Amazon

Personalize (AWS Machine Learning Blog)

Related resources
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Additional information

Example payloads and responses
Recommendation Lambda function

To retrieve recommendations, submit a request to the recommendation Lambda function with a
payload in the following format:

"userId": "3578196281679609099",
"limit": 6

The following example response contains a list of animal groups:

[{"id": "1-domestic short hair-1-1"},

{"id": "1-domestic short hair-3-3"},

{"id": "l-domestic short hair-3-2"},
"id": "l-domestic short hair-1-2"},

{"id": "l-domestic short hair-3-1"},
"id": "2-beagle-3-3"},

If you leave out the userId field, the function returns general recommendations.
Re-ranking Lambda function

To use re-ranking, submit a request to the re-ranking Lambda function. The payload contains
the userId of all the item IDs to be re-ranked and their metadata. The following example data
uses the Oxford Pets classes for animal_species_id (1=cat, 2=dog) and integers 1-5 for
animal_age_id and animal_size_id:

"userId":"12345",
"itemMetadatalList": [
{
"itemId":"1",
"animalMetadata":{
"animal_species_id":"2",
"animal_primary_breed_id":"Saint_Bernard",
"animal_size_id":"3",
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"animal_age_id":"2"

}
},
{
"itemId":"2",
"animalMetadata":{
"animal_species_id":"1",
"animal_primary_breed_id":"Egyptian_Mau",
"animal_size_id":"1",
"animal_age_id":"1"
}
.
{
"itemId":"3",
"animalMetadata":{
"animal_species_id":"2",
"animal_primary_breed_id":"Saint_Bernard",
"animal_size_id":"3",
"animal_age_id":"2"
}
}

The Lambda function re-ranks these items, and then returns an ordered list that includes the
item IDs and the direct response from Amazon Personalize. This is a ranked list of the animal
groups that the items are in and their score. Amazon Personalize uses User-Personalization and

Personalized-Ranking recipes to include a score for each item in the recommendations. These

scores represent the relative certainty that Amazon Personalize has about which item the user will
choose next. Higher scores represent greater certainty.

"ranking":[

nym

g

o

1,
"personalizeResponse":{

"ResponseMetadata": {
"RequestId":"a2ec0417-9dcd-4986-8341-a3b3d26cd694",
"HTTPStatusCode":200,

"HTTPHeaders":{
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"date":"Thu, 16 Jun 2022 22:23:33 GMT",
"content-type":"application/json",
"content-length":"243",
"connection":"keep-alive",

"x-amzn-requestid":"a2ec0417-9dcd-4986-8341-a3b3d26cd694"

.
"RetryAttempts":0
.
"personalizedRanking":[
{
"itemId":"2-Saint_Bernard-3-2",
"score":0.8947961

"itemId":"1-Siamese-1-1",
"score":0.105204

1,
"recommendationId":"RID-d97c7a87-bd4e-47b5-a89b-acld19386aec"

Amazon Kinesis payload

The payload to send to Amazon Kinesis has the following format:

"Partitionkey": "randomstring",
"Data": {
"userId": "12345",
"sessionId": "sessionId4545454",
"eventType": "DetailView",
"animalMetadata": {
"animal_species_id": "1",
"animal_primary_breed_id": "Russian_Blue",
"animal_size_id": "1",
"animal_age_id": "2"
},
"animal_id": "98765"

Additional information
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® Note

The userId field is removed for an unauthenticated user.
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Streamline machine learning workflows from local
development to scalable experiments by using SageMaker Al
and Hydra

David Sauerwein, Marco Geiger, and Julian Ferdinand Grueber, Amazon Web Services

Summary

This pattern provides a unified approach to configuring and running machine learning (ML)
algorithms from local testing to production on Amazon SageMaker Al. ML algorithms are the focus
of this pattern, but its approach extends to feature engineering, inference, and whole ML pipelines.
This pattern demonstrates the transition from local script development to SageMaker Al training
jobs through a sample use case.

A typical ML workflow is to develop and test solutions on a local machine, run large scale
experiments (for example, with different parameters) in the cloud, and deploy the approved
solution in the cloud. Then, the deployed solution must be monitored and maintained. Without
a unified approach to this workflow, developers often need to refactor their code at each stage.
If the solution depends on a large number of parameters that might change at any stage of this
workflow, it can become increasingly difficult to remain organized and consistent.

This pattern addresses these challenges. First, it eliminates the need for code refactoring between
environments by providing a unified workflow that remains consistent whether running on local
machines, in containers, or on SageMaker Al. Second, it simplifies parameter management through
Hydra's configuration system, where parameters are defined in separate configuration files that
can be easily modified and combined, with automatic logging of each run's configuration. For more
details about how this pattern addresses these challenges, see Additional information.

Prere