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Red Hat OpenShift on AWS implementation strategies

Yogesh Bhatia and Francis Nelson, Amazon Web Services

This guide provides an overview of the Red Hat OpenShift architecture on AWS, describes
different methods for setting up a Red Hat OpenShift cluster, and explains the advantages and
disadvantages of each method.

Red Hat OpenShift was initially used as a private cloud platform that provides a platform as a
service (PaaS) for on-premises applications. Overall cluster management is handled by an in-house
team that provides support to internal stakeholders, especially developers. However, managing an
entire cluster on premises can become complex and might not be a scalable solution for the long
term.

Red Hat OpenShift on AWS enables you to provision an entire infrastructure on AWS. It provides
scalability and flexibility, so your teams can focus on using Red Hat OpenShift services instead of
setting up or configuring the services. Red Hat OpenShift architecture can become complex and
has many infrastructure component requirements, so coming up with the most optimal solution
and architecture is key. This guide covers various options for setting up Red Hat OpenShift on AWS.
It provides you with the information that you need to:

» Create a detailed topology and architecture before provisioning a Red Hat OpenShift cluster on
AWS.

« Gain a thorough understanding of the different installation approaches, and the advantages and
disadvantages of each approach.

« Provision a Red Hat OpenShift cluster on AWS infrastructure successfully, and get all required
resources up and running.

About Red Hat OpenShift

Red Hat OpenShift is a wrapper to Kubernetes that provides a cloudlike experience for container
management. It extends the capabilities of Kubernetes and provides its own API layer and
additional benefits such as the Source-to-Image (S2I) build method and ease of assigning role-
based access control (RBAC) to namespaces. Red Hat OpenShift is used with other Red Hat
products such as Ansible and Red Hat Linux to provide cluster management and operational

services. Red Hat OpenShift includes Kubernetes for container orchestration. It also includes other

About Red Hat OpenShift 1


https://access.redhat.com/documentation/en-us/openshift_container_platform/3.7/html-single/architecture/index#source-build
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.1/html/authentication/using-rbac
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.1/html/authentication/using-rbac
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software services such as Tekton, Grafana, CRI-O, and Prometheus, which give you the ability to
manage production-grade clusters. These products and services work together in a distributed
environment to provide a seamless orchestration engine experience. For more information about
Red Hat OpenShift, see the Red Hat documentation.

About Red Hat OpenShift


https://www.redhat.com/en/technologies/cloud-computing/openshift
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Red Hat OpenShift architecture on AWS

At a high level, the Red Hat OpenShift infrastructure runs on AWS, and the cluster is registered
on the Red Hat Portal. When you create a cluster, you provide your Red Hat account details. This
generates a token that helps identify your Red Hat account. The following diagram illustrates the
high-level process, regardless of the implementation method you choose:

1. Create a Red Hat account.

2. Generate a token from the account.

3. Use the token to provision a cluster on AWS.

4. Administer the cluster by using the Red Hat console.

The entire infrastructure, including the control plane, user nodes, and Network Load Balancer, runs
on AWS.

Create account Generate token
8 o Red Hat 9

account

User

Use token to provision a
cluster on AWS

Administer cluster o @ VPC on AWS

from Red Hat @

Red Hat OpenShift

cluster
a0
Metwork Load Master Worker Infrastructure

Balancer nodes nodes nodes
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Infrastructure requirements

Because Red Hat OpenShift uses Kubernetes for container orchestration, it requires infrastructure
components such as a virtual private cloud (VPC), subnets, and Amazon Route 53 on AWS. These
requirements can change depending on the topology, but the following core components are
always required:

» Kubernetes and Red Hat OpenShift Container Platform control plane services that run on master
nodes

« The default router

« The container image registry

» The cluster metrics collection or monitoring service
 Cluster-aggregated logging

« Service brokers

Infrastructure requirements 4
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Installation options

There are two main ways to install Red Hat OpenShift on AWS:

« Installer-provisioned infrastructure (IPI) — The user provides the basic information (such as the
number of control plane machines) and can choose default values for most of the questions.
The Red Hat OpenShift Service on AWS command line utility (rosa CLI) can be placed in an IPI
structure, as discussed in the next section.

» User-provisioned infrastructure (UPI) — All infrastructure components, such as Domain Name
Server (DNS), Amazon virtual private clouds (VPCs), bootstrap machines, and control planes are
created manually, and Red Hat OpenShift is installed on top of that infrastructure.

Both setups use the same installation program (install-config.yaml), which installs
components based on targets and dependencies. Each target has its own dependencies, so the
program can support multiple targets in parallel and ensure that the target can successfully run
the cluster. The following diagram shows some of the targets and dependencies.

Cluster name

Secret (from Red Hat account)

Other configuration data

Bootstrap node

Infrastructure data f ——
. ——— > install-config.yaml Ignition | Control plane
Platform credentials

Compute node

Node-specific
configuration

Advantages and disadvantages of each approach

Installer-provisioned infrastructure (IPI) User-provisioned infrastructure (UPI)

Easy to install. Complex; takes some time to set up.

Advantages and disadvantages of each approach 5
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Doesn't provide many customization options.

Supports AWS and other public cloud options.

Creates all infrastructure components,

including load balancers and virtual networks.

Highly automated.

Prerequisites checks are easy to perform.

You can customize the topology and entire
infrastructure.

Supports VMware and bare metal systems as
well as AWS and other cloud options.

Can be used when the underlying platform
doesn't meet all requirements. (For example,
bare metal systems don't provide load
balancers.)

Requires you to create the entire automation
layer for provisioning the underlying infrastru
cture. You can use AWS CloudFormation

templates for this purpose.

Prerequisites must be validated carefully.

IPI example — using the ROSA CLI

Red Hat OpenShift Service on AWS implements an IPI type of installation, but it provides
additional benefits. You use the rosa CLI to manage (update, delete, or provision) a Red Hat
OpenShift on AWS cluster and resources. For more information, see the Red Hat OpenShift

documentation.

To provision a Red Hat OpenShift cluster on AWS, you first install the rosa CLI and make sure
that the AWS Command Line Interface (AWS CLI) points to your AWS account. You can then use
the rosa CLI to perform validations and provision the cluster by using commands similar to the

following.

rosa verify permissions [arguments]
rosa download oc

rosa verify quota [arguments]
rosa init --token=<token>

rosa create cluster --cluster-name=<cluster_name>

IPl example — using the ROSA CLI


https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/installing/index#installing-aws-user-infra
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/installing/index#installing-aws-user-infra
https://docs.openshift.com/rosa/rosa_cli/rosa-get-started-cli.html
https://docs.openshift.com/rosa/rosa_cli/rosa-get-started-cli.html
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When the cluster has been provisioned, you can verify it by using OpenShift commands.

oc get nodes (list all nodes if connected to cluster)
oc get ns (list all namespaces)

For more information, see the OpenShift documentation.

The benefits of using this method include the following:

Easy to set up and quickly provision the cluster on AWS.

Provides logging information; easy to troubleshoot if anything goes wrong.

Can validate prerequisites through the command line.

Can be used for deletions and other operations as well.

Some possible concerns:

« Customization options might be limited.
» Requires the rosa CLI, AWS CLI, and other basic setup.
« All challenges with IPI apply to using the rosa CLI as well.

IPI example - using openshift-install

openshift-install is a command line utility that you can use to create a cluster quickly. This
command provides some flexibility through modifications to the install-config.yaml file.
This section provides high-level steps for using the utility. For detailed installation steps, see the
OpenShift documentation.

1. Get the installer from the Red Hat website (requires a Red Hat account).

2. Untar the package.

tar xvf openshift-install-linux.tar.gz

3. Identify the installation directory, and run the create cluster command.

./openshift-install create cluster --dir <installation_directory> --log-level=info

4. To customize the installation, generate the install-config.yaml file.

IPI example - using openshift-install 7


https://docs.openshift.com/rosa/rosa_cli/rosa-get-started-cli.html#rosa-setting-up-cli_rosa-getting-started-cli
https://docs.openshift.com/container-platform/4.6/installing/installing_aws/installing-aws-default.html
https://console.redhat.com/openshift/install
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./openshift-install create install-config --dir <installation_directory>

The following provides an excerpt from a sample install-config.yaml file. For configuration
options, see the OpenShift documentation.

apiVersion: vl
baseDomain: sample.com
credentialsMode: Mint
controlPlane:

hyperthreading: Enabled
name: master
platform:

aws:

zones:

- us-east-2a

- us-east-2b

rootVolume:
iops: 4000
size: 500
type: iol

type: m5.xlarge
replicas: 3
compute:
- hyperthreading: Enabled
name: worker

platform:
aws:

rootVolume:
iops: 2000
size: 500
type: iol

type: c5.4xlarge

zones:

- us-east-2c
replicas: 3
metadata:
name: sample-cluster
networking:
clusterNetwork:
- cidr: 10.128.0.0/14
hostPrefix: 23

IPI example - using openshift-install


https://docs.openshift.com/container-platform/4.7/installing/installing_aws/installing-aws-customizations.html
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machineNetwork:
- cidr: 10.0.0.0/16
networkType: OpenShiftSDN
serviceNetwork:
- 172.30.0.0/16
platform:
aws:
region: us-west-2
userTags:
adminContact: jdoe
costCenter: 7536
amiID: ami-96c¢6f8f7
serviceEndpoints:
- name: ec2

url: https://vpce-id.ec2.us-west-2.vpce.amazonaws.com

fips: false
sshKey: ssh-ed25519 AAAA...

pullSecret: '{"auths": ...}'

UPI example - installing on user-provisioned AWS

infrastructure

You can provision a Red Hat OpenShift cluster on an existing AWS infrastructure that you provision
separately. To provision the infrastructure, you can use AWS CloudFormation templates to

create the VPC, hosted zone, DNS records, and other components. For detailed steps and AWS
CloudFormation templates, see the OpenShift documentation.

When the cluster has been provisioned, you must approve all certificate signing requests (CSRs) to
move worker nodes to a Ready status.

oc get nodes

NAME STATUS ROLES

master-@ Ready master
master-1 Ready master
master-2 Ready master

worker-@ NotReady worker
worker-1 NotReady worker

AGE
63m
63m
64m
76s
70s

VERSION

vl.
vl.
vl.
vl.
vl.

13
13
13
13
13

.4+b626c2fel
.4+b626c2fel
.4+b626c2fel
.4+b626c2fel
.4+b626c2fel

You can approve all certificates in one step by using the following command.

UPI example — installing on user-provisioned AWS infrastructure


https://access.redhat.com/documentation/en-us/openshift_container_platform/4.1/html/installing/installing-on-user-provisioned-aws
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oc get csr -ojson | jgq -r '.items[] | select(.status == {} ) | .metadata.name' |
xargs oc adm certificate approve

You can verify that all the operators are in the Ready stage by using the oc command line or from
the Red Hat console.

After verification, you can delete the bootstrap resources. You can determine stack-name from
the AWS Management Console, and from the name you provided when you created the stack.

aws cloudformation delete-stack --stack-name <name>
Finish provisioning the cluster by using the following command.

./openshift-install --dir=<installation_directory> wait-for install-complete

INFO Waiting up to 30m@s for the cluster to initialize...

Make sure to check logs and confirm that there are no errors before you deliver the cluster to your
stakeholders.

UPI example - installing on user-provisioned AWS infrastructure 10
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Installation strategies

If you have specific customization requirements in networking, security, and other areas, see the

following table for guidance. For more information, see Installing on AWS in the Red Hat OpenShift

documentation.

Installation scenario

Fast cluster installat
ion

Customized cluster

Cluster with network
customizations

Cluster in in an
existing VPC

IPI

UPI

Notes

You can use Red Hat
OpenShift on AWS.

More information

You can install

with some of the
customization
options provided by
the installer (such as
rosa-cli). This scenario
is suitable for both

IPI and UPI. Use UPI
if you need further
customizations.

More information

By using IPI, you
have the flexibility to
specify an existing IP
range in the install-c
onfig.yaml file.

More information

You can provision the
cluster in an existing

11


https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html/installing/installing-on-aws
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/installing/index#installing-aws-default
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/installing/index#installing-aws-customizations
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/installing/index#installing-aws-network-customizations
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Private cluster in an
existing VPC

AWS infrastructure
that you provision

VPC and network
infrastructure. For
better flexibility, use
UPI.

More information

If you have a security
requirement to host
the cluster on a
private network,
with no access to

the internet, you
might have to set

up private hosted
zones and configure
route tables carefully
. For this scenario,
UPI provides better
flexibility.

More information

Use UPI to create the
underlying infrastru
cture component

s and resources

by using AWS
CloudFormation
templates.

More information

12


https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/installing/index#installing-aws-vpc
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/installing/index#installing-aws-private
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/installing/index#installing-aws-user-infra
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Using an internal You can mirror the

mirror contents of your local
registry and install
from there. However,
you still need internet
access to access AWS
APIs.

More information

13


https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/installing/index#installing-restricted-networks-aws
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Best practices

Follow these best practices when you set up a Red Hat OpenShift cluster on AWS:

o List all prerequisites and make sure the installation program is set up correctly.

» Review security guidelines. For example, you might consider removing the default cluster

administrator after installation.

» Check the compatibility of all command line tools, including OpenShift CLI (oc), Kubernetes
command line tool (kubectl), AWS CLI, and rosa CLI.

« Consider rotating all credentials.

14


https://docs.openshift.com/container-platform/4.6/authentication/remove-kubeadmin.html
https://docs.openshift.com/container-platform/4.6/authentication/remove-kubeadmin.html
https://docs.openshift.com/container-platform/4.7/post_installation_configuration/cluster-tasks.html#post-install-rotate-remove-cloud-creds
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FAQ

1. What happens if cluster provisioning fails?

The installer provides logs that can provide guidance for fixing the error.

2. Can | use IPI and UPI interchangeably?

You should use one of these methods depending on your use case. For a comparison, see the
section Advantages and disadvantages of each approach. IPl is the easier method for most
standard scenarios.

3. Where can | get AWS CloudFormation templates for provisioning the underlying infrastructure
on AWS, if | decide to go with UPI?

For details and example templates, see the OpenShift documentation. You can use these

templates as a base and modify them to meet your requirements.

15


https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/installing/index#installing-aws-user-infra
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Next steps and resources

1. Determine your installation process based on your requirements and the information in this
guide.

2. Read through the resources provided in the next sections.
3. Finalize your architecture and topology.

4. Complete the installation process.

Red Hat OpenShift references

« Installing a cluster quickly on AWS

Installing a cluster on AWS in a restricted network

« Installing a cluster on AWS into an existing VPC

o Installing a cluster on user-provisioned infrastructure in AWS by using CloudFormation templates

« Installing a cluster on AWS in a restricted network with user-provisioned infrastructure

« Installing a cluster on AWS with customizations

« Installing OpenShift Container Platform AWS clusters

» Getting started with the OpenShift CLI (for connecting and testing clusters)

AWS references

« Red Hat OpenShift Service on AWS (ROSA) User Guide (documentation)

« Red Hat OpenShift Service on AWS: architecture and networking (blog post)

» Architecture Patterns for Red Hat OpenShift on AWS (blog post)

Red Hat OpenShift references 16


https://docs.openshift.com/container-platform/4.6/installing/installing_aws/installing-aws-default.html
https://docs.openshift.com/container-platform/4.6/installing/installing_aws/installing-restricted-networks-aws-installer-provisioned.html
https://docs.openshift.com/container-platform/4.6/installing/installing_aws/installing-aws-vpc.html
https://docs.openshift.com/container-platform/4.6/installing/installing_aws/installing-aws-user-infra.html
https://docs.openshift.com/container-platform/4.6/installing/installing_aws/installing-restricted-networks-aws.html
https://docs.openshift.com/container-platform/4.6/installing/installing_aws/installing-aws-customizations.html
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/installing_on_aws/index#installing-on-aws
https://docs.openshift.com/container-platform/4.7/cli_reference/openshift_cli/getting-started-cli.html
https://docs.aws.amazon.com/ROSA/latest/userguide/what-is-rosa.html
https://aws.amazon.com/blogs/containers/red-hat-openshift-service-on-aws-architecture-and-networking/
https://aws.amazon.com/blogs/architecture/architecture-patterns-for-red-hat-openshift-on-aws/
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Document history

The following table describes significant changes to this guide.

Change Description Date

Initial publication — December 2, 2022
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