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Robust network design with AWS Control Tower

T.V.R.L.Phani Kumar Dadi, Chintamani Aphale, JAGDISH KOMAKULA, Pratap Kumar Nanda, Pradip
kumar Pandey, Aarti Rajput, and Mayuri Shinde, Amazon Web Services

Security plays a crucial role for any organization. One of the key factors of application security is
networking. A loophole in networking can open various options for cybercriminals to compromise
applications and take control over systems. This guide defines some of the best practices when
using AWS Control Tower to design a network at the AWS Organizations level. The goal of the
network design is to provide easier management, improved security, and protection for the
applications hosted on the AWS Cloud. To help meet this goal, the network design includes
inspecting, filtering, and logging the traffic that comes in and goes out to internet from a single
centralized network account in AWS.

The approach covered uses a centralized network account with three virtual private clouds (VPCs).
Inbound and outbound traffic from spoke VPCs and the internet is filtered by AWS WAF and AWS
Network Firewall. AWS Transit Gateway and VPC endpoints help route the traffic.

Prerequisites

« An active AWS account

o AWS Control Tower set up

« Knowledge of Transit Gateway

« Knowledge of networking and network security

Centralized network account

When managing an organization's entire network, we recommend having a separate account that
is dedicated for managing networking components or services. First, the networking team requests
the creation of an account (network) for managing networking services. After you create the new
account, note the account number. Next, change Amazon Virtual Private Cloud (Amazon VPC) IP

Address Manager (IPAM) control from the AWS Control Tower management account to the network
account by providing the account details in IPAM.

The newly created account will be your centralized network account, which will manage the
following network services:

Prerequisites 1


https://aws.amazon.com/resources/create-account/
https://docs.aws.amazon.com/controltower/latest/userguide/getting-started-with-control-tower.html
https://docs.aws.amazon.com/vpc/latest/userguide/extend-tgw.html
https://docs.aws.amazon.com/vpc/latest/ipam/what-it-is-ipam.html
https://docs.aws.amazon.com/vpc/latest/ipam/what-it-is-ipam.html
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IPAM

VPC configuration

Network access control list (ACL)
Centralized network firewall
AWS Transit Gateway

VPC endpoint configuration
Centralized DNS management
Centralized inbound traffic

AWS WAF

Centralized network account
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Robust network configuration

The following diagram shows how an ideal network should be built to protect the network by
filtering malicious traffic that comes into an organization and blocking traffic that is not supposed

to reach the internet or specific sites on the internet. The network can also control traffic within the
organization based on your organization's security requirements.
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All inbound traffic that comes to services hosted by the organization is filtered by AWS WAF and
AWS Network Firewall before the traffic reaches the Amazon Elastic Compute Cloud (Amazon EC2)
instances. All outbound traffic from the organization is filtered by Network Firewall first before
it reaches the destination. Amazon Route 53 manages all the DNS resolutions and provides a
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source to query DNS logs. AWS Transit Gateway elastic network interfaces help provide centralized
networking.

IPAM

Amazon VPC IP Address Manager (IPAM) is an AWS feature that helps you manage all your
organization's public and private IP addresses. IPAM categorizes IP addresses in different business
units and specific AWS Regions. IPAM tracks the IP addresses that are already in use and leftover IP
addresses. It also helps avoid overlapping IP addresses and provides specific CIDR blocks to the VPC
based on the selected netmask.

Delegate IPAM

By default, IPAM configuration for an organization is available in the AWS Control Tower
management account. To manage IPAM from the network account, delegate IPAM administration
from the AWS Control Tower management account to the network account:

1. In the AWS Control Tower management account, navigate to the Amazon VPC service.

2. Open the Amazon VPC IP Address Manager.

3. In the left pane, choose the organization setting.

4

. Choose Edit, and then enter the network account number that you noted when you created the
account.

5. Save the changes.

After you configure the delegation, you can see those details reflected in the IPAM organization
settings of the network account.

Design IPAM hierarchy

Before you start to configure IPAM, analyze the structure that your organization needs based on
following criteria:

« The CIDR block that IPAM will use
» The business units for which the network account should be configured through IPAM

« The AWS Regions to be managed through this IPAM

IPAM 4


https://docs.aws.amazon.com/vpc/latest/ipam/what-it-is-ipam.html
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Configure IPAM

To configure IPAM, do the following:

1. Open the AWS Management Console, and navigate to the Amazon VPC IP Address Manager
Console.

2. Create the IPAM. Enter a name, the operational AWS Regions, and a description.

When the IPAM is created, it will include two scopes:
 Public, used for configuring and using public CIDR blocks
« Private, used for configuring and using private CIDR blocks

3. Create the top-level IPAM pool. In the following diagram, the top-level pool is AWS Pool.

10.0.0.0/12 AWS Pool

Region 1 Region 2 Region 3
PRE- PRE- PRE-
PROD FROD PROD FPROD PROD FROD

4. Create the lower-level pools:
» A pool for the Region
» Pools for preproduction and production within the Region
Be sure to specify the appropriate scope for the pools. In general, we recommend using the

private scope for most of the network unless you want to host services with a public IP address
from your own public CIDR block.

Configure IPAM 5
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5. Share the IPAM with other AWS Organizations organizational unit (OU) accounts by using AWS
Resource Access Manager (AWS RAM). Share the IPAM with each account in which you want to
create resources. The accounts should be in organization network range and part of the top-
level IPAM pool.

We recommend using IPAM based VPC creation when you create all your VPCs. This helps in
making sure that the CIDR blocks of new VPCs are not colliding with the existing VPC. New VPCs
are created using the pool configurations that you set up earlier.

Configuring the VPCs

A VPC is a logically isolated network in AWS that resembles a traditional data center network. A
robust network usually includes three different VPCs in the network account:

« Firewall VPC
« Inbound VPC
e Outbound VPC

Each of these VPCs is designated for specific purpose. Applications and other services should not
be deployed in these VPCs except for those that are described in this guide.

When you create these VPCs, choose the VPC only option. Then, choose the IPAM-allocated IPv4
CIDR block option, select the relevant IPAM pool, and enter the appropriate netmask.

Firewall VPC

The firewall VPC is dedicated for creating and configuring a firewall by using AWS Network
Firewall. In the firewall VPC, create six private subnets:

» Three subnets dedicated for transit gateway attachment

e Three subnets dedicated for the firewall

Inbound VPC

When configuring the network account, consider the traffic that comes to your services that are
hosted on AWS. In the inbound VPC, you host an Application Load Balancer. You also configure

Configuring the VPCs 6
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the organization's standard AWS WAF firewall and other security-related services to help prevent
malicious activities that could compromise security. In the inbound VPC, create six subnets:

» Three public subnets for hosting the Application Load Balancer

» Three transit gateway attachment subnets in which you will configure routing to the firewall for
any other network CIDR blocks apart from the inbound VPC's CIDR block

Outbound VPC

The outbound VPC controls the traffic that goes out from the network account. In the outbound
VPC, create the following nine subnets:

» Three public subnets in three different Availability Zones, with a NAT gateway in each subnet.

» Three private subnets in the three Availability Zones, each containing a route table configured
with 0.0.0.0/0 route to the ID of the NAT gateway ID that is created in the respective public
subnet. Attach transit gateways to the private subnets.

Associate any private hosted zones with outbound VPC.

VPC Flow Logs

To record all requests to network interfaces for future analysis, configure VPC Flow Logs. For
more information, see the Amazon VPC documentation and the Configure VPC Flow Logs for

centralization across AWS accounts pattern.

Network ACL configurations

A network access control list (network ACL) is a stateless service that validates both inbound and
outbound traffic in case any traffic reaching the Application Load Balancer attempts a distributed
denial of service attack (DDoS) or any other malicious activities.

To prevent access to the IP address or CIDR block, add a deny rule in both the inbound and
outbound sections of the network ACL. In the network ACL, the rule number plays a crucial role
in the evaluation of traffic. Be sure to place the deny rules with the appropriate rule number. For
more information about network ACLs, see the AWS Documentation.

Outbound VPC 7


https://docs.aws.amazon.com/vpc/latest/userguide/flow-logs.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/configure-vpc-flow-logs-for-centralization-across-aws-accounts.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/configure-vpc-flow-logs-for-centralization-across-aws-accounts.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-network-acls.html#nacl-rules
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Centralized network firewall

Deploy AWS Network Firewall in the firewall VPC. This VPC plays a crucial role by hosting the
firewall that inspects traffic moving from source to destination and traffic coming from the
internet.

Firewall rule group

Define custom rules or use existing AWS Managed Rules for monitoring and managing traffic
that flows from the firewall VPC to the internet, and from the internet to the VPC. Based on your
requirements, create either stateful or stateless rules:

« Stateful rules - Traffic flow direction and other traffic approvals related to the packet are
considered when inspecting packets.

This rule group adheres to Suricata compatible intrusion prevention system (IPS) requirements.
For more information, see the Network Firewall documentation.

Network Firewall also supports domain-traffic filtering. Traffic to the specific domains listed will
be monitored using rules that are defined based on standard network attributes to control traffic
flow.

« Stateless rules — The stateless rules engine of the Network Firewall analyzes each packet
separately for stateless rule groups. Firewalls for networks don't account for context such as
traffic direction or other relevant packets.

« AWS Managed Rules rule groups — When you use Network Firewall, you get access to AWS
Managed Rules rule groups. These collections of preset, usable rules maintain up-to-date
security. AWS updates the rule groups based on any new vulnerabilities or threats that are
discovered.

Firewall policy

Create the firewall policy, which defines the monitoring and protection behavior of firewall based
on the rules that you attach to the firewall policy. These rules can be managed rules provided by
AWS or custom stateful or stateless rules that you created.

Centralized network firewall 8
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Firewall

In the firewall VPC, create the firewall by using the firewall policy that you defined. Select the three
subnets that are dedicated to the firewall (not the transit gateway subnets). After the firewall is
created, make a note of the VPC endpoints created by Network Firewall.

Configure the firewall VPC transit gateway subnet destination of @.0.0.0/0 to route traffic to
these endpoints. While configuring endpoints, make sure that each transit gateway subnet is
matched with its corresponding firewall endpoint subnet. Appropriate subnet mapping helps to
ensure high availability of traffic routing and inspection.

Firewall logging

To help analyze traffic that is blocked by the network firewall, enable firewall logging. In addition
to identifying unauthorized activities, firewall logging can help you analyze other activities that are
happening inside and outside the VPC.

Transit gateway configuration

In the AWS Region where the most AWS resources will be provisioned or applications deployed,
create a transit gateway in the network account. When you create the transit gateway, clear the
default route table propagation and association. Instead, you will attach and propagate routes in
specific transit gateway route tables based on the type of VPC.

For this transit gateway, create three different transit gateway route tables:

« Inbound VPC transit gateway route table:

» Association — All VPC attachments whose traffic must be inspected, except for the outbound
and firewall VPCs.

« Propagation - Static route with destination @.0.0.0/0 pointing out to the firewall VPC
attachment.

» Firewall inspection transit gateway route table:
» Association - Firewall VPC gateway attachment.

« Propagation - In the firewall VPC transit gateway route table, configure propagation to route
traffic from the firewall VPC to respective VPC attachments. To route traffic to internet after
inspection, add a static route with destination @.0.0.0/0 pointing to the outbound VPC.

Firewall 9
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« Outbound transit gateway route table:
« Association — Associate outbound VPC attachment in this route table.

» Propagation — Create a static route with destination @.0.0.0/0 pointing out to the firewall
VPC gateway attachment.

Note: The network account is dedicated to configuring network-related services and component
s. Don't deploy any additional applications or services in the network account.

The following diagram shows how the traffic from child account VPCs will be routed to and from
the centralized network account and the internet or other VPCs.

Network account
Co—l—Co

Inbound VPC Centralized transit Outbound VPC
gateway
®

Spoke account A Spoke account B

Spoke A VPC Transit gateway Transit gateway Spoke B VPC
attachment attachment

Configuring the VPC endpoints

VPC endpoints are created in only the outbound VPC, which acts as the source for all VPCs in the
organization to reach AWS services securely. This helps with managing the VPC endpoints. It also
helps with cost optimization, because there is only a single endpoint source instead of multiple
endpoints in individual VPCs.

Configuring the VPC endpoints 10
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Gateway endpoint

Gateway VPC endpoints provide reliable connectivity to Amazon Simple Storage Service (Amazon
S3) and Amazon DynamoDB without requiring an internet gateway or a NAT gateway for your
VPC. Unlike other types of VPC endpoints, gateway endpoints don't use AWS PrivateLink. Gateway
endpoints are offered at no charge. It's good to use them in case you need access for Amazon S3
and DynamoDB from the spoke VPCs through a secure channel.

Interface endpoint

Interface endpoints are helpful for establishing a private communication between services on AWS
and endpoints over AWS PrivateLink.

In the outbound VPC, create the required VPC endpoints. For Amazon S3 and DynamoDB, create
gateway endpoints in the individual VPCs. Commonly used VPC endpoints include the following:
« Amazon S3 Control

 DynamoDB

o AWS Systems Manager

Architecture

The following diagram shows how applications hosted on EC2 instances or other services in other
AWS accounts reach AWS services by using centralized VPC endpoints. In this architecture, the
EC2 instance in another account in VPC B can resolve Systems Manager sessions by using VPC
endpoints created in VPC A.

Gateway endpoint 11
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This helps in cost savings because VPC endpoints are hosted in the single centralized network
account that you can use across organizations. You can create and manage VPC endpoints from a
single account.

Decentralized DNS and Route 53 Profiles

In a decentralized DNS architecture, organizations create private hosted zones within their
respective AWS accounts and directly associate the necessary VPCs. This approach provides the
following benefits:

« lIsolation of control

» Reduced scope in the event of an incident

Decentralized DNS and Route 53 Profiles 12
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« Enhanced operational flexibility, because teams can independently manage their hosted zones
and associated VPCs without relying on a centralized authority

Route 53 Profiles

Route 53 Profiles streamline the management and sharing of hosted zones, Resolver forwarding
rules, and Route 53 DNS firewall rules across different AWS accounts. By managing these resources
from a single source, you reduce operational overhead.

You can also associate a hosted zone from other accounts. For example, if you need to configure

a private hosted zone that points to your on-premises server, you can create the private hosted
zone in a single AWS account and associate it with a Route 53 Profile. If the same hosted zone
configuration is required in another account, you can share the Profile with that account and
associate the necessary VPCs. This ensures the DNS resolution is handled across multiple accounts
without the need to duplicate the hosted zone setup in each account.

The following diagram shows a Route 53 Profile sharing AWS Resource Access Manager (AWS
RAM) configuration. Route 53 Profiles can be shared with a single account, an AWS Organizations
organizational unit, or across your entire organization.

AWS account A AWS account B
- ®
58]
E=

Route 53 Profile AWS Resource Route 53 Profile
Access Manager

@

s

VPCB

Route 53 hosted zone VPCA

abcexample.com

The diagram shows the following workflow:

1. The Route 53 Profile is shared from account A to account B.

Route 53 Profiles 13
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® Note

When working with decentralized DNS and Route 53 Profiles, we recommend avoiding
duplication of same hosted zone configuration across accounts or VPCs.

AWS WAF

You can use AWS WAF as a source to help protect your application from vulnerability attacks such
as cross-site scripting, SQL injections, or DDoS. For the robust network approach, configure AWS
WAF in front of the Application Load Balancer and define AWS WAF rules that should be followed
across the organization. This will help ensure that any traffic reaching services hosted across the
organization meets security best practices and that security is checked before traffic enters the
organization's environment.

The following diagram shows inbound traffic coming through AWS WAF to the Application Load
Balancer in the network account. From the network account, the traffic is routed to the Network
Load Balancers or Application Load Balancer in the OU accounts and sent to the target EC2
instances.

Network account

80 >0 >

Client AWS WAF Centralized
Application Load
Balancer

?.

OU account B l OU account A

l—_l__ll‘:’%o ;%O%L_L—I‘j

EC2 targets Network Load Network Load EC2 targets
Balancer Balancer

AWS WAF 12
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Objectives and benefits

By implementing the configuration set up in this guide, you can achieve the following outcomes:

o An Amazon VPC IP Address Manager (IPAM) that manages the entire organization's CIDRs
A hub-and-spoke networking model configured with AWS Transit Gateway
» A network firewall for inspecting traffic

« Asingle entry point for all applications through a centralized inbound endpoint in a network
firewall

» Asingle VPC exit for internet traffic

« A single place where you can manage DNS resolution

« Improved security across your organization

« Asingle place where you can control the routing of traffic across the entire organization

» Secure access to VPC endpoints

15
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Resources

IPAM documentation

 |IP Address Management for AWS Control Tower (blog post)

» Securely scale multi-account architecture with AWS Network Firewall and AWS Control Tower
(blog post)

« Simplify DNS management in a multi-account environment with Route 53 Resolver (blog post)

o Customizing AWS Control Tower

« Extending your Landing Zone: Networking (workshop)

16


https://docs.aws.amazon.com/vpc/latest/ipam/what-it-is-ipam.html
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