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Strategies for building a data mesh-based enterprise
solution on AWS

Dhrubajyoti Mukherjee, Adjoa Taylor, and Siva Venkat, Amazon Web Services

Amazon Web Services (AWS) customers of all sizes are generating massive quantities and types

of data. To manage this data, many organizations have built central data lakes to collect, store,
process, and take action to deliver value for their customers and operate their business more
effectively. Often, a central data team builds the data pipelines to ingest data into the data lake
and manages access to the data. However, as the data volume grows, the data lake-based approach
doesn't scale with it. In addition, as the number of data creators and users increase, the data team
can't process all requests in time, and it becomes a bottleneck.

To address this issue, your organization can provide autonomy to the teams that generate and use
the data. The data creator and user teams can then manage and access the data assets without
relying on a central data team. This shift toward a decentralized approach to data ownership
requires a decentralized data solution architecture.

A decentralized data solution that uses an architectural and organizational approach such as data
mesh helps companies accelerate innovation and drive business value. Data mesh is based on four
fundamental principles:

Domain ownership

Data as a product

Self-service data platform

Federated governance.

For more information about data mesh concepts and terminology, see the Resources section.

This document focuses on strategies for building a data mesh-based solution on the AWS Cloud.
It's intended for CTOs, ClOs, CDOs, IT and business executives, program managers, and architects.
The document discusses the following:

» How you can accelerate your enterprise data mesh strategy by using the Data Mesh Strategy
Framework

» The teams and personas involved, and their responsibilities
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« The AWS services that you can use to build the data solution




AWS Prescriptive Guidance Strategies for building a data mesh-based enterprise solution on
AWS

Getting started with data mesh

It's important that your vision for a data solution aligns with the strategy and vision of your
organization. To best inform architecture design, begin by envisioning the desired data landscape
across your lines of business. The architecture of the data solution will determine the ways

of working within your organization. It's important to start by identifying the user persona
requirements across business units. In addition, refer to your organization's strategy and vision to
identify the data solution approach that meets your requirements.

To evaluate if a data mesh architecture is right for your business, or whether another architecture
pattern such as a centralized data lake or multi-account hub-and-spoke architecture fit better, start
with the following:

» Seek input from business executives and data source owners to validate your solution
architecture.

» Consult project and program managers to understand the usage of the data and the main
challenges.

After you identify that the data mesh architecture meets the future needs of your organization,
start implementing the data mesh strategy by using the Data Mesh Strategy Framework.
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Data Mesh Strategy Framework

The Data Mesh Strategy Framework is designed to help you formulate and implement a data mesh
strategy for your organization. It outlines the typical phases observed during the implementation
of the data mesh strategy. Consider the relevant phases for your organization based on where you
are in your data strategy and cloud maturity journey. Sometimes, customers focus first on tools
and technologies for their data mesh strategy. Instead, we recommend aligning your strategy with
the business value delivered by your organization.

The Data Mesh Strategy Framework comprises five phases:

Discover

Align

Launch

Scale

Evolve

Discover phase

In the discover phase, dive deep into the business and data landscape of your organization. The
objective of this phase is to gather information that helps you design the data mesh. In this phase,
qualify and gain clarity on the following topics:

« The current structure of the business and whether any reorganization is planned
« The amount of data generated by each line of business

» The data sources of the organization and the type of data each line of business generates—for
example, comma-separated values (CSV) data, image data, video data, and loT data

» The velocity of data generation (batch data or streaming data)
« The current process to manage data access

» The location of data storage: cloud or on-premises

» Whether the data solution must support a hybrid scenario

« If data is on-premises, whether any cloud migration is planned

« The security and compliance guardrails of the data

Discover phase 4
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« Current data-driven use cases: their maturity and tenancy (cloud or on-premises)

Align phase

After you gather the necessary data points during the discover phase, define the boundary of
your data mesh solution, based on your organizational structure. Ideally, you want to have one
data mesh solution that encompasses your entire organization. However, large organizations
sometimes adopt multiple implementations of their data mesh solution. If this scenario applies to
you, consider building a data mesh solution for each commercial brand or each geographic region.
While defining the boundaries, consider whether the solution structure is a one-way door or two-
way door decision. At Amazon, a one-way door decision is considered to be nearly irreversible. On
the other hand, a two-way door decision can be reverted without any significant consequence.

Align with your stakeholders on the scope of the minimum viable product (MVP):

o The technical features of the MVP.

» The lighthouse, or pilot, use cases (business user requirements) for implementing the data mesh-
based data solution. The experience gathered from implementing the lighthouse use cases helps
create the blueprint to implement future use cases.

» Metrics to measure the success of the MVP.

» The desired scope of the data solution beyond the MVP phase (solution growth).

To identify the technical features of the solution, work backwards from the data user experience.
For the MVP, select the minimum required features to fulfill the user experience. While choosing
the lighthouse use cases, consider the following:

Use cases with high cloud maturity

Use cases for advanced data users

Use cases that deliver feasible business value

Use cases whose requirements can be fulfilled starting with the baseline data solution features

Launch phase

After all stakeholders are aligned on the scope and supported use cases, build the MVP of the data
mesh-based data solution. Adopt agile practices, such as Scrum or Kanban, for an iterative-build

Align phase 5
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approach to realizing value. Define a roadmap and milestones for the MVP, and establish the data
governance mechanisms. The launch phase includes the following key activities:

« Identify the data domains of the data mesh.

» Define the tenancies of the domains.

« Add the lighthouse use cases to the data solution.

« Add the data products to support the lighthouse use cases in the data solution.
» Define the business and technical metadata of the data products.

 Build the data-access management workflow.

 Build data-access patterns for consumer teams.

o Build security and compliance guardrails.

 Build tools to measure data quality and data lineage.

 Build observability tools to notify users, monitor resource use, and track success metrics.
 Roll out the MVP to production.

o Conduct educational and promotional activities.

At the end of the MVP phase, evaluate the outcomes to measure the success of the launch phase.

Scale phase

In this phase, expand the MVP solution, iterating the scope of the full solution, based on the
outcome of the MVP phase. Introduce the features that were planned for implementation after the
MVP phase, and add support for the early-adopter use cases. Continue educating the stakeholders
on feature enhancements, additions, and operating and maintaining the solution.

Evolve phase

When building a data solution, you're never done. Manage the lifecycle of the solution by revisiting
what you have built. Introduce optimizations and new or enhanced capabilities that meet the needs
of business users. For example, add generative artificial intelligence (generative Al) capabilities

to enrich the business metadata of the data products. Add the late-adopter use-cases to the data
solution.

The following figure displays a summary of the activities and the change in the number of
supported business use cases in each phase.

Scale phase 6
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Phases

The users associated with the lighthouse use cases are the first to adopt the data mesh-based
data solution. In the scale phase, more early adopters begin to use the data solution. In the evolve
phase, the late adopters follow.

Evolve phase 7
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Teams and interactions

To implement a data mesh architecture, you must organize your teams and their interaction
patterns. Conway's law states that the design of a system ends up mimicking the communication
structure of the organization that implemented it. In other words, the architecture of a software
solution reflects the organization of teams that built it. Another implication of Conway's law is that
you should seek to match your team structure to the architecture you want to promote. For the
data mesh solution, this means promoting a distributed team structure in your organization.

Teams involved in the data mesh strategy

The foundational teams in this journey are core teams that build the data mesh of your
organization: the self-service data platform team and the domain teams. In addition, to accelerate
the data mesh journey of your organization, the enabler teams can help support where applicable.
This section enlists the common teams we've observed at AWS customers. Depending on the data
and cloud maturity of your organization, some of these teams might already exist. In this case, gain
sponsorship of these teams to support the data mesh initiative. We recommend to designing your
teams based on your industry, size of organization, and scope of the data mesh solution.

Executive leadership team

The executive leadership team defines the vision of the data and data management strategy of
your organization. Members of these teams are the C-level executives, IT, and business executives
of your company. The executive leadership team has the following key responsibilities:

« Formulate the vision of the data strategy.
» Sponsor the data mesh strategy.

» Define and collect metrics to evaluate the health of the program.

Domain teams

The domain teams create and maintain data products related to the data domains. Members of
these teams possess domain-specific knowledge and own use cases that deliver business value for
your organization. The domain teams have the following key responsibilities:

« Own the data products.

Teams involved in the data mesh strategy 8
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« Align with the leadership on business use case priorities.

« Collaborate with the self-service data platform team to deliver business value within the defined
time frame.

Self-service data platform team

The self-service data platform team owns, maintains and drives the roadmap of the self-service
data mesh-based data solution. This team has the following responsibilities:

Own the data mesh-based data solution.

Implement new features of the data solution based on feedback from users and in alignment
with the leadership team.

Maintain the data mesh-based data solution

Serve as the point of contact for business and technical questions related to the data solution.

Governance team

The governance team ensures that the data products meet industry standards and regulations. This
team acts as the gatekeeper for data quality and administration. By having the proper mechanisms
in place, the governance team gives data users trust and confidence in the data. The governance
team has the following main responsibilities:

 Define the data governance principles and guardrails by collaborating with the leadership team,
domain teams, and the security team. Examples of relevant topics are data quality, data security,
data lineage, and data tagging.

» Support the self-service data platform team in implementing these principles and guardrails.

Cloud foundation team

The cloud foundation team (also known as the landing zone team) provisions new, configured AWS
accounts for the data solution. The cloud foundation team has the following key responsibilities of
this team:

» Configure and provision new AWS accounts for the data solution.

» Release configuration updates for the AWS accounts that are linked to the data solution.

Self-service data platform team 9
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Assets team

The assets team collaborates with the domain teams to identify and extract reusable assets. This
team enables the self-service data platform team to integrate these reusable assets with the data
solution so that is the assets are available to all data users.

You might also require industry-specific teams, such as a GxP (Good Practices) team for the life
sciences industry. If your organization is new to the cloud, a data ingestion team can help you
move your data from on-premises to the cloud.

Interaction between teams

One implication of Conway's law is that not all communication is helpful, and that too much
communication can prevent people from doing their work. Ensure that the scope of each team is
defined and that the communication is focused. More communication doesn't necessarily lead to
fast delivery of the data mesh-based data solution.

The following diagram illustrates the grouping of the teams involved in the data mesh strategy and
their interactions. The teams are grouped in concentric circles.

Assets team 10
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1. At the center are the core teams of the data mesh: the self-service data platform team and the
domain teams. The self-service data platform team communicates frequently with the domain
teams to provide technical support and speed up creation of business value.

2. In the next layer are the three enabler teams: governance, assets, and cloud foundation. The
enabler teams communicate frequently with the self-service data platform team. The frequent
communication ensures that all cloud resources are available to the data platform team and
that the data solution is secure and compliant. The assets team interacts infrequently with the
domain teams to extract the reusable assets. The governance team communicates with the self-
service data platform team and domain teams to ensure that the data governance principles
and guardrails are established. The cloud foundation team interacts with the self-service data

Interaction between teams 11
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platform team to gather requirements on the configuration and cloud resources for the newly
provisioned accounts.

3. The outer layer consists of the executive leadership team. The executive leadership team
communicates infrequently with the representatives of the teams of the inner layers to monitor
status of the program and unblock teams with organizational issues.

Interaction between teams 12
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Roles and responsibilities

This section highlights the common business and technical personas, that contribute to the data
mesh-based data solution. The alignment of these personas with the teams might differ based on
the size and structure of your organization and the technology used in the data mesh solution.

Use executive sponsorship to onboard these personas in their respective teams from early on.
Ensure that the responsibilities of these personas have well-defined boundaries. In the following
table, the focus of the personas is indicated in the first column in parentheses. If there are two

entries in the parentheses, the secondary focus follows the primary.

Role (focus)

Data owner (business)

Data steward (technical,
business)

Recommended team

Domain team

Self-service data platform
team, domain teams,
governance team

Key responsibilities

Act as the business contact
for the data.

Be responsible for data
quality and business
metadata.

Be responsible for data-
access management.

Be responsible for business
decisions related to the
data product.

Manage access to data
products.

Ensure metadata meets
organizational and security
standards.

Ensure data is accurate,
trustworthy and accessible.

Be responsible for
educating, communica
ting, and promoting data

13



AWS Prescriptive Guidance Strategies for building a data mesh-based enterprise solution on
AWS

throughout the organizat
ion.

Data architect (technical, Self-service data platform Act as the primary contact
business) team, domain teams for technical topics related

to data.

» Design scalable, resilient,
and secure data architect
ure.

» Collaborate with business
to define data product
configuration and
governance.

« Help discover and
implement features in the
data mesh-based data
solution.

Use-case owner (business) Domain team « Act as the business contact
for the use-case.

» Define the scope of the use
case, its business feasibility,
and success metrics.

 Establish the roadmap of
the use case.

« Ensure that the business
value is delivered within the
defined time frame.

» Be responsible for business
decisions and the applicati
on of those decisions
related to the use-case
team.

14
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Data solution owner (business

)

Data engineer (technical,
business)

Self-service data platform
team

Self-service data platform
team, domain teams, assets
team

Act as the primary business
contact for topics related
to the self-service data
platform team.

Collaborate with the
stakeholders to establish
data strategy, enable
use cases, and define
the roadmap of the data
solution.

Be responsible for the
resiliency and availability of
the data solution.

Approve data glossaries
and definitions.

Implement additional
solutions for data ingestion
, data storage, data
transformation, and data
consumption.

Implement data features in
the data mesh-based data
solution.

Collaborate with the
domain teams to
implement reusable data
assets.

15
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Cloud architect or DevOps
architect (technical, business)

Engagement manager
(business, technical)

Self-service data platform
team, domain teams, assets
team, cloud foundation team

Self-service data platform
team, domain teams, assets

team, cloud foundation team,

governance team

Translate business
requirements into technical
requirements.

Implement features related
to infrastructure as code,
automation, monitoring,
and notification.

Ensure end-to-end delivery
of features.

Manage the budget and
resources for each team to
reach that team's goal.

Monitor daily project
activities.

Identify, diagnose, and

fix business-critical issues
to ensure service-level
agreements (SLAs) are met
with internal stakeholders.

Report project health to
executive sponsorship.

16
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AWS offerings for data mesh

Use the capabilities of analytics on AWS to the build the data mesh-based data solution for your
organization. The analytics on AWS resource recommends several AWS services to build data mesh

at low cost without compromising on performance. Customers have adopted the following options
for building a data mesh-based solution:

o Implement data mesh by using Amazon DataZone
« Implement data mesh by using open source frameworks on AWS such as data.all

« Implement data mesh by using AWS Lake Formation

These three options use the following AWS services:

« Amazon Athena

« Amazon Bedrock
« Amazon EMR
o AWS Glue (including AWS Glue Data Catalog and an AWS Glue crawler)

o AWS lIdentity and Access Management (IAM)
« AWS Key Management Service (AWS KMS)

« Amazon Kinesis

+« AWS Lake Formation

« Amazon Managed Streaming for Apache Kafka (Amazon MSK)

e Amazon Quick

o Amazon Redshift
o AWS Resource Access Manager (AWS RAM)

« Amazon SageMaker Al

o AWS Secrets Manager

« Amazon Simple Storage Service (Amazon S3)

The Amazon DataZone option also uses Amazon EventBridge.

The data.all and AWS Lake Formation options also use the following AWS services and resources:

17
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« Amazon API Gateway

+ AWS CloudFormation

« Amazon Cognito

« AWS Lambda

» AWS Systems Manager Parameter Store

« AWS WAF

The AWS services that you use in your implementation might differ, based on your organization's

requirements.

Amazon DataZone

If you want to use a fully managed service, consider using Amazon DataZone to implement data

mesh for your organization. Amazon DataZone is a data management service for cataloging,

discovering, sharing, and governing data stored across AWS, on premises, and third-party sources.

The following diagram shows a data mesh reference architecture based on Amazon DataZone.
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In the reference architecture, the member accounts belong to the data domains. They're grouped

into data producers and data consumers. The architecture diagram contains following components:

Amazon DataZone
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1. The data producers publish data products in the business catalog provided by the Amazon
DataZone data portal. The data portal is hosted in the central governance account.

2. Data consumers (users) log in to the data portal by using their AWS credentials or single sign-

on credentials. They can browse the catalog and search for the data products of their interest by

using keywords. They can filter the search results.

3. After the data users belonging to the consumer teams find the data product of their interest,
they can request access to the data. Amazon DataZone has a built-in access-management
workflow that the data owner uses to review and approve the request.

4. The data consumer teams can consume the data to empower their artificial intelligence and
machine learning (Al/ML), analytics and reporting, and extract, transform, and load (ETL) use
cases.

Data.all

If you understand open source and want to build and manage your own solution, consider using
open source frameworks such as data.all. Data.all is a modern data marketplace that supports
collaboration among diverse users. Data.all simplifies data discovery, sharing, and granular data
access management while builders use the AWS portfolio of data and analytics services. The
following diagram shows a data mesh reference architecture based on data.all.
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The architecture diagram contains following components:

1. The data producers publish data products in the catalog provided by the data.all frontend. The
frontend and backend of data.all are hosted in the central governance account.

2. Data consumers (users) log in to the data.all frontend by using their single sign-on or Amazon
Cognito credentials. They can browse the catalog and search for the data products of their
interest. They can filter the search results.

3. After the data users belonging to the consumer teams find the data product of their interest,
they can request access the data. Data.all has a built-in access-management workflow that the
data owner uses to review and approve access requests.

4. The consumer teams can consume the data to empower their Al/ML, analytics and reporting,
and ETL use cases.

AWS Lake Formation

If you want to build a custom data mesh solution from the ground up and manage it, consider
using AWS Lake Formation. Lake Formation helps you centrally govern, secure, and globally share
data for analytics and machine learning. The following diagram shows a data mesh reference
architecture based on Lake Formation.
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The architecture diagram contains following components:
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1. The data producers publish data products in the AWS Glue Data Catalog of the central
governance account. AWS Lake Formation manages access to the entities of the central Data
Catalog.

2. After access is granted, the consumer teams can consume the data to empower their Al/ML,
analytics and reporting, and ETL use-cases.
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Conclusion

This guide introduced considerations for a decentralized data solution approach such as data mesh.
It discussed the strategies that can help you build a data mesh-based data solution on AWS.

» To get started, align your vision for the data solution with the vision and strategy of your
organization. Next, use the Data Mesh Strategy Framework to accelerate your data mesh journey.
In addition, ensure that you have the right teams and personas to scale your delivery approach.
To support your new data mesh strategy, AWS provides multiple offerings to suit the needs of
your organization.

» See the Resources section to familiarize yourself with data mesh concepts, Amazon DataZone,
data.all, and AWS Lake Formation.

 Gain practical experience in the following workshops:
o AWS Modern Data Architecture Immersion Day
 Build a Data Mesh on AWS

» Reach out to AWS experts, who can provide guidance on your data mesh strategy.
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https://docs.aws.amazon.com/datazone/latest/userguide/what-is-datazone.html
https://data-dot-all.github.io/dataall/
https://docs.aws.amazon.com/lake-formation/latest/dg/what-is-lake-formation.html
https://catalog.us-east-1.prod.workshops.aws/workshops/32f3e732-d67d-4c63-b967-c8c5eabd9ebf/en-US
https://catalog.us-east-1.prod.workshops.aws/workshops/23e6326b-58ee-4ab0-9bc7-3c8d730eb851/en-US
https://aws.amazon.com/professional-services
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Resources

¢ Amazon DataZone

o Data.all
« AWS Lake Formation

« Data Mesh: Delivering Data-Driven Value at Scale

« Team Topologies: Organizing Business and Technology Teams for Fast Flow

 Let's Architect! Architecting a data mesh (blog post)

» Creating a data strategy on AWS that supports your company's goals (AWS Prescriptive Guidance
strategy)

» Modernizing your healthcare-data strategy (AWS Prescriptive Guidance strategy)
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https://docs.aws.amazon.com/datazone/latest/userguide/what-is-datazone.html
https://data-dot-all.github.io/dataall/
https://docs.aws.amazon.com/lake-formation/latest/dg/what-is-lake-formation.html
https://www.amazon.com/Data-Mesh-Delivering-Data-Driven-Value/dp/1492092398/
https://www.amazon.com/Team-Topologies-Organizing-Business-Technology/dp/1942788819/
https://aws.amazon.com/blogs/architecture/lets-architect-architecting-a-data-mesh/
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-aws-data/introduction.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-modern-healthcare-data/introduction.html
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