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Transitioning to multiple AWS accounts

Justin Plock, Amazon Web Services

Many companies begin their journey by using a single Amazon Web Services (AWS) account.
Multiple roles within a company use this account to operate the business. Engineers develop code,
deploy to development and test environments, and promote changes to production. Product
managers query data sources to gather insights into business performance. The sales team is
conducting demos from the production environment to attract new customers. The finance team is
monitoring cloud spending from the AWS Billing console.

When all of these separate roles use a single AWS account, it can become difficult to enforce the
security best practice of Applying the least-privilege permissions, which means you grant only

the minimum permissions necessary to do the job. At a certain stage in a startup's development,
someone will ask the question Do all of our engineers need access to production? The answer is
almost always no, but many companies struggle with how to unwind their existing single-account
environment into a multi-account environment without slowing down business.

This guide includes best practices to help you transition from a single-account environment to a
multi-account environment. It discusses the decisions you need to make about account migration,
user management, networking, security, and architecture. It is designed to help you succeed

with minimal or no downtime for your business and daily operations. This guide focuses on the
following capabilities as you transition from a single AWS account to a multi-account environment:

« Identity management and access control

« Managing permissions and access

« Network connectivity

» Security incident response

» Backups

» Account migration

« Resource migration

« Billing considerations

For more information about capabilities, see Cloud Foundation on AWS.



https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
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This guide is aligned to existing resources related to this topic, including the Organizing Your AWS
Environment Using Multiple Accounts whitepaper, the AWS Security Reference Architecture (AWS
SRA), and the Establishing Your Cloud Foundation on AWS whitepaper. You should continue to use
those resources for more specific guidance not covered in this guide.

Intended audience

This guide is best suited for company that wants or needs to transition to multiple AWS accounts.
For startups, this need typically arises when you have found product-market fit, raised a round

of funding, and are beginning to hire distinct engineering disciplines, such as infrastructure,
development operations (DevOps), or security.

Even if your company isn't ready to make this transition, you can still use this guide to understand
the decisions that need to be made during the transition and begin to prepare.

Intended audience 2


https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/organizing-your-aws-environment.html
https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/organizing-your-aws-environment.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/welcome.html
https://docs.aws.amazon.com/whitepapers/latest/establishing-your-cloud-foundation-on-aws/welcome.html
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Objectives

The transition to a multi-account architecture is usually driven by a business need for one or more
of the following benefits:

» Grouping workloads based on business purpose or ownership

« Applying distinct security controls by environment

« Constraining access to sensitive data

« Promoting innovation and agility

 Limiting scope of impact from adverse events

» Supporting multiple IT operating models

« Managing costs

 Distributing AWS service quotas and API request rate limits

For more information about the many benefits of using a multi-account architecture, see
Organizing Your AWS Environment Using Multiple Accounts (AWS whitepaper) and Guidelines to

set up a well-architected environment (AWS Control Tower documentation).

Sample single-account architecture

As a starting point, it is common for startup or small companies to use a single AWS Region and
have two virtual private clouds (VPCs) that are connected by VPC peering. Each VPC contains
compute resources, such as Amazon Elastic Compute Cloud (Amazon EC2) instances. The
engineering team develops code directly in the Development VPC. The product team reviews

the changes, and then the engineering team manually promotes the changes to the Production
VPC. The finance team has access to the AWS account so they can review the AWS Billing and Cost
Management console.

Sample single-account architecture 3


https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/benefits-of-using-multiple-aws-accounts.html
https://docs.aws.amazon.com/controltower/latest/userguide/aws-multi-account-landing-zone.html#guidelines-for-multi-account-setup
https://docs.aws.amazon.com/controltower/latest/userguide/aws-multi-account-landing-zone.html#guidelines-for-multi-account-setup
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-peering.html
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The following are a few examples of challenges that a company might experience with this
environment:

« An engineer mistakenly deleted production data when they thought they were accessing a
development database.

» A sales demo was impacted when a production deployment took longer than expected.

» When development code was being load tested, the Production VPC became slow and
generated error messages about throttling.

» The finance team can't differentiate costs for production and development environments.

« The CEO is concerned that some newly hired offshore contractors have access to customer data
though the Production VPC.

« The finance team can't disallow access to specific AWS services that might incur high costs.

Adopting a multi-account strategy addresses all of these challenges by using compartmentalized
AWS accounts to separate workloads and access.

Sample single-account architecture 4
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Foundational framework and security responsibilities

The information and best practices in this guide are designed to complement existing AWS
recommendations for infrastructure and security. As you transition from a single AWS account to
multiple AWS accounts, it is important to make sure that your new multi-account architecture is
consistent with the AWS Well-Architected Framework and Cloud Foundation principles. This helps
you build and operate an environment that is designed for security, performance, and resiliency,
while adhering to governance requirements and AWS best practices.

AWS Well-Architected Framework

AWS Well-Architected Framework helps you build a secure, high-performing, resilient, and efficient

infrastructure for applications and workloads. This guide aligns to the Operational Excellence,

Security, and Reliability pillars of this framework. This helps you meet your business and regulatory

requirements by following current AWS recommendations.

You can assess your adherence to well-architected best practices by using the AWS Well-
Architected Tool in your AWS account.

Cloud Foundation on AWS

Establishing Your Cloud Foundation on AWS (AWS Whitepaper) provides guidance that helps
you tailor your AWS environment to meet the needs of your business. Using a capability-based

approach, you can create an environment to deploy, operate, and manage your workloads. You can
also enhance the capabilities to extend your environment as your requirements evolve and you
deploy additional workloads to the cloud. For more information about the 30 capabilities defined
by AWS, see Capabilities. This guide includes best practices for implementing the initial capabilities
in their intended order.

You can adopt and implement capabilities according to your operational and governance needs. As
your business requirements mature, the capability-based approach can be used as a mechanism to
verify that your cloud environment is ready to support your workloads and scale as needed. This
approach enables you to confidently establish your cloud environment for your builders and your
business.

AWS Well-Architected Framework 5


https://aws.amazon.com/architecture/well-architected
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/welcome.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/welcome.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/welcome.html
https://docs.aws.amazon.com/wellarchitected/latest/userguide/intro.html
https://docs.aws.amazon.com/wellarchitected/latest/userguide/intro.html
https://docs.aws.amazon.com/whitepapers/latest/establishing-your-cloud-foundation-on-aws/welcome.html
https://docs.aws.amazon.com/whitepapers/latest/establishing-your-cloud-foundation-on-aws/capabilities.html
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Identity management and access control

This first step when transitioning to a multi-account architecture is to set up your new account
structure within an organization. Then you can add users and configure their access to the
accounts. This section describes approaches for managing human access into multiple AWS account
and consists of the following tasks:

1. Set up an organization

2. Create a landing zone

3. Add organizational units

4. Add initial users

5. Manage member accounts

Set up an organization

When you have multiple AWS accounts, you can logically manage those accounts through

an organization in AWS Organizations. An account in AWS Organizations is a standard AWS
account that contains your AWS resources and the identities that can access those resources. An
organization is an entity that consolidates your AWS accounts so that you can administer them as a
single unit.

When you use an account to create an organization, that account becomes the management
account (also known as a payer account or root account) for the organization. An organization can
only have one management account. When you add additional AWS accounts to the organization,
they become member accounts.

Note: Each AWS account also has a single identity called the root user. You can sign in as the
root user by using the email address and password you used to create the account. However, we
strongly recommend that you don't use the root user for everyday tasks, even the administrative
ones. For more information, see AWS account root user.

We also recommend centralizing root access for member accounts and removing the root user
credentials from member accounts in your organization.

Set up an organization 6


https://docs.aws.amazon.com/organizations/latest/userguide/orgs_introduction.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-enable-root-access.html
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You organize accounts in a hierarchical tree-like structure that consists of the organization root,
organizational units (OUs), and member accounts. The root is the parent container for all of the
accounts in your organization. An organizational unit (OU) is a container for accounts within the
root. An OU can contain other OUs or member accounts. An OU can have only one parent, and each
account can be a member of only one OU. For more information, see Terminology and concepts
(AWS Organizations documentation).

A service control policy (SCP) specifies the services and actions that users and roles can use. SCPs

are similar to AWS Identity and Access Management (IAM) permissions policies except that they
don't grant permissions. Instead, SCPs define the maximum permissions. When you attach a policy
to one of the nodes in the hierarchy, it applies to all the OUs and accounts within that node. For
example, if you apply a policy to the root, it applies to all OUs and accounts in the organization,
and if you apply a policy to an OU, it applies to only the OUs and accounts in the target OU.

A resource control policy (RCP) offers central control over the maximum available permissions for

resources in your organization. RCPs help you make sure that resources in your account stay within
your organization's access control guidelines.

You can use the AWS Organizations console to centrally view and manage all of your accounts
within an organization. One of the benefits of using an organization is that you can receive a
consolidated bill that shows all charges associated with the management and member accounts.
For more information, see Consolidated billing (AWS Organizations documentation).

Best practices

« Don't use an existing AWS account to create an organization. Start with a new account,
which becomes your management account for the organization. Privileged operations can be
performed within an organization's management account, and SCPs and RCPs do not apply to
the management account. That's why you should limit the cloud resources and data contained in
the management account to only those that must be managed in the management account.

« Limit access to the management account to only those individuals who need to provision new
AWS accounts and to administer the organization.

» Use SCPs to define the maximum permissions for the root, organizational units, and member
accounts. SCPs can't be directly applied to the management account.

» Use RCPs to define the maximum permissions for resources in member accounts. RCPs can't be
directly applied to the management account.

» Adhere to the Best practices for AWS Organizations (AWS Organizations documentation).

Best practices 7


https://docs.aws.amazon.com/organizations/latest/userguide/orgs_getting-started_concepts.html#account
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_getting-started_concepts.html#root
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_getting-started_concepts.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_getting-started_concepts.html#organizationalunit
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_getting-started_concepts.html#account
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_rcps.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/consolidated-billing.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_best-practices.html
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Create a landing zone

A landing zone is a well-architected, multi-account AWS environment that is a starting point
from which you can deploy workloads and applications. It provides a baseline to get started

with multi-account architecture, identity and access management, governance, data security,
network design, and logging. AWS Control Tower is a service that simplifies the maintenance and

governance of a multi-account environment by providing automated guardrails. Typically, you
provision a single AWS Control Tower landing zone that manages your environment across all
AWS Regions. AWS Control Tower works by orchestrating other AWS services within your account.
For more information, see What happens when you set up a landing zone (AWS Control Tower
documentation).

When you set up a landing zone with AWS Control Tower, you identify three shared accounts: the
management account, the log archive account, and the audit account. For more information, see
What are the shared accounts (AWS Control Tower documentation). For the management account,

you must use an existing account that isn't hosting any workloads to set up the landing zone. For
the log archive and audit accounts, you can choose to reuse existing AWS accounts, or AWS Control
Tower can create them for you.

For instructions about how to set up your AWS Control Tower landing zone, see Getting started
(AWS Control Tower documentation).

Best practices

« Adhere to the best practices in Design principles for your multi-account strategy (AWS
Whitepaper).

» Adhere to the Best practices for AWS Control Tower administrators (AWS Control Tower
documentation).

 Create your landing zone in the AWS Region that hosts the majority of your workloads.

Important: If you decide to change this Region after deploying your landing zone, you need
the assistance of AWS Support, and you must decommission the landing zone. This practice
isn't recommended.

« When determining which Regions AWS Control Tower will govern, select only the Regions in
which you expect to immediately deploy workloads. You can change these Regions or add more

Create a landing zone 8


https://docs.aws.amazon.com/controltower/latest/userguide/what-is-control-tower.html
https://docs.aws.amazon.com/controltower/latest/userguide/how-control-tower-works.html#how-it-works-setup
https://docs.aws.amazon.com/controltower/latest/userguide/how-control-tower-works.html#what-shared
https://docs.aws.amazon.com/controltower/latest/userguide/getting-started-with-control-tower.html
https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/design-principles-for-your-multi-account-strategy.html
https://docs.aws.amazon.com/controltower/latest/userguide/best-practices.html
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later. If AWS Control Tower governs a Region, it will deploy its detective guardrails into that
Region as AWS Config Rules.

« After determining which Regions AWS Control Tower will govern, deny access to all ungoverned
Regions. This helps ensure that your workloads and developers can only use approved AWS
Regions. This is implemented as a service control policy (SCP) in the organization. For more
information, see Configure the AWS Region deny control (AWS Control Tower documentation).

« When setting up your landing zone in AWS Control Tower, we recommend you rename the
following OUs and accounts:

« We recommend that you rename the Security OU to Security_Prod to signify that this OU will
be used for production security-related AWS accounts.

« We recommend that you allow AWS Control Tower to create an additional OU and then
rename it from Sandbox to Workloads. In the next section, you create additional OUs within
the Workloads OU, which you use to organize your AWS accounts.

« We recommend that you rename the centralized logging AWS account from Log Archive to
log-archive-prod.

« We recommend that you rename the audit account from Audit to security-tooling-prod.

« To help prevent fraud, AWS requires that AWS accounts have a history of use before they can be
added to an AWS Control Tower landing zone. If you are using a new AWS account without any
usage history, in the new account, you can launch an Amazon Elastic Compute Cloud (Amazon
EC2) instance that is not in the AWS Free Tier. Let the instance run for a few minutes and then
terminate it.

Add organizational units

Establishing the proper organization structure is critical to setting up a multi-account environment.
Because you use service control policies (SCPs) to define the maximum permissions for an OU

and the accounts within it, your organization structure must be logical from a management,
permissions, and financial reporting perspective. For more information about the structure

of an organization, including organizational units (OUs), see Terminology and concepts (AWS
Organizations documentation).

In this section, you customize the landing zone by creating nested OUs that help you segment and
structure your environments, such as production and non-production. These recommended best
practices are designed to segment your landing zone to separate production and non-production
resources and separate infrastructure from workloads.
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For more information about how to create OUs, see Managing organizational units (AWS
Organizations documentation).

Best practices

« Within the Workloads OU that you created in Create a landing zone, create the following nested
OuUs:

» Prod - Use this OU for AWS accounts that store and access production data, including
customer data.

» NonProd - Use this OU for AWS accounts that store non-production data, such as
development, staging, or testing environments

Under the organization root, create an Infrastructure_Prod OU. Use this OU to host a centralized
networking account.

Add initial users

There are two ways to grant people access to AWS accounts:

« IAM identities, such as users, groups, and roles

« Identity federation, such as by using AWS IAM Identity Center

In smaller companies and single-account environments, it is common for administrators to create
an IAM user when a new person joins the company. The access key and secret key credentials
associated to an IAM user are known as long-term credentials because they don't expire. However,
this isn't a recommended security best practice because if an attacker compromised those
credentials, you would have to generate a new set of credentials for the user. Another approach for
accessing AWS accounts is through IAM roles. You can also use AWS Security Token Service (AWS
STS) to temporarily request short-term credentials, which expire after a configurable amount of
time.

You can manage people access into your AWS accounts through IAM Identity Center. You can create
individual user accounts for each of your employees or contractors, they can manage their own
passwords and multi-factor authentication (MFA) solutions, and you can group them to manage
access. When configuring MFA, you can use software tokens, such as authenticator applications, or
you can use hardware tokens, such as YubiKey devices.
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IAM Identity Center also supports federation from external identity providers (IdPs) such as

Okta, JumpCloud, and Ping Identity. For more information, see Supported identity providers

(IAM Identity Center documentation). By federating with an external IdP, you can manage user
authentication across applications and then use IAM Identity Center to authorize access to specific
AWS accounts.

Best practices

« Adhere to the Security best practices (IAM documentation) for configuring user access.

« Manage account access by groups instead of by individual users. In IAM Identity Center, create
new groups that represent each of your business functions. For example, you might create
groups for engineering, finance, sales, and product management.

« Often, groups are defined by separating those who need access to all AWS accounts (often read-
only access) and those who need access to a single AWS account. We recommend that you use
the following naming convention for groups so that it is easy to identify the AWS account and
permissions associated with the group.

<prefix>-<account name>-<permission set>

For example, for the group AWS-A-dev-nonprod-DeveloperAccess, AWS-A is a prefix

that indicates access to a single account, dev-nonprod is the name of the account, and
DeveloperAccess is the permission set assigned to the group. For the group AWS -
0-BillingAccess, the AWS-0 prefix indicates access to the entire organization, and
BillingAccess indicates the permission set for the group. In this example, because the group
has access to the entire organization, an account name isn't represented in the group name.

« If you are using IAM Identity Center with an external SAML-based IdP and want to require
MFA, you can use attribute-based access control (ABAC) to pass the authentication method
from the IdP to IAM Identity Center. The attributes are sent through the SAML assertions. For
more information, see Enable and configure attributes for access control (IAM Identity Center
documentation).

Many IdPs, such as Microsoft Azure Active Directory and Okta, can use the Authentication
Method Reference (amr) claim inside a SAML assertion to pass the user's MFA status to IAM
Identity Center. The claim used to assert MFA status and its format varies by IdP. For more
information, see the documentation for your IdP.

In IAM Identity Center, you can then create permission set policies that determine who can
access your AWS resources. When you enable ABAC and specify attributes, IAM Identity Center
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passes the attribute value of the authenticated user to IAM for use in policy evaluation. For more

information, see Create permission policies for ABAC (IAM Identity Center documentation). As
shown in the following example, you use the aws : PrincipalTag condition key to create an

access control rule for MFA.

"Condition": {
"StringlLike": { "aws:PrincipalTag/amzr": "mfa" }

}

Manage member accounts

In this section, you invite your preexisting account into the organization and you begin to create
new accounts within your organization. An important part of this process is defining the criteria
you use to determine whether you need to provision a new account.

This section consists of the following topics:

1. Invite your preexisting account

2. Customize VPC settings in AWS Control Tower

3. Define scoping criteria

Invite your preexisting account

Within AWS Organizations, you can invite your company's preexisting account into your new
organization. Only the management account in the organization can invite other accounts to
join. When the administrator of the invited account accepts, the account immediately joins the
organization, and the organization's management account becomes responsible for all charges
accrued by the new member account. For more information, see Inviting an AWS account to
join your organization and Accepting or declining an invitation from an organization (AWS

Organizations documentation).

Note: You can invite an account to join an organization only if that account isn't a currently in
another organization. If the account is a member of an existing organization, you must remove
it from the organization. If the account is the management account for a different organization
that was created in error, you must delete the organization.

Manage member accounts
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Important: If you need access to any historical cost or usage information from your preexisti

ng account, you can use AWS Cost and Usage Report to export that information to an Amazon
Simple Storage Service (Amazon S3) bucket. Do this prior to accepting the invitation to join the
organization. When an account joins an organization, you lose access to this historical data for
the account. For more information, see Setting up an Amazon S3 bucket for Cost and Usage

Reports (AWS Cost and Usage Report documentation).

Best practices

« We recommend that you add your preexisting account, which likely contains production
workloads, to the Workloads > Prod organizational unit that you created in Add organizational

units.

» By default, the organization's management account doesn't have administrative access over
member accounts that are invited to the organization. If you want the management account
to have administrative control, you must create the OrganizationAccountAccessRole |IAM role
in the member account and grant permission to the management account to assume the role.
For more information, see Creating the OrganizationAccountAccessRole in an invited member

account (AWS Organizations documentation).

» For the preexisting account that you invited to the organization, review Best practices for

member accounts (AWS Organizations documentation) and confirm that the account adheres to

these recommendations.

Customize VPC settings in AWS Control Tower

We recommend that you provision new AWS accounts through the Account Factory in AWS Control
Tower. By using Account Factory, you can use the AWS Control Tower integration with Amazon
EventBridge to provision resources in new AWS accounts as soon as the account is created.

When you set up a new AWS account, a default virtual private cloud (VPC) is automatically

provisioned. However, when you set up a new account through Account Factory, AWS Control
Tower automatically provisions an additional VPC. For more information, see Overview of AWS
Control Tower and VPCs (AWS Control Tower documentation). This means that, by default, AWS
Control Tower provisions two default VPCs in every new account.

It is common for companies to want more control over the VPCs within their accounts. Many prefer
to use other services, such as AWS CloudFormation, Hashicorp Terraform, or Pulumi, to set up and
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manage their VPCs. You should customize the Account Factory settings to prevent creation of the
additional VPC provisioned by AWS Control Tower. For instructions, see Configure Amazon VPC
settings (AWS Control Tower documentation), and apply the following settings:

1. Disable the Internet-accessible subnet option.
2. In Maximum number of private subnets, choose 0.
3. In Regions for VPC creation, clear all Regions.

4. In Availability Zones, choose 3.

Best practices

» Delete the default VPC that is automatically provisioned in every new account. This prevents
users from launching public EC2 instances in the account without explicitly creating a dedicated
VPC. For more information, see Delete your default subnets and default VPC (Amazon Virtual

Private Cloud documentation). You can also configure AWS Control Tower Account Factory for

Terraform (AFT) to automatically delete the default VPC in newly created accounts.

« Provision a new AWS account called dev-nonprod into the Workloads > NonProd organizational
unit. Use this account for your development environment. For instructions, see Provision Account

Factory accounts with AWS Service Catalog (AWS Control Tower documentation).

Define scoping criteria

You need to select the criteria your company will use when deciding whether to provision a new
AWS account. You might decide to provision accounts for each business unit, or you might decide
to provision accounts based on environment, such as production, testing, or QA. Every company
has their own requirements for how large or small their AWS accounts should be. Generally, you
evaluate the following three factors when deciding how to size your accounts:

« Balancing service quotas - Service quotas are the maximum values for the number of resources,
actions, and items for each AWS service within an AWS account. If many workloads share
the same account and one workload is consuming most or all of a service quota, that might
negatively impact another workload in the same account. If so, you might need to separate those
workloads into different accounts. For more information, see AWS service quotas (AWS General

Reference documentation).

» Cost reporting - Isolating workloads into separate accounts allows you to see costs at an account
level in the cost and usage reports. When you use the same account for multiple workloads, you
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can use tags to help you manage and identify resources. For more information about tagging,
see Tagging AWS resources (AWS General Reference documentation).

« Controlling access - When workloads share an account, you need to consider how you will
configure IAM policies to limit access to the account resources so that users don't have access to
the workloads they don't need. As an alternative, you can use multiple accounts and permission
sets in IAM Identity Center to manage access into individual accounts.

Best practices

» Adhere to the best practices in AWS multi-account strategy for your AWS Control Tower landing
zone (AWS Control Tower documentation).

« Establish an effective tagging strategy that helps you identify and manage AWS resources. You
can use tags to categorize resources by purpose, business unit, environment, or other criteria. For
more information, see Best practices for tagging (AWS General Reference documentation).

« Don't overload an account with too many workloads. If the demand of the workload exceeds a
service quota, this can cause performance issues. You can separate the competing workloads into
different AWS accounts or you can request a service quota increase. For more information, see
Requesting a quota increase (Service Quotas documentation).
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Managing permissions and access

This section consists of the following topics:

Engineering cultural considerations

Creating permission sets

Creating a permissions boundary

Managing permissions for individuals

Engineering cultural considerations

One of the pillars of the AWS Well-Architected Framework is Operational Excellence. Teams must
understand the operating model and their part in achieving your business outcomes. Teams can

focus on achieving shared goals when they understand their responsibilities, can take ownership,
and know how decisions are made.

With early stage companies that are building quickly, everyone on the team performs multiple
roles. It isn't uncommon for these users to have highly privileged access to the entire AWS account.
As companies grow, they often want to follow the principle of least privilege and only grant
permissions that are required for the user to do their job. To help you limit scope, you can use AWS
Identity and Access Management Access Analyzer to see what permissions a user or IAM role is

actually using, allowing you to remove any excess permissions.

It can be challenging to decide who in your company has permissions to create IAM roles. This is
commonly a vector for escalating privileges. Escalating privileges is when a user can expand their
own permissions or scope of access. For example, if a user has limited permissions but can create
new IAM roles, that user could escalate their privileges by creating and assuming a new 1AM role
that has the AdministratorAccess managed policy applied.

Some companies limit IAM role provisioning to a centralized team of trusted individuals. The
downside of this approach is that this team can quickly become a bottleneck because almost all
AWS services require an IAM role to operate. As an alternative, you can use permissions boundaries

to delegate IAM access to only users who are developing, testing, launching, and managing your
cloud infrastructure. For example policies, see Example Permission Boundaries (GitHub).

Development operations (DevOps) teams, also known as platform teams, often need to balance
self-service capabilities for multiple internal development teams against application operational
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stability. Fostering an engineering culture that embraces autonomy, mastery, and purpose in the
workplace can help motivate teams. Engineers want to do their work in a self-directed manner,
without relying on others to do things for them. If DevOps teams can implement self-service
solutions, this also reduces the amount of time others depend on them to get things done.

Creating permission sets

You can manage AWS account access by using permission sets in AWS IAM Identity Center. A

permission set is a template that helps you deploy one or more IAM policies to multiple AWS
accounts. When you assign a permission set to an AWS account, IAM Identity Center creates an
IAM role and attaches your IAM policies to that role. For more information, see Create and manage

permission sets (IAM Identity Center documentation).

AWS recommends creating permission sets that map to the different personas in your business.

For example, you might create the following permission sets:

« Billing permission set

» Developer permission set

» Production permission set

Billing permission set

The finance team uses BillingAccessPermissionSet to view the AWS Billing console dashboard and
AWS Cost Explorer in each account.

BillingAccessPermissionSet:

Type: "AWS::SSO::PermissionSet"

Properties:
Description: Access to Billing and Cost Explorer
InstanceArn: !Sub "arn:${AWS::Partition}:sso:::instance/ssoins-instanceId"
ManagedPolicies:

- 1Sub "arn:${AWS::Partition}:iam: :aws:policy/job-function/Billing"

Name: BillingAccess
SessionDuration: PT8H
RelayStateType: https://console.aws.amazon.com/billing/home
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Developer permission set

The engineering team uses DeveloperAccessPermissionSet to access non-production accounts.

DeveloperAccessPermissionSet:
Type: "AWS::SSO::PermissionSet"
Properties:
Description: Access to provision resources through CloudFormation
InlinePolicy: !Sub |-
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "arn:${AWS::Partition}:iam::*:role/CloudFormationRole",
"Condition": {
"StringEquals": {
"aws:ResourceAccount": "${!aws:PrincipalAccount}",
"jam:PassedToService": "cloudformation.${AWS: :URLSuffix}"

"Effect": "Allow",

"Action": [
"cloudformation:ContinueUpdateRollback",
"cloudformation:CreateChangeSet",
"cloudformation:CreateStack",
"cloudformation:DeleteStack",
"cloudformation:RollbackStack",
"cloudformation:UpdateStack"

15
"Resource": "arn:${AWS::Partition}:cloudformation:*:*:stack/app-*",
"Condition": {

"ArnLike": {
"cloudformation:RoleArn": "arn:${AWS::Partition}:iam::${!
aws:PrincipalAccount}:role/CloudFormationRole"
.
"Null": {
"cloudformation:ImportResourceTypes": true

Developer permission set 18



AWS Prescriptive Guidance Transitioning to multiple AWS accounts

}I
{

"Effect": "Allow",

"Action": [
"cloudformation:CancelUpdateStack",
"cloudformation:DeleteChangeSet",
"cloudformation:DetectStackDrift",
"cloudformation:DetectStackResourceDrift",
"cloudformation:ExecuteChangeSet",
"cloudformation:TagResource",
"cloudformation:UntagResource",
"cloudformation:UpdateTerminationProtection"

1,

"Resource": "arn:${AWS::Partition}:cloudformation:*:*:stack/app-*"

},

{
"Effect": "Allow",

"Action": [
"cloudformation:CreateUploadBucket",
"cloudformation:ValidateTemplate",
"cloudformation:EstimateTemplateCost"

1,

"Resource": "*"

}
InstanceArn: !Sub "arn:${AWS::Partition}:sso:::instance/ssoins-instanceId"
ManagedPolicies:
- !Sub "arn:${AWS::Partition}:iam::aws:policy/AWSServiceCatalogEndUserFullAccess"
- !Sub "arn:${AWS::Partition}:iam::aws:policy/AWSBillingReadOnlyAccess"
- !Sub "arn:${AWS::Partition}:iam::aws:policy/AWSSupportAccess"
- !Sub "arn:${AWS::Partition}:iam::aws:policy/ReadOnlyAccess"
Name: DeveloperAccess
SessionDuration: PT8H

Production permission set

The engineering team uses ProductionPermissionSet to access production accounts. This
permission set has limited, view-only access.

ProductionPermissionSet:
Type: "AWS::SSO::PermissionSet"
Properties:
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Description: Access to production accounts
InlinePolicy: !Sub |-
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "arn:${AWS::Partition}:iam::*:role/CloudFormationRole",
"Condition": {
"StringEquals": {
"aws:ResourceAccount": "${!aws:PrincipalAccount}",
"iam:PassedToService": "cloudformation.${AWS: :URLSuffix}"

"Effect": "Allow",
"Action": "cloudformation:ContinueUpdateRollback",
"Resource": "arn:${AWS::Partition}:cloudformation:*:*:stack/app-*",
"Condition": {
"ArnLike": {
"cloudformation:RoleArn": "arn:${AWS::Partition}:iam::${!
aws:PrincipalAccount}:role/CloudFormationRole"

}
}
},
{
"Effect": "Allow",
"Action": "cloudformation:CancelUpdateStack",
"Resource": "arn:${AWS::Partition}:cloudformation:*:*:stack/app-*"
}
]
}
InstanceArn: !Sub "arn:${AWS::Partition}:sso:::instance/ssoins-instanceId"
ManagedPolicies:

- !Sub "arn:${AWS::Partition}:iam::aws:policy/AWSBillingReadOnlyAccess"
- !Sub "arn:${AWS::Partition}:iam::aws:policy/AWSSupportAccess"

- !Sub "arn:${AWS::Partition}:iam::aws:policy/job-function/ViewOnlyAccess"

Name: ProductionAccess
SessionDuration: PT2H

Production permission set
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Creating a permissions boundary

After you deploy the permission sets, you establish a permissions boundary. This permissions
boundary is a mechanism to delegate IAM access to only users who are developing, testing,
launching, and managing your cloud infrastructure. Those users can perform only the actions that
are permitted by the policy and the permissions boundary.

You can define the permissions boundary in an AWS CloudFormation template and then use
CloudFormation StackSets to deploy the template into multiple accounts. This helps you establish
and maintain standardized policies across your organization with a single operation. For more
information and instructions, see Working with AWS CloudFormation StackSets (CloudFormation
documentation).

The following CloudFormation template provisions an IAM role and creates an IAM policy that acts
as a permission boundary. Using a stack set, you can deploy this template to all of the member
accounts in your organization.

CloudFormationRole:
Type: "AWS::IAM::Role"
Properties:

AssumeRolePolicyDocument:
Version: "2012-10-17"
Statement:
Effect: Allow
Principal:
Service: !Sub "cloudformation.${AWS: :URLSuffix}"
Action: "sts:AssumeRole"
Condition:
StringEquals:
"aws:SourceAccount": !'Ref "AWS::AccountId"
Description: !Sub "DO NOT DELETE - Used by CloudFormation. Created by
CloudFormation ${AWS::StackId}"
ManagedPolicyArns:
- !Sub "arn:${AWS::Partition}:iam::aws:policy/AdministratorAccess"
PermissionsBoundary: !Ref DeveloperBoundary
RoleName: CloudFormationRole

DeveloperBoundary:
Type: "AWS::IAM::ManagedPolicy"
Properties:

Description: Permission boundary for developers
ManagedPolicyName: PermissionsBoundary
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PolicyDocument:
Version:

Resource:

"2012-10-17"
Statement:
- Sid: AllowModifyIamRolesWithBoundary
Effect: Allow
Action:

na
na
"iam
na

iam:
iam:
:DeleteRolePolicy"
iam:
iam:
iam:

AttachRolePolicy"
CreateRole"

DetachRolePolicy"
PutRolePermissionsBoundary"
PutRolePolicy"

1Sub "arn:${AWS::Partition}:iam

Condition:
ArnEquals:
PermissionsBoundary": !Sub "arn:${AWS::Partition}:iam::
${AWS: :AccountId}:policy/PermissionsBoundary"
- Sid: AllowModifyIamRoles
Effect: Allow
Action:

Resource:

"iam:

na
"iam
na
na
"iam

iam:
:TagRole"
iam:
iam:
:UpdateRole"
iam:

DeleteRole"

UntagRole"
UpdateAssumeRolePolicy"

UpdateRoleDescription"
1Sub "arn:${AWS::Partition}:iam

- Sid: OverlyPermissiveAllowedServices

Effect: Allow

Action:
"lambda:*"
"apigateway:*"
"events:*"
"s3 i xM
"logs:*"

Resource:

i n

1 :${AWS: :AccountId}:role/app/*"

1 :${AWS: :AccountId}:role/app/*"

The CloudFormationRole role, PermissionsBoundary policy, and the DeveloperAccess permission

set work together to grant the following permissions:

» Users have read-only access to most AWS services, through the ReadOnlyAccess AWS managed

policy.

« Users have access to open support cases, through the AWSSupportAccess AWS managed policy.

Creating a permissions boundary
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Users have read-only access to the AWS Billing console dashboard, through the
AWSBIllingReadOnlyAccess AWS managed policy.

Users are able to provision products from AWS Service Catalog, through the
AWSServiceCatalogEndUserFullAccess AWS managed policy.

Users are able to validate and estimate the cost of any CloudFormation template, through the
inline policy.

By using the CloudFormationRole IAM role, users are able to create, update, or delete any
CloudFormation stack that starts with app/.

Users are able to use CloudFormation to create, update, or delete IAM roles that start with app/.
The PermissionsBoundary IAM policy prevents users from escalating their privileges.

Users can provision AWS Lambda, Amazon EventBridge, Amazon CloudWatch, Amazon Simple
Storage Service (Amazon S3), and Amazon APl Gateway resources only by using CloudFormation.

The following image shows how an authorized user, such as a developer, can create a new IAM

role in a member account by using the permissions sets, IAM roles, and permissions boundaries
described in this guide:

1.
2.

The user authenticates in IAM Identity Center and assumes the DeveloperAccess IAM role.

The user initiates the cloudformation:CreateStack action and assumes the
CloudFormationRole IAM role.

. The user initiates the iam:CreateRole action and uses CloudFormation to create a new |IAM
role.
. The PermissionsBoundary IAM policy is applied to the new IAM role.
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The CloudFormationRole role has the AdministratorAccess managed policy attached, but due

to the PermissionsBoundary IAM policy, the CloudFormationRole role's effective permissions
become equal to the PermissionsBoundary policy. The PermissionsBoundary policy references
itself when allowing the iam:CreateRole action, which ensures that roles can be created only if
the permissions boundary is applied.

Managing permissions for individuals

By using permissions sets, the permissions boundary, and the CloudFormationRole IAM role, you
can limit the amount of permissions that you need to assign directly to individual principals. This
helps you manage access as your company grows and helps you apply the security best practice of
granting least privilege.

You can also use service-linked roles, which grant permissions to an AWS service to provision
resources on your behalf. Instead of granting permissions to the IAM principal (user, user group,

or role), you can grant the permissions to the service. For example, the service-linked role for AWS
Service Catalog allows you to provision your own templates, resources, and environments, without

assigning permissions to the 1AM principal. For more information, see AWS services that work with

IAM and Using service-linked roles (IAM documentation).

Another best practice is to limit the amount of access individuals have to the AWS Management
Console. By limiting access to the console, you can require individuals to provision resources by
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using infrastructure as code (IaC) technologies, such as AWS CloudFormation, HashiCorp Terraform,
or Pulumi. Managing infrastructure through laC you to track changes to resources over time and
introduce mechanisms for approving changes, such as GitHub pull requests.
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Network connectivity

Connecting VPCs

Many companies use VPC peering in Amazon Virtual Private Cloud (Amazon VPC) to connect
development and production VPCs. Using a VPC peering connection, you can route traffic between
two VPCs by using private IP addressing. The connected VPCs can be in different AWS accounts
and in different AWS Regions. For more information, see What is VPC peering (Amazon VPC

documentation). As companies grow and the number of VPCs increases, maintaining peering
connections between all of the VPCs can become a maintenance burden. You might also be limited
by the maximum number of VPC peering connections per VPC. For more information, see the VPC
peering connection quota (Amazon VPC documentation).

If you have multiple development, test, and staging environments that host non-production data
across multiple AWS accounts, you might want to provide network connectivity between all of
those VPCs but disallow any access to production environments. You can use AWS Transit Gateway

to connect multiple VPCs across multiple accounts. You can separate the route tables to prevent
development VPCs from communicating to production VPCs through the transit gateway, which
acts as centralized router. For more information, see Centralized router (AWS Transit Gateway

documentation).

AWS Transit Gateway also supports peering with other transit gateways, including those in
different AWS accounts or AWS Regions. Because Transit Gateway is a fully managed, highly
available service, you need to provision only one transit gateway for each Region.

For more information and detailed network architectures, see Building a Scalable and Secure Multi-
VPC AWS Network Infrastructure (AWS Whitepaper).

Connecting applications

If you need to establish communication between applications in different accounts in the same
environment (such as production), you can use one of the following options:

« VPC peering or AWS Transit Gateway can provide connectivity at the network level if you want to

open broad access to multiple IP addresses and ports.

« AWS PrivateLink creates endpoints in a private subnet of the VPC, and these endpoints are

registered as DNS entries in Amazon Route 53 Resolver. By using DNS, applications can resolve
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the endpoints and connect to the registered services, without requiring NAT gateways or internet
gateways in the VPC.

« Amazon VPC Lattice associates services, such as applications, across multiple accounts and VPCs

and collects them into a service network. Clients in VPCs associated with the service network can
send requests to all other services that are associated with the service network, regardless of
whether they're in the same account. VPC Lattice integrates with AWS Resource Access Manager
(AWS RAM) so that you can share resources with other accounts or through AWS Organizations.
You can associate a VPC with only one service network. This solution doesn't require use of VPC
peering or AWS Transit Gateway to communicate across accounts.

Best practices for network connectivity

« Create an AWS account that you use for the centralized networking. Name this account network-
prod, and use it for AWS Transit Gateway and Amazon VPC IP Address Manager (IPAM). Add this
account to the Infrastructure_Prod organizational unit.

» Use AWS Resource Access Manager (AWS RAM) to share the transit gateway, VPC Lattice service
networks, and IPAM pools with the rest of the organization. This allows any AWS account within
your organization to interact with these services.

» By using IPAM pools to centrally manage IPv4 and IPv6 address allocations, you can allow your
end-users to self-provision VPCs by using AWS Service Catalog. This helps you appropriately size
VPCs and prevent overlapping IP address spaces.

» Use a centralized egress approach for traffic bound to the internet, and use a decentralized
ingress approach for traffic coming into your environment from the internet. For more
information, see Centralized egress and Decentralized ingress.

Centralized egress

Centralized egress is the principle of using a single, common entry point for all network traffic
that is destined to the internet. You can set up inspection at this entry point, and you can allow
traffic only to specified domains or only through specified ports or protocols. Centralizing egress
also can help you reduce costs by eliminating the need to deploy NAT gateways in each of your
VPCs in order to reach the internet. This is beneficial from a security perspective because it limits
exposure to externally accessible malicious resources, such as malware command and control
(C&C) infrastructure. For more information and architecture options for centralized egress, see
Centralized egress to internet (AWS Whitepaper).
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You can use AWS Network Firewall, which is a stateful, managed, network firewall and intrusion
detection and prevention service, as a central inspection point for egress traffic. You set up this
firewall in a dedicated VPC for egress traffic. Network Firewall supports stateful rules that you
can use to limit internet access to specific domains. For more information, see Domain filtering
(Network Firewall documentation).

You can also use the Amazon Route 53 Resolver DNS Firewall to limit egress traffic to specific
domain names, primarily to prevent unauthorized exfiltration of your data. In DNS Firewall rules,
you can apply domain lists (Route 53 documentation), which allow or deny access to specified
domains. You can use AWS managed domain lists, which contain domain names that are associated
with malicious activity or other potential threats, or you can create custom domain lists. You

create DNS Firewall rule groups and then apply them to your VPCs. Outbound DNS requests route
through a Resolver in the VPC for domain name resolution, and DNS Firewall filters the requests
based on the rule groups applied to the VPC. Recursive DNS requests going to the Resolver don't
flow through the transit gateway and Network Firewall path. Route 53 Resolver and DNS Firewall
should be considered to be a separate egress path out of the VPC.

The following image shows a sample architecture for centralized egress. Before network
communication begins, DNS requests are sent to the Route 53 Resolver, where the DNS firewall
allows or denies resolution of the IP address used for communication. Traffic destined to the
internet is routed to a transit gateway in a centralized networking account. The transit gateway
forwards the traffic to Network Firewall for inspection. If the firewall policy permits the egress
traffic, the traffic routes through an NAT gateway, through an internet gateway, and to the
internet. You can use AWS Firewall Manager to centrally manage DNS Firewall rule groups and
Network Firewall policies across your multi-account infrastructure.
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Best practices for securing egress traffic

« Startin logging-only mode (Route 53 documentation). Change to block mode after you have
validated that legitimate traffic isn't affected.

 Block DNS traffic going to the internet by using AWS Firewall Manager policies for network
access control lists or by using AWS Network Firewall. All DNS queries should route through a
Route 53 Resolver, where you can monitor them with Amazon GuardDuty (if enabled) and filter
them with Route 53 Resolver DNS Firewall (if enabled). For more information, see Resolving DNS

queries between VPCs and your network (Route 53 documentation).

« Use the AWS Managed Domain Lists (Route 53 documentation) in DNS Firewall and Network
Firewall.

» Consider blocking high-risk, unused top-level domains, such as .info, .top, .xyz, or some country
code domains.

« Consider blocking high-risk, unused ports, such as ports 1389, 4444, 3333, 445, 135, 139, or 53.

« As a starting point, you can use a deny list that includes the AWS managed rules. You can then
work over time toward implementing an allow-list model. For example, instead of including
only a strict list of fully qualified domain names in the allow list, begin by using some wildcards,
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such as *.example.com. You can even allow only the top-level domains you expect and block all
others. Then, over time, narrow those down too.

» Use Route 53 Profiles (Route 53 documentation) to apply DNS-related Route 53 configurations
across many VPCs and in different AWS accounts.

» Define a process for handling exceptions to these best practices.

Decentralized ingress

Decentralized ingress is the principle of defining, at an individual account-level, how traffic from the
internet reaches the workloads in that account. In multi-account architectures, one of the benefits
of decentralized ingress is that each account can use the most appropriate ingress service or
resource for its workloads, such as an Application Load Balancer, Amazon APl Gateway, or Network
Load Balancer.

Although decentralized ingress means that you have to manage each account individually, you can
centrally administer and maintain your configurations through AWS Firewall Manager. Firewall

Manager supports protections such as AWS WAF and Amazon VPC security groups. You can
associate AWS WAF to an Application Load Balancer, Amazon CloudFront, APl Gateway, or AWS

AppSync. If you are using an egress VPC and transit gateway, as described in Centralized egress,
each spoke VPC contains public and private subnets. However, there is no need to deploy NAT
gateways because traffic routes through the egress VPC in the networking account.

The following image shows an example of an individual AWS account that has a single VPC that
contains an internet-accessible workload. Traffic from the internet accesses the VPC through an
internet gateway and reaches load balancing and security services hosted in a public subnet. (A
public subnet contains a default route to an internet gateway). Deploy load balancers into public
subnets, and attach AWS WAF access control lists (ACLs) to help protect against malicious traffic,
such as cross-site scripting. Deploy workloads that host applications into private subnets, which
don't have direct access to and from the internet.
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If you have a lot of VPCs in your organization, you might want to share common AWS services by
creating interface VPC endpoints or private hosted zones in a dedicated and shared AWS account.
For more information, see Access an AWS service using an interface VPC endpoint (AWS PrivateLink
documentation) and Working with private hosted zones (Route 53 documentation).

The following image shows an example of an AWS account that hosts resources that can be shared
across the organization. VPC endpoints can be shared across multiple accounts by creating them

in a dedicated VPC. When you create a VPC endpoint, you can optionally have AWS manage the
DNS entries for the endpoint. To share an endpoint, clear this option, and create the DNS entries in
a separate Route 53 private hosted zone (PHZ). You can then associate the PHZ to all of the VPCs
in your organization for centralized DNS resolution of the VPC endpoints. You also need to ensure
that the transit gateway route tables include routes for the shared VPC to the other VPCs. For more
information, see Centralized access to interface VPC endpoints (AWS Whitepaper).
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A shared AWS account is also a good place to host AWS Service Catalog portfolios. A portfolio

is a collection of IT services that you want to make available for deployment on AWS, and the
portfolio contains configuration information for those services. You can create the portfolios in
the shared account, share them to the organization, and then each member account imports the

Decentralized ingress
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portfolio into its own regional Service Catalog instance. For more information, see Sharing with
AWS Organizations (Service Catalog documentation).

Similarly, with Amazon VPC Lattice, you can use the shared account to centrally manage your
environment and service templates as entities and then set up account connections with the
organization member accounts. For more information, see Share your VPC Lattice entities (VPC
Lattice documentation).
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Security incident response

As you transition to multiple AWS accounts, it is important that you maintain visibility into security
events that might occur within your organization. In Identity management and access control,

you used AWS Control Tower to set up your landing zone. During that setup process, AWS Control
Tower designated an AWS account for security. You should delegate administration of security
services into the security-tooling-prod account and use this account to centrally managed these
services.

This guide reviews the use of the following AWS services to help protect your AWS accounts and
organization:

o Amazon GuardDuty

« Amazon Macie

o AWS Security Hub CSPM

Amazon GuardDuty

Amazon GuardDuty is a continuous security monitoring service that analyzes data sources, such

as AWS CloudTrail event logs. For a complete list of supported data sources, see How Amazon

GuardDuty uses its data sources (GuardDuty documentation). It uses threat intelligence feeds, such

as lists of malicious IP addresses and domains, and machine learning to identify unexpected and
potentially unauthorized and malicious activity within your AWS environment.

When you use GuardDuty with AWS Organizations, the management account in the organization
can designate any account in the organization to be the GuardDuty delegated administrator. The
delegated administrator becomes the GuardDuty administrator account for the AWS Region.
GuardDuty is automatically enabled in that Region, and the delegated administrator account
has permissions to enable and manage GuardDuty for all accounts in the organization within
that Region. For more information, see Managing GuardDuty accounts with AWS Organizations

(GuardDuty documentation).

GuardDuty is a regional service. This means that you must enableGuardDuty in each Region that
you want to monitor.
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Best practices

» Enable GuardDuty in all supported AWS Regions. GuardDuty can generate findings about
unauthorized or unusual activity, even in Regions that you aren't actively using. Pricing for
GuardDuty is based on the number of analyzed events. Even in Regions where you aren't
operating workloads, enabling GuardDuty is an effective and cost-efficient detection tool to
alert you about potentially malicious activity. For more information about the Regions where
GuardDuty is available, see Amazon GuardDuty service endpoints (AWS General Reference).

« Within every Region, delegate the security-tooling-prod account to administer GuardDuty for
your organization. For more information, see Designating a GuardDuty delegated administrator
(GuardDuty documentation).

» Configure GuardDuty to automatically enroll new AWS accounts as they are added
to the organization. For more information, see Step 3 - automate the addition of new
organization accounts as members in Managing accounts with AWS Organizations (GuardDuty
documentation).

Amazon Macie

Amazon Macie is a fully managed data security and data privacy service that uses machine learning
and pattern matching to help you discover, monitor, and protect sensitive data in Amazon Simple
Storage Service (Amazon S3). You can export data from Amazon Relational Database Service
(Amazon RDS) and Amazon DynamoDB an S3 bucket and then use Macie to scan the data.

When you use Macie with AWS Organizations, the management account in the organization can
designate any account in the organization to be the Macie administrator account. The administrator
account can enable and manage Macie for the member accounts in the organization, can access
Amazon S3 inventory data, and can run sensitive data discovery jobs for the accounts. For more
information, see Managing accounts with AWS Organizations (Macie documentation).

Macie is a regional service. This means that you must enable Macie in each Region that you want to
monitor and that the Macie administrator account can manage member accounts only within the
same Region.

Best practices

» Adhere to the Considerations and recommendations for using Macie with AWS Organizations
(Macie documentation).
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« Within every Region, delegate the security-tooling-prod account to administer Macie for your
organization. To centrally manage Macie accounts in multiple AWS Regions, the management
account must log in to each Region where the organization currently uses or will use Macie,
and then designate the Macie administrator account in each of those Regions. The Macie
administrator account can then configure the organization in each of those Regions. For more
information, see Integrating and configuring an organization (Macie documentation).

» Macie provides a monthly free tier for sensitive data discovery jobs. If you might have sensitive

data stored in Amazon S3, use Macie to analyze your S3 buckets as part of the monthly free tier.
If you exceed the free tier, sensitive data discovery charges begin to accrue for your account.

AWS Security Hub CSPM

AWS Security Hub CSPM provides you with a comprehensive view of your security state in AWS.

You can use it to check your environment against security industry standards and best practices.
Security Hub CSPM collects security data from across all of your AWS accounts, services (including
GuardDuty and Macie), and supported third-party partner products. Security Hub CSPM helps

you analyze security trends and identify the highest priority security issues. Security Hub CSPM
provides various security standards that you can enable to perform compliance checks in each AWS
account.

When you use Security Hub CSPM with AWS Organizations, the management account in the
organization can designate any account in the organization to be the Security Hub CSPM
administrator account. The Security Hub CSPM administrator account can then enable and manage
other member accounts in the organization. For more information, see Using AWS Organizations to
manage accounts (Security Hub CSPM documentation).

Security Hub CSPM is a regional service. This means that you must enable Security Hub CSPM in
each Region that you want to analyze, and in AWS Organizations, you must define the delegated
administrator for each Region.

Best practices

» Adhere to the Prerequisites and recommendations (Security Hub CSPM documentation).

« Within every Region, delegate the security-tooling-prod account to administer Security Hub
CSPM for your organization. For more information, see Designating a Security Hub CSPM
administrator account (Security Hub CSPM documentation).
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« Configure Security Hub CSPM to automatically enroll new AWS accounts when they are added
into the organization.

« Enable the AWS Foundational Security Best Practices standard (Security Hub CSPM
documentation) to detect when resources deviate from security best practices.

« Enable Cross-Region aggregation (Security Hub CSPM documentation) so that you can view and
manage all of your Security Hub CSPM findings from a single Region.
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Backups

A comprehensive backup strategy is an essential part of a company's data protection plan to
withstand, recover, and reduce any impact that might be sustained due to a security event. A
backup policy helps you standardize and implement a backup strategy for the resources across all
of the accounts in your organization. In a backup policy, you can configure and deploy backup plans
for your resources. For more information, see Backup policies (AWS Organizations documentation).
For more information, see Top 10 security best practices for securing backups in AWS (AWS
Prescriptive Guidance).

38


https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_backup.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-best-practices/welcome.html

AWS Prescriptive Guidance Transitioning to multiple AWS accounts

Account migration

In Invite your preexisting account, you invited your preexisting account to join the Workloads >

Prod organizational unit. This account is now managed as part of your organization.

You also provisioned a new dev-nonprod account in the Workloads > NonProd organizational unit.
Team members should now be able to access the appropriate accounts through AWS IAM Identity
Center. Remove any individual user accounts in AWS Identity and Access Management (IAM).

If you have followed the recommendations in this guide, your organization now has the following

structure.
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If there are workloads running within the preexisting account, you now migrate these workloads
into independent accounts, according to the criteria you established in Define scoping criteria.

Migrate any non-production workloads to the new dev-nonprod organizational unit, and migrate
production workloads to the network-prod account. For more information about migrating
common AWS resources, see the following section of this guide, Resource migration.
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Resource migration

After migrating from a single AWS account to multi-account architecture, it's common to have
production and non-production workloads running in the preexisting account. Migrating these
resources to dedicated production and non-production accounts or organizational units helps you
manage access and networking for these workloads. The following are some options for migrating
common AWS resources into another AWS account.

This section focuses on strategies for replicating data between AWS accounts. You should strive to
have your workloads be as stateless as possible to avoid needing to replicate compute resources
between accounts. It is also beneficial to manage your resources through infrastructure as code
(1aC) so that you can reprovision an environment in a separate AWS account.

This section reviews options for migrating the following data resources:

« AWS AppConfig configurations and environments

o AWS Certificate Manager certificates

« Amazon CloudFront distributions

« AWS CodeArtifact domains and repositories

« Amazon DynamoDB tables

« Amazon EBS volumes

« Amazon EC2 instances or AMls

« Amazon ECR registries

o Amazon EFS file systems

« Amazon ElastiCache (Redis OSS) clusters

« AWS Elastic Beanstalk environments

o Elastic IP addresses

o AWS Lambda layers

« Amazon Lightsail

« Amazon Neptune clusters

« Amazon OpenSearch Service domains

« Amazon RDS snapshots

« Amazon Redshift clusters
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« Amazon Route 53 domains and hosted zones

« Amazon S3 buckets

« Amazon SageMaker Runtime models

o AWS WAF web ACLs

AWS AppConfig configurations and environments

AWS AppConfig doesn't support directly copying its configuration to another AWS account.
However, it is a best practice to manage the AWS AppConfig configurations and environments
separately from the AWS accounts that are hosting the environments. For more information, see
Cross-account configuration with AWS AppConfig (AWS blog post).

AWS Certificate Manager certificates

You can't directly export an AWS Certificate Manager (ACM) certificate from one account to another
because the AWS Key Management Service (AWS KMS) key used to encrypt the certificate's private
key is unique to each Region and account. However, you can simultaneously provision multiple
certificates with the same domain name across multiple accounts and Regions. ACM supports
validating domain ownership by using DNS (recommended) or email. When you use DNS validation
and create a new certificate, ACM generates a unique CNAME record for every domain on the
certificate. The CNAME record is unique for each account, and it must be added to the Route 53
hosted zone or DNS provider within 72 hours for the certificate to be properly validated.

Amazon CloudFront distributions

Amazon CloudFront doesn't support migration of distributions from one AWS account to another
AWS account. However, CloudFront does support the migration of an alternate domain name, also
known as a CNAME, from one distribution to another. For more information, see How do | resolve
the CNAMEAIlreadyExists error when | set up a CNAME alias for my CloudFront distribution (AWS
Knowledge Center).

AWS CodeArtifact domains and repositories

Although an organization can have multiple domains, the recommendation is to have a single
production domain that contains all published artifacts. This helps development teams find and
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share packages across an organization. The AWS account that owns the domain can be different
from the account that owns any repositories associated to the domain. You can copy packages
between repositories, but they must belong to the same domain. For more information, see Copy
packages between repositories (CodeArtifact documentation).

Amazon DynamoDB tables

You can use one of the following services to migrate a Amazon DynamoDB table to a different AWS
account:

AWS Backup

Amazon DynamoDB import and export to Amazon S3
Amazon S3 and AWS Glue

AWS Data Pipeline

Amazon EMR

For more information, see How can | migrate my Amazon DynamoDB tables from one AWS account
to another (AWS Knowledge Center).

Amazon EBS volumes

You can take a snapshot of an existing Amazon Elastic Block Store (Amazon EBS) volume, share the
snapshot with the target account, and then create a copy of the volume in the target account. This
effectively migrates the volume from one account to another. For more information, see How can |
share an encrypted Amazon EBS snapshot or volume with another AWS account (AWS Knowledge
Center).

Amazon EC2 instances or AMls

It is not possible to directly transfer existing Amazon Elastic Compute Cloud (Amazon EC2)
instances or Amazon Machine Images (AMIs) to a different AWS account. Instead, you can create
a custom AMI in the source account, share the AMI with the target account, launch a new EC2
instance from the shared AMI in the target account, then deregister the shared AMI. For more
information, see How do | transfer an Amazon EC2 instance or AMI to a different AWS account
(AWS Knowledge Center).

Amazon DynamoDB tables 42


https://docs.aws.amazon.com/codeartifact/latest/ug/copy-package.html
https://docs.aws.amazon.com/codeartifact/latest/ug/copy-package.html
https://repost.aws/knowledge-center/dynamodb-cross-account-migration
https://repost.aws/knowledge-center/dynamodb-cross-account-migration
https://repost.aws/knowledge-center/share-ebs-volume
https://repost.aws/knowledge-center/share-ebs-volume
https://repost.aws/knowledge-center/account-transfer-ec2-instance

AWS Prescriptive Guidance Transitioning to multiple AWS accounts

Amazon ECR registries

Amazon Elastic Container Registry (Amazon ECR) supports both cross-account and cross-Region
replication. You configure replication on the source registry and a registry permissions policy on
the target registry. For more information, see Configuring cross-account replication (Amazon ECR

documentation) and Allow the root user of a source account to replicate all repositories (Amazon

ECR documentation).

Amazon EFS file systems

Amazon Elastic File System (Amazon EFS) supports cross-account and cross-Region replication.
You can configure replication on the source file system. For more information, see Replicating file

systems (Amazon EFS documentation).

Amazon ElastiCache (Redis OSS) clusters

You can use a backup of an Amazon ElastiCache (Redis OSS) database cluster to migrate it to a
different account. For more information, see What are best practices for migrating my ElastiCache
(Redis OSS) cluster (AWS Knowledge Center).

AWS Elastic Beanstalk environments

For AWS Elastic Beanstalk, you can use saved configurations (Elastic Beanstalk documentation)

to migrate an environment to a different AWS account. For more information, see How do |
migrate my Elastic Beanstalk environment from one AWS account to another AWS account (AWS

Knowledge Center).

Elastic IP addresses

You can transfer Elastic IP addresses between AWS accounts that are in the same AWS Region. For
more information, see Transfer Elastic IP addresses (Amazon VPC documentation).

AWS Lambda layers

By default, an AWS Lambda layer that you create is private to your AWS account. However, you
can optionally share the layer with other AWS accounts or make it public. To copy a layer, you
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reprovision it in another AWS account. For more information, see Configuring layer permissions
(Lambda documentation).

Amazon Lightsail

You can create a snapshot of an Amazon Lightsail instance and export the snapshot to an Amazon
Machine Image (AMI) and an encrypted snapshot of an Amazon EBS volume. For more information,
see Exporting Amazon Lightsail snapshots to Amazon EC2 (Lightsail documentation). By default,

the snapshot is encrypted with an AWS managed key created in AWS Key Management Service
(AWS KMS). However, this type of KMS key cannot be shared between AWS accounts. Instead, you
manually encrypt a copy of the AMI with a customer managed key that can be used from the target
account. For more information, see Allowing users in other accounts to use a KMS key (AWS KMS

documentation). You can then share the copied AMI with the target AWS account and launch a new
EC2 instance for Lightsail from the copied AMI. For more information, see Launch an instance using

the new launch instance wizard (Amazon EC2 documentation).

Amazon Neptune clusters

You can copy an automated snapshot of the Amazon Neptune database cluster to another
AWS account. For more information, see Copying a database (DB) cluster snapshot (Neptune
documentation).

You can also share a manual snapshot with up to 20 AWS accounts that can directly restore a DB
cluster from the snapshot. For more information, see Sharing a DB Cluster Snapshot (Neptune
documentation).

Amazon OpenSearch Service domains

To copy data between Amazon OpenSearch Service domains, you can use Amazon S3 to create a
snapshot of the source domain and then restore the snapshot into a target domain in a different
AWS account. For more information, see How do | restore data from an Amazon OpenSearch

Service domain in another AWS account (AWS Knowledge Center).

If you have network connectivity between the AWS accounts, you can also use the cross-cluster
replication (OpenSearch Service documentation) feature in OpenSearch Service.
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Amazon RDS snapshots

For Amazon Relational Database Service (Amazon RDS), you can share manual snapshots of DB
instances or clusters with up to 20 AWS accounts. You can then restore the DB instance or DB
cluster from the shared snapshot. For more information, see How do | share manual Amazon RDS

DB snapshots or Aurora DB cluster snapshots with another AWS account (AWS Knowledge Center).

You can also use AWS Database Migration Service (AWS DMSs) to configure continuous replication
between database instances in different accounts. However, this requires network connectivity
between the accounts, such as VPC peering or a transit gateway.

Amazon Redshift clusters

To migrate an Amazon Redshift cluster to a different AWS account, you create a manual snapshot
of the cluster in the source account, share the snapshot with the target AWS account, and then
restore the cluster from the snapshot. For more information, see How do | copy an Amazon
Redshift provisioned cluster to a different AWS account (AWS Knowledge Center).

Amazon Route 53 domains and hosted zones

You can transfer Amazon Route 53 domains between AWS accounts. For more information, see
Transfer a domain to a different AWS account (Route 53 documentation).

You can also migrate a Route 53 hosted zone to a different AWS account. For more information
about when this is recommended or required, see Migrate a hosted zone to a different AWS
account (Route 53 documentation). When you migrate a hosted zone, you recreate it in the target
AWS account. For instructions, see Migrating a hosted zone to a different AWS account (Route 53
documentation).

Amazon S3 buckets

You can use Amazon Simple Storage Service (Amazon S3) Same-Region Replication to copy objects
between S3 buckets in the same AWS Region. For more information, see Replicating objects

(Amazon S3 documentation). Note the following:

« Change the replica ownership to the AWS account that owns the destination bucket. For
instructions, see Changing the replica owner (Amazon S3 documentation).
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« Update the bucket owner conditions to reflect the AWS account ID of the target bucket. For
more information, see Verifying bucket ownership with bucket owner condition (Amazon S3
documentation).

« As of April 2023, the Bucket owner enforced setting is enabled for newly created buckets,
making bucket access control lists (ACLs) and object ACLs ineffective. For more information, see
Amazon S3 Security Changes Are Coming (AWS blog post)

» You can use S3 Batch Replication (Amazon S3 documentation) to replicate objects that existed
before replication was configured.

Amazon SageMaker models

Amazon SageMaker models are stored in an Amazon S3 bucket during training. By granting access
to the S3 bucket from the target account, you can deploy a model stored in the source account to
the target account. For more information, see How can | deploy an Amazon SageMaker model to a
different AWS account (AWS Knowledge Center).

AWS WAF web ACLs

AWS WAF web access control lists (web ACLs) must reside in the same account as the resources they
are associated to, such as Amazon CloudFront distributions, Application Load Balancers, Amazon
API| Gateway REST APIs, and AWS AppSync GraphQL APIs. You can use AWS Firewall Manager to
centrally manage AWS WAF web ACLs across your entire organization in AWS Organizations and
across Regions. For more information, see Getting started with AWS Firewall ManagerAWS WAF

policies (Firewall Manager documentation).
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Billing considerations

If you use AWS Organizations for the transition to multiple AWS accounts, you can use the
consolidated billing feature (AWS Organizations documentation). This feature provides a single,
combined bill that shows the charges across multiple accounts.

The following are billing best practices and recommendations for transitioning to multiple
accounts:

« If you need access to your historical billing data, before you accept the invitation to join an
organization, create a Cost and Usage Report (AWS Cost and Usage Report documentation) to
export the account's historical billing data to an Amazon Simple Storage Service (Amazon S3)
bucket. After you accept the invitation to join the organization, the account's historical billing
data is no longer accessible.

« If you need to combine two organizations, such as for a merger or acquisition, you can use the
Account Assessment for AWS Organizations (AWS Solutions Library) to evaluate the resource-
based policies in each organization and identify any potential issues before combining them.
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Conclusion

Transitioning from a single AWS account to multiple accounts can feel overwhelming at first
without an adoption strategy. By implementing a multi-account strategy, you can address many
challenges that companies face when using a single AWS account:

» Mistaking production data for development data - You can grant different permissions
and access by using AWS IAM Identity Center with separate permission sets production and
non-production organizational units. Only highly privileged users should have access to the
production database, and that access should be for limited periods of time and audited.

» Production deployment affecting other business operations — You can separate stakeholders
by using multiple accounts and multiple environments. For example, you could create a
dedicated sales demo environment, within a non-production account, so that you can plan
deployments and releases when demos aren't occurring.

» Slow production workload performance when testing development workloads — Each AWS
account has independent service quotas that govern each service. By using multiple accounts,
you can limit the scope of one environment impacting another environment.

« Distinguishing production costs from development costs — Consolidated billing for the
organization rolls up all of the costs at the AWS account level so that the finance team can see
how much production costs compared to non-production environments, such as development,
testing, and demo environments. You can also use tags and tagging policies to separate costs
within an account.

« Limiting access to sensitive data — IAM Identity Center allows you to have separate access
policies for a group of people associated to a specific account.

« Controlling costs — By using service-control policies (SCPs) in a multi-account architecture, you
can disallow access to specific AWS services that might incur high costs for your organization.
SCPs can deny all access to specific services or can limit the usage of a service to a specific type,
such as restricting the types of Amazon Elastic Compute Cloud (Amazon EC2) instances that can
be created.
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o AWS Startup Security Baseline (AWS SSB)
o AWS Security Reference Architecture (AWS SRA)

» Top 10 security best practices for securing backups in AWS

AWS blog posts

« How Setting Up IAM Users and IAM Roles Can Help Keep Your Startup Secure

« How to let builders create IAM resources while improving security and agility for your
organization

AWS Whitepapers

« Organizing Your AWS Environment Using Multiple Accounts

 Establishing Your Cloud Foundation on AWS

 Building a Scalable and Secure Multi-VPC AWS Network Infrastructure

AWS code samples

« Automate the setup of security services with AWS Control Tower (GitHub)
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