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REQUEST SYNTAX ceiiiiiiiiieieeeeerteeteecteesteestesrtess e e s e e s aessaeesaaessaesssaesssaessaessaesssassassssessseesssessssesssessseans 576
REQUEST PAramMELEIS ..ottt ettt e s e s s e e s sae s st e s saesssa e s aesssaessaesssaesssassseesssesssaessnens 576
RESPONSE SYNTAX .etiiriiiiiiiiiiiieiritistesreesstessesstessaeeseessaeesstessseesssesssaesssessssasssessssssssessstesssessssesssesssaanns 577
RESPONSE ELEMENTS ...ttt ettt st e e e e e e e sa e st st e b e b e s se e e e e esnennansaneans 578
EFTOIS ettt ettt et et et b e st e bt s b st e et e b e et e e st s b st e a e e ae et et s ene et e et e eneeane 578
EXQIMIPLES ettt ettt te st e e e e e a et et et et et e e et e e aeeae et et e ba b e saeseeseeaaeneententetesans 579
SEE ALSO .ttt ettt ettt sttt e e e ettt e b et e s et et et et et erente e eneene 580

LiStTAGSFOIRESOUICE ..couviiieeteecteetectee ettt s e st e s ste s sse e st e s saa e s saessseessaessaeasssesssaesssasssessssessssanneens 581
REQUEST SYNTAX ceiiiiiiiiicieeitecteerte ettt sst e s stess e e e ae e s e e s sae e s e e s sae s st e sssaessaessseasssassassssessseesssessssesssensseens 581
REQUEST PAramMELEIS ..coeeeeeiieeceetect ettt st s e ss st e s sae e st e s saesssa e s bessaaessbesssaesssassseasssessseesssens 581
RESPONSE SYNTAX .eeiiriiiiiiiiiiieiitirteereeste s st estessatesseessseestesssaesssesssaesssessssesssessssesssassssesssessssesssessseanns 581
RESPONSE ELEMENTS ...ttt ettt et e s e e e e e sa e st e st e b e s e s se s e e snesaennannaneans 582
EFTOIS ettt ettt s a e st sa e st e bt s b st et e b e et e bt s ae st e a b e e s e et e st e ene et e e atenseeane 582
EXQIMIPLES ettt te e st e e e e e e e et et e st et et e et s e e aa e e et et e ta b e saeseeseeaaensententetantans 583
SEE ALSO ettt ettt ettt et e e s e b et e b et e s et et e se et et et erabeaeaeene 584

MOdifyDOCUMENTPEIMMISSION .....oocieiieeieeeteteteeesee ettt ste e st e s e e e s et e saesbessa s e e e eseessesensasansan 585
REQUEST SYNTAX ceiiiiiiiiieieiitccteeteesteeste st s stess e e s sae e s e e s sae s s e e s sae s s st e sssaesssessseesssasssassssesssessssessssenseessseans 585
REQUEST PAramMELEIS ..coeeeeeiieeceetect ettt st s e ss st e s sae e st e s saesssa e s bessaaessbesssaesssassseasssessseesssens 585
RESPONSE ELEMENTS ...ttt et s s s s e sa e st e st e s e s b e s se s e e saesnennansansans 586
EFTOIS ettt ettt st e e et b e s e st s b st e et b e st a e s ae st e e a e e s ae et e s st s ene et e et enseeane 587
EXQIMIPLES ettt ettt s te e e e e et et e st et et et e s e e aeeae et et e ta b e saeseeseeaaensententetantans 587
SEE ALSO .ttt ettt et s e e e e e b et et et et a et et et et e e ere b et eneene 588

PULCOMPLIANCEITEIMS ...ttt ettt et e st e st e s e s e e e e e et et e saessassassessassessasnsensansans 590
REQUEST SYNTAX ceiiiiiiiiicieeitecteete sttt s rtesstessae e s e e s saessaaessaessstesssaessaessseesssasssassssassseesssessssesssesssnans 590
REQUEST PAramMELEIS ..coeeeeeiiieccectect ettt sttt e s ae s st e e sae s st e s saesssa e s aessaaesssesssaesssassseasssesssessnens 591
RESPONSE ELEMENTS ...ttt ettt et s e e e e e a e st e st e ba b e sse e e e e e e ennannaneans 593
EFTOIS ettt ettt st e e et b e s e st s b st e et b e st a e s ae st e e a e e s ae et e s st s ene et e et enseeane 593
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EXQIMIPLES <.ttt s te e e e e e e et et e st et et e e et e e a e e e et et e ba b e saeseeseeaaeneententetentans 594
SEE ALSO .ttt ettt sttt et e e e bt e b et et e s et et e e be st e e erete e eaeene 595
PULINVENTOTY ettt ettt st sae e ae s re e s b e s s st e s b e s ssa e s b e s s sa e s s e sssaesssaessaasssessssesssaessaanns 597
REQUEST SYNTAX ittt sttt s e ss e e e sae e s e e s saessaeessae s s st e ssseessaesssaesssassassssessseesssessssesseensseans 597
REQUEST PAramMELEIS ..coeeeeeeieeeeeteectetes ettt s e s sae s st e s sae e st e s sae s s e e s sesssaessbesssaesssessseasssessssesssans 597
RESPONSE SYNTAX .etiiiiiiiiiiiiiieiitistesseeste s st este s st essaessaeestesssaesssesssaesssessseasssessssesssessssesssessssesssesssaanns 598
RESPONSE ELEMENTS ...ttt ettt st e e e e e e e sa e st st e b e b e s se e e e e esnennansaneans 598
EFTOIS ettt ettt e st et sa e st e bt s b st e et e b e et e st s b et e a b e s ae et e e st s ene et e e atesseeane 598
EXQIMIPLES ettt ettt s te e e e e et et e st et et et e s e e aeeae et et e ta b e saeseeseeaaensententetantans 600
SEE ALSO .ttt sttt ettt et a e e e bt e b et et e s et et e et et et erate s enaene 601
PUEPAIAMIELEL ..ttt sttt et s s a e st st s sae s b e s st s ebe s b e sntesnesnbessens 602
REQUEST SYNTAX ceiiiiiiiiieieeeeerteeteecteesteestesrtess e e s e e s aessaeesaaessaesssaesssaessaessaesssassassssessseesssessssesssessseans 602
REQUEST PAraMELEIS ...ttt ettt et sae s st e s sae s st e s sae s s e e s besssaesssesssaesssessseasssesssesssens 602
RESPONSE SYNTAX .etiriiiiiiiiiiinieiitictesreesste st este s st estessaeesstessseesssesssaesssessseesssessssesssessstesssessssesssesssaanns 609
RESPONSE ELEMENTS ...ttt ettt e st e e e e sa e st e st et e b e s se e e e e esnesnansansans 609
EFTOIS ettt ettt sttt e e s b e st e st s b st st e b e et e e bt s ae st e e a e e s e et e e Rt e ene et e et e sseeane 610
EXQIMIPLES ettt te e e e e e e e e et et e st et et e e s e e ae e e et et e ba b e saeseeseeaae st entetententans 612
SEE ALSO ettt sttt ettt e b e e e e bt b et e e s et et et et et erate e eaeene 613
PULRESOUICEPOLICY ..ttt ettt et e s te s e s e e e e e e st et e s ae st e sessaesnasaesaensansansansan 615
REQUEST SYNTAX ceiiiiiiiiicieeitecteerte ettt sst e s stess e e e ae e s e e s sae e s e e s sae s st e sssaessaessseasssassassssessseesssessssesssensseens 615
REQUEST PAramMELEIS ..coeeeeeiieeceetect ettt st s e ss st e s sae e st e s saesssa e s bessaaessbesssaesssassseasssessseesssens 616
RESPONSE SYNTAX .etiiriiiiiiiiiiieeitirteereeste e st este s st esseeesaeesstesssaesssesssaesssessssesssessssesssessssesssessseesssesssaanns 617
RESPONSE ELEMENTS ...ttt ettt et e s e e e e e sa e st e st e b e s e s se s e e snesaennannaneans 617
EFTOIS ettt ettt s a e st b e s e e st s b st e st e b et e st s b et e a e e s s e et e st e ene e b e et e nseeane 617
SEE ALSO ettt ettt ettt et e e e s e b et e e b et et e a et et e et et e e erasbe e eaeene 618
RegisterDefaultPatChBas@liNeg ...ttt st ae st e st e st e ste s e s e e e e aennans 620
REQUEST SYNTAX ceiiiiiiiiieieiitccteeteesteeste st s stess e e s sae e s e e s sae s s e e s sae s s st e sssaesssessseesssasssassssesssessssessssenseessseans 620
REQUEST PAramMELEIS ..coeeeeeiieeceetect ettt st s e ss st e s sae e st e s saesssa e s bessaaessbesssaesssassseasssessseesssens 620
RESPONSE SYNTAX .etiviiiiiiiiieiieeiitirtesreeste st este st estessseestessssesssesssaesssessssasssessssesssessstesssessssesssesssnanns 620
RESPONSE ELEMENTS ...ttt ettt et s e e e e e a e st e st e ba b e sse e e e e e e ennannaneans 621
EFTOIS ettt ettt st e e et b e s e st s b st e et b e st a e s ae st e e a e e s ae et e s st s ene et e et enseeane 621
EXQIMIPLES ettt ettt s te e e e e et et e st et et et e s e e aeeae et et e ta b e saeseeseeaaensententetantans 622
SEE ALSO .ttt ettt et s e e e e e b et et et et a et et et et e e ere b et eneene 622
RegisterPatchBaselineFOrPatChGIOUD ......coueceeeeeceeeeeteee ettt a et et aenas 624
REQUEST SYNTAX weiiuiiiiiicieeieecteesteesteete st s e ss e e e sae e s e e s sae s s s e s sae s s st essas e saesssaasssassassssesssessssessssenssessseans 624
REQUEST PAramMELEIS ..coeeeeeiieececteetester ettt et s sae s st e s sae et e s saesssa e s ae e saesssesssaesssessseasssesssaesnsens 624
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RESPONSE SYNTAX .etiriiiiiiiiiiiiieiitirtesseeste st eseessatesaessaeestesssaesssesssaesssessseasssessssesssassstesssessssasssesssaanns 625
RESPONSE ELEMENTS ...ttt ettt te e s e et e e e e e st et et e b e s sessn e e ssnennansaneans 625
EFTOIS ettt ettt e st et sa e st e bt s b st e et e b e et e st s b et e a b e s ae et e e st s ene et e e atesseeane 625
EXQIMIPLES ettt ettt s te e e e e et et e st et et et e s e e aeeae et et e ta b e saeseeseeaaensententetantans 626
SEE ALSO .ttt ettt ettt et s e e e e bt e b et et e s et et e se et et et ese b e e eneene 627
RegisterTargetWithMaintenaNCEWINAOW .......cc.ooeiiiiiiicieieeeceeeeeereee ettt sa et ae e 628
REQUEST SYNTAX ceiiiiiiiiieieeeeerteeteecteesteestesrtess e e s e e s aessaeesaaessaesssaesssaessaessaesssassassssessseesssessssesssessseans 628
REQUEST PAramMELEIS ...ttt ettt sttt s sae s st e s sae s st e s sae s s e e s aesssaessbesssaesssassseesssessaesnsens 628
RESPONSE SYNTAX .eeiriiiiiiiiiiiiieiitinteereeste s st este s st esaessseesstesssaesssesssaesssessssasssessssesssessstesssessssesssesssaanns 631
RESPONSE ELEMENTS ...ttt ettt st e e e e e e e sa e st st e b e b e s se e e e e esnennansaneans 631
EFTOIS ettt ettt st st e e e s a e st e st s b st e st b e et e e st s be st e a b e s ae et et s ene et e et e sseeane 631
EXQIMIPLES ettt ettt s te e e e e et et e st et et et e s e e aeeae et et e ta b e saeseeseeaaensententetantans 632
SEE ALSO .ttt sttt ettt et a e e e bt e b et et e s et et e et et et erate s enaene 633
RegisterTaskWithMaintenanCe@WiNAOW .........cocviieiicenieececeeeeee e ae e saesae e sae e nnens 635
REQUEST SYNTAX ceiiiiiiiiicieeieecteetesetes st st s e s st e st eseessaessaaessae e s st e sssaesssesssaesssasssassssessseesssessssesssessseens 635
REQUEST PAramMELEIS ..ottt ettt sttt s e st e s sae st e s sae s s e e s aesssaesssesssaessasseasssessaesssens 636
RESPONSE SYNTAX .eeiiriiiiiiiiiiieiitirteereeste s st estessatesseessseestesssaesssesssaesssessssesssessssesssassssesssessssesssessseanns 642
RESPONSE ELEMENTS ...ttt ettt te e s te e e e e sa e st e st et e b e sse s e e snesaenaannaneans 642
EFTOIS ettt ettt s a e st sa e st e bt s b st et e b e et e bt s ae st e a b e e s e et e st e ene et e e atenseeane 643
EXQIMIPLES ettt te e st e e e e e e e et et e st et et e et s e e aa e e et et e ta b e saeseeseeaaensententetantans 644
SEE ALSO ettt sttt ettt e b e e e e bt b et e e s et et et et et erate e eaeene 645
ReMOVETAGSFIOMRESOUICE .....oooiiiiieeieiteeieecteerteeste et ssre e s sae e eessaesssaessaeesaessaesssaessseesssasssessssessaesneens 646
REQUEST SYNTAX ceiiiiiiiiieieiitccteeteesteeste st s stess e e s sae e s e e s sae s s e e s sae s s st e sssaesssessseesssasssassssesssessssessssenseessseans 646
REQUEST PAramMELEIS ..coeeeeeiieeceetect ettt st s e ss st e s sae e st e s saesssa e s bessaaessbesssaesssassseasssessseesssens 646
RESPONSE ELEMENTS ...ttt te e st e e e e e e a e st e st e te b e s se e e e e esnenaansansans 648
EFTOIS ettt ettt s a e st b e s e e st s b st e st e b et e st s b et e a e e s s e et e st e ene e b e et e nseeane 648
EXQIMIPLES ettt te e st e e e e e e e et et e st et et e et s e e aa e e et et e ta b e saeseeseeaaensententetantans 648
SEE ALSO .ttt ettt b et et a e et et et e b et s et et e et et e e esente e eneene 649
RESEESEIVICESETLING ettt et re st esae e st s sae s e e e sae s s saesssaessnessaeasssessnaeses 650
REQUEST SYNTAX ceiiiiiiiiicieeitecteete sttt s rtesstessae e s e e s saessaaessaessstesssaessaessseesssasssassssassseesssessssesssesssnans 650
REQUEST PAramMELEIS ..ottt ettt s e ssse e s sae s st e s saesssa e s aesssaesssesssaesssessseasssesssaesnsens 650
RESPONSE SYNTAX .etirriiiiiiiiiiieeiiticteereestesseesee s st esstessseestesssaesssesssaesssessssasssessssesssessssesssessseesssesssaanns 651
RESPONSE ELEMENTS ...ttt ettt et s e e e e e a e st e st e ba b e sse e e e e e e ennannaneans 651
EFTOIS ettt ettt st e e et b e s e st s b st e et b e st a e s ae st e e a e e s ae et e s st s ene et e et enseeane 651
EXQIMIPLES ettt ettt s te e e e e et et e st et et et e s e e aeeae et et e ta b e saeseeseeaaensententetantans 652
SEE ALSO .ttt ettt et s e e e e e b et et et et a et et et et e e ere b et eneene 653
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RESUME@SESSION ...ttt ettt ettt st s e st b e st e st s b e et e s s e b e st e st sse s st esseesesasasnens 654
REQUEST SYNTAX ittt sttt s e ss e e e sae e s e e s saessaeessae s s st e ssseessaesssaesssassassssessseesssessssesseensseans 654
REQUEST PAramMELEIS ..ottt ettt sttt e s sae s st e s sae s st e s sae s s e e s besssaessbesssaesssassseasssesssaesnsens 654
RESPONSE SYNTAX .etiriiiiiiiiiiiieeitisteereeste s st este st ssaessseestesssaesssesssaesssessssasssessssesssessssesssessssesssesssaanns 654
RESPONSE ELEMENTS ...ttt ettt st e e e e e e e sa e st st e b e b e s se e e e e esnennansaneans 655
EFTOIS ettt ettt e st et sa e st e bt s b st e et e b e et e st s b et e a b e s ae et e e st s ene et e e atesseeane 655
EXQIMIPLES ettt ettt s te e e e e et et e st et et et e s e e aeeae et et e ta b e saeseeseeaaensententetantans 656
SEE ALSO ettt sttt st ettt a e e et e e b et et e s et et e st e st e e erate e eneene 657

SeNAAULOMALIONSIGNAL ..ottt te st e s e s e s e e e s et e stestesaessassnesaennansansans 658
REQUEST SYNTAX ceiiiiiiiiieieeeeerteeteecteesteestesrtess e e s e e s aessaeesaaessaesssaesssaessaessaesssassassssessseesssessssesssessseans 658
REQUEST PAramMELEIS ..ottt ettt e s e s s e e s sae s st e s saesssa e s aesssaessaesssaesssassseesssesssaessnens 658
RESPONSE ELEMENTS ...ttt ettt st e e e e e e e sa e st st e b e b e s se e e e e esnennansaneans 659
EFTOIS ettt ettt st st e e e s a e st e st s b st e st b e et e e st s be st e a b e s ae et et s ene et e et e sseeane 659
EXQIMIPLES ettt ettt s te e e e e et et e st et et et e s e e aeeae et et e ta b e saeseeseeaaensententetantans 660
SEE ALSO .ttt ettt ettt sttt e e e ettt e b et e s et et et et et erente e eneene 661

SENACOMMANG ...ttt e st ettt s st e st e e s s e sbe st e e s b et e e ssesse st esassassestesessansesessansensons 662
REQUEST SYNTAX ceiiiiiiiiicieeitecteerte ettt sst e s stess e e e ae e s e e s sae e s e e s sae s st e sssaessaessseasssassassssessseesssessssesssensseens 662
REQUEST PAramMELEIS ..ottt ettt sttt s e st e s sae st e s sae s s e e s aesssaesssesssaessasseasssessaesssens 663
RESPONSE SYNTAX .eeiiriiiiiiiiiiieiitirteereeste s st estessatesseessseestesssaesssesssaesssessssesssessssesssassssesssessssesssessseanns 668
RESPONSE ELEMENTS ...ttt ettt et e s e e e e e sa e st e st e b e s e s se s e e snesaennannaneans 670
EFTOIS ettt ettt s a e st sa e st e bt s b st et e b e et e bt s ae st e a b e e s e et e st e ene et e e atenseeane 670
EXQIMIPLES ettt te e st e e e e e e e et et e st et et e et s e e aa e e et et e ta b e saeseeseeaaensententetantans 672
SEE ALSO ettt sttt ettt e b e e e e bt b et e e s et et et et et erate e eaeene 674

StArtASSOCIAtIONSONCE ...ttt ettt st s e st s e sa e st s s s b e s st s saeesbesseeness 675
REQUEST SYNTAX ceiiiiiiiiieieiitccteeteesteeste st s stess e e s sae e s e e s sae s s e e s sae s s st e sssaesssessseesssasssassssesssessssessssenseessseans 675
REQUEST PAramMELEIS ..coeeeeeiieeceetect ettt st s e ss st e s sae e st e s saesssa e s bessaaessbesssaesssassseasssessseesssens 675
RESPONSE ELEMENTS ...ttt et s s s s e sa e st e st e s e s b e s se s e e saesnennansansans 675
EFTOIS ettt ettt st s e et b e st e st s b st st e b et e st s b et e a e s s e et e st s ene e b e e atenseeane 675
EXQIMIPLES ettt ettt s te e e e e et et e st et et et e s e e aeeae et et e ta b e saeseeseeaaensententetantans 676
SEE ALSO .ttt ettt et s e e e e e b et et et et a et et et et e e ere b et eneene 676

StartAUtOMAtIONEXECULION ...o.eiiiiiiieeee ettt sttt e b e st aee 678
REQUEST SYNTAX ceiiiiiiiiicieeitecteete sttt s rtesstessae e s e e s saessaaessaessstesssaessaessseesssasssassssassseesssessssesssesssnans 678
REQUEST PAramMELEIS ...ttt ettt st e aess st e s sae s st e s saesssa e s beessaessaesssaessessseasssesssaennsens 679
RESPONSE SYNTAX .etiriiieiiiiiiirieiritisteereeste s st este s st esstessseestesssaesssesssaesssessssasssessssesssessstesssessssesssesssnanns 683
RESPONSE ELEMENTS ...ttt ettt et s e e e e e a e st e st e ba b e sse e e e e e e ennannaneans 683
EFTOIS ettt ettt st e e et b e s e st s b st e et b e st a e s ae st e e a e e s ae et e s st s ene et e et enseeane 684
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EXQIMIPLES <.ttt s te e e e e e e et et e st et et e e et e e a e e e et et e ba b e saeseeseeaaeneententetentans 685
SEE ALSO .ttt ettt sttt et e e e bt e b et et e s et et e e be st e e erete e eaeene 686
StartChangeREeQUESTEXECULION .....c..cuveeeeeeeceeeceee ettt ettt te st e e et saesaesae s e saaesnennans 687
REQUEST SYNTAX ittt sttt s e ss e e e sae e s e e s saessaeessae s s st e ssseessaesssaesssassassssessseesssessssesseensseans 687
REQUEST PAramMELEIS ..coeeeeeeieeeeeteectetes ettt s e s sae s st e s sae e st e s sae s s e e s sesssaessbesssaesssessseasssessssesssans 688
RESPONSE SYNTAX .etiiiiiiiiiiiiiieiitistesseeste s st este s st essaessaeestesssaesssesssaesssessseasssessssesssessssesssessssesssesssaanns 691
RESPONSE ELEMENTS ...ttt ettt st e e e e e e e sa e st st e b e b e s se e e e e esnennansaneans 692
EFTOIS ettt ettt e st et sa e st e bt s b st e et e b e et e st s b et e a b e s ae et e e st s ene et e e atesseeane 692
EXQIMIPLES ettt ettt s te e e e e et et e st et et et e s e e aeeae et et e ta b e saeseeseeaaensententetantans 693
SEE ALSO .ttt sttt ettt et a e e e bt e b et et e s et et e et et et erate s enaene 695
STAMESESSION ..ttt ettt st ae st et s b et et s b s b e a e e b e et e ne e ae st e nt e naeaee 696
REQUEST SYNTAX ceiiiiiiiiieieeeeerteeteecteesteestesrtess e e s e e s aessaeesaaessaesssaesssaessaessaesssassassssessseesssessssesssessseans 696
REQUEST PAraMELEIS ...ttt ettt et sae s st e s sae s st e s sae s s e e s besssaesssesssaesssessseasssesssesssens 696
RESPONSE SYNTAX .etiriiiiiiiiiiinieiitictesreesste st este s st estessaeesstessseesssesssaesssessseesssessssesssessstesssessssesssesssaanns 698
RESPONSE ELEMENTS ...ttt ettt e st e e e e sa e st e st et e b e s se e e e e esnesnansansans 698
EFTOIS ettt ettt sttt e e s b e st e st s b st st e b e et e e bt s ae st e e a e e s e et e e Rt e ene et e et e sseeane 699
EXQIMIPLES ettt te e e e e e e e e et et e st et et e e s e e ae e e et et e ba b e saeseeseeaae st entetententans 699
SEE ALSO ettt sttt ettt e b e e e e bt b et e e s et et et et et erate e eaeene 700
StOPAULOMATIONEXECULION ..ottt ettt sae s ra e s sae s re e s be s sa e s saeesanassnessns 701
REQUEST SYNTAX ceiiiiiiiiicieeitecteerte ettt sst e s stess e e e ae e s e e s sae e s e e s sae s st e sssaessaessseasssassassssessseesssessssesssensseens 701
REQUEST PAramMELEIS ..coeeeeeiieeceetect ettt st s e ss st e s sae e st e s saesssa e s bessaaessbesssaesssassseasssessseesssens 701
RESPONSE ELEMENTS ...ttt ettt et e s e e e e e sa e st e st e b e s e s se s e e snesaennannaneans 701
EFTOIS ettt ettt st s e et a e st e bt s b st e et e b et e bt s ae et e a e e e s e et e st s ene et e e atesneenne 702
EXQIMIPLES ettt te e st e e e e e e e et et e st et et e et s e e aa e e et et e ta b e saeseeseeaaensententetantans 702
SEE ALSO ettt ettt ettt et e e e s e b et e e b et et e a et et e et et e e erasbe e eaeene 703
TEIrMINATESESSION ..ttt sttt et s e st st st e a st st e s st s be st e st e sbe st esnessesnsannas 704
REQUEST SYNTAX ceiiiiiiiiieieiitccteeteesteeste st s stess e e s sae e s e e s sae s s e e s sae s s st e sssaesssessseesssasssassssesssessssessssenseessseans 704
REQUEST PAramMELEIS ..coeeeeeiieeceetect ettt st s e ss st e s sae e st e s saesssa e s bessaaessbesssaesssassseasssessseesssens 704
RESPONSE SYNTAX .etiviiiiiiiiieiieeiitirtesreeste st este st estessseestessssesssesssaesssessssasssessssesssessstesssessssesssesssnanns 704
RESPONSE ELEMENTS ...ttt ettt et s e e e e e a e st e st e ba b e sse e e e e e e ennannaneans 704
EFTOIS ettt ettt st e e et b e s e st s b st e et b e st a e s ae st e e a e e s ae et e s st s ene et e et enseeane 705
EXQIMIPLES ettt ettt s te e e e e et et e st et et et e s e e aeeae et et e ta b e saeseeseeaaensententetantans 705
SEE ALSO .ttt ettt et s e e e e e b et et et et a et et et et e e ere b et eneene 706
UNLabelParameEterVErSiON ...ttt sttt e st et s sse st e e s estesassessassesassassessesansans 707
REQUEST SYNTAX weiiuiiiiiicieeieecteesteesteete st s e ss e e e sae e s e e s sae s s s e s sae s s st essas e saesssaasssassassssesssessssessssenssessseans 707
REQUEST PAramMELEIS ..coeeeeeiieececteetester ettt et s sae s st e s sae et e s saesssa e s ae e saesssesssaesssessseasssesssaesnsens 707
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RESPONSE SYNTAX .etiriiiiiiiiiiiiieiitirtesseeste st eseessatesaessaeestesssaesssesssaesssessseasssessssesssassstesssessssasssesssaanns 708
RESPONSE ELEMENTS ...ttt ettt te e s e et e e e e e st et et e b e s sessn e e ssnennansaneans 708
EFTOIS ettt ettt e st et sa e st e bt s b st e et e b e et e st s b et e a b e s ae et e e st s ene et e e atesseeane 709
EXQIMIPLES ettt ettt s te e e e e et et e st et et et e s e e aeeae et et e ta b e saeseeseeaaensententetantans 709
SEE ALSO .ttt ettt ettt et s e e e e bt e b et et e s et et e se et et et ese b e e eneene 710
UPAAtEASSOCIALION ...ttt e et e st e st e s ae e s s s e e e e e e e b e st et assassassessaesaenaenean 712
REQUEST SYNTAX ceiiiiiiiiieieeeeerteeteecteesteestesrtess e e s e e s aessaeesaaessaesssaesssaessaessaesssassassssessseesssessssesssessseans 712
REQUEST PArammETErsS ...ttt sesreesssanesssseesssseesssseassssaesssseessssesssssesssssesssssesssssassnns 714
RESPONSE SYNTAX .eeiriiiiiiiiiiiiieiitinteereeste s st este s st esaessseesstesssaesssesssaesssessssasssessssesssessstesssessssesssesssaanns 721
RESPONSE ELEMENTS ...ttt ettt st e e e e e e e sa e st st e b e b e s se e e e e esnennansaneans 723
EFTOIS ettt ettt st st e e e s a e st e st s b st e st b e et e e st s be st e a b e s ae et et s ene et e et e sseeane 723
EXQIMIPLES ettt ettt s te e e e e et et e st et et et e s e e aeeae et et e ta b e saeseeseeaaensententetantans 725
SEE ALSO .ttt sttt ettt et a e e e bt e b et et e s et et e et et et erate s enaene 726
UpdateASSOCIAtIONSTAtUS ....cveeiieeceeeeeeeeteee ettt te st e e a et et s b e b e s be e sessnenaans 728
REQUEST SYNTAX ceiiiiiiiiicieeieecteetesetes st st s e s st e st eseessaessaaessae e s st e sssaesssesssaesssasssassssessseesssessssesssessseens 728
REQUEST PAramMELEIS ..ottt ettt sttt s e st e s sae st e s sae s s e e s aesssaesssesssaessasseasssessaesssens 728
RESPONSE SYNTAX .eeiiriiiiiiiiiiieiitirteereeste s st estessatesseessseestesssaesssesssaesssessssesssessssesssassssesssessssesssessseanns 729
RESPONSE ELEMENTS ...ttt ettt te e s te e e e e sa e st e st et e b e sse s e e snesaenaannaneans 731
] g o SRRSO SRRRTRRRPRO 731
SEE ALSO ettt sttt ettt e b e e e e bt b et e e s et et et et et erate e eaeene 732
UPAAtEDOCUMENT ...ttt et e et e te st e st e s b e s saese e e e e e s et esaassassassassnsnsensassansans 734
REQUEST SYNTAX ceiiiiiiiiicieeitecteerte ettt sst e s stess e e e ae e s e e s sae e s e e s sae s st e sssaessaessseasssassassssessseesssessssesssensseens 734
REQUEST PArammELErsS ...ccouiiiierciteeciteccrteecrt e esee s ssaeesssseesssseesssaeessssaesssseassssasssssasssssesssssesssnsessnns 734
RESPONSE SYNTAX .etiriiiiiiiiiieiieisitisteeseesrte st estessatesaessseesstesssaesseessssesssessssesssessssesssessseesssessssesssesssaanns 736
RESPONSE ELEMENTS ...ttt te e st e e e e e e a e st e st e te b e s se e e e e esnenaansansans 738
EFTOIS ettt ettt s a e st b e s e e st s b st e st e b et e st s b et e a e e s s e et e st e ene e b e et e nseeane 738
EXQIMIPLES ettt te e st e e e e e e e et et e st et et e et s e e aa e e et et e ta b e saeseeseeaaensententetantans 740
SEE ALSO .ttt ettt b et et a e et et et e b et s et et e et et e e esente e eneene 741
UpdateDocumentDefaultVErsSion ...ttt sa et stessesaessessneseennens 743
REQUEST SYNTAX ceiiiiiiiiicieeitecteete sttt s rtesstessae e s e e s saessaaessaessstesssaessaessseesssasssassssassseesssessssesssesssnans 743
REQUEST PArammELErsS ... oiiiiiieieiteeciteeceteeert e eesnesssaresssseesssseesssseessssaessssesssssssssssesssssesssssesssssessnns 743
RESPONSE SYNTAX .etirriiiiiiiiiiieeiiticteereestesseesee s st esstessseestesssaesssesssaesssessssasssessssesssessssesssessseesssesssaanns 744
RESPONSE ELEMENTS ...ttt ettt et s e e e e e a e st e st e ba b e sse e e e e e e ennannaneans 744
= g o OO RR R RTSRRPRO 744
EXQIMIPLES ettt ettt s te e e e e et et e st et et et e s e e aeeae et et e ta b e saeseeseeaaensententetantans 745
SEE ALSO .ttt ettt et s e e e e e b et et et et a et et et et e e ere b et eneene 746
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UpdateDocumentMetadata ...ttt sttt sttt ns 747
REQUEST SYNTAX ittt sttt s e ss e e e sae e s e e s saessaeessae s s st e ssseessaesssaesssassassssessseesssessssesseensseans 747
REQUEST PArammELErsS ...ccocuiiiciereieecitereetecett e eeseesssasesssseesssseesssseassssaessssesssssesssssesssssesssssesssssessnns 747
RESPONSE ELEMENTS ...ttt ettt st e e e e e e e sa e st st e b e b e s se e e e e esnennansaneans 748
EFTOIS ettt ettt e st et sa e st e bt s b st e et e b e et e st s b et e a b e s ae et e e st s ene et e e atesseeane 748
EXQIMIPLES ettt ettt s te e e e e et et e st et et et e s e e aeeae et et e ta b e saeseeseeaaensententetantans 749
SEE ALSO ettt sttt st ettt a e e et e e b et et e s et et e st e st e e erate e eneene 749

UpdateMaintenNanCEWINAOW ...ttt ettt e stesae s e s e e e e e e s e sa e st e sessassesseennans 751
REQUEST SYNTAX ceiiiiiiiiieieeeeerteeteecteesteestesrtess e e s e e s aessaeesaaessaesssaesssaessaessaesssassassssessseesssessssesssessseans 751
REQUEST PArammELErsS ... ittt eeseesssaeesssseesssseesssaeassssaessssesssssesssssesssssesssssesssssassnns 751
RESPONSE SYNTAX .etiiriiiiiiiiirieiiticteeseesrtesseeste s st estessaeestesssaesssesssaesssessssasssessssssssassstesssessssesssesssaanns 755
RESPONSE ELEMENTS ...ttt ettt st e e e e e e e sa e st st e b e b e s se e e e e esnennansaneans 755
BT OES ettt st a e s e st a e s ne e s n e st e e ae s nas 757
EXQIMIPLES ettt ettt s te e e e e et et e st et et et e s e e aeeae et et e ta b e saeseeseeaaensententetantans 758
SEE ALSO .ttt ettt ettt sttt e e e ettt e b et e s et et et et et erente e eneene 759

UpdateMaintenanc@WinAOWTAIGEL ...ttt ere e sse st e sae st e sessesse e e snnenanes 760
REQUEST SYNTAX ceiiiiiiiiicieeitecteerte ettt sst e s stess e e e ae e s e e s sae e s e e s sae s st e sssaessaessseasssassassssessseesssessssesssensseens 760
REQUEST PAramMELEIS ..ottt ettt sttt s e st e s sae st e s sae s s e e s aesssaesssesssaessasseasssessaesssens 760
RESPONSE SYNTAX .eeiiriiiiiiiiiiieiitirteereeste s st estessatesseessseestesssaesssesssaesssessssesssessssesssassssesssessssesssessseanns 762
RESPONSE ELEMENTS ...ttt ettt et e s e e e e e sa e st e st e b e s e s se s e e snesaennannaneans 763
EFTOIS ettt ettt s a e st sa e st e bt s b st et e b e et e bt s ae st e a b e e s e et e st e ene et e e atenseeane 764
EXQIMIPLES ettt te e st e e e e e e e et et e st et et e et s e e aa e e et et e ta b e saeseeseeaaensententetantans 765
SEE ALSO ettt sttt ettt e b e e e e bt b et e e s et et et et et erate e eaeene 766

UpdateMaintenanCe@WIiNAOWTASK ...ttt sae st sae e s a e aeaa s 767
REQUEST SYNTAX ceiiiiiiiiieieiitccteeteesteeste st s stess e e s sae e s e e s sae s s e e s sae s s st e sssaesssessseesssasssassssesssessssessssenseessseans 768
REQUEST PAramMELEIS ..coeeeeeiieeceetect ettt st s e ss st e s sae e st e s saesssa e s bessaaessbesssaesssassseasssessseesssens 770
RESPONSE SYNTAX .etirriiiiiiiiirieeitirteereeste st estessatesstessseesstessseesssesssaessessssasssessssesssessssesssessssasssesssaanns 776
RESPONSE ELEMENTS ...ttt et s s s s e sa e st e st e s e s b e s se s e e saesnennansansans 778
EFTOIS ettt ettt st e e et b e s e st s b st e et b e st a e s ae st e e a e e s ae et e s st s ene et e et enseeane 781
EXQIMIPLES ettt ettt s te e e e e et et e st et et et e s e e aeeae et et e ta b e saeseeseeaaensententetantans 781
SEE ALSO .ttt ettt et s e e e e e b et et et et a et et et et e e ere b et eneene 783

UpdateManagedINStanCEROLE .......ccviiiieieeecec ettt te e e e e e e e s et e saesaessessessneseennenaaneans 784
REQUEST SYNTAX ceiiiiiiiiicieeitecteete sttt s rtesstessae e s e e s saessaaessaessstesssaessaessseesssasssassssassseesssessssesssesssnans 784
REQUEST PAramMELEIS ..coeeeeeiiieccectect ettt sttt e s ae s st e e sae s st e s saesssa e s aessaaesssesssaesssassseasssesssessnens 784
RESPONSE ELEMENTS ...ttt ettt et s e e e e e a e st e st e ba b e sse e e e e e e ennannaneans 785
EFTOIS ettt ettt st e e et b e s e st s b st e et b e st a e s ae st e e a e e s ae et e s st s ene et e et enseeane 785
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EXQIMIPLES <.ttt s te e e e e e e et et e st et et e e et e e a e e e et et e ba b e saeseeseeaaeneententetentans 785
SEE ALSO .ttt ettt sttt et e e e bt e b et et e s et et e e be st e e erete e eaeene 786
UPAtEOPSIEEIM ...ttt re e et e st e st e st e s e s s e s s e e se e e e s e te st asassassassaesaennanean 787
REQUEST SYNTAX ittt sttt s e ss e e e sae e s e e s saessaeessae s s st e ssseessaesssaesssassassssessseesssessssesseensseans 787
REQUEST PAramMELEIS ..coeeeeeeieeeeeteectetes ettt s e s sae s st e s sae e st e s sae s s e e s sesssaessbesssaesssessseasssessssesssans 788
RESPONSE ELEMENTS ...ttt ettt st e e e e e e e sa e st st e b e b e s se e e e e esnennansaneans 792
EFTOIS ettt ettt e st et sa e st e bt s b st e et e b e et e st s b et e a b e s ae et e e st s ene et e e atesseeane 792
EXQIMIPLES ettt ettt s te e e e e et et e st et et et e s e e aeeae et et e ta b e saeseeseeaaensententetantans 793
SEE ALSO ettt sttt st ettt a e e et e e b et et e s et et e st e st e e erate e eneene 794
Update@OPSMEtAdAta ......ccueieeeececeeee ettt ettt e s e st e e e et e st e st e saesae s se e e sn e e e e e naenaantens 795
REQUEST SYNTAX ceiiiiiiiiieieeeeerteeteecteesteestesrtess e e s e e s aessaeesaaessaesssaesssaessaessaesssassassssessseesssessssesssessseans 795
REQUEST PAramMELEIS ..ottt ettt e s e s s e e s sae s st e s saesssa e s aesssaessaesssaesssassseesssesssaessnens 795
RESPONSE SYNTAX .etiiiiiiiiiiiiiiieisitirteereesrte s st sste s st esaessaeesstesssaesssesssaesssessssasssessssesssessstesssessssesssesssaanns 796
RESPONSE ELEMENTS ...ttt ettt st e e e e e e e sa e st st e b e b e s se e e e e esnennansaneans 796
EFTOIS ettt ettt sttt e e s b e st e st s b st st e b e et e e bt s ae st e e a e e s e et e e Rt e ene et e et e sseeane 797
SEE ALSO .ttt ettt ettt sttt e e e ettt e b et e s et et et et et erente e eneene 797
UpPdatePatChBASELINE .....ooueeeeeeeee ettt ettt ee et st e b et e st e s be s e e se e e e s e saesensensaneans 799
REQUEST SYNTAX ceiiiiiiiiicieeitecteerte ettt sst e s stess e e e ae e s e e s sae e s e e s sae s st e sssaessaessseasssassassssessseesssessssesssensseens 799
REQUEST PAramMELEIS ..coeeeeeiieeceetect ettt st s e ss st e s sae e st e s saesssa e s bessaaessbesssaesssassseasssessseesssens 800
RESPONSE SYNTAX .eeiiriiiiiiiiiiieiitirteereeste s st estessatesseessseestesssaesssesssaesssessssesssessssesssassssesssessssesssessseanns 803
RESPONSE ELEMENTS ...ttt ettt et e s e e e e e sa e st e st e b e s e s se s e e snesaennannaneans 804
EFTOIS ettt ettt s a e st sa e st e bt s b st et e b e et e bt s ae st e a b e e s e et e st e ene et e e atenseeane 807
EXQIMIPLES ettt te e st e e e e e e e et et e st et et e et s e e aa e e et et e ta b e saeseeseeaaensententetantans 808
SEE ALSO ettt ettt ettt et e e s e b et e b et e s et et e se et et et erabeaeaeene 810
UpdateRESOUICEDQLASYNC ..ottt ettt st e e te e e e se e s et e sae b e saessessessaesesneenaesansans 811
REQUEST SYNTAX ceiiiiiiiiieieiitccteeteesteeste st s stess e e s sae e s e e s sae s s e e s sae s s st e sssaesssessseesssasssassssesssessssessssenseessseans 811
REQUEST PAramMELEIS ..coeeeeeiieeceetect ettt st s e ss st e s sae e st e s saesssa e s bessaaessbesssaesssassseasssessseesssens 811
RESPONSE ELEMENTS ...ttt et s s s s e sa e st e st e s e s b e s se s e e saesnennansansans 812
EFTOIS ettt ettt st e e et b e s e st s b st e et b e st a e s ae st e e a e e s ae et e s st s ene et e et enseeane 812
EXQIMIPLES ettt ettt s te e e e e et et e st et et et e s e e aeeae et et e ta b e saeseeseeaaensententetantans 813
SEE ALSO .ttt ettt et s e e e e e b et et et et a et et et et e e ere b et eneene 814
UpPAateSerViCESELEING ....ooveieieeeee ettt et e st e st e e e s e e e e s e s et e s te st e s e ssassessasnnenaannans 815
REQUEST SYNTAX ceiiiiiiiiicieeitecteete sttt s rtesstessae e s e e s saessaaessaessstesssaessaessseesssasssassssassseesssessssesssesssnans 815
REQUEST PAramMELEIS ..coeeeeeiiieccectect ettt sttt e s ae s st e e sae s st e s saesssa e s aessaaesssesssaesssassseasssesssessnens 815
RESPONSE ELEMENTS ...ttt ettt et s e e e e e a e st e st e ba b e sse e e e e e e ennannaneans 817
EFTOIS ettt ettt st e e et b e s e st s b st e et b e st a e s ae st e e a e e s ae et e s st s ene et e et enseeane 817
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EXQIMIPLES <.ttt s te e e e e e e et et e st et et e e et e e a e e e et et e ba b e saeseeseeaaeneententetentans 817
SEE ALSO .eveeeeiieieietetesteeee et et e st e st et e st e s et e st e et e e e et et e ste st e be et e e seeRe e e e s eatete st e testaeteeseeraesaentenaensantans 818
DAta TYPEOS cirveecirrnnciirnesirneesierseserssescssssssesssssssssessssssssssssessessssssssssssssssssssssssssssssssssssssssssssssssssssnnesss 819
ACCOUNESNANNGINTO ettt te e e s e e s et et e sta st e ssessaesaensennansansans 825
CONTENTS ettt te st e st e e s ae e st e s st e s aa e s sae e s st e s aesssseessaessaesssesssesssesssesssessseennses 825
SEE ALSO .eveeeeiieieietetesteeee et et e st e st et e st e s et e st e et e e e et et e ste st e be et e e seeRe e e e s eatete st e testaeteeseeraesaentenaensantans 825
ACTIVATION ettt ettt e e st e st e st e e s b e s sae e s b e sssa e b e e ssaessbessaesssassseasssesssaesssessseenssannns 826
CONTENTS ettt te st e st e e s ae e st e s st e s aa e s sae e s st e s aesssseessaessaesssesssesssesssesssessseennses 826
SEE ALSO .eeieieiieietetecteee et et et et e st et e st e e et et e et e e e et et et et e be b e eseeaeer e e e et et e b e sestaeteeseeraesaensenaentantans 828
ALQEITI oottt cte s e s e e e e e s e et e st et e st et e st e e b e e s e e s e e s e st e st et et et e seesees s e st ent et e tatenteeseeseesaessentenaentatans 829
CONTENTS ettt te st e st e e s ae e st e s st e s aa e s sae e s st e s aesssseessaessaesssesssesssesssesssessseennses 829
SEE ALSO .eveeieiieeeieteeetee et et e et et e st et e st e st et e et e et e e e et et et et e be b e e reer e e e e e eat et et e testaeteeseeraesaensenaentantans 829
AlLArMECONTIGUIALION ettt te et e e et e e et e st e st e s e s s e ssaese e s e e ensentansassansans 830
CONTENTS ettt te st e st e e s ae e st e s st e s aa e s sae e s st e s aesssseessaessaesssesssesssesssesssessseennses 830
SEE ALSO .eeeeieiieiectecteteetee ettt et et e st et e st e st e st e st e et e e e et et et et e be b e e se e R e eRee s et et e tatetaeteeseereeraeneenaentantans 830
AlarmStatelNfOrMAtioN ...ttt et ae e a e et nes 831
CONTENTS .ttt ee st e st e s s ae e st e s st e s st e s s ae e s st e s be s saeeaeessaasssessssesssessssesssesssaennses 831
SEE ALSO .eeeeieiieiectecteteetee ettt et et e st et e st e st e st e st e et e e e et et et et e be b e e se e R e eRee s et et e tatetaeteeseereeraeneenaentantans 831
ASSOCIATION .ottt ettt s e e st e s s e e s ae e s e e s ae s s sa e s beesseasssesesaesssaesstasssesssaessseesseesssessssesssens 832
CONTENTS .ttt ettt e st e s s et e s e e s st s s sa e s ae e st e s besssseessaessaasssesssesssessssesssessseennses 832
SEE ALSO .eeieeeiieieteteteetee et et et et e e st et e st e s et e et e et e e e et et et et e be et e e s e eseerae s et et et e testeeteeseereesaentententantans 835
ASSOCIAtIONDESCIIPLION ..ottt ettt s et e st e s sse e s sae s saeessaesssaessbesssaasssesssaesssasneens 836
CONTENTS .ttt ettt e st e s s et e s e e s st s s sa e s ae e st e s besssseessaessaasssesssesssessssesssessseennses 836
SEE ALSO .eeeeeeieietectetestee ettt et et e st et e st e st et e et e et e e e et et et et e be b e et e e R e eree e entente st e sestaeteeseeseesaensenaensantans 843
ASSOCIATIONEXECUTION .ttt sttt s st e sae s ae e st e s sse e s aessaeessaesssaesssesssaasssessseesssassseens 844
CONTENTS .ttt ettt e st e s s et e s e e s st s s sa e s ae e st e s besssseessaessaasssesssesssessssesssessseennses 844
SEE ALSO .eveeieieieieteeteete ettt et et e st et e st e s et e et e et e e e et et et et e be et e eseeReeree e eat et et e testaeteeseeraenaentenaentantans 846
ASSOCIAtIONEXECULIONFILLEN ...ttt et esae s s e e e e et et e aassenaanns 847
CONTENTS ettt te st e st e e s ae e st e s st e s aa e s sae e s st e s aesssseessaessaesssesssesssesssesssessseennses 847
SEE ALSO .eeeeieiieteiectetese ettt et et e st et e st e s et e et e et e e e et et et et e be b e et e e R e e ree s enteate st e testaeteeseeraeneentenaensantans 847
AsSOCIAtIONEXECULIONTANGEL ..ottt s re s e e e st e s ae s ra e s sse e s e e s aesssaessessnnans 849
CONTENTS ettt te st e st e e s ae e st e s st e s aa e s sae e s st e s aesssseessaessaesssesssesssesssesssessseennses 849
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Welcome

AWS Systems Manager is the operations hub for your AWS applications and resources and a secure
end-to-end management solution for hybrid cloud environments that enables safe and secure
operations at scale.

This reference is intended to be used with the AWS Systems Manager User Guide. To get started,

see Setting up AWS Systems Manager.

Related resources

« For information about each of the capabilities that comprise Systems Manager, see Systems
Manager capabilities in the AWS Systems Manager User Guide.

 For details about predefined runbooks for Automation, a capability of AWS Systems Manager,
see the Systems Manager Automation runbook reference .

» For information about AWS AppConfig, a capability of Systems Manager, see the AWS AppConfig
User Guide and the AWS AppConfig API Reference .

« For information about Incident Manager, a capability of Systems Manager, see the AWS Systems
Manager Incident Manager User Guide and the AWS Systems Manager Incident Manager API

Reference .

This document was last published on March 13, 2024.
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Actions

The following actions are supported:

« AddTagsToResource

» AssociateOpsltemRelatedltem

e CancelCommand

+ CancelMaintenanceWindowExecution

e CreateActivation

« CreateAssociation

« CreateAssociationBatch

e CreateDocument

+ CreateMaintenanceWindow

o CreateOpsltem

o CreateOpsMetadata

o CreatePatchBaseline

» CreateResourceDataSync

« DeleteActivation

e DeleteAssociation

¢ DeleteDocument

» Deletelnventory

+ DeleteMaintenanceWindow

o DeleteOpsltem

o DeleteOpsMetadata

« DeleteParameter

e DeleteParameters

+ DeletePatchBaseline

» DeleteResourceDataSync

» DeleteResourcePolicy

» DeregisterManagedInstance

» DeregisterPatchBaselineForPatchGroup
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DeregisterTargetFromMaintenanceWindow

DeregisterTaskFromMaintenanceWindow

DescribeActivations

DescribeAssociation

DescribeAssociationExecutions

DescribeAssociationExecutionTargets

DescribeAutomationExecutions

DescribeAutomationStepExecutions

DescribeAvailablePatches

DescribeDocument

DescribeDocumentPermission

DescribeEffectivelnstanceAssociations

DescribeEffectivePatchesForPatchBaseline

DescribelnstanceAssociationsStatus

Describelnstancelnformation

DescribelnstancePatches

DescribelnstancePatchStates

DescribelnstancePatchStatesForPatchGroup

DescribelnventoryDeletions

DescribeMaintenanceWindowExecutions

DescribeMaintenanceWindowExecutionTasklnvocations

DescribeMaintenanceWindowExecutionTasks

DescribeMaintenanceWindows

DescribeMaintenanceWindowSchedule

DescribeMaintenanceWindowsForTarget

DescribeMaintenanceWindowTargets

DescribeMaintenanceWindowTasks

DescribeOpsltems

DescribeParameters

DescribePatchBaselines
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DescribePatchGroups

DescribePatchGroupState

DescribePatchProperties

DescribeSessions

DisassociateOpsltemRelatedltem

GetAutomationExecution

GetCalendarState

GetCommandInvocation

GetConnectionStatus

GetDefaultPatchBaseline

GetDeployablePatchSnapshotForinstance

GetDocument

Getinventory
GetlnventorySchema

GetMaintenanceWindow

GetMaintenanceWindowExecution

GetMaintenanceWindowExecutionTask

GetMaintenanceWindowExecutionTasklnvocation

GetMaintenanceWindowTask

GetOpsltem
GetOpsMetadata

GetOpsSummary

GetParameter

GetParameterHistory

GetParameters

GetParametersByPath

GetPatchBaseline

GetPatchBaselineForPatchGroup

GetResourcePolicies

GetServiceSetting
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LabelParameterVersion

ListAssociations

ListAssociationVersions

ListCommandInvocations

ListCommands

ListComplianceltems

ListComplianceSummaries

ListDocumentMetadataHistory

ListDocuments

ListDocumentVersions

ListinventoryEntries

ListOpsltemEvents

ListOpsltemRelatedltems

ListOpsMetadata

ListResourceComplianceSummaries

ListResourceDataSync

ListTagsForResource

ModifyDocumentPermission

PutComplianceltems

Putlnventory
PutParameter

PutResourcePolicy

RegisterDefaultPatchBaseline

RegisterPatchBaselineForPatchGroup

RegisterTargetWithMaintenanceWindow

RegisterTaskWithMaintenanceWindow

RemoveTagsFromResource

ResetServiceSetting

ResumeSession

SendAutomationSignal
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SendCommand

StartAssociationsOnce

StartAutomationExecution

StartChangeRequestExecution

StartSession

StopAutomationExecution

TerminateSession

UnlabelParameterVersion

UpdateAssociation

UpdateAssociationStatus

UpdateDocument

UpdateDocumentDefaultVersion

UpdateDocumentMetadata

UpdateMaintenanceWindow

UpdateMaintenanceWindowTarget

UpdateMaintenanceWindowTask

UpdateManagedInstanceRole

UpdateOpsltem
UpdateOpsMetadata

UpdatePatchBaseline

UpdateResourceDataSync

UpdateServiceSetting

API Version 2014-11-06 6
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AddTagsToResource

Adds or overwrites one or more tags for the specified resource. Tags are metadata that you can
assign to your automations, documents, managed nodes, maintenance windows, Parameter Store
parameters, and patch baselines. Tags enable you to categorize your resources in different ways,
for example, by purpose, owner, or environment. Each tag consists of a key and an optional value,
both of which you define. For example, you could define a set of tags for your account's managed
nodes that helps you track each node's owner and stack level. For example:

» Key=0Owner,Value=DbAdmin

« Key=0wner,Value=SysAdmin

« Key=Owner,Value=Dev

» Key=Stack,Value=Production

» Key=Stack,Value=Pre-Production

» Key=Stack,Value=Test

Most resources can have a maximum of 50 tags. Automations can have a maximum of 5 tags.

We recommend that you devise a set of tag keys that meets your needs for each resource type.
Using a consistent set of tag keys makes it easier for you to manage your resources. You can search
and filter the resources based on the tags you add. Tags don't have any semantic meaning to and
are interpreted strictly as a string of characters.

For more information about using tags with Amazon Elastic Compute Cloud (Amazon EC2)
instances, see Tag your Amazon EC2 resources in the Amazon EC2 User Guide.

Request Syntax

{
"Resourceld": "string",
"ResourceType": "string",
"Tags": [
{
"Key": "string",
"Value": "string"
}
]
}

AddTagsToResource API Version 2014-11-06 7
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Request Parameters

For information about the parameters that are common to all actions, see Common Parameters.

The request accepts the following data in JSON format.
Resourceld
The resource ID you want to tag.
Use the ID of the resource. Here are some examples:
MaintenanceWindow: mw-012345abcde
PatchBaseline: pb-012345abcde
Automation: example-cl60-4567-8519-012345abcde

OpsMetadata object: ResourcelID for tagging is created from the Amazon Resource Name
(ARN) for the object. Specifically, ResourcelD is created from the strings that come after

the word opsmetadata in the ARN. For example, an OpsMetadata object with an ARN of
arn:aws:ssm:us-east-2:1234567890:opsmetadata/aws/ssm/MyGroup/appmanager
has a ResourcelID of either aws/ssm/MyGroup/appmanager or /aws/ssm/MyGroup/
appmanager.

For the Document and Parameter values, use the name of the resource. If you're tagging a
shared document, you must use the full ARN of the document.

ManagedInstance: mi-@12345abcde

(® Note

The ManagedInstance type for this APl operation is only for on-premises managed
nodes. You must specify the name of the managed node in the following format:
mi-ID_number .For example, mi-1la2b3c4d5e6f.

Type: String

Required: Yes

Request Parameters API Version 2014-11-06 8
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ResourceType

Specifies the type of resource you are tagging.

® Note

The ManagedInstance type for this APl operation is for on-premises managed
nodes. You must specify the name of the managed node in the following format:
mi-ID_number .For example, mi-1la2b3c4d5e6f.

Type: String

Valid Values: Document | ManagedInstance | MaintenanceWindow | Parameter |
PatchBaseline | OpsItem | OpsMetadata | Automation | Association

Required: Yes
Tags

One or more tags. The value parameter is required.

/A Important

Don't enter personally identifiable information in this field.

Type: Array of Tag objects
Array Members: Maximum number of 1000 items.

Required: Yes

Response Elements

If the action is successful, the service sends back an HTTP 200 response with an empty HTTP body.

Errors

For information about the errors that are common to all actions, see Common Errors.
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InternalServerError
An error occurred on the server side.

HTTP Status Code: 500

InvalidResourceld
The resource ID isn't valid. Verify that you entered the correct ID and try again.

HTTP Status Code: 400

InvalidResourceType

The resource type isn't valid. For example, if you are attempting to tag an EC2 instance, the
instance must be a registered managed node.

HTTP Status Code: 400
TooManyTagsError

The Targets parameter includes too many tags. Remove one or more tags and try the
command again.

HTTP Status Code: 400
TooManyUpdates

There are concurrent updates for a resource that supports one update at a time.

HTTP Status Code: 400

Examples

Example
This example illustrates one usage of AddTagsToResource.

Sample Request

POST / HTTP/1.1

Host: ssm.us-east-2.amazonaws.com
Accept-Encoding: identity

X-Amz-Target: AmazonSSM.AddTagsToResource

Examples API Version 2014-11-06 10
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Content-Type: application/x-amz-json-1.1

User-Agent: aws-cli/2.0.0 Python/3.7.5 Windows/1@ botocore/2.0.0dev4

X-Amz-Date: 20200220T232503Z

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20200220/us-east-2/ssm/
aws4_request,

SignedHeaders=content-type;host; x-amz-date; x-amz-target, Signature=39c3b3042cd2aEXAMPLE
Content-Length: 122

{
"ResourceType": "PatchBaseline",
"ResourcelId": "pb-0cl0e6578Q0EXAMPLE",
"Tags": [
{
"Key": "Stack",
"Value": "Production"
}
]
}

Sample Response

{3

See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the
following:

« AWS Command Line Interface
« AWS SDK for .NET

o AWS SDK for C++

« AWS SDK for Go

« AWS SDK for Java V2

« AWS SDK for JavaScript V3

« AWS SDK for PHP V3

o AWS SDK for Python

« AWS SDK for Ruby V3

See Also API Version 2014-11-06 11
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AssociateOpsltemRelateditem

Associates a related item to a Systems Manager OpsCenter Opsltem. For example, you can
associate an Incident Manager incident or analysis with an Opsltem. Incident Manager and
OpsCenter are capabilities of AWS Systems Manager.

Request Syntax

{
"AssociationType": "string",
"OpsItemId": "string",
"ResourceType": "string",
"ResourceUri": "string"

}

Request Parameters

For information about the parameters that are common to all actions, see Common Parameters.

The request accepts the following data in JSON format.

AssociationType

The type of association that you want to create between an Opsltem and a resource. OpsCenter
supports IsParentOf and RelatesTo association types.

Type: String

Required: Yes
Opsitemid

The ID of the Opsltem to which you want to associate a resource as a related item.
Type: String
Pattern: A(0oi)-[0-9a-f]1{12}%

Required: Yes

ResourceType

The type of resource that you want to associate with an Opsltem. OpsCenter supports the
following types:
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AWS: :SSMIncidents: :IncidentRecord: an Incident Manager incident.
AWS: :SSM: :Document: a Systems Manager (SSM) document.
Type: String

Required: Yes

ResourceUri

The Amazon Resource Name (ARN) of the AWS resource that you want to associate with the
Opsltem.

Type: String

Required: Yes

Response Syntax

"AssociationId": "string"

Response Elements

If the action is successful, the service sends back an HTTP 200 response.

The following data is returned in JSON format by the service.

Associationld

The association ID.

Type: String

Errors

For information about the errors that are common to all actions, see Common Errors.

InternalServerError

An error occurred on the server side.
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HTTP Status Code: 500
OpsltemConflictException

The specified Opsltem is in the process of being deleted.

HTTP Status Code: 400

OpsliteminvalidParameterException
A specified parameter argument isn't valid. Verify the available arguments and try again.

HTTP Status Code: 400

OpsltemLimitExceededException
The request caused Opsltems to exceed one or more quotas.

HTTP Status Code: 400
OpsitemNotFoundException

The specified Opsltem ID doesn't exist. Verify the ID and try again.

HTTP Status Code: 400
OpsitemRelateditemAlreadyExistsException

The Amazon Resource Name (ARN) is already associated with the Opsltem.

HTTP Status Code: 400

Examples

Example
This example illustrates one usage of AssociateOpsltemRelatedltem.

Sample Request

POST / HTTP/1.1

Host: ssm.us-east-1.amazonaws.com

Accept-Encoding: identity

X-Amz-Target: AmazonSSM.AssociateOpsItemRelatedItem
Content-Type: application/x-amz-json-1.1

Examples API Version 2014-11-06 14
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User-Agent: aws-cli/2.2.4 Python/3.8.8 Linux/5.4.129-72.229.amzn2int.x86_64 exe/
x86_64.amzn.2 prompt/off command/ssm.associate-ops-item-related-item

X-Amz-Date: 20210804T181929Z

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20210804/us-east-1/ssm/
aws4_request,

SignedHeaders=content-type;host; x-amz-date; x-amz-target, Signature=39c3b3042cd2aEXAMPLE
Content-Length: 229

"OpsItemId": "oi-649fExample",

"AssociationType": "RelatesTo",

"ResourceType": "AWS::SSMIncidents::IncidentRecord",

"ResourceUri": "arn:aws:ssm-incidents::111122223333:incident-record/Test/c6bd8931-
efae-a4ff-7f98-4490Example”
}

Sample Response

"AssociationId": "61d7178d-a30d-4bc5-9b4e-a9e74EXAMPLE"

See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the
following:

o AWS Command Line Interface
o AWS SDK for .NET

« AWS SDK for C++

« AWS SDK for Go

« AWS SDK for Java V2

» AWS SDK for JavaScript V3

« AWS SDK for PHP V3

« AWS SDK for Python

« AWS SDK for Ruby V3

See Also API Version 2014-11-06 15
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CancelCommand

Attempts to cancel the command specified by the Command ID. There is no guarantee that the
command will be terminated and the underlying process stopped.

Request Syntax

"CommandId": "string",
"Instancelds": [ "string" ]

Request Parameters

For information about the parameters that are common to all actions, see Common Parameters.

The request accepts the following data in JSON format.

Commandid
The ID of the command you want to cancel.
Type: String
Length Constraints: Fixed length of 36.

Required: Yes

Instancelds

(Optional) A list of managed node IDs on which you want to cancel the command. If not
provided, the command is canceled on every node on which it was requested.

Type: Array of strings
Array Members: Minimum number of 0 items. Maximum number of 50 items.
Pattern: (Ai-(\w{8} [\w{173)$) | (*mi-\w{173}$)

Required: No
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Response Elements

If the action is successful, the service sends back an HTTP 200 response with an empty HTTP body.

Errors

For information about the errors that are common to all actions, see Common Errors.

Duplicatelnstanceld
You can't specify a managed node ID in more than one association.

HTTP Status Code: 400

InternalServerError
An error occurred on the server side.

HTTP Status Code: 500

InvalidCommandid
The specified command ID isn't valid. Verify the ID and try again.

HTTP Status Code: 400

Invalidinstanceld

The following problems can cause this exception:

« You don't have permission to access the managed node.

« AWS Systems Manager Agent (SSM Agent) isn't running. Verify that SSM Agent is running.
« SSM Agent isn't registered with the SSM endpoint. Try reinstalling SSM Agent.

« The managed node isn't in a valid state. Valid states are: Running, Pending, Stopped, and
Stopping. Invalid states are: Shutting-down and Terminated.

HTTP Status Code: 400

Examples

Example

This example illustrates one usage of CancelCommand.
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Sample Request

POST / HTTP/1.1

Host: ssm.us-east-2.amazonaws.com

Accept-Encoding: identity

X-Amz-Target: AmazonSSM.CancelCommand

Content-Type: application/x-amz-json-1.1

User-Agent: aws-cli/2.0.0 Python/3.7.5 Windows/1@ botocore/2.0.0dev4

X-Amz-Date: 20200220T233525Z

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20200220/us-east-2/ssm/
aws4_request,

SignedHeaders=content-type;host; x-amz-date; x-amz-target, Signature=39c3b3042cd2aEXAMPLE
Content-Length: 53

"CommandId": "25173b39-c88d-4459-ba3d-8704aEXAMPLE"

Sample Response

{3

See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the

following:

AWS Command Line Interface
AWS SDK for .NET

AWS SDK for C++

AWS SDK for Go

AWS SDK for Java V2

AWS SDK for JavaScript V3
AWS SDK for PHP V3

AWS SDK for Python

AWS SDK for Ruby V3

See Also API Version 2014-11-06 18
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CancelMaintenanceWindowExecution

Stops a maintenance window execution that is already in progress and cancels any tasks in
the window that haven't already starting running. Tasks already in progress will continue to
completion.

Request Syntax

"WindowExecutionId": "string"

Request Parameters

For information about the parameters that are common to all actions, see Common Parameters.

The request accepts the following data in JSON format.

WindowExecutionld

The ID of the maintenance window execution to stop.
Type: String
Length Constraints: Fixed length of 36.

Pattern: A[0-9a-fA-F]1{83}\-[0-9a-fA-F]1{4}\-[0-9a-fA-F1{4}\-[0-9a-fA-F]{4}\-
[0-9a-fA-F1{12}$
Required: Yes

Response Syntax

"WindowExecutionId": "string"

Response Elements

If the action is successful, the service sends back an HTTP 200 response.
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The following data is returned in JSON format by the service.

WindowExecutionid

The ID of the maintenance window execution that has been stopped.
Type: String
Length Constraints: Fixed length of 36.

Pattern: A[0-9a-fA-F]{8}\-[0-9a-fA-F]1{4}\-[0-9a-fA-F]{4}\-[0-9a-fA-F]{4}\-
[0-9a-fA-F]1{12}%

Errors

For information about the errors that are common to all actions, see Common Errors.

DoesNotExistException

Error returned when the ID specified for a resource, such as a maintenance window or patch
baseline, doesn't exist.

For information about resource quotas in AWS Systems Manager, see Systems Manager service
quotas in the Amazon Web Services General Reference.

HTTP Status Code: 400

InternalServerError
An error occurred on the server side.

HTTP Status Code: 500

Examples

Example

This example illustrates one usage of CancelMaintenanceWindowExecution.

Sample Request

POST / HTTP/1.1
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Host: ssm.us-east-2.amazonaws.com

Accept-Encoding: identity

X-Amz-Target: AmazonSSM.CancelMaintenanceWindowExecution

Content-Type: application/x-amz-json-1.1

User-Agent: aws-cli/2.0.0 Python/3.7.5 Windows/10 botocore/2.0.0dev4

X-Amz-Date: 20200225T010054Z

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20200225/us-east-2/ssm/
aws4_request,

SignedHeaders=content-type;host; x-amz-date; x-amz-target, Signature=39c3b3042cd2aEXAMPLE
Content-Length: 61

"WindowExecutionId": "02f05632-d@bc-470d-ble5-c59a8EXAMPLE"

Sample Response

{
"WindowExecutionId": "02f05632-d@bc-470d-ble5-c59a8EXAMPLE"
}
See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the
following:

« AWS Command Line Interface
« AWS SDK for .NET

o AWS SDK for C++

« AWS SDK for Go

« AWS SDK for Java V2

« AWS SDK for JavaScript V3

« AWS SDK for PHP V3

o AWS SDK for Python

« AWS SDK for Ruby V3

See Also API Version 2014-11-06 21
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CreateActivation

Generates an activation code and activation ID you can use to register your on-premises servers,
edge devices, or virtual machine (VM) with AWS Systems Manager. Registering these machines with
Systems Manager makes it possible to manage them using Systems Manager capabilities. You use
the activation code and ID when installing SSM Agent on machines in your hybrid environment.

For more information about requirements for managing on-premises machines using Systems
Manager, see Setting up AWS Systems Manager for hybrid and multicloud environments in the
AWS Systems Manager User Guide.

(® Note

Amazon Elastic Compute Cloud (Amazon EC2) instances, edge devices, and on-premises
servers and VMs that are configured for Systems Manager are all called managed nodes.

Request Syntax

{
"DefaultInstanceName": "string",
"Description": "string",
"ExpirationDate": number,
"IamRole": "string",
"RegistrationLimit": number,
"RegistrationMetadata": [
{
"Key": "string",
"Value": "string"
}
1,
"Tags": [
{
"Key": "string",
"Value": "string"
}
]
}
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Request Parameters

For information about the parameters that are common to all actions, see Common Parameters.

The request accepts the following data in JSON format.

DefaultinstanceName

The name of the registered, managed node as it will appear in the AWS Systems Manager
console or when you use the AWS command line tools to list Systems Manager resources.

/A Important

Don't enter personally identifiable information in this field.

Type: String
Length Constraints: Minimum length of 0. Maximum length of 256.
Pattern: ~([\p{LN\p{ZN\p{N}_.:/=+\-e]*)$
Required: No
Description

A user-defined description of the resource that you want to register with Systems Manager.

/A Important

Don't enter personally identifiable information in this field.

Type: String
Length Constraints: Minimum length of 0. Maximum length of 256.

Required: No

ExpirationDate

The date by which this activation request should expire, in timestamp format, such as
"2021-07-07T00:00:00". You can specify a date up to 30 days in advance. If you don't provide
an expiration date, the activation code expires in 24 hours.
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Type: Timestamp

Required: No

lamRole

The name of the AWS Identity and Access Management (IAM) role that you want to assign to
the managed node. This IAM role must provide AssumeRole permissions for the AWS Systems
Manager service principal ssm. amazonaws . com. For more information, see Create an IAM
service role for a hybrid and multicloud environment in the AWS Systems Manager User Guide.

(® Note

You can't specify an IAM service-linked role for this parameter. You must create a unique
role.

Type: String
Length Constraints: Maximum length of 64.

Required: Yes

RegistrationLimit

Specify the maximum number of managed nodes you want to register. The default value is 1.
Type: Integer
Valid Range: Minimum value of 1. Maximum value of 1000.

Required: No
RegistrationMetadata

Reserved for internal use.

Type: Array of RegistrationMetadataltem objects

Required: No
Tags

Optional metadata that you assign to a resource. Tags enable you to categorize a resource
in different ways, such as by purpose, owner, or environment. For example, you might want
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to tag an activation to identify which servers or virtual machines (VMs) in your on-premises
environment you intend to activate. In this case, you could specify the following key-value pairs:

» Key=0S,Value=Windows

« Key=Environment,Value=Production

/A Important

When you install SSM Agent on your on-premises servers and VMs, you specify an
activation ID and code. When you specify the activation ID and code, tags assigned to
the activation are automatically applied to the on-premises servers or VMs.

You can't add tags to or delete tags from an existing activation. You can tag your on-premises
servers, edge devices, and VMs after they connect to Systems Manager for the first time and are
assigned a managed node ID. This means they are listed in the AWS Systems Manager console
with an ID that is prefixed with "mi-". For information about how to add tags to your managed
nodes, see AddTagsToResource. For information about how to remove tags from your managed
nodes, see RemoveTagsFromResource.

Type: Array of Tag objects
Array Members: Maximum number of 1000 items.

Required: No

Response Syntax

"ActivationCode": "string",
"ActivationId": "string"

Response Elements

If the action is successful, the service sends back an HTTP 200 response.

The following data is returned in JSON format by the service.
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ActivationCode

The code the system generates when it processes the activation. The activation code functions
like a password to validate the activation ID.

Type: String

Length Constraints: Minimum length of 20. Maximum length of 250.

Activationld

The ID number generated by the system when it processed the activation. The activation ID
functions like a user name.

Type: String

Pattern: A[0-9a-f]{8}-[0-9a-f]{4}-[0-9a-Ff]{4}-[0-9a-Ff]1{4}-[0-9a-Ff]1{12}$%

Errors

For information about the errors that are common to all actions, see Common Errors.

InternalServerError
An error occurred on the server side.

HTTP Status Code: 500

InvalidParameters

You must specify values for all required parameters in the AWS Systems Manager document
(SSM document). You can only supply values to parameters defined in the SSM document.

HTTP Status Code: 400

Examples

Example

This example illustrates one usage of CreateActivation.
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Sample Request

POST / HTTP/1.1

Host: ssm.us-east-2.amazonaws.com

Accept-Encoding: identity

X-Amz-Target: AmazonSSM.CreateActivation

Content-Type: application/x-amz-json-1.1

User-Agent: aws-cli/1.17.12 Python/3.6.8 Darwin/18.7.0 botocore/1.14.12

X-Amz-Date: 20200324T135329Z

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20200324/us-east-2/ssm/
aws4_request,

SignedHeaders=content-type;host; x-amz-date; x-amz-target, Signature=39c3b3042cd2aEXAMPLE
Content-Length: 70

"IamRole": "service-role/role_name"

Sample Response

{
"ActivationCode": "Fjz3/sZfSvv78EXAMPLE",
"ActivationId": "e488f2f6-e686-4afb-8a04-ef6dfEXAMPLE"
}
See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the
following:

o AWS Command Line Interface
« AWS SDK for .NET

« AWS SDK for C++

« AWS SDK for Go

« AWS SDK for Java V2

« AWS SDK for JavaScript V3

o AWS SDK for PHP V3

o AWS SDK for Python
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o AWS SDK for Ruby V3
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CreateAssociation

A State Manager association defines the state that you want to maintain on your managed nodes.
For example, an association can specify that anti-virus software must be installed and running

on your managed nodes, or that certain ports must be closed. For static targets, the association
specifies a schedule for when the configuration is reapplied. For dynamic targets, such as an AWS
resource group or an AWS autoscaling group, State Manager, a capability of AWS Systems Manager
applies the configuration when new managed nodes are added to the group. The association also
specifies actions to take when applying the configuration. For example, an association for anti-
virus software might run once a day. If the software isn't installed, then State Manager installs it.

If the software is installed, but the service isn't running, then the association might instruct State
Manager to start the service.

Request Syntax
"AlarmConfiguration": {

"Alarms": [

{

"Name": "string"

1,

"IgnorePollAlarmFailure": boolean

I
"ApplyOnlyAtCronInterval": boolean,
"AssociationName": "string",

"AutomationTargetParameterName": "string",
"CalendarNames": [ "string" ],

"ComplianceSeverity": "string",

"DocumentVersion": "string",

"Duration": number,
"InstanceId": "string",
"MaxConcurrency": "string",

"MaxErrors": "string",
"Name": "string",
"QutputlLocation": {

"S3Location": {
"QutputS3BucketName": "string",
"OutputS3KeyPrefix": "string",
"OQutputS3Region": "string"
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¥

"Parameters": {

"string" : [ "string" ]
I
"ScheduleExpression": "string",
"ScheduleOffset": number,
"SyncCompliance": "string",
"Tags": [
{
"Key": "string",
"Value": "string"
}
1,
"TargetlLocations": [
{
"Accounts": [ "string" 1,
"ExecutionRoleName": "string",
"Regions": [ "string" 1],
"TargetLocationAlarmConfiguration": {
"Alarms": [
{
"Name": "string"
}
1,
"IgnorePollAlarmFailure": boolean
I
"TargetlLocationMaxConcurrency": "string",
"TargetlLocationMaxErrors": "string"
}
1,
"TargetMaps": [
{
"string" : [ "string" ]
}
1,
"Targets": [
{
"Key": "string",
"Values": [ "string" ]
}
]
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Request Parameters

For information about the parameters that are common to all actions, see Common Parameters.

The request accepts the following data in JSON format.

AlarmConfiguration

The details for the CloudWatch alarm you want to apply to an automation or command.

Type: AlarmConfiguration object

Required: No
ApplyOnlyAtCroninterval

By default, when you create a new association, the system runs it immediately after it is created
and then according to the schedule you specified. Specify this option if you don't want an
association to run immediately after you create it. This parameter isn't supported for rate
expressions.

Type: Boolean

Required: No

AssociationName

Specify a descriptive name for the association.
Type: String
Pattern: A[a-zA-Z0-9_\-.]{3,128}%

Required: No

AutomationTargetParameterName

Choose the parameter that will define how your automation will branch out. This target is
required for associations that use an Automation runbook and target resources by using rate
controls. Automation is a capability of AWS Systems Manager.

Type: String
Length Constraints: Minimum length of 1. Maximum length of 50.

Required: No
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CalendarNames

The names or Amazon Resource Names (ARNs) of the Change Calendar type documents you
want to gate your associations under. The associations only run when that change calendar is
open. For more information, see AWS Systems Manager Change Calendar.

Type: Array of strings

Required: No

ComplianceSeverity

The severity level to assign to the association.
Type: String
Valid Values: CRITICAL | HIGH | MEDIUM | LOW | UNSPECIFIED

Required: No

DocumentVersion

The document version you want to associate with the targets. Can be a specific version or the
default version.

/A Important

State Manager doesn't support running associations that use a new version of a
document if that document is shared from another account. State Manager always runs
the default version of a document if shared from another account, even though the
Systems Manager console shows that a new version was processed. If you want to run
an association using a new version of a document shared form another account, you
must set the document version to default.

Type: String
Pattern: ([$JLATEST| [$]DEFAULT|A[1-9]1[0-9]1*$)

Required: No

Duration

The number of hours the association can run before it is canceled. Duration applies to
associations that are currently running, and any pending and in progress commands on all
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targets. If a target was taken offline for the association to run, it is made available again
immediately, without a reboot.

The Duration parameter applies only when both these conditions are true:

« The association for which you specify a duration is cancelable according to the parameters of
the SSM command document or Automation runbook associated with this execution.

« The command specifies the ApplyOnlyAtCronInterval parameter, which means that
the association doesn't run immediately after it is created, but only according to the specified

schedule.
Type: Integer
Valid Range: Minimum value of 1. Maximum value of 24.

Required: No

Instanceld

The managed node ID.

(® Note

Instanceld has been deprecated. To specify a managed node ID for an association,
use the Targets parameter. Requests that include the parameter InstanceID

with Systems Manager documents (SSM documents) that use schema version 2.0 or
later will fail. In addition, if you use the parameter Instanceld, you can't use the
parameters AssociationName, DocumentVersion, MaxErrors, MaxConcurrency,
OutputLocation, or ScheduleExpression. To use these parameters, you must use
the Targets parameter.

Type: String
Pattern: (Ai- (\w{8} | \w{173})$) [ ("mi-\w{17}$)

Required: No

MaxConcurrency

The maximum number of targets allowed to run the association at the same time. You can
specify a number, for example 10, or a percentage of the target set, for example 10%. The
default value is 100%, which means all targets run the association at the same time.
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If a new managed node starts and attempts to run an association while Systems Manager is
running MaxConcurrency associations, the association is allowed to run. During the next
association interval, the new managed node will process its association within the limit
specified for MaxConcurrency.

Type: String
Length Constraints: Minimum length of 1. Maximum length of 7.
Pattern: A([1-9][0-91*|[1-9]1[0-9]1%]|[1-9]1%|100%)%

Required: No

MaxErrors

The number of errors that are allowed before the system stops sending requests to run the
association on additional targets. You can specify either an absolute number of errors, for
example 10, or a percentage of the target set, for example 10%. If you specify 3, for example,
the system stops sending requests when the fourth error is received. If you specify 0, then the
system stops sending requests after the first error is returned. If you run an association on 50
managed nodes and set MaxError to 10%, then the system stops sending the request when
the sixth error is received.

Executions that are already running an association when MaxErrors is reached are allowed

to complete, but some of these executions may fail as well. If you need to ensure that there
won't be more than max-errors failed executions, set MaxConcurrency to 1 so that executions
proceed one at a time.

Type: String
Length Constraints: Minimum length of 1. Maximum length of 7.
Pattern: A([1-9]1[0-9]1*|[0]|[1-91[0-91%|[0-9]1%|100%)$

Required: No

Name

The name of the SSM Command document or Automation runbook that contains the
configuration information for the managed node.

You can specify AWS-predefined documents, documents you created, or a document that is
shared with you from another AWS account.
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For Systems Manager documents (SSM documents) that are shared with you from other AWS
accounts, you must specify the complete SSM document ARN, in the following format:

arn:partition:ssm:region:account-id:document/document-name
For example:
arn:aws:ssm:us-east-2:12345678912:document/My-Shared-Document

For AWS-predefined documents and SSM documents you created in your account, you only
need to specify the document name. For example, AWS-ApplyPatchBaseline or My-
Document.

Type: String
Pattern: A[a-zA-Z0-9 \-.:/1{3,128}%

Required: Yes
OutputLocation

An Amazon Simple Storage Service (Amazon S3) bucket where you want to store the output
details of the request.

Type: InstanceAssociationOutputLocation object

Required: No

Parameters
The parameters for the runtime configuration of the document.
Type: String to array of strings map

Required: No

ScheduleExpression

A cron expression when the association will be applied to the targets.
Type: String
Length Constraints: Minimum length of 1. Maximum length of 256.

Required: No

Request Parameters API Version 2014-11-06 35



AWS Systems Manager API Reference

ScheduleOffset

Number of days to wait after the scheduled day to run an association. For example, if you
specified a cron schedule of cron(@ @ ? * THU#2 *), you could specify an offset of 3 to run
the association each Sunday after the second Thursday of the month. For more information
about cron schedules for associations, see Reference: Cron and rate expressions for Systems

Manager in the AWS Systems Manager User Guide.

® Note

To use offsets, you must specify the ApplyOnlyAtCronInterval parameter. This
option tells the system not to run an association immediately after you create it.

Type: Integer
Valid Range: Minimum value of 1. Maximum value of 6.

Required: No

SyncCompliance

The mode for generating association compliance. You can specify AUTO or MANUAL. In AUTO
mode, the system uses the status of the association execution to determine the compliance
status. If the association execution runs successfully, then the association is COMPLIANT. If the
association execution doesn't run successfully, the association is NON-COMPLIANT.

In MANUAL mode, you must specify the AssociationId as a parameter for the
PutComplianceltems APl operation. In this case, compliance data isn't managed by State

Manager. It is managed by your direct call to the PutComplianceltems API operation.

By default, all associations use AUTO mode.
Type: String
Valid Values: AUTO | MANUAL

Required: No
Tags

Adds or overwrites one or more tags for a State Manager association. Tags are metadata that
you can assign to your AWS resources. Tags enable you to categorize your resources in different

Request Parameters API Version 2014-11-06 36


https://docs.aws.amazon.com/systems-manager/latest/userguide/reference-cron-and-rate-expressions.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/reference-cron-and-rate-expressions.html

AWS Systems Manager API Reference

ways, for example, by purpose, owner, or environment. Each tag consists of a key and an
optional value, both of which you define.

Type: Array of Tag objects
Array Members: Maximum number of 1000 items.

Required: No

TargetLocations

A location is a combination of AWS Regions and AWS accounts where you want to run the
association. Use this action to create an association in multiple Regions and multiple accounts.

Type: Array of TargetLocation objects

Array Members: Minimum number of 1 item. Maximum number of 100 items.

Required: No
TargetMaps

A key-value mapping of document parameters to target resources. Both Targets and
TargetMaps can't be specified together.

Type: Array of string to array of strings maps

Array Members: Minimum number of 0 items. Maximum number of 300 items.
Map Entries: Maximum number of 20 items.

Key Length Constraints: Minimum length of 1. Maximum length of 50.

Array Members: Minimum number of 0 items. Maximum number of 25 items.
Length Constraints: Minimum length of 1. Maximum length of 50.

Required: No
Targets

The targets for the association. You can target managed nodes by using tags, AWS resource
groups, all managed nodes in an AWS account, or individual managed node IDs. You can target
all managed nodes in an AWS account by specifying the InstanceIds key with a value of *.
For more information about choosing targets for an association, see About targets and rate
controls in State Manager associations in the AWS Systems Manager User Guide.
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Type: Array of Target objects
Array Members: Minimum number of 0 items. Maximum number of 5 items.

Required: No

Response Syntax

"AssociationDescription": {
"AlarmConfiguration": {
"Alarms": [

{

"Name": "string"

1,

"IgnorePollAlarmFailure": boolean

I

"ApplyOnlyAtCronInterval": boolean,
"AssociationId": "string",
"AssociationName": "string",
"AssociationVersion": "string",
"AutomationTargetParameterName": "string",
"CalendarNames": [ "string" ],
"ComplianceSeverity": "string",
"Date": number,

"DocumentVersion": "string",
"Duration": number,

"Instanceld": "string",
"LastExecutionDate": number,
"LastSuccessfulExecutionDate": number,
"LastUpdateAssociationDate": number,

"MaxConcurrency": "string",
"MaxErrors": "string",
"Name": "string",

"QutputlLocation": {

"S3Location": {
"QutputS3BucketName": "string",
"OutputS3KeyPrefix": "string",
"QutputS3Region": "string"

iy

"Overview": {
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"AssociationStatusAggregatedCount": {
"string" : number

3,
"DetailedStatus": "string",
"Status": "string"

iy

"Parameters": {
"string" : [ "string" ]
},
"ScheduleExpression": "string",
"ScheduleOffset": number,
"Status": {
"AdditionalInfo": "string",
"Date": number,

Message":
"Name": "string"

"string",

iy
"SyncCompliance": "string",
"TargetlLocations": [

{

"Accounts": [ "string" 1],

"ExecutionRoleName": "string",

"Regions": [ "string" 1],

"TargetlLocationAlarmConfiguration": {
"Alarms": [

{

"Name": "string"

]I

"IgnorePollAlarmFailure": boolean

1,
"TargetlLocationMaxConcurrency": "string",
"TargetlLocationMaxErrors": "string"

]I

"TargetMaps": [
{

"string" : [ "string" ]

1,

"Targets": [
{

K_ex" : "Str.ing" ,
"Values": [ "string" ]
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}
1,
"TriggeredAlarms": [
{
"Name": "string",
"State": "string"
}
]

Response Elements
If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.

AssociationDescription

Information about the association.

Type: AssociationDescription object

Errors

For information about the errors that are common to all actions, see Common Errors.

AssociationAlreadyExists
The specified association already exists.

HTTP Status Code: 400

AssociationLimitExceeded
You can have at most 2,000 active associations.

HTTP Status Code: 400

InternalServerError
An error occurred on the server side.

HTTP Status Code: 500
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InvalidDocument
The specified SSM document doesn't exist.

HTTP Status Code: 400

InvalidDocumentVersion
The document version isn't valid or doesn't exist.

HTTP Status Code: 400

Invalidinstanceld

The following problems can cause this exception:

« You don't have permission to access the managed node.

« AWS Systems Manager Agent (SSM Agent) isn't running. Verify that SSM Agent is running.
» SSM Agent isn't registered with the SSM endpoint. Try reinstalling SSM Agent.

« The managed node isn't in a valid state. Valid states are: Running, Pending, Stopped, and
Stopping. Invalid states are: Shutting-down and Terminated.

HTTP Status Code: 400

InvalidOutputLocation
The output location isn't valid or doesn't exist.

HTTP Status Code: 400

InvalidParameters

You must specify values for all required parameters in the AWS Systems Manager document
(SSM document). You can only supply values to parameters defined in the SSM document.

HTTP Status Code: 400
InvalidSchedule

The schedule is invalid. Verify your cron or rate expression and try again.

HTTP Status Code: 400
InvalidTag

The specified tag key or value isn't valid.
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HTTP Status Code: 400
InvalidTarget

The target isn't valid or doesn't exist. It might not be configured for Systems Manager or you
might not have permission to perform the operation.

HTTP Status Code: 400
InvalidTargetMaps

TargetMap parameter isn't valid.

HTTP Status Code: 400
UnsupportedPlatformType

The document doesn't support the platform type of the given managed node IDs. For example,
you sent an document for a Windows managed node to a Linux node.

HTTP Status Code: 400

Examples

Example
This example illustrates one usage of CreateAssociation.

Sample Request

POST / HTTP/1.1

Host: ssm.us-east-2.amazonaws.com

Accept-Encoding: identity

X-Amz-Target: AmazonSSM.CreateAssociation

Content-Type: application/x-amz-json-1.1

User-Agent: aws-cli/1.17.12 Python/3.6.8 Darwin/18.7.0 botocore/1.14.12

X-Amz-Date: 20200324T140427Z

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20200324/us-east-2/ssm/
aws4_request,

SignedHeaders=content-type;host; x-amz-date; x-amz-target, Signature=39c3b3042cd2aEXAMPLE
Content-Length: 67

"Name": "AWS-UpdateSSMAgent",
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"InstancelId": "i-02573cafcfEXAMPLE"

Sample Response

"AssociationDescription": {

"ApplyOnlyAtCronInterval": false,
"AssociationId": "f7d193fe-7722-4f2b-ac53-d8736EXAMPLE",
"AssociationVersion": "1",
"Date": 1585058668. 255,
"DocumentVersion": "$DEFAULT",
"InstancelId": "i-02573cafcfEXAMPLE",
"LastUpdateAssociationDate": 1585058668.255,
"Name": "AWS-UpdateSSMAgent",
"Overview": {
"DetailedStatus": "Creating",
"Status": "Pending"
},
"Status": {
"Date": 1585058668. 255,
"Message'": "Associated with AWS-UpdateSSMAgent",
"Name": "Associated"
.
"Targets": [
{
"Key": "InstanceIds",
"Values": [
"i-02573cafcfEXAMPLE"

See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the

following:

« AWS Command Line Interface

« AWS SDK for .NET

See Also
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AWS SDK for C++

AWS SDK for Go

AWS SDK for Java V2

AWS SDK for JavaScript V3

AWS SDK for PHP V3
AWS SDK for Python
AWS SDK for Ruby V3

See Also

APl Version 2014-11-06 44


https://docs.aws.amazon.com/goto/SdkForCpp/ssm-2014-11-06/CreateAssociation
https://docs.aws.amazon.com/goto/SdkForGoV1/ssm-2014-11-06/CreateAssociation
https://docs.aws.amazon.com/goto/SdkForJavaV2/ssm-2014-11-06/CreateAssociation
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/ssm-2014-11-06/CreateAssociation
https://docs.aws.amazon.com/goto/SdkForPHPV3/ssm-2014-11-06/CreateAssociation
https://docs.aws.amazon.com/goto/boto3/ssm-2014-11-06/CreateAssociation
https://docs.aws.amazon.com/goto/SdkForRubyV3/ssm-2014-11-06/CreateAssociation

AWS Systems Manager API Reference

CreateAssociationBatch

Associates the specified AWS Systems Manager document (SSM document) with the specified
managed nodes or targets.

When you associate a document with one or more managed nodes using IDs or tags, AWS Systems
Manager Agent (SSM Agent) running on the managed node processes the document and configures
the node as specified.

If you associate a document with a managed node that already has an associated document, the
system returns the AssociationAlreadyExists exception.

Request Syntax

"Entries": [
{
"AlarmConfiguration": {
"Alarms": [

{

"Name": "string"

1,

"IgnorePollAlarmFailure": boolean

I

"ApplyOnlyAtCronInterval": boolean,
"AssociationName": "string",
"AutomationTargetParameterName": "string",
"CalendarNames": [ "string" ],
"ComplianceSeverity": "string",
"DocumentVersion": "string",

"Duration": number,

"InstanceId": "string",
"MaxConcurrency": "string",

"MaxErrors": "string",
"Name": "string",
"QutputlLocation": {

"S3Location": {
"QutputS3BucketName": "string",
"OutputS3KeyPrefix": "string",
"OQutputS3Region": "string"
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},
"Parameters": {
"string" : [ "string" ]
I
"ScheduleExpression": "string",
"ScheduleOffset": number,
"SyncCompliance": "string",
"TargetlLocations": [
{
"Accounts": [ "string" 1,
"ExecutionRoleName": "string",
"Regions": [ "string" 1],
"TargetLocationAlarmConfiguration": {
"Alarms": [
{
"Name": "string"
}
1,
"IgnorePollAlarmFailure": boolean
I
"TargetlLocationMaxConcurrency": "string",
"TargetlLocationMaxErrors": "string"
}
1,
"TargetMaps": [
{
"string" : [ "string" ]
}
1,
"Targets": [
{
"Key": "string",
"Values": [ "string" ]
}
]

Request Parameters

For information about the parameters that are common to all actions, see Common Parameters.

Request Parameters
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The request accepts the following data in JSON format.
Entries

One or more associations.

Type: Array of CreateAssociationBatchRequestEntry objects

Array Members: Minimum number of 1 item.

Required: Yes

Response Syntax

"Failed": [
{

Entry": {
"AlarmConfiguration": {
"Alarms": [

{

"Name": "string"

1,

"IgnorePollAlarmFailure": boolean

}
"ApplyOnlyAtCronInterval": boolean,
"AssociationName": "string",

"AutomationTargetParameterName": "string",

"CalendarNames": [ "string" ],
"ComplianceSeverity": "string",
"DocumentVersion": "string",

"Duration": number,
"Instanceld": "string",
"MaxConcurrency": "string",
"MaxErrors": "string",
"Name": "string",
"QutputlLocation": {

"S3Location": {
"QutputS3BucketName": "string",
"OutputS3KeyPrefix": "string",
"QutputS3Region": "string"

Response Syntax
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}I

"Parameters": {

"string" : [ "string" ]
I
"ScheduleExpression": "string",
"ScheduleOffset": number,
"SyncCompliance": "string",
"TargetLocations": [
{
"Accounts": [ "string" ],
"ExecutionRoleName": "string",
"Regions": [ "string" ],
"TargetLocationAlarmConfiguration": {
"Alarms": [
{
"Name": "string"
}
1,
"IgnorePollAlarmFailure": boolean
I
"TargetlLocationMaxConcurrency": "string",
"TargetlLocationMaxErrors": "string"
}
1,
"TargetMaps": [
{
"string" : [ "string" ]
}
1,
"Targets": [
{
"Key": "string",
"Values": [ "string" ]
}
]

iy

"Fault": "string",
"Message": "string"

15
"Successful": [
{
"AlarmConfiguration": {
"Alarms": [

Response Syntax API Version 2014-11-06 48



AWS Systems Manager

API| Reference

"Name": "string"

1,

"IgnorePollAlarmFailure": boolean

1,

"ApplyOnlyAtCronInterval": boolean,
"AssociationId": "string",
"AssociationName": "string",
"AssociationVersion": "string",

"AutomationTargetParameterName": "string",

"CalendarNames": [ "string" ],
"ComplianceSeverity": "string",
"Date": number,

"DocumentVersion": "string",
"Duration": number,

"Instanceld": "string",
"LastExecutionDate": number,
"LastSuccessfulExecutionDate": number,
"LastUpdateAssociationDate": number,

"MaxConcurrency": "string",
"MaxErrors": "string",
"Name": "string",

"QutputlLocation": {

"S3Location": {
"QutputS3BucketName": "string",
"OutputS3KeyPrefix": "string",
"QutputS3Region": "string"

.
"Overview": {
"AssociationStatusAggregatedCount": {

"string" : number

I

"DetailedStatus": "string",

"Status": "string"
},
"Parameters": {

"string" : [ "string" ]
I
"ScheduleExpression": "string",
"ScheduleOffset": number,
"Status": {

"AdditionalInfo": "string",

Response Syntax
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"Date": number,
"Message": "string",

"Name": "string"
1,
"SyncCompliance": "string",
"TargetLocations": [
{
"Accounts": [ "string" ],
"ExecutionRoleName": "string",
"Regions": [ "string" ],
"TargetLocationAlarmConfiguration": {
"Alarms": [
{
"Name": "string"
}
1,
"IgnorePollAlarmFailure": boolean
1,
"TargetlLocationMaxConcurrency": "string",
"TargetlLocationMaxErrors": "string"
}
1,
"TargetMaps": [
{
"string" : [ "string" ]
}
1,
"Targets": [
{
"Key": "string",
"Values": [ "string" ]
}
1,
"TriggeredAlarms": [
{
"Name": "string",
"State": "string"
}
]
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Response Elements
If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.
Failed
Information about the associations that failed.

Type: Array of FailedCreateAssociation objects

Successful
Information about the associations that succeeded.

Type: Array of AssociationDescription objects

Errors

For information about the errors that are common to all actions, see Common Errors.

AssociationLimitExceeded
You can have at most 2,000 active associations.

HTTP Status Code: 400

Duplicatelnstanceld
You can't specify a managed node ID in more than one association.

HTTP Status Code: 400

InternalServerError
An error occurred on the server side.

HTTP Status Code: 500

InvalidDocument
The specified SSM document doesn't exist.

HTTP Status Code: 400
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InvalidDocumentVersion
The document version isn't valid or doesn't exist.

HTTP Status Code: 400

Invalidinstanceld

The following problems can cause this exception:

» You don't have permission to access the managed node.

« AWS Systems Manager Agent (SSM Agent) isn't running. Verify that SSM Agent is running.
« SSM Agent isn't registered with the SSM endpoint. Try reinstalling SSM Agent.

« The managed node isn't in a valid state. Valid states are: Running, Pending, Stopped, and
Stopping. Invalid states are: Shutting-down and Terminated.

HTTP Status Code: 400

InvalidOutputLocation
The output location isn't valid or doesn't exist.

HTTP Status Code: 400

InvalidParameters

You must specify values for all required parameters in the AWS Systems Manager document
(SSM document). You can only supply values to parameters defined in the SSM document.

HTTP Status Code: 400
InvalidSchedule

The schedule is invalid. Verify your cron or rate expression and try again.

HTTP Status Code: 400
InvalidTarget

The target isn't valid or doesn't exist. It might not be configured for Systems Manager or you
might not have permission to perform the operation.

HTTP Status Code: 400
InvalidTargetMaps

TargetMap parameter isn't valid.
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HTTP Status Code: 400

UnsupportedPlatformType

The document doesn't support the platform type of the given managed node IDs. For example,

you sent an document for a Windows managed node to a Linux node.

HTTP Status Code: 400

Examples

Example
This example illustrates one usage of CreateAssociationBatch.

Sample Request

POST / HTTP/1.1

Host: ssm.us-east-2.amazonaws.com

Accept-Encoding: identity

X-Amz-Target: AmazonSSM.CreateAssociationBatch

Content-Type: application/x-amz-json-1.1

User-Agent: aws-cli/1.17.12 Python/3.6.8 Darwin/18.7.0 botocore/1.14.12
X-Amz-Date: 20200324T1424467

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20200324/us-east-2/ssm/

aws4_request,

SignedHeaders=content-type;host; x-amz-date; x-amz-target, Signature=39c3b3042cd2aEXAMPLE

Content-Length: 151

{
"Entries": [
{
"InstanceId": "i-0471e@424QEXAMPLE",
"Name": "AWS-UpdateSSMAgent"
3,
{
"InstanceId": "i-07782c72faEXAMPLE",
"Name": "AWS-UpdateSSMAgent"
}
]
}

Examples
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Sample Response

"Failed": [],
"Successful": [

{

"ApplyOnlyAtCronInterval": false,
"AssociationId": "33858bec-0c55-4547-a0@54-eb5fcEXAMPLE",
"AssociationVersion": "1",
"Date": 1585059887.692,
"DocumentVersion": "$DEFAULT",
"InstanceId": "i-0471e0424QEXAMPLE",
"LastUpdateAssociationDate": 1585059887.692,
"Name": "AWS-UpdateSSMAgent",
"Overview": {

"DetailedStatus": "Creating",

"Status": "Pending"

},
"Status": {
"Date": 1585059887.692,
"Message'": "Associated with AWS-UpdateSSMAgent",
"Name": "Associated"
.
"Targets": [
{
"Key": "InstanceIds",
"Values": [
"i-0471e0424QEXAMPLE"
]
}
]

"ApplyOnlyAtCronInterval": false,
"AssociationId": "eQe@a®62-3dcb-4b3e-bb2b-d@1b4EXAMPLE",
"AssociationVersion": "1",
"Date": 1585059887.726,
"DocumentVersion": "$DEFAULT",
"InstancelId": "i-07782c72faEXAMPLE",
"LastUpdateAssociationDate": 1585059887.726,
"Name": "AWS-UpdateSSMAgent",
"Overview": {

"DetailedStatus": "Creating",

"Status": "Pending"

Examples
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},
"Status": {
"Date": 1585059887.726,
"Message": "Associated with AWS-UpdateSSMAgent",
"Name": "Associated"
I
"Targets": [
{
"Key": "InstancelIds",
"Values": [
"i-07782c72faEXAMPLE"
]
}
]
}
]
}
See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the
following:

o AWS Command Line Interface
o AWS SDK for .NET

« AWS SDK for C++

» AWS SDK for Go

« AWS SDK for Java V2

» AWS SDK for JavaScript V3

« AWS SDK for PHP V3

« AWS SDK for Python

o AWS SDK for Ruby V3
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CreateDocument

Creates a AWS Systems Manager (SSM document). An SSM document defines the actions that
Systems Manager performs on your managed nodes. For more information about SSM documents,
including information about supported schemas, features, and syntax, see AWS Systems Manager
Documents in the AWS Systems Manager User Guide.

Request Syntax

{
"Attachments": [
{
"Key": "string",
"Name": "string",
"Values": [ "string" 1]
}
1,
"Content": "string",
"DisplayName": "string",
"DocumentFormat": "string",
"DocumentType": "string",
"Name": "string",
"Requires": [
{
"Name": "string",
"RequireType": "string",
"Version": "string",
"VersionName": "string"
}
1,
"Tags": [
{
"Key": "string",
"Value": "string"
}
1,
"TargetType": "string",
"VersionName": "string"
}
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Request Parameters

For information about the parameters that are common to all actions, see Common Parameters.

The request accepts the following data in JSON format.

Attachments

A list of key-value pairs that describe attachments to a version of a document.

Type: Array of AttachmentsSource objects

Array Members: Minimum number of 0 items. Maximum number of 20 items.

Required: No

Content

The content for the new SSM document in JSON or YAML format. The content of the document
must not exceed 64KB. This quota also includes the content specified for input parameters at
runtime. We recommend storing the contents for your new document in an external JSON or
YAML file and referencing the file in a command.

For examples, see the following topics in the AWS Systems Manager User Guide.

e Create an SSM document (console)

e Create an SSM document (command line)

o Create an SSM document (API)

Type: String
Length Constraints: Minimum length of 1.

Required: Yes
DisplayName

An optional field where you can specify a friendly name for the SSM document. This value can
differ for each version of the document. You can update this value at a later time using the
UpdateDocument operation.

Type: String

Length Constraints: Maximum length of 1024.
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Pattern: A[\w\.\-\:\/ 1*$

Required: No

DocumentFormat

Specify the document format for the request. The document format can be JSON, YAML, or
TEXT. JSON is the default format.

Type: String
Valid Values: YAML | JSON | TEXT

Required: No

DocumentType

The type of document to create.

(® Note

The DeploymentStrategy document type is an internal-use-only document type
reserved for AWS AppConfig.

Type: String

Valid Values: Command | Policy | Automation | Session | Package |
ApplicationConfiguration | ApplicationConfigurationSchema |
DeploymentStrategy | ChangeCalendar | Automation.ChangeTemplate
| ProblemAnalysis | ProblemAnalysisTemplate | CloudFormation |
ConformancePackTemplate | QuickSetup

Required: No

Name

A name for the SSM document.

/A Important

You can't use the following strings as document name prefixes. These are reserved by
AWS for use as document name prefixes:

e aAws
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e amazon

e amzn

Type: String
Pattern: A[a-zA-Z0-9_\-.]1{3,128}%

Required: Yes
Requires

A list of SSM documents required by a document. This parameter is used exclusively by AWS
AppConfig. When a user creates an AWS AppConfig configuration in an SSM document,

the user must also specify a required document for validation purposes. In this case, an
ApplicationConfiguration document requires an ApplicationConfigurationSchema
document for validation purposes. For more information, see What is AWS AppConfig? in the
AWS AppConfig User Guide.

Type: Array of DocumentRequires objects

Array Members: Minimum number of 1 item.

Required: No
Tags

Optional metadata that you assign to a resource. Tags enable you to categorize a resource in
different ways, such as by purpose, owner, or environment. For example, you might want to tag
an SSM document to identify the types of targets or the environment where it will run. In this
case, you could specify the following key-value pairs:

« Key=0S,Value=Windows

« Key=Environment,Value=Production

® Note

To add tags to an existing SSM document, use the AddTagsToResource operation.

Type: Array of Tag objects

Array Members: Maximum number of 1000 items.
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Required: No
TargetType

Specify a target type to define the kinds of resources the document can run on. For example, to
run a document on EC2 instances, specify the following value: /AWS: :EC2: : Instance. If you
specify a value of '/' the document can run on all types of resources. If you don't specify a value,
the document can't run on any resources. For a list of valid resource types, see AWS resource
and property types reference in the AWS CloudFormation User Guide.

Type: String
Length Constraints: Maximum length of 200.

Pattern: "\/[\w\.\-\:\/]1*$

Required: No

VersionName

An optional field specifying the version of the artifact you are creating with the document. For
example, Releasel2. 1. This value is unique across all versions of a document, and can't be
changed.

Type: String
Pattern: A[a-zA-Z0-9 \-.]1{1,128}$%

Required: No

Response Syntax

{

"DocumentDescription": {
"ApprovedVersion": "string",
"AttachmentsInformation": [

{
"Name": "string"
}
1,
"Author": "string",

Category": [ "string" 1],

CategoryEnum": [ "string" 1],
"CreatedDate": number,

Response Syntax API Version 2014-11-06 60


https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-template-resource-type-ref.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-template-resource-type-ref.html

AWS Systems Manager API Reference

"DefaultVersion": "string",

"Description": "string",

DisplayName": "string",
"DocumentFormat": "string",

DocumentType": "string",
"DocumentVersion": "string",

"Hash": "string",
"HashType": "string",
"LatestVersion": "string",
"Name": "string",

"Owner": "string",
"Parameters": [
{
"DefaultValue": "string",
"Description": "string",
"Name": "string",
" "string"

Type":

1,
"PendingReviewVersion": "string",
"PlatformTypes": [ "string" ],
"Requires": [

{

"Name": "string",
"RequireType": "string",
"Version": "string",
"VersionName": "string"

]I

"ReviewInformation": [

{

"ReviewedTime": number,
"Reviewer": "string",
"Status": "string"

1,

"ReviewStatus": "string",
"SchemaVersion": "string",
"Shal": "string",
"Status": "string",

"StatusInformation": "string",
"Tags": [
{

K_exll: Ilstringll’
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"Value": "string"
}
1,
"TargetType": "string",
"VersionName": "string"

Response Elements

If the action is successful, the service sends back an HTTP 200 response.

The following data is returned in JSON format by the service.

DocumentDescription

Information about the SSM document.

Type: DocumentDescription object

Errors

For information about the errors that are common to all actions, see Common Errors.

DocumentAlreadyExists
The specified document already exists.

HTTP Status Code: 400

DocumentLimitExceeded
You can have at most 500 active SSM documents.

HTTP Status Code: 400

InternalServerError
An error occurred on the server side.

HTTP Status Code: 500

InvalidDocumentContent

The content for the document isn't valid.
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HTTP Status Code: 400

InvalidDocumentSchemaVersion
The version of the document schema isn't supported.

HTTP Status Code: 400

MaxDocumentSizeExceeded
The size limit of a document is 64 KB.

HTTP Status Code: 400

Examples

Example
This example illustrates one usage of CreateDocument.

Sample Request

POST / HTTP/1.1

Host: ssm.us-east-2.amazonaws.com

Accept-Encoding: identity

X-Amz-Target: AmazonSSM.CreateDocument

Content-Type: application/x-amz-json-1.1

User-Agent: aws-cli/1.17.12 Python/3.6.8 Darwin/18.7.0 botocore/1.14.12

X-Amz-Date: 20200324T145550Z

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20200324/us-east-2/ssm/
aws4_request,

SignedHeaders=content-type;host; x-amz-date; x-amz-target, Signature=39c3b3042cd2aEXAMPLE
Content-Length: 963

{
"Content": "---\ndescription: \"Example\'"\nschemaVersion: '@.3'\nassumeRole:
\"{{ AutomationAssumeRole }}\"--truncated--",
"Name": "Example",
"DocumentType": "Automation",
"DocumentFormat": "YAML"
}
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Sample Response

"DocumentDescription": {
"CreatedDate": 1585061751.738,

"DefaultVersion": "1",

"Description": "Custom Automation Example",
"DocumentFormat": "YAML",

"DocumentType": "Automation",
"DocumentVersion": "1",

"Hash": "@d3d879b3ca072e03c12638d0255ebd004d2c65bd318f8354fcde82@dEXAMPLE",
"HashType": "Sha256",
"LatestVersion": "1",
"Name": "Example",
"Owner": "111122223333",
"Parameters": [
{

"DefaultValue": "",

"Description": "(Optional) The ARN of the role that allows Automation
to perform the actions on your behalf. If no role is specified, Systems Manager
Automation uses your IAM permissions to execute this document.",

"Name": "AutomationAssumeRole",

"Type": "String"

},
{
"DefaultValue": "",
"Description": "(Required) The Instance Id to create an image of.",
"Name": "InstanceIld",
"Type": "String"
}
1,
"PlatformTypes": [
"Windows",
"Linux"
1,
"SchemaVersion": "0.3",
"Status": "Creating",
"Tags": []
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See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the
following:

o AWS Command Line Interface
o AWS SDK for .NET

« AWS SDK for C++

« AWS SDK for Go

« AWS SDK for Java V2

« AWS SDK for JavaScript V3

o AWS SDK for PHP V3

« AWS SDK for Python

o AWS SDK for Ruby V3
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CreateMaintenanceWindow

Creates a new maintenance window.

(® Note

The value you specify for Duration determines the specific end time for the maintenance
window based on the time it begins. No maintenance window tasks are permitted to

start after the resulting endtime minus the number of hours you specify for Cutoff. For
example, if the maintenance window starts at 3 PM, the duration is three hours, and the
value you specify for Cutoff is one hour, no maintenance window tasks can start after 5
PM.

Request Syntax

"AllowUnassociatedTargets": boolean,
"ClientToken": "string",
"Cutoff": number,
"Description": "string",
"Duration": number,
"EndDate": "string",
"Name": "string",
"Schedule": "string",
"ScheduleOffset": number,
"ScheduleTimezone": "string",
"StartDate": "string",
"Tags": [

{

"Key": "string",
"Value": "string"

Request Parameters

For information about the parameters that are common to all actions, see Common Parameters.

The request accepts the following data in JSON format.
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AllowUnassociatedTargets

Enables a maintenance window task to run on managed nodes, even if you haven't registered
those nodes as targets. If enabled, then you must specify the unregistered managed nodes (by
node ID) when you register a task with the maintenance window.

If you don't enable this option, then you must specify previously-registered targets when you
register a task with the maintenance window.

Type: Boolean

Required: Yes
ClientToken

User-provided idempotency token.
Type: String
Length Constraints: Minimum length of 1. Maximum length of 64.

Required: No
Cutoff

The number of hours before the end of the maintenance window that AWS Systems Manager
stops scheduling new tasks for execution.

Type: Integer
Valid Range: Minimum value of 0. Maximum value of 23.

Required: Yes
Description

An optional description for the maintenance window. We recommend specifying a description
to help you organize your maintenance windows.

Type: String
Length Constraints: Minimum length of 1. Maximum length of 128.

Required: No

Request Parameters API Version 2014-11-06 67



AWS Systems Manager API Reference

Duration
The duration of the maintenance window in hours.
Type: Integer
Valid Range: Minimum value of 1. Maximum value of 24.

Required: Yes
EndDate

The date and time, in ISO-8601 Extended format, for when you want the maintenance
window to become inactive. EndDate allows you to set a date and time in the future when the
maintenance window will no longer run.

Type: String

Required: No

Name

The name of the maintenance window.

Type: String

Length Constraints: Minimum length of 3. Maximum length of 128.
Pattern: A[a-zA-Z0-9_\-.]1{3,128}%

Required: Yes
Schedule

The schedule of the maintenance window in the form of a cron or rate expression.
Type: String
Length Constraints: Minimum length of 1. Maximum length of 256.

Required: Yes
ScheduleOffset

The number of days to wait after the date and time specified by a cron expression before
running the maintenance window.
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For example, the following cron expression schedules a maintenance window to run on the third
Tuesday of every month at 11:30 PM.

cron(30 23 ? * TUE#3 *)

If the schedule offset is 2, the maintenance window won't run until two days later.
Type: Integer

Valid Range: Minimum value of 1. Maximum value of 6.

Required: No

ScheduleTimezone

The time zone that the scheduled maintenance window executions are based on, in Internet
Assigned Numbers Authority (IANA) format. For example: "America/Los_Angeles", "UTC", or
"Asia/Seoul". For more information, see the Time Zone Database on the IANA website.

Type: String

Required: No
StartDate

The date and time, in ISO-8601 Extended format, for when you want the maintenance window
to become active. StartDate allows you to delay activation of the maintenance window until
the specified future date.

Type: String

Required: No
Tags

Optional metadata that you assign to a resource. Tags enable you to categorize a resource in
different ways, such as by purpose, owner, or environment. For example, you might want to
tag a maintenance window to identify the type of tasks it will run, the types of targets, and the
environment it will run in. In this case, you could specify the following key-value pairs:

« Key=TaskType,Value=AgentUpdate
« Key=0S,Value=Windows

« Key=Environment,Value=Production
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® Note

To add tags to an existing maintenance window, use the AddTagsToResource operation.

Type: Array of Tag objects
Array Members: Maximum number of 1000 items.

Required: No

Response Syntax

"WindowId": "string"

Response Elements
If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.
Windowld

The ID of the created maintenance window.

Type: String

Length Constraints: Fixed length of 20.

Pattern: "mw-[0-9a-f]1{17}$

Errors

For information about the errors that are common to all actions, see Common Errors.

IdempotentParameterMismatch

Error returned when an idempotent operation is retried and the parameters don't match the
original call to the API with the same idempotency token.
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HTTP Status Code: 400

InternalServerError
An error occurred on the server side.

HTTP Status Code: 500

ResourceLimitExceededException

Error returned when the caller has exceeded the default resource quotas. For example, too
many maintenance windows or patch baselines have been created.

For information about resource quotas in Systems Manager, see Systems Manager service

quotas in the Amazon Web Services General Reference.

HTTP Status Code: 400

Examples

Example
This example illustrates one usage of CreateMaintenanceWindow.

Sample Request

POST / HTTP/1.1

Host: ssm.us-east-2.amazonaws.com

Accept-Encoding: identity

Content-Length: 186

X-Amz-Target: AmazonSSM.CreateMaintenanceWindow

X-Amz-Date: 20180312T201809Z

User-Agent: aws-cli/1.11.180 Python/2.7.9 Windows/8 botocore/1.7.38

Content-Type: application/x-amz-json-1.1

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20180312/us-east-2/ssm/
aws4_request,

SignedHeaders=content-type;host; x-amz-date; x-amz-target, Signature=39c3b3042cd2aEXAMPLE

"Name": "My-Development-Maintenance-Window",
"Cutoff": 2,

"Schedule": "cron(@ 12 ? * WED *)",
"AllowUnassociatedTargets": true,
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"Duration": 6,

"Tags": [
{
"Key": "Environment",
"Value": "Development"
}

1,
"ClientToken": "aalb2cde-27e3-42ff-9cac-99380EXAMPLE"

Sample Response

{
"WindowId": "mw-0c50858d@1EXAMPLE"
}
See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the
following:

o AWS Command Line Interface
o AWS SDK for .NET

« AWS SDK for C++

« AWS SDK for Go

« AWS SDK for Java V2

» AWS SDK for JavaScript V3

« AWS SDK for PHP V3

« AWS SDK for Python

« AWS SDK for Ruby V3
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CreateOpsltem

Creates a new Opsltem. You must have permission in AWS Identity and Access Management
(IAM) to create a new Opsltem. For more information, see Set up OpsCenter in the AWS Systems
Manager User Guide.

Operations engineers and IT professionals use AWS Systems Manager OpsCenter to view,
investigate, and remediate operational issues impacting the performance and health of their
AWS resources. For more information, see AWS Systems Manager OpsCenter in the AWS Systems
Manager User Guide.

Request Syntax

"AccountId": "string",
"ActualEndTime": number,
"ActualStartTime": number,

"Category": "string",

Description": "string",
"Notifications": [

{
"Arn": "string"
}
1,
"OperationalData": {
"string" : {
"Type": "string",
"Value": "string"
}
},
"OpsItemType": "string",

"PlannedEndTime": number,
"PlannedStartTime": number,

"Priority": number,
"RelatedOpsItems": [

{
"OpsItemId": "string"
}
1,
"Severity": "string",
"Source": "string",
"Tags": [
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{
IIK_eXII: "String",
"Value": "string"
}

]I

"Title": "string"

Request Parameters

For information about the parameters that are common to all actions, see Common Parameters.

The request accepts the following data in JSON format.

Accountld

The target AWS account where you want to create an Opsltem. To make this call, your account
must be configured to work with Opsltems across accounts. For more information, see Set up
OpsCenter in the AWS Systems Manager User Guide.

Type: String
Pattern: A[0-9]1{12}$%

Required: No
ActualEndTime

The time a runbook workflow ended. Currently reported only for the Opsltem type /aws/
changerequest.

Type: Timestamp

Required: No
ActualStartTime

The time a runbook workflow started. Currently reported only for the Opsltem type /aws/
changerequest.

Type: Timestamp

Required: No
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Category

Specify a category to assign to an Opsltem.

Type: String

Length Constraints: Minimum length of 1. Maximum length of 64.
Pattern: A(?!\s*$) .+

Required: No
Description

User-defined text that contains information about the Opsitem, in Markdown format.

(® Note

Provide enough information so that users viewing this Opsltem for the first time
understand the issue.

Type: String
Length Constraints: Minimum length of 1. Maximum length of 2048.
Pattern: [\s\S]*\S[\s\S]*

Required: Yes

Notifications

The Amazon Resource Name (ARN) of an SNS topic where notifications are sent when this
Opsltem is edited or changed.

Type: Array of OpsltemNotification objects

Required: No

OperationalData

Operational data is custom data that provides useful reference details about the Opsltem. For
example, you can specify log files, error strings, license keys, troubleshooting tips, or other
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relevant data. You enter operational data as key-value pairs. The key has a maximum length of
128 characters. The value has a maximum size of 20 KB.

/A Important

Operational data keys can't begin with the following: amazon, aws, amzn, ssm, /
amazon, /aws, /amzn, /ssm.

You can choose to make the data searchable by other users in the account or you can restrict
search access. Searchable data means that all users with access to the Opsltem Overview page
(as provided by the DescribeOpsltems API operation) can view and search on the specified data.

Operational data that isn't searchable is only viewable by users who have access to the Opsltem
(as provided by the GetOpsltem API operation).

Use the /aws/resources key in OperationalData to specify a related resource in the request.
Use the /aws/automations key in OperationalData to associate an Automation runbook with
the Opsltem. To view AWS CLI example commands that use these keys, see Create Opsltems

manually in the AWS Systems Manager User Guide.

Type: String to OpsltemDataValue object map

Key Length Constraints: Minimum length of 1. Maximum length of 128.
Key Pattern: A(?!\s*$) .+

Required: No
OpsltemType

The type of Opsltem to create. Systems Manager supports the following types of Opsltems:

e« /aws/issue

This type of Opsltem is used for default Opsitems created by OpsCenter.

« /aws/changerequest

This type of Opsltem is used by Change Manager for reviewing and approving or rejecting
change requests.

e /aws/insight
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This type of Opsltem is used by OpsCenter for aggregating and reporting on duplicate
Opsltems.

Type: String

Required: No
PlannedEndTime

The time specified in a change request for a runbook workflow to end. Currently supported only
for the Opsltem type /aws/changerequest.

Type: Timestamp

Required: No

PlannedStartTime

The time specified in a change request for a runbook workflow to start. Currently supported
only for the Opsltem type /aws/changerequest.

Type: Timestamp
Required: No
Priority
The importance of this Opsltem in relation to other Opsltems in the system.
Type: Integer
Valid Range: Minimum value of 1. Maximum value of 5.

Required: No
RelatedOpsltems

One or more Opsltems that share something in common with the current Opsltems. For
example, related Opsltems can include Opsltems with similar error messages, impacted
resources, or statuses for the impacted resource.

Type: Array of RelatedOpsltem objects

Required: No
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Severity

Specify a severity to assign to an Opsltem.

Type: String

Length Constraints: Minimum length of 1. Maximum length of 64.
Pattern: A(?!\s*$) .+

Required: No

Source

The origin of the Opsltem, such as Amazon EC2 or Systems Manager.

(@ Note

The source name can't contain the following strings: aws, amazon, and amzn.

Type: String
Length Constraints: Minimum length of 1. Maximum length of 128.
Pattern: A(?!\s*$).+

Required: Yes
Tags

Optional metadata that you assign to a resource.
Tags use a key-value pair. For example:

Key=Department,Value=Finance

/A Important
To add tags to a new Opsltem, a user must have IAM permissions for both the
ssm:CreateOpsItems operation and the ssm:AddTagsToResource operation. To
add tags to an existing Opsltem, use the AddTagsToResource operation.
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Type: Array of Tag objects
Array Members: Maximum number of 1000 items.

Required: No
Title

A short heading that describes the nature of the Opsltem and the impacted resource.

Type: String
Length Constraints: Minimum length of 1. Maximum length of 1024.
Pattern: A(?!\s*$) .+

Required: Yes

Response Syntax

{
"OpsItemArn": "string",
"OpsItemId": "string"

}

Response Elements

If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.
OpsltemArn

The Opsltem Amazon Resource Name (ARN).

Type: String

Length Constraints: Minimum length of 20. Maximum length of 2048.

Pattern: arn: (aws[a-zA-Z-]1*)?:ssm:[a-z0-9-\.]1{0,63}:[0-9]{12}:0opsitem.*

Opsltemid

The ID of the Opsltem.

Response Syntax
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Type: String

Errors

For information about the errors that are common to all actions, see Common Errors.

InternalServerError
An error occurred on the server side.

HTTP Status Code: 500

OpsltemAccessDeniedException

You don't have permission to view Opsltems in the specified account. Verify that your account is
configured either as a Systems Manager delegated administrator or that you are logged into the
AWS Organizations management account.

HTTP Status Code: 400
OpsltemAlreadyExistsException

The Opsltem already exists.

HTTP Status Code: 400

OpsltemInvalidParameterException
A specified parameter argument isn't valid. Verify the available arguments and try again.

HTTP Status Code: 400

OpsltemLimitExceededException
The request caused Opsltems to exceed one or more quotas.

HTTP Status Code: 400

Examples

Example

This example illustrates one usage of CreateOpsltem.
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Sample Request

POST / HTTP/1.1

Host: ssm.us-east-2.amazonaws.com

Accept-Encoding: identity

X-Amz-Target: AmazonSSM.CreateOpsItem

Content-Type: application/x-amz-json-1.1

User-Agent: aws-cli/1.17.12 Python/3.6.8 Darwin/18.7.0 botocore/1.14.12
X-Amz-Date: 20200401T161257Z

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20200401/us-east-2/
ssm/aws4_request,
SignedHeaders=content-type;host; x-amz-date; x-amz-target,
Signature=39c3b3042cd2aEXAMPLE

Content-Length: 80

{
"Description": "Example Ops Item",
"Source": "SSM",
"Title": "DocumentDeleted"

}

Sample Response

{{
"OpsItemId": "oi-1f@5QEXAMPLE"
}
See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the
following:

o AWS Command Line Interface
« AWS SDK for .NET

« AWS SDK for C++

« AWS SDK for Go

« AWS SDK for Java V2

« AWS SDK for JavaScript V3

« AWS SDK for PHP V3
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« AWS SDK for Python
o AWS SDK for Ruby V3

See Also API Version 2014-11-06 82
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CreateOpsMetadata

If you create a new application in Application Manager, AWS Systems Manager calls this API
operation to specify information about the new application, including the application type.

Request Syntax

{
"Metadata": {
"string" : {
"Value": "string"
}
.
"ResourceId": "string",
"Tags": [
{
"Key": "string",
"Value": "string"
}
]
}

Request Parameters

For information about the parameters that are common to all actions, see Common Parameters.

The request accepts the following data in JSON format.

Metadata
Metadata for a new Application Manager application.

Type: String to MetadataValue object map

Map Entries: Maximum number of 5 items.
Key Length Constraints: Minimum length of 1. Maximum length of 256.
Key Pattern: A(?!\s*$) .+

Required: No
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Resourceld
A resource ID for a new Application Manager application.
Type: String
Length Constraints: Minimum length of 1. Maximum length of 1024.
Pattern: A(?!\s*$) .+

Required: Yes
Tags

Optional metadata that you assign to a resource. You can specify a maximum of five tags for

an OpsMetadata object. Tags enable you to categorize a resource in different ways, such as by
purpose, owner, or environment. For example, you might want to tag an OpsMetadata object to
identify an environment or target AWS Region. In this case, you could specify the following key-
value pairs:

« Key=Environment,Value=Production

» Key=Region,Value=us-east-2
Type: Array of Tag objects
Array Members: Maximum number of 1000 items.

Required: No

Response Syntax

"OpsMetadataAzn": "string"

Response Elements
If the action is successful, the service sends back an HTTP 200 response.

The following data is returned in JSON format by the service.
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OpsMetadataArn

The Amazon Resource Name (ARN) of the OpsMetadata Object or blob created by the call.
Type: String

Length Constraints: Minimum length of 1. Maximum length of 1011.

Pattern: arn: (aws[a-zA-Z-]*)?:ssm:[a-z0-9-\.]{0,63}:[a-z0-9-\.]

{0,63}:0psmetadata\/([a-zA-Z0-9-_\.\/1%)

Errors

For information about the errors that are common to all actions, see Common Errors.

InternalServerError
An error occurred on the server side.

HTTP Status Code: 500
OpsMetadataAlreadyExistsException

An OpsMetadata object already exists for the selected resource.

HTTP Status Code: 400
OpsMetadatalnvalidArgumentException

One of the arguments passed is invalid.

HTTP Status Code: 400
OpsMetadataLimitExceededException

Your account reached the maximum number of OpsMetadata objects allowed by Application
Manager. The maximum is 200 OpsMetadata objects. Delete one or more OpsMetadata object
and try again.

HTTP Status Code: 400
OpsMetadataTooManyUpdatesException

The system is processing too many concurrent updates. Wait a few moments and try again.
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HTTP Status Code: 400

See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the
following:

o AWS Command Line Interface
o AWS SDK for .NET

« AWS SDK for C++

« AWS SDK for Go

« AWS SDK for Java V2

« AWS SDK for JavaScript V3

o AWS SDK for PHP V3

« AWS SDK for Python

o AWS SDK for Ruby V3
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CreatePatchBaseline
Creates a patch baseline.
(® Note

For information about valid key-value pairs in PatchFilters for each supported
operating system type, see PatchFilter.

Request Syntax

{
"ApprovalRules": {
"PatchRules": [
{
"ApproveAfterDays": number,
"ApproveUntilDate": "string",
"CompliancelLevel": "string",
"EnableNonSecurity": boolean,
"PatchFilterGroup": {
"PatchFilters": [
{
"Key": "string",
"Values": [ "string" 1]
}
]
}
}
]
I
"ApprovedPatches": [ "string" 1],
"ApprovedPatchesCompliancelLevel": "string",
"ApprovedPatchesEnableNonSecurity": boolean,
"ClientToken": "string",

Description": "string",
"GlobalFilters": {

"PatchFilters": [

{
IlK_exll: "String",
"Values": [ "string" 1]
}
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]

I

"Name": "string",
"OperatingSystem": "string",
"RejectedPatches": [ "string" 1],
"RejectedPatchesAction": "string",

"Sources": [
{
"Configuration": "string",
"Name": "string",
"Products": [ "string" 1]

1,
n agsll: [
{

"Key": "string",
"Value": "string"

Request Parameters

For information about the parameters that are common to all actions, see Common Parameters.

The request accepts the following data in JSON format.

ApprovalRules

A set of rules used to include patches in the baseline.

Type: PatchRuleGroup object

Required: No
ApprovedPatches

A list of explicitly approved patches for the baseline.

For information about accepted formats for lists of approved patches and rejected patches,
see About package name formats for approved and rejected patch lists in the AWS Systems

Manager User Guide.

Type: Array of strings
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Array Members: Minimum number of 0 items. Maximum number of 50 items.
Length Constraints: Minimum length of 1. Maximum length of 100.

Required: No

ApprovedPatchesComplianceLevel

Defines the compliance level for approved patches. When an approved patch is reported as
missing, this value describes the severity of the compliance violation. The default value is

UNSPECIFIED.
Type: String
Valid Values: CRITICAL | HIGH | MEDIUM | LOW | INFORMATIONAL | UNSPECIFIED

Required: No
ApprovedPatchesEnableNonSecurity

Indicates whether the list of approved patches includes non-security updates that should be
applied to the managed nodes. The default value is false. Applies to Linux managed nodes

only.
Type: Boolean

Required: No
ClientToken

User-provided idempotency token.
Type: String
Length Constraints: Minimum length of 1. Maximum length of 64.

Required: No
Description

A description of the patch baseline.
Type: String
Length Constraints: Minimum length of 1. Maximum length of 1024.

Required: No
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GlobalFilters

A set of global filters used to include patches in the baseline.

Type: PatchFilterGroup object

Required: No

Name

The name of the patch baseline.

Type: String

Length Constraints: Minimum length of 3. Maximum length of 128.
Pattern: A[a-zA-Z0-9_\-.]1{3,128}%

Required: Yes
OperatingSystem

Defines the operating system the patch baseline applies to. The default value is WINDOWS.
Type: String

Valid Values: WINDOWS | AMAZON_LINUX | AMAZON_LINUX_2 | AMAZON_LINUX_2022 |
UBUNTU | REDHAT_ENTERPRISE_LINUX | SUSE | CENTOS | ORACLE_LINUX | DEBIAN
| MACOS | RASPBIAN | ROCKY_LINUX | ALMA_LINUX | AMAZON_LINUX_2023

Required: No
RejectedPatches

A list of explicitly rejected patches for the baseline.

For information about accepted formats for lists of approved patches and rejected patches,
see About package name formats for approved and rejected patch lists in the AWS Systems
Manager User Guide.

Type: Array of strings
Array Members: Minimum number of 0 items. Maximum number of 50 items.
Length Constraints: Minimum length of 1. Maximum length of 100.

Required: No
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RejectedPatchesAction

The action for Patch Manager to take on patches included in the RejectedPackages list.

o ALLOW_AS_DEPENDENCY : A package in the Rejected patches list is installed only if it is a
dependency of another package. It is considered compliant with the patch baseline, and its
status is reported as InstalledOther. This is the default action if no option is specified.

« BLOCK: Packages in the Rejected patches list, and packages that include them as
dependencies, aren't installed by Patch Manager under any circumstances. If a package was
installed before it was added to the Rejected patches list, or is installed outside of Patch
Manager afterward, it's considered noncompliant with the patch baseline and its status is
reported as InstalledRejected.

Type: String
Valid Values: ALLOW_AS_DEPENDENCY | BLOCK

Required: No
Sources

Information about the patches to use to update the managed nodes, including target operating
systems and source repositories. Applies to Linux managed nodes only.

Type: Array of PatchSource objects
Array Members: Minimum number of 0 items. Maximum number of 20 items.

Required: No
Tags

Optional metadata that you assign to a resource. Tags enable you to categorize a resource in
different ways, such as by purpose, owner, or environment. For example, you might want to tag
a patch baseline to identify the severity level of patches it specifies and the operating system
family it applies to. In this case, you could specify the following key-value pairs:

« Key=PatchSeverity,Value=Critical
+ Key=0S,Value=Windows

(® Note

To add tags to an existing patch baseline, use the AddTagsToResource operation.
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Type: Array of Tag objects
Array Members: Maximum number of 1000 items.

Required: No

Response Syntax

"BaselineId": "string"

Response Elements
If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.
Baselineld

The ID of the created patch baseline.

Type: String

Length Constraints: Minimum length of 20. Maximum length of 128.

Pattern: A[a-zA-Z0-9_\-:/1{20,128}%

Errors

For information about the errors that are common to all actions, see Common Errors.

IdempotentParameterMismatch

Error returned when an idempotent operation is retried and the parameters don't match the
original call to the API with the same idempotency token.

HTTP Status Code: 400

InternalServerError

An error occurred on the server side.
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HTTP Status Code: 500

ResourceLimitExceededException

Error returned when the caller has exceeded the default resource quotas. For example, too
many maintenance windows or patch baselines have been created.

For information about resource quotas in Systems Manager, see Systems Manager service

quotas in the Amazon Web Services General Reference.

HTTP Status Code: 400

Examples

Example
This example illustrates one usage of CreatePatchBaseline.

Sample Request

POST / HTTP/1.1

Host: ssm.us-east-2.amazonaws.com

Accept-Encoding: identity

Content-Length: 461

X-Amz-Target: AmazonSSM.CreatePatchBaseline

X-Amz-Date: 20180309T022356Z

User-Agent: aws-cli/1.11.180 Python/2.7.9 Windows/8 botocore/1.7.38

Content-Type: application/x-amz-json-1.1

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20200309/us-east-2/ssm/
aws4_request,

SignedHeaders=content-type;host; x-amz-date; x-amz-target, Signature=39c3b3042cd2aEXAMPLE

"Description": "Baseline containing all updates approved for production systems",
"ApprovalRules": {
"PatchRules": [
{
"PatchFilterGroup": {
"PatchFilters": [
{
"Values": [
"Critical",
"Important",
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"Moderate"
1,
"Key": "MSRC_SEVERITY"
iy
{
"Values": [
"SecurityUpdates",
"Updates",
"UpdateRollups",
"CriticalUpdates"
1,
"Key": "CLASSIFICATION"
}
]
+
"ApproveAfterDays": 7,
"ApproveUntilDate": "",

"EnableNonSecurity": true,
"CompliancelLevel": "MEDIUM"

iy

"Name": "my-Windows-Server-patch-baseline",
"OperatingSystem": "WINDOWS",
"ClientToken": "aalb2cde-27e3-42ff-9cac-99380EXAMPLE"

Sample Response

{
"BaselineId": "pb-0cl0e6578Q0EXAMPLE"
}
See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the

following:

« AWS Command Line Interface
o AWS SDK for .NET
o AWS SDK for C++

See Also
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AWS SDK for Go
AWS SDK for Java V2
AWS SDK for JavaScript V3

AWS SDK for PHP V3
AWS SDK for Python
AWS SDK for Ruby V3

See Also
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CreateResourceDataSync

A resource data sync helps you view data from multiple sources in a single location. AWS Systems
Manager offers two types of resource data sync: SyncToDestination and SyncFromSource.

You can configure Systems Manager Inventory to use the SyncToDestination type to
synchronize Inventory data from multiple AWS Regions to a single Amazon Simple Storage Service
(Amazon S3) bucket. For more information, see Configuring resource data sync for Inventory in the
AWS Systems Manager User Guide.

You can configure Systems Manager Explorer to use the SyncFromSource type to synchronize
operational work items (Opsltems) and operational data (OpsData) from multiple AWS Regions

to a single Amazon S3 bucket. This type can synchronize Opsltems and OpsData from multiple
AWS accounts and AWS Regions or EntireOrganization by using AWS Organizations. For more
information, see Setting up Systems Manager Explorer to display data from multiple accounts and
Regions in the AWS Systems Manager User Guide.

A resource data sync is an asynchronous operation that returns immediately. After a successful
initial sync is completed, the system continuously syncs data. To check the status of a sync, use the
ListResourceDataSync.

® Note

By default, data isn't encrypted in Amazon S3. We strongly recommend that you enable
encryption in Amazon S3 to ensure secure data storage. We also recommend that you
secure access to the Amazon S3 bucket by creating a restrictive bucket policy.

Request Syntax

"S3Destination": {
"AWSKMSKeyARN": "string",

"BucketName": "string",

"DestinationDataSharing": {
"DestinationDataSharingType": "string"

},

"Prefix": "string",

Region": "string",
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yncFormat": "string"
},
"SyncName": "string",

yncSource": {
"AwsOrganizationsSource": {

"OrganizationalUnits": [

{
"OrganizationalUnitId": "string"
}
1,
"OrganizationSourceType": "string"

iy

"EnableAllOpsDataSources": boolean,
"IncludeFutureRegions": boolean,
"SourceRegions": [ "string" 1],

"SourceType": "string"

I
"SyncType": "string"

Request Parameters

For information about the parameters that are common to all actions, see Common Parameters.

The request accepts the following data in JSON format.

S3Destination

Amazon S3 configuration details for the sync. This parameter is required if the SyncType value

is SyncToDestination.

Type: ResourceDataSyncS3Destination object

Required: No
SyncName

A name for the configuration.

Type: String

Length Constraints: Minimum length of 1. Maximum length of 64.

Required: Yes

Request Parameters
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SyncSource

Specify information about the data sources to synchronize. This parameter is required if the
SyncType value is SyncFromSource.

Type: ResourceDataSyncSource object

Required: No
SyncType

Specify SyncToDestination to create a resource data sync that synchronizes data to an

S3 bucket for Inventory. If you specify SyncToDestination, you must provide a value for
S3Destination. Specify SyncFromSource to synchronize data from a single account and
multiple Regions, or multiple AWS accounts and AWS Regions, as listed in AWS Organizations
for Explorer. If you specify SyncFromSource, you must provide a value for SyncSource. The
default value is SyncToDestination.

Type: String
Length Constraints: Minimum length of 1. Maximum length of 64.

Required: No

Response Elements

If the action is successful, the service sends back an HTTP 200 response with an empty HTTP body.

Errors

For information about the errors that are common to all actions, see Common Errors.

InternalServerError
An error occurred on the server side.

HTTP Status Code: 500

ResourceDataSyncAlreadyExistsException
A sync configuration with the same name already exists.

HTTP Status Code: 400
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ResourceDataSyncCountExceededException
You have exceeded the allowed maximum sync configurations.

HTTP Status Code: 400

ResourceDataSynclInvalidConfigurationException
The specified sync configuration is invalid.

HTTP Status Code: 400

Examples

Example
This example illustrates one usage of CreateResourceDataSync.

Sample Request

POST / HTTP/1.1

Host: ssm.us-east-2.amazonaws.com

Accept-Encoding: identity

X-Amz-Target: AmazonSSM.CreateResourceDataSync

Content-Type: application/x-amz-json-1.1

User-Agent: aws-cli/1.17.12 Python/3.6.8 Darwin/18.7.0 botocore/1.14.12

X-Amz-Date: 20200327T173437Z

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20200327/us-east-2/ssm/
aws4_request,

SignedHeaders=content-type;host; x-amz-date; x-amz-target, Signature=39c3b3042cd2aEXAMPLE
Content-Length: 186

{
"SyncName": "Example",
"S3Destination": {
"BucketName": "exampleBucket",
"Prefix": "exampleSubDirectory",
"SyncFormat": "JsonSerDe",
"Region": "us-east-2"
b
"SyncType": "SyncToDestination"
}
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Sample Response

{3

See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the
following:

o AWS Command Line Interface
o AWS SDK for .NET

« AWS SDK for C++

« AWS SDK for Go

« AWS SDK for Java V2

« AWS SDK for JavaScript V3

« AWS SDK for PHP V3

« AWS SDK for Python

« AWS SDK for Ruby V3
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DeleteActivation

Deletes an activation. You aren't required to delete an activation. If you delete an activation, you
can no longer use it to register additional managed nodes. Deleting an activation doesn't de-
register managed nodes. You must manually de-register managed nodes.

Request Syntax

"ActivationId": "string"

Request Parameters

For information about the parameters that are common to all actions, see Common Parameters.

The request accepts the following data in JSON format.
Activationld
The ID of the activation that you want to delete.
Type: String
Pattern: A[0-9a-f]{8}-[0-9a-f]{4}-[0-9a-f]1{4}-[0-9a-f]{4}-[0-9a-f]1{12}%

Required: Yes

Response Elements

If the action is successful, the service sends back an HTTP 200 response with an empty HTTP body.

Errors

For information about the errors that are common to all actions, see Common Errors.

InternalServerError
An error occurred on the server side.

HTTP Status Code: 500
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InvalidActivation

The activation isn't valid. The activation might have been deleted, or the Activationld and the
ActivationCode don't match.

HTTP Status Code: 400

InvalidActivationld

The activation ID isn't valid. Verify the you entered the correct Activationld or ActivationCode
and try again.

HTTP Status Code: 400
TooManyUpdates

There are concurrent updates for a resource that supports one update at a time.

HTTP Status Code: 400

Examples

Example
This example illustrates one usage of DeleteActivation.

Sample Request

POST / HTTP/1.1

Host: ssm.us-east-2.amazonaws.com

Accept-Encoding: identity

X-Amz-Target: AmazonSSM.DeleteActivation

Content-Type: application/x-amz-json-1.1

User-Agent: aws-cli/1.17.12 Python/3.6.8 Darwin/18.7.0 botocore/1.14.12

X-Amz-Date: 20200324T151218Z

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20200324/us-east-2/ssm/
aws4_request,

SignedHeaders=content-type;host; x-amz-date; x-amz-target, Signature=39c3b3042cd2aEXAMPLE
Content-Length: 56

"ActivationId": "e488f2f6-e686-4afb-8a04-ef6dfEXAMPLE"
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Sample Response

{3

See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the
following:

o AWS Command Line Interface
o AWS SDK for .NET

« AWS SDK for C++

« AWS SDK for Go

« AWS SDK for Java V2

« AWS SDK for JavaScript V3

« AWS SDK for PHP V3

« AWS SDK for Python

« AWS SDK for Ruby V3

See Also API Version 2014-11-06 103


https://docs.aws.amazon.com/goto/aws-cli/ssm-2014-11-06/DeleteActivation
https://docs.aws.amazon.com/goto/DotNetSDKV3/ssm-2014-11-06/DeleteActivation
https://docs.aws.amazon.com/goto/SdkForCpp/ssm-2014-11-06/DeleteActivation
https://docs.aws.amazon.com/goto/SdkForGoV1/ssm-2014-11-06/DeleteActivation
https://docs.aws.amazon.com/goto/SdkForJavaV2/ssm-2014-11-06/DeleteActivation
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/ssm-2014-11-06/DeleteActivation
https://docs.aws.amazon.com/goto/SdkForPHPV3/ssm-2014-11-06/DeleteActivation
https://docs.aws.amazon.com/goto/boto3/ssm-2014-11-06/DeleteActivation
https://docs.aws.amazon.com/goto/SdkForRubyV3/ssm-2014-11-06/DeleteActivation

AWS Systems Manager API Reference

DeleteAssociation

Disassociates the specified AWS Systems Manager document (SSM document) from the specified
managed node. If you created the association by using the Targets parameter, then you must
delete the association by using the association ID.

When you disassociate a document from a managed node, it doesn't change the configuration of
the node. To change the configuration state of a managed node after you disassociate a document,
you must create a new document with the desired configuration and associate it with the node.

Request Syntax

{
"AssociationId": "string",
"Instanceld": "string",
"Name": "string"

}

Request Parameters

For information about the parameters that are common to all actions, see Common Parameters.

The request accepts the following data in JSON format.

Associationld

The association ID that you want to delete.
Type: String

Pattern: [0-9a-fA-F]{8}-[0-9a-fA-F]{4}-[0-9a-fA-F]{4}-[0-9a-fA-F]{4}-[0-9a-
fA-F]1{12}

Required: No

Instanceld

The managed node ID.

(@ Note

Instanceld has been deprecated. To specify a managed node ID for an association,
use the Targets parameter. Requests that include the parameter InstanceID
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with Systems Manager documents (SSM documents) that use schema version 2.0 or
later will fail. In addition, if you use the parameter Instanceld, you can't use the
parameters AssociationName, DocumentVersion, MaxErrors, MaxConcurrency,
OutputLocation, or ScheduleExpression. To use these parameters, you must use
the Targets parameter.

Type: String
Pattern: (*i-(\w{8} [\w{17})$) | (*mi-\w{17}$)

Required: No

Name

The name of the SSM document.
Type: String
Pattern: A[a-zA-Z0-9 \-.:/1{3,128}%

Required: No

Response Elements

If the action is successful, the service sends back an HTTP 200 response with an empty HTTP body.

Errors

For information about the errors that are common to all actions, see Common Errors.

AssociationDoesNotExist
The specified association doesn't exist.

HTTP Status Code: 400

InternalServerError
An error occurred on the server side.

HTTP Status Code: 500
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InvalidDocument
The specified SSM document doesn't exist.

HTTP Status Code: 400

Invalidinstanceld

The following problems can cause this exception:

You don't have permission to access the managed node.

AWS Systems Manager Agent (SSM Agent) isn't running. Verify that SSM Agent is running.

SSM Agent isn't registered with the SSM endpoint. Try reinstalling SSM Agent.

The managed node isn't in a valid state. Valid states are: Running, Pending, Stopped, and
Stopping. Invalid states are: Shutting-down and Terminated.

HTTP Status Code: 400
TooManyUpdates

There are concurrent updates for a resource that supports one update at a time.

HTTP Status Code: 400

Examples

Example
This example illustrates one usage of DeleteAssociation.

Sample Request

POST / HTTP/1.1

Host: ssm.us-east-2.amazonaws.com

Accept-Encoding: identity

X-Amz-Target: AmazonSSM.DeleteAssociation

Content-Type: application/x-amz-json-1.1

User-Agent: aws-cli/1.17.12 Python/3.6.8 Darwin/18.7.0 botocore/1.14.12

X-Amz-Date: 20200324T150348Z

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20200324/us-east-2/ssm/
aws4_request,

SignedHeaders=content-type;host; x-amz-date; x-amz-target, Signature=39c3b3042cd2aEXAMPLE
Content-Length: 57
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"AssociationId": "33858bec-0c55-4547-a054-eb5fcEXAMPLE"

Sample Response

{3

See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the
following:

« AWS Command Line Interface
« AWS SDK for .NET

« AWS SDK for C++

« AWS SDK for Go

« AWS SDK for Java V2

« AWS SDK for JavaScript V3

« AWS SDK for PHP V3

« AWS SDK for Python

« AWS SDK for Ruby V3

See Also API Version 2014-11-06 107
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DeleteDocument

Deletes the AWS Systems Manager document (SSM document) and all managed node associations
to the document.

Before you delete the document, we recommend that you use DeleteAssociation to disassociate all
managed nodes that are associated with the document.

Request Syntax

{
"DocumentVersion": "string",
"Force": boolean,
"Name": "string",
"VersionName": "string"

}

Request Parameters

For information about the parameters that are common to all actions, see Common Parameters.

The request accepts the following data in JSON format.

DocumentVersion

The version of the document that you want to delete. If not provided, all versions of the
document are deleted.

Type: String
Pattern: ([$]1LATEST|[$1DEFAULT|A[1-9][0-9]1*%)

Required: No

Force
Some SSM document types require that you specify a Force flag before you can delete
the document. For example, you must specify a Force flag to delete a document of type

ApplicationConfigurationSchema. You can restrict access to the Force flag in an AWS
Identity and Access Management (IAM) policy.

Type: Boolean
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Required: No

Name

The name of the document.
Type: String
Pattern: A[a-zA-Z0-9_\-.]{3,128}%

Required: Yes

VersionName

The version name of the document that you want to delete. If not provided, all versions of the
document are deleted.

Type: String
Pattern: A[a-zA-Z0-9 \-.]1{1,128}$%

Required: No

Response Elements

If the action is successful, the service sends back an HTTP 200 response with an empty HTTP body.

Errors

For information about the errors that are common to all actions, see Common Errors.

AssociatedInstances
You must disassociate a document from all managed nodes before you can delete it.

HTTP Status Code: 400

InternalServerError
An error occurred on the server side.

HTTP Status Code: 500

InvalidDocument

The specified SSM document doesn't exist.
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HTTP Status Code: 400

InvalidDocumentOperation

You attempted to delete a document while it is still shared. You must stop sharing the
document before you can delete it.

HTTP Status Code: 400

Examples

Example
This example illustrates one usage of DeleteDocument.

Sample Request

POST / HTTP/1.1

Host: ssm.us-east-2.amazonaws.com

Accept-Encoding: identity

X-Amz-Target: AmazonSSM.DeleteDocument

Content-Type: application/x-amz-json-1.1

User-Agent: aws-cli/1.17.12 Python/3.6.8 Darwin/18.7.0 botocore/1.14.12

X-Amz-Date: 20200324T1515327

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20200324/us-east-2/ssm/
aws4_request,

SignedHeaders=content-type;host; x-amz-date; x-amz-target, Signature=39c3b3042cd2aEXAMPLE
Content-Length: 19

"Name": "Example"

Sample Response

{3

See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the
following:
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AWS Command Line Interface

AWS SDK for .NET

AWS SDK for C++

AWS SDK for Go

AWS SDK for Java V2

AWS SDK for JavaScript V3
AWS SDK for PHP V3

AWS SDK for Python

AWS SDK for Ruby V3

See Also
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Deletelnventory

Delete a custom inventory type or the data associated with a custom Inventory type. Deleting a
custom inventory type is also referred to as deleting a custom inventory schema.

Request Syntax

"ClientToken": "string",
"DryRun": boolean,
"SchemaDeleteOption": "string",

"TypeName": "string"

Request Parameters

For information about the parameters that are common to all actions, see Common Parameters.

The request accepts the following data in JSON format.

ClientToken
User-provided idempotency token.
Type: String
Pattern: [a-f0-9]{8}-[a-f0-9]{4}-[a-f0-9]{4}-[a-f0-9]{4}-[a-f0-9]{12}

Required: No
DryRun

Use this option to view a summary of the deletion request without deleting any data or the
data type. This option is useful when you only want to understand what will be deleted. Once
you validate that the data to be deleted is what you intend to delete, you can run the same
command without specifying the DryRun option.

Type: Boolean

Required: No
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SchemaDeleteOption

Use the SchemaDeleteOption to delete a custom inventory type (schema). If you don't
choose this option, the system only deletes existing inventory data associated with the custom
inventory type. Choose one of the following options:

DisableSchema: If you choose this option, the system ignores all inventory data for the specified
version, and any earlier versions. To enable this schema again, you must call the PutInventory
operation for a version greater than the disabled version.

DeleteSchema: This option deletes the specified custom type from the Inventory service. You
can recreate the schema later, if you want.

Type: String
Valid Values: DisableSchema | DeleteSchema

Required: No
TypeName

The name of the custom inventory type for which you want to delete either all previously
collected data or the inventory type itself.

Type: String
Length Constraints: Minimum length of 1. Maximum length of 100.
Pattern: ~(AWS |Custom):.*$

Required: Yes

Response Syntax

"DeletionId": "string",
"DeletionSummary": {
"RemainingCount": number,

"SummaryItems": [
{

"Count": number,
"RemainingCount": number,
"Version": "string"
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}

1,

"TotalCount": number

},
"TypeName": "string"

Response Elements

If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.
Deletionld

Every DeleteInventory operation is assigned a unique ID. This option returns a unique ID.
You can use this ID to query the status of a delete operation. This option is useful for ensuring
that a delete operation has completed before you begin other operations.

Type: String

Pattern: [a-f0-9]1{8}-[a-f0-9]{4}-[a-f0-9]{4}-[a-f0-9]{4}-[a-f0-9]{12}

DeletionSummary

A summary of the delete operation. For more information about this summary, see
Understanding the delete inventory summary in the AWS Systems Manager User Guide.

Type: InventoryDeletionSummary object

TypeName

The name of the inventory data type specified in the request.
Type: String
Length Constraints: Minimum length of 1. Maximum length of 100.

Pattern: ~(AWS |Custom):.*$

Errors

For information about the errors that are common to all actions, see Common Errors.
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InternalServerError
An error occurred on the server side.

HTTP Status Code: 500

InvalidDeletelnventoryParametersException

One or more of the parameters specified for the delete operation isn't valid. Verify all
parameters and try again.

HTTP Status Code: 400

InvalidinventoryRequestException
The request isn't valid.

HTTP Status Code: 400

InvalidOptionException
The delete inventory option specified isn't valid. Verify the option and try again.

HTTP Status Code: 400

InvalidTypeNameException
The parameter type name isn't valid.

HTTP Status Code: 400

Examples

Example
This example illustrates one usage of Deletelnventory.

Sample Request

POST / HTTP/1.1

Host: ssm.us-west-2.amazonaws.com
Accept-Encoding: identity

X-Amz-Target: AmazonSSM.DeleteInventory
Content-Type: application/x-amz-json-1.1
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User-Agent: aws-cli/2.2.25 Python/3.8.8 Windows/1@ exe/AMD64 prompt/off command/

ssm.delete-inventory
X-Amz-Date: 20210809T230226Z

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20210809/us-west-2/ssm/

aws4_request,

SignedHeaders=content-type;host; x-amz-date; x-amz-target, Signature39c3b3042cd2aEXAMPLE

Content-Length: 124

{
"TypeName": "Custom:RackInfo",
"SchemaDeleteOption": "DeleteSchema",
"ClientToken": "a7d4972c-ab3e-4b9a-b5c@-d5aExample"
}

Sample Response

"DeletionId": "5bc2ba3b-ee6a-40fa-8d09-5e5Example”,
"DeletionSummary": {
"RemainingCount": 1,
"SummaryItems": [
{
"Count": 1,
"RemainingCount": 1,
"Version": "1.0"
}
1,
"TotalCount": 1
},

"TypeName": "Custom:RackInfo"

See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the

following:

AWS Command Line Interface
AWS SDK for .NET

AWS SDK for C++

AWS SDK for Go

See Also
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« AWS SDK for Java V2

AWS SDK for JavaScript V3
AWS SDK for PHP V3

AWS SDK for Python

AWS SDK for Ruby V3

See Also API Version 2014-11-06 117
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DeleteMaintenanceWindow

Deletes a maintenance window.

Request Syntax

"WindowId": "string"

Request Parameters

For information about the parameters that are common to all actions, see Common Parameters.

The request accepts the following data in JSON format.
Windowid

The ID of the maintenance window to delete.

Type: String

Length Constraints: Fixed length of 20.

Pattern: *mw-[0-9a-f]1{173}%

Required: Yes

Response Syntax

"WindowId": "string"

Response Elements
If the action is successful, the service sends back an HTTP 200 response.

The following data is returned in JSON format by the service.
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Windowld
The ID of the deleted maintenance window.
Type: String
Length Constraints: Fixed length of 20.

Pattern: "mw-[0-9a-f]1{17}$

Errors

For information about the errors that are common to all actions, see Common Errors.

InternalServerError
An error occurred on the server side.

HTTP Status Code: 500

Examples

Example
This example illustrates one usage of DeleteMaintenanceWindow.

Sample Request

POST / HTTP/1.1

Host: ssm.us-east-2.amazonaws.com

Accept-Encoding: identity

Content-Length: 36

X-Amz-Target: AmazonSSM.DeleteMaintenanceWindow

X-Amz-Date: 20180312T210257Z

User-Agent: aws-cli/1.11.180 Python/2.7.9 Windows/8 botocore/1.7.38

Content-Type: application/x-amz-json-1.1

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20180312/us-east-2/ssm/
aws4_request,

SignedHeaders=content-type;host; x-amz-date; x-amz-target, Signature=39c3b3042cd2aEXAMPLE
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"WindowId": "mw-0c50858d01EXAMPLE"

Sample Response

{
"WindowId": "mw-0c50858d0@1EXAMPLE"
}
See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the

following:

« AWS Command Line Interface
« AWS SDK for .NET

« AWS SDK for C++

« AWS SDK for Go

« AWS SDK for Java V2

« AWS SDK for JavaScript V3

« AWS SDK for PHP V3

« AWS SDK for Python

« AWS SDK for Ruby V3

See Also
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DeleteOpsitem

Delete an Opsltem. You must have permission in AWS Identity and Access Management (IAM) to
delete an Opsltem.

/A Important

Note the following important information about this operation.

» Deleting an Opsltem is irreversible. You can't restore a deleted Opsltem.

« This operation uses an eventual consistency model, which means the system can take a
few minutes to complete this operation. If you delete an Opsltem and immediately call,
for example, GetOpsltem, the deleted Opsltem might still appear in the response.

» This operation is idempotent. The system doesn't throw an exception if you repeatedly
call this operation for the same Opsltem. If the first call is successful, all additional calls
return the same successful response as the first call.

« This operation doesn't support cross-account calls. A delegated administrator or
management account can't delete Opsltems in other accounts, even if OpsCenter has
been set up for cross-account administration. For more information about cross-account
administration, see Setting up OpsCenter to centrally manage Opsltems across accounts

in the Systems Manager User Guide.

Request Syntax

"OpsItemId": "string"

Request Parameters

For information about the parameters that are common to all actions, see Common Parameters.

The request accepts the following data in JSON format.

Opsitemid

The ID of the Opsltem that you want to delete.
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Type: String
Pattern: A(0i)-[0-9a-f]1{12}%

Required: Yes

Response Elements

If the action is successful, the service sends back an HTTP 200 response with an empty HTTP body.

Errors

For information about the errors that are common to all actions, see Common Errors.

InternalServerError
An error occurred on the server side.

HTTP Status Code: 500

OpslteminvalidParameterException
A specified parameter argument isn't valid. Verify the available arguments and try again.

HTTP Status Code: 400

Examples

Example
This example illustrates one usage of DeleteOpsltem.

Sample Request

POST / HTTP/1.1

Host: ssm.us-east-2.amazonaws.com

Accept-Encoding: identity

X-Amz-Target: AmazonSSM.DeleteOpsItem

Content-Type: application/x-amz-json-1.1

User-Agent: aws-cli/1.17.12 Python/3.6.8 Darwin/18.7.0 botocore/1.14.12
X-Amz-Date: 20200324T1515327
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Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20200324/us-east-2/ssm/
aws4_request,

SignedHeaders=content-type;host; x-amz-date; x-amz-target, Signature=39c3b3042cd2aEXAMPLE
Content-Length: 19

{
"OpsItemId": "oi-abcdef12345"

}
Sample Response

{3

See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the
following:

« AWS Command Line Interface
« AWS SDK for .NET

o AWS SDK for C++

« AWS SDK for Go

« AWS SDK for Java V2

« AWS SDK for JavaScript V3

« AWS SDK for PHP V3

o AWS SDK for Python

« AWS SDK for Ruby V3
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DeleteOpsMetadata

Delete OpsMetadata related to an application.

Request Syntax

"OpsMetadataArn": "string"

Request Parameters

For information about the parameters that are common to all actions, see Common Parameters.

The request accepts the following data in JSON format.

OpsMetadataArn

The Amazon Resource Name (ARN) of an OpsMetadata Object to delete.
Type: String
Length Constraints: Minimum length of 1. Maximum length of 1011.

Pattern: arn: (aws[a-zA-Z-]1*)?:ssm:[a-z0-9-\.]{0,63}:[a-z0-9-\.]
{0,63}:0psmetadata\/([a-zA-Z0-9-_\.\/1%)

Required: Yes

Response Elements

If the action is successful, the service sends back an HTTP 200 response with an empty HTTP body.

Errors

For information about the errors that are common to all actions, see Common Errors.

InternalServerError

An error occurred on the server side.
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HTTP Status Code: 500
OpsMetadatalnvalidArgumentException

One of the arguments passed is invalid.

HTTP Status Code: 400
OpsMetadataNotFoundException

The OpsMetadata object doesn't exist.

HTTP Status Code: 400

See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the

following:

o AWS Command Line Interface
o AWS SDK for .NET

« AWS SDK for C++

« AWS SDK for Go

« AWS SDK for Java V2

« AWS SDK for JavaScript V3

« AWS SDK for PHP V3

« AWS SDK for Python

o AWS SDK for Ruby V3

See Also
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DeleteParameter

Delete a parameter from the system. After deleting a parameter, wait for at least 30 seconds to
create a parameter with the same name.

Request Syntax

"Name": "string"

Request Parameters

For information about the parameters that are common to all actions, see Common Parameters.

The request accepts the following data in JSON format.

Name

The name of the parameter to delete.

(@ Note

You can't enter the Amazon Resource Name (ARN) for a parameter, only the parameter
name itself.

Type: String
Length Constraints: Minimum length of 1. Maximum length of 2048.

Required: Yes

Response Elements

If the action is successful, the service sends back an HTTP 200 response with an empty HTTP body.

Errors

For information about the errors that are common to all actions, see Common Errors.
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InternalServerError
An error occurred on the server side.

HTTP Status Code: 500

ParameterNotFound
The parameter couldn't be found. Verify the name and try again.

HTTP Status Code: 400

Examples

Example
This example illustrates one usage of DeleteParameter.

Sample Request

POST / HTTP/1.1

Host: ssm.us-east-2.amazonaws.com

Accept-Encoding: identity

Content-Length: 28

X-Amz-Target: AmazonSSM.DeleteParameter

X-Amz-Date: 20180316T010702Z

User-Agent: aws-cli/1.11.180 Python/2.7.9 Windows/8 botocore/1.7.38
Content-Type: application/x-amz-json-1.1

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20180316/us-east-2/ssm/

aws4_request,

SignedHeaders=content-type;host; x-amz-date; x-amz-target, Signature=39c3b3042cd2aEXAMPLE

"Name": "EC2DevServerType"

Sample Response

{3

Examples
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See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the
following:

o AWS Command Line Interface
o AWS SDK for .NET

« AWS SDK for C++

« AWS SDK for Go

« AWS SDK for Java V2

« AWS SDK for JavaScript V3

o AWS SDK for PHP V3

« AWS SDK for Python

o AWS SDK for Ruby V3
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DeleteParameters

Delete a list of parameters. After deleting a parameter, wait for at least 30 seconds to create a
parameter with the same name.

Request Syntax

"Names": [ "string" ]

Request Parameters

For information about the parameters that are common to all actions, see Common Parameters.

The request accepts the following data in JSON format.
Names

The names of the parameters to delete. After deleting a parameter, wait for at least 30 seconds
to create a parameter with the same name.

(® Note

You can't enter the Amazon Resource Name (ARN) for a parameter, only the parameter
name itself.

Type: Array of strings
Array Members: Minimum number of 1 item. Maximum number of 10 items.
Length Constraints: Minimum length of 1. Maximum length of 2048.

Required: Yes

Response Syntax

"DeletedParameters": [ "string" ],
"InvalidParameters": [ "string" ]
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}

Response Elements

If the action is successful, the service sends back an HTTP 200 response.

The following data is returned in JSON format by the service.

DeletedParameters

The names of the deleted parameters.
Type: Array of strings
Array Members: Minimum number of 1 item. Maximum number of 10 items.

Length Constraints: Minimum length of 1. Maximum length of 2048.

InvalidParameters

The names of parameters that weren't deleted because the parameters aren't valid.
Type: Array of strings
Array Members: Minimum number of 1 item. Maximum number of 10 items.

Length Constraints: Minimum length of 1. Maximum length of 2048.

Errors

For information about the errors that are common to all actions, see Common Errors.

InternalServerError
An error occurred on the server side.

HTTP Status Code: 500

Examples

Example

This example illustrates one usage of DeleteParameters.

Response Elements API Version 2014-11-06 130



AWS Systems Manager API Reference

Sample Request

POST / HTTP/1.1

Host: ssm.us-east-2.amazonaws.com

Accept-Encoding: identity

Content-Length: 53

X-Amz-Target: AmazonSSM.DeleteParameters

X-Amz-Date: 20180316T010844Z

User-Agent: aws-cli/1.11.180 Python/2.7.9 Windows/8 botocore/1.7.38

Content-Type: application/x-amz-json-1.1

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20180316/us-east-2/ssm/
aws4_request,

SignedHeaders=content-type;host; x-amz-date; x-amz-target, Signature=39c3b3042cd2aEXAMPLE

{

"Names": [
"EC2TestServerType",
"EC2ProdServerType"

]

}

Sample Response

{

"DeletedParameters": [
"EC2ProdServerType",
"EC2TestServerType"

1,

"InvalidParameters": []

}
See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the
following:

AWS Command Line Interface

AWS SDK for .NET

AWS SDK for C++

AWS SDK for Go
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« AWS SDK for Java V2

AWS SDK for JavaScript V3
AWS SDK for PHP V3

AWS SDK for Python

AWS SDK for Ruby V3

See Also API Version 2014-11-06 132
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DeletePatchBaseline

Deletes a patch baseline.

Request Syntax

"BaselineId": "string"

Request Parameters

For information about the parameters that are common to all actions, see Common Parameters.

The request accepts the following data in JSON format.
Baselineld
The ID of the patch baseline to delete.
Type: String
Length Constraints: Minimum length of 20. Maximum length of 128.
Pattern: A[a-zA-Z0-9 \-:/1{20,128}%

Required: Yes

Response Syntax

"BaselineId": "string"

Response Elements

If the action is successful, the service sends back an HTTP 200 response.

The following data is returned in JSON format by the service.
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Baselineld
The ID of the deleted patch baseline.
Type: String
Length Constraints: Minimum length of 20. Maximum length of 128.

Pattern: A[a-zA-Z0-9 \-:/1{20,128}%

Errors

For information about the errors that are common to all actions, see Common Errors.

InternalServerError
An error occurred on the server side.

HTTP Status Code: 500

ResourcelnUseException

Error returned if an attempt is made to delete a patch baseline that is registered for a patch
group.

HTTP Status Code: 400

Examples

Example
This example illustrates one usage of DeletePatchBaseline.

Sample Request

POST / HTTP/1.1

Host: ssm.us-east-2.amazonaws.com

Accept-Encoding: identity

Content-Length: 38

X-Amz-Target: AmazonSSM.DeletePatchBaseline

X-Amz-Date: 20180309T062407Z

User-Agent: aws-cli/1.11.180 Python/2.7.9 Windows/8 botocore/1.7.38

Errors API Version 2014-11-06 134



AWS Systems Manager API Reference

Content-Type: application/x-amz-json-1.1

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20180309/us-east-2/ssm/
aws4_request,

SignedHeaders=content-type;host; x-amz-date; x-amz-target, Signature=39c3b3042cd2aEXAMPLE

{
"BaselineId": "pb-0cl0e65780EXAMPLE"

Sample Response

{
"BaselineId": "pb-0cl0e65780EXAMPLE"
}
See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the
following:

« AWS Command Line Interface
« AWS SDK for .NET

o AWS SDK for C++

« AWS SDK for Go

« AWS SDK for Java V2

« AWS SDK for JavaScript V3

« AWS SDK for PHP V3

o AWS SDK for Python

« AWS SDK for Ruby V3
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DeleteResourceDataSync

Deletes a resource data sync configuration. After the configuration is deleted, changes to data on
managed nodes are no longer synced to or from the target. Deleting a sync configuration doesn't
delete data.

Request Syntax

{
"SyncName": "string",
"SyncType": "string"
}

Request Parameters

For information about the parameters that are common to all actions, see Common Parameters.

The request accepts the following data in JSON format.
SyncName
The name of the configuration to delete.
Type: String
Length Constraints: Minimum length of 1. Maximum length of 64.

Required: Yes
SyncType

Specify the type of resource data sync to delete.
Type: String
Length Constraints: Minimum length of 1. Maximum length of 64.

Required: No

Response Elements

If the action is successful, the service sends back an HTTP 200 response with an empty HTTP body.
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Errors

For information about the errors that are common to all actions, see Common Errors.

InternalServerError
An error occurred on the server side.

HTTP Status Code: 500

ResourceDataSyncinvalidConfigurationException
The specified sync configuration is invalid.

HTTP Status Code: 400

ResourceDataSyncNotFoundException
The specified sync name wasn't found.

HTTP Status Code: 400

Examples

Example

This example illustrates one usage of DeleteResourceDataSync.

Sample Request

POST / HTTP/1.1

Host: ssm.us-east-2.amazonaws.com
Accept-Encoding: identity

X-Amz-Target: AmazonSSM.DeleteResourceDataSync
Content-Type: application/x-amz-json-1.1

User-Agent: aws-cli/1.17.12 Python/3.6.8 Darwin/18.7.0 botocore/1.14.12

X-Amz-Date: 20200330T1445187

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20200330/us-east-2/ssm/

aws4_request,

SignedHeaders=content-type;host; x-amz-date; x-amz-target, Signature=39c3b3042cd2aEXAMPLE

Content-Length: 28

Errors
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"SyncName": "exampleSync"

Sample Response

{3

See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the
following:

« AWS Command Line Interface
« AWS SDK for .NET

« AWS SDK for C++

« AWS SDK for Go

« AWS SDK for Java V2

o AWS SDK for JavaScript V3

« AWS SDK for PHP V3

« AWS SDK for Python

« AWS SDK for Ruby V3
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DeleteResourcePolicy

Deletes a Systems Manager resource policy. A resource policy helps you to define the IAM entity
(for example, an AWS account) that can manage your Systems Manager resources. The following
resources support Systems Manager resource policies.

e OpsItemGroup - The resource policy for OpsItemGroup enables AWS accounts to view and
interact with OpsCenter operational work items (Opsltems).

« Parameter - The resource policy is used to share a parameter with other accounts using AWS
Resource Access Manager (AWS RAM). For more information about cross-account sharing of
parameters, see Working with shared parameters in the AWS Systems Manager User Guide.

Request Syntax

{
"PolicyHash": "string",
"PolicyId": "string",
"ResourceArn": "string"
}

Request Parameters

For information about the parameters that are common to all actions, see Common Parameters.

The request accepts the following data in JSON format.

PolicyHash

ID of the current policy version. The hash helps to prevent multiple calls from attempting to
overwrite a policy.

Type: String

Required: Yes
Policyld

The policy ID.

Type: String
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Required: Yes

ResourceArn
Amazon Resource Name (ARN) of the resource to which the policies are attached.
Type: String
Length Constraints: Minimum length of 20. Maximum length of 2048.

Required: Yes

Response Elements

If the action is successful, the service sends back an HTTP 200 response with an empty HTTP body.

Errors

For information about the errors that are common to all actions, see Common Errors.

InternalServerError
An error occurred on the server side.

HTTP Status Code: 500

MalformedResourcePolicyDocumentException

The specified policy document is malformed or invalid, or excessive PutResourcePolicy or
DeleteResourcePolicy calls have been made.

HTTP Status Code: 400

ResourceNotFoundException
The specified parameter to be shared could not be found.

HTTP Status Code: 400

ResourcePolicyConflictException

The hash provided in the call doesn't match the stored hash. This exception is thrown when
trying to update an obsolete policy version or when multiple requests to update a policy are
sent.
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HTTP Status Code: 400

ResourcePolicylnvalidParameterException

One or more parameters specified for the call aren't valid. Verify the parameters and their
values and try again.

HTTP Status Code: 400

ResourcePolicyNotFoundException
No policies with the specified policy ID and hash could be found.

HTTP Status Code: 400

See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the
following:

o AWS Command Line Interface
o AWS SDK for .NET

« AWS SDK for C++

« AWS SDK for Go

« AWS SDK for Java V2

« AWS SDK for JavaScript V3

o AWS SDK for PHP V3

« AWS SDK for Python

o AWS SDK for Ruby V3
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DeregisterManagedinstance
Removes the server or virtual machine from the list of registered servers. You can reregister
the node again at any time. If you don't plan to use Run Command on the server, we suggest

uninstalling SSM Agent first.

Request Syntax

"Instanceld": "string"

Request Parameters

For information about the parameters that are common to all actions, see Common Parameters.

The request accepts the following data in JSON format.

Instanceld
The ID assigned to the managed node when you registered it using the activation process.
Type: String
Length Constraints: Minimum length of 20. Maximum length of 124.

Pattern: (*mi-[0-9a-f]1{17}%$) | (*eks_c:[0-9A-Za-z][A-Za-z0-9\-_]1{0,99}_
\w{173}%)

Required: Yes

Response Elements
If the action is successful, the service sends back an HTTP 200 response with an empty HTTP body.
Errors

For information about the errors that are common to all actions, see Common Errors.
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InternalServerError
An error occurred on the server side.

HTTP Status Code: 500

Invalidinstanceld

The following problems can cause this exception:

» You don't have permission to access the managed node.

« AWS Systems Manager Agent (SSM Agent) isn't running. Verify that SSM Agent is running.
« SSM Agent isn't registered with the SSM endpoint. Try reinstalling SSM Agent.

« The managed node isn't in a valid state. Valid states are: Running, Pending, Stopped, and
Stopping. Invalid states are: Shutting-down and Terminated.

HTTP Status Code: 400

Examples

Example
This example illustrates one usage of DeregisterManagedinstance.

Sample Request

POST / HTTP/1.1

Host: ssm.us-east-2.amazonaws.com

Accept-Encoding: identity

X-Amz-Target: AmazonSSM.DeregisterManagedInstance

Content-Type: application/x-amz-json-1.1

User-Agent: aws-cli/2.0.0 Python/3.7.5 Windows/10 botocore/2.0.0dev4

X-Amz-Date: 20200220T234004Z

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20200220/us-east-2/ssm/
aws4_request,

SignedHeaders=content-type;host; x-amz-date; x-amz-target, Signature=39c3b3042cd2aEXAMPLE
Content-Length: 37

"InstanceId": "mi-017431b35cEXAMPLE"
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Sample Response

{3

See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the
following:

o AWS Command Line Interface
o AWS SDK for .NET

« AWS SDK for C++

« AWS SDK for Go

« AWS SDK for Java V2

« AWS SDK for JavaScript V3

« AWS SDK for PHP V3

« AWS SDK for Python

« AWS SDK for Ruby V3
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https://docs.aws.amazon.com/goto/SdkForPHPV3/ssm-2014-11-06/DeregisterManagedInstance
https://docs.aws.amazon.com/goto/boto3/ssm-2014-11-06/DeregisterManagedInstance
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DeregisterPatchBaselineForPatchGroup

Removes a patch group from a patch baseline.

Request Syntax

{
"BaselineId": "string",
"PatchGroup": "string"
}

Request Parameters

For information about the parameters that are common to all actions, see Common Parameters.

The request accepts the following data in JSON format.

Baselineld
The ID of the patch baseline to deregister the patch group from.
Type: String
Length Constraints: Minimum length of 20. Maximum length of 128.
Pattern: A[a-zA-Z0-9 \-:/1{20,128}%

Required: Yes
PatchGroup

The name of the patch group that should be deregistered from the patch baseline.
Type: String
Length Constraints: Minimum length of 1. Maximum length of 256.

Pattern: A([\p{LI\p{Z\p{N}_.:/=+*\-e@1*)$

Required: Yes
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Response Syntax

{
"BaselineId": "string",
"PatchGroup": "string"
}

Response Elements

If the action is successful, the service sends back an HTTP 200 response.

The following data is returned in JSON format by the service.

Baselineld
The ID of the patch baseline the patch group was deregistered from.
Type: String
Length Constraints: Minimum length of 20. Maximum length of 128.

Pattern: A[a-zA-Z0-9 \-:/1{20,128}%
PatchGroup

The name of the patch group deregistered from the patch baseline.
Type: String
Length Constraints: Minimum length of 1. Maximum length of 256.

Pattern: AC[\p{LI\p{ZN\p{N}_.:/=+t\-e@]1*)$

Errors

For information about the errors that are common to all actions, see Common Errors.

InternalServerError

An error occurred on the server side.
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HTTP Status Code: 500

InvalidResourceld
The resource ID isn't valid. Verify that you entered the correct ID and try again.

HTTP Status Code: 400

Examples

Example
This example illustrates one usage of DeregisterPatchBaselineForPatchGroup.

Sample Request

POST / HTTP/1.1

Host: ssm.us-east-2.amazonaws.com

Accept-Encoding: identity

Content-Length: 74

X-Amz-Target: AmazonSSM.DeregisterPatchBaselineForPatchGroup

X-Amz-Date: 20180309T0620437

User-Agent: aws-cli/1.11.180 Python/2.7.9 Windows/8 botocore/1.7.38

Content-Type: application/x-amz-json-1.1

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20180309/us-east-2/
ssm/aws4_request,

SignedHeaders=content-type;host; x-amz-date; x-amz-target,
Signature=39c3b3042cd2aEXAMPLE

"PatchGroup": "mypatchgroup",
"BaselineId": "pb-0cl@e65780EXAMPLE"

Sample Response

"PatchGroup": "mypatchgroup",
"BaselineId": "pb-0cl0e6578Q0EXAMPLE"
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See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the
following:

o AWS Command Line Interface
o AWS SDK for .NET

« AWS SDK for C++

« AWS SDK for Go

« AWS SDK for Java V2

« AWS SDK for JavaScript V3

o AWS SDK for PHP V3

« AWS SDK for Python

o AWS SDK for Ruby V3
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https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/ssm-2014-11-06/DeregisterPatchBaselineForPatchGroup
https://docs.aws.amazon.com/goto/SdkForPHPV3/ssm-2014-11-06/DeregisterPatchBaselineForPatchGroup
https://docs.aws.amazon.com/goto/boto3/ssm-2014-11-06/DeregisterPatchBaselineForPatchGroup
https://docs.aws.amazon.com/goto/SdkForRubyV3/ssm-2014-11-06/DeregisterPatchBaselineForPatchGroup
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DeregisterTargetFromMaintenanceWindow

Removes a target from a maintenance window.

Request Syntax

{
"Safe": boolean,
"WindowId": "string",
"WindowTargetId": "string"
}

Request Parameters

For information about the parameters that are common to all actions, see Common Parameters.

The request accepts the following data in JSON format.
Safe

The system checks if the target is being referenced by a task. If the target is being referenced,
the system returns an error and doesn't deregister the target from the maintenance window.

Type: Boolean

Required: No
Windowld

The ID of the maintenance window the target should be removed from.
Type: String

Length Constraints: Fixed length of 20.

Pattern: *mw-[0-9a-f]1{173}%

Required: Yes
WindowTargetid

The ID of the target definition to remove.
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Type: String
Length Constraints: Fixed length of 36.

Pattern: A[0-9a-fA-F]{83}\-[0-9a-fA-F]1{4}\-[0-9a-fA-F]1{4}\-[0-9a-fA-F]{4}\-
[0-9a-fA-F]1{12}%

Required: Yes

Response Syntax

"WindowId": "string",
"WindowTargetId": "string"

Response Elements

If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.
Windowld

The ID of the maintenance window the target was removed from.

Type: String

Length Constraints: Fixed length of 20.

Pattern: "mw-[0-9a-f]1{17}$
WindowTargetld

The ID of the removed target definition.
Type: String
Length Constraints: Fixed length of 36.

Pattern: A[0-9a-fA-F]{8}\-[0-9a-fA-F]{4}\-[0-9a-fA-F]{4}\-[0-9a-fA-F]{4}\-
[0-9a-fA-F1{12}$
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Errors

For information about the errors that are common to all actions, see Common Errors.

DoesNotExistException

Error returned when the ID specified for a resource, such as a maintenance window or patch
baseline, doesn't exist.

For information about resource quotas in AWS Systems Manager, see Systems Manager service
quotas in the Amazon Web Services General Reference.

HTTP Status Code: 400

InternalServerError
An error occurred on the server side.

HTTP Status Code: 500

TargetinUseException

You specified the Safe option for the DeregisterTargetFromMaintenanceWindow operation, but
the target is still referenced in a task.

HTTP Status Code: 400

Examples

Example
This example illustrates one usage of DeregisterTargetFromMaintenanceWindow.

Sample Request

POST / HTTP/1.1

Host: ssm.us-east-2.amazonaws.com

Accept-Encoding: identity

X-Amz-Target: AmazonSSM.DeregisterTargetFromMaintenanceWindow
Content-Type: application/x-amz-json-1.1

User-Agent: aws-cli/2.0.0 Python/3.7.5 Windows/1@ botocore/2.0.0dev4
X-Amz-Date: 20200225T182719Z
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Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20200225/us-east-2/ssm/
aws4_request,

SignedHeaders=content-type;host; x-amz-date; x-amz-target, Signature=39c3b3042cd2aEXAMPLE
Content-Length: 94

"WindowId": "mw-0c50858d01EXAMPLE",
"WindowTargetId": "23639a@b-ddbc-4bca-9e72-78d96EXAMPLE"

Sample Response

{
"WindowId": "mw-@c50858d01EXAMPLE",
"WindowTargetId": "23639a@b-ddbc-4bca-9e72-78d96EXAMPLE"
}
See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the
following:

« AWS Command Line Interface
« AWS SDK for .NET

o AWS SDK for C++

« AWS SDK for Go

« AWS SDK for Java V2

« AWS SDK for JavaScript V3

« AWS SDK for PHP V3

o AWS SDK for Python

« AWS SDK for Ruby V3
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DeregisterTaskFromMaintenanceWindow

Removes a task from a maintenance window.

Request Syntax

"WindowId": "string",
"WindowTaskId": "string"

Request Parameters

For information about the parameters that are common to all actions, see Common Parameters.

The request accepts the following data in JSON format.
Windowid
The ID of the maintenance window the task should be removed from.
Type: String
Length Constraints: Fixed length of 20.
Pattern: *mw-[0-9a-f]1{17}$

Required: Yes
WindowTaskld

The ID of the task to remove from the maintenance window.
Type: String
Length Constraints: Fixed length of 36.

Pattern: A[0-9a-fA-F]{8}\-[0-9a-fA-F]{4}\-[0-9a-fA-F]{4}\-[0-9a-fA-F]{4}\-
[0-9a-fA-F1{12}$

Required: Yes
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Response Syntax

"WindowId": "string",
"WindowTaskId": "string"

Response Elements

If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.
Windowld

The ID of the maintenance window the task was removed from.

Type: String

Length Constraints: Fixed length of 20.

Pattern: *mw-[0-9a-f]1{17}$%
WindowTaskld

The ID of the task removed from the maintenance window.

Type: String

Length Constraints: Fixed length of 36.

Pattern: N[0-9a-fA-F]{8}\-[0-9a-fA-F]{4}\-[0-9a-fA-F]{4}\-[0-9a-fA-FI{4}\-

[0-9a-fA-F]1{12}$

Errors

For information about the errors that are common to all actions, see Common Errors.

DoesNotExistException

Error returned when the ID specified for a resource, such as a maintenance window or patch
baseline, doesn't exist.
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For information about resource quotas in AWS Systems Manager, see Systems Manager service

quotas in the Amazon Web Services General Reference.

HTTP Status Code: 400

InternalServerError
An error occurred on the server side.

HTTP Status Code: 500

Examples

Example
This example illustrates one usage of DeregisterTaskFromMaintenanceWindow.

Sample Request

POST / HTTP/1.1

Host: ssm.us-east-2.amazonaws.com

Accept-Encoding: identity

X-Amz-Target: AmazonSSM.DeregisterTaskFromMaintenanceWindow

Content-Type: application/x-amz-json-1.1

User-Agent: aws-cli/2.0.0 Python/3.7.5 Windows/1@ botocore/2.0.0dev4

X-Amz-Date: 20200225T180133Z

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20200225/us-east-2/ssm/
aws4_request,

SignedHeaders=content-type;host; x-amz-date; x-amz-target, Signature=39c3b3042cd2aEXAMPLE
Content-Length: 92

"WindowId": "mw-0c50858d@1EXAMPLE",
"WindowTaskId": "50772993-c6b5-4a2a-8d04-7bfd7EXAMPLE"

Sample Response

"WindowId": "mw-@c50858d@1EXAMPLE",
"WindowTaskId": "50772993-c6b5-4a2a-8d04-7bfd7EXAMPLE"
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See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the
following:

o AWS Command Line Interface
o AWS SDK for .NET

« AWS SDK for C++

« AWS SDK for Go

« AWS SDK for Java V2

« AWS SDK for JavaScript V3

o AWS SDK for PHP V3

« AWS SDK for Python

o AWS SDK for Ruby V3

See Also API Version 2014-11-06 156
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https://docs.aws.amazon.com/goto/SdkForRubyV3/ssm-2014-11-06/DeregisterTaskFromMaintenanceWindow
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DescribeActivations

Describes details about the activation, such as the date and time the activation was created, its
expiration date, the AWS Identity and Access Management (IAM) role assigned to the managed
nodes in the activation, and the number of nodes registered by using this activation.

Request Syntax

{
"Filters": [
{
"FilterKey": "string",
"FilterValues": [ "string" 1]
}
1,
"MaxResults": number,
"NextToken": "string"
}

Request Parameters

For information about the parameters that are common to all actions, see Common Parameters.

The request accepts the following data in JSON format.

Filters

A filter to view information about your activations.

Type: Array of DescribeActivationsFilter objects

Required: No

MaxResults

The maximum number of items to return for this call. The call also returns a token that you can
specify in a subsequent call to get the next set of results.

Type: Integer
Valid Range: Minimum value of 1. Maximum value of 50.

Required: No
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NextToken
A token to start the list. Use this token to get the next set of results.
Type: String

Required: No

Response Syntax

"ActivationList": [

{

"ActivationId": "string",
"CreatedDate": number,
"DefaultInstanceName": "string",
"Description": "string",
"ExpirationDate": number,
"Expired": boolean,
"TamRole": "string",
"RegistrationLimit": number,
"RegistrationsCount": number,
"Tags": [

{

Key": "string",
"Value": "string"

]I

"NextToken": "string"

Response Elements
If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.

ActivationList

A list of activations for your AWS account.
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Type: Array of Activation objects
NextToken

The token for the next set of items to return. Use this token to get the next set of results.

Type: String

Errors

For information about the errors that are common to all actions, see Common Errors.

InternalServerError

An error occurred on the server side.

HTTP Status Code: 500

InvalidFilter

The filter name isn't valid. Verify the you entered the correct name and try again.

HTTP Status Code: 400

InvalidNextToken
The specified token isn't valid.

HTTP Status Code: 400

Examples

Example

This example illustrates one usage of DescribeActivations.

Sample Request

POST / HTTP/1.1

Host: ssm.us-east-2.amazonaws.com
Accept-Encoding: identity

X-Amz-Target: AmazonSSM.DescribeActivations

Errors
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Content-Type: application/x-amz-json-1.1

User-Agent: aws-cli/1.17.12 Python/3.6.8 Darwin/18.7.0 botocore/1.14.12

X-Amz-Date: 20200324T152059Z

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20200324/us-east-2/ssm/
aws4_request,

SignedHeaders=content-type;host; x-amz-date; x-amz-target, Signature=39c3b3042cd2aEXAMPLE
Content-Length: 2

Sample Response

"ActivationList": [

{
"ActivationId": "e9136c¢c70-ba7b-4d7d-8e31-174a7EXAMPLE",

"CreatedDate": 1581954699.792,

"Description": "Example",

"ExpirationDate": 1584316800,

"Expired": true,

"IamRole": "service-role/RoleForManagedInstances",
"RegistrationLimit": 5,

"RegistrationsCount": 1

See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the
following:

« AWS Command Line Interface
o AWS SDK for .NET

o AWS SDK for C++

o AWS SDK for Go

o AWS SDK for Java V2

o AWS SDK for JavaScript V3

o AWS SDK for PHP V3

o AWS SDK for Python

o AWS SDK for Ruby V3
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AWS Systems Manager API Reference

See Also API Version 2014-11-06 161



AWS Systems Manager API Reference

DescribeAssociation

Describes the association for the specified target or managed node. If you created the association

by using the Targets parameter, then you must retrieve the association by using the association
ID.

Request Syntax

{
"AssociationId": "string",
"AssociationVersion": "string",
"Instanceld": "string",
"Name": "string"

}

Request Parameters

For information about the parameters that are common to all actions, see Common Parameters.

The request accepts the following data in JSON format.

Associationld

The association ID for which you want information.
Type: String

Pattern: [0-9a-fA-F]{8}-[0-9a-fA-F]{4}-[0-9a-fA-F]{4}-[0-9a-fA-F]{4}-[0-9a-
fA-F]1{12}

Required: No

AssociationVersion

Specify the association version to retrieve. To view the latest version, either specify
$LATEST for this parameter, or omit this parameter. To view a list of all associations for a
managed node, use ListAssociations. To get a list of versions for a specific association, use
ListAssociationVersions.

Type: String

Pattern: ([$]LATEST) | ([1-9][0-9]*)
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Required: No

Instanceld
The managed node ID.
Type: String
Pattern: (71-(\w{8} \w{17})$) | ("mi-\w{17}$)

Required: No

Name

The name of the SSM document.
Type: String
Pattern: A[a-zA-Z0-9 \-.:/1{3,128}%

Required: No

Response Syntax

"AssociationDescription": {
"AlarmConfiguration": {
"Alarms": [

{

"Name": "string"

1,

"IgnorePollAlarmFailure": boolean

I

"ApplyOnlyAtCronInterval": boolean,
"AssociationId": "string",
"AssociationName": "string",
"AssociationVersion": "string",
"AutomationTargetParameterName": "string",
"CalendarNames": [ "string" ],
"ComplianceSeverity": "string",
"Date": number,

"DocumentVersion": "string",
"Duration": number,

"Instanceld": "string",
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"LastExecutionDate": number,
"LastSuccessfulExecutionDate": number,
"LastUpdateAssociationDate": number,

"MaxConcurrency": "string",
"MaxErrors": "string",
"Name": "string",

"QutputLocation": {

"S3lLocation": {
"QutputS3BucketName": "string",
"QutputS3KeyPrefix": "string",
"QutputS3Region": "string"

},
"Overview": {
"AssociationStatusAggregatedCount": {

"string" : number
},
"DetailedStatus": "string",
"Status": "string"
I
"Parameters": {
"string" : [ "string" ]
},
"ScheduleExpression": "string",
"ScheduleOffset": number,
"Status": {
"AdditionalInfo": "string",
"Date": number,
"Message": "string",
"Name": "string"
},
"SyncCompliance": "string",
"TargetlLocations": [

{
"Accounts": [ "string" 1],
"ExecutionRoleName": "string",
"Regions": [ "string" 1],
"TargetlLocationAlarmConfiguration": {

"Alarms": [
{
"Name": "string"
}
1,

"IgnorePollAlarmFailure": boolean
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},
"TargetlLocationMaxConcurrency": "string",
"TargetlLocationMaxErrors": "string"
}
1,
"TargetMaps": [
{
"string" : [ "string" ]
}
1,
"Targets": [
{
"Key": "string",
"Values": [ "string" ]
}
1,
"TriggeredAlarms": [
{
"Name": "string",
"State": "string"
}
]

Response Elements

If the action is successful, the service sends back an HTTP 200 response.

The following data is returned in JSON format by the service.

AssociationDescription

Information about the association.

Type: AssociationDescription object

Errors

For information about the errors that are common to all actions, see Common Errors.

Response Elements
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AssociationDoesNotExist
The specified association doesn't exist.

HTTP Status Code: 400

InternalServerError
An error occurred on the server side.

HTTP Status Code: 500

InvalidAssociationVersion

The version you specified isn't valid. Use ListAssociationVersions to view all versions of an
association according to the association ID. Or, use the $LATEST parameter to view the latest
version of the association.

HTTP Status Code: 400

InvalidDocument
The specified SSM document doesn't exist.

HTTP Status Code: 400

Invalidinstanceld

The following problems can cause this exception:

» You don't have permission to access the managed node.

« AWS Systems Manager Agent (SSM Agent) isn't running. Verify that SSM Agent is running.
« SSM Agent isn't registered with the SSM endpoint. Try reinstalling SSM Agent.

« The managed node isn't in a valid state. Valid states are: Running, Pending, Stopped, and
Stopping. Invalid states are: Shutting-down and Terminated.

HTTP Status Code: 400

Examples

Example

This example illustrates one usage of DescribeAssociation.
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Sample Request

POST / HTTP/1.1

Host:

ssm.us-east-2.amazonaws.com

Accept-Encoding: identity
X-Amz-Target: AmazonSSM.DescribeAssociation
Content-Type: application/x-amz-json-1.1

User-Agent: aws-cli/1.17.12 Python/3.6.8 Darwin/18.7.0 botocore/1.14.12

X-Amz-Date: 20200324T1534237Z
Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20200324/us-east-2/ssm/
aws4_request,
SignedHeaders=content-type;host; x-amz-date; x-amz-target, Signature=39c3b3042cd2aEXAMPLE
Content-Length: 57

"AssociationId": "fa94c678-85c6-4d40-926b-7c791EXAMPLE"

Sample Response

"AssociationDescription": {

"ApplyOnlyAtCronInterval": false,

"AssociationId": "fa94c678-85c6-4d40-926b-7c791EXAMPLE",

"AssociationVersion": "1",

"ComplianceSeverity": "UNSPECIFIED",

"Date": 1561053271.583,

"DocumentVersion": "$DEFAULT",

"LastExecutionDate": 1582037438.692,

"LastSuccessfulExecutionDate": 1582037438.692,

"LastUpdateAssociationDate": 1561053271.583,

"Name": "AWS-UpdateSSMAgent",

"Overview": {
"AssociationStatusAggregatedCount": {

"Success": 3

1,
"DetailedStatus": "Success",
"Status": "Success"

I,
"Parameters": {
"allowDowngrade": [
"false"

]I

Examples
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"version": [

]
I
"Targets": [
{
"Key": "tag:ssm",
"Values": [
"true"
]
}
]
}
}
See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the
following:

« AWS Command Line Interface
« AWS SDK for .NET

« AWS SDK for C++

« AWS SDK for Go

« AWS SDK for Java V2

« AWS SDK for JavaScript V3

« AWS SDK for PHP V3

o AWS SDK for Python

« AWS SDK for Ruby V3

See Also API Version 2014-11-06 168


https://docs.aws.amazon.com/goto/aws-cli/ssm-2014-11-06/DescribeAssociation
https://docs.aws.amazon.com/goto/DotNetSDKV3/ssm-2014-11-06/DescribeAssociation
https://docs.aws.amazon.com/goto/SdkForCpp/ssm-2014-11-06/DescribeAssociation
https://docs.aws.amazon.com/goto/SdkForGoV1/ssm-2014-11-06/DescribeAssociation
https://docs.aws.amazon.com/goto/SdkForJavaV2/ssm-2014-11-06/DescribeAssociation
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/ssm-2014-11-06/DescribeAssociation
https://docs.aws.amazon.com/goto/SdkForPHPV3/ssm-2014-11-06/DescribeAssociation
https://docs.aws.amazon.com/goto/boto3/ssm-2014-11-06/DescribeAssociation
https://docs.aws.amazon.com/goto/SdkForRubyV3/ssm-2014-11-06/DescribeAssociation

AWS Systems Manager API Reference

DescribeAssociationExecutions

Views all executions for a specific association ID.

Request Syntax

{
"AssociationId": "string",
"Filters": [
{
"Key": "string",
"Type": "string",
"Value": "string"
}
1)
"MaxResults": number,
"NextToken": "string"
}

Request Parameters

For information about the parameters that are common to all actions, see Common Parameters.

The request accepts the following data in JSON format.

Associationld

The association ID for which you want to view execution history details.
Type: String

Pattern: [0-9a-fA-F]{8}-[0-9a-fA-F]{4}-[0-9a-fA-F]{4}-[0-9a-fA-F]{4}-[0-9a-
fA-F]1{12}

Required: Yes

Filters
Filters for the request. You can specify the following filters and values.
Executionld (EQUAL)

Status (EQUAL)
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CreatedTime (EQUAL, GREATER_THAN, LESS_THAN)

Type: Array of AssociationExecutionFilter objects

Array Members: Minimum number of 1 item.

Required: No

MaxResults

The maximum number of items to return for this call. The call also returns a token that you can

specify in a subsequent call to get the next set of results.
Type: Integer
Valid Range: Minimum value of 1. Maximum value of 50.

Required: No
NextToken

A token to start the list. Use this token to get the next set of results.
Type: String

Required: No

Response Syntax

{
"AssociationExecutions": [
{
"AlarmConfiguration": {
"Alarms": [
{
"Name": "string"
}
1,
"IgnorePollAlarmFailure": boolean
.
"AssociationId": "string",
"AssociationVersion": "string",

"CreatedTime": number,

Response Syntax
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"DetailedStatus": "string",
"ExecutionId": "string",
"LastExecutionDate": number,
"ResourceCountByStatus": "string",
"Status": "string",
"TriggeredAlarms": [

{

"Name": "string",
"State": "string"

]I

"NextToken": "string"

Response Elements
If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.

AssociationExecutions

A list of the executions for the specified association ID.

Type: Array of AssociationExecution objects

NextToken
The token for the next set of items to return. Use this token to get the next set of results.

Type: String

Errors

For information about the errors that are common to all actions, see Common Errors.

AssociationDoesNotExist
The specified association doesn't exist.

HTTP Status Code: 400
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InternalServerError
An error occurred on the server side.

HTTP Status Code: 500

InvalidNextToken
The specified token isn't valid.

HTTP Status Code: 400

Examples

Example
This example illustrates one usage of DescribeAssociationExecutions.

Sample Request

POST / HTTP/1.1

Host: ssm.us-east-2.amazonaws.com

Accept-Encoding: identity

X-Amz-Target: AmazonSSM.DescribeAssociationExecutions

Content-Type: application/x-amz-json-1.1

User-Agent: aws-cli/1.17.12 Python/3.6.8 Darwin/18.7.0 botocore/1.14.12

X-Amz-Date: 20200324T154610Z

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20200324/us-east-2/ssm/
aws4_request,

SignedHeaders=content-type;host; x-amz-date; x-amz-target, Signature=39c3b3042cd2aEXAMPLE
Content-Length: 57

"AssociationId": "fa94c678-85c6-4d40-926b-7c791EXAMPLE"

Sample Response

"AssociationExecutions": [

{
"AssociationId": "fa94c678-85c6-4d40-926b-7c791EXAMPLE",
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"AssociationVersion": "1",

"CreatedTime": 1561053271.718,

"DetailedStatus": "Success",

"ExecutionId": "d6d5lef5-4eca-48ef-9d7d-bd6ceEXAMPLE",
"ResourceCountByStatus": "{Success=3}",

"Status": "Success"

See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the
following:

o AWS Command Line Interface
o AWS SDK for .NET

« AWS SDK for C++

» AWS SDK for Go

« AWS SDK for Java V2

» AWS SDK for JavaScript V3

« AWS SDK for PHP V3

« AWS SDK for Python

o AWS SDK for Ruby V3
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DescribeAssociationExecutionTargets

Views information about a specific execution of a specific association.

Request Syntax

{
"AssociationId": "string",
"ExecutionId": "string",
"Filters": [
{
"Key": "string",
"Value": "string"
}
1,
"MaxResults": number,
"NextToken": "string"
}

Request Parameters

For information about the parameters that are common to all actions, see Common Parameters.

The request accepts the following data in JSON format.

Associationld

The association ID that includes the execution for which you want to view details.
Type: String

Pattern: [0-9a-fA-F]{8}-[0-9a-fA-F]{4}-[0-9a-fA-F]{4}-[0-9a-fA-F]{4}-[0-9a-
fA-F]1{12}

Required: Yes

Executionid
The execution ID for which you want to view details.

Type: String
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Pattern: [0-9a-fA-F]{8}-[0-9a-fA-F]{4}-[0-9a-fA-F]{4}-[0-9a-fA-F]{4}-[0-9a-
fA-F]1{12}

Required: Yes

Filters

Filters for the request. You can specify the following filters and values.
Status (EQUAL)

Resourceld (EQUAL)

ResourceType (EQUAL)

Type: Array of AssociationExecutionTargetsFilter objects

Array Members: Minimum number of 1 item.

Required: No

MaxResults

The maximum number of items to return for this call. The call also returns a token that you can
specify in a subsequent call to get the next set of results.

Type: Integer
Valid Range: Minimum value of 1. Maximum value of 50.

Required: No
NextToken

A token to start the list. Use this token to get the next set of results.
Type: String

Required: No

Response Syntax

"AssociationExecutionTargets": [
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{
"AssociationId": "string",
"AssociationVersion": "string",
"DetailedStatus": "string",
"ExecutionId": "string",
"LastExecutionDate": number,
"QutputSource": {
"QutputSourceld": "string",
"QutputSourceType": "string"
I
"ResourcelId": "string",
"ResourceType": "string",
"Status": "string"
}
1,
"NextToken": "string"

Response Elements
If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.

AssociationExecutionTargets

Information about the execution.

Type: Array of AssociationExecutionTarget objects

NextToken
The token for the next set of items to return. Use this token to get the next set of results.

Type: String

Errors

For information about the errors that are common to all actions, see Common Errors.

AssociationDoesNotExist

The specified association doesn't exist.
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HTTP Status Code: 400

AssociationExecutionDoesNotExist
The specified execution ID doesn't exist. Verify the ID number and try again.

HTTP Status Code: 400

InternalServerError
An error occurred on the server side.

HTTP Status Code: 500

InvalidNextToken
The specified token isn't valid.

HTTP Status Code: 400

Examples

Example
This example illustrates one usage of DescribeAssociationExecutionTargets.

Sample Request

POST / HTTP/1.1

Host: ssm.us-east-2.amazonaws.com

Accept-Encoding: identity

X-Amz-Target: AmazonSSM.DescribeAssociationExecutionTargets

Content-Type: application/x-amz-json-1.1

User-Agent: aws-cli/1.17.12 Python/3.6.8 Darwin/18.7.0 botocore/1.14.12

X-Amz-Date: 20200324T165104Z

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20200324/us-east-2/ssm/
aws4_request,

SignedHeaders=content-type;host; x-amz-date; x-amz-target, Signature=39c3b3042cd2aEXAMPLE
Content-Length: 112

"AssociationId": "fa94c678-85c6-4d40-926b-7c791EXAMPLE",
"ExecutionId": "d6d5lef5-4eca-48ef-9d7d-bd6ceEXAMPLE"
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Sample Response

"AssociationExecutionTargets": [

{

"AssociationId": "fa94c678-85c6-4d40-926b-7c791EXAMPLE",
"AssociationVersion": "1",
"DetailedStatus": "Success",
"ExecutionId": "d6d5lef5-4eca-48ef-9d7d-bd6ceEXAMPLE",
"LastExecutionDate": 1582037438.692,
"OutputSource": {
"QutputSourceIld": "lcdbble6-2e69-40bl-acld-121dcEXAMPLE",
"OutputSourceType": "RunCommand"
},
"ResourceId": "i-02573cafcfEXAMPLE",
"ResourceType": "ManagedInstance",
"Status": "Success"

"AssociationId": "fa94c678-85c6-4d40-926b-7c791EXAMPLE",
"AssociationVersion": "1",
"DetailedStatus": "Success",
"ExecutionId": "d6d5lef5-4eca-48ef-9d7d-bd6ceEXAMPLE",
"LastExecutionDate": 1581948052.198,
"OutputSource": {
"OutputSourceId": "bl70ae99-4959-479b-ab4d-f6ae@EXAMPLE",
"OutputSourceType": "RunCommand"
},
"ResourceId": "i-0471e@424QEXAMPLE",
"ResourceType": "ManagedInstance",
"Status": "Success"

"AssociationId": "fa94c678-85c6-4d40-926b-7c791EXAMPLE",
"AssociationVersion": "1",
"DetailedStatus": "Success",
"ExecutionId": "d6d5lef5-4eca-48ef-9d7d-bd6ceEXAMPLE",
"LastExecutionDate": 1561053316.711,
"OutputSource": {
"OutputSourceId": "89cd739c-dla5-4dc9-af4f-8b624EXAMPLE",
"OutputSourceType": "RunCommand"

3,
"ResourceId": "i-07782c72faEXAMPLE",
"ResourceType": "ManagedInstance",

Examples
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"Status": "Success"

See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the
following:

« AWS Command Line Interface
« AWS SDK for .NET

« AWS SDK for C++

« AWS SDK for Go

« AWS SDK for Java V2

« AWS SDK for JavaScript V3

« AWS SDK for PHP V3

o AWS SDK for Python

« AWS SDK for Ruby V3
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DescribeAutomationExecutions

Provides details about all active and terminated Automation executions.

Request Syntax

{
"Filters": [
{
"Key": "string",
"Values": [ "string" 1]
}
1)
"MaxResults": number,
"NextToken": "string"
}

Request Parameters

For information about the parameters that are common to all actions, see Common Parameters.

The request accepts the following data in JSON format.
Filters
Filters used to limit the scope of executions that are requested.

Type: Array of AutomationExecutionFilter objects

Array Members: Minimum number of 1 item. Maximum number of 10 items.

Required: No

MaxResults

The maximum number of items to return for this call. The call also returns a token that you can
specify in a subsequent call to get the next set of results.

Type: Integer
Valid Range: Minimum value of 1. Maximum value of 50.

Required: No
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NextToken

The token for the next set of items to return. (You received this token from a previous call.)

Type: String

Required: No

Response Syntax

"AutomationExecutionMetadatalist": [

{

"AlarmConfiguration": {

"Alarms": [
{
"Name": "string"
}
1,
"IgnorePollAlarmFailure": boolean
},
"AssociationId": "string",
"AutomationExecutionId": "string",
"AutomationExecutionStatus": "string",
"AutomationSubtype": "string",
"AutomationType": "string",
"ChangeRequestName": "string",
"CurrentAction": "string",
"CurrentStepName": "string",
"DocumentName": "string",
"DocumentVersion": "string",

ExecutedBy": "string",
"ExecutionEndTime": number,

"ExecutionStartTime": number,

"FailureMessage": "string",
"LogFile": "string",
"MaxConcurrency": "string",
"MaxErrors": "string",
"Mode": "string",
"OpsItemId": "string",
"Qutputs": {

"string" : [ "string" ]
},

Response Syntax
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"ParentAutomationExecutionId": "string",
"ResolvedTargets": {
"ParameterValues": [ "string" 1],
"Truncated": boolean

},
"Runbooks": [
{
"DocumentName": "string",
"DocumentVersion": "string",
"MaxConcurrency": "string",
"MaxErrors": "string",
"Parameters": {
"string" : [ "string" ]

iy

"TargetlLocations": [

{

"Accounts": [ "string" 1],

"ExecutionRoleName": "string",

"Regions": [ "string" 1],

"TargetlLocationAlarmConfiguration": {
"Alarms": [

{

"Name": "string"

]I

"IgnorePollAlarmFailure": boolean

}I

"TargetlLocationMaxConcurrency": "string",

"TargetlLocationMaxErrors": "string"

]I

"TargetMaps": [
{

"string" : [ "string" ]

1,

"TargetParameterName": "string",

"Targets": [
{

K_exll: Ilstringll’
"Values": [ "string" ]
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]I

"ScheduledTime": number,
"Target": "string",
TargetMaps": [

{
"string" : [ "string" ]
}
1,
"TargetParameterName": "string",
"Targets": [
{
"Key": "string",
"Values": [ "string" ]
}
1,
"TriggeredAlarms": [
{
"Name": "string",
"State": "string"
}
]
}
1,
"NextToken": "string"

Response Elements

If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.

AutomationExecutionMetadatalist

The list of details about each automation execution which has occurred which matches the filter
specification, if any.

Type: Array of AutomationExecutionMetadata objects

NextToken

The token to use when requesting the next set of items. If there are no additional items to
return, the string is empty.
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Type: String

Errors

For information about the errors that are common to all actions, see Common Errors.

InternalServerError
An error occurred on the server side.

HTTP Status Code: 500
InvalidFilterKey

The specified key isn't valid.

HTTP Status Code: 400

InvalidFilterValue
The filter value isn't valid. Verify the value and try again.

HTTP Status Code: 400

InvalidNextToken
The specified token isn't valid.

HTTP Status Code: 400

Examples

Example

This example illustrates one usage of DescribeAutomationExecutions.

Sample Request

POST / HTTP/1.1

Host: ssm.us-east-2.amazonaws.com

Accept-Encoding: identity

X-Amz-Target: AmazonSSM.DescribeAutomationExecutions
Content-Type: application/x-amz-json-1.1

Errors
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User-Agent: aws-cli/1.17.12 Python/3.6.8 Darwin/18.7.0 botocore/1.14.12

X-Amz-Date: 20200324T173011Z

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20200324/us-east-2/ssm/
aws4_request,

SignedHeaders=content-type;host; x-amz-date; x-amz-target, Signature=39c3b3042cd2aEXAMPLE
Content-Length: 2

Sample Response

"AutomationExecutionMetadatalList": [
{
"AutomationExecutionId": "8a5f5be8-5d93-437a-adbb-394f7EXAMPLE",
"AutomationExecutionStatus": "Success",
"AutomationType": "Local",
"DocumentName": "Example",
"DocumentVersion": "1",
"ExecutedBy": "arn:aws:sts::111122223333:assumed-role/Example",
"ExecutionEndTime": 1585062669.053,
"ExecutionStartTime": 1585061570.827,
"LogFile": "",
"Mode": "Auto",
"Outputs": {3},
"ResolvedTargets": {
"ParameterValues": [],
"Truncated": false
},
"Targets": []

See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the
following:

AWS Command Line Interface
AWS SDK for .NET

AWS SDK for C++

AWS SDK for Go
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« AWS SDK for Java V2

AWS SDK for JavaScript V3
AWS SDK for PHP V3

AWS SDK for Python

AWS SDK for Ruby V3
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DescribeAutomationStepExecutions

Information about all active and terminated step executions in an Automation workflow.

Request Syntax

{
"AutomationExecutionId": "string",
"Filters": [
{
"Key": "string",
"Values": [ "string" 1]
}
1,
"MaxResults": number,
"NextToken": "string",
"ReverseOrder": boolean
}

Request Parameters

For information about the parameters that are common to all actions, see Common Parameters.

The request accepts the following data in JSON format.

AutomationExecutionld

The Automation execution ID for which you want step execution descriptions.
Type: String
Length Constraints: Fixed length of 36.

Required: Yes

Filters
One or more filters to limit the number of step executions returned by the request.

Type: Array of StepExecutionFilter objects

Array Members: Minimum number of 1 item. Maximum number of 6 items.

Required: No
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MaxResults

The maximum number of items to return for this call. The call also returns a token that you can

specify in a subsequent call to get the next set of results.
Type: Integer
Valid Range: Minimum value of 1. Maximum value of 50.

Required: No
NextToken

The token for the next set of items to return. (You received this token from a previous call.)

Type: String

Required: No

ReverseOrder

Indicates whether to list step executions in reverse order by start time. The default value is

'false’.
Type: Boolean

Required: No

Response Syntax

{
"NextToken": "string",
"StepExecutions": [
{
"Action": "string",

"ExecutionEndTime": number,
"ExecutionStartTime": number,
"FailureDetails": {
"Details": {
"string" : [ "string" ]

}I

"FailureStage": "string",
"FailureType": "string"
},

"FailureMessage": "string",

Response Syntax
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Inputs": {

"string" : "string"
},
"IsCritical": boolean,
"IsEnd": boolean,

"MaxAttempts": number,
"NextStep": "string",

"OnFailure": "string",

"Qutputs": {
"string" : [ "string" ]

},

"OverriddenParameters": {
"string" : [ "string" ]

I

"ParentStepDetails": {
"Action": "string",
"Iteration": number,
"ITteratorValue": "string",
"StepExecutionId": "string",
"StepName": "string"

},

"Response": "string",
"ResponseCode": "string",
"StepExecutionId": "string",
"StepName": "string",
"StepStatus": "string",

"TargetLocation": {
"Accounts": [ "string" ],
"ExecutionRoleName": "string",
"Regions": [ "string" ],

"TargetLocationAlarmConfiguration": {

"Alarms": [
{
"Name": "string"
}
1,
"IgnorePollAlarmFailure": boolean
1,
"TargetlLocationMaxConcurrency": "string",
"TargetlLocationMaxErrors": "string"
1,
"Targets": [
{

K_exll: Ilstringll’
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"Values": [ "string" ]

]I

"TimeoutSeconds": number,
"TriggeredAlarms": [
{

"Name": "string",
"State": "string"

15
"ValidNextSteps": [ "string" ]

Response Elements

If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.
NextToken

The token to use when requesting the next set of items. If there are no additional items to
return, the string is empty.

Type: String

StepExecutions

A list of details about the current state of all steps that make up an execution.

Type: Array of StepExecution objects

Errors

For information about the errors that are common to all actions, see Common Errors.

AutomationExecutionNotFoundException
There is no automation execution information for the requested automation execution ID.

HTTP Status Code: 400
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InternalServerError
An error occurred on the server side.

HTTP Status Code: 500
InvalidFilterKey

The specified key isn't valid.

HTTP Status Code: 400

InvalidFilterValue
The filter value isn't valid. Verify the value and try again.

HTTP Status Code: 400

InvalidNextToken
The specified token isn't valid.

HTTP Status Code: 400

Examples

Example
This example illustrates one usage of DescribeAutomationStepExecutions.

Sample Request

POST / HTTP/1.1

Host: ssm.us-east-2.amazonaws.com

Accept-Encoding: identity

X-Amz-Target: AmazonSSM.DescribeAutomationStepExecutions

Content-Type: application/x-amz-json-1.1

User-Agent: aws-cli/1.17.12 Python/3.6.8 Darwin/18.7.0 botocore/1.14.12

X-Amz-Date: 20200324T180909Z

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20200324/us-east-2/ssm/
aws4_request,

SignedHeaders=content-type;host; x-amz-date; x-amz-target, Signature=39c3b3042cd2aEXAMPLE
Content-Length: 65
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"AutomationExecutionId": "8a5f5be8-5d93-437a-adbb-394f7EXAMPLE"

Sample Response

"StepExecutions": [
{
"Action": "aws:createImage",
"ExecutionEndTime": 1585062668.968,
"ExecutionStartTime": 1585061571.144,
"Inputs": {
"ImageDescription”: "\"AMI for i-02573cafcfEXAMPLE created on
2020-03-24_14.52.51\"",
"ImageName": "\"i-02573cafcfEXAMPLE-2020-03-24_14.52.51\"",
"InstanceId": "\"i-02573cafcfEXAMPLE\"",
"NoReboot": "false"

},
"OnFailure": "Abort",
"Outputs": {
"Imageld": [
"ami-@f4706cb37EXAMPLE"
1,
"ImageState": [
"available"
1,
"OutputPayload": [
"{\"ImageId\":\"ami-0f4706cb37EXAMPLE\",\"ImageState\":\"available
\"}"
]
1,
"OverriddenParameters": {3},
"StepExecutionId": "eff80946-356d-4128-97b2-6a@f5EXAMPLE",
"StepName": "createImage",
"StepStatus": "Success"
}
]
}
See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the
following:
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AWS Command Line Interface

AWS SDK for .NET

AWS SDK for C++

AWS SDK for Go

AWS SDK for Java V2

AWS SDK for JavaScript V3
AWS SDK for PHP V3

AWS SDK for Python

AWS SDK for Ruby V3

See Also
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DescribeAvailablePatches

Lists all patches eligible to be included in a patch baseline.

(@ Note

Currently, DescribeAvailablePatches supports only the Amazon Linux 1, Amazon
Linux 2, and Windows Server operating systems.

Request Syntax

{
"Filters": [
{
"Key": "string",
"Values": [ "string" ]
}
1,
"MaxResults": number,
"NextToken": "string"
}

Request Parameters

For information about the parameters that are common to all actions, see Common Parameters.

The request accepts the following data in JSON format.

Filters
Each element in the array is a structure containing a key-value pair.
Windows Server

Supported keys for Windows Server managed node patches include the following:

e PATCH_SET

Sample values: 0S | APPLICATION
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« PRODUCT

Sample values: WindowsServer2012 | 0Office 2010 |MicrosoftDefenderAntivirus

e PRODUCT_FAMILY

Sample values: Windows | Office

o MSRC_SEVERITY

Sample values: ServicePacks | Important | Moderate

e CLASSIFICATION

Sample values: ServicePacks | SecurityUpdates | DefinitionUpdates

« PATCH_ID
Sample values: KB123456 | KB4516046

Linux

/A Important

When specifying filters for Linux patches, you must specify a key-pair for PRODUCT. For
example, using the AWS Command Line Interface (AWS CLI), the following command
fails:

aws ssm describe-available-patches --filters
Key=CVE_ID,Values=CVE-2018-3615

However, the following command succeeds:

aws ssm describe-available-patches --filters

Key=PRODUCT, Values=AmazonLinux2018.03
Key=CVE_ID,Values=CVE-2018-3615

Supported keys for Linux managed node patches include the following:

« PRODUCT

Sample values: AmazonLinux2@18.03 | AmazonLinux2.0

« NAME

Sample values: kernel-headers | samba-python | php
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SEVERITY

Sample values

EPOCH

Sample values:

VERSION

Sample values

RELEASE

Sample values

ARCH

Sample values

REPOSITORY

Sample values

ADVISORY_ID

Sample values

CVE_ID

Sample values

BUGZILLA_ID

Sample values

:Critical | Important | Medium| Low

0|1

:78.6.1|4.10.16

:9.56.amznl | 1.amzn2

. 1686 | x86_64

: Core | Updates

: ALAS-2018-1058 | ALAS2-2021-1594

: CVE-2018-3615 | CVE-2020-1472

11463241

Type: Array of PatchOrchestratorFilter objects

Array Members: Minimum number of 0 items. Maximum number of 5 items.

Required: No

MaxResults

The maximum number of patches to return (per page).

Type: Integer

Request Parameters
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Valid Range: Minimum value of 1. Maximum value of 100.

Required: No

NextToken

The token for the next set of items to return. (You received this token from a previous call.)

Type: String

Required: No

Response Syntax

"NextToken": "string",
"Patches": [

{

AdvisorylIds": [ "string" ],

"Arch": "string",
"Bugzillalds": [ "string" 1],
"Classification": "string",
"ContentUrl": "string",

"CVEIds": [ "string" ],
"Description": "string",
"Epoch": number,

"Id": "string",
"KbNumber": "string",

"Language": "string",
"MsrcNumber": "string",

"MsrcSeverity": "string",
"Name": "string",
"Product": "string",
"ProductFamily": "string",
"Release": "string",
"ReleaseDate": number,
"Repository": "string",
Severity": "string",
"Title": "string",
"Vendor": "string",
"Version": "string"

Response Syntax
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}

Response Elements

If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.
NextToken

The token to use when requesting the next set of items. If there are no additional items to
return, the string is empty.

Type: String
Patches

An array of patches. Each entry in the array is a patch structure.

Type: Array of Patch objects

Errors

For information about the errors that are common to all actions, see Common Errors.

InternalServerError
An error occurred on the server side.

HTTP Status Code: 500

Examples

Example
This example illustrates one usage of DescribeAvailablePatches.

Sample Request

POST / HTTP/1.1
Host: ssm.us-east-2.amazonaws.com
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Accept-Encoding: identity
Content-Length: 17

X-Amz-Target: AmazonSSM.DescribeAvailablePatches

X-Amz-Date:

User-Agent: aws-cli/1.11.180 Python/2.7.9 Windows/8 botocore/1.7.38
Content-Type: application/x-amz-json-1.1

20180308T193543Z7

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20180308/us-east-2/ssm/
aws4_request,
SignedHeaders=content-type;host; x-amz-date; x-amz-target, Signature=39c3b3042cd2aEXAMPLE

{
"Filters": [
{
"Key": "PRODUCT",
"Values": [
"WindowsServer2016"
]
I
{
"Key": "CLASSIFICATION",
"Values": [
"SecurityUpdates"
]
I
{
"Key": "MSRC_SEVERITY",
"Values": [
"Critical"
]
}
]
}

Sample Response

{
"Patches": [
{
"Classification": "SecurityUpdates",
software

"ContentUrl": "https://support.microsoft.com/en-us/kb/4074588",
"Description": "A security issue has been identified in a Microsoft

product that could affect your system. You can help protect your system by

Examples
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issues

Base

system.

based

n
’

software

installing this update from Microsoft. For a complete listing of the
that are included in this update, see the associated Microsoft Knowledge
article. After you install this update, you may have to restart your
"Id": "1lladeal®-0701-430e-954f-9471595ae246",

"KbNumber": "KB4074588",
"Language": "All",

"MsrcNumber": "",
"MsrcSeverity": "Critical",
"Product": "WindowsServer2016",
"ProductFamily": "Windows",

"ReleaseDate": 1518548400,
"Title": "2018-02 Cumulative Update for Windows Server 2016 (1709) for x64-

Systems (KB4074588)",

"Vendor": "Microsoft"

"Classification": "SecurityUpdates",

"ContentUrl": "https://support.microsoft.com/en-us/kb/4@074590",
"Description": "A security issue has been identified in a Microsoft

product that could affect your system. You can help protect your system by
installing this update from Microsoft. For a complete listing of the issues

that are included in this update, see the associated Microsoft Knowledge Base article.
After you install this update, you may have to restart your system.",

"Id": "f5f58231-ac5d-4640-ablb-9dc8d857c265",
"KbNumber": "KB4@074590",
"Language": "All",

"MsrcNumber": "",
"MsrcSeverity": "Critical",
"Product": "WindowsServer2016",
"ProductFamily": "Windows",

"ReleaseDate": 1518544805,

"Title": "2018-02 Cumulative Update for Windows Server 2016 for x64-based
Systems (KB4@74590)",

"Vendor": "Microsoft"

"Classification": "SecurityUpdates",
"ContentUrl": "https://support.microsoft.com/en-us/kb/4074595",

Examples
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software

issues
Base

system.",

2016

See Also

"Description": "A security issue has been identified in a Microsoft

product that could affect your system. You can help protect your system by
installing this update from Microsoft. For a complete listing of the

that are included in this update, see the associated Microsoft Knowledge

article. After you install this update, you may have to restart your

"Id": "754b5889-2e01-40cc-8833-edf86b35541f",

"KbNumber": "KB4@74595",
"Language": "All",

"MsrcNumber": "",
"MsrcSeverity": "Critical",
"Product": "WindowsServer2016",
"ProductFamily": "Windows",

"ReleaseDate": 1517965209,

"Title": "2018-02 Security Update for Adobe Flash

for x64-based Systems (KB4@74595)",
"Vendor": "Microsoft"

Player for Windows Server

For more information about using this APl in one of the language-specific AWS SDKs, see the

following:

« AWS Command Line Interface

« AWS SDK for .NET

« AWS SDK for C++

« AWS SDK for Go

« AWS SDK for Java V2

« AWS SDK for JavaScript V3

« AWS SDK for PHP V3

o AWS SDK for Python

o AWS SDK for Ruby V3

See Also
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DescribeDocument

Describes the specified AWS Systems Manager document (SSM document).

Request Syntax

{
"DocumentVersion": "string",
"Name": "string",
"VersionName": "string"

}

Request Parameters

For information about the parameters that are common to all actions, see Common Parameters.

The request accepts the following data in JSON format.

DocumentVersion

The document version for which you want information. Can be a specific version or the default
version.

Type: String
Pattern: ([$]LATEST|[$]1DEFAULT|~[1-9][@-9]1*%)

Required: No

Name

The name of the SSM document.
Type: String
Pattern: A[a-zA-Z0-9 \-.:/1{3,128}%

Required: Yes

VersionName

An optional field specifying the version of the artifact associated with the document. For
example, 12.6. This value is unique across all versions of a document, and can't be changed.

Type: String
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Pattern: A[a-zA-Z0-9 \-.]{1,128}%

Required: No

Response Syntax

"Document": {
"ApprovedVersion": "string",
"AttachmentsInformation": [

{

"Name": "string"

15
"Author": "string",
"Category": [ "string" 1],

"CategoryEnum": [ "string" 1],
"CreatedDate": number,

"DefaultVersion": "string",
"Description": "string",
DisplayName": "string",
"DocumentFormat": "string",
"DocumentType": "string",
"DocumentVersion": "string",
"Hash": "string",
"HashType": "string",
"LatestVersion": "string",
"Name": "string",

"Owner": "string",
"Parameters": [

{

"DefaultValue": "string",
"Description": "string",

"Name": "string",
"Type": "string"
}
1,
"PendingReviewVersion": "string",
"PlatformTypes": [ "string" ],
"Requires": [
{
"Name": "string",
"RequireType": "string",
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"Version": "string",
"VersionName": "string"

1,

"ReviewInformation": [

{

"ReviewedTime": number,
"Reviewer": "string",
"Status": "string"

1,
"ReviewStatus": "string",
"SchemaVersion": "string",
"Shal": "string",
"Status": "string",
"StatusInformation": "string",
"Tags": [

{

Key": "string",
"Value": "string"

1,

TargetType": "string",
"VersionName": "string"

Response Elements

If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.
Document

Information about the SSM document.

Type: DocumentDescription object

Errors

For information about the errors that are common to all actions, see Common Errors.

Response Elements API Version 2014-11-06 205



AWS Systems Manager

API Reference

InternalServerError
An error occurred on the server side.

HTTP Status Code: 500

InvalidDocument
The specified SSM document doesn't exist.

HTTP Status Code: 400

InvalidDocumentVersion
The document version isn't valid or doesn't exist.

HTTP Status Code: 400

Examples

Example

This example illustrates one usage of DescribeDocument.

Sample Request

POST / HTTP/1.1

Host: ssm.us-east-2.amazonaws.com
Accept-Encoding: identity

X-Amz-Target: AmazonSSM.DescribeDocument
Content-Type: application/x-amz-json-1.1

User-Agent: aws-cli/1.17.12 Python/3.6.8 Darwin/18.7.0 botocore/1.14.12

X-Amz-Date: 20200324T1821347

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20200324/us-east-2/ssm/

aws4_request,

SignedHeaders=content-type;host; x-amz-date; x-amz-target, Signature=39c3b3042cd2aEXAMPLE

Content-Length: 23

"Name": "Example"

Examples
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Sample Response

"Document": {
"CreatedDate": 1585061514.204,

"DefaultVersion": "1",
"Description": "Example",
"DocumentFormat": "YAML",
"DocumentType": "Automation",
"DocumentVersion": "1",
"DisplayName": "ExampleDoc",

"Hash": "68b196e538f5a895f87a0ccl15eb74614021f44b47329aa95ccc@f4f71EXAMPLE",
"HashType": "Sha256",
"LatestVersion": "1",
"Name": "Example",
"Owner": "111122223333",
"Parameters": [
{

"DefaultValue": "",

"Description": "(Required) The ARN of the role that allows Automation
to perform the actions on your behalf. If no role is specified, Systems Manager
Automation uses your IAM permissions to execute this document.",

"Name": "AutomationAssumeRole",

"Type": "String"

.
{
"DefaultValue": "",
"Description": "(Required) The Instance Id to create an image of.",
"Name": "InstanceId",
"Type": "String"
}
1,
"PlatformTypes": [
"Windows",
"Linux"
1,
"SchemaVersion": "0.3",
"Status": "Active",
"Tags": []
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See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the
following:

o AWS Command Line Interface
o AWS SDK for .NET

« AWS SDK for C++

« AWS SDK for Go

« AWS SDK for Java V2

« AWS SDK for JavaScript V3

o AWS SDK for PHP V3

« AWS SDK for Python

o AWS SDK for Ruby V3
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DescribeDocumentPermission

Describes the permissions for a AWS Systems Manager document (SSM document). If you created
the document, you are the owner. If a document is shared, it can either be shared privately (by
specifying a user's AWS account ID) or publicly (All).

Request Syntax

{
"MaxResults": number,
"Name": "string",
"NextToken": "string",
"PermissionType": "string"
}

Request Parameters

For information about the parameters that are common to all actions, see Common Parameters.

The request accepts the following data in JSON format.

MaxResults

The maximum number of items to return for this call. The call also returns a token that you can
specify in a subsequent call to get the next set of results.

Type: Integer
Valid Range: Minimum value of 1. Maximum value of 200.

Required: No

Name

The name of the document for which you are the owner.
Type: String
Pattern: A[a-zA-Z0-9_\-.]1{3,128}%

Required: Yes
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NextToken
The token for the next set of items to return. (You received this token from a previous call.)
Type: String

Required: No

PermissionType

The permission type for the document. The permission type can be Share.
Type: String
Valid Values: Share

Required: Yes

Response Syntax

{
"AccountIds": [ "string" ],
"AccountSharingInfolist": [
{
"AccountId": "string",
"SharedDocumentVersion": "string"
}
1,
"NextToken": "string"
}

Response Elements
If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.

Accountlds

The account IDs that have permission to use this document. The ID can be either an AWS

account or All.

Type: Array of strings
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Array Members: Maximum number of 20 items.

Pattern: (?i)all|[0-9]{12}

AccountSharinglInfoList
