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What is Amazon WorkMail?

Amazon WorkMail is a secure, managed business email and calendaring service with support

for existing desktop and mobile email clients. Amazon WorkMail users can access their email,
contacts, and calendars using Microsoft Outlook, their browser, or their native iOS and Android
email applications. You can integrate Amazon WorkMail with your existing corporate directory and
control both the keys that encrypt your data and the location in which your data is stored.

For a list of supported AWS Regions and endpoints, see AWS Regions and Endpoints.

Topics

« Amazon WorkMail system requirements

Amazon WorkMail concepts

Related AWS services

Amazon WorkMail pricing

Amazon WorkMail resources

Amazon WorkMail system requirements

When your Amazon WorkMail administrator invites you to sign in to your Amazon WorkMail
account, you can sign in using the Amazon WorkMail web client.

Amazon WorkMail also works with all major mobile devices and operating systems that support
the Exchange ActiveSync protocol. These devices include the iPad, iPhone, Android, and Windows
Phone. Users of macOS can add their Amazon WorkMail account to their Mail, Calendar, and
Contacts apps.

Amazon WorkMail supports the following operating system versions:

« Windows — Windows 7 SP1 or later

e MacOS - MacOS 10.12 (Sierra) or later
« Android - Andriod 5.0 or later

« iPhone -iOS 5 or later

« Windows phone — Windows 8.1 or later

 Blackberry — Blackberry OS 10.3.3.3216

Amazon WorkMail system requirements Version 1.0 1
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If you have a valid Microsoft Outlook license, you can access Amazon WorkMail using the following
versions of Microsoft Outlook:

o Outlook 2013 or later
o Outlook 2013 Click-to-Run or later
o Outlook for Mac 2016 or later

You can access the Amazon WorkMail web client using the following browser versions:

» Google Chrome - Version 22 or later
« Mozilla Firefox — Version 27 or later
« Safari - Version 7 or later

 Internet Explorer — Version 11

« Microsoft Edge

You can also use Amazon WorkMail with your preferred IMAP client.

Amazon WorkMail concepts

The terminology and concepts that are central to your understanding and use of Amazon WorkMail
are described below.

Organization

A tenant setup for Amazon WorkMail.
Alias

A globally unique name to identify your organization. The alias is used to access the Amazon
WorkMail web application (https://alias.awsapps.com/mail).

Domain

The web address that comes after the @ symbol in an email address. You can add a domain that
receives mail and delivers it to mailboxes in your organization.

Test mail domain

A domain is automatically configured during setup that can be used for testing Amazon
WorkMail. The test mail domain is alias.awsapps.com and is used as the default domain if you
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don't configure your own domain. The test mail domain is subject to different limits. For more
information, see Amazon WorkMail quotas.

Directory

An AWS Simple AD, AWS Managed AD, or AD Connector created in AWS Directory Service. If you
create an organization using the Amazon WorkMail Quick setup, we create a WorkMail directory
for you. You can't view a WorkMail directory in AWS Directory Service.

User

A user created in the AWS Directory Service. The user can be created in an USER or
REMOTE_USER role. When a user is created and enabled with an USER role, they receive their
own mailbox to access. When a user is disabled, they can't access Amazon WorkMail.

User created and enabled with a REMOTE_USER role is listed in the address book but do not

get a mailbox in Amazon WorkMail. The REMOTE_USER can have the mailbox hosted outside
Amazon WorkMail but will still be listed as any other user with mailbox in the Amazon WorkMail
address book and can look up each others calendar to find free or busy information.

Group

A group used in AWS Directory Service. A group can be used as a distribution list or a security
group in Amazon WorkMail. Groups don't have their own mailboxes.

Resource

A resource represents a meeting room or equipment resource that can be booked by Amazon
WorkMail users.

Mobile device policy

Various IT policy rules that control the security features and behavior of a mobile device.

Related AWS services

The following services are used along with Amazon WorkMail:

« AWS Directory Service—You can integrate Amazon WorkMail with an existing AWS Simple AD,
AWS Managed AD, or AD Connector. Create a directory in the AWS Directory Service and then
enable Amazon WorkMail for this directory. After you've configured this integration, you can
choose which users you would like to enable for Amazon WorkMail from a list of users in your
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existing directory, and users can log in using their existing Active Directory credentials. For more
information, see AWS Directory Service Administration Guide.

« Amazon Simple Email Service—Amazon WorkMail uses Amazon SES to send all outgoing
email. The test mail domain and your domains are available for management in the Amazon SES
console. There is no cost for outgoing email sent from Amazon WorkMail. For more information,
see Amazon Simple Email Service Developer Guide.

« AWS Identity and Access Management—The AWS Management Console requires your user
name and password so that any service you use can determine whether you have permission to
access its resources. We recommend that you avoid using AWS account credentials to access AWS
because AWS account credentials can't be revoked or limited in any way. Instead, we recommend
that you create an IAM user and add the user to an IAM group with administrative permissions.
You can then access the console using the IAM user credentials.

If you signed up for AWS but have not created an IAM user for yourself, you can create one using
the IAM console. For more information, see Create individual IAM users in the IAM User Guide.

« AWS Key Management Service—Amazon WorkMail is integrated with AWS KMS for encryption
of customer data. Key management can be performed from the AWS KMS console. For more
information, see What is the AWS Key Management Service in the AWS Key Management Service
Developer Guide.

Amazon WorkMail pricing

With Amazon WorkMail, there are no upfront fees or commitments. You pay only for active user
accounts. For more specific information about pricing, see Pricing.

Amazon WorkMail resources

The following related resources can help you as you work with this service.

» Classes & Workshops - Links to role-based and specialty courses, in addition to self-paced labs to
help sharpen your AWS skills and gain practical experience.

o AWS Developer Center — Explore tutorials, download tools, and learn about AWS developer

events.

« AWS Developer Tools - Links to developer tools, SDKs, IDE toolkits, and command line tools for
developing and managing AWS applications.
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Getting Started Resource Center — Learn how to set up your AWS account, join the AWS

community, and launch your first application.

Hands-On Tutorials — Follow step-by-step tutorials to launch your first application on AWS.

AWS Whitepapers — Links to a comprehensive list of technical AWS whitepapers, covering topics
such as architecture, security, and economics and authored by AWS Solutions Architects or other
technical experts.

AWS Support Center — The hub for creating and managing your AWS Support cases. Also
includes links to other helpful resources, such as forums, technical FAQs, service health status,
and AWS Trusted Advisor.

AWS Support — The primary webpage for information about AWS Support, a one-on-one, fast-
response support channel to help you build and run applications in the cloud.

Contact Us — A central contact point for inquiries concerning AWS billing, account, events, abuse,
and other issues.

AWS Site Terms — Detailed information about our copyright and trademark; your account, license,
and site access; and other topics.
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Prerequisites

To act as an Amazon WorkMail administrator, you need an AWS account. If you haven't signed up
for AWS yet, complete the following tasks to get set up.

Topics

« Sign up for an AWS account

e Create an administrative user

» Grant IAM users permissions for Amazon WorkMail

Sign up for an AWS account

If you do not have an AWS account, complete the following steps to create one.
To sign up for an AWS account

1. Open https://portal.aws.amazon.com/billing/signup.

2. Follow the online instructions.

Part of the sign-up procedure involves receiving a phone call and entering a verification code
on the phone keypad.

When you sign up for an AWS account, an AWS account root user is created. The root user
has access to all AWS services and resources in the account. As a security best practice, assign
administrative access to an administrative user, and use only the root user to perform tasks

that require root user access.

AWS sends you a confirmation email after the sign-up process is complete. At any time, you can
view your current account activity and manage your account by going to https://aws.amazon.com/
and choosing My Account.

Create an administrative user

After you sign up for an AWS account, secure your AWS account root user, enable AWS IAM Identity
Center, and create an administrative user so that you don't use the root user for everyday tasks.
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Secure your AWS account root user

1. Signin to the AWS Management Console as the account owner by choosing Root user and

entering your AWS account email address. On the next page, enter your password.

For help signing in by using root user, see Signing in as the root user in the AWS Sign-In User
Guide.

2. Turn on multi-factor authentication (MFA) for your root user.

For instructions, see Enable a virtual MFA device for your AWS account root user (console) in
the IAM User Guide.

Create an administrative user
1. Enable IAM Identity Center.

For instructions, see Enabling AWS IAM Identity Center in the AWS IAM Identity Center User
Guide.

2. InIAM Identity Center, grant administrative access to an administrative user.

For a tutorial about using the IAM Identity Center directory as your identity source, see
Configure user access with the default IAM Identity Center directory in the AWS IAM Identity
Center User Guide.

Sign in as the administrative user

« Tosign in with your IAM Identity Center user, use the sign-in URL that was sent to your email
address when you created the IAM Identity Center user.

For help signing in using an IAM Identity Center user, see Signing in to the AWS access portal in
the AWS Sign-In User Guide.

Grant IAM users permissions for Amazon WorkMail

By default, IAM users don't have permissions to manage Amazon WorkMail

resources. You must attach an AWS managed policy (AmazonWorkMailFullAccess or
AmazonWorkMailReadOnlyAccess) or create a customer-managed policy that explicitly grants
IAM users those permissions. You then attach the policy to the IAM users or groups that require
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those permissions. For more information, see Identity and access management for Amazon
WorkMail.
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Security in Amazon WorkMail

Cloud security at AWS is the highest priority. As an AWS customer, you benefit from a data center
and network architecture that is built to meet the requirements of the most security-sensitive
organizations.

Security is a shared responsibility between AWS and you. The shared responsibility model describes
this as security of the cloud and security in the cloud:

» Security of the cloud — AWS is responsible for protecting the infrastructure that runs AWS
services in the AWS Cloud. AWS also provides you with services that you can use securely. Third-
party auditors regularly test and verify the effectiveness of our security as part of the AWS
compliance programs. To learn about the compliance programs that apply to Amazon WorkMail,

see AWS Services in Scope by Compliance Program.

» Security in the cloud - Your responsibility is determined by the AWS service that you use. You
are also responsible for other factors including the sensitivity of your data, your company's
requirements, and applicable laws and regulations.

This documentation helps you understand how to apply the shared responsibility model when
using Amazon WorkMail. The following topics show you how to configure Amazon WorkMail to
meet your security and compliance objectives. You also learn how to use other AWS services that
help you to monitor and secure your Amazon WorkMail resources.

Topics

Data protection in Amazon WorkMail

« Identity and access management for Amazon WorkMail

« AWS managed policies for Amazon WorkMail

» Using service-linked roles for Amazon WorkMail

» Logging and monitoring in Amazon WorkMail

« Compliance validation for Amazon WorkMail

¢ Resilience in Amazon WorkMail

o Infrastructure security in Amazon WorkMail
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Data protection in Amazon WorkMail

The AWS shared responsibility model applies to data protection in Amazon WorkMail. As described

in this model, AWS is responsible for protecting the global infrastructure that runs all of the

AWS Cloud. You are responsible for maintaining control over your content that is hosted on this
infrastructure. You are also responsible for the security configuration and management tasks for
the AWS services that you use. For more information about data privacy, see the Data Privacy FAQ.

For information about data protection in Europe, see the AWS Shared Responsibility Model and
GDPR blog post on the AWS Security Blog.

For data protection purposes, we recommend that you protect AWS account credentials and set
up individual users with AWS IAM Identity Center or AWS Identity and Access Management (IAM).
That way, each user is given only the permissions necessary to fulfill their job duties. We also
recommend that you secure your data in the following ways:

« Use multi-factor authentication (MFA) with each account.

o Use SSL/TLS to communicate with AWS resources. We require TLS 1.2 and recommend TLS 1.3.
« Set up API and user activity logging with AWS CloudTrail.

« Use AWS encryption solutions, along with all default security controls within AWS services.

» Use advanced managed security services such as Amazon Macie, which assists in discovering and
securing sensitive data that is stored in Amazon S3.

« If you require FIPS 140-2 validated cryptographic modules when accessing AWS through a
command line interface or an API, use a FIPS endpoint. For more information about the available
FIPS endpoints, see Federal Information Processing Standard (FIPS) 140-2.

We strongly recommend that you never put confidential or sensitive information, such as your
customers' email addresses, into tags or free-form text fields such as a Name field. This includes
when you work with Amazon WorkMail or other AWS services using the console, API, AWS CLI, or
AWS SDKs. Any data that you enter into tags or free-form text fields used for names may be used
for billing or diagnostic logs. If you provide a URL to an external server, we strongly recommend
that you do not include credentials information in the URL to validate your request to that server.

How Amazon WorkMail uses AWS KMS

Amazon WorkMail transparently encrypts all messages in the mailboxes of all Amazon WorkMail
organizations before the messages are written to disk, and it transparently decrypts the messages
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when users access them. You can't disable encryption. To protect the encryption keys that protect
the messages, Amazon WorkMail is integrated with AWS Key Management Service (AWS KMS).

Amazon WorkMail also provides an option for enabling users to send signed or encrypted email.
This encryption feature does not use AWS KMS. For more information, see Enabling signed or

encrypted email.

Topics

Amazon WorkMail encryption

Authorizing use of the CMK

Amazon WorkMail encryption context

Monitoring Amazon WorkMail interaction with AWS KMS

Amazon WorkMail encryption

In Amazon WorkMail, each organization can contain multiple mailboxes, one for each user in the
organization. All messages, including email and calendar items, are stored in the user's mailbox.

To protect the contents of the mailboxes in your Amazon WorkMail organizations, Amazon
WorkMail encrypts all mailbox messages before they are written to disk. No customer-provided
information is stored in plaintext.

Each message is encrypted under a unique data encryption key. The message key is protected by a
mailbox key, which is a unique encryption key that is used only for that mailbox. The mailbox key
is encrypted under an AWS KMS customer master key (CMK) for the organization that never leaves
AWS KMS unencrypted. The following diagram shows the relationship of the encrypted messages,
encrypted message keys, encrypted mailbox key, and the CMK for the organization in AWS KMS.
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Setting a CMK for the organization

When you create an Amazon WorkMail organization, you have the option to select an AWS KMS
customer master key (CMK) for the organization. This CMK protects all mailbox keys in that
organization.

You can select the default AWS managed CMK for Amazon WorkMail, or you can select an existing
customer managed CMK that you own and manage. For more information, see customer master
keys (CMKs) in the AWS Key Management Service Developer Guide. You can select the same CMK or a
different CMK for each of your organizations, but you cannot change the CMK once you select it.
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/A Important

Amazon WorkMail supports only symmetric CMKs. You cannot use an asymmetric CMK. For
help determining whether a CMK is symmetric or asymmetric, see Identifying symmetric

and asymmetric CMKs in the AWS Key Management Service Developer Guide.

To find the CMK for your organization, use the AWS CloudTrail log entry that records calls to AWS
KMS.

A unique encryption key for each mailbox

When you create a mailbox, Amazon WorkMail generates a unique 256-bit Advanced Encryption
Standard (AES) symmetric encryption key for the mailbox, known as its mailbox key, outside of AWS
KMS. Amazon WorkMail uses the mailbox key to protect the encryption keys for each message in
the mailbox.

To protect the mailbox key, Amazon WorkMail calls AWS KMS to encrypt the mailbox key under the
CMK for the organization. Then it stores the encrypted mailbox key in the mailbox metadata.

® Note

Amazon WorkMail uses a symmetric mailbox encryption key to protect message keys.
Previously, Amazon WorkMail protected each mailbox with an asymmetric key pair. It used
the public key to encrypt each message key and the private key to decrypt it. The private
mailbox key was protected by the CMK for the organization. Older mailboxes may use an
asymmetric mailbox key pair. This change does not affect the security of the mailbox or its
messages.

Encrypting each message

When a user adds a message to a mailbox, Amazon WorkMail generates a unique 256-bit AES
symmetric encryption key for the message outside of AWS KMS. It uses this message key to encrypt
the message. Amazon WorkMail encrypts the message key under the mailbox key and stores the
encrypted message key with the message. Then, it encrypts the mailbox key under the CMK for the
organization.
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Creating a new mailbox

When Amazon WorkMail creates a mailbox, it uses the following process to prepare the mailbox to
hold encrypted messages.

« Amazon WorkMail generates a unique 256-bit AES symmetric encryption key for the mailbox
outside of AWS KMS.

« Amazon WorkMail calls the AWS KMS Encrypt operation. It passes in the mailbox key and the
identifier of the customer master key (CMK) for the organization. AWS KMS returns a ciphertext
of the mailbox key encrypted under the CMK.

« Amazon WorkMail stores the encrypted mailbox key with the mailbox metadata.

Encrypting a mailbox message
To encrypt a message, Amazon WorkMail uses the following process.

1. Amazon WorkMail generates a unique 256-bit AES symmetric key for the message. It uses the
plaintext message key and the Advanced Encryption Standard (AES) algorithm to encrypt the
message outside of AWS KMS.

2. To protect the message key under the mailbox key, Amazon WorkMail needs to decrypt the
mailbox key, which is always stored in its encrypted form.

Amazon WorkMail calls the AWS KMS Decrypt operation and passes in the encrypted mailbox
key. AWS KMS uses the CMK for the organization to decrypt the mailbox key and it returns the
plaintext mailbox key to Amazon WorkMail.

3. Amazon WorkMail uses the plaintext mailbox key and the Advanced Encryption Standard (AES)
algorithm to encrypt the message key outside of AWS KMS.

4. Amazon WorkMail stores the encrypted message key in the metadata of the encrypted message
so it is available to decrypt it.

Decrypting a mailbox message

To decrypt a message, Amazon WorkMail uses the following process.

1. Amazon WorkMail calls the AWS KMS Decrypt operation and passes in the encrypted mailbox
key. AWS KMS uses the CMK for the organization to decrypt the mailbox key and it returns the
plaintext mailbox key to Amazon WorkMail.
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2. Amazon WorkMail uses the plaintext mailbox key and the Advanced Encryption Standard (AES)
algorithm to decrypt the encrypted message key outside of AWS KMS.

3. Amazon WorkMail uses the plaintext message key to decrypt the encrypted message.

Caching mailbox keys

To improve performance and minimize calls to AWS KMS, Amazon WorkMail caches each plaintext
mailbox key for each client locally for up to one minute. At the end of the caching period, the
mailbox key is removed. If the mailbox key for that client is required during the caching period,
Amazon WorkMail can get it from the cache instead of calling AWS KMS. The mailbox key is
protected in the cache and is never written to disk in plaintext.

Authorizing use of the CMK

When Amazon WorkMail uses a customer master key (CMK) in cryptographic operations, it acts on
behalf of the mailbox administrator.

To use the AWS KMS customer master key (CMK) for a secret on your behalf, the administrator
must have the following permissions. You can specify these required permissions in an IAM policy
or key policy.

e kms:Encrypt

» kms:Decrypt

e kms:CreateGrant

To allow the CMK to be used only for requests that originate in Amazon WorkMail, you can use the
kms:ViaService condition key with the workmail.<region>.amazonaws.com value.

You can also use the keys or values in the encryption context as a condition for using the CMK for

cryptographic operations. For example, you can use a string condition operator in an IAM or key
policy document or use a grant constraint in a grant.

Key policy for the AWS managed CMK

The key policy for the AWS managed CMK for Amazon WorkMail gives users permission to use the
CMK for specified operations only when Amazon WorkMail makes the request on the user's behalf.
The key policy does not allow any user to use the CMK directly.
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This key policy, like the policies of all AWS managed keys, is established by the service. You can't
change the key policy, but you can view it at any time. For details, see Viewing a key policy in the
AWS Key Management Service Developer Guide.

The policy statements in the key policy have the following effect:

« Allow users in the account and Region to use the CMK for cryptographic operations and to
create grants, but only when the request comes from Amazon WorkMail on their behalf. The
kms:ViaService condition key enforces this restriction.

» Allows the AWS account to create IAM policies that allow users to view CMK properties and
revoke grants.

The following is a key policy for an example AWS managed CMK for Amazon WorkMail.

"Version" : "2012-10-17",
"Id" : "auto-workmail-1",
"Statement" : [ {
"Sid" : "Allow access through WorkMail for all principals in the account that are
authorized to use WorkMail",
"Effect" : "Allow",
"Principal" : {
"AWS" o "
},
"Action" : [ "kms:Decrypt", "kms:CreateGrant", "kms:ReEncrypt*", "kms:DescribeKey",
"kms:Encrypt" 1,
"Resource" : "*",
"Condition" : {
"StringEquals" : {
"kms:ViaService" : "workmail.us-east-1.amazonaws.com",
"kms:CallerAccount" : "111122223333"

}
Yo o
"Sid" : "Allow direct access to key metadata to the account",
"Effect" : "Allow",
"Principal" : {
"AWS"™ : M"arn:aws:iam::111122223333:ro00t"
1,
"Action" : [ "kms:Describe*", "kms:List*", "kms:Get*", "kms:RevokeGrant" ],
"Resource" : "*"
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3]
}

Using grants to authorize Amazon WorkMail

In addition to key policies, Amazon WorkMail uses grants to add permissions to the CMK for each
organization. To view the grants on the CMK in your account, use the ListGrants operation.

Amazon WorkMail uses grants to add the following permissions to the CMK for the organization.

« Add the kms:Encrypt permission to allow Amazon WorkMail to encrypt the mailbox key.

« Add the kms :Decrypt permission to allow Amazon WorkMail to use the CMK to decrypt the
mailbox key. Amazon WorkMail requires this permission in a grant because the request to read
mailbox messages uses the security context of the user who is reading the message. The request
does not use the credentials of the AWS account. Amazon WorkMail creates this grant when you
select a CMK for the organization.

To create the grants, Amazon WorkMail calls CreateGrant on behalf of the user who created the
organization. Permission to create the grant comes from the key policy. This policy allows account
users to call CreateGrant on the CMK for the organization when Amazon WorkMail makes the
request on an authorized user's behalf.

The key policy also allows the account root to revoke the grant on the AWS managed key. However,
if you revoke the grant, Amazon WorkMail can't decrypt the encrypted data in your mailboxes.

Amazon WorkMail encryption context

An encryption context is a set of key-value pairs that contain arbitrary nonsecret data. When you
include an encryption context in a request to encrypt data, AWS KMS cryptographically binds
the encryption context to the encrypted data. To decrypt the data, you must pass in the same
encryption context. For more information, see Encryption context in the AWS Key Management
Service Developer Guide.

Amazon WorkMail uses the same encryption context format in all AWS KMS cryptographic
operations. You can use the encryption context to identify a cryptographic operation in audit
records and logs, such as AWS CloudTrail, and as a condition for authorization in policies and
grants.
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In its Encrypt and Decrypt requests to AWS KMS, Amazon WorkMail uses an encryption context
where the key is aws :workmail:arn and the value is the Amazon Resource Name (ARN) of the
organization.

"aws:workmail:arn":"arn:aws:workmail:region:account ID:organization/organization-ID"

For example, the following encryption context includes an example organization ARN in the Europe
(Ireland) (eu-west-1) Region.

"aws:workmail:arn":"arn:aws:workmail:eu-west-1:111122223333:0rganization/m-
al23b4c5de678fg9h0ijlk21m234no56"

Monitoring Amazon WorkMail interaction with AWS KMS

You can use AWS CloudTrail and Amazon CloudWatch Logs to track the requests that Amazon
WorkMail sends to AWS KMS on your behalf.

Encrypt

When you create a mailbox, Amazon WorkMail generates a mailbox key and calls AWS KMS to
encrypt the mailbox key. Amazon WorkMail sends an Encrypt request to AWS KMS with the
plaintext mailbox key and an identifier for the CMK of the Amazon WorkMail organization.

The event that records the Encrypt operation is similar to the following example event. The user
is the Amazon WorkMail service. The parameters include the CMK ID (keyId) and the encryption
context for the Amazon WorkMail organization. Amazon WorkMail also passes in the mailbox key,
but that is not recorded in the CloudTrail log.

"eventVersion": "1.05",
"userIdentity": {
"type": "AWSService",

"invokedBy": "workmail.eu-west-1.amazonaws.com"
.
"eventTime": "2019-02-19T10:01:09Z2",
"eventSource": "kms.amazonaws.com",
"eventName": "Encrypt",
"awsRegion": "eu-west-1",
"sourceIPAddress": "workmail.eu-west-1.amazonaws.com"
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"userAgent": "workmail.eu-west-1.amazonaws.com",
"requestParameters": {
"encryptionContext": {

"aws:workmail:arn": "arn:aws:workmail:eu-west-1:111122223333:0rganization/
m-al23b4c5de678fg9h0ijlk21m234n056"
.
"keyId": "arn:aws:kms:eu-
west-1:111122223333:key/la2b3c4d-5e6f-1a2b-3c4d-5e6fla2b3cad”

},

"responseElements": null,

"requestID": "76e96b96-7e24-4faf-a2d6-08ded2eaf63c",
"eventID": "d5a59c18-128a-4082-aa5b-729f7734626a",
"readOnly": true,

"resources": [

{
"ARN": "arn:aws:kms:eu-
west-1:111122223333:key/1a2b3c4d-5e6f-1a2b-3c4d-5e6f1la2b3c4ad",
"accountId": "111122223333",
"type'": "AWS::KMS: :Key"

iF

"eventType": "AwsApiCall",

"recipientAccountId": "111122223333",

"sharedEventID": "d08e60f1-097e-4a00-b7e9-10bc3872d50c"

Decrypt

When you add, view, or delete a mailbox message, Amazon WorkMail asks AWS KMS to decrypt the
mailbox key. Amazon WorkMail sends a Decrypt request to AWS KMS with the encrypted mailbox
key and an identifier for the CMK of the Amazon WorkMail organization.

The event that records the Decrypt operation is similar to the following example event. The user
is the Amazon WorkMail service. The parameters include the encrypted mailbox key (as a ciphertext
blob), which is not recorded in the log, and the encryption context for the Amazon WorkMail
organization. AWS KMS derives the ID of the CMK from the ciphertext.

"eventVersion": "1.05",
"userIdentity": {
"type": "AWSService",
"invokedBy": "workmail.eu-west-1.amazonaws.com"
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},

"eventTime": "2019-02-20T11:51:10Z2",

"eventSource": "kms.amazonaws.com",

"eventName": "Decrypt",

"awsRegion": "eu-west-1",

"sourceIPAddress": "workmail.eu-west-1.amazonaws.com",
"userAgent": "workmail.eu-west-1.amazonaws.com",

"requestParameters": {
"encryptionContext": {
"aws:workmail:arn": "arn:aws:workmail:eu-west-1:111122223333:0rganization/
m-al23b4c5de678fg9h0ijlk21m234n056"
}
},

"responseElements": null,

"requestID": "4a32ddal-34d9-4100-9718-674b8e0782c9",
"eventID": "ea9fd966-98e9-4b7b-b377-6e5a397a71lde",
"readOnly": true,

"resources": [

{
"ARN": "arn:aws:kms:eu-
west-1:111122223333:key/1a2b3c4d-5e6f-1a2b-3c4d-5e6fla2b3c4ad",
"accountId": "111122223333",
"type'": "AWS::KMS: :Key"

iF

"eventType": "AwsApiCall",

"recipientAccountId": "111122223333",

"sharedEventID": "24lele5b-ff64-427a-a5b3-7949164d0214"

Identity and access management for Amazon WorkMail

AWS Identity and Access Management (IAM) is an AWS service that helps an administrator securely
control access to AWS resources. IAM administrators control who can be authenticated (signed in)
and authorized (have permissions) to use Amazon WorkMail resources. IAM is an AWS service that
you can use with no additional charge.

Topics
e Audience

« Authenticating With identities

« Managing access using policies
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« How Amazon WorkMail works with |IAM

« Amazon WorkMail identity-based policy examples

» Troubleshooting Amazon WorkMail identity and access

Audience

How you use AWS Identity and Access Management (IAM) differs, depending on the work that you
do in Amazon WorkMail.

Service user - If you use the Amazon WorkMail service to do your job, then your administrator
provides you with the credentials and permissions that you need. As you use more Amazon
WorkMail features to do your work, you might need additional permissions. Understanding how
access is managed can help you request the right permissions from your administrator. If you
cannot access a feature in Amazon WorkMail, see Troubleshooting Amazon WorkMail identity and
access.

Service administrator - If you're in charge of Amazon WorkMail resources at your company, you
probably have full access to Amazon WorkMail. It's your job to determine which Amazon WorkMail
features and resources your service users should access. You must then submit requests to your IAM
administrator to change the permissions of your service users. Review the information on this page
to understand the basic concepts of IAM. To learn more about how your company can use IAM with
Amazon WorkMail, see How Amazon WorkMail works with IAM.

IAM administrator - If you're an IAM administrator, you might want to learn details about how
you can write policies to manage access to Amazon WorkMail. To view example Amazon WorkMail
identity-based policies that you can use in IAM, see Amazon WorkMail identity-based policy

examples.

Authenticating With identities

Authentication is how you sign in to AWS using your identity credentials. You must be
authenticated (signed in to AWS) as the AWS account root user, as an IAM user, or by assuming an
IAM role.

You can sign in to AWS as a federated identity by using credentials provided through an identity
source. AWS IAM Identity Center (IAM Identity Center) users, your company's single sign-on
authentication, and your Google or Facebook credentials are examples of federated identities.
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When you sign in as a federated identity, your administrator previously set up identity federation
using IAM roles. When you access AWS by using federation, you are indirectly assuming a role.

Depending on the type of user you are, you can sign in to the AWS Management Console or the
AWS access portal. For more information about signing in to AWS, see How to sign in to your AWS

account in the AWS Sign-In User Guide.

If you access AWS programmatically, AWS provides a software development kit (SDK) and a
command line interface (CLI) to cryptographically sign your requests by using your credentials. If
you don't use AWS tools, you must sign requests yourself. For more information about using the
recommended method to sign requests yourself, see Signing AWS API requests in the IAM User
Guide.

Regardless of the authentication method that you use, you might be required to provide additional
security information. For example, AWS recommends that you use multi-factor authentication
(MFA) to increase the security of your account. To learn more, see Multi-factor authentication in the
AWS IAM Identity Center User Guide and Using multi-factor authentication (MFA) in AWS in the IAM
User Guide.

AWS account root user

When you create an AWS account, you begin with one sign-in identity that has complete access to
all AWS services and resources in the account. This identity is called the AWS account root user and
is accessed by signing in with the email address and password that you used to create the account.
We strongly recommend that you don't use the root user for your everyday tasks. Safeguard your
root user credentials and use them to perform the tasks that only the root user can perform. For
the complete list of tasks that require you to sign in as the root user, see Tasks that require root
user credentials in the IAM User Guide.

IAM users and groups

An IAM user is an identity within your AWS account that has specific permissions for a single person
or application. Where possible, we recommend relying on temporary credentials instead of creating
IAM users who have long-term credentials such as passwords and access keys. However, if you have
specific use cases that require long-term credentials with IAM users, we recommend that you rotate
access keys. For more information, see Rotate access keys regularly for use cases that require long-

term credentials in the IAM User Guide.

An |AM group is an identity that specifies a collection of IAM users. You can't sign in as a group. You
can use groups to specify permissions for multiple users at a time. Groups make permissions easier
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to manage for large sets of users. For example, you could have a group named /AMAdmins and give
that group permissions to administer IAM resources.

Users are different from roles. A user is uniquely associated with one person or application, but
arole is intended to be assumable by anyone who needs it. Users have permanent long-term
credentials, but roles provide temporary credentials. To learn more, see When to create an IAM user
(instead of a role) in the IAM User Guide.

IAM roles

An IAM role is an identity within your AWS account that has specific permissions. It is similar to an
IAM user, but is not associated with a specific person. You can temporarily assume an IAM role in
the AWS Management Console by switching roles. You can assume a role by calling an AWS CLI or

AWS API operation or by using a custom URL. For more information about methods for using roles,
see Using IAM roles in the IAM User Guide.

IAM roles with temporary credentials are useful in the following situations:

» Federated user access — To assign permissions to a federated identity, you create a role
and define permissions for the role. When a federated identity authenticates, the identity
is associated with the role and is granted the permissions that are defined by the role. For
information about roles for federation, see Creating a role for a third-party Identity Provider
in the JAM User Guide. If you use IAM Identity Center, you configure a permission set. To control
what your identities can access after they authenticate, IAM Identity Center correlates the

permission set to a role in IAM. For information about permissions sets, see Permission sets in
the AWS IAM Identity Center User Guide.

o Temporary IAM user permissions — An IAM user or role can assume an IAM role to temporarily
take on different permissions for a specific task.

» Cross-account access — You can use an |IAM role to allow someone (a trusted principal) in a
different account to access resources in your account. Roles are the primary way to grant cross-
account access. However, with some AWS services, you can attach a policy directly to a resource
(instead of using a role as a proxy). To learn the difference between roles and resource-based
policies for cross-account access, see How IAM roles differ from resource-based policies in the
IAM User Guide.

» Cross-service access — Some AWS services use features in other AWS services. For example, when
you make a call in a service, it's common for that service to run applications in Amazon EC2 or
store objects in Amazon S3. A service might do this using the calling principal's permissions,
using a service role, or using a service-linked role.

Authenticating With identities Version 1.0 23


https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_compare-resource-policies.html

Amazon WorkMail Administrator Guide

Forward access sessions (FAS) — When you use an IAM user or role to perform actions in
AWS, you are considered a principal. When you use some services, you might perform an
action that then initiates another action in a different service. FAS uses the permissions of the
principal calling an AWS service, combined with the requesting AWS service to make requests
to downstream services. FAS requests are only made when a service receives a request that
requires interactions with other AWS services or resources to complete. In this case, you must
have permissions to perform both actions. For policy details when making FAS requests, see
Forward access sessions.

Service role — A service role is an IAM role that a service assumes to perform actions on your
behalf. An IAM administrator can create, modify, and delete a service role from within IAM. For
more information, see Creating a role to delegate permissions to an AWS service in the IAM
User Guide.

Service-linked role — A service-linked role is a type of service role that is linked to an AWS
service. The service can assume the role to perform an action on your behalf. Service-linked
roles appear in your AWS account and are owned by the service. An IAM administrator can
view, but not edit the permissions for service-linked roles.

« Applications running on Amazon EC2 - You can use an IAM role to manage temporary

credentials for applications that are running on an EC2 instance and making AWS CLI or AWS API

requests. This is preferable to storing access keys within the EC2 instance. To assign an AWS role

to an EC2 instance and make it available to all of its applications, you create an instance profile

that is attached to the instance. An instance profile contains the role and enables programs that
are running on the EC2 instance to get temporary credentials. For more information, see Using
an IAM role to grant permissions to applications running on Amazon EC2 instances in the IAM

User Guide.

To learn whether to use IAM roles or IAM users, see When to create an |IAM role (instead of a user)
in the IAM User Guide.

Managing access using policies

You control access in AWS by creating policies and attaching them to AWS identities or resources.
A policy is an object in AWS that, when associated with an identity or resource, defines their
permissions. AWS evaluates these policies when a principal (user, root user, or role session) makes

a request. Permissions in the policies determine whether the request is allowed or denied. Most
policies are stored in AWS as JSON documents. For more information about the structure and
contents of JSON policy documents, see Overview of JSON policies in the IAM User Guide.
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Administrators can use AWS JSON policies to specify who has access to what. That is, which
principal can perform actions on what resources, and under what conditions.

By default, users and roles have no permissions. To grant users permission to perform actions on
the resources that they need, an IAM administrator can create IAM policies. The administrator can
then add the IAM policies to roles, and users can assume the roles.

IAM policies define permissions for an action regardless of the method that you use to perform the
operation. For example, suppose that you have a policy that allows the iam:GetRole action. A
user with that policy can get role information from the AWS Management Console, the AWS CLI, or
the AWS API.

Identity-based policies

Identity-based policies are JSON permissions policy documents that you can attach to an identity,
such as an IAM user, group of users, or role. These policies control what actions users and roles can
perform, on which resources, and under what conditions. To learn how to create an identity-based
policy, see Creating IAM policies in the IAM User Guide.

Identity-based policies can be further categorized as inline policies or managed policies. Inline
policies are embedded directly into a single user, group, or role. Managed policies are standalone
policies that you can attach to multiple users, groups, and roles in your AWS account. Managed
policies include AWS managed policies and customer managed policies. To learn how to choose
between a managed policy or an inline policy, see Choosing between managed policies and inline
policies in the IAM User Guide.

Resource-based policies

Resource-based policies are JSON policy documents that you attach to a resource. Examples of
resource-based policies are IAM role trust policies and Amazon S3 bucket policies. In services that
support resource-based policies, service administrators can use them to control access to a specific
resource. For the resource where the policy is attached, the policy defines what actions a specified
principal can perform on that resource and under what conditions. You must specify a principal

in a resource-based policy. Principals can include accounts, users, roles, federated users, or AWS
services.

Resource-based policies are inline policies that are located in that service. You can't use AWS
managed policies from IAM in a resource-based policy.
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Access Control Lists (ACLs)

Access control lists (ACLs) control which principals (account members, users, or roles) have
permissions to access a resource. ACLs are similar to resource-based policies, although they do not
use the JSON policy document format.

Amazon S3, AWS WAF, and Amazon VPC are examples of services that support ACLs. To learn more
about ACLs, see Access control list (ACL) overview in the Amazon Simple Storage Service Developer
Guide.

Other policy types

AWS supports additional, less-common policy types. These policy types can set the maximum
permissions granted to you by the more common policy types.

« Permissions boundaries — A permissions boundary is an advanced feature in which you set
the maximum permissions that an identity-based policy can grant to an IAM entity (IAM user
or role). You can set a permissions boundary for an entity. The resulting permissions are the
intersection of an entity's identity-based policies and its permissions boundaries. Resource-based
policies that specify the user or role in the Principal field are not limited by the permissions
boundary. An explicit deny in any of these policies overrides the allow. For more information
about permissions boundaries, see Permissions boundaries for IAM entities in the IAM User Guide.

» Service control policies (SCPs) — SCPs are JSON policies that specify the maximum permissions
for an organization or organizational unit (OU) in AWS Organizations. AWS Organizations is a
service for grouping and centrally managing multiple AWS accounts that your business owns. If
you enable all features in an organization, then you can apply service control policies (SCPs) to
any or all of your accounts. The SCP limits permissions for entities in member accounts, including
each AWS account root user. For more information about Organizations and SCPs, see How SCPs
work in the AWS Organizations User Guide.

» Session policies — Session policies are advanced policies that you pass as a parameter when you
programmatically create a temporary session for a role or federated user. The resulting session's
permissions are the intersection of the user or role's identity-based policies and the session
policies. Permissions can also come from a resource-based policy. An explicit deny in any of these
policies overrides the allow. For more information, see Session policies in the IAM User Guide.

Managing access using policies Version 1.0 26


https://docs.aws.amazon.com/AmazonS3/latest/dev/acl-overview.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_about-scps.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_about-scps.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session

Amazon WorkMail Administrator Guide

Multiple policy types

When multiple types of policies apply to a request, the resulting permissions are more complicated
to understand. To learn how AWS determines whether to allow a request when multiple policy
types are involved, see Policy evaluation logic in the IAM User Guide.

How Amazon WorkMail works with IAM

Before you use IAM to manage access to Amazon WorkMail, you should understand what IAM
features are available to use with Amazon WorkMail. To get a high-level view of how Amazon
WorkMail and other AWS services work with 1AM, see AWS services that work with IAM in the IAM
User Guide.

Topics

Amazon WorkMail identity-based policies

Amazon WorkMail resource-based policies

Authorization based on Amazon WorkMail tags
Amazon WorkMail IAM roles

Amazon WorkMail identity-based policies

With IAM identity-based policies, you can specify allowed or denied actions and resources as well
as the conditions under which actions are allowed or denied. Amazon WorkMail supports specific
actions, resources, and condition keys. To learn about all of the elements that you use in a JSON
policy, see IAM JSON Policy Elements Reference in the IAM User Guide.

Actions

Administrators can use AWS JSON policies to specify who has access to what. That is, which
principal can perform actions on what resources, and under what conditions.

The Action element of a JSON policy describes the actions that you can use to allow or deny
access in a policy. Policy actions usually have the same name as the associated AWS API operation.
There are some exceptions, such as permission-only actions that don't have a matching API
operation. There are also some operations that require multiple actions in a policy. These
additional actions are called dependent actions.

Include actions in a policy to grant permissions to perform the associated operation.
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Policy actions in Amazon WorkMail use the following prefix before the action: workmail:. For
example, to grant someone permission to retrieve a list of users with the Amazon WorkMail
ListUsers API operation, you include the workmail:ListUsers action in their policy. Policy
statements must include either an Action or NotAction element. Amazon WorkMail defines its
own set of actions that describe tasks that you can perform with this service.

To specify multiple actions in a single statement, separate them with commas as follows:

"Action": [
"workmail:ListUsers",
"workmail:DeleteUser"

You can specify multiple actions using wildcards (*). For example, to specify all actions that begin
with the word List, include the following action:

"Action": "workmail:List*"

To see a list of Amazon WorkMail actions, see Actions defined by Amazon WorkMail in the IAM User
Guide.

Resources

Administrators can use AWS JSON policies to specify who has access to what. That is, which
principal can perform actions on what resources, and under what conditions.

The Resource JSON policy element specifies the object or objects to which the action applies.
Statements must include either a Resource or a NotResource element. As a best practice,
specify a resource using its Amazon Resource Name (ARN). You can do this for actions that support

a specific resource type, known as resource-level permissions.

For actions that don't support resource-level permissions, such as listing operations, use a wildcard
(*) to indicate that the statement applies to all resources.

"Resource": "*"

Amazon WorkMail supports resource-level permissions for Amazon WorkMail organizations.

The Amazon WorkMail organization resource has the following ARN:
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arn:aws:workmail:${Region}:${Account}:organization/${0OrganizationId}

For more information about the format of ARNs, see Amazon Resource Names (ARNs) and AWS

service namespaces.

For example, to specify the m-n1pq2345678r901st2u3vx45x6789yza organization in your
statement, use the following ARN.

"Resource": "arn:aws:workmail:us-east-1:111122223333:0rganization/m-
N1pgq2345678r901st2u3vx45x6789yza”

To specify all organizations that belong to a specific account, use the wildcard (*):

"Resource": "arn:aws:workmail:us-east-1:111122223333:0rganization/*"

Some Amazon WorkMail actions, such as those for creating resources, can't be performed on a
specific resource. In those cases, you must use the wildcard (*).

"Resource": "*"

To see a list of Amazon WorkMail resource types and their ARNs, see Resources defined by Amazon
WorkMail in the IAM User Guide. To learn with which actions you can specify for the ARN of each
resource, see Actions, resources, and condition keys for Amazon WorkMail.

Condition keys

Amazon WorkMail supports the following global condition keys.

o aws:CurrentTime

» aws:EpochTime

e aws:MultiFactorAuthAge

e aws:MultiFactorAuthPresent
e aws:PrincipalOrgID

e aws:PrincipalArn

« aws:RequestedRegion
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e aws:SecureTransport

» aws:UserAgent

The following example policy grants access to the Amazon WorkMail console only from MFA
authenticated IAM principals in the eu-west-1 AWS Region.

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"ses:Describe*",
"ses:Get*",
"workmail :Describe*",
"workmail:Get*",
"workmail:List*",
"workmail:Search*",
"lambda:ListFunctions",
"iam:ListRoles",
"logs:DescribelogGroups",
"cloudwatch:GetMetricData"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:RequestedRegion":
"eu-west-1"

iy
"Bool": {

"aws:MultiFactorAuthPresent":

true

To see all AWS global condition keys, see AWS global condition context keys in the IAM User Guide.

workmail:ImpersonationRolelId is the only service-specific condition key supported by

Amazon WorkMail.
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The following example policy scopes-down AssumeImpersonationRole action to a particular
WorkMail organization and impersonation role.

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"workmail:AssumeImpersonationRole"
1,
"Resource": "arn:aws:workmail:us-east-1:111122223333:0rganization/m-
Nnlpgq2345678r901st2u3vx45x6789yza",
"Condition": {
"StringEquals": {
"workmail:ImpersonationRoleId":"12345678-1234-1234-1234-123456789012"

Examples

To view examples of Amazon WorkMail identity-based policies, see Amazon WorkMail identity-

based policy examples.

Amazon WorkMail resource-based policies
Amazon WorkMail does not support resource-based policies.

Authorization based on Amazon WorkMail tags

You can attach tags to Amazon WorkMail resources or pass tags in a request to Amazon WorkMail.
To control access based on tags, you provide tag information in the condition element of a policy
using the aws :ResourceTag/key-name, aws :RequestTag/key-name, or aws : TagKeys
condition keys. For more information about tagging Amazon WorkMail resources, see Tagging an

organization.
Amazon WorkMail IAM roles

An IAM role is an entity within your AWS account that has specific permissions.
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Using temporary credentials with Amazon WorkMail

You can use temporary credentials to sign in with federation, assume an IAM role, or to assume a
cross-account role. You obtain temporary security credentials by calling AWS STS API operations
such as AssumeRole or GetFederationToken.

Amazon WorkMail supports using temporary credentials.
Service-linked roles

Service-linked roles allow AWS services to access resources in other services to complete an action

on your behalf. Service-linked roles appear in your IAM account and are owned by the service. An
IAM administrator can view but not edit the permissions for service-linked roles.

Amazon WorkMail supports service-linked roles. For details about creating or managing Amazon
WorkMail service-linked roles, see Using service-linked roles for Amazon WorkMail.

Service roles

This feature allows a service to assume a service role on your behalf. This role allows the service to
access resources in other services to complete an action on your behalf. Service roles appear in your
IAM account and are owned by the account. This means that an IAM administrator can change the
permissions for this role. However, doing so might break the functionality of the service.

Amazon WorkMail supports service roles.

Amazon WorkMail identity-based policy examples

By default, IAM users and roles don't have permission to create or modify Amazon WorkMail
resources. They also can't perform tasks using the AWS Management Console, AWS CLI, or AWS
API. An IAM administrator must create IAM policies that grant users and roles permission to
perform specific APl operations on the specified resources they need. The administrator must then
attach those policies to the IAM users or groups that require those permissions.

To learn how to create an IAM identity-based policy using these example JSON policy documents,
see Creating policies on the JSON tab in the /JAM User Guide.

Topics

» Policy best practices
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« Using the Amazon WorkMail console

« Allow users to view their own permissions

« Allow users read-only access to Amazon WorkMail resources

Policy best practices

Identity-based policies determine whether someone can create, access, or delete Amazon WorkMail
resources in your account. These actions can incur costs for your AWS account. When you create or
edit identity-based policies, follow these guidelines and recommendations:

» Get started with AWS managed policies and move toward least-privilege permissions — To
get started granting permissions to your users and workloads, use the AWS managed policies
that grant permissions for many common use cases. They are available in your AWS account. We
recommend that you reduce permissions further by defining AWS customer managed policies
that are specific to your use cases. For more information, see AWS managed policies or AWS

managed policies for job functions in the IAM User Guide.

« Apply least-privilege permissions — When you set permissions with IAM policies, grant only the
permissions required to perform a task. You do this by defining the actions that can be taken on
specific resources under specific conditions, also known as least-privilege permissions. For more
information about using IAM to apply permissions, see Policies and permissions in IAM in the
IAM User Guide.

» Use conditions in IAM policies to further restrict access — You can add a condition to your
policies to limit access to actions and resources. For example, you can write a policy condition to
specify that all requests must be sent using SSL. You can also use conditions to grant access to
service actions if they are used through a specific AWS service, such as AWS CloudFormation. For
more information, see IAM JSON policy elements: Condition in the IAM User Guide.

« Use IAM Access Analyzer to validate your IAM policies to ensure secure and functional
permissions — IAM Access Analyzer validates new and existing policies so that the policies
adhere to the IAM policy language (JSON) and IAM best practices. IAM Access Analyzer provides
more than 100 policy checks and actionable recommendations to help you author secure and
functional policies. For more information, see IAM Access Analyzer policy validation in the IAM
User Guide.

» Require multi-factor authentication (MFA) - If you have a scenario that requires IAM users
or a root user in your AWS account, turn on MFA for additional security. To require MFA when
API operations are called, add MFA conditions to your policies. For more information, see
Configuring MFA-protected API access in the IAM User Guide.
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