aws

Administrator Guide

Amazon WorkSpaces Thin Client

Copyright © 2025 Amazon Web Services, Inc. and/or its affiliates. All rights reserved.



Amazon WorkSpaces Thin Client Administrator Guide

Amazon WorkSpaces Thin Client: Administrator Guide

Copyright © 2025 Amazon Web Services, Inc. and/or its affiliates. All rights reserved.

Amazon's trademarks and trade dress may not be used in connection with any product or service
that is not Amazon's, in any manner that is likely to cause confusion among customers, or in any
manner that disparages or discredits Amazon. All other trademarks not owned by Amazon are
the property of their respective owners, who may or may not be affiliated with, connected to, or
sponsored by Amazon.




Amazon WorkSpaces Thin Client Administrator Guide

Table of Contents

What is the Amazon WorkSpaces Thin Client administrator console? ..........cccccceiiiiinnnennneecssssnes 1
Are YOU Q FIrST-tiME@ USEI? ...ttt et et e st e st e st e et s e e s e et et e te st e ssessassnenaaseenaansanes 1
ATCRITECEUIE ettt sttt sttt b e st st s e s b et s e st et et e sa b e st esessastenassessensesarsansenans 1

Setting up Amazon WorkSpaces Thin Client administrator console ........cccccceveeeeeeeeeciiiccccccinnnnnenes 4
SIGN UP FOF AWS ..ttt e s te st e s e e e e s e et e st e st e st e st e s beesaese e e e s et enbessessesseeseesaessensansensansanes 4
CrEate AN TAM USEK ..ottt ettt st st ettt et s b et et e b e st e st s b e st e s st esesabessessesanenns 4

Getting started with your VDI for Amazon WorkSpaces Thin Client administrator console ........ 6
Configuring WorkSpaces Personal for WorkSpaces Thin Client ........ccccveveeeiecieceneneneceeeeeeeeeenene 6

BEFOIE YOU DEGIN ettt te s te st e e et e st st e st e s b e e ba s e e sa e e enaesaeaetanaensanes 7
Step 1: Verify that your system meets WorkSpaces Personal required features ........................ 7
Step 2: Use advanced setup to launch your WOrkSPace .........ooeeeeeeiieceeceeceseceeeeeeee e 8
BUSINESS CONTINUITY .eeeiiiiiieiiiectecectce ettt ste et e s s e e s aeesressaeessaesssaessnesssaesssesssaesssassnnanns 9
Configuring WorkSpaces Pools for WorkSpaces Thin Client ..........ccoceoeeeeeeeecieceeceececeseeeeeeene 10
BEFOIE YOU DEGIN ettt sttt ste st e st et e s e e e s e e s e saestesaessessaesaensaneans 10
Create @ WOrKSPACES POOL ...ttt ettt et sa e st st ae s sa s e snenennan 10
Configuring WorkSpaces Thin CLENt @CCESS ....cevieeeieieieieceeceeee ettt ste e e e e saesaeeens 13
Configuring AppStream 2.0 for Amazon WorkSpaces Thin Client ..........cccoceeeeeeveeieeceeceeceececeenene 14
Step 1: Verify that your system meets AppStream 2.0 required features ........ccceveeveeeeeeeennnne 14
Step 2: Set up your AppStream 2.0 STACKS .....cceoeeieeeeeeceeeececee e 15
Configuring Amazon WorkSpaces Secure Browser for Amazon WorkSpaces Thin Client ............ 15
Step 1: Verify that your system meets Amazon WorkSpaces Secure Browser required
FRATUIES .ttt sttt ettt et et e s b et et s ae s b et e e ae b e e setentesasas 16
Step 2: Set up WorkSpaces Secure Browser Portals .........cccececveeereneceneeieeceeceeceeceeseeseseeee e 16

Starting the WorkSpaces Thin Client administrator console .........ccccciiiiieeeeenneccisiecccennnneeessnnennes 17
COVEIEA FBGIONS ...uveeeeieieeeeteeee e ete e e st et e s testesse e e e s e e et e sae st este st assessaesseseesaensetassassansasseessessensansantansansenes 17
Launching the WorkSpaces Thin Client administrator console ..........ccoceveeeeeeeececceeceeceeceececenn, 18

Using WorkSpaces Thin Client administrator CONSOLe ......cccciiieeeeeeeeeciiiiieciiinnnneeeneneesssssecceseesssnes 19
ENVIFONIMIENTS ...ttt ettt st st et e b st e st s b st e st e b e st e st sasesntesneesesssensess 20

ENVIFONMENT LISt ottt sttt ettt et s b st s s e b et s e saa st e e ssanbesaenas 20
ENVIFONMENT DELAILS ..oveeiieeeeee ettt sttt ettt st b e st et e e nas 22
Creating an @NVIFONMIENT ..ottt st e e e e st e s sae s s s e s saeesaeesssesssaesssaesseasssesssaessnens 25
Editing @n @nNVIFONMENT .....c.eieieeee ettt st sbe s s s s e e e e e e b e naanaan 29
Deleting an @NVIFONMENT ...ttt e st e s ae s e e e e et et e saesbessasse e e ssnennan 30

DIBVICES oottt ettt ettt ettt ettt e e st s e s e e e s e s e s aa e s e s e e e st aaaaseaaaesesaaaaaae st e e e e st et e et eeaat et e ettt et et taeteattateeeaaeaaaaae 30




Amazon WorkSpaces Thin Client Administrator Guide

DEVICE LISt ettt ettt sttt s b ettt et e e b et et e aa b et eseeae b e e esense st esaaan 30
DEVICE AELAILS ..ttt ettt ettt e b e st et a e s s et e e aans 33
Editing @ AEVICE NAMIE ..ttt e et e st e b e st e s s e s se e e e e e e e aesbenaantans 40
Resetting and deregistering @ AEVICE ......ueerieieieieeeee ettt st st aeeaas 40
ATCRIVING @ AEVICE .ttt ettt ettt e st e s s e e s e et et et et e b e saesassaenaensantansansanes 40
DELELING @ AEVICE ettt e st e st s e e e e e e et et et e s tessassaeseeseenaennan 41
EXPOrting deVice dELAILS .....cueueeeeeeeeeeee ettt ettt 41
SOTEWAIE UPAALES ...ttt e e ettt e st e st e st e s e e e e e e et et et e b e tassassaesnennanes 41
Updating enviroNmMeNnt SOFEWAIE ..ottt s ae st nnan 42
Updating dEVICE SOTEWAIE ......ecueeieeeeeeeeete ettt ettt sa e tessesse s e s e s s e aenensansans 42
WorkSpaces Thin Client sOftware rel@ases ... reeccciecececeeseeee ettt ae s 43
Using tags on WorkSpaces Thin ClieNt reSOUrCES ......ccccceveeeeeenesisiicccennnnnnanssssssssssssesssssssssssssssssssns 55
SECUNITY eiiiiiiienennnniiiiiiieiiintnnsessssssssssssessessssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssss 58
DAta PrOTECLION ...ttt et s e s re e s e e s sae e s ae s s aa e s e e e saeessse s saessbas st asssessaesssessaans 58
DAta ENCIYPTION ettt ettt s e s e e s sa e e st e s sae e st e s saeessaassaesssaesssaesssasssesssaessseeseens 60
ENCIYPLION @t FOST ottt st ree s e s e s ae s s e e s ae e s e e s sae s saessaaesanassneanns 61
ENCryPLion IN tranSIt ...ttt ssae st e s sae s sa e s sae e saeessaesssaessaaessnasssnans 74
KEY MAaNQGEMENT ...ttt s et e s e e s s s e e e s sne s s ssnessssnessssnassssnassnssassssaassnnaennns 75
Internet WOrk traffiC PriVacy ..ottt st s saesae it 75
Identity and access MAaNAGEMENT ...ttt st et e et e s e st et e aesse e e snennanes 75
AUGIENCE ..ttt ettt st et s bt et s e sae st s e s s et et s s et et s se s e st e st ssa st entesessestensssansessasarsanseses 76
Authenticating With id@nTities ....ccueeeeeeeeeeeee e ae e 76
Managing access USING POLICIES ....eceiieieeeeiecereceeee et ettt e te e s e e e e e e s e s e saessesbessessassnssasnnanean 80
How Amazon WorkSpaces Thin Client works with IAM ... 82
Identity-based POLiCY XAMPLES ...ttt re e e sa et et aa e 88
AWS MANAGEA POLICIES ..eeeueeieieieeeeeeee ettt e e e e e e e e testesaessessassee e e s esaessessassassassesssensansans 94
TrOUBLESNOOTING .ottt sttt et et e st esae s be e e e sa e e e e e s e b entanean 100
RESILIEINCE .ottt ettt ettt s e st e st et s s et et e e b et esesse st e st ssassastesaesanseneens 102
Vulnerability Analysis and ManagemeENt ..........cccoeieieiiecieieecececeee ettt sresae e e nesae e saeeas 103
USING SErVIiCe-LINKEA FOLES ....ouveeteeeeceeee ettt ettt ae st e e e e e e e e s et et et e sbessassessasnnennan 103
Service-linked role permissions for WorkSpaces Thin Client ...........cccceeeeeeeevenceeceeceeceececrenen, 104
Creating a service-linked role for WorkSpaces Thin Client ..........cccoeveeeeeneniecieneeeeeeceeeenne 105
Editing a service-linked role for WorkSpaces Thin Client ........cccoceeeeieceecececenereeeceeeeeee 105
Deleting a service-linked role for WorkSpaces Thin Client ..........cccoeeeeeeeneniecceeceeceeceeceecenn, 105
Supported Regions for WorkSpaces Thin Client service-linked roles .........ccoeveeveeveeceeciecvennnnee. 106
MONIEOKFING ceveiiiiiiiiiiiiiiieennnniiiiiieceiiiteessasssssssssssssesssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssasans 107




Amazon WorkSpaces Thin Client Administrator Guide

CLOUATIAIL LOGS vttt ettt e te st e e e e e s e e s e st et e st e s bessa e e e e esaessasassassansasseessessansensansansans 107
CloUATrail dAta EVENTS ...coueieieeteeetet ettt b et sb e st e e s s b et s saa e e e s sesae e enas 109
CloudTrail MANAgEMENt BVENTS ......couicieeeeeeeeeeeeer ettt teste s e s e e e st st esse s se s nes 110
CloudTrail @VENT EXAMPLES .....coveeeieeeeeeceetetees ettt te e s e e e e s e e et e st e bessessassaesnessensansansans 110

AWS ClOUAFOrmMAation FESOUICES .....ccceerercsssssnneeesessssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssss 114
WorkSpaces Thin Client and AWS CloudFormation templates ........ccceeeeeeenenecieevecceeceeceeeene 114
Learn more about AWS CloUudFOrmMation ...ttt sse s ne 114

AWS PrivateLinK ..cccccciesiceisscsrscssssssnsesssssssssssssssssssssssssessisssssssessessssssssssssssssssssssssssssssssssssssssssssssssse 115

CONSIAEIALIONS ..ottt ettt sttt s st e st e e s et et e e st et e e s sesbe st esasbassestssassensenassansessesans 115

Create an interface ENAPOINT ...ttt et e s testesse s e e e s e eaesseeans 115

Create an eNAPOINt POLICY ..ottt ettt ste e e e e et e st e saesaessesse e e e e eaeaanaansans 116

DOCUMENT NISTOIY auuueiiiiiiiiiiiiiieeennnniiiiiiiieeinieennssssssssssssseseesssssssssssssssssssssssssssssssssssssssssssssssssssssssses 117




Amazon WorkSpaces Thin Client Administrator Guide

What is the Amazon WorkSpaces Thin Client
administrator console?

With the Amazon WorkSpaces Thin Client administrator console, administrators can manage
WorkSpaces Thin Client environments and devices through a WorkSpaces Thin Client portal. From
this web console, administrators can create environments, manage devices, and set parameters for
WorkSpaces Thin Client users within their network.

Virtual desktop environments that you use for WorkSpaces Thin Client must be created or modified
within their own console.

/A Important

For WorkSpaces Thin Client administrator console to work properly, your system must
first meet specific requirements. These requirements are listed in Prerequisites and

Configurations.

Topics

« Are you a first-time user?

¢ Architecture

Are you a first-time user?

If you are a first-time user of WorkSpaces Thin Client administrator console, we recommend that
you begin by reading the following sections:

 Starting the WorkSpaces Thin Client administrator console

» Using WorkSpaces Thin Client administrator console

Architecture

Each WorkSpaces Thin Client is associated with a virtual desktop interface (VDI) provider.
WorkSpaces Thin Client supports three VDI providers:

Are you a first-time user? 1
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« Amazon WorkSpaces

o AppStream 2.0

« Amazon WorkSpaces Secure Browser

Depending on the VDI used, information for your WorkSpaces Thin Client is accessed and managed
either via directories for WorkSpaces, stacks for AppStream 2.0, and web portal endpoints for
WorkSpaces Secure Browser.

For more information on Amazon WorkSpaces, see Get started with WorkSpaces quick setup.
Directories are managed through the AWS Directory Service, which offers the following options:
Simple AD, AD Connector, or AWS Directory Service for Microsoft Active Directory, also known as
AWS Managed Microsoft AD. For more information, see the AWS Directory Service Administration
Guide.

For more information on AppStream 2.0, see Get Started with Amazon AppStream 2.0: Set Up With
Sample Applications. AppStream 2.0 manages the AWS resources required to host and run your
applications, scales automatically, and provides access to your users on demand. AppStream 2.0
provides users access to the applications they need on the device of their choice, with a responsive,
fluid user experience that is indistinguishable from natively installed applications.

For information on WorkSpaces Secure Browser, see Getting started with Amazon WorkSpaces

Secure Browser. Amazon WorkSpaces Secure Browser is an on-demand, fully managed, Linux-based

service designed to facilitate secure browser access to internal websites and software-as-a-service
(SaaS) applications. Access the service from existing web browsers, without the administrative
burden of infrastructure management, specialized client software, or virtual private network (VPN)
solutions.

The following diagram shows the architecture of WorkSpaces Thin Client.

Architecture 2
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Setting up Amazon WorkSpaces Thin Client
administrator console

Topics

 Sign up for AWS

e Create an IAM user

Sign up for AWS

If you do not have an AWS account, complete the following steps to create one.
To sign up for an AWS account

1. Open https://portal.aws.amazon.com/billing/signup.

2. Follow the online instructions.

Part of the sign-up procedure involves receiving a phone call or text message and entering a
verification code on the phone keypad.

When you sign up for an AWS account, an AWS account root user is created. The root user
has access to all AWS services and resources in the account. As a security best practice, assign
administrative access to a user, and use only the root user to perform tasks that require root

user access.

Create an IAM user

To create an administrator user, choose one of the following options.

Sign up for AWS 4
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Choose
one

way to
manage
your
administr
ator

In IAM
Identity
Center

(Recommie
ded)

In IAM

(Not
recommer
ed)

To

Use short-term
credentials to access
AWS.

This aligns with the
security best practices
. For information
about best practices

, see Security best
practices in IAM in the
IAM User Guide.

Use long-term
credentials to access
AWS.

By

Following the instructions
in Getting started in the
AWS IAM Identity Center
User Guide.

Following the instructions
in Create an IAM user for

emergency access in the
IAM User Guide.

You can also

Configure programmatic
access by Configuring the
AWS CLI to use AWS IAM
Identity Center in the AWS
Command Line Interface User
Guide.

Configure programmatic
access by Manage access keys
for IAM users in the IAM User
Guide.

Create an IAM user
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Getting started with your VDI for Amazon WorkSpaces
Thin Client

Amazon WorkSpaces Thin Client is a cost-effective thin client device built to work with AWS End
User Computing services to provide you with secure, instant access to applications and virtual
desktops.

Choose a virtual desktop infrastructure (VDI), and configure it to work with WorkSpaces Thin Client.

/A Important

For WorkSpaces Thin Client administrator console to work properly, your system must first
meet specific requirements. These requirements are listed in the configuration procedure
for each virtual desktop provider.

WorkSpaces Thin Client requires specific software configurations, depending on your virtual
desktop provider.

Topics

» Configuring WorkSpaces Personal for WorkSpaces Thin Client

» Configuring WorkSpaces Pools for WorkSpaces Thin Client

» Configuring AppStream 2.0 for Amazon WorkSpaces Thin Client

» Configuring Amazon WorkSpaces Secure Browser for Amazon WorkSpaces Thin Client

Configuring WorkSpaces Personal for WorkSpaces Thin Client

For WorkSpaces Thin Client to be used with Amazon WorkSpaces Personal, your service will need
to be configured to access the WorkSpaces directories. Amazon WorkSpaces Personal directories
are listed based on their directory names on the WorkSpaces Thin Client Create environment page
within AWS console.

Configuring WorkSpaces Personal for WorkSpaces Thin Client 6
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® Note

Configurations must be made before using the console for the first time. It is not
recommended that you modify any prerequisite features after you start using the console.

Before you begin

Make sure that you have an AWS account to create or administer a WorkSpace. Device users,
however, don't need an AWS account to connect to and use their WorkSpaces.

Review and understand the following concepts before you proceed with your configuration:

« When you launch a WorkSpace, select a WorkSpace bundle. For more information, see Amazon
WorkSpaces Bundles.

« When you launch a WorkSpace, select which protocol that you want to use with your bundle. For
more information, see Protocols for Amazon WorkSpaces Personal.

« When you launch a WorkSpace, specify the profile information for each user, including username
and email address. Users complete their profiles by creating a password. Information about
WorkSpaces and users is stored in a directory. For more information, see Manage directories for

WorkSpaces Personal.

« When you launch a WorkSpace, enable and configure the WorkSpaces Thin Client web access. For
more information, see Configure WorkSpaces Thin Client

Step 1: Verify that your system meets WorkSpaces Personal required
features
For WorkSpaces Thin Client administrator console to work properly with Amazon WorkSpaces

Personal, your system must meet the following specific requirements. This table lists all of these
supported features and their requirements.

Feature Requirement
Web access Enabled
Supported operating system o Windows 10

Before you begin 7
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Feature Requirement

« Windows 10 (Bring Your Own License)
e Windows 11

« Windows 11 (Bring Your Own License)

Supported bundles » Microsoft Power with Windows 10 (Server
2016, 2019, and 2022 based)

« Microsoft Power with Windows 10 (Server
2016, 2019, and 2022 based) w Office

« Microsoft PowerPro with Windows 10
(Server 2016, 2019, and 2022 based)

+ Microsoft PowerPro with Windows 10
(Server 2016, 2019, and 2022 based) w
Office

e Microsoft Performance with Windows 10
(Server 2016, 2019, and 2022 based)

e Microsoft Performance with Windows 10
(Server 2016, 2019, and 2022 based) w
Office

Supported protocol DCV only

Step 2: Use advanced setup to launch your WorkSpace
To use advanced setup to launch your WorkSpace

1. Open the WorkSpaces console at https://console.aws.amazon.com/workspaces/v2/home/.

2. Choose one of the following directory types, and then choose Next:
« AWS Managed Microsoft AD
« Simple AD
« AD Connector

3. Enter the directory information.

4. Choose two subnets in a VPC from two different Availability Zones. For more information, see
Configure a VPC with public subnets.

Step 2: Use advanced setup to launch your WorkSpace 8
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5. Review your directory information and choose Create directory.

Business continuity

WorkSpaces Thin Client provides support for Business continuity as part of a Business Continuity
Plan (BCP). WorkSpaces Thin Client business continuity is available for use with WorkSpaces
Personal only. For more information on business continuity, see Business continuity for WorkSpaces

Personal in the Amazon WorkSpaces Administration guide.

Prerequisites

For business continuity to work on WorkSpaces Thin Client, the following prerequisites must be
met:

» For WorkSpaces Cross-Region Redirection — DNS service and routing polices have been
configured. To set these up, see Configure your DNS service and set up DNS routing policies.

» For WorkSpaces Multi-Region Resilience — A standby WorkSpaces has been created. To create
this, see Create a standby WorkSpace.

« A connection alias in the region using WorkSpaces Thin Client. To verify your region, see Covered
regions.

Configuring business continuity for WorkSpaces Thin Client

To enable WorkSpaces Personal DR on Amazon WorkSpaces Thin Client, you will need to configure
connection aliases to map to the environment using the SDK.

Sample doc explanation for setting up disaster recovery:
Example

An example command using the AWS CLI to create a new environment using a WorkSpaces
connection alias for the streaming desktop:

aws workspaces-thin-client create-environment --region region --desktop-arn/
arn:aws:workspaces:region:account:connectionalias/wsca-id

Replace wsca-id with your WorkSpaces Personal connection alias. The ID of the WorkSpaces
connection alias can be found in the WorkSpaces Management Console or from the SDK.

Business continuity 9
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End user experience

Once business continuity is configured, devices must be registered and active within the last

15 days. After that, should WorkSpaces Thin Client management services become unavailable,
users then can stay connected to their sessions for up to 24 hours . In this condition, the device

will not receive software updates, exchange posture information, and cannot be activated. The
corresponding device entry in WorkSpaces Thin Client console will not show the latest information.

If the WorkSpaces Thin Client device management services remain unavailable beyond 24 hours,
the following error message will display:

"An error has occurred. Please try again. If the issue persists, contact your IT administrator.
(Error Code: 3006)."

Configuring WorkSpaces Pools for WorkSpaces Thin Client

For WorkSpaces Thin Client to be used with Amazon WorkSpaces Pools, your SAML 2.0 identity
provider (IdP) will need to be configured to access the WorkSpaces Pools directory. Amazon
WorkSpaces Pools directories are a non-persistent pool of WorkSpaces assigned to a group of
users.

(@ Note

Configurations must be made before using the console for the first time.

Before you begin

Make sure that you have an AWS account to create or administer a WorkSpace. Device users,
however, don't need an AWS account to connect to and use their WorkSpaces.

Review and understand the concepts listed in Before You Begin Using Active Directory with

WorkSpaces Pools in the Amazon WorkSpaces Administration Guide before you proceed with your
configuration.

Create a WorkSpaces Pool

Set up and create a pool from which user applications are launched and streamed.

Configuring WorkSpaces Pools for WorkSpaces Thin Client 10
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® Note

You should create a directory before you create a WorkSpaces Pool. For more information,
see Configure SAML 2.0 and create a WorkSpaces Pools directory directory.

To set up and create a pool

1. Open the WorkSpaces console at https://console.aws.amazon.com/workspaces/v2/home/.

In the navigation pane, choose WorkSpaces, Pools.

Choose Create WorkSpaces Pools.

P WD

Under Onboarding (optional), you can choose Recommend options to me based on my use
case to get recommendations on the type of WorkSpaces you want to use. You can skip this
step if you know that you want to use WorkSpaces Pools.

5. Under Configure WorkSpaces, enter the following details:

« For Name, enter a unique name identifier for the pool. Special characters aren't allowed.
» For Description, enter a description for the pool (maximum of 256 characters).

» For Bundle, choose from the following the bundle type that you want to use for your
WorkSpaces.

« Use a base WorkSpaces bundle — Choose one of the bundles from the drop down. For
more information about the bundle type you selected, choose Bundle details. To compare
bundles offered for pools, choose Compare all bundles.

» Use your own custom bundle — Choose a bundle that you previously created. To create
a custom bundle, see Create a custom WorkSpaces image and bundle for WorkSpaces
Personal.

® Note

BYOL is currently unavailable for WorkSpaces Pools.

« For Maximum session duration in minutes, choose the maximum amount of time that a
streaming session can remain active. If users are still connected to a streaming instance
five minutes before this limit is reached, they are prompted to save any open documents
before being disconnected. After this time elapses, the instance is terminated and replaced
by a new instance. The maximum session duration that you can set in the WorkSpaces Pools
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console is 5760 minutes (96 hours). The maximum session duration that you can set using
the WorkSpaces Pools APl and CLI is 432000 seconds (120 hours).

« For Disconnect timeout in minutes, choose the amount of time that a streaming session
remains active after users disconnect. If users try to reconnect to the streaming session after
a disconnection or network interruption within this time interval, they are connected to
their previous session. Otherwise, they are connected to a new session with a new streaming
instance.

o If a user ends the session by choosing End Session or Logout on the pools toolbar,
the disconnect timeout doesn't apply. Instead, the user is prompted to save any open
documents, and then immediately disconnected from the streaming instance. The instance
the user was using is then terminated.

« For Idle disconnect timeout in minutes, choose the amount of time that users can be idle
(inactive) before they are disconnected from their streaming session and the Disconnect
timeout in minutes time interval begins. Users are notified before they are disconnected
due to inactivity. If they try to reconnect to the streaming session before the time interval
specified in Disconnect timeout in minutes has elapsed, they are connected to their
previous session. Otherwise, they are connected to a new session with a new streaming
instance. Setting this value to O disables it. When this value is disabled, users are not
disconnected due to inactivity.

® Note

Users are considered idle when they stop providing keyboard or mouse input
during their streaming session. For domain-joined pools, the countdown for the
idle disconnect timeout doesn't begin until users log in with their Active Directory
domain password or with a smart card. File uploads and downloads, audio in, audio
out, and pixels changing do not qualify as user activity. If users continue to be idle
after the time interval in Idle disconnect timeout in minutes elapses, they are
disconnected.

» For Scheduled capacity policies (optional), choose Add new schedule capacity. Indicate the
start and end date and time for when to provision the minimum and maximum number of
instances for your pool based on the minimum number of expected concurrent users.

« For Manual scaling policies (optional), specify the scaling policies for pools to use to
increase and decrease the capacity of your pool. Expand Manual scaling policies to add new
scaling policies.
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® Note

The size of your pool is limited by the minimum and maximum capacity that you
specified.

« Choose Add new scale out policies and enter the values for adding specified instances if
the specified capacity utilization is less or more than the specified threshold value.

» Choose Add new scale in policies and enter the values for removing specified instances if
the specified capacity utilization is less or more than the specified threshold value.

» For Tags, specify the key pair value that you want to use. A key can be a general category,

such as "project," "owner," or "environment," with specific associated values.

On the Select directory page, choose the directory that you created. To create a directory,
choose Create directory. For more information, see Manage directories for WorkSpaces Pools.

Choose Create WorkSpace Pool.

Configuring WorkSpaces Thin Client access

Configuring web access for WorkSpaces Pools to use WorkSpaces Thin Client, you will need to use
the AWS command land interface.

P WD

Install or update the AWS Command Line Interface.

Configure your AWS CLI settings.

Open the AWS CLI.

Run the following replacing WORKSPACES_DIRECTORY_ID and REGION with the appropriate
information:

aws workspaces modify-workspace-access-properties --resource-
id WORKSPACES_DIRECTORY_ID --workspace-access-properties
'{"DeviceTypeWorkSpacesThinClient":"ALLOW"}' --region REGION
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Configuring AppStream 2.0 for Amazon WorkSpaces Thin Client

AppStream 2.0 instances will be listed based on Stack names and will require an IdP login URL to
be configured on the create environment page. Because SAML authentication for AppStream 2.0
only supports initiated authentication, the administrator will have to enter the correct login URL
manually.

® Note

Configurations must be made before using the console for the first time. It is not
recommended that you modify any prerequisite features after you start using the console.

Step 1: Verify that your system meets AppStream 2.0 required features

For WorkSpaces Thin Client administrator console to work with AppStream 2.0 properly, your
system must meet the following specific requirements. This table lists all of these supported
features and their requirements.

Feature Requirement

Identity Provider Go to Setting Up SAML in the AppStream
2.0 Administrator Guide to create an Identity

Provider.

When prompted to Create env console, enter
your IDP Login URL.

Operating system Windows
Platform Type Windows Server (2012 R2, 2016 or 2019)
Clipboard Disable

Configured at AppStream 2.0 stack level
File transfer Disable

Configured at AppStream 2.0 stack level
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Feature Requirement
Print to local device Disable

Configured at AppStream 2.0 stack level

The screen lock requirement through SAML authentication on AppStream 2.0 is also supported.
The User Pool and Programmatic authentication mechanisms are not supported on WorkSpaces
Thin Client.

Step 2: Set up your AppStream 2.0 stacks

To stream your applications, AppStream 2.0 requires an environment that includes a fleet that is
associated with a stack, and at least one application image. Follow these steps to set up a fleet and
stack and give users access to the stack. If you haven't already done so, we recommend that you try
the procedures in Get Started with AppStream 2.0: Set Up With Sample Applications.

If you want to create an image to use, see Tutorial: Create a Custom AppStream 2.0 Image by

Using the AppStream 2.0 Console.

If you plan to join a fleet to an Active Directory domain, configure your Active Directory domain
before completing the following steps. For more information, see Using Active Directory with

AppStream 2.0.

Tasks

Create a Fleet

Create a Stack

Provide Access to Users

Clean Up Resources

Configuring Amazon WorkSpaces Secure Browser for Amazon
WorkSpaces Thin Client

Amazon WorkSpaces Secure Browser are based on their web portal endpoints on the WorkSpaces
Thin Client Create environment page within AWS console.
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® Note

Configurations must be made before using the console for the first time. It is not
recommended that you modify any prerequisite features after you start using the console.

Step 1: Verify that your system meets Amazon WorkSpaces Secure
Browser required features

For WorkSpaces Thin Client Administrator Console to work properly with Amazon WorkSpaces
Secure Browser, your system must meet the following specific requirements. This table lists all of
these supported features and their requirements.

Feature Requirement
Clipboard Disable

File transfer Disable

Print to local device Disable

(® Note

The WorkSpaces Secure Browser extension for single sign-on is not currently supported on
WorkSpaces Thin Client.

Step 2: Set up WorkSpaces Secure Browser portals

WorkSpaces Thin Client works with the WorkSpaces Secure Browser VPC in a specific configuration:

Create a VPC using the AWS CodeBuild Cloudformation template.

Set up your Identity Provider.

1.
2.
3. Create an Amazon WorkSpaces Secure Browser portal.
4.

Test your new Amazon WorkSpaces Secure Browser portal.
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Starting the WorkSpaces Thin Client administrator
console

WorkSpaces Thin Client is a cost-effective thin client device built to work with AWS End User
Computing services to provide you with secure, instant access to applications and virtual desktops.

Topics

« Covered regions

» Launching the WorkSpaces Thin Client administrator console

Covered regions

WorkSpaces Thin Client is available in the following Regions.

Only the WorkSpaces Thin Client administrator console is available in these Regions. WorkSpaces
Thin Client devices are only currently available in the US, Germany, France, Italy, and Spain.

Region Region Endpoint Console link
Name
US East (N. us-east-1 thinclien https://us-east-1.console.aws.amazon.com/
Virginia) t.us-east workspaces-thin-client/home

-1.amazon

aws.com
US West us-west-2 thinclien https://us-west-2.console.aws.amazon.com/
(Oregon) t.us-west workspaces-thin-client/home

-2.amazon

aws.com
Asia Pacific ap-south-1 thinclien https://ap-south-1.console.aws.amazon.com/
(Mumbai) t.ap-sout workspaces-thin-client/home

h-1.amazo

naws.com
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Region
Name

Europe
(Ireland)

Canada
(Central)

Europe
(Frankfurt)

Europe
(London)

Region

eu-west-1

ca-central-1

eu-central-1

eu-west-2

Endpoint

thinclien
t.eu-west
-1.amazon
aws.com

thinclien
t.ca-cent
ral-1.ama
Zonaws.com

thinclien
t.eu-cent
ral-1.ama
zonaws.com

thinclien
t.eu-west
-2.amazon
aws.com

Console link

https://eu-west-1.console.aws.amazon.com/

workspaces-thin-client/home

https://ca-central-1.console.aws.amazon.com/

workspaces-thin-client/home

https://eu-central-1.console.aws.am

azon.com/workspaces-thin-client/home

https://eu-west-2.console.aws.amazon.com/

workspaces-thin-client/home

Launching the WorkSpaces Thin Client administrator console

When you have an AWS account, you can launch the administrator console and go to the

WorkSpaces Thin Client console. To launch the console, do the following:

1. Log on to your AWS account.

2. Access the WorkSpaces Thin Client console.

3. Select Get Started and you will be directed to Environments.

Launching the WorkSpaces Thin Client administrator console
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Using WorkSpaces Thin Client administrator console

Amazon WorkSpaces Thin Client Amazon WorkSpaces Thin Client
Affordable, easy-to-manage thin client for secure access t0 | —G_n

enabling users to securely access virtual desktops.

virtual desktops Gl [ oo oo 1 |

Pricing

. You pay up front fior the WarkSpaces Thin Client
H ow It Works device, plus 3 monthly service fee per device to
manage, manitor, and maintain your thin client
fleet in the WorkSpaces Thin Client management
console.

Admin management flow

n more abo: kSpa T Clien
icing (2
{
¢
<
=
Amazon WorkSpaces S~ Amazon WorkSpaces Thin Client
Thin Client Administrator sets up Administrator copies End users enter activation  Administrator manages, devices
Cost-effective, secure, Amazon WorkSpaces, activation codes from code to register the device monitors, and maintains
and easy-to-manage Amazon WorkSpaces Web, Console and emails and log into their virtwal ~ WorkSpaces Thin Client
access to virtual desktops or Amazon AppStream 2.0 them to end users desktop environment fleet and controls
T B in desired AWS Region access through device
to associate with management service
WorkSpaces Thin Client
service

Welcome to the WorkSpaces Thin Client Administrator Console!

From here, you can manage your fleet of WorkSpaces Thin Client devices and environments for
your team.

For information regarding the WorkSpaces Thin Client device, please refer to the WorkSpaces Thin
Client User Guide.

Let's get started.

Topics

e« Environments

e Devices

» Software updates
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Environments

Each WorkSpaces Thin Client device uses an individual virtual desktop environment to access its
online resources. Users access this environment by using one of the following virtual desktop
providers:

« Amazon WorkSpaces

o AppStream 2.0

« Amazon WorkSpaces Secure Browser

Environment list

There are a number of parameters for your environment for you to review as well as some actions
you can take.

(® Amazon WorkSpaces Thin Client

Cost-effective, easy-to-manage thin client to securely access AWS End User Computing services.
WorkSpaces Thin Client > Environments

Environments

This is a list of all WorkSpaces Thin Client environments that you manage.
v Getting started

To create an environment follow the steps below. We recommend reading all the necessary steps before proceeding.

1 2 3

Enter your environment details Select your virtual desktop provider Send the activation codes to your device users
Create a name for your environment. This name should be descriptive and unique. Oryoumay ~ You will need a service to provide your users access to their virtual desktop and compatible Once your environment and virtual desktop service are set, you will be provided with a unique
choose to use the default name. You may also add users and groups to your environment. resources. Amazon WorkSpaces Thin Client can be set up with WorkSpaces, WorkSpaces Web, activation code for your set up. Provide this code to users for them to access their virtual
or AppStream 2.0. desktop.
Environments (6) info Cc Actions ¥ Create environment

Environment connects virtual desktop to the device

Q_ Find by attribute or keyword 12 >

Name v Virtual desktop service v Virtual desktop service ID [3 v Activation code v Device count Time created v
(o) Environment 01 WorkSpaces d-00000000 gheltpas 1 October 16, 2023, 20:38 (UTC-07:00)
O Environment 02 WorkSpaces d-00000000 ghisrax1 1 October 13, 2023, 11:38 (UTC-07:00)
(0] Environment 03 ‘WorkSpaces d-00000000 ghl13e0p o October 03, 2023, 21:22 (UTC-07:00)
o Envionmentod ____________________uoucooo. o000 2 ghoo o o 0 0700

() CloudShell  Feedback ©2023, Amazon Web Services, Inc. or its affiliates.

Environment list details

The parameters for your environment are listed for your review. The following table lists each
element in the summary and how it functions.

Element Description

Name The unique identifier associated with this
environment.

Environments 20
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Element

Virtual desktop service

Virtual desktop service ID

Activation code

Device count

Time Created

Environment list actions

Description

The virtual desktop provider that this
environment uses.

The unique identifier that the virtual desktop
service provider assigns to this environment.

The code that is used by end users to access
the virtual desktop environment.

The number of WorkSpaces Thin Client devices
that are accessing this environment.

The date and time that the environment was
created.

There are a number of actions you can perform from here. Select any of these to perform the

corresponding action.

Element
Search
Refresh
View details

Actions

Create environment

Topics

+ Environment Details

» Creating an environment

Description
Searches all environments that you manage.
Refreshes the environment list.

Displays Environment details.

Opens a dropdown list where you can Edit or
Delete an environment.

Starts the process of creating an environment.

Environment list
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« Editing an environment

» Deleting an environment

Environment Details

When you select an environment, the WorkSpaces Thin Client console displays the details for that
environment for you to review. The console also displays the details about the virtual desktop
provider that this environment uses.

Topics

e Summary

 Virtual desktop environment details

Summary

The Summary section provides a high-level overview of the key features of the WorkSpaces Thin
Client Environment. The following table lists each element in the summary and how it functions.

Summary
Name Always keep software up-to-date Activation code
DRK Environment - Mon, Aug 7, 2023, 16:03:41 Yes

Virtual desktop service Maintenance window start time Associated devices
WorkSpaces Web 00:00 (Device local time) 1

Virtual desktop service ID Maintenanc dow end time Time created
03:00 (Device local time) August 07, 2023, 16:04 (UTC-04:00)

Maintenance window days of the week Time last modified
Sunday August 07, 2023, 16:04 (UTC-04:00)

Element Description

Name The unique identifier associated with this
environment.

Virtual desktop service The virtual desktop provider that this
environment uses.

Virtual desktop service name The unique identifier that the virtual desktop
service provider assigns to this environment.
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Element

Activation code

Always keep software up-to-date

Maintenance window start time

Maintenance window end time

Maintenance window days of the week

Associated devices

Time created

Virtual desktop environment details

Description

This code is used by end users to access the
virtual desktop environment.

This setting enables automatic software
updates.

The time each week when automatic software
updates begin.

The time each week when automatic software
updates finish.

The days that automatic software updates
occur.

The number of WorkSpaces Thin Client devices
that are accessing this environment.

The date and time that this environment was
created.

WorkSpaces Thin Client environments are run on a virtual desktop interface. Each interfaces has a
different set of parameters that control the dedicated environment.

Amazon WorkSpaces directory details

WorkSpaces Thin Client environments run on Amazon WorkSpaces use directories to create and run

their virtual desktops. The following table lists each element in the details and how it functions.

WorkSpaces directory details

Directory 1D
abc

Organization name
Name

Directory name
Xyz

Directory type

Simple AD

Registered

@Trul'_'

Status

® Active

Environment Details
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Element Description

Directory ID The Amazon WorkSpaces directory associated
with this environment.

Directory name The unique identifier associated with this
Amazon WorkSpaces directory.

Organization name The name of the organization that controls
the Amazon WorkSpaces directory.

Directory type The format of the Amazon WorkSpaces
directory.

Registered Whether this Amazon WorkSpaces directory is
registered.

Status Whether this Amazon WorkSpaces directory is
active.

Amazon WorkSpaces Secure Browser portal details

WorkSpaces Thin Client environments run on Amazon WorkSpaces Secure Browser use web portals
to create and run their virtual desktops. The following table lists each element in the details and
how it functions.

WorkSpaces Web portal details

Name Time created Web portal endpoint
Custom Web Portal - Mon, Mar 06, 2023, March 06, 2023, 13:50 (UTC-05:00)
12:00:51 [4
Element Description
Name The unique identifier associated with this

WorkSpaces Secure Browser portal.
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Element Description

Time created The date and time when this WorkSpaces
Secure Browser portal was created.

Web portal endpoint The url used to access your virtual desktop
environment.

AppStream 2.0 details

WorkSpaces Thin Client environments run on AppStream 2.0 information stacks to create and run
their virtual desktops. The following table lists each element in the details and how it functions.

AppStream 2.0 details

Stack name IdP login url Time created
Xyz https://abc.com [4 Thu Jun 08 2023 10:26:29 GMT-0700 (Pacific
Daylight Time)
Element Description
Stack name The unique identifier associated with this

AppStream 2.0 stack.

IdP login url The identity provider url that is used to log in
and out of your AppStream 2.0 stack.

Time created The date and time when this AppStream 2.0
stack was created.

Creating an environment

To begin, each device requires an AWS End User Computing service. WorkSpaces Thin Client uses
the following services:

« Amazon WorkSpaces through an assigned directory

« AppStream 2.0 through an assigned stack
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« Amazon WorkSpaces Secure Browser through a web portal address

You must either assign a service to an existing environment or create a new one.

(@ Note
WorkSpaces Thin Client only displays virtual desktops in the same Region.

Topics

« Step 1: Enter your environment details

« Step 2: Select your virtual desktop provider

« Step 3: Send the activation code to your device users

Step 1: Enter your environment details

1. Enter a name for your environment in the Environment details field.

2. To set up automatic software patches, check the box for Always keep software up-to-date.

(@ Note

If automatic software updates is not enabled, the devices registered to this
environment won't receive software updates until you manually push the update or
when the software reaches its expiration and the system forces an update.

Also, the devices Software Set version is determined by the system. This version may
not be the most recent one.

3. Select when you want to schedule the maintenance window for your environment.
« Apply system wide maintenance window - Automatically updates the environment
software at a determined time each week.

« Apply custom maintenance window - Set a day and time when you want the environment
software to update each week.

4. Select a virtual desktop service.

« Amazon WorkSpaces
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« Amazon WorkSpaces Secure Browser

o AppStream 2.0

Step 2: Select your virtual desktop provider

You must have a service to provide your users access to their virtual desktop and compatible
resources.

/A Important

For WorkSpaces Thin Client Administrator Console to work properly, your system
must meet specific requirements. These requirements are listed in Prerequisites and

Configurations.
Make sure that your system meets these requirements before you set up your console.

Using Amazon WorkSpaces

Amazon WorkSpaces is a fully managed desktop virtualization service for Windows that enables
you to access resources from any supported device.

1. To use Amazon WorkSpaces, do one of the following:

» Select the directory that you want to use for your environment. You can either browse
through the dropdown list or you can search the directories by using the search field.

» Create a directory by selecting the Create WorkSpaces directory button. For more
information on creating WorkSpaces directories, see Manage directories for WorkSpaces.

2. Select the Create environment button.

When you create your environment, you can still edit the details later. For more information, see
Editing an environment.

Using AppStream 2.0

AppStream 2.0 is a fully managed, secure application streaming service that you can use to stream
desktop applications from AWS to a web browser.
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/A Important

In order to create an AppStream 2.0 environment, you must have cli_follow_urlparam
set to false. To achieve this, do the following:

« For a default profile, run aws configure set cli_follow_urlparam false.

 For a profile with name ProfileName, run aws configure set
cli_follow_urlparam false --profile ProfileName.

1. To set up AppStream 2.0, do one of the following:

» Select the stack that you want to use for your environment. You can either browse through
the dropdown list or you can search the stacks by using the search field.

» Create a stack by selecting the Create Stack button. For more information on creating
AppStream 2.0 stacks, see Create a Stack.

2. Enter your identity provider login and logout URL in the IdP login URL field. This provides
users with a place to log in and out of WorkSpaces Thin Client.

3. Select the Create environment button.

After you create your environment, you can still edit the details later. For more information, see
Editing an environment.

Using Amazon WorkSpaces Secure Browser

Amazon WorkSpaces Secure Browser is a low-cost, fully managed WorkSpaces console that is built
to deliver secure web-based workloads and software as a service (SaaS) application access to users
within existing web browsers.

1. To set up Amazon WorkSpaces Secure Browser, do one of the following:

« Select the web portal that you want to use for your environment. You can either browse
through the dropdown list or you can search the web portals by using the search field.

» Create a web portal by selecting the Create WorkSpaces Secure Browser button. For more
information on creating WorkSpaces Secure Browser web portals, see Setting up Amazon

WorkSpaces Secure Browser.

2. Select the Create environment button.
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After you create your environment, you can still edit the details later. For more information, see
Editing an environment.

Step 3: Send the activation code to your device users

After you set your environment and virtual desktop service, you will receive a unique activation
code for your setup on the AWS Management Console.

Provide this activation code to any WorkSpaces Thin Client device user, and they can use it to
access their virtual desktop.

See the WorkSpaces Thin Client User Guide for additional information on how to help your device

user set up their Amazon WorkSpaces Thin Client.

Editing an environment

The WorkSpaces Thin Client administration console manages virtual desktop environments for
individual users. From this console, you can edit or delete virtual desktop environments.

1. Select the environment that you want to edit.

(® Note

You can either browse through the dropdown list or you can search the environments
by using the search field.

2. Select the Actions button.
3. Select Edit from the dropdown list. You will be directed to the Edit environment window.

4. Edit any of the following:

« Change the name of your environment in the Environment name field.
» Change the check box for Software updates details for automatic software patch updates.
» Change when you want to schedule the maintenance window for your environment.

5. Select the Edit environment button.
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Deleting an environment

® Note

You cannot delete an environment if it has any devices registered to it. First, you must
deregister and delete all devices in an environment.

1. Select the environment that you want to delete. You can either browse through the dropdown
list or you can search the environments by using the search field.

2. Select the Actions button.

3. Select Delete from the dropdown list. The Delete environment confirmation window appears.
4. Type "delete" in the confirmation field.

5. Select the Delete button.

Devices

Each WorkSpaces Thin Client end user has a dedicated device that connects them to their virtual
desktop environments and online resources. These devices are managed through the WorkSpaces
Thin Client administrator console on the AWS site.

From this console, you can order devices for your team.

Device list

There are a number of parameters for any device in your network for you to review as well as some
actions you can take.

Devices i Order devices [A

This is a list of all end user devices that you manage, including information about the user logins for each device.

Devices (1) ‘ C ‘ ‘ Actions ¥
Q, Find by property or value 1 {§}
[l Device ID A Device name v | Activity status
O GO723H08 - ® Active
< >
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Device list details
The parameters for your device are listed for your review. The following table lists each element in
the summary and how it functions.

Element Description

Device serial number The identification number assigned to an
individual device.

Device name (optional) The unique name that you give to a
device.
Last used by The identification number of the user

accessing the device. Only available when
using WorkSpaces Personal.

Activity status The current status of a device. There are two
status states:

» Active — Connected to a network at least
once in the past seven days.

+ Inactive — Not connected to a network in
the past seven days.

Enrollment status Confirmation that a device has been set up, is
associated with this AWS account, and is part
of a specific environment. It can be in one of
the following states:

 Registered - This is the default status.

« Deregistering — The device is in the Reset
and Deregister process.

(® Note

You can delete a device if itisin a
deregistering state.
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Element

Environment ID

Software compliance

Device list actions

Description

« Deregsitered - The device has been
successfully deregistered.

(® Note

You can only delete a device if it's in
either a Deregistering or Deregiste
red status.

« Archived - The device is archived.

The identifier of the environment to which this
device is attached.

The compliance status of the device software.
There are two status states:

o Compliant

« Not compliant

There are a number of actions you can perform from here. Select any of these to perform the

corresponding action.

Element
Search
Refresh
View details

Actions

Description

Searches all devices that you manage.
Refreshes the device list.

Displays Device details.

Opens a dropdown list where you can do the
following:

+ Edit device name

Device list
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Element Description

» Deregister
+ Archive

+ Delete

« Export device details

Order devices Starts the process of ordering devices.

Topics

« Device details

» Editing a device name

» Resetting and deregistering a device

 Archiving a device

» Deleting a device

« Exporting device details

Device details

When you select an device, the WorkSpaces Thin Client console displays the details for that device
for you to review. The console also displays the details about the device's network type and
connected peripherals.

Topics

e Summary

« Device settings

» User Activity

Summary

The Summary section provides a high-level overview of the key features of the WorkSpaces Thin
Client device. The following table lists each element in the summary and how it functions.
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Summary

Device serial number

ARN
[n]

Device name
Device type

Activity status

@ Inactive

Element

Environment ID

Enrollment status
Registered

Enrolled since
September 27, 2023, 20:33 (UTC-07:00)

Last legged in
October 07, 2023, 03:05 (UTC-07:00)

Last posture checked at
March 19, 2024, 17:53 (UTC-07:00)
£ Not checked in for past 7 days

Current software version

Scheduled for software update
2.81

Software compliance

Device serial number

ARN

Device name

Device type

Activity status

Environment ID

Enrollment status

Description

The identification number assigned to an
individual device.

The unique identifier for the device in Amazon
Resource Name (ARN) format.

The name that you give to a device. If you
have not created a name, you can name it, or
it will get a default name.

The type of end user device that is linked to
the account.

The current status of this device. The two
status states are:

o Active

« |nactive

The identification number of the environment
that the device uses.

Confirmation that a device has been set up, is
associated with this AWS account, and is part
of a specific environment. It can be in one of
the following four states:

Device details
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Element

Enrolled since
Last logged in

Last posture checked at

Current software version

Scheduled for software update

Software compliance

Last used by

Description

« Registered - This is the default status.

« Deregistering — The device is in the Reset
and Deregister process.

« Deregistered - The device has been
successfully deregistered.

(® Note

You can only delete the device if it's
in either a Deregistered or Archived
status.

» Archived - This device has been marked by
the administrator as not currently in service.

The date the device was activated.
The date and time of the most recent login.

The date and time of the most recent device
check-in.

The software version that this device is
currently using.

The scheduled software version on the device.

Confirmation that the software set is valid.
There are two status states:

« Compliant

« Not Compliant

The identification number of the user
accessing the device. Only available when
using WorkSpaces Personal.

Device details
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User log
User activity details (5) info | Export details | c
Q. Find by attribute or keyword ‘ 1 {n:.—-}
Device accessed on v

August 28, 2023, 21:46 (UTC-04:00)
August 28, 2023, 18:18 (UTC-04:00)
August 24, 2023, 10:56 (UTC-04:00)
August 24, 2023, 10:56 (UTC-04:00)

August 24, 2023, 09:33 (UTC-04:00)

Element Description
Last device access The date and time when this device was last
used.

Device settings

The parameters for your device are listed for your review. The following table lists each element
and how it functions.

(® Note

Device settings information is updated only when device is online. If device is offline, some
information may be out of date.

Heading and Network

WorkSpaces Thin Client device details provides an overview of the device's network connections.
The following table lists each element and how it functions.
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Device settings info
Last synced on: October 21, 2024, 14:28 (UTC-07:00)

v Network

Connection type Local IP address
ETHERNET

Status Gateway address
@ Connected

Element Description

Last synced on The date and time of the most recent device
settings sync with console.

Connection type The type of network connection used by the
device. The connection type can either be
Ethernet or Wifi.

Status The status of the network. If the device is
currently connected, or connected within the
past 20 minutes, the status will show up as
‘connected'. If the network has been disconnec
ted for more than 20 min, the status will
change to show the time passed since the
device is last connected to internet, e.g. “last
connected 20 minutes ago”.

Local IP address The local IP address of the connected network.

Gateway address The gateway address of the connected
network.

Bluetooth and peripheral devices

WorkSpaces Thin Client device details provide a list of any connected peripherals connect to a
device. The following table lists each element and how it functions.
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v Bluetooth and peripheral devices

Bluetooth
@ Enabled

Connected peripheral devices (5)

Name Type
Logitech USB Receiver Mouse Mouse (USB)
Logitech USB Receiver Keyboard (USB)
Plantronics Blackwire 5220 Series Speaker (USB)
Plantronics Blackwire 5220 Series Microphone (USB)
UVC Camera (046d:0825) Webcam (USB)
Element Description
Bluetooth The Bluetooth status of the device. The two

status states are:

+ Enabled
+ Disabled

Connected peripheral devices The list of names of the connected periphera
ls, such as Logitech mouse, and the type of the
connected peripherals, such as Mouse (USB).

Power and sleep

Each WorkSpaces Thin Client device has a power saving mode. The following table lists the status
of this mode.

v Power and sleep

Turn off display after
Never

Element Description

Turn off display after The period of inactive time after which the
device turns off its display.
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User Activity

This tab shows the log of a specific device's setup and usage information. The following table lists
each element of this log.

User activity details (1) e ( Export details :@
1 by r keyword 1 @

Device accessed on v User ID v Virtual desktop service ¥ Virtual desktop service ID v IP address v Session ID
March 06, 2025, 16:43 (UTC+01:00) sld-demo WorkSpaces d-123456abcde 2a02:-ad46a:9b7c:... gw2-BaB8e81
Element Description

Device accessed on The date and time the device is activated.

User ID The identification number of the user

accessing the device.
Virtual desktop service The virtual desktop service the device uses.

Virtual desktop service ID The virtual desktop service ID number
associated with the user.

IP address The identification number of the IP accessing
the device.

Event type Details on how the device is being used.

® Note

With the exception of WorkSpaces Personal, VDIs only show a Login initiated event.

You can use the search bar above the table to find specific information in the table. You can also
filter the table results by date and time.

You can export the table to a csv file by selecting the Export details button.
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Editing a device name

1. Select the device that you want to edit. You can either browse through the dropdown list or
you can search for device by using the search field.

Select the Actions button.

Select Edit device name from the dropdown list. The Edit device name window appears.

Enter the new device name in the Device name confirmation field.

Lok W

Select the Save button.

Resetting and deregistering a device

1. Select the device that you want to deregister. You can either browse through the dropdown list
or you can search for the device by using the search field.

2. Select the Actions button.
3. Select Deregister from the dropdown list. The Deregister window appears.
4. Enter "deregister" in the confirmation field.
5. Select the Deregister button.
® Note

Deregistering forcibly logs out the user and require a reboot of their WorkSpaces Thin
Client device in the middle of a session.

Archiving a device

1. Select the device that you want to archive. You can either browse through the dropdown list or
you can search for the device by using the search field.

Select the Actions button.

Select Archive from the dropdown list. The Archive window appears.

Enter "reset and archive" in the confirmation field.

ok W

Select the Reset and archive button.
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® Note

Archiving a device forcibly logs out the user and require a reboot of their WorkSpaces Thin
Client device in the middle of a session.

Deleting a device

1. Select the device that you want to delete. You can either browse through the dropdown list or
you can search for the device by using the search field.

Select the Actions button.
Select Delete from the dropdown list. The Delete window appears.

Enter "delete" in the confirmation field.

ik W

Select the Delete button.

Exporting device details

1. Select the device from which you want to export the details. You can either browse through
the dropdown list or you can search for the device by using the search field.

2. Select the Actions button.

3. Select Export device details from the dropdown list. The details for the selected device
download in a spreadsheet format.

Software updates

WorkSpaces Thin Client sometimes requires software updates that introduce new functionality and
apply security patches. These updates are represented by a versioned Software set.

A Software set can contain updates to the software applications or operating system for the
WorkSpaces Thin Client device. From this console, you can choose to update the software
immediately or you can schedule an automatic update during the maintenance window for the
environments.

Refer to WorkSpaces Thin Client environment software sets for the list of released Software Sets.

Topics
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» Updating environment software

» Updating device software

» WorkSpaces Thin Client software releases

Updating environment software

WorkSpaces Thin Client is an AWS End User Computing service that provides users access to virtual
desktops. These virtual desktops are periodically updated with new software sets. To update
environment software, do the following:

1. Select the software set from the list in Available software updates. For a list of software sets,
refer to WorkSpaces Thin Client environment software sets.

Select the Install button.
Select Environments at the top of the page.

Select the environment to update from the list in the Environments section.

i A W

Select when to update the environment in the Schedule the update by choosing one of the
following:

« Update software now - Starts the update of the environment software on all registered
devices.

(@ Note

Updating software now may interrupt any active user sessions.

» Update software during each environments maintenance window - Updates the
environment software during the scheduled maintenance window for the environment.

6. Check the box to authorize the update. This box must be checked for the software to update.
7. Select the Install button.

Updating device software
WorkSpaces Thin Client is an AWS End User Computing service that provides a thin client device

that connects users to dedicated virtual desktops. These devices are periodically updated with new
software. To update device software, do the following:
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1.

2
3.
4

Select the software set from the list in Available software updates.
Select the Install button.
Select Device at the top of the page.

Select the device or devices to update from the list in the Devices section. For a list of software
sets, refer to WorkSpaces Thin Client environment software sets.

Select when to update the environment from the Schedule the update options by choosing
one of the following:

« Update software now - Immediately updates the device software.

® Note

Updating the software now may interrupt any active user sessions.

« Update software during each devices maintenance window - Updates the environment
software during the scheduled maintenance window for the device.

Check the box to authorize the update. This box must be checked for the software to update.

Select the Install button.

WorkSpaces Thin Client software releases

WorkSpaces Thin Client is an AWS End User Computing service that provides users access to virtual

desktops on a device. These devices are periodically updated with new software sets. The following
table describes all the released software sets. Administrators can use the AWS management
console to view available software sets.

Software set Release date Changes

2.18.0 8-28-2025 « Added Exit Session button

to the device toolbar.

» Fixed an issue where
activity status notification
was incorrectly shown on
the device.
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Software set

2.17.0

2.16.2

2.16.1

Release date

7-30-2025

7-22-2025

7-3-2025

Changes

« General fixes and

improvements.

Plugable USB hub
UD-3900Z is now
supported for use with
WorkSpaces Thin Client.

Added support for
AltGr keys with Spanish
keyboards.

Fixed the issue that resulted
in duplicate entries for

user session activity for the
device.

Added support for Enter
key on numeric keypad.

General fixes and
improvements.

Fix for Chromium's
CVE-2025-6558 critical
security issue.

Fix for Chromium's
CVE-2025-6554 critical
security issue.

WorkSpaces Thin Client software releases
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Software set

2.16.0

2.15.0

2.141

Release date

6-27-2025

6-19-2025

6-09-2025

Changes

« Added notifications for
Network Latency.

» Added ability to recover
from second monitor going
dark during a session.

 Fixed issue with monitors
showing a white screen or
not auto extending after
the device comes back from
sleep mode.

» Added support for Latin
America Spanish and
International English
keyboards.

« End users see notificat
ions when device does
not detect keyboard or
mouse activity for extended
amount of time.

o Fix for Chromium's
CVE-2025-5419 critical
security issues.

WorkSpaces Thin Client software releases
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Software set Release date Changes

2.13.0 3-31-2025 o End users will see product
satisfaction feedback
survey as a notification.

» Adds prerelease feature
support for FIDO2
authentication flow. See
FIDO?2 pre-session details.

» The device will not go to
sleep if audio/video is
playing in the session.

« End users see notifications
when monitor is connected
and disconnected.

» Device collects diagnosti
c information from the
operation system for
service improvements.

» Fixes an issue where an
incorrect date was shown
in Settings for software
installed date.

2.14.0 4-29-2025 « Usability improvements
and bug fixes.
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Software set

2.13.0

2.12.0

2.11.2

Release date

3-31-2025

1-30-2025

1-24-2025

Changes

o End users will see product
satisfaction feedback
survey as a notification.

» Adds prerelease feature
support for FIDO2
authentication flow. See
FIDO?2 pre-session details.

» The device will not go to
sleep if audio/video is
playing in the session.

« End users see notifications
when monitor is connected
and disconnected.

» Device collects diagnosti
c information from the
operation system for
service improvements.

« Fixes an issue where an
incorrect date was shown
in Settings for software
installed date.

 Fixes an issue where end
user was logged out of
session on pressing the
back button on mouse.

« Fixes an issue where audio
was crackling during calls
with mouse movements
across monitors.

WorkSpaces Thin Client software releases
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Software set Release date Changes

2.11.1 12-27-2024 + Fixes dual monitor auto-
extend issue.

o Minor improvements to
VoiceView label.

2.11.0 12-19-2024 » WorkSpaces Thin Client
now supports VoiceView
and Magnifier.

2.10.0 11-22-2024 « End users can use a
keyboard shortcut to
collapse the device toolbar.
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Software set

2.9.0

2.8.1

Release date

10-28-2024

09-26-2024

Changes

» Administrators can now
view their end users'
device settings within
AWS console under Device
details page of a specific
device.

» WorkSpaces Thin Client
now supports 2K resolution
monitor for single screen.

« End users can see notificat
ions related to network
diagnostics on their
WorkSpaces Thin Client
devices.

» End user can now choose
to place device toolbar on
left or right as per their
preference.

« Fixed an issue where device
did not install software
updates during sleep or idle
time.

« Fixed a critical issue where
the second monitor could
not be toggled on after the
device woke up from sleep.
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Software set

2.8.0

2.7.1

2.7.0

Release date

09-06-2024

08-27-2024

07-29-2024

Changes

e Thin Client supports
monitors with 4K resolutio
n.

« Users can connect to
the VDI session even if
WorkSpaces Thin Client
device management
services are temporarily
unavailable.

 Fixed the issue where User
activity details section
in AWS console showed
duplicate entries.

« End users can use PrintScre
en option while streaming
WorkSpaces on WorkSpaces
Thin Client.

» Zero-day fixes for
Chromium's CVE-2024-
7971 and CVE-2024-7965
critical security issues.

e Improvements to
performance of second
monitor.

« Fixed an issue where the
toolbar language was
unaffected on changing
device language.

» Device now collects
diagnostic information for
service improvements.

WorkSpaces Thin Client software releases
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Software set Release date Changes

2.6.0 07-09-2024 » Users can defer the
incoming software updates
so that they can finish their
work without interruption.

» Device settings allows
users to forget saved WiFi
networks.

e Improvements to
performance of audio/vid
eo calls in the session.

« Some user settings for the
VDI sessions persist across
device reboot.

2.5.0 06-13-2024  Fixed the issue where
device showed keyboard
and mouse setup screen
briefly on waking up from
sleep before launching the
session.

« The Home button on the
device toolbar renamed to
Sign In.

« Improvements to

performance of audio/vid
eo calls in the session.

243 05-29-2024  Zero-day fix for Chromium'
s CVE-2024-5274 critical
security issue.

2.4.2 05-17-2024  Zero-day fix for Chromium'
s CVE-2024-4947 critical
security issue.
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Software set

2.4.1

2.4.0

Release date

05-15-2024

05-09-2024

Changes

» Zero-day fixes for

Chromium's CVE-2024-
4671 and CVE-2024-4761
critical security issues.

Fixed the issue that allowed
right-clicking on AWS and
Privacy links on WorkSpace
s sign-in page to open the
browser in a stand-alone
mode.

Fixed an issue blocking
"accounts.google.com"”
and preventing the use

of Google Workspace as
the IDP for AppStream 2.0
session.

Device settings toolbar
auto-collapses with a click
in any area on the screen.
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Software set

2.3.0

2.2.1

2.2.0

Release date

04-05-2024

02-16-2024

02-08-2024

Changes

» Device settings show up
in a collapsed toolbar
allowing better utilization
of the visible screen.

» End users can now
configure the duration
to wait before the device
sleeps on inactivity.

+ Fixed the issue where
"about:blank" URL shows
up on the second display.

+ Fixed the issue that resulted
in a white screen when
extended display is closed.

« Volume levels set by end
users now persists across
device restarts.

» Fixed an issue that occurs
during the sign-in process
that prevented users from
logging into WorkSpaces
configured with SAML 2.0
authentication.

» Added support for ISO
keyboards with English
(United Kingdom), French,
German, Italian, Spanish
locales.
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Software set

2.1.2

2.1.1

2.1.0

2.0.1

2.0.0

Release date

01-26-2024

12-21-2023

12-20-2023

12-06-2023

11-15-2023

Changes

» Zero-day fix for Chromium'
s CVE-2024-0519 critical
security issue.

« Improvement to end user
latency associated with
Lock functionality.

« Internal device-facing
endpoints are switched
over to 'thinclient* domain.

 Zero-day fix for Chromium'
s CVE-2023-7024 critical
security issue.

« Adds a Home button to the
device settings and enables
support for Meta keys. This
allows ends users to invoke
the lock screen by pressing
Meta+L.

« Zero-day fix for Chromium'
s CVE-2024-6345 critical
security issue.

« |nitial release

WorkSpaces Thin Client software releases
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Using tags on WorkSpaces Thin Client resources

You can organize and manage the resources for your WorkSpaces Thin Client by assigning your
own metadata to each resource as tags. You specify a key and a value for each tag. A key can be
a general category, such as "project," "owner," or "environment," with specific associated values.
You can use tags as a simple yet powerful way to manage AWS resources and to organize data,
including billing data.

When you add tags to an existing resource, those tags don't appear in your cost allocation report
until the first day of the following month. For example, if you add tags to an existing WorkSpaces
Thin Client device on July 15, the tags won't appear in your cost allocation report until August 1.

For more information, see Using Cost Allocation Tags in the AWS Billing User Guide.

(® Note

To view your WorkSpaces Thin Client resource tags in the Cost Explorer, you must activate
the tags that you have applied to your WorkSpaces Thin Client resources by following the
instructions in Activating User-Defined Cost Allocation Tags in the AWS Billing User Guide.
Tags appear 24 hours after activation, but it can take 4-5 days for values associated with

those tags to appear in the Cost Explorer. Additionally, to appear and provide cost data in
Cost Explorer, WorkSpaces Thin Client resources that have been tagged must incur charges
during that time. Cost Explorer only shows cost data from the time when the tags were
activated. No historical data is available at this time.

Resources that you can tag:

» You can add tags to the following resources when you create them—WorkSpaces Thin Client
environments.

» You can add tags to existing resources of the following types—WorkSpaces Thin Client
environments, devices, and software sets.

 You can configure the tags for a device in an environment to be automatically applied when you
register a device.

Tag restrictions

o Maximum number of tags per resource—50
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o Maximum key length—128 Unicode characters
o Maximum value length—256 Unicode characters

» Tag keys and values are case-sensitive. Allowed characters are letters, spaces, and numbers
representable in UTF-8, plus the following special characters: + - =. _: / @. Do not use leading or
trailing spaces.

» Do not use the aws: prefix in your tag names or values because it is reserved for AWS use. You
can't edit or delete tag names or values with this prefix.

To manage tags for an existing environment by using the console

1. Open the WorkSpaces Thin Client console.

Select the Environment to open its details page

Choose Edit.

P WD

In Tags section, do one or more of the following:.

» To add a tag, choose Add new tag and then edit the values of Key and Value.
« To update a tag, edit the value of Value.
« To delete a tag, choose the Remove next to the tag.

5. When you are finished updating the tags, choose Save.

To manage tags for an existing device by using the console

1. Open the WorkSpaces Thin Client console.

Select the device to open its details page.
Choose Tags.

Choose Manage tags.

ok W

Do one or more of the following:

» To add a tag, choose Add new tag and then edit the values of Key and Value.
» To update a tag, edit the value of Value.
« To delete a tag, choose the Remove next to the tag.

6. When you are finished updating the tags, choose Save.
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To manage tags for a new device by using the console

Open the WorkSpaces Thin Client console.

1
2. Select the Environment to open its details page.
3. Choose Edit.
4

In Device creation tags section, do one or more of the following:

» To add a tag, choose Add new tag and then edit the values of Key and Value.
« To update a tag, edit the value of Value.
« To delete a tag, choose the Remove next to the tag.

5. When you are finished updating the tags, choose Save.

When a device is created, it is registered with the environment and the device creation
tags are applied. This only happens during new device registration. Additionally, the
aws:thinclient:environment-id system tag is applied with the environment Id used as value.

To manage tags for a software update by using the console

Open the WorkSpaces Thin Client console.

1

2. Select the Software update to open its details page.
3. In Tags section, choose Manage tags.
4

Do one or more of the following:

» To add a tag, choose Add new tag and then edit the values of Key and Value.
« To update a tag, edit the value of Value.
« To delete a tag, choose the Remove next to the tag.

5. When you are finished updating the tags, choose Save.

57


https://console.aws.amazon.com/workspaces-thin-client/softwareset
https://console.aws.amazon.com/workspaces-thin-client/softwareset

Amazon WorkSpaces Thin Client Administrator Guide

Security in Amazon WorkSpaces Thin Client

Cloud security at AWS is the highest priority. As an AWS customer, you benefit from data centers
and network architectures that are built to meet the requirements of the most security-sensitive
organizations.

Security is a shared responsibility between AWS and you. The shared responsibility model describes

this as security of the cloud and security in the cloud:

» Security of the cloud — AWS is responsible for protecting the infrastructure that runs AWS
services in the AWS Cloud. AWS also provides you with services that you can use securely.
Third-party auditors regularly test and verify the effectiveness of our security as part of the
AWS Compliance Programs. To learn about the compliance programs that apply to Amazon

WorkSpaces Thin Client, see AWS Services in Scope by Compliance Program.

« Security in the cloud - Your responsibility is determined by the AWS service that you use. You
are also responsible for other factors including the sensitivity of your data, your company’s
requirements, and applicable laws and regulations.

This documentation helps you understand how to apply the shared responsibility model when
using WorkSpaces Thin Client. The following topics show you how to configure WorkSpaces Thin
Client to meet your security and compliance objectives. You can also learn how to use other AWS
services that help you to monitor and secure your WorkSpaces Thin Client resources.

Topics

« Data protection in Amazon WorkSpaces Thin Client

Identity and access management for Amazon WorkSpaces Thin Client

Resilience in Amazon WorkSpaces Thin Client

Vulnerability analysis and management in Amazon WorkSpaces Thin Client

Using service-linked roles for WorkSpaces Thin Client

Data protection in Amazon WorkSpaces Thin Client

The AWS shared responsibility model applies to data protection in Amazon WorkSpaces Thin
Client. As described in this model, AWS is responsible for protecting the global infrastructure
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that runs all of the AWS Cloud. You are responsible for maintaining control over your content
that is hosted on this infrastructure. You are also responsible for the security configuration and
management tasks for the AWS services that you use. For more information about data privacy,
see the Data Privacy FAQ. For information about data protection in Europe, see the AWS Shared
Responsibility Model and GDPR blog post on the AWS Security Blog.

For data protection purposes, we recommend that you protect AWS account credentials and set
up individual users with AWS IAM Identity Center or AWS Identity and Access Management (IAM).
That way, each user is given only the permissions necessary to fulfill their job duties. We also
recommend that you secure your data in the following ways:

« Use multi-factor authentication (MFA) with each account.
o Use SSL/TLS to communicate with AWS resources. We require TLS 1.2 and recommend TLS 1.3.

« Set up APl and user activity logging with AWS CloudTrail. For information about using CloudTrail
trails to capture AWS activities, see Working with CloudTrail trails in the AWS CloudTrail User
Guide.

« Use AWS encryption solutions, along with all default security controls within AWS services.

« Use advanced managed security services such as Amazon Macie, which assists in discovering and
securing sensitive data that is stored in Amazon S3.

« If you require FIPS 140-3 validated cryptographic modules when accessing AWS through a
command line interface or an API, use a FIPS endpoint. For more information about the available
FIPS endpoints, see Federal Information Processing Standard (FIPS) 140-3.

We strongly recommend that you never put confidential or sensitive information, such as your
customers' email addresses, into tags or free-form text fields such as a Name field. This includes
when you work with WorkSpaces Thin Client or other AWS services using the console, API, AWS
CLI, or AWS SDKs. Any data that you enter into tags or free-form text fields used for names may
be used for billing or diagnostic logs. If you provide a URL to an external server, we strongly
recommend that you do not include credentials information in the URL to validate your request to
that server.

Amazon WorkSpaces Thin Client collects and provide information about user use of WorkSpaces
Thin Client devices and their interaction with the virtual desktop services. For example, available
memory, network diagnostics, network information, device connectivity, SAML credentials, device
identification information, and crash reports. This information is used to provide you the service
and may be used to improve ythe user experience with the service. Further, solely to provide you
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with the service, the information may be transferred outside of the AWS Region where users are
using the service. We process this information in accordance with the AWS Privacy Notice.

Topics

« Data encryption

« Data encryption at rest for Amazon WorkSpaces Thin Client

» Encryption in transit

» Key management

 Internet work traffic privacy

Data encryption

WorkSpaces Thin Client collects environment and device customization data, such as user settings,
device identifiers, identity provider information, and streaming desktop identifiers. WorkSpaces
Thin Client also collects session timestamps. Collected data is stored in Amazon DynamoDB and
Amazon S3. WorkSpaces Thin Client uses AWS Key Management Service (KMS) for encryption.

To secure your content, follow these guidelines:

« Implement least privilege access and create specific roles to be used for WorkSpaces Thin Client
actions.

» Protect data end-to-end by providing a customer-managed key, so WorkSpaces Thin Client can
encrypt your data at rest with the keys you supply.

 Be careful with sharing environment activation codes and user credentials:

« Admins are required to log into the WorkSpaces Thin Client console, and users are required
to provide activation codes for WorkSpaces Thin Client setup use credentials to log into the
streaming desktop.

« Anyone with physical access can set up a WorkSpaces Thin Client, but they can't start a session
unless they have a valid activation code and user credentials to log in.

» Users can explicitly end their sessions by choosing to lock their screen, reboot, or shut down the
device by using the device toolbar. This discards the device session and clears session credentials.

WorkSpaces Thin Client secures content and metadata by default by encrypting all sensitive data
with AWS KMS. If there is an error applying existing settings, a user can't access new sessions and
devices cannot apply software updates.
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Data encryption at rest for Amazon WorkSpaces Thin Client

Amazon WorkSpaces Thin Client provides encryption by default to protect sensitive customer data
at rest by using AWS owned encryption keys.

« AWS owned keys — Amazon WorkSpaces Thin Client uses these keys by default to
automatically encrypt personally identifiable data. You cannot view, manage, or use AWS owned
keys or audit their use. However, you don't have to take any action or change any programs to
protect the keys that encrypt your data. For more information, see AWS owned keys in the AWS

Key Management Service Developer Guide.

Encryption of data at rest by default helps reduce the operational overhead and complexity
involved in protecting sensitive data. At the same time, it enables you to build secure applications
that meet strict encryption compliance and regulatory requirements.

While you can't disable this layer of encryption or select an alternate encryption type, you can add
a second layer of encryption over the existing AWS owned encryption keys by choosing a customer
managed key when you create your Thin Client Environment:

« Customer managed keys — Amazon WorkSpaces Thin Client supports the use of a symmetric
customer managed key that you create, own, and manage to add a second layer of encryption on
the existing AWS owned encryption. Because you have full control of this layer of encryption, you
can perform such tasks as the following:

 Establishing and maintaining key policies
« Establishing and maintaining IAM policies
« Enabling and disabling key policies

» Rotating key cryptographic material

» Adding tags

» Creating key aliases

« Scheduling keys for deletion

For more information, see customer managed key in the AWS Key Management Service Developer
Guide.

The following table summarizes how Amazon WorkSpaces Thin Client encrypts personally
identifiable data.
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Data type

Environment name

WorkSpaces Thin Client
Environment name

Device name

WorkSpaces Thin Client
Device name

User activity

WorkSpaces Thin Client User
activity

Device settings

WorkSpaces Thin Client
Device settings

Device creation tags

WorkSpaces Thin Client
Environment device creation
tags

(® Note

AWS owned key encryption

Enabled

Enabled

Enabled

Enabled

Enabled

Customer managed key
encryption (Optional)

Enabled

Enabled

Enabled

Enabled

Enabled

Amazon WorkSpaces Thin Client automatically enables encryption at rest by using AWS

owned keys to protect personally identifiable data at no charge.

However, AWS KMS charges apply for using a customer managed key. For more information

about pricing, see the AWS Key Management Service pricing.
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How Amazon WorkSpaces Thin Client uses AWS KMS

Amazon WorkSpaces Thin Client requires a key policy for you to use your customer managed key.

Amazon WorkSpaces Thin Client requires the key policy to use your customer managed key for the
following internal operations:

» Send GenerateDataKey requests to AWS KMS to encrypt the data.

« Send Decrypt requests to AWS KMS to decrypt the encrypted data.

You can remove the service's access to the customer managed key at any time. If you do, Amazon
WorkSpaces Thin Client won't be able to access any of the data encrypted by the customer
managed key, which affects operations that are dependent on that data. For example, if you
attempt to get environment details that WorkSpaces Thin Client can't access, then the operation

returns an AccessDeniedException error. Additionally, the WorkSpaces Thin Client device will
not be able to use a WorkSpaces Thin Client Environment.

Create a customer managed key

You can create a symmetric customer managed key by using the AWS Management Console or the
AWS KMS API operations.

To create a symmetric customer managed key

Follow the steps for Creating symmetric customer managed key in the AWS Key Management
Service Developer Guide.

Key policy

Key policies control access to your customer managed key. Every customer managed key must have
exactly one key policy, which contains statements that determine who can use the key and how
they can use it. When you create your customer managed key, you can specify a key policy. For
more information, see Managing access to customer managed keys in the AWS Key Management

Service Developer Guide.

To use your customer managed key with your Amazon WorkSpaces Thin Client resources, the
following APl operations must be permitted in the key policy:

» kms:DescribeKey — Provides the customer managed key details so Amazon WorkSpaces Thin
Client can validate the key.
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« kms:GenerateDataKey — Allows using the customer managed key to encrypt the data.

e kms:Decrypt — Allows using the customer managed key to decrypt the data.

The following are policy statement examples you can add for Amazon WorkSpaces Thin Client:

{
"Statement":
[
{
"Sid": "Allow access to principals authorized to use Amazon WorkSpaces Thin
Client",
"Effect": "Allow",
"Principal": {"AwS": "*"},
"Action": [
"kms:DescribeKey",
"kms:GenerateDataKey",
"kms:Decrypt"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"kms:ViaService": "thinclient.region.amazonaws.com",
"kms:CallerAccount": "111122223333"
}
}
3,
{
"Sid": "Allow Amazon WorkSpaces Thin Client service to encrypt and decrypt
data",

"Effect": "Allow",
"Principal": {"Service": "thinclient.amazonaws.com"},
"Action": [
"kms:GenerateDataKey",
"kms:Decrypt"
1,
"Resource": "*",
"Condition": {
"StringlLike": {
"aws:SourceArn":
"arn:aws:thinclient:region:111122223333:*",
"kms:EncryptionContext:aws:thinclient:arn":
"arn:aws:thinclient:region:111122223333;:*"
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}
}
},
{
"Sid": "Allow access for key administrators",
"Effect": "Allow",
"Principal": {"AWS": "arn:aws:iam::111122223333:root"},
"Action": ["kms:*"],
"Resource": "arn:aws:kms:region:111122223333:key/key_ID"
I
{
"Sid": "Allow read-only access to key metadata to the account",
"Effect": "Allow",
"Principal”: {"AWS": "arn:aws:iam::111122223333:root"},
"Action": [
"kms:Describe*",
"kms:Get*",
"kms:List*"
1,
"Resource": "*"
}

For more information about specifying permissions in a policy, see the AWS Key Management
Service Developer Guide.

For more information about troubleshooting key access, see the AWS Key Management Service

Developer Guide.

Specifying a customer managed key for WorkSpaces Thin Client

You can specify a customer managed key as a second layer encryption for the following resources:
» WorkSpaces Thin Client Environment

When you create an Environment, you can specify the data key by providing a kmsKeyArn, which
Amazon WorkSpaces Thin Client uses to encrypt the identifiable personal data.

« kmsKeyArn — A key identifier for an AWS KMS customer managed key. Provide a key ARN.
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When a new WorkSpaces Thin Client device is added to the WorkSpaces Thin Client Environment
encrypted with a customer managed key, the WorkSpaces Thin Client Device inherits the customer
managed key setting from the WorkSpaces Thin Client Environment.

An encryption context is an optional set of key-value pairs that contains additional contextual

information about the data.

AWS KMS uses the encryption context as additional authenticated data to support authenticated

encryption. When you include an encryption context in a request to encrypt data, AWS KMS binds
the encryption context to the encrypted data. To decrypt data, include the same encryption
context in the request.

Amazon WorkSpaces Thin Client encryption context

Amazon WorkSpaces Thin Client uses the same encryption context in all AWS KMS cryptographic
operations, where the key is aws : thinclient:arn and the value is the Amazon Resource Name
(ARN).

The following is the Environment encryption context:

"encryptionContext": {
"aws:thinclient:arn": "arn:aws:thinclient:region:111122223333:environment/
environment_ID"

}
The following is the Device encryption context:

"encryptionContext": {
"aws:thinclient:arn": "arn:aws:thinclient:region:111122223333:device/device_ID"

}

Using encryption context for monitoring

When you use a symmetric customer managed key to encrypt your WorkSpaces Thin Client
Environment and Device data, you can also use the encryption context in audit records and logs to
identify how the customer managed key is being used. The encryption context also appears in logs
generated by AWS CloudTrail or Amazon CloudWatch Logs.

Using encryption context to control access to your customer managed key

You can use the encryption context in key policies and IAM policies as conditions to control access
to your symmetric customer managed key.
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The following are example key policy statements to grant access to a customer managed key for a
specific encryption context. The condition in this policy statement requires that the kms :Decrypt
call has an encryption context constraint that specifies the encryption context.

"Sid": "Enable Decrypt to access Thin Client Environment",
"Effect": "Allow",

"Principal": {"AWS": "arn:aws:iam::111122223333:role/ExampleReadOnlyRole"},
"Action": "kms:Decrypt",
"Resource": "*",
"Condition": {
"StringEquals": {"kms:EncryptionContext:aws:thinclient:arn":
"arn:aws:thinclient:region:111122223333:environment/environment_ID"}

}

Monitoring your encryption keys for Amazon WorkSpaces Thin Client

When you use an AWS KMS customer managed key with your Amazon WorkSpaces Thin Client
resources, you can use AWS CloudTrail or Amazon CloudWatch Logs to track requests that Amazon
WorkSpaces Thin Client sends to AWS KMS.

The following examples are AWS CloudTrail events for DescribeKey, GenerateDataKey,
Decrypt, to monitor KMS operations called by Amazon WorkSpaces Thin Client to access data
encrypted by your customer managed key:

In the following examples, you can see encryptionContext for the WorkSpaces Thin Client
Environment. Similar CloudTrail events are recorded for the WorkSpaces Thin Client Device.

DescribeKey

Amazon WorkSpaces Thin Client uses the DescribeKey operation to verify the AWS KMS
customer managed key.

The following example event records the DescribeKey operation:

"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAIGDTESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@l"
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"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE3",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAIGDTESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@1",
"accountId": "111122223333",
"userName": "Admin"
I
"attributes": {
"creationDate": "2024-04-08T13:43:3372",
"mfaAuthenticated": "false"

}

},

"invokedBy": "thinclient.amazonaws.com"
},
"eventTime": "2024-04-08T13:44:22Z",
"eventSource": "kms.amazonaws.com",
"eventName": "DescribeKey",
"awsRegion": "eu-west-1",
"sourceIPAddress": "thinclient.amazonaws.com",
"userAgent": "thinclient.amazonaws.com",
"requestParameters": {"keyId": "arn:aws:kms:eu-

west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"},
"responseElements": null,
"requestID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",
"eventID": "ff000af-00eb-00ce-0e00-ea®00fb0fba@SAMPLE",
"readOnly": true,
"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:eu-
west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"
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GenerateDataKey
Amazon WorkSpaces Thin Client uses the GenerateDataKey operation to encrypt data.

The following example event records the GenerateDataKey operation:

"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAIGDTESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@1",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE3",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAIGDTESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@l",
"accountId": "111122223333",
"userName": "Admin"
},
"attributes": {
"creationDate": "2024-04-08T12:21:03Z7",
"mfaAuthenticated": "false"

}

I

"invokedBy": "thinclient.amazonaws.com"
I
"eventTime": "2024-04-08T13:03:56Z7",
"eventSource": "kms.amazonaws.com",
"eventName": "GenerateDataKey",
"awsRegion": "eu-west-1",
"sourceIPAddress": "thinclient.amazonaws.com",
"userAgent": "thinclient.amazonaws.com",
"requestParameters": {

"keyId": "arn:aws:kms:eu-

west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",
"encryptionContext": {
"aws-crypto-public-key": "ABC123def4567890abcl12345678/90dE/F123abcDEF
+4567890abc123D+efl==",
"aws:thinclient:arn": "arn:aws:thinclient:eu-
west-1:111122223333:environment/abcSAMPLE"
},
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"numberOfBytes": 32
.
"responseElements": null,
"requestID": "ff000af-00eb-00ce-0e00-ca®00fb@fba@SAMPLE",
"eventID": "ffO00af-00eb-00ce-0e00-ca®00fb0fba®@SAMPLE",
"readOnly": true,
"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:eu-
west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",

"sharedEventID": "1234abcd-12ab-34cd-56ef-123456SAMPLE",
"vpcEndpointId": "vpce-1234abcd567SAMPLE",
"vpcEndpointAccountId": "thinclient.amazonaws.com",
"eventCategory": "Management"

GenerateDataKey (by service)

When Amazon WorkSpaces Thin Client uses the GenerateDataKey saves Device information,
the GenerateDataKey operation is used to encrypt the data.

The GenerateDataKey operation is allowed in KMS key policy statement with Sid "Allow
Amazon WorkSpaces Thin Client service to encrypt and decrypt data".

The following example event records the GenerateDataKey operation:

"eventVersion": "1.09",
"userIdentity": {
"type": "AWSService",

"invokedBy": "thinclient.amazonaws.com"
I
"eventTime": "2024-04-08T13:03:56Z7",
"eventSource": "kms.amazonaws.com",
"eventName": "GenerateDataKey",
"awsRegion": "eu-west-1",
"sourceIPAddress": "thinclient.amazonaws.com",
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"userAgent": "thinclient.amazonaws.com",
"requestParameters": {
"keyId": "arn:aws:kms:eu-

west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",
"encryptionContext": {
"aws-crypto-public-key": "ABC123def4567890abcl12345678/90dE/F123abcDEF
+4567890abcl123D+efl==",
"aws:thinclient:arn": "arn:aws:thinclient:eu-
west-1:111122223333:environment/abcSAMPLE"
.
"numberOfBytes": 32
.
"responseElements": null,
"requestID": "ff000af-00eb-00ce-0e00-ea000fb0fba@SAMPLE",
"eventID": "ffO00af-00eb-00ce-0e00-ea®@00fb0fba®@SAMPLE",
"readOnly": true,
"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:eu-
west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",

"sharedEventID": "1234abcd-12ab-34cd-56ef-123456SAMPLE",
"vpcEndpointId": "vpce-1234abcd567SAMPLE",
"vpcEndpointAccountId": "thinclient.amazonaws.com",
"eventCategory": "Management"

Decrypt
Amazon WorkSpaces Thin Client uses the Decrypt operation to decrypt data.

The following example event records the Decrypt operation:

"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAIGDTESTANDEXAMPLE:Sampleuser@l",

Encryption at rest 71



Amazon WorkSpaces Thin Client Administrator Guide

arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@l",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE3",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAIGDTESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@l",
"accountId": "111122223333",
"userName": "Admin"
},
"attributes": {
"creationDate": "2024-04-08T13:43:337",
"mfaAuthenticated": "false"

}

I

"invokedBy": "thinclient.amazonaws.com"
I
"eventTime": "2024-04-08T13:44:257",
"eventSource": "kms.amazonaws.com",
"eventName": "Decrypt",
"awsRegion": "eu-west-1",
"sourceIPAddress": "thinclient.amazonaws.com",
"userAgent": "thinclient.amazonaws.com",

"requestParameters": {
"keyId": "arn:aws:kms:eu-
west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",
"encryptionContext": {
"aws-crypto-public-key": "ABC123def4567890abc12345678/90dE/F123abcDEF
+4567890abcl123D+efl==",
"aws:thinclient:arn": "arn:aws:thinclient:eu-
west-1:111122223333:environment/abcSAMPLE"
},
"encryptionAlgorithm": "SYMMETRIC_DEFAULT"
},
"responseElements": null,
"requestID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",
"eventID": "ff000af-00eb-00ce-0e00-ea000fbO@fba@SAMPLE",
"readOnly": true,
"resources": [
{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
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"ARN": "arn:aws:kms:eu-
west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"sharedEventID": "1234abcd-12ab-34cd-56ef-123456SAMPLE",
"vpcEndpointId": "vpce-1234abcd567SAMPLE",
"vpcEndpointAccountId": "thinclient.amazonaws.com",
"eventCategory": "Management"

Decrypt (by service)

When WorkSpaces Thin Client Device accesses Environment or Device information, the Decrypt
operation is used to decrypt the data. The Decrypt operation is allowed in KMS key policy
statement with Sid "Allow Amazon WorkSpaces Thin Client service to encrypt and decrypt data".

The following example event records the Decrypt operation, authorized through a Grant:
"eventVersion": "1.09",

"userIdentity": {
"type": "AWSService",

"invokedBy": "thinclient.amazonaws.com"
},
"eventTime": "2024-04-08T13:44:25Z",
"eventSource": "kms.amazonaws.com",
"eventName": "Decrypt",
"awsRegion": "eu-west-1",
"sourceIPAddress": "thinclient.amazonaws.com",

"userAgent": "thinclient.amazonaws.com",
"requestParameters": {
"keyId": "arn:aws:kms:eu-
west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",
"encryptionContext": {
"aws-crypto-public-key": "ABC123def4567890abcl12345678/90dE/F123abcDEF
+4567890abc123D+efl==",
"aws:thinclient:arn": "arn:aws:thinclient:eu-
west-1:111122223333:environment/abcSAMPLE"
.
"encryptionAlgorithm": "SYMMETRIC_DEFAULT"
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},

"responseElements": null,

"requestID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",
"eventID": "ff000af-00eb-00ce-0e00-ea000fbOdfba@SAMPLE",
"readOnly": true,

"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:eu-
west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",

"sharedEventID": "1234abcd-12ab-34cd-56ef-123456SAMPLE",
"vpcEndpointId": "vpce-1234abcd567SAMPLE",

"vpcEndpointAccountId": "thinclient.amazonaws.com",
"eventCategory": "Management"
}
Learn More

The following resources provide more information about data encryption at rest:

« For more information about AWS Key Management Service basic concepts, see the AWS Key

Management Service Developer Guide.

» For more information about Security best practices for AWS Key Management Service, see the

AWS Key Management Service Developer Guide.

Encryption in transit

WorkSpaces Thin Client encrypts data in transit over HTTPS and TLS 1.2. You can send a request to
WorkSpaces Thin Client by using the console or direct API calls. The request data that is transferred
is encrypted by sending it through an HTTPS or TLS connection. Request data can be transferred
from the AWS Console, AWS Command Line Interface, or AWS SDK to WorkSpaces Thin Client. This
also includes any software updates on the device.
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Encryption in transit is configured by default, and secure connections (HTTPS, TLS) are configured
by default.

Key management

You can supply your own Customer Managed AWS KMS Key to encrypt your customer information.
If you don't supply a key, WorkSpaces Thin Client uses an AWS Owned Key. You can set your key by
using the AWS SDK.

Internet work traffic privacy

Administrators are able to view WorkSpaces Thin Client session events, including start times

and pending software update information. These logs are encrypted and securely delivered to
customers in the WorkSpaces Thin Client console. User information and further details about
individual streaming desktop sessions is recorded by the desktop services. For more information,
see Monitor your WorkSpaces, Monitoring and Reporting for AppStream 2.0, or User access logging
for WorkSpaces Web.

Identity and access management for Amazon WorkSpaces Thin
Client

AWS Identity and Access Management (IAM) is an AWS service that helps an administrator securely
control access to AWS resources. IAM administrators control who can be authenticated (signed in)
and authorized (have permissions) to use WorkSpaces Thin Client resources. IAM is an AWS service
that you can use with no additional charge.

Topics

e Audience

« Authenticating with identities

« Managing access using policies

« How Amazon WorkSpaces Thin Client works with IAM

« Identity-based policy examples for Amazon WorkSpaces Thin Client

« AWS managed policies for Amazon WorkSpaces Thin Client

» Troubleshooting Amazon WorkSpaces Thin Client identity and access
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Audience

How you use AWS Identity and Access Management (IAM) differs, depending on the work that you
do in WorkSpaces Thin Client.

Service user - If you use the WorkSpaces Thin Client service to do your job, then your
administrator provides you with the credentials and permissions that you need. As you use
more WorkSpaces Thin Client features to do your work, you might need additional permissions.
Understanding how access is managed can help you request the right permissions from your
administrator. If you cannot access a feature in WorkSpaces Thin Client, see Troubleshooting
Amazon WorkSpaces Thin Client identity and access.

Service administrator - If you're in charge of WorkSpaces Thin Client resources at your company,
you probably have full access to WorkSpaces Thin Client. It's your job to determine which
WorkSpaces Thin Client features and resources your service users should access. You must then
submit requests to your IAM administrator to change the permissions of your service users. Review
the information on this page to understand the basic concepts of IAM. To learn more about how
your company can use IAM with WorkSpaces Thin Client, see How Amazon WorkSpaces Thin Client
works with I1AM.

IAM administrator - If you're an IAM administrator, you might want to learn details about how
you can write policies to manage access to WorkSpaces Thin Client. To view example WorkSpaces
Thin Client identity-based policies that you can use in IAM, see Identity-based policy examples for
Amazon WorkSpaces Thin Client.

Authenticating with identities

Authentication is how you sign in to AWS using your identity credentials. You must be
authenticated (signed in to AWS) as the AWS account root user, as an IAM user, or by assuming an
IAM role.

You can sign in to AWS as a federated identity by using credentials provided through an identity
source. AWS IAM Identity Center (IAM Identity Center) users, your company's single sign-on
authentication, and your Google or Facebook credentials are examples of federated identities.
When you sign in as a federated identity, your administrator previously set up identity federation
using IAM roles. When you access AWS by using federation, you are indirectly assuming a role.

Depending on the type of user you are, you can sign in to the AWS Management Console or the
AWS access portal. For more information about signing in to AWS, see How to sign in to your AWS
account in the AWS Sign-In User Guide.
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If you access AWS programmatically, AWS provides a software development kit (SDK) and a
command line interface (CLI) to cryptographically sign your requests by using your credentials. If
you don't use AWS tools, you must sign requests yourself. For more information about using the
recommended method to sign requests yourself, see AWS Signature Version 4 for APl requests in
the IAM User Guide.

Regardless of the authentication method that you use, you might be required to provide additional
security information. For example, AWS recommends that you use multi-factor authentication
(MFA) to increase the security of your account. To learn more, see Multi-factor authentication in

the AWS IAM Identity Center User Guide and AWS Multi-factor authentication in IAM in the IAM User
Guide.

AWS account root user

When you create an AWS account, you begin with one sign-in identity that has complete access to
all AWS services and resources in the account. This identity is called the AWS account root user and
is accessed by signing in with the email address and password that you used to create the account.
We strongly recommend that you don't use the root user for your everyday tasks. Safeguard your
root user credentials and use them to perform the tasks that only the root user can perform. For
the complete list of tasks that require you to sign in as the root user, see Tasks that require root
user credentials in the IAM User Guide.

Federated identity

As a best practice, require human users, including users that require administrator access, to use
federation with an identity provider to access AWS services by using temporary credentials.

A federated identity is a user from your enterprise user directory, a web identity provider, the AWS
Directory Service, the Identity Center directory, or any user that accesses AWS services by using
credentials provided through an identity source. When federated identities access AWS accounts,
they assume roles, and the roles provide temporary credentials.

For centralized access management, we recommend that you use AWS IAM ldentity Center. You can
create users and groups in IAM Identity Center, or you can connect and synchronize to a set of users
and groups in your own identity source for use across all your AWS accounts and applications. For
information about IAM Identity Center, see What is IAM Identity Center? in the AWS IAM Identity
Center User Guide.

Authenticating with identities 77


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_sigv.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/enable-mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html

Amazon WorkSpaces Thin Client Administrator Guide

IAM users and groups

An IAM user is an identity within your AWS account that has specific permissions for a single person
or application. Where possible, we recommend relying on temporary credentials instead of creating
IAM users who have long-term credentials such as passwords and access keys. However, if you have
specific use cases that require long-term credentials with IAM users, we recommend that you rotate
access keys. For more information, see Rotate access keys regularly for use cases that require long-

term credentials in the IAM User Guide.

An IAM group is an identity that specifies a collection of IAM users. You can't sign in as a group. You
can use groups to specify permissions for multiple users at a time. Groups make permissions easier
to manage for large sets of users. For example, you could have a group named IAMAdmins and give
that group permissions to administer IAM resources.

Users are different from roles. A user is uniquely associated with one person or application, but

a role is intended to be assumable by anyone who needs it. Users have permanent long-term
credentials, but roles provide temporary credentials. To learn more, see Use cases for IAM users in
the IAM User Guide.

IAM roles

An IAM role is an identity within your AWS account that has specific permissions. It is similar to an
IAM user, but is not associated with a specific person. To temporarily assume an IAM role in the
AWS Management Console, you can switch from a user to an IAM role (console). You can assume a
role by calling an AWS CLI or AWS API operation or by using a custom URL. For more information
about methods for using roles, see Methods to assume a role in the IAM User Guide.

IAM roles with temporary credentials are useful in the following situations:

» Federated user access — To assign permissions to a federated identity, you create a role
and define permissions for the role. When a federated identity authenticates, the identity
is associated with the role and is granted the permissions that are defined by the role. For
information about roles for federation, see Create a role for a third-party identity provider
(federation) in the IAM User Guide. If you use IAM Identity Center, you configure a permission set.
To control what your identities can access after they authenticate, IAM Identity Center correlates

the permission set to a role in IAM. For information about permissions sets, see Permission sets
in the AWS IAM Identity Center User Guide.

o Temporary IAM user permissions — An IAM user or role can assume an IAM role to temporarily
take on different permissions for a specific task.
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» Cross-account access — You can use an IAM role to allow someone (a trusted principal) in a
different account to access resources in your account. Roles are the primary way to grant cross-
account access. However, with some AWS services, you can attach a policy directly to a resource
(instead of using a role as a proxy). To learn the difference between roles and resource-based
policies for cross-account access, see Cross account resource access in IAM in the IAM User Guide.

» Cross-service access — Some AWS services use features in other AWS services. For example, when
you make a call in a service, it's common for that service to run applications in Amazon EC2 or
store objects in Amazon S3. A service might do this using the calling principal's permissions,
using a service role, or using a service-linked role.

» Forward access sessions (FAS) — When you use an IAM user or role to perform actions in
AWS, you are considered a principal. When you use some services, you might perform an
action that then initiates another action in a different service. FAS uses the permissions of the
principal calling an AWS service, combined with the requesting AWS service to make requests
to downstream services. FAS requests are only made when a service receives a request that
requires interactions with other AWS services or resources to complete. In this case, you must
have permissions to perform both actions. For policy details when making FAS requests, see
Forward access sessions.

» Service role — A service role is an IAM role that a service assumes to perform actions on your
behalf. An IAM administrator can create, modify, and delete a service role from within IAM. For
more information, see Create a role to delegate permissions to an AWS service in the IAM User
Guide.

» Service-linked role - A service-linked role is a type of service role that is linked to an AWS
service. The service can assume the role to perform an action on your behalf. Service-linked
roles appear in your AWS account and are owned by the service. An IAM administrator can
view, but not edit the permissions for service-linked roles.

» Applications running on Amazon EC2 - You can use an IAM role to manage temporary
credentials for applications that are running on an EC2 instance and making AWS CLI or AWS API
requests. This is preferable to storing access keys within the EC2 instance. To assign an AWS role
to an EC2 instance and make it available to all of its applications, you create an instance profile
that is attached to the instance. An instance profile contains the role and enables programs that
are running on the EC2 instance to get temporary credentials. For more information, see Use an
IAM role to grant permissions to applications running on Amazon EC2 instances in the IAM User
Guide.
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Managing access using policies

You control access in AWS by creating policies and attaching them to AWS identities or resources.
A policy is an object in AWS that, when associated with an identity or resource, defines their
permissions. AWS evaluates these policies when a principal (user, root user, or role session) makes
a request. Permissions in the policies determine whether the request is allowed or denied. Most
policies are stored in AWS as JSON documents. For more information about the structure and
contents of JSON policy documents, see Overview of JSON policies in the IAM User Guide.

Administrators can use AWS JSON policies to specify who has access to what. That is, which
principal can perform actions on what resources, and under what conditions.

By default, users and roles have no permissions. To grant users permission to perform actions on
the resources that they need, an IAM administrator can create IAM policies. The administrator can
then add the IAM policies to roles, and users can assume the roles.

IAM policies define permissions for an action regardless of the method that you use to perform the
operation. For example, suppose that you have a policy that allows the iam:GetRole action. A
user with that policy can get role information from the AWS Management Console, the AWS CLI, or
the AWS API.

Identity-based policies

Identity-based policies are JSON permissions policy documents that you can attach to an identity,
such as an IAM user, group of users, or role. These policies control what actions users and roles can
perform, on which resources, and under what conditions. To learn how to create an identity-based
policy, see Define custom IAM permissions with customer managed policies in the IAM User Guide.

Identity-based policies can be further categorized as inline policies or managed policies. Inline
policies are embedded directly into a single user, group, or role. Managed policies are standalone
policies that you can attach to multiple users, groups, and roles in your AWS account. Managed
policies include AWS managed policies and customer managed policies. To learn how to choose
between a managed policy or an inline policy, see Choose between managed policies and inline
policies in the IAM User Guide.

Resource-based policies

Resource-based policies are JSON policy documents that you attach to a resource. Examples of
resource-based policies are IAM role trust policies and Amazon S3 bucket policies. In services that
support resource-based policies, service administrators can use them to control access to a specific
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resource. For the resource where the policy is attached, the policy defines what actions a specified
principal can perform on that resource and under what conditions. You must specify a principal
in a resource-based policy. Principals can include accounts, users, roles, federated users, or AWS

services.

Resource-based policies are inline policies that are located in that service. You can't use AWS
managed policies from IAM in a resource-based policy.

Access control lists (ACLs)

Access control lists (ACLs) control which principals (account members, users, or roles) have
permissions to access a resource. ACLs are similar to resource-based policies, although they do not
use the JSON policy document format.

Amazon S3, AWS WAF, and Amazon VPC are examples of services that support ACLs. To learn more
about ACLs, see Access control list (ACL) overview in the Amazon Simple Storage Service Developer
Guide.

Other policy types

AWS supports additional, less-common policy types. These policy types can set the maximum
permissions granted to you by the more common policy types.

» Permissions boundaries — A permissions boundary is an advanced feature in which you set
the maximum permissions that an identity-based policy can grant to an IAM entity (IAM user
or role). You can set a permissions boundary for an entity. The resulting permissions are the
intersection of an entity's identity-based policies and its permissions boundaries. Resource-based
policies that specify the user or role in the Principal field are not limited by the permissions
boundary. An explicit deny in any of these policies overrides the allow. For more information
about permissions boundaries, see Permissions boundaries for IAM entities in the IAM User Guide.

» Service control policies (SCPs) — SCPs are JSON policies that specify the maximum permissions
for an organization or organizational unit (OU) in AWS Organizations. AWS Organizations is a
service for grouping and centrally managing multiple AWS accounts that your business owns. If
you enable all features in an organization, then you can apply service control policies (SCPs) to
any or all of your accounts. The SCP limits permissions for entities in member accounts, including
each AWS account root user. For more information about Organizations and SCPs, see Service
control policies in the AWS Organizations User Guide.

» Resource control policies (RCPs) — RCPs are JSON policies that you can use to set the maximum
available permissions for resources in your accounts without updating the 1AM policies attached
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to each resource that you own. The RCP limits permissions for resources in member accounts
and can impact the effective permissions for identities, including the AWS account root

user, regardless of whether they belong to your organization. For more information about
Organizations and RCPs, including a list of AWS services that support RCPs, see Resource control
policies (RCPs) in the AWS Organizations User Guide.

» Session policies — Session policies are advanced policies that you pass as a parameter when you
programmatically create a temporary session for a role or federated user. The resulting session's
permissions are the intersection of the user or role's identity-based policies and the session
policies. Permissions can also come from a resource-based policy. An explicit deny in any of these
policies overrides the allow. For more information, see Session policies in the IAM User Guide.

Multiple policy types

When multiple types of policies apply to a request, the resulting permissions are more complicated
to understand. To learn how AWS determines whether to allow a request when multiple policy
types are involved, see Policy evaluation logic in the IAM User Guide.

How Amazon WorkSpaces Thin Client works with IAM

Before you use IAM to manage access to WorkSpaces Thin Client, learn what IAM features are
available to use with WorkSpaces Thin Client.

IAM features you can use with Amazon WorkSpaces Thin Client

IAM feature WorkSpaces Thin Client support
Identity-based policies Yes
Resource-based policies No
Policy actions Yes
Policy resources Yes
Policy condition keys Yes
ACLs No
ABAC (tags in policies) Yes
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IAM feature WorkSpaces Thin Client support
Temporary credentials Yes
Principal permissions Yes
Service roles No
Service-linked roles No

To get a high-level view of how WorkSpaces Thin Client and other AWS services work with most
IAM features, see AWS services that work with IAM in the IAM User Guide.

Identity-based policies for WorkSpaces Thin Client
Supports identity-based policies: Yes

Identity-based policies are JSON permissions policy documents that you can attach to an identity,
such as an IAM user, group of users, or role. These policies control what actions users and roles can
perform, on which resources, and under what conditions. To learn how to create an identity-based
policy, see Define custom IAM permissions with customer managed policies in the IAM User Guide.

With IAM identity-based policies, you can specify allowed or denied actions and resources as well
as the conditions under which actions are allowed or denied. You can't specify the principal in an
identity-based policy because it applies to the user or role to which it is attached. To learn about all
of the elements that you can use in a JSON policy, see IAM JSON policy elements reference in the
IAM User Guide.

Identity-based policy examples for WorkSpaces Thin Client

To view examples of WorkSpaces Thin Client identity-based policies, see Identity-based policy
examples for Amazon WorkSpaces Thin Client.

Resource-based policies within WorkSpaces Thin Client
Supports resource-based policies: No

Resource-based policies are JSON policy documents that you attach to a resource. Examples of
resource-based policies are IAM role trust policies and Amazon S3 bucket policies. In services that
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support resource-based policies, service administrators can use them to control access to a specific
resource. For the resource where the policy is attached, the policy defines what actions a specified
principal can perform on that resource and under what conditions. You must specify a principal

in a resource-based policy. Principals can include accounts, users, roles, federated users, or AWS
services.

To enable cross-account access, you can specify an entire account or IAM entities in another
account as the principal in a resource-based policy. Adding a cross-account principal to a resource-
based policy is only half of establishing the trust relationship. When the principal and the resource
are in different AWS accounts, an IAM administrator in the trusted account must also grant

the principal entity (user or role) permission to access the resource. They grant permission by
attaching an identity-based policy to the entity. However, if a resource-based policy grants access
to a principal in the same account, no additional identity-based policy is required. For more
information, see Cross account resource access in IAM in the IAM User Guide.

Policy actions for WorkSpaces Thin Client
Supports policy actions: Yes

Administrators can use AWS JSON policies to specify who has access to what. That is, which
principal can perform actions on what resources, and under what conditions.

The Action element of a JSON policy describes the actions that you can use to allow or deny
access in a policy. Policy actions usually have the same name as the associated AWS API operation.
There are some exceptions, such as permission-only actions that don't have a matching API
operation. There are also some operations that require multiple actions in a policy. These
additional actions are called dependent actions.

Include actions in a policy to grant permissions to perform the associated operation.

To see a list of WorkSpaces Thin Client actions, see Actions Defined by Amazon WorkSpaces Thin

Client in the Service Authorization Reference.

Policy actions in WorkSpaces Thin Client use the following prefix before the action:

thinclient

To specify multiple actions in a single statement, separate them with commas, as shown in the
following example:
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"Action": [
"thinclient:actionl",
"thinclient:action2"

]

To view examples of WorkSpaces Thin Client identity-based policies, see Identity-based policy

examples for Amazon WorkSpaces Thin Client.

Policy resources for WorkSpaces Thin Client
Supports policy resources: Yes

Administrators can use AWS JSON policies to specify who has access to what. That is, which
principal can perform actions on what resources, and under what conditions.

The Resource JSON policy element specifies the object or objects to which the action applies.
Statements must include either a Resource or a NotResource element. As a best practice,
specify a resource using its Amazon Resource Name (ARN). You can do this for actions that support
a specific resource type, known as resource-level permissions.

For actions that don't support resource-level permissions, such as listing operations, use a wildcard
(*) to indicate that the statement applies to all resources.

"Resource": "*"

To see a list of WorkSpaces Thin Client resource types and their ARNs, see Resources Defined by
Amazon WorkSpaces Thin Client in the Service Authorization Reference. To learn with which actions
you can specify the ARN of each resource, see Actions Defined by Amazon WorkSpaces Thin Client.

To view examples of WorkSpaces Thin Client identity-based policies, see Identity-based policy
examples for Amazon WorkSpaces Thin Client.

Policy condition keys for WorkSpaces Thin Client
Supports service-specific policy condition keys: Yes

Administrators can use AWS JSON policies to specify who has access to what. That is, which
principal can perform actions on what resources, and under what conditions.
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The Condition element (or Condition block) lets you specify conditions in which a statement

is in effect. The Condition element is optional. You can create conditional expressions that use
condition operators, such as equals or less than, to match the condition in the policy with values in
the request.

If you specify multiple Condition elements in a statement, or multiple keys in a single
Condition element, AWS evaluates them using a logical AND operation. If you specify multiple
values for a single condition key, AWS evaluates the condition using a logical OR operation. All of
the conditions must be met before the statement's permissions are granted.

You can also use placeholder variables when you specify conditions. For example, you can grant
an |IAM user permission to access a resource only if it is tagged with their IAM user name. For more
information, see IAM policy elements: variables and tags in the IAM User Guide.

AWS supports global condition keys and service-specific condition keys. To see all AWS global
condition keys, see AWS global condition context keys in the IAM User Guide.

To see a list of WorkSpaces Thin Client condition keys, see Condition Keys for Amazon WorkSpaces

Thin Client in the Service Authorization Reference. To learn with which actions and resources you
can use a condition key, see Actions Defined by Amazon WorkSpaces Thin Client.

To view examples of WorkSpaces Thin Client identity-based policies, see Identity-based policy
examples for Amazon WorkSpaces Thin Client.

ACLs in WorkSpaces Thin Client
Supports ACLs: No

Access control lists (ACLs) control which principals (account members, users, or roles) have
permissions to access a resource. ACLs are similar to resource-based policies, although they do not
use the JSON policy document format.

ABAC with WorkSpaces Thin Client
Supports ABAC (tags in policies): Yes

Attribute-based access control (ABAC) is an authorization strategy that defines permissions based
on attributes. In AWS, these attributes are called tags. You can attach tags to IAM entities (users or
roles) and to many AWS resources. Tagging entities and resources is the first step of ABAC. Then
you design ABAC policies to allow operations when the principal's tag matches the tag on the
resource that they are trying to access.
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ABAC is helpful in environments that are growing rapidly and helps with situations where policy
management becomes cumbersome.

To control access based on tags, you provide tag information in the condition element of a policy

using the aws :ResourceTag/key-name, aws :RequestTag/key-name, or aws : TagKeys
condition keys.

If a service supports all three condition keys for every resource type, then the value is Yes for the
service. If a service supports all three condition keys for only some resource types, then the value is
Partial.

For more information about ABAC, see Define permissions with ABAC authorization in the JAM User
Guide. To view a tutorial with steps for setting up ABAC, see Use attribute-based access control
(ABAC) in the IAM User Guide.

Using temporary credentials with WorkSpaces Thin Client
Supports temporary credentials: Yes

Some AWS services don't work when you sign in using temporary credentials. For additional
information, including which AWS services work with temporary credentials, see AWS services that
work with IAM in the IAM User Guide.

You are using temporary credentials if you sign in to the AWS Management Console using

any method except a user name and password. For example, when you access AWS using your
company's single sign-on (SSO) link, that process automatically creates temporary credentials. You
also automatically create temporary credentials when you sign in to the console as a user and then
switch roles. For more information about switching roles, see Switch from a user to an IAM role
(console) in the IAM User Guide.

You can manually create temporary credentials using the AWS CLI or AWS API. You can then use
those temporary credentials to access AWS. AWS recommends that you dynamically generate
temporary credentials instead of using long-term access keys. For more information, see
Temporary security credentials in IAM.

Cross-service principal permissions for WorkSpaces Thin Client
Supports forward access sessions (FAS): Yes

When you use an IAM user or role to perform actions in AWS, you are considered a principal.
When you use some services, you might perform an action that then initiates another action in a
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different service. FAS uses the permissions of the principal calling an AWS service, combined with
the requesting AWS service to make requests to downstream services. FAS requests are only made
when a service receives a request that requires interactions with other AWS services or resources to
complete. In this case, you must have permissions to perform both actions. For policy details when
making FAS requests, see Forward access sessions.

Service roles for WorkSpaces Thin Client
Supports service roles: No

A service role is an IAM role that a service assumes to perform actions on your behalf. An IAM
administrator can create, modify, and delete a service role from within IAM. For more information,
see Create a role to delegate permissions to an AWS service in the IAM User Guide.

/A Warning

Changing the permissions for a service role might disrupt WorkSpaces Thin Client
functionality. Edit service roles only when WorkSpaces Thin Client provides guidance to do
so.

Service-linked roles for WorkSpaces Thin Client
Supports service-linked roles: No

A service-linked role is a type of service role that is linked to an AWS service. The service can
assume the role to perform an action on your behalf. Service-linked roles appear in your AWS
account and are owned by the service. An IAM administrator can view, but not edit the permissions
for service-linked roles.

For details about creating or managing service-linked roles, see AWS services that work with IAM.

Find a service in the table that includes a Yes in the Service-linked role column. Choose the Yes
link to view the service-linked role documentation for that service.

Identity-based policy examples for Amazon WorkSpaces Thin Client

By default, users and roles don't have permission to create or modify WorkSpaces Thin Client
resources. They also can't perform tasks by using the AWS Management Console, AWS Command
Line Interface (AWS CLI), or AWS API. To grant users permission to perform actions on the

Identity-based policy examples 88


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html

Amazon WorkSpaces Thin Client Administrator Guide

resources that they need, an IAM administrator can create IAM policies. The administrator can then
add the IAM policies to roles, and users can assume the roles.

To learn how to create an 1AM identity-based policy by using these example JSON policy
documents, see Create IAM policies (console) in the IAM User Guide.

For details about actions and resource types defined by WorkSpaces Thin Client, including the
format of the ARNSs for each of the resource types, see Actions, Resources, and Condition Keys for

Amazon WorkSpaces Thin Client in the Service Authorization Reference.

Topics

« Policy best practices

Using the WorkSpaces Thin Client console

Grant read-only access to WorkSpaces Thin Client

Allow users to view their own permissions

Grant full access to WorkSpaces Thin Client

Policy best practices

Identity-based policies determine whether someone can create, access, or delete WorkSpaces Thin
Client resources in your account. These actions can incur costs for your AWS account. When you
create or edit identity-based policies, follow these guidelines and recommendations:

» Get started with AWS managed policies and move toward least-privilege permissions — To
get started granting permissions to your users and workloads, use the AWS managed policies
that grant permissions for many common use cases. They are available in your AWS account. We
recommend that you reduce permissions further by defining AWS customer managed policies
that are specific to your use cases. For more information, see AWS managed policies or AWS
managed policies for job functions in the IAM User Guide.

« Apply least-privilege permissions — When you set permissions with IAM policies, grant only the
permissions required to perform a task. You do this by defining the actions that can be taken on
specific resources under specific conditions, also known as least-privilege permissions. For more
information about using IAM to apply permissions, see Policies and permissions in IAM in the
IAM User Guide.

« Use conditions in IAM policies to further restrict access — You can add a condition to your
policies to limit access to actions and resources. For example, you can write a policy condition to
specify that all requests must be sent using SSL. You can also use conditions to grant access to
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service actions if they are used through a specific AWS service, such as AWS CloudFormation. For
more information, see IAM JSON policy elements: Condition in the IAM User Guide.

« Use IAM Access Analyzer to validate your IAM policies to ensure secure and functional
permissions — IAM Access Analyzer validates new and existing policies so that the policies
adhere to the IAM policy language (JSON) and IAM best practices. IAM Access Analyzer provides
more than 100 policy checks and actionable recommendations to help you author secure and
functional policies. For more information, see Validate policies with IAM Access Analyzer in the
IAM User Guide.

« Require multi-factor authentication (MFA) - If you have a scenario that requires IAM users or
a root user in your AWS account, turn on MFA for additional security. To require MFA when API
operations are called, add MFA conditions to your policies. For more information, see Secure API
access with MFA in the IAM User Guide.

For more information about best practices in IAM, see Security best practices in IAM in the IAM User
Guide.

Using the WorkSpaces Thin Client console

To access the Amazon WorkSpaces Thin Client console, you must have a minimum set of
permissions. These permissions must allow you to list and view details about the WorkSpaces Thin
Client resources in your AWS account. If you create an identity-based policy that is more restrictive
than the minimum required permissions, the console won't function as intended for entities (users
or roles) with that policy.

You don't need to allow minimum console permissions for users that are making calls only to the
AWS CLI or the AWS API. Instead, allow access to only the actions that match the API operation
that they're trying to perform.

Grant read-only access to WorkSpaces Thin Client

This example shows how you can create a policy that allows IAM users to view a WorkSpaces Thin
Client configuration, but not make changes. This policy includes permissions to complete this
action on the console or program by using the AWS CLI or AWS API.

JSON

"Version": "2012-10-17",
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"Statement": [

{

"Effect": "Allow",

"Action": [
"thinclient:GetEnvironment",
"thinclient:ListEnvironments",
"thinclient:GetDevice",
"thinclient:ListDevices",
"thinclient:ListDeviceSessions",
"thinclient:GetSoftwareSet",
"thinclient:ListSoftwareSets",
"thinclient:ListTagsForResource"

1,

"Resource": "arn:aws:thinclient:*:*:*"

"Effect": "Allow",
"Action": ["workspaces:DescribeWorkspaceDirectories"],
"Resource": "arn:aws:workspaces:*:*:directory/*"

"Effect": "Allow",
"Action": ["workspaces-web:GetPortal"],
"Resource": ["arn:aws:workspaces-web:*:*:poxtal/*"]

"Effect": "Allow",
"Action": ["workspaces-web:GetUserSettings"],
"Resource": ["arn:aws:workspaces-web:*:*:userSettings/*"]

"Effect": "Allow",
"Action": ["appstream:DescribeStacks"],
"Resource": ["arn:aws:appstream:*:*:stack/*"]
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Allow users to view their own permissions

This example shows how you might create a policy that allows IAM users to view the inline and
managed policies that are attached to their user identity. This policy includes permissions to
complete this action on the console or programmatically using the AWS CLI or AWS API.

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

},
{

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,

"Resource": "*"

}
]
}
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Grant full access to WorkSpaces Thin Client

This example shows how you can create a policy that grants full access to WorkSpaces Thin Client
IAM users. This policy includes permissions to complete all WorkSpaces Thin Client actions on the
console or program by using the AWS CLI or AWS API.

JSON

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": ["thinclient:*"],
"Resource'": "arn:aws:thinclient:*:*:*"
}I
{
"Effect": "Allow",
"Action": ["workspaces:DescribeWorkspaceDirectories"],
"Resource": "arn:aws:workspaces:*:*:directory/*"
},
{
"Effect": "Allow",
"Action": ["workspaces-web:GetPortal"],
"Resource": ["arn:aws:workspaces-web:*:*:poxtal/*"]
}I
{
"Effect": "Allow",
"Action": ["workspaces-web:GetUserSettings"],
"Resource": ["arn:aws:workspaces-web:*:*:userSettings/*"]
},
{
"Effect": "Allow",
"Action": ["appstream:DescribeStacks"],
"Resource": ["arn:aws:appstream:*:*:stack/*"]
}
]
}
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AWS managed policies for Amazon WorkSpaces Thin Client

An AWS managed policy is a standalone policy that is created and administered by AWS. AWS
managed policies are designed to provide permissions for many common use cases so that you can
start assigning permissions to users, groups, and roles.

Keep in mind that AWS managed policies might not grant least-privilege permissions for your
specific use cases because they're available for all AWS customers to use. We recommend that you
reduce permissions further by defining customer managed policies that are specific to your use

cases.

You cannot change the permissions defined in AWS managed policies. If AWS updates the
permissions defined in an AWS managed policy, the update affects all principal identities (users,
groups, and roles) that the policy is attached to. AWS is most likely to update an AWS managed
policy when a new AWS service is launched or new APl operations become available for existing
services.

For more information, see AWS managed policies in the IAM User Guide.

AWS managed policy: AmazonWorkSpacesThinClientReadOnlyAccess

You can attach the AmazonWorkSpacesThinClientReadOnlyAccess policy to

your IAM identities. This policy grants full access permissions to the WorkSpaces Thin
Client service and its dependencies. For more information on this managed policy, see
AmazonWorkSpacesThinClientReadOnlyAccess in the AWS Managed Policy Reference guide.

Permissions details

This policy includes the following permissions.

« thinclient (WorkSpaces Thin Client) — Allows read-only access to all WorkSpaces Thin Client
actions.

« workspaces (WorkSpaces) — Allows permissions to describe WorkSpaces directories and
connection aliases. This is used to check that your WorkSpaces resources are compatible with
WorkSpaces Thin Client. It is also used to show these resources in the WorkSpaces Thin Client
AWS console.

« workspaces-web (WorkSpaces Secure Browser) — Allows permissions to describe WorkSpaces
Secure Browser portals and user settings. This is used to check that your WorkSpaces Secure
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Browser resources are compatible with WorkSpaces Thin Client. It is also used to show these
resources in the WorkSpaces Thin Client AWS console.

e appstream (AppStream 2.0) — Allows permissions to describe AppStream 2.0 stacks. This is used
to check that your AppStream 2.0 resources are compatible with WorkSpaces Thin Client. It is
also used to show these resources in the WorkSpaces Thin Client AWS console.

"Version":
"Statement": [
{
"Sid":
"Effect":
"Action": [
"thinclient
"thinclient
"thinclient
"thinclient

"2012-10-17",

"AllowThinClientReadAccess",
"Allow",

:GetDevice",
:GetDeviceDetails",
:GetEnvironment",
:GetSoftwareSet",
"thinclient:
"thinclient:
"thinclient:
"thinclient:
"thinclient:

ListDevices",
ListDeviceSessions",
ListEnvironments",
ListSoftwareSets",
ListTagsForResource

]I

"Resource": "*"

"Sid": "AllowWorkSpacesAccess",

"Effect": "Allow",

"Action": [
"workspaces:DescribeConnectionAliases",
"workspaces:DescribeWorkspaceDirectories"

1,

"Resource": "*"

"Sid": "AllowWorkSpacesSecureBrowserAccess",

"Effect": "Allow",

"Action": [
"workspaces-web:GetPortal",
"workspaces-web:GetUserSettings",
"workspaces-web:ListPortals"
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1,
"Resource": "*"
},
{
"Sid": "AllowAppStreamAccess",
"Effect": "Allow",
"Action": [
"appstream:DescribeStacks"
1,
"Resource": "*"
}

AWS managed policy: AmazonWorkSpacesThinClientFullAccess

You can attach the AmazonWorkSpacesThinClientFullAccess policy to your IAM
identities. This policy grants full access permissions to the WorkSpaces Thin Client
service and its dependencies. For more information on this managed policy, see
AmazonWorkSpacesThinClientFullAccess in the AWS Managed Policy Reference Guide.

Permissions details
This policy includes the following permissions:

« thinclient (WorkSpaces Thin Client) — Allows full access to all WorkSpaces Thin Client actions.

» workspaces (WorkSpaces) — Allows permissions to describe WorkSpaces directories and
connection aliases. This is used to check that your WorkSpaces resources are compatible with
WorkSpaces Thin Client. It is also used to show these resources in the WorkSpaces Thin Client
AWS console.

« workspaces-web (WorkSpaces Secure Browser) — Allows permissions to describe WorkSpaces
Secure Browser portals and user settings. This is used to check that your WorkSpaces Secure
Browser resources are compatible with WorkSpaces Thin Client. It is also used to show these
resources in the WorkSpaces Thin Client AWS console.

o appstream (AppStream 2.0) — Allows permissions to describe AppStream 2.0 stacks. This is used
to check that your AppStream 2.0 resources are compatible with WorkSpaces Thin Client. It is
also used to show these resources in the WorkSpaces Thin Client AWS console.

« iam- Allows WorkSpaces Thin Client to create a service-linked role in your account. This role
enables WorkSpaces Thin Client to publish metrics to CloudWatch on your behalf.
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"Version": "2012-10-17",
"Statement": [

{

"Sid": "AllowThinClientFullAccess",
"Effect": "Allow",
"Action": [

"thinclient:*"

1,

"Resource": "*"

"Sid": "AllowWorkSpacesAccess",
"Effect": "Allow",
"Action": [

"workspaces:DescribeConnectionAliases",
"workspaces:DescribeWorkspaceDirectories"

iF
"Resource": "*"
"Sid": "AllowWorkSpacesSecureBrowserAccess",

"Effect": "Allow",

"Action": [
"workspaces-web:GetPortal",
"workspaces-web:GetUserSettings",
"workspaces-web:ListPortals"

1,

"Resource": "*"

"Sid": "AllowAppStreamAccess",

"Effect": "Allow",

"Action": [
"appstream:DescribeStacks"

1,

"Resource": "*"

"Sid": "AllowCreateServicelLinkedRole",
"Effect": "Allow",

"Action": "iam:CreateServicelLinkedRole"

’
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"Resource": "arn:aws:iam::*:role/aws-service-role/
monitoring.thinclient.amazonaws.com/
AwWSServiceRoleForAmazonWorkSpacesThinClientMonitoring",

"Condition": {

"StringEquals": {
"iam:AWSServiceName": "monitoring.thinclient.amazonaws.com"

AWS managed policy: AmazonWorkSpacesThinClientMonitoringServiceRolePolicy

This AWS managed policy is attached to the service-linked role
(AWSServiceRoleForAmazonWorkSpacesThinClientMonitoringServiceRolePolicy) that enables
Amazon WorkSpaces Thin Client to publish operational metrics to your AWS account. The policy
defines the permissions needed for the service to publish both service-specific and usage metrics
to Amazon CloudWatch. .

For more information about Service-Linked Roles, please refer to Using service-linked roles for
WorkSpaces Thin Client.

Permissions details

This policy includes the following permissions:

« cloudwatch (WorkSpaces Thin Client) — Allows WorkSpaces Thin Client to publish metrics to
Amazon CloudWatch in specific namespaces (AWS/WorkSpacesThinClient and AWS/Usage).

"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowCloudWatchPutMetricData",
"Effect": "Allow",
"Action": [
"cloudwatch:PutMetricData"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
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"cloudwatch:namespace": [
"AWS/WorkSpacesThinClient",
"AWS/Usage"

WorkSpaces Thin Client updates to AWS managed policies

Change

AmazonWorkSpacesTh
inClientFullAccess — Updated

policy

AmazonWorkSpacesTh

inClientMonitoringServiceRo
lePolicy — New policy

AmazonWorkSpacesTh

inClientReadOnlyAccess —

Updated policy

AmazonWorkSpacesTh
inClientFullAccess — Updated

policy

AmazonWorkSpacesTh

inClientReadOnlyAccess —
Updated policy

Description

WorkSpaces Thin Client
updated the policy to include
service linked roles.

WorkSpaces Thin Client
updated the policy to include
limited read permissions for
device details and WorkSpace
s connection aliases.

WorkSpaces Thin Client
updated the policy to include
limited read permissions

for WorkSpaces connection
aliases.

WorkSpaces Thin Client
updated the policy to include
limited read permissions for
AppStream 2.0, WorkSpaces
Web and WorkSpaces.

Date

August 26th 2025

January 9th 2025

January 9th 2025

August 9th 2024
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Change

AmazonWorkSpacesTh

Description

Provides full access to

Date

August 9th 2024

inClientFullAccess — New Amazon WorkSpaces Thin

policy Client as well as limited
access to required related
services.

AmazonWorkSpacesTh Provides read-only access to July 19th 2024

inClientReadOnlyAccess — Amazon WorkSpaces Thin

New policy Client and its dependencies.

WorkSpaces Thin Client
started tracking changes

WorkSpaces Thin Client
started tracking changes for

July 19th 2024

its AWS managed policies.

Troubleshooting Amazon WorkSpaces Thin Client identity and access

Use the following information to help you diagnose and fix common issues that you might
encounter when working with WorkSpaces Thin Client and IAM.

Topics

| am not authorized to perform an action in WorkSpaces Thin Client

| want to view my access keys

I'm an administrator and want to allow others to access WorkSpaces Thin Client

| want to allow people outside of my AWS account to access my WorkSpaces Thin Client

resources

I am not authorized to perform an action in WorkSpaces Thin Client

If the AWS Management Console tells you that you're not authorized to perform an action, then
you must contact your administrator for assistance. Your administrator is the person that provided
you with your user name and password.
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The following example error occurs when the mateojackson IAM user tries to use the console to
view details about a fictional my-thin-client-device resource but does not have the fictional
thinclient:ListDevices permissions.

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
thinclient:ListDevices on resource: my-thin-client-device

In this case, Mateo asks his administrator to update his policies to allow him to access the my -
thin-client-device resource by using the thinclient:ListDevices action.

| want to view my access keys

After you create your IAM user access keys, you can view your access key ID at any time. However,
you can't view your secret access key again. If you lose your secret key, you must create a new
access key pair.

Access keys consist of two parts: an access key ID (for example, AKIAIOSFODNN7EXAMPLE) and
a secret access key (for example, wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY). Like a
user name and password, you must use both the access key ID and secret access key together to
authenticate your requests. Manage your access keys as securely as you do your user name and
password.

/A Important

Do not provide your access keys to a third party, even to help find your canonical user ID. By

doing this, you might give someone permanent access to your AWS account.

When you create an access key pair, you are prompted to save the access key ID and secret access
key in a secure location. The secret access key is available only at the time you create it. If you lose
your secret access key, you must add new access keys to your IAM user. You can have a maximum of
two access keys. If you already have two, you must delete one key pair before creating a new one.
To view instructions, see Managing access keys in the IAM User Guide.

I'm an administrator and want to allow others to access WorkSpaces Thin Client

To allow others to access WorkSpaces Thin Client, you must grant permission to the people
or applications that need access. If you are using AWS IAM ldentity Center to manage people
and applications, you assign permission sets to users or groups to define their level of access.
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Permission sets automatically create and assign IAM policies to IAM roles that are associated with
the person or application. For more information, see Permission sets in the AWS IAM Identity Center
User Guide.

If you are not using IAM Identity Center, you must create IAM entities (users or roles) for the people
or applications that need access. You must then attach a policy to the entity that grants them

the correct permissions in WorkSpaces Thin Client. After the permissions are granted, provide the
credentials to the user or application developer. They will use those credentials to access AWS.

To learn more about creating IAM users, groups, policies, and permissions, see IAM Identities and

Policies and permissions in IAM in the IAM User Guide.

For more information, see Grant full access to WorkSpaces Thin Client.

I want to allow people outside of my AWS account to access my WorkSpaces Thin
Client resources

You can create a role that users in other accounts or people outside of your organization can use to
access your resources. You can specify who is trusted to assume the role. For services that support
resource-based policies or access control lists (ACLs), you can use those policies to grant people
access to your resources.

To learn more, consult the following:

» To learn whether WorkSpaces Thin Client supports these features, see How Amazon WorkSpaces
Thin Client works with IAM.

« To learn how to provide access to your resources across AWS accounts that you own, see
Providing access to an IAM user in another AWS account that you own in the IAM User Guide.

« To learn how to provide access to your resources to third-party AWS accounts, see Providing
access to AWS accounts owned by third parties in the IAM User Guide.

» To learn how to provide access through identity federation, see Providing access to externally

authenticated users (identity federation) in the IAM User Guide.

» To learn the difference between using roles and resource-based policies for cross-account access,
see Cross account resource access in IAM in the IAM User Guide.

Resilience in Amazon WorkSpaces Thin Client

The AWS global infrastructure is built around AWS Regions and Availability Zones. AWS Regions
provide multiple physically separated and isolated Availability Zones, which are connected with
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low-latency, high-throughput, and highly redundant networking. With Availability Zones, you can
design and operate applications and databases that automatically fail over between Availability
Zones without interruption. Availability Zones are more highly available, fault tolerant, and
scalable than traditional single or multiple data center infrastructures.

For more information about AWS Regions and Availability Zones, see AWS Global Infrastructure.

In addition to the AWS global infrastructure, WorkSpaces Thin Client offers several features to help
support your data resiliency and backup needs.

Vulnerability analysis and management in Amazon WorkSpaces
Thin Client

Configuration and IT controls are a shared responsibility between AWS and you. For more
information, see the AWS shared responsibility model.

Amazon WorkSpaces Thin Client cross-integrates with Amazon WorkSpaces, Amazon AppStream
2.0, and WorkSpaces Web. See the following links for more information about update management
for each of these services:

» Update Management in Amazon AppStream 2.0

« Update management in Amazon WorkSpaces

« Configuration and vulnerability analysis in Amazon WorkSpaces Web

Using service-linked roles for WorkSpaces Thin Client

Amazon WorkSpaces Thin Client uses AWS Identity and Access Management (IAM) service-linked
roles. A service-linked role is a unique type of IAM role that is linked directly to WorkSpaces
Thin Client. Service-linked roles are predefined by WorkSpaces Thin Client and include all the
permissions that the service requires to call other AWS services on your behalf.

A service-linked role makes setting up WorkSpaces Thin Client easier because you don’t have
to manually add the necessary permissions. WorkSpaces Thin Client defines the permissions of
its service-linked roles, and unless defined otherwise, only WorkSpaces Thin Client can assume
its roles. The defined permissions include the trust policy and the permissions policy, and that
permissions policy cannot be attached to any other IAM entity.
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You can delete a service-linked role only after first deleting their related resources. This protects
your WorkSpaces Thin Client resources because you can't inadvertently remove permission to
access the resources.

For information about other services that support service-linked roles, see AWS services that work

with IAM and look for the services that have Yes in the Service-linked roles column. Choose a Yes
with a link to view the service-linked role documentation for that service.

Service-linked role permissions for WorkSpaces Thin Client

WorkSpaces Thin Client uses the service-linked role named
AWSServiceRoleForAmazonWorkSpacesThinClientMonitoring. This role allows Amazon
WorkSpaces Thin Client to publish metrics to CloudWatch on your behalf.

The AWSServiceRoleForAmazonWorkSpacesThinClientMonitoring service-linked role trusts the
following services to assume the role:

« monitoring.thinclient.amazonaws.com

The role permissions policy named AmazonWorkSpacesThinClientServiceRolePolicy allows
WorkSpaces Thin Client to complete the following actions on the specified resources:

e Action: Use cloudwatch:PutMetricData on CloudWatch metrics in the AWS/
WorkSpacesThinClient and AWS/Usage namespaces

® Note

You must configure permissions to allow an IAM entity (such as a user, group, or role)
to create, edit, or delete a service-linked role. For more information see AWS managed
policy: AmazonWorkSpacesThinClientFullAccess.

Make sure you have the following permissions enabled:

"Sid": "AllowCreateServicelLinkedRole",

"Effect": "Allow",

"Action": "iam:CreateServicelLinkedRole",

"Resource": "arn:aws:iam::*:role/aws-service-role/
monitoring.thinclient.amazonaws.com/
AWSServiceRoleForAmazonWorkSpacesThinClientMonitoring",

"Condition": {
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"StringEquals": {
"iam:AWSServiceName": "monitoring.thinclient.amazonaws.com"
}
}
}

For more information, see Service-linked role permissions in the /AM User Guide.

Creating a service-linked role for WorkSpaces Thin Client

You don't need to manually create a service-linked role. When you create your environment in the
AWS Management Console, the AWS CLI, or the AWS API, WorkSpaces Thin Client automatically
creates the service-linked role if it doesn't already exist.

If you delete this service-linked role, and then need to create it again, you can use the same
process. When you create an environment, WorkSpaces Thin Client will create the service-linked
role if it's not present in your account.

Editing a service-linked role for WorkSpaces Thin Client

WorkSpaces Thin Client does not allow you to edit the
AWSServiceRoleForAmazonWorkSpacesThinClientMonitoring service-linked role. You cannot
change the name of the role because various entities might reference the role. However, you can
edit the description of the role using IAM. For more information, see Editing a service-linked role in
the IAM User Guide.

Deleting a service-linked role for WorkSpaces Thin Client

If you no longer need to use a feature or service that requires a service-linked role, we recommend
that you delete that role. That way you don't have an unused entity that is not actively monitored
or maintained. However, you must clean up the resources for your service-linked role before you
can manually delete it.

Cleaning up a service-linked role

Before deleting the AWSServiceRoleForAmazonWorkSpacesThinClientMonitoring role, you
must delete all WorkSpaces Thin Client environments in your account, see instructions to delete
environment at Deleting an environment.
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® Note
If the WorkSpaces Thin Client service is using the role when you try to delete the resources,
then the deletion might fail. If that happens, wait for a few minutes and try the operation
again.

Use the IAM console, the AWS CLI, or the AWS API to delete the
AWSServiceRoleForAmazonWorkSpacesThinClientMonitoring service-linked role. For more
information, see Deleting a service-linked role in the IAM User Guide.

Supported Regions for WorkSpaces Thin Client service-linked roles

WorkSpaces Thin Client supports using service-linked roles in all of the Regions where the service is
available. For more information, see AWS Regions and endpoints.

WorkSpaces Thin Client does not support using service-linked roles in every Region where the
service is available. You can use the AWSServiceRoleForAmazonWorkSpacesThinClientMonitoring
role in the following Regions.

Region name Region identity Support in WorkSpace
s Thin Client
US East (N. Virginia) us-east-1 Yes
US West (Oregon) us-west-2 Yes
Asia Pacific (Mumbai) ap-south-1 Yes
Canada (Central) ca-central-1 Yes
Europe (Frankfurt) eu-central-1 Yes
Europe (Ireland) eu-west-1 Yes
Europe (London) eu-west-2 Yes
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Monitoring Amazon WorkSpaces Thin Client

Monitoring is an important part of maintaining the reliability, availability, and performance of
Amazon WorkSpaces Thin Client and your other AWS solutions. AWS provides the following
monitoring tools to watch WorkSpaces Thin Client, report when something is wrong, and take
automatic actions when appropriate:

o AWS CloudTrail captures API calls and related events made by or on behalf of your AWS account
and delivers the log files to the Amazon S3 bucket that you specify. You can identify users and
accounts that called AWS, the source IP address from which the calls were made, and when the
calls occurred. For more information, see the AWS CloudTrail User Guide.

Topics

» Logging Amazon WorkSpaces Thin Client API calls using AWS CloudTrail

Logging Amazon WorkSpaces Thin Client API calls using AWS
CloudTrail

Amazon WorkSpaces Thin Client is integrated with AWS CloudTrail, a service that provides a record

of actions taken by a user, role, or an AWS service. CloudTrail captures all API calls for WorkSpaces
Thin Client as events. The calls captured include calls from the WorkSpaces Thin Client console

and code calls to the WorkSpaces Thin Client APl operations. Using the information collected by
CloudTrail, you can determine the request that was made to WorkSpaces Thin Client, the IP address
from which the request was made, when it was made, and additional details.

All Amazon WorkSpaces Thin Client actions are logged by CloudTrail and are documented in the
Amazon WorkSpaces Thin Client API Reference. For example, calls to the CreateEnvironment,

DeleteDevice and GetSoftwareSet actions generate entries in the CloudTrail log files.

Every event or log entry contains information about who generated the request. The identity
information helps you determine the following:

« Whether the request was made with root user or user credentials.
» Whether the request was made on behalf of an IAM Identity Center user.

» Whether the request was made with temporary security credentials for a role or federated user.
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o Whether the request was made by another AWS service.

CloudTrail is active in your AWS account when you create the account and you automatically
have access to the CloudTrail Event history. The CloudTrail Event history provides a viewable,
searchable, downloadable, and immutable record of the past 90 days of recorded management
events in an AWS Region. For more information, see Working with CloudTrail Event history in the
AWS CloudTrail User Guide. There are no CloudTrail charges for viewing the Event history.

For an ongoing record of events in your AWS account past 90 days, create a trail or a CloudTrail
Lake event data store.

CloudTrail trails

A trail enables CloudTrail to deliver log files to an Amazon S3 bucket. All trails created using the
AWS Management Console are multi-Region. You can create a single-Region or a multi-Region
trail by using the AWS CLI. Creating a multi-Region trail is recommended because you capture
activity in all AWS Regions in your account. If you create a single-Region trail, you can view only
the events logged in the trail's AWS Region. For more information about trails, see Creating a
trail for your AWS account and Creating a trail for an organization in the AWS CloudTrail User
Guide.

You can deliver one copy of your ongoing management events to your Amazon S3 bucket at no
charge from CloudTrail by creating a trail, however, there are Amazon S3 storage charges. For
more information about CloudTrail pricing, see AWS CloudTrail Pricing. For information about

Amazon S3 pricing, see Amazon S3 Pricing.

CloudTrail Lake event data stores

CloudTrail Lake lets you run SQL-based queries on your events. CloudTrail Lake converts existing
events in row-based JSON format to Apache ORC format. ORC is a columnar storage format
that is optimized for fast retrieval of data. Events are aggregated into event data stores, which
are immutable collections of events based on criteria that you select by applying advanced
event selectors. The selectors that you apply to an event data store control which events persist

and are available for you to query. For more information about CloudTrail Lake, see Working
with AWS CloudTrail Lake in the AWS CloudTrail User Guide.

CloudTrail Lake event data stores and queries incur costs. When you create an event data
store, you choose the pricing option you want to use for the event data store. The pricing

option determines the cost for ingesting and storing events, and the default and maximum
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retention period for the event data store. For more information about CloudTrail pricing, see
AWS CloudTrail Pricing.

WorkSpaces Thin Client data events in CloudTrail

Data events provide information about the resource operations performed on or in a resource (for
example, registration of a device by an end user). These are also known as data plane operations.
Data events are often high-volume activities. By default, CloudTrail doesn't log data events. The
CloudTrail Event history doesn't record data events.

Additional charges apply for data events. For more information about CloudTrail pricing, see AWS
CloudTrail Pricing.

You can log data events for the WorkSpaces Thin Client resource types by using the CloudTrail
console, AWS CLI, or CloudTrail API operations. For more information about how to log data events,
see Logging data events with the AWS Management Console and Logging data events with the
AWS Command Line Interface in the AWS CloudTrail User Guide.

The following table lists the WorkSpaces Thin Client resource types for which you can log data
events. The Data event type (console) column shows the value to choose from the Data event
type list on the CloudTrail console. The resources.type value column shows the resources. type
value, which you would specify when configuring advanced event selectors using the AWS CLI

or CloudTrail APIs. The Data APIs logged to CloudTrail column shows the API calls logged to
CloudTrail for the resource type.

Data event type (console) resources.type value Data APIs logged to
CloudTrail
ThinClientDevice AWS: :WorkSpacesThi » RegisterDevice
nClient::Device « UpdateDeviceDetails

You can configure advanced event selectors to filter on the eventName, readOnly, and
resources.ARN fields to log only those events that are important to you. For more information
about these fields, see AdvancedFieldSelector in the AWS CloudTrail APl Reference.
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WorkSpaces Thin Client management events in CloudTrail

Management events provide information about management operations that are performed on

resources in your AWS account. These are also known as control plane operations. By default,
CloudTrail logs management events.

Amazon WorkSpaces Thin Client logs all WorkSpaces Thin Client control plane operations as
management events. For a list of the Amazon WorkSpaces Thin Client control plane operations
that WorkSpaces Thin Client logs to CloudTrail, see the Amazon WorkSpaces Thin Client API
Reference.

WorkSpaces Thin Client event examples

An event represents a single request from any source and includes information about the requested
API operation, the date and time of the operation, request parameters, and so on. CloudTrail log
files aren't an ordered stack trace of the public API calls, so events don't appear in any specific
order.

The following example shows a CloudTrail event that demonstrates the RegisterDevice
operation.

"eventVersion": "1.10",
"userIdentity": {
"type": "Unknown",
"accountId": "111111111111",
"userName": "DSN: G1X11X11111111XX"

.

"eventTime": "2024-06-19T17:13:447",
"eventSource": "thinclient.amazonaws.com",
"eventName": "RegisterDevice",
"awsRegion": "us-west-2",

"sourceIPAddress": "AWS Internal",
"userAgent": "AWS Internal",
"requestParameters": {
"dsn": "GIX11X11111111XX",
"activationCode": "xxx1xxx1l",
"model": "AFTGAZL"
},
"responseElements": null,
"requestID": "f626fb2b-a841-4b87-9a9b-685a62024058",
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"eventID": "214385d7-9249-4f60-af56-b4c951e0491d",
"readOnly": false,
"resources": [
{
"type": "AWS::ThinClient: :Device",
"ARN": "arn:aws:thinclient:us-west-2:111111111111:device/DEVICE_ID"
}
1,
"eventType": "AwsApiCall",
"managementEvent": false,
"recipientAccountId": "111111111111",
"eventCategory": "Data"

The following example shows a CloudTrail event that demonstrates the UpdateDeviceDetails
operation.

"eventVersion": "1.10",
"userIdentity": {
"type": "Unknown",
"accountId": "111111111111",
"userName": "DSN: G1X11X11111111XX"

},

"eventTime": "2024-10-21T17:46:27Z",
"eventSource": "thinclient.amazonaws.com",
"eventName": "UpdateDeviceDetails",
"awsRegion": "us-west-2",

"sourceIPAddress": "AWS Internal",

"userAgent": "AWS Internal",

"requestParameters": null,

"responseElements": null,

"requestID": "7d562fcf-a9ce-40da-9e5c-9ef390b8b83c",
"eventID": "f294b614-b@0c-45ef-b293-cd389121033a",
"readOnly": false,

"resources": [

{
"type": "AWS::ThinClient: :Device",
"ARN": "arn:aws:thinclient:us-west-2:111111111111:device/DEVICE_ID"
}
1,
"eventType": "AwsServiceEvent",

"managementEvent": false,
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"recipientAccountId": "111111111111",
"serviceEventDetails": {
"settings": {
"network": {
"ethernet": {
"addresses": [
{
"gateway": "gateway",
"locallp": "locallIp",
"type": "IPV4"
}
1,
"connectionStatus": "NOT_CONNECTED"
I
"networkInterfaceInUse": "ETHERNET",
"wifi": {
"addresses": [
{
"gateway": "gateway",
"localIp": "localIp",
"type": "IPV4"
}
1,
"connectionStatus": "NOT_CONNECTED"
}
I
"peripherals": {
"bluetooth": {
"enabledStatus": "ENABLED"

I
"keyboards": [
{
"name": "name",
"type": "USB"
}
1,
"mice": [
{
"name": "name",
"type": "BLUETOOTH"
}
1,
"sound": {

"microphones": [
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{
"name": "name",
"selectionStatus": "SELECTED",
"type": "BUILT_IN"
}
1,
"speakers": [
{
"name": "name",
"selectionStatus": "SELECTED",
"type": "BUILT_IN"
}
]
I
"webcams": [
{
"name": "name",
"selectionStatus": "SELECTED",
"type'": "USB"
}

]

1,
"powerAndSleep": {

"sleepAfter": "FIFTEEN_MINUTES"

}
},
"updatedAt": "2024-10-21T17:46:27.624Z"
},
"eventCategory": "Data"

For information about CloudTrail record contents, see CloudTrail record contents in the AWS

CloudTrail User Guide.
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Creating Amazon WorkSpaces Thin Client resources with
AWS CloudFormation

Amazon WorkSpaces Thin Client is integrated with AWS CloudFormation, a service that helps you
model and set up your AWS resources. This way, you can spend less time creating and managing
your resources and infrastructure. You create a template that describes all the AWS resources
that you want (such as Environments), and AWS CloudFormation provisions and configures those
resources for you.

When you use AWS CloudFormation, you can reuse your template to set up your WorkSpaces Thin
Client resources consistently and repeatedly. Describe your resources once, and then provision the
same resources repeatedly in multiple AWS accounts and Regions.

WorkSpaces Thin Client and AWS CloudFormation templates

To provision and configure resources for WorkSpaces Thin Client and related services, you
must understand AWS CloudFormation templates. Templates are formatted text files in JSON

or YAML format. These templates describe the resources that you want to provision in your

AWS CloudFormation stacks. If you're unfamiliar with JSON or YAML formats, you can use AWS
CloudFormation Designer to help you get started with AWS CloudFormation templates. For more
information, see What is AWS CloudFormation Designer? in the AWS CloudFormation User Guide.

WorkSpaces Thin Client supports creating Environments in AWS CloudFormation. For more
information, including examples of JSON and YAML templates for Environments, see the Amazon
WorkSpaces Thin Client resource type reference in the AWS CloudFormation User Guide.

Learn more about AWS CloudFormation

To learn more about AWS CloudFormation, see the following resources:

AWS CloudFormation
AWS CloudFormation User Guide
AWS CloudFormation APl Reference

AWS CloudFormation Command Line Interface User Guide
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Access Amazon WorkSpaces Thin Client by using an
interface endpoint (AWS PrivateLink)

You can use AWS PrivateLink to create a private connection between your VPC and Amazon
WorkSpaces Thin Client. You can access WorkSpaces Thin Client as a VPC, without the use of an
internet gateway, NAT device, VPN connection, or AWS Direct Connect connection. Instances in
your VPC don't require public IP addresses to access WorkSpaces Thin Client.

You establish this private connection by creating an interface endpoint that's powered by AWS
PrivateLink. We create an endpoint network interface in each subnet that you enable for the
interface endpoint. These are requester-managed network interfaces that serve as the entry point
for traffic destined for WorkSpaces Thin Client.

For more information, see Access AWS services through AWS PrivateLink in the AWS PrivateLink
Guide.

Considerations for WorkSpaces Thin Client

Before you set up an interface endpoint for WorkSpaces Thin Client, review Considerations in the
AWS PrivatelLink Guide.

WorkSpaces Thin Client supports making calls to all of its API actions through the interface
endpoint.

Create an interface endpoint for WorkSpaces Thin Client

You can create an interface endpoint for WorkSpaces Thin Client by using either the Amazon
VPC console or the AWS Command Line Interface (AWS CLI). For more information, see Create an
interface endpoint in the AWS PrivateLink Guide.

Create an interface endpoint for WorkSpaces Thin Client by using the following service name:

com.amazonaws.region.thinclient.api

If you enable private DNS for the interface endpoint, you can make API requests to WorkSpaces
Thin Client by using its default Regional DNS name. For example, api.thinclient.us-
east-1.amazonaws.com.
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Create an endpoint policy for your interface endpoint

An endpoint policy is an IAM resource that you can attach to an interface endpoint. The default
endpoint policy gives you full access to WorkSpaces Thin Client through the interface endpoint.
To control the access granted to WorkSpaces Thin Client from your VPC, attach a custom endpoint
policy to the interface endpoint.

An endpoint policy specifies the following information:

» The principals that can perform actions (AWS accounts, IAM users, and 1AM roles).
« The actions that can be performed.

« The resources on which the actions can be performed.

For more information, see Control access to services using endpoint policies in the AWS PrivateLink
Guide.

Example: VPC endpoint policy for WorkSpaces Thin Client actions

The following is an example of a custom endpoint policy. When you attach this policy to your
interface endpoint, it grants access to the listed WorkSpaces Thin Client actions for all principals on
all resources.

"Statement": [
{

"Principal": "*",

"Effect": "Allow",

"Action": [
"thinclient:ListEnvironments",
"thinclient:ListDevices",
"thinclient:ListSoftwareSets"

]I

"Resource":"*"
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Document history for the WorkSpaces Thin Client
Administrator Guide

The following table describes the documentation history for releases of the WorkSpaces Thin

Client Administrator Guide.

Change

AWS managed policy:

AmazonWorkSpacesTh

inClientMonitoringServiceRo
lePolicy

AWS managed policy:

AmazonWorkSpacesTh

inClientFullAccess

AWS managed policy:
AmazonWorkSpacesTh

inClientFullAccess

AWS managed policy:
AmazonWorkSpacesTh

inClientReadOnlyAccess

Logging Amazon WorkSpace

s Thin Client API calls using
AWS CloudTrail

Device settings

Description

Amazon WorkSpaces Thin
Client added AmazonWor
kSpacesThinClientMonitoring
ServiceRolePolicy managed

policy.

Amazon WorkSpaces Thin
Client added AmazonWor
kSpacesThinClientFullAccess
managed policies version 3.

Amazon WorkSpaces Thin
Client added AmazonWor
kSpacesThinClientFullAccess
managed policy version 2.

Amazon WorkSpaces Thin
Client added AmazonWor
kSpacesThinClientR
eadOnlyAccess managed
policies version 3.

Added new section for data
events.

Added new section for device
settings.

Date

August 26th 2025

January 9, 2025

January 9, 2025

October 28, 2024
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Change

Data encryption at rest for

Amazon WorkSpaces Thin
Client

Business continuity

AWS managed policy:
AmazonWorkSpacesTh
inClientFullAccess

AWS managed policy:
AmazonWorkSpacesTh
inClientReadOnlyAccess

Configuring WorkSpaces
Personal for WorkSpaces Thin

Client

Configuring WorkSpaces
Pools for WorkSpaces Thin
Client

AWS managed policy:
AmazonWorkSpacesTh
inClientReadOnlyAccess

AWS managed policies for
Amazon WorkSpaces Thin
Client

Description

Updated the KMS informati
on in the section for data
encryption at rest.

Added new section for
Business continuity and
disaster recovery.

Amazon WorkSpaces Thin
Client added AmazonWor
kSpacesThinClientFullAccess
managed policy.

Amazon WorkSpaces Thin
Client added AmazonWor
kSpacesThinClientR
eadOnlyAccess managed
policies version 2.

Updated the for new
WorkSpaces Personal.

Added new section for new
WorkSpaces Pools.

Amazon WorkSpaces Thin
Client added AmazonWor
kSpacesThinClientR
eadOnlyAccess managed
policy.

Amazon WorkSpaces Thin
Client started tracking
changes.

Date

September 6, 2024

August 9, 2024

August 9, 2024

August 7, 2024

August 7, 2024

July 19, 2024

July 19, 2024
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Change

Configuring WorkSpaces for

Amazon WorkSpaces Thin
Client

Configuring AppStream 2.0

for Amazon WorkSpaces Thin

Client

Initial release

Description

Updated the operating
system list.

Updated the Identity Provider
procedure.

Initial release

Date

February 12, 2024

February 12, 2024

November 26, 2023
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