aws

Developer Guide

AWS Lambda

Copyright © 2026 Amazon Web Services, Inc. and/or its affiliates. All rights reserved.



AWS Lambda Developer Guide

AWS Lambda: Developer Guide

Copyright © 2026 Amazon Web Services, Inc. and/or its affiliates. All rights reserved.

Amazon's trademarks and trade dress may not be used in connection with any product or service
that is not Amazon's, in any manner that is likely to cause confusion among customers, or in any
manner that disparages or discredits Amazon. All other trademarks not owned by Amazon are
the property of their respective owners, who may or may not be affiliated with, connected to, or
sponsored by Amazon.




AWS Lambda Developer Guide

Table of Contents

What is AWS Lambda? ....eeeeeeeeeeeeiiiiiiiiiiiiiiiiiiiiiiiiiiiiiissssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssss 1
HOW Lambda WOTKS ...ccuoviiiiirieieireretecsestete et se st se st et s s e et e e sbe st e e s e sae st ssassesaesassassessesassansensons 2
KEY TRATUIES ...ttt ettt e st et e et e st e e e e e s e e e e st e st e b e s bessaesaeseeseensentesassassassassaensansans 2
Related iINFOIMATION ..ottt ettt b e st st s et s b et e e s e b e s s e ne 3
HOW Tt WOTKS ettt ettt et ettt ettt s st et e s b et e e e e sae st e e sansensons 3

Lambda functions and function handlers ...t 4
Lambda execution environment and FUNTIMES ......cc.ociviviiririenenineneneteenest et esseseeseenes 5
EVENTS @NA tHIGQEIS ettt ste e te e st e e et e st e st e st e s s e e se e e e sa e s essesaesaassassassaesaensensansansans 5
Lambda permissions @nd FOLES ......cceceiieieieeeeceeeete ettt e ettt esaeste s e e s e e s e aeaeean 6
RUNNING COAR ittt ettt ettt e st e rte st e st este et e e e e e e e et et et e s s e ssaesaesessaessessensassansansansassessaansanes 9
Creating event-driven arChit@CLUIES ..ottt seesaesae st 25
Designing an @PPLICAtION ...ttt e ettt ae e seenennens 38

Create your first FUNCHION .....uueeeiiiiiiiiiiiiiiiinneniiiineceentinnsessssssssssssseesssssssssssssssssssssssssssssssssssssssses 46
PrEIEGQUISITES .ottt ettt et et e st e st e s sae e s ae s s ae e st e s ss e e st e s sse e s st esssessssassseessaesssessssessseesssesssesssaesnses 46
Create the TUNCHION .ottt s sa e st st a s sae st e e s aasbe s enees 48
INVOKE The FUNCHION ettt et b e st s st s a et aas 54
CLEAN UP ettt ettt e te st e st e st e et e e e et e st et e st e be b e s seeseesa e st e ae st entansansassaesaeseessensantestansansassasssessansanean 57
INEXE SEEPS eeeiiiiieteecteererct ettt st s e e st e s te s s e e st e e s e e s s ae s ssaesae e st essse s saesssassstasssessssesssessstesssessseesssassseenns 58

Example apps and Patterns .....eeeeciiiiiiiiiiiiineeeneeiiiiiiiiiiinitssssssssssssssssssssssssssssssssssssssssssssssssssse 60
FILE PrOCESSING c.uvevieeeeiieietetectecte e ste e e e e et e st et et estessessesseese e s et esae st estessassassasssesaassessantansansansassasseesesnsenean 60
Database INtEGIation ...ttt e s te e e e e e st et e b e b e sae b e e e e sa e e e aenaensanes 60
SCHEAULEA TASKS ..ottt ettt st et a e st et sb et et s e st et e s b et e e ssabensenaens 60
LoNG-running WOTKFLOWS ......eeeeee ettt ettt s e ettt s a e aenes 61
AdAITIONAL FESOUICES ..ottt ste st et sse st et s e sae st e e sae st et ssesbe st e e ssassessssassessesessansesarsen 61
FilE-PrOCESSING QPP .veeeeieiiieitiiieiteseeeeeeeetertestestestestessesseesaessessessessessassassessaessessassansansessassassessasssassensansan 61

Create the SOUICE COAR FIlES ...ttt s sae st st be e 63
DEPLOY ThE QPP ceeeeeieieteeee ettt et et et e st e st e s s e s e e e et e e e s et e besbessesseesaensenaensantans 66
LTS A 1 LI o o OO RO R RTSRRSRRR 77
NEXE SEEPS eeteiiiecteeeectee ettt et e st e ste s e e e st e e st e s s ae s e sa e s ae et e e aesssaessaesstesssesssaesssaessaesssesssaessseesseenns 84
Scheduled-MAiNtENANCE QPP ..icecieeeeeeeeeeeteteteste ettt e et estesse e e e e e e e s et essesaassessessassesnsansanes 85
PrErEQUISITES .eeeeeieeeieeteece ettt ettt st s st e st e st e s sae e s b e s s seessaesssaesssasssaesssasssaesssasssaesssessseesssennses 86
Downloading the example QPP fileS ...t aens 87
Creating and populating the example DynamoDB table .........coieiecececeeceeeeeeeeeeeenne 97

Creating the scheduled-maintenance APP ..ottt eaeens 100




AWS Lambda Developer Guide

TESEING ThE QPP coeeeieiee ettt e st et e s e e e e e e e et et e s besaesseeseeseenaenaansans 104
NEXE SEEPS ettt ettt te et te s sae e st e s ae e s aessaeessaesssa e s st e s sa e sseessaesseesssessssessseesssesssesssaennses 105
Creating an Order Processing System with Lambda Durable Functions .........ccccoceevveiicvecvecvennenee. 105
PrErQQUISITES .ottt ettt st s st e s sae s s e e s sa e s st e s s b e s saessae e s st essseesssesssaesssessseesssesssesnnnes 106
Create the SOUICE COAER FIlS ...ttt ettt sa et sa s sae st e ssa s 106
DEPLOY ThE AP ettt ettt e ste st e s testesse et e s e e e et et et e sesaasseeseeseenaeneenaensantans 107

B =TS A LI A o o OO PR STRSTRSRR 108
NEXE STEPS o oteeiirttict ettt e st e st s st e s e e e sae e st e s se e st e e aa e s aesssaesssasssaesssesseesssessssasssessseesssesssaans 108
DevelopmENt t0O0LS ...ccciiiiiiiieeeeeiiiiieiieiiiiinnnenssssessssssseeessesssssssssssssssssssssssssssssssssssssssssssssssssssssssssssss 110
[WoYar=1 Ma [EAVZ=] o o] aT=T oYl o o | K3 OO OO USRS 110
INfrastructure as Code (1aC) tOOLS ...uuivveiiieeiiieeteeeeeeeeeeeeete et eersreeeaeeeesaeeseseesssseesssseessssesssssesssseesns 111
GItHUD ACLIONS TOOLS .ttt ettt sttt s s et ettt s b sb e e s e be s e e snanes 112
Powertools for AWS Lambda ...ttt sttt st e e ssesse s s e ssasaesassans 112
Workflow and event management t0O0LS .......c.coeeeeieieciececececececee ettt st reaas 112
(o Yar=1 Ma [=NV7=] oY o n =T o | OO T TR TSR 113
Key benefits of local development ...t saesre e 113
PrErEQUISITES .ottt ettt sre s st e s s ae s s e e s st e e st e s sae s saessaeessaessaessaesssaesssesssessssessssennees 113
Authentication and aCCESS CONTIOL ....coivuirieiriniiirerertrerceere ettt ee 114
Moving from console to local development ............o e 117
Working With fUNCHioNS LOCALLY .....oovieeeeeeeee et sa e e aas 117
Convert your function to an AWS SAM template and use 1aC tools ......ccccceeeeeeereeecveeenne. 120
NEXE SEEPS ettt ettt te et s e s s ae e st e e sae e s ae s saeessaessae e st e s saesssesssaessaesssessssessseesssesssessseennses 120
GILHUD ACLIONS ..ttt sttt ettt st et e s et et s s s et e e ssa st et ssasansenasnan 121
EXQMIPLE WOTKTLOW ...ttt sttt st e st s te e se ettt e s ae s b e e s e e e e e e e esaanbantans 121
AdAItiONAl FESOUICES .....veviieeirieieteeretet ettt sttt et s et se s e st et s e sse st e e s sassesassassansenassessensesens 122
INFrastructure @S COA@ (IAC) cuuuiiiiiieieiieeieeeteeeteeeett et eeeteeessteeesseesessresessteesssesssssessssesssssesssssesssssees 122
[2C tOOLS FOr LAamBDAa ...ttt ettt st sa ettt es 122
Using AWS SAM and Infrastructure COMPOSEN .......coueeieiecierieiecieseceeee et eeesteste e ses e eeeaeneens 124
USING AWS CDK ...ceiiiiiirieeiteesteeiteestessteestesstesssesssesssaesssessssesssessssessssssssesssessssesssessssesssessssessssessessseens 135
Powertools for AWS Lambda ...ttt ettt ettt st e e s et e s s e ssasaesassans 146
Key benefits of POWErtools fOr AWS ...ttt ettt steste e se e e e e aeaens 146
Integrating Powertools With AWS ...ttt ettt st 146
NEXE SEEPS ettt te et s e s re e st e e ae e s e e s saeessaessse e st e s saessseessaesssesssessssessseesssassseassaennses 120
WOTKFLOWS @NA EVENTS ...ttt st ettt et st et e e s e st e s e e ssasaeaenans 147
Code-first orchestration with durable fUNCLIONS ..o 147
Orchestrating workflows with Step FUNCLIONS ......couveieiiieeeeeecece e 148




AWS Lambda Developer Guide

Managing events with EventBridge and EventBridge Scheduler .........cccveeeoeeeneneceneenene. 149
Lambda durable fUNCEIONS .......cciiiiiiiiiiiiiiiiiiniinniisissssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssees 151
KEY DENETILS ..t ettt s b st e st e et e e e e et et et e stesaessesseesaessensensansantans 151
When to use durable fUNCHIONS ...ttt sa et saes 151
How durable functions compare to Step FUNCLIONS ......c.coeoeeieiieeeeeeeee et 152
HOW Tt WOTKS .ttt sttt ettt ettt st et s e st et e s b et e e saassenssnnns 152
NEXE STEPS ittt s et e et e s s st e s e sae e s s saesssseessssaassssaassssaasssseasssseessssaessssesssnsessssseesssneens 154
BASIC CONCEPTES ..ttt ettt sttt e e sae e s e e s sa e st e s sse e s besssaessbesssaasssesssaesssasssaesssesssaesssesssaanns 155
DUFADLE EXECULION ..ttt ettt ettt et et e e st et s s b et e e sse st et saesae e esassansenasansan 155
DUFADLECONTEXE ..ottt ettt ettt ettt st et e s e st et e e saa st e e e sasesaesassansensssenes 156
SIS ettt ettt et e b st e s b e s r e e e b e e st e et e e a e e et e e Rt e et e e ae e et e e st et eesaeesnsanares 157
WWATE STALES ..ttt sttt s b e st s a et s st s b e st e s st s sae s b e sneenens 157
INVOKING Other TUNCLIONS ...ttt sttt ns 158
Durable function configuration ...ttt 159
SEE QLSO vttt st st st b et et b et et e b et e st e R et et e aeete st e e esenteneens 161
Creating durable FUNCLIONS ...ttt e s ae st sae s saesnenannans 161
PrErEQUISITES .ottt ettt sre s st e s s ae s s e e s st e e st e s sae s saessaeessaessaessaesssaesssesssessssessssennees 162
Create the durable fUNCLION ...ttt sa e saes 164
Invoke the durable fUNCHION ...ttt sttt aas 170
CLEAN UP ittt ettt et e et e st e st e st e e e e e e s et et et e st e s s e s asseesaeaaessastassansansassaeseesaessansantantansanes 173
NEXE STEPS ettt et s e st e s e sae e s s st e s e ne e s ssseesssneassssassssasssssasssssesssssessssaassssaessneenss 173
DEPLOY WL CLI ..ttt e et e st et et e st e st e e se e e e e e e e s et estessasaassaeseesaennansansans 174
UsiNg INFrastructure @S COAE ...ttt te e sa et esae st e sse s e s s e aeaaneans 181
Configure durable TUNCLIONS ...ttt ettt e s ae s e s e e e e e e e eaesaeaans 191
Enable durable @XECULION ...ttt ettt ae st st e e s s et es 191
Configuration best PractiCes ...ttt s ae e ns 192
Durable functions or StEP FUNCLIONS ...ttt 193
When to use durable FUNCLIONS ...ttt sa e saas 193
When t0 USE StEP FUNCLIONS ...ttt e ste s e e e s s e st e b e s sessa e e e e s nnennan 193
DECISION FrAMEWOIK ...cveviiiiieieerertc ettt sttt et st e s et e e s e sse s e e ssassesaesasans 194
FEALtUIE COMPATISON ..ttt et e s sae s sre e e saessae e s e e s ssaesssessaaessaesssassssesssaessesssaesssennses 194
HYDIiA QrChit@CEUIES ...ttt sa et e st e s s e st e e s e e et e aenaan 195
Migration CONSIAEIAtiONS ......c.cci ittt e s ae s ae s beese s e e e aena e aenes 195
RELALEA FESOUICES ...ttt ettt et ettt et st et e s s et e e saa b et esassessesaesansensesensan 195
EXQIMIPLES ..ottt ettt et et et et et e st e st e et e e e e e et et e st et e b e s b e e seesaesae st et et e ta st aeseeseeneensententantan 196
Short-lived fault-tolerant ProCESSES .....c.ccicieerereeireeeectete e ee et e stesae s e se e e e e e aesaesaenes 196




AWS Lambda Developer Guide

LONG-TUNNING PrOCESSES ....veieveiereeireerteisieesteesseesstesssessssessseessaesssessssesssessssessssssssesssessssessssssssssssssssaens 201
Ji¥e (V7= o Tal=Ta I o} | £ =] o o L3OO TSRO 208
NEXE SEOPS ettt st s e e st e sste s s e e s ae e st e s sbe s ssa e st e e sseessbe s saesssaessaesssesaseessseessaesssannne 221
SECUNitY aNd PEIMISSIONS ....ccuieuieieicteiectectecese et e et e et e st e testestesse e e e e e s e s estessessassassassessaessensansansan 221
EXECULION rOle PEIMISSIONS .....oiciiieiecieeieeectetetete e rteste e e e e e e e saeste st e stessassesse e e e s esaessessesansassens 221
STALE ENCIYPLION ettt s st e et e s sbe s sa e s sae et e e ae s saesbaesanasssasssaennses 223
CLOUATIAIL LOGGING vttt ettt et et e st e s e st e e s e e s e b e te st e s sassessaesaansensansanes 223
Cross-accoUNt CONSIARIATIONS ....cviuiriiriiiirierieirerteteesest ettt te st et sae st e e sse st e e s e sse st esassassensenens 224
Inherited Lambda SecUrity FEALUIES ...ttt 224
DUrable @XECULION SDK ......coiviiiririeirenientresestete et s e ste st ssesse st e e ssesse st e e ssestesessassenssnsssassensesessessases 225
DUFGDLECONTEXL ...veveieeeeteer ettt sttt sttt et et st e s et e st e e s s et et s se st e e e e sestesassansenssnenes 225
What the SDK OES ...ttt ettt sttt et s s s et et b e st e e sba st e s s e saesaesassans 226
HOW CheCKPOINTING WOTKS ....ocveteiieeceetetetecteeee ettt te e st et e ae st e s s e e e e e e e enaesaasaennan 227
REPLAY DERNAVION ..ttt e st e st e s ae s e e e e e s et e stesaasaassassnennaneans 227
Available durable OPEratioNs ...ttt e e re e e aenatens 228
How durable operations are MEtEred ... iieeieciececeseceeee ettt aesae s eens 238
SUPPOIEEA FUNTIMIES ...ttt te st teste s e e e e e e e e s e saesae st estessassessaeseesaensensensensansansans 241
INVOKING dUrable fUNCLIONS ...ttt ettt s e e a et saenan 246
INVOCAtION MELNOAS ...ttt sttt e e st sb et e sb et s e sae e e e 246
Qualified ARNS reqUIrEMENT ....cuiceeeeeeeteeeeee ettt ettt te e s e e e e e e e e s e aestesaesaassessnennennens 247
Understanding execution LFECYCLE ...ttt saesaeaens 248
INnvoking from appliCation COAE ...ttt st st e e e aeeens 249
ChaiNEd INVOCATIONS ...ttt sttt st ettt s sesbe st e e be st e e ssabe s sanssansenaen 250
EVENt SOUICE MAPPINGS woooviieieiiiirieeitenteerreesteesteeseeessesseessseessaesssessseesssessseesssessssesssessssesssessssesaens 252
RELEIES ..ttt ettt et e st e et b et s b st e st st e et e e st e b e st e nt e b e et e neeane 259
To =T o o =T Ty V2RSSR O U R SRR 266
Testing durable FUNCLIONS ...ttt e e et et aesae e s aeseenennan 271
(o Tar=1 B =X ] T TR TSRO 272
(@ o TH [e I =1 a1 [ OO 274
WAt 1O TEST oottt ettt st et sttt s sa et e st et e e s b et e e ssessenassessansenasans 276
TESEING STrATEQY ceeiiieiie ettt e st e st s sre e s e e s st e s b e s ssaesstaesaeassaesssaesssesssaasssesases 276
DEDUGGING TAILUIES ...ttt e e a et st et e st e s aessasse e e nnenaanes 277
Monitoring durable FUNCLIONS ...ttt st a e e saasaessens 277
CLOUAWALCN MELIICS vttt sttt ettt ettt et e e st e s s st et e se st e e esassan 278
EVENEBIIAQE EVENTS ...ttt ettt et e st et esse e e e e e e et et e besaasassassessnennan 279
AWS X-RAY TrACING .cooueiiiiiiieeiirierctcrteest e st esseeesaesstesssaessessseasssesssaessaesssaasssesssaesssessseesssessssesnees 282

Vi



AWS Lambda Developer Guide

BOST PrACLICES ettt ettt st e st s ae e s b e s sa e s s b e s sa e s s ae e s e e e b e s s sa e e b e e st e e b e esraeesaenntans 282
Write determiniStiC COUE ...ttt ettt et s b et s s b sa e e s e sae e e e nas 283
Design for ideMPOLENCY ..ottt ae st e st e s b e s ae e e e n e s e aeaesaanes 286
Manage State EffiCIENTLY ...ttt 289
DESIGN EfFECLIVE STEPS ettt s e s e et et e st e saesaesseereenaenaennens 290
Use wait operations effiCiENtLY ...ttt aens 291
Additional CONSIAEIATIONS ....c.ceviiriiieieircererer ettt sttt et e e et se s e sse s e e ssesaesaenans 292
AdAItiONAl FESOUICES .....verviiieirieieteeretet ettt st et s et se s e st et s e sbesae e s sessesassassansenassessensesans 292

Lambda Managed INSTANCES .......ciiiiiiiiiiiineeenneeiiiiiiccesiiessessssssssssssssssssssssssssssssssssssssssssssssssssssssses 294

KEY CAPADILITIES ...ttt sttt et e e e e e e e sttt e b e e eese e e e s e e e e b e tasansanes 294

When to use Lambda Managed INSLANCES .......cccceeveeereeecteecretese et e et st saesae e se e nennan 294

HOW Tt WOTKS .ttt sttt ettt ettt st et s e st et e s b et e e saassenssnnns 295

CONCUITENCY MOAEL ..ttt et ettt e st e st e s be e e s e s e e e e e et et e bessassasseesaenseseensansansansan 295

TeNANCY AN ISOLATION ...oeiieieieeee ettt et e st e s e s e ra e e e e e e e ae st e tessassessesnnesaennans 295
Understanding managed iNSEANCES ..ottt ste e se e saeae s e saesaanas 296

PrICING ettt ettt s st e s e e st e s st e s st e e s e e st e e e e e ae e s sa e s b e e s st e s b e e st e et e e st e et e e st essaeesraennrans 296

How Lambda Managed Instances differs from the Lambda (default) compute type. ................. 296

INEXE SEEPS eeeeiitieieectertecterte et st et e et e st e st e s sae e s saeessa e s b e s saesaeessaesssesssaesssassaesssesssesssessstessseessaesssens 297

GELEING SEAMEA ..ottt et e st e st e s e e e e e et e b et e s te s e seesaeseeneesaessantansansas 298
Creating a Lambda Managed Instance function (console) ........coueeececeeenenvecceeeeeereeee 298
Creating a Lambda Managed Instance function (AWS CLI) c..cceoeeieiecieneeeeeeeeeee e 299

COME CONCEPTES ittt ettt et s st e et e s te s sse e s s e s st e s saesssa e s b e e st esssessaesssasssnasssessssessseesssesssennns 305
CAPACILY PrOVIAEIS ...ttt ete st et et e it et e stestessessessesse s s e s et esasbassessassesssensansensansansansans 306
SCALING ettt et a ettt e st e st e e e e e e at et et et et e et et e eseeae e st et e tetetenseeseesaeraennans 310
SECUNILY cnveeeieeteecteet ettt ettt s e s sae s s e e s s ae e s st e ssseesss e e st e s st esssaesssas st asssesssaessseesstesssesssaesssesssaenssenn 313
(@] =T =1 o gl o1 [T OO TSRO OO TSSO 315
EXECULION @NVIFONMENT ..ottt ettt eae st st a et se s b e st e aeeaee 318
Version PUBLISRING ...c..oouieeeeeee ettt ettt e st s ae s e s n e e a e e e e s 320

RURNTIMMIES .ottt ettt sttt b e st s b e et e st s sbe st e sse s b e s ntessesaessesssesatanns 321
SUPPOIEEA LANGUAGES ...ttt te e e et et e st esae s e s s e e se e s et et e ba st essassassassasnsansensansan 321
Language-specific CONSIAEIratioNs ...ttt sa et saesaesaans 321
NEXE SEEPS ettt te et s e s re e st e e ae e s e e s saeessaessse e st e s saessseessaesssesssessssessseesssassseassaennses 322
JAVA FUNTIMIE ettt ettt a e st s e st s b st e st s be st e st e s e s besntssasnnas 322
NOE.JS FUNTIMIE ..ttt te e e e e e et et e st e st e ssessesse e e e s et essensassassasseesaennensansans 327
PYTRON FUNTIMIE ettt sttt te st s e sa et e sae st e s aesae st e s e essenaesaesaansantans 332
INET FUNTIMIE ottt ettt sttt b e st s b et st s s be s b e st s se st e snesnessaasness 334

vii



AWS Lambda Developer Guide

RUST <ttt sttt sttt et s b st et s s a et e e s s et et s ae b et e ae s s et e st e se b et ese st et e st eaabentenaeee 339
NEEWOTKING ettt ettt ettt et esae s e e e e e e e et et e s b e sassesseeseesae s essessansansassassaeseassensansansansan 342
CONNECEIVITY OPLIONS ..ceiiiiiiiiieecteecctce ettt sre st e s sae s e e s sse e st e s aesssaessaeesseessasssaessseessaesssaann 342
Public subnet with an internet gateWay ... 342
VPC @NAPOINTES ..ottt et e te st e ste st e s e e e e e et e s et e saesse st essaesaesaensansantessansassassassaessessensan 343
Private subnet With NAT QAtEWaY ...ttt st sae e se e s e s saesaanan 344
Choosing @ cONNECLIVItY OPLION ...c.oiveieeeeceee ettt st e e e e sa b e s 344
NEXE STEPS ettt ettt s ae e s e sre e s s ae e s e be e s sssessssneesssnaessssasssssasssssesssssessssaassssaessneenss 345
MORNIEOTING «eviiviiiieiteeieeet ettt es e st s et e e et e st e s s seessaeesaeesssesssaesssesssaesstessseesssessssasssessseesssessstesssenssaensees 345
AVQILADLE MIBLEICS ettt sttt sttt e st s e st e e s e ae st e e sassanasas 346
Metric frequency and reteNTION ...ttt st nnens 347
Viewing metrics in CLOUAWATLCH ...ttt n et st rens 347
Using metrics to optimize Performance ...ttt sa e s saens 348
NEXE SEEPS ettt ettt te et e e s sre e st e e ae e s e e s saeessaessae e s st e s seessaeesseessaesssessssessseesseessseesseennses 348
QUOTAS ettt tee e ee et e e e e ssas e e e e b e s e e e sa s e e e s ssa s e e s s s s s e e e e s s s s aeesassaseeeasssaaeseassraseeennsraeeessnraeas 348
Lambda APl reqUESt QUOTAS ...cueoveeieeeeieeetetetetectesee et steste s e e e e e e e aesae st e saessassassassnennanaens 348
Lambda Managed INstances reSoUrCe QUOLAS .....ccccceeeeeeeeeeeeeereestectestesteeesseeee e esesaesaessessessens 349
Event source mMapping QUOTAS ..ottt sseeeie et es e s e e ssse e st essaesssaessaessseesssessseessassssnanns 349
ReqUESTING @ QUOTA INCIEASE ....coveiieeiceeeeeecteete st et et e e stessseessse e st e ssaesssaessaessseesssesssaesssesssaesssanans 350
NEXE SEEPS ettt ettt te st s e s sae e st e e sae e s e e s saeessaessae e s st e s seesssessseesseesssessssessseesseessseasseennses 350
BOST PrACLICES ettt ettt e s st s et e s b e s s e e s s b e s sa e s b e e aa e b e e s ra e e e e e st e e b e e saeeraenntans 351
Capacity provider configuIration ...ttt et eeaeaenens 351
INSTANCE tYPE SELECTION ..ottt ettt et e s ae e e e e e e e aenaans 351
FUNCLION CONTIQUIALION ..ttt ettt e b et s ae b e e ns 351
SCAliNG CONTIGUIALION .ttt et et e st st esae s be s e e e e e e e e s e basaneas 352
SECUNILY cnveeeieeteecteet ettt ettt s e s sae s s e e s s ae e s st e ssseesss e e st e s st esssaesssas st asssesssaessseesstesssesssaesssesssaenssenn 352
COSt OPLIMUZATION oottt st e st e s a e s st e s sae s sa e s e e s ssaessbaessaesssasssaesaseesseans 353
Monitoring and 0bSErVability ...t 353
Language-specific CONSIAEIAtioNS .......cccceeeeeiieiceceeeces ettt s ss et sae s saans 354
NEXE STEPS ittt ettt et st e s see e s s st e s e sae e s ssrassssseassssasssssasssssasssssesssssesssaasssseessneesss 354
TrOUDLESNOOTING ..ottt e s ae st e st e s e s e e e e e et et estessassaesaensensansansans 354
Throttling and SCAliNG ISSUES .....eeveeieeeeeeceeeetete ettt aesae e re e e e e e e a et e basaanes 354
CONCUITENCY ISSUBS ..eveieiieeeueeeierseesrteesstestessseessseesssesssesssessssessssesssesssessssessssssssesssessssesssessssesssessssessses 355
PEIrfOIMANCE ISSUBS ..ottt sttt ettt et st et st et e e s e be st e e ssastesassessensesasessesenn 357
CAPACILY PrOVIAEE ISSUBS ...c.veeeeieeietetetecteeece ettt e et e testestestesseess s e e e eaesaestestesaessassesssessensensansanes 358
Monitoring and 0bservability ISSUES ...ttt sttt 359

viii



AWS Lambda Developer Guide

Getting additioNal NELP ..ottt sttt eennens 361
NEXE SEEPS ettt ettt te et te s sae e st e s ae e s aessaeessaesssa e s st e s sa e sseessaesseesssessssessseesssesssesssaennses 361
Lambda runtimes ...ccccciiiiiiiiniiiinninininissssssssssssssssnnsssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssss 303
SUPPOITEA FUNTIMIES ..ottt t et e testeste s e et e se e s et e s e s e bastassassassaessessassensansansansas 363
NEW FUNTIME FELEASES ..ottt ettt sttt st et s st st e e s et e e s e sae st e s ssassesaesassansenas 367
Runtime deprecation POLICY ...ttt a et st et e s ae s s e e e e e e e nesaeneans 368
Shared responsibility MOAEL ...t st ns 368
Runtime use after depPreCation ...ttt st s e e e aenaens 370
Receiving runtime deprecation NOtIfiICAtioNS .....c.cceeueeiiieceeee e 372
DEPreCated MUNTIMIES ...ttt et e st e st et e st e s e e e e e e e e s etessesaassassaesasssenaanes 373
RUNTIME VEIrSION UPAALES ..ottt et et e et esteste et e e e s e s et et e stessassesseesaesaensensansansans 376
Backward cOmMPatibility ...c.cc.eoueoeoeeeeeeee et a e 377
RUNTIME UPAALE MOAES ...ttt ettt s te st et a et e e st esbesta e e s seennenaenes 378
Two-phase runtime version rolloUt ...t 379
Configuring runtime ManNageMENT ...ttt a e et sa et es 380
RUNtIME VErSion FOLL-DACK .....ooviiiiiiieieetcceee ettt ettt sa e e st sa s sees 381
RUNTIME VEIrSiON UPAALES ...ooveeeieieeeeeetetee ettt te e e e s et esae st e s e s seesa e e e e e naeaanes 383
Shared responsibility MOAEL ...ttt s e e nenaan 385
PEIIMISSIONS ...ttt sttt e a et s st st st et s s be st e e st s be st e st e sbe et e st ssesasannis 387
Get data about fuNCtioNS BY FUNTIME ...ttt saeaens 388
Listing function versions that use a particular runtime ..o, 388
Identifying most commonly and most recently invoked functions ........cccceeeeeeeeiiececiecnenen, 390
RUNEIME MOAITICAtIONS ..ottt sttt ettt st e s e sbea s s 395
Language-specific environment variables ... 395
WEAPPEE SCHIPTS ceeeetiiieetirteerteete st te et estessre s s aessaeesbesssaessesssaesssessaesssessssesssassseesssessseesssessssesnses 395
RUNTIME AP .ottt ettt st s e st b e st s b e et e st s b e st e st e b e st esnesasasanennes 399
NEXE INVOCATION .ttt ettt st e s e s b st s st s b e st e s nesnessnennas 400
INVOCALION FESPONSE ....viiiiiciiieeeecteete et e erte et e s ste s s e e s sae e st e s saesssaesssesssaesssesssaesssaesseesssessssesssesssaessennns 401
INIEIALIZALION BITOK .ottt ettt sttt ettt et e s b et e st s e s et e e sa s esaenas 401
INVOCATION BITOF ettt sttt a e et st ae s b st e s s e e b e st e sesbe st e seenanns 403
OS-0NLY FUNLIMIES .ottt ettt et e stestesse e e e et e s et e st e s sessessaessesaessessensansensasessasnsesaansans 406
BUilding @ CUSTOM FUNTIMIE ..ottt aeste s e s e e e e e s s e aenaasans 407
CUSTOM FUNEIME TULOTIAL ettt st ettt st a s aesa e ne 412
OPEN SOUICE FEPOSITONIES ...eeiieeicieeiiicteeiteesteesteseee st e stesssessstesseeesstesssesssaesssessstesssessssesssessssesssesssaessees 420
RUNEIME INLErfAace CLENTS ..ottt sttt sttt st s b st s e s e e 420
EVENT LIDIAMIES .ttt sttt ettt sttt e st s sba st e e s sasaeaenas 421




AWS Lambda Developer Guide

CONtAINET DASE IMAGES ..ottt e e st e st e st e s e s e e se s e essesaesaestestessassassassnansansans 422
DEVELOPMENT TOOLS ...ttt st et s te st e e e e e e e e e e b et e saesaessesseesaenaensensansansans 422
SAMPLE PrOJECLS ..ttt ettt e s e e e e e et et e st e b e st e s s e s seese e s e s asessesassessaesassasssensansansansan 423
Configuring FUNCLIONS .uueeiiiiiiiiiiiiiiiieetiiiiiieieititeeeeessesssssssseeeesssssssssssssssssssssssssssssssssssssssssssssssans 424
ZIP FILE @UCRIVES .ttt ettt e st e et e st e e e e e e et e st et e b e seeseeseenaennenaanes 426
Creating the FUNCLION ...ttt e e e e n e aeaans 426
Using the console COde ItOr ...ttt a e sa et et aas 428
Updating fUNCLION COAE .ttt sa et et ae st s e e e b aeaenas 428
Changing the FUNTIME ...ttt re s s e e et et ste st e st e seesaennenean 429
Changing the arChit@CLUIE ...ttt sae st s re e e e e s aanaans 429
USING the Lambda AP ...ttt rte s te st e s te s e e e e et e st e st e s tesba s s e sessnenean 430
Downloading your fUNCLION COAE ...ttt a e sttt 430
CLOUAFOIMATION .ttt sttt ettt s b et st et e e s et e e s s esbesassassestesassensensssansessesens 431
ENCIYPTION ettt et ree st e s b s st e st e s se e s b e s ssa e s b e s aaessaassaesssassseesssesseensaens 431
CONTAINET IMAGES ...eveiieieieerieeeeeteereeste et esteesaeesstessseestes s st e s sesssaesssessseesssessssesssessstesssessseesssessseesssenses 438
REQUIFEIMENTS ...ttt ettt ettt et e s sae e st e s s re e st e s s st e s e e s saaessaessatesssesssaesssessseesssessssennnes 439
USING aN AWS DASE IMAGE ...cuuieieeeeeeeteteereeee sttt teste s e e e e e e e s et e st e saasse s e e e esaeaeneneans 440
Using an AWS OS-0nly Dase iMage .....cccceeeieeieeeececetetectesese et stesaesae e e e e e saesae s 441
USiNg @ NON-AWS DASE IMAGE ...ecviieiecieeieeieeeeete e te e stesresre e e e e sae s e stesaessessesse s e s s e saensasansansanes 442
RUNEIME INTEIrfACe CLIENTS ..ottt sa et et 442
AMAzon ECR PEIMUSSIONS ...cociiiiiiirieeitinteeiteestessteestesssessseesseessseessessssesssessseesssessseesssesssessssessssessaens 443
FUNCLION LFECYCLE ettt ettt st e st e e sa e st et e aa s e s aeennesaens 446
MEBIMIONY eeiieteeeiteeeieeecte e et e e eteeserteessstesssseesssaeesssseesesseessnseessssesssssesssssessssessssesssseesssseessseessssesssssessssnassnns 447
WheEN £0 INCrEASE MEIMONY .....ocueeuieiieeietectectesteete et eestesaestestestessesses e e e ssaessensessessessassassassasssessansans 447
USING the CONSOLE ...ttt ettt et e e s e s e e e e e e e st esaesbe st e basseeseeseensennan 448
USING the AWS CLI ettt ste e te e e e e e et e ae s aesae s s e se e e s e e s e s et et asbassessaesasnsensansanes 448
USING AWS SAM L.ttt ettt e ste st e s saessse e st e s st e s s e s sa e s s e e s st essaesssaessaeessaasssesssaessseesstesssenns 449
Accepting function memory recommendations (CONSOLE) .....ccoeeeeeeereeciecieciecececee e 449
EPNEMEIAl STOFAQE ..ttt ettt et e st s e et s e s e e e et et e st et e ssassessaesnensensanean 450
USE CASES ettt ste st e st st e st et s e be st e s st s ebe et e e st s eae st e s st s se st e e st s se s b e s st e st et e e ateese e be st e eneebannes 450
USING the CONSOLE ...ttt et e st e s ae s e e e e a e e e st e ae s be st e b asseesaesaensennan 451
USING the AWS CLI ettt ste st e e e e e et et e aesae st e sa e e s e e s e s e ae st asbassessaesasnsensansanes 451
USING AWS SAM L.ttt ettt ettt s s s et st s s e st s b et e st s s et et s sasbe st e e ssessaneesasansesassan 451
INSEFUCTION SEES (ARMY/XEB) .ottt et eeesteeesatesssatesesstesessessssseessssesssssesssssessnssessssessnnees 453
Advantages of using arm64 archit@CtUre ..o 453
Requirements for migration to arm64 architecture ...t 454




AWS Lambda Developer Guide

Function code compatibility with arm64 architecture ........oeoeeeeeececeeeeeeee e 454
How to migrate to arm64 arChit@CtUre ...t et 454
Configuring the instruction set archit@CtUre ... 455
TIMEOUT <.ttt ettt et e a e st st s st st e et e s st s b e st e e st e b e e st e entsabessbe st ensasateseensess 457
When t0 iNCrease tiMEOUL ..ottt ettt ste sttt et se s e ste st esessesae e ssassesassassans 457
USING the CONSOLE ...ttt et se et e st e s te e e e e e e e e st e aesae st e basseesaesaensennan 457
USING the AWS CLI ettt te e e e e et et et e ae st e se e e s e e s e s e ae st e ssassessaesasssensansanes 458
USING AWS SAM Lttt st see st e ssaessre e s sae s st e s s e s sa e s s e e s st assaesssaessaeessaasssessssessssessaessseann 458
ENVIrONMENt VAFIADLES ..ottt sttt st sttt et s b e b ses 460
Create enviroNmMeENt VAriables ...ttt sae st s sa e se e nas 460
Example scenario for environment variables ... 464
Retrieve environmMent Variables ...ttt saes 466
Defined runtime environmMeNnt Variables ...t saes 467
Securing enViroNmMENt Variables ...ttt e e seaenens 469
Attaching fUNCLIONS 0 @ VPC ...ttt ste st e et et saesae st e s se s e e e enaeaannans 473
REQUITEd [AM PEITNISSIONS .....oicveieeieeieeieeeetetertesteeteseeee e eeesesaessessessessessaessessessensessassassessesssensessans 473
Attaching Lambda functions to an Amazon VPC in your AWS account ........ccccceeeeeeeeeenenne 475
Internet access when attached 0 @ VPC ...ttt see e 478
[PVEB SUPPOIT ..ottt s st st s st e s ae s s e e s aesssa e s b e s saaesaasssaessbesssaasssesssaesssassssesssessssesseessaens 479
Best practices for using Lambda with Amazon VPCSs ... 480
Understanding Hyperplane Elastic Network Interfaces (ENIS) .......coovevieeiececenenieeieceeeeeeene 481
Using IAM condition keys for VPC SEtHINGS ...c.ccueeieieieceeeeeeeeeeee ettt sne e 482
VP C LULOTIALS .ottt te sttt sttt e st et s et et e e s et e e s e s b et e e ssassesaesasaensenasansensons 487
Attaching functions to resources in another accoUNt ... 488
PrErEQUISITES .eeeeiieeecttceteccterte ettt ettt re s st e s ae s s e e s e e e st e s saesssaeeaa e s st essseessaesssaesssassseesssessssennaes 488
Create an Amazon VPC in your function's account ..........coceoeeeeeeicieeicceeeecececee e 489
Grant VPC permissions to your function's execution role .........ccceeeeeeneneciecveccecceeceeceeienn, 489
Create a VPC peering conNecCtion reQUEST .........oeoiiriirieinieeeestensecste st eseessseeseesssessssessseessnens 490
Prepare your reSOUICE'S QCCOUNT .....civuiiiiieireieterrteeteeseesseessseesstessseesssesssaesssessseesssessssesssassssessesnes 491
Update VPC configuration in your function's account .........cccoeeeeievieceeciecececeseeeeee e 492
TESE YOUR TUNCHION .ttt te e se e sttt e st e s e s e se e e e e e e e b etaneas 493
Internet access fOr VPC FUNCLIONS ..ottt ettt st sae st e sa s s saesassans 495
INBOUNA NEEWOIKING «.eeeeeee ettt s e e e et e st e st e se b e seeseennans 520
Considerations for Lambda interface endpoints ..o 520
Creating an interface endpoint for Lambda ... 521
Creating an interface endpoint policy for Lambda ..o 522

Xi



AWS Lambda Developer Guide

FILE SYSTEIMIS ..ttt ettt st e st e s e e e e et et et e st e s b e e s e e seesa e e et et e besasseeseesaensensansansansanes 524
AMAZON EFS oottt sttt ettt b et a e s ae b e st e neeane 524
AMAZON S3 FilES ittt ettt ettt e st st s e st e st et s e st et s s st et e e s be st e e ssassenaensssassenasans 527

ALIGSES ...ttt ettt s te sttt et e s b et e s st et e st et e e A et et e e e et e R e h et et e R et et e Re b et e e e se e et esaebe st eneeaenee 532
USING QLIASES .ottt ettt s te st e s te e e e et et et e st e s e s b e s e e se e e esaesaestentasansassaesaesaensensanes 534
WEIGNTEA QLIASES ..ottt et st e s te s be s e e e e e e et et e saestabassassasseennenaanes 535

VIBISIONS ...ttt ettt ettt et e e st s e st et e b e et et s b e st e et e b e e b e e st s se s et e e st esseesbesstasesasesntesesnsesseensens 540
Creating fUNCLION VEISIONS ...ttt ettt steste e e e e e s sa e st e saesaesse e s snenaennens 541
USING VEISIONS .eneviiiiieieiiteetesstesieeesstesssessseessseesstesssessssesssessstesssessssssssesssessssessssessssssssesssessssesssessssasss 542
Granting PEIMISSIONS ....cocuiiiiieiiiirierieertee st este st sseeesaeestesssesssaessseesstesssesssaesssessseesssesssaesssesssaessaasn 543

TGS ciieeteierteeerteeere ettt et e e et e e et e e et e e s et s s a e e s st e s et e s e st e s e bt e s e bt e s e Rt e e b e e e e b e e e Rt e e e e e e s s e e e rae e raaesnsaaeerras 544
Permissions required for working With tags ... 544
UsiNg tags With the CONSOLE ..ttt et a e e saenan 544
USING tags With the AWS CLI ..ttt te e re e e e ae st e st e saesse s e s saennan 546

RESPONSE SErEAMING ...eeiiiiieeieccteetreteet ettt e s ste e st e s et s st e s sae e st e s ae s s e e s ssaessaesssessssesssaesssasssesssaensees 548
Bandwidth limits for response Streaming .........cccoeeeeeeiecieciececesecec et 549
VPC compatibility with response Streaming ..o 549
WIEING TUNCLIONS ...ttt ettt et e st e e s e et et e sbe st e s b e s seese e e e s e b etansansanes 550
INVOKING TUNCLIONS ..ttt te e st s e sa et e te st e aesae e e s e e e esaeaesaansansans 552
Tutorial: Creating a response streaming function with a function URL .........cccceeeeennnnnene. 553

Metadata ENAPOINT ...ttt et e st e s e s e s e e e e e e s et e st e st e saessassneseennenaantans 559
GELEING STAMTEA .ot te e e e e e et et e st et e st e st e e se e e e st e e et e stesaassessessaenaennans 559
Understanding Availability Zone IDS ...ttt ste e 562
AP TEFEIEINCE ettt sttt sttt a e sttt st e st et e e s ae st et s e s s et e e esansensnas 562

INVOKING FUNCEIONS cocuiiiiiiiiiiiiiieeeeiiiiieiiiiiinieeessseesissssesessessssssssssssssssssssssssssssssssssssssssssssssssssssssssssss 565

Invoke a fuNCtion SYNCRIONOUSLY .....cceeieieieeeeecee ettt st a e s sae e s s 567

ASYNCRIrONOUS INVOCALION ..ottt ettt testesteste e e e e e e e s et e st e aessassessassssnnenaansans 571
ErrOr NANALING «ooeeeeeeeeee ettt et e st s se e e e e et e st e st e b e e seese e e e e e nnensanbansans 572
CONFIGUIATION <.ttt et et e st e st e s be s e e e e e e b et et e sessasseessesaansensansanes 573
RETAINING FECOIAS ...ttt e e e et e st e st e st e s b e s e e sessaesaesaesaesbessassassassassnenaanaans 575

INVOCATION ettt ettt et st st et e b e st e st s ae st e st e b e st e e seesnesbaatensesnne 585
Synchronous iNVOCAtion LIMILS ..ottt sa et aeeaas 585
Asynchronous invocation for long-running Workflows ..., 585
Execution managemeEnt APIS ...ttt sttt sae st s e st s aa e a e s ae e s a e s raesnnas 586

EVENT SOUICE MAPPINGS .ooeeiiiieieiiieeieceteerteste s st sstesssessstesssesstesssesssaessssssssesssessssesssessssasssessssessssesssens 588
Event source mappings and trgQErs ... ireeieeieieieeesteseseeee e seeseeaestestessessesses e sseesaesaessenean 588

xii



AWS Lambda Developer Guide

BAtChing DENAVION ...ttt ettt s s n e e a e a et nes 589
ProViSiON@d MOAE ..ottt sttt st ettt s s et e e e ae st e e sse b e e esassessenassanes 592
Event source mMappPing APl ...ttt sttt s te st e s aessae e s sae s sre e s b e ssae e s b e e saeeesaesssaesnnas 594
Event SoUrce MAapPiNg TGS ..cocieiirieiierterieerteetesstessteeseesssessseesssessseessaessssesssessseesssessssesssesssnanns 594
EVENT FILLEIING ettt ettt b e st e e e se e e e e e et e te b e saassessaeseeneensansan 599
Understanding event filtering DasiCs .....coeoeoiiiiiecieeeee et 600
Handling records that don't meet filter criteria ... 602
FILLEE FULE SYNLAX eeineiieieeeeceeetete ettt ettt e st e s ae s e se e e e e e e st e st et e bessasse e e esaesaasaesansansansas 603
Attaching filter criteria to an event source mapping (CoNSoLe) .......cceceeeeeeeeceereeceeceecrecreceenne. 604
Attaching filter criteria to an event source mapping (AWS CLI) c..ccvoeerecvecieceneceeeeeeeeeenne 605
Attaching filter criteria to an event source mapping (AWS SAM) .......coovecereeenveceeeeceeeenes 607
ENCryption Of filter Criteria .ottt a e 607
Using filters with different AWS SEIrVICES ...ttt 613
TESEING IN CONSOLE ..ttt ettt te st e st e et e e e e e e e e s et e sbestesaassasseeseesasnsensensansans 615
Invoking functions With tESt @VENTS ...ttt sae s 615
Creating Private teST @VENTS ...ttt s e e sa e s ae e sae s aa e ne s 616
Creating shareable teSt @VENTS ...ttt 616
Deleting shareable test event SChEMAS ...t 618
FUNCEION STAT@S ...ttt ettt s e st ae st s e s sa e st s s s sae st e sneebanne 619
Function states during UPAAtES ...ttt ettt a s 620
RETIIES ..ttt ettt sttt et b e et s e s be st e et e st e et e e st s b e st e st e b e et e e st s be st esatenenns 622
RECUISIVE LOOP ELECHION ...ttt a st s a et e st e s e se e e ennenes 624
Understanding recursive Lloop detection ...ttt 624
Supported AWS Services and SDKS ......ccoeoieiiiieiececeeecee ettt stesaestesse s e se s s e e e saesaessessessaneas 626
Recursive Loop NOLITICAtIONS ...ccucveeeceeeeeeeeeee ettt ettt st ae e an s 628
Responding to recursive loop detection Notifications ..., 629
Allowing a Lambda function to run in a recursive LOOP .....cccceceeeeereeeeecceeeecee e 630
Supported Regions for Lambda recursive loop detection ..., 632
FUNCEION URLS ...ttt ettt ettt st ettt st ss s b st e st s b et e s se s be st e sneesaasntenens 633
Creating @ function URL (CONSOLE) ...overueruieieieeeteteteteree ettt te e e eeaesa et e s 634
Creating @ funNction URL (AWS CLI) .ottt stestesves e e e estesaessesaessesse s s esneneneens 636
Adding a function URL to a CloudFormation template ... 637
Cross-origin resource Sharing (CORS) .....cou oottt st sre e e s sa et e e e nns 638
Throttling FUNCLION URLS ...ttt steste s e e s et saesae st e s sessaesassaenennanaans 640
Deactivating fUNCLION URLS ...ttt e et saestesaesae s e s e e e esassaesaesaaaans 640
Deleting fUNCLION URLS ...ttt ste sttt e saesae st e se e e s e s s e s e s e aenaaneans 640

xiii



AWS Lambda Developer Guide

ACCESS CONTIOL ettt ettt ettt et s et et s e be st e e s et et s e sb et esassassesessassensenasensansons 641
INVOKING TUNCEION URLS ...ttt teste e e e sa e bt st e s b e s e s e s sa e a et e s e sanes 652
MONItOriNG FUNCLION URLS ...ttt ve st eese e e e saesae st e st e ssasse s e e e ssneaeaensans 664
Function URLS vS AMAzon APl GAt@WAY .......cociirieiriiniieintireensrtestessaesseessseesseesssessssesssessssesssesnne 665
Tutorial: Creating a webhook endpoint ..o 671
(SITTa Tl o7 3 HE ot 1 1T Vo OO PPPTU 685
Understanding and visualizing CONCUITENCY ..ottt stestesae e e e e nennan 685
Calculating concurrency for @ fUNCLION ...t 690
Understanding reserved concurrency and provisioned CONCUITENCY ......cccceeveveevereeeeeereesneseennens 691
RESEIVEA CONCUITENCY ...uveviriereeieeieeeeeeeetestestestessessesseessessessessessessassassessssssessessessensessessessessesssessassans 692
ProViSioN@d CONCUITENCY ...c.eecviierieeieeeeeeeeeeetestestestessesseeseesesessessessassassessassssssessensessassessassesssessssans 694
How Lambda allocates provisioned CONCUITENCY ......ceoveiecieieceeneceeeeeete ettt 698
Comparing reserved concurrency and provisioned CONCUITENCY .....cecveeeeeerrervecresresresenreseenens 699
Understanding concurrency and requests Per SECONd ........cccceeeeereeeeieeeesieseseseeeee e eeseesnenns 700
CONCUITENCY QUOTAS .eeeiiiiiieectteetesrt e teesreestessaesssaessseesstesssesssaessasessaesssessssesssassssesssessssessseesssesssesssaesses 702
Configuring reSErved CONCUITENCY ....ciiieieiierieiteetereeeteeeeeeeesaetessessessessessesseessessessessassassessesssesssnsensanes 704
Configuring reServed CONCUITEMNCY ....ccceeeeeeeeeeeeteirestestessessesseeseessessessessessessassessesssessessessensassenses 705
Accurately estimating required reserved concurrency for a function ........ccccevveveciecieciecnennen, 707
Configuring proviSioN@d CONCUITENCY ......cceecieierierierieeeeeereeeereeteseessessessessesseessessessessessassassessassesssensn 708
Configuring proviSioNed CONCUITENCY .....cceceereeeeeeeeeerertestestessessesseseesessessessessessessessessessesssensenes 709
Accurately estimating required provisioned concurrency for a function .........cccceeeeeeenenen. 711
Optimizing function code when using provisioned CONCUITENCY .......cccceeeeeeeeeeceereeseesresrennens 712
Using environment variables to view and control provisioned concurrency behavior .......... 713
Understanding logging and billing behavior with provisioned concurrency .........ccccu........ 713
Using Application Auto Scaling to automate provisioned concurrency management .......... 714
SCALING DERNAVION ...ttt te et e et st a e st se e e e e e e e a et e aanaanes 719
CoNCUITENCY SCALING FALE .ottt ettt e st e et e e e e e s et e st e s tesaesseeseesaennenaeneans 719
MORNILOFING CONCUITENCY .eiouviereieierireeeteesreeseessseesseesseessaesssessssesssesssaesssessssesssessssesssessssesssessssesssssssassssens 721
General CONCUITENCY MELIICS ..c.eiciecieerecteeeeeeeeee e te e stestesaeste s e e e e s e e e sestestessessasseesaessessensansensensanes 721
Provisioned CONCUITENCY MELIICS .uivuieieieieecieciecesec et e et ste e s e s e e e e e e e saesaestesaa s e s e ssnennenes 721
Working with the ClaimedAccountConcUIIENCY MELIIC ovivivececeneeereeee ettt 724
BUilding With NOE.|S ..cuuueeeeiiiiiiiiiiiiiiinnnnnniiiiiiieiinninseeessssesssssssssessssssssssssssssssssssssssssssssssssssssssssssss 727
Runtime-included SDK VEISIONS .....cc.ociveriiireniinerenieesestent et ssessestssessestesessessesassassessessssassessesens 729
USING KEEP-QLIVE ...ttt ste ettt e b st e st e s b e e e e e e e et et et e saessassaeseesaensansanes 729
CA Certificate LoAING ...cuevieeeeeeeeee ettt ettt teste s e e e e s e et e st este st e s bessessae e e e eaanaansans 729
Experimental NOde.jS FRATUIES ...ttt e e et st saesae s s sn e nnans 730

Xiv



AWS Lambda Developer Guide

HANALEE ettt sttt sttt a e sttt s et e e st e st e sa s b et e st e sasaestesassansensesarsensasans 732
SEL UP YOUE PrOJECT ..ttt sttt sst st st e s sae e st e s ssessseesssessaeessaesssaesssessseesssesssaesssessssesssennns 732
EXQMIPLE FUNCHION .ottt et e st st st e b e s ae e e se e e e e e nnesneaenes 733
ComMMONJS ANd ES MOULES ......ooueiiireieteerentetresest sttt ettt esse st e sae st e e s sse st e e ssassesassans 735
NOAE.|S INIEIALIZALION .eceeeeeeeeeeee et a e e st et s e s e e e e e e e e e e saestenaans 736
Handler Naming CONVENTIONS .......c.eoiiieieeececeeee ettt e e s e s saestesbesae s e s e e s enenaanes 737
INPUL @VENT ODJECT ettt teste st s e e et e saesaesbesbeeseesassaesnennannans 737
Valid RandLer PAtLEINS ...ttt ra ettt e st e st e e e e e s e e e e e e aenaan 738
Using the SDK fOr JAVASCIIPL c..ooeiieeeeeeeeeeeetete ettt s et saesaestesae s s a e s snea e aa s 740
Accessing enviroNmMeNt Variables ...t 741
USING GLODAL SEALE ..ottt ettt e st e b e s ae s e e e e e e e e e e b e aasaeas 741
BEST PraACLICES ..ttt ettt s st et s b s e e st e e e e e s ae e st e s e e e st e e ae e sae e raennns 741

DEPLOY .ZIP filE QIrCRIVES ...ttt ettt a ettt sae s re e ns 744
Runtime dependencies iN NOUE.JS ....coeceeieieieieeetectetesesee ettt sae e s e e e e e saesaesaesseeeas 744
Creating a .zip deployment package with no dependencies .........cccoeeeveereceecrececeneceeeeneene 745
Creating a .zip deployment package with dependencies .........cccorieoeceeeneeecceeceeceecececen, 745
Creating a Node.js layer for your dependencies ..........ccecveceeereeecenereeeeeeeecre e 746
Dependency search path and runtime-included libraries ..., 747
Creating and updating Node.js Lambda functions using .zip files .......ccccceeeerenenvenienciecenne 748

DePLloy CONLAINET IMAGES .....ccveereeieeieeeeeetectecteete e tes e e e e e te s et e st e stessesse s e esasssesaessessessansassassessessnesaensans 755
AWS base images fOr NOAE.|S ...ttt sae s te st s ae s s sn e ns 756
USING aN AWS DASE IMAGE ...cuieieeeeeceteees ettt et stestesteese e e e e e e s et e stesaesse s e e e esaennenneneans 757
USiNg @ NON-AWS DASE IMAGE ...eoiiieieiecieeeeeetetete e stestestessee e e e s s e s e stesaestessesss s e e s e saessensassansanes 763

LQYBES ittt e et e et e et e e e s s e s s a e e s e s e e s e s e e s e st e s bt e e b e e e a e e et e s e Rt e e e s a e e st e s e neesssaaeesraaann 773
Package your Llayer CONTENT ...ttt a e s b st et as 773
Create the layer in Lambda ...ttt ettt s re s s ens 778
Add the layer 10 Your fUNCHION ..ottt s 779
SAMPLE QPP cereriiiiereeeee ettt te et e et e st e st e st e st e e e e e e e et e b et e be et e b e e se e e et et e aentabeeseeseeaeeneenaanes 780

CONEEXTE ettt sttt st a e st e s et e b st s s s b e s st s bt et e e n e e be st e st e b e et e nesbesntens 781

LOGGING ettt ettt sttt e et e s st e st e s s ta e st e s s a e e s b e e e e e s b e e b e e e b e e b e e e e e e st e aeesa e e e e e ta e teereesstanaraas 783
Creating a function that returns LOGS ...ttt 783
Using Lambda advanced logging controls with NOde.js .......ccccereeircieciecenececeeeeeeeeeeeee 785
Viewing logs in the Lambda CONSOLE ...ttt 791
Viewing logs in the CloudWatch CONSOLE ......oueoieieieeeee ettt 791
Viewing logs using the AWS Command Line Interface (AWS CLI) ...ccoovevveeeeeneeeeceeeeceeeenene 792
DELELING LOGS ettt ettt e ettt e st e st e s b e et e e e e e et et e b e teseeseeseennennanes 795

XV



AWS Lambda Developer Guide

TEACING ettt ettt st e s st e e st e s sae s s e e s b e s se e s aesssaessae e seesssasssaesssassseasssesssaessseesstesssessseessseesseesssenses 796
Using ADOT to instrument your Node.js fUNCLIONS .......cceeeeerieieiieceecec et 797
Using the X-Ray SDK to instrument your Node.js functions .........ccccceeveeveeeeciececeneceseeeeeene, 797
Activating tracing with the Lambda conSOLe ...t 798
Activating tracing with the Lambda APl ...ttt 799
Activating tracing with CLOoUdFOrmMaAtion ..ot sae e e 799
INterpreting an X-RAY TraCe ...ttt e see st e s ae s st e s e e s saeessaesssaessnassnaanns 800
Storing runtime dependencies in a layer (X-Ray SDK) ......cccooeiemeeenieeeeeeeecrectecvese e eeeeenens 803

BUuilding With TYPeSCript ..eeiiiiiiiiiiiiiientiiiiiiiiiiiitienaesssssssssesetesssssssssssssssssssssssssssssssssssssssssssssss 804

Development ENVIFONMENT ..ottt st este s e s e e e s e e s et et e stestesaeesassesssensensensansanes 805

Type definitions for Lambda ...ttt s ae st s ae e nnens 806

HANALEE ettt sttt et sttt e s e st et st et e sa s b et e e ssasaestenassansensssarsensasans 808
SEL UP YOUE PrOJECT .ttt sttt s sre st e s sae s st e s ssessseessaessaeessaesssaesssesssessssesssaesssesssessssannne 808
EXQMIPLE FUNCHION .ottt et a ettt e s esae s e e e e e e nenaesaenes 809
ComMMONJS ANd ES MOAULES ..ottt sttt et esse st e sse st e e s e ssestesassassesassaes 811
NOAE.]S INIEIALIZALION .ot e e e st e st st s e s e e e e s e e e aestanaans 812
Handler Naming CONVENTIONS .......c.ooiiieieeeeececeete ettt e e ae s saeste s e ssesse s e s s e nennanes 812
INPUL @VENT ODJECT .ttt ettt e e e s et e ae st et e s besseesassaesnennaneans 813
Valid RandLer PAtLEINS ...ttt et et te st e s b e e s e s e e a e e e aenaan 813
Using the SDK fOr JAVASCIIPL c..ocviieeeeeececeeetete ettt saestesaesaesse e s e e aesaea e ae s 816
Accessing enviroNmMeNt Variables ...t 817
USING GLODAL SEALE ..ottt sttt e st et e s ae s s e e e e e e e e b e aaaanan 817
BEST PraACLICES ...ttt ettt ssr e s st s s a e s e e s b e e b e e s e e e st e s ae e st e e aeesraeeraenns 818

DEPLOY .ZIP filE QIrCRIVES ...ttt ettt sa et et b e s ae e snesnens 820
USING AWS SAM L.ttt ettt e ste st e s saessse e st e s st e s s e s sa e s s e e s st essaesssaessaeessaasssesssaessseesstesssenns 820
USING the AWS CDK ...ttt testestesve e e e e et e saessesae s s e se s e s s e s et essestassassassaesasnsensansanes 822
Using the AWS CLI and @ShUIld ...ttt 825

DePLloy CONLAINET IMAGES .....ocveeeeeieeeeeeeeetete et cte e e e e e e e te st et e stestessesse s e esasssesaessessensansessassessessnesaensans 828
Using a Node.js base image to build and package TypeScript function code ....................... 828

CONEEXTE ettt sttt st a e st e s et e b st s s s b e s st s bt et e e n e e be st e st e b e et e nesbesntens 836

LOGGING ettt ettt sttt e et e s st e st e s s ta e st e s s a e e s b e e e e e s b e e b e e e b e e b e e e e e e st e aeesa e e e e e ta e teereesstanaraas 839
TOOLS ANA LIDFAFIES ettt b et s sa et s s b et e s et et ssasaesaennen 839
Using Powertools for AWS Lambda (TypeScript) and AWS SAM for structured logging ...... 840
Using Powertools for AWS Lambda (TypeScript) and the AWS CDK for structured
LOGGING ettt ettt s et e et et et et e st e et e e ae e e e e e s et e tenteebeeseesaenaeatentansantans 842
Viewing logs in the Lambda CONSOLE ...ttt 846

XVi



AWS Lambda Developer Guide

Viewing logs in the CloudWatch CONSOLE ......oueoieieieeeeceee ettt 846
TEACING ettt ettt st e s st e e st e s sae s s e e s b e s se e s aesssaessae e seesssasssaesssassseasssesssaessseesstesssessseessseesseesssenses 848
Using Powertools for AWS Lambda (TypeScript) and AWS SAM for tracing .......cccceeuveuennenee. 849
Using Powertools for AWS Lambda (TypeScript) and the AWS CDK for tracing .................... 851
INterpreting an X-RAY TraCe ...ttt e see st e s ae s st e s e e s saeessaesssaessnassnaanns 855
BUilding With PYthON .......aeeeeiiiiiiiiiiiiiiiennnniiiiiiieiitittnsssssssssssssssesssssssssssssssssssssssssssssssssssssssssssss 856
Runtime-included SDK VEISIONS .....cccociveriiiirinieirerenieesestestee et et ssessestesessessesessessessssassessessssassessesens 857
Disabled PYthon fEATUIES ...ttt ettt st se s e a e st et et s 858
RESPONSE FOIMIAL ...ttt et e st e st e s e e e e e s e e et e b e stesaassessessaessensensansansans 858
Graceful shutdown fOr @XEENSIONS ..ottt sttt st ae e 859
HANALEE ettt sttt et sttt e s e st et st et e sa s b et e e ssasaestenassansensssarsensasans 860
Example Python Lambda function €O ...t 860
Handler Naming CONVENTIONS .......c.ooiiieieeecececeeee ettt e e e e s s saestessesaesse s e e s eneaanes 862
Using the Lambda event ObjJECt ...ttt sa e 863
Accessing and using the Lambda context object ... 864
Valid handler signatures for Python handlers ... 864
RETUIMING @ VALUE .ttt ettt et e st e st e st e b s e e s e e et et e st e s assaesaeseenaanaansanean 865
Using the AWS SDK for Python (Boto3) in your handler ..., 866
Accessing enviroNmMeNt Variables ...t 867
Code best practices for Python Lambda functions ... 867
DEPLOY .ZIP filE QIrCRIVES ...ttt ettt e et et b e s a e snesnens 870
Runtime dependencies in PYTRON ...ttt 870
Creating a .zip deployment package with no dependencies ..........ccoeeeeeeeceecrececenececeeneane, 871
Creating a .zip deployment package with dependencies .........ccoourieceeecenececcecceccececeenn, 871
Dependency search path and runtime-included libraries ..., 874
USING _ PYCACHE__ FOLAEIS ettt sttt ra e et a e e aas 876
Creating .zip deployment packages with native libraries ..., 876
Creating and updating Python Lambda functions using .zip files ......cccooiveeeeenenienecieeee 877
DePLloy CONLAINET IMAGES .....ccvieeeeieeeeeeetetetectecte e e e e e e e et e saestestestessesse s e esasssesaessessessansessassessesssessensans 885
AWS base images for PYthON ...ttt s te e eeneaenens 886
USING aN AWS DASE IMAGE ...cueeieeeeeeeeeec ettt e teste e e e e e e e e s et e stesaesse s e e e e s eneneneans 887
USiNg @ NON-AWS DASE IMAGE ...eciiieieieeieeeeeeeete e te e steste s e s e e saesaestessestessessessasssesaensassassansanes 894
LQYEIS ettt ettt te st e st e st e et e s ae e st e s ae e s e e st e et e e bt e e st e e st et e e bt e Rt e e b e e et e e ae e st e e s e e s ae e aeeeseeeaaeaees 904
Package your Llayer CONTENT ...ttt ettt s a et s e st bans 904
Create the layer in Lambda ...ttt ettt ae st ens 778
Add the layer 10 Your fUNCHION ..ottt s 910

XVii



AWS Lambda Developer Guide

Y 1101 0] (<I=T o] o U OO OO TSRS USRS 911
CONEEXTE ettt ettt st e bt st e sttt e s be s b e s st s bt et e e a e e be st e st e sbe et e ne s beentens 912
LOGGING ettt ettt et e s ste st e et e et e st e s s aa e st e s s s e e e b e e b e e s b e e b e e e b e e b e e et e e s e e s e e e e e e e e e sa et eereesstannraas 914

PriNting £0 the LOG ettt st st et e s s e e e e e e a e aesaaeans 914

USING @ 10GQING LIDIArY ..ottt ettt steste s e e e e e st et e s te b e sa e s snennan 915

Using Lambda advanced logging controls with Python ... 917

Viewing logs in Lambda CONSOLE ...ttt a e et sa e ae e 921

Viewing logs in CloudWatch CONSOLE ...ttt ennens 922

VieWing logs WIth AWS CLI ...ttt ste e s se e e s s s e aesae st e saesaassas e ssnennsnnens 922

DELELING LOGS ettt te e e s ettt e st e st e s s e e e e e e et e ae st et e senseeseennennanes 925

TOOLS ANA LIDFAFIES .ottt sttt et sa et s b et s et e s ssasaesaeneen 925

Using Powertools for AWS Lambda (Python) and AWS SAM for structured logging ............ 926

Using Powertools for AWS Lambda (Python) and AWS CDK for structured logging ............. 930
TOSTING ettt e et et e s st e s e e s ae e s b e e s st e st e s b e e b e e et e s b e e b e e e e e e a e e Rt e e b e et e e s e e st eesaeeraeenras 937

Testing your serverless apPLliCAtioNS ..ottt st sa e e aan 938
TEACING ceeieieieecteete ettt st e e see e st e s ae s s e e s b e s s st e s aesssaessbaesseesssesssaesssassseasssesssaesssaesstesssessseessseesseesssenses 940

Using Powertools for AWS Lambda (Python) and AWS SAM for tracing .......cccceeeeveeeecvecnennene 941

Using Powertools for AWS Lambda (Python) and the AWS CDK for tracing ......ccccceeeeeeeenene 943

Using ADOT to instrument your Python functions ... 948

Using the X-Ray SDK to instrument your Python functions .........cccceveiiececececiceeeeeeee 949

Activating tracing with the Lambda conSOLe ...t 950

Activating tracing with the Lambda APl ...ttt 950

Activating tracing with CLOoUdFOrmMAtion ..ot saesaeeens 950

INterpreting an X-RAY TraCe ...ttt st st sste st e sae s sae e s e e s saeessaesssaessnassnnanns 951

Storing runtime dependencies in a layer (X-Ray SDK) ......ccccooeierereneeieeeeeecrecteceese e eeeeenens 954

BUilding With RUDY ....aueeeeiiiiiiiiiiiiiiiientiiiiiieiiiiiieeeesssseesisiseetesttssssssssssssssssssssssssssssssssssssssssssssases 956
Runtime-included SDK VEISIONS .....cc.oiveriiirinieinenentetsestestee et et sestestesessestesessessessssassessessssassessesens 957
Enabling Yet Another RUDY JIT (YJIT) ettt ettt sae st s nnan 958
HANALEE ettt sttt et sttt e s e st et st et e sa s b et et esesaestesassansensssarsansasans 959

RUDY RANALEE DASICS ..ttt ettt sa e bt et b e e a e a et e e e aa s 959

Code best practices for Ruby Lambda functions ... 960
DEPLOY .ZIP filE QIrCRIVES ...ttt ettt se et et b e s ae s rn e ns 963

Dependenci@s iN RUDY ...ttt ettt ste e s e e e s e s et et e st e saessesse e e e saennennan 963

Creating a .zip deployment package with no dependencies ..........coeeeeereceecriceceneeeceeneane 964

Creating a .zip deployment package with dependencies .........ccoeevececenececceeceeceeceecen, 964

Creating a Ruby layer for your dependencies ..........ccuveceeeeeeeeeeeceeseeceestecee e e 966

xviii



AWS Lambda Developer Guide

Creating .zip deployment packages with native libraries ..., 966
Creating and updating Ruby Lambda functions using .zip files .......cccceeeeeeererveveeceecieceenee. 968
DePLloy CONLAINET IMAGES .....ccveeeeeieeeceeeetetecteete e e st e e e e e te s e stestestessesse s e esasssessessessessansassassessesssesaensans 975
AWS base images fOr RUDY ...ttt e et et stestesaesse e e nenanaens 976
USING aN AWS DASE IMAGE ...cuuieieeeeeeeee ettt ettt ste e te e e e e e e e s et e st e ssassessa e e esaenaeaeneans 976
USiNg @ NON-AWS DASE IMAGE ...ecriieieiecieeeeeeeetete et stestesse e s e s s e et e stesaessessesse s e e s e saessansessansanes 983
LQYEIS ittt te st e st e s st e et e s s ae e st e s ae e s e e s b e et e e b e e e st e e st e e e e bt e st e e b e et e e ae e st e e s e e s ae e st eesaeesaeaees 993
Package your Llayer CONTENT ... ettt ettt a e e s bt seeas 993
Create the layer in Lambda ...ttt ettt be s s ens 778
Using gems from layers in @ fUNCLION ..ot 1000
Add the layer t0 your fUNCHION ...ttt e 1001
SAMPLE QPP cetiiiiererereeeete ettt e e et et et e s te st e s e s e e e e e et et et e st et e se e s e e e e s et etetanteeseeseereenaenean 1002
CONEEXTE ..ttt st e st st b e st e st s bt et e st e b e s b e e st e se et e e st e sesaae st e sseenbesneeanesn 1003
LOGGING ettt ettt e st e s ste s st e s te s sae e s b e s s e e s s e s s sa e e b e e s st e e b e e s e e e b e e s e e e s e e st e et e e st e e seassaeesaesaaenns 1004
Creating a function that returns LOgS ... 1004
Viewing logs in the Lambda CONSOLE ...ttt 1005
Viewing logs in the CloudWatch CONSOLE ......oueouieeieieieeeee et 1006
Viewing logs using the AWS Command Line Interface (AWS CLI) ..c.ooeeeeeeeeveeceecrecieciecrenene 1006
DELEEING LOGS ettt sttt e st et e et e e s e e e e s e s et et et e sessaeseeraenean 1009
Working with the Ruby logger LIBrary ... 1009
TEACING ittt ettt te st st e e st e st e s sae e s b e s saeessae s sa e st essse e seesssa s ssassseesstasssassssessseesseesssesssaessseessennns 1011
Enabling active tracing with the Lambda APl ...t aeas 1016
Enabling active tracing with ClLoudFOrmation ... 1017
Storing runtime dependencies iN @ LAYEN ...t 1017
BUilding With JAVa ...ciiiiiiierreeiiiiiiiiiiiiiineeennniiiiiicieiiisssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssss 1019
HANALEE ettt ettt ettt st et s s e st et s e b et e sa s b et e st ssessestesassassenasansan 1023
Setting up your Java handler Project ...ttt aan 1023
Example Java Lambda function COAE ...ttt aenens 1024
Valid class definitions for Java handlers ... 1029
Handler Naming CONVENTIONS ......cc.eoiiieieieietececeeeeeete et ste e s e e e e e e saesaestesaessassassee e ennennan 1030
Defining and accessing the input event object ... 1031
Accessing and using the Lambda context object ... 1032
Using the AWS SDK for Java v2 in your handler ..........eeeeieeeceeeceeeeeeeeeeseceesveenens 1033
Accessing enviroNmMeNt Variables ...ttt re e sr e 1034
USING GLODAL SEALE ..ottt e st e e ettt te s b e s e e e se e e e s abanea