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What is Volume Gateway?

AWS Storage Gateway connects an on-premises software appliance with cloud-based storage to
provide seamless integration with data security features between your on-premises IT environment
and the AWS storage infrastructure. You can use the service to store data in the Amazon Web
Services Cloud for scalable and cost-effective storage that helps maintain data security.

You can deploy Storage Gateway either on-premises as a VM appliance running on VMware ESXi,
KVM, or Microsoft Hyper-V hypervisor, as a hardware appliance, or in AWS as an Amazon EC2
instance. You can use gateways hosted on EC2 instances for disaster recovery, data mirroring, and
providing storage for applications hosted on Amazon EC2.

To see the wide range of use cases that AWS Storage Gateway helps make possible, see AWS
Storage Gateway. For current information about pricing, see Pricing on the AWS Storage Gateway
details page.

AWS Storage Gateway offers file-based (S3 File Gateway and FSx File Gateway), volume-based
(Volume Gateway), and tape-based (Tape Gateway) storage solutions.

This User Guide provides information related to Volume Gateway.

Volume Gateway provides cloud-backed storage volumes that you can mount as Internet Small
Computer System Interface (iSCSI) devices from your on-premises application servers.

Volume Gateway supports the following volume configurations:

« Cached volumes - You store your data in Amazon Simple Storage Service (Amazon S3) and
retain a copy of frequently accessed data subsets locally. Cached volumes offer a substantial cost
savings on primary storage and minimize the need to scale your storage on-premises. You also
retain low-latency access to your frequently accessed data.

» Stored volumes - If you need low-latency access to your entire dataset, first configure your
on-premises gateway to store all your data locally. Then asynchronously back up point-in-
time snapshots of this data to Amazon S3. This configuration provides durable and inexpensive
offsite backups that you can recover to your local data center or Amazon Elastic Compute Cloud
(Amazon EC2). For example, if you need replacement capacity for disaster recovery, you can
recover the backups to Amazon EC2.

For an architectural overview, see How Volume Gateway works.
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In this User Guide, you can find a Getting Started section that covers setup information common
to all gateway types. You can also find Volume Gateway setup requirements, and sections that
describe how to deploy, activate, configure, and manage your Volume Gateway.

The procedures in this User Guide primarily focus on performing gateway operations by using the
AWS Management Console. If you want to perform these operations programmatically, see the
AWS Storage Gateway API Reference.

How Volume Gateway works
Following, you can find an architectural overview of the Volume Gateway solution.

Volume Gateways

For Volume Gateways, you can use either cached volumes or stored volumes.

Topics

+ Cached volumes architecture

« Stored volumes architecture

Cached volumes architecture

By using cached volumes, you can use Amazon S3 as your primary data storage, while retaining
frequently accessed data locally in your Storage Gateway. Cached volumes minimize the need to
scale your on-premises storage infrastructure, while still providing your applications with low-
latency access to their frequently accessed data. You can create storage volumes up to 32 TiB in
size and attach to them as iSCSI devices from your on-premises application servers. Your gateway
stores data that you write to these volumes in Amazon S3 and retains recently read data in your
on-premises Storage Gateway's cache and upload buffer storage.

Cached volumes can range from 1 GiB to 32 TiB in size and must be rounded to the nearest GiB.
Each gateway configured for cached volumes can support up to 32 volumes for a total maximum
storage volume of 1,024 TiB (1 PiB).

In the cached volumes solution, Storage Gateway stores all your on-premises application data in a
storage volume in Amazon S3. The following diagram provides an overview of the cached volumes
deployment.
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After you install the Storage Gateway software appliance—the VM—on a host in your data center

and activate it, you use the AWS Management Console to provision storage volumes backed

by Amazon S3. You can also provision storage volumes programmatically using the Storage
Gateway API or the AWS SDK libraries. You then mount these storage volumes to your on-premises
application servers as iSCSI devices.

You also allocate disks on-premises for the VM. These on-premises disks serve the following
purposes:

« Disks for use by the gateway as cache storage — As your applications write data to the storage
volumes in AWS, the gateway first stores the data on the on-premises disks used for cache
storage. Then the gateway uploads the data to Amazon S3. The cache storage acts as the on-
premises durable store for data that is waiting to upload to Amazon S3 from the upload buffer.

The cache storage also lets the gateway store your application's recently accessed data on-
premises for low-latency access. If your application requests data, the gateway first checks the
cache storage for the data before checking Amazon S3.

You can use the following guidelines to determine the amount of disk space to allocate for cache
storage. Generally, you should allocate at least 20 percent of your existing file store size as cache
storage. Cache storage should also be larger than the upload buffer. This guideline helps make
sure that cache storage is large enough to persistently hold all data in the upload buffer that has
not yet been uploaded to Amazon S3.
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» Disks for use by the gateway as the upload buffer — To prepare for upload to Amazon S3,
your gateway also stores incoming data in a staging area, referred to as an upload buffer. Your
gateway uploads this buffer data over an encrypted Secure Sockets Layer (SSL) connection to
AWS, where it is stored encrypted in Amazon S3.

You can take incremental backups, called snapshots, of your storage volumes in Amazon S3. These
point-in-time snapshots are also stored in Amazon S3 as Amazon EBS snapshots. When you take

a new snapshot, only the data that has changed since your last snapshot is stored. When the
snapshot is taken, the gateway uploads the changes up to the snapshot point, then creates the new
snapshot using Amazon EBS. You can initiate snapshots on a scheduled or one-time basis. A single
volume supports queueing multiple snapshots in rapid succession, but each snapshot must finish
being created before the next can be taken. When you delete a snapshot, only the data not needed
for any other snapshots is removed. For information about Amazon EBS snapshots, see Amazon
EBS snapshots.

You can restore an Amazon EBS snapshot to a gateway storage volume if you need to recover a
backup of your data. Alternatively, for snapshots up to 16 TiB in size, you can use the snapshot as a
starting point for a new Amazon EBS volume. You can then attach this new Amazon EBS volume to
an Amazon EC2 instance.

All gateway data and snapshot data for cached volumes is stored in Amazon S3 and encrypted at
rest using server-side encryption (SSE). However, you can't access this data with the Amazon S3 API
or other tools such as the Amazon S3 Management Console.

Stored volumes architecture

By using stored volumes, you can store your primary data locally, while asynchronously backing up
that data to AWS. Stored volumes provide your on-premises applications with low-latency access
to their entire datasets. At the same time, they provide durable, offsite backups. You can create
storage volumes and mount them as iSCSI devices from your on-premises application servers.
Data written to your stored volumes is stored on your on-premises storage hardware. This data is
asynchronously backed up to Amazon S3 as Amazon Elastic Block Store (Amazon EBS) snapshots.

Stored volumes can range from 1 GiB to 16 TiB in size and must be rounded to the nearest GiB.
Each gateway configured for stored volumes can support up to 32 volumes and a total volume
storage of 512 TiB (0.5 PiB).

With stored volumes, you maintain your volume storage on-premises in your data center. That is,
you store all your application data on your on-premises storage hardware. Then, using features
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that help maintain data security, the gateway uploads data to the Amazon Web Services Cloud for
cost-effective backup and rapid disaster recovery. This solution is ideal if you want to keep data
locally on-premises, because you need to have low-latency access to all your data, and also to
maintain backups in AWS.

The following diagram provides an overview of the stored volumes deployment.
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After you install the Storage Gateway software appliance—the VM—on a host in your data center

and activated it, you can create gateway storage volumes. You then map them to on-premises
direct-attached storage (DAS) or storage area network (SAN) disks. You can start with either
new disks or disks already holding data. You can then mount these storage volumes to your on-
premises application servers as iSCSI devices. As your on-premises applications write data to and
read data from a gateway's storage volume, this data is stored and retrieved from the volume's
assigned disk.

To prepare data for upload to Amazon S3, your gateway also stores incoming data in a staging
area, referred to as an upload buffer. You can use on-premises DAS or SAN disks for working
storage. Your gateway uploads data from the upload buffer over an encrypted Secure Sockets
Layer (SSL) connection to the Storage Gateway service running in the Amazon Web Services Cloud.
The service then stores the data encrypted in Amazon S3.

You can take incremental backups, called snapshots, of your storage volumes. The gateway stores
these snapshots in Amazon S3 as Amazon EBS snapshots. When you take a new snapshot, only the
data that has changed since your last snapshot is stored. When the snapshot is taken, the gateway
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uploads the changes up to the snapshot point, then creates the new snapshot using Amazon EBS.
You can initiate snapshots on a scheduled or one-time basis. A single volume supports queueing
multiple snapshots in rapid succession, but each snapshot must finish being created before the
next can be taken. When you delete a snapshot, only the data not needed for any other snapshot is
removed.

You can restore an Amazon EBS snapshot to an on-premises gateway storage volume if you need
to recover a backup of your data. You can also use the snapshot as a starting point for a new
Amazon EBS volume, which you can then attach to an Amazon EC2 instance.
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Getting started with AWS Storage Gateway

This section provides instructions for getting started with AWS. You need an AWS account before
you can start using AWS Storage Gateway. You can use an existing AWS account, or sign up for

a new account. You also need an IAM user in your AWS account that belongs to a group with

the necessary administrative permissions to perform Storage Gateway tasks. Users with the
appropriate privileges can access the Storage Gateway console and Storage Gateway API to
perform gateway deployment, configuration, and maintenance tasks. If you are a first-time

user, we recommend that you review the Supported AWS regions and Volume Gateway setup

requirements sections before you being working with Storage Gateway.

This section contains the following topics, which provide additional information about getting
started with AWS Storage Gateway:

Topics

» Sign Up for AWS Storage Gateway - Learn how to sign up for AWS and create an AWS account.

» Create an IAM user with administrator privileges - Learn how to create an IAM user with

administrative privileges for your AWS account.

» Accessing AWS Storage Gateway - Learn how to access AWS Storage Gateway through the
Storage Gateway console or programmatically using the AWS SDKs.

« AWS Regions that support Storage Gateway - Learn which AWS Regions you can use to store

your data when you activate your gateway in Storage Gateway.

Sign Up for AWS Storage Gateway

An AWS account is a fundamental requirement for accessing AWS services. Your AWS account is the
basic container for all of the AWS resources you create as an AWS user. Your AWS account is also
the basic security boundary for your AWS resources. Any resources that you create in your account
are available to users who have credentials for the account. Before you can start using AWS Storage
Gateway, you need to sign up for an AWS account.

If you do not have an AWS account, complete the following steps to create one.
To sign up for an AWS account

1. Open https://portal.aws.amazon.com/billing/signup.
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2. Follow the online instructions.

Part of the sign-up procedure involves receiving a phone call or text message and entering a
verification code on the phone keypad.

When you sign up for an AWS account, an AWS account root user is created. The root user
has access to all AWS services and resources in the account. As a security best practice, assign
administrative access to a user, and use only the root user to perform tasks that require root

user access.

We also recommend that you require your users to use temporary credentials when accessing
AWS. To provide temporary credentials, you can use federation and an identity provider, such as
AWS |IAM Identity Center. If your company already uses an identity provider, you can use it with
federation to simplify how you provide access to the resources in your AWS account.

Create an IAM user with administrator privileges

After you create your AWS account, use the following steps to create an AWS Identity and Access
Management (IAM) user for yourself, and then add that user to a group that has administrative
permissions. For more information about using the AWS Identity and Access Management service
to control access to Storage Gateway resources, see Identity and Access Management for AWS
Storage Gateway.

To create an administrator user, choose one of the following options.

Choose To By You can also

one

way to

manage

your

administr

ator

In IAM Use short-term Following the instructions Configure programmatic

Identity  credentials to access in Getting started in the access by Configuring the

Center AWS. AWS IAM lIdentity Center AWS CLI to use AWS IAM
User Guide. Identity Center in the AWS
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Choose To By You can also
one

way to

manage

your

administr

ator

(Recomme This aligns with the Command Line Interface User
ded) security best practices Guide.

. For information

about best practices

, see Security best

practices in IAM in the

IAM User Guide.

In IAM Use long-term Following the instructions ~ Configure programmatic
credentials to access in Create an IAM user for access by Manage access keys

(Not AWS. emergency access in the for IAM users in the IAM User

MR IAM User Guide. Guide.

ed)

/A Warning

IAM users have long-term credentials which present a security risk. To help mitigate this
risk, we recommend that you provide these users with only the permissions they require to
perform the task and that you remove these users when they are no longer needed.

Accessing AWS Storage Gateway

You can use the AWS Storage Gateway console to perform various gateway configuration and

maintenance tasks, including activating or removing Storage Gateway hardware appliances from
your deployment, creating, managing, and deleting the different types of gateways, creating,
managing, and deleting storage volumes, and monitoring the health and status of various
elements of the Storage Gateway service. For simplicity and ease of use, this guide focuses on
performing tasks using the Storage Gateway console web interface. You can access the Storage
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Gateway console through your web browser at: https://console.aws.amazon.com/storagegateway/

home/.

If you prefer a programmatic approach, you can use the AWS Storage Gateway Application
Programming Interface (API) or Command Line Interface (CLI) to set up and manage the resources
in your Storage Gateway deployment. For more information about actions, data types, and
required syntax for the Storage Gateway API, see the Storage Gateway API Reference. For more
information about the Storage Gateway CLI, see the AWS CLI Command Reference.

You can also use the AWS SDKs to develop applications that interact with Storage Gateway. The
AWS SDKs for Java, .NET, and PHP wrap the underlying Storage Gateway API to simplify your
programming tasks. For information about downloading the SDK libraries, see the AWS Developer
Center.

For information about pricing, see AWS Storage Gateway pricing.

AWS Regions that support Storage Gateway

An AWS Region is a physical location in the world where AWS has multiple Availability Zones.
Availability Zones consist of one or more discrete AWS data centers, each with redundant power,
networking, and connectivity, housed in separate facilities. This means that each AWS Region is
physically isolated and independent of the other Regions. Regions provide fault tolerance, stability,
and resilience, and can also reduce latency. The resources that you create in one Region do not
exist in any other Region unless you explicitly use a replication feature offered by an AWS service.
For example, Amazon S3 and Amazon EC2 support cross-Region replication. Some services, such
as AWS Identity and Access Management, do not have Regional resources. You can launch AWS
resources in locations that meet your business requirements. For example, you might want to
launch Amazon EC2 instances to host your AWS Storage Gateway appliances in an AWS Region

in Europe to be closer to your European users, or to meet legal requirements. Your AWS account
determines which of the Regions supported by a specific service are available for you to use.

» Storage Gateway—For supported AWS Regions and a list of AWS service endpoints you can use
with Storage Gateway, see AWS Storage Gateway Endpoints and Quotas in the AWS General
Reference.

» Storage Gateway Hardware Appliance—For supported AWS Regions you can use with the
hardware appliance, see AWS Storage Gateway Hardware Appliance Regions in the AWS General
Reference.
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Requirements for setting up Volume Gateway

Unless otherwise noted, the following requirements are common to all gateway configurations.

Topics

» Hardware and storage requirements

» Network and firewall requirements

» Supported hypervisors and host requirements

» Supported iSCSI initiators

Hardware and storage requirements

This section describes the minimum hardware and settings for your gateway and the minimum
amount of disk space to allocate for the required storage.

Hardware requirements for VMs

When deploying your gateway, you must make sure that the underlying hardware on which you
deploy the gateway VM can dedicate the following minimum resources:

« Four virtual processors assigned to the VM.

» For Volume Gateway, your hardware should dedicate the following amounts of RAM:
» 16 GiB of reserved RAM for gateways with cache size up to 16 TiB
» 32 GiB of reserved RAM for gateways with cache size 16 TiB to 32 TiB
» 48 GiB of reserved RAM for gateways with cache size 32 TiB to 64 TiB

« 80 GiB of disk space for installation of VM image and system data.

For more information, see Optimizing gateway performance. For information about how your

hardware affects the performance of the gateway VM, see AWS Storage Gateway quotas.

Requirements for Amazon EC2 instance types

When deploying your gateway on Amazon Elastic Compute Cloud (Amazon EC2), the instance size
must be at least xlarge for your gateway to function. However, for the compute-optimized instance
family the size must be at least 2xlarge.
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® Note

The Storage Gateway AMI is only compatible with x86-based instances that use Intel or
AMD processors. ARM-based instances that use Graviton processors are not supported.

For Volume Gateway, your Amazon EC2 instance should dedicate the following amounts of RAM
depending on the cache size you plan to use for your gateway:

» 16 GiB of reserved RAM for gateways with cache size up to 16 TiB
» 32 GiB of reserved RAM for gateways with cache size 16 TiB to 32 TiB
» 48 GiB of reserved RAM for gateways with cache size 32 TiB to 64 TiB

Use one of the following instance types recommended for your gateway type.

Recommended for cached volumes

» General-purpose instance family — m4, m5, or m6 instance type.

» Compute-optimized instance family — ¢4, ¢5, ¢6, or c7 instance types. Choose the 2xlarge
instance size or higher to meet the required RAM requirements.

« Memory-optimized instance family - r3, r5, r6, or r7 instance types.

» Storage-optimized instance family - i3, i4, or i7 instance types.

Storage requirements

In addition to 80 GiB disk space for the VM, you also need additional disks for your gateway.

The following table recommends sizes for local disk storage for your deployed gateway.

Gateway Cache Cache Upload Upload Other

Type (Minimum) (Maximum) Buffer Buffer Required
(Minimum) (Maximum) Local Disks

Cached 150 GiB 64 TiB 150 GiB 2TiB —

Volume

Gateway
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Gateway Cache Cache Upload Upload Other
Type (Minimum) (Maximum) Buffer Buffer Required
(Minimum) (Maximum) Local Disks
Stored — — 150 GiB 2TiB 1 or more
Volume for stored
Gateway volume or
volumes
® Note

You can configure one or more local drives for your cache and upload buffer, up to the
maximum capacity.

When adding cache or upload buffer to an existing gateway, it's important to create new
disks in your host (hypervisor or Amazon EC2 instance). Don't change the size of existing
disks if the disks have been previously allocated as either a cache or upload buffer.

For information about gateway quotas, see AWS Storage Gateway quotas.

Network and firewall requirements

Your gateway requires access to the internet, local networks, Domain Name Service (DNS) servers,
firewalls, routers, and so on. Following, you can find information about required ports and how to
allow access through firewalls and routers.

(® Note

In some cases, you might deploy Storage Gateway on Amazon EC2 or use other types of
deployment (including on-premises) with network security policies that restrict AWS IP
address ranges. In these cases, your gateway might experience service connectivity issues
when the AWS IP range values changes. The AWS IP address range values that you need to
use are in the Amazon service subset for the AWS Region that you activate your gateway in.
For the current IP range values, see AWS IP address ranges in the AWS General Reference.
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® Note

Network bandwidth requirements vary based on the quantity of data that is uploaded

and downloaded by the gateway. A minimum of 1T00Mbps is required to successfully
download, activate, and update the gateway. Your data transfer patterns will determine the
bandwidth necessary to support your workload. In some cases, you might deploy Storage
Gateway on Amazon EC2 or use other types of deployment

Topics

Port requirements

Networking and firewall requirements for the Storage Gateway Hardware Appliance

Allowing AWS Storage Gateway access through firewalls and routers

Configuring security groups for your Amazon EC2 gateway instance

Port requirements

Volume Gateway requires specific ports to be allowed through your network security for successful
deployment and operation. Some ports are required for all gateways, while others are required
only for specific configurations, such as when connecting to VPC endpoints.

Port requirements for Volume Gateway

Network From To Protocol Port Inbound Outboun( Required Notes
Element

Web Your Storage TCP 80 v v v Used
browser web Gateway HTTP by local
browser VM systems
to
obtain
the
Storage
Gateway
activatio
n key.
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Network From To Protocol Port Inbound Outbount Required Notes
Element

Port 80
is used
only
during
activatio
nofa
Storage
Gateway
appliance
LA
Storage
Gateway
VM
doesn't
require
port 80
to be
publicly
accessibl
e. The
required
level of
access
to port
80
depends
on your
network
configura
tion.

If you
activate
your
gateway
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Network From

Element

Web
browser

Storage
Gateway
VM

To

AWS

Protocol

TCP
HTTPS

Port

443

Inbound Outbount Required Notes

from

the
Storage
Gateway
Managemen
t
Console,
the

host
from
which
you
connect
to the
console
must
have
access
to your
gateway's
port 80.

AWS
Managemen
t

Console

(all

other
operation

s)

Port requirements
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Network
Element

DNS

From

Storage
Gateway
VM

To

Domain
Name
Service
(DNS)
server

Protocol Port

TCP & 53
UDP
DNS

Inbound Outbount Required Notes

v v v Used

for
communica
tion
between
a
Storage
Gateway
VM and
the

DNS
server
for IP
name
resolutio
n.

Port requirements
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Network From To Protocol Port Inbound Outbount Required Notes
Element

NTP Storage Network TCP & 123 v v v Used
Gateway Time UDP by on-
VM Protocol NTP premis

(NTP) es

server systems
to
synchroni
ze VM
time
to the
host
time. A
Storage
Gateway
VM is
configure
d to
use the
following
NTP
servers:

« 0.amazon.
pool.ntp.
org

¢ 7.amazon.
pool.ntp.
org

e« 2.amazon.

pool.ntp.
org

Port requirements API Version 2013-06-30 18
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Network From To Protocol Port Inbound Outbount Required Notes
Element

¢ 3.amazon.
pool.ntp.
org

(® Note

Not
required
for
gateways
hosted
on
Amazon
EC2.
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Network From To Protocol Port Inbound Outbount Required Notes
Element

Storage  Storage Support TCP 22 v v v Allows
Gateway Gateway Endpoint SSH Support
VM to

access
your
gateway
to help
you
with
troublesh
ooting
gateway
issues.
You
don't
need
this
port
open
for the
normal
operation
of your
gateway,
but it is
required
for
troublesh
ooting.
For a
list of
support
endpoints

Port requirements API Version 2013-06-30 20
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Network From To Protocol

Element

Storage Storage AWS TCP

Gateway Gateway HTTPS
VM

Amazon Storage AWS TCP

CloudFror Gateway HTTPS

t VM

VPC Storage AWS TCP
Gateway HTTPS
VM

VPC Storage AWS TCP
Gateway HTTPS
VM

Port Inbound Outbount Required Notes

443 v v

443 v v

443 v v

1026 v

J'k

/*

, see
Support
endpoints

Managemen
t
control

For
activatio
n

Managemen
t
control

*Required
only
when
using

VPC
endpoints

Control
Plane
endpoint

*Required
only
when
using

VPC
endpoints

Port requirements
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Network From

Gateway

Gateway

Gateway

Element

VPC Storage
VM

VPC Storage
VM

VPC Storage
VM

Protocol Port

TCP 1027
HTTPS
TCP 1028
HTTPS
TCP 1031
HTTPS

Inbound Outbount Required Notes

v v*
v v*
v v*

Anon
Control
Plane
(for
activatio
n)

*Required
only
when
using

VPC
endpoints

Proxy
endpoint

*Required
only
when
using

VPC
endpoints

Data
Plane

*Required
only
when
using

VPC
endpoints

Port requirements
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Network From To Protocol

Element

VPC Storage AWS TCP
Gateway HTTPS
VM

VPC Storage AWS TCP
Gateway HTTPS
VM

Port

2222

443

/*

J*

Inbound Outbount Required Notes

SSH
Support
Channel
for
VPCe

*Required
only for
opening
support
channel
when
using

VPC
endpoints

Managemen
t
control

*Required
only
when
using

VPC
endpoints

Port requirements
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Network From

Element
iSCSI iSCSI
Client client

To

Storage
Gateway

VM

Protocol Port

TCP 3260

Inbound Outbount Required Notes

v v v For

local
systems
to
connect
to iSCSI
targets
exposed
by the
gateway.

The following illustration shows network traffic flow for a basic Volume Gateway deployment.

TCP 3260 (iSCsl)

-~

iSCSI
Initiator

TCP 80 (HTTP - activation)

TCP/UDP 53 (DNS)

\

)

4 )

TCP 443 (HTTPS - data and control)

Q,

Tape Gateway
—-OR --
Volume Gateway

TCP 22 (support channel)

______________ > Storage Gateway

Service

\\ J

o
TCP 443 (HTTPS - activation)
-~ J ”
A
I lUDP’IZS (NTP) Amazon
: CloudFront
|
|
DNS Server ! NTP Server
|
|

TCP 443 (HTTPS)

i St

Web Browser

IC

AWS
Management Console

Port requirements
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Networking and firewall requirements for the Storage Gateway
Hardware Appliance

Each Storage Gateway Hardware Appliance requires the following network services:
« Internet access — an always-on network connection to the internet through any network
interface on the server.

» DNS services — DNS services for communication between the hardware appliance and DNS
server.

« Time synchronization — an automatically configured Amazon NTP time service must be
reachable.

« IP address — A DHCP or static IPv4 address assigned. You cannot assign an IPv6 address.

There are five physical network ports at the rear of the Dell PowerEdge R640 server. From left to
right (facing the back of the server) these ports are as follows:

1. iDRAC
eml
em2

em3

ok WN

em4

You can use the iDRAC port for remote server management.

8080
. "”.TP —> 443 * aws-gw.<region>.amazonaws.com
(activation only) HTTPS s3.<region>.amazonaws.com/s3.amazonaws.com

22y 54201223107

CJ _
‘? SSH

< >
_|: _UD1P3I?ITP_) * amazon.pool.ntp.org

—/—s =

Storage Gateway 53
Corporate Network Hardware Appliance —ng > DNSserver(s)

A hardware appliance requires the following ports to operate.

Networking and firewall requirements for the hardware appliance API Version 2013-06-30 25



AWS Storage Gateway

Volume Gateway User Guide

Protocol Port Direction Source Destination How
Used
SSH 22 Outbound Hardware 54.201.22 Support
appliance 3.107 channel
DNS 53 Outbound Hardware DNS servers Name
appliance resolutio
n
UDP/NTP 123 Outbound Hardware *  amazon. Time
appliance pool.ntp. synchroni
org zation
HTTPS 443 Outbound Hardware * _amazona Data
appliance wS.com transfer
HTTP 8080 Inbound AWS Hardware Activatio
appliance n (only
briefly)

To perform as designed, a hardware appliance requires network and firewall settings as follows:

Configure all connected network interfaces in the hardware console.

Make sure that each network interface is on a unique subnet.

Provide all connected network interfaces with outbound access to the endpoints listed in the
diagram preceding.

Configure at least one network interface to support the hardware appliance. For more

information, see Configuring hardware appliance network parameters.

(@ Note

For an illustration showing the back of the server with its ports, see Physically installing

your hardware appliance
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All IP addresses on the same network interface (NIC), whether for a gateway or a host, must be on
the same subnet. The following illustration shows the addressing scheme.

@Ie subnet
.I

HostIP
(Configure on Hardware Appliance Console)

Lil

Service IP
(Configure on Gateway Local Service Console)

For more information on activating and configuring a hardware appliance, see Using the Storage
Gateway Hardware Appliance.

Allowing AWS Storage Gateway access through firewalls and routers

Your gateway requires access to the following service endpoints to communicate with AWS. If you
use a firewall or router to filter or limit network traffic, you must configure your firewall and router
to allow these service endpoints for outbound communication to AWS.
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® Note

If you configure private VPC endpoints for your Storage Gateway to use for connection and
data transfer to and from AWS, your gateway does not require access to the public internet.
For more information, see Activating a gateway in a virtual private cloud.

/A Important

Depending on your gateway's AWS Region, replace region in the service endpoint with the
correct region string.

The following service endpoints are required by all gateways for control path (anon-cp, client-cp,
proxy-app) and data path (dp-1) operations.

anon-cp.storagegateway.region.amazonaws.com: 443
client-cp.storagegateway.region.amazonaws.com: 443
proxy-app.storagegateway.region.amazonaws.com:443
dp-1.storagegateway.region.amazonaws.com: 443

The following gateway service endpoint is required to make API calls.

storagegateway.region.amazonaws.com: 443

The following example is a gateway service endpoint in the US West (Oregon) Region (us-
west-2).

storagegateway.us-west-2.amazonaws.com: 443

A Storage Gateway VM is configured to use the following NTP servers.

.amazon.pool.ntp.org
.amazon.pool.ntp.org
.amazon.pool.ntp.org
.amazon.pool.ntp.org

NN RS
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» Storage Gateway—For supported AWS Regions and a list of AWS service endpoints you can use
with Storage Gateway, see AWS Storage Gateway endpoints and quotas in the AWS General
Reference.

» Storage Gateway Hardware Appliance—For supported AWS Regions you can use with the
hardware appliance see Storage Gateway hardware appliance regions in the AWS General
Reference.

Configuring security groups for your Amazon EC2 gateway instance

A security group controls traffic to your Amazon EC2 gateway instance. When you configure a
security group, we recommend the following:

» The security group should not allow incoming connections from the outside internet. It should
allow only instances within the gateway security group to communicate with the gateway.
If you need to allow instances to connect to the gateway from outside its security group, we
recommend that you allow connections only on ports 3260 (for iSCSI connections) and 80 (for
activation).

« If you want to activate your gateway from an Amazon EC2 host outside the gateway security
group, allow incoming connections on port 80 from the IP address of that host. If you cannot
determine the activating host's IP address, you can open port 80, activate your gateway, and
then close access on port 80 after completing activation.

» Allow port 22 access only if you are using Support for troubleshooting purposes. For more
information, see You want Support to help troubleshoot your EC2 gateway.

In some cases, you might use an Amazon EC2 instance as an initiator (that is, to connect to iSCSI
targets on a gateway that you deployed on Amazon EC2. In such a case, we recommend a two-step
approach:

1. You should launch the initiator instance in the same security group as your gateway.

2. You should configure access so the initiator can communicate with your gateway.

For information about the ports to open for your gateway, see Port requirements.
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Supported hypervisors and host requirements

You can run Storage Gateway on-premises as either a virtual machine (VM) appliance, or a physical
hardware appliance, or in AWS as an Amazon EC2 instance.

(@ Note

When a manufacturer ends general support for a hypervisor version, Storage Gateway
also ends support for that hypervisor version. For detailed information about support for
specific versions of a hypervisor, see the manufacturer's documentation.

Storage Gateway supports the following hypervisor versions and hosts:

« VMware ESXi Hypervisor (version 7.0 or 8.0) — For this setup, you also need a VMware vSphere
client to connect to the host.

» Microsoft Hyper-V Hypervisor (version 2012 R2, 2016, 2019, or 2022) - A free, standalone
version of Hyper-V is available at the Microsoft Download Center. For this setup, you need a

Microsoft Hyper-V Manager on a Microsoft Windows client computer to connect to the host.

 Linux Kernel-based Virtual Machine (KVM) - A free, open-source virtualization technology. KVM
is included in all versions of Linux version 2.6.20 and newer. Storage Gateway is tested and
supported for the CentOS/RHEL 7.7, Ubuntu 16.04 LTS, and Ubuntu 18.04 LTS distributions.
Any other modern Linux distribution may work, but function or performance is not guaranteed.
We recommend this option if you already have a KVM environment up and running and you are
already familiar with how KVM works.

« Amazon EC2 instance — Storage Gateway provides an Amazon Machine Image (AMI) that contains
the gateway VM image. Only file, cached volume, and Tape Gateway types can be deployed on
Amazon EC2. For information about how to deploy a gateway on Amazon EC2, see Deploy a
customized Amazon EC2 instance for Volume Gateway.

» Storage Gateway Hardware Appliance — Storage Gateway provides a physical hardware appliance
as a on-premises deployment option for locations with limited virtual machine infrastructure.

(® Note

Storage Gateway doesn't support recovering a gateway from a VM that was created from a
snapshot or clone of another gateway VM or from your Amazon EC2 AMI. If your gateway

Supported hypervisors and host requirements API Version 2013-06-30 30


http://www.microsoft.com/en-us/search/Results.aspx?q=hyper-V&form=DLC

AWS Storage Gateway Volume Gateway User Guide

VM malfunctions, activate a new gateway and recover your data to that gateway. For more
information, see Recovering from an unexpected virtual machine shutdown.
Storage Gateway doesn't support dynamic memory and virtual memory ballooning.

Supported iSCSI initiators

When you deploy a cached volume or stored Volume Gateway, you can create iSCSI storage
volumes on your gateway.

To connect to these iSCSI devices, Storage Gateway supports the following iSCSI initiators:

» Microsoft Windows Server 2022
» Red Hat Enterprise Linux 8
» Red Hat Enterprise Linux 9

« VMware ESX Initiator, which provides an alternative to using initiators in the guest operating
systems of your VMs

/A Important

Storage Gateway doesn't support Microsoft Multipath 1/0 (MPIO) from Windows clients.
Storage Gateway supports connecting multiple hosts to the same volume if the hosts
coordinate access by using Windows Server Failover Clustering (WSFC). However, you can't
connect multiple hosts to that same volume (for example, sharing a nonclustered NTFS/
ext4 file system) without using WSFC.
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Using the Storage Gateway Hardware Appliance

(@ Note

End of availability notice: As of May 12, 2025, the AWS Storage Gateway Hardware
Appliance will no longer be offered. Existing customers with the AWS Storage Gateway
Hardware Appliance can continue to use and receive support until May 2028. As an
alternative, you can use the AWS Storage Gateway service to give your applications on-
premises and in-cloud access to virtually unlimited cloud storage.

The Storage Gateway Hardware Appliance is a physical hardware appliance with the Storage
Gateway software preinstalled on a validated server configuration. You can manage the hardware
appliances in your deployment from the Hardware appliance overview page in the AWS Storage
Gateway console.

The hardware appliance is a high-performance 1U server that you can deploy in your data center,
or on-premises inside your corporate firewall. When you buy and activate your hardware appliance,
the activation process associates the hardware appliance with your AWS account. After activation,
your hardware appliance appears in the console on the Hardware appliance overview page. You
can configure the hardware appliance as an S3 File Gateway, FSx File Gateway, Tape Gateway, or
Volume Gateway type. The procedure that you use to deploy these gateway types on a hardware
appliance is same as on a virtual platform.

For a list of supported AWS Regions where the Storage Gateway Hardware Appliance is available
for activation and use, see Storage Gateway Hardware Appliance Regions in the AWS General
Reference.

In the sections that follow, you can find instructions about how to set up, rack mount, power,
configure, activate, launch, use, and delete an Storage Gateway Hardware Appliance.

Topics

Setting up your Storage Gateway Hardware Appliance

Physically installing your hardware appliance

Accessing the hardware appliance console

Configuring hardware appliance network parameters

Activating your Storage Gateway Hardware Appliance
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» Creating a gateway on your hardware appliance

« Configuring a gateway IP address on the hardware appliance

« Removing gateway software from your hardware appliance

» Deleting your Storage Gateway Hardware Appliance

Setting up your Storage Gateway Hardware Appliance

(® Note

End of availability notice: As of May 12, 2025, the AWS Storage Gateway Hardware
Appliance will no longer be offered. Existing customers with the AWS Storage Gateway
Hardware Appliance can continue to use and receive support until May 2028. As an
alternative, you can use the AWS Storage Gateway service to give your applications on-
premises and in-cloud access to virtually unlimited cloud storage.

After you receive your Storage Gateway Hardware Appliance, you use the hardware appliance
local console to configure networking to provide an always-on connection to AWS and activate
your appliance. Activation associates your appliance with the AWS account that is used during the
activation process. After the appliance is activated, you can launch an S3 File Gateway, FSx File
Gateway, Tape Gateway, or Volume Gateway from the Storage Gateway console.

To install and configure your hardware appliance

1. Rack-mount the appliance, and plug in power and network connections. For more information,
see Physically installing your hardware appliance.

2. Set the Internet Protocol version 4 (IPv4) addresses for the hardware appliance (the host). For
more information, see Configuring hardware appliance network parameters.

3. Activate the hardware appliance on the console Hardware appliance overview page in the
AWS Region of your choice. For more information, see Activating your Storage Gateway

Hardware Appliance.

4. Create a gateway on your hardware appliance. For more information, see Creating a Volume
Gateway.

You set up gateways on your hardware appliance the same way that you set up gateways on
VMware ESXi, Microsoft Hyper-V, Linux Kernel-based Virtual Machine (KVM), or Amazon EC2.
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Increasing the usable cache storage

You can increase the usable storage on the hardware appliance from 5 TB to 12 TB. Doing this
provides a larger cache for low latency access to data in AWS. If you ordered the 5 TB model, you
can increase the usable storage to 12 TB by buying five 1.92 TB SSDs (solid state drives).

You can then add them to the hardware appliance before you activate it. If you have already
activated the hardware appliance and want to increase the usable storage on the appliance to 12
TB, do the following:

1. Reset the hardware appliance to its factory settings. Contact AWS Support for instructions on
how to do this.
2. Add five 1.92 TB SSDs to the appliance.

Network interface card options

Depending on the model of appliance you ordered, it may come with a 10G-Base-T RJ45 copper, or
a 10G DA/SFP+ network card.
» 10G-Base-T NIC configuration:
o Use CAT6 cables for 10G or CAT5(e) for 1G
« 10G DA/SFP+ NIC configuration:
» Use Twinax copper Direct Attach Cables up to 5 meters
« Dell/Intel compatible SFP+ optical modules (SR or LR)

o SFP/SFP+ copper transceiver for 1G-Base-T or 10G-Base-T
Physically installing your hardware appliance

(® Note

End of availability notice: As of May 12, 2025, the AWS Storage Gateway Hardware
Appliance will no longer be offered. Existing customers with the AWS Storage Gateway
Hardware Appliance can continue to use and receive support until May 2028. As an
alternative, you can use the AWS Storage Gateway service to give your applications on-
premises and in-cloud access to virtually unlimited cloud storage.
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Your appliance has a 1U form factor and fits in a standard International Electrotechnical
Commission (IEC) compliant 19-inch rack.

Prerequisites
To install your hardware appliance, you need the following components:

« Power cables: one required, two recommended.

» Supported network cabling (depending on which Network Interface Card (NIC) is included in the
hardware appliance). Twinax Copper DAC, SFP+ optical module (Intel compatible) or SFP to Base-
T copper transceiver.

» Keyboard and monitor, or a keyboard, video, and mouse (KVM) switch solution.

(® Note

Before you perform the following procedure, make sure that you meet all of the
requirements for the Storage Gateway Hardware Appliance as described in Networking and

firewall requirements for the Storage Gateway Hardware Appliance.

To physically install your hardware appliance

1. Unbox your hardware appliance and follow the instructions contained in the box to rack-
mount the server.

The following image shows the back of the hardware appliance with ports for connecting
power, ethernet, monitor, USB keyboard, and iDRAC.
hardware appliance one rear with network and power connector labels.

Lc:::m*nm

--- Jln-n----lt'ii,

| %% ) 0 °oooe ' > | &
- — el -4 . seece (g | £ - y
iDRAC T em2 T em4 PoIver PoIver
em1 em3 Connection 1 Connection 2

hardware appliance one rear with network and power connector labels.

2. Plugin a power connection to each of the two power supplies. It's possible to plug in to only
one power connection, but we recommend power connections to both power supplies for
redundancy.
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3.

Plug an Ethernet cable into the eml1 port to provide an always-on internet connection. The em1
port is the first of the four physical network ports on the rear, from left to right.

(® Note

The hardware appliance doesn't support VLAN trunking. Set up the switch port to
which you are connecting the hardware appliance as a non-trunked VLAN port.

Plug in the keyboard and monitor.

Power on the server by pressing the Power button on the front panel, as shown in the
following image.
hardware appliance front with power button label.

Power
button

hardware appliance front with power button label.

Next step

Accessing the hardware appliance console

Accessing the hardware appliance console

(@ Note

End of availability notice: As of May 12, 2025, the AWS Storage Gateway Hardware
Appliance will no longer be offered. Existing customers with the AWS Storage Gateway
Hardware Appliance can continue to use and receive support until May 2028. As an
alternative, you can use the AWS Storage Gateway service to give your applications on-
premises and in-cloud access to virtually unlimited cloud storage.
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When you power on your hardware appliance, the hardware appliance console appears on the
monitor. The hardware appliance console presents a user interface specific to AWS that you can
use to set an administrator password, configure initial network parameters, and open a support
channel to AWS.

To work with the hardware appliance console, enter text from the keyboard and use the Up, Down,
Right, and Left Arrow keys to move about the screen in the indicated direction. Use the Tab
key to move forward in order through items on-screen. On some setups, you can use the Shift
+Tab keystroke to move sequentially backward. Use the Enter key to save selections, or to choose
a button on the screen.

The first time the hardware appliance console appears, the Welcome page is displayed, and you are
prompted to set a password for the admin user account before you can access the console.

To set an admin password
o At the Please set your login password prompt, do the following:

a. For Set Password, enter a password, and then press Down arrow.

b. For Confirm, re-enter your password, and then choose Save Password.

After you set your password, the hardware console Home page appears. The Home page displays
network information for the em1, em2, em3, and em4 network interfaces, and has the following
menu options:

» Configure Network

» Open Service Console

« Change Password

» Logout

« Open Support Console

Next step

Configuring hardware appliance network parameters

Accessing the hardware appliance console API Version 2013-06-30 37



AWS Storage Gateway Volume Gateway User Guide

Configuring hardware appliance network parameters

(® Note

End of availability notice: As of May 12, 2025, the AWS Storage Gateway Hardware
Appliance will no longer be offered. Existing customers with the AWS Storage Gateway
Hardware Appliance can continue to use and receive support until May 2028. As an
alternative, you can use the AWS Storage Gateway service to give your applications on-
premises and in-cloud access to virtually unlimited cloud storage.

After the hardware appliance boots up and you set your admin user password in the hardware
console as described in Accessing the hardware appliance console, use the following procedure to

configure network parameters so your hardware appliance can connect to AWS.
To set a network address

1. From the Home page, choose Configure Network and then press Enter. The Configure
Network page appears. The Configure Network page shows IP and DNS information for
each of the 4 network interfaces on the hardware appliance, and includes menu options to
configure DHCP or Static addresses for each.

2. For the em1 interface, do one of the following:

» Choose DHCP and press Enter to use the IPv4 address assigned by your Dynamic Host
Configuration Protocol (DHCP) server to your physical network port.

Note this address for later use in the activation step.

« Choose Static and press Enter to configure a static IPv4 address.

Enter a valid IP Address, Subnet Mask, Gateway, and DNS server address for the em1
network interface.

When finished, choose Save and then press Enter to save the configuration.
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® Note

You can use this procedure to configure other network interfaces in addition to em1.
If you configure other interfaces, they must provide the same always-on connection to
the AWS endpoints listed in the requirements.

Network bonding and Link Aggregation Control Protocol (LACP) are not supported by
the hardware appliance or by Storage Gateway.

We do not recommend configuring multiple network interfaces on the same subnet as
this can sometimes cause routing issues.

To log out of the hardware console

1. Choose Back and press Enter to return to the Home page.

2. Choose Logout and press Enter to return to the Welcome page.

Next step

Activating your Storage Gateway Hardware Appliance

Activating your Storage Gateway Hardware Appliance

(® Note

End of availability notice: As of May 12, 2025, the AWS Storage Gateway Hardware
Appliance will no longer be offered. Existing customers with the AWS Storage Gateway
Hardware Appliance can continue to use and receive support until May 2028. As an
alternative, you can use the AWS Storage Gateway service to give your applications on-
premises and in-cloud access to virtually unlimited cloud storage.

After configuring your IP address, you enter this IP address on the Hardware page of the AWS
Storage Gateway console to activate your hardware appliance. The activation process registers the
appliance to your AWS account.
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You can choose to activate your hardware appliance in any of the supported AWS Regions. For a list
of supported AWS Regions, see Storage Gateway Hardware Appliance Regions in the AWS General

Reference.
To activate your Storage Gateway Hardware Appliance

1. Open the AWS Storage Gateway Management Console and sign in with the account credentials
you want to use to activate your hardware.

(® Note

For activation only, the following must be true:

» Your browser must be on the same network as your hardware appliance.

 Your firewall must allow HTTP access on port 8080 to the appliance for inbound
traffic.

2. Choose Hardware from the navigation menu on the left side of the page.
3. Choose Activate appliance.

4. For IP Address, enter the IP address that you configured for your hardware appliance, then
choose Connect.

For more information about configuring the IP address, see Configuring network parameters.

5. For Name, enter a name for your hardware appliance. Names can be up to 255 characters long
and can't include a slash character.

6. For Hardware appliance time zone, enter the local time zone from which most of the
workload for the gateway will be generated., then choose Next.

The time zone controls when hardware updates take place, with 2 a.m. used as the default
scheduled time to perform updates. Ideally, if the time zone is set properly, updates will take
place outside of the local working day window by default.

7. Review the activation parameters in the Hardware appliance detail section. You can choose
Previous to go back and make changes if necessary. Otherwise, choose Activate to finish the
activation.

A banner appears on the Hardware appliance overview page, indicating that the hardware
appliance has been successfully activated.
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At this point, the appliance is associated with your account. The next step is to configure and
launch an S3 File Gateway, FSx File Gateway, Tape Gateway, or Volume Gateway on the new
appliance.

Next step

Creating a gateway on your hardware appliance

Creating a gateway on your hardware appliance

(® Note

End of availability notice: As of May 12, 2025, the AWS Storage Gateway Hardware
Appliance will no longer be offered. Existing customers with the AWS Storage Gateway
Hardware Appliance can continue to use and receive support until May 2028. As an
alternative, you can use the AWS Storage Gateway service to give your applications on-
premises and in-cloud access to virtually unlimited cloud storage.

You can create an S3 File Gateway, FSx File Gateway, Tape Gateway, or Volume Gateway on any
Storage Gateway Hardware Appliance in your deployment.

To create a gateway on your hardware appliance

1. Sign in to the AWS Management Console and open the Storage Gateway console at https://
console.aws.amazon.com/storagegateway/home.

2. Follow the procedures described in Creating Your Gateway to set up, connect, and configure
the type of Storage Gateway that you want to deploy.

When you finish creating your gateway in the Storage Gateway console, the Storage Gateway
software automatically starts installing on the hardware appliance. If you use Dynamic Host
Configuration Protocol (DHCP), it can take 5 to 10 minutes for a gateway to display as online in the
console. To assign a static IP address to your installed gateway, see Configuring an IP address for

the gateway.

To assign a static IP address to your installed gateway, you next configure the gateway's network
interfaces so your applications can use it.

Next step
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Configuring a gateway IP address on the hardware appliance

Configuring a gateway IP address on the hardware appliance

@ Note

End of availability notice: As of May 12, 2025, the AWS Storage Gateway Hardware
Appliance will no longer be offered. Existing customers with the AWS Storage Gateway
Hardware Appliance can continue to use and receive support until May 2028. As an
alternative, you can use the AWS Storage Gateway service to give your applications on-
premises and in-cloud access to virtually unlimited cloud storage.

Before you activated your hardware appliance, you assigned an IP address to its physical network
interface. Now that you have activated the appliance and launched your Storage Gateway on

it, you need to assign another IP address to the Storage Gateway virtual machine that runs on
the hardware appliance. To assign a static IP address to a gateway installed on your hardware
appliance, configure the IP address from the gateway local console for that gateway. Your
applications (such as your NFS or SMB client) connect to this IP address. You can access the
gateway local console from the hardware appliance console using the Open Service Console
option.

To configure an IP address on your appliance to work with applications

1.  On the hardware console, choose Open Service Console and then press Enter to open the
login page for the gateway local console.

2. The AWS Storage Gateway local console login page prompts you to login to change your
network configuration and other settings.

The default account is admin and the default password is password.

(@ Note

We recommend changing the default password by entering the corresponding numeral
for Gateway Console from the AWS Appliance Activation - Configuration main

menu, then running the passwd command. For information about how to run the
command, see Running storage gateway commands in the local console for an on-

premises gateway. You can also set the password from the Storage Gateway console.
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For more information, see Setting the Local Console Password from the Storage

Gateway Console.

3. The AWS Appliance Activation - Configuration page includes the following menu options:

« HTTP/SOCKS Proxy Configuration
« Network Configuration

« Test Network Connectivity

« View System Resource Check

« System Time Management

« License Information

o Command Prompt

® Note

Some options appear only for specific gateway types or host platforms.

Enter the corresponding numeral to navigate to the Network Configuration page.
4. Do one of the following to configure the gateway IP address:
« To use the IP address assigned by your Dynamic Host Configuration Protocol (DHCP)

server, enter the corresponding numeral for Configure DHCP, and then enter valid DHCP
configuration information on the following page.

« To assign a static IP address, enter the corresponding numeral for Configure Static IP, and
then enter valid IP address and DNS information on the following page.

® Note

The IP address you specify here must be on the same subnet as the IP address used
during hardware appliance activation.

To exit the gateway local console

e Pressthe Crtl+] (close bracket) keystroke. The hardware console appears.
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® Note

The keystroke preceding is the only way to exit the gateway local console.

After your hardware appliance has been activated and configured, your appliance appears in the
console. Now you can continue the setup and configuration procedure for your gateway in the
Storage Gateway console. For instructions, see .

Removing gateway software from your hardware appliance

(® Note

End of availability notice: As of May 12, 2025, the AWS Storage Gateway Hardware
Appliance will no longer be offered. Existing customers with the AWS Storage Gateway
Hardware Appliance can continue to use and receive support until May 2028. As an
alternative, you can use the AWS Storage Gateway service to give your applications on-
premises and in-cloud access to virtually unlimited cloud storage.

If you no longer need a specific Storage Gateway that you have deployed on a hardware appliance,
you can remove the gateway software from the hardware appliance. After you remove the gateway
software, you can choose to deploy a new gateway in its place, or delete the hardware appliance
itself from the Storage Gateway console. To remove gateway software from your hardware
appliance, use the following procedure.

To remove a gateway from a hardware appliance

1. Open the Storage Gateway console at https://console.aws.amazon.com/storagegateway/
home.

2. Choose Hardware from the navigation pane on the left side of the console page, and then
choose the Hardware appliance name for the appliance from which you want to remove
gateway software.

3. From the Actions drop down menu, choose Remove gateway.

The confirmation dialog box appears.
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4. Verify that you want to remove the gateway software from the specified hardware appliance,
and then type the word remove in the confirmation box.

5. Choose Remove to permanently remove the gateway software.

(® Note

After you remove the gateway software, you can't undo the action. For certain gateway
types, you can lose data on deletion, particularly cached data. For more information on
deleting a gateway, see Deleting your gateway and removing associated resources.

Removing the gateway doesn't delete the hardware appliance from the console. The hardware
appliance remains for future gateway deployments.

Deleting your Storage Gateway Hardware Appliance

(® Note

End of availability notice: As of May 12, 2025, the AWS Storage Gateway Hardware
Appliance will no longer be offered. Existing customers with the AWS Storage Gateway
Hardware Appliance can continue to use and receive support until May 2028. As an
alternative, you can use the AWS Storage Gateway service to give your applications on-
premises and in-cloud access to virtually unlimited cloud storage.

If you no longer need an Storage Gateway Hardware Appliance that you have already activated,
you can delete the appliance completely from your AWS account.

(® Note

To move your appliance to a different AWS account or AWS Region, you must first delete
it using the following procedure, then open the gateway's support channel and contact
Support to perform a soft reset. For more information, see Turning on Support access to
help troubleshoot your gateway hosted on-premises.
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To delete your hardware appliance

1. If you have installed a gateway on the hardware appliance, you must first remove the gateway
before you can delete the appliance. For instructions on how to remove a gateway from your
hardware appliance, see Removing gateway software from your hardware appliance.

2. On the Hardware page of the Storage Gateway console, choose the hardware appliance you
want to delete.

For Actions, choose Delete Appliance. The confirmation dialog box appears.

4. Verify that you want to delete the specified hardware appliance, then type the word delete in
the confirmation box and choose Delete.

When you delete the hardware appliance, all resources associated with the gateway that is
installed on the appliance are deleted, but the data on the hardware appliance itself is not
deleted.
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Creating your gateway

The overview sections on this page provide a high-level synopsis of how the Storage Gateway
creation process works. For step-by-step procedures to create a specific type of gateway using the
Storage Gateway console, see the following topics:

Create and activate an Amazon S3 File Gateway

Create and activate an Amazon FSx File Gateway

Create and activate a Tape Gateway

Create and activate a Volume Gateway

/A Important

Amazon FSx File Gateway is no longer available to new customers. Existing customers of
FSx File Gateway can continue to use the service normally. For capabilities similar to FSx
File Gateway, visit this blog post.

Overview - Gateway Activation

Gateway activation involves setting up your gateway, connecting it to AWS, then reviewing your
settings and activating it.

Set up gateway

To set up your Storage Gateway, you first choose the type of gateway you want to create and the
host platform on which you will run the gateway virtual appliance. You then download the gateway
virtual appliance template for the platform of your choice and deploy it in your on-premises
environment. You can also deploy your Storage Gateway as a physical hardware appliance that you
order from your preferred reseller, or as an Amazon EC2 instance in your AWS cloud environment.
When you deploy the gateway appliance, you allocate local physical disk space on the virtualization
host.

Connect to AWS

The next step is to connect your gateway to AWS. To do this, you first choose the type of service
endpoint you want to use for communications between the gateway virtual appliance and AWS
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services in the cloud. This endpoint can be accessible from the public internet, or only from within
your Amazon VPC, where you have full control over the network security configuration. You then
specify the gateway's IP address or its activation key, which you can obtain by connecting to the
local console on the gateway appliance.

Review and activate

At this point, you'll have an opportunity to review the gateway and connection options you chose,
and make changes if necessary. When everything is set up the way you want you can activate

the gateway. Before you can start using your activated gateway, you will need to configure some
additional settings and create your storage resources.

Overview - Gateway Configuration

After you activate your Storage Gateway, you need to perform some additional configuration.
In this step, you allocate the physical storage you provisioned on the gateway host platform to
be used as either the cache or the upload buffer by the gateway appliance. You then configure
settings to help monitor the health of your gateway using Amazon CloudWatch Logs and
CloudWatch alarms, and add tags to help identify the gateway, if desired. Before you can start
using your activated and configured gateway, you will need to create your storage resources.

Overview - Storage Resources

After you activate and configure your Storage Gateway, you need to create cloud storage resources
for it to use. Depending on the type of gateway you created, you will use the Storage Gateway
console to create Volumes, Tapes, or Amazon S3 or Amazon FSx files shares to associate with it.
Each gateway type uses its respective resources to emulate the related type of network storage
infrastructure, and transfers the data you write to it into the AWS cloud.

Creating a Volume Gateway

In this section, you can find instructions on how to download, deploy, and activate a Volume
Gateway.

Topics

» Set up a Volume Gateway
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» Connect your Volume Gateway to AWS

» Review settings and activate your Volume Gateway

« Configure your Volume Gateway

Set up a Volume Gateway

To set up a new Volume Gateway

1.

Open the AWS Management Console at https://console.aws.amazon.com/storagegateway/

home/, and choose the AWS Region where you want to create your gateway.
Choose Create gateway to open the Set up gateway page.

In the Gateway settings section, do the following:

a. For Gateway name, enter a name for your gateway. You can search for this name to find
your gateway on list pages in the Storage Gateway console.

b. For Gateway time zone, choose the local time zone for the part of the world where you
want to deploy your gateway.

In the Gateway options section, for Gateway type, choose Volume Gateway, then choose the
volume type your gateway will use. You can choose from the following options:

» Cached volumes - Stores your primary data in Amazon S3 and retains frequently accessed
data locally in cache for faster access.

 Stored volumes - Stores all of your data locally while also backing it up asynchronously to
Amazon S3. Gateways using this volume type cannot be deployed on Amazon EC2.

In the Platform options section, do the following:

a. For Host platform, choose the platform on which you want to deploy your gateway, then
follow the platform-specific instructions displayed on the Storage Gateway console page
to set up your host platform. You can choose from the following options:

« VMware ESXi - Download, deploy, and configure the gateway virtual machine using
VMware ESXi.

» Microsoft Hyper-V - Download, deploy, and configure the gateway virtual machine
using Microsoft Hyper-V.

 Linux KVM - Download, deploy, and configure the gateway virtual machine using Linux
KVM.
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« Amazon EC2 - Configure and launch an Amazon EC2 instance to host your gateway. This
option is not available for Stored volume gateways.

« Hardware appliance - Order a dedicated physical hardware appliance from AWS to host
your gateway.

b. For Confirm set up gateway, select the check box to confirm that you performed the
deployment steps for the host platform you chose. This step is not applicable for the
Hardware appliance host platform.

6. Choose Next to proceed.

Now that your gateway is set up, you need to choose how you want it to connect and communicate
with AWS. For instructions, see Connect your Volume Gateway to AWS.

Connect your Volume Gateway to AWS

To connect a new Volume Gateway to AWS

1. Complete the procedure described in Set up a Volume Gateway if you have not done so
already. When finished, choose Next to open the Connect to AWS page in the Storage
Gateway console.

2. Inthe Endpoint options section, for Service endpoint, choose the type of endpoint your
gateway will use to communicate with AWS. You can choose from the following options:

 Publicly accessible - Your gateway communicates with AWS over the public internet. If
you select this option, use the FIPS enabled endpoint check box to specify whether the
connection should comply with Federal Information Processing Standards (FIPS).

® Note

If you require FIPS 140-2 validated cryptographic modules when accessing AWS
through a command line interface or an API, use a FIPS-compliant endpoint. For
more information, see Federal Information Processing Standard (FIPS) 140-2.

The FIPS service endpoint is only available in some AWS Regions. For more
information, see Storage Gateway endpoints and quotas in the AWS General

Reference.

« VPC hosted - Your gateway communicates with AWS through a private connection with
your VPC, allowing you to control your network settings. If you select this option, you must
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specify an existing VPC endpoint by choosing its VPC endpoint ID from the drop-down
menu, or by providing its VPC endpoint DNS name or IP address.

In the Gateway connection options section, for Connection options, choose how to identify
your gateway to AWS. You can choose from the following options:

« IP address - Provide the IP address of your gateway in the corresponding field. This IP
address must be public or accessible from within your current network, and you must be
able to connect to it from your web browser.

You can obtain the gateway IP address by logging into the gateway's local console from your
hypervisor client, or by copying it from your Amazon EC2 instance details page.

« Activation key - Provide the activation key for your gateway in the corresponding field. You
can generate an activation key using the gateway's local console. Choose this option if your
gateway's IP address is unavailable.

Choose Next to proceed.

Now that you have chosen how you want your gateway to connect to AWS, you need to activate

the gateway. For instructions, see Review settings and activate your Volume Gateway.

Review settings and activate your Volume Gateway

To activate a new Volume Gateway

1.

Complete the procedures described in the following topics if you have not done so already:

» Set up a Volume Gateway

» Connect your Volume Gateway to AWS

When finished, choose Next to open the Review and activate page in the Storage Gateway
console.

Review the initial gateway details for each section on the page.

If a section contains errors, choose Edit to return to the corresponding settings page and make
changes.
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® Note

You cannot modify the gateway options or connection settings after your gateway is
created.

4. Choose Activate gateway to proceed.

Now that you have activated your gateway, you need to perform first-time configuration to
allocate local storage disks and configure logging. For instructions, see Configure your Volume

Gateway.

Configure your Volume Gateway

To perform first-time configuration on a new Volume Gateway
1. Complete the procedures described in the following topics if you have not done so already:

» Set up a Volume Gateway

» Connect your Volume Gateway to AWS

» Review settings and activate your Volume Gateway

When finished, choose Next to open the Configure gateway page in the Storage Gateway
console.

2. Inthe Configure storage section, use the drop-down menus to allocate at least one disk with
at least 165 GiB capacity for CACHE STORAGE, and at least one disk with at least 150 GiB
capacity for UPLOAD BUFFER. The local disks listed in this section correspond to the physical
storage that you provisioned on your host platform.

3. In the CloudWatch log group section, choose how to set up Amazon CloudWatch Logs to
monitor the health of your gateway. You can choose from the following options:
« Create a new log group - Set up a new log group to monitor your gateway.

« Use an existing log group - Choose an existing log group from the corresponding drop-
down menu.

» Deactivate logging - Do not use Amazon CloudWatch Logs to monitor your gateway.
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® Note

To receive Storage Gateway health logs, the following permissions must be present in
your log group resource policy. Replace the highlighted section with the specific
log group resourceArn information for your deployment.

"Sid": "AWSLogDeliveryWrite20150319",

"Effect": "Allow",

"Principal": {
"Service": [

"delivery.logs.amazonaws.com"

]

},

"Action": [
"logs:CreatelLogStream",
"logs:PutLogEvents"

1,
"Resource": "arn:aws:logs:eu-west-1:1234567890:1og-group:/foo/bar:1log-

stream: *"

The "Resource" element is required only if you want the permissions to apply explicitly
to an individual log group.

4. In the CloudWatch alarms section, choose how to set up Amazon CloudWatch alarms to notify
you when gateway metrics deviate from defined limits. You can choose from the following
options:

« Create Storage Gateway's recommended alarms — Create all recommended CloudWatch
alarms automatically when the gateway is created. For more information about
recommended alarms, see Understanding CloudWatch alarms.

® Note

This feature requires CloudWatch policy permissions, which are not automatically
granted as part of the preconfigured Storage Gateway full access policy. Make sure
your security policy grants the following permissions before you attempt to create
recommended CloudWatch alarms:

e cloudwatch:PutMetricAlarm - create alarms
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e cloudwatch:DisableAlarmActions - turn alarm actions off
e cloudwatch:EnableAlarmActions - turn alarm actions on

e cloudwatch:DeleteAlarms - delete alarms

» Create a custom alarm - Configure a new CloudWatch alarm to notify you about your
gateway's metrics. Choose Create alarm to define metrics and specify alarm actions in the
Amazon CloudWatch console. For instructions, see Using Amazon CloudWatch alarms in the
Amazon CloudWatch User Guide.

« No alarm - Don't receive CloudWatch notifications about your gateway's metrics.

5. (Optional) In the Tags section, choose Add new tag, then enter a case-sensitive key-value pair
to help you search and filter for your gateway on list pages in the Storage Gateway console.
Repeat this step to add as many tags as you need.

6. Choose Configure to finish creating your gateway.

To check the status of your new gateway, search for it on the Gateway overview page of the
Storage Gateway.

Now that you have created your gateway, you need to create a volume for it to use. For
instructions, see Creating a volume.

Creating a storage volume

Previously, you allocated local disks that you added to the VM cache storage and upload buffer.
Now you create a storage volume to which your applications read and write data. The gateway
maintains the volume's recently accessed data locally in cache storage, and asynchronously
transferred data to Amazon S3. For stored volumes, you allocated local disks that you added to the
VM upload buffer and your application's data.

(® Note

You can use AWS Key Management Service (AWS KMS) to encrypt data written to a cached
volume that is stored in Amazon S3. Currently, you can do this by using the AWS Storage
Gateway API Reference. For more information, see CreateCachediSCSIVolume or create-

cached-iscsi-volume.
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To create a volume

1. Open the Storage Gateway console at https://console.aws.amazon.com/storagegateway/

home.

2. On the Storage Gateway console, choose Create volume.
3. Inthe Create volume dialog box, choose a gateway for Gateway.

4. For the cached volumes, enter the capacity in Capacity.

For stored volumes, choose a Disk ID value from the list.

5. For Volume content, your choices depend on the type of gateway that you're creating the
volume for.

For cached volumes, you have the following options:

« Create a new empty volume.

» Create a volume based on an Amazon EBS snapshot. If you choose this option, provide a
value for EBS snapshot ID.

(® Note

Storage Gateway does not support creating cached volumes from snapshots of AWS
Marketplace volumes.

» Clone from last volume recovery point. If you choose this option, choose a volume ID for
Source volume. If there are no volumes in the Region, this option doesn't appear.

For stored volumes, you have the following options:

« Create a new empty volume.

» Create a volume based on a snapshot. If you choose this option, provide a value for EBS
snapshot ID.

« Preserve existing data on the disk

6. Enter a name for iSCSI target name.

The target name can contain lowercase letters, numbers, periods (.), and hyphens (-).
This target name appears as the iSCSI target node name in the Targets tab of the iSCSI
Microsoft initiator Ul after discovery. For example, the name targetl appears as
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ign.1007-05.com.amazon:targetl. Make sure that the target name is globally unique
within your storage area network (SAN).

7. Verify that the Network interface setting has IP address selected, or choose an IP address for
Network interface. For Network interface, one IP address appears for each adapter that is
configured for the gateway VM. If the gateway VM is configured for only one network adapter,
no Network interface list appears because there is only one IP address.

Your iSCSI target will be available on the network adapter you choose.

If you have defined your gateway to use multiple network adapters, choose the IP address that
your storage applications should use to access your volume. For information about configuring
multiple network adapters, see Configuring Your Gateway for Multiple NICs.

(@ Note

After you choose a network adapter, you can't change this setting.

8. (Optional) For Tags, enter a key and value to add tags to your volume. A tag is a case-sensitive
key-value pair that helps you manage, filter, and search for your volumes.

9. Choose Create volume.

If you have previously created volumes in this Region, you can see them listed on the Storage
Gateway console.

The Configure CHAP Authentication dialog box appears. At this point, you can configure
Challenge-Handshake Authentication Protocol (CHAP) for your volume, or you can choose
Cancel and configure CHAP later. For more information about CHAP setup, see Configure
CHAP authentication for your volumes.

If you don't want to set up CHAP, get started using your volume. For more information, see
Connecting your volumes to your client.

Configure CHAP authentication for your volumes

CHAP provides protection against playback attacks by requiring authentication to access
your storage volume targets. In the Configure CHAP Authentication dialog box, you provide
information to configure CHAP for your volumes.
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To configure CHAP

1. Choose the volume for which you want to configure CHAP.

2. For Actions, choose Configure CHAP authentication.
3. For Initiator Name, enter the name of your initiator.
4. For Initiator secret, enter the secret phrase that you used to authenticate your iSCSI initiator.
5. For Target secret, enter the secret phrase used to authenticate your target for mutual CHAP.
6. Choose Save to save your entries.
For more information about setting up CHAP authentication, see Configuring CHAP
Authentication for Your iSCSI Targets.
Next step

Connecting your volumes to your client

Connecting your volumes to your client

You use the iSCSI initiator in your client to connect to your volumes. At the end of the following
procedure, the volumes become available as local devices on your client.

/A Important

With Storage Gateway, you can connect multiple hosts to the same volume if the hosts
coordinate access by using Windows Server Failover Clustering (WSFC). You can't connect
multiple hosts to the same volume without using WSFC, for example by sharing a
nonclustered NTFS/ext4 file system.

Topics

« Connecting to a Microsoft Windows client

« Connecting to a Red Hat Enterprise Linux client
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Connecting to a Microsoft Windows client

The following procedure shows a summary of the steps that you follow to connect to a Windows
client. For more information, see Connecting iSCSI Initiators.

To connect to a Windows client

1. Startiscsicpl.exe.

2. In the iSCSI Initiator Properties dialog box, choose the Discovery tab, and then choose
Discovery Portal.

3. Inthe Discover Target Portal dialog box, type the IP address of your iSCSI target for IP address
or DNS name.

4. Connect the new target portal to the storage volume target on the gateway.
5. Choose the target, and then choose Connect.

6. In the Targets tab, make sure that the target status has the value Connected, indicating the
target is connected, and then choose OK.

Connecting to a Red Hat Enterprise Linux client

The following procedure shows a summary of the steps that you follow to connect to a Red Hat
Enterprise Linux (RHEL) client. For more information, see Connecting iSCSI Initiators.

To connect a Linux client to iSCSI targets

1. Install the iscsi-initiator-utils RPM package.

You can use the following command to install the package.

sudo yum install iscsi-initiator-utils
2. Make sure that the iSCSI daemon is running.

For RHEL 5 or 6, use the following command.

sudo /etc/init.d/iscsi status

For RHEL 7, 8, or 9, use the following command.
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sudo service iscsid status

3. Discover the volume or VTL device targets defined for a gateway. Use the following discovery
command.

sudo /sbin/iscsiadm --mode discovery --type sendtargets --portal [GATEWAY_IP]:3260

The output of the discovery command should look like the following example output.
For Volume Gateways: [GATEWAY_IP]:3260, 1 iqn.1997-05.com.amazon:myvolume

For Tape Gateways: iqn.1997-05.com.amazon: [GATEWAY_IP]-tapedrive-01

4. Connect to a target.
Make sure to specify the correct [GATEWAY_IP] and IQN in the connect command.

Use the following command.

sudo /sbin/iscsiadm --mode node --targetname
ign.1997-05.com.amazon: [ISCSI_TARGET_NAME] --portal [GATEWAY_IP]:3260,1 --login

5. Verify that the volume is attached to the client machine (the initiator). To do so, use the
following command.

1s -1 /dev/disk/by-path

The output of the command should look like the following example output.

lrwxrwxrwx. 1 root root 9 Apr 16 19:31 ip-[GATEWAY_IP]:3260-iscsi-
ign.1997-05.com.amazon:myvolume-lun-0 -> ../../sda

We highly recommend that after you set up your initiator you customize your iSCSI settings as
discussed in Customizing Your Linux iSCSI Settings.

Initializing and formatting your volume

After you use the iSCSI initiator in your client to connect to your volumes, you initialize and format
your volume.
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Topics

« Initializing and formatting your volume on Microsoft Windows

« Initializing and formatting your volume on Red Hat Enterprise Linux

Initializing and formatting your volume on Microsoft Windows

Use the following procedure to initialize and format your volume on Windows.

To initialize and format your storage volume

1.
2.

3.

Start diskmgmt . msc to open the Disk Management console.

In the Initialize Disk dialog box, initialize the volume as a MBR (Master Boot Record) partition.
When selecting the partition style, you should take into account the type of volume you are
connecting to—cached or stored—as shown in the following table.

Partition Style Use in the Following Conditions

MBR (Master Boot « If your gateway is a stored volume and the storage volume is
Record) limited to 1 TiB in size.

« If your gateway is a cached volume and the storage volume is less
than 2 TiB in size.

GPT (GUID If your gateway's storage volume is 2 TiB or greater in size.
Partition Table)

Create a simple volume:

Bring the volume online to initialize it. All the available volumes are displayed in the disk
management console.

Open the context (right-click) menu for the disk, and then choose New Simple Volume.

/A Important
Be careful not to format the wrong disk. Check to make sure that the disk you are
formatting matches the size of the local disk you allocated to the gateway VM and
that it has a status of Unallocated.
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c. Specify the maximum disk size.

d. Assign a drive letter or path to your volume, and format the volume by choosing Perform

a quick format.

/A Important

We strongly recommend using Perform a quick format for cached volumes. Doing
so results in less initialization 1/0, smaller initial snapshot size, and the fastest
time to a usable volume. It also avoids using cached volume space for the full
format process.

® Note

The time that it takes to format the volume depends on the size of the volume.
The process might take several minutes to complete.

Initializing and formatting your volume on Red Hat Enterprise Linux

Use the following procedure to initialize and format your volume on Red Hat Enterprise Linux
(RHEL).

To initialize and format your storage volume

1.
2.

Change directory to the /dev folder.
Run the sudo cfdisk command.

Identify your new volume by using the following command. To find new volumes, you can list
the partition layout of your volumes.

$ lsblk

An "unrecognized volumes label" error for the new unpartitioned volume appears.

Initialize your new volume. When selecting the partition style, you should take into account
the size and type of volume you are connecting to—cached or stored—as shown in the
following table.
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Partition Style Use in the Following Conditions

MBR (Master Boot . If your gateway is a stored volume and the storage volume is
Record) limited to 1 TiB in size.

« If your gateway is a cached volume and the storage volume is less
than 2 TiB in size.

GPT (GUID If your gateway's storage volume is 2 TiB or greater in size.
Partition Table)

For an MBR partition, use the following command: sudo parted /dev/your volume
mklabel msdos

For a GPT partition, use the following command: sudo parted /dev/your volume
mklabel gpt

5. Create a partition by using the following command.

sudo parted -a opt /dev/your volume mkpart primary file system 0% 100%

6. Assign a drive letter to the partition and create a file system by using the following command.

sudo mkfs -L datapartition /dev/your volume

7. Mount the file system by using the following command.

sudo mount -o defaults /dev/your volume /mnt/your directory

Testing your gateway

You test your Volume Gateway setup by performing the following tasks:

1. Write data to the volume.
2. Take a snapshot.

3. Restore the snapshot to another volume.
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You verify the setup for a gateway by taking a snapshot backup of your volume and storing the
snapshot in AWS. You then restore the snapshot to a new volume. Your gateway copies the data
from the specified snapshot in AWS to the new volume.

(@ Note

Restoring data from Amazon Elastic Block Store (Amazon EBS) volumes that are encrypted
is not supported.

To create an Amazon EBS snapshot of a storage volume on Microsoft Windows

1. Onyour Windows computer, copy some data to your mapped storage volume.

The amount of data copied doesn't matter for this demonstration. A small file is enough to
demonstrate the restore process.

2. Inthe navigation pane of the Storage Gateway console, choose Volumes.

3. Choose the storage volume that you created for the gateway.

This gateway should have only one storage volume. Choose the volume displays its properties.

4. For Actions, choose Create EBS snapshot to create a snapshot of the volume.

Depending on the amount of data on the disk and the upload bandwidth, it might take a few
seconds to complete the snapshot. Note the volume ID for the volume from which you create a
snapshot. You use the ID to find the snapshot.

5. In the Create EBS Snapshot dialog box, provide a description for your snapshot.

6. (Optional) For Tags, enter a key and value to add tags to the snapshot. A tag is a case-sensitive
key-value pair that helps you manage, filter, and search for your snapshots.

7. Choose Create Snapshot. Your snapshot is stored as an Amazon EBS snapshot. Note your
snapshot ID. The number of snapshots created for your volume is displayed in the snapshot
column.

8. Inthe EBS snapshots column, choose the link for the volume that you created the snapshot
for to see your EBS snapshot on the Amazon EC2 console.

To restore a snapshot to another volume

See Creating a storage volume.
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Backing up your volumes

By using Storage Gateway, you can help protect your on-premises business applications that use
Storage Gateway volumes for cloud-backed storage. You can back up your on-premises Storage
Gateway volumes using the native snapshot scheduler in Storage Gateway or AWS Backup. In both
cases, Storage Gateway volume backups are stored as Amazon EBS snapshots in Amazon Web
Services.

Topics

« Using Storage Gateway to back up your volumes

» Using AWS Backup to back up your volumes

Using Storage Gateway to back up your volumes

You can use the Storage Gateway Management Console to back up your volumes by taking Amazon
EBS snapshots and storing the snapshots in Amazon Web Services. You can either take a one-time
snapshot or set up a snapshot schedule that is managed by Storage Gateway. You can later restore
the snapshot to a new volume by using the Storage Gateway console. For information about how
to back up and manage your backup from the Storage Gateway, see the following topics:

« Testing your gateway

» Creating a recovery snapshot

» Cloning a cached volume from a recovery point

Using AWS Backup to back up your volumes

AWS Backup is a centralized backup service that makes it easy and cost-effective for you to
back up your application data across AWS services in both the Amazon Web Services Cloud
and on-premises. Doing this helps you meet your business and regulatory backup compliance
requirements. AWS Backup makes protecting your AWS storage volumes, databases, and file
systems simple by providing a central place where you can do the following:

» Configure and audit the AWS resources that you want to back up.
« Automate backup scheduling.
« Set retention policies.

« Monitor all recent backup and restore activity.
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Because Storage Gateway integrates with AWS Backup, it lets customers use AWS Backup to back
up on-premises business applications that use Storage Gateway volumes for cloud-backed storage.
AWS Backup supports backup and restore of both cached and stored volumes. For information
about AWS Backup, see the AWS Backup documentation. For information about AWS Backup, see
What is AWS Backup? in the AWS Backup User Guide.

You can manage Storage Gateway volumes' backup and recovery operations with AWS Backup and
avoid the need to create custom scripts or manually manage point-in-time backups. With AWS
Backup, you can also monitor your on-premises volume backups alongside your in-cloud AWS
resources from a single AWS Backup dashboard. You can use AWS Backup to either create a one-
time on-demand backup or define a backup plan that is managed in AWS Backup.

Storage Gateway volume backups taken from AWS Backup are stored in Amazon S3 as Amazon EBS
snapshots. You can see the Storage Gateway volume backups from the AWS Backup console or the
Amazon EBS console.

You can easily restore Storage Gateway volumes that are managed through AWS Backup to any
on-premises gateway or in-cloud gateway. You can also restore such a volume to an Amazon EBS
volume that you can use with Amazon EC2 instances.

Benefits of Using AWS Backup to Back Up Storage Gateway Volumes

The benefits of using AWS Backup to back up Storage Gateway volumes are that you can meet
compliance requirements, avoid operational burden, and centralize backup management. AWS
Backup allows you to do the following:

» Set customizable scheduled backup policies that meet your backup requirements.

» Set backup retention and expiration rules so you no longer need to develop custom scripts or
manually manage the point-in-time backups of your volumes.

« Manage and monitor backups across multiple gateways, and other AWS resources from a central
view.

To use AWS Backup to create backups of your volumes

(® Note

AWS Backup requires that you choose an AWS Identity and Access Management (IAM) role
that AWS Backup consumes. You need to create this role because AWS Backup doesn't
create it for you. You also need to create a trust relationship between AWS Backup and
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this IAM role. For information about how to do this, see the AWS Backup User Guide. For
information about how to do this, see Creating a Backup Plan in the AWS Backup User
Guide.

Open the Storage Gateway console and choose Volumes from the navigation pane at left.

For Actions, choose Create on-demand backup with AWS Backup or Create AWS backup
plan.

If you want to create an on-demand backup of the Storage Gateway volume, choose Create
on-demand backup with AWS Backup. You are directed the AWS Backup console.

If you want to create a new AWS Backup plan, choose Create AWS backup plan. You are
directed to the AWS Backup console.

On the AWS Backup console, you can create a backup plan, assign a Storage Gateway volume
to the backup plan, and create a backup. You can also do ongoing backup management tasks.

Finding and restoring your volumes from AWS Backup

You can find and restore your backup Storage Gateway volumes from the AWS Backup console. For
more information, see the AWS Backup User Guide. For more information, see Recovery Points in
the AWS Backup User Guide.

To find and restore your volumes

1.

Open the AWS Backup console and find the Storage Gateway volume backup that you want to
restore. You can restore the Storage Gateway volume backup to an Amazon EBS volume or to a
Storage Gateway volume. Choose the appropriate option for your restore requirements.

For Restore type, choose to restore a stored or cached Storage Gateway volume and provide

the required information:

» For a stored volume, provide the information for Gateway name, Disk ID, and iSCSI target
name.

« For a cached volume, provide the information for Gateway name, Capacity, and iSCSI target
name.

Choose Restore resource to restore your volume.

Using AWS Backup to back up your volumes API Version 2013-06-30 66


https://docs.aws.amazon.com/aws-backup/latest/devguide/creating-a-backup-plan.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/recovery-points.html

AWS Storage Gateway Volume Gateway User Guide

® Note

You can't use the Amazon EBS console to delete a snapshot that is created by AWS Backup.

Where do |1 go from here?

In the preceding sections, you created and provisioned a gateway and then connected your host to
the gateway's storage volume. You added data to the gateway's iSCSI volume, took a snapshot of
the volume, and restored it to a new volume, connected to the new volume, and verified that the
data shows up on it.

After you finish the exercise, consider the following:

« If you plan on continuing to use your gateway, read about sizing the upload buffer more
appropriately for real-world workloads. For more information, see Sizing Your Volume Gateway's
Storage for Real-World Workloads.

Other sections of this guide include information about how to do the following:

» To learn more about storage volumes and how to manage them, see Managing Your Volume
Gateway.

« If you don't plan on continuing to use your gateway, consider deleting the gateway to avoid

incurring any charges. For more information, see Cleaning up unnecessary resources.

« To troubleshoot gateway problems, see Troubleshooting your gateway.

» To optimize your gateway, see Optimizing gateway performance.

» To learn about Storage Gateway metrics and how you can monitor how your gateway performs,
see Monitoring Storage Gateway.

» To learn more about configuring your gateway's iSCSI targets to store data, see Connecting to

your volumes from a Windows client.

To learn about sizing your Volume Gateway's storage for real-world workloads and cleaning up
resources you don't need, see the following sections.
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Sizing Your Volume Gateway's Storage for Real-World Workloads

By this point, you have a simple, working gateway. However, the assumptions used to create this
gateway are not appropriate for real-world workloads. If you want to use this gateway for real-
world workloads, you need to do two things:

1. Size your upload buffer appropriately.

2. Set up monitoring for your upload buffer, if you haven't done so already.

Following, you can find how to do both of these tasks. If you activated a gateway for cached
volumes, you also need to size your cache storage for real-world workloads.

To size your upload buffer and cache storage for a gateway-cached setup

e Use the formula shown in Determining the size of upload buffer to allocate for sizing the
upload buffer. We strongly recommend that you allocate at least 150 GiB for the upload
buffer. If the upload buffer formula yields a value less than 150 GiB, use 150 GiB as your
allocated upload buffer.

The upload buffer formula takes into account the difference between throughput from your
application to your gateway and throughput from your gateway to AWS, multiplied by how
long you expect to write data. For example, assume that your applications write text data to
your gateway at a rate of 40 MB per second for 12 hours a day and your network throughput
is 12 MB per second. Assuming a compression factor of 2:1 for the text data, the formula
specifies that you need to allocate approximately 675 GiB of upload buffer space.

To size your upload buffer for a stored setup

e Use the formula discussed in Determining the size of upload buffer to allocate. We strongly
recommend that you allocate at least 150 GiB for your upload buffer. If the upload buffer
formula yields a value less than 150 GiB, use 150 GiB as your allocated upload buffer.

The upload buffer formula takes into account the difference between throughput from your
application to your gateway and throughput from your gateway to AWS, multiplied by how
long you expect to write data. For example, assume that your applications write text data to
your gateway at a rate of 40 MB per second for 12 hours a day and your network throughput
is 12 MB per second. Assuming a compression factor of 2:1 for the text data, the formula
specifies that you need to allocate approximately 675 GiB of upload buffer space.
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To monitor your upload buffer

1. Open the Storage Gateway console at https://console.aws.amazon.com/storagegateway/

home.

2. Choose the Gateway tab, choose the Details tab, and then find the Upload Buffer Used field
to view your gateway's current upload buffer.

3. Set one or more alarms to notify you about upload buffer use.

We highly recommend that you create one or more upload buffer alarms in the Amazon
CloudWatch console. For example, you can set an alarm for a level of use you want to be
warned about and an alarm for a level of use that, if exceeded, is cause for action. The

action might be adding more upload buffer space. For more information, see To set an upper

threshold alarm for a gateway's upload buffer.

Activating your gateway in a virtual private cloud

You can create a private connection between your on-premises gateway appliance and cloud-
based storage infrastructure. You can use this connection to activate your gateway and allow it to
transfer data to AWS storage services without communicating over the public internet. Using the
Amazon VPC service, you can launch AWS resources, including private network interface endpoints,
in a custom virtual private cloud (VPC). A VPC gives you control over network settings such as IP
address range, subnets, route tables, and network gateways. For more information about VPCs, see
What is Amazon VPC? in the Amazon VPC User Guide.

To activate your gateway in a VPC, use the Amazon VPC Console to create a VPC endpoint for
Storage Gateway and get the VPC endpoint ID, then specify this VPC endpoint ID when you create
and activate the gateway. For more information, see Connect your Volume Gateway to AWS.

(® Note

You must activate your gateway in the same region where you create the VPC endpoint for
Storage Gateway

Topics

« Creating a VPC endpoint for Storage Gateway
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Creating a VPC endpoint for Storage Gateway

Follow these instructions to create a VPC endpoint. If you already have a VPC endpoint for Storage

Gateway, you can use it to activate your gateway.

To create a VPC endpoint for Storage Gateway

1.

10.

Sign in to the AWS Management Console and open the Amazon VPC console at https://
console.aws.amazon.com/vpc/.

In the navigation pane, choose Endpoints, and then choose Create Endpoint.
On the Create Endpoint page, choose AWS Services for Service category.

For Service Name, choose com.amazonaws.region.storagegateway. For example
com.amazonaws.us-east-2.storagegateway.

For VPC, choose your VPC and note its Availability Zones and subnets.
Verify that Enable Private DNS Name is not selected.

For Security group, choose the security group that you want to use for your VPC. You can
accept the default security group. Verify that all of the following TCP ports are allowed in your
security group:

o« TCP 443

o TCP 1026

TCP 1027

TCP 1028
TCP 1031

o TCP 2222

Choose Create endpoint. The initial state of the endpoint is pending. When the endpoint is
created, note the ID of the VPC endpoint that you just created.

When the endpoint is created, choose Endpoints, then choose the new VPC endpoint.

In Details tab of the selected storage gateway endpoint, under DNS Names, use
the first DNS name that doesn't specify an Availability Zone. Your DNS name look
similar to this: vpce-1234567elc24alfe9-62qntt8k.storagegateway.us-
east-1.vpce.amazonaws.com
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Now that you have a VPC endpoint, you can create your gateway. For more information, see
Creating a Gateway.
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Managing Your Volume Gateway

Managing your gateway includes tasks such as configuring cache storage and upload buffer space,
working with volumes, and doing general maintenance. If you haven't created a gateway, see
Getting started with AWS Storage Gateway.

Cached volumes are volumes in Amazon Simple Storage Service (Amazon S3) that are exposed
as iSCSI targets on which you can store your application data. You can find information following
about how to add and delete volumes for your cached setup. You can also learn how to add and
remove Amazon Elastic Block Store (Amazon EBS) volumes in Amazon EC2 gateways.

/A Important

If a cached volume keeps your primary data in Amazon S3, you should avoid processes
that read or write all data on the entire volume. For example, we don't recommend using
virus-scanning software that scans the entire cached volume. Such a scan, whether done
on demand or scheduled, causes all data stored in Amazon S3 to be downloaded locally
for scanning, which results in high bandwidth usage. Instead of doing a full disk scan, you
can use real-time virus scanning—that is, scanning data as it is read from or written to the
cached volume.

Resizing a volume is not supported. To change the size of a volume, create a snapshot of the
volume, and then create a new cached volume from the snapshot. The new volume can be bigger
than the volume from which the snapshot was created. For steps describing how to remove a
volume, see To delete a volume. For steps describing how to add a volume and preserve existing

data, see Deleting storage volumes.

All cached volume data and snapshot data is stored in Amazon S3 and is encrypted at rest using
server-side encryption (SSE). However, you cannot access this data by using the Amazon S3 API or
other tools such as the Amazon S3 Management Console.

Following, you can find information about how to manage your Volume Gateway resources.
Topics

« Editing Basic Gateway Information - Learn how to use the Storage Gateway console to edit basic

information for an existing gateway, including the gateway name, time zone, and CloudWatch
log group.
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Adding and expanding volumes - Learn how to add more volumes to your gateway, or expand

the size of existing volumes as your application needs grow.

Cloning a cached volume from a recovery point - Learn how to create a new volume from an

existing volume's recovery point, which is a saved point in time when all of the data on the
volume is consistent.

Viewing volume usage - Learn how to view the amount of data stored on a volume by using the
Storage Gateway console.

Deleting storage volumes - Learn how to delete a volume if your application needs change, such

as if you migrate an application to use a larger storage volume.

Moving Your Volumes to a Different Gateway - Learn how to detach and reattach volumes, which
is useful if you need to move your volumes to a different Volume Gateway as your performance
needs change.

Creating a recovery snapshot - Learn how to create a recovery snapshot from a volume recovery

point for a gateway, and where to find that snapshot in the Storage Gateway console after you
create it.

Editing a snapshot schedule - Learn how to customize a snapshot schedule by changing either
the time the snapshot occurs each day or the frequency that snapshots are taken.

Deleting snapshots of your storage volumes - Learn how to delete unnecessary snapshots when
you no longer need them.

Understanding Volume Statuses and Transitions - Learn about the various volume status values

that Storage Gateway reports to help determine whether a volume is functioning normally, or if
there is a problem that might require action on your part.

Moving your data to a new gateway - Learn how to move data between gateways as your data

and performance needs grow, or if you receive an AWS notification to migrate your gateway.

Editing Basic Gateway Information

You can use the Storage Gateway console to edit basic information for an existing gateway,
including the gateway name, time zone, and CloudWatch log group.

To edit basic information for an existing gateway

1.

Open the Storage Gateway console at https://console.aws.amazon.com/storagegateway/
home.

Choose Gateways, then choose the gateway for which you want to edit basic information.
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3. From the Actions dropdown menu, choose Edit gateway information.

4. For Gateway name, enter a name for your gateway. You can search for this name to find your
gateway on the list pages in the Storage Gateway console.

(® Note

Gateway names must be between 2 and 255 characters, and cannot include a slash (\
or /).

Changing a gateway's name will disconnect any CloudWatch alarms set up to monitor
the gateway. To reconnect the alarms, update the GatewayName for each alarm in the
CloudWatch console.

5. For Gateway time zone, choose the local time zone for the part of the world where you want
to deploy your gateway.

6. For Choose how to set up log group, choose how to set up Amazon CloudWatch Logs to
monitor the health of your gateway. You can choose from the following options:
» Create a new log group - Set up a new log group to monitor your gateway.

» Use an existing log group — Choose an existing log group from the corresponding dropdown
list.

« Deactivate logging — Do not use Amazon CloudWatch Logs to monitor your gateway.

7. When you finish modifying the settings you want to change, choose Save changes.

Adding and expanding volumes

As your application needs grow, you might need to add more volumes to your gateway, or expand
the size of existing volumes. When you add or expand volumes, you must consider the size of the
cache storage and upload buffer you allocated to the gateway. The gateway must have sufficient
buffer and cache space for new volumes. For more information, see Determining the size of upload
buffer to allocate.

You can add volumes using the Storage Gateway console or Storage Gateway API. For instructions
on how to add a volume using the Storage Gateway console, see Creating a storage volume. For
information about using the Storage Gateway API to add volumes, see CreateCachediSCSIVolume.

You can expand the size of existing volumes using either of the following methods:
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» Create a snapshot of the volume you want to expand and then use the snapshot to create a new
volume of a larger size. For information about how to create a snapshot, see Creating a recovery

snapshot. For information about how to use a snapshot to create a new volume, see Creating a
storage volume.

« Use the cached volume you want to expand to clone a new volume of a larger size. For
information about how to clone a volume, see Cloning a cached volume from a recovery point.

For information about how to create a volume, see Creating a storage volume.

Cloning a cached volume from a recovery point

You can create a new volume from any existing cached volume in the same AWS Region. The new
volume is created from the most recent recovery point of the selected volume. A volume recovery
point is a point in time at which all data of the volume is consistent. To clone a volume, you choose
the Clone from last recovery point option in the Create volume dialog box, then select the
volume to use as the source.

Cloning from an existing volume is faster and more cost-effective than creating an Amazon

EBS snapshot. Cloning does a byte-to-byte copy of your data from the source volume to the

new volume, using the most recent recovery point from the source volume. Storage Gateway
automatically creates recovery points for your cached volumes. To see when the last recovery point
was created, check the TimeSincelLastRecoveryPoint metric in Amazon CloudWatch.

The cloned volume is independent of the source volume. That is, changes made to either volume
after cloning have no effect on the other. For example, if you delete the source volume, it has no
effect on the cloned volume. You can clone a source volume while initiators are connected and it is
in active use. Doing so doesn't affect the performance of the source volume. For information about
how to clone a volume, see Creating a storage volume.

You can also use the cloning process in recovery scenarios. For more information, see Your Cached
Gateway is Unreachable And You Want to Recover Your Data.

The following procedure shows you how to clone a volume from a volume recovery point and use
that volume.

To clone and use a volume from an unreachable gateway

1. Open the Storage Gateway console at https://console.aws.amazon.com/storagegateway/
home.
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2. On the Storage Gateway console, choose Create volume.
3. Inthe Create volume dialog box, choose a gateway for Gateway.

4. For Capacity, type the capacity for your volume. The capacity must be at least the same size as
the source volume.

5. Choose Clone from last recovery point and select a volume ID for Source volume. The source
volume can be any cached volume in the selected AWS Region.

6. Type a name for iSCSI target name.

The target name can contain lowercase letters, numbers, periods (.), and hyphens (-).

This target name appears as the iSCSI target node name in the Targets tab of the iSCSI
Microsoft initiator Ul after discovery. For example, the name targetl appears as
ign.1007-05.com.amazon:targetl. Ensure that the target name is globally unique within
your storage area network (SAN).

7. Verify that the Network interface setting is the IP address of your gateway, or choose an IP
address for Network interface.

If you have defined your gateway to use multiple network adapters, choose the IP address
that your storage applications use to access the volume. Each network adapter defined for a
gateway represents one IP address that you can choose.

If the gateway VM is configured for more than one network adapter, the Create volume dialog
box displays a list for Network interface. In this list, one IP address appears for each adapter
configured for the gateway VM. If the gateway VM is configured for only one network adapter,
no list appears because there's only one IP address.

8. Choose Create volume. The Configure CHAP Authentication dialog box appears. You can
configure CHAP later. For information, see Configuring CHAP Authentication for Your iSCSI

Targets.

The next step is to connect your volume to your client. For more information, see Connecting your

volumes to your client.

Viewing volume usage

When you write data to a volume, you can view the amount of data stored on the volume in the
Storage Gateway Management Console. The Details tab for each volume shows the volume usage
information.
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To view amount of data written to a volume

1. Open the Storage Gateway console at https://console.aws.amazon.com/storagegateway/
home.

2. Inthe navigation pane, choose Volumes and then choose the volume you are interested in.

3. Choose the Details tab.

The following fields provide information about the volume:

« Size: The total capacity of the selected volume.

« Used: The size of data stored on the volume.

(® Note

These values are not available for volumes created before May 13, 2015, until you
store data on the volume.

Deleting storage volumes

You might need to delete a volume as your application needs change—for example, if you migrate
your application to use a larger storage volume. Before you delete a volume, make sure that there
are no applications currently writing to the volume. Also, make sure that there are no snapshots

in progress for the volume. If a snapshot schedule is defined for the volume, you can check it on
the Snapshot Schedules tab of the Storage Gateway console. For more information, see Editing a
snapshot schedule.

You can delete volumes using the Storage Gateway console or the Storage Gateway API. For
information on using the Storage Gateway API to remove volumes, see Delete Volume. The

following procedure demonstrates using the console.

Before you delete a volume, back up your data or take a snapshot of your critical data. For stored
volumes, your local disks aren't erased. After you delete a volume, you can't get it back.

To delete a volume

1. Open the Storage Gateway console at https://console.aws.amazon.com/storagegateway/

home.

2. Choose Volumes, then select one or more volumes to delete.
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3. For Actions choose Delete volume. The confirmation dialog box appears.

4. Verify that you want to delete the specified volumes, then type the word delete in the
confirmation box and choose Delete.

Moving Your Volumes to a Different Gateway

As your data and performance needs grow, you might want to move your volumes to a different
Volume Gateway. To do so, you can detach and attach a volume by using the Storage Gateway
console or API.

By detaching and attaching a volume, you can do the following:

« Move your volumes to better host platforms or newer Amazon EC2 instances.
» Refresh the underlying hardware for your server.

» Move your volumes between hypervisor types.

When you detach a volume, your gateway uploads and stores the volume data and metadata to

the Storage Gateway service in AWS. You can easily attach a detached volume to a gateway on any

supported host platform later.

(@ Note

A detached volume is billed at the standard volume storage rate until you delete it. For
information about how to reduce your bill, see Reducing the amount of billed storage on a

volume.

(® Note

There are some limitations for attaching and detaching volumes:

« Detaching a volume can take a long time. When you detach a volume, the gateway
uploads all the data on the volume to AWS before the volume is detached. The time it
takes for the upload to complete depends on how much data needs to be uploaded and
your network connectivity into AWS.

« If you detach a cached volume, you can't reattach it as a stored volume.
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If you detach a stored volume, you can't reattach it as a cached volume.
A detached volume can't be used until it is attached to a gateway.

When you attach a stored volume, it needs to fully restore before you can attach it to a
gateway.

When you start attaching or detaching a volume, you need to wait till the operation
completed before you use the volume.

Currently, forcibly deleting a volume is only supported in the API.

If you delete a gateway while your volume is detaching from that gateway, it results
in data loss. Wait until the volume detach operation is complete before you delete the
gateway.

If a stored gateway is in restoring state, you can't detach a volume from it.

The following steps show you how to detach and attach a volume using the Storage Gateway
console. For more information about doing this using the API, see DetachVolume or AttachVolume
in the AWS Storage Gateway API Reference.

To detach a volume from a gateway

1. Open the Storage Gateway console at https://console.aws.amazon.com/storagegateway/
home.

2. Choose Volumes, the select one or more volumes to detach.

3. For Actions, choose Detach volume. The confirmation dialog box appears.

4. Verify that you want to detach the specified volumes, then type the word detach in the
confirmation box and choose Detach.

® Note

If a volume that you detach has a lot of data on it, it transitions from Attached to
Detaching status until it finishes uploading all the data. Then the status changes to
Detached. For small amounts of data, you might not see the Detaching status. If the
volume doesn't have data on it, the status changes from Attached to Detached.

You can now attach the volume to a different gateway.
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To attach a volume to a gateway

1. Open the Storage Gateway console at https://console.aws.amazon.com/storagegateway/

home.

2. On the navigation pane, choose Volumes. The status of each volume that is detached shows as
Detached.

3. From the list of detached volumes, choose the volume that you want to attach. You can attach
only one volume at a time.

4. For Actions, choose Attach volume.

In the Attach Volume dialog box, choose the gateway that you want to attach the volume to,
and then enter the iSCSI target that you want to connect the volume to.

If you are attaching a stored volume, enter its disk identifier for Disk ID.

6. Choose Attach volume. If a volume that you attach has a lot of data on it, it transitions from
Detached to Attached if the AttachVolume operation succeeds.

7. In the Configure CHAP authentication wizard that appears, enter the Initiator name, Initiator
secret, and Target secret, and then choose Save. For more information about working with
Challenge-Handshake Authentication Protocol (CHAP) authentication, see Configuring CHAP

Authentication for Your iSCSI Targets.

Creating a recovery snapshot

The following procedure shows you how to create a recovery snapshot from a volume recovery
point for a gateway, and where to find that snapshot in the Storage Gateway console after you
create it. You can take recovery snapshots on a one time, ad hoc basis or you can set up a snapshot
schedule to take recurring snapshots of the volume at regular intervals that you specify.

To create and use a recovery snapshot of a volume from an existing gateway

1. Open the Storage Gateway console at https://console.aws.amazon.com/storagegateway/

home.

2. In the navigation pane on the left side of the console page, choose Gateways.

3. Choose the gateway for which you want to create a snapshot, and then choose the Details tab.

The Details tab displays a recovery snapshot message for the selected gateway.

4. Choose Create recovery snapshot to open the Create recovery snapshot dialog box.
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5. From the list of volumes that appears, choose the volume that you want to recover, and then
choose Create snapshots.

Storage Gateway initiates the snapshot process for the specified volume. When the snapshot
process is complete, you can find the snapshot listed in the Snapshots column when viewing
the volume on the Volumes page of the Storage Gateway console.

Editing a snapshot schedule

For stored volumes, AWS Storage Gateway creates a default snapshot schedule of once a day.

(® Note

You can't remove the default snapshot schedule. Stored volumes require at least one
snapshot schedule. However, you can change a snapshot schedule by specifying either the
time the snapshot occurs each day or the frequency (every 1, 2, 4, 8, 12, or 24 hours), or
both.

For cached volumes, AWS Storage Gateway doesn't create a default snapshot schedule. No default
schedule is created because your data is stored in Amazon S3, so you don't need snapshots or a
snapshot schedule for disaster recovery purposes. However, you can set up a snapshot schedule at
any time if you need to. Creating snapshot for your cached volume provides an additional way to
recover your data if necessary.

By using the following steps, you can edit the snapshot schedule for a volume.
To edit the snapshot schedule for a volume

1. Open the Storage Gateway console at https://console.aws.amazon.com/storagegateway/
home.

2. In the navigation pane, choose Volumes, and then choose the volume the snapshot was
created from.

3. For Actions, choose Edit snapshot schedule.

4. In the Edit snapshot schedule dialog box, modify the schedule, and then choose Save.
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Deleting snapshots of your storage volumes

You can delete a snapshot of your storage volume. For example, you might want to do this if you
have taken many snapshots of a storage volume over time and you don't need the older snapshots.
Because snapshots are incremental backups, if you delete a snapshot, only the data that is not
needed in other snapshots is deleted.

Topics

» Deleting Snapshots by Using the AWS SDK for Java

» Deleting Snapshots by Using the AWS SDK for .NET

« Deleting Snapshots by Using the AWS Tools for Windows PowerShell

On the Amazon EBS console, you can delete snapshots one at a time. For information about how
to delete snapshots using the Amazon EBS console, see Deleting an Amazon EBS Snapshot in the
Amazon EC2 User Guide.

To delete multiple snapshots at a time, you can use one of the AWS SDKs that supports Storage
Gateway operations. For examples, see Deleting Snapshots by Using the AWS SDK for Java,
Deleting Snapshots by Using the AWS SDK for .NET, and Deleting Snapshots by Using the AWS
Tools for Windows PowerShell.

Deleting Snapshots by Using the AWS SDK for Java

To delete many snapshots associated with a volume, you can use a programmatic approach.
The example following demonstrates how to delete snapshots using the AWS SDK for Java.

To use the example code, you should be familiar with running a Java console application. For
more information, see Getting Started in the AWS SDK for Java Developer Guide. If you need to

just delete a few snapshots, use the console as described in Deleting snapshots of your storage

volumes.
Example : Deleting Snapshots by Using the AWS SDK for Java

The following Java code example lists the snapshots for each volume of a gateway and whether
the snapshot start time is before or after a specified date. It uses the AWS SDK for Java API for
Storage Gateway and Amazon EC2. The Amazon EC2 API includes operations for working with
snapshots.
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Update the code to provide the service endpoint, your gateway Amazon Resource Name (ARN),

and the number of days back you want to save snapshots. Snapshots taken before this cutoff are

deleted. You also need to specify the Boolean value viewOnly, which indicates whether you want

to view the snapshots to be deleted or to actually perform the snapshot deletions. Run the code

first with just the view option (that is, with viewOnly set to true) to see what the code deletes.

For a list of AWS service endpoints you can use with Storage Gateway, see AWS Storage Gateway
Endpoints and Quotas in the AWS General Reference.

import
import
import
import
import
import
import

import
import
import
import
import
import
import
import
import
import
import

public

java.
java.util.
java.util.
java.util.
java.util.
java.util.
java.util.

com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.

amazonaws

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws

amazonaws.
amazonaws.
amazonaws.
amazonaws.

io.IOException;
Arraylist;
Calendar;
Collection;
Date;
GregorianCalendar;
List;

services.
services.
services.
services.
services.
.services.
services.
services.
services.
services.

ec2.
ec2.
ec2.
ec2.
ec2.
ec2.

.auth.PropertiesCredentials;

AmazonEC2Client;
model.DeleteSnapshotRequest;
model.DescribeSnapshotsRequest;
model.DescribeSnapshotsResult;
model.Filter;

model.Snapshot;

storagegateway.AWSStorageGatewayClient;
storagegateway.model.ListVolumesRequest;
storagegateway.model.ListVolumesResult;
storagegateway.model.VolumeInfo;

class ListDeleteVolumeSnapshotsExample {

public
public

static

static

// The
public

// The

are deleted
// if viewOnly = false.
public static int daysBack = 10;

static AWSStorageGatewayClient sgClient;

static AmazonEC2Client ec2Client;

String serviceURLSG = "https://storagegateway.us-east-1.amazonaws.com";
String serviceURLEC2 = "https://ec2.us-east-1.amazonaws.com";

gatewayARN

static String gatewayARN = "*** provide gateway ARN *#**'";

number of days back you want to save snapshots. Snapshots before this cutoff
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// true = show what will be deleted; false = actually delete snapshots that meet

the daysBack criteria
public static boolean viewOnly = true;

public static void main(String[] args) throws IOException {

// Create a Storage Gateway and amazon ec2 client
sgClient = new AWSStorageGatewayClient(new PropertiesCredentials(

ListDeleteVolumeSnapshotsExample.class.getResourceAsStream("AwsCredentials.properties")));

sgClient.setEndpoint(serviceURLSG);
ec2Client = new AmazonEC2Client(new PropertiesCredentials(

ListDeleteVolumeSnapshotsExample.class.getResourceAsStream("AwsCredentials.properties")));
ec2Client.setEndpoint(serviceURLEC2);

List<VolumeInfo> volumes = ListVolumesForGateway();
DeleteSnapshotsForVolumes(volumes, daysBack);

}

public static List<VolumeInfo> ListVolumesForGateway()

{

List<VolumeInfo> volumes = new ArraylList<VolumeInfo>();

String marker = null;

do {
ListVolumesRequest request = new

ListVolumesRequest().withGatewayARN(gatewayARN);
ListVolumesResult result = sgClient.listVolumes(request);

marker = result.getMarker();

for (VolumeInfo vi : result.getVolumeInfos())

{
volumes.add(vi);
System.out.println(OutputVolumeInfo(vi));
}
} while (marker != null);

return volumes;

}

private static void DeleteSnapshotsForVolumes(List<VolumeInfo> volumes,
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int daysBack2) {

// Find snapshots and delete for each volume
for (VolumeInfo vi : volumes) {

String volumeARN = vi.getVolumeARN();

String volumeld =
volumeARN.substring(volumeARN.lastIndexO0f("/")+1).toLowerCase();

Collection<Filter> filters = new ArraylList<Filter>();

Filter filter = new Filter().withName("volume-id").withValues(volumeld);

filters.add(filter);

DescribeSnapshotsRequest describeSnapshotsRequest =
new DescribeSnapshotsRequest().withFilters(filters);
DescribeSnapshotsResult describeSnapshotsResult =
ec2Client.describeSnapshots(describeSnapshotsRequest);

List<Snapshot> snapshots = describeSnapshotsResult.getSnapshots();
System.out.println("volume-id = " + volumeld);
for (Snapshot s : snapshots){
StringBuilder sb = new StringBuilder();
boolean meetsCriteria = !CompareDates(daysBack, s.getStartTime());
sb.append(s.getSnapshotId() + ", " + s.getStartTime().toString());

sb.append(", meets criteria for delete? " + meetsCriteria);
sb.append(", deleted? ");
if (!viewOnly & meetsCriteria) {
sb.append("yes");
DeleteSnapshotRequest deleteSnapshotRequest =
new DeleteSnapshotRequest().withSnapshotId(s.getSnapshotId());
ec2Client.deleteSnapshot(deleteSnapshotRequest);

}

else {
sb.append("no");

}

System.out.println(sb.toString());

private static String OutputVolumeInfo(VolumeInfo vi) {

String volumeInfo = String.format(
"Volume Info:\n" +
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" ARN: %s\n" +

" Type: %s\n",

vi.getVolumeARN(),

vi.getVolumeType());
return volumeInfo;

// Returns the date in two formats as a list
public static boolean CompareDates(int daysBack, Date snapshotDate) {
Date today = new Date();
Calendar cal = new GregorianCalendar();
cal.setTime(today);
cal.add(Calendar.DAY_OF_MONTH, -daysBack);
Date cutoffDate = cal.getTime();
return (snapshotDate.compareTo(cutoffDate) > @) ? true : false;

Deleting Snapshots by Using the AWS SDK for .NET

To delete many snapshots associated with a volume, you can use a programmatic approach. The
following example demonstrates how to delete snapshots using the AWS SDK for .NET version 2
and 3. To use the example code, you should be familiar with running a .NET console application.
For more information, see Getting Started in the AWS SDK for .NET Developer Guide. If you need
to just delete a few snapshots, use the console as described in Deleting snapshots of your storage

volumes.
Example : Deleting Snapshots by Using the AWS SDK for .NET

In the following C# code example, an AWS Identity and Access Management user can list the
snapshots for each volume of a gateway. The user can then determine whether the snapshot

start time is before or after a specified date (retention period) and delete snapshots that have
passed the retention period. The example uses the AWS SDK for .NET API for Storage Gateway and
Amazon EC2. The Amazon EC2 API includes operations for working with snapshots.

The following code example uses the AWS SDK for .NET version 2 and 3. You can migrate older
versions of .NET to the newer version. For more information, see Migrating your project for the
AWS SDK for .NET.

Using the AWS SDK for .NET API Version 2013-06-30 86


https://docs.aws.amazon.com/sdk-for-net/v4/developer-guide/net-dg-config.html
https://docs.aws.amazon.com/sdk-for-net/v4/developer-guide/net-dg-migrating.html
https://docs.aws.amazon.com/sdk-for-net/v4/developer-guide/net-dg-migrating.html

AWS Storage Gateway Volume Gateway User Guide

Update the code to provide the service endpoint, your gateway Amazon Resource Name (ARN),
and the number of days back you want to save snapshots. Snapshots taken before this cutoff are
deleted. You also need to specify the Boolean value viewOnly, which indicates whether you want
to view the snapshots to be deleted or to actually perform the snapshot deletions. Run the code
first with just the view option (that is, with viewOnly set to true) to see what the code deletes.
For a list of AWS service endpoints you can use with Storage Gateway, see AWS Storage Gateway
Endpoints and Quotas in the AWS General Reference.

First, you create an user and attach the minimum IAM policy to the user. Then you schedule
automated snapshots for your gateway.

The following code creates the minimum policy that allows an user to delete snapshots. In this
example, the policy is named sgw-delete-snapshot.

JSON

"Version": "2012-10-17",
"Statement": [
{
"Sid": "StmtEC2Snapshots",
"Effect": "Allow",
"Action": [
"ec2:DeleteSnapshot”,
"ec2:DescribeSnapshots"

1,

"Resource": [

Mg

"Sid": "StmtSgwListVolumes",

"Effect": "Allow",

"Action": [
"storagegateway:ListVolumes"

1,

"Resource": [

Mg
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}

The following C# code finds all snapshots in the specified gateway that match the volumes and the
specified cut-off period and then deletes them.

using
using
using
using
using
using
using

System;
System.Collections.Generic;
System.Text;

Amazon.EC2;
Amazon.EC2.Model;
Amazon.StorageGateway.Model;
Amazon.StorageGateway;

namespace DeleteStorageGatewaySnapshotNS

{

class Program

{

/*
* Replace the variables below to match your environment.

*/

/* IAM AccessKey */
static String AwsAccessKey = "AKIA................ =

/* IAM SecretKey */
Statlc St]’.‘lng AWSSECIetKey = "*******************************";

/* Account number, 12 digits, no hyphen */
static String OwnerID = "123456789012";

/* Your Gateway ARN. Use a Storage Gateway ID, sgw-XXXXXXXX* */
static String GatewayARN = "arn:aws:storagegateway:ap-

southeast-2:123456789012:gateway/sgw-XXXXXXXX";

/* Snapshot status: "completed", "pending", "error" */
static String SnapshotStatus = "completed";

/* Region where your gateway is activated */
static String AwsRegion = "ap-southeast-2";

/* Minimum age of snapshots before they are deleted (retention

policy) */

Using the AWS SDK for .NET

API Version 2013-06-30 88



AWS Storage Gateway Volume Gateway User Guide

static int daysBack = 30;

/*
* Do not modify the four lines below.
*/
static AmazonEC2Config ec2Config;
static AmazonEC2Client ec2Client;
static AmazonStorageGatewayClient sgClient;
static AmazonStorageGatewayConfig sgConfig;

static void Main(string[] args)
{
// Create an EC2 client.
ec2Config = new AmazonEC2Config();
ec2Config.ServiceURL = "https://ec2." + AwsRegion + ".amazonaws.com";
ec2Client = new AmazonEC2Client(AwsAccessKey, AwsSecretKey, ec2Config);

// Create a Storage Gateway client.

sgConfig = new AmazonStorageGatewayConfig();

sgConfig.ServiceURL = "https://storagegateway." + AwsRegion +
".amazonaws.com";

sgClient = new AmazonStorageGatewayClient(AwsAccessKey, AwsSecretKey,
sgConfig);

List<VolumeInfo> StorageGatewayVolumes = ListVolumesForGateway();
List<Snapshot> StorageGatewaySnapshots
ListSnapshotsForVolumes(StorageGatewayVolumes,

daysBack);
DeleteSnapshots(StorageGatewaySnapshots);

/*
* List all volumes for your gateway
* returns: A list of VolumelInfos, or null.

*/
private static List<VolumeInfo> ListVolumesForGateway()
{
ListVolumesResponse response = new ListVolumesResponse();
try
{

ListVolumesRequest request = new ListVolumesRequest();
request.GatewayARN = GatewayARN;
response = sgClient.ListVolumes(request);
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foreach (VolumeInfo vi in response.VolumeInfos)

{
Console.WriteLine(OutputVolumeInfo(vi));
}
}
catch (AmazonStorageGatewayException ex)
{
Console.WriteLine(ex.Message);
}
return response.VolumeInfos;
}
/*

* Gets the list of snapshots that match the requested volumes
* and cutoff period.
*/
private static List<Snapshot> ListSnapshotsForVolumes(List<VolumeInfo> volumes,
int snapshotAge)
{
List<Snapshot> SelectedSnapshots = new List<Snapshot>();
try
{
foreach (VolumeInfo vi in volumes)
{
String volumeARN = vi.VolumeARN;
String volumeID = volumeARN.Substring(volumeARN.LastIndexOf("/") +
1).ToLower();

DescribeSnapshotsRequest describeSnapshotsRequest = new
DescribeSnapshotsRequest();

Filter ownerFilter = new Filter();

List<String> ownerValues = new List<String>();
ownerValues.Add(OwnerID);

ownerFilter.Name = "owner-id";

ownerFilter.Values = ownerValues;
describeSnapshotsRequest.Filters.Add(ownerFilter);

Filter statusFilter = new Filter();

List<String> statusValues = new List<String>();
statusValues.Add(SnapshotStatus);

statusFilter.Name = "status";

statusFilter.Values = statusValues;
describeSnapshotsRequest.Filters.Add(statusFilter);
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Filter volumeFilter = new Filter();

List<String> volumeValues = new List<String>();
volumeValues.Add(volumeID);

volumeFilter.Name = "volume-id";
volumeFilter.Values = volumeValues;
describeSnapshotsRequest.Filters.Add(volumeFilter);

DescribeSnapshotsResponse describeSnapshotsResponse =
ec2Client.DescribeSnapshots(describeSnapshotsRequest);

List<Snapshot> snapshots = describeSnapshotsResponse.Snapshots;

Console.WriteLine("volume-id = " + volumeID);
foreach (Snapshot s in snapshots)
{

if (IsSnapshotPastRetentionPeriod(snapshotAge, s.StartTime))
{
Console.WritelLine(s.SnapshotId + ", " + s.Volumeld + ",
" + s.StartTime + ", " + s.Description);
SelectedSnapshots.Add(s);

catch (AmazonEC2Exception ex)

Console.WriteLine(ex.Message);

return SelectedSnapshots;

* Deletes a list of snapshots.

private static void DeleteSnapshots(List<Snapshot> snapshots)

}
{
}

}

e

*/

{
try
{

foreach (Snapshot s in snapshots)

{

DeleteSnapshotRequest deleteSnapshotRequest = new

DeleteSnapshotRequest(s.Snapshotld);
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DeleteSnapshotResponse response =
ec2Client.DeleteSnapshot(deleteSnapshotRequest);

Console.WritelLine("Volume: " +
s.Volumeld +
" => Spapshot: " +
s.SnapshotId +
" Response: "
+ response.HttpStatusCode.ToString());
}
}
catch (AmazonEC2Exception ex)
{
Console.WriteLine(ex.Message);
}
}
/*
* Checks if the snapshot creation date is past the retention period.
*/

private static Boolean IsSnapshotPastRetentionPeriod(int daysBack, DateTime
snapshotDate)

{
DateTime cutoffDate = DateTime.Now.Add(new TimeSpan(-daysBack, @, @, 0));
return (DateTime.Compare(snapshotDate, cutoffDate) < @) ? true : false;
}
/*
* Displays information related to a volume.
*/
private static String OutputVolumeInfo(VolumeInfo vi)
{
String volumeInfo = String.Format(
"Volume Info:\n" +
" ARN: {0}\n" +
" Type: {1}\n",
vi.VolumeARN,
vi.VolumeType);
return volumelInfo;
}
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Deleting Snapshots by Using the AWS Tools for Windows PowerShell

To delete many snapshots associated with a volume, you can use a programmatic approach. The
example following demonstrates how to delete snapshots using the AWS Tools for Windows
PowerShell. To use the example script, you should be familiar with running a PowerShell script.
For more information, see Getting Started in the AWS Tools for Windows PowerShell. If you need

to delete just a few snapshots, use the console as described in Deleting snapshots of your storage

volumes.
Example : Deleting Snapshots by Using the AWS Tools for Windows PowerShell

The following PowerShell script example lists the snapshots for each volume of a gateway and
whether the snapshot start time is before or after a specified date. It uses the AWS Tools for
Windows PowerShell cmdlets for Storage Gateway and Amazon EC2. The Amazon EC2 APl includes
operations for working with snapshots.

You need to update the script and provide your gateway Amazon Resource Name (ARN) and the
number of days back you want to save snapshots. Snapshots taken before this cutoff are deleted.
You also need to specify the Boolean value viewOnly, which indicates whether you want to view
the snapshots to be deleted or to actually perform the snapshot deletions. Run the code first with
just the view option (that is, with viewOnly set to true) to see what the code deletes.

<#
.DESCRIPTION
Delete snapshots of a specified volume that match given criteria.

.NOTES
PREREQUISITES:
1) AWS Tools for Windows PowerShell from https://aws.amazon.com/powershell/
2) Credentials and AWS Region stored in session using Initialize-AWSDefault.
For more info see, https://docs.aws.amazon.com/powershell/latest/userguide/
specifying-your-aws-credentials.html

.EXAMPLE
powershell.exe .\SG_DeleteSnapshots.psl
#>

# Criteria to use to filter the results returned.
$daysBack = 18

$gatewayARN = "*** provide gateway ARN ***"
$viewOnly = $true;
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#ListVolumes
$volumesResult = Get-SGVolume -GatewayARN $gatewayARN
$volumes = $volumesResult.VolumeInfos
Write-Output(" nVolume List")
foreach ($volumes in $volumesResult)
{ Write-Output(" nVolume Info:")
Write-Output("ARN: " + $volumes.VolumeARN)
write-Output("Type: " + $volumes.VolumeType)
}

Write-Output(" nWhich snapshots meet the criteria?")
foreach ($volume in $volumesResult)

{
$volumeARN = $volume.VolumeARN
$volumeId = ($volumeARN-split"/")[3].ToLower()
$filter = New-Object Amazon.EC2.Model.Filter
$filter.Name = "volume-id"

$filter.Value.Add($volumeId)

$snapshots = get-EC2Snapshot -Filter $filter

Write-Output(" 'nFor volume-id = " + $volumeId)
foreach ($s in $snapshots)
{

$d = ([DateTime]: :Now).AddDays(-$daysBack)
$meetsCriteria = $false

if ([DateTime]::Compare($d, $s.StartTime) -gt 0)
{

$meetsCriteria = $true

$sb = $s.SnapshotId + ", " + $s.StartTime + ", meets criteria for delete? " +
$meetsCriteria
if (!$viewOnly -AND $meetsCriteria)

{
$resp = Remove-EC2Snapshot -SnapshotId $s.SnapshotId
#Can get RequestId from response for troubleshooting.
$sb = $sb + ", deleted? yes"

}

else {
$sb = $sb + ", deleted? no"

}
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Write-Output($sb)

Understanding Volume Statuses and Transitions

Each volume has an associated status that tells you at a glance what the health of the volume

is. Most of the time, the status indicates that the volume is functioning normally and that no
action is needed on your part. In some cases, the status indicates a problem with the volume that
might or might not require action on your part. You can find information following to help you
decide when you need to act. You can see volume status on the Storage Gateway console or by
using one of the Storage Gateway API operations, for example DescribeCachediSCSIVolumes or
DescribeStorediSCSIVolumes.

Topics

Understanding Volume Status

Understanding Attachment Status

Understanding Cached Volume Status Transitions

Understanding Stored Volume Status Transitions

Understanding Volume Status

The following table shows volume status on the Storage Gateway console. Volume status appears
in the Status column for each storage volume on your gateway. A volume that is functioning
normally has a status of Available.

In the following table, you can find a description of each storage volume status, and if and when
you should act based on each status. The Available status is the normal status of a volume. A
volume should have this status all or most of the time it's in use.

Status Meaning

Available The volume is available for use. This status is the normal running st
atus for a volume.
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Status Meaning

When a Bootstrapping phase is completed, the volume returns to
Available state. That is, the gateway has synchronized any changes
made to the volume since it first entered Pass Through status.

Bootstrapping The gateway is synchronizing data locally with a copy of the data
stored in AWS. You typically don't need to take action for this status,
because the storage volume automatically sees the Available status in
most cases.

The following are scenarios when a volume status is Bootstrapping:

A gateway has unexpectedly shut down.

A gateway's upload buffer has been exceeded. In this scenario,
bootstrapping occurs when your volume has the Pass Through
status and the amount of free upload buffer increases sufficiently.
You can provide additional upload buffer space as one way to incre
ase the percentage of free upload buffer space. In this particular
scenario, the storage volume goes from Pass Through to Bootstrap
ping to Available status. You can continue to use this volume
during this bootstrapping period. However, you can't take snapshots
of the volume at this point.

You are creating a stored Volume Gateway and preserving existing
local disk data. In this scenario, your gateway starts uploading all

of the data to AWS. The volume has the Bootstrapping status until
all of the data from the local disk is copied to AWS. You can use the
volume during this bootstrapping period. However, you can't take
snapshots of the volume at this point.

Creating The volume is currently being created and is not ready for use. The
Creating status is transitional. No action is required.

Deleting The volume is currently being deleted. The Deleting status is transitio
nal. No action is required.
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Status Meaning

Irrecoverable An error occurred from which the volume cannot recover. For inform
ation on what to do in this situation, see Troubleshooting volume

issues.
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Status Meaning

Pass Through Data maintained locally is out of sync with data stored in AWS. Data
written to a volume while the volume is in Pass Through status
remains in the cache until the volume status is Bootstrapping. This
data starts to upload to AWS when Bootstrapping status begins.

The Pass Through status can occur for several reasons, listed following

The Pass Through status occurs if your gateway has run out of
upload buffer space. Your applications can continue to read from
and write data to your storage volumes while the volumes have the
Pass Through status. However, the gateway isn't writing any of your
volume data to its upload buffer or uploading any of this data to
AWS.

The gateway continues to upload any data written to the volume
before the volume entered the Pass Through status. Any pending or
scheduled snapshots of a storage volume fail while the volume has
the Pass Through status. For information about what to do when
your storage volume has the Pass Through status because the uplo
ad buffer has been exceeded, see Troubleshooting volume issues.

To return to ACTIVE status, a volume in Pass Through must
complete the Bootstrapping phase. During Bootstrapping, the
volume re-establishes synchronization within AWS, so that it can
resume the record (log) of changes to the volume, and activate
CreateSnapshot functionality. During Bootstrapping, writes to
the volume are recorded in upload buffer.

The Pass Through status occurs when there is more than one
storage volume bootstrapping at once. Only one gateway storage
volume can bootstrap at a time. For example, suppose that you
create two storage volumes and choose to preserve existing data on
both of them. In this case, the second storage volume has the Pass
Through status until the first storage volume finishes bootstrap
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Status

Restoring

Meaning

ping. In this scenario, you don't need to act. Each storage volume
changes to the Available status automatically when it is finished
being created. You can read and write to the storage volume while it
has the Pass Through or Bootstrapping status.

Infrequently, the Pass Through status can indicate that a disk
allocated for upload buffer use has failed. For information about
what action to take in this scenario, see Troubleshooting volume

issues.

The Pass Through status can occur when a volume is in Active or
Bootstrapping state. In this case, the volume receives a write, but
the upload buffer has insufficient capacity to record (log) that write.

The Pass Through status occurs when a volume is in any state and
the gateway is not shut down cleanly. This type of shutdown can
happen because the software crashed or the VM was powered off. In
this case, a volume in any state transitions to Pass Through status.

The volume is being restored from an existing snapshot. This statu
s applies only for stored volumes. For more information, see How
Volume Gateway works.

If you restore two storage volumes at the same time, both storage vo
lumes show Restoring as their status. Each storage volume changes to
the Available status automatically when it is finished being created.
You can read and write to a storage volume and take a snapshot of it
while it has the Restoring status.

Understanding Volume Status
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Status Meaning
Restoring Pass The volume is being restored from an existing snapshot and has
Through encountered an upload buffer issue. This status applies only for stored

volumes. For more information, see How Volume Gateway works.

One reason that can cause the Restoring Pass Through status is if
your gateway has run out of upload buffer space. Your applications can
continue to read from and write data to your storage volumes while
they have the Restoring Pass Through status. However, you can't take
snapshots of a storage volume during the Restoring Pass Through
status period. For information about what action to take when your
storage volume has the Restoring Pass Through status because up
load buffer capacity has been exceeded, see Troubleshooting volume

issues.

Infrequently, the Restoring Pass Through status can indicate that a
disk allocated for an upload buffer has failed. For information about
what action to take in this scenario, see Troubleshooting volume issues.

Upload Buffer Not You can't create or use the volume because the gateway doesn't have

Configured an upload buffer configured. For information on how to add upload
buffer capacity for volumes in a cached volume setup, see Determini
ng the size of upload buffer to allocate. For information on how to

add upload buffer capacity for volumes in a stored volume setup, see
Determining the size of upload buffer to allocate.

Understanding Attachment Status

You can detach a volume from a gateway or attach it to a gateway by using the Storage Gateway
console or API. The following table shows volume attachment status on the Storage Gateway
console. Volume attachment status appears in the Attachment status column for each storage
volume on your gateway. For example, a volume that is detached from a gateway has a status of
Detached. For information about how to detach and attach a volume, see Moving Your Volumes to
a Different Gateway.
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Status
Attached
Detached

Detaching

Meaning
The volume is attached to a gateway.
The volume is detached from a gateway.

The volume is being detached from a gateway. When you are detach
ing a volume and the volume doesn't have data on it, you might not
see this status.

Understanding Cached Volume Status Transitions

Use the following state diagram to understand the most common transitions between statuses
for volumes in cached gateways. You don't need to understand the diagram in detail to use your
gateway effectively. Rather, the diagram provides detailed information if you are interested in
knowing more about how Volume Gateways work.

The diagram doesn't show the Upload Buffer Not Configured status or the Deleting status.
Volume states in the diagram appear as green, yellow, and red boxes. You can interpret the colors

as described following.

Color

Green

Yellow

Volume Status

The gateway is operating normally. The volume
status is Available or eventually becomes
Available.

The volume has the Pass Through status, which
indicates there is a potential issue with the
storage volume. If this status appears because
the upload buffer space is filled, then in some
cases buffer space becomes available again. At
that point, the storage volume self-corrects to
the Available status. In other cases, you might
have to add more upload buffer space to your
gateway to allow the storage volume status

to become Available. For information on how
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Color Volume Status

to troubleshoot a case when upload buffer
capacity has been exceeded, see Troublesh
ooting volume issues. For information on how

to add upload buffer capacity, see Determining
the size of upload buffer to allocate.

Red The storage volume has the Irrecoverable
status. In this case, you should delete the
volume. For information on how to do this, see
To delete a volume.

In the diagram, a transition between two states is depicted with a labeled line. For example, the
transition from the Creating status to the Available status is labeled as Create Basic Volume or
Create Volume from Snapshot. This transition represents creating a cached volume. For more
information about creating storage volumes, see Adding and expanding volumes.
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Create Volume

CREATING

Create Basic Volume or Create
Wolume fram Snapshot
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Unable to Finish
AVAILABLE Bootstrap BOOTSTRAPPING
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= “...//
PASS THROUGH

Key

Gateway  Temparary Gtate
Operating or Recoverable
Marrmally . Condition®

* e run out of uplead buffer
** g.q. lost connectivity

(® Note

The volume status of Pass Through appears as yellow in this diagram. However, this
doesn't match the color of this status icon in the Status box of the Storage Gateway

console.
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Understanding Stored Volume Status Transitions

Use the following state diagram to understand the most common transitions between statuses
for volumes in stored gateways. You don't need to understand the diagram in detail to use your
gateway effectively. Rather, the diagram provides detailed information if you are interested in
understanding more about how Volume Gateways work.

The diagram doesn't show the Upload Buffer Not Configured status or the Deleting status.
Volume states in the diagram appear as green, yellow, and red boxes. You can interpret the colors
as described following.

Color Volume Status

Green The gateway is operating normally. The volume
status is Available or eventually becomes
Available.

Yellow When you are creating a storage volume and

preserving data, then the path from the
Creating status to the Pass Through status
occurs if another volume is bootstrapping. In
this case, the volume with the Pass Through s
tatus goes to the Bootstrapping status and then
to the Available status when the first volume is
finished bootstrapping. Other than the specific
scenario mentioned, yellow (Pass Through
status) indicates that there is a potential issue
with the storage volume, the most common

one being an upload buffer issue. If upload
buffer capacity has been exceeded, then in some
cases buffer space becomes available again. At
that point, the storage volume self-corrects to
the Available status. In other cases, you might
have to add more upload buffer capacity to
your gateway to return the storage volume to
the Available status. For information on how
to troubleshoot a case when upload buffer
capacity has been exceeded, see Troublesh
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Color Volume Status

ooting volume issues. For information on how

to add upload buffer capacity, see Determining
the size of upload buffer to allocate.

Red The storage volume has the Irrecoverable
status. In this case, you should delete the
volume. For information on how to do this, see
Deleting storage volumes.

In the following diagram, a transition between two states is depicted with a labeled line. For
example, the transition from the Creating status to the Available status is labeled as Create Basic
Volume. This transition represents creating a storage volume without preserving data or creating
the volume from a snapshot.
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Create Volume
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(® Note
The volume status of Pass Through appears as yellow in this diagram. However, this
doesn't match the color of this status icon in the Status box of the Storage Gateway

console.

Moving your data to a new gateway
You can move data between gateways as your data and performance needs grow, or if you receive

an AWS notification to migrate your gateway. The following are some reasons for doing this:
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« Move your data to better host platforms or newer Amazon EC2 instances.

« Refresh the underlying hardware for your server.

The steps that you follow to move your data to a new gateway depend on the gateway type that
you have.

® Note

Data can only be moved between the same gateway types.

Moving stored volumes to a new stored Volume Gateway

To move your stored volume to a new stored Volume Gateway

1. Stop any applications that are writing to the old stored Volume Gateway.
2. Use the following steps to create a snapshot of your volume, and then wait for the snapshot to

complete.

a. Open the Storage Gateway console at https://console.aws.amazon.com/storagegateway/
home.

b. In the navigation pane, choose Volumes, and then choose the volume that you want to
create the snapshot from.

c. For Actions, choose Create snapshot.

d. Inthe Create snapshot dialog box, enter a snapshot description, and then choose Create
snapshot.

You can verify that the snapshot was created using the console. If data is still uploading
to the volume, wait until the upload is complete before you go to the next step. To see
the snapshot status and validate that none are pending, select the snapshot links on the
volumes.

3. Use the following steps to stop the old stored Volume Gateway:

a. Inthe navigation pane, choose Gateways, and then choose the old stored Volume
Gateway that you want to stop. The status of the gateway is Running.
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b. For Actions, choose Stop gateway. Verify the ID of the gateway from the dialog box, and
then choose Stop gateway.

While the gateway is stopping, you might see a message that indicates the status of the
gateway. When the gateway shuts down, a message and a Start gateway button appear in
the Details tab. When the gateway shuts down, the status of the gateway is Shutdown.

c. Shut down the VM using the hypervisor controls.

For more information about stopping a gateway, see Starting and Stopping a Volume
Gateway.

4. Detach the storage disks associated with your stored volumes from the gateway VM. This
excludes the root disk of the VM.

5. Activate a new stored Volume Gateway with a new hypervisor VM image available from the
Storage Gateway console at https://console.aws.amazon.com/storagegateway/home.

6. Attach the physical storage disks that you detached from the old stored Volume Gateway VM
in step 5.

7. To preserve existing data on the disk, use the following steps to create stored volumes.

a. On the Storage Gateway console, choose Create volume.

b. In the Create volume dialog box, select the stored Volume Gateway that you created in
step 5.

c. Choose a Disk ID value from the list.

d. For Volume content, select the Preserve existing data on the disk option.

For more information about creating volumes, see Creating a storage volume.

8. (Optional) In the Configure CHAP authentication wizard that appears, enter the Initiator
name, Initiator secret, and Target secret, and then choose Save.

For more information about working with Challenge-Handshake Authentication Protocol
(CHAP) authentication, see Configuring CHAP Authentication for Your iSCSI Targets.

9. Start the application that writes to your stored volume.

10. When you have confirmed that your new stored Volume Gateway is working correctly, you can
delete the old stored Volume Gateway.

Moving stored volumes to a new stored Volume Gateway API Version 2013-06-30 108


https://console.aws.amazon.com/storagegateway/

AWS Storage Gateway Volume Gateway User Guide

/A Important

Before you delete a gateway, be sure that no applications are currently writing to that
gateway's volumes. If you delete a gateway while it is in use, data loss can occur.

Use the following steps to delete the old stored Volume Gateway:

/A Warning

When a gateway is deleted, there is no way to recover it.

a. Inthe navigation pane, choose Gateways, and then choose the old stored Volume
Gateway that you want to delete.

b. For Actions, choose Delete gateway.

¢. Inthe confirmation dialog box that appears, select the check box to confirm your deletion.
Make sure that the gateway ID listed specifies the old stored Volume Gateway that you
want to delete, and then choose Delete.

11. Delete the old gateway VM. For information about deleting a VM, see the documentation for
your hypervisor.

Moving cached volumes to a new gateway virtual machine

To move your cached volumes to a new cached Volume Gateway virtual machine (VM)

1. Stop any applications that are writing to the old cached Volume Gateway.

2.  Unmount or disconnect iSCSI volumes from any clients that are using them. This helps keep
data on those volumes consistent by preventing clients from changing or adding data to those
volumes.

3. Use the following steps to create a snapshot of your volume, and then wait for the snapshot to

complete.

a. Open the Storage Gateway console at https://console.aws.amazon.com/storagegateway/
home.
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b. In the navigation pane, choose Volumes, and then choose the volume that you want to
create the snapshot from.

c. For Actions, choose Create snapshot.

d. Inthe Create snapshot dialog box, enter a snapshot description, and then choose Create
snapshot.

You can verify that the snapshot was created using the console. If data is still uploading
to the volume, wait until the upload is complete before you go to the next step. To see
the snapshot status and validate that none are pending, select the snapshot links on the
volumes.

For more information about checking volume status in the console, see Understanding

Volume Statuses and Transitions. For information about cached volume status, see

Understanding Cached Volume Status Transitions .

4. Use the following steps to stop the old cached Volume Gateway:

a. Inthe navigation pane, choose Gateways, and then choose the old cached Volume
Gateway that you want to stop. The status of the gateway is Running.

b. For Actions, choose Stop gateway. Verify the ID of the gateway from the dialog box, and
then choose Stop gateway. Make a note of the gateway ID, as it is needed in a later step.

While the old gateway is stopping, you might see a message that indicates the status of
the gateway. When the old gateway shuts down, a message and a Start gateway button
appear in the Details tab. When the gateway shuts down, the status of the gateway is
Shutdown.

c. Shut down the old VM using the hypervisor controls. For more information about shutting
down an Amazon EC2 instance, see Stopping and starting your instances in the Amazon

EC2 User Guide. For more information about shutting down a KVM, VMware, or Hyper-V
VM, see your hypervisor documentation.

For more information about stopping a gateway, see Starting and Stopping a Volume
Gateway.

5. Detach all disks, including the root disk, cache disks, and upload buffer disks, from the old
gateway VM.
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® Note

Make a note of the root disk's volume ID, as well as the gateway ID associated with
that root disk. You detach this disk from the new Storage Gateway hypervisor in a later
step. (See step 11.)

If you are using an Amazon EC2 instance as the VM for your cached Volume Gateway, see
Detaching an Amazon EBS volume from a Linux instance in the Amazon EC2 User Guide.
For information about detaching disks from a KVM, VMware, or Hyper-V VM, see the
documentation for your hypervisor.

6. Create a new Storage Gateway hypervisor VM instance, but don't activate it as a gateway. For
more information about creating a new Storage Gateway hypervisor VM, see Set up a Volume
Gateway. This new gateway will assume the identity of the old gateway.

® Note

Do not add disks for cache or upload buffer to the new VM. Your new VM will use the
same cache disks and upload buffer disks that were used by the old VM.

7. Your new Storage Gateway hypervisor VM instance should use the same network configuration
as the old VM. The default network configuration for the gateway is Dynamic Host
Configuration Protocol (DHCP). With DHCP, your gateway is automatically assigned an IP
address.

If you need to manually configure a static IP address for your new VM, see Configuring Your

Gateway Network for more details. If your gateway must use a Socket Secure version 5

(SOCKS5) proxy to connect to the internet, see Configuring a SOCKS5 proxy for your on-

premises gateway for more details.

8. Start the new VM.

9. Attach the disks that you detached from the old cached Volume Gateway VM in step 5, to the
new cached Volume Gateway. Attach them in the same order to the new gateway VM as they
are on the old gateway VM.

All disks must make the transition unchanged. Do not change volume sizes, as that will cause
metadata to become inconsistent.
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10.

11.
12.

13.

14.

Initiate the gateway migration process by connecting to the new VM with a URL that uses the
following format.

http://your-VM-IP-address/migrate?gatewayld=your-gateway-ID

You can re-use the same IP address for the new gateway VM as you used for the old gateway
VM. Your URL should look similar to the example following.

http://198.51.100.123/migrate?gatewayId=sgw-12345678

Use this URL from a browser, or from the command line using curl, to initiate the migration
process.

When the gateway migration process is successfully initiated, you will see the following
message:

Successfully imported Storage Gateway information. Please refer to
Storage Gateway documentation to perform the next steps to complete the
migration.

Detach the old gateway's root disk, whose volume ID you noted in step 5.

Start the gateway.
Use the following steps to start the new cached Volume Gateway:

a. Open the Storage Gateway console at https://console.aws.amazon.com/storagegateway/

home.

b. In the navigation pane, choose Gateways and then choose the new gateway you want to
start. The status of the gateway is Shutdown.

c. Choose Details, and then choose Start gateway.

For more information about starting a gateway, see Starting and Stopping a Volume Gateway.

Your volumes should now be available to your applications at the new gateway VM's IP
address.

Confirm that your volumes are available, and delete the old gateway VM. For information
about deleting a VM, see the documentation for your hypervisor.
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Monitoring Storage Gateway

This section describes how to monitor a Storage Gateway, including monitoring resources
associated with the gateway, using Amazon CloudWatch. You can monitor the gateway's upload
buffer and cache storage. You use the Storage Gateway console to view metrics and alarms for your
gateway. For example, you can view the number of bytes used in read and write operations, the
time spent in read and write operations, and the time taken to retrieve data from the Amazon Web
Services Cloud. With metrics, you can track the health of your gateway and set up alarms to notify
you when one or more metrics fall outside a defined threshold.

Storage Gateway provides CloudWatch metrics at no additional charge. Storage Gateway

metrics are recorded for a period of two weeks. By using these metrics, you can access historical
information and get a better perspective on how your gateway and volumes are performing.
Storage Gateway also provides CloudWatch alarms, except high-resolution alarms, at no additional
charge. For more information about CloudWatch pricing, see Amazon CloudWatch pricing. For
more information about CloudWatch, see Amazon CloudWatch User Guide.

For information specific to monitoring a Volume Gateway and its associated resources, see
Monitoring your Volume Gateway.

Topics

« Understanding gateway metrics

» Monitoring the upload buffer

« Monitoring cache storage

» Understanding CloudWatch alarms

» Creating recommended CloudWatch alarms for your gateway

» Creating a custom CloudWatch alarm for your gateway

« Monitoring your Volume Gateway

Understanding gateway metrics

For the discussion in this topic, we define gateway metrics as metrics that are scoped to the
gateway—that is, they measure something about the gateway. Because a gateway contains one
or more volumes, a gateway-specific metric is representative of all volumes on the gateway. For
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example, the CloudBytesUploaded metric is the total number of bytes that the gateway sent to
the cloud during the reporting period. This metric includes the activity of all the volumes on the

gateway.

When working with gateway metric data, you specify the unique identification of the gateway

that you are interested in viewing metrics for. To do this, you specify both the GatewayId and the

GatewayName values. When you want to work with metric for a gateway, you specify the gateway

dimension in the metrics namespace, which distinguishes a gateway-specific metric from a volume-

specific metric. For more information, see Using Amazon CloudWatch Metrics.

(® Note

Some metrics return data points only when new data has been generated during the most

recent monitoring period.

Metric

AvailabilityNotifi
cations

CacheHitPercent

Description

Number of availability-related
health notifications generated
by the gateway.

Use this metric with the Sum
statistic to observe whether
the gateway is experienc

ing any availability-related
events. For details about the
events, check your configured
CloudWatch log group.

Unit: Number

Percent of application reads
served from the cache. The
sample is taken at the end of
the reporting period.

Unit: Percent

Understanding gateway metrics

API Version 2013-06-30 114



AWS Storage Gateway

Volume Gateway User Guide

Metric

CachePercentDirty

CacheUsed

IoWaitPercent

MemTotalBytes

MemUsedBytes

Description

The overall percentage of the

gateway cache that has not
been persisted to AWS. The
sample is taken at the end of
the reporting period.

Use this metric with the Sum
statistic.

Ideally, this metric should
remain low.

Unit: Percent

The total number of bytes
being used in the gateway's
cache storage. The sample
is taken at the end of the
reporting period.

Unit: Bytes

Percent of time that the
gateway is waiting on a
response from the local disk.

Unit: Percent

Amount of RAM provisioned
to the gateway VM, in bytes.

Unit: Bytes

Amount of RAM currently in
use by the gateway VM, in
bytes.

Unit: Bytes

Understanding gateway metrics

API Version 2013-06-30 115



AWS Storage Gateway

Volume Gateway User Guide

Metric

QueuedWrites

ReadBytes

Description

Normally, this value represent
s the number of locally-stored
bytes waiting to be written

to AWS, but it also reflects
the synchronization process
that occurs between local
data and cloud data during
"bootstrapping”, which occurs
each time a gateway restarts.

Unit: Bytes

The total number of bytes
read from your on-premises
applications in the reporting
period for all volumes in the
gateway.

Use this metric with the

Sum statistic to measure
throughput and with the
Samples statistic to measure
IOPS.

Unit: Bytes

Understanding gateway metrics

API Version 2013-06-30 116



AWS Storage Gateway

Volume Gateway User Guide

Metric

ReadTime

TimeSincelLastRecov
eryPoint

TotalCacheSize

UploadBufferPercen
tUsed

Description

The total number of milliseco
nds spent to do read
operations from your on-
premises applications in

the reporting period for all
volumes in the gateway.

Use this metric with the
Average statistic to measure
latency.

Unit: Milliseconds

The time since the last
available recovery point. For
more information, see Your
Cached Gateway is Unreachab

le And You Want to Recover

Your Data.
Unit: Seconds

The total size of the cache in
bytes. The sample is taken
at the end of the reporting
period.

Unit: Bytes

Percent use of the gateway's
upload buffer. The sample

is taken at the end of the
reporting period.

Unit: Percent
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Metric

UploadBufferUsed

UserCpuPercent

WorkingStorageFree

WorkingStoragePerc
entUsed

WorkingStorageUsed

Description

The total number of bytes
being used in the gateway's
upload buffer. The sample
is taken at the end of the
reporting period.

Unit: Bytes

Percent of CPU time spent on
gateway processing, averaged
across all cores.

Unit: Percent

The total amount of unused
space in the gateway's
working storage. The sample
is taken at the end of the
reporting period.

Unit: Bytes

Percent use of the gateway's
upload buffer. The sample

is taken at the end of the
reporting period.

Unit: Percent

The total number of bytes
being used in the gateway's
upload buffer. The sample
is taken at the end of the
reporting period.

Unit: Bytes
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Metric Description

WriteBytes The total number of bytes
written to your on-premises
applications in the reporting
period for all volumes in the
gateway.

Use this metric with the

Sum statistic to measure
throughput and with the
Samples statistic to measure
IOPS.

Unit: Bytes

WriteTime The total number of milliseco
nds spent to do write
operations from your on-
premises applications in
the reporting period for all
volumes in the gateway.

Use this metric with the
Average statistic to measure
latency.

Unit: Milliseconds

Dimensions for Storage Gateway metrics

The CloudWatch namespace for the Storage Gateway service is AWS/StorageGateway. Data is
available automatically in 5-minute periods at no charge.

Dimension Description
GatewayId , GatewayNa These dimensions filter the data that you request to gateway-
me specific metrics. You can identify a gateway to work by the

Dimensions for Storage Gateway metrics API Version 2013-06-30 119



AWS Storage Gateway Volume Gateway User Guide

Dimension Description

value for GatewayId or GatewayName . If the name of your
gateway was different for the time range that you are intereste
d in viewing metrics, use the GatewayId .

Throughput and latency data of a gateway is based on all the
volumes for the gateway. For information about working with
gateway metrics, see Measuring Performance Between Your
Gateway and AWS.

Volumeld This dimension filters the data you request to volume-sp
ecific metrics. Identify a storage volume to work with by its
VolumelId value. For information about working with volume
metrics, see Measuring Performance Between Your Application

and Gateway.

Monitoring the upload buffer

You can find information following about how to monitor a gateway's upload buffer and how to
create an alarm so that you get a notification when the buffer exceeds a specified threshold. By
using this approach, you can add buffer storage to a gateway before it fills completely and your
storage application stops backing up to AWS.

You monitor the upload buffer in the same way in both the cached-volume and Tape Gateway
architectures. For more information, see How Volume Gateway works.

(® Note

The WorkingStoragePercentUsed, WorkingStorageUsed, and
WorkingStorageFree metrics represent the upload buffer for stored volumes only
before the release of the cached-volume feature in Storage Gateway. Now, use the
equivalent upload buffer metrics UploadBufferPercentUsed, UploadBufferUsed, and
UploadBufferFree. These metrics apply to both gateway architectures.
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Item of Interest How to Measure
Upload buffer Use the UploadBufferPercentUsed ,UploadBufferUsed , and
usage UploadBufferFree metrics with the Average statistic. For example,

use the UploadBufferUsed with the Average statistic to analyze the
storage usage over a time period.

To measure the percent of the upload buffer that is used

1. Open the CloudWatch console at https://console.aws.amazon.com/cloudwatch/.

2. Choose the StorageGateway: Gateway Metrics dimension, and find the gateway that you want
to work with.

Choose the UploadBufferPercentUsed metric.
For Time Range, choose a value.

Choose the Average statistic.

o v oA~ W

For Period, choose a value of 5 minutes to match the default reporting time.

The resulting time-ordered set of data points contains the percent used of the upload buffer.

Using the following procedure, you can create an alarm using the CloudWatch console. To learn
more about alarms and thresholds, see Creating CloudWatch Alarms in the Amazon CloudWatch
User Guide.

To set an upper threshold alarm for a gateway's upload buffer

1. Open the CloudWatch console at https://console.aws.amazon.com/cloudwatch/.

2. Choose Create Alarm to start the Create Alarm wizard.

3. Specify a metric for your alarm:

a. Onthe Select Metric page of the Create Alarm wizard, choose the AWS/
StorageGateway:Gatewayld,GatewayName dimension, and then find the gateway that
you want to work with.

b. Choose the UploadBufferPercentUsed metric. Use the Average statistic and a period
of 5 minutes.

c. Choose Continue.
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4. Define the alarm name, description, and threshold:

b.

C.

On the Define Alarm page of the Create Alarm wizard, identify your alarm by giving it a
name and description in the Name and Description boxes.

Define the alarm threshold.

Choose Continue.

5. Configure an email action for the alarm:

e.

On the Configure Actions page of the Create Alarm wizard, choose Alarm for Alarm
State.

Choose Choose or create email topic for Topic.
To create an email topic means that you set up an Amazon SNS topic. For more

information about Amazon SNS, see Set Up Amazon SNS in the Amazon CloudWatch User
Guide.

For Topic, enter a descriptive name for the topic.

Choose Add Action.

Choose Continue.

6. Review the alarm settings, and then create the alarm:

a.

b.

On the Review page of the Create Alarm wizard, review the alarm definition, metric, and
associated actions to take (for example, sending an email notification).

After reviewing the alarm summary, choose Save Alarm.

7. Confirm your subscription to the alarm topic:

Open the Amazon SNS email that was sent to the email address that you specified when
creating the topic.

Confirm your subscription by clicking the link in the email.

A subscription confirmation appears.
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Monitoring cache storage

You can find information following about how to monitor a gateway's cache storage and how
to create an alarm so that you get a notification when parameters of the cache pass specified
thresholds. Using this alarm, you know when to add cache storage to a gateway.

You only monitor cache storage in the cached volumes architecture. For more information, see How
Volume Gateway works.

Item of Interest How to Measure

Total usage of cache  Use the CachePercentUsed and TotalCacheSize metrics with the
Average statistic. For example, use the CachePercentUsed with the
Average statistic to analyze the cache usage over a period of time.

The TotalCacheSize metric changes only when you add cache to
the gateway.

Percent of read Use the CacheHitPercent metric with the Average statistic.
requests that are
served] T e Typically, you want CacheHitPercent to remain high.

cache
Percent of the cache  Use the CachePercentDirty metrics with the Average statistic.

that is dirty—that is,

e TR TR Typically, you want CachePercentDirty to remain low.

that has not been
uploaded to AWS

To measure the percent of a cache that is dirty for a gateway and all its volumes

1. Open the CloudWatch console at https://console.aws.amazon.com/cloudwatch/.

2. Choose the StorageGateway: Gateway Metrics dimension, and find the gateway that you want
to work with.

Choose the CachePercentDirty metric.
4. For Time Range, choose a value.

Choose the Average statistic.
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6. For Period, choose a value of 5 minutes to match the default reporting time.

The resulting time-ordered set of data points contains the percentage of the cache that is dirty
over the 5 minutes.

To measure the percent of the cache that is dirty for a volume

1. Open the CloudWatch console at https://console.aws.amazon.com/cloudwatch/.

2. Choose the StorageGateway: Volume Metrics dimension, and find the volume that you want
to work with.

3. Choose the CachePercentDirty metric.

4. For Time Range, choose a value.

5. Choose the Average statistic.

6. For Period, choose a value of 5 minutes to match the default reporting time.

The resulting time-ordered set of data points contains the percentage of the cache that is dirty
over the 5 minutes.

Understanding CloudWatch alarms

CloudWatch alarms monitor information about your gateway based on metrics and expressions.
You can add CloudWatch alarms for your gateway and view their statuses in the Storage Gateway
console. For more information about the metrics that are used to monitor Volume Gateway, see
Understanding gateway metrics and Understanding Volume Metrics. For each alarm, you specify
conditions that will initiate its ALARM state. Alarm status indicators in the Storage Gateway
console turn red when in the ALARM state, making it easier for you to monitor status proactively.

You can configure alarms to invoke actions automatically based on sustained changes in state. For
more information about CloudWatch alarms, see Using Amazon CloudWatch alarms in the Amazon
CloudWatch User Guide.

(@ Note

If you don't have permission to view CloudWatch, you can't view the alarms.

For each activated gateway, we recommend that you create the following CloudWatch alarms:
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» High IO wait: IoWaitpercent >= 20 for 3 datapoints in 15 minutes
» Cache percent dirty: CachePercentDirty > 80 for 4 datapoints within 20 minutes

« Health notifications: HealthNotifications >= 1 for 1 datapoint within 5 minutes. When
configuring this alarm, set Missing data treatment to notBreaching.

(® Note

You can set a health notification alarm only if the gateway had a previous health
notification in CloudWatch.

For gateways on VMware host platforms with HA mode activated, we also recommend this
additional CloudWatch alarm:

« Availability notifications: AvailabilityNotifications >= 1 for 1 datapoint within 5 minutes.
When configuring this alarm, set Missing data treatment to notBreaching.

The following table describes the state of an alarm.

State Description

OK The metric or expression is within the defined
threshold.

Alarm The metric or expression is outside of the
defined threshold.

Insufficient data The alarm has just started, the metric is not

available, or not enough data is available for
the metric to determine the alarm state.

None No alarms are created for the gateway. To
create a new alarm, see Creating a custom

CloudWatch alarm for your gateway.
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State Description

Unavailable The state of the alarm is unknown. Choose
Unavailable to view error information in the
Monitoring tab.

Creating recommended CloudWatch alarms for your gateway

When you create a new gateway using the Storage Gateway console, you can choose to create
all recommended CloudWatch alarms automatically as part of the initial setup process. For more
information, see Configure your Volume Gateway. If you want to add or update recommended

CloudWatch alarms for an existing gateway, use the following procedure.

To add or update recommended CloudWatch alarms for an existing gateway

(® Note
This feature requires CloudWatch policy permissions, which are not automatically granted
as part of the preconfigured Storage Gateway full access policy. Make sure your security
policy grants the following permissions before you attempt to create recommended
CloudWatch alarms:
o cloudwatch:PutMetricAlarm - create alarms
e cloudwatch:DisableAlarmActions - turn alarm actions off

e cloudwatch:EnableAlarmActions - turn alarm actions on

e cloudwatch:DeleteAlarms - delete alarms

1. Open the Storage Gateway console at https://console.aws.amazon.com/storagegateway/
home/.

2. Inthe navigation pane, choose Gateways, then choose the gateway for which you want to
create recommended CloudWatch alarms.

3. On the gateway details page, choose the Monitoring tab.

4. Under Alarms, choose Create recommended alarms. The recommended alarms are created
automatically.
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The Alarms section lists all CloudWatch alarms for a specific gateway. From here, you can
select and delete one or more alarms, turn alarm actions on or off, and create new alarms.

Creating a custom CloudWatch alarm for your gateway

CloudWatch uses Amazon Simple Notification Service (Amazon SNS) to send alarm notifications
when an alarm changes state. An alarm watches a single metric over a time period that you specify,
and performs one or more actions based on the value of the metric relative to a given threshold
over a number of time periods. The action is a notification that's sent to an Amazon SNS topic. You
can create an Amazon SNS topic when you create a CloudWatch alarm. For more information about
Amazon SNS, see What is Amazon SNS? in the Amazon Simple Notification Service Developer Guide.

To create a CloudWatch alarm in the Storage Gateway console

1. Open the Storage Gateway console at https://console.aws.amazon.com/storagegateway/

home/.

2. Inthe navigation pane, choose Gateways, then choose the gateway for which you want to
create an alarm.

3. On the gateway details page, choose the Monitoring tab.
4. Under Alarms, choose Create alarm to open the CloudWatch console.
5. Use the CloudWatch console to create the type of alarm that you want. You can create the

following types of alarms:

« Static threshold alarm: An alarm based on a set threshold for a chosen metric. The alarm
enters the ALARM state when the metric breaches the threshold for a specified number of
evaluation periods.

To create a static threshold alarm, see Creating a CloudWatch alarm based on a static
threshold in the Amazon CloudWatch User Guide.

« Anomaly detection alarm: Anomaly detection mines past metric data and creates a model of
expected values. You set a value for the anomaly detection threshold, and CloudWatch uses
this threshold with the model to determine the "normal" range of values for the metric. A
higher value for the threshold produces a thicker band of "normal" values. You can choose
to activate the alarm only when the metric value is above the band of expected values, only
when it's below the band, or when it's above or below the band.
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To create an anomaly detection alarm, see Creating a CloudWatch alarm based on anomaly

detection in the Amazon CloudWatch User Guide.

» Metric math expression alarm: An alarm based one or more metrics used in a math
expression. You specify the expression, threshold, and evaluation periods.

To create a metric math expression alarm, see Creating a CloudWatch alarm based on a

metric math expression in the Amazon CloudWatch User Guide.

o Composite alarm: An alarm that determines its alarm state by watching the alarm states of
other alarms. A composite alarm can help you reduce alarm noise.

To create a composite alarm, see Creating a composite alarm in the Amazon CloudWatch
User Guide.

6. After you create the alarm in the CloudWatch console, return to the Storage Gateway console.
You can view the alarm by doing one of the following:

« In the navigation pane, choose Gateways, then choose the gateway for which you want to
view alarms. On the Details tab, under Alarms, choose CloudWatch Alarms.

« In the navigation pane, choose Gateways, choose the gateway for which you want to view
alarms, then choose the Monitoring tab.

The Alarms section lists all of the CloudWatch alarms for a specific gateway. From here,
you can select and delete one or more alarms, turn alarm actions on or off, and create new
alarms.

« In the navigation pane, choose Gateways, then choose the alarm state of the gateway for
which you want to view alarms.

For information about how to edit or delete an alarm, see Editing or deleting a CloudWatch alarm.

® Note

When you delete a gateway using the Storage Gateway console, all CloudWatch alarms
associated with the gateway are also automatically deleted.
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Monitoring your Volume Gateway

The topics in this section describe how to monitor Volume Gateway in either cached volume

or stored volume setup, including monitoring the volumes associated with the gateway and
monitoring the upload buffer. You use the AWS Management Console to view metrics for your
gateway. For example, you can view the number of bytes used in read and write operations, the
time spent in read and write operations, and the time taken to retrieve data from the Amazon Web
Services cloud. With metrics, you can track the health of your gateway and set up alarms to notify
you when one or more metrics fall outside a defined threshold.

Storage Gateway provides CloudWatch metrics at no additional charge. Storage Gateway
metrics are recorded for a period of two weeks. By using these metrics, you can access historical
information and get a better perspective on how your gateway and volumes are performing. For
detailed information about CloudWatch, see the Amazon CloudWatch User Guide.

Topics

» Getting Volume Gateway health logs with Amazon CloudWatch Logs - Learn how to use Amazon

CloudWatch Logs to get information about the health of your Volume Gateway and related
resources.

« Using Amazon CloudWatch Metrics - Learn how to get monitoring data for your gateway using
either the AWS Management Console or the CloudWatch API.

» Measuring Performance Between Your Application and Gateway - Learn how to measure data

throughput, data latency, and operations per second to understand performance between your
applications and your gateway.

» Measuring Performance Between Your Gateway and AWS - Learn how to measure data
throughput, data latency, and operations per second to understand performance between your
gateway and the AWS cloud.

« Understanding volume metrics - Learn how to measure metrics that provide data about the

volumes associated with a gateway.

Getting Volume Gateway health logs with Amazon CloudWatch Logs

You can use Amazon CloudWatch Logs to get information about the health of your Volume
Gateway and related resources. You can use these logs to monitor your gateway for errors that
it encounters. In addition, you can use Amazon CloudWatch subscription filters to automate
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processing of the log information in real time. For more information, see Real-time Processing of
Log Data with Subscriptions in the Amazon CloudWatch User Guide.

For example, suppose that your gateway is deployed in a cluster activated with VMware High
Availability (HA) and you need to know about any errors. You can configure a CloudWatch log
group to monitor your gateway and get notified when your gateway encounters an error. You
can either configure the group when you are activating the gateway or after your gateway is
activated and up and running. For information about how to configure a CloudWatch log group
when activating a gateway, see Configure your Volume Gateway. For general information about

CloudWatch log groups, see Working with Log Groups and Log Streams in the Amazon CloudWatch
User Guide.

For information about how to troubleshoot and fix these types of errors, see Troubleshooting

volume issues.

The following procedure shows you how to configure a CloudWatch log group after your gateway is
activated.

To configure a CloudWatch log group to work with your gateway

1. Signin to the AWS Management Console and open the Storage Gateway console at https://
console.aws.amazon.com/storagegateway/home.

2. In the left navigation pane, choose Gateways, and then choose the gateway that you want to
configure the CloudWatch log group for.

3. For Actions, choose Edit gateway information, or on the Details tab, under Health logs and
Not Enabled, choose Configure log group to open the Edit CustomerGatewayName dialog
box.

4. For Gateway health log group, choose one of the following:

» Disable logging if you don't want to monitor your gateway using CloudWatch log groups.
» Create a new log group to create a new CloudWatch log group.

« Use an existing log group to use a CloudWatch log group that already exists. Choose a log
group from the Existing log group list.

5. Choose Save changes.

6. To see the health logs for your gateway, do the following:

1. In the left navigation pane, choose Gateways, and then choose the gateway that you
configured the CloudWatch log group for.
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2. Choose the Details tab, and under Health logs, choose CloudWatch Logs. The Log group
details page opens in the Amazon CloudWatch console.

Using Amazon CloudWatch Metrics

You can get monitoring data for your gateway using either the AWS Management Console

or the CloudWatch API. The console displays a series of graphs based on the raw data from
the CloudWatch API. You can also use the CloudWatch API through one of the AWS Software
Development Kits (SDKs) or the Amazon CloudWatch API tools. Depending on your needs, you
might prefer to use either the graphs displayed in the console or retrieved from the API.

Regardless of which method you choose to use to work with metrics, you must specify the
following information:

» The metric dimension to work with. A dimension is a name-value pair that helps you to uniquely
identify a metric. The dimensions for Storage Gateway are GatewayId, GatewayName, and
VolumelId. In the CloudWatch console, you can use the Gateway Metrics and Volume
Metrics views to easily select gateway-specific and volume-specific dimensions. For more
information about dimensions, see Dimensions in the Amazon CloudWatch User Guide.

» The metric name, such as ReadBytes.

The following table summarizes the types of Storage Gateway metric data that you can use.

CloudWatch Dimension Description

Namespace

AWS/Stora GatewaylId , These dimensions filter for metric data that describes
geGateway GatewayName aspects of the gateway. You can identify a gateway to

work with by specifying both the GatewayId and the
GatewayName dimensions.

Throughput and latency data of a gateway are based on
all the volumes in the gateway.

Data is available automatically in 5-minute periods at
no charge.
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CloudWatch Dimension Description
Namespace
Volumeld This dimension filters for metric data that is specific to a
volume. Identify a volume to work with by its VolumeId
dimension.

Data is available automatically in 5-minute periods at
no charge.

Working with gateway and volume metrics is similar to working with other service metrics. You can
find a discussion of some of the most common metrics tasks in the CloudWatch documentation
listed following:

« Viewing Available Metrics

» Getting Statistics for a Metric

» Creating CloudWatch Alarms

Measuring Performance Between Your Application and Gateway

Data throughput, data latency, and operations per second are three measures that you can use to
understand how your application storage that is using your gateway is performing. When you use
the correct aggregation statistic, you can use Storage Gateway metrics to measure these values.

A statistic is an aggregation of a metric over a specified period of time. When you view the values
of a metric in CloudWatch, use the Average statistic for data latency (milliseconds), use the Sum
statistic for data throughput (bytes per second), and use the Samples statistic for input/output
operations per second (IOPS). For more information, see Statistics in the Amazon CloudWatch User
Guide.

The following table summarizes the metrics and corresponding statistic you can use to measure the
throughput, latency, and IOPS between your applications and gateways.

Item of Interest How to Measure

Throughput Use the ReadBytes andWriteBytes metrics with the Sum
CloudWatch statistic. For example, the Sum value of the ReadBytes
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Item of Interest How to Measure

metric over a sample period of 5 minutes divided by 300 seconds gives
you the throughput as a rate in bytes per second.

Latency Use the ReadTime and WriteTime metrics with the Average
CloudWatch statistic. For example, the Average value of the ReadTime
metric gives you the latency per operation over the sample period of
time.

IOPS Use the ReadBytes andWriteBytes metrics with the Samples
CloudWatch statistic. For example, the Samples value of the ReadBytes
metric over a sample period of 5 minutes divided by 300 seconds gives
you |IOPS.

For the average latency graphs and average size graphs, the average is calculated over the total
number of operations (read or write, whichever is applicable to the graph) that completed during
the period.

To measure the data throughput from an application to a volume

1. Open the CloudWatch console at https://console.aws.amazon.com/cloudwatch/.

Choose Metrics, then choose the All metrics tab and then choose Storage Gateway.
Choose the Volume metrics dimension, and find the volume that you want to work with.
Choose the ReadBytes and WriteBytes metrics.

For Time Range, choose a value.

Choose the Sum statistic.

For Period, choose a value of 5 minutes or greater.

© N o U B W N

In the resulting time-ordered sets of data points (one for ReadBytes and one for
WriteBytes), divide each data point by the period (in seconds) to get the throughput at the
sample point. The total throughput is the sum of the throughputs.

For example, if the read throughput is 2,384,199,680 bytes over a period of 300 seconds, then the
approximate throughput rate for that datapoint is 7.9 megabytes per second.
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To measure the data input/output operations per second from an application to a volume

1. Open the CloudWatch console at https://console.aws.amazon.com/cloudwatch/.

Choose Metrics, then choose the All metrics tab and then choose Storage Gateway.
Choose the Volume metrics dimension, and find the volume that you want to work with.
Choose the ReadBytes and WriteBytes metrics.

For Time Range, choose a value.

Choose the Samples statistic.

For Period, choose a value of 5 minutes or greater.

©® N o U A W DN

In the resulting time-ordered sets of data points (one for ReadBytes and one for
WriteBytes), divide each data point by the period (in seconds) to get IOPS.

For example, if the number of write operations is 24,373 over a period of 300 seconds, then the
IOPS for that data point is 81 write operations per second.

Measuring Performance Between Your Gateway and AWS

Data throughput, data latency, and operations per second are three measures that you can use

to understand how your application storage using the Storage Gateway is performing. These

three values can be measured using the Storage Gateway metrics provided for you when you use
the correct aggregation statistic. The following table summarizes the metrics and corresponding
statistic to use to measure the throughput, latency, and input/output operations per second (IOPS)
between your gateway and AWS.

Item of Interest How to Measure

Throughput Use the ReadBytes andWriteBytes metrics with the Sum
CloudWatch statistic. For example, the Sum value of the ReadBytes
metric over a sample period of 5 minutes divided by 300 seconds gives
you the throughput as a rate in bytes per second.

Latency Use the ReadTime and WriteTime metrics with the Average
CloudWatch statistic. For example, the Average value of the ReadTime
metric gives you the latency per operation over the sample period of
time.
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Item of Interest

IOPS

Throughput to AWS

Latency of data to
AWS

How to Measure

Use the ReadBytes andWriteBytes metrics with the Samples
CloudWatch statistic. For example, the Samples value of the ReadBytes

metric over a sample period of 5 minutes divided by 300 seconds gives
you IOPS.

Use the CloudBytesDownloaded and CloudBytesUploaded
metrics with the Sum CloudWatch statistic. For example, the Sum value
of the CloudBytesDownloaded metric over a sample period of 5
minutes divided by 300 seconds gives you the throughput from AWS to
the gateway as bytes per second.

Use the CloudDownloadLatency metric with the Average statistic
. For example, the Average statistic of the CloudDownloadLatency
metric gives you the latency per operation.

To measure the upload data throughput from a gateway to AWS

1. Open the CloudWatch console at https://console.aws.amazon.com/cloudwatch/.

© N o U B W N

Choose Metrics, then choose the All metrics tab and then choose Storage Gateway.
Choose the Gateway metrics dimension, and find the volume that you want to work with.
Choose the CloudBytesUploaded metric.

For Time Range, choose a value.

Choose the Sum statistic.

For Period, choose a value of 5 minutes or greater.

In the resulting time-ordered set of data points, divide each data point by the period (in

seconds) to get the throughput at that sample period.

Moving the cursor over a data point displays information about the data point, including its value

and bytes uploaded. Divide this value by the Period value (5 minutes) to get the throughput at that
sample point. For example, if the throughput from the gateway to AWS is 555,544,576 bytes over a
period of 300 seconds, then the approximate throughput per second is 1.85 megabytes per second.
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""""" 4 Creste Alarm

To measure the latency per operation of a gateway

—

Open the CloudWatch console at https://console.aws.amazon.com/cloudwatch/.

Choose Metrics, then choose the All metrics tab and then choose Storage Gateway.
Choose the Gateway metrics dimension, and find the volume that you want to work with.
Choose the ReadTime and WriteTime metrics.

For Time Range, choose a value.

Choose the Average statistic.

For Period, choose a value of 5 minutes to match the default reporting time.

© N O U M W DN

In the resulting time-ordered set of points (one for ReadTime and one for WriteTime), add
data points at the same time sample to get to the total latency in milliseconds.

To measure the data latency from a gateway to AWS

1. Open the CloudWatch console at https://console.aws.amazon.com/cloudwatch/.

Choose Metrics, then choose the All metrics tab and then choose Storage Gateway.
Choose the Gateway metrics dimension, and find the volume that you want to work with.
Choose the CloudDownloadLatency metric.

For Time Range, choose a value.

Choose the Average statistic.

N o v B W DN

For Period, choose a value of 5 minutes to match the default reporting time.
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The resulting time-ordered set of data points contains the latency in milliseconds.

To set an upper threshold alarm for a gateway's throughput to AWS

1.

o v M W N

Open the CloudWatch console at https://console.aws.amazon.com/cloudwatch/.

Choose Alarms.

Choose Create Alarm to start the Create Alarm wizard.

Choose the Storage Gateway dimension, and find the gateway that you want to work with.
Choose the CloudBytesUploaded metric.

To define the alarm, define the alarm state when the CloudBytesUploaded metric is greater
than or equal to a specified value for a specified time. For example, you can define an alarm
state when the CloudBytesUploaded metric is greater than 10 MB for 60 minutes.

Configure the actions to take for the alarm state. For example, you can have an email
notification sent to you.

Choose Create Alarm.

To set an upper threshold alarm for reading data from AWS

Open the CloudWatch console at https://console.aws.amazon.com/cloudwatch/.

Choose Create Alarm to start the Create Alarm wizard.

Choose the StorageGateway: Gateway Metrics dimension, and find the gateway that you want
to work with.

Choose the CloudDownloadLatency metric.

Define the alarm by defining the alarm state when the CloudDownloadLatency metric is
greater than or equal to a specified value for a specified time. For example, you can define
an alarm state when the CloudDownloadLatency is greater than 60,000 milliseconds for
greater than 2 hours.

Configure the actions to take for the alarm state. For example, you can have an email
notification sent to you.

Choose Create Alarm.
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Understanding volume metrics

You can find information following about the Storage Gateway metrics that cover a volume of a
gateway. Each volume of a gateway has a set of metrics associated with it.

Some volume-specific metrics have the same name as certain gateway-specific metrics. These
metrics represent the same kinds of measurements but are scoped to the volume instead of the
gateway. Before starting work, specify whether you want to work with a gateway metric or a
volume metric. Specifically, when working with volume metrics, specify the volume ID for the
storage volume that you want to view metrics for. For more information, see Using Amazon
CloudWatch Metrics.

® Note

Some metrics return data points only when new data has been generated during the most
recent monitoring period.

The following table describes the Storage Gateway metrics that you can use to get information
about your storage volumes.

Metric Description Cached Volumes Stored Volumes
Availabil The number of Yes Yes
ityNotifi availibility notificat
cation ions sent by the
volume.
Units: count
CacheHitPercent Percent of applicati Yes No

on read operation

s from the volume
that are served from
cache. The sample is
taken at the end of
the reporting period.
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Metric

CachePerxc
entDirty

Description

When there are no
application read
operations from the
volume, this metric
reports 100 percent.

Units: Percent

The volume's Yes
contribution to the

overall percentage of

the gateway's cache

that isn't persisted to

AWS. The sample is

taken at the end of

the reporting period.

Use the CachePerc
entDirty metric of
the gateway to view
the overall percentag
e of the gateway's
cache that isn't
persisted to AWS. For
more information,
see Understanding

gateway metrics.

Units: Percent

Cached Volumes

Stored Volumes

Yes

Understanding volume metrics
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Metric Description Cached Volumes Stored Volumes
CachePerxc The volume's Yes No
entUsed contribution to the

overall percent use of
the gateway's cache
storage. The sample
is taken at the end of
the reporting period.

Use the CachePerc
entUsed metric
of the gateway to
view overall percent
use of the gateway's
cache storage. For
more information,
see Understanding

gateway metrics.

Units: Percent

CloudByte The number of bytes  Yes Yes
sDownloaded downloaded from the
cloud to the volume.

Units: Bytes
CloudByte The number of bytes  Yes Yes
sUploaded uploaded from the

cloud to the volume.

Units: Bytes
HealthNot The number of health  Yes Yes
ification notifications sent by

the volume.

Units: count
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Metric

IoWaitPercent

MemTotalBytes

MemoryUsage

ReadBytes

Description Cached Volumes

The percentage of Yes
loWaitPercent units

that are currently

used by the volume.

Units: Percent

The percentage of Yes
total memory that is
currently used by the
volume.

Units: Percent

The percentage Yes
of memory that is

currently used by the
volume.

Units: Percent

The total number of Yes
bytes read from your
on-premises applicati

ons in the reporting

period.

Use this metric with
the Sum statistic to
measure throughpu
t and with the
Samplesstatistic to
measure IOPS.

Units: Bytes

Stored Volumes

Yes

No

No

Yes

Understanding volume metrics
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Metric

ReadTime

UserCpuPercent

WriteBytes

Description

The total number of
milliseconds spent
on read operations
from your on-premis
es applications in the
reporting period.

Use this metric with
the Average statistic
to measure latency.

Units: Milliseconds

The percentage

of allocated CPU
compute units that
are currently used by
the volume.

Units: Percent

The total number of
bytes written to your
on-premises applicati
ons in the reporting
period.

Use this metric with
the Sum statistic to
measure throughpu
t and with the
Samples statistic to
measure |OPS.

Units: Bytes

Cached Volumes

Yes

Yes

Yes

Stored Volumes

Yes

Yes

Yes

Understanding volume metrics
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Metric Description Cached Volumes Stored Volumes

WriteTime The total number of Yes Yes
milliseconds spent
on write operations
from your on-premis
es applications in the
reporting period.

Use this metric with
the Average statistic
to measure latency.

Units: Milliseconds

QueuedWrites The number of bytes  Yes Yes
waiting to be written
to AWS, sampled
at the end of the
reporting period.

Units: Bytes
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Maintaining Your Gateway

Maintaining your Volume Gateway includes tasks such as sizing and configuring local disks for
cache storage and upload buffer space, managing updates and setting an update schedule,
managing bandwidth usage, and shutting down or deleting you gateway and associated resources
if necessary. These tasks are common to all gateway types. If you haven't created a gateway, see
Creating your gateway.

Topics

« Managing local disks for your Storage Gateway - Learn how to assess disk size requirements,
add cache capacity, and manage the local disks that you allocate to your Volume Gateway for
buffering and storage.

« Managing Bandwidth for Your Volume Gateway - Learn how to limit the upload throughput from
your gateway to AWS to control the amount of network bandwidth the gateway uses.

« Managing gateway updates - Learn how to turn maintenance updates on or off, and modify the

maintenance window schedule for your Volume Gateway.

o Shutting Down Your Gateway VM - Learn about what to do if you need to shutdown or

reboot your gateway virtual machine for maintenance, such as when applying a patch to your
hypervisor.

» Deleting your gateway and removing associated resources - Learn how to delete your gateway
using the AWS Storage Gateway console and clean up associated resources to avoid being
charged for their continued use.

Managing local disks for your Storage Gateway

The gateway virtual machine (VM) uses the local disks that you allocate on-premises for buffering
and storage. Gateways created on Amazon EC2 instances use Amazon EBS volumes as local disks.

Topics

» Deciding the amount of local disk storage

« Configuring additional upload buffer or cache storage
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Deciding the amount of local disk storage

The number and size of disks that you want to allocate for your gateway is up to you. Depending
on the storage solution you deploy, the gateway requires the following additional storage:

« Volume Gateways:
» Stored gateways require at least one disk to use as an upload buffer.

» Cached gateways require at least two disks. One to use as a cache, and one to use as an upload
buffer.

The following table recommends sizes for local disk storage for your deployed gateway. You can
add more local storage later after you set up the gateway, and as your workload demands increase.

Local storage Description

Upload buffer The upload buffer provides a
staging area for the data before
the gateway uploads the data
to Amazon S3. Your gateway
uploads this buffer data over an
encrypted Secure Sockets Layer
(SSL) connection to AWS.

Cache storage The cache storage acts as the
on-premises durable store for
data that is pending upload
to Amazon S3 from the upload
buffer. When your application
performs /0O on a volume or tape,
the gateway saves the data to
the cache storage for low-laten
cy access. When your application
requests data from a volume or
tape, the gateway first checks the
cache storage for the data before
downloading the data from AWS.
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® Note

When you provision disks, we strongly recommend that you do not provision local disks for
the upload buffer and cache storage if they use the same physical resource (the same disk).
Underlying physical storage resources are represented as a data store in VMware. When you
deploy the gateway VM, you choose a data store on which to store the VM files. When you
provision a local disk (for example, to use as cache storage or upload buffer), you have the
option to store the virtual disk in the same data store as the VM or a different data store.

If you have more than one data store, we strongly recommend that you choose one data
store for the cache storage and another for the upload buffer. A data store that is backed
by only one underlying physical disk can lead to poor performance in some situations when
it is used to back both the cache storage and upload buffer. This is also true if the backup is
a less-performant RAID configuration such as RAID1.

After the initial configuration and deployment of your gateway, you can adjust the local storage by
adding or removing disks for an upload buffer. You can also add disks for cache storage.

Determining the size of upload buffer to allocate

You can determine the size of your upload buffer to allocate by using an upload buffer formula.
We strongly recommend that you allocate at least 150 GiB of upload buffer. If the formula returns
a value less than 150 GiB, use 150 GiB as the amount you allocate to the upload buffer. You can
configure up to 2 TiB of upload buffer capacity for each gateway.

(® Note

For Volume Gateways, when the upload buffer reaches its capacity, your volume goes to
PASS THROUGH status. In this status, new data that your application writes is persisted
locally but not uploaded to AWS immediately. Thus, you cannot take new snapshots. When
the upload buffer capacity frees up, the volume goes through BOOTSTRAPPING status. In
this status, any new data that was persisted locally is uploaded to AWS. Finally, the volume
returns to ACTIVE status. Storage Gateway then resumes normal synchronization of the
data stored locally with the copy stored in AWS, and you can start taking new snapshots.
For more information about volume status, see Understanding Volume Statuses and

Transitions.
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To estimate the amount of upload buffer to allocate, you can determine the expected incoming
and outgoing data rates and plug them into the following formula.

Rate of incoming data

This rate refers to the application throughput, the rate at which your on-premises applications
write data to your gateway over some period of time.

Rate of outgoing data

This rate refers to the network throughput, the rate at which your gateway is able to upload
data to AWS. This rate depends on your network speed, utilization, and whether you've
activated bandwidth throttling. This rate should be adjusted for compression. When uploading
data to AWS, the gateway applies data compression where possible. For example, if your
application data is text-only, you might get an effective compression ratio of about 2:1.
However, if you are writing videos, the gateway might not be able to achieve any data
compression and might require more upload buffer for the gateway.

We strongly recommend that you allocate at least 150 GiB of upload buffer space if either of the
following is true:

« Your incoming rate is higher than the outgoing rate.

e The formula returns a value less than 150 GiB.

Application MNetwork Compression Duration Upload
(Thruughput = Throughput X F:ctr.}r X ofwrites =  Buffer
(MB/s) to AWS (MB/s) (s) (MB)

For example, assume that your business applications write text data to your gateway at a rate of 40
MB per second for 12 hours per day and your network throughput is 12 MB per second. Assuming a
compression factor of 2:1 for the text data, you would allocate approximately 690 GiB of space for

the upload buffer.

Example

((40 MB/sec) - (12 MB/sec * 2)) * (12 hours * 3600 seconds/hour) = 691200 megabytes

You can initially use this approximation to determine the disk size that you want to allocate to
the gateway as upload buffer space. Add more upload buffer space as needed using the Storage
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Gateway console. Also, you can use the Amazon CloudWatch operational metrics to monitor upload
buffer usage and determine additional storage requirements. For information on metrics and
setting the alarms, see Monitoring the upload buffer.

Determining the size of cache storage to allocate

Your gateway uses its cache storage to provide low-latency access to your recently accessed data.
The cache storage acts as the on-premises durable store for data that is pending upload to Amazon
S3 from the upload buffer. Generally speaking, you size the cache storage at 1.1 times the upload
buffer size. For more information about how to estimate your cache storage size, see Determining
the size of upload buffer to allocate.

You can initially use this approximation to provision disks for the cache storage. You can then use
Amazon CloudWatch operational metrics to monitor the cache storage usage and provision more
storage as needed using the console. For information on using the metrics and setting up alarms,
see Monitoring cache storage.

Configuring additional upload buffer or cache storage

As your application needs change, you can increase the gateway's upload buffer or cache storage
capacity. You can add storage capacity to your gateway without interrupting functionality or
causing downtime. When you add more storage, you do so with the gateway VM turned on.

/A Important

When adding cache or upload buffer to an existing gateway, you must create new disks on
the gateway host hypervisor or Amazon EC2 instance. Do not remove or change the size of
existing disks that have already been allocated as cache or upload buffer.

To configure additional upload buffer or cache storage for your gateway

1. Provision one or more new disks on your gateway host hypervisor or Amazon EC2 instance.
For information about how to provision a disk on a hypervisor, see your hypervisor's
documentation. For information about provisioning Amazon EBS volumes for an Amazon EC2
instance, see Amazon EBS volumes in the Amazon Elastic Compute Cloud User Guide for Linux
Instances. In the following steps, you will configure this disk as upload buffer or cache storage.

2. Open the Storage Gateway console at https://console.aws.amazon.com/storagegateway/
home.
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3. In the navigation pane, choose Gateways.
Search for your gateway and select it from the list.

From the Actions menu, choose Configure storage.

o un A

In the Configure storage section, identify the disks you provisioned. If you don't see your disks,
choose the refresh icon to refresh the list. For each disk, choose either UPLOAD BUFFER or
CACHE STORAGE from the Allocated to drop-down menu.

(® Note

UPLOAD BUFFER is the only available option for allocating disks on Stored Volume
Gateways.

7. Choose Save changes to save your configuration settings.

Managing Bandwidth for Your Volume Gateway

You can limit (or throttle) the upload throughput from the gateway to AWS or the download
throughput from AWS to your gateway. Using bandwidth throttling helps you to control the
amount of network bandwidth used by your gateway. By default, an activated gateway has no rate
limits on upload or download.

You can specify the rate limit by using the AWS Management Console, or programmatically by
using either the Storage Gateway API (see UpdateBandwidthRateLimit) or an AWS Software
Development Kit (SDK). By throttling bandwidth programmatically, you can change limits
automatically throughout the day—for example, by scheduling tasks to change the bandwidth.

You can also define schedule-based bandwidth throttling for your gateway. You schedule
bandwidth throttling by defining one or more bandwidth-rate-limit intervals. For more
information, see Schedule-Based Bandwidth Throttling Using the Storage Gateway Console.

Configuring a single setting for bandwidth throttling is the functional equivalent of defining a
schedule with a single bandwidth-rate-limit interval set for Everyday, with a Start time of 00:00
and an End time of 23:59.

® Note

The information in this section is specific to Tape and Volume Gateways. To manage
bandwidth for an Amazon S3 File Gateway, see Managing Bandwidth for Your Amazon
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S3 File Gateway. Bandwidth-rate limits are currently not supported for Amazon FSx File

Gateway.

Topics

« Changing Bandwidth Throttling Using the Storage Gateway Console

» Schedule-Based Bandwidth Throttling Using the Storage Gateway Console

» Updating Gateway Bandwidth-Rate Limits Using the AWS SDK for Java

» Updating Gateway Bandwidth-Rate Limits Using the AWS SDK for .NET

« Updating Gateway Bandwidth-Rate Limits Using the AWS Tools for Windows PowerShell

Changing Bandwidth Throttling Using the Storage Gateway Console

The following procedure shows how to change a gateway's bandwidth throttling from the Storage
Gateway console.

To change a gateway's bandwidth throttling using the console

1. Open the Storage Gateway console at https://console.aws.amazon.com/storagegateway/
home.

2. In the left navigation pane, choose Gateways, and then choose the gateway that you want to
manage.

For Actions, choose Edit bandwidth limit.

4. In the Edit rate limits dialog box, enter new limit values, and then choose Save. Your changes
appear in the Details tab for your gateway.

Schedule-Based Bandwidth Throttling Using the Storage Gateway
Console

The following procedure shows how to schedule changes to a gateway's bandwidth throttling using
the Storage Gateway console.

To add or modify a schedule for gateway bandwidth throttling

1. Open the Storage Gateway console at https://console.aws.amazon.com/storagegateway/
home.
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2. Inthe left navigation pane, choose Gateways, and then choose the gateway that you want to
manage.

3. For Actions, choose Edit bandwidth rate limit schedule.

The gateway's bandwidth-rate-limit schedule is displayed in the Edit bandwidth rate limit
schedule dialog box. By default, a new gateway bandwidth-rate-limit schedule is empty.

4. In the Edit bandwidth rate limit schedule dialog box, choose Add new item to add a new
bandwidth-rate-limit interval. Enter the following information for each bandwidth-rate-limit
interval:

» Days of week - You can create the bandwidth-rate-limit interval for weekdays (Monday
through Friday), for weekends (Saturday and Sunday), for every day of the week, or for one
or more specific days of the week.

« Start time - Enter the start time for the bandwidth interval in the gateway's local timezone,
using the HH:MM format.

® Note

Your bandwidth-rate-limit interval begins at the start of the minute that you specify
here.

o End time - Enter the end time for the bandwidth-rate-limit interval in the gateway's local
time zone, using the HH:MM format.

/A Important

The bandwidth-rate-limit interval ends at the end of the minute specified here. To
schedule an interval that ends at the end of an hour, enter 59.

To schedule consecutive continuous intervals, transitioning at the start of the hour,
with no interruption between the intervals, enter 59 for the end minute of the first
interval. Enter @0 for the start minute of the succeeding interval.

« Download rate — Enter the download rate limit, in kilobits per second (Kbps), or select
No limit to deactivate bandwidth throttling for downloading. The minimum value for the
download rate is 100 Kbps.

« Upload rate - Enter the upload rate limit, in Kbps, or select No limit to deactivate
bandwidth throttling for uploading. The minimum value for the upload rate is 50 Kbps.
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To modify your bandwidth-rate-limit intervals, you can enter revised values for the interval
parameters.

To remove your bandwidth-rate-limit intervals, you can choose Remove to the right of the
interval to be deleted.

When your changes are complete, choose Save.

5. Continue adding bandwidth-rate-limit intervals by choosing Add new item and entering the
day, the start and end times, and the download and upload rate limits.

/A Important

Bandwidth-rate-limit intervals cannot overlap. The start time of an interval must occur
after the end time of a preceding interval, and before the start time of a following
interval.

6. After entering all bandwidth-rate-limit intervals, choose Save changes to save your
bandwidth-rate-limit schedule.

When the bandwidth-rate-limit schedule is successfully updated, you can see the current download
and upload rate limits in the Details panel for the gateway.

Updating Gateway Bandwidth-Rate Limits Using the AWS SDK for Java

By updating bandwidth-rate limits programmatically, you can adjust your limits automatically over
a period of time—for example, by using scheduled tasks. The following example demonstrates how
to update a gateway's bandwidth-rate limits using the AWS SDK for Java. To use the example code,
you should be familiar with running a Java console application. For more information, see Getting
Started in the AWS SDK for Java Developer Guide.

Example : Updating Gateway Bandwidth-Rate Limits Using the AWS SDK for Java

The following Java code example updates a gateway's bandwidth-rate limits. To use this example
code, you must provide the service endpoint, your gateway Amazon Resource Name (ARN), and
the upload and download limits. For a list of AWS service endpoints that you can use with Storage
Gateway, see AWS Storage Gateway Endpoints and Quotas in the AWS General Reference.

import java.io.IOException;
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import com.amazonaws.AmazonClientException;

import com.amazonaws.auth.PropertiesCredentials;

import com.amazonaws.services.storagegateway.AWSStorageGatewayClient;

import com.amazonaws.services.storagegateway.model.UpdateBandwidthRateLimitRequest;
import com.amazonaws.services.storagegateway.model.UpdateBandwidthRateLimitResult;

public class UpdateBandwidthExample {
public static AWSStorageGatewayClient sgClient;

// The gatewayARN
public static String gatewayARN = "*** provide gateway ARN ***";

// The endpoint
static String serviceURL = "https://storagegateway.us-east-1.amazonaws.com";

// Rates
static long uploadRate = 51200; // Bits per second, minimum 51200
static long downloadRate = 102400; // Bits per second, minimum 102400

public static void main(String[] args) throws IOException {

// Create a Storage Gateway client
sgClient = new AWSStorageGatewayClient(new PropertiesCredentials(

UpdateBandwidthExample.class.getResourceAsStream("AwsCredentials.properties")));
sgClient.setEndpoint(serviceURL);

UpdateBandwidth(gatewayARN, uploadRate, downloadRate);

private static void UpdateBandwidth(String gatewayARN2, long uploadRate2,
long downloadRate2) {
try
{

UpdateBandwidthRateLimitRequest updateBandwidthRatelLimitRequest =
new UpdateBandwidthRateLimitRequest()
.withGatewayARN(gatewayARN)
.withAverageDownloadRateLimitInBitsPerSec(downloadRate)
.withAverageUploadRateLimitInBitsPerSec(uploadRate);
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UpdateBandwidthRateLimitResult updateBandwidthRateLimitResult =
sgClient.updateBandwidthRateLimit(updateBandwidthRateLimitRequest);

String returnGatewayARN = updateBandwidthRatelLimitResult.getGatewayARN();

System.out.println("Updated the bandwidth rate limits of " +
returnGatewayARN);

System.out.println("Upload bandwidth limit = " + uploadRate + " bits per
second");

System.out.println("Download bandwidth limit = " + downloadRate + " bits
per second");

}

catch (AmazonClientException ex)

{
System.err.println("Error updating gateway bandwith.\n" + ex.toString());

Updating Gateway Bandwidth-Rate Limits Using the AWS SDK for .NET

By updating bandwidth-rate limits programmatically, you can adjust your limits automatically over
a period of time—for example, by using scheduled tasks. The following example demonstrates how
to update a gateway's bandwidth-rate limits by using the AWS SDK for .NET. To use the example
code, you should be familiar with running a .NET console application. For more information, see
Getting Started in the AWS SDK for .NET Developer Guide.

Example : Updating Gateway Bandwidth-Rate Limits by Using the AWS SDK for .NET

The following C# code example updates a gateway's bandwidth-rate limits. To use this example
code, you must provide the service endpoint, your gateway Amazon Resource Name (ARN), and
the upload and download limits. For a list of AWS service endpoints that you can use with Storage
Gateway, see AWS Storage Gateway Endpoints and Quotas in the AWS General Reference.

using System;

using System.Collections.Generic;
using System.Ling;

using System.Text;

using Amazon.StorageGateway;

using Amazon.StorageGateway.Model;

namespace AWSStorageGateway

{
class UpdateBandwidthExample
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{

static AmazonStorageGatewayClient sgClient;
static AmazonStorageGatewayConfig sgConfig;

// The gatewayARN
public static String gatewayARN = "*** provide gateway ARN ***";

// The endpoint
static String serviceURL = "https://storagegateway.us-east-1.amazonaws.com";

// Rates
static long uploadRate = 51200; // Bits per second, minimum 51200
static long downloadRate = 102400; // Bits per second, minimum 102400

public static void Main(string[] args)
{
// Create a Storage Gateway client
sgConfig = new AmazonStorageGatewayConfig();
sgConfig.ServiceURL = serviceURL;
sgClient = new AmazonStorageGatewayClient(sgConfig);

UpdateBandwidth(gatewayARN, uploadRate, downloadRate);

Console.WriteLine("\nTo continue, press Enter.");
Console.Read();

public static void UpdateBandwidth(string gatewayARN, long uploadRate, long
downloadRate)

{
try
{

UpdateBandwidthRateLimitRequest updateBandwidthRatelLimitRequest =
new UpdateBandwidthRateLimitRequest()
.WithGatewayARN(gatewayARN)
.WithAverageDownloadRateLimitInBitsPerSec(downloadRate)
.WithAverageUploadRateLimitInBitsPerSec(uploadRate);

UpdateBandwidthRateLimitResponse updateBandwidthRatelLimitResponse =
sgClient.UpdateBandwidthRateLimit(updateBandwidthRateLimitRequest);

String returnGatewayARN =
updateBandwidthRateLimitResponse.UpdateBandwidthRatelLimitResult.GatewayARN;

Console.WritelLine("Updated the bandwidth rate limits of " +
returnGatewayARN);
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Console.WritelLine("Upload bandwidth 1limit = " + uploadRate + " bits per
second");
Console.WritelLine("Download bandwidth limit = " + downloadRate + " bits
per second");
}
catch (AmazonStorageGatewayException ex)
{

Console.WriteLine("Error updating gateway bandwith.\n" +

ex.ToString());
}

Updating Gateway Bandwidth-Rate Limits Using the AWS Tools for
Windows PowerShell

By updating bandwidth-rate limits programmatically, you can adjust limits automatically over a
period of time—for example, by using scheduled tasks. The following example demonstrates how
to update a gateway's bandwidth-rate limits using the AWS Tools for Windows PowerShell. To use
the example code, you should be familiar with running a PowerShell script. For more information,
see Getting Started in the AWS Tools for PowerShell User Guide.

Example : Updating Gateway Bandwidth-Rate Limits by Using the AWS Tools for Windows
PowerShell

The following PowerShell script example updates a gateway's bandwidth-rate limits. To use this
example script, you must provide your gateway Amazon Resource Name (ARN), and the upload and
download limits.

<#
.DESCRIPTION
Update Gateway bandwidth limits.

.NOTES
PREREQUISITES:
1) AWS Tools for PowerShell from https://aws.amazon.com/powershell/
2) Credentials and region stored in session using Initialize-AWSDefault.
For more info, see https://docs.aws.amazon.com/powershell/latest/userguide/
specifying-your-aws-credentials.html
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.EXAMPLE
powershell.exe .\SG_UpdateBandwidth.psl
#>

$UploadBandwidthRate = 51200
$DownloadBandwidthRate = 102400
$gatewayARN = "*** provide gateway ARN ***"

#Update Bandwidth Rate Limits
Update-SGBandwidthRateLimit -GatewayARN $gatewayARN °
-AverageUploadRateLimitInBitsPerSec $UploadBandwidthRate °
-AverageDownloadRateLimitInBitsPerSec
$DownloadBandwidthRate

$limits = Get-SGBandwidthRateLimit -GatewayARN $gatewayARN

Write-Output(" nGateway: " + $gatewayARN);
Write-Output(" 'nNew Upload Rate: " + $limits.AverageUploadRateLimitInBitsPerSec)
Write-Output(" nNew Download Rate: " + $limits.AverageDownloadRateLimitInBitsPerSec)

Managing gateway updates

Storage Gateway consists of a managed cloud services component and a gateway appliance
component that you deploy either on-premises, or on an Amazon EC2 instance in the AWS cloud.
Both components receive regular updates. The topics in this section describe the cadence of these
updates, how they are applied, and how to configure update-related settings on the gateways in
your deployment.

/A Important

You should treat the Storage Gateway appliance as a managed virtual machine, and

should not attempt to access or modify its installation in any way. Attempting to install or
update any software packages using methods other than the normal AWS gateway update
mechanism (for example, SSM or hypervisor tools) may cause the gateway to malfunction.
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Update frequency and expected behavior

AWS updates the cloud services component as needed without causing disruption to deployed
gateways. Your deployed gateway appliances receive monthly maintenance updates. Monthly
maintenance updates can include operating system and software upgrades, fixes to address
stability, performance, and security, and access to new features. All updates are cumulative, and
upgrade gateways to the current version when applied. For information about the specific changes
included in each update, see Release Notes for Volume Gateway Appliance Software.

Monthly maintenance updates may cause a brief disruption of service. The gateway's VM host
doesn't need to reboot during updates, but the gateway will be unavailable for a short period while
the gateway appliance updates and restarts. You can minimize the chance of any disruption to your
applications due to the gateway restart by increasing the timeouts of your iSCSI initiator. For more
information about increasing iSCSI initiator timeouts for Windows and Linux, see Customizing Your
Windows iSCSI Settings and Customizing Your Linux iSCSI Settings.

When you deploy and activate your gateway, a default weekly maintenance window schedule is
set. You can modify the maintenance window schedule at any time. You can also turn off monthly
maintenance updates, but we recommend leaving them turned on.

(® Note

Urgent updates will sometimes be applied according to the maintenance window schedule,
even if regular maintenance updates are turned off.

Before any update is applied to your gateway, AWS notifies you with a message on the Storage
Gateway console and your AWS Health Dashboard. For more information, see AWS Health
Dashboard. To modify the email address where software update notifications are sent, see Update
the alternate contacts for your AWS account in the AWS Account Management Reference Guide.

When updates are available, the gateway Details tab displays a maintenance message. You can also
see the date and time that the last successful update was applied on the Details tab.

Turn maintenance updates on or off

When maintenance updates are turned on, your gateway automatically applies these updates
according to the configured maintenance window schedule. For more information, see .
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If maintenance updates are turned off, the gateway will not apply these updates automatically,
but you can always apply them manually using the Storage Gateway console, API, or CLI. Urgent
updates will sometimes be applied during your configured maintenance window, regardless of this
setting.

® Note

The following procedure describes how to turn gateway updates on or off using the
Storage Gateway console. To change this setting programmatically using the API, see
UpdateMaintenanceStartTime in the Storage Gateway API Reference.

To turn maintenance updates on or off using the Storage Gateway console:

1. Open the Storage Gateway console at https://console.aws.amazon.com/storagegateway/

home.

2. On the navigation pane, choose Gateways, and then choose the gateway for which you want
to configure maintenance updates.

3. Choose Actions, and then choose Edit maintenance settings.
4. For Maintenance updates, select On or Off.

5. Choose Save changes when finished.

You can verify the updated setting on the Details tab for the selected gateway in the Storage
Gateway console.

Modify the gateway maintenance window schedule

If maintenance updates are turned on, your gateway automatically applies these updates according
the maintenance window schedule. Urgent updates will sometimes be applied during your
configured maintenance window, regardless of the maintenance updates setting.

(® Note

The following procedure describes how to modify the maintenance window schedule using
the Storage Gateway console. To change this setting programmatically using the API, see
UpdateMaintenanceStartTime in the Storage Gateway API Reference.
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To modify the maintenance window schedule using the Storage Gateway console:

1. Open the Storage Gateway console at https://console.aws.amazon.com/storagegateway/

home.

2. On the navigation pane, choose Gateways, and then choose the gateway for which you want
to configure maintenance updates.

3. Choose Actions, and then choose Edit maintenance settings.

4. Under Maintenance window start time, do the following:

a. For Schedule, choose Weekly or Monthly to set the maintenance window cadence.

b. If you choose Weekly, modify the values for Day of the week and Time to set the specific
point during each week when the maintenance window will begin.

If you choose Monthly, modify the values for Day of the month and Time to set the
specific point during each month when the maintenance window will begin.

® Note

The maximum value that can be set for day of the month is 28. It is not possible to
set the maintenance schedule to start on days 29 through 31.

If you receive an error while configuring this setting, it might mean that your
gateway software is out of date. Considering updating your gateway manually
first, and then attempt to configure the maintenance window schedule again.

5. Choose Save changes when finished.

You can verify the updated settings on the Details tab for the selected gateway in the Storage
Gateway console.

Apply an update manually

If a software update is available for your gateway, you can apply it manually by following the
procedure below. This manual update process ignores the maintenance window schedule and
applies the update immediately, even if maintenance updates are turned off.
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® Note

The following procedure describes how to manually apply an update using the
Storage Gateway console. To perform this action programmatically using the API, see
UpdateGatewaySoftwareNow in the Storage Gateway API Reference.

To apply a gateway software update manually using the Storage Gateway console:

1. Open the Storage Gateway console at https://console.aws.amazon.com/storagegateway/
home.

2. On the navigation pane, choose Gateways, and then choose the gateway you want to update.

If an update is available, the console displays a blue notification banner on the gateway
Details tab, which includes an option to apply the update.

3. Choose Apply update now to immediately update the gateway.

® Note

This operation causes a temporary disruption to gateway functionality while the
update installs. During this time, the gateway status appears OFFLINE in the Storage
Gateway console. After the update finishes installing, the gateway resumes normal
operation and its status changes to RUNNING.

You can verify that the gateway software was updated to the latest version by checking the Details
tab for the selected gateway in the Storage Gateway console.

Shutting Down Your Gateway VM

You might need to shutdown or reboot your VM for maintenance, such as when applying a patch
to your hypervisor. Before you shutdown the VM, you must first stop the gateway. Although this
section focuses on starting and stopping your gateway using the Storage Gateway Management
Console, you can also start and stop your gateway by using your VM local console or Storage
Gateway API. When you power on your VM, remember to restart your gateway.
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/A Important

If you stop and start an Amazon EC2 gateway that uses ephemeral storage, the gateway
will be permanently offline. This happens because the physical storage disk is replaced.
There is no work-around for this issue. The only resolution is to delete the gateway and
activate a new one on a new EC2 instance.

(® Note

If you stop your gateway while your backup software is writing or reading from a tape, the
write or read task might not succeed. Before you stop your gateway, you should check your
backup software and the backup schedule for any tasks in progress.

» Gateway VM local console—see Logging in to the Volume Gateway local console.

« Storage Gateway API-—see ShutdownGateway

Starting and Stopping a Volume Gateway

To stop a Volume Gateway

1. Open the Storage Gateway console at https://console.aws.amazon.com/storagegateway/
home.

2. Inthe navigation pane, choose Gateways, and then choose the gateway to stop. The status of
the gateway is Running.

3. For Actions, choose Stop gateway and verify the id of the gateway from the dialog box, and
then choose Stop gateway.

While the gateway is stopping, you might see a message that indicates the status of the
gateway. When the gateway shuts down, a message and a Start gateway button appears in
the Details tab.

When you stop your gateway, the storage resources will not be accessible until you start your
storage. If the gateway was uploading data when it was stopped, the upload will resume when you
start the gateway.
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To start a Volume Gateway

1. Open the Storage Gateway console at https://console.aws.amazon.com/storagegateway/

home.

2. Inthe navigation pane, choose Gateways and then choose the gateway to start. The status of
the gateway is Shutdown.

3. Choose Details. and then choose Start gateway.

Deleting your gateway and removing associated resources

If you don't plan to continue using your gateway, consider deleting the gateway and its associated
resources. Removing resources avoids incurring charges for resources you don't plan to continue
using and helps reduce your monthly bill.

When you delete a gateway, it no longer appears on the AWS Storage Gateway Management
Console and its iSCSI connection to the initiator is closed. The procedure for deleting a gateway
is the same for all gateway types; however, depending on the type of gateway you want to delete
and the host it is deployed on, you follow specific instructions to remove associated resources.

You can delete a gateway using the Storage Gateway console or programmatically. You can find
information following about how to delete a gateway using the Storage Gateway console. If you
want to programmatically delete your gateway, see AWS Storage Gateway API Reference.

Topics

» Deleting Your Gateway by Using the Storage Gateway Console

« Removing Resources from a Gateway Deployed On-Premises

» Removing Resources from a Gateway Deployed on an Amazon EC2 Instance

Deleting Your Gateway by Using the Storage Gateway Console

The procedure for deleting a gateway is the same for all gateway types. However, depending on
the type of gateway you want to delete and the host the gateway is deployed on, you might have
to perform additional tasks to remove resources associated with the gateway. Removing these
resources helps you avoid paying for resources you don't plan to use.
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® Note

For gateways deployed on an Amazon EC2 instance, the instance continues to exist until
you delete it.

For gateways deployed on a virtual machine (VM), after you delete your gateway the
gateway VM still exists in your virtualization environment. To remove the VM, use the
VMware vSphere client, Microsoft Hyper-V Manager, or Linux Kernel-based Virtual Machine
(KVM) client to connect to the host and remove the VM. Note that you can't reuse the
deleted gateway's VM to activate a new gateway.

To delete a gateway

1.

Open the Storage Gateway console at https://console.aws.amazon.com/storagegateway/

home.

Choose Gateways, then select one or more gateways to delete.

For Actions, choose Delete gateway. The confirmation dialog box appears.

/A Warning

Before you do this step, make sure that there are no applications currently writing to
the gateway's volumes. If you delete the gateway while it is in use, data loss can occur.
When a gateway is deleted, there is no way to get it back.

Verify that you want to delete the specified gateways, then type the word delete in the

confirmation box, and choose Delete.

(Optional) If you want to provide feedback about your deleted gateway, complete the

feedback dialog box, then choose Submit. Otherwise, choose Skip.

/A Important

You no longer pay software charges after you delete a gateway, but resources such as
virtual tapes, Amazon Elastic Block Store (Amazon EBS) snapshots, and Amazon EC2

instances persist. You will continue to be billed for these resources. You can choose to
remove Amazon EC2 instances and Amazon EBS snapshots by canceling your Amazon
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EC2 subscription. If you want to keep your Amazon EC2 subscription, you can delete your
Amazon EBS snapshots using the Amazon EC2 console.

Removing Resources from a Gateway Deployed On-Premises

You can use the instructions following to remove resources from a gateway that is deployed on-
premises.

Removing Resources from a Volume Gateway Deployed on a VM

If the gateway you want to delete are deployed on a virtual machine (VM), we suggest that you
take the following actions to clean up resources:

» Delete the gateway. For instructions, see Deleting Your Gateway by Using the Storage Gateway
Console.

» Delete all Amazon EBS snapshots you don't need. For instructions, see Deleting an Amazon EBS
Snapshot in the Amazon EC2 User Guide.

Removing Resources from a Gateway Deployed on an Amazon EC2
Instance

If you want to delete a gateway that you deployed on an Amazon EC2 instance, we recommend
that you clean up the AWS resources that were used with the gateway, specifically the Amazon EC2
instance, any Amazon EBS volumes, and also tapes if you deployed a Tape Gateway. Doing so helps
avoid unintended usage charges.

Removing Resources from Your Cached Volumes Deployed on Amazon EC2

If you deployed a gateway with cached volumes on EC2, we suggest that you take the following
actions to delete your gateway and clean up its resources:

1. In the Storage Gateway console, delete the gateway as shown in Deleting Your Gateway by

Using the Storage Gateway Console.

2. In the Amazon EC2 console, stop your EC2 instance if you plan on using the instance again.
Otherwise, terminate the instance. If you plan on deleting volumes, make note of the block
devices that are attached to the instance and the devices' identifiers before terminating the
instance. You will need these to identify the volumes you want to delete.
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3. In the Amazon EC2 console, remove all Amazon EBS volumes that are attached to the instance
if you don't plan on using them again. For more information, see Clean Up Your Instance and
Volume in the Amazon EC2 User Guide.
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Performing maintenance tasks using the local console

This section contains the following topics, which provide information about how to perform
maintenance tasks using the gateway appliance local console. The local console runs directly on
the virtualization host platform that hosts your gateway appliance. For on-premises gateways,
you access the local console through your VMware, Hyper-v, or Linux KVM virtualization host. For
Amazon EC2 gateways, you access the console by connecting to the Amazon EC2 instance using
SSH. Most of the tasks are common across the different host platforms, but there are also some
differences.

Topics

» Accessing the Gateway Local Console - Learn how to log into the local console for an on-

premises gateway hosted on a Linux Kernel-based Virtual Machine (KVM), VMware ESXi, or
Microsoft Hyper-V Manager platform.

o Performing Tasks on the VM Local Console - Learn how to use the local console to perform basic

setup and advanced configuration tasks for an on-premises gateway, such as configuring an
HTTP proxy, viewing system resource status, or running terminal commands.

« Performing Tasks on the Amazon EC2 Local Console - Learn how to log into the local console

to perform basic setup and advanced configuration tasks for an Amazon EC2 gateway, such as
configuring an HTTP proxy, viewing system resource status, or running terminal commands.

Accessing the Gateway Local Console

How you access your VM's local console depends on the type of the Hypervisor you deployed your
gateway VM on. In this section, you can find information on how to access the VM local console
using Linux Kernel-based Virtual Machine (KVM), VMware ESXi, and Microsoft Hyper-V Manager.
Topics

» Accessing the Gateway Local Console with Linux KVM

» Accessing the Gateway Local Console with VMware ESXi

o Access the Gateway Local Console with Microsoft Hyper-V
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Accessing the Gateway Local Console with Linux KVM

There are different ways to configure virtual machines running on KVM, depending on the Linux
distribution being used. Instructions for accessing KVM configuration options from the command
line follow. Instructions might differ depending on your KVM implementation.

To access your gateway's local console with KVM

1. Use the following command to list the VMs that are currently available in KVM.

# virsh list

The command returns a list of VMs with Id, Name, and State information for each. Note the Id
of the VM for which you want to launch the gateway local console.

2. Use the following command to access the local console.

# virsh console Id

Replace Id with the Id of the VM you noted in the previous step.
The AWS Appliance gateway local console prompts you to login to change your network
configuration and other settings.

3. Enter your username and password to log into the gateway local console. For more
information, see Logging in to the Volume Gateway local console.

After you log in, the AWS Appliance Activation - Configuration menu appears. You can select
from the menu options to perform gateway configuration tasks. For more information, see
Performing tasks on the virtual machine local console.

Accessing the Gateway Local Console with VMware ESXi

To access your gateway's local console with VMware ESXi

1. In the VMware vSphere client, select your gateway VM.

2. Make sure that the gateway VM is turned on.
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® Note

If your gateway VM is turned on, a green arrow icon appears with the VM icon in the
VM browser panel on the left side of the application window. If your gateway VM is not
turned on, you can turn it on by choosing the green Power On icon on the Toolbar at
the top of the application window.

3. Choose the Console tab in the main information panel on the right side of the application
window.

After a few moments, the AWS Appliance gateway local console prompts you to login to

change your network configuration and other settings.

® Note

To release the cursor from the console window, press Ctrl+Alt.

4. Enter your username and password to log into the gateway local console. For more
information, see Logging in to the Volume Gateway local console.

After you log in, the AWS Appliance Activation - Configuration menu appears. You can select
from the menu options to perform gateway configuration tasks. For more information, see
Performing tasks on the virtual machine local console.

Access the Gateway Local Console with Microsoft Hyper-V

To access your gateway's local console (Microsoft Hyper-V)
1. Select your gateway appliance VM from the Virtual Machines panel on the left side of the
Microsoft Hyper-V Manager application window.

2. Make sure that the gateway is turned on.

(® Note

If your gateway VM is turned on, Running is displayed in the State column for the
VM in the Virtual Machines panel on the left side of the application window. If your
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gateway VM is not turned on, you can turn it on by choosing Start in the Actions panel
on the right side of the application window.

3. Choose Connect from the Actions panel.

The Virtual Machine Connection window appears. If an authentication window appears, type
the sign-in credentials provided to you by the hypervisor administrator.

After a few moments, the AWS Appliance gateway local console prompts you to login to
change your network configuration and other settings.

4. Enter your username and password to log into the gateway local console. For more
information, see Logging in to the Volume Gateway local console.

After you log in, the AWS Appliance Activation - Configuration menu appears. You can select
from the menu options to perform gateway configuration tasks. For more information, see
Performing tasks on the virtual machine local console.

Performing Tasks on the VM Local Console

For a Volume Gateway that you deploy on-premises, you can perform the following maintenance
tasks using the gateway local console that you access from your virtual machine host platform.
These tasks are common to VMware, Microsoft Hyper-V, and Linux Kernel-based Virtual Machine
(KVM) hypervisors.

Topics

» Logging in to the Volume Gateway local console - Learn about how to log in to the gateway local
console where you can configure gateway network settings and change the default password.

« Configuring a SOCKS5 proxy for your on-premises gateway - Learn about how you can configure
Storage Gateway to route all AWS endpoint traffic through a Socket Secure version 5 (SOCKS5)

proxy server.

» Configuring Your Gateway Network - Learn about how you can configure your gateway to use
DHCP or assign a static IP address.

» Testing your gateway connection to the internet - Learn about how you can use the gateway
local console to test the connection between the gateway and the internet.
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« Running storage gateway commands in the local console for an on-premises gateway - Learn

about how to run local console commands that allow you to perform additional tasks such as
saving routing tables, connecting to Support, and more.

» Viewing your gateway system resource status - Learn about how to check the virtual CPU cores,

root volume size, and RAM that are available to your gateway appliance.

Logging in to the Volume Gateway local console

When the VM is ready for you to log in, the login screen is displayed. If this is your first time
logging in to the local console, you use the default sign-in credentials to log in. These default
login credentials give you access to menus where you can configure gateway network settings
and change the password from the local console. Storage Gateway allows you to set your own
password from the AWS Storage Gateway console instead of changing the password from the
local console. You don't need to know the default password to set a new password. For more
information, see Setting the Local Console Password from the Storage Gateway Console.

To log in to the gateway's local console

« If thisis your first time logging in to the local console, log in to the VM with the default
credentials. The default user name is admin and the password is passwoxrd.

Otherwise, use your credentials to log in.

(® Note

We recommend changing the default password by entering the corresponding numeral
for Gateway Console from the AWS Appliance Activation - Configuration main menu,
then running the passwd command. For information about how to run the command,
see Running storage gateway commands in the local console for an on-premises

gateway. You can also set your own password from the AWS Storage Gateway console.
For more information, see Setting the Local Console Password from the Storage
Gateway Console.
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/A Important

For older versions of the volume or Tape Gateway, the user name is sguser and the
password is sgpassword. If you reset your password and your gateway is updated to
a newer version, your the user name will change to admin but the password will be
maintained.

Setting the Local Console Password from the Storage Gateway Console

When you log in to the local console for the first time, you log in to the VM with the default
credentials— The user name is admin and the password is password. We recommend that you
always set a new password immediately after you create your new gateway. You can set this
password from the AWS Storage Gateway console rather than the local console if you want. You
don't need to know the default password to set a new password.

To set the local console password on the Storage Gateway console

1.

Open the Storage Gateway console at https://console.aws.amazon.com/storagegateway/
home.

On the navigation pane, choose Gateways then choose the gateway for which you want to set
a new password.

For Actions, choose Set Local Console Password.

In the Set Local Console Password dialog box, type a new password, confirm the password
and then choose Save. Your new password replaces the default password. Storage Gateway
does not save the password but rather safely transmits it to the VM.

® Note

The password can consist of any character on the keyboard and can be 1 to 512
characters long.
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Configuring a SOCKS5 proxy for your on-premises gateway

Volume Gateways and Tape Gateways support configuration of a Socket Secure version 5 (SOCKS5)
proxy between your on-premises gateway and AWS.

(® Note
The only supported proxy configuration is SOCKS5.

If your gateway must use a proxy server to communicate to the internet, then you need to
configure the SOCKS proxy settings for your gateway. You do this by specifying an IP address and
port number for the host running your proxy. After you do so, Storage Gateway routes all traffic
through your proxy server. For information about network requirements for your gateway, see
Network and firewall requirements.

The following procedure shows you how to configure SOCKS proxy for Volume Gateway and Tape
Gateway.

To configure a SOCKSS5 proxy for volume and Tape Gateways
1. Log in to your gateway's local console.

« VMware ESXi - for more information, see Accessing the Gateway Local Console with VMware
ESXi.

» Microsoft Hyper-V - for more information, see Access the Gateway Local Console with
Microsoft Hyper-V.

o KVM - for more information, see Accessing the Gateway Local Console with Linux KVM.

2. From the AWS Storage Gateway - Configuration main menu, enter the corresponding
numeral to select SOCKS Proxy Configuration.

3. From the AWS Storage Gateway SOCKS Proxy Configuration menu, enter the corresponding
numeral to perform one of the following tasks:

To Perform This Task Do This

Configure a SOCKS proxy
Enter the corresponding numeral to select

Configure SOCKS Proxy.
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To Perform This Task Do This

You will need to supply a host name and port
to complete configuration.

View the current SOCKS proxy configura
Enter the corresponding numeral to select

View Current SOCKS Proxy Configuration.

tion

If a SOCKS proxy is not configured, the
message SOCKS Proxy not configure
d is displayed. If a SOCKS proxy is configure
d, the host name and port of the proxy are
displayed.

Remove a SOCKS proxy configuration
Enter the corresponding numeral to select

Remove SOCKS Proxy Configuration.

The message SOCKS Proxy Configura
tion Removed is displayed.

4. Restart your VM to apply your HTTP configuration.

Configuring Your Gateway Network

The default network configuration for the gateway is Dynamic Host Configuration Protocol (DHCP).
With DHCP, your gateway is automatically assigned an IP address. In some cases, you might need to
manually assign your gateway's IP as a static IP address, as described following.

To configure your gateway to use static IP addresses
1. Log in to your gateway's local console.

« VMware ESXi — for more information, see Accessing the Gateway Local Console with VMware
ESXi.

« Microsoft Hyper-V - for more information, see Access the Gateway Local Console with

Microsoft Hyper-V.

« KVM - for more information, see Accessing the Gateway Local Console with Linux KVM.
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2. From the AWS Storage Gateway - Configuration main menu, enter the corresponding

numeral to select Network Configuration.

3. From the AWS Storage Gateway Network Configuration menu, perform one of the following

tasks:

To Perform This Task

Describe network adapter

Configure DHCP

Do This
Enter the corresponding numeral to select
Describe Adapter.

A list of adapter names appears, and you are
prompted to type an adapter name—for
example, eth@. If the adapter you specify

is in use, the following information about the
adapter is displayed:

Media access control (MAC) address
IP address

Netmask

Gateway IP address

DHCP activated status

You use the adapter names listed here when
you configure a static IP address or set your
gateway's default adapter.

Enter the corresponding numeral to select
Configure DHCP.

You are prompted to configure network
interface to use DHCP.

Configuring Your Gateway Network
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To Perform This Task Do This

Configure a static IP address for your
Enter the corresponding numeral to select

gateway
Configure Static IP.

You are prompted to type the following
information to configure a static IP:

Network adapter name
IP address

Netmask

Default gateway address

Primary Domain Name Service (DNS)
address

Secondary DNS address

/A Important

If your gateway has already been
activated, you must shut it down and
restart it from the Storage Gateway
console for the settings to take effect.
For more information, see Shutting
Down Your Gateway VM.

If your gateway uses more than one network
interface, you must set all activated interfaces
to use DHCP or static IP addresses.
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To Perform This Task Do This

For example, suppose your gateway VM uses
two interfaces configured as DHCP. If you
later set one interface to a static IP, the other
interface is deactivated. To activate the
interface in this case, you must set it to a
static IP.

If both interfaces are initially set to use static
IP addresses and you then set the gateway to
use DHCP, both interfaces will use DHCP.

Configure a hostname for your gateway Enter the corresponding numeral to select
Configure Hostname.

You are prompted to choose whether the
gateway will use a static hostname that you
specify, or aquire one automatically through
DCHP or rDNS.

If you select Static, you are prompted

to provide a static hostname, such as
testgateway.example.com .Enter yto
apply the configuration.

(® Note

If you configure a static hostname
for your gateway, ensure that the
provided hostname is in the domain
that gateway is joined to. You must
also create an A record in your DNS
system that points the gateway's IP
address to its static hostname.
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To Perform This Task

Reset all your gateway's network
configuration to DHCP

Set your gateway's default route adapter

View your gateway's DNS configuration

View routing tables

Do This

Enter the corresponding numeral to select
Reset all to DHCP.

All network interfaces are set to use DHCP.

/A Important

If your gateway has already been
activated, you must shut down and
restart your gateway from the Storage
Gateway console for the settings to
take effect. For more information, see
Shutting Down Your Gateway VM.

Enter the corresponding numeral to select Set
Default Adapter.

The available adapters for your gateway are
shown, and you are prompted to select one of
the adapters—for example, eth@.

Enter the corresponding numeral to select
View DNS Configuration.

The IP addresses of the primary and secondary
DNS name servers are displayed.

Enter the corresponding numeral to select
View Routes.

The default route of your gateway is displayed.

Configuring Your Gateway Network
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Testing your gateway connection to the internet

You can use your gateway's local console to test your internet connection. This test can be useful

when you are troubleshooting network issues with your gateway.

To test your gateway's connection to the internet

1.

Log in to your gateway's local console.

« VMware ESXi - for more information, see Accessing the Gateway Local Console with VMware
ESXi.

» Microsoft Hyper-V — for more information, see Access the Gateway Local Console with

Microsoft Hyper-V.

o KVM - for more information, see Accessing the Gateway Local Console with Linux KVM.

From the AWS Storage Gateway - Configuration main menu, enter the corresponding
numeral to select Test Network Connectivity.

If your gateway has already been activated, the connectivity test begins immediately. For
gateways that have not yet been activated, you must specify the endpoint type and AWS
Region as described in the following steps.

If your gateway is not yet activated, enter the corresponding numeral to select the endpoint
type for your gateway.

If you selected the public endpoint type, enter the corresponding numeral to select the AWS
Region that you want to test. For supported AWS Regions and a list of AWS service endpoints
you can use with Storage Gateway, see AWS Storage Gateway endpoints and quotas in the
AWS General Reference.

As the test progresses, each endpoint displays either [PASSED] or [FAILED], indicating the status of
the connection as follows:

Message Description
[PASSED] Storage Gateway has network connectivity.
[FAILED] Storage Gateway does not have network

connectivity.

Testing your gateway connectivity to the internet
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Running storage gateway commands in the local console for an on-
premises gateway

The VM local console in Storage Gateway helps provide a secure environment for configuring
and diagnosing issues with your gateway. Using the local console commands, you can perform
maintenance tasks such as saving routing tables, connecting to Support, and so on.

To run a configuration or diagnostic command
1. Log in to your gateway's local console:

» For more information on logging in to the VMware ESXi local console, see Accessing the
Gateway Local Console with VMware ESXi.

» For more information on logging in to the Microsoft Hyper-V local console, see Access the
Gateway Local Console with Microsoft Hyper-V.

« For more information on logging in to the KVM local console, see Accessing the Gateway
Local Console with Linux KVM.

2. From the AWS Appliance Activation - Configuration main menu, enter the corresponding
numeral to select Gateway Console.

3. From the gateway console command prompt, enter h.

The console displays the AVAILABLE COMMANDS menu, which lists the available commands:

Command Function
dig Collect output from dig for DNS troublesh
ooting.
exit Return to Configuration menu.
h Display available command list.
ifconfig View or configure network interfaces.
(@ Note

We recommend configuring network
or IP settings using the Storage
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Command

iptables

ncport

nping

open-support-channel
passwd
save-iptables

save-routing-table

Function

Gateway console or the dedicated
local console menu option. For
instructions, see Configuring Your

Gateway Network.

Show / manipulate routing, devices, and
tunnels.

(® Note

We recommend configuring network
or IP settings using the Storage
Gateway console or the dedicated
local console menu option. For
instructions, see Configuring Your

Gateway Network.

Administration tool for IPv4 packet filtering
and NAT.

Test connectivity to a specific TCP port on a
network.

Collect output from nping for network t
roubleshooting.

Connect to AWS Support.
Update authentication tokens.
Persist IP tables.

Save newly added routing table entry.
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Command Function
sslcheck Returns output with certificate issuer
® Note

Storage Gateway uses certifica

te issuer verification and does

not support ssl inspection. If this
command returns an issuer other
than aws-appliance@amazon.com,
then itis likely that an application
performing an ssl inspection. In that
case, we recommend bypassing ssl
inspection for the Storage Gateway
appliance.

tcptraceroute Collect traceroute output on TCP traffic to a
destination.
4. From the gateway console command prompt, enter the corresponding command for the

function you want to use, and follow the instructions.

To learn about a command, enter man + command name at the command prompt.

Viewing your gateway system resource status

When your gateway starts, it checks its virtual CPU cores, root volume size, and RAM. It then
determines whether these system resources are sufficient for your gateway to function properly.
You can view the results of this check on the gateway's local console.

To view the status of a system resource check
1. Log in to your gateway's local console:

« For more information on logging in to the VMware ESXi console, see Accessing the Gateway
Local Console with VMware ESXi.

Viewing your gateway system resource status API Version 2013-06-30 182



AWS Storage Gateway Volume Gateway User Guide

« For more information on logging in to the Microsoft Hyper-V local console, see Access the
Gateway Local Console with Microsoft Hyper-V.

« For more information on logging in to the KVM local console, see Accessing the Gateway
Local Console with Linux KVM.

2. From the AWS Appliance Activation - Configuration main menu, enter the corresponding
numeral to select View System Resource Check.

Each resource displays [OK], [WARNING], or [FAIL], indicating the status of the resource as

follows:

Message Description

[OK] The resource has passed the system resource
check.

[WARNING] The resource doesn't meet the recommended
requirements, but your gateway can continue
to function. Storage Gateway displays a
message that describes the results of the
resource check.

[FAIL] The resource doesn't meet the minimum

requirements. Your gateway might not
function properly. Storage Gateway displays
a message that describes the results of the
resource check.

The console also displays the number of errors and warnings next to the resource check menu
option.

Performing Tasks on the Amazon EC2 Local Console

Some Storage Gateway maintenance tasks require that you log in to the gateway local console for
a gateway that you have deployed on an Amazon EC2 instance. You can access the gateway local
console on your Amazon EC2 instance by using a Secure Shell (SSH) client. The topics in this section
describes how to log in to the gateway local console and perform maintenance tasks.
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Topics

Logging In to Your Amazon EC2 Gateway Local Console - Learn about how you can connect and
log in to the gateway local console your Amazon EC2 instance by using a Secure Shell (SSH)
client.

Routing your gateway deployed on EC2 through an HTTP proxy - Learn about how you can
configure Storage Gateway to route all AWS enpoint traffic through a Socket Secure version 5
(SOCKS5) proxy server to your Amazon EC2 gateway instance.

Testing gateway network connectivity - Learn about how you can use the gateway local console

to test network connectivity between your gateway and various network resources.

Viewing your gateway system resource status - Learn about how you can use the gateway local
console to check the virtual CPU cores, root volume size, and RAM that are available to your
gateway appliance.

Running Storage Gateway commands on the local console - Learn about how you can run local
console commands that allow you to perform additional tasks such as saving routing tables,
connecting to Support, and more.

Logging In to Your Amazon EC2 Gateway Local Console

You can connect to your Amazon EC2 instance by using a Secure Shell (SSH) client. For detailed
information, see Connect to Your Instance in the Amazon EC2 User Guide. To connect this way, you
will need the SSH key pair you specified when you launched the instance. For information about
Amazon EC2 key pairs, see Amazon EC2 Key Pairs in the Amazon EC2 User Guide.

To log in to the gateway local console

1.

Log in to your local console. If you are connecting to your EC2 instance from a Windows
computer, log in as admin.

After you log in, you see the AWS Storage Gateway - Configuration main menu, from which
you can perform various tasks.

To Learn About This Task See This Topic
Configure a SOCKS proxy for your Routing your gateway deployed on EC2
gateway through an HTTP proxy
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To Learn About This Task See This Topic
Test network connectivity Testing gateway network connectivity
Run Storage Gateway console commands Running Storage Gateway commands on the

local console

View a system resource check Viewing your gateway system resource statu

Se

To shut down the gateway, enter 0.

To exit the configuration session, enter X.

Routing your gateway deployed on EC2 through an HTTP proxy

Storage Gateway supports the configuration of a Socket Secure version 5 (SOCKS5) proxy between
your gateway deployed on Amazon EC2 and AWS.

If your gateway must use a proxy server to communicate to the internet, then you need to
configure the HTTP proxy settings for your gateway. You do this by specifying an IP address and
port number for the host running your proxy. After you do so, Storage Gateway routes all AWS
endpoint traffic through your proxy server. Communications between the gateway and endpoints is
encrypted, even when using the HTTP proxy.

To route your gateway internet traffic through a local proxy server

1. Log in to your gateway's local console. For instructions, see Logging In to Your Amazon EC2

Gateway Local Console.

2. From the AWS Appliance Activation - Configuration main menu, enter the corresponding
numeral to select Configure HTTP Proxy.

3. From the AWS Appliance Activation HTTP Proxy Configuration menu, enter the

corresponding numeral for the task you want to perform:

» Configure HTTP proxy - You will need to supply a host name and port to complete
configuration.
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« View current HTTP proxy configuration - If an HTTP proxy is not configured, the message
HTTP Proxy not configured is displayed. If an HTTP proxy is configured, the host name
and port of the proxy are displayed.

« Remove an HTTP proxy configuration - The message HTTP Proxy Configuration
Removed is displayed.

Testing gateway network connectivity

You can use your gateway's local console to test your network connectivity. This test can be useful
when you are troubleshooting network issues with your gateway.

To test your gateway's connectivity

1.

Log in to your gateway's local console. For instructions, see Logging In to Your Amazon EC2
Gateway Local Console.

From the AWS Appliance Activation - Configuration main menu, enter the corresponding
numeral to select Test Network Connectivity.

If your gateway has already been activated, the connectivity test begins immediately. For
gateways that have not yet been activated, you must specify the endpoint type and AWS
Region as described in the following steps.

If your gateway is not yet activated, enter the corresponding numeral to select the endpoint
type for your gateway.

If you selected the public endpoint type, enter the corresponding numeral to select the AWS
Region that you want to test. For supported AWS Regions and a list of AWS service endpoints
you can use with Storage Gateway, see AWS Storage Gateway endpoints and quotas in the
AWS General Reference.

As the test progresses, each endpoint displays either [PASSED] or [FAILED], indicating the status of
the connection as follows:

Message Description

[PASSED] Storage Gateway has network connectivity.

Testing gateway network connectivity
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Message Description

[FAILED] Storage Gateway does not have network
connectivity.

Viewing your gateway system resource status

When your gateway starts, it checks its virtual CPU cores, root volume size, and RAM. It then
determines whether these system resources are sufficient for your gateway to function properly.
You can view the results of this check on the gateway's local console.

To view the status of a system resource check

1. Login to your gateway's local console. For instructions, see Logging In to Your Amazon EC2
Gateway Local Console.

2. From the AWS Appliance Activation - Configuration main menu, enter the corresponding
numeral to select View System Resource Check.

Each resource displays [OK], [WARNING], or [FAIL], indicating the status of the resource as

follows:

Message Description

[OK] The resource has passed the system resource
check.

[WARNING] The resource doesn't meet the recommended
requirements, but your gateway can continue
to function. Storage Gateway displays a
message that describes the results of the
resource check.

[FAIL] The resource doesn't meet the minimum

requirements. Your gateway might not
function properly. Storage Gateway displays
a message that describes the results of the
resource check.
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The console also displays the number of errors and warnings next to the resource check menu
option.

Running Storage Gateway commands on the local console

The AWS Storage Gateway console helps provide a secure environment for configuring and
diagnosing issues with your gateway. Using the console commands, you can perform maintenance
tasks such as saving routing tables or connecting to Support.

To run a configuration or diagnostic command

1. Log in to your gateway's local console. For instructions, see Logging In to Your Amazon EC2

Gateway Local Console.

2. From the AWS Appliance Activation - Configuration main menu, enter the corresponding
numeral to select Gateway Console.

3. From the gateway console command prompt, enter h.

The console displays the AVAILABLE COMMANDS menu, which lists the available commands:

Command Function
dig Collect output from dig for DNS troublesh
ooting.
exit Return to Configuration menu.
h Display available command list.
ifconfig View or configure network interfaces.
(® Note

We recommend configuring network
or IP settings using the Storage
Gateway console or the dedicated
local console menu option.
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Command Function
ip Show / manipulate routing, devices, and
tunnels.
® Note

We recommend configuring network
or IP settings using the Storage
Gateway console or the dedicated
local console menu option.

iptables Administration tool for IPv4 packet filtering
and NAT.

ncport Test connectivity to a specific TCP port on a
network.

nping Collect output from nping for network t

roubleshooting.

open-support-channel Connect to AWS Support.

save-iptables Persist IP tables.

save-routing-table Save newly added routing table entry.

sslcheck Check SSL validity for network troublesh
ooting.

tcptraceroute Collect traceroute output on TCP traffic to a
destination.

4. From the gateway console command prompt, enter the corresponding command for the
function you want to use, and follow the instructions.

To learn about a command, enter the command name followed by the -h option, for example:
sslcheck -h.
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Performance and optimization for Volume Gateway

This section describes Storage Gateway performance.

Topics

» Optimizing gateway performance

Optimizing gateway performance

Recommended Gateway Server Configuration

To obtain the best performance out of your gateway, Storage Gateway recommends the following
gateway configuration for your gateway's host server:
» At least 24 dedicated physical CPU cores
» For Volume Gateway, your hardware should dedicate the following amounts of RAM:
» At least 16 GiB of reserved RAM for gateways with cache size up to 16 TiB
At least 32 GiB of reserved RAM for gateways with cache size 16 TiB to 32 TiB
At least 48 GiB of reserved RAM for gateways with cache size 32 TiB to 64 TiB
 Disk 1, to be used as the gateway cache as follows:
« SSD using an NVMe controller.
« Disk 2, to be used as the gateway upload buffer as follows:
« SSD using an NVMe controller.
« Disk 3, to be used as the gateway upload buffer as follows:
« SSD using an NVMe controller.
» Network adapter 1 configured on VM network 1:
« Use VM network 1 and add VMXnet3 (10 Gbps) to be used for ingestion.
» Network adapter 2 configured on VM network 2:
o Use VM network 2 and add a VMXnet3 (10 Gbps) to be used to connect to AWS.
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Add Resources to Your Gateway

The following bottlenecks can reduce the performance of your Volume Gateway below the
theoretical maximum sustained throughput (your bandwidth to AWS cloud):

» CPU core count

Cache/Upload buffer disk throughput
Total RAM amount

Network bandwidth to AWS

Network bandwidth from initiator to gateway

This section contains steps you can take in order to optimize the performance of your gateway. This
guidance is based on adding resources to your gateway or your application server.

You can optimize gateway performance by adding resources to your gateway in one or more of the
following ways.

Use higher-performance disks

Cache and upload buffer disk throughput can limit your gateway's upload and download
performance. If your gateway is exhibiting performance significantly below what is expected,
consider improving the cache and upload buffer disk throughput by:

« Using a striped RAID such as RAID 10 to improve disk throughput, ideally with a hardware
RAID controller.

(® Note

RAID (redundant array of independent disks) or specifically disk striped RAID
configurations like RAID 10, is the process of dividing a body of data into blocks and
spreading the data blocks across multiple storage devices. The RAID level you use
affects the exact speed and fault tolerance you can achieve. By striping 10 workloads
out across multiple disks, the overall throughput of the RAID device is much higher
than that of any single member disk.

 Using directly attached, high performance disks

To optimize gateway performance, you can add high-performance disks such as solid-state
drives (SSDs) and a NVMe controller. You can also attach virtual disks to your VM directly
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from a storage area network (SAN) instead of the Microsoft Hyper-V NTFS. Improved disk
performance generally results in better throughput and more input/output operations per
second (IOPS).

To measure throughput, use the ReadBytes and WriteBytes metrics with the Samples
Amazon CloudWatch statistic. For example, the Samples statistic of the ReadBytes metric
over a sample period of 5 minutes divided by 300 seconds gives you the IOPS. As a general
rule, when you review these metrics for a gateway, look for low throughput and low IOPS
trends to indicate disk-related bottlenecks. .

(® Note

CloudWatch metrics are not available for all gateways. For information about gateway
metrics, see Monitoring Storage Gateway.

Add more upload buffer disks

To achieve higher write throughput, add at least two upload buffer disks. When data is written
to the gateway, it is written and stored locally on the upload buffer disks. Afterwards, the
stored local data is asynchronously read from the disks to be processed and uploaded to

AWS. Adding more upload buffer disks may reduce the amount of concurrent I/O operations
performed to each individual disk. This can result in increased write throughput to the gateway.

Back gateway virtual disks with separate physical disks

When you provision gateway disks, we strongly recommend that you don't provision local disks
for the upload buffer and cache storage that use the same underlying physical storage disk. For
example, for VMware ESXi, the underlying physical storage resources are represented as a data
store. When you deploy the gateway VM, you choose a data store on which to store the VM files.
When you provision a virtual disk (for example, as an upload buffer), you can store the virtual
disk in the same data store as the VM or a different data store.

If you have more than one data store, then we strongly recommend that you choose one data
store for each type of local storage you are creating. A data store that is backed by only one
underlying physical disk can lead to poor performance. An example is when you use such a disk
to back both the cache storage and upload buffer in a gateway setup. Similarly, a data store
that is backed by a less high-performing RAID configuration such as RAID 1 or RAID 6 can lead
to poor performance.
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Add CPU resources to your gateway host

The minimum requirement for a gateway host server is four virtual processors. To optimize
gateway performance, confirm that each virtual processor that is assigned to the gateway VM is
backed by a dedicated CPU core. In addition, confirm that you are not oversubscribing the CPUs
of the host server.

When you add additional CPUs to your gateway host server, you increase the processing
capability of the gateway. Doing this allows your gateway to deal with, in parallel, both storing
data from your application to your local storage and uploading this data to Amazon S3.
Additional CPUs also help ensure that your gateway gets enough CPU resources when the host
is shared with other VMs. Providing enough CPU resources has the general effect of improving
throughput.

Increase bandwidth between your gateway and AWS cloud

Increasing your bandwidth to and from AWS will increase the maximum rate of data ingress to
your gateway and egress to AWS cloud. This can improve your gateway performance if network
speed is the limiting factor in your gateway configuration, rather than other factors like slow
disks or poor gateway-initiator connection bandwidth.

(® Note

Your observed gateway performance will likely be lower than your network bandwidth
due to other limiting factors listed here, such as cache/upload buffer disk throughput,
CPU core count, total RAM amount, or the bandwidth between your initiator and
gateway. Furthermore, your gateway's normal operation involves many actions taken
to protect your data, which might cause the observed performance to be less than your
network bandwidth.

Change the volumes configuration

For Volume Gateways, if you find that adding more volumes to a gateway reduces the
throughput to the gateway, consider adding the volumes to a separate gateway. In particular,
if a volume is used for a high-throughput application, consider creating a separate gateway
for the high-throughput application. However, as a general rule, you should not use one
gateway for all of your high-throughput applications and another gateway for all of your
low-throughput applications. To measure your volume throughput, use the ReadBytes and
WriteBytes metrics.
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For more information about these metrics, see Measuring Performance Between Your
Application and Gateway.

Optimize iSCSI Settings

You can optimize iSCSI settings on your iSCSI initiator to achieve higher I/O performance. We
recommend choosing 256 KiB for MaxReceiveDataSegmentLength and FirstBurstlLength,
and 1 MiB for MaxBurstLength. For more information about configuring iSCSI settings, see
Customizing iSCSI Settings.

(@ Note

These recommended settings can facilitate overall better performance. However, the
specific iSCSI settings that are needed to optimize performance vary depending on which
backup software you use. For details, see your backup software documentation.

Add Resources to Your Application Environment
Increase the bandwidth between your application server and your gateway

The connection between your iSCSI initiator and gateway can limit your upload and download
performance. If your gateway is exhibiting performance significantly worse than expected and
you have already improved your CPU core count and disk throughput, consider:

« Upgrading your network cables to have higher bandwidth between your initiator and
gateway.

To optimize gateway performance, ensure that the network bandwidth between your
application and the gateway can sustain your application needs. You can use the ReadBytes
and WriteBytes metrics of the gateway to measure the total data throughput.

For your application, compare the measured throughput with the desired throughput. If the
measured throughput is less than the desired throughput, then increasing the bandwidth
between your application and gateway can improve performance if the network is the
bottleneck. Similarly, you can increase the bandwidth between your VM and your local disks, if
they're not direct-attached.
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Add CPU resources to your application environment

If your application can use additional CPU resources, then adding more CPUs can help your
application to scale its 1/0 load.
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Security in AWS Storage Gateway

Cloud security at AWS is the highest priority. As an AWS customer, you benefit from a data center
and network architecture that is built to meet the requirements of the most security-sensitive
organizations.

Security is a shared responsibility between AWS and you. The shared responsibility model describes
this as security of the cloud and security in the cloud:

» Security of the cloud — AWS is responsible for protecting the infrastructure that runs AWS
services in the Amazon Web Services Cloud. AWS also provides you with services that you can use
securely. Third-party auditors regularly test and verify the effectiveness of our security as part
of the AWS Compliance Programs. To learn about the compliance programs that apply to AWS

Storage Gateway, see AWS Services in Scope by Compliance Program.

« Security in the cloud - Your responsibility is determined by the AWS service that you use. You
are also responsible for other factors including the sensitivity of your data, your company's
requirements, and applicable laws and regulations.

This documentation helps you understand how to apply the shared responsibility model when
using Storage Gateway. The following topics show you how to configure Storage Gateway to meet
your security and compliance objectives. You also learn how to use other AWS services that help
you to monitor and secure your Storage Gateway resources.

Topics

Data protection in AWS Storage Gateway

« Identity and Access Management for AWS Storage Gateway

» Compliance validation for AWS Storage Gateway

o Resilience in AWS Storage Gateway

o Infrastructure Security in AWS Storage Gateway

o AWS Security Best Practices

» Logging and Monitoring in AWS Storage Gateway
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Data protection in AWS Storage Gateway

The AWS shared responsibility model applies to data protection in AWS Storage Gateway. As

described in this model, AWS is responsible for protecting the global infrastructure that runs all
of the AWS Cloud. You are responsible for maintaining control over your content that is hosted on
this infrastructure. You are also responsible for the security configuration and management tasks
for the AWS services that you use. For more information about data privacy, see the Data Privacy
FAQ. For information about data protection in Europe, see the AWS Shared Responsibility Model
and GDPR blog post on the AWS Security Blog.

For data protection purposes, we recommend that you protect AWS account credentials and set
up individual users with AWS IAM Identity Center or AWS Identity and Access Management (IAM).
That way, each user is given only the permissions necessary to fulfill their job duties. We also
recommend that you secure your data in the following ways:

« Use multi-factor authentication (MFA) with each account.

o Use SSL/TLS to communicate with AWS resources. We require TLS 1.2 and recommend TLS 1.3.

« Set up APl and user activity logging with AWS CloudTrail. For information about using CloudTrail
trails to capture AWS activities, see Working with CloudTrail trails in the AWS CloudTrail User
Guide.

« Use AWS encryption solutions, along with all default security controls within AWS services.

» Use advanced managed security services such as Amazon Macie, which assists in discovering and
securing sensitive data that is stored in Amazon S3.

« If you require FIPS 140-3 validated cryptographic modules when accessing AWS through a
command line interface or an API, use a FIPS endpoint. For more information about the available
FIPS endpoints, see Federal Information Processing Standard (FIPS) 140-3.

We strongly recommend that you never put confidential or sensitive information, such as your
customers' email addresses, into tags or free-form text fields such as a Name field. This includes
when you work with Storage Gateway or other AWS services using the console, API, AWS CLI, or
AWS SDKs. Any data that you enter into tags or free-form text fields used for names may be used
for billing or diagnostic logs. If you provide a URL to an external server, we strongly recommend
that you do not include credentials information in the URL to validate your request to that server.
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Data encryption using AWS KMS

Storage Gateway uses SSL/TLS (Secure Socket Layers/Transport Layer Security) to encrypt data
that is transferred between your gateway appliance and AWS storage. By default, Storage Gateway
uses Amazon S3-Managed Encryption Keys (SSE-S3) to server-side encrypt all data it stores in
Amazon S3. You have an option to use the Storage Gateway API to configure your gateway to
encrypt data stored in the cloud using server-side encryption with AWS Key Management Service
(SSE-KMS) keys.

/A Important

When you use an AWS KMS key for server-side encryption, you must choose a symmetric
key. Storage Gateway does not support asymmetric keys. For more information, see Using
symmetric and asymmetric keys in the AWS Key Management Service Developer Guide.

Encrypting a file share

For a file share, you can configure your gateway to encrypt your objects with AWS KMS-managed
keys by using SSE-KMS. For information on using the Storage Gateway API to encrypt data written
to a file share, see CreateNFSFileShare in the AWS Storage Gateway API Reference.

Encrypting a volume

For cached and stored volumes, you can configure your gateway to encrypt volume data stored in
the cloud with AWS KMS-managed keys by using the Storage Gateway API. You can specify one of
the managed keys as the KMS key. The key that you use to encrypt your volume can't be changed
after the volume is created. For information on using the Storage Gateway API to encrypt data
written to a cached or stored volume, see CreateCachediSCSIVolume or CreateStorediSCSIVolume
in the AWS Storage Gateway API Reference.

Encrypting a tape

For a virtual tape, you can configure your gateway to encrypt tape data stored in the cloud with
AWS KMS-managed keys by using the Storage Gateway API. You can specify one of the managed
keys as the KMS key. The key that you use to encrypt your tape data can't be changed after the
tape is created. For information on using the Storage Gateway API to encrypt data written to a
virtual tape, see CreateTapes in the AWS Storage Gateway API Reference.

When using AWS KMS to encrypt your data, keep the following in mind:
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» Your data is encrypted at rest in the cloud. That is, the data is encrypted in Amazon S3.

« IAM users must have the required permissions to call the AWS KMS API operations. For more
information, see Using IAM policies with AWS KMS in the AWS Key Management Service Developer
Guide.

« If you delete or deactivate your AWS AWS KMS key or revoke the grant token, you can't access
the data on the volume or tape. For more information, see Deleting KMS keys in the AWS Key
Management Service Developer Guide.

o If you create a snapshot from a volume that is KMS-encrypted, the snapshot is encrypted. The
snapshot inherits the volume's KMS key.

« If you create a new volume from a snapshot that is KMS-encrypted, the volume is encrypted. You
can specify a different KMS key for the new volume.

® Note

Storage Gateway doesn't support creating an unencrypted volume from a recovery point
of a KMS-encrypted volume or a KMS-encrypted snapshot.

For more information about AWS KMS, see What is AWS Key Management Service?

Configuring CHAP authentication for your volumes

In Storage Gateway, your iSCSI initiators connect to your volumes as iSCSI targets. Storage
Gateway uses Challenge-Handshake Authentication Protocol (CHAP) to authenticate iSCSI

and initiator connections. CHAP provides protection against playback attacks by requiring
authentication to access storage volume targets. For each volume target, you can define one or
more CHAP credentials. You can view and edit these credentials for the different initiators in the
Configure CHAP credentials dialog box.

To configure CHAP credentials
1. Inthe Storage Gateway Console, choose Volumes and select the volume for which you want to
configure CHAP credentials.

2. For Actions, choose Configure CHAP authentication.

3. For Initiator name, type the name of your initiator. The name must be at least 1 character and
at most 255 characters long.
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4. For Initiator secret, provide the secret phrase you want to use to authenticate your iSCSI
initiator. The initiator secret phrase must be at least 12 characters and at most 16 characters
long.

5. For Target secret, provide the secret phrase you want used to authenticate your target
for mutual CHAP. The target secret phrase must be at least 12 characters and at most 16
characters long.

6. Choose Save to save your entries.

To view or update CHAP credentials, you must have the necessary IAM role permissions that allow
you to perform that operation.

Viewing and editing CHAP credentials

You can add, remove or update CHAP credentials for each user. You must have the necessary
IAM role permissions to view or edit CHAP credentials, and initiator target must be attached to a
functioning gateway.

To add CHAP credentials
1. Inthe Storage Gateway Console, choose Volumes and select the volume for which you want to
add CHAP credentials.

2. For Actions, choose Configure CHAP authentication.

3. Inthe Configure CHAPS page, provide the Initiator name, Initiator secret, and Target secret in
the respective boxes and choose Save.

To remove CHAP credentials

1. In the Storage Gateway Console, choose Volumes and select the volume for which you want to
remove CHAP credentials.

2. For Actions, choose Configure CHAP authentication.

3. Click the X next to the credentials you want to remove and choose Save.

To update CHAP credentials

1. In the Storage Gateway Console, choose Volumes and select the volume for which you want to
update CHAP.
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2. For Actions, choose Configure CHAP authentication.
3. In Configure CHAP credentials page, change the entries for the credentials you to update.

4. Choose Save.

Identity and Access Management for AWS Storage Gateway

AWS Identity and Access Management (IAM) is an AWS service that helps an administrator securely
control access to AWS resources. IAM administrators control who can be authenticated (signed in)
and authorized (have permissions) to use AWS SGW resources. IAM is an AWS service that you can
use with no additional charge.

Topics
e Audience

« Authenticating with identities

» Managing access using policies

 How AWS Storage Gateway works with IAM

« Identity-based policy examples for Storage Gateway

» Troubleshooting AWS Storage Gateway identity and access

Audience

How you use AWS Identity and Access Management (IAM) differs, depending on the work that you
do in AWS SGW.

Service user - If you use the AWS SGW service to do your job, then your administrator provides you
with the credentials and permissions that you need. As you use more AWS SGW features to do your
work, you might need additional permissions. Understanding how access is managed can help you
request the right permissions from your administrator. If you cannot access a feature in AWS SGW,
see Troubleshooting AWS Storage Gateway identity and access.

Service administrator - If you're in charge of AWS SGW resources at your company, you probably
have full access to AWS SGW. It's your job to determine which AWS SGW features and resources
your service users should access. You must then submit requests to your IAM administrator to
change the permissions of your service users. Review the information on this page to understand
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the basic concepts of IAM. To learn more about how your company can use IAM with AWS SGW, see
How AWS Storage Gateway works with IAM.

IAM administrator - If you're an IAM administrator, you might want to learn details about how
you can write policies to manage access to AWS SGW. To view example AWS SGW identity-based
policies that you can use in 1AM, see Identity-based policy examples for Storage Gateway.

Authenticating with identities

Authentication is how you sign in to AWS using your identity credentials. You must be
authenticated (signed in to AWS) as the AWS account root user, as an IAM user, or by assuming an
IAM role.

You can sign in to AWS as a federated identity by using credentials provided through an identity
source. AWS IAM Identity Center (IAM Identity Center) users, your company's single sign-on
authentication, and your Google or Facebook credentials are examples of federated identities.
When you sign in as a federated identity, your administrator previously set up identity federation
using IAM roles. When you access AWS by using federation, you are indirectly assuming a role.

Depending on the type of user you are, you can sign in to the AWS Management Console or the
AWS access portal. For more information about signing in to AWS, see How to sign in to your AWS
account in the AWS Sign-In User Guide.

If you access AWS programmatically, AWS provides a software development kit (SDK) and a
command line interface (CLI) to cryptographically sign your requests by using your credentials. If
you don't use AWS tools, you must sign requests yourself. For more information about using the
recommended method to sign requests yourself, see AWS Signature Version 4 for APl requests in
the IAM User Guide.

Regardless of the authentication method that you use, you might be required to provide additional
security information. For example, AWS recommends that you use multi-factor authentication
(MFA) to increase the security of your account. To learn more, see Multi-factor authentication in

the AWS IAM Identity Center User Guide and AWS Multi-factor authentication in IAM in the IAM User
Guide.

AWS account root user

When you create an AWS account, you begin with one sign-in identity that has complete access to
all AWS services and resources in the account. This identity is called the AWS account root user and
is accessed by signing in with the email address and password that you used to create the account.
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We strongly recommend that you don't use the root user for your everyday tasks. Safeguard your
root user credentials and use them to perform the tasks that only the root user can perform. For
the complete list of tasks that require you to sign in as the root user, see Tasks that require root

user credentials in the IAM User Guide.

Federated identity

As a best practice, require human users, including users that require administrator access, to use
federation with an identity provider to access AWS services by using temporary credentials.

A federated identity is a user from your enterprise user directory, a web identity provider, the AWS
Directory Service, the Identity Center directory, or any user that accesses AWS services by using
credentials provided through an identity source. When federated identities access AWS accounts,
they assume roles, and the roles provide temporary credentials.

For centralized access management, we recommend that you use AWS IAM ldentity Center. You can
create users and groups in IAM Identity Center, or you can connect and synchronize to a set of users
and groups in your own identity source for use across all your AWS accounts and applications. For
information about IAM Identity Center, see What is IAM Identity Center? in the AWS IAM Identity
Center User Guide.

IAM users and groups

An IAM user is an identity within your AWS account that has specific permissions for a single person
or application. Where possible, we recommend relying on temporary credentials instead of creating
IAM users who have long-term credentials such as passwords and access keys. However, if you have
specific use cases that require long-term credentials with IAM users, we recommend that you rotate
access keys. For more information, see Rotate access keys reqularly for use cases that require long-

term credentials in the IAM User Guide.

An IAM group is an identity that specifies a collection of IAM users. You can't sign in as a group. You
can use groups to specify permissions for multiple users at a time. Groups make permissions easier
to manage for large sets of users. For example, you could have a group named IAMAdmins and give
that group permissions to administer IAM resources.

Users are different from roles. A user is uniquely associated with one person or application, but
arole is intended to be assumable by anyone who needs it. Users have permanent long-term
credentials, but roles provide temporary credentials. To learn more, see Use cases for IAM users in
the IAM User Guide.
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IAM roles

An IAM role is an identity within your AWS account that has specific permissions. It is similar to an
IAM user, but is not associated with a specific person. To temporarily assume an IAM role in the
AWS Management Console, you can switch from a user to an IAM role (console). You can assume a

role by calling an AWS CLI or AWS API operation or by using a custom URL. For more information
about methods for using roles, see Methods to assume a role in the IAM User Guide.

IAM roles with temporary credentials are useful in the following situations:

» Federated user access — To assign permissions to a federated identity, you create a role
and define permissions for the role. When a federated identity authenticates, the identity
is associated with the role and is granted the permissions that are defined by the role. For
information about roles for federation, see Create a role for a third-party identity provider

(federation) in the IAM User Guide. If you use IAM Identity Center, you configure a permission set.
To control what your identities can access after they authenticate, IAM Identity Center correlates
the permission set to a role in IAM. For information about permissions sets, see Permission sets
in the AWS IAM Identity Center User Guide.

o Temporary IAM user permissions — An IAM user or role can assume an IAM role to temporarily
take on different permissions for a specific task.

» Cross-account access — You can use an |IAM role to allow someone (a trusted principal) in a
different account to access resources in your account. Roles are the primary way to grant cross-
account access. However, with some AWS services, you can attach a policy directly to a resource
(instead of using a role as a proxy). To learn the difference between roles and resource-based
policies for cross-account access, see Cross account resource access in IAM in the IAM User Guide.

» Cross-service access — Some AWS services use features in other AWS services. For example, when
you make a call in a service, it's common for that service to run applications in Amazon EC2 or
store objects in Amazon S3. A service might do this using the calling principal's permissions,
using a service role, or using a service-linked role.

» Forward access sessions (FAS) — When you use an IAM user or role to perform actions in
AWS, you are considered a principal. When you use some services, you might perform an
action that then initiates another action in a different service. FAS uses the permissions of the
principal calling an AWS service, combined with the requesting AWS service to make requests
to downstream services. FAS requests are only made when a service receives a request that
requires interactions with other AWS services or resources to complete. In this case, you must
have permissions to perform both actions. For policy details when making FAS requests, see
Forward access sessions.
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» Service role — A service role is an IAM role that a service assumes to perform actions on your
behalf. An IAM administrator can create, modify, and delete a service role from within IAM. For
more information, see Create a role to delegate permissions to an AWS service in the IAM User
Guide.

« Service-linked role — A service-linked role is a type of service role that is linked to an AWS
service. The service can assume the role to perform an action on your behalf. Service-linked
roles appear in your AWS account and are owned by the service. An IAM administrator can
view, but not edit the permissions for service-linked roles.

« Applications running on Amazon EC2 - You can use an IAM role to manage temporary
credentials for applications that are running on an EC2 instance and making AWS CLI or AWS API
requests. This is preferable to storing access keys within the EC2 instance. To assign an AWS role
to an EC2 instance and make it available to all of its applications, you create an instance profile
that is attached to the instance. An instance profile contains the role and enables programs that
are running on the EC2 instance to get temporary credentials. For more information, see Use an
IAM role to grant permissions to applications running on Amazon EC2 instances in the IAM User
Guide.

Managing access using policies

You control access in AWS by creating policies and attaching them to AWS identities or resources.
A policy is an object in AWS that, when associated with an identity or resource, defines their
permissions. AWS evaluates these policies when a principal (user, root user, or role session) makes
a request. Permissions in the policies determine whether the request is allowed or denied. Most
policies are stored in AWS as JSON documents. For more information about the structure and
contents of JSON policy documents, see Overview of JSON policies in the IAM User Guide.

Administrators can use AWS JSON policies to specify who has access to what. That is, which
principal can perform actions on what resources, and under what conditions.

By default, users and roles have no permissions. To grant users permission to perform actions on
the resources that they need, an IAM administrator can create IAM policies. The administrator can
then add the IAM policies to roles, and users can assume the roles.

IAM policies define permissions for an action regardless of the method that you use to perform the
operation. For example, suppose that you have a policy that allows the iam:GetRole action. A
user with that policy can get role information from the AWS Management Console, the AWS CLI, or
the AWS API.
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Identity-based policies

Identity-based policies are JSON permissions policy documents that you can attach to an identity,
such as an IAM user, group of users, or role. These policies control what actions users and roles can
perform, on which resources, and under what conditions. To learn how to create an identity-based
policy, see Define custom IAM permissions with customer managed policies in the IAM User Guide.

Identity-based policies can be further categorized as inline policies or managed policies. Inline
policies are embedded directly into a single user, group, or role. Managed policies are standalone
policies that you can attach to multiple users, groups, and roles in your AWS account. Managed
policies include AWS managed policies and customer managed policies. To learn how to choose
between a managed policy or an inline policy, see Choose between managed policies and inline

policies in the IAM User Guide.
Resource-based policies

Resource-based policies are JSON policy documents that you attach to a resource. Examples of
resource-based policies are IAM role trust policies and Amazon S3 bucket policies. In services that
support resource-based policies, service administrators can use them to control access to a specific
resource. For the resource where the policy is attached, the policy defines what actions a specified
principal can perform on that resource and under what conditions. You must specify a principal

in a resource-based policy. Principals can include accounts, users, roles, federated users, or AWS
services.

Resource-based policies are inline policies that are located in that service. You can't use AWS
managed policies from IAM in a resource-based 