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Systems Manager Automation Runbook Reference

To help you get started quickly, AWS Systems Manager provides predefined runbooks. These
runbooks are maintained by Amazon Web Services, AWS Support, and AWS Config. The Runbook
Reference describes each of the predefined runbooks provided by Systems Manager, Support, and
AWS Config.

/A Important

If you run an automation workflow that invokes other services by using an AWS Identity
and Access Management (IAM) service role, be aware that the service role must be
configured with permission to invoke those services. This requirement applies to all AWS
Automation runbooks (AWS - * runbooks) such as the AWS-ConfigureS3BucketlLogging,
AWS-CreateDynamoDBBackup, and AWS-RestartEC2Instance runbooks, to name a
few. This requirement also applies to any custom Automation runbooks you create that
invoke other AWS services by using actions that call other services. For example, if you use
the aws:executeAwsApi, aws:createStack, or aws:copyImage actions, then you
must configure the service role with permission to invoke those services. You can enable
permissions to other AWS services by adding an IAM inline policy to the role. For more
information, see Add an Automation inline policy to invoke other AWS services.

This reference includes topics that describe each of the Systems Manager runbooks that are owned
by AWS, AWS Support, and AWS Config. Runbooks are organized by the relevant AWS service. Each
page provides an explanation of the required and optional parameters that you can specify when
using the runbook. Each page also lists the steps in the runbook and the output of the automation,
if any.

This reference does not include a separate page for runbooks that require approval

such as the AWS-CreateManagedLinuxInstanceWithApproval or AWS-
StopEC2InstanceWithApproval runbook. Any runbook name that includes WithApproval,
means the runbook includes the aws : approve action. This action temporarily pauses an
automation until designated principals either approve or reject the action. After the required
number of approvals is reached, the automation resumes.
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For information about running automations, see Running a simple automation. For information

about running automations on multiple targets, see Running automations that use targets and rate

controls.

Topics

« View runbook content
» API Gateway

« AWS Batch

« AWS CloudFormation

« CloudFront

« CloudTrail

« CloudWatch
 Amazon DocumentDB
« CodeBuild

« AWS CodeDeploy

« AWS Config

¢ Amazon Connect

» AWS Directory Service
 AWS AppSync

« Amazon Athena

e DynamoDB

o AWS Database Migration Service
» Amazon EBS

 Amazon EC2

 Amazon ECS

« Amazon EFS
« Amazon EKS

« Elastic Beanstalk

 Elastic Load Balancing

e Amazon EMR

« Amazon OpenSearch Service
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EventBridge
AWS Glue

Amazon FSx

GuardDuty

1AM

Amazon Kinesis Data Streams
AWS KMS

Lambda

Amazon Managed Workflows for Apache Airflow
Neptune

Amazon RDS

Amazon Redshift

Amazon S3
Amazon SES
SageMaker Al

Secrets Manager
Security Hub
AWS Shield
Amazon SNS
Amazon SQS

Step Functions

Systems Manager
Third-party
Amazon VPC
AWS WAF

Amazon WorkSpaces

X-Ray

View runbook content

You can view the content for runbooks in the Systems Manager console.

View runbook content
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To view runbook content

1. Open the AWS Systems Manager console at https://console.aws.amazon.com/systems-

manager/.
2. In the navigation pane, choose Documents.

_Or_

If the AWS Systems Manager home page opens first, choose the menu icon

(=

to open the navigation pane, and then choose Documents in the navigation pane.
In the Categories section, choose Automation documents.

4. Choose a runbook, and then choose View details.

Choose the Content tab.

API Gateway

AWS Systems Manager Automation provides predefined runbooks for Amazon API Gateway. For
more information about runbooks, see Working with runbooks. For information about how to view
runbook content, see View runbook content.

Topics

« AWSConfigRemediation-DeleteAPIGatewayStage

« AWSConfigRemediation-EnableAPIGatewayTracing
« AWSConfigRemediation-UpdateAPIGatewayMethodCaching

AWSConfigRemediation-DeleteAPIGatewayStage
Description

The AWSConfigRemediation-DeleteAPIGatewayStage runbook deletes an Amazon API
Gateway (APl Gateway) stage. AWS Config must be enabled in the AWS Region where you run this
automation.

Run this Automation (console)

Document type

AP| Gateway 4
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Automation

Owner

Amazon

Platforms

Linux, macOS, Windows

Parameters

« AutomationAssumeRole
Type: String

Description: (Required) The Amazon Resource Name (ARN) of the AWS Identity and Access
Management (IAM) role that allows Systems Manager Automation to perform the actions on
your behalf.

» StageArn
Type: String
Description: (Required) The Amazon Resource Name (ARN) of the API Gateway stage you want to
delete.

Required IAM permissions

The AutomationAssumeRole parameter requires the following actions to use the runbook
successfully.

e ssm:StartAutomationExecution

e ssm:GetAutomationExecution

« config:GetResourceConfigHistory
« apigateway:GET

e apigateway:DELETE

Document Steps

« aws:executeScript - Deletes the APl Gateway stage specified in the StageArn parameter.

AwWSConfigRemediation-DeleteAPIGatewayStage 5
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AwWSConfigRemediation-EnableAPIGatewayTracing

Description

The AWSConfigRemediation-EnableAPIGatewayTracing runbook enables tracing on an
Amazon APl Gateway (APl Gateway) stage. AWS Config must be enabled in the AWS Region where
you run this automation.

Run this Automation (console)

Document type

Automation

Owner

Amazon

Platforms

Linux, macOS, Windows

Parameters

« AutomationAssumeRole
Type: String

Description: (Required) The Amazon Resource Name (ARN) of the AWS Identity and Access
Management (IAM) role that allows Systems Manager Automation to perform the actions on
your behalf.

» StageArn
Type: String
Description: (Required) The Amazon Resource Name (ARN) of the API Gateway stage you want to
enable tracing on.

Required IAM permissions

The AutomationAssumeRole parameter requires the following actions to use the runbook
successfully.

AwSConfigRemediation-EnableAPIGatewayTracing 6


https://console.aws.amazon.com/systems-manager/automation/execute/AWSConfigRemediation-EnableAPIGatewayTracing

AWS Systems Manager Automation Runbook Reference User Guide

» ssm:GetAutomationExecution

« ssm:StartAutomationExecution

« config:GetResourceConfigHistory
» apigateway:GET

» apigateway:PATCH

Document Steps

« aws:executeScript - Enables tracing on the API Gateway stage specified in the StageArn
parameter.

AWSConfigRemediation-UpdateAPIGatewayMethodCaching

Description

The AWSConfigRemediation-UpdateAPIGatewayMethodCaching runbook updates the cache
method setting for an Amazon API Gateway stage resource.

Run this Automation (console)

Document type
Automation

Owner

Amazon

Platforms

Linux, macOS, Windows

Parameters

o AutomationAssumeRole
Type: String

Description: (Required) The Amazon Resource Name (ARN) of the AWS Identity and Access
Management (IAM) role that allows Systems Manager Automation to perform the actions on
your behalf.

AwSConfigRemediation-UpdateAPIGatewayMethodCaching 7
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« CachingAuthorizedMethods
Type: StringList

Description: (Required) The methods authorized to have caching enabled. The list must be some
combination of DELETE , GET , HEAD , OPTIONS , PATCH, POST, and PUT . Caching is enabled for
selected methods and disabled for non-selected methods. Caching is enabled for all methods if
ANY is selected and is disabled for all methods if NONE is selected.

« StageArn
Type: String

Description: (Required) The API Gateway stage ARN for the REST API.

Required IAM permissions

The AutomationAssumeRole parameter requires the following actions to use the runbook
successfully.

o ssm:StartAutomationExecution
e ssm:GetAutomationExecution

e apigateway:PATCH

» apigateway:GET

Document Steps

« aws:executeScript - Accepts the stage resource ID as input, updates the cache method
setting for an APl Gateway stage using the UpdateStage API action, and verifies the update.

AWS Batch

AWS Systems Manager Automation provides predefined runbooks for AWS Batch. For more
information about runbooks, see Working with runbooks. For information about how to view

runbook content, see View runbook content.

Topics

o AWSSupport-TroubleshootAWSBatchJob

AWS Batch 8
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AWSSupport-TroubleshootAwWSBatchlob

Description

The AWSSupport-TroubleshootAWSBatchJob runbook helps you to troubleshoot issues that
prevent an AWS Batch job from progressing from RUNNABLE to STARTING status.

How does it work?

This runbook performs the following checks:

If the compute environment is in an INVALID or DISABLED state.

« If the compute environment's Max vCPU parameter is large enough to accommodate the job
volume in the job queue.

« If the jobs require more vCPUs or memory resources than what the compute environment's
instance types can provide.

« If the jobs should run on GPU-based instances but the compute environment is not configured to
use GPU-based instances.

« If the Auto Scaling group for the compute environment failed to launch instances.

« If the launched instances can join the underlying Amazon Elastic Container Service (Amazon ECS)
cluster; if not, it runs the AWSSupport-TroubleshootECSContainerinstance runbook.

« If any permissions issue is blocking specific actions that are required to run the job.

/A Important

« This runbook must be initiated in the same AWS Region as your job that is stuck in
RUNNABLE status.

 This runbook can be initiated for AWS Batch jobs scheduled on Amazon ECS, AWS
Fargate or Amazon Elastic Compute Cloud (Amazon EC2) instances. If the automation is
initiated for an AWS Batch job on Amazon Elastic Kubernetes Service (Amazon EKS), the
initiation stops.

« If instances are available to run the job but fail to register the Amazon ECS cluster,
this runbook initiates the AWSSupport-TroubleshootECSContainerInstance
automation runbook to try determine why. For more information, reference the
AWSSupport-TroubleshootECSContainerlinstance runbook.

AWSSupport-TroubleshootAWSBatchJob 9
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Run this Automation (console)

Document type

Automation

Owner

Amazon

Platforms

Linux, macOS, Windows

Parameters

« AutomationAssumeRole
Type: String

Description: (Optional) The Amazon Resource Name (ARN) of the AWS Identity and Access
Management (IAM) role that allows Systems Manager Automation to perform the actions on
your behalf. If no role is specified, Systems Manager Automation uses the permissions of the user
that starts this runbook.

« Jobld
Type: String
Description: (Required) The ID of the AWS Batch Job that is stuck in RUNNABLE status.
Allowed Pattern: A[a-f0-9]{8}(-[a-f0-9]1{4}){3}-[a-f0-9]1{12}(:[0-9]+)7
(#[0-91+)7%

Required IAM permissions

The AutomationAssumeRole parameter requires the following actions to use the runbook
successfully.

» autoscaling:DescribeAutoScalingGroups
« autoscaling:DescribeScalingActivities

e batch:DescribeComputeEnvironments

AWSSupport-TroubleshootAWSBatchJob 10
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batch:DescribeJobs

batch:DescribeJobQueues

batch:ListJobs

cloudtrail:LookupEvents

ec2:

ec2

ec2:
ec2:
ec2:
ec2:
ec2:
ec2:
ec2:
ec2:
ec2:
ec2:
ec2:
ec2:
ecs:
ecs:
ecs:
iam:
iam:
iam:
iam:
iam:
iam:
ssm:

ssm:

ssm

DescribeIamInstanceProfileAssociations

:DescribeInstanceAttribute

DescribelInstances
DescribelnstanceTypeOfferings
DescribeInstanceTypes
DescribeNetworkAcls
DescribeRouteTables
DescribeSecurityGroups
DescribeSpotFleetInstances
DescribeSpotFleetRequests
DescribeSpotFleetRequestHistory
DescribeSubnets
DescribeVpcEndpoints
DescribeVpcs
DescribeClusters
DescribeContainerInstances
ListContainerInstances
GetInstanceProfile

GetRole

ListRoles

PassRole
SimulateCustomPolicy
SimulatePrincipalPolicy
DescribeAutomationExecutions

DescribeAutomationStepExecutions

:GetAutomationExecution

AWSSupport-TroubleshootAWSBatchJob
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e ssm:StartAutomationExecution

o sts:GetCallerIdentity

Instructions

1. Navigate to the AWSSupport-TroubleshootAWSBatchJob in the AWS Systems Manager Console.

2. Select Execute Automation

3. For input parameters, enter the following:

AutomationAssumeRole (Optional):

The Amazon Resource Name (ARN) of the AWS Identity and Access Management (IAM) role
that allows Systems Manager Automation to perform the actions on your behalf. If no role
is specified, Systems Manager Automation uses the permissions of the user that starts this
runbook.

Jobld (Required):
The ID of the AWS Batch Job that is stuck in the RUNNABLE status.

Input parameters

AutomationAssumeRole Jobid
{Optional) The Amazon Resource Name (ARN) of the AWS Identity and Access Management (1AM) {Required) The ID of the AWS Batch Job that is stuck in RUNMABLE status.
role that allows Systems Manager Automation to perform the actions on your behalf. If no role is

specified, Systems Manager Automation uses the permissions of the user that starts this runbook. ‘ b9_E32

- [o]

4. Select Execute.

5. Notice that the automation initiates.

6. The document performs the following steps:

PreflightPermissionChecks:

Performs preflight IAM permission checks against the initiating user/role. If there are any
missing permissions, this step provides the API Actions missing in the global output section.

ProceedOnlylfUserHasPermission:

Branches based on if you have permissions to all required actions for the runbook.
AWSBatchJobEvaluation:

Performs checks against the AWS Batch Job verifying it exists and is in the RUNNABLE status.

AWSSupport-TroubleshootAWSBatchJob
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» ProceedOnlylfBatchJobExistsAndlsinRunnableState:

Branches based on if the jobs exists and is in the RUNNABLE status.

« BatchComputeEnvironmentEvaluation:

Performs checks against the AWS Batch Compute Environment.

o ProceedOnlylfComputeEnvironmentChecksAreOK:

Branches based on if compute environment checks succeeded.

« UnderlyinginfraEvaluation:

Performs checks against the underlying Auto Scaling Group or Spot Fleet Request.

» ProceedOnlylfinstancesNotJoiningEcsCluster:

Branches based on if there are instances not joining the Amazon ECS cluster.

o EcsAutomationRunner:

Runs the Amazon ECS automation for the instances not joining the cluster.

« ExecutionResults:

Generates output based on previous steps.

7. After completing, the URI for the assessment report HTML file is provided:

S3 Console link and Amazon S3 URI for the Report on successful execution of the runbook

AWSSupport-TroubleshootAWSBatchJob 13
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¥ Outputs

ExecutionResults.message

FRAHARBARRBERAAEEARABEARE
EXECUTION RESULT SUMMARY
FRMHARBAURBEAAREEARAREANS
Here is the summary of the execution of this runbook:

EALINFO]: Reviewing Compute Envirenment “ComputeEnvironment-eqMKnoNEEwNmt8eY" :

 [ERROR] : Job "411/SSSNSN 606" requires 4 vCPU core(s), 512 MiB of memory and @ GPU core(s).

There is no Instance Type in Compute Environment : "ComputeEnvironment-eghh " that satisfies these resource requirements.

To fix this, add an Instance Type to the Compute Environment that provides enough vCPU, memory, and GPU resources to run the Job.

For more details on updating a Compute Environment see https://docs.aws.amazon.com/batch/latest/userguide/updating-compute-environments.html

1 [WARNING]: The automation detected that you are using BEST_FIT allocation strategy for your Compute Environment "ComputeEnvironment-eqMiWiGWEERRGGN .

In general, we recommend the BEST_FIT strategy only when you want the lowest cost for your instance, and you are willing to trade cost for throughput and availability.

To favor availability, consider using BEST_FIT_PROGRESSIVE for on-demand and SPOT_CAPACITY_OPTIMIZED for spot. For more information see https://docs.aws.amazen.com/batch/latest/userguide/allocation-strategies.html

(O [ERROR]: There is no Compute Environment attached to the Job's Queue that satisfies the conditions to run the Job.
Please double check above mentioned Compute Environments and errors.

BRHERAREARACERAREOAARC A
RUNBOOK EXECUTION LOGS
AR EARABERARERAAAG IR

STEP:PreflightPermissionChecks

[ACINFO]: The IAM Identity used to execute the runbook has all reguired permissions, proceeding further for next steps in execution.

I

STEP:ANSBatchJobEvaluation

b

EACINFOT: Job with ID 411 NN 50c" exists and is in RUNNABLE status, proceeding further for next steps in execution.

STEP:BatchComputeEnvironmentEvaluation

[ACINFO]: Reviewing Compute Environment "ComputeEnvironment-eqMKnoNEEwNmt8eY'|:

& [ERROR]: Job "411 N 06 requires 4 vCPU core(s), 512 MiB of memory and @ GPU core(s).

There is no Instance Type in Compute Environment : "ComputeEnvironment-eqMilNNNBNNNNUBN © that satisfies these resource requirements.

To fix this, add an Instance Type to the Compute Environment that provides enough vCPU, memory, and GPU resources to run the Job.

For more details on updating a Compute Environment see https://docs.aws.amazon.com/batch/latest/userguide/updating-compute-environments .html

1 [WARNING]: The automation detected that you are using BEST_FIT allocation strategy for your Compute Environment "ComputeEnvironment-eqMH{ "

In general, we recommend the BEST_FIT strategy only when you want the lowest cost for your instance, and you are willing to trade cost for throughput and availability.

To favor availability, consider using BEST_FIT_PROGRESSIVE for on-demand and SPOT_CAPACITY_OPTIMIZED for spot. For more information see https://docs.aws.amazon.com/batch/latest/userguide/allocation-strategies.html

& [ERROR] : There is no Compute Environment attached to the Job's Queue that satisfies the conditions to run the Job.
Please double check above mentioned Compute Environments and errors.

References

Systems Manager Automation

e Run this Automation (console)

e Run an automation

« Setting up an Automation

» Support Automation Workflows landing page

AWS CloudFormation

AWS Systems Manager Automation provides predefined runbooks for AWS CloudFormation. For
more information about runbooks, see Working with runbooks. For information about how to view
runbook content, see View runbook content.

Topics

« AWS-DeleteCloudFormationStack

o AWS-EnableCloudFormationSNSNotification
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e AWS-RunCfnLint

o AWSSupport-TroubleshootCFNCustomResource

o AWS-UpdateCloudFormationStack

AWS-DeleteCloudFormationStack

Description
Delete an AWS CloudFormation stack.

Run this Automation (console)

Document type
Automation

Owner

Amazon

Platforms

Linux, macOS, Windows

Parameters

o AutomationAssumeRole

Type: String

Description: (Optional) The Amazon Resource Name (ARN) of the AWS Identity and Access

Management (IAM) role that allows Systems Manager Automation to perform the actions on

your behalf. If no role is specified, Systems Manager Automation uses the permissions of the user

that starts this runbook.
« StackNameOrld

Type: String

Description: (Required) Name or Unique ID of the CloudFormation stack to be deleted

AWS-DeleteCloudFormationStack
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AWS-EnableCloudFormationSNSNotification

Description

The AWS-EnableCloudFormationSNSNotification runbook enables Amazon Simple
Notification Service (Amazon SNS) notifications for the AWS CloudFormation (AWS
CloudFormation) stack you specify.

Run this Automation (console)

Document type

Automation

Owner

Amazon

Platforms

Linux, macOS, Windows

Parameters

« AutomationAssumeRole
Type: String

Description: (Optional) The Amazon Resource Name (ARN) of the AWS Identity and Access
Management (IAM) role that allows Systems Manager Automation to perform the actions on
your behalf. If no role is specified, Systems Manager Automation uses the permissions of the user
that starts this runbook.

o StackArn
Type: String

Description: (Required) The ARN or name of the AWS CloudFormation stack you want to enable
Amazon SNS notifications for.

« NotificationArn

Type: String
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Description: (Required) The ARN of the Amazon SNS topic you want to associate with the AWS
CloudFormation stack.

Required IAM permissions

The AutomationAssumeRole parameter requires the following actions to use the runbook
successfully.

« ssm:GetAutomationExecution

« ssm:StartAutomationExecution

 cloudformation:DescribeStacks

» cloudformation:UpdateStack

o kms:Decrypt

o kms:GenerateDataKey

« sns:Publish

» sqs:GetQueueAttributes

Document Steps
e CheckCfnSnsLimits (aws:executeScript) - Verifies the maximum number of Amazon SNS
topics haven't already been associated with the AWS CloudFormation stack you specify.

« EnableCfnSnsNotification (aws : executeAwsApi) - Enables Amazon SNS notifications for the
AWS CloudFormation stack.

« VerificationCfnSnsNotification (aws: executeScript) - Verifies that Amazon SNS notifications
have been enabled for the AWS CloudFormation stack.

Outputs

CheckCfnSnsLimits.NotificationArnList - A list of ARNs that receive Amazon SNS notifications for
the AWS CloudFormation stack.

VerificationCfnSnsNotification.VerifySnsTopicsResponse - Response from the API operation
confirming Amazon SNS notifications have been enabled for the AWS CloudFormation stack.
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AWS -RunCfnLint

Description

This runbook uses an AWS CloudFormation Linter ( cfn-python-1int ) to validate YAML and
JSON templates against the AWS CloudFormation resource specification. The AWS-RunCfnLint
runbook performs additional checks, such as ensuring that valid values have been entered for

resource properties. If validation is not successful, the RunCfnLintAgainstTemplate step fails
and the linter tool's output is provided in an error message. This runbook is using cfn-lint v0.24.4.

Run this Automation (console)

Document type
Automation

Owner

Amazon

Platforms

Linux, macOS, Windows

Parameters

o AutomationAssumeRole
Type: String

Description: (Optional) The Amazon Resource Name (ARN) of the AWS Identity and Access
Management (IAM) role that allows Systems Manager Automation to perform the actions on
your behalf. If no role is specified, Systems Manager Automation uses the permissions of the user
that starts this runbook.

« ConfigureRuleFlag
Type: String

Description: (Optional) Configuration options for a rule to pass to the --configure-rule
parameter.
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Example: E2001:strict=false,E3012:strict=false.

» FormatFlag
Type: String
Description: (Optional) Value to pass to the --format parameter to specify the output format.
Valid values: Default | quiet | parseable | json

Default: Default
 IgnoreChecksFlag

Type: String

Description: (Optional) IDs of rules to pass to the --ignore-checks parameter. These rules are not
checked.

Example: E1001,E1003,W7001
 IncludeChecksFlag

Type: String

Description: (Optional) IDs of rules to pass to the --include-checks parameter. These rules
are checked.

Example: E1001,E1003,W7001
 InfoFlag

Type: String

Description: (Optional) Option for the --info parameter. Include the option to enable
additional logging information about the template processing.

Default: false

« TemplateFileName
Type: String

Description: The name, or key, of the template file in the S3 bucket.
o TemplateS3BucketName
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Type: String

Description: The name of the S3 bucket containing the packer template.

» RegionsFlag
Type: String

Description: (Optional) Values to pass to the for - -regions parameter to test the template
against specified AWS Regions.

Example: us-east-1,us-west-1

Document Steps

RunCfnLintAgainstTemplate — Runs the cfn-python-1int tool against the specified AWS
CloudFormation template.

Outputs

RunCfnLintAgainstTemplate.output — The stdout from the cfn-python-1int tool.

AWSSuppoxrt-TroubleshootCFNCustomResource

Description

The AWSSupport-TroubleshootCFNCustomResource runbook helps diagnose why an AWS
CloudFormation stack failed in creating, updating, or deleting a custom resource. The runbook
checks the service token used for the custom resource and the error message that was returned.
After reviewing the details for the custom resource, the runbook output provides an explanation of
the stack behavior and troubleshooting steps for the custom resource.

Run this Automation (console)

Document type
Automation
Owner

Amazon
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Platforms
Linux, macOS, Windows

Parameters

« AutomationAssumeRole
Type: String

Description: (Optional) The Amazon Resource Name (ARN) of the AWS Identity and Access
Management (IAM) role that allows Systems Manager Automation to perform the actions on

your behalf. If no role is specified, Systems Manager Automation uses the permissions of the user
that starts this runbook.

o StackName
Type: String

Description: (Required) The name of the AWS CloudFormation stack where the custom resource
failed.

Required IAM permissions

The AutomationAssumeRole parameter requires the following actions to use the runbook
successfully.

« cloudformation:DescribeStacks

e cloudformation:DescribeStackEvents
e cloudformation:ListStackResources
« ec2:DescribeRouteTables

» ec2:DescribeNatGateways

e ec2:DescribeSecurityGroups

e ec2:DescribeVpcs

e ec2:DescribeVpcEndpoints

« ec2:DescribeSubnets

 logs:FilterLogEvents
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Document Steps

e« validateCloudFormationStack - Verifies that the AWS CloudFormation stack exists in the
same AWS account and AWS Region.

« checkCustomResource - Analyzes the AWS CloudFormation stack, checks the failed custom
resource, and outputs information about how to troubleshoot the failed custom resource.

AWS -UpdateCloudFormationStack

Description

Update an AWS CloudFormation stack by using an AWS CloudFormation template stored in an
Amazon S3 bucket.

Run this Automation (console)

Document type
Automation

Owner

Amazon

Platforms

Linux, macOS, Windows

Parameters

« AutomationAssumeRole
Type: String

Description: (Optional) The Amazon Resource Name (ARN) of the AWS Identity and Access
Management (IAM) role that allows Systems Manager Automation to perform the actions on
your behalf. If no role is specified, Systems Manager Automation uses the permissions of the user
that starts this runbook.

« LambdaAssumeRole
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Type: String

Description: (Required) The ARN of the role assumed by Lambda
« StackNameOrld

Type: String

Description: (Required) Name or Unique ID of the AWS CloudFormation stack to be updated
« TemplateUrl

Type: String

Description: (Required) S3 bucket location that contains the updated CloudFormation template
(e.g. https://s3.amazonaws.com/amzn-s3-demo-bucket2/updated.template)

CloudFront

AWS Systems Manager Automation provides predefined runbooks for Amazon CloudFront. For
more information about runbooks, see Working with runbooks. For information about how to view

runbook content, see View runbook content.

Topics

« AWSConfigRemediation-EnableCloudFrontDefaultRootObject

AWSConfigRemediation-EnableCloudFrontAccessLogs

AWSConfigRemediation-EnableCloudFrontOriginAccessldentity

AWSConfigRemediation-EnableCloudFrontOriginFailover

AWSConfigRemediation-EnableCloudFrontViewerPolicyHTTPS

AwWSConfigRemediation-EnableCloudFrontDefaultRootObject

Description

The AWSConfigRemediation-EnableCloudFrontDefaultRootObject runbook configures
the default root object for the Amazon CloudFront (CloudFront) distribution that you specify.

Run this Automation (console)
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Document type

Automation

Owner

Amazon

Platforms

Linux, macOS, Windows

Parameters

« AutomationAssumeRole
Type: String

Description: (Required) The Amazon Resource Name (ARN) of the AWS Identity and Access
Management (IAM) role that allows Systems Manager Automation to perform the actions on
your behalf.

o CloudFrontDistributionld
Type: String

Description: (Required) The ID of the CloudFront distribution that you want to configure the
default root object for.

o DefaultRootObject
Type: String
Description: (Required) The object that you want CloudFront to return when a viewer request
points to your root URL.

Required IAM permissions

The AutomationAssumeRole parameter requires the following actions to use the runbook
successfully.

e ssm:StartAutomationExecution

e ssm:GetAutomationExecution

AwWSConfigRemediation-EnableCloudFrontDefaultRootObject
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e cloudfront:GetDistributionConfig

e cloudfront:UpdateDistribution

Document Steps

» aws:executeScript - Configures the default root object for the CloudFront distribution that
you specify in the CloudFrontDistributionId parameter.

AwWSConfigRemediation-EnableCloudFrontAccesslLogs

Description

The AWSConfigRemediation-EnableCloudFrontAccessLogs runbook enables access logging
for the Amazon CloudFront (CloudFront) distribution you specify.

Run this Automation (console)

Document type

Automation

Owner

Amazon

Platforms

Linux, macOS, Windows

Parameters

« AutomationAssumeRole
Type: String

Description: (Required) The Amazon Resource Name (ARN) of the AWS Identity and Access
Management (IAM) role that allows Systems Manager Automation to perform the actions on
your behalf.

o BucketName
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Type: String

Description: (Required) The name of the Amazon Simple Storage Service (Amazon S3) bucket you
want to store access logs in. Buckets in the af-south-1, ap-east-1, eu-south-1, and me-south-1
AWS Region are not supported.

e CloudFrontld
Type: String

Description: (Required) The ID of the CloudFront distribution you want to enable access logging
on.

 IncludeCookies
Type: Boolean
Valid values: true | false

Description: (Required) Set this parameter to true , if you want cookies to be included in the
access logs.

o Prefix
Type: String

Description: (Optional) An optional string that you want CloudFront to prefix to the access log
filenames for your distribution, for example, myprefix/.

Required IAM permissions

The AutomationAssumeRole parameter requires the following actions to use the runbook
successfully.

« ssm:StartAutomationExecution

» ssm:GetAutomationExecution

e cloudfront:GetDistribution

e cloudfront:GetDistributionConfig
e cloudfront:UpdateDistribution

e s3:GetBucketLocation
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e s3:GetBucketAcl
e s3:PutBucketAcl

(® Note

The s3:GetBucketLocation API can only be used for S3 buckets in same account. You
cannot use it for cross-account S3 buckets.

Document Steps

« aws:executeScript - Enables access logging for the CloudFront distribution you specify in the
CloudFrontDistributionId parameter.

AWSConfigRemediation-
EnableCloudFrontOriginAccessIdentity

Description

The AWSConfigRemediation-EnableCloudFrontOriginAccessIdentity runbook enables
origin access identity for the Amazon CloudFront (CloudFront) distribution you specify. This
automation assigns the same CloudFront Origin Access Identity for all Origins of the Amazon
Simple Storage Service (Amazon S3) Origin type without origin access identity for the CloudFront
distribution you specify. This automation does not grant read permission to the origin access
identity for CloudFront to access objects in your Amazon S3 bucket. You must update your Amazon
S3 bucket permissions to allow access.

Run this Automation (console)

Document type
Automation
Owner

Amazon

Platforms
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Linux, macOS, Windows

Parameters

« AutomationAssumeRole
Type: String

Description: (Required) The Amazon Resource Name (ARN) of the AWS Identity and Access
Management (IAM) role that allows Systems Manager Automation to perform the actions on
your behalf.

e CloudFrontDistributionld
Type: String

Description: (Required) The ID of the CloudFront distribution you want to enable origin failover
on.

» OriginAccessldentityld
Type: String
Description: (Required) The ID of the CloudFront origin access identity to associate with the
origin.

Required IAM permissions

The AutomationAssumeRole parameter requires the following actions to use the runbook
successfully.

e ssm:StartAutomationExecution
e ssm:GetAutomationExecution
e cloudfront:GetDistributionConfig

e cloudfront:UpdateDistribution

Document Steps

« aws:executeScript - Enables origin access identity for the CloudFront distribution you specify
in the CloudFrontDistributionId parameter, and verifies the origin access identity was
assigned.
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AwWSConfigRemediation-EnableCloudFrontOriginFailover
Description

The AWSConfigRemediation-EnableCloudFrontOriginFailover runbook enables origin
failover for the Amazon CloudFront (CloudFront) distribution you specify.

Run this Automation (console)

Document type
Automation

Owner

Amazon

Platforms

Linux, macOS, Windows
Parameters

o AutomationAssumeRole
Type: String

Description: (Required) The Amazon Resource Name (ARN) of the AWS Identity and Access
Management (IAM) role that allows Systems Manager Automation to perform the actions on
your behalf.

o CloudFrontDistributionld
Type: String

Description: (Required) The ID of the CloudFront distribution you want to enable origin failover
on.

 OriginGroupld
Type: String

Description: (Required) The ID of the origin group.
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e PrimaryOriginld
Type: String

Description: (Required) The ID of the primary origin in the origin group.
« SecondaryOriginld

Type: String

Description: (Required) The ID of the secondary origin in the origin group.

Required IAM permissions

The AutomationAssumeRole parameter requires the following actions to use the runbook
successfully.

e ssm:StartAutomationExecution
e ssm:GetAutomationExecution
e cloudfront:GetDistributionConfig

e cloudfront:UpdateDistribution

Document Steps

« aws:executeScript - Enables origin failover for the CloudFront distribution you specify in the
CloudFrontDistributionId parameter, and verifies that failover has been enabled.

AwWSConfigRemediation-EnableCloudFrontViewexPolicyHTTPS

Description

The AWSConfigRemediation-EnableCloudFrontViewerPolicyHTTPS runbook enables the
viewer protocol policy for the Amazon CloudFront (CloudFront) distribution you specify.

Run this Automation (console)

Document type

Automation
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Owner

Amazon

Platforms

Linux, macOS, Windows

Parameters

« AutomationAssumeRole
Type: String

Description: (Required) The Amazon Resource Name (ARN) of the AWS Identity and Access
Management (IAM) role that allows Systems Manager Automation to perform the actions on
your behalf.

e CloudFrontDistributionld
Type: String

Description: (Required) The ID of the CloudFront distribution you want to enable the viewer
protocol policy on.

» ViewerProtocolPolicy
Type: String
Valid values: https-only, redirect-to-https

Description: (Required) The protocol that viewers can use to access the files in the origin.

Required IAM permissions

The AutomationAssumeRole parameter requires the following actions to use the runbook
successfully.

e ssm:StartAutomationExecution
e ssm:GetAutomationExecution
e cloudfront:GetDistributionConfig

e cloudfront:UpdateDistribution
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e cloudfront:GetDistribution

Document Steps

« aws:executeScript - Enables the viewer protocol policy for the CloudFront distribution you
specify in the CloudFrontDistributionId parameter, and verifies the policy was assigned.

CloudTrail

AWS Systems Manager Automation provides predefined runbooks for AWS CloudTrail. For more
information about runbooks, see Working with runbooks. For information about how to view
runbook content, see View runbook content.

Topics

« AWSConfigRemediation-CreateCloudTrailMultiRegionTrail

« AWS-EnableCloudTrail

o AWS-EnableCloudTrailCloudWatchLogs

« AWSConfigRemediation-EnableCloudTrailEncryptionWithKMS
o AWS-EnableCloudTrailKmsEncryption

« AWSConfigRemediation-EnableCloudTrailLogFileValidation

o AWS-EnableCloudTrailLogFileValidation

o AWS-QueryCloudTrailLogs

AwWSConfigRemediation-CreateCloudTrailMultiRegionTrail

Description

The AWSConfigRemediation-CreateCloudTrailMultiRegionTrail runbook creates an
AWS CloudTrail (CloudTrail) trail that delivers log files from multiple AWS Regions to the Amazon
Simple Storage Service (Amazon S3) bucket of your choice.

Run this Automation (console)

Document type

Automation
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Owner

Amazon

Platforms

Linux, macOS, Windows

Parameters

« AutomationAssumeRole
Type: String

Description: (Required) The Amazon Resource Name (ARN) of the AWS Identity and Access
Management (IAM) role that allows Systems Manager Automation to perform the actions on
your behalf.

+ BucketName
Type: String

Description: (Required) The name of the Amazon S3 bucket you want to upload logs to.

» KeyPrefix
Type: String

Description: (Optional) The Amazon S3 key prefix that comes after the name of the bucket you
designated for log file delivery.

o TrailName
Type: String

Description: (Required) The name of the CloudTrail trail to be created.

Required IAM permissions

The AutomationAssumeRole parameter requires the following actions to use the runbook
successfully.

e ssm:StartAutomationExecution

e ssm:GetAutomationExecution
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« cloudtrail:CreateTrail
« cloudtrail:StartLogging
e cloudtrail:GetTrail

e s3:PutObject

e s3:GetBucketAcl

« s3:PutBucketlLogging

« s3:ListBucket

Document Steps

» aws:executeAwsApi - Accepts the trail name and the Amazon S3 bucket name as input and
creates a CloudTrail trail.

« aws:executeAwsApi - Enables logging on the created trail and starts log delivery to the
Amazon S3 bucket you specified.

» aws:assertAwsResourceProperty - Verifies that the CloudTrail trail has been created.

AWS-EnableCloudTrail

Description
Create an AWS CloudTrail trail and configure logging to an S3 bucket.

Run this Automation (console)

Document type
Automation

Owner

Amazon

Platforms

Linux, macOS, Windows

Parameters
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« AutomationAssumeRole
Type: String

Description: (Optional) The Amazon Resource Name (ARN) of the AWS Identity and Access
Management (IAM) role that allows Systems Manager Automation to perform the actions on
your behalf. If no role is specified, Systems Manager Automation uses the permissions of the user
that starts this runbook.

o S3BucketName
Type: String

Description: (Required) Name of the S3 bucket designated for publishing log files.

(@ Note

The S3 bucket must exist and the bucket policy must grant CloudTrail permission to write
to it. For information, see Amazon S3 Bucket Policy for CloudTrail .

« TrailName
Type: String

Description: (Required) The name of the new trail.

AWS-EnableCloudTrailCloudWatchLogs

Description

This runbook updates the configuration of one or more AWS CloudTrail trails to send events to an
Amazon CloudWatch Logs log group.

Run this Automation (console)

Document type
Automation
Owner

Amazon
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Platforms

Linux, macOS, Windows

Parameters

« AutomationAssumeRole
Type: String

Description: (Optional) The Amazon Resource Name (ARN) of the AWS Identity and Access
Management (IAM) role that allows Systems Manager Automation to perform the actions on
your behalf. If no role is specified, Systems Manager Automation uses the permissions of the user
that starts this runbook.

o CloudWatchLogsLogGroupArn
Type: String

Description: (Required) The ARN of the CloudWatch Logs log group where the CloudTrail logs will
be delivered.

« CloudWatchLogsRoleArn
Type: String

Description: (Required) The ARN of the IAM role CloudWatch Logs Logs assumes to write to the
specified log group.

« TrailNames
Type: StringList
Description: (Required) A comma separated list of the names of the CloudTrail trails whose
events you want to send to CloudWatch Logs.

Required IAM permissions

The AutomationAssumeRole parameter requires the following actions to use the runbook
successfully.

e cloudtrail:UpdateTrail

e« jam:PassRole
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Document Steps

« aws:executeScript - Updates the specified CloudTrail trails to deliver events to the specified
CloudWatch Logs log group.

AwSConfigRemediation-EnableCloudTrailEncryptionWithKMS

Description

The AWSConfigRemediation-EnableCloudTrailEncryptionWithKMS runbook encrypts an
AWS CloudTrail (CloudTrail) trail using the AWS Key Management Service (AWS KMS) customer
managed key you specify. This runbook should only be used as a baseline to ensure that your
CloudTrail trails are encrypted according to minimum recommended security best practices. We
recommend encrypting multiple trails with different KMS keys. CloudTrail digest files are not
encrypted. If you have previously set the EnableLogFileValidation parameter to true for the
trail, see the "Use server-side encryption with AWS KMS managed keys" section of the CloudTrail
Preventative Security Best Practices topic in the AWS CloudTrail User Guide for more information.

Run this Automation (console)

Document type

Automation

Owner

Amazon

Platforms

Linux, macOS, Windows

Parameters

« AutomationAssumeRole
Type: String

Description: (Required) The Amazon Resource Name (ARN) of the AWS Identity and Access
Management (IAM) role that allows Systems Manager Automation to perform the actions on
your behalf.
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« KMSKeyld
Type: String

Description: (Required) The ARN, key ID, or the key alias of the of the customer managed key you
want to use to encrypt the trail you specify in the TrailName parameter.

« TrailName
Type: String

Description: (Required) The ARN or name of the trail you want to update to be encrypted.

Required IAM permissions

The AutomationAssumeRole parameter requires the following actions to use the runbook
successfully.

« ssm:StartAutomationExecution
» ssm:GetAutomationExecution

o cloudtrail:GetTrail

e cloudtrail:UpdateTrail

Document Steps

« aws:executeAwsApi - Enables encryption on the trail you specify in the TrailName
parameter.

» aws:executeAwsApi - Gathers the ARN for the customer managed key you specify in the
KMSKeyId parameter.

« aws:assertAwsResourceProperty - Verifies that encryption has been enabled on the
CloudTrail trail.

AWS-EnableCloudTrailKmsEncryption

Description

This runbook updates the configuration of one or more AWS CloudTrail trails to use AWS Key
Management Service (AWS KMS) encryption.
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Run this Automation (console)

Document type

Automation

Owner

Amazon

Platforms

Linux, macOS, Windows

Parameters

« AutomationAssumeRole
Type: String

Description: (Optional) The Amazon Resource Name (ARN) of the AWS Identity and Access
Management (IAM) role that allows Systems Manager Automation to perform the actions on
your behalf. If no role is specified, Systems Manager Automation uses the permissions of the user
that starts this runbook.

« KMSKeyld
Type: String

Description: (Required) The key ID of the of the customer managed key you want to use to
encrypt the trail you specify in the TrailName parameter. The value can be an alias name
prefixed by "alias/", a fully specified ARN to an alias, or a fully specified ARN to a key.

« TrailNames
Type: StringList

Description: (Required) A comma separated list of the trails you want to update to be encrypted.

Required IAM permissions

The AutomationAssumeRole parameter requires the following actions to use the runbook
successfully.
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e cloudtrail:UpdateTrail

o kms:DescribeKey

» kms:ListKeys

Document Steps

« aws:executeScript - Enables AWS KMS encryption on the trails you specify in the

TrailName parameter.

AwWSConfigRemediation-EnableCloudTraillLogFileValidation

Description

The AWSConfigRemediation-EnableCloudTraillogFileValidation runbook enables log
file validation for your AWS CloudTrail trail.

Run this Automation (console)

Document type
Automation

Owner

Amazon

Platforms

Linux, macOS, Windows
Parameters

« AutomationAssumeRole
Type: String

Description: (Required) The Amazon Resource Name (ARN) of the AWS Identity and Access
Management (IAM) role that allows Systems Manager Automation to perform the actions on
your behalf.
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e TrailName
Type: String
Description: (Required) The name or Amazon Resource Name (ARN) of the trail you want to

enable log validation for.

Required IAM permissions

The AutomationAssumeRole parameter requires the following actions to use the runbook
successfully.

« ssm:StartAutomationExecution
» ssm:GetAutomationExecution

e cloudtrail:GetTrail

e cloudtrail:UpdateTrail

Document Steps

« aws:executeAwsApi - Enables log validation for the AWS CloudTrail trail you specify in the
TrailName parameter.

« aws:assertAwsResourceProperty - Verifies log validation is enabled for your trail.

AWS-EnableCloudTrailLogFileValidation

Description

The AWS-EnableCloudTraillLogFileValidation runbook enables log file validation for the
AWS CloudTrail trails you specify.

Run this Automation (console)

Document type
Automation

Owner
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Amazon

Platforms

Linux, macOS, Windows

Parameters

« AutomationAssumeRole
Type: String

Description: (Optional) The Amazon Resource Name (ARN) of the AWS Identity and Access
Management (IAM) role that allows Systems Manager Automation to perform the actions on
your behalf. If no role is specified, Systems Manager Automation uses the permissions of the user
that starts this runbook.

« TrailNames
Type: StringList

Description: (Required) A comma separated list of the names of the CloudTrail trails you want to
enable log validation for.

Required IAM permissions

The AutomationAssumeRole parameter requires the following actions to use the runbook
successfully.

e cloudtrail:GetTrail
e cloudtrail:UpdateTrail

Document Steps

« aws:executeScript - Enables log validation for the AWS CloudTrail trails you specify in the
TrailNames parameter.

AWS-QueryCloudTraillogs

Description
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The AWS-QueryCloudTraillogs runbook creates an Amazon Athena table from the Amazon
Simple Storage Service (Amazon S3) bucket of your choice containing AWS CloudTrail (CloudTrail)
logs. After creating the table, the automation runs SQL queries you specify and then deletes the
table.

Run this Automation (console)

Document type

Automation

Owner

Amazon

Platforms

Databases

Parameters

« AutomationAssumeRole
Type: String

Description: (Optional) The Amazon Resource Name (ARN) of the AWS Identity and Access
Management (IAM) role that allows Systems Manager Automation to perform the actions on
your behalf. If no role is specified, Systems Manager Automation uses the permissions of the user
that starts this runbook.

e Query
Type: String

Description: (Required) The SQL query you want to run.
« SourceBucketPath

Type: String

Description: (Required) The name of the Amazon S3 bucket containing the CloudTrail log files
you want to query.

o TableName
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Type: String
Description: (Optional) The name of the Athena table created by the automation.

Default: cloudtrail_logs

Required IAM permissions

The AutomationAssumeRole parameter requires the following actions to use the runbook
successfully.

« athena:GetQueryResults

« athena:GetQueryExecution

« athena:StartQueryExecution
e glue:CreateTable

e glue:DeleteTable

e glue:GetDatabase

e glue:GetPartitions
 glue:GetTable

e s3:AbortMultipartUpload

« s3:CreateBucket

» s3:GetBucketlLocation

e s3:GetObject

« s3:ListBucket

e s3:ListBucketMultipartUploads
e s3:ListMultipartUploadParts
e s3:PutObject

Document Steps

« aws:executeAwsApi - Creates an Athena table.
« aws:executeAwsApi - Runs the query string you specify in the Query parameter.

» aws:executeScript - Polls and waits for the query to complete.
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» aws:executeAwsApi - Gets the results of the query.

» aws:executeAwsApi - Deletes the table created by the automation.

CloudWatch

AWS Systems Manager Automation provides predefined runbooks for Amazon CloudWatch. For
more information about runbooks, see Working with runbooks. For information about how to view

runbook content, see View runbook content.

Topics

« AWS-ConfigureCloudWatchOnEC2Instance

o AWS-EnableCWAlarm

o AWSSupport-TroubleshootCloudWatchAlarm

AWS-ConfigureCloudWatchOnEC2Instance

Description
Enable or disable Amazon CloudWatch detailed monitoring on managed instances.

Run this Automation (console)

Document type
Automation

Owner

Amazon

Platforms

Linux, macOS, Windows
Parameters

« AutomationAssumeRole

Type: String
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Description: (Optional) The Amazon Resource Name (ARN) of the AWS Identity and Access
Management (IAM) role that allows Systems Manager Automation to perform the actions on
your behalf. If no role is specified, Systems Manager Automation uses the permissions of the user
that starts this runbook.

« Instanceld
Type: String

Description: (Required) The ID of the Amazon EC2 instance on which you want to enable
CloudWatch monitoring.

« properties
Type: String

Description: (Optional) This parameter is not supported. It is listed here for backwards
compatibility.

« status
Valid values: Enabled | Disabled
Description: (Optional) Specifies whether to enable or disable CloudWatch.

Default: Enabled

Document Steps
configureCloudWatch - Configures CloudWatch on the Amazon EC2 instance with the given status.
Outputs

This automation has no output.

AWS-EnableCWAlaxrm

Description

The AWS-EnableCWAlarm runbook creates Amazon CloudWatch (CloudWatch) alarms for AWS
resources in your AWS account that do not already have one. CloudWatch alarms are created for
the following AWS resources:
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« Amazon Elastic Compute Cloud (Amazon EC2) instances
« Amazon Elastic Block Store (Amazon EBS) volumes
« Amazon Simple Storage Service (Amazon S3) buckets

« Amazon Relational Database Service (Amazon RDS) clusters

Run this Automation (console)

Document type
Automation

Owner

Amazon

Platforms

Linux, macOS, Windows

Parameters

o AutomationAssumeRole
Type: String

Description: (Optional) The Amazon Resource Name (ARN) of the AWS Identity and Access
Management (IAM) role that allows Systems Manager Automation to perform the actions on
your behalf. If no role is specified, Systems Manager Automation uses the permissions of the user
that starts this runbook.

o ComparisonOperator
Type: String

Valid values: GreaterThanOrEqualToThreshold | GreaterThanThreshold |
GreaterThanUpperThreshold | LessThanLowerOrGreaterThanUpperThreshol |
LessThanLowerThreshold | LessThanOrEqualToThreshold | LessThanThreshold

Description: (Required) The arithmetic operation to use when comparing the specified statistic
and threshold.
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e MetricName
Type: String

Description: (Required) The name for the metric associated with the alarm.

 Period
Type: Integer
Valid values: 10 | 30 | 60 | A multiple of 60

Description: (Required) The period, in seconds, over which the statistic is applied.

e ResourceARNs
Type: StringList

Description: (Required) A comma separated list of ARNs of the resources to create a CloudWatch
alarm for

» Statistic
Type: String
Valid values: Average | Maximum | Minimum | SampleCount | Sum

Description: (Required) The statistic for the metric associated with the alarm.

» Threshold
Type: Integer

Description: (Required) The value to compare with the specified statistic.

Required IAM permissions

The AutomationAssumeRole parameter requires the following actions to use the runbook
successfully.

e cloudwatch:PutMetricAlarm

Document Steps
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« aws:executeScript - Creates a CloudWatch alarm according to the values specified in the
runbook parameters for the resources you specify in the ResourceARNs parameter .

Outputs

EnableCWAlarm.FailedResources: A maplist of resource ARNs for which a CloudWatch alarm was
not created and the reason for the failure.

EnableCWAlarm.SuccessfulResources: A list of resource ARNs for which a CloudWatch alarm was
successfully created.

AWSSupport-TroubleshootCloudWatchAlaxrm

Description

The AWSSupport-TroubleshootCloudWatchAlarm runbook helps identify and troubleshoot
issues with misconfigured or problematic Amazon CloudWatch (CloudWatch) Alarms. It leverages
public AWS APIs and known alarm evaluation logic to detect delayed or missing datapoints in the
monitored metrics, which can lead to missed or delayed alarm actions. This runbook provides a
structured approach to investigate and resolve Amazon CloudWatch (CloudWatch) Alarm-related
problems.

How does it work?

The runbook AWSSupport-TroubleshootCloudWatchAlarm performs the following steps:

« Verifies the Amazon CloudWatch (CloudWatch) alarm details and the value of the
AlarmTriggerTimestamp parameter to check if it's within 2,592,000 seconds (30 days).

o Checks if an alarm is based on a Metric or Metric Math or is an Anomaly Detector Alarm.
o Checks if an alarm is in insufficient data sate.

» Checks if the metric(s) used in the alarm matches with ListMetrics value.

« Verifies if a metric was missing datapoint(s) at a given timestamp.

« Gets the most recent history for a given timestamp.

o Checks if an alarm did not trigger due to a delayed or missed metric(s).

o Checks if an alarm's enabled action(s) was/were delivered.

« Generates a troubleshooting report combining all diagnostic results.
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Run this Automation (console)

Document type
Automation

Owner

Amazon

Platforms

Linux, macOS, Windows
Parameters

Required IAM permissions

The AutomationAssumeRole parameter requires the following actions to use the runbook
successfully.

« cloudwatch:DescribeAlarms

» cloudwatch:DescribeAlarmHistory

e cloudwatch:DescribeAnomalyDetectors

e cloudwatch:GetMetricData

« cloudwatch:GetMetricStatistics

e cloudwatch:ListMetrics

JSON

"Version": "2012-10-17",
"Statement": [
{
"Sid": "",
"Effect": "Allow",
"Action": [
"cloudwatch:DescribeAlarms",
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"cloudwatch:DescribeAlarmHistory",
"cloudwatch:DescribeAnomalyDetectors"”,
"cloudwatch:GetMetricData",
"cloudwatch:GetMetricStatistics",
"cloudwatch:ListMetrics"

1,

"Resource": "*"

Instructions
Follow these steps to configure the automation:

1. Navigate to AWSSupport-TroubleshootCloudWatchAlarmin Systems Manager under

Documents.
2. Select Execute automation.
3. For the input parameters, enter the following:
« AutomationAssumeRole (Optional):
» Type: String

 Description: (Optional) The Amazon Resource Name (ARN) of the AWS AWS Identity and
Access Management (IAM) role that allows Systems Manager Automation to perform
the actions on your behalf. If no role is specified, Systems Manager Automation uses the
permissions of the user who starts this runbook.

o CloudWatchMetricAlarmName (Required):
» Type:String
» Description: (Required) The name of the Amazon CloudWatch (CloudWatch) metric Alarm to
troubleshoot.
o Allowed Pattern: A[a-zA-Z0-9.:; ,\\-_&() 1{1,255}%
o AlarmTriggerTimestamp (Required):
« Type: String
 Description: (Required) The UTC timestamp when the Alarm issue occurred. This information
is crucial for troubleshooting the issue and understanding the context in which it happened.

The timestamp value should be a time within the last 30 days from today and in the format
YYYY-MM-DDTHH:mm:ssZ. Example: 2024-10-29T09:04:00Z
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« Allowed Pattern: ~(\\d{43}) - (\\d{2})- (\\d{2})T(\\d{2}) : (\\d{2}) : (\\d{2})Z$

4. Select Execute.

5. The automation initiates.

6. The document performs the following steps:

VerifyRunbookInputs

Verifies the Amazon CloudWatch (CloudWatch) alarm details and the value of the
AlarmTriggerTimestamp parameter to check if it's within 2,592,000 seconds (30 days).

UpdateSSMDocumentInputChecksVariable

Updates the variable SSMDocumentInputChecks with value SSMDocumentInputChecks
from VerifyRunbookInputs step.

BranchOnAlarmIsVerified

Branches on Runbook's inputs verification AlarmTriggerTimestamp and
CloudWatchAlarmName.

CheckMetricAlarmType

Checks if an alarm is based on a Metric or Metric Math or is an Anomaly Detector Alarm.

CheckAlarmInInsufficientDataState

Checks if an alarm is in insufficient data sate.

UpdateInsufficientDataChecksVariable

Updates the variable InsufficientDataChecks with value InsufficientDataChecks
from CheckAlarmInInsufficientDataState step.

BranchOnAlarmHasInsufficientData

Branches on the AlarmHasInsufficientData value from
CheckAlarmInInsufficientDataState step, the default step is CheckMetricMismatch.

CheckMetricMismatch

Checks if the metric(s) used in the alarm matches with ListMetrics value.

UpdateMetricMismatchChecksVariable

Updates the variable MetricMismatchChecks with value MetricMismatchChecks from
CheckMetricMismatch step.
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e BranchOnMetricsMatched

Branches on the MetricsMatched value from CheckMetricMismatch step, the default step
is CheckMissingDatapoint.

« CheckMissingDatapoint

Verifies if a metric was missing datapoint(s) at a given timestamp.

« UpdateMetricMissingDatapointsChecksVariable

Updates the variable MetricMissingDatapointsChecks with value
MetricMissingDatapointsChecks from CheckMissingDatapoint step.

« BranchOnMetricMissingDatapoint

Branches on the MetricMissingDatapoint value from CheckMissingDatapoint step,
the default step is GetAlarmHistoryDetails.

« GetAlarmHistoryDetails

Gets the most recent history for a given timestamp.

« UpdateAlarmHistoryChecksVariable

Updates the variable AlarmHistoryChecks with value AlarmHistoryChecks from
GetAlarmHistoryDetails step.

« BranchOnAlarmHistoxyFound

Branches on the AlarmHistoryFound value from GetAlarmHistoryDetails step, the
default step is CheckDelayedMetric.

« CheckDelayedMetric

Checks if an alarm did not trigger due to a delayed or missed metric(s).

« UpdateDelayedMetricChecksVariable

Updates the variable DelayedMetricChecks with value DelayedMetricChecks from
CheckDelayedMetric step.

« BranchOnMetricDelayedAndDatapointsMeetThreshold

Branches on the MetricDelayed and DatapointsMeetThreshold values from
heckDel Metri h faul i ner R T
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e CheckActionDelivered

Checks if an alarm's enabled action(s) was/were delivered.

« UpdateActionDeliveredChecksVariable

Updates the variable ActionDeliveredChecks with output ActionDeliveredChecks
from CheckActionDelivered step.

» GenerateReport

Compiles the output of the previous steps and outputs a report.

7. After the execution completes, review the Outputs section for the detailed results of the
execution:

» GenerateReport.Report

A report of the provided Amazon CloudWatch (CloudWatch) metric Alarm.

| Alarm Name - Demo-Alarm

| Timestamp -
2025-03-04T06:31:00Z |
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# [PASSED]: Found a metric alarm with name Demo-Alarm

# [PASSED]: The alarm is not in INSUFFICIENT_DATA state, alarm's
state is: ALARM

# [PASSED]: Metric matches with the configured metric for Alarm.

# [PASSED]: Found most recent alarm history item for the provided
timestamp: '2025-03-04T06:31:00Z'

6. Checking if the alarm experienced metric delays or the alarm's
datapoint(s) did not meet the configured threshold:
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# [PASSED]: CloudWatch alarm did not experience any delayed metric

7. Checking if the alarm has actions enabled and if action(s) were
delivered:

# [PASSED]: Successfully executed action arn:aws:sns:us-
east-1:12345678910:Demo_Alarms_Topic

# All the checks have passed for CloudWatch alarm, Demo-Alarm, the
alarm's configuration is correct.

References

Systems Manager Automation

e Run this Automation (console)

« Run an automation

» Setting up an Automation

» Support Automation Workflows landing page

Amazon DocumentDB

AWS Systems Manager Automation provides predefined runbooks for Amazon DocumentDB (with
MongoDB compatibility). For more information about runbooks, see Working with runbooks. For

information about how to view runbook content, see View runbook content.

Topics

« AWS-EnableDocDbClusterBackupRetentionPeriod
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AWS-EnableDocDbClusterBackupRetentionPeriod

Description

The AWS-EnableDocDbClusterBackupRetentionPeriod runbook enables a backup retention
period for the Amazon DocumentDB cluster you specify. This feature sets the total number of days
for which an automated backup is retained. To modify a cluster, the cluster must be in the available
state with an engine type of docdb.

Run this Automation (console)

Document type

Automation

Owner

Amazon

Platforms

Linux, macOS, Windows

Parameters

« AutomationAssumeRole
Type: String

Description: (Optional) The Amazon Resource Name (ARN) of the AWS Identity and Access
Management (IAM) role that allows Systems Manager Automation to perform the actions on
your behalf. If no role is specified, Systems Manager Automation uses the permissions of the user
that starts this runbook.

o DBClusterResourceld
Type: String

Description: (Required) The resource ID for the Amazon DocumentDB cluster you want to enable
the backup retention period for.

» BackupRetentionPeriod
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Type: Integer

Description: (Required) The number of days for which automated backups are retained. Must be a
value from 7-35 days.

PreferredBackupWindow
Type: String

Description: (Optional) A daily time range in Universal Time Coordinated (UTC) in the format
hh24:mm-hh24:mm, for example 07:14-07:44. The value must be at least 30 minutes and can't
conflict with the preferred maintenance window.

ssm:GetAutomationExecution
ssm:StartAutomationExecution
docdb:DescribeDBClusters
docdb:ModifyDBCluster
rds:DescribeDBClusters

rds:ModifyDBCluster

Document Steps

GetDocDbClusterldentifier (aws : executeAwsApi) - Returns the Amazon DocumentDB cluster
identifier using the provided resource ID.

VerifyDocDbEngine (aws : assertAwsResourceProperty) - Verifies the Amazon DocumentDB
engine type is docdb to prevent inadvertent changes to other Amazon RDS engine types.

VerifyDocDbStatus (aws : waitAwsResourceProperty) - Verifies the Amazon DocumentDB
cluster status is available.

ModifyDocDbRetentionPeriod (aws : executeAwsApi) - Sets the retention period using the
provided values for the specified Amazon DocumentDB cluster.

VerifyDocDbBackupsEnabled (aws : executeScript) - Verifies the retention period for the
Amazon DocumentDB cluster and the preferred back up window, if specified, were successfully
set.

Outputs
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ModifyDocDbRetentionPeriod.ModifyDbClusterResponse - Response from the ModifyDBCluster
API operation.

VerifyDocDbBackupsEnabled.VerifyDbClusterBackupsEnabledResponse - Output from the
VerifyDocDbBackupsEnabled step confirming successful modification of the Amazon
DocumentDB cluster.

CodeBuild

AWS Systems Manager Automation provides predefined runbooks for AWS CodeBuild. For more
information about runbooks, see Working with runbooks. For information about how to view

runbook content, see View runbook content.

Topics

« AWSConfigRemediation-ConfigureCodeBuildProjectWithKMSCMK

» AWSConfigRemediation-DeleteAccessKeysFromCodeBuildProject

AwWSConfigRemediation-ConfigureCodeBuildProjectWithKMSCMK

Description

The AWSConfigRemediation-ConfigureCodeBuildProjectWithKMSCMK runbook encrypts
an AWS CodeBuild (CodeBuild) project's build artifacts using the AWS Key Management Service
(AWS KMS) customer managed key you specify. AWS Config must be enabled in the AWS Region
where you run this automation.

Run this Automation (console)

Document type
Automation
Owner

Amazon
Platforms

Linux, macOS, Windows
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Parameters
« AutomationAssumeRole
Type: String

Description: (Required) The Amazon Resource Name (ARN) of the AWS Identity and Access
Management (IAM) role that allows Systems Manager Automation to perform the actions on
your behalf.

« KMSKeyld
Type: String

Description: (Required) The Amazon Resource Name (ARN) of the AWS KMS customer managed
key you want to use to encrypt the CodeBuild project you specify in the ProjectId parameter.

« Projectld
Type: String

Description: (Required) The ID of the CodeBuild project whose build artifacts you want to
encrypt.

Required IAM permissions

The AutomationAssumeRole parameter requires the following actions to use the runbook
successfully.

o ssm:StartAutomationExecution
» ssm:GetAutomationExecution

« codebuild:BatchGetProjects

« codebuild:UpdateProject

« config:GetResourceConfigHistory

Document Steps

» aws:executeAwsApi - Gathers the CodeBuild project name from the project ID.

« aws:executeAwsApi - Enables encryption on the CodeBuild project you specify in the
ProjectId parameter.
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» aws:assertAwsResourceProperty - Verifies that encryption has been enabled on the
CodeBuild project.

Outputs

UpdateLambdaConfig.UpdateFunctionConfigurationResponse - Response from the
UpdateFunctionConfiguration API call.

AWSConfigRemediation-
DeleteAccessKeysFromCodeBuildProject

Description

The AWSConfigRemediation-DeleteAccessKeysFromCodeBuildProject runbook deletes
the AWS_ACCESS_KEY_ID and AWS_SECRET_ACCESS_KEY environment variables from the AWS
CodeBuild (CodeBuild) project you specify. AWS Config must be enabled in the AWS Region where
you run this automation.

Run this Automation (console)

Document type
Automation

Owner

Amazon

Platforms

Linux, macOS, Windows

Parameters

« AutomationAssumeRole
Type: String

Description: (Required) The Amazon Resource Name (ARN) of the AWS Identity and Access
Management (IAM) role that allows Systems Manager Automation to perform the actions on
your behalf.

« Resourceld
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Type: String

Description: (Required) The ID of the CodeBuild project whose access key environment variables
you want to delete.

Required IAM permissions

The AutomationAssumeRole parameter requires the following actions to use the runbook
successfully.

» ssm:StartAutomationExecution

o ssm:GetAutomationExecution

« config:GetResourceConfigHistory
« codebuild:BatchGetProjects

« codebuild:UpdateProject

Document Steps

« aws:executeScript - Deletes the access key environment variables for the CodeBuild project
specified in the Resourceld parameter.

AWS CodeDeploy

AWS Systems Manager Automation provides predefined runbooks for AWS CodeDeploy. For more
information about runbooks, see Working with runbooks. For information about how to view

runbook content, see View runbook content.

Topics

o AWSSupport-TroubleshootCodeDeploy

AWSSuppoxrt-TroubleshootCodeDeploy

Description

The AWSSupport-TroubleshootCodeDeploy runbook helps diagnose why an AWS CodeDeploy
deployment failed on an Amazon Elastic Compute Cloud (Amazon EC2) instance. The runbook
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outputs steps to help you resolve the issue or troubleshoot further. Best practices for CodeDeploy
are also provided to help you avoid similar issues in the future.

This runbook can help you to resolve the following issues:

« The CodeDeploy agent is not installed or not running on the Amazon EC2 instance

« The Amazon EC2 instance does not have an AWS Identity and Access Management (IAM) instance
profile attached

« The IAM instance profile attached to the Amazon EC2 instance does not have the required
Amazon Simple Storage Service (Amazon S3) permissions

« Arevision stored in Amazon S3 is missing, or the Amazon S3 bucket used is in an AWS Region
that is different than the Amazon EC2 instance

» Application specification (AppSpec) file issues

« "File already exists at location" errors

« Failed CodeDeploy managed lifecycle event hooks
« Failed customer managed lifecycle event hooks

» Scale-in events during the deployment

Run this Automation (console)

Document type
Automation

Owner

Amazon

Platforms

Linux, macOS, Windows

Parameters

« AutomationAssumeRole
Type: String

Description: (Optional) The Amazon Resource Name (ARN) of the AWS Identity and Access
Management (IAM) role that allows Systems Manager Automation to perform the actions on
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your behalf. If no role is specified, Systems Manager Automation uses the permissions of the user
that starts this runbook.

» Deploymentld
Type: String

Description: (Required) The ID of the deployment which failed.

« Instanceld
Type: String

Description: (Required) The ID of the Amazon EC2 instance where the deployment failed.

Required IAM permissions

The AutomationAssumeRole parameter requires the following actions to use the runbook
successfully.

» codedeploy:GetDeployment

» codedeploy:GetDeploymentTarget

e ec2:DescribelInstances

Document Steps
« aws:executeAwsApi - Verifies the values provided for the DeploymentId and Instanceld
parameters.

« aws:executeScript - Collects information from the Amazon EC2 instance such as the state of
the instance and IAM instance profile details.

« aws:executeScript - Reviews the specified deployment, and returns an analysis regarding
why the deployment failed.

AWS Config

AWS Systems Manager Automation provides predefined runbooks for AWS Config. For more
information about runbooks, see Working with runbooks. For information about how to view

runbook content, see View runbook content.
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Topics

o AWSSupport-SetupConfig

AWSSupport-SetupConfig
Description

The AWSSupport-SetupConfig runbook creates an AWS Identity and Access Management (IAM)
service-linked role, a configuration recorder powered by AWS Config, and a delivery channel with
an Amazon Simple Storage Service (Amazon S3) bucket where AWS Config sends configuration
snapshots and configuration history files. If you specify values for the AggregatorAccountId
and AggregatorAccountRegion parameters, the runbook also creates authorizations for data
aggregation to collect AWS Config configuration and compliance data from multiple AWS accounts
and multiple AWS Regions. To learn more about aggregating data from multiple accounts and
Regions, see Multi-Account Multi-Region Data Aggregation in the AWS Config Developer Guide .

Run this Automation (console)

Document type

Automation

Owner

Amazon

Platforms

Linux, macOS, Windows

Parameters

« AutomationAssumeRole
Type: String

Description: (Optional) The Amazon Resource Name (ARN) of the AWS Identity and Access
Management (IAM) role that allows Systems Manager Automation to perform the actions on
your behalf. If no role is specified, Systems Manager Automation uses the permissions of the user
that starts this runbook.
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» AggregatorAccountid
Type: String

Description: (Optional) The ID of the AWS account where an aggregator will be added to
aggregate AWS Config configuration and compliance data from multiple accounts and AWS
Regions. This account is also used by the aggregator to authorize the source accounts.

« AggregatorAccountRegion
Type: String

Description: (Optional) The Region where an aggregator will be added to aggregate AWS Config
configuration and compliance data from multiple accounts and Regions.

« IncludeGlobalResourcesRegion
Type: String
Default: us-east-1

Description: (Required) To avoid recording global resource data in each Region, specify one
Region to record global resource data from.

e Partition
Type: String
Default: aws

Description: (Required) The partition you want to collect AWS Config configuration and
compliance data from.

» S3BucketName
Type: String
Default: aws-config-delivery-channel

Description: (Optional) The name you want to apply to the Amazon S3 bucket created for the
delivery channel. The account ID is appended to the end of the name.

Required IAM permissions
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The AutomationAssumeRole parameter requires the following actions to use the runbook
successfully.

« ssm:StartAutomationExecution

» ssm:GetAutomationExecution

« config:DescribeConfigurationRecorders
« config:DescribeDeliveryChannels

« config:PutAggregationAuthorization

« config:PutConfigurationRecorder

« config:PutDeliveryChannel

« config:StartConfigurationRecorder

« iam:CreateServicelinkedRole

« iam:PassRole

e s3:CreateBucket

e s3:ListAl1MyBuckets

e s3:PutBucketPolicy

Document Steps

« aws:executeScript - Creates a service-linked IAM role for AWS Config if one does not already
exist.

« aws:executeScript - Creates a configuration recorder if one does not already exist.

« aws:executeScript - Creates an Amazon S3 bucket to be used by the delivery channel if one
does not already exist.

« aws:executeScript - Creates a delivery channel using the resources created by the runbook.
« aws:executeAwsApi - Starts the configuration recorder.

« aws:executeScript - If you specified values for the AggregatorAccountId and
AggregatorAccountRegion parameters, authorizations for multi-account and multi-Region
data aggregation are configured.
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Amazon Connect

AWS Systems Manager Automation provides predefined runbooks for Amazon Connect. For more
information about runbooks, see Working with runbooks. For information about how to view
runbook content, see View runbook content.

Topics

» AWSSupport-AssociatePhoneNumbersToConnectContactFlows

» AWSSupport-CollectAmazonConnectContactFlowLog

AWSSupport-AssociatePhoneNumbersToConnectContactFlows
Description

The AWSSupport-AssociatePhoneNumbersToConnectContactFlows helps you associate
phone numbers to contact flows in your Amazon Connect instance. By providing the mappings

of phone numbers and contact flows in an input comma-separated values (CSV) file, the runbook
associates as many phone numbers to contact flows as possible within 14.5 minutes. The runbook
produces a CSV file of all phone number and contact flow pairs that it couldn't associate within the
time limit so that you can input them in the next run.

How does it work?

The runbook AWSSupport-AssociatePhoneNumbersToConnectContactFlows helps you
associate phone numbers to contact flows in your Amazon Connect instance using a CSV file of
mapping data that is stored in an Amazon Simple Storage Service (Amazon S3) bucket. The input
CSV file should align to the following format, with PhoneNumber values in E.164 format.

Example of the input CSV file

PhoneNumber, ContactFlowName
+1800555xxxx, ContactFlowA
+1800555yyyy, ContactFlowB
+1800555zzzz,ContactFlowC

The automation runbook also creates the following files in the destination location specified in the
DestinationFileBucket and DestinationFilePath.
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automation:EXECUTION_ID/ResourceIdList.csv: A temporary file that
contains the PhoneNumberId and ContactFlowId pairs that are required for the
AssociatePhoneNumberContactFlow API.

automation:EXECUTION_ID/ExrorResourcelList.csv: A file that
contains the phone number and contact flow pairs that could not be processed
due to an error, such as ResourceNotFoundException in the format of
PhoneNumber,ContactFlowName, ExrrorMessage.

automation:EXECUTION_ID/NonProcessedResourcelList.csv: A file that contains the
phone number and contact flow pairs that weren't processed. The runbook tries to process as
many phone numbers and contact flows as possible within 14.5 min (15 min of AWS Lambda
function timeout - 30 seconds of buffer). If there are some phone numbers / contact flows that
could not be processed due to the time constraint, the runbook includes them in a CSV file to use
as an input for the next runbook execution.

Document type

Automation

Owner

Amazon

Platforms

Linux, macOS, Windows

Parameters

Required IAM permissions

The AutomationAssumeRole parameter requires the following actions to use the runbook

successfully.

"Statement": [
{

"Action": [
"s3:GetBucketPublicAccessBlock",
"s3:GetBucketPolicyStatus",
"s3:GetBucketAcl",
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"s3:GetObject",
"s3:GetObjectAttributes"”,
"s3:PutObject",
"s3:PutObjectAcl"

]I

"Resource":

"arn:aws:s3:
"arn:aws:s3:

]I

[
: :YOUR-BUCKET/*",
: :YOUR-BUCKET"

"Effect": "Allow"

"Action": [

"cloudformation:CreateStack",

"cloudformation:DescribeStacks"

"cloudformation:DeleteStack",
"iam:CreateRole",
"iam:DeleteRole",
"iam:DeleteRolePolicy",
"iam:GetRole",
"iam:PutRolePolicy",

"lambda
"lambda
"lambda

"lambda

"connect:AssociatePhoneNumberContactFlow",

:CreateFunction",
:DeleteFunction",
:GetFunction",

"lambda:

InvokeFunction",

:TagResource",

"logs:CreatelLogGroup",
"logs:TagResource",
"logs:PutRetentionPolicy",
"logs:DeletelLogGroup",

"s3:GetAccountPublicAccessBlock"

]I

"Resource":

i n
’

"Effect": "Allow"

"Action": [

"connect:DescribeInstance",
"connect:ListPhoneNumbers",
"connect:ListContactFlows",

"ds:DescribeDirectories"

]I

"Resource":

i n
’
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Instructions

iy
{

"Effect": "Allow"

"Condition": {
"StringLikeIfExists": {
"iam:PassedToService": [
"ssm.amazonaws.com",
"lambda.amazonaws.com"

]
}
},
"Action": [
"iam:PassRole"
1,
"Resource": "*",

"Effect": "Allow"

Follow these steps to configure the automation:

1.

Navigate to AWSSupport-AssociatePhoneNumbersToConnectContactFlows in Systems

Manager under Documents.

. Select Execute automation.
. For the input parameters, enter the following:

AutomationAssumeRole (Optional)

Connectinstanceld (Required)

The ID of your Amazon Connect instance.

SourceFileBucket (Required)

The Amazon Resource Name (ARN) of the AWS AWS Identity and Access Management (IAM)
role that allows Systems Manager Automation to perform the actions on your behalf. If no

role is specified, Systems Manager Automation uses the permissions of the user who starts

this runbook.
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The Amazon S3 bucket that stores the CSV file that contains the phone number and contact
flow pairs.

» SourceFilePath (Required)

The Amazon S3 object key of the CSV file that contains the phone number and contact flow
pairs. For example, path/to/input.csv.

» DestinationFileBucket (Required)

The Amazon S3 bucket into which the automation will place an intermediate file and result
report.

» DestinationFilePath (Optional)

The Amazon S3 object path in DestinationFileBucket under which an intermediate
file and result report should be stored. For example, if you specify path/to/files/,
files are stored under s3://[DestinationFileBucket]/path/to/files/
[automation:EXECUTION_ID]/.

» S3BucketOwnerAccount (Optional)

The AWS Account Number that owns the Amazon S3 bucket where you want to upload the
Contact Flow Log. If you do not specify this parameter, the runbooks uses the AWS account ID
of the user or role in which the Automation runs.

« S3BucketOwnerRoleArn (Optional)

The ARN of the IAM role with permissions to get the Amazon S3 bucket and account

block public access settings, bucket encryption configuration, the bucket ACLs, the bucket
policy status, and upload objects to the bucket. If this parameter is not specified, the
runbook uses the AutomationAssumeRole (if specified) or user that starts this runbook (if
AutomationAssumeRole is not specified). Please see the required permissions section in the
runbook description.
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Input parameters

AutomationAssumeRole Connec tinstanceld

(Optional) The Amazon Resource Name (ARN) of the AWS Identity and Access Management (IAM) role that allows Systems Manager Automation to perform the actions on your (Required) The ID of your Amazon Connect instance.

ehalf. If no role is specified, Systems Manager Automation uses the permissions of the user that starts this runbook.
01234567-89ab-cdef-0123-456789abcdef

[cmere 2

SourceFileBucket SourceFilePath

(Required) The Amazon S3 bucket name that stores the CSV file which contains the pairs of phone numbers and Contact Flows. (Required) The Amazon 53 object key of the CSV file that contains the pairs of phone numbers and Contact Flows. Example: *path/to/input.csv'

I v [stang

DestinationFileBucket DestinationFilePath

(Required) The Amazon S3 bucket that the automation will copy the file to be pracessed, the report, and any non-processed phone number and Contact Flow pair. (Optional) The Amazon S3 object path in * DestinationFileBucket " to copy the file to be processed, the report, and any non-processed phone number and Contact Flow pair. For
String

53BucketOwnerAccount
(Optional) The AWS Account Number that owns the Amazon 53 bucket where you want to upload the Contact Flow Log. If you do not specify this parameter, the runbooks uses the
AWS account ID of the user o role in which the Automation runs.

String

4. Select Execute.
5. The automation initiates.
6. The document performs the following steps:

CheckConnectinstanceExistance

Checks if the Amazon Connect instance provided in ConnectInstanceld exists.

CheckS3BucketPublicStatus

Checks if the Amazon S3 buckets specified in the SourceFileBucket and
DestinationFileBucket allow anonymous or public read or write access permissions.

CheckSourceFileExistenceAndSize

Checks if the source CSV file specified in the SourceFilePath exists and if the file size
exceeds the of 25 MiB limit.

GenerateResourceldMap

Downloads the source CSV file specified in the SourceFilePath and identify

ucket encryption configuration, the bucket ACLs, the
eRole (if specified) or user that starts this

| [e]

PhoneNumberId and ContactFlowId for each resource. After it's done, it uploads a CSV file

that contains PhoneNumber, PhoneNumberId, ContactFlowName, and ContactFlowId
to the destination Amazon S3 bucket specified in DestinationFileBucket. If

PhoneNumberId cannot be identified for a certain number, the filed will be empty in the CSV

file.

« AssociatePhoneNumbersToContactFlows

Creates an AWS Lambda function in your account using an AWS CloudFormation
stack. The AWS Lambda function associates each number to a contact flow listed in
the source CSV file specified in SourceFileBucket and SourceFilePath and the
AWS CloudFormation stack invokes the function. The AWS Lambda function map as
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many phone numbers to contact flows as possible before it times out (15 minutes).

The list of phone numbers and contact flows that could not be processed due to

error is uploaded in [automation:EXECUTION_ID]/ErrorResourcelList.csv.

The ones that could not be processed due to an excess of the maximum number

of phone numbers that can be processed in a single execution are uploaded in
[automation:EXECUTION_ID]/NonProcessedResourcelist.csv. If this step fails, it
goes to the DescribeCloudFormationErrorFromStackEvents step to show why it failed
from AWS CloudFormation stack events.

« WaitForPhoneNumberContactFlowAssociationCompletion

Waits until the AWS Lambda function that maps phone numbers to contact flows is created
and the AWS CloudFormation stack completes its invocation.

» GenerateReport

Generates the report that contains the number of phone numbers mapped to contact

flows, the ones that could not be processed due to error, and the ones that could not

be processed due to an excess of the maximum number of phone numbers that can be
processed in single execution. The report also shows the location (Amazon S3 URI and
Amazon S3 console URL) for [automation:EXECUTION_ID]/ErrorResourcelist.csv or
[automation:EXECUTION_ID]/NonProcessedResourcelist.csyv, if applicable.

e DeleteCloudFormationStack

Deletes the AWS CloudFormation stack, including the Lambda function for mapping.

e DescribeCloudFormationExrrorFromStackEvent

Describes errors from the AWS CloudFormation stack of the
AssociatePhoneNumbersToContactFlows step.

7. After completed, review the Outputs section for the detailed results of the execution:

» GenerateReport.OutputPayload

Output of phone number and contact flow associations. This report contains following
information:

» The number of phone number and contact flow pairs listed in the input CSV file
« The number of phone numbers associated with contact flows as specified in the input CSV
file

« The number of phone numbers that could not be associated with contact flows due to error
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o The number of phone numbers that weren't associated with contact flows due to time
constraint

e The location (Amazon S3 URI and Amazon S3 console URL) of the CSV file that contains the
phone number and contact flow pairs that could not be associated due to error

e The location (Amazon S3 URI and Amazon S3 Console URL) of the CSV file that contains the
phone number and contact flow pairs that weren't associated due to time constraint

o DescribeCloudFormationErrorFromStackEvents.Events

Output that shows AWS CloudFormation stack events if the
AssociatePhoneNumbersToContactFlows step fails.

Output of execution with a small number of phone numbers and contact flows

v Outputs

DescribeCloudFormationErrorFromstackEvents. Events
No output available yet because the step s not successfully executed

GenerateReport.OutputPayload
{"Payload":"

Amazon Connect Phone Number Mapping Result

* Phone number and Contact Flow pairs listed in the provided input: 7

* Phone numbers associated with Contact Flow processed: 7

* Phone numbers that could not be associated with Contact Flow due to an error: @
* bers that weren't associated with Contact Flow due to the time constraint: @

Output of execution with a large number of phone numbers and contact flows and phone numbers
that weren't associated due to error or time constraint

v Outputs

DescribeCloudFormationErrorfromstackEvents.Events
No output available yet because the step Is not successfully executed

GenerateReport.OutputPayload
{"Payload":"

Amazon Connect Phone Number Mapping Result

* Phone number and Contact Flow pairs listed in the provided input: 1634

* Phone numbers associated with Contact Flow processed: 1153

* Phone numbers that could not be associated with Contact Flow due to an error: 8

* Phone numbers that weren't associated with Contact Flow due to the time constraint: 473

Error list file location

* 53 WRT: s3:// N 0 Feourcel st csv
* 53 Console URL: https://s3.console. ans. anazon. com/s3/obj ect. N : 0 Resourcel. ist. csv

INFO: The above file contains the list of phone numbers and Contact Flows that could not be associated due to an error.You can look into the error detail in order to address the issue.

Unprocessed list file location

* 53 URT: s3:// | o0 C55 e dRe sourceLi st . csv
* 53 Console URL: https://s3.console.aws. amazon. com/s3/object | o' P r oces sedResour ceList. csv

INFO: The above file contains the list of phone numbers and Contact Flows that weren't associated due to the time constraint (1S minutes).You can execute this runbook again by specifying the file as an input \"SourceFilelocation\" so that you can process them.

}

References

Systems Manager Automation
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e Run this Automation (console)

« Run an automation

« Setting up an Automation

» Support Automation Workflows landing page

AWSSupport-CollectAmazonConnectContactFlowlLog
Description

The AWSSupport-CollectAmazonConnectContactFlowlLog automation runbook is used to
collect the Amazon Connect contact flow logs for a specific contact ID. By providing your Amazon
Connect instance ID and contact ID, the runbook searches contact flow logs for the contact from
the Amazon CloudWatch log group and uploads them to the Amazon Simple Storage Service
(Amazon S3) bucket that is specified in the request parameter. The runbook generates output that
provides Amazon S3 console URL and AWS CLI command for you to download the logs.

How does it work?

The AWSSupport-CollectAmazonConnectContactFlowlLog automation runbook helps to
collect the Amazon Connect contact flow logs for a specific contact ID stored in the configured
CloudWatch log group and uploads them to a specified Amazon S3 bucket. To help with the
security of the logs gathered from your Amazon Connect contact flow, the automation evaluates
the Amazon S3 bucket configuration to determine if the bucket grants public read orwrite
access permissions and is owned by the AWS account specified in the S3BucketOwnerAccountId
parameter. If your Amazon S3 bucket uses server-side encryption with AWS Key Management
Service keys (SSE-KMS), make sure that the user or AWS Identity and Access Management (IAM)
role that is running this automation has the kms : GenerateDataKey permissions on the AWS KMS
key. For more information about the logs generated by your Amazon Connect instance, see Flow
logs stored in an Amazon CloudWatch log group.

/A Important

The CloudWatch Logs Insights queries incur charges based on the amount of data that is
queried. Free tier customers are charged only for usage that exceeds service quotas. For
more information, see Amazon CloudWatch Pricing.

Run this Automation (console)
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Document type
Automation
Owner
Amazon
Platforms
Linux, macOS, Windows
Parameters
Required IAM permissions
The AutomationAssumeRole parameter requires the following actions to use the runbook
successfully.
{
"Statement": [
{

"Action": [
"s3:GetBucketPublicAccessBlock",
"s3:GetBucketPolicyStatus",
"s3:GetBucketAcl",
"s3:GetObject",
"s3:GetObjectAttributes"”,
"s3:PutObject",

"s3:PutObjectAcl"

1,

"Resource": [

"arn:aws:s3:::amzn-s3-demo-bucket/*",

"arn:aws:s3:::amzn-s3-demo-bucket"

1,

"Effect": "Allow"

.
{

"Action": [
"connect:DescribeInstance",
"connect:DescribeContact",
"ds:DescribeDirectories"

1,

"Resource": "*",
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"Effect": "Allow"

.
{

"Action": [
"logs:StartQuery",
"logs:GetQueryResults"

"Resource": "*",

"Effect": "Allow"

}

Instructions

Follow these steps to configure the automation:

1. Navigate to AWSSupport-CollectAmazonConnectContactFlowlLog in Systems Manager
under Documents.

2. Select Execute automation.
3. For the input parameters, enter the following:

« AutomationAssumeRole (Optional):

The Amazon Resource Name (ARN) of the AWS Identity and Access Management (IAM) role
that allows Systems Manager Automation to perform the actions on your behalf. If no role
is specified, Systems Manager Automation uses the permissions of the user who starts this
runbook.

« Connectinstanceld (Required):

The ID of your Amazon Connect instance.

« Contactld (Required):

The ID of the contact that you want to collect contact flow log for.
» S3BucketName (Required):
The Amazon S3 bucket name in your account where you want to upload the contact flow log.

Make sure that bucket policy does not grant unnecessary read/write permissions to parties
that do not need access to the collected logs.

AWSSupport-CollectAmazonConnectContactFlowlLog 78


https://console.aws.amazon.com/systems-manager/documents/AWSSupport-CollectAmazonConnectContactFlowLog/description

AWS Systems Manager Automation Runbook Reference User Guide

» S30bjectPrefix (Optional):

The Amazon S3 object path in the Amazon S3 bucket for an uploaded contact flow log.

For example, if you specify CollectedLogs, the log will be uploaded as s3://your-
s3-bucket/CollectedlLogs/ContactFlowLog_[ContactId] [AWSAccountId].gz.

If you do not specify this parameter, the Systems Manager Automation execution ID

is used, for example: s3://your-s3-bucket/[automation:EXECUTION_ID]/
ContactFlowLog[ContactId]_[AWSAccountId].gz. Note: if you specify a value for
S30bjectPrefix and run this automation using the same [Contactld], the contact flow log
will be overwritten.

« S3BucketOwnerAccount (Optional):

The AWS account number that owns the Amazon S3 bucket where you want to upload the
contact flow log. If you do not specify this parameter, the runbook uses the AWS account ID of
the user or role in which the automation runs.

o S3BucketOwnerRoleArn (Optional):

The ARN of the IAM role with permissions to get the Amazon S3 bucket and account
block public access settings, bucket encryption configuration, bucket ACLs, bucket policy
status, and upload objects to the bucket. If this parameter is not specified, the runbook
uses the AutomationAssumeRole (if specified) or user that starts this runbook (if
AutomationAssumeRole is not specified). See the required permissions section in the
runbook description.

Input parameters

Autom: Connect tinstanceld
(Optior Resource Name (ARN) of the AWS Identity and Access Management (IAM) role that allows Systems Manager Automation to perform the actions onyour  (Required) The ID of your Amazon Connect instance.
behalf. fied, Systems Manager Automation uses the permissions of the user that starts this runbook.
‘ fedcba98-7654-3210-fedc-ba9876543210
‘ SSMAutomationRole v ‘
Contactld S3BucketName
(Required) The ID of the contact that you want to collect Contact Flow Log for. (Required) The Amazon 53 bucket name in your account where you want to upload Contact Flow Log. Make sure that bucket policy does not grant unnecessary read/write

permissions to parties that do not need access to the