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https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_SetQueueAttributes.html
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https://aws.amazon.com/amazon-mq/
https://aws.amazon.com/getting-started/hands-on/send-fanout-event-notifications/
https://docs.aws.amazon.com/firehose/latest/dev/what-is-this-service.html
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http://activemq.apache.org/
https://www.rabbitmq.com/
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https://aws.amazon.com/
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https://docs.aws.amazon.com/singlesignon/latest/userguide/getting-started.html
https://docs.aws.amazon.com/accounts/latest/reference/root-user-tasks.html
https://aws.amazon.com/
https://aws.amazon.com/
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https://console.aws.amazon.com/
https://console.aws.amazon.com/
https://docs.aws.amazon.com/signin/latest/userguide/console-sign-in-tutorials.html#introduction-to-root-user-sign-in-tutorial
https://docs.aws.amazon.com/IAM/latest/UserGuide/enable-virt-mfa-for-root.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
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https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-sso.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-sso.html
https://docs.aws.amazon.com/sdkref/latest/guide/access-sso.html
https://docs.aws.amazon.com/sdkref/latest/guide/access-sso.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
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https://docs.aws.amazon.com/cli/latest/userguide/cli-authentication-user.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-authentication-user.html
https://docs.aws.amazon.com/sdkref/latest/guide/access-iam-users.html
https://docs.aws.amazon.com/sdkref/latest/guide/access-iam-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://aws.amazon.com/tools/#sdk
https://docs.aws.amazon.com/cli/latest/reference/sqs/index.html
https://docs.aws.amazon.com/powershell/latest/reference/
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Q 1 @
Messages Messages in . Content-based
N A T v Created v E t v
ame b reate available v flight v ML Ll deduplication v
6/27/2022, 13:03:08
MyTestQueue Standard EST / a 1] Disabled
testFifol.fifo FIFO 6/27/2022,13:03:41 1] [4] Disabled Disabled

EDT
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Queues (2) | C H Edit || Delete || Send and receive messages || Actions ¥ |m

Q 1 @
Messages Messages in . Content-based
A v v v
Same YRS e available v flight v ERCVPECH deduplication v
6/27/2022, 13:03:08
(=] MyTestQueue Standard E:)T ! ' 0 0 Disabled
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MyTestQueue ‘ Edit ‘ | Delete | | Purge ‘ | Send and receive messages |
Details info
Name Type ARN
[FMyTestQueue Standard [Parn:aws:sqs:us-east-1:269704527654:MyTestQueue
Encryption URL Dead-letter queue
Disabled [ https://sqs.us-east-1.amazonaws.com

/269704527654/MyTestQueue

> More

| SNS subscriptions Lambda triggers Dead-letter queue Monitoring Tagging Access policy Encryption Dead-letter queue redrive tasks

Amazon SQS BAFISEHY
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SQS FIFO BA %,

FRIEBA B FIFO RA %
TRHEIFLE - ARSI FE APl R4E SEHE - MREEAHLE |, W FIFO
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b. XTHEREH , MAFENRAMEN, STEM 1 28F 14 X, RIAMER 4 Ko
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H—4H B E IRE,
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® Note
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5. i%# Send message ( £EHE ) o

REHBRE , ZHRERET—FAWER, EREFRAER  EFEREREEENER.

£72 Amazon SQS FIFO BABI H &% E B
X275 Amazon SQS 812 FIFO BAFI 3%,
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/A Important

2022 £ 8 A 17 B , BRIABRS SR (SSE) M A TFrE Amazon SQS BA%l,
BADERSIBHFRMDIAZHER (PI) HEAMYLZ/BREE. 7% Amazon Web Services
ERET LATA B BA B B R |, BIEMK 2 F CloudWatch B &, BABIBIHTES A TAE RBBEIE.
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2. IRZFHIERATI,
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® Note
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W, EERERBRENAERT. BXEZER , FSHE FIFOINSFEHEN 5EEMEXx
HYFCER -
6. (AE)ENILRIRMK, HREBELTAAARNSINEKS, ARNAE. HERBEEXTHA
PRI LAiG RIBVIRME ( Bl SendMessage, ReceiveMessage =i DeleteMessage ) » BRIAZKES
X AFBASIFTE & ZIEFEBUE S,

BEENGRRE , THRITUATREZ—

o EEBEAR  EEiEALAMBAYIEEEE L RIERTUMBAIHZBCER . BHARIBEENERCIESR
B , H1ERE JSON HARA S R KA A B 2R EE
- ERER , BEEEN JSON HHEKE, XATFEEESN TR (KF, AFPRAR® ) AT
B —4A B E L IRE,
7. WNTFEHFESHAYTRE , FEBER. MATRIFIEE— 2R, KASIHEEIEL, &
FRBAFIRT | 32 Amazon BIRB R (ARN) IEEHRZ 10 NRAFIH TR,
8. EIABERT , Amazon SQS RMHIEERSF[WMNEE, BEEFEMBRAXREHEZA Amazon SQS
ERS[/HENET  FRANZ., BXNBRARENEZER , HSHER SQS F£EW INZ 4
HBAHIER B AR SS 220w N %R (SSE) ( #2414 ) M BASIE B RS E250% N%R (SSE) (#2#H1A ) -

(® Note

B SSE J& , M NZERAFIMER SendMessage #l ReceiveMessage & RF#HIE
“#, Amazon SQS Z2REXREBWUAEFEAEZFER, MREEE Amazon SQS A5
KIZERBER , BHRER SSE.

9. (TWit)EBNEENIRENERTERBNEE  EEFFEEMI.
10. (T ) BARIIFIGE , ERFHE.
11. HIZBIEBASI, Amazon SQS BIEEAFIH SR SR EMELTE.

Amazon SQS 2 EEBNREHEBERHBAIMNELS ., BT Amazon SQS B—iomRNRE , FIbE
BHAEERSITTE EERAFIZE , B BRIRMIVEER

BIERASIE , BRI EIZASIRIEES , ARERMBIERES . BRRASIZKES | S83E 7] A 4R EEARA S
BEIRE,
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1. EEMSHERD , EFRAG, ERFIZIRS | EFRIRGIZEIASI,
2. MEBEH | ERREFMBROEE.
BEHAESE RREMBERCEETTH,
NFHEEIEX , #AHERXE,
4. IFx#LH (FIFO) G , MAKEEA ID. BEXEZELR , S M FIFO #£iXiBE,
5. (®E ) XTF FIFO BAFI , e blm ACEEEEHIEMBR ID., WRERNRIIEATETHRENE
SRENRR  NAEEEHEESHENR ID. BXEZEL , H3 N FIFO 225,
6. FIFORAIIFXFEANEREMNITEIEE. BXEZER , 35N Amazon SQS JEEitAIES.
7. i%&# Send message ( £EEE ) o
RIFHERE , BHAQER—RAIER, EREFHAGE , ETEXEREEENER.
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&I Amazon SQS FA %l

ARENBMAEER Amazon SQS 2 H|AEERAFIFEE | MH B — 5% Amazon SQS,

TR

EFHRZE , BEK IZE Amazon SQS FH S E,

T 2 Amazon SQS 24| &

I EFHE , NSMEBTPEES] , LERRFIRE, AIITEREEXENXETABETINGE
Bo

Queues (2) | (& || Edit || Delete || Send and receive messages || Actions ¥ |m

Q 1 @
Messages Messages in Content-based
N 'y T v Created v E ti v
ame b reate available v flight v ML Ll deduplication v

6/27/2022, 13:03:08

MyTestQueue Standard EDT a 1] Disabled
testFifo1.fifo FIFO Eé?r?'ﬁ()l’_z, 13:03:47 a 0 Disabled Disabled

B BASINRE ERAFIREMERAFIBEHMER . RESTRBE—B TRt X 5 ¥5 ARSI Tt
% (FIFO) BA%l,

HERAFIRES , MM ETUNBRFIMAITRE, ERIUEAREASIBHRZLANED , REEEEXAS
MATHVRAE

Queues (2) | C H Edit || Delete || Send and receive messages || Actions ¥ |m

Q 1 @
Messages Messages in . Content-based
A v v v
Same YRS e available v flight v ERCVPECH deduplication v
6/27/2022, 13:03:08
(=] MyTestQueue Standard E:)T ! ' 0 0 Disabled
6/27/2022, 13:03:41
testFifo1.fifo FIFO E{)T ! 0 0 Disabled Disabled
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MyTestQueue ‘ Edit ‘ | Delete | | Purge ‘ | Send and receive messa ges |

Details info
Name Type ARN
[FMyTestQueue Standard [Parn:aws:sqs:us-east-1:269704527654:MyTestQueue
Encryption URL Dead-letter queue
Disabled [ https://sqs.us-east-1.amazonaws.com

/269704527654/MyTestQueue
> More

Lambda triggers Dead-letter queue Monitoring Tagging Access policy Encryption Dead-letter queue redrive tasks

REERATI ( ZH )

A LAE A Amazon SQS 2§ A REBEMBASIEBESER ( BAFISEEIRRA ) SAR AN BRBA ZI4S1E
"% Amazon SQS BA% ( #BHIA )

1. #TFF Amazon S3 I A KIBASI A,

2. EE-RI, REEERE.

3. (M%) EBMET , EFIINEES K.

4. (W) EEHFIGEEE , HET R TS5 JSON K,

5. (W% ) EEMIEEIIEFED A TER , BRI EHE) LR,
6

7

8

9

(k) EEHEMBRNE , BRI M,

(A& ) E=A, EMSBMBRIEENS ( AW EBRRTERENHEE ) , FERITEERS,
(A& ) ZARM, ERMBRRASIMIRE | BRITIRE,

ERRF

#Hl & < E RS I 4AE B HE,

BIRFBIRS S (2HE )

B RIEER G , B AERARERER . HEMIIERERN BT EEEEREBLEEE, M
NEEERZENHEXHEHRE (HZ10% ),
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® Note
8T Amazon SQS B—HHHRRSE , EHKEERO M TLEATERERE REMEL
EXHERT , BEFETERURREN L, RENREFNER  CURSEFAER
EER SN E e N

Amazon SQS ENERFHEB BT 2EIMERE , UBERRINBEBOES (Hlm , EHAETEE
MRS EMITERE ) . EMRENER , BL4AREATHINEERIERHLE T ZHERNEIRE
Ro AR, BHAWF—FER , AR e EMER.

® Note
M Amazon SQS ZFIAWEEREE , BFARXVEERREN TR , MEEXZEVCEE.

BXRATERARERERHN AP ETINEZEE , 1558 Amazon SQS APl ZE 15,
BRAMEREE (E2FE )
1. B AT MuEITFF Amazon SQS # & & : https://console.aws.amazon.com/sgs/o
2. HESMBEERTF , EFE Queues (BAF).
3. HEPRAFITAME , &#FEEAF,
4. EERIEMBYOES.
Queues () (G [ ] [ omiee ||| sendond rceive messages || 2cvioms ~ | DTN

Q 1 &
Messages Messages in . Content-based
N A T Created E t
ame B reate available flight Ll deduplication
6/27/2022, 13:03:08
[+ MyTestQueue Standard EéT ! ! 0 0 Disabled
6/27/2022,13:.03:41
testFifo1.fifo FIFO EéT ! 0 0 Disabled Disabled

BEHAE2EREMBEBOERTHE,
5. EREHHEE,
Amazon SQS FRE MBS FREE . EUBCHEE IS MR HE K E R AV IFEEAHE,

AN BROE 2 20
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HERPEREEBEENIIR. NTEFKHEE , JIR&2ERER ID. KIABH., KR
o

6. EMRER , FEAREMRAER , REEERER.

7. EBIBREEXEES , EEMER.

FINBA SR Z=

ERZHBERT , EUUERKEARBENIRENE, ERDBIEAT , BERIIGHEEHRE ,
"‘m—lﬁ'é%ﬂ&?ékeﬂl‘]}" 3 REGELIZ SR N ZBCERSENEEE T RIENERN, NTFNTE
a0 1aT e LA RA 51 0%

BIABRFIZE (2% A )

1. MELEFBERIEEREER,

BN LA T ML 3TF Amazon SQS # &l & : https://console.aws.amazon.com/sgs/e

ESMBEET , %EEF Queues (BAF),

ERAFITIE | BT,

EREEET R,

EEENRRNE LA , ERRFTFSZLNE Tk, NTHXEG | EEFEEHRIF. SR
WEIRRE N 1 2,

7. MELUTAUTRM :

o g A w N

- IERAHEMN KBIE
A EENABHE
WHEHNABHE

HEeNEBER/LDHE 0 B |, BRAFIRNZE,

BiARAFIRERNZ (AWS CLI, AWS API)

1. FHLEFIESIREREHEE,
2. BEEZTUTHS2Z2—:

 AWS CLI: get-queue-attributes

BABRIIN 2 T


https://console.aws.amazon.com/sqs/
https://docs.aws.amazon.com/cli/latest/reference/get-queue-attributes.html
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FRARER

3

« AWS API: GetQueueAttributes
LT E R IEF:

» ApproximateNumberOfMessagesDelayed
« ApproximateNumberOfMessagesNotVisible

» ApproximateNumberOfMessagesVisible

HeNeWBRLDHH 0 &, BRFINZ,

MR EMK B Amazon CloudWatch #E#r , FRAEXEBISNFTHRER , REBERZAINZE, BxX
CloudWatch EEHNEZELR , HZHEIL ¥ SQS KA A CloudWatch 847,

il B BA 51l

MRIEFBEM Amazon SQS FAFI , F BEFUITIEH th R M ZEAS , BUCRERIER.

® Tip

MREBEMBRAS 2 BIRIERASIR BN ZE , BSRBEIABGI N 2=,

ST LAMIBREA S , BMEE RN ZE, EMERRASIFEVER , EFMBRAIIAS | EEREAS.

MIBREA B (32414 )

1.

o o A w N

B AT ML $TF Amazon SQS ###l& : https://console.aws.amazon.com/sgs/o
ESMBERKP , %F Queues (RAFI),

FERRFITAE L, R ERABAT,

R BR o

EMBRRA I EAEF |, B A delete BABEIAMIBR,

i%# Delete ( MIBR).

fHIBRBA %I (AWS CLIAWS API)

B LER LT 8852 — I ERBA S -

T BRRA 5

22
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* AWS CLI: aws sqgs delete-queue
* AWS API: DeleteQueue

M Amazon SQS BAFIHRFRREER (ZHE )

WMERAIEMER Amazon SQS A% , EFEEMEREASIMHAAIEELR , AIERABRAS, HEMRIES
ZEEOOY. RINBWEFF60Y , TiLEHBAFIAY K/,

/A Important
HBEREASIRY |, TR BRI EM P ERAYE R

BBREASI (2%lA )

1. B AT MuEITFF Amazon SQS # & A : https://console.aws.amazon.com/sgs/o
ESMERP | EERT,

FERSITIE L, EFREFERAIBAS,

FERED | EEBR.

TEBEBRRASISTIEE S |, A purge FHiEZFERR , UHEIAER.

o > e DN

FREHEBRMBAFIRERR, 25525 REIAEIRE,

Amazon SQS A'TNELES

D, BEVR TS , AFMMARIE, BBRAMBIERES , AR WMAREREAS] , BAERER AT
B1E

o EftZ Lambda EE , BSHREERA S AL EZ AWS Lambda BEEL ( 2F& ) o

o THEMAEERAS , B1E SSE MHE M4,

- THRINMAKETERMEANER.

- THRWMMN VPC £i%HE.

« ERE Amazon SQS HITHEEFIZRH , ESH Amazon SQS BAFIZE R FE AR Amazon SQS 4,

- EERBEBTERDFA Amazon SQS KENFEREM |, S Amazon SQS Y FRESKE.

SEBRBAS 23


https://docs.aws.amazon.com/cli/latest/reference/sqs/delete-queue.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_DeleteQueue.html
https://console.aws.amazon.com/sqs/

Amazon Simple Queue Service FRARIER

s MHMEF—IRHEF LT ESH Amazon AWS SQS Rl , HlanFF &£ FIEFE. AWS SDK for Java
2.x

« ETH#AB% Amazon SQS AWS CLI in sHIEE |, BZHAWS CLI 55 &,

« ET# Amazon SQS & , S H Amazon Simple Queue Service APl| &,

- ETHRNAUEESRE Amazon SQS RE , HZFFER AP, ROIRKEBHE K HEEFFRAAF

o

* Java

+ JavaScript
« PHP
» Python

* Ruby
« Windows # .NET

« £ XJ Amazon SQS RABIH 1T E LA P EE 2 7 B aAE B R AR E R
o ELLMED P T # AR MG B S ERIE
o ¥4 7 & Amazon SQS TEFRFMKRE :

ELES 24


https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/cli/latest/reference/sqs/index.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/
https://aws.amazon.com/code/Amazon-SQS?browse=1
https://aws.amazon.com/java/
https://aws.amazon.com/javascript/
https://aws.amazon.com/php/
https://aws.amazon.com/python/
https://aws.amazon.com/ruby/
https://aws.amazon.com/net/
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F 46 H Amazon SQS FrAERA I

Amazon SQS K ERIARAFIEK B iRk, FRERSINEA APl R4E

( SendMessage, ReceiveMessage B DeleteMessage ) ¥ X FEIA LR API BA. rERA
5% #F at-least-once JHEAZIE, BR , HATHREATEFERELENSES MNEN , BREE—
FHEHENSMNEIERTRINFZIE, FERSISREAED#HTHER , RIE TEHRBABURHE KXW 03
1T1&i%,

FE#HIA SendMessage ZHl , Amazon SQS @ —FEENRTFHESANTAHAK (A2) ., HTFHEHEE
AEHESNTAXS , REEA—NMIEN. NERATAXBERT2EEETEHR,

BxumfERA Amazon SQS EHIACIEZMEERAFINGEE , BSRLIENS (#ZH 5 ) . BX Java
HRB , iESEAmazon SQS Java SDK R4,

B UERZBERTERARAERRS ( RENARFEBLES RBEMTRINFRRAES ) | 4
-

BERAPERNEERSA TGS E - LB AEBEE A AN BB &8,
C BESHBASITHEES S - LEABEHERITHFR,

C BB HAEH — SAE - Y ERMAREENSARE,

B SRS NESR | B2 HE.

BREAMERIINRESE , BZ M X Amazon SQS #r/EH FIFO BASIHY 1,

HEHEF

ERII2REBRIFHEBINF , B8R —FEENSNBIEATRINFEE, MRREERREZIT
FF, BWEERA FIFO (S Eh ) RSl , IEEZFEEPRNEFEE , AEERIERENEERH
HFo

j%t-least-once %

Amazon SQS £ % AR E LEMEBNER | URATRABTAL, ERIUERT , Lo
BEMBHEN | FEEERANRARSBTERTA.
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MRHIXMER , WA ATARS 2R LAES RN 2EIER | 3 BEERBUER R e BIRR
BIZEEEL, FNARFRIUTHNEE NARR (ZRLER—EEN , EMNFRZRTFTREME ) .

Amazon SQS RAFIF1E EFRIREF

LB D T BARER FIFO BASIBARIRRF, XEFR R AR P EERHRERENTITHEE,
£

« Amazon SQS ¥r/HRA BBV FRIZ T

Amazon SQS ¥R\ FIBYPRIR AT
BEXUTHIAFHNEZEE |, B2 Amazon Simple Queue Service APl %,
RA % & ¥ A URL

FEOIZARBASIET |, BAHN AWS K/ M XS EE—BASI & 5. Amazon SQS A EEIENF
MNAFI DB — B HBAFI URL B9FRIRSAF , R EERS B E M Amazon SQS A, BHEEX
BASI T IRMERT |, R ERMEER S URL,

BT 2% MyQueue KIBABIAYRASI URL , ZBASIEH AWS IKSH 123456789012 KA FATAA.

https://sqs.us-east-2.amazonaws.com/123456789012/MyQueue

BRI LUBE B HMEA B A BT K S BN 7S | UREA XK REATIN URL, BXEZEE , F50

ListQueues,

HE ID

BRHEEBIWE —MNRESEMEL ID, Z ID B Amazon SQS 7 SendMessage MR iR El4
7, WARRAFATIREER, HE ID HRAKENRN 100 NERF.

B AW

BHWRIRBAIIFDERR , MW ZHEENERTR, LORERBCEENRERXEK , BER
RETER, EMREEREICES TS | BLARBERIN (MARERID) . Hitt , B&M%E
KLEBWCHE , AT EMERE (ETREEBRARIIF , REEHMAAT ) . BRIMWEAKE
7 1024 NFFF,

A AE SRR AT 26


https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_ListQueues.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_SendMessage.html

Amazon Simple Queue Service FRARIER

/A Important
MESRBREREL , ISXEBRZEEN , ZHLRESTFEANBER IR, EFRMRZHE

B, S4FRESIIRIINERIR (BN, TREENRIZER ) -
UTRERAIWO RS (B=%%D# ).

MbZj6wDW1li+JvwwlaBV+3dcjk2YW2vA3+STFF1jTM8tJJg6HRGEPYSasuWXPIB+Cw
Lj1FjgXUv1luSjlgUPAWVE6FU/WeR4mq20KpEGYWbnLmpRCIVAyeMjeU5ZBdtcQ+QE
auMZc8ZRv37sIW2iJKg3MOMFx1YvV11A2x/KSbkJ10=

[

TRIE T SFRAERSIMEXAE .

BREH EEPU

HEIRBA S BABIRYRRIA ( &/ ) BN 0 ¥ &AEN 15 TH,

51| i B9 RA 5 8/ ListQueues 3R 1000 1NBAFY,

KR EF AT REKREFEFHER 20 B

BABSIRHER (RE ) Amazon SQS BA 5l ] LATFf Y H S B T Z R #,
BABASIKHER (AT ) X F RS AT (BURTAIIRENERRE ) , &

LA A KLY 120000 &&HPEE ( EAEEMBASIH
ZU, B ARMBASIRRIER ) . MNREEFEAFR AR
Bt EER , W Amazon SQS £3iR[E OverLimit 4&iR5H
B, MREFEHKLH , M Amazon SQS TR EE MR
HE, NEBRABER | ERIZELEEEENEMBA
HIh B, ZE T BB AR EE SRS BE, E
RiFREHA , FEIIZFER,

U ZIE=F BAFIB M AT EERS 80 NF . HIUTZEHN : FHHY
FEN., EFF (-) MTFXZL ()

[ink:id >7


https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_ListQueues.html
https://console.aws.amazon.com/support/home#/case/create?issueType=service-limit-increase&limitType=service-code-sqs

Amazon Simple Queue Service FRARIER

PRE DU

(® Note

RASIBMX 2 K/NE ( Hlin Test-queue H
test-queue EAFRMIBAG) o

RASIIFR B E@PBASFRINEE 50 Mrg, #riciEF UTF-8
#% 3K Unicode F .
¥ Key BRR4FEM , MIRE Value RANEMN,
R Key FHRZ Value K9 KNE,

FrZ Key MFrZ Value AIEE Unicode FREFZEF
( XA UTF-8 &= ) M=, AUFERAUTHEKES :
_ ./ =+ -g

¥ Key = Value 7RI EMERR aws: ( BT REMIER
L AT S REE ) -

B AHRE Key KE 7 128 4 Unicode FF ( KA UTF-8
B ) . 5% Key FBRAZEHA null

B AFRZE Value KE R 256 4 Unicode Z%F ( XA
UTF-8 *ﬁ’ﬁ ) ) *’j_‘gg Value E_“’j\ﬁg ?Eﬁiﬁg nulle

PRICIRIERR BN AWS K/ 30 TPS, MREMNNARERF

TEESHNELE , FREXER.

[Tl 28


https://console.aws.amazon.com/support/home#/case/create?issueType=service-limit-increase&limitType=service-code-sqs

Amazon Simple Queue Service FRARIER

FF#a6E A Amazon SQS FIFO BA %

FIFO ( St#t5Eh ) BASIRR T BRI ENSINA AR 2 , BRRERFENSHNIIFREZRLTRER
REETHER T 858 RAREF 2 RRES KRR

&R LAGER FIFO BABIREIR ROIIIT

c TREEXREENEFEHFSITREERS

- EERRINFLESHNE=HTREEK

- BaARFLERFRANRAE

- BEMBKW - ZARKNRFAENBERBESER
- HEHRE - BRAFAANSTREBNIRFET
- HEFKR - BEZREERKS 25 MRE

- ELERRS - RRAFEBHEREMN DK

(® Note

FIFO BAFIE IR N B — IR IhEE , (BEBWESE (TPS) BR. &EALLF Amazon SQS &
HEEXS FIFORRIIESHER , LIREEESREH., EXFASAEUHEERANFHAEE | S
¥ FIFO AN S HFHE, BEXEHERFTMNEL , 5 Hthe section called “5 75 E 8 x H BL
I

Amazon SQS FIFO RAFITEFT B 1R Amazon SQS B Xig#tE H,

BXREAEEEZEEFYEEN FIFO RAIINEZ(ER , BSHEMA Amazon SQS FIFO BASIf#RE ZLHY
BEFF MR,

BxWMAER Amazon SQS ZH| At EZMEBRAFINES |, BHSRGIERNS (24A ) . BX Java
MR |, B3 Amazon SQS Java SDK R4,

BXREH FIFO BASIM HESER |, FS 43 Amazon SQS FIFO BABIRY E b 21 R4t XS Amazon
SQS #RAER FIFO BASIRYZRL .

FIFO 121X %8

LT 2B TEEF T HARENMER FIFO JHR.

FIFO {53218 %8 29


https://aws.amazon.com/blogs/compute/solving-complex-ordering-challenges-with-amazon-sqs-fifo-queues/
https://aws.amazon.com/blogs/compute/solving-complex-ordering-challenges-with-amazon-sqs-fifo-queues/

Amazon Simple Queue Service FRARIER

RIEHB

MRFZHFESAERIEET FIFO RS , A ESFEREETRANEEESEREMER D, N
Amazon SQS FF@XLHEEHEiAMER. RAE , TRERESFHEENBEIIRFERNLEEE

£ FIFO BRI | SHRETHEA ID #1THF. MRS EEHN (RE—ENLWFELE ) FE
BEMHEPEEA ID BEEKIEE FIFO BAFI , M Amazon SQS & 5H B 23k LA A4 32 1Y I Fr 7745 55
B A THR Amazon SQS REREMNBYCEENIRF , BUCIEEFINERAK —HESAE ID K
REEFRBHER.

FIFO BASIZ SR A FEAMNERYA ID. 81EEYA ID &R~ Amazon SQS BAFIFRRINEFEE
B, WTFE—HELE D, IEEENRENEPG=RERE-—ENIRF, ER , EEFTRENER
41D EREREIRTRERINFAIENER, SXTEEL ID 5EEEXEK, MRERREMHEEA
ID, WIREFAK. MRAFE-AEFNEE , BAERERRIERN FIFO AFIRHARKIER
44 1D,

BEYOHR

LMEZWRKBEEZNEEYE ID B FIFO BABIAEERT , Amazon SQS B SRR A REZ #IRE
BEEE—HEAIDHWERE, XEHMFERAEELEBESREEEYL IDHWEE, HEBKBTEHE
B4 IDREHER |, BRIFEHIBRIZEERZEETHAL , BNTFLBROEERE—HEEA ID #IH
JSR

(@ Note

AJ £/ MaxNumberOfMessages R ReceiveMessage ERSEAE R X FAFEKRS
K10 FEE. XEHEFREH FIFO IRFETMERFHRBRESA ID. Ait , WREFH
EESE ID FEEADTF 10 &, NEFREER —H#HRMN 10 FEEH |, SFRERFHMESEA
ID KBS , {BRIR FIFO IRF4- 2,

ZRER

FIFO AFIAFRIZERERAEZ RS RER :

« MRVEERNE SendMessage RIEAW , WA UARBEFEEEAMEEHEEESHERFER 1D
ERREZR, RRUBEEESEHEMRARBIH 2ZEDRE —RBIN , WSRERET S
FEEENINF , BRI AEEHR.

FIFO {53218 %8 30


https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_ReceiveMessage.html

Amazon Simple Queue Service FRARIER

- MRERAERNE ReceiveMessage RFRM , MAILRBEFEFEAMBNEBFERZR ID
ERldZR. RAEAEETIAMENIPZAEDORE —RHEIA , NZREHAFLFMEHEEAIR
Fo

. MBNTHAEEA 1D WEEN , RIEEHBRZEERZEETNTR , ENFLEEEEHE
E _5ﬁ/§séﬂ ID E’g;“ﬁ&%‘o

HEHEF

FIFO BABIEAREBA 5 9 LAY E St A TR TR, LEERASIHREEMAFER FIFO (Lt L ) 12
EFRAE IR

. PREDHENEENZWNT  HEREE—R , EHRELENNBHEE 2 —EFTA,
. FEAFEETEIABRIIF,

BESh , FIFO ABIREZFFHEA , ZART—MRIIRFESNMEFIHEEHE. — FIFO BASIRHHE
BAHERBEH.

{428 — R

TETFHRAEBRT , FIFO ABITABIAEEHE, FIFO RFIATHBIEBRE — M AFEAXEEHE,
WMEBIRIE 5 2509 E S BB BRed 8 B FE R E i SendMessage #4E , Il Amazon SQS F&HEME
-3 -1=CIPNISTH

ERESSHEMER , BAMTUATREZ— -

- BRETAANEEREME. X~ Amazon SQS A SHA-256 BHE B HEEMNIEX (MR
SHENEY ) EREEESHERE ID. BXEZEE , S Amazon Simple Queue Service
AP| £ CreateQueue, GetQueueAttributes M SetQueueAttributes BEMNIERZ
=P

- WEEEXARMEEEERERR D (REFRFYT ). EXEZER , ESH Amazon Simple
Queue Service API & SendMessage, SendMessageBatch ] ReceiveMessage B/EHIAE
R,

HEHEF 31


https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_CreateQueue.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_GetQueueAttributes.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_SetQueueAttributes.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_SendMessage.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_SendMessageBatch.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_ReceiveMessage.html

Amazon Simple Queue Service FRARIER

MPERHEBAFIEEZE FIFO BA 3

MREEERRERSINIENAREFARERNA FIFO SR PEF SR E — RS , NFEEERM
BLERSI N ARERF.

(® Note

BTEFUM AR ERR SRR FIFO BAFI, EBXIMER | B4 N NARRFGIEHN FIFO BA
5, SEMBRIAIRERA S H EFREGIE S FIFO RS,

ERAUT &N EFEBRENNARFES S FIFO S —2IEHME T4F

- FAKENFIFO SEHEEKRERHE, EFATHEREREERM , BSH5EEMEXHER
o

« FIFO BASIRN RIS HRER , NXFBAIIEE, MRENNARFESFRESE LREMEE
#) DelaySeconds 28 , BXIFR ARSI B RS EREREH XN EENBAG LiRE
DelaySeconds.

- HEAR TN FIFO 1L , EFEEFREBHTAEEE  ANRESENIREFE, BEFBETE
EHEE IDFHEREEIERAY, HEABRETAEIRAENULFSEE., N TEHFILT R
FIFO BA%l , EREE ID FAERANLSLEE, ERHEHSAEERNERA IDHZ |, FIFO Al
A EEHERBZ,

- EFEHERRIEZE FIFO RS ZHT , BHEIAULTHEA :

- MREVNABRFAXZESHENERENHWER , BAUHNARFERNENEBREREHE
ERMtE - EEEEHEMER ID,
- MRBVNABRFAZEAMBHEREXHER , BB RAETHENES KIEM .

o BRBNEAERTEARBER. B2 , IRV EBEEFTERKNEEEZNTRMENEREN—
MREE , BEERMOE ReceiveMessage BERMBWIEREZ ID. XATEEMNBRERE
RERERER , ARSI TFERZHEAUmSBNE S,

BEXEZEE , HZSH Amazon Simple Queue Service AP| &%,

FIFO RIS FHE

FIFO RASIN S FLEXFEN API BRLEESERK., B FIFO RFINSEHER N TEMIER

BE K ENmMEANEEANEE, EXESRHERERINESESR |, 55 (Amazon Web

MIR BB ZE FIFO BB 32


https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/

Amazon Simple Queue Service FRARIER

Services —fi%#&Z) HH Amazon SQS REEREH ., Bx FIFO SFHERHM THSAIIETNER | &
SESHEMNEZMN SQS FIFO IS FEHEN 7 XMEIES .

£
* SQS FIFO ASIEFEHEMN 2 XMEFES
- BAFIFOBRIINEELE

SQS FIFO R\ S HFEHEN 2 XFEIED 1

Amazon SQS % XA & FIFO BB EIE. 2 X2 NS DB FME , AIE AWS KBRS
RXHBEz#RITES. BLTFEES X, #R , Amazon SQS aAFT 5 XEE,

XF FIFO BRI , TR T , Amazon SQS 2EHBAFIFHF XEE :

« MRHFERERFENEINE D XFAEIFNER  NersBEEMD X , EFEASIEER XEE
. AXEFNGEE , FSRSHEAXMEH,

« MREZHFDXOFARRE , Wy XOBEBAEIRD,

SXEEEFEAEHHT , NRFREHN. FHASIFESHBRLTA,
BOEBYE ID DA EIE

T RHEBARE FIFO BABI , Amazon SQS A& 5 H S RIEE A ID BEHF NERE HERME M
Ao BFIBREE i HERE T BN 2 X &7 @EE.

TERERTEBSND XK. RIIKEEA IDETH4HS. Amazon SQS A EHR FERBURER
TN EFEVE ; EAFF , EETZHE item0 R HE, FEE  XETNEFEINFSCIIAMNE
BASIBYIR AR E . I vEBHEESA ID NRFERE,

o XMBIED 33


https://docs.aws.amazon.com/general/latest/gr/sqs-service.html#limits_sqs.html

Amazon Simple Queue Service FRARIER

SQS-FIFO Queue
Message Message Message
l l
messag I T
me s sag
}
Messages
! N Internal Hash Function St Message
ressageCreunld: "itend®
. — l
> messageGroupld: "itemd™, messageGroupld: "item2",
messageBody: ..M, messageBedy: ".. .Y,
Message
]
£ 1
&

Amazon SQS £ {1t , FieBEZ VAN KX |, EAIE FIFO AN TR 2 XA 45— 2 B
I, AWS BB ERATREEEAXETREERNEESA ID,

LAt X R =R

EXEXE /M9 XXEESVES 3000 ZBEE#HTHAAE  [ELZBEVEZ 00 KXBEATA
%, BRABERIRIE, BXEFUERERTNESZEER | i55H (Amazon Web Services — %5
) iy Amazon SQS RS PRE,

ERALALE APl B, BRHEERBIERESYE ID 5 A BEFAENESEIHTIRA, BEIE-FKX
HHREENESHHTT EMAE,

7 71t SendMessageBatch API 92 XFIFHZE , AWS BWRATgeEAHBAREE4AE ID XH 23
THt AL,

ZE{L1t DeleteMessageBatch #l ChangeMessageVisibilityBatch API B9 XFIFAZE , AWS
BiUE AR MaxNumberOfMessages ZEIREN 10 B ReceiveMessage &K , H 3t HEAN
ReceiveMessage i&KiR B W ZE IR 1T HEAL IR,

EUTROIF , RET7T-#HEBTEERA IDWER., ZHRXDHN=Z4E , SAMIT AT XHEHR.

SEMBESH 34


https://docs.aws.amazon.com/general/latest/gr/sqs-service.html#limits_sqs.html

Amazon Simple Queue Service FRARIER

Messages

SQS-FIFO Queue

Message Message Message

Message Batch

Partition

1 Transaction

Messages

Message Message

nternal Hash Function

Partition

1 Transaction

Messages Messeos

Partition

1 Transaction

(® Note
Amazon SQS IR EFMHEERE4A ID K AREHRBEHE 2 A S ML EERD. RE
N HFERBNMENIXHE , TSN EETEHEEA IDEERTSTH. HTRFE
RS XBETUREMER , Jit , X —FZ2ERNERUEARETED A,

BH FIFORYINSEFHE

BRI NN EN FIFO RRIIEAEFLE. SN FIFO AR |, ZBEBR=ITE

m :

- BRASEWE FIFO - BiNZ%8 FIFO BAFEEMNELE,
- ESHENRER - EEREIIRIEREEBARHTES BUIRMER.
« FIFO L ERH - $35E FIFO RAFIFEENEHLBEFEEM IR FEREHZARREN,

A FIFORJIIERAEEHE (#£FE )

1. FIRBIERLE FIFO BAF,
2. RARFIEELRIAN , EBREASELE FIFO,

BERFIFOBIINEELE 35



Amazon Simple Queue Service FRARIER

# FIFO AFIE BB AL BAEEMET , WTFAR :

- FEEHERREEIRENEEA , XN FIFORIIFERASEHENSLERE,
« ¥ FIFO EHERBREBNEMNEHELA ID, XEN FIFOAIEASEHENMKEIRE,

WMREHN FIFORIEASELEMFENEMIRE , NASEEEHELEN , EEBUEMBRZEM
EHRETo
3. HENFIEEFRFIET. THE , EEENFIHERET,

BIER4mEE FIFO BABIG , BAIAMEZBASI A A EE AR ERAMERES , MEXLEHUESH TPS
Tk, AXSRUHEERH A FSRASEEMEXNEH T EEETHE,

RBRIE

UTREREGBTEEHFM TH FIFO AN IIEE. BXEZEE , 152 Amazon Simple Queue
Service APl &%,

HEEEREMER ID

ATXERFHEHTEERERBRHTE. MREIIRET HFEREESESHIERER 1D 8E
B, NEEAMEREEESHRENER ID XA ERBHRENES , BEF2E 5 2HNEER
=M BR8] B R &=

(® Note
Amazon SQS & REHEEEHIEMER ID , EMEEE SRR Gt 2antk,

SHELH ID

EEHEERETHEEEEANHRE, BTRE—HEEAWEEZRMEN T HEEHAN™KINFZENLE (8
= BTTREELANEETNELSTRINFLE ) .

ZWERER D
AT ReceiveMessage HA# TEERTER RN T E.

FF55

Amazon SQS N EFEE VBN AREIFELEKTF,

KERE 36


https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/

Amazon Simple Queue Service FRARIER

At

B iw
Amazon SQS EH RIS EFim B Bl F % FIFO BA %,
RS

MRIEHNARFERAZN AWS RS, HEBRESEMANIRS , AT BIPLRS RN
FIFO BABISEEEE, AWS

RE RN FIFO BAFIi&E RN B# , 1M Amazon SQS KiXBHIME L AWS A EBIRSS AT #E
FIFO BABI R & A

AWS BRFHILA T ThEE B Bl 5 FIFO BASIRFH# A :

« Amazon S3 E4HE 4

« Auto Scaling 4 @5 B i

« AWS loT #NIRE

« AWS Lambda JEfERA %!

BXREMEKRS S FIFO AIIMRBMUENEE |, BSHRS X,

Amazon SQS RA %I F1E BARIR AT

A NE FIFO BAFIHFRRRF, X EFMRF O R B BB, HIRERS ERTIFE R,
e

« Amazon SQS FIFO BA BB FRIRAF

« Amazon SQS FIFO BASI#Y E b FRiIR7F

Amazon SQS FIFO BA S FRIRAF
BEXUTHIAFNEZEE |, B2 Amazon Simple Queue Service APl &%,
RA 5B #RF1 URL

ERIEFEVBATIET |, BTN AWS Ik - F X 1315 E M —BYBA 5B FF. Amazon SQS 2N EBIEN =
MNEABI D B — 1B FBAFI URL BIARRAF , EREESFBFMAEM Amazon SQS A, BHEEX
RABIITIRVERT |, MTFEERHEHERAY URL,

REM 3


https://docs.aws.amazon.com/AmazonS3/latest/dev/NotificationHowTo.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/lifecycle-hooks.html
https://docs.aws.amazon.com/iot/latest/developerguide/iot-rule-actions.html
https://docs.aws.amazon.com/lambda/latest/dg/invocation-async.html#dlq
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/

Amazon Simple Queue Service FRARIER

FIFO BABIZB MM . fifo BRER. BRITA 80 NEHWIIZHEEH, EREMIIZEN
FIFO , B IR ERYBHRRBNIZBRE R,

LTRAEN AIFO RAFIRIBAFI URL , ZBAFIHMyQueueii & AWS k5123456789012 A F#H.

https://sqs.us-east-2.amazonaws.com/123456789012/MyQueue.fifo

B LB 5 HBA S H TS BN FRF S |, UEEA AR EIIN URL, BEXEZEER |, BS
FListQueues,

SHE ID

BRHEEBIWE - NRESEAMEL ID, Z ID B Amazon SQS % SendMessage MR iR El 4
£, WARIRFAATIREERS, HE ID WRAKER 100 M2H.

A

BHWRIRBAIIFCERR , BRI ZEENERTR, LURERVCEENRERXEK , BER
REFER, EMREEREIVCES TS | BLARHBERAWN (MARERID) . Hitt , B&M%E
KLEBRUVCHR , RBRFTEMERE (ETEREERARIIF , RREEHAAT ) . BRIMWEAKE
7 1024 NFFF,

/A Important
MRSRBREZHE , WEBXEBERZERN , £HLRETRNEWR TR, EFRMERZHE

Bat, S4IRESRIRIINERGN (BN , TEEEERBRIZER ) .
LT RERAIWH RS (B=ZR&D8E ).

MbZj6wbDW1li+JvwwlaBV+3dcjk2YW2vA3+STFF1jTM8tJJg6HRG6PYSasuWXPIB+Cw
Lj1FjgXUv1luSj1lgUPAWVE66FU/WeR4mq20KpEGYWbnLmpRCIVAyeMjeU5ZBdtcQ+QE
auMZc8ZRv37sIW2iJKq3MIMFx1YvV11A2x/KSbk]10=

Amazon SQS FIFO BAFIH H b briR &

BXRUTHRANEZER |, SR E— XM Amazon Simple Queue Service APl 3%,

FIFO BAZI#Y H AR IR AT 38


https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_ListQueues.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_SendMessage.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/

Amazon Simple Queue Service FRARIER

HEESEHIERER ID

RATHERSHEHRTEERER RN T, WRKIRETHEBEERESHRERRR IDAER
WrrEEREEES ESBIEMER ID XM EEBMHRANES | BEF2E 5 7N ESHFERBRE
PB AL i

JHE4H ID

EEHEBETREHREANTE. BTE HEANEREMAN T HEANTRINFENME (B2,
BTAREEANERARLTEINFLLE ) .

FHs

Amazon SQS N EFEE VBN AEIFELENTF,

BR &7

T&RHE T &5 FIFO BASIARAYECE

BRER DU

HEIRBA S BABIRYRRIA ( &/ ) BN 0¥, &AEN 15 T H,

51| i B9 BA 5 B8 ListQueues 3K 1000 1NEAF,

KE I E AT REKENSEHRERN 20 B,

HEA —N FIFO BABIFPRYE S AR EBIRBEH.

B BABIRHEE (RE) Amazon SQS BAFI AT LAz i BV H S E T Z R,

B RAFIREEE (EaP ) T FIFO BA% , &Z AT LAH 20000 &kEmAFIHEE (A

D MBAF RN |, B RMBASIFRMIBR ) o ZNREEE
LEBEE , Amazon SQS FA IR EMEAEIRHE S

BA 51 & #R FIFO BABIZ AT . fifo BRER. B&ITA 80 4
I BHET. EEEYIRERN FIFO , BRI K
ERFIBMRBRRNZERER.

RE 39


https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_ListQueues.html

Amazon Simple Queue Service FRARIER

BRER DU
BAZIPRZE BUAZER[PBASIFRINET 50 MR, #Ri2x#EF UTF-8

#% 3K Unicode F %,
& Key RO4FER , MARE Value R %R,
FrZ Key MFRZ Value K9 KNE,

FrZ Key MFrZ Value AIEE Unicode FRBEFFHF
( XA UTF-8 1= ) =&, AUFERAUTHEKZS
_ ./ =+ -g

¥ Key =% Value THIEME R aws: ( BT HEMIRR
L BT RMFR SEEE ) -

BRARE Key KE N 128 A Unicode F%F ( XA UTF-8
B ) o 5% Key RERZEHA null,

B AHZ Value £EH 256 4 Unicode FHF ( RH
UTF-8 1= ) o #8:& Value ATEARZEER nullo

PRCERIERFINEIX 30 TPS, AWS IKF i RIERI N A
FEEESNELE  FEIER,

PRER 40


https://console.aws.amazon.com/support/home#/case/create?issueType=service-limit-increase&limitType=service-code-sqs

Amazon Simple Queue Service FRARIER

Amazon SQS B &

AR ERRFF H Amazon Simple Queue Service (Amazon SQS) F B,

£
- 5HEMEXAEH
- 5EXBEHEXAVECE

5K B X EE
TR T 5HEMXNEE

BREA iR

#tab3EEE ID #FEEHE ID ZRZAEE 80 MNERF. BREUTEF: F
BRFFH. EFZH (-) ITRL O

HEEMY —RHEEALUEERS 10 M uERE M.

y=P=tii1 —MNHEMBERPREZATE 10 FHE. BXESE

B , B2 Amazon SQS #tAEBIEE oW BLE
AmazonSQSBufferedAsyncClient,

HEAR SEHERBMXEE XML, JSON FIERIALHI XA, AT
AR Unicode F£F : #x9 | #xA | #xD | #x20 & #xD7FF |
#xEQQQ £ #xFFFD | #x10000 £ #x10QFFFF

WIRFARIENEMFRIFHRIEL. BREZER | 18
ZHF R W3C H3E.

HE4H ID HEBREAEE  UBERIREAREEGHEEDEESA ID H
1=

MessageGroupIld = FIFO BABIFFAEN. BREENH
AT HRAHERS,

IBAAFIEZ MessageGroupld SHEMHRE, MRE
KIBfE MessageGroupId , BENENK,

EH BB 41


https://www.w3.org/TR/REC-xml/#charsets

Amazon Simple Queue Service

FRARER

BRER

HERE

HEREWLE

iR

MessageGroupIld WIKENRN 128 NF&KF. BRE: F
BREZHFANIRRFTE (1"#$%&' () *+,-./:;<=>7?
el\1*_"{I}~) »

RUNBERT , HERRE 4R, ZR/MERGOW (15
&), JRAMERN 1209600 (14 X ) »

FRHEB I E API 324 ( SendMessa
ge . ReceiveMessage =% DeleteMessage )&#¥

SEEE TR APIBA,
FIFO BA%I

« FIFO BABIX#EE 4 API #4E ( SendMessa
ge . ReceiveMessage #l DeleteMessage )&

¥ 300 NEFHEH.

- MREERA#LIE , N FIFO ASIZEFZSA AP
¥ 1E ( SendMessage . ReceiveMessage #
DeleteMessage ) #B#¥& % 3000 FEE. 8% 3000
MNEFKER 300X APIEA , BRAARATEZS 105X
HEN—NMtE, ERERSEM , FRXZFE
Ko

5HEMEREH
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PRE DU

FIFO BAIN S FH &

. MEFFEAHLE ( SendMessage . ReceiveMe
ssage #lDeleteMessage ) , EXBERI (HERE
WNAEEB ) . EEFEED (HEBXMN ) MM X ( ZR
=) X9 , FIFO AN S FELERIX API RIEEH
WIBZIK 7 FNES,

o WFERER (FEZBEM ) MRMBX (EZ=ZRE ) X
3, RAFHERNEN API BIEEW 1.8 ANES,

s WFLA#MRX (FX )., WAMKX (#FHE ). LA
X (&E ) MIA#X (XR)XE , RAFHERNEN
AP| #4875 9000 NESE,

o WNWFMMX (£ ) MEEM (FRRT ) XiF, BiA
FEHERNEN AP RESH 4500 MNEFH,

s ATBRAREMHRESHE K FEFMEALLENER
T, 8mATFEXRXEENEEL ID HEE,

« BUNBYEXERD (FFELMILE ). XEA
BB (RENM ) MEONX ( ZFRZ ) XEFERAHR
432 API ( SendMessageBatch # DeleteMes
sageBatch ) , HHEHERSEEY 70 AFXEE.
BR 70 AXREERRBY 7 AINSES , BINEFHHE
TE 10 FHEMN — Mt =,

NFRMBX (Z=RE ) MEERD (BXZEMN ) X
19, BALUEN FERARALE AP BRRZAE 18 A%
HE. B 18 AR EERKBW 18 ANES , 815
SHEDE 10 FHEMW — ML=,

FMNFUAMX (HX)., WAHKX (FHNE ). LA
X (&) MLA#KX (FRR ) Xig , SablU@Ed sk
EIPLAE LA 90000 FEE. EEMEA SendMessa
geBatch #l DeleteMessageBatch HBIEMEKREF
HE , #tBEEFERPFHOMEEEBLAFEAMEBHEE
4 1D,
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PRE DU

« NTROMEX (£ ) MEEM (ERF ) XiF , &9
DB itA B SR &SR 45000 FEHE. EEMER
SendMessageBatch # DeleteMessageBatch
RIEIRAFHE |, #HOBBERPNTEHEEBLAFE
AHEEREE4SA D,

- EFTEHM AWS XiF , 840 API RENEAKEHEN
8% 2,400 % ( TEHALIE ) 5 24,000 %k ( EAHA
H)HEB.

- BXEZEE , BSMSQSFIFO RIS FHEN S X

MEFED .o
HEER % HEBRIA (&) EER OV, JZKEN 15 TH.
SHE RN RNEERPA1FH (1 41NFH) o RAHEEKRDA

262144 F3 (256 KiB)o

ERIEKT 256 KiB HEE. , BAILAEMAER T Java
WIS SQS ¥ BE A inBEHEA T Python ML 5 i#h
SQS ¥ BEFimE, WEAFEREEZEN Amazon S3
FE B MM S| A Amazon SQS HE ., JRAAF KPR
2 GB,

(@ Note
i BEMERTRSEF IR,

H S AL At HENERIAT 4B 30 ¥, KRENAN M, HK
BHE Y 12 /e,

REEER RAEE N 8192 NFHi, 20 MEM. 50 MEHFH 10 N
&tt. AXRESER 5N EXBAXNEI.

5 R EE

TRIIE T ERBEERNES.
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Amazon SQS 451 FIhgE

Amazon SNS EE A T4 AER I &EE,

FH

- HETHE

43 Amazon SQS JEEFTEMNRIR
« SIRBAFIZ T

Amazon SQS A D EIRE

Amazon SQS EX W KK

Amazon SQS JEERA 5

Amazon SQS AT 148 A

Amazon SQS ZEiRBA B

Amazon SQS IIf#tRA S

Amazon SQS JEE it i8S

B 5% SQS EventBridge 2 #& 118 Amazon Pipes
FRTBEEAWEMIDHEEFMERESEEAXE Amazon SQS JHE

H R T E

BRI SMEREE R M B E T BIEH N2 R A FH Amazon SQS JHE.. BANERAEERERM
KfrFf Hfth AWS BRSS ( 21 AWS X-Ray ) By T ¥z,

F

=l
Amazon SQS JHEB
Amazon SQS HE RSB M

Amazon SQS JHEE &

Amazon SQS XIFEERAEREMY , HEEFEREWLTHEE (MEE, WEZERE, L8/
AR ) . BRHEERZAUEE 10 MNEM. HEBMRTEN , MV THEEEX (FEakiz—
BEE). EREATUERAEEEMEUBESRNLEHEE , MAFLELEEREX, BXER Amazon

SQS #HIEREHFERMUAEENEE , BERAEHERMAVES (ZFHE ).
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® Note

FENEEEMEESEEREEMRE . BUUFERAEEERE S EE X TBIEH mE M AREFN
Amazon SQSSEE , AILAEREE RSB M RFMEM AWS RS ( a1 AWS X-Ray ) BT
BEE,

£

. HBEMEHS

- BEEUKEXR

- HENEEMN MD5 EERE

HEE A A

/A Important

HEE MW A HEBIETE 256 KB HEE K/RHIF,
Name. Type. Value MR EXAFBNZEL null,

BMNHERMIEUTEY
- EN-HEBMEMUUGEUTER | A-Z, a-z. 09, TH&K (). EFHF (-) MAR () AT
PR&IEA :
« RKAN 256 NFH
o TEELL AWS. = Amazon. ( REEXNEZLFER ) Fk
- R KRPNE
- WITEEENMERMS P E—
« FREUARTFABER
- FIFTEEAR

o R _SHEBMHRERE, IFMWRBEIE String, Number # Binary. B aLURINERE
BREXBENEENER. BJEXBESHEEXEEHRNRSG (AXEZELR |, S Amazon
Simple Queue Service APl 2EH# SendMessage ) » 4, ATREINFER :

« RKAH 256 NEHF
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- XoKPME
- E-HEEME. YT String BIEXRE K EMHEEFSHEEEXHERENRES,

HER M HERE

SHEEMHIERAEIE R Amazon SQS WAL X MKV H EE B, flin , tREE KR
Number , Amazon SQS £RIF ¥ FE,

Amazon SQS X #IFFEA LB ENBERERE (KX A . custom-data-type ) BBBEIHIERE
String, Number #l Binary.,
« String - String BRI FREEREEER XML F&FH Unicode X7,

« Number — Number B @ ERIAKKE, BFHZAUBEHET 38 1, BT 107128 F
10M+126 Z 8],

® Note
Amazon SQS £MIBRFFLMERHNE,

« Binary — Binary B Al AR —# HI%IE |, fIESREE. NEHREIR G,

« Custom - ERIZ BE YEIERTE | B custom-type FRZMINBEZ IR, Hlun
« Number.byte, Number.short, Number.int 1 Number.float AI&BIX 5 S FRE,
« Binary.gif # Binary.png ATRFBIX 2 UK AL,

(® Note

Amazon SQS T f#FF. W= A M INEIE.
custom-type & 5H B IE X E G HBHIBRF

I EE BB MD5 E R E

MEFEHAAWS SDK for Java , ATABKE AT, EHAF Java B SDK MessageMD5ChecksumHandler
E ¥ Amazon SQS JHEE MM MD5 HERE,

MREREW API A X¥F Amazon SQS B EE 1 MD5 HERER AWS SDK 2 — , M £4Z5 {8 A LA
THEEXNIT MD5 SEEREITE.
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® Note
BFHRAE MD5 HEREUEHR IS EENBEREER.

Bhik
BT8R T MD5 HEREHEEE !

1. REVHWAFNEEERMERITHR,
2. HNEIEUHNENESD (Name, Type M Value ) HITHRBHEFEAZHX,
3. IEENEFRXKHEERE,

TEERENEEREMN MD5 EEREN R
MD5Utils.digest()

MessageAttributeValue | MessageAttributeValue L MessageAttributeValue | == == == == == == -

Encoded Name Encoded Datatype Encoded value

Length | AttributeName Length Datatype Encoded MessageAttributeValue

| 4 bytes UTF8 bytes 4 bytes | UTF8 bytes
| |

—>» MD50fMessageAttributes

stringValue |= null

1| Length String value
|‘4 b'ﬂﬁ,-‘ UTFS bytes ‘1
: binaryValue !=null
“omemememememeoeeoseeoeeoeeooooooo———1 2 | Length | Binary value

) 4 b-.rtes‘ [P bytes

Xt 84 Amazon SQS JHEE w3

1. FEMRE : KE (4 FT ) MBHH UTF-8 =T,

2. NBBREEE : KE (4 FT ) MBEPEREY UTF-8 FT1,
3. XE (1/41NFT) WERZERE (String =® Binary ) &8,

1
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® Note

BEHELA String M Number M String f£HEH,
BEHIERE Binary £/4 Binary fRHEE,

a. XF String BHERE , KEH 1.
b. XF Binary f&#HKE  &wBH 2,
4. XNEMERS.

a. XTF String B@mRE K XNEMHERD : KE (4 FT ) MER UTF-8 FT,
b. XTF Binary F#RE  NEMERD : ENKE (4 F7 ) MEHFT,

Amazon SQS JHE RSB

BAUERAEEEMENEE L THREMRINEINARZEFH Amazon SQS JEHE. , ATLAERAE
BEREBMREMEEM AWS BRS ( 10 AWS X-Ray ) W T$hiE. BXEZER , HSH

Amazon Simple Queue Service APl 2ZH SendMessage l SendMessageBatch API #{EH
MessageSystemAttribute RS, ReceiveMessage API #4ER AWSTraceHeader BHR
MessageSystemAttributeValue #ERH,

HERGEMNEWEHEBMTE—# , RTATHIIN

- B -SXEHNEERAEMR AWSTraceHeader, THREMIMZ String MEEXLTAAER
IE#E AWS X-Ray IRERFRLF/HF S,

. HEREBEMNANTAT AN BHE AN,
A3 Amazon SQS JHEFFENEIR

NEBEEITAEEHREEFTENRIR , Amazon SQS AJAEERIIFHEER, ATRURATR
HENABHE, BXAMMNESZEFEELR , i3 “Amazon SQS A I 4T,

@ Note

X FHRERS , BT Amazon SQS RASHARK , ERIWEME, EASHBBERT , &it
B R #23 BA 51 R B9 SR BROH BB
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XF FIFO BAFI , £ R 2 HEBE,

TRHIETHT GetQueueAttributes BIEMNBMERH

£% BB
FREX AT MBA 5146 3R B9 K BUE B . ApproximateNumberOfMessages
Visible

IRERBA IR ZER B TR A L EMEER ABUEES .  ApproximateNumberOfMessages
WRRASIMHELE S HEIRRASI , HEFEA TEIRES Delayed
BRRILZER , WeHIIXFER.

REATF XITRA O ABUEER. MREHEEE  ApproximateNumberOfMessages
RIEFEF i , BEARBERSE HAZEETRAME  NotVisible
BOKRE , MBS AL T ITRES

SR 73 T

listQueues # listDeadLetterQueues APl FiEXIFUEN D TEH, BRIAVERT , XL APl 5
SETE W B 5E B A B ZIRE 1000 MBS, BATLASF MaxResults SEIEE N ES /N AIREE AR
“©R,

£ listQueues B listDeadlLetterQueues ERFIRESH MaxResults , IS EETE N
PIREHN R AL R, WREKRIZE MaxResults , MIANHEZEE 1000 NMER , B PH
NextToken {EA null,

MRFEIZE T MaxResults , EEEZLEREEZL RN , WA FEE NextToken B{EH, X
listQueues BTN —MERFF NextToken ERASH , MR T—RER, IRSKEEZEREE
£, M@ HHK NextToken EH null,

Amazon SQS A7 ELirE

EHLFFRIE Amazon SQS BAFILAH TR AL E |, B LURM T HIEHRERFFAASIN AR, rEE
HE, XELHEEFZAINALEER. EFH Amazon SQS 24l A B EHFZ , 5 fthe section
called “7 BA DI Bl EFR K"

BRI 5 T 51
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AU EARA D BEAREALR AWS KR | URREB CHRAEN ., ERITIERAE , HEMAIRE
AWS K= Ik RIS ERNE, BXEZER , H2H (AWS BilingAFEE) PHREAEK

Ao EIRE
BIMEEEBENHN —MR-EXN, fl , MRERMTHRERAS , NATEMRIRIX LA : &
7= A 3L BA 51

EA 3 &’ (=]

MyQueueA QueueType Production

MyQueueB QueueType Testing

(® Note

ERABASIPRERT | FICER TN

- BUAE@MBASIFFMET 50 Mrg, RiEXFEF UTF-8 XK Unicode FF.
- REREEMIEBENLE L, Amazon SQS IR R FHRER,

- REXDKNE,

- MRFMTINEENEFRZIMEE , RS2 BEZNERE,

- FRICIRIEBRFINE AWS K 30 TPS, MREWNMAEFEEFSNALE | i

i
2]

F

i
\/|
'oxb

N
/|

EXGERHANERIE , BSAEG.

Amazon SQS ER A KE 18

Amazon SQS RHEE NN KEWLHREUREFIATER. BINMBERAT | BAFIERER A,

FRE®HR , ReceiveMessage BERNEBHRFZHFN—NFE (ETNXENSF ) , UEXKTE

SEMNPHHEE, BMEERRZIEMHEL , Amazon SQS th4 37 Bl & IE MK,

EAKIIHAT , ReceiveMessage BREEBHAMERFH|UERES . Amazon SQS EREE
D—XAUAERE (RZTEIBERPEENRAERER ) BEAEWRN., REERASEHEZH

B} , Amazon SQS F 4 KiXZe0E R,

BRAAMKEH
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UT#Ho@RgrulNMcEennEAaAEE.

F&

- BEERERERAES

- BEKRAXRERHES

- REWNER R ZER/ X

BYERARERER

L@ ER MBS ERAE SR , Amazon SQS &XIRF N —NFE ( ETXEN S/ ) #H1T
X, HANMNXLERS[IREDES ., Ht |, & ReceiveMessage IR AIBETRIREEBH TG HE
B, B2 , MREMNBASIHEEE DT 1000 & , —MNELERFREEHEE . WRLLEMNEHIRAT]
REAER , W Amazon SQS X HAFE RS S|FHTRE , RAEENKEIEHAEER.

TEERTREAH 2 — R EEWFEREMIRHER SR E R E SRR IMITH. Amazon SQS X HHE
THRSH (ERNRE ) #ITREANXLERSF[EEER A, C. DM B, REFT2NIFEREEHE
B E, BRNEEFEREREIZEEL,

Your Distributed Your Queue
System's (Distributed on
Components 5Q5 Servers)
Component E
1 Messages A E o

Received from

Sampled Servers e
—a ®

Gompzumnt « A eee eoo e -

BEREERERER

% ReceiveMessage API REMNERFINE X T 0 1 , KERHAEN. HREEKRAFEHEN 20 ¥, &
RIRBETHBRZE MBI B E ( ReceiveMessage BTREEEHEETMAN ) FHBRBNZWA (SHET
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REXRIEEMNS ) , HBEEEMERA Amazon SQS KA, BXEA Amazon SQS 2 #I5& J3 #BA
SIRIMAGIEAKELBNES , BSREENIISH (2F8 ) . AXRESEK , BEARERE
EO

KRAEBUTHL

- EREMB A , /L Amazon SQS EFEIRASIRHEE AN L , NTIHBRZEMRL, BRIEE
Ei#Ent , BNX ReceiveMessage RN EDITE—KXTANER , HERZEE
ReceiveMessage BIEHIEENRAKENHE, EWMPDHERT , BMERIIFPHEEER , &b
ARESWBIZEMR , RERELEN ReceiveMessageWaitTimeSeconds SHiEENERENER
To

- BYERME (MAREFE ) Amazon SQS FREEFFRB A EIRZEE R,

- FEEE T AR ZENREE R,

BXRMMABEINAFIANZRESR , BTSRBEIUNAIINZ,

KEHMEF W AIRY X 5l

MRATHHFMFAR 22— WaitTimeSeconds R ReceiveMessage ZEIREN 0, ML HI
"R

- ReceiveMessage AFF WaitTimeSeconds i &N 0,

« ReceiveMessage AT LXIRE WaitTimeSeconds , {ERAFIE
ReceiveMessageWaitTimeSeconds FHZER 0.

Amazon SQS FE{ERA 5

Amazon SQS XZIFFEEFAF] (DLQ) , EAEEAF] ( FBEBAG ) AISEMEN B R RTAMIALE (£ )
BNE, BERIEHTRREANSARFREEARRE , By ENTiERERERNNEUEE
HAME LM EE, B%EA Amazon SQS 24| A REREMFINES , BSEE BRSNS (24
A). —BRRTERENARFRERAENARFTHERNE SR T EARENIIEH R
BT E BB EFRA S,

/A Important
Amazon SQS T & B BIEIEEAS, SBTECIERSI , RS 88 EHAAEIEEAS,
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£

« BERIINTIHELR

- JEISBASIE B FLL 2

- TREIKBAFIZEE a4k B KW 2

o {AIBY RIfE FAASEISRASI 2

- FOEE B HIEES

« BEEIRISBAFIHY B] &

- BEIERT (ZFE)

- EEIREBAIIEFRS

 CloudTrail E##1 Amazon SQS FEER %I (DLQ) EFH RN EER

SEASBABIRY THE A

BANSEEHAIEENFEE (flW , tIRENARFREAENARFANERZA IS BEHNARE
FABEAFABENENREER ) MISBELELEER. flm, MEAFERAESESm ID Tk Web
iT& {87 m ID SHMMER , M Web BIENRBLAMHERER , MEZSTEBERIERFRIE
FIFEERA S,

Art, QIRENEAETRLTEHREATEGNMUNZINAE , NISBUEEPERERX, LI,
ERENBEAHIRTTRESFHDEE A,

EHRRHEIETREAS, FESBAS , LA% Amazon SQS FHHEMBTEBREEENZE ( NRIREASI
WERETTELEHBIEEXRE ) o maxReceiveCount ZEAZEEBIFITLERASI 2 5= iR MBA T
BUCH B M EMBREY X B, ¥ maxReceiveCount RERNRENE (HliN 1) 2SS BT EBUROHE
B, MNMEBUEEBERGBIY, HEHBESEMBERNE A REABEEIR. EHRENRAEBIE
f451R |, B maxReceiveCount REBE® S , MAFEBHER,

BB AU RS E WL IR AT LA B SEAERA S, BLRBEER T EERENY. BULUERE AT
FRBERBASI., AT ENRASIERIELFTEIRS . BRINRERAFFTERAIIEAEEAS, R
BEFR AT ERS (£H byQueue 1T ) , NIATLAEAIRBASI Amazon BIREEZ R (ARN) RZIEE
10 NNRBASI, WMREIETE denyAll |, MIBAFI T BEAESEESRATI,

BEISEIERTY , BAILAE ARG A AWS SDK, A0 558 B KX B FESEA SR Z 1N BA B
PATHIRE, B—XRKBENZIBAINTH—PNREBAFIERNBR. BXEZEER , BSREERE
BA% (#2%l& ) BAK CreateQueue B SetQueueAttributes #B4EH RedrivePolicy
RedriveAllowPolicy B,
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/A Important
FIFO BABIRI FEERA BB 42012 FIFO BRI, [E4F | FRAERNSIHIFEAS B 51t AT R HR ARSI,
B E MR AWS K Sk 81 FE/S BA 5 A K [ SEAE RA S &35 8 B E MRS, thst |
SEERA DI AMIT BT E A SEERA SRV HABASIFRE X, Bl , MREXERE (B EB
M) XBACIE—BASI , HEEXZASIFERIEEBAT , WE =R b A T EERER
(BZEM ) g,
NFHRERRS , SHEN B RIRAETHRB AN EE. fHEEBERGSSIE , A
RABT B B R ¥ 3, ApproximateAgeO0fOldestMessage 1EFrIE R BB ASEISRA
5 MARHEERVRIENRE, fli, RE—FEHEERBAIIFEZT 1 X, RS
BERENY, WMRIFEERIINFRE N 4 X, MEEFE 3 KGMIEERATIFHIBER , B
ApproximateAgeOfOldestMessage 1 3 Ko At , REFREERATIEETINREH
R E N LRI BA S 4R & Hi <
X F FIFO RA%I , HHEBEIFEEASIET , ABRBEBELXE
B, ApproximateAgeOfOldestMessage fEFRIE B MBI EIFEEAT, £ LEHNE
—ANRBIFR | SEHETE 4 KIEMEEBFIFMIBER , B ApproximateAgeOfOldestMessage 79
4 X,

SEASBASIB REE L AL ?
REMSINTEASRABREAEENERAS. MAKENS , SIS HARET A EBLEN
BB R B A MK RE, 8BS T BT TR |

- HBHEISEESINE T B EE R,

. BEAE, LT BTESHEEBHEEENFINRE.

. SATBHFEEFIMEEANE | LS WS S 1R B & W

- BERTHEAERMET RENRERLEHEE,

7[5 9 BA 51 25 24 anfrT4h 32 5H B R K 2

PRIERAF

PRERA SIS ERBHG RATBEALIREE, XAIBRESLEEE , NT&ARE RS BT EL

B H B LERLR, LR E SR ] SANRBA S RS IR E ,
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E—MIEHBTFREENRSEY , FEEAERETEB NN RN XEE S WS MEAH LM
wmRIANE . RERE/LALEZHAZERABKNEEBERENS , MFAREXLEHEEIHA —B
AL BT,

® Note

PERFI A RBERPER . WRENKRSBUERTEERA BT ERIETIZEED , MLE
BRCHEMERFG TR, At , ERFAIINEE  FHEMAERF EBLEES.

FIFO A%l

FIFO RSB ZIRFERESEARHNHEE , BRALE-X. Bt , REERETHERLRSE —NE

BRATHNERHEE , BEBLRAIIFES BRI RN ERBI FIFEEAI 20 , E-—NEEEAFRETR
ARRES.

(® Note
FIFO BRIl AT D EFBFHEE. Bt , EWREHN FIFO RAIITLHBUESMEL  BRANARE
FrIETALEE B

HHEM FIFO BA%I# 31 E] FIFO DLQ &Y , [R#E SN EE BIEMIER ID FEHRN R HEEHN
ID, XZEN TH{R DLQ EERERIBRT A L FE IS F R EEEHIEMER ID IR RINIH

/BN O

Al Bt RLE A SEAS BA S 2

FRERFI A TAR RS, SEHNARFERBBEFR | BRBARRAEEAT. FEERFIATHBIE
BEET EHAYH S A MR ER R,

(® Note
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EASEEEATIRE D EEBMEEFRELTAETAHEE ( TEBETELERNER ) HILE,

X Pl
REEXLRHEREZRHEE , BREXNSRHERSIERAEERS, a0 | REBNERFSHMEFSEMRE
SREESEXRHTH , EFEFRAIEERAY,

X un
Rl HERIRENEBIRF , FTFEX FIFO AFIERAIEERS, Flin , BFRERMINGREE
HHYRmEBIRESIR (EDL) PHIESEREEAY , LLBRT , ERRENINFNEXNEEREN LT
X,

’H BB HFEISEA S

ERAMERAEGEIIEF R REERERAEENEGEH. EBRE TS FIFO FEERSIFREA
HENBENEX THER , ST EEERRII @M ARG, EERIIEMEDBIERINHEN
e Ht EALEH B KM A APl BRI,

EFEHTESREKATFEH Amazon SQS # SendMessageBatch, ReceiveMessage #
DeleteMessageBatch API REFHEZNHEE. EHitt , IEEFRIHEEREA N EEH
messageid. enqueueTime FRBHMWFES . SEEAIIEHBIINENFER B API BRI
METF Amazon SQS EMNHIMKE

Source Queue
Amazon SQS
Fully managed message
Applications queuein g service DLQ Redrive Dead-letter Queue Redrive Policy Applications
Producer Applications to source Moving unconsume: d Consumer Applications
sending messages queue messages to consuming messa ges
Moving messa ges Unconsumed Message Life Cycle dead-letter queue
back to source queue

BHINMBERT , EEFIEFH B FFEENFEEATIB BRG], B2 , £0& 7T SURFE a1 H 2 RA 51 &
BERNEFR BN , SIRERNIETE—XE, Hlm , REEBAIR FIFO Y, M EFHIK
B B BA 5t 402 FIFO BASI, b4 |, AT LAEL B EFH I IEE LR E Amazon SQS B 3H B MR

R, BXEEBFXEFIEFRESNGRE , FSHEEEIIEHRED,
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® Note

Amazon SQS T % #H1E fF5H S MIEE BA 5l Fh B 579K 2 B ik S SO B
LSRRI EF RS ES RS A LUZE 1T 36 /Mit, Amazon SQS XiFEFNKF & 100 NEKH
BEHRANES.

M FIFO SEEBABI R E#H IS E ST , S8 grouplD # deduplicationID ®RiFFRZE | HAKHES
W B —NETEY messagelDo

Amazon SQS FEERFIREWRFEHREES , NRIBEEEFE, B2 , B ISBRE
BUCEENINFERMERR A ESURKBEMAIZENFES, flln , MRAIEEEER
FIFO BA%I &35 E SR E Bt MIEEBA SR EH B ES , MEREIINEENSLEEN
FHBRRRE -,

HFEILEBAFIRY A &

EREAER T , Amazon SQS FLEBFIRITH TAEH TS RA AT, HE82BHA T 3 0 55 3153
AT AR BRI L5 B,

EREFHEEE B ARG BUHE B EENS!

FERFI B PARTEHENMRASIN ERHRIR N REEFEEAN , Amazon SQS R Tit. Hit , MREEF
A REERHERRBOA M MR 5 89 EIR ) KB 5 E IR, WiZ0E BCRF 8 E A MR SR FEISRA S
Fo

ZREWTH , EAURITTIIREZ—

o ET334H RBZBA B #Y BB IK 3) K K 18 K Maximum Receives R i&,
- BEEEEASDEEHENAYIAES,

SL1EBA%/AY NumberOfMessagesSent #1 NumberOfMessagesReceived FPLEL
MBLFHEIENTILEEE , ©FFHA NumberOfMessagesSent fE#rfk. 3 , RRLLE

SR AWM AIEXEBBFEENS , MIERT2HIRIZER. it , NumberOfMessagesSent
NumberOfMessagesReceived HWE A RERE,
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BREZEMEEFEEAIIEFRRIIAES

BEE , WEIEHRERSEELR N Amazon SQS REHMAIER , LUIZWSK B FEEBAFIRYE B H 5
SHERIEEIBARRAS, MENERRE , WAFEERINEFHRZZRAIIT 2B EEEH K , H A8
FESEM, BUUEEHEEFEIESHRES , MEERBHER,

I

- BERERAY (EHAE)

- BEREIIEFIES

« CloudTrail E##] Amazon SQS FEERA %I (DLQ) EF I AINEER

BLESEERAS ( Z=H A )

SEERASIRE — S NRASI T A TREARNEAEERNAG, BXESES , M Amazon
SQS FEfERAS,

Amazon SQS T2 Bz tZIEEAF]. HAECIZES , RS REeFERERET. BXREIZ
LLRYESEERASIRI UL | BSFEIER S (2FH 5 )

FIFO BABIRISEASRASI o5 A2 FIFO BAB, A% , BRtRABIIEY SEASBA Bl th X R A7 AEBA B,
Bl B BIN | W LA BFLERAS,
HIEFIREIEEMF (254 )

1. BT MUEITFF Amazon SQS & A : https://console.aws.amazon.com/sgs/o
ESMBERKT |, %# Queues (BAF).

BN B IR R IRE

RN EIFEEAINH D , REEER A

R ESZIFRA SR I B SEERASIH Amazon FIRAE T (ARN).

EiEHBERERIIEER S 2 8l AT AR E , BREABEBORBREN — M T 1 8 1000 2
[2): =

7. BERREERIE , EERF,

o g k~ w0 b

RESIE , EHELXERRIINFAFEENE, FHAFERE , FEERFETIF2E RIS
FIHY & REBWOR B FEISAS] ARN.
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BB SEISBA S ERTIXB)

BRI BB SEERA S E RS |, R ERRNEENRBIEREAII B O ARG, BXRIEENIIE
MEBNESEE , BESRREEBHIEERS,

AU EIRESIE B SEERASIERTIX B (API)

SERBAMER AT APl RIFEC B SESAPI E R RS

API #24E iR

StartMessageMoveTask BHRSES , WEENEEN RSB EE
EH B RS,

ListMessageMoveTasks REGSERAITHRINEERIES (&S
101 ) o

CancelMessageMoveTask BUHEEEWEEBHIES. REEIIRS

NIEREBITE , FREBUHHEE B3,

ABERESIE B SEERAFIER B (#2FHE )

1. B AT MuLiTFF Amazon SQS # & & : https://console.aws.amazon.com/sgs/o

2. ESMBHF , %R Queues (BAF),

3. ®EECHEENILEPATIRIBAFIE R,

4. EFEFFH DLQ EF T3,

5. EEHMEIHMET , T HEBEHR , MITUTE—#BE:
ERHREHEI B EIRASI | B R EFES) FNRAS,

ENERENERI B HMBAS , BEFEHEEENLEIR. AR5, WMAIEBRAIIH
Amazon FIRE&FF (ARN).

(® Note

BEX BRI SRS IEERASIRI R B ITE, B0 , 2RIEFERASIR FIFO BA5I , Y
BE X BARBASI B 452 FIFO BASI,

BL B SERRA S E R 61
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https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_ListMessageMoveTasks.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_CancelMessageMoveTask.html
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6. HEEZRFNRET , EHELT—MEMR

- REMAL - BB EXEEREFRRINEEIER.

- BEMBZARE - FREENBYRAEEEREHNRNFEERIIER . THNRRERHEY
500 %&IEE..

- BUMNBEMBAREE"WR/MEF I , ARIDRAIF2BEEER. EXE , BHEME
ENBREEE , $EE2ERASIEVRE,

7. BEEZEEAINEMEIG , BEEFRIIES.

/A Important

Amazon SQS X IF1EFFH S MILISBA 5 o EH I 3h B FF i NS SUE B0
SEESIEH W ESHZ A LUETT 36 Ef. Amazon SQS XFZFNMKF&Z 100 NE
R BRI ES

ENRHIEZSLEBREH ., M messageID M enqueueTime £ D ELAEFH I H
=

B8N0

8. MREEUVHHEEMEINMES , BEMRINFEMAFEERRNEL , E&FEIUE DLQ EFR, BUEEHE
BITROHEEFRRIE , AAIEERNBEHBS) B RS E B &R R E E B ARSI,

9 FEAS BA 5l B 57 3K 3 i i BA B AX PR

SR LB 0] SR B AN A PR SR %2 F A = 0 B 45 TE SEAS A SR BRI A PR . SEAS BA B E#T IX 3 Al FB A9 & AR AX
BRI :

RNMUR HFER APl 5%

FF 44 ERTIRE B )
AINFEERAFIEY sqs:StartMessageMoveTask . sqgs:Recei
veMessage . sqgs:DeleteMessage #l sqs:GetQueueAttrib
utes . MRIEEMIIHEHRIFRAINLI N (FH SSE A5 ) |, ME
TEFACH T INEERNEM KMS Z4A/ kms :Decrypt o

AINE#RBASIEY sqs:SendMessage . MR B#RRAFIEMNE , MAEFEE
kms:GenerateDataKey #l kms:Decrypt o
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R/NMUR HFER APl 5%

BUE#ITHHIEE - ~
EE ) AINFEERAFIE sqs:CancelMessageMoveTask ., sqs:Recei

veMessage . sqgs:DeleteMessage #l sqs:GetQueueAttrib
utes . MRIFEENIIEMNE ( tBFHAN SSE RS ) , MEFE
kms:Decrypt o

LHEBHRES -

AINFEEBAFIM sqs:ListMessageMoveTasks %l sqs:GetQu
eueAttributes .

FIFBAFIXS ( HAFEEBAFIATIREAS] ) BLENFR

{8 BA T 25 BREC I 5815 BA 51 EE 33X 30 By SR AR AN R -

1. &FE AWS Management Console , RA/FET LA T MuLFTF IAM #2HI1 & : hitps:/

console.aws.amazon.com/iam/.

2. ESHEHKS  HEHK,
3. GIEEAMTAURNER  HELRMACHES AM AR REE :

sqs:StartMessageMoveTask
sqgs:CancelMessageMoveTask
sqs:ListMessageMoveTasks
sqs:ListDeadlLetterSourceQueues
sqgs:ReceiveMessage
sqs:DeleteMessage
sqs:GetQueueAttributes

SEASRASIH Resource ARN ( 4l
0, “arn:aws:sqs:<DLQ_region>:<DLQ_accountId>:<DL@Q_name>"") o

sgs:SendMessage

B#rBAFIHY Resource ARN ( 30 | “arn: aws: sgs: < _region>: < _accountid>: < DestQueue

_name>"") , DestQueue DestQueue

kms:Decrypt - RIFHEZRIZE

. km<°Gpnpraprafapr
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https://console.aws.amazon.com/iam/
https://console.aws.amazon.com/iam/
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
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- BRATMZRERERRATIEEH KMS tnZ 2408 Resource ARN (
i, “arn:aws:kms:<region>:<accountId>:key/<keyId_used to encrypt the

message body>") .

- ATEHR)ERBAFIE KMS iz 20 8EIR ARN (451
0, “arn:aws:kms:<region>:<accountId>:key/<keyId_used for the destination
queue>") o

AR IVES D e

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",

"Action": [
"sqs:StartMessageMoveTask",
"sqgs:CancelMessageMoveTask",
"sqs:ListMessageMoveTasks",
"sqs:ReceiveMessage",
"sqs:DeleteMessage",
"sgs:GetQueueAttributes"

1,
"Resource": "arn:aws:sqs:<DLQ_region>:<DLQ_accountId>:<DLQ_name>"
.
{
"Effect": "Allow",
"Action": "sqgs:SendMessage",
"Resource":
"arn:aws:sqs:<DestQueue_region>:<DestQueue_accountId>:<DestQueue_name>"
.
{

"Effect": "Allow",
"Action": [
"kms:Decrypt",
"kms:GenerateDataKey"

1,

"Resource": "arn:aws:kms:<region>:<accountId>:key/<keyId>"
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ERFEMZRASIRT ( FAIEERAZIRIREAS] ) ECEX R

ER LT ZEARMEBRNARETTEFIEERENR | FrERNRENRIE : NFEERRFIFE, Hil
BRAFREUE M , SAK 160 IR BA B R IA R 1o

1. B %EF AWS Management Console , A& LT Mt 1AM 24 & : https:/
console.aws.amazon.com/iam/.

2. ESHEKT  HEEK.
3. GIREEUTRENER  HGEMNIGHES IAM AR REE

* sgs:StartMessageMoveTask

* sgs:CancelMessageMoveTask

* sgs:ListMessageMoveTasks

* sqgs:ReceiveMessage

* sqgs:DeleteMessage

* sgs:GetQueueAttributes

« BESBAFIEY Resource ARN ( 4
i, “arn:aws:sqs:<DLQ_region>:<DLQ_accountId>:<DLQ_name>")

* sgs:SendMessage

o ##### Resource ARN####”arn: aws: sqgs:

DestQueue

_name>"##DestQueue DestQueue

IEEE R IVES PR

{

"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",
"Action": [

"qu

]I

:StartMessageMoveTask",
"sqgs:
sqgs:
"sqgs:
sqgs:
"sqgs:

CancelMessageMoveTask",
ListMessageMoveTasks",
ReceiveMessage",
DeleteMessage",
GetQueueAttributes"

< _region>: < _accountid>: <

BL B SERRA S E R
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https://console.aws.amazon.com/iam/
https://console.aws.amazon.com/iam/
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
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"Resource": "arn:aws:sqs:<DLQ_region>:<DLQ_accountId>:<DLQ_name>"
.
{
"Effect": "Allow",
"Action": "sqgs:SendMessage",
"Resource":

"arn:aws:sqs:<DestQueue_region>:<DestQueue_accountId>:<DestQueue_name>"

}
]
}

CloudTrail E#1# Amazon SQS FE{SRA % (DLQ) EFT I HINRER

2023 £ 6 A 8 H , Amazon SQS #H T5&MHF AWS SDK 1 AWS Command Line Interface (CLI) K9
JEERAS (DLQ) EF S, WINAERTT O XIF AWS #2414 DLQ EF RN T, MBEEZHESER
AWS 4| A EFHIEFFEENTEE , NATRELZ B LU TE RIS

- FJEERFIEFIEBIH CloudTrail EHEwm

- EF T SREBASIEFH IR BN VAR

CloudTrail B4 2

2023 £ 10 A 15 B , Amazon SQS #2#|& LR E Y EFHIESIA CloudTrail EF BT R EZAL,
MREERXL CloudTrail B ERE TEHR , M AAALENEH#ITER. UTE DLQ EFEIAH
CloudTrail E4& % :

E—NEHEBR WEHEWN

CreateMoveTask StartMessageMoveTask

CancelMoveTask CancelMessageMoveTask
EFTR

#£ SDK A CLI fix&<# , Amazon SQS A E#1 7 DLQ E#EFIAIRAFINIR , LEF L EHKESRK, &
R TASIM R B E I3 DLQ HFRIEE.

1. ETERENNER ( E#H DLQ APl #81E)
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2. ¥£% Amazon SQS F IR
3. 5/ sqs:* BE AR K B

/A Important

EFAEAT SDK 5 CLI 8y DLQ EffiRzs) , FEEEFS L&z —HIEE M DLQ EF
IX 3 X PR SR B

MREE DLQ EFESNBASINRE LR ET 2 —FE , MEAMIE 2023 F 8 A 31 HZBIEH
BEIBR. WIITERZE 2023 8 A 31 H , BWIKF, ReeEZR 2 aiEAT DLQ EFHMIE A X H
B1E AWS 218 LB EMNNREHEIES . Hli0 , RIZEFE us-east-1 H eu-west-1 FEEF MK~
A’ £ 2023 % 6 A 8 HZHI , “MKF A’HTF1E us-east-1 19 AWS #=#Hl5 LEFWIHE , BT eu-
west-1 FEEH., £2023F 6 A8 HE 2023 F£8 A 31 HxziE , IR K/, ATHNRBN RS LR
E— &R EE , N RBETE us-east-1 REAZEKE AWS BHIA LEHEIEE , MTEEE eu-
west-1 REFHEBIE LS.

/A Important

WRE 2023 £ 8 A 31 HZ/EEH DLQ EF T INREH P —MNETIAFTE |, &K K- [
TEEFER AWS 2HI 5 EH T3 DLQ EE.

B2 , MREIHE 2023 F 8 AHIRIE AWS #2515 LEA T DLQ EME B , WA LUREE
X LR 2 —7F 2023 £ 10 A 15 H 28I XA FH R,

BXEZER |, 55 the section called “briR F EMMAY KL,

T RE1 DLQ EXENETAIBA SR PR RBI. fEMIRSS SRR N%: (SSE) BASIRY , FEEMMAY AWS
KMS Z AR,

ET#&EF

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [
"sqs:ReceiveMessage",
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sqgs:DeleteMessage",
"sqs:GetQueueAttributes",
"sqs:StartMessageMoveTask",
"sqs:ListMessageMoveTasks",
"sqgs:CancelMessageMoveTask"

1,
"Resource": "arn:aws:sqs:<DLQ_region>:<DLQ_accountId>:<DLQ_name>"
.
{
"Effect": "Allow",
"Action": "sqgs:SendMessage",
"Resource":
"arn:aws:sqs:<DestQueue_region>:<DestQueue_accountId>:<DestQueue_name>"
}
]
}
REXRM

UTRERBESFENERNR

« AmazonSQSFullAccess - BIELA T REBATIEFBAES : TR, BUEFSIH,
« AmazonSQSReadOnlyAccess - 2t RiEHENR , HIEFI L EENIIEH R TS

CloudTrail EFH N RER
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Step 1

Add permissions

Step 2

Review

Add permissions

Add user to an existing group or create a new one. Using groups is a best-practice way to manage user's permissions by job

functions. Learn more [

Permissions options

() Add user to group
Add user to an existing group, or
create a new group. We
recommend using groups to
manage user permissions by job

() Copy permissions

policies, and any existing

function. existing user.

Copy all group memberships,
attached managed policies, inline

permissions boundaries from an

© Attach policies directly
Attach a managed policy directly
to a user. As a best practice, we
recommend attaching policies to a
group instead. Then, add the user
to the appropriate group.

Permissions policies (1/1051) ‘ C ‘ ‘ Create policy [3
Q, AmazonsQs X ‘ 2 matches 1 ©
-] Policy name [3 A | Type A4 | Attached entities v
] AmazonSQSFullAccess AWS managed 0
(] 0] AmazonSQSReadOnly... AWS managed 0

£ sqs* BERFHY A PR SR BE

"Version": "2012-10-17",

"Statement": [
{

"Effect": "Allow",
"Action": "sqgs:*",

"Resource'": "*"

PRIR 32 S0 Y SRR

MREFEANREFITER (CMP) , MTTEAEH AWS CloudTrail 1 IAM KRR 32 RA I PR E #1572

W By SR

CloudTrail EH M PRE R
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® Note
MREEAM R AmazonSQSFullAccess #l AmazonSQSReadOnlyAccess , N J3E R EUH
_ﬂ}ﬁgﬂzo

1. &% AWS CloudTrail 344,
2. HEEHFHLICERTHNEREMET , FRATAXEEESHENH. ARE R CreateMoveTask,

3. EREH4  fIFFHAEENH. EEHIEKED , M userIdentity ARN F# 3 UserName 5
RoleName,

4. EBFI IAM 2H A,

s WFAF , EBAF, BYE—FHIRIRE UserName B A F.
- WFAR , ERA®, B L —FHFREH RoleName EEHF,

5. EHFMAGEETNHEHMNNERED , EF Action FRIZRA sqs: WAME X , REF Resource FE
X7 Amazon SQS BAFIHI K BE .

Amazon SQS 7] L4

LR FEWGHLER B SIRE R |, SHEFREEZASIFR, Amazon SQS T2 BFIMIERESR.
HT Amazon SQS BZ4ARRE , Bt , TERIEEAEXGRWEES (flan , BT EERERHT
ERENRAREFER ) . Rt , EAEEZERANLEESESTMBAG P HIERZHE S

ReceiveMessage ReceiveMessage

Request RecelveMessage ReceiveMessage Request
Reqgueast Regueast

Visibility Timeout (in seconds)

Time

Message not Message not
returmed returned '

Message returned Message returned

WEERE , BRI EMREERSIR, AR EREBXRLEHES , Amazon SQSRE T AL
PEEERT |, IX2 Amazon SQS B L PR fiE A B B UAAL 0K SRV BT R B, SH SR RIA AT IR 14 A 30
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¥, RENEN OR, HRKABER 12 /Met, BXREARFSEENITREERBNES , FSHEE

BAZISE (288 ) .

® Note
X FHRAERS , AT BT ERIEFSBUBCEER X, BXEZEEL |, 55 Hi%t-least-once

FIFO RAFIR TRl EHFEAEZ RS RER !

- WMRABERNE SendMessage BREXMK , NI LAREZEMEAMERENESES BIER R
ID B ARIEZR. BRRVIEEEESHERBREFEEH 2 ZEDKE —IXEHIA , WZRER
BRAFEENIREF , tTFAR5IAEEHE,

- MRFHERMEI ReceiveMessage BIEXRM , NAIREZEFEAHERNERKIERE R
ID EiXZXR. BREFEAEEATLEENBB I ZDRE—REIA , MZREXTFEHE
=N: 0] )=

- HERWETFEEEA IDWEER , BRIFEFCHIRIZEERZEEZRNAL , FUFLBIRE
BEHE—HE4AH D HHEE,

FA

- EHEPEE

- RE AR

- FoUEE M AL E AT
o LIEEE R LB

FRAPER
Amazon SQS JHE B = EARRE :

1. BIZERIEFIRAG,
2. fEREMBAFI P
3. MBAF A BR

HEHEHRGEEREZIAIIEEREHAMRIPEZR (IERS 1M 228 ) 2FE, 2FHEEN
N, FRIVERHRERARS . HH S B EME MG P ERE ERMEAFIF B ( BIEIRES 2
M3I3zE)zhE, 2FHEEANERT, FRaTERRERRRH.

fRRFEE
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/A Important
EATHERTHENEASTRBENFRERTX.

XN FRSBIRERD ( BURTAIIREBNEERE ) , RETLAE KLY 120000 FERMPER (£AE
EMBAFIF W, B ARMAIIRRER ) . MREEFEAELAFHEELED , N Amazon SQS 2R
[ OverLimit #iREE. MREFEAKLH , I Amazon SQS FIREMEMEEIRER. NEHRIAF L
B, BRZELEE B S EMBASI IR, ZE A MARGEESHAIINBE. ERERS
Bl , FIRRXZEFIER,

XF FIFO BA%I , &Z AT LAE 20000 &M FHEE ( FHE ST FEZY |, 1818 R MBS A il
BR) o MBREERMELS , Amazon SQS FARLIREEMEEIRHE R,

/A Important

fEH FIFO BABIRY , tNRER MBI E O 2 /ANREIER , Il DeleteMessage BEF X
Mo MMEFAMENR OR , MMATIEEERENRE —ZWPRFEMBR , TNZEEFHMN
NHBF. X2 MaxNumberOfMessages Z¥AT 1 BIER T , §3 Amazon SQS £
ReceiveMessage BEHRE— MNP IEEEHE . BXREZLIFE , 152 H Amazon SQS
FIFO API fy T{EJRE,

% & A 14 6 B

AR M Amazon SQS IRENEE MR, EXEMEIER , FAETULENRRES. B

2 NMREAEENREEZHAK , H EENWRESEEUNHERE R a3 ZE A
DeleteMessage BE , M EMEAEFUUEFIZEEHEBRBKRZER, MREXEE RER
BW—R , NER 6 & R 7E T 0 M4 4 B A (8] U BRZOE 2.

&4 Amazon SQS FAFIEER 30 BHIRA AT A EEIIRE, BN BMAIIERRLIRE, BF ,
18RI A AR B R B Dy SR Y B AR AR PR AL BB0H B T M BA B R i BR OB S PR BV B KT o ESN | TERROH
BEt, ZRAURNEEMERREFHRN AT RN MEREXENAIINEN, BXEZER  F
SRR ETE B0 R REKXEK,

NRETHELEEEFESKNE , FAENEAZRECIERLNES  BEDNB TR (Fl0
20%)  RE ( REEHNERAENELEIZER ) , RANES TR EERERK 2 5484,
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https://console.aws.amazon.com/support/home#/case/create?issueType=service-limit-increase&limitType=service-code-sqs
https://aws.amazon.com/blogs/developer/how-the-amazon-sqs-fifo-api-works/
https://aws.amazon.com/blogs/developer/how-the-amazon-sqs-fifo-api-works/
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_DeleteMessage.html
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/A Important
B AT LA M Amazon SQS Y E| ReceiveMessage &REFH#E 12 /at, ZEK T O
RALEE 12 MW RKE,
WA, BERETT R R ANE R R EAT AT AR E N ReceiveMessage HRE a1t AT 25
JEHVEER 12 /et (BN 43200 # ) . fila0 , NREKEI—REE |, HUEBETLE
ChangeMessageVisibility ¥ , & VisibilityTimeout i& &3} 43200 # , LLU&E
12 /PR AE , WiZEERATELAM, B2 , BRIFET ReceiveMessage BREBEEFME
MO BN EEFEERIEMNER , BNMER 43195 BXNMELEZER. IRENERAEE
=B 12 /het , IBE R Step Functions,

B oUH B /Y o] It A

LR EIR BRASIRYE B AT R B IZE RN, BASIN T BN T RERE ( flin , BAseEELEM
BIEEE ) . A@IEA ChangeMessageVisibility BEREFHWBRERAERELEENT
W,

Bign | anREASIRIRRIAEEHESR 60 ¥, EEEYBUERE 15 ¥et , BRET
ChangeMessageVisibility WA HF VisibilityTimeout &7 10 ¥ , NiX 10 BMNE#H 1T
ChangeMessageVisibility @AMFHItE, At , BERVERTAEENGF 108 (£ 25
¥R, EaES A B SR IEE RS R B A e S B IR,

(® Note

VR HIRR B2 A ChangeMessageVisibility REREM. I , FHE AT HABRI A
BT HEMNESEER., ChangeMessageVisibility T& K S M EEZWNEELERATIH
BT,

& 1 5 B 1O T JL M AR

WEIKBENRIINESZERR | BAIEL R |, BKER LB EFRIBRIZER. Amazon SQS 7
WELIERNEHEN AT AMEN, XFEZEENRETNEMAHZEIRTAF BEAATAE,

ZE% A ReceiveMessage FAILHEMN AT AT , 1A ChangeMessageVisibility ¥
VisibilityTimeout iZER 0 #,
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https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_ChangeMessageVisibility.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_ChangeMessageVisibility.html
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Amazon SQS iEiR RA 5l

HERRAFI AR AER & REFUERHER /LS |, Sl , HENERENAEFEEE SN EIRLE
HER . MREGIEIERAT] , MAESZBEASIWAEE S EER BRI ERE BT, BAZIRIERIA
(&) EBHN OR. RAEN 15 78, AXEAZEFEEELENINEE , BSHAEENSIZHK
(£#HE).

(® Note
X THRERRS , BASIERIRER T BN — Bt iREF SRS EBRE SRV
B,

XF FIFO BRI , ERAFIZERIREFIEY , ERIRELFEASIHEBHHEEBNER,

HERRAFISRELT AL R , BAXAHSFEHESERAEERENRRRRATEREER. —&EZH
MXBET : X TFHRS , SHEEBERRINEIRASIET AT ; mxt T REEs , HRIABEMN
BASIGERfE = RHRA . TEUEA T RS A IAEEAR 2 R X R,

SendMessage ReceiveMessage ReceiveMessage
Request ReceiveMessage Request ReceiveMessage Request

Request Request

isibility Timeout
(in seconds)

Delay Seconds

Time

Message not Message not
returnead returned '.

Message added to

I turned i ad
queue essage ratum essage returmne

ERNEFEHEMAREMNAINRELR ( AW N ) |, EEAEEITIIEEU A Amazon SQS £ A
JHETATE8H) DelaySeconds {H , A2 EAIEIEBASIH DelaySeconds fH.

Amazon SQS I BsfRA 51l

£ H request-response EEIEEEXET | I@atBASI A HS B AT B FF AR FEBBHR A, BALAE
RGN EF iRt REEHE, 2FXE, ANAEFEENIRREAS,

ERRS RS MENAG (EZFNRERELRNEARFEES ) BREE £ Amazon SQS
A, SEERSNMERAFINREREN  XRESENNARFAERIN APIER , XAESH

HEIRRA B 74


https://github.com/awslabs/amazon-sqs-java-temporary-queues-client
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'
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Amazon SQS
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Hello world! Dl | |4
ReceiveMessage (
"MyQueue#MyVirtualQueueA") Virtual Queue
ou MyQueuegMyVirtualQueueA 2
ReceiveMessage ( Dispatch
"MyQueue#MyVirtualQueueB") > bl | |d Thread
’ | Virtual Queue
( MyQueue#MyVirtualQueueB

Virtual Queue Client

REIGE  REBRER

LT REIZERERT WM A AmazonSQSRequester # AmazonSQSResponder #EORLEAFH
BEFEKR,

EX-IRN

public class LoginClient {

// Specify the Amazon SQS queue to which to send requests.
private final String requestQueueUrl;

// Use the AmazonSQSRequester interface to create

// a temporary queue for each response.

private final AmazonSQSRequester sqsRequester =
AmazonSQSRequesterClientBuilder.defaultClient();

LoginClient(String requestQueueUrl) {
this.requestQueuelUrl = requestQueueUrl;
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}

// Send a login request.
public String login(String body) throws TimeoutException {
SendMessageRequest request = new SendMessageRequest()
.withMessageBody(body)
.withQueueUrl(requestQueueUrl);

// If no response is received, in 20 seconds,

// trigger the TimeoutException.

Message reply = sqsRequester.sendMessageAndGetResponse(request,
20, TimeUnit.SECONDS);

return reply.getBody();

[a

FIEFFERFMTUATERE

B —MMEEtAS

FEETEAZIRY URL 4E R B INZE R
RIEHER.

A I Bt A 51452 s D 2

) B e B BA 5

IR =08 2

o a0 A~ wh =

¥ AR 55 2R v

DT RABRIEEMERAET —MNERE , ENBNEHERAIZASHEA handleLoginRequest()
FiE. WA, BRIREA T doLogin() Fik.

public class LoginServer {

// Specify the Amazon SQS queue to poll for login requests.
private final String requestQueueUrl;

// Use the AmazonSQSResponder interface to take care

// of sending responses to the correct response destination.

private final AmazonSQSResponder sqsResponder =
AmazonSQSResponderClientBuilder.defaultClient();
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LoginServer(String requestQueueUrl) {
this.requestQueuelUrl = requestQueueUrl;

}

// Process login requests from the client.
public void handlelLoginRequest(Message message) {

// Process the login and return a serialized result.
String response = doLogin(message.getBody());

// Extract the URL of the temporary queue from the message attribute

// and send the response to the temporary queue.

sgsResponder.sendResponseMessage(MessageContent.fromMessage(message),
new MessageContent(response));

75 BREA B

AR Amazon SQS EIWELIRASIERAMERNEFER , NARFTATEZERNNIITF RN , ©
RAMA shutdown() A&, LEALAER AmazonSQSRequester # MO/ shutdown() Fi%.
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® Note
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AWSSER F Java B SDK 1.x R~ : ERAS% S3 EE AR G SQS JHE

LATAWSIE AT Java B9 SDK 2.x RHIBIE T —NBEFRBEYVLE Amazon S3 FiEME , HARMT —&&Em
AEAN , BFE 14 REXKABBRI R, ©ELEIE—NBE N MyQueue HIBAFIFH [E11ZEA S %% — %
FHETE S3 @ B A/NEBIE 256 KB HIBENLES., R, RBAKRKRIZEE | REZEENEXE
B, HBIBRZEE. BASIM MR,

* Copyright 2010-2022 Amazon.com, Inc. or its affiliates. All Rights Reserved.

* Licensed under the Apache License, Version 2.0 (the "License").
* You may not use this file except in compliance with the License.
* A copy of the License is located at

* https://aws.amazon.com/apache2.0

* or in the "license" file accompanying this file. This file is distributed
* on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either
* express or implied. See the License for the specific language governing

* permissions and limitations under the License.

*

*/

import com.amazon.sqs.javamessaging.AmazonSQSExtendedClient;
import com.amazon.sqs.javamessaging.ExtendedClientConfiguration;
import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;

import com.amazonaws.services.s3.model.*;

import com.amazonaws.services.sqs.AmazonSQS;

import com.amazonaws.services.sqs.AmazonSQSClientBuilder;

import com.amazonaws.services.sqs.model.*;

import org.joda.time.DateTime;

import org.joda.time.format.DateTimeFormat;

import java.util.Arrays;
import java.util.list;
import java.util.UUID;

public class SQSExtendedClientExample {
// Create an Amazon S3 bucket with a random name.

private final static String S3_BUCKET_NAME = UUID.randomUUID() + "-"
+ DateTimeFormat.forPattern("yyMMdd-hhmmss").print(new DateTime());
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public static void main(String[] args) {

/*
* Create a new instance of the builder with all defaults (credentials
* and region) set automatically. For more information, see
* Creating Service Clients in the AWS SDK for Java Developer Guide.
*/

final AmazonS3 s3 = AmazonS3ClientBuilder.defaultClient();

/*
* Set the Amazon S3 bucket name, and then set a lifecycle rule on the
* bucket to permanently delete objects 14 days after each object's
* creation date.
*/
final BucketLifecycleConfiguration.Rule expirationRule =
new BucketLifecycleConfiguration.Rule();
expirationRule.withExpirationInDays(14).withStatus("Enabled");
final BucketLifecycleConfiguration lifecycleConfig =
new BucketlLifecycleConfiguration().withRules(expirationRule);

// Create the bucket and allow message objects to be stored in the bucket.

s3.createBucket(S3_BUCKET_NAME);
s3.setBucketLifecycleConfiguration(S3_BUCKET_NAME, lifecycleConfig);
System.out.println("Bucket created and configured.");

/*
* Set the Amazon SQS extended client configuration with large payload
* support enabled.
*/
final ExtendedClientConfiguration extendedClientConfig =
new ExtendedClientConfiguration()
.withLargePayloadSupportEnabled(s3, S3_BUCKET_NAME);

final AmazonSQS sqgsExtended =
new AmazonSQSExtendedClient(AmazonSQSClientBuilder
.defaultClient(), extendedClientConfig);

/*
* Create a long string of characters for the message object which will
* be stored in the bucket.
*/

int stringlLength = 300000;

char[] chars = new char[stringlLength];
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Arrays.fill(chars, 'x');
final String mylLongString = new String(chars);

// Create a message queue for this example.
final String QueueName = "MyQueue" + UUID.randomUUID().toString();
final CreateQueueRequest createQueueRequest =
new CreateQueueRequest(QueueName);
final String myQueueUrl = sqsExtended
.createQueue(createQueueRequest).getQueuelrl();
System.out.println("Queue created.");

// Send the message.
final SendMessageRequest myMessageRequest =

new SendMessageRequest(myQueueUrl, mylLongString);
sqsExtended.sendMessage(myMessageRequest);
System.out.println("Sent the message.");

// Receive the message.

final ReceiveMessageRequest receiveMessageRequest =
new ReceiveMessageRequest(myQueueUrl);

List<Message> messages = sqsExtended
.receiveMessage(receiveMessageRequest).getMessages();

// Print information about the message.
for (Message message : messages) {
System.out.println("\nMessage received.");
System.out.println(" ID: " + message.getMessageld());
System.out.println(" Receipt handle: " + message.getReceiptHandle());
System.out.println(" Message body (first 5 characters): "
+ message.getBody().substring(@, 5));

// Delete the message, the queue, and the bucket.

final String messageReceiptHandle = messages.get(Q).getReceiptHandle();

sqsExtended.deleteMessage(new DeleteMessageRequest(myQueueUrl,
messageReceiptHandle));

System.out.println("Deleted the message.");

sqsExtended.deleteQueue(new DeleteQueueRequest(myQueuelrl));
System.out.println("Deleted the queue.");

deleteBucketAndAllContents(s3);
System.out.println("Deleted the bucket.");
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private static void deleteBucketAndAllContents(AmazonS3 client) {
ObjectListing objectlListing = client.listObjects(S3_BUCKET_NAME);

while (true) {
for (S30bjectSummary objectSummary : objectlListing
.getObjectSummaries()) {
client.deleteObject(S3_BUCKET_NAME, objectSummary.getKey());

if (objectListing.isTruncated()) {

objectListing = client.listNextBatchOfObjects(objectListing);
} else {

break;

final VersionlListing list = client.listVersions(
new ListVersionsRequest().withBucketName(S3_BUCKET_NAME));

for (S3VersionSummary s : list.getVersionSummaries()) {

client.deleteVersion(S3_BUCKET_NAME, s.getKey(), s.getVersionId());

client.deleteBucket(S3_BUCKET_NAME);

AWSSEA T Java B9 SDK 2.x R~fll : fEATLT# S3 EEAEIT S SQS HE

LLTFAWSIEA T Java B9 SDK 2.x RHIBIE T —NBAFBENLE Amazon S3 FEME , HAMT —&K&Em
BEAN , ATE 14 REXKABBRI R, ©ELEIE—NEHR MyQueue BIBAFIFH [EiZAFI K% —5

T?—ﬁ%"fj‘: S3 i@ A X/NEIT 256 KB HBENLER ., &5 , RBARKRIZER , BREZEENHERE
B, AMEBRIZEE. BRI,

* Copyright 2010-2022 Amazon.com, Inc. or its affiliates. All Rights Reserved.

* Licensed under the Apache License, Version 2.0 (the "License").
* You may not use this file except in compliance with the License.
* A copy of the License is located at

ERAERT Java BT BREFIHE 86



Amazon Simple Queue Service FRARIER

*

https://aws.amazon.com/apache2.0

* or in the "license" file accompanying this file. This file is distributed
* on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either
* express or implied. See the License for the specific language governing

* permissions and limitations under the License.

*/

import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import

import

import
import

/**

import com.amazon.sqs.javamessaging.AmazonSQSExtendedClient;
com.amazon.sqs.javamessaging.ExtendedClientConfiguration;

org.joda
org.joda

software.
software.
software.
.amazon.awssdk.services.s3.model.DeleteBucketRequest;
software.
software.
software.
software.
software.
.amazon.awssdk.services.s3.model.ListObjectVersionsRequest;
software.
software.
software.
software.
software.

software

software

software

software

.time.DateTime;
.time.format.DateTimeFormat;

amazon.awssdk.services.s3.S3Client;
amazon.awssdk.services.s3.model.BucketLifecycleConfiguration;
amazon.awssdk.services.s3.model.CreateBucketRequest;

amazon.awssdk.services.s3.model.DeleteObjectRequest;
amazon.awssdk.services.s3.model.ExpirationStatus;
amazon.awssdk.services.s3.model.LifecycleExpiration;
amazon.awssdk.services.s3.model.LifecycleRule;
amazon.awssdk.services.s3.model.LifecycleRuleFilter;

amazon.awssdk.services.s3.model.ListObjectVersionsResponse;
amazon.awssdk.services.s3.model.ListObjectsV2Request;
amazon.awssdk.services.s3.model.ListObjectsV2Response;
amazon.awssdk.services.s3.model.PutBucketLifecycleConfigurationRequest;
amazon.awssdk.services.sqs.SqsClient;

.amazon.awssdk.services.sqgs.model.CreateQueueRequest;
software.
software.
software.
software.
software.
.amazon.awssdk.services.sqs.model.ReceiveMessageResponse;
software.

amazon.awssdk.services.sqs.model.CreateQueueResponse;
amazon.awssdk.services.sqs.model.DeleteMessageRequest;
amazon.awssdk.services.sqs.model.DeleteQueueRequest;
amazon.awssdk.services.sqs.model.Message;
amazon.awssdk.services.sqs.model.ReceiveMessageRequest;

amazon.awssdk.services.sqs.model.SendMessageRequest;

java.util.Arrays;
java.util.List;
java.util.UUID;

* Examples of using Amazon SQS Extended Client Library for Java 2.x
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*
*/
public class SqsExtendedClientExamples {
// Create an Amazon S3 bucket with a random name.
private final static String S3_BUCKET_NAME = UUID.randomUUID() + "-"
+ DateTimeFormat.forPattern("yyMMdd-hhmmss").print(new DateTime());

public static void main(String[] args) {

/*
* Create a new instance of the builder with all defaults (credentials
* and region) set automatically. For more information, see
* Creating Service Clients in the AWS SDK for Java Developer Guide.
*/

final S3Client s3 = S3Client.create();

/*
* Set the Amazon S3 bucket name, and then set a lifecycle rule on the
* bucket to permanently delete objects 14 days after each object's
* creation date.
*/
final LifecycleRule lifeCycleRule = LifecycleRule.buildex()
.expiration(LifecycleExpiration.builder().days(14).build())
.filter(LifecycleRuleFilter.builder().prefix("").build())
.status(ExpirationStatus.ENABLED)
.build();
final BucketLifecycleConfiguration lifecycleConfig =
BucketLifecycleConfiguration.buildex()
.rules(lifeCycleRule)
.build();

// Create the bucket and configure it
s3.createBucket(CreateBucketRequest.builder().bucket(S3_BUCKET_NAME).build());

s3.putBucketLifecycleConfiguration(PutBucketLifecycleConfigurationRequest.builder()
.bucket(S3_BUCKET_NAME)
.lifecycleConfiguration(lifecycleConfig)
.build());
System.out.println("Bucket created and configured.");

// Set the Amazon SQS extended client configuration with large payload support
enabled

final ExtendedClientConfiguration extendedClientConfig = new
ExtendedClientConfiguration().withPayloadSupportEnabled(s3, S3_BUCKET_NAME);
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final SqgsClient sqsExtended = new
AmazonSQSExtendedClient(SgsClient.builder().build(), extendedClientConfig);

// Create a long string of characters for the message object
int stringlLength = 300000;

char[] chars = new char[stringlLength];

Arrays.fill(chars, 'x');

final String mylLongString = new String(chars);

// Create a message queue for this example

final String queueName = "MyQueue-" + UUID.randomUUID();

final CreateQueueResponse createQueueResponse =
sqsExtended.createQueue(CreateQueueRequest.builder().queueName(queueName).build());

final String myQueueUrl = createQueueResponse.queuelUrl();

System.out.println("Queue created.");

// Send the message

final SendMessageRequest sendMessageRequest = SendMessageRequest.builder()
.queueUrl(myQueueUrl)
.messageBody(myLongString)
.build();

sqsExtended.sendMessage(sendMessageRequest);

System.out.println("Sent the message.");

// Receive the message

final ReceiveMessageResponse receiveMessageResponse =
sqsExtended.receiveMessage(ReceiveMessageRequest.builder().queueUrl(myQueueUrl).build());

List<Message> messages = receiveMessageResponse.messages();

// Print information about the message
for (Message message : messages) {
System.out.println("\nMessage received.");

System.out.println(" ID: " + message.messageld());

System.out.println(" Receipt handle: " + message.receiptHandle());

System.out.println(" Message body (first 5 characters): " +
message.body().substring(@, 5));

}

// Delete the message, the queue, and the bucket
final String messageReceiptHandle = messages.get(Q).receiptHandle();

sqsExtended.deleteMessage(DeleteMessageRequest.builder().queuelUrl(myQueuelUrl).receiptHandle(me
System.out.println("Deleted the message.");
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sqsExtended.deleteQueue(DeleteQueueRequest.builder().queueUrl(myQueueUrl).build());
System.out.println("Deleted the queue.");

deleteBucketAndAllContents(s3);
System.out.println("Deleted the bucket.");

private static void deleteBucketAndAllContents(S3Client client) {
ListObjectsV2Response listObjectsResponse =
client.listObjectsV2(ListObjectsV2Request.builder().bucket(S3_BUCKET_NAME).build());
listObjectsResponse.contents().forEach(object -> {

client.deleteObject(DeleteObjectRequest.builder().bucket(S3_BUCKET_NAME).key(object.key()).bui
1);

ListObjectVersionsResponse listVersionsResponse =
client.listObjectVersions(ListObjectVersionsRequest.builder().bucket(S3_BUCKET_NAME).build());

listVersionsResponse.versions().forEach(version -> {
client.deleteObject(DeleteObjectRequest.builder().bucket(S3_BUCKET_NAME).key(version.key()).ve

1)

client.deleteBucket(DeleteBucketRequest.builder().bucket(S3_BUCKET_NAME).build());

BRI LA A Apache Maven JI&#Y Java T B B EFMIE Amazon SQS ¥ EBEFFim , LAl LA CHE
SDK. M SDK FiEEZRENAREFPEANSMER,

<properties>
<aws-java-sdk.version>2.20.153</aws-java-sdk.version>
</properties>

<dependencies>
<dependency>
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<groupId>software.amazon.awssdk</groupId>
<artifactId>sqgs</artifactId>
<version>${aws-java-sdk.version}</version>

</dependency>

<dependency>
<groupId>software.amazon.awssdk</groupId>
<artifactId>s3</artifactId>
<version>${aws-java-sdk.version}</version>

</dependency>

<dependency>
<groupId>com.amazonaws</groupIld>
<artifactId>amazon-sqs-java-extended-client-lib</artifactId>
<version>2.0.4</version>

</dependency>

<dependency>
<groupId>joda-time</groupIld>
<artifactId>joda-time</artifactId>
<version>2.12.6</version>
</dependency>
</dependencies>

{8 Python 1 Amazon S3 BB A& L# SQS JHE

B LAE A E A T Python B S & E A SRS Y B & P im EE ML B 2h B SR Z A IR S SR B 18 K B
Amazon SQS HE., XX TFHEM 256 KB T 2 GB W AEEEAEEIER. ZENHEEASFEEFE
Amazon S3 ZE#@ , HEFEEFMEM Amazon S3 R AMEE RIEZITL Z# SQS BASI,

BRI LAERERAT Python MY BB IRERMITATERE

BEEAMARRBAFMHE Amazon S3 H1 | ERREBFRAHANET 256 KB B F £ S3 H
RiE—%5| M Amazon S3 FEFEHFHEN L NNEHENRIVER

* M Amazon S3 f7f# #f 12 AR R AY AT R

* M Amazon S3 7 1 = il BR A8 Bz Y AT R

FRFZMHF

LT R2EBERT Python B Amazon SQS ¥ E & ik FEM ST REH -
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- BEEMEZIENAWSKS, EOEZAWSHKF , HSMBEIAWSER , AREFBAWSHK,, RER
AR TERE, AXIEPHNER , BSHEIL

« AWSBHEFFATESR : AT LA RHEIER AWS Python SDK Boto3, BEREMREREGEFATE
3, FZRAEAT Python W XAWST EGHF A EEMHPHER T Python HFF KAWST B3

 Python 3.x ( RESRA ) M. pip

« AT Python Wl T SQS ¥ EBEFIRE , AIM PyPlI 3k$B

® Note

REFEHAWSER T Python WHHFAITES , BFEEFEATL S# SQS Python ¥ EBEF iR
EEST D S3 BB L SQS jHE. AWSHEA CLI, WE# SQS #4l4. LDi# SQS
HTTP API SR EM 4T & TESH L EHITIIEE, AWS

B & E B 176
Amazon SQS ¥ BEF AU T EHEEMXRELE Amazon S3 JHEF#EIN :

« large_payload_support: A T#i# KEEE K Amazon S3 F & M.

« always_through_s3: MR True , NFFEEE&ZFME Amazon S3 A, MR EFalse , NN F
256 KB HSH RN 2R 5I{LEl s3 F#M. BMIAENR False,

- use_legacy_attribute : MR RTrue , MIFIEERXGHEEHFERA BRARBEEEM
(SQSLargePayloadSize) , MA =R EH AN REEHEE M (ExtendedPayloadSize),

FEHERT Python WY BEEFPIREEE KE Amazon SQS JEE

T RAIERBENE I E - Amazon S3 FEM. Rja , E2IZ— & NEY Amazon SQS BA
5 , MyQueues [ZRAFIEE — 7 1E S3 FREPAEY 256 KB BEHE. &/ , KBERRZLH
B BREZEENEXER , AWERIZEE. BRIIMFEE,

import boto3
import sqgs_extended_client

#Set the Amazon SQS extended client configuration with large payload.
sqs_extended_client = boto3.client("sqgs", region_name="us-east-1")
sqs_extended_client.large_payload_support = "S3_BUCKET_NAME"
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sqs_extended_client.use_legacy_attribute = False

# Create an SQS message queue for this example. Then, extract the queue URL.
queue = sqs_extended_client.create_queue(

QueueName = "MyQueue"

)

queue_url = sqs_extended_client.get_queue_url(
QueueName = "MyQueue"

)['QueueUrl']

# Create the S3 bucket and allow message objects to be stored in the bucket.
sqs_extended_client.s3_client.create_bucket(Bucket=sqs_extended_client.large_payload_support)

# Sending a large message
small_message = "s"
large_message = small_message * 300000 # Shall cross the limit of 256 KB

send_message_response = sqgs_extended_client.send_message(
QueueUrl=queue_url,
MessageBody=large_message

)

assert send_message_response[ 'ResponseMetadata’]['HTTPStatusCode'] == 200

# Receiving the large message
receive_message_response = sqgs_extended_client.receive_message(
QueueUrl=queue_url,
MessageAttributeNames=["'All"']
)
assert receive_message_response[ 'Messages'][0]['Body'] == large_message
receipt_handle = receive_message_response[ 'Messages'][0]['ReceiptHandle']

# Deleting the large message
# Set to True for deleting the payload from S3
sqs_extended_client.delete_payload_from_s3 = True
delete_message_response = sqs_extended_client.delete_message(
QueueUrl=queue_url,
ReceiptHandle=receipt_handle

assert delete_message_response[ 'ResponseMetadata']['HTTPStatusCode'] == 200

# Deleting the queue
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delete_queue_response = sqs_extended_client.delete_queue(
QueueUrl=queue_url

assert delete_queue_response['ResponseMetadata’]['HTTPStatusCode'] == 200
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Bl & Amazon SQS RA% ( #=HIH )

£ Amazon SQS #Z#| A& BEMEE Amazon Simple Queue Service (Amazon SQS) BA FI FN4F1E .
BRI AR RS AR E MRS IR IR IR 2 KWL | FIEERATI S ERBASIRERER , HERE
fih &% B3R 1A AWS Lambda B %K,

£

« Amazon SQS ETE MM FRI#EH (ABAC)

- BEMIZE (255 )

- BEHEERE (2FE)

- £/ SQS EEM IR EA N BAFIE B ARS5 2xm A% (SSE) (#2#H& )

« RBAFIEEARS AR im I3 (SSE) (#2#& )

« 1 Amazon SQS RAIIEL B A D EFEE (EHE )

» 3 Amazon SQS BAFIiT#] Amazon SNS & ( £#A )

- EEBRAFILAEKZ AWS Lambda EEKk (#H& )

- RETERMAEE (2FE)

Amazon SQS ETE MR AR 2 H| (ABAC)

ft 42 ABAC ?

ETEMOERES (ABAC) R—MRNTRE , AIRFE AT INEIAHF M AWS B IREI AR R E LR

fR. ABAC REBMMERMBAMRENLHEZES 6 BESEFLEENETAGHNERKERNZER
e, AEFFITMLARKEE. AX ABACHEZHAEE , 2 (AM AFEmR) PHTLE
AWS ABAC,

Amazon SQS % # ABAC , RFZEIES Amazon SQS BAFIX BRI FRE M Bl & Sk &% Amazon
SQS BASIRYF R R, Amazon SQS #/3 F ABAC WHRE M 38 K H4E BN IAM 446 H Amazon
SQS A%l , MAEREREREE RN,

{&Bh ABAC , o] LAEAPRE N Amazon SQS BAFIELE IAM G R B | XBBITFEYT BXE
EIE, BAUFERARNESENMNLESABHNIREE IAM FRZEANMMURER , M AL ES RN ER
AT ERE R B, IR T BA[E IAM ERHM INFRE LA I2 ABAC KB, BT LAE ABAC KRR IT RERTT
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BAN IAM AP A€ LFRES Amazon SQS BAFIFRE ILEL AT 2 1F Amazon SQS #1E, Ei¥4H T ##
AWS HFRIE |, IS AWS FRICEBEF Amazon SQS A D ELIRE,

® Note
ABAC for Amazon SQS B B2 EFFER# Amazon SQS #J AWS il Xigi#H | BUTHER
BRI -

- WAMK (BERE)
- WAHK (BRAE)
. WM ( BEHES )

. EOM (Rt )

RN+ ARIZTE Amazon SQS #{EH ABAC ?
LA 27 Amazon SQS F i/ ABAC By —LE#r4b -

« ABAC for Amazon SQS BEEEVHINREKIE, BLENTE T/ERECETERIE, B LIERE
BT 2RI ERFERFE | XU BRIETF .

 f£/ ABAC tREY KERME, HFRECEIBHHEL iricH , FREFLE AR FHAR
YRR o

o £/ IAM R RKBRHFIRBE . EALNA IAM THEIERE | AEATINRRFENE IAM £
RS TR ERENTLRINR, XAUFEBEEDIRTRFERNENIE,

- RIRERELRIZNEIR. LA UEZTEE AWS CloudTraill AR BEMRBEXEN H 5.

FH

- Amazon SQS ¥y ABAC &#48

o« TAEEFIHFRIE

- B2 IAM A7 Amazon SQS FA %
o WIAETE AT E] 4% 5l

Amazon SQS #J ABAC &4

SET] LA R BT S R SR A2 U B BUR A
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ABAC &4 P

[

REERE

aws : ResourceTag Amazon SQS A%l L {XBR IAM policy

AR (RAIE) 5
B IRE (A
) FREEARE

aws : RequestTag Amazon SQS BAFI%E  BABISKEEFN IAM SRR

BRI R (2
FE ) S0
& (RAME ) THRE
BRE

aws : TagKeys BRI ERER
& Y PR S B T

U7 E] 4 H Ry PR

RABIRBEF] IAM SRR

Amazon SQS &4k

Amazon SQS BAFI'E
TREEE

TagQueue,

UntagQueue,
CreateQueue

TagQueue,

UntagQueue,
CreateQueue

AT 2o {E AFR S #AT I B S0 R G, % IAM REGBRE] IAM AP R B8RS ERRIRE
( 8 : environment , {8 : production ) BIFTBBASIHITFTE Amazon SQS &1, BEXEZER |, B
FEAREHNE T BRI RIS F AWS Organizations.

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "DenyAccessForProd",
"Effect": "Deny",
"Action": "sqs:*",
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/environment":
}
}
}
]
}
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B2 IAM B FF Amazon SQS BA %l

LA R4 88 7 an{alE FH AWS Management Console 1 AWS CloudFormation €12 ABAC ZKREE ki3
#3 Amazon SQS KI5,

ff£EFHAWS Management Console

Bz 1AM B/

1. E3Fk AWS Management Console , REEMA L TMuLITFH IAM 25| & : hitps://
console.aws.amazon.com/iam/,

MNEMSHBEEFEZERF,

ERRMAR , REERP & XA EPH AL T,
ERIGREA - wIEHEE , AREET -2 KR,
%% Next:Tags (F—%: #5%),

HFRERRIMA environment , FHRZEFIA betao
EERET—%: 5%, RRERUERF,

EFIFEES D MRBHRBAHTEHEHEELLNE,

© N o o b~ w0 N

w0 IAM A PR

1. EFRECIEN IAM RS,
2. EBRANIMABREE,
3. f& JSON &I+ L , #0E LT KR,

{
"Version": "2012-10-17",

"Statement": [
{

"Sid": "AllowAccessForSameResTag",

"Effect": "Allow",

"Action": [
"sqgs:SendMessage",
"sgs:ReceiveMessage",
"sqs:DeleteMessage"

1,

"Resource": "*",

"Condition": {

#2 |IAM B # Amazon SQS BA %l
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"StringEquals": {
"aws:ResourceTag/environment": "${aws:PrincipalTag/environment}"

"Sid": "AllowAccessForSameReqTag",

"Effect": "Allow",

"Action": [
"sqgs:CreateQueue",
"sgs:DeleteQueue",
"sqs:SetQueueAttributes"”,
"sqgs:tagqueue"

1,

"Resource": "*",

"Condition": {
"StringEquals": {

"aws:RequestTag/environment": "${aws:PrincipalTag/environment}"

"Sid": "DenyAccessForProd",
"Effect": "Deny",
"Action": "sqgs:*",
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/stage": "prod"

4. EBREREERMK.
5. EEIEXMK,

£/ AWS CloudFormation
fEF LA Rl AWS CloudFormation 4R €1 2 K B N B K EE F1 Amazon SQS BAFIEY IAM AP -

AWSTemplateFormatVersion: "2010-09-09"
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Description: "CloudFormation template to create IAM user with custom inline policy"

Resources:
IAMPolicy:

Type: "AWS::IAM::Policy"

Properties:

PolicyDocument:

{

"Version":

"2012-10-17",

"Statement": [

{

environment}"

environment}"

"Sid": "AllowAccessForSameResTag",
"Effect": "Allow",
"Action": [
"sqgs:SendMessage",
"sqs:ReceiveMessage",
"sqs:DeleteMessage"
1,
"Resource":
"Condition": {
"StringEquals": {
"aws:ResourceTag/environment": "${aws:PrincipalTag/

g n
’

"Sid": "AllowAccessForSameReqTag",
"Effect": "Allow",
"Action": [
"sqgs:CreateQueue",
"sqgs:DeleteQueue",
"sqs:SetQueueAttributes"”,
"sqgs:tagqueue"
1,
"Resource":
"Condition": {
"StringEquals": {
"aws:RequestTag/environment": "${aws:PrincipalTag/

"
’

"Sid": "DenyAccessForProd",

#2 |IAM B # Amazon SQS BA %l
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"Effect": "Deny",
"Action": "sqgs:*",
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/stage": "prod"

Users:
- "testUser"
PolicyName: tagQueuePolicy

IAMUser:
Type: "AWS::IAM::User"
Properties:
Path: "/"
UserName: "testUser"
Tags:

Key: "environment"
Value: "beta"

A it B T I 1 Y T (] 22
SATRBIR R T WA Amazon SQS Sl it £ T 8 t#0 15 24,
S-S, MRERIRENKER , FREERENES

ETIE AWS CLI &5 RG]  SHEREBNIFE  IHEEREN &, NRILEE
AWS CLI , AT 5L h &40+ B H F &L A0E B % CL.

aws sqgs create-queue --queue-name prodQueue —region us-east-1 —tags "environment=prod"

SR ESRB Amazon SQS iR M AccessDenied fRiR

An error occurred (AccessDenied) when calling the CreateQueue operation: Access to the
resource <queueUrl> is denied.
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XEEN IAM BFHNFEEES CreateQueue APl AR £ WIREFRTE, EidE , B[ IAM A
FRAT—MRE , HERE RN environment , EIRE RN beta.

BIE—NBASI | FHRLRIREANIFE |, FRLEREN N
Z1TIE CLI tn kM 0IZRAS , FHRERIREN environment , FREEIREN beta

aws sqs create-queue --queue-name betaQueue —region us-east-1 —tags "environment=beta"
BB -RHE , BIASIERNEIE , TR,

{

"QueueUrl": "<queueUrl>"

}

1] BA 51 % 35555 B

21Tt CLI fnm LA mBA B & 255 B o

aws sqgs send-message --queue-url <queueUrl> --message-body testMessage

I Rz & & R H B B R Ih&E X E Amazon SQS BA%l, 1AM AR A FEEH A beta FREHRATI A IX
SEE, R S3E MD50fMessageBody FEEEE K Messageld,

{
"MD50fMessageBody": "<MD50fMessageBody>",
"MessageId": "<MessageId>"

}

RENFISH (252 )
BIESRHENTIE , TEBATSH

. TL&EHT MBAF (A—NEAE ) WEKEEXNEMEEARERTRNEKE, HXHFSE ,
SR A R,
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® Note

EREHEEER BN IRESFRAERNENE, ERELAZRSRESNER
BHiE , AAERER— AWS SDK,

« JHEREH - Amazon SQS REBERFIFHEENBEKE, BRIABRT , I EEREM

Ko BALBEIINREERERS 14 Ro MXFR , BZHESREH,

« {BIXHEIR - Amazon SQS EEEERMBIBASIKEE Z IS EERAETE,. MXFRE , HSHEIE

HEIR.

« RACHBRD - WBASIWZRATHER KD, RERE , TSHEIEE XD,
« EWOHEBFFrIE - Amazon SQS HR I INEIZKERESHFEHEZNTHNREKINE. BXES

52 , & Amazon SQS BRI K,

- BRETHRENESEBIEMER - Amazon SQS ATUREHEEX B IRZESEHEMER ID. BXE

ZEL ,BS N FHEH Amazon SQS FIFO BA %,

- BASERE FIFO- BT HASIFAEEEASELE, BEREMETMSFERER ( EELUENR R

SEEM FIFO M ERE ) EXAN FIFORIIEASEHEMENRE. BXEZFER , BEH
FIFO RASIM B EM BN S SR EH

- BT VR - E LHPLEIRBA S T U LA SR MESESRASI. BXRESER , 55 M Amazon

SQS FEfERAS,

NAEFIBEERRSISE (258 )

2

~

BN LA T ML 3TH Amazon SQS ##& : https://console.aws.amazon.com/sgs/e
ESMERKT , EZF Queues (RAF). EFSIHERRE.

RAFEE D

XTI AR | AR R B, SBEAN 0 WE 12 /Mat. BINMER 30 ¥,
NFHERER , MAFENBANEL. BEN 1 7HE 14 R, BRINMERN 4 Ko

SFHOREAG] | RO B e WA —ME. SBEN 020 B, RNEN 0B , X&REER
#, EAEEEBLEERLA.

NFARIEER  WMAFENEMEN, SEEH 0 WE 15 28, BIAMERN OV,
NFJRAHEKRND , WA—ME. SEEN 1 KB £ 256 KB, BRIAEN 256 KB,
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9. XTFFIFOBNS , EBREAETHEANEEHERBRASAETHBRNEERERR. BRRIAMER
T, ZRELATERARS

10. ( W& ) Eik FIFO MEUEH%EEB’J%&%LXEEMEUﬂhﬂiiz%u?%u&i‘ég  FEEEASEHE
FIFO,

R IR RED ( ESRERRSEEMN FIFO FHERS ) ENR FIFORIIEAESR
HEMENIRE, MREXEASELE FIFO IENEMIRE , NASIEEEHELEN  EEHN
ERBREAEHIT. BXREZEER , BTSSR FIFOIINEFELEMN 5HEHEXAEER

1. XTEHED TR , FEREA. MNATERIAPERE : AW (RN ) . BAIIZEIPIE
4, EFEEATIE , B Amazon BIREBF (ARN) IEERZ 10 MR SR SR,

12. BEZIISHE , ZERE.

=i FRE (1ZEFHE )
SIEBABIRY | LR L A R

HRREEEN T AL ESINKS . ARNAR, HRKEEEN T AP LGRS E (Hlm
SendMessage, ReceiveMessage 3 DeleteMessage ) o BRIAZRBGX R UFBAFIFNE & ZE MK
HE

HOEASIRE A ER (254 )

BN LA T ML 3TH Amazon SQS # & : https://console.aws.amazon.com/sgs/e

ESMERT , EFE,

LR B H LR RE.

R 15 B R E

ERAEPRBHEREIED. BXFRRBEINESER , 1§38 Amazon SQS FEY &4 A
HAEE,

6. BEEZTHEERKRE , EER7F.

o > o bh =

fiEM SQS HEM MEZ A N BAFIE B IR S5 2xim % (SSE) ( 24
L
=)

B T BRI\ Amazon SQS EERRS R MNE (SSE) WA , Amazon SQS & SSE (SSE-SQS) i /i
FECEBENIEERSH|IHMNE , LAEA SQS F&E N ZA KRR Bid SR 5 &5 B BUREIE.
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£/ SSE-SQS , £LXF RN EENEEZ , B LF B RN BEN AT INZEEHIE, SSE-SQS Atk E
M MBE  AEPEREERONBEAMNEEER , MEAFHANTZA.

SSE-SQS f#H 256 I &R INFIRAH (AES-256) MMZ R EAHIE. —B Amazon SQS IEH
B | SSE AN HE#HITINE, Amazon SQS UMBRFEREMEE , REESHEHERAZABNERE
NF&FEBR,

(® Note

« RN SSE RTURE T HEE M Z B MY ER T &1 RSBt F B

 Amazon SQS AWEXMAFMABSIMNE, Hit , <MH KMS-SSE ~4« B35 A SQS-SSE,
WMREFHLEERN KMS-SSE [5/2 A SQS-SSE , M ATEE RPN MEHER.

5 BAFIELE SSE-SQS M (#2414 )

(@ Note

HKIANBERT , A HTTP ( 3E TLS ) i S BIZEME#BASIE R < /5 A SSE-SQS Mm%, A
HTTPS = Signature Version 4 % R 812 Amazon SQS A% B —fh L2 £ HEXKK,

1. BEUTMUITHF Amazon SQS ##l A& : hitps://console.aws.amazon.com/sgs/o
ESMERKT |, % Queues (RAF).

LRSI, REERRE

RIFINE,

NF RS |HME , EFEBA (BRIN) .

o & 0N

(® Note

JBH SSE jg , X in#ZBAFIKE R SendMessage Fl ReceiveMessage & RF#HIE
#8, Amazon SQS L2 HEXKREBVUAFAEFAERBER, WMREE @ Amazon SQS RAS
KIZEZBER , FHREH SSE,

6. & Amazon SQS 4R (SSE-SQS). ERALLETM TS 4EFHNTA,
7. ERRRE.
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https://docs.aws.amazon.com/general/latest/gr/signature-version-4.html
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NEASIEL ERRSS BRim N2 (SSE) ( 2BH & )

AT RFAGIEEFHEIE , Amazon SQS FRIAN FIE # I ZHBA SIS A RS 2R N2
(SSE)s Amazon SQS 5 Amazon Web Services Key Management Service (Amazon Web Services
KMS) &£/ , A TEEBRSEFIHMNE (SSE) B KMS %41, BXEM SSEMER , BSRESNE,

B EAERATIN KMS BIAXMERZAEEK , AP BEMBENEAZAIINEENNR, BXE
B, BEAEHEE,

MRETZE KMS ZEANPAEE , RELZRNKFIZE kms: ListAliases # kms:DescribeKey
PR, MBTTETE Amazon SQS #2#H| A LEFE X KMS BEAMER. ER KMS ZANEEERT
BIXERNR. BXEZEER , BSAEHEE,

Bl EE BN | EALEE SSE-KMS,
HUEBASIE B SSE-KMS ( #2414 )

1. B LT MuLFTFF Amazon SQS ##|A : https://console.aws.amazon.com/sgs/e
2. ESMBEED , %EF Queues (BAFI),

3. EEBS, REERRE.

4. RITMZE,

5. WTFRS|RMNE , EFBA (BRN).

® Note

JBH SSE Jg , X in#ZBAFIKE R SendMessage Fl ReceiveMessage & R[#HIE
“#8, Amazon SQS L HEXKREBUFAEFAERER, WMREE @ Amazon SQS RAS
KIEEZER , FHREH SSE,

6. %&#F AWS Key Management Service Z48 (SSE-KMS),
EHIE2E R KMS B4 ER,. KM KMS %47 ARN,
7. ABRSIEE KMS %4 ID. BXEZEE , B2 B RE,

a. ERIERER KMS Z4A5I1Z %,
b. BRIAZ4ARE Amazon SQS B Amazon Web Services 3£ KMS 240, EFEHLZR4 |, FM
KMS 45 RFIERE,
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https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#master_keys
https://console.aws.amazon.com/sqs/
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c. EFEAHE Amazon Web Services Ik~ Y BE X KMS 248 , M KMS ZH 5| RPEFZ
%4, BXROEBEN KMS B4R , 52 (Amazon Web Services Key Management
Service FF R AR EE) RPHBIEZ,
d EFEAFTEIRPHBEEN KMS ZAH¥K B Hi Amazon Web Services Ik # B E XL KMS
24, FEBRm A KMS Z4A518 |, HA KMS 248 Amazon BIREBF (ARN),
8. (Wit)XWNTFHEZHAERARAY , BE—IMNT 1 287 24 Ptz BENE. BRIAMERN S5 78, B
REZER , BN THEEZAEREH,
9. BEES SSE-KMS 5 , &BRRF.

79 Amazon SQS RAHIELER A D BIRE ( 12HE )

&I LAE Amazon SQS AT IR AN 2 BL AR SR B B A L MARIRIX LERA S|, BXEZER |, 55N
Amazon SQS KA D BERZ,

ERFINEMELTEL , FiSET £ 8 RAFINFE,
BlE R EAFIN | BT NAIIEERE,
HOERFIRERS (2454 )

1. BILATMuEFTFF Amazon SQS # &l A& : hitps://console.aws.amazon.com/sgs/o
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3. IEEBAIIFEREE

4, RFPERZE D

5. . B ERRASIFRE ¢

a. EARMARE , FRBEMIFFE , WARNE , REEERMHIRE,
b. EEHMHIRE , FEXHBNE.
c. EMRHEL , HRFREXZDHMER.
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FFMPTE L ENNPR. B Amazon SNS BWEZEE , iHZ [ Amazon Simple Notification Service Ff
RARIEERB LR Amazon SNS ?

3 Amazon SQS BAFIiT ¥ SNS &t , Amazon SNS & H HTTPS 58 2 # & 2 Amazon SQS,
BX ™ Amazon SNS B F & #) Amazon SQS BAFIKEER , BSHE N AWS REEE KMS R,

/A Important

Amazon SQS XEFEFNMNFRIKEEHZ 20 MED. 1TH Amazon SNS LR INIXEE—ME
a9, BYNBENSBHETIT T ERM,

HBAFIITE SNS T8 (#2414 )

1. BELATMuEFTFF Amazon SQS # &l A : hitps://console.aws.amazon.com/sgs/o
ESMERT , EFE,

MBAFISI TR | R EITHE SNS EBAIRASI,

M Actions ( #4E ) /1 , #%#® Subscribe to Amazon SNS topic ( iT ¥l Amazon SNS =& ) .
MIEETTA T LBAFIH Amazon SNS EBE £ | EFEAFIH SNS &,

o & DN

MRZFHEDRYH SNS =B |, FidFEH A Amazon SNS =& ARN , REHMAETEH Amazon
BIRBF (ARN),

6. EERF.

7. ERIHTHER , BANEEE , AREEETHRIAZNIINES. BXEZER , HSH
Amazon Simple Notification Service FF & A A IERHH Amazon SNS JEE &,

WRIEK Amazon SQS BAFIF] SNS EBELREMH AWS Ik, MEBRREESNEBINITR, B
REZEE |, 29 Amazon Simple Notification Service FF X A R 5 PRI FEIALT H,

BXITHEXE SNS TEHWEE. , i35 Amazon Simple Notification Service FF & A R 1§/ #4F
Amazon SNS HE & BT EXEH Amazon SQS BAFIZ AWS Lambda EEZk

BERA B A% AWS Lambda B3 (32414 )

A LA AWS Lambda B4 FE Amazon SQS BABIFHYEE . Lambda ¥i81BA B 3 B 58 A &/
Lambda B3 , EPESSRFEEANES, HELWEKANALESHITSE | BRI 04
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B EDRENCHERY LEERENNAMFG, X—F|ANSEBRT Lambda FEEHNBRHALE 2 81
Ry AL R B E B PR AT BT B IR

BRI A E B — MNRASIE N I8 Lambda BIETT AL 2 /9 5H B SE1SBA I

— Lambda BRI LALLEESR B 2/ NRABIEY IR ( A ENBASIER —4 Lambda B4R ) . B LAER
BB %A Lambda HEHE —RA %,

MR INZBAFI S Lambda BB AEXEX |, {B Lambda AR EE |, BfF kms :Decrypt RERFMNE
&H Lambda TR EH,

ERAT BRI :

o BHIBAFIF] Lambda BREUAM T R — AWS X3,

- FRABRIAFL ( T Amazon SQS By AWS £& KMS %47 ) B INZRA 5 To & R H A AWS Ik AR
B Lambda E#K,

BX5CHE Lambda HBMEER |, 53 (AWS Lambda F XA RIERE)Y FHF AWS Lambda AF
Amazon SQS.,

FRZM

ERE Lambda B AR R , BHATURRUTER !

- MREFERAF , MIER Amazon SQS AL TR :
* lambda:CreateEventSourceMapping
* lambda:ListEventSourceMappings
* lambda:ListFunctions
« Lambda U ITHBXMIFFEA TR :
* sqgs:DeleteMessage
* sgs:GetQueueAttributes
* sqgs:ReceiveMessage

o MREFFMZEFIS Lambda EEAERE , EF kms : Decrypt XBRFE Lambda HITAER,

BEXEZEER , SN & Amazon SQS YA A PRELR
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BLEBA SIS AR Lambda BEHE ( #2F1& )

1.

2
3
4.
5

BN LA T ML 3TH Amazon SQS ##& : https://console.aws.amazon.com/sgs/e
ESMBE®KT |, % Queues (BAF).

FERRSITTE L, EFRERERIBAS,

FEBAFITE L |, £ Lambda it & 2FIET

£ Lambda it X B8 AE L , i%£# Lambda fil & 25

MRIKFPKEBEERN Lambda il &85 |, HEFEEE Lambda B A ES. A Lambda E¥K
B Amazon BRZF (ARN) , REBRMERR. REERBRE,

EERTF. BHE2RERE , HERRINFAEEREH,
EEFMAEENEL , Lambda A X 85iE W+ & R Lambda BB R EHIRAS. Lambda BB AKAEE 1
¥ et B 5BA 51 < B

ERFRENSER , BELEHNEAIRZEEE , AFHE Lambda #2H| A EFAM AR Lambda B
o

REHFHEBERHE (2%5)

X FARERFIF FIFO BA%I |, B MEHE R SIELERL TR ( Mt E &, mEBZEEHE. B3R
[/ ). BXEZEER , i85 RAmazon SQS JEEE M,

HHABRMAEERIZEIAG (285 )

1.

2
3
4,
5

B LT ML 3T Amazon SQS %A : https://console.aws.amazon.com/sgs/e
ESMBERSD , EERG,

FEBABITE |, BRI,

PR RIEMTEWCE R,

RMAHEBEMSH.

a. EBMXAES , AR 256 N FRIRHE— B,

b. WNTEMRE 6 ERFHR, BHFHZHH,
c. (WiEt)WMABENHIERE, i, LSRN byte, int 5 float ENKFHAEL

#IERE,
d. EEMNAEF , AAEREME.
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Message attributes - Optional Info

String v

Add new attribute

6. EPMMEAMEBEISENE  FEREPFNFEE,

Message attributes - Optional Info

string ¥

| Add new attribute ‘

7. BAIERFEHEZ BB S SR ME,

8. EMEREM , HEFEMER. ERRE-—NEM , BXRAEEEM.

9. ERFEMANESERZRE , BBRRZEHE. RIEHEE , BHE2E R —&KRAWER. EEFHR
XEREHEWHEBEMENGEE , BEREFFARE. EBTH , UXHERFEAE RN EE,
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Amazon SQS WH{EEE

XL RESSRAUFEER 9 FA Amazon SQS,

£}

£33 Amazon SQS ¥r/EF FIFO BAFIHI I
TH R{ESSR T E B EE A Amazon SQS BIEKAH & Mk aIEHE B,

F

X Amazon SQS #rAEFN FIFO BABIAY 2RI
3t Amazon SQS FIFO BA I E b 2%

2

# A Amazon SQS H &

B&{K Amazon SQS R A

M Amazon SQS #rA&ERASIE E FIFO RASI

£ Amazon SQS JHE

T 5N ATES By & 2 Amazon SQS &t EE R

F

il

REtALEE R

B EREE R
REKEH
BRBERZES
RESEEFIREH
RT— B EEAE
SKEHEiE K- By R 5

KEtabEEE A

AREERRERRTENNARFRES KIERLGENMBERES. Sl , MRENERARFLE—
FHEFRERR10® , ABLRTAMERREN 156 2% , MEL-RGEBEZHABHBERT , &

EHXIFRAER FIFO BASIHYEWL
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BREF—MENBEKNN AT EERXZRLEEE, HE , IRENNARFLE-FEEFTERR
108, BRIl EB8REN 28 , WEREERAENELEESN  Z—MAESRRIES

5 B
/HEe~o

ERRAETVHNRALEESE  BEATIIRKEz—
- MREHE (HEAUSEMMGLT ) LEEEFAFNNE , WFPESN TR S8R ERKELEHER
FENRKEBEHARBRES. BXESEE , FSHAEE I HEN,

« MREFHELFHEFTES KA , BAENERERZQERNES  BHENSB T REER (5
m2a%) , R ( REENERAENELEZEER ) , RAUUSS TR EENIER 2 28,

/A Important

B AT LA M Amazon SQS Yt E) ReceiveMessage ERAETH#E 12 /e, ZEKTI 4
BRTLEE 12 MR AE,

B EBATRETT AR AN E B ERT AT [E R B 7 ReceiveMessage ERE 3N 1TATER

R R 12 /et (BN 43200 % ) . Bl RSB —FEE |, HFUEBET LR
ChangeMessageVisibility M , ¥ VisibilityTimeout &ENR 43200 # , LLigE
12 PR AE , WiZHERTESAN, ER , BRIEET ReceiveMessage BERHEEM
EMAA RN ZRAFERAENER  SNER 43195 WX MESEFER. MRENFER
EFEES 12 /et , 5FEREA Step Functions,

LB ESREE IR

EREBEREIR  BEATYREZ — -

. MREEHA AWS SDK , NI EXRAUEEFEREFIERNERZE, BXEZELE | BESH
{Amazon Web Services —fl&ZZ) HH AWS FHEIRE iR FIEHEE,

- MRERFEA AWS SDK FAE#TERMEIR , MERKBEMRER., BEIRFHKE Amazon SQS B
HiIREEMER TEIR ReceiveMessage BEZHI , RATFERE (flw, 200 ¥ ) » X TFFH~=4%
HE%RM ReceiveMessage WEEMER , NAWEKWEF8TE ( fln 400 ER ) .

REKH

3 ReceiveMessage API IREMZFFBE AT 0 1, KEWER. HFEKEASERERN 208, K
REBELEBRZEMNAYEE ( ReceiveMessage RINEBHEE AN ) FERBNZMA (SHET
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RERIESEW/F ) , HBEIREMER Amazon SQS HIRA, BXEZEE |, 55 EAmazon SQS &
BB,

ERREEEELE  BEAUTRRE

- ERZSEERT , B LU ReceiveMessage FEMENREN 20 ¥, MR 20 WX BN ARERF
FiRAEK , MAREREW ReceiveMessage FF0tE (&R 18 ) . WWRFEA AWS SDK i
@] Amazon SQS , & AWS SDK Bl E N EBFREMNZFSFATE , N A sEX P8R Amazon SQS
B, TRATNEERNBERIFNKRBEARENEFRE,

« MRENZAARIIERERLE , WNESNBAIERA—NEE , MARNFIERIIFEREN &R, MR
NENBAIIERA—NERE , ZFONARF B ESASPREETAMNGEXLES ; NREHE
NEBRRBWZSNBAG , NAESBNARFES S (&K 20 % ) ZEEA AE RSN TZE
WEBEMASIFR AT AER,

/A Important

NiER HTTP £4i% , ¥R ReceiveMessage ERH HTTP Mo R AT EE
WaitTimeSeconds Z¥E K. EXEZE LR , S ReceiveMessage,

HRBRZREE
EMRFABETELENER , AZREEHR CloudWatch f847 , FEEIEEFAS,
- BRI EREEABEERAYE , EFNRII KRB ESEE@RIFEERS,

« ERAXENIFBRDEEBAR/NEELATFEREE ( TERELEZLERNHEELR ) BLE,

- ERAY|FRBEFHHE RS ApproximateAge0fOldestMessage CloudWatch #E#rkE |, A
NESRHEFAEBANBAESFENE. BEXRGSAI B TEEEERALLERNA LEIRER.

RIESEIERA 5K B 1

NFHERRT , SEENE M RIRARTHERBARNESE. FEEBERETIR , AR EER
¥T%E, ApproximateAgeOfOldestMessage EHREREEMNBARENS , MAREERIK
EREtE. fla , RIE—FEEERBAIIPEZT 1 X, ARSI BEREG. MRIEFBATIHR
BHEIN 4 X, MERYSE 3 REMIEERFIHMBER , B ApproximateAgeOfOldestMessage 79 3
Ko Hit , RESNERBLFILEIINRERE N LERBBA N R EE K,
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X F FIFO RA%I , HHEBEIFEESIET , ABRREELXE
B, ApproximateAgeOfOldestMessage fE#RIERE BB EIZEAS, £ LERE—RHA
o HETE 4 RIEMIEERASIRMIBR , B ApproximateAgeOfOldestMessage 7 4 X,

BRF — A E B E

BT Amazon SQS R— 1Mo WX R4 , Hik , BIEEM ReceiveMessage APl 153% 8 A A ZhiR [El B
Amazon SQS FEEMRIENERE , FAEHRAREFTQKREIER. EXTERT , Amazon SQS 8
BRFRNELERE—X , MEFEAEMNRKES 2N, ATEXEBERTAF2BEZHRAEHEE ,
H BN BRI RENTIN R AKIZRBERERN 1.

SRHE R R0 R R4
KHEE R-MRFERRFAA (RPC) RAN | HiENTHRESRR

- BEONENEE CIZEERS. MRESHTASNMIZECREES , E£RAXE ID HEEMEN
B & M5 23E K

« FEILBEHZEENS, XTRSSHEIEERIHN S —MIEERBAEE

BXREABNIFEFHSEER-MEEANESEE |, FS5H BR-BADEEKWERER (ELIBA
).

F&{K Amazon SQS X7~

LA B 3 SR B T A5 BY AR B AK AR AN 5 I FA BfY B9 7 B AR BR AR SR L1 B et Y B R
REALIEH SR 1E
ERERA , TR R SR H SR E

« BXA, BRABEBEE  HESE —BREEHRZSFHENEE TR EEN |, B6H Amazon SQS
AL TR AP 2 1E,

- ENEFRERTSERMOERES , HHEKRLHEAWS SDK for Java BEMH E h 7L E ik — i
N

@ Note
Amazon SQS &FFH & iw B Bl T < #F FIFO BA%l,
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FRESINHER

- KRWEEEBEHETARILEM Amazon SQS BAFIHERER.

- ERRKMER Amazon SQS B A2 H R 4> 22 BA T Y ZR U B ( N IR BEMETHE B8
ReceiveMessage R{EMIMRBIXE ) , BRAKRA, BXEZHELR , iS5 H Amazon SQS
K8,

- ZRGERAEESREBERNSIMELENRE |, BRI LER.
- ERSBERT , KRARTERA.
- BERWSVELREEE , BIER K Amazon SQS BAFIH ZE,
- EFENYENEA ReceiveMessage B RN NARFHNESR | EFEAERIA,
- BRAMNITHREKERER.

M Amazon SQS #r/ERFIFE ZE FIFO BA %I

MRERNBREZIRE DelaySeconds ¥ , WA BERHESREREHEKHERA ID KB
FIFO RA%1,

BXEZEER , BSEMRAERIIEE FIFO B,

% Amazon SQS FIFO BAFIR H b2

TIRERRIABDEREMEAEEESHERR ID AEE4L ID. BXEZER , 53 H Amazon
Simple Queue Service APl ZZ ) SendMessage f SendMessageBatch &1k,

£}

- f£/ Amazon SQS JBEEEEHIEMER ID
- £/ Amazon SQSJEE4 ID

- f£/ Amazon SQS EWERZ ID

£/ Amazon SQS JHEEES HIEMBR ID

HEEEREMR ID RATHERFERRITESREN RO T, MREAIEETHEREEEE
EBIEMER ID AER |, WA EABRERESHEMER ID RIAM BRI EKIES , BFR2HES
N ESBIERERERR &L A,

MIREBFIEZE FIFO BA%I 116



https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_SendMessage.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_SendMessageBatch.html

Amazon Simple Queue Service FRARIER

® Note
Amazon SQS 442 R ERE EEE IEMIBR ID , BIEEH SHIEWABIRR 2 5t 2 ik,

RECHEEESEHEMER ID
BIEERAE FHER THRENSRHREHSESBIEMER D 4

« Amazon SQS XM AN K- T EMHEEEENXNE RIEHEE,
« Amazon SQS 4N AN HE—IMBANEMEE., EEEBHTRINERIEEE,
« Amazon SQS KM AEBEEMARNAETRE (Hl , BEEEEEXFNERITHRTRE ) WELEH

JBNO

NE—aIEE/EREREE R ESBIER R

MREBE—WURBENE-—NEAEABRBSHBRE—N (ANEEEXPEIERETHAEFE
2 1D) , FEREZERK :

- ARFIGHETHARNEEREMR (EXHENMEAH—NIEX ) . SIREZEEESHIEN
B& ID,

- REFEAELENSNFEREBEMEBERERSE ID , BRFEM | IHXEATUERBINITEKR-Zi
F5,

« BRFSTHHEE FIFO AP MIRF , Rt o Ei R IAHERFR.

X PRIk E 7 |RRT IR

FIFO BABIRMESHEN RS EEA MM, ERITNARFN , NBREUEZENEREGIERS
i 40 B B ) 45 FR T Y 1RO T REAT IR E

- RIEESMTEAIINESHIEMERER. Amazon SQS WEEHREMRERRN 5 24, FESHK
M BRAT (B B PRI HA /S E i SendMessage R ATgEFEERNHEESIARRGIF, Hltn , EHPH
BHREFAZHNFREENEE ., MREREZWEIAG —BRERIXEFNNEEE  WEEH
REBFNRNEEZZHEXBERTEFEEEN,

- FRAELTNERTRNMERN  UENEUAEEN SR ol T ELEERHNRREZRE, SAEdT
WM ChangeMessageVisibility BRFERKAEE SN ATNMER, B2 , MEATR M4BT
B, HttEAET LA RLGEEE  MNMSRZRAEERE. EREXMER , BEEIEEEAS
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K032 A DL 4 7 A

EREHREMRE , BT EEMEBEI AT AWS FA T EGEEEN, XEATFEERHARER
#HEH ReceiveMessage APl #1E,

£/ Amazon SQS JEE4A ID

MessageGroupld REEHEHEE THEESANIEE, BTRE—HEAENERREXN T HEAN™E
IRFENEE (B2, BTTAEEESANEETRSTRIAFLE )

REZIMEFEEA

EXHE - FIFORRIIGTHZNMNEFERA , BERAEEA IDE (flWM, SAMRAFNSERE ). &
BERT , ZMEREATLELS  E8NMAFNSERIER FIFO AXAAE,

® Note
MRBETENESHKESA DAEEATR , NEMERETLEEGHEESL ID WEE.

BREZCEE/EAERETFLEEEN

EELENMERLIFEEENERT , FEEERSMIRENERENRETRELEESEHE |
BIRENANEBREEER —ME—RIES4A ID,

® Note
EEBEAT , MEREER. B2 , TERIEEENIRF.
FEZMIBENERENEABEABKENEEFRREEEEENNE (MRIELELER
REBEARCERE AR EBHEMTFLEAA ) .

BREAMEIEEA IDHERERE

XF FIFO BA%I , 2 AT EAE 20000 &ERHPHEE ( FEHAE S MBI ER |, 18 1 R MBA S5 i

BR ) o MNRBEFBLEE , Amazon SQS HALREMEMEEIREE. FIFO RAFIANKEE 2 FEEELL
BEGHAESA, XENES  NMREEENMNEEAPRETHESE  WERDERARENEE 2R | &
wfﬁ)ﬂﬁﬂﬂﬁ%éﬂqﬂﬁfiil_ BiZRA SIS B .
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® Note

ERMERDEE4A D WEENRETRERRATEAELERILE -FERERN. HELE
RIBATRE R TR B AR RIB LR E KA FEER .

EBERRUARREAEZHEE , HEUEHELEN EAHEEESA ID WEMEENLE | FE
RIRESEIE RS R B

BREELSIFEEERHERNESA D

EREREFEFHARENRIINARELAZ BEERHEEERA D AEREMBEE |, HRREEN
AFIFEEERAARAEERA ID,

£ Amazon SQS #WiER=1s ID
EWERZR ID RATX ReceiveMessage A3 TE S BIEM BRI SR,

ESBIT R TEEM Amazon SQS Z A7 4 & £ B FUAY AT B P 45 R T i) |, S{ESRER R R HRERE
RZH D, FEFTRTESRFEAUFEARBNZERERER ID #ITER,
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Amazon SQS Java SDK R4l

& ] LAE FIAWS SDK for Java ## 5 Amazon Simple Queue Service (Amazon SQS) ME i AWS
RS REM Java NAREF. EXREMIRE SDK , FZH (AWS SDK for Java 2.x FR AR IERE)
BV FT 3R e o

BXxEAKR Amazon SQS RAFIIRER RE |, FlananfAelZRAFIS A EEE |, i55HE (AWS SDK for
Java2x FF R AR¥ERE) FHIER Amazon SQS JEER %,

REBHHROIER T EM Amazon SQS 41E , BIANBRSS BRImIN%R (SSE). KA D EARLENEERE
28

ES]

- EARSERRINE (SSE)

« NBASIE BEFRE

- RXBHERM

5 RS- 253% 1N %% (SSE)

& B] LAE FHAWS SDK for Java [@ Amazon SQS BAFIZRINAR S BFiHNZE (SSE)e BANBAFIEEER AWS
Key Management Service (AWS KMS) KMS Z44 BB NZZH, WRANZE AWS HE KMS &
(AT Amazon SQS., Bxf#f SSE M KMS Z4AB/BNEZEL | ESHHANE,

I A BAFI AN SSE

ERNUMERGIBE RS EFIHMNE |, FEMA SetQueueAttributes FHIEIRE KmsMasterKeyId &
H,

AR RBIEF AWS KMS keyiR BN AWS £ KMS Z47 , AT Amazon SQS, ZRAIESSE
AWS KMS keyE FIEEIRE R 140 B,

EETREARBzE , BTRARSIRET AWS £, BEXEZEER |, {55/ AWS SDK for Java 2.x FF
RAREEHIIEE AWS EREMIT A X,

// Create an SgsClient for the specified Region.
SgsClient sqsClient = SqsClient.builder().region(Region.US_WEST_1).build();

15 A PR 55 25 ¥ 0 22 120


https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/getting-started.html
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/sqs-examples.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_SetQueueAttributes.html
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/setup.html#setup-credentials

Amazon Simple Queue Service FRARIER

// Get the URL of your queue.
String myQueueName = "my queue";
GetQueueUrlResponse getQueueUrlResponse =

sqsClient.getQueueUrl(GetQueueUrlRequest.builder().queueName(myQueueName).build());
String queueUrl = getQueueUrlResponse.queueUrl();

// Create a hashmap for the attributes. Add the key alias and reuse period to the
hashmap.

HashMap<QueueAttributeName, String> attributes = new HashMap<QueueAttributeName,
String>();

final String kmsMasterKeyAlias = "alias/aws/sqs"; // the alias of the AWS managed KMS
key for Amazon SQS.

attributes.put(QueueAttributeName.KMS_MASTER_KEY_ID, kmsMasterKeyAlias);
attributes.put(QueueAttributeName.KMS_DATA_KEY_REUSE_PERIOD_SECONDS, "140");

// Create the SetQueueAttributesRequest.

SetQueueAttributesRequest set_attrs_request = SetQueueAttributesRequest.builder()
.queueUrl(queueUlrl)
.attributes(attributes)
.build();

sgsClient.setQueueAttributes(set_attrs_request);

HNEAFIZEA SSE

ENNENSIZRARSEFHMNE , B SetQueueAttributes FEFRF KmsMasterKeyId B #i%
BRNEFRE,

/A Important
null XF KmsMasterKeyId R EM{E,

£ SSE #IZRA S

EEBIER SIS B A SSE , ¥ KmsMasterKeyId BHRMNE CreateQueue APl 5%/,

LT RBIFERB AT SSE V15 T RIZHEASI. BASIRF AWS #£& KMS B A T Amazon SQS. %
TR SR AWS KMS keyE FAEHIRE RN 160 ¥,

HBAFIZEF SSE 121


https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_CreateQueue.html

Amazon Simple Queue Service FRARIER

EETRAIRBzE , FRASKRET AWS EfE, BEXEZELR , {558 AWS SDK for Java 2.x FF
REARIEETRE AWS EFMNTT A X,

// Create an SgsClient for the specified Region.
SgsClient sqsClient = SqsClient.builder().region(Region.US_WEST_1).build();

// Create a hashmap for the attributes. Add the key alias and reuse period to the
hashmap.

HashMap<QueueAttributeName, String> attributes = new HashMap<QueueAttributeName,
String>();

final String kmsMasterKeyAlias = "alias/aws/sqs"; // the alias of the AWS managed KMS
key for Amazon SQS.

attributes.put(QueueAttributeName.KMS_MASTER_KEY_ID, kmsMasterKeyAlias);
attributes.put(QueueAttributeName.KMS_DATA_KEY_REUSE_PERIOD_SECONDS, "140");

// Add the attributes to the CreateQueueRequest.
CreateQueueRequest createQueueRequest =
CreateQueueRequest.builder()
.queueName(queueName)
.attributes(attributes)
.build();
sgsClient.createQueue(createQueueRequest);

K% SSE B
BXHRERIIBEHENEE , i55H Amazon Simple Queue Service APl & fiY =4,

ERFRIBEIIN KMS %40 ID BIBEZAERER , 1517 GetQueueAttributes HEHKE
KmsMasterKeyId fl KmsDataKeyReusePeriodSeconds {Eo

A BAFIEL EPRE

£ A cost-allocation ¥ 3 #5 Bh4H 42 F#R18 Amazon SQS BAFI. LA T /RAISE R A FHAWS SDK for
Java RELEBHRE, BXEZEER |, 2 /Amazon SQS A BEIFZ,

EETRARBzE , BFRARLKIZRET AWS £, EXEZEER |, i55H AWS SDK for Java 2.x FF
RARIEETIZEE AWS EFEMNIT A XiH,

5l HFRE
EDHRAYIMFRE |, BEA ListQueueTags FiZo
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// Create an SgsClient for the specified region.
SgsClient sqgsClient = SqsClient.builder().region(Region.US_WEST_1).build();

// Get the queue URL.
String queueName = "MyStandardQl";
GetQueueUrlResponse getQueueUrlResponse =

sqsClient.getQueueUrl(GetQueueUrlRequest.builder().queueName(queueName).build());
String queueUrl = getQueueUrlResponse.queueUrl();

// Create the ListQueueTagsRequest.
final ListQueueTagsRequest listQueueTagsRequest =

ListQueueTagsRequest.builder().queuelUrl(queuelrl).build();

// Retrieve the list of queue tags and print them.
final ListQueueTagsResponse listQueueTagsResponse =
sqsClient.listQueueTags(listQueueTagsRequest);
System.out.println(String.format("ListQueueTags: \tTags for queue %s are %s.\n",
queueName, listQueueTagsResponse.tags() ));

IS B TR
ENBSIRNINHEFIRZE , BEA TagQueue ik,

// Create an SgsClient for the specified Region.
SgsClient sqsClient = SqsClient.builder().region(Region.US_WEST_1).build();

// Get the queue URL.
String queueName = "MyStandardQl";
GetQueueUrlResponse getQueueUrlResponse =

sgsClient.getQueueUrl(GetQueueUrlRequest.builder().queueName(queueName).build());
String queueUrl = getQueueUrlResponse.queueUrl();

// Build a hashmap of the tags.

final HashMap<String, String> addedTags = new HashMap<>();
addedTags.put("Team", "Development");
addedTags.put("Priority", "Beta");
addedTags.put("Accounting ID", "456def");

//Create the TagQueueRequest and add them to the queue.
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final TagQueueRequest tagQueueRequest = TagQueueRequest.builder()
.queueUrl(queuelrl)
.tags(addedTags)
.build();

sqsClient.tagQueue(tagQueueRequest);

il BRAR 2

EMBAFIFBIBR—NRZMRZ |, B UntagQueue k. AT REIFMIER Accounting ID 4R
%

SYadleY

// Create the UntagQueueRequest.

final UntagQueueRequest untagQueueRequest = UntagQueueRequest.builder()
.queueUrl(queueUlrl)
.tagKeys("Accounting ID")
.build();

// Remove the tag from this queue.
sgsClient.untagQueue(untagQueueRequest);

RiEZHEBM

BULAEREEEY  EEHERERERTEE (RS, wEBEZERKE. SEFRAF ). BX
EZER |, 55 Amazon SQS HEE 4,

EETRARBzE , BRRERET AWS £ig, BXEZEER |, 155 AWS SDK for Java 2.x FF
RARIEREPHNIZEE AWS EEMFTFE X,

EXEH

ENHEENEM , BRMER MessageAttributeValue BIBPXEWLUTRB. BEXESZELR
BZSR EEBMAH M EEBMHREXRR .

AWS SDK for Java BaliTEEE EXFEEBHREAN , FFHES Amazon SQS REIHEIE#H 1TLE
B, BXEZER , 2 AWS SDK for Java 2.x TF R A RIEFE ; BXEMEEIES |, HSHAITEN
EEMH MD5 HERE,
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String

WRBIEN String B , EEBFH Name , EH Jane,

final Map<String, MessageAttributeValue> messageAttributes = new HashMap<>();
messageAttributes.put('"Name", new MessageAttributeValue()
.withDataType("String")

.withStringValue("Jane"));

Number

BERBIE X Number B , EE# AccurateWeight , % 230.000000000000000001

final Map<String, MessageAttributeValue> messageAttributes = new HashMap<>();
messageAttributes.put("AccurateWeight", new MessageAttributeValue()
.withDataType("Number")

.withStringValue("230.000000000000000001"));

Binary

WRBIE Y Binary B , E&#H ByteArray , EARDBAILH 10 A,

final Map<String, MessageAttributeValue> messageAttributes = new HashMap<>();
messageAttributes.put("ByteArray", new MessageAttributeValue()
.withDataType("Binary")

.withBinaryValue(ByteBuffer.wrap(new byte[10])));

String (custom)

WROIENBEXNEM String.Employeeld , EEZ 7 Employeeld, 8 ABC123456,

final Map<String, MessageAttributeValue> messageAttributes = new HashMap<>();
messageAttributes.put("Employeeld", new MessageAttributeValue()
.withDataType("String.EmployeelId")

.withStringValue("ABC123456"));

Number (custom)

LREBIENBEMNEM Number . AccountId , EZ# A AccountId, {EHN 000123456,

final Map<String, MessageAttributeValue> messageAttributes = new HashMap<>();

EXEM
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messageAttributes.put("AccountId", new MessageAttributeValue()
.withDataType("Number.AccountId")
.withStringValue("000123456"));

(@ Note
BATFEAKIERE N Number , ReceiveMessage FiELIRE 123456,

Binary (custom)

WREIEN BENEM Binary.JPEG , HE#HR Applicationlcon , BRARHBILH 10 FH
B,

final Map<String, MessageAttributeValue> messageAttributes = new HashMap<>();

messageAttributes.put("ApplicationIcon", new MessageAttributeValue()
.withDataType("Binary.JPEG")

.withBinaryValue(ByteBuffer.wrap(new byte[10])));

RIEHBRBRMENES
WRBITEREHE B BB R ME SendMessageRequest A,

// Send a message with an attribute.

final SendMessageRequest sendMessageRequest = new SendMessageRequest();
sendMessageRequest.withMessageBody("This is my message text.");
sendMessageRequest.withQueueUrl(myQueueUrl);
sendMessageRequest.withMessageAttributes(messageAttributes);
sgs.sendMessage(sendMessageRequest);

/A Important
MBREERIAF &t £ (FIFO) BAFI , R sendMessage HEERMEEA ID 2G5
1T
MR EFEH SendMessageBatch A3EMIE SendMessage , MAFIEER AL B ELEEN
SHEEM,
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8 JMS H Amazon SQS

Amazon SQS Java Messaging Library &3& A F Amazon SQS B Java Message Service (JMS) #
O, ATEREELER JMS WA ARFF R A Amazon SQS. FAKED , MABHEEEXREN AN
Amazon SQS F{E JMS R#HtEEF., &4 FH AWS SDK for Java 5 Amazon SQS Java Messaging
Library , A LABIE JMS EZEF2FEURE Amazon SQS Iz BIWAEEWNEIZENMERE.

W R AKAE JMS 1.1 FSEBABIE B A (IMS R S ) ; ZEXREXAR, EFHNRER
B &iAE| Amazon SQS A%, RXEFRTHFLTFERITR,

AR JMS 1.1 HISEM Amazon SQS Java Messaging Library 3 iERER , SR FH JMS 1.1
S EH Amazon SQS F L [E &,

F&

- RREH

« Amazon SQS Java Messaging Library Al’]

+ ¥ Amazon SQS Java Message Service (JMS) & i 5 H M Amazon SQS & ik #i & £ F
« RBRAIAHY Java RO - HEEA JMS 5 Amazon SQS #RiEEEA 5

o XFH IMS 1.1 K

FTRFMH
EFBZE , ERTURR AT RREAHF
« SEAT Java 19 SDK
ERAHFEN S XIFEAT Java ) SDK SEETEF :

o THHZRERT Java 9 SDK,
{8 Maven 3REX Amazon SQS Java Messaging Library.

® Note

ERAT Java B9 SDK fER — MERBIINE S HE A,
EAT Java B9 SDK FM5ERA T Java B9 Amazon SQS ¥ REZEFIREZEEFE A J2SE
Development Kit 8.0 & &R,
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BXTEEAT Java ) SDKWER , BSRER T Java B SDK,
« Amazon SQS Java Messaging Library

MR AREH Maven , M AJURF amazon-sqs-java-messaging-1lib.jar BFE%RMNE Java £
BEHR, BXTHRZENEER , 25 Amazon SQS Java Messaging Library,

(® Note

Amazon SQS Java Messaging Library ‘@3&EX Maven F Spring Framework %%,
B < Maven, Spring Framework 1 Amazon SQS Java Messaging Library B R
Bl , ESFEER A AR Java ”H) - EEEA JMS 5 Amazon SQS FRERA S,

<dependency>
<groupId>com.amazonaws</groupIld>
<artifactId>amazon-sqs-java-messaging-lib</artifactId>
<version>1.0.4</version>
<type>jar</type>

</dependency>

« Amazon SQS BA %l

&R F Amazon SQS ¥ AWS Management Console, CreateQueue API 2 Amazon SQS
Java Messaging Library F@3E# & Amazon SQS & im , BIERA S,

- BXEH AWS Management Consoles;, CreateQueue API 812 F Amazon SQS HIBAFIEIE
B BESR6IERG,

« BxfEH Amazon SQS Java Messaging Library B9 & , &5 fAmazon SQS Java Messaging
Library Aie

Amazon SQS Java Messaging Library A|’]

EFRESEA Java Message Service (JMS) & Amazon SQS , EEAATHHRBRE, UTEHD
NAWMABIE IMS EZEMSFUAR M EIEFZBCE R,

Amazon SQS Java Messaging Library F8& 7 #%&# Amazon SQS BEF RN R , ZNRSRERR
#1£ Amazon SQS A%, MRRAFIFEFE , BEFRIHFUEE,
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& JMS E#

1.

BIEBEETI H3iZ I @A createConnection A%,

// Create a new connection factory with all defaults (credentials and region) set
automatically
SQSConnectionFactory connectionFactory = new SQSConnectionFactory(
new ProviderConfiguration(),
AmazonSQSClientBuilder.defaultClient()
)i

// Create the connection.
SQSConnection connection = connectionFactory.createConnection();

SQSConnection X javax.jms.Connection #ITTH Bo. BRT JMS FRifEiE

BFH %, SQSConnection BRMEM—LT5E | HliN getAmazonSQSClient
getWrappedAmazonSQSClient, XFHM A EL ALEBHITREIEE JMS HSEHHWERIRE ,
BNl #FHBAF, FF , getWrappedAmazonSQSClient J53AF R4 M Bl E##E A/ Amazon
SQS EFmMHERE, ZBERFREFRPNEBINRERTHN IMSException , ML A
B IMSException RENIMNERBELEFERAZFE.

& LAMERA M getAmazonSQSClient # getWrappedAmazonSQSClient iR [E /Y Z F i X 3K
RATREBEE IMS FEH N EERME (e , ATLAAIE Amazon SQS A5l ) o

MREDENRBEE IMS E , MINFEA getWrappedAmazonSQSClient :

o MRIEFEH getWrappedAmazonSQSClient , MREINEFIHN RAFIEREHEER JMS
7%

- WMREMEA getAmazonSQSClient , MXERERF2ERH Amazon SQS &,

#1172 Amazon SQS BA %I
BENEFPHENRHFREREBFE Amazon SQS BA%I,

WRAIIFREFE , BRWHECIEE. MEIEFE , Wix )J ERRBREEfE. BXESZEE , 550
TextMessageSender.java "I “IRIBEE QBT — T,

BIEFRIERA S

// Get the wrapped client
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AmazonSQSMessagingClientWrapper client = connection.getWrappedAmazonSQSClient();

// Create an SQS queue named MyQueue, if it doesn't already exist
if (!client.queueExists("MyQueue")) {
client.createQueue("MyQueue");

B2 FIFO RA%I

// Get the wrapped client
AmazonSQSMessagingClientWrapper client = connection.getWrappedAmazonSQSClient();

// Create an Amazon SQS FIFO queue named MyQueue.fifo, if it doesn't already exist
if (!client.queueExists("MyQueue.fifo")) {
Map<String, String> attributes = new HashMap<String, String>();
attributes.put("FifoQueue", "true");
attributes.put("ContentBasedDeduplication", "true");
client.createQueue(new
CreateQueueRequest().withQueueName("MyQueue.fifo").withAttributes(attributes));

}

(® Note

FIFO BABIB AT . fifo FRLER.
B> ContentBasedDeduplication BMMWEZEER , SR E— X,

R RIEHR

1. HEZEMEM Amazon SQS RAFIER AR |, NelZE—NEH AUTO_ACKNOWLEDGE #EXHIEE
£ JMS &%,

// Create the nontransacted session with AUTO_ACKNOWLEDGE mode
Session session = connection.createSession(false, Session.AUTO_ACKNOWLEDGE);

2. ATHEBRIIREXAHER |, FalE— IMS BRFIFRRNE S el &,

// Create a queue identity and specify the queue name to the session
Queue queue = session.createQueue('"MyQueue");

// Create a producer for the 'MyQueue'

EEZSS e
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MessageProducer producer = session.createProducer(queue);
3. BIBXAHEHFERIZZFIG,
I%\

- EORARRSIREHEE BT RETMTHMBSH.

// Create the text message
TextMessage message = session.createTextMessage('"Hello World!");

// Send the message
producer.send(message);
System.out.println("JIMS Message " + message.getIMSMessageID());

- EM FIFORIIRIZER , YTREHEEA ID, LA REEEEEHEMRR ID. BXEZS
E8 , FERXERIE,

// Create the text message
TextMessage message = session.createTextMessage('"Hello World!");

// Set the message group ID
message.setStringProperty("IMSXGroupID", "Default");

// You can also set a custom message deduplication ID

// message.setStringProperty("JIMS_SQS_DeduplicationId", "hello");

// Here, it's not needed because content-based deduplication is enabled for the
queue

// Send the message
producer.send(message);
System.out.println("JMS Message " + message.getJIMSMessageID());

System.out.println("JIMS Message Sequence Number " +
message.getStringProperty("JIMS_SQS_SequenceNumber"));

BEZ:30 1)
1. BEKCEE  THR-MFGR-—NMERE  AEEA start 5k,
BB THEZAA start Fik. ToF , AETATFRBYNE , BEERRALS A

// Create a consumer for the 'MyQueue'
MessageConsumer consumer = session.createConsumer(queue);
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// Start receiving incoming messages
connection.start();

2. HEBFRA 1 DEHNBERTNZEAEEA receive 5%, RERERIIEERR,
- WEIRBIRERRFIRVGERE , WAGRDERNAR.

// Receive a message from 'MyQueue' and wait up to 1 second
Message receivedMessage = consumer.receive(1000);

// Cast the received message as TextMessage and display the text
if (receivedMessage != null) {

System.out.println("Received: " + ((TextMessage) receivedMessage).getText());

« EWEIREA FIFORRFIKEES , BRI G REENARNEMSET FIFOREERM |, Hlan
SEHEA ID, HEESHBERER ID MFHE, BXEZELE , BSHXERIE,

// Receive a message from 'MyQueue' and wait up to 1 second
Message receivedMessage = consumer.receive(1000);

// Cast the received message as TextMessage and display the text
if (receivedMessage != null) {
System.out.println("Received: " + ((TextMessage) receivedMessage).getText());
System.out.println("Group id: " +
receivedMessage.getStringProperty("IMSXGroupID"));

System.out.println("Message deduplication id: " +
receivedMessage.getStringProperty("JIMS_SQS_DeduplicationId"));

System.out.println("Message sequence number: " +
receivedMessage.getStringProperty("JIMS_SQS_SequenceNumber"));

}

3. XHMEENZE,

// Close the connection (and the session).
connection.close();

MHEEERUTUTAR

JMS Message ID:8example-588b-44e5-bbcf-d81l6example2
Received: Hello World!
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(@ Note
I&TLAE A Spring Framework #11{LIX £33 R,
BXxHMER , BSH SpringExampleConfiguration.xml, SpringExample.java,
LA ExampleConfiguration. javadBs H#Y ExampleCommon. java F SEFRAI AR Java
=l £EEA IMS 5 Amazon SQS #RAERASI Ay E B BHFEFF 3L,

AXREEMBZBBRIWTERY , 5350 TextMessageSender.java # SyncMessageReceiver.javas
FEEWVCER

£ Amazon SQS Java Messaging Library A TR RAIFR | SHEKIEE MyQueue H R E I,

LU R B9 48 o i@ IS s T 25 S S R WUR B

1. SEHE Messagelistener $#0,

class MylListener implements Messagelistener {

@Override
public void onMessage(Message message) {
try {
// Cast the received message as TextMessage and print the text to
screen.
System.out.println("Received: " + ((TextMessage) message).getText());
} catch (JMSException e) {
e.printStackTrace();

}

FWEEERS , M onMessage #£MOK Messagelistener &, M KWERSIGF | WHR
FEHEFHXR,

2. X receive KMELHIEEFEAEERKWE K MARXNEAELNEA MyListener AiE, E
LELEF-PH,

// Create a consumer for the 'MyQueue'.
MessageConsumer consumer = session.createConsumer(queue);
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// Instantiate and set the message listener for the consumer.
consumer.setMessagelListener(new MylListener());

// Start receiving incoming messages.
connection.start();

// Wait for 1 second. The listener onMessage() method is invoked when a message is
received.
Thread.sleep(1000);

HRPB®E Amazon SQS Java Messaging Library Al T RBIFHSERER. BEXxFSEAENTER
| , 2 #AsyncMessageReceiver. java® ) SEFRA AW Java R4l S5E&EA JIMS 5 Amazon
SQS FRARS,

L RPIE R S LT ARRALL

JMS Message ID:8example-588b-44e5-bbcf-d8l6example2
Received: Hello World!

EAE P REAER

Amazon SQS Java Messaging Library AT RABIEA AUTO_ACKNOWLEDGE &= , ZEX 2 B3
BIARBINERER ( LS NERM Amazon SQS BAFIHRHIEREER ) o

1. ERHEHELNETEFEABINEE  MAMEIEESR CLIENT_ACKNOWLEDGE XXM £1E,

// Create the non-transacted session with CLIENT_ACKNOWLEDGE mode.
Session session = connection.createSession(false, Session.CLIENT_ACKNOWLEDGE);

2. WEPEER , ERHEE , REEABIAES.

// Cast the received message as TextMessage and print the text to screen. Also
acknowledge the message.
if (receivedMessage != null) {
System.out.println("Received: " + ((TextMessage) receivedMessage).getText());
receivedMessage.acknowledge();
System.out.println("Acknowledged: " + message.getJMSMessageID());
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® Note
EHERXT , SWIAEREEN , teRABAEZEEZHWIINAEEE, i,
RKF 10 F£EE , M{REEIASE 10 FEHE (REBCEENINEF ) , RAEEXWINLRRAT
BIFHEER

HRPB®E Amazon SQS Java Messaging Library A T REIFHSERER., BXEEEFIREIAMER
WESERENTERSG , 52 /SyncMessageReceiverClientAcknowledge. java® iy LR A
A Java R~ E£&EH JMS 5 Amazon SQS ¥rAER B,

B RGIE B R S LT RA R

JMS Message ID:4example-aa@e-403f-b6df-5e@2example5s
Received: Hello World!
Acknowledged: ID:4example-aaQe-403f-b6df-5e@2example5s

EREFREINER

EEM CLIENT_ACKNOWLEDGE # 8 , FMBEZIRIAES R BIANEEZBREINFEEE.,. BXE
ZER  FSRERAEP mEIAMER,

Amazon SQS Java Messaging Library {2t 5 —##8IAE X, Z£H UNORDERED_ACKNOWLEDGE
B, ERHEAAEREXBARIINFIEER , TEHENBERRFNM, At , EFEH
UNORDERED_ACKNOWLEDGE # =X 6l 41E,

// Create the non-transacted session with UNORDERED_ACKNOWLEDGE mode.
Session session = connection.createSession(false, SQSSession.UNORDERED_ACKNOWLEDGE);

HRPRE AT RENMEXROPHNDSRER. HXEH UNORDERED_ACKNOWLEDGE X #YE
SHERAENTE RS , H5H SyncMessageReceiverUnorderedAcknowledge. javao

LE R B R S LT ARRAEL

JMS Message ID:dexample-73ad-4adb-bc6c-4357example?
Received: Hello World!
Acknowledged: ID:dexample-73ad-4adb-bc6c-4357example?
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¥ Amazon SQS Java Message Service (JMS) & F i 5 H At
Amazon SQS EFinBt & A

El&fEH Amazon SQS Java Message Service (JMS) & iS5 AWS SDK , £%F Amazon SQS HE
KR&IN 256 KBo A , &7 LAE A1E{T Amazon SQS & im#l22 JMS ZEEF. Hln , ATLlE
A IMS BEFimEE&ER T Java B Amazon SQS ¥ REEFimERKIEZEX Amazon S3 FHHIEE R
#H (&ARHF 2GB) W5 AR Amazon SQS HE. BXEZEER , HSHEHA Java fl Amazon S3 &
B AT D#H SQS EE.

LT Java KRB REIFAT BREFFRECE IMS RHEERF

AmazonS3 s3 = new AmazonS3Client(credentials);
Region s3Region = Region.getRegion(Regions.US_WEST_2);
s3.setRegion(s3Region);

// Set the Amazon S3 bucket name, and set a lifecycle rule on the bucket to

// permanently delete objects a certain number of days after each object's creation
date.

// Next, create the bucket, and enable message objects to be stored in the bucket.
BucketLifecycleConfiguration.Rule expirationRule = new
BucketLifecycleConfiguration.Rule();
expirationRule.withExpirationInDays(14).withStatus("Enabled");

BucketLifecycleConfiguration lifecycleConfig = new
BucketLifecycleConfiguration().withRules(expirationRule);

s3.createBucket(s3BucketName);
s3.setBucketLifecycleConfiguration(s3BucketName, lifecycleConfig);
System.out.println("Bucket created and configured.");

// Set the SQS extended client configuration with large payload support enabled.
ExtendedClientConfiguration extendedClientConfig = new ExtendedClientConfiguration()
.withLargePayloadSupportEnabled(s3, s3BucketName);

AmazonSQS sqsExtended = new AmazonSQSExtendedClient(new AmazonSQSClient(credentials),
extendedClientConfig);

Region sqsRegion = Region.getRegion(Regions.US_WEST_2);
sqsExtended.setRegion(sqsRegion);

LR Java KBS REIFQIZEZET

// Create the connection factory using the environment variable credential provider.
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// Pass the configured Amazon SQS Extended Client to the IMS connection factory.
SQSConnectionFactory connectionFactory = new SQSConnectionFactory(

new ProviderConfiguration(),

sqsExtended

);

// Create the connection.
SQSConnection connection = connectionFactory.createConnection();

SEFRAT A Java =™l EEEA JMS 5 Amazon SQS #RAERA S

LA 88 R 51354 BA In{al 45 & F Java Message Service (JMS) 5 Amazon SQS #r/#B\5, BxEMA
FIFO BASINEZELR , B2 HAIE FIFO \F, BFXRFEEMEZEYEE. (FEBAFIF FIFO
ABIM R ZZBCEE 2B, B2 , FIFORRIIFHEEEEEZE M, )

ExampleConfiguration.java

AR Java SDK v 1.x REBRAIRIE T AT EAM Java RAIWRKIAAFIBFR, XEMEIE,

* Copyright 2010-2022 Amazon.com, Inc. or its affiliates. All Rights Reserved.

* Licensed under the Apache License, Version 2.0 (the "License").
* You may not use this file except in compliance with the License.
* A copy of the License is located at

* https://aws.amazon.com/apache2.0
* or in the "license" file accompanying this file. This file is distributed
* on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either

* express or implied. See the License for the specific language governing
* permissions and limitations under the License.

*/

public class ExampleConfiguration {
public static final String DEFAULT_QUEUE_NAME = "SQSJMSClientExampleQueue";

public static final Region DEFAULT_REGION = Region.getRegion(Regions.US_EAST_2);

private static String getParameter( String args[], int i ) {
if( i + 1 >= args.length ) {
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throw new IllegalArgumentException( "Missing parameter for " + args[i] );

}

return args[i+1];

/**

* Parse the command line and return the resulting config. If the config parsing

fails
* print the error and the usage message and then call System.exit
*
* @param app the app to use when printing the usage string
* @param args the command line arguments
* @return the parsed config
*/
public static ExampleConfiguration parseConfig(String app, String args[]) {
try {
return new ExampleConfiguration(args);
} catch (IllegalArgumentException e) {
System.err.println( "ERROR: " + e.getMessage() );
System.err.println();

System.err.println( "Usage: " + app + " [--queue <queue>] [--region
<region>] [--credentials <credentials>] ");

System.err.println( " or" );

System.err.println( " "+ app + " <spring.xml>" );

System.exit(-1);
return null;

private ExampleConfiguration(String args[]) {
for( int i = @; i < args.length; ++i ) {
String arg = args[i];
if( arg.equals( "--queue" ) ) {
setQueueName(getParameter(args, i));
i++;
} else if( arg.equals( "--region" ) ) {
String regionName = getParameter(args, i);
try {
setRegion(Region.getRegion(Regions.fromName(regionName)));
} catch( IllegalArgumentException e ) {
throw new IllegalArgumentException( "Unrecognized region " +

regionName );

i++

ExampleConfiguration.java
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} else if( arg.equals( "--credentials" ) ) {
String credsFile = getParameter(args, i);
try {
setCredentialsProvider( new
PropertiesFileCredentialsProvider(credsFile) );
} catch (AmazonClientException e) {
throw new IllegalArgumentException("Error reading credentials from
" + credsFile, e );

}
i++;

} else {
throw new IllegalArgumentException("Unrecognized option " + arg);

private String queueName = DEFAULT_QUEUE_NAME;

private Region region = DEFAULT_REGION;

private AWSCredentialsProvider credentialsProvider = new
DefaultAWSCredentialsProviderChain();

public String getQueueName() {
return queueName;

public void setQueueName(String queueName) {
this.queueName = queueName;

public Region getRegion() {
return region;

public void setRegion(Region region) {
this.region = region;

public AWSCredentialsProvider getCredentialsProvider() {
return credentialsProvider;

public void setCredentialsProvider(AWSCredentialsProvider credentialsProvider) {
// Make sure they're usable first
credentialsProvider.getCredentials();
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this.credentialsProvider = credentialsProvider;

TextMessageSender.java

LR Java R RAIGIEXATHECIEE,

*

Copyright 2010-2022 Amazon.com, Inc. or its affiliates. All Rights Reserved.

Licensed under the Apache License, Version 2.0 (the "License").
You may not use this file except in compliance with the License.
A copy of the License is located at

https://aws.amazon.com/apache2.0

or in the "license" file accompanying this file. This file is distributed
on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either
express or implied. See the License for the specific language governing
permissions and limitations under the License.

*/

public class TextMessageSender {

public static void main(String args[]) throws IMSException {
ExampleConfiguration config =

ExampleConfiguration.parseConfig("TextMessageSender", args);

ExampleCommon.setupLogging();

// Create the connection factory based on the config
SQSConnectionFactory connectionFactory = new SQSConnectionFactory(
new ProviderConfiguration(),
AmazonSQSClientBuilder.standard()
.withRegion(config.getRegion().getName())
.withCredentials(config.getCredentialsProvider())

);

// Create the connection
SQSConnection connection = connectionFactory.createConnection();

// Create the queue if needed
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ExampleCommon.ensureQueueExists(connection, config.getQueueName());

// Create the session
Session session = connection.createSession(false, Session.AUTO_ACKNOWLEDGE);
MessageProducer producer =

session.createProducer( session.createQueue( config.getQueueName() ) );

sendMessages(session, producer);

// Close the connection. This closes the session automatically
connection.close();
System.out.println( "Connection closed" );

private static void sendMessages( Session session, MessageProducer producer ) {
BufferedReader inputReader = new BufferedReader(
new InputStreamReader( System.in, Charset.defaultCharset() ) );

try {
String input;
while( true ) {
System.out.print( "Enter message to send (leave empty to exit): " );
input = inputReader.readlLine();
if( input == null || input.equals("" ) ) break;

TextMessage message = session.createTextMessage(input);
producer.send(message);
System.out.println( "Send message " + message.getIMSMessageID() );
}
} catch (EOFException e) {
// Just return on EOF
} catch (IOException e) {

System.err.println( "Failed reading input: " + e.getMessage() );
} catch (JMSException e) {
System.err.println( "Failed sending message: " + e.getMessage() );

e.printStackTrace();

SyncMessageReceiver.java

LT Java REBRAIGIZRLSHEEERE.
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*

Copyright 2010-2022 Amazon.com, Inc. or its affiliates. All Rights Reserved.

Licensed under the Apache License, Version 2.0 (the "License").
You may not use this file except in compliance with the License.
A copy of the License is located at

https://aws.amazon.com/apache2.0

or in the "license" file accompanying this file. This file is distributed
on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either
express or implied. See the License for the specific language governing
permissions and limitations under the License.

*/

public class SyncMessageReceiver {
public static void main(String args[]) throws IMSException {

ExampleConfiguration config =

ExampleConfiguration.parseConfig("SyncMessageReceiver", args);

ExampleCommon.setuplLogging();

// Create the connection factory based on the config
SQSConnectionFactory connectionFactory = new SQSConnectionFactory(
new ProviderConfiguration(),
AmazonSQSClientBuilder.standard()
.withRegion(config.getRegion().getName())
.withCredentials(config.getCredentialsProvider())

);

// Create the connection
SQSConnection connection = connectionFactory.createConnection();

// Create the queue if needed
ExampleCommon.ensureQueueExists(connection, config.getQueueName());

// Create the session
Session session = connection.createSession(false, Session.CLIENT_ACKNOWLEDGE);
MessageConsumer consumer =

session.createConsumer( session.createQueue( config.getQueueName() ) );

connection.start();
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receiveMessages(session, consumer);

// Close the connection. This closes the session automatically
connection.close();
System.out.println( "Connection closed" );

private static void receiveMessages( Session session, MessageConsumer consumer ) {

try {

while( true ) {

}

System.out.println( "Waiting for messages");

// Wait 1 minute for a message

Message message = consumer.receive(TimeUnit.MINUTES.toMillis(1));

if( message == null ) {
System.out.println( "Shutting down after 1 minute of silence" );
break;

}

ExampleCommon.handleMessage(message);

message.acknowledge();

System.out.println( "Acknowledged message " + message.getIMSMessageID() );

} catch (JMSException e) {
System.err.println( "Error receiving from SQS: " + e.getMessage() );
e.printStackTrace();

AsyncMessageReceiver.java

LT Java KRB RAIGIERLSHEERE.

Copyright 2010-2022 Amazon.com, Inc. or its affiliates. All Rights Reserved.

Licensed under the Apache License, Version 2.0 (the "License").
You may not use this file except in compliance with the License.
A copy of the License is located at

https://aws.amazon.com/apache2.0

or in the "license" file accompanying this file. This file is distributed
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* on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either

* express or implied. See the License for the specific language governing

* permissions and limitations under the License.
*

*/

public class AsyncMessageReceiver {

public static void main(String args[]) throws IMSException, InterruptedException {

ExampleConfiguration config =
ExampleConfiguration.parseConfig("AsyncMessageReceiver", args);

ExampleCommon.setupLogging();

// Create the connection factory based on the config
SQSConnectionFactory connectionFactory = new SQSConnectionFactory(
new ProviderConfiguration(),
AmazonSQSClientBuilder.standard()
.withRegion(config.getRegion().getName())
.withCredentials(config.getCredentialsProvider())

);

// Create the connection
SQSConnection connection = connectionFactory.createConnection();

// Create the queue if needed
ExampleCommon.ensureQueueExists(connection, config.getQueueName());

// Create the session

Session session = connection.createSession(false, Session.CLIENT_ACKNOWLEDGE);

MessageConsumer consumer =
session.createConsumer( session.createQueue( config.getQueueName() ) );

// No messages are processed until this is called
connection.start();

ReceiverCallback callback = new ReceiverCallback();
consumer.setMessagelistener( callback );

callback.waitForOneMinuteOfSilence();
System.out.println( "Returning after one minute of silence" );

// Close the connection. This closes the session automatically
connection.close();
System.out.println( "Connection closed" );
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}

private static class ReceiverCallback implements MessagelListener {
// Used to listen for message silence
private volatile long timeOfLastMessage = System.nanoTime();

public void waitForOneMinuteOfSilence() throws InterruptedException {
for(;;) {
long timeSincelLastMessage = System.nanoTime() - timeOflLastMessage;
long remainingTillOneMinuteOfSilence =
TimeUnit.MINUTES.toNanos(1l) - timeSincelastMessage;
if( remainingTillOneMinuteOfSilence < 0 ) {

break;
}
TimeUnit.NANOSECONDS.sleep(remainingTillOneMinuteOfSilence);
}
}
@Override
public void onMessage(Message message) {
try {

ExampleCommon.handleMessage(message);
message.acknowledge();
System.out.println( "Acknowledged message " +
message.getIMSMessageID() );
timeOfLastMessage = System.nanoTime();
} catch (JMSException e) {
System.err.println( "Error processing message: " + e.getMessage() );
e.printStackTrace();

SyncMessageReceiverClientAcknowledge.java
BT Java KB RAIGIZEEEFiRBNEXNESERAE.

/*
* Copyright 2010-2022 Amazon.com, Inc. or its affiliates. All Rights Reserved.

*
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* Licensed under the Apache License, Version 2.0 (the "License").
* You may not use this file except in compliance with the License.
* A copy of the License is located at

* https://aws.amazon.com/apache2.0

* or in the "license" file accompanying this file. This file is distributed
* on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either
* express or implied. See the License for the specific language governing

* permissions and limitations under the License.

*/

/**
* An example class to demonstrate the behavior of CLIENT_ACKNOWLEDGE mode for received
messages. This example
* complements the example given in {@link SyncMessageReceiverUnorderedAcknowledge} for
UNORDERED_ACKNOWLEDGE mode.
*
* First, a session, a message producer, and a message consumer are created. Then, two
messages are sent. Next, two messages
* are received but only the second one is acknowledged. After waiting for the
visibility time out period, an attempt to
* receive another message is made. It's shown that no message is returned for this
attempt since in CLIENT_ACKNOWLEDGE mode,
* as expected, all the messages prior to the acknowledged messages are also
acknowledged.
*
* This ISN'T the behavior for UNORDERED_ACKNOWLEDGE mode. Please see {@link
SyncMessageReceiverUnorderedAcknowledge}
* for an example.
*/

public class SyncMessageReceiverClientAcknowledge {

// Visibility time-out for the queue. It must match to the one set for the queue
for this example to work.
private static final long TIME_OUT_SECONDS = 1;

public static void main(String args[]) throws IMSException, InterruptedException {
// Create the configuration for the example
ExampleConfiguration config =
ExampleConfiguration.parseConfig("SyncMessageReceiverClientAcknowledge", args);

// Setup logging for the example
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ExampleCommon.setuplLogging();

// Create the connection factory based on the config
SQSConnectionFactory connectionFactory = new SQSConnectionFactory(
new ProviderConfiguration(),
AmazonSQSClientBuilder.standard()
.withRegion(config.getRegion().getName())
.withCredentials(config.getCredentialsProvider())

);

// Create the connection
SQSConnection connection = connectionFactory.createConnection();

// Create the queue if needed
ExampleCommon.ensureQueueExists(connection, config.getQueueName());

// Create the session with client acknowledge mode
Session session = connection.createSession(false, Session.CLIENT_ACKNOWLEDGE);

// Create the producer and consume

MessageProducer producer =
session.createProducer(session.createQueue(config.getQueueName()));

MessageConsumer consumer =
session.createConsumer(session.createQueue(config.getQueueName()));

// Open the connection
connection.start();

// Send two text messages
sendMessage(producer, session, "Message 1");
sendMessage(producer, session, "Message 2");

// Receive a message and don't acknowledge it
receiveMessage(consumer, false);

// Receive another message and acknowledge it
receiveMessage(consumer, true);

// Wait for the visibility time out, so that unacknowledged messages reappear
in the queue

System.out.println("Waiting for visibility timeout...");

Thread.sleep(TimeUnit.SECONDS.toMillis(TIME_OUT_SECONDS));
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// Attempt to receive another message and acknowledge it. This results in
receiving no messages since

// we have acknowledged the second message. Although we didn't explicitly
acknowledge the first message,

// in the CLIENT_ACKNOWLEDGE mode, all the messages received prior to the
explicitly acknowledged message

// are also acknowledged. Therefore, we have implicitly acknowledged the first
message.

receiveMessage(consumer, true);

// Close the connection. This closes the session automatically
connection.close();
System.out.println("Connection closed.");

* Sends a message through the producer.

* @param producer Message producer

* @param session Session

* @param messageText Text for the message to be sent

* @throws JIMSException

*/

private static void sendMessage(MessageProducer producer, Session session, String
messageText) throws JIMSException {

// Create a text message and send it
producer.send(session.createTextMessage(messageText));

/**
* Receives a message through the consumer synchronously with the default timeout
(TIME_OUT_SECONDS).
* If a message is received, the message is printed. If no message is received,
"Queue 1is empty!" is
* printed.
*
* @param consumer Message consumer
* @param acknowledge If true and a message is received, the received message is
acknowledged.
* @throws JIMSException
*/
private static void receiveMessage(MessageConsumer consumer, boolean acknowledge)
throws JMSException {
// Receive a message
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Message message =
consumer.receive(TimeUnit.SECONDS.toMillis(TIME_OUT_SECONDS));

if (message == null) {
System.out.println("Queue is empty!");
} else {
// Since this queue has only text messages, cast the message object and
print the text
System.out.println("Received: " + ((TextMessage) message).getText());

// Acknowledge the message if asked
if (acknowledge) message.acknowledge();

SyncMessageReceiverUnorderedAcknowledge.java

BT Java KB REIGIZEREFBINMEXNESERE.

* Copyright 2010-2022 Amazon.com, Inc. or its affiliates. All Rights Reserved.

* Licensed under the Apache License, Version 2.0 (the "License").
* You may not use this file except in compliance with the License.
* A copy of the License is located at

* https://aws.amazon.com/apache2.0

* or in the "license" file accompanying this file. This file is distributed
* on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either
* express or implied. See the License for the specific language governing

* permissions and limitations under the License.

*/

/**
* An example class to demonstrate the behavior of UNORDERED_ACKNOWLEDGE mode for
received messages. This example
* complements the example given in {@link SyncMessageReceiverClientAcknowledge} for
CLIENT_ACKNOWLEDGE mode.

*
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* First, a session, a message producer, and a message consumer are created. Then, two
messages are sent. Next, two messages

* are received but only the second one is acknowledged. After waiting for the
visibility time out period, an attempt to

* receive another message is made. It's shown that the first message received in the
prior attempt is returned again

* for the second attempt. In UNORDERED_ACKNOWLEDGE mode, all the messages must be
explicitly acknowledged no matter what

* the order they're received.

*

* This ISN'T the behavior for CLIENT_ACKNOWLEDGE mode. Please see {@link
SyncMessageReceiverClientAcknowledge}

* for an example.

*/

public class SyncMessageReceiverUnorderedAcknowledge {

// Visibility time-out for the queue. It must match to the one set for the queue
for this example to work.
private static final long TIME_OUT_SECONDS = 1;

public static void main(String args[]) throws IMSException, InterruptedException {
// Create the configuration for the example
ExampleConfiguration config =
ExampleConfiguration.parseConfig("SyncMessageReceiverUnorderedAcknowledge", args);

// Setup logging for the example
ExampleCommon.setuplLogging();

// Create the connection factory based on the config
SQSConnectionFactory connectionFactory = new SQSConnectionFactory(
new ProviderConfiguration(),
AmazonSQSClientBuilder.standard()
.withRegion(config.getRegion().getName())
.withCredentials(config.getCredentialsProvider())

);

// Create the connection
SQSConnection connection = connectionFactory.createConnection();

// Create the queue if needed
ExampleCommon.ensureQueueExists(connection, config.getQueueName());

// Create the session with unordered acknowledge mode
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Session session = connection.createSession(false,
SQSSession.UNORDERED_ACKNOWLEDGE);

// Create the producer and consume

MessageProducer producer =
session.createProducer(session.createQueue(config.getQueueName()));

MessageConsumer consumer =
session.createConsumer(session.createQueue(config.getQueueName()));

// Open the connection
connection.start();

// Send two text messages
sendMessage(producer, session, "Message 1");
sendMessage(producer, session, "Message 2");

// Receive a message and don't acknowledge it
receiveMessage(consumer, false);

// Receive another message and acknowledge it
receiveMessage(consumer, true);

// Wait for the visibility time out, so that unacknowledged messages reappear
in the queue

System.out.println("Waiting for visibility timeout...");

Thread.sleep(TimeUnit.SECONDS.toMillis(TIME_OUT_SECONDS));

// Attempt to receive another message and acknowledge it. This results in
receiving the first message since

// we have acknowledged only the second message. In the UNORDERED_ACKNOWLEDGE
mode, all the messages must

// be explicitly acknowledged.

receiveMessage(consumer, true);

// Close the connection. This closes the session automatically

connection.close();
System.out.println("Connection closed.");

* Sends a message through the producer.

* @param producer Message producer
* @param session Session
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* @param messageText Text for the message to be sent
* @throws JIMSException
*/
private static void sendMessage(MessageProducer producer, Session session, String
messageText) throws JIMSException {
// Create a text message and send it
producer.send(session.createTextMessage(messageText));

/**
* Receives a message through the consumer synchronously with the default timeout
(TIME_OUT_SECONDS).
* If a message is received, the message is printed. If no message is received,
"Queue 1is empty!" is
* printed.
*
* @param consumer Message consumer
* @param acknowledge If true and a message is received, the received message is
acknowledged.
* @throws JIMSException
*/
private static void receiveMessage(MessageConsumer consumer, boolean acknowledge)
throws JMSException {
// Receive a message
Message message =
consumer.receive(TimeUnit.SECONDS.toMillis(TIME_OUT_SECONDS));

if (message == null) {
System.out.println("Queue is empty!");
} else {
// Since this queue has only text messages, cast the message object and
print the text
System.out.println("Received: " + ((TextMessage) message).getText());

// Acknowledge the message if asked
if (acknowledge) message.acknowledge();

SpringExampleConfiguration.xml

BLR XML 88 =l 2 SpringExample.java B9 Bean Bt & 3 4,
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<l--

Copyright 2010-2022 Amazon.com, Inc. or its affiliates. All Rights Reserved.

Licensed under the Apache License, Version 2.0 (the "License").
You may not use this file except in compliance with the License.
A copy of the License is located at

https://aws.amazon.com/apache2.0

or in the "license" file accompanying this file. This file is distributed
on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either
express or implied. See the License for the specific language governing
permissions and limitations under the License.

<?xml version="1.0" encoding="UTF-8"7?>
<beans
xmlns="http://www.springframework.org/schema/beans"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:util="http://www.springframework.org/schema/util"
xmlns:p="http://www.springframework.org/schema/p"
xsi:schemalLocation="
http://www.springframework.org/schema/beans http://www.springframework.org/
schema/beans/spring-beans-3.0.xsd
http://www.springframework.org/schema/util http://www.springframework.org/
schema/util/spring-util-3.0.xsd

LES

<bean id="CredentialsProviderBean"
class="com.amazonaws.auth.DefaultAWSCredentialsProviderChain"/>

<bean id="ClientBuilder" class='"com.amazonaws.services.sqs.AmazonSQSClientBuilder"
factory-method="standard">
<property name="region" value="us-east-2"/>
<property name="credentials" ref="CredentialsProviderBean"/>
</bean>

<bean id="ProviderConfiguration"
class="com.amazon.sqs.javamessaging.ProviderConfiguration">
<property name="numberOfMessagesToPrefetch" value="5"/>
</bean>
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<bean id="ConnectionFactory"
class="com.amazon.sqs.javamessaging.SQSConnectionFactory">
<constructor-arg ref="ProviderConfiguration" />
<constructor-arg ref="ClientBuilder" />
</bean>

<bean id="Connection" class="javax.jms.Connection"
factory-bean="ConnectionFactory"
factory-method="createConnection"
init-method="start"
destroy-method="close" />

<bean id="QueueName" class="java.lang.String">
<constructor-arg value="SQSIMSClientExampleQueue"/>
</bean>
</beans>

SpringExample.java

BT Java 55 R HIfEA Bean B E X4 RN BILIERIXT R,

* Copyright 2010-2022 Amazon.com, Inc. or its affiliates. All Rights Reserved.

* Licensed under the Apache License, Version 2.0 (the "License").
* You may not use this file except in compliance with the License.
* A copy of the License is located at

* https://aws.amazon.com/apache2.0

* or in the "license" file accompanying this file. This file is distributed
* on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either
* express or implied. See the License for the specific language governing

* permissions and limitations under the License.

*

*/

public class SpringExample {
public static void main(String args[]) throws IMSException {
if( args.length != 1 || !args[@].endsWith(".xml")) {
System.err.println( "Usage: " + SpringExample.class.getName() + " <spring
config.xml>" );
System.exit(1);

SpringExample.java 154



Amazon Simple Queue Service FRARIER

}

File springFile = new File( args[Q] );
if( !springFile.exists() || !springFile.canRead() ) {
System.err.println( "File " + args[@] + " doesn't exist or isn't
readable.");
System.exit(2);

ExampleCommon.setupLogging();

FileSystemXmlApplicationContext context =
new FileSystemXmlApplicationContext( "file://" +
springFile.getAbsolutePath() );

Connection connection;
try {
connection = context.getBean(Connection.class);
} catch( NoSuchBeanDefinitionException e ) {
System.err.println( "Can't find the JIMS connection to use: " +
e.getMessage() );
System.exit(3);
retuzrn;

String queueName;
try {
queueName = context.getBean("QueueName", String.class);
} catch( NoSuchBeanDefinitionException e ) {
System.err.println( "Can't find the name of the queue to use: " +
e.getMessage() );
System.exit(3);
retuzrn;

if( connection instanceof SQSConnection ) {
ExampleCommon.ensureQueueExists( (SQSConnection) connection, queueName );

// Create the session
Session session = connection.createSession(false, Session.CLIENT_ACKNOWLEDGE);
MessageConsumer consumer =

session.createConsumer( session.createQueue( queueName) );
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receiveMessages(session, consumer);

// The context can be setup to close the connection for us
context.close();
System.out.println( "Context closed" );

private static void receiveMessages( Session session, MessageConsumer consumer ) {
try {
while( true ) {

System.out.println( "Waiting for messages");

// Wait 1 minute for a message

Message message = consumer.receive(TimeUnit.MINUTES.toMillis(1));

if( message == null ) {
System.out.println( "Shutting down after 1 minute of silence" );
break;

}

ExampleCommon.handleMessage(message);

message.acknowledge();

System.out.println( "Acknowledged message" );

}
} catch (JMSException e) {
System.err.println( "Error receiving from SQS: " + e.getMessage() );

e.printStackTrace();

ExampleCommon.java

AT Java REERHIE EEE Amazon SQS RAIIRBREE , IRFERE , UtE—, EXEET
B B A id A8,

* Copyright 2010-2022 Amazon.com, Inc. or its affiliates. All Rights Reserved.
* Licensed under the Apache License, Version 2.0 (the "License").

* You may not use this file except in compliance with the License.

* A copy of the License is located at

* https://aws.amazon.com/apache2.0

* or in the "license" file accompanying this file. This file is distributed

ExampleCommon.java 156



Amazon Simple Queue Service FRARIER

* on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either
* express or implied. See the License for the specific language governing
* permissions and limitations under the License.

*

*/

public class ExampleCommon {
/**
* A utility function to check the queue exists and create it if needed. For most
* use cases this is usually done by an administrator before the application is
run.
*/
public static void ensureQueueExists(SQSConnection connection, String queueName)
throws JIMSException {
AmazonSQSMessagingClientWrapper client =
connection.getWrappedAmazonSQSClient();

/**
* In most cases, you can do this with just a createQueue call, but
GetQueueUrl
* (called by queueExists) is a faster operation for the common case where the
queue
* already exists. Also many users and roles have permission to call
GetQueueUrl
* but don't have permission to call CreateQueue.
*/
if( !client.queueExists(queueName) ) {
client.createQueue( queueName );

public static void setuplLogging() {
// Setup logging
BasicConfigurator.configure();
Logger.getRootLogger().setlLevel(Level .WARN);

public static void handleMessage(Message message) throws JIMSException {
System.out.println( "Got message " + message.getIMSMessagelID() );
System.out.println( "Content: ");
if( message instanceof TextMessage ) {
TextMessage txtMessage = ( TextMessage ) message;
System.out.println( "\t" + txtMessage.getText() );
} else if( message instanceof BytesMessage ){
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BytesMessage byteMessage = ( BytesMessage ) message;

// Assume the length fits in an int - SQS only supports sizes up to 256k so
that

// should be true

byte[] bytes = new byte[(int)byteMessage.getBodyLength()];

byteMessage.readBytes(bytes);

System.out.println( "\t" + Baseb4.encodeAsString( bytes ) );

} else if( message instanceof ObjectMessage ) {
ObjectMessage objMessage = (ObjectMessage) message;
System.out.println( "\t" + objMessage.getObject() );

M JMS 1.1 S5HE

Amazon SQS Java Messaging Library XL JMS 1.1 SEHs, B Amazon SQS Java Messaging
Library XFHSEMTIBENEZER |, B3 H Amazon SQS WA &,

ENEAENO

* Connection

* ConnectionFactory
* Destination

* Session

* MessageConsumer

* MessageProducer

XIFRHERE

* ByteMessage
* ObjectMessage

 TextMessage

XEWEHEBIAER

* AUTO_ACKNOWLEDGE
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 CLIENT_ACKNOWLEDGE
« DUPS_OK_ACKNOWLEDGE
« UNORDERED_ACKNOWLEDGE

(® Note

UNORDERED_ACKNOWLEDGE XA F JMS 1.1 MG, WERKXEBITF Amazon SQS A iF
JMS EFIRERBEINER,

JMS E BV PRE M T E I 1
KIEHEB
ERXHEN , BN SRR RBATIRAAEE -

« JIMSXGroupID ( X¥F FIFO RAFIRMAFEN , X FHR/EBFIRT R )
« JMS_SQS_DeduplicationId ( XF FIFO BABIRAIER |, X FARHEBFIZR T AT )

HRIZHEEIE , Amazon SQS FHEBFREBLEREATIRAMEY

* JMSMessageID
« JIMS_SQS_SequenceNumber ( fEMAF FIFO BASI )

BEUCEE
EEYCEER , Amazon SQS M ABFKEERENTRLMEN -

» JMSDestination

¢ JMSMessagelD

* JMSRedelivered

+ JMSXDeliveryCount

« JMSXGroupID ( fGERTF FIFO BA% )

« JMS_SQS_DeduplicationId ( &R F FIFO BA%I )
« JMS_SQS_SequenceNumber ( fGERF FIFO BA%I )
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Amazon SQS #iE

&) LAGE A AT R AV IR IR R Amazon SQS BV4FAEF THEE,

FB

« B Amazon SQS BA%l (AWS CloudFormation)

« ##E : M Amazon Virtual Private Cloud ¥538 B & 3% %] Amazon SQS FA %I

2]2 Amazon SQS BA%I (AWS CloudFormation)

BB LAEF AWS CloudFormation 2 %] & 1 JSON ( 2% YAML ) 4R A2 Amazon SQS BA
5|, ¥Xi¥1E , 55 AWS CloudFormation AP 18R B £ AWS CloudFormation #& 4 #
AWS: :SQS: :Queue AR,

f£/ AWS CloudFormation #12Z Amazon SQS BA %I,

1. FFLLT JSON REBEHIZEIZ A MyQueue. json I, EQIEFRHERT , 5ER FifoQueue
M ContentBasedDeduplication Bf. EXETHERNEEBERBRNESEE , HSHN
QIE_;KO

(@ Note
FIFO BABIB AT . fifo FRLER.

"AWSTemplateFormatVersion": "2010-09-09",
"Resources": {
"MyQueue": {
"Properties": {
"QueueName": "MyQueue.fifo",
"FifoQueue": true,
"ContentBasedDeduplication": true
1,
"Type": "AWS::SQS: :Queue"
}

3y
"Outputs": {
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"QueueName": {

"Description": "The name of the queue",
"Value": {
"Fn::GetAtt": [
"MyQueue",
"QueueName"
]
}
},
"QueueURL": {
"Description": "The URL of the queue",
"Value": {
"Ref": "MyQueue"
}
},

"QueueARN": {
"Description": "The ARN of the queue",
"Value": {
"Fn::GetAtt": [
"MyQueue",
"Arn"

}

B3 AWS CloudFormation 2% & , REEFGIEH#K,

EEEERERL , &R EABERXH |, EBEHN MyQueue. json XH , REEERE T —%,
EEEHFMAFEETAE L , NHERBFHREA MyQueue , RARRET—F,

M E L , B T—F,

£ Review WHE L , %# Create

2 T

AWS CloudFormation JF #8812 MyQueue #4% , 3} £ R CREATE_IN_PROGRESS R#, fEitid
BXm/E , AWS CloudFormation &~ CREATE_COMPLETE A%,

Filter: Active Showing 1 stack
Stack Name Created Time Status Description
v MyQueue 2017-02-20 11:39:47 UTC-0800 CREATE_COMPLETE

7. (Mk ) ZEERAFIEIEF, URL M ARN , BBV EBR , RBHET - LR Outputs B

VAN
o
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https://console.aws.amazon.com/cloudformation
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#FZE : M Amazon Virtual Private Cloud 58 B &% Z| Amazon SQS
Nl

EAYED , B THRUOMABTLZEMNET AMNETEHER XKIEE Amazon SQS A%, EMEZEIE—NE
€ Amazon EC2 =418 VPC, iZ=f@3# 0 VPC i SEREE| Amazon SQS |, EMEREE M H
BEX MM iR |, & LAUEEE Amazon EC2 K 3¥5E B 21X E) Amazon SQS A%, BEXEZ{F
B , % Amazon SQS By Amazon Virtual Private Cloud % &0

/A Important

o A BERF Amazon Virtual Private Cloud & HTTPS Amazon SQS s —iEFEH.

« LF Amazon SQS ELE M Amazon VPC KiEEER | %03 AFAE DNS Hig
sqs.us-east-2.amazonaws.com #3315 E i o

+ #,5 DNS TX &S A |, #li0 queue.amazonaws.com B us-
east-2.queue.amazonaws . Como

©
S

B 1. B2 Amazon EC2 ZHXS

B2 A AWS HIR

- ST 3 WIAEK EC2 EHIF AT LN FF iR

- ST 4 . 7 Amazon SQS ]2 Amazon VPC ¥ &
« S 5 : [ Amazon SQS BAFI &% HE

Nil

B 1 : 8l Amazon EC2 Z4AXY

MABBAX , LA LUEREES Amazon EC2 32fl, BB —1MATHNEENEZEFEENLAETEHAN—
RATHRZZERNLERR,

1. B35 Amazon EC2 #1548,

2. ESMEELAMNENREHET , ERBHN,

3. ERMIBREHAX,

4., HERQIBFEANXEED , W FEANER , WA SQS-VPCE-Tutorial-Key-Pair Hik#ZF Al
®,

M VPC £ixHE 162


https://console.aws.amazon.com/ec2/
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5. BHRKERLBH THRIAEHHA M SQS-VPCE-Tutorial-Key-Pair. pem,

/A Important
MUXFREFELREMNE, EC2 TRBRAR—EHAXEK . pem X,

6. TRV SSH F/FIREEIEM EC2 Kfl , FREVMAFHAXMHINIR , LEIABRENAF AN
BREGZ A | Hian -

chmod 400 SQS-VPCE-Tutorial-Key-Pair.pem

HIR 2 BE AWS RIR

EREBEVEMEMIRH , B4 EH AWS CloudFormation 14k , iZt#Ei#k 2 A T 012 H Amazon EC2
SE51F0 Amazon SQS RAFIE AWS RIRAE KAV HERNIER,

AYRAVERIEUTHIR -

« VPC MxEXBWMERE , BIEFN, 24, Internet MxFEEH K,
« £ VPC FMH Z51# Amazon EC2 £ 4
« Amazon SQS BA %l

1. TE&HSQS-VPCE-Tutorial-CloudFormation.yamlBAWS CloudFormationfE#RGitHub,
&F AWS CloudFormation 2§ &
R BIE MR,

ERRERTE L |, fOXERSFER /£ 2 Amazon S3, SQS-VPCE-SQS-Tutorial-
CloudFormation.yaml X#HMT—%,

5. EEEFHAGSERESP , MITUATERE:

LN

a. XNTFHKZBF , WA SQS-VPCE-Tutorial-Stacko
b. XF KeyName , iFi%&#F SQS-vpce-Tutorial-Key-p air,
c. HEkENext( TFT—%),

6. EEMIEL , EBT—F,

7. EEER TEMN BH 8 , ERREBIAXAWSCloudFormation AIRESBIEHH B E X AMHH
IAM iR, , RiEias el
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https://github.com/aws-samples/amazon-sqs-samples/blob/master/templates/SQS-VPCE-Tutorial-CloudFormation.yaml
https://console.aws.amazon.com/cloudformation/
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AWS CloudFormation F #5681 22#4k , 3} 8 R CREATE_IN_PROGRESS R7%. EHHERZESTH
f& , AWS CloudFormation ff& 7~ CREATE_COMPLETE IR7S.

S 3 - WA EC2 AR A AR I

& H9 AWS CloudFormation #4R7E VPC F /3318 R SQS-VPCE-Tutorial-ECZ-Instance B EC2
46, b EC2 EHIFAFHURE , HEALEEEREZE Amazon SQS, BERIFIX — K , BAIHE
B Z2H , 2REZEINERA , RAEEHERE XIZE Amazon SQS,

1. &% Amazon EC2 12#l&

2. TESMELEFHRFT | EEXRH,

3. #%&# SQS-VPCE-Tutorial-EC2Instance.

4. E#|/A%8 DNS (IPv4) THIEMNS , 60 ec2-203-0-113-0.us-west-2.compute.amazonaws.como

5. N@EZcatIZNZHANNEZRFP , FRAU T SIEZESIERS , Flin

ssh -i SQS-VPCE-Tutorial-Key-Pair.pem ec2-user@ec2-203-0-113-0.us-
east-2.compute.amazonaws.com

6. ZEHEZEINFML/ES], Hlw:

ping amazon.com

IEANFRHEARY BRAE | EE = R W,
7. %% Amazon SQS ##l&

8. MBAFIFIFRA | % H AWS CloudFormation & 4R ( 520 VPCE-SQS-Tutorial-Stack-
CFQueue-1ABCDEFGH2IJK ) BIZHKIBA I,

9. HEHFMEERTD , E# URL, Bt | https://sqs.us-east-2.amazonaws.com/123456789012/,
10. W& EC2 32§l , ZIRHFEAUTHSEZAIIXMER , i :

aws sgs send-message --region us-east-2 --endpoint-url https://sqs.us-
east-2.amazonaws.com/ --queue-url https://sqs.us-east-2.amazonaws.com/123456789012/
--message-body "Hello from Amazon SQS."

IEMTREIR BRAF |, REZIH KMo
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https://console.aws.amazon.com/ec2/
https://console.aws.amazon.com/sqs/

Amazon Simple Queue Service FRARIER

/A Important
FEiE , HER Amazon SQS #I2 VPC iw At , B RIEEHFT R,

S8 4 : 7 Amazon SQS ]2 Amazon VPC i &

EfER VPC £33 Amazon SQS , BM4TE N —MEO VPC iRk, MR RE , ATLAER
VPC /1 EC2 489 Amazon SQS API, X A FEFEE K% E AWS H%EFE'JMEU mEEBEAH
Internet,

(® Note
EC2 EHI{BT LA B Internet LRI E M AWS BRSS Fi% =0

1. &% Amazon VPC ##l&,

ESmEE E, ERHR,

RO IR R

EolBm[RELE , N TRSEH , %EHF Amazon SQS WARST & #.

WD

® Note
FRSS B A S AWS XEMF. fla , MREMTRERS (HXBM ) , WESEH

A com.amazonaws.us-east-2.sqs.

5. XF VPC , ## SQS-VPCE-Tutorial-VPC.,
6. XNFFM , &EFEHEFM ID @& SQS-VPCE-Tutorial-Subnet B+ M,

7. NT&E24 , 2B EFELLE  ARERFEHHABZMTE SQS VPCE Tutorial Security Group HI &
®4,

8. “EEHMERR.

fl28#EN0 VPC R A ERHE ID , #l40 vpce-0ab1cdef2ghi3j456k.
9. #%FEXM,

Amazon VPC #2 &I & &3 Fim 5 1 Ho
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https://console.aws.amazon.com/vpc/
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Amazon VPC FaBIBIR R , HE RFUERS, EHIETKE , Amazon VPC FE R BRE.

18 5 : [ Amazon SQS AFI KX E B

IMEZH VPC 8 Amazon SQS Wik , BA[ LUEEEEH EC2 54| H [ H B KX EEHIRA S,

1. EFEEIEM EC2 324, Hltn -

ssh -i SQS-VPCE-Tutorial-Key-Pair.pem ec2-user@ec2-203-0-113-0.us-
east-2.compute.amazonaws.com

2. EFZEHMERAUTRTEZAIERER , i

aws sqgs send-message --region us-east-2 --endpoint-url https://sqgs.us-
east-2.amazonaws.com/ --queue-url https://sqs.us-east-2.amazonaws.com/123456789012/
--message-body "Hello from Amazon SQS."

REZEHAY , FENEREEENHN MD5 HENELS D, fian :

{
"MD50fMessageBody": "albcd2ef3g45hi678j90k1lmnl2p34qr5",
"MessageId": "12345a67-8901-2345-bc67-d890123e45fg"

}

B X7EH AWS CloudFormation & 4R 1 2 &9 BA 51| R U I BR B E R E S ( Bl , VPCE-SQS-
Tutorial-Stack-CFQueue-1ABCDEFGH2IJK ) , iHS W AMIERES (#3458 ) .

BXRBRBRRNES , BSANUATHE :

« {Amazon VPC AiF1E@) T MM VPC s

il BRBA 5

« (EAT Linux £4I89 Amazon EC2 AFERE) RIL LS

« {Amazon VPC AiF#Em) H MR VPC

- {AWS CloudFormation A #5R) HHET AWS CloudFormation %l & il Br 4%
« GERT Linux £6I#9 Amazon EC2 AFIER) FHIMIBRZHAX
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https://docs.aws.amazon.com/vpc/latest/userguide/delete-vpc-endpoint.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/terminating-instances.html
https://docs.aws.amazon.com/vpc/latest/userguide/working-with-vpcs.html#VPC_Deleting
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-console-delete-stack.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-key-pairs.html#delete-key-pair
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¥ Amazon SQS RA\Fi# 1T Bah{b M A B HEE

LB DR T BXX Amazon SQS BASI# 1T BE{L M B B HEERE SR

FH
- £ Amazon EventBridge Bz AWS RS HYIEB X %X E) Amazon SQS
- £ AWS X-Ray HE& Amazon Simple Queue Service BA il [a] &

£ Amazon EventBridge B3I AWS BRSS 8B 1% % E Amazon
SQS

A LAE A Amazon EventBridge Ba#4T AWS RS H BN REEH |, B0 AR o] A ke B
HERER. AWS RS FHEHHIE F3Rat & 2 EventBridge. B 4R E B £ MNIKIE RIEX
ENEH  HIETREESH4TEMA N HITH BBLRE.,

EventBridge A& EEW JSON BXEHNZFBE R , Fla0 Amazon SQS #r&FR FIFO BASl, &
KREZEE , 2 Amazon EventBridge FiFF$§EH M Amazon EventBridge B #%o

{5 AWS X-Ray #EE Amazon Simple Queue Service BA 5l 7] &

AWS X-Ray WERXNARFAIRS FROBE A A LEEENIRIERIEABER TN B EMET
RIS, N TFEARBEROXNENARFNER , BUUEEFERNBNNFEAES | UREN K
RARFXN T AWS R, RS . BIEEM HTTP Web API B1THV AR FAE S

E@EE Amazon SQS &£ AWS X-Ray BRERFRL |, B LIRIT T HIBREZ — -
« £/ X-Amzn-Trace-Id BERX,

« {1/ AWSTraceHeader HER&E M,

EREFXBRMNERNVEIE | B4MEHR AWS X-Ray SDK X AmazonSQS & Fimat T M

A LAEF AWS X-Ray BHIAEE S Amazon SQS UK N ARFFTAHMRS 2 BHEZMNBRE, &
RAERARFEERER , fINFOERNEER, BXESEER , HSH AWS X-Ray FR AR
BEHH Amazon SQS H AWS X-Ray,

£ EventBridge B3h4b @A 167


https://docs.aws.amazon.com/eventbridge/latest/userguide/
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-targets.html
https://docs.aws.amazon.com/xray/latest/devguide/xray-concepts.html#xray-concepts-tracingheader
https://docs.aws.amazon.com/xray-sdk-for-java/latest/javadoc/index.html
https://docs.aws.amazon.com/sdk-for-java/latest/reference/index.html?com/amazonaws/services/sqs/AmazonSQSClient.html
https://docs.aws.amazon.com/xray/latest/devguide/xray-services-sqs.html
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Amazon SQS HI LM

AITRMAER Amazon SQS B2, BHMHRIEMTFEIZHI LR Amazon SQS 5 FIKEEE S HER.
£

- BERF

« Amazon SQS #H F A ML RIEE

« Amazon SQS F /Y BRI KM

« Amazon SQS H & RIF

« Amazon SQS KRB ThEE

« Amazon SQS HHEMRER LM

« Amazon SQS R &EXE

BRI

2 AWS BFREEZERA T D E 25 RS FHBIERF . WAKREFTR AWS , ARRPEIT
FIEAERNEIRER M AWS Cloud, BRREFNEEFUEMEN LHRBWES, BERR

IEFREAR AWS RS NE2BEBEMNERES . AXRBERBLNESER  FEAKERLELRZ
BE, BRENBRERFNEE , F36H AWS T2 M4 {8F LAY AWS FTEHIBENT GDPR BEX

=z
=18

HFHEFERPEH , BNBUUERF AWS Ik EUEHEH AWS IAM Identity Center 2, AWS Identity
and Access Management (IAM) RENA AP, X , 8MNAFPRRBETHIERRAMENNR,
BATEEBVEBEI LT AR EIE -

s NBNMNKFPERZESHRIE (MFA ),

« £/ SSL/TLS ERRBE. AWS BMERMFEH TLS 1.2, BWFEA TLS 1.3,

- FRAIZE API MAFE3 BE AWS CloudTrail,

- £ AWS MEMRARZEUAREPNFIERINLLEH AWS RS,

- FRAERIEELZERS ( HI Amazon Macie ) , EEBI T AT MR Z47E Amazon S3 FEVBUR
iz,

- MREE AWS BIHSTRER AP #HTHENEEZS FIPS 140-2 RIFMMEFER | EFEH
FIPS i R BXTHAMN FIPS MR EZEE , B2 (EEKIPEELERAL (FIPS ) 5 140-2
R o
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https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/data-privacy-faq
https://aws.amazon.com/compliance/data-privacy-faq
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/
https://aws.amazon.com/compliance/fips/
https://aws.amazon.com/compliance/fips/
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BATRZIB SN ENZREERBRBER ( WEEFHN B FIRHFibit ) RARSHBHERNXEFE
(WEMTFER ) . XTELEARFE, API ZRHFEAITES AWS RS A Amazon SQS = HAth
EM*FﬁﬁIE’FE AWS CLIFER . AWS EATEMHNFREDR B HE RN XAFERP# AN TAHRIELR

AT RICHBEE. IREQABRSS[RERL |, BBV EFEEMNUFPISEIEFEER
?ﬂﬂﬁWQ%MW?o

T2 RAHEX Amazon SQS HFEFERFHEE.
£
- BIEME
- BB RERARE

Ek}

I =

BREARPIBEREESR ( ATEMEFF Amazon SQS B ) ML FES ( FMETE Amazon SQS HIEH L
WELE Lt ) HIRIRPBIE. BUERALLEETE (SSL) IFFmMBRFEHPHEE. BRiA
BN T , Amazon SQS FERAE &K EFM#E SN, BILLER Amazon SQS T EERERH
BREPOHNMEXHREZANEHITNE , NMERFPESHE, L5# SQS BIUER SSE ki1t
BEME,

F&
- BANE
BAE

It

B
i

BANE

EBIRRSS 2R IR N2 (SSE) , B LA AMER SN AR A RBUREIE. SSE A SQS BN MER
A (SSE-SQS) 1t (SSE-KMS) R EEN ZARRFBATIFHENMANSE. AWS Key Management
Service HXxEHAERE SSE M58 AWS Management Console , HFSRUTHEA :

- FBAFIEE SSE-SQS ( #EA )

« RNEABIELE SSE-KMS ( #24l4 )

BxfEH AWS SDK for Java ( B
K CreateQueue, SetQueueAttributesHlGetQueueAttributest®{E ) B¥E SSE MEE , i
E AT R~ -

ot
o
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https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_CreateQueue.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_SetQueueAttributes.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_GetQueueAttributes.html
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- FRARSESHINE (SSE)
- Bi& KMS PR AWS RS

—H Amazon SQS WEEE , SSE MAaXHEH TN, XEHEUNZERNER , NS EHEKESA
BREAER , Amazon SQS F&XHEHR TR,

/A Important

HX BT SSE M FIN A IERELIER HTTPS # Signature Version 4.
FERABRIAZ4E ( Amazon SQS FIAWS & KMS %48 ) §9 1172 A 5 7o 3k 1 H AL RA 51l &b i B
Lambda Bi¥. AWS K/

AT LAE A AWS Security Token Service AssumeRol e 4E[E Amazon SQS &IEBEHK AWS
RS FRELINEES SSE #A , BUEA TARANS

» Auto Scaling 4 an B Bi$EH
« AWS Lambda JE{SBA

BXREMERESSMENINFEENEE , S0 71 AWS RSEE KMS R MRS X4,

AWS KMS &<, SETHNEHANZRGHEES  RETTEBIZHENZATERS, 8T
Amazon SQS 5—iRFE AR AWS KMS , IIZEEHENHEZAELBEMBZASECIIRFPIEE—
I,

£ AWS KMS EBELLT AL -

o WAL BITRIEMEE AWS KMS keyso

- LA LERERT Amazon SQS K AWS & KMS B4R |, IZBAX T8N K - it X &R 2 M —
B,

« AWS KMS Z2FrAE T AR B IEH E S IMBZHRAMEMEER,

BXEZEER , 55 H AWS Key Management Service FF & A RIEE I A2 AWS Key
Management Service ?

£}
- INETE
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https://docs.aws.amazon.com/general/latest/gr/signature-version-4.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_AssumeRole.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/lifecycle-hooks.html
https://docs.aws.amazon.com/lambda/latest/dg/dlq.html
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
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. KBAIE

EEE

SSE ##3¥ Amazon SQS BAFI A EYIE B IE ST IR
SSE A"X AT B HRATINE

« BABITHAE ( BABIBRAMEME )

- SHETEIE (JHE ID. HRABENEMY)
- ZEASIHEIR

HEHEHRTMBENEENENRERNNREZTNAFTAA, BA SSE &, WMERIINESR
SendMessage #l ReceiveMessage ERFHIEL, Amazon SQS T2 REXRKREBVUTEXAESR
BER, WMREAE Amazon SQS AFIZIEERER , FHEMARZEA SSE. XF4&MH Amazon SQS #
IEEIhEE -

- RSB ABNFIINE & K% E B X H#ITINE, Amazon SQS T MBEREREE..

o EAMEBREERRFMBRES , IEESZRAHESINME,

FEEBERENIFHMEMNE

* 3R Amazon SQS F—FEEMNMEZRRA I B ERMBFAITEET] , WiZH B RFREFMEBRES.
* 3R Amazon SQS F—FEEMNARMBNIRASIBEMZATEESG] , WiZHBRAREFRMNEZIR

N

72Bho

KERE

UTFRBREBEEBTEEL M T # SSE HITheE, BX1FMILEA , 55 Amazon Simple Queue
Service APl &#,

BIEZA
T INZ Amazon SQS JEE RN BHZ4A (DEK).

BEXEZER , 5210 (AWS Encryption SDK FF & AR )Y F (AWS Key Management
Service F R AR IEmM) WHIEEH.

BRI —


https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#data-keys
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HEZAEREY

FEBXRBEMAZE , Amazon SQS THUESEFABBEZHARNERMBZEENNEEE , MWL
fZo AWS KMS —MNRRMEBWIES , AT 605 (1 5% ) M 86400 # (24 /et ) 2E. BRIAE
N300 (504 ), BXESER B2 THRNERHEREY.,

@® Note
F— T EFRER AWS KMS , Amazon SQS F#&FEAEFMNHREDR  ETE
B ER,

KMS %48 ID

BRI EMIKS P AWS £E KMS B4 HE X KMS 245145, 5158 ARN, 45 ID =
4 ARN, B Amazon SQS 9 AWS & KMS A Bl th¥& Ralias/aws/sqs , {BHIHN |
BEYX KMS M BIB AT LR, alias/MyAliasi&AILARIAX L KMS B4R Amazon SQS
RASI R SE 2.

® Note
BEUATHE :
. MRLBKRIBEBEN KMS 248 , Amazon SQS [FEAT S# SQS B9 AWS 1£E KMS

- BRERANBIEELD#H SQS B AWS £E KMS 4Rt , AWS KMS £ 7 5 i#
SQS I AWS £E KMS %4, AWS Management Console

- HE , BXNBAT SSE #IRAFIEASendMessagesiSendMessageBatchig{ERT |
AWS KMS £ Amazon SQS I AWS £& KMS &4,

BT LABIE KMS B4 |, EXREIMAIER KMS BRAMN KR | H RS AWS KMS A1 &/
REZ Mo WCreateKey AWS KMS #RERTFIT KMS BEANERER. BREZSER , F5
% {AWS Key Management Service FF R AR 1EF) FH KMS ZEAMEIERE . BX KMS E4A
RN EZ R, HS 5 AWS Key Management Service APl 2ZKeyldF i, BXEK KMS
FEAFMRTNEER | 528 (AWS Key Management Service FF A A RIERE) HHIE R4 ID A
ARN,

Lz = 172


https://docs.aws.amazon.com/kms/latest/APIReference/API_CreateKey.html
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#master_keys
https://docs.aws.amazon.com/kms/latest/developerguide/create-keys.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_DescribeKey.html#API_DescribeKey_RequestParameters
https://docs.aws.amazon.com/kms/latest/developerguide/viewing-keys.html#find-cmk-id-arn
https://docs.aws.amazon.com/kms/latest/developerguide/viewing-keys.html#find-cmk-id-arn
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/A Important
EAZEXINFNTA AWSKMS, BXEZER , B2H (GERE AWS KMS #l AWS

Key Management Service EHto

EHmE

o

MEZENBIEN Z 2SR BURT AR IR 2 ZBEIBIEZH. Amazon SQS EA KMS #H
MNHBFZARITNE , RAENZNBREZHENBENEE —BEFEME. XHER KMS B INE %R
aki): 0N 0n WS REE DI

BXxHEMBNEZELR , S AWS Encryption SDK Fr & A RIS FHEINE,

ZAEE

Amazon SQS 5 AWS Key Management Service (KMS) &£/ , A T &2 RS 85I%MN% (SSE) B KMS
%4, BX SSE EENEHAEEEN , BSHESINE. Amazon SQS A KMS Z4ARB IR
AT mENFEZEENBERR. UATHHREBEXE Amazon SQS lRFHFEA KMS ZHRMBIER
ANER.

F

. EE AWS KMS R

- THRBEZAERERS

- EERA AWS KMS

« AWS KMS %&1i%

ELiE AWS KMS X [R

B4 KMS BAIBAME —MEAEE, #EE | BFEEU Amazon SQS B AWS FE& KMS 343t
FREM. It KMS BANBESF LS (RERTEM Amazon SQS ) R FE AR M5
B R

NFEFREENW KMS 2 , BXTEBZHBE , LERNSIRICIEENERERMNNE. Ak,
BReEENFERAEEEN KMS ZHERFHAF. BHX AWS KMS RN EZER , i5SHAWS
Key Management Service 7 & A R IERHFHAWS KMS FRFIZIES AWS KMS API RS ZE,
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https://aws.amazon.com/kms/pricing
https://aws.amazon.com/kms/pricing
https://docs.aws.amazon.com/encryption-sdk/latest/developer-guide/how-it-works.html#envelope-encryption
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#master_keys
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#master_keys
https://docs.aws.amazon.com/kms/latest/developerguide/control-access-overview.html#kms-resources-operations
https://docs.aws.amazon.com/kms/latest/developerguide/kms-api-permissions-reference.html
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HE , BUUESBREEZEN IAM REEPIEEPMHNRIR , XL Aa eI ZMERMEES.
BAXEZER , 5519 (AWS Key Management Service FF X A R#m) FHEF IAM F8BEHATF AWS
KMS,

® Note

BARIEALIEE 2 BMNPR LA Amazon SQS KixF$EW |, 1B AWS KMS EE7 IAM X
B&Resourcedpo FEAAG B 4 EXIFMH KMS ZHIEE ARN,

7 AWS RS EE KMS R

BJLI AWS BREFHEM4IR , ATLAE Amazon SQS RABIXKIXEEH, EAR VX LSRR IMNZRRA
5, WA EEFEEN KMS £4] , HERARBHNINNRAERAFTE AWS KMS 9 APl
Eo HITUT T BRKREENR,

1. RIBEFHEEN KMS 2. BXEZEE , 2H (AWS Key Management Service 7F & A & 15
) RHEIEZRH,

2. BRI AWS REEHFREMEMAKns :GenerateDataKeyHl kms:Decrypt APl 3% |, I KMS &
ARBPARMUTEA,

"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Principal": {
"Service": "service.amazonaws.com"

}I

"Action": [
"kms:GenerateDataKey",
"kms:Decrypt"

1,

"Resource": "*"

1]

HERREIR RS BRNEHRNRSEH. SHREFEATRS .
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https://docs.aws.amazon.com/kms/latest/developerguide/iam-policies.html
https://docs.aws.amazon.com/kms/latest/developerguide/iam-policies.html
https://docs.aws.amazon.com/kms/latest/developerguide/create-keys.html
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EHIR BRS5 A

I 5% CloudWatch S&zf events.amazonaws.com
Amazon S3 S4B s3.amazonaws.com
Amazon SNS F 1] 7] SNS.amazonaws.com

3. A KMS Z4H ARN ELEIHE SSE BASI,
4. BEEFREHRMZAIAEG ARN,

NEEEEE KMS IR

LREZHERAERSHR | 8/2& TXAA SendMessage = SendMessageBatch Bt th & fl & X

kms:GenerateDataKey fl kms:Decrypt WM. Xt kms:Decrypt WRAREFEAFBERAZ
ARIEENTEEMY, Rk, EEXTER KMS Z4M kms : GenerateDataKey Hl kms:Decrypt
PR

FUTEARMECQREN IAM KEEF, BiSE , WRATRMEA SR IRER EHEA ARN B,

"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Action": [
"kms:GenerateDataKey",
"kms:Decrypt"
1,
"Resource": "arn:aws:kms:us-
east-2:123456789012:key/1234abcd-12ab-34cd-56ef-1234567890ab"
}, {
"Effect": "Allow",
"Action": [
"sgs:SendMessage"
1,
"Resource": "arn:aws:sqs:*:123456789012:MyQueue"
]
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/events/Create-CloudWatch-Events-Rule.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/NotificationHowTo.html
https://docs.aws.amazon.com/sns/latest/dg/sns-tutorial-create-subscribe-endpoint-to-topic.html
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NERELE KMS )R

LURERPAEABBEIHN , FHET — XA ReceiveMessage Ffth &% 3 kms :Decrypt B9
WA, UMEEFEAFBEZACIRIETHTEME, Rt , £AFXI AT MEEERSHESNE
il KMS Z4A#4E kms:Decrypt IR, MRBAFIFEHIEENSI , NERELELRMERRFINZEIRAS
FOE BT KMS 2488 kms :Decrypt IR, FUTEARMEIEREN IAM KrEF, FidE
NEEABIRABA BB RE A EFH ARN .

"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Action": [
"kms:Decrypt"
1,
"Resource": "arn:aws:kms:us-
east-2:123456789012:key/1234abcd-12ab-34cd-56ef-1234567890ab"
by
"Effect": "Allow",
"Action": [
"sqs:ReceiveMessage"
1)
"Resource": "arn:aws:sqs:*:123456789012:MyQueue"
1]

1 KMS & RECIE N RFENRERT

MBPUAMRIBEA PN EENAWS RS E4RS |, BARILAMER aws: SourceArn =%
aws:SourceAccount €RFHFEUBIEHIVEERERZ, EFAXLERH4R  FHERENEM
HH IR Amazon BIRE R (ARN), MREFREHE R RN ARN , B aws: SourceAccount,

L KMS ZHABEF , AT, 111122223333 HENRSHHFERREA KMS 31T Decrypt
M GenerateDataKey &4F , XL {ETE Amazon SQS £/ SSE iR X £,

{
"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Principal": {
"Service": '"<replaceable>service</replaceable>.amazonaws.com"

}I
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html#principal-services
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourcearn
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourceaccount
https://docs.aws.amazon.com/IAM/latest/UserGuide/confused-deputy.html
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"Action": [
"kms:GenerateDataKey",
"kms:Decrypt"

15

"Resource": "*",
"Condition": {
"ArnEquals": {
"aws:SourceArn": [
"arn:aws:service::111122223333:resource"

A3 A SSE #9 Amazon SQS BAFIEY |, AT BRS X #F aws : SourceArn :

* Amazon SNS

« Amazon S3

« CloudWatch 5&3f

« AWS Lambda

+ CodeBuild

+ Amazon Connect Customer Profiles
* AWS Auto Scaling

* Amazon Chime

THRBERAERRY

BIEZAE A ERE Y Amazon SQS EAHRRERANRKIFE R, YHBEZAERAARLER
Bf , Amazon SQS 24K — NN EEZH. BEEUTEXRNER BN AN,

- RENESHERANTUREZSY , E2SHESHNIKITHEIE AWSKMS , XA+ BHERE
BWRA,

- REATHMENBENBREZARLMERFN , EARARMNENATHREZANRAEIR,

- UBRBERPEHAPLE RN , T—XAMHSendMessagezSendMessageBatchiBE & & X AWS
KMS GenerateDataKey R AR AR SREGTIHVBIERR. I, ETERXSendMessage MH
F#ReceiveMessagefF it & X HIIH A AWS KMS Decrypt , ARIEHIEZANTEY , RAEBEFE
AE.
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« ZREA (AWS K/ AP ) THEREZSN (A -—ZERARENEERL2REHE—NEER
). Ait, YWEHAE AWS KMS RREFRHESEABEEANE - EERENE

fHE KA AWS KMS

RN T TN KA H E L7 7 BRIER AWS K8 | BOJEEEE 7 ## Amazon SQS AR KMS 2548 By 5
£,

® Note
RELUT AN A LSRRI T T A , BB T Amazon SQS W3 R AGHE | SKERAAR ]
REER.

EIHESMAYIHN AP BERE R) , BERAUTLAK -
R=(B/D)* (2*P+C(C)

BREWKEEM (UAWNEM),
DRUFEZAEABDY (UWREMN) .

P &K% ZE| Amazon SQS BASIM R EHRNEKE,

C M Amazon SQS BAFI#EWHI R FHEHE,

/A Important
BE  RFHAFENZRRAREAZIANMGE. BXEZER PR T BEEZAERR
3,

MRGBENERAEERSTRNAST , WERAE M,

UTR—YERGTE., BXEBNENER , BZH AWS Key Management Service EEl

R ITE 2 NEFEAN 1 ANBAFIEY AWS KMS API I R EK
L RBIBRTE -

- WEEHN 181 8-318 (26784008 ) .

Lz = 178


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html#Principal
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html#Principal
https://aws.amazon.com/kms/pricing/
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- BEEAERBYIREN 5 78 (3008 ).

- B 1183,

- B1ANRIBREEN 1 ADMERAEMR,

(2,678,400 / 300) * (2 * 1 + 1) = 26,784

R 2 HESANEFENERE LR 2 MASIR AWS KMS API 18 IR #K
L RBIBRTE :

- KBEBMR2A18-288 (24192008 ) o

- BIEFAEARABRIRERN 24 /et (86400 )
B 2 MRAS,

FE—BAFIE 3 MNIBIEMF 1 MERA A,
FEZABAFIE 5 NI IEMF 2 MEA T,

(2,419,200 / 86,400 * (2 * 3 + 1)) + (2,419,200 / 86,400 * (2 * 5 + 2)) = 532

AWS KMS £51i%

LB EH Amazon SQS FEf AWS KMS |, ATgERIEFEIR. A TSE MR R T o] 6ERY B FE BEBR #& 11
&,

« FEI AWS KMS %

« AWS KMS Decrypt £5i%

« AWS KMS GenerateDataKey %&i%

HEEM SR BRI KT

Amazon SQS K Amazon Virtual Private Cloud (Amazon VPC) iz R 2 VPC ARIZ B | X AVFE
#£3) Amazon SQS, VPC fF& R HZ) Amazon SQS H MM HEE VPC, U TEoREFRER
VPC i KB VPC i SUREE R E 2o

£}

« Amazon SQS # Amazon Virtual Private Cloud i &
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https://docs.aws.amazon.com/kms/latest/APIReference/CommonErrors.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_Decrypt.html#API_Decrypt_Errors
https://docs.aws.amazon.com/kms/latest/APIReference/API_GenerateDataKey.html#API_GenerateDataKey_Errors
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« § Amazon SQS %2 Amazon VPC i & 5K B

Amazon SQS B Amazon Virtual Private Cloud i &

MR EFEH Amazon VPC £E AWS &R , M A LAEEK VPC ML S ¥ SQS 2B EIMERE, BRI
55 F L 32 H B X 2 B Amazon SQS BAGI , MEEE /N Internet,

Amazon VPC R EEBEENELMEFZ5 AWS &R, AIUAER VPC 24BN MNERE |, Flw 1P
e, FM. BEEXRMMEMX, X VPC WEZELR , 3@ Amazon VPC AFERE.

EF VPC E#EF Amazon SQS , BHMEEN —MEO VPC v K |, Zin [ A VPC EZEFH

fit AWS BrF. Zim_iRfA 7 E Amazon SQS WA S, AT BMIERE , TEEBRMMx, Mktbit

iR (NAT) 326l VPN E$E, BXEZEER , BERAARERmPHIHIE | M Amazon Virtual Private

Cloud ;B B &% %] Amazon SQS BAFIFI/RHI 5 : MREFEXKE VPC s , MIEL G |, UKk
{Amazon VPC FAF{Em) H#E O VPC im s (AWS PrivateLink)o

/A Important

o A BERF Amazon Virtual Private Cloud & HTTPS Amazon SQS R —iEFEH.

o LB Amazon SQS B E A M Amazon VPC KiFEHEER , %3 FAFAE DNS Hi&
sqs.us-east-2.amazonaws.com & 15 E ik =

« F,5 DNS X ES R = , B30 queue. amazonaws . com 5 us-
east-2.queue.amazonaws . Ccoms

3 Amazon SQS #2 Amazon VPC i & 5K B
AT LA Amazon SQS B2 Amazon VPC i S 5K , HiXEKBPIEELTHE :

o AHATERENER.
« AHATRVERAE,
o A HEHHITRENE IR,

BXREZEER | EZH (Amazon VPC FIF#ER) FHFER VPC in 232 63 R S5 HY 75 8]

LAF VPC i SRS RAIIEE A B P MyUser f5E B & 3#E| Amazon SQS BA%I MyQueue,

{
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https://docs.aws.amazon.com/vpc/latest/userguide/
https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-endpoints-access.html
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"Statement": [{
"Action": ["sqgs:SendMessage"],
"Effect": "Allow",
"Resource": "arn:aws:sqs:us-east-2:123456789012:MyQueue",
"Principal": {
"AWS": "arn:aws:iam:123456789012:user/MyUser"
}
1]

BUF B BURHUEL -

- Hfth Amazon SQS API #4E , #l20 sqs:CreateQueue # sqs:DeleteQueue,
- Hih==HEAZ VPC im KA A FAN,
« MyUser fHEEREZETREH Amazon SQS BAFl,

(® Note

ZRAFMAT UM VPC A S ERAHE M Amazon SQS API 1E, BEXEZELR , BSH =6l
5: MRAERE VPC iws , NIEL i E,

Amazon SQS H ) B 4 M5B &8

AWS Identity and Access Management ( IAM ) 2 —I1 AWS RS , AT AES B E IR B L& i iR I
AWS FIRIEE,. 1AM BB ARG EATABETHARIE (BF ) MREERN (EENR ) *kEA
Amazon SQS #iR. IAM B2—IEEFM/NFZABAEAN AWS RS,

2 X
WA £ F AWS Identity and Access Management (IAM) F#& % Amazon SQS I THIRET =,

RS AP - REER Amazon SQS RFRZERES , WENER R SN ERMUPMENEIENNR,
BEE B MEAE 2 Amazon SQS HBIERFTERES , BAIREETNNR, THRINAEEHENBEERT
BEEERBEREENNE, MRETE1HE Amazon SQS FH4FE , EZHAmazon Simple Queue
Service & MiARINXRHEFEE,

REEER - MRBELATNETEIE Amazon SQS &R , BATREXT Amazon SQS EBF X215 A
R, ZERITHELNIRS AP RiGREIBL Amazon SQS BIEMEER, RE , B4A[E IAM EER
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REHRAUEHMS A WRE, FEEANELOERAT R AV WESES, BHATREHL
B AAHF IAM 5 Amazon SQS BB A , EZSEAmazon Simple Queue Service I 5 IAM 4 & 6
i

IAM B R - IREZ IAMBEER , MAREEETHEXNTHEERBILEEX Amazon SQS HiFH]
NERBIFMER, EEEFELZTE IAM AEAK Amazon SQS ET HHN KK RA , FSHAEKFESE

£ & 103t 1T & A1 IE

BHRITIREFERAESHEILIER AWS W%, BX4T4ERN AWS IKFAEAF. 1AM AP SEE 2k IAM
AEHRITENRIE ( ZFE AWS ),

B AERBEY & HREMNEIENRE FHEFRE AWS, AWS IAM Identity Center ( IAM Identity
Center ) AP, BAFANEQIEZFHRIEUREN Google = Facebook FiF & 2B & & 17K R,
UBUBREENERE , EBEAUNER IAM ARIKET EHKARIT. HEFERAKREEHRIETR
AWS Bt , BRRERES RAE,

BIFBAFERE | EATLLIEF AWS Management Console 8, AWS 5RI[TF, BAX&EFKI AWS WE S
ER , B3R (AWS BF AFEmR) FHRIMEZIEN AWS IKF,

MREBLUREFRNIGE AWS |, ) AWS FREEFHEFATESD (SDK ) MasSITHRME (CLI) , UESRE
BAIENETELNBRFREBENER, NRETERA AWS TE | MMXMBITHNIEREE., BxFEHAH
ENHFEBTEBERNESER , 55H (IAM AFER) RHZE AWS API B3R,

TRFERAMEHRIESE  ZRUEEERHECRLER, A0, AWS BUEFERZESHR
if (MFA) REEKFHNLZEME, ETHEEZELR , 5550 (AWS IAM Identity Center A #8&E) &
WZEFHRIEM (IAM AFER) T AWS FEAZESHRIE (MFA),

AWS ik~ 1R P

B2 AWS IKF B, RAEANE XK FE AWS RS MERBAETE L RNBRNERS

7. WEHMHN AWS IKFIRAF , EARECIRKS AT AN EFER At MBRBER , BIWREZS
7. BABWETEEARAFRTREEES. KFFRAFKIL , AEARXEFUERPITRRAS T
BHTHES. BREREGUBAFFHEZINESHTRIIK , F5H (AM AFER) FHEE
BAFFIUENES,

RE &1

FERNREXE  ERAKRAF (2RFTEEEABRANRNARS ) S8EARSSFHRIENS B RHARE
FF, DA IEEH ISR T E] AWS BRSS
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https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-signing.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/enable-mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/root-user-tasks.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/root-user-tasks.html
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RESEXRELLAFER, MESMHIRAZER. AWS Directory Service, Identity Center B i
P, EAFERES 5 HREMNEIERE AWS RS WAF. HEBKE 5515 AWS K, f4]
BEAE  mMAGRMIGEILE,

EEFREBIHRINE , BWWEFERA AWS IAM Identity Center, & T ELFE IAM Identity Center AR 812
RAPMA 5 LUERHESIECNEHRFN—ERAFMALERE AWS IKF MR ARFE
. B3 IAM Identity Center W{E 8 , FSHE (AWS IAM Identity Center AF#E/E) R AR IAM
Identity Center ?

IAM B P #A

IAM R AWS Sk N EA A RREARFEERENRG — 150, ETEHERT  BLE
RIGEEIE , TTRYREAREEE (NBBABAEH ) 6 AM AF. B2  MREH LT
WERSERERMAENR AM A, BUARRBAZHA. 5XESEL , HSH (AM AR
W) X T BERBEENEASRENRRE AR,

IAM AR —NMEE—4A IAM AFNE R, BTEFERENSHEFRK, B AFERAAR—XERZN
BAFRIEENR. MEEXERAF , FRATTUERMEERRFNR, flin , BuEEE—1NER
IAMAdmins B4R , AR ZA R FRUEE IAM &R,

AFRF5AaeTE. AFrE—tS5SEMARZNARERFXK  MAEELESECHNETAD K. AFE
BEXAWKBPEL K MAGRHIGNEIL,. ETHREZER |, BHZH (IAM AFER) PN 6IE
IAM BF (MARAE ),

IAM A&

IAM B2 AWS Ik FEERENRNEM. BERLT IAM AF , BEESEARTXE, AN
BRI AE , £ AWS Management Console FE BT 2k IAM B €, SRR SAEA AWS CLI 8 AWS
APl BERFEAEEXMUt D RAER, BEXEAAENEFENESZER , E2H (IAM AFiEm) F
MR IAM A,

BB IEEIERN IAM BEEUTERTRER !

- REAFHE - ENREe 07 ENR , HUEACHNABGENNIR, YRESOHTHHRIE
B, ZEONEARHEXRARRTFALARELHNIR. BXKESHNRINACGHES , BSH
(AM BFER) FHANE=F S REEIEAE, WREMFEMA IAM Identity Center , MIFEEEE
RRE, NEFFBEHTHORIESALFRIBAZE , IAM Identity Center FXRES IAM HH
AEEXRK, BXANRENER , B2H (AWS IAM Identity Center FIF$55) HPHINRE,

o I@et IAM AFPRR - IAM AFSARA 5K IAM A€ , LERREHN/FEETSHTRENR,
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https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
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« BIKFEE - SR LER IAM e AT FRKSHHEDA (TEESL ) HRENIKS RHR
o AERRTERSFERBHEESR. BR , X TELE AWS RS , B LU R E N N
BRR(MAREABCENER ). ETHERTEKFFINAGNETRENREZENES | 1§
Z5 (IAM BiFiEm) F1 IAM BB 5ETRENEBEFATE,

- BIRS AR - FE AWS RFFEAETE AWS RS H0ThEE, Hlan , YEEENRSHHTRAR ,
ZIREEFE ST Amazon EC2 Hia{TR AR FHIE Amazon S3 R EM N R, RS ARESFER A H
BANEAENNE, FARSACSRERRSHEXABKNITIRE,

« BRPEALE  YEER IAM AR RAGBE AWS hITIRER | S804k, FERAELER
SH , BABESRIT—MNRE , KBREABRETRRSHE S —MNEE. FAS FRAEXAEA
AWS BESS MR , £81ERM AWS RS , B T RS AEHER. REERSKEEESH
AWS BES RBRREFRETRNIERN , T2%H FAS iR, EXAERT , BYUMEFRT
X MRENNR. BXAH FAS ERNWREFMAER , BSRELHRLFE,

- RFAE - RSACGRRSAREELWIK, PRTRIEM S R IAM A€, 1AM EE G A E
IAM R8I, ERFRRES AR, BXESEL , S5 (AM AFER) FH6IED AWS iR
SERNBRHNAE,

« BEHEXAE - REHEXACRE AWS BRSEXBN—MRSAE, RS TUD RARENITERE
HAEE, REEXABEREEN AWS K/ F , HHZRSHA. IAM EERAUESENREYR
BRSHEX A KRR,

« £ Amazon EC2 L E{TH N ARER - BAILMEA IAM AREEE EC2 24| Liz1TH# & AWS CLI
= AWS API BRI B ARF G EIE. XL THE EC2 SRflhFMITRIZEH. BN AWS A&
DELE EC2 EPIHFEEINZEFWFIERARFE TR |, &0 602 — /N 2SS 618 KB ELE X
., ROEEXHITEAR , HFE EC2 R LETHWEFEBRE RN ZIE. BEXEZER , H5
3 <IAM BF¥sE)Y REER IAM B Amazon EC2 SE4l LZTH N AR FEF N,

ETHEFER IAM BBER IAM AP |, 25 (IAM BFPER) FRaet el IAM &€ (MAEH
P

£ F SR E IR 1 ]

SISOl RS ST R INE] AWS BB SAIR | RS AWS BET5HE. HKE AWS RHNSR ; 5
SRRAFMEEN | FRELTNORR, EE (AP, BAFRBELTE ) KHBERN , AWS
FITEXLEER., ERFORRBERATTZELER. ASHEBE AWS FIFHEN JSON X

R4, 2% JSON BEMTMHEMNNENESES | 28 (AM AEIEE) i JSON EREE,

EE R WLAER AWS JSON REEKRIEEHERRIBEFLARNST. WHEU , WA EETT X LARIFRR
1THRE | UREALAFHTNIT.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_compare-resource-policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose_role
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose_role
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#access_policies-json
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RABRT , AFNAERENRR, ERTRAPNARERRRTRENRR , IAM EE 7 62
IAM K, EERABETUAEAERNMNJIAM XK , ARRAFRAURKAAE,

IAM REEE LIRENNR , TXFEFERABR G EZHITRE. fl0, BRIRE—N ARV iam:GetRole
BRENKKE, EEZFERNAFTTLUM AWS Management Console, AWS CLI 28 AWS API 3REX& &

1=
ET BRI RS

ETEMOHNRBEEUMMMESHS (W0 IAM AP, AFPASAE ) B9 JSON PR XY, XLEREL
BHAFMARTEMIPRGE TN BHLERRRTHLRE, ETHRNMUEET SHNEKE , E5H
CIAM A FPERE) Y BIE IAM KB,

ETHORNRBEAS —FFRNANBRRBEHIEERX KRR, ABRRBEERARZ MRS, AAEH,
REXRBER ALK MEAWS KRS NAS, ANARHMIKE, EERKIE AWS £EX
BAMESREERE. BE7HROAEREARBNARRE 2ERTIER  F350 (AM AFER) 5
MEREXREERNEREM < BFITER,

BT RIRM R

ETRIFHREE M N FRAY JSON KM, ETRFMNRENRESE IAM ABEERKEM
Amazon S3 FHEMERE., EXFETHRNRBHRS T , RSEER JUMEREMNREHII 4 ER
BRI E. N THEERMMREHTR , REEE IS EEA AN 2R RNTHREREAREF LSRN
THIT,. BLTEETRFENRBHREEEA. THETUBEKS, AP, A6, BREAFH AWS R

%o

ETRFNRERMTIZRSFHRNEKERKE, ETREETRRNKBEHEARE IAM B AWS £F
KB,

HEEFIF|R (ACL)

mEEFIFIR (ACL ) EHIBLEAE (KFARA, AFRAS ) ARLARKR. ACL SETHIRAEK
BEREL , REEMTEEA JSON R,

Amazon S3. AWS WAF #1 Amazon VPC %1 ACL WIRE ~¥l. ETHAEX ACLMNEZER |, 1§
2% {Amazon Simple Storage Service FF X AR Er) HIVIHREIEHIFIZR (ACL ) B,

HREgRE

AWS XEFFIMY, TAEARKKRE, XERBRETUREERANRERER FHRANR.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#choosing-managed-or-inline
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/acl-overview.html
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- RRLFA - BREURR—NERDEE , BT REETHHARME TN IAM £ (IAM AR A
) BFHNRANR, BAUNTERENRIR. SEEZRNREXGCET H 0K R ENRD
RHIRE, & Principal ZFRFEEAFRBENETHRIVREAZNRL RS F—TUREK
FHEXELFERZ AT, BRANRILANESZFER , FZ0 (AM AFERE) P IAM KER
PRIZ .

. FRSIR4IZME (SCP ) — SCP £ JSON %8 |, #5& TEM KA %7 (OU ) £ AWS Organizations
FHEBRANPR. AWS Organizations [RE AT A D A MEFEBREHN W AN Z N AWS K Tk
Fo. MBEEHLANBHTEINEE , WAINEZRR S IBMK T S ARSEH KB (SCP ). SCP R
AP RRE (BIEEN AWS IKFIRAF ) WIXPR., A< Organizations 1 SCP WEZEE.
EZ# (AWS Organizations AF#E®) F# SCP KW THERE,

- 2FERE - 2ERREAEUREFRANACEIRKREAF RGN EFENENSEEZN S HREKRE,
HERAFENNRERAFSACHETEONRENSERBEAIRE, NREAURBEETRRNE
B, F—IEBPNINIELFEEZAT. BXESZELRE , H52H (AM AFER) FHLESR
B o

ZAEKBRER

HBINRBPWRENA T —MERE , ERNIXEEMEZMELLIER, ETH AWS NIABEEITR
SHERBRAFNEEATER , TSR (IAM AFEE) FHXREIT(ELIZE,

&I Amazon SQS A Y5 8] X BRBE AR

B4 AWS RIREFEAN AWS IKF AR , QIZRBE R RN RENRREETER, KAEERER T
LA IAM &4 ( A, AMBE ) MINNRER , ZLMRS (40 Amazon SQS ) 37 15 6] 5 IR B H1X
PR R B

(® Note

KFREEBR (RNEEBELAF ) REEEENRNAF, EXEZEE , B5H (AM AR
B P8 IAM R{ESEE,

ERTFNRE , AEEEWLERFRENR , REXWLERFRNVNR , LRGN XETFRHRITHLE
B iR E,

E&
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- THREFRRER

- EEXNRIFERTIE

- BEERBIE  BF, RR, RENEH

Amazon Simple Queue Service &R FMIEE
£ Amazon SQS F , HE—HRIREZRS, ERES , AIFEA Amazon BIRE R (ARN) FRiR KB B A
FANHRR, UTHREEEEZREKAME— ARN :

RERR ARN #&=%

A5 arn:aws:sqs: region:account_i
d :queue_name

LT REAFIRY ARN #H =B

- EEEFRI (BB ) Xigsd , BT AWS K 123456789012 BB A my_queue HIBAFIEY
ARN :

arn:aws:sqs:us-east-2:123456789012:my_queue

« Amazon SQS XN BN TRXEFE RN my_queue HBAFIAY ARN :

arn:aws:sqs:*:123456789012:my_queue

o A ? H * ERBAYIBIRBERIAY ARN, ZELL T RAIA , ARN EEHIZRA my_prefix_ BIFTEBRA
5 -

arn:aws:sqs:*:123456789012:my_prefix_*

WA GetQueueAttributes BETMLIREIBRASIH ARN fH. QueueArn EHERIERDIFRASIRY
ARN, X ARN WEZEER , 52 (IAM AFERE) F8 IAM ARN,

Amazon SQS A FAERAFIE RN —HIgE, BXEZEE , S M Amazon SQS API IR : %
MR RS E,
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TBRBERAENR

AWS IkFP X EZKF TRIZMEREEGMENR , MEREERNARRE., BE4mME , BRMESE
EXNERCBERRITE MU F4AEAE (BIRKS, AR IAM &€ ) 89 AWS Ik, AR R6I
HEATEMNIERE :

- WMRFEH AWS Ik AR FEIER B Amazon SQS A% , N AWS IkF MR ZERNFIEE
( £ Amazon SQS # , RiIRFLZ Amazon SQS A% ) .

- WREAWS KFHFGEAF , ANERTOIZRIINNR , MZAFEITeIEAS, BER , ZRA/
FRIEHY AWS TK = RULRA SRR AT B &

o MRE AWS IR IAM S EEG 412 Amazon SQS BAFIRIR |, MEEB A AN 1ZABRIEM
AEBRILAGIZRAS, ZABFEN AWS K- BIELA IR B E,

EEXN AR

RRRBEHR TR FEKFHNR, T —F BN R KR AR A AT,

@ Note
AT IR M{AIE Amazon SQS SEBEIAMEA IAM. XEFREFX IAM BRSHEAES. BxX
STEN IAM XA, B2 IAM AFERPRATLE IAM? . X IAM REEEZM U ANE
B, 2R (AM AP EE) F8 AWS IAM KiESE,

HitnZl IAM B HRNEBIMEET 54 MR (IAM FEE ) | MR RNRBEHERET R KK,
ET 5K (1AM KBS Amazon SQS K )

AENFAEM A RNEAFRTIER Amazon SQS BAFIEIAPER : A Amazon SQS KEERSEFERA IAM
KRG, BUUFERAE—REIXFRRGERNEEHNBAAHACE, EAZHERT , FAE—
REEERBHRMNGE R, Hln | B LURITUATIRE -

o FRRREEFIIRIK S PR A RA - B A/ R T8/ Amazon SQS RAFIEIIER , R RRHE
By AN E A P 2R P AR A4

o JERRREEMIINE EH M AWS IKF AR, - E@AF R T 812 Amazon SQS RAFIBIRR |, &5
Amazon SQS PR R EEH NZI H b AWS kP HEAF,

BEIK A RN BERL A T UL T R4E
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» AddPermission

 CancelMessageMoveTask

* CreateQueue

 DeleteQueue

* ListMessageMoveTask

* ListQueues

 ListQueueTags

* RemovePermission

* SetQueueAttributes

 StartMessageMoveTask

* TagQueue

* UntagQueue

- FRRRBEHINBAE (RTFEKRKSNR ) - ERFEKSRR , BRET 500 RRIEH NE
IAM B, Bl , AWS IKF A EERATGE—IAE® , BlE AWS IKF B ( 5 AWS RS ) T
SN AR |, SRR -

- K AEERGE-NIAM AR REEZAGHINRTFHEBRKS A F7RNRERRE,
- K/ AEEREFKS B IRRNEBRAZACHEAN A CHINEERK,

- K/ BEER@KS B FHEAAFZERAAZACHNER. XR/FAFKS B PEAFIZH
RN A FREIBA S,

® Note

MRBEET AWS FFRTFRAAZAGHNR , WEEREPHEFB TR AWS IR
FEM,

BXRER IAM ZENRNEZELR , BZH IAM AP EREPHHRNREE,

R%& Amazon SQS £/ IAM i , ECHEECHRBEMEN, KA AXIRASIER Amazon SQS
KEE , LUBEWL AWS Ik B HRNZBA SR, EAILUEEHERBEMEHS (Fln , FHRUOR
BEREF 2010 £ 12 A 31 B , BMRFEH SendMessage # ReceiveMessage HIINPR ) o &EATEL
NEBFNRNSEREREDN Amazon SQS BIEFIRMNFE, MRERE Amazon SQS KEEHIEE
* LL“RAVYFPRE Amazon SQS #E” , NIEKREAF U ER FEPIRITERE,
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FRARER

Amazon Simple Queue Service

THEEA T XEER Amazon SQS REPEERETFEN —INERBENES. ZXREAT
queue_xyz , 7} E[@ AWS IKF 1 M AWS IKF 2 25 X448 E BA 5 £ AR R VF RV IRAERI AR o

(® Note
ZERBEFHERMISERN 123456789012/queue_xyz , HA 123456789012 —IFH A
HYIK P89 AWS IKF 1D,

5QS Policy on queue _xyz

Allow who:

AWS account 1
AWS account 2

Actions: *

Resource:
12345678901 2/queue_xyz

BEiE IAM AR AP Amazon BIREZM (ARN) SIS # L , SQS FBAET —LF{, UTREHR
MIBHEIR T IXETAL,
505 Policy on gueue_xyz

Allow who:

AWS account 1
AWS account 2

o User Bob )
i | t
User Susan {in your own account)
9 — Agtions: *
Resource:
9 —— arnaws:sqs:" 12345678801 2/queue_xyz

BEXOAEKFHPAFRTFRENESR , H3H (AM AFER) 9HE . /A IAM S8 AWS

K = M R A FR
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(2
» ARWBETEDT R, BXAFNEBENSIE  H2MAmazon SQS API IR : BENEES
%,

(3
A LAE A Amazon BIREM (ARN) EERIR , X2E IAM REEPIEERRNIRERE, BX
Amazon SQS BAFI#Y ARN #XHEE |, iEZ 5 Amazon Simple Queue Service &R MR E

Flan | RIE EE B A Amazon SQS X , A AWS K 1 3 AWS K 2 2 E IR ET A EB T LA
8 queue_xyzo, 4, BECH AWS IKF (ID 1 123456789012 ) AV A F Bob # Susan 1]
BLin B iZBA 51 o

E#HEH IAM 281 , Amazon SQS £ Bz EMNAFIHN A E R FX XA SN T2 26 XER ( BNiE R

ZRASIF T B AT RERY Amazon SQS B4E ) . 1L , BRIEBIEEBFEA AWS R2E1E , BN LIR1ER

FABEEHN., WREAENCIERIINAF HEXNIZENBIIRITEMRE  EXTIBEFEREM
Amazon SQS 2 ERNPR,

TEE—/NREIER | ZEXBAFRAFERA Amazon SQS ##4 , BRENEZEMNIIBRANEF
7788 bob_queue_ KIBAFIEF

{
"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Action": "sqgs:*",
"Resource": "arn:aws:sqs:*:123456789012:bob_queue_*"
1]
}

BXREZER  H5H (AM AFER) FREEES Amazon SQS BaEAMKREH (A/, A
ﬂ ? o

BEERKITER  BF. BR. BRANEHK

X F & Amazon Simple Queue Service iR , ZBRFWMENL —ARE. IR FXERENN
BR , Amazon SQS E X —4 AT LATE B P35 E RV R 1E,
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® Note

WIT—N RETRFESNMRENNR, ERTFEHERFENNRE , BhASARRARFZIEL
X HHATRER B IR

UTREEARAREETE

 Resource ( &R ) - FERBEF , LA LUERA Amazon BIRE R (ARN) #RiR 5K EE B 269 &R

o BE- BULIERBREXBZIMREA T RIEL N R RIRME, Bl , sqs:CreateQueue MR AW
B F#.4T Amazon Simple Queue Service CreateQueue 1,

s MR —BULEEHAFPBEREEERE (TUREATFHIEL ) MR, MREEEEXARFNE
RE T RIABR |, MIBRRIEL TR, ST BATEELE N RRNGE |, XETHERAFPTEBEZER ,
ENEEHMRREIR T T IHRNRNER T L2k,

s FE-EETHHONER (IAMKE ) P, T REHNAFRBRA TR, W TFETERNOERE
BRI EEEERNRHIAF. KPP, REIEMEE (CEATETRRNERE ) .

EFM T ## Amazon SQS KEIEEMER | HSH (IAM AFER) BE AWS IAM KBS ZE,

B XFrE Amazon Simple Queue Service BER HFA R RHNKE , S H Amazon SQS API R :
BRENRERESE,

Amazon Simple Queue Service A5 IAM & & FH

EEA IAM B3 Amazon SQS WG RINR 2 81 , BRZ T WL IAM B4 7] B F Amazon SQS,

Al 5 Amazon Simple Queue Service £&& A/ IAM 4H1E

IAM 4%F1E Amazon SQS X
ET SRR =
BT R IRE R =
REERIE =
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IAM 4%F1E Amazon SQS % #
REHEHR (BETRS ) =

ACL &

ABAC ( REEHPIIIRE ) i
BRIFESE (FAS) =

BEAE =

REMEXHE &

E R T #% Amazon SQS FHAM AWS BRF AT S RZEH IAM FE—REH , H25H (AM AP
) PE IAM —EFE A AWS RS,

5[] 28 il

mEEFIFIR (ACL ) EHIBLEE (KFARA, AFSAG ) ARLARKR. ACL SETHIRAEK
BEREL , REEMTEEA JSON R,

Amazon S3. AWS WAF #1 Amazon VPC 2% #F ACL WIRE R~Hl. ETHAEX ACLWEZER | i
2% {(Amazon Simple Storage Service F X A RIEFM) HHHEEZEH 5|&R (ACL) #E%,

(® Note

B AWS IKF BMa A EKS THAFR TR  BEBX-QREE, BKS IR AFEH
ZX AWS BRI TEF , MAFEEERHMAS, AXEABEKFERNER , 28 IAM A
PiEERRNERBK, I,

AKX Amazon SQS BEXKBEHEABTNRMFHARNESHARE , FS5HEELEKE
PR o

Amazon SQS ETF BRI KRS

XFET 508K

fim
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ETHMNRBEIAMMEISH (WIAM AR, APASAER ) B JSON NRRAE I, XL KR
BHEIAFNA A EMMPELG T LR RHITHLERE, ETHNACNEETSHNER , B3
CIAM A FP$Er) HRYAIZEE IAM policy,

B IAM ET S H0KE | S LUSE R TFRELRENTRUR R IFRELEREENRE. &
TEEETEONREREETE , BN CERTEMMNWAFHA®, BT HAE JSON K E
ANFERE , FZH (IAM AFEmRE) $# IAM JSON K TES A,

Amazon EMR E T & 3 1Y 5K & R~ 451

EEE Amazon SQS ET BRI RS , FSREERIESEER,

Amazon SQS N E F &R KL

X FETRR RS =

ET AR FHEHMEFRG JSON BHI R, ETHRNOERNTHDIE AM A EEEEBA
Amazon S3 FREBHM, EXHETARNEBORSS , BSEER THUEACINRLH TR
WA, X TFE SR MMM R | SRR TE SIS 3 o T LAY I A RAAT TR SR AR AR AE £ A b
TH#iT, BUREETARNERBIEEE6H, TETHUAEKS. BF. A8, KAASHAWS K
%,

ERABKA I, BTSN ALK i) 1AM RAEE N BT ARG E R4k,
Bk TR T AR R ARR T EEXRIEN — KM, 4T AFHRLTFREN AWS
TP RE , ISR R IAM EEREATET Eh (FARRAE ) ARG B ERR, ]
EHSET S HHEBHMEITAUBTAR, BR , DRET AR R EE — NS ST
HERE , WFEEIANET S B0ER, SXESEL , #5H (AM FRER) S 1AM £
SEF R BN EREATE,

Amazon SQS KK REIR/E

X RIEERE =

EERWLER AWS JSON REERIEEHEARIBEMFLARNE. HHMEY , WA E AT LHIRR
1THRE |, UREMALAFZHATHIT,
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JSON ZKEEMY Action STEIBR T A FERE B AT RIEL G RIIRE, RBREETESHEXKN
AWS AP| {ERIH . B—LHI/ER , FIa&BE APl RIENNRXRIRE, 2 EREFEE
REPRMITSMEIE, XM INIRERREXRE,

H R T L EREUR FHITREBRENRR,

E&EF Amazon SQS BREMNFIK , BSRBRFENSEHFH Amazon Simple Queue Service E XK
R

Amazon SQS R R RFEERFRIEFEALTEIR :

sgs
EERaMEAPEESTURE  BERAESFHElRT.
"Action": [
"sqgs:actionl",

""'sqs:action2"

]

EEE Amazon SQS ET BRI R , FSREERIESEER,

Amazon SQS KRB E IR

X FF R G B R =

EER W LAER AWS JSON REEREEHARILRFTLARAST. MW , BNEE AN ARIR
WATIRME | BIREA LTS THIT.

Resource JSON KB TEEEEQHNAREN —IPHZ IR, BAXTEBE Resource :|
NotResource T, EANBEXE , BHFERH Amazon BEE# (ARN ) BEARR. N TXEFHE
BRER (MR BRRNER ) WIRE , B ARITIERE,

X FAXFRRRNROERE (WIHERE) | EEABEM () ENEANATHERR.

"Resource": "*"
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EEF Amazon SQS BIFREKEKH ARN IR , BZHERFERNSZE R Amazon Simple Queue
Service EMXWRIE, BT BB UEMLREFIEESNEIRMN ARN , i5ZH Amazon Simple
Queue Service E X RIR,

EEFE Amazon SQS ET BRI RA | BSHRERESEE,

Amazon SQS KRB 4R

XEFRBETRSHRIERM R =

EIE R A LAER AWS JSON REERIEEW ARG R ARR, B , B EAET X LT IFRR
1THRE | UREMALAFHTNIT.

£ Condition Jt¥k (= Condition R ) # , BWAILUEE B TERMFZMH. Condition TERAIE
W, BAGEFERAZGZER (i, FFHNT ) BEHRER , UERBPHNFESERPHE
HMTE,

MRE-—MEAPEESZ A Condition THE , HEL Condition TEFIEESNEH , M AWS
ERZHE AND EEITMEEN]. IREBNENZHBEESME , W AWS £RZE OR EEXRITMESR
o ERTEWUNNRZATLITURBEABNRME,

LA UERRESGNERASUFTE, fln, REEFER IAM AFE5IC IAM AP, 8F R HE
BFiHRERHNE, BXEZEL , 555 (IAM BAFIER) B8 IAM FTE | TENFZ,

AWS X EF£RFHBANBETRSHRGR. EEERE AWS 2R/R&Z4R , 550 (AM AFiE
) P AWS £RFEM4FETXHE,

E&EEF Amazon SQS £HRMNIIFK , BSHRSENSE R Amazon Simple Queue Service Y%
HE. BETHRETUNBLERENTREARZER , HZ5 Amazon Simple Queue Service E XK &
e

EEE Amazon SQS E T BRI R | FSRERERIESEER,

Amazon SQS #H Y ACL

X ACL

7|
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EEFIFIR (ACL ) EHIMLEHAE (KFARA, AFRAE ) ARLARK. ACL SETHIRAE
BERL , REEMAER JSON KB HEER,

ABAC 5 Amazon SQS

Sei% ABAC (BN ) 5

ETEMENHRMNERES (ABAC ) R—HEDRE , ZRBETEMERENXNR, £AWS #H , X
LRMEMNIRE, B LURRZMMNE IAM K46 ( ARSAR ) UKk AWS RiR. PREKENMEIRZ
ABAC WE—% . ARRIRIT ABAC Kt , BIEEHEMIRE S5 15 R 9 B IRFR E ITE AT 2 1R
(=

ABAC EREE KNI FEFHERR , HERBERTFSEUNITR T AT UHRHEFE.

EETHREEH R, EEMA aws:ResourceTag/key-name, aws:RequestTag/key-name B
aws:TagKeys R BERBNZH T ZPRMEFZIER,

MRENMRSN TENRARREBIGAEX=ARMGE  WNTZRS , ZEAR. IRENRSX
N T RBRREZFAEX=ZAZAHE , WZENTD.

BEX ABAC WEZEER , E#S5H (IAM AFIER) P A2 ABAC? EEFIRE ABAC TRV
2, BESH IAM BFER) FMNERETEMEMNHEMRES ( ABAC) o

fFimptEUE A F Amazon SQS

Xl B A AE =

i AWS RS AR EITIERENEEZEE T, BXESELE | 8% AWS RS SRR
SR, BSHE (AM AF1ERE) FHEM IAM B AWS BRSS .

WMRERGEHA R B MZE AR5 EERXE AWS Management Console , T A G B EIE, 4l
m, HIEFERRATIMNESEF (SSO) 85Z1hE AWS B |, ZE3RF B CIBIG L. HEUAR
SHEFREHE , RAEUHRACKH , E2BRIBRNEITE. BXURACHESZEER , B2 (IAM
RAFER) PRYBRIAE (2H8).

A LAE A AWS CLI 23 AWS API Bl IGEHEIE, 2 /5 , S LAME R LimatEiE 5 E
AWS, AWS BWEHTERIGIEILE , MAREAKBIHRZFH. BXEZEE , 55 IAM F8
IS Bt &2 2 EAE
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I 5 SQS MR E&E

XEFERIBE21E (FAS) =3

HEER IAM AFHABE AWS FIITRER , ZREANER, EFARLRSE , BAELIT
— MR RBLREERMRS F B35 — MR, FAS ERAEAKEA AWS IR WRIR , £61F
REY AWS BRSS , B FERSREER. AEERSFWIFESHM AWS RS AR E ST RETHH
BERE, F2KE FAS BR, EXMERT , ELAEFRITXAMRENNR, BXAKH FAS R
R FAER  FEAEREE2E,

Amazon SQS RS A6

xEFRFAE =3

BREAERE-—TRSRA, KRREWNTREN IAM A€, IAM EER AT IAM RO, SR
BRERSAG. BXESZER , E5H (IAM AFERE) PHIEER AWS BRSERNENAE.

/A Warning

ERRS A BN R EELHIR Amazon SQS BIZEE. X2 Amazon SQS REMXRIES IS
wERSAE,

Amazon SQS HWIRFZ <A R

XERFHEXBE -

BRSHERABR—TE AWS RFSHEXNBSHE, RS ALBEARENTRENSE, RSHEXA
BEREELN AWS KFAH , ARZBRSHAE. IAM EER T UEEETREERSHEXAEHNR,

BXREUBRFEERSHERACHEFAEE , FSHAEEES IAM EEEHE AWS RS, ERTPERR
SHXABHHEE Yes RS, ERREHEUERZRSNBRSHAXBEXH,
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AWS IEEXRKIER Amazon SQS E#

E@AF, ANAeRNMNR , EACKREXRKMAEL , £A AWS HERKER 2, BN NEANMREH
BN RE AM ErEERARBERNEMZULAR, BREAT , BUEARMNN AWS £EX
B, XLERBEEFENERARE , AIEEN AWS IKFHER. BXx AWS RERBNEZER , 5
53 <IAM B F$ER) SrY AWS FEE XK,

AWS BRI REF MERH AWS HEX KM, BLEER AWS HEXRBEHHNR, RSB RS

[ AWS EERBRMFNMURU X FISE. WRXEFLKBMMKBNAESH (AR, ANA
&), HEIMBERHEETAN  RESEETRLEN AWS HEXKK, BRSTAM AWS HER
B R BRAFR |, Rt R EH A 2R ENAENR,

A, AWS R FE S MRS TEIRENEERNRE, Hla , ReadOnlyAccess AWS &R KB
REXFIE AWS RSB RN RIERHENR. HRSEHFFER , AWS S AFRENTRFMR
ENR. BXx THEIREEREMNFIRFGE , BE5HE (IAM BFIERE) FHER T T/ERENAWSHEE
Ko

AWSIEE RS : AmazonSQS FullAccess

O] LAYE AmazonSQSFullAccess FKE&HMItNE] Amazon SQS B, KRR FAFREEIHRE
Amazon SQS IR R,

ETFREREHNR , ES3H (AWSKHE RS E) FullAccessHHy AmazonSQS,
AWSHEEF L : AmazonSQS ReadOnlyAccess

B E] LASF AmazonSQSReadOnlyAccess REEHI INE] Amazon SQS F13. LLFREER F A FX Amazon
SQS # 1T RITIGE AR

EEFEHEBHNR , H5H (AWSEEXRKSE) ReadOnlyAccessH Y AmazonSQS.
AWS FEERBEE Amazon SQS E#
BEEAHX Amazon SQS ) AWS HERBEMNEFNFACE (HRSHARBEXLEER ), BXER
HEE R EFIRTR , HiTF Amazon SQS X447 £ id F WHE LH RSS iR,
B iR H

20236 A9H
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AmazonSQSFullAccess.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AmazonSQSReadOnlyAccess.html
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B HiR =p:
AmazonSQS ReadOnlyA Amazon SQS T — N
ccess £, AT ESIHEERASIT

BFHEERIHES (&% 10
N)o WEEE ListMessa
geMoveTasks APl X
BXo

Amazon Simple Queue Service &3 17 [AIX R L fEHEE

BRI LMERUTEER |, B2 MNEEEMER Amazon SQS M IAM B A 2B RIR E W A&,
£

o BRFENIE Amazon SQS 1T

o RELBINIT iam : PassRole

« BEFZEATRM AWS Ik LUAAH A5 B FE A Amazon SQS &R

TR IE Amazon SQS HHITIRE
MREWE —NMER |, BHELPIITEMEE |, N AMEFKREE LR FERITIZIRE,

% mateojackson AP EHEARFEETEEREN my-example-widget REHNFMES , BF
HEREH sqs:GetWidget BRI , R REUT REIEEIR,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
sqs:GetWidget on resource: my-example-widget

FEHBERT , Mateo VSRS X MEFH AR T HMEH sqs: GetWidget BAETEIR my-example-widget
TR

MRBEERE , FHRRAWS BEER, ZFNEERRRERHEZEILEN A,
RN IT iam : PassRole

MRBRE|—NEIR |, EBRETINIT iam: PassRole BE , MAMERRBEUAFEGABEIES
Amazon SQS,
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https://console.aws.amazon.com/iam/home#policies/arn:aws:iam::aws:policy/AmazonSQSReadOnlyAccess
https://console.aws.amazon.com/iam/home#policies/arn:aws:iam::aws:policy/AmazonSQSReadOnlyAccess
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_ListMessageMoveTasks.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_ListMessageMoveTasks.html

Amazon Simple Queue Service FRARIER

BE AWS RS AP RIAACEKEEZRS  MARUEFBRSHCIRSAXAE, Akt , BH
MEBRABEKEDRSHNR,

=& N marymajor KV IAM AR 2 E ARG A& Amazon SQS H#ITRER , 2K ENTREIEE
%o BR , RELMEFRSACHRFHNRT AIMITILEE, Mary FTEBRAGBRZIE RSN
PR

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EXABERT , XMEH Mary BYREE S b 4T iam: PassRole #4E,
MREBFEEFREE , FHRRAWS EER, FNEERARRBRHERZIENA
RELEARFRN AWS K LA ATF R Amazon SQS &R

ZAOBE—-1MAE , UEAMKFPHNAFREALNANARTUERZAGKILRIEN TR, &0
UEEH#HESEY , AURAZAR, NTXHFETRRNRERTREFIIR (ACL ) RS , &7
LAGE AIX LE SR B B A R R T 53 S8 B SR AY T3 R Ao

ETHREZER , BZRAUATHRE :
« ETH Amazon SQS 2B X XL |, S HAmazon Simple Queue Service I 5 IAM & &

A,

- ETHENMAAEHEEN AWS KPP RHFEREEBRNR , SR (AM AFEE) A EREHN
5 —1 AWS IKF Y IAM A P RETE RRCR.

- ETHMMAAE=S AWS K REEHFRNIBENER , 250 (AM AFER) PHRIE=5
WER AWS K/ R ERR,

- ETHRIMIBES S HRESRIERATRNR , 28 (IAM AFERE) PRALEAR S HRIER
AP (BOBRERIE ) REHRNR,

- ETHEAACNETRARNRBETERS FRCENES |, H25 IAM AFEREHHN AM 56
EETHRBRNEBEBATE,

%5 Amazon SQS Bt & A

AEFREET HOHRERP , EXLERFF , KEEERAALE IAM 54 ( A/, ANAG ) M
DA PR B
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_compare-resource-policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_compare-resource-policies.html
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/A Important
BMNBWEEEFBEUATNEEER , XLETHHHE T EE Amazon Simple Queue Service
BRIFRRBRHEAB AL, BXESEL , HS M B Amazon SQS F# i A X BREE
R,

Bk ListQueues %, , FTE Amazon SQS BEHEZFERRENR. BXEZER | 5L
Amazon SQS API X [R : BIEMBRSE,

£}

- f£/ Amazon SQS 1 IAM KB

- 5/ Amazon SQS 2% & FTE R

« Amazon EMR E T & 17 # K #& 7= 5l

-« Amazon SQS K ## E A< R

- FEENEKSES Amazon SQS R EREBESEHAHER

£/ Amazon SQS # IAM KB

AENAEMHARNEAFRTIEE Amazon SQS BRI : /A Amazon SQS KERSEFMEA 1AM
RKBRE, BUUFERETFEE—ESHERS, ELERBLBERT , TieKA LRBFP A |, AL
BRREHENER,

Bl , TEERTSEMH IAM KEEM Amazon SQS KB, ReceiveMessage IAM FREEIRFT AWS

P AFE R queue_xyz BIBAFIHIT Amazon SQS # SendMessage BE , HEZErE S M MEIAHF
Bob # Susan ( Bob 1 Susan B Z KB PATIRAINE ) . 1tk Amazon SQS ZFKE&iE @ Bob F Susan
& F xR —BA 53 1T ReceiveMessage # SendMessage Z/ERIIR,
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1AM Policy 5QSs Policy
Allow Allow who:
Actions: User Bob
is equivalent to User Susan

ReceiveMessage, SendMessage

Resource: Actions:
arn:aws:sqs:" 123456789012 queus_xyz ReceiveMessage, SendMessage
Resource:
User User arn:aws:sqs: " 123456789012 :quene_xyz
Bob Susan
queue_xyz
@® Note
WRHEERT AHRENELRE, BUNELRE-REPIEERERY , HIREBEAENSE
R

IAM #1 Amazon SQS Kz BAE — 1T EERXF : Amazon SQS KRS AFEEEM AWS IKFZF
PR, ™ 1AM N A2,

BRLETREMAGZEER LRARMREREZELENNR, AT ROIBRXAHRERSEZIATHE
ZE1TH .

o EE—ANRHIF | Bob A IAM RKEEMER T HKFH Amazon SQS K. |AM ZKEE @ H K
F&ETFI queue_xyz $1T ReceiveMessage BRENNIR , M Amazon SQS K& m H K~ &% F Xt
B —BAFIHIT SendMessage BIEMNIE. TEHEHRTX—B=,
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1AM Policy 5QS Policy
Allow Allow who:
Actions: User Bob
ReceiveMessage Actions:
SendMessage

Resource:

arn:aws:sgs: " 123456789012 .quens_xyz
Resource:

arn:aws:sqs:":123456788012:quane_xyz

User |
Bob
queue_xyz

IR Bob A queue_xyz K% ReceiveMessage &K , M| IAM KBS R FHMITIZIRE. R Bob
[ queue_xyz K% SendMessage R , | Amazon SQS FEF A FHITIZIRIE,

s EEZ/NRHIF , Bob MAMI queue_xyz BITFEINR , H kA L EM BR 3T ZBA S B P E 15 1]
PR, RETEMNFEZRAM—NERE , ELMIHENZASINFIERE. LEBRLBZISARNERE ,
HREX deny IHAEBE allow. BXFRIIMEZEENELER , BSREEENLEKES Amazon
SQS HRIEKESHEEA. TEHERTX—B=,

IAM Policy 5QS Policy
Allow Allow who:
Actions: L
ReceiveMessage Actions:
SendMessage

Resource:
arnaws:sqs;" 123456789012 quele_xyz
Resource:

User am:aws:sgs 1 23456780012 queue_xyz
Bob IAM Policy

Deny
queue_xyz
Actions: * Overrides
the other
Resource: policies

arnaws:sqs" 12345678001 2:quene_xyz

AT LA[E Amazon SQS KBS HIRIN—&REINED |, IE4 Bob SAMEM A X IFMEZRASI, AiN—%
IAM ZKREIE4E Bob 1510 1ZA It EERHEMN MR, BHXF K Amazon SQS REFRIRM R RHE |
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&5 H Amazon SQS FHEHWEARTRHl, BXR4%E Amazon SQS KENEZELR , HSHANEENL
KBS Amazon SQS FRIFKIESESFE R,

£ Amazon SQS 4| & FrEM R

ZFEMFEA Amazon SQS EHIANAF LM EBERAFH AWS KPR EA Amazon SQS RASIH &
PIBRE, Bl , AP SMEEAA ListQueues RENNRFREFIHRASY , NESTNEERA
CreateQueue BRIEMNBRFBERIZER S, Z4F Amazon SQS BAFIIT 5 E] Amazon SNS & |, IIER
T Amazon SQS IRz |, EHIEEFEE X Amazon SNS BREWNR.

MRGELEAFNRENRERN =K IAM KEE , XTI T % IAM RENAF |, 2H 8T AR
A RIE1T.

NFREZEFEH AWS CLI = Amazon SQS RENAF , BLENHRBEHEFRIKIEH SR,
Amazon EMR E T 5 15 # K B& R4

BRIMBRT , ARFANAERECIESIEN Amazon SQS HRHVRR, 1teTEER AWS
Management Console, AWS Command Line Interface ( AWS CLI ) 2% AWS APl $i1TEE%. EREF
APENERBRHRTRENKIR , IAM BEER AR IAM Xk, AT, EEATUEAERM IAM
Keg , HERAFPAURAAE,

ETHRONMAERXL RG] JSON KEXHLIEET IAM BN ERE , 55 (IAM AFIERE) P 6
2 IAM KB,

BX Amazon SQS EXMREMARELEMNFMER , BREEHRREEN ARN BX , BSHRS
BIXSZHRH Amazon Simple Queue Service BV IRIE, BRMFZHE,

(@ Note

£ Amazon EC2 Auto Scaling Bt E 4 ap A H R | BXFRE R EE KIEZZE Amazon
SQS A%, BEXEZEER , HSH (EAT Linux =4I Amazon EC2 FF1ERE) H /Y
Amazon EC2 Auto Scaling 2 an B B #E44

FH

- RBZEZE

- fF Amazon SQS %A

- RATAFEEHMAIIE SR
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonsqs.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/lifecycle-hooks.html
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- AR BIZAS

- RAUFAREBOHAZERIEES

« RVFEE RIKEBASIH ABAN

AR

- AUESERFEBERIIZEER

REERIERIER

ETHONRBBEERNMARSALGIZE, HRSMEREKS HH Amazon SQS #iR. XLRETTEE
SfE AWS IKFFERAE. tIZRREET S ONREE | HEEL T EN ML

« AWS HERBRERRENBRFAAN] - BEFBRRAMAFMNTEARR TR , FERA AWS £EX
BRAFZELEAGERTFNR, EALUE AWS IKF PRI LERE, BIEYE VEETEN
RRAZHRE AWS BEFEERBKE-—SRINR. BXESEE , B2 (AM BFERE) HH
AWS F£E RIS THERBER AWS FEE R

- NARENR - E£A IAM RBIRERRAE , HTREFHITESFHAEANR. Atk , BATUEXL
ERERME T AAUNBERRRNTHRE , RN KERRTFT. BXER IAM NANRBRNESE
B, #FZHE (AM AFERE) P8 IAM PR R FNER .

« {8 1AM KBRS AR — S BREITH RIAER — 87T LA 8 58 B 78 0 5% 44 SR PR ) 3 R R RV R BV 15 1) o
filgn |, EWELURERBEARIEESLTMER SSL KXFFEE R, MREIEE AWS RS ( filan
AWS CloudFormation ) SEARSFIRIE , BEAUERAZRGREBETF N RS BEENHERNR. EXES
B8, #ZH (IAM AF{ERE) 1 IAM JSON RETE | &,

« £/ IAM Access Analyzer BiERRY IAM RBE , UBERNEN Z £ MR IhEEM — IAM Access
Analyzer 2 IEFT RS M B KR , LBARRBEAS IAM KEIES (JSON) M IAM FEXK. 1AM
Access Analyzer 12t 100 ZIRBREM ARIENEN , BB THERL BEEMBNRE, BX
BEZEER , H5Z5H (IAM AF#Em) PR IAM Access Analyzer REEKIIE,

- EEZEHHRIE (MFA) - MREFFALNIZ R EREHN AWS K FE IAM AFPSEAF |, E8H
MFA RiEEgZstt. EEREA APl BEREE MFA |, B8 MFA £ERMEIEHNRIESH, BXE
ZER , BESHE (IAM BF1ERE) EES MFA ®RIFH API 1718,

BX IAMHHREIENESER , H2H (IAM AFERE) #1 IAM F R 2 HEXEK,

£ Amazon SQS =%l &

E /A Amazon Simple Queue Service 2l & |, BARMER —ARENNIR, XL RS ITFES
HAMEFFXREN AWS K~ Amazon SQS BRMIFAFE. NRABEAXFENRENREN ™K
WETEHMERE , NTHMTZRBNXE (AFRSAE )  BHAEEERMBIEEET
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
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NTREZREA AWS CLI 5 AWS API VR F |, BTFRNERHEEEHENR. Bk , RAFTHRE
EHZHIMITH AP BR4EME B VIR,

RERAPNACMATLLER Amazon SQS 244 , EERF Amazon
AmazonSQSReadOnlyAccess AWS SQS R EREMNEILE, EXEZER , EZH (IAM AF
Y HH AP AR,

AYRAFEEMHMNBSHNR

ZORBIGER T AR RKEE |, LAY IAM AR EEMMBIEAS SN RBRRBNEEARE. 1t
R DB RS E LRI IRFRE U RET NEM AWS CLI 5 AWS API FR B R,

"Version": "2012-10-17",
"Statement": [

{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
},
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console
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}

LA P IR 5

HELTFRGIH , AN Bob Bl T —5&XKEE , RVFETIRIFTA Amazon SQS #&#4F , BRXRT & #RET

BRAXAEZRHSE alice_queue_ BIBAFI,

Amazon SQS T2 B3I [RASICIZE R FERIZBATINNER, Hit , BRT IAM KEEFHHY
CreateQueue E , ATE L@ Bob EXEFEHAME Amazon SQS EEMNER,

{
"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Action": "sqgs:*",
"Resource": "arn:aws:sqs:*:123456789012:alice_queue_*"
1]
}

AUFREORENFIEHE

FEUTRAF , BNAFEARBET —NE , HKHMT —FKEE , AFZ4AER Amazon SQS
SendMessage #&F , ERXBETE T4 E AWS K BH& N MyCompanyQueue KB,

{
"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Action": "sqgs:SendMessage",
"Resource": "arn:aws:sqs:*:123456789012:MyCompanyQueue"
1]
}

ERLMER * ( AR SendMessage ) EEAR T X HZBAFIMITEL T IRERR

PR : ChangeMessageVisibility., DeleteMessage. GetQueueAttributes., GetQueueUrl, Recei

F SendMessage.
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® Note

B8R * TEHMAPRERBHEATFEINR , B Amazon SQS & E RIX LR, Hlm , 7
DA R T * M SendMessage PR , BIfE * @& SendMessage B IGEINIR ,
2k,

LB ST B BRAX PR B th & . MR EMARRE * PR, MIFRMER SendMessage

BERAE AEEETERREAAN—Y) IR, HR , ZBERTEER , ENEETE

BEX SendMessage R, ERAFEHE T ReceiveMessage IR , EERM
ReceiveMessage TR , AEHIBR * R,

SRVFEE R IREBASIB KB

EUTROIF , BINAEBARBERT —NE |, HMEMT —FRKEE , AFZANE TEE AWS K
AR ERAFIEA Amazon SQS GetQueueAttributes #4E,

{
"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Action": "sqgs:GetQueueAttributes",
"Resource": "*"
1]
}

AW EENFEREENIIREHES

BT LAE A Amazon SQS FKEEEL IAM REETER LTS, MRESEMKERE AWS IKF |, XEASLLFER
Amazon SQS KEEfaI#, B2 , BENRFELTRHE AWS R&E IR E M A /&8 o7 LA EiZEA 5 &%
HE. WREENOBEAFSINARFERTIHENR , W AFES F2REBH AP BENFEEN
£, £ IAM KB 2 Amazon SQS KB,

RRBIFFHATATERE

1. BIE—1% WidgetCo KRGS EMRHEL TR DA,

2. NEENHFARHPEERFENRNBEAFINARFCIEAS,

3. W APAME 4,

4. HEH-ZEE , MAFZAXE R SendMessage KBTI IT WidgetPartnerQueue 1,
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{
"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Action": "sqgs:SendMessage",
"Resource": "arn:aws:sqs:*:123456789012:WidgetPartnerQueue"
1]
}

Amazon SQS K &Y E A R4
KEHERTEN Amazon SQS A ZHIH RHIEKRE,

ERFNREMNEASE , IEAZEFERIEZRBONR. &9 , AFXERRI BT EERH S
RRATEMRAE, ERERBHMNBIAFE , TURIEAF RBEEESE PRITERERE,

(® Note

BWEARMIKRED : —MIBFEORATRFNR , 5— M NRBEORTEAARE
iE &5 AWS Management Console , SAETE [ F P 12 F 4 PR B 36 UE X LE A BR 6

AP =4 AWS KPR F — TR

AT RABISERE[E AWS K5 111122223333 #FNEERE (BZEMN ) KigHEHR
444455556666/queuel HIBAFIHY SendMessage R,

"Version": "2012-10-17",
"Id": "Queuel_Policy_UUID",
"Statement": [{
"Sid":"Queuel_SendMessage",
"Effect": "Allow",
"Principal": {
"AWS": [
"111122223333"
]
.
"Action": "sqgs:SendMessage",
"Resource": "arn:aws:sqs:us-east-2:444455556666:queuel"

]
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}

A2 =4 AWS KPR TF IR R

BT RBIRBE @ AWS IKF S 111122223333 RFX B A 444455556666/queuel HIRASIH
SendMessage Ml ReceiveMessage R,

"Version": "2012-10-17",
"Id": "Queuel_Policy_UUID",
"Statement": [{

"Sid":"Queuel_Send_Receive",

"Effect": "Allow",

"Principal": {

"AWS": [
"111122223333"
]

.

"Action": [
"sqgs:SendMessage",
"sgs:ReceiveMessage"

1,

"Resource": "arn:aws:sqs:*:444455556666:queuel”

]

A3 mEA AWS IKF R FARENRR

LT RAIRBEEFENTRE AWS kP55 (111122223333 # 444455556666 ) RFXIZERED ( #
ZMBM ) XiFEHEN 123456789012 /queuel KIRASIBER Amazon SQS AT HZHRINAIEREN
PR

"Version": "2012-10-17",
"Id": "Queuel_Policy_UUID",
"Statement": [{
"Sid":"Queuel_AllActions",
"Effect": "Allow",
"Principal": {
"AWS": [
"111122223333",
"444455556666"
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1,
"Action": "sqgs:*",
"Resource": "arn:aws:sqs:us-east-2:123456789012:queuel"

3]

w4 AARNRAPERTEKS R

LAUTRRBIKEEE AWS K5 111122223333 B rolel M usernamel MFNEREREP ( BXEB
M) XA E R 123456789012 /queuel HIBAFISEA Amazon SQS AT R ZIHRINATERIENEIK
PR,

BIK R RFRERLA T AT #8R4E

* AddPermission

 CancelMessageMoveTask

* CreateQueue

* DeleteQueue

* ListMessageMoveTask

e ListQueues

* ListQueueTags

* RemovePermission

* SetQueueAttributes

 StartMessageMoveTask

¢ TagQueue
* UntagQueue

"Version": "2012-10-17",
"Id": "Queuel_Policy_UUID",
"Statement": [{
"Sid":"Queuel_AllActions",
"Effect": "Allow",
"Principal": {
"AWS": [
"arn:aws:iam::111122223333:role/rolel",
"arn:aws:iam::111122223333:user/usernamel"
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https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_AddPermission.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_CancelMessageMoveTask.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_CreateQueue.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_DeleteQueue.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_ListMessageMoveTask.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_ListQueues.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_ListQueueTags.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_RemovePermission.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_SetQueueAttributes.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_StartMessageMoveTask.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_TagQueue.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_UntagQueue.html
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]
I
"Action": "sqgs:*",
"Resource": "arn:aws:sqs:us-east-2:123456789012:queuel"

]

APl 5 : mArERAFRT DR
LT ROIKBERERF (BER|AF ) FXNHEN 111122223333 /queuel KIRAFIAY

ReceiveMessage PR,

{

"Version": "2012-10-17",

"Id": "Queuel_Policy_UUID",

"Statement": [{
"Sid":"Queuel_AnonymousAccess_ReceiveMessage",
"Effect": "Allow",

"Principal": "*",
"Action": "sqgs:ReceiveMessage",
"Resource": "arn:aws:sqs:*:111122223333:queuel”

1]

}

I 6 : R AP R TR iE R B AR BR

UTRAIRBEEAMERAS (ERAF ) 8BFXNAN 111122223333 /queuel KIRASIHY
ReceiveMessage f R , EEMAHEXRETF 2009 £ 1 A 31 BFF 12:00 ZF 4 3:00 Hiid,

"Version": "2012-10-17",

"Id": "Queuel_Policy_UUID",

"Statement": [{
"Sid":"Queuel_AnonymousAccess_ReceiveMessage_TimelLimit",
"Effect": "Allow",

"Principal": "*",

"Action": "sqgs:ReceiveMessage",

"Resource": "arn:aws:sqs:*:111122223333:queuel"”,
"Condition" : {

"DateGreaterThan" : {
"aws:CurrentTime":"2009-01-31T12:00Z2"

iy
"DateLessThan" : {
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"aws:CurrentTime":"2009-01-31T15:00Z"

]

=l 7 : @ CIDRSEE R ATE AP R FATE IR

LR RAIKRBEEFMERF (EZRAF ) 8FXAN 111122223333 /queuel IR FIER AT AR Z MR
B TREMY Amazon SQS BREMNER , EXRHFRIBERMARXRETF 192.0.2.0/24 CIDR SEH

"Version": "2012-10-17",

"Id": "Queuel_Policy_UUID",

"Statement": [{
"Sid":"Queuel_AnonymousAccess_AllActions_AllowlistIP",
"Effect": "Allow",

"Principal": "*",
"Action": "sqgs:*",
"Resource": "arn:aws:sqs:*:111122223333:queuel",
"Condition" : {
"IpAddress" : {
"aws:Sourcelp":"192.0.2.0/24"
}

]

I 8 : A°[E CIDR B M A7~ 89 72 VF 5 SR M FE 1R 5 RAXR
LT R R BB M BERL

- E—/NMEAM 192.0.2.0/24 CIDRSEHE (192.0.2.188 BR4h ) AMNFFERF (EBBAF ) BT
WN#E 7 111122223333/queve! HBAFIERA SendMessage BRIERIN PR,

« FE-/NEAPEL 12.148.72.0/23 CIDRSEEANFMERAF (BEZAF ) £HZBAS,

"Version": "2012-10-17",

"Id": "Queuel_Policy_UUID",

"Statement": [{
"Sid":"Queuel_AnonymousAccess_SendMessage_IPLimit",

A K 214



Amazon Simple Queue Service FRARIER

"Effect": "Allow",

"Principal": "*",

"Action": "sqgs:SendMessage",

"Resource": "arn:aws:sqs:*:111122223333:queuel"”,
"Condition" : {

"IpAddress" : {
"aws:Sourcelp":"192.0.2.0/24"
I
"NotIpAddress" : {
"aws:Sourcelp":"192.0.2.188/32"
}
}
3, {

"Sid":"Queuel_AnonymousAccess_AllActions_IPLimit_Deny",
"Effect": "Deny",

"Principal": "*",

"Action": "sgs:*",

"Resource": "arn:aws:sqs:*:111122223333:queuel"”,
"Condition" : {

"IpAddress" : {
"aws:Sourcelp":"12.148.72.0/23"

}

3]

FEEMNEKS Amazon SQS FEIEKKESRHEER

MREFHEIRTE AWS K ID FMEARNPR ( HlI0 SendMessage B ReceiveMessage BINER ) it
¥ Amazon SQS HRIXFR , WEFREECSHKRE, BRI EA Amazon SQS AddPermission
BE,

MBEEETEEMANEHE (HI , FREFEWIFTBEIHBEREN IP it ) REKXIEL SR AFHE , N
FEHTHRE Amazon SQS KB HEH Amazon SQS SetQueueAttributes E/ENHEH E4£3] AWS
RE,

FH

« Amazon SQS i A E FIZE

« Amazon SQS i[RI Hl4b B TERE
« Amazon SQS i RIRKIE S X ERE
« Amazon SQS i FIRE S TG EHE
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https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_ReceiveMessage.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_AddPermission.html
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FRARER

« Amazon SQS H R KIEES P ENIELRMERIAIEL 2RI KX R
o BE N RBEHYBR &
« BEM Amazon SQS 50K EIE S R~AI

Amazon SQS 7 A= &IZE#)

TERNET Amazon SQS &RV IH AR,

AWS Service
You o
Resource A Resource B Resource C
Your policy for Your policy for Your policy for
Resource A Resource B Resource C
Requester
Requester
Incoming ™ e Evaluation Cod
requests valuation e
q _'_'_'__,_,_:—'—"r'

Requester ——

Requester

&, RIRFAE,

(2]
BHEIR , BEE AWS lREH (#la0 , Amazon SQS BAFI )

BRI, EREFNBOER N BN AREHR DRI, AWS BRSRET — API TAR LEANEER

B&o

A R
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FRARER

o
#RE AT AWS BREHE ARER,

o

R R EEE S ITEAE, X AT AWS RSRNERFEEANKENEANBERJTIEHRERSE

RFZFEREHRTRNRE,
Amazon SQS 1 RJ{2HIA B THERE
TETE T R Amazon SQS i F R EEE 5 #1715 RHR S — R THERE.

You write a policy You add the policy Someone requests
— to the system L touse your resource

(1) 2] ©

The AWS service The AWS service
L determines the evaluates the The AWS service
applicable policies —% policies returns the result

4] (5] o

[ 1]
BRIEHPASIRE — Amazon SQS K,

Y/

BRI £ E AWS, AWS IREIBE—NAR LAEKER API, flin |, &R Amazon SQS

SetQueueAttributes B/EFRNISE Amazon SQS BA Y L& K EE,

©
HABE L HER Amazon SQS BAFIHER,

L 4]
Amazon SQS KR EFA A AR Amazon SQS F RS H R E ML FRESE A,

5]
Amazon SQS XX L MHTITME , BERB A ERE LALLM,

A R
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(6
BIERBITEER , Amazon SQS BiEFREFIRE Access denied FEiRHE |, HEHELNEIZFR,

Amazon SQS 1 R R B 1E 5 < BB
ERTRERME , ELHAE JSON M—LXBHE,
R
FStatementi® ) MR BtallowkI &R,
BRI
ik HERRALUPITHES , BEEX AWS BIEK.
B4

B A B R4 1R ER Statement BN R,

Condition

BXRUTTNEMRFSLFACTE. RENZHESEE,. &SRR IP #hat k.

FES
8% — 1 Policy® StatementE i EIEIREINE R, BRERIEE T AISUEE deny = allow
B, EXRRITHHEAE=ZNEENER : IAEL., ATFMENIEL,

EXEL

FfStatementiz 1 BR BtdenyLE R,
ARE]

Amazon SQS AXIRHE Policy MERBHELR L IFE ABEBRNIE.
&

HEPolicy A BERBEFNRNAF, K& (REN ) BEERERAEE. AWS FAYF Amazon
SQS AR RN THENEIRCIZEKRE,

R B A RN
Y]

3£ F Condition#l 2240 o 1F SRIE 48 Xt & IRAY 15 7] BV 8L =20
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Policy
K- KRS RIEAREMHIR,
Policy A Policy A

Statement 1 Statement 1
is equivalent to

Staterment 2 Policy B

Statement 2

Amazon SQS FRXBHERAB R FHAF BRI EIRHNIR,

4k
U B 7 s Policy 8 F 7= o
%R

FHBERBAOHR.

Statement

EMUBRWERHEE , B ARMESHE , EHEXK Policy K — 5.
WRE

FIEVIR R ERB A

Amazon SQS 1 R K BE1E S 11412 58

A | Amazon SQS BER A A RIS HBAEE UANEALENER, TEZHURES
ANEAAD :

C ERINBRT |, BIBG A A SOLMN A 6 AR RER,

. Rl BEEEERIAES,

. BRIES FEEEEAL.

. ERIHEHIF A REE,

THEERT Amazon SQS IMAIiFLE K 1A B X PRAT R K.
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@

12

©

Decision
starts at
“Deny"
(default deny)

:

Evaluate all
applicable
policies

l

|5 there an
Yes

explicit deny?

Is there an allow? Yes

No

Y

Final decision =
“‘Deny”
{default deny)

ZORFIT IR — M RINEL

-

Final decision = "Deny"
{explicit deny)

Final decision = “Allow”

PATRBITEER THERNAERR (BREFER, 4. BENZMS ) . BITABITEREIREHF

BE,

PAITRBIREATERNENELES, BIERTRBRKIT -1, b2REELREK , BNALRE

SERko

A R
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0
MERBHRIENELES , BARTRBFITHREATERNEAAFES. BERTRBRKIT
—, HRBRERFREK , BIMIRTK ( RESFERELEZIER ) .

o
MRARIEMAWES , BAKLREFRIEL (RNRBEENELIAY , TR EA N -
A4 ) .

Amazon SQS 15 R KA E T FENIEL I IAEL Z AR KRR

MR Amazon SQS FHAEZNATIER , WZERLSH RINEL, Hln , MRAFBERER
Amazon SQS FXPR , BN A TZA P —KEE £ A DynamoDB , NiZiER4SH default-
deny,

MRREHBZEAPNENRY , MZBERNERAMINEL, WRBETETPHABRE , AR
BREPTENE , ZERNERTERNATHENEL, FRNMRREIEEENMLERBZEN
KHHER , BATEXMER TRIAERABRINEL, flan , R EEIEREERNNER, BEET
KA1, REBERTFERE TN , BIEZHER, TEHAT Amazon SQS XK,

Policy A1

Effect = Allow

Condition:
if request is NOT from Antarctica

WRAFNEERHER , BAFKHAEBELRE (ZFERTRKEBEMN ) , WZBFERHERE R, B
=, MRAPMNERNRHER , MARGERBE , ZERNRINGRNBINEL, BT REERE
A2, EXNELRBEEINNER  IHERRENEREL, THIREEUEA T IZKE,

Policy A2
Effect = Deny

Condition:
if request is from Antarctica

MRAFMEHRMNEHER , BAFKHELHE , WZFRNWERNERIEL,
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RINELFNERNELCHENXFIREE , RIATFAUUBSNEETHEEBEREE. Hl0, K& B AF
£2010F 6 A1 BEEMER, TEERTHILERRKERE A1 MK A2 #THASHNER.

Scenario 1

Scenario 2

Reguest arrives from Antarctica on Reqguest armives from Antarctica on

June 1, 2010 June 1, 2010
I Policy Evaluation I Policy Evaluation
Policy A1 Policy A2
‘ Effect = Allow ‘ Effact = Deny

if request is NOT from Antarctica

Condition;
if request is from Antarctica

‘ Condition;

OR OR
Policy B Policy B
‘ Effect = Allow Effect = Allow
Condition: Condition:

if request comes in on June 1, 2010

I Result

Policy A2 Result:  Explicit Deny
OR Policy B Result:  Allow

if request comes in on Junea 1, 2010

I Result

Policy A1 Result:  Default Deny
OR  Policy B Result:  Allow

Final Result: Allow

|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
: Final Result: Deny
|

HEZR1P, KA NERNMNEL KB BHNERAMAT , RAZKREAF 201066 A1 8
FEANER, KB REMNAFERFERRK A WRIAELER , Bt , FRREAW.

EZm2H , K B2NERNENEL , KM BWERN AW, WK A2 RHENEXELI[FESM
KB RHEB AW, AIZFERSBIEL,
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B E SR BRI PR

B IK P 7 EY
SN AR BERN A T AT 8 4E -

* AddPermission

* CancelMessageMoveTask

* CreateQueue

* DeleteQueue

* ListMessageMoveTask

* ListQueues

* ListQueueTags

¢ RemovePermission

* SetQueueAttributes

* StartMessageMoveTask

¢ TagQueue
* UntagQueue

e

Amazon SQS Bl R X #F IAM F o] AZRHENER FE, EXEZEE |, i3 M Amazon SQS API
BIR : BEMTRSE,

B E X Amazon SQS i 7 K B&iE S Rl
LT REIZEEH Amazon SQS i [E Kk,
R A=K TR

LA R4 Amazon SQS FrEH AWS K~ 111122223333 2-F PR |, A FM AWS K
444455556666 HEM queue2 HEIEFBWIER,

"Version": "2012-10-17",
"Id": "UseCasel",
"Statement" : [{
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https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_AddPermission.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_CancelMessageMoveTask.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_CreateQueue.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_DeleteQueue.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_ListMessageMoveTask.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_ListQueues.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_ListQueueTags.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_RemovePermission.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_SetQueueAttributes.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_StartMessageMoveTask.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_TagQueue.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_UntagQueue.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html#AvailableKeys
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"Sid": 1",
"Effect": "Allow",
"Principal": {
"AWS": [
"111122223333"

},

"Action": [
"sgs:SendMessage",
"sgs:ReceiveMessage"

]I

"Resource": "arn:aws:sqs:us-east-2:444455556666:queue2"

]

w2 =B MK R TFNR

LT Rl Amazon SQS FrE A TF—NKZAN AWS K 145 28T B BRI iG RSN K ArREnN
B, BELEREHFEIFFEH SetQueueAttributes EENHE F4£F Amazon SQS , EH
AddPermission EET R IFIE R T RA S5 7] A PR A 8 7E B 8] BR 1l o

"Version": "2012-10-17",
"Id": "UseCase2",
"Statement" : [{

"Sid": "1",

"Effect": "Allow",

"Principal": {

"AWS": [
"111122223333",
"444455556666"

]

},

"Action": [
"sgs:SendMessage",
"sgs:ReceiveMessage"

1,

"Resource": "arn:aws:sqs:us-east-2:444455556666:queue2",
"Condition": {
"DatelLessThan": {
"AWS:CurrentTime": "2009-06-30T12:00Z"
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https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_SetQueueAttributes.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_AddPermission.html
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]

=~ 3 Xk EB Amazon EC2 SEfI#YiE R B F R

LLUR 7”5 Amazon SQS FKEEXY K B Amazon EC2 SRAIHER R FIHRINR, LLRFIBRE RGN 2 @ Xt
—NRENKFERTFHRREIHRE - ©RFHE S ERGIE 2009 £ 6 A 30 BHRF 12 & (UTC) ZH ,
AR 1P WSEERGIE 203.0.113.0/24, BLERBLREIHFEM SetQueueAttributes B
FH E£2] Amazon SQS , ERH AddPermission BETRAFER FRAGITFRIXPRATIEE IP bt R
il

"Version": "2012-10-17",
"Id": "UseCase3",
"Statement" : [{
"Sid". "1",
"Effect": "Allow",
"Principal": {
"AWS": [
"111122223333"
]
3,
"Action": [
"sqgs:SendMessage",
"sgs:ReceiveMessage"
1,
"Resource": "arn:aws:sqs:us-east-2:444455556666:queue2",
"Condition": {
"DatelLessThan": {
"AWS:CurrentTime": "2009-06-30T12:00Z"
b
"IpAddress": {
"AWS:Sourcelp": "203.0.113.0/24"

}

]

R4 EELREKSTERE

LU Rl Amazon SQS REEHEL 4 E AWS Ik NBASIM AR, S RGIRE TH 1 H—NKTETF
R ROIRE : BIELIEE AWS K/ NIGR, BLERBIREIFER SetQueueAttributes #
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https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_SetQueueAttributes.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_AddPermission.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_SetQueueAttributes.html
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S H E4£ 3] Amazon SQS , B AddPermission BETR RYFELXI AT H RN ( ERAFE
FXIBAFIEY 5 B AR ) o

"Version": "2012-10-17",
"Id": "UseCase4",
"Statement" : [{
"Sid": "1",
"Effect": "Deny",
"Principal": {
"AWS": [
"111122223333"
]
},
"Action": [
"sqgs:SendMessage",
"sqs:ReceiveMessage"

1,

"Resource": "arn:aws:sqs:us-east-2:444455556666:queue"

]

~Bl5: MRAENRE VPC e |, MIE4 1R

AT "5l Amazon SQS FKEEPRHIXT queuel KIGREIMR : 111122223333 Reg@EE VPC iw s ID
vpce-la2b3cad ( £/ aws:sourceVpce £HIEE ) 1T SendMessage M ReceiveMessage #
B, BXEZER , BS M Amazon SQS B9 Amazon Virtual Private Cloud i &0

(@ Note

« aws:sourceVpce RHFFFE VPC in LB R ARN , MARAFE VPC iwm K 1D

o BB ES ZMEAFIELFTE Amazon SQS B (sqs:*) , IBREATRE , LUFFR
BRERFIZIEE VPC wR. B2 , EXRBFHRNAEERE ( BIEERBATIRAR
FHNERRE ) XNBEERBPENNRIE VPC mRiT , XU IEAFUEEBR
RA 54X BR

"Version": "2012-10-17",
"Id": "UseCase5",
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https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_AddPermission.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_SendMessage.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_ReceiveMessage.html
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"Statement": [{

"Sid":. "1,

"Effect": "Allow",

"Principal": {

"AWS": [
"111122223333"
]

.

"Action": [
"sqgs:SendMessage",
"sqs:ReceiveMessage"

1,

"Resource": "arn:aws:sqs:us-east-2:111122223333:queuel"”

"Sid":. "2",
"Effect": "Deny",
"Principal": "*",
"Action": [
"sqgs:SendMessage",
"sqs:ReceiveMessage"
1,
"Resource": "arn:aws:sqs:us-east-2:111122223333:queuel”,
"Condition": {
"StringNotEquals": {
"aws:sourceVpce": "vpce-la2b3c4d"

}

FimetZ 2 EUEA T Amazon SQS

BRTOERATLLEENARZI , IAMZEATERFARFEFIRNERSELE , NTFEZAP T
AR AWS BREMER, B UAEERAE AWS KFPFHNAF, SRR UXNERSEHEE AWS K/
AP (BRE8HRAF ) #ITEE, A, BeIEMNEEHR AWS BENWNARF B HM AR

BO AR LR gt Z £ EUEX Amazon SQS X HiEK. APl E&FAXEEITIITESAENSHEE ,
LUMEX IR ERFITE ORI, MBREFERASHNEIELEER , N Amazon S3 £IELLER,
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® Note
EFBEE T ISR BEK,

TR
1. A IAM eI IF R £ &I

. m2DE
. HREH D
. BEHAEH
2. BAKNBAES D AZLHMEESETHR,
3. EARNREHAES (MTRLASHREHHES ) MAHEN AP HREE.

@ Note
ERXEXRNEW APl EFXRE , FEAIGIEFZSA ID (MAREECSHWHRZHHID ) |
HAEBERETH, BXXNENREEIEN IAM XFENESEELR , H2H (AM BFER) F
BV RT3 AWS 28 R Y 5 B 15 (] X R o

FEAIG L2 EZULAA Amazon SQS &if] AP| i

1. fEFA AWS Identity and Access Management EXRIGfZ2 T, BXEZER , H5H (IAM A
PR AR IRNZRE£EIELMER IAM AF B RiAEER,

IAM £IRE—NMNEE£THE, —MNABZES ID M—NEHEES,

2. FEAKEEZESA ID((MAREECHILRZES ID) EREN , ARTERTETH, ERAKNE
ZHRIFRA (MAREACHRBRERER ) HERES,

3. RXEMARFEZES ID MEZLTHEENERAFRS,

LAUTF /R0 BB anfal 8 AR IS B 2 2 SEAE XY Amazon SQS ER#HITHHRIE. AUTHPARAMS K&K
BURTF APl ERNEE, BXRXEZEE |, 12 % Amazon Web Services —fifSZHHZEE AWS
APl &K,

https://sqs.us-east-2.amazonaws.com/
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https://docs.aws.amazon.com/IAM/latest/UserGuide/TokenBasedAuth.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/CreatingSessionTokens.html
https://docs.aws.amazon.com/general/latest/gr/signing_aws_api_requests.html
https://docs.aws.amazon.com/general/latest/gr/signing_aws_api_requests.html
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?Action=CreateQueue

&DefaultVisibilityTimeout=40

&QueueName=MyQueue

QAttribute.l.Name=VisibilityTimeout
&Attribute.l.Value=40
QExpires=2020-12-18T22%3A52%3A43PST
&SecurityToken=wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
&AWSAccessKeyId=AKIAIOSFODNN7EXAMPLE
&Version=2012-11-05

&AUTHPARAMS

AR RGIGER T I R &IERE T SendMessageBatch #ELXEFHFREE,

https://sqs.us-east-2.amazonaws.com/

?Action=SendMessageBatch
&SendMessageBatchRequestEntry.1l.Id=test_msg_001
&SendMessageBatchRequestEntry.1l.MessageBody=test%20message%20body%201
&SendMessageBatchRequestEntry.2.Id=test_msg_002
&SendMessageBatchRequestEntry.2.MessageBody=test%20message%20body%202
&SendMessageBatchRequestEntry.2.DelaySeconds=60
&Expires=2020-12-18T22%3A52%3A43PST
&SecurityToken=je7MtGbClwBF/2Zp9Utk/h3yCo8nvbEXAMPLEKEY
&AWSAccessKeyId=AKIAI44QH8DHBEXAMPLE

&Version=2012-11-05

&AUTHPARAMS

F A &K BR Amazon SQS KEEF AWS KMS Z4ABURE X 1% Amazon SQS BA Fil#91/ &) 1% BR

EAILAE A Amazon SQS BE & AWS Key Management Service (KMS) SR B RS- 85 4% 1% (SSE)
ENARF 2 ARGEBREIE. B35 Amazon SQS #l AWS KMS BIERK , B LIE R ERRP
Amazon SQS K Z AU R RIF S H M AWS BIR 4R,

/N AWS RS AT AT 4[| Amazon SQS KIEEHNEHRTR. EFEEHREEBHEMNERN Amazon
SQS B\ , BEEMAE/IEE AWS KMS B BRI, AF , FAZRABEATRSERAME
9 AWS KMS API 5%, ZIRFSIEFEX 1 E# 1T S0 R IERN R T BEERASI KX EH, B UUER
Amazon SQS KEEREIMX— B , ZRKBEE—METRENRE , I TEFIX Amazon SQS A%
REBENHE,

LUTETRHEEXRNMIES Amazon SQS KR AWS KMS ZR4ABURIZFIXI 1% Amazon SQS A%
HiFRINBRIEE ., NEEHP N RN BEEMFENR,.
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https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#customer-cmk
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege

Amazon Simple Queue Service FRARIER

AIEEENETETERNENOMAMER aws : SourceArn, aws:SourceAccount H
aws:PrincipalOrgID £/F IAM &4 £ T SXEER#EREE R E R &,

£

« BIKR Amazon SQS BHHABE

« ZEERSIH Amazon SQS KHiEA

- BEERSEERERZ

« {8 IAM Access Analyzer Z & FEIK /7 i 7] X fR

R

HEAETER , BRITFNENB - NEREARG , LEA MM ERHABEN Amazon SQS BAFIE
W&o LbER AT BN

Amazon KMS Amazon Lambda

Consumer

@E Producer

Amazon SNS

Amazon EC2

>

Amazon Fargate
Dead-letter Queue

FERGIH | SHERIEER Amazon Simple Notification Service (SNS) £ |, ZEBEE N EHER
H B EH N2 Amazon SQS A%, SHEEAER —BUITERS , fl0 AWS Lambda BE#, Amazon
Elastic Compute Cloud (EC2) 345} AWS Fargate B85, RE , &M Amazon SQS A FIE B R
KMEVEEREZIFEERS (DLQ). XN FRIXNARFIEEAZRAIEEH , BH DLQ AFE
REREANES , MATHLBABMNER, EXRTFHPENNHERERESD , £/ Lambda HE#HE
TTE RS RAEEFZHE Amazon SQS AFIFHESE, MBEEEHERAENTEMAES= (VPC) &,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourcearn
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourceaccount
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-principalorgid
https://docs.aws.amazon.com/IAM/latest/UserGuide/confused-deputy.html
https://docs.aws.amazon.com/sns/latest/dg/welcome.html
https://docs.aws.amazon.com/lambda/latest/dg/welcome.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/concepts.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/concepts.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/AWS_Fargate.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-dead-letter-queues.html
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N AP P ER DenyReceivingIfNotThroughVPCE KRB A YRR E BB R E1ZEE
VPC L,

(® Note

AIEFNUKREEINFERXBEMEN IAM R, EMEXRE , £EEMEARNEIEH
Amazon SQS K& AWS KMS ZABEH ., KIEEETREFXMNMAEIZE Amazon SQS BA
H=k AWS KMS ZARR . BXOMIZXERRENIRE , 5[0 Amazon SQS BA
FIFBIEZA.

AP E Y Amazon SQS KEAXIFFEEEZEHN LA EFIHEH TR Amazon SQS
RA %1

B{EMPE Amazon SQS 4R E

EARTFR | BRI BH TN Amazon SQS I EFIEEZRBE AWS KMS FFFEMNRIENR,
fEFX LA PR |, BT LU U5 R A PR PR i J9 AN PR B #R354E | IR SRERENR. BRPBRMSMEBEUTER
BREE , RATHES U T RFFMERX L ED :

- [ AWS KMS Z4AFEE AR

o BFX A TTHIEN RIEHRIR

« 3% Amazon SNS KMS X Amazon SNS [a] BA 5l & 77 i B R BR

- RIFFEHAEBRZERBIIEHE

[B AWS KMS Z4 & T EE AR

E8|2E AWS KMS F40 , BEENATIE AWS KMS Z4AH IAM A EIEH AWS KMS EHE A

R, XLEEE RMNRELT AllowKeyAdminPermissions REEAHRHEITTENL, [ AWS KMS
ZARBUR AN I B AT |, BESHF <admin-role ARN> il A TEE AWS KMS %48, EIE AWS
KMS 248 ( i ERMEZ ) B IAM B8 Amazon BIFEBF (ARN), XAILAREHBEEN IAM
A A LR AWS Organizations RIEALHNEERR AR,

{
"Sid": "AllowKeyAdminPermissions",
"Effect": "Allow",
"Principal": {
"AWS": [
"<admin-role ARN>"
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]

.

"Action": [
"kms:Create*",
"kms:Describe*",
"kms:Enable*",
"kms:List*",
"kms:Put*",
"kms:Update*",
"kms:Revoke*",
"kms:Disable*",
"kms:Get*",
"kms:Delete*",
"kms:TagResource",
"kms:UntagResource",
"kms:ScheduleKeyDeletion",
"kms:CancelKeyDeletion"

1,

"Resource": "*"

® Note

£ AWS KMS ZHBES , Resource TRNEFER * , RREXN AWS KMS 4", £5
(*) B FHHRE4ABUE R I EIH) AWS KMS Z24A,

RT3 2R TR R E AR

EmHEM IAM AR FNERATBIEN R IXFENR , B8 AllowReadAccessToKeyMetaData
BARMNBEHRBERES, flI , LTEIRTFED HIKS DEIRTA AWS KMS B4 LTI,
HEART AWS RAFNZHATHEN RFHENE. Bt , KAPAEAIAM ZAREEET
SHONRBEGUTEARIEONER , AT LLERIZATEHIE - kms:Describe*, kms:Get*
kms:List*, #{RIF <account-ID> Bt RHIEEHCOHWEE.

{
"Sid": "AllowReadAcesssToKeyMetaData",
"Effect": "Allow",
"Principal": {
"AWS": [
"arn:aws:iam: :<accountID>:root"
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},

"Action": [
"kms:Describe*",
"kms:Get*",
"kms:List*"

1,

"Resource": "*"

£ F Amazon SNS KMS X Amazon SNS [al BA 5l & 77 i BRI R

ERIFEM Amazon SNS =B @ MNZEHK Amazon SQS AFIAFEE |, BF A11owSNSToSendToSQS
RHEABARMBIBHZABES, iEA2EF Amazon SNS EF AWS KMS 248 @ Amazon SNS
RABIZF IR, BRE <account-ID> B HEHCOWEER,

® Note
EAHH Condition £FR4MXFER — AWS MK/~ F{E B Amazon SNS RE B ER.

"Sid": "AllowSNSToSendToSQS",
"Effect": "Allow",
"Principal": {
"Service": [
"'sns.amazonaws.com"
]

},

"Action": [
"kms:GenerateDataKey",
"kms:Decrypt"

1,

"Resource": "*",

"Condition": {
"StringEquals": {

"aws:SourceAccount": "<account-id>"
}
}
}
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AW EREREREAIINEES

LA AllowConsumersToReceiveFromTheQueue &A@ Amazon SQS EEFE A& T TR M
# Amazon SQS BAF| W EIAYE BFTERINPR. MiINREEE QAT |, & <consumer's runtime role
ARN> B EEFEREN IAM E1TRA® ARN,

{

"Sid": "AllowConsumersToReceiveFromTheQueue",
"Effect": "Allow",
"Principal": {
"AWS": [
"<consumer's execution role ARN>"

]
}I
"Action": [
"kms:Decrypt"
1,

"Resource": "*"

}

BRIK R Amazon SQS KB

AL SET MAIER PRI A R 61 RENR Amazon SQS BAFIZEE ( 170 , A Amazon
SNS Z| Amazon SQS ) » EXKFKEE EEEIESHEM Deny M Allow BARFEIEEAH

B, Allow BEALEBREEREZARFIHRINER. Deny & T By L E /ALK 15 8 Amazon
SQS BAF , FEIBTHF B FRSEABERRTE R SR M4 Z I

Amazon SQS KEEBELUTE , BAVETEXN EBT T HAHEL

 BR#l Amazon SQS EIENXIR

- BREIIEEHLM Amazon SQS BAFIERME

- EfFEAERF Amazon SQS IR

 SEHEAR P INE

- FHEAHRSINEEN Amazon SNS £/
(A% ) FOEEERRFINEE VPC iR

FE4) Amazon SQS EIEX R

LA RestrictAdminQueueActions KRB AIF Amazon SQS BEENRREHINXE TEA TR
A%, BERAFIEAmERMEZH IAM A€, BRI <placeholder values> BMAEBCHWE
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B. IBERATEE Amazon SQS BAFIK IAM £ ARN , AKX N EH Amazon SQS &I X R K 4E4A]

EERAEMN ARN,

"Sid": "RestrictAdminQueueActions",
"Effect": "Deny",
"Principal": {
"AWS'": A
.
"Action": [
"sqs:AddPermission",
"sqgs:DeleteQueue",
"sgs:RemovePermission",
"sqgs:SetQueueAttributes"”
1,
"Resource": "<SQS Queue ARN>",
"Condition": {
"StringNotLike": {
"aws:PrincipalARN": [
"arn:aws:iam::<account-id>:role/<deployment-role-name>",
"<admin-role ARN>"

FR&IE ELH LK Amazon SQS BAFIIR 4

E#HBRF EH Amazon SQS BRI ZBIAE ( B AWS HEAIBREFR ) |, FEAUTES,
Wi ALRHIEE Condition HIBEEMHLRHIE Amazon SQS BAFI. RN <SQS queue ARN>
B h AT E 2 Amazon SQS RAFIH IAM B ARN ; fF <org-id> B AEHEALR D,

"Sid": "DenyQueueActionsOutsideOrg",
"Effect": "Deny",
"Principal": {
"AWS'" A
},
"Action": [
"sqgs:AddPermission",
"sqs:ChangeMessageVisibility",
"sqgs:DeleteQueue",
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"sgs:RemovePermission",
"sqs:SetQueueAttributes"”,
"sqs:ReceiveMessage"
1,
"Resource": "<S@QS queue ARN>",
"Condition": {
"StringNotEquals": {
"aws:PrincipalOrgID": [
"<org-id>"
]
}
}
}

6] F & % F Amazon SQS X R

EREWSRE Amazon SQS AFIHEE. , BREEMEEFEABZRHELENNR. UTRBEAL2EEE
ERNFERERFEARKEB Amazon SQS BAFIEE EFTENR. F1ZiE R MEIEH Amazon SQS
REER |, HSMN <consumer's IAM runtime role ARN> Bt ANERAEEAN IAMEZTHRAR
B9 ARN ; R <SQS queue ARN> E#) A T&FE Amazon SQS BAFIRY IAM B &K ARN.

"Sid": "AllowConsumersToReceiveFromTheQueue",
"Effect": "Allow",
"Principal": {
"AWS": "<consumer's IAM execution role ARN>"
3,
"Action": [
"sqs:ChangeMessageVisibility",
"sqs:DeleteMessage",
"sqgs:GetQueueAttributes",
"sgs:ReceiveMessage"

]I

"Resource": "<S@S queue ARN>"

Epy it SRR B Amazon SQS BASIRIEE. , 154 DenyOtherConsumersFromReceiving
BAAME Amazon SQS BAFIEKEH ., WiIEAXRFEENRELEENEAERER , TATFHA
EAERR , AEMENN S HRRLBTFHIFENR , bRk, BWR[F <SQS queue ARN> F

<consumer’s runtime role ARN> BB EBAZWELR.,
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"Sid": "DenyOtherConsumersFromReceiving",

"Effect": "Deny",

"Principal": {
"AWS": A

1,

"Action": [
"sqgs:ChangeMessageVisibility",
"sqs:DeleteMessage",
"sqs:ReceiveMessage"

1,

"Resource": "<S@S queue ARN>",

"Condition": {
"StringNotLike": {

"aws:PrincipalARN": "<consumer's execution role ARN>"

3K e A% H P hn &

BAR DenyUnsecureTransport RESEQARFIFEAENNEEFEHALLEE (TLS EE ) REME
W3k B Amazon SQS BAFIKIEE . TRFT <SQS queue ARN> By AT EBE Amazon SQS BAFIHY

IAM B8 ARN,

"Sid": "DenyUnsecureTransport",
"Effect": "Deny",
"Principal": {
"AWS™ . MM
I
"Action": [
"sgs:ReceiveMessage",
"sgs:SendMessage"
1,
"Resource": "<S@QS queue ARN>",
"Condition": {
"Bool": {
"aws:SecureTransport": "false"

/A RAE

237



Amazon Simple Queue Service FRARIER

E B MR E RS EMN Amazon SNS £

LA AllowSNSToSendToTheQueue KB A R IFIEER Amazon SNS B[ Amazon SQS BAFI
RIFHEE . WRE <SQS queue ARN> B AT EE Amazon SQS BAFIK IAM A &K ARN ; fF
<SNS topic ARN> Ei#:J} Amazon SNS & ARN,

"Sid": "AllowSNSToSendToTheQueue",
"Effect": "Allow",
"Principal": {

"Service": "sns.amazonaws.com"
.
"Action": "sqgs:SendMessage",
"Resource": "<S@S queue ARN>",
"Condition": {

"ArnLike": {

"aws:SourceArn": "<SNS topic ARN>"

LR DenyAllProducersExceptSNSFromSending JRESEARIEHEMAIZEE LI AEER, F
<SQS queue ARN> ] <SNS topic ARN> Bt HNEZBECWEER.

{
"Sid": "DenyAllProducersExceptSNSFromSending",
"Effect": "Deny",
"Principal": {
TAWS': MM
},
"Action": "sqgs:SendMessage",
"Resource": "<S@S queue ARN>",
"Condition": {
"ArnNotLike": {
"aws:SourceArn": "<SNS topic ARN>"
}
}
}
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( ik ) ROEREWRFINBE VPC IwR

ERHMRE4FER VPC | Jﬁﬁ,\\\ivtl_/ﬁ,m , BT
SEEBKRBEFTEM VPC i

R

P{AN

R, BN LE AR IEEEER FEEURBRASIH

# Amazon SQS BAFIREE PR ML FREGE R, BR
SR ¥ <SQS queue

ARN> &7 Fi T &% Amazon SQS BAFIHY IAM B &H ARN ; ¥ <vpce_id> ¥ VPC k& 1D

"Sid":
"Effect": "Deny",
"Principal": "*",

[
"sgs:ReceiveMessage"

]I

"Resource":

"Action":

"<SQS queue ARN>",
{
"StringNotEquals":
"aws:sourceVpce"
}
}
}

"Condition":
{

: "<vpce id>"

FEERASIEY Amazon SQS KRE&IE Q)

FMUTEREED (BEET ID F71R ) AmE

RestrictAdminQueueActions

DenyQueueActionsOutsideOrg

DenyOtherConsumersFromReceiving

DenyUnsecureTransport

BR TR ERRMEE QA ME DLQ TR KBRS

HHE |, MT AR,

(BN

AN

RIA

2| I_l\

"DenyReceivingIfNotThroughVPCE",

Ry DLQ F R SREg AR

AllowConsumersToReceiveFromTheQueue

BRI —2%1E4A , SABR&IE Amazon SQS RASI1E
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BR#I[E Amazon SQS BA & HiH &

ERFIE — K~ REETH B Amazon SQS BAF |, FE7E DLQ BAFISREE R MLL T
DenyAnyProducersExceptSQS REEIEA, WIBAFRHEABMRFTBENY K BAEEE
EOIZEEFIZHZE DLQ , Ft#E 812 DLQ Bt L A8 Amazon SQS ARN, MIREBEERF
(5] A% BR PR 1 9 X — 4 Amazon SQS BA%I , B FE R 52 A &8 Amazon SQS JRBASIHY ARN &2k
Condition #HY aws:SourceArn,

{
"Sid": "DenyAnyProducersExceptSQS",
"Effect": "Deny",
"Principal": {
TAWS': MM
},
"Action": "sgs:SendMessage",
"Resource": "<SQS DLQ ARN>",
"Condition": {
"ArnNotLike": {
"aws:SourceArn": "arn:aws:sqs:<region>:<account-id>:*"
}
}
}

/A Important

AP E XK Amazon SQS BAFIZKEE TR 2% sqs: PurgeQueue RERHIEEN IAM A6
RZNBE, sqs:PurgeQueue BRIEAFEMBER Amazon SQS BAFIFHFTEHEE, &t
LMERA IR ETSCEERR | MEAEER Amazon SQS A, B NARFER , £ LUSKR
Amazon SQS BAFIAMIBRAT8EERIRAVE R . NN AR , B LUEN Amazon SQS RAF
REREHEE , RAREHRAEFREZaDERSILERTITIR. ZFTAR R IR ER &I E A
Ae , RENEZE Amazon SQS BRI ATRERAEL A G, BFENFUNRFINISEE
TFEOHHRED , TEEFBREAS,

Br3e s R S5 IR B F &

BERERIER-NMREFEE , XRERITRENRNXETRLIEEEENRIKERITZRE, K
THLEXMER , MRENKFHNREHRE=S (HHBKS, ) SEM AWS RS ( FRBERS )
BYTARIANER , M AWS 2RHATRIP GRSV TR, KN FHREE QR B S EERS BENR
BRI,
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— MRS (RS ) BAS —TRS ( FIBNERS)E , e K EBRSEL., TURNMNBARS

DERAENRN S —NEF R ERETRE , SNZBRSFTREHRNR. 7 THBBBIRE , &KX
FENWE TR RAEKEEAMER aws : SourceArn, aws:SourceAccount M aws:PrincipalOrgID
2F IAM &4 LT, X2ERSBENNRREHIE AWS Organizations FHEERE. SEKF

REFEALAL,

# /8 I1AM Access Analyzer & & Bk /= 15 8] f R

BRI LAER AWS IAM Access Analyzer E2E &K Amazon SQS BAFIKEEF AWS KMS Z4ABUR |, 7
£ Amazon SQS BA%IE AWS KMS Z 4R T I B SK k15 RN PRAET 1R EE SR, IAM Access Analyzer #
BRIREEAPN T RMEEEXEZANEELZNKS ., HETXKFTUREEEA IAM Access
Analyzer B#EER AWS Organizations WY AWS ik FE4H LA,

IAM Access Analyzer F A E TiZ BRI HIER DM AWS MEFETHRIVEKR , BESHABEARE

R, N TEENEEXEALZNRRNETNES , Access Analyzer BBIREK —NMAEER. 1
EERBEEXGRNRUARZFENRER FENABEECNER. EUUEFRELER , LWBEZH
FINRERITXNRTFERE , ERITNANFRNBRAFELZLRRE. N TFERAEAFE , FEEZE
Y K& HHITIEE . BX AWS IAM Access Analyzer ZMAIFRIRIT IEHY AWS FRIENFRINE S

BE , FZRALKBEXE,

AX AWS IAM Access Analyzer IEEZ{E 8 , 55 AWS IAM Access Analyzer 344,

Amazon SQS API R [R : BEMRFESE

FiRE HRES MEBEETHME IAM FHNNRERR , AIERATRIENSE, JIRTEESH
Amazon Simple Queue Service ®E, BAIR FERERITRX MIRIEUARE TR FEREN AWS &
o

EXRHN Action ZERBPIEERME | HERMEH Resource ZFRIPIEBERRE, BEiETRIE, BE B
EZ2BIfEA sqs: BIZR ( B0, sqs:CreateQueue ) .

BH , Amazon SQS X IAM FIREN £ BEE T8,

Amazon Simple Queue Service AP| Fig#EFTE /IR

AddPermission

1 . sqs:AddPermission

WK . arn:aws:sqs:region:account_id:queue_name
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ChangeMessageVisibility

1€ . sqs:ChangeMessageVisibility

WIR : arn:aws:sqs:region:account_id:queue_name

ChangeMessageVisibilityBatch

1 . sqs:ChangeMessageVisibilityBatch

DN . . .
R : arn:aws:sqs:region:account_id:queue_name

CreateQueue

#1E . sqs:CreateQueue

®IR . arn:aws:sqs:region:account_id:

DeleteMessage

¥ 1E . sqs:DeleteMessage

®IR - arn:aws:sqs:region:account_id:

DeleteMessageBatch

1€ . sqs:DeleteMessageBatch

®iR - arn:aws:sqs:region:account_id:

DeleteQueue

#1E : sqs:DeleteQueue

WK : arn:aws:sqs:region:account_id:

GetQueueAttributes

#¥1E . sqs:GetQueueAttributes

®IR - arn:aws:sqs:region:account_id:

GetQueueUrl

#B’{E : sqs:GetQueueUrl

®IR - arn:aws:sqs:region:account_id:

queue_name

queue_name

queue_name

queue_name

queue_name

queue_name
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https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_GetQueueUrl.html

Amazon Simple Queue Service

FRARER

ListDeadLetterSourceQueues

#{E : sqs:ListDeadlLetterSourceQueues

®IR - arn:aws:sqs:region:account_id:queue_name

ListQueues

##4E : sqs:ListQueues

iR - arn:aws:sqs:region:account_id:

ListQueueTags

#B1E : sqs:ListQueueTags

WIR : arn:aws:sqs:region:account_id:

PurgeQueue
#1E . sqs:PurgeQueue

®IR - arn:aws:sqs:region:account_id:

ReceiveMessage

#B1E . sqs:ReceiveMessage

®iR - arn:aws:sqs:region:account_id:

RemovePermission

#1E : sqs:RemovePermission

WK : arn:aws:sqs:region:account_id:

SendMessage# SendMessageBatch

1 . sqs:SendMessage

®IR - arn:aws:sqs:region:account_id:

SetQueueAttributes

¥1E . sqs:SetQueueAttributes

iR - arn:aws:sqs:region:account_id:

TagQueue

1€ : sqs:TagQueue

queue_name

queue_name

queue_name

queue_name

queue_name

queue_name

queue_name
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https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_RemovePermission.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_SendMessage.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_SendMessageBatch.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_SetQueueAttributes.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_TagQueue.html
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®IR - arn:aws:sqs:region:account_id:queue_name
UntagQueue
1€ . sqgs:UntagQueue

WK . arn:aws:sqs:region:account_id:queue_name

Amazon SQS 1y BE&E 10 F M s

EB R A XIT Amazon SQS A T AKRIEFZMLEMESR.,

=31
« 5 AWS CloudTrail i3 Amazon SQS API A
- FRA%ET I SQS BA% CloudWatch

£ AWS CloudTrail i23% Amazon SQS API A H

5 Amazon SQS £RKAWS CloudTrail , BFiEZkKBAF. ARSI S SQS HAH, AWS
CloudTrail #3XR 51 5% SQS #R/HEBASIF FIFO BABIMXH APl HAERSH , BFEBEZTI% SQS
BHAERXBHXEURESART D SQS APl UEREAFRN KB E,

I 5% SQS E BT CloudTrail

CloudTrail FES&BIZAWSIK 7 BT ERIALL FFF B IRS. Y H#EFM Amazon SQS EHEFIKER , & FH
SHMAWSHRS CloudTrail B4 —RICRESHHFIERF., BALEE, RN TH AWS K1
BHEH., BXEZELR , 521 (AWS CloudTrail A #E/8E) T/EA CloudTrail EH4 A LI FE
BEEH.

T FABASIEEIEE (20 ) B Amazon SQS APl AddPermission #IAENEBEH |, H
B CloudTrail BRiA&:F & FKIRAS. Amazon SQS API 27 Amazon SQS A% L ITH K ER
£ , SendMessagefflINEIHE N BIESH , FEERFEAFIER TR, CloudTrail

£/ CloudTrail WWEZIMEE , HALLREIME Amazon SQS API 2 HMVIEEER, HREM IP b
W AR IERE B BT A, MREEE CloudTrail BRER , M AT LUF CloudTrailE#iF&£ i E
Amazon S3 Ff&# , 3 T%k$F 451X F) Amazon CloudWatch Logs fIAWSEventBridge, R K&
BRER , M REETE CloudTrail BHENEHFEEEESHNEHAEIERK. BEXEZEER , BE2H

{AWS CloudTrail BF#R) https://docs.aws.amazon.com/awscloudtrail/latest/userguide/= i 6 22
EREREEIAR
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
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PHEEED CloudTrail

Amazon SQS SFLLT APl BEIRFZNBEIBEMS

 AddPermission

e CreateQueue

 CancelMessageMoveTask

* DeleteQueue

* ListMessageMoveTasks

* PurgeQueue

¢ RemovePermission

* SetQueueAttributes

* StartMessageMoveTask

¢ TagQueue
* UntagQueue

A ZFLLT Amazon SQS API #4T CloudTrail BEi2% :

* GetQueueAttributes
* GetQueueUrl

* ListDeadLetterSourceQueues

* ListQueueTags

* ListQueues

R BIEEH CloudTrail

BESHREHEXERFR LIRFRPRTHRRRENEER |, Hl20@ Amazon SQS BAFIKEHME#E
I Amazon SQS JHE ., BIREHRIEBEIAERT CloudTrail FidcFKW AR EED), B AER APl R
SQS BAFIE FABIEEH CloudTrail APl #ERAFIER. BXEZEE , 5H (AWS CloudTrail AF
B PIIEERBES M4

& CloudTrailBh , A AEA S RBHIERIZIRATEICFMICFKHL Amazon SQS API 5E3,
Eig%k Amazon SQS BIEEH , BXNBIERIRFEE AWS: :SQS: :Queue, RETRE , &
ALBSERZICRNEERTESH (HIaEEA eventName TIEEEKRIBER SendMessage =
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https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_AddPermission.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_CreateQueue.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_CancelMessageMoveTask.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_DeleteQueue.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_ListMessageMoveTasks.html
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AdvancedEventSelector,

Amazon SQS #HiIEEH -

* SendMessage

* SendMessageBatch

« ReceiveMessage

* DeleteMessage

 DeleteMessageBatch

 ChangeMessageVisibility

 ChangeMessageVisibilityBatch

ERBBEHTFUEINER, BXEZER , BSHEAWS CloudTrail EH

R~ LD # SQS #Y CloudTrail BIEE4
UTRHIERT XM API B CloudTrail HE%B
AddPermission

LLTRBIERT AddPermission APl @A/ CloudTrail BE% B,

{
"Records": [
{

"eventVersion": "1.06",

"userIdentity": {
"type": "IAMUser",
"principalId": "AKIAI44QHS8DHBEXAMPLE",
"arn": "arn:aws:iam::123456789012:user/Alice",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName": "Alice"

},

"eventTime": "2018-06-28T22:23:467Z",

"eventSource": "sqgs.amazonaws.com'",

"eventName": "AddPermission",

"awsRegion": "us-east-2",
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"sourceIPAddress": "203.0.113.0",

"userAgent": "Mozilla/5.0 (X11; Linux x86_64; r1v:24.0) Gecko/20100101

Firefox/24.0",
"requestParameters": {

"actions": [
"SendMessage"

1,

"AWSAccountIds": [
"123456789012"

1,

"label": "MylLabel",

"queueUrl": "https://sqs.us-east-2.amazon.com/123456789012/MyQueue"

1,

"responseElements": null,

"requestID": "123abcde-f4gh-50ij-klmn-600789012p30",
"eventID": "09879g654-32f1-09e8-d765-c4f3fb210@9fa"

CreateQueue

LUTRBIERT CreateQueue APl @A/ CloudTrail B&% 8,

{
"Records": [
{

"eventVersion": "1.06",

"userIdentity": {
"type": "IAMUser",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:iam::123456789012:user/Alejandro",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName": "Alejandro"

},

"eventTime": "2018-06-28T22:23:46Z",

"eventSource": "sqs.amazonaws.com",

"eventName": "CreateQueue",

"awsRegion": "us-east-2",

"sourceIPAddress": "203.0.113.1",

"userAgent": "Mozilla/5.0 (X11; Linux x86_64; rv:24.0)
Firefox/24.0",

"requestParameters": {

Gecko/20100101
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"queueName": "MyQueue"

.
"responseElements": {
"queueUrl": "https://sqs.us-east-2.amazon.com/123456789012/MyQueue"
},
"requestID": "123abcde-f4gh-50ij-klmn-600789012p30",
"eventID": "09879g654-32f1-09e8-d765-c4f3fb2109fa"

DeleteQueue

LUTRBIERT DeleteQueue APl @AY CloudTrail B&E%E,

{
"Records": [
{

"eventVersion": "1.06",

"userIdentity": {
"type": "IAMUser",
"principalld": "AKIAI44QHS8DHBEXAMPLE",
"arn": "arn:aws:iam::123456789012:user/Carlos",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName": "Carlos"

b

"eventTime": "2018-06-28T22:23:467",

"eventSource": '"sqs.amazonaws.com",

"eventName": "DeleteQueue",

"awsRegion": "us-east-2",

"sourceIPAddress": "203.0.113.2",
"userAgent": "Mozilla/5.0 (X11; Linux x86_64; 1v:24.0) Gecko/20100101
Firefox/24.0",
"requestParameters": {
"queueUrl": "https://sqs.us-east-2.amazon.com/123456789012/MyQueue"
.

"responseElements": null,
"requestID": "123abcde-f4gh-50ij-klmn-600789012p30",
"eventID": "0987g654-32f1-09e8-d765-c4f3fb2109fa"
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RemovePermission

LLTRBIETRT RemovePermission APl AR CloudTrail BE%H.

{
"Records": [
{

"eventVersion": "1.06",

"userIdentity": {
"type": "IAMUser",
"principalId": "AKIAI44QHS8DHBEXAMPLE",
"arn": "arn:aws:iam::123456789012:user/Jane",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName": "Jane"

},

"eventTime": "2018-06-28T22:23:46Z",

"eventSource": "sqs.amazonaws.com'",

"eventName": "RemovePermission",

"awsRegion": "us-east-2",

"sourceIPAddress": "203.0.113.3",
"userAgent": "Mozilla/5.0 (X11; Linux x86_64; rv:24.0) Gecko/20100101
Firefox/24.0",
"requestParameters": {
"label": "label",
"queueUrl": "https://sqs.us-east-2.amazon.com/123456789012/MyQueue"
.
"responseElements": null,
"requestID": "123abcde-f4gh-50ij-klmn-600789012p30",
"eventID": "0987g654-32f1-09e8-d765-c4f3fb2109fa"

SetQueueAttributes

UTREIERT LLTHRZAR CloudTrail BE%BSetQueueAttributes :

"Records": [

{
"eventVersion": "1.06",
"userIdentity": {

12 API @A CloudTrail

249



Amazon Simple Queue Service

FRARER

"type": "IAMUser",

"principalId": "AKIAI44QH8DHBEXAMPLE",

arn": "arn:aws:iam::123456789012:user/Maria",
"accountId": "123456789012",

"accessKeyId": "AKIAIOSFODNN7EXAMPLE",

"userName": "Maria"
},
"eventTime": "2018-06-28T22:23:46Z",
"eventSource": "sqs.amazonaws.com'",
"eventName": "SetQueueAttributes",
"awsRegion": "us-east-2",

"sourceIPAddress": "203.0.113.4",
"userAgent": "Mozilla/5.0 (X11; Linux x86_64; rv:24.0) Gecko/20100101
Firefox/24.0",

"requestParameters": {

"attributes": {

"VisibilityTimeout": "100"
.
"queueUrl": "https://sqs.us-east-2.amazon.com/123456789012/MyQueue"

iy
"responseElements": null,
"requestID": "123abcde-f4gh-50ij-klmn-600789012p30",

"eventID": "09879g654-32f1-09e8-d765-c4f3fb2109fa"

4 W% SQS CloudTrail WEIESH
LT R4S ETF Amazon SQS & CloudTrail B4 APl WEH RG]

SendMessage

LARRBIERT CloudTrail BIEIEEHSendMessage,

{

"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:sts::123456789012:assumed-role/RoleToBeAssumed/SessionName"
"accountId": "123456789012",
"accessKeyId": "ACCESS_KEY_ID",

’
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"sessionContext": {

"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/RoleToBeAssumed",
"accountId": "123456789012",
"userName": "RoleToBeAssumed"

.

"attributes": {
"creationDate": "2023-11-07T22:13:06Z",
"mfaAuthenticated": "false"

}
}
.
"eventTime": "2023-11-07T23:59:117",
"eventSource": "sqs.amazonaws.com",
"eventName": "SendMessage",
"awsRegion": "ap-southeast-4",

"sourceIPAddress": "10.0.118.80",

"userAgent": "aws-cli/1.29.16 md/Botocore#1.31.16 ua/2.0 os/
linux#5.4.250-173.369.amzn2int.x86_64 md/arch#x86_64 lang/python#3.8.17 md/
pyimpl#CPython cfg/retry-mode#legacy botocore/1.31.16",

"requestParameters": {

"queueUrl": "https://sqs.ap-southeast-4.amazonaws.com/123456789012/MyQueue",
"messageBody": "HIDDEN_DUE_TO_SECURITY_REASONS",

"messageDeduplicationId": "MsgDedupIdSdklael958f2-bbe8-4442-83e7-4916e3b035aa",
"messageGroupId": "MsgGroupIdSdkl6"

.

"responseElements": {

"mD50fMessageBody": "9a4e3f7a614d9dd9f8722092dbdal7a2",
"mD50fMessageSystemAttributes": "f88f0587f951b7f5551f18ae699¢c3a9d",
"messageld": "93bb6e2d-1090-416c-81b0-31eblfaa8cd8",
"sequenceNumber": "18881790870905840128"

.

"requestID": "c4584600-fe8a-5aa3-a5ba-1bc42f@55fae",

"eventID": "98c735d8-70e0-4644-9432-b6ced4d791b1",

"readOnly": false,

"resources": [

{
"accountId": "123456789012",
"type'": "AWS::SQS::Queue",
"ARN": "arn:aws:sqs:ap-southeast-4:123456789012:MyQueue"
}
1,
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"eventType": "AwsApiCall",

"managementEvent": false,

"recipientAccountId": "123456789012",

"eventCategory": "Data",

"tlsDetails": {
"tlsVersion": "TLSv1.2",
"cipherSuite": "ECDHE-RSA-AES128-GCM-SHA256",
"clientProvidedHostHeader": '"sqs.ap-southeast-4.amazonaws.com"

SendMessageBatch

R RBIERT CloudTrail BIE#ESESendMessageBatch,

{
"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:sts::123456789012:assumed-role/RoleToBeAssumed/SessionName",
"accountId": "123456789012",
"accessKeyId": "ACCESS_KEY_ID",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/RoleToBeAssumed",
"accountId": "123456789012",
"userName": "RoleToBeAssumed"
.
"attributes": {
"creationDate": "2023-11-07T22:13:06Z",
"mfaAuthenticated": "false"

}
}
.
"eventTime": "2023-11-07T23:59:057",
"eventSource": "sqgs.amazonaws.com",
"eventName": "SendMessageBatch",
"awsRegion": "ap-southeast-4",

"sourceIPAddress": "10.0.118.80",
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"userAgent": "aws-cli/1.29.16 md/Botocore#1.31.16 ua/2.0 os/
linux#5.4.250-173.369.amzn2int.x86_64 md/arch#x86_64 lang/python#3.8.17 md/
pyimpl#CPython cfg/retry-mode#legacy botocore/1.31.16",

"requestParameters": {

"delaySeconds": 0,
"entries": [

{
"id": "@",
"messageBody": "HIDDEN_DUE_TO_SECURITY_REASONS",
"messageAttributes": [
{
"name": "HIDDEN_DUE_TO_SECURITY_REASONS"
}
1,
"messageDeduplicationId": "MsgDedupIdSdk1027092b6-b6f6-41af-a084-e72d572a6d4b",
"messageGroupId": "MsgGroupIdSdki2"
}
1,

"queueUrl": "https://sqs.ap-southeast-4.amazonaws.com/123456789012/MyQueue"
.
"responseElements": {
"successful": [
{
"id": "Q",
"messageld": "9048ab28-e38d-46da-b9fe-f70b3873f888",
"mD50fMessageBody": "@fla575a56eb5cf5072a8dedc585d2dd",
"mD50fMessageAttributes": "6eld6d5d774a05efe9df5eb000639db7",
"sequenceNumber": "18881790869375471872",
"mD50fMessageSystemAttributes": "6f540b6e375dcdalaad2d4aaff28ebf8"

]
.
"requestID": "b5a386a4-2d4a-5de3-9910-db60fcc368ee",
"eventID": "20f5ecbe-2b0b-4d0b-a6f7-365bc94c4cab”,
"readOnly": false,
"resources": [

{
"accountId": "123456789012",
"ARN": "arn:aws:sqs:ap-southeast-4:123456789012:MyQueue",
"type": "AWS::SQS::Queue"
}
1,

"eventType": "AwsApiCall",
"managementEvent": false,
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"recipientAccountId": "123456789012",

"eventCategory": "Data",

"tlsDetails": {
"tlsVersion": "TLSv1.2",
"cipherSuite": "ECDHE-RSA-AES128-GCM-SHA256",
"clientProvidedHostHeader": '"sqs.ap-southeast-4.amazonaws.com"

ReceiveMessage

LTRRBIERT CloudTrail WEIESEHReceiveMessage,

{
"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:sts::123456789012:assumed-role/RoleToBeAssumed/SessionName",
"accountId": "123456789012",
"accessKeyId": "ACCESS_KEY_ID",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/RoleToBeAssumed",
"accountId": "123456789012",
"userName": "RoleToBeAssumed"
},
"attributes": {
"creationDate": "2023-11-07T22:13:06Z2",
"mfaAuthenticated": "false"

}
}
},
"eventTime": "2023-11-07T23:59:24Z",
"eventSource": '"sqs.amazonaws.com",
"eventName": "ReceiveMessage",
"awsRegion": "ap-southeast-4",

"sourceIPAddress": "10.0.118.80",
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"userAgent": "aws-cli/1.29.16 md/Botocore#1.31.16 ua/2.0 os/
linux#5.4.250-173.369.amzn2int.x86_64 md/arch#x86_64 lang/python#3.8.17 md/
pyimpl#CPython cfg/retry-mode#legacy botocore/1.31.16",

"requestParameters": {

"queueUrl": "https://sqs.ap-southeast-4.amazonaws.com/123456789012/MyQueue",
"maxNumberOfMessages": 10

},

"responseElements": null,

"requestID": "8b4d4643-8f49-52cd-a6e8-1b875ed54b99",

"eventID": "f3f23ab7-b0as4-4b71-afc0-141209c49206",

"readOnly": true,

"resources": [

{

"accountId": "123456789012",

"type'": "AWS::SQS::Queue",

"ARN": "arn:aws:sqs:ap-southeast-4:123456789012:MyQueue"
}

1,

"eventType": "AwsApiCall",

"managementEvent": false,

"recipientAccountId": "123456789012",

"eventCategory": "Data",

"tlsDetails": {
"tlsVersion": "TLSv1.2",
"cipherSuite": "ECDHE-RSA-AES128-GCM-SHA256",
"clientProvidedHostHeader": '"sqs.ap-southeast-4.amazonaws.com"

DeleteMessage

LRRBIERT CloudTrail BIE#ESE4DeleteMessage,

{
"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:sts::123456789012:assumed-role/RoleToBeAssumed/SessionName",
"accountId": "123456789012",
"accessKeyId": "ACCESS_KEY_ID",
"sessionContext": {
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"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/RoleToBeAssumed",
"accountId": "123456789012",
"userName": "RoleToBeAssumed"
},
"attributes": {
"creationDate": "2023-11-07T22:13:06Z",
"mfaAuthenticated": "false"

}
}
},
"eventTime": "2023-11-07T23:58:427",
"eventSource": "sqs.amazonaws.com'",
"eventName": "DeleteMessage",
"awsRegion": "ap-southeast-4",

"sourceIPAddress": "10.0.118.80",

"userAgent": "aws-cli/1.29.16 md/Botocore#1.31.16 ua/2.0 os/
linux#5.4.250-173.369.amzn2int.x86_64 md/arch#x86_64 lang/python#3.8.17 md/
pyimpl#CPython cfg/retry-mode#legacy botocore/1.31.16",

"requestParameters": {

"receiptHandle": "AQEBfgYUKTy3dyOAewC4wI31QZEB30UDuv8M8FWhObnr31qRsFBiZ57mmx01/
dWfdlvGgDW7sRSry6HHXxWrNfHItQMUHtWX3a/vEjJ6sWC/5Mf361/B2HBLCT2zG0/
IZTywxFmUT4HUudWKcGpuZb/Kcl3Fom6hYU8PxxzPxLOKPtFwrVU+G2Spvf/
Tbuyj27h5+AkNxfaAhu/dnvXnAJcDJErGsITjSS1i6iRzFq+jg6K5Fw6T578QIZcx/
ZLaCyohmj2Ha00ktwhbqQc4j+2gKSTfxrACgXCubDe5bCtwgtGdhMEh4DtVIQh88qGUCaofQ3t/
eRBIVIFJIIa61JCVNWSBqOtELEIfxaHpSvo@clIEecKDt1IJ08Cij3eulLFMIzmUot24IViZt8ntKVAZ6KBL1LedrV1Xx0OhNVc
WGQjfbqz3iBS1T1AD1zIKT7ICIA+edgaYIp0Zwa="",

"queueUrl": "https://sqs.ap-southeast-4.amazonaws.com/123456789012/MyQueue"

},

"responseElements": null,

"requestID": "fbd23ff4-al07-536d-8fcb-623070754bc0",

"eventID": "9951fed7-365f-4046-bc71-e5bf@65a9b47",

"readOnly": false,

"resources": [

{
"accountId": "123456789012",
"type'": "AWS::SQS::Queue",
"ARN": "arn:aws:sqs:ap-southeast-4:123456789012:MyQueue"
}
1,

"eventType": "AwsApiCall",
"managementEvent": false,
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"recipientAccountId": "123456789012",

"eventCategory": "Data",

"tlsDetails": {
"tlsVersion": "TLSv1.2",
"cipherSuite": "ECDHE-RSA-AES128-GCM-SHA256",
"clientProvidedHostHeader": '"sqs.ap-southeast-4.amazonaws.com"

DeleteMessageBatch

AT RBIERT CloudTrail E#ESE#DeleteMessageBatch,

{
"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:sts::123456789012:assumed-role/RoleToBeAssumed/SessionName",
"accountId": "123456789012",
"accessKeyId": "ACCESS_KEY_ID",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/RoleToBeAssumed",
"accountId": "123456789012",
"userName": "RoleToBeAssumed"
},
"attributes": {
"creationDate": "2023-11-07T22:13:06Z2",
"mfaAuthenticated": "false"

}
}
},
"eventTime": "2023-11-07T23:59:24Z",
"eventSource": '"sqs.amazonaws.com",
"eventName": "DeleteMessageBatch",
"awsRegion": "ap-southeast-4",

"sourceIPAddress": "10.0.118.80",
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"userAgent": "aws-cli/1.29.16 md/Botocore#1.31.16 ua/2.0 os/
linux#5.4.250-173.369.amzn2int.x86_64 md/arch#x86_64 lang/python#3.8.17 md/
pyimpl#CPython cfg/retry-mode#legacy botocore/1.31.16",

"requestParameters": {

"queueUrl": "https://sqs.ap-southeast-4.amazonaws.com/123456789012/MyQueue",
"entries": [
{

"id": "Q",

"receiptHandle": "AQEBefxM104zyZGF87DehbRbmri91lw2W7mMdDOGrBjQa8e/
hpb4RbXHPZ9tLBV1eECbChQIE5NtaDuoZhZPOkTy@eN46EYRR4JXDZE3ALKkbPIXImASF2fUuTrXx8aeCoCA3I3woNg3fXXA
h1LS94tjAZqV2krc4BaC2pYgjyHWcWO19HWIVET/bjNMIeZoQwOM5Y
+09vHPfewz5QGr5SKpDo7uE7Umyk5n5CIZvenlefp/
mrwtaCIb9M7cCQUYcZm2ZmZDnI09XpGTAi3m2dQ@OM83pnNh@nvDfpkHpoa+hX1TrUmxCupCWHIwWASHF]110/
CCJsodMNFthLBA9S57dkBZCsw41G8jAmgQOMkvZOUL5mg@0FQQd1lYrw@zvthjCgiwdzn@yXoMzxIZMBxkY14E4nVVZ7N5XE
h80Rk2C7gByzg2kYJQOLNUVLIFT8DQE28IZppEC9k1lvrdR/BWiPT7asc="

}
]
.
"responseElements": {
"successful": [

{
"id": "@"
}
1,
"failed": []
.

"requestID": "fe423091-5642-5ba5-9256-6d5587de52f1",
"eventID": "88c8020d-d769-4985-8ecb-ee®b59acc418",
"readOnly": false,

"resources": [

{
"accountId": "123456789012",
"type'": "AWS::SQS::Queue",
"ARN": "arn:aws:sqs:ap-southeast-4:123456789012:MyQueue"
}
1,

"eventType": "AwsApiCall",

"managementEvent": false,

"recipientAccountId": "123456789012",

"eventCategory": "Data",

"tlsDetails": {
"tlsVersion": "TLSv1l.2",
"cipherSuite": "ECDHE-RSA-AES128-GCM-SHA256",
"clientProvidedHostHeader": '"sqs.ap-southeast-4.amazonaws.com"
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}

ChangeMessageVisibility

R RBIERT CloudTrail BIE#ESEFChangeMessageVisibility,

{
"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:sts::123456789012:assumed-role/RoleToBeAssumed/SessionName",
"accountId": "123456789012",
"accessKeyId": "ACCESS_KEY_ID",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/RoleToBeAssumed",
"accountId": "123456789012",
"userName": "RoleToBeAssumed"
I
"attributes": {
"creationDate": "2023-11-07T22:13:06Z",
"mfaAuthenticated": "false"

}
}
I
"eventTime": "2023-11-07T23:59:247",
"eventSource": "sqs.amazonaws.com",
"eventName": "ChangeMessageVisibility",

"awsRegion": "ap-southeast-4",

"sourceIPAddress": "10.0.118.80",

"userAgent": "aws-cli/1.29.16 md/Botocore#1.31.16 ua/2.0 os/
linux#5.4.250-173.369.amzn2int.x86_64 md/arch#x86_64 lang/python#3.8.17 md/
pyimpl#CPython cfg/retry-mode#legacy botocore/1.31.16",

"requestParameters": {

"queueUrl": "https://sqs.ap-southeast-4.amazonaws.com/123456789012/MyQueue",

"receiptHandle": "AQEBy+2qnmQQVxcXrEwN7t6dXkjGAllr5DuSpGlvHx9s/vwbwp+RIr3dD6VRv1sU/
1teIulKHBs6DEIR7KL+JI3mACTB+RRpR1IWP1guiCdLKNKSVpdhkSBDDVvkRHfycTHjuszGIebGdl+tYYjPrlz
+DSePmpty@EdhqtorWlxAcOXf@GZbt@FtkbRFK3ql51ETIHgthBCABoxuOCNVMEL1Zz91rYQOm50Y30Z5Y0ZvQ/
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coPHY1+9HhNV/A6Fs+/d6mVx9v6TomTh5L03wXqt jABbOgkGftclQh/tIBAxqY/S8YGI0KtY4NDPOSQBtYF/
vCCsCq9+5fiUfiYyvtdHS1wP9AyRotenCGrUKaRFiRhxDm1D6up@UaBs2d8wgHdKFf/5mENTdeqrXQdZfwkFazW1a8ifwIn
+HzhfA9EJcdgWSS72WCMaerydsCxaX+E@8B2ubL60iafMYW4gKOGIRXYZ0+eeXKWy4TxkReW3j7k=",
"visibilityTimeout": 1272

},

"responseElements": null,

"requestID": "6fbefbde-55d9-5640-98d1-a61a84457f14",

"eventID": "72275c61-bfc0-4606-934b-a6b7397aef20",

"readOnly": false,

"resources": [

{

"accountId": "123456789012",

"type'": "AWS::SQS::Queue",

"ARN": "arn:aws:sqs:ap-southeast-4:123456789012:MyQueue"
}

1,

"eventType": "AwsApiCall",

"managementEvent": false,

"recipientAccountId": "123456789012",

"eventCategory": "Data",

"tlsDetails": {
"tlsVersion": "TLSv1.2",
"cipherSuite": "ECDHE-RSA-AES128-GCM-SHA256",
"clientProvidedHostHeader": '"sqs.ap-southeast-4.amazonaws.com"

ChangeMessageVisibilityBatch

R RBIERT CloudTrail BIE#EE#HChangeMessageVisibilityBatch,

{
"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:sts::123456789012:assumed-role/RoleToBeAssumed/SessionName"
"accountId": "123456789012",
"accessKeyId": "ACCESS_KEY_ID",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
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"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/RoleToBeAssumed",
"accountId": "123456789012",
"userName": "RoleToBeAssumed"
},
"attributes": {
"creationDate": "2023-11-07T22:13:06Z",
"mfaAuthenticated": "false"

}
}
},
"eventTime": "2023-11-07T723:59:017",
"eventSource": "sqs.amazonaws.com'",
"eventName": "ChangeMessageVisibilityBatch",
"awsRegion": "ap-southeast-4",

"sourceIPAddress": "10.0.118.80",

"userAgent": "aws-cli/1.29.16 md/Botocore#1.31.16 ua/2.0 os/
linux#5.4.250-173.369.amzn2int.x86_64 md/arch#x86_64 lang/python#3.8.17 md/
pyimpl#CPython cfg/retry-mode#legacy botocore/1.31.16",

"requestParameters": {

"visibilityTimeout": 0,
"entries": [
{
"id": "@",
"receiptHandle":
"AQEB2M5cVYg5gs1hWME6537hdjcaPnOYPASMOW460TTbODzPle631yPWm8qxd401hDj/
B4ntTMnsgBTa95t14tNx7Vn96jKI5rIoZ7iI8 TRmkT1caKodKIPs8wOyndZq50c2FPQxtyH+2L3UHf/
abV3szqVWXOLZR4PwX8zZkWVQGNCNNY2q21GCG586F8QwvrOFYoXNwB8ymd1lt77el1PDPknqlIlo3JFuzkEsndkkETy4fV1Qc
15PHX17nXxaC+DURV1IMPXOuSFACGmWgAoyk50HKwGOjLQgpySL/
TcnQXClvFgq8kNXGwyVzJIsbwHpOHxI70ce69vaD6DaWFP75d3hx+PJeG9pauQCKzVP3skt3Hw/
zDC7YfKcALD3aCwMmeNDwT3w@BUG6XZdG51YhtFtTQYV7YuS3i/
Jh3HShGbtm@7IKOEFiPkxv2+XNaAX3gFEpbng6zamTanfyMXCIIiglAEqiyWHQ="",
"visibilityTimeout": 2271
}
1,
"queueUrl": "https://sqs.ap-southeast-4.amazonaws.com/123456789012/MyQueue"

1,

"responseElements": {

"successful": [
{
"id": "@"

]
iy
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"requestID": "d49ab65f-9dc7-54b8-875c-eb9b4c42988b",
"eventID": "calbc8c2-c4ba-4eb5-a54c-e650a10266d4",
"readOnly": false,
"resources": [
{
"accountId": "123456789012",
"type'": "AWS::SQS::Queue",
"ARN": "arn:aws:sqs:ap-southeast-4:123456789012:MyQueue"
}
1,
"eventType": "AwsApiCall",
"managementEvent": false,
"recipientAccountId": "123456789012",
"eventCategory": "Data",
"tlsDetails": {
"tlsVersion": "TLSv1.2",
"cipherSuite": "ECDHE-RSA-AES128-GCM-SHA256",
"clientProvidedHostHeader": '"sqs.ap-southeast-4.amazonaws.com"
}
}
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RENEASRERERTEANEARAMEE. BINBWEEREERRG, REMRHD
BENETXHEEXEHESXER,

Fps & E R

LA 24X Amazon SQS MIFiPh L2 & &IESRE,

T

» BRBASIT AT LN FF i E]

« e s IKBR 1]

- NFEE Amazon SQS H R R ARFHN AWS BRSEA IAM B€
« SEHEARSS 2R i H0 2

- EhetE P HIEMNE

- ZRM&EHA VPC i K XKi5E Amazon SQS

HEREA SIS AT L2 FF 13 7]

BRIEMBATER Internet LEVEM A BT LUEEERE A Amazon SQS BA% |, &N S HERBAFIF ol 0 FF
WiE (TR ENEMAREALRE S GRIERN AWS BFER ) .

« BEBIE Principal IREH "" WK,
- BAREEABES (*). HR , N—1MNEEAFPSZ M AFRTE

K ER KA R 77 )

BFNRE , BAUREXERROENE. NERATE BB SR F R VX LA 5 6 A V45 TE AP
B, IERENRYTREZEARABIERIEEZRNENEREE,

BERTRENROMELZSEN, tHRER  RRTHITBEESAZINNR, EAIUERAREXKE
REERKRIX — Ko

Amazon SQS ERGIZE-EAEEE K AEFEUTZRALK/ BRI :
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- BER - ATOE. SRAMBERBASIAY S RINR, & R &GRSR,

- BIRE - BT ROHEERIERIBASIRY 15 R A PR

« ERE - AT EAM BRR B RA 5189 E BB U5 R R

BXEMER , REEAUTET :

« Amazon SQS H I 55 R EE
« Amazon SQS API (IR : EMBIRSE
. TMHEMNEKES Amazon SQS HRIFEKESHAEA

NEE Amazon SQS HRINBERHV R ARESFM AWS REEH IAM &6

¥ FiAE Amazon SQS SR ATEF S AWS BRSS ( Al Amazon EC2 ) , B I4MEH AWS
APl ERPEAER AWS Fif. ATFXEFUMTLBHRGR , RULETRF AWS FilEEFHEN
R F EC2 £4i4,

BRZEA IAM BEXREEFER Amazon SQS WNARFHRSH IR EIE, ZEASE
i, BFFEFKBEILE (NAFER, ZEBMNBEER ) 2ELL EC2 KB AWS RS ( Bl AWS
Lambda ) . R , AETRHAIGHNERHEAZFERAEM AWS FREEA,

BXEZEERE , 72 IAM AFEEHN IAM SeNgeNElgs - A7, NABFMERS.

3K e Bl 55 8% Ui D0 22

ERLEEREE  TUERHSNE  FRAFHESHEERUETRANLENZRARI EEHRTT
N, RSSEZIHINE (SSE) RMHEBAHIEME, Amazon SQS £ 176 H B E B R BIX BE#H 1T
=, AEZHEEER NEBEEEE . SSE FH AWS Key Management Service FIEEN . R
BN ERBFTHARIEHAEFHRENR |, 778505 BA SR N2 S Z B #5&E X5,

BREZER , BSH #5NE N ZHEE

3K e 4% fa P B dE N &

MREE HTTPS (TLS) , ETREMN KL EFrEEAPRAZEN K ERGTRIRARNERE, X
AREFEABAYIRBEFH aws :SecureTransport $M4&T HTTPS (TLS) MN&FE LA HI1E R
SSL,
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ZRMEA VPC tm K XiFE Amazon SQS

MRIBHBATI M MAEB SR E , BERENTREREE Internet £, M AJFEA VPC s AR AXT4EE
VPC Y EN A IG R B ITHER . 20T LAE FA RA 51 SR BE 2 H M 4FE Amazon VPC i SUE4FE VPC XBA
B AR,

Amazon SQS VPC i [R5 X KB HIXEEMN TR -
o RATLRSIAFBNESE VPC HABENER., BRARE,
o IRATLAE ARSI BRI SR VPC = VPC i =B 5 RIEBIRA B,

EXEZEER , iH5S® Amazon SQS B Amazon Virtual Private Cloud # 5 # 5 Amazon SQS 6]z
Amazon VPC i S 58 :
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{5 Amazon SQS API

ATTRMEXEE Amazon SQS R, B GET # POST &4 HE Il AP B RUAR A #t4b 2
APl #EN{ER. BX Amazon SQS ##1F ( @FESH. BHix. ROIMBUERE ) WFEHER , B
Amazon Simple Queue Service APl &%,

EHEARMRIZIES 5 Amazon SQS , BEATUEAEZE LT B3I WEER AWS SDK :
« XIRSFERETNEZER

- ERiER

o Qb FBERIE R

BEXMTITIEEER | E5H AWS CLI i S ZMAWS Tools for PowerShell Cmdlet & R
Amazon SQS 4.

XA AWS JSON i Ay Amazon SQS API

Amazon SQS f#£H AWS JSON MU ERIEE AWS SDK hxZs LT Amazon SQS API #94& 54l

#l. AWSJSON MR TESHEHE, FEMNERFMERE application-to-application &S,
AWSE AWS BB , JSSON MU EE RN FItERFIL S EREES. MRED
ARPET1E SQS APl H{ERA AWS &P , iS5 Amazon SQS APl F{EHAE AWS JSON iz
LIRS ? T X Amazon SQS AWS E i AY AWS SDK A,

I 5 SQS #H AWS JSON thHi#E S AWS DK & ( i Java, Python, Golang &
JavaScript ) #IL B# SQS ARG 2 BH1TEE. Amazon SQS API ##/EM HTTP #ER1ZES JSON 1%
XA, 1T Amazon SQS B , HFITERLL JSON #&X KX E SDK B k. 5 AWS &
WHLL , AWS JSON EE MRS EZEEHBEFARRES.

« AWS JSON tHhi %2 Amazon SQS B MRS B8 Z B BT,
« RFEB[BTAEMREIZE Amazon SQS BRIEFMTAMNREIES |, (B THEER AWS JSON tHil,.

« AWS JSON 1% Amazon SQS % Fin MRS 87 Z [BIE A FFHIME (XS RFE#H]H JSON 18X ) M
RFBIME (7 JSON BRERANR ) .

B x Amazon SQS FifEH AWS JSON PN EZEER |, i5ZE Amazon SQS AWS JSON 1 E L
&) &,
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https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_Operations.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_Types.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/
https://aws.amazon.com/tools/#sdk
https://docs.aws.amazon.com/cli/latest/reference/sqs/index.html
https://docs.aws.amazon.com/powershell/latest/reference/
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AWS JSON HiGEA FEEM AWS SDK i, BEEFTRRESEMHM SDK RAMEAR B | 55
¥ (AWS SDK 1T ES£E$E/m) T AWS SDK M T ERAZEFIIR,

£

« £/ AWS JSON ik HE i APl iFK
- £/ AWS R HER AP IER

o XNERETHHEUE

« Amazon SQS #tahE#EE

£/ AWS JSON MUK H&Eif) API #ER

AT, £ 7 #EA{AH93E Amazon SQS iw R , K POST &R UK R IE R,

(® Note

REBIEBESEEEZIF AWS JSON i, BXRZXFESEHFNTRIIK , §5HAmazon
SQS API R £ K AWS JSON MY ZHWLES 2.

FH

- WERS

« B POST iEK

. &% Amazon SQS JSON API M i

« Amazon SQS AWS JSON 1Y & I (8] &

AR =)
AT EH Amazon SQS BA% , EATME—NKR. BX Amazon SQS IwmRNEER |, H5H

Amazon Web Services —fi§& & E@L/{—FAE :

< KRR
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https://docs.aws.amazon.com/sdkref/latest/guide/version-support-matrix.html
https://docs.aws.amazon.com/general/latest/gr/rande.html#sqs_region
https://docs.aws.amazon.com/general/latest/gr/sqs-service
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1 Amazon SQS iwRERIMI K, Hl , MREFANE R MyQueue BIBAG] , He—/NBA

.LlJ.l-H-ﬁ

FIEFLIET S sqs.us-east-2.amazonaws.com , B — M BASIEBLIEHFET S sqs.eu-

west-2.amazonaws.com , NXFHNRAFIFA2HEEXZEAEHIE,

AR 2 —/ME H 6B 5 E R In QB R B

POST / HTTP/1.1

Host: sqgs.us-west-2.amazonaws.com
X-Amz-Target: AmazonSQS.CreateQueue
X-Amz-Date: <Date>

Content-Type: application/x-amz-json-1.0
Authorization: <AuthParams>
Content-Length: <PayloadSizeBytes>
Connection: Keep-Alive

{

"QueueName" : "MyQueue",
"Attributes": {
"VisibilityTimeout": "40@"

1,
"'tagS": {
"QueueType": "Production"
}
Note

BABI B #HMBAS] URL X KNE,

AUTHPARAMS NERIEURT APl B RMNEE, BXEZEEL

—RSEZHWELE AWS APl E3R,

IEH POST &R

Amazon SQS POST i&RE HTTP B RHEXHUREW KX K EERNSE,

H2 ¥ Amazon Web Services

AT 2Y X-Amz-Target &N AmazonSQS. <operationName> Y HTTP #r3k LA ¥F Content-
Type ®REF application/x-amz-json-1.0 8 HTTP #r3k#9 R4,

POST / HTTP/1.1
Host: sqgs.<region>.<domain>

R POST B3R
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https://docs.aws.amazon.com/general/latest/gr/signing_aws_api_requests.html
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X-Amz-Target: AmazonSQS.SendMessage
X-Amz-Date: <Date>

Content-Type: application/x-amz-json-1.0
Authorization: <AuthParams>
Content-Length: <PayloadSizeBytes>
Connection: Keep-Alive

{
"QueueUrl": "https://sqs.<region>.<domain>/<awsAccountId>/<queueName>/",
"MessageBody": "This is a test message",

Ltk HTTP POST ¥ R H 2 &K% E] Amazon SQS BAl,

® Note

HTTP #53k X-Amz-Target #l Content-Type 3RS EL,
RI|EE IR HTTP BRAS , 889 HTTP F iR AIBER @ HTTP B RFME LA .

f#¥& Amazon SQS JSON API a5

I RIREERET , Amazon SQS £IREZEERERN JSON BELEW, EXEZEL , BSH
Amazon Simple Queue Service APl & H &R /EM Amazon SQS AWS JSON i & I [7 &8,

FI;
« FINEY JSON M R4+
« JSON 451 Mm B 45

FXZh Y JSON I R 45

WMRFERRI , MEMBTERN x-amzn-RequestId , EFEEE RN EAME —FREF (UUID) UK
HAaupi ey a2k, Bl , LA CreateQueue WWRIAE Queuelrl FE , FE X I ESFTIZERAS
# URL,

HTTP/1.1 200 OK

x-amzn-RequestId: <requestId>
Content-Length: <PayloadSizeBytes>

Date: <Date>

Content-Type: application/x-amz-json-1.0

A% Amazon SQS JSON API g 5z 281


https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/
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{

"QueueUrl":"https://sqs.us-east-1.amazonaws.com/111122223333/MyQueue"
}

JSON 4BiR N B 45+
MBFREWK , M Amazon SQS IHREIE MR |, 23E HTTP Rk E o

£ HTTP #53kH , x-amzn-RequestId @&1E KM UUID, x-amzn-query-error @8ME&EER :
HIRRE  URBREVUEEERERERFEAESIR,

FERRIEXH , " type" RAEMEBRIFAEES , Message UAEMNERIBABIRE R

LATF 2 JSON #& =AY 48R WE R R

HTTP/1.1 400 Bad Request

x-amzn-RequestId: 66916324-67ca-54bb-a410-3f567a7a0571
Xx-amzn-query-error: AWS.SimpleQueueService.NonExistentQueue;Sender
Content-Length: <PayloadSizeBytes>

Date: <Date>

Content-Type: application/x-amz-json-1.0

{

_ _type": "com.amazonaws.sqs#QueueDoesNotExist",
"message": "The specified queue does not exist."

Amazon SQS AWS JSON i & I 7] &1
B X7 Amazon SQS FfEA AWS JSON XY E W (7] &,
42 AWS JSON i , E5IM BB Amazon SQS API FRMW /B [ATRE ?

JSON RERMREZE#TEENR NEANEZINEESRE2—, L5# SQS #A JSON X
W1 S AWS DK ZF i ( fl#n Java, Python, Golang & JavaScript ) #iIE &% SQS ARS8 2 (8
#ITHEfE. Amazon SQS API B4ER HTTP #3R#% JSON XXM A . RELMIT Amazon SQS
B, REEHITHERLL JSON WER I REZ4 SDK B K. 5 AWS EifffELt , JSSON £%
FPinMRSSE BN BEAE I EREES,

« Amazon SQS AWS JSON X7 2 Amazon SQS FFim MRS Z BRI F T,
o REBBTFEMBEIE Amazon SQS BRIEFTANRIEIES |, (BT EEERE AWS JSON tHi,

][]
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Amazon Simple Queue Service FRARIER

+ Amazon SQS AWS JSON M FE Amazon SQS EFinMRKZEF 2 B R FHE ( FHREBR R
JSON #%x ) MR F5L ( £ JSON BXER AR )

t{AFF & ERAER T Amazon SQS B AWS JSON iy ?

B ERAKEFMRARN AWS SDK , BUMEE IR #14£1% Amazon SQS JHR , B FHERY AWS SDK A4 Z|
BERASEMEEMRAE. EFHTH SDK B K , TSR TRINER"—H,

LT E2EHT Amazon SQS API 89 AWS JSON X ZiES TR SDK iRA5 &K :

BS SDK & FPin 17 i & FRERY SDK &/ imhk  18F
Zx

C++ aws/ aws-sdk-cpp 1.11.98 ERATF C++ B AWS
SDK

Golang 1.x aws/ aws-sdk-go v1.47.7 ERAT Go B AWS FF
XIAS

Golang 2.x aws/ 2 aws-sdk-go-v v1.28.0 ERAT Go V2 By AWS
SDK

Java 1.x aws/ aws-sdk-java 1.12.585 EA T Java BY AWS
ARIRG

Java 2.x aws/ 2 aws-sdk-java-v = 2.21.19 EA T Java BY AWS
ARIES

JavaScript v2.x aws/ aws-sdk-js v2.1492.0 JavaScript on AWS

JavaScript v3.x aws/ 3 aws-sdk-js-v v3.447.0 JavaScript on AWS

NET aws/ aws-sdk-net 3.7.681.0 FEHAT NET 5 AWS
SDK
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https://github.com/aws/aws-sdk-cpp
https://github.com/aws/aws-sdk-cpp/releases/tag/1.11.198
https://aws.amazon.com/sdk-for-cpp/
https://aws.amazon.com/sdk-for-cpp/
https://github.com/aws/aws-sdk-go
https://github.com/aws/aws-sdk-go/releases/tag/v1.47.7
https://aws.amazon.com/sdk-for-go/
https://aws.amazon.com/sdk-for-go/
https://github.com/aws/aws-sdk-go-v2
https://github.com/aws/aws-sdk-go-v2/blob/release-2023-11-09/service/sqs/CHANGELOG.md#v1270-2023-11-09
https://aws.github.io/aws-sdk-go-v2/docs/
https://aws.github.io/aws-sdk-go-v2/docs/
https://github.com/aws/aws-sdk-java
https://github.com/aws/aws-sdk-java/releases/tag/1.12.585
https://aws.amazon.com/sdk-for-java/
https://aws.amazon.com/sdk-for-java/
https://github.com/aws/aws-sdk-java-v2
https://github.com/aws/aws-sdk-java-v2/releases/tag/2.21.19
https://aws.amazon.com/sdk-for-java/
https://aws.amazon.com/sdk-for-java/
https://github.com/aws/aws-sdk-js
https://github.com/aws/aws-sdk-java-v2/releases/tag/2.1492.0
https://aws.amazon.com/developer/language/javascript/
https://github.com/aws/aws-sdk-js-v3
https://github.com/aws/aws-sdk-js-v3/releases/tag/v3.447.0
https://aws.amazon.com/developer/language/javascript/
https://github.com/aws/aws-sdk-net
https://github.com/aws/aws-sdk-net/releases/tag/3.7.681.0
https://aws.amazon.com/sdk-for-net/
https://aws.amazon.com/sdk-for-net/
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ES SDK & Fim 7 i# B FRERY SDK B imhk  18F
ZiS
PHP aws/ aws-sdk-php 3.285.2 ERT PHP 89 AWS
SDK
Python-boto3 boto/boto3 1.28.82 BT Python B
AWS SDK (Boto3)
Python-botocore boto/botocore 1.31.82 & AT Python #9
AWS SDK (Boto3)
awscli AWS CLI 1.29.82 AWS S S1TRE
Ruby aws/ aws-sdk-ruby 1.67.0 EA T Ruby B9 AWS

SDK

NEK Amazon SQS TEME/F A JSON AT AXKE ?

WMREEH AWS SDK WEEN KRB ENLEFimM AWS SDK WAESREEKET AWS £if)
(tBmEETF XML ) BRI Amazon SQS #1TRXE , N A AEE AWS JSON MU FTHRE., MMRIEZ
EMEE |, H5 AWS Support Bx R,

MRKRELFEAKHM AWS SDK |, BRI FTIRMBERT RS XHEF JSON , ZELT ?

FBATF SDK IRAE RN HRIFTARAZ BN RA, BXESER , FERANIFBERAERT
Amazon SQS #J AWS JSON i ? » AT EAEA T Amazon SQS ¥ AWS JSON i ? #5l
H# AWS SDK kR A<7£ Amazon SQS APl £ JSON BEMN. WRERF AWS SDK B H 5Eal
MRAs , WK Amazon SQS API [RER AWS &Eifl,

Amazon SQS API F{EHK AWS JSON MY 5 HRLEES 2

Amazon SQS X #F AWS SDK 7 \ﬁ—IFFJ (GA) PR B 1E .=.E42Ii Bal, BT X Kotlin, Rust 3
Swifte ZFMTHEMBES TS , FSRATE AWS EHITHWENTIE,
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https://github.com/aws/aws-sdk-php
https://github.com/aws/aws-sdk-php/releases/tag/3.285.2
https://aws.amazon.com/sdk-for-php/
https://aws.amazon.com/sdk-for-php/
https://github.com/boto/boto3
https://github.com/boto/boto3/releases/tag/1.28.82
https://aws.amazon.com/sdk-for-python/
https://aws.amazon.com/sdk-for-python/
https://github.com/boto/botocore/
https://github.com/boto/botocore/releases/tag/1.31.82
https://aws.amazon.com/sdk-for-python/
https://aws.amazon.com/sdk-for-python/
https://github.com/aws/aws-cli
https://github.com/aws/aws-cli/releases/tag/1.29.82
https://aws.amazon.com/cli/
https://github.com/aws/aws-sdk-ruby
https://rubygems.org/gems/aws-sdk-sqs/versions/1.67.0
https://aws.amazon.com/sdk-for-ruby/
https://aws.amazon.com/sdk-for-ruby/
https://aws.amazon.com/developer/tools/
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Amazon SQS API F{E K AWS JSON il Sz 15 HRLE X 45 2

Amazon SQS & Amazon SQS HIFFE AWS X157 # AWS JSON tHi,

MRHEKFIEER AWS SDK i , £ Amazon SQS &M AWS JSON et , A
DARR 1S MR EE REIR ol 2

5 AWS i LHELE , AWS JSON MU EERMNWMENFILERFIMLFEARERES. BRIEX 5
KB &2 A MAWSHEEN R | SEATF Amazon SQS B JSON X AT ¥ end-to-end SE B AL FRHEIR &
P%3K 23% , HBAONEARFEFK CPUNINEFERE,

AWS BRI SBEFAE ?

RIS A% TIE AWS BRI, REF AWS SDK iRANE B B i FF 148 A & A F Amazon
SQS # AWS JSON 1% ? F 5l H B R A 2 AR S BT ARAS |, S8 AT AKEEfE A AWS BT

EWE AT LK EIB < AWS JSON MM EZER ?

A LATE Smithy 3XAEHY AWS JSON 1.0 thiIL AR EIB X JSON MU EZELR . BXEM AWS
JSON 19 Amazon SQS APl ERWEZE L. |, 55 R EH AWS JSON il & HE1f API &R,

£/ AWS ERHILK HEIF APl EF3K

EAXRT A | BGT ENAE Amazon SQS iR , K GET M POST & RA K ERIERL,

&

- MiEiRS

- B GETi#EX

- RH POST #R

- &% Amazon SQS XML API M5z

m J\—jﬁdﬁ PAN

AT EA Amazon SQS A% , AT IE— PR R. BX Amazon SQS IR EE |, ESH
Amazon Web Services —fkSZFHWUTRE :

- KRR
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https://docs.aws.amazon.com/general/latest/gr/sqs-service.html
https://smithy.io/2.0/aws/protocols/aws-json-1_0-protocol.html
https://docs.aws.amazon.com/general/latest/gr/rande.html#sqs_region
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« Amazon Simple Queue Service U = F ELET

ﬁ/\ Amazon SQS i [RE R, Hla0 , MEEFHANE R MyQueue KIS , i —NBASI EFixm
& sgs.us-east-2.amazonaws.com , 5 —MRASIEBIRK sqs.eu-west-2.amazonaws.com,

XA S48 B ZE MR
AT B —/ME H 812 5 E R Im LBV R B

https://sqs.eu-west-2.amazonaws.com/
?Action=CreateQueue
&DefaultVisibilityTimeout=40
&QueueName=MyQueue
&Version=2012-11-05

&AUTHPARAMS

(® Note

RAIZ #FRA %I URL K9 K/NE,
AUTHPARAMS NERIEURT API BRINE R, BXEZEE |, i85 H Amazon Web Services
— RS EFRPZLE AWS AP| E3K,

BH GET &R
Amazon SQS GET #ERMWEHWR —NURL , EFREEUTED :

« R - ERBERBENKROER (BAFIAFM URL ) , Flf0 : https://sqgs.us-
east—2.amazonaws.com/123456789@12/MyQueue

° *i{lﬁ - EXTJ. /\\\;h??%**{lﬁo Jﬁ/\\\giﬁg{/ﬁZlﬁlmlﬁlﬁ (?) ﬁutn : ?
Action=SendMessage&MessageBody—Your02®Message02®Text

« S - HAERSH. FESHUNS &) 2 , #1100 : &Version=2012-11-05&AUTHPARAMS

LT 2— GET &R RH |, ZiER[E Amazon SQS BAF| & 1E—&KHE,

https://sqs.us-east-2.amazonaws.com/123456789012/MyQueue
?Action=SendMessage&MessageBody=Your%20message%20text
&Version=2012-11-05

&AUTHPARAMS

R GET BR 286


https://docs.aws.amazon.com/general/latest/gr/sqs-service
https://docs.aws.amazon.com/general/latest/gr/signing_aws_api_requests.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_Operations.html
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@® Note
RABI B #ABASI] URL Ko K/NE,
HH GET #K2 URL , Rt B AMNFIESHER 1T URL %8B, BT URL AR AGFFERZ
%, AL ENERFE URL HRIEB R %207, ROIMERID&EHIT URL &G , L ESR
35

{2 POST &R
Amazon SQS POST #3R#E HTTP #RI EXFURENFRRAENS M,

THER -/ Content-Type ®RIEAN application/x-www-form-urlencoded B HTTP #r3k#Y
il

POST /123456789012/MyQueue HTTP/1.1
Host: sqgs.us-east-2.amazonaws.com
Content-Type: application/x-www-form-urlencoded

ZFRKEER — form-urlencoded GET #3R |, &R @ Amazon SQS A XiE—KHE., &S
LS (&) 2R,

Action=SendMessage
&MessageBody=Your+Message+Text
&Expires=2020-10-15T12%3A00%3A00Z
&Version=2012-11-05

&AUTHPARAMS

(® Note

{X Content-Type HTTP $RLk B4 FEM . AUTHPARAMS Xt F GET ER=2HEH.
REFEEFHRH HTTP A , B0 HTTP B Im A EER [ HTTP i\ RF E AL,

% Amazon SQS XML API I Bz

TElE R IR VETE RET , Amazon SQS 2IREIZEFERE RN XML BIELEH, BXELELR , F5H
Amazon Simple Queue Service APl & F i &Rk,

24 POST #R 287


https://www.w3.org/MarkUp/html-spec/html-spec_8.html#SEC8.2
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/
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F&
o FXIHEY XML M 74549
o XML £51% M0 B 45

BRIhEY XML e 57 45 43

RERELTD , N3N R T 3R RF SAR AR e & H M i £ Response ( 4

i , ActionNameResponse),
HWRTESEUTFRE:

« ActionNameResult - @& —MEETBRIENTE, Bl , CreateQueueResult TEEE
QueuelUrl &% , FEXIEFMBIZENSIM URL,

- ResponseMetadata - ‘@& RequestId , F& X E@E1ERIVE A —+R2AF (UUID),

BAT 2 XML A& CH9 5 2h Wi B2 89 =431

<CreateQueueResponse
xmlns=https://sqs.us-east-2.amazonaws.com/doc/2012-11-05/
xmlns:xsi=http://www.w3.0rg/2001/XMLSchema-instance
xsi:type=CreateQueueResponse>
<CreateQueueResult>
<QueueUrl>https://sqs.us-east-2.amazonaws.com/770098461991/queue2</Queuelrl>
</CreateQueueResult>
<ResponseMetadata>
<RequestId>cb919c0@a-9bce-4afe-9b48-9bdf2412bb67</RequestId>
</ResponseMetadata>
</CreateQueueResponse>

XML 485 Mo B 45 73

WMRFERFTRI , U Amazon SQS FHLIRE FENGR TH ErrorResponse, ktRIE—HN
Error TEM— Requestld TE,

Error TEEEUTFTE

- Type - EEHRREIEBERREREAEHR.
7|_

« Code - EERIRFEH,

f#% Amazon SQS XML API M Rz 288
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* Message - L AR NIEEHEIRE R
« Detail - ( Ali& ) HEAXRBRNWHEMIEHAEFE.

RequestId tEBEERM UUID,

THEHR XML B89 #E1R0E 5 H R 5

<ErrorResponse>
<Error>
<Type>Sender</Type>
<Code>InvalidParameterValue</Code>
<Message>

Value (quename_nonalpha) for parameter QueueName is invalid.
Must be an alphanumeric String of 1 to 80 in length.

</Message>
</Error>

<RequestId>42d59b56-7407-4cka-bedf-4c88daeea257</RequestId>

</ErrorResponse>

XJ 1B R 1T B 5 R

SRR ATFIRAIMBIE L X B RNWYEHFNIE, E%{ﬁB_LuT:H’J% MNHER , AWS HIRIFBIEE

MEHUKRGEERBDEMEM AWS (BXEZER

F)o TR, AWS FHREBUT SRIEE

1. BIEE (KHA) RERENEIL,
2. RIBERPGERAE (EKE ) REERMEIL,
3. FAEMEALPRRIECNEERERETZER,
4. FHEAUTHERZ— :
- MREHRIUKY , FAEBFLEZER,
- MRSHRIFRY , EHERIELFRHREE

&
« {5 HMAC-SHA Y E & 5 418 IF T2
- £1 352 REBAFPWIER
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- E2%D : KB AWS BYIEAL

£ A HMAC-SHA NEZX BRI U IFE

EAZEH APl 1518 Amazon SQS BY , AR LA TIRXY B R# 1T B DKL

o ATFBRER AWS KB AWS 5E1Z248 ID , AWS S A ©REREHWEZH R 240,

- FRLSHHZFRZAITESHN HVMAC-SHA ERE R ( BB ZBER—NREEN AWS HE
WHEHZEWD ; HXEE , BSH RFC2104 ) . AWS FATEQMAEBZETRE ; BR , MREE
& HTTP = HTTPS R &ERER , NIMHMESNEREFERFEE—I1ZLE,

1. MELERT 4 LERH, BXREZEE , FSHAER Java MELEEH,

® Note

Amazon SQS X% Signature Version 4 , ZhRZAH L AR AR AR AT RIS S B E T
SHA256 &£ MMMAE, BIZEMEH Amazon SQS WA ATEFA , B Signature

Version 4,
2. MiERELR LKA Basebd wi5, THEBRH] Java KBFHITIRE -

package amazon.webservices.common;

// Define common routines for encoding data in AWS requests.
public class Encoding {

/* Perform base64 encoding of input bytes.
* rawData is the array of bytes to be encoded.
* return is the baseb4-encoded string representation of rawData.
*/
public static String EncodeBase64(byte[] rawData) {
return Baseb64.encodeBytes(rawData);

}

o ERHP tEB ( RBIHETE ) . EIERPEAWRBBSARE dateTime WR , HIEZEHHH
LR /BT, o5 FF, Flil 2007-01-31T23:59:59Z, RERARFIER | EXE2EWEER D
At et (RRESAPRERTE ) I XEBEIZXN R,

] HMAC-SHA WE KR FH RIS 290


http://www.faqs.org/rfcs/rfc2104.html
https://aws.amazon.com/code/
https://docs.aws.amazon.com/general/latest/gr/signature-v4-examples.html#signature-v4-examples-java
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(@ Note
BRENRSS\NEREER, MREENAEARE (MA2IHNE ) , MEREEEENN
B /E 15 28 Ez T H ( MRBEROTEIBE L AWS RS LY BIRTEIE 15 28 L
N AWS N4 EIER ) .
MRAFEA NET , WAEAES FEAWRIZ (BN OAR RTINS RBENERES
E). EXERT , RFHEERETET 1 ERHW dateTime WK,

%185 REAPHER

LT REMEA HMAC-SHA ERZEE XN AWS HFR# 1T H ORI ATMITHEE,

Request

Create a request:
o AccessKeyld =

Action = ...
Timestamp = ...
Parametard =

Create an e
String based on
HEIAL-SHA request contents

signature: + *

Your Secret Access Key

wlalrLitn FEMUIKTMDENG/
bP=RACYzEXAMPLEKEY

HMAC
Calculation
and
Encoding

Your Signature

Send the request 9 Request

and signature to

AWS: Accessieyld = ...
Action = .

Timestamp =
Parametard = #

Your Signatura

1. MEBEREF AWS BiERK,
2. FERALHWEEEZHAITEHABRHESRIFD (HMAC-SHA) £,
3. HEERDIEZIBNEWIHEEL D, RAEFBERKIESE AWS,
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%2 % KB AWS KI5

AWS 7£ M B B FF A LA T 3 78,

Retrieve your Request Get Access Get Secret Your Secret Access Key
Key ID A K
2ecl_m Access o Accesskeyld = L‘- M woalrXUtnFEMIIKTMDENG/
h Action = bPxRACYZEXAMPLEKEY
Timesiamp = .
ParameterA = ...
Your Signature
Create an
wicsia @) Srngpesedon
signature: w HMAC Signature
—|— Calculation * Calculated by AWS
and -
Your Secret Access Key Encoding
wlalrXUmnmFEMIKTMDEMNGY
bBPxRACYzEXAMPLEKEY
Compare the two Signature Your Signature
signatures: Colculsted by AWS g - Yes: Request is authenticated

Mo: Request fails authentication

1. AWS ERLRIELA ID REXRWE T EZH,

2. BREATUHESERRARENERARNEE , AWS TRIEE REFEMWE TR ZHEKE
Bo

3. FHIAUTERZ—:
« MR AWS £RNEBEEEFERPRIENEBMEE , AWS FIANBERRESEN.

o WMRHELM , M AWS FHREFERHIREILE IR,
Amazon SQS #tabE 4

BERORATETEMRERLEZIE 10 RER | AIERNUTRE

* SendMessageBatch
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 DeleteMessageBatch

« ChangeMessageVisibilityBatch

O L EHAEf API X1 Amazon SQS #t4bEig/ER AWS SDK R F A #tAL 2 ThaEE,

® Note

BIEHEA SendMessageBatch HAF A ENFIEHENEX/NDTEERET 262144 =T (256
KB)s

I EE NGB I SendMessageBatch, DeleteMessageBatch

B ChangeMessageVisibilityBatch BIXPR, TEIREH XY

SendMessage, DeleteMessage B ChangeMessageVisibility B RAY , FHLIREEH
F X L5 5% VR T X B2 R b4k 28 iR A< Y AR o

Amazon SQS 1§l & T it EBIRE,

£
- BRAEPIRESPMERLE
o FAKEYy BAREHLERRESELE

B A% PRSP AE Rt 2

AWS SDK for Java ‘@& R 158 Amazon SQS ) AmazonSQSBufferedAsyncClient, tEFIwA
FESEAZEFIREPRATHENBFRIMLE - BNEFEFPHRAENARLHETER , REERLE
&R XIEF Amazon SQS.

EPREARZAWES 10 MERHNXLEFERER —MLEBEREE , NTEADER Amazon
SQS WA FH B KX FER. AmazonSQSBufferedAsyncClient £EHELSMNRLSBH, #t
EFERANEKLANZHEENTREEUHE, BXEZEE , BSRAAKEY BIIRERLERE
SEHE,

BT AmazonSQSBufferedAsyncClient 3EHEE AmazonSQSAsyncClient HHEMED , EtM
AmazonSQSAsyncClient E®Z| AmazonSQSBufferedAsyncClient BEREEXNIEREHIT
PENENR,
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® Note
Amazon SQS EH RIS EFim B Bl F % FIFO B\,

FA
£ AmazonSQSBufferedAsyncClient
 EE AmazonSQSBufferedAsyncClient

{5 AmazonSQSBufferedAsyncClient

EFHB2H , BEMRIZE Amazon SQS T,

/A Important
AWS SDK for Java 2.x &5 AmazonSQSBufferedAsyncClient F3#%&,

AT AR F AmazonSQSAsyncClient SIZE#THY AmazonSQSBufferedAsyncClient , f5ln :

// Create the basic Amazon SQS async client
final AmazonSQSAsync sqsAsync = new AmazonSQSAsyncClient();

// Create the buffered client
final AmazonSQSAsync bufferedSqs = new AmazonSQSBufferedAsyncClient(sqsAsync);

R HHY AmazonSQSBufferedAsyncClient 2/& , A LMERA TN ZMNERELIEE Amazon
SQS ( MBEEH AmazonSQSAsyncClient Fr#y A% ) |, 4l :

final CreateQueueRequest createRequest = new
CreateQueueRequest().withQueueName("MyQueue");

final CreateQueueResult res = bufferedSqgs.createQueue(createRequest);

final SendMessageRequest request = new SendMessageRequest();

final String body = "Your message text" + System.currentTimeMillis();
request.setMessageBody( body );
request.setQueuelrl(res.getQueuelrl());
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final Future<SendMessageResult> sendResult = bufferedSqs.sendMessageAsync(request);

final ReceiveMessageRequest receiveRq = new ReceiveMessageRequest()
.withMaxNumberOfMessages(1)
.withQueueUrl(queueUrl);

final ReceiveMessageResult rx = bufferedSqs.receiveMessage(receiveRq);

Bl & AmazonSQSBufferedAsyncClient

AmazonSQSBufferedAsyncClient MflE T EA T AZSHEARGIMRE, BAl#H—SEE
AmazonSQSBufferedAsyncClient , fif0 :

1. FRAXENEESHERBLIE QueueBufferConfig EHIEHI,
2. fHZEHIRMLA AmazonSQSBufferedAsyncClient ¥&E B

// Create the basic Amazon SQS async client
final AmazonSQSAsync sqsAsync = new AmazonSQSAsyncClient();

final QueueBufferConfig config = new QueueBufferConfig()
.withMaxInflightReceiveBatches(5)

.withMaxDoneReceiveBatches(15);

// Create the buffered client
final AmazonSQSAsync bufferedSqs = new AmazonSQSBufferedAsyncClient(sqsAsync, config);

QueueBufferConfig ELiE Sk

W] AMINE EEPU
longPoll true

R longPoll ®iE
A true , AmazonSQS

BufferedAsyncClient

L2EFEAEENZSHER KR

o
longPollWaitTimeou 20 ® . o

, ReceiveMessage WHTE
fRS5EE LR EUFFEEER
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4

maxBatchOpenMs

AIAE

200 EW

DU
RN B R R AT E ( LARD R
Bly),

(® Note

MRZERKEH , Wik
RETEEM.

RHBRASHEME—EXE
REFHEERTHAEN
ARBKEE (LERAE

i),

RENNESK , WHTSE
TEFR BRI HEAL BRI D
(R, #tEFNEXER
HREFERMEME ) o

MBFUBSKEEN 0, MR
REGERTLEGHAER |
T R B P AL 2,
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S8 HKIAE iR
maxBatchSize it 10 MNEKR

FE—MERA— R THAE
HEENRARE, ZREM
K, WITERBERAAEAVHRE

IR R A
(® Note
Amazon SQS RFH
BRAXEAEH 10 ME
Ko

maxBatchSizeBytes 256 KB
EFiwmZiR [ Amazon SQS

RIEHH SRR B R A KD
(ARFFHREM)

(® Note

Amazon SQS RiFH
B AX{ERN 256 KB,
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S HINE R
maxDoneReceiveBatc 10 Mitt4ab
hes AmazonSQSBufferedA

syncClient FEEFIHME
MEFE A EB A B & AR

=
Eo

RENEBS , WA#HEZE
S EWERM A2 E A
Amazon SQS (182 , FEAY
HEHZ  MEEESEAXS
EFEHNEREK , NS
CAIN AT B TH ) .

(@ Note

0 RRFTEHE ETREUR
ERWER |, B R 8
BEEM.

maxInflightOutboun 5 Mitab 38

dBatches a] LA[E) B4k 38 1Y B AOE BR HH U

HALEHE,

REMNEYS , &k Hubita
HEHEREEMRBIR (ZRTHA
EER , f5la0 CPU w3 ) |, ¥
B AmazonSQSBufferedA
syncClient f{EFAMNLER
Bz,
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S AIAE DU

maxInflightReceive 10 Mit4b 32

Batches A] LA[E) B 4b 2 BV B AT BRIZ U

HALEHE,

RENESS , TERKRER
MEE ( ZRTHAMAER ,
a0 CPU =3 ) , #R
AmazonSQSBufferedA
syncClient f{EFAMNLER
%,

(@ Note

0 RRFTEHE ETREUR
ERWER |, B R 8
BEEM.

visibilityTimeoutS -1

MRESBIRENIEE (T
B) , Wit iRER TR EE
B 78 = 6 R BV H B AR FE Y
BAZ EiRE Ry A L AT o

econds

® Note
-1 RRHAFIE R
NRE,
TR A BE R E
% 0.
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MAKFET RAMBREHAERRSETLE

Amazon SQS BAFI AT LAETMEE SN ERLE, EXFHERITNEE | TSRS HEMERNE L,

EXNSEHE , B4IUKTY RESBQBENERE (FMESQIEENERE )
£

- HEE¥ R

- BEHAE

o B-RENHLEFERNER Java RE

ey B

HT&@iE HTTP & R-1a M K5 B Amazon SQS , Bt , EREER ( /5 3hE R 8000 B2 8 /Y
BfEER ) RRFGATUNESE —EEMNARL - KERINEFLE, flm , WRMET Amazon EC2
BY% P i 2 B — XA #Y Amazon SQS WEEREYESF190 20 EY , NEY R —EEMNA R —KBR
FWJRAFLEFITH 50 TPS,

KEYT B S REIEIEERIEE ( AH SendMessage B3R ) MEAE ( £H ReceiveMessage H
DeleteMessage HR ) WEE , URSENAINERLE, AAUBEL=MAFXETKETE :

- WIS NEFIRNELERE
- RINEZEF IR
- WINBNEFRNLEREAFNESE S K

EAMEZSEFiRE , EA LU HASIETENL MR, S, IRFEFHBERG K FHE
B SEHE,

(® Note

BITKET EBE , DR Amazon SQS BEFIREEEBHEZEILERE , UXFRIA
BRAERENAHEZEECNEENEAENRE, 0, BRIAMERT , AWS SDK for Java
AmazonSQSClient EMEFIHZL4E 50 5 Amazon SQS HiER, ERIEEZHH L
BIEEMFERE , NAFEE AmazonSQSClientBuilder &R EARFWEIEEMFEHHEL
EHNREAKE , fl .

final AmazonSQS sqsClient = AmazonSQSClientBuilder.standard()
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.withClientConfiguration(new ClientConfiguration()
.withMaxConnections(producerCount + consumerCount))
.build();

FF AmazonSQSAsyncClient , BRAABERE ZBHNEETH,
WRBIGER T Java v.1.x0

BRAEREALE

#4332 A EERSHBXERREPRITESHIHE (U , SEEIEAN

SendMessageBatch B REXZEZ K HEER ) o Amazon SQS #tAEBIRIEEHE

SendMessageBatch, DeleteMessageBatch ] ChangeMessageVisibilityBatch, BEFRE
SO EERFEAENER TRARALARE | B LERA Amazon SQS EHRE %,

@ Note

BT ReceiveMessage —RAIBALE 10 FEE , HM)EE ReceiveMessageBatch #
.

N ESE —MABERFHZSZEEZ A D EGERENERNE , MTAREZE—EHE (4
# , SendMessage XK ) WEANERRE, ATE8ATREERBLRPTESIHE , At , #HAEEKR
ALESMFEALENEE  \MESFHE,

AR EE R RESEANRREHRELRE , IENLE. EENBERVBE L RIMAERERA
FHHEED, BLER Amazon SQS #tABRE—IRMERIE, BRSMBERZIE 10 ZES. BT
Amazon SQS #FERWTE , Bt , #tALIE AT LA KIRE RGN BA

HABLNENNARETR-LEERM (HW , EHNABRFSIERBERERETRERE , EF
MR AL BB KN B EFFEN ) , BR , A BEATERTHARALREN :
- BHNARFEENBEREXRRZES , @it , ERAEMRFTLRK,

- HEERAZEMAIIFBTRIVER , XEFERXHERMUETERFINBANRIESIRER
[,
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/A Important

BERLAL BRI BEE RN T |, S B FERB ALK, RHMALEFERE , REARES
FHERBAM , AELENEHXEE.

B —BRENMLEFROBENR Java R4
FRFM

fF aws-java-sdk-sqgs.jar. aws-java-sdk-ec2.jar # commons-logging.jar BFE7HM
3| Java EREERES, LUTREIEBET Maven T B pom. xml 34 #YIX Lk #i o5 &K

<dependencies>
<dependency>
<groupId>com.amazonaws</groupld>
<artifactId>aws-java-sdk-sqs</artifactId>
<version>LATEST</version>
</dependency>
<dependency>
<groupId>com.amazonaws</groupIld>
<artifactId>aws-java-sdk-ec2</artifactId>
<version>LATEST</version>
</dependency>
<dependency>
<groupId>commons-logging</groupId>
<artifactId>commons-logging</artifactId>
<version>LATEST</version>
</dependency>
</dependencies>

SimpleProducerConsumer.java

BF Java KB RAIRRE— M RIENEIRE-EREERX. TLKEQERARECIRENERAELE , X
ELESERENRRLE 1KBER., WRHI2FRHE—REFRNCIBENERE Uk T
REFRNCIBENERE.

/*
* Copyright 2010-2022 Amazon.com, Inc. or its affiliates. All Rights Reserved.

*

* Licensed under the Apache License, Version 2.0 (the "License").
* You may not use this file except in compliance with the License.
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* A copy of the License is located at

* https://aws.amazon.com/apache2.0

* or in the "license" file accompanying this file. This file is distributed
* on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND,
* express or implied. See the License for the specific language governing

* permissions and limitations under the License.

*

*/

import
import
import
import
import
import
import

import
import
import
import
import
import
import
import

/**

com.
com.
com.
com.
com.
org.
org.

amazonaws.

amazonaws

amazonaws.
amazonaws.
amazonaws.

AmazonClientException;

.ClientConfiguration;

services.sqs.AmazonSQS;
services.sqs.AmazonSQSClientBuilder;
services.sqgs.model.*;

apache.commons.logging.Log;
apache.commons.logging.LogFactory;

java.math.BigInteger;

java.util.Arraylist;

java.util.List;

java.util.Random;

java.util.Scanner;
java.util.concurrent.TimeUnit;
java.util.concurrent.atomic.AtomicBoolean;
java.util.concurrent.atomic.AtomicInteger;

* Start a specified number of producer and consumer threads, and produce-consume

* for the least of the specified duration and 1 hour. Some messages can be left
* in the queue because producers and consumers might not be in exact balance.

*/

public class SimpleProducerConsumer {

// The maximum runtime of the program.
private final static int MAX_RUNTIME_MINUTES = 60;
private final static Log log = LogFactory.getLog(SimpleProducerConsumer.class);

public static void main(String[] args) throws InterruptedException {

final Scanner input = new Scanner(System.in);

System.out.print("Enter the queue name: ");
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final String queueName = input.nextLine();

System.out.print("Enter the number of producers: ");
final int producerCount = input.nextInt();

System.out.print("Enter the number of consumers: ");
final int consumerCount = input.nextInt();

System.out.print("Enter the number of messages per batch: ");
final int batchSize = input.nextInt();

System.out.print("Enter the message size in bytes: ");
final int messageSizeByte = input.nextInt();

System.out.print("Enter the run time in minutes: ");
final int runTimeMinutes = input.nextInt();

/*
* Create a new instance of the builder with all defaults (credentials
* and region) set automatically. For more information, see Creating
* Service Clients in the AWS SDK for Java Developer Guide.
*/
final ClientConfiguration clientConfiguration = new ClientConfiguration()
.withMaxConnections(producerCount + consumerCount);

final AmazonSQS sqgsClient = AmazonSQSClientBuilder.standard()
.withClientConfiguration(clientConfiguration)
.build();

final String queueUrl = sgsClient
.getQueuelUrl(new GetQueueUrlRequest(queueName)).getQueuelUrl();

// The flag used to stop producer, consumer, and monitor threads.
final AtomicBoolean stop = new AtomicBoolean(false);

// Start the producers.
final AtomicInteger producedCount = new AtomicInteger();
final Thread[] producers = new Thread[producerCount];
for (int i = @; i < producerCount; i++) {
if (batchSize == 1) {
producers[i] = new Producer(sgsClient, queueUrl, messageSizeByte,
producedCount, stop);
} else {
producers[i] = new BatchProducer(sqsClient, queueUrl, batchSize,
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messageSizeByte, producedCount,
stop);
}

producers[i].start();

// Start the consumers.
final AtomicInteger consumedCount = new AtomicInteger();
final Thread[] consumers = new Thread[consumerCount];
for (int i = @; i < consumerCount; i++) {
if (batchSize == 1) {
consumers[i] = new Consumer(sqgsClient, queueUrl, consumedCount,
stop);
} else {
consumers[i] = new BatchConsumer(sqsClient, queueUrl, batchSize,
consumedCount, stop);

}

consumers[i].start();

// Start the monitor thread.
final Thread monitor = new Monitor(producedCount, consumedCount, stop);
monitor.start();

// Wait for the specified amount of time then stop.

Thread.sleep(TimeUnit.MINUTES.toMillis(Math.min(runTimeMinutes,
MAX_RUNTIME_MINUTES)));

stop.set(true);

// Join all threads.
for (int i = @; i < producerCount; i++) {
producers[i].join();

for (int 1 = @0; i < consumerCount; i++) {
consumers[i].join();

monitor.interrupt();
monitor.join();

private static String makeRandomString(int sizeByte) {
final byte[] bs = new byte[(int) Math.ceil(sizeByte * 5 / 8)];
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new Random().nextBytes(bs);
bs[0] = (byte) ((bs[0] | 64) & 127);
return new BigInteger(bs).toString(32);

/**
* The producer thread uses {@code SendMessage}
* to send messages until it is stopped.
*/
private static class Producer extends Thread {
final AmazonSQS sqsClient;
final String queueUrl;
final AtomicInteger producedCount;
final AtomicBoolean stop;
final String theMessage;

Producer(AmazonSQS sqgsQueueBuffer, String queueUrl, int messageSizeByte,
AtomicInteger producedCount, AtomicBoolean stop) {
this.sqsClient = sqsQueueBuffer;
this.queueUrl = queueUrl;
this.producedCount = producedCount;
this.stop = stop;
this.theMessage = makeRandomString(messageSizeByte);

/*
* The producedCount object tracks the number of messages produced by
* all producer threads. If there is an error, the program exits the
* run() method.

*/
public void run() {
try {
while (!stop.get()) {
sgsClient.sendMessage(new SendMessageRequest(queuelrl,
theMessage));
producedCount.incrementAndGet();
}
} catch (AmazonClientException e) {
/*

* By default, AmazonSQSClient retries calls 3 times before
* failing. If this unlikely condition occurs, stop.
*/

log.error("Producer: " + e.getMessage());

System.exit(1l);
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}

/**
* The producer thread uses {@code SendMessageBatch}
* to send messages until it is stopped.
*/
private static class BatchProducer extends Thread {
final AmazonSQS sqsClient;
final String queueUrl;
final int batchSize;
final AtomicInteger producedCount;
final AtomicBoolean stop;
final String theMessage;

BatchProducer(AmazonSQS sqsQueueBuffer, String queueUrl, int batchSize,

int messageSizeByte, AtomicInteger producedCount,
AtomicBoolean stop) {

this.sqsClient = sqsQueueBuffer;

this.queueUrl = queueUrl;

this.batchSize = batchSize;

this.producedCount = producedCount;

this.stop = stop;

this.theMessage = makeRandomString(messageSizeByte);

public void run() {
try {
while (!stop.get()) {
final SendMessageBatchRequest batchRequest =
new SendMessageBatchRequest().withQueueUrl(queueUrl);

final List<SendMessageBatchRequestEntry> entries =
new ArraylList<SendMessageBatchRequestEntry>();
for (int i = 0; i < batchSize; i++)
entries.add(new SendMessageBatchRequestEntry()
.withId(Integer.toString(i))
.withMessageBody(theMessage));
batchRequest.setEntries(entries);

final SendMessageBatchResult batchResult =
sqsClient.sendMessageBatch(batchRequest);
producedCount.addAndGet (batchResult.getSuccessful().size());
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/*
* Because SendMessageBatch can return successfully, but
* individual batch items fail, retry the failed batch items.
*/
if (!batchResult.getFailed().isEmpty()) {
log.warn("Producer: retrying sending
+ batchResult.getFailed().size() + " messages");
for (int i = @, n = batchResult.getFailed().size();
i<n; i++) {
sqsClient.sendMessage(new
SendMessageRequest(queueUrl, theMessage));
producedCount.incrementAndGet();

}
}
}
} catch (AmazonClientException e) {
/*

* By default, AmazonSQSClient retries calls 3 times before
* failing. If this unlikely condition occurs, stop.

*/
log.error("BatchProducer: " + e.getMessage());
System.exit(1);
}
}
}
/**

* The consumer thread uses {@code ReceiveMessage} and {e@code DeleteMessage}
* to consume messages until it is stopped.
*/
private static class Consumer extends Thread {
final AmazonSQS sqsClient;
final String queueUrl;
final AtomicInteger consumedCount;
final AtomicBoolean stop;

Consumer(AmazonSQS sqgsClient, String queueUrl, AtomicInteger consumedCount,
AtomicBoolean stop) {
this.sqsClient = sqgsClient;
this.queueUrl = queueUrl;
this.consumedCount = consumedCount;
this.stop = stop;
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* Each consumer thread receives and deletes messages until the main

* thread stops the consumer thread. The consumedCount object tracks the
* number of messages that are consumed by all consumer threads, and the
* count is logged periodically.

*/
public void run() {
try {
while (!stop.get()) {
try {
final ReceiveMessageResult result = sqsClient
.receiveMessage(new
ReceiveMessageRequest(queuelrl));
if (!result.getMessages().isEmpty()) {
final Message m = result.getMessages().get(0);
sgsClient.deleteMessage(new
DeleteMessageRequest(queueUrl,
m.getReceiptHandle()));
consumedCount.incrementAndGet();
}
} catch (AmazonClientException e) {
log.error(e.getMessage());
}
}
} catch (AmazonClientException e) {
/*
* By default, AmazonSQSClient retries calls 3 times before
* failing. If this unlikely condition occurs, stop.
*/
log.error("Consumer: " + e.getMessage());
System.exit(1);
}
}
}
/**

* The consumer thread uses {@code ReceiveMessage} and {@code
* DeleteMessageBatch} to consume messages until it is stopped.
*/
private static class BatchConsumer extends Thread {
final AmazonSQS sqsClient;
final String queueUrl;

FMAKFT BMBERLERRESELE

309



Amazon Simple Queue Service FRARIER

final int batchSize;
final AtomicInteger consumedCount;
final AtomicBoolean stop;

BatchConsumer(AmazonSQS sqgsClient, String queueUrl, int batchSize,
AtomicInteger consumedCount, AtomicBoolean stop) {
this.sqsClient = sgsClient;
this.queueUrl = queueUrl;
this.batchSize = batchSize;
this.consumedCount = consumedCount;
this.stop = stop;

public void run() {
try {
while (!stop.get()) {
final ReceiveMessageResult result = sqgsClient
.receiveMessage(new ReceiveMessageRequest(queueUrl)
.withMaxNumberOfMessages(batchSize));

if (!result.getMessages().isEmpty()) {
final List<Message> messages = result.getMessages();
final DeleteMessageBatchRequest batchRequest =
new DeleteMessageBatchRequest()
.withQueueUrl(queueUrl);

final List<DeleteMessageBatchRequestEntry> entries =
new ArraylList<DeleteMessageBatchRequestEntry>();
for (int i = @, n = messages.size(); i < n; i++)
entries.add(new DeleteMessageBatchRequestEntry()
.withId(Integer.toString(i))
.withReceiptHandle(messages.get(i)
.getReceiptHandle()));
batchRequest.setEntries(entries);

final DeleteMessageBatchResult batchResult = sqsClient
.deleteMessageBatch(batchRequest);
consumedCount.addAndGet (batchResult.getSuccessful().size());

/*
* Because DeleteMessageBatch can return successfully,
* but individual batch items fail, retry the failed
* batch items.

*/
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if (!batchResult.getFailed().isEmpty()) {
final int n = batchResult.getFailed().size();
log.warn("Producer: retrying deleting " + n
+ " messages");
for (BatchResultErrorEntry e : batchResult
.getFailed()) {

sgsClient.deleteMessage(
new DeleteMessageRequest(queueUlrl,
messages.get(Integer
.parselnt(e.getId()))
.getReceiptHandle()));

consumedCount.incrementAndGet();

}
}
}
}
} catch (AmazonClientException e) {
/*

* By default, AmazonSQSClient retries calls 3 times before
* failing. If this unlikely condition occurs, stop.

*/
log.error("BatchConsumer: " + e.getMessage());
System.exit(1);
}
}
}
/**

* This thread prints every second the number of messages produced and
* consumed so far.
*/
private static class Monitor extends Thread {
private final AtomicInteger producedCount;
private final AtomicInteger consumedCount;
private final AtomicBoolean stop;

Monitor(AtomicInteger producedCount, AtomicInteger consumedCount,
AtomicBoolean stop) {
this.producedCount = producedCount;
this.consumedCount = consumedCount;
this.stop = stop;
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public void run() {
try {
while (!stop.get()) {
Thread.sleep(1000);
log.info("produced messages = " + producedCount.get()
+ ", consumed messages = " + consumedCount.get());

}
} catch (InterruptedException e) {

// Allow the thread to exit.
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