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CloudWatch BE X% B &

4 — CloudWatch {32 7
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o HRIEAIT : RIFZE1T Windows Server 2012 F Windows Server 2008 8 Amazon EC2 =46 B &
&3% CloudWatch H&E

- BRIEAITD : 5 AWS OpsWorks Hl Chef &% CloudWatch Logs X 3E
« 3R%5 CloudWatch Logs IR

Azl CloudWatch HERE

 {£1k CloudWatch AERIE

CloudWatch 2 FAE K RZH

CloudWatch B EAREEE Python MRA 2.7, 3.0 2 3.3 LAKR LA NEMARASHY Linux :

« Amazon Linux 2014.03.02 RE S RA., FX$&F Amazon Linux 2
« Ubuntu Server fx7Zs 12.04, 14.04 = 16.04

« CentOS W4 6, 6.3, 6.4, 6.5 7.0

« Red Hat Enterprise Linux (RHEL) ixZ 6.5 5 7.0

* Debian 8.0

RIFEAT] : FIEFEIZITH EC2 Linux 24| EZZEFBLE CloudWatch B EA
=

/A Important

EFARIBHBEZFENRE, CloudWatch BFF—/NATBAM EC2 SEHIFI A1 fR S5 85 UREE B ZMIEHR
WEsE—RE, BXEZEER , 55 CloudWatch HEA [T,

BXMNEKIBH CloudWatch Logs REBEBEG—RENEE , BSRAEARSCIE
CloudWatch IR & 34,

RERAH B EREBNEE Python 2.6 E 3.5 A, 4 , RIBH CloudWatch HEREFRX
FRBITHIERF R 2 (imdsv2), MREHIRSERFEA imdsv2 , MATERARIE —RE
MARRKIB CloudWatch B Logs KE,

AT RWEREI DN B AR BEEHIBIR CloudWatch B Logs REHFF FERHZAE,

CloudWatch it &R R4 8
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@ Tip
CloudWatch @ — NS —RE |, ATEUM EC2 SEHIFI A RS 25U EE H EMIEHR. MRE
i R EAERIBH L CloudWatch ogs X , BANENUEFERRIMA S — CloudWatchRE, Bx
EZEE , i35 CloudWatch BEA [T,
A REBRAHRER R IFEF T HBIERSRA 2 (IMDSV2 ) » MMREHNRS R FEH
imdsv2 , M AFERA RIS —REM A RRIE CloudWatch B Logs I,
ATHHRE DN AFERARIBA CloudWatch Logs L,

EIEFEIZITH EC2 Linux =4 LB ERIHH CloudWatch B ERE

O LAEI A EC2 3246l £ CloudWatch B ERBZEEFREZHEMEE CloudWatch B ERE,
ZETHRE , BEEINEFREOEELZEREMAIEZNBER. RELBIAEERD , A REFETRR
A, BEREZERAEC L,

BRTYERARE I, BEALUERA CloudWatch B& SDK 8 AWS CLIBE & APl %7 CloudWatch B
EBIE. ZRAWSCLI EEEMTITREIM ARG EHIE. CloudWatch Logs SDK REBESEEMNA
BFRXAAEBEIWEECHBEERRANARR.

H¥ 1 : A CloudWatch AEEEHLRH IAM BB A F

CloudWatch BERE X IAM BENAF., NRENSFIEE —1NE52XEN IAM A6 | THES
2 THEH IAM policy, IMNRE KK IAM BEDELZH , WAAEFLESERPER IAM EIE |, 7]
ez 6l 9B IAM 88, BEXEZEER , BSEE IAM A nEISE46),

A CloudWatch BHEEEER IAM &= A

1. BELATRULITH IAM #2E| A& : https://console.aws.amazon.com/iam/o
2. ESMBERKRD , %&#EF Roles (A ),

3. BREERAGEMNRKLERAG (FTELEPEMNZLNEIEE),

4. HKIXIE$F Attach Policies ( iy inZE & ) 0 Create Policy ( BRI KR ) o

FTFF =M R RRETFHRE D,
5. 1&¥F JSON &I+ , RFRALLT JSON SRHE ARy LA,

"Version": "2012-10-17",

BRIEAIT : FEIZ1TH EC2 Linux 2] E 2 ERE 9
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"Statement": [

{
"Effect": "Allow",

"Action": [
"logs:CreatelLogGroup",
"logs:CreatelLogStream",
"logs:PutLogEvents",
"logs:DescribelLogStreams"

]I

"Resource": [

"

]
}
]
}

6. FTAHE , £1F Review policy ( EF X ) . REEIIERFFREEMEEHEIR.

7. 7£ Review Policy ( EFXE ) WL , NAIZHEKEEEA Name ( BF: ) M Description ( i%
BB) (AliE) ., EFXRE Summary (HE ) LEFENRERFHNR. RF , % Create
policy ( BIEXRE ) MREELN I,

8. XMNWEBEMFRE A , RFREZEAER Add permissions ( IR ) TWHE, #%E#F
Refresh ( RBI#T ) , ABEEERF RO EMIMBIEH A,

9. i%4% Attach Policy ( MfiNZEHE )

SR 2 £IH Amazon EC2 Ef| EZ&EFMELE CloudWatch B&

#Z % CloudWatch BEREBEHNEEZSEMTE , EABRTENIL S EC2 KHEITH 2 &
Linux, Ubuntu, CentOS k24118, HERTERAI LA Linux lRAXAEHWTE,

EIMA Amazon Linux =4 L ZZEMBEE CloudWatch BE

M Amazon Linux AMI 2014.09 F#4 , CloudWatch B &K 5 awslogs € —i#2 LA RPM R &K
iR ft, BHRRAH Amazon Linux FJBUB A sudo yum update -y ane EHESLFIR T
awslogs &, B awslogs B BR%E RN RPM MARMEA CloudWatch A &R %EREF |, BRIk
B LUE R Z SR BB BEHMANNT , AWS MEEFHEFHLE Logs KE, CloudWatch

R[] : EIZITH EC2 Linux S5l ERFERE 10
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/A Warning
MREZ2BIEA Python BIALERE , FFEMEA RPM L3 HEE#H CloudwWatch H
HERE, XHEMARSSHEERZE , MNMEL CloudWatch B ERIERFER B EKIET
CloudWatch,

1. #E3EZ Amazon Linux k4], BEXEZEER |, B2 FRER T Linux RHI# Amazon EC2 BFig
B Y B SR RS2

BREENBNESZEE , BSREERT Linux 32489 Amazon EC2 B F#5R # AU HEBRIE #2554
Y B
2. FEHEM Amazon Linux EF| L EFH S E#EEPIERNZEHTE K.

sudo yum update -y

3. Z¥ awslogs B8, XRTE Amazon Linux =4l £ %% awslogs HI#EF %,

sudo yum install -y awslogs

4. w48 /etc/awslogs/awslogs.conf XHUREEZEREFNEE. BXFEEUXHENEZER ,
2| CloudWatch Logs RIES %,

5 BRIABERT , /etc/awslogs/awscli.conf #§[ us-east-1 X1z, BN AEHIETH X |
iR awscli.conf XH4HIBEZXE,

6. J33) awslogs Bk

sudo service awslogs start

MREIZITHI R Amazon Linux 2 , R THHE3) awslogso

sudo systemctl start awslogsd

7. (W& )®E /var/log/awslogs.log XHFREEERNRSZ ISR EIR,
8. (Wik)EBRRERBHINETUTHSLBE awslogs BS-

sudo chkconfig awslogs on

MRFBIZTHR Amazon Linux 2 , BEBAXARGBIRERU TR S B ZERS.

R[] : EIZITH EC2 Linux S5l ERFERE 1
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sudo systemctl enable awslogsd.service
9. EREEZT—ENMERE , ATBE CloudWatch 2 #H| A FEFCIZH BEAMN B ER

BXRXEBELR , FSREFE X EE BEMW CloudWatch HEBIE,

ZEIA Ubuntu ARS88. CentOS A ESEHI L FE & CloudWatch B&

MRS FEANEEIT Ubuntu RS E8. CentOS = Red Hat B9 AMI , BFERAUT S BRELNEH EFo
#%# CloudWatch BERE,

1. EEIEH EC2 K6l, BXEZER , BSHERT Linux XA Amazon EC2 A ERHRYE
EIEXH,

BXREENENESEE , BZHAERAT Linux X468 Amazon EC2 FF 15 E Y HERRIE 555
RS

2. FEABHNEIZ —E1T L CloudWatch ogs RIBLREREF, B LAEEEM Internet iI£1T , tHATLLT
X HIMIIET,

@ Note

WMRIEITHIR CentOS 6.x, Red Hat 6.x B Ubuntu 12.04 , BEAHENN SR T EHMNET
BN RERRERF,. SEREFPIFEENEERMEZE Logs K, CloudWatch

@ Note
£ Ubuntu # , EE{TUU TS ZBIIE1T apt-get update,

EEHEM Internet 217 , BEANT T HIERETERE

curl https://s3.amazonaws.com/aws-cloudwatch/downloads/latest/awslogs-agent-
setup.py -0

sudo python ./awslogs-agent-setup.py --region us-east-1

R[] : EIZITH EC2 Linux S5l ERFERE 12


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-connect-to-instance-linux.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-connect-to-instance-linux.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/TroubleshootingInstancesConnecting.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/TroubleshootingInstancesConnecting.html

Amazon CloudWatch B & AriEE

MR ERBTTRER , BEHUATHS

sudo python3 ./awslogs-agent-setup.py --region us-east-1

ETHARUETE , FEAUTRSHRRERRE

curl https://s3.amazonaws.com/aws-cloudwatch/downloads/latest/awslogs-agent-
setup.py -0

curl https://s3.amazonaws.com/aws-cloudwatch/downloads/latest/
AgentDependencies.tar.gz -0

tar xvf AgentDependencies.tar.gz -C /tmp/

sudo python ./awslogs-agent-setup.py --region us-east-1 --dependency-path /tmp/
AgentDependencies

YRE]LUBIS 8 E us-east-1, us-west-1, us-west-2, ap-southeast-1. ap-northeast-2, ap-
southeast-1. ap-southeast-2, ap-northeast-1. eu-central-1, eu-west-1 = sa-east-1 XX %
% CloudWatch BEKRE,

(® Note

BX awslogs-agent-setup W AIIRAFRAT LI KNEZER |, S
CHANGELOG.txt,

CloudWatch Logs REZEEFERESEFRERLLEEE, EFHH , EEEHNEEZLNHN
BEXRERBEEEN, BRERFUTESR.

I B R
AWS 58] %48 ID MRER IAM &€ |, 53R Enter. BN |, B ALK AWS 1719 %48
1D,

R[] : EIZITH EC2 Linux S5l ERFERE 13
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I E iR

AWS #3158 247 WMERFER IAM B | 5% Enter, BN , E ALK AWS FAE 7R
#45H,

RIAX B & Entero BRIAXIE A us-east-2, EALUFETIRE RN us-east-1

. us-west-1, us-west-2, ap-south-1, ap-northeast-2, ap-sout
heast-1, ap-southeast-2, ap-northeast-1, eu-central-1, eu-
west-1 = sa-east-1,

BRIA A REZEE 3R Enter,

BEANBECHNE  SEHOLASHRNANLE, RERFEHEREREE

& o

B A A A BAANEH. RERFFHGRHERAEHEL

B % B ERE BUBRT , XREHNEH. ZERFENEREENEHRL.

AR AR JEEAEIRE BRSO R E AN AR, R AL TIEES
B,

Mkt E B0 L& 753t RN start of file LM RITATS

B, IRENRN end_of file FRX EEKITEMOERE.

ERXESRE , REEFRQURAEREEERES —MNAEXS. XFE8NAEXXHY , EFHAL
ETEERAEERE. MREEEHMZREN ElFE\}'Eﬁ: HLREEFRTREHMBERN | HiEF
N(E). BXREREXHHNRENESZFER , 3 CloudWatch Logs KEZE,

(® Note
PXFREZN A SRRFBELEEEDBER,

3. EREIET—ERINMERE , AL CloudWatch 2 & & 212K B XA M B ER,

BXEZEER  BSHEE XIEF HER CloudWatch HEHIEE,

BRIEAIT : FEIZ1TH EC2 Linux 2] E 2 ERE 14
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PRIFEA] : BIETE EC2 Linux X4 E Z&EMBELE CloudWatch HERE

® Tip
AT HIFIEHEIB CloudWatch By Logs KEEIGEFER ., BRMNBEIUBNEXATUKRERE
MIBFRHFTE — CloudWatch K3, AL , RIBA CloudWatch BEREFE Python 3.3 HE
BRA , BRABERAT , XEREATEZREEFRMN EC2 =4l £, HXE— CloudWatch REHNE
ZEE , TS REZEN CloudWatch B,
ATHNERI S ENAEAKRIBH CloudWatch Logs RE,

BB EC2 Linux 356l E Z %% IHAY CloudWatch B &M

BT LAE A Amazon EC2 AAF##E ( Amazon EC2 B —TZhae , R FERB I HFSHIERELIELAE

Bl ) EZ3RH| L ZEMEE CloudWatch BERE, BN CloudWatch BEREBLZEFNEEEELIEA

Amazon EC2 , B AI LAFEM KL E ( 5120 Amazon S3 F4E4@ ) PR B X4
FEEHEEZNNAERFHREREEENBER,
FRZ M

BIEZATHAMEEFANBERNREBEREXH, XR—IMNXAXH , BFRERENBEEXHUR
ENXEYHEIEIPNEEREANMBER. CEFAREEXHHAREER EEHEPHRNFAERE
H, BXRREEENNHHNIRENESZEE , 55 CloudWatch Logs K ESE,

AT 2FATF Amazon Linux 2 85— 7RG TR B S04

[general]
state_file = /var/lib/awslogs/state/agent-state

[/var/log/messages]

file = /var/log/messages
log_group_name = /var/log/messages
log_stream_name = {instance_id}
datetime_format = %b %d %H:%M:%S

LT REFERT Ubuntu B —NREIREBEE L4

[general]

BEAIT : BEIETFE EC2 Linux 24 2 ERE
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state_file = /var/awslogs/state/agent-state

[/var/log/syslog]

file = /var/log/syslog
log_group_name = /var/log/syslog
log_stream_name = {instance_id}
datetime_format = %b %d %H:%M:%S

BESZN IAM A&

1.  BX https://console.aws.amazon.com/iam/ ITF |IAM 2 H| &
2. ESMBE®KD , %£$F Policies ( K ) FCreate Policy ( BIZEKE ) .

3. 1£ Create Policy ( BIZ3ER ) TNE L , X} Create Your Own Policy ( BIZZZ B 2 KR ) 1%
Select (1% ) . BXOIEBENEKBNEZFER , HSFEEA T Linux EHI#8 Amazon EC2 A
PR # Amazon EC2 IAM policy,

4. 7£ Review Policy ( E& %R ) WE L , A Policy Name ( REEE ) BAKRBEN B,
5. XF Policy Document ( REEXHY ) , $MGLATEREE -

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"logs:CreatelLogGroup",
"logs:CreatelLogStream",
"logs:PutLogEvents",
"logs:DescribelLogStreams"
1,
"Resource": [
"arn:aws:logs:*:*:*"
]
1,
{

"Effect": "Allow",

"Action": [
"s3:GetObject"

1,

"Resource": [
"arn:aws:s3:::myawsbucket/*"

BEAIT : BEIETFE EC2 Linux 24 2 ERE 16
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}

}

%% Create Policy ( BIEXRHE ) .

ESMERKT , %$F Roles ( A2 ) F Create New Role ( RIBE# AL )

£ Set Role Name ( iR EAGAH ) NHL , BRAACEN , RAE%EE NextStep ( T—F )
£ Select Role Type ( EFA@EE ) 4 , EF Amazon EC2 EH) Select ( £ ) o

10. 7£ Attach Policy ( Bt NSRES ) MEMNRFEF , MRIXIERFR Policy Type ( KE&KE ) 1 Customer
Managed ( EFEE ) -

1. RFELIZEM IAM policy , ARAE1ETE Next Step ( FT—F )
12. 4% Create role ( SIBA® ),

© © N ©

BEXAFPNEBNESER , BF5H IAM AFPERTH IAM AP FAEHUKREE IAM policy.

B #4638 A CloudWatch BE

1. B LT MuLiTFF Amazon EC2 #2#1& : https://console.aws.amazon.com/ec2/,
2. i&# Launch Instance ( BE13EH ) .

BREZEERE |, HSREAT Linux 4189 Amazon EC2 A F i8R H R B 31 =41,

3. 7 Step 1: Choose an Amazon Machine Image (AMI) ( &% 1 : i%&3#F Amazon Machine Image
(AMI) ) TTE £ , R EZIH Linux EHIEE | R/F7E Step 2: Choose an Instance Type ( &
B2 EBEHIZER ) WHELE |, % Next: Configure Instance Details ( T —2% : Bt B3 Hi¥ 1S
E)o

#4R Amazon Machine Image (AMI) F‘ @& 7 cloud-inite YL S# Linux AMI JA% Ubuntu 1
RHEL 89 AMI EZEE&=#A1t , B2 CentOS MEA AMI TEERBE=MEBIL. AWS
Marketplace

4. 7£ Step 3: Configure Instance Details ( ¥ 3 : BLEXHIFHMAER ) WHL , 7 1AM role ( IAM
AE ) RFRELEN IAM A,

5. 71 Advanced Details ( 8 RIFHAFEE ) T , AT E| User data ( AFHEE ) BWEH. A
&, B -c MM EE N SN RIEEE XA EREIRZEA

#!/bin/bash
curl https://s3.amazonaws.com/aws-cloudwatch/downloads/latest/awslogs-agent-
setup.py -0

BEAIT : BEIETFE EC2 Linux 24 2 ERE 17
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chmod +x ./awslogs-agent-setup.py
./awslogs-agent-setup.py -n -r us-east-1 -c s3://DOC-EXAMPLE-BUCKET1/my-config-file

6. XIRPIHTEMHMER , RESHRE , R/FERE Launch (B3 )
7. KREEZT-RNAEG , BRiZ4%E CloudWatch 2%l &S AIEN AEEAN AER,

BXEZEER  BSHEE XIEF HER CloudWatch HEHIEE,

PIEAT : AEFIE1T Windows Server 2016 B9 Amazon EC2 32455 A
CloudWatch B &/ @ CloudWatch HE X% B &

® Tip
CIoudWatch SE—INFNGE—RIE , AL EC2 EHIR A RS 255 B EFIEFR. HIE
WA E AR IS — CloudWatch R, BEXEZEE |, iZ R CloudWatch BE Ao
ATHERIFNEEARIBN CloudWatch Logs KE,

AIFIE4T Windows Server 2016 B Amazon EC2 S= I A IBRY CloudWatch BEL
b CloudWatch BE X1 &

ﬁ‘\—ﬂ«}lﬁﬁﬂ LR EEZE 1T Windows Server 2016 BYSEHIBES I B & & IEF CloudWatch A&, BEE
qﬂﬁﬁfﬂ‘iﬁﬁl Systems Manager Run Command., BXEMAEESEZNE LR |, 55 M [ Amazon &
lu \ g'ﬁ:%u'l_&l_ 11-;&%% CIOwaatCho

HRR

o FEURPIEE 4

Bl & JSON X#H T CloudWatch

A Systems Manager 812 IAM &

IRiF Systems Manager B %R &4

IE Internet 5 R PR

£/ Systems Manager 21795 /8 A CloudWatch H&

THRBIEENHF

FUT ROIXHETHBIEEITEN - AWS.EC2.Windows.CloudWatch. json.

BIEAIT : £ Windows Server 2016 £l # A CloudWatch B 18
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i & JSON X AT CloudWatch

&R LA CloudWatch B ER EXHHIEELNERKRBEERES ML AT, QIBEXHHIEEEN
ERENTEAREE 30 2 HHERNATRTK. TRILEF—XE , ERUEREXS LESEH
LB E XX .

HRR

- % 1: BH CloudWatch HE

- R 2 MENATRIAIRE CloudWatch

- FR 3 BEEREANKIE

- R4 BERERF

- IR 5 &RfF JSON RE

S 1 : BA CloudWatch B&

£ JSON MXH-HITRER , ¥ IsEnabled Ky “false” &R “true” :

"IsEnabled": true,

S 2 HEUTRIMIZE CloudWatch

EEEIE. XE, AZEEMMNBERTEZEE, XEXHIEB[H A EKIEREE Lo CloudWatch
gs. ENHERN BERELZITRANME , BAILLAEAN ID HMEEME— ID ( Hlin
“CloudWatchLogs2” 1 CloudWatchLogs “3” ) SAR A& X 15 1Y H {26 2

Bl B iR iE L B EBIEXIE T CloudWatch HE

1. 7E£ JSON ¥ , %l CloudwatchLogs &7

"Id": "CloudWatchLogs",
"FullName":
"AWS.EC2.Windows.CloudWatch.CloudWatchLogsOutput, AWS.EC2.Windows.CloudwWatch",

"Parameters": {
"AccessKey":
"SecretKey":
"Region": "us-east-1",
"LogGroup": "Default-Log-Group",

mnn
4
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"LogStream": "{instance_id}"
iy

FF AccessKey # SecretKey FEREZ, LN FER IAM AEEEREIE,
3 F Region , BRAE@mERLIEAEHENXE (FlI0 us-east-2),
3F LogGroup , BALMBEHNER. WEMETRE #H AN BEL CloudWatchF&E L,

¥IF LogStream , BABFRAER. LLBME R CloudWatch ZHIEH “BEAH" > R BT
t,

o &~ b

WMREM {instance_id} , MAEMIABERT , BERB IR IELEHIH K ID,

MREBIEEN B SR B FEE , Lo CloudWatch gs 2@ BEI RHEBIRZE M. BAUERAXFE
FRFE, MENEE {instance_id}., {hostname} # {ip_address} REMINEAESEXH
ERB

SR 3 MEBBERENKIE

BT LU ES BEHIE,. Windows B4 RER (ETW) SRR H A4 B ZHIEL X E CloudWatch B &,
F Windows B AfEFS4 A EEIEXIZE CloudWatch HE

1. 7£ JSON X#H |, % ApplicationEventLog # %

"Id": "ApplicationEventLog",
"FullName":
"AWS.EC2.Windows.CloudWatch.EventLog.EventLogInputComponent, AWS.EC2.Windows.CloudWatch",
"Parameters": {
"LogName": "Application",
"Levels": "1"

}I
2. XTF Levels , BEELERERRE, AUEENATEZ

- 1-REAHEIRHFEE,
s 2- 12.]:4:5%%5%/%\0
« 4-REEZERHEE
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UL XEEAEE—RE , NEESHRENHER. fll, —MEE3 M LEERERE 1) NE
%i\ﬁ» ( ) E’J{EO _/\@E 7 /|\_t4:§ E—iﬂnﬁ;‘ /I_:\( ) = I:I/\ /I_:\( )*[H_A_,s/\ 4|_,\( ) Elgﬁo

4%&% H /L:\ME& KIJ CloudWatch H =

1. 7€ JSON X#H |, % SecurityEventlLog %,

"Id": "SecurityEventLog",
"FullName":
"AWS.EC2.Windows.CloudWatch.EventLog.EventLogInputComponent, AWS.EC2.Windows.CloudWatch"
"Parameters": {
"LogName": "Security",
"Levels": "7"

}I

2. XF Levels , A7 L EEFIBEE,

FREEH BEBHEXIEE CloudWatch BE&

1. 7£ JSON X#H , ¥ ZF| SystemEventLog EB7

"Id": "SystemEventLog",
"FullName":
"AWS.EC2.Windows.CloudWatch.EventLog.EventLogInputComponent, AWS.EC2.Windows.CloudWatch",
"Parameters": {
"LogName": "System",
"Levels": "7"

}
2. XF Levels , EEELERHRRE, AUEEUNTEZ—:

« 1-REBHEIRER,
s 2- 'fXJ:’ﬁ%ik%;",mo
c 4-REEFEEHEE.
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BRLXEEASE—E , LEESHRENER, flU, —NEE 3N LEABRES 1) NE
EHE (2 WE., —MIE TN LEHRER (1), BEHEE (2 EEHER (4) BE.

HHMRBNELH B EBIEREES CloudWatch B&
1. 7 JSON XfrH | iRtNERER D BNEBD A —MRU M Id,

"Id": "Id-name",
"FullName":
"AWS.EC2.Windows.CloudWatch.EventLog.EventLogInputComponent, AWS.EC2.Windows.CloudWatch",
"Parameters": {
"LogName": "Log-name",
"Levels": "7"

}I
2. NFId, BRAELENBENAF (H120 windowsBackup ) .
3. XF LogName , BRAZE LN AENEH. BAURNTHSRKEBENER.

a. IAEHEER.
b. ESMMBEHKF , %$F Applications and Services Logs ( NARFHERSAE ) o
c. SMENZAZE , REIEER Actions (32E ) . Properties (BH ) »

4. WNTF Levels , BEEELEMERRE, ATUEENATEZ—

- 1-XEEBIRHER,
c 2-NEREBEEHE,
« 4-REEZEFEREE.

BRFXEEAESE—E , LESESHREBNER, Hlm, —NEE 3N N LEABRES 1) NE
EHE 2 NE. M2 7 M EEHRER 1), BEER (2) MIERER (4) WE,

fF Windows BV EH IR EREIE X IZF CloudWatch A&

ETW ( Windows E4RER ) RESHEFHAN BT REFENF  HEARFEARE. 81 ETW #H
AUEFHMELBTERLENSEEEREH. SMI2EBEE-MREEBEUAR-NHSIMEAE.
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1. 7£ JSON X#H |, #E ETW 2

"Id": "ETW",
"FullName":
"AWS.EC2.Windows.CloudWatch.EventLog.EventLogInputComponent, AWS.EC2.Windows.CloudWatch",
"Parameters": {
"LogName": "Microsoft-Windows-WinINet/Analytic",
"Levels": "7"

}I

2. XF LogName , HRAE FEZWBHENE R,
3. XT Levels, EEELEAMNERRE, AUEEATEZ—

- 1-REBHEIRER,
e 2- 1xtf§ikld:|:;‘ /Bho
« 4-NEEERBEE.

BUNRZEEASE—E , LBESTHRBER, fim, —NME2 3 M EEHERES 1) NE
THE 2 HNE. —1MEE 7 M EEHRER 1), BEER (2) MIERER (4) WE,

FEENAE (FAETFXARNBAEXXH ) Ki%EE CloudWatch Logs

1. 7E£ JSON X#+ , ¥ %l CustomLogs #%'

"Id": "CustomlLogs",
"FullName":
"AWS.EC2.Windows.CloudWatch.CustomLog.CustomLogInputComponent, AWS.EC2.Windows.CloudWatch",
"Parameters": {
"LogDirectoryPath": "C:\\CustomLogs\\",
"TimestampFormat": "MM/dd/yyyy HH:mm:ss",
"Encoding": "UTF-8",

"Filter": "",
"CultureName": "en-US",
"TimeZoneKind": "Local",
"LineCount": "5"
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}I

2. XF LogDirectoryPath , A BEEXH LW E6EKRE,

3. XF TimestampFormat , BEAEZEFANNBEEER. EXXEFNENEZEERE , B5H
MSDN E# B E Y B BT A& /TR W,

/A Important
RS SR ESNBETITAEANER , ArBBELAE —1M2ERK,.

4. XF Encoding , BAEFRHNWXHRE (0 UTF-8) . BXZEFMNEMNSIX , S MSDN
+t® Encoding ZKF &,

(® Note
ERARBEN , MAREREM.

5 (H&)XTF Filter , BRABZBHHNR, FUSHRBZAUKEAMENXH. BXXEFENE
HWEZEE , 55 MSDN E#FileSystemWatcherFilter |8 14 £,

6. (A& )X TF CultureName , BARFKIZNEBHWXE ., MR CultureName HZE , MEERIA
& Windows RBIHBIFAEAMNMEERXEBNE. BEXEZEL , 5% MSDN LF-RITHER
R RIEH Language tag ¥,

(® Note
X\ div. div-MV. hu F hu-HU,

7. (W& ) XTF TimeZoneKind , # A Local 5 UTC, AIBLIEBEUHSHEAE BENEBHTEE
MXESNEHNXER, MRESHEE  AELENNEABE RS XEL , M| “ CloudWatch
BE RIARNAHAX, MERABEEERXEE , NZAKLESH,

8. (Hi&)XT LineCount , FEFRKFEATHLGRR BEXM. B, IS BEXHHBILTHE
BHPRA. BALHA 5, RESEE B SR ET =T AR TIRA. £ IS BEXHH | 58
=N BHNNRES , BT ERLARIENABE S CERTREN. Akt , BENEEEL—1T
SKBR B SR MER B &A1 THE — SR A,

IS B EHIEAXIEE CloudWatch B&

1. £ JSON X#H |, % IISLog 5
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{
"Id": "IISLogs",
"FullName":
"AWS.EC2.Windows.CloudWatch.CustomLog.CustomLogInputComponent, AWS.EC2.Windows.CloudWatch",

"Parameters": {
"LogDirectoryPath": "C:\\inetpub\\logs\\LogFiles\\W3SvC1",
"TimestampFormat": "yyyy-MM-dd HH:mm:ss",
"Encoding": "UTF-8",

"Filter": "",
"CultureName": "en-US",
"TimeZoneKind": "UTC",
"LineCount": "5"

+

2. X7F LogDirectoryPath , AN ENM K[IFMEE IS BEFTTER U ( 4la0 C: \inetpub
\logs\LogFiles\W3SVCn) .

(@ Note
N3Z#:F W3C AEER . T IS, NCSA MAE &R,

3. XF TimestampFormat , FRAEFHNNBAEEN, EXIFNENESZER , SR
MSDN &9 8 E Y B e E &R FRFEET,

4. ¥F Encoding , BRAEFEAN XM (Hl10 UTF-8) . BXIEFNENEZEER |, BESH
MSDN t# Encoding 2K F#,

® Note
ERRBEN , MTRERE M.

5. (W% )XTF Filter , BABEEHTNER. FHSHBREZAUGEMEXH. BXIENE
WEZEE , HS MSDN EMFileSystemWatcherFilter & 14+ &,

6. ( ®i )X TF CultureName , BAEFKIZATEIBEA X, R CultureName JZE , NEEKIA
NI& Windows SR HFIAMERAMNMERXIEBMNE. EXXENENEZEER , H5H MSDN £~
BITHEFBHRRED Language tag %l
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@ Note
AX#EE div. div-MV. hu F hu-HU,

7. (W& )XTF TimeZoneKind , #iA Local = UTC, AR BELSHAEHBERBABFLFREE
FXESNEHINXER, MRKSHEZE , HEENHEEFSERXER , Il “ CloudWatch
BE RIANEHANX, IRNEAEHEEITERNXER , MR LLESH,

8. (A& )XTF LineCount , FEFRLFRBRATHRLNRG AEXH, Fltn , 1S BEXHHEBJLFHE
BMFRk, BRI A 5, RESEE A E XA T U#HTIRA. £ IS BEXHH , £
STHEHANEE , EREBRARIENBABEAEXSFZEARTRN. At , BNEBEEL—1T
S2BR B AR LUEXY B &S0 1T HE— 38 8UR B,

SR 4 RERERS

BRBIELBE Flows o PMLMEENNN BIR. fln, BEFEENBE, ETW BEMRLEH
FE &A% CloudWatch B , & (CustomLogs, ETW, SystemEventLog),CloudWatchLogs A iNZE]
ZFlowsEB 4o

/A Warning

ARIMERSFRFE LR, Flan , RERMNTHWEERSR , BXGRBHUE |, WRPRFR
R REHHRMA L

BAFE - NEEXGREFSNEIR. flin , ENNARRBEREFEE CloudwatchLogs %
REMHFHENTR B , H¥F ApplicationEventlLog, (CloudWatchLogs,CloudWatchLogs2)
WHNZE Flows #%

B B TR AR 2 I

1. £ AWS.EC2.Windows.CloudWatch.json X#& , #Zl Flows %

"Flows": {
"Flows": [
"PerformanceCounter,CloudWatch",
"(PerformanceCounter,PerformanceCounter2), CloudWatch2",
"(CustomLogs, ETW, SystemEventlLog),CloudWatchLogs",
"CustomLogs, CloudwWatchLogs2",
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"ApplicationEventLog, (CloudWatchLogs, CloudWatchLogs2)"
]
}

2. XTF Flows , A"MELANSHEIEXRRE (I ApplicationEventLog ) REB#R ( i
CloudwWatchLogs ) »

HP 5 : xf7 JSON AE

W , LETHEE JSON Xt REFZXMH , RXHAABTHEEE - MEOPHXXERERP. &£
XS EEENS RS  FEEAXEXHRR.

A Systems Manager 812 IAM £

£ & fE A Systems Manager Run Command B , EERFIFIUR IAM A&, ZAEME Systems
Manager BEB X KB ITIRIE, BXEZER , 55 AWS Systems Manager AAFEEHNELE
Systems Manager W Z £ A, BXIE IAM SEHMEIMNEXFNES , BSHEERT Windows
S2BIHY) Amazon EC2 AAF1ERM RV IAM & &M EISEHI,

I Systems Manager B9 50 R &4

£ A Systems Manager BT R EES CloudWatch BEMNER 28 , BFRITENEFREEFH LK
RER, BEXEZEL |, 35 AWS Systems Manager A8 Systems Manager B 53R %
#.o

ISUF Internet i B4R

&89 Amazon EC2 Windows BRZ585 355 R 4E & SE 6 400 B A H vk B Bk W i 7] A PR = BE [ & % B &
EHHFE CloudWatch, BXUMAELE BB G RNBRHNEZEL |, 55 Amazon VPC FAFIEREH
BB M,

£/ Systems Manager 1217 /8 A CloudWatch B&

Run Command 2B IRFTEEXFIRE, B LUIEE — Systems Manager X#% , EEE— &35
B, RRE—NEZSNEFLRITE D, EHLH SSMARBARUEGSHIREESNEERA,

f£/H Run Command El& 5 CloudWatch HERIER

1. B AT MuLiTFF Amazon EC2 #2#1& : https://console.aws.amazon.com/ec2/,

2. 15[ https://console.aws.amazon.com/systems-manager/ , 7 SSM ###l &,
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3. TESMEEP , #%F Run Command,

4. %3 Runacommand ( ET—M0H ) o
5. XFaHX , iHik#E AWS-ConfigureCloudWatch,
6

XNFB¥R3Rfl , FIEBRES CloudWatch H U\*EJZE’J%{@J MREFEHHIRPARERIZA , NATEE
KX Run Command BLBEHl, BXEZER |, HSEEA T Windows EHI8 Amazon EC2
FFERK Systems Manager B9 50 R &4

7. XTF Status (7 ) , %$F Enabled (EEH ) -
8. XtF Properties (B ) , BEFIHKMEEZHESHOIEN JSON WA,
9. EEFREEFEHERE Run (E1T).

HATLLTR2FEE Amazon EC2 B#| AP HHHITE
ERFAFEEDTH L

1. ﬁj:%_/rﬁ%o

2. & Output (fH ) &I+,

3. 1&## View Output ( EFHH ) . P FREHNENERBIIMITHER,

PIEALT : AEFIZETT Windows Server 2012 1 Windows Server 2008 &Y
Amazon EC2 3£4im B & k3% CloudWatch B &

® Tip
CloudWatch 83— MNET G —RIE |, ATUUM EC2 SEHI A #h IR SS25 Ut B E M IEHR. RIE
WIRE AR F IS — CloudWatch R, BXEZELR |, 5 CloudWatch HE AT,
ATHNERIHNAEARIBH CloudWatch Logs ﬂ.ii

A= 1T Windows Server 2012 F1 Windows Server 2008 #J Amazon EC2 3=4l[@ B &
k& 3% CloudWatch H&

FERLLT S BRFEIZST Windows Server 2012 F1 Windows Server 2008 BISEHlgE% S A B & E R
CloudWatch H&,
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RAriEmE

TERBIEENHF

FFLAT R JSSON X THEIEHITENL : AWS.EC2.Windows.CloudWatch.json, BFHEFES

PR Ym 1% 3 A o

Bt & JSON X#HA T CloudWatch

&AL CloudWatch B3 # JSON B ENHHIEELANERERBAEZERIEZME L, IR HH
EEENEFNIETREER 30 7 HHERMETRTR. TRIEES—RG , BT UERASRH L

ESFEALREENH,

HRR

- $%, 1. BH CloudWatch HE&

« PR 2 BEATEIAIRE CloudWatch
- SRI: MEERENHKE

- R4 BERERS

FB, 1 : BHA CloudWatch A&

1£ JSON X HHITRER , ¥ IsEnabled Ky“false” &R “true” :

"IsEnabled": true,

SB 2 BELATZIMMIZE CloudWatch

EEXIE, X8, BSEEHRNBETRGAZR,. XEXFIEBR B SHITERZEE Lo CloudWatch

gs. ENMERN BERELAZBTRANME , BAIAREAN ID HMEEHE— ID ( Hlan
“CloudWatchLogs2” # CloudWatchLogs “3” ) AR R EXiZ# EttE 0.

Bl B iR B LR B SBIE REE CloudWatch BE

1. £ JSON X#H |, % CloudwatchLogs 5,

"Id": "CloudWatchLogs",
"FullName":
"AWS.EC2.Windows.CloudWatch.CloudWatchLogsOutput, AWS.EC2.Windows.CloudWatch",
"Parameters": {
"AccessKey":

AT : £ Windows Server 2012 Hl Windows Server 2008 325 £ £ CloudWatch H#&

29
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"SecretKey": "",

"Region": "us-east-1",
"LogGroup": "Default-Log-Group",
"LogStream": "{instance_id}"

iy

& AccessKey M SecretKey FREZ, BFEA IAM SEEERKIL,
XF Region , BAEMER KX BERENXE ( Hl0 us-east-2),
XF LogGroup , BALHWHEHANEN. LBEMETRE BHENBEA CloudWatchERF L.

F LogStream , BABRBER. LBEMRERAE CloudWatch ##H &K “BEA" > R RE
t,

o & 0N

WMBMER {instance_id} , MERIANBERT , BERBHRIZEZHH=4] ID,

MR EIEEN BEREBHIETERE |, Lo CloudWatch gs 2 BEZ N ERIBZE . BALMERXF
FRFER, MENETE {instance_id}. {hostname} M {ip_address} HRENIWAEESENLH
EREB o

PRI BEERENBE
A LU B EEIE,. Windows B4IRER (ETW) BIEMH A4 B E8E £ 3% F) CloudWatch B &,
& Windows N AREFEH B EEE AXIEZ CloudWatch BE&

1. 7£ JSON X#+ |, % ApplicationEventLog # %

"Id": "ApplicationEventLog",
"FullName":
"AWS.EC2.Windows.CloudWatch.EventLog.EventLogInputComponent, AWS.EC2.Windows.CloudWatch",
"Parameters": {
"LogName": "Application",
"Levels": "1"

}I
2. XTF Levels , BEELERERRE, AUEENATEZ—

« 1-REEHERHER
« 2-REEBBEEHEE
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ERHEE (1)

—NaE 3 NMNLEEHER

I
= I:| lﬁ %\ (2) $u1l=|/|_,\/ B (ll-) E’J{Eo

Amazon CloudWatch BH&

- 4-REEEEHER
£, NaeSME E!E’J“ﬁ,w filgn

AR E A A —
£HE (2) WE. —MEE TP LEBRHE (1),

Il_'\

2l CloudWatch B
Vi

N&4£ BEREL]
£ JSON X #H |, # % SecurityEventLog £B%

1.

"SecurityEventLog",
"AWS.EC2.Windows.CloudWatch.EventLog.EventLogInputComponent, AWS.EC2.Windows.CloudWatch"

{
"Id":
"FullName":
"Parameters": {
"LogName": "Security'
"Levels": "7"

}I
F Levels , BA 7 AEEFBHEE,

2.
‘kf'%xa}b%#f’ H /u\ﬁjﬁk KIJ CloudWatch H&
f£ JSON X ## , ¥ % SystemEventLog %

1.
"AWS.EC2.Windows.CloudWatch.EventLog.EventLogInputComponent, AWS.EC2.Windows.CloudWatch"

"SystemEventLog

{
IlIdIl:
"FullName":
"Parameters": {
"LogName": "System"
"Levels": "7"
}
},
EBEELEAEERXRE, JUEEUATEZ—

2. XNF Levels
« 1-NEEREREE,
« 2-REBREBEHEE,
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« 4-RNEEFEEHEE

BRFIXEEASE—E , LSESHRENER, HlU, —NEE 3N N LEABRES 1) NE
EHE 2 HNE. M2 7 M EEHIRER 1), BEER (2) MIERER (4) WE.

FEMERNWEH B EHITEXIEZF CloudWatch BE&

1. #£ JSON X#H |, R E 2. SNED L8 — MR Id,

"Id": "Id-name",
"FullName":
"AWS.EC2.Windows.CloudWatch.EventLog.EventLogInputComponent, AWS.EC2.Windows.CloudWatch",

"Parameters": {
"LogName": "Log-name",
"Levels": "7"

},

2. XWFId, BRAELEAWBLENAR (620 WwindowsBackup )
3. XTF LogName , HRAZELEZHNBEN B BALURN TS RKE AENER.

a. TRABH/EER
b. HESMBEHT , & Applications and Services Logs ( NFARRFMEZEE ) o
c. SMENZAZE , REIEER Actions (324E ) . Properties (B )

4. WTF Levels , BEEELEMERERE, ATUEENATEZ—

e 1- 'fX_I:’H%"E BE/E /Brho
c 2-NEREEHE,
« 4-XREEEFEEHEHE,

BRI EEASE R , L8 SHRENER. 1’5|JZIEI —MNEEINLEHEREE 1) ME
%fﬁ? ( ) E’JEO _AE’,? 7 /I\J:%}fﬁli/ﬁ ( )\ BE5H ( )ﬂ”n m/ﬁ ( ) E’gﬁo

R AT : £ Windows Server 2012 &1 Windows Server 2008 3245l £/ CloudWatch B & 32



Amazon CloudWatch B & AriEE

fF Windows B EH IR EREIE X IZF CloudWatch B &

ETW ( Windows E#RER ) BEHESREFMY BFRCFNG  HNARFEARE. 81 ETW #H
AUEFHNELAT ERLKENSEFEERZH. SMI2EBEF - MREEUAR-IHSMERAE.

1. 7£ JSON X#H |, #RE ETW H 5

"Id": "ETW",
"FullName":
"AWS.EC2.Windows.CloudWatch.EventLog.EventLogInputComponent, AWS.EC2.Windows.CloudWatch",
"Parameters": {
"LogName": "Microsoft-Windows-WinINet/Analytic",
"Levels": "7"

}I

2. XTF LogName , HRAE L&A BEMNEWR,
3. XTF Levels, EEELRZWEERE, AAUBEEUATEZ—

« 1-NEERIRBE.
® 2 - 12.]:4:5%%5%/%\0
« 4-REEBEEHEER.

BRXEEASE—E , LESSMREMNER. {ﬁJZZD —MNEE 3INLERRES (1) ME
THE (2) WE. — M8 7N NEEBREER (1), BEHE (2 MERHEE (4) WE,

FMEENAE (FAETFXARNBAEXXH ) KiEE CloudWatch Logs

1. 7£ JSON X ¥ |, #ZF| CustomLogs ZB7

"Id": "CustomlLogs",
"FullName":
"AWS.EC2.Windows.CloudWatch.CustomLog.CustomLogInputComponent, AWS.EC2.Windows.CloudWatch",
"Parameters": {
"LogDirectoryPath": "C:\\CustomLogs\\",
"TimestampFormat": "MM/dd/yyyy HH:mm:ss",
"Encoding": "UTF-8",
"Filter": "",
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"CultureName": "en-US",
"TimeZoneKind": "Local",
"LineCount": "5"

}I

2. ¥F LogDirectoryPath , A BEIELH LM E6EERE,

3. XTF TimestampFormat , BRAZBFEANVNEEBER, BXIENENEZER , ESH
MSDN t# B & X B BRI B B 48 X F £F R E /0,

/A Important
BREBZXGMAEBNBEITHALEGNAS , BNRABESAE -2

4. FF Encoding , BRAEFANXHREDE (HlI0 UTF-8) . BXZENENEZEER |, BESH
MSDN E#) Encoding 3£ E#,

(® Note
ERARBER , MARETRE.

5. (W% )XTF Filter , BABEEHTNER. FHSHBREZANGEMEXH. BXIENE
WEZEE |, FSE MSDN EMFileSystemWatcherFilter & 1 &,

6. (A% ) XTF CultureName , BARFKZNBEBHHWXE, MR CultureName HZE , MEERIA
A& Windows RIS AFIEAMNMERKENVE. BXXENENESZEES , B3 MSDN £~
BT EBHREMN Language tag ¥,

@ Note
AX#EE div, div-MV., hu # hu-HU,

7. (W& ) XF TimeZoneKind , #A Local 5 UTC, AIBLRESHUE AEREBHTEE
NXEENEHNXELR. MRLSHEZE , A HENNABTIENXEL , I “ CloudWatch
BE RN AN X, IRNEABESTENXEE , WRAKILSH,

8. (Hi&)XT LineCount , FEFRKFEATHLRR BEXM. Hlan, IS BEXHHEBILTFHE
BIRARK. B A 5, RESRENAEXHFFRAR BT =TT IR, & IS BEXHH | 58
=N BHNNES , ETERLARIENBABE SN CEHRETREN. Akt , BENEEEL—1T
SKER B S BIEAERN B X HATHE— B S0R 5.
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IS B EHIEAXIEZE CloudWatch B&

1. £ JSON X#F |, %) IISLog E5 .

"Id": "IISLogs",
"FullName":
"AWS.EC2.Windows.CloudWatch.CustomLog.CustomLogInputComponent, AWS.EC2.Windows.CloudWatch",
"Parameters": {
"LogDirectoryPath": "C:\\inetpub\\logs\\LogFiles\\W3SvC1",
"TimestampFormat": "yyyy-MM-dd HH:mm:ss",
"Encoding": "UTF-8",

"Filter": "",
"CultureName": "en-US",
"TimeZoneKind": "UTC",
"LineCount": "5"

iy

2. XF LogDirectoryPath , AN RN QFMHE IS BEPIEMN XX ( HlE0 C:\inetpub
\logs\LogFiles\W3SVCn) .

(® Note
X3 #F W3C BEER. 328 IS, NCSA MBE XK,

3. XF TimestampFormat , FRBAEFHNNBAEEN, EXIFNENESZER , SR
MSDN E#9 8 E Y B EFefE &R F/AFEET,

4. XNF Encoding , BAEFERHN X444 (a1 UTF-8) . BXZFNENEZER , BSH
MSDN E#) Encoding 3 E#,

® Note
ERRBEN , MTRERE M.

5. (W& )XNTF Filter , BRABEBMHEIER. FUHSHBREZQUERAMEXH. BXXENE
MWEZER , 55K MSDN EHFileSystemWatcherFilter J& 14 E &,

6. (A% )X F CultureName , BALRFZMNBEENXH, MR CultureName JZE , NI EEKIA
NI& Windows RIS FIAMERAMNMERXIEBME. BXxXFHFNENEZEER , H5H MSDN £~
BITHEFHRRED Language tag Fl,
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@ Note
AX#EE div. div-MV. hu F hu-HU,

7. (W& )XTF TimeZoneKind , #iA Local = UTC, AR BELSHAEHBERBABFLFREE
FXESNEHINXER, MRKSHEZE , HEENHEEFSERXER , Il “ CloudWatch
BE RIANEHANX, IRNEAEHEEITERNXER , MR LLESH,

8. (A& )XTF LineCount , FEFRLFRBRATHRLNRG AEXH, Fltn , 1S BEXHHEBJLFHE
BMFRk, BRI A 5, RESEE A E XA T U#HTIRA. £ IS BEXHH , £
STHEHANEE , EREBRARIENBABEAEXSFZEARTRN. At , BNEBEEL—1T
S2BR B AR LUEXY B &S0 1T HE— 38 8UR B,

SR 4 RERERS

BRBIELBE Flows o PMLMEENNN BIR. fln, BEFEENBE, ETW BEMRLEH
FE &A% CloudWatch B , & (CustomLogs, ETW, SystemEventLog),CloudWatchLogs A iNZE]
ZFlowsEB 4o

/A Warning

ARIMERSFRFE LR, Flan , RERMNTHWEERSR , BXGRBHUE |, WRPRFR
R REHHRMA L

BAFE - NEEXGREFSNEIR. flin , ENNARRBEREFEE CloudwatchLogs %
REMHFHENTR B , H¥F ApplicationEventlLog, (CloudWatchLogs,CloudWatchLogs2)
WHNZE Flows #%

B B TR AR 2 I

1. £ AWS.EC2.Windows.CloudWatch.json X#& , #Zl Flows %

"Flows": {
"Flows": [
"PerformanceCounter,CloudWatch",
"(PerformanceCounter,PerformanceCounter2), CloudWatch2",
"(CustomLogs, ETW, SystemEventlLog),CloudWatchLogs",
"CustomLogs, CloudwWatchLogs2",

R AT : £ Windows Server 2012 &1 Windows Server 2008 3245l £/ CloudWatch B & 36
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"ApplicationEventLog, (CloudWatchLogs, CloudWatchLogs2)"
]
}

2. XF Flows , AIELEHNESFEIEXRE (Hln ApplicationEventlLog ) REB#r ( Hla0
CloudWatchLogs ) »

I , BETHKmE JSON X, BRERENSRTFATE,
B izRE

E Y1217 Windows Server 2012 8 Windows Server 2008 B Amazon EC2 34l H & &%
CloudWatch B , 5 A ec2Config BR% (. EC2Config.exe)EBHIEHIR EH EC2Config 4.0
RESHRAFEEAUSEARERE, BXxEARHRAN EC2Config WEZEER , BZH CEAT
Windows 32|89 CloudWatchYE 5 EC2 A F$ERI) HHY “(FF ec2Config 3.x T E FMRAH1THEE”

CloudWatch £/ ec2Config 4.x #{TH &

1. RESENSENEREN AWS.EC2.Windows.CloudWatch. json XK &mIB, AXEFEFE
BOM By UTF-8 4Rf3. AREIFXHRIFETE Windows Server 2008 - 2012 R2 3£ 4] LU R TR
A : C:\Program Files\Amazon\SSM\Plugins\awsCloudWatch\,

2. A Windows FRF 2 HIERHEA LT PowerShell s S BaIHEF /B3N SSM K
(AmazonSSMAgent.exe) :

PS C:\> Restart-Service AmazonSSMAgent

SSMREEHBE , CaRMBEBEXHHE B LI ITER. CloudWatch 1R EE kA th i (&
XHEFHNSHAIZE , NHMEHEE SSM Agent SREEREKR, BEEAH| LK CloudWatch £
B, HEEHIsEnabledE R EXHfalse N EREFEEREXHF,

PRIEAIT : £ AWS OpsWorks Hl Chef Z%= CloudWatch Logs X

A A& % CloudWatch AEREHFEAE =5 RS AWS OpsWorks MI=EMZEH Bz TEM
Chef B ZBEHR. Chef FABA" ( REN'BRA ATEUHENFREMNEERY ) N HAR (ES
MEES ) KINTHEEN KK I ETS. BXESEE , HSH Chef,

THERK Chef B 77 RIS RAMAER EC2 KpHPKE—PMAEX, BAHERBEMAERETE ,
RPN ENBRERSREN. BRRSNMNAEXM  BFEY BES , LRSI EEANMBE

be
Nlbo
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SE1 . AEEENEA

BIEBFMEERTFHEHNEIE, AWS OpsWorks X Git #] Subversion , & RAILATE Amazon S3 #
R, AWS OpsWorks AAFIER LA P EMER SN ENHABFEENEWHTTIHHA. A
TREMRIREBA$E N logs. install.rb B5 AT L% Logs R CloudWatch » fREEAIA TR RIER
£ (CloudWatchLogs-Cookbooks.zip).

BBEISUTRB, BN metadata.rb I -

#metadata.rb

name 'logs'
version '0.0.1"'

#12 CloudWatch BE&EEE X4 :

#config.rb

template "/tmp/cwlogs.cfg" do
cookbook "logs"
source "cwlogs.cfg.erb"
owner "root"
group "root"
mode 0644

end

TEHLE CloudWatch BERIE -

# install.rb

directory "/opt/aws/cloudwatch" do
recursive true
end

remote_file "/opt/aws/cloudwatch/awslogs-agent-setup.py" do

source "https://s3.amazonaws.com/aws-cloudwatch/downloads/latest/awslogs-agent-
setup.py"

mode "@755"
end

execute "Install CloudWatch Logs agent" do
command "/opt/aws/cloudwatch/awslogs-agent-setup.py -n -r region -c /tmp/cwlogs.cfg"
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RAriEmE

not_if { system "pgrep -f aws-logs-agent-setup" }

end

(® Note

ELENROS  FRUATE—RABER4# : us-east-1, us-west-1, us-west-2, ap-
south-1, ap-northeast-2, ap-southeast-1. ap-southeast-2, ap-northeast-1, eu-

central-1. eu-west-1 = sa-east-1,

MRREBELZELRW , HRELAR python-dev BFEERE, MRRLE ,

ERAERE

sudo apt-get -y install python-dev

BEAUNTSHS , RE

LEBEL S A cwlogs.cfg.erb BRI AF , WA REZXFAEETRENE , MEXN L HFiEK AR,

BXRZXLEEMNEZEER , 2 CloudWatch Logs REZE,

[general]

# Path to the AWSLogs agent's state file. Agent uses this file to maintain

# client side state across its executions.
state_file = /var/awslogs/state/agent-state

## Each log file is defined in its own section. The section name doesn't

## matter as long as its unique within this file.

#
#[kern.log]
#

## Path of log file for the agent to monitor and upload.

#

#file = /var/log/kern.log

#

## Name of the destination log group.
#

#log_group_name = kern.log

#

## Name of the destination log stream.

#
#log_stream_name = {instance_id}
#

PIEATT : EHZEE AWS OpsWorks
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## Format specifier for timestamp parsing.
#

#tdatetime_format = %b %d %H:%M:%S

#

#

[<%= node[:opsworks][:stack][:name] %>]

datetime_format = [%Y-%m-%d %H:%M:%S]

log_group_name = <%= node[:opsworks][:stack][:name].gsub("' ','_') %>
file = <%= node[:cwlogs][:logfile] %>

log_stream_name = <%= node[:opsworks][:instance][:hostname] %>

ZEMRES 5| AHREENEE JSON FHHNEMREHREHREENE. cwlogs AR
default.rb B30 (logs/attributes/default.rb) EX A FIEEEICFZN XHHE M.

default[:cwlogs][:logfile] = '/var/log/aws/opsworks/opsworks-agent.statistics.log'

SR 2 . BlE AWS OpsWorks etk

$TFF AWS OpsWorks #2#I1& , Pt https://console.aws.amazon.com/opsworks/o
f£OpsWorks #EHIER £ , EFR RN LA AWS OpsWorks #4% .

1£ Add stack ( Atk ) BB L |, %48 Chef 11 stack ( Chef 11 3% ) 6

¥} F Stack name ( #®RBEH ) , BA—NEWR.

¥ F Use custom Chef Cookbooks ( EEA BENX Chef HEAF ) , EE Yes (R ) »

¥t F Repository type ( FEEXE ) , BREEANEEEFERE, MREFEH LRRA |, FiEEFE
Http Archive ( Http 1H#4 )

7. ¥7F Repository URL ( FFE URL ) , AR TE#IESRIPIBZNGBRNFEE. R
EFEH LRRA , B#H A https://s3.amazonaws.com/aws-cloudwatch/downloads/
CloudWatchLogs-Cookbooks.zip,

1% Add Stack ( AR ) B2 MK,

o g k~ w0 DN =

©

SB]3 T REN IAM B&
EJ¥ CloudWatch HEA FEH AWS OpsWorks k4| , BEET RZHNEFIERAN IAM B,

1. 38X https://console.aws.amazon.com/iam/ ITF IAM 2 H| &,

2. TESMBEES , E$F Policies ( Kk ) FCreate Policy ( IZ2FKEE ) .
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3. £ Create Policy ( BIZ23 1 ) TWE L# Create Your Own Policy ( SI2EEC R ) T, &
Select (& ), AXBGIEBAENEMNEZEL , HSHEAT Linux X4l Amazon EC2 A
FEREFH Amazon EC2 IAM policy.

4. 7£ Review Policy ( E& %R ) WE L , 7 Policy Name ( REEE ) BAKBRI B,
5. ¥TF Policy Document ( SREE3X#Y ) , #MELATREE -

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [
"logs:CreatelLogGroup",
"logs:CreatelLogStream",
"logs:PutLogEvents",
"logs:DescribelLogStreams"

1,
"Resource": [
"arn:aws:logs:*:*:*"
]
}
]
}

6. i%#%F Create Policy ( IR ) .

7. ESMBERT , EFAC K AEEARBERTHNABENT , £HF AWS OpsWorks HL AR
KB ABHEN. EHKRES , TUFIHKREANAE (HMIABEHN aws-opsworks-ec2-

role, )

@ Note
EEABEN , MARIEPEEE,

8. 1E Permissions ( &XBR ) B FH Managed Policies ( JEE KBS ) T , £$F Attach Policy ( M Nz
B ) o

9. £ Attach Policy ( M INSREE ) TWEAIRIRA ( Filter ( TRIESRM ) M Search (#ER ) Fih ) &, &
£ Policy Type ( Z#& A ) A1 Customer Managed Policies ( B L E XKL ) o

10. X} FCustomer Managed Policies ( &£ E R ) , EFEEZ LELIEN IAM policy , RFERE
Attach Policy ( Mt hnZRE ) .
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BXRAPNERBNEZESR , B5H IAM AFERTH IAM A AR EE IAM policy.

S 4 RNINE

1. FTF AWS OpsWorks ###|& , ity https://console.aws.amazon.com/opsworks/o
ESMERLP , & Layers (F ) o

ERBREBRSP , BE—E , R/FIEE Add layer ( IR ) o
EOpsWorksitI+ £ , W F ‘EERE" , &F “BEX .

3¥F Name ( % ) M Short name ( BE# ) FB& , RARNKBMMERS , AFEE Add
layer ( AIE ) o

6. EBE EMFLHN BENHTRE T, BN NSETAREHENNNRE  RE, &
2., B, BUEZPBMK<MA., AWS OpsWorks AWS OpsWorks #ELFI4E B R IX LB R
MEIXLES  NMETHEXHE S,

o > oD

® Note

MR ERIRBART N , B 7E Custom Chef Recipes ( HENX ChefBit5 ) T , &
edit ( ﬁ;ﬁ ) o

7. 1E Setup (R ) EH A logs::config, logs:install , &% + FERNMEF|I RS | REIEE
Save ( R7F ) o

AWS OpsWorks EXHIBz1 5 , YEEZEFNENHZA LE1TIE S,

SR 5 NSl
B NARERS., NELREN —LROR MR BB TN,

1. $TFF AWS OpsWorks ###|& , ML) hitps://console.aws.amazon.com/opsworks/o

2. HESMBEHKP , %&F Instances ( E61 ) , AFELMNETEFE + Instance (+ EH61 )
3. EZRINRE , AEIEE Add Instance ( ARSI ) |, LUFZSEFIRINEE,

4. TEIZITHY Actions (184E ) s , & start ( B3) ) AB311%3RHl,

AWS OpsWorks 2z ##) EC2 KBl HEL & CloudWatch B&. ERBIRE T , RSB R R B
Mo
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THRo: EFLZNAERE

RIEBZIT—ERETEGE , BR1Z47E CloudWatch =4 A P EZFHAEMN A EHFM B ETR.

BXREZER , FHHEERESE BEH CloudWatch HEHIE.

R CloudWatch Logs REIRZA

EAUTIREREER EC2 X6l £ CloudWatch B EAERIRES.
REREBRS

1. EEIEH EC2 K6l, BXRESZEE , FSHERT Linux XM Amazon EC2 R e RYE
B2 ERE B,

BXEERNENELER , BSEERAT Linux 24618 Amazon EC2 B IER Y HERR IE 25241
HY =
2. EHSRREOD  BAUTHS :

sudo service awslogs status
MRIEIZITHIR Amazon Linux 2 , FEBAUTH S :

sudo service awslogsd status

3. KE /var/log/awslogs.log X 2B FEEMHEIR. BEHZ CloudWatch BERIE R,

Bz CloudWatch BE&EHE

MRIEH CloudWatch EC2 3Rf| LAY Logs REERRFRFEED , RELFELTRE , MATLUE

RUTEREHRE,

R E

1. EEIEH EC2 Xhl. BXRESZER , WSMEM T Linux KK Amazon EC2 A BRI RYIE
S BN

BXREENBENESFEER , BSHERT Linux XK Amazon EC2 B 8™ F M HEERIEESLH
Y EE
2. EwTRTEAQP, BAUTHS :
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sudo service awslogs start
MRFIZITHIR Amazon Linux 2 , FEAUTHE :

sudo service awslogsd start

{Z1t CloudWatch HERE
FERAUTIREELN EC2 =44 E CloudWatch fZ1E Logs R,
FIERE

1. ERIEH EC2 K6l, BXEZER , BSHERT Linux XfIH Amazon EC2 AP IERHHIE
BRI EH SR,

BXEENBNESER , HSMERT Linux 324618 Amazon EC2 AP i8R R HERRIE 1241
BB,
2. EWPRREOD  BAUTHS

sudo service awslogs stop
MR FIZITHR Amazon Linux 2 , FRALUTHS :

sudo service awslogsd stop

RIEA[T : AWS CloudFormation B FF#EEH CloudWatch B &

AWS CloudFormation £4&8E% LA JSON & X #ERME BB/ AWS iR, XM 5 AN R SIEES
—4H AWS BRERN —NERHTERE , F BB E X E FIER AWS FiR.

AWS fE B &t AWS CloudFormation , &I ABI 2R EFEHH AWS RRNER. LT REI2—
MERRIBE , SRIB—NBEAF—NMERHIER |, TSI 404 NEH | HFITTBEAERAE
4,

"WebServerLogGroup": {
"Type": "AWS::Logs::LogGroup",
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"Properties": {
"RetentionInDays": 7

iy

"4Q4MetricFilter": {
"Type": "AWS::Logs::MetricFilter",
"Properties": {
"LogGroupName": {
"Ref": "WebServerLogGroup"
},
"FilterPattern": "[ip, identity, user_id, timestamp, request, status_code =
4Q4, size, ...]",
"MetricTransformations": [

{
"MetricValue": "1",
"MetricNamespace": "test/404s",
"MetricName": "test40@4Count"

}

XE—NEXRH, BAIEREBEFEEMN CloudWatch BEEZFZ AWS CloudFormation, &
XERRHNEZEL |, iHSFEAWS CloudFormation FAFIEE R H Amazon CloudWatch B&
iR R, BXRARERANEZEER |, 555 AWS CloudFormation B8R FFIBEHR AWS

CloudFormation,

RIEAIT AWS CloudFormation
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RAriEmE

£ AWS SDK A £ CloudWatch B &

AWS B#HFF R EH (SDK) FRATUSRITHREES . SMRAITRTESHREME AP, KB REIH
X, EFRARESERMUEERESHENARR,

HHEFRIEIHY

AWS SDK for C++

AWS SDK for Go

AWS SDK for Java

AWS SDK for JavaScript

AWS SDK for Kotlin

AWS SDK for .NET

AWS SDK for PHP

AWS SDK for Python (Boto3)

AWS SDK for Ruby

AWS SDK for Rust

ERATF SAP ABAP £ AWS SDK

AWS SDK for Swift

BXHEZET CloudWatch BERRA , &

© FEITRAE

(BTt

AWS SDK for C++ X8 R4l

AWS SDK for Go X% =45l

AWS SDK for Java 1%%2 ;= 5l

AWS SDK for JavaScript X5 R4l

AWS SDK for Kotlin 18%3 74

AWS SDK for .NET X3 =4l

AWS SDK for PHP X% =451

AWS SDK for Python (Boto3) X3 =4l

AWS SDK for Ruby X% =l

AWS SDK for Rust 1X#5 =4l

EATF SAP ABAP #9 AWS SDK X3 7=l

AWS SDK for Swift {X#5 R4l

ZF#E A AWS SDK # CloudWatch B &I RH,

BARAMENAR ? B R I U E R 3R AR B 8 5 E RS R A,

46


https://docs.aws.amazon.com/sdk-for-cpp
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/cpp
https://docs.aws.amazon.com/sdk-for-go
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/gov2
https://docs.aws.amazon.com/sdk-for-java
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/javav2
https://docs.aws.amazon.com/sdk-for-javascript
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/javascriptv3
https://docs.aws.amazon.com/sdk-for-kotlin
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/kotlin
https://docs.aws.amazon.com/sdk-for-net
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/dotnetv3
https://docs.aws.amazon.com/sdk-for-php
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/php
https://docs.aws.amazon.com/pythonsdk
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/python
https://docs.aws.amazon.com/sdk-for-ruby
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/ruby
https://docs.aws.amazon.com/sdk-for-rust
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/rust_dev_preview
https://docs.aws.amazon.com/sdk-for-sapabap
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A “BENLRE 947 CloudWatch B EZhiE

CloudWatch Logs Insights &89 7 Amazon Logs F AR B A RE R M2 EH CloudWatch H
FHE. SBUNUBTEANSHEES N MAIRERE, MREAEB , LATLAERA CloudWatch
Logs Insights KiIRBIEEREHRKIESHBENEERF.

CloudWatch Logs Insights @fF—f & THENERES , HP 85 - LH2{EINEERANT D,
CloudWatch Logs Insights {2t RHIEW, oHER, EWENTRMAZFEREI , UBBEAT.
ROIEEF R LR E AWS RS AE

CloudWatch Logs Insights & B3 &3 Amazon Route 53, AWS Lambda AWS CloudTrail, #
Amazon VPC & AWS IRSFM BEHFNFER , UREML JSON FERRZAEEHNNARFREE
X BZFE

& LAME A Lo CloudWatch gs Insights # 3R 2018 £ 11 B 5 B2 /F 4% % Logs B CloudWatch
HEHE,

MREBFHKFIRE N CloudWatch B - AT ERMEUEIRIK =, T A] BARY &% W 12 0k 7= 5 B B R Ik P
F# CloudWatch BHEHIETT Logs Insights Eifl, BAILLEIT—NENH , TN TFAEKFAFHZAH
AEA, BXEZEL , 50 CloudWatch BIK B 4,

BAMERATUERNES 50 NEEH, MREWAKRE 60 7HNTHK , NalErt, EWERET7 RAT
Ao

AR EFEQENEN. XTUUBHEEZTENSITERNER , MEFEBRBEZTE/REBERC
#Zefl.

CloudWatch Logs Insights EHBEE RN HRFEEWETH. BXEZEL , 55 Amazon
CloudWatch E#'.

/A Important
MREHMEZRLE T R VFER Web 37 |, MEB T AR CloudWatch 2] &Y
CloudWatch Logs Insights #4. &AILUEN API £/ CloudWatch BEN#&EiHIhEE, X
E%{EE , 121 Amazon CloudWatch A& APl 2% StartQueryF#,
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o A BERHE

- IHENEENRINFER

+ CloudWatch HENBERIEE

- RHIER

- EEEH AL B EEE

« REHEHIZIT Logs Insig CloudWatch hts Zif]

- FERFMNBZFIERRS HERE

s EEFEETHNERNREARLIER

. FAMZREIRLE R AWS Key Management Service

Al ERHE

LTF&HEERHERHE , ARBEFBER L CloudWatch ogs Insights,
£

- BE . BINERRHER

- BE  FAREHBETEN

< BiE  STAERERSFRIEN RN ER

s BE  ETEANEFI AL ER

HE  BTHNERRAIESR

J«J\Tﬂ&_fﬁﬁﬂbmﬁﬁéﬁﬁﬁ Log CloudWatch s Insights, #ZZ1TRIEWH , AEEF NS HNHAER
Z1TE,

BEETEN, !f& MELZEBEFEME T CloudWatch Bi&. HIRESZLXEE A CloudWatch BE |
HECKLRETHTHEMAER , WAILFHRERAT. MREFERE I AWS CloudTrailAmazon
Route 53 =% Amazon VPC 2ZEHERS , HEESFHXLERSFH El,uaﬁ%j]ﬁ)\ BE& , WAIREE4LE
CloudWatch B#&. B[ Logs 4% CloudWatch A& EZE LR , H2 M CloudWatch HE AT,

L CloudWatch ogs Insights FEHEBEALIRE —HAXE BEEHNFER , BELAREX HEEHRITH
BERERHMBRENLER, AHBERT —1MNEH , ZEHREEZHN B ESHIIR,

Al ERHRE 48
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E1TRBIER

11T L CloudWatch ogs Insights ‘Rl Zif]

—

$TFF CloudWatch ##|#& , Pt https://console.aws.amazon.com/cloudwatch/o
ESMBERKT , %3F Logs ( BE ) , AF%$F Logs Insights ( BHEEE ) o

N

£ Logs Insights ( BETAER ) TH , EHRERITS —MHRIAER , ©FHRE 20 MNRIENBESE
%,

3. 7 Selectlog group(s) (EFEBEH ) ETHEESF | EEETAN—IMHSMEEL,

WMRIXZ CloudWatch B/~ AT MR MEIRIKF |, W AT BAERK P MR~ iR AEA, &
MNEAUERERRBETEKSH B E,

BT E BEA BT, K/ ID KA FRETRIE B EL.

LBRER AEAR , CloudWatch Logs Insights 2 BRI ZAFHNHEFZR, EEEFXLEER
FINFE , BB EA LAY Fields ( £ ) &,

4. (W% ) SEAATEERiEFESSERESHRAE .

AT LU 5 B 30 HEvERE ; 1. 3 F 12 /D etERE ; SEBENEESERE,
5. %&#FE Run (EB1T) UAEBEBLER,

EXRHREF , FRIFE 20 MRILA M B ES4.

CloudWatch BEER—BREFEAN B SEH BEEHNFTE, ZFFEERASAFEERNE
EEEENEADHIER , MARXNERAPERHES.

6. EERRENEEZEMHNAMEFZR , FRARRSEHENN =B TR,

ERblER
EAHERS , SREIRHIEHAE R 50 MRETH B EEHF,
MREH KRBT E—BE , BUNET. AEEF BT —HELEROUE,

@ Note

L CloudWatch ogs Insights RN — L RGIEHFEAheadHtailin TR B Limit, XLkap
THEHEARAACERN linit,. EEAWNFAEERPEMA 1limit MIF head = tail,
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{2 “ CloudWatch BELfE” REIEH

1. EERRERSRT , 20 EXN 50, RFIEHE Run (1E1T) o
ETRHFEBRNER, RRERUNECEERNBTATEEBHEYE , WIREFSIH 50 MEE
.

2. (Hik) BAUREECENER, BERFLIER , BiLE Save (R1F) . BXESZEL , S
R FHEFZ1T Logs Insig CloudWatch hts &if,

R o A INEN RO EH

FYBRUANAEENRBRFINEARTERRNER. EXAHEF , ERETRRNBAESEHFH
ENFRIEE L - IMNEANER

MREHRSTHENHE , BUNET, SHETHRTI —HEERNULE,
RTRIE e TR INE 5 — &

1. BEERENFR, EEEIE 15 28K CloudWatch BEEFIE R SAP I EN AEEHHK
NENFRERLFER , UREBNMNZRENEXEATEAFTNEDL , FEEREANNFR,

=
EEERERTEHTESNFER , FEBRZITEMNER.
awsRegion ZERAIRERE R ELHN AEEHH , EARRT BEFHNENF. X TAHENHERE
7, HAOVERM awsRegion FRTFERFER , BMREZFERATH , MERMEREFE,

2. HEWRBEHIED , FHHIRBRE 50 2f5 , AIERK Enter,

3. TEWITL,BEWA|(BLRFR) M—1ZHK, L CloudWatch ogs Insights Eif] R i35 A H
ELFRIRE.

4. %A filter awsRegion="us-east-1",
5 1&EIE1T.
WERBFXET , IENERSHHERTEN 50 NMHEIER.

MEERHFEFRNFEHRSERER , WETREEENFRENHITENL, IRFEEAMBTEHE
FREFFR , WATMEFBREMIERARSISZR (), fli0 "error-code ="102",

VR EISFHATESRFRRFZHNFREN , BETEATE, BHRASSESIS ()
Ho
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CloudWatch Logs Insights @@ KW EHINEE , BRESMGFTURNENRERX. BHEFNRITEZEN
X, BXREZEER , HSFCloudWatch HEN BEIREE,

HiE  EAREGHBEITEN

BB stats MR EARSHEAGEHAEHMEBNS . EX#HEF , BT 1MNEHW
T, ZhPHITEEEEEFBRNFAZHNHRE, BT REREEFERN—MEIZMNMESA
HEITE., BXREHBMNEZELR , 5@ Amazon L CloudWatch ogs A F s I IREM K
o

ERARSEBEITEN

1. 3TFF CloudWatch ##l4& , Mt https://console.aws.amazon.com/cloudwatch/,
2. ESMBE®D , %EF Logs ( BHE ) , RFIEEF Logs Insights ( HETEER ) .
3. 1f Select log group(s) ( EFEAEH ) ETRHXEF , EREEETAN—IPRZNEEH,

WRIX R CloudWatch EBIK AT MERPEAYEIRIKF | N o] BAFETRIK - MR 42K P iR H S E, &
NER TR ERRETEKSR B E.

BAI B RART, K/ ID KA RERE B EL.

LRERE AEAR , CloudWatch Logs Insights 2 B RNZAFHHEFR, EEEFEXLER
FMNFE , HEBRAEALIW Fields ( 2 ) ¥&#,
4. EEHRE[RTRREEREER , ARRAUTHS :

stats count(*) by fieldName
5. M Fields ( F8 ) XEHPERMNNFERER fieldName,

FEREBENTRENAELS , R Logs Insights FE&H CloudWatch BEAHRRNEIMFIEE X
MFER,

6. W& Run (21T ) UAEBERWER.

EHERCETATEPETRARTERNIERBUARREEFR—MERSMETEN BT,

HE  BITEREBRBEFERDSANAHLHIER

HESITHEREM stats HBERARZKEF —IPRSNFERNERDAMMREN S RET |, BAIE
AR, HiE, TXEREBARERERSR. XURBEERRS A SPHBB AL,
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EITEWHTANL

1. 3TFF CloudWatch ##l& , Mt https://console.aws.amazon.com/cloudwatch/,
2. ESMBRP , %&E Logs ( AE ) , AFERE Logs Insights ( BETAER ) ,
3. & Selectlog group(s) (EFEAFELA ) ETHXED , EREFTRHN—PRZNMNEEL,

WMRXRZ CloudWatch B~ AT EIRIKF |, WA AERK S MK S R AEA, £
ANEH TR ERREREKSR B S,

B LR AEABZFR. K, ID K RETFIE B ERA,
4. HEEHRESRD , BBRYTTARS , REWALT stats BEHIERE Run query (IE1T&EW ) -

stats count(*) by @logStream
| 1imit 100

NFEMNAER , ERETAZATNAESHHE. ERERFIN 100 17,
5. %4$# Visualization (RI#14t) &I+,
6. &R Line (#T&BE ) ZaMEik , ABEER Bar (FFEHE ) -

Jttﬁq4§HjEﬂ%ﬁ2 EEFJ.L/-J_\H ‘:’HFF'%AH/L, l)lbm%ﬁ/.o

HE  BITERNEFSTRIECNESR

-_—Ll"‘ ZATEEA bin() E?&&ETEEQTJL@E’J BITDEANERN , EAUERTLE, #HEBER
B, HERRTEEKREEER EEJH:!SEE"‘M&HEIU\$1¢hETIﬂ31b%#§%ﬂ?ﬂ1bo

BETERFHTIMRIL
1. 3TFF CloudWatch ##l& , Mt https://console.aws.amazon.com/cloudwatch/,

2. ESMBE®KD , %EF Logs ( BE ) , RFIEEF Logs Insights ( BETEZER ) .
3. 1£ Selectlog group(s) ( &FAEA ) ETRXEF , EEEETAN— M NHZNEE4LH,

WRIXZ CloudWatch B AT ML ER MRS RIK - | M AT BATERIK P SRk F PR A EA, &
ANERTLERERAREFTEKFHEE.
BA LR BEAER. K/ ID KK RZEFEBEE,

4. HEERRESIRD , BRYUTAE , AEBWMALT stats BREHIERE Run query (Z1TEH ) .

g ETERNEFIITRHER 52
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stats count(*) by bin(30s)

ZRER Logs &8 30 WAMAKEIN AFRLF CloudWatch BESHHNEE.
5. 1%&$® Visualization (RI#4t) &I+,

GRETHITEE, BURIZEE, siRESCERERE , BTEEFEEL LAIER Line (T4
) ELHIETX.

Eiijg?ﬂﬁlEﬂlL»5ﬂ]i§Eiylﬂﬁ-€Lf51

CloudWatch Logs Insights X EH BEXRE, 3F&iEZE Amazon Logs ##% CloudWatch H
CloudWatch & , Logs Insights %BAEMEEZEA%,;L?—EQ ;
« @nessage DERBARBITN AESH, XEFFHMmessageF BInputLogevent,

- @timestamp @E BHEEBHMW timestamp FEFEHINEE ., XERF TP timestampF
EXInputLogevent,

+ @ingestionTime&@%& L CloudWatch ogs Y E| B EEHHIRTE,

i @logStream @E Elll% H E%'ﬁ:%ﬂﬂ IJE’J H II.J\IJ":E’J%*’_\O H ll.:\l)ll;ﬁﬁﬁ Eiﬁk H /U\E’J*ﬁ I_.IJ&%ER-J. H o
HITH A,

« @log & account-id:log-group-name e BEARRETF. EERNSZS N BEHAR |, X ATEEX
THEREESHETHANBEAIEEER.

CloudWatch Logs Insights EE4E RN FERHNFTFLBEBA @ F5.

NTFHZHEERE , CloudWatch BEEL B RN BTHFELENEEFR, XEAHRAFRUITR
FiRo

¥ F# A Logs Insights 7o B 3 K I FER Y H A3 i“H’J CloudWatch Bi& , &AL EMAparse@m
REHOIZRENFERUATZER, BXEZER , S CloudWatch HER REHEE,

MREZIH BEFERNBHRL@ERFFL , CloudWatch M| Logs Insights £ & RZFE , HEFF
skeffttin— MNRANF . Hltn , MR BEFERBMNA @example.com , M FEEMERN

@@example.com,

XA EMRIAN TR 53
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Amazon CloudWatch BH&

RAriEmE

B&RE

Amazon VPC
A&

Route 53 B&

Lambda B&E

CloudTrail B#&

JSON #%=X 8 H

==

7oN

Hith H&RE

RUH BEFER

@timestamp , @logStream , @message, accountId , endTime,
interfaceld , logStatus , startTime , version, action, bytes
dstAddr, dstPort, packets, protocol, srcAddr, srcPort

@timestamp , @logStream , @message, edgelLocation , ednsClien
tSubnet , hostZoneld , protocol, queryName , queryTimestamp ,
queryType , resolverlp , responseCode , version

@timestamp , @logStream , @message, @requestId , @duration,
@billedDuration , @type, @maxMemoryUsed , @memorySize

R Lambda BEITEE X-Ray BRER ID , MIKRB\ECESEUTF
Bt : @xrayTraceld # @xraySegmentld

CloudWatch Logs Insights & B3 &3 Lambda BESRH B EFE , B

BNMNEBESHHPNE—MRAR JSON F &, MR Lambda BEE#IZEZ N
JSON R E’ , B LA parse M ARMBEFR. BXEZEE , &
ZJSON HEFRMWFE,

BXREZER , FSHJISON BEFHFR.

@timestamp , @ingestionTime , @logStream , @message, @log.

JSON BEHFHFER

f& B CloudWatch Logs Insights , BRI A fEA RFS5 KT JSON FB&, AT EE— 1Tl JSON B¢4#
MRBAE , R TUNAIERRKRRETE JSON FE&.

7l : JSON B

"eventVersion":
"userIdentity":

||1.0||’

JSON BEHHFE
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"type": "IAMUser",

"principalId": "EX_PRINCIPAL_ID",

"arn": "arn: aws: iam: : 123456789012: user/Alice",
"accessKeyId": "EXAMPLE_KEY_ID",

"accountId": "123456789012",

"userName": "Alice"
},
"eventTime": "2014-03-06T21: 22: 54Z",
"eventSource": "ec2.amazonaws.com",
"eventName": "StartInstances",
"awsRegion": "us-east-2",

"sourceIPAddress": "192.0.2.255",
"userAgent": "ec2-api-toolsl.6.12.2",
"requestParameters": {
"instancesSet": {
"items": [
{

"instancelId": "i-abcdel23"

iy
"responseElements": {
"instancesSet": {

"items": [
{
"instanceId": "i-abcdel23",
"currentState": {
"code": 0,
"name": "pending"
},
"previousState": {
"code": 80,
"name": "stopped"
}
}
]

ZRfl JSSON EHEE— 1B userldentity BN R, userldentity @BE—1MEN type BF
B, EFARKRTERT type W{E , M userIdentity.type,

JSON BEHHFE 55
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Z TPl JSON EHEZEZME |, BRI IREFREHIAENIIR, ERTR
requestParameters.instancesSet FE—NH AR instanceld & , B
requestParameters.instancesSet.items.@.instanceld. MEEFE instancelD Z &K

HF 0 RIEFR items WENULE, TEANRHIZE—MBLER , AR RNMFER JSON BESE
HHEVERE JSON FE,

T~ Eif

fields @timestamp, @message
| filter requestParameters.instancesSet.items.@.instanceld="i-abcdel23"
| sort @timestamp desc

WRBEFREMMEBFRRTFEES filter W SESEH , LLHRHERE JSON FE instanceId B9
B, ZERFERFIE instanceId WEST "i-abcdel23" HEHE , A ROSEEENMERZAS
%,

® Note

CloudWatch Logs Insights & Z A] LAM JSON HEAFIREL 200 M HEEHFER. XN TFARIZE
BNFE , B LAEA parse WS MNEEFBRAPNRERBHZIASHPRIUXEFTER. B
KiZparsemtHEZEER , S Amazon CloudWatch A FIEEHP N EIRIEE,

CloudWatch BENBERIEE

f&Bh CloudWatch Logs Insights , BRI LMERAERIES KERNEN BEL, EWEEZFTRENEHM
28  SFRETRTENER. ERAMLEREE UK ENFREKK,
EHRITES IR THER , BEARKTH (|) 2BHT.

EORESIRNEN , BEAREFH (#) NWERHRTIR,

(@ Note
CloudWatch Logs Insights 2 BZI KII T E HEXBENFE , HERN @ FRAFLNFE.
BEXAXEFTERNESELR , ESH Amazon CloudWatch AFIEEHHZIEHN EENRIANF
&,

TREZBNATEN ST, TRNSZRHTHITTELENER , HHE R

EREE 56
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display EBHERPFE TR PRSI NMEEFER,

fields EERERPETRZSIMNEIEFTER , AXBFEBNRE  TATERFRE
MElZATFERANFFER,

filter HEER , LMNREE—/NHZNFRETEN A EE4,

pattern B RN BEREIND N TEER, BXEEAEFERPEEHINH
BHIXARLE,

parse MNBEZERPIRIIIE , USIZU A EERPLENIRINFER, parse @
B X A EE M ENRERH glob ER,

sort BFHF (asc) BiFEF (desc) INFERIREM B EEH,

stats FRAEFRETERSSITHIE

limit EEZRHFLEERNRENZEABESHR., 3T sort IREI“H] 20 N ‘&

it 20 NMERREA

dedup RESEENFRPNEEERREENS R
unmask ERHETHRERTREMRESSABTHEASEHANAERNER. BXER

APBERTFNESZER , FSH BYF KB R BURH B SHIE.

H R ERBEEK CloudWatch Logs Insights X #FiFZ LK, EAR, BAHERE, HF, F
RFeR, 1P Huk BAR EH EBAIRE,

TR &¥12# T A% L CloudWatch ogs Insights EH TN EZFMAEE.
FB

* display
» fields

* filter
- B
* parse

. sort

EREE 57
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» stats

- R

 dedup
e unmask

- WRME. LR, BE. AHaSRMEBEREK
- TEBRRFHANFTR
- EEWRERADENER

display
£/ display EEHRERHPER—IREMNIEF R,

display @ HREREIEENFR, MRENEHITEZ display BT , WEBWLERNSETE
HERL display W B FEEN PRSI FR

Rl ER—ANFER
ZRBARERT —NEARA , RERETESM emessage REIE UGB ERFER

loggingType # loggingMessage. ZEBRIFIRE loggingType KI{EH ERROR ( $ix ) WFTE
BEEH. display BEWERFRE R loggingMessage KI{E.

fields @message

| parse emessage "[*] *" as loggingType, loggingMessage
| filter loggingType = "ERROR"

| display loggingMessage

® Tip
EEAHPREA display —R. MRBEERPZRER display , WEBHERSERER
EERAK display iR HIEENF R,

fields

£ fields EERERTEREBETE,

MBELNEHTESZ fields &F , BEFAEIE display @ F , WAERE fields R HIEEN
FiIEF &

display 58
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R ETRBETFR

UTFREIER—NER , FEE 20 NESEHARRFERXESEH, ERNERFETR etimestamp
M @message W&,

fields @timestamp, @message
| sort @timestamp desc
| 1limit 20

HIEHLEMFEA fields TFENTRIEBMBREREAFREHCWRAEEAPEANTFZERN , HFE
H fields M4 =& display.

B fields R EXBF as BEAHER , LU BREALN BSIEHTIHNZRAMEBNVRENFER,
f5lgn , fields ispresent as isRes FFBIE—1NHEN isRes WIREFER , HEZRNFRAILE
WHHERE D PEM.

filter

£/ filter RME— MRS RAEFETEH B ESEH.
R ER— D ERATER B ESEH

ZRBERERT —NEHARA , EfHEE range WEXT 3000 e BEE4. ZEWFERRE
#1920 MEEEH |, HiR etimestamp MEFX B SEHHRITHRF

fields @timestamp, @message
| filter (range>3000)

| sort @timestamp desc

| 1imit 20

R RSN AR B ESEH
BAILAERAXETF and M or HES M &M

BZRBFBRERT —AMERRA , HIFEE range BIEXTF 3000 A% accountId WESET
123456789012 WY A B4, ZEHNERREIN 20 NEEEH |, HiZ etimestamp MEFF AE
EHBITHERF

fields @timestamp, @message
| filter (range>3000 and accountId=123456789012)
| sort @timestamp desc

filter 59
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| limit 20

358 an = P Y PE B U IE M Rk

HEFHZFEAENRER. BAUERUATHREER (=, 1=, <, <=, >, >=) MHRESEH
(and, or M not ),

B UERARRET in RN HEERABREHAREREPN TR, EREREFH R , HHZBEARK
Fin ZfF. BUUNAREER not 5in BEEM. EUMNCEEN , EMIEA in REFRRF
HRECETNFASH, XEFEXNRTEFNS, fli, TENRBRERERT —1MNEHR , ©FEH
in REIFE logGroup R EEFAF S example_group HFEAEH,

fields @timestamp, @message
| filter logGroup in ["example_group"]

BOLAERAXBFEIE like M not like UEEFF/HH, BUUFEAENREIRNEZER =~ UL
BFFRHE, EFEMA like M not like CERFF/HHE , BREELEN FFHRIELLS|SHXNEI
S, BULFENREXERE like Ml not like BEEHA, EFAENRERNZEFLE 7F
M FREELENFFRABREEERNMIGP, THNRAZESMBAE , BB RENTESE
A filter i S B FF/FH,

R~ e T F A&
LTRGFHEE f1 &= 817 Exception R AEH, AIE=ZANTRAIBX D KNE,
E—ANRBIERA 1ike EEFFRFH,

fields f1, f2, f3
| filter f1 like "Exception"

BZAROIER like MENRENENX TE FF /R

fields f1, f2, f3
| filter f1 like /Exception/

E=/NRPIEREMNRE K TE FFRF S,

fields f1, f2, 3
| filter f1 =~ /Exception/

filter 60
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| EREE A E T F A&

BULERAARES () EANENREXPEERGFREE FFRFE, BUATREAF , ERIRE f1H
BELAFRFSE Servicelog FFLH TE I,

fields f1, f2, 3
| filter f1 like /Servicelog./

BALEARFS () ZEREES , LB MNEERTWHESHWIERMAPWEZER, Hli, UTE
WRHRE 1 PETRXIAFRE ServiceLog Lk H BIABIEFRFH ServicelLog BIEELI,

fields f1, f2, f3
| filter f1 like /Servicelog.*/

ATBEMY PCEC T AT BASR A LA TR =X

* ServicelLogSampleApilLogGroup
« SampleApilLogGroupServicelog
R MPCEEI H BERR F o R R

THHNRAFER—NER , ©FRE f1 F3E$ 7 Exception WZNFASH, RHAIKS KD
B,

fields f1, f2, f3
| filter f1 not like "Exception"

R ERTX D RNBENEKTE -7 &

BAILAEA like MEMKRBXCBEFX D XK NENFFRHR, ELRECRENFFRFRIREUATSH
(?)e TENRHAFER—1ER , ©FIRE f1 @5 %17 Exception = exception FIZNFAEH,

fields f1, f2, f3
| filter f1 like /(?i)Exception/

B

£/ pattern B3 &N B EHIEX 2 N FREN,
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BEXREAXEZRIESHINAEN AL, SR pattern REEFHHIMNES, KizEE
HEERUARIRBZE LIS KA BET,

BT pattern @S 2BFRAINENER , HLETUNEAEZZENI T AENRES, BETTLN
pattern & filter, parse® sort @REAFER , TERANEIRFIRFER,

pattern W HHFEUTHWAZ— : emessage FB., A parse m B UENRERRFEIFERA -
SNFRHERBIRENFRS,

BT
pattern S RFERMNTHE :

- @pattern: FAXEHFRPESHINAENXARLEN, EEXNTLHFER (Hl0ER ID =
RHAEIE ) B <*> &RR. I , [INFO] Request time: <*> ms 2 HZEHE [INFO] Request
time: 327 ms HEEH .,

i @ratio . ﬁiﬁﬂ‘l‘ﬂjﬁﬁﬂg H/U\?'ﬁ:EHAE’ﬁ}E*ETEIJ? ll_,\éﬂﬁljtt' =0 ﬁ“ﬂﬂ , ﬂﬂ%ﬁﬁﬁﬂlméﬂﬂl
NERFE N BEESEH/FEER | Ml eratio iRE 0.50

- @sampleCount : EEMNBARNAEEHEFEEHEEXNIEEAERANHKE,

« @severitylLabel : HEFEMRKF , RREEFIESNERRE, 4
W, Error, Warning, Info = Debug.

=~

UTFaRiRslEENEEERNEEASEATEFAUEHNES , AREXMITHENERITSE
pattern @message

pattern R ALNE filter W HEEMER

filter @message like /ERROR/
| pattern e@message

pattern R ALE parse M sort HHEEMER

filter @message like /ERROR/
| parse @message 'Failed to do: *' as cause
| pattern cause

B 62
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| sort @sampleCount asc

parse

£/ parse N\BEEFZERHPREIBFEHUBUUEERNFLENIRINFER, parse B XEFERER
RFRIEN FRIKXKHY glob K,

SR BAE A IEN SRR N EATERERY JSON F B
T~ FRATERER) JSON FER
ZRBFERERT AT ERESEF R FH JSON BEEH.

{'fieldsA': 'logs', 'fieldsB': [{'fA': 'al'}, {'fA': 'a2'}]}

ZRBFBRERT —NMNFEENREXNER , HFFREE fieldsA M fieldsB WENBIERENFER
f1d # array.

parse @message "'fieldsA': '*', 'fieldsB': ['*']" as fld, array

B A NERA
BESENRER —REH parse it , TUAFEACH BN HRATERNFERIFEFP, 1BENRN parse

@message (?<Name>pattern)..

TEHNRGAER VPC FEE LN —NMEIRAS ENI £ FE H“NetworkInterface’ M FEH,

parse @message /(?<NetworkInterface>eni-.*?) / display e@timestamp, NetworkInterface

(® Note

JSON BEEHERMIEFLWEF. BB, TXEFEA glob RIXAXRERER JSON
FR, BREBNE BEEHFRETET 200 #9 JSON BEEH. FITHRER JSON F
Bet , BB ERPHENRER , £HE JSON HESHRIKTE,

FR AT 8 T Y R B

£/ glob RIXXKM BEFE emessage IZENFER @user, @emethod f @elatency , X T
@emethod  euser WE MK —ASIREFIFHEIR,

parse 63
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parse @message "user=*, method:*, latency := *" as @user,
@method, @latency | stats avg(elatency) by e@method,
@user

FEAENRERXMNBEFER emessage iREVFER @user2, @method2 7l @latency2 , HX T
@emethod2 f @user2 MBI —HEREIFIHLER,

parse @message /user=(?<user2>.*?), method:(?<method2>.*?),
latency := (?<latency2>.*?)/ | stats avg(latency2) by e@method2,
@user2

REFE loggingTime, loggingType #1 loggingMessage , ik S ERROR = INFO FAF &
WAZEH , AFNETREE ERROR FRAENEHH loggingMessage 1 loggingType F&.

FIELDS @message
| PARSE @message "* [*] *" as loggingTime, loggingType, loggingMessage
| FILTER loggingType IN ["ERROR", "INFO0"]
| DISPLAY loggingMessage, loggingType = "ERROR" as isError

sort

£/ sort MIEEFRKHAF (asc) BbEF (desc) INFERAEEH, BULLHHEE linit &5 —
BEA , AIB9 NNVHENANER,

Fln | BATFEX Amazon VPC R BEMNERHES XM ENVLAEME 15 NIESEH,

stats sum(packets) as packetsTransferred by srcAddr, dstAddr
| sort packetsTransferred desc
| 1limit 15

stats

£/ stats QIR AXBENARLCHR , fIOKFEE,. FERNEEERE, XAUEBEERERH
NH BEEBREDHER, CloudWatch Logs Insights A ZstatsEHBEM— P REINREHBNE
WA K AL R,

{5140 | Route 53 BELAFRPUTEHREZEHERE R Route 53 iIe kBN HHATMILER,

stats count(*) by queryType, bin(1lh)

sort 64
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FIELRERBANERFER. WREHAEA bin() B, H—NFERNBIEEN RN E/LHITS
4, BEAUEENARNHEEERE,

£}

- AIPALET E B B

- AIPLIRFERS AN BERE

- EENEHPHEAZ stats i H
- ATSUHEBENREK

Al WAL Bt 8] R Bl B HE
B S AT L SE B FEE U TN ES

- WEHEE—IRSIREEE. BXEZELR , S M Aggregation Functions in the Stats
Command,

- WEWEM bin() BHBE-— M FERIBIED EHo.

XEEWRABERTLE, HBERE. FEENHE,
Bl

EXTENHIE , 55 Hthe section called “¥32 : iZ1TE R AT EFH AT HLHER",

T REZERTIEFS AT REIEH,

LTERRER myfieldl FERNFHENTIL (B85 7HIR-IMER ) . SMESHBER
—MNESHHAERN myfieldl ENFHENRE,

stats avg(myfieldl) by bin(5m)

UTEARFEFEFBRER=MEN TR (5 7HIE-—IMER ) . ATERNIEREEHEH
£/ bin() AT EFER , R4 T ML,

stats avg(myfieldl), min(myfield2), max(myfield3) by bin(5m)

& B A0 34 2 TED AR B BR

stats 65
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MEEHARSAEZBEEETER bin() EE , WA LERZFE, B2 , XMERLEERTEL
RHERRE, BXxXEBEHRBAPNESZEER |, S Hthe section called “AI ML IZFER 9 HI HE
B

AR FER 0 ARV B EEIE

A LA REA stats BRI EZAREERBNBERERZER. BEXEZER |, 55

I# Aggregation Functions in the Stats Command,

EEETNL , FiETER, ETR , %R Visualization ( AT#1L ) T+ |, & Line ( ITLE ) 55
BHETL , RE%ERE Bar (FFER ) . EXRFERSF , AIMILRFIAZZ 100 MNEF.

=l

BEXRTEMNHIZE , S fthe section called “#i2 : ETERZRBEFERDEN TN ER", LULTIP
PEEESERATRFEUMILH REIES,

LT VPC RBFEAHNENBirthit , EREBINREMERNFEFTH

stats avg(bytes) by dstAddr

BRAUERBNEREESEZINEXTENRR, Hlf0 , LT VPC REEXEBHHN SN Binthit , &
RENREMERNPEFZETHRNSERFETH.

stats avg(bytes), max(bytes) by dstAddr
LUTERANFSNERFEEER Amazon Route 53 B ENHRE.

stats count(*) by queryType

HEEANEHFEA S stats 5T

BAUEENERHEASERN stats fH. XATUEERNE-IRENHEBHRTHAAORE,
R EAFWA stats MHHTEN

Bl , LTERBELEEK S 7HFEPNERE , ARITEXL 5 7HEZEFHNES. REMFEER
B,

FIELDS strlen(e@message) AS message_length
| STATS sum(message_length)/1024/1024 as logs_mb BY bin(5m)
| STATS max(logs_mb) AS peak_ingest_mb,

stats 66
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min(logs_mb) AS min_ingest_mb,
avg(logs_mb) AS avg_ingest_mb

Bl fFFZA stats B SHMEE (W0 filter, fields, bin) &5

B UERENERPIRAN stats B ESHMES (flM0 filter M fields ) &6, fill , ATE
HAERREPTE IP B EHREFRTAERQER , HEXE P it , RERISNINEF G
FAENSEERFIE,

STATS count_distinct(client_ip) AS session_ips,
count(*) AS requests BY session_id, client_platform
| FILTER session_ips > 1
| STATS count(*) AS multiple_ip_sessions,
sum(requests) / count(*) AS avg_session_requests BY client_platform

AUETAESZ stats oM ERPFER bin M dateceil &K, HlM0 , L TERNEEFHEAS
5 D8RR | REEHXLE 5 SHHRBERN 10 78R, HITESN 10 8 RANSEE. HIEM

FHRE.

FIELDS strlen(@message) AS message_length
| STATS sum(message_length) / 1024 / 1024 AS logs_mb BY BIN(5m) as @t
| STATS max(logs_mb) AS peak_ingest_mb,

min(logs_mb) AS min_ingest_mb,

avg(logs_mb) AS avg_ingest_mb BY dateceil(et, 10m)

SERR PRI
— N EHBRZAUERA stats 8 H. TEERLEH,

MREFEH sort & limit v w , MESMENEE =N stats T 2/F. NWREHIAEE=-/
stats R 28 , NEHLH.

Y- ANEHEHN stats D, EWNBLEREETE—/ stats RETREFTE2FHRE TR,

EEANEANE - stats mHH , BREESIHE - stats BEHELNFER, Hlw, UTEHR
T, @ emessage FREE — stats REBFFATA.

FIELDS @message

| STATS SUM(Fault) by Operation

# You can only reference "SUM(Fault)’ or Operation at this point

| STATS MAX(strlen(@message)) AS MaxMessageSize # Invalid reference to @message
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HE— stats BT ZESIANEAFRBLAELE - stats BHTFEL.

STATS sum(x) as sum_x by y, z
| STATS max(sum_x) as max_x by z
# You can only reference "max(sum_x)', max_x or z at this point

/A Important

bin RBHBLRINEA etimestamp FE., XEWKE , WRKFEAE 1 stats wHEHE
timestamp FE , MEEEE =/ stats S HEH bin, Hl , LFEBTR

FIELDS strlen(e@message) AS message_length
| STATS sum(message_length) AS ingested_bytes BY @logStream
| STATS avg(ingested_bytes) BY bin(5m) # Invalid reference to e@timestamp field

MR , EE— stats WS HEN etimestamp FE , RAEMALESE =4 stats wHH
44 dateceil FHZFE , T HIFTR.

FIELDS strlen(e@message) AS message_length

| STATS sum(message_length) AS ingested_bytes, max(@timestamp) as @t BY
@logStream

| STATS avg(ingested_bytes) BY dateceil(@t, 5m)

AT ST SiER B
CloudWatch Logs Insights X4 it BERSEHBME T HIEIEREGEHE.

# stats T FEASURGEE , AFHAEEGERENSH,

B LERAKR iR
avg(fieldName: number EBENFEHENTEEE,
NumericlLogField)
count() number HERAEEHNBE, count() (=

_ count(*) ) WERIREIMWFIESHFHITITE ,
coun’F(fleldName: M count(fieldName) XNBEMIKEEFRRA
LogField) AR P T o 1T
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RAriEmE

B ER

count_distinct(fie
1dName: LogField)

max(fieldName:
LogField)

min(fieldName:
LogField)

pct(fieldName:
LogFieldValue,

percent: number)

stddev(fieldName:
NumericlLogField)

sum(fieldName:
NumericlLogField)

ST ERSEHHK

ERRE

number

LogFieldV
alue

LogFieldV
alue

LogFieldV
alue

number

number

DU

BREFERAE—ENRE, IRFEREFEERE
SNER (B ZMH—{E ) , W count_dis
tinct }i@m@/\E A ﬁ-'ﬂéuﬁo

FRIERN BEP I BEFERNENRKE,

FrERMN BEP I B EFBRNENR/IME.

PEBIE REMEERIESE PR
B, #l , pct(@duration, 95) IRME
@duration fH,b 95% B9 @duration {EET
{E , 5% WES TIE.

EENFRPENTERE,

EENFRHDENEM,

# stats R FEMARRESHIGHREAEEERENSH,

earliest(fieldName:

LogField)

latest(fieldName:
LogField)

sortsFirst(fieldNa
me: LogField)

LogField

LogField

LogField

#

r%;

}‘AE-\L’E]EI‘J H /u\q:l 8 ﬁﬁiiﬂ-}lﬁ]%m H /u\$1q:
fieldName HIE.

MNEHWBEFEGFBRNBEBN B EEHRE
fieldName HI{E,

REEERHNHEHPHESE —VH fieldName
M1E,

stats
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B HRIEH iR
sortsLast(fieldName: LogField REEEHNBEETHEERE — LI
LogField) fieldName H1E,

PR

£/ limit EELFLEWRLOMN B EEHHK.

B, TENRAMUERERIT 25 N HESEH,

fields @timestamp, @message | sort @timestamp desc | limit 25

dedup

£ dedup BELEENFRINBEENREENER. BTN dedup E—IMHSNZREE
R, MRN—IPFZRERE dedup , WA ZFENENE—ERE-MAEEHF. UREEZD
FER, eARXEFENE ME—EASEE —NESEMH.

EENSRBEEFINFHEESR , RABHEFINFHPNE -—NER, RINBUEE dedup PITHTZH
WNERHBITHRF. MREETT dedup 2BIRNERETHER , MELZAEA etimestamp FHHYERIA
B 7 HE I

EREF , NULL ETHUARNEEE, TMAIEEFERNERN NULL EN BEEH4EHERE. ZHKRE
B NULL B FER , EzHEH isPresent(field) MK filter,

£ dedup W R ZEANEEARFEANE-—ERAGTR linit.
Rl (REFE N server WEBRNENME—ENSH AESH

T RAIMXE R server BN H—ENKHEHE timestamp, server, severity Hl message
FE,

fields @timestamp, server, severity, message
| sort @timestamp asc
| dedup server

A X CloudWatch Logs Insights BN EZ R , FSRENEM,
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unmask

£/ unmask ETRHTHEERPEBRMERTI>NENAEEHNMERNR. EFRALGS , X0 &
% logs:Unmask X BR.

BXASATHERPHESEE  WSH B REHDRY BBMN B ERE,
m/R{E, LR, HE. BHEMEMEEK

CloudWatch Logs Insights X #&EH TS HARERNTIEE , MU T F TR,

£

- ERZER

- WRZER

- HREZER

- BEZER

B HEABYIE B ER

- BREK

o IP it FRFER K
- FRHEEK

ERZEEIHERREREENSHHEOREL R, % filter M fields SR EAEREEH
HEHRAEEBRBNSH.

BRI Epu
a+b pill
a-b )z
a*b 3
a/b BR

unmask 71
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B’E iR

a’b (2" 38ES8)

a%hb SEMSAES (10 S 33BE 1)
MREER

FERARZERS and. or  not,

(@ Note
{X1EIRE TRUE = FALSE BN R A ERA R REER/F.

HBEERF

HREZEEZIFMEBREREENSH , AREHRELER. & filter W TFEALREEHFH
EHMERBN S,

BEA U

= Equal

= Not equal

< Less than

> Greater than

<= PFHRET

>= RTHFT
BEZEN

BEZEEZIHERRERBEENSBHBRERELR. & filter M fields ;TR EAREZTEH
REAFHMRENSH.

WRE. R, BE. R RNEMER 72
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RAriEmE

® HFREA
abs(a: number) number
ceil(a: number) number
floor(a: number) number
greatest(a: number
number, ...numbers:

number([])

least(a: number
number, ...numbers:

numbexr[])

log(a: number) number
sqgrt(a: number) number
H HA At (8] B 2K

H R et (8] B9 2K

DU
“xiE

BAR LR (KT a WENS
NEEEY )

SAETR (MT a BWENS
REW )

iR B & /ME

B ARX
A

7 fields M filter ® T HFEA BHNEARBFEAEACEENSH, FRAXEHBNEAR
EHENERENRAEER, EASFE - M RFENRBEER , m XRS5 , h RRDES. Hlg0, 10m 7
10 2%, 1h 7 108t TRESTEERNGTHFEANTERBNEERKEIR. ZRIIHETENEHK

MERRE | AQEXNENMEBWHER,

® Tip

ECIBEHGSN , Bu U FERAREERERF[EREERNVREIER, Fln , BALLURE 5 3
30 D EFAIRTEIEIRE ; 1. 3 A 12 /hAtEIfE ; =& BEXAESEE. BE IR ESE A2 A

By B 18] R o

WRE. R, BE. R RNEMER
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R

3]

B ER

bin(period: Period)

datefloor(timestamp:
Timestamp, period:
Period)

dateceil(timestamp
: Timestamp, period:
Period)

ERRE

Timestamp

Timestamp

Timestamp

DU

¥ etimestamp HEME TR AEIEEH T E
B, AFEM., HlE , bin(5m) ¥ etimestam
p WEMNERAZREN 5 55,

BALUERAECRENEAFNZNIAEREDSH
—#H, AT REREZNINFERE,

filter @message like /Exception/
| stats count(*) as exceptionCount
by bin(1lh)
| sort exceptionCount desc

bin BEXHFEUTHBEEMNMNEE, X TARES
EENFRANENMNANEE , XEHERMEHRFER,
X#E , hr # hrs BRI LUEE DRI,

* millisecond ms msec
* second s sec

* minute mmin

* hour h hr

* dayd

* week w

* month mo mon

* quarter qqtr
* yearyyr

ot (B B BT 235 E RV BRI B .
i , datefloor(@timestamp, 1h) F
@timestamp HIFTEEEZE/DETESR.

FfEE R LS AZIBENRBE , AEEBR,
f5lan | dateceil(@timestamp, 1h) F
@timestamp HIPFFEEEMZE /DTSR,

WRE. R, BE. R RNEMER
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[ETE HRIEH iR

fromMillis(fieldNa Timestamp i A FERERERNE Unix LTSRN ER A
me: number) FHEHFZR N EB.

toMillis(fieldName: number FEGREFRPEIVNEEEZRARE
Timestamp) B Unix LTUAREDBH BT, §

i, toMillis(@timestamp) REASEIE,
2022-01-14T13:18:031.000-08:00 L3
#H 1642195111000 .

@ Note
B &l , CloudWatch Logs Insights T X i A AL A=A E B B E

N
R

# fields M filter ®THEAEARSAFERAEEMERENSH.

B HRER iR
ispresent(fieldName: LogField) mRE MRFERFE , WIRE true
coalesce(fieldName: LogField IR [E 51| 5= AR BV 28 — N 3E null B
LogField, ...fieldNames: LogField[
D)

|P b3k £F R BB

IP ik = AF 88 B 3K

£ filter M fields HHEMA IP it FRBEBOHFHEAERLGEBNSH

WRE. R, BE. R RNEMER 75
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B SREH iR

isValidIp(fieldName: WmIRE MRFZERREMM IPv4 5 IPv6 it |, NIRE
string) true,

isValidIpV4(fieldN WmIRE MRFEREERW IPv4 it , NRE true,

ame: string)

isValidIpV6(fieldN WmRE MRFEREENH IPv6 it , N3RE true,
ame: string)

isIpInSubnet(field mRE NRFEREEMN v4 3 v6 FRAHAERE IPv4
Name: string, subnet: = IPv6 ik , MREl true, IBEFMET , &
string) f#£F CIDR &/R& (fln 192.0.2.0/24 =

2001:db8::/32 ) , H#H 192.0.2.0 =
2001:db8:: =& CIDR H:iie s,

isIpv4InSubnet(fie WmIRE MEFERRIEEN v4 FTRHPERE IPv4 it
1dName: string, at, MERE true, BEFMET |, FFEMA CIDR
subnet: string) FRRE (HII0192.0.2.0/24 ) , Heh

192.0.2.0 R CIDRRH#E S,

isIpv6InSubnet(fie mIRE MREFERIIEEN v6 FRHPEURE IPv6 it
1dName: string, e, MERE true, BEFMAE |, E#FEMA CIDR
subnet: string) FRE (B0 2001:db8:: /32 ) , HA

2001:db8:: £ CIDR M=,

= 2 B
FRBEK
£ fields Ml filter S HEAFAFRERBFTHAERMEBN S,

B GREH iR
isempty(fieldName: string) BF MRFERARNEFRHSE
NHRE 1,

WRE. R, BE. R RNEMER 76
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B SRER HiR

isblank(fieldName: string) nF MRFERAINEFRE ,
HRAEEZERK , MRE 1,

concat(str: string, ...strings: FRFE EEFRB,

string[])

ltrim(str: string) FRER MREBEEE-INSH
CRH R F R R A M B 2=

ltrim(str: string, trimChars: B OMEEREE -

Sz HESH , TETARKRE

¥, R , M str &
MM BR trimChars HEY
F/H, Bl , 1trim("xy
ZxyfooxyZ","xyz") iR

[\l "fooxyZ",
rtrim(str: string) FRSE MREBEEE=-NSE ,

CRH R F R R A MR =
rtrim(str: string, trimChars: ®ONMEEKEE AT
string) HESH , TNTAHER

2R, R , E4M str
AMMBER trimChars F

fFo BN, rtrim("xy
ZfooxyxyZ","xyZ") iR

[l "xyZfoo",
trim(str: string) FRIER MREBEEE=-INSH ,

T I BR = 4F R 7R U Y 22
trim(str: string, trimChars: B ONMEERESE AT
st HESHK  TETAMB

. Mk , EaM str
PimMER trimChars #F
%, Ha , trim("xyZ
xyfooxyxyzZ","xyZ")
FHRME "foo",

WRE. R, BE. R RNEMER 77
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RAriEmE

B HRIEH iR
strlen(str: string) number IR[E Unicode i3 R R F&F &R
HNEE,
toupper(str: string) FrFE HrRBRKRRAKRE,
tolower(str: string) FrFE MFERFRERANNE,
substr(str: string, startIndex: FRIER REINHBESHIEEN RS
number) FRRERENFFRFH,
MREZEBEE IS,
substr(str: string, startIndex: CASERRNTSHEN
number, length: number) KB, Bl substr("x
yZfooxyZ",3, 3) FHRME
"‘FOO"O
replace(fieldName: string, TR ¥ fieldName: string
searchValue: string, replaceVa HIMMFFAE searchValue
lue: string) BN replaceValue
flan | B replace(l
ogGroup, "smoke_tes
t","Smoke") ®BRFAE
%, EFFE logGroup 25
FHFEE smoke_test , H
FERAZRE Smoke BiiZE,
strcontains(str: string, searchVal number R str @& searchVal
ue: string) ue , MRE 1, &NIRE 0,

BERKTHNTR

BANGEAPGTENAEFE (3R e FF5. AR (\) MEFBRFFHUINNER ) FERSS
B ()P, flmn, BEFE foo-bar #AMIEEKRE|ISH (‘foo-bar’), HNEBEEFH (-) , X2
IFFRBBFFH.

TERKRFTHNFTR 78
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EEHPFEANBZFER

HEERHNENER. FANEEGE AEFRIFNERNIZRPNERE, FAXEF as AAE
FRIAGEREHAN B, TUEERFERS IS, TREATHTHERSS -

e fields
* parse
* sort

* stats

LTRENERT MAGIRZE 2R ENEN,
Bl

BHHE fields BEPEEE,

fields @timestamp, @message, accountId as ID
| sort @timestamp desc
| 1limit 20

BFHREFE @timestamp, @message M accountId WE, £RZMEFHEFARFIE 20
MNo accountId BEERIH ID THIH,

R~

EiHTE sort M stats B HFEEIE.

stats count(*) by duration as time
| sort time desc

FHITEFE duration HIME B ELHAPRRE , AREBREFNER#1THEF . duration W{ETEH!
% time -FEIJH:IIO

AR

CloudWatch A SR FEWRWITIL. EARFFZRN #) 2RFE. EUTNERARIRZBERRX
HERPHIT.

R B

EERPEARENER 79
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EITUATERN , HEKE =T,

fields @timestamp, @message, accountId

# | filter accountId not like "7983124201998"
| sort @timestamp desc

| 1limit 20

ROIEH

A @EHECloudWatch £ HIAFETH—RMNEANERAGSIR. BEXUMAETEAGINE
B | 5 ® Amazon L CloudWatch ogs i FI§EHMHIE | BT S SURFIEN,

F&

- BEHEH

+ Lambda HEHN &

« Amazon VPC i HENEH
+ Route 53 HENEH

« BifJH CloudTrail &

+ &if) Amazon API Gateway
« NAT MK EH

« &if) Apache R A&

o« 330 5% 9 E i) EventBridge
s B THRGI

EHEHR
B 25 NRIER M BEEH

fields @timestamp, @message | sort @timestamp desc | limit 25
RS/ P HNREHRENTIR,

filter @message like /Exception/
| stats count(*) as exceptionCount by bin(1lh)
| sort exceptionCount desc

RIER 80
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Amazon CloudWatch BH&

RAriEmE

REGEREN BESHMIIxR,
fields @message | filter e@message not like /Exception/

IRE server FERENMHE—EHNRI A EEH,

fields @timestamp, server, severity, message
| sort @timestamp asc
| dedup server

HXE severity EHIRE server FERENH —ENRH BESH,

fields @timestamp, server, severity, message
| sort e@timestamp desc
| dedup server, severity

Lambda B &R &
BEBIEENNEE,

filter @type = "REPORT"
| stats max(@memorySize / 1000 / 1000) as provisonedMemoryMB,
min(e@maxMemoryUsed / 1000 / 1000) as smallestMemoryRequestMB,
avg(e@maxMemoryUsed / 1000 / 1000) as avgMemoryUsedMB,
max(@maxMemoryUsed / 1000 / 1000) as maxMemoryUsedMB,
provisonedMemoryMB - maxMemoryUsedMB as overProvisionedMB

BIRHERR &

filter @type = "REPORT" |
stats avg(@duration), max(@duration), min(@duration) by bin(5m)

BRERRHAR , HERTRENERIFA RRBM~ENEEER, FHEHF , @duration L

ERVNEAL

fields @timestamp, @requestId, @message, @logStream
| filter @type = "REPORT" and @duration > 1000

| sort @timestamp desc

| dedup @requestId

Lambda HEMZEH
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| limit 20

Amazon VPC i B & &EH
EREENE 15 MNIEEE R

stats sum(packets) as packetsTransferred by srcAddr, dstAddr
| sort packetsTransferred desc
| 1imit 15

ERATE TN ELERFTHEREZN 15 NEH.
filter isIpv4InSubnet(srcAddr, "192.0.2.0/24")
| stats sum(bytes) as bytesTransferred by dstAddr

| sort bytesTransferred desc
| 1limit 15

ERAEA UDP FRBIEEBMID A IP it

filter protocol=17 | stats count(*) by srcAddr

EHRFBERNER BT RIS FKA IP ik,

filter logStatus="SKIPDATA"
| stats count(*) by bin(1lh) as t
| sort t

NENEEER—FICF , R BIHIRMEEEZF

fields @timestamp, srcAddr, dstAddr, srcPort, dstPort, protocol, bytes
| filter logStream = 'vpc-flow-logs' and interfaceld = 'eni-0123456789abcdef0'’
sort @timestamp desc

|
| dedup srcAddr, dstAddr, srcPort, dstPort, protocol
| 1limit 20

Route 53 HEHNEH
EXREIHNEHERARENICEKD .

Amazon VPC i B £ &l 82
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stats count(*) by queryType, bin(1lh)

EREARSFERKE 10 4 DNS #HEF,

stats count(*) as numRequests by resolverIp
| sort numRequests desc
| limit 10

EARS B ARBESTAX DNS B R E M F IR EK 12 R,

filter responseCode="SERVFAIL" | stats count(*) by queryName
Eif) B CloudTrail &
BERBURS. SH4RENM AWS XK BERB .

stats count(*) by eventSource, eventName, awsRegion

ERTEALATE AWS XigiH F 1=/ 1EH Amazon EC2 E£#l,

filter (eventName="StartInstances" or eventName="StopInstances") and awsRegion="us-
east-2"

BRI OER IAM B8 AWS X, AP EHM ARN,

filter eventName="CreateUser"
| fields awsRegion, requestParameters.userName, responseElements.user.arn

EHREIEA APl UpdateTrail A EFRENIZEK.

filter eventName="UpdateTrail" and ispresent(errorCode)
| stats count(*) by errorCode, errorMessage

ERFEH TLS1.0H 1.1 WEXESRHE

filter tlsDetails.tlsVersion in [ "TLSv1l", "TLSv1.1" ]

Eif B CloudTrail & 83
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AR
| stats count(*) as numOutdatedTlsCalls by userIdentity.accountId, recipientAccountId,

eventSource, eventName, awsRegion, tlsDetails.tlsVersion, tlsDetails.cipherSuite,
userAgent

| sort eventSource, eventName, awsRegion, tlsDetails.tlsVersion

BHMFEH TLS 1.0 = 1.1 WRSZ AR

filter tlsDetails.tlsVersion in [ "TLSv1l", "TLSv1.1" ]

| stats count(*) as numOutdatedTlsCalls by eventSource
| sort numOutdatedTlsCalls desc

&1 Amazon AP| Gateway

BEHRHIL 10 I 4XX H#Hix

fields @timestamp, status, ip, path, httpMethod
| filter status>=400 and status<=499

| sort @timestamp desc

| 1limit 10

¥ Amazon API Gateway 7 [8] H & A HZ1THEIHREKH 10  Amazon API Gateway &R

fields @timestamp, status, ip, path, httpMethod, responselLatency
| sort responselLatency desc

| limit 10

IR[El Amazon AP| Gateway 517 A EH P HFXIDH API & E Y&

stats count(*) as requestCount by path
| sort requestCount desc
| 1imit 10

NIEH) Amazon AP| Gateway 517 A & 4H 8 B E R IER R &

filter status=200

| stats avg(integrationLatency), max(integrationLatency),
min(integrationLatency) by bin(1m)

&) Amazon AP| Gateway
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NAT FXNEH

MRERIM AWS lKEHFNFEASTEEKFE , A BERA L CloudWatch ogs Insights RE R HEH 5
HNREE, BXUTEATSHESEE , BZRUMAE VPC RREIET NAT WX RENZK
nEE ? £ AWS SREZFEE L,

(® Note

ELUTERGSE , & "xxxx" BiRA NAT Mx<WFE IP , AFH VPC CIDR SEE /&I
NLETER "y.y"

EREY NAT X RIEREZRZHISEH,

filter (dstAddr like 'x.x.x.x' and srcAddr like 'y.y.')

| stats sum(bytes) as bytesTransferred by srcAddr, dstAddr
| sort bytesTransferred desc

| limit 10

FETE NAT R At H SR B E

filter (dstAddr like 'x.x.x.x' and srcAddr like 'y.y.') or (srcAddr like 'xxx.XX.XX.xx'
and dstAddr like 'y.y.')

| stats sum(bytes) as bytesTransferred by srcAddr, dstAddr

| sort bytesTransferred desc

| limit 10

WE VPC ARBIRE S 2#1T EEM T RN ERM B 7.
X F B

filter (srcAddr like 'x.x.x.x' and dstAddr not like 'y.y.')
| stats sum(bytes) as bytesTransferred by srcAddr, dstAddr
| sort bytesTransferred desc

| 1limit 10

Xt F T &k

filter (dstAddr like 'x.x.x.x' and srcAddr not like 'y.y.')
| stats sum(bytes) as bytesTransferred by srcAddr, dstAddr

NAT MXH & 85
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Amazon CloudWatch BH&

RAriEmE

| sort bytesTransferred desc
| limit 10

& 1if) Apache lRF28 A&

EALAE A CloudWatch Logs Insights Zif] Apache R85 A&, BXUTEHRNNEZEER | S

AWS ZEZEEETXBEE LW CloudWatch B &N ###{t Apache R85 B &o

BRI SMAXNFER , WELETENARFR /admin BERFEE TR BSHAEERE.

fields @timestamp, remoteIP, request, status, filename| sort @timestamp desc
| filter filename="/var/www/html/admin"
| 1limit 20

FERMSRB200" ( KN ) EXRFRETHE— GET EHREBE,

fields @timestamp, remoteIP, method, status

| filter status="200" and referrer= http://34.250.27.141/ and method= "GET"
| stats count_distinct(remoteIP) as UniqueVisits

| 1limit 10

& Apache RS E# B 31 HX ¥,

fields @timestamp, function, process, message

| filter message like "resuming normal operations"
| sort @timestamp desc

| 1imit 20

£33 5 # Y &1 EventBridge
JRENIZ EventBridge EHFEXRE S HNEHHE

fields @timestamp, @message
| stats count(*) as numberOfEvents by ‘detail-type"
| sort numberOfEvents desc

AT o B

£/ glob /XK KM BEFE emessage IREVF R @user, emethod M @latency , X F

@method # @user MWE MK —ASIRE SFIHIER,

#if) Apache FRE B HE

86
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parse @message "user=*, method:*, latency := *" as @user,
@method, @latency | stats avg(elatency) by e@method,
@user

FEAENRERXMNBEFER emessage iREVFER @user2, @method2 7l @latency2 , HX T
@emethod2 f euser2 WE/ME—HEREFIHLER,

parse @message /user=(?<user2>.*?), method:(?<method2>.*?),
latency := (?<latency2>.*?)/ | stats avg(latency2) by emethod2,
@user2

REFE loggingTime, loggingType # loggingMessage , §fik S ERROR = INFO F AT &
WAZTEH , AFMNE TS ERROR FRAENEHH loggingMessage 1 loggingType F.

FIELDS @message
| PARSE @message "* [*] *" as loggingTime, loggingType, loggingMessage
| FILTER loggingType IN ["ERROR", "INFO"]
| DISPLAY loggingMessage, loggingType = "ERROR" as isError

EEER TR S8R

B ERASKEE, EEAFERERESETHREE R IR BERFEFHER, CloudwWatch
Logs Insights AfEMAZstatsEBM — N HSNREHBNERERTRILRR. EXEZEE B
SRS 1T HIE.

RIEHE#HIZ1T Logs Insig CloudWatch hts Z1if]

SIRERE , AIRERE  WEREBRETEN. EWFNAXHRERRE  UEPEREREFR
o BMNKFENXETUEREFZIE 1000 MEH,

gﬁﬁ-ﬁlﬂ BB FEEES logs: PutQueryDefinition RN AR, EEEECREERNNT
*®, BY ’“‘%E‘JEE logs DescribeQueryDefinitions EEMN A,

REFEN

1. FTFF CloudWatch ##|& , Mt 7 https://console.aws.amazon.com/cloudwatch/,
2. HESMBEHRP , % Logs ( AL ) , AFERE Logs Insights ( BETEER )
3. EENRESRT , CIEER,

EEF R BEHE 87
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4. EBRREF.

MEERE “RE” BA , WEEEXRN L CloudWatch ogs BHEIAKFIRIT. Rt , BHRITUTER
(=
a. ESMERP , &F BE4L,
b. %&$F Try the new design ( iR ARt ) -
c. ESMBEHEP , %R Insights (A ) , AERERHERENSE 3 &,
5 RAZTHKEM.

6. (Tik)EBREREEHNMR, %% Create new ( HE ) USIBXHR, MRCIEBH K
X, MAIAE X HREHPERARL (/) FRFRENHRLED, Hlan |, 58 FXHFFZ foldex-
level-1/folder-level-2 26| —/1EH folder-level-1 WINHKXHK , HEZSIHR
FalES — N2 A folder-level-2 WX 4K, EH{RTFTE foldexr-level-2 A,

7. ("it) EXNEWHNASEARERIAR,

8. EERIF.

® Tip
B LAMEA PutQueryDefinition AREMNEREXXHR, ERAREFNEBQEIHX,
BEAERT () EFMENE BB MM EFIENXHXER . <folder-name>/<query-
name>, BREBRENEZFER , HSHPutQueryDefinition,

BITRENENR

1. $TF CloudWatch #Z#|& , MR https://console.aws.amazon.com/cloudwatch/,

2. HESMBERKF , %3F Logs ( BHE ) , AF%$E Logs Insights ( HERER )

3. &EEM , 1%&#F Queries ( B ) o

4. M Saved queries ( BRENER ) JIXRFERENERN, CETEERARESRT.
5. &EEBE1T.

RECREEWHNFTRAE

1. 3TFF CloudWatch ##l& , Mt https://console.aws.amazon.com/cloudwatch/,
2. ESMBERP , %&E Logs ( AE ) , AFERE Logs Insights ( BETAZR )
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3. &AM , %EF Queries ( B )

4. M Saved queries ( ERTFENER ) IRFERENERN, CETREERRESRT.
5. EREN, MREZTEZTERERELNIME , HFi1%EF Run query (B1TEH ) -
6. HERFREFMRARE , £1F Actions (B4 ). Saveas ( ZEHN )

7. WATHNER.

8.

(L ) EBREREFEHNHR, %R Create new ( FTE ) LUBIEXHR, MRGIEF 4
X, WA REXGREMPEARIL (/) FRERENLXHREN, B, apB 4R folder-
level-1/folder-level-2 £8|E—1& N folder-level-1 HWTMEXHK , HEZIHR
FElES —1EH folder-level-2 X #K, EM{RTFHE folder-level-2 H,

9. (TWit)EHEWHASEREEIA,
10. HEBRE,

EMrER , BSMEFKEESR logs:DeleteQueryDefinition R AR,
IHESMRERFHNES

1. $TF CloudWatch ##l& |, Wit# https://console.aws.amazon.com/cloudwatch/o
ESMERYT , %&# Logs ( HE ) , AF1ERE Logs Insights ( BEAER )
E£AM |, % Queries (& ) o

M Saved queries ( ERTFNER ) IRFERENERN, EETEERRESRT.
%% Actions ( #4E ) . Edit ( 4538 ) = Actions ( #4E ) . Delete ( HIER ) -

o & 0D

|

NEARMIEZFERNG EERSR
ETEWE , BT SUTEWRINE CloudWatch X AR 494 R S BIBILHR,

WINEEFERNERSESSRANEKZEFERARSRZEFERBFTAET. XEERITAZHHR
L CloudWatch ogs Insights & EBR ( 30 1) o

RE L RN INE 2 H E AR

1.  3TF CloudWatch ###|& , MiLA https://console.aws.amazon.com/cloudwatch/.
2. ESMERP %R Logs ( BE ) , ARFEERF Logs Insights ( BERE ) o
3. EE-NIZNMNEBFLEAHESTER,

FERA MR ERRS EENER %
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4. %$F Add to dashboard ( FRINEIFRHIEHR ) -

ERIRFIEAR , HEIER Create new ( HE ) hEWLE ROIZZHER.
EREATERAS R/ DI,

AN B TR

%% Add to dashboard ( FRIIZEIZRFHIER ) -

© N o O

MERNEREHIHBHRNETHERNER

1. FJFF CloudWatch ##|& , Wit 7 https://console.aws.amazon.com/cloudwatch/,
2. ESMBHKDB , % Logs ( AE ) , ARF%ERE Logs Insights ( BETEZR )

3. ERE—NEBZANBEAHETENR,

4. % Exportresults ( SHER ) , REEFMENIED,

EREERETHNERHERAITEIZR
BALEE Y EERTHERNR SRENEWH LR,

HAETHERASRZEANEZEFEHRNER, SMNKF REERRT# 1T 30 4 CloudWatch Logs
Insights &Eif] , BIERMELTRRAESR,

EELNREERALIER

1. FJFF CloudWatch ##|& , Wit 7 https://console.aws.amazon.com/cloudwatch/,
2. ESMBERKD , %EF Logs ( BHE ) , RFIEEF Logs Insights ( AETEER ) .

3. WMRZEFEAKRE CloudWatch BERFI MR , BEBRHLIER. NREFEHNVIIBRIT , B8
1E£$E Actions ( #4E ) . View query history for this account ( EFLKFHEBRFTLIERE ) -

LT ERRIEERANSIR, ERUBITEFEERHIERE Run (1217 ) , BIRETHEHPHNEMR—
NEH,

ERA” T, “CloudWatch BE” E R4 EEZTHRIEERNRITH,

FRAMMZEEIRHLE R AWS Key Management Service

ERINER T , CloudWatch Logs f# A ZIA CloudWatch B Logs ARE 85 IN%E /5 3EX CloudWatch
Logs Insights EHM 74 R TINE, BELUEERER AWS KMS B4R MMEZXLELER, MREY

EREESTHNERRERHLICR 90
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AWS KMS ZH 5 nZ 4% RHXE , Il CloudWatch Logs fHERZZAXN K PAREERNFREER
BATINE o

MBBHEERBRBASERERNKE , I CloudWatch BELEZIBRINNINZ B EZLE B EERE
M. B2 , EXBBANETHNERMNERZZHRITMNE. CloudWatch fi#ER*<BX KMS 240/ , H
EBMATLURENXLELER | B CloudWatch B AR T AL S| HiZZEH, B2 , URZRAHEHEE
A , Ml CloudWatch Logs 7 5 REUE R ZZHEMBZNEBRE R,

/A Important

CloudWatch HEAXZEFX# KMS B, BEZEAEXNHBARMNBERNE R, BXESE
B, B RAEAXNMMENBER,

B 5

s BERITTISE , BAMEBLUTHIR : kms:CreateKey, kms:GetKeyPolicy H
kms : PutKeyPolicy,

- FEASEEAXBEREBUEXEKG , RZURFETSHAE , HBREFEER.

« MNREHOE CloudWatch B EXSXEXEARY 17 B PRSMI BRI BRRY KMS B4R , MR ZBR R
CloudWatch H & # INZEIE,

« BT BEMEA CloudWatch 2% & x<BkZ4R , XA AWS CLI 5 B CloudWatch & AP,

T sE -1 AWS KMS key
EOIE KMS |, AL create-key I8 :

aws kms create-key

%S HAHE 1D M Amazon FOREH (ARN ) . FERRAIME :

"KeyMetadata": {
"Origin": "AWS_KMS",
"KeyId": "1234abcd-12ab-34cd-56ef-1234567890ab",
"Description": "",
"KeyManager": "CUSTOMER",
"Enabled": true,
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"CustomerMasterKeySpec": "SYMMETRIC_DEFAULT",

"KeyUsage": "ENCRYPT_DECRYPT",

"KeyState": "Enabled",

"CreationDate": 1478910250.94,

"Arn": "arn:aws:kms:us-west-2:123456789012:key/6f815f63-e628-448c-8251-
e4@chb0d29f59",

"AWSAccountId": "123456789012",

"EncryptionAlgorithms": [

"SYMMETRIC_DEFAULT"

]

S, 2 : i%E KMS R4 R

MINBERT |, B KMS ZHABRMEN . ABRFEMEEAUERACKRNENERSE, BER , BR
REETAHZANBRNRRZTFEMCASNRR. BIUSR , LR F CloudWatch BERSS 44
ERABANNR, ZRS ALY T FEBANE— AWS X,

ERNRESRER , BRIMNBUERBHANFERARGEEIEEN AWS K+,
B % , policy.jsonfEMA L Fget-key-policy@n S R1E KMS ZZ4ARY BRIASREE

aws kms get-key-policy --key-id key-id --policy-name default --output text > ./
policy.json

EXARRESRPHIT policy.json X , RAENATEAZ—FFRMEANT . ERESHNE
BAOSHMEID R, XEEDFEHAConditionETRIE® AWS KMS ZiiEZeM., BXEZELR
BSFHAWS KMS Z4A N2 T 32,

W RBIFE ConditionZBofF AWS KMS Z4ARYE AR & I8 E MK~ S # CloudWatch Logs Insights
BHLER,

{
"Version": "2012-10-17",

"Id": "key-default-1",
"Statement": [
{
"Sid": "Enable IAM User Permissions",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::account_ID:root"
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},
"Action": "kms:*",
"Resource": "*"
I
{
"Effect": "Allow",
"Principal": {
"Service": "logs.region.amazonaws.com"
},
"Action": [
"kms:Encrypt*",
"kms:Decrypt*",
"kms:ReEncrypt*",
"kms:GenerateDataKey*",
"kms:Describe*"
1,
"Resource": "*",
"Condition": {
"ArnEquals": {
"aws:SourceArn": "arn:aws:logs:region:account_ID:query-result:*"
},
"StringEquals": {
"aws:SourceAccount": "Your_account_ID"
}
}
}

85 , AL Fput-key-policy 5 78 I 57 HY SR BE

aws kms put-key-policy --key-id key-id --policy-name default --policy file://
policy.json

ZIR 3 . [ KMS ZAEE ML RKER
F KMS B4 51K~ R S L RARXE

BREULT AR MEA disassociate-kms-key @3 :

aws logs associate-kms-key --resource-identifier "arn:aws:logs:region:account-id:query-
result:*" --kms-key-id "key-arn"

HPR 3 fF KMS BHEEWE RXE
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FRR 4 BUHBRAEKF PERLSREYKER

ERUESERLE RXBKH KMS Z4A/ Bk , B AL Tdisassociate-kms-key @ 5 :

aws logs disassociate-kms-key --resource-identifier "arn:aws:logs:region:account-
id:query-result:*"
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EFH E 70N E.*” E oA Ib

BERRAZRE—NRN—RIBEEH, Logs PENEIMH CloudWatch BEFRM K —NEIMEH

Bio

EliéH%—éﬂF'—\ﬁﬁﬂﬁ‘é’a’ﬁﬁ BEMpREHRENBER. BUUAELBEAHEE@SAPKA
uﬂllu:_b;ﬁao RT.I-E.I-EH:_ éE.E’JH/L: l)ll.- 5&@5&%“0

ERARE D FRITEAE B EAN B ER.

£ Log CloudWatch s 632 H &4

LR BB (Amazon CloudWatch BEAF1EFE) a1JLT AP BRIE Amazon CloudWatch EC2 34| £
REAEREN | FEZEIERTEZEEEE, B aLlERE7E CloudWatch #5414 R alZ AEA,

Bl R XA

1.  FTFF CloudWatch #&|& , Wik hitps://console.aws.amazon.com/cloudwatch/o
2. ESMERF  EEREAT4H,

3. ERRE, AREREBREA,

4. WMABZANEN , RAGERIEBREAL,

® Tip
B LB S B # F B9 Favorites and recents ( WK M RIA 10 ) K2 W B EA UK IE
HIERFER. £ Recently visited ( ZIEHM ) 5H |, HESEREEEEERRENBEETLA L ,
REEBRZULNERRS,

MBEEREE BEA

CloudWatch BHE2Ba#EWRB Z AWS RSN BES4. SUAIUFERAUTHFEZ —FHM
CloudWatch HESE#&IXE Logs :

 CloudWatch ¥ — £t — CloudWatch X 7] LURHE#R A H E KX B CloudWatch B, BXRZE
FEEA CloudWatch REMEE |, 55 (L 5% CloudWatch P18 ) FHIEA CloudWatch 1%
2 M Amazon EC2 K5I FN 23k fR 55 85 W EE s 45 F1 B &,
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« AWS CLI— MR #t8 B = #put-log-events L4& B CloudWatch B &.
« LURIEA X — PutLogEventsAPI 28 SL4mTE 1 SN B #HERY B HE 4 £ 12 2 CloudWatch A&,

B EH KXIEER B ER CloudWatch B EEIE

IBAI LA stream-by-stream 1R#E B ERE KX E Logs B BEEIEXK CloudWatch && FiR 313 %8
CloudWatch BE#IE. BRI UEEEEEN AEBENRENEE.

EEBSHIE

1. 3TF CloudWatch #2#|& , LA https://console.aws.amazon.com/cloudwatch/.
ESMERSD , &EFE BE4,

XF Log Groups ( BHEAH ) , FEHEALAUEFEHER.

ERAFSHIRP , EREEEENESANER.

MBERINEKP | EBREEFNEIRNEB

EFRREBENERAR , BRITTIIREZ—

o o b~ w0 DN

- ERFTRNBESEN  FRABRZATEHZLNE X,
- ERFAAAESEAHUAEXNAIERAEREN , FHEAEEMIRLFIER Text

- EFEASES  BEEBRFERTRAMENERMASMH. AXESFEER , BSAEARIES
M B EE 4 oI E R,

- EERREE M ESEER B ESYE  FEERMAZAZL , AR ABNNRZHEX, E
EEBHMEESEE |, ik Absolute (44Xt ) » BREMELN MK, PNk, XRBEE
T, HikR Relative (X ) o BATBUE UTC A MBS X2 B E]4R

£ Live Tail EFErfitEF BE

CloudWatch Logs Live Tail AIfE#UYHT B SEHNERBHRATIR , NMABIEREDEBRHE,
B LR PR EER, MEMREERRERRNAE , HBERERNFFREB, S URTEREEN
RiEFEEE , BT UARHEREEEERBN AL , URBBREKRIFFFERE,

Live Tail 2 EZEALEFANBBH=4 %A, BEXENMNEZEER , 5% Amazon CloudWatch &
M A FETF,

EEREHRE 96
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FF 4 Live Tail €&

EAILAE A CloudWatch 2 &) & /E3h Live Tail &i%. A TEFRA T UAERA LN SMBEERFH Live
tail £ IZ 37 Live Tail 21F, BN “BEA” WHER “ CloudWatch B ENL#E” TWHEZ3) Live Tail
&iF,

® Note
MREEABRERT RERFBKEA Live Tall EFH H,ﬁéﬂqﬂﬁ’ﬂﬁiﬁwﬁ N BRISHEIE Live
Tail REFHARERK. AXFRRASETFBBBENFARE  BSR B R B HRT
R B B,

Fr 44 Live Tail 21%

1. FJFF CloudWatch ##|& , Wit} https://console.aws.amazon.com/cloudwatch/,

2. TESMBERT , EERBEXER, Live tailo

3. XNTEFBETH , & Live Tall *EHPERENPEEFEEHNBETH, BANEEZX 10 MNEE
4,

4. (FE ) MREREET—/BE4H , WALBITERE - RS NMNAERKEFAESEH , Mt
— Sk Live Tall 21, At , BEEREERY , NTRIIREFBERNEN. IE , &7
UFEAEREERTHE-MEMARBERBENIR , ASFERENSNREENFTE BER.

5, (W& ) ENETSSRLES AR HMFHAENAERSH , 5% Add filter patterns FHIA
HARFHFH,

fflan , BERERBEIE Warning B AEEH |, FH A Warning, BEFBETFX D KNE, &
UELFERPEIESANREBENERZER :

« error 404 REREREE error M 404 HWEHESH

« ?Error ?error £ RES Error = error WHEEH

« -INFO ERFEFE INFO WFFE BHESEH

« { $.eventType = "UpdateTrail" } EREHRBFEEN UpdateTrail BIFTHE JSON
HEEH

B A LUEA ENFRIAN (regex ) #HITIFIE :
« %ERRORS A IENKRERERH ERROR RBFHRWATE BESEH
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« { $.names = %Steve% } FAENREIXEREMY "name" FEE Steve K JSON BHEE
i

* [ wl = %abc%, w2 ] EAEMNREIRNERE-NEFAR abc WZEHSFREESEH

BAREXNBZENESER  FEARKERHFNENEZE,

6. (AE)ERHNETHELBEEH , BE Live Tall THAZBRHAREETHNFHE. B—HBA
REETHNFHE, MRANMBNIBEREETHFH , WM FHRISETEDHHE, REERE
TRETEEEREEFANEMESEANEN ; SEEETEOFRTASEHAUAEETENAER
B, REHERERREQHAEFRALINTH.

SR A B AE A R M SR H B R RIREFFERE, Hla , BUUFEEHUXEREE Exror B
B RARREETRTE 404 WEH

7. ERFE  FERENAHERMN
RN ESEATHRENEEQF, FAFERUTER

« BI85 E R Live Tail 24 FENIRSHIETE,
« events/sec ZREVWAEZ VRN BEEHSRIRENFIERHMHEITE,

* ATHLESEFRASEHELRF[LTEMRBEAR , CloudWatch BERRER & /R — L ILE
BESH, MRREXMHER  BRELETHLEESHNESLFNU % EER2H,

8. EEFEMHRUERINESHAR , FETEHEOPNERNE.
9. HEXEHE , BUUEAUTARKREEERENHSEHNESFAER.

c EEFEONDE RAEEHNRZENR | FiiRiZEEEHEZLETL,

s EEMIENHRERBEEHNTEBNAR BB ZEEEHZLN + BRKE. EHREE, M
BOHI,
EMBOPERAESHXANTFREXARSEFTEORHNEMEHHRHITHEREER,

10. EE1E Live Tail 21F , iH&EEFEL,

1. ZEEFEILE , TUERERABERFERRENR LSRG , REERRNAHERS. REEE
Start (}Fyél\)o

FFEA Live Tail &iF 98
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{52 F Tk SR A R TV 3R B R BRE

ATCAGEA IEARimiE R, TTREESRM. ik AEEHA Live Taill WFERHEREE BRAE
B, B UBEAEEATMArIEEER , AWSCLI tt Al A FEAEREEN B E TR, ﬁ/ATE%Lﬂ'E‘JL
HOREEFAHRBBENE -, ABFEATHERREZT —THEIAER R, NRZEREEMLE
R, AIUKRERR,

BH LR ERE RN EEERRHEFREE. SAUMNRAEERTH , EERBMNEBH ARTEMRL ,
ARE AR ESEE RN ESEE N EE ERNEBN B E,

{ﬁﬂ—_“’)\ﬁ MH j%EHREIJj:EI*TLEEH:I:*E}_\_H/uo

MREZFNIKSIREN CloudWatch BSIK /7 AT ERMEEIRIK | W AT U2 BRI 1L 5 12 e 42 K 7 < Bk
WRIKF AR BEEH., BXEZER , BZH CloudWatch BIK = Al 14,

EREF A ERAERE

BRI LMEREFEBRAEEERMHNBERE,

EREFERRAR

1. 3$TF CloudWatch #Z#|& , LA https://console.aws.amazon.com/cloudwatch/,
2. ESMERTP , &F BE4,

3. XTF Log Groups , EFITEEHRNAERN BEHNE .

4. XTF Log Streams , EFEE RN AERIE

5. 1 Logevents ( BAESEH ) T , mAEFEANTEFMEIEE,

EREH A ERENTESEENRE BERE

1. 3$TF CloudWatch #2#|& , ML A https://console.aws.amazon.com/cloudwatch/,
2. ESMERP , &F BE4,

3. XTF Log Groups , EFITEEH RN AERN BEHNE .

4. i%&# Searchlog group (#BERBEEA ),

5. XF Logevents ( BEEH ) , FEF BN ESEE , AW ARESREE L,
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EABREAESRE AWS CLI

RO ERERFEEEFRMABERE AWS CLI

EFHAEZREESHE AWS CLI

EmTRRAELL |, B1TET filter-log-events 5w, A --filter-pattern HERRBRHINIEEN T
TR ER | HEMR --log-stream-names FERREINIEEN BER.

aws logs filter-log-events --log-group-name my-group [--log-stream-
names LIST_OF_STREAMS_TO_SEARCH] [--filter-pattern VALID METRIC_FILTER_PATTERN]

EFERHERATENBSEENMN AESRE AWS CLI

EamSRIRFL |, BT Tilter-log-events@

aws logs filter-log-events --log-group-name my-group [--log-stream-
names LIST_OF _STREAMS_TO_SEARCH] [--start-time 1482197400000] [--end-
time 1482217558365] [--filter-pattern VALID METRIC_FILTER_PATTERN]

MERERZEBE
AR A W R A R RS ER B AR E,
MIRSIETHR /B $ 3) B

1. 3TFF CloudWatch ##l& , Mt 7 https://console.aws.amazon.com/cloudwatch/,

2. ESMERETF , #%3F Dashboards ( #ZEHIER ) o

3. EFEEFIER,

4. TEDEHLE | % View logs BFR , AAFIEIE View logs in this time range. MR FHEZMNERTE

EEMH  BMNIIRPIER -, NMREEZEBRBESRG , BHEIKRPUUNIRTNEE | HiEEF
More metric filters , R/FIER I RISPRIFIEFM.

MERET A&

1.  FTFF CloudWatch #&|& , Wik hitps://console.aws.amazon.com/cloudwatch/o
2. ESMBEKF , EF Metrics (3845 ) »

ERERALESE AWS CLI 100
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3. 1E All metrics ( FRETENR ) BT FELWBRFERD , BAERNEN , ARG Enter,
4. MBRLERHDPEE-IPRZNER.

5. i%&#E Actions (#E ). Viewlogs (BEEHE ) . MBREEZMERIERY , EMNIIRBPERE—
N MEREEZIBIRFIESRY , BEIKRPULUE RWEE | H1ER More metric filters , R/Fi%
BRRIERERFIERM

B ER
BRARAK

MRERERTHE A BRURFERKNEIETEN. BEREBREE , JNITTRE

- MREEANE AWS CLI, M A LUFHEZSBE R BN RBRERBNEBH AR, Flw , MREKH
HEH 1000 MEER , BERBEF=IEHEXNBEER , WA AEAFERRS AWS CLI A
RERAFAFHX =B ER.

- FAERE. EANENSEEER , NTTRLBRVBFEENMREREE.

FRNAEPR CloudWatch B EEIERE Hf

RIANBERT , BERIELREZEME CloudWatch BEH, BR , B LlREEEE AT EFE#AE
BEZKE, FHEBSHIREHIEENFIEHRBEEENER, ZULUENERXENMNEELANBAE
REH,

(® Note

CloudWatch Logs T2 E AESHAEREREN ZEVFEBIR. WEBEFTE 72 /NetF6E
MBRBEEH , BEERDBER T AREEEKNE,

XEKE  RFAXEAERNEFEFENREBRE K MZAEEAITEEIHEXERLR K
BIBREY BEEH , MERZFREEHE , SEAXEHRZIEE 72 /NI FEEHBIER. B
RAAMERBEHE , BFATEAREERENRELRE , EBFL—MREBALERRF 72 /D
X, REEEACHBREREN BESH,

HAXESHRIERBREN , XEAESHIEIRICHERER. ERFIEHESMERT |
ECNESIUETEEENER , t FT2BEMENREREEAER. SEER APIRE
storedBytes EUAEFEHFZAFTM T ZLFWR , XEHRIEAFHRN BESHETIEE
Mo

HEHB o
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ERHEREHIRE

$TFF CloudWatch ##l& , Mt https://console.aws.amazon.com/cloudwatch/,
ESMERT , &FE BEL,

REEEHHBEEA,

f£iZ B E44HR Expire Events After 5lld |, R ZHEIREHIRE , 520 Never Expire,

£ Edit Retention ( 47%E4R & H ) # , 7 Retention ( REBH ) B EEZREZHE , AFER
Ok (HE ),

o K~ 0N~

£ Amazon BEAFFRIE CloudWatch HEA

BAI LU B 2 M T BRI E N ER 2 BLA B TE Amazon Logs F8IZ#) CloudWatch A&, &R
EHERAENHREN, FANEE—MEE AWS HRMEZBERE (BFEKENE ) WEEMEKX
A

(® Note
&) LUGE PR R IZHIFT CloudWatch BERFENIFRNER , S EEAMBESR,. AT HEEA
MBERZBEFEESEXR , AtE AEARFEFHX BERNIBE. BRERRSES R
NEZELR , FSRERFRZEGIR Amazon Web Services BRI A .

AFS

- BEXmZENERAR

- FARSRERE

- IRERF

- FRARICHESA AWS CLI

- £/ BH&E API #5182 CloudWatch B &4

BRI EARAIR
BRI LAMERA S AWS CloudFormation AWS CLIB CloudWatch & API SRR TES :

- E0E B EAR [ ERINIRE,
- MIEF B EARFMIRE,
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- §|HBEANRZ,
o MBEAMBRFZ,

BRI LAERAREN AEA#RITHE, Bl , BRI LURAR, FIEERHENESI#ITsE. BTEEX
BAMIENENE  AEEBTLUeZ—AB8ENLIIRBREENBESR, Flm , BoJLlE L —ARRZ
REBEEMEENXBRNARFREAEH, UATILMRZETRA -

- B : MEAW

- FAEE : B

. A& AR

- NARE: NARFEEWH

o INIE ; AFE

i AFRZ IR R R A

A LE AN AWS B E# T2 R NBE, YLRERET AWS ®R (SERSE ) N, 58
AWS BASRIRE DR SLENERARARE, STLURBRRLS KT (BMRAFL, KA
BREEHRAFEE ) WS WERBESHBSHRE. BXESEL  #5H AWS Biling 35
R T 8 R S A 3R 2 P AR 2 AR

PR PR &

LT BREERTHZ.

E PR

- BNESANREARFERN 50,

- RERVNEX D KNE,

- BEEREHRECHERESENFRE,

RERRE

« BIMERVLTRME—N, NREFNMVFEEFECHEANE  WENFTRZRESZNEREN,

« BREBPTRRUITL | aws : RN MR HRERER AWS, AWS R RIECIZE BULBTRTT KB FR
£, BETEXNHEBAITHREZMER.
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- RERWEKELANTT 1 F 128 4 Unicode FRFZ [l
o FREELMBTELUTESR : Unicode &, BZF, ZEREAMUTHEHRERF _ . / = + - @

REERE

- BRZEENEKEXTNT 0 F 255 4 Unicode ERFZ[El,

- REEAURNZE, B, EMNBRBEUTER : Unicode B, ¥HF. ZRAUTEERHKRT
ﬁ: . / =+ - @

£ AFric BE4E AWS CLI

BT LAER AWS CLIZAIN, 5 HFNMIBRIRZE ., BXRHA , FSRUATXHR :

create-log-group

B AEE, BASIERECE R SARRIRE,

tag-resource

N #EE CloudWatch By Logs BRIRD B —PNHZ MR ( BEX ) .

list-tags-for-resource

S5 CloudWatch B E R BEXRBKIIFE,

untag-resource

MIEEM L CloudWatch ogs BRFBER—NHZMRZ,

£/ B& API #5712 CloudWatch BH&E4

B LAEA CloudWatch B3& API &0, FIHFMBERIFE, BXRHA , FSRATXXHR :

CreatelLogGroup

B ARE, BASIERECE R SARRIRE,

TagResource

N #EE CloudWatch By Logs BRIRD B —PNHZ MR ( BEX )
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ListTagsForResource

& ~5 CloudWatch B E&BRAXBKIIFE,

UntagResource

MIBEM L CloudWatch ogs BRFBER—NHZMRZ,

fEA % B EHH CloudWatch BHEETE AWS Key Management
Service

=k H?&Eﬁéé@ﬁ: CloudWatch BEHINZE., BIAER T , CloudWatch Logs X1 E&7S B A EHE A AR

W&, WA, BHALAER AWS Key Management Service #1TiX — &, MRIX#EFM , N6E

m%} AWS KMS fA#TiNE, ERFEAREBAME , 5 AWSKMS RECIEZBEANRKALEART
fE2fE , ¥ KMS #45 B EHEXEKEX,

/A Important

CloudWatch BEIMEZFEMZE ETX , FAkms:EncryptionContext:aws:logs:arnfE
NEP , FABEAN ARN ERZZANE. IREWBELRACHER KMS Mm% , K
FENBARBETRENKFMBEAPER , )U'Jf' Bl — N KMS 247 |, iZ KMS Z4A7E
IAM policy #E2& —/1N&#. BEXEZELR , HSFAWS KMS Z4MMNZE LT X,

F KMS A EREALAXEKE , ZAEEMEFERNWHEERNERAZZANSR, XLEHBEEEMRE
BN EUAMZR X FM. CloudWatch REFER , HBERSBZRXLEHRIE, CloudWatch & ZHiER N
BEIER | BEEBSHIMEEF KMS ZARDR,

MREEEHER KMS 245 B EHMKER |, Logs M CloudWatch CloudWatch B EERIAINZ 5
ENFEERNBEHTME, 2EXENFMEFER KMS &%Hﬂl]& WEENER KMS ZA# TN,
CloudWatch fi#Br<Bx KMS Z48/5 , BEMARTLUREZHIE , A7 CloudWatch B &I AT LAGKEE
S|RZ#. BER , MRRABEHERM , N CloudWatch Logs 7o & 1REUE A iZZ A MZEH B &,

/A Important

CloudWatch B &R XX KMS 24, B2EMAEXNMRAX BSAFNBEHTNE. &
XESER  FEHERANHMENHER.
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PR

s ERITTISHR , BRAREBLUTNR : kms:CreateKey, kms:GetKeyPolicy
kms : PutKeyPolicy,

- FRASETAXRKABBRXBE  RSUTRFELSHatE |, BRETREN.

- WRIEHOH CloudWatch HEXY x<BRZ4A RV 75 R X BR M BR<BX Y KMS B4R , M EBR R
CloudWatch BERBINZEIE,

o BIEBEA CloudWatch &1 5% KMS #4855 B E4A X Bk,

FE1: 8l AWS KMS %41
E0IE KMS 47 , A LT create-key 8 :

aws kms create-key

%S HAHEA 1D M Amazon FREH (ARN ) » FERRAIMEE -

"KeyMetadata": {
"Origin": "AWS_KMS",
"KeyId": "1234abcd-12ab-34cd-56ef-1234567890ab",
"Description": "",
"KeyManager": "CUSTOMER",
"Enabled": true,
"CustomerMasterKeySpec": "SYMMETRIC_DEFAULT",
"KeyUsage": "ENCRYPT_DECRYPT",
"KeyState": "Enabled",
"CreationDate": 1478910250.94,
"Arn": "arn:aws:kms:us-west-2:123456789012:key/6f815f63-e628-448c-8251-
e4@cb0d29f59",
"AWSAccountId": "123456789012",
"EncryptionAlgorithms": [
"SYMMETRIC_DEFAULT"

]
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https://docs.aws.amazon.com/cli/latest/reference/kms/create-key.html
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S 2 RE KMS Z4AMIR

BIANBRT , FTE AWS KMS ZAERIALEN ., RERFFIEE JLER©XRNZNEZRE,
B2 , FRFAEE TG KMS ZAMNFRNERTFEMAFRMER, BILPR  BHFRF
CloudWatch BERSF EAEAZEHNNR, RS EELIN T 7% KMS Z4 8 E— AWS XiF,

FERBERXER , BINERUESF KMS ZHANEARSEEEEN AWS K5 HEAF,

B % , policy. jsonfEfA L Fget-key-policy@in S R1E KMS ZR4AHY BRIASKEE

aws kms get-key-policy --key-id key-id --policy-name default --output text > ./
policy.json

FENARYRERPITH policy.json X , REMNUTEAZ —RRINBEENDD, ERESHNE
BAOSHMEID R, XEEIFEHAConditionET KI5 AWS KMS ZfiEZeM., BXEZER
ESFEAWS KMS B4 N3 £ T3,

RRBIFH Condition EoFHHARSIN BN HEE ARN,

{
"Version": "2012-10-17",
"Id": "key-default-1",
"Statement": [

{
"Sid": "Enable IAM User Permissions",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::Your_account_ID:root"
I
"Action": "kms:*",
"Resource": "*"
},
{

"Effect": "Allow",
"Principal": {
"Sexvice": "logs.region.amazonaws.com"
}I
"Action": [
"kms:Encrypt*",
"kms :Decrypt*",
"kms :ReEncrypt*",
"kms : GenerateDataKey*",
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"kms :Describe*"

1,

"Resource": "*",
"Condition": {
"ArnEquals": {
"kms :EncryptionContext:aws:logs:arn": "arn:aws:logs:region:account-
id:log-group:log-group-name"

}

ARPIFH Condition EHX AWS KMS ZHA B TIRA , RAEEKS T aEAzES , 8
BT T B A,

"Version": "2012-10-17",
"Id": "key-default-1",
"Statement": [

{
"Sid": "Enable IAM User Permissions",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::Your_account_ID:root"
},
"Action": "kms:*",
"Resource": "*"
.
{

"Effect": "Allow",
"Principal": {
"Sexvice": "logs.region.amazonaws.com"
},
"Action": [
"kms:Encrypt*",
"kms :Decrypt*",
"kms :ReEncrypt*",
"kms : GenerateDataKey*",
"kms :Describe*"
]I
"Resource": "*",
"Condition": {
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"ArnLike": {
"kms :EncryptionContext:aws:logs:arn": "arn:aws:logs:region:account-
id:*"

[}

BJa , AU T put-key-policy i 7 INE HTHI KB -

aws kms put-key-policy --key-id key-id --policy-name default --policy file://
policy.json

S 3 FEEAE KMS BHHXE
T ATE 032 B AR SRR HUET KMS BHS TR,

EEEREARETEXRERKT KMS B4 , B ML T describe-log-groupsin s :

aws logs describe-log-groups --log-group-name-prefix "log-group-name-prefix"

WMRHHIE kmsKeyId FE , Nl B EA N5 ZFEREPTX AT KE,
£ o2 B SARF KMS B 5T XEk

BUUT AR EA create-log-group i :

aws logs create-log-group --log-group-name my-log-group --kms-key-id "key-arn"

 KMS ZHEIE BRAXRE

BULT AR MEMA associate-kms-key a5 F :

aws logs associate-kms-key --log-group-name my-log-group --kms-key-id "key-arn"

FIR 4 BUF A EASEHIKE

EBUES HEHEXER KMS Z4ARXRER , 1B AL Tdisassociate-kms-key i & :

aws logs disassociate-kms-key --log-group-name my-log-group
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AWS KMS ZHMMNE LT X

77 858 AWS Key Management Service Z4AF1 N BEHN Z £ | Lo CloudWatch gs IEF AR
 ARN ERMZE L TXH—E% , BTFMEZEEW AEKE. mELTXR—ARERMNESHRIE
MBEOREN, NELTXAVEER IAM REEZARRE AWS IKS M B EAX AWS KMS 4
WIERINR. BXEZEL , SR MNE LT XH IAM JSON K TER : &4,

BINBWUENBNNERN BESHEERATERN KMS 4.

MREENTMENBEE , ENEFEFETHEERNFEAMCEARATZATANH KMS H4A |, &
RT3 SRR,

FnEe BEAFRRANERAEN KMS B , A BERKF I KMS BZHRENNRTZESAFER

1. WAUTHTUERZASANLFEAL ARN

aws logs describe-log-groups

MHIEUTIT, 2% ARN, BFEESR 7 PEHTE.

"kmsKeyId": "arn:aws:kms:us-west-2:123456789012:key/01234567-89ab-
cdef-0123-456789abcdef"

2. RWALT@SHUAERN KMS 4 :

aws kms create-key

3. WANT @ H LM BRANKEEREFES policy. json XHH :

aws kms get-key-policy --key-id new-key-id --policy-name default --output text > ./
policy.json

4. FERAMAYRIEESITIH policy. json HEIFEEARI Condition RER :

"Version": "2012-10-17",
"Id": "key-default-1",
"Statement": [

{
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"Sid": "Enable IAM User Permissions",
"Effect": "Allow",
"Principal": {

"AWS": "arn:aws:iam: :ACCOUNT-ID:root"

}I
"Action": "kms:*",
"Resource": "*"

.

{

"Effect": "Allow",
"Principal": {

"Service": "logs.region.amazonaws.com"
},
"Action": [
"kms:Encrypt*",
"kms:Decrypt*",
"kms:ReEncrypt*",
"kms:GenerateDataKey*",
"kms:Describe*"
1,
"Resource": "*",
"Condition": {

"ArnLike": {
"kms:EncryptionContext:aws:logs:arn":
"arn:aws:1logs:REGION:ACCOUNT-ID:1log-
group:L0G-GROUP-NAME"
}

5. RALT@SLLCHEMNRBEAMEIFE KMS 24

aws kms put-key-policy --key-id new-key-ARN --policy-name default --policy file://
policy.json

6. BMANTRTIURRESBEAEXE

aws logs associate-kms-key --log-group-name my-log-group --kms-key-id new-key-ARN

CloudWatch Logs M AT Z AN R EMBIEHTINE,
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7. ETXR, MBRYBRABHER Decrypt ZANFTEEMNIR, BE , MAN TR TLLRIBRRE -

aws kms get-key-policy --key-id old-key-ARN --policy-name default --output text
> ./policy.json

8. (FERANAEHEEIITI policy.json HM Action FIRFMBRFTEE , B kms:Decrypt* BRSt

"Version": "2012-10-17",

"Id": "key-default-1",

"Statement": [

{
"Sid": "Enable IAM User Permissions",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::Your_account_ID:root"

},
"Action": "kms:*",
"Resource": "*"

"Effect": "Allow",
"Principal": {
"Service": "logs.region.amazonaws.com"

},

"Action": [
"kms:Decrypt*"

1,

"Resource": "*"

9. WALTHTLLHEMMNRBAMMEIBNZSA

aws kms put-key-policy --key-id old-key-ARN --policy-name default --policy file://
policy.json
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I B ARG B R 3P BRURAY B R ERE

A LAE A CloudWatch B E&HBIE R REEKABIRY Logs BN BBEIE, FAXLERBEIUT
B R o B ERA R B EE 4P HINBRBBIE.

PIBEHBFERP KRB , MABRT , ELREENBER AT EENBRBENEMEEHOSERERK , &
& Lo CloudWatch gs Insights, 1E#riFiESRMITFEIFESR. R BEHE logs:Unmask IAM R AP
TREEFRFROEEE.

ERILUAIKPE A B SE G BBIEARPRE | LA SN BSAQERBERP RE. INBENKS
tIEERME , eRREATIAREY , tEATRHRIENBEA,

MRANBNKF R T BERPRE , ARENENAEAGETRE WX RBHEATZAE
B, ET—RBPEENFMEREREMAFHBEZASAPRITHERNFER.

BMNATAREE N ESEARINBFERT K, ERZRBETUIEET S ERTRNF RV ITERRE
PRRRF. BIEART REEHIBRSISN 30,720 MEH

/A Important

FHRBERA BSENSHTRMNAFR, REBERP REN , T2FBE LR TR
AZBEENBEEHL

CloudWatch B E#FEFRT R FERARN CEMERZF I EERQNBRBIE. £HRENERARR
NEEHERIAN, FEFRTURAUFSERNEXHABHRBBIERE , S BVWSHE, MASH
FEENZRFRRES. WTREXRENHE , RNEIRRTRERI EHBHFEEINTELEXRET,

M B 5 8RR N BIERRA T TR N BUBEIE CloudWatch Bt , i K H—MER, X
ELogEventsWithFindings¥g#rs , ©4 AWS/ Logs & ZEE KX M, &AL I igtrR 6l
CloudWatch 1R , bt AT A ERRMYUERRPFETRI. BIERFPAXENERSLENER 2%
#. B> CloudWatch HEEKEEIMIEIRMIE 2152 CloudWatch , SR CloudWatch $g#Rri 1T

i,

BMEREMAN S E ERN B ERENBREE , AINERFS. AWS BEHRZATEEER
FiXWHPRSE, CIBRBERPREN , SUUREEENEAXEMRMRARGTRD BT B SH REH
A&, FERN B SRR REUERE.

CloudWatch B E#IER Y AT LAGE A £ & BIRAR IR AT LA T R B MY BURERR -
« AEH , BIINFAAILB TR AWS E4H
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- MBEER , fIMERAFS

« MABBER (PI) |, HINBHRHABRELTE S

- ZRPBERFE (PH) | flnRERRFETREISHE

o REINRA , G20 1P it MAC #biit

BRETURFWBERENFARER  FSH S0 MR VBIERE,

H3x
- THRBIERTER
s HARBBRY KRS ?
- BERPREMERAMALEH?
- BIRRF KM JSON B
- REREHH JSON B
- KRBT AR JSON B
- BIESEABERTRBEATERN IAM R
o P RBBERTEMATENR
- BANAFRANBERT RBATENR
o BERT R TA
- BIEKFSEE M BIER KR
- BEla
« AWS CLI
« AWS CLI = API BEN BRI EREFE
s AENBFRANERERPEE
. BE&
« AWS CLI
« AWS CLI = API BEN BRI ERIEE
- BEEREBRNEE
- FIHERRE
- FFUHERRZIZ RPN FHEBIENZH R AWS KMS
o ZBARF R EIERR

+ CloudWatch i2 FHRBHIEX TN EEBIER AR
B R R Ry B SR 114
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- &
o SUHEERBNBERIZF ARN
s REIRF
c BREVEXBENHBERZF ARN
- MEER
s MEHBEEABENBERIZF ARN
- ZRPREEE (PHI)
« ZRPEEE LS (PHI, Protected Health Information) 3E 35 & 49 B IEAR IR AT ARN
s MAEMBEE (PI)
- BERRBIAZNSHXET
- ERSHIESHXBET
s PRSENXET
s PBARBSHNSESHXET
« NABHBEE (P, Personally Identifiable Information) # ¥ 3E#r 12 AF ARN

T BERERY R

F&
< TARBIERT K ?
 BERTPRBERAMTLAEH ?

T ARBBERT KB, ?

CloudWatch HEMERBERF REERERHNEBEEE | UR AR X LHER ZREERE,
BEFERMNBOHBEHE  BEALER AR, CloudWatch iEFEHERY , AGEANRFZINERX
PCEC RSN BBEIE, EXRBIWBIRIRATREURE , BT UEXFITMESBIRBIHBRE. AL
BE, BULUERERD (FAKE ) WHBEIE , A EEER B SSHHRBRBRALRE.

BRI RERAMT LG ?
MTEMTR, BREARPRBEXEEEUTTE

o MAYTRERR ALE R EGSEE S 5
c —AEXFUHHMESGRBBRENEY
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8 Lo CloudWatch gs A EA RBEE X — M AFERT REE. BEFRFPRETUE—IHSMELHE

S0R5E , EREE-IFIHEM,
AR R KBEAY JSON B 1%
HBREARFREFEUTELARBEERA TR

« Name ( &% ) - FKEEBE o

« Description ( #iR ) (Fi%)- KE& IR,

« Version ( lRA ) — REEE S MRA, ZETARZAH 2021-06-01,
- Statement (14 ) - EEHERF RERIENTIIIR.

{
"Name": "CloudWatchLogs-PersonalInformation-Protection",
"Description": "Protect basic types of sensitive data",
"Version": "2021-06-01",
"Statement": [
]

}

KEE R JSON B

REEE AR EBFERPRENRN £T

. Sid ( Wik ) - BEARIRA,
« Dataldentifier— CloudWatch B EN AP BURBEIE, Hlan |, #E, thutsiBiFSE,

o BRAE-EEBE, AR “Fit W BUEMRR". CloudWatch B EER BB IMITFEN ST LR
.

"Statement": [
{
"Sid": "audit-policy",
"Dataldentifier": [
"arn:aws:dataprotection::aws:data-identifier/Address"

]I

T REBIE R KRR
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"Operation": {
"Audit": {
"FindingsDestination": {3}
}

}
iy

REGIE TR JSON Bt
REEBEUREATRERPREZ—

- T - EFHPHAFLERHUBER TRKEEBRNERRE. CENFRESEM L CloudWatch ogs &
75 2] AWS/Logs %% ZE BB LogEventsWithFindingsE#¥r. CloudWatchf& o] LA FiX L 3E PR Bl R B

&Ko
BRERBENTRA , F2H FiHERKRE.

£ < CloudWatch BEXIZZIMIBFRMNE ZE B CloudWatch , i§Z{#E A CloudWatch igFrit T4

7'
Lo

- Z5HIRA - EAPH B ZEFKNER T RBEURBEIE,

SIERNEARBERP RBEAAFN IAM R

T B ERESENBERPRE  BATNEETRATRHEENR. KPEBENBERP REMNE
AT 8 B EANBERT KRR TE.

T P 4R B3R AR 3P SR B P SR RO A PR

® Note
MRIEFE Lambda BBAHATEMLLEERE | Nl Lambda HITA BN RDFELAIENT
PR o

B’IE FRF&HY 1AM X PR BiR

BIREEFITBRNEBERYT  logs:PutAccountPol
R icy
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BE FrEERY 1AM X BR R
logs:PutDataProtec *
tionPolicy

Bl LA CloudWatch B&EHR®  logs:PutAccountPol &

it B AR BRI KB icy
logs:PutDataProtec *
tionPolicy
logs:CreatelLogDeli *
very
logs:PutResourcePo *
licy
logs:DescribeResou *
rcePolicies
logs:DescribelogGr *
oups

¥ Kinesis Data Firehose ¥  logs:PutAccountPol *

FiTERROBBBEBRPRE  icy

logs:PutDataProtec *

tionPolicy

logs:CreatelLogDeli *

very

firehose:TagDelive arn:aws:logs:::del
ryStream iverystre

am/ YOUR_DELI
VERY_STREAM

& Amazon S3 fEA T IT B R logs:PutAccountPol *
kB2 BAE R K g icy
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RAriEmE

R’

HEEERSATEUERMCE R
WY B SES

ERURBERY K

i Bk 2R AR A SR

NRELFEMBERFFITAE

FREERY 1AM PR

logs:PutDataProtec
tionPolicy

logs:CreatelLogDeli
very

s3:GetBucketPolicy

s3:PutBucketPolicy

logs:Unmask

logs:GetDataProtec
tionPolicy

logs:DeleteAccount
Policy

logs:DeleteDataPro
tectionPolicy

RIR

arn:aws:s
3::: YOUR_BUCKET

arn:aws:s
3::: YOUR_BUCKET

arn:aws:logs:::log-
group:*

*

EF B, W BESAEIE -BFNEMRBARE

logs:PutDataProtectionPolicy f logs:CreateLogDelivery X[R,

BN ESENBERT REEFTENNR

(® Note

IR Lambda BB A MATEM LSRR HE | Nl Lambda UITAEMNRID RIESLNBELT

R

DI SR BIERT KT R 1AM R
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RAriEmE

BRI

IR A Tt B ARAY BB RS
R

B2 LA CloudWatch H&E R &
1t B FRV B R 1P SR B

¥ Kinesis Data Firehose 17
Bt B iRk eI B2 BIE R Kk

£ Amazon S3 fE R &It B4R
SR EIZEBIFE R RS

FREER |IAM X R

logs:PutDataProtec
tionPolicy

logs:PutDataProtec
tionPolicy

logs:CreatelLogDeli
very

logs:PutResourcePo
licy

logs:DescribeResou
rcePolicies

logs:DescribelogGr
oups

logs:PutDataProtec
tionPolicy

logs:CreatelogDeli
very

firehose:TagDelive
ryStream

logs:PutDataProtec
tionPolicy

logs:CreatelLogDeli
very

s3:GetBucketPolicy

IR

arn:aws:logs:::log
-group: YOUR_LOG_
GROUP :*

arn:aws:logs:::1log
-group: YOUR_LOG_
GROUP :*

*

arn:aws:logs:::1log
-group: YOUR_LOG_
GROUP :*

*

arn:aws:logs:::del
iverystre

am/ YOUR_DELI
VERY_STREAM

arn:aws:logs:::1log
-group: YOUR_LOG_
GROUP :*

*

arn:aws:s
3::: YOUR_BUCKET

DI SR BIERT KT R 1AM R
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R’ FREER |IAM X R RIR

s3:PutBucketPolicy arn:aws:s
3::: YOUR_BUCKET

NERBHNBESEH4EUER®K  logs:Unmask arn:aws:logs:::log
-group: YOUR_LOG_

GROUP :*
EFUNARERT R logs:GetDataProtec arn:aws:logs:::log
tionPolicy -group: YOUR_LOG_

GROUP :*
I BRERHE fR 3 SR B logs:DeleteDataPro arn:aws:logs:::log
tectionPolicy -group: YOUR_LOG_

GROUP :*

MRELFEABFERPFITAFTLZEER , WFAEREER - BN EMEBRAZE
logs:PutDataProtectionPolicy # logs:CreateLogDelivery R,

HHE R KEE B

TR ROIKEE RFAFGE, EFNRBREERPEE  XERBALEFITRAERAREIME=M
KBHW®ITBIR. EFARTAFREERBERNVBIE.

"Version": "2012-10-17",
"Statement": [
{

"Sid": "YOUR_SID_1",

"Effect": "Allow",

"Action": [
"logs:CreatelLogDelivery",
"logs:PutResourcePolicy",
"logs:DescribelLogGroups",
"logs:DescribeResourcePolicies"

1,

"Resource": "*"

1,
{
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"Sid": "YOUR_SID_2",

"Effect": "Allow",

"Action": [

"logs:GetDataProtectionPolicy",
"logs:DeleteDataProtectionPolicy",
"logs:PutDataProtectionPolicy",
"s3:PutBucketPolicy",
"firehose:TagDeliveryStream",
"s3:GetBucketPolicy"

1,

"Resource": [
"arn:aws:firehose:::deliverystream/YOUR_DELIVERY_STREAM",
"arn:aws:s3:::YOUR_BUCKET",
"arn:aws:logs:::log-group:YOUR_LOG_GROUP:*"

BN ST Bl Y B fE R4 SR g

B LAEA CloudWatch BEIZRH| A AWS CLI e B RIZBIERIP KK , LRBEKFPMEREA
HERBHIE, XEMEB MY FH BEANTRAIZENBEA,

/A Important

FHBMIERA R SAN SR TR FH. RESERPEWN | TRFBE R 25 E
ABIRBAW AEHH,

hY

F&A
. BHA

« AWS CLI

e
152 2 5 & B2 0K 7 Su B IR R P R g

1. 3TF CloudWatch #Z#|& , iR https://console.aws.amazon.com/cloudwatch/,
2. TESMBEES , i£$F Settings (®RE ) o BNUTHIREIBMIA,
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3. ERBALREmMF,
4, EEBE,

5. WTFHBIRAR , BEEBNMBE ATAFTITNERVBERE, SR EEREPRANERRE
HYFRIR BT

B UER SN B EBEN LS AN BERRAR. ERSHRBEHBETES SRR

BXREFTURFHBFERENFEAEE , FSH S0 MR BIRERE,

6. (k) ERBREFTFHKERREIN-—AHZURS, BESEETFFITERRIEIEMAX LR
5%, AR BRBIERE 0N F K.

7. i&# Activate data protection ( BUEBTFERY ) o

AWS CLI

£ AWS CLI R8I B HE R 7 K BE

1. FEANXAKEEIRCES N DataProtectionPolicy. json WK, BXREKRBEEENER ,
BSHAUTES

2. WAUTHS

aws logs put-account-policy \

--policy-name TEST_POLICY --policy-type "DATA_PROTECTION_POLICY" \
--policy-document file://policy.json \

--scope "ALL" \

--region us-west-2

AWS CLI 5 API BRFRY BB R Y RIGIE X

LRI AT AWS CLI 5= API 24ER JSON $iB R FEREET |, ZEBLATEFHD JSON R :

o B—PMRUIDE Dataldentifer AT E Audit BIEW Operation &
. Dataldentifer HAFIHERBNWBBREHIERE, EXATRAXTNESZEE , BSRET L
RIFHBIELR,

FTEWTHE Audit B4EM Operation BMFEERIBELKIET, It Audit BESXAITE—N
FindingsDestination X®R., B LUEEFEAZ FindingsDestination WRIIHEN T4
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BIRERZETN—NHZNEFR. REIEEBELA. Amazon Kinesis Data Firehose il S3 %
Bir , XEBMMACLERE. BXFITERBREN TG , F58 FitE RS,

o BZMRUIMDE Dataldentifer BAFTH Deidentify BIEW Operation /&
. Dataldentifer A LM ESRIEE —MRFH Dataldentifer AT L ITHE,

#A Deidentify #B4EH Operation BHXERLERBBENEMYE , EX4ATE
"MaskConfig": {3} &R, "MaskConfig": {} WRHMHAZ,

BAT 2 57 6k 58 F R 4 3t 31t 71 5% B 28 B 3 BR AV R R 47 SR 7R 01

"Name": "data-protection-policy",
"Description": "test description",
"Version": '"2021-06-01",
"Statement": [{
"Sid": "audit-policy",
"Dataldentifier": [
"arn:aws:dataprotection::aws:data-identifier/EmailAddress",
"arn:aws:dataprotection::aws:data-identifier/DriversLicense-US"

1,
"Operation": {
"Audit": {
"FindingsDestination": {
"CloudwWatchLogs": {
"LogGroup": "EXISTING_LOG_GROUP_IN_YOUR_ACCOUNT,"
1,
"Firehose": {
"DeliveryStream": "EXISTING_STREAM_IN_YOUR_ACCOUNT"
},
"S3": {
"Bucket": "EXISTING_BUCKET"
}
}
}
}
1,
{

"Sid": "redact-policy",

"Dataldentifier": [
"arn:aws:dataprotection::aws:data-identifier/EmailAddress",
"arn:aws:dataprotection::aws:data-identifier/DriversLicense-US"

]I
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"Operation": {
"Deidentify": {
"MaskConfig": {3}
}

HEA BEA O E IR R KA
AT MER CloudWatch BRI &S AWS CLI %4 I B BB R 5 W R S IR BUB IR .

EAUN BN BFAHE—NURRF EH. SIURRFERBTUN SHALNELRTFR, 5
A BB RS AT DR — R FHEA,

3

. HlA

« AWS CLI

#Ha
£ Rz & ol R BIE R K

1.  3TF CloudWatch #2#|& , LA https://console.aws.amazon.com/cloudwatch/.
2. ESMERP , EEBEMBEE4L,

3. EEBETAMNENR.

4. i%&# Actions ( #4E ) . Create data protection policy ( BIZEEIRRITEKEE ) .

5

X4 F Data identifiers ( BIEIRRFAF ) , REREFEYW A SEPFENFROBIERE, EAILERE
EFRRANELAFENIRIARF,

BUEUER S B EBEN LS AN BERAR, ERSHRBEHBETES SRR

BRETURFHOBERBENFAER  FSH S0 MR BIERE,

6. (k) ABREFFHRERREIN-—AHZUERS., BESEETFFITERRIEIMEMAX LR
5%, BAENBRBERE 0N

7. %&$® Activate data protection ( BUEEERT ) -
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AWS CLI

£ AWS CLI R8I Bz R 7 K BE
1. EANMAKYRIERGESB N DataProtectionPolicy. json BERBEX . BXRERHIELINER ,

BFSFEAAT D
2. WMALUTESS

aws logs put-data-protection-policy --log-group-identifier "my-log-group" --policy-
document file:///Path/DataProtectionPolicy.json --region us-west-2

AWS CLI = AP| 2 EHN BIRR I KBRI1EE
LMIRGIEZAT AWS CLI 55 API #/ER JSON BUERIF KBS | ZREEAMITEF N JSON R :

« F—MRUIITE Dataldentifer AT E Audit BIEMW Operation B
., Dataldentifer BASIHERBHNBBRHIERE, EXATALETINEZER , HSHETU
RV BIERE,

FETE Audit BEW Operation BHFEER T BRLKIEI, b Audit BEXRIE—N
FindingsDestination MR, B LUEEREAZ FindingsDestination WRHIHENFit4
BREEEIN—NREZNEIR. MBEIEEBHELH., Amazon Kinesis Data Firehose i S3 f&%
Bir , XEBMRMSTELREE. BXFIHERRENTA , 28 FIHERRE.

o BEZMRMUIEE Dataldentifer ZAFTH Deidentify BIEM Operation B
£, Dataldentifer AN SKIEE —NMRFAM Dataldentifer AT TEL,

# 8 Deidentify B{EM Operation BMERLERRBENEY , eXAETE
"MaskConfig": {3} &R, "MaskConfig": {} XRMLMHAZE,

BAT R /57 K 58, F R 4 3t 31t 1 5% B 28 B 3 BR BV BUR AR 47 SRR R B

"Name": "data-protection-policy",
"Description": "test description",
"Version": "2021-06-01",
"Statement": [{
"Sid": "audit-policy",
"Dataldentifier": [
"arn:aws:dataprotection::aws:data-identifier/EmailAddress"
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"arn:aws:dataprotection::aws:data-identifier/DriversLicense-US"
1,
"Operation": {
"Audit": {
"FindingsDestination": {
"CloudwWatchLogs": {
"LogGroup": "EXISTING_LOG_GROUP_IN_YOUR_ACCOUNT,"
.

"Firehose": {

"DeliveryStream": "EXISTING_STREAM_IN_YOUR_ACCOUNT"
},
"s3": {

"Bucket": "EXISTING_BUCKET"

"Sid": "redact-policy",

"Dataldentifier": [
"arn:aws:dataprotection::aws:data-identifier/EmailAddress",
"arn:aws:dataprotection::aws:data-identifier/DriversLicense-US"

1,

"Operation": {

"Deidentify": {
"MaskConfig": {3}

BB RKF RV
BEERRBHRE , AP LAEE logs:Unmask RIR. EHURBHASTEIUTHREEX
RRHOBE -

- BEEHERDPHEHE , 1% Display ( 27~ ) . Unmask ( BUERE® ) -

- FASEEUER®K (@message) T H L CloudWatch ogs Insights Zif], T RHIEHERFH K
REH 20 MRFEEEH -
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fields @timestamp, @message, unmask(@message)
| sort @timestamp desc
| 1limit 20

Ak CloudWatch Logs Insights SF T EZE LR , i5ZHCloudWatch HEN #EIRIEE,
* ¥ GetLogEvents® FilterLogEventsiz B HunmaskS#—iEFEH,

ZCloudWatchLogsFullAccess KB @ FE1ogs : UnmaskiX PR, E[EAE IAM KEEH P R
logs:Unmask CloudWatchLogsFullAccess , BRI LAEZAF KM IMBEX IAM K, BEXEZER ,
BEEEAPRNR (EFHE ).

FHEREE

WRIEFF CloudWatch HEBBERPFITREZRENFFITIREE A CloudWatch H7&, Amazon S3
=} Kinesis Data Firehose , MIIX & &I E ST RHIFE{EL, CloudWatch A EL A EBNIEBHRBEK
BHWEEEHEA— ﬁ?ifﬂ?ﬁ

"auditTimestamp": "2023-01-23T21:11:202",

"resourceArn": "arn:aws:logs:us-west-2:111122223333:1og-group:/aws/lambda/
MyLogGroup:*",

"dataldentifiers": [

{
"name": "EmailAddress",
"count": 2,
"detections": [
{
"start": 13,
"end": 26
.
{
"start": 30,
"end": 43
}
]
}
]
}
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REPHFRUOT :

+ resourceArn FRERRINBBIHEN BHEL,

- dataldentifiers NRERBXEBEEFITHN —MBBEENLILERNER.
« name FERIFALT O RENBBBIERE,

« count FERERILRBRBYIEE BESHHHIAMNRE

« start M end FEREZFFHFIHTHRETRBESHPBRXEITBBRBENNLE,

BENRPIERTE—NESE4DRIFNEFHE U NRE, F—NEFEB4 U B EEHH
EASANFEHEFE , B 26 NFHFER, F-NETERHFUENEE 30 NERFRISE 43 NFR. BIfELE
BEEHERNE T | LogEventsWithFindings B Et RiEE— K EAAZERITES
EBRBENEEE4NEE , MTAERBRBBEN HIURE.

FE i EREADZ R I E BT ENBHRE AWS KMS
A LUEE S A Amazon S3 FEE XM AAM RS BRIk 0% (SSE-S3) 3 KMS H4AH AR SS 281k 1025

(SSE-KMS) k{R#* Amazon S3 F#EHPWEIE. BEX¥E , 52 H (Amazon S3 AFEM) HHE
FBRS 2 im N Z R B IR

MRFFITAELERRIEE SSE-S3 RPN FHRE , WAFEFNNEE. Amazon S3 LB MFHE
o

MEFFIHRAERIKIAT SSE-KMS RIFWIFEE , WEKTERH KMS BZHANBHABE , UERAE
EEBMK S AT LB AEH S3 7. BXx5 SSE-KMS —EFEANAMEZHRENESZEE , BSH
Amazon L CloudWatch ogs A/ #§RAmazon S3H#Y,

NCIRVRE 3 7ak: OF - €E g

AHYEBHREALUE CloudWatch BEBIERP BERP RPN BIRERE AR BLERMLX 527K
FEREERNER,

3 FREXBWHBRBIHIE , CloudWatch Logs Data Protection 213 BIBEHHIAHNREBE |, HNEHKET
ZXRBFNFILEICHET, MRXEFITEZEHK , Il CloudWatch BEZFERT < B3N TE R 22K
RBETRE () EFH (-) MTFREBWKREBFER, EXELEERT , CloudWatch Logs B4
BREBEXBFURRBFTHNE LTS,

B
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Amazon CloudWatch A& AriEE
+ CloudWatch IE FBBHEXRENEEREFIRA
. 4EE
o SUHEXRBENHBERIZF ARN
« REAF
s REBEXRBENHHBERZFF ARN
- MEER
- MSHEXBNHHBERIZFF ARN
- ZRPREES (PHI)
« ZRIP@EEEE (PHI, Protected Health Information) $3E 35 8§ BdE AR IR AT ARN
s NABBEE (PI)
- BRRRIAZSHXIET
- ERBMIESHXEF
s PRSEBHXET
s PBARBSHNSESHXET
« NABHBEE (P, Personally Identifiable Information) #IE3EIRIZAF ARN

CloudWatch 12 kBB HIEXR B WL EBHIBIMRET

TRIHT CloudWatch BEALAEAIEERFEIMRAFRNBINEIE, &%, WE, ETFNSRKRFE
BRIEE (PHI) BRE, BRTHERENHEZIN , XERETE bﬂ_ﬂ,ﬁm/l\A%‘fﬁ{aE (PIl, Personally
Identifiable Information) B %&4 .

BiES Mt XX 2 XIFAFRIRA

FRIRAF R A
Address MA
AwsSecretKey EiE
CreditCardExpiration W%
CreditCardNumber &5
CreditCardSecurityCode %5
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PRI K3l
EmailAddress MA
IpAddress MA
LatLong MA
Name MA
OpenSshPrivateKey EiE
PgpPrivateKey EiE
PkcsPrivateKey EiE
PuttyPrivateKey EiE
VehicleIdentificationNumber MA

XX BBEIMRAFLABERRGTEN , ARREFR , REEWNFER (1SO 3166-1 alpha-2 ) X
B, #li , DriversLicense-US,

XENRRR , KAEERNFEHNE R XA

FRIDSF K50 ExR/bXFES
BankAccountNumber Wt 55 DE. ES. FR, GB. IT
CepCode NA BR
Cnpj MA BR
CpfCode NA BR
DriversLicense UN AT, AU, BE.
BG. CA. CY,
CZ. DE, DK, EE., ES. FI.
FR. GB. GR.

HR. HU. IE, IT, LT, LU,
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PRI K3l B/t XMES
LV. MT. NL,
PL. PT. RO, SE. SI. SK,
us
DrugEnforcementAge R xE
ncyNumber
ElectoralRolINumber MA GB
HealthinsuranceCardNumber 25 EU
HealthinsuranceClaimNumber 25§ =E
HealthinsuranceNumber 243 FR
HealthcareProcedureCode B =E
Individual Taxldentification MA xE
Number
InseeCode MA FR
MedicareBeneficiaryNumber 2B =E
NationalDrugCode ZE E£E
NationalldentificationNumber MA DE. ES. IT
NationallnsuranceNumber MA GB
NationalProviderld i: 4= =E
NhsNumber e GB
NieNumber MA ES
NifNumber MA ES
PassportNumber A CA. DE. ES.

FR., GB. IT. US
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FRIRAF K3l ERMXMES
PermanentResidenceNumber ™A CA
PersonalHealthNumber i:4=4 CA
PhoneNumber MA BR. DE. ES.

FR., GB. IT. US

PostalCode MA CA

RgNumber ™A BR
SociallnsuranceNumber MA CA

Ssn MA ES. US

TaxId A DE. ES. FR. GB
ZipCode MNA xE

S

CloudWatch B EBBARF T AR B A T RKB N ER,

BiERH BITFEAMRRF ID FrEx@gs E =R M
i#h X
AWS #2215 8] 22 4R AwsSecretKey aws_secret_access_ 2

key , credentials ,
secret access key,
secret key, set-awscr

edential
OpenSSH #A 8 %4 OpenSSHPr ¥ =%
ivateKey
PGP FAE %4 PgpPrivateKey I £ B
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BiERRE BIEFRIRAF ID FimRx@s E xR
i [X
Pkcs FAB #4A PkcsPriva 7 i
teKey
PuTTY #AE Z4A PuttyPriv 7c =B
ateKey

TR R BN HIEFRIRAF ARN

TR 7 & SUR B BIE R R P BTFEFRRRFR Amazon BIRE R (ARN),

FIEBERRRAF ARN
arn:aws:dataprotection::aws:data-identifier/AwsSecretKey
arn:aws:dataprotection::aws:data-identifier/OpenSshPrivateKey
arn:aws:dataprotection::aws:data-identifier/PgpPrivateKey
arn:aws:dataprotection::aws:data-identifier/PkcsPrivateKey

arn:aws:dataprotection::aws:data-identifier/PuttyPrivateKey

REIAF

CloudWatch B E#IERY AT LA B LA T RE M RZFRIRA.

BIERH WA ID FREERETF E R
i X
IP ik IpAddress i g
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REBIERBABFERIREF ARN

TRIIE T &/ SUR MBI IR R K BE Y BIEARIRAIAY Amazon BIRAF (ARN, Amazon Resource
Name).
REBEFIREF ARN

arn:aws:dataprotection::aws:data-identifier/IpAddress

CloudWatch B EHEARS AT KB LT RENWSE SR

MBRIGE T HFERP KR , WFEiL CloudWatch BEAN FHN BN E , HEELFB BTN
FEARRAF, BER A Countries and regions ( ERMit X ) 5 HE RIEER B L AEBEIMREFEH
MFANF R E SR/ XA, SN X L E R XA R R BT

iR BURVRIR ID FrEXE=E ExRM FESE
X I
BT F BankAccou =, TENXEFERTET EH. SIEH
ntNumber EINERMEX, EXIFEAH =H., &%

B8, BZREEATEEN BEAXN 344
Keywords for bank account |, FIf F/H
numbers ( BITIKSWXE F. & FFHF
7 ) %, = 4 55
# ElfR
RITHK
2 (I
BAN,
Internati
onal
Bank
Account
Numbers ) ,
GG
B =R/
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BAERE BIEFREF ID FREREF ExRM EFES
# X I
iy X 4K
BET
£
ERFEH A CreditCar exp d,exp m, exp vy, g
dExpirati expiration , expiry
on
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RAriEmE

HiERE

ER+FS

TR ID

CreditCar
dNumber

e L

account number,
american express,
amex, bank card, card,
card number, card
num, cc #, ccn, check
card, credit, credit
card#, dankort, debit,
debit card, diners
club, discover,
electron, japanese
card bureau, jcb,
mastercard , mc, pan
payment account
number, payment card

number, pcn, union pay,

visa

ExRM

X

£H

B

ERE
I

RNE
SREPE
NEFE
FRX

L Y/N: "

13
-1912
BF

3,
FXF LA
T
REH
ERF

£ AR
RS
B4R :
xEE

&, Da
nkort, Din
er's

Club, Disc
over, Elec
tron,
=FNH
RA+E
(JCB) .
k!
pogy S I
Visao
UnionPay
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HiEER AEVRREF ID MEXEF ExRM FES
b [X I
ERFRIED CreditCar card id, card g
dSecurity identification
Code code, card identific

ation number , card
security code, card
validation code
card validatio

n number , card
verification data
card verification
value, cvc, cvc2, cvy,
cvv2,elo verificat
ion code

RITKSHXEF

ERAUTREFRNARS 34 MNFRERFFRHAKNERRITKS (IBAN) , BRER/MHXABESE
T

Country KB

EE account code, account number, accountno# , accountnumber# |,
bban, code bancaire, compte bancaire, customer account id,
customer account number, customer bank account id, iban
numéro de compte

=E account code, account number, accountno# , accountnumber#
bankleitzahl , bban, customer account id, customer account
number, customer bank account id, geheimzahl , iban, kartennum
mer , kontonummer , kreditkartennummer |, sepa

=KF account code, account number, accountno# , accountnumber# |,

bban, codice bancario, conto bancario, customer account id,
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Country KB

customer account number, customer bank account id, iban
numero di conto

P ST account code, account number, accountno# , accountnumber# |,
bban, cddigo cuenta, cddigo cuenta bancaria, cuenta cliente
id, customer account ID, customer account number, customer
bank account id, iban, nimero cuenta bancaria cliente, numero
cuenta cliente

®"E account code, account number, accountno# , accountnumber# |,
bban, customer account ID, customer account number, customer
bank account id, iban, sepa

CloudWatch B ERSREATFIHNHIBR , EAFRFIHEREX LT LT E,

122000000000003, 2222405343248877, 2222990905257051, 2223007648726984,
2223577120017656,

30569309025904, 34343434343434, 3528000700000000, 3530111333300000, 3566002020360505,
36148900647913,

36700102000000, 371449635398431, 378282246310005, 378734493671000, 38520000023237,
4012888888881881,

4111111111111111, 4222222222222, 4444333322221111, 4462030000000000, 4484070000000000),
4911830000000,

4917300800000000, 4917610000000000, 4917610000000000003, 5019717010103742,
5105105105105100,

5111010030175156, 5185540810000019, 5200828282828210, 5204230080000017,
5204740009900014, 5420923878724339,

5454545454545454, 5455330760000018, 5506900490000436, 5506900490000444,
5506900510000234, 5506920809243667,

5506922400634930, 5506927427317625, 5553042241984105, 5555553753048194,
5555555555554444, 5610591081018250,

6011000990139424, 6011000400000000, 6011111111111117, 630490017740292441,
630495060000000000,

6331101999990016, 6759649826438453, 6799990100000000019, and 76009244561.

Tt 55 B AR R B BAEFR IR A ARN

TR 7 & SUR B BIER Y K& P BTFEFRRRFR Amazon BIRE R (ARN),
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W 5 AR IR RF ARN
arn:aws:dataprotection::aws:data-identifier/BankAccountNumber-DE
arn:aws:dataprotection::aws:data-identifier/BankAccountNumber-ES
arn:aws:dataprotection::aws:data-identifier/BankAccountNumber-FR
arn:aws:dataprotection::aws:data-identifier/BankAccountNumber-GB
arn:aws:dataprotection::aws:data-identifier/BankAccountNumber-IT
arn:aws:dataprotection::aws:data-identifier/BankAccountNumber-US
arn:aws:dataprotection::aws:data-identifier/CreditCardExpiration
arn:aws:dataprotection::aws:data-identifier/CreditCardNumber
arn:aws:dataprotection::aws:data-identifier/CreditCardSecurityC
ode

SZRP@EFE (PHI)

CloudWatch B EHE R TR BN TRENZRIP@REE (PHI),

MRLIEE T HERPEE , MEiL CloudWatch BERAMN T HMEMNE , BEHBLAEEIEENE

MR, tbFR A Countries and regions ( ExRMHX ) FIFHNERIEER E'x' AIRTE SRR R R S B
AN F IO E R/ XA |, SN IX L E R X HENXRTF,

HiERE

=
BmE

¥ ( DEA, Drug
Enforcement Agency ) ¥} 5

BERK RS (EHIC)

BIERIRAF ID

DrugEnfor
cementAge
ncyNumber

HealthIns
uranceCar
dNumber

PRERRET

dea number, dea
registration

assicurazione
sanitaria numero,
carta assicurazione

E A
1 X

xE
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HiERE BAEFRRAF ID FREXET ExRM
# X

numero, carte d’assuran
ce maladie , carte
européenne d'assuran
ce maladie , ceam,
ehic, ehic#, finlandeh
icnumber# |, gesundhei
tskarte , halsokort

, health card, health
card number, health
insurance card, health
insurance number,
insurance card number,
krankenversicherun
gskarte , krankenve
rsicherungsnummer ,
medical account number,
numero conto medico,
numéro d’assuran
ce maladie , numéro
de carte d’assuran
ce ,numéro de compte
medical, numero de
cuenta médica, numero
de seguro de salud,
numero de tarjeta
de seguro, sairaanho
itokortin ,sairausva
kuutuskortti
sairausvakuutusnum
ero , sjukforsdkring
nummer, sjukfdrsa
kringskort ,suomi
ehic-numero , tarjeta
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Health Service ) 518

service, NHS

Amazon CloudWatch BH& AriEE
BiERH BIEFRIRAF ID FIEEXRETF E xR
ih X
de salud, terveysko
rtti , tessera
sanitaria assicuraz
ione numero , versicher
ungsnummer
BERRRBE SRS (HICN, HealthIns health insurance claim EE
Health Insurance Claim uranceCla number, hic no, hic no.,
Number) imNumber hic number, hic#, hicn,
hicn#, hicno#
RERRIETIRGS HealthIns carte d'assuré social, EE
uranceNumber carte vitale, insurance
card
ErREERAEFREERS Healthcar current procedural =E
(HCPCS, Healthcare Common  eProcedur terminology , hcpcs,
Procedure Coding System) /X  eCode healthcare common
i procedure coding
system
BT REZHASHE (MBN, MedicareB mbi, medicare beneficia XE
Medicare Beneficiary Number) eneficiar Ty
yNumber
ExRZAmYwiS (NDC, National NationalD national drug code, ndc xH
Drug Code) rugCode
ERBEEIRBITE (NP, NationalP hipaa,n.p.i., national xE
National Provider Identifier) roviderId provider, npi
ERE@EERS ( NHS, National  NhsNumber national health HE
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BiERH BIEFRIRAF ID FIEEXRETF E xR
ih X
MREBESH PersonalH canada healthcare JIE=-/N
ealthNumber number, msp number, care

number, phn, soins de
santé

SR REE(E S (PHI, Protected Health Information) Zi3E 35 8 gy B IEAR IR ARN
TRIETIUEZRPRERFE (PH ) BIERT R ERANBTERRAF Amazon BIRER
(ARN) .

PHI Zi#EFRIREF ARN

arn:aws:dataprotection::aws:data-identifier/DrugEnforcementAgen
cyNumber-US

arn:aws:dataprotection::aws:data-identifier/HealthcareProcedure
Code-US

arn:aws:dataprotection::aws:data-identifier/HealthInsuranceCard
Number-EU

arn:aws:dataprotection::aws:data-identifier/HealthInsuranceClai
mNumbexr-US

arn:aws:dataprotection::aws:data-identifier/HealthInsuranceNumb
er-FR

arn:aws:dataprotection::aws:data-identifier/MedicareBeneficiary
Number-US

arn:aws:dataprotection::aws:data-identifier/NationalDrugCode-US

arn:aws:dataprotection::aws:data-identifier/NationalInsuranceNu
mber-GB
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PHI Z#EFR1RF ARN
arn:aws:dataprotection::aws:data-identifier/NationalProviderId-US
arn:aws:dataprotection::aws:data-identifier/NhsNumber-GB

arn:aws:dataprotection::aws:data-identifier/PersonalHealthNumber-
CA

MAEBER (PI)
CloudWatch AEBIBRP AU KRBT LB N AFBER (PII),

MRBIGE 7 HIFERPFEE |, MFEiL CloudWatch BERAN FHAMHEME , A EHBLBAHEIEENEK
EFRRAF. BLERAF Countries and regions ( ERFM#[X ) 5 E BIBEER D LA ELRERREFEM
MANFRBHER/M XA , RN XL ERNEXHNENXET,

iR BAEFRIRAF ID REXET ExRM EES
#[X 4l

H4E B DateOfBirth dob, date of birth, 1 XEFS
birthdate , birth PN
date, birthday, b-day, WA
bday B,

Bt iy
BHF
AR B
FMA
BB
H94R
B
HEHALA
]
AR zZE
%, &
AT (/
) X
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BAERE BIEFREF ID FREREF ExRM EFES
# X I
&P
(-)
a8
Cdédigo de Enderegamento  CepCode cep, cédigo de B
Postal (CEP) enderecamento
postal, codigo de
enderecamento
postal
Cadastro Nacional da Cnpj cadastro nacional B
Pessoa Juridica (CNPJ) da pessoa juridica,
cadastro nacional da
pessoa juridica, cnpj
Cadastro de Pessoas CpfCode Cadastro de pessoas ==1ic)

Fisicas (CPF)

fisicas, cadastro
de pessoas fisicas,
cadastro de pessoa
fisica, cadastro de
pessoa fisica, cpf
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e L

B. TRAMNXBFEAT
TENERMX, BXiF
MES , FZHRATEE
¥ Drivers license identific
ation numbers ( Z 30 8
RES ) Fo

electoral
electoral
electoral
electoral
electoral

#,
number,
roll #,
roll no.,
roll

number, electoral

rollno

iR BARFRIRA ID

B EEIRR S DriversLi
cense

ERBMES Electoral
Rol1lNumber

MNAGEE AR5 Individua
1TaxIdent
icationNu
mber

B, TRAINKXBFERATHT
EHNER/MWX, BXiF4H
B8, BZREEATEEN
Individual taxpayer identific
ation numbers ( N AGF
AREF ) &

BExRM EE

X i

2 HE
R/
X. &
R F 4
R,
BEZ
Drivers
license
identific
ation
numbers
AR
vl

&Ko

RE

B,
p- =38
BE.
iz

B
pict
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Amazon CloudWatch BH& ArfEm
BiERH BAEFRRAF ID FIEEXRETF BExRM ZEES
X I
ERAEIT 5L InseeCode B. TRAMNXBFEAT ZEE
(INSEE, National Institute TENERMX, BXif
for Statistics and Economic MEES , FZHRATEE
Studies) # Keywords for national
identification numbers (
REMIESHRETF ) &Ko
ERBHIESE Nationall =, BXEAEE , BHS 'R, xXS#F
dentifica [ Z<F5 f5EH#Y Keywords B Documento
tionNumber for national identification F. &  Nacional
numbers (ERSMIESH ST de
KEF ) &Ko Identidad
(DNI)
Ral=5
( B3t
B IN
Codice
fiscale
codes ( &
KH )
MEE
-gvians
5 (&
E)o,
ERERKSE (NINO, Nationall insurance no., - ZE
National Insurance nsuranceN insurance number,
Number) umber insurance# , national

insurance number,
nationalinsurance#

,nationali
nsurancenumber
nin, nino
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WIEERH BAEFRRA ID FTEX@ET ExRM ZEEE
i [X I
Numero de identidad de NieNumber B. TRANXBFEATET BEIS
extranjero (NIE) BENER/MX, HXxFH
R , BZRALT EHEN
Individual taxpayer identific
ation numbers ( N AZBL
AREIS ) &Ko
Numero de Identificacion NifNumber Bo TRANXBFEATET BEIS
Fiscal (NIF) BENER/MX, HXxFH
R, BZRALTEEN
Individual taxpayer identific
ation numbers ( ™ AZBL
AR5 ) &
PRES PassportN 2. TRANXBFEATT MNE
umber BIRWER/MX, EXRFH X, &
R, BZRALATEENYF B, &
BESBHNXEFTR, . B
KFI,
75 3E
i
E., %
E5]
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HiEER AEVRREF ID MEXEF ExRM FE
b [X I
KAEBESH Permanent carte résident ngx
Residence permanent , numéro
Number carte résident

permanent , numéro
résident permanent

, permanent resident
card, permanent
resident card
number, permanent
resident no,
permanent resident
no., permanent
resident number, pr
no, pr no., pr non,
pr number, résident
permanent no.,
résident permanent
non
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BIERR BIRFRIRAF ID FIEEXRETF ExRM EEE
i [X I
BiE5g PhoneNumber B XEFEDHE B, XBiE
: cel, celular, fone, m ME EEW
residencial ., numero K., & ®R&®H
residenci H, & &51%
al . telefone H. & MZE
KF, 518,
= i TP
fto: cell, contact, fax. 5 @ m=s
number, mobile, phone, H., £ ENE
number, tel, telephone TET
. telephone number = R %
SEE
R/
XA
B, 0
Rxg
FHFT
FIEH
=,
T A5
MaE
E =R/
b X A%
B,
BB B 4w 55 PostalCode 7 Y=
Registro Geral (RG) RgNumber 2. TENXBFERATFT BEAE

ENERMEX, BxiFHE
B8, BZREATEEN
Individual taxpayer identific
ation numbers ( N AABL
ARAE ) &Ko
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BiERRE BIEFRIRAF ID FimRx@s ExRM EES
X I
#H 2R B (SIN, Social  Sociallns canadian id, numéro JIE=-/N
Insurance Number) uranceNum d'assurance
ber sociale, social

insurance number, sin

#HRESE (SSN) Ssn FEIESF - nimero 75 3E
de la seguridad 9. %
social, social E

security no.. social
security no. numero
de la seguridad
social, social
security

number, socialsec
urityno# . ssn, ssn#

%E - social
security, ss#. ssn

MHEANRBSHSES TaxId 2. TEINXBFERATF ZEEH. XaE
BENER/MX, HXxFH #EE, TIN(E
BE , BEZAEXTEEN mHMT BH) ;
Individual taxpayer identific . ®E S
ation numbers ( N AB teueriden
AREIE ) &Ko tifikatio
nsnummer (

Vi
=

H) ;
CIF ( 7

TE

)

UK
TRN, UTR ( %
E)o
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HiERE

R X 4w 85

R 25 b 31t

B, - BB 44 3t 1

TR ID

ZipCode

Address

EmailAddr
ess

e L

zip code, zipt4

ExRM
X

xE

£

xE
R B 4
LS

REX
BFH
JEME
, B4
S 72
ERity
nag
W
ith SRV
B
R BB B
YEg,
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HiERE

2IKEMN RS (GPS, Global
Positioning System) 245

TR ID

LatLong

FREXET ExRM

X

coordinate |, 1
coordinates , lat

long, latitude

longitude , location,
position

CloudWatc
h a5
SGEM
KEL
N2 A
T+
BXH

+ 3 &l
(DD)
B,
il zn
41.948614
. -87.6553
11, W
BEA
B
GPS

B FRo
Fx#F
XAE

+

G2ba)
(DDM,
Degrees
Decimal
Minutes)
i
AR
il zn
41°56.916
8'N
87°39.318
7W ,
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HiERE BAEFRRAF ID FREXET ExRM EESE
#h X I

1253
BE
¥
(DMS,
Degrees,
Minutes,
Seconds)
i
AR
il zn
41°56'55.
0104"N
87°39'19.
1196"W,

=4 Name ¥ F4n] CloudWatc
h B&

ok
Eﬁb

oWl
B, R
XL
TF/
%o
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BIERR BIRFRIRAF ID FIEEXRETF ExRM EEE
i [X I
EHIRBISE (VIN, Vehicleld Fahrgestellnummer , 1 CloudWatc
Vehicle Identification entificat niv, numarul de h B&
Number ) ionNumber identificare , Al LA
numarul seriei de pfzz
sasiu, serie sasiu, 17 4>
numer VIN, Nimero de FRIHY
Identificacdo do Fr 514
Veiculo, Numero de B HRF
Identificacién de & 1SO
Automdviles , numéro 3779
d'identification Pl
du véhicule, vehicle 3780
identification PRIERY
number, vin, VIN VIN,
numeris X LERR
HEEE
itk
£/,

BERHRARSHXET

NTRMNEHRBEHERNMRIABIE , CloudWatch Logs ER KX BFERFMHEIE, TRIHT

CloudWatch Logs IRBIVFEE R Mt XWX BF,

EzxREH X
BA R

XA

di# dl;, dl :, dino# driver licence, driver license,

driver permit, drivers lic., drivers licence,

driver's licence, drivers license, driver's license,

drivers permit, driver's permit, drivers permit

number, driving licence, driving license, driving

permit
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E SRl i X X

B2 3ih | fuhrerschein, fuhrerschein, fiihrerschein
republik 6sterreich, fuhrerschein republik
osterreich

e F Bt fuehrerschein, fuehrerschein- nr, fuehrersc

heinnummer, fuhrerschein, fihrerschein,
fuhrerschein- nr, fihrerschein- nr, fuhrersch
einnummer, fihrerscheinnummer, numéro
permis conduire, permis de conduire, rijbewijs,
rijpewijsnummer

R I RIIE NPeBO3HO CPEACTBO, CBMAETENCTBO 3a
yrnpaBneHne Ha MOTOPHO, CBUAETENCTBO 3a
ynpaBneHne Ha Mnc, Cymric, Wwodbopcka
KHWDKKa

JIE-N di#, dI:, dino#, driver licence, driver licences,
driver license, driver licenses, driver permit,
drivers lic., drivers licence, driver's licence,
drivers licences, driver's licences, drivers
license, driver's license, drivers licenses,
driver's licenses, drivers permit, driver's permit,
drivers permit number, driving licence, driving
license, driving permit, permis de conduire

=%l vozacka dozvola
R HT adeia 08AYNoNG
Er A AE gislo licence, cislo licence fidic¢e, &islo Fidiskéh

o prukazu, ovladace lic., povoleni k jizdé,
povoleni fidiCe, fidi€i povoleni, Fidi€sky prukaz,
fidiCsky prukaz

B& kgrekort, kgrekortnummer
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B Rk ith X KB
0 AV juhi litsentsi number, juhiloa number, juhiluba,

juhiluba number

5= ajokortin numero, ajokortti, forare lic., kérkort,
korkort nummer, kuljettaja lic., permis de
conduire

E=E permis de conduire

=E fuehrerschein, fuehrerschein- nr, fuehrersc

heinnummer, fuhrerschein, fihrerschein,
fuhrerschein- nr, fihrerschein- nr, fuhrersch
einnummer, fuhrerscheinnummer

e oela 00rynong, adeia odigisis

& 7 # illesztéprogramok lic, jogositvany, jogsi,
licencszam, vezetd engedély, vezetdi engedély

FRZ ceadunas tiomana
ERF patente di guida, patente di guida numero,

patente guida, patente guida numero

7 fi 4 0 autovaditaja aplieciba, licences numurs,
vaditaja aplieciba, vaditaja apliecibas numurs,
vaditaja atlauja, vaditaja licences numurs,

vaditaji lic.
VA 3T vairuotojo pazymejimas
FRHRE fahrerlaubnis, flhrerschain
S EAh litenzja tas-sewqan
far= permis de conduire, rijoewijs, rijpewijsnummer
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RAriEmE

Bz X
=

aET

ZLEl

Hiig k5

Hi 7% el

[icp?i &7

X

numer licencyjny, prawo jazdy, zezwolenie na
prowadzenie

carta de conducgao, carteira de habilitagao,
carteira de motorist, carteira habilitagao,
carteira motorist, licengca conducao, licenca de
conducao, numero de licenca, numero licenca,
permissao condugao, permissao de condugao

numarul permisului de conducere, permis de
conducere

Cislo licencie, Cislo vodi¢ského preukazu,
ovladace lic., povolenia vodicov, povolenie
jazdu, povolenie na jazdu, povolenie vodica,
vodiCsky preukaz

voznisko dovoljenje

carnet conducer, el carnet de conducer,
licencia conducer, licencia de manejo,
numero carnet conducer, numero de carnet
de conducer, numero de permiso conducer,
numero de permiso de conducer, numero
licencia conducer, numero permiso conducer,
permiso conduccién, permiso conducer,
permiso de conduccién

ajokortin numero, dino# ajokortti, drivere lic.,
forare lic., korkort, kérkort nummer, korkortsn
ummer, kuljettajat lic.
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RAriEmE

Bz X

RE

xE

ERSGIESHXET

X

di#, dl:, dino#, driver licence, driver licences,
driver license, driver licenses, driver permit,
drivers lic., drivers licence, driver's licence,
drivers licences, driver's licences, drivers
license, driver's license, drivers licenses,
driver's licenses, drivers permit, driver's permit,
drivers permit number, driving licence, driving
license, driving permit

di#, dl:, dino#, driver licence, driver licences,
driver license, driver licenses, driver permit,
drivers lic., drivers licence, driver's licence,
drivers licences, driver's licences, drivers
license, driver's license, drivers licenses,
driver's licenses, drivers permit, driver's permit,
drivers permit number, driving licence, driving
license, driving permit

RNTRMNEMERBNERFMPIUEST , CloudWatch Logs ER X BFEXERFIIEEREIL, XTIE
Documento Nacional de Identidad (DNI) #RiR%F ( ®EESF ) . French National Institute for Statistics
and Economic Studies ( INSEE ) 73, BREERSMIESH , UEIEMEE ( RG, Registro Geral )

=8 (B ).

T5&%IHE T CloudWatch Logs iRFIF S EE Rt XX BT,

E xR X
i)
EE

P AL
registro geral, rg

assurance sociale, carte nationale d’identit
€, cni, code sécurité sociale, French social
security number, fssn#, insee, insurance
number, national id number, nationalid#,
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Bz X X1

numéro d'assurance, sécurité sociale, sécurité
sociale non., sécurité sociale numéro, social,
social security, social security number,
socialsecuritynumber, ss#, ssn, ssn#

=E ausweisnummer, id number, identification
number, identity number, insurance number,
personal id, personalausweis

BEARF codice fiscal, dati anagrafici, ehic, health card,
health insurance card, p. iva, partita i.v.a.,
personal data, tax code, tessera sanitaria

i} & dni, dni#, dninumero#, documento nacional de
identidad, identidad unico, identidadunico#,
insurance number, national identification
number, national identity, nationalid#, nationali
dno#, numero nacional identidad, personal
identification number, personal identity no,
unique identity number, uniqueid#

FRSBHNXET

ERNZFRBNIP RS , CloudWatch Logs ERKXBFEHBESEHEIL, TRIHBT
CloudWatch Logs R A4S EE R M it XX BF,

E xRt X KA
mEx passeport, passeport#, passport, passport#,

passportno, passportno#

EE numeéro de passeport, passeport, passeport
#, passeport #, passeportn °, passeport n °,
passeportNon, passeport non
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E R X XA
®=E ausstellungsdatum, ausstellungsort, geburtsda

tum, passport, passports, reisepass, reisepass—
nr, reisepassnummer

EXA italian passport number, numéro passeport
, huméro passeport italien, passaporto,
passaporto italiana, passaporto numero,
passport number, repubblica italiana passaport
o}

P ST espafa pasaporte, libreta pasaporte, numero
pasaporte, pasaporte, passport, passport book,
passport no, passport number, spain passport

ZE passeport #, passeport n °, passeportNon,
passeport non, passeportn °, passport #,
passport no, passport number, passport#,
passportid

=E passport, travel document

MBARBSNSESHRRETF

ATRNEHRBENATRAF B MSES | CloudWatch Logs EXRXBFEHFMHIE, TRIET
CloudWatch Logs R 3 4% E B R #th XX B T,

ExReH# X K

=i} cadastro de pessoa fisica, cadastro de pessoa
fisica, cadastro de pessoas fisicas, cadastro de
pessoas fisicas, cadastro nacional da pessoa
juridica, cadastro nacional da pessoa juridica,
cnpj, cpf

EE numéro d'identification fiscale, tax id, tax
identification number, tax number, tin, tin#
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RAriEmE

Bz X

PEEEST

xE

X

identifikationsnummer, steuer id, steueride
ntifikationsnummer, steuernummer, tax id, tax
identification number, tax number

cif, cif numero, cifnUmero#, nie, nif, nUmero
de contribuyente, numero de identidad de
extranjero, numero de identificacion fiscal,
numero de impuesto corporativo, personal tax
number, tax id, tax identification number, tax
number, tin, tin#

paye, tax id, tax id no., tax id number, tax
identification, tax identification#, tax no., tax
number, tax reference, tax#, taxid#, temporary
reference number, tin, trn, unique tax reference,
unique taxpayer reference, utr

MAPABAIRBIS (itin, i.tin.)

MNABBER (Pll, Personally Identifiable Information) Y Z#EFRIZAF ARN

TRIETEALURMEBFERF REFNNASHEE (P BIE/RREH Amazon BIREB R
(ARN ) ,

Pll B#EFRIRAF ARN

arn:aws:dataprotection:
arn:
arn:
arn:

arn:

aws

aws

aws

aws

:dataprotection:
:dataprotection:
:dataprotection:

:dataprotection:

:aws:data-identifier/Address
:aws:data-identifier/CepCode-BR
:aws:data-identifier/Cnpj-BR
:aws:data-identifier/CpfCode-BR

:aws:data-identifier/DriversLicense-AT
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RAriEmE

Pll ##E xR %F ARN

arn:aws:

arn:aws:

arn:aws:

arn:aws:

arn:aws:

arn:aws:

arn:aws:

arn:aws:

arn:aws:

arn:.aws:

arn:aws:

arn:aws:

arn:.aws:

arn:aws:

arn:aws:

arn:aws:

arn:aws:

arn:aws

arn:aws

arn:aws

dataprotection:
dataprotection:
dataprotection:
dataprotection:
dataprotection:
dataprotection:
dataprotection:
dataprotection:
dataprotection:
dataprotection:
dataprotection:
dataprotection:
dataprotection:
dataprotection:
dataprotection:
dataprotection:
dataprotection:
:dataprotection:
:dataprotection:

:dataprotection:

cdws:

cdWs

<dWS

cdws:

cdWws

<dwWs

cdws:

cdws

<dWS

<dwsS

cdws:

<dWS

«dWsS

cdws

< dWSs

< dWS

cdws:

. dws

. dWs

. dws

data-identifier/DriversLicense-AU
data-identifier/DriverslLicense-BE
data-identifier/DriverslLicense-BG
data-identifier/DriversLicense-CA
data-identifier/DriversLicense-CY
data-identifier/DriverslLicense-CZ
data-identifier/DriversLicense-DE
data-identifier/DriversLicense-DK
data-identifier/DriverslLicense-EE
data-identifier/DriversLicense-ES
data-identifier/DriversLicense-FI
data-identifier/DriversLicense-FR
data-identifier/DriverslLicense-GB
data-identifier/DriversLicense-GR
data-identifier/DriversLicense-HR
data-identifier/DriverslLicense-HU

data-identifier/DriversLicense-IE

:data-identifier/DriversLicense-IT
:data-identifier/DriversLicense-LT

:data-identifier/DriverslLicense-LU
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RAriEmE

Pll ##E xR %F ARN

arn:aws

arn:aws:

arn:aws:

arn:aws:

arn:aws:

arn:aws:

arn:aws:

arn:aws:

arn:aws:

arn:.aws:

arn:aws:

GB

arn:aws:

arn:aws

:dataprotection:

:dataprotection:

ficationNumber-uUS

arn:aws

arn:aws

arn:aws

arn:aws

:dataprotection:
:dataprotection:
:dataprotection:

:dataprotection::

ionNumber-DE

arn:aws

:dataprotection:

ionNumber-ES

dataprotection:
dataprotection:
dataprotection:
dataprotection:
dataprotection:
dataprotection::
dataprotection:
dataprotection:
dataprotection:

dataprotection:

dataprotection::

cdws:

cdWs

<dWS

cdws:

cdWws

<dwWs

aws:

cdws

<dWS

<dwsS

cdws:

aws:

cdws:

cdws:

cdws

<dWS

aws:

<dWSs

data-identifier/DriverslLicense-LV
data-identifier/DriversLicense-MT
data-identifier/DriverslLicense-NL
data-identifier/DriversLicense-PL
data-identifier/DriversLicense-PT
data-identifier/DriverslLicense-RO
data-identifier/DriversLicense-SE
data-identifier/DriversLicense-SI
data-identifier/DriverslLicense-SK
data-identifier/DriversLicense-US

data-identifier/ElectoralRollNumber-

data-identifier/EmailAddress

data-identifier/IndividualTaxIdenti

data-identifier/InseeCode-FR
data-identifier/LatlLong
data-identifier/Name

data-identifier/Nationalldentificat

data-identifier/Nationalldentificat
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RAriEmE

Pll ##E xR %F ARN

arn:aws:dataprotection:

ionNumber-IT

arn:

arn:

arn:

arn:

arn:

arn:

arn:

arn:

arn:

arn:

aws

aws:

aws:

aws:

aws:

aws:

aws:

aws:

aws:

aws

:dataprotection:

:dataprotection:

umber-CA

arn:

arn:

arn:

arn:

arn:

arn:

arn:

arn:

aws

aws

aws

aws

aws

aws:

aws:

aws

:dataprotection:
:dataprotection:
:dataprotection:
:dataprotection:

:dataprotection:

dataprotection:
dataprotection:
dataprotection:
dataprotection:
dataprotection:
dataprotection:
dataprotection:

dataprotection:

dataprotection:
dataprotection:

dataprotection:

cdws:

<dWS:

cdws:

cdWs

<dWS

cdws:

cdWs

<dWs:

cdws:

cdws

<dWS

. dws

. dWs

. dws

. dws

. dws

. dws

cdws

< dWS

data-identifier/Nationalldentificat

data-identifier/NieNumber-ES

data-identifier/NifNumber-ES

data-identifier/PassportNumber-CA
data-identifier/PassportNumber-DE
data-identifier/PassportNumber-ES
data-identifier/PassportNumber-FR
data-identifier/PassportNumber-GB
data-identifier/PassportNumber-IT
data-identifier/PassportNumber-US

data-identifier/PermanentResidenceN

:data-identifier/PhoneNumber-BR
:data-identifier/PhoneNumber-DE
:data-identifier/PhoneNumber-ES
:data-identifier/PhoneNumber-FR
:data-identifier/PhoneNumber-GB

:data-identifier/PhoneNumber-IT

data-identifier/PhoneNumber-US

data-identifier/PostalCode-CA
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RAriEmE

Pll ##E+RRFF ARN

arn:

arn:

aws

aws

er-CA

arn:

arn:

arn:

arn:

arn:

arn:

arn:

aws

aws

aws

aws

aws

aws

aws

:dataprotection:

:dataprotection:

:dataprotection:
:dataprotection:
:dataprotection:
:dataprotection:
:dataprotection:
:dataprotection:

:dataprotection:

onNumber

arn:aws:dataprotection:

cdws:

cdWs

cdws:

cdWS

<dWs

cdws:

cdws:

<dWS

cdws:

. dWs

data-identifier/RgNumber-BR

data-identifier/SocialInsuranceNumb

data-identifier/Ssn-ES
data-identifier/Ssn-US
data-identifier/TaxId-DE
data-identifier/TaxId-ES
data-identifier/TaxId-FR
data-identifier/TaxId-GB

data-identifier/VehicleIdentificati

:data-identifier/ZipCode-US
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E A IRIE RN B ESH 2B

BRI LUBE 68 — MRS MERIFILBR RIBRMIFEFE A CloudWatch HER B EHIE, EIRFiERE
X7 &RIEF BERE CloudWatch £ BEBBFEBHRERMNRIFMER, CloudWatch B EME X LIEIRTH
LB B EBITEHRIR N BT CloudWatch 184r , B LGB RFREER.

HES B SRR CIRIERE , RAIBLER N ZERS BEEMENV, MREEEN , FRAEEEL
BifESFMANEEEBNEN. BEERFERFNEMHER.

AEEXLERNIREERN , B UEREMAREDN CloudWatch LT HE , SR BT UHLEITE
=

® Note

REHZBEEMERNENRER , FIFEATERNE D UREITHRE, NREFEREL
RRENATURERY , WHENEFARE , ZEANESUHRETRERTR, AXES
=8, FZHE L.

THFRFHETUEBH LT XFERE, FERFRAXETEUEERENSHNERBER. MRERR
BIET 50 17 , MRFELER LN EEE TERIENE , WFR&2ERXELT,

&

- B

o IEFRIEIASAFAY TR IR SR A ENIE R

- BIEIEPRIEE R

« FHISPRIEE SR

- BIBRIEFR IR IE SR

B

BMERIRIE R EMBEUA T RBITRAMK !

]
&b
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BRIAE

R ASEREBCE B S ERPRESERTEFANE. BELFHRIREN 0, BT
BRESNMXFANERTEHRE THE | I HIFETCERIE R RN MR ER. WRE 1
SHENEBRARRERES , W2 REEMAE.

MERAFFEE 2B A BERITEZ A GRS | MEZERN ZERD BEIMINME.
HE

SERH-SEUEMNREX, SUUFEESBRABTERHFERFURNER. BTHER
BRI — PR — 82, AtSINBSPRERIE-NRI/EN , BB ZIERE—

TR,

TERFHRT

X CloudWatch BEMIA@RRZN B ESHRNRBEBNFSHR, flw , AEZE I ERE
. IP ik, FRHRE, EUNAEARIREEEZEE ASXAFERNAR.

BB
Rz Hx A1 B EE B M CloudWatch $EFREV B RN, BN, EATBAK 46 2R A AV ISR

ErrorCount,

IEPRa & 22 H]

¥t CloudWatch $8+rHY B Frép B Z21E,
AR E

BRRITE B SN R B ERNBFE. flm , MREEXNFEFT (M“Error”) Y IR 1T
T8, WEBEI—X , ZEEFEMN 17, NMRBEUECANFTH , BUNERRE A SEHPKRE
RYSERR =1 SR 10,

AR IR IR R IFIERAFENEE

(® Note

EFRIEIEER B TR CloudWatch B Insights &if

E#RIFEER S CloudWatch Logs Insights EHIN A REIZAET , SRR EITEWN BERY |, e
FEENBERNIIERTESRT. EXBEZERE , BERNENRBERHREEINE,
BRAUMAER Amazon Logs Insights ZEifjiE S &1 CloudWatch B RAWEER |, FS
ECloudWatch B &N & ZE.
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BERARIESHER R

BXERATIEFRBESRGEUARITABEZAEMBILA SESHANBERABERGERNEENEZE
B ESRIERBESS., ITRMBESEGFFE B ESHNRESRGEREE , HPEFUT
T~ -

o XEMIENRAX (regex ) BE

o EEELEML B ESHPHFIRE

+ PEfg JSON HEZHHHFIA

o EERUAZER D R B EEHP R FAE

FEFRITIE RS RIF A R A IFIEH A HER CloudWatch BEEIE , MNIFIEM B EHBIE P IEIUSHRMEL
R HFBIESEGLN CloudWatch BEEE, HALEBEELEAS BER |, BAEUE X E CloudWatch

RS RETERNRENRR, KEFEREEIRA IS | SEA BRI E LR PP
ATHADR,

BRRIESRAEFEEEN , EQBETEENRENREINERN TR, Fli , S22 —MErriFik
FHELUTERASHHEE ERROR H IR IR EK,

AR IERSBREERVNEE, fl0, MBEEABT — MM ERY , ZBERGITETE
17 ERROR EZHZEASHHHIAXRE , MTLIIEER N ErrorCode WEE , LEREEER
ERROR FRAZHEE , HIZBEWERRBIFIERIEE,

® Tip
NERTEEESNVN  FHREEEBNEN, MRBEENREN , NENEHRTEE
EEM. BX CloudWatch X#EFEMNE M TEY|XR |, E5 % Amazon CloudWatch APl &
ZMetricDatum™® 8,

£}
- AERMERGEEERE

« EAXE JSON UKD B RASHNERR B EE
« ERAFASHPHERBINERNE
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/FilterAndPatternSyntax.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/API_MetricDatum.html
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NERTFESRAEEREIRME

BIRIEMRTFIE RGN , BUANENFEFHEXHIEEESNENRERERE. SUUEERERE
NEYF, TERRFREFRIRFF. NREREERIAE , WY EWIEFRIFIERMG RIKE TE A |
¥ CloudWatch F&IRESHIE. BIEZERN O, HBNUEEEREREE. RERANEEDTE AR
CloudWatch & #3#E , 3 CloudWatch F5 LR &S ZEFRFHIENR. CloudWatch B2 #C S MIkEE
¥rEo

HENERBERGEZIASHFRIEEDAN , E2REREEMNERN TR, MREERFESR
AR EICE I , W< CloudWatch & ZIEMRAIIMINE. Sl , EHNEEABIHRBRFICE ,
MER 1, REREEN 0, MRBERFERFES —2HANRNBRICKPEERE T EED , X
DHBEREN 2, NRERFERAESE D HARKIEMICRKPHEED , WiZo 4N RERE
B 0, MRRFEEDMAEERFEFFERBER , WERENXEEREEREREM,

R TR BIERIEIESA , FANKASHDREINVEMASRBRSERENER,. BXEZER  F
SR ERFASH P ERE BRI E.

fEFRE JSON S ZER D B FRASHRNERR M4 E

SETLAER CloudWatch 2 A3 AWS CLI @2 iR sM , LR HEE JSON MUK Ry R
SEHERNERNEE, EEREWMEEN , fJCEAT JSON MAZR S RO HEERFEREN, &7
HEZHZ=14ER JSON MUK DRI ERFERS. AREENESESURBRUMFE

EPBRAEFNEER , BZRANATEHS

« Amazon CloudWatch AAFEBHHN@@ R
« 1l - )\ Apache BEFHIREIFERHE A mazon CloudWatch BERAF IS D B4 E

/A Important
LETEWERANE , GAENEIRER. A THLEENARA , BFENFSERFE (HlW
IPAddress = requestID ) EERNEE,
MFASHHPRINVERREELERRSTE,. A THLEEANSTRER , IRERBEREN
E—ERBRNEENEELERR 1000 MRV BF/MEX , Il Amazon AJEE AZIERHIESR
.
BA b EKEERE  BALMMATEA, BXESZER , B2HAEKE BRAGRENTE
AWS Z&H,
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/monitor_estimated_charges_with_cloudwatch.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/monitor_estimated_charges_with_cloudwatch.html

Amazon CloudWatch BH&

EAXE JSON B ESBHMIERRATERE

RAriEmE

LU RGIZE R IMMIE JSON fErTEIEFRM4 P iEE4EN KRB R,

Example: JSON log event

"eventType": "UpdateTrail",
"sourceIPAddress": "111.111.111.111",
"arrayKey": [
"value",
"another value"
1,
"objectList": [
{"name": "a"
"id": 1
3,
{"name": "b",
"id": 2

’

}

® Note
MREER RG] JSON FABHNIRRBIFEIRIRIERAF , WAAERTHEARH JSON

BE.

Example: Metric filter

% JSON ZFAEZEHBTEREM eventType M "sourceIPAddress" B , IEFRIEE SRR 18 N
.

{ $.eventType = "*" && $.sourceIPAddress != 123.123.* }

FEBIE JSON BRI MR , BUUEERBERHEPNTABHIEENEE. flln, BRE
eventType R4E , BEAUTAHAZR :
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"eventType" : $.eventType

REIIEREER RN "eventType" WEE , HEARHIFASHHRLEEMNENR "UpdateTrail"s

ERRE UKD R B ESHNERR B 4% E
AT R E & #R A 1 LA Z2 46 20 PR AV AR TR 1 SR P 18 E 4R EE A9 ACRD BR o

Example: Space-delimited log event

127.0.0.1 Prod frank [10/0ct/2000:13:25:15 -0700] "GET /index.html HTTP/1.0" 404
1534

Example: Metric filter

[ip, server, username, timestamp, request, status_code, bytes > 1000]

HUZEHRIBHRASHESHERMFFIEENTMFRE | EiRHEEREFENER. flm, 15
IIFEFRGEAZR DB RASHROFERLT FERME,

"$bytes": "1534",
"$status_code": "404",

"$request": "GET /index.html HTTP/1.0",
"$timestamp": "10/0ct/2000:13:25:15 -0700",
"$username": "frank",

"$server": "Prod",

"$ip": "127.0.0.1"
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OB RN ISIRIFIESRER | SO LU IERBERGTNIMNZRIEENEE. fln , E
RE server N4EE | EERAUTHAR :

"server" : $server

RBIERTFEZHBERN server WEE , AAROIFASHFLEENEN "Prod",
Example: Match terms with AND (&&) and OR (||)

BRI LMERZEZEER AND ("&8&") M OR ("||") SR EERMANUER D ROVIERHESRMS, T
BERRIESRA2EE R EEH , EhEFPHE - 21702 ERROR 5 WARN B EABFRFE,

[wl=ERROR || wl1=%WARNS, w2]

EAFZASHPRERENERNE

BB BB ERMARN  ZMERF SR ERASHIRINEFE, AF2PHEEERUT R
BIEHRIE 1L Sk B 7R 7] LAINADRF JSON A E M BFE R A ISR,

{ $.latency = * } metricValue: $.latency

BIBEFRASH TR B ENERIEESRMS

1. FJFF CloudWatch ##|& , Wit 7 https://console.aws.amazon.com/cloudwatch/,
2. EEMNSMBE®RD , %8 Logs ( BE ) , ARF%# Log groups ( BEA )
3. ERSHeIZBEA,

EXRUNANEEEAMEES |, i3 Amazon BEAFIEETH CloudWatch BEF Y BIE
CloudWatch A& 4,

4. %$F Actions (#1E ) , AA/FEER Create metric filter ( BIBIBIRIFIRSRMH ) -

5. XIF Filter Pattern ( TERHEKERX ) , WA { $.1latency = * } , RFEE Next ( T—F ) o
6. XITF Metric Name ( #8458 % ) , A myMetric,

7. XF Metric Value ( 8#5{E ) , A $.latency,
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/Working-with-log-groups-and-streams.html
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8. ( A[iE ) XTF Default Value ( REREE ) , WA 0, RFEE Next( T—F ),

EMfEiZERN O, tBUBEEREIREE, RERIAEGETE AT CloudWatch IRE#HIE |, H
CloudWatch B5 LR ESZFFHIEIR. CloudWatch &4 #C B MR & IEIRE,

9. &% Create metric filter ( BIEISFRITESM ) -

RBIIEPRIEIE SR 5 R B JSON RASHFHFIE "latency” Ll , 7R 50 BYBFE R R HEHR

myMetric,

{
"latency": 50,
"requestType": "GET"

}

BB BRI IR SR AT
ST R RURBIN B I B B ARAR TR 5

Rl

- B B EEANERFERY

« Tl X EEEHHTITE

o R X FR EIURBE T

o R 3 HTTP 404 BB 1T1HEK

o R 3 HTTP 4xx REB#TITE

« =¥l : M\ Apache BERIRNFERH DB 4E

B2 B RAE VBRI E SR
EQEAEAMNERRIESRYE  BRITTIYISR, EHEE-LEHESZH , ZERERATNL,
fiE CloudWatch 124l & 2R 5Fr 6L 25

1. 3$TF CloudWatch ###|& , LA https://console.aws.amazon.com/cloudwatch/,
2. HESMBERKP , EF Logs ( BHE ) , AF%E$E Log groups ( BEA ) »
3. EEBEBEFANABER.
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4. & Actions , RIGESF Create metric filter ( BIEBIBIRIFIRRMH ) -

5. YT Filter pattern ( fEIEFMHERX ) , MA—HHEEZHER. AXESREE  FSRERHESR
. TGRSR, ik B ESHM Live Tail BYTRIEZARNEE.

6. (i) BUREHNFIEZHER | EE Test Pattern ( WiRER ) T, MA—IHZMETF N
BEXHWBEEEN., BNMNAEEHESARNICRI —1T. BRITHFA T 288 Log event messages ( A&
EHER ) EPHBESH,

7. &E Next( T—F) , RENERIFEZMEAB N

8. HEEMNFMEET , HIEFHEZRAF , MAEXMISIRMN CloudWatch & ZHE AR, MRZ
WARZEE N TFE , FEARED Create new ( HTE )

9. XT Metric name ( $8FRE ) , NEEIRBA B,

10. X F Metric value ( E#RfE ) , MREHERFEFAEEITERERFPBFZHHIUIR , F
WA 1, XTEEEF-—IPRBFNESNMETELH , KIRAESLL 1 HEEENZER.

HE L BATHE , flM $size, X TEE size FRANBNBETEH , LBELXL size FRP
HYBE N 18 B 18 Iz e T
1. (WiE ) WTF Unit (Bf) , RBRESELHAMERNEN, IRREELM , WEMFREN

None,

12. (A& ) NEMRASE=ANEENBNATE, MRR/EESELERFEFASQEZNER , N
TR R X LR B INE,

(® Note
4 E{XFE JSON S A Z 1 7 FR Ay FE PRI S o 3855

13. 1%&# Create metric filter ( RIREFRFIERY ) . AUNEMBERRIECIBRNIERIFIERG. &
# Logs ( BE ) , RIEESE Log groups ( BEA ) . MBREBANEGIBIERKIEZHFNBEETANS
¥, SREESR Metric filters ( IBFRIFIESRMH ) B,

R~ XN BESHETITS

REEN BEEHEEZERENRKEN BESHRITITR, SURENAESAETITS , RelE RN
E5"REMEE , HRAREKS QIBERFERMS,

LT CLI Rl |, H MyAppAccessCount 1KY IEFRIRIE SR N A T B &4 MyApp /access.log , JA
f7£ CloudWatchin# Z2 18] EventCount A 12545 MyNamespace, ZFIERHEE N SEMAEE
HARBTE H 171 18 218 INiZiEHR.
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£/ CloudWatch # & BI 25 PR iFiL 2R

1. FJFF CloudWatch ##|& , Wit 7 https://console.aws.amazon.com/cloudwatch/,

2. ESMERTP , &F BEF4,

3. EERAXRANEMN.

4. #%# Actions. Create metric filter ( BIEIEIRIFIESM ) o

5. ¥ Filter Pattern ( %5413 ) A Select Log Data to Test ( R EN XA BEHE ) RE R

go

Lo

%8 Next ( FT—% ) , REX T Filter Name ( fFIE&HBF ) , 8 A EventCount,

7. 7& Metric Details ( #E¥rF4ER ) T , 7 Metric Namespace ( #EFFTmEZEE ) A
MyNameSpace,

8. X¥F Metric Name ( 8#:8# ) , # A MyAppEventCount,
9. iA Metric Value (B#H:E ) H 1. XEEXNFHMNBEEH , ITHL 1 &,

10. X3F Default Value ( RRIAME ) , #IA 0, RJFIEFE Next ( T—% ) . IEEMINEATBHREERER
HI B SSHNEEBRABRERHE |, b HIA N TR ERIEN KSR,

11. %$E Create metric filter ( BIZBIBIRTFIERH ) -

o

EE R ol E B TFESR AWS CLI
EGTRAL , BTUTHS

aws logs put-metric-filter \
--log-group-name MyApp/access.log \
--filter-name EventCount \
--filter-pattern " " \
--metric-transformations \
metricName=MyAppEventCount, metricNamespace=MyNamespace,metricValue=1,defaultValue=0

A VB R R ASABERN AL R, ENZ2BIRBIZERNBER
MyAppAccessEventCount,

EFERAAMEHHIE AWS CLI

EaTRRFL , BITUTHT

aws logs put-log-events \

R BESEARTITR 176


https://console.aws.amazon.com/cloudwatch/

Amazon CloudWatch B & AriEE

--log-group-name MyApp/access.log --log-stream-name TestStreaml \
--log-events \
timestamp=1394793518000, message="Test event 1" \
timestamp=1394793518000, message="Test event 2" \
timestamp=1394793528000, message="This message also contains an Error"

R 3 FEE HIUR B T

AEEHLELELTETBNETHER , TREXTRENKDIIAMEES fim , MREERKE
KM, ATRERAERIR , BRRERKIAEXMHP, EAURFELEXEATFEUNTHRIBRREES,

EUTREIF , BT — MNMEREIESRHREE ErroriX M, RIS SIZEFFMNE BEA MyApp/
message.log. CloudWatch X F&ENEE Error WS4 , Logs £ ErrorCount £ MyApp/message.log
A ZE P E CloudWatch BEMEREA—MNEESR , HERN 17, MREEEAEHITE EroriX
ANER , MAME 0, H7E CloudWatch #Hl&PLHIZHBFENR RN , BFLERLITSHITTERE,

BIBIERIFIESRMF/S , AT CloudWatch 2|8 FEF ZfEtr. RRBEEFWERN , FREERE
AENTENERBEZER, AXESZER  FSHER TAER.

£/ CloudWatch | & Sl2 5 Fr i ikas

1. 3TFF CloudWatch #Z&|& , Mt https://console.aws.amazon.com/cloudwatch/.
ESMERT , EFE BEL,

i =N DR Y

1% Actions ( #4E ) . Create metric filter ( BIBIEFRTFIESRH ) o

XtF Filter pattern ( fFiE&4EX ) , HA Exror,

o &~ 0D

@ Note
Filter Pattern ( &M ER ) FHWFIERB #BX 2 KNE,

6. (ML) ENRXEHMESHES | BE Test Pattern ( WiRER ) T, WA—NRZMNEF N
BEXWAEEH. SNMNEAESHELXINT—1TA , BRRITHAATE Log event messages ( B&
EHER ) EhoRBEEH,

7. 1%&FE Next ( T—% ) , RIFTE Assign metric ( D ELIEHR ) WL , XIF Filter Name ( TFERHB
M) , A MyAppErrorCount,

8. 7& Metric Details ( E¥rFHER ) T , 7 Metric Namespace ( #EEFFHEZEE ) A
MyNameSpace,
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RAriEmE

9. X¥TF Metric Name ( #8458 % ) , 8 A ErrorCount,

10. #&IA Metric Value ( #E#RME ) 7 1. XEEXNTEHNMZEErrorfI BESH , ITH 1 240,

11. XJF Default Value ( BRIAE ) , BA O, ABFEE Next ( T—F ),
12. 1%£$F Create metric filter ( BIZBIBIRIFIERH ) -

EEAARIEPRIEIESS AWS CLI
ERTRRAGL , BT THS

aws logs put-metric-filter \
--log-group-name MyApp/message.log \
--filter-name MyAppErrorCount \
--filter-pattern 'Error' \
--metric-transformations \

metricName=ExrroxrCount, metricNamespace=MyNamespace,metricValue=1,defaultValue=0

BB EE R RN EE Error X MAK B4R N = L 37 R B,
EERARMEZ AWS CLI
EmPRAFL , 2TUAT 5. A& , EXX5 KB,
aws logs put-log-events \
--log-group-name MyApp/access.log --log-stream-name TestStreaml \
--log-events \

timestamp=1394793518000, message="This message contains an Exror" \
timestamp=1394793528000, message="This message also contains an Error"

G X HTTP 404 fCRBHE1T1T4K

£/ CloudWatch B& , &AL Apache BREE5IRE HTTP 404 Wa 7 B9 X5 |

RAKE TEY

"F]f“ﬁﬁ%o ERREFEEX MHTS®E , N THEKIKRGERT UFﬁﬁ?izﬁ/J?E’\J&\?:o BRE B EiEF 2

SRRy, 8— P HEETIEF ( 5,\“177'@) HIASUATEE :
- BRE IP bt
- RFC 1413 #5818
- AF#

» Timestamp

R 3 HTTP 404 KB #1TiHE
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o BRFGEURIERN TR

« XiERK HTTP lg R H5

s BRPEBBFTE

X H SR RO TR

127.0.0.1 - frank [10/0ct/2000:13:55:36 -0700] "GET /apache_pb.gif HTTP/1.0" 404 2326

WA LEEE—IMAN | iteERCEEEHR HTTP 404 45120 B4 , M THIFTR -
£ CloudWatch 2 &l & 2R 5 PR IF L3S

1. FJFF CloudWatch ##|& , Wit H https://console.aws.amazon.com/cloudwatch/,
2. TESMBEHED , 1%£$F Log groups ( BELA )

3. i%&#¥ Actions. Create metric filter ( BIERIEFRIFIESFH ) o

4

3t F Filter Pattern ( it &&= ) , 8 A [IP, UserInfo, User, Timestamp,
RequestInfo, StatusCode=404, Bytes].

5 (mik) EMREHHEESHEER |, B Test Pattern ( WidEX ) T, A—DPHZAMAHTF R
BEXWAESEH. SMNEAESHLXTNT—1TA , BRRRITHAATE Log event messages ( B&
EHER ) EhoRBEEEH,

6. EE Next( T—% ) , REX T Filter Nam ( FEIEZHEEH ) , B A HTTP404Errors.

7. £ Metric Details ( #8#5i#4HELR ) T , X F Metric Namespace ( IE¥ran & ZEH ) , A
MyNameSpace,

8. XITF Metric Name ( ¥845& % ) , # A ApacheNotFoundExrrorCount,

9. Wik Metric Value ( IE%:ME ) 7 1. XEEXN FEAN404 ErrorE4 , L 1 &0,
10. XIF Default Value ( BRIAE ) , WA O, AFEE Next ( T—F ),

11. #%# Create metric filter ( BIRIEIRTFIERM ) -

EEH IR ISPRIEIESS AWS CLI
EGSRIFL , BTUTHS

aws logs put-metric-filter \
--log-group-name MyApp/access.log \
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--filter-name HTTP404Exrroxrs \
--filter-pattern '[ip, id, user, timestamp, request, status_code=404, size]' \
--metric-transformations \

metricName=ApacheNotFoundErroxrCount, metricNamespace=MyNamespace,metricValue=1

LROIPERTXNFZN , MEARES. NI SHFRE 404, ZERAFZZNAESEHESTE ,
FrRERERBATEN.

&R LAE A describe-metric-filters 885 R IEFEAR R R ARG, NBEIRUMNTRENE L

aws logs describe-metric-filters --log-group-name MyApp/access.log

"metricFilters": [
{
"filterName": "HTTP4@4Errors",
"metricTransformations": [
{

"metricValue": "1",
"metricNamespace": "MyNamespace",
"metricName": "ApacheNotFoundErrorCount"

15
"creationTime": 1399277571078,

"filterPattern": "[ip, id, user, timestamp, request, status_code=404,
size]"

W , BUUFHRE —LEEHF

aws logs put-log-events \

--log-group-name MyApp/access.log --log-stream-name hostname \

--log-events \

timestamp=1394793518000, message="127.0.0.1 - bob [10/0ct/2000:13:55:36 -0700] \"GET /
apache_pb.gif HTTP/1.0\" 404 2326" \

timestamp=1394793528000, message="127.0.0.1 - bob [10/0ct/2000:13:55:36 -0700] \"GET /
apache_pb2.gif HTTP/1.0\" 200 2326"

MEBIXLERE BESHERKX , BRAILUF CloudWatch ZHI AR BMERKRENR
ApacheNotFoundErrorCount,
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RBI XF HTTP 4xx RBHTIHEK

MBTE R R —# | BUTRRE R Web BRSS 15 B EMER HTTP WA RBERR. Fln , &7Tae
BB HTTP 400 WEEIR, BR , AT ENET —MNRERBEENNIEIRIEILESMF,

AR REERINA G2 BIE R BEFRTE 400 K3 HTTP RIBMNAIESR , ZimR BEER =4
X HTTP 404 REE# 17113 R~BIPH Apache 51R] A EK K,

£/ CloudWatch | 5 Bl 25 PR iFik R

1. 3TFF CloudWatch #Z#|& , Mt https://console.aws.amazon.com/cloudwatch/.
ESMERT , &FE BEL,

1%4#% Apache BRS5 2R/ B EHBIB R,

i%£$E Actions. Create metric filter ( BIZBRIEFRIFESRHY ) o

X F Filter pattern ( fFiE s H#ER ) , WA [ip, id, user, timestamp, request,
status_code=4*, size],

6. (™) EMREBHHEESZHEER |, B Test Pattern ( WidERX ) T, A—PHZAMHTF R
BXWEESH. SNMNEESHLITNT—1TA , BRRITAATE Log event messages ( BHE
EHER ) EhoRBEEEH,

7. BEENext( T—%) , REX T Filter name ( X RHFEH ) , B A HTTP4xxErrors,

8. £ Metric Details ( #8#riFMEER ) T , & F Metric namespace ( IEFrR&ZEE ) , WA
MyNameSpace.

9. XTF Metric name ( #EFREHR ) , B A HTTP4xxErrors.

10. XF Metric Value ( $E45E ) , A 1. IEENTEME xx HIRNBESES , ITHU1 R
yilIS

11. XJF Default value ( BRIAE ) , A 0, RFEE Next ( T—F ),
12. %&$E Create metric filter ( BIZBIBIRTFIERH ) -

o > 0D

EEA B2 EFRIRIERE AWS CLI
Eo TR , BITU TSRS :

aws logs put-metric-filter \
--log-group-name MyApp/access.log \
--filter-name HTTP4xxErrors \
--filter-pattern '[ip, id, user, timestamp, request, status_code=4*, size]' \
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--metric-transformations \
metricName=HTTP4xxErrors,metricNamespace=MyNamespace,metricValue=1,defaultValue=0

&R BAE put-event B AP E R AT EBERSRNALLAN . 20 R BRBTHIF AT EEIZMN |, W S4ERFAD
TEEER.

127.0.0.1 - - [24/Sep/2013:11:49:52 -0700] "GET /index.html HTTP/1.1" 404 287
127.0.0.1 - - [24/Sep/2013:11:49:52 -0700] "GET /index.html HTTP/1.1" 404 287
127.0.0.1 - - [24/Sep/2013:11:50:51 -0700] "GET /~test/ HTTP/1.1" 200 3

127.0.0.1 - - [24/Sep/2013:11:50:51 -0700] "GET /favicon.ico HTTP/1.1" 404 308
127.0.0.1 - - [24/Sep/2013:11:50:51 -0700] "GET /favicon.ico HTTP/1.1" 404 308
127.0.0.1 - - [24/Sep/2013:11:51:34 -0700] "GET /~test/index.html HTTP/1.1" 200 3

=l : M Apache BEFENFERH P ELERE

A, FRAENEEEHTNENARERITBENEREIFERTR. WRANENFACIZRIEN |
LAt|3Z2 %8 Apache Web BRSS 2345 i BY 7 11 BRAVIE IR,

WREANE B EEH4H 7 NFEREE, BRERE LN EEMNIFICHE, SR AERIHANA
metricValue FEHE R ZARICHESI B R$7,

B RBIE R R T W4 EE 0 B4R SR IE 7 B B AV ISR,
£/ CloudWatch 2| & 6 2 5 PR iF ik a5

1. 3TFF CloudWatch ##|& , Mt H https://console.aws.amazon.com/cloudwatch/.

2. ESMERP  &EE BE4A,

3. %&$® Apache FRE 250 B EHH B

4. %$E Actions, Create metric filter ( BIBISFRIFESM ) o

5. XIF Filter pattern ( i HEN ) , WA [ip, id, user, timestamp, request,

status_code, size],

6. (T ) BEMREBHHESZHEER |, BE Test Pattern ( WidERX ) T, MA—NPHZAPAHETF N
EXWBEEH, SMNAESHEXANUT—1TA , BEARITHAATE Log event messages ( A&
EREE ) EhoRAESEH,

7. BB Next( T—%) , REXT Filter name ( fFERHEEF ) , BA size,

8. & Metric Details ( #8#5iF4ER ) T , 3T Metric namespace ( IEfranB&ZEE ) , WA
MyNameSpace, EAAXR— NGB ZEE , BFRMRSIEF Create new (FE).
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9. XTF Metric name ( E¥rE ) , #i A BytesTransferred

10. XIF Metric value ( ¥E#51EH ) , #iA $size,

11. XJF Unit ( 842 ) , %£$F Bytes ( £ ) o

12. XF Dimension Name ( £E&# ) , BA IP,

13. XIF Dimension Value ( £EE ) , BA $ip , A/EE Next ( T—2F ) o
14. %$E Create metric filter ( BIZBIBIRIFIERH ) -

BEo|R2 It iEtrimiEss , BEMR AWS CLI
EoTRRALL , BTUTHRS

aws logs put-metric-filter \

--log-group-name MyApp/access.log \

--filter-name BytesTransferred \

--filter-pattern '[ip, id, user, timestamp, request, status_code, size]' \
--metric-transformations \

metricName=BytesTransferred, metricNamespace=MyNamespace,metricValue='$size’

aws logs put-metric-filter \

--log-group-name MyApp/access.log \

--filter-name BytesTransferred \

--filter-pattern '[ip, id, user, timestamp, request, status_code, size]' \
--metric-transformations \

metricName=BytesTransferred, metricNamespace=MyNamespace,metricValue='$size',unit=Bytes,dimensic

$ip}}'

(® Note
HIaTH , FRALKREESMEE,

aws logs put-metric-filter \

--log-group-name my-log-group-name \

--filter-name my-filter-name \

--filter-pattern 'my-filter-pattern' \

--metric-transformations \
metxricName=my-metric-name,metricNamespace=my-metric-namespace,metricValue=my-
token,unit=unit,dimensions="'{dimension1=$dim, dimension2=$dim2,dim3=$dim3}’
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RAriEmE

&R BAE put-log-event & 1& FE A LA T BRSNS LM . 20 RAHIER BT 6] PRV S I=AN | M SERK

RN OF =T

127.
127.
127.
127.
127.
127.

ISENSENSENSENSENS
ISENSENSENSENSENS
N

[24/Sep/2013:
[24/Sep/2013:
[24/Sep/2013:
[24/Sep/2013:
[24/Sep/2013:
[24/Sep/2013:

Bl i FE AR Im IR SR A

&R LASI H B AR AR B BRI SR

11:
11:
11:
11:
11:
11:

49:
49:
50:
50:
50:
51:

52
52
51
51
51
34

£/ CloudWatch #2#| & 51| i {5 ¥ 15 1 85

-0700]
-0700]
-0700]
-0700]
-0700]
-0700]

"GET /index.html HTTP/1.1" 404 287
"GET /index.html HTTP/1.1" 404 287
"GET /~test/ HTTP/1.1" 200 3

"GET /favicon.ico HTTP/1.1" 404 308
"GET /favicon.ico HTTP/1.1" 404 308
"GET /~test/index.html HTTP/1.1" 200 3

1. 3TFF CloudWatch ##l& , Mt https://console.aws.amazon.com/cloudwatch/,
2. ESmMBE®RD , &EF BEA,
3. ERNEARERNBESATRS |, £ Metric Filters ( IEFRIFIE SR ) PIFIRBRIFRZHEE

Log Groups > Filters for ( B&4A > kSR ) BFE5 5% A EH BB E BRI E SR

B HigfRImEER M | BEMA AWS CLI

KT

BRAARL , BT T @S

aws logs describe-metric-filters --log-group-name MyApp/access.log

THRRHREE

"metricFilters": [

{

"filterName":

{

"metricTransformations":

"metricValue":

"HTTP4Q4Erroxrs",

L

Illll’
"metricNamespace":

"MyNamespace",

"metricName": "ApacheNotFoundErrorCount"

P ISR T S
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}

1,

"creationTime": 1399277571078,

"filterPattern": "[ip, id, user, timestamp, request, status_code=404,

size]l"
}
]
}

) B 4 4 0 1k S 4
W B EEHREHEN B CARE.
%7 CloudWatch #4147 1528

1. 3TFF CloudWatch ##|& , Mt https://console.aws.amazon.com/cloudwatch/,

2. ESMBERKT , EF BEA,

3. ERBBEHKM Metric Filter ( IEFRIFIERM ) JIH , N AEAERBRERFTERGHEE,
4

£ Metric Filters ( 38#rMESH ) RESD , BT ERBRAFIERHBMANNEEE, AFER
Delete ( #IER ) -

5. HRSIERHITHIAN , 1E£3F Delete ( MIER ) o

EMIBRIEPRIFE R |, BEMA AWS CLI

Eo TR, BITU TSRS :

aws logs delete-metric-filter --log-group-name MyApp/access.log \
--filter-name MyFilterName
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€ AT R SERT AL B B SR

BRI LAE AT ISR A BI3R B CloudWatch HEK B ESHMNEMREE |, HFEAHIEMRS |, flanl
O3 Kinesis 7. Amazon Kinesis Data Firehose i , AWS Lambda SiER T HEXAE, S Hrsiin
HEHMRS, YFERABSHLEIERENVERSE , B1122 3 base64 fRBHEA gzip HEit
TES.

ERFRITRBESSH , SRR TEREHNZERER , flIN Kinesis Data Streams o 1T 5 k25
ENTIHESBER L ATHREBLEEEZESHLAEBRNEN AWS BR , UREXFEEN BESHLE
LR ERN: SRS

BNMNATABRZ REAR N EERBENITRARER A,

(® Note
MREFBRFEEATERNER , SINRFHREITEHLNRSRE (HI20 HTTP 5xx ) , I
CloudWatch B &ML FiHZ XK 24 /MEt, CloudWatch M REFIRZRFAIERM IR (B
mef ) , MEEFSZIREFEIE. AccessDeniedException ResourceNotFoundException

CloudWatch BEESERE XN BESHHEKAITHEMN CloudWatch 1845, BXEZEE , BSHKE
F CloudWatch ¥Rt 1744512,

IBE R LAE A CloudWatch B &1T R B A EHEIE F 5K AT i 57 4% #i 2 Amazon S OpenSearch ervice
£, BXFEZER |, BN CloudWatch BEEIE R Z# 2 Amazon OpenSearch fR%

AN

=
m A
/E\

« M CloudWatch B&iT L2
- SiTHMNEKF. BEBELE
. BERERZE

B

FMTRMRIEFAEMBEULA T RBITRAMK :

i

ap
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HEHAZFR

ENTAREREXRBKINBEELE, LEINASENMERASEHEZITARERENAR , 5
ZIEE R TR B S-SR AR TN CE B EE4 0 B RRS

TR S E
3 CloudWatch BEMN MA@ RSN B ESHHHIBENTESHER | UARRHEEE B FR AWS &
FREABNFIERER, BXRXBEZRHENBLINESZELR |, BSW BRmESRE. 1TRBIES
. EEBESHER Live Taill WiEEZEERIEE,

B #r ARN

ERAEIT IR B¥RM Kinesis Data Streams 7. Kinesis Data Firehose 78, Lambda EAEAY
Amazon #IREHF (ARN) .

A€ ARN

—NIAM € , ©[ CloudWatch Logs B F R BIEMAFTE B FRFTERI R, Lambda BFRAFE
ERA® , FHR CloudWatch BER MM Lambda B34S & #9175 A2 4R B P IR B SR EHNER,

7B

X BHR= Amazon Kinesis Data Streams MR , AN BEHRBEL2E S BIRNG %, BRiNE
MT , BEBRBZEERETOHE. N TRUEHONDE |, B BEBIEF TR 4H,

58 CloudWatch HEITFEESS

A LURT B 75 1% &4 5 Kinesis Data Streams. Lambda = Kinesis Data Firehose —# 2 H. &id
1T R IR M 2 X THIZW RS K B EFKRT base64 HwiEHFERA gzip A HI1TES

SR B P s S A AR R B R 18 3R A R

i

- =4l 1 : Kinesis Data Streams 1T [# 1% &4+

« APl 2: HFEUATABEWITEEIESE AWS Lambda
=%l 3 : Amazon Kinesis Data Firehose iT [f] % & 4

R~ 1 : Kinesis Data Streams 1T ¥ &% S 44

LU REPAT RS EE 5SS AWS CloudTrail E4H B A KB, iTHENESEANEST “4B” AWS
ERICEW A3 &% 2 Kinesis Data Streams & 7 “RootAccess” WIEEH ., BxM{am

AT ARG 187
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CloudWatch B& &% AWS CloudTrail B EZELR , HZHAWS CloudTrail BFERFH @
CloudWatch B& &J% CloudTrail E4F,

@ Note

EOE Rzw , BiHENERBERENS, FRHECURETESD )—*.EI’J MRAE S, a0
RRRBRBND R, BERNZRE. AXRXAERINESER , FSRABRHAN R
FRARNMHZ AE 24 PR ER, 24 DTG, 9&)&E’Jscﬁlﬁ+=f?&z=§ﬁo
ERBTRARE , EARITUATER

« {#£ CloudWatch }S#RISIRIEH E K, 1X 7] LAAE BY S8R BI4EART 5 57 3 #8 B 3t VH B i

B, Bl |, ZDeliveryThrottling¥g+s ol B T BRERE NEUEE X BT Y B ¥rad PR #
CloudWatch BEW B ESHNHE, BXUEEBENESER | 5SS RMEA CloudWatch (E#FR
#{T'V_ r'a

« FEIE Kinesis Data Streams FHREARERERN ., EERA MBS TEAKRNE M
BAUEHITRAE, AXREFEFERANESER , BSHEEER,

- FR&HIEH CloudWatch iTFFEE R |, fFH 5 Kinesis Data Streams Y EEAREMTE,
MREEBRIANBIEI S |, WATEHEER/NFESR KD RBEIFESRHE

A Kinesis Data Streams |2 17] 5 iF % &4
1. FERAUTHSCIZEER R

$ C:\> aws kinesis create-stream --stream-name "RootAccess" --shard-count 1
2. BMOEFSE, BEE RERNEDRS (XAREEE—RITH ) . IRALUEALLT Kinesis Data

St reams describe-stream SRR E, StreamDescrlptlon StreamStatusf7=. b4k, FEE
StreamDescription.streamArn W{E , EAEREUEHNSRPEATE :

aws kinesis describe-stream --stream-name "RootAccess"

THRRHEE

"StreamDescription": {
"StreamStatus": "ACTIVE",
"StreamName": "RootAccess",
"StreamARN": "arn:aws:kinesis:us-east-1:123456789012:stream/RootAccess",

7~ 1 : Kinesis Data Streams iJ [} i £ 54


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cw_send_ct_events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cw_send_ct_events.html
https://docs.aws.amazon.com/streams/latest/dev/service-sizes-and-limits.html
https://docs.aws.amazon.com/streams/latest/dev/how-do-i-size-a-stream.html#ondemandmode
https://docs.aws.amazon.com/cli/latest/reference/kinesis/describe-stream.html
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"Shards": [
{
"ShardId": "shardId-000000000000",
"HashKeyRange": {
"EndingHashKey": "340282366920938463463374607431768211455",
"StartingHashKey": "0@"
},

"SequenceNumberRange": {
"StartingSequenceNumber":
"49551135218688818456679503831981458784591352702181572610"

3. BlEIAM A6 , ZABFRF CloudWatch AFENBBHALNEBHINR, B, BEEEX
# (0 ~/TrustPolicyForCWL-Kinesis. json) REIEEEREE, FHXARRESRCIZELE
B, EER IAM B &R B2 K,

LR DIE aws:SourceArn £ZRFHLETXEY , W TEEHIVEEREZ 2R, BXE
ZEE , BSREERER BT,

{
"Statement": {

"Effect": "Allow",

"Principal": { "Service": "logs.amazonaws.com" },

"Action": "sts:AssumeRole",

"Condition": {

"StringlLike": { "aws:SourceArn": "arn:aws:logs:region:123456789012:*" }
}
}

}

4. {5 create-role S EIZE IAM A€  HEESERE X4, Fic TIREM Role A E , ARG
HNSRFAFLAIE

aws iam create-role --role-name CWLtoKinesisRole --assume-role-policy-document
file://~/TrustPolicyForCWL-Kinesis.json

TE;EEZFﬁItHE,\J_/I\/j__\1§IJO
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{
"Role": {
"AssumeRolePolicyDocument": {
"Statement": {
"Action": "sts:AssumeRole",
"Effect": "Allow",
"Principal": {
"Service": "logs.amazonaws.com"
.
"Condition": {
"StringLike": {
"aws:SourceArn": { "arn:aws:logs:region:123456789012:*" }
}
}
}
1,
"RoleId": "AAOIIAH450QGAB4HC5F431",
"CreateDate": "2015-05-29T13:46:29.4317",
"RoleName": "CWLtoKinesisRole",
"Path": "/",
"Arn": "arn:aws:iam::123456789012:role/CWLtoKinesisRole"
}
}

5. BIEMNPRFEMLUEY CloudWatch BETI X BRI K P HITHIIRE, Bk |, BFEXHE (Bl ~/
PermissionsForCWL-Kinesis. json) RAIEMNREKRE, FHANXARRESROIENLER, BOE
A 1AM 1251 & R I 2 R RE

{
"Statement": [
{
"Effect": "Allow",
"Action": "kinesis:PutRecord",
"Resource": "arn:aws:kinesis:region:123456789012:stream/RootAccess"
}
]
}

6. fEALLTput-role-policy@in N REFRE S B EKEX -

=~ 1 : Kinesis Data Streams 1J B T %3 190
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aws iam put-role-policy --role-name CWLtoKinesisRole --policy-name Permissions-
Policy-For-CWL --policy-document file://~/PermissionsForCWL-Kinesis.json

7. HEEBLT E RESBLELE IAM BEJE |, AL 812 CloudWatch HEITREIESS. 1T1E
TRk S L B ik 32t B AR e M Pk B A R 288 7R -

aws logs put-subscription-filter \
--log-group-name "CloudTrail/logs" \
--filter-name "RootAccess" \
--filter-pattern "{$.userIdentity.type = Root}" \
--destination-arn "arn:aws:kinesis:region:123456789012:stream/RootAccess" \
--role-arn "arn:aws:iam::123456789012:r0le/CWLtoKinesisRole"

8. REITHTIRESE , Lo CloudWatch gs 2B ST RBENEEHENEZ A BEEHHRAIENE
ﬁ':F'o & ] LAIER Kinesis Data Streams 73 ik 888 , H £/ Kinesis Data Streams get-records
TIREL— £ Kinesis Data Streams ieZURBIER B X £ %2 :

aws kinesis get-shard-iterator --stream-name RootAccess --shard-id
shardId-000000000000 --shard-iterator-type TRIM_HORIZON

"ShardIterator":

"AAAAAAAAAAFGU/
kLvNggvndHq2UIFOw5PZc6F@1s3e3afsSscRM701SbjIefg2ub@7nkly6CDxYR1IUoGHINP4m4NFUetzfL
+wev+e2P4djIg4L9wmXKvQYoE+rMUiFq
+p4Cn3IgvqOb5dRAQYybNdRcdzvnC35KQANoHzzahKdRGb9v4scv+3vaq+f+0IK8zM5My8ID
+g6rMo7UKWeI4+IWiK20ShQuP"

}

aws kinesis get-records --limit 10 --shard-iterator "AAAAAAAAAAFGU/
kLvNggvndHq2UIFOw5PZc6F@1s3e3afsSscRM70]1SbjIefg2ub@7nkly6CDxYR1UoGHINP4m4&NFUetzfL
+wev+e2P4djIg4L9wmXKvQYoE+xMUiFq
+p4Cn3Igvq0b5dRAOYybNdRcdzvnC35KQANoHzzahKdRGb9v4scv+3vaq+f+0IK8zM5My8ID
+g6rMo7UKWeI4+IWiK20ShouP"

S

HEE |, BABEEEE Kinesis Data Streams FIBREIEIEZ/IEA LA TS,

BRI —AHIEEZMNA, Kinesis Data Streams 12 & F I HIEE 14X Base64 w13 H £ H
gzip BAMITESR, BEUFEALT Unix T TREDTITHNFREBEIE !
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echo -n "<Content of Data>" | base64 -d | zcat
Base64 #1348 AR HAR TN JSON A EBLUTEH .
{
"owner": "111111111111",
"logGroup": "CloudTrail/logs",
"logStream": "111111111111_CloudTrail/logs_us-east-1",
"subscriptionFilters": [
"Destination"
1,
"messageType": "DATA_MESSAGE",
"logEvents": [
{
"id": "31953106606966983378809025079804211143289615424298221568",
"timestamp": 1432826855000,
"message": "{\"eventVersion\":\"1.03\",\"userIdentity\":{\"type\":
\"Root\"}"
b
{
"id": "31953106606966983378809025079804211143289615424298221569",
"timestamp": 1432826855000,
"message": "{\"eventVersion\":\"1.03\",\"userIdentity\":{\"type\":
\"Root\"}"
b
{
"id": "31953106606966983378809025079804211143289615424298221570",
"timestamp": 1432826855000,
"message": "{\"eventVersion\":\"1.03\",\"userIdentity\":{\"type\":
\"Root\"}"
}
]
}
ERBBERPHORBELELT
owner
[R5 BEBIEN AWS K 1D,
&l 1 : Kinesis Data Streams 1T [ 55 & & 192
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logGroup

s B AR B EA B,

logStream

R4 B S EIER B ERE o

subscriptionFilters

B R 16 B SR I R 1T B it S B Ry B %o

messageType

¥R E SR ‘DATA_MESSAGE’# 8, Brf , CloudWatch BERRES & H
“CONTROL_MESSAGE” A #) Kinesis Data Streams it & , TEZEATREBREB 71k,

logEvents

KRN —ABESEHFICFEERR BEHE. IBEREN B ESSHIME—FRRA,

~ 2 wEULTAREMITREESE AWS Lambda

FEHRBIH | EFAIE—/ Lo CloudWatch gs iTF3iERS , AT N BEHIEREFEH AWS
Lambda B4,

(® Note

)2 Lambda B¥2 Bl , BIHERFERNBEBIEE, FEARUER —MEBRESHEE.
MREBXEREHENE , BERGZRE . BX Lambda RENEZFELE , HSH AWS
Lambda BE%'JO

A Lambda %17 [ % & & 4
1. B2 AWS Lambda B,

BREBIRE Lambda ITAR., BEXEZEE , 5% AWS Lambda FF A A RIERHFHNS R
2.2 . BIE IAM B8 (WITAE. ).

2. ¥FANAGER , FRUTABTEIEEN helloWorld. js KIXHF :

var zlib = require('zlib');

w2 WHEUTRAITEEIESE AWS Lambda 193


https://docs.aws.amazon.com/lambda/latest/dg/limits.html
https://docs.aws.amazon.com/lambda/latest/dg/limits.html
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R
exports.handler = function(input, context) {
var payload = Buffer.from(input.awslogs.data, 'base64');
zlib.gunzip(payload, function(e, result) {
if (e) {
context.fail(e);
} else {
result = JSON.parse(result.toString());
console.log("Event Data:", JSON.stringify(result, null, 2));
context.succeed();
}
1);
I
3. 4 helloWorld.js 3Xf , A &% helloWorld.zip R7FE.
4. FRAUTHGS , HPNAGREEE —FHIREMN Lambda HITAE :
aws lambda create-function \
--function-name helloworld \
--zip-file fileb://file-path/helloWorld.zip \
--role lambda-execution-role-arn \
--handler helloWorld.handler \
--runtime nodejsl2.x
5. & CloudWatch F Logs TN R. FAUTHS , FHUFKFSRANEEESHIKS, |, F

SNUAFRSAERNBLENATE :

aws lambda add-permission \
--function-name "helloworld" \
--statement-id "helloworld" \
--principal "logs.amazonaws.com" \
--action "lambda:InvokeFunction" \

--source-arn "arn:aws:logs:region:123456789123:1og-group:TestLambda:*" \
--source-account "123456789012"

6. ERANATHTRRITEAMERS  FAUFKFERNEECHIKS  FEUFESEERNEL

HEHBEEA

aws logs put-subscription-filter \
--log-group-name mylLogGroup \
--filter-name demo \
--filter-pattern "" \

--destination-arn arn:aws:lambda:region:123456789123:function:helloworld

R 2 HFEUTHEMITEEIEER AWS Lambda
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7. (WHE) ERAKAREESE4HTUEH, EHARTRREN , STUATHS , W -—&REENBEEHE
BERACITRBRS

EEE Lambda HHNH Y , FSME Lambda B2k , LA AT AEEF /aws/lambda/helloworld
PRV

aws logs put-log-events --log-group-name mylLogGroup --log-stream-name streaml --
log-events "[{\"timestamp\":<CURRENT TIMESTAMP MILLIS> , \"message\": \"Simple
Lambda Test\"}]"

TS ETEE—4 Lambda MR, Lambda ieFRPHHIERE XA baseb4 4miE HE A

gzip A H#ITELE . Lambda FWHIEZERBEXAUTHER : { "awslogs": {"data":
"BASE64ENCODED_GZIP_COMPRESSED DATA"} }o ZBHJLAERAUT Unix R EREGSITEH
FRIBEIE

echo -n "<BASEG64ENCODED_GZIP_COMPRESSED_DATA>" | base64 -d | zcat

Base64 f#R0 MR E B HIBEHE LN JSON HEBLTEH

"owner": "123456789012",
"logGroup": "CloudTrail",
"logStream": "123456789012_CloudTrail_us-east-1",
"subscriptionFilters": [
"Destination”
1,
"messageType": "DATA_MESSAGE",
"logEvents": [
{
"id": "31953106606966983378809025079804211143289615424298221568",
"timestamp": 1432826855000,
"message": "{\"eventVersion\":\"1.03\",\"userIdentity\":{\"type\":
\"Root\"}"
1,

{
"id": "31953106606966983378809025079804211143289615424298221569",

"timestamp": 1432826855000,
"message": "{\"eventVersion\":\"1.03\",\"userIdentity\":{\"type\":
\"Root\"}"
1,
{
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"id": "31953106606966983378809025079804211143289615424298221570",
"timestamp": 1432826855000,
"message": "{\"eventVersion\":\"1.03\",\"userIdentity\":{\"type\":

\"ROOt\"}"
}
]

ERBFEREPHRBIRNOT :
owner

[R5 B EEAER AWS K 1D,
logGroup

R4 B EEIER B EE B o

logStream

R4 B S EBIER B ERE o

subscriptionFilters

B R4 B SR B B 1T R i S 8RRy B %o

messageType

HAEH B ER DATA_MESSAGE R &, Brt, CloudWatch B &R BES KR H
“CONTROL_MESSAGE” (K& Lambda i2% , TEATREBRRE X,

logEvents

KRN —ABEEHIEFEERR BERE. IBEREN B ESHAE—FRR,

=~ 3 : Amazon Kinesis Data Firehose iJ [ & 1% & 14

FEHRGIH | EFAE— CloudWatch BEITH , ZiTFNESEEXNHESHTERNFE&AR
FEMHRIEFIER Amazon Kinesis Data Firehose £ #i. M CloudWatch A& &iEEIT S i# Kinesis
Data Firehose FWEEE & E A gzip 58 6 RERH#ITES , RALELERE Kinesis Data Firehose 1& i
RPERAES,
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® Note

£ 8% Kinesis Data Firehose i2 8l , HitEFERN BEBIEE, FHRAUEZE NGB
EEM Kinesis Data Firehose . MRRTELES | N BERNZES, < Kinesis Data
Firechose MBAERFINEZEE , 5@ Amazon Kinesis Data Firehose ZiiER &l

7 Kinesis Data Firehose #1221 ¥ i iE &4

1. 812 Amazon Simple Storage Service (Amazon S3) Ff##8 HRMNBWEFER TN Logs IENF
fif CloudWatch . ER , MIREFRANEFERE , BHhEE 2 S,

BITUATSS , RAUFXEERNEGBERNXE :

aws s3api create-bucket --bucket my-bucket --create-bucket-configuration
LocationConstraint=region

THERRHMEE :

{

"Location": "/my-bucket"

}

2. BE IAM A6 , ZAENEF Amazon Kinesis Data Firehose k3B XA &89 Amazon S3 17
IR,

EXEZEELR , %5 Amazon Kinesis Data Firehose FF & A RIEEH B FEH Amazon Kinesis
Data Firehose 2 &lij 8],

B, FRANAREIRENH ~/TrustPolicyForFirehose. json R8I —MEEXRK | &
WMTAR :

{
"Statement": {

"Effect": "Allow",
"Principal": { "Service": "firehose.amazonaws.com" },
"Action": "sts:AssumeRole"

}
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RAriEmE

3. f{#H create-role i R EIE IAM B , HIEEEEERE XM, BEIZCTREMN Role.Am & , AAE

HNSRAFAEE

aws iam create-role \
--role-name FirehosetoS3Role \
--assume-xrole-policy-document file://~/TrustPolicyForFirehose.json

"Role": {
"AssumeRolePolicyDocument": {
"Statement": {
"Action": "sts:AssumeRole",
"Effect": "Allow",
"Principal": {
"Service": "firehose.amazonaws.com"

.

"RoleId": "AAOIIAH450QGAB4HC5F431",

"CreateDate": "2015-05-29T13:46:29.431Z",

"RoleName": "FirehosetoS3Role",

"Path": "/",

"Arn": "arn:aws:iam::123456789012:role/FirehosetoS3Role"

4. BIENRFEBELLE X Kinesis Data Firehose I3 EHIK FHITHIRME, B, FHANKRRESRT

X# ~/PermissionsForFirehose. json HEIENPREKEE :

"Statement": [
{

"Effect": "Allow",

"Action": [
"s3:AbortMultipartUpload",
"s3:GetBucketLocation",
"s3:GetObject",
"s3:ListBucket",
"s3:ListBucketMultipartUploads",
"s3:PutObject" 1,

"Resource": [
"arn:aws:s3:::my-bucket",
"arn:aws:s3:::my-bucket/*" ]
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}

5. fERBLT put-role-policyin SN PRF I 5 A B KEX

aws iam put-role-policy --role-name FirehosetoS3Role --policy-name Permissions-
Policy-For-Firehose --policy-document file://~/PermissionsForFirehose.json

6. MWTFIR , 812 B4R Kinesis Data Firehose £ % , ¥ RoleARN 1 BucketARN #Y 5 RFEE iR
NIEBBHN B EFEMENE ARN :

aws firehose create-delivery-stream \
--delivery-stream-name 'my-delivery-stream' \
--s3-destination-configuration \
'{"RoleARN": "arn:aws:iam::123456789012:role/FirehosetoS3Role", "BucketARN":
"arn:aws:s3:::my-bucket"}'

#EEZE , Kinesis Data Firehose X AT 59 Amazon S3 XK BZEA YYYY/MM/DD/HH UTC &t
BN ETR, BLUEEERNNEZAT RS TR EAFI TR, MRFEAERIT (/) &
3R, N#E Amazon S3 FEE T E R AXHER,

7. BWOFSF , BEEIRTNEFIRS XATREFZEE/ Lo #etE), RALEA Kinesis describe-
delivery-streamData Firehose @i 5 RX#& &, DeliveryStreamDescription DeliveryStreamStatustf
7o Mt4L , ¥EEEDeliveryStreamDescription, DeliveryStreamARN B , B AR ERHEHN SR
FEET:

aws firehose describe-delivery-stream --delivery-stream-name "my-delivery-stream"

{
"DeliveryStreamDescription": {
"HasMoreDestinations": false,

"VersionId": "1",
"CreateTimestamp": 1446075815.822,
"DeliveryStreamARN": "arn:aws:firehose:us-

east-1:123456789012:deliverystream/my-delivery-stream",
"DeliveryStreamStatus": "ACTIVE",
"DeliveryStreamName": "my-delivery-stream",
"Destinations": [
{
"DestinationId": "destinationId-000000000001",
"S3DestinationDescription": {
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"CompressionFormat": "UNCOMPRESSED",
"EncryptionConfiguration": {
"NoEncryptionConfig": "NoEncryption"
I
"RoleARN": "delivery-stream-role",
"BucketARN": "arn:aws:s3:::my-bucket",
"BufferingHints": {
"IntervalInSeconds": 300,
"SizeInMBs": 5

8. BIE IAM Af | ZAGE CloudWatch B E R TR BIBEBMALRH Kinesis Data Firehose 1& #i i A9

R, B% , BFRAXKREEESENXMH ~/TrustPolicyForCWL . json HFEIEEEREE

R DIE aws:SourceArn £ZRFHLETXEY , B TEEHIVEEREZ 2R, BXE

2EL  ESHREREIES.

"Statement": {
"Effect": "Allow",
"Principal": { "Service": "logs.amazonaws.com" },
"Action": "sts:AssumeRole",
"Condition": {
"StringLike": {
"aws:SourceArn": "arn:aws:logs:region:123456789012:*"

9. f#H create-role i R EIE IAM A€ , HIEEEEERKE XM, BEIZTREMN Role.Am & , AAE

HENSRAFAIE

aws iam create-role \
--role-name CWLtoKinesisFirehoseRole \
--assume-role-policy-document file://~/TrustPolicyForCWL.json

{
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"Role": {
"AssumeRolePolicyDocument": {
"Statement": {
"Action": "sts:AssumeRole",
"Effect": "Allow",
"Principal": {
"Service": "logs.amazonaws.com"

},
"Condition": {
"StringlLike": {
"aws:SourceArn": "arn:aws:logs:region:123456789012:*"

},

"RoleId": "AAOIIAH450GAB4HC5F431",

"CreateDate": "2015-05-29T13:46:29.4317",

"RoleName": "CWLtoKinesisFirehoseRole",

"Path": "/",

"Arn": "arn:aws:iam::123456789012:role/CWLtoKinesisFirehoseRole"

10. BIEAXPRFKEE LAE X CloudWatch B AR AR MK FIITHIRIE, B , ERANXAREERAIEN
PR BE 3L (40 ~/PermissionsForCWL. json) :

{
"Statement": [
{
"Effect":"Allow",
"Action":["firehose:PutRecord"],
"Resource": [
"arn:aws:firehose:region:account-id:deliverystream/delivery-stream-
name"]
}
]
}

11. £/ put-role-policy A N s SRR B 5 A B < Bk

aws iam put-role-policy --role-name CWLtoKinesisFirehoseRole --policy-
name Permissions-Policy-For-CWL --policy-document file://~/PermissionsForCWL. json
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12. 1£ Amazon Kinesis Data Firehose &Rt FiEIRAHBEREEIE IAM BARZE |, &ALl
CloudWatch 812 B &1T Bk &4, 1T REIESREN BN 3L B E4AFEH Amazon
Kinesis Data Firehose & 89328t B EIE R

aws logs put-subscription-filter \

--log-group-name "CloudTrail" \

--filter-name "Destination" \

--filter-pattern "{$.userIdentity.type = Root}" \

--destination-arn "arn:aws:firehose:region:123456789012:deliverystream/my-
delivery-stream" \

--role-arn "arn:aws:iam::123456789012:role/CWLtoKinesisFirehoseRole"

3. RETHEERRE , CloudWatch AELFAIE SimEER CENE A B ES 4R R TEHN
Amazon Kinesis Data Firehose £ #iifi. #R3E Amazon Kinesis Data Firehose & #i i L 1% B /Y
BHE P EFE , BRI ER1E Amazon S3 ., 22BN EGE , BB ERHN
Amazon S3 171 @KU B BIE .

aws s3api list-objects --bucket 'my-bucket' --prefix 'firehose/'
{
"Contents": [
{
"LastModified": "2015-10-29T00:01:25.000Z",
"ETag": "\"al4a589f8897f4089d3264d9e2d1f1610\"",
"StorageClass": "STANDARD",
"Key": "firehose/2015/10/29/00/my-delivery-stream-2015-10-29-00-01-21-
al88030a-62d2-49e6-b7c2-bl1fla7ba250",
"Owner": {
"DisplayName": "cloudwatch-logs",
"ID": "lec9cf700ef6bed62b19584e@b7d84ecc19237f87b5"

Iy
"Size": 593

"LastModified": "2015-10-29T00:35:41.000Z",
"ETag": "\"a7035b65872bb2161388ffb63ddlaec5\"",
"StorageClass": "STANDARD",
"Key": "firehose/2015/10/29/00/my-delivery-
stream-2015-10-29-00-35-40-7cc92023-7e66-49bc-9fd4-fc9819cc8ed3",

"Owner": {

"DisplayName": "cloudwatch-logs",

"ID": "1lec9cf700ef6bed62b19584e@b7d84ecc19237f87b6"
b
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"Size": 5752

aws s3api get-object --bucket 'my-bucket' --key 'firehose/2015/10/29/00/my-
delivery-stream-2015-10-29-00-01-21-a188030a-62d2-49e6-b7c2-b11fla7ba250"
testfile.gz

"AcceptRanges": "bytes",

"ContentType": "application/octet-stream",
"LastModified": "Thu, 29 Oct 2015 00:07:06 GMT",
"ContentLength": 593,

"Metadata": {}

Amazon S3 X R EIEL gzip BXEH . BAIUFERAUT Unix iR EGTITHHRBHK
=

zcat testfile.gz

1%;13-BE]E€]E%§EH§123 Eﬂ/LAigleE,r\-ﬁl

B L S HAM AWS IKFIFTE EME , HESLRKH AWS RIR EEWAIN B EE4 | Hla0 Amazon
Kinesis @ Amazon Kinesis Data Firehose it ( XA BKFABELZ ) . FlW, Lt BESHHBIETM
&£ #FH Kinesis Data Streams B Kinesis Data Firehose FiA BN ITEEXLBM 2. BELL
BEZBZNKFIMEN 2 iR 5518 A,

Bl ERNTNEELLATNREESTBIE LR TIRNACGRNRNERFETH , LUEREX A TIFT
BERITR 0K P 1T (EHH&%%NKF WEXS L BEHTEDLE), LUK LMK h B4
EHERRAFHABRIERLTSA | XA TMEA Kinesis Data Streams FFHIEMMAME L L L
*ﬁ%\z}bo

FJ
« £ Kinesis Data Streams #H{TEKF AEHEBELE
« {£H Kinesis Data Firehose #{TEEK~ A EHELE

~Nn
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£ A Kinesis Data Streams #{TEKF BERELE

IR BT At —ILM EEMNKFREAMERRHEAN. BREERL , Wik IERVFRLRIFRE
T P ) R R 05 K P R0 B

EEKSAZASHE  SEEEN ASBEREENEEE

- BEBEREE-MNRHEABEIRIEFFEL , Hik Lo CloudWatch gs FIiEE EHERIFNHEA
EFEHRFIIEEENR. EATHRIIWTRF , EREERFELREZENEMD AWS kS5 H
111111111111,

MREFEDWARISANKFEREARFREEE , MTTAAERR , RFLULPWFAEKS,E
Wtk A DK P &3 BERR, BMARLTAEN R AN F IR E L IRAY T R TEE SRS

- BEBIEEWE-REB T Kinesis Data Streams Fi#I B#5 , 3 CloudWatch it B EFEZRELE
BEWAEHE, BREREER:ERZEEHEREXNER. EATHEHRBINIRY , ERAE
BiEEWENEY AWS IKS 3 999999999999,

B REZEVREBEKRKS AP ESES | BSBIEERE B L LI2Z CloudWatch HE B4R, 81 BHRHE
BEUATHRTE

B¥RB
BERENERNE,
B#% ARN

IEEREIT R Feed BFRHY AWS BRI D EFREF (ARN),
At ARN

—A> AWS Identity and Access Management (IAM) & , © @ CloudWatch Logs &% F R EIEBA
PR BIE R L ERR,

5 8] SR B
— N IAM policy 3244 ( £/ JSON ¥ , £ IAM policy iBERE ) , ATEEENXEHN B
HITEANARE,
AEAMBE RSN TR — AWS XiF, E2 , BfrERN AWS BRANTARNXE, EUATEHD
WRFF  FMERETRENBERHR2EEERL (FSEILILE ) BN,

ES ]
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s BREHWEKF TR
- EUENEKF TR

B HTHY ES K P 1T 17

RBIXER D PR S TRREFREWR S BETH,.

=

F

N
5

 BIE BAR

L (REFERADNE ) 812 IAM A6
R 3 RHN/RAUEE K BARE IAM 1R
R4 BIETRARERYE

- RIEEXESEHR

s BETMERE R R R

¥
¥

i
B
N

S
SE
w

S

i

>

2 S [ =4=F

/A Important
LERPR A S REEERE B SBIBEEBRERS PSR,

FEARRGIF , BEBEZEWEKF R AWS K7 1D J9 999999999999 , i HEIE K ixE AWS 1k~
ID A 111111111111,

7RI E B RecipientStream® A Kinesis Data Streams R8I —1NB#r , A& —4 CloudWatch &
FTHEMEBEABKENAR,

BIZ B/, CloudWatch Logs 2RFRMH AT @ BIRAIE—FNUHER. HiTHAMESERELT
SEDIRAET |, Logs 2@ FRIRIK 7 fF CloudWatch B E£ZE# &A% B #7.

B2 B R
1. BEWHEATKFD | £ Kinesis Data Streams F8IZB#FiHK. EHSETRET , BA

aws kinesis create-stream --stream-name "RecipientStream" --shard-count 1
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2. ZF3 RERFHIRDS. RATLUERA a ws kinesis describe-stream SR &E, StreamDescription
StreamStatusM 7=, b4, , Fid T StreamDescription.streamArn W& , B A EHBELGHERSA
Logs : CloudWatch

aws kinesis describe-stream --stream-name "RecipientStream"

{
"StreamDescription": {
"StreamStatus": "ACTIVE",
"StreamName": "RecipientStream",
"StreamARN": "arn:aws:kinesis:us-east-1:999999999999:stream/RecipientStream”,
"Shards": [
{
"ShardId": "shardId-000000000000",
"HashKeyRange": {
"EndingHashKey": "34028236692093846346337460743176EXAMPLE",
"StartingHashKey": "0@"
.
"SequenceNumberRange": {
"StartingSequenceNumber":
"4955113521868881845667950383198145878459135270218EXAMPLE"
}
}
]
}
}
2N l)lb—.l-ﬁg?ﬁ \’f_q’jél*)\/ﬁzdﬂj(zu L Ro

3. BIE IAM & LUK F CloudWatch Logs FHIEBBMAZHEBNNR. B , REEEXXH ~/
TrustPolicyFor cwl .json R AIZEEREE, FANKREESNELREXH , F2EH IAM 25
BXRBIE,

R EIEIEE sourceAccountId B9 aws:SourceArn £2R&H L TXH4 , BT E R H
MEERERZRLBT, MRLEFEXBFAPERHERKS, ID, WEIETEIR ARN BER
ARN —T—EQEF' ERENEAY , MR ARN RENME—RBAPRENEFRER ARN, BXE

ZEE , BSREERERBF T,

"Statement": {
"Effect": "Allow",
"Principal": {
"Service": "logs.amazonaws.com"
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iy
"Condition": {
"StringlLike": {
"aws:SourceArn": [

"arn:aws:logs:region:sourceAccountId:*",
"arn:aws:logs:region:recipientAccountId:*"

}I

"Action": "sts:AssumeRole"

4. f£/ aws iam create-role i S BIE IAM B , HIEEEERK ., B2 TIRER/ Role.Amn
B , AR eiHEtatgiEs CloudWatch Logs :

aws iam create-role \
--role-name CWLtoKinesisRole \
--assume-role-policy-document file://~/TrustPolicyFoxCWL.json

"Role": {
"AssumeRolePolicyDocument": {
"Statement": {

"Action": "sts:AssumeRole",

"Effect": "Allow",

"Condition": {

"StringlLike": {
"aws:SourceArn": [

"arn:aws:logs:region:sourceAccountId:*",
"arn:aws:logs:region:recipientAccountId:*"

3,
"Principal": {
"Service": "logs.amazonaws.com"

},

"RoleId": "AAOIIAH450GAB4HC5F431",
"CreateDate": "2015-05-29T13:46:29.431Z",
"RoleName": "CWLtoKinesisRole",

"Path": "/",
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"Arn": "arn:aws:iam::999999999999:role/CWLtoKinesisRole"

5. BIEMNPRFIELLE Y CloudWatch BET X EHIIK 3 ITHRLERE, Bk, ERANXAKEEHRENX
# ~/ PermissionsFor cwl .json H 82X BREKRE :

{
"Statement": [
{
"Effect": "Allow",
"Action": "kinesis:PutRecord",
"Resource": "arn:aws:kinesis:region:999999999999:stream/RecipientStream"
}
]
}

6. fEA aw s iam put-role-policy i SRR S5 A B <E :

aws iam put-role-policy \
--role-name CWLtoKinesisRole \
--policy-name Permissions-Policy-For-CWL \
--policy-document file://~/PermissionsFoxrCWL.json

7. EERLTESIRSHAEEECE IAM BE2E , B LEI2 CloudWatch B & B #x.

a. WEBFALSNHRFEHREENBEIRREK , CERAREXERVENFANTRINE—INSR, 18
THERFEAPIRER : DestinationArn

aws logs put-destination \
--destination-name "testDestination" \

--target-arn "arn:aws:kinesis:region:999999999999:stream/RecipientStream" \
--role-arn "arn:aws:iam::999999999999:role/CWLtoKinesisRole"

{

"DestinationName" : "testDestination",

"RoleArn" : "arn:aws:iam::999999999999:ro0le/CWLtoKinesisRole",

"DestinationArn" : "arn:aws:logs:us-
east-1:999999999999:destination:testDestination",

"TargetArn" : "arn:aws:kinesis:us-east-1:999999999999:stream/RecipientStream"
}
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b. EHR 7a THE , T ATERFEEWEK, PRIAF KBS BIRXEK, WERBAIIERE logs:
PutSubscriptionFilter action , 3 @& 4 A MK~ &% Fi5 [ B FRE PR

ZEOAEBEN AWS IKFEFRR, S ERBPUEEX—MNKF , MRLXHAK
PEOWHER , MKBALIEESWHDW ID, X8, SRAECRER  UATFSLFH
ZANK [ B ARk P &% B &

FRAXARBERCEEZ RN ~/AccessPolicy.json WXH , HEETHFRKIBEGZ—,

FE—NRBIRMEARTFRAWFFTE ID H 0-1234567890 KK = fF B E R & B4 ATK

{
"Version" : "2012-10-17",
"Statement" : [
{

"Sid" . "",
"Effect" : "Allow",
"Principal" : "*",
"Action" : "logs:PutSubscriptionFilter",
"Resource" :

"arn:aws:logs:region:999999999999:destination:testDestination",
"Condition": {
"StringEquals" : {
"aws:PrincipalOrgID" : ["0-1234567890"]
}

T—ARERAALFBEBEERGAKS (111111111111) F BERKIE D B EBERGATK S

{
"Version" : "2012-10-17",
"Statement" : [
{
"Sid" . "",
"Effect" : "Allow",
"Principal" : {
"AwS" : "111111111111"

.
"Action" : "logs:PutSubscriptionFilter",
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"Resource" :
"arn:aws:logs:region:999999999999:destination:testDestination"
}
]
}

c. FEEL—-DPEIENRIEH INE B FRo

aws logs put-destination-policy \
--destination-name "testDestination" \
--access-policy file://~/AccessPolicy.json

Anananyr AWS ###a### 111111111111 ##### ARN arn: aws: logs:
region: 999999999999: Destinationation: testDestination: te
PutSubscriptionFilterstDestination ######HMEMAFiHEEK
PutSubscriptionFilter 3T1Z B #9 it B9 8835 #P I 4B 4E

EEXFERBRIUEA S HNER |, B5HE IAM BFERPNERARBRIEER.

SRE , MREFER AWS Organizations BB NER , HREBHPHIER 2 . (NEFERAET )
BlE IAM AESREE, MREBEFEEQS —NMNKFRFREMAZEA Organizations , M AT LABK
HZTRABRERNIT TR 4 - BIET FRIERHE,

H|2: (REEARAULE ) IR IAM A6

LT MBREFEABRKS 111111111111 FRIEMN LR FREBNTHRIKEGIZET Bir , MFA2
EEOK/S 111111111111 #FNE , WERBARATHNSRIEE, SN , BALURE SR 4. 02
17 59 5 Stk o

KT FNSROUZE—D IAM AE |, ZAE CloudWatch AT BURIR TR UE KX 4 ATK = R BB RE X W44
A BB e B2 T B iR ik SR A o

EREEBERFHRRITEATHNER, ZAGMNEETREERKS,F , HASEITHRBESPEEZA
8 ARN, ERAIF | KEEKFA N 111111111111,

E#H AWS Organizations A Bk - A&T H I ZFAEN IAM A€

1. BEXH /TrustPolicyForCWLSubscriptionFilter.json F8IBLA TN EERKE, FHAX
RimER LB LR X ; BOEA IAM ZHI &K,

{
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"Statement": {
"Effect": "Allow",
"Principal": { "Service": "logs.amazonaws.com" },
"Action": "sts:AssumeRole"

2. BIE-MERALREN IAMAG, EXZHGTREN Arn B , EREERIENFEE D PER
ZfE. EHRBIF , BATF CWLtoSubscriptionFilterRole AERANIFTGIE A BN AR,

aws iam create-role \
--role-name CWLtoSubscriptionFilterRole \
--assume-role-policy-document file://~/
TrustPolicyForCWLSubscriptionFilter.json

3. BIEMNPRFREELE X CloudWatch Logs B BAXT & B9 K F $h 1T BY IR 4E,

a. B%, FAXKRESRERN ~/PermissionsForCWLSubscriptionFilter. json M9
B2 LT IR R R

"Statement": [
{
"Effect": "Allow",
"Action": "logs:PutLogEvents",
"Resource": "arn:aws:logs:region:111111111111:lo0g-
group:LogGroupOnWhichSubscriptionFilterIsCreated:*"
}

b. WANTHT , LERIGENRRERSEELSR 2 FEIENEEHAXE.

aws iam put-role-policy
--role-name CWLtoSubscriptionFilterRole
--policy-name Permissions-Policy-For-CWL-Subscription-filter
--policy-document file://~/PermissionsForCWLSubscriptionFilter.json

ARG, R BABEEINIT SR 4 ¢ BIRIT B TRIE ST,
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HPR 3 IR UEES K B FREY IAM AR

BIE AWS BIK - RTS8 |, ZihEMEMER S ZIR (FlAAEITEDIRES B #RM Kinesis 5t
Kinesis Data Firehose it ) , BAREXEKF P REETEMHERR , ZREIERNEK, BFrAE
REVRE T RNR. BXRBEIESENESER , BSHBEKS R I HEE,

BRI LURE T 50K KM INE A T o2 1T R IEERAR IAM A IAM AP, RS T RIE
K, MREERAEERB/CEBITRMESRNSE  NATBS LS RESEFHE PR 4 IE2ITH
B

AN IS IK P Fr B /Y 1AM AR

1. BWAUTHSUREEATEN IAM S5 IAM AP RIZ(T AWS BEW S

aws sts get-caller-identity

ZoTRENAHELTTERE :

{

"UserId": "User ID",

"Account": "sending account id",

"Arn": "arn:aws:sending account id:role/user:RoleName/UserName"
}

1B FRoleNameSH KR R EUserName,

2. BEREEKFHEREELSE 1 AWS Management Console 3 AR a5+ B 5 H FIRE K IAM
A 1AM A PR M e SKEg

3. RIEMMBZAEIAFPNEBRESREEEK- BHFRRLEA
logs:putSubscriptionFilter WEAHINIR, THEHNRHIKEE R TENUHNR,

AT RN A FEEN AWS IKF (K7 ) PXEM B AR RIR 2T 5 i %25123456789012 :

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "Allow subscription filters on any resource in one specific
account",
"Effect": "Allow",
"Action": "logs:PutSubscriptionFilter",
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"Resource": [
"arn:aws:logs:*:*:log-group:*",
"arn:aws:logs:*:123456789012:destination:*"

LT RN A EEN AWS K ( I/ ) sampleDestinationF BRI EBFRER LA
1T %i%88123456789012 :

"Version": "2012-10-17",
"Statement": [
{

"Sid": "Allow subscription filters on one specific resource in one

specific account",
"Effect": "Allow",
"Action": "logs:PutSubscriptionFilter",

"Resource": [
"arn:aws:logs:*:*:log-group:*",
"arn:aws:logs:*:123456789012:destination:sampleDestination”

HIR 4 ¢ QBT RFERM

EOIZEERE , AERBEZKEKS T5HA AWS IKFEZ B4R ARN (arn:aws:logs:us-
east-1:999999999999:destination:testDestination) , LME A4 1 B EEH KX B B iR, XEH
i ZIEK AP BEEASES BN ARA L& X B AR ZBIT MR R4, TR ESF ISR A
EBEF B MFTE B RA mIBE B R FR3ho

@ Note
MREEEMARTFITHEGERONR , WEEERE TR 2 . (NEGEARILE ) 612
IAM A& FalZr IAM AR ARN,.
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FEUTREIF , THABESRSREREKS PLEN, ZIEFSTE AWS CloudTrail E4H B EAM
KER, At “B” AWS ERIEFNENEDEFEAERE BRI ZN B, ZENHEET -8R @

#7. RecipientStream

LTETHERKRSBRIZESIRBAWS CloudTrail AF#E® Y @ CloudWatch H&E &% CloudTrail=
AR TIRE , HEAET N2 EEH CloudTrail BHM AT, XESHREBELAFTHNSE
#7 CloudTrail/logs.

WMALT@HSR , BEXUIAM AR ERESR , RNEFEHAE SE] 3 BIN/RIEEIKF B8 1AM X
[R R ERIEKEE IAM B85 %,

aws logs put-subscription-filter \
--log-group-name "CloudTrail/logs" \
--filter-name "RecipientStream" \
--filter-pattern "{$.userIdentity.type = Root}" \
--destination-arn "arn:aws:logs:region:999999999999:destination:testDestination"

BEAMBE RS TR — AWS Xig, B2 , BARAI LSRN T ARXEH AWS &R |, 40
Kinesis Data Streams .

W B ESEHR

BIRIT S IEE8fE |, Lo CloudWatch gs @B ST REERNCENEABESEHEREHEEEN
“ W EARPHR. RecipientStream B #57i 8 & AT LB A aws kinesis get-shard-iterator a5 53R EX
Kinesis Data Streams 75 , SR/E 8 aw s kinesis get-records @3 S 3REL— £ Kinesis Data Streams
IBRRBIERBRE TXFER :

aws kinesis get-shard-iterator \
--stream-name RecipientStream \
--shard-id shardId-000000000000 \
--shard-iterator-type TRIM_HORIZON

"ShardIterator":

"AAAAAAAAAAFGU/
kLvNggvndHq2UIFOw5PZc6F01ls3e3afsSscRM70ISbjIefg2ub®7nkly6CDxYR1UoGHINP4m4NFUetzfL+wev
+e2P4djJg4L9wmXKvQYoE+rMUiFqg+p4Cn3IgvqOb5dRAQYybNdRcdzvnC35KQANoHZzzahKdRGb9v4scv+3vaq+f
+0IK8zM5My8ID+g6rMo7UKWeI4+IWiKEXAMPLE"

}

aws kinesis get-records \
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--limit 10 \

--shard-iterator

"AAAAAAAAAAFGU/
kLvNggvndHq2UIFOw5PZc6F@1s3e3afsSscRM70]1SbjIefg2ub@7nkly6CDxYR1UoGHINP4m4&NFUetzfL+wev
+e2P4djIg4L9wmXKvQYoE+xMUiFq+p4Cn3IgvqOb5dRAOyybNdRcdzvnC35KQANoHzzahKdRGb9v4scv+3vaq+f
+0IK8zM5My8ID+g6rMo7UKWeI4+IWiKEXAMPLE"

(@ Note
&I 8EFE E 7 Kinesis Data Streams FF #8iR EIZ3E 5112 $F E#I=1T get-records o

B E RSB E—4A Kinesis Data Streams 125%H WKL, Kinesis Data Streams 2k IERE 1 EH
gzip N E4E H X Base64 w3, BHULAFEALT Unix i SREGMSITHINREBEIE

echo -n "<Content of Data>" | baseb4 -d | zcat

Base64 fERD M EBBIEHENILA JSON HEBLUTEH !

"owner": "111111111111",
"logGroup": "CloudTrail/logs",
"logStream": "111111111111 CloudTrail/logs_us-east-1",
"subscriptionFilters": [
"RecipientStream"
1,
"messageType": "DATA_MESSAGE",
"logEvents": [
{
"id": "3195310660696698337880902507980421114328961542429EXAMPLE",
"timestamp": 1432826855000,
"message": "{\"eventVersion\":\"1.03\",\"userIdentity\":{\"type\":\"Root
\"2}"

"id": "3195310660696698337880902507980421114328961542429EXAMPLE",

"timestamp": 1432826855000,

"message": "{\"eventVersion\":\"1.03\",\"userIdentity\":{\"type\":\"Root
\II}II

"id": "3195310660696698337880902507980421114328961542429EXAMPLE",
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"timestamp": 1432826855000,
"message": "{\"eventVersion\":\"1.03\",\"userIdentity\":{\"type\":\"Root
\II}II

WHRBEWTHNETENTAR
owner

[R5 B EBAER AWS IKF 1D,
logGroup

Etél\ H ,._,\%ZEE’J H IL;\QE.% *l_\o

logStream

R4 B S EIER B SR A o

subscriptionFilters

5 R16 B SR L B 1T R i S 4 B Ry B 5%

messageType

iR E BN EA“DATA_MESSAGE"3£#, B , CloudWatch BE A BEAS % H
“CONTROL_MESSAGE” R Kinesis Data Streams it , TEZEA TR EBREE AliA,

logEvents

RN —HRAETEHICRHKER A SHIE, ID BHEREN A ESEHHNE AR,

1TSS E PR R B A%

BB XN ELHENERPRMSMERRELERAFORA R ENER. EANEE T E R R/
Eh‘ﬁﬁﬁ put-destination-policy @ f. U TRHIH , FELEZERMAKS 111111111111
BREEMTEEEIE , 8B Ak, 222222222222,

1. IREVE15 B 4% TestDest ination KREXHIREE HIC T : AccessPolicy

aws logs describe-destinations \
--destination-name-prefix "testDestination"
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{
"Destinations": [
{

"DestinationName": "testDestination",
"RoleArn": "arn:aws:iam::999999999999:role/CWLtoKinesisRole",
"DestinationArn":

"arn:aws:logs:region:999999999999:destination:testDestination",
"TargetArn": "arn:aws:kinesis:region:999999999999:stream/RecipientStream",

"AccessPolicy": "{\"Version\": \"2012-10-17\", \"Statement\":
CON"Sid\": \"\", \"Effect\": \"Allow\", \"Principal\": {\"AWS\":
\"111111221111\"}, \"Action\": \"logs:PutSubscriptionFilter\", \"Resource\":
\"arn:aws:logs:region:999999999999:destination:testDestination\"}] }"

}

2. EIZER , LEIEEIEKRF, 111111111111, HFEKF 222222222222 BB H. SHEBEKRK
A ~/ NewAccessPolicy .json X4 :

{
"Version" : "2012-10-17",
"Statement" : [
{
"Sid" . "",
"Effect" : "Allow",
"Principal" : {
"AWS" @ "222222222222"
3,
"Action" : "logs:PutSubscriptionFilter",
"Resource" : "arn:aws:logs:region:999999999999:destination:testDestination”
}
]
}

3. @A PutDestinationPolicy¥¥ NewAccessPolicy.json X447 E L KK S B irRBEX

aws logs put-destination-policy \
--destination-name "testDestination" \
--access-policy file://~/NewAccessPolicy.json

XFFRLAZAKS ID 111111111111 R B ESEH. EWKF 222222222222 ByAE & 01217 FH T

- 7=

EFME KPR ID 222222222222 Ry B RS4RI EIFF A7 @ B #Ro
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EHNENEK /T E

MREHBEKS, BETH , ERERKSREFERFAKSRTFNR , 5 BEBER LT 5 E
B S Bl PSR FIHRENR , FREEAT PR SREE,
£}

- SR EIITRMERMN
- SR 2 EHUEH BRI R A

\

\

SR ERT R

(® Note
WEBRMNFH BRAKE AWS RS BEHILSE FIIHNRSCIEN BEENEBERFITHRST E
E, IRETFEARXEEEAc—QEBNBER , NUKRE PR 2 . ENNENERIFRE
B

HEREERRT |, BHHERE B RS RIS B SRR R A RE9iT R RSt LERAMT —
NIAM B8 | ZAE CloudWatch A BURIRH WUE R 4 AMK B R EU A AIK P R3E B &

FREATHNIRNEEEMNENRGEAKSTNITERE | UERADI ID REEKSITRENR,

EATHRAS ;111111111111 1222222222222 BAANKFEZ 62T ATk
999999999999 % ix HEMIT MM E M. MEMITHKERHFENT -

## Existing Subscription Filter parameter values
\ --log-group-name "my-log-group-name"
\ --filter-name "RecipientStream"
\ --filter-pattern "{$.userIdentity.type = Root}"
\ --destination-arn "arn:aws:logs:region:999999999999:destination:testDestination"

MRFEERLGAITARERGSHE , FAAUTH .

aws logs describe-subscription-filters
\ --log-group-name "my-log-group-name"
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BEEHIT AR LI REA B ID JREEK S B SR

1. BEXMH ~/TrustPolicyForCWL.json FEIZUTEERE, FRHNARERERSCIZEIRIE
# BOER IAM 2E & kb,

{
"Statement": {
"Effect": "Allow",
"Principal": { "Service": "logs.amazonaws.com" },
"Action": "sts:AssumeRole"
}
}

2. BIE—/MERALEEN IAM A, BRZGTREMN Arn B Arn B , BREEELRIENG
HEo R ERZE, ELREIF | BAIDPE CWLtoSubscriptionFilterRole AEBRAIFIEIZA
BB

aws iam create-role
\ --role-name CWLtoSubscriptionFilterRole
\ --assume-role-policy-document file://~/TrustPolicyForCWL.json

3. BIEMNPRFREELE X CloudWatch Logs B BAXT & B9 K F 1T RY IR 4E,

a. B%, FAXKRERERN /PermissionsForCWLSubscriptionFilter. json B
Bl LT R R RS

"Statement": [
{
"Effect": "Allow",
"Action": "logs:PutLogEvents",
"Resource": "arn:aws:logs:region:111111111111:1lo0g-
group:LogGroupOnWhichSubscriptionFilterIsCreated:*"
}
]
}

b. WANT®T , LUERIGENRREREEELSR 2 FEIENEBMAXE.

aws iam put-role-policy
--role-name CWLtoSubscriptionFilterRole
--policy-name Permissions-Policy-For-CWL-Subscription-filter
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--policy-document file://~/PermissionsForCWLSubscriptionFilter.json

4. WAL T@RTUERITEARERS.

aws logs put-subscription-filter
\ --log-group-name "my-log-group-name"
\ --filter-name "RecipientStream"
\ --filter-pattern "{$.userIdentity.type = Root}"
\ --destination-arn
"arn:aws:logs:region:999999999999:destination:testDestination”
\ --role-arn "arn:aws:iam::111111111111:xo0le/CWLtoSubscriptionFilterRole"

SRR 2 EFHUAENB RGN ERRE
EWMFIBAHAKF RIITEFERERE |, ATUAEFHFREATKF R B PRIGRREE,
EUTRAS |, WHEAKF 7 999999999999 , BB N testDestination,

L EFTRF R A ID N 0-1234567890 KIFTEIK - M WA A REB K. RECIE TITHARKESR
£ K 7 F S SERR @ WA A K P R0E B .

EEHBA AR P HY B ARG R R BE SAFF R 2 A 2l 1D SREUVIBR
1. ERBEAKSH  BEAXKERESRUBEBETIANER ~/AccessPolicy. json X,

{
"Version" : "2012-10-17",
"Statement" : [
{

"Sid" . "",
"Effect" : "Allow",
"Principal" : "*",
"Action" : "logs:PutSubscriptionFilter",
"Resource" :

"arn:aws:logs:region:999999999999:destination:testDestination",
"Condition": {
"StringEquals" : {
"aws:PrincipalOrgID" : ["0-1234567890"]
}
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}

2. WALUT®HS , HREZNREHINZNEEIR. EEFERUEAERE ID K75 E KA
RHIHEE AWS IKF ID WiFE KR , FE¥E force 8,

/A Warning
MREBEELEHIIHE AWS RFRIENBEEARKE AWS RS BFILFE , MER
TSR, BAREFABREAKS PIITRMESR |, FMRLSER 1 . EHIT5
b

aws logs put-destination-policy
\ --destination-name "testDestination"
\ --access-policy file://~/AccessPolicy.json
\ --force

£ A Kinesis Data Firehose #{TEEKF AEHIERLE

EBEKFAZASHE  £FEET ASHEREENZERE

- BEBEFEBRZEE-NKEABEFRIMABIRES , Hit Lo CloudWatch gs AliEE 2R FFHER
FEHRFIEEER. EATHRII>WTRF , ERAERFEREZENEMD AWS kS5 H
111111111111,

- BEHBIEEWE-RE FZ Kinesis Data Streams il B#5 , 3 CloudWatch it BEHEEWEEE
BWHERE, BREREERXEZEXAZEENHBEREXNER, EATHERIBIWSHES  ERAE
BIBEZEWEMNEH AWS TIKB 7222222222222,

A AW RBIERY A Amazon S3 718 Kinesis Data Firehose £ #ii. A A A FEHATFENIRE
Xi% & Kinesis Data Firehose & #iific BXEZEE , 5S 12 Kinesis Data Firehose & i o

BEEMB RS TE— AWS X, B2 , BARE@A AWS R AL T AR/ XE,

@ Note
X — K P A8 X 4% 5 i Y Kinesis Data Firehose 1T [R5 % 544 o
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£

$8 1 : 6] Kinesis Data Firehose &7

B2 IEBT

SR 3 AR UEEIK S B REY IAM AR

HIR 4 BIEIT RTEE R A

BIERASHHR

EBITRHE K B PR R R %

S8 1 : B2 Kinesis Data Firehose £ #i

/A Important

EERUATERZE , BAMERTRIKE , BAE Kinesis Data Firehose A LA A1 12 HY
Amazon S3 Zt&i@. BXEZEE , 2 Amazon Kinesis Data Firehose 7 % A R i§f
B9 428 16 i 160 o

AR (TR PNFESREFEZE AEZBITFEZRERS PEH.

LT RAGEHREANRIERS (HBETRIEMILE ) . BFLXKEERANERTENDBEN
EHXiE,

0125 A4 B $58 Kinesis Data Firehose 1&#ii

1.

2.

#1%2 Amazon S3 F @ :

aws s3api create-bucket --bucket firehose-test-bucketl --create-bucket-
configuration LocationConstraint=us-east-1

B IAM A] | ZHBEIFE T Kinesis Data Firehose S EIE A F6E 18 P E IR .
a. B%, FAXKRESREXH ~/TrustPolicyForFirehose. json REIEEEERK,

{ "Statement": { "Effect": "Allow", "Principal": { "Service":
"firehose.amazonaws.com" }, "Action": "sts:AssumeRole", "Condition":
{ "StringEquals": { "sts:Externalld":"222222222222" } } } }

b. #IE IAM B& , FiEELEN 62N SERE 4.

aws iam create-role \
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--role-name FirehosetoS3Role \
--assume-role-policy-document file://~/TrustPolicyForFirehose.json

c. WMTHAHELATAREXL, ETAGEHMAE ARN,

"Role": {
"Path": "/",
"RoleName": "FirehosetoS3Role",
"RoleId": "AROAR3BXASEKW7K635M53",
"Arn": "arn:aws:iam::222222222222:role/FirehosetoS3Role",
"CreateDate": "2021-02-02T07:53:10+00:00",
"AssumeRolePolicyDocument": {
"Statement": {
"Effect": "Allow",
"Principal": {
"Service": "firehose.amazonaws.com"
},
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"sts:ExternalId": "222222222222"

3. BIENPRFEE , LUE M Kinesis Data Firehose A X} &8 K 31T RV 8 1E,

a. HE 6 FHAXAKARESRITERN ~/PermissionsForFirehose. json B4 Bl LA TR
KEE, RENAZS , BUREERN N RNE SR,

"Statement": [{
"Effect": "Allow",
"Action": [
"s3:PutObject",
"s3:PutObjectAcl",
"s3:ListBucket"
1,

"Resource": [
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"arn:aws:s3:::firehose-test-bucketl",
"arn:aws:s3:::firehose-test-bucketl/*"

]

b. WMALT@T , UGN SIZHRRKREES IAM B EHEXEK,

aws iam put-role-policy --role-name FirehosetoS3Role --policy-name
Permissions-Policy-For-Firehose-To-S3 --policy-document file://~/
PermissionsForFirehose. json

4. WAL T @R LEIE Kinesis Data Firehose 1&$iiifito my-bucket-arnfEf ERHNITEBEE Emy -
role-arn#l,

aws firehose create-delivery-stream \
--delivery-stream-name 'my-delivery-stream' \
--s3-destination-configuration \
'"{"RoleARN": "arn:aws:iam::222222222222:role/FirehosetoS3Role", "BucketARN":
"arn:aws:s3:::firehose-test-bucketl"}"'

B AR T AT AR

"DeliveryStreamARN": "arn:aws:firehose:us-east-1:222222222222:deliverystream/
my-delivery-stream"

}

S 2 BB

/A Important
R EFRNAESRBEFEEZE B SHBERBREKRST K.

B2 B4R/ , CloudWatch Logs AR A 6] B IR ZE—FAEER . HITRBERBELT
SEFIRAE , Logs 2R KRIFWK 7 HF CloudWatch B EE4KIEE B #r.
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BIZ B R

1. FEEF  BEEL7E $B 1 0|2 Kinesis Data Firehose £ %% B 8I2 8 Kinesis Data Firehose
REREIRE. BRI LUER LT B KK &EStreamDescription,  StreamStatus 7=,

aws firehose describe-delivery-stream --delivery-stream-name "my-delivery-stream"

A, EESF ZDeliveryStreamDescription, DeliveryStreamARN B , R ZEEE UGN ST
FERAT. SN RAIREE

{
"DeliveryStreamDescription": {
"DeliveryStreamName": "my-delivery-stream",
"DeliveryStreamARN": "arn:aws:firehose:us-

east-1:222222222222:deliverystream/my-delivery-stream",
"DeliveryStreamStatus": "ACTIVE",
"DeliveryStreamEncryptionConfiguration": {
"Status": "DISABLED"

3,
"DeliveryStreamType": "DirectPut",
"VersionId": "1",

"CreateTimestamp": "2021-02-01T23:59:15.567000-08:00",
"Destinations": [
{
"DestinationId": "destinationId-000000000001",
"S3DestinationDescription": {
"RoleARN": "arn:aws:iam::222222222222:ro0le/FirehosetoS3Role",
"BucketARN": "arn:aws:s3:::firehose-test-bucketl",
"BufferingHints": {
"SizeInMBs": 5,
"IntervalInSeconds": 300
3,
"CompressionFormat": "UNCOMPRESSED",
"EncryptionConfiguration": {
"NoEncryptionConfig": "NoEncryption"
3,
"CloudWatchLoggingOptions": {
"Enabled": false

}I

"ExtendedS3DestinationDescription": {
"RoleARN": "arn:aws:iam::222222222222:role/FirehosetoS3Role",
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"BucketARN": "arn:aws:s3:::firehose-test-bucketl",
"BufferingHints": {

"SizeInMBs": 5,

"IntervalInSeconds": 300

1,
"CompressionFormat": "UNCOMPRESSED",

"EncryptionConfiguration": {
"NoEncryptionConfig": "NoEncryption"

},
"CloudWatchLoggingOptions": {
"Enabled": false

I
"S3BackupMode": "Disabled"

1,

"HasMoreDestinations": false

ENERRAURFE-RoHT 2ERNEDRS.

2. HERRLETEIRSH , 212 IAM AEFKRTF CloudWatch B EFHIFEHRAER Kinesis Data
Firehose FiHIN PR, B & , IREETE XM ~/ TrustPolicyFor cwl json REIZEETERE, FHXA
‘RESI BB LLR B, BX CloudWatch BELHTRWEZEL |, 5/ Amazon CloudWatch
Logs &K im T S MBECE

HWEREEIEFEE sourceAccountId B9 aws:SourceArn £R&H L TXHA , BT ESH
MEERERZELRT, MREEEXBARAPERHEREKS ID, WEIEF EHHR ARN BIER
ARN B/, EREWRAAST , AR ARN iREBRIMNE — XA AP KERNEERERE ARN, BXE

ZER  BFSREEREREMTE,

"Statement": {

"Effect": "Allow",
"Principal": {

"Service": "logs.region.amazonaws.com"
.
"Action": "sts:AssumeRole",
"Condition": {

"StringlLike": {

"aws:SourceArn": [

f£ A Kinesis Data Firehose # 1T BEHERE 226


https://docs.aws.amazon.com/general/latest/gr/cwl_region.html
https://docs.aws.amazon.com/general/latest/gr/cwl_region.html

Amazon CloudWatch B & AriEE

"arn:aws:logs:region:sourceAccountId:*",
"arn:aws:logs:region:recipientAccountId:*"

3. fEA aws iam create-role e S HIZ IAM B €& , HiEELZN GIEMNEERIE X,

aws iam create-role \
--role-name CWLtoKinesisFirehoseRole \
--assume-role-policy-document file://~/TrustPolicyFoxCWL.json

UTARBERRAIH L, 2 TRER Role.Arn B, ANEREEZTENSIRIAIE,

{
"Role": {
"Path": "/",
"RoleName": "CWLtoKinesisFirehoseRole",
"RoleId": "AROAR3BXASEKYJYWF243H",
"Arn": "arn:aws:iam::222222222222:role/CWLtoKinesisFirehoseRole",
"CreateDate": "2021-02-02T08:10:43+00:00",
"AssumeRolePolicyDocument": {
"Statement": {
"Effect": "Allow",
"Principal": {
"Service": "logs.region.amazonaws.com"
3,
"Action": "sts:AssumeRole",
"Condition": {
"StringlLike": {

"aws:SourceArn": [
"arn:aws:logs:region:sourceAccountId:*",
"arn:aws:logs:region:recipientAccountId:*"

]

}
}
}
}
}
}
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4. BIBNPRZFRELLE X CloudWatch BET LT IREI K FHITHRLEEIRVE, B , ERANAREREX
# ~/ PermissionsFor cwl .json F 822 BRKRE :

{
"Statement": [
{
"Effect":"Allow",
"Action":["firehose:*"],
"Resource":["arn:aws:firehose:region:222222222222:*"]
}
]
}

5, BEEANUTHS  FHNREKEHEREK

aws iam put-role-policy --role-name CWLtoKinesisFirehoseRole --policy-name
Permissions-Policy-For-CWL --policy-document file://~/PermissionsForCWL. json

6. £ Kinesis Data Firehose £ %4t FiEsIRASH AR ERIE IAM A 2fg , T LA CloudWatch
122 B E B #5.

a. WIWRASRITEREEENBERKE , CEARTHERIBIFENSRPHE—
MNER. BTARAEFEEAFE BIRE ARN , RASFERELSRPERECHENR

destination.arn.

aws logs put-destination \

--destination-name "testFirehoseDestination" \

--target-arn "arn:aws:firehose:us-east-1:222222222222:delivexystream/my-
delivery-stream" \

--role-arn "arn:aws:iam::222222222222:role/CWLtoKinesisFirehoseRole"

"destination": {
"destinationName": "testFirehoseDestination",
"targetArn": "arn:aws:firehose:us-east-1:222222222222:deliverystream/
my-delivery-stream",
"roleArn": "arn:aws:iam::222222222222:role/CWLtoKinesisFirehoseRole",
"arn": "arn:aws:logs:us-
east-1:222222222222:destination:testFirehoseDestination"}

}
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b. E—FTREKE , EATHEBEWEKS (222222222222) 175 H K5 B Rk Bk,

HWEREES A EBTFEBLEEKS (111111111111 ) AJLMR G R B SHIFZWREK S
(222222222222 ) FHIBE 5. EAILAER XA BT R BB A ~/ AccessPolicy .json X

o
{
"Version" : "2012-10-17",
"Statement" : [
{
"Sid" . "",
"Effect" : "Allow",
"Principal" : {
"AwS" : "111111111111"
.
"Action" : "logs:PutSubscriptionFilter",
"Resource" : "arn:aws:logs:us-
east-1:222222222222:destination:testFirehoseDestination”
}
]
}

c. XFEOIE—KE A6 ZEXBEXLTXNEHREEBEANRH A, LHEREELMIEE logs:
PutSubscriptionFilter ¥ /£ 8E15 R B #5. Bk~ A P ¥ A ZPutSubscriptionFilter# /E4F B
EEMREBIBR

aws logs put-destination-policy \
--destination-name "testFirehoseDestination" \
--access-policy file://~/AccessPolicy.json

SR 3 AI/RUEETK S B AR8Y 1AM R

RIE AWS Bk REITEEE , ETHREAERKF TR (6l0AET R IEEE B AR Kinesis 3
Kinesis Data Firehose i ) , X MELEKF P IREE T SMIRE , ZRBEREHENEKS BIRE
FRHBRBRIFENE. XX IHEENESER , FSRBEK, XRITHZE.

BB E T 5 R R INE A T o217 R IIESR4R IAM A IAM A5, RS T RIE
KPR, MREERAEERAGORITRMIESRSE , WA RIS RBERHE ST 4 6T
TR SR
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ARSI IEFS K A E B 1AM AR

1. BWAUATHTUREEATEN IAM 25 IAM AFRIZT AWS BEW T,

aws sts get-caller-identity

ZTRENEHELT TERE

{

"UserId": "User ID",

"Account": "sending account id",

"Arn": "arn:aws:sending account id:role/user:RoleName/UserName"
}

1B FRoleNameSH R R EUserName,

2. BEREREWKFHEREELSE 1 AWS Management Console 4 AR &y 1Y H FIRE K IAM
A 1AM A RS R e K e,

3. RN ZAEIAFNEREEREEEK- BFRRLEEA
logs:putSubscriptionFilter WEAHEINR, THEHMRHIKEEE R T ENUAHNR,

AT RN AFEEN AWS IKF (IKF ) PXEM B FR BRI IT 5 i %85123456789012 :

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "Allow subscription filters on any resource in one specific
account",
"Effect": "Allow",
"Action": "logs:PutSubscriptionFilter",
"Resource": [
"arn:aws:logs:*:*:log-group:*",
"arn:aws:logs:*:123456789012:destination:*"
]
}
]
}

LT RBENXAFEEN AWS IKF (KF ) sampleDestinationm @AM EBIRER LI
1T R 7%1%£85123456789012 :
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"Version": "2012-10-17",
"Statement": [
{

"Sid": "Allow subscription filters on one specific resource in one

specific account",
"Effect": "Allow",
"Action": "logs:PutSubscriptionFilter",
"Resource": [
"arn:aws:logs:*:*:log-group:*",
"arn:aws:logs:*:123456789012:destination:sampleDestination”

ZPR 4 SIEIT RTFESAF

PRBAEK S, ERRAFR 111111111111, BEE | BFEREK S P RIBIT M ER 4. EILR

s |, TEEF 5B E AWS CloudTrail B4H BERAMEXE , RtES “B” AWS EIRICRNETINNES

%‘B’I@%Eé‘ﬂﬁ‘?zmﬁﬂﬁﬂﬁ B#R, BXIMME CloudWatch B ?Efiﬁ AWS CloudTrail E4HNEZER
S HEAWS CloudTrail AF#EREH @ CloudWatch H&E %1% CloudTrailE4,

MALT@HSR , BEXUIAM AR ERESR  RNEFEHAE SE] 3 BIN/RIEEIKF B8 1AM X
[R R ERIEKEE IAM B85,

aws logs put-subscription-filter \
--log-group-name "aws-cloudtrail-logs-111111111111-300a971e" \
--filter-name "firehose_test" \
--filter-pattern "{$.userIdentity.type = AssumedRole}" \
--destination-arn "arn:aws:logs:us-
east-1:222222222222:destination:testFirehoseDestination”

BEAMBE RSN TR — AWS Xig, B2 , BARAI USRI T ARXE/ AWS &R |, 40
Kinesis Data Firehose o

?I_L 1E%A$1q:uu.

BIZEITRFIERSE |, “ CloudWatch BE” @ MESHIERE R TR A& A B EZ 4 X F Kinesis
Data Firehose 1&%iii. #83E Kinesis Data Firehose & #iii EiRERETEIE)FEIE , BIENFHBETR
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EEH Amazon S3 FiE@P., 23 2B HEtESG , B UEE K E Amazon S3 F 8K I EH K
B, EREFMER , BWmANUTHS :

aws s3api list-objects --bucket 'firehose-test-bucketl'

T TR EREATRERL

"Contents": [
{

"Key": "2021/02/02/08/my-delivery-
stream-1-2021-02-02-08-55-24-5e6dc317-071b-45ba-a9d3-4805ba39c2ba",
"LastModified": "2021-02-02T09:00:26+00:00",

"ETag": "\"EXAMPLEa817fb88fc770b81c8f990d\"",

"Size": 198,
"StorageClass": "STANDARD",
"Owner": {
"DisplayName": "firehose+2test",

"ID": "EXAMPLE27fd05889c665d2636218451970ef79400e3d2aecca3adb1930042e0"

RE , BUUBIRAUTSHS , NFRBTFRRBENR. F key WEBRNEE LI THE
FME,

aws s3api get-object --bucket 'firehose-test-bucketl' --key '2021/02/02/08/my-delivery-
stream-1-2021-02-02-08-55-24-5e6dc317-071b-45ba-a9d3-4805ba39c2ba’' testfile.gz

Amazon S3 W RAMEIEI gzip BXESR. BAFEAUTHFTZ—REGTITPHRBEIE

Linux :

zcat testfile.gz

macOS :

zcat <testfile.gz
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HZITRHE R B PR R R 1%

B BE XS TELAEN ERPRINSMER AELEENER. BN ERL
fyPutDestinationPolicy R EEF RIRBEEER. EUT RGP |, L ZRRINE K-
1M1 1111111 BREF A BESRE |, H SR/ 333333333333,

1. IRENHE15 B 45 TestDest ination XEXAISREE HIE T : AccessPolicy

aws logs describe-destinations \
--destination-name-prefix "testFirehoseDestination"

"destinations": [
{

"destinationName": "testFirehoseDestination",

"targetArn": "arn:aws:firehose:us-east-1:222222222222:deliverystream/
my-delivery-stream",

"roleArn": "arn:aws:iam:: 222222222222:role/CWLtoKinesisFirehoseRole",

"accessPolicy": "{\n \"Version\" : \"2012-10-17\",\n \"Statement
\" : [\n {\n \"Sid\" : \"\",\n \"Effect\" : \"Allow\",\n
\"Principal\" : {\n \"AWS\" : \"111111111111 \"\n },\n \"Action
\" : \"logs:PutSubscriptionFilter\",\n \"Resource\" : \"arn:aws:logs:us-
east-1:222222222222:destination:testFirehoseDestination\"\n N\n  I\n}\n\n",

arn": "arn:aws:logs:us-east-1:

222222222222 :destination:testFirehoseDestination",
"creationTime": 1612256124430

}

2. BEIZER , LEIEELEKRF 111111111111, FEMKF 333333333333 B8 H. SHBEK
A ~/ NewAccessPolicy .json 3X#H :

"Version" : "2012-10-17",
"Statement" : [

{
"Sid" : "",
"Effect" : "Allow",
"Principal" : {
"AWS" : "333333333333 "
},
"Action" : "logs:PutSubscriptionFilter",
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"Resource" : "arn:aws:logs:us-
east-1:222222222222:destination:testFirehoseDestination"
}
]
}

3. FRALTH S NewAccessPolicy.json S HE LR RE 5 B bRAER<EX -

aws logs put-destination-policy \
--destination-name "testFirehoseDestination" \

--access-policy file://~/NewAccessPolicy.json

XERSFLERAKS, ID 111111111111 I BESEH. EIKST 333333333333 WATE & GIEIT
kS fe , MK 1D 333333333333 Y HEEH RS M ENFF a7 [ B #r.

BERERZTE

BERERER-IM22MRE , DTFEFRFEIITRNRNXETRERSIEEERESNRNKAENIT
ZRE, EF AWS , BRFSEGTRLSERANBFRE, — MRS (BARS ) BAS —TURS
(#MARARS)E , TRRSREBRSEL, AT BURHE R RS LAE R ENRX 5 — N7 R RET
B, BNZBRFFANBHRMNR, N THIEXFER , BN AWS T -ETH | BBERFRAE
RSHBIE | LRSS EFEACTERTXEWK T EIRAY G RR,

BB ERREEPFEHaws : SourceArnzaws : SourceAccount 2 B54 £ T X 40 kR #I18%
¥ CloudWatch B ERRIRSEE , LUERBIEE A Kinesis Data Streams # Kinesis Data Firehose,

aws :SourceArn H{EX TR RRFH N REFEEAMBZRBIENIK,,

R ERERBREMN A EZREA aws::SourceArn £B& 4 L TXEMNERNTE ARN, 1R
BIRAERBENTE ARN REEEESIER , BEATHEBLRA (*) W aws: SourceAmnn £/ LT X
ZHEERERTR ARN BIRHE 2. FlH0 , arn:aws:servicename: : 123456789012 : *,

10X KB T/ F15E CloudWatch HEMINER |, MEFEHIEE A Kinesis Data Streams # Kinesis
Data % 1 : 822 E#5 FirehoseZ % 2 : €2 B#r , HEB /R T WA a SourceArn ws: £R%&MHF L
T R4AREE B, LERELM BRI F B,
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EARIRIASAE, TTRGIARA, TRk B ESHAH Live Tail B9
TSR RAIES

® Note

AXWM{AHE A Amazon CloudWatch Logs Insights ZE#E S EiH B EEHNEE , ESH
CloudWatch HEMEEHIE .

f&Bh CloudWatch Logs , & ] LA B 3545 I i S A FF B SR H RN ATRERVIESR | SER 1T I IRiE S
R EEEAEEEIEA AWS RS , EAGE B SSHRERBEEN , ARMER Live Tail EAFR
EXEERBDWAR.

TERFMH RN T IERmRSEME, ITRMESRME. kB EE4H Live Tail AREE B SS4HHH
FRMIEEL. FRAATUREE, EENEEIRFE, ENREX (regex ) AI AT I A THESR
8, BT LS JSON MUZR 5 R IEERAEREH,

FRECENFHCEREREES, MIERGEESXMNEREEEL/ENNFZHRNFEAZH, BT
CloudWatch 2% & Al iz i ik R4 E .

FH

o TEWIENRIEX (regex ) &%

- FARERHENEFRSIENRER (regex ) #ITITH
- FAREZFHEXCREILHICEESHFHNFH

- EARBEFRAENXTE JSON B EEHHRFiFE
s ERABERAERNRTEUZRS BB SEMHPFHE

TR IENRESR (regex ) BE

XENENRKKIEE
ERENFAIERAGS B ARIEN | AHA % FRARERR,
ERENRER L RAER R DEU TS

C PERTIE - FEBTIHETE (MANZRadlz) RUT (M0 0) 24,

REWIENRER 235


https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/MonitoringLogData.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/SubscriptionFilters.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/SubscriptionFilters.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/SearchDataFilterPattern.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/CloudWatchLogs_LiveTail.html

Amazon CloudWatch B& ArfEm

- XENRSF/H - XE/RSTE L ¢, =, e 0 G0 4RI Bl Ssomething!%
2WIEL , AT REF

C EROEEM EEEEHEE NP2 T T L P T N R

A% (M) ZE8/F. TrREAFESRELFER,
TXF/FZFZTFR

(@ Note

BL &

EOIRERFERARITEFERAN  SMNETEAREE 5 NMEE ENREXNTEFAE
o

RNIEPRIFIR AT R TR R A 2T 2 BT IR R RN JSON HEFMFERN |, HET
& BEEHH Live Tail i, BNMEEFFARANENREXREH 2 1

XFNZERER

o N FBERIEERFAENI L, Hl |, s [hclat% i ‘hat"f“cat” , BEXEFFEHFF L,
« b FERMEEIEFTENER, 0, S[hc]lat$s EfEt“hat’ M cat’ , BREFZFENLE R,
« ?: EEAEFRANSNHZANEH, Fl0, Scolou?r% A LAE A PEE“color’F“colour”,
e [1: ENERE, ERALSESTHAEENEZFIREFZRFEE, Hl , s[abc]% T

B a’, “b"=‘c”; %[a-z]% EEMNa"E“2?HEM/NEFH ; %[abcx-z]1% IEHE

“a’, “b’, “c’. X', “Y'EZ
« {m, n}: SIENFACEZS m XEFEBSE n X, #l, %a{3,5}% XET

fi“aaa”., “aaaa’fM“aaaaa’s

® Note
MREERTENR/MERBZAE , WALLIEEE m = n,

o | : WREOr, BELHMHNFRAMETE, Fla0, $gra|eys AILAEE ‘gray’s‘grey”s

® Note
FHARENFRHREEFNR , HEAUATEERZ— 2. *. + = {n,m},
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N\ HNFH  ARCEREEANTEANHTRRBKE L. AN, N[ \]% EREF
mPHTERROENTE  BHFESTEL, Gl b 7P @l AT

(® Note
%10\.10\.0\.1% REIEENREFAKRTE IP #at 10.10.0.1 WIEHTT *.

c ¢ CRAEFANBIRSARA. FIM, Sabrcs WU
Bi“ac’. “abc’Fl“abbbc” ; %ab[0-9]*% AMAMEE“ab”, “ab0"Fl“ab129”

o +: CEAIEFRN—NRZANEH, Hl0 , Sab+c% AILAEE “abc”, “abbc’F1“abbbc” , B AT
Bt“ac’s

o L EEREEENFR, HlW0, 5. ats EELaVERENEE=/NFHFE , S
f&‘hat’, “cat’, “pbat’, “4at’, “#Hat"F“at” ( AZ=HKEFF L),

(® Note

FERIZIENFRARKXLACTE IP atet |, Y . SEFREE. flW0, $10.10.0.1% A&
Bi“10010,051” , X ATRER R RAE XAV KERFHI A IZ

« \d. \D: ERKZIFEHRFEZEZRF., 0, s\ds ZFET %[0-9]1%, S\D% HETF %[*0-9]%.

(® Note
AREEERRFENENMEERFNEZER,

* \s. \S: EEZKFRIFEERFH.

(@ Note
REZENRTFENENNEENNEZEN. ZRFFSBHRET (\t). 2= () RT
ﬁ (\n)o

&l

* \w, \W: ERFERFFR/FFRBFER. HA, S\ws FRAT %[a-zA-Z_0-91% , 5\Ws F
F %["a-zA-Z_0-9]1%.
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® Note
REZHEFRTIENENNEZEFNEEZER

* \xhh : IREEFfL+ /]38 B FRFHY ASCII BREY. \x REXFH , RRUTFRFAE ASCII B+ X3
#fE. hh FEEE@ ASCIl RPFRFHMNTARFHF (0-9 M AF ),

® Note
BAIER \xhh EEHERFRITIBOFEFR. HII, S\x3A% EE : ; %\x28%
PoEe (o

EAMERH RN FRSENRER (regex ) BITIEH
{5 A 1E U 2R3K = T B =7 7]

BRLMER & BERKMWENREXER ( ENREXEXGEEES S ) REE BESHHHNFHE,
THNRBRERT HEFAEXN R , ZEXIREZE AUTHORIZED XBFH A BESEH.

BAXEFHNENREIANIIER , BSRIFH EMNRER,

%AUTHORIZED%

IeiFEFAERRE BSEHHEE , I TRE

 [ERROR 401] UNAUTHORIZED REQUEST
» [SUCCESS 200] AUTHORIZED REQUEST

EAMIERA RN CE LA B EEHFHNFAE

PEE I ML B EEH4 Y F 1A

UTREBEERBR , XERBERETR T WAERHREFMAENXTEELHCBSE4HHNFE,
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® Note
FEFHERAX D KNE, FESHFIRFFRANBHEFTNFRANGISFEER ("),

Example: Match a single term

THNRBRERTENFEAMEFAEAN R ZRABEEEFREEZE 17 ERROR BT
BERAEH.

ERROR

iR ARATE B ESEHES , SIMUTRE .

 [ERROR 400] BAD REQUEST

 [ERROR 401] UNAUTHORIZED REQUEST
* [ERROR 419] MISSING ARGUMENTS
 [ERROR 420] INVALID ARGUMENTS

Example: Match multiple terms

THNRBRERT SN FEAMERFEXN R, ZRABEEEFHEEZEF1E ERROR M
ARGUMENTS WAIERASH.

ERROR ARGUMENTS

FRFMHEERASZHES , SIIATAR

* [ERROR 419] MISSING ARGUMENTS
 [ERROR 420] INVALID ARGUMENTS

FEEAEITAREN T BASEHEE , BN ENTELBERAERFIEENRN A,

 [ERROR 400] BAD REQUEST
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 [ERROR 4@1] UNAUTHORIZED REQUEST

Example: Match optional terms

BRI UEAER CERMNBIREAEAEFZAN B ESEHNFEZEER ., FEETE/NZRBIK
BT (", THNRBHFEEERHEZHERN—NRE , e REHEFETEE1E ERROR
5 ARGUMENTS WrTE B EE4,

?ERROR ?ARGUMENTS

iR ENTE BSSHEE , I TRE

 [ERROR 400] BAD REQUEST

* [ERROR 401] UNAUTHORIZED REQUEST
 [ERROR 419] MISSING ARGUMENTS

* [ERROR 420] INVALID ARGUMENTS

@ Note

TRERES (“2) SHAHERAERAS , flESMERARE, MR/ 7SHMTHE
FMHEAES | WS (“?77) HRB,

flgn | AT RS EN CEPTE 2 E171E REQUEST WEH , BFERS (77 ) MIFIER
R BRE BT

?ERROR ?ARGUMENTS REQUEST

B EE 4 EE I

« [INFO] REQUEST FAILED
« [WARN] UNAUTHORIZED REQUEST
 [ERROR] 400 BAD REQUEST
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Example: Match exact phrases

THNRBRERT HEFAEXN T  ZEXNREEFHERESBHETE INTERNAL
SERVER ERROR Wy AE#4,

"INTERNAL SERVER ERROR"

EFERGERXNREUT BEEMHHES -

 [ERROR 500] INTERNAL SERVER ERROR

Example: Include and exclude terms

BA L BIBFIESHES | ZERXRERAZH  HFWHEEEs - X FRHEREMFTR, &
REBRNZRIHERS (") TEAMRBRER T HESHENN RS , ZEXREEGHHER
‘@& Fi7 ERROR #H KT 1A ARGUMENTS HIZEAEH,

ERROR -ARGUMENTS

IR FARNERD BEEHHEE , S TRE .

 [ERROR 400] BAD REQUEST
 [ERROR 401] UNAUTHORIZED REQUEST

WFEFRHERXTFTSRE AT EEEHER , EAEl]2E £\ ARGUMENTS,

* [ERROR 419] MISSING ARGUMENTS
 [ERROR 420] INVALID ARGUMENTS

Example: Match everything

AL ARG S EREXASHPNAERNR, TANKBERERT MEFHRIRE , ZERNER
BB ZASH.
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£ ALK MR TE JSON B ESH4 M Fid

% JSON A A BHHEERERARR

THMETNARESSEFAFRMBER JSON Fifl LB M LR HARERAEE,

Writing filter patterns that match strings

R LABI R IR R MR UTE JSON BEEHFNFRR, ATREBRERTETFRHARIL
SO EXWEETRH,

{ PropertySelector EqualityOperator String }

RARES () BREFERGER, ETEHFENHERARERALTLEUNTHS
- BHEEERR

RAERASERAR ("$.") REDEMHEFER, BHEARSBEZRRFZFNE , CEXFEFZH
(") MTRE (") . FRHEFAIENZEEE, BHEE=REGR JSON KABHHHNET
Ro ENRUNARFZRHERHRT, FHEARERMEFRSRFE. BATHAREBNETHH
WEREG , IBRAPNE—ITRRARO, FSITRRAR 1, UXHE, RRFEES
("0" . MABHEFRREOBAINR , WiKERHAEXE B ERXNFTEE. 2R JSON E
HEEAR ("), WARERFESRRERERZEY.

(@ Note
BE AL R
&AM LAER JSON BEL A RIE B EARA TR HIET JSON N RF R,
[0
E— P EMHEESRTRS AER — N EEFERRS.

It JSON HEZHHHFiA 242



Amazon CloudWatch B& ArfEm
FAUTHSZ—RBHESEER . ET ("=") IFLET ("="). ESEEHEMFRERRE (true
= false ) o
. e

BELVANEIS (") FFAREER, S2RFERFFHN T UL SUANEBRBENFAF
BUHBENEI SR, EAES (") FFRBECRFRICE XA,

(@ Note

BIR MR FAENRITE JSON B EE4FRFRN , AJMEREAZAENRER,
BRXFEFHNEMNREIXBIIER , FSRFH ENREN,

UTRBERISHEFHEXNN A, 2R T AW KCTRERHER , LU JSON FHREF
RFERITEL,

{ $.eventType = "UpdateTrail" }

Writing filter patterns that match numeric values

SR BAB R TFR R AR ULE JSON BESHTNRFE, ATRBRERT EHFETEAYTHE
EFRAFE N E R R

{ PropertySelector NumericOperator Number }

RARES () BERERAER. SRFECENFEFAEXSTNIEUTEY
- BiEEEER

RAERASERAR ("$.") REDEHEFER, BHEARSEEZRRFZFNE , CEXFEFZH
(") MT X (") /. ZHREIXERZIEHE, BHEFRERIEG JSON FASEHFHET
Ro ETRAURZHERHAT. FHRAREREERRZE. BAPHAREB/BNETHEN
WERG  IBAPNE—IREZRARO, FESIMRRRALE 1, RURE. RAEFEES
("0" . MABHEFRREOBAINR , WiKERHAREKXE A ERNFTEE. 2R JSON E
HEEAR ("), WARERFESRRERERZEL.
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(@ Note
BERFIERES
B LAE A JSON BEL A RIEFTEMEA TE M JSON N RFER,
[Tkl

E—IMBHEERPHRS Rl — N ERMEESR.
- BEZER

FERUTHE L —REDRTZEL : AT (>"). MTF (<), EF (="). FETF ("="). AFZ
F (>=") HPFEF ("<="),

. B

BRMERSEMS ("+") RS (") FENBHRAE/BFI1EBE FRES (™) ENBEN
RICEHF.

UTRBEREER , 2R 7 A mMAERmERke& , SUF JSON FlASHFETE,

// Filter pattern with greater than symbol

{ $.bandwidth > 75 }

// Filter pattern with less than symbol

{ $.1latency < 50 }

// Filter pattern with greater than or equal to symbol

{ $.refreshRate >= 60 }

// Filter pattern with less than or equal to symbol

{ $.responseTime <= 5 }

// Filter pattern with equal sign

{ $.errorCode = 400}

// Filter pattern with not equal sign

{ $.errorCode != 500 }

// Filter pattern with scientific notation and plus symbol
{ $.numbex[0] = 1le-3 }

// Filter pattern with scientific notation and minus symbol
{ $.numbex[0] != le+3 }

EARBERENCE JSON BESHPHIFF

UTFROBERBER , ERTHESRMAERXMAME JSON BESHF R FHETE.
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RAriEmE

® Note

WMREFERARH JSON BESHN A ROITEIESFAER |, NARELTHE ARG JSON H

o

JSON BEEH

{
"eventType": "UpdateTrail",
"sourceIPAddress": "111.111.111.111",
"arrayKey": [
"value",
"another value"
1,
"objectList": [
{
"name": "a",
"id": 1
.
{
"name": "b",
"id": 2
}
1,
"SomeObject": null,
"cluster.name": "c"
}

Example: Filter pattern that matches string values

WFEEZFHEXSEM "eventType" FHFRFE "UpdateTrail" TE,

{ $.eventType = "UpdateTrail" }

Example: Filter pattern that matches string values (IP address)

LR EFHEERDEERGTASEM "sourceIPAddress" It , AN ERAELSHHIR

"123.123." BWHEH=F,

It JSON HEZHHHFiA
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{ $.sourceIPAddress != 123.123.* }

Example: Filter pattern that matches a specific array element with a string value

WIHFIERHFEREBA "arrayKey" AHITTE "value" FEEL,

{ $.arrayKey[0] = "value" }

Example: Filter pattern that matches a string using regex

WiFEZGERNERMY "eventType" R FERFE "Trail" T,

{ $.eventType = %Trail% }

Example: Filter pattern that uses a wildcard to match values of any element in the array using regex

HEZHERNITEEHRA "arrayKey" FHTE "value" EE K IENFRIER,

{ $.arrayKey[*] = %val.{2}% }

Example: Filter pattern that uses a wildcard to match values of any element with a specific prefix and
subnet using regex (IP address)

WEEFHEERXTEEEM "sourceIPAddress" #/YTE "111.111.111.1211" PEEAEN
FKixNo

{ $.* = %111\.111\.111\.1[0-9]{1,2}% }

(® Note
BL &
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E—IMEHEFERPHRS ARERA —MNBERFAERS.

Example: Filter pattern that matches a JSON property with a period (.) in the key

{ $.['cluster.name'] = "c" }

Example: Filter pattern that matches JSON logs using IS

B LABIETFIERAER , EN1ER IS TEMHE JSON AEFRNF R, IS TEAULETSE
NULL, TRUE =% FALSE BFE. THMNMESRGENIRE JSON BE , A SomeObject HIEN
NULL.,

{ $.SomeObject IS NULL }

Example: Filter pattern that matches JSON logs using NOT EXISTS

BRI LAER NOT EXISTS ZEQIEMERMAER , URE AERFEFFITEREF RN JSON H
Fo THMFERMHENXFER NOT EXISTS IREIFREEFE SomeOtherObject #9 JSON BE,

{ $.SomeOtherObject NOT EXISTS }

(@ Note
BEiFAXiETE IS NOT F EXISTS,

EAEERAENTE JSON N RHHFiA

AT LTI R E R P EREEEZES AND (“&&” ) M OR (4" ) RIBEEFNIMRESZLEN
true W ASEEHNESRER, EEREAZGEARES (()") MU TEEORERT : () > 8&& > ||
UTREEERBR , XERBRETRTHAEAERESREANMERFREARTE JSON R
Y 1o
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JSON X &

{
"user": {
"id": 1,
"email": "John.Stileseexample.com"
.
"users": [
{
"id": 2,
"email": "John.Doe@example.com"
1,
{
"id": 3,
"email": "Jane.Doe@example.com"
}
1,
"actions": [
"GET",
"PUT",
"DELETE"
1,
"coordinates": [
[0, 1, 2],
[4, 5, 6],
[7, 8, 9]
]
}

Example: Expression that matches using AND (&&)

WHEZRHERNBEEARER , ZREXEE "user” FHY "id" (HFERN 1) # "users"
HPE—NTEFH "email"” ( FHFHEN "John.Doe@example.com" ),

{ ($.user.id = 1) && ($.users[0].email = "John.Doe@example.com") }
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Example: Expression that matches using OR (||)

WHEZRHEXNTEEESRER , EE "user" FH "email" ( FHFERN

"John.Stileseexample.com" ),

{ $.user.email = "John.Stiles@example.com" || $.coordinates[@][1] = "nonmatch" &&
$.actions[2] = "nonmatch" }

Example: Expression that doesn't match using AND (&&)

BEFAERNEELERICEANESRKER , BRZRERXS "actions" FHE=TMRE
TEEe,

{ ($.user.email = "John.Stiles@example.com" || $.coordinates[@][1] = "nonmatch") &&
$.actions[2] = "nonmatch" }
@ Note

[T

EEMERRTRSARER —MREFERES  EEAESREANHERFEPES
RegE A = BRI ER,

Example: Expression that doesn't match using OR (||)

WHEFHERNTELERICETNESRER , AR ZRERE "users" FHE—IBHET
CHL , =% "actions" AEVE = MRETITHE,

{ ($.user.id = 2 && $.users[0].email = "nonmatch") || $.actions[2] = "GET" }
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FEABEZRGERNRERUZER S BHY AESEHHPNFHE
NUAZR SR B ESE4RERERGFERN

BRI LB IFERHRARTEAZR DB B EE4FHFRE. THRRT —MUAZEIRAEEE
HRBl, ANBT NARE S UZER D R B EE 4 89 78 TR A g SR AAEREE,

® Note

BB IFIESFA B RICE A Z 0 FRR B ESH R FiEE |, o AEREASRA ENRER,
BRIFEHNENRERABNIIER , FSREHNENRER,

Example: Space-delimited log event

UTRBRERTUEZRIBHIASZH  HPE2 £ T

B : ip. user, username, timestamp. request. status_code Hl bytes,

127.0.0.1 Prod frank [10/0ct/2000:13:25:15 -0700] "GET /index.html HTTP/1.0" 404
1534

® Note
5 ("7 MREIE (") ZEKFRERNEDF B,

Writing filter patterns that match terms in a space-delimited log event

EOEEUZRS BN BESEHPNFHEREENFEREEX  FRAES () BFHERHEX
FEX , AUTEEMEESENFR , BES () BT, UATHEFHERXETLIFR.

[ip=%127\.0\.0O\.[1-9]%, user, username, timestamp, request =*.html*, status_code =
4%, bytes]
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BOERARFEER (>, <, =, 1=, >=H<=) MES N EFIBEREFREVNRERX , BT HHE
ERGENEREKYE., EROIFGEZRHEERD  ip FAE P #hutsE/E 127.0.0.1 - 127.0.0.9 L
WIENRER |, request BEBEA , RRECHLTIREUA .html FLM{E |, status_code &
BEAF , RRTCSTEEUA 4 FLHE,

(...) RE|REIARE

MRETABHEUEE D BIFASHFBTNFTRYE  NAUERAERS
BRESHIFERHRS | %

BNFR, ERSUUREFESIARARSNFTR, UTRAIERHEE
TSR RN BB RO IE S E X E RN BTN RSB F B

[..., request =*.html*, status_code = 4*, bytes]

IR LAERZEZER AND (&&) #1 OR (||) REIBEERER ., UTHEZHERETEEERE
R , ZRIERKRT status_code WEXME 404 410,

[ip, user, username, timestamp, request =*.html*, status_code = 404 || status_code =
410, bytes]

E AR T F R . LA Z2 4% 20 Fe Y B S RV F 17

B AERARKCERGZAZE I BOFERMAER , MERBEINTFHNFR. EAERFEEFR
WIRF. A w1 KRENFE—DFE , Uk w2 BULEH | KR TREEFEANINF. EFRAZAKE
ES (e UTRAlEERBER , SERBRETR TN IREACESUAEZRS BNFEFHRERES
e

(® Note
BB TEIEFRFRARCE UZEE DR B SE4 PN FHEE , A ERAEAFAENREX.
BRXFHEMNRIXNFIER , FSREGHENFRER,

Lz o Rey B SE4
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INFO 09/25/2014 12:00:00 GET /service/resource/67 1200

INFO 09/25/2014 12:00:01 POST /service/resource/67/part/111 1310
WARNING 09/25/2014 12:00:02 Invalid user request

ERROR ©9/25/2014 12:00:02 Failed to process request

Example: Match terms in order

UTUZERDRBHEEFARXSIRE BEEH , HASHPHE -1 E1AR ERROR,

[wl=ERROR, w2]

(@ Note

SIEERAEACRENAZESBOHEERHENN KT EEEFRANFEESZAET
o Bl , MREGIET —NMEEFHAER | HIRESE—ME1EN ERROR B BEEH
#wl FREZHEZH w2 EBERF.

Example: Match terms with AND (&&) and OR (||)

BRI RZBIZER AND (“&&”) M OR (") SIBBERHNUER S BN HEERAHEN. R
TREFAERQIRE BEEN , EPFEHHNE -1 £1E2 ERROR 5 WARNING,

[wl=ERROR || wl=WARNING, w2]
Example: Exclude terms from matches
BRI OB UZER S B HEERARER | ZHERGEXSBEOER-—I RSN FRAN BEEH.

HEEBHBRNFRANBERES (=" UATRBRERT HEFEREAN RO , ZHFERFER
RE%E —MNFiFF 2 ERROR #l WARNING #y B EE4,

[wl!=ERROR && wl!=WARNING, w2]
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Example: Match the top level item in a resource URI

LTRBERERT HAFRFERNN RO, EIEEFAEXERENREXCERIR URI P EITRE I
Bo

[logLevel, date, time, method, url=%/service/resource/[0-9]+$%, response_time]

Example: Match the child level item in a resource URI

UTRBRERT HEFHAERXN RO, ZIEEFAEXNER ENREKXTE TR URI PH TR
Bo

[logLevel, date, time, method, url=%/service/resource/[0-9]+/part/[0-9]+%$%,
response_time]
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JERXEB AWS RS HY B &SR

BRATZHRFNEMAERMEE , BHEL AWS BRSE AT LUF CloudWatch HEE#E & 4 2L 5k fE .17
it BR S5 I B # Kinesis Data Firehose, MIREN AENEFEZTREZEEEP RSP FHIJLER
& BABOLURA LS K B ENRFSFEeEZRIZE Amazon S3 3 Kinesis Data Firehose , T
THEIIMRE,

RAriEmE

BN{E B HE#E X% 2 Amazon S3 = Kinesis Data Firehose , h&=4 %A, EXEZEE , HSH
Amazon P ricing # “B&E" &I~ LR “4§E& BE” CloudWatch

—& AWS RS EABANEMBEKRLERE. EEAMNXERSHITATICE , BETUEFRE
KRN AF B 0B R, I, BB AWS QR FRRFEERIEBF

X TFREXENRAES , ATFEONREF DA, RPFEEXEFIMURNIRSIRN EF [V
RRIMZHFFHY [V2 R], ARXEXENRNEE , BSHRRENES .

AERH CloudWatch Amazon S3 Kinesis Data
Logs Firehose
Amazon AP| Gateway 18] H & XEFH VIR
BR)
AWS AppSync B& <¥
Amazon Aurora MySQL B& s
Amazon Chime &R EEIR B EH SIP JBE T [V1 X
B K]
CloudFront; 18] B & TEH [V1 X
BR]
AWS CloudHSM & # B & 3=
CloudWatch E AR IFEEHHE TEN VIR ZEH VIR
FR] FR]
CloudWatch BEXREH1ES B & TR [V1 X

1]
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https://aws.amazon.com/cloudwatch/pricing/
https://docs.aws.amazon.com/apigateway/latest/developerguide/set-up-logging.html
https://docs.aws.amazon.com/appsync/latest/devguide/monitoring.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/AuroraMySQL.Integrating.CloudWatch.html
https://docs.aws.amazon.com/chime/latest/ag/monitoring-cloudwatch.html#cw-logs
https://docs.aws.amazon.com/chime/latest/ag/monitoring-cloudwatch.html#cw-logs
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/AccessLogs.html
https://docs.aws.amazon.com/cloudhsm/latest/userguide/get-hsm-audit-logs-using-cloudwatch.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-Evidently-datastorage.html#CloudWatch-Evidently-datastorage-logformat
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-IM-view-cw-tools.S3_athena.html

Amazon CloudWatch B & AFiEm

AEER CloudWatch Amazon S3 Kinesis Data
Logs Firehose

CloudTrail B& X

AWS CodeBuild B& X

Amazon Cognito B & SEH V1
R

Amazon Connect B & X F

AWS DataSync B & X

Amazon ElastiCache for Redis H & TEH V1 ) TEH V1)
BR] BR]

AWS Elastic Beanstalk B& X

Amazon Elastic Container Service B & *F

Amazon Elastic Kubernetes Service #Z&IEx A XF

=

AWS Fargate H& < ¥

AWS Fault Injection Service £3& B & EFH V1K

R

Amazon FinSpace TEMN VIR ZEHVIR XES VIR
PBR] PBR] PBR]

AWS Global Accelerator i B & T [V1 X

R

AWS Glue /Bl B & X

Amazon Interactive Video Service Bl X B & TENVI ZEHVIR ES VIR
PBR] PBR] PBR]

AWS loT B&

x#
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/monitor-cloudtrail-log-files-with-cloudwatch-logs.html
https://docs.aws.amazon.com/codebuild/latest/userguide/getting-started-build-log-console.html
https://docs.aws.amazon.com/cognito/latest/developerguide/what-is-amazon-cognito.html
https://docs.aws.amazon.com/connect/latest/adminguide/logging-and-monitoring.html
https://docs.aws.amazon.com/datasync/latest/userguide/monitor-datasync.html#cloudwatchlogs
https://docs.aws.amazon.com/AmazonElastiCache/latest/red-ug/Log_Delivery.html
https://docs.aws.amazon.com/elasticbeanstalk/latest/dg/AWSHowTo.cloudwatchlogs.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/using_cloudwatch_logs.html
https://docs.aws.amazon.com/eks/latest/userguide/control-plane-logs.html
https://docs.aws.amazon.com/eks/latest/userguide/control-plane-logs.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/using_awslogs.html
https://docs.aws.amazon.com/fis/latest/userguide/monitoring-logging.html
https://docs.aws.amazon.com/finspace/latest/userguide/finspace-what-is.html
https://docs.aws.amazon.com/global-accelerator/latest/dg/monitoring-global-accelerator.flow-logs.html
https://docs.aws.amazon.com/glue/latest/dg/monitor-continuous-logging.html
https://docs.aws.amazon.com/ivs/latest/LowLatencyUserGuide/chat-logging.html
https://docs.aws.amazon.com/iot/latest/developerguide/cloud-watch-logs.html

Amazon CloudWatch BH&

RAriEmE

AEERH CloudWatch Amazon S3 Kinesis Data
Logs Firehose

AWS IoT FleetWise B EEW VIR B0 VIR S V1R
BR] BR] BR]

AWS Lambda B&E Y&

Amazon Macie B& Y

AWS Mainframe Modernization TEHN VIR ZEHVIR ES VIR
BR] BR] BR]

Amazon Managed Service for Prometheus B& X9 [V1
]

Amazon MSK I B & TEMH VIR XEM VI XER VI
& & &

Amazon MSK Connect B & TR VI XE VI XER VI
FR] FR] FR]

Amazon MQ — ¢ BEMFITAE X

AWS Network By X1 B & TEHVIR ZEOVIN EHN VIR
FR] FR] FR]

Network Load Balancer i8] B & FEH [V1 X

R

OpenSearch BHE& < ¥

Amazon OpenSearch RS HREH £ TEMN VIR EHVIR ES VIR
BR] BR] BR]

AWS OpsWorks B & X

U 5 #h < R BB ServicePostgre SQL BH & Y&

AWS RoboMaker B &

X
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https://docs.aws.amazon.com/iot-fleetwise/latest/developerguide/logging-cw.html
https://docs.aws.amazon.com/lambda/latest/dg/monitoring-cloudwatchlogs.html
https://docs.aws.amazon.com/macie/latest/user/discovery-jobs-monitor-cw-logs.html
https://docs.aws.amazon.com/m2/latest/userguide/what-is-m2.html
https://docs.aws.amazon.com/prometheus/latest/userguide/CW-logs.html
https://docs.aws.amazon.com/msk/latest/developerguide/msk-logging.html
https://docs.aws.amazon.com/msk/latest/developerguide/msk-connect-logging.html
https://docs.aws.amazon.com/amazon-mq/latest/developer-guide/security-logging-monitoring-configure-cloudwatch
https://docs.aws.amazon.com/network-firewall/latest/developerguide/firewall-logging.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/network/load-balancer-access-logs.html
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/createdomain-configure-slow-logs.html
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/monitoring-pipeline-logs.html
https://docs.aws.amazon.com/opsworks/latest/userguide/monitoring-cloudwatch-logs.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_LogAccess.Concepts.PostgreSQL.html#USER_LogAccess.PostgreSQL.PublishtoCloudWatchLogs
https://aws.amazon.com/blogs/opensource/robomaker-cloudwatch-ros-nodes-offline-support/

Amazon CloudWatch B & AFiEm
AEER CloudWatch Amazon S3 Kinesis Data
Logs Firehose
Amazon Route 53 228 DNS & B & XK
Amazon Route 53 Resolver Zif] H & TEHNVIR ZEH VIR
BR] BR]
I # SageMaker 5&3) SR V1 X
R
I &5 SageMaker & T3E3) TEH V1)
R

AWS 35 S EIVE R VPN BE

XEH VIR

XEH VIR

XEH VIR

1]

]

]

Amazon Simple Notification Service B & XF
Amazon Simple Notification Service IERIFE &
B A&
EC2 Spot KB E3E IR 3 4+ SEH V1
R
AWS Step Functions RET/EREBHIETE  ZXEFH VI
REAE BR]
Storage Gateway & it HEME TR BE XEFH VIR
R
AWS Transfer Family B & TEMN VI ZEHVIR XES VIR
KR KR KR
AWS Verified Access B& TEMNVI ZEHVIR XES VIR
KR KR KR
Amazon Virtual Private Cloud i H & TEHN VI XEH VIR
K] K]
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https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/logging-monitoring.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resolver-query-logs-choosing-target-resource.html
https://docs.aws.amazon.com/sagemaker/latest/dg/logging-cloudwatch.html
https://docs.aws.amazon.com/sagemaker/latest/dg/workteam-private-tracking.html
https://docs.aws.amazon.com/vpn/latest/s2svpn/monitoring-logs.html
https://docs.aws.amazon.com/sns/latest/dg/sms_stats_cloudwatch.html#sns-viewing-cloudwatch-logs
https://docs.aws.amazon.com/sns/latest/dg/sns-message-data-protection-operations.html
https://docs.aws.amazon.com/sns/latest/dg/sns-message-data-protection-operations.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/spot-data-feeds.html
https://docs.aws.amazon.com/step-functions/latest/dg/cw-logs.html
https://docs.aws.amazon.com/step-functions/latest/dg/cw-logs.html
https://docs.aws.amazon.com/storagegateway/latest/userguide/monitoring-file-gateway.html
https://docs.aws.amazon.com/transfer/latest/userguide/structured-logging.html
https://docs.aws.amazon.com/verified-access/latest/ug/access-logs.html
https://docs.aws.amazon.com/vpc/latest/userguide/flow-logs-s3.html

Amazon CloudWatch B & AriEE

AERH CloudWatch Amazon S3 Kinesis Data
Logs Firehose

Amazon VPC Lattice 147 B & SEN VI ZEHVIR IEN VI
FR] FR] FR]

AWS WAF A& XEHN VIR ZXEHNVIR Xk
FR] FR]

Amazon CodeWhisperer TEN V2 ZEHV2R ES V2 &R
FR] FR] FR]

FEMANR V1] B ZIERK

B AWS RS FERBEAEMIRRSEBAELRIET B CloudWatch &F. Amazon S3 5 Kinesis Data
Firehose, EFATERTYIHH AWS RS | NEBEXIEZHIAE hi BN BB ER R AP
BHEZ,

teoh , BaE AWS BFRRFEREBRE. AWS AIERE SN B BIXENR , Al ER
B & ZHI5E B .l EIX LR,

MREERELHENALPHNEABRKREBERIEN AWS B RELENNRMARRE , iR
BRZEASHAFSAEE-—ENNR , AT FEAR. HE , EUTNBTOERER , XHFRE
AERENRAFRTFEBLSNR,

TRLETEAATHERNBATRE K BHEB R,
UTEH2RETENERNESHARE

KIEZBER CloudWatch B&

/A Important

EFUTHRDH B EREIZE RN XiXZ Lo CloudWatch gs Bt , TIREE |, AL AWS |2
RERSEW A LN BEAXBRNRRREE, REFEAT  EFFAEE.

HNE-—TRPIENBERBEKIEET Log CloudWatch s Bt , AF1EA -
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https://docs.aws.amazon.com/vpc-lattice/latest/ug/monitoring-access-logs.html
https://docs.aws.amazon.com/waf/latest/developerguide/logging-destinations.html
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F PR

N T EEBIRBE B IR Logs KIX{E{A3E CloudWatch B | A E A B8 LTI RAYIK P & %,

* logs:CreatelLogDelivery
* logs:PutResourcePolicy
* logs:DescribeResourcePolicies

* logs:DescribelogGroups

MPXEXRBHAEPNEMN—MEREZ BEPHEA CloudWatch BEA , WERERRE—BEA
EEB—RKIEKAFE , BRAEEZlogs:CreateLogbDelivery X BREIT,

H&H M F IR KR

BYWBENESAXNMERTERENRNAREKE, IRAEALSIEERRRE , HERERE
BENAFEAIZEEAMN]Logs: PutResourcePolicylogs:DescribeResourcePolicies,
Mlogs:DescribelLogGroupsiXPR , MIFE&EFF 4R B FE KA E CloudWatch Logs BY , AWS £H3)
NEBIBUUT KR,

{
"Version": "2012-10-17",

"Statement": [
{

"Sid": "AWSLogDeliveryWrite20150319",

"Effect": "Allow",

"Principal": {
"Service": [

"delivery.logs.amazonaws.com"

]

I

"Action": [
"logs:CreatelLogStream",
"logs:PutLogEvents"

1,

"Resource": [
"arn:aws:logs:us-east-1:0123456789:1og-group:my-log-group:log-stream:*"

1,

"Condition": {
"StringEquals": {

"aws:SourceAccount": ["0123456789"]

},
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"ArnLike": {
"aws:SourceArn": ["arn:aws:logs:us-east-1:0123456789:*"]

MRAFHAEERERE , BEZXBEFTEEL— I REFAIRNER , HERERAFICRKHHA
PXBEHLEE logs:PutResourcePolicy, logs:DescribeResourcePolicies
logs:DescribelogGroups X[R , MZiE AR INE B EHNERERE,

/u\éﬂ ﬁ/ﬁ%m%j(d\ BE%IJIE«:E:EE

XLERZHNMERTREEFIEEQHLAEZBENENBEL , H# B CloudWatch B EE IR EBER &l
5120 N2, FHELREIIKE BEALAWRS ATEELE SRR H,

NTEFXFER , CloudWatch BE4SBEIERIE B SR RSAIEANTRRBH KRN, HER

M B R EE T 5120 NFRADREIET , CloudWatch B &4 B HEZ RS K R IRKE/aws/
vendedlogs/*HER. 25 , BAILFHF B /aws/vendedlogs/ FF k8 A ARA N X LR
SETRER BEM B HR.

&3%Z| Amazon S3 By B &

/A Important

EFLUTHRPMWEEEERE RN RIZR Amazon S3 B, MMREE |, afLL AWS BIEHE X
E#ZKBAEN S3 EHBRBEN T RKIE, HEFERT  EFFMAEE,

ML TRAN AEBELES Amazon S3 B, ATEH :

« CloudFront ifilﬂ BEMARXIFE BE, CloudFront fE AN RER S IIXRFWEMEBSITE. B
*E%1§,§\ |Fﬂ EE%$TIE E /u\lﬂi%ﬂ -‘I«E |ﬂ E /u\IFFFﬁ-ﬁ'EE’J*X BEO

« Amazon EC2 Spot SEHIEIEIR
« AWS Global Accelerator i H &
« Amazon Managed Streaming for Apache Kafka X3 B &

» Network Load Balancer 358 H&
« AWS Network B5 A& B &
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https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/AccessLogs.html#AccessLogsBucketAndFileOwnership
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« Amazon Virtual Private Cloud % B &

E#EXME Amazon S3 K AR A MEGEENNEF# T, 85 7 FEEENFREFEZ—1
HEZNEENH,

thﬁﬂﬁ'ﬂ:l,dﬁ)*‘ E’Jﬁﬁ%‘ﬁo Hitt , EENR Amazon 83 ﬁ{%‘ﬁ?ﬁﬁ% VDA Eﬁﬁﬁﬂﬁ%qﬂii‘ﬁﬁﬂﬁ
HNEH BERIT .

PR

bﬁglﬁ -E ‘{ i?_';b UH,U\I:'ZIE’JEE *EPH/L,\ i;_ﬁ‘.:xtu Amazon 83 j@} ﬁ%%EﬁJ’J\T$XBEHIJJ\K
F'o

* logs:CreatelLogDelivery
* S3:GetBucketPolicy
* S3:PutBucketPolicy

MRHPEM RN AR CH K EET Amazon S3 F#ERE , ERENEFE AR LEEERE—
F#RE , BRAEE logs:CreatelLogbDelivery B R,

S3 17 it K R TR SR g

EWAEW S3 FHMLTNEETERENRNTRER, NRFEMIFTXERFRRE , HEREA
FICERNWAFHEZEMEANS3: GetBucketPolicyMS3: PutBucketPolicy X R , MEZEFF LA M
Amazon S3 k3% B &R AWS £ Bz HAIB U TR,

"Version": "2012-10-17",
"Id": "AWSLogDeliveryWrite20150319",
"Statement": [
{
"Sid": "AWSLogDeliveryAclCheck",
"Effect": "Allow",
"Principal": {
"Service": "delivery.logs.amazonaws.com"
.
"Action": "s3:GetBucketAcl",
"Resource": "arn:aws:s3:::my-bucket",
"Condition": {
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"StringEquals": {

"aws:SourceAccount": ["0123456789"]

},

"ArnLike": {

"aws:SourceArn": ["arn:aws:logs:us-east-1:0123456789:*"]

}

"Sid": "AWSLogDeliveryWrite",
"Effect": "Allow",
"Principal": {

"Service": "delivery.logs.amazonaws.com"

"Action": "s3:PutObject",
"Resource": "arn:aws:s3:::my-bucket/AWSLogs/account-ID/*",
"Condition": {

}
iy
{

iy

}
}

"StringEquals": {
"s3:x-amz-acl": "bucket-owner-full-control",
"aws:SourceAccount": ["0123456789"]

},

"ArnLike": {
"aws:SourceArn": ["arn:aws:logs:us-east-1:0123456789:*"]

EZHHERES | XTF aws:SourceAccount , BIEEN B EEETEFHEHWIKS, ID IR, NF

aws :SourceArn

, i5¥& arn:aws:logs:source-region:source-account-id:* BRNIBEEK

B &RV R IR ARN S,

MEAFEBEERRERR , EZRKBTEEL— I EBPATRNES , HEREAFTIZEKHNAFP X 76
#EH S3:GetBucketPolicy M S3:PutBucketPolicy PR , MiZBE AR MBI FHBHERERER

&

(® Note

ERELEBERT , AWS CloudTrail 1R AEFs3:ListBucketiX[R , WAIgE2EHEF
FlAccessDeniedffiRdelivery.logs.amazonaws.com. JESR CloudTrail A& H

PIX LR

BAMER Fs3:ListBucketXPR , delivery.logs.amazonaws.com3t
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B4R AEENENEEBEEEPIRENS3 :GetBucketAclNEF E R ConditionE
B, AHERN , LB AWSLogDeliveryAclCheck EHA “Action”:
[“s3:GetBucketAcl”, “s3:ListBucket”] , MARIZE—HH Statement

Amazon S3 77 i# 1 IR 55 25 im I 2

BT LB A Amazon S3 B R4S ARS8k NER (SSE-S3) S A7 £ (SSE-KMS) FH %R
RS RS 28R AR (SSE-KMS) R{4R#* Amazon S3 124 #&  #Y AWS Key Management Service 3
. AWSKMS BXEZEER , BSRAMEARSESIHMBRTHIE,

WR%EEF SSE-S3 , WA EEHMAWEE, Amazon S3 LB INFZEZFE,

/A Warning

WMREIERTE SSE-KMS |, N AAERFFEERNR , RARXMBERTZZFEH AWS RER
He WMREFER AWS REZAREMNE , N BFRFUF A RIEREIE.

HIEEAFEFEE AWS KVMS Z4it , B LER AFRBNZEREES - EERHAN Amazon BIR
B (ARN), BUAFRUTRABTRNEFFEEXNZANRHERR (T2 S3 FRBNFHEMBERE )
B, UERSERIKSTUEA S3 FM.

WMREIEEE SSE-KMS |, N 4AEAFEFEEZH , RARXMERFIFEMN AWS RERH. S8
EAZEFEE AWS KMS Z4Ant , B UEE A FE#BNENEERF REBRHABN Amazon BIRE R
(ARN)o BT ABRNEFFREXZANBHRE (T2 S3 FRBNFHERE ) £, MU
ERTEABKT TUE A S3 F &M,

"Sid": "Allow Logs Delivery to use the key",
"Effect": "Allow",
"Principal": {
"Service": [ "delivery.logs.amazonaws.com" ]
.
"Action": [
"kms:Encrypt",
"kms:Decrypt",
"kms:ReEncrypt*",
"kms:GenerateDataKey*",
"kms:DescribeKey"

]I
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"Resource": "*",
"Condition": {
"StringEquals": {
"aws:SourceAccount": ["0123456789"]

},
"ArnLike": {
"aws:SourceArn": ["arn:aws:logs:us-east-1:0123456789:*"]
}
}

S F aws:SourceAccount , FIEESAZEXINLFHEBHIKS ID AR, XTF
aws:SourceArn , ## arn:aws:logs:source-region:source-account-id:* #NIEELER

HERRIR ARN %3,
&% % Kinesis Data Firehose B B &
M —EoHRPHIHH B ERRE K% Z Kinesis Data Firehose B , 2220 &EH :

R PR

EEREBIREB XN XERA BAEFNE—F B ELIEF Kinesis Data Firehose , EHMEFEFLL
TREEHIK P o

* logs:CreatelLogDelivery
* firehose:TagDeliveryStream

e iam:CreateServicelinkedRole

MR HE P E A —Fh B EE#HEIEE Kinesis Data Firehose , BEiRBFEP B —f A E B KIEE Kinesis
Data Firehose , 2R FEE logs:CreateLogDelivery Fl firehose:TagDeliveryStream X

PR o
ATHRHE 1AM A&

HF Kinesis Data Firehose T &R AWS i , Kib7Ei%iE E X% F Kinesis Data Firehose #J H
ERAFER IAM A8, AWS 8] & AWSServiceRoleForLogDelivery N I RZHHx< A, LIRS X
ABSIEL TR,

"Version": "2012-10-17",
"Statement": [
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{

"Action": [
"firehose:PutRecord",
"firehose:PutRecordBatch",
"firehose:ListTagsForDeliveryStream"

1,

"Resource": "*",

"Condition": {
"StringEquals": {

"aws:ResourceTag/LogDeliveryEnabled": "true"

}

},
"Effect": "Allow"

RS HEXAERE FIRZIRE NWATE Kinesis Data Firehose 3 7R

BRLogDeliveryEnabled, true AWS fEi% & HERICRKA , FMILFRZIRH4A B infkix

RS HXAREES R delivery.logs.amazonaws.com REZERXARRAFMERSHEXAE

HEERE, ZEERBOTAR

{
"Version": "2012-10-17",

"Statement": [

{
"Effect": "Allow",

"Principal": {
"Service": "delivery.logs.amazonaws.com"

}I

"Action": "sts:AssumeRole"

FEMANR [V2] B ZiERK

—L AWS [REERFNAERLEZBE, XR—MIENHZE , JEBIREMNXERSZ AT —NH
ZANERW B EEH : CloudWatch B&E. Amazon S3 % Kinesis Data Firehose,

EAEXEN AWS REMEr BB E B EEm , SO RITATRE -
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- BIBRERHERE, CR—MEEXNR , AREFREAENRR. EXELEER , 55
I‘FﬂPutDeIiverySourceo

- RIEEWmBR  IRAREFERBIFNEEN R, BXEZER |, 5
Ib‘ﬂPutDeI|veryDest|nat|ono

- MRBEBKFLEBE , ABE B $rIK F PutDeliveryDestinationPolicy 8 i [&] B 5 2 &t 1AM
REG, LLIREE VPR 'JlZ B #%o

- £/ CreateDelivery , B —MERIRF —MEH B FrEBAE X kA2 & M.

UTE&FHFEANABTEEZHEEA V2 S EEERIEXE AR EEERNNR, XERE
A URFEEZENFERN IAM B,

RTUTETHIEANERA , WREFEREFHEMA R APIZE BEEH , WEFEU TR
PR :

"Version": "2012-10-17",
"Statement": [
{

"Sid": "AllowlLogDeliveryActions",

"Effect": "Allow",

"Action": [

"logs:DescribelLogGroups",
"firehose:ListDeliveryStreams",
"firehose:DescribeDeliveryStream",
"s3:ListAl1lMyBuckets",
"s3:ListBucket",
"s3:GetBucketLocation"

1,

"Resource": [
"arn:aws:logs:region:account-id:log-group:*",
"arn:aws:firehose:region:account-id:deliverystream/*",
"arn:aws:s3:::*"

‘ZiizgﬁﬂlEH/LAEg CloudWatch EHILA

R PR
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EZAMBEEKIE CloudWatch B |, &AM E AL TR &,

"Version": "2012-10-17",
"Statement": [{

{
+
{
]
}

"Sid": "AllowlLogDeliveryActions",

"Effect": "Allow",

"Action": [
"logs:PutDeliverySource",
"logs:GetDeliverySource",
"logs:DeleteDeliverySource",
"logs:DescribeDeliverySources",
"logs:PutDeliveryDestination",
"logs:GetDeliveryDestination",
"logs:DeleteDeliveryDestination",
"logs:DescribeDeliveryDestinations",
"logs:CreateDelivery",
"logs:GetDelivery",
"logs:DeleteDelivery",
"logs:DescribeDeliveries",
"logs:PutDeliveryDestinationPolicy",
"logs:GetDeliveryDestinationPolicy",
"logs:DeleteDeliveryDestinationPolicy"

1,

"Resource": [
"arn:aws:logs:region:account-id:delivery-source:*",
"arn:aws:logs:region:account-id:delivery:*",

"arn:aws:logs:region:account-id:delivery-destination:*"

"Sid": "AllowUpdatesToResourcePolicyCWL",

"Effect": "Allow",

"Action": [
"logs:PutResourcePolicy",
"logs:DescribeResourcePolicies",
"logs:DescribelogGroups"”

1,

"Resource": [
"arn:aws:logs:region:account-id:log-group:*"

K3% % BEH CloudWatch B &
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B A4 M 5 R R

BEWAENWAEAXTEETERENRNBRRE, MRALKALIEERERE , HERERXE
BENAFPEAIZEEHEMN]1ogs: PutResourcePolicylogs:DescribeResourcePolicies,
Mlogs:DescribelogGroupsiX PR , MEEF 1 HEKEE CloudWatch Logs B , AWS < H3)
NEBIBLTRRE,

"Version": "2012-10-17",
"Statement": [
{
"Sid": "AWSLogDeliveryWrite20150319",
"Effect": "Allow",
"Principal": {
"Service": [
"delivery.logs.amazonaws.com"
]
b
"Action": [
"logs:CreatelLogStream",
"logs:PutLogEvents"
1,
"Resource": [
"arn:aws:logs:us-east-1:0123456789:1og-group:my-log-group:log-stream:*"
1,
"Condition": {
"StringEquals": {
"aws:SourceAccount": ["0123456789"]
},
"ArnLike": {
"aws:SourceArn": ["arn:aws:logs:us-east-1:0123456789:*"]

B S4E BRI RN REDERF M

XERSVAERFREPIHEQRREBETHNENEEAL , 7B CloudWatch B &% IR 5 M BR F
5120 NFfF, FATREFAE BTAR RS ATRELIBRLLRF,
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NTEBEXMER , CloudWatch BESIRAIE BEMN RS FIERNFTRRBEH AN, HER
M B REEIEEIT 5120 N FRA/DREIEY , CloudWatch B &4 B HEZ RS HIRKME/aws/

vendedlogs/*HEA. 2fa , BUUFHEFGAFMI /aws/vendedlogs/ FF kY ARAERN X LR

ST AIER BER B R
%3i%%) Amazon S3 B B &

AR

EFZAM Amazon S3 KB & , BM4TERA L TNREF,

"Version": "2012-10-17",
"Statement": [{

"Sid": "AllowlLogDeliveryActions",

"Effect": "Allow",

"Action": [
"logs:PutDeliverySource",
"logs:GetDeliverySource",
"logs:DeleteDeliverySource",
"logs:DescribeDeliverySources",
"logs:PutDeliveryDestination",
"logs:GetDeliveryDestination",
"logs:DeleteDeliveryDestination",
"logs:DescribeDeliveryDestinations",
"logs:CreateDelivery",
"logs:GetDelivery",
"logs:DeleteDelivery",
"logs:DescribeDeliveries",
"logs:PutDeliveryDestinationPolicy",
"logs:GetDeliveryDestinationPolicy",
"logs:DeleteDeliveryDestinationPolicy"

1,

"Resource": [

"arn:aws:logs:region:account-id:delivery-source:*",

"arn:aws:logs:region:account-id:delivery:*",

"arn:aws:logs:region:account-id:delivery-destination:

"Sid": "AllowUpdatesToResourcePolicyS3",
"Effect": "Allow",
"Action": [

Ki%ZF| Amazon S3 W AE
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"s3:PutBucketPolicy",
"s3:GetBucketPolicy"

iF
"Resource": [
"arn:aws:s3:: :bucket_name"

]

BEWAEWN S3 FHBXMEECERENRNERRRE, NRFHEBITIXERRER , HHEREH
FIEZNWAFHEIZEMENS3  GetBucketPolicyMS3: PutBucketPolicyf R , NMEZEF M
Amazon S3 X% BER AWS 2BZ R HAIZB U T R,

"Version": "2012-10-17",
"Id": "AWSLogDeliveryWrite20150319",
"Statement": [

{
"Sid": "AWSLogDeliveryAclCheck",
"Effect": "Allow",
"Principal": {
"Service": "delivery.logs.amazonaws.com"
},
"Action": "s3:GetBucketAcl",
"Resource": "arn:aws:s3:::my-bucket",
"Condition": {
"StringEquals": {
"aws:SourceAccount": ["0123456789"]
},
"ArnLike": {
"aws:SourceArn": ["arn:aws:logs:us-east-1:0123456789:delivery-source*"]
}
}
.
{

"Sid": "AWSLogDeliveryWrite",
"Effect": "Allow",
"Principal": {

"Service": "delivery.logs.amazonaws.com"
1,
"Action": "s3:PutObject",
"Resource": "arn:aws:s3:::my-bucket/AWSLogs/account-ID/*",

"Condition": {
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"StringEquals": {
"s3:x-amz-acl": "bucket-owner-full-control",
"aws:SourceAccount": ["0123456789"]

.
"ArnLike": {
"aws:SourceArn": ["arn:aws:logs:us-east-1:0123456789:delivery-
source:*"]

EZBIMRED , 3T aws:SourceAccount , BHEEMN AEEEENFHEBHIKS, ID Jk, T
aws:SourceArn , i5¥ arn:aws:logs:source-region:source-account-id:* BRIBEEK
HERRIE ARN 53k,

MRAFEBEERRERR , EZRKBFTEEL— I ERBPARNEA , HEREAFTIEEKNAFP N 76
#EE S3:GetBucketPolicy # S3:PutBucketPolicy PR , MiZiBE AR M MBI FH B RERER
B

® Note

ERLEERT , AWS CloudTrail IRKREFEFs3:ListBucketXR , NATRELEFF
FlAccessDeniedffiRdelivery.logs.amazonaws.com. NS CloudTrail A&+ H
X LEEIR | BAMERFs3: ListBucketX PR , delivery.logs.amazonaws.com¥
BUMEBEEIHNEEREREPIREN 3 :GetBucketAc1XRF E RHConditionS
W, RAEERN , TAERS AWSLogDeliveryAclCheck Bl “Action”:
[“s3:GetBucketAcl”, “s3:ListBucket”] , MARBIE—NHH Statement

Amazon S3 FE RS RR IR INE

T LB B Amazon S3 FEE B4R B RS B N5 (SSE-S3) LM FME T (SSE-KMS) FK9 %5
B AR EBRIHINE (SSE-KMS) K&RH Amazon S3 1ZE @+ AWS Key Management Service
. AWSKMS EXEZEER , BZRAEARS SRR INE R HE,

WR%EEF SSE-S3 , WA EZEEHMAWEE, Amazon S3 LB INFZEZFE,
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/A Warning

WMRIEESE SSE-KMS , MAFERFFHERZS , RAXMHBERTZFER AWS £EER
He MREER AWS REZARENE , W B FRFUARRH KR IE,

HIEEAFFEE AWS KMS Z4it , B LER AF#EBNEREES - EERHAN Amazon BIR
B (ARN), BHAFRUTABTRNBFFEEXNZANRHERR (T2 S3 FRBNFHEMBERE )
B, LERSERIKSTUEA S3 F#M.

WMREEEE SSE-KMS , N LAEAEFEFEEZH , RARXMBERFTIFEM AWS RERH. S8
ERAZEFEE AWS KMS 2t , B LS A F#BNEZENEER~ RERHAN Amazon BIRE
(ARN)o AR TABRNEFFREXBANZHRE (T2 S3 FRBNFHERE ) &, U
B HSERIKS LB A S3 Fi#M.

{
"Sid": "Allow Logs Delivery to use the key",
"Effect": "Allow",
"Principal": {
"Service": [ "delivery.logs.amazonaws.com" ]
1,
"Action": [
"kms:Encrypt",
"kms:Decrypt",
"kms:ReEncrypt*",
"kms:GenerateDataKey*",
"kms:DescribeKey"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:SourceAccount": ["0123456789"]
},
"ArnLike": {
"aws:SourceArn": ["arn:aws:logs:us-east-1:0123456789:delivery-source:*"]
}
}
}
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XN F aws:SourceAccount , BIREF B EEZ XTI FHEHIKS, ID FIX, XNF

aws:SourceArn , i5¥ arn:aws:logs:source-region:source-account-id:* NI EEK

/:I‘:l_,\ N ﬁiﬁ ARN 5“13—‘%0
% 3% % Kinesis Data Firehose By B &

PR

E 5 A Kinesis Data Firehose X% B& , B4 EA L TEREF,

"Version": "2012-10-17",
"Statement": [{

"Sid": "AllowLogDeliveryActions",

"Effect": "Allow",

"Action": [
"logs:PutDeliverySource",
"logs:GetDeliverySource",
"logs:DeleteDeliverySource",
"logs:DescribeDeliverySources",
"logs:PutDeliveryDestination",
"logs:GetDeliveryDestination",
"logs:DeleteDeliveryDestination",
"logs:DescribeDeliveryDestinations",
"logs:CreateDelivery",
"logs:GetDelivery",
"logs:DeleteDelivery",
"logs:DescribeDeliveries",
"logs:PutDeliveryDestinationPolicy",
"logs:GetDeliveryDestinationPolicy",
"logs:DeleteDeliveryDestinationPolicy"

1,

"Resource": [
"arn:aws:logs:region:account-id:delivery-source:*",
"arn:aws:logs:region:account-id:delivery:*",

"arn:aws:logs:region:account-id:delivery-destination:

.
{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowUpdatesToResourcePolicyFH",

&3%3% Kinesis Data Firehose J B &
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"Effect": "Allow",

"Action": [
"firehose:TagDeliveryStream",
"jam:CreateServicelLinkedRole"

1,
"Resource": [
"arn:aws:firehose:region:account-id:deliverystream/delivery-stream-
name"

ATRERRN IAM B

HF Kinesis Data Firehose T &R AWS i , Hib7Ei%iE E X %% Kinesis Data Firehose 9 H
ERAER IAM A/, AWS 8] ZAWSServiceRoleForLogDelivery h B IREZ X A, LIRS MR
AGSEUTNR,

{
"Version": "2012-10-17",
"Statement": [
{
"Action": [
"firehose:PutRecord",
"firehose:PutRecordBatch",
"firehose:ListTagsForDeliveryStream"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/LogDeliveryEnabled": "true"
}
1,
"Effect": "Allow"
}
]
}

HERFHEXACRFIRLIRENNAAE Kinesis Data Firehose 3 {37 HI X
BRLogDeliveryEnabled, true AWS iR E HEIERKAT , ML RMELS B rZIER,
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WREHXABEEES AN delivery.logs.amazonaws.com REEFXARRAFTERSHXAER
WEERE., ZEERBUOTATR

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Principal": {
"Service": "delivery.logs.amazonaws.com"

iy

"Action": "sts:AssumeRole"

X
]
X

B 1L 85 AR 55 0B B R

BEEERZER-—NMLZEMEE , DFEREFEIITNRE KA ARESIEEERESNRNKERT
ZIRE, R AWS , ERFEGTRLKSBRILNBEFRE, — MRS (BARS ) BAS —TURS
(#ERARS)N , TR REBRSEN. TRV BARS , FAENRUEEMEER T ZBRST
MBHRRRHE AN S N ELNERETERE. AHEXMER , AWS REATHEBEFTF AER
SHBENTE  MXLERSPRS EEENREEIKS PR EIR,

RMNBWERREPFEHaws : SourceArnfMaws : SourceAccount £ %M £ T XE4ARERE
CloudWatch BE# Amazon S3 M4AK B EWRFZ R FHNXE,. MEERABRINERFHLTXR , &
B —REIEQPRFEAR , aws:SourceAccount {EH aws:SourceArn {EH YK F L4205 FA A8 [=] B9 ik
F 1D,

aws:SourceArn BWEMATEE K B EME RN ARN,

BSEEERERBEERN A EREA aws :SourceArn £B&FHF L TN ERINTE ARN,
RTHERRNTE ARN , REEEREZSNER , BHXY ARN KA FEAHEELHR (*) B9
aws:SourceArn £ ETX&HE%,

ATHJLTPHERE R T AER aws: SourceArn f aws:SourceAccount £RB &G L TR
§, LB BEEREARBLI,
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BEEBIZBRSFHRBER CloudWatch BE AWS TERBERURXLEEHRNIFMEE . ERBEXI
TEEXRNBIIERE |, F1T “ CloudWatch BEX A $iEFE” WHE L/ RSS feed,

EK

AWSServiceRoleForL
ogDelivery fRS X A &R BE-
B A K

CloudWatch B E SRR ER
B

iR H &
CloudWatch BEE®R T 2021 £7 A 15 H
5AWSServiceRoleForL
ogDeliveryfR 55 8% £ &< Bk

# 1AM REEHPRINPR. EHN

BUTF :

+ firehose:ResourceT
ag/LogDeliveryEnab
led": "true" %H
BEERRN aws:Resou
rceTag/LogDelivery

Enabled": "true" .

CloudWatch B EF B ERERRE 2021 %6 A10H

AWS RE RN E R,

REEEH
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& B EHIES HE Amazon S3

FEESBENMNBEALASHE Amazon S3 8 , AEERALBEHRTEELENDN , RFERATE
b RE, EALURBIES L EIE— K RE KT 7,

A AT AT HR4E
- FHEEHESHE () PH SSE-KMS MEH S3 ZiEH AWS Key Management Service AWS KMS

- RESBFESHIEEA SSHRUMEBEGREHHN S3

BEaSGHER , E4T0E-MATEESEHN BEHREN S3 i, EULLHES H X417
FEIERY S3 M, HE X Amazon S3 L ar EHAAN LA B 3 7RSI BR 25 H#Y XX,

&AL S HE A AES-256 3¢ SSE-KMS tN&ERY S3 Fi#f. TX1FF HE/H DSSE-KMS EN 17
fih o

RZNMEEERSNNEEEN BESHER -1 S3 FRER. BEoTAENSFHESHESHE ,
B EE—NEIR , EREFRE S HN R Amazon S3 BHIR.

® Note
THRENSHXHFHN BEHRBER#ITETRENIERF,. B LEA Linux SAEFRNSH

M EEFREBEHTHRF., 6, ATXABRFG AN ENXERPAE gz XHHHSH4H
THER

find . -exec zcat {} + | sed -r 's/A[0-91+/\x0&/' | sort -z
UTEARFRSNSMNFXHRTH.gz XH#THERF,

find ./*/ -type f -exec zcat {} + | sed -t 's/A[0-9]+/\x0&/' | sort -z
A, BRI AR EME stdout R HEF RN A HBYEEERE B — N 4R ITRF.

AEBEAEEZEERE 12 /P NFEATSH, SHESE 24 Mt EHEN, RS HESER |, BE
BES HES S EREEE.
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BXRBEBFEVERE DA , BSH £/ “BEAE 547 CloudWatch BEZRHE 3 £/ 1T FISLRI4b
B B E#IE.

AR

- EAEHE SN EEHES HE Amazon S3

o ERARHEHES HE Amazon S3 AWS CLI
. RS HES

- BHUESHES

=
FiaZE , ERELTSHES
A A B

ESHES BN AEANER. ZASATHWEEHBENTSHEIEEN S3 /Y.

M ( BHEE )
MR ETEIE , RRE 1970 £ 1 A 1 B 00:00:00 UTC URMNZEDH, BEAPZNBZEHRE
WrE BEEHHLHSH,

ZE (itEER)
RHIBERETEIE , RARE 1970 £ 1 A 1 H 00:00:00 UTC URMNEDH, AEAPIZNEZHIRE
HME B EEHHLMSH,

ERFREEET

ESHESKIRN S3 HHEBM. iF#BATSLEE RERASHN BEHE,
B FRBI &

mIEEY , REMESHXN R Amazon S3 #EIR. X BB TEENFEE T IERRET X%
RV LR L5,

FERES A& B EBTES HE Amazon S3

EUTREF , BEALS# CloudWatch & ¥F % A # Amazon Log CloudWatch s B &4 R RYFRT
BHIES Hmy-1log-group® & HHY Amazon S3 F#Emy-exported-logs,

i

ap
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X B SHIES HEIB SSE-KMS ER S3 FM. TS HEIHR DSSE-KMS INZE R F .

BXUMARESHNFAEEIRTEESHEIN Amazon S3 FRBSESHN BEIRNVTE —MK
P, RRTEHKS .

ES]

- EKSS

- B/ ST

Gk =5

MR Amazon S3 Z#BEESHNBENTE—/KFF |, FSRATHHHEA,
E3-

« £ 1 : 812 Amazon S3 FiE#E

« ]2 IREHRINE

e B3 £ S3IHLIRENR

(A ) S 4 - SWEUSA SSE-KMS M1
. SW5 HESHES

S 1 : 812 Amazon S3 12 4E

RINBWEFERAE RN Logs BIEKFAM CloudWatch 1, ER , MREFEAINEFMHE , BRESE 2
i

® Note

S3 FRMLMEESHH AEBENMTE —IXEH, CloudWatch BEFZFHFHHES HE
HAs X1 S3 FEM.

IR S3 F1E4®

1. §TF Amazon S3 #Z#|& , FHtR : https://console.aws.amazon.com/s3/,
2. MRFE, AUEHRXE. NSMEFR , EFEH CloudWatch BEER XiFH,
3. %% Create Bucket ( BIRZ6EHE ) -
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4. 33T Bucket Name ( BB ) , WATFEBNBMN.

5. XNFXHE , EFER CloudWatch B EEIEFTERY X,

6. E&F BlE,

SR 2 REVHRNR
BEESRS FRIESHES , BFEE S B AmazonS3ReadOnlyAccess IAM AEFEL TR

* logs:CreateExportTask

* logs:CancelExportTask

* logs:DescribeExportTasks
* logs:DescribelogStreams

* logs:DescribelLogGroups

ERMIHENER , FRAENAF., ARNACRMNR :
- FEHFPFEL AWS IAM Identity Center :

BIERNPRE, B (AWS IAM Identity Center FIF#5F) H 62N R ER R B 1TIRE,
- B BMIRMUBE IAM RIEENAF

UEBEEATHORERINAR, BR (AM AFER) FAE=F 5 REECIEAE (KEeS
RIIUE ) BHBAREITERAE.

- IAM AP :
- BIEENAPAURANAR, BR (AM AFERE) B3 1AM A el2 A SRR TERE.

(FHEER ) FREBEZMNMIAFSCRAFTMEASFHE, B8 (AM AFER) faA
PARMRER (#F8 ) PR ITRE,

HPR 3 £ S3 WM LRENR

AMINBERT |, B S3 MANKRMELEN, RARABEE (IR THE AWS K/ ) eBimEERE
BENEANR, A, HRAAE A BOERED 4 E 1 7] 580 SR 0] H b 5 R A A 7 8 T R RR

HIREREN , BES - MEVERNFRARENFERBNIR , IFASFERBSRS HEIZ
TFHERE.
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/A Important

RNTESHE SSEEMNERZSE , RIMNNEEREEEA TN BERBIES HE S3 BHWIRKF 5
o

AR RPIs | aws:SourceAccount RIS, ID WIIRESRAFPAUUMNER T BERES
HE S3 FHEMHIIK, . aws:SourceArn ZfR EEHTHRENRTER, MARTRFFFTR , &
AILUGHERH NS EN BEL | o] LUERER T

BWBETERNE S3 MK, HKS, ID, LATFER—KFAS H,

1% & Amazon S3 1Ff @ LR

1. 7E£ Amazon S3 #B#|AH , RBREESE 1 SHUEBNE#ER.
2. %&$E Permissions ( &R ) . Bucket policy ( TZf# @KL ) -

3. 1£ Bucket Policy Editor ( fREEmERT ) P , AT KB, & my-exported-logs EXH S3
EHBNEN. BSSLEEEBRNXIERS , 10 Principal ( £ A ) B us-west-1,

"Version": "2012-10-17",
"Statement": [
{
"Action": "s3:GetBucketAcl",
"Effect": "Allow",
"Resource": "arn:aws:s3:::my-exported-logs",
"Principal": { "Service": "logs.Region.amazonaws.com" 3},
"Condition": {
"StringEquals": {
"aws:SourceAccount": [
"AccountIdl",
"AccountId2",

]
.
"ArnLike": {

"aws:SourceArn": [
"arn:aws:logs:Region:AccountIdl:log-group:*",
"arn:aws:logs:Region:AccountId2:log-group:*",

]
}
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}
.
{
"Action": "s3:PutObject" ,
"Effect": "Allow",
"Resource": "arn:aws:s3:::my-exported-logs/*",
"Principal": { "Service": "logs.Region.amazonaws.com" },
"Condition": {
"StringEquals": {
"s3:x-amz-acl": "bucket-owner-full-control",
"aws:SourceAccount": [
"AccountIdl",
"AccountId2",
]
.
"ArnLike": {

"aws:SourceArn": [
"arn:aws:logs:Region:AccountIdl:log-group:*",
"arn:aws:logs:Region:AccountId2:log-group:*",

]

}
}
}

}
4. %#¥ Save , FENRMB K RE N FEE LB AR, KRR LIF CloudWatch BEF BHE
BIESHIEM S3 FE#E. EEEREENMESHENNRFEETENR,

/A Warning

MRNMEE#HBEMMT —NHZANEKEE |, FHINZKEEA CloudWatch BHE G RINPRAE
B, BIMNBWEBTEERNNEE , BREINESHREHEENWAF,

(Tik ) HW 4 : SHFERA SSE-KMS MBI

RABTS WIS RS BIHINEN S3 FRAE , TEERTHSB. AWS KMS keysZH I
N SSE-KMS,
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S HEBIEMA SSE-KMS tERIHE

1. TFF AWS KMS #&l& , ikl https://console.aws.amazon.com/kms.
2. EEHNAWS X , BEATEHA LANXIEERESS.
3. TEEMSHEAH , % Customer managed keys ( EFFEEZH ) -

i%£3E Create Key ( BIE%4A )
4. XF Keytype (BHAEKH) , %&£ Symmetric (I F5R)o

5. XF Keyusage ( B A% ) , i&#F Encrypt and decrypt ( INZHZFEZ ) |, RFIEE Next ( T—
F),

6. 7 Add labels ( HRIIFRE ) T , MABANIE , ARMERIAREL ( 7k ) o RBREET—F,

7. 1E Key administrators ( BEAEER ) T , R UUEBHZRAPAR , RFEE Next ( T—
£,

8. 1f Define key usage permissions ( EXEZEHRAFEANRE ) T , THITEMERHERE Next ( T—
F),

9. RERE , RFEREF Finish ( K ) -

10. iR[E Customer managed keys ( EFREER4E ) WH , EFERIN Q2 Z A0 B R

11. % Key policy ( ZEAKEE ) T+ , R/F1EEF Switch to policy view ( tIREIFKEAE )
12. 1E Key policy ( Z4A%KRE ) &84 |, 1%#F Edit ( FHE ) -

13. FUTEARMBFARBIBEDYIR, RITHIRER |, T Region BN AENKXI | F
account-ARN B RHHE KMS Z4AMIKF Y ARN,

"Version": "2012-10-17",
"Statement": [
{
"Sid": "Allow CWL Service Principal usage",
"Effect": "Allow",
"Principal": {
"Service": "logs.Region.amazonaws.com"
},
"Action": [
"kms:GenerateDataKey",
"kms:Decrypt"
1,

"Resource": "*"
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14.
15.
16.
17.
18.
19.

20.
21.
22.

{
"Sid": "Enable IAM User Permissions",
"Effect": "Allow",
"Principal": {
"AWS": "account-ARN"
.

"Action": [
"kms:GetKeyPolicy*",
"kms:PutKeyPolicy*",
"kms:DescribeKey*",
"kms:CreateAlias*",
"kms:ScheduleKeyDeletion*",
"kms:Decrypt"

1,

"Resource": "*"

}

EE REER

$TFF Amazon S3 ##l1& , MR : https://console.aws.amazon.com/s3/,

RENEE SR 1. 6|2 S3 7B POIBNBHEREBEN.

EREMIRTF, ARE , £ Default Encryption ( BRIAMNER ) T , &8 Edit (&R ) -
£ Server-side Encryption ( BRS58RImNZE ) T , 1%#F Enable ( BA ) »

£ Encryption type (INZEH) T |, Fi%&#E AWS Key Management Service key (SSE-KMS)
(Amazon Key Management Service 40 (SSE-KMS))

EFE M AWS KMS Z4AFPEFE” , RERIECIENZR.
3F Bucket Key ( #8%54f ) , 13 Enable (BR ) o
TR REFEEWR

SRS RS HES

EASRSD  BUQRESHESUENBSERSHBE,

£/ CloudWatch # | & FH#E S HZEl Amazon S3

1.
2.

WA 2 REHRNE RATR , EARBHNRER.

$TFF CloudWatch ##|#& , Pt https://console.aws.amazon.com/cloudwatch/o
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3. ESmERP , EE BE4A,
£ Log Groups ( HE4A ) RE L , EFEAFRELANER,
i%#& Actions ( #4E ) . Export data to Amazon S3 ( fF##ES H 2 Amazon S3) ,

£ Export data to Amazon S3 ( FFE#ES HE Amazon S3 ) BREH Define data export ( & L EIE
SEH)T, EHFrom (M) To( E ) REESHWBIENESEE.

7. ZZU% H lu\gﬂﬁ%/\ H I:I:Ll\;ﬁ: y 4,1—.[1’/{}75{#\: A H ll.l\l)ll: By Fﬁ 'Ivf H l:tmgﬂﬁﬁ ISE}:EjJ q%l:E‘;ﬁ:o ﬁ?%
Advanced ( &4 ) , RGN Stream prefix ( FRETER) M A B SR A1

8. 1E Choose S3 bucket ( £ S3# ) T , %&FEE S3 MW<AL,

9. ¥TF S3 bucket name ( S3 @R ) , i&# S3 W\,

10. XtF S3 Bucket prefix ( S3 FMEAIR ) , MAEFREBEREPIEENEHNERNFRFS,
11. &4 Export ( §H ) , B EHES HE Amazon S3.

12. EEFEZSHE Amazon S3 B BEBIBRVIRA |, iBHXIERR Actions ( #4E ) . View all exports
to Amazon S3 ( E&F S HE| Amazon S3 WFIEHNA ) .

2

gl GRS e
R Amazon S3 FHBSES M XML T REKS T | ESHAT R3S,

« S 1: 82 Amazon S3 1@

2 REHRENR

$BW3: ESIHLEENR

- (A% ) R4 FHFGER SSE-KMS MEZENR
FR5HMEBESHES

1 : 82 Amazon S3 1FE 1

RINBUEERE RN Logs BIEK 1M CloudWatch 1@, ER , MR EFERAINEEMEE , FHhEFE 2
50

(® Note

S FHBMUNMEESHN B EHBENTE —1XEH, CloudWatch B EFRZFFHHES L E
HtXigH S3 4.
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B S3 FE

$TFF Amazon S3 ##&|A , MR : https://console.aws.amazon.com/s3/.
WMRFE , TUERXEH, NEEd |, EFEEW CloudWatch B EFTEMN X,
%32 Create Bucket ( BIERZME4E ) -

X F Bucket Name ( FEEM ) , MAFRBHER,

NF X, EBEH CloudWatch HEEIEFTFEH X1,

T B,

o ok~ w D =

S 2REHRENR

B, BATEIRFH IAM K& | LA CloudWatch Logs #7 B #5lik F & B ¥5 Amazon S3 17t 1@
#Is3:PutObjectiX iR,

EOIZMNREEURT BAr 7R BEREER AWS KMS &,
B2 1AM policy S0 B &5 HE Amazon S3 714# 1

BT https://console.aws.amazon.com/iam/ 3TFF IAM $2# &
EEMNSMERF | EEERRE,

EFE OIERRE,

ERMYmERTD , %EF JSON,

MR BRFHEETER AWS KMS % |, A T REEE MR RmESRT,

o b wDd =

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "s3:PutObject",
"Resource": "arn:aws:s3:::my-exported-logs/*"

WMRERFEBEEEAT AWS KMS % |, BFA TR EIRERT,

{
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"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": "s3:PutObject",
"Resource": "arn:aws:s3:::my-exported-logs/*"

"Effect": "Allow",

"Action": [
"kms:GenerateDataKey",
"kms:Decrypt"

1,
"Resource": "ARN_OF_KMS_KEY"

}
]
}

6. :\lij:%-l:_i"zo
7. WARBER., SFERALETERBHRINEEN IAM A6,
8. EFECIEREEURTH KK,

EESRS FOIBSHES , BFEEMEA AnazonS3ReadOnlyAccess IAM A& &R, Bk A EA
MR 12 IAM policy BFZRH B EFLU TR :

* logs:CreateExportTask

* logs:CancelExportTask

* logs:DescribeExportTasks

* logs:DescribelLogStreams

* logs:DescribelogGroups

ERHEBANR , EHENRAS, AHAEFNNR

- A AEEA AWS IAM Identity Center :

BIENPRE, & (AWS IAM Identity Center FAF#8Ra) 672X [R S /Y i3 BE # 1T IR E,
- BYSMIRMUEE IAM FIEENAF,
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PIREATENRERIENAE, BR (AM AFER) FAE=L5HREFIESE (eSS
RIIUE ) B BARETIRAE,

- IAM AP :

- SIEENAFAURANAE, BR (AM AFERE) 93 IAM A o2 A SRR TERE.

« (FHEEER ) FRBEZMMIAFSRASRNIAFEE. 2R (AM AFER) FEA
PAMRER (258 ) PR ITRE,

HW 3 E SSHMERENR

AMINBERT , B S3 MANRMRLBHN, RARMEE (IR THH AWS K ) e imRERE
BENEANR, A, HRAAE AT LOERES 4 E 1 7] 5K 8 R 0] H b 3R A A - 8% T R RR

HIREREN , BES - MEVERNFRARENFERBNIR , IFASFERBSRS HEIZ
TFHER.

/A Important
ATHESHE SSHEMZE , RNAEEREEEATFR HSHESHE S3 BAVRKS 5
Ko

LU RHIF | aws:SourceAccount ZF K ID WIIREARAFPAIUMNER N BEHRIES
HE S3 FEMAKS . aws:SourceArn BEAR EEHITHRIENRIR, MARHIATR , &
AL HRFINSEN BEA |, b AERBEE R

BUUERETEVE SSHEHNIKFHIKS, ID, RATER—KFASH,

% & Amazon S3 TZf# L IR

1. 1€ Amazon S3 Z#lAH |, BEEE 1 SHLBRNEERE
%% Permissions ( fXPR ) . Bucket policy ( &KL ) -

3. 7t Bucket Policy Editor ( #Rr&4miEEE ) B , WM T B, ¥ my-exported-logs BN S3
EHEBENER. BSAEEERNXERES , B0 Principal ( £ A ) B9 us-west-1,

{
"Version": "2012-10-17",
"Statement": [
{
"Action": "s3:GetBucketAcl",
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"Effect": "Allow",
"Resource": "arn:aws:s3:::my-exported-logs",
"Principal": { "Service": "logs.Region.amazonaws.com" },
"Condition": {
"StringEquals": {
"aws:SourceAccount": [
"AccountIdl",
"AccountId2",

]
},
"ArnLike": {

"aws:SourceArn": [
"arn:aws:logs:Region:AccountIdl:log-group:*",
"arn:aws:logs:Region:AccountId2:log-group:*",

]
}
}
I
{
"Action": "s3:PutObject" ,
"Effect": "Allow",
"Resource": "arn:aws:s3:::my-exported-logs/*",
"Principal": { "Service": "logs.Region.amazonaws.com" },
"Condition": {
"StringEquals": {
"s3:x-amz-acl": "bucket-owner-full-control",
"aws:SourceAccount": [
"AccountIdl",
"AccountId2",
]
I
"ArnLike": {

"aws:SourceArn": [
"arn:aws:logs:Region:AccountIdl:log-group:*",
"arn:aws:logs:Region:AccountId2:log-group:*",

]

}
}
},
{
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"Effect": "Allow",
"Principal": {

"AWS": "arn:aws:iam::create_export_task_caller_account:role/role_name"
.
"Action": "s3:PutObject",
"Resource": "arn:aws:s3:::my-exported-logs/*",

"Condition": {
"StringEquals": {
"s3:x-amz-acl": "bucket-owner-full-control"

4. & Save , FENIR KR IZE N FFER LML RIRMK, LR RF CloudWatch B &/ BE
HRESHIEN S3 7\, FRBAEENMASHANRATTEMNR,

/A Warning

MRDEFFEBEMMT —PRSN KB, BRIMNZKREER CloudWatch BE TG R PR =
B, BINBUSTHERNNRE  BRENESHRFEENAS

(Tt ) HP 4 . FHEIEM SSE-KMS MZHH

RULES EIEABSBHNED S3 AT, TEERTESR. AWS KMS keysixF s
N SSE-KMS,

S H3{EH SSE-KMS InZEN @

1. FTFF AWS KMS #Z#|& , MitA https://console.aws.amazon.com/kms.
2. EERAWS XiF , EEATEHA LANXEEES,
3. EEMSHmES | % Customer managed keys ( EFEER4A ) -

1£4% Create Key ( BI2 %4 ) o
4. FF Key type (BRHAEKH) , 1B Symmetric (FIFR),

5. XF Keyusage ( Z¥AFH% ) , i&#F Encrypt and decrypt ( INZFEZ ) |, RFIEE Next ( T—
F),

6. 1 Add labels ( FRIIFRE ) T, MABANIE , HRNMATIFE (T ) . AREBET—5.
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7.

10.
11.
12.
13.

£ Key administrators ( Z4AEER ) T , ERATUEELZHANAR , RF%ERE Next ( T—
F),

1t Define key usage permissions ( EXZEAFEANRR ) T , THITEMELHEE Next ( T—
F)o

REIRE , REERFE Finish ( K ) »

JR[E Customer managed keys ( BEFEEZE4A ) WH , EFERIN 01221 240892 o
1% Key policy ( Z4AKEE ) I , AF%EEF Switch to policy view ( YR EIFBEUE ) .
£ Key policy ( Z4AKRE ) Ty |, T Edit ( FE ) -

FLUTBIRNEZRARBIBDIIR, HMITHIRER | Region BN AENXE | F
account-ARN B RHHE KMS ZAMIKF Y ARN,

"Version": "2012-10-17",
"Statement": [
{
"Sid": "Allow CWL Service Principal usage",
"Effect": "Allow",
"Principal": {
"Service": "logs.Region.amazonaws.com"
1,
"Action": [
"kms:GenerateDataKey",
"kms:Decrypt"
1,

"Resource": "*"

"Sid": "Enable IAM User Permissions",

"Effect": "Allow",

"Principal": {

"AWS": "account-ARN"

1,

"Action": [
"kms:GetKeyPolicy*",
"kms:PutKeyPolicy*",
"kms:DescribeKey*",
"kms:CreateAlias*",
"kms:ScheduleKeyDeletion*",
"kms:Decrypt"

1,
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14.
15.
16.
17.
18.
19.

20.
21.
22.

"Resource": "*"
I
{
"Sid": "Enable IAM Role Permissions",
"Effect": "Allow",
"Principal": {
"AWS" :
"arn:aws:iam::create_export_task_caller_account:role/role_name"
},
"Action": [
"kms:GenerateDataKey",
"kms:Decrypt"
1,
"Resource": "ARN_OF_KMS_KEY"
}
]
}
TR REER.

$TF Amazon S3 #2#|A& , MU : hitps://console.aws.amazon.com/s3/o

KEETE D] 612 S3 FE PRIBNBHEERE N,

EFREMIETF, RS , 7 Default Encryption ( BRIAINER ) T , & Edit ( 5% ) -
£ Server-side Encryption ( fR$88i% % ) T , %3F Enable (B ) »

£ Encryption type (MK HE) T , iHi&# AWS Key Management Service key (SSE-KMS)
(Amazon Key Management Service Z43(SSE-KMS)),

% M AWS KMS Z4FPEER" , RERIECIENZER.
¥4 F Bucket Key ( #8%:47 ) , i%&# Enable (B A ) -
EE REFEER

H]|5: QRS HES

EASRSD  BARSHESUENBSERSHBE,

£/ CloudWatch ##| & FHI#ES HZEl Amazon S3

1.
2.
3.

mEER 2 EEFRMNER PR, FHAEBHNNEREESR,
$TF CloudWatch #Z#l& , Mk hitps://console.aws.amazon.com/cloudwatch/,
ESMERF , &F BE4A,
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10.
11.
12.

£ Log Groups ( HE4A ) RE L , EEAFRELANER,

1%£$E Actions ( #4E ) . Export data to Amazon S3 ( FF##ES HE Amazon S3) .

£ Export data to Amazon S3 ( i IES H % Amazon S3 ) RE M Define data export ( & L ¥z
SEH)T,EAFrom(MN) M To( E) REESHNHENSESEE,

MRALLEEZNAER , BAURER—NAERIER , FEFARERENBEER. EEF
Advanced ( &4 ) , RGN Stream prefix ( FRETR) A B SR 14

£ Choose S3 bucket ( %E#F S3# ) T , EFE S3 FWxEKAK,,

33 F S3 bucket name ( S3 @B ) , E# S3 .

X F S3 Bucket prefix ( S3 FHBAIR ) , MAEFHEERBEPIEENEIERNFRS,
1%&$F Export ( SH ) , MEHEHES HFE Amazon S3,

EEFESHE Amazon S3 By BEBIERIRE |, IEHKERE Actions ( #4E ) . View all exports
to Amazon S3 ( EF S HE| Amazon S3 WFIEHNA ) »

& ) B & #3ES H ZE Amazon S3 AWS CLI

HEUTREIF | BERASHES TR I CloudWatch B E B BA AT EEIES Hmy-1og-
groupZl& A M Amazon S3 FfEfmy-exported-logs, RHIBEZRERET —1NE N my-log-
group W HAELA,

X B EHES HEIH AWS KMS I#H S3 Ftl. TS HEIM DSSE-KMS IEMN 71,

BXRNARES HWFAGRIRTEES HEIN Amazon S3 FHEEESHNWBERUL TR — MK
P ERT RIS

£}

- EKSS i
- BEK/S

K5 %

R Amazon S3 FEBEESHNBEN TR —NMNK/H , FSRART FREEH,

A

T

BR1: B3 S3 FR

. %
.I.F

« FR 2 REHRENR

\
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- PRI ESIMLERENR

« (&) R4 SHEFER SSE-KMS IZ

- S]R5: BESHES

S R S3 FHEE
RINBWEFERE RN Logs BIEKEAM CloudWatch 1, ER , MREFRANEFHE , BHhESE 2
¥,

(® Note

S FHERMINEESHENBEHBBNTE -1 XE+, CloudWatch B EFRZiFFHHESHE
HtXEH S3 7@,

E|ER S3 F@A , BEFER AWS CLI

ETRRTL , BT create-bucket 8% , EF LocationConstraint REEFNEEHESH
R X,

aws s3api create-bucket --bucket my-exported-logs --create-bucket-configuration
LocationConstraint=us-east-2

THERRAHE
{
"Location": "/my-exported-logs"
}

FSI] 2 REGEINER
EESHE S5 FRBESHAES , BEEHE AmazonS3ReadOnlyAccess IAM A& FMEL TR :

* logs:CreateExportTask

* logs:CancelExportTask

* logs:DescribeExportTasks
* logs:DescribelLogStreams

* logs:DescribelogGroups
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ERHBRRR , EAEHNAR, AHASRINNR

- FEHFPFEL AWS IAM Identity Center :

BIENPRE, ZFR (AWS IAM Identity Center FAF$8F) A 612N R E K17 B # 1TIRE,

- BEHMREEE IAM RIEENAF

PREATENRERIENAE, BR (AM AFER) FAE=LF5HREFIESE (Kes
RIRUE ) AYERETTIRAF,

- IAM AP :

- BIRENAFAURANAR, BR (AM AFERE) B3 IAM A el2 A R R BERTRE.

o (FHEER ) FRBEERMNIAFSCRAFRNIAFEA, BR (AM AFER) fEA
PAIER (2E 8 ) R REBARITRE,

HH 3 E SSMERENR

MINBERT |, B S3 MANRMELBN, RERMEE (CIRTFREBNIKS, ) 2B hRFREER
HEEWEAXNR,. T8 , B#FEAEETUEEBRE RE R REKEEGTRERMNA SR FHRNR,

/A Important

RNTESHB SSEEMNERZSE , RIMNNEEREEEA PN BERBIES HE S3 BHIRKF 5
=Ko

AR RPls | aws:SourceAccount ZHIKF ID WIIRSRAFPAUUMNER T BERES
HE S3 FHEMHIIK, . aws:SourceArn ZfIR EEHITHRENRTR, MARTRFFFTR , &
AILUGHRH NS EN BEL | ] LUERER T

BINBETIERNE S3 MK, HKS, ID , LA TFER—KFAS H,

£ S3I W LIRENR

1.

BB —NE R policy.json XA FHRMUATIHEIKE , ¥ my-exported-logs B AE
M S3 FHMINBH , ¥ Principal EXANZEFHFZRESHINXEHHS , Hli0 us-
west-1, FANXAGmERRUCIEIL R, BENER IAM 2H &,

"Version": "2012-10-17",
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RAriEmE

"Statement": [

{
"Action": "s3:GetBucketAcl",
"Effect": "Allow",
"Resource": "arn:aws:s3:::my-exported-logs",
"Principal": { "Service": "logs.Region.amazonaws.com" 3},
"Condition": {
"StringEquals": {
"aws:SourceAccount": [
"AccountIdl",
"AccountId2",
]
1,
"ArnLike": {

"aws:SourceArn": [
"arn:aws:logs:Region:AccountIdl:log-group:*",
"arn:aws:logs:Region:AccountId2:log-group:*",

]
}
}
},
{

"Action": "s3:PutObject" ,
"Effect": "Allow",
"Resource": "arn:aws:s3:::my-exported-logs/*",
"Principal": { "Service": "logs.Region.amazonaws.com" 3},
"Condition": {
"StringEquals": {
"s3:x-amz-acl": "bucket-owner-full-control",
"aws:SourceAccount": [
"AccountIdl",
"AccountId2",

]
1,
"ArnLike": {

"aws:SourceArn": [
"arn:aws:logs:Region:AccountIdl:log-group:*",
"arn:aws:logs:Region:AccountId2:log-group:*",

]

}
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}

RAriEmE

}

2. fEAput-bucket-policydn = F & NI KA HIAY R BR % B N FHEBHV I R SKRE, LEREE Ao

CloudWatch B & HEHIES HEER S3 7@, FRBAFTENNAMESHNNRARTE
R

aws s3api put-bucket-policy --bucket my-exported-logs --policy file://policy.json

/A Warning

MRABEHEBEH N T —NHSZAN KB, FRMZKEER CloudWatch B ET5HI X RE
B, BINBUSTHERNNRE  BRENESHRFEENAF,

(it ) S|4 SHEER SSE-KMS MBI

RYEESHEERARS B[R MEZR S3 TR , TEENITUHDS R, AWS KMS keysiX i i &5
N SSE-KMS,

S HEBIEMR SSE-KMS tERIHE

1. FANAKARESRVERN key_policy.json XK , HRMUATIHEKRE, NIRRT |, #1T
UTEHR:

* % Region BN AEMNXE,
« ¥ account-ARN B AHAE KMS ZEAM K # ARN,

"Version": "2012-10-17",
"Statement": [
{
"Sid": "Allow CWL Service Principal usage",
"Effect": "Allow",
"Principal": {
"Service": "logs.Region.amazonaws.com"

}I
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"Action": [
"kms:GenerateDataKey",
"kms:Decrypt"

15

"Resource": "*"

"Sid": "Enable IAM User Permissions",

"Effect": "Allow",

"Principal": {
"AWS": "account-ARN"

I

"Action": [
"kms:GetKeyPolicy*",
"kms:PutKeyPolicy*",
"kms:DescribeKey*",
"kms:CreateAlias*",
"kms:ScheduleKeyDeletion*",
"kms:Decrypt"

1,

"Resource": "*"

2. AT &%

aws kms create-key --policy file://key_policy.json

THERLG RO

"KeyMetadata": {
"AWSAccountId": "account_id",
"KeyId": "key_id",

"Arn": "arn:aws:kms:us-east-2:account_id:key/key_id",
"CreationDate": "time",

"Enabled": true,

"Description": ""

"KeyUsage": "ENCRYPT_DECRYPT",
"KeyState": "Enabled",
"Origin": "AWS_KMS",
"KeyManager": "CUSTOMER",
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RAriEmE

"CustomerMasterKeySpec": "SYMMETRIC_DEFAULT",
"KeySpec": "SYMMETRIC_DEFAULT",
"EncryptionAlgorithms": [

"SYMMETRIC_DEFAULT"
1,

"MultiRegion": false

3. FANAYRESRERN bucketencryption.json X , EFEBEUTRE.

{
"Rules": [
{
"ApplyServerSideEncryptionByDefault": {
"SSEAlgorithm": "aws:kms",
"KMSMasterKeyID": "{KMS Key ARN}"
I
"BucketKeyEnabled": true
}
]
}

4. BWMALNTE@T , ® bucket-name B NEER BESHINBH B,

aws s3api put-bucket-encryption --bucket bucket-name --server-side-encryption-

configuration file://bucketencryption.json

MRZBTREREER , WZSEE,

S5 QRS EES

ERAUATH TSRS EHES. 2185 SHESTRFZE/LVILIRHEFETER , EEBRTE

S HABIERD,
EE A NBES HE Amazon S3 AWS CLI

1. WSR2 BEEHRENR RAR , FHEBHREERER,
2. HEDTEREL , FA Tcreate-export-taskin SIS HES

aws logs create-export-task --profile CWLExportUser --task-name "my-log-
group-09-10-2015" --log-group-name "my-log-group" --from 1441490400000 --
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to 1441494000000 --destination "my-exported-logs" --destination-prefix "export-
task-output"

THRRHHE S,

"taskId": "cda45419-90ea-4db5-9833-aade86253e66"

B S5 H

R Amazon S3 FEREESHNBSMLTARKS,H , BSRAT HHEHHA,

N

FA
- S 1: 0l S3 FHER
. 351

*

\_ﬂl

\|

IR 2 RE R
« SR 3 : £ SIHLIRENIR

(i ) PP 4 . FHEIERH SSE-KMS MEH
- ZIR5: CIESHES

\|

\|

SR 1 B2 S3 M

\|

RINBWEERE RN Logs BIEKEA CloudWatch ., ER , MREFRANEFHE , BHESE 2
¥,

® Note

S3 FRMLMEESH AEBENMTE —IXEH, CloudWatch BEFZFHFHHES HE
HAs X1 S3 FEM.

E3E S3 1764 , IBEM AWS CLI

E SRR |, BITELE create-bucket 5% , HEF LocationConstraint REAEFNBAEBIES H
R X,
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aws s3api create-bucket --bucket my-exported-logs --create-bucket-configuration
LocationConstraint=us-east-2

THEHRRHH,
{
"Location": "/my-exported-logs"
}

S 2REHRNR

Bk BAROIEFTH IAM FKBS |, LUF CloudWatch BEIBE BH# Amazon S3 7@
#9s3:PutObjecttX PR,

BEESRS hRBESHMES , BEEMFA AmazonS3ReadOnlyAccess IAM AR ZHBEEEHME
AR, B SRR T E H A L ERRAY KB,

ZRIENREURT B FBREERA AWS KMS %, IREFRER AWS KMS % |, Etl2a
EUTRRAIRE,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "s3:PutObject",
"Resource": "arn:aws:s3:::my-exported-logs/*"
}
]
}

MR BIRFHEBER AWS KMS 1% |, BRIR IS U T RNR K,

"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Action": "s3:PutObject",
"Resource": "arn:aws:s3:::my-exported-logs/*"
},
{

5K = S 301



Amazon CloudWatch B & AriEE

"Effect": "Allow",

"Action": [
"kms:GenerateDataKey",
"kms:Decrypt"

1,
"Resource": "ARN_OF_KMS_KEY"

EESHE S FRESHAES , BH4MEA AmazonS3ReadOnlyAccess IAM A& |, # BEARIN
BIZH 1AM policy BEFLL TR :

* logs:CreateExportTask

* logs:CancelExportTask

* logs:DescribeExportTasks

* logs:DescribelogStreams

* logs:DescribelogGroups

ERMFENR , BRENAF. AAEFMNRE :
- FEAFPFEEL AWS IAM Identity Center :

BIEMRE, B (AWS IAM Identity Center A 16FE) H 82N REM B BAR 1TIR4E,
- BISHREBE AM FRENAF
PREATENRERIENAE, BR (AM AFER) PAE=F5HREFIERSE (Kes
RIIUE ) B BARETHRAE,
- IAM AP :
- HIEENAFAURANAR, BR (AM AFERE) #3 IAM A /2 A SRR TRE.

« (FHEEER ) FRBEEZMMNIAFSRASRNIASEE. BR (AM AFER) FEA
PARMRER (258 ) PR ITRE,

HB 3 E SSHMERENR

MINBERT |, B S3 AN RMRLBN, RERMEE (CIRTFRBNIKS, ) 2B hRFREER
HEBEWEAXNR,. T8 , B#RAEETUEEBE RE R KK EEGTHRERMNA SR TFHRNR,
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/A Important
RATHESHB SIFEMZSE , BINNEERBEEATNBERES HE S3 @HRKF 5
o
AR RPIs | aws:SourceAccount RIS, ID WIIRESRAFPAUUMNER T BERES
HE S3 FHEMHIIK, . aws:SourceArn ZfR EEHTHRENRTER, MARTRFFFTR , &
AILUGHERH NS EN BEL | o] LUERER T
BWBETERNE S3 MK, HKS, ID, LATFER—KFAS H,

£ S3 @ LERENR

1. BIE—1E R policy.json BIXXHHRMEL TG KR |, ¥ my-exported-logs B R E
B S3 FHENEN , ¥ Principal EXNLENBEHESHINWXENEHS |, HI0 us-
west-1o, ERAXAFERUIENRRE 4. B2OER IAM 2H A&,

"Version": "2012-10-17",
"Statement": [
{
"Action": "s3:GetBucketAcl",
"Effect": "Allow",
"Resource": "arn:aws:s3:::my-exported-logs",
"Principal": { "Service": "logs.Region.amazonaws.com" 3},
"Condition": {
"StringEquals": {
"aws:SourceAccount": [
"AccountIdl",
"AccountId2",

]
.
"ArnLike": {

"aws:SourceArn": [
"arn:aws:logs:Region:AccountIdl:log-group:*",
"arn:aws:logs:Region:AccountId2:log-group:*",

]
}
}
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},
{
"Action": "s3:PutObject" ,
"Effect": "Allow",
"Resource": "arn:aws:s3:::my-exported-logs/*",
"Principal": { "Service": "logs.Region.amazonaws.com" 3},
"Condition": {
"StringEquals": {
"s3:x-amz-acl": "bucket-owner-full-control",
"aws:SourceAccount": [
"AccountIdl",
"AccountId2",
]
},
"ArnLike": {

"aws:SourceArn": [
"arn:aws:logs:Region:AccountIdl:log-group:*",
"arn:aws:logs:Region:AccountId2:log-group:*",

]

}
}
I
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::create_export_task_caller_account:role/role_name"
},
"Action": "s3:PutObject",
"Resource": "arn:aws:s3:::my-exported-logs/*",
"Condition": {
"StringEquals": {
"s3:x-amz-acl": "bucket-owner-full-control"
}
}
}

2. fERput-bucket-policy @ = FENIRNR MY KBS R E RN EHEBL R KRE, LIREE R
CloudWatch BEfF A EBIES HEEH S3 Fil. FHREHEENNMESHANRAE RS
PR,
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aws s3api put-bucket-policy --bucket my-exported-logs --policy file://policy.json

/A Warning

MRDEFHEBEMMT —PRSN R , BRIMZKREER CloudWatch BE T3[R PR =
B, BINBUSTHERNNRE , BRENESHRFEENAS

(Fik ) W4 . FHEIER SSE-KMS % HY

RYEESHEER RS [IRINER S3 FREMEE , TFEERITUHDIIR. AWS KMS keysiX i i &5
7 SSE-KMS,

S HBIEMA SSE-KMS tnERIH#E

1. FEANMAKREESRVERN key_policy.json B |, HRMEA TR REE, NIRRT |, #1T
UTEHR:

« ¥ Region BN AEN X,
« ¥F account-ARN BN HE KMS ZHKFH ARN,

"Version": "2012-10-17",
"Statement": [
{
"Sid": "Allow CWL Service Principal usage",
"Effect": "Allow",
"Principal": {
"Service": "logs.Region.amazonaws.com"
1,
"Action": [
"kms:GenerateDataKey",
"kms:Decrypt"
1,

"Resource": "*"

"Sid": "Enable IAM User Permissions",
"Effect": "Allow",
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"Principal": {
"AWS": "account-ARN"

},

"Action": [
"kms:GetKeyPolicy*",
"kms:PutKeyPolicy*",
"kms:DescribeKey*",
"kms:CreateAlias*",
"kms:ScheduleKeyDeletion*",
"kms:Decrypt"

1,

"Resource": "*"

},
{
"Sid": "Enable IAM Role Permissions",

"Effect": "Allow",
"Principal": {
"AWS" :

"arn:aws:iam::create_export_task_caller_account:role/role_name"

}I

"Action": [
"kms:GenerateDataKey",
"kms:Decrypt"

1,
"Resource": "ARN_OF_KMS_KEY"

2. AT &%

aws kms create-key --policy file://key_policy.json

THERLGSHROEL

{
"KeyMetadata": {
"AWSAccountId": "account_id",
"KeyId": "key_id",
"Arn": "arn:aws:kms:us-east-2:account_id:key/key_id",
"CreationDate": "time",
"Enabled": true,
"Description": "",
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"KeyUsage": "ENCRYPT_DECRYPT",
"KeyState": "Enabled",
"Origin": "AWS_KMS",
"KeyManager": "CUSTOMER",
"CustomerMasterKeySpec": "SYMMETRIC_DEFAULT",
"KeySpec": "SYMMETRIC_DEFAULT",
"EncryptionAlgorithms": [

"SYMMETRIC_DEFAULT"
1,

"MultiRegion": false

3. FRANARESRESRN bucketencryption.json WX , EFEBEUTRE,

{
"Rules": [
{
"ApplyServerSideEncryptionByDefault": {
"SSEAlgorithm": "aws:kms",
"KMSMasterKeyID": "{KMS Key ARN}"
},
"BucketKeyEnabled": true
}
]
}

4. HAUTEHS , N bucket-name B AL EF HES HIIMBEH B,

aws s3api put-bucket-encryption --bucket bucket-name --server-side-encryption-
configuration file://bucketencryption.json

MRZBTRBEERELEER , MZIERS,

SR]5: IESHES

FEANTRTRIRSHES. tIBE , SHESURFE/LR IR EFETR , EEABRTE
SHEBEARDN,

EFASHIES B2 Amazon S3 AWS CLI

1. W B 2 REHEINR AR |, FHEBHREER,
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2. EMDRRFL , FEHAL Fcereate-export-taskin 812 S HIES .

aws logs create-export-task --profile CWLExportUser --task-name "my-log-
group-09-10-2015" --log-group-name "my-log-group" --from 1441490400000 --

to 1441494000000 --destination "my-exported-logs" --destination-prefix "export-
task-output"

THRRHHE S,

"taskId": "cda45419-90ea-4db5-9833-aade86253e66"

WS HIES
YRS HESE , ETURIUISH L MRS,
BRS AT | A AWS CLI

EamSRRFTLL |, AL Tdescribe-export-tasksiie o

aws logs --profile CWLExportUser describe-export-tasks --task-id
"cda45419-90ea-4db5-9833-aade86253e66"

THERRAH
{
"exportTasks": [
{
"destination": "my-exported-logs",
"destinationPrefix": "export-task-output",

"executionInfo": {
"creationTime": 1441495400000

1,

"from": 1441490400000,

"logGroupName": "my-log-group",

"status": {

"code": "RUNNING",

"message": "Started Successfully"
1,
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"taskId": "cda45419-90ea-4db5-9833-aade86253e66",
"taskName": "my-log-group-09-10-2015",
"tTo": 1441494000000

1]

B =M TEN A REA describe-export-tasks &% :

« ZAEATHILEDR - HRS BN RARNILFS HATE S HES.
- TRIE{ESS ID - RIHERIEE ID FHES (WRE ),
« RIAESRES - L EREERSH S HES

Flan  FERUA T SHE FAILED IRES

aws logs --profile CWLExportUser describe-export-tasks --status-code "FAILED"

THERRPIHE,
{
"exportTasks": [
{
"destination": "my-exported-logs",
"destinationPrefix": "export-task-output",
"executionInfo": {
"completionTime": 1441498600000
"creationTime": 1441495400000
.
"from": 1441490400000,
"logGroupName": "my-log-group",
"status": {
"code": "FAILED",
"message": "FAILED"
.
"taskId": "cda45419-90ea-4db5-9833-aade86253e66",
"taskName": "my-log-group-09-10-2015",
"to": 1441494000000
]
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BUES HES

IZ AT LAEGE AL F PENDING = RUNNING RS S HES.

EHUHS HESS , iw6EA AWS CLI

EaSRIR/FLL |, AL Tcancel-export-task@if :

aws logs --profile CWLExportUser cancel-export-task --task-id "cda45419-90ea-4db5-9833-
aade86253e66"

& 7] LA Fl describe-export-tasks i ¥ R BIEF S 2B E R IIEUH,
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¥ CloudWatch Logs #i#& 7 =\ 1% %#i £] Amazon OpenSearch
Service

&AL CloudWatch Logs A& ELE R ES CloudWatch Logs 1T R4 H Uk 2 49 B 38 2 157 =X 4% S 2
Amazon OpenSearch Service £8H, BXEZER , HSHAEA T SR E B EHIE.

BREANEZHNBAERIEE , BAFENHBRERBRINHXNTRA, BEXEZELR |, HSH
Lambda BRET &,

® Note
5 K& CloudWatch Logs #IEFR N &% B OpenSearch Service AJRE£F4A S BNERA R, K
T2 EE AWS Billing and Cost Management 2 &I A HRIEME, BXESFEELE , BSHAE
3 AWS Budgets & {4

FRFAF

BEEH % BIE— OpenSearch Service i , AEF 8Tt ILIRE, ZFULULEE LB IHRINE
= VPC HRINR , BEERTEENERZEFERAENRARE, 2FETEFEERE OpenSearch
Service HIRE , ARBEFHFANENRFEESAETLE, BXOEENRE  BESHAWE
OpenSearch Service 13,

< OpenSearch Service WEZEER , ZH (Amazon OpenSearch Service 7F & A 35
) https://docs.aws.amazon.com/opensearch-service/latest/developerguide/o

& BEAITEE OpenSearch Service
AT LUBIY CloudWatch #2 &) & 4% A R4 1T ¥ 2] OpenSearch Service,
£ B EAIT R E OpenSearch Service

1. BELATRutiTH CloudWatch #2H|& : https://console.aws.amazon.com/cloudwatch/s
2. HESMBEHP , %8 Log groups ( BHEA )

3. EEBEHEFANABER.
4

1%3% Actions ( #4E ) . Subscription filters ( T [E%1%&2% ) . Create Amazon OpenSearch
Service subscription filter ( #12 Amazon OpenSearch Service i f S ) o
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5. GERRERNEHILLIKSEREAIKS PR,

« MREEFRTRIKS , FERELE-—SHERBRNIE,
o MRBEFRTHMKS |, HiRAE ARN MiFS.

6. XIF Lambda IAM Execution Role ( Lambda IAM 1 {T&® ) , Fi%#F Lambda EHITX
OpenSearch YA AR R EAK IAM B,

IRIEER IAM BEXTRENATER !

s BEEGEXRRZRFMSMESR lambda.amazonaws . com,
- EXATAELLTERE

{
"Version": "2012-10-17",
"Statement": [
{
"Action": [
"es:*"
1,
"Effect": "Allow",
"Resource": "arn:aws:es:region:account-id:domain/target-domain-name/
xn
}
]
}

- MR B #R OpenSearch Service ZEH VPC HEINER |, NiZAGAMEKHINT
AWSLambdaVPCAccessExecutionRole KB, It Amazon &R K[ Lambda B FiHR
EF VPC WiXBR , \T#{R Lambda 888 E A VPC HHY OpenSearch & iwT Ko
7. XF Log format ( BERKX ) , BEFEAEER,
8. XITF Subscription filter pattern ( TR FEFHER ) , BAEELN BEEHFERNFHRIE
Ro XABERAVGEEENHIZELIEE OpenSearch £8, BXFZER , FSEERAB LSRG
M B EE 4RI BB
9. (A& ) XTF Select log data to test ( EFREMHXW BELRE ) , BEE—IPAER , RAEEE
Test pattern ( WIHERN ) , MBIABRFEERESR2REZHENE R,
10. 3%&$F Start streaming ( FRFNAEH ) -

fF B EHITHZ OpenSearch Service "
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£/ AWS SDK H CloudWatch B &R XS Rl

TR REIERT WM CloudWatch BHEES AWS B4F X EH (SDK) BEEE A,

RERAREEFNRBHES , LTELTXHIET. EALESRET BN RAENMRSRE , &7
LUBEE BRI S MB RS RN L TXERRF.

SRS RBl RIEBEZAN AWS RS THENREINAERF

BX SAWS DK AR EBIEREMRB RO TEIR , BHSRE AWS SDK F 6 CloudWatch H&
AEBRIFEERAINEELIRERLEH SDK IR IFMAE L,

R EEYl

+ fF AWS SDK %t CloudWatch B EHITHIRIE
« £/ AWS SDK fF AWS KMS #4A 5 CloudWatch H 40 < Bk
« fF AWS SDK HUH CloudWatch BES HES
« /A AWS SDK | CloudWatch HE4A
« fEF AWS SDK #I%# CloudWatch HER
/A AWS SDK &% CloudWatch AT FSEES
« {#MH AWS SDK #12 CloudWatch B &S HES
« fEF AWS SDK ik CloudWatch HELA
« /A AWS SDK Bk CloudWatch BT B iEES
« fF AWS SDK #iR CloudWatch HE&IT RS ERS
£/ AWS SDK iR CloudWatch AES HES
/A AWS SDK #iR CloudWatch H&4A

« fF AWS SDK #¥ CloudWatch B &M BRE =51
- ERITXIMNEHEA Lambda B

5/ AWS SDK Xt CloudWatch B E#RITRIR/E

LTFRERGERT AER AWS BEF & TEGHITEA CloudWatch BERME, XEHFAR
CloudWatch Logs API , R %E L T XHETHAEBRFHRBER. BINTEHIE—NEmAsE
 GitHub , B U EH P KRB BEXREMNSETRBARH,

LT RN BEREANRE. WEXEYEK , HS5H Amazon CloudWatch HE APl $%&,
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 f£A AWS SDK & AWS KMS %45 CloudWatch H &4 KBk
« £/ AWS SDK BUE CloudWatch B&ES HES

-« f£H AWS SDK #i|# CloudWatch HEA

- £/ AWS SDK #I£ CloudWatch H &k

- fEH AWS SDK #i|# CloudWatch HEIT BSEER

« £/ AWS SDK 8% CloudWatch H&ES HES

« 5 AWS SDK filBr CloudWatch B&4H

« /A AWS SDK #ilBk CloudWatch BT FSiEES

- {5/ AWS SDK #ii& CloudWatch H 1T #4888

« f£A AWS SDK #iR CloudWatch BHES HES

« A AWS SDK ##iR CloudWatch HZEH

d

{5 H AWS SDK ¥ AWS KMS %415 CloudWatch HE&4H < Bx
UTREREIE R T EF AWS KMS 245 A CloudWatch B &A% EL,
NET

AWS SDK for .NET

(® Note

EEEZHXEELR GitHub, £ AWS R REIZHEEDERTERG , 7 HN{A#H TR
BMZ=1T,

using System;

using System.Threading.Tasks;
using Amazon.CloudWatchLogs;

using Amazon.CloudWatchLogs.Model;

/// <summary>
/// Shows how to associate an AWS Key Management Service (AWS KMS) key with
/// an Amazon CloudWatch Logs log group. The example was created using the
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/// AWS SDK for .NET version 3.7 and .NET Core 5.0.
/// </summary>
public class AssociateKmsKey

{

public static async Task Main()

{
// This client object will be associated with the same AWS Region
// as the default user on this system. If you need to use a
// different AWS Region, pass it as a parameter to the client
// constructor.
var client = new AmazonCloudWatchLogsClient();

string kmsKeyId = "arn:aws:kms:us-west-2:<account-
number>:key/7c9eccc2-38cb-4c4f-9db3-766ee8dd3ads";
string groupName = "cloudwatchlogs-example-loggroup";

var request = new AssociateKmsKeyRequest

{
KmsKeyId = kmsKeyId,
LogGroupName = groupName,

i
var response = await client.AssociateKmsKeyAsync(request);

if (response.HttpStatusCode == System.Net.HttpStatusCode.O0K)
{
Console.WriteLine($"Successfully associated KMS key ID:
{kmsKeyId} with log group: {groupName}.");
}
else
{
Console.WriteLine("Could not make the association between:
{kmsKeyId} and {groupName}.");
}

« HX API HiFMEER |, S AWS SDK for .NET APl $# AssociateKmsKeyH #Y,

BX S AWS DK FF R EEEMAB RAINTEIIK , FSHE AWS SDK F A CloudWatch H &,
REFEBREARANNEEURBRFEH SDK AN FEAES
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£ AWS SDK EUH CloudWatch HES HES

LTFRBREERINMESEM B CloudWatch HES HES

NET

AWS SDK for .NET

® Note
EBEZHXFER GitHubo  AWS KIS ROIFMHEEPEXRTERRH , THNARITR
BHIZE{T.

using System;

using System.Threading.Tasks;
using Amazon.CloudWatchLogs;

using Amazon.CloudWatchLogs.Model;

/// <summary>
/// Shows how to cancel an Amazon CloudWatch Logs export task. The example
/// uses the AWS SDK for .NET version 3.7 and .NET Core 5.0.
/// </summary>
public class CancelExportTask
{
public static async Task Main()
{
// This client object will be associated with the same AWS Region
// as the default user on this system. If you need to use a
// different AWS Region, pass it as a parameter to the client
// constructor.
var client = new AmazonCloudWatchLogsClient();
string taskId = "exampleTaskId";

var request = new CancelExportTaskRequest
{

TaskId = taskId,
};

var response = await client.CancelExportTaskAsync(request);

if (response.HttpStatusCode == System.Net.HttpStatusCode.OK)
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{

Console.WriteLine($"{taskId} successfully canceled.");
}
else
{

Console.WriteLine($"{taskId} could not be canceled.");
}

- BX API HiFMEER , 5 AWS SDK for .NET APl $# CancelExportTask Y,

BX SAWS DK F R EEEMAB RETEIXK , HSHE AWS SDK A CloudWatch B
AEFEBEAEXRANNEERURBREHH SDK AN FEAES

£ AWS SDK #7 CloudWatch H&4H

LUTRBREERT W22 FHA CloudWatch HEHEA,

NET

AWS SDK for .NET

® Note

EBEZHEXREE GitHub, £ AWS I RHIFHEEFRERTER , T7HMAHITIR

BEMIZ1T.

using System;

using System.Threading.Tasks;
using Amazon.CloudWatchLogs;

using Amazon.CloudWatchLogs.Model;

/// <summary>

/// Shows how to create an Amazon CloudWatch Logs log group. The example
/// was created using the AWS SDK for .NET version 3.7 and .NET Core 5.0.
/// </summary>

public class CreatelLogGroup

BIEBEEA
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{

public static async Task Main()
{
// This client object will be associated with the same AWS Region
// as the default user on this system. If you need to use a
// different AWS Region, pass it as a parameter to the client
// constructor.
var client = new AmazonCloudWatchLogsClient();

string logGroupName = "cloudwatchlogs-example-loggroup";

var request = new CreatelLogGroupRequest

{

LogGroupName = logGroupName,

i
var response = await client.CreatelLogGroupAsync(request);

if (response.HttpStatusCode == System.Net.HttpStatusCode.OK)
{
Console.WriteLine($"Successfully create log group with ID:
{logGroupName}.");
}

else

{

Console.WritelLine("Could not create log group.");

- HX API HFMEER , 5 AWS SDK for .NET APl $# CreateLogGroupH i,

JavaScript

EATF JavaScript (v3) WHHGF AT ES

(® Note
EREEZHKRIEL GitHub, £ AWS KB ROIFEEFEKRTERA , THRNFHITIR
BEMIZTT.
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import { CreatelLogGroupCommand } from "@aws-sdk/client-cloudwatch-logs";
import { client } from "../libs/client.js";

const run = async () => {
const command = new CreatelLogGroupCommand({
// The name of the log group.
logGroupName: process.env.CLOUDWATCH_LOGS_LOG_GROUP,
)8

try {
return await client.send(command);
} catch (err) {
console.error(err);
}
};

export default run();

- BX API HiFHEER , B3 AWS SDK for JavaScript APl 2 CreatelogGroup®¥ #Y,

BX SAWS DK AR BIERMMRB RIINTEI R | HESEE AWS SDK AfEA CloudWatch HiE,
AEBRIFEERAITNEELREXRLHH SDK IRAHIFHAE L.

£/ AWS SDK 6% CloudWatch B &R
DTFRBRGERT ACIZFH Lo CloudWatch gs B &fit.
.NET

AWS SDK for .NET

® Note
RBEEZHXEE GitHub, & AWS KRB ROIFRERERTERG , THMABITIR
EMIE1T,

using System;
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using System.Threading.Tasks;
using Amazon.CloudWatchLogs;
using Amazon.CloudWatchLogs.Model;

/// <summary>
/// Shows how to create an Amazon CloudWatch Logs stream for a CloudWatch

/// log group. The example was created using the AWS SDK for .NET version
/// 3.7 and .NET Core 5.0.

/// </summary>
public class CreatelLogStream

{

public static async Task Main()

{

// This client object will be associated with the same AWS Region
// as the default user on this system. If you need to use a

// different AWS Region, pass it as a parameter to the client

// constructor.

var client = new AmazonCloudWatchLogsClient();

string logGroupName = "cloudwatchlogs-example-loggroup";

string logStreamName = "cloudwatchlogs-example-logstream";

var request = new CreatelLogStreamRequest

{
LogGroupName = logGroupName,
LogStreamName = logStreamName,

};
var response = await client.CreatelLogStreamAsync(request);
if (response.HttpStatusCode == System.Net.HttpStatusCode.OK)

{

Console.WriteLine($"{logStreamName} successfully created for

{logGroupName}.");

}

else

{

Console.WritelLine("Could not create stream.");

« X API HiFMEER , B2 AWS SDK for .NET APl $# CreatelLogStream™1#y,
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BX S AWS DK

FrEEENRBREINERIK , S RE AWS SDK A CloudWatch H .

AEFTEBEARANNERUARBEX LN SDK A FHEE

5/ AWS SDK #113 CloudWatch B &iT 3 JEs8

TR RFIER T I €)% Amazon L CloudWatch ogs 1T 5 &% 54

C++

EAT Cc++ B SDK

(® Note

i)
=AM

EZHRER GitHub, £ AWS I ROIFMHE PERTERE , THNMHITIR

B1To

BEFHRNX A,

#include
#include
#include
#include
#include

<aws/core/Aws.h>
<aws/logs/CloudWatchLogsClient.h>
<aws/logs/model/PutSubscriptionFilterRequest.h>
<aws/core/utils/Outcome.h>

<iostream>

BIRT B IR ik SR Ao

Aws: :CloudWatchLogs: :CloudWatchLogsClient cwl;

Aws: :CloudWatchLogs: :Model: :PutSubscriptionFilterRequest request;
request.SetFilterName(filter_name);
request.SetFilterPattern(filter_pattern);
request.SetLogGroupName(log_group);
request.SetDestinationArn(dest_azrn);

auto outcome = cwl.PutSubscriptionFilter(request);

if (loutcome.IsSuccess())

{
std::cout << "Failed to create CloudWatch logs subscription filter "
<< filter_name << ": " << outcome.GetError().GetMessage() <<
std::endl;
}

BT TSR
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else

{

std::cout << "Successfully created CloudWatch logs subscription " <<
"filter " << filter_name << std::endl;

- BXx APl HiF4{E R , 530 AWS SDK for C++ APl 2ZPutSubscriptionFilter 1 #Y

Java

FEHAT Java 2.x By SDK

(® Note
EHEZHREL GitHub,  AWS KB REIFEEFERTERA , THRNFZHTIR
EMIZTT.

public static void putSubFilters(CloudWatchLogsClient cwl,
String filter,
String pattern,
String logGroup,
String functionArn) {

try {
PutSubscriptionFilterRequest request =

PutSubscriptionFilterRequest.builder()
.filterName(filter)
.filterPattern(pattern)
.logGroupName(logGroup)
.destinationArn(functionAzn)
.build();

cwl.putSubscriptionFilter(request);
System.out.printf(
"Successfully created CloudWatch logs subscription filter

filter);

} catch (CloudWatchLogsException e) {
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System.err.println(e.awsErrorDetails().errorMessage());
System.exit(1l);

- BXx API NiFAEEL |, ES @ AWS SDK for Java 2.x APl & PutSubscriptionFilter #,

JavaScript

EA T JavaScript (v3) WEEF X TES

@ Note
EHEEZMKREL GitHub, £ AWS KB ROIFMEEFEKRTERA , THNFHITIR
BEMIZTT.

import { PutSubscriptionFilterCommand } from "@aws-sdk/client-cloudwatch-logs";
import { client } from "../libs/client.js";

const run = async () => {
const command = new PutSubscriptionFilterCommand({
// An ARN of a same-account Kinesis stream, Kinesis Firehose
// delivery stream, or Lambda function.
// https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/
SubscriptionFilters.html
destinationArn: process.env.CLOUDWATCH_LOGS_DESTINATION_ARN,

// A name for the filter.
filterName: process.env.CLOUDWATCH_LOGS_FILTER_NAME,

// A filter pattern for subscribing to a filtered stream of log events.

// https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/
FilterAndPatternSyntax.html

filterPattern: process.env.CLOUDWATCH_LOGS_FILTER_PATTERN,

// The name of the log group. Messages in this group matching the filter
pattern

// will be sent to the destination ARN.

logGroupName: process.env.CLOUDWATCH_LOGS_LOG_GROUP,
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1)

try {
return await client.send(command);
} catch (err) {
console.error(err);
}
i

export default run();

« BX API HiF4E S |, 219 AWS SDK for JavaScript APl 2 2ZPutSubscriptionFilter Y,

EATF JavaScript (V2) WEGF AT ES

(@ Note

EREZHKEER GitHub, £ AWS KB REIFREFERTERG , THMMAHEITR

BMIE1T,

// Load the AWS SDK for Node.js

var AWS = require('aws-sdk');

// Set the region
AWS.config.update({region: 'REGION'});

// Create the CloudwWatchLogs service object
var cwl = new AWS.CloudWatchLogs({apiVersion: '2014-03-28'3});

var params = {
destinationArn: 'LAMBDA_FUNCTION_ARN',
filterName: 'FILTER_NAME',
filterPattern: 'ERROR',
logGroupName: 'LOG_GROUP',

};

cwl.putSubscriptionFilter(params, function(err, data) {
if (err) {
console.log("Error", err);
} else {
console.log("Success", data);
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- BXEZELR , B3/ AWS SDK for JavaScript FF & A R 1EFE,
« BX API SR , i3 19 AWS SDK for JavaScript APl 2#£PutSubscriptionFilter 1 #Y

BX SAWS DK FREBERMMRB RIINTEYER | HSHEE AWS SDK AfEA CloudWatch HiE,
AEBRIFEERAIINEELRERLHH SDK IRAHIFHAE L.

£/ AWS SDK #|3 CloudWatch BES HESH

LTRBREERT A2 FHA CloudWatch HES HES

NET

AWS SDK for .NET

(® Note

EREZMEREE GitHub, £ AWS KIS RHIF i EFEFRERTER , THMMIEITIR
BEMIE1T,

using System;

using System.Threading.Tasks;
using Amazon.CloudWatchLogs;

using Amazon.CloudWatchLogs.Model;

/// <summary>
/// Shows how to create an Export Task to export the contents of the Amazon
/// CloudWatch Logs to the specified Amazon Simple Storage Service (Amazon

/// bucket. The example was created with the AWS SDK for .NET version 3.7 and
/// .NET Core 5.0.

/// </summary>
public class CreateExportTask

{

public static async Task Main()

RS HES
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{

// This client object will be associated with the same AWS Region
// as the default user on this system. If you need to use a

// different AWS Region, pass it as a parameter to the client

// constructor.

var client = new AmazonCloudWatchLogsClient();

string taskName = "export-task-example";
string logGroupName = "cloudwatchlogs-example-loggroup";
string destination = "doc-example-bucket";

var fromTime = 1437584472382;
var toTime = 1437584472833;

var request = new CreateExportTaskRequest

{
From = fromTime,
To = toTime,
TaskName = taskName,
LogGroupName = logGroupName,
Destination = destination,
I

var response = await client.CreateExportTaskAsync(request);

if (response.HttpStatusCode == System.Net.HttpStatusCode.OK)
{
Console.WriteLine($"The task, {taskName} with ID: " +
$"{response.TaskId} has been created
successfully.");

}

« BX API HiF4ES |, 2319 AWS SDK for NET APl $# CreateExportTaskF1 9,

BX SAWS DK FREBERMMRB RIINTEIR | BESEE AWS SDK AfEA CloudWatch HE,
AEBRIFEERAITNEELIREXRELHH SDK IRAHIFHAE L.

£ AWS SDK il E& CloudWatch H&4H

LUTRBREERT W0AHERIMER CloudWatch BEBHEA,
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NET

AWS SDK for .NET

(® Note

EBEZMEREE GitHub, £ AWS RIS RHIFH#EFRERTERS , THMMIEITIR
BEMIE1T,

using System;

using System.Threading.Tasks;
using Amazon.CloudWatchLogs;

using Amazon.CloudWatchLogs.Model;

/// <summary>

/// Uses the Amazon CloudWatch Logs Service to delete an existing
/// CloudWatch Logs log group. The example was created using the
/// AWS SDK for .NET version 3.7 and .NET Core 5.0.

/// </summary>

public class DeletelLogGroup

{

public static async Task Main()

{

var client = new AmazonCloudWatchLogsClient();
string logGroupName = "cloudwatchlogs-example-loggroup";

var request = new DeletelLogGroupRequest

{

LogGroupName = logGroupName,

};
var response = await client.DeletelLogGroupAsync(request);
if (response.HttpStatusCode == System.Net.HttpStatusCode.OK)

{
Console.WriteLine($"Successfully deleted CloudwWatch log group,

{logGroupName}.");

}

Bk B A4E
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« BX API HiFELR |, 1519 AWS SDK for .NET APl $#DeleteLogGroup® #,

JavaScript

& A F JavaScript (v3) WEHFRXIES

(® Note
EHEZHKREL GitHub, # AWS KB REIEEEFERTERA , THROFZHTIR
BMIZIT.

import { DeletelLogGroupCommand } from "@aws-sdk/client-cloudwatch-logs";
import { client } from "../libs/client.js";

const run = async () => {
const command = new DeletelLogGroupCommand({
// The name of the log group.
logGroupName: process.env.CLOUDWATCH_LOGS_LOG_GROUP,
1)

try {
return await client.send(command);
} catch (err) {
console.error(err);
}
b7

export default run();

- BX API HiFMEER , 3 AWS SDK for JavaScript APl 2 DeletelogGroup™ 9,

BX SAWS DK F R EBERMMRBRIINTEIER |, BHSEE AWS SDK AfEA CloudWatch HE,
AREFTLEBEARATNEELLREXLEH SDK AW IEMAEE,
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LR RBREIERT tn{afl Bk Amazon Lo CloudWatch gs 1T iR 6%k Sk 4o

C++

ERAT Cc++ B SDK

(® Note

Y]

EZHRMER GitHub, £ AWS RIS ROIFMHE PERTEREG , THIMHITIR

B MIEZE1T,.

BEFENLH,

#include
#include
#include
#include
#include

<aws/core/Aws.h>

<aws/core/utils/Outcome.h>
<aws/logs/CloudWatchLogsClient.h>
<aws/logs/model/DeleteSubscriptionFilterRequest.h>
<iostream>

I BR LT B8 S Sk SR A o

Aws: :CloudWatchLogs: :CloudWatchLogsClient cwl;

Aws: :CloudWatchLogs: :Model: :DeleteSubscriptionFilterRequest request;
request.SetFilterName(filter_name);
request.SetLogGroupName(log_group);

auto outcome = cwl.DeleteSubscriptionFilter(request);
if (loutcome.IsSuccess()) {
std::cout << "Failed to delete CloudWatch log subscription filter "
<< filter_name << ": " << outcome.GetError().GetMessage() <<
std::endl;
} else {
std::cout << "Successfully deleted CloudWatch logs subscription " <<
"filter " << filter_name << std::endl;

T BRAT 8 %5 128 S
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« BX API HiF4EL |, 1§29 AWS SDK for C++ APl 2 DeleteSubscriptionFilter Y,

Java

FEATF Java 2.x B9 SDK

(® Note
EHEZHKREL GitHub, # AWS KB REIEEEFERTERA , THROFZHTIR
BMIZIT.

public static void deleteSubFilter(CloudWatchLogsClient logs, String filter,
String logGroup) {

try {
DeleteSubscriptionFilterRequest request =
DeleteSubscriptionFilterRequest.builder()
.filterName(filter)
.logGroupName(logGroup)
.build();

logs.deleteSubscriptionFilter(request);
System.out.printf("Successfully deleted CloudWatch logs subscription
filter %s", filter);

} catch (CloudWatchException e) {
System.err.println(e.awsErrorDetails().errorMessage());
System.exit(1);

- BX API BViEAEL |, ES @ AWS SDK for Java 2.x APl & DeleteSubscriptionFilters
Mo
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JavaScript

EA T JavaScript (v3) WEHF AT ER

® Note
EREZMXFER GitHub,  AWS KIBROIFMHEEREXRTERRH , THNARTR
BHIZETT.

import { DeleteSubscriptionFilterCommand } from "@aws-sdk/client-cloudwatch-
logs";
import { client } from "../libs/client.js";

const run = async () => {
const command = new DeleteSubscriptionFilterCommand({
// The name of the filter.
filterName: process.env.CLOUDWATCH_LOGS_FILTER_NAME,
// The name of the log group.
logGroupName: process.env.CLOUDWATCH_LOGS_LOG_GROUP,
18

try {

return await client.send(command);
} catch (err) {

console.error(err);

}
¥

export default run();

- BX API HiF4ES , 1§39 AWS SDK for JavaScript APl 2 DeleteSubscriptionFilter
i
EATF JavaScript (v2) WHHGHF AT ES

(® Note
EREEZHKRIEL GitHub, £ AWS KB ROIFEEFEKRTERA , THRNFHITIR
BEMIZTT.
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// Load the AWS SDK for Node.js

var AWS = require('aws-sdk');

// Set the region
AWS.config.update({region: 'REGION'});

// Create the CloudwWatchLogs service object
var cwl = new AWS.CloudWatchLogs({apiVersion: '2014-03-28'3});

var params = {
filterName: 'FILTER',
logGroupName: 'LOG_GROUP'
1

cwl.deleteSubscriptionFilter(params, function(err, data) {
if (err) {
console.log("Error", err);
} else {
console.log("Success", data);
}
1)

- BXEZELR , 3/ AWS SDK for JavaScript FF & A R 1ER,

- BX API BiFEHAEE , ES 8 AWS SDK for JavaScript APl 2#Z DeleteSubscriptionFilter
Mo

Kotlin

SDK for Kotlin

(® Note
XREA TR RPEFENTARIT X, AR ATREE Ko

(® Note
EHEZHKRIEL GitHub, £ AWS KB REIEEEFEKRTERA , THRNFZHTIR
BEMIZTT.
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suspend fun deleteSubFilter(filter: String?, logGroup: String?) {

val request = DeleteSubscriptionFilterRequest {
filterName = filter
logGroupName = logGroup

}

CloudWatchLogsClient { region = "us-west-2" }.use { logs ->
logs.deleteSubscriptionFilter(request)
println("Successfully deleted CloudWatch logs subscription filter named
$filter")
}

« BX API Hi#4E 5 |, 1§23 93& A DeleteSubscriptionFilterF K otlin BJAWS SDK APl $#,

BX SAWS DK F R EBIERMMRBRIINTEIER |, BHSHEE AWS SDK AfEA CloudWatch HE,
AREFTEBEERATHEELLREXLEH SDK AW IEMEE,

{5/ AWS SDK ##iR CloudWatch B EIT @S E2S
TR REIER T IR Amazon CloudWatch Logs E148 B 1T 5 7 1% 54 o
C++

EAT C++ B SDK

@ Note
BBEEZMHEXER GitHub, £ AWS RIEETRHIFHEE PERTERY , 7 HFNA#H TR
BMZ=1T,
TEMEN X,

#include <aws/core/Aws.h>

#include <aws/core/utils/Outcome.h>

#include <aws/logs/CloudWatchLogsClient.h>

#include <aws/logs/model/DescribeSubscriptionFiltersRequest.h>
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#include <aws/logs/model/DescribeSubscriptionFiltersResult.h>
#include <iostream>
#include <iomanip>

B AT R SRt

Aws: :CloudWatchLogs: :CloudWatchLogsClient cwl;

Aws: :CloudWatchLogs: :Model: :DescribeSubscriptionFiltersRequest request;
request.SetLogGroupName(log_group);

request.SetLimit(1);

bool done = false;
bool header = false;
while (!done) {
auto outcome = cwl.DescribeSubscriptionFilters(
request);
if (loutcome.IsSuccess()) {
std::cout << "Failed to describe CloudWatch subscription filters

<< "for log group " << log_group << ": " <<
outcome.GetError().GetMessage() << std::endl;
break;

if (!header) {
std::cout << std::left << std::setw(32) << "Name" <<
std::setw(64) << "FilterPattern" << std::setw(64) <<
"DestinationArn" << std::endl;
header = true;

const auto &filters = outcome.GetResult().GetSubscriptionFilters();
for (const auto &filter : filters) {
std::cout << std::left << std::setw(32) <<
filter.GetFilterName() << std::setw(64) <<
filter.GetFilterPattern() << std::setw(64) <<
filter.GetDestinationArn() << std::endl;

const auto &next_token = outcome.GetResult().GetNextToken();
request.SetNextToken(next_token);
done = next_token.empty();
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}

« BX API HiFE R |, 5519 AWS SDK for C++ APl 2# DescribeSubscriptionFilters 1 8

Java

FEHAT Java 2.x By SDK

(® Note

EBEZMEREE GitHub, £ AWS REBRHIF i EFEFRERTERS , THMMAHEITIR

B MIEZE1T,.

public static void describeFilters(CloudWatchLogsClient logs, String
logGroup) {

try {
boolean done = false;
String newToken = null;

while(!done) {
DescribeSubscriptionFiltersResponse response;
if (newToken == null) {
DescribeSubscriptionFiltersRequest request =
DescribeSubscriptionFiltersRequest.builder()
.logGroupName(logGroup)
1imit(1).build();

response = logs.describeSubscriptionFilters(request);
} else {
DescribeSubscriptionFiltersRequest request =
DescribeSubscriptionFiltersRequest.builder()
.nextToken(newToken)
.logGroupName(logGroup)
1imit(1).build();
response = logs.describeSubscriptionFilters(request);

for(SubscriptionFilter filter : response.subscriptionFilters()) {
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System.out.printf("Retrieved filter with name %s, " +
"pattern %s " + "and destination arn %s",
filter.filterName(),
filter.filterPattern(),
filter.destinationArn());

}
if(response.nextToken() == null) {
done = true;
} else {
newToken = response.nextToken();
}

} catch (CloudWatchException e) {
System.err.println(e.awsErrorDetails().errorMessage());
System.exit(1);

}
System.out.printf("Done");

- BX API ViEAE LR , FS @ AWS SDK for Java 2.x APl % DescribeSubscriptionFilters 1
Mo

JavaScript

EATF JavaScript (v3) WEGF AT ES

® Note
RBEEZHXEE GitHub, 7 AWS KRB ROIF#ERERTERG , THMABITIR
EMIE1T,

import { DescribeSubscriptionFiltersCommand } from "@aws-sdk/client-cloudwatch-
logs";
import { client } from "../libs/client.js";

const run = async () => {
// This will return a list of all subscription filters in your account
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// matching the log group name.

const command = new DescribeSubscriptionFiltersCommand({
logGroupName: process.env.CLOUDWATCH_LOGS_LOG_GROUP,
limit: 1,

1}

try {
return await client.send(command);
} catch (err) {
console.error(err);
}
i

export default run();

- BX API HiF4EER |, 139 AWS SDK for JavaScript APl 2
#DescribeSubscriptionFilters 1Y ,

EATF JavaScript (v2) WEGEF AT ES

(® Note
EREZHRIEER GitHub,  AWS KB REIFEEFERTERA , THRNFHETIR
EMIZTT.

// Load the AWS SDK for Node.js

var AWS = require('aws-sdk');

// Set the region
AWS.config.update({region: 'REGION'});

// Create the CloudWatchLogs service object
var cwl = new AWS.CloudWatchLogs({apiVersion: '2014-03-28'});

var params = {
logGroupName: 'GROUP_NAME',
limit: 5

i

cwl.describeSubscriptionFilters(params, function(err, data) {
if (err) {
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console.log("Error", err);
} else {
console.log("Success", data.subscriptionFilters);
}
1);

- BXEZELR , B5H AWS SDK for JavaScript F £ A A IEF,

- BX API BNiFHEE |, EZS 8 AWS SDK for JavaScript APl 2
#DescribeSubscriptionFilters 1 #Y

Kotlin

SDK for Kotlin

(® Note
X REA TR RPREENTARIT . AR ATREE Ko

® Note

EBEZHEREEL GitHub, £ AWS RELRHIFH#EFRERTER , T7HMAHITIR

BEME1T,.

suspend fun describeFilters(logGroup: String) {

val request = DescribeSubscriptionFiltersRequest {
logGroupName = logGroup
limit = 1

CloudWatchLogsClient { region = "us-west-2" }.use { cwlClient ->
val response = cwlClient.describeSubscriptionFilters(request)

response.subscriptionFilters?.forEach { filter ->

println("Retrieved filter with name ${filter.filterName} pattern
${filter.filterPattern} and destination ${filter.destinationArn}")

}
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}

« BX API HiF4E S |, 1§25 95& A DescribeSubscriptionFiltersF K otlin BJAWS SDK APl 2
£,

AR S AWS DK FFx EEREMAB ROITRIIXR , S RE AWS SDK FfEH CloudWatch Hi,
AEBEBFEBERANNEEUREX LA SDK lRAHFHER.

£/ AWS SDK R CloudWatch BESHESH

LA R /R0 B8 J0{aT #8638 CloudWatch HES HES

NET

AWS SDK for .NET

® Note
EBEELSHERER GitHub, £ AWS KB RHIFEEFERTEERA , T HMMARITIR
BHIZETT.

using System;

using System.Threading.Tasks;
using Amazon.CloudWatchLogs;

using Amazon.CloudWatchLogs.Model;

/// <summary>
/// Shows how to retrieve a list of information about Amazon CloudWatch
/// Logs export tasks. The example was created using the AWS SDK for .NET
/// version 3.7 and .NET Core 5.0.
/// </summary>
public class DescribeExportTasks
{
public static async Task Main()
{
// This client object will be associated with the same AWS Region
// as the default user on this system. If you need to use a
// different AWS Region, pass it as a parameter to the client
// constructor.
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var client = new AmazonCloudWatchLogsClient();

var request = new DescribeExportTasksRequest

{
Limit = 5,

};

var response = new DescribeExportTasksResponse();

do
{
response = await client.DescribeExportTasksAsync(request);
response.ExportTasks.ForEach(t =>
{
Console.WriteLine($"{t.TaskName} with ID: {t.TaskId} has
status: {t.Status}");
1);
}

while (response.NextToken is not null);

« HX API HiFHEE , B2 AWS SDK for .NET APl 2#DescribeExportTasks P,

BX SAWS DK FF R EEEMAB REINTREIIK , FSHE AWS SDK F A CloudWatch H &,
REBEBEAXRAINNEEURBRFEH SDK AN FEAES

£ AWS SDK ##iR CloudWatch HEA

LT RIEREIERT WA CloudWatch BE4H,
NET

AWS SDK for .NET

(® Note
EREZHKRIEL GitHub, £ AWS KB ROIFEEFEKRTERA , THRNAHITIR
BEMIZTT.
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using System;

using System.Threading.Tasks;
using Amazon.CloudWatchLogs;

using Amazon.CloudWatchLogs.Model;

/// <summary>
/// Retrieves information about existing Amazon CloudWatch Logs log groups

/// and displays the information on the console. The example was created
/// using the AWS SDK for .NET version 3.7 and .NET Core 5.0.
/// </summary>
public class DescribelogGroups
{
public static async Task Main()
{
// Creates a CloudWatch Logs client using the default
// user. If you need to work with resources in another
// AWS Region than the one defined for the default user,
// pass the AWS Region as a parameter to the client constructor.
var client = new AmazonCloudWatchLogsClient();

bool done = false;
string? newToken = null;

var request = new DescribelogGroupsRequest

{
Limit = 5,

};

DescribelogGroupsResponse response;

do
{
if (newToken is not null)
{
request.NextToken = newToken;
}

response = await client.DescribelogGroupsAsync(request);

response.LogGroups.ForEach(lg =>
{
Console.WritelLine($"{1g.LogGroupName} is associated with the
key: {1lg.KmsKeyId}.");
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Console.WriteLine($"Created on:
{lg.CreationTime.Date.Date}");
Console.WriteLine($"Date for this group will be stored for:
{1g.RetentionInDays} days.\n");
1);

if (response.NextToken is null)

{

done = true;

}

else

{

newToken = response.NextToken;

}

while (!done);

- BXx API HiF4{E R , 55 AWS SDK for NET API $#DescribelLogGroupsH #,

JavaScript

EA T JavaScript (v3) WEHF AT ER

(® Note
BB ELZHEXREER GitHub, £ AWS RIBRAIFRERERTERG , 7 HMOMABHITIR
BEMIE1T,

import {

paginateDescribelogGroups,
CloudWatchLogsClient,
} from "e@aws-sdk/client-cloudwatch-logs";
const client = new CloudWatchLogsClient({});

export const main = async () => {

B
=
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const paginatedLogGroups = paginateDescribelogGroups({ client }, {3});
const logGroups = [];

for await (const page of paginatedLogGroups) {
if (page.logGroups && page.logGroups.every((lg) => !!11g)) {
logGroups.push(...page.logGroups);
}
}

console.log(logGroups);
return logGroups;

};

« BX API HiFMEER , B35 AWS SDK for JavaScript APl 2 DescribeLogGroups 1 #Y,

BX SAWS DK F R EEEMABRETEIEK , HSHE AWS SDK A CloudWatch B o
AEBLEBEAEXRAINNEEURBRFEH SDK AN FAES

£/ AWS SDK Y CloudWatch B &R RS =4

LT REINBRRFER AWS SDK ¥ CloudWatch BEEH M AWS RSN ARBRFAEEGE -, 8MNF
FlEBE — N8R A EEE GitHub , BRI EEFRKRIIEXNMEEMNZTRAREFRA,

R~
« EATRBSEHEA Lambda B

EAITTXINSEHEA Lambda BE
AR REIE R I8 Z B Amazon EventBridge it XIE 4B HA/# AWS Lambda B,
Python

& AT Python (Boto3) #J SDK

Lt 745135 B 2040 AWS Lambda BEEUEM 9 1T XI#Y Amazon EventBridge 41 B
¥Ro Lambda A EBREFHNAFHEEMTENEHIIEE A Amazon CloudWatch B& |, Ut H
BErRE,

« ¥BZ Lambda BHE,
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A 7~ A 5B F Y BR 55

« CloudWatch B&E

» EventBridge
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Amazon CloudWatch Logs I Z £ 14
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EIREH L CloudWatch ogs %R i 7] £ BR Ay 81 3R

ERMHENER , FRAENAF., ARNACRMNR
- FEHFPFEL AWS IAM Identity Center :

BIEMNRE, %EB (AWS IAM Identity Center A {5R) F8IE N R ENH AR ITIRE,
- B HMRMERE IAM FIEENAR
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*
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BENNEFES, SGANEEEXE N M MREE, MERmE SRREFERBERINER. BXEZE
B, &3 & Contributor Insights 2047 & E IR

LA F &R Fcloudwatch: PutInsightRulefcloudwatch:GetInsightRuleReportiXfR
i, ZA P AT LRI — AN NRIEE B EFH CloudWatch FRIAEA , RAGEELER, ERTLEE
XEAFEHEHNTBERE. BROCFXENRE TS ETRBENAF.

E T RIRAY KL

CloudWatch BEX#FE X B E T RIRAVRRE |, B UAERIX LR RE Ak
T, BXEZER , BRI ER 1 SIE B, AR PutDestinationAP| &2 B
B3t | t AT BAEA AP PutDestination! [ B B /RN 1B RK B, BT R~ A2 AWS Ik
PSR 111122223333 5 — MK RE B EHITHEE B4R, arn:aws:logs:us-
east-1:123456789012:destination:testDestination

{
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"Version" : "2012-10-17",
"Statement" : [
{
"Sid" . """,
"Effect" : "Allow",
"Principal" : {
"AWS" : "111122223333"
.
"Action" : "logs:PutSubscriptionFilter",
"Resource" : "arn:aws:logs:us-east-1:123456789012:destination:testDestination"
}

]
}

BEERITER  BF. RRNEHEF

X FEA CloudWatch Logs BIR , ZBRFSEMEN T —4H APl 1E, I TRFXL API RENNIR ,
CloudWatch BEE X 7 —H T ERBHIEENRE, K& AP BETEEZESMREMNNRT 8ER
1T APl #2246, BXEREM API BIENEZER |, S A CloudWatch 12 F & RMEME M CloudWatch
HEXRZE.,

UTRERWERMEITE :

« BIR - &5 Amazon Resource Name (ARN) RIFIRRBENAENER. BXEZEL , HS
% CloudWatch i Z&RM B

« BE-BUUFERAREXBFINAEATHIELN RIRIZIE, flE0 , logs.DescribelogGroups
BPR A2 F 1T DescribelogGroups & ER A PR,

c RR-ATEEAFBREEREROBR (T ARATRIEL ) . MRZXBFEXRT (AT )X
BB HRENR , MEXELTR, ST ENIELNFTRAFFE , XH AIBERMASTETRZE
&, BMER A REER T 7 I RRRNITR T Rt ,

« E-EETHOREE (IAMKE ) B, N7 REHAFRER A, X TETHRVRE ,
BUEERRENRIAS,, K., BRSIEMSKE (REATETARVKE ) o CloudWatch
B EXFH N BRI E T 7R K

BX IAM BRBEENMNBANESER , FSHMH (AM AFER) B AWS IAM EBSE,

BXERFE L CloudWatch ogs APl REREFEANRRNERE , i5ZHCloudWatch HENRS
£,
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EREPEESRNF

YR TR | AI6E A U7 R R EEE B RIEENERBEM AT MV, Flan |, BT REH ERBVES
EHHMENA. AXEARBESEERMNESER , 58 (AM AFiERE) PHEME,

ERREN  CTAEAMEXORAER, HXETAWS B2 B0 L FXEANRUR AWSER
KM LTXBANE , BSHAWS BEWRAE. HRARHERURAWS £ BRM L TFXHH.

(@ Note

&) LUE PR RIZHIFT CloudWatch BERRENFRNER , SIEEEELEAMBESR. AT AEA
MEBERZEEFEEDEXR , RtE BEARFEFHX BERNBME . BRERRSIZES R
NEZER | FSRMFERRZEFIX Amazon Web Services &RV GE o

N EEEAETSMORIKE (IAM KE ) CloudWatch

AEBRETETSHNRBRE , EXLEREH , WKHERERAILE IAM &4 (B : B/, 4
A ) MR RREE

/A Important

RNBWEEFENAHEETE |, X
-1

XL E AR T EHE CloudWatch B IRT A FRAYE A4
2HIER. AXEZER , F2H

e 3
EIEIEH L CloudWatch ogs &R B R A BEIR

AETBEEUTAHE

« M CloudWatch 124 & FrERI R
« AWS CloudWatch BERFEE ( FEN ) KB
« BEPEERKE R

THRXRRBE RHE

"Version": "2012-10-17",
"Statement": [
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{
"Effect": "Allow",
"Action": [
"logs:CreatelLogGroup",
"logs:CreatelLogStream",
"logs:PutLogEvents",
"logs:DescribelLogStreams

1,
"Resource": [
"arn:aws:logs:*:*:*"

AEBEE—MEA , ZIEARTFTREBZEANMBER. B4 LEBBERMIIHAEXRBERNFE
MIEEHNR,

Resource EEEBMNBER () R R—MEA , ZFEART 7 IMEM B EARIT
logs:CreatelLogGroup., logs:CreatelLogStream, logs:PutLogEvents A
logs:DescribelLogStreams REMNIR. EFURRRFIEISE BEL , EEAFEIR ARN F
BELRF () B NISEHEYE ARN, B3x IAM policy IBAHEBINESER , 5S5H IAM AFE
BEHH IAM policy T#E5| . BXERA L CloudWatch ogs B/EHFIEK , 5SS ECloudWatch B &
RERZE,

58 CloudWatch 2 &l & Fr BRI R

Eil £ CloudWatch 2 &| A A CloudWatch B , AP XABEE —A AR FAPERE AWS
KPP EMm AWS BRENFRENPR. E7E CloudWatch &l 4& S {EH CloudWatch B , XMW E
AT BRSSBIRRR -

¢ CloudWatch

+ CloudWatch B&

« OpenSearch &%

 |AM

* Kinesis

« Lambda

Amazon S3
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MRGIE L AENBIENRE N ™K IAM policy , X FHi AN T iZ IAM policy BN |, 12
HEGETERMBPEEZET. TRRXLEAF DAL CloudWatch ##8 , B E
fFCloudwatchReadOnlyAccessHEERBEM MEZAF , MHPPTIRAWS CloudWatch HEWEE
(FEN ) KEE,

SNFAA AWS CLI = CloudWatch B& API WA |, B EFERNHEEREKIES AR,
SN FAEER CloudWatch BHIAEEAERITHANAR , FRBHIAMENSINER :

- =MET : GetMetricData

- =W : ListMetrics

- B7E : CancelExportTask

- HB7E : CreateExportTask

- B7E : CreateLogGroup

« B : CreateLogStream

« B : DeleteLogGroup

« B : DeleteLogStream

- B : DeleteMetricFilter

« B7E : DeleteQueryDefinition

- B7E : DeleteRetentionPolicy

- H7E : DeleteSubscriptionFilter
- H7E : DescribeExportTasks

« B : DescribeLogGroups

« B : DescribeLogStreams

- H7& : DescribeMetricFilters

- HB7& : DescribeQueryDefinitions
- H& : DescribeQueries

- H7E : DescribeSubscriptionFilters
- H7E : FilterLogEvents

- HE : GetLogEvents

- B : GetLogGroupFields

« B : GetLogRecord
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- BE : GetQueryResults

- A& : PutMetricFilter

- B& : PutQueryDefinition

- H7E : PutRetentionPolicy
- B : StartQuery

- B : StopQuery

« B : PutSubscriptionFilter

« B : TestMetricFilter

NTFENEARFAREEARITENAS , EFEUTHR :

« 2 : DescribeElasticsearchDomain
: ListDomainNames

. AttachRolePolicy

8 % M
fD Ao

: CreateRole

5
i

: GetPolicy

5
i

: GetPolicyVersion

. GetRole

b
1

: ListAttachedRolePolicies

sh
i

. ListRoles

. 1231%:DescribeStreams

. 1E3)*%¥:ListStreams

* lambda: AddPermission
 lambda: CreateFunction

» lambda: GetFunctionConfiguration
+ lambda: ListAliases

+ lambda: ListFunctions

* lambda: ListVersionsByFunction

+ lambda: RemovePermission

* s3 : ListBuckets
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AWS CloudWatch BERNIEE (FIEN ) KB

AWS B RHHCIZMNEENILYT IAM RERBRIFZSEILAEG AWS, FEXRBARTERAR
PINLERR , Bt , BALREZRAERFTEBENRNITHE. AXREZER , F5H (AM AFE
) FH AWS FEERE,

BT AWS RE R ET CloudWatch BE |, B SUFEKMBIKFAHHNAFRMAE

« CloudWatchLogsFullAccess— T3t CloudWatch B &R T 25 RIXER,
- CloudWatchLogsReadOnlyAccess— & T Xi CloudWatch H &K R L5 E R,

CloudWatchLogsFullAccess

ZCloudWatchLogsFullAccess KB #% F3f CloudWatch HEMN T £ HRINRE. ABRWT :

{
"Version": "2012-10-17",
"Statement": [
{
"Action": [
"logs:*"
1,
"Effect": "Allow",
"Resource": "*"
}
]
}

CloudWatchLogsReadOnlyAccess

#ZCloudWatchLogsReadOnlyAccess R & & F Xf CloudWatch B &K RiLAFENR. ARWMT :

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"logs:Describe*",
"logs:Get*",
"logs:List*",

FERETHOHERK (1AM i ) 356


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies

Amazon CloudWatch B & AriEE

"logs:StartQuery",
"logs:StopQuery",
"logs:TestMetricFilter",
"logs:FilterLogEvents",
"logs:StartlLiveTail",
"logs:StopLiveTail"

1,

"Resource": "*"

CloudWatchLogsCrossAccountSharingConfiguration

ZCloudWatchLogsCrossAccountSharingConfiguration R B 1% F 8|12, EBMEFRATEKF 2
|8 # = CloudWatch B E&&JRH Observability Access Manager #5312 R, EXEZEL , S
ECloudWatch E5TK /= 7] Wi 2214

AAWT :

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"logs:Link",
"oam:ListLinks"
1,
"Resource": "*"
},
{
"Effect": "Allow",
"Action": [
"oam:DeletelLink",
"oam:GetLink",
"oam:TagResource"
1,
"Resource": "arn:aws:oam:*:*:link/*"
.
{

"Effect": "Allow",
"Action": [
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RAriEmE

"oam:CreatelLink",
"oam:UpdatelLink"

]I

"Resource": [

"arn:aws:oam:*:*:1link/*",
"arn:aws:oam:*:*:sink/*"

CloudWatch i2F& AWS £ & K EH

EEFBHZRSFHRIEER CloudWatch B AWS HERBERUUARZILEEHRNFAEE . BEREEXM
TEHEXRNBIIERE |, F1T8 “ CloudWatch BEX A $IEFE” WHE L/ RSS feed,

B

CloudWatchLogsRead
OnlyAccess — B RIEHWE
#

CloudWatchLogsCros
sAccountSharingConfiguratio

n: ¥R

DU Sy

2023 F 6 A6 H
CloudWatch i2 & E 7NNy

PR CloudWatchLogsRead
OnlyAccess,

WINT logs:Star
tLiveTail #logs:Stop
LiveTail R , UEHEL
REEHA P T UAERERE A B
ZFE1E L CloudWatch ogs
XEHLFE. BEXEZE
B, B2 £/ Live Tail i

*E-J'i'lﬁﬁ% H /N o

2022 £ 11 B 27 B
CloudWatch Logs 70 7

—UHREE |, FREBEER
H#Z CloudWatch BHEAK
CloudWatch #5 F= o] ¥l 22 14
i,
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RAriEmE

BEX

CloudWatchLogsFullAccess —
EH T HBEXREK

CloudWatchLogsRead
OnlyAccess — E# 7 I B K BE

P EE R R R

DU B
WETHRESEE , BS

%] CloudWatch E&TK F= =] W 22
{3

2022 &£ 11 A 27 H
CloudWatch id & B2 7 N#Y

X PR CloudWatchLogsFull
Access,

BT oam:ListS

inks Foam:ListA
ttachedLinks #XPR , LAE
PELEBO A TRz
#|& ¥ CloudWatch 0K F= a]
NREREPEFRKFHEENEH
=

2022 £ 11 A 27 H
CloudWatch id & 27 N#Y

X R CloudWatchLogsRead
OnlyAccess,.

0T oam:ListS

inks Foam:ListA
ttachedLinks MR , LAE
HELEBHN A ARz
#|& ¥ CloudWatch B0k F= o]
NREPEFRKFHEENE
=,

Fa e ZE B EN IAM KR F CloudWatch B EIREMBRANR, B FXERE X
REEM MBI FEXLERRNVA A

TATH  AALREIET & MCloudWatch BAERAAR R S BH R, XLRBELRER

CloudWatch BE API,

AWS B#FF X T EIFATE AWS CLIERA.
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RAriEmE

R~
o 1 REELTHIE CloudWatch BE&E
o Rl 2 : RN CloudWatch B EBE 1T Rk H

« R’BI3: RAFIFR-NBEEFA

Bl 1 RAFFE£15E CloudWatch B&

LA 3K BE fo i A B IRIFT A CloudWatch Logs B 1E.

{
"Version": "2012-10-17",
"Statement": [
{
"Action": [
"logs:*"
1,
"Effect": "Allow",
"Resource": "*"
}
]
}

R~ 2 0 RN CloudWatch B &3 1T R (8]

AWS 4t T /XS CloudWatch B &EE RS 1T R4 @] A CloudWatchLogsReadOnlyAccess K B . %

RIS L TRR,

"Version": "2012-10-17",
"Statement": [
{

"Action": [
"logs:Describe*",
"logs:Get*",
"logs:List*",
"logs:StartQuery",
"logs:StopQuery",
"logs:TestMetricFilter",
"logs:FilterLogEvents",
"logs:StartlLiveTail",

ERETHDRE (1AM K8 )
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"logs:StopLiveTail"

1,
"Effect": "Allow",
"Resource": "*"

w3 RFiEE—-NMNEEA

LTREATFAPE-—NMEEN BEEFEIMMNEABESEH,

/A Important

Resource ’/fi_q:l HIL;\éH.% *’_EEJ%E,J %%E’J J’)\j:ﬁ /T?l?(%ﬁﬁlﬁﬁﬁ 5'2111', H/L:\ H.EF'E,JFEE H/L:\
o WMRERE |, MF2BHEIMITIZRE,

"Version":"2012-10-17",
"Statement": [

{

"Action": [
"logs:CreatelLogStream",
"logs:DescribelLogStreams",
"logs:PutLogEvents",
"logs:GetLogEvents"

1,
"Effect": "Allow",
"Resource": "arn:aws:logs:us-west-2:123456789012:1og-group:SampleLogGroupName:*"

}

FERAFRE A 1AM policy 75 B R4 4 Bl B 1745 4

FZAUANAPRFREERARANHRNE , BRZ LI FREMBEH, Ak, BRIEEHNEES ,
HERA S AXLEFRIZH 1AM policy, EfFIRENATBEA , BFEEHMEAE logs:TagResource T
logs:TaglLogGroup R, XBEEATHEAZAFTENAESERE , tERATHESERZL.

EXFICATANEZEESR |, 55 £ Amazon HEFFRIE CloudWatch B A4,
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ERiCAEAR |, BRI AP RS IAM policy X A F G R EESEMRICHBESL, Hla , LTE
BB AR T Team FREREN Green BB ELHBHRIRER,

{
"Version": "2012-10-17",
"Statement": [
{
"Action": [
"logs:*"
1,
"Effect": "Allow",
"Resource": "*",
"Condition": {
"StringlLike": {
"aws:ResourceTag/Team": "Green"
}
}
}
]
}

StopQuery#] StopLiveTailAPI EFRE£ESEE N LK AWS BREXE, SITLREEAEHIE. K&
BB RAEM S RNIESETR. HR , ENMNAEENZIRERSTFRLAERN L CloudWatch ogs
Insights EifJ# 1TiRME , XEBRRAEXNER. FHit , £ IAM policy FRXLRIEIEE Resource
FEREY , 40U Resource FERMEREN * , MBI R,

"Version": "2012-10-17",
"Statement":
[ {
"Effect": "Allow",
"Action": [
"logs:StopQuery",
"logs:StopLiveTail"
1,
"Resource": "*"

}

BREA IAM policy IHANEZEE , BZSH 1AM AP 18R PR A KB H 15 H o
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CloudWatch A& PRS&E

FIRE HEEG MEEETERT IAM SO RRE (ETSONKRR ) &, AAERATRER
5%, %R THE CloudWatch 4 Logs APl RELLR BRI LU R FIAITIZIREMN R AV A R 2

E. BERIEM Action FERPIEEXEERE, X FiZResourceFE , BULUEE AEXAR HERY
ARN , tE A BUEE * X FRFTE CloudWatch B E& IR

& A LAFE CloudWatch BEREHEH AWS-wide FHBREREEZH. B AWSSTEE RN TR
x ,ESHE IAM BRIEETRNAWS £ 5F IAM &4 £ T XB48,

® Note

EETRE , BE API BEBMZEIEA logs: BIR, #l
W : logs:CreatelLogGrouplogs:CreatelLogStream, Zlogs:* (EAFFE “
CloudWatch BE&” #4E )

CloudWatch i23 API B2 {EFIREFTERI R
CloudWatch id % API Ryig/E FREEMBR ( API #24E )

CancelExportTask logs:CancelExportTask

FERHFAESHEEETHSHES

CreateExportTask logs:CreateExportTask

FHIEM B EAS HE Amazon S3 FEfEEFT

CreatelLogGroup logs:CreatelLogGroup
FEOERAY AT,
CreateLogStream logs:CreatelLogStream

FEEBSAPEEHR BER.

DeleteDestination logs:DeleteDestination

FEMRESBRANEZARAIT AL,
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RAriEmE

CloudWatch i23 API #y#24E

DeleteLogGroup

DeletelLogStream

DeleteMetricFilter

DeleteQueryDefinition

DeleteResourcePolicy

DeleteRetentionPolicy

DeleteSubscriptionFilter

DescribeDestinations

DescribeExportTasks

DescribelLogGroups

FREMR ( API #4E )
logs:DeletelogGroup

FEMBR B RAMATA XA FH B S,
logs:DeletelLogStream

FEMER B SR RBKNEFE B EE4.
logs:DeleteMetricFilter
EEMRE B EAXRBKRHN ISR THLRR.
logs:DeleteQueryDefinition

EE ¥ Logs Insight CloudWatch s F il Bk 2 4&
ENERAE Lo

logs:DeleteResourcePolicy
HIBR CloudWatch A& & IREKEEFTAFER
logs:DeleteRetentionPolicy

F MR B EA MR E KRS
logs:DeleteSubscriptionFilter
T EMIBR S B RE KRBT F IHIERR
logs:DescribeDestinations
EEEEEK/RENATA BR.
logs:DescribeExportTasks
FEERESRFPXENAMESHES.
logs:DescribelogGroups

FEEESKPXRENAE BE4L,
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RAriEmE

CloudWatch i23 API #y#24E

DescribelLogStreams

DescribeMetricFilters

DescribeQueryDefinitions

DescribeQueries

DescribeResourcePolicies

DescribeSubscriptionFilters

FilterLogEvents

GetLogEvents

GetLogGroupFields

P BR ( API #4E )
logs:DescribelogStreams
FEETESAFRAXBKENMERAER,
logs:DescribeMetricFilters
FEEESAERAXBKNAEER.
logs:DescribeQueryDefinitions

%= E % Logs Insights A CloudWatch & 2f&
FHEHAE N T*K,

logs:DescribeQueries

FEETEFCUN,. ERERITHERIEHRITHL
CloudWatch ogs Insights Zif ¥,

logs:DescribeResourcePolicies

& F CloudWatch AERIRERESIRPTIALFEN,
logs:DescribeSubscriptionFilters
FEERESAEAXKNAAEIT BImLSR,
logs:FilterLogEvents

FERRATARIERENN B SEHHTH
FFo

logs:GetLogEvents
FENBSRPREBEEN
logs:GetLogGroupFields

FERRATAPATEHRNESNFRIIK.
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CloudWatch i23% API By 1E FRERR (APl #1F )
GetLogRecord logs:GetLogRecord

FEMNENBESEHTRRFAEFR.

GetQueryResults logs:GetQueryResults

¥ 2K L CloudWatch ogs Insights &4 R Ff £

=Y,

ListTagsLogGroup logs:ListTagsLogGroup

FEIHE B EAXRKNIRE,

PutDestination logs:PutDestination

RIEREFHFEFREER (HlA0 |, Kinesis it ) FI
=

PutDestinationPolicy logs:PutDestinationPolicy

FEUEHEMEUNABEBRXRBKNBRE
B&o

PutLogEvents logs:PutLogEvents

FEF—H#BESEHLEIAER.

PutMetricFilter logs:PutMetricFilter

REURRENENRFERHRESESEX
BXo

PutQueryDefinition logs:PutQueryDefinition

ZEE L CloudWatch ogs Insights F{R1EE
#,
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CloudWatch i2 & API By 4E FREEBR ( API #24E )

PutResourcePolicy logs:PutResourcePolicy

#1722 CloudWatch B &R BRREFTAEM,

PutRetentionPolicy logs:PutRetentionPolicy

%Eiﬁlﬁ /u\éﬂq:lm E/u\g#r'm{%ﬁ ( REE )
o

PutSubscriptionFilter logs:PutSubscriptionFilter

FEOBREMT AR AFEESHSEX
BXo

StartQuery logs:StartQuery

B3 CloudWatch B E N B EHFFHEMN .

StopQuery logs:StopQuery
FEEZ L EEHTH CloudWatch Logs Insights
Eif),

TaglLogGroup logs:TaglLogGroup

FEPMNHLER B EAIRE,

TestMetricFilter logs:TestMetricFilter

FEHX BESHEE RN R THiERFEN,

A CloudWatch BEERARSHE<AR®

Amaz CloudWatch on Logs £/ AWS Identity and Access Management (IAM) fRES < A6, BRSHE
KAGE—MIESH IAM At | BEE8EEZ CloudWatch BE. BREMHXABH CloudWatch Logs Fl
BN, SFEZRFAKEFRAEM AWS RFFIFENFTENRR,
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https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_PutSubscriptionFilter.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_StartQuery.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_StopQuery.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_TagLogGroup.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_TestMetricFilter.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html
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REMEXxBETLIES CloudWatch BERENRER , RABEEFHHIMAENNPR, CloudWatch
HEENTHRSHXAGHWNIR 6 RIESEEX , BNIRE CloudWatch HERIABEXEAE, E
VYRR BIEEERBMNRRIE, XN PRRIERBEM B E A4 IAM 324K,

BXZERSHEXACGHEMERSNES , FEHRE IAM BLEFEANAWS EF. EIKRE Service-
Linked Role ( REHEXAE ) 5IHEHE Yes (2 ) EWERSF. &F Yes ( R ) BEFZRFWRSHE
RABI R,

HEN RS HRXABNE CloudWatch

CloudWatch H &£ & AWSServiceRoleForLogDelivery B IRE X A, CloudWatch B &EH I
REHEX AT BEEREEA Kinesis Data Firechose, BEXEZEE , B2 RBEANRE AWS REH B
FidFo

AWSServiceRoleForLogDelivery REMHXABEEUATRERAZAE

¢ logs.amazonaws.com

£ BN PR KM L iF CloudWatch Logs X ERRFTRA T RE -

- $&/E : FiE Kinesis Data Firehose it L #5128 LogDeliveryEnabled #B{EXR True B
firehose:PutRecord M firehose:PutRecordBatch, & aIZ1TE LU B EEIEZ Kinesis
Data Firehose B , tb#ric < B3I 0% Kinesis Data Firehose o

BBMBELER RSV IAM K4k 6122, REBIRBRBSAXBE. WRERURAF, A5AR. B
XEZEE , BEH IAM AFERHPHN RS EXABNR,

N BERBERSFZMEKXAE CloudWatch

BEFEFHONERSHERAR, HIRE AWS CLI, AWS T CloudWatch APl AWS Management
Console ¥ B Fi8 B N E#Z X% % Kinesis Data Firehose bt , BEARNRUIEZRBSHAAE,

MBEEBIBRZBRZHEXAE  RAEEEFEME , AULERAERRREKFAFDEHUBLAR, Y&
BB FIRE RN EEKIZE Kinesis Data Firehose CloudWatch bt , BE2BR G0 Z RS
XAfE,

‘mEE A ERNRSHEX AR CloudWatch

CloudWatch AER AR EEABRRFSEXACREMEMRZEXACGENEH#ITR
#AWSServiceRoleForLogDelivery, T ZMNRAAEESI AZAR AT EERNABHNEN. T
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#service-linked-role-permissions
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o, LR IAM RESENERA. BXESER , F5H (AM BFER) YHERERSEXA
1=

ﬂﬂ'] I@ H /u\mﬁﬁx*ﬁ*ﬂ@ CloudWatch

NMRTBEECERAENZTERSAXACHIIERRS , RMNEBWERBRZAC. XHERKBRKES
BERNEFHREASRE, B, #AEBRBSHAXAGNER , REFTEFIMERE.

(® Note

WMREZHAMIBRAZIRES , CloudWatch BERSZSEEFERZAR® , NIBIRTES RN, HIREX
EXMER , BEE/LoHEER.

il BRAWSServiceRoleForLogDelivery RS X A& FE AR CloudWatch BER IR

{219 A HEE L% T Kinesis Data Firehose o

ER IAM FEMBREESEXAE

5/ IAM #Z4%|& AWS CLI, 3 AWS API il BkAWSServiceRoleForLogDelivery RS Hx BB, BXE
ZEE , FEANKRERSHEXAR

CloudWatch B &R < B =1 X

CloudWatch Logs XHERMBRSUATE AWS XEHFERRSHEXAR. BEXELZER , BS
¥ CloudWatch 12 & XML w1 R,

Amazon CloudWatch B &S ML E

ERZIMER T RIH — , 88 = ®1TH ¥4 Ama CloudWatch zon Logs By &2 AWS HFEM
%, HPa#E SOC. PCl‘ FedRAMP, HIPAA K Hft,

EXREAAITRITEAN AWS BEFIR , BSRRANITI S H0BEAWAWSAWS FBSIZAM
itil, BXEMEL  HSHEAWS SMMIHY .

BO LA THE=Z S FITIRE AWS Artifact, BXEZEE , BSRPH “THIRES” BHY “AWS
Artifact,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#edit-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#edit-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role
https://docs.aws.amazon.com/general/latest/gr/rande.html#cwl_region
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
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&£ A Amazon CloudWatch Logs BT S M TEBUR T RN BB BURME, R ARANERABRAK
ERARERNZEN, AWS BETUTHRIFERASBKINENE

c Z2MEEAMREANERE - XEFBEMINICTRWIESEM , ARMTE AWSERBETR
EMMEAMNEREIRN DR,

- £ A@@ mazon Web Services L% HIPAA Z£ 56504 — AARPBHER T F LB WA
AWS REIZEFA HIPAA FRERN R ARF.

- AWS EMEIRAWS — tk TEENIEMmERREERA TEMENTLMAEBX,

- EHAAWS Config Ff & A & $5 5 F HHLN iT45 & JR — AWS Config; iFE RN R REBES AEE L
HERNIPEE, 1Tl AN FER,

« AWS Security Hub— Itk AWS JRE AT £ 7 BIENEZ SRS AWS | HBERERE/FER ST
FREMRERE,

Amazon CloudWatch Logs Ky & 8E

AWSEIRER IR fEE SEAWSXE M AT AXHE, XERUHSANAEYELHRYERENTAX , X&£T
AXEYIEREK, FHESHETRESHMEEZE -, MATRAKX , SaNlRITNREETAXZ
BT B SR BER BN ARFNBEE, ERENEITSNEREPOEMIRERL TR
XERESHN AL, RESENTT BE.

BRAWSXEMAAXHNESZEEL , FSRAWSE RERM R,

Amazon CloudWatch HEFHEMIZEL S

ERN —IFEERS , Amaz CloudWatch on Logs 3% AWS £KRKXZ LR, Bx AWS Z2RF
AR M AWS RIPFEMIRENER , HSHAWS =24, EFAEMRRLZSNREIERRIZITE
B AWS IR3E | 55 S AWS ecurity Pillar Well-Architected Fram ework 589 E At % R o

BaLAER AWS BEXH M APl ABBEE ML AE CloudWatch B, BPHBARAXEFLTRHER :

- BRREREMMHI (TLS) BINERER TLS 1.2, BIUEA TLS 1.3,

- EEZLREBIRE (PFS) WEBEH , 20 DHE ( 58T Diffie-Hellman ) 5% ECDHE ( Ifs B8 (Rl 4%
Diffie-Hellman ) o KEZEHINKRE ( W Java7 RESRA ) #AZIFXEER,

A, AAERFRIZEE ID M5 IAM EAEXBKAORZRG B BARTBERJITZE. E , BUTUER
AWS Security Token Service ( AWS STS ) £ R IEAT R £ EIERITERI#ITER,
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https://aws.amazon.com/quickstart/?awsf.quickstart-homepage-filter=categories%23security-identity-compliance
https://docs.aws.amazon.com/whitepapers/latest/architecting-hipaa-security-and-compliance-on-aws/architecting-hipaa-security-and-compliance-on-aws.html
https://aws.amazon.com/compliance/resources/
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://aws.amazon.com/about-aws/global-infrastructure/
https://aws.amazon.com/security/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/infrastructure-protection.html
https://docs.aws.amazon.com/STS/latest/APIReference/Welcome.html
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F#O VPC RigT = LA CloudWatch BE

MRBERALSHELFAE R ( Amazon VPC ) £E AWS &R , M AT LAELER VPC A CloudWatch
BEZBEIFAEERE, SUUFEALERESAEREE B CloudWatch & , MEALHE BN BEBM &% H

=
/N o

Amazon VPC =11 AWS RS , IR TEELENWEMNEFE3 AWS BIR. E8) VPC , &AL
BEHEHMERE , W0 IP thutSEE. 7M. REAXRNMERMKX, EFEN VPC E#HEF CloudWatch
BE , BFEERN CloudWatch BEEN#ED VPC KT K. XMRENmILEEREBT VPC iE
B AWS RF. ZinREBEBRMMK, WM&k (NAT) 565k VPN EZENTRMES Lo
CloudWatch gs W AJ 5, AV BWERE. EXEZEE |, B2 Amazon VPC AAFEBHRHH LR
Amazon VPC,

Interface VPC K37 m Bl AWS PrivateLink—f AWS HRIBMHXF  ZHEARERATELE IP thitiy
MR EEOSSI AWS RS2 BN RBE. BXREZELR | ESRH AWS PrivateLink 38 AWS fi

Fo

LTEHBRERT Amazon VPC AR, BXEZEE , 152 Amazon VPC BFEEHFHAIL
AT

CloudWatch B&E B 8l X#5FTE AWS X ( @EXE ) B9 VPC KixT K. AWS GovCloud (US)
71 CloudWatch BEAIE VPC LT K

EFHRELMN VPC FEA CloudWatch B |, i CloudWatch BESIE —MED VPC Liw T Ko
EEEMRS R com.amazonaws.Region.logs. BTEFE XK “ CloudWatch BE” REMRE, BXE
%55 , 5% Amazon VPC AP g MBI £ 0 Lin T o

MRER VPC M CloudWatch B &z BRI ZE#
BIRIRAUR | BT A E R,
Wi 424 VPC FEHY CloudWatch B A4& 1 2 2 A B3 8

1. EEBITEM VPC R HY Amazon EC2 34, BXEENEEL |, 55 Amazon EC2 X &/
FLEZFEH Linux SEHIZEREEE Windows 3£,

2. TEXEPHIF , FH AWS CLI B2 — MBS A+PBIZBES%E,
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https://docs.aws.amazon.com/vpc/latest/userguide/
https://docs.aws.amazon.com/vpc/latest/userguide/
https://aws.amazon.com/blogs/aws/new-aws-privatelink-endpoints-kinesis-ec2-systems-manager-and-elb-apis-in-your-vpc/
https://aws.amazon.com/blogs/aws/new-aws-privatelink-endpoints-kinesis-ec2-systems-manager-and-elb-apis-in-your-vpc/
https://docs.aws.amazon.com/vpc/latest/userguide/GetStarted.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html#create-interface-endpoint.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/vpce-interface.html#create-interface-endpoint.html
https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/connecting_to_windows_instance.html
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B, tl2—1N22BEEHH JSON X, LIUREIRBIEENHE 1970 1 A 1 H 00:00:00
UTC ZEHMZER

"timestamp": 1533854071310,
"message": "VPC Connection Test"

SRIEER put-log-events @SB8I AERE :

aws logs put-log-events --log-group-name LogGroupName --log-stream-
name LogStreamName --log-events file://JSONFileName

MR Zes MM EE nextSequenceToken , MIiZa S EXINIIT , HEEW VPC KixT
RIERET,

P % BBV CloudWatch BE VPC KT =718

VPC £ipT QUIERK R — P IAM BRRE  SZHEUEFEINERNARERMERR. NREURKER
B R IOSRES , BRAVFN EM AR AR TN RS HITTLTE, KRAIKBFI2BZHER 1AM
REBS B ENRE, XR—MRIMAKE , ATREMNGRPXEERSHITHHR.

i RER AR A JSON BRRE.

BXEZER , H5H (Amazon VPC AIFHER) R VPC i & 2 B AR 55 89 1 R AR

LA R CloudWatch B R SRR, RIS IFBY VPC #E#EF CloudWatch B A F 812
BERATF A ELRZEE CloudWatch BE , HHE L1 1THEH M CloudWatch BERE,

{
"Statement": [
{
"Sid": "PutOnly",
"Principal": "*",
"Action": [

"logs:CreatelLogStream",
"logs:PutLogEvents"
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https://docs.aws.amazon.com/vpc/latest/userguide/vpc-endpoints-access.html
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1,
"Effect": "Allow",

"Resource": "*"

&% CloudWatch BER VPC KT A 5K

1. BELATMutiTH Amazon VPC ##&1& : hitps://console.aws.amazon.com/vpc/e

2. ESMERKRP , EFRRo

3. MRMAEREAKN CloudWatch BERIBKmT R , BEFLURART R, BTk, &&
com.amazonaws.Region.logs , R/51%&$#F Create endpoint ( BIZIwK ) -

4. 1%&# com.amazonaws.Region.logs in R , REEFRRE T ¥ &0 HIEEF Policy ( KB ) BT,
%% Edit Policy ( R EBREE ) AN KBHTER,

X VPC LT X

CloudWatch B & X ] LARR #13F aws : SourceVpc#dE VPC 43 E VPC Kim T =B 5 A AR
faws:SourceVpce E X &4, XERNIAFFER VPC KinTT RN EEH. BXEZER ,
BSHE IAM AFPEREPN A THRSHE,
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https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-service-available
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£ AWS CloudTrail #1123 Amazon CloudWatch Logs API i
H

Amazon CloudWatch Logs 5 AWS CloudTrail £5% , J§& 2 —#1E CloudWatch Logs FZ A .
ABRAWSRSE FTREURENIERM RS, CloudTrail 3K HEMHAWSHK F & HRARIZK S % H
W API . HRNAASERE CloudWatch #2H AR AARMXT CloudWatch Logs API BR{ERY X
BH. NRESET —NMRER , WA LSEIN CloudTrail EH 44532 ] Amazon S3 6518 ( 2
CloudWatch Logs WS4 ) . IREFEERER , M{IAFE CloudTrail # %A H# Event history ( &
HHEIER ) PEERNEH. £ CloudTraill RENEE. , EALABEER CloudWatch Logs & H Y
BRAR. KEFERN IP thuk, MAKXENER, HROKHABEREAFEHE R

ETHAEX CloudTrail WEZEE ( BRNAXNEH#TEENSA ) , 5 AWS CloudTrail A8
Ho

F&
« CloudTrail ##Y CloudWatch Logs 1§ &
- THRBEEXH%XE

CloudTrail 1 #Y CloudWatch Logs § &

EEBBAWSIK AT | FEZIKF /B A CloudTrail, 2 CloudWatch Logs F X 4 2 X EHED)
B, ZENFIERTE CloudTrail EH , HEHMAWSHRSEH —RARFESHALIERF. BT
FEAWSIKFHEE, BENTHENSEH. BXELELS , BZHMEA CloudTral EHFLIERESR
.

ERZITRAWSK A EH (815 CloudWatch Logs IS4 ) |, BEHIERER, BYRERIC

3 , CloudTrail Al¥ B & X #4£3#£ ZE Simple Storage Service ( Amazon S3 ) &, FiRERT , &
BHEAFLIEREN , WRENATAAE AWS Xig, IERERIERE AWS 2 XA IEZRFEXEFHNE
# | HNBEXHERIEZZRIEER Simple Storage Service ( Amazon S3 ) #. ItA\ , BRI SIEEH
AWS BR% , #—F 257 CloudTrail BEFRENSHBBEHRIITH. BXEZER , ESHATS
NA :

o BIZIRERELT
« CloudTrail RS FERK
« 79 CloudTrail Bti& Amazon SNS &l

CloudTrail ##Y CloudWatch Logs 1§ E 374


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html#cloudtrail-aws-service-specific-topics-integrations
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/getting_notifications_top_level.html
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o MZANXE#EIW CloudTrail B EX MM ZANK P #EU CloudTrail B &34

CloudWatch Logs X #F LA T R4EIZ% N CloudTrail B EXHHHEH -

* CancelExportTask

* CreateExportTask

» CreateLogGroup

* CreateLogStream

« DeleteDestination

» DeleteLogGroup

* DeletelLogStream

* DeleteMetricFilter

» DeleteRetentionPolicy

» DeleteSubscriptionFilter

* PutDestination

» PutDestinationPolicy

* PutMetricFilter

» PutResourcePolicy

* PutRetentionPolicy

» PutSubscriptionFilter

+ StartQuery

» StopQuery
* TestMetricFilter

CloudTrail /X LA CloudWatch Logs APl #REIERKIERTE :

* DescribeDestinations

» DescribeExportTasks

» DescribeLogGroups

* DescribelLogStreams

* DescribeMetricFilters

» DescribeQueries
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_CancelExportTask.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_CreateExportTask.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_CreateLogGroup.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_CreateLogStream.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_DeleteDestination.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_DeleteLogGroup.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_DeleteLogStream.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_DeleteMetricFilter.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_DeleteRetentionPolicy.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_DeleteSubscriptionFilter.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_PutDestination.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_PutDestinationPolicy.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_PutMetricFilter.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_PutResourcePolicy.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_PutRetentionPolicy.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_PutSubscriptionFilter.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_StartQuery.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_StopQuery.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_TestMetricFilter.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_DescribeDestinations.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_DescribeExportTasks.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_DescribeLogGroups.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_DescribeLogStreams.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_DescribeMetricFilters.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_DescribeQueries.html
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» DescribeResourcePolicies

» DescribeSubscriptionFilters

 FilterLogEvents

» GetLogEvents

» GetLogGroupFields

» GetLogRecord

» GetQueryResults

BIMNEHBATREBESERERBFRNARERE. BHEETHEBEHEUTRR !

- BREFEARAFFIEER IAM AP ZIEREH.
- EREEAACERRKSFMAFNIENZ2EIERHN.
- BREEHET AWS RS A H,

BXEZER |, B2 CloudTrail userldentity T3,

T BEEXH%E

RER—MEE , A TNE4ENBEXMHEEZIERIEEN Amazon S3 #. CloudTrail BEX 4 S
B NESIMNEERKE, NEHRTREEMAEN—NMER , BFBEEXRMBERNERME. BEN B
BHE, ERSBESEMEL. CloudTrail BEXHTRLAR AP BRANER#EKRRE , BikefllfTa
BREMFEINFE o

LTBEEXHEEERENAFAAT CloudWatch Logs CreateExportTask #4E,

"eventVersion": "1.03",
"userIdentity": {
"type": "IAMUser",
"principalId": "EX_PRINCIPAL_ID",
"arn": "arn:aws:iam::123456789012:user/someuser",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",

"userName": "someuser"
},
"eventTime": "2016-02-08T06:35:142",
"eventSource": "logs.amazonaws.com",
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https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_DescribeResourcePolicies.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_DescribeSubscriptionFilters.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_FilterLogEvents.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_GetLogEvents.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_GetLogGroupFields.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_GetLogRecord.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_GetQueryResults.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
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"eventName": "CreateExportTask",
"awsRegion": "us-east-1",
"sourceIPAddress": "127.0.0.1",
"userAgent": "aws-sdk-ruby2/2.0.0.rc4 ruby/1.9.3 x86_64-1linux Seahorse/0.1.0",
"requestParameters": {
"destination": "yourdestination",
"logGroupName": "yourloggroup",
"to": 123456789012,
"from": 0,
"taskName": "yourtask"
},
"responseElements": {
"taskId": "15e5e534-9548-44ab-a221-64d9d2b27b9b"
I
"requestID": "lcd74clc-ce2e-12e6-99a9-8dbb26bd0d6c9",
"eventID": "fd@72859-bd7c-4865-9e76-8e364e89307c",
"eventType": "AwsApiCall",
"apiVersion": "20140328",
"recipientAccountId": "123456789012"
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CloudWatch Logs XIS #&

/A Important

WSEZERTEFRAWEKIB CloudWatch Logs R, WRZEEMA Instance Metadata Service
Version 2 (IMDSv2) , W 47 FA#TEIS — CloudWatch {32, BMERKRMER IMDSv2 |, Al
PBZIEB N ISE RTINS — CloudWatch KB , MARKIANW BERE, BXBFHNE—RE
WEZELR , HSHEMEA CloudWatch KXEM Amazon EC2 SEHI 14 #h R 55 85 o W EEf5 45 A1 B
BHXMEKIB CloudWatch Logs REITZESE—RKENEE , FSRET @S 62 CloudWatch
REB B X

CloudWatch Logs fCE 1Rt —F M Amazon EC2 3= 41I4F H EEIE &K% F CloudWatch Logs BY Bzi{t
FRe ZRESEUATAY :

o —ANF BHEBIEHIEEF CloudWatch Logs B9 AWS CLI s
o —NBEHELUFEHIEHIEZR CloudWatch Logs BIBIZAS ( SFH#FE ) o
« —MARZTFHFREFBREZEZEITH cron 1R,

REE B HF

CloudWatch Logs XEEEL & X4 #R CloudWatch Logs RIEBFFEMES B, REBHE B [general]
—THEMGEATHRAERESARNEBERAERE. [logstream] — T3 & SOFAS i S % 3% B2 B AR AT
PDENEE. BALUEZA [logstream] T , ERB—TWEMREZEEXHHEXAME— , W0
[logstream1]. [logstream2] &%, [logstream] B B E 4% —THIEHEE L B EXH4IHRRA,

[general]

state_file = value

logging_config_file = value
use_gzip_http_content_encoding = [true | false]

[logstreaml]

log_group_name = value
log_stream_name = value
datetime_format = value
time_zone = [LOCAL|UTC]
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Install-CloudWatch-Agent.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Install-CloudWatch-Agent.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/create-cloudwatch-agent-configuration-file-wizard.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/create-cloudwatch-agent-configuration-file-wizard.html
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file = value

file_fingerprint_lines = integer | integer-integer
multi_line_start_pattern = regex | {datetime_format}
initial_position = [start_of_file | end_of_file]
encoding = [ascii|utf_8]..]

buffer_duration = integer

batch_count =

batch_size

=1

[logstream2]

state_file

integer
nteger

BEERSXHHFHLE,
logging_config_file

(Wi ) EERBEAFTCREEXHNNLE, IRERERLEEREARCRKEEXH , RE

AN awslogs.conf, MRFEAMARLZERE | BRIAXHNER /var/awslogs/etc/
awslogs.conf , lNREHA rpm ZERE , BRIAXHAER /etc/awslogs/awslogs.conf,
SR A Python B X (https://docs.python.org/2/library/logging.config.htmi#logging-

config-fileformat), AJEEMEEUTHMHN BFIERKERF,

cwlogs.
cwlogs.
cwlogs.
cwlogs.
cwlogs.
cwlogs.
cwlogs.

push

push.
push.
push.
push.
push.
push.

reader
publisher
event
batch
stream
watcher

REMIAMEN INFO , AT ROIDLFHERE MR A ENRIEZN WARNING,

[loggers]
keys=root, cwlogs, reader, publisher

[handle

rs]

keys=consoleHandler

[formatters]
keys=simpleFormatter
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[logger_root]
level=INFO
handlers=consoleHandler

[logger_cwlogs]
level=INFO
handlers=consoleHandler
qualname=cwlogs.push
propagate=0

[logger_reader]
level=WARNING
handlers=consoleHandler
qualname=cwlogs.push.reader
propagate=0

[logger_publisher]
level=WARNING
handlers=consoleHandler
gualname=cwlogs.push.publisher
propagate=0

[handler_consoleHandler]
class=logging.StreamHandler
level=INFO
formatter=simpleFormatter
args=(sys.stderr, )

[formatter_simpleFormatter]
format=%(asctime)s - %(name)s - %(levelname)s - %(process)d - %(threadName)s -
%(message)s

use_gzip_http_content_encoding

FIRE R true ( BAINE ) B , B A gzip http R BB RGELE N A KEE CloudWatch Logs.
XA LARRME CPU EAZX | B2 NetworkOut , FREEKR AR, EEMAZINEE , IHTE CloudWatch
Logs R HL B XK [general] 7 555 use_gzip_http_content_encoding = false , AFEEH B3
RE,

(® Note
% & RTE awscli-cwlogs MRAS 1.3.3 ME ShRAF AT A,
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log_group_name

EEBHRBEE, REXERATEL , WU%@Z#J@UE MNETL, BEABMHKETNT 1M
512 NFRZE. AFHNF/RFEE a2z, A-Z, 0-9, “"( FXRI&K ). " (EFH). " ( ERML)
M (AR) o

log_stream_name

EEBRBER. BUUEAXFFRELTENNEE ({instance_id}. {hostname},
{ip_address} ) , IXAEMNAESRKRENLBEREN. WREEERER , M8z 0EZ—NEE

o

datetime_format

EBEMAIMN BERIE AR, EBATREBEESHMNERER. ﬁﬂiﬂi?%{ datetime_format ,
N YpietE A TFENBEEH. MRIEMHM datetime_format EX FTAEBFEELR , NIFEH
NEEBR BTN R A EE4NNEE, NEFEEUTNBEERSEME | NEAYTE.

THEYHET EN datetime_format 18, & AILAER Python datetime.strptime() XFWFTE
datetime_format {58, RXRBE (%z) bZX$F ( BME Python 3.2 ZBINRAEH R ZHFHE ) |,
[+ JHHMM , FHFEF (1) BXEZER , TS K stritime() # strptime() 77,

%y : F4 , AFEERN+RFBRFRT , FTSRARELHKF. 00,01, ..., 99

%Y : 4 , A+ #HEBFEARRESERRELHEF. W0 1970, 1988, 2001, 2013
%b: Afr , EAXERENEEEMFEN. Jan, Feb...Dec (en_US) ;

%B : A7, FAXEERENTEAMERN. January , February...December (en_US) ;
%m: A, EANEERN THHBFER. 01,02, ..., 12

%d : ABFHER  FAUEERN THEBFERX, 01,02, ..., 31

%H : /NEF (24 /NS ) ERUEERN THESIHRFERX, 00,01, ..., 23

%l : /NEE (12 /0ESE ) ERANUFERN RSB FER. 01,02, ..., 12

%p : KiFRBEPERTF AM 5 PM R RFER.

%M : 78 ERANSERNTH#HEBFERER. 00,01, ..., 59

%S : ¥, FRAUZTERN THFBFRN. 00,01, ..., 59
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%f: B, EELERUAFERN THBZKFHE R, 000000, ..., 999999

%z : UTC R%& , XA +HHMM & -HHMM 3. +0000, -0400, +1030
TPIER

Syslog: '%b %d %H:%M:%S', e.g. Jan 23 20:59:29

Log4j: '%d %b %Y %H:%M:%S', e.g. 24 Jan 2014 05:00:00

IS08601: '%Y-%m-%dT%H:%M:%S%z', e.g. 2014-02-20T05:20:20+0000

time_zone

EERATZE4MEBNNX, XFNHMNMER UTC f LOCAL, ZRIAERN LOCAL , MR LEETF
datetime_format H#ERTES X | NIRF{E R L 2R INE

file

FEEEEHIER CloudWatch Logs B BE 4, File TS E — MEEXHHZA

X (ERBESR , W /var/log/system.log* ) o BIFXHERETE , RERHXHS

2 H#E3£ F CloudWatch Logs. BATEWEERBEE TS ER — KB — K534 (40
access_log.2014-06-01-01, access_log.2014-06-01-02 & ) MARZMNEHHW XK (W0
access_log_80 #l access_log_443 ) . EEEZ/MREN MY , BEEEXHFERM—NEER
%8, US—HAEXHEITEANAER. TXEESRXH.

file_fingerprint_lines
EERTIRAINHNTERE. ARER—IMRFIRMNAENEDBORF , 017, “2-5" A

BEE1", AE—TRATITEREY. BRIFEMBEETHATA , ENIEXF2KEF CloudWatch
Logs.

multi_line_start_pattern

EBEEATRIBSEEFALNER, BFREEBASERCENITURSER T ITE 9 F [/ L
TTAEK. BRERNENREX D {datetime_format}. A {datetime_format} &t , NIEE
datetime_format &1, ERIAENNMs]” , R EZRFZRTF LN EMITH2FEL—NMNAEER
R, AFBRFHBEEEE,

initial_position

& E ML FF IR EEUERIE ( start_of file Bk end_of_file ) o BRIALE R start_of file. X% HERS:
BERFERSNTLERAT,
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4wig

EEAENXMHNRE , UEEBEREZX 4. BIARIBH utf_8, Python codecs.decode() XiFH 4w
Ba LA fERA,

/A Warning
EERRNAEBARSEBEEX , RATEBRBNFRSHAEMFFER.

LTR—EENRS :

ascii, big5, big5hkscs, cp@37, cp424, cp437, cp500, cp720, cp737,
cp775, cp850, cp852, cp855, cp856, cp857, cp858, cp860, cp86l1l, cp862,
cp863, cp864, cp865, cp866, cp869, cp874, cp875, cp932, cp949, cp950,
cplo06, cpld26, cplls@d, cpl250, cpl251, cpl252, cpl253, cpl254, cpl255,
cpl256, cpl257, cpl258, euc_jp, euc_jis_2004, euc_jisx@213, euc_kr,
gb2312, gbk, gbl18030, hz, is02022_jp, is02022_jp_1, iso02022_jp_2,
1s02022_jp_2004, 1s02022_jp_3, 1s02022_jp_ext, 1s02022_kr, latin_1,
1s08859_2, iso8859_3, iso8859 4, iso8859_5, iso8859_6, iso8859_7,
is08859_8, iso08859_9, iso08859_10, iso8859_13, iso8859_14, iso8859_15,
iso08859_16, johab, koi8_r, koi8_u, mac_cyrillic, mac_greek, mac_iceland,
mac_latin2, mac_roman, mac_turkish, ptcpl54, shift_jis, shift_jis_2004,
shift_jisx@213, utf_32, utf_32_be, utf_32_le, utf_16, utf_16_be,
utf_16_le, utf_7, utf_8, utf_8_sig

buffer_duration

EERSEAHELENREEER, &/IMEXN 5000ms , FIAEH 5000ms.,

batch_count

EEMLEFNAESEHNRAE (HFAR 10000 ) . BRIAER 10000,

batch_size
EFEMLEBEFHNAESEHNERAKRD (LAETREN , &RAN 1048576 F17 ) . BRIAER
1048576 FT, HWARXPWITEARE UTF-8 BXWAMTEEHEE 2NN ERKXRENEEEHM 26

FI,
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+ A\
e

£ CloudWatch Logs R E HTTP X E

BT A4S A CloudWatch Logs KB 5 HTTP R,

(® Note

£ awslogs-agent-setup.py k7 1.3.8 RESMAF ZIF HTTP R E,

&4 CloudWatch Logs K5 HTTP R IE

1. BROTTIREZ—

a.

b.

3 F#H L LER CloudWatch Logs R | BEEITUTHS :

curl https://s3.amazonaws.com/aws-cloudwatch/downloads/latest/awslogs-agent-
setup.py -0

sudo python awslogs-agent-setup.py --region us-east-1 --http-proxy http://your/
proxy --https-proxy http://your/proxy --no-proxy 169.254.169.254

R T HEE EC2 24 EX Amazon EC2 TEIBRE MG |, & # A --no-proxy
169.254.169.254 ( BN ) « BXEZEER , BSFEM T Linux EHIH Amazon EC2 A F#8
5 Y S o SR A A P R

£ http-proxy Hl https-proxy WEH , BIEETE URL,

3F CloudWatch Logs RIEEHILE L% |, 1E4w1E /var/awslogs/etc/proxy.conf , SR G R INERY
RIE -

HTTP_PROXY=
HTTPS_PROXY=
NO_PROXY=

2. EMBEHREBEUEEREMR

LUES

sudo service awslogs restart

BERAKE Amazon Linux 2 , HEAUTHSEHRBHRE ;
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sudo service awslogsd restart

%|4 CloudWatch Logs X B & X 4

W RIEIEFEFF awslogs-agent-setup.py M7 1.3.8 HE FERAE awscli-cwlogs 1.3.3 LEERAELEE
£/ , TLUEI 7E /var/awslogs/etc/config/ B R RIBIARBEXH |, M FHAMA GRS AZRA
B TREREE, £ CloudWatch Logs KEEzNET , FEXLEFANEEX 4P I EMEREE.
[general] T A B BB M A EBLE X (/var/awslogs/etc/awslogs.conf) FE X , F BTE /var/
awslogs/etc/config/ % El BRI ER 7B & 34 4% 2B

MRERZEH rpm ZEHNRIE , L& E Ivar/awslogs/etc/configl B F , NI AT LAER /etc/awslogs/
config/ B K&,

EFNEHREUEEREN

sudo service awslogs restart

MRIEFERAMNE Amazon Linux 2 , HEALTHSEFSIINRE ;

sudo service awslogsd restart

CloudWatch Logs XIE & I (8] &
KSR TN TR IR 2

AT AR IR AL

- ABFEENNEAEXSmE , RAEEFNERKRNZEAEXH, Flan, /varllog/syslog.log E
&8 R Ivar/log/syslog.log.1. R /var/log/syslog.log.1 N\ EXEBEREEE , WEGE RN /
var/log/syslog.log.2,

- ERIEBIRNGEEERESBEXH. FlI0 , /varllog/syslog.log & &%l /var/log/syslog.log.1 , 28
W7 /var/log/syslog.log. XMIER T AIBELBHEEL , AN EEEFR X XHRRIE,

- FASIEXHHEENERERBIRHT . Sl | /varllog/syslog.log.2014-01-01 HARE |, F
8% /var/log/syslog.log.2014-01-02,
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XHWEN (R ID) RBEINEERENXHNRE —THITRFLEBITESIN, EBSMT
R, WJEAEA file_fingerprint_lines £, =X #4#TREN  FIXGNZEFNS , IBXHTRIE
AR REFET A E OB SR ER S #EE # 30

AT TE R AE A Y R MRS AR AN Y AR EE 2

MREFRIEEM ALK T CloudWatch Logs X3 , M A LAEA /var/awslogs/bin/awslogs-
version.sh KR EZFEANEMBMRENRE, ST OIREARAEREFERH R, RE
A yum £%& T CloudWatch Logs X3 , A LA{E A “yum info awslogs”#1“yum info aws-cli-plugin-
cloudwatch-logs”>k#: & CloudWatch Logs B F1 4B AR A,

A& E MR BESEH 2

BEEHEERNEY  SHRENNRRE  URERATHEE. RIABERT , U=
BFERALNEATHREL - IMATERER (WREE) , ATRFNETER. EE
ZWITH , ATLAMER multi_line_start_pattern , 518 = FLE BRI 1TEBFF 13T HY B FE B

B A LR EN R X R S {datetime_format)’, il , MRENMBFHEHENE—TH
BEALTF2014-01-02T13:13:01Z"KI B [EI B , W multi_line_start_pattern B BAi% & 9 “\d{4}-
\d{2}-\d{2}T\d{2}:\d{2}:\d{2}Z", EfRIMLECE , ATLAFEIEE datetime_format IETIRYIEIR T &£
F“{datetime_format}’ X &, X FR—NRHl , 1R datetime_format % & N “%Y-%m-%dT%H:%M:
%S%z” , M| multi_line_start_pattern B LA{X{X 2“{datetime_format}”,

R KIZH datetime_format , NFFH IRt E A TEMNAEEH. MRREMA datetime_format XY
FAERFHELY , NERANEBRIBTNERILI A SEGHNNERE, MRTEELUGINEES
# NERNFINE, YASEHEEIYFREHR L —MEESEHNTER , 2icF—NEEHE
B,

NEBATRRBESEAMERER , At , IREEEHERNERX , WARTERRBESEH,
£ R IRAVIER.
A ESE MMt 2

HRUTEERMGE , KRR EFHBERRS

1. NRIME—NBESHEK |, RBBEZ T buffer_duration,

2. RN BESEH/NT batch_size , ERMNFH B EEH4N 28 H batch_size,

3. BESH4MBESIXEF batch_count,

4. A BN AESHNREEETEY 24 /et , BRMF B ESHLE L 24 /DNETHIR S,
FAREARESHBSH BB EZE. BESHRHMIR 2

781 PutLogEvents BREMNRF , FxE , LT RBE TS BT B SE 45 H#X,
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® Note
L PEI BIERT , CloudWatch Logs REALAEEAEFEA—FK

n|||,|%’

ME B EEHMHKRPIEE 256 KB, MPFELBE B EEH.

. MR BESHHEERTARK 2 /et , MBS BESEH.

. MRBESHNNEEBRETIE 14 X, WY BESH4,

MEEMBAEEHNEFENEES BEANREH , MBS BN IR,

MRHEA PutLogEvents BEXRFN —#t BEEHTRIBEES 24 /M , W PutLogEvents &
R R M

FLERELSHBEZXR/EEZXRBDE?

o K~ w0 Ddhd =

RERBSXHATAR , BN ERETURKEREXHRHE]R |, MR 4, CloudWatch Logs IR A LAM
CELNETEE) , FREHE B ERIE,
B BB R EENHFE B EXHE[E—NBERD ?

FXFEREZN A SRIBEREEENBER
RIZFATRLE API ( IR AR B LRERINE IAM %H%':F ) ?

CloudWatch Logs fX¥EFEE CreatelLogGroup, CreateLogStream, DescribelogStreams
M PutLogEvents g1, MREFEAZHNNRIE , MFFE DescribelogStreams. ESH
T IAM SR #E R 6

{
"Version": "2012-10-17",

"Statement": [
{
"Effect": "Allow",
"Action": [
"logs:CreatelLogGroup",
"logs:CreatelLogStream",
"logs:PutLogEvents",
"logs:DescribelLogStreams"
1,
"Resource": [
"arn:aws:logs:*:*:*"
]
}
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]
}

FATFHE CloudWatch Logs REBFSIZAEAR BAER. RUAHIEREERCEZALSANMABE

w2

TEEH IAM RBgHR | SR BRI Z A EIAITUAT#4E : DescribelLogStreams
PutLogEvents,

E?ﬁﬁ’?ﬁﬁﬁﬂ’] CreatelLogGroup # CreatelLogStream IR 28l , FHARUESEREEHN
HEAFMBER. MRBAERERE CreateLogGroup M CreateLogStream N[R , BFEE
E/b\ﬁULEIJ H /u\éﬂ EPﬁ'JL H /u\l)ll..o

EHRTHEHFRNENLEETHLERE ?

REZFEHENMNTF /var/log/awslogs-agent-setup.log , REBHFEMNTF /var/log/
awslogs.log.
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RAriEmE

£ CloudWatch ¥g5#ri 17532

CloudWatch Logs &4 ¥# 2] Amazon CloudWatch &% —X1E¥r.

CloudWatch Logs #E#%

AWS/Logs & Z= 8 BIELL T B R,

1R

CallCount

DeliveryErrors

DeliveryT
hrottling

iR
MK P RATHVIEE APl RIERVEE.

CallCount 2 CloudWatch Logs RFZEAEIEHR. BEXEZER , &
2 ®CloudWatch Logs BRS 1B R IR

BREE . K, ®RR. RS, XkH
BREITHIE - Sum
BT

E IR X BT 8 B #58F , CloudWatch Logs W EI EEiRH H EEH
WHE, MRBFRFEE—NMAERER , MRFHIFEFIXTEIHARS
FE (W HTTP 5xx ) , M CloudWatch Logs F&k4E B i 4% f 38 24 /)
it MREBIREFBFAIEIREEIR ( HI20 AccessDeniedException =
ResourceNotFoundException ) , M| CloudWatch Logs &= iR
iR &R,

BEMYEE : LogGroupName, DestinationType, FilterName
BREITEIAE : Sum
By Xk

EFBIEE A BT 5 B #7687 , CloudWatch Logs E N Em#RHIH B &
HHBE,

MRBFRRFEE - NAEHER , IRFIRESLTEHRSRE (W
HTTP 5xx ) , M| CloudWatch Logs FF&k4E B it & K38 24 e,

CloudWatch Logs &#r
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RAriEmE

1R

EMFParsin
gErrors

EMFValida
tionErrors

ik
MREREFT A EIRLEIR (H0 AccessDeniedException =

ResourceNotFoundException ) , Il CloudWatch Logs A& %1
B &R,

BM4E : LogGroupName, DestinationType, FilterName
BREITEIE - Sum
By Xk

RERARERE N B ETBF V@R REE, I BERRANBRAR
EiREETE ﬁﬁIEEﬁE’J’I‘%‘tE‘I RERERER, BRBMAXIERE
ANESELR , FEREAIT | MAXERER,

BEM4EE : LogGroupName
BREITHE : Sum
By .k

WEHARNERER BB BN REE, YRAXNEBHRERXBE
FEIERE X TEBRERARNIERE XM MetricDatum HER , AW
PIXL4ERIR, BX CloudWatch RARERBRXNEER , HSHITE  #&
ATIERIER. BRHIBEBXRE MetricDatum WEER ua/IFﬂ Amazon
CloudWatch APl ZZH /) MetricDatum,

(® Note

RERIFHEIRAESH EMF BEFNSMER KRR M. HlW , i
BEATH G B ZHRE R RN R

BM4EE : LogGroupName
BMEITHHE - Sum
By Xk

CloudWatch Logs &#r
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B¥R ik
ErrorCount EERKFPRITHS T IR AP BENBRE.

ErrorCount A CloudWatch Logs RS EREIENR. BEXEZER |, &
2 #CloudWatch Logs BRS 18R #6450

BMEE R, BIR. RES. RE
BHSITEIE : Sum
Bk
ForwardedBytes DERFHEAXITHABIRNBESHNEE,
BWMHEE : LogGroupName, DestinationType, FilterName

BREIH IR : Sum

B FH

Forwarded HRITHABFNBESEHNHE.

LogEvents .
BWHEE : LogGroupName, DestinationType, FilterName
BMEITHEEE - Sum
By Xk

IncomingBytes AARESEFT L1538 CloudWatch Logs B A ESEHNEE, AT
LogGroupName #ER , XRURESREFT LAT BEHN BESHM
BE,

BMEE : LogGroupName
BREITEIE : Sum

By 2P
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ER iR
IncominglL £ 4% CloudWatch Logs H BEE4MI%E. S AT LogGroupName
ogEvents HEN , XELEFARANBAEEHNTE,

BEM4EE : LogGroupName

BREGITEIE : Sum

Bk
LogEvents 5&EE A CloudWatch Logs #iEARi Thee® it BIRFRFRETE N B
WithFindings TEHYE. EXEZEERE , BEHBEYREBH R BN BEHIE.

BRYEE X
BERSEITEHE : Sum
By K
ThrottleCount R A E R AR E B FHATH AP BEHRE,

ThrottleCount 3 CloudWatch Logs BREER EIEIR. BXEZE
B |, i3 M CloudWatch Logs BRE 15N IEFR.

BMEE £, BR., RS, R
BRSEITEHRE : Sum
By &

CloudWatch Logs $EFRHV 4 E

THE%E T AT CloudWatch Logs ¥EtrHI4EE

$#E LU
LogGroupName E 5 REIEHM CloudWatch Logs BEA K B o
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$HE iR
DestinationType CloudWatch Logs ##EMITFE B 45 , ATLAR AWS Lambda., Am

azon Kinesis Data Streams = Amazon Kinesis Data Firehose.

FilterName MHEEM B EAR KR BARViT R THRIESR R M. 1T RMERM
BFRFE CloudWatch Bai## 73 ASCll , BEEAFRZXEFNF
PR ERAES (7)o

CloudWatch Logs Bg%5 £ 15 R 1E#R

CloudWatch Logs ®#g#5 K% Z CloudWatch , AT RERFEAER CloudWatch Logs API #4E, XLt
B S AWS RSB N, REXLERUBHEIHERRT. EXESZEER , S K Service
Quotas £ FEHEET.

flgn | WATLABRER ThrottleCount RN ZIBIRREER. MRZEHRNELH , INERAZ
BIPR M API BIEERIBINEH . BX CloudWatch Logs IREEFHNEZELR , S M CloudWatch
HEH

CloudWatch Logs 7 AWS/Usage 1 AWS/Logs @& Z=E R 82 X — X RSB RIER.

T&RHH T CloudWatch Logs FT R RV BRST EEA E1Etr. XEBFRBEEN R, BEHRPHEIAN
SUHEIER SUM , BRI 1 28N B RHY SRIER,

XEREIRPNENEIREIS AT , EREEFMA Service, Class, Type # Resource £EME,
TCAEE—NE R Account Metrics WE—4E—R KM, A Account Metrics #EXREF
B PATE AP RIEENIBREN., ERAEMYEEIHIEE Resource £EM AP RERT , UEKRZ
15 7E APl B985,

B
E¥R iR
CallCount EENKFPHITHIEERENKE,
CallCount [EIAIAFTE AWS/Usage #1 AWS/Logs & ZEEH,
ErrorCount FEERKFPRITHS T IR AP RIENEE.
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EFR iR
ErrorCount {XA&#TE AWS/Logs .

ThrottleCount & F B B M AR PR B B IK 7 FHATHY AP REBRE

ThrottleCount {X&#MTE AWS/Logs H,

$HE

%E iR
Account metrics # A iZ4 E T3R8 FFE CloudWatch Logs API BIEFREY B,

MEEBEE—MEE API PiEdR , BERALXRPIHAEMEE | HFHiZ
API Z#$EE N Resource M1E,

Service TEZRFEH AWS REZHEF. X T CloudWatch Logs £ 1EIRIEHR |
HEER{ENRN Logs,

Class TR ERAYRIRMZE, CloudWatch Logs API E B RIEFRERLLERE (B
7 None ) o

Type FRRERAVBIRMISEE, BHEl , & Service £EH Logs B, Type KM —

BMERN API,

Resource AP BRIEVE TR, BREZFEREFRIIHNFTE API BRESH. Hlu
PutLogEvents

CloudWatch Logs BRSS 2 A &R 1845 394


https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_Operations.html

Amazon CloudWatch B & AriEE

CloudWatch HE B ER

TREMHT AWS K CloudWatch AEMBRIARRS B , LR ARS . XLERFHEAMPH RS (B
FREE ) #FHITE Service Quotas %A K Amazon CloudWatch Logs S8 &ZEE T, EFERESE
}, BERALATEEHNERF,

RIR ARIABREH

BEIR KR RARLAIE KRNI 1,048,576 FT, LAPHITERHZE
UTF-8 XM SHER 2 M EAREAN BESHH
26 FT, FEERILEH

BIEFH RZREFH 5GB WEKIE, T EE LA,

CreateLogGroup B 5 NESE (TPS/IKF/XE ) |, MEESNHEREE, &
A BRI SR,

CreatelLogStream ¥ 50 NESK (TPS/IK /X ) |, BEEESFHHES,
B LB RIZE R

DeleteLogGroup B 5 MNESE (TPS/KF/XE ) |, BEEESNERES, &
A LAERIEEPRE,

DeleteLogStream B 5/MNESF (TPS/IKF/XHE ) , BEESNERH. &
AILUERZ S RE
¥ 5 NEK (TPS/KF/XiE). EBaERESREH

DescribeLogGroups

DescribeLogStreams ¥ 5 NESK (TPS/IK /X)), B LLERIESRE.

R BAEFE CloudWatch Logs Insights &xZ B ATE— B EHP LI
1000 MEAEEHFER, TEERILE,
BEXEZER , #2AXENEENRINFR.

M JSON BEHRREBEFER CloudWatch Logs Insights 2 B LAM JSON HE&EAFZER

200 MABEHFR, TAERLEH,
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