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f+ 4 & Amazon Elastic Container Registry ?

Amazon Elastic Container Registry (Amazon ECR) AWS 2 —IlZ %, A BEEATMENEERRE
BOEMRS . Amazon ECR £/ AWS IAM X FEFETREMNNRNIAEFEE. X BENA
F 3 Amazon EC2 EHIF AT AL R BN RBEHENESR. BUUFEARIE CLI #ix, REMERE
Docker BR#%&, Open Container ltistry (OCI) BR{&F1 OC| 3R B4,

(® Note

Amazon ECR i X F N\ HABMGEFEME, EXEZEE , 5% Amazon ECR Public BF
BEPHNT A2 Amazon ECR Public.

AWS B ERIRSH LT B — N ATTHERLE GitHub, E B2 B XA EEMMBRNESRS , H AW
B AWS EFREERHRE. AXESEE , B3 AWS BERBEE,

Amazon ECR WL = 4H 4

Amazon ECR & AWSIEEMHH —TMZELEE X Docker AL IMRBS. CEATLLLARMFE. &
EMEE Docker BREgRG, XEMSMAHRRIRMZE, AT BMAERN Docker BESEM KRS
AWS | FRES SN ERENTBERRLNARER.

LA 2 Amazon ECR By — BBl S fA H -
AR

Amazon ECR EMtREZRHL TN AWS IKFHABFME , EUNEERCEZE - SN 7
B, XEFHEEATFEBERRPEMEMD K Docker H, FFHARRITXI (OCI) HEMHEAMLE OCI
RENITH. AWS BXEZEE , 155 Amazon ECR B EM &Ko

BT

B E P IR ATER AWS B Xt Amazon ECR EEMERBITH BRIE , AR s X MIRER
B, BXEZEE , HZH Amazon ECR FHA B EMER S HEIL,

TrfE

Amazon ECR A FHER—MBEES , B LEE R EM Docker B, Open Container
Initiative ( OCI ) BREEME A5 OCI BN, EE A Amazon ECREMERF , BAUBEZANE
EERBIBREEMG, BXEZEER , 1551 Amazon ECR FAB FEE,

B A4 API iR 2015-09-21 1
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7 fif EE SR B

R LUES i E RS RN FREREPHABTNTR. BXEZELR , FS6 Amazon ECR
PHFAE R

B &

WA LTS 12 EEHEE AR A B R, XEMBROLUEF ARG R AR , th A LA Amazon
ECS £5 & X Amazon EKS Pod SBEARER. BXEZEER |, ESHEWN Amazon ECR BG5S
Amazon ECS & &8/ #4F Amazon ECR M{§5 Amazon EKS &4,

o FHIR

Amazon ECR 4 ap JE H SR B 78 VFSEUES TE S IB R4 AR o8 R BER 18R 49 15 B A 8 A 1 Sie B S BR {5 9 A
wmEAH. BXEZELR , HSH £ Amazon ECR FE AL BRI RK B35 ER S,

BRI

Amazon ECR £ —IMER ARG THEE | UHBENRJIBBMETHN B4 RE. EXEZES
S £ Amazon ECR FHERGERE B FERERE.

= 22

Amazon ECR £/ IAM RIZHIX B FHENLR, BUINRIBREEHIEA, RIEEE Amazon
ECR Z#ENBENREN IAM AP, AFAt, EXEZEE , 55 Amazon Elastic Container
Registry FH L £ 14,

S A S (X 4

Amazon ECR XEFEZ N AWS IkFMXEHEHIREG , LIRS UAMHBEALEER, EXEZEE
&2 Amazon ECR FIFABERGE &,

hn&

Amazon ECR X#F# B AWS KMSXt Docker MG H ITE SRS J[IHMNE, EXEZELE , B5H
Amazon ECR I EIRRI .

AWS Command Line Interface &5

AWS CLI 12t 7 5 Amazon ECR F#EXREN &GS , flmelE, Jid. #HIEANREEMRE,
AWS Management Console

Amazon ECR 5 a] LUBE #1TEHE AWS Management Console , BT —MNAF K FHRT R
|, ETELBEEEMRS,

L PR ES API 7 2015-09-21 2
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AWS CloudTrail

HFZ2FMEMBH AWS CloudTrail , Amazon ECR E&£ 8, , RiF&FidFZME# G Amazon ECR
KHEW AP BB, BXEZELR , H5H #FH1235% Amazon ECR ##/E AWS CloudTrail,

Amazon CloudWatch

Amazon ECR £t a[f# Amazon CloudWatch¥& ¥ IERF B & , FE s IR EE Amazon ECR
FHENMERENEREBR. BXESZEL , 2/ Amazon ECR F#EEFR.

Amazon ECR FHE W H 4l

Amazon ECR 2 AWSIEHH —IM T £ IEE X Docker B IMERBSE. BiEET —INRL AT
BHNE#EE , BTE#MD K Docker BeEsG , FER N AR ARFBEHRMLFA LA
., Amazon ECR fS{t TE & AWS REMAINERHE, 2 X MZTRBCRNARFENTRE,

LA 2 Amazon ECR B — <2 A4 -
BRBEMRGFEND X

Amazon ECR ZZH&EHFM#E , AEALRNFEN D K Docker REMRERHELAXER. FFAA
AU H A B[MEHIEE| Amazon ECR , REMNEAH AWSEMITEIRE ( il S EC2
2 Amazon EKS ) FiREUX LM, AWS FargateBxEZER , S M Amazon ECR A5 174
B,

R NS EZE (CI/CD)

Amazon ECR 5 AWS CodeBuild AWS CodePipeline, FHEAtCI/CD tools, enabling automated
building, testing, and deployment of containerized applications. Container images can be
automatically pushed to Amazon ECR as part of the C/CDEETTLEER , WRIETBIMEF 1T
—HANAIRENEE

MRS 2R
Amazon ECR EEEE A THRSF RN , EXMRSRET , NARFH D 5K E /Y BR

%, ERERSE. SIMRSHUN BN RRREFMAE Amazon ECR # |, MTISKIZ R
ST R, BENT R,

BETNZEIE
Amazon ECR X#HENE BB EM R ( Hl40 Docker Hub RE =55 MK ) PIRIARMEG, X

AVWALREA Amazon ECR N BRMEN P REFRE , EESSRSZHRHREFE-—BWIHE
B

EREAEA API R4 2015-09-21 3
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mEEHNZ 2

Amazon ECR 12 7T EAA i a3 Sl ALE] | foVFLE 45 i 7T LA EA R b #EX s IREVA 2R %
Tk 5ER AWS Identity and Access Management AT & A IIE AT , NTTHEEXN BRER
WZ£iFR, BXESZELR , i35 Amazon Elastic Container Registry I & £,

BR R 13 4

Amazon ECR W BZ R#H ARG , URIARMHRAMNBENEESIR , MNTHEBHEF LN
BRBEMR, BXESEER , 5 M £ Amazon ECR FHEMREREEFERIFIE.

MERBREME

NTFEEFRLZLHEAERNEAL , Amazon ECR AT AEMERZREME , BREBHAHRNR
BARLRRANHIMEK , FEREEALAN AWS IMEFIHRE, BXREZFEE , FZH Amazon
ECR #A B EM &

£/ Amazon ECR E#|RekU Ko AN RAEFEE

F A Amazon ECR E#IThaE , Ba LA AL Web NARRFMEESFREFMEES , NTIRTE
ZMNAWS BB DX , BREXTE—HEERE , HEREENE, BXEZER |, 55
¥ Amazon ECR FHYFAH G E &

B3 FE YRR AR RE

Amazon ECR £ @ FHIRM X HRFECE LMW ( FIMERFR, HHIRE ) B3FEIAEY
R , WLFRBAE , EPAFOEMEK , BERLSENEAN , HBEIEHLRLT R THE
Fo BXESZEE , 501 &£ Amazon ECR FEAEm A KK B FEMEK

Amazon ECR By Ih&e
Amazon ECR 2L T Ih8E -

- EMANKEREN TERTFHETRENETEALY, BUNENSBUEEAREARGHAN, FEalL
EFANNARFHE2INEJ T, BXEZER , HSH £ Amazon ECR FEA £ EH
KB FER S

- MERBE T RAIBHREPINRERE. BENFEEHTURENEHENEE, XAER
PHE#EXIEEENSNRG. AR SUURERGHABENER. EXEZER , B2H &
Amazon ECR FHERER B FERAIRE.

- BXEMEKFEFESTUERMBEMREREETEENNVE, CEENIMRRE , AETFESN
Xif, BXxEZEL , i§5 0 Amazon ECR FHFAEEMERIEE.

Amazon ECR By Zh#g API R 2015-09-21 4
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- EFEDHNEMTEFE Amazon ECR FMERFEFLIMRPNEEEN S, FAEFR
BV Bt | Amazon ECR S EHIH M LM% , AR Amazon ECR FAE FMERF EFZHREGE R
BIIRD. BREZER , TSR F L EMERS Amazon ECR FAEEMERES,

WA FF R E A Amazon ECR

R & EH Amazon Elastic Container Service ( Amazon ECS ) 2 Amazon Elastic Kubernetes
Service ( Amazon EKS ) , EEE , XAIRFHIRES Amazon ECR HiZEZLL , B Amazon
ECR BEXHIRFHT .

AWS Command Line Interface 5 Amazon ECR —#2fEfRt , iE A X F&FH Amazon ECR IhEEHY AR
A, AWS CLI IR &EEHETREX Amazon ECR IhEERI X3 AWS CLI , AR B FHFAH AWS
CLl, BXLZRZHRAEWER AWS CLI , i5ZH (AWS Command Line Interface FAF1ERE) AWS
CLIFH LR EFH B HIRAM

BT MMM AWS CLI Ml Docker fF & 2BRIRBHEIZEIFAH Amazon ECR i ESF |, BSHE
Amazon ECR A&z RGN EMNEwm B,

Amazon ECR Eft

5/ Amazon ECR , BRENEFEHEREMENBIEEURMNBRGHIEFREFI &N EESE, AX
EZELR | 5 Amazon ECR Efs

1T a6 A Amazon ECR API R4 2015-09-21 5


https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://aws.amazon.com/ecr/pricing/
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£ Amazon ECR &3R5 Z /N4 a5 B 5

MR EREXEH Amazon ECR , i57E Docker CLI M1 H{E AL TS B AWS CLI koI REIRE&, [
RINVEMRATEOGRIEHAVEILNEERE. REHREGHEIABEFZEEHNFRIREG, KRG
BRGJE |, M BRRBIRR G N 1F 6 BE

EEAMK AWS Management Console # AWS CLI , 55 #the section called “Bl % 17 FE LL 17 % BR
B,

EXUATEE AWS BREWHAMTE ( 3#ERE AWS SDKskY IDE T EBH Windows PowerShell
WHITIERE ) WESEER |, iH5H hitp://aws.amazon.com/tools/o

TR

MREE RL T KA AWS CLI M Docker , thREZRLE , FREUTIRLZEIFHNITE,

Z%% AWS CLI

=¥ Amazon ECR AWS CLI & Amazon ECR —# 2 |, B LZE & AWS CLI lrE, BEXEER | &
2@ {AWS Command Line Interface AF#Er) T %% AWS Command Line Interface,

Z % Docker

Docker AT W ZFREIMNRIERS , BIEAZHIN Linux 2 KA (20 Ubuntu) EF MacOS
Windows, BXRIUAIESENIRIERS LZ%K Docker WEZER |, iH#E Docker T35,

BEEXRMFF XZRSENA £ A Dockero MR EC2ELEFEATDE |, {RATABEITL L% Linux 2023
S5 H 2% Docker FFEAEHA.

WMRIBE L% Docker , BHEIZZE 1 : 812 Docker E5o

FEAT D% Linux 2023 AMI £ 5% EC2 34| %% Docker

1. {ERAHIIR Amazon Linux 2023 AMI B313%6l, EXEZEE |, 55 Amazon EC2 AAF#ERH
)EEIESN

2. EEIEHEH, BXEZEL , 53 (IS5#% EC2 AFER) P/ “E#ZEEM Linux 32
BI”,

3. EFXHlLERRNEFSNEFEERF.

FREM API R4 2015-09-21 6
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AccessingInstances.html
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sudo yum update -y

4., ZTERERHH Docker Community Edition F2F .

sudo yum install docker

5. JB3) Docker BRE

sudo service docker start

6. I ec2-user ™% docker 4 , UELREEHINIT Docker 55 , MEEMEA sudoo

sudo usermod -a -G docker ec2-user

7. B BEHRBFUEZHE docker AR, EW LKA LFIA SSH KinE A HENKIRE R
HEINEEISM , TRX—TR. SR SSH 2 EFEFMERA docker AR,

8. Wi ec2-user EEHBEIERE sudo WIER TI=1T Docker 5o

docker info

(® Note

ERLEERT , EUREEEFBHIRG , MEN ec2-user RALIHE Docker #HEFH
BEFONR, MREFIUTHER , FEHEBENES

Cannot connect to the Docker daemon. Is the docker daemon running on this
host?

S 1 8l% Docker & &

ERSERD | EE0E -2 Web NARRFM Docker &8 , REEA# RS Amazon EC2 SE4
EXE TR,

S 1 8% Docker E& API fRZA 2015-09-21 7
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BIZEE £ Web M AREFH Docker & &%

1. BIEEN Dockerfile WX #., Dockerfile @ —NEEXH |, AT AT Docker BEEHNEXRER
UREZENIELURERIE EETHRAE. BX Dockerfile WEZEER |, H#E Dockerfile &
=

touch Dockerfile

2. REENINGIZERN Dockerfile ¥ HFMUTAHE,

FROM public.ecr.aws/amazonlinux/amazonlinux:latest

# Install dependencies
RUN yum update -y && \
yum install -y httpd

# Install apache and write hello world message
RUN echo 'Hello World!' > /var/www/html/index.html

# Configure apache

RUN echo 'mkdir -p /var/run/httpd' >> /root/run_apache.sh && \
echo 'mkdir -p /var/lock/httpd' >> /root/run_apache.sh && \

echo '/usr/sbin/httpd -D FOREGROUND' >> /root/run_apache.sh && \
chmod 755 /root/run_apache.sh

EXPOSE 80

CMD /root/run_apache.sh

Itk Dockerfile £ Amazon ECR Public L3 £EE# Amazon Linux 2 A BB, RUN IESEHTE
7, ZE-LEERT Web BREB[NEHEI , ARG Hello World!”” ABRE A Web RS 8389 34 1R
B3, EXPOSE #sSERB/LAFIHO 80, CMD 365 /B3 Web BRSS 88,

3. M8 Dockerfile 4 5 Docker &,

(@ Note
Docker fy LA A RER B LA T an 5 £ Dockerfile SEREEAE , AR FT 7R BV AR BE
%

SR 1 812 Docker &% API R4 2015-09-21 8
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docker build -t hello-world .

4. FIHERREZ

dockexr images --filter reference=hello-world

w
REPOSITORY TAG IMAGE ID CREATED
SIZE
hello-world latest e9ffedc8c286 4 minutes ago
194MB

5. SITHHENESR. -p 80:80 kIR LATFHIHA 80 ME R EHRE LWIKA 80, Ax
docker run WEZ{EE |, i§% 2l Docker IZ175 %,

dockexr run -t -i -p 80:80 hello-world

® Note
3k B Apache Web RS2 HENE RELIREOR, BRI LLZBK‘Could not

FLN

reliably determine the fully qualified domain name”EE.

6. ITFXYEESHIEM ETEIZ1T Docker H IEE BB IRSES-
- MREFEARE EC2EH, MIXBARSENAE DNS B , 54BN SSH E#ZLFInERAN b
HAEE, BRIV EZSAATFRAD 80 LMW AWLRE.,
o WMREIEFEARMIZIT Docker , ANFERAYN K BFIE M http://localhost/s

- WMRLRIE Windows 5 Mac it B #ldocker-machine L , & A docker-machine ipti S &%
& Docker By VirtualBox EEH\ILAY IP #hsit , BRAIRIEEmachine-namefERARY docker it
BB

docker-machine ip machine-name

&R & B — N & R“Hello World!"E @) MTT.
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7. B A Ctrl + ¢ K451k Docker BE5.

SR 2 CIETFHE

MELECHETHIZEE Amazon ECR &G , E4MBBE—NERERREE. BTG | Gol2
—/NE#MN hello-repository WFME , FEFHIX hello-world: latest HEFIXE, E
BEME , BETUATHS -

aws ecr create-repository \
--repository-name hello-repository \
--region region

\|

SRR 3 MENERINEMREUES 5

ZERHBMETET AWS CLI, BFEABRIAEMERST Docker CLI #1TH M HKIUE, XBE—3K , docker
S A LAEN Amazon ECR HEAMIBENE &, AWS CLI 244 7 fai{t B4 KIE I B M get-login-
passwordfi

EEA [ Amazon ECR JEM &R XY Docker #1T & 1 1E get-login-password , FEE{TaH. aws ecr
get-login-password ¥ & 13 I iF 5 f84£ 3% 44 docker login SRR |, HE AWS B#ERF R , HEEENH
BT H R IER Amazon ECR AR URI. MRX ZAEMERHATEHRIE , W LMEX N EMEK
BEESZWT.

/A Important

MRKREIR , FRERSEHRIHZFHREN AWS CLI, BXEZEER |, HSHAWS
Command Line Interface {FAF#ER) FMZ % AWS Command Line Interface,

+ get-login-password (AWS CLI)

aws ecr get-login-password --region region | dockexr login --username AWS --password-
stdin aws_account_id.dkr.ecr.region.amazonaws.com

 Get-ECRLogin @55 (AWS Tools for Windows PowerShell)

(Get-ECRLoginCommand).Passwoxrd | docker login --username AWS --password-
stdin aws_account_id.dkr.ecr.region.amazonaws.com
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SR 4 #IXE BT Amazon ECR

RESTUHEERGE £ -5 P OI2M Amazon ECR F# . EHRBUTEREME , A docker
CLI HEEMR K

- REKERAEH docker : 1.7,
- B2 docker login Bi& Amazon ECR X T,
« Amazon ECR 7t E#F 1 B AP B mZ 76 FE#IEN R,

ERRIXEEREZMET  DGEGHETSEKFNRINIMRPHOURNEFEED,
FRICE B HHEIE R Amazon ECR

1. JHEBERERNES , LRI EFRICMIEENES.

dockex images

w
REPOSITORY TAG IMAGE ID CREATED
VIRTUAL SIZE
hello-world latest e9ffedc8c286 4 minutes ago
241MB

2. WMICERBHEEINFEE.

docker tag hello-woxrld:latest aws_account_id.dkr.ecr.region.amazonaws.com/hello-
repository

3. HEHK

dockex push aws_account_id.dkx.ecx.region.amazonaws.com/hello-repository:latest

i

The push refers to a repository [aws_account_id.dkr.ecr.region.amazonaws.com/hello-
repository] (len: 1)
€9ae3c220b23: Pushed
a6785352b25c: Pushed
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0998bf8fb9e9: Pushed

0a85502c06c9: Pushed

latest: digest: sha256:215d7e4121b30157d8839e81c4e@912606fcald5775bb0636EXAMPLE
size: 6774

I 5 M Amazon ECR 12H&E &

EHIEBRZE] Amazon ECR FER , AIMNEMUBREIUZMRG. EHEATEREZMLE , £H
docker CLI 12 ERAR & :

- REZIERAH docker : 1.7,
- B A docker login Eti& Amazon ECR R Tk,
- Amazon ECR FH#EFEBA P ENZEMERINR,

ERBXELEREHE , RGN ESR. EM Amazon ECR REURHBIER |, BiETUTHS :

dockex pull aws_account_id.dkx.ecx.region.amazonaws.com/hello-repository:latest

i

latest: Pulling from hello-repository

0a85502c06c9: Pull complete

0998bf8fb9e9: Pull complete

a6785352b25c: Pull complete

€9ae3c220b23: Pull complete

Digest: sha256:215d7e4121b30157d8839e81c4e0912606fcal@5775bb0636EXAMPLE

Status: Downloaded newer image for aws_account_id.dkr.region.amazonaws.com/hello-
repository:latest

SR 6 : MIRR&

MREAFBEE—NFEEPHENRSG | W] BRZMR G, ERRRE , BIEECMENERE
HIEEMBEH imageTag = imageDigest BHo. AT RHIMBR hello-repository Ffif FE HBR&FR
ZH latest WK, ENERETBIBRTOIRE , HETUTHS !

aws ecr batch-delete-image \
--repository-name hello-repository \
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--image-ids imageTag=latest \
--region region

SR T MIBRTFAEE

MREABRERENRGIME , B UMBRZFREE, LT REMER --force XM RIS REH
FE, ZRRESRENEFEE (REPHMARE) , BETUATHS :

aws ecr delete-repository \
--repository-name hello-repository \
--force \
--region region
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{£1t, Amazon ECR Byt &E

B LMERAL TR T REFMEKEAEWIEFEH Amazon ECR BHE L 8E,
£ Docker 1.10 XA ERRA AT R A BB E L&

Docker B&HEAK , REGRN T EWEME, Dockerfile WE—1TEStIEFHE. HFEH
Docker 1.10 & A ERRAES | Docker EEERIATE IR T &1 L& ZE Amazon ECR Y [E) B #E3A R AT &
WE , NTh4aRE L&rtiE.

ERBR/NERFESK

B Docker Hub IRIEMEINER , TREBELNWNABRFIAZTENRS GBI, FZEEHEM
ATE Docker #t XBIE HHEF B/ NER , HAEA Docker /) Scratch REWEEBCHERE
B, BXEZELR |, FS Docker XTI EZERE G,

FRENERRDH K MR AEE Dockerfile

Docker EEF= , ARG ERE, MBEMNKE—XHEES  E—F LB EMER , N Docker
FERAEERA K MAEFHEE, B2 , BREEBMKBcaENNE, WRELAEER , N Docker
TEHRFZE , U2 EFRFZEZRHIANWMERE,

NTREBREFMIE Dockerfile HFEXT LARFAFAVEIE , A[Z B F LaHR RN E SRR KEAK
B A Dockerfile, REH BRI (21N AREFHVRNAE) BERAMER,
G T UBR TS EXXHH i

EEHUENFEXA2ENZEN—BoRE , EZEERFERPHEMER, ERUT R

WORKDIR /tmp

RUN wget http://example.com/software.tar.gz
RUN wget tar -xvf software.tar.gz

RUN mv software/binary /opt/bin/myapp

RUN rm software.tar.gz

EAXRRFF | F—PHEZN RUN BHEIRNEES SR targz XEREFFEBRERNE. BIESE
I RUN S5 EMIBR tar.gz X4, XEGDTUSAEE—RE , REMNIZETIES , UBRELR
Docker BT EE T LEMN X4,

WORKDIR /tmp
RUN wget http://example.com/software.tar.gz &&\
wget tar -xvf software.tar.gz &&\
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mv software/binary /opt/bin/myapp &&\
rm software.tar.gz

158 P B Y (X S30 48 Ui T

BYBREASGFEIMETNARFNXELHRTR , TR M Amazon ECR REVGEHIVIE
B, WMREMNNMARERFE Amazon EC2 K6l Liz1T , MATBMER T shell RKEBMIZRHIBV T A X
REZ X5

REGION=$(curl -s http://169.254.169.254/1latest/meta-data/placement/availability-zone
I\
sed -n 's/\(\d*\)[a-zA-Z]1*$/\1/p")

A LAfE A --regionS BUN Z X S 5i% 45 AWS CLI %5 , b JAERASH SR ZXEIRE R & E 4N
FRIAX1HH, aws configurefRIE AT LATEEA AWS SDK RITHFEMIEBEXE. BEXEZER , BSH
ERATRERBESNR4TAIEINHN,

API| BA 2015-09-21 15



Amazon ECR AriEE

B Amazon ECR FMEEN MR HIER

B LAMERA IPVAXPRAIRT RS ( F ) KisT7 R7E Amazon ECR FAB MR #IE, HEL.
B, EFFMEE OCI B{R, Docker &M A OCI I E, IPv4 IPV6EM IPv4 &L HiER |, &
AT AR AR SR IPv4 LR R BEM IPve ME R EHER , BEATHEKRKETR. BXEA IPv4
FIXRX % 48 0 T3 = @ Amazon ECR A HEMI AL BERNESZER |, ESHE Amazon ECR 2 HE
MEENL A HER, 75F Amazon ECR TEXNEAFNTER. IPV6EXENMNESZER , BZH
Amazon #E M ARREMEREN

® Note

Amazon ECR X @I I HEHk AWS PrivateLink KT mERGE, NMREBEFEE AWS
PrivateLink 3% , M4 H IPv4{XBREA K Amazon ECR & im T K.

Amazon ECR Kix T 2B H IPVANRAIRT RN RLETAZFNESHEE. XEBMITLLE
¥

s XE-BMBETRFEFET —MNXE,
o KA _IgQNERBURTREANRRGTT X T EEERFHA OCI 1 AWS Docker fn w170,

- B —7EED#X , Amazon ECR &S FIPS fREMNKRT 2. BXEE FIPS FREMN
Amazon ECR KT RIKRNEZE L | S IPE EL IR E (FIPS) 140-3,

BXAESE IPv4B CLI B9 Amazon ECR AP| AN ZE Fiw, Docker #l OC AWS | & Fim X1
BEARIET ANESZELR | AWS SDKs FSHRSK T M.

FFH1R HIE R IPV6

ZE [ Amazon ECR EMFRAHIER IPve , BEEFATNCHEK KRR T K. iR Amazon ECR Eft&
ZBIIPV6 , ERIELATESK -

o SBHE U A & A2 IPV6,
« Amazon ECR X#LATRiERFER : IPv6
« OCI| # Docker & igiER -

<registry-id>.dkr-ecr.<aws-region>.on.aws
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« AWS API &K :

ecr.<aws-region>.api.aws

o BAMEFERR IP ik 55 & ET AWS Identlty and Access Management (IAM) SUEMRF
B L,L@?E IPv6 #b3itSEEl. BXEZEER , F50 £ IAM KPR ER IPv6 i,

o fEAR IPV6 , RSB ERHR BES L IPv6 & RRemote IPHbit, EFITAETE, BIARFMER4LL
fRATIX L IPVEIE LAY IP ik,

® Note
MRBEFERAEXHHFE IPv6 b BXHBEER |, E5BRRAWS 2,

ik 1P kA

MREEARMEA Linux/Unix =X Mac OS X , M AT LAE AL T REIFF R curlan < IPv6 KN i 2
B LAY R Ak i A

Example

curl --verbose https://ecr.us-west-2.api.aws

REBNEEUNTOIR R, MREEIEER IP Ht IPv6 #ITERE , WZitbiFE —1 IPv6 #thit,

* About to connect() to ecr.us-west-2.api.aws port 443 (#0)

* Trying IPv6 address... connected

* Connected to ecr.us-west-2.api.aws (IPv6 address) port 443 (#0)
> Host: ecr.us-west-2.api.aws

* Request completely sent off

WRIREAK R Microsoft Windows 7 5% Windows 10 , A LUt 27 IPv6 a] LUEE IPv4 S fE
Apingir TiHRIXNZHmR , WTHIFFR.

ping ecr.us-west-2.api.aws
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fEAMNIL IPv6 Kifm i & HiER

& 0] LA AR KR =8B Amazon ECR APl, IPv6 Titi&{EMA IPv4 X2 , Amazon ECR API
BRIEMNIHEEM M BE BT RIE—B. IPv6

£ AWS Command Line Interface (AWS CLI) &t AWS SDKs , & 0] LUBE i B S B Hx
EREA IPv6e SR BINHER A RT R, IFEEEREXHPIEENHRLIRT RUUE

ZEIA Amazon ECR Rif T R, BHAUERABTTEREE , xmwﬁﬁwmgiﬁ¢ﬁ
Buse_dualstack_endpointA true. BXEZ{ERuse_dualstack_endpoint , EZSFEXXLH
FIPS £¥%7 Ko

Example FAGTEREE
aws configure set default.ecr.use_dualstack_endpoint true
Example I2HiER A= IPv6 £ AWS CLI

aws ecr describe-repositories --region us-west-2 --endpoint-url https://
ecr.us-west-2.api.aws

£ docker CLI MY 5% ECR KixT =

FKIEH Amazon ECR A EHFRICME S |, B[ L7 ECR GEMRHEZEFMPIE OCI BREA
Docker &, T RAERT AR IR IHKH docker push H docker pull f5%5

Example {5 Fim S #E%E docker R IPv4

docker push <registry-id>.dkr.ecr.us-west-1.amazonaws.com/my-repository:tag
Example f£ XXtk ik R #EIE docker 15

docker push <registry-id>.dkr-ecr.us-west-1.on.aws/my-repository:tag
Example {£ Aim R 3REX docker & & IPv4

docker pull <registry-id>.dkr.ecr.us-west-1.amazonaws.com/my-repository:tag
Example {# A XXtk i% S 32 EX docker &

docker pull <registry-id>.dkr-ecr.us-west-1.on.aws/my-repository:tag
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£ IAM KBS {E R IPv6 it

EERBRDEMERZE IPv6 , EHRER IP it fFiER IAM AP F Amazon ECR EMRERBIE
IPv6 it SEE, MMRKRFEH IP bt fFikREE SRR IPv6 tbtit , MFFIREFBEREMRN TaES
iR ERRTEHREMR IPV6. BXxFEH IAM EBHRINBRNESZEER |, H5R EHT Amazon
Elastic Container Registry B Identity and Access Management,

TR 1P #huk @y IAM SRRBEGER IP it RS ER. UTEMRKBE ROIEHENMAEER IP IPv4 thit
FHZEMRA A VFRMIS4. 240,143 . *SBE, EAHEELSTER (P ik ER G4 16 48 15 R A
& (exampleregistry). HTFFTE IPveibitFBE 7T AFHBE , Fitbit REE S LE IPv6 ks
Blexampleregistry,

{
"Version": '"2012-10-17",
"Statement": [
{
"Sid": "IPAllow",
"Effect": "Allow",

"Principal": "*",
"Action": "ecr:*",
"Resource": "arn:aws:ecr:::exampleregistry/*",

"Condition": {
"IpAddress": {"aws:Sourcelp": "54.240.143.0/24"}
}
}
]
}

ERI A IPv4 (54.240.143.0/24) H IPv6 (2001:DB8:1234:5678:: /64) it SBE |, EEU0E
MFERKEEH Condition JTHE , WA T RAIFTR. BAIAFERAXMConditionXREHREFHEH IAM
AP FEMR K,

"Condition": {
"IpAddress": {
"aws:Sourcelp": [
"54.240.143.0/24",
"2001:DB8:1234:5678::/64"
]
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/A Important

HEEAZE , IPv6 BAMEMAAEMER P b iEEF AR IAM AP AR RER, BIOTE
WHEMRREEFEER IP i ikiFik.

WA LAER 1AM Z2H 5 EHEM IAM AP BER |, Witk R https://console.aws.amazon.com/iam/, BX
IAM NEZEER | ESH (IAM AF ) https://docs.aws.amazon.com/IAM/latest/UserGuide/o
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Amazon ECR B M &R

Amazon ECR B RBLSETAAEAT BNREWREERRRER. CUUEARLREIMKRER
B Docker A% Open Container Initiative(OCIl) £ &M GHARNLBEREE®EE. 819 AWS K-
HRMERERENFAE Amazon ECR EMftR. B Amazon ECR AEEMKRMNESER , 55 H
Amazon Elastic Container Registry Public AF s AEEM K,

MREMERB=

- BHREREMLEEMERN URL B

https://aws_account_id.dkr.ecr.region.amazonaws.com,

s FZERT , BRKFJERFMBEAREIMERPNFHE, B2, AFPFSENRIERA
Amazon ECR , APls AR EENFAE FHEEHERIEMESKR. Amazon ECR =2t 7 21 HE K
REBHTERANNWAFIFER, BXREZEER , 52 H Amazon Elastic Container Registry EF &3
ERERBI,

o AR Docker B IR FIEMRINFE , LAEEA docker push 1 docker pull 55X ZFAH E M
RPN EFEHERTHENENEGIEE, BXEZER , BHSH Amazon ECR FHFAE FMFE S 4
- BN APGRRERTFEERBENLAEFHEMAES, BXEHEXEKNESER , HS
I Amazon ECR HHYFAE 176K FE SR R o

- BEAMEEIMREEES , TAEEBECHRETMRFH AWS Xz B EFENFEEMER
PRF@EE , A NBETRNKFHRTES. BXRXESZFEEL , 55 KR Amazon ECR FHAEREE
o

Amazon ECR R FAE EM &R B 1718 IE

B LAE A AWS Management Console AWS CLI, 2 AWS SDKs RA|ZMEBIRELE, thablfE
RIXLEFENEGRTRELERE , AlUHHSBBRESR. XLERFinERAREN AWS FHRIES Z,
REEEAR EAILEA Amazon ECR API #AMIRENGR & , (BEE R AIAEEEA Docker CLI S4FEE
S Dockerf B,

Docker CLI AX#EFAN IAM BHRIE A E, SMPITEHMZEER | LUE Amazon ECR A LAY} Docker
HERE AR EUE R 3 1T B 10 10 I A

BIRHEUATEFTFANTBEM RS HRIES E.
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£/ Amazon ECR EiF#BIfEF

Amazon ECR 1 T Docker il #HBIEF , X ES7E Amazon ECR H#EMIENBE RN ERZ T
FBEFA Docker Fif, BXZEMBESLSE , 15518 Amazon ECR Docker FiF i BIFEF o

@® Note
B #I , Amazon ECR Docker ‘ZiIEBIF A X 5% EHHRIE (MFA),

ER RN S hE

BENTHENNREESATRRSHRIETHEN IAM ZRANNRSEEMETEER. SH0RIESHEATH
FEE 1AM ZREAEBRBE BBERER 12 NeTHET Amazon ECR EfiftR. ERERNGHE , 40
£ GetAuthorizationTokenAPI I#ER R T E AP BAWSHI RIS Z B base6d mIBHRN T, Z

AWS CLI get-login-passwordin HEE R RMBEB RN TEKECIIRE , RARETLUFHAZZE

Fldocker loginn & 1T H 4RI,

£/ get-login ¥t %t Amazon ECR #A & XM R IIE Docker

-  EfEA[E Amazon ECR JEMFEXS Docker #1T F B IE get-login-password , BT H. aws
ecr get-login-password: ¥ & 17 36 IE 55 B 4% 44 docker login @858 , FHE AWS BERF & , Hi8
EEXNH#1THBIIER Amazon ECR SEt R URI, MRXZAEMERFITEMGRIE , N XFE
NENEIMEREEZT S,

/A Important

MRKRER , FRERSEHRIHZFHREN AWS CLI, BXEZEER |, HSHAWS
Command Line Interface {FAF#ER) FMZ % AWS Command Line Interface,

 get-login-password (AWS CLI)

aws ecr get-login-password --region region | docker login --username AWS --
password-stdin aws_account_id.dkr.ecx.region.amazonaws.com

 Get-ECRLogin @5 % (AWS Tools for Windows PowerShell)
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(Get-ECRLoginCommand).Passwoxd | docker login --username AWS --password-
stdin aws_account_id.dkr.ecr.region.amazonaws.com

£ HTTP API 5551

Amazon ECR X #F Docker jxfft&& HTTP APl, {E2 , B F Amazon ECR B TR EEME , Hit&E
HATN HTTP BERBHBZNSIE, BRI BER -HIZTUR I HTTP BAURL |, curlR &% get-
authorization-token AWS CLI is S HE NS,

5/ Amazon ECR HTTP API| 31T &0

1. FARZRENTE AWS CLI FRHEHRENIMEEE,

TOKEN=$(aws ecr get-authorization-token --output text --query
'authorizationData[].authoxrizationToken')

2. E[MO AP #{TEHRIE , AFF $TOKEN ZE4&B | curl S -H &, 4l LTHSL5
i Amazon ECR F#EFRNEGIRL, BXEZEE , i85 Docker itk HTTP APl EX
4,

curl -i -H "Authorization: Basic $TOKEN"
https://aws_account_id.dkr.ecr.region.amazonaws.com/v2/amazonlinux/tags/list

BRIBE— (T R) RBITHRHRITAAEXLRRE

HTTP/1.1 200 OK

Content-Type: text/plain; charset=utf-8

Date: Thu, 04 Jan 2018 16:06:59 GMT
Docker-Distribution-Api-Version: registry/2.0
Content-Length: 50

Connection: keep-alive

{"name":"amazonlinux", "tags":["2017.09","latest"]}
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Amazon ECR AriEE
Amazon ECR FFEEM TR IZE

Amazon ECR E AR EMBREFEMRPHIEEINE, NEIMXBDNEELFTIMRRE, &
A LAMERAFMEEMRIRERE B T8,

o SEMRNBE-SEMRARRBIEMEN S HIFBERNEEZNENIZE, BXEZEEL |, 53 Amazon
ECR F WA E T MRNR,

- RINEEHN-NEEEANATFRkE LFEMROEGEFELEEN Amazon ECR FAEEMERAF,
BREZELR , HSR F L IMERS Amazon ECR FAE M ERE S,

. SHERE-EHRERATESICNERERE AWS XIBEEBEKAE4l, BXEZER 34
Amazon ECR ARG E &,

o TFHEE QI BREAR-TF6 2R A T E X Amazon ECR RERECIEF 7 ERN EEAMNFHEIRE.
o, BIEFRIURFCIENGFRE. AXEZER , B0 ATEHEEZFRENESE S REY
(] 1 22 1Y 17 i B Y AR AR

- AEEE-RANBERT , EIMRECEAELRAH, SUUGEABEAKDE  ZyRRE—ME
HEFENAHEN | THRHRERENERIESERE. BXEZER , B2/ £ Amazon ECR H
HHRERBEFERMERE.

Amazon ECR R FAE F M RAXFR

Amazon ECR SR FMERREEFLEEMRR BB AWS F4HRFINR,

BERBETERIMERRERAKZEN, EHMIAEERENEMERKRIESTE : R4 1 (V1)
RS 2 (V2), V2 2 BAEMERKRECE , BIEFTE ECR PR, BXx API BRENTEY|X , FS
% Amazon ECR API i6F. V2 IRAZERIANEMERKREEEE, BXREFNREEIMRKECENE
ZER , BSRYRIT BEIMEFEKLTE, HX Amazon ECR AAEIMRENRENESR , BS
# Amazon ECR RVFAE EM R IZE.,

FRAFR AT o

¢ V1 — X FHRA 1, Amazon ECR {RIEFRE F MR R 558 FIHIT LA TR,

« ecr:ReplicateImage - MEMIKF, ( HFAFEME ) BFHEHEGEH R EHEMERANER,
XA T Bk, EHl,

 ecr:BatchImportUpstreamImage — RN RATBEGHTHS ABBHNIEEME,

« ecr:CreateRepository - RFEMEEMEKRPOIETEENNIR, WREZAEIMRPEK
BERATEHENRGIETESGNEREE , WEZ LR,
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* V2 — X TFHRZA 2, Amazon ECR RFREEHPRIFIE ECR #RF , A ECR ERAPEHFHITE
R B

R LAERRH A CLI REFRNE RGN EMREBSTE,

® Note

SR Fecr : *REFMEFL B EMR RIS | BEREBCER(VRTEEIEE MY TRERI
FENBERE  MAREABEM.

£

« Amazon ECR WA B XMk R I =Bl

- PRI EEMRERTE

« |&F1E Amazon ECR i TEEIK - & HIH EMRNR
- BF1E Amazon ECR FIREUEFREMRNIR

Amazon ECR W FAE M R K #E <51
UTREIERTETATEE B3 Amazon ECR JEMERAMEZNEREMRNERKEFH,

(@ Note

EZ/NRHIF | MRiZecr:CreateRepositoryRECMEMRKEEHMIBR , WAALABTT
gHl, BR , ERHES , BEEEKFPOURZEEHREE TN FHEE,

M RERKFNBRAS SRR FEE
AT R R A PR R BE 7o VP RIK P R A P E SIFR B 6 e o

{
"Version":"2012-10-17",
"Statement": [
{
"Sid":"ReplicationAccessCrossAccount",
"Effect":"Allow",
"Principal":{

SEA R R BE R AP kg7 2015-09-21 25
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"AWS":"arn:aws:iam: :source_account_id:root"

},

"Action": [
"ecr:CreateRepository",
"ecr:ReplicateImage"

1,

"Resource": [
"arn:aws:ecr:us-west-2:your_account_id:repository/*"

=~ RERBZSNMNKFRAF

UTFEMBNRRBEEEMMED. SMETBAFFEKRSOVRAF-EHMEEEE,

"Version":"2012-10-17",
"Statement": [
{
"Sid":"ReplicationAccessCrossAccountl",
"Effect":"Allow",
"Principal”:{
"AWS":"arn:aws:iam: :source_account_1_id:root"
.
"Action":[
"ecr:CreateRepository",
"ecr:ReplicateImage"
1,
"Resource": [
"arn:aws:ecr:us-west-2:your_account_id:repository/*"

"Sid":"ReplicationAccessCrossAccount2",
"Effect":"Allow",
"Principal”:{

"AWS" :"arn:aws:iam: :source_account_2 id:root"
.
"Action": [

"ecr:CreateRepository",

"ecr:ReplicateImage"
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iF
"Resource": [
"arn:aws:ecr:us-west-2:your_account_id:repository/*"

I RERIK S R RA S EHTE RIS prod- KATE R E,
MU E MR AR IR A VPRI 89 R A P S I prod- FFAMPEEMHE,

{
"Version":"2012-10-17",
"Statement": [
{
"Sid":"ReplicationAccessCrossAccount",
"Effect":"Allow",
"Principal":{
"AWS":"arn:aws:iam: :source_account_id:root"
},
"Action":[
"ecr:CreateRepository",
"ecr:ReplicateImage"
1,
"Resource": [
"arn:aws:ecr:us-west-2:your_account_id:repository/prod-*"
]
}
]
}

R 2T BEMRREETE

/A Important

NTHAFR , B EMRNEAEN BEENFERAV2EMERE, BEEXEUEMIER
€. Amazon ECR A& IS Bz siAFMREEEK, V1

IERLAMEREFI B CLI REZNE RGN EMREESTE,
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AWS Management Console
FAUTSREELNK/ARE, EEFYEMNIMRERMEE , FSHEAT LN CLI BF.
NIENFE T RS A RO R KR
1. ERBEEME/FMEEFITFF Amazon ECR ##lA https://console.aws.amazon.com/ecr/
2. MNEmEdEFR X,
3. ESMBERKT , EF DEIMK. “DEMZE" , RFEF TR
4

ERRIEL , ¥ FEMKREKE , BEFERRE JSON, WRER VI R, M2ER—%
iR, Hh a2 EHE v2 Wik, HEREA.

HER—MERE , RREMREBCTEEE#H N V2,

5. &t mLUERMER CLIERENR, BXEZER , FZH Amazon ECR FH AR EMFRIR
B

(® Note
EEEFREMEMERMEE , FSRAT LN CLI ERF.

AWS CLI

Amazon ECR 4R V2 EMREMK, EAUATIREFNEINEIMREKBEER, B EZERHEF
BERERNEUEMREHEE

- KRG IETE AR EM R RS

aws ecr get-account-setting --name REGISTRY_POLICY_SCOPE

SHEMNUEFTR, MRETREEBN , WFRBILATHER

aws: exrror: the following arguments are required: --name

EREMEMREBD THAE, EUATRABET , EMREEREN V1.

"name": "REGISTRY_POLICY_SCOPE",
"value": "V1"
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}

BA LU EM R EEAREAMNERVIAV2, VI FRHEERNEIMRERELE,

aws ecr put-account-setting --name REGISTRY_POLICY_SCOPE --value value

plan , ERA TS SERE V2,

aws ecr put-account-setting --name REGISTRY_POLICY_SCOPE --value V2

EREMEIMREBDTHRE, EATROABEHD  EMREBRESEHFH V2,

"name": "REGISTRY_POLICY_SCOPE",
"value": "V2"

& F 1 Amazon ECR H#1TEIK F & &8 F At XA R

BIKFREERBEATE AWS ZEREARTNR , AP EEENFEIMRESTERIMER, TRER
T, CEREEBCHIEMRPEEEXHEH . MRERTFEMAKSFRNBTEFHIEMRANER , MR
FEETMRER,

MR RKREESLTIRF ecr:ReplicateImage API BENBR. It API 2 —/NAEB Amazon ECR API
AEXFERKF 2B EFHEGR, BIETEIIRTF ecr:CreateRepository PR , ZXBR /2 1F Amazon
ECR EZHEMRPOIETFHE (WREERELTEE). WRAKRREM ecr:CreateRepository X
R, MABEIMERFFHRRERFHREBVHERNFEE, MRAFEIRTHK , EFFEK. M7
KM B ECreateRepositorysl ReplicateImage APl R{E&H 4 E RTEH CloudTrail,

Ef B S N RKEE (AWS Management Console)

1. ¥TF Amazon ECR ##|& , Bt Fhttps://console.aws.amazon.com/ecr/o

2. MNEMiErd | &% XiE R EE AR R

3. ESMERTP , EF REIMK, EF THEMRE", RAFERE TR

4. & Registry permissions ( EMRNR ) WE L , 1% Generate statement ( £KIEA ) »
5. HEARMEMBRTRUTTRUE REER,
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Amazon ECR Tt
a. NTREERE  EZFEH-BKS,
b. HENKERSH 6 WMAK-—NNKERS, LFREEIMREELAE Sido
c. XFikF , MALRER IDsERFRRNESNMNKTHWKS . EHESMK/ET IDs , FAESD
FBEA,

6. ‘&R

EfEE BN RRE (AWS CLI)
1. BIEHE RN registry_policy.json WXHHEAEIMERKEERE,

{
"Version":"2012-10-17",
"Statement": [
{
"Sid":"ReplicationAccessCrossAccount",
"Effect":"Allow",
"Principal":{
"AWS":"arn:aws:iam: :source_account_id:root"
b
"Action": [
"ecr:CreateRepository",
"ecr:ReplicateImage"
1,
"Resource": [
"arn:aws:ecr:us-west-2:your_account_id:repository/*"
]
}
]
}

2. fEFRBE A B EIEM R KB

aws ecr put-registry-policy \
--policy-text file://registry_policy.json \
--region us-west-2

3. RREWIAFIMRER,

aws ecr get-registry-policy \
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--region us-west-2

&= F1E Amazon ECR HFEENE ZR M RINERE

Amazon ECR FAEEMRNR AT A TRES IAM EEFRAHIZEFHNRTEE. R IAM policy %
F IAM SRAHRR 2 T M RNBRRBER TR , N 1AM policy £ 5.

EQEILETMRNBRERE (AWS Management Console)

o ~ w0 bh =

a
b.

o

$TH Amazon ECR ##|& , Mt A https://console.aws.amazon.com/ect/,

MNEMEd | EREEESPERENE MR FTINXE,

ESMERSD , EF REEMK, EF DEMRE", AREE TR

£ Registry permissions ( EMRMNPR ) WE L , 1£#F Generate statement ( £RIEA ) -
NTFEQENBNEFRIRRBKIED , BMITUATERE,

3t F Policy type ( ZREEEHE ) | #Ei%$F Pull through cache policy ( HXEBEFR ) o
W F Statementid (i@ ID) , AHEEEFEIRBEIREEN,

X F IAM entities ( IAM 354K ) |, EEETEERBTINAF. A8A8E,
NTFEEWEZE , ERESRBXBENEBEZFAN,

¥t F Repository names ( FEEEWN ) , EEEMNAANNE#EERELREN, flin, mRE
#87£ Amazon ECR Public L3E Amazon Linux Z#E , F#EZHEFN amazonlinux.
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Amazon ECR AriEE

Amazon ECR FAB 1ZfFE

Amazon ECR FAEZ#E I M Docker B &, Open Container Initiative ( OCI ) BR{&F] OCI &
¥, B A Amazon ECR APl #4EE, Amazon ECR 24| 8N EMES D |, B LEIE, KiEH
BRI G IFMEE |, HIRBENRAEE AL R EFE#E. Amazon ECR &5 Docker CLI &5 , E L&
A DU RS TT R IR R HEE B 7 B |, HIRER

£}

- WEFHEESS

- B2 Amazon ECR FABE 7 E L F R

« &% Amazon ECR B FHENRNEMNFHER
- £ Amazon ECR HHIBRFAEFHEE

« Amazon ECR FHIFAE 171 BE R

- f£ Amazon ECR H#FicFAEFHE

IR FEER=

« MABRT , ZHNKF A EBRMEARINEMERFOFHEE
(aws_account_id.dkr.ecr.region.amazonaws.com), 182 , AR EENRE T aLEA
Amazon ECR , APls LA a8 1 7764 FEHEIA S RIENAR &, Amazon ECR 2t 7 24 £ EREEKE
HARRBNBAFIFR, BXREZEER , S Amazon Elastic Container Registry T & 4 9 5K &
il

- BIRAPERRERN I FEERBY ARG ERE. BXESZEEL , 558 Amazon ECR FHFA
B E R

s FHEENAUXEFEGEEE , EUUEATEZE>EBUNFEE, Fl, RS HBERE
BEREMT , BB A JLAERA team-a ap &z , HIBA B JLAEA team-b tn A Z=H. X8 , 84
HAEHBEECH BN web-app WEEK , BNMNEGFUEANGAEZRFF L, XHEETER~E T
F1ER TR ERSANER ERXLEHE G, FHAR A WHEHE team-a/web-app , FIRA B WEBHE
team-b/web-app.

- BRNRBUUAEHCHEMRPEXSNEKS SR EMGFwE, SULNESEIMRIREFEE
EFIBERMNITIIERE, BXRXESER , $2 W Amazon ECR HHAMEEMRIRE,
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£ Amazon ECR FAHE 17 FE LAIZ & IR (&

/A Important

£ AWS KMS (DSSE-KMS) #X 2 BR 55 28 i 23X 1 X 18 7 AWS GovCloud (US) .

Bl Amazon ECR A B EME , ARERAEMERFEENBRMEG, BEBUTTSRUER AWS
Management Console®| 2 EFME. BXFERALRTFEENSR AWSCLI , BZHATRER 2 : 0|EF
&,

B EF#E (AWS Management Console)

1.

2
3.
4

fEhttps://console.aws.amazon.com/ecr/17 4% EE 3T FF Amazon ECR ## &,
NS Mz | R E0IR 176 EN X,
EE ECE, RARER CEEME"

NTFERESR , MATKENE—EH, FHEESHITUBTIEE (Bl nginx-web-app).
HE , AEHBEMN LA ZERKGFEEESHRZESS (FI project-a/nginx-web-
app)o

@ Note

FHEESMRZSAUESR 256 MNEF, EMSAUFEFX  HERRESNEFH, W
F, EFF. THEMERL,. FXEFEANEFR. R THLINERTL,

XNTEGRERATEY , BAF#EEEATHRETESREZ —

* Mutable — IREBFZRBIREL |, FARIET. BUERNINEFRFNFEERER , U
R Amazon ECR A LEH EFNE G, Wi EREAINMNTERRSNIREERH , BHE ‘IR
REHERR” XA EPMAREENRERBESR (*) EESMELEIIRE,

 Immutable — IR EABPF L BEIREWES , FEFHED , HBEHETENERZIHNERSK
B, EEATEMEEPNFTERS BRI, ImageTagAlreadyExistsExceptionfl R
SR EXFEIUERZHNES , Amazon ECR FiRE, i , BEANNTFAEREEARESE
¥, BE TAEHRESHR XAEPRAGSENRFEABER (%) CHE S MEEIIRE,
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® Note
FPREFEEMIEN AT EMIRE,

6. EMRTMBREE , iFiEFE AES-256 K AWS KMS, BEXEZEER |, F5H A%,

a. MREH , AWS KMS MFEEEMEZEMRE IR 2 WFHTEE, EH AWS KMS SHR= In#
FEXMNFARR, AXRESER , F2H Amazon ECR RFEM

b. BRIMERT , kFHAIaws/ectEBMW AWS EERH., WBRARELERVEZEA AWS
KMS MZEWF6 ENEZNKF P OEN, EREFEENZS (SR ) UEREBEH
AWS KMS %4, AWS KMS ZAMMEERHN TR —1MXE, %ZE 812 AWS KMS #
17, SME AWS KMS ZH A UBIEB DN EH.

7. NTEGAHRKRE A SALAUEF#ERINNEFAFEEARRE  EREMERELT M
RPFEEARKE. BSELAIMRFFIBEELHRE , EULLERERARMNESTE |, F
B3 AT BATE LA T 48 T 2 1 43 1 B L5 77 ik P Y T SR

8. EEFBIE.
EESR

EEEFRGEEIECNEFRENTSR  FARFRENEFTHES T, EUFA T HRUREGHILET
FEE , FZANREHIEE Amazon ECR BB F &,

BEH Amazon ECR FAAEEFERENABRMFMAER

BIBEEFHER , BT LLE AWS Management Console R &EE EFZ#EMRXNIEFAER

- FREPEETBERK

- EEREFFERNSIMEEEXINEAEE  SBESIMRERN AP SHA BE
- NEREAREENBEMIE

« FREREEREZREKNEDNNREEFAN

- FHRENNZRRE
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® Note

M Docker MRZx 1.9 715 , FERFEBHEIEZE V2 lRAH Docker jEMft TR 28I , Docker B Fime
ERBGEBHNDE. dockerimages i VM HE RARERMEBR KD, ik , Fi24E , Docker
AT gE £ IR E b AWS Management Console R AT R E K B o

BEFHERSE (AWS Management Console)

fEhttps://console.aws.amazon.com/ecr/7Z % T F Amazon ECR #2414,

MNEfEF | ERIEEETENFHEENXE,

ESMERD , ERTFEE.

£ Repositories ( FMEFE ) WE L , #%3® Private ( 748 ) U+ , AR AR EEENEHE,

EF#EFAEEREL , 28 88NN Images ( B ) NE. EASMXEEFHFEER
*1%1%\0

£ Summary ( BE ) EFEMEEFMAEE A NENZEM6#EN T BREEE.

%#F Images ( Bff ) ANEBSHFREFHNRBEXINES . EEFRRRRNESEE | B
ERREINE, BREZEER , 550 £ Amazon ECR HEFBREGEFHAES.

o k~ w0 bh =

MREERBRNEBIERL , BULLEARER RN FRELMNE , RAEEENR, BXE
ZE8 , 5 MR Amazon ECR R,

EENRUERERATHRREENTHRERK, BXESER , H5H Amazon ECR HHFAE
T2 i B R BE o

EEREDEHRBUEEEATERENESFHRBEAN, HLEAERELEGAREHTL
Bk, BXEZEER , S H £ Amazon ECR R A4 AR B3 BB &,

BEEREUERER T FM#EN TBIERZE,

£ Amazon ECR R BRFAE FEE

MRAEFEREESFEATE , EUUMNBRE. 50 ER7FEER AWS Management Console , FEE+R S
ENFEEGE WM ; LIRETTERCE.

/A Important
E M BR 77 6 B R Y BR R th AR BR . ST EHUR IR 1R
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fhl x4z 6% B ( AWS Management Console )

1. fEhttps://console.aws.amazon.com/ecr/7Z 4% FE T F Amazon ECR #2#14,
2. MNEmES | %EFTE EH R F6EN X,

3. HESMBERT , EFEFEE.
4

£ Repositories ( FfFE ) RWE L , %% Private ( #A8 ) W+ , RAEEBREMBROFHE | H+
%% Delete ( MIBR ) o

5. %&£ repository_name ‘BIBR” EOH , BWIARENMBRIEENFHE , AEEE “BIER

Amazon ECR I FAE F M FEE R B

Amazon ECR FRE TR RN REHIF#ENTT R, BETRRNNRLEE LIS ERES 58 F6#
ENRAFEAE®  URXLEAFPSAGTIUNZE#HERITHRE, RIAMBRAT , RENEEHEN
AWS K F B IGRIFEME, &0 AR FF6 E R R AR F 4 EN B4R,

FT

- FEFEREES IAM policy

« Amazon ECR Y FAE 77 4& FE R R~ Al

« 1£ Amazon ECR Hi& EFAE 76 FEE R #E 7= BF

F i FE RIS IAM policy

Amazon ECR #Zfi# B K& Z |AM policy B —EB% , IXLEREE T A T &3 #£4 Amazon ECR Zi#FE
#1718, 1AM policy BE B F N A 3 Amazon ECR REHINR , B th 7] B F 1413345 E R IREH
HEl,

EBERMEEA P RA ST ERERTHRIEN , FEEHERA Amazon ECR 124 E %8 1AM
policy. 40533t 7 A SE B 70 VP 5 FAL P S S HUAT S MRAEE BT 1AM policy 548 ELH (T R4
(RRERK) , MFHES ZRIE, P sA S RBB MR IAM policy 2 —REH TR BRI
WA, iR BB XA/ R G IIT BRI T,

/A Important

Amazon ECR EXRA B MNEE IAM policy A ecr:GetAuthorizationToken API , &
B REXEMRHEIT B B RIEHFEE Amazon ECR i EH A RIBEEZHE M. Amazon
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ECR 2T Z/MNHEE IAM Xi& , ATEHTEARINVALBRNER, BXELER , BSH
Amazon Elastic Container Registry & F & 4 5K B R 41,

R MERARXF AN REERE 2 — RIZHIXN BRI FREENTR |, AT REIH AR,

BERBIERT —4 Amazon ECR 7 FERE , ZRBAENSEAFHRFRERFHEREANS
B

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "ECRRepositoryPolicy",
"Effect": "Allow",
"Principal": {"AWS": "arn:aws:iam::account-id:user/username"},
"Action": [
"ecr:DescribeImages"”,
"ecr:DescribeRepositories"
]
}
]
}

HRBIERT —4 IAM policy , ZRBAKUE LEAMERNEL , FERERARRSENRKTERE
NEFEHE (HEMFENTE ARN I8E). BX Amazon Resource Name (ARN) BXWEZEE | 5

58 BERo

"Version": "2012-10-17",
"Statement": [

{
"Sid": "AllowDescribeRepoImage",
"Effect": "Allow",
"Action": [
"ecr:DescribeImages",
"ecr:DescribeRepositories"”
1,
"Resource": ["arn:aws:ecr:region:account-id:repository/repository-name"]
}
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}

Amazon ECR AR By FAE 17 4# FE R B 7R 51

/A Important

L TUE LR FEERE R SENAT Amazon ECR #AB 7@, MREES IAM K4
BEA  XEFHEEFERBRTEERETHE , BRIFHTER , & Amazon ECR FEEFEEENR
B BXRIMAREFHEERBNESEE , HSHME Amazon ECR HIRENL B FHEERKS
EO

Amazon ECR Zf&FEREE = |IAM policy B —7 , XEREKET A TR £ Amazon ECR 7
#iEE. |IAM policy BE AT N A4 X EA Amazon ECR IREWR |, Bt 7 A FR4I3 S ERRN
. BXEZER , FSH FHEXRKS IAM policy.

LA 17t BE R BE R BI2 7R 7 AT A T2 %I3T Amazon ECR FAH 176 BERY 15 RN BREY A PR = BA o

/A Important

Amazon ECR ERFA P ERERE IAM policy A ecr:GetAuthorizationToken APl , &
JEFREFTEM R 1T B B H MEE Amazon ECR F EHIXRIBEEEE S B, Amazon

ECR 2 TZ/MNEE IAM Xt , BTESFEARINNVALFRNE. BEXELZEER , BSH
Amazon Elastic Container Registry & F & 4 5K B R 41,

=~ RE—DESN AR
LUT B SR B RV — DTS A P [0 17 B HEE RN 7 BE R BUR (R

{
"Version": "2012-10-17",

"Statement": [
{

"Sid": "AllowPushPull",

"Effect": "Allow",

"Principal": {

"AWS": [

"arn:aws:iam::account-id:user/push-pull-user-1",
"arn:aws:iam::account-id:user/push-pull-user-2"
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I
"Action": [
"ecr:BatchGetImage",
"ecr:BatchCheckLayerAvailability",
"ecr:CompletelLayerUpload",
"ecr:GetDownloadUrlForLayer",
"ecr:InitiatelayerUpload",

ecr:PutImage",
"ecr:UploadLayerPart"

R RV EARIK
LAUT T R SR B RV EIK P A R R

/A Important
R TIRAVK - 45U AT Sl 2 M R X, SR RERR,

"Version": "2012-10-17",
"Statement": [

{

"Sid": "AllowCrossAccountPush",

"Effect": "Allow",

"Principal": {

"AWS": "arn:aws:iam::account-id:root"

.

"Action": [
"ecr:BatchChecklLayerAvailability",
"ecr:CompletelLayerUpload",
"ecr:InitiatelayerUpload",
"ecr:PutImage",
"ecr:UploadLayerPart"

]

}
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}

LT E#ERBATELERPNIE®G (pull-user-1Mpull-user-2) , EREEN B —MNE6E
FERZLIHRNR (admin-user ) o

® Note

N TF B 8T X0 E 8 &M 1764 FE KBS AWS Management Console , #& 7] LA FAset-
repository-policy AWS CLI &34 B iZ K8

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowPull",
"Effect": "Allow",
"Principal": {

"AWS": [
"arn:aws:iam::account-id:user/pull-user-1",
"arn:aws:iam::account-id:user/pull-user-2"

]

},
"Action": [
"ecr:BatchGetImage",
"ecr:GetDownloadUrlForLayer"
]
.
{
"Sid": "AllowAll",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::account-id:user/admin-user"
.
"Action": [
"ecr:*"
]
}
]
}
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Amazon ECR AFiEmE
Bl IBEFTE
DT FEERSIEL T AN, A AE AR REES.

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "DenyPull",
"Effect": "Deny",
"Principal": "*",
"Action": [
"ecr:BatchGetImage",
"ecr:GetDownloadUrlForLayer"
]
}
]
}

RO BREIZTIFE 1P #h ik iY77 B AR

LA RBIELE mEAa A 12 572 AR T 3R B 45 1 #3150 Bl B9 77 BE B B 1T £ 18 Amazon ECR #4ERIX
PR o

WiEAFRHNREHEE T AT Internet AR 4 (IPv4) IP thik 954 .240.143 . *SE/E,

ZConditionfEANotIpAddresstrfaws:Sourcelp&t4iE , FEE R — N AWSTEE N ZR4
B, BXRXEXMENEZRFER , BZH AWS 2/FH LT, XEaws:sourcelp IPv4 EEA
¥RER CIDR kRE. BXEZER , 50 (IAM AFERE) 91 IP it REEER/,

"Version": "2012-10-17",

"Id": "ECRPolicyIdl",

"Statement": [

{
"Sid": "IPAllow",
"Effect": "Deny",
"Principal": "*",
"Action": "ecr:*",
"Condition": {
"NotIpAddress": {
"aws:Sourcelp": "54.240.143.0/24"
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Amazon ECR AriEE

R SRR AWS BRSS

LA 724 B 3R B Ao iF AWS CodeBuild 18] SiZBRZE K FTER Amazon ECR APl #E, RUT R
Blet | BRIZER aws : SourceArn F aws : SourceAccount 4k R E BFLE R R A LA{E X it

/Ch

BR, BX*xEZELR , 55 (AWS CodeBuild AF1E®E) CodeBuildf# Amazon ECR R4,

"Version":"2012-10-17",
"Statement": [
{

"Sid":"CodeBuildAccess",
"Effect":"Allow",
"Principal":{
"Service":"codebuild.amazonaws.com"
1,
"Action":[
"ecr:BatchGetImage",
"ecr:GetDownloadUrlForLayer"
1,
"Condition":{
"ArnLike":{
"aws:SourceArn":"arn:aws:codebuild:region:123456789012:project/project-

name"

.
"StringEquals":{
"aws:SourceAccount":"123456789012"

}

£ Amazon ECR HFiZ EFAEF M ERIE = 8H

BRI BT S RE PN F6#ERMGEREEH, AWS Management Console & 7] LA BN 714
FEARMBANREEEH, BXTHIKE , B5 Amazon ECR FHFAE 1764 B R =,
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/A Important

Amazon ECR EXRA B NEE IAM policy A ecr:GetAuthorizationToken API , &
BT REFTEM R 1T B BRI H MEE Amazon ECR F# EH X RIBEIIEEE B, Amazon

ECREZHTZNHEE IAM X, BTESHFERIINNVAFERNE. BXEZEER , ESH
Amazon Elastic Container Registry & T & 15 # 5K B =l

R IE 171 SR 75 B

o ~ b

© © N ©

#Ehttps://console.aws.amazon.com/ecr/1Z & EE 1 ¥TFF Amazon ECR #4114,
MNERES | EREEEXNHIRE RS RN F6EERNXE,

ESMERP |, EREFRE

EF#EERIEL  ERENHRERBEANFEE  UEBFRENNS
MNERERGIRNENSMERP , EENR, &K

(® Note
MRIEARBINRIAT , FRREL T ERERRIRAEH,

ERENRTE L , EEFMEH,
NTERBWN , MAFHNBR,
NTHR , EREBEBUFENEREATERHABIEL,

NFEREA , EREREFANAINCE. BXEZELR , H3H IAM AFEEHH AWS JSON
%%ﬁ:i . é%*o

- Btk Everyone (*) £ , I ZBEAONATHRELY HHRKRIEN AWS AR,
s WFREZZEFXA , BEERSEIXABH (B ecs.amazonaws . com) LU BA B A 245 E M AR

%o

« £ "AWS 1K= # IDs , IEE—1 AWS K5 ( $Ia1111122223333 ) , U ZKENATHRE
AWS IKF THIFIER . AIBMERES 2R SIREES MK, .

/A Important
R TR, SIS At 27 EERMHXE , SNUFREHER,
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https://console.aws.amazon.com/ecr/repositories
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
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o XIF IAM Ktk ERFREEN AWS KF TENAFANARRAN.

® Note

N F B BT X R E S ZH0 70 B R BE AWS Management Console , % 7] LA fset-
repository-policy AWS CLI &34 B iZ K B

10. XN TFHEE , NEN AP HREN TR APIEZE R ZH N A KSR Amazon ECR API RERSEE,
1. TRE , ERREFIRERE,
12. RERNEBNEHERBKEEUN LS R,

£ Amazon ECR H#riCFAB FME FE

N T HBIEEE Amazon ECR FE |, B LUMER AWS B R FECH BB BLAFNWHIE
B Amazon ECR B E, 0 , LA LR KR Amazon ECR M EE N —HIRZS LU B IR R IR
NEBENRES,

PREEZAR AR

FREX Amazon ECR EEEMAENEN , NEKERFRABRHITHEFT. FET2BH 7 HERR. &1
LS AR LR ZAATE |, B0 LARERT M BR R R VARE . WALV ENEIR NN ZRFE |, BERTREN
HighZ=E, MREFMORZNESIZE6 ENERSNERR  FINERASESIBE. MRMBIBRE
R, BRI AR b SRR,

Al LAE A Amazon ECR #4]4& AWS CLI. 1 Amazon ECR AP| R4 EFRZ,

& /8 AWS Identity and Access Management (IAM) , #&a] A3 &) AWS K LR ENBIE, &
BB BRIRZ, BX IAM REEHRNIRZEMELR |, ESHthe section called “FEHE THRZM T RIZEF,

PRIC IR AME T 1T 5%

&7 Amazon ECR FERMMARSHERKANMEAXRBRER S ANKEEEER AN IEEEHB,
BXREZEEL |, ESH Amazon ECR £ %,

NFERLAERFNEA , FEREAHEFRSERENRRALENKEEFR. HlU, EALLRBEN
MARFEMAELNRRNRE , RAFEAKEEE , AEFEHRT RS PRERZNAREFHEX
K, BRBREFTENRINRADERENESER , S AWS Billing AFERE N A E A2 BLiR
f==3

Mo
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https://docs.aws.amazon.com/cli/latest/reference/ecr/set-repository-policy.html
https://docs.aws.amazon.com/cli/latest/reference/ecr/set-repository-policy.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/configurecostallocreport.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/configurecostallocreport.html
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® Note
WMREEERARE , WAILE 24 M EEE S ANEIE.

£ Amazon ECR R A FAE EMERMIFZ
B LURR SR B FAE I E .,

BXNZEMNREMENES , B5HA L AWS BFAFER) PHAEmE RN ERUKRE
ESN =

6 176 FE AR In#R X ( AWS Management Console )

1. $TF Amazon ECR ##l4& , Wit N https://console.aws.amazon.com/ecr/,
MNERES | EREEANXE,

ESMERP , EREF/E

EREFENEL , EPERENEEESLNEEE.

MRERED | ERFEERS,

EFEENRSTE L , ERFMFL, RINRZ,
EREFRERENEL  NEMEEEENE K REEERT.

N o o bk~ e bd

126 E ( AWS CLI 5 API ) AR iNARE

B LAMERAS AP AN B S — 1 AWS CLI HZNMRZ,
« AWS CLI -#5& &R

« API #&4E-TagResource

BT RBER AR AWS CLIERIRE,

RO ARIEEEE

LT miric F R E.

aws ecr tag-resource \
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https://docs.aws.amazon.com/tag-editor/latest/userguide/tagging.html#tag-conventions
https://docs.aws.amazon.com/tag-editor/latest/userguide/tagging.html#tag-best-practices
https://docs.aws.amazon.com/tag-editor/latest/userguide/tagging.html#tag-best-practices
https://console.aws.amazon.com/ecr/
https://docs.aws.amazon.com/cli/latest/reference/ecr/tag-resource.html
https://docs.aws.amazon.com/AmazonECR/latest/APIReference/API_TagResource.html

Amazon ECR AriEE

--resource-arn arn:aws:ecr:region:account_id:xrepository/repository_name \
--tags Key=stack,Value=dev

RO 2 BAS MRS R

LT = MRER N6

aws ecr tag-resource \
--resource-arn arn:aws:ecxr:region:account_id:xepositoxy/repository_name \
--tags Key=keyl,Value=valuel Key=key2,Value=value2 Key=key3,Value=value3

=~ 3 B ERARE
LT a5 57 ERBRIIRE,

aws ecr list-tags-for-resource \
--resource-arn arn:aws:ecr:region:account_id:repository/repository_name

Tl 4 BIEEMEERMRZ
DR TRE—1NERN test-repo WFEHEEHFMEBERN team, BN devs WHFE,

aws ecr create-repository \
--repository-name test-repo \
--tags Key=team,Value=devs

£ Amazon ECR H M\FAF 171 FEM BRAT X
& 7] LANFLE 764 P I BRAR
ENFAE 1765 E FHIBR#RZE ( AWS Management Console )

1. 3TFF Amazon ECR ##|& , Pt 7 https://console.aws.amazon.com/ecr/o
MNEfEd | EREFEANXSE,

EFEEREL , EPENFHERRERN 76 EZS LN SIEE,

MBREXSEF | EREEERE,

EREERETELE , EREE

ERBTFEERSTEL , ERERROSMIENNARER , RAEERRT.

o g &~ W D
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https://console.aws.amazon.com/ecr/

Amazon ECR AriEE

ENLBFMEEPRBRIRE (AWS CLI )

EAI AE A SR API ilBR — 1 AWS CLI S Z MR,

« AWS CLI -BUB#RIE 5 R
- API #4E-UntagResource

LUTRRBIER T S{AI A AWS CLIMTE A BE il BRARE .

aws ecr untag-resource \

--resource-arn arn:aws:ecx:region:account_id:xepositoxy/repository_name \
--tag-keys tag_key
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https://docs.aws.amazon.com/cli/latest/reference/ecr/untag-resource.html
https://docs.aws.amazon.com/AmazonECR/latest/APIReference/API_UntagResource.html

Amazon ECR AriEE

Amazon ECR F A B IR &

Amazon ECR £ FAE % EE P 774# Docker B %, Open Container Initiative ( OCI ) BR{&F] OC| & &
¥, EAILAER Docker CLI S Bk RE F im M IF i FE # X MR EVG B

& Bh Amazon ECR X} OCIv1.1 WX , BAI LA E#FEER OCI 5| A< API EXWSEM#H, T
HEEZE. REYWEER (SBoMs), Helm B&, HBERMEH, RBRMGNEHABZESR £
e, HERN BIMMRGHTER | ZREBEEFEFHEBENRS,

Xt f7f# £ Amazon ECR # Bt FE P RYIRBHITE R M M Amazon ECR EF#ETHRELZME
bttt MERE T MAEASSERERNHHEN R, BRANATRREBEENESFER , BZH AWS

Signer Developer Guide H#Y Signing container images,

£

« [FBRGHEIXE Amazon ECR A EHEE

« XNFfE Amazon ECR FAB i ER N RG#HTER
« M Amazon ECR A B 77 FE T I B & M H g4

« 7£ Amazon ECR H&EEMGIFHER

« M Amazon ECR FAF 77 B F G IR BN 8 0 A b IR 35
+ $2E Amazon Linux BE5M &

+ MBX Amazon ECR H#IBR &

« EFH5i2 Amazon ECR FHYBR &

« BhIEBBHFRETE Amazon ECR HiFBEE

« Amazon ECR FH BB GEERA X

« f¥ Amazon ECR B &5 Amazon ECS £&FH

« f¥ Amazon ECR Mg 5 Amazon EKS £ & H

FHR G HE 3= = Amazon ECR FAE 174 &

IBALURF Docker 4515, &8 %]k F Open Container Initiative (OCI) S5 A R A W4 HIA TRV FL
BEME,

Amazon ECR A 7 —f G ENmEEH R EMEMEN T E, BIELZNAEEIMREEFTE
EEHIEE AU EECIMRIBEXEMNEBERARKFAH#ITES, BXEZEE |, 55 H Amazon
ECR A FAE EMRIRE,
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https://github.com/opencontainers/distribution-spec/blob/main/spec.md#enabling-the-referrers-api
https://docs.aws.amazon.com/signer/latest/developerguide/container-workflow.html
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£

o [FBGHEIXZE Amazon ECR FAE EM#ER IAM X R
« ¥ Docker BR{&#EiXF] Amazon ECR A E FiE

o FZEMGHIEE Amazon ECR FAEF &

 fF Helm B&RH#IXF Amazon ECR A EFH#E

SRR G HEIXE Amazon ECR FAB M EM IAM R

AP EEFNREGHIEE Amazon ECR R EFHEEN IAM R, ERBEFHRENRNREXR , L5
BRI NEGEFEENTRNR, BIE TR FX A FEER T RN R,

APXRBEERENSHE , mEHEEHNEN Amazon ECR EMEBHTHEMHREIL, Amazon ECR
RBIET 2 AWS RERERZHTFRERBNNAFHRENERE. BXEZELR |, 5/ AWS Amazon 3#
MREBEMERNIEE R,

AT BEZBCH IAM K, LT IAM RER T RRGHEE B EFEERTNNR. ZREEFE
FREENRIR , EERZFHEERNTE Amazon FIRE M (ARN).

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"ecr:CompletelLayerUpload",
"ecr:UploadLayerPart",
"ecr:InitiatelayerUpload",
"ecr:BatchChecklLayerAvailability",
"ecr:PutImage",
"ecr:BatchGetImage"

]I

"Resource": "arn:aws:ecr:region:111122223333:repository/repository-name"

"Effect": "Allow",
"Action": "ecr:GetAuthorizationToken",
"Resource": "*"

]
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}

AT 1AM SRBE 352 T 1 BRGHEE 2 PR 70 FE P B VAN BR o

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [
"ecr:CompletelLayerUpload",
"ecr:GetAuthorizationToken",
"ecr:UploadLayerPart",
"ecr:InitiatelLayerUpload",
"ecr:BatchChecklLayerAvailability",
"ecr:PutImage"

1,

"Resource": "arn:aws:ecr:region:111122223333:repository/*"

¥ Docker BR{&H#EIX E| Amazon ECR FA B 44 E
BB LAE A docker push s & AR BB #IAE Amazon ECR 7 &,

Amazon ECR & X512 F#E X A T 22 MMRRH Docker iEREFHIER, EXEER , BSRANZ L MM
& #3% 2] Amazon ECR FAE Ff FE,

#3% Docker &% %] Amazon ECR 12 E

EHIEEBRZE , Amazon ECR B EMLMFEE. BXEZEER |, S the section called “BlEF &
FELATE A R 18

1. MEBEHEESI Amazon ECR EMERIE Docker B/ M 513, AR S MEMRKE
BSI  SIEREN 12 M., BXEREL , H5H Amazon ECR RS MRS B
i,

E3t Amazon ECR SEMRREIE Docker , #Ei21T aws ecr get-login-password @5, & RIE
ThE{EIE 4 docker login iR , SE AWS BERF A , HIEEEXNEHRTHHRIEN Amazon
ECR JFft &k URl, MRX SAEMKRFITHMRIE , WARERNBNERKREEZT T
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/A Important

MRKBER , BREREHBNHEHTREN AWS CLI, BEXEZEE |, HSHAWS
Command Line Interface {AF M) FHZ&E AWS Command Line Interfaces

aws ecr get-login-password --region region | docker login --username AWS --
password-stdin aws_account_id.dkr.ecxr.region.amazonaws.com

2. MREEHENEIMKRTPEZIELENGEGITHE , BOEE. BXEZER , B2H 0
Amazon ECR FAE 77 FE L 1F & IR 15

3. RBIEHIEMNAHESR, B1T docker images B HHREHNARER.

dockex images

A U EERN G SHEPERZrepository: tagEHE % 1D K23 E &,

4. BYEMEAMN Amazon ECR FEftk. FREMATEEGITEEMNEASHFICENESR, EMREX
AN aws_account_id.dkr.ecr.region.amazonaws.com. FEEZMBMEENREHLEN
FRE—H. NREBESIRE , BITERERZEH latest,

LA 7RG ID B A it B ¥R
iBe9ae3c220b23Haws_account_id.dkr.ecr.region.amazonaws.com/my -
repository:tag.

docker tag e9ae3c220b23 aws_account_id.dkr.ecr.region.amazonaws.com/my -
repository:tag

5. {# docker push S FHEIXER -

docker push aws_account_id.dkr.ecr.region.amazonaws.com/my-repository:tag

6. (FiE) BIYEE Step 4 M Step 5, MREBNAEAHE MRS H X LEFRZHIEE Amazon ECR,
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https://docs.aws.amazon.com/cli/latest/userguide/install-cliv2.html

Amazon ECR AriEE

2 R R G HEIE B Amazon ECR FAB 17 e

B oI M#EIE Docker BH IR , B LUG SRR EHEIEE] Amazon ECR FikE, BHEIIKREE
BEE—INHESMNMEGEHRUENERIIR. ASBERT , BRIRKEMNREHEYEEERTTE
BRERGHIEMWRELIEN ., FLEIRTRYUET. BXESFEE , HSH Docker BHE,

FHHEY|RA UG EM Amazon ECR & & —#1E Amazon ECS 155 E X 5 Amazon EKS Pod M3t H 18
B 5 A,

FRFM

« &K Docker CLI |, FFERKMIEE, BXRZBMINEENIESR , 1535 Docker XRHH
Experimental features,

. EHIEEBRZE , Amazon ECR FEMLNEFEE. BXEZEER |, 155 the section called “BIE7F
it B AR R BB

« TEBIE Docker SEH Z 8l , XTGMGEHE BTN EMHE, BXRNAKEEGNES , ESH T
Docker M {§3#3% 2| Amazon ECR FAE 74 &,

5% 3_# Docker SR % #3i%XE| Amazon ECR 12

1. BE@[EHEEBSN Amazon ECR EMRIIE Docker BN 519, SN ENEMERIKRE
BRSE , SHEMERN 12 ht, BXEZELE |, 5 Amazon ECR FHIFAEIMER S HEK
U,

EX Amazon ECR JEM TR Docker , #I1=1T aws ecr get-login-password . {5 & 10K 1iE
SRS docker login 8RR, B AWS AEAF R |, HEEEXNHM#THHREIUEA Amazon
ECR FfZk URl, MIRX ZAEMKRBITHMARIE , WAAEHRNBNERKRESEZTT

/A Important

MRIKEEE R , BLEREFHBEHRAEN AWS CLI, EXEZEER |, BSHRAWS
Command Line Interface {AF#ER) FHZ % AWS Command Line Interface.

aws ecr get-login-password --region region | docker login --username AWS --
password-stdin aws_account_id.dkr.ecx.region.amazonaws.com

2. FIHEF#EFHRSE , BIARGIRE,
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https://docs.docker.com/engine/reference/commandline/manifest/
https://docs.docker.com/engine/reference/commandline/cli/#experimental-features
https://docs.aws.amazon.com/cli/latest/userguide/install-cliv2.html

Amazon ECR AriEE

aws ecr describe-images --repository-name my-repository

3. fIZ Docker E#%|&K, manifest create S RIISIANEGRRBEEETENEHES , H
EXRMEIEFE,

docker manifest create aws_account_id.dkr.ecx.region.amazonaws.com/my-
repository aws_account_id.dkx.ecx.region.amazonaws.com/my-
repository:image_one_tag aws_account_id.dkr.ecr.region.amazonaws.com/my-
repository:image_two

4. (Wik) K& Docker ;FH IR, XELREBHINERIIXRFSIANENEHBBFENKNPINBE,

docker manifest inspect aws_account_id.dkr.ecxr.region.amazonaws.com/my-repository

5. Ff Docker j& % 5 R # X B &M Amazon ECR Zf .

docker manifest push aws_account_id.dkr.ecr.region.amazonaws.com/my-repository

55 Helm B &R #*X 2 Amazon ECR FAEF#E

& B] LASF Open Container Initiative ( OCI ) #3#4F#£3% F| Amazon ECR 7t FE. EEFILIIEERN RHAI
BEFEAUT LSRN Helm B &k#IXF Amazon ECR,

B X1 Amazon EKS #fff Amazon ECR £ &M Helm BRMEELR , 5 1E Amazon EKS £/
ft”z% Helm 13—‘%0

$$ Helm Chart #3%£ %] Amazon ECR F#E

1. REBFRAEHN Helm B iR, XESRRMEM Helm kA 3.8.2 wEMN. BXEZER , F5
%% Helm,
g

2. FREUTIROENE Helm Charte BXEZEER , FSH Helm X84 - Al

a. BIEEN helm-test-chart B Helm Chart #/5Bk templates B ZHAR.

helm create helm-test-chart
rm -xf ./helm-test-chart/templates/*

b. fEtemplatesX#XConfigMap &Iz,
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https://helm.sh/docs/intro/install/
https://helm.sh/docs/chart_template_guide/getting_started/

Amazon ECR AriEE

cd helm-test-chart/templates
cat <<EOF > configmap.yaml
apiVersion: vl

kind: ConfigMap

metadata:

name: helm-test-chart-configmap
data:

myvalue: "Hello World"
EOF

3. Ta8E%k. NI EEEMIE Helm Chart REANIT SRR XHE.

cd ../..
helm package helm-test-chart

i

Successfully packaged chart and saved it to: /Users/username/helm-test-
chart-0.1.0.tgz

4. BIEFMELFM Helm Charte BRENBMN SR 2 F4)22 Helm Chart B E B FRIT
ft. BXEZELR , F5H 02 Amazon ECR LB EUF#ME,

aws ecr create-repository \
--repository-name helm-test-chart \
--region us-west-2

5. XWEm@EH#IX Helm Chart B9 Amazon ECR ¥R IIE Docker HFFiwM B4, SO =N EM
RIRBENTHE , THEXER 12 het, BXEZELR | 558 Amazon ECR FFAE A&
MR,

aws ecr get-login-password \
--region us-west-2 | helm registry login \
--username AWS \
--password-stdin aws_account_id.dkr.ecr.region.amazonaws.com

6. fE£A helm push aE S H#% Helm Chart. %i i R‘@%% Amazon ECR ##f#F URI 1 SHA i Z,

helm push helm-test-chart-0.1.0.tgz
oci://aws_account_id.dkr.ecx.region.amazonaws.com/
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7. RIER Helm Chart,

aws ecr describe-images \
--repository-name helm-test-chart \
--region us-west-2

TR BiF artifactMediaType SHIEREBWM 4R,

{
"imageDetails": [
{
"registryId": "aws_account_id",
"repositoryName": "helm-test-chart",
"imageDigest":

"sha256:dd8aebdda7df991a0ffe@b3d6c@cf315fd582cd26f9755a347a52adEXAMPLE",
"imageTags": [
"9.1.0"
1,
"imageSizelInBytes": 1620,
"imagePushedAt": "2021-09-23T11:39:30-05:00",
"imageManifestMediaType": "application/vnd.oci.image.manifest.vl+json",
"artifactMediaType": "application/vnd.cncf.helm.config.vl+json"

}

8. (i) ABEXHMER A FHLLE Helm ConfigMap HFFIAMER Amazon EKS, AXEZER |, iF
S # £ Amazon EKS 8 T % Helm Bk,

Xff7f& £ Amazon ECR B FREFHNRERITER

Amazon ECR AWS Signer 5K , NIZRHE T —HEXZFRB[MEN T E, BALRERRRENZES
FRELEF#EED,

EEEIM
£/ Amazon ECR 8&BX AR MEZ LTSI,

- FRETFENSRITASIMERENRAGRRUENRSR#HA. AXRESEE , SR Amazon
ECR RS Eidl.
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- HEFERETEFESETER , Amazon ECR £ o AR HEZER S MERE/ 24 MetRBEE

XEBE,

FRF M

BT 2R, TR BT RS,
. RRHAFEBEHTRAN AWS CLl, BEXESZEL , 3% (AWS Command Line Interface FAF1E
) FHZERFEFRFRAL AWS CLI,

- REKIE CLI MRS AWS Signer i@, BXEZER , HSH (AWS Signer F X AR ERE) &
WX BB TSR EREL

- XEFME Amazon ECR WEFREFNARER. BXESER , F5H HBREHEEZE Amazon
ECR IAB Ffi .

N Notary B F inll & & 5 1iE

FE £ Notafication CLI BIBZXE 25l , XMEBRBEE % , FHEE® M Amazon ECR #1TH 4%
iE, MREERE Notation B imHYE —FEH LELE T Docker , BBA Notation FFEAHE 7 Docker &
FimERNAER B MBRIEA %, Docker login M logout @ fF A iF Notation sign M verify &5
FERAMEBNEILE , HEETLRIEXS Notation #H1TH MK, BXEE Notation & Ui 1T & 17 K iE
HiFHE S , 5SS 5 Notary Project XA #Y Authenticate with OCl-compliant registries,

MR IE&EFE A Docker R E M {FE A Docker RN T E |, BBLIEAVEWE A Amazon ECR Docker &
IEBIFERNENELFME. BXNAILENEE Amazon ECR ZilBIFNEZELE |, 5 Amazon
ECR Docker ZEIEBIF,

LERR

AUERANATSREUBEZRR[REAFNTR , LR F#EE Amazon ECR B FMEE
B, Notation FEARHENREEHITER.

EXZME

1. A AWS Signer £ZF & 8IENotation-0CI-SHA384-ECDSAZ BB E X . B LULEERM
A --signature-validity-period ZBIEELEZ B XM, AL DAYS, MONTHS =%
YEARS EEIE, MRREEERE , NEARIAE 135 MNA,
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https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://docs.aws.amazon.com/signer/latest/developerguide/image-signing-prerequisites.html
https://notaryproject.dev/docs/user-guides/how-to/registry-authentication/
https://github.com/awslabs/amazon-ecr-credential-helper
https://github.com/awslabs/amazon-ecr-credential-helper
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aws signer put-signing-profile --profile-name ecr_signing_profile --platform-id
Notation-0CI-SHA384-ECDSA

(® Note
FEEEXHFBWNXEFFERFZRMTL ()

2. BEEHNBRINEMERI:IT Notation EFwmEHRIUE. U TRAEFEAX Amazon ECR FABEM TR
Lotation CLI # 1T &% ¥if, AWS CLI

aws ecr get-login-password --region region | notation login --username AWS --
password-stdin 111122223333.dkr.ecr.region.amazonaws.com

3. f£A Notation CLI MBEHTER , A BEAFHEERNN SHA BEEERR. XFEEZRH
FE#EEIEELEZNRBFTEN Amazon ECR AR FEE,

HUTREISH , BAEEN curl® SHA HEYFMH
FEsha256:ca78e5f73019a789ef8c63bb55275ac12dfb9e8099e6EXAMPLE H1 iy AR i3 1T %5
B

notation

sign 111122223333.dkr.ecr.region.amazonaws.com/
curl@sha256:ca78e5f730f9a789ef8c63bb55275ac12dfb9e8099e6EXAMPLE --plugin
"com.amazonaws.signer.notation.plugin" --id "arn:aws:signer:region:111122223333:/
signing-profiles/ecrSigningProfileName"

s H IR

WNEBMRGHITERF , IUERRIELE, BXKBIEBREEE |, ESH AWS Signer Developer
Guide ##Y Verify an image locally after signingo

M Amazon ECR #5785 17 fifl & A il R & M H b g 4+

&R LAE A ORAS & i 5l i MM Bk Amazon ECR FAEFRERMEEMEMSI BREMH4. BRE
BAMEAL S| A4S ERIR G 7T XKLL (FSH Bk Amazon ECR HEIMRE ) o LA 2544
MERE B HE
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https://docs.aws.amazon.com/signer/latest/developerguide/image-verification.html

Amazon ECR

ZE{EA ORAS CLI EERGH#4

REFE E ORAS B/ ik,
AXxRZENBEE ORAS B IKRHEE |, 5511 ORAS XRHH Installation.
E5H Amazon ECR MG T Y |, A oras discover , FEIN EBREEFR -

oras discover 111222333444 .dkr.ecr.us-east-1.amazonaws.com/oci:helloworld

WHMNIM TR

111222333444 .dkr.ecr.us-east-1.amazonaws.com/

oci@sha256:88c0c54329bfdc1d94d6f58cd3fcb1226d46f58670f44a8c689cb3c9b37b6925
### application/vnd.cncf.notary.signature

### sha256:387c10c1598eel8aae81dcfc86d0d06d116e46461d1c3cda8927e69¢c48108c42
### sha256:6527bcec87adf1d55460666183b9d0968b3cd4estbc34602d485206a219851171

E#FH ORAS CLI MIR&EE |, I EHIFFR , BHITUTHS ;

oras manifest delete 111222333444 .dkr.ecr.us-east-1.amazonaws.com/

0ci@sha256:387c10c1598eel8aae81ldcfc86d0d06d116e46461d1c3cda8927e69¢c48108c42

WMENITAR

Are you sure you want to delete the manifest "111222333444.dkr.ecr.us-
east-1.amazonaws.com/

oci@sha256:387c10c1598ee18aae81dcfc86d0d06d116e46461d1c3cda8927e69¢c48108c42" and
all tags associated with it? [y/N] y

4. $Ey. NBIERMEH,

FEHEE I B ) 7R

MREAMBR (BRI ERHER ) KW, WS HIARULTRR @,

T BR A9

RAriEmE
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Error response from registry: failed to delete 111222333444.dkr.ecr.us-
east-1.amazonaws.com/
oci@sha256:387c10c1598eel18aae81dcfc86d0d06dl16e46461d1c3cda8927e69c48108c42:
unsupported: Requested image referenced by manifest list:
[sha256:005e2c97a6373e483799fa4ff29ac64a42dd10f08efccl66d6775f9b74943b5b]

MERTE OCI 1.1 R Z BUHEEAVERBREY | AIREQ R A MR, MEERPFTIR | BT EHBR 5| B %R &
RBRE , RIES R BRIZRE , TR -

1.

4.

EMBRSEM RSB RERRBFE |, FRA

oras manifest delete 111222333444 .dkr.ecr.us-east-1.amazonaws.com/
oci@sha256:005e2c97a6373e483799fa4ff29ac64a42dd10f08efccl66d6775f9b74943b5b

WMENOTRR

Are you sure you want to delete the manifest
"sha256:005e2c97a6373e483799fa4ff29ac64a42dd10f08efccl66d6775F9b74943b5b" and all
tags associated with it? [y/N] vy

By, RMIBREE,
BEEKE , BALRRES

oras manifest delete 111222333444 .dkr.ecr.us-east-1.amazonaws.com/
oci@sha256:387c10c1598ee18aae81dcfc86d0d06dl116e46461d1c3cda8927e69c48108c42

BERIMTAR : &y,

Are you sure you want to delete the manifest
"sha256:387c10c1598eel8aae81dcfc86d0d06dl16e46461d1c3cda8927e69c48108c42" and all
tags associated with it? [y/N] vy

Deleted [registry] 111222333444 .dkr.ecr.us-east-1.amazonaws.com/

0ci@sha256:387c10c1598eel8aae81ldcfc86d0d06dl16e46461d1c3cda8927e69¢c48108c42

EEEXEARTCOMER, FRA -
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oras discover 111222333444 .dkr.ecr.us-east-1.amazonaws.com/oci:helloworld

Wt A A0 R AR

111222333444 . dkr.ecr.us-east-1.amazonaws.com/
oci@sha256:88c0c54329bfdc1d94d6f58cd3fcb1226d46T58670f44a8c689cb3c9b37b6925
### application/vnd.cncf.notary.signature

### sha256:6527bcec87adf1d55460666183b9d0968b3cd4e4bc34602d485206a219851171

£ Amazon ECR R EFREIFHMEER

HREHEITHES  TUEERELS, FEfNEAEEmT

- B URI

+ BRIRZ

- MHRERE

- BERERRE

- FERES

- BHBHKD (A MiB F B 11)
« REBHZAIFHENNE
-« EHRS

BEEREBIFMEE (AWS Management Console)

1. fEhttps://console.aws.amazon.com/ecr/1Z & FE 13T FF Amazon ECR #2#14&,
2. N&mEd  ERIERGREEEENXSE,

3. ESMERT , ERTFEE,

4, HEGEHEREL , EREEENEME,

5. TE “GFH#E : repository_name’ NH L , AR EEEHFMAEENESK,
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M Amazon ECR #4877 i# FE F R R IZEL B SRRy AR s I35

MR % Li=1T Amazon ECR ] A9 Docker & , AT LU docker pull f5 5 HIZE B A IR 5
BRI UM ERIAEM RS S H A AWS K P X BR AV SE M R AT IR 46,

E £ Amazon ECS & E X B EH Amazon ECR &1 , 21 . ¥ Amazon ECR M{§5 Amazon
ECS £4#H

/A Important

Amazon ECR ERA A& IAM policy A ecr:GetAuthorizationToken API , &
BFREXEMRETE BRIEHMEE Amazon ECR Ei EH A RIBEREIEHE R, Amazon
ECR E{#\T%'ﬂﬂ AWS EERBREZFFERANNAFHRINE. HX Amazon ECR AWS #
EXRBENELR | HSHAWS Amazon BRI IMERNILE T K.

M Amazon ECR =& EE$2E Docker & 15

1. 21 Docker FEF imiF B EM P IREVEBRH Amazon ECR JEfift k. SHMEFNEINEMERIRE
BT, SHEEMMHR 12 hit, BXREZEE |, SR Amazon ECR FWFAAE XM &R B KK
i,

2. (&) R ERMHFE K.
AJLAE A aws ecr describe-repositories 55 5l HEM TR PRI FEEE -

aws ecr describe-repositories

ERROGEMRBE—1NABR amazonlinux BFMEE,
AT LAfE A aws ecr describe-images R ifRFE EP N ES -

aws ecr describe-images --repository-name amazonlinux

EFRREIF#HEEETIFE latest 1 2016.09 WER , A BEBGHEENRN
sha256:fl1ld4ae3f7261a72e98c6ebefe9985cf10alea5bd762585a43e0700ed99863807,

3. fEH docker pull in FIREEGER. BHRBMEINNN registry/repositoryl:tag] RERFE
BE , iR registry/repository[@digest] LMEZR B EIREL,

dockex pull aws_account_id.dkx.ecx.us-west-2.amazonaws.com/amazonlinux:latest
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/A Important

MREWE| repository-url not found: does not exist or no pull
access $5i% , B EEEE [ Amazon ECR RiF&# Docker B ik, BXEZEE |, &
2 Amazon ECR HVFAE MRS BRI,

12H Amazon Linux &85 &

FA%E Amazon Linux ASSE SN E4AHE S Amazon Linux AMI RSN HEHAEMEE. Amazon
Linux REFARRIEN Docker THEAFWE ARG , TRAEEMHEHR, MELZFGILEE Linux AMI A
FU oM ERERF EC2 , NALAEHATL D Linux BEREGNNARERHITASR,

EBA LATE AR FF AR E AR A Amazon Linux BeR8% , AR EA Amazon ECS &N AR #IE
B AWS £ Amazon ECS, BXxEZEE , 55 & Amazon ECR B 5 Amazon ECS & &
A,

Amazon Linux 2887t Amazon ECR Public #f1 Docker Hub E A . E3R1E Amazon Linux 28
MG | BEE AWS FFEAG1RE,

M Amazon ECR Public #32H Amazon Linux Bes& %

1. R Amazon Linux Public jEf3&R# T Docker B i § M RIE, BIFSENEMRERN 12 )
Bte BXEZELR |, 219 Amazon ECR FHFAE I MR B HRIT,

(® Note

MARAS 1.18.1.187 FF#s , AWS CLI HZ#HE ecr-public is s , B2 , RINBWWEA K
¥4~ AWS CLl, BEXEZEER , i5SHAWS Command Line Interface (A FIEmE) #
K% % AWS Command Line Interface.

aws ecr-public get-login-password --region us-east-1 | docker login --username AWS
--password-stdin public.ecr.aws

BRBE—N (T R) RBITHRRITAEXLRE
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Login succeeded

2. £ docker pull i5 32E Amazon Linux B85 %. E7 Amazon ECR Public Gallery #& &
Amazon Linux B2 1% , 2% Amazon ECR Public Gallery - amazonlinux.

dockex pull public.ecx.aws/amazonlinux/amazonlinux:latest

3. (W) EAMEBITERR.

docker run -it public.ecr.aws/amazonlinux/amazonlinux /bin/bash

M Docker Hub $£E% Amazon Linux B 285§

1. £ docker pull i F12E Amazon Linux B &% %o

docker pull amazonlinux

2. (Wit ) EARHIETER.

docker run -it amazonlinux:latest /bin/bash

f B Amazon ECR H YRR {5

MRELERERARSR , IUNEFREFRRE, MREERERFEE |, TUMRENMEEEUREF
MBS GR. AXESEER , HZH £ Amazon ECR il BRFAE FE .

FERAFHRBREENBRTE BTN CEFEFLEGFNRE  WEEF R FEETRENED
BYEE, £wEAMRBEEINITUERE, BXESZEE , HSM £ Amazon ECR FEMAEmEARE
k& B 30 B E R &

(® Note
MRENEFREPIEEEGRE , HP —ERERE Amazon ECR X#F OCI v1.1 ZBIH#E
B, WEELZLXBEATINREREITFLTIR, Bt , HEMER OCI vi.1 Z BT IR
B, ATRER EF MRS A ZMR G I E R 5 R T seMl Rz o
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fiBR4E & (AWS Management Console)

1.

I

fEhttps://console.aws.amazon.com/ecr/1Z & FE A 3T FF Amazon ECR %4,

MNEES | ER DS EMROEGHXE,

ESMERP , EREF/E

EF#EEREL , ERISERBRNRENEFEE.

£ “F68FF : repository_name” WH L , P ERERIVBGKAEN N EIRIE , ABEER “BIER
ERBREEITEES , RIDEENRERENEMER , REEERER,

il BR 45 & (AWS CLI)

1.

JIHF#ERHER. TRENEEFEFREGHEURMERIKRENIIR, THRENRENRER
REEE,

aws ecr list-images \
--repository-name my-repo

(i) B S E EMBRE G RBARE KRB BRBEGNVEMTFRTENRLE. NEETDBIBRRE — MR
£ , ablfRiZ&ER.

aws ecr batch-delete-image \
--repository-name my-repo \
--image-ids imageTag=tagl imageTag=tag2

BYEERERERBRTRERTHERENGRR, TEISIAREGHERNREGN , RBREM
BIREH WM ER.

aws ecr batch-delete-image \
--repository-name my-repo \
--image-ids imageDigest=sha256:4f70ef7a4d29e8c0c302b13e25962d8f7a0bd304EXAMPLE

ERBRZSIRE , EUUEBRPEESMREHREHERBE,

aws ecr batch-delete-image \

--repository-name my-repo \

--image-ids imageDigest=sha256:4f70ef7a4d29e8c0c302b13e25962d8f7a0bd304EXAMPLE
imageDigest=sha256:f5t0e245ssffc302b13e25962d8f7a0bd304EXAMPLE
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E 12 Amazon ECR =Ry BR {5

& B Docker Image Manifest V2 Schema 2 5if& , AIEAERA - -image-tag s S put-image T E
MAABRGFMIRE., THEMEA Docker RS HEE R G , BIATEFMAMITE, N FAEES , I
BARXKTEEHRNEGP NIRRT W& TR AT E,

EMNEGFMFE (AWS CLI)
EFEAEFFICE K& AWS CLI

1. {#H batch-get-image R AIRMEBEFNRINFENEGNEGBTEHNEBEAXHF, ELRHA)
F, EREPFTENRSNEGNBETEHBE AR NNWIREZ EMANIFEST, latest amazonlinux

MANIFEST=$(aws ecr batch-get-image --repository-name amazonlinux --image-ids
imageTag=latest --output text --query 'images[].imageManifest')

2. fE£A put-image T --image-tag I EGEFEEHIFE —EMESE Amazon ECR H, &
tRBI , BEBIRIEN2017. 03,

® Note

WMRZ%--image-tagiEME B MRAF AT H AWS CLI , EARIIEHMRET. BXES
E8 , iHZFEAWS Command Line Interface {BFEE)Y M %% AWS Command Line
Interface,

aws ecr put-image --repository-name amazonlinux --image-tag 2017.03 --image-
manifest "$MANIFEST"

3. RIEEHNFRGHERETEMMIENER, EATHETD , BEEBHFL latest M
2017 .03,

aws ecr describe-images --repository-name amazonlinux

BRBE— (T R) RBITHRHRITAEXLRE

"imageDetails": [

{
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"imageSizeInBytes": 98755613,

"imageDigest":
"sha256:8d00af8f076eb15a33019c2a3e7f1f655375681c4e5bel57a26EXAMPLE",

"imageTags": [

"latest",

"2017.03"
1,
"registryId": "aws_account_id",
"repositoryName": "amazonlinux",

"imagePushedAt": 1499287667.0

B NEBPNIEZL (AWS Tools for Windows PowerShell)
EFEAEFHRFRICE B AWS Tools for Windows PowerShell

1. fEA3IREIGet-ECRImageBatchcmdletZEE MR LW EGNHERHFHEARELTE, EL R
F FREDPTENRSINEGEBEARIREES Inage, latest amazonlinux

® Note

MR IBH RS 3% B Get-ECRImageBatchecmdlet Al /Y |, 25 (AWS Tools for
PowerShell PR ) AWS Tools for Windows PowerShellF #Ji& &

$Image = Get-ECRImageBatch -ImageIld @{ imageTag="latest" } -
RepositoryName amazonlinux

2. NEREGWNBEREE A$ManifestNEEZE,

$Manifest = $Image.Images[0].ImageManifest

3. M -ImageTagkBUR A HIEE Write-ECRImagecmdletf B &7F £ A Amazon ECR. £t
Bl BEEIRIEN2017. 09,

Write-ECRImage -RepositoryName amazonlinux -ImageManifest $Manifest -
ImageTag 2017.09
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4. WIEENFTREFERBTEMMNIEN RS, EUATHEP , REEBHFL latest M
2017 .09,

Get-ECRImage -RepositoryName amazonlinux

BRIBE—N (FR) KBITHRHRITEXLERE

ImageDigest ImageTag

sha256:359b948ea8866817e94765822787cd482279eed@cl17bc674a7707f4256d5d497 latest
sha256:359b948ea8866817e94765822787cd482279%9eed@cl7bc674a7707f4256d5d497 2017.09

By LE BRGFRZETE Amazon ECR B =

BULEFREPTFEREFTEN , U EBEZRERE, ATFBRREFTEME , MREHEEED
RECKEFMETHRE  FEE InageTagAlreadyExistsException iR, HREFRAEMES
FMFAARE, ETRERERERTE , M5 —LUFRE,

I&AILAE A AWS Management Console #1 AWS CLI TE A ¥ 17& ERINA 6 FEIRE R BIRZH A
T, EFEARFNASROIEEME  BSH0IZE Amazon ECR FAE 71 B L7 IR B

RERGIRE TEM ( AWS Management Console )
EREMBIRSEN TS

1. fEhttps://console.aws.amazon.com/ecr/1Z 4 E F FTFF Amazon ECR &l A
2. MNemER | RFETEEHEBNFHEENXEH,
3. ESMBERKF , EF BEIMER TH FEE

WMREBRE FHEE, BER BEIMR UBRFTRE , REERE “FRE
4. EMBEMEREL  ARENERERGIRSTEERENFHEERMBIR RIEEE.
5. &R B, RBE “RE TLEE FHEE
6. NWTEBIREFTTEY  FAFEMEEREUTHREAEEREZ —.
* Mutable — IREBFZRBGIREL |, FERIET. BUERNINEFRFONFEERER |, U

R Amazon ECR A LEHEFNE G, Wi  EEAINTERRENIREERH , BHE ‘IR
REHERR” XA EP M AREENRERBER (*) EESMECBIRE,
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 Immutable — IR EAAPF L RABIRLWES , FEFHED , HBEHETENERZINESK
B, EEATEMEERNFTERS BRI, ImageTagAlreadyExistsExceptionfl RI&
ZHHEETEAERSWES , Amazon ECRFRE, Bt , ERANANTIERSEARZEE
¥, BE TAERESHR XAEPRAGSENRFEABER (%) CH S MELIIRE,

7. XF Image scan settings ( RERAERE ) , RELTUEFE#EERI N EMPAREERE R
B, BEREXKRRENEIMREFNEEAHEE. B EREEMREFNIEEAHERE , B
EAEEARSERAE  AENATEERARBEFEHENHKERY. BXEZEE , BN
£ Amazon ECR ARG REFERHRE.

8. XIF Encryption settings ( INFHZRE ) , WFBRNHEEF , A EEENNZ REETEHEELNEST
M2 e EE N,

9. EERREFEUEMEFMERE,

BRGIREH T T (AWS CLI)
YRR EE RSN S

FEANTRT - IREER T AIRIRENHREETHEE.
- BIEEFEGIRE AR MR F4#E (AWS CLI)

aws ecr create-repository --repository-name name --image-tag-mutability IMMUTABLE --
region us-east-2

- ERAERGIREQQ@ FTEMHRAWS CLIEIER 0274 EF ()

aws ecr create-repository --repository-name name --image-tag-
mutability IMMUTABLE_WITH_EXCLUSION --image-tag-mutability-exclusion-filters
filtexType=WILDCARD,filter=filter-text --region us-east-2

* ne@@ w-ECRRepository (AWS Tools for Windows PowerShell) B8 B &#rE 73

New-ECRRepository -RepositoryName name -ImageTagMutability IMMUTABLE -Region us-
east-2 -Force

- THEGIRS TR MEERTIEEEN ne@@ w-ECRRepository (AWS Tools for Windows PowerShell)
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New-ECRRepository -RepositoryName name -ImageTagMutability IMMUTABLE_WITH_EXCLUSION
-ImageTagMutabilityExclusionFilter @{FilterType=WILDCARD Filtexr=filter-text} -
Region us-east-2 -Foxce

EFHMERENREGIREATEMERE
ERAATH T —EFNNAFHEENREREATEMRE,

« put-image-tag-mutability(AWS CLI) EEREIREH T

aws ecr put-image-tag-mutability --repository-name name --image-tag-
mutability IMMUTABLE --region us-east-2

« put-image-tag-mutability(AWS CLI) #8 B GIrE A E M HERR T 588

aws ecr put-image-tag-mutability --repository-name name --image-tag-
mutability IMMUTABLE_WITH_EXCLUSION --image-tag-mutability-exclusion-filters
filtexType=WILDCARD,filter=1latest --region us-east-2

- write-ECRImage TagMutability (AWS Tools for Windows PowerShell) E48 B &Ir&SH 12 14

Write-ECRImageTagMutability -RepositoryName name -ImageTagMutability IMMUTABLE -
Region us-east-2 -Foxce

o TERGIRE T M HEBRITIE M write-ECRImage TagMutability (AWS Tools for Windows
PowerShell)

Write-ECRImageTagMutability -RepositoryName name -
ImageTagMutability IMMUTABLE_WITH_EXCLUSION -ImageTagMutabilityExclusionFilter
@{FiltexType=WILDCARD Filtex=latest}

Amazon ECR A RS G BB R X5
Amazon ECR XEFUTRBEBRBERR -

« Docker Image Manifest V2 Schema 1 (& Docker x4 1.9 MIE R AE S FEH)
« Docker Image Manifest V2 Schema 2 (5 Docker R4 1.10 MEFIRAE S )
« Open Container Initiative ( OCI ) 38 ( v1.0 M v1.1)
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3} Docker Image Manifest V2 Schema 2 By X T2 LA R ThaE -

. BEBRNBENRBEAZSIMINRZ,
. X#E1FME Windows BEEHE&.

Amazon ECR & &/5 $ i

£ Amazon ECR H#Ex MIZEVEGET , BN ARSI E iR (170 Docker) N5 MIRH#ITEEUR
ERmTHENBFERAUARER TRV EMRIEN — .

£ Docker M2 1.9 RE |IHIRAFE G H#EX E| Amazon ECR B, B8 £ K 1FEM R Docker
Image Manifest V2 Schema 1, £ Docker 2 1.10 S EFRAFFHE G # X T Amazon ECR B
BBEEELFEM AN Docker Image Manifest V2 Schema 2,

£ M Amazon ECR I EIREVEBAT , Amazon ECR fIREIFHERFMEPHNEHREFEER. XY
FERmEFZARNN , T2FHEED, IREFIEIE#ERFENRGEEEN , U Amazon ECR &
BEGELHRNE S REBEROKR. FII0 , R Docker 1.9 B BRI GRE B FHBEAN
Docker Image Manifest V2 Schema 2 , if4 Amazon ECR #$ A Docker Image Manifest V2 Schema 1
BRNBREZESE, TRNE TERELSRIGSE Amazon ECR XM A AR

B P imisREV 2R H £ V2 Schema 1 #  {EN V2Schema2 # £ OCI #3%%| ECR

% ZE ECR #* % ECR
V2 Schema 1 TERR DH# N V2 Schema TR Ak
1
V2 Schema 2 LA AR , BF % TERIR 2 4# R V2 Schema
HE5RZE| V2 Schema 2
1
OCl Fou] AR 2N OClI TERR

/A Important

MRZFHERIMESR , MEETANKR, BNEFIRAMA T 76 E Amazon ECR RIVE
BEERKRN, WRETE Docker 1.9 HE |IHMRAKZF 7 i L R E 1K Docker Image Manifest
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Amazon ECR

RAriEmE

V2 Schema 2 H& , T ERIKER. BEXEZEER | iE

EO

Z 5 Docker XHHHREMERFRE

T RBlR , WREFRZFERE —HEB , Amazon ECR 2 FHEBE L FKRIRN T imeeB 2N

B, BRBREEAI,

& Amazon ECR M{& 5 Amazon ECS &5

B LAME A Amazon ECR FAE R ERIEERREGNMHG |, 1 Amazon ECS £
SFSAREANPRIXLEHRGNYE, EEEAXEER , Amazon ECS = Fargate &88
RELMEF A Eecr:BatchGetImageecr:GetDownloadUrlForLayer, FHX
PR, ecr:GetAuthorizationToken APIs

FREEE 1AM R

TRERTEHEHXRBESHN IAM B , ZABHNEWESM Amazon ECR FAEFiEEIREURH
TATEMNPR, Amazon ECS I IFEFIENRNWIEE IAM KB,

BaRE

W 5 32 45] =89 Amazon EC2
ECS

Fargate £#Y Amazon ECS

S\EZRSE45 E#Y Amazon ECS

IAM A&

FERAREXEN IAM AL | Z%
ASEMEIEN Amazon
ECS &M 5i# EC2 K4l
MXE, BXEZEE , #S
%] Amazon Elastic Container
Service F X ARIEEHHE R
=61 1AM B,

&1 Amazon ECS £%
E N H 5| ANESHIT IAM
BB, BXEZEER , BEZ

%] Amazon Elastic Container
Service F R A REEEFHES
AT IAM B,

FRAREEN IAM B& |, ZA
&5 M2 Amazon ECS &8

AWS & IAM KB

AmazonEC2Container
ServiceforEC2Role

EXEZELR , BHESH
AmazonEC2Container
ServiceforEC2RolefE Amazon

HHERRRSTRERERS

AmazonECSTaskExecu
tionRolePolicy

BEXEZER , F2H
AmazonECSTaskExecu
tionRolePolicyfE Amazon M
ARBEBRSTREEREF.

AmazonEC2Container
ServiceforEC2Role

¥ Amazon ECR B&{&5 Amazon ECS &4
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https://docs.docker.com/registry/compatibility/
https://docs.docker.com/registry/compatibility/
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/instance_IAM_role.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/instance_IAM_role.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/security-iam-awsmanpol.html#security-iam-awsmanpol-AmazonEC2ContainerServiceforEC2Role
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/security-iam-awsmanpol.html#security-iam-awsmanpol-AmazonEC2ContainerServiceforEC2Role
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/task_execution_IAM_role.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/task_execution_IAM_role.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/security-iam-awsmanpol.html#security-iam-awsmanpol-AmazonECSTaskExecutionRolePolicy
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/security-iam-awsmanpol.html#security-iam-awsmanpol-AmazonECSTaskExecutionRolePolicy
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BaEH IAM & AWS & IAM KB

WA RS ERRELH (VM) BXRXEZER , H5H
HXBR, BXEZ{ELE , 5%  AmazonEC2Container

i#] Amazon Elastic Container ServiceforEC2RolefE Amazon
Service F R ARIEFETH AR BUBRKESTREERS,
24| Amazon ECS A&,

/A Important

AWS & IAM RSB SR TEENTMAN R FEAH, EXHBERT , XEEMN
Amazon ECR A B 7% ERREUT £ RIEN R,

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"ecr:BatchGetImage",
"ecr:GetDownloadUrlForLayer",
"ecr:GetAuthorizationToken"

1,

"Resource": "*"

}
]
}

£ Amazon ECS S E N HIEE Amazon ECR &&

B2 Amazon ECS F&ENA , A LUEETE Amazon ECR AERMEFRENBRESR. &
FEEFENH , BRI EH Amazon ECR B&FEATEMN registry/repository:tag g, #l
4 : aws_account_id.dkr.ecr.region.amazonaws.com/my-repository:latest,

UTESENRBES RT ATIEER Amazon ECS F&E X FH Amazon ECR FIEEH A B &
B,

EESE N HIEE Amazon ECR B API iRZ< 2015-09-21 72


https://docs.aws.amazon.com/AmazonECS/latest/developerguide/instance_IAM_role.html
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https://docs.aws.amazon.com/AmazonECS/latest/developerguide/security-iam-awsmanpol.html#security-iam-awsmanpol-AmazonEC2ContainerServiceforEC2Role
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/security-iam-awsmanpol.html#security-iam-awsmanpol-AmazonEC2ContainerServiceforEC2Role
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"family": "task-definition-name",

"containerDefinitions": [
{
"name": "container-name",
"image": "aws_account_id.dkr.ecr.region.amazonaws.com/my -
repository:latest",

}
1,

$¥ Amazon ECR M{& 5 Amazon EKS & & fEH

&0 LA Amazon ECR B{& 5 Amazon EKS £& A,

M Amazon ECR 5| &R |, EAM N REEATER registry/repository:tag tif. i
i, aws_account_id.dkr.ecr.region.amazonaws.com/my-repository:latest,

FrEf 1AM R

MREF Amazon EKS THEAHEEERET R, BEET KH L AWS Fargate , BEFUTHE :

s EREATSHBTEENT R EIXEEMW Amazon EKS TEME : 4R H Amazon EKS Worker
5 IAM & (NodeInstanceRole ) o Amazon EKS Worker ¥ & IAM A X HEBESULTERT
Amazon ECR &Y 1AM policy X R,

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"ecr:BatchCheckLayerAvailability",
"ecr:BatchGetImage",
"ecr:GetDownloadUrlForLayer",
"ecr:GetAuthorizationToken"

1,

"Resource": "*"
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]

(® Note

IMREFERHeksctls Amazon EKS A THH AWS CloudFormation ¥4 R EEE M T /E
TERA , MBRABRT , XE IAMXBEREATFENIET S IAM A,

« ¥£&TF Amazon EKS IT{Efi#; AWS Fargate : £/ Fargate RBEWITAE , ZABGATIRE pod M
F\H Amazon ECR F#EFRREM G, BXEZEE , SR AIE Fargate Pod UITAE,

£ Amazon EKS £8P 2% Helm B X
£ Amazon ECR F & # Helm Chart A AR EE K Amazon EKS £8

FRFZMH
© REBWRAEH Helm Bk, XESREMEM Helm x4 3.9.0 REMN. BEXEZEE , S

¥ Z % Helm,

s BEVBHEITEN LZET AWSCLI HIARA 1.23.98 2.6.3, BXEZER , HSHZELE
1 AWS CLIEY R T IRAS

« I&E™ Helm Chart #3£ Z|#&H Amazon ECR Ff#E, EXEZEE , BSH & Helm B XRHEIXE
Amazon ECR FABE 1ZEFE,

« LEBE kubectl AEM Amazon EKS, BXEZ{EE , 155 Amazon EKS AFEEHH N
Amazon EKS 82 kubeconfig, MREHMNUTHSRY , HALCSEHESE.,

kubectl get svc

E £ Amazon EKS &8 %% Helm B X

1. [EE Helm Chart 8 Amazon ECR I RIIFER Helm Bk, SAEXN BN EMRIREE
WS , SRAEMER 12 /M et, BXEZER , 53 Amazon ECR FHFAEIME S KK
i,

aws ecr get-login-password \
--region us-west-2 | helm registry login \
--username AWS \
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https://docs.aws.amazon.com/eks/latest/userguide/getting-started.html
https://docs.aws.amazon.com/eks/latest/userguide/fargate-getting-started.html#fargate-sg-pod-execution-role
https://helm.sh/docs/intro/install/
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://docs.aws.amazon.com/eks/latest/userguide/create-kubeconfig.html
https://docs.aws.amazon.com/eks/latest/userguide/create-kubeconfig.html
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--password-stdin aws_account_id.dkr.ecr.region.amazonaws.com

2. ZEHEXK, helm-test-chart BIRIVIFEMEEM 0. 1.0 Helm BRORZIEiR,

helm install ecr-chart-demo oci://aws_account_id.dkr.ecxr.region.amazonaws.com/helm-
test-chart --version 0.1.0

a0 tH A A0 AR

NAME: ecr-chart-demo

LAST DEPLOYED: Tue May 31 17:38:56 2022
NAMESPACE: default

STATUS: deployed

REVISION: 1

TEST SUITE: None

3. RIIARZE,

helm list -n default

i R
NAME NAMESPACE REVISION UPDATED
STATUS CHART APP VERSION
ecr-chart-demo default 1 2022-06-01 15:56:40.128669157 +0000
UTC deployed helm-test-chart-0.1.0 1.16.0

4. ( Ak ) EREEREM Helm A% ConfigMap.

kubectl describe configmap helm-test-chart-configmap

5. STHE , BRILMEE PR RERRA

helm uninstall ecr-chart-demo
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£ Amazon ECR A #EHRER B FERFIFE

Amazon ECR BGH#EH B TR 5| R EF WA RE. RESTHERE,

/A Important

EEBEE, EXAPHNRENERNTERANZARFSRENRINEHTBTR, &4
MEFIRERH. BR , MREVRE BIWEMERAE , WEEZLWEEFTH.

« #5839 — Amazon ECR 5 Amazon Inspector 585 , AT BT ERE BN EHEE. HaRHE
AREMGRAFERERENERIESORE. HHAFHFWRER , AELERLEH , Amazon
Inspector &% Hi —1NE4 EventBridge K@ HE, HWRIAMIRMHE LT AL
- BERGNRBRES IR
- BMAEHME  ZRTABENELAE

« BRI — Amazon ECR ##HF MNEANEARFRE |, elERAELRBEFRE (CVES) BIERE..

« AWS FALEARFE-EA AWS FHER |, IEHE GA , BWER. FrAHME EMEBRIAERE
1k 2R R AN

« Clair Eft1A# — AR Clair B , E&FER.

BEEARHE  SUSFEERENEHENEAHE WA RITFIHEME | M Amazon ECR &1
HRFEERIIR, EXTEREHUTIHEE

- BERGHAMH

- FRPHEMER . FHMRTHE

/A Important

FTRRAH Amazon ECR BRI FE A DescribeImages API IR
#imageScanFindingsSummary#limageScanStatusEMRIRE A HELE
R, BXA DescribeImageScanFindings APl, BXEZEER |, TS
DescribeImageScanFindings,

FF &4 Amazon ECR Fr 43 5 TR L5 77 & B Y T e S 4F
RAEERRREBRIKEHIS | 47 SUE P I 5 R B 0 W

FHEERESRY AP BA 2015-09-21 76


https://docs.aws.amazon.com/AmazonECR/latest/APIReference/API_DescribeImageScanFindings.html
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ERAERFDHEE |, B LUEEHENEMIEERMS | DUEE R LM FIRE N EHE TR G TR
SR, X TEAFFSEFTBNEERERGNF@EE | FRREHN manual ( F3) ) BEHRE
XERE LA F MR R T R ITHRE.

£ enhanced ( 3858 ) F# , BN EERAENESBB D BEEHERS. FAFFSHEER
WiRARMGNFEERRERAE, NREEREBHEH N EEFBNESLDE D FEE T Hiksk

%, FER—HFHEFESNEESRH , W Amazon ECR £ HIRITIZIFMENELAMTIESRMY
A B HEIE TR IR

TRk S EE N

EEMmERNRE , REBREANRERMFLE S LMAERFNABEFRERR. TEEFRF (*) BF
BEERHTREEAFEESR , BRTREETEREFHEERNPHNFINHZNZH.

TRERT RS, EFFERESHEKFHERT , REBERHAEEEHW LEE,

prod repo-prod prod-repo repo-prod- prodrepo
repo
prod X = = = =
*prod <¥# = B e e
prod* = A = ) =
*prod* <¥ = = = =
prod*repo B B = B =

HAEMRGELEK Amazon ECR FHIRIERSGENERIEZEES 2IRE

Amazon ECR #5813 25 Amazon Inspector W& , ENEHNARSEGEMREIHA, F28E
AR ERERFERERSNERESIRE. BILUER Amazon ECR 1 Amazon Inspector B
EERAHE R, HX Amazon Inspector WEZEE , i§Z [ Amazon Inspector AP IEEHPNER
Amazon Inspector I BB HE K-

BBy IIEE , EUNEREEWLEFHERITENESHNYE , KEWLFEFEHEEMNETHE, 1t
BRFET IR EAHEIRIERMF K.
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https://docs.aws.amazon.com/inspector/latest/user/enable-disable-scanning-ecr.html
https://docs.aws.amazon.com/inspector/latest/user/enable-disable-scanning-ecr.html
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BERAENESSEM

JB A Amazon ECR ARt ZRUTEE,

o FRALEIhHEETR S UWE Amazon ECR BEIZ\ %% A , {E2 Amazon Inspector & W EI ARG T A
I ThBETE 23F Amazon Inspector BIt X AT, BXEZEL , ESH :

« IS5 Inspector EH — T Inspector EHT,
« Amazon Inspector 3 #r# Xig — X R L% T o

« Amazon ECR #3@ & F# & 'R T fA#E Amazon EKS # Amazon ECS LEAR&, EAUEE L
REAEGHRE K HEEESLEREASKESG. HWEETHBEHEESELEEANRENR
TR LR, BURREEREEFHATEZIIHFAINNRBAE N, BEXNAERXEEEHEEN
RMEZELR , S DescribeImageScanFindings,

« Amazon Inspector XFPRBIFERERS. RITESIZE , 12 Amazon Inspector A P15+
X EVIRER S - Amazon ECR 31,

« Amazon Inspector fEA RS HX IAM A6 |, ZACGRH T I FHERMAERPEFENNE. HFA
BEMKRIT SRS , Amazon Inspector 2 B3I 8IZRFZAEX IAM €, BEXEZER |, BS
%] Amazon Inspector A FF 18R RV SF RS54 < B & F T Amazon Inspector,

. UEBPRNAEIMERFTSEBIHINAER , Amazon Inspector R EERTEE G IHEE AT EBIRFIT &
14 RN #EEE| Amazon ECR BB . BERBEPAREIRSE N SCAN_ELIGIBILITY_EXPIRED,
MREFELE Amazon Inspector F#EX LG | N R HEHMHEIAT BN FHE,

- WMREK Amazon ECR RAEEMRFE 7HBIE , N LA BRI RPEFSHAHERIE
KUENFEREME. TRESEARERENEAEEENER off HEHME , HEFT2EAE., ©
SEHERERPAEHTFHEE. BXEZER , F5R AT EEE Amazon ECR IR 17 6%
FE IR IR R

- MRENFEEABNELPE S EETHERYE , HER—FHEFSSNHIESRML , Il Amazon
ECR £RBHHITZEMENELABKIERY  MAREERBERESRYE.

- BREEAERE , YEFEENTREMEXETE EventBridge B , Amazon ECR 2B %% — 1%

#. EventBridge J#MHBAWTRARCIE, EHIHARGIEAEL RAT , Amazon Inspector 2%
HEH,

Bt Amazon Inspector H BR {5 18 58 33 # AV 5 22/ (8]

B AEEAME , Amazon ECR 2B EN N B NFLAEHEENEGR. BRIAMERT , Amazon
Inspector 2 IRENEHEE , EZIRGEMRNZAEEENAE, B LE Amazon Inspector 12§ &

ERRPAENEESEM API iR 2015-09-21 78


https://aws.amazon.com/inspector/pricing/
https://docs.aws.amazon.com/inspector/latest/user/inspector_regions.html
https://docs.aws.amazon.com/AmazonECR/latest/APIReference/API_DescribeImageScanFindings.html
https://docs.aws.amazon.com/inspector/latest/user/supported.html#supported-os
https://docs.aws.amazon.com/inspector/latest/user/using-service-linked-roles.html
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PELE L BN R (ZREAETEAY ) MEFRENK , URRENRRER, HEHEENEDE
BenrfREE , BERSHE RN, SCAN_ELIGIBILITY_EXPIREDAXTE Amazon Inspector 5
Amazon ECR BEEEFAWBFENBERENEZELR , S Amaz on Inspector AF BT EE
Amazon ECR B FENE,

£ Amazon ECR R 1T FrEH IAM X R

Amazon ECR #5RHF#HEE — /15 Amazon Inspector FREHXM IAM A€ | #F A ANEH
BEAEN IAM ZRAENBEAEE APIs FTEN LS # Inspector, RAEEMERFAZEELDE
J& , Amazon Inspector & Bz 8|2 Amazon Inspector FRE#%x IAM B, BEXEZER |, 51
Amazon Inspector AP i8R ISR XA B AT Amazon Inspector,

LA 1AM policy &F /8 A6 AR PABAMENNIR, © 3% Amazon Inspector 812 RS < 1AM
ABFENNIR , LURF B <A EEAENKRIFHESE RMMERN Amazon Inspector APl R,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"inspector2:Enable",
"inspector2:Disable",
"inspector2:ListFindings",
"inspector2:ListAccountPermissions",
"inspector2:ListCoverage"

1,

"Resource": "*"

"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "*",
"Condition": {
"StringEquals": {
"iam:AWSServiceName": [
"inspector2.amazonaws.com"

]
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https://docs.aws.amazon.com/inspector/latest/user/enable-disable-scanning-ecr.html#scan-duration-setting
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}

£ Amazon ECR i EM G BRI
RNENFLEEIMEREESN XS IEEFTHE,

KRB ARBEBABNES IAM R, BXES , HSHE Amazon ECR R {TIE BT
FH 1AM PR,

AWS Management Console
EANNBEMKRITZEERE

1. fEhttps://console.aws.amazon.com/ecr/7Z & EE 3T FF Amazon ECR #1548,
2. MNemESd  REENHREABEEMNXIEH,

3. ESMERTP  EERINEEMEK  AREERRE,
4

# Scanning configuration ( 3 ELE ) WEH , N Scan type ( FA#ERE ) %+ Enhanced
scanning ( 58 E#E ) .

MINBERT , HEBABL TEFRSE , IAF#ESRESFAH,
5, BRBRESPHENBERMEE  BERESRHEAMBEHESRE  REE RN

/A Important
REBEANRERENCRESIEZFERENFIEEMER . TEER (*) HNiFiE
FHCHRFEEES , BT BREHERSHRPTNENHZANER, EEFRIERHEF
TR RBI , S the section called “FFiEFHEE T .

a. WAETEF@EEBMOHEERN  REERRFMNIFEESRE.
b. RIEHEIAMRET ETHETRLE 76 B

- EREHENEHEAEEEE | BRREENARMEFRE.

- ERBRAEHENPDHENBER#E  FRAETEFEEFERBVMOHEERYS  RBERHM
[icpride S o

6. EERRF.
7. EREFREBARNSINXEHFEESXESR,
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https://console.aws.amazon.com/ecr/repositories
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AWS CLI

FERALT AWS CLI (s S F B X AE TMERAVIEEITIH AWS CLI, EBAILAER rules ¥RIBEH
b i o

* put-registry-scanning-configuration (AWS CLI)

LT REGRENFAEEMRITEERAE., BRIAMBERT , MREEETE rules , Amazon ECR
SRR ERENNAEEMERTRHERE,

aws ecr put-registry-scanning-configuration \
--scan-type ENHANCED \
--region us-east-2

AT R BIR RN BB MR B A EEREHESRMA, ROPOHABHEREIN A
M A prod MATRFM&ETT B REAH,

aws ecr put-registry-scanning-configuration \
--scan-type ENHANCED \
--rules '[{"repositoryFilters" : [{"filter":"prod","filtexType" :
"WILDCARD"}],"scanFrequency" : "CONTINUOUS_SCAN"}]1' \
--region us-east-2

LT RERANENBBEEMERTEERBABARES N AERERNS . ROIPRNEHEEERES
X BAMARH A prod WAEFM#ETBHEAME | F AXNAME R 76 ET B R HIAR T,

aws ecr put-registry-scanning-configuration \

--scan-type ENHANCED \

--rules '[{"repositoryFiltexrs" : [{"filtexr":"prod","filtexType" :
"WILDCARD"}],"scanFrequency" : "CONTINUOUS_SCAN"},{"repositoryFilters" :
[{"filtexr":"*", "filtexType" : "WILDCARD"}],"scanFrequency" : "SCAN_ON_PUSH"}]1' \

--region us-west-2

EventBridge 5 7 #£ Amazon ECR #1788 M A XN EH

BREREEE , YFEFEENREMER LT EventBridge AF , Amazon ECR &8 &% —1MNE4,
EventBridge ZH#MRHAETH AR CIE, EHMFEXABEGIAELE R , Amazon Inspector 2 EH K%
=4,
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https://docs.aws.amazon.com/cli/latest/reference/ecr/put-registry-scanning-configuration.html
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FRERERRERSEHF

JEMRFTREBEAKE |, TR THEBARMNFRREERE , Amazon ECR HAENTEH, X
BREEVENFEE. CEERFEENTRRER  REBLETTRE 7THEBEHINEENFEED 2B
BRERG . BXEZER , H2 M £ Amazon ECR HFHERGREFERMFE.

"version": "Q",

"id": "@cl1l8352a-a4d4-6853-ef53-0abEXAMPLE",
"detail-type": "ECR Scan Resource Change",
"source": "aws.ecr",

"account": "123456789012",

"time": "2021-10-14T20:53:467",

"region": "us-east-1",
"resources": [],
"detail": {

"action-type": "SCAN_FREQUENCY_CHANGE",
"repositories": [{

"repository-name": "repository-1",
"repository-arn": "arn:aws:ecr:us-east-1:123456789012:repository/repository-1",
"scan-frequency": "SCAN_ON_PUSH",
"previous-scan-frequency": "MANUAL"
3,
{
"repository-name": "repository-2",
"repository-arn": "arn:aws:ecr:us-east-1:123456789012:repository/repository-2",
"scan-frequency": "CONTINUOUS_SCAN",
"previous-scan-frequency": "SCAN_ON_PUSH"
3,
{
"repository-name": "repository-3",
"repository-arn": "arn:aws:ecr:us-east-1:123456789012:repository/repository-3",
"scan-frequency": "CONTINUOUS_SCAN",
"previous-scan-frequency": "SCAN_ON_PUSH"
}
1,

"resource-type": "REPOSITORY",
"scan-type": "ENHANCED"

MNEEGERENSH (BREHE )
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FEMRITFBEBREE , BRBRERETRE , Amazon Inspector 2 XX TEH, finding-
severity-counts SH{URE=EMRFINE (WWRFHE), flwn, MREGFIEEM CRITICAL
RAWLER , MFRBREEAXBITR. BEXEZEEL , BSH AERGEIER Amazon ECR FH 2
ERZHREEIES TR

EHREN

"source": ["aws.inspector2"],
"detail-type": ["Inspector2 Scan"]

fa R

"version": "Q",

"id": "739c@d3c-4f02-85c7-5a88-94a9EXAMPLE",

"detail-type": "Inspector2 Scan",

"source": "aws.inspector2",

"account": "123456789012",

"time": "2021-12-03T18:03:16Z",

"region": "us-east-2",

"resources": [
"arn:aws:ecr:us-east-2:123456789012:repository/amazon/amazon-ecs-sample"

1,
"detail": {
"scan-status": "INITIAL_SCAN_COMPLETE",
"repository-name": "arn:aws:ecr:us-east-2:123456789012:repository/amazon/

amazon-ecs-sample",
"finding-severity-counts": {
"CRITICAL": 7,

"HIGH": 61,
"MEDIUM": 62,
"TOTAL": 158

},
"image-digest":
"sha256:36c7b282abd0186e01419f2e58743e1bf635808231049bbc9d77e5EXAMPLE",
"image-tags": [
"latest"
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REPESRENONSH (BEEHE )

FEMERFBEBERAEE , FOE, EFMD ARG EL RN , Amazon Inspector 2K IEATE
H, BXESER , H3F ARG LUER Amazon ECR IR ERSENRZES R,

EHERX

"source": ["aws.inspector2"],
"detail-type": ["Inspector2 Finding"]

LN

"version": "Q",

"id": "42dbea55-45ad-b2b4-87a8-afaEXAMPLE",

"detail-type": "Inspector2 Finding",

"source": "aws.inspector2",

"account": "123456789012",

"time": "2021-12-03T18:02:30Z",

"region": "us-east-2",

"resources": [

"arn:aws:ecr:us-east-2:123456789012:repository/amazon/amazon-ecs-sample/

sha256:36c7b282abd0186e01419f2e58743e1bf635808231049bbc9d77eEXAMPLE"

1,

"detail": {

"awsAccountId": "123456789012",

"description": "In libssh2 v1.9.0 and earlier versions, the SSH_MSG_DISCONNECT
logic in packet.c has an integer overflow in a bounds check, enabling an attacker to
specify an arbitrary (out-of-bounds) offset for a subsequent memory read. A crafted
SSH server may be able to disclose sensitive information or cause a denial of service
condition on the client system when a user connects to the server.",

"findingArn": "arn:aws:inspector2:us-east-2:123456789012:finding/

be674aaddd0f75ac632055EXAMPLE",

"firstObservedAt": "Dec 3, 2021, 6:02:30 PM",

"inspectorScore": 6.5,

"inspectorScoreDetails": {

"adjustedCvss": {
"adjustments": [],
"cvssSource": "REDHAT_CVE",
"score": 6.5,
"scoreSource": "REDHAT_CVE",
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"scoringVector": "CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N",
"version": "3.0"

iy
"lastObservedAt": "Dec 3, 2021, 6:02:30 PM",

"packageVulnerabilityDetails": {
"cvss": [
{
"baseScore": 6.5,
"scoringVector": "CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N",
"source": "REDHAT_CVE",

"version": "3.0"
},
{
"baseScore": 5.8,
"scoringVector": "AV:N/AC:M/Au:N/C:P/I:N/A:P",
"source": '"NVD",
"version": "2.0"
},
{
"baseScore": 8.1,
"scoringVector": "CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:H",
"source": '"NVD",
"version": "3.1"
}

1,
"referenceUrls": [
"https://access.redhat.com/errata/RHSA-2020:3915"
1,
"source": "REDHAT_CVE",
"sourceUrl": "https://access.redhat.com/security/cve/CVE-2019-17498",
"vendorCreatedAt": "Oct 16, 2019, 12:00:00 AM",
"vendorSeverity": "Moderate",
"vulnerabilityId": "CVE-2019-17498",
"vulnerablePackages": [
{
"arch": "X86_64",
"epoch": 0,
"name": "libssh2",
"packageManager": "0S",
"release": "12.amzn2.2",
"sourcelLayerHash":
"sha256:72d97abdfae3b3c933ff41e39779cc72853d7bd9dc1e4800c5294dEXAMPLE",
"version": "1.4.3"
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AriEmE
}
]
},
"remediation": {
"recommendation": {
"text": "Update all packages in the vulnerable packages section to
their latest versions."
}
},
"resources": [
{
"details": {
"awsEcrContainerImage": {
"architecture": "amd64",
"imageHash":
"sha256:36c7b282abd0186e01419f2e58743elbf635808231049bbc9d77e5EXAMPLE",
"imageTags": [
"latest"
1,
"platform": "AMAZON_LINUX_2",
"pushedAt": "Dec 3, 2021, 6:02:13 PM",
"lastInUseAt": "Dec 3, 2021, 6:02:13 PM",
"inUseCount": 1,
"registry": "123456789012",
"repositoryName": "amazon/amazon-ecs-sample"
}
},
"id": "arn:aws:ecr:us-east-2:123456789012:repository/amazon/amazon-ecs-

sample/sha256:36c7b282abd0186e01419f2e58743e1bf635808231049bbc9d77EXAMPLE",
"partition": "N/A",
"region": "N/A",
"type": "AWS_ECR_CONTAINER_IMAGE"

1,

"severity": "MEDIUM",

"status": "ACTIVE",

"title": "CVE-2019-17498 - libssh2",
"type": "PACKAGE_VULNERABILITY",
"updatedAt": "Dec 3, 2021, 6:02:30 PM"

EventBridge £
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Amazon ECR AriEE

¥ FE Amazon ECR A g AE XN

BRI AR R ERERRYIERREGHENABEAERIN , AFTE Amazon Inspector FITFHFBERXINUE
BEEZIFARFRE. ERVNNHRHRARBEENLREANMKXELGMO (CVEs) BIEEEFEREIEHN,

BXARBRGRNERLRBENHFEFMAER , FSH JFE Amazon ECR FE R G R &,

AWS Management Console

Bid AWS Management Consoleff A TSR REGIHEE R,
ERZFEMBRERERN

1. 3TFF Amazon ECR ##|& , Pt A https://console.aws.amazon.com/ecr/o
MSIEF | EREN T EEN X,

ESMERP , EREFRE

ER@EENEHL , SRESEARRZERNEGNFRE,
ERGRNENREGIREST , EEREFEURRARBERIN,

E7 Amazon Inspector EHIEFEFEZHHARFE , BEBMIPEERBDE .

I T

AWS CLI

FEALT AWS CLI s S EARREGITMLE R AWS CLI, EALAEA imageTag 5
imageDigest IEEH G , XHEE WL list-images CLI an HIREL

 describe-image-scan-findings (AWS CLI)

T RBIERBERZ.

aws ecr describe-image-scan-findings \
--repository-name name \
--image-id imageTag=tag_name \
--region us-east-2

LT RBIERRERE.

aws ecr describe-image-scan-findings \
--repository-name name \
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https://console.aws.amazon.com/ecr/
https://docs.aws.amazon.com/cli/latest/reference/ecr/list-images.html
https://docs.aws.amazon.com/cli/latest/reference/ecr/describe-image-scan-findings.html

Amazon ECR AriEE

--image-id imageDigest=sha256_hash \
--region us-east-2

£ Amazon ECR ARG R B FEERERR R

Amazon ECR ##t TR NMNRANERITHE  eEAENL KRB REE (CVEs) BIERE -

« AWS AHEARRHE-EH AWS AALEAR , ICHEH GA , BilUER, INIHENERNTHEENE
FPRUBEMPRITRERSNEFARERNFRARN, XESFEFEBE -SNEARTRRENE
2. FrAEME P EMERR AL R L o AR AR,

* Clair 223 - LI EAFIR Clair ENERTHEMRAE , EFH. B Clair NEZER , HSH
L&Y Clair, GitHub

“Bis XX 0 WAWS FRSS” A VAR XE9 285 AWS BRATJ#M Clair EAHTH# , 8 2024 £ 9 A
ZERME XERSA . BT Clair XEFEHFA , RILHEXERA X Clair, 88 2025 F 10 A
1 BEREXERFEXE Clair,

Amazon ECR £k B L5 EIRA CVE BI=EM (WRTH ) . BN , HEAERLFBITS RE
(CVSS) if5, CVSS ¥4 ATATIRE NVD wEAFER TR, BXESZELR , FZH NVD FiE™
EMTR.

XHMRAER Amazon ECR EAHHEMIIFMILERM , WEEHENERRBPLEF®E, EATHFE
AN PBFEERMGNFRESRENFHABEMR , XERELAFHTHRAHE, 224 Mt
—RBRG. 24 PRSEDNBREEHEE (MERE ) UREAFHEME, EREREHE | £LETMH
&P, B 24 PEIRZ AL 100,000 KA £, 100,000 HRGI SFEHERNBHBMFHEHE
‘@& Clair MR EARLDH,

ARABINEGERELAETHNEGHABER. BGPAETHAE , Amazon ECR £[E1 i
EventBridge X2 —1MNE#., BXEZEL , 2% L 3% ECR =47 EventBridge.

BRERSXFEARTH RN EXRDE

ER—DEZLREXBANTHEEHEE  BWEHKEFRASIENBRERSRAE, RIBHNERK
R, FANRERSETEEMNEHER , MAZTZHERT , BFBAHFTNLE NG, A, H2E
MARERGHIFESIFRE RN , —EHEEBaNEMNERRTRRAEGHNZE AEFRN, 5K
KEHMBEWEZFG , Amazon ECR AIge A BXHFRABEREBFERE. Amazon ECR iR E2EH
BERZERNFBERERIEBNRESE, THIE T HoXENRIERZNMRA,
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https://github.com/quay/clair
https://aws.amazon.com/about-aws/global-infrastructure/regional-product-services/
https://aws.amazon.com/about-aws/global-infrastructure/regional-product-services/
https://nvd.nist.gov/vuln-metrics/cvss
https://nvd.nist.gov/vuln-metrics/cvss

Amazon ECR ArfEm

BRIERS R 2 AWS R4 Bt iR RRIRERRK

Alpine Linux (Alpine) 3.18
= =

Alpine Linux (Alpine) 3.19
= i

Alpine Linux (Alpine) 3.20
= =

Alpine Linux (Alpine) 3.21 X
= =]

AlmaLinux 8 X
= =]

AlmaLinux 9 X
= =]

53 Linux (2AL2) AL2
= =

I 53 Linux 2023 AL2023

(AL2023) = =

Debian AR5 25 12

(Bookworm) = =

Debian AR5 25 11

(Bullseye) = =

Fedora 40 &
= =]

Fedora 41 X
= =]

BRERGXFEFAHR SN ERDIE
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Amazon ECR ArfEm
BRIERS IS AWS R4 B HtiRR RRRELRRK
OpenSUSE Leap 15.6 &
= =]

Oracle Linux (Oracle) 9
= i

Oracle Linux (Oracle) 8
= =

Photon OS 4 &
= =]

Photon OS 5 X
= =]

Red Hat Enterprise 8

Linux (RHEL) = =

Red Hat Enterprise 9

Linux (RHEL) = =

Rocky Linux 8 &
= =]

Rocky Linux 9 &
= =)

SUSE Linux Enterpris  15.6 X

e Server (SLES) = =]

Ubuntu (Xenial) 16.04 (ESM)
= =

Ubuntu (Bionic) 18.04 (ESM)
= =

Ubuntu (Focal) 20.04 (LTS)
= =

BRERGXFEFAHR SN ERDIE

API R4 2015-09-21 90



Amazon ECR AriEE

BERS 7 AWS R4 EARR RERRERRK
Ubuntu (Jammy) 22.04 (LTS)

= i
Ubuntu ( Noble 24.04 &
Numbat ) = B
Ubuntu ( Oracular 24.10 X
Oriole ) ) = B8

£ Amazon ECR H B EMGH E AR

BIABERT , Amazon ECR AFRBEREEMRFABELRLDH, Rit , BRIFLER TRAEIMER EHA
HWiRE K BNFREFBELTHE, EXQHEEAFIR Clair BB

BRI UERUATIRE L — NS MEEN P E RS,

ENAMFEIMKRITEEARLHE

1.

2
3.
4

EFAEEMR/TZME R FTFH Amazon ECR ##& https://console.aws.amazon.com/ecr/
MNemEd | ERERNHRERREENXE,
ESMBEEF |, %IF Private registry ( FABEM K ) . Scanning (3 ) -

#£ Scanning configuration ( A EE ) WEH , 7 Scan type ( KR ) %% Basic
scanning ( 433 )

MIABERT , BHFIEFRESRENFHEM, EAUUEREDEE#ENAEIFESR4RITR
HENPAE, BAUNMEERERE N FREREREENAE. BXESER , 50 ATiE
£ Amazon ECR 143 i B L2 1=t FE A TR 1%t S Ao

£ Amazon ECR H#]# 3 i BV RGBT Thse

Amazon ECR B £H AWS RAERARI R#iRERTHEREHEBEN TR G INEE. WhEER
EHPERNBR[ERIIRMRE, NREEANREACLAIRR AR CARANELRDHE , MUATS
TR 7T 55 B A& 4 46 B b B K43 4 A iU R AR
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https://console.aws.amazon.com/ecr/private-registry/repositories

Amazon ECR AriEE

/A Important

NTFHAR , B EMRNELERN BB ENFER AWS_NATIVE HERER, BLEXIUE
[ 4E, Amazon ECR FEWIKE B LA G A AR CLAIR,

AWS Management Console
ENMBEEMRF B NELRAHE

1. EFEEMER/FMEEFRITH Amazon ECR ###l& https://console.aws.amazon.com/ecr/
2. MemEd  ERENHREDBBEEN X,

3. ESMERP , ERMBEEMER. DEMRE, BAH.

4, ERAWBEENEL , ERNA (#EF ) DUEERERE BN 30 R,

5

RIABERT , BB FRESRENFHHEM, ELLERESEE AR RREFERMAK
FR#EEREAHE, SBUUNEFRESENMEFEREHRENPAHE. BXESER , F5H
A Ti&EHE Amazon ECR A3 #i IR L5 77 i B Y I i S o

AWS CLI

Amazon ECR NFFAREEMAEATEAAM, EANTHSEELLNNERDELR  HE
B EARERERE,

- ERREHFIEANERDRERERA,
aws ecr get-account-setting --name BASIC_SCAN_TYPE_VERSION
SHEMRNDVEFTE, MREFTRHEERN , KRB TER

aws: error: the following arguments are required: --name

EMENERTERRERAM CLAIR B AWS_NATIVE, —BEFNERFTHERRAM
CLAIR XA AWS_NATIVE f§ , BWAEWE RN CLAIR,

aws ecxr put-account-setting --name BASIC_SCAN_TYPE_VERSION --value value
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Amazon ECR AriEE

£ Amazon ECR A FF ARG R B FERIERERE

MR FEERBLE N HENDHE , WAILFHEHRERE, 8 24 PEEAEHRRE, 24 Mat
BRENGEREEREHE (WEERE ) AREMFIHERHE.

BXRAHBRERNERRBENHEERAEE , FSH JEE Amazon ECR FEVBR G H# R,

AWS Management Console

i AWS Management Consoleff B A TS BRA B FHEGITH,

1. EFBEEMER/FEEDRITH Amazon ECR &l & https://console.aws.amazon.com/ecr/
2. MNEmEEd | EEREBRFMENXE,

3. ESMERT , ERTFEE,

4, HEEFEHEENEHEL , ERSSEARNRENEMRE,

5. ERGBUEL , EREAENES , AGEFAK.

AWS CLI

« start-image-scan (AWS CLI)

T RBIERRERE.

aws ecr start-image-scan --repository-name name --image-id imageTag=tag_name --
region us-east-2

T ROIERRERE.

aws ecr start-image-scan --repository-name name --image-id imageDigest=sha256_hash
--region us-east-2

AWS Tools for Windows PowerShell

 3REL-ECRImage ScanFinding (AWS Tools for Windows PowerShell)

T RBIERBERZ.
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https://console.aws.amazon.com/ecr/private-registry/repositories
https://docs.aws.amazon.com/cli/latest/reference/ecr/start-image-scan.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Start-ECRImageScan.html

Amazon ECR AriEE

Start-ECRImageScan -RepositoryName name -ImageId_ImageTag tag_name -Region us-
east-2 -Foxce

UTROIERRERE.

Start-ECRImageScan -RepositoryName name -ImageId_ImageDigest sha256_hash -
Region us-east-2 -Foxce

¥ FE Amazon ECR A EARP{HFHNAE XN

ALK R ERXTERNERRGRFENEHFELRI. SRANB4IRERBSE R L IFREMX R & O
(CVEs) Bz = ERES HE.

BXRABBRGRONERLRBENHEFMAER , FSH JFE Amazon ECR FEVBR G R &,

AWS Management Console

B33 AWS Management Consoleff A TS B REHPAEE R,
ERRMEHFRAELN

1. EIEZEMR/IZEESITH Amazon ECR ##l4A https://console.aws.amazon.com/ecr/
2. MNEmtEd | EEREBRFEENXE,

3. ESMERF , ERTF#EE,

4. EFMENEL  ERISEAERRERNEGNFRE,

5. EMRGREMNMREGIRZST , EEREGFIURRARBERIN,

AWS CLI

FEALT AWS CLI AR KRB BITWE R AWS CLI, BAILAEA imageTag 5
imageDigest EEHK/ , XFAEBE A LAFEA list-images CLI 5 HIKEL

+ describe-image-scan-findings (AWS CLI)

LT ROIERRERE,
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Amazon ECR AriEE

aws ecr describe-image-scan-findings --repository-name name --image-id
imageTag=tag_name --region us-east-2

UTROIERRERE.

aws ecr describe-image-scan-findings --repository-name name --image-id
imageDigest=sha256_hash --region us-east-2

AWS Tools for Windows PowerShell

« JREX-ECRImage ScanFinding (AWS Tools for Windows PowerShell)

T RBIERBERZ.

Get-ECRImageScanFinding -RepositoryName name -Imageld_ImageTag tag_name -
Region us-east-2

LT RBIERRERE.

Get-ECRImageScanFinding -RepositoryName name -Imageld_ImageDigest sha256_hash -
Region us-east-2

HEZ Amazon ECR H Y13 3 8] &

LTRELHNEGIEF AN, B LE Amazon ECR 84| Ah E REA K. B API SEH API &
FIEEEIR. AWS CLI DescribeImageScanFindings

UnsupportedlmageError

X EA Amazon ECR A X HHEMBEGABENRIERSGSHENRGHTEMPARERN | B8
£18 %] UnsupportedImageError f5ix. Amazon ECR X% Amazon Elastic Container Storage
Storage Simple Storage, Amazon Linux 2, Debian, Ubuntu, CentOS, Oracle Linux, Alpine #
RHEL Linux KITHRIVEERAE, —BEo R REHBERNENWZE , Amazon ECR AJEEFRBEXHFAE
TRBFEME. Amazon ECR A% #F13# M Docker scratch SREMENHE K.
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https://docs.aws.amazon.com/powershell/latest/reference/items/Get-ECRImageScanFinding.html
https://hub.docker.com/_/scratch

Amazon ECR AriEE

/A Important
EREEA AT , Amazon Inspector XIFHEBERERSEMEARLE, BXTET
% , 1S % Amazon Inspector AP RPN X IFMNIRIER S FMIEARELE,

JR[E UNDEFINED =EMH 5

A RES W B EM AR B UNDEFINED WHABER, EXXMERNELRERNOT :
« CVE RAKRM[ZIFEED B LR
s ZRAB S E T — Amazon ECR T3EIR B M 4R £ 5.

EREREN-EENEE ST NEENFRESE CVE,

T RIEAHEIRA SCAN_ELIGIBILITY_EXPIRED

MREHAEEMRBAT A Amazon Inspector IR  HELEEEERERRE , WWEES
EFHAEIRAN SCAN_ELIGIBILITY_EXPIRED, #EAXMERNELREMNT,

o MBRNIEEMIRAIBTT S ERAMET , Amazon Inspector FHXARTE MG HEIX BRI BRBIE % 30 K
MH#EIAE Amazon ECR Wi, ERMREMN ARSI SCAN_ELIGIBILITY_EXPIRED, 1R
BEELLE Amazon Inspector X LLARG | NI NG H B H X B BN T E.

« WRTE Amazon Inspector ZBH AR EHR T ECR EFfARFEMEH A ZBRAENY , NEGWIEFE
RANAEHRRN inactive HERERNR®E expired , H AT RIXAZEGNAEXRKRAES
R, X253 Amazon ECR #Z##| & #IRAS%15 SCAN_ELIGIBILITY_EXPIRED,
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https://docs.aws.amazon.com/inspector/latest/user/enable-disable-scanning-ecr.html#ecr-supported-media

Amazon ECR AriEE

5 EEMRS Amazon ECR A BEMERES

EREFRIAN , B0 LEEMRAASBTES Amazon ECR EEMEKRL.

Amazon ECR BRIZEFNUT LifEMfiReIZEEBRFMAN

« Amazon ECR Public, Kubernetes B2&EBEMEM Quay ( FEESHRIE )

« Docker Hub, Microsoft Azure GitHub A& EMtk. A EMEM GitLab A EMR® ( FEFEA
AWS Secrets Manager Z A 1T 5 5 B1IE )

« Amazon ECR ( ZEEfEH AWS IAM A& 1T 5311 )

X F GitLab BEEM TR , Amazon ECR (XX HBEI HKHENRS (SaaS) = mizEEF. GitLabBXxfE
i GitLab#y SaaS FmMWEZEE |, 51 GitLab.com,

NTHEEFEABRITHHRIEN LREMR ( Fl%0 Docker Hub ) , BAFFERFHEZHAF.
AWS Secrets Manager & A LAf£ ] Amazon ECR ###| AR ENEN 0 RIER L EMReE
Secrets Manager 4, B<fE A Secrets Manager & & €12 Secrets Manager BN EZELR |
ESRSERN EEEMEESIEEM#E AWS Secrets Manager 44,

3tF Amazon ECR , W18 £ T Amazon ECREMRE T AEMNK, |, NAMIE—N IAM &
B, AWS BXx8lE IAM ABNEZEER |, HSRENKS, ECR 2| ECR BIZFREIFEN IAM &
8

N EREMRAE T HREFMANE , FAEN Amazon ECR FAH M &R URI \iZ L EMRAPIRE
BB, AR5, Amazon ECR RE|Z— M EF#E , ERRIMRPEFZRE. W TEALERSHE
FRENEEAEGER , Amazon ECR 2R E LMK PRERTHT A ZBEMRSIN KRNI |,
AZHEDLE 24 PR EH—RLEEIMRFHER.

7 B B 2 18 AR

Amazon ECR B X7l F el E MR, XHMIE , £ Amazon ECR EAEFREIN A REGIZR
ME#FEEENREEN  SF2FHN, SMERBESFREGETZANER  ATRAFRESEE
BAREE, BRAUEEMEF#ERENEE , SBETHRNLFRE, HEFETE, mEMES
AR, FEEUERRTFNREREFEEFLZABONA , N F#ESREREMEtGECE
MF#ERBEEAZE. BXESER  F5H ATREHEEFRNEE HIRELDR 021 F6EE
BERo
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https://docs.gitlab.com/17.5/subscriptions/choosing_subscription/

Amazon ECR RFiERE
EAZFRIVINEEED

£/ Amazon ECR EF{EEH NI , BZEUTHA.

« UTXEAZEFEEFRIMN,
« FAE (4t ) (cn-north-1)
- FE ( TE ) (cn-northwest-1)
« AWS GovCloud ( EEZ% 3B ) (us-gov-east-1)
« AWS GovCloud ( EE®EB ) (us-gov-west-1)
« AWS Lambda X #FERARIEFMUM Amazon ECR {RENA RR .

- MRFEARNEFENESR , B XRENEGINTXEF Amazon ECR FIPS RE&L BT R, B2 , fF
F Amazon ECR FIPS FRE 4T R ] A B R 412 HY,

B Amazon ECR #AHE &k URI REFEGE , BEIRECRHH AWS IP #at/F3), XA LA
RGBT A LB EM RS T IRENRELF

- HJEi¥ Amazon ECR FAEEME URI IREVREFRMEREY , Amazon ECR £248 24 PRIRE—IX L
HEEE  URIEEFHRGREENRIIRER, MR EFEMERPERFHOME , Amazon ECR &
THEMRFHNREG, LITRBETEFEENRE —IRER.

« R Amazon ECR H FHARRTEN L EMREHMREG , HAMEKEREI , WRENLREE
BERFHRE,

- ERIBEEE LHEMREIEN Secrets Manager Z4ARY , BB AER ecr-
pullthroughcache/ BIR, ZHEXLIERFIREGNAL T A8 [E 8 K - F X5,

- HEAKFRIANRENRSREEGER  BLIRNELIRPSIANENEGH2FRIE
Amazon ECR ZfiFEH, MRAERBIRISESREY , N MERASERXRNEGREESHE , M
FREBEIRIBENRZRIENER,

« Amazon ECR FARE M<K IAM B | ;1 Amazon ECR REFTENNIR , SSIBEFE#E. BER
AT EMRIER Secrets Manager 47 , AR AR REHIEZEFUE, RSEX IAM BRECEER
REANN EsI0E, BXELSER , B2H A TEFREIM Amazon ECR lRFHEXAE,

- BIAMBRT , EREFREHN IAM EEEFEBETH IAM policy BFHINR. &R LAEH Amazon
ECR B MRNPRFEEEH — S RE IAM EEHNINRBE. BEXEZEL , BSR £AEMEN
BRo

- ERAZFRIITFERCIZN Amazon ECR 7 FESEMHEM Amazon ECR FiEX EIFFN .
XEFMBEF#EEDRE  SINEHMEREREHE,

+ 3 Amazon ECR EARHMEFREARCCIEMEFEEN , RIFEFECENFMHELEZER , BN
LTRINRBRNATF#EE, SUEREREZER , ©X Amazon ECR REGIEN 7
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Amazon ECR AriEE

EEMNMARNRE, AXEZER , B2H ATREHEEFREIEEHRFELHRCIZNF#ENE
*EO

« REFRAER-FREFTEHEERBTUUBERBGIFE, RIAMBERT , BBHRZIE2TEMN ( AT
BE ). B LUETERR Mutable B 7E “TJ RS HERR” UANE b Bl B Fr S HEBR IS I8 85 SR 18 SR
LTH , REBEEEE FUE B “FAE SR A ER B ERS BRI SRS

o INER-fE A BRIAAES256 M%7,

. FEEENR-EBRE , TNAEEEERRRE,

- EMEAHERRE-EK , TRAEMEGRAHRE,

« BFERES-BWE , THNAFEMERRE,

- ERASFRIANNFEESARGIREFEM | XRFHELE Amazon ECR £ AR MRS EHMR
&

- BRAERASFREIVNEERMREGH K UJREEFEETERMNAEE., EXEBRT , EEBFEERN
WEEH , AERIFRE —FXHENKH , A HIEAHRE, Bt , WRESH Amazon ECR EE
AEAED VPC KiwTT R, AWS PrivateLink N EEWRE—XRNRESBEEBRMKH, —
FERERN VPC HOIBTEEBRMMXHNAE TN , AEEREEBRNWAIE HILRENLAE F
MEHREANEFN, FAZFREANFTHEEMEEMAZTENRRE, BXESEER , BSH
{Amazon Virtual Private Cloud FIFF 18R A HY =413 kI,

§ LiFEMEKRES Amazon ECR A EMKRELZFIFER 1AM IR

BR T N ABEMRA T H D IE AR XN ZIREGETATER Amazon ECR API fRERZ4L , BREL
THARRF AR EAZFRERIAN,

« ecr:CreatePullThroughCacheRule - & FRIEZNVEEFANNNR, KNRLNBEBIETH
389 1AM policy & F,

- ecr:BatchImportUpstreamImage - BRI RNABEGHGEHS AT BN EEMER, TUBET
FERAREIMENERE, ET S0 1AM policy SUEIS 6 A E T & RV 17 B A PR 5 BE 32 5 It A
BRo BXxFERAFMENRNEZEER , BZH Amazon ECR FHFAE F i FE KB,

« ecr:CreateRepository - RFEMEEMERFOUETFTEENNIR, NIRFHEEFEGHNFEE
FEE, WEERNR, TUESE T SMH IAM policy SFAR EM RAXR R LR F LLINER
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https://docs.aws.amazon.com/vpc/latest/userguide/route-table-options.html

Amazon ECR RFiERE
{5 FE A RN R

Amazon ECR A EMERNETHTRESAN IAM Sk E A EF RN RS E . %R IAM policy
BT IAM EEHRR 2 FEMRNBRFEFZFHNE , U IAM policy {£5. flan , MEBAFERT
ecr:* RPR , MEEFTHNEMRR IR,

ECIZAB MRV PERRE (AWS Management Console)

1.  #TFF Amazon ECR ##|4& , Mt J9https://console.aws.amazon.com/ecr/,

MEfEF | EREEEDERENETMRNREFTINXE,

ESMBERF , &IF Private registry ( FAHEM R ) . Registry permissions ( FEMRNR ) -
£ Registry permissions ( JEMZRMNPR ) WE L , 1%£3F Generate statement ( £RET ) -
WTFECENBNEFRINRERED , BRITUATRAE,

o & 0D

a. XF Policy type ( FEBEER ) | iHi%# Pull through cache policy ( #EZBEFRE ) .
b. XF Statementid (iEA ID) , HHRXEFEITRBKIEHRBN,

X F IAM entities ( IAM 3Kk ) |, EEESESERBINAS. AHAE,

d. XITF Repository namespace ( FEFEMEZEE ) , ERESKREXHKNHEEEZFEAN,

e. XITF Repository names ( #EEEHN ) , EEENAANNEFEEEREN, flm, MRAE
#87£ Amazon ECR Public L3 E Amazon Linux & E , BEEZHER amazonlinux.

o

EEAEEMRMNBRERE (AWS CLI)
FRLT AWS CLI s T BN IEEFE EMRNE AWS CLI,

1. BIEBE A ptc-registry-policy.json A H K EFIETMEREBENART, LT RH
& T 02 f71& B H M Amazon ECR Public R EUESGH ecr-pull-through-cache-user f&X
BR , Amazon ECR Public 252 81 812/ EE FH MM R EXHY LR

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "PullThroughCacheFromReadOnlyRole",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:user/ecr-pull-through-cache-user"

1,
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Amazon ECR AriEE

"Action": [
"ecr:CreateRepository",
"ecr:BatchImportUpstreamImage"

1,

"Resource": "arn:aws:ecr:us-east-1:111122223333:repository/ecr-public/*"

/A Important

NEEEEFEEN TR ETFENSTEE ecr-CreateRepository R, i ,
REMEAEBRENSGUBURERREIEMN IAM =4 (FINEERFNTFRAR ) TR

2. {EMput-registry-policy i i B E At R KB

aws ecr put-registry-policy \
--policy-text file://ptc-registry.policy.json

Es
EZHFFREASFRIANG , FRITUATEESR.

- QRETFRIAN, BXEZER , HZH £ Amazon ECR F |2 EFREVANI,

- DIETERECRER. BT FMECIEENR , £ Amazon ECR EE&FREUREHERRECIEMN
MEREEOREN  SRAFEFN. AXESZEFEE , S ATEFEEFRENEEHRESY
(6] 1122 &Y 17 6 B B AR AR

EFENKS ECR 2| ECR PTC WXR

Amazon ECR #| Amazon ECR ( ECR 2/ ECR ) EBEZFIeEXBFEXE., AWS KA HHEZRE
RSB G, £/ ECR F| ECRPTC , BuJLUNEG##IE R EE Amazon ECR jEfit&k , HEEF EE
AN | HEEGEFEE T K Amazon ECR JEM&R A,

Bk~ ECR 2| ECR B FREAMEN IAM K

EETE AWS K8 Amazon ECR ik z B EFMREG , HE T EKF,FEIE IAM AGHEEART
Y SR BE LR AT AR -
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https://docs.aws.amazon.com/cli/latest/reference/ecr/put-registry-policy.html

Amazon ECR AriEE

« Amazon ECR EEMN R FRERREM Lif Amazon ECR JEMERPIZIE S . EBAILUBEE I IAM
ACRAEENNEEIANFEEZAGRRFXLENER,

LEEMRE X AH O EFEMRAEER T RRERA TR REEFTEHNNR,

R

- B IAM SEXENEBEFNR

- N IAM A A BEERR

- L Amazon ECR JEM &R A ol 2 %R K’

212 IAM BERENEBEFNR

LUTREIERT — M ERE | ZRKBET IAM BE8KXREM LK Amazon ECR SEMt R H iR EUER BRI
MBR, % Amazon ECR EEZAEN , ©RREBAKBEHIEENRRE,

"Version": "2012-10-17",
"Statement": [
{

"Sid": "VisualEditoro",

"Effect": "Allow",

"Action": [
"ecr:GetDownloadUrlForLayer",
"ecr:GetAuthorizationToken",

"ecr:BatchImportUpstreamImage",
"ecr:BatchGetImage",
"ecr:GetImageCopyStatus",
"ecr:InitiatelLayerUpload",
"ecr:UploadLayerPart",
"ecr:CompletelLayerUpload",
"ecr:PutImage"

1,

"Resource": "*"
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N IAM BB EERE

UTRBIERT —MEERE | 2R Amazon ECR ZEEFHREN A AEEZHEHN AWS RS
E&,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "pullthroughcache.ecr.amazonaws.com"
},
"Action": "sts:AssumeRole"
}
]
}

1£ E3% Amazon ECR X R & 6 2 &R KBS

L5 Amazon ECR EM R ER LR INEM R R FMERE , IR T NOEMRABERT
LT RAEFR BBV ER

{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam: :444455556666:ro00t"
},
"Action": [
"ecr:BatchGetImage",
"ecr:GetDownloadUrlForLayer",
"ecr:BatchImportUpstreamImage",
"ecr:GetImageCopyStatus"”
1,
"Resource": "arn:aws:ecr:region:111122223333:repository/*"
}

£ Amazon ECR AREIZEFREIH N

X TS EEE Amazon ECR AEZIMERHPEFHREN TN LIDIMEK , ELNEEZFRIMN
e
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NTFEECAFZRHTIORIEN LBIME , BLTFEREFMEE Secrets Manager B F., &
AIAERAINEN BANE—NHEHR. BALUE Amazon ECR # 5l & 3 Secrets Manager 12l
A H 8|2 Secrets Manager %41, E{F Secrets Manager ###|& M2 Amazon ECR #Z#| & €2
Secrets Manager 240 , S M EH LiEFM#EZIEF#E AWS Secrets Manager 4 ¥,

FRFAF
. BRIECEBHEUREFRIMAVNEY AM KR, HXEL , BSHYLEIMES Amazon
ECR RAH AR E S AT R IAM $LR.

s NTFEEFAFZAHRTEORIEN EFIME  WREFERNERY , BHRIE Secrets Manager &
REREUTER :
- BEAWBII ecr-pullthroughcache/ 7k, AWS Management Console X &R A ecr-
pullthroughcache/ BI4XH Secrets Manager 4R,

o BAPTIE YK P A X 3E A0 0 4 17 1R BV U T A B K P 0 (X 348 PR

EIZEFREIHN (AWS Management Console)

UTSBRERMMAEFER Amazon ECR #2582 R FIREN F Secrets Manager %48, EHA
Secrets Manager &l A 1240 , BSINEN LM EEIEEFE#E AWS Secrets Manager %4A
F,

¥#F Amazon ECR Public, Kubernetes Z&5/Et&R = Quay

1.  3TF Amazon ECR #£#|& , it R https://console.aws.amazon.com/ecr/o

2. ME&mEd | EREREELEIMRIRENXE,

3. ESMBEHKPR , % Private registry ( FABEM K ) . Pull through cache ( EFIRE ) -

4. £ Pull through cache configuration ( BFIRIEE ) WHE L , %% Add rule ( FIFN ) o
5

ELBE1 . EEREREL , T EME , BMNLEEEMERLATIERHEER Amazon ECR
Public, Kubernetes = Quay , REEET—F,

6. EHW2: HEBHREL , X¥TF Amazon ECR FH#EERR , BREEEEFENRLEEIMERFE
HHRENEERANFEREDESZANR  REEET %, RUANBERT  SEXRGEZE , Bt
ALEE B E LB ZERE,

7. ESRI3: FRHACENEL  FREFRIANEE K RAFEFCIE,
8. NECENBNEFRINESEL—FR, EUMNEBIMXFHCERTEFRERIIAN,
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3¢ F Docker Hub

1. 3TF Amazon ECR #£#|& , Pt R https://console.aws.amazon.com/ecr/o

MNEER | EREREEMNBEMRIREN X,

ESMBEEF , %$F Private registry ( #ABEM X ) . Pull through cache ( EFRE ) o
£ Pull through cache configuration ( EFREEE ) WE L , 1E£#F Add rule (MM ) ,
EFR BEEREFERE L , X FEMEK |, %8 Docker Hub , RIFEET—F,

ESR2 BEESHRIIAEL , X¥F LBEIE , 84950 AWS Secrets Manager 4 17(%
Docker Hub H) & 3 IEEIE, BAIEEREE , LA IEA Amazon ECR 25 & QI &
.

o o kA w0 D

a. EFEANAEY , BEARCERAIAE AWS B, N THHABR , FATAIRERANBTNE
H, REEET—F,

(® Note

AWS Management Console X £ R E ¥ fEMecr-pullthroughcache/aI4&HY
Secrets Manager %4, ZAE 4N SEFRIFN AT E /Y K~ F X

b. EGIEIFBA , HRFOE AWS B4R, MITUTRE , REEET -5,
. HAERPAENH , BABHEE—MEREEH. BEBHLIEE 1-512 4 Unicode F
o
ii. 7£ Docker Hub B FHB#H |, I8EZRH Docker Hub BT HR 4,

ji. 7E Docker Hub GRS |, E#E Docker Hub TGRS, BXMEIZE Docker Hub
HRISENEZER , 55 Docker XHHHH Create and manage access tokens,
7. EHE®3:EEEMRAEL , ¥F Amazon ECR F#ERR , BFEEEEEENRAEEMERHE
BN RENECRANFEEREZR , REERT —%,

BRABPAT  BERGEZE , BRATUIEEBEX @A ZM,
8. EHW4: FRACEBNEL K FREFRIANEE , REEFME,
9. NECENBNEFRNESEL IR, FUMNEBIMXFHCETEFREIIAN,

X F GitHub &FaREM &R

1. 3TF Amazon ECR #£#|& , Pt R https://console.aws.amazon.com/ecr/o
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https://docs.docker.com/security/for-developers/access-tokens/
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2. MNemESd  ERERELEEIMRRENXE,

ESMBEEF , %R Private registry ( #ABEME ) . Pull through cache ( E2FRE ) o

£ Pull through cache configuration ( EFREEE ) WE L , 1E#F Add rule (A MM ) .
SR EERR REL , XF SEMKR", &1F GitHub A8EMKR" , RBFEE “T—F
KSR 2 BESHRIE TELE , NTFLEHEL , £4505 GitHub BEIMERMN 5 KK IEER
Zf#7E AWS Secrets Manager Z4AH ., BRI LIEENE R , LA LAEA Amazon ECR #2#l&
BIEFZA,

o o b~ W

a. EFEANAERY , BERCERAIEA AWS B, N TERHABR , FATAIRERAEGNE
H, REEET—F,

(@ Note

AWS Management Console (X & R B #fEAecr-pullthroughcache/BI4RHY
Secrets Manager %48, Z4AE LA 5 &7 IR BN T 48 B 49 K 7 7 X485,

b. ERIEMEN , BWEFECE AWS B , MITUUTRAE , RAEEET—F,

. EFBHAEHP , EABHBE-NMEREER. BHAEHRLIITE 1-512 4 Unicode F
o
i. XFGitHub ZEFEMERAF B , BEESLMN GitHub BEEMERAF B,
ii. X FGitHub REEMRIBASIE , BIEELMN GitHub BREEM R E TR, BHxtlE
GitHub F RIS RN EZER |, 551 GitHub XA EEEN N LB RS,
7. ESR3:EEBHFRAEL , X¥F Amazon ECR B ERIR , BEEESEMNRLAEEMER IR
RGN ECANFHEREZR , REERT—%,

RIAMERT , BEXRMEZR , BHAILEEAENGEZEH,
8. HIR4: FRHACENEL K FHREFRIANEE A6 REEFCIE,
9. NECENBNEFRINESEL IR, FUMNEBIMXFCETEZFRERIAN,

33 F Microsoft Azure B8 &

1. F#TFF Amazon ECR ###|#& , Wit R https://console.aws.amazon.com/ecr/,

2. MN&mEd | ERERELRBIMRRENXE,

3. ESMBEKD , E$F Private registry ( FABEME ) . Pull through cache ( £7FHEE )

4. 7 Pull through cache configuration ( ZfFRIEE ) WE L , 1%#F Add rule (AMAN ) .
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https://docs.github.com/en/authentication/keeping-your-account-and-data-secure/managing-your-personal-access-tokens
https://console.aws.amazon.com/ecr/

Amazon ECR AriEE

5.

LR EERRRE L , AT TERE.

a. TEEMERT , HikFEMicrosoft Azure AR EMER
b. TEEEME URL & |, BIETE Microsoft Azure BEEIMENER , REERT %,

/A Important
BRAFEEENR , ARNREERKLER azurecr.io B,

ESBR2  BEESHRIIAEL , X¥F LBEIE , 84980 AWS Secrets Manager 240 17(%
Microsoft Azure REEM RN FHRIEEU, BALUEENE R , LI UAEA Amazon ECR #
FEABFEH.

a. EFEANAERY , BERCERAIEA AWS R, N THHABR , FATAIRERABTNE
H, REERT—F,

(® Note

AWS Management Console X & RE MM ecr-pullthroughcache/BI&H
Secrets Manager %4, ZAE XN SEF RGN AT B /Y K~ FX i,

b. ERIEHZL , HERVNE AWS Z48 |, FUTUTRE , ABREBRT—%,
i. TERPEND  FARHEE—IHERMEER. BHIBMRLAEE 1-512 /> Unicode F
o
ii. 7 Microsoft Azure RegEMETAFBH , BB E Microsoft Azure REgEMETAF Ao

ii. 7E Microsoft Azure BREFFM TG RSP |, FIEE Microsoft Azure Bes/EM&RIGE S
#, BXUNMEIZE Microsoft Azure BeEMRIF BT ENEZEER |, 5 Microsoft
Azure XRFHBIESHE - 117,

EH]R 3 IBEBMAEL , X¥TF Amazon ECR FEERR , BIEEEEFENRLEEMERFE
HHMREGR EFERANFEESRZE , RAEERET—F,

RAMBRT , BEXRREZH , BRALIEEAENLGFEZER,
BSR4 FRACNBNE L , FREFRIANKE , REEFECE,
NEEZNEBNEFRENEEL-FR. RHASIXECE T EFRIIH,
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X F GitLab BaREAM&R

1. $TF Amazon ECR ##l4& , Wit Hhttps://console.aws.amazon.com/ecr/,

MNEED  EREREMEIMRRENXE,

ESMBERF , &F Private registry ( #ABEAM R ) . Pull through cache ( ZfFHRE ) -

£ Pull through cache configuration ( ZFHREEE ) WHE L , 1&F Add rule (FMHN ) o
SR EERR WEL , XTF EMKR, &F “ GitLab BEEMKR" , RFEE “T—F7

ESR2: BESHARID TEL , §FLEHELE , B4 GitLab BEEIMEN S HRILER
T7f%1E AWS Secrets Manager 47, B LEEIEZE , LA LAERA Amazon ECR 2§ &
BIEFT A,

2

a. EFRUEERYH K BERFERANE AWS B4, W TRHEEN , FATHIRERINENE
8, REREBET—%., BxE A Secrets Manager 14| & #12 Secrets Manager BN E S
B2 , BSREEN L FMEEZIEF#E AWS Secrets Manager Z4A A,

o

® Note

AWS Management Console X & R & #fEMecr-pullthroughcache/sI&HY
Secrets Manager %4, ZHE SRS RFIREHN AL T A8 = 69 0K 7 70 X145

b. ERIEMEN , BEFECGE AWS B, MITUUTRE , REEET—F,
i EBRARNP , BABAEE - NEREET. BRABNLAEE 1-512 4 Unicode F
Fo
i. X TFGitLab BIFREMEKASE , FIEEEMN GitLab BEIEMERAF A,
iii. X FGitLab BERAMKRIFRITHE , BHIREELHN GitLab B EMRFETHE. BXtE
GitLab BEEMR LRI THNESEE |, 5 GitLab XHEPM N A TR TR, AT
A & MR B 15 7).
7. ELRWIEEBHFREL , X¥TF Amazon ECR #RERIR , BEEEEZENRLBEMKRFE
BHRENEFANEFEERESZR , RAFEET -5,

RABERT , BEXREBZR , BHALEEAENGEZEH,
8. HIR4: FRHACENEL K FHREFRIANEE A6 REEFCIE,
9. NEMENEBNEFRNESE L PR, EUMNEIMXFHEETEZFRERIIAN,
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Amazon ECR AriEE

X T EK AWS K7 1 EY Amazon ECR FABEM &

1.

2
3
4.
5

$TF Amazon ECR ##14& , Mt R https://console.aws.amazon.com/ecr/o

MNEMED  EREEHPREENEIMRIRENXE,

ESMBEKF , %E3F Private registry ( FABEMFE ) . Pull through cache ( BFEE ) -
£ Pull through cache configuration ( ZfFHRIEE ) WHE L , 1E#F Add rule (AIMAN ) o

ESB1:EBELR WAL, £ “EM %R Amazon ECR Pri vate f “ttIK 7, X FXig
£ Ll Amazon ECR ZFMERXE , REERT—F,

ESR2: BEESEZR" THL , NTEFGEER , ERRMIBRHFEENRERTH RN
EEXEEFEE. IRERKENR , WAAEE-MREN , ZEWHAEREZEH -
2, BTEEFXE LEEmRNBEEK.

XTF LR EEE , EREEENEFEMRPFENBENRFREN. MRFERHR , WATLM

ERSERRFREAERETRRSE. ARENRT  BEELBERENR , ARLE T

® Note
RTHMEXREBENEFNLENEZEANESRFEEL , $2 W, BEX ECR £ ECR K17
FERBNEETF

ELR3: FRACBNE L , FREFRDANKE , REEFECE,
NEUEZNBNEBEZFEEXES R, RHASIMXECE T EFREWN,

X F kB HAM AWS K7 # Amazon ECR #A &k

o ~ b

$TF Amazon ECR ##14& , Pt R https://console.aws.amazon.com/ecr/o

MNEED | ERERELEIMRRENXE,

ESMBEKF |, %3F Private registry ( FABEMFE ) . Pull through cache ( EBFEE ) -
£ Pull through cache configuration ( EFREEE ) WE L , 1E#F Add rule (MM ) .

SR EELER TEL , £ SEM %R Amazon ECR AAEMEKF, MFXig , &R L
% Amazon ECR iRV X1F, 7 ‘K" & , % L% Amazon ECR JEM&RA AWS Ik ID ,
REEE “T—%7,

ESR2:BERR TEHL , XT IAM A6 , ERATERSNREFTRINSE , ARG
FelE,
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® Note
B VIERERATLIENNRN IAM BEEKS ECR 3| ECR BYZFREFTEMN IAM
RAgo

7. BRI EESRZE NEL , NTEESEZH , EREUETRENRERTHRIRN
HEEXEZFFME. IREEBENR , WSATEE—NREN , ZEWFAERS ZHEB —8
2, BTEEFXRE LpEmRNE&.

8. WTLHE®WAZRE , EREEMNLFEMRPEENRBENRTIEN. MRTEZRR , WATLUM

LEEM R P A EAFEE P RIRSE, IREIRETR  FEELBEFEENR , AEEE “T—

(@ Note
ETHAEXRBENEFNLFn R ZHNESRER , H5M. BENL ECR Z ECR #f7f#
FERRNINERF

9. HIR4: FRHACENEL K FREFRIANEE A6 REEFCIE,
10. NEQEBNBNMEBEFEERLES R, RHNSIMXEHE T EFRIAN,

| BZEFRIAN (AWS CLI)

£/ create-pull-through-cache- AWS CLI rule a5 Amazon ECR #AE EMTRAUIBEBEEFAN,
NFEEFARARTEORIIN EHEMR | EXTFEIEFEMTE Secrets Manager 4, Eff
F Secrets Manager #5812 %4 , S RNEN LFFMEESIUEF#E AWS Secrets Manager %
L

HX BN EFEMREHEUT RO,

%tF Amazon ECR Public

AR =615 Amazon ECR AFEMKREUEBE—NEFREAN, SEETHEMEENSR ecr-public , X
SHEASFRIFINCIEZNENEEERHESE ecr-public/upstream-repository-name
Fx,

aws ecr create-pull-through-cache-xule \
--ecr-repository-prefix ecr-public \
--upstream-registry-url public.ecxr.aws \
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https://docs.aws.amazon.com/cli/latest/reference/ecr/create-pull-through-cache-rule.html
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--region us-east-2

ERATF Kubernetes A88EM %

AR =B Kubernetes AEEMREUE T —NEFREIAN, ©EE T FEENLR kubernetes , X
EHFEAEFRIHNGENESNEEESRESE kubernetes/upstream-repository-name w4
FR,

aws ecr create-pull-through-cache-rule \
--ecr-repository-prefix kubernetes \
--upstream-registry-url registry.k8s.io \
--region us-east-2

*F Quay

T REIA Quay NEEMRCUE T —NEFREAN, SEETHEEENR quay , XSERA#IE
ZEANNENESNFHEHEED B AR quay/upstream-repository-name,

aws ecr create-pull-through-cache-rule \
--ecr-repository-prefix quay \
--upstream-registry-url quay.io \
--region us-east-2

% F Docker Hub

AT 7”518 Docker Hub FMRAIEZ T —NEFREEIN, SEET FMENSR docker-hub , X%
BEASFRIFNGENS NE#ESESR docker-hub/upstream-repository-name &5
R, BAMIEEBE Docker Hub FiFH Z K TE Amazon BIREBF (ARN)

aws ecr create-pull-through-cache-xule \

--ecr-repository-prefix docker-hub \

--upstream-registry-url registry-1.docker.io \

--credential-arn arn:aws:secretsmanager:us-east-2:111122223333:secret:ecr-
pullthroughcache/examplel234 \

--region us-east-2

X F GitHub &FaREM &R

AT RHIA GitHub B EMREOIEZ TELEFAN, STEETEMENR github , XSBFEAERF
REHN BN ENEEESREE github/upstream-repository-name BB H R, BYMMIEE
TEEM GitHub BEEMEZ M Z A TE Amazon BIRB R (ARN),
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aws ecr create-pull-through-cache-xule \

--ecr-repository-prefix github \

--upstream-registry-url ghcr.io \

--credential-arn arn:aws:secretsmanager:us-east-2:111122223333:secret:ecr-
pullthroughcache/examplel234 \

--region us-east-2

5 F Microsoft Azure BReFEME

LA 7RI Microsoft Azure BEEEMRAUBR T —MNEFREHAN, EEETERENR azure , X§
BEASFRIFNGENS NEHESRES azure/upstream-repository-name & AR, &
WIIEE B E Microsoft Azure BEFEMRFZ N ZHHNTE Amazon BIRBEF (ARN)

aws ecr create-pull-through-cache-rule \

--ecr-repository-prefix azure \

--upstream-registry-url myregistry.azurecr.io \

--credential-arn arn:aws:secretsmanager:us-east-2:111122223333:secret:ecr-
pullthroughcache/examplel234 \

--region us-east-2

i F GitLab B EM &K

AT RBIA GitLab BEEMRAUBTEIEZENAN., SEETFHEENSR gitlab , XSHEAER
RIS BN ENEEESREE gitlab/upstream-repository-name BB H R, BYHRIEE
TEEM GitLab BEREMEIEN ZHAMNTE Amazon BIRAB T (ARN).

aws ecr create-pull-through-cache-rule \

--ecr-repository-prefix gitlab \

--upstream-registry-url registry.gitlab.com \

--credential-arn arn:aws:secretsmanager:us-east-2:111122223333:secret:ecr-
pullthroughcache/examplel234 \

--region us-east-2

3 F 28 AWS IKF R E Amazon ECR #AB &

AT RBIFER— AWS Ik R B8 X 1889 Amazon ECR A EIMRIBEBEEMN, SEETE
EEANR ecr , FSBEARFREMANIENESNFHERHESR ecr/upstream-repository-

name B AR,

aws ecr create-pull-through-cache-rule \
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--ecr-repository-prefix ecr \
--upstream-registxy-uxl aws_account_id.dkx.ecx.region.amazonaws.com \
--region us-east-2

TR BEEHM AWS IKF B Amazon ECR FABEJEM R

LT RBIFER— AWS KPR B X8A Amazon ECR AAEIMRGIZEBEEMN, SEETH

ERR ecr , XSERFAZFRIANVNENENEEERHES ecr/upstream-repository-
name ME AR, BULTERRAZANNRIEE IAM BN TET I EREH (ARN). 7 Amazon
ECR F 8l EFIREN

aws ecr create-pull-through-cache-rule \
--ecr-repository-prefix ecr \
--upstream-registry-url aws_account_id.dkr.ecr.region.amazonaws.com \
--custom-xrole-arn arn:aws:iam::aws_account_id:xrole/example-role \
--region us-east-2

e
HREFRDMNE , BRTUTRESR

- DIEERERER. BT FMECIRENR , £5 Amazon ECR EE&FREUREHE R RECIEMN
ME#EESOREN , BRATGERHN, AXEZER , SR ATEMNEEFRIEEHRES
(] 61 22 1Y 77 i FE Y AR AR

- WIFEFRIN, ERIFEFEIMME , Amazon ECR &5 EHEMREBI MK ERE | BifTe
REETULGEEE L EMREILER Secrets Manager 48 , AR B RITRERI. BXEZE
B, 525 WiFf Amazon ECR F /Y EFEEH N,

- FRERZFRIAN, BXEZER , $2 M £ Amazon ECR H A ZE F RN KEZIRBR &,

IS UF Amazon ECR & 1212 BN

BREFRIEANGE , N TEESHRIEN EEMER , BUURITEZANRREELIE, ERIEERE
REEMNET , Amazon ECR 25 EiEMRBIMEERE , RITCESUNERSE LiEEMREIE
9 Secrets Manager 48 , HEHIAFHRIERER Y.

EFREASFREIHANZE , TRIAGHEELMW IAM R, BEXEZER , HSR FLFEME
5 Amazon ECR #AE XM KRBT AMEN IAM R,
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i BRE ZIREHN ( AWS Management Console )

LTS ESERI{AE A Amazon ECR 124 & 8 IF EFEEHN,

1. 3TFF Amazon ECR ##|& , Pt 7 https://console.aws.amazon.com/ecr/o

2. ESmES  RFETEERIENEFRIFNINXE,

3. ESMBEKP , % Private registry ( FABEM I ) . Pull through cache ( ZEFRE ) -
4

EEFRDNEENH L  ERERIIENEFRINAN. RE , ERRFTAREFERETFAE
2

5. EEFREHFHNEMAEETEL , FARETHNREEHERRIISGHREIUL, Amazon ECR HE R
T RAVEIE,

6. NERIINESNMNEFRIANEES LRI,

BREFREAN ( AWS CLI )

validate-pull-through-cache- AWS CLI rule a5 % A THIE Amazon ECR FABEMERNWEBEEZAN,
LT RBIER ecr-public B ZRBER. FHZEHGRNERIINEFRIANNIRE,

aws ecr validate-pull-through-cache-rule \
--ecr-repository-prefix ecr-public \
--region us-east-2

EWRAF | isValid SEIEREIERERII. ME RN true , M KRR Amazon ECR e i 18] L E A
*x , HEBHRIERIN, MRA false , MRREFERTBARIEALAM, failure SBHIERER,

£ Amazon ECR i {£ /i & F iR BV I RS2 HR AR 45k

LT REPEREEASFREMNRENRGR ZEFRANGSELE, WREEERANIREFANNE L
HREKEIHIR | S W P& Amazon ECR FHNEFRIAE , UERRKE AR AR AR

XELHIR,

EFREASFREIHANF , BRIAEGHEELMN IAM R, BEXEZER , H2R FLFEME
5 Amazon ECR 3B XM KRBT MEN IAM R,
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® Note

AR 555 A 8 FA 19 BR A Amazon ECR 7 Edn B Z[BIfE. AWS Management Console #{R
& E A BB B/ Amazon ECR FABEE URI,

% F Amazon ECR Public

docker pull aws_account_id.dkr.ecr.region.amazonaws.com/ecr-public/repository_name/
image_name:tag

Kubernetes B3/t &R

docker pull aws_account_id.dkr.ecr.region.amazonaws.com/kubernetes/repository_name/
image_name:tag

Quay

docker pull aws_account_id.dkr.ecr.region.amazonaws.com/quay/repository_name/
image_name:tag

Docker Hub

% F Docker Hub B 5 R :

docker pull aws_account_id.dkr.ecr.region.amazonaws.com/docker-hub/
library/image_name:tag

® Note

¥ F Docker Hub EF MG , %MEE /library Bidk. ¥ FFrEEHM Docker Hub Zf5FE |
BERE /library A%,

Xt F A H b Docker Hub R :

docker pull aws_account_id.dkr.ecr.region.amazonaws.com/docker-hub/repository_name/
image_name:tag
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GitHub & smE &

docker pull aws_account_id.dkr.ecr.region.amazonaws.com/github/repository_name/
image_name:tag

Microsoft Azure B85 M=

docker pull aws_account_id.dkr.ecr.region.amazonaws.com/azure/repository_name/
image_name:tag

GitLab Beg/Eft &

docker pull aws_account_id.dkr.ecr.region.amazonaws.com/gitlab/repository_name/
image_name:tag

TR L EEILFME1E AWS Secrets Manager 43 H

NEESHRRIIN EHEEHEECNEEZFIRIINA , BAMEL Secrets Manager Z4A 7 FiE. £
Secrets Manager Z4AAIgE 245 A, BXEZEER , IBZFHAWS Secrets Manager ET.

DTEREISETHRUNARNENXIFN LEFMEELR Secrets Manager 247, &I SUERE
Amazon ECR #Z#l &P FEAAZRFRIFN TEREXRAEZH , M2 Secrets Manager
BEEXRVNEFRH, BXEZEER , S 7£ Amazon ECR H8lEZFREHN,

Docker Hub
9 Docker Hub EiE 8% Secrets Manager %43 ( AWS Management Console )

1.  $TFF Secrets Manager ##&|& , Mt 7 https://console.aws.amazon.com/secretsmanager/o
2. ERTF®HEBHA.
3. HEEREARBTNELE  RITUTRE:

a FTRMAXE  WEEEeEeRa,
b. FES/EFH , 9 Docker Hub S IR F{TR/EN . EAMERHEHEHSES 65536 1
.

i. XFHE— key/value Xt , ¥ Eusername N Z4A |, FFIEM Docker Hub AF BIENR
B,
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https://aws.amazon.com/secrets-manager/pricing/
https://console.aws.amazon.com/secretsmanager/

Amazon ECR

RAriEmE

6.

i. XFEHE= keylvalue Xt , IEEaccessTokenIZH4H |, &K Docker Hub 18] 15
ENE. BXRUWMAEIE Docker Hub FRITHENEZEE , 125 Docker XAHHHY

Create and manage access tokens,

c. XFMBZRFH , REBEBIAK aws/secretsmanager AWS KMS key B , RRERET—%,

FRALBEARTEEMER, BXREZER |, 525 (AWS Secrets Manager A #5
) HH Secrets Manager I R4A MR MR R

/A Important
BTERABRIA aws/secretsmanager INFEFEARMEZEZREE, Amazon ECR R
TEHEANBAEATFEEEEREH (CVMK) .

EEREEFHAREL , T TRE !

a. WA—/NERMR Secret name ( 4R #5 ) M Description ( %8 ) » BB HLITEE
1-512 4 Unicode Z%F , # B ecr-pullthroughcache/ R HEI%K,

/A Important

Amazon ECR AWS Management Console R & R E#fEHecr-
pullthroughcache/®I4&# Secrets Manager #l%,

b. (1% ) ENRIHLH , EENZHAPRIM—NREZ ML, BXFICEKE , BFSH
{AWS Secrets Manager FiFF1§F) FHIFRIC Secrets Manager 4. BEFREFHEE
EFEMERZH , BAElIRME,

c. (Wit)ERENR , ENFARREANBEHNZAD | FERREENE, BXEZE
B |, %% (AWS Secrets Manager FAF18F) YRR SR BEHI AN ZEI Secrets Manager

d. (#ik) ZEFBHD , ENENZRHESNT S —NFH AWS XiF , FEREH R
o BULIEEFRH  LUELBEESH., BXEZER , HSH (AWS Secrets
Manager AP {ER) PR ZBES R EMXE,

e. iij:%-lt_io

( A% ) % Configure rotation ( ELE##t ) MEL , BN ABzHR, BHLAUINERE

&

KA  REHREFETH. BXEZELR |, 558 (AWS Secrets Manager FF1§/) &
B4 # Secrets Manager 243, ERET—&,

7 Review (%) Mt , FRENZAFMES | REIEF Store (7).
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Amazon ECR AriEE

Secrets Manager fREI B Z4A5|&K. WREWHFHRET , iH%F Refresh ( BIF ) &
.

GitHub Container Registry
RIRE GitHub B EMREIULBIE Secrets Manager %47 (AWS Management Console)

1.  $TFF Secrets Manager ##&|& , Mt 7 https://console.aws.amazon.com/secretsmanager/o
2. ERTFHHEBHA.
3. HEEREARBNELE  RITUTRE:

a. XNTHRHARE  FREHEMEARE,
b. HER/MENT , NEH GitHub TFEGIEWIT, ETUERAPEFEMRS 65536 NF T,

i. XFHE— key/value Xt , IEEusername A FH |, FEH GitHubAF BEERNE-

i. XFEHE= key/value ¥t , ¥EEaccessTokenHZ4A |, F GitHub R B HEEERNE,
BRI GitHub T RIGENEZER |, 525 GitHub XEFHNEEENNNAFTRS
5
c. XNFmHBRZEL , REBRIAK aws/secretsmanager AWS KMS key B , RFIEET—F,

FEREZRRAF=EFTMERH, BXEZFEE |, 55H (AWS Secrets Manager A5
&) HHY Secrets Manager I ZR4A B MR R

/A Important

IBAIERBRIA aws/secretsmanager MBRZR4ARMEZ R4, Amazon ECR &
XFEANNEZRAEAZEFEETEEREHA (CMK) .

4. 7E Configure secret ( BLEH4 ) WE L , MITUATIRE ;

a. WA—NMERMER Secret name ( 4B ) M Description ( %A ) . BEABMLNETE
1-512 /N Unicode Z#&F , # B ecr-pullthroughcache/ A EIZR,

/A Important

Amazon ECR AWS Management Console R & RE#fEHecr-
pullthroughcache/BI%4kHY Secrets Manager #1%,
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https://console.aws.amazon.com/secretsmanager/
https://docs.github.com/en/authentication/keeping-your-account-and-data-secure/managing-your-personal-access-tokens
https://docs.github.com/en/authentication/keeping-your-account-and-data-secure/managing-your-personal-access-tokens
https://docs.aws.amazon.com/secretsmanager/latest/userguide/security-encryption.html

Amazon ECR

RAriEmE

b. (@& ) ENRIHLH , EENZHAPRIM—INREZ ML, BXFICEKE , BFSH
{AWS Secrets Manager FiFF1§F) FHIFRIC Secrets Manager 4. BEFREFHEE
EE®MERZH , BAElIRME,

c. (Wit)ERENR , ENFARREABEHNZAD | FERREENE. BXEZE
B |, %% (AWS Secrets Manager FAF18F) FPHVRXERE SR B HI INZEI Secrets Manager

d. (#i%) ZEFHBHD , ENENZRHENT S —NFH AWS XiF , FEREH
o BULIEEHRH  LUELBEEH, BEXEZER , HSH (AWS Secrets
Manager AP {ER) PR ZBES R HMXE,

e. iij:%-lt_io

( AIi% ) % Configure rotation ( ELE##t ) MEL , BN A Bz HR, BHLAUINERE

=P

XK  RERENEITH. BXEZEELR |, ESH (AWS Secrets Manager FIF#§F) &
B4 # Secrets Manager 243, ERET—F,

7 Review (%) Mt , FRENBAFMES | REIEF Store (7).

Secrets Manager fREIF|Z4A5|&K. WREWHFHRE T , iH%F Refresh ( BIF ) &
.

Microsoft Azure Container Registry

7 Microsoft Azure BE MR ZIE I Secrets Manager 4 ( AWS Management Console )

1.
2.
3.

$TFF Secrets Manager #£#|& , M1t Fhttps://console.aws.amazon.com/secretsmanager/o

IERFHEAENA.
HEREERARERE L , FITUTHRAE

a. XNTHRHARE  FREHEMEARE,
b. ERMENH , A Microsoft Azure FiEIZMITRMEX , BRI AERAPEFRERS 65536

N

T+ To

i. XTFE— key/value Xt , EEEusername N 4R , FFHRHY Microsoft Azure BEF M &K
AFBEENE,

i. XFEHE= key/value ¥t , ¥EEaccessTokenHZ4A |, MFREY Microsoft Azure B55E
MRBESEIEENE, BXUMALIE Microsoft Azure THRISENEZER | HSHE
Microsoft Azure X BIESHE - [T,
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Amazon ECR AriEE

c. XFmMHBZE , REEIAK aws/secretsmanager AWS KMS key B , REEBR T —%,
FRALRBZATRTEERNTER, BXEZELR |, 55 (AWS Secrets Manager A5
) HHY Secrets Manager F B9 B4R IR M R 27 o

/A Important

BATERBRIA aws/secretsmanager MEZEFARIMNZE . Amazon ECR T
XBFANGHEFRAEAZEFEEIEEREHA (CMK),

4. 71E Configure secret ( BLiEZ4A ) WHE L , AT TRE .

a. BWA—/ERME Secret name ( Z4AHA 5 ) M Description (%A ) . BPABHLIEE
1-512 /N Unicode Z#F , # B ecr-pullthroughcache/ IR,

/A Important

Amazon ECR AWS Management Console R & R E#fEHecr-
pullthroughcache/®I4&#Y Secrets Manager 1%,

b. (™t ) ERZHsH , EENZRARFIMN—NRZIMEL, BEXFICEKE , BSH
{AWS Secrets Manager FiFF1§F) FHIFRIC Secrets Manager 4. BEFREFHEE
BEE#HERLEYH , ARENIRME,

c. (k) ERENR, BFRREBEPIMEEHZRF , BEBRENR. BXEZE
B, #BZ[ (AWS Secrets Manager AAF{EF) IR R B 1] Secrets Manager

d. (W) ZEHZAP  EFLENBHEFNRES —NBE AWS XiF |, BEEREHZE
B, BUUNEEHER , LA LELBEEH., BXEZER , 55 (AWS Secrets
Manager FiF1858) R 24 E 62 H A X,

e. ii?%—lt_ﬁ;_o

5. ( Ali& ) £ Configure rotation ( BEE%#: ) ME L , B S A EZRIGR. SBHAURERE
KA K REHENETHF. BXEZELE , H55 (AWS Secrets Manager FAF#8E) &
B FC#: Secrets Manager %4, ®EEBT—F,

6. % Review (%) WL , FRENBHARMAEER , ARERE Store (&),

Secrets Manager iR [E 22405 &R, MBREWFMBHARE T , BiEFE Refresh ( FlFT ) &
.
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GitLab Container Registry
RYREY GitLab BES MR ZIE 12 Secrets Manager 48 (AWS Management Console)

1.  $TFF Secrets Manager ##&|& , Mt 7 https://console.aws.amazon.com/secretsmanager/o
2. ERTFHHBHA.
3. HEEREARBTNELE  RITUTRE:

a. XNTHHARE  FREAMEARE,
b. ERMEXH , NEM GitLab HIRCIEMIT, EAILUERAPFHEEZRS 65536 NFT,

i.  XFE— key/value XY , EEEusernametE N ZEH |, FEM GitLab BEREMKRAF B
EENE,
i. XFEHE= key/value Xt , IEEaccessTokenHH4A |, FNEM GitLab BEFEM KRG
THEEENE. BXEE GitLab BB EMKRGETHENESZFEE , 2 GitLab X
BN AANFRSHE, BERRSEREIHESE.
c. XNFmHBRHEL , REBIAK aws/secretsmanager AWS KMS key B , RFIEET—F,

FEREZRRF=EETMEH, BXEZFELE |, 55H (AWS Secrets Manager A 15
&) HHY Secrets Manager I ZR4A B MR R

/A Important

IBAIERBRIA aws/secretsmanager MBZRZR4ARMEZ R4, Amazon ECR &
XFEANNEZRAEAZEFEETEEREHA (CMK) .

4. 7E Configure secret ( BLEH4 ) WE L , MITUATIRE ;

a. WA—NMERMEN Secret name ( HE4A B ) M Description ( %8R ) . BEABMLNETE
1-512 /N Unicode Z#&F , # HLL ecr-pullthroughcache/ A EI%R,

/A Important

Amazon ECR AWS Management Console R & R E ¥ fEHecr-
pullthroughcache/®HI4&# Secrets Manager 1%,

b. (™) ERZHH , EENZRAPFIMN—NRZMEL, BXFILEKE , FSH
{AWS Secrets Manager FiFF1§5) HIIHRIC Secrets Manager %41, B ERFHRE
BEMERZYH , BN EMRMNE,
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https://docs.gitlab.com/ee/user/project/settings/project_access_tokens.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/security-encryption.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/managing-secrets_tagging.html

RAriEmE

Amazon ECR
c. (Wikt)ERENR , ENFARREABEHNZAD | FERREENE. BXEZE
B |, i85 (AWS Secrets Manager FAF18F) FPHVRXERE SR B HI AN ZEI Secrets Manager
d (%) ZEFHBAP , EFENRAEFE S -1 F4H AWS X, BEEEHIE
o BULIEERRE , L LUELBEH, BXEZELR |, HZH (AWS Secrets
Manager AF18/) WA E 2 HAa X1,
e. iij:%-lt_io

5. ("% ) 7 Configure rotation ( BLE##R ) MHEL , ZA S A B3Rk, Sw A UINERE
XHAR®R  RAEHERHETF. BXEZER , ﬁélﬂ {AWS Secrets Manager FIFF1§r) &
B4 # Secrets Manager 243, ERET—F,

6. 7£ Review (F#%) Mt , F&ZENZAFHAEL , RF%ERE Store (771%).

Secrets Manager fREI B Z4A 5K, MREWHFHRE T , iHi%EF Refresh ( BIFT ) &

i

BEMX ECR % ECR W ERI RN EETF

EEZEEMNNENXEF ecr EHENRMN LBFEFEMEEN R, ecr B ETNRRE Amazon ECR E&F: /i

RO SHANRBRNFEEFEREE

SR BTSR. i/ {6 P AL B 4R 1 0 B 20 RO AL U P E Y B AR R Y

XREFNFEE. S0, BTRprodEA T KN BEFMEEprod/. ERERMA TEMRF AR
BRAXRBNEBEZEANNCE , FERAROOTERN IR,

/A Important
HRRBHRANABREN /. MREIEE ecr-public AHIZ , Amazon ECR & HEM A
ecr-public/,

LBFEENRE i FHEEBMTE, MNERT , BRENROOT , AWSEM LiFFEERTT
Bit. RA = Amazon ECR FFERIZR N IEROOTER , &S BEIRE L 7 EFERTR.

THREBHNNEFANFHREE , E7 7 EFFEERNN LEEMEESNTZRARNBRS,
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https://docs.aws.amazon.com/secretsmanager/latest/userguide/create-manage-multi-region-secrets.html
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FiFamE =R ¥ an & 22 (A MREIXR ( ZBEEME > LiF
T )

ecr-public B’ (RN ecr-public/my-app/
imagel - my-app/im
agel

ecr-public/my-app/
image2 - my-app/im

age2

R R my-app/imagel - my-
app/imagel

team-a team-a team-a/myapp/imagel -

team-a/myapp/imagel

RO ARERF EiERARERF my-app/imagel -

upstream-app/imagel

HEZ& Amazon ECR F Y EFIEE B &

ERANMEFEANNELFEREEN |, BURL2KIIUATERHER,
FHETFE

BREHEETFENEREE RHZEMETELET Amazon ECR AAAEMRFHEREHE L
HEBH IAM £442F ecr:CreateRepository WMRATH. EfRILEIR , BNIZRIENEG
SHNE#EE URI B |, CEMEEHEE&N IAM TEZFHRAEN IAM R |, KEERT RS
BHEZE , EEEN Amazon ECR S EEMRPOUBEQMHE KL LGBV TFHEE. BXME
IAM RN EZER |, 55 N LEMES Amazon ECR FAEEMEREBLZFER IAM R,

AR R IR IREY R Ao

Error response from daemon: repository 111122223333.dkr.ecr.us-east-1.amazonaws.com/
ecr-public/amazonlinux/amazonlinux not found: name unknown: The repository with
name 'ecr-public/amazonlinux/amazonlinux' does not exist in the registry with id
'111122223333"
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AR RAVBR B

ERRTIRENEREERHZESTEE T LEEMRFPRE RPN LFEERE 1AM E4
|&F ecr:BatchImportUpstreamImage X PR{E 2% Amazon ECR B MK P I EFMERT
B, ERLER , SRR LBEGNESGHRIENEBAREE , A ECHNELBEESHN 1AM
FHBRFAEN IAM R, BXFE IAM RN EZFEE |, 50 F LFEMES Amazon ECR
MEEMRELSAEN IAM KR,

AT R UL SR RAY R B,

Error response from daemon: manifest for 111122223333.dkr.ecr.us-
east-1.amazonaws.com/ecr-public/amazonlinux/amazonlinux:latest not found: manifest
unknown: Requested image not found

M Docker Hub 174 EE F 3R EUAY & £ 403 Forbidden &%

MFRIEA Docker B 5 HR1&H Docker Hub fZf EEFRIZENEY , MAMEFEAN URIHEE /
library/. $l#l aws_account_id.dkr.ecr.region.amazonaws.com/docker-hub/
library/image_name:tag., HREE B Docker Hub B F &% , N HEZRXERPNEEFEAN
REE S |, FF5EE403 Forbiddenifi®, /library/BXxEZEL , HS 1 £ Amazon ECR
A {5 A7 e B U SRR EAR 1%

AT R UL R RAY R B,

Error response from daemon: failed to resolve reference "111122223333.dkr.ecr.us-
west-2.amazonaws.com/docker-hub/amazonlinux:2023": pulling from host
111122223333 .dkr.ecr.us-west-2.amazonaws.com failed with status code [manifests
2023]: 403 Forbidden
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Amazon ECR VA B R{& & FI

BT LABLE Amazon ECR A B EM R FEMENE S, Amazon ECR [E /& A T X ig Mk 7~
4, ERTEKFES , BARKF SONEBETMERNBRE , AR FNREIMERHITES, EXRES
E8. , %2 @ Amazon ECR H A XM FRRE,

£

- AWERBEFRDIESEM
 Amazon ECR WA BR15 S &l 7R 6l
 1£ Amazon ECR HEiEFA G RE &

IERBEHREIESEM
ERALAHREHNEDIEA TR,

- REEREEFIZE , XA FHENABTTLAHMES, ERERPTMNEIFEENABTHETL2ESH,
N1EHERESSE , Amazon ECR FREZEBFNERS,

- EHERE , BXEMKS A FEES R RIFTE, Amazon ECR AXIFHEEHIEEH E T
FE & #Ro

- BXREBIEIMEURITESIT , Amazon ECR 2R REVIEBRSZ L IAM B, BREZHEX IAM
AEIRXTF Amazon ECR EHlRSEIMEFUERERENEFHEGFENNR, BXEZEE | iF
25 3 Amazon ECR RS HExA®,

- ERTEKRKFES  AEEMREGSIAEFATRIMREFIEZENNE, B REMLEEMR
NRFEBRTRLEEN, BXEZELR , 155/ Amazon ECR FHIFAE M ERNER.

o MREHFAE ST MR AR KBS LU BRANPR |, W LA T2 F AR 3 1T o EHI B AT RETE Ao

- ERTEXESES  FiZKEASEZ XIS TEAESIREZT , RIKS R B ERK P & 4505 0
AZXig, BXEZER | H5H (Amazon Web Services —fig5£) hHEE AWS X1,

s FXEEAWS 7 X2E#ITEXIFEES, Fli , us-west-2 FNFEMETEZEHE cn-
north-1, X AWS 7 XWEZELR |, i5SHE (AWS — &5 ZE) #i ARN *%_to

. %Aﬁ)?Eﬂﬂi%E’J’E%UﬁEEEE%—IM@E 25 NEFFEANMKE— B4R , &ZH£HF 10 MM, SN
RZAEE 100 MEERS, XIAWNESERATEF TN IR E G T4 EEERIHAIMN

- EHEEXFELEEF#ENARMELRFIMRPEFHNFEE, BXRO, ESH =6 &
RAE#ERERGEEEXEEH,
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- GREBHEIERARMITRESIRE, Hln , MBEEEETM us-west-2 B us-east-1 ARM
us-east-1 % us-east-2 WEXFHEH , M#HIEE us-west-2 HEBMNEHE us-east-1,
CALBEHE us-east-2, WITHRMNERTEBEXIEMEKSE %,

s REBMEBLETRE 30 7MW ERNES , EERDHBERLT , EFTEEEE KA E,

« SEMREFTHATEMBBRIRE, SEFEGMNEHETBERAN , TAFIBEREAT.

« FHEEREE (215 IAM policy) MARARRBAMES , MARTHNEELNF#EEZS , ©
E}’LQE{} Ef[lr]o

c MABRATAEHEFHEERE , BUUERAFEEERRREF FRERE, XERETERE
M, NE, FRENRMEGEHRRE. XCFEUEERNESER  FSRATRIEER
RELEE BRI 61 2 89 7 6 E R AR AR

- MREFRELEATHRETEYE  ARENTSURRGEAHEBRENGESR , NIZEGFHE
#, ENESEENTE, XTRLFERARFICHER.

Amazon ECR FWAA B & E FI R~ 5

UTERGIERTRHRERGEFNENNAG R, MREEAEEES AWS CLI, WA LAE 62
JSON X #atfEA JSON RlERE R, WMREFEAEESEH AWS Management Console , MEE
EHEXTEALEESHANG , BFEEIELH JSON,

™M BEEBEXEEHIENBRXE

THERTEEMNEIMRPEEEXSEFM RO, LRABESHEKS ID A 111122223333, ¥
BEEEXE (MFTR us-west-2) FIEELEFIEE.,

{
"rules": [
{
"destinations": [
{
"region": "us-west-2",
"registryId": "111122223333"
}
]
}
]
}
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R ERERERARAEEEXEE

RAriEmE

THERT NESREMELCENEREREEXFEHN R, LROBESEWIKS ID
111122223333 , BIEERXE (MR us-west-1) PFIEEHEFIEE , HEEFRRHN prod B
T

{
"rules": [{
"destinations": [{
"region": "us-west-1",
"registryId": "111122223333"
1,

"repositoryFilters": [{
"filter": "prod",
"filterType": "PREFIX_MATCH"

1]

1]
}

™ RERKAEHESA B RS

THERTEEMNIMRIPEEEXFHEFN RO, WREBESHKS, ID R 111122223333, ¥}
BBREEXE (MAR us-west-1 5 us-west-2) FIEELREFEE,

{
"rules": [
{
"destinations": [
{
"region": "us-west-1",
"registryId": "111122223333"
I
{
"region": "us-west-2",
"registryId": "111122223333"
}
]
}
]
}
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RAriEmE

R BREEIKS S &

THERTHEMKREEEKS EHN R, LRONFEESHIE 444455556666 MK M us-

west-2 X,

/A Important

ERTEKRSES , BRKS LB ETMRNREE , UATHTEH. ARESER &

2% Amazon ECR R FAE ST RAR,

"region": "us-west-2",
"registryId": "444455556666"

{
"rules": [
{
"destinations": [
{
}
]
}
]
}

Ml EEEPREEZMAN

UTERTEREBIMENZANEFHANMN R, HWRAIEE 111122223333 KFPHES , HEZ—1
HN , BR8N prod WEHES SR us-west-2 X5 , HEHERN test WIEHEEEHIZE us-

east-2 XiF, EFEREFZTAIE 10 MU , BNMNZRSIEE 25 MEF.

{
"rules": [{

"destinations": [{

"region": "us-west-2",
"registryId": "111122223333"

1,

"repositoryFilters": [{
"filter": "prod",
"filterType": "PREFIX_MATCH"

}]

R BEEKSEH
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},
{
"destinations": [{
"region": "us-east-2",
"registryId": "111122223333"
1,

"repositoryFilters": [{
"filter": "test",
"filterType": "PREFIX_MATCH"

1]

}
]
}

£ Amazon ECR A i EFAE B E &
AENFIEITMEREESNXBHES ., BAlEEEXEEHSHEKF S,
BxEREHIMNREl , F5 5 Amazon ECR HFABE MG E & =40,

EEE M R E Hi%E (AWS Management Console)

1. fEhttps://console.aws.amazon.com/ecr/7Z 4% FE R $TF Amazon ECR ##14,

MNEfEd | EREREIMREFREN X,

ESmBERSD , ERIAEEMRE.

EREIMERRNEL , EFRE , AREREFRETHNEE.

EEHITEL , ERRMESHM,

EERRENEL , EEREABEXEES ., BKFEFHERRE , RARERT -5,
MEBATEXEES  NEEERHFRXKEH , EF—IHSNBHRXE , AREET -5,

MREATERS,ES  NEBKSESF , ERIMROEKSEHRE. WTERKS , WA
BFRKFNIKS ID AREHFHBEFH-—IRSNERXE. EEBRKS + BUREAKSEE N
EHB R,

© N o o~ 0w DN

/A Important

ERTEKFES , BARKF AR EEMRNBERE LA TFHITES., EXEZE
B | &2 Amazon ECR FHFAE EM TR,
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9. (WiE) EAMEEFAREL , AEFAMNEE - NHSNMHEESFM , AREERN, NEEEH
BREMXBENENRARGEERS R, LIRMERGEENFEEBNINR, WRRHFINTHELE
&, WEHMEFERENAR, PIFABRIESRARE , BET—F,

10. EFRENTFRENEXIRNEL  EEEFANEE , AEERRIAN,

EEEMTRE HRE (AWS CLI)

1. AEESERNIMREXWEFHNMEG JSON X, EFEERSITLIE 10 ML , FRERN
RZEE 25 ME—BiF , 8SMNKZEE 100 MNEERY, EEECHKFAPEREEEXES
# , FEEBCHIKS ID. BXES A, S MAmazon ECR WIAEBREGE HI 7R 6],

{
"rules": [{
"destinations": [{
"region": "destination_region",
"registryId": "destination_accountId"
1,
"repositoryFilters": [{
"filter": "repository prefix_name",
"filterType": "PREFIX_MATCH"
1]
1]
}

2. tIEEMRNEFEE.

aws ecr put-replication-configuration \
--replication-configuration file://replication-settings.json \
--region us-west-2

3. WAZKIEMRIRE.

aws ecr describe-registry \
--region us-west-2
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T2 HEE 7RI E SR ER R 62/ 176 F RV E R

£/ Amazon ECR 4 E0I 2R , £ Amazon ECR RERZCENFRENRE. FHECIEE
WRANREREF#ENRBRANA  NAEFEERERETAEMT EIRNF#EREEAZE,
BEl  FREEERTATEFEEQEIEDNUTHENARE

- ZFEW
- 854

BUT XA S 17 e B 2 AR AR

« HE (4t} ) (cn-north-1)

« AE ( TE) (cn-northwest-1)

« AWS GovCloud ( E£EZSB ) (us-gov-east-1)
« AWS GovCloud ( BB ) (us-gov-west-1)

7 iE FEBI B R AREY THFJREE

BEf , Amazon ECR FERREEIEBFNALBFMEE, Sl

- BEREAZFRIANRER LFFEENABFREEMET Amazon ECR AR EM&RAT.
« HEME Amazon ECR Rz EE HE 5 — XK/ B,

R ESENEFIRIFN R E I8 1765 B ITEL Y 1265 B 0122 8 4ReT , Amazon ECR 2R ¥ E6 EE
ABRINEE, XEBRINRESTREXAGRETRETM, FH AES-256 NF , URFNAFAE#HERED
B HAR B

ERFREEEENR , B EE X Amazon ECR N EBEXEFRIMME FIRECI RV F6M# ENANIR
B, BANUNMEEEEREREM, MERE, FEENR, £ EARRENTRRE,

TERERT HF#EFECIRERSEFRIURES S LA Amazon ECR AR THER,

THEAR API fR4s 2015-09-21 131



Amazon ECR AriEE

L\
Repository created by Template applied :E
Amazon ECR to matching repository v—
Replication S D Repository
or w
Pull through cache v —

Repository creation template

DTARFEMERT TR EUBERPHNENSH.
Prefix

Prefix R SERXBENERERAZR R, FHALIRNENFEFHETNAAERPE
NHRE, Bl |, 8148 prod MR AT prod/ FAWMEEME. B8 , 514 prod/team
MATFL prod/team/ AWM EFERKE, E3W MERMEMERS , MR —MERWETRR
“orod” , B —MEMRMBIZRN “prod/team”, the template with the prefix "prod/team” will be applied
to all repositories whose names start with "prod/team/”,

BERERRNA T EMRFZBRKIBERNAARFME | LRI LER ROOT EABIR,

/A Important
HBRRBHRANARBREN /. MREIETE ecr-public AHIZR , Amazon ECR £FHM K
ecr-public/., ERSFRIGINIE , &1ECIZH N 65 E N 76 Eal Rt B IsE R 76
Fr B 2 AR AR BT %o

iR
WERERTE | BT RAEEECZERNBE,

N AN &
NMAKIRERE T EHLERSZEN Amazon ECR BIEZME#E. BXER
PULL_THROUGH_CACHE #1 REPLICATION, #l#n , BB XERAEFRIMNIRKE R EBEFEEEN

AAHFEEZ®H T Amazon ECR REEM KT, H&EELENEFZIRIVN T /Y 1765 E ol 2E
#Et , Amazon ECR 2@ A E#EFERAERINRE,
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FRECEAE

FHREUEZABRE— IAM € ARN , BT FHEFIEZERCIZNEEFHEEFN , ZARNH
Amazon ECR #Bff. HEERF EAFMEERE and/or KMS RIATRHEL A | TN 176 E I EN
KW

o Y

ERERCIENFREZERANREATEMRE, MREILSEH , FEMR MUTABLE BIFRINR
B, ZRENATEEREIRE, X TEIEZFRIEFIEZNFHEEMEANER , BIEML
RE, XHFALUBRIFEMRE , Amazon ECR AIAE#EFRIBR K

WMRIEE IMMUTABLE , WZfFERNAIAREIREHFAATE , NP LEXERSRBE,
hnZEiE

/A Important

A AWS KMS (DSSE-KMS) HIME IR S 281 254X 42 X8 AWS GovCloud (US) T
Ho

ERARRENFREZEERNNFEE.,

MRIEMEH KMS INZER | NIEHEHR AWS KMSHZ4H AWS Key Management Service Z4A
MRS ERIR B R IMBFEENANS . HEEHA AWS KMS InZEE$ER , JLAE A Amazon ECR
R ERIA AWS B AWS KMS 247 , b A LU ER B S AWS KMS 4 |, ZRARBERCE
M, LEALLERFERAEEHENEMNRE. AWSKMSEXESZELR , BSH BAME, MREME
AR KMS MEREANEATEXSHES , NTREEEFNANNIR, BXESZER , F3H
Creating a KMS key policy for replication,

MREFEH AES256 tNEFKE | Amazon ECR A E%H Amazon S3 FEE N Z4A M AR S5 28k
g, MmfEA AES-256 MBE AN FREFHRGEHITME, EXEZER , 5 (Amazon
Simple Storage Service FIF g/ FHIFEHRA Amazon S3 HEINE HEA W RS 28w % (SSE-
S3) RIFBIE.

71 FE A PR

ERRRZNFREEZEN AN FRERRE. FHRERBEAETERNNRREFNFEENT
RIRFR, ETFTHRBRNNRILEATLIEERBFEFHEN IAM AFRAE , URXERFRART
LISzt AT R, BIABRT , RACIERCERN AWS IKF I BERGRCE, S UM
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REEXHERRTFHIELHN BN ERENEMNR. BXREZFEL , 55 KR Amazon ECR FHIFA
B E R

T fik B A o JB) S SR

ERARRENFREZEANENFYRE., EaEAHRBERTNLEFREFREN ERE
HEENESES, SanBAMRKE—ANAN , EhayS NN KN Amazon ECR EX — MR,
XEHT -HEFFERRRENGE , AINREFERYPRIVTBIHNGER, BXESEE , F
2 1£ Amazon ECR R EA At B MR B3 EER K,

RIFIRE
REMERNATEFHEENIRE  SEFHENHEH#TIORNEE, S/ MEHISELH -

BN —NLEE, MREERANRESEXESH RN FRENRER , NFEEFUNREAT
B PROEM R R

£ Amazon ECR A 822 17 # FE € 2 & 1R

BT L B2 6l 28R , B Amazon ECR EZFRIIEF REHRARECI BN FHEERRE
RARIRE, tIBFMECEERE  AEFENEHERTNARERE. XX a2 F4#EF
F= AR,

EEARRREF#EN , BT UARIEE KMS ZHAMBFRFE, MREITHRRE MRS MER
REMA KMS Z4, RRAEHMENAS , WFEE

- NEEERIEERCIE B E SRR,
- NEEECIRERE IAM AG.

BETRE , B 0H A E LA IMENEM RPNV EERR.

IR 7 FEQIEBERD 1AM R

IAM EHRFZERLUTRR , THREEFHEFLERER, WXENRLFBIET HBH IAM policy
RF.

« ecr:CreateRepositoryCreationTemplate — BB F M ECIRER,
 ecr:UpdateRepositoryCreationTemplate : B FEH 17 E I ZE AR,

« ecr:DescribeRepositoryCreationTemplates : FHEMEF 5 H 176 E I ZE AN
PR
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« ecr:DeleteRepositoryCreationTemplate — 2 Bk 17 % FE B BREAR
« ecr:CreateRepository : &F 8|2 Amazon ECR Ff& FEH R,

* ecr:PutlLifecyclePolicy - BROIBZ4L e EAMRMITHHENA T FRE, X7 6EEIEER
BeLEwEABEREN , TEZELNR,

« ecr:SetRepositoryPolicy - RIXBIBEFHENNIRRE., XEFHENERERTESFMERE
B, FEENNR,

* iam:PassRole : BRFAURBFACERZLERFIANARFHNR. ENEXTEERABZELL
REENTRENRS VN ARFRLFEN.

N FEE R E ARG E B E RE

B LAE A AWS Management Console KE BB 5S IAM ARXEKNERRE, 25 , EREFHEE
BIEEARE |, ALUNE IAM A REEEECIEASR,

AWS Management Console

EEA JSON XK 4miEaTN i F el 2ER6E B E R,

1. &3 AWS Management Console 3 TFF IAM $#2F1& , Mt Fhttps:/
console.aws.amazon.com/iam/,

EEMNSMERSD , ERRE,

ik gnlke

RIS |, &8 JSON ETL,
£ JSON =B AL T 5K g o

o & 0D

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"ecr:CreateRepository",
"ecr:ReplicateImage",
"ecr:TagResource"
1,
"Resource": "*"
I
{
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"Effect": "Allow",

"Action": [
"kms:CreateGrant",
"kms:RetireGrant",
"kms:DescribeKey"

1,

"Resource": "*"

}

6. MREBBPIUISEFERNEMNRZELES. FRAEAES , REAET—F,

7. MXRBRMTERRE , BET -5,

8. HEFMNGIRWNEL , NEOZNRBEARBIEHINER (L), EFLREPELHN
[RUAEE REER THNR,

9. LEEBERMARENKE,

10. RIBZNQIBERS BILRBNAE , BSENFRELNEERCE IAM BE,

NEEECIEERCE IAM A

HEEEATHERSENEFEFURERTEEFRELEACRERERTER KMS Bt |, B LUER
BIZ " Amazon ECR AN A®, AWS Management Console

AWS Management Console
EREAG,

1. &% AWS Management Console F3T7F IAM %5 , Witk Hhttps:/
console.aws.amazon.com/iam/.

2. HEEFHAENSMBERT , %1F Roles , RFI1EFZE Create roles
3. LEREENEEERAGXE,
4. EEENEERBEHD , MUETHIHNEENEERRE

{
"Version": "2012-10-17",

"Statement": [

{
"Effect": "Allow",

"Principal": {
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"Service": "ecr.amazonaws.com"

iy

"Action": "sts:AssumeRole"

}

ii?%-lt_io
ERAMNBRAES , MUREBRIIRPEFEZAUENBEENKBSNERE , RABEET
_*JFO

XNTABEN , FAENACRA—IER. ABBENELEN AT LR - AWS IK
Fo ERBPERAABENICFEEN ARN N —Ho8 , BEEHX T KNE, EEHEH
BEFFERABENE (FNMERRLER ) , ABBNTR DX NE, AT S KETRES
RzAt  Fit, ACCIBTERE , BT ERESBRT.

( Al ) X F Description ( #i ) , # A A SR,

rREAR  RELERCIRAG,

IR 17 B B4R AR

FTERERI B ETRRFZMG , B AT 44 0 22 1768 0 28R,

AWS Management Console

BB 16 E 2B MR ( AWS Management Console )

1.

2
3
4.
5

$TF Amazon ECR #2#14& , it R https://console.aws.amazon.com/ecr/o
ESMES | ERFHEELIEERN 62X,

ESMBEBRTD , fOXNERLEEMR. FHENERER.
ERFEFEQEERNEL | &R 0EER,

EHFB|1 : EXERTEL , X TERFAES , ERBENR , FERNABTHENFHEE
WAEEBR , AEFEEERE ECRIMRFNEERRR , FERNA T 5% XS P EAHEER
BRI TR T .

a. WMREEREFENR, WENRPEEENABERNFHEETEZRIR. IRRKEHL
BIABER /o Bl , 514k prod FNATFIU prod/ FLHNMEEEE. BE , 515
prod/team MR A F I prod/team/ Tk FIE F6 E,

b. MRIEE ECRIEMERPVEEZGR , NBIRFRE RN ROOT,
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6. ENAXNRT , BELBRMRHNHT WL Amazon ECR T, &R
PULL_THROUGH_CACHE i REPLICATION,

7. EERERF , WEREETEER , REEET—F.

8. EHFW2: FMFHELEZEENHEL , EECARRUEZNFREEN AN FRERER
5o

a. TEMRGHRETEHS  EREFANKRSTEHIRE, BXEZELR , BSH PHLEREGSR
Z1£ Amazon ECR B =,

« Mutable — I REEBERGIFE |, HIEFMET, BWWERANNEGRENTEHEE
5 , AR Amazon ECR T EHEFNEG, A , EEHNANATEHREWIRE

EH, B WERAREHERR NAER W ASREE M ERBER () A S MACEER
s

S o

* Immutable — W REEBFF L BAEIREWBES , FEFLWED , HE
EHEFENERENEGN , EEATFEEETRNIERENEER
I, ImageTagAlreadyExistsExceptionMIRARRMAFTENEIRSHWE
F , Amazon ECR fiREl, 4 , ERINFAEGZEEAGKEERH , BEFTTLEHRE
R X AEP AL ENRERABERT (*) TEZSMNMEUNIRE,

b. EMEREY  EREEANMNERE, BXEZER , FEH #5NE,

i%£$¥ AES-256 B , Amazon ECR £/ E4f Amazon Simple Storage Service £ & INH %
MRS ERWME , NTEA AES-256 INZEEX BSHEIEHTMNE ., RFFEFE
AT,

1%£3$# AWS KMS Bt , Amazon ECR £ E%H AWS Key Management Service ( AWS
KMS ) RN BANRSSR[IHME, HEEH AWS KMS mEHIER |, &0 LAEH R
K AWS FEE %48 ( 1 Amazon ECR B ) , b ALUEE B S M AWS KMS 248 ( #
NEFRE®RSR ).

® Note
ERENRLE , EHENMERBEL AT N,

c. HEE#HENRS  FEEFERALERBNE#EENANE#EENREKR, S0l
BEATHXSE  ARENNERARMIERER - JSON R, BEXEZER |, FSH
Amazon ECR FIVFAE FHEFE R BE o
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d. EFEFELGEMRED 15T LEROE R/ 74 B RN B 76 B A4 o5 B H KRS
BRBUERERATHURSE  NEEILNERARIEEFE -1 JSON Rbl, BXEZER | #F
£ 1£ Amazon ECR R EA A d B MR B3 EER K.

e. XNTEMEAWS #1F , LRENNEXNEEESEMHIEREZ N 76 FRBRH T
& RRERT—F, BXREZER , HZH £ Amazon ECR FHRICHE FiE,

f. XNWTE#ECEAS  BMNTHURXEGEREEBEN IAM A6 |, UEEERTSERF4#ER
L5 KMS if A TR FEQIZER (FIF RSN FRECERERCE IAM B8 ), RRE
ﬁ?%jt_io

9. BEFRI3: FRACBRIEL , FRENFHELZEREENRE. ERRBERTNHITE
Ko FTERE , IEFELIR,

AWS CLI

xcreate-repository-creation-template AWS CLI @55 B T R ENFAE EM R A BT EER.

IR 7 eI 2R (AWS CLI )

1. fEMA AWS CLI Hcreate-repository-creation-template iy & 4 R HEZE.

aws ecr create-repository-creation-template \
--generate-cli-skeleton

Zo TR IR T M E IR ERN T RIE L,

{
"appliedFor":[""], // string array, but valid are PULL_THROUGH_CACHE and
REPLICATION
"prefix": "string",
"description": "string",
"imageTagMutability":
"MUTABLE" | "IMMUTABLE" | "IMMUTABLE_WITH_EXCLUSION"|"MUTABLE_WITH_EXCLUSION",
"imageTagMutabilityExclusionFilters": [
"filterType": "WILDCARD",
"filter": "string"
1,
"repositoryPolicy": "string",
"lifecyclePolicy": "string"
"encryptionConfiguration": {
"encryptionType": "AES256"|"KMS",
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"kmsKey": "string"

.
"resourceTags": [
{
"Key": "string",
"Value": "string"

15
"customRoleArn": "string", // must be a valid IAM Role ARN

2. FEAL—SHHNEEHAERN repository-creation-template.json BX#F. BLHERA
BIEprod/* FERECIENEMEMEEIRE KMS INEEHLR |, %K LIS HEIEFHIE
BIRRWFHE  RBEGEARRE , FEIRANRGIHN , HRE—IMBENAGUAT
ECR 15 [R] KMS Z4A H BRI D Elexamplekey s R KR 6% B o

{
"prefix": "prod",
"description": "For repositories cached from my PTC rule and in my
replication configuration that start with 'prod/'",
"appliedFor": ["PULL_THROUGH_CACHE", "REPLICATION"],
"encryptionConfiguration": {
"encryptionType": "KMS",
"kmsKey": "arn:aws:kms:us-west-2:111122223333:key/alb2c3d4-5678-90ab-
cdef-examplel1111"
1,
"resourceTags": [
{
"Key": "examplekey",
"Value": "examplevalue"

1,
"imageTagMutability": "IMMUTABLE_WITH_EXCLUSION",
"imageTagMutabilityExclusionFilters": [
{
"filterType": "WILDCARD",
"filter": "latest"
1,
{
"filterType": "WILDCARD",
"filter": "beta*"
}
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3.

"repositoryPolicy": "{\"Version\":\"2012-10-17\",\"Statement\":[{\"Sid
\":\"AllowPushPullIAMRole\",\"Effect\":\"Allow\",\"Principal\":{\"AWS\":
\"arn:aws:iam::111122223333:user\/IAMusername\"},\"Action\":[\"ecr:BatchGetImage
\",\"ecr:BatchCheckLayerAvailability\",\"ecr:CompletelLayerUpload\",
\"ecr:GetDownloadUrlForLayer\",\"ecr:InitiateLayerUpload\",\"ecr:PutImage\",
\"ecr:UploadLayerPart\"]1}1}",

"lifecyclePolicy": "{\"rules\":[{\"rulePriority\":1,\"description\":\"Expire

images older than 14 days\",\"selection\":{\"tagStatus\":\"any\",\"countType
\":\"sinceImagePushed\",\"countUnit\":\"days\",\"countNumber\":14},\"action\":
{\"type\":\"expire\"}}1}",
"customRoleArn": "arn:aws:iam::111122223333:role/myRole"
}

FAUTHSRUEEREFENEER, FHELEEEL—SHRENEEXHFNBHRRAEU
TREIFH repository-creation-template.json,

aws ecr create-repository-creation-template \
--cli-input-json file://repository-creation-template.json

BB E I EER

NRFEERFREFCIREREE  NWAUNERITRE, FETHEFECIRENRS  FERENNATH

BHER.

/A Important

KR AT 2§ IR 7 T A AE A,

AWS Management Console

EIRB M E 0 EER ( AWS Management Console )

1.

2
3
4.
)

$TF Amazon ECR ##14& , Mt R https://console.aws.amazon.com/ecr/o
ESMiEF | ERERBRFMEEQERRATENXE,

ESMERP , ERAEEMRR , AEEFRE.

ME A= IR R 1745 B O B2 AR AR

EREFEQEERNEL R ERBNFHEEIRER,

FEHTR 0 E I B API fR4s 2015-09-21 141


https://console.aws.amazon.com/ecr/

Amazon ECR g
6. MBRETHRED  EEERE,
7. BERENEHFERERE,
8. AR EH AN R SIRERE E.

AWS CLI
BiREEMEZER (AWS CLI)

£ Fupdate-repository-creation-templatein 5 EF M B 76 FE QI BER, LIIEEERD
prefix Ho AT RAIEFH THE prod BIERHNF#ECIRER,

aws ecr update-repository-creation-template \
--prefix prod \
--image-tag-mutability="IMMUTABLE_WITH_EXCLUSION" \
--image-tag-mutability-exclusion-filters filterType=WILDCARD, filtex=latest

WENREERT ENNFEEFEZERNFAESE.

£ Amazon ECR H il Br 12 4% FE € 2 E AR

FRTEMECEENRG , BRSO ERBR. WERFE#EEENRG , BRIERIEMTENENR , TN
ERNEFESEFREPRRAEXKIBRTHUENTMEMEDNEERRNRE , FSRFEELNEE
R TERIE,

/A Important
XX 2 Bl BB Y 17 0 B = AR R

AWS Management Console
il BR 724 E 8 2 AR ( AWS Management Console )

1.  3TF Amazon ECR #2#|& , Pt R https://console.aws.amazon.com/ecr/o
2. ESMEF , ERERBREFEEIEERTENXSE,

3. ESMERTP , MNERLBEEMK. FEELEER,

4. EEEENEERTEL , EREMN RN F6EE 0 ZER,
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5. ERETHRED , EEMER,

AWS CLI
1l BR 17 6 = € 2 4R 4R ( AWS CLI )

£ H delete-repository-creation-template.html @5 Sl BRIVE W Z 5 FE B B EAR . AAUE EER
B prefix B, AT REIMBRT F A prod BIEH ZEiEE I ZE R,

aws ecr delete-repository-creation-template \
--prefix prod

wmH A HE R T SR RRFEECIZERFERER.
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£ Amazon ECR H{E L& o B EI RIS B o) 5

Amazon ECR A AR BRER TN EFHEFRENETANEENE SRS, £mAHKEE
—IMRZTHAN , FTHNERN Amazon ECR EX —MNEE, RBEGTARRRPNSHRMYE , B
BOFRFE AR BERITHE 24 PEATH, 2 Amazon ECR ETF £ BHIRBINTIRER | ILIRE
1 AWS CloudTrailR iR A —NEH, BXEZEL , B5H £A12% Amazon ECR #1E AWS
CloudTrailo

£ o B H R TERE

S HEABHRBHE-RXRBZZANER , XERNBEFHEEPHBLEEGRLH, EZRERAETEE
REERY , SAFERAETAREBRMERBANETARERANSHNESR , AEBEENARFEE.
FEMEANRENAREMER , BEREEREZHIRER 24 MRS H, 3 Amazon ECR ET 4
R RS NATIRERT |, IXIF7E AWS CloudTrail Pig R A —1MNEH. BXEZEFER , B30 £AILEE
Amazon ECR &4 AWS CloudTrail,

TEERT L EAREREITERE.

All rules are
Create lifecycle . |Save and run test | evaluated and » a TTi"Z ;‘:ﬁsﬁ :Jenn .| Review the o |[Apply the rules as
policy test rules 7| lifecycle policy "l  images are " p?ul e priority "|results of the test | | a lifecycle policy
marked

1. S-SRI,

2. REMNHEMANHFZITIR.

3. 4AHAYMKKITLRFEDAMAEAN , AHRIESMANZEHER,

4. RE , o APRRBTERFREANEEZEARAN | HEREFEEFERHPLREIRENTH,
ML ERBFHEERELERES. S, RERN 1 AL ETHEERN 2 BRI,

5. EFNREGR , BRIV IEANIHNREERFSEMBNER,

6. RN BRI Iy T P Y A an B A SRR
7. PIBR4AGARNKKSE  RENERISHRERE 24 Nt H,
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4 on B B SR B A AL

4o BRI A AT AT A o B HAREA AT JSON |, iIHMEFFEHN |, ARBERIFEH N 4 g ix L
HANNAFEEETNES, TXEFAMHBERTEGEAPRTEEXANZE, X0, 555
Amazon ECR H ) & an A B SR BE 1Y 7= 45

- YEREFEFEESEZTER , Amazon ECR AT AR ATETTR A MEREN 24 IR BZHERE

XETHE .

o ZRMNMELEROMA , THERME T FERAERN, FEABEANG , FREANMLLRNA XL
M,

- BEH-FIABTFRAMRAIH,

- ERNMHIMEERCENESRTEHLERBENANRFTH,

« ANKZEFREFICEHRSRARANIRCHES , BOHATLUFEIRBINRIH,

- AMEXLMTE —AME—WIREER,

o RATF—MANERRFIEHES.

- MRFBRIRSIATREGE , WEREMBRBLIIRNIBAT , ZRETEZH,

- THIMRLIZ pushed_at_time HEF , H ERARRENEBRERFNEGR AT,

- £ AMRBEHANTTLAIEE tagPatternList 5 tagPrefixList , B FEERIRTE EX M Nk
O, BER , —MNEMARKBATREIES NN , MARHAN TERNEREXMEI RS R, R
tagPatternList = tagPrefixList EF N EIHIRLISEMAMGHIRZCHE |, MR RIZRE
FXZh EEL

« {YFE tagStatus N tagged BRI FBEMEA tagPatternList = tagPrefixList ¥,

- EAAT tagPatternList , AESBEAFMESZMH T , BIRTIZBREKIIEE. Fl0, |&
R FARTEIESRYERN prod* |, MPFFEE ZFRLL prod FFSLBVARGARE | 80 prod, prodl =
production-teaml, E# , MRBANEESZHE N *prod* , NFEEBFETE prod BVEREFR
% |, f5lf0 repo-production = prod-team,

/A Important

BINFRBERZSAUMERAENEERS (* ). flm, ["*test*1*2*3",
"test*1*2*3*"] B, M ["test*1*2*3*4*5%6"] T,

- M tagPrefixList Bt , IR tagPrefixList EFN LI BEHRARESFIESEMRGHIRES
PEEE , MR AR B Zh IR EL
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« ¥ countType  sinceImagePushed B , FEEMFEA countUnit S,

« £/ countType = imageCountMoreThan , B&ET pushed_at_time N&FEIEHF , A
EREARTEEITRNREGE NI,

« £ countType = sinceImagePushed , H pushed_at_time B FEEXK (ET
countNumber) WA R B IHI2T M,

£ Amazon ECR A 4|2 4 75 B HA SR BE Tl 58

BULERER AN ENAE S AYRRK I EEEANRGIFEELNN G E, ERFEREY
BGRB8 B 2 AT T T AN R — MR ESK K,

(@ Note

WMRIEMER Amazon ECR EH|ZIEBEBEREMN XK IZFREENEAE , HE8  £54F
HASRBE AT REQ XY 2 Z R H KB VPR BE AT IR, Btk , RETF B T EHITheE , M2
WHEERF & EE SN XEMK S F 628 — Lo B H R

BB L A RIETNA (AWS Management Console)

1. fEhttps://console.aws.amazon.com/ecr/1Z 4 FE FFTFF Amazon ECR 2 &l &
MEfEF | ERTEEXNEHITE 0B SRR T N 76 E 0 X,
ESMBEEPNIABEIMERT , EBEWE,

EAEERENE LER—NMERE  AREARETHSIRERE G E LR,
EZERENEREABRRBIE L |, EREENEAN, 12N,
ABMNNHERBHREANEEATEAEE.

o ok~ w0 DN

a. XNTRUWEER , MAZAUNRLEROES. ANETFORE T 4 653 K wEH N 89 B2 A IR
Fo BiFB/PERBERERBS, flm , LERN 1 WANEETHERS 2 KIFN,

b. XNTFHRUHER , i A ZLon B H RN A B A
c. NTBREGRE , AFRCEHKIC (BEMFEE ). E4ric (TRER ) . RIFEHER

/A Important
MREEZ ML, WEREFFRERERSNRR,
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d. WMRBRERSEFENIERIC (BEMFCEE ) , UNTFEEATERFTENFE , B LIE
EHEBERS (*) WRERZIER , LERBEENESRABRRBIITIRE, Hl | RIZEH
MERIRIEN prod. prodl, prod2 & , M A LUERE prod* KX A XLRERITRIE, W0
REEZIME , WUEREEMBEEERSHNESR.

/A Important

BINFRHERZULUEANNEERF (* ). Hla0, ["*test*1*2*3",
"test*1*2*3*"] AW, M ["test*1*2*3*4*5*6" ] T,

e. MREMGRTEFRNECHINC (ATREE ) , UNTEERATHREENFRL , BUIEE—
MNREFRETIR | LUERBEENE oA BRBHITRE.

f. MNFEEZH , EFEMNEERGICREBRGITHES , AREE—ME.
g. EERE.

7. BEFE 57 SUGNEEMAHEREBRBEAN,

8. EET4HmEAYPRBME , HERREHETMNR,

9. ENRAEMBAPANNEGRTETS , EFEEDEAP RN IIE,

10. MRMFRERAE , FERNANESABRRBACZEREEANN L ARKE, NAL®
BHERE RN EGRSTE 24 M NEH.

M. WRENTARERTHE |, ALRBR-IRS NN A ERFHEAN |, Q2 -PRSIHANRBHRE
1, REBEENH,

£ Amazon ECR R A FEESI 2 & an B iR rE

EAE B EAYRKOE-AAN , XEAMNSIERERNFEREREGIH. 2L FAHRKE 28
IR BR R TE 24 /NETRIIT HA,

@ Note
WMRIEMER Amazon ECR EHIZIBEEREMNXEHIK - IZ2FREENEAE , FE8 , £0
S SR B T BN B SR B Y X P IV R EE AT IR AR, L , MRETFR T EHIThaEE , M
WEBRRF#EESF NS XEMKS o2 — Mo AR,
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FRF M

BRIESRER  QIBR4EmARRTE  URITEAEGAPREAN T IHNRGESTFESTH, AXi
B |, SR 7 Amazon ECR F8| B4 oy B HIRBE TR A .

Bl £y AHAKEE (AWS Management Console)

1. fEhttps://console.aws.amazon.com/ecr/TZ4& FE F 3T FF Amazon ECR ##l &,

2. MNemttd  EFSSENHMBEmEAHRENFMENXE,

3. ESMEBERTPHREIMRT , EETFEE,

4. EIEEHERELER-INEME , AEFERRET I RIEREWEARRE,
5. HEzFMENEGEYRETEL | EEIEAN,

6. WMALMBEHERANNUATEFEAEE.

a. NWFHAUREEE , mAZANEERNES. RULERRE T 4 on B HA 5K BN HY B2 A 5
Fo. AR ERBFHEEREMNALRBS, Hln , RERN 1 AR ETHEERN 20
A,

b. XFHRNER , @A ZE o BRI AR A,

c. XNFRREGRE , EEEHIE (BEMFTE ). S2HFic ( ERTE ) . RFEHEE.

/A Important
MREEZIME , WMREEEEMEEENRSNE K.

d. WRBMERD[EFNIEHIC (BEFEE ) , INTEEATERACENITE , B
ETEBRA (*) WRBIRZIIR , MERBESNETRARRBRIITRIE, 6l , BRIZEH
BEFRICH prod, prodl, prod2 & , M A LUEE prod* KX AEXLRGEHITIRME, W
REEZIME AR EEMEEERENGE &,

/A Important
BANFNEEZUUEANEMNEES (* ). i, ["*test*1*2*3",
"test*1*2*3*"] FR , M ["test*1*2*3*4*5*6" ] T,

e. WRBMERD[EFNIZEHFIE (TREE ) , UINTFEEATIRCENITE , BAEE—
NREIRZTIR |, UERBEZNE G REIRMITIRGE,

f. NWFEEEZH , EBEBEMNEERGIUCREMGITTHES , ABEE—1ME,
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g. ﬁ?¥1%ﬁo
7. EELR5-7 LGIEEMEARRBEAN,

Bl 4 B AR R (AWS CLI)
1. FRERERNHOIRLESERRBOEEENSFo

aws ecr describe-repositories
2. BIEEN policy.json ARG , HhIEETAHRBNANE, BXREGEHRE A,
B2 Amazon ECR Y 4 an B B SR BE B9 = 1,
3. BUEEFHESMMISIACENEmEIRE JSON S Hk 622 4+ a1 & B K rk,

aws ecr put-lifecycle-policy \
--repository-name repository-name \
--lifecycle-policy-text file://policy.json

Amazon ECR H #Y 4 7 B Hi SR B& B9 7R 451
UTRREIEGEEER  HhSRTE

EEEEXEREMNEZESR |, F5MAmazon ECR FHAGEAHNEREM, BxEAVEERE
HASRBEHY I BA AWS CLI , BZ 0l 4L B HRE (AWS CLI),

& a0 /B B R BE AR AR

HEEF#EXRKRZAITEEGARRBONE, UTR2ERBHRBEA JSON EERR,

"rules": [

"rulePriority": integer,
"description": "string",
"selection": {
"tagStatus": "tagged"|"untagged"|"any",
"tagPatternList": list<string>,
"tagPrefixList": list<string>,
"countType": "imageCountMoreThan"|"sinceImagePushed",
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"countUnit": "string",
"countNumber": integer

},

"action": {
"type": "expire"

}

}
]
}

BEGEEHE

LUTREERT

B prod FFXAWREH BFENEEE 14 RWBRGELIH,

{
"rules":
{
}
]
}

BIEEREIT

UTRBERT

o

"rules":

FH 50 BR T &

—NREEN AT A HRREE L |, ZREER prod* B tagPatternList RBREHR

[

"rulePriority": 1,

"description": "Expire images older than 14 days",

"selection": {
"tagStatus": "tagged",
"tagPatternList": ["prod*"],

"countType": "sincelImagePushed",
"countUnit": "days",
"countNumber": 14

3,

"action": {
"type": "expire"

}

v

L

—NRENE G EARREIEE , IR R E — N RIFICHBREGH EATA ARG

RIEEGERBREL
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"rulePriority": 1,
"description": "Keep only one untagged image, expire all others",
"selection": {

"tagStatus": "untagged",

"countType": "imageCountMoreThan",

"countNumber": 1

I
"action": {
Iltypell: Ilexpirell

B IE I 7 3%

SR RBIE L S AR B S AN, AR T — R B8 A 0 B M DT 5 R0
%o

A
FRENS

« BB A, LK : ["beta-1", "prod-1"] , EH#EIX : 10 XA]
- BB, B, IZHRK : ["beta-2", "prod-2"] , BH#EIX : 9 KAl
- BB C, ;LK : ["beta-3"], BHEE : 8 X

S BRI RE U
{
"rules": [
{

"rulePriority": 1,

"description": "Rule 1",

"selection": {
"tagStatus": "tagged",
"tagPatternList": ["prod*"],
"countType": "imageCountMoreThan",
"countNumber": 1

.

"action": {
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RAriEmE

"type": "expire"
}
},
{
"rulePriority": 2,
"description": "Rule 2",
"selection": {
"tagStatus": "tagged",
"tagPatternList": ["beta*"],
"countType": "imageCountMoreThan",
"countNumber": 1
.
"action": {
"type": "expire"
}
}

e AR IZER

« AN 1 FRRAFEBR prod RENHER. ENZMNZENRERITHERCESR , EXRT—IHED

HEERR, ©HRE A RICHETH,

« AN 2 PR HEBIR beta REMNHER. ENEZMNEENRBRITHEIFICESR , ERRT—IHED
HEERR, EFREANE&BIRCATH. ER , Al 1 ERCRE A, IREEB EIH ,

NesRAM 1, Htskd,
i é:él:% . %@A Eﬁzﬂsﬂo

Pl B

XERHENRAIER , BRNEERIAFSERURRER,

FRERS .

« BB A, LR : ["beta-1", "prod-1"] , EH#IX :
- & B, EFFK : ['beta-2", "prod-2" , BH#EE :

- 8% C, IZIIRK : ['beta-3"], BHEE : 8 KAl

L AR

RIEZ A HLN 736
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{
"rules": [
{
"rulePriority": 1,
"description": "Rule 1",
"selection": {
"tagStatus": "tagged",
"tagPatternList": ["beta*"],
"countType": "imageCountMoreThan",
"countNumber": 1
.
"action": {
"type": "expire"
}
.
{
"rulePriority": 2,
"description": "Rule 2",
"selection": {
"tagStatus": "tagged",
"tagPatternList": ["prod*"],
"countType": "imageCountMoreThan",
"countNumber": 1
1,
"action": {
"type": "expire"
}
}
]
}

Lt A RENZEER
« AN FRATEER beta RENER. ENEINZENRERITHERICESR , EXRT—IHED
HEE&ER. EUNAEIME=1TEE , FHER A NRK B R HATH,

« AN 2 FRRTHEBIR prod REMNHER. ENEZMNEENRBRITHEIFICESR , ERRT I HED
HERERR, EFRBIEMARE , RAMETHEKEL4EMN 1 #7712 , R A RRicHMAER
&

- R HEHBAFNBEIH.
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RAriEmE

RN P IFE S P IRE

LT RBIAEANAMNPHSMIERAIEE T A AYRKIE L, EURET M ROIEERENEDE

B SR DA% 45 B9 R
T~ A
EBEAAN LIEESAMTEERE | MEXASFHES HNRSER TR,

FRERS .

- B A, IRLS
- B& B, ¥
- BEC, IRXF
- BE D, #RX
BHE, fr¥

—

& : ["alpha-1", BH#ix : 12 K&l

K : ['beta-1"] , SH#EFE : 11 X7]

% : ["alpha-2", "beta-2"] , BH#EE : 10 K&l
% : ["alpha-3"] , BH#iX : 4 XHl

£ : ['beta-3"] , D% 3 KA

= = =

—_

- BB F, #¥FK : ["alpha-4", "beta-4"] , EHEE : 2 KAl
{
"rules": [
{
"rulePriority": 1,
"description": "Rule 1",
"selection": {
"tagStatus": "tagged",
"tagPatternList": ["alpha*", "beta*"],
"countType": "sinceImagePushed",
"countNumber": 5,
"countUnit": "days"
.
"action": {
"type": "expire"
}
}
]
}

AR AR ZER

EEATN AP IFIE S MRE
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RAriEmE

« AN 1 ATIRAFRICAERIR alpha Mbeta MK, EAINEIREG CMF, ERZFCEITERXR

HEH/ , B C FELERML,
- R RE& CEIH,
=~ B
BUF RO BARRE R RIH ST,

FHRERAR :

- B8R A, FRXY|X : ["alpha-1", "beta-1", "gamma-1"] , BH#EE : 10 X5l

- B/ B, /LYK : ["alpha-2", "beta-2"] , B HEE : 9 KE(

« B/ C, ¥rZFIXK : ["alpha-3", "beta-3", "gamma-2"] , E#iX : 8 K&l

{
"rules": [
{
"rulePriority": 1,
"description": "Rule 1",
"selection": {
"tagStatus": "tagged",
"tagPatternList": ["alpha*", "beta*"],
"countType": "imageCountMoreThan",
"countNumber": 1
.
"action": {
"type": "expire"
}
}
]
}

A AR ZER

« AN 1 BFIRAFRICSERR alpha Mbeta HBRK, EANUBIMANGSK. ENZNREHNES

FafricRB  EFRT I HELHEERE K. ©REK D REHTH,

- R HEHBAFNBEIH.

EEATN AP IFIE S MRE
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TEE A RE&

T4 ARRERIEEEETRMESFANMERE R WARME T —NREIT74 F ML 05 B 1 Kk
AR G5 RAVLEA

A
TEERTHNAFHREANBRRE —NEGAFEEEMEGT NN ERNEGEBERIEE,

FRENE

- BB A, RS
- Hf& B, 51Xy
- B C, HRXF

—

% : ["alpha-1"] , ©HEX : 4 KBl
& : ['beta-1"] , BHEE : 3 XAl
=[], S 2 XAl

[ T

- %% D, REH K : ["alpha-2" , BHEZE 1 X7l
{
"rules": [
{
"rulePriority": 1,
"description": "Rule 1",
"selection": {
"tagStatus": "any",
"countType": "imageCountMoreThan",
"countNumber": 1
.
"action": {
"type": "expire"
}
}
]
}

A AR ZER

« AN 1 RRFERE®. EWNAEIRBAK A, B, CH D, ENZESHREZANAMERMEEERY
B, BRERA. B CHiEATH,

- R BEA BMCEIH,
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T~ B

BURRBIGER TR AN R B A &7 — N RIE ay £ v A BRI
FHERR

« B&A, FFZH|K : ["alpha-1", "beta-1"] , BH#IX : 4 XF]
- BHF B, RXIEK |, BH#E : 3 X

B C , FRZHIK : ["alpha-2"] , O : 2 XHi

« B/ D, BZFIEK : ['githash"] , BH#iX : 1 K&l
BBE, YR [, BH#E 1 Xal

"rules": [

"rulePriority": 1,

"description": "Rule 1",

"selection": {
"tagStatus": "tagged",
"tagPatternList": ["alpha*"],
"countType": "imageCountMoreThan",
"countNumber": 1

},
"action": {
"type": "expire"
}
},
{
"rulePriority": 2,
"description": "Rule 2",
"selection": {
"tagStatus": "untagged",
"countType": "sinceImagePushed",
"countUnit": "days",
"countNumber": 1
.
"action": {
"type": "expire"
}
.
{
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"rulePriority": 3,

"description": "Rule 3",

"selection": {
"tagStatus": "any",
"countType": "imageCountMoreThan",
"countNumber": 1

I
"action": {
"type": "expire"

}

AR EHRBENZER
« AN 1 FRRFEBIR alpha iRENFEK. TRIEGK AN Co ENZREZFTRGIHRERRER
EAEH. eRER& ARCATH.

o AN 2 FRIRKRIRICHIER. EHAIRBIEHRG B M E, ENZFEEE - RNEGIFC AT, ©
MERE& B fric AT H,.

- M 3HFIRAEEG. TIRBIKERA. B. C. DME, ERNZREZBHEGHRAREGFIEHL
B, BR , EXERIERHE A, B, CRE, ANENHAKLERESHMAMIAL, ©FHEEK D IRICH
T,

. %R B&A. BFD BN,
Amazon ECR Ay & in B HAREE B &

Ao AR ERUTE ML,

EEEFLETAPREN RS , FSHEAmazon ECR RV A dn BRI R, BXFEASEETER
SBEHYIREE AWS CLI , 5802 4E SR (AWS CLI),

AL TR

rulePriority
KA . BEH

PE 2
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RENAARMBIRE , MEBIS. RERN 1 WEGEHRBEANEENA , RERS 2 AN
T—MNNHA , kb, SEQENEFEARRERMANE , DHAENANRF— -1
rulePriority H, B2 , EREHFHNEAN 2B , EFREEINF. EF tagStatus & any ¥
MW HREFZRAMN rulePriority EH B &EH T,

iR
description
KE . FHEHB

|

(RIE) $R 4 a5 B HA SR BE R AL Y R IR

HRERDS
tagStatus
KA . FHH

fim

HEERMNEGEARRBEANRENRBEENS., TEZIHETTIE tagged, untagged
o any, MRBIETE any , WFIEREEBLBRBEMITEAN, WRIEE tagged , EAIMIEE
tagPrefixList B, MIRIEE untagged , BBANMEE tagPrefixlList,

IRERATIER

tagPatternList
FE R . list[string]
MBI : tagStatus RENEFRIZ"ERIEE tagPrefixList &Y , 24AEM

NERICHRGABE R AR  REXSKEMFEA tagPatternList RIEEETHNRZ,
BATEELES D RN TS SBESR (¥ ) WEREHRIERIR , MERBELRIIRRKTESE
HASRBRIRIE, Bla0 | BRiIRMEFRIEH prod. prodl, prod2 & , MATLAERAFREER IR prod*
RIEEFIEX LG, MRIBEZSIMIE , MNEREEMEREENRSNER.

B
s
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/A Important

BN FRERZSAUMERAL MBS (* ). flI, ["*test*1*2*3",
"test*1*2*3*"] B, M ["test*1*2*3*4*5%6"] TN,

FREBIRSIT*
tagPrefixList
KA : list[string]
QI : tagStatus RERNEFrIE"BRIEE tagPatternList &Y , 24EM

NESZIEET "tagStatus": "tagged" {BRIERE tagPatternList BIF A, BUMIEE
ESoRNEGRINAIEK , MERBHIIRNTEGARRERE. fl0 , MRENREER
127 prod, prodl, prod2 & , WA LAEARLHIER prod UEEFMAEX LRSS, REESZA
BRE, UEREEMEEERENE .

T

countType
RAE . FHHR
EEENATHREITHRE,

IR countType i&EN imageCountMoreThan , & A LAIEE countNumber BABIE — /N
n, AFREFHEEDFENEGHERS, MR countType REN sinceImagePushed , &
R BAEE countUnit fl countNumber , BASE 7 FE P FHENE S AR RF,

s &R )
countUnit
KR FBH

ME 2, NFH countType IREN sincelmagePushed At
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BEITHEN days ERARTEIEN |, BRELZL , IBIEE countNumber RRKEK,

RETE countType A sinceImagePushed BRI FEEFEE ; MREE countType BEMEMER
BEITHRN , FREHSR,
T#
countNumber
KA EH
EETBHBE, TEINENEER (0 TRUTEZNE).

MRFEAK countType  imageCountMoreThan , MZEBENEEZEEE#HEFRENEGN R
AHE, MRFEAH countType & sinceImagePushed , MiZ{E N EGE & A AR,

&
#
fim

EERERE, IEFWNERN expire.
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Amazon Elastic Container Registry HVZ £ M4

TREEAWS BREHZE, fFN AWS B , BAUSZRTENREASHZ BB EHALANERMY
BRBAEF UMM LR,

RERNMFHEEE AWS WEE, REREEXFEBERAZHN Z2MNEh WEEH

s BEE — AWS AFRPE AWS ZHIEIT AWS RS EAEN, AWS BHERREATUZEER
KBRS, BN AWS EMMIT XN —8%2 , E=AFRARFERNANBIIZEHNERMN. BT
f#5E AT Amazon ECR NEMMITR , BSREMEITREERAAWS RS

« DIHEE-EHNRERSEAN AWS RSRE, EEFENEMBRRNT , SREVBIFAIEUR
. BRANERUREREREMR.

B AEFEBIE T R A 1E £ Amazon ECR R AFEHREEN., U TEE A MMEE Amazon
ECR URMBHN T LM MEMNEB IR, BEFFI WAERAEM AWS RS KB B E G R RRT EH
Amazon ECR %R,

FH

@A T Amazon Elastic Container Registry 89 Identity and Access Management

« Amazon ECR FHEERYF

« Amazon Elastic Container Registry B & # 4£3%E

« Amazon Elastic Registry PR ERIREL £ %

Bh Lt B RRSS BB

i& T Amazon Elastic Container Registry BY Identity and Access
Management
AWS Identity and Access Management (IAM) AWS BRSs AI#HBIEE R 2 iR 53X AWS BR8]

PR IAM B R 26 AT LB H A RIE ( BF ) MR ( EANER ) /8 Amazon ECR #iR. &
AJEALERA IAM AWS BRSS |, TEXMNEAZA.

ES ]
- BEXRX

- ERASHHEITEHLRIE
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Amazon ECR AFiEmE
- EAXKEREHE

« Amazon Elastic Container Registry 1A 5 IAM 4 & 1§ F

+ Amazon Elastic Container Registry & T & 1 19 5% B& 7R 451

- FERAETHRENIEES

« AWS Amazon # B 2REMRMNITE R

- Xt Amazon ECR FARFHEXAE

+ 3EZ& Amazon Elastic Container Registry B & 17 11/ 8] % FR [&] &

AR

BHIER 75 AWS Identity and Access Management (IAM) 28 FF AR , E4AEURTFEE Amazon
ECR H AT HY T1E,

RSP - NREFERA Amazon ECR RERERILE , ZNEER AN EIRUMENEIENNE, K
BIEERAES Amazon ECR WEERFTER T/ , BAEEEFNNIR, 7HMAERGRNBEET
BEEERBEREESHNE, MRETE15E Amazon ECR FRIIHEE , EZ M HEE Amazon Elastic
Container Registry K9 & 13 17 [7] £X BR (0] & o,

REEER - MREELTAREE Amazon ECR BIR , BA8EX Amazon ECR EF T2 1784
R, BERTRELHNIRS AP RMFREBL Amazon ECR WEEFER. RE , B47mE IAM B2 R 1R
REBERUEUBESHAFHONR, BEFZNHELNERUATH IAM WEXES, ETHEXENLAT
W{AF IAM 5 Amazon ECR #EFEAMNEZE L , HSfAmazon Elastic Container Registry 211a[5
IAM £ &R,

AM EER -MBELRE IAMBEELR , BUeFE TR NTEEREILEEX Amazon ECR i E#Y
FHEE. EEFEAE IAM FEHAK Amazon ECR ETF R KEE R , 2% Amazon Elastic
Container Registry E T 54 RBE =B,

£ & 21T B IR AIE

BRBIIRE AWS FASHEIERFNAR. BXT IAM AR BHHETE AWS IKFRAFPE
IAM BT EHRRIE (BFAWS ),

A A EABEY S MREENEREL AWS BRE 5108 F. AWS IAM Identity Center ( IAM Identity
Center ) AF, RLFAINEREZREMRIILAREN Google = Facebook FIRMEKE F 108 =l
UELBRABMEREN , ZNEERUGER IAM ARIEE T BHKARKIE. HIRFEABKSTHE AWS
B, AR EREE- AR,
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HEBNERFETNBRESE, NMREATFEHAWS TE , NIATEHECEEBER, BEXFREENSEH
TEXEEBFERNEZER , H5H (AM BAFEE) DA TZEE APl ERIAWS ZF A 4,

TRERAMEMRIESE  SRUTEFERHEHMRLER. 0, AWS BNAFERAZEFHRIE
(MFA) RREKFH LM, ETHREZEER , 55H (AWS IAM Identity Center A1/ FHZ
ESHRIEM IAM AFERE) PH 1AM FHAWS ZE 5B RIE,
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BIZEf AWS Ik, BEXBER—NMNEBREN , ZEOTUATLLRAKS FHMERR AWS RS ME
Ro ME MBI AWS K/ root AP, £ A A& 02 NK 7 B F 49 B8 F iR 4 b 41t A1 22 40 2 3R B AT 15 ]
ZH M, BARWESEERRAFNITERRES. RPFBRAFZIE | FERXERIERRKITRIE
RPEMRITHES. BXFEEURAFSHERNESHNERIIK , B2H (AM AFERE) +
MEZERASEIENES

IAM A P EF4A

| AM A 7= B8 AWS Ik RSN NARMEARFERARBENRNE G, ETERNERT , RINBWE
RIS EIE , MARGEZERKBEIL (MFBMFEEH ) BV IAM AF, BER , MREE-LBE
MERAZSFERATIENAR IAM AP, BUERRITAZRA. AXESER ﬁé}lﬂ C(IAM B8
M) PN TEERHEZIENAS , NMEFTERNEH T EZEH.

IAM AR —NMEE—H IAM AFNE R, BTeeFEREANEHESR, BUUFERAR—IERNZINA
FEENR, IREAERF , FRATUERMHBEBRAFNER, flin , BaHE— N2 HE
4 IAMAdminsH B ZEARFEE IAM FRHBR,

RPREAeTE. AFE—5EMARINARFXE K MAGSHEILFTECNEAARA. AFE
BRANKHEILE L MAGRHARNEILE. ETHRESELR  F5H (AM AFERE) F/Y IAM A
REIEESVS

IAM A&

| AM AERENIBEFTRENR AWS K WEMD, ERET IAM AR , BEEREARTXEK. EE
FIGRETEE IAM & AWS Management Console , AL FHI#E] IAM A6 ( 8BE5 ) . &1
LUEd A AWS CLI 5t AWS APl RERFERABEN URL RRAEE, BXEAACNEENESE
2 ,1E2H (IAM AFER) PHRARSENEE,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/gs-identities-iam-users.html
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 ImEt IAM APRER - IAM AR ARA IAM AFPSAS , LERREH X BEESHTENR,

- BKFEFH  EUER IAM AU ATFFRIKS FHENA (EERE ) HEENIKS R
o AERRTERKSHRNBRHEESR. BR , X TELERKR AWS RS |, 80 LUK R I B 5H
NEFEER (MAREAASEANRE )., ETHEATEKFTRNACNETRRNRE B ZE
A, w6 IAM AP EERR IAM B EIK 7R T

- BIRSIHIE — B AWS RS EREM AWS IREIREHHIThEE, Hlin | YEERSHIRITERIE
B, ZRESEESTE Amazon PE{TRARF EC2 HIE Amazon S3 FFEEN R, RS UEELFEH
KB AANEANNER., FARSSESMERRSHEXSERRNITIERE,

- RRIGFILE (FAS) — HEER IAM AR A SEPHITRER AWS |, BHANEREA, £A
RERSE , BARESMIT—NMEE  RABLBREEEMRS T B35 —MRE, FAS EREA
ZRANNRUK AWS RS @ TSR HIERNER, AWS RS RBIRFSKEFTESH i
AWS RS REREF RETARRIERAE , T 2R E FAS #HR, EXMEBERT , BLHERRIT
XRBURERNR, BXAKH FAS ERIPREFE , BSRERL A 21E

- BSAGE - RSALERSAREELNIKS PRITREM D RN IAM BE, 1AM EE R ATLE
IAM FEI2, BRABBRESAC. BXESER , 28 (AM BAFERE) #H6IER AWS R
SERNENEE,

c BEHEXAS-RSEXAGRE—MERINESHE, AWS BRSRSTURARRENITERE
HAe, RSEXAGHIAEEHNT AWS IKF |, FEERSAAE. IAM EEAUESETRE
YmiB RS MR A BRIRR,

« £ A@@ mazon LETHNARER EC2 — ZRAILAEA IAM AREEE EC2 Kf| LE1TH A H
AWS CLI 5 AWS APl IR N AR FIIEFHES, XHE7E EC2 SKflhFE TR ZAETR, E
N EC2 k608 AWS ACHEETHEAMENAERFRER , SFE0E — MM ZSE IR K5
BEXH, ZHBEEXHETEZAC , HAWYE EC2 XMl LETHEFRERMER, BXESE
B, 28 IAM AFEETHNEA IAM AEE7TE A mazon EC2 34| LETH N AREFR TR,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
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E ) REFERMPAXLERRE, REFHONRBERATERELFR, KSHERMELL JSON X4
By AWS FEXfFEEH. BX JSON RBMHENEHMNAETNESEE , SR IAM AFEREFRY
JSON SRHEBLI

EERWLER AWS JSON REERIEEHERRIBEMF L, BR2ER , BNEETUAN LR FERITER
&, ARIEMHAZRHETHIT,

RABRT , AFNAERERR, ERTHPNMRERRRTRENRR , IAM EE 7 62
IAM K, EERABETUAEMAENMJIAM K , BRAIURABE,

IAM REEE IRENNR , TXFEFERABI G EZHITRE. fl0 , RIREF—N AW iam: GetRole
BRENEKEE, HAIZREEN AP TN AWS Management Console AWS CLI, 5 AWS API SRELA &

=
ET BRI RES

ETEMNNRBEAMMESZH (W IAM AR, AFASAR ) B9 JSON R RREE A, LR
EHERFMNA SR EMPSEA T BERRTHERE, ETHRNMGEZET HOMRE  FSH
(IAM FiF{EmE) FNEATSEERBEX BEXL IAM R,

ETEHNRBALR -SARNAKRKEREEXN KK, ARKBEERALEINAS, AHAG
o, HERBRIMMARE , SLLEERMIIFHZSIRAF, HANAE AWS K, RERKIE
AWS HREXRBMEFIEERE, E7THRNMEEERBNARKE 2BRTER , B2 IAM AF
B PRERERBS AR BFEITEE,

ETRRAV K

ETRIFH RIS MR R JSON RN, ETRFMNRENRESE IAM ABEERKEM
Amazon S3 FHEMEKE, EXFETHRVRBHRS T , RSEE R JLMER ENRZHI 4 E R
FREVEE. N THEERM IR EIR |, REEE IS E M BN 2R RINATRLEREAREF LSRN
THIT, BUFEETRBENRBEPEEEE, ZEEATUEEKS, AR, A2, KSR/ AWS

e

ETHARVREEN T ZRSPHAKEKE, ETREETHRAREPER IAM Y AWS EEXR
B
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#access_policies-json
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
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HREgRE

AWS XEFHMAARERAVREERE, XERBRBTIREER ANKBRBQER TFHRANR.

- RRLA  NRLAR-NERBE, AT REETHSOREBEALN IAM X4& (1AM AP A
2 ) BFHNRANR, BANKBRENRLR. SEERNRRXEET HHHRBERENRIL R
MX&E. & Principal FEERAFRACHETHRNVRBEAIZNRLARS, E-—TREFHE
RNELFEZ AT, BRANRLANESEE , FSHIAM AP ERTH IAM EERRERD 5,

- RSIEHIZKRE (SCPs) — SCPs 2 JSON KB , ATIEEPHLARAL LN (OU) WERARINE AWS
Organizations, AWS Organizations & —HA TR ENELAENZ AWS K- DT o HAMEHR
EENERS. MREEHAHALTPHMETIE , WA LUFARSEHIKEE (SCPs) NA T ENERRME
k. SCP PR#&IAK &K R EYSEE (BIEEA AWS KB AP SRE ) BPFR, A3 Organization
SCPss MINEZE L |, 210 (AWS Organizations 15/ YIRS 12 HI R,

- RIRIEFHIKEE (RCPs) — RCPs & JSON KB , Bl LU ERIEEMK A &R AT A
R, MAEEEFHMBERENENEEN IAM KB, RCP BR&IKAMF P RRENNE |, 3#
AR IS (IEFHD ) WERNR AWS IKFIRAF , TRXESHETE TEWAL,
A< Organizations FIEZ{E 8 RCPs , 8 AWS RS ZX M %IEK RCPs |, i55 1 (AWS
Organizations FIF#E®) R FEIRZH K (RCPs),

- 2EERE  SERBREIAEUREFANBECRKESAFT IZIGR 2EMENSBUL BN S KK,
ZROFENNREAFIBENETHHNRBMNSERBHTE, NREBALKBEETHRR
B, E—TIRBEPNENELFEREAT. BXEZER , FSH IAM AFEETRHNSERE,

S REERE

SN RBEPWRBEEA T —MERE , ERBRREMERNENIRR, BT HRES RS HREEE R
WA AWS ER B AWER , FSH IAM AP EE R R ITEEE,

Amazon Elastic Container Registry I 5 |IAM &4

EFERA IAM B3 Amazon ECR BiA BRI R Z 81 , BRZ T AWLE IAM ZhaERI | F Amazon ECR.
E£MH T # Amazon ECR MEf AWS BRFWMAE IAM BESEA , B5H IAM AFERHHS IAM
BLEEFAMNAWS RS,

EFB

« Amazon ECR ETF SR

« Amazon ECR E T &R K
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_rcps.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
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« HF Amazon ECR =Ry
« Amazon ECR IAM B &

Amazon ECR ETF BRI KRS

BEEA IAM ETSOREER , B NEEATIIELNVREMTRUR R FFIELEENK
#ro Amazon ECR X#FEFERRME, HRMSFM4R, ETHE JSON REEHEANMABTE , HSH
(IAM AFP#Em) FH IAM JSON EBTESE,

BRI

EE R WLAER AWS JSON REERIEEEERRIBEMF L, BRER , BN EETUANFLARFERITER
1, UREMAAZKHETHIT,

JSON XKHEHY Action TEEARTATERBP AL RNERE, KBREEEEXREKN AWS
APl BERE. B—EHINER , HlIRBTE APl BENNERNR RE, & -LREFTELTRK
RIITSNMEE. XEMIRERINHERERE.

H R L EREUR FHATRERENRR,

Amazon ECR I RBIREEREFNEEAUTHELR : ecr:. Hl0 , ERFEAFEH Amazon ECR

CreateRepository API #{ERIE Amazon ECR F&ERR , BRF ecr:CreateRepository
BREAANEREF, RIEEAHXTEE Action 3 NotAction JtE., Amazon ECR EXT—4EBEC
R , SR BT UERZRSMITHES

EESENEAOPEESIRE  BEAEZSHENRT , TR :
"Action": [

"ecr:actionl",
"ecr:action2"

BT ERBES (%) BEZSMRE, Hln , EIEELLEE Describe FFKWFTERE , BFEUT
BE

"Action": "ecr:Describe*"

E&EF Amazon ECR #1EHN %Ik , 12 IAM AAFEEF# Amazon Elastic Container Registry B
B, REMEZHE.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonelasticcontainerregistry.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonelasticcontainerregistry.html
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=R

EE R WLAER AWS JSON REERIEEHERRIBEMF L, BRER , BN EETUANT AR FRITER
B, UREF ARG THIT,

Resource JSON KB TREEEQHNAREN —IPHZ IR, BAXTEBE Resource H|
NotResource t%E, EANBREXE , BEFERH Amazon BEE# (ARN ) EARR. N TXFHE
BRER (MR BRINER ) WIRE , B ARITIRE,

XN TFAXZFRRENRAORE (NP HRE ) |, BEABES (¥ ) ENEANATHRRERF,

"Resource": "*"

Amazon ECR FERFEEF LT ARN :

arn:${Partition}:ecr:${Region}:${Account}:repository/${Repository-name}

AXRBRAWEZEE ARNs , HS 1 Amazon FREA# (ARNs) F AWS RS & ZEiE,

Bl , EEFEIRIEE us-east-1 XFHH my-repo FEE , iHFEALT ARN :

"Resource": "arn:aws:ecr:us-east-1:123456789012:repository/my-repo"
EEERTREKFNMAER#EE  BERBEM (%)

"Resource": "arn:aws:ecr:us-east-1:123456789012:repository/*"
EEBEMEGFIEESNER , 15 ARNs AES 2R,

"Resource": [
"resourcel",
"resource2"

EEE Amazon ECR BRFER K HFIK ARNs , iS5 IAM AP ISP D58 A28 M=
EMWHRR, BT RETLEABLRERESNRIREN ARN |, S H Amazon Elastic Container
Registry & X HVIRE,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html
https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonelasticcontainerregistry.html#amazonelasticcontainerregistry-resources-for-iam-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonelasticcontainerregistry.html#amazonelasticcontainerregistry-resources-for-iam-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonelasticcontainerregistry.html#amazonelasticcontainerregistry-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonelasticcontainerregistry.html#amazonelasticcontainerregistry-actions-as-permissions
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EE R WLAER AWS JSON REERIEEHERRIBEMF L, BRER , BN EETUANT AR FRITER
B, UREF ARG THIT,

f£ Condition jt¥& ( = Condition 3t ) # , AT EBAERMNEH. Condition TEETE
W, BUGIERERAZGZER (i, FFHNT ) BEHRER , UERBPHNREESERPHE
MTE,

MREE-—MEAPEESZ D Condition THE , WEE Condition TEFIEESMME , I AWS
EFAEHE AND BEIFHEN]. IRENENMFHREESME , NERABBORZER AWS WHhESK
fro ERTFEUINNRZALITRBBENRMSE,

EEERGNR , BB MERSMNETE, i, REEFEH IAM AR EFRIE IAM BPEt , 83 8ER
HRFHARRHNERE,. EXEZEER , B5H (IAM AFER) Bf IAM K TE  TEFNHRZ,

AWS X EERFHEZANBETRSHFMHENR. BEEEME AWS 2/FHR , F5H IAM BFiE
MTHNAWS £BEH L TXEHR,

Amazon ECR EX TEHOW—HZHR K XA E2REZHE. EEEME AWS 2REHF
B B AM AFERPIAWS £ /%4 ETXEH,

KZ¥ Amazon ECR BRE# X #F aws:ResourceTag #l ecr:ResourceTag &8, BEXREZ(E
B, FZN cRETHRENHEES,

EE & Amazon ECR &# M %I%K , S IAM AP #EREH /Y Amazon Elastic Container Registry
NHEHE. BETHETUNPBLRENTREMASZHR , HSH Amazon Elastic Container Registry
EXHRE

=~

E&EF Amazon ECR ET SR RHI , 155 H Amazon Elastic Container Registry EF S 13 #
KRR,

Amazon ECR & T &R KBS

ETRFRHREEZE JSON REEXH , B EE TEEZE R ARE Amazon ECR &R LRITHRIEU KR
EAHAZHETTIT. Amazon ECR X4t 3 Amazon ECR F#ENE TR RNNERK, ETAR
B SR BE VBB T RR [ H Atk F 352 FE AR, S ERAE T RRNRIEU AT AWS RS 15 H
&8 Amazon ECR 176 .
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_variables.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonelasticcontainerregistry.html#amazonelasticcontainerregistry-policy-keys
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonelasticcontainerregistry.html#amazonelasticcontainerregistry-policy-keys
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonelasticcontainerregistry.html#amazonelasticcontainerregistry-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonelasticcontainerregistry.html#amazonelasticcontainerregistry-actions-as-permissions
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ESABK/ER , SR LCHEANKSSHEMKS P IAM KXEEENE T RFNRBEHHNETLEA,
REKSEEAMIFETRENREARBUCEXRRIEN —¥ME, YERANBRRLT RN
AWS K RS |, RS BFEARBRTIHRBFERNNR, BLFET 5009 KM IR SR
FRR, B2, MRETHFENRBAR K FNEREARTHRARR , WEFTFEEETHONE
& RN E A Amazon ECR FEERR. AXESEE , 26 (AM AFERE) /8 IAM A5
ETRFEHNRBERMTE.

Amazon ECR BRE M #F—FREME T RFNRE (MABTHERE ) |, XMRBEHMNEFEE, X
NERBENPLEERASZE (KF, AP, AENBRESSGAF, ) AINEFEE LRTERE. ETHD
PR E T RIFRRRBEMINEFEEF |, HSMAmazon ECR HHYFAE 17 FF 5K B

(® Note
£ Amazon ECR FfEXRMESD | RIEITE Sid X3 IAM policy FF AR X 589 H At =& A1 BB,

=l

EEE Amazon ECR EF &R KBEH RHI , ESE Amazon ECR FFLE F#ERE RG] |

EF Amazon ECR &R £

B SURHR B INEl Amazon ECR &R , EEIER P FHrZA&EL Amazon ECR. BEETHR
ZEERE , BEEMFEMA ecr:ResourceTag/key-name. aws:RequestTag/key-name B
aws:TagKeys & RBERBNIMHTEZPRMURZFE R, BXHIE Amazon ECR BRNEZER
%2 7£ Amazon ECR 4R iR E EM E.

EERETHONRE (ATREZR LAFERBIN ZHRNTRE ) BRI, FSREAETRE
B9 15 (R 42 %1 o

Amazon ECR IAM &6
| AM & 281 AWS Ik - BEE5 45 ENRAY KK,
Fim et &EiE A F Amazon ECR

A LAER IR EIE#THBRESEARIEESR , 2K IAM B2 9 REKF AR, ETLUEN
FAssumeRoles Z K AWS STS API| #4ERIR BRI it Z2 £ iF 5 GetFederationToken,

Amazon ECR 3z #f F I B Ak o
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_compare-resource-policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_compare-resource-policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_AssumeRole.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_GetFederationToken.html
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BSHAXAG

RS HEX A B RV AWS RS HRHEMRS PR FURRETRIRE. RSEEXAEETRE IAM K
P, FRZERSAE. IAMEERAJUERERRFERSHAXSEHNR,

Amazon ECR XERSHXAR, BEXEZEER , 55 X Amazon ECR ERARSHX AR,

Amazon Elastic Container Registry &F & 38 K #& R4

RIAMBERT , AFNAERESERIEN Amazon ECR HRIR, t1tbToEER AWS
Management Console, AWS Command Line Interface (AWS CLI) 5, AWS API #{T1E%. ERTH
PRAERBRHRITRENNR , IAM EEZALAGE IAM Kig, EEABEAUAQARRNJIAM X
B, AFAURABE,

ETRMAERXL RG] JSON REXHEGIEET IAM BHHERE , E55 (IAM BFiERE) P8
2 IAM Ehg (258 ) .

X Amazon ECR EXMBRENERELE (BRERSMNRREEVEN ) WiFHAEFEE , 25 ( ARNs
R EINS#£) 8 Amazon Elastic Container Registry BYI24E., BRI EZHZ4A,

T T ROMERIXL RG] JSON KEEXHBIE IAM ET HHNER |, 536 (IAM AFERE) PHE
JSON &I~ E 6| E 5K,

F&

- RJESXE

- £/ Amazon ECR Z%|&

- ATAFPEEMHIIB SR

* A —/ Amazon ECR i fE

REERIERE

ETHENNRBEEENARTALCIR, 1R EREK S FE) Amazon ECR B, XELRETRE
S AWS IKPFERAE, tIEREEE T H DR  FHERUTERMER

- JFHAER AWS RE R A RO RENBENR — BEFHOAFPMTERBER TR , EEANTS
FEIRAGIRTRRNAWS HE R, ENEMRNRARITR AWS IKF, FITZUEET E LEHXS
BRI AWS ZEFRERBRAE-DBINR. BXESEE , HZH (IAM AFERE) F/Y
AWS FEE X RN TFIRAENAWS FEE XK,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/service-authorization/latest/reference/ecr.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html#access_policies_create-json-editor
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html#access_policies_create-json-editor
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
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- MAZRIENR : EFEA IAM KR ENRE , BB FRITESAENNR. At , BAIBE XL
ERERGTUUNBERRINTHRE , EHARENREFT, BXEA IAM BANRHESE
B, #ZH (AM AFER) P8 IAM R FI R

o {EA 1AM KPR — SREIHRIAER ;4477 LA 5 R ISR 44 SR BR A XS 18 4E R R A 15 ) o
Bl | WA LURE RS RIEEMXTMER SSL XEFEER, MEBRSBEREIZRENHXE
FARY | Tt AT BAE A SRR B T30 RS R AERY U5 R BR AWS BRSS , 52 AWS CloudFormation. &
REZER , 72H (IAM AF1ER) B/ IAM JSON KB TE | &,

- M IAM Access Analyzer BIiEZH IAM KB | IR RN L ESEFIhBEM — IAM Access
Analyzer 2KIFFH REEMIM B KR , LUBERKRERAS IAM KEIES (JSON ) M IAM HESE
B2, 1AM Access Analyzer 12 100 ZTURBER EM AIIRENEI , HBEBEFIELZ S BINREMRN
KEk, BXEZEER , BESHE (AM BFigm) RMEA IAM Access Analyzer i SR B,

- EEZEFHRIE (MFA)-INR AWS IKFEZNZEFE IAM AFRSRAF , A MFA URS%E
=, ZELAR AP BENEE MFA , B MFA RERNMBZHNERD, BXEZER |, FS
F (IAM A F#8R) M ERA MFA RF API 1A,

BX IAMHHREIRNESER , 20 (IAM AFER) #1 IAM F R 2 HEXEK,

5/ Amazon ECR #2414

E /"] Amazon Elastic Container Registry #2#1& , BUMEE —HHREMWNIR, X LR LI A TR
FIHMEFEBRE AWS 1K HEY Amazon ECR BRIFAFE. WRAIBHAXENRENRREN™
BNETHHOER , XTHMTZREBAZE (AFRAR )  BHANLTEEMBERET,

NERXETARPATTLAEER Amazon ECR ##|A |, B RISSAR
flAmazonEC2ContainerRegistryReadOnly AWS EXKl, BXEZER , 55 IAM AR
Y PR INAR -

{
"Version": "2012-10-17",

"Statement": [
{

"Effect": "Allow",

"Action": [
"ecr:GetAuthorizationToken",
"ecr:BatchCheckLayerAvailability",
"ecr:GetDownloadUrlForLayer",
"ecr:GetRepositoryPolicy",
"ecr:DescribeRepositories",
"ecr:ListImages",
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Amazon ECR AriEE

ecr:DescribeImages",
"ecr:BatchGetImage",
"ecr:GetLifecyclePolicy",
"ecr:GetlLifecyclePolicyPreview",
"ecr:ListTagsForResource",
"ecr:DescribeImageScanFindings"

]I

"Resource": "*"

N FNFA AWS CLI 5 AWS API AP , BEENHBREREREF AR, Mk , RAFHRER
2R MITH APl B/EM TE R R1E,

AFAFESHITE SR

ZORBIGLER T A B R |, SV IAM AP EEM MBI EAS B ONNERANEE R, R
BEEEFE LSER AWS CLI X AWS API BU4RE TR LR ER R

"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
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"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
iF
"Resource": "*"
}
]
}
158 —4 Amazon ECR 12 E
EARRGIH | &48 @ AWS Ik R PR F 5 E S/ Amazon ECR E#EMNNR, my-repoffid %

EAVRA/HEE, REMIILHER.

{
"Version":"2012-10-17",
"Statement": [
{

"Sid":"GetAuthorizationToken",

"Effect":"Allow",

"Action":[

"ecr:GetAuthorizationToken"

1,

"Resource":"*"

.
{

"Sid":"ManageRepositoryContents",

"Effect":"Allow",

"Action":[
"ecr:BatchCheckLayerAvailability",
"ecr:GetDownloadUrlForLayer",
"ecr:GetRepositoryPolicy",
"ecr:DescribeRepositories",
"ecr:ListImages",
"ecr:DescribeImages",
"ecr:BatchGetImage",
"ecr:InitiatelayerUpload",
"ecr:UploadLayerPart",
"ecr:CompletelLayerUpload",
"ecr:PutImage"

1,

"Resource":"arn:aws:ecr:us-east-1:123456789012:repository/my-repo"
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}

ERETHREN TR 2H]

Amazon ECR CreateRepository API BEA TR EREEHEREERS., BXEZER , BS
] 7£ Amazon ECR F#RicRAE 17 B o

EFAFEBEERFEBMTCTFERE AP X AERERCREIRNIRE (6l
W, ecr:CreateRepository ) . MRERFRCIEREDIEE 7THZ , Il Amazon &3
ecr:CreateRepository BEHITTANEN , URIEAF B ERCIBRIFESHNNR,

B LR 1AM policy SRERE TSN IHERS, REMT,

LT RN A TR R FERERFESRIE A key=environment, value=dev,

"Version": "2012-10-17",
"Statement": [

{
"Sid": "AllowCreateTaggedRepository",
"Effect": "Allow",
"Action": [
"ecr:CreateRepository"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:RequestTag/environment": "dev"
}
}
1,
{

"Sid": "AllowTagRepository",
"Effect": "Allow",
"Action": [
"ecr:TagResource"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:RequestTag/environment": "dev
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RAriEmE

UTRBERAVRAFMNTEFEETRIES , RIFCTNEIRC

HFkey=environment,value=prod,

"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Action": [
"ecr:BatchGetImage",
"ecr:GetDownloadUrlForLayer"
1,

"Resource": "*"

"Effect": "Deny",
"Action": [
"ecr:BatchGetImage",
"ecr:GetDownloadUrlForLayer"
1,
"Resource": "*",
"Condition": {
"StringEquals": {

"ecr:ResourceTag/environment":

}

AWS Amazon 3 M4 A2 E M TRV T B KB

Ilprodll

AWS EERBEZHMENEENILZ KK AWS, AWS RERBEENTZENLRBBIRENR , UE

BRUFBANAF, ANBESENR,

FiclE , AWS REXRBURT SN ENRBERGIR FTHRENRNE , BAEMNAHME AWS T/ £

M. BINBZWBIEHETENEAZSNE S EERRERE -SRI NR,

AWS Amazon ECR HYIE & XK
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#customer-managed-policies
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BT EEHR AWS HERBPE LR, MR AWS B AWS RERBPELHNR , MEHFLE
I3 ZREATXBRNFTEZERASH (AP, ANAE ). AWS BREAREERIFHN API HERS A
LABERIET AWS BRSS BY API R 1ERS E X AWS HE XM,

BREZELR , F5H (AM BAFERE) Bl AWS EE R,

Amazon ECR Rt 7 2 MNEE R , BAILUFIX LR INE] IAM F AR S5# EC2 EHl, EBIX
LR |, LA Amazon ECR FIRM API BEM LR RE T FRRIRA RS, BXRIXLEREHRE
HEN AP RENEZER , 51 Amazon Elastic Container Registry AP| & fR R4,

e

* AmazonEC2ContainerRegistryFullAccess

« AmazonEC2ContainerRegistryPowerUser

* AmazonEC2ContainerRegistryPullOnly

» AmazonEC2ContainerRegistryReadOnly
« AWSECRPullIThroughCache_ServiceRolePolicy

+ ECRReplicationServiceRolePolicy

« ECRTemplateServiceRolePolicy
« Amazon ECR B 7 1 AWS EBUR

AmazonEC2ContainerRegistryFullAccess
IBA LU AmazonEC2ContainerRegistryFullAccess SKREEMIMNE] IAM B 17

BUFERALEERBENER , BEECHEFAEREBZH IAM policy, Hltn , BB —NE
B, T NAFSACRETLEERALRNR , AEE Amazon ECR M. &8 Amazon ECR
Ewm BRI  SUNEEERETEGNEGEANEE., £onAYEKEL4EN CloudTrail B
#1R%E . Amazon ECR E5& R AWS CloudTrail , Bt Al SAE##E Amazon ECR ##| & & RE
WAESREEEBEMH. AmazonEC2ContainerRegistryFullAccess % IAM policy @ &2 It
1THM cloudtrail:LookupEvents PR,

KR FHE R
SR EEATR :

« ecr— AFERAZTLIFRAE Amazon EC APIs R,
« cloudtrail— AWZEAEHKHE CloudTrailiERHEEE4 = AWS CloudTrail Insights E4,
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AmazonEC2ContainerRegistryFullAccess KM TR,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"ecr:*",
"cloudtrail:LookupEvents"
1,
"Resource": "*"
.
{
"Effect": "Allow",
"Action": [
"iam:CreateServicelLinkedRole"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"iam:AWSServiceName": [
"replication.ecr.amazonaws.com"
]
}
}
}
]
}

AmazonEC2ContainerRegistryPowerUser
& LA AmazonEC2ContainerRegistryPowerUser REEHIINE] IAM & 15

HRBERTFEENR , UKW IAM AFRER#EE , BEFATENNREFRESEXNA T F#EEN
SRS

RRFHRER
SR EEATRR :

« ecr : AW EFEMMNEAFREE , UREMEREPRE, BREATBER THEREFEEDRE QA
AT et BRI RR,
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RAriEmE

AmazonEC2ContainerRegistryPowerUser RBEH T FfRo

"Version":
"Statement": [

{

"Effect":
"Action":

]I

"2012-

"ecr:

"ecr:
:DescribeRepositories",

ecr

"ecr:

"ecr:

"ecr:

"ecr:

"ecr:
:CompletelLayerUpload",

ecr

"ecr:

ecr:

ecr:

ecr:

ecr:

ecr:

ecr:

10-17",

"Allow",

[
GetAuthorizationToken",
BatchCheckLayerAvailability",
GetDownloadUrlForLayer",
GetRepositoryPolicy",

ListImages",
DescribelImages",
BatchGetImage",
GetLifecyclePolicy",
GetLifecyclePolicyPreview",
ListTagsForResource",
DescribeImageScanFindings",
InitiatelLayerUpload",
UploadLayerPart",

PutImage"

"Resource": "*"

AmazonEC2ContainerRegistryPullOnly

&AL AmazonEC2ContainerRegistryPullOnly SKEGHANE IAM B 15,

LSRR F M Amazon ECR EIVERMREMN R, MRIEIMKREA T EFRE , NEER/RFM Lk
EMR S ABRRAYIREL,

R FHE R

WREEEU TR :

« ecr - AT ERANEIF#EERES B0 B KK,

AWS Amazon ECR HYIE & XK
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AmazonEC2ContainerRegistryPullOnly RE& M T A Ro

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"ecr:GetAuthorizationToken",
"ecr:BatchGetImage",
"ecr:GetDownloadUrlForLayer",
"ecr:BatchImportUpstreamImage"

1,

"Resource": "*"

}
]
}

AmazonEC2ContainerRegistryReadOnly
IBA LA AmazonEC2ContainerRegistryReadOnly SREEHIIZE IAM & 15,

LR EEIR T Amazon ECR FWRIENPR, XBIEVHEFEHEREPREGIIIEE. ©iE3BIEFEA Docker
CLI M Amazon ECR 12EV& &K ThRE,

KR FAE R
LR EE TR !
« ecr- AUERARNEFHEERESBNEmAREKEK,

AmazonEC2ContainerRegistryReadOnly KBS T PR,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"ecr:GetAuthorizationToken",
"ecr:BatchCheckLayerAvailability",
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ecr:GetDownloadUrlForLayer",
"ecr:GetRepositoryPolicy",
"ecr:DescribeRepositories",
"ecr:ListImages",
"ecr:DescribeImages"”,
"ecr:BatchGetImage",
"ecr:GetLifecyclePolicy",
"ecr:GetlLifecyclePolicyPreview",
"ecr:ListTagsForResource",
"ecr:DescribeImageScanFindings"

]I

"Resource": "*"

AWSECRPullThroughCache_ServiceRolePolicy

BT B AWSECRPullThroughCache_ServiceRolePolicy FEEH IAM policy M INEIEH IAM
ok, WEREEMINBIRSHEXAR | ZBBAY Amazon ECR B EFIEM TERNEGIEEIEFME
F. BXEZER , 52 ATEFRIW Amazon ECR lREHEXHE,

ECRReplicationServiceRolePolicy

BT 8EYF ECRReplicationServiceRolePolicy &/ IAM policy K tNE| R EY IAM SE4, LEF AN
EIfRSSHEX A B KL L 1F Amazon ECR RREHITIRIE, BXEZEER , $5 W X Amazon ECR
FERARSHEXAE,

ECRTemplateServiceRolePolicy

BT BERF ECRTemplateServiceRolePolicy &/ IAM policy M INEIEEY IAM K4k, h BT AN ZEI AR
FHEXABHER LT Amazon ECR R&KREINTRE. BEXESEER , H5H X Amazon ECR £H
REHEXRAE,

Amazon ECR E 7 7 £ AWS XK

BEBHIZBSTHRERIXLEE RELARKIT Amazon ECR AWS EEBREKREFNFHAEE, BXLETEE
BT , 1T 1% Amazon ECR X#¥A £ 12N E LK RSS &,
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RAriEmE

B

BT EF18R_EA Amazon ECR
REMEXAE - NANEREN
)

NI 53 EC2 Container
RegistryPullOnly-#T Bt 5

ECRTemplateService
RolePolicy : #5E8

AWSECRPUulIThroughC
ache_ServiceRolePolicy — Xt

DA REEHY E AT

AWSECRPUlIThroughC
ache_ServiceRolePolicy : #7

KRB

DU

Amazon ECR F#74XBR % o0
F| AWSECRPullThroughC
ache_ServiceRolePo
licy RBg, XENRAWF
Amazon ECR M\ ECR #AB %
R RER G, FRAREE
AN EFRBHM Amazon
ECR FAE MR E G , X
R AT,

Amazon ECR 70T —IRHT I
%, AL L% ECR #F{XPRHL
BB A BR o

Amazon ECR 0T ¥
B, WERERTF@#E
BEMRINEEH ECRTempla
teServiceRolePolicy

ARS5AE KR A B R ER,

Amazon ECR 74X BR 78 o0
Z| AWSECRPullThroughC
ache_ServiceRolePo
licy RBg, XENRAW
Amazon ECR # % Secrets
Manager ZRMMEZAR. =
FRAZFRIANXEFTEE
S ORI LR EM R P AR
Bt , FEELENR,

Amazon ECR 70 T $5K B
WEREERATRFRINIIEE
B AWSServiceRoleForE
CRPullThroughCache
RS A X,

B

2025 3 A 12 H

2024 £10 A 10 H

2024 6 A 20 H

202311 A 15 H

2021 £ 11 A 29 H

AWS Amazon ECR HYIE & XK
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RAriEmE

EK

ECRReplicationServiceRolePo
licy : #T SR &

I 53k EC2 Container
RegistryFullAccess-X Bl B B
K EH

NI 5# EC2 Container
RegistryReadOnly-31 218 B K
R

NI 53 EC2 Container
RegistryPowerUser-X3 818 B
RHEH

Al 5% EC2 Container
RegistryFullAccess-X Bl B B
REEH

DU

Amazon ECR A0 T #2€

B, LRESATEHThEE
B AWSServiceRoleForE
CRReplication MRE#HEX
ABHEX,

Amazon ECR 74X BR 7 o0
F| AmazonEC2Container
RegistryFullAccess
K, XENRATFEIEAL
# Amazon ECR RE MK A
&,

Amazon ECR F#T R 0
F| AmazonEC2Container
RegistryReadOnly X
B , ZREE AR ARRE
AR, JNHRSUARE
REGHNAEER,

Amazon ECR F#T PR N
F| AmazonEC2Container
RegistryPowerUser 3K
B, IXLERUPR A2 F ZFE AREL
EanBHRRE, JHREUR
EREGHAEE R,

Amazon ECR FF#TX PR in
F| AmazonEC2Container
RegistryFullAccess

K, SATREKERH
CloudTraili#3RV EEE45,
AWS CloudTrail Insights =
.

B

2020 12 A4 H

2020 12 A4 8

2019 12 A 10 H

2019 % 12 A 10 H

2017 £11 A 10 H

AWS Amazon ECR HYIE & XK
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RAriEmE

EK

NI 53 EC2 Container
RegistryReadOnly-X 1 8 B %
O

Al 5% EC2 Container
RegistryPowerUser-3 Bl B B
REOEH

I 53 EC2 Container
RegistryReadOnly-$7 B

I 53 EC2 Container
RegistryPowerUser-# B &

I 5 ¥k EC2 Container
RegistryFullAccess-#T B

Amazon ECR FF 18R ERE X

DU

Amazon ECR F# R 1N
#| AmazonEC2Container
RegistryReadOnly =X
B, XLRPRAFEFEABTR
Amazon ECR &%,

Amazon ECR 74X BR 7 o0
F| AmazonEC2Container
RegistryPowerUser K
B, XLNRAFEEAHER
Amazon ECR &%,

Amazon ECR %N 7 — I X
%, B S# ECR &#F RiENX
PR, XLEMPRBIES HEME
REBPEGNIIE. it
¥&{# A Docker CLI A Amazon
ECR IREVGR BRI ThEE,

Amazon ECR %N 7 —I#T X
KR, ZRERTEENR , &
THPEBRNBEAGF®E , 8
R RV BRF M BEE S B X
A T b AT 89 SR BE ST,

Amazon ECR 10 T ¥R,
IR F Amazon ECR HY5E
21HEIRR.

Amazon ECR B 14 IR BR
AWS BRI E R,

B

2016 £10 A 11 H

2016 £10 A 11 H

2015 % 12 A 21 H

2015 12 A 21 H

2015 12 A 21 H

202156 A 24 H

AWS Amazon ECR HYIE & XK
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¥t Amazon ECR fER RS HX AR

Amazon Elastic Container Registry (Amazon ECR) AWS Identity and Access Management &

(IAM) RS HEXABRRUEERAEFINREREENEMENNR. RSHEXACRE —MINEFREN IAM
A’ , ©5 Amazon ECR BEi##EfXx. RFEHEXARHE Amazon ECRTIEN ., ©BEZRESZHILE
AMENEFNBFRITEMENAENR, NIMKEESFHIEZFRIZE , RE2BIIER
SHXAB, BXEZEER , H5H Amazon ECR A IMRIRE.

REMEXAEFILEERMEEY Amazon ECR REEHMEFRN. XEEN , £AZAE , &5
T RBFEHRMAALENNR, Amazon ECR EXHRFSHAXBEHNIR , RFESHEX , BNRE
Amazon ECR I AZAE, EXNNRBEEERBNNRREE . TrER 2R KB M EM
HAth IAM 324K,

REXZAIMRLNEFREFRNCE , TEMBRENNRZHEXAR, XUUBREFTSTEH
ffl Bk Amazon ECR XX LEThREFT EMINER

BXXERSHEXAGHNAEMKRSNER  BZH5 IAM BEEEANAWS RS, EHEETELE &
BRERSHEXACIFEFRENRS. 2RREEFZRIHNRSHEXA TV EEE,

FH

« Amazon ECR RZHEXA & XM XE

- ATEHIH Amazon ECR REHEXAE

- ATEFEIM Amazon ECR REHXAR

- AT E#EAERERN Amazon ECR REHEXAE

Amazon ECR FREFHX AT EFNXIE

Amazon ECR £ Amazon ECR REMAMEXEXFFEARSHERAER, BX Amazon ECR X3
AAMNEZEER , B2 AWS KigfiE <.

AT E 4| Amazon ECR REHEx<AE®

Amazon ECR & N #I RS X A & AWSServiceRoleForECRReplication , iZ & 71 Amazon
ECR B Z/N\ K~ & HlR &,

Amazon ECR WY RE X A &R

AWSServiceRoleForECRReplication [RFHEXABEEUATRFZTRKAANZAL :
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/general/latest/gr/rande.html
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« replication.ecr.amazonaws.com

AR ECRReplicationServiceRolePolicy ABIXPRERE 2 1F Amazon ECR M RREALUTE
£ :

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"ecr:CreateRepository",
"ecr:ReplicateImage"
1,
"Resource": "*"
}
]
}
(® Note

ReplicateImage & Amazon ECR AT E#INMNE API , TeEEEEA,

MMEERR , 2 IAM R (AR, A5Ae ) 22, FEIMERBRSHEXAG, BXESE
B, B2 IAM AP ERHPRN RS EXABNR,

A Amazon ECR BIZRZHEXER

ZEFOIE Amazon ECR [RFHEX BB, HEE AWS Management Console, = AWS API HJ35%
M REE S Hi& B AT AWS CLI , Amazon ECR £ A BB BRZHEXA R,

MRIEMBRT RS HEXACRAEFTEFTRCET , WL EAEBNREEENK, RERCIZLA
B, BN EMKREEEFREN , Amazon ECR FHEXNERERFZHEXAE,

A Amazon ECR RERSZHEXER

Amazon ECR T R Fzh 4% AWSServiceRoleForECRReplication FREZEX A, FERIERSHEX
ARE , BRETEERACHEN , BN TREESHASI AZAC, T3, BAUFER IAM FEH
BRHE, BXEZEL , B3H (AM BFERE) PHRERSHEXAR®,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#service-linked-role-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#edit-service-linked-role

Amazon ECR AriEE

A Amazon ECR MIBRERS XA R

NRTBREEAENFTERSHAXBACHEBEIRS , RMNBUEHRZAC, XIEERIBERRE
HERREFNAREALME, BR , BLAERRENXBPREMREFERE , 2 EF3HRIBRKESE
xEE,

(@ Note

MREZBEAMERAIR , T Amazon ECR RFMEEABE , MREBRRETRLAKR. WRE
EXHER  BEF/LoH , REER.

fl B 55 FA 89 Amazon ECR %R AWSService RoleFor ECRReplication

1. 3TF Amazon ECR #2#|& , Pt R https://console.aws.amazon.com/ecr/o

2. MNemER  ZEEANHRESFRENXE,

3. ESMmERT  EEINEEME.

4. 1£ Private registry ( #AB XM ) WE LK Replication configuration ( EFIEE ) #o , E#F
Edit ( 438 ) o

5. EMBRFIESHEIHN | HikR Delete all ( =ZPMIBR ) » WSBREEHIA,

£/ IAM FaRIRESHEXAE

M IAM #Z%|& AWS CLI, = AWS API il BkRAWSServiceRoleForECRReplication RS Hx A&, &
XEZEER , 1m0 (AM AFER) PHRIBRERSHEXAE,

AT EFEIA Amazon ECR REHEx<AE®

Amazon ECR & WK RS X AT AWSServiceRoleForECRPullThroughCache , Z & & it iF
Amazon ECR R REMITIRIEUZREFRIURE, BEXETFRIMWESZEE , B2RAATENES
7 1R BN S & R VE A 18] B R Y 770 FE BV B AR

Amazon ECR YRS M%< A &R

AWSServiceRoleForECRPullThroughCache [ S X A BEEUTRESRRAAZAE,

* pullthroughcache.ecr.amazonaws.com

RRFHER
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https://console.aws.amazon.com/ecr/
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role
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AWSECRPullThroughCache_ServiceRolePolicy #X PR ZE B Fff A0 EI AR S5 48
XAE, LIEERBERN Amazon ECR ITUT#H®R#E. BXEZEER , H5H
AWSECRPullThroughCache_ServiceRolePolicy,

* ecr— ¥ Amazon ECR R FEGRIHA ML INLBFHEE,

« secretsmanager:GetSecretValue— f ¥ Amazon ECR fR$# & AWS Secrets Manager &
AHRMBENER., SEAZFRIANELREIMRPEFTESORIEN EFIMRPAREGE | F
ERRNR, WBRMERFH ecr-pullthroughcache/ EF BRI Z,

AWSECRPullThroughCache_ServiceRolePolicy FEEELLT JSON,

"Version": "2012-10-17",
"Statement": [
{

"Sid": "ECR",

"Effect": "Allow",

"Action": [
"ecr:GetAuthorizationToken",
"ecr:BatchCheckLayerAvailability",
"ecr:InitiatelayerUpload",
"ecr:UploadLayerPart",
"ecr:CompletelLayerUpload",
"ecr:PutImage",
"ecr:BatchGetImage",
"ecr:BatchImportUpstreamImage",
"ecr:GetDownloadUrlForLayer",
"ecr:GetImageCopyStatus"”

1,

"Resource": "*"

"Sid": "SecretsManager",
"Effect": "Allow",
"Action": [

"secretsmanager:GetSecretValue"
1,
"Resource": "arn:aws:secretsmanager:*:*:secret:ecr-pullthroughcache/*",
"Condition": {

"StringEquals": {

"aws:ResourceAccount": "${aws:PrincipalAccount}"
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MREERR , ZF IAM R (AR, 4A8e ) 22, FEIMBRBRSHEXAG, BXESE
B, BEZHR (AM AFERE) RiRSHEX A BRIR,

A Amazon ECR BIZRSHXA R

LEFHHNEFRIEIE Amazon ECR FREMEXAER, ZHEE AWS Management Console, = AWS
APl HRAEEM R BEEBEEMMET AWS CLI , Amazon ECR 2K EBRIBIRZ XA,

MRIEMBRT RS HEXACAEFTEFTRCET , WA EAEBNREETENKS RERCIZLA
B, HENALBEIMRCBEFRDANG , MRBRSFSHERAREFFE , I Amazon ECR HHEH
REBZAG.

A Amazon ECR RERSHXAR

Amazon ECR R ¥ F3h 4B AWSServiceRoleForECRPullThroughCache RS Hx A, ERIERS
HxAteRE K SERLTEEUACHNEN , ANTHESHIASIAZAR, T, B LUEA IAM 4
BABWHE, BXEZEER , 52H (AM AFER) FHNEERSHEXAE,

A Amazon ECR MIBRIRSZHKAE

MRTBEERECAENFTERSHAXACNBFEIRS , RINEBUERHRZAR. XIHFEERIBERAEE
HERREF N AREALME, BR , BLRAER RSN XEPREMREFRERIAN , = 88F 30 MR
SHEXAG,

® Note

MREZBEMERAIR , ™ Amazon ECR BRFMEEAAE , MREBRRETRLAN. WRE
EXHER  BEF/LoH , REER.

Efif Bk AWSServiceRoleForECRPullThroughCache BR$S# < & & FFE A K Amazon ECR &R

1. ¥TF Amazon ECR ##|& , Bt Fhttps://console.aws.amazon.com/ecr/o

2. MN&iER | GReIBEFRIANAERXE.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#service-linked-role-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#edit-service-linked-role
https://console.aws.amazon.com/ecr/

Amazon ECR AriEE

3. HESMERT , AELEEME

4. 1£ Private registry ( #AB E Mk ) TWE _L#Y Pull through cache configuration ( BFREEIEE ) 3P
o, R Edit (HE) .

5. NTEGIBHENEFREEIN , EBIZAN , AE1EEFE Delete rule ( MIBRFM ) .

£/ IAM FahHIBRIRS X B E

E8 IAM $2%|& AWS CLI, = AWS API il BRAWSServiceRoleForECRPullThroughCache iR & HH %< &
B, BXEZEELE , BESA (IAM AFERE) BB RESEXAR,

AT E#EZEENRMN Amazon ECR BRESHXAE

Amazon ECR EH & RS <A & AWSServiceRoleForECRTemplate , %A &% F Amazon
ECR RREWHITIRME LT 1768 B 0 R ERIREN R,

Amazon ECR H RS < A X R
AWSServiceRoleForECRTemplate RESHAXABEFEUTRESRKRAAZALE,

¢ e€Ccr.amazonaws.com

KR FHE R

ECRTemplateServiceRolePolicy IEREMIMMBEIRFSHEXER, HIEERKIZET Amazon ECR
RREWMITEM FE QI Z R ENR,

ECRTemplateServiceRolePolicy REEEEELT JSON,

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "CreateRepositoryWithTemplate",
"Effect": "Allow",
"Action": [

"ecr:CreateRepository"

1,

"Resource": "*"

]
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https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role
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}

W ﬁﬁﬁﬂgﬂﬁﬂ A IAM R (AR, AiAe ) tIE, FEIRBRERSHEXAG, BXEZE
, B2 (IAM R FiErE) PR ERSHEXABNER,

3 Amazon ECR 8IS HXAE

BEENEHECRERFCIE Amazon ECR REHEXAE®, LHEBE AWS Management
Console. 2 AWS API R AFAE MR OIZE T ERERA N et AWS CLI , Amazon ECR 27 &8I
RSHEXBE,

MREMBRT RS HEXACAEFTERRCUEE , WAL EAHEBNREETENKS FERCIRL A
B, HENVFEIMRCEFHEFCIZANS , MRBSHAXAGEHTEE , U Amazon ECR R &
BRolgzae,

A Amazon ECR RERSZHEXAR

Amazon ECR KR F3h4mEAWSServiceRoleForECRTemplate [RE X AR, ECIERRESHRAR
B, BRELEERACHNEN , ENTRESHIASIAZAC, T , BUUFER IAM ZEAEH
BB, BXEZER , H5H (AM AFER) PHRRERSHEXAE,

A Amazon ECR MIBRIRESHKAE

NRTBREEAENFTERSHAXBECHNEBTERRS , RMNBUEHRZAEC, XIEERIBERKE
HERREF N REARME, BR , BLHER RSN XEPREMRZAN , = 88F M BRI 8
KEE,

® Note

MREZHMERAIR , T Amazon ECR BRFMEEABE , MREBRRETRLAN. WRE
EXHER  BEF/LoH , REER.

EMiBR AWSServiceRoleForECRTemplate fR$5 < A& F £ AR Amazon ECR %R

—

$TFF Amazon ECR ##|& , Pt 7 https://console.aws.amazon.com/ecr/o
NS | RS EEF 6 F O E AN AT X,

ESMERSD , ERLEIEME
EREEMERNE LN FHECRERD S , EREE.

w0 DN
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https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#service-linked-role-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#edit-service-linked-role
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Amazon ECR AriEE

5. NTEGENSMeEEIZMAN , EHFZAN , REEZFRERIN

£/ IAM FaRIRESHEXAE

5/ IAM #2%|& AWS CLI, 3 AWS API il BkRAWSServiceRoleForECRTemplate RS HEX A, Hx
BZERE , 5L (AM AFER) FHBIRESHEXRAE,

HEE Amazon Elastic Container Registry #9 & 7 117 8] 4% R =] &
AUERANUTER , UHBEZIAEEEEA Amazon ECR F 1AM Bt AJBE@F /Y ML A1 &R
&

« REMNIE Amazon ECR HFIRITIRIE

o BILBUNIT iam : PassRole
s REAWFRIUANAFER AWS K~ #9 Amazon ECR &R

K FTARIE Amazon ECR #1784k
MREBRBEIRER , ERETUITEMRE | WA E TR AR FRITZIRE,

X mateojackson IAM AP ZRAFERAEHEHAEETEXREM my-example-widget RIENIFHAEFE. |
BRMEREN ecr:GetWidget HRET , @K ELT RAIEEIR.

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
ecr:GetlWidget on resource: my-example-widget

FEHRBERT , BAEH mateojackson AFMEKR , LATMER ecr:GetWidget BIETHE my-

example-widget &iRo
MREFERSY , BFHRRENAWS EER, ZHNEERRRMUBEREZIENA,
BTN T iam : PassRole

MRBIWE—MEIR , RIPLBTELNIIT iam: PassRole 1 , MIAMEFRBUAR T BT ACIEIELS
Amazon ECR,

BE AWS 7S AR ABRKEAL1ZKRS , MTAREIRMNBSALIRSHERAR, Nit,
BB MERRACLEIRSHINR.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role
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LR marymajor B9 IAM AP 2R FE A1 A7 Amazon ECR RITIRIER , 2K £ LT REI4E
%o B2, RELANEERFZACHBTFHNRST ATHRITHIRE, Mary TEEFACKETRFHN
R,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EXMBERT , HAEFH Mary B KB L F 1T iam: PassRole #&1E,
MREGEEHE  FHRRAEZHNAWS EER, FNEERRRMEZEZIIN A
REAFRLUAB ABEIFE AWS K B9 Amazon ECR &R

ZatE—1MNAe , UMEAMKSPHNAFREALNANARTUERZAGKIE RSN TR, &7
LEEH#EREY , AURARE, XN THETHRMNRBEHIEFZHFIK (ACLs) KBRS , &RIE
158 P IX L5 SR BE (0] AATVHR T 173 (R R B BER A A PR

ETHRESZER , FZAUATRA :

- BT Amazon ECR BEXIFIXLLINEE , S H Amazon Elastic Container Registry #0415 IAM 45
&M,

- ETHEIMAREXNEHENERFRNERE AWS IKF | HS5 IAM AP EETR R EERE AWS
K 55— 1AM B P R85 R ABR.

- ETHRIMAEE=FREXNEHERAOGRNE AWS KF | BSH IAM AP EETRHNEE=5E
HiFER. AWS Ik

- ETHRIMABEESHARKRERIERHAFRNER , H55 (IAM BFERE) PR RIET /B EAKIERN
AP ( BHRBEERIE ) RHETHRNE.

- ETHRERACNETRRNRHATER,FRIZENZS , 25 (IAM AFERE) $8 IAM
P ESIK - R IR A,

Amazon ECR # W #IB R

TEAWS HEEXERATID#HEMEARERSPHEBERF . NAERPNR AWS |, ARRFIET
FIEAN AN IKER N AWS Cloud, BARLEFNAETHEMEM LNABTNEG, BEAR
BFERAN AWS RS NRLBEENEEES. BXBERMNESEER , BSABERILENLE
B, AXREBNBERFHESR , H2H AWS Security Blog £#) AWS Shared Responsibility Model
and GDPR & X E,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/data-privacy-faq/
https://aws.amazon.com/compliance/data-privacy-faq/
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/

Amazon ECR AriEE

HFHEERF L , RIONEBEUERT AWS Ik ZIEHEH AWS IAM Identity Center 2% AWS Identity
and Access Management (IAM) RENARAF. X , 8MNAFPRREBETHIERIRAMENNR.
REWEBIE AT AR EIE

s NENMNKFFERZESHRIE (MFA)
« FiF SSL/TLS 5 AWS BFREE. BAERFER TLS 1.2, B TLS 1.3,

- FERIRE API MAFES BE AWS CloudTraile XA CloudTrail lRER#HIR AWS SEFIHEE
EZ# (AWS CloudTrail F1ER) HFHIERA R CloudTrail £

- ER AWS IFEERE RUREFHAABRINZ 224 AWS BRS.

- FARRIEEZLRS (HII Amazon Macie ) , ©EBIF XIMARI Z#1E Amazon S3 R EIBUR
Bz

« MREE AWS BEGBSTRED APl HTIHREINEELRT FIPS 140-3 BiFR INZRER | FEA

FIPS i 2. BXx<THAMN FIPS mRMNEZEE , SR (EEBKIPEELERAL (FIPS ) 5 140-3
W) .

BABRWE /N BEESHBER (WEFFNE TR ) RAREHEABAXNEFER
(WMEHRFR ) . XBFEE AWS RS E£RESIA. API H5 Amazon ECS S HE ML AWS CLIEE
Bf AWS SDKs, HATHMNRERAABANAFTRPAANEARERTESATIT RN E
o MRBENEBARS BN UL |, BBIBWERRE MU I EFIUEE BRBIEX ZARS |/ F R,

ES ]

IR

H

A INE

/A Important
£/ AWS KMS (DSSE-KMS) HI M= AR S5 87 im I B3R 1E X iZ # AWS GovCloud (US) AT A,

Amazon ECR FE B Z#1E Amazon ECR EIEM Amazon S3 F#EF., BIAERT , Amazon

ECR I EH Amazon S3 REMEZZAMNRSR/MME , MR AES-256 tNZEE A BSEEE
HITINE, XFAFELXIE AT , BEF2FZAKEEAH. BXEZER |, 5# Amazon Simple
Storage Service AP I8 EBIE A Amazon S3 B R INZE AR RS 25m N (SSE-S3) R EK
.
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-trails.html
https://aws.amazon.com/compliance/fips/
https://aws.amazon.com/compliance/fips/
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingServerSideEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingServerSideEncryption.html

Amazon ECR AriEE

N T EMFHIESH Amazon ECR FH#ENME , BRI UFERKRSSHFHMNE , HEAFMEE AWS Key
Management Service (JAWS KMSH ) KMS #4f, £EHA AWS KMS InZ#IER , SR AERH
Amazon ECR EEMEIA AWS REXNBAZY , B UIEEECH KMS B8] (MMNBEFREER
), BXEZER , B2 (ISR EEFHERSASER) PHEARSSHHNBNFETE AWS
KMS (SSE-KMS) K KMS Z4A R iR

B LLERERANERSSR[IHME () XNEH Amazon ECR B&N BAHE N AWS KMS %, DSSE-
KMS DSSE-KMSIEIFE L FSSE-KMS , ENANERANEMHWMEZERE K MAR—EB. EXEZE
, B RFERT AWS KMS RN E RS 2w NE (DSS E-KMS),

8| Amazon ECR FRE#HE —MNEEE , ZREECIRF#ENTITIRE, BANESNMEEE
LERTENMNEEE. BXEZES , H5H &2 Amazon ECR A8 7t FE LAF i R (R

/3 A AWS KMS tZRNER T2 FEERN |, REA KMS ZAXFREENAZTHITME, It
45, Amazon ECR &£ (8 KMS B4R AWS KMS #1X , ¥ Amazon ECR F#EENREBENEE
Ao

LTRERM T Amazon ECR Mfil5 AWS KMS 5§ R AN R fF 2178 B WY = 2 ROIR 7

1. BIEEMEER , Amazon ECR £ @ &K i%DescribeKey i , AWS KMS B IE M RNFELE i35
ER KMS ZHMIL i FRAM (ARN).

2. Amazon ECR [E &) 7 W/ CreateGrantif >k AWS KMS , B3R KMS 40 ESIZ TN , AR WF
Amazon ECR i Fi #(#& %5 47 hn 25 A i 25 B4

3. HIXEMGE , RE LM A HGenerateDataKeyiER AWS KMS |, EEERA TZRGEME L KMS
=4,

4. AWS KMS £ #HHNHIER , FREEN KMS ZAXNERTME , RABREZESREGE THEN
BGEFE —BEENNEREZR.
RGN , 2aEABEZER AWS KMS |, IEEMZENBERH.
. AWS KMS ##25 1n 25 19 B8 240 H S R 28 lE M B 243 K% I Amazon S3,
BEEAATERNESREZIIXN H#HTHRE,
MIBRFEEEETS , Amazon ECR £ & E M MRetireGranti®ER , E3R{E AWS KMS AR iz E 62
HY A

_OO\IO‘)O'I

EREW

#£ Amazon ECR H £/ AWS KMS E T EAAYINE ( SSE-KMSEHDSSE-KMS ) Bt , RIE BT JL
=]

/AN O
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https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingKMSEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingKMSEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/UsingDSSEncryption.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_DescribeKey.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_CreateGrant.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_GenerateDataKeyWithoutPlaintext.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_Decrypt.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_RetireGrant.html

Amazon ECR AriEE

- MREBIEXA KMS INER Amazon ECR 7 E , {BR1EE KMS 4R , Il Amazon ECR £81A
/A AWS RERZH WwHEBBaws/ecril. BXRBIEBA KMS B F#EER , TEEHKF F
Bl KMS %48,

- BIRTFHER RELEREMENBEE,

- B KMS MEEBCEH KMS ZAEEFEAN , BAMXMEENFEEL TR —MXEH,

« Amazon ECR RFXZ BN RN T REREE. WRERERF Amazon ECR EAEKS H AWS
KMS Z4RBR , Amazon ECR AL RIX LR, MBHIATFHENITBRG , T EERR
X BB TR, ZHZWE Amazon ECR BXAY , EoURZENAE K. ERMBHREINER , S ERE
fEE , MARBHEZREN. BBRFHERS , Amazon ECR 2R K[EEFEA RN,

- £ AWS KMS Z4ieF-4E—ENTA. BXEZER , iIBZHAWS Key Management Service E
o

- FANERSH|RMEF=ETH, BXEZER , i5ZH Amazon ECR EH

FrEER 1AM X PR

B KPR E A AWS KMSH TR 25 22/ Amazon ECR FER , FTENNREUR TR EEME
ArEE KMS #4A,

FAERTF Amazon ECR RIZEE AWS £EXNZ4 19 1AM IR

RINBERT , W1ERA Amazon ECR FERB R T AWS KMS 1% |, {BRIEE KMS %48 , NIEA
AWS F£E X Z4A EA T Amazon ECR 9, % f#EA Amazon ECR #J AWSIEE KMS Z4RINZ 126 FE
B, EMENCIREHENZTRABALEREEE EFH AWS KMS %, B2 , MERF#EN IAM
ERAMMER kms:RetireGrant R, XA LUEA QI EFHERRIME AWS KMS ZH YR
o

AR 7RI 1AM policy FIERN NEXRBORNMEIAF |, L@RA - EERRE ANBNF# EmENRE
R, AAERARBESHEER T MEFHERN KMS B,

"Version": "2012-10-17",

"Id": "ecr-kms-permissions",

"Statement": [

{
"Sid": "AllowAccessToRetireTheGrantsAssociatedWithTheKey",
"Effect": "Allow",
"Action": [
"kms:RetireGrant"
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https://aws.amazon.com/kms/pricing/
https://aws.amazon.com/kms/pricing/
https://aws.amazon.com/ecr/pricing/

Amazon ECR AriEE

]I

"Resource": "arn:aws:kms:us-
west-2:111122223333:key/b8d9ae76-080c-4043-92EXAMPLE"
}

]

EREFEERANAREN 1AM KR

ERAFEFEERACESA AWS KMS ZESEN FRERN |, I2FRENAFHARLAAE KMS
ZEAREEH 1AM K& B AR

BIZBCH KMS BiArt , B UERAREREZARE AWS KMS €2 |, hafLUEE A CHERAR
B, NERKFFAEETUNEEEFRENES , KMS ZHANBHARBMN A TFIKSWBRAF AWS
KMS #1TFr B #R1E. ATUARRARERMFAANERINR , EELNEBRHAFRTEE KMS B4
MR, E AW KMS ZA{XATIRB Amazon ECR WiER , BA LU kms: ViaService ZHEH S
E—#EfEM. ecr.<region>.amazonaws.com

T RAIZEARBE G KMS Z40 AWS IKF (BAF ) R T KMS AN T LB RNE. &
R RAIZPRBENEZEE |, BHSHAWS Key Management Service 7 & A R IR R HI R VR
AWS Ik~ # 3 B 1AM KB,

{
"Version": "2012-10-17",
"Id": "ecr-key-policy",
"Statement": [
{
"Sid": "EnableIAMUserPermissions",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:root"
b,
"Action": "kms:*",
"Resource": "*"
}
]
}

BT MAER Amazon ECR fURAN |, BIBREFEMEMN IAM H
FPkms:CreateGrantkms:RetireGrant., IAM A& AWS K EARBAE.
FMkms :DescribeKey#X R,
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https://docs.aws.amazon.com/kms/latest/developerguide/policy-conditions.html#conditions-kms-via-service
https://docs.aws.amazon.com/kms/latest/developerguide/policy-conditions.html#conditions-kms-via-service
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® Note

kms:RetireGrant NRATUAIMECIZF#EENAFHAEA IAM policy

i, kms:CreateGrant # kms:DescribeKey X PRALURINEI KMS % 4R HY 2347 SR RE =0 A

BEHENAFSAGH IAM policy . BHX AWS KMS IRTHERENELER , HSH
{AWS Key Management Service FF X EEFE) FH AWS KMS API IR : BENRERESE,

AT 7R 61 IAM policy AIEN RERRBORINEIA S , ARAFARCIRE ANENFREEMENRE
R, HETHIF#ERRBRF#EE. AMERRRSBIEER T MEFM®ERN AWS KMS key .

{
"Version": "2012-10-17",
"Id": "ecr-kms-permissions",
"Statement": [
{
"Sid":
"AllowAccessToCreateAndRetireTheGrantsAssociatedWithTheKeyAsWellAsDescribeTheKey",
"Effect": "Allow",
"Action": [
"kms:CreateGrant",
"kms:RetireGrant",
"kms:DescribeKey"
1)
"Resource": "arn:aws:kms:us-
west-2:111122223333:key/b8d9ae76-080c-4043-92EXAMPLE"
}
]

BIRFMER , RIFAFERSEP5E KMS Z4

£/ Amazon ECR #2#| & ¢l 27 EFr , BAIUR TR , AFAFERREMENZN T XEF
HHEFEER KMS ZH#H, BT IAM policy RHOIER T ARG E8F5H KMS 240 3 & Fr % A X
PR o

{
"Version": "2012-10-17",
"Statement": {
"Effect": "Allow",
"Action": [
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https://docs.aws.amazon.com/kms/latest/developerguide/kms-api-permissions-reference.html
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"kms:ListKeys",
"kms:ListAliases",
"kms:DescribeKey"

1,

"Resource": "*"

¥54#2 Amazon ECR & AWS KMSHI &£

Al LAE A AWS CloudTrail SRR E Amazon ECR RERLE K% AWS KMS BiER. BEHH
CloudTrail BEZXREBE2EMFELTXEHR , EFiR5,

Amazon ECR & LT X

NEETY R-—HAE8SERFNBRENREN. éi&&ﬂﬂ%ﬁﬁﬂ’ﬁ%ﬂ?qﬂ’@%ﬂﬂ%tTj{ﬁ a8
& AWS KMS FURINE E T XHERMBERE, BERRRE |, S475E ABRINE LT3

EX BB R GenerateDataKey MAZERF , AWS KMS Amazon ECR A EER N B HEX K NER
ETx, BF RRE#EMEEERN Amazon S3 E# . MUT RO R. BHTa2%Tl , E5H
HEMME £ T XLERESMEMF.

"encryptionContext": {
"aws:s3:arn": "arn:aws:s3:::us-west-2-starport-manifest-bucket/EXAMPLE1-90ab-cdef-

fedc-ba987BUCKET1/
sha256:a7766145a775d39e53a713c75b6Td6d318740e70327aaa3ed5d09e0ef33fc3df",
"aws:ecr:arn": "arn:aws:ecr:us-west-2:111122223333:repository/repository-name"

}

O LAMERAMNZ LT XEFIHEERMAE (H/20H Amazon CloudWatch Logs ) HiR 5lliX L& i 27 1%
&, AMEANKBABRNXPAIRNZMS. AWS CloudTrail

Amazon ECR & L TX@EWm N A H—EX,
« aws:s3:arn - E—NE - ENRRE#E. B2 aws:s3:arn. {E= Amazon S3 F#EH

Amazon Resource Name (ARN),

"aws:s3:arn": "ARN of an Amazon S3 bucket"

flan | REMEMEH ARN 2 arn:aws:s3:::us-west-2-starport-
manifest-bucket/EXAMPLE1-90ab-cdef-fedc-ba987BUCKET1/
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https://docs.aws.amazon.com/kms/latest/APIReference/API_GenerateDataKey.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_Decrypt.html
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sha256:a7766145a775d39e53a713¢c75b6fd6d318740e70327aaa3ed5d09eef33fc3df ,
mEZ =R BFEUATH,

"arn:aws:s3:::us-west-2-starport-manifest-bucket/EXAMPLE1-90ab-cdef-fedc-
ba987BUCKET1/sha256:a7766145a775d39e53a713¢c75b6fd6d318740e70327aaa3ed5d09e@ef33fc3df"

- aws:ecr:arn — E=NEH - EXNRIREHEEMN Amazon Resource Name (ARN), &=
aws:ecr:arn. ERF#ERN ARN,

"aws:ecr:arn": "ARN of an Amazon ECR repository"

flan | MRFHEFEMN ARN  arn:aws:ecr:us-
west-2:111122223333:repository/repository-name , & LT HFEBFU T,

"aws:ecr:arn": "arn:aws:ecr:us-west-2:111122223333:repository/repository-name"

B HERR

ERAEE A MBR Amazon ECR Z#ER |, tIRE#ECSRIIMIER , 18 Amazon ECR TEFER A MNE
FHEE KMS Z4ARENR , BRI THIREE,

The repository [{repository-name}] has been deleted successfully but the grants created
by the kmsKey [{kms_key}] failed to be retired

RAEXFERE , B LA SBUEN F#EN AWS KMS &%,
FHHHUEN FEFER AWS KMS 1%

1. JIHATEEERN AWS KMS ZHANEN. key-id EEELNEF S RBINEIRP, L&ET
LMERLlist-keys@n B oMK, FREXEHNESIEERN KMS B AWS REAZRH MFF
E® KMS &4,

aws kms list-grants \
--key-id b8d9ae76-080c-4043-9237-c815bfc21dfc

--region us-west-2
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Amazon ECR AriEE

# i 8¥E EncryptionContextSubset BAR 776 EH Amazon Resource Name (ARN), X7
ATHEFSNEZAFABINENREREEANEN. Grantld EFE T —FSHERRNE
Fo

2. HUBRNF#ESRME AWS KMS ZHNBIERN. FNEERNGrantId L —FHaHPHRN
IDo

aws kms retire-grant \
--key-id b8d9ae76-080c-4043-9237-c815bfc21dfc \
--grant-id GrantId \
--region us-west-2

Amazon Elastic Container Registry B4 M £ 58F

ETHRABTRESAIURAEE , FSHAWS RS “REAIT XK DAEE"" , RFEFEEHRN
BHEMITR. AWS RS AXx—KREE , BSHAWS &M HAWS,

EAEATRE=FFIHRE AWS Artifact. BXESEL , BSHTH “FRIBE FH “AWS
Artifact,

BHEMER AWS RS TN EATEBR T ENBREN BN, RATANENBRUARERNERNE
Mo AWS RH T U T RIFERABBSSIMEHMM

« Security Compliance & Governance : XX RAREBIEFITIC TREERER , ARH THER
M ERETIREN TR,

- A HIPAA ERWRESZE - JIHFFE HIPAA ERHMBRS . HIEFTE AWS RS AZRFE HIPAA
T,

« AWS EMFIFAWS — itk THESMIEREEREEA TEMENTLMMRERLX,

- AWS BEFEHIEE —MNERAETHITEHRERER, XEERELETRFVRESE , AWS RS
HEEERHIESMEE ( BREEEFRRESEARFRR (NIST), XAFTILZEREZRS
(PCI) FIEBRAR AL (1SO) ) R 34!,

- EFAAWS Config Ff & A R 35 F BN ITE %R — 1% AWS Config RS IFEEN R REBEES K
BELHFEAIMREK. TLAENFER,

« AWS Security Hub— X AWS frSs ATLA2E T #BEN T 2R AWS, Security Hub B 24125l
BT EHEN AWS BRAREHREBFELZETUINVENRESRE., BXIIHFRZREHBEN
B& , HZS K Security Hub 2 &S,
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https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://aws.amazon.com/solutions/security/security-compliance-governance/
https://aws.amazon.com/compliance/hipaa-eligible-services-reference/
https://aws.amazon.com/compliance/resources/
https://d1.awsstatic.com/whitepapers/compliance/AWS_Customer_Compliance_Guides.pdf
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-controls-reference.html

Amazon ECR AriEE

« Amazon GuardDuty — BB KRB AWS IKFIRERERFEEMEZES |, 5k AWS RS
BNEHN TR, RENBERRNEERM. GuardDuty B FHZRELESHMELENEN AR
BNER | ATUREHESEEaMMEER | il PCI DSS,

« AWS Audit Manager— X AWS RS A AR B84 s it AWS SEAER , M fai{bXUBS & 38 LA K
EMMITALFRER S HME

Amazon Elastic Registry RV ERMIEEZ M

YER —TFEE RS , Amazon Elastic Container Registry & AWS £EKM KL 2MNRF. AX AWS &
RS AR AWS RIPFERZENER , BSRAWS =%2, EfAEMIEEZSNWRESEX
RitIEH AWS ;R3E | 5581 S AWS ecurity Pillar Well-Architected Fram ework ##9 E R R

O LAE AWS EX WY AP A ABE ML AR Amazon ECR, BEFRMAMEZFUTHA -

- RREREMHIL (TLS ) . BINEREH TLS 1.2, BIWUEA TLS 1.3,

- EERLMAERE (PFS) WHEWEH , N DHE ( 58T Diffie-Hellman ) 8 ECDHE ( I B4 [ b
¢ Diffie-Hellman ) o AZHIARE (W0 Java7 RESRA ) R IFXLEER,

o, HAERFRIZEE ID M5 IAM EAEXBKAORZRG B BARTBERHJTZE. E , BUTUER
AWS Security Token Service ( AWS STS ) £ R IEAT R £ EIERITBER#ITESE,

& UM AT R 48 B 8 X L AP 324E | 18 Amazon ECR AXFETRFEMNIFRIKE  HEhaula
SETR IP bt PR &, BIETLAER Amazon ECR REERZFIREBELSHERMMES (IS
# VPC ) AT S B4EE VPCsA T R G R, EBRLE , XATBUEX 44 E Amazon ECR &R #Y R 4%
BRI EMEHHNEE VPC REFFK. AWS EXEZEER , S H Amazon ECR #0 VPC KixT K
()AWS PrivateLinko

Amazon ECR #0 VPC &1 & (JAWS PrivateLink

A LU¥ Amazon ECR BLB R EA#E O VPC LR R %E VPC WL LMK, VPC KixT RH—
M REH L AWS PrivateLink , ZFEAREZEEH APIs BXFAE IP st FA%R 5 R Amazon ECR.
AWS PrivateLink fF#&# VPC l Amazon ECR 2 BT EMERERH L ML, BLEELRN
M. NAT RZSHERMREMK,

BX AWS PrivateLink 1 VPC KT RN EZEE |, 5 H Amazon VPC AF#EETH VPC KigT
&

N\ O
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https://docs.aws.amazon.com/guardduty/latest/ug/what-is-guardduty.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/what-is.html
https://aws.amazon.com/security/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/infrastructure-protection.html
https://docs.aws.amazon.com/STS/latest/APIReference/welcome.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-endpoints.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-endpoints.html

Amazon ECR AriEE

Amazon ECR VPC &ixT R TSI

£ Amazon ECR BLE VPC Kim T R 28l , HEEUTEM :

« EAUIEEETLD® EC2 24| EA Amazon ECS 15 M Amazon ECR £EEFAE &% , R L D@
ECS 8lE#EQ0 VPC ART R, BXEZER , BEH (LM ARRSFAREER) FHED
VPC &1 & (AWS PrivateLink)o

« M Amazon ECR 2EVA S HE /K Amazon ECS 55 ( ¥ Fargate LR E ) TUBELQEESHE
SHAT IAM BAERMEHE  RENEESEANSSE VPC MRS FEAK VPC LinT KB,
HXEZEER , 55 H Amazon Elastic Container Service F A AR BEFMATESEOKET A
#2E Amazon ECR & 1&#J Fargate £ #Y AT IAM RXER,

 FiNE VPC i RN LA KM AR D 443 £ B VPC WAAE FMRE NEE,

« VPC iz RYBI A HFEXEHIER, BREITXIE Amazon ECR % H API E A E — Xig & 612
VPC & =,

« VPC iR B BT ¥ Amazon ECR A EE#E, ZREEHAEFRIMNIH ABRGREEREES VPC
AN TFRE—XENAEEEED, BXxESEL | 55 FLEEMEE Amazon ECR FAEEM
xEL,

« VPC &3 S X #ET Amazon Route 53 AWS 12 DNS, MNEBRFEFEHBE A DNS , 1
LIERAZH DNS %, BXEZELR |, 525 Amazon VPC AF#EEHH DHCP %I &,

. MRLBHWARIEZEEE Amazon S3 NI EERE , MTEZRI Amazon S3 Mxim Rl , HEETELE
2o, EREHPN | F0E—MEA Amazon S3 Mxis S VPC , ARG Amazon ECS &
BREARB[IBERZH VPC,

- BEXERAESFEREIFNERESGS | IREEN Amazon ECR E&E i3 AWS PrivateLink i %
O VPCARBTR , BEEER—/ VPC FRIEZ—NEE NAT X LB TN , AEREEERMNKY
FIEHIERENTAE FMEBEE NAT Mk , TEHEFRIBEEEIF. BENESRRERTEELE
£, BXEZER , i3 Amazon Virtual Private Cloud AFEEHMNIZE : NFLAE FM 58 BBk
™,

Windows R 55 EE M

ETF Windows BERXRENREHRBEZ T AIERSIMELZS KNE4, FIRERT , HEF Windows

BB/ HEIEE] Amazon ECR FER , 38X EHHNERHHE  RACIHEMANBE. S04
H Microsoft 128 , M Microsoft Azure EfiREHR R RADBE, Rt , EFETIFEEB M Azure
REUXLATE , BRT AR VPC AT R2H , EEERTHML R,
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https://docs.aws.amazon.com/AmazonECS/latest/developerguide/vpc-endpoints.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/vpc-endpoints.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/task_execution_IAM_role.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/task_execution_IAM_role.html
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_DHCP_Options.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-nat-gateway.html#public-nat-internet-access
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-nat-gateway.html#public-nat-internet-access

Amazon ECR AriEE

H IR Windows SR & # A E| Amazon ECR B, ATLUEN A Docker SFHF#HEFH --allow-
nondistributable-artifacts frICBELITR. BAE , HiFIESFF T EHIEZE Amazon
ECR , NfiX L& T LUB VPC KT =M Amazon ECR 2E , MEEF AR Azure,

/A Important

A --allow-nondistributable-artifacts FRiE AL HEBRIEZEST Windows BESE Al
BB TIERFN NS  BFRBEAM Windows ABREAHRRE=Z1FEFI XK. ATFER
CHIERER,

E7% Docker £ H g ALFRiE , B&% ﬂ"E& Docker SFiF#t BB E X , RIEZEH Docker £ ,
ZELE X B E A LATE Docker Engine 7 THIRER BERTIXEPEE , t BT EEREE C:
\ProgramData\docker\config\daemon .json XHELE,

LT RAREEN RS, FEERNENGEREAIEPNF#E URD

"allow-nondistributable-artifacts": [
"111122223333.dkr.ecr.us-west-2.amazonaws.com"

&2 Docker ST REEREXMHE , B4 EZHABEERBRBIER 3D Docker SFHF#HE, BIRWIE
EMZEREHEIENEFEE | BIAHEE IﬂEJJF’éIE.%o

@ Note
Windows RN EMBERE KR, BEAKRNTSHIEKKEIAR B , F1E Amazon ECR H i inix L
BENFEREA, HTXERR |, BATETRET & E R & SUR 2 19 22 B (B FFEF L 17 6% B
ANBHE A bR T, 5140 , £ Amazon ECR RE4E2 5 , mcr.microsoft.com/windows/
servercore &HHWKX/PAN 1.7 GiB,

A Amazon ECR €12 VPC KixT &

EH Amazon ECR R8I VPC KixT = , 5 A Amazon VPC AFEREANCIEZEOXmT 2
=
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https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html#create-interface-endpoint

Amazon ECR AriEE

RERFEILS® EC2 £4] E# Amazon ECS S EZEZER R A Amazon ECR 4w & Amazon S3
Ix—x.l*égﬁ#‘ﬁqﬁ-/\\\o

ERAFARA 1.4.0 RESRATE Fargate LIEEH Amazon ECS £S5 FE Amazon ECR VPC £
T R Amazon S3 MR LT Ko

&7 Fargate L BEAFARAL.3.0HE RIREH Amazon ECS SR EEREA
com.amazonaws, region.ecr.dkr I 5# ECR VPC KinT R AL D # S3 WXL ik Ko

@ Note
HELET SNIRFERRE,

com.amazonaws. region.ecr.dkr

It = A F Docker JEffF 5k APIs, 0 push F pull X#H) Docker & F iman /A L& iR T

AN 0

ERIELARIET 2 , B4/E AFAE DNS £Hl8. At , BEFRECIE VPC KigT =8t , £
Amazon VPC &l & Fiki2 /3 AFAE DNS ZFR LD,

com.amazonaws. region.ecr.api

(® Note

EEMregioni® A Amazon ECR X#FH AWS X1 ( #lilus-east-2EEHFIP ( B H
M) X H X IR IREF o

&R T S T X Amazon ECR API A fTHY A . APl #4E ( 10 DescribeImages M
CreateRepository ) #EHLHT <o

FERIE I KR imT REY |, BATLUER S AFAE DNS W 8. E8E VPC KixT KBt , Bid#&E VPC
EHEPIERERAMNEA DNS &% , IEALIRE. MREN VPC KinTi /3 AFAHE DNS £
B , B8R SDK SEH AWS CLI RIH#FRA , SMEREMER SDK 5t AWS CLI B LHEEEL I
TR URL,

MREZAFE DNS THEHEFEANR 2019F 1 A 24 HZRI KWK SDK = 2019 F 1 A 24
HZBI &R MK AWS CLI fRAS , M ABERA --endpoint-urlSHRIEEZEOLIRET R, LT R
ERT LT R URL B9,
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Amazon ECR AriEE

aws ecr create-repository --repository-name name --endpoint-url https://
api.ecxr.region.amazonaws.com

ZZD%,U?HJ VPC é‘i‘ "ﬁ'ﬁ)ﬁ'ﬁﬁﬂﬁ DNS EHB& , MSFAER --endpoint-url SEHHIEEED

aws ecr create-repository --repository-name name --endpoint-url
https://VPC_endpoint_ID.api.ecx.region.vpce.amazonaws.com

12 Amazon S3 M<K T =

X FM Amazon ECR £ EHBH Amazon ECS £55 , 448 Amazon S3 Bk &L iHm T Ko
MBI EM KX LiFT = , BF Amazon ECR 8 Amazon S3 RE#EHNEBRE. HASM Amazon
ECR THEBE , ©1&95 R Amazon ECR FeeREVRBIEE , ARG Amazon S3 FEE T EFRE
BE. UTREEE Docker B&EM Amazon S3 1Z# K Amazon Resource Name (ARN),

arn:aws:s3:::prod-region-starport-layer-bucket/*

ff£A Amazon VPC AAFERA A EN <X ixT 23RN Amazon ECR #IZEL T Amazon S3 Mk
W R, ERBRARET AN , BEHS4REN VPC R KER,

com.amazonaws. region.s3

Amazon S3 Mk & im T LA 1AM policy XAERR I BRFHTF R, AIAERAT LA ENER
i, BREEES IAM A HA4 1AM FHF%W%EP&EE’JEHFE%HE%EFH FrtReg, MREY
Amazon S3 174 #8177 R X PR BR %4 £ ) Amazon ECR FTEH KRR , #F2 5 Amazon ECR By
Amazon S3 F R IEXR.

Amazon ECR #J Amazon S3 F# R ENE

Amazon S3 Mk 4w T 2 A 1AM policy XAERBRHIXT IRFH H R, EX L F Amazon ECR By
Amazon S3 FHBRERNE , HEANLET KLAIE IAM policy X#4ET , PR&IX Amazon ECR A H
Amazon S3 17 #8177 R R

T&RIEART Amazon ECR FrEH Amazon S3 F & i@ KBS R
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https://docs.aws.amazon.com/vpc/latest/userguide/vpce-gateway.html#create-gateway-endpoint

Amazon ECR AriEE

R iR

arn:aws:s3:::prod- region-starport REHENBEESA Docker BEEH Amazon S3

-layer-bucket/* FEBHIFREMPR, &R Amazon ECR X#HY
AWS XS XEIRIRA , SIUEERT ( BX%
&) XM us-east-2 o

5l
BAUF /R0 BE anfaT 12 £ XY Amazon ECR & /EFFER Amazon S3 FAEME Y 15 R X PR .

{
"Statement": [
{
"Sid": "Access-to-specific-bucket-only",
"Principal": "*",
"Action": [
"s3:GetObject"
1,
"Effect": "Allow",
"Resource": ["arn:aws:s3:::prod-region-starport-layer-bucket/*"]
}
]
}

#17 CloudWatch H &% &

£/ Fargate Bz E K Amazon ECS S FE/RAIZE com.amazonaws , XEEFFEREE EHBKMN
M8 VPC , #afE Flawslogs CloudWatch BERZIFZEF A HE KL BEER. region.logs #O
VPC CloudWatch HELIRTT K. BXEZEER , 55 Amazon CloudWatch Logs A F gAY
CloudWatch B&ES##0 VPC KT R B EF M.

A Amazon ECR VPC i 2 822 K ix T 2 5K

VPC i QR R — T IAM BIRKE |, SHEBIERH N AR EHNERS MREECIRLIRT
KEPRI IR , AWS MR EM N2 RRSHMINKE, KRAIKBFI2BENERAFEK
BRI EA RS, XR—DMRIMAVRE , ATREMNGRPXIEERSHITHHER. IR LR
XH JSON #AHEE. BXEZEL , B2 KW (Amazon VPC A 1ER) FHEH VPC i S Hlxt
ARS5RY 15 R AR
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/cloudwatch-logs-and-interface-VPC.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/cloudwatch-logs-and-interface-VPC.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-endpoints-access.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-endpoints-access.html

Amazon ECR AriEE

BMNEWELIZ - IAM BIRREE | FRZREEE A M 0E/ M Amazon ECR VPC £imT Ko

THERHT Amazon ECR Bim SRR, KRB IFISE IAM &M Amazon ECR FIZENE K.

{
"Statement": [{
"Sid": "AllowPull",
"Principal": {
"AWS": "arn:aws:iam::1234567890:role/role_name"
1,
"Action": [
"ecr:BatchGetImage",
"ecr:GetDownloadUrlForLayer",
"ecr:GetAuthorizationToken"
1,
"Effect": "Allow",
"Resource": "*"
1]
}

TRV £8 4 17 R BE R 5V BE LE MR BR 18 E R 08

{
"Statement": [{
"Sid": "AllowAll",
"Principal": "*",
"Action": "*",
"Effect": "Allow",
"Resource": "*"
},
{
"Sid": "PreventDelete",
"Principal": "*",
"Action": "ecr:DeleteRepository",
"Effect": "Deny",
"Resource": "arn:aws:ecr:region:1234567890:repository/repository_name"
}
]
}
THEHNART RIXE RO EARNROILEE R — N REP,
{
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Amazon ECR

RAriEmE

"Statement": [{

"Sid": "AllowAll",
"Effect": "Allow",
"Principal": "*",
"Action": "*",
"Resource": "*"

}I

"Sid": "PreventDelete",

"Effect": "Deny",

"Principal": "*",

"Action": "ecr:DeleteRepository",

"Resource": "arn:aws:ecr:region:1234567890:repository/repository_name"

I
{
"Sid": "AllowPull",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::1234567890:role/role_name"
I
"Action": [
"ecr:BatchGetImage",
"ecr:GetDownloadUrlForLayer",
"ecr:GetAuthorizationToken"

]I

"Resource": "*"

&2 Amazon ECR # VPC Kk T R K

2

ITF AL TF https://console.aws.amazon.com/vpc/ B Amazon VPC #4115,

ESMERT , ERHR.

WMRIEEE RN Amazon ECR €| VPC Kix T R , 55 N Amazon ECR 6|2 VPC 4

Ll ==

uﬁﬁ -I_J /W0

IR EFRBEAMEIN Amazon ECR VPC KimT R, RARERFEN T ¥ H0 PRFRBIETF,

1% 4R 48 SRR HE XY SR BEHE 1T B Lo
IEFRREF R R,

0 VPC % & (AWS PrivateLink)
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https://console.aws.amazon.com/vpc/

Amazon ECR AriEE
HEFH

BRAESERENT AR, A, BURMBR VPC B, B2  ATLESARENTRHE
A VPC i® K.

B 1L 85 AR 55 08 8 B

BAERERER-IMREMEE , DFTEFRFRITRRIZAARIBEERESNRNKERIT
ZIRF, R AWS , ERFEGTRLSSBRILNBIFRE, — MRS ( FURS ) A% —TURS
(FIBARSS ) Bt , ATRES REBRSEL, TLURNBARS , £RAENRUEEMER 2RSS
MBHRRBRH T AN S —NELNERETERE. NHEXMER , AWS REAIHEBEFRTF AR
SHBENTE  MXERSFRS EEFRRFKS P ER.

RIMNBWERREPFER aws : SourceArn 5 aws: SourceAccount £RB&HF L TXE , LR
# Amazon ECR N EMRSRENERIHRNE, MRERFEF -—NMNREEBRS G RIMAEXE
B aws:SourceArn, MREEARFZIKF PN MR ESERSFERRIEMRXRE  BEH

aws :SourceAccounte

B ERERBRABZKERN A ERMEA aws: SourceArn £R&H L TR E R TE ARN, R
FHEFRRNTE ARN , IEEEEESNMNRIR , B % ARN KA EATEBEFFR (*) B
aws:SourceArn £/ L FX&EMHR, M0 arn:aws:servicename:region:123456789012:*,

R aws:SourceArn EFRSEM, ID , il Amazon S3 & ARN |, BUXTEAT N REE L
T 3282 3K BR HI PR o

aws :SourceArn H{EXH N ResourceDescriptions

LR RBIBRT WA Amazon ECR FERE P M aws : SourceArnfaws : SourceAccount®
F%&M4 £ T XEHAXR AT AWS CodeBuild 7 E] FiZRFEKFTALFERN Amazon ECR API #1E |, @8t
3B AT LARS 1IE HERELAY AR [|) L,

"Version":"2012-10-17",
"Statement": [
{
"Sid":"CodeBuildAccess",
"Effect":"Allow",
"Principal":{
"Service":"codebuild.amazonaws.com"

}I
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourcearn
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourceaccount

Amazon ECR AriEE

"Action": [
"ecr:BatchGetImage",
"ecr:GetDownloadUrlForLayer"

1,
"Condition":{
"ArnLike": {
"aws:SourceArn":"arn:aws:codebuild:region:123456789012:project/project-
name"
1,
"StringEquals":{
"aws:SourceAccount":"123456789012"
}
}
}
]
}
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Amazon ECR AriEE

Amazon ECR l&5#E

BRI LUBE T S s R 8B Amazon ECR API £/ F:/R CloudWatch , I B# & ER B S ECR

W REHIE N HAE N AR, 8 F R ERR. ibéﬁl'l'%lﬁéﬁﬁﬂﬁﬂ , LERIFRIFAEEEH
FiFith TR API RSN . Amazon ECR B REIESE — % # CloudWatch B3I XixEl, BXHNE

%S & CloudWatch , % Amazon CloudWatch F F ¥/,

Amazon ECR £ T API BERAtER , XEERERA TR, EEMHENFEGRIURE,

Wi R4 Amazon ECR FIEH) AWS SRS RN TR, TAENMENERARSS. RNBY
ENIRL AWS B3R5 SRR SRS SR | AL IS AP AT U E BN T T
i, 7 IR Amazon ECR 281 , #RIHIE — MG RIFHE T BT 58 -
. WEENRHA?
. R AR ?
USRI 2
R ERABLL BT ?
- P
- I

RHTHRES?
XA MIE A ?

T—% , BIEFTENAMFTREARIZLH TUEME , EENRRHEITIEE Amazon ECR HaEHNE
o YR Amazon ECR BY , FEAEMEKE , UEFEBESHOEEREH#HITHR , BELEERE
MEREXMMERE , HRITHREBN S %,
£
« AL Service Quotas HIREEHR
« Amazon ECR A £1E#x
« Amazon ECR AER&E
« Amazon ECR FH#EER
- 5% ECR E4# EventBridge
- A2 Amazon ECR ##4E AWS CloudTrail
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/

Amazon ECR AriEE

AT {14t Service Quotas FH1i& B Z1R

& LAER CloudWatch #2H A EMNE R ENRSEH , HEFENLRERAESRSERAIN LLIE
Mo AR EER , MM EETE A [ EREEA,

TP BR S5 LA 5 i 4 1 0 1R B B3R

1.
2.
3.

$TF CloudWatch ##|& , Bt https://console.aws.amazon.com/cloudwatch/,
ESMBERF , EFER,
EFMEERENFL  EREFEAE , AEERREE AWS TR,

KRR SRS EH A BRI R
B ER - NMERF LN EIRE,

ZERIEREHAN1Z AWS BIRERBR.
BERBRSEFIMNIER , FHRITUATERE

a. 1%&#% Graphed metrics ( 28R ) EIF,

b. ERBMFHRIAN, MNEXRERFIH, RREMTH , BFAFET , WA
SERVICE_QUOTA(m1),

XEEEARFRIN—NT , HETRENRDPR IOV ERNRSE S,
ELRFIBOENEREELNLEGTHE , BANMFHRIAEXHERZHE SERVICE_QUOTA XRiA
R MWFHFHHMREX , 5 H m1/60/SERVICE_QUOTA(m1)*100,

(i) BiRE—NER , WEERARSOEIM @EBLEBH | ERITUATRE

a. 7£ m1/60/SERVICE_QUOTA(m1)*100 1T EHYIR/ET , EBREHREIF. ZEFFRZRGE—
£,
XHERERGER@E.

b. EXHT , BREBERENEDS , HFH Expression! RIEEAKF. EZTT , #A 80,
XNSIE—NER , YASBIETMN 80% i , ZEBIRM#H A ALARM R,

c. EERT—Z,

d. ETF—TL, &EHE— Amazon SNS EEHKGIE — N EB, HBHRI A ALARM RSHT
Mt FBREEH, REEET—F,

e. ETF—NL, WABRNEHNER , AREET -5,

f. EEREZER.
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https://console.aws.amazon.com/cloudwatch/

Amazon ECR AriEE

Amazon ECR HE1E#Fr

&R LAEA CloudWatch fE A B E#RKR T B ENIKF N ERERAER. ERAXLERE CloudWatch
RAMURREATRCEHBN RS ERBER.

Amazon ECR A RS AWS RS EFMAX N, BuAEEEIR , LAEHEEITRS B EAT @&
KHEIR, X Amazon ECR %ﬁ%ﬁﬁ%@ﬂ%ﬁﬂ’ﬂ%?ﬂa, . 1§35 Amazon ECR RE L&,

Amazon ECR £ AWS/Usage @5 & Z=E B R & 1 LA T B4R,

1R DU
CallCount MR A AP HRIERIR B, BIRBASERKIERNEREE
Mo

IERSERANSITTEER SUM , RREXBERAXBAMERE
EHNENEM.

T4 ERT {1t B Amazon ECR X A E2IER.

HE iR

Service TERRFRH AWS REMW B Fr. XTF Amazon ECR AE#E#F |, It
HEMERN ECR,

Type EEREHRANERE, B, Amazon ECR AEEHRNE—F
MIEN API,

Resource EEETHRFRNER, BEl , Amazon ECR £ REBEXAT

AP| #1EHY API FH;E’H.:. o

* GetAuthorizationToken

* BatchCheckLayerAvailability
« InitiatelLayerUpload

* UploadLayerPart

* CompletelLayerUpload

* PutImage
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®E BN
* BatchGetImage
* GetDownloadUrlForlLayer

Class FRIRERH AIRAIZE, Amazon ECR BRI EHESE,

Amazon ECR AE# &

AWS 12#t& 7 Cost Explorer & FIRE T E | FEEE9 9 T Amazon ECR RIRAI AN ERE R o

£/ Cost Explorer & AABMBANE R, BRUERZH 13 MANEE , AMNEERETR=AD
ARAEEFENTEA, ERLUER Cost Explorer EEAXE—BREEAE AWS RFiR 7 ER 52 ARE
A, BEFERA-—SEANSTEAREETAT THRENRANES, SETLUIEERENRETEE ,
ARRXIZAEFNEHSE.

BAFAEREPHNITERTEE REFAE Amazon ECR ZRENAE. BXEZEE , B5H Fid&
BAETIT %o

BREE AWS KANEABRBRENESZE L , 55 R (AWS Billing AF1ER) PRAWS HAHE
AtERRE.

Amazon ECR =& E B PR

Amazon ECR [l i CloudWatch &= 7% FEiREUITE3EPF. Amazon ECR #E#R¥iES
CloudWatch £ 1 8N Bz XEF., BXxMWEZEE CloudWatch , 2@ Amazon CloudWatch
FiEm,

&

« A CloudWatch 3§#x

- ATRENRT4EE

- FAEFHAEE Amazon ECR #845 CloudWatch

/& B CloudWatch 18%x

Amazon ECR B3I ZEFI B F @ ENFEERER. TENTEAFHSR,
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Amazon ECR ArfEm
A AiERAEE

LLTE 2 5IH T Amazon ECR KIAA T 5% CloudWatchBV18Fr 4 E ,

Amazon ECR 1E#%
Amazon ECR Rt 7 A T 5 F M EMNER. SR UNEREITH
AWS/ECR &3 & Z2 (B @& A T HE#R.
RepositoryPullCount
X 174 P R Y SR BUR B
BM4E : RepositoryName,
BMEHERE - F9E, &/0ME. EXE. RiHAEEAR. REANSITEREN.
By B,

Amazon ECR R4 E
Amazon ECR 18+ H AWS/ECR & =B HIRHU T £ E N IER,

RepositoryName

Bb4E R IR IR G N 8 E F P AR A R R R B,

FERES S 2EE Amazon ECR #E#r CloudWatch

& AT LATE CloudWatch 2% & E&E & Amazon ECR & FEEHR. CloudWatch 12 & & B X & 1Y 5 R 3t
THRABTHAENHNETR. BXEZEEL , %3 Amazon CloudWatch A5,

I 5% ECR B4 EventBridge

Amazon EventBridge £85I AWS BREBa0{E , HENWNREEH , il N AREF AR
B RBRER, KB AWS REHNEH/LFRERE,. EventBridge & A L mE R £ MM KIE RERE
WEH K ACREETSHEEANNRITHENLRE. TEAMANREDIE

s [FEHRMBIBEF CloudWatch BEA
- EHABEH AWS Lambda
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« J§H Amazon EC2 Z{T@ %

« JFEHFYE Amazon Kinesis Data Streams
+ BUE AWS Step Functions YR

 JBH Amazon SNS E &= Amazon SQS A%

BXEZER , HZH (LS# EventBridge AAFIE8) EventBridgeFH ‘M S#h A7
5k B Amazon ECR K RHIEH

AT 2% B Amazon ECR I RHIEH, REXBHAHEH.

ETXTRBEGHEENEH

BMRREETRE  RRIEUTEMH, BXESFEE , BS0 & Docker BREHEIEE] Amazon ECR
MEEHEE,

"version": "Q@",
"id": "13cde686-328b-6117-af20-0e5566167482",
"detail-type": "ECR Image Action",
"source": "aws.ecr",
"account": "123456789012",
"time": "2019-11-16T0Q1:54:347",
"region": "us-west-2",
"resources": [],
"detail": {
"result": "SUCCESS",
"repository-name": "my-repository-name",
"image-digest":
"sha256:7f5b2640fe6fb4f46592d1fd3410c4a79dac4189e4782432e0378abcd1234",
"action-type": "PUSH",
"image-tag": "latest"

EFRIUR NS

ZHEFRIUREN  RREUTENS. BAXESEE , B2 B LFEMRS Amazon ECR B
MEREDL

5k B Amazon ECR W RIS 4 API hzZ 2015-09-21 218


https://docs.aws.amazon.com/eventbridge/latest/userguide/eventbridge-getting-set-up.html
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"version": "Q",

"id": "85fc3613-e913-7fc4-a80c-a3753e4aa%9ae",

"detail-type": "ECR Pull Through Cache Action",

"source": "aws.ecr",

"account": "123456789012",

"time": "2023-02-29T02:36:487",

"region": "us-west-2",

"resources": [
"arn:aws:ecr:us-west-2:123456789012:repository/docker-hub/alpine"

1,

"detail": {
"rule-version": "1",
"sync-status": "SUCCESS",
"ecr-repository-prefix": "docker-hub",
"repository-name": "docker-hub/alpine",
"upstream-registry-url": "public.ecr.aws",

"image-tag": "3.17.2",
"image-digest":
"sha256:4aa08ef415aecc80814cb42fa41b658480779d80c77abl15EXAMPLE",
}

EXRGHEAENEN (EXEH )

NAMKREAEARLHEE , SN NEGARTAN , R KENTEH, finding-severity-counts
SHMUREFEMRFNE (NREE). i, MREGTTEEM CRITICAL RAMLER , WFRL
REMEMXBITER. BXEZEER , HS0 £ Amazon ECR FHEMRGEAEERERSERE.

(® Note

BXBAEEEERE Amazon Inspector X HEHMFMELR , S EventBridge 7 71
Amazon ECR H#t 17385813 M LXMW E 4,

"version": "Q",

"id": "85fc3613-e913-7fc4-a80c-a3753e4aa%9ae",
"detail-type": "ECR Image Scan",

"source": "aws.ecr",

"account": "123456789012",

"time": "2019-10-29T02:36:487",

"region": "us-east-1",
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"resources": [
"arn:aws:ecr:us-east-1:123456789012:repository/my-repository-name"

1,

"detail": {
"scan-status": "COMPLETE",
"repository-name": "my-repository-name",
"finding-severity-counts": {
"CRITICAL": 10,
"MEDIUM": 9

1,

"image-digest":
"sha256:7f5b2640fe61b4146592dfd3410c4a79dac4189e4782432e0378abcd1234",
"image-tags": []

BRTEBARNARNZEEBHNSEH (HEREH )

FEMREAEREHEE , YA THEBRRBENTRERXEERN , Amazon ECR NXEUTEH, X
TREECENFEHE, EEEANEEENRABENE [EBEEA THEBARYENEHEDQE
HMREGRETE, BXEZEL |, 535 £ Amazon ECR FHEMEGERFENERIA.

"version": "Q",

"id": "@cl1l8352a-a4d4-6853-ef53-0ab8638973bf",
"detail-type": "ECR Scan Resource Change",
"source": "aws.ecr",

"account": "123456789012",

"time": "2021-10-14T20:53:467Z",

"region": "us-east-1",
"resources": [],
"detail": {

"action-type": "SCAN_FREQUENCY_CHANGE",
"repositories": [{

"repository-name": "repository-1",
"repository-arn": "arn:aws:ecr:us-east-1:123456789012:repository/repository-1",
"scan-frequency": "SCAN_ON_PUSH",
"previous-scan-frequency": "MANUAL"
3,
{
"repository-name": "repository-2",
"repository-arn": "arn:aws:ecr:us-east-1:123456789012:repository/repository-2",

"scan-frequency": "CONTINUOUS_SCAN",
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"previous-scan-frequency": "SCAN_ON_PUSH"

},

{
"repository-name": "repository-3",
"repository-arn": "arn:aws:ecr:us-east-1:123456789012:repository/repository-3",
"scan-frequency": "CONTINUOUS_SCAN",
"previous-scan-frequency": "SCAN_ON_PUSH"

}

1,

"resource-type": "REPOSITORY",
"scan-type": "ENHANCED"

}
}

BRI RS
BERBEGTFREUTESH. BXESZEEL , 55 BBk Amazon ECR FHIR &,

"version": "Q",
"id": "dd3b46cb-2c74-f49e-393b-28286b67279d",
"detail-type": "ECR Image Action",
"source": "aws.ecr",
"account": "123456789012",
"time": "2019-11-16T02:01:05z",
"region": "us-west-2",
"resources": [],
"detail": {
"result": "SUCCESS",
"repository-name": "my-repository-name",
"image-digest":
"sha256:7f5b2640fe6fb4146592dfd3410c4a79dac4189e4782432e0378abcd1234",
"action-type": "DELETE",
"image-tag": "latest"

EXKREEHNEH
BMREEFTRE , RREATEMH. AXESZFEE , 555 Amazon ECR FHABMREE
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"version": "Q",

"id": "c8b1l33b1-6029-ee73-e2al-4f466b8ba999",

"detail-type": "ECR Replication Action",

"source": "aws.ecr",

"account": "123456789012",

"time": "2024-05-08T20:44:547",

"region": "us-east-1",

"resources": [
"arn:aws:ecr:us-east-1:123456789012:repository/docker-hub/alpine"

15
"detail": {
"result": "SUCCESS",
"repository-name": "docker-hub/alpine",

"image-digest":
"sha256:7f5b2640fe6fb4146592dfd3410c4a79dac4f89e4782432e0378abcd1234",

"source-account": "123456789012",

"action-type": "REPLICATE",

"source-region": "us-west-2",

"image-tag": "3.17.2"

£ A id & Amazon ECR #4 AWS CloudTrail

Amazon ECR 5 AWS CloudTrail—IRFERK , ZRFREEAF,. A AWS RS Amazon ECR
FRERYIREMIES, CloudTrail LT Amazon ECR & {EHIRNEH :

- FiB API AR , @¥E K E Amazon ECR £ &8 H A
- BT FEELNNEREMRINNAAERE
- BTEREHNRBANMRMOFAERE , SERDN TR ERAE

/A Important

HTFE4 CloudTrail EHHAR/NES] , XF 10 KBREZRE I E R FHPRILE
4 , Amazon ECR €@ %X*Z/NE#4, CloudTraillt4 , Amazon ECR F 8 MNEBREZ S
€ 100 MR,

BIERERE , B LA CloudTrail B4 415 %] Amazon S3 Z# 4 , @38 Amazon ECR W=
%, MREARBEERE , £{MARTLUE CloudTrail ZB4l5M “SHALICE TEESFNEH. £H
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EE , B LFEER Amazon ECR K THAER, RHEERM IP ik, MARHHER, BX
Y& i estiE] BAR b iF RME R

BXREZER , B2 AWS CloudTrail {AF#ER) -

T &% ECR {E B4 F CloudTrail

CloudTrail & 612 AWS KPR EEEHNKS, EEH. % Amazon ECR R X4EFFR |, ZEFFILE
Hh AWS R CloudTrall B4 —EBIEREBHALIERHP, BULUEBCSHW AWS IkKFHEE, BR
MTHBREXENEH, EXEZEE , BSREASHHFIEEKESE CloudTrail E4,

EESEIIREMN AWS KPP EH |, 83 Amazon ECR WEH |, Hol2BER. REAW CloudTrail

B E L5 E] Amazon S3 EiE @, TG AP EIRRERRN | B LUNRENAE R NMNXEEME
Xigd, IRERICE AWS 2 XAMWEH | A EXHEZEEZRIBERN Amazon S3 F#E, LA, &H
LAFlE EH A AWS RS K 2 M4 CloudTrail BEFIWENEHIHIE. EXEZER , 53 :

o RIEH AWS Tk /B 2 5 BR

« AWS EBER RS ERK CloudTrail

« B¢ & Amazon SNS EHI CloudTrail

o EYKBEZANXIFH CloudTrail B EXHFFIZREK B ZNKF B CloudTrail B &4

P Amazon ECR API #E39H QLS M R EM %k APl 2Z) 183k CloudTrail #id%&

R, WITERESE , 27 CloudTrail BEX 4R RN ZESHNEN AP BIEERIBD. I

m, HIEBBEMHER GetAuthorizationTokenCreateRepository , £ CloudTrail B
BN P EKSetRepositoryPolicyET, HEBFENEGEEBFHEDR , NFERK
InitiatelLayerUpload. UploadLayerPart, CompletelLayerUpload # PutImage 3B%
LIREEVEGET |, NFFE R GetDownloadUrlForLayer #l BatchGetImage 49, HX#FiZ
OCI 1. 1#5EMOCIE FimfEA Referrers API SRENE W R mEEE = 5| A TH5&ReT , 21K —
MListImageReferrers CloudTrail E, BXxXEENESHWRH] , S CloudTrail HES% B
Bl

BIMNEHHATREBESERERBFRNARER. BOEEABTEHEUTRE !
- BREFEARAFZIEER AFEIERHD

- EREEAACERKSAFNGRZ2FEIER HH

- FREETHHEM AWS RS A H
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html#cloudtrail-aws-service-specific-topics-integrations
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/getting_notifications_top_level.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.aws.amazon.com/AmazonECR/latest/APIReference/

Amazon ECR AriEE

BXREZER , 2 M CloudTrail userIdentity &,

T # Amazon ECR BENX#H%HE

BERE—MEE , AFSSE4ERNBEXEEHIEEEN Amazon S3 7%, CloudTrail B &34
BE—NEENMNAEZRE. BHRKRKRBEMRENEMER , BFEXFERBENES. BENH
HFIRtE, BRSBUREMES, CloudTrail BENXHTELH API HANEFHEREE , Hite
NFAaREASEIRF HN,

CloudTrail BES B RAl
LR R—EEMN Amazon ECR %8 CloudTrail H&% B R4,

RIBEAEMN |, XERHASHITERICAE, £ CloudTrail BEX S | FIESRB ME4EHEER —
1To WA, ZRBIBRF— Amazon ECR % B, EEXH CloudTrail BENX#HF |, Ba A EBEXRBE S
N AWS REHI%K B NEH,

/A Important
¥IRIPAddress & HiERAY IP ik, X TIRERSEH GVERE  MEN U AR E
RIRMARES A Web BRS53R. N THHRS AWS |, XER DNS B, BIMEX AWS RS
DNS BM#IT T HwEE , RINMDKERAFFRR IP KT & HRIE.

F&

- Rl BIEFREERE

« Rl : B Amazon ECR 1FfEERTHY AWS KMSCreateGrant AP 1&4E
« Tl BEMIEERE

- 1l FEIREURE

- Rl BEAEGEABERIRE
- BB G| R RIRE

R BIRFME R

LR RBIE R T E RiZCreateRepository®4EM CloudTrail B&E%H,

{

"eventVersion": "1.04",
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"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE:account_name",
"arn": "arn:aws:sts::123456789012:user/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2018-07-11T21:54:07Z"
},
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",

"userName": "Admin"
}
}

I
"eventTime": "2018-07-11T22:17:437",
"eventSource": "ecr.amazonaws.com",
"eventName": "CreateRepository",
"awsRegion": "us-east-2",
"sourceIPAddress": "203.0.113.12",
"userAgent": "console.amazonaws.com",

"requestParameters": {
"repositoryName": "testrepo"

},

"responseElements": {
"repository": {

"repositoryArn": "arn:aws:ecr:us-east-2:123456789012:repository/testrepo”,
"repositoryName": "testrepo",
"repositoryUri": "123456789012.dkr.ecr.us-east-2.amazonaws.com/testrepo",

"createdAt": "Jul 11, 2018 10:17:44 PM",
"registryId": "123456789012"

iy
"requestID": "chb8cl67e-EXAMPLE",

"eventID": "e3c6f4ce-EXAMPLE",
"resources": [
{
"ARN": "arn:aws:ecr:us-east-2:123456789012:repository/testrepo",
"accountId": "123456789012"
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1,
"eventType": "AwsApiCall",
"recipientAccountId": "123456789012"

=~ : 812 Amazon ECR 12 FERTH) AWS KMSCreateGrant API 124k

LTFRBIERT — CloudTrail BESRE , ZRBERTERBHAT KMS INZEMER T2 Amazon
ECR Z#ERH AWS KMS CreateGranti®{E, M TFENBH KMS ZCENF#HE , BNIZATE
FEI N CreateGrant BESH CloudTrailo

"eventVersion": "1.05",
"userIdentity": {
"type": "IAMUser",
"principalId": "AIDAIEP6W46J43IG7LXAQ",
"arn": "arn:aws:iam::123456789012:user/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName": "Mary_Major",
"sessionContext": {
"sessionIssuer": {

o
"webIdFederationData": {

1,

"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2020-06-10T19:22:10Z"

}

},

"invokedBy": "AWS Internal"
},
"eventTime": "2020-06-10T19:22:10Z",
"eventSource": "kms.amazonaws.com",
"eventName": "CreateGrant",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.12",
"userAgent": "console.amazonaws.com",

"requestParameters": {
"keyId": "4b55e5bf-39c8-41ad-b589-18464af7758a",
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"granteePrincipal": "ecr.us-west-2.amazonaws.com",
"operations": [

"GenerateDataKey",

"Decrypt"
1,
"retiringPrincipal": "ecr.us-west-2.amazonaws.com",
"constraints": {

"encryptionContextSubset": {

"aws:ecr:arn": "arn:aws:ecr:us-west-2:123456789012:repository/testrepo"

.
"responseElements": {
"grantId": "3636af9adfeelaccb67b83941087dcd45e7fadcse74ff0103bb338422b5055F3"
},
"requestID": "Q47b7dea-b56b-4013-87e9-a089f0f6602b",
"eventID": "af4c9573-c56a-4886-baca-a77526544469",
"readOnly": false,
"resources": [
{
"accountId": "123456789012",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-west-2:123456789012:key/4b55e5bf-39c8-41ad-
b589-18464af7758a"
}
1,
"eventType": "AwsApiCall",
"recipientAccountId": "123456789012"

Ol EEHIERE
TR RBIERT — CloudTrail BERE |, Z&BERTHFEAZPutImageRENE &I,
(® Note

X B GE |, BEFE CloudTrail BEHE
F|InitiateLayerUploadUploadLayerPart, FCompletelLayerUploads|fA,

"eventVersion": "1.04",
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"userIdentity": {
"type": "IAMUser",
"principalId": "AIDACKCEVSQ6C2EXAMPLE:account_name",
"arn": "arn:aws:sts::123456789012:user/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName": "Mary_Major",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-04-15T16:42:14Z"

}

}
.
"eventTime": "2019-04-15T16:45:00Z2",
"eventSource": "ecr.amazonaws.com",
"eventName": "PutImage",
"awsRegion": "us-east-2",

"sourceIPAddress": "AWS Internal",

"userAgent": "AWS Internal",

"requestParameters": {

"repositoryName": "testrepo",

"imageTag": "latest",

"registryId": "123456789012",

"imageManifest": "{\n \"schemaVersion\": 2,\n \"mediaType\": \"application/
vnd.docker.distribution.manifest.v2+json\",\n \"config\": {\n \"mediaType\":
\"application/vnd.docker.container.image.vl+json\",\n \"size\": 5543,\n
\"digest\": \"sha256:000b9b805af1cdb60628898c9f411996301alcl3afd3dbefld8al6ac6dbf503a
\"\n },\n \"layers\": [\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 43252507,\n

\"digest\": \"sha256:3b37166ec61459e76e33282dda08f2a9cd698ca7e3dbbc44eb6abe7580cdeff8e
\"\n },\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 846,\n \"digest
\": \"sha256:504facff238fde83f1ca8f9f54520b4219c5b8f80be9616ddc52d31448a044bd
\"\n },\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 615,\n \"digest
\": \"sha256:ebbcacd28e101968415b0c812b2d2dc60f969e36b@b0@8c@73bf796e12blbb449\"\n

},\n {\n \"mediaType\": \"application/

vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 850,\n \"digest
\": \"sha256:c7fb3351ecad291a88b92b600037e2435c84a347683d540042086Te72c902b8a
\"\n },\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 168,\n \"digest\":
\"sha256:2e3debadcbf7e542e2aefbcelb64a358b1931fb403b3e4aeca27cb4d809d56c2\"\n 3},
\n {\n \"mediaType\": \"application/vnd.docker.image.rootfs.diff.tar.gzip
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\",\n \"size\": 37720774,\n \"digest\":
\"sha256:f8c9f51ad524d8ae9bf4db69cd3e720ba92373ec265f5c390ffb21bb0c277941\"\n
},\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 30432107,\n
\"digest\": \"sha256:813a50b13f61cf1f8d25f19fa96ad3aa5b552896c83e86ce413b48b091d7f01b
\"\n },\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 197,\n \"digest
\": \"sha256:7ab043301a6187ea3293d80b30bad6c7bfladc3cd4c43d10353b31bc@cecfe7d
\"\n },\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 154,\n \"digest
\": \"sha256:67012cca8f31dc3b8ee2305e7762fee20c250513effdedb38alc37784a5a2e71\"\n
},\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 176,\n \"digest
\": \"sha256:3bc892145603fffc9b1c97c94e2985b4ch19ca508750b15845a5d97becbhdlae
\"\n },\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 183,\n \"digest
\": \"sha256:6f1c79518f18251d35977e7e46bfabc6b9cf50df2a79d4194941d95c54258d18\"\n
},\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 212,\n \"digest
\": \"sha256:b7bcfbc2e2888afebede4ddlcd5eebf029bb6315feeat@b56e425el1l1a50ates42\"\n
},\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 212,\n \"digest\":
\"sha256:2b220f8b0f32b7c2ed8eaatelc802633bbd94849b9%ab73926f0bas6cdae91629\"\n \n
I\n}"
},
"responseElements": {
"image": {
"repositoryName": "testrepo",
"imageManifest": "{\n \"schemaVersion\": 2,\n \"mediaType\": \"application/
vnd.docker.distribution.manifest.v2+json\",\n \"config\": {\n \"mediaType\":
\"application/vnd.docker.container.image.vl+json\",\n \"size\": 5543,\n
\"digest\": \"sha256:000b9b805af1cdb60628898c9f411996301alcl3afd3dbefld8al6ac6dbf503a
\"\n },\n \"layers\": [\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 43252507,\n
\"digest\": \"sha256:3b37166ec61459e76e€33282dda08f2a9cd698ca7e3dbbc44eb6abe7580cdeff8e
\"\n },\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 846,\n \"digest
\": \"sha256:504facff238fde83f1ca8f9f54520b4219c5b8f80be9616ddc52d31448a044bd
\"\n },\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 615,\n \"digest
\": \"sha256:ebbcacd28e101968415b0c812b2d2dc60f969e36b@b0@8c@73bf796e12blbb449\"\n
},\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 850,\n \"digest

\": \"sha256:c7fb3351ecad291a88b92b600037e2435c84a347683d540042086Te72c902b8a
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\"\n },\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 168,\n \"digest\":
\"sha256:2e3debadcbf7e542e2aefbcelb64a358b1931fb403b3e4aeca27cb4d809d56c2\"\n 3},
\n {\n \"mediaType\": \"application/vnd.docker.image.rootfs.diff.tar.gzip

\",\n \"size\": 37720774,\n \"digest\":
\"sha256:f8c9f51ad524d8ae9bf4db69cd3e720ba92373ec265f5c390ffb21bb0c277941\"\n
},\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 30432107,\n
\"digest\": \"sha256:813a50b13f61cf1f8d25f19fa96ad3aa5b552896c83e86ce413b48b091d7f01b
\"\n },\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 197,\n \"digest
\": \"sha256:7ab043301a6187ea3293d80b30bad6c7bfladc3cd4c43d10353b31bc@cecfe7d
\"\n },\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 154,\n \"digest
\": \"sha256:67012cca8f31dc3b8ee2305e7762fee20c250513effdedb38alc37784a5a2e71\"\n
},\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 176,\n \"digest
\": \"sha256:3bc892145603fffc9b1c97c94e2985b4ch19ca508750b15845a5d97becbhdlade
\"\n },\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 183,\n \'"digest
\": \"sha256:6f1c79518f18251d35977e7e46bfabc6b9cf50df2a79d4194941d95c54258d18\"\n
},\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 212,\n \"digest
\": \'"sha256:b7bcfbc2e2888afebede4ddlcd5eebf029bb6315feeat@b56e425el11a50ates42\"\n
},\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 212,\n \"digest\":
\"sha256:2b220f8b0f32b7c2ed8eaatelc802633bbd94849b9%ab73926f0bas6cdae91629\"\n \n
I\n}",
"registryId": "123456789012",
"imageId": {
"imageDigest":

"sha256:98c8b060c21d9adbb6b8c41b916e95e6307102786973ab93a41e8b86d1fce6d3e”,
"imageTag": "latest"

}

}

I

"requestID": "cf@44b7d-5f9d-11e9-9b2a-95983139cc57",

"eventID": "2bfd4ee2-2178-4a82-a27d-b12939923f0f",

"resources": [{

"ARN": "arn:aws:ecr:us-east-2:123456789012:repository/testrepo",
"accountId": "123456789012"

1,

"eventType": "AwsApiCall",

"recipientAccountId": "123456789012"

T % Amazon ECR BEX#H%H API fR7 2015-09-21 230



Amazon ECR

RAriEmE

}

M BEREURE

AT REIERT —A CloudTraill BESKE , 2% BER T ERAZBatchGetImageRERN B HHIEL

(® Note

P EUBRIG AT | A0SR A & B RE |, B1E CloudTrail BEREFEE
GetDownloadUrlForlLayer 5/,

"eventVersion": "1.04",
"userIdentity": {
"type": "IAMUser",
"principalId": "AIDACKCEVSQ6C2EXAMPLE:account_name",
"arn": "arn:aws:sts::123456789012:user/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName": "Mary_Major",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-04-15T16:42:142Z"
}
}
},
"eventTime": "2019-04-15T17:23:20Z",
"eventSource": "ecr.amazonaws.com",
"eventName": "BatchGetImage",
"awsRegion": "us-east-2",
"sourceIPAddress": "ecr.amazonaws.com",
"userAgent": "ecr.amazonaws.com",
"requestParameters": {
"imageIds": [{
"imageTag": "latest"
1,
"acceptedMediaTypes": [
"application/json",
"application/vnd.oci.image.manifest.vl+json",
"application/vnd.oci.image.index.v1l+json",
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"application/vnd.docker.distribution.manifest.v2+json",
"application/vnd.docker.distribution.manifest.list.v2+json",
"application/vnd.docker.distribution.manifest.vl+prettyjws"

1,

"repositoryName": "testrepo",
"registryId": "123456789012"
1,

"responseElements": null,

"requestID": "2alb97ee-5fa3-11e9-a8cd-cd2391aeda93",

"eventID": "c84f5880-c2f9-4585-9757-28fa5c1065df",

"resources": [{

"ARN": "arn:aws:ecr:us-east-2:123456789012:repository/testrepo",
"accountId": "123456789012"

1,
"eventType": "AwsApiCall",
"recipientAccountId": "123456789012"

R REE AR IIRE

LTRHIERT — CloudTrail BERE , Z&BER T BEMANRER AR RBEAMNMIS R, &
Wi EEH B MR PolicyExecutionEvent REM L EHIHEA,

AN R A A E R BE TR AT , Amazon ECR 24—/ CloudTrail B&E%E , EEH4EWH
FEADryRunEvent , EEHM 57T 2 4B, PolicyExecutionEvent B NEHEBHEN
ADryRunEvent , A LA Fik RS ITEH,

/A Important

BT #A CloudTrail EHHA/NEE , T 10 KRESEGIHI £ & B R IEIR
#£ , Amazon ECR 28X %S MNEH, CloudTrailtksk , Amazon ECR 8 MNEGEZ SR
100 MrZ,

"eventVersion": "1.05",
"userIdentity": {
"accountId": "123456789012",
"invokedBy": "AWS Internal"

I,
"eventTime": "2020-03-12T20:22:127",
"eventSource": "ecr.amazonaws.com",
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"eventName": "PolicyExecutionEvent",
"awsRegion": "us-west-2",

"sourceIPAddress": "AWS Internal",

"userAgent": "AWS Internal",

"requestParameters": null,

"responseElements": null,

"eventID": "9354dd7f-9aac-4e9d-956d-12561a4923aa",
"readOnly": true,

"resources": [

{
"ARN": "arn:aws:ecr:us-west-2:123456789012:repository/testrepo",
"accountId": "123456789012",
"type": "AWS::ECR::Repository"
}
1,
"eventType": "AwsServiceEvent",

"recipientAccountId": "123456789012",
"serviceEventDetails": {
"repositoryName": "testrepo",
"lifecycleEventPolicy": {
"lifecycleEventRules": [
{
"rulePriority": 1,
"description": "remove all images > 2",
"lifecycleEventSelection": {
"tagStatus": "Any",
"tagPrefixList": [],
"countType": "Image count more than",
"countNumber": 2

iy

"action": "expire"

1,
"lastEvaluatedAt": 0,

"policyVersion": 1,

"policyId": "ceb86829-58e7-9498-920c-aa042e33037b"

}I

"lifecycleEventImageActions": [

{
"lifecycleEventImage": {
"digest":

"sha256:ddba4d27a7ffc3f86dd6c2f92041af252a1f23a8e742c90e6e1297bfalbc@c45",

"tagStatus": "Tagged",
"tagList": [
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"alpine"
1,
"pushedAt": 1584042813000
I
"rulePriority": 1
I
{

"lifecycleEventImage": {
"digest":
"sha256:6ab380c5a5acf71cl1b6660d645d2cd79cc8ce91b38e0@352chbf9561e0@50427bat",
"tagStatus": "Tagged",

"tagList": [
"centos"
1,
"pushedAt": 1584042842000
1,
"rulePriority": 1
}
1,
"lifecycleEventFailureDetails": [
{

"lifecycleEventImage": {
"digest":
"sha256:9117e1bc28cd20751e584b4ccd19b1178d14cf0@2d134b@4cebbe@cc51bff762a",
"tagStatus": "Untagged",
"taglList": [],
"pushedAt": 1584042844000
1,
"rulePriority": 1,
"failureCode": "ImageReferencedByManifestList",
"failureReason": "Requested image referenced by manifest list:
[sha256:4b27c83d44a18c31543039d9e8b2786043ec6c8d00804d5800c5148d6b6f65bc]"

}

R BRG] R v SR AE

UTRBIERT — AWS CloudTrail B&E%E , & BETRTOCI 116N EFimfI A API 3R
RN REEEHSENHIIR, Referrers
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"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE:account_name",
"arn": "arn:aws:sts::123456789012:user/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2024-10-08T16:38:397",
"mfaAuthenticated": "false"

I
"ec2RoleDelivery": "2.0"
I
"invokedBy": "ecr.amazonaws.com"
I
"eventTime": "2024-10-08T17:22:517",
"eventSource": "ecr.amazonaws.com",
"eventName": "ListImageReferrers",
"awsRegion": "us-east-2",
"sourceIPAddress": "ecr.amazonaws.com",
"userAgent": "ecr.amazonaws.com",

"requestParameters": {
"registryId": "123456789012",
"repositoryName": "testrepo",
"subjectId": {

"imageDigest":

"sha256:000b9b805af1cdb60628898c9f411996301alcl3afd3dbefld8albacedbf503a"

},

"nextToken": "urD72mdD/mC8b5-EXAMPLE"
},
"responseElements": null,
"requestID": "cbh8cl67e-EXAMPLE",
"eventID": "e3c6f4ce-EXAMPLE",
"readOnly": true,
"resources": [
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"accountId": "123456789012",
"ARN": "arn:aws:ecr:us-east-2:123456789012:repository/testrepo"

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": '"Management"
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SDK 344

EATF C++ B9 AWS SDK

AWS CLI
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AWS SDK for Rust
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AWS SDK for Swift
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FriaER

Hello Amazon ECR

UTREBREERT WA RER Amazon ECR.
Java

FEATF Java By SDK 2.x

(® Note
EREZHRIEER GitHub,  AWS KB REIFEEFERTERA , THROFZHTIR
EMIZTT.

import software.amazon.awssdk.regions.Region;

import software.amazon.awssdk.services.ecr.EcrClient;

import software.amazon.awssdk.services.ecr.model.EcrException;

import software.amazon.awssdk.services.ecr.model.ListImagesRequest;
import software.amazon.awssdk.services.ecr.paginators.ListImagesIterable;

public class HelloECR {
public static void main(String[] args) {

final String usage = """
Usage: <repositoryName>
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Where:
repositoryName - The name of the Amazon ECR repository.

man,
’

if (args.length != 1) {
System.out.println(usage);
System.exit(1l);

String repoName = args[0];

EcrClient ecrClient = EcrClient.builder()
.region(Region.US_EAST_1)
.build();

listImageTags(ecrClient, repoName);
}
public static void listImageTags(EcrClient ecrClient, String repoName){
ListImagesRequest listImagesPaginator = ListImagesRequest.builder()
.repositoryName(repoName)
.build();

ListImagesIterable imagesIterable =
ecrClient.listImagesPaginator(listImagesPaginator);
imagesIterable.stream()
.flatMap(r -> r.imagelds().stream())
.forEach(image -> System.out.println("The docker image tag is: "
+image.imageTag()));

}

- BX API H#HAFER |, 1521 (AWS SDK for Java 2.x APl &) HH# listimages.

Kotlin

FEAT Kotlin 8 SDK

(® Note

EREZHKEER GitHub, & AWS KB REIFREFERTERG , THMMAHEITR

BMIE1T,.
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import aws.sdk.kotlin.services.ecr.EcrClient
import aws.sdk.kotlin.services.ecr.model.ListImagesRequest
import kotlin.system.exitProcess

suspend fun main(args: Array<String>) {
val usage = """
Usage: <repositoryName>

Where:
repositoryName - The name of the Amazon ECR repository.

"t otrimIndent()

if (args.size != 1) {
println(usage)
exitProcess(1)

val repoName = args[0]
listImageTags(repoName)

suspend fun listImageTags(repoName: String?) {
val listImages =
ListImagesRequest {
repositoryName = repoName

EcrClient.fromEnvironment { region = "us-east-1" }.use { ecrClient ->
val imageResponse = ecrClient.listImages(listImages)
imageResponse.imagelds?.forEach { imageIld ->

println("Image tag: ${imageld.imageTag}")

- BX AP #4AER , H2H (AWS SDK for Kotlin APl &) HH listimages.
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Python

& A F Python B9 SDK (Boto3)

® Note
REEZHXEE GitHub, 7 AWS KRB ROIF#ERERTERG , THMABITIR
EMIE1T,

import boto3
import argparse
from boto3 import client

def hello_ecr(ecr_client: client, repository_name: str) -> None:
Use the AWS SDK for Python (Boto3) to create an Amazon Elastic Container
Registry (Amazon ECR)
client and list the images in a repository.
This example uses the default settings specified in your shared credentials
and config files.

:param ecr_client: A Boto3 Amazon ECR Client object. This object wraps
the low-level Amazon ECR service API.

:param repository_name: The name of an Amazon ECR repository in your account.
print(

f"Hello, Amazon ECR! Let's list some images in the repository

'{repository_name}':\n"

)
paginator = ecr_client.get_paginator("list_images")
page_iterator = paginator.paginate(

repositoryName=repository_name, PaginationConfig={"MaxItems": 10}

image_names: [str] = []
for page in page_iterator:
for schedule in page["imageIds"]:
image_names.append(schedule["imageTag"])

print(f"{len(image_names)} image(s) retrieved.")
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for schedule_name in image_names:
print(f"\t{schedule_name}")
if _name__ == "__main__":

parser = argparse.ArgumentParser(description="Run hello Amazon ECR.")
parser.add_argument(
"--repository-name",
type=str,
help="the name of an Amazon ECR repository in your account.",
required=True,
)

args = parser.parse_args()

hello_ecr(boto3.client("ecr"), args.repository_name)

« BX APIHEMER , i3 H Python AWS SDK H# Listimages (Boto3) APl &% API &

Z,

AEEERt]
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Listimages5 AWS SDK = CLI Bi& 1

« 5 AWS SDK PushimageCmd & & i F
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+ SetRepositoryPolicy 5 AWS SDK = CLI & &
« StartLifecyclePolicyPreview5S AWS SDK = CLI fii & £/

Hello Amazon ECR
UTRBREETRT AFEER Amazon ECR,
Java

EAT Java B9 SDK 2.x

® Note
EBEZMXER GitHub,  AWS KIBRHIFMHEEREXRTERRH , THOARTR
BERZE1T.

import software.amazon.awssdk.regions.Region;
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import software.amazon.awssdk.services.ecr.EcrClient;

import software.amazon.awssdk.services.ecr.model.EcrException;

import software.amazon.awssdk.services.ecr.model.ListImagesRequest;
import software.amazon.awssdk.services.ecr.paginators.ListImagesIterable;

public class HelloECR {

public static void main(String[] args) {
final String usage = """
Usage: <repositoryName>

Where:
repositoryName - The name of the Amazon ECR repository.

man,
’

if (args.length != 1) {
System.out.println(usage);
System.exit(1l);

String repoName = args[0];

EcrClient ecrClient = EcrClient.builder()
.region(Region.US_EAST_1)
.build();

listImageTags(ecrClient, repoName);
}
public static void listImageTags(EcrClient ecrClient, String repoName){
ListImagesRequest listImagesPaginator = ListImagesRequest.builder()
.repositoryName(repoName)
.build();

ListImagesIterable imagesIterable =
ecrClient.listImagesPaginator(listImagesPaginator);
imagesIterable.stream()
.flatMap(r -> r.imagelds().stream())
.forEach(image -> System.out.println("The docker image tag is:
+image.imageTag()));

}

- BX API #4AER , H2H (AWS SDK for Java 2.x APl &) HH listimages.
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Kotlin

FE AT Kotlin 9 SDK

® Note
REEZHXEE GitHub, 7 AWS KRB ROIF#ERERTERG , THMABITIR
EMIE1T,

import aws.sdk.kotlin.services.ecr.EcrClient
import aws.sdk.kotlin.services.ecr.model.ListImagesRequest
import kotlin.system.exitProcess

suspend fun main(args: Array<String>) {
val usage = """
Usage: <repositoryName>

Where:
repositoryName - The name of the Amazon ECR repository.

"t otrimIndent()

if (args.size != 1) {
println(usage)
exitProcess(1)

val repoName = args[0]
listImageTags(repoName)

suspend fun listImageTags(repoName: String?) {
val listImages =
ListImagesRequest {
repositoryName = repoName

EcrClient.fromEnvironment { region = "us-east-1" }.use { ecrClient ->
val imageResponse = ecrClient.listImages(listImages)
imageResponse.imagelds?.forEach { imageId ->

println("Image tag: ${imageld.imageTag}")
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- BEXAPI#4AEE , 51 (AWS SDK for Kotlin API &) HH#) listimages.

Python

EHTF Python # SDK (Boto3)

(® Note
EHEZHKRIEL GitHub,  AWS KB ROIFEEFERTERA , THRNFZHITIR
BEMIZTT.

import boto3
import argparse
from boto3 import client

def hello_ecr(ecr_client: client, repository_name: str) -> None:

Use the AWS SDK for Python (Boto3) to create an Amazon Elastic Container
Registry (Amazon ECR)

client and list the images in a repository.

This example uses the default settings specified in your shared credentials

and config files.

:param ecr_client: A Boto3 Amazon ECR Client object. This object wraps
the low-level Amazon ECR service API.

:param repository_name: The name of an Amazon ECR repository in your account.
print(

f"Hello, Amazon ECR! Let's list some images in the repository

'{repository_name}':\n"

)
paginator = ecr_client.get_paginator("list_images")
page_iterator = paginator.paginate(

repositoryName=repository_name, PaginationConfig={"MaxItems": 10}
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image_names: [str] = []
for page in page_iterator:
for schedule in page["imageIds"]:
image_names.append(schedule["imageTag"])

print(f"{len(image_names)} image(s) retrieved.")
for schedule_name in image_names:
print(f"\t{schedule_name}")

if __name__ == "__main__":
parser = argparse.ArgumentParser(description="Run hello Amazon ECR.")
parser.add_argument(
"--repository-name",
type=str,
help="the name of an Amazon ECR repository in your account.",
required=True,
)

args = parser.parse_args()

hello_ecr(boto3.client("ecr"), args.repository_name)

- BX API HEFEMEE , 1§25 H Python AWS SDK H#) Listimages (Boto3) APl &% AP &
Z,

AKX S AWS DK FF R EHEEMNRB RN TREIIEK , SRR Amazon ECR ERHFAATEG—iE
A AWS, AEBEIEERAINEEARBEXREBN SDK AN FHEES.

FEAMETF A TES%Y Amazon ECR B ER iR AWS

LU I ROIE R T 04

- 8l# Amazon ECR .

- REFHEEXRK,

- WERFMHE URIs,

- 3REY Amazon ECR &,

- IR{E Amazon ECR 74 £ o B B K B .

« ¥ Docker BL{&#E % Z| Amazon ECR Zf& &,
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Java

FEATF Java By SDK 2.x

® Note
REEZHXEE GitHub, 7 AWS KRB ROIF#ERERTERG , THMABITIR
EMIZE1T,

BIT— 1M REXZS , B~ Amazon ECR By Ih&E,

import software.amazon.awssdk.services.ecr.model.EcrException;
import
software.amazon.awssdk.services.ecr.model.RepositoryPolicyNotFoundException;

import java.util.Scanner;

/**
* Before running this Java V2 code example, set up your development
* environment, including your credentials.

*

* For more information, see the following documentation topic:

*

* https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/get-
started.html

*

* This Java code example requires an IAM Role that has permissions to interact
with the Amazon ECR service.

*

* To create an IAM role, see:
*

* https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create.html

*

* This Java scenario example requires a local docker image named echo-text.
Without a local image,
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* this Java program will not successfully run. For more information including
how to create the local
* image, see:

*

* /scenarios/basics/ecr/README
*
*/
public class ECRScenario {
public static final String DASHES = new String(new char[80]).replace("\0",
Il_ll);
public static void main(String[] args) {
final String usage = """
Usage: <iamRoleARN> <accountId>

Where:
iamRoleARN - The IAM role ARN that has the necessary permissions
to access and manage the Amazon ECR repository.
accountId - Your AWS account number.

[TRTRIEN
’

if (args.length != 2) {
System.out.println(usage);
retuzrn;

ECRActions ecrActions = new ECRActions();
String iamRole = args[0];

String accountId = args[1l];

String localImageName;

Scanner scanner = new Scanner(System.in);
System.out.println("""
The Amazon Elastic Container Registry (ECR) is a fully-managed
Docker container registry
service provided by AWS. It allows developers and organizations to
securely
store, manage, and deploy Docker container images.
ECR provides a simple and scalable way to manage container images
throughout their lifecycle,
from building and testing to production deployment.\s

The “EcrAsyncClient’ interface in the AWS SDK for Java 2.x provides
a set of methods to
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programmatically interact with the Amazon ECR service. This allows
developers to

automate the storage, retrieval, and management of container images
as part of their application

deployment pipelines. With ECR, teams can focus on building and
deploying their

applications without having to worry about the underlying
infrastructure required to

host and manage a container registry.

This scenario walks you through how to perform key operations for
this service.
Let's get started...

You have two choices:

1 - Run the entire program.

2 - Delete an existing Amazon ECR repository named echo-text (created
from a previous execution of

this program that did not complete).

")

while (true) {

String input = scanner.nextLine();

if (input.trim().equalsIgnoreCase("1")) {
System.out.println("Continuing with the program...");
System.out.println("");
break;

} else if (input.trim().equalsIgnoreCase("2")) {
String repoName = "echo-text";
ecrActions.deleteECRRepository(repoName);
retuzrn;

} else {
// Handle invalid input.
System.out.println("Invalid input. Please try again.");

waitForInputToContinue(scanner);
System.out.println(DASHES);

System.out.println("""
1. Create an ECR repository.
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The first task is to ensure we have a local Docker image named echo-

text.
If this image exists, then an Amazon ECR repository is created.
An ECR repository is a private Docker container repository provided
by Amazon Web Services (AWS). It is a managed service that makes it
easy
to store, manage, and deploy Docker container images.\s
mEt);
// Ensure that a local docker image named echo-text exists.
boolean doesExist = ecrActions.isEchoTextImagePresent();
String repoName;
if (!doesExist){
System.out.println("The local image named echo-text does not exist");
return;
} else {
localImageName = "echo-text";
repoName = "echo-text";
}
try {
String repoArn = ecrActions.createECRRepository(repoName);
System.out.println("The ARN of the ECR repository is " + repoArn);
} catch (IllegalArgumentException e) {
System.err.println("Invalid repository name: " + e.getMessage());
return;
} catch (RuntimeException e) {
System.err.println("An error occurred while creating the ECR
repository: " + e.getMessage());
e.printStackTrace();
retuzrn;

}

waitForInputToContinue(scanner);

System.out.println(DASHES);
System.out.println("""
2. Set an ECR repository policy.

Setting an ECR repository policy using the “setRepositoryPolicy’ function
is crucial for maintaining

the security and integrity of your container images. The repository
policy allows you to
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define specific rules and restrictions for accessing and managing the
images stored within your ECR

repository.

IIIIII);

waitForInputToContinue(scanner);

try {
ecrActions.setRepoPolicy(repoName, iamRole);

} catch (RepositoryPolicyNotFoundException e) {

System.err.println("Invalid repository name: " + e.getMessage());
retuzrn;

} catch (EcrException e) {
System.err.println("An ECR exception occurred: " + e.getMessage());
return;

} catch (RuntimeException e) {
System.err.println("An error occurred while creating the ECR
repository: " + e.getMessage());
return;

}

waitForInputToContinue(scanner);

System.out.println(DASHES);
System.out.println("""
3. Display ECR repository policy.

Now we will retrieve the ECR policy to ensure it was successfully set.

mut);

waitForInputToContinue(scanner);

try {
String policyText = ecrActions.getRepoPolicy(repoName);
System.out.println("Policy Text:");
System.out.println(policyText);

} catch (EcrException e) {
System.err.println("An ECR exception occurred: " + e.getMessage());
return;
} catch (RuntimeException e) {
System.err.println("An error occurred while creating the ECR
repository: " + e.getMessage());
return;

waitForInputToContinue(scanner);
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System.out.println(DASHES);
System.out.println("""
4. Retrieve an ECR authorization token.

You need an authorization token to securely access and interact with the
Amazon ECR registry.

The ‘getAuthorizationToken™ method of the “EcrAsyncClient” is responsible
for securely accessing

and interacting with an Amazon ECR repository. This operation is
responsible for obtaining a

valid authorization token, which is required to authenticate your
requests to the ECR service.

Without a valid authorization token, you would not be able to perform any
operations on the
ECR repository, such as pushing, pulling, or managing your Docker images.

IIIIII);
waitForInputToContinue(scanner);
try {

ecrActions.getAuthToken();

} catch (EcrException e) {
System.err.println("An ECR exception occurred: " + e.getMessage());
retuzrn;
} catch (RuntimeException e) {
System.err.println("An error occurred while retrieving the
authorization token: " + e.getMessage());
retuzrn;

}

waitForInputToContinue(scanner);

System.out.println(DASHES);
System.out.println("""
5. Get the ECR Repository URI.

The URI of an Amazon ECR repository is important. When you want to
deploy a container image to
a container orchestration platform like Amazon Elastic Kubernetes Service

(EKS)

or Amazon Elastic Container Service (ECS), you need to specify the full
image URI,

which includes the ECR repository URI. This allows the container runtime
to pull the
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correct container image from the ECR repository.

Illlll);

waitForInputToContinue(scanner);

try {
ecrActions.getRepositoryURI(repoName);

} catch (EcrException e) {
System.err.println("An ECR exception occurred: " + e.getMessage());
return;

} catch (RuntimeException e) {
System.err.println("An error occurred while retrieving the URI: " +
e.getMessage());
retuzrn;

}

waitForInputToContinue(scanner);

System.out.println(DASHES);
System.out.println("""
6. Set an ECR Lifecycle Policy.

An ECR Lifecycle Policy is used to manage the lifecycle of Docker
images stored in your ECR repositories.

These policies allow you to automatically remove old or unused Docker
images from your repositories,

freeing up storage space and reducing costs.

This example policy helps to maintain the size and efficiency of the
container registry
by automatically removing older and potentially unused images,
ensuring that the
storage is optimized and the registry remains up-to-date.
")
waitForInputToContinue(scanner);
try {
ecrActions.setLifeCyclePolicy(repoName);

} catch (RuntimeException e) {
System.err.println("An error occurred while setting the lifecycle
policy: " + e.getMessage());
e.printStackTrace();
retuzrn;
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waitForInputToContinue(scanner);

System.out.println(DASHES);
System.out.println("""
7. Push a docker image to the Amazon ECR Repository.

The “pushImageCmd() ™ method pushes a local Docker image to an Amazon ECR
repository.

It sets up the Docker client by connecting to the local Docker host using
the default port.

It then retrieves the authorization token for the ECR repository by
making a call to the AWS SDK.

The method uses the authorization token to create an ‘AuthConfig® object,
which is used to authenticate

the Docker client when pushing the image. Finally, the method tags the
Docker image with the specified

repository name and image tag, and then pushes the image to the ECR
repository using the Docker client.

If the push operation is successful, the method prints a message
indicating that the image was pushed to ECR.

")

waitForInputToContinue(scanner);

try {
ecrActions.pushDockerImage(repoName, localImageName);

} catch (RuntimeException e) {
System.err.println("An error occurred while pushing a local Docker

image to Amazon ECR: " + e.getMessage());
e.printStackTrace();
retuzrn;
}

waitForInputToContinue(scanner);

System.out.println(DASHES);
System.out.println("8. Verify if the image is in the ECR Repository.");
waitForInputToContinue(scanner);
try {
ecrActions.verifyImage(repoName, localImageName);

} catch (EcrException e) {
System.err.println("An ECR exception occurred: " + e.getMessage());
return;
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} catch (RuntimeException e) {
System.err.println("An error occurred " + e.getMessage());
e.printStackTrace();
return;

}

waitForInputToContinue(scanner);

System.out.println(DASHES);
System.out.println("9. As an optional step, you can interact with the
image in Amazon ECR by using the CLI.");
System.out.println("Would you like to view instructions on how to use the
CLI to run the image? (y/n)");
String ans = scanner.nextLine().trim();
if (ans.equalsIgnoreCase("y")) {
String instructions = """
1. Authenticate with ECR - Before you can pull the image from Amazon
ECR, you need to authenticate with the registry. You can do this using the AWS
CLI:

aws ecr get-login-password --region us-east-1 | docker login --
username AWS --password-stdin %s.dkr.ecr.us-east-1.amazonaws.com

2. Describe the image using this command:

aws ecr describe-images --repository-name %s --image-ids imageTag=

o\
n

3. Run the Docker container and view the output using this command:

docker run --rm %s.dkr.ecr.us-east-1.amazonaws.com/%s:%s

[TRTRIEN
’

instructions = String.format(instructions, accountId, repoName,
localImageName, accountId, repoName, localImageName);
System.out.println(instructions);

}

waitForInputToContinue(scanner);

System.out.println(DASHES);
System.out.println("10. Delete the ECR Repository.");
System.out.println(

If the repository isn't empty, you must either delete the contents of the
repository
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or use the force option (used in this scenario) to delete the repository
and have Amazon ECR delete all of its contents

on your behalf.

")

System.out.println("Would you like to delete the Amazon ECR Repository?
(y/m)");

String delAns = scanner.nextlLine().trim();

if (delAns.equalsIgnoreCase("y")) {

System.out.println("You selected to delete the AWS ECR resources.");

try {
ecrActions.deleteECRRepository(repoName);

} catch (EcrException e) {
System.err.println("An ECR exception occurred: " +
e.getMessage());
retuzrn;
} catch (RuntimeException e) {
System.err.println("An error occurred while deleting the Docker

image: " + e.getMessage());
e.printStackTrace();
return;
}
}

System.out.println(DASHES);
System.out.println("This concludes the Amazon ECR SDK scenario");
System.out.println(DASHES);

private static void waitForInputToContinue(Scanner scanner) {
while (true) {
System.out.println("");
System.out.println("Enter 'c' followed by <ENTER> to continue:");
String input = scanner.nextlLine();

if (input.trim().equalsIgnoreCase("c")) {

System.out.println("Continuing with the program...");
System.out.println("");
break;

} else {

// Handle invalid input.
System.out.println("Invalid input. Please try again.");
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import com.github.dockerjava.netty.NettyDockerCmdExecFactory;
import java.time.Duration;

import java.util.Baseb4;

import java.util.list;

import java.util.concurrent.CompletableFuture;

import java.util.concurrent.CompletionException;

public class ECRActions {
private static EcrAsyncClient ecrClient;

private static DockerClient dockerClient;
private static Logger logger = LoggerFactory.getLogger(ECRActions.class);

/**
* Creates an Amazon Elastic Container Registry (Amazon ECR) repository.
*
* @param repoName the name of the repository to create.
* @return the Amazon Resource Name (ARN) of the created repository, or an
empty string if the operation failed.

* @throws IllegalArgumentException If repository name is invalid.

* @throws RuntimeException if an error occurs while creating the
repository.

*/

public String createECRRepository(String repoName) {
if (repoName == null || repoName.isEmpty()) {
throw new IllegalArgumentException("Repository name cannot be null or
empty");
}

CreateRepositoryRequest request = CreateRepositoryRequest.builder()
.repositoryName(repoName)
.build();

CompletableFuture<CreateRepositoryResponse> response =
getAsyncClient().createRepository(request);
try {
CreateRepositoryResponse result = response.join();
if (result !'= null) {
System.out.println("The " + repoName + " repository was created
successfully.");
return result.repository().repositoryArn();
} else {
throw new RuntimeException("Unexpected response type");
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}
} catch (CompletionException e) {
Throwable cause = e.getCause();
if (cause instanceof EcrException ex) {
if
("RepositoryAlreadyExistsException".equals(ex.awsErrorDetails().errorCode())) {
System.out.println("The Amazon ECR repository already exists,

moving on...");
DescribeRepositoriesRequest describeRequest =
DescribeRepositoriesRequest.builder()
.repositoryNames(repoName)
.build();
DescribeRepositoriesResponse describeResponse =
getAsyncClient().describeRepositories(describeRequest).join();

return
describeResponse.repositories().get(@).repositoryArn();
} else {
throw new RuntimeException(ex);
}
} else {
throw new RuntimeException(e);
}
}
}
/**

* Deletes an ECR (Elastic Container Registry) repository.
*
* @param repoName the name of the repository to delete.
* @throws IllegalArgumentException if the repository name is null or empty.
* @throws EcrException if there is an error deleting the repository.
* @throws RuntimeException if an unexpected error occurs during the deletion
process.
*/
public void deleteECRRepository(String repoName) {
if (repoName == null || repoName.isEmpty()) {
throw new IllegalArgumentException('"Repository name cannot be null or
empty");
}

DeleteRepositoryRequest repositoryRequest =
DeleteRepositoryRequest.builder()
.force(true)
.repositoryName(repoName)
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.build();

CompletableFuture<DeleteRepositoryResponse> response =
getAsyncClient().deleteRepository(repositoryRequest);
response.whenComplete((deleteRepositoryResponse, ex) -> {
if (deleteRepositoryResponse != null) {
System.out.println("You have successfully deleted the " +
repoName + " repository");
} else {
Throwable cause = ex.getCause();
if (cause instanceof EcrException) {
throw (EcrException) cause;
} else {
throw new RuntimeException("Unexpected error: " +
cause.getMessage(), cause);

}

1)

// Wait for the CompletableFuture to complete
response.join();

private static DockerClient getDockerClient() {
String osName = System.getProperty("os.name");
if (osName.startsWith("Windows")) {
// Make sure Docker Desktop is running.
String dockerHost = "tcp://localhost:2375"; // Use the Docker Desktop
default port.
DockerCmdExecFactory dockerCmdExecFactory = new
NettyDockerCmdExecFactory().withReadTimeout(20000).withConnectTimeout(20000);
dockerClient =
DockerClientBuilder.getInstance(dockerHost).withDockerCmdExecFactory(dockerCmdExecFactoz
} else {
dockerClient = DockerClientBuilder.getInstance().build();
}

return dockerClient;

/**
* Retrieves an asynchronous Amazon Elastic Container Registry (ECR) client.
*
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* @return the configured ECR asynchronous client.
*/
private static EcrAsyncClient getAsyncClient() {

/*

The “NettyNioAsyncHttpClient  class is part of the AWS SDK for Java,
version 2,

and it is designed to provide a high-performance, asynchronous HTTP
client for interacting with AWS services.

It uses the Netty framework to handle the underlying network
communication and the Java NIO API to

provide a non-blocking, event-driven approach to HTTP requests and
responses.

*/

SdkAsyncHttpClient httpClient = NettyNioAsyncHttpClient.builder()
.maxConcurrency(50) // Adjust as needed.
.connectionTimeout(Duration.ofSeconds(60@)) // Set the connection

timeout.
.readTimeout(Duration.ofSeconds(6@)) // Set the read timeout.
.writeTimeout(Duration.ofSeconds(60)) // Set the write timeout.
.build();

ClientOverrideConfiguration overrideConfig =
ClientOverrideConfiguration.buildex()
.apiCallTimeout(Duration.ofMinutes(2)) // Set the overall API call
timeout.
.apiCallAttemptTimeout(Duration.ofSeconds(90)) // Set the individual
call attempt timeout.
.build();

if (ecrClient == null) {
ecrClient = EcrAsyncClient.builder()
.region(Region.US_EAST_1)
.httpClient(httpClient)
.overrideConfiguration(overrideConfig)
.build();
}

return ecrClient;

/**
* Sets the lifecycle policy for the specified repository.
*
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* @param repoName the name of the repository for which to set the lifecycle

policy.
*/
public void setLifeCyclePolicy(String repoName) {
/*
This policy helps to maintain the size and efficiency of the container
registry
by automatically removing older and potentially unused images,
ensuring that the storage is optimized and the registry remains up-to-
date.
*/
String polText = """
{
"rules": [
{
"rulePriority": 1,
"description": "Expire images older than 14 days",
"selection": {
"tagStatus": "any",
"countType": "sincelmagePushed",
"countUnit": "days",
"countNumber": 14
1,
"action": {
"type": "expire"
}
}
]
}

StartLifecyclePolicyPreviewRequest lifecyclePolicyPreviewRequest =
StartLifecyclePolicyPreviewRequest.builder()
.lifecyclePolicyText(polText)
.repositoryName(repoName)
.build();

CompletableFuture<StartLifecyclePolicyPreviewResponse> response =
getAsyncClient().startLifecyclePolicyPreview(lifecyclePolicyPreviewRequest);
response.whenComplete((lifecyclePolicyPreviewResponse, ex) -> {
if (lifecyclePolicyPreviewResponse != null) {

System.out.println("Lifecycle policy preview started
successfully.");
} else {
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if (ex.getCause() instanceof EcrException) {
throw (EcrException) ex.getCause();
} else {

String errorMessage = "Unexpected error occurred: " +
ex.getMessage();

throw new RuntimeException(errorMessage, ex);

1}
// Wait for the CompletableFuture to complete.
response.join();

/**
* Verifies the existence of an image in an Amazon Elastic Container Registry

(Amazon ECR) repository asynchronously.
*

* @param repositoryName The name of the Amazon ECR repository.

* @param imageTag The tag of the image to verify.

* @throws EcrException if there is an error retrieving the image
information from Amazon ECR.

* @throws CompletionException if the asynchronous operation completes
exceptionally.

*/

public void verifyImage(String repositoryName, String imageTag) {
DescribeImagesRequest request = DescribeImagesRequest.builder()
.repositoryName(repositoryName)

.imagelds(Imageldentifier.builder().imageTag(imageTag).build())
.build();

CompletableFuture<DescribeImagesResponse> response =
getAsyncClient().describeImages(request);
response.whenComplete((describeImagesResponse, ex) -> {
if (ex !'= null) {
if (ex instanceof CompletionException) {
Throwable cause = ex.getCause();
if (cause instanceof EcrException) {
throw (EcrException) cause;
} else {

throw new RuntimeException("Unexpected error: " +
cause.getMessage(), cause);

}
} else {

T RER AR API fRZ 2015-09-21 264



Amazon ECR AriEE

throw new RuntimeException("Unexpected error: " +
ex.getCause());
}
} else if (describeImagesResponse != null && !
describeImagesResponse.imageDetails().isEmpty()) {
System.out.println("Image is present in the repository.");
} else {
System.out.println("Image is not present in the repository.");

1)

// Wait for the CompletableFuture to complete.
response.join();

/**
* Retrieves the repository URI for the specified repository name.
*

* @param repoName the name of the repository to retrieve the URI for.
* @return the repository URI for the specified repository name.

* @throws EcrException if there is an error retrieving the repository
information.

* @throws CompletionException if the asynchronous operation completes
exceptionally.

*/

public void getRepositoryURI(String repoName) {
DescribeRepositoriesRequest request =
DescribeRepositoriesRequest.builder()
.repositoryNames(repoName)
.build();

CompletableFuture<DescribeRepositoriesResponse> response =
getAsyncClient().describeRepositories(request);
response.whenComplete((describeRepositoriesResponse, ex) -> {
if (ex !'= null) {
Throwable cause = ex.getCause();
if (cause instanceof InterruptedException) {
Thread.currentThread().interrupt();
String errorMessage = "Thread interrupted while waiting for
asynchronous operation: " + cause.getMessage();
throw new RuntimeException(errorMessage, cause);
} else if (cause instanceof EcrException) {
throw (EcrException) cause;
} else {
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String errorMessage = "Unexpected error: " +
cause.getMessage();
throw new RuntimeException(errorMessage, cause);
}
} else {
if (describeRepositoriesResponse != null) {
if (!describeRepositoriesResponse.repositories().isEmpty()) {
String repositoryUri =
describeRepositoriesResponse.repositories().get(0).repositoryUri();
System.out.println("Repository URI found: " +
repositoryUri);

} else {
System.out.println("No repositories found for the given
name.");
}
} else {

System.err.println("No response received from
describeRepositories.");

}
}

1)

response.join();
}
/**

* Retrieves the authorization token for Amazon Elastic Container Registry
(ECR).

* This method makes an asynchronous call to the ECR client to retrieve the
authorization token.

* If the operation is successful, the method prints the token to the
console.

* If an exception occurs, the method handles the exception and prints the

€IIror message.
*

* @throws EcrException if there is an error retrieving the authorization
token from ECR.
* @throws RuntimeException if there is an unexpected error during the
operation.
*/
public void getAuthToken() {
CompletableFuture<GetAuthorizationTokenResponse> response =
getAsyncClient().getAuthorizationToken();
response.whenComplete((authorizationTokenResponse, ex) -> {
if (authorizationTokenResponse != null) {
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AuthorizationData authorizationData =
authorizationTokenResponse.authorizationData().get(Q);
String token = authorizationData.authorizationToken();
if (!token.isEmpty()) {
System.out.println("The token was successfully retrieved.");
}
} else {
if (ex.getCause() instanceof EcrException) {
throw (EcrException) ex.getCause();
} else {
String errorMessage = "Unexpected error occurred: " +
ex.getMessage();
throw new RuntimeException(errorMessage, ex); // Rethrow the
exception

1)

response.join();

/**
* Gets the repository policy for the specified repository.
*
* @param repoName the name of the repository.
* @throws EcrException if an AWS error occurs while getting the repository
policy.
*/
public String getRepoPolicy(String repoName) {
if (repoName == null || repoName.isEmpty()) {
throw new IllegalArgumentException("Repository name cannot be null or
empty");
}

GetRepositoryPolicyRequest getRepositoryPolicyRequest =
GetRepositoryPolicyRequest.builder()
.repositoryName(repoName)
.build();

CompletableFuture<GetRepositoryPolicyResponse> response =
getAsyncClient().getRepositoryPolicy(getRepositoryPolicyRequest);
response.whenComplete((resp, ex) -> {
if (resp != null) {
System.out.println("Repository policy retrieved successfully.");
} else {
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if (ex.getCause() instanceof EcrException) {
throw (EcrException) ex.getCause();
} else {
String errorMessage = "Unexpected error occurred: " +
ex.getMessage();
throw new RuntimeException(errorMessage, ex);

}
}
});
GetRepositoryPolicyResponse result = response.join();
return result != null ? result.policyText() : null;
}
/**

* Sets the repository policy for the specified ECR repository.

* @param repoName the name of the ECR repository.
* @param iamRole the IAM role to be granted access to the repository.
* @throws RepositoryPolicyNotFoundException if the repository policy does

not exist.
* @throws EcrException if there is an unexpected error
setting the repository policy.
*/
public void setRepoPolicy(String repoName, String iamRole) {
/*

This example policy document grants the specified AWS principal the
permission to perform the

‘ecr:BatchGetImage®™ action. This policy is designed to allow the
specified principal

to retrieve Docker images from the ECR repository.

*/
String policyDocumentTemplate = """
{
"Version" : "2012-10-17",
"Statement" : [ {
"Sid" : "new statement",
"Effect" : "Allow",
"Principal" : {
"AWS" i "%s"
1,
"Action" : "ecr:BatchGetImage"
]
}
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min o,
’

String policyDocument = String.format(policyDocumentTemplate, iamRole);
SetRepositoryPolicyRequest setRepositoryPolicyRequest =
SetRepositoryPolicyRequest.builder()
.repositoryName(repoName)
.policyText(policyDocument)
.build();

CompletableFuture<SetRepositoryPolicyResponse> response =
getAsyncClient().setRepositoryPolicy(setRepositoryPolicyRequest);
response.whenComplete((resp, ex) -> {
if (resp != null) {
System.out.println("Repository policy set successfully.");
} else {
Throwable cause = ex.getCause();
if (cause instanceof RepositoryPolicyNotFoundException) {
throw (RepositoryPolicyNotFoundException) cause;
} else if (cause instanceof EcrException) {
throw (EcrException) cause;
} else {
String errorMessage = "Unexpected error: " +
cause.getMessage();

throw new RuntimeException(errorMessage, cause);

1)

response.join();

/**
* Pushes a Docker image to an Amazon Elastic Container Registry (ECR)
repository.
*
* @param repoName the name of the ECR repository to push the image to.
* @param imageName the name of the Docker image.
*/
public void pushDockerImage(String repoName, String imageName) {

System.out.println("Pushing " + imageName + " to Amazon ECR will take a
few seconds.");

CompletableFuture<AuthConfig> authResponseFuture =
getAsyncClient().getAuthorizationToken()
.thenApply(response -> {
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String token =
response.authorizationData().get(0Q).authorizationToken();

String decodedToken = new
String(Baseb4.getDecoder().decode(token));

String password = decodedToken.substring(4);

DescribeRepositoriesResponse descrRepoResponse =
getAsyncClient().describeRepositories(b -> b.repositoryNames(repoName)).join();

Repository repoData =
descrRepoResponse.repositories().stream().filter(r ->
r.repositoryName().equals(repoName)).findFirst().orElse(null);

assert repoData != null;

String registryURL = repoData.repositoryUri().split("/")[Q];

AuthConfig authConfig = new AuthConfig()
.withUsername("AWS")
.withPassword(password)
.withRegistryAddress(registryURL);
return authConfig;
)
.thenCompose(authConfig -> {
DescribeRepositoriesResponse descrRepoResponse =
getAsyncClient().describeRepositories(b -> b.repositoryNames(repoName)).join();
Repository repoData =
descrRepoResponse.repositories().stream().filter(r ->
r.repositoryName().equals(repoName)).findFirst().orElse(null);
getDockerClient().tagImageCmd(imageName + ":latest",
repoData.repositoryUri() + ":latest", imageName).exec();
try {

getDockerClient().pushImageCmd(repoData.repositoryUri()).withTag("echo-
text").withAuthConfig(authConfig).start().awaitCompletion();
System.out.println("The " + imageName + " was pushed to

ECR");
} catch (InterruptedException e) {
throw (RuntimeException) e.getCause();
}
return CompletableFuture.completedFuture(authConfig);
1);
authResponseFuture.join();
}
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// Make sure local image echo-text exists.
public boolean isEchoTextImagePresent() {
try {
List<Image> images = getDockerClient().listImagesCmd().exec();
boolean helloWorldFound = false;
for (Image image : images) {
String[] repoTags = image.getRepoTags();
if (repoTags != null) {
for (String tag : repoTags) {
if (tag.startsWith("echo-text")) {
System.out.println(tag);
helloWorldFound = true;

}

if (helloWorldFound) {
System.out.println("The local image named echo-text exists.");
return true;

} else {
System.out.println("The local image named echo-text does not

exist.");

return false;

}

} catch (DockerClientException ex) {
logger.error("ERROR: " + ex.getMessage());
return false;

- X API#HELR , 5 (AWS SDK for Java 2.x APl &) il T8,

* CreateRepository

* DeleteRepository

» Describelmages

» DescribeRepositories

* GetAuthorizationToken

» GetRepositoryPolicy

+ SetRepositoryPolicy
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« StartLifecyclePolicyPreview

Kotlin

FE AT Kotlin 8 SDK

(® Note
BEEZHXEER GitHub, £ AWS R RHIFEERERTERG |, T #BOA#ITIE
BMIZ1T,
BIT— 1M XREXIZS , B~ Amazon ECR By Ih&E,

import java.util.Scanner

/**
* Before running this Kotlin code example, set up your development environment,
including your credentials.

*

* For more information, see the following documentation topic:
*

* https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/setup.html
*

* This code example requires an IAM Role that has permissions to interact with
the Amazon ECR service.

*

* To create an IAM role, see:
*

* https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create.html

*

* This code example requires a local docker image named echo-text. Without a
local image,

* this program will not successfully run. For more information including how to
create the local

* image, see:

*

* /scenarios/basics/ecr/README

*

*/

val DASHES = String(CharArray(80)).replace("\u0@000", "-")

T RER AR AP WA 2015-09-21 272


https://docs.aws.amazon.com/goto/SdkForJavaV2/ecr-2015-09-21/StartLifecyclePolicyPreview
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/kotlin/services/ecr#code-examples

Amazon ECR AriEE

suspend fun main(args: Array<String>) {
val usage =

Usage: <iamRoleARN> <accountId>

Where:
iamRoleARN - The IAM role ARN that has the necessary permissions to
access and manage the Amazon ECR repository.
accountId - Your AWS account number.

"t otrimIndent()

if (args.size != 2) {
println(usage)
return

var iamRole = args[0]

var localImageName: String

var accountId = args[1]

val ecrActions = ECRActions()

val scanner = Scanner(System. in’)

println(

The Amazon Elastic Container Registry (ECR) is a fully-managed Docker
container registry

service provided by AWS. It allows developers and organizations to
securely

store, manage, and deploy Docker container images.

ECR provides a simple and scalable way to manage container images
throughout their lifecycle,

from building and testing to production deployment.

The “EcrClient’ service client that is part of the AWS SDK for Kotlin
provides a set of methods to

programmatically interact with the Amazon ECR service. This allows
developers to

automate the storage, retrieval, and management of container images as
part of their application

deployment pipelines. With ECR, teams can focus on building and deploying
their
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applications without having to worry about the underlying infrastructure
required to
host and manage a container registry.

This scenario walks you through how to perform key operations for this
service.
Let's get started...

You have two choices:
1 - Run the entire program.
2 - Delete an existing Amazon ECR repository named echo-text (created
from a previous execution of
this program that did not complete).

"t trimIndent(),

while (true) {
val input = scanner.nextLine()

if (input.trim { it <= ' ' }.equals("1", ignoreCase = true)) {
println("Continuing with the program...")
println("")
break

} else if (input.trim { it <= ' ' }.equals("2", ignoreCase = true)) {
val repoName = "echo-text"
ecrActions.deleteECRRepository(repoName)
return

} else {

// Handle invalid input.
println("Invalid input. Please try again.")

waitForInputToContinue(scanner)
println(DASHES)
println(

1. Create an ECR repository.
The first task is to ensure we have a local Docker image named echo-
text.

If this image exists, then an Amazon ECR repository is created.

An ECR repository is a private Docker container repository provided
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by Amazon Web Services (AWS). It is a managed service that makes it easy

to store, manage, and deploy Docker container images.

nnn.trimIndent()r

// Ensure that a local docker image named echo-text exists.
val doesExist = ecrActions.listlLocalImages()
val repoName: String
if (!doesExist) {
println("The local image named echo-text does not exist")

return

} else {
localImageName = "echo-text"
repoName = "echo-text"

val repoArn = ecrActions.createECRRepository(repoName).toString()
println("The ARN of the ECR repository is $repoArn")
waitForInputToContinue(scanner)

println(DASHES)
println(

2. Set an ECR repository policy.

Setting an ECR repository policy using the “setRepositoryPolicy’ function

is crucial for maintaining
the security and integrity of your container images. The repository
policy allows you to
define specific rules and restrictions for accessing and managing the
images stored within your ECR

repository.

"t trimIndent(),
)
waitForInputToContinue(scanner)
ecrActions.setRepoPolicy(repoName, iamRole)
waitForInputToContinue(scanner)

println(DASHES)
println(

3. Display ECR repository policy.
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Now we will retrieve the ECR policy to ensure it was successfully set.
"t trimIndent(),

)

waitForInputToContinue(scanner)

val policyText = ecrActions.getRepoPolicy(repoName)

println("Policy Text:")

println(policyText)

waitForInputToContinue(scanner)

println(DASHES)
println(

4. Retrieve an ECR authorization token.

You need an authorization token to securely access and interact with the
Amazon ECR registry.

The ‘getAuthorizationToken™ method of the “EcrAsyncClient’ is responsible
for securely accessing

and interacting with an Amazon ECR repository. This operation is
responsible for obtaining a

valid authorization token, which is required to authenticate your
requests to the ECR service.

Without a valid authorization token, you would not be able to perform any
operations on the
ECR repository, such as pushing, pulling, or managing your Docker images.

" trimIndent(),
)
waitForInputToContinue(scanner)
ecrActions.getAuthToken()
waitForInputToContinue(scanner)

println(DASHES)
println(

5. Get the ECR Repository URI.

The URI of an Amazon ECR repository is important. When you want to
deploy a container image to

a container orchestration platform like Amazon Elastic Kubernetes Service
(EKS)
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or Amazon Elastic Container Service (ECS), you need to specify the full
image URI,

which includes the ECR repository URI. This allows the container runtime
to pull the

correct container image from the ECR repository.

"t trimIndent(),

)

waitForInputToContinue(scanner)

val repositoryURI: String? = ecrActions.getRepositoryURI(repoName)
println("The repository URI is $repositoryURI")
waitForInputToContinue(scanner)

println(DASHES)
println(

6. Set an ECR Lifecycle Policy.

An ECR Lifecycle Policy is used to manage the lifecycle of Docker images

stored in your ECR repositories.
These policies allow you to automatically remove old or unused Docker

images from your repositories,
freeing up storage space and reducing costs.

"t trimIndent(),
)

waitForInputToContinue(scanner)

val pol = ecrActions.setLifeCyclePolicy(repoName)
println(pol)

waitForInputToContinue(scanner)

println(DASHES)
println(

7. Push a docker image to the Amazon ECR Repository.

The “pushImageCmd() ™ method pushes a local Docker image to an Amazon ECR
repository.

It sets up the Docker client by connecting to the local Docker host using
the default port.

It then retrieves the authorization token for the ECR repository by
making a call to the AWS SDK.
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The method uses the authorization token to create an ‘AuthConfig’ object,
which is used to authenticate

the Docker client when pushing the image. Finally, the method tags the
Docker image with the specified

repository name and image tag, and then pushes the image to the ECR
repository using the Docker client.

If the push operation is successful, the method prints a message
indicating that the image was pushed to ECR.

nnn.trimIndent()r

waitForInputToContinue(scanner)
ecrActions.pushDockerImage(repoName, localImageName)
waitForInputToContinue(scanner)

println(DASHES)

println("8. Verify if the image is in the ECR Repository.")
waitForInputToContinue(scanner)
ecrActions.verifyImage(repoName, localImageName)
waitForInputToContinue(scanner)

println(DASHES)
println("9. As an optional step, you can interact with the image in Amazon
ECR by using the CLI.")
println("Would you like to view instructions on how to use the CLI to run the
image? (y/n)")
val ans = scanner.nextLine().trim()
if (ans.equals("y", true)) {
val instructions = """
1. Authenticate with ECR - Before you can pull the image from Amazon ECR,

you need to authenticate with the registry. You can do this using the AWS CLI:

aws ecr get-login-password --region us-east-1 | docker login --
username AWS --password-stdin $accountId.dkr.ecr.us-east-1.amazonaws.com

2. Describe the image using this command:

aws ecr describe-images --repository-name $repoName --image-ids
imageTag=$localImageName

3. Run the Docker container and view the output using this command:
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docker run --rm $accountId.dkr.ecr.us-east-1.amazonaws.com/$repoName:
$localImageName

println(instructions)

}

waitForInputToContinue(scanner)

println(DASHES)
println("1@. Delete the ECR Repository.")
println(
If the repository isn't empty, you must either delete the contents of the
repository
or use the force option (used in this scenario) to delete the repository
and have Amazon ECR delete all of its contents
on your behalf.

""" otrimIndent(),
)
println("Would you like to delete the Amazon ECR Repository? (y/n)")
val delAns = scanner.nextLine().trim { it <= ' ' }

if (delAns.equals("y", ignoreCase = true)) {
println("You selected to delete the AWS ECR resources.")
waitForInputToContinue(scanner)
ecrActions.deleteECRRepository(repoName)

println(DASHES)
println("This concludes the Amazon ECR SDK scenario")
println(DASHES)

private fun waitForInputToContinue(scanner: Scanner) {
while (true) {
println("")
println("Enter 'c' followed by <ENTER> to continue:")
val input = scanner.nextLine()

if (input.trim { it <= ' ' }.equals("c", ignoreCase = true)) {
println("Continuing with the program...")
println("")
break

} else {

// Handle invalid input.
println("Invalid input. Please try again.")
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import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import

aws.
aws.
aws.
aws.
aws.
aws.
aws.
aws.
aws.
aws.
aws.
com.
com.
com.
com.
com.

sdk.
sdk.
sdk.
sdk.
sdk.
sdk.
sdk.
sdk.
sdk.
sdk.
sdk.

kotlin.
kotlin.
kotlin.
kotlin.
kotlin.
kotlin.
kotlin.
kotlin.
kotlin.
kotlin.
kotlin.
github.dockerjava.
github.dockerjava.
github.dockerjava
github.dockerjava.
github.dockerjava.

services.
services.
services.
services.
services.
services.
services.
services.
services.
services.
services.

java.io.IOException
java.util.Baseb64

class ECRActions {
private var dockerClient: DockerClient? = null

ecr.
ecr.
ecr.
ecr.

ecr

ecr.
ecr.
.model.
ecr.

ecr

ecr.

ecr

EcrClient

model.
model.
model.
.model.
model.
model.

model.
model.
.model.

CreateRepositoryRequest
DeleteRepositoryRequest
DescribeImagesRequest
DescribeRepositoriesRequest
EcrException
GetRepositoryPolicyRequest
ImageIdentifier
RepositoryAlreadyExistsException
SetRepositoryPolicyRequest
StartLifecyclePolicyPreviewRequest

api.DockerClient
api.command.DockerCmdExecFactory
.api.model.AuthConfig
core.DockerClientBuilder
netty.NettyDockerCmdExecFactory

private fun getDockerClient(): DockerClient? {

val osName = System.getProperty("os.name")

if (osName.startsWith("Windows")) {

// Make sure Docker Desktop is running.

val dockerHost = "tcp://localhost:2375" // Use the Docker Desktop
default port.
val dockerCmdExecFactory: DockerCmdExecFactory =

NettyDockerCmdExecFactory().withReadTimeout(20000).withConnectTimeout (20000)
dockerClient =
DockerClientBuilder.getInstance(dockerHost).withDockerCmdExecFactory(dockerCmdExecFactoz
} else {
dockerClient = DockerClientBuilder.getInstance().build()
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return dockerClient

/**
* Sets the lifecycle policy for the specified repository.
*
* @param repoName the name of the repository for which to set the lifecycle
policy.
*/
suspend fun setLifeCyclePolicy(repoName: String): String? {
val polText =

{
"rules": [
{
"rulePriority": 1,
"description": "Expire images older than 14 days",
"selection": {
"tagStatus": "any",
"countType": "sinceImagePushed",
"countUnit": "days",
"countNumber": 14
I
"action": {
"type": "expire"
}
}
]
}
""" otrimIndent()

val lifecyclePolicyPreviewRequest =
StartLifecyclePolicyPreviewRequest {
lifecyclePolicyText = polText
repositoryName = repoName

// Execute the request asynchronously.
EcrClient.fromEnvironment { region = "us-east-1" }.use { ecrClient ->
val response =
ecrClient.startLifecyclePolicyPreview(lifecyclePolicyPreviewRequest)
return response.lifecyclePolicyText
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* Retrieves the repository URI for the specified repository name.

* @param repoName the name of the repository to retrieve the URI for.
* @return the repository URI for the specified repository name.
*/
suspend fun getRepositoryURI(repoName: String?): String? {
require(!(repoName == null || repoName.isEmpty())) { "Repository name
cannot be null or empty" }
val request =
DescribeRepositoriesRequest {
repositoryNames = listOf(repoName)

EcrClient.fromEnvironment { region = "us-east-1" }.use { ecrClient ->
val describeRepositoriesResponse =
ecrClient.describeRepositories(request)
if (!describeRepositoriesResponse.repositories?.isEmpty()!!) {

return
describeRepositoriesResponse?.repositories?.get(0)?.repositoryUri
} else {
println("No repositories found for the given name.")
return ""
}
}
}
/**
* Retrieves the authorization token for Amazon Elastic Container Registry
(ECR).
*
*/
suspend fun getAuthToken() {
EcrClient.fromEnvironment { region = "us-east-1" }.use { ecrClient ->

// Retrieve the authorization token for ECR.
val response = ecrClient.getAuthorizationToken()
val authorizationData = response.authorizationData?.get(Q)
val token = authorizationData?.authorizationToken
if (token != null) {
println("The token was successfully retrieved.")
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/**
* Gets the repository policy for the specified repository.
*
* @param repoName the name of the repository.
*/
suspend fun getRepoPolicy(repoName: String?): String? {
require(!(repoName == null || repoName.isEmpty())) { "Repository name
cannot be null or empty" }

// Create the request
val getRepositoryPolicyRequest =
GetRepositoryPolicyRequest {
repositoryName = repoName
}
EcrClient.fromEnvironment { region = "us-east-1" }.use { ecrClient ->
val response =
ecrClient.getRepositoryPolicy(getRepositoryPolicyRequest)
val responseText = response.policyText
return responseText

/**
* Sets the repository policy for the specified ECR repository.
*
* @param repoName the name of the ECR repository.
* @param iamRole the IAM role to be granted access to the repository.
*/
suspend fun setRepoPolicy(
repoName: String?,
iamRole: String?,
) {

val policyDocumentTemplate =

{
"Version" : "2012-10-17",
"Statement" : [ {
"Sid" : "new statement",
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"Effect" : "Allow",
"Principal” : {

"AWS" : "$iamRole"
1,

"Action" : "ecr:BatchGetImage"

31

"t otrimIndent()
val setRepositoryPolicyRequest =
SetRepositoryPolicyRequest {
repositoryName = repoName
policyText = policyDocumentTemplate

EcrClient.fromEnvironment { region = "us-east-1" }.use { ecrClient ->
val response =
ecrClient.setRepositoryPolicy(setRepositoryPolicyRequest)
if (response != null) {
println("Repository policy set successfully.")

/**
* Creates an Amazon Elastic Container Registry (Amazon ECR) repository.
*
* @param repoName the name of the repository to create.
* @return the Amazon Resource Name (ARN) of the created repository, or an
empty string if the operation failed.
* @throws RepositoryAlreadyExistsException if the repository exists.
* @throws EcrException if an error occurs while creating the
repository.
*/
suspend fun createECRRepository(repoName: String?): String? {
val request =
CreateRepositoryRequest {
repositoryName = repoName

return try {
EcrClient.fromEnvironment { region = "us-east-1" }.use { ecrClient ->
val response = ecrClient.createRepository(request)
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response.repository?.repositoryArn
}

} catch (e: RepositoryAlreadyExistsException) {
println("Repository already exists: $repoName")
repoName?.let { getRepoARN(it) }

} catch (e: EcrException) {
println("An error occurred: ${e.messagel}")
null

suspend fun getRepoARN(repoName: String): String? {

// Fetch the existing repository's ARN.

val describeRequest =
DescribeRepositoriesRequest {

repositoryNames = listOf(repoName)

}

EcrClient.fromEnvironment { region = "us-east-1" }.use { ecrClient ->
val describeResponse =

ecrClient.describeRepositories(describeRequest)

return describeResponse.repositories?.get(0)?.repositoryArn

fun listlLocalImages(): Boolean = try {
val images = getDockerClient()?.listImagesCmd()?.exec()
images?.any { image ->
image.repoTags?.any { tag -> tag.startsWith("echo-text") } ?: false
} ?: false
} catch (ex: Exception) {
println("ERROR: ${ex.messagel}")
false

/**
* Pushes a Docker image to an Amazon Elastic Container Registry (ECR)
repository.
*
* @param repoName the name of the ECR repository to push the image to.
* @param imageName the name of the Docker image.
*/
suspend fun pushDockerImage(
repoName: String,
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imageName: String,

) {
println("Pushing $imageName to $repoName will take a few seconds")
val authConfig = getAuthConfig(repoName)

EcrClient.fromEnvironment { region = "us-east-1" }.use { ecrClient ->
val desRequest =
DescribeRepositoriesRequest {
repositoryNames = listOf(repoName)

val describeRepoResponse = ecrClient.describeRepositories(desRequest)
val repoData =
describeRepoResponse.repositories?.firstOrNull
{ it.repositoryName == repoName }
?: throw RuntimeException("Repository not found: $repoName")

val tagImageCmd = getDockerClient()?.tagImageCmd("$imageName",
"${repoData.repositoryUri}", imageName)
if (tagImageCmd != null) {
tagImageCmd.exec()
}
val pushImageCmd =
repoData.repositoryUri?.let {
dockerClient?.pushImageCmd(it)
// ?.withTag("latest")
?.withAuthConfig(authConfig)

try {
if (pushImageCmd != null) {
pushImageCmd.start().awaitCompletion()
}
println("The $imageName was pushed to Amazon ECR")
} catch (e: IOException) {
throw RuntimeException(e)

/**
* Verifies the existence of an image in an Amazon Elastic Container Registry
(Amazon ECR) repository asynchronously.
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*

* @param repositoryName The name of the Amazon ECR repository.
* @param imageTag The tag of the image to verify.
*/
suspend fun verifyImage(
repoName: String?,
imageTagVal: String?,
) {
require(!(repoName == null || repoName.isEmpty())) { "Repository name
cannot be null or empty" }
require(!(imageTagVal == null || imageTagVal.isEmpty())) { "Image tag
cannot be null or empty" }

val imageld =
ImageIdentifier {
imageTag = imageTagVal
}
val request =
DescribeImagesRequest {
repositoryName = repoName
imagelds = 1listOf(imageld)

}

EcrClient.fromEnvironment { region = "us-east-1" }.use { ecrClient ->
val describeImagesResponse = ecrClient.describeImages(request)
if (describeImagesResponse != null && !

describeImagesResponse.imageDetails?.isEmpty()!!) {
println("Image is present in the repository.")
} else {
println("Image is not present in the repository.")

/**
* Deletes an ECR (Elastic Container Registry) repository.
*

* @param repoName the name of the repository to delete.
*/
suspend fun deleteECRRepository(repoName: String) {
if (repoName.isNullOrEmpty()) {
throw IllegalArgumentException("Repository name cannot be null or
empty")
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val repositoryRequest =
DeleteRepositoryRequest {
force = true
repositoryName = repoName

EcrClient.fromEnvironment { region = "us-east-1" }.use { ecrClient ->
ecrClient.deleteRepository(repositoryRequest)
println("You have successfully deleted the $repoName repository")

// Return an AuthConfig.
private suspend fun getAuthConfig(repoName: String): AuthConfig {
EcrClient.fromEnvironment { region = "us-east-1" }.use { ecrClient ->
// Retrieve the authorization token for ECR.
val response = ecrClient.getAuthorizationToken()
val authorizationData = response.authorizationData?.get(0)
val token = authorizationData?.authorizationToken
val decodedToken = String(Baseb4.getDecoder().decode(token))
val password = decodedToken.substring(4)

val request =
DescribeRepositoriesRequest {
repositoryNames = listOf(repoName)

val descrRepoResponse = ecrClient.describeRepositories(request)
val repoData = descrRepoResponse.repositories?.firstOrNull
{ it.repositoryName == repoName }
val registryURL: String =
repoData?.repositoryUri?.split("/")?.get(@) 2: ""

return AuthConfig()
.withUsername("AWS")
.withPassword(password)
.withRegistryAddress(registryURL)
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« BXx API FHEER |, 55 (AWS SDK for Kotlin APl &) BT EH,

» CreateRepository

* DeleteRepository

» Describelmages

» DescribeRepositories

* GetAuthorizationToken

» GetRepositoryPolicy

» SetRepositoryPolicy

+ StartLifecyclePolicyPreview

Python

EHTF Python #9 SDK (Boto3)

® Note
EBEZMXFER GitHub,  AWS KIS ROIFMHEEREXRTERRH , THNARTR
BEMETT,

A TRAMPETREA TR

class ECRGettingStarted:

A scenario that demonstrates how to use Boto3 to perform basic operations
using

Amazon ECR.

def __init_ (
self,
ecr_wrapper: ECRWrapper,
docker_client: docker.DockerClient,

self.ecr_wrapper = ecr_wrapper
self.docker_client = docker_client
self.tag = "echo-text"
self.repository_name = "ecr-basics"
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self.docker_image = None
self.full_tag_name = None
self.repository = None

def run(self, role_arn: str) -> None:

Runs the scenario.

print(
The Amazon Elastic Container Registry (ECR) is a fully-managed Docker container
registry

service provided by AWS. It allows developers and organizations to securely
store, manage, and deploy Docker container images.

ECR provides a simple and scalable way to manage container images throughout
their lifecycle,

from building and testing to production deployment.

The “ECRWrapper' class is a wrapper for the Boto3 'ecr' client. The 'ecr' client
provides a set of methods to

programmatically interact with the Amazon ECR service. This allows developers to
automate the storage, retrieval, and management of container images as part of
their application

deployment pipelines. With ECR, teams can focus on building and deploying their
applications without having to worry about the underlying infrastructure required
to

host and manage a container registry.

This scenario walks you through how to perform key operations for this service.
Let's get started...

)
press_enter_to_continue()
print_dashes()
print(
Frmn
* Create an ECR repository.

An ECR repository is a private Docker container repository provided
by Amazon Web Services (AWS). It is a managed service that makes it easy
to store, manage, and deploy Docker container images.

)

print(f"Creating a repository named {self.repository_namel}")
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self.repository =
self.ecr_wrapper.create_repository(self.repository_name)

print(f"The ARN of the ECR repository is
{self.repository['repositoryArn']}")

repository_uri = self.repository["repositoryUri"]

press_enter_to_continue()

print_dashes()

print(
.FIIIIII
* Build a Docker image.

Create a local Docker image if it does not already exist.
A Python Docker client is used to execute Docker commands.
You must have Docker installed and running.

)

print(f"Building a docker image from 'docker_files/Dockerfile'")

self.full_tag_name = f"{repository_uri}:{self.tag}"

self.docker_image = self.docker_client.images.build(
path="docker_files", tag=self.full_tag_name

)[0]

print(f"Docker image {self.full_tag_name} successfully built.")

press_enter_to_continue()

print_dashes()

if role_arn is None:
print(
* Because an IAM role ARN was not provided, a role policy will not be set for
this repository.

)
else:
print(

* Set an ECR repository policy.

Setting an ECR repository policy using the “setRepositoryPolicy’ function is

crucial for maintaining
the security and integrity of your container images. The repository policy allows

you to
define specific rules and restrictions for accessing and managing the images

stored within your ECR
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repository.

self.grant_role_download_access(role_arn)

print(f"Download access granted to the IAM role ARN {role_arn}")
press_enter_to_continue()

print_dashes()

print(

* Display ECR repository policy.

Now we will retrieve the ECR policy to ensure it was successfully set.

)

policy_text =
self.ecr_wrapper.get_repository_policy(self.repository_name)

print("Policy Text:")

print(f"{policy_text}")

press_enter_to_continue()

print_dashes()

print(

* Retrieve an ECR authorization token.

You need an authorization token to securely access and interact with the Amazon

ECR registry.
The ‘get_authorization_token™ method of the ‘ecr’ client is responsible for

securely accessing

and interacting with an Amazon ECR repository. This operation is responsible for
obtaining a

valid authorization token, which is required to authenticate your requests to the

ECR service.

Without a valid authorization token, you would not be able to perform any
operations on the
ECR repository, such as pushing, pulling, or managing your Docker images.

)

authorization_token = self.ecr_wrapper.get_authorization_token()
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print("Authorization token retrieved.")
press_enter_to_continue()
print_dashes()

print(

* Get the ECR Repository URI.

The URI of an Amazon ECR repository is important. When you want to deploy a
container image to

a container orchestration platform like Amazon Elastic Kubernetes Service (EKS)

or Amazon Elastic Container Service (ECS), you need to specify the full image
URI,

which includes the ECR repository URI. This allows the container runtime to pull
the

correct container image from the ECR repository.

)

repository_descriptions = self.ecr_wrapper.describe_repositories(
[self.repository_name]

)

repository_uri = repository_descriptions[@]["repositoryUri"]

print(f"Repository URI found: {repository_uri}")

press_enter_to_continue()

print_dashes()

print(

* Set an ECR Lifecycle Policy.

An ECR Lifecycle Policy is used to manage the lifecycle of Docker images stored
in your ECR repositories.

These policies allow you to automatically remove old or unused Docker images from
your repositories,

freeing up storage space and reducing costs.

This example policy helps to maintain the size and efficiency of the container
registry

by automatically removing older and potentially unused images, ensuring that the
storage is optimized and the registry remains up-to-date.

)

press_enter_to_continue()
self.put_expiration_policy()
print(f"An expiration policy was added to the repository.")
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print_dashes()

print(

* Push a docker image to the Amazon ECR Repository.

The Docker client uses the authorization token is used to authenticate the when
pushing the image to the
ECR repository.

)

decoded_authorization =
base64.b64decode(authorization_token).decode("utf-8")
username, password = decoded_authorization.split(":")

resp = self.docker_client.api.push(
repository=repository_uri,
auth_config={"username": username, "password": password},
tag=self.tag,
stream=True,
decode=True,

for line in resp:
print(line)

print_dashes()

print("* Verify if the image is in the ECR Repository.")
image_descriptions = self.ecr_wrapper.describe_images(
self.repository_name, [self.tag]
)
if len(image_descriptions) > 0:
print("Image found in ECR Repository.")
else:
print("Image not found in ECR Repository.")
press_enter_to_continue()
print_dashes()

print(
"* As an optional step, you can interact with the image in Amazon ECR
by using the CLI."

)
if g.ask(

T RER AR AP| fRZ 2015-09-21 294



Amazon ECR AriEE

"Would you like to view instructions on how to use the CLI to run the

image? (y/n)",
g.is_yesno,

print(
Frmn
1. Authenticate with ECR - Before you can pull the image from Amazon ECR, you
need to authenticate with the registry. You can do this using the AWS CLI:

aws ecr get-login-password --region us-east-1 | docker login --username AWS
--password-stdin {repository_uri.split("/")[0]}

2. Describe the image using this command:

aws ecr describe-images --repository-name {self.repository_name} --image-ids
imageTag={self.tag}

3. Run the Docker container and view the output using this command:

docker run --rm {self.full_tag_name}

self.cleanup(Tzrue)

def cleanup(self, ask: bool):
Deletes the resources created in this scenario.
:param ask: If True, prompts the user to confirm before deleting the
resources.
if self.repository is not None and (
not ask
or q.ask(
f"Would you like to delete the ECR repository
'{self.repository_name}? (y/n) "
)

print(f"Deleting the ECR repository '{self.repository_name}'.")
self.ecr_wrapper.delete_repository(self.repository_name)

if self.full_tag_name is not None and (
not ask
or q.ask(
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f"Would you like to delete the local Docker image
'{self.full_tag_name}? (y/n) "
)

print(f"Deleting the docker image '{self.full_tag_name}'.")
self.docker_client.images.remove(self.full_tag_name)

def grant_role_download_access(self, role_arn: str):
Grants the specified role access to download images from the ECR
repository.

:param role_arn: The ARN of the role to grant access to.
policy_json = {

"Version": "2008-10-17",

"Statement": [

{
"Sid": "AllowDownload",
"Effect": "Allow",
"Principal": {"AWS": role_arn},
"Action": ["ecr:BatchGetImage"],
}

1,

self.ecr_wrapper.set_repository_policy(
self.repository_name, json.dumps(policy_json)

def put_expiration_policy(self):

Puts an expiration policy on the ECR repository.
policy_json = {
"rules": [
{
"rulePriority": 1,
"description": "Expire images older than 14 days",
"selection": {
"tagStatus": "any",
"countType": "sinceImagePushed",
"countUnit": "days",
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"countNumber": 14,

iy

"action": {"type": "expire"},

self.ecr_wrapper.put_lifecycle_policy(
self.repository_name, json.dumps(policy_json)

if __name__ == "__main__":
parser = argparse.ArgumentParser(
description="Run Amazon ECR getting started scenario."
)
parser.add_argument(
"--iam-role-arn",
type=str,
default=None,
help="an optional IAM role ARN that will be granted access to download
images from a repository.",
required=False,

)
parser.add_argument(

"--no-art",

action="store_true",

help="accessibility setting that suppresses art in the console output.",
)

args = parser.parse_args()
no_art = args.no_art
iam_role_arn = args.iam_role_azrn
demo = None
a_docker_client = None
try:
a_docker_client = docker.from_env()
if not a_docker_client.ping():
raise docker.errors.DockerException("Docker is not running.")
except docker.errors.DockerException as err:
logging.error(
The Python Docker client could not be created.
Do you have Docker installed and running?
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Here is the error message:
[J
%S

mmn
’

err,
)
sys.exit("Error with Docker.")
try:
an_ecr_wrapper = ECRWrapper.from_client()
demo = ECRGettingStarted(an_ecr_wrapper, a_docker_client)
demo.run(iam_role_arn)

except Exception as exception:
logging.exception("Something went wrong with the demo!")
if demo is not None:
demo.cleanup(False)

ECRWrapper £ % Amazon ECR ##1ER K,

class ECRWrapper:
def __init__ (self, ecr_client: client):
self.ecr_client = ecr_client

@classmethod
def from_client(cls) -> "ECRWrapper":

Creates a ECRWrapper instance with a default Amazon ECR client.

:return: An instance of ECRWrapper initialized with the default Amazon
ECR client.

ecr_client = boto3.client("ecr")

return cls(ecr_client)

def create_repository(self, repository_name: str) -> dict[str, any]:

Creates an ECR repository.

:param repository_name: The name of the repository to create.
:return: A dictionary of the created repository.
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try:
response =
self.ecr_client.create_repository(repositoryName=repository_name)
return response["repository"]
except ClientError as err:
if err.response["Error"]["Code"] ==
"RepositoryAlreadyExistsException":
print(f"Repository {repository_name} already exists.")
response = self.ecr_client.describe_repositories(
repositoryNames=[repository_name]
)
return self.describe_repositories([repository_name])[0]
else:
logger.errox(
"Error creating repository %s. Here's why %s",
repository_name,
err.response["Error"]["Message"],
)

raise

def delete_repository(self, repository_name: str):

Deletes an ECR repository.

:param repository_name: The name of the repository to delete.
try:
self.ecr_client.delete_repository(
repositoryName=repository_name, force=True
)
print(f"Deleted repository {repository_name}.")
except ClientError as err:
logger.error(
"Couldn't delete repository %s.. Here's why %s",
repository_name,
err.response["Error"]["Message"],

)

raise

def set_repository_policy(self, repository_name: str, policy_text: str):

Sets the policy for an ECR repository.
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:param repository_name: The name of the repository to set the policy for.
:param policy_text: The policy text to set.
try:
self.ecr_client.set_repository_policy(
repositoryName=repository_name, policyText=policy_text
)
print(f"Set repository policy for repository {repository_name}.")
except ClientError as err:
if err.response["Error"]["Code"] ==
"RepositoryPolicyNotFoundException":
logger.error("Repository does not exist. %s.
raise

, repository_name)

else:
logger.errox(
"Couldn't set repository policy for repository %s. Here's why

repository_name,
err.response["Error"]["Message"],

)

raise

def get_repository_policy(self, repository_name: str) -> str:

Gets the policy for an ECR repository.

:param repository_name: The name of the repository to get the policy for.
:return: The policy text.
try:
response = self.ecr_client.get_repository_policy(
repositoryName=repository_name
)
return response["policyText"]
except ClientError as err:
if err.response["Error"]["Code"] ==
"RepositoryPolicyNotFoundException":
logger.error("Repository does not exist. %s.

, repository_name)
raise

else:
logger.error(
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def

def

"Couldn't get repository policy for repository %s. Here's why

repository_name,
err.response["Error"]["Message"],

)

raise

get_authorization_token(self) -> str:

Gets an authorization token for an ECR repository.

:return: The authorization token.
try:
response = self.ecr_client.get_authorization_token()
return response["authorizationData"][@]["authorizationToken"]
except ClientError as err:
logger.error(
"Couldn't get authorization token. Here's why %s",
err.response["Error"]["Message"],

)

raise

describe_repositories(self, repository_names: list[str]) -> list[dict]:

Describes ECR repositories.

:param repository_names: The names of the repositories to describe.
:return: The list of repository descriptions.
try:
response = self.ecr_client.describe_repositories(
repositoryNames=repository_names
)
return response["repositories"]
except ClientError as err:
logger.error(
"Couldn't describe repositories. Here's why %s",
err.response["Error"]["Message"],

)

raise
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def put_lifecycle_policy(self, repository_name: str, lifecycle_policy_text:

str):

Puts a lifecycle policy for an ECR repository.

:param repository_name: The name of the repository to put the lifecycle
policy for.

:param lifecycle_policy_text: The lifecycle policy text to put.
try:
self.ecr_client.put_lifecycle_policy(
repositoryName=repository_name,
lifecyclePolicyText=1ifecycle_policy_text,
)
print(f"Put lifecycle policy for repository {repository_name}.")
except ClientError as err:
logger.errox(
"Couldn't put lifecycle policy for repository %s. Here's why %s",
repository_name,
err.response["Error"]["Message"],

)

raise

def describe_images(
self, repository_name: str, image_ids: list[str] = None
) -> list[dict]:

Describes ECR images.

:param repository_name: The name of the repository to describe images
for.
:param image_ids: The optional IDs of images to describe.
:return: The list of image descriptions.
try:
params = {
"repositoryName": repository_name,
}
if image_ids is not None:
params["imageIds"] = [{"imageTag": tag} for tag in image_ids]

paginator = self.ecr_client.get_paginator("describe_images")
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image_descriptions = []

for page in paginator.paginate(**params):
image_descriptions.extend(page["imageDetails"])

return image_descriptions

except ClientError as err:

logger.errox(
"Couldn't describe images. Here's why %s",
err.response["Error"]["Message"],

)

raise

« BX API#4ER , E5H (AWS SDK for Python (Boto3) API Reference) FHEJLL TR ER,

» CreateRepository

» DeleteRepository

* Describelmages

» DescribeRepositories

» GetAuthorizationToken

* GetRepositoryPolicy

+ SetRepositoryPolicy

+ StartLifecyclePolicyPreview
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+ DeleteRepository5 AWS SDK 5, CLI Bi&

+ Describelmages5 AWS SDK = CLI B2 &1

+ DescribeRepositories5 AWS SDK = CLI #it & F

* GetAuthorizationToken5 AWS SDK = CLI Bi & &

+ GetRepositoryPolicy 5 AWS SDK = CLI & & £ F

+ Listimages5 AWS SDK = CLI EB2& £

« 5 AWS SDK PushimageCmd & & i F

+ PutLifeCyclePolicy S AWS SDK = CLI Bi& 1

+ SetRepositoryPolicy 5 AWS SDK = CLI & & & F

» StartLifecyclePolicyPreview5 AWS SDK = CLI #@& £

CreateRepository5S AWS SDK = CLI B2 & H
TR RHIERIN{AIER CreateRepository,

BERFIRAEEFNRBRER , XTAELTXHZET, EUTREBREG | BAUUEFHRENLET
X:

o THRERL AR

CLI
AWS CLI
R Rl E
BT create-repository REIFEKFRINVEMRPHEEREZ RN IRFME.

aws ecr create-repository \
--repository-name project-a/sample-repo

7l o

"repository": {
"registryId": "123456789012",
"repositoryName": "project-a/sample-repo",
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"repositoryArn": "arn:aws:ecr:us-west-2:123456789012:repository/project-
a/sample-repo"

}

BEXREZER , 52K (Amazon ECR AFiER) hMEIEEME,
w2 BIEEE T RERE N E NI E
BAR create-repository ROIFEKFWERIAIMERPUEEHREFE T T ENIFMEE,

aws ecr create-repository \
--repositoxry-name project-a/sample-repo \
--image-tag-mutability IMMUTABLE

i

"repository": {
"registryId": "123456789012",
"repositoryName": "project-a/sample-repo",
"repositoryArn": "arn:aws:ecr:us-west-2:123456789012:repository/project-
a/sample-repo",
"imageTagMutability": "IMMUTABLE"

BXEZEER , 20 (Amazon ECR AF#Em) FHBREIREAEM,
=3 IZERERHEEN FiEFE

LU create-repository REMFIEMK - B9 BRIAE MR b 6 B E & H EBRGHEE P T IRER
B FEE.

aws ecr create-repository \
--repository-name project-a/sample-repo \
--image-scanning-configuration scanOnPush=true

M

"repository": {
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"registryId": "123456789012",
"repositoryName": "project-a/sample-repo",
"repositoryArn": "arn:aws:ecr:us-west-2:123456789012:repository/project-
a/sample-repo",
"imageScanningConfiguration": {
"scanOnPush": true

BEXEZELR | E2H (Amazon ECR BAF#Em) HHIBGE,
« BX API HiFES |, S AWS CLI s S5 Z CreateRepository Y,

Java

ERAT Java B9 SDK 2.x

(® Note
EREZHRIEL GitHub,  AWS KB REIEEEFERTERA , THROFZHITIR
EMIZTT.
/**

* Creates an Amazon Elastic Container Registry (Amazon ECR) repository.

*

* @param repoName the name of the repository to create.

* @return the Amazon Resource Name (ARN) of the created repository, or an
empty string if the operation failed.

* @throws IllegalArgumentException If repository name is invalid.

* @throws RuntimeException if an error occurs while creating the
repository.

*/

public String createECRRepository(String repoName) {
if (repoName == null || repoName.isEmpty()) {
throw new IllegalArgumentException("Repository name cannot be null or
empty");
}

CreateRepositoryRequest request = CreateRepositoryRequest.builder()
.repositoryName(repoName)
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.build();

CompletableFuture<CreateRepositoryResponse> response =
getAsyncClient().createRepository(request);
try {
CreateRepositoryResponse result = response.join();
if (result !'= null) {
System.out.println("The " + repoName + " repository was created
successfully.");
return result.repository().repositoryArn();
} else {
throw new RuntimeException("Unexpected response type");
}
} catch (CompletionException e) {
Throwable cause = e.getCause();
if (cause instanceof EcrException ex) {
if
("RepositoryAlreadyExistsException".equals(ex.awsErrorDetails().errorCode())) {
System.out.println("The Amazon ECR repository already exists,
moving on...");
DescribeRepositoriesRequest describeRequest =
DescribeRepositoriesRequest.builder()
.repositoryNames(repoName)
.build();
DescribeRepositoriesResponse describeResponse =
getAsyncClient().describeRepositories(describeRequest).join();
return
describeResponse.repositories().get(@).repositoryArn();
} else {
throw new RuntimeException(ex);
}
} else {
throw new RuntimeException(e);

« BX API SR |, 519 AWS SDK for Java 2.x APl 22 CreateRepository F #J,
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Kotlin

FE AT Kotlin 9 SDK

® Note
REEZHXEE GitHub, 7 AWS KRB ROIF#ERERTERG , THMABITIR
EMIE1T,
/**

* Creates an Amazon Elastic Container Registry (Amazon ECR) repository.

*

* @param repoName the name of the repository to create.

* @return the Amazon Resource Name (ARN) of the created repository, or an
empty string if the operation failed.

* @throws RepositoryAlreadyExistsException if the repository exists.

* @throws EcrException if an error occurs while creating the
repository.

*/

suspend fun createECRRepository(repoName: String?): String? {
val request =
CreateRepositoryRequest {
repositoryName = repoName

return try {

EcrClient.fromEnvironment { region = "us-east-1" }.use { ecrClient ->
val response = ecrClient.createRepository(request)
response.repository?.repositoryArn

}

} catch (e: RepositoryAlreadyExistsException) {
println("Repository already exists: $repoName")
repoName?.let { getRepoARN(it) }

} catch (e: EcrException) {
println("An error occurred: ${e.messagel}")
null
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- BX API Hi#EE , iS5 ¥i&EH CreateRepositoryF K otlin BIAWS SDK APl $&,

Python

& A F Python B9 SDK (Boto3)

® Note
EBEZMXFER GitHubo  AWS KIS ROIFMHEEREXRFERRH , THMARTR
BHIZETT.

class ECRWrapper:
def __init___(self, ecr_client: client):
self.ecr_client = ecr_client

@classmethod
def from_client(cls) -> "ECRWrapper":

Creates a ECRWrapper instance with a default Amazon ECR client.

:return: An instance of ECRWrapper initialized with the default Amazon
ECR client.

ecr_client = boto3.client("ecr")
return cls(ecr_client)

def create_repository(self, repository_name: str) -> dict[str, any]:

Creates an ECR repository.

:param repository_name: The name of the repository to create.
:return: A dictionary of the created repository.
try:
response =
self.ecr_client.create_repository(repositoryName=repository_name)
return response["repository"]
except ClientError as err:
if err.response["Error"]["Code"] ==
"RepositoryAlreadyExistsException":
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print(f"Repository {repository_name} already exists.")

response = self.ecr_client.describe_repositories(
repositoryNames=[repository_name]

)

return self.describe_repositories([repository_name])[0]

else:

logger.error(
"Error creating repository %s. Here's why %s",
repository_name,
err.response["Error"]["Message"],

)

raise

« BXx API BN 4E R , S 95&E A CreateRepositoryF Python BJAWS SDK (Boto3) APl &
Z,

BX SAWS DK F R BIERMMRBRIINTEI R |, HESRE Amazon ECR S8 #4HF AT EG—iE
B AWS, REFEDIFEEXATNEEUREXENH SDK AN #FMAER,

DeleteRepository5S AWS SDK = CLI B2&EH
TR RBRHGVERIM{AIEEA DeleteRepository,

BERFIRAEEFNRBRER , XTAELTXHZET, EUTREBREG | BUUEFLHRENLET
X

o THEERAIR

CLI
AWS CLI
1B BR 17 6 R

LAR delete-repository Rflan &R HIMRIK~ BRINVEMERPIEENFHEE. WRFHE
DEWE , MFEE --force #r&o

aws ecr delete-repository \
--repository-name ubuntu \
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--force

w
{
"repository": {
"registryId": "123456789012",
"repositoryName": "ubuntu",
"repositoryArn": "arn:aws:ecr:us-west-2:123456789012:repository/ubuntu"
}
}

EXEZER , 2% (Amazon ECR AF#8m) HHIMIBREM®E.
- BXx API HiFMER , iIHSFIAWS CLI s 53 #&DeleteRepository i,

Java

EA T Java B9 SDK 2.x

(® Note
EHEZHKREER GitHub, £ AWS KB REIEEEFERTERE , THROFZHTIR
BMIZ{T.
/**

* Deletes an ECR (Elastic Container Registry) repository.
*
* @param repoName the name of the repository to delete.
* @throws IllegalArgumentException if the repository name is null or empty.
* @throws EcrException if there is an error deleting the repository.
* @throws RuntimeException if an unexpected error occurs during the deletion
process.
*/
public void deleteECRRepository(String repoName) {
if (repoName == null || repoName.isEmpty()) {
throw new IllegalArgumentException('"Repository name cannot be null or
empty");
}
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DeleteRepositoryRequest repositoryRequest =
DeleteRepositoryRequest.builder()
.force(true)
.repositoryName(repoName)
.build();

CompletableFuture<DeleteRepositoryResponse> response =
getAsyncClient().deleteRepository(repositoryRequest);
response.whenComplete((deleteRepositoryResponse, ex) -> {
if (deleteRepositoryResponse != null) {
System.out.println("You have successfully deleted the " +
repoName + " repository");
} else {
Throwable cause = ex.getCause();
if (cause instanceof EcrException) {
throw (EcrException) cause;
} else {
throw new RuntimeException("Unexpected error: " +
cause.getMessage(), cause);

}
1)

// Wait for the CompletableFuture to complete
response.join();

« BX API HiEELR | 59 AWS SDK for Java 2.x APl $#DeleteRepository F#,

Kotlin

FEAT Kotlin 8 SDK

® Note
EBEZMXFER GitHub,  AWS KIS RHIFMHEREXRTERRH , THNARTR
BMIZE1T.
/**
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* Deletes an ECR (Elastic Container Registry) repository.
*
* @param repoName the name of the repository to delete.
*/
suspend fun deleteECRRepository(repoName: String) {
if (repoName.isNullOrEmpty()) {
throw IllegalArgumentException("Repository name cannot be null or
empty")
}

val repositoryRequest =
DeleteRepositoryRequest {
force = true
repositoryName = repoName

EcrClient.fromEnvironment { region = "us-east-1" }.use { ecrClient ->
ecrClient.deleteRepository(repositoryRequest)
println("You have successfully deleted the $repoName repository")

« BX API iF4EL |, 12 95&EADeleteRepositoryF K otlin BHAWS SDK APl £,

Python

EHTF Python # SDK (Boto3)

(® Note
EHEZHKRIEL GitHub, £ AWS KB ROIEEEFERTERA , THROFZHTIR
BEMIZTT.

class ECRWrapper:
def __init_ (self, ecr_client: client):
self.ecr_client = ecr_client

@classmethod
def from_client(cls) -> "ECRWrapper":
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Creates a ECRWrapper instance with a default Amazon ECR client.

:return: An instance of ECRWrapper initialized with the default Amazon
ECR client.

ecr_client = boto3.client("ecr")

return cls(ecr_client)

def delete_repository(self, repository_name: str):

Deletes an ECR repository.

:param repository_name: The name of the repository to delete.
try:
self.ecr_client.delete_repository(
repositoryName=repository_name, force=True
)
print(f"Deleted repository {repository_name}.")
except ClientError as err:
logger.error(
"Couldn't delete repository %s.. Here's why %s",
repository_name,
err.response["Error"]["Message"],

)

raise

« BX API Hi¥E LR |, 25 195&E A DeleteRepositoryF Python BIAWS SDK (Boto3) APl &
£,

AR S AWS DK FFx EEmEMARB ROIBTESIXR , FSHN Amazon ECR ER#AF AT ES—#E
£ AWS, AEBEIFEAXRANNEERAREXEBH SDK RAHNFHES.

DescribeImages5 AWS SDK = CLI &
LT RBRAVERIAMER DescribeImages,

BERIRAKEEFNREBRER , XA L TXHFIET. EUTRERFG  BUUEFLKRENLET
X :
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o THEERAIR

CLI

AWS CLI
B R FE P Y ER R

LA describe-images RHIEREBGIRZE v1.13.6 M cluster-autoscaler FEEHE
MNRGH X FEAE S

aws ecr describe-images \
--repository-name cluster-autoscaler \
--image-ids imageTag=v1.13.6

M
{
"imageDetails": [
{
"registryId": "012345678910",
"repositoryName": "cluster-autoscaler",
"imageDigest":

"sha256:4al1c6567c38904384ebcb64e35b7eeddd8451110c299e3368d2210066487d97e5",
"imageTags": [
"v1.13.6"
1,
"imageSizelInBytes": 48318255,
"imagePushedAt": 1565128275.0

- BXx APl HiFMER , iIHSAWS CLI ts 52 #&Describelmages P,
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Java

FEATF Java By SDK 2.x

® Note
REEZHXEE GitHub, 7 AWS KRB ROIF#ERERTERG , THMABITIR
EMIE1T,
/**

* Verifies the existence of an image in an Amazon Elastic Container Registry

(Amazon ECR) repository asynchronously.
*

* @param repositoryName The name of the Amazon ECR repository.

* @param imageTag The tag of the image to verify.

* @throws EcrException if there is an error retrieving the image
information from Amazon ECR.

* @throws CompletionException if the asynchronous operation completes
exceptionally.

*/

public void verifyImage(String repositoryName, String imageTag) {
DescribeImagesRequest request = DescribeImagesRequest.builder()
.repositoryName(repositoryName)
.imagelds(Imageldentifier.builder().imageTag(imageTag).build())
.build();

CompletableFuture<DescribeImagesResponse> response =
getAsyncClient().describeImages(request);
response.whenComplete((describeImagesResponse, ex) -> {
if (ex !'= null) {
if (ex instanceof CompletionException) {
Throwable cause = ex.getCause();
if (cause instanceof EcrException) {
throw (EcrException) cause;
} else {
throw new RuntimeException("Unexpected error: " +
cause.getMessage(), cause);
}
} else {
throw new RuntimeException("Unexpected error: " +
ex.getCause());
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}
} else if (describeImagesResponse != null && !
describeImagesResponse.imageDetails().isEmpty()) {

System.out.println("Image is present in the repository.");
} else {

System.out.println("Image is not present in the repository.");

1)

// Wait for the CompletableFuture to complete.
response.join();

- BX API HiFMEER , B3 AWS SDK for Java 2.x APl $Z DescribelmagesH Y,

Kotlin

FEAT Kotlin B SDK

® Note
EBEZHXER GitHub,  AWS KIS RHIFMHEEPEXRTERRH , THNARTR
BHIZETT.
/**

* Verifies the existence of an image in an Amazon Elastic Container Registry
(Amazon ECR) repository asynchronously.
*
* @param repositoryName The name of the Amazon ECR repository.
* @param imageTag The tag of the image to verify.
*/
suspend fun verifyImage(
repoName: String?,
imageTagVal: String?,
) {
require(!(repoName == null || repoName.isEmpty())) { "Repository name
cannot be null or empty" }
require(!(imageTagVal == null || imageTagVal.isEmpty())) { "Image tag
cannot be null or empty" }
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val imageld =
Imageldentifier {
imageTag = imageTagVal
}
val request =
DescribeImagesRequest {
repositoryName = repoName
imagelds = 1listOf(imageld)

}

EcrClient.fromEnvironment { region = "us-east-1" }.use { ecrClient ->
val describeImagesResponse = ecrClient.describeImages(request)
if (describelImagesResponse != null && !

describeImagesResponse.imageDetails?.isEmpty()!!) {
println("Image is present in the repository.")
} else {
println("Image is not present in the repository.")

« X API HiFEMEER |, S HEMDescribelmagesT K otlin BWAWS SDK APl &%,

Python

EHTF Python # SDK (Boto3)

(® Note
EHEZHKRIEL GitHub, £ AWS KB ROIEEEFERTERA , THROFZHTIR
BEMIZTT.

class ECRWrapper:
def __init_ (self, ecr_client: client):
self.ecr_client = ecr_client

@classmethod
def from_client(cls) -> "ECRWrapper":
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Creates a ECRWrapper instance with a default Amazon ECR client.

:return: An instance of ECRWrapper initialized with the default Amazon
ECR client.

ecr_client = boto3.client("ecr")

return cls(ecr_client)

def describe_images(
self, repository_name: str, image_ids: list[str] = None
) -> list[dict]:

Describes ECR images.

:param repository_name: The name of the repository to describe images
for.
:param image_ids: The optional IDs of images to describe.
:return: The list of image descriptions.
try:
params = {
"repositoryName": repository_name,
}
if image_ids is not None:
params["imageIds"] = [{"imageTag": tag} for tag in image_ids]

paginator = self.ecr_client.get_paginator("describe_images")

image_descriptions = []

for page in paginator.paginate(**params):
image_descriptions.extend(page["imageDetails"])

return image_descriptions

except ClientError as err:

logger.error(
"Couldn't describe images. Here's why %s",
err.response["Error"]["Message"],

)

raise

- BXx APl BiFMER , iHS05&EMDescribelmagesF Python BIAWS SDK (Boto3) APl &
£,
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AR S AWS DK FF R EREmEMARB ROIBTESIXR , S HS Amazon ECR ER#AF AT ES -
EH AWS, AEBEIFEARANNEEAREXR LB SDK AN FHES.

DescribeRepositories5 AWS SDK = CLI Bt &
TR RIBROVERM{ASE R DescribeRepositories,

BERFIRAEEFNRBRER , XTAELTXHET, EUTRBREG | BUUEFHRENLET
X :

o T REELAR AR

CLI
AWS CLI
R EM R R F 6
e TR BIRFER I P BRUAEA R PRV R

5p
Gl

aws ecr describe-repositories

i
{
"repositories": [
{
"registryId": "012345678910",
"repositoryName": "ubuntu",
"repositoryArn": "arn:aws:ecr:us-west-2:012345678910:repository/
ubuntu"
},
{
"registryId": "012345678910",
"repositoryName": "test",
"repositoryArn": "arn:aws:ecr:us-west-2:012345678910:repository/test"
}
]
}
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« BX APl HFAER |, iBHSIIAWS CLI i3S 3£ DescribeRepositories 1 #,

Java

FEATF Java By SDK 2.x

® Note
REEZHXEE GitHub, 7 AWS KRB ROIFEERERTERG , THMABITIR
EMIZE1T,
/**

* Retrieves the repository URI for the specified repository name.
*
* @param repoName the name of the repository to retrieve the URI for.
* @return the repository URI for the specified repository name.
* @throws EcrException if there is an error retrieving the repository
information.
* @throws CompletionException if the asynchronous operation completes
exceptionally.
*/
public void getRepositoryURI(String repoName) {
DescribeRepositoriesRequest request =
DescribeRepositoriesRequest.builder()
.repositoryNames(repoName)
.build();

CompletableFuture<DescribeRepositoriesResponse> response =
getAsyncClient().describeRepositories(request);
response.whenComplete((describeRepositoriesResponse, ex) -> {
if (ex !'= null) {
Throwable cause = ex.getCause();
if (cause instanceof InterruptedException) {
Thread.currentThread().interrupt();
String errorMessage = "Thread interrupted while waiting for
asynchronous operation: " + cause.getMessage();
throw new RuntimeException(errorMessage, cause);
} else if (cause instanceof EcrException) {
throw (EcrException) cause;
} else {
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String errorMessage = "Unexpected error: " +
cause.getMessage();
throw new RuntimeException(errorMessage, cause);
}
} else {
if (describeRepositoriesResponse != null) {
if (!describeRepositoriesResponse.repositories().isEmpty()) {
String repositoryUri =
describeRepositoriesResponse.repositories().get(0).repositoryUri();
System.out.println("Repository URI found: " +
repositoryUri);

} else {
System.out.println("No repositories found for the given
name.");
}
} else {

System.err.println("No response received from
describeRepositories.");

}

1)

response.join();

« BX API HiFMEER , B3 AWS SDK for Java 2.x APl $#DescribeRepositories F Y o

Kotlin

ERAT Kotlin B SDK

(® Note
EHEZHRIEL GitHub,  AWS KB ROIFEEFERTERA , THRNFZHTR
BEMIZTT.
/**

* Retrieves the repository URI for the specified repository name.
*

* @param repoName the name of the repository to retrieve the URI for.
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* @return the repository URI for the specified repository name.
*/
suspend fun getRepositoryURI(repoName: String?): String? {
require(!(repoName == null || repoName.isEmpty())) { "Repository name
cannot be null or empty" }
val request =
DescribeRepositoriesRequest {
repositoryNames = listOf(repoName)

EcrClient.fromEnvironment { region = "us-east-1" }.use { ecrClient ->
val describeRepositoriesResponse =
ecrClient.describeRepositories(request)
if (!describeRepositoriesResponse.repositories?.isEmpty()!!) {
return
describeRepositoriesResponse?.repositories?.get(0)?.repositoryUri
} else {
println("No repositories found for the given name.")

return

« BX APl HFER |, iHSU5EADescribeRepositories F K otlin BJAWS SDK APl &%,

Python

& AT Python #9 SDK (Boto3)

® Note
EBEZMXER GitHub,  AWS KIBRHIFMHEEREXRTERRH , THOARTR
BMIZE1T.

class ECRWrapper:
def __init__(self, ecr_client: client):
self.ecr_client = ecr_client

@classmethod
def from_client(cls) -> "ECRWrapper":

B’¥%E API fR7 2015-09-21 323


https://sdk.amazonaws.com/kotlin/api/latest/index.html
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/python/example_code/ecr#code-examples

Amazon ECR AriEE

Creates a ECRWrapper instance with a default Amazon ECR client.

:return: An instance of ECRWrapper initialized with the default Amazon
ECR client.

ecr_client = boto3.client("ecr")

return cls(ecr_client)

def describe_repositories(self, repository_names: list[str]) -> list[dict]:

Describes ECR repositories.

:param repository_names: The names of the repositories to describe.
:return: The list of repository descriptions.
try:
response = self.ecr_client.describe_repositories(
repositoryNames=repository_names
)
return response["repositories"]
except ClientError as err:
logger.errox(
"Couldn't describe repositories. Here's why %s",
err.response["Error"]["Message"],
)

raise

- BX API iF4E LR , 3 95&E A DescribeRepositories T Python BJAWS SDK (Boto3) API
B,
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Rust

FEAT Rust B SDK

@ Note
EHEEZMKREL GitHub, £ AWS KB ROIFMEEFEKRTERA , THNARHITIR
BEMIZ{T.

async fn show_repos(client: &aws_sdk_ecr::Client) -> Result<(),
aws_sdk_ecr: :Error> {
let rsp = client.describe_repositories().send().await?;

let repos = rsp.repositories();

println!("Found {} repositories:", repos.len());

for repo in repos {
println!(" ARN: {3}", repo.repository_arn().unwrap());
println!(" Name: {}", repo.repository_name().unwrap());

}

0k(())

« BX API HNi¥MEER , B3 EMDescribeRepositories T Rust BIAWS SDK API %,

BX S AWS DK F R EHEENRB ROMNTEIIEK , SRR Amazon ECR SRHFATEE—iE
/A AWS, AEXBEBEEXRAINNERURBEXEHH SDK AN FHES.

GetAuthorizationToken5 AWS SDK =% CLI B2 & fEH
AT R REERNMAIFER GetAuthorizationToken,

BERIRKEEFNAREBRER , MAE L TXHFIET. EUTRERFG  BUUEFLKRENLET
X :

- THEERAIR
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CLI
AWS CLI
EREBEIAEM RTINS
LA get-authorization-token RIS AIREBRIAEM R AR T,
aws ecr get-authorization-token
i
{
"authorizationData": [
{
"authorizationToken": "QVdTOkN...",
"expiresAt": 1448875853.241,
"proxyEndpoint": "https://123456789012.dkr.ecr.us-
west-2.amazonaws.com"
}
]
}
« X API NFAEER |, FSHEAWS CLI 555 Z GetAuthorizationTokenF #Y,
Java

FEATF Java By SDK 2.x

@ Note

EREZHKEER GitHub, £ AWS KB REIFREFERTERG , THMMAHEITIR
BF/Z1T.

/**
* Retrieves the authorization token for Amazon Elastic Container Registry
(ECR).
* This method makes an asynchronous call to the ECR client to retrieve the
authorization token.
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* If the operation is successful, the method prints the token to the
console.
* If an exception occurs, the method handles the exception and prints the

€Irror message.
*

* @throws EcrException if there is an error retrieving the authorization
token from ECR.
* @throws RuntimeException if there is an unexpected error during the
operation.
*/
public void getAuthToken() {
CompletableFuture<GetAuthorizationTokenResponse> response =
getAsyncClient().getAuthorizationToken();
response.whenComplete((authorizationTokenResponse, ex) -> {
if (authorizationTokenResponse != null) {
AuthorizationData authorizationData =
authorizationTokenResponse.authorizationData().get(0);
String token = authorizationData.authorizationToken();
if (!token.isEmpty()) {
System.out.println("The token was successfully retrieved.");
}
} else {
if (ex.getCause() instanceof EcrException) {
throw (EcrException) ex.getCause();
} else {
String errorMessage = "Unexpected error occurred: " +
ex.getMessage();
throw new RuntimeException(errorMessage, ex); // Rethrow the
exception

1)

response.join();

. BX API WiFHEER , B3 AWS SDK for Java 2.x APl & GetAuthorizationToken® 8,
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Kotlin

FE AT Kotlin 9 SDK

® Note
REEZHXEE GitHub, 7 AWS KRB ROIF#ERERTERG , THMABITIR

—

BEMIZ1T.

/**
* Retrieves the authorization token for Amazon Elastic Container Registry
(ECR).
*
*/
suspend fun getAuthToken() {
EcrClient.fromEnvironment { region = "us-east-1" }.use { ecrClient ->
// Retrieve the authorization token for ECR.
val response = ecrClient.getAuthorizationToken()
val authorizationData = response.authorizationData?.get(Q)
val token = authorizationData?.authorizationToken
if (token != null) {
println("The token was successfully retrieved.")

« BXx APl WiFHEER |, F35HEAGetAuthorizationTokenF K otlin BIAWS SDK API $#,

Python

EATF Python #9 SDK (Boto3)

(® Note
EHEZHRIEL GitHub,  AWS KB REIEEEFERTERA , THRNFZHTIR
EMIZTT.
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class ECRWrapper:
def __init__(self, ecr_client: client):
self.ecr_client = ecr_client

@classmethod
def from_client(cls) -> "ECRWrapper":

Creates a ECRWrapper instance with a default Amazon ECR client.

:return: An instance of ECRWrapper initialized with the default Amazon
ECR client.

ecr_client = boto3.client("ecr")

return cls(ecr_client)

def get_authorization_token(self) -> str:

Gets an authorization token for an ECR repository.

:return: The authorization token.
try:
response = self.ecr_client.get_authorization_token()
return response["authorizationData"][@]["authorizationToken"]
except ClientError as err:
logger.errox(
"Couldn't get authorization token. Here's why %s",
err.response["Error"]["Message"],

)

raise

- B APl WiFME R , iBS &M GetAuthorizationTokenF Python BJAWS SDK (Boto3)
APl &,

AKX S AWS DK FF R EREmEMARB RAINTRIIEK , FSHS Amazon ECR ER#AFATES -
/A AWS, AEBEBEEXAINEEURBEXEFH SDK AN FHES.
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GetRepositoryPolicy5 AWS SDK = CLI &4 £

LTFRBROERMAFER GetRepositoryPolicy.,

BERFIRAEEFNREER , XA L TXHFIET. EUTRERGG | BUUEFLRENLET
X

o THEERAIR

CLI

AWS CLI
BERRATFREENTFEERRE

LAF get-repository-policy RHIER cluster-autoscaler 74 FEH 176 ERBEAI4E
RFMES,

aws ecr get-repository-policy \
--repository-name cluster-autoscaler

i

"registryId": "012345678910",
"repositoryName": "cluster-autoscaler",
"policyText": "{\n \"Version\" : \"2008-10-17\",\n \"Statement\" :
[ {\n \"Sid\" : \"allow public pull\",\n \"Effect\" : \"Allow\",\n
\"Principal\" : \"*\",\n \"Action\" : [ \"ecr:BatchCheckLayerAvailability\",
\"ecr:BatchGetImage\", \"ecr:GetDownloadUrlForLayer\" J\n } J\n}"
}

« BX API HIFER |, BHSFAWS CLI 6353 # GetRepositoryPolicy F #
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Java

FEATF Java By SDK 2.x

® Note
REEZHXEE GitHub, 7 AWS KRB ROIF#ERERTERG , THMABITIR
EMIE1T,
/**

* Gets the repository policy for the specified repository.

* @param repoName the name of the repository.
* @throws EcrException if an AWS error occurs while getting the repository
policy.
*/
public String getRepoPolicy(String repoName) {
if (repoName == null || repoName.isEmpty()) {
throw new IllegalArgumentException("Repository name cannot be null or
empty");
}

GetRepositoryPolicyRequest getRepositoryPolicyRequest =
GetRepositoryPolicyRequest.builder()
.repositoryName(repoName)
.build();

CompletableFuture<GetRepositoryPolicyResponse> response =
getAsyncClient().getRepositoryPolicy(getRepositoryPolicyRequest);
response.whenComplete((resp, ex) -> {
if (resp != null) {
System.out.println("Repository policy retrieved successfully.");
} else {
if (ex.getCause() instanceof EcrException) {
throw (EcrException) ex.getCause();
} else {
String errorMessage = "Unexpected error occurred: " +
ex.getMessage();
throw new RuntimeException(errorMessage, ex);
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1)

GetRepositoryPolicyResponse result = response.join();
return result != null ? result.policyText() : null;

- BX APIHiFMEER , 5 AWS SDK for Java 2.x APl 2 GetRepositoryPolicy P #

Kotlin

& AT Kotlin B SDK

(@ Note

EREZHKEER GitHub, £ AWS KB REIFREFERTERG , THMMAHEITR
BEFMZ1T.

/**
* Gets the repository policy for the specified repository.

*

* @param repoName the name of the repository.
*/
suspend fun getRepoPolicy(repoName: String?): String? {

require(!(repoName == null || repoName.isEmpty())) { "Repository name
cannot be null or empty" }

// Create the request
val getRepositoryPolicyRequest =
GetRepositoryPolicyRequest {
repositoryName = repoName
}
EcrClient.fromEnvironment { region = "us-east-1" }.use { ecrClient ->
val response =
ecrClient.getRepositoryPolicy(getRepositoryPolicyRequest)
val responseText = response.policyText
return responseText
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- BXx API liFME R , S U5&E A GetRepositoryPolicy T K otlin BJAWS SDK APl 2%,

Python

&R TF Python #9 SDK (Boto3)

® Note
EBEZMXFER GitHub, # AWS KIBROIFMHEEREXRTERRH , THNARTR
BMIZETT.

class ECRWrapper:
def __init__(self, ecr_client: client):
self.ecr_client = ecr_client

@classmethod
def from_client(cls) -> "ECRWrapper":

Creates a ECRWrapper instance with a default Amazon ECR client.

:return: An instance of ECRWrapper initialized with the default Amazon
ECR client.

ecr_client = boto3.client("ecr")
return cls(ecr_client)

def get_repository_policy(self, repository_name: str) -> str:

Gets the policy for an ECR repository.

:param repository_name: The name of the repository to get the policy for.
:return: The policy text.
try:
response = self.ecr_client.get_repository_policy(
repositoryName=repository_name
)

return response["policyText"]
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except ClientError as err:
if err.response["Error"]["Code"] ==
"RepositoryPolicyNotFoundException":

logger.error("Repository does not exist. %s.", repository_name)
raise

else:
logger.error(

"Couldn't get repository policy for repository %s. Here's why

repository_name,
err.response["Error"]["Message"],

)

raise

- BX API iF4ELR , 15 13& A GetRepositoryPolicy F Python #IAWS SDK (Boto3) API
2&,

AKX SAWS DK FF R EREmEMARB RANTEIIEK , FSHS Amazon ECR ER#AFATES -
/A AWS, AEBEBEEXRAINEEURBEXEFH SDK AN FHES,

ListImages5 AWS SDK = CLI B4 M
DTFRERGVERIAEA ListImages,
CLI

AWS CLI

3 H T i R R

BAF list-images RHIfFE R cluster-autoscaler ZiERBRGYIE,

aws ecr list-images \
--repository-name cluster-autoscaler

7l o

"imagelIds": [
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"imageDigest":
"sha256:99c6fb4377e9a420aleb3b410a951c9f464eff3b7dbc76c65e434e39b94b6570",
"imageTag": "v1.13.8"
},
{
"imageDigest":
"sha256:99c6fb4377e9a420aleb3b410a951c9f464eff3b7dbc76c65e434e39b94b6570",
"imageTag": "v1.13.7"
I
{
"imageDigest":
"sha256:4al1c6567c38904384ebcb64e35b7eeddd8451110c299e3368d2210066487d97e5",
"imageTag": "v1.13.6"

- BXAPIHEHAEE , HSHAWS CLI s 5 ZEListimagesH .

Rust

FEAT Rust B9 SDK

® Note
EBEZHXER GitHub,  AWS KIS RHIFMHEERERTERRH , THNARTR
BHIZETT.

async fn show_images(
client: &aws_sdk_ecr::Client,
repository: &str,
) -> Result<(), aws_sdk_ecr::Error> {
let rsp = client
.list_images()
.repository_name(repository)
.send()
.await?;

let images = rsp.image_ids();
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println!("found {} images", images.len());

for image in images {
println!(
"image: {}:{1}",
image.image_tag().unwrap(),
image.image_digest().unwrap()
);
}

ok(())

- BX API HEHAELS , HSEERListimagesF Rust BIAWS SDK API $&,

AKX S AWS DK FF R EHEEMNRB RN TREIIEK , SRR Amazon ECR ERHFATEG—iE
/A AWS, AXBEBEEXRANNERURBEXEHR SDK AN FHES.

5 AWS SDK PushImageCmd B &
DTFRBROVERMASER PushImageCmd,
Java

SERAT Java B9 SDK 2.x

(@ Note
EHEZHKREER GitHub, £ AWS KB REIFEEFERTERA , THROFZHTIR

~—

EMIZz1T.

/**
* Pushes a Docker image to an Amazon Elastic Container Registry (ECR)
repository.
*
* @param repoName the name of the ECR repository to push the image to.
* @param imageName the name of the Docker image.
*/

public void pushDockerImage(String repoName, String imageName) {
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RAriEmE

System.out.println("Pushing " + imageName + " to Amazon ECR will take a

few seconds.");
CompletableFuture<AuthConfig> authResponseFuture =
getAsyncClient().getAuthorizationToken()
.thenApply(response -> {
String token =
response.authorizationData().get(Q@).authorizationToken();
String decodedToken = new
String(Base64.getDecoder().decode(token));
String password = decodedToken.substring(4);

DescribeRepositoriesResponse descrRepoResponse

getAsyncClient().describeRepositories(b -> b.repositoryNames(repoName)).join();

Repository repoData =
descrRepoResponse.repositories().stream().filter(r ->

r.repositoryName().equals(repoName)).findFirst().orElse(null);

assert repoData != null;

String registryURL = repoData.repositoryUri().split("/")[0@];

AuthConfig authConfig = new AuthConfig()
.withUsername("AWS")
.withPassword(password)
.withRegistryAddress(registryURL);

return authConfig;

b
.thenCompose(authConfig -> {

DescribeRepositoriesResponse descrRepoResponse

getAsyncClient().describeRepositories(b -> b.repositoryNames(repoName)).join();

Repository repoData =
descrRepoResponse.repositories().stream().filter(r ->

r.repositoryName().equals(repoName)).findFirst().orElse(null);
getDockerClient().tagImageCmd(imageName + ":latest",

repoData.repositoryUri() + ":latest", imageName).exec();
try {

getDockerClient().pushImageCmd(repoData.repositoryUri()).withTag("echo-

text").withAuthConfig(authConfig).start().awaitCompletion();

System.out.println("The " + imageName + " was pushed to

ECR");

} catch (InterruptedException e) {
throw (RuntimeException) e.getCause();

}

return CompletableFuture.completedFuture(authConfig);
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1)

authResponseFuture.join();

- BXx API HiFME R , 539 AWS SDK for Java 2.x APl 22ZPushimageCmd#H #Y,

Kotlin

& AT Kotlin B SDK

(® Note

EBEZMEREE GitHub, £ AWS REBRHIF i EFEFRERTER , T7HMMHITIR
BEMZ1T.

/**
* Pushes a Docker image to an Amazon Elastic Container Registry (ECR)
repository.
*
* @param repoName the name of the ECR repository to push the image to.
* @param imageName the name of the Docker image.
*/
suspend fun pushDockerImage(
repoName: String,
imageName: String,
) {
println("Pushing $imageName to $repoName will take a few seconds")
val authConfig = getAuthConfig(repoName)

EcrClient.fromEnvironment { region = "us-east-1" }.use { ecrClient ->
val desRequest =
DescribeRepositoriesRequest {
repositoryNames = 1istOf(repoName)

val describeRepoResponse = ecrClient.describeRepositories(desRequest)
val repoData =

B’¥%E API fR7s 2015-09-21 338


https://docs.aws.amazon.com/goto/SdkForJavaV2/ecr-2015-09-21/PushImageCmd
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/kotlin/services/ecr#code-examples

Amazon ECR AriEE

describeRepoResponse.repositories?.firstOrNull
{ it.repositoryName == repoName }
?: throw RuntimeException("Repository not found: $repoName")

val tagImageCmd = getDockerClient()?.tagImageCmd("$imageName",
"${repoData.repositoryUril}", imageName)
if (tagImageCmd != null) {
tagImageCmd.exec()
}
val pushImageCmd =
repoData.repositoryUri?.let {
dockerClient?.pushImageCmd(it)
// ?.withTag("latest")
?.withAuthConfig(authConfig)
}

try {
if (pushImageCmd != null) {
pushImageCmd.start().awaitCompletion()
}

println("The $imageName was pushed to Amazon ECR")
} catch (e: IOException) {
throw RuntimeException(e)

}

- BXx APl HiFMER , S FEMAPushimageCmd¥F K otlin BWAWS SDK API %,

BX S AWS DK F R EHEENRB RO TEIIEK , SRR Amazon ECR SRHFATEE—iE
/A AWS, AXBEBEEXRAINNERURBEXEFHH SDK AN FHES.

PutLifeCyclePolicy5 AWS SDK = CLI B4 M

LTFRERGERMAEER PutLifeCyclePolicy,
CLI

AWS CLI

4 on B R SR B
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BAF put-lifecycle-policy RHIFKFHERINEMRPWIEERMELNRE G EHIKE,

aws ecr put-lifecycle-policy \
--repository-name '"project-a/amazon-ecs-sample" \
--lifecycle-policy-text "file://policy.json"

policy.json AR :

{
"rules": [
{
"rulePriority": 1,
"description": "Expire images older than 14 days",
"selection": {
"tagStatus": "untagged",
"countType": "sinceImagePushed",
"countUnit": "days",
"countNumber": 14
1,
"action": {
"type": "expire"
}
}
]
}
i
{
"registryId": "<aws_account_id>",
"repositoryName": "project-a/amazon-ecs-sample",

"lifecyclePolicyText": "{\"rules\":[{\"rulePriority\":1,\"description\":
\"Expire images older than 14 days\",\"selection\":{\"tagStatus\":\"untagged\",
\"countType\":\"sinceImagePushed\",\"countUnit\":\"days\",\"countNumber\":14},
\"action\":{\"type\":\"expire\"}}]1}"

}

BXEZER , 521 (Amazon ECR AF{ERE) DM LG EHER,
« BX API HiF4ES |, S HAWS CLI fs S 3 ZPutLifeCyclePolicy i
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Python

& A F Python B9 SDK (Boto3)

® Note
REEZHXEE GitHub, 7 AWS KRB ROIF#ERERTERG , THMABITIR
EMIE1T,

class ECRWrapper:
def __init__(self, ecr_client: client):
self.ecr_client = ecr_client

@classmethod
def from_client(cls) -> "ECRWrapper":

Creates a ECRWrapper instance with a default Amazon ECR client.

:return: An instance of ECRWrapper initialized with the default Amazon
ECR client.

ecr_client = boto3.client("ecr")
return cls(ecr_client)

def put_lifecycle_policy(self, repository_name: str, lifecycle_policy_text:

str):

Puts a lifecycle policy for an ECR repository.

:param repository_name: The name of the repository to put the lifecycle
policy for.

:param lifecycle_policy_text: The lifecycle policy text to put.
try:
self.ecr_client.put_lifecycle_policy(
repositoryName=repository_name,
lifecyclePolicyText=1ifecycle_policy_text,
)
print(f"Put lifecycle policy for repository {repository_name}.")
except ClientError as err:

BE API| MR 2015-09-21 341


https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/python/example_code/ecr#code-examples

Amazon ECR AriEE

logger.error(
"Couldn't put lifecycle policy for repository %s. Here's why %s",
repository_name,
err.response["Error"]["Message"],

)

raise

RIEBEIH B BERARH,

def put_expiration_policy(self):

Puts an expiration policy on the ECR repository.
policy_json = {
"rules": [
{
"rulePriority": 1,
"description": "Expire images older than 14 days",
"selection": {
"tagStatus": "any",

"countType": "sincelImagePushed",
"countUnit": "days",
"countNumber": 14,

.

"action": {"type": "expire"},

self.ecr_wrapper.put_lifecycle_policy(
self.repository_name, json.dumps(policy_json)

- BX APl HiFHER , iHSEMAPutLifeCyclePolicy T Python BIAWS SDK (Boto3) APl 2
£,

BX S AWS DK FF R EHEEMNRB RN TEIIEK , SRR Amazon ECR ERHFATEG—iE
A AWS, AEBEIEEXRAINNEEARBEXEBN SDK AW FHEEL.,
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SetRepositoryPolicy5 AWS SDK = CLI B4 £

DR REROVERMASER SetRepositoryPolicy,

BERIRAEEFNRERER , XA L TXHFIET. EUTRERFG  BUUEFLHRENLET
X :

o THEERAIR

CLI
AWS CLI
BENFEERE T E R

LN set-repository-policy REINXHFRBENFMEEREMMNE cluster-
autoscaler FfEFE,

aws ecr set-repository-policy \
--repository-name cluster-autoscaler \
--policy-text file://my-policy.json

my-policy.json AR :

{
"Version" : "2008-10-17",
"Statement" : [
{

"Sid" : "allow public pull",

"Effect" : "Allow",

"Principal" : "*",

"Action" : [
"ecr:BatchChecklLayerAvailability",
"ecr:BatchGetImage",
"ecr:GetDownloadUrlForLayer"

]

}
]
}
B
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"registryId": "012345678910",
"repositoryName": "cluster-autoscaler",
"policyText": "{\n \"Version\" : \"2008-10-17\",\n \"Statement\" :
[ {\n \"Sid\" : \"allow public pull\",\n \"Effect\" : \"Allow\",\n
\"Principal\" : \"*\",\n \"Action\" : [ \"ecr:BatchCheckLayerAvailability\",
\"ecr:BatchGetImage\", \"ecr:GetDownloadUrlForLayer\" J\n } J\n}"
}

- BX API HiF4ESR , S AWS CLI fi 5 E SetRepositoryPolicy F Y,

Java

EATF Java B9 SDK 2.x

® Note
EBEEZHERER GitHub, £ AWS KB RHIFEEFERTEERE , T HMMARITIR
BHMIZE{T.
/**

* Sets the repository policy for the specified ECR repository.

*

* @param repoName the name of the ECR repository.

* @param iamRole the IAM role to be granted access to the repository.

* @throws RepositoryPolicyNotFoundException if the repository policy does

not exist.
* @throws EcrException if there is an unexpected error
setting the repository policy.
*/
public void setRepoPolicy(String repoName, String iamRole) {
/*

This example policy document grants the specified AWS principal the
permission to perform the
‘ecr:BatchGetImage®™ action. This policy is designed to allow the
specified principal
to retrieve Docker images from the ECR repository.
*/
String policyDocumentTemplate = """

{
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"Version" : "2012-10-17",
"Statement" : [ {

"Sid" : "new statement",

"Effect" : "Allow",

"Principal" : {

"AWS" . "%s"

},

"Action" : "ecr:BatchGetImage"
1]

}

[TRTRIEN
’

String policyDocument = String.format(policyDocumentTemplate, iamRole);
SetRepositoryPolicyRequest setRepositoryPolicyRequest =
SetRepositoryPolicyRequest.builder()
.repositoryName(repoName)
.policyText(policyDocument)
.build();

CompletableFuture<SetRepositoryPolicyResponse> response =
getAsyncClient().setRepositoryPolicy(setRepositoryPolicyRequest);
response.whenComplete((resp, ex) -> {
if (resp != null) {
System.out.println("Repository policy set successfully.");
} else {
Throwable cause = ex.getCause();
if (cause instanceof RepositoryPolicyNotFoundException) {
throw (RepositoryPolicyNotFoundException) cause;
} else if (cause instanceof EcrException) {
throw (EcrException) cause;
} else {
String errorMessage = "Unexpected error: " +
cause.getMessage();
throw new RuntimeException(errorMessage, cause);

1)

response.join();

- HX API HiFMEER , S AWS SDK for Java 2.x APl $# SetRepositoryPolicy F i
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Kotlin

FE AT Kotlin 9 SDK

® Note
REEZHXEE GitHub, 7 AWS KRB ROIF#ERERTERG , THMABITIR
EMIE1T,
/**

* Sets the repository policy for the specified ECR repository.
*
* @param repoName the name of the ECR repository.
* @param iamRole the IAM role to be granted access to the repository.
*/
suspend fun setRepoPolicy(
repoName: String?,
iamRole: String?,

) {
val policyDocumentTemplate =
{
"Version" : "2012-10-17",
"Statement" : [ {
"Sid" : "new statement",
"Effect" : "Allow",
"Principal" : {
"AWS" : "$iamRole"
.
"Action" : "ecr:BatchGetImage"
11
}
"t otrimIndent()

val setRepositoryPolicyRequest =

SetRepositoryPolicyRequest {

repositoryName = repoName
policyText = policyDocumentTemplate
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EcrClient.fromEnvironment { region = "us-east-1" }.use { ecrClient ->
val response =
ecrClient.setRepositoryPolicy(setRepositoryPolicyRequest)
if (response != null) {
println("Repository policy set successfully.")

- BXx API liFM{E R , S U&EMA SetRepositoryPolicy F K otlin BJAWS SDK APl 2%,

Python

&R TF Python #9 SDK (Boto3)

® Note
EBEZHXFER GitHub,  AWS KIS RHIFMHEEREXRTERRH , THOARTR
BHIZETT.

class ECRWrapper:
def __init___(self, ecr_client: client):
self.ecr_client = ecr_client

@classmethod
def from_client(cls) -> "ECRWrapper":

Creates a ECRWrapper instance with a default Amazon ECR client.

:return: An instance of ECRWrapper initialized with the default Amazon
ECR client.

ecr_client = boto3.client("ecr")
return cls(ecr_client)

def set_repository_policy(self, repository_name: str, policy_text: str):

Sets the policy for an ECR repository.
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:param repository_name: The name of the repository to set the policy for.
:param policy_text: The policy text to set.
try:
self.ecr_client.set_repository_policy(
repositoryName=repository_name, policyText=policy_text
)
print(f"Set repository policy for repository {repository_name}.")
except ClientError as err:
if err.response["Error"]["Code"] ==
"RepositoryPolicyNotFoundException":
logger.error("Repository does not exist. %s.

, repository_name)
raise
else:
logger.error(
"Couldn't set repository policy for repository %s. Here's why

repository_name,
err.response["Error"]["Message"],

)

raise

BT IAM B & TR R

def grant_role_download_access(self, role_arn: str):
Grants the specified role access to download images from the ECR
repository.

:param role_arn: The ARN of the role to grant access to.
policy_json = {

"Version": "2008-10-17",

"Statement": [

{
"Sid": "AllowDownload",
"Effect": "Allow",
"Principal": {"AWS": role_arn},
"Action": ["ecr:BatchGetImage"],
}
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}

self.ecr_wrapper.set_repository_policy(
self.repository_name, json.dumps(policy_json)

)

- BX API iFHEER , ¥ 5& A SetRepositoryPolicy F Python BIAWS SDK (Boto3) API
B,

AKX S AWS DK FF R EEEMNRB ROIMNTEEIIEK , SRR Amazon ECR ERHFAATEG—iE
/A AWS, AXTBEBEEXRANNERUREXEHR SDK AN FHESR.

StartLifecyclePolicyPreview5S AWS SDK = CLI Bt &£/
TR REERINAER StartLifecyclePolicyPreviews

BERFIRAEEFNRBRER , XTAELTXHET, EUTRBREG | BUUEFHRENLET
X

o THRERFNA

CLI
AWS CLI
E O oy B KRR T

BAF start-lifecycle-policy-preview RHIBIE T HIEEFMEMN JSON XHE WL
B H R T .

aws ecr start-lifecycle-policy-preview \
--repository-name 'project-a/amazon-ecs-sample" \
--lifecycle-policy-text "file://policy.json"

policy.json WAEA :

"rules": [
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"rulePriority": 1,
"description": "Expire images older than 14 days",
"selection": {

"tagStatus": "untagged",

"countType": "sinceImagePushed",
"countUnit": "days",
"countNumber": 14
I
"action": {
"type": "expire"
}
}
]
}
L7l e
{
"registryId": "012345678910",
"repositoryName": "project-a/amazon-ecs-sample",
"lifecyclePolicyText": "{\n \"rules\": [\n {\n
\"rulePriority\": 1,\n \"description\": \"Expire images older than 14
days\",\n \"selection\": {\n \"tagStatus\": \"untagged
\",\n \"countType\": \"sinceImagePushed\",\n
\"countUnit\": \"days\",\n \"countNumber\": 14\n },\n
\"action\": {\n \"type\": \"expire\"\n J\n
N\n I\n}\n",
"status": "IN_PROGRESS"
}

- BX API HiF4ELR |, S AWS CLI a5 53 Z StartLifecyclePolicyPreview 1 i,

Java

EA T Java B9 SDK 2.x

® Note
EREZHXER GitHub, # AWS KIBRHIFMHEEREXRTERRH , THNARTR
BHIZETT.
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/**
* Verifies the existence of an image in an Amazon Elastic Container Registry

(Amazon ECR) repository asynchronously.
*

* @param repositoryName The name of the Amazon ECR repository.

* @param imageTag The tag of the image to verify.

* @throws EcrException if there is an error retrieving the image
information from Amazon ECR.

* @throws CompletionException if the asynchronous operation completes
exceptionally.

*/

public void verifyImage(String repositoryName, String imageTag) {
DescribeImagesRequest request = DescribeImagesRequest.builder()
.repositoryName(repositoryName)
.imagelds(Imageldentifier.builder().imageTag(imageTag).build())
.build();

CompletableFuture<DescribeImagesResponse> response =
getAsyncClient().describeImages(request);
response.whenComplete((describeImagesResponse, ex) -> {
if (ex !'= null) {
if (ex instanceof CompletionException) {
Throwable cause = ex.getCause();
if (cause instanceof EcrException) {
throw (EcrException) cause;
} else {
throw new RuntimeException("Unexpected error: " +
cause.getMessage(), cause);
}
} else {
throw new RuntimeException("Unexpected error: " +
ex.getCause());
}
} else if (describeImagesResponse != null && !
describeImagesResponse.imageDetails().isEmpty()) {
System.out.println("Image is present in the repository.");
} else {
System.out.println("Image is not present in the repository.");

1)

// Wait for the CompletableFuture to complete.
response.join();
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- BX API HiFMEER , S AWS SDK for Java 2.x APl $2 StartLifecyclePolicyPreview
Mo

Kotlin

EAT Kotlin By SDK

(@ Note
BB EZMEXER GitHub, £ AWS RIEE Rl FEERERTERG , 7 HNAHITIR
BENE1T.
/**

* Verifies the existence of an image in an Amazon Elastic Container Registry
(Amazon ECR) repository asynchronously.
*
* @param repositoryName The name of the Amazon ECR repository.
* @param imageTag The tag of the image to verify.
*/
suspend fun verifyImage(
repoName: String?,
imageTagVal: String?,
) {
require(!(repoName == null || repoName.isEmpty())) { "Repository name
cannot be null or empty" }
require(!(imageTagVal == null || imageTagVal.isEmpty())) { "Image tag
cannot be null or empty" }

val imageld =
ImageIdentifier {
imageTag = imageTagVal
}
val request =
DescribeImagesRequest {
repositoryName = repoName
imagelds = 1listOf(imageld)
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}

EcrClient.fromEnvironment { region = "us-east-1" }.use { ecrClient ->
val describeImagesResponse = ecrClient.describeImages(request)
if (describeImagesResponse != null && !

describeImagesResponse.imageDetails?.isEmpty()!!) {
println("Image is present in the repository.")
} else {
println("Image is not present in the repository.")

}

« BX API ¥ MEE |, {52 4EH StartLifecyclePolicyPreviewF K otlin BHAWS SDK AP| &
Z

AKX S AWS DK FF R EHEEMNRB RN TREIIEK , SRR Amazon ECR ERHFAATEG—iE
A AWS, AEBEIEERAINNEEARBEXEBN SDK AW FHEES.,
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REHIPEER Amazon ECR MIZHIE R , AN ERFREMEIRESREREFES R,

B
« ffF Amazon ECR BY$#EZE Docker @5 Hlja] &

o HEZE Amazon ECR 4258 B |8 &

£ Amazon ECR Bt#EZE Docker #ip5 M [7] &

Brt , 3 Amazon ECR iZ1T Docker in S AJRES B IREE . —EENEREEN TN RRDE

BBRWT,

£

« Docker HET B EMHMNEIRER

* M Amazon ECR A FEIREVE SR , HEI4EIR : “Filesystem Verification Failed” (324 R £ 1 IE 5k )
5,“404: Image Not Found”(404 : &~ EE %)

» M Amazon ECR REVE&AT , HI4E1% : “Filesystem Layer Verification Failed” (X R 4 o B R E
£K)

o HEIEBFMEREI HTTP 403 £51% 3 “no basic auth credentials”((% 8 Bt 30 UE EF) 51%

Docker BE B ETHMN B IRER

EFREIR T Docker X RIE |, B AELBHENEF LZ1TH Docker SFH#EF HFF/F Docker
RWidm . WREFEHAM Amazon ECS A283E6I1 E# Amazon ECR HiREXH R & , MIEZS ]
Amazon Elastic Container Service Developer Guide F#J Configuring verbose output from the Docker
daemon,

M Amazon ECR FEFEREE S , HIEEIR © “Filesystem Verification
Failed” (X RS k) 5“404: Image Not Found”(404 : T EIER)

£ Docker 1.9 RE S MAH A docker pull i M Amazon ECR Z g FEIREVE &R , ATaE 24
ix Filesystem verification failed. MRFEAMRE 1.9 ZATH Docker R , I 7T B I 45 1R
4Q@4: Image not found.
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LERIERHXE

EORIEEREHENXEAXEK , TREXSER, flm, MRENZEES (REKX) RERN
T, TREATHEEXERI FFRLILE) WEMHERTEHRIE, EFERLAR , FHR
BENEHEMENE-XERRT HORIETHE. BXEZEE , HSH the section called /7
it 3k & B RIE"

B E AT B DR X B BB RV F 6
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HTTP 429 : 3R K% ThrottleException

BT REA N —NEZ 4 Amazon ECR ##4E5 API AW R 429: Too Many Requests 45iRER
ThrottleException 8%, XX FRHTEEERBNESHA Amazon ECR FIIENLHE T A
FHEREZRE, ENMNAFE—BREEIR , BAENIET RNABEIHERER , ar-£R
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ARITHIRE, BXEZER |, 3597 AWS Management Console f & ##) Amazon ECR fR%
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SR B AT [operation] BIRLER)

=i EE Amazon ECR HUT#RERT , B RESKBILTF4EIR

$ aws ecr get-login-password
A client error (AccessDeniedException) occurred when calling the GetAuthorizationToken
operation:
User: arn:aws:iam::account-number:user/username is not authorized to perform:
ecr:GetAuthorizationToken on resource: *
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