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/A Important
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(® Note
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HREFINER.

AWS FAH CA API #&#1E P & R IR R
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DeletePermission
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BT EIREN CARSTE
)

acm-pca:CreateCert
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ditReport

acm-pca:CreatePerm
ission

acm-pca:DeleteCert
ificateAuthority

acm-pca:DeletePerm
ission

R IR
authority/ 11223344-

1234-1122-2233-112
233445566

arn:aws:acm-pca: us-
east-1 :111122223
333 :certificate-
authority/ 11223344-
1234-1122-2233-112
233445566

arn:aws:acm-pca: us-
east-1 :111122223
333 :certificate-
authority/ 11223344-
1234-1122-2233-112
233445566

arn:aws:acm-pca: us-
east-1 :111122223
333 :certificate-
authority/ 11223344-
1234-1122-2233-112
233445566

arn:aws:acm-pca: us-
east-1 :111122223
333 :certificate-
authority/ 11223344-
1234-1122-2233-112
233445566

API 1R
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https://docs.aws.amazon.com/privateca/latest/APIReference/API_CreateCertificateAuthorityAuditReport.html
https://docs.aws.amazon.com/privateca/latest/APIReference/API_CreateCertificateAuthorityAuditReport.html
https://docs.aws.amazon.com/privateca/latest/APIReference/API_CreatePermission.html
https://docs.aws.amazon.com/privateca/latest/APIReference/API_DeleteCertificateAuthority.html
https://docs.aws.amazon.com/privateca/latest/APIReference/API_DeletePermission.html
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DeletePolicy

DescribeCertificateAuthority

DescribeCertificate Authorit
yAuditReport

GetCertificate

GetCertificateAuthorityCert
ificate

PREBHY PR

acm-pca:DeletePolicy

acm-pca:DescribeCe
rtificateAuthority

acm-pca:DescribeCe
rtificateAuthority
AuditReport

acm-pca:GetCertifi
cate

acm-pca:GetCertifi
cateAuthorityCerti
ficate

RIR

arn:aws:acm-pca: us-
east-1 :111122223
333 :certificate-
authority/ 11223344-
1234-1122-2233-112
233445566

arn:aws:acm-pca: us-
east-1 :111122223
333 :certificate-
authority/ 11223344-
1234-1122-2233-112
233445566

arn:aws:acm-pca: us-
east-1 :111122223
333 :certificate-
authority/ 11223344-
1234-1122-2233-112
233445566

arn:aws:acm-pca: us-
east-1 :111122223
333 :certificate-
authority/ 11223344-
1234-1122-2233-112
233445566

arn:aws:acm-pca: us-
east-1 :111122223
333 :certificate-
authority/ 11223344-
1234-1122-2233-112
233445566
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https://docs.aws.amazon.com/privateca/latest/APIReference/API_DeletePolicy.html
https://docs.aws.amazon.com/privateca/latest/APIReference/API_DescribeCertificateAuthority.html
https://docs.aws.amazon.com/privateca/latest/APIReference/API_DescribeCertificateAuthorityAuditReport.html
https://docs.aws.amazon.com/privateca/latest/APIReference/API_DescribeCertificateAuthorityAuditReport.html
https://docs.aws.amazon.com/privateca/latest/APIReference/API_GetCertificate.html
https://docs.aws.amazon.com/privateca/latest/APIReference/API_GetCertificateAuthorityCertificate.html
https://docs.aws.amazon.com/privateca/latest/APIReference/API_GetCertificateAuthorityCertificate.html

AWS Private Certificate Authority

RAriEmE

AWS FAH CA API ##4E

GetCertificateAuthorityCsr

GetPolicy

ImportCertificateAuthorityC

ertificate

IssueCertificate

ListCertificateAuthorities

PREBHY PR

acm-pca:GetCertifi
cateAuthorityCsr

acm-pca:GetPolicy

acm-pca:ImportCert
ificateAuthorityCe
rtificate

acm-pca:IssueCerti
ficate

acm-pca:ListCertif
icateAuthorities

RIR

arn:aws:acm-pca: us-
east-1 :111122223
333 :certificate-
authority/ 11223344-
1234-1122-2233-112
233445566

arn:aws:acm-pca: us-
east-1 :111122223
333 :certificate-
authority/ 11223344-
1234-1122-2233-112
233445566

arn:aws:acm-pca: us-
east-1 :111122223
333 :certificate-
authority/ 11223344-
1234-1122-2233-112
233445566

arn:aws:acm-pca: us-
east-1 :111122223
333 :certificate-
authority/ 11223344-
1234-1122-2233-112
233445566

TEH

API 1R
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https://docs.aws.amazon.com/privateca/latest/APIReference/API_GetCertificateAuthorityCsr.html
https://docs.aws.amazon.com/privateca/latest/APIReference/API_GetPolicy.html
https://docs.aws.amazon.com/privateca/latest/APIReference/API_ImportCertificateAuthorityCertificate.html
https://docs.aws.amazon.com/privateca/latest/APIReference/API_ImportCertificateAuthorityCertificate.html
https://docs.aws.amazon.com/privateca/latest/APIReference/API_IssueCertificate.html
https://docs.aws.amazon.com/privateca/latest/APIReference/API_ListCertificateAuthorities.html
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ListPermissions

ListTags

PutPolicy

RevokeCertificate

TagCertificateAuthority

PREBHY PR

acm-pca:ListPermis
sions

acm-pca:ListTags

acm-pca:PutPolicy

acm-pca:RevokeCert
ificate

acm-pca:TagCertifi
cateAuthority

RIR

arn:aws:acm-pca: us-
east-1 :111122223
333 :certificate-
authority/ 11223344-
1234-1122-2233-112
233445566

TEH

arn:aws:acm-pca: us-
east-1 :111122223
333 :certificate-
authority/ 11223344-
1234-1122-2233-112
233445566

arn:aws:acm-pca: us-
east-1 :111122223
333 :certificate-
authority/ 11223344-
1234-1122-2233-112
233445566

arn:aws:acm-pca: us-
east-1 :111122223
333 :certificate-
authority/ 11223344-
1234-1122-2233-112
233445566

API 1R
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https://docs.aws.amazon.com/privateca/latest/APIReference/API_ListPermissions.html
https://docs.aws.amazon.com/privateca/latest/APIReference/API_ListTags.html
https://docs.aws.amazon.com/privateca/latest/APIReference/API_PutPolicy.html
https://docs.aws.amazon.com/privateca/latest/APIReference/API_RevokeCertificate.html
https://docs.aws.amazon.com/privateca/latest/APIReference/API_TagCertificateAuthority.html
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AWS F#AH CA API ##1E PR & R I BR TR
UntagCertificateAuthority acm-pca:UntagCerti arn:aws:acm-pca: us-
ficateAuthority east-1 :111122223

333 :certificate-
authority/ 11223344-
1234-1122-2233-112

233445566
UpdateCertificateAuthority acm-pca:UpdateCert arn:aws:acm-pca: us-
ificateAuthority east-1 :111122223

333 :certificate-
authority/ 11223344-
1234-1122-2233-112
233445566

ERMBRENR , EAENAF. ARAETFMNR
- FEAFMEELA AWS IAM Identity Center :

BIEINPREE, KRB (AWS IAM Identity Center FAF35RE) * BIZE X R S MY 15 BA i 1T IR 16,
- BY HMRMRE IAM RIEENAF
CIEEATEMRERINAG. ER (AM AFER) PAE=LF50REEIERAE (KES
BIIE ) KRBT,
- IAM AF
- PIBRENAFPAURANAE, R (AM BFER) B 1AM AF 0IE A S/ A TRAE,

« (THEEER ) FRBEEZMMIAFSRRASRNIASFHL. ER (AM AFER) fFEA
PAIER (2E 8 ) R ITRAE,

AWS 1T E KB

AWS #AH CA 8 —4HERT AWS EE AWSFE CA R, APNTEITAMTE LITERK, T
X UE SRS AT LA RS BH IR SEHE 2 P B SR B

EETEINENEARE , LEFFRESNROIREAD,

AWS T E XK B MK latest 13


https://docs.aws.amazon.com/privateca/latest/APIReference/API_UntagCertificateAuthority.html
https://docs.aws.amazon.com/privateca/latest/APIReference/API_UpdateCertificateAuthority.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/howtocreatepermissionset.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console
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RAriEmE

AWSPrivateCAFullAccess

RTFFZRENERES,

{
"Version":"2012-10-17",
"Statement": [
{
"Effect":"Allow",
"Action": [
"acm-pca:*"
1,
"Resource":"*"
}
]
}
AWSPrivateCAReadOnly

BFRT RiE API R4ENTH RN R,

{
"Version":"2012-10-17",
"Statement": {
"Effect":"Allow",
"Action": [
"acm-pca:DescribeCertificateAuthority",
"acm-pca:DescribeCertificateAuthorityAuditReport"
"acm-pca:ListCertificateAuthorities"”,
"acm-pca:GetCertificateAuthorityCszr",
"acm-pca:GetCertificateAuthorityCertificate",
"acm-pca:GetCertificate",
"acm-pca:GetPolicy",
"acm-pca:ListPermissions",
"acm-pca:ListTags"
1,
"Resource":"*"
}
}
AWS FEEKH WS latest 14
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RAriEmE

AWSPrivateCAPrivilegedUser

BFMANBHE CAIEPHNIIE, RBIAHEMERINGE , TRMALIHIRFIES,
BMEEHER.
{

"Version":"2012-10-17",
"Statement": [

{

"Effect":"Allow",
"Action":[

"acm-pca:IssueCertificate"
1,
"Resource'":"arn:aws:acm-pca:*:*:certificate-authority/*",
"Condltlon":{

"StringlLike":{

"acm-pca:TemplateArn":[
"arn:aws:acm-pca:::template/*CACertificate*/V*"

"Effect":"Deny",
"Action":[

"acm-pca:IssueCertificate"
1,
"Resource'":"arn:aws:acm-pca:*:*:certificate-authority/*",
"Condltlon":{

"StringNotLike":{

"acm-pca:TemplateArn":[
"arn:aws:acm-pca:::template/*CACertificate*/V*"

"Effect":"Allow",

"Action":[
"acm-pca:RevokeCertificate",
"acm-pca:GetCertificate",
"acm-pca:ListPermissions"

1,

"Resource

:"arn:aws:acm-pca:*:*:certificate-authority/*"

MR EUser %

AWS REFKH
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},

{
"Effect":"Allow",
"Action":[

"acm-pca:ListCertificateAuthorities"”

1,
"Resource":"*"

}

]
}
AWSPrivateCAUser

BFMANmELREAIUERBHINGE, LREIEEENEE , FrEMA CAILEH, NR
SPrivilegedUser R BE B B HEF o

"Version":"2012-10-17",
"Statement": [
{
"Effect":"Allow",
"Action":[
"acm-pca:IssueCertificate"
1,
"Resource'":"arn:aws:acm-pca:*:*:certificate-authority/*",
"Condition":{
"StringlLike":{
"acm-pca:TemplateArn":[
"arn:aws:acm-pca:::template/EndEntityCertificate/V*"

"Effect":"Deny",
"Action":[

"acm-pca:IssueCertificate"
1,
"Resource'":"arn:aws:acm-pca:*:*:certificate-authority/*",
"Condition":{

"StringNotLike":{

"acm-pca:TemplateArn":[
"arn:aws:acm-pca:::template/EndEntityCertificate/V*"

AWS REFKH

MR latest 16
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RevokeCertificate",
GetCertificate",
ListPermissions"

arn:aws:acm-pca:*:*:certificate-authority/*"

ListCertificateAuthorities"

* 11

]
}
}

I

{
"Effect":"Allow",
"Action":[

"acm-pca:

"acm-pca:

"acm-pca:
1,
"Resource":"

},

{
"Effect":"Allow",
"Action":[

"acm-pca:
1,
"Resource":"
}
]
}
AWSPrivate CAAuditor

RTF R AP HRENTHRIRBEMER CA FiTHRENNR,

"Version":"2012-10-17",

"Statement": [
{

"Effect":"Allow",

"Action":[
"acm-pca
"acm-pca
"acm-pca
"acm-pca
"acm-pca
"acm-pca
"acm-pca
"acm-pca:
"acm-pca:

1,

"on

"Resource":

:CreateCertificateAuthorityAuditReport",
:DescribeCertificateAuthority",
:DescribeCertificateAuthorityAuditReport",
:GetCertificateAuthorityCsz",
:GetCertificateAuthorityCertificate",
:GetCertificate",

:GetPolicy",

ListPermissions",
ListTags"

arn:aws:acm-pca:*:*:certificate-authority/*"

AWS REFKH
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},
{
"Effect":"Allow",
"Action":[
"acm-pca:ListCertificateAuthorities"”
1,
"Resource":"*"
}
]
}
HYFE AWS ERBEEHT AWS FA5F CA

ETRD  EEHRSTHRBEREXLEER AWS A8 CA KM AWS HEFXHEFMNEAEE ., BR
BEXFEEXRN EIRE AWS FA8 CA , BiTFEXHAFIEZTE LM RSS feed,

REAXBENR
BEX iR HHA
FERBEBFE KHEMBBCM AWSCertif 2023 F 2 A 13 H
_ icateManagerPrivat
« AWSPrivateCAFullAc eCA Tk AWSPrivat
cess eCA o
e AWSPrivateCAReadOn
ly HEER T
e AWSPrivateCAPrivil
egedUser

» AWSPrivateCAAuditor
» AWSPrivateCAUser

EFEEXRE

FERNRESEK , B2EREH AWS IKFRAF 52E3) AWS |, @3 AWS #8 CA, MEEA AWS
Identity and Access Management (IAM) 812 IAM 7. IAM BB ERAF. AIEEERAAANR
CARMEES, RAEERNEEREZESR, BESFSERdARNEMAR,

BEFRERE MRS latest 18
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S IMREXKEUIEATIESAFNEFIEEN IAM policy, EFREENRKEETIRNET H4H
RIS RS | BT LU LSRG IR AWS IKP IS MNAF, AHAG. XFNRMEERSIAS 6
WATIRIEER AWS FAF CA #B1F.

THNRGIECEERBATRAS R CA FiHRE. IRR—NRHl RAIBLEREMIRIEER
AWS #E CA &M, BXEZ A , BSRAKER,

BEEFIEERE

1. A AWS EERNEIEEF IAM £#5,
2. EEFIENSMERT , BFRE,

3. &E BIERR

4. 1% JSON &I,

5. EHILTREFFEMWEIRESRT.

"Version":"2012-10-17",
"Statement": [

{
"Effect":"Allow",
"Action":"acm-pca:CreateCertificateAuthorityAuditReport",
"Resource":"*"
}
]
}
6. EREFEXREK.
7. XFHEF, A PcaListPolicy,
8. (\ik) AR,
9. & QIERRE,

EIE R A LUK SR BB N EEA IAM B P BARR A P AT BAATRY AWS FAR CA BR1F. BN AMRE
B G %, BSH (AM BFERE) RRER IAM AP ERER.

P Bx SR g

ABEREEHZCENERNRE , eNEBERATERP., 4x5AGH, BUTREERGIHAE WM
S EHIT AWS FAE CA BRENNIER, BEXxAIRKRKXBEHN—BKER , B2 (IAM AFER) https://

HER R B MRS latest 19


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/
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docs.aws.amazon.com/IAM/latest/UserGuide/F B9 £ F R BL KBS . R A] LA AWS Management
Console, AWS Command Line Interface (AWS CLI) 5 IAM API K612 FH#k A KBk K BE o

/A Important
BAENBWEEFRNEASZRAZSARIE (MFA), AWS FAF CA

£

« 5IHFE CA

- REAE CAILEH

- SARE CAILEH

- HiBRFAE CA

+ Tag-on-create : £ 813 CA B FHRZHI AN CA

+ Tag-on-create: ZBRIRIC

- FEAFRZEFIXIFAE CA BWiF R
« RRHENR AWS FAF CA

- TEHENER AWS FAF CA

« XNFIE AWS FIREEE R 77 AR

I HFH CA

LT SR ARV R P SIHIK S REYFR B FAR CA.

{
"Version":"2012-10-17",
"Statement": [
{
"Effect":"Allow",
"Action":"acm-pca:ListCertificateAuthorities",
"Resource":"*"
}
]
}

P BR SR B WRAN latest 20


https://docs.aws.amazon.com/IAM/latest/UserGuide/
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#inline-policies
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KERILAE CAILEH
LT REAFRAPRRIEENILE CAIEH,

"Version":"2012-10-17",
"Statement": {
"Effect":"Allow",
"Action":"acm-pca:GetCertificateAuthorityCertificate",
"Resource":"arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/11223344-1234-1122-2233-112233445566"

}

S ARE CAILEH

UTREATRAFSATE CAILEH,

"Version":"2012-10-17",
"Statement": {
"Effect":"Allow",
"Action":"acm-pca:ImportCertificateAuthorityCertificate",
"Resource":"arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/11223344-1234-1122-2233-112233445566"

}

i BRFAHE CA
AT A A P RS ERFAE CA,

"Version":"2012-10-17",
"Statement": {
"Effect":"Allow",
"Action":"acm-pca:DeleteCertificateAuthority",
"Resource":"arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/11223344-1234-1122-2233-112233445566"

}

P BR SR B MRS latest 21
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Tag-on-create : £ 813 CA KRS iNZ| CA

LT REE VPR P ESIE CA BB NARZ.

{
"Version": "2012-10-17",
"Statement": [
{

"Action": [
"acm-pca:CreateCertificateAuthority",
"acm-pca:TagCertificateAuthority"

1)

"Effect": "Allow",

"Resource": "*"

}
]
}

Tag-on-create: ZpR¥r1C
LAF tag-on-create S BEEE IE1E A2 CA HijE £ A % 4AEXS Environment=Prod, fiFEAHtnEX

HATHRIC

"Version":"2012-10-17",
"Statement": [

{
"Effect":"Allow",
"Action":"acm-pca:*",
"Resource":"*"

iy

{

"Effect":"Deny",
"Action":"acm-pca:TagCertificateAuthority",
"Resource":"*",
"Condition":{
"StringEquals":{
"aws:ResourceTag/Environment": [
"Prod"

HER R B MRS latest 22
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}

ERREEHI A CA BYFRER

AT R AR RE A 2EX Environment= B CA. PreProdE & ZER# CA 88 irZ,

"Version":"2012-10-17",

"Statement": [
{

"Effect":
"Action":

"Allow",
[

"acm-pca:*"

]I

"Resource":"*",
"Condition":{
"StringEquals":{
"aws:ResourceTag/Environment": [

[a

"PreProd"

HiEim R R AWS FAF CA

LU SR B oV R P #R M 5 A B IE B MR AR H LRI CA P MIEHEE,

"Version":"2012-10-17",

"Statement": {

"Effect":"Allow",

"Action":[
"acm-pca
"acm-pca
"acm-pca

"acm-pca:
:GetCertificateAuthorityCertificate",

"acm-pca

:DescribeCertificateAuthority",
:DescribeCertificateAuthorityAuditReport",
:ListCertificateAuthorities",

ListTags",

P BR SR A
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"acm-pca:GetCertificateAuthorityCsr",

"acm-pca:GetCertificate"

]I

"Resource":"*"

SE2 1A EIER AWS FAF CA

BUT KB VP R P HATEM AWS FaB CA B1E.

{
"Version":"2012-10-17",
"Statement": [
{
"Effect":"Allow",
"Action":[
"acm-pca:*"
1,
"Resource":"*"
}
]
}

PR AWS FREEIE G 17 [ PR

BUTR SR B 2 VF A PR AWS RIRHATETIRE,

{
"Version":"2012-10-17",
"Statement": [
{
"Effect":"Allow",
"Action":"*",
"Resource":"*"
}
]
}

P BR SR A
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BKFFHAE CANREHESEK

AWS 2.8 CAEERWUEHEM AWS KFHNERA (AR, A% ) £E CA., KEIHEZRE
&, ZFEATEER AWS FAF CA = AWS Certificate Manager BRERIEPMEARELKMELER, &
FEATLUER CABEMAMNE CAIEH AWS FAF CA.

/A Important
BB 37 = 5 iR RYUE P AR X Y 32 A B U AIE B Y AWS JIK 7 IER

EHEN CANBRNR , AWS 28 CAEERA A UARUTE—F%

- {£/H AWS Resource Access Manager (RAM) ¥ CAER B REHMKFNERARE , SE52
HZ AWS Organizations. RAM &K £ Z AWS BRENIREREZ. BXx RAMWESZEER | &
2% (AWS RAM B F#EE) https://docs.aws.amazon.com/ram/latest/userguide/s BXHEZER
AWS Organizations , 25 (AWS Organizations A EF) o

- £/ AWS #.8 CA API 5 CLI HE T HRAVREEH INE CA , NTREMKS FHEEAR TR
R BXESEERE , F5H ETHRNER,

RIERRY 2HENFAE CA WHRNIE Mo R T HEEKSMEKSZRFERT CA HRNRHYTER
o

BT #IRA KB

ETRENRBESELQNEAFAHMMEER (EXRFHPIFAE CA) MTARAFSHIABHNRE
B, RE , GHAIBRBCHRE , TUOEH AWS EE KB AWS Private CA, &id AWS RAM R A E
TRFEKRE , AWS A8 CA B G A BB AWS Organizations 5 H At AWS Ik~ FE AP
HEX CARWIFRINER. &, AWS FoH CA EE A WJLAEA PCA API PutPolicy, GetPolicy M=k
BIfY AWS CLI @5 p ut-policy DeletePolicy, get- policy # del ete-pol icy SRS A FIEBE T RRHE
B o

BRETRRNRBHN—REE , BEAETET BRI RRNE T R IR KA M 68 K26,

EEEMETERM AWS IEEERKBEFHIER AWS Private CA |, i5S#1Zl AWS Resource Access
Manager 24| & P ITENRE , REE R, CertificateAuthority SAEMERIE—8 | TR A28 , AT
BWENRIFEDRAIZERE , LBAREFSENER,
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https://docs.aws.amazon.com/ram/latest/userguide/
https://docs.aws.amazon.com/organizations/latest/userguide/
https://docs.aws.amazon.com/privateca/latest/APIReference/API_PutPolicy.html
https://docs.aws.amazon.com/privateca/latest/APIReference/API_GetPolicy.html
https://docs.aws.amazon.com/privateca/latest/APIReference/API_DeletePolicy.html
https://docs.aws.amazon.com/cli/latest/reference/acm-pca/put-policy.html
https://docs.aws.amazon.com/cli/latest/reference/acm-pca/get-policy.html
https://docs.aws.amazon.com/cli/latest/reference/acm-pca/delete-policy.html
https://docs.aws.amazon.com/cli/latest/reference/acm-pca/delete-policy.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_identity-vs-resource.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_controlling.html
https://console.aws.amazon.com/ram/home#Permissions:
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AWS Certificate Manager (ACM) X{#,\ 8 CA EEBEKFXZFRINRHWAF TN A B CA £ENF
B, BKFPMAEZETRRENEBORS , ReeihE AT LSl HER

» EndEntityCertificate/V1
EndEntityClientAuthCertificate/V1
EndEntityServerAuthCertificate/V1

BlankEndEntityCertificate_apiPassThrough/v1

BlankEndEntityCertificate_apicsrPassthrough/v1
K& ca PathLen Certificate_ 0/V1

SR R
AFRBTHEEMERNEKS RERE. EFREHERT , #SEAULT SENRNAKE

$ aws acm-pca put-policy \

--region region \

--resource-arn arn:aws:acm-pca:us-east-1:111122223333:certificate-
authoxrity/11223344-1234-1122-2233-112233445566 \

--policy file:///[path]/policyN. json

BRTHEE CABI ARN 24 , EBRATERE— AWS Ik ID 5 — MR T3 CA BRI ERAY
AWS Organizations ID, A TEFFEEE , L TENEEE JSON EHEE NN XH , BHEAUERIR
B CLI B4R,

(® Note

A RERMOTARNET JSON RIRHRBNEN. TR REREZREAN ID FE&
( AWS k53§ Org AWS anizations ID ) # CA ARN,

1. X4 : policyl.json - EREKFFHAFHLEX CA BiERINFRE
f¥ 55555555555 5 BN HE CA B AWS IKF ID,

FFRBRARN , FREECHWEBHRUTHR
« aws-7 AWS X, fl#n, aws, aws-us-govaws-cn, %,

e us-east-1-&RAA AWS X5 , Hlilus-west-1,

ETRRHERE MRS latest 26
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e 111122223333-%RFIE&EK AWS IKF 1D,

o 11223344-1234-1122-2233-112233445566-F B M E VR EIR 1D,

"Version":"2012-10-17",
"Statement": [

{

"Sid":"ExampleStatementID",
"Effect":"Allow",
"Principal":{

"AWS" :"555555555555"

b

"Action": [
"acm-pca:DescribeCertificateAuthority",
"acm-pca:GetCertificate",
"acm-pca:GetCertificateAuthorityCertificate",
"acm-pca:ListPermissions",
"acm-pca:ListTags"

1,

"Resource":"arn:aws:acm-pca:us-east-1:111122223333:certificate-

authority/11223344-1234-1122-2233-112233445566"

iy

{

"Sid":"ExampleStatementID2",
"Effect":"Allow",
"Principal":{

"AWS" :"555555555555"

b

"Action": [
"acm-pca:IssueCertificate"

1,

"Resource":"arn:aws:acm-pca:us-east-1:111122223333:certificate-

authority/11223344-1234-1122-2233-112233445566",

"Condition":{
"StringEquals":{

"acm-pca:TemplateArn":"arn:aws:acm-pca:::template/

EndEntityCertificate/V1"

}
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}

2. X : policy2.json — BEHEX CA B RMNFR AWS Organizations

 0-alb2c 3d4z5 ¥ ID. AWS Organizations

MFRRARN , ERALZECHEBRIATAR

« aws-7 AWS X, fl#n, aws, aws-us-govaws-cn, %,

« us-east-1-&REA A AWS X1 , Hlilus-west-1,

« 111122223333-FRATEEMN AWS 1K/ ID,

« 11223344-1234-1122-2233-112233445566-FBMEHEHEIR 1D,

"Version":"2012-10-17",
"Statement": [
{
"Sid":"ExampleStatementID3",
"Effect":"Allow",
"Principal":"*",
"Action":"acm-pca:IssueCertificate",
"Resource":"arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/11223344-1234-1122-2233-112233445566",
"Condition":{
"StringEquals":{
"acm-pca:TemplateArn":"arn:aws:acm-pca:::template/
EndEntityCertificate/V1",
"aws:PrincipalOrgID":"o0-alb2c3d4z5"
},
"StringNotEquals":{
"aws:PrincipalAccount":"111122223333"

"Sid":"ExampleStatementID4",

"Effect":"Allow",

"Principal":"*",

"Action":[
"acm-pca:DescribeCertificateAuthority",
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"acm-pca:GetCertificate",
"acm-pca:GetCertificateAuthorityCertificate",
"acm-pca:ListPermissions",
"acm-pca:ListTags"
1,
"Resource":"arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/11223344-1234-1122-2233-112233445566",
"Condition":{
"StringEquals":{
"aws:PrincipalOrgID":"o-alb2c3d4z5"
},
"StringNotEquals":{
"aws:PrincipalAccount":"111122223333"

R H B IER P AWS Private Certificate Authority

2 AWS EFEEESER T PR BIERS AWS Private Certificate Authority, TIAE R PR AWS |
RRPEBEITIEARNSEREMEEH AWS Cloud, BHREP T EEELEMIZE LN RBEEF,
BEATEFERAN AWS RS NELRENEERETS. BXRBERIMNEZER , BSRBERTA
EHRFAEE. BRBMNBERFNES , BSHAWS 24 EE L AWS FEHEERF GDPR
BEXE,

HFHEFERPEH , BNBUUERF AWS Ik EIEHEH AWS IAM Identity Center 2 AWS Identity
and Access Management (IAM) iR ENMNARAF, X# , BN RREBETH IERITAENNIR,
BN EWIEBES U T AR RIPHIE -

s NBNKFFERZESHRIE (MFA),

A SSL/TLS 5ERFREEF. AWS BAITEXRFEH TLS 1.2, WA TLS 1.3,

FEHIRE APl MAF7E3) BE AWS CloudTrail,

A AWS IMZRBRAFRURERHFIERIAZ S 24 AWS RS

FERERREERLRS ( H1%0 Amazon Macie ) , ©EBT AIMFEF FHE Amazon S3 HHY B
B,
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. MREE AWS BIBHTHRESR AP #HITIHRINEZEELT FIPS 140-2 BILM INZER | H6EH
FIPS is k. XU AN FIPS s aNEZEE | BHSH (ZEEKIPEBLAEREFIPS) 5 140-2
W)

BEABUEY2FNBEEHBREE (MEFTFVEFIRA4ibi ) MARESH BHEANEFER
(MEMFR ) . XBEEERERGE. APIAWS #58 CA 5 SDK S A H L AWS RS B ERE
#& AWS CLI, API 3 AWS SDK i1, AT AMNIRER AABANAFER P @ AN ERRE
HUERLATUHRRIZH AT, NREEIMBRSF[RENL , BARWEFEENUHEBSRIEER
RIS UERS 12 BRS5 2R AV 1E Ko

AWS .8 CA AN TFHENZ2 ST

B CA WFAAFMETE AWS HEBHZ R (HSM) i, HSM &F& FIPS PUB 140-2 tNEERH 3
REEEXK,

5E3) B % AWS Private CA iE 25 P Y EIE &

AWS Private CA Connector for AD fFfEExiE#ZeR. Bk, BEFEM. RFEABHNERA TS
HEHFXENEFRERE. WBEEEHTNBESHYMER. B AWS Private CA AP| F

# GetCertificate R E AT LA X BB X B3 Connector for AD M A KL PIE R, TEHEAEXRMEIES
RIERIEPHEFHSITENNEE AWS,

AWS Private Certificate Authority Y& #1438 iF

AWS Private Certificate Authority fERZNEHITRIN—FH5 , E=ZFFIHIIXNZ LN AWS &84
#H1T1¥ ML, HEAPEHE SOC, PCl, FedRAMP, HIPAA K HAth,

BXBEESAITIEE AN AWS RFEIIER , TSRAZEEAITIR S HEERHWAWS RS (%
&9 ). AWS RS BX—MREL , BSHAWS M ITKIAWS,

EAMERA TRE=HFIHRE AWS Artifact. HXESER , BSEPH THIRE" HH “AWS
Artifact,

BEMER AWS T8 CA N EAREER T ENBEN SR, RABANEHN BIRURERKEEN
EM. AWS R T LT RIRKABZIMEMME

« XTEEMZH Amazon S3 FHEBHNAL , L TFTEBNBNAEEIMBRURH AWS FoE5 CA &
i

AWS F,F CA AN FHMRZE MM IR latest 30
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- MEFITRE
- pn% CRL

- ZEE5EAMREAEE — XEHFBEFAIMCTRIGIESEM , ARUTELHBEUNZ2MHNE
MENERNEERENSER, AWS

* HPAAZEEGHRMBEE D — AHEBHEHRT LB MAEAR AWS SIZRFS HIPAA FRAER N
A&,

- AWS EMEIRAWS — tk TEBNIEMmERREERA TEMENTLNAEBRX,

« (AWS Config FF R AR 3EFE) FHEAMMITEEIR - bk AWS Config ARSS IT14 &8 32 R B & Xt 7
ek, T IERAEN N EREER.

« AWS Security Hub— Itt AWS JRE A2 H T BENREMRD AWS | BHERERBAFTARETIL
FRAEF B SRR,

MEITHREEENIE CA —E2&EH

BU BT RIRE U HERNTE CAEMRNBHENMBILES. ZHRERRFELETIRMAEE
RUETRYS I A S3 FEEH.

BXREFITREMMNMNZBRFNES  FESR MEFITRS .

FiITREXHEEEUTHRENHE. Amazon S3 #E#H ARN 2 bucket-name B{E., CA_ID 2MAE
CA WMt —FRiRAF, UUID RFiHIRE R M —FR10%F,

bucket-name/audit-report/CA_ID/UUID.[json|csv]

BT LA 30 AR —OFRE , ANEEBP TR ZRE. TENRHER— CSV 7R

= =
Ho

awsAccountId, requestedByServicePrincipal,certificateArn,serial,subject,notBefore, notAfter,issue
123456789012, ,arn:aws:acm-pca:region:account:certificate-authority/CA_ID/

certificate/
certificate_ID,00:11:22:33:44:55:66:77:88:99:aa:bb:cc:dd:ee:ff,"2.5.4.5=#012345678901,2.5.4.44=
Company,L=Seattle, ST=Washington, C=US",2020-03-02T21:43:57+0000,2020-04-07T22:43:57+0000, 2020-(¢
pca:::template/EndEntityCertificate/V1

123456789012, acm.amazonaws.com,arn:aws:acm-pca:region:account:certificate-

authority/CA_ID/

certificate/
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certificate_ID,ff:ee:dd:cc:bb:aa:99:88:77:66:55:44:33:22:11:00,"2.5.4.5=#012345678901,2.5.4.44=
Company,L=Seattle,ST=Washington, C=US",2020-03-02T20:53:39+0000,2020-04-07T21:53:39+0000, 2020-¢
pca:::template/EndEntityCertificate/V1

THARFER—1 JSON XN E.

"awsAccountId":"123456789012",

"certificateArn":"arn:aws:acm-pca:region:account:certificate-authority/CA_ID/
certificate/certificate_ID",

"serial":"00:11:22:33:44:55:66:77:88:99:aa:bb:cc:dd:ee:ff",

"subject":"2.5.4.5=#012345678901,2.5.4.44=#0alb3c4d,2.5.4.65=#0alb3c4d5e6f,2.5.4.43=#0alb3c4d5
Company, L=Seattle,ST=Washington, C=US",

"notBefore":"2020-02-26T718:39:57+0000",

"notAfter":"2021-02-26T719:39:57+0000",

"issuedAt":"2020-02-26T19:39:58+0000",

"revokedAt":"2020-02-26T20:00:36+0000",

"revocationReason":"UNSPECIFIED",

"templateArn":"arn:aws:acm-pca:::template/EndEntityCertificate/V1"

"awsAccountId":"123456789012",
"requestedByServicePrincipal":"acm.amazonaws.com",
"certificateArn":"arn:aws:acm-pca:region:account:certificate-authority/CA_ID/

certificate/certificate_ID",
"serial":"ff:ee:dd:cc:bb:aa:99:88:77:66:55:44:33:22:11:00",

"subject":"2.5.4.5=#012345678901,2.5.4.44=#0alb3c4d,2.5.4.65=#0alb3c4d5e6f,2.5.4.43=#0alb3c4d5
Company, L=Seattle,ST=Washington, C=US",
"notBefore":"2020-01-22T20:10:49+0000",
"notAfter":"2021-01-17T21:10:49+0000",
"issuedAt":"2020-01-22T21:10:49+0000",
"templateArn":"arn:aws:acm-pca:::template/EndEntityCertificate/V1"

® Note

AWS Certificate Manager £ZiTiEH 0} , o5 CA FitiRE LK
ZrequestedByServicePrincipal FERHIEF . acm.amazonaws.comiX&kRiZ AWS
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Certificate Manager fRS5X&x%E 718 AWS #4%8 CA AT APl WIssueCertificate® X
SATIEH,

ANEIHIRE HER Amazon S3 1

EFE#ENTEITREG , BEEHER Amazon S3 . EXEZELR , HSRNAEIZE S3 /2

181y S3 MAFEN M IV RREEF TR . RNAF MBS ZERATEPULNR AWS 20F CA F
REFERTHRENR , ARRRENRNGet MR, BUENAMTAIRARE , ZREERHIX AWS
JK P38 CA Y ARN BNIARIR, AXESEE , BS R LA Amazon S3 12| & 7R IHE R #E

(® Note

ESEFITRENZEFHATED | BALLUEE AT AWS FAF CA IR 16 48 H S A BRIAX
FRERES, BRIAKEEXY CA THEIN{EMA SourceArn BR&l , At LEEENREE L, WMREIE
BERIAE , SIS AT LARERH S 2,

"Version":"2012-10-17",
"Statement": [
{
"Effect":"Allow",
"Principal":{
"Service":"acm-pca.amazonaws.com"

},

"Action":[
"s3:PutObject",
"s3:PutObjectAcl",
"s3:GetBucketAcl",
"s3:GetBucketLocation"

1,

"Resource":[
"arn:aws:s3:::DOC-EXAMPLE-BUCKET/*",
"arn:aws:s3:::D0C-EXAMPLE-BUCKET"

1,

"Condition":{

"StringEquals":{
"aws:SourceAccount":"account",
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"aws:SourceArn":"arn:partition:acm-pca:region:account:certificate-
authority/CA_ID"

}
}
}
]
}
EFITREG

AMEFI A AWS CLIBIR®H TR &.
BT ITRE (2F8)

1. BFRIRE AWS 0K HITHF AWS FAE CA L, MaER https://console.aws.amazon.com/acm-
pca/home,

2. EABIERFRHMIE , MNFIRFIEFEHNFLAE CA.
3. MEEXRES , ERERFITHRE.

4. EFITHREEHRT , ITRRHH SIF? , EREARAE—REN , DERSHMIIRPIREE
DA,

MREEEFE R, W AWS B CA 2eIBRIARB T FEM MBI ENFHESE, MRLEES N
AR REEIIEINE , REFRRERFITRSG . R NFITIRE HES Amazon S3 1§ FATRRY
REEER . AXRMMRBENES , BSREA Amazon S3 12| & 7R INFE KA

5. EHmEHEXT , 7 JavaScript RFRZEEE JSON , NiES D REEE CSV,
6. i%#¥ Generate audit report (K FZIRE)o

BIZFITRE (AWS CLI)

1. WMRELESI|/AA , WELIE .

2. JYRERMINZIEME, A N FIHREEZ Amazon S3 1 RATRKIREEER . BXH KSR
£8 |, BS R H Amazon S3 & AR INAE R B

3. f#H create-certificate-authority-audit-repor t s S RIBZ T it IR E H N EK A EZFH S3 FiEH
.,

$ aws acm-pca create-certificate-authority-audit-report \
--certificate-authority-axrn arn:aws:acm-pca:us-east-1:111122223333:cextificate-
authoxrity/11223344-1234-1122-2233-112233445566 \
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--s3-bucket-name bucket_name \
--audit-report-response-format JSON

RRFITRE

ERFFITRGEUHTRE , BFEH Amazon S3 #41A. API, CLIZHHFAAXIED. BXEZE
B , #3 (Amazon Simple Storage Service A #®E) T FH TR,

MEFITRE

BAIERESEFITIREMN Amazon S3 FEM LEEMNE, AWS #F CA XK S3 HASHF Tt
MEEK

- f£F Amazon S3 £ E/ AES-256 F4A B zh 3t TR 2RiR N2
- EREAEEMZE AWS Key Management Service , HFRBIEERHHIE AWS KMS key B 1TEE

(@ Note
AWS A CA X #E M S3 B £ B IA KMS %4A,

TR ENBAREF N INZIET,
Bl & Bz =
SERUTSERIE A S3 RS [imNE,

1. $TF Amazon S3 #&l& , MUt : https://console.aws.amazon.com/s3/,

2. 71 Buckets &k , EEFEATFREN AWS 3AH CA BF-NF#ER.
3. EfFMMIEL , EREMIETF,

4. EFRIAMEF,

5. H&EE BR.

6. 1%&$# Amazon S3 #4f ( SSE-S3) .

7. BEERRTFELR.

PIEwITRE IR latest 35


https://docs.aws.amazon.com/AmazonS3/latest/user-guide/download-objects.html
https://console.aws.amazon.com/s3/

AWS Private Certificate Authority ArfEm

BE

HE X%

ERATSRUG AERBELEZERANNE.

-

© ® N o g bk~ w0 D

10.

$TF Amazon S3 #2H|& , MAULA : hitps://console.aws.amazon.com/s3/o

£ Buckets & , EF A T FHREN AWS FAHE CA R F M.

EE&EEIEL , EREMEETF,

EERIANE R,

HFEE BA.

EEAWS Key Management Service Z4A (SSE-KMS),

%R M AWS KMS ZEARIEE" = “Hi A AWS KMS key ARN",

EEREFER,

( ATk ) BRLEZE KMS B4R , AT AWS CLI create-key R8I —4 :

$ aws kms create-key

wH3E KMS B %4 ID F Amazon BREF (ARN) . TEHR—NRAIHEE

"KeyMetadata": {
"KeyId": "01234567-89ab-cdef-0123-456789abcdef",
"Description": ""
"Enabled": true,
"KeyUsage": "ENCRYPT_DECRYPT",
"KeyState": "Enabled",
"CreationDate": 1478910250.94,
"Arn": "arn:aws:kms:us-west-2:123456789012:key/01234567-89ab-
cdef-0123-456789abcdef",
"AWSAccountId": "123456789012"
}
}

ERLL TR, A LG AWS FAR CA RS EARTEA KMS ZHANNR. BMINBERT , iE
KMS ZHIINAE ;| AERRRAEETUER KMS BAMBENBERHE, B2, RREEET
LU KMS B RINRR FHMAA MR IF, 2RSS EELAUT 74 KMS B AERE X
o

a. B, policy.jsonfERALL TFget-key-policy@i S R1E KMS Z4ARI ERINKEE -
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$ aws kms get-key-policy --key-id key-id --policy-name default --output text
> ./policy.json

b. EXA4ERPII policy.json X, EELUTREFR 2 — , FRFERMEII A KIS
o

NRIEH Amazon S3 BZHAECRBH , NEFEANUTEY ;

"Sid":"Allow ACM-PCA use of the key",
"Effect":"Allow",
"Principal":{

"Service":"acm-pca.amazonaws.com"
.
"Action":[
"kms:GenerateDataKey",
"kms:Decrypt"
1,
"Resource":"*",
"Condition":{
"StringlLike":{
"kms:EncryptionContext:aws:s3:arn":"arn:aws:s3:::bucket-name"

WRIEH Amazon S3 BZACER |, NEFERUTIED :

"Sid":"Allow ACM-PCA use of the key",
"Effect":"Allow",
"Principal":{

"Service":"acm-pca.amazonaws.com

.

"Action":[
"kms:GenerateDataKey",
"kms:Decrypt"

1,

"Resource":"*",
"Condition":{
"StringlLike":{
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"kms:EncryptionContext:aws:s3:arn": [
"arn:aws:s3:::bucket-name/acm-pca-permission-test-key",
"arn:aws:s3:::bucket-name/acm-pca-permission-test-key-private",
"arn:aws:s3:::bucket-name/audit-report/*",
"arn:aws:s3:::bucket-name/cxrl/*"

}
c. |Ja , AL Tput-key-policydn < N A EHA K

$ aws kms put-key-policy --key-id key_id --policy-name default --policy file://
policy.json

Hiul ke % £ AWS Private Certificate Authority

ER —TEE RS AWS Private Certificate Authority , % AWS £IKMELRLWRI, HX AWS &%
RS AR 20 AWS RIF ERIZRBNEES , BSHAWS =22, EFAEMRBLRENRETIERRIR
&K AWS 3R | B2 S AWS ecurity Pillar Well-Architected Fram ework 589 E i i& FER T o

BaLAER AWS B X APl B AWS Private CA B M E#TiAR, BRBMAXELUTRHER :

- BRREREMEDI (TLS) BMNERER TLS 1.2, BIUEA TLS 1.3,

- EEZLREBIRE (PFS) WEBEH , 20 DHE ( 58T Diffie-Hellman ) 5% ECDHE ( Iifs B8 (Rl 4%
Diffie-Hellman ) o KEZEHINKRE (W Java7 RESRA ) AZIFXEER,

besh , RIERGEZE ID M5 IAM ZERAXBRORZHRZARNBERBTER, RE , BALUE
FA AWS Security Token Service ( AWS STS ) K If it Z & ZIERIT B RH#TESR,

AWS F,E CA VPC 4ixT R (AWS PrivateLink)

Za LB R ERED VPC LinT RES AWS FAF CA 1) VPC Mz RIGIZIEEE. ENRA
FAWS PrivateLink—fh F TR B 1518 AWS FAH CA API 2 ERRRIBMZIF, AWS PrivateLink £
& VPC Z B LA AWS A CA Bid Amazon MERHFIEMNERE , BREFHNERN LR
#. 81 VPC KT S #BHEEHN VPC FRHA—NRZMEATLAE IP thub A58 4 W K EOR K,

O VPC KinT R EFEEEEN VPC , AWS FA8 CA TEBBEMMx, NAT &%. VPN AWS
Direct Connect JE#EHEE, BH VPC PHEHIFFELE IP a5 AWS FA%F CA API BfE.
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E AWS FAF CA BYZH VPC £/ , 4N VPC AZBHIEFIFITIERE, HE , BULUER AWS

Virtual Private Network (AWS VPN) S 8RB M EiEEE] VPC AWS Direct Connect, BX{EE

AWS VPN , &2 Amazon VPC AF#EE+HH VPN i, HXEE AWS Direct Connect , 1§53
(AWS Dlrect Connect RAF1ERE) PMtIEER,

AWS FAF CA REZEMH AWS PrivateLink , BB ZICHEERBAANEZEE, HXx AWS
PrivateLink #l VPC KT S EZEL |, S HEES 1717 BRS AWS PrivateLinko

AWS FAE CAVPC KT S EEEM
ERIEBIEN VPC KRB S 28 AWS FAE CA |, FEEL T E==EM -

« AWS #48 CA ERETAXEP AR X# VPC KT R, 82 VPC ImREt , BREEERE A
PEREREAXF. PXHENATRAXIREA WA RXAFRS.

* VPC KT RAXFEXEHIFER, BWREITRIE AWS FAH CAR L AP B/ E — X 62 i

/AN O

« VPC i 5= {0 E5T Amazon Route 53 X1 Amazon I24t#) DNS, IR L HEEFEH B/ DNS , AL
FRAZH DNS #k, BXEZEE , 5% Amazon VPC AFERMT R DHCP £ &,

. HMinZEl VPC i a N L L AN A FEO 443 ERE VPC BFAE FMRIE NERE,
« AWS Certificate Manager T VPC &1 Ko
« FIPS KT R ( REXHE ) Tx#F VPC KixT1 Ko

AWS F,F CAAPI BERIZEFUT A EM VPC LigT 2 AWS XiF :

- XEFR (BXR)

« XEFRE (FEELMILER )
- ZXEAL (mFERIL )

- XEAEER (RBRM )

« JEM (FFER)

- TAMX (FE)

* Asia Pacific (Mumbai)

« WAMKX ( KR )

« WAHKX (ER)

« WAMX (FIK )

VPC &4 & (AWS PrivateLink) WR7K latest 39


https://docs.aws.amazon.com/vpc/latest/userguide/vpn-connections.html
https://docs.aws.amazon.com/directconnect/latest/UserGuide/dedicated_connection.html#create-connection
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« TA#KX (&)

- TA#K (F3)
- INEKX ()

« BOMNX (EZ=5RE )
- BMX (ZERZ)
- BMX (%)
- BMX (BR)
» Europe (Stockholm)
o BRMX (R=

- Bed (fFh4Ex )
. W (EBH)

» South America ( Sdo Paulo )

N AWS FAF CABIE VPC i =

O LAEA VPC B#1B 7 AWS FAF CA RS 812 VPC KimT = , MAkA hitps:/
console.aws.amazon.com/vpc/ B AWS Command Line Interface, BEXEZELR , S ¥ Amazon
VPC AFEREFHNEEZEDOKXRT REF. AWS FAF CA XIFEEMN VPC NiAAHEFTE APl 2E,

WMREENHREAFE DNS EHE |, MEIAN AWS 358 CA mRIERMAEN VPC KR, B
KNS KT RN TRIIR , BTSRRI LT QB

MR KRS ARE DNS £HE |, Ml Amazon VPC FRE—NETLEAR DNS i /B85 , /X0
™

vpc-endpoint-id.acm-pca.region.vpce.amazonaws.com

® Note
{& re g ion RRFT AWS A CAZIFM AWS X1 ( flflus-east-2EEFRZD ( BZBEM )
i X H XFEIRIR R, BXFIFR AWS FAF CA |, IBZHAWS Certificate Manager FAF IE B K
A9 S A B

BXEZER , 55 Amazon AWS FAF CA VPC AFEREFH VPC LinTi & (AWS
PrivateLink).
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A AWS FAH CARIE VPC LimTi SRR

AT LA A BY Amazon VPC Kim T S BIE KA AWS FA8 CAUEBEUTHRRA :

« AHATERENER
- AHATEVIRAE
o ANERITRENTR

BXREZEE , 550 (Amazon VPC RFiERE) PIER VPC s S #2537 AR 55 1Y 15 R AL PR o

Rl-FT AWS B CA BEM VPC LirTi RUREE

HEEINKET RN , UTREAMBERAR T AWS #8 CA#

fEIssueCertificate, . DescribeCertificateAuthorityGetCertificateGetCertificateAut
MListTagsHiAMEMNPR, B4 Stanza PR RIRE R —NFAE CA. E— Stanza RRXEAIEENFA

B CA MEBER BB L IREAU R, MREFBRFIEFEANENR , WFAFE Condition #45, 1B

=, BERIEEER D B ATFAEERARE CA EFHURLRKFIES,

"Statement": [
{
"Principal":"*",
"Effect":"Allow",
"Action":[
"acm-pca:IssueCertificate"
1,
"Resource": [
"arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/11223344-1234-1122-2233-112233445566"
1,
"Condition":{
"StringEquals":{
"acm-pca:TemplateArn":"arn:aws:acm-pca:::template/
EndEntityCertificate/V1"
}
}
},
{
"Principal":"*",
"Effect":"Allow",
"Action":[

VPC &4 & (AWS PrivateLink) WR7K latest 41


https://docs.aws.amazon.com/vpc/latest/userguide/vpc-endpoints-access.html

AWS Private Certificate Authority ArfEm

"acm-pca:DescribeCertificateAuthority",
"acm-pca:GetCertificate",
"acm-pca:GetCertificateAuthorityCertificate",
"acm-pca:ListPermissions",
"acm-pca:ListTags"

1,

"Resource": [
"arn:aws:acm-pca:us-east-1:111122223333:certificate-

authority/11223344-1234-1122-2233-112233445566"
]
}

AWS Private Certificate Authorityfy B 710 s 5 2

BERHEF AWS RS RO FEM, TTAMMEENEEAKE D, AWS Private Certificate
Authority B iZM AWS R ARVFE 2 WE K EHE | LUMEE LI 2 QURER o] LE R A 3T
H#TEE,

UTETHEATHTRATH AWS =4 TE, AWS FAF CA

£

« XM CloudWatch 145

« {# CloudWatch =4
« {#H CloudTrail

3R CloudWatch 18#5

Amazon CloudWatch 2 —I1 AWS F RGBS . B LLEA CloudWatch RUNEF B ERIEIR. RE
ERUAKBEX AWS BRECM#ME R, CloudWatch IEHRED K —IR,

AWS FAF CA X#EFLLT CloudWatch 18#5.

R iR
CRLGenerated EAERIEP FEYIEK (CRL), IR MUER TR
B CA,
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ER iR
MisconfiguredCRLBucket 7 CRL EEEHM S FHBNEETRER, HR

EFHERRE. LERMCERTRE CA

Time MIEERBIMASTER ( LM ) ZEH
BfE ( AZRNEN ) . WERSGERT
ZlIssueCertificatei® 4.

Success ERIMAUES, HIBIRTUER FiZlIssueCert
ificatei®{E.

Failure BERM, LISFR{GER FiZissueCertificatei®
1E,

AX CloudWatch IEMRMNESESR , BSHUTER

o {EA % CloudWatchig#r
o BIE % CloudWatchZ31R

A CloudWatch =4

& T L ME A Amazon CloudWatch Events 3231 AWS RS E3IL , ABFMNREEHS |, FIONARE
FoAMRERERER. KB AWS IRSWEH)LF T2 F CloudWatch 5E3), B AUREE
BIANRIERZRBNBHNES , URSEBA4AENAN TR EREM BohigE, CloudWatch EZHE D
Em—R. BXEZEER , HSHAEKE CloudWatch S LR WEHHN,

CloudWatch £ Amazon NEH4 1t H R4 EventBridge, f& EventBridgeBh , & ] LAE =40 %
B4r , B3 AWS Lambda BE¥. AWS Batch 4Fill, Amazon SNS X8 %, BXEZER , HSH T
Z 2\l 5 EventBridge ?

BIEFE CA BRI KK

X L= 4 H CreateCertificate Authority I /Ef % .

FX2h

IR |, ZREROREHT CA B ARN,
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"version":"Q",
"id":"event_ID",
"detail-type":"ACM Private CA Creation",
"source":"aws.acm-pca",
"account":"account",
"time":"2019-11-04T19:14:567",
"region":"region",
"resources":[
"arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/11223344-1234-1122-2233-112233445566"
1,
"detail":{
"result":"success"

Failure

KMt | ZBESRE R CA B ARN, /8 ARN , &8 LABt 8 DescribeCertificateAuthority#&E CA

HPRZS.
{

"version":"Q",
"id":"event_ID",
"detail-type":"ACM Private CA Creation",
"source":"aws.acm-pca",
"account":"account",
"time":"2019-11-04T19:14:562",
"region":"region",
"resources": [
"arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/11223344-1234-1122-2233-112233445566"
1,
"detail":{
"result":"failure"

S A UE P B R T B R I

X EEHHIssueCertificate 2 /EAL K .
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B

RINET | iZBIERHRE CA FEFEPHA ARN,

"version":"Q",

"id":"event_ID",

"detail-type":"ACM Private CA Certificate Issuance",

"source":"aws.acm-pca",

"account":"account",

"time":"2019-11-04T19:57:46Z",

"region":"region",

"resources":[
"arn:aws:acm-pca:us-east-1:111122223333:certificate-

authority/11223344-1234-1122-2233-112233445566",

"arn:aws:acm-pca:region:account:certificate-authority/CA_ID/

certificate/certificate_ID"

1,
"detail":({
"result":"success"
}
}
Failure

KME | ZRERREES ARN 1 CA 89 ARN, FERIEHE ARN , B A AR GetCertificate&E & kW
E&A,

"version":"Q",
"id":"event_ID",
"detail-type":"ACM Private CA Certificate Issuance",
"source":"aws.acm-pca",
"account":"account",
"time":"2019-11-04T19:57:462Z2",
"region":"region",
"resources":[
"arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/11223344-1234-1122-2233-112233445566",
"arn:aws:acm-pca:region:account:certificate-authority/CA_ID/
certificate/certificate_ID"
1,
"detail":{
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"result":"failure"

M EH UE PR B Ih
Lt E - RevokeCertificate i fEf1 X .

MERHEIABFLEREHBEHE , R REEMTEH.
B

FIhEY |, ZBRERHRE CA FME REIEFHA ARN,

"version":"Q",

"id":"event_ID",

"detail-type":"ACM Private CA Certificate Revocation",

"source":"aws.acm-pca",

"account":"account",

"time":"2019-11-05T20:25:192",

"region":"region",

"resources":[
"arn:aws:acm-pca:us-east-1:111122223333:certificate-

authority/11223344-1234-1122-2233-112233445566",

"arn:aws:acm-pca:region:account:certificate-authority/CA_ID/

certificate/certificate_ID"

1,
"detail":{
"result":"success"
}
}
4 X CRL BB Zh B8 2k K

XEEHRIBEME | iZRevokeCertificatelR RN S BBIZIE P B445IKR (CRL),

B2

FIhet |, iz ERHRE S CRL XERY CA #Y ARN,

"version":"Q",
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"id":"event_ID",
"detail-type":"ACM Private CA CRL Generation",
"source":"aws.acm-pca",
"account":"account",
"time":"2019-11-04T721:07:082",
"region":"region",
"resources":[
"arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/11223344-1234-1122-2233-112233445566"
1,
"detail":{
"result":"success"

KM 1 - BFRPREEIR , CRL T3ER1FEE Amazon S3
MBEERER , FRESLH Amazon S3 B R,

"version":"Q",

"id":"event_ID",

"detail-type":"ACM Private CA CRL Generation",

"source":"aws.acm-pca",

"account":"account",

"time":"2019-11-07T723:01:25Z2",

"region":"region",

"resources":[
"arn:aws:acm-pca:us-east-1:111122223333:certificate-

authority/11223344-1234-1122-2233-112233445566"

1,
"detail":{

"result":"failure",

"reason":"Failed to write CRL to S3. Check your S3 bucket
}

KW 2 - AFAEPLE IR , CRL =R FEEI Amazon S3
MR EZE SR | BFEIRZRE

"version":"Q",

permissions."

f£F CloudWatch =4
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"id":"event_ID",
"detail-type":"ACM Private CA CRL Generation",
"source":"aws.acm-pca",
"account":"account",
"time":"2019-11-07T23:01:25Z2",
"region":"region",
"resources":[
"arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/11223344-1234-1122-2233-112233445566"
1,
"detail":{
"result":"failure",

"reason":"Failed to write CRL to S3. Internal failure."

KM 3-8 CRL %k AWS #AH CA

ERIEER , BRESLH CloudWatch E+F.

"version":"Q",
"id":"event_ID",
"detail-type":"ACM Private CA CRL Generation",
"source":"aws.acm-pca",
"account":"account",
"time":"2019-11-07T23:01:2572",
"region":"region",
"resources":[
"arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/11223344-1234-1122-2233-112233445566"
1,
"detail":{
"result":"failure",
"reason":"Failed to generate CRL. Internal failure.

B8 CA Fit &I AN

iX 2= 4 H CreateCertificate AuthorityAuditReporti@ #Ef & .

FX2h

f£F CloudWatch =4
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RIhet | ZIEESHRE CA B9 ARN MEFiHIRER ID,

"version":"Q",

"id":"event_ID",

"detail-type":"ACM Private CA Audit Report Generation",

"source":"aws.acm-pca",

"account":"account",

"time":"2019-11-04T21:54:207",

"region":"region",

"resources":[
"arn:aws:acm-pca:us-east-1:111122223333:certificate-

authority/11223344-1234-1122-2233-112233445566",

"audit_report_ID"

1,
"detail":({
"result":"success"
}
}
Failure

&K Amazon S3 FfE# L AWS FAH CA SRZPUTIIR, HEFMEE LEAMBEREtRERE

RE TR KM,

"version":"Q",

"id":"event_ID",

"detail-type":"ACM Private CA Audit Report Generation",

"source":"aws.acm-pca",

"account":"account",

"time":"2019-11-04T21:54:207Z",

"region":"region",

"resources": [
"arn:aws:acm-pca:us-east-1:111122223333:certificate-

authority/11223344-1234-1122-2233-112233445566",

"audit_report_ID"

1,

"detail":{
"result":"failure"

wit
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A LAEFAAWS CloudTrail>RigZH & HEY APl A AWS Private Certificate Authority, BXE %15
B, BZHENTERE,
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- PIERE
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o MIBRRRE
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- SIBTITIRE

o JIBRAE P SR A4

o EFUEB AN

o HIRUEPBHR A

s RFUEBMRHAIEF
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IR R

AR CloudTrail RHIE R T B APutPolicy RN E R,

{

fF CloudTrail MRS latest 50


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/privateca/latest/APIReference/API_PutPolicy.html

AWS Private Certificate Authority ArfEm

"eventVersion":"1.08",
"userIdentity":{
},
"invokedBy":"agent"
},
"eventTime":"2021-02-26T21:25:36Z2",
"eventSource":"acm-pca.amazonaws.com",
"eventName":"PutPolicy",
"awsRegion":"region",
"sourceIPAddress":"xx.xx.xx.xx",
"userAgent":"agent",
"requestParameters":{
"resourceArn":"arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/11223344-1234-1122-2233-112233445566",
"policy":"{\"Version\":\"2012-10-17\",\"Statement\": [{\"Sid\":
\"01234567-89ab-cdef-0123-456789abcdef4-external-principals\",\"Effect\":\"Allow
\",\"Principal\": {\"AWS\":\"account\"},\"Action\":\"acm-pca:IssueCertificate
\",\"Resource\":\"arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/11223344-1234-1122-2233-112233445566\",\"Condition\":{\"StringEquals
\":{\"acm-pca:TemplateArn\":\"arn:aws:acm-pca:::template/EndEntityCertificate/
VIN"3}33}, {\"Sid\":\"01234567-89ab-cdef-0123-456789abcdef-external-principals
\",\"Effect\":\"Allow\",\"Principal\": {\"AWS\":\"account\"},\"Action\":
[\"acm-pca:DescribeCertificateAuthority\",\"acm-pca:GetCertificate\",\"acm-
pca:GetCertificateAuthorityCertificate\",\"acm-pca:ListPermissions\",\"acm-
pca:ListTags\"],\"Resource\":\"arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/11223344-1234-1122-2233-112233445566\"}]1}"
},
"responseElements":null,
"requestID":"01234567-89ab-cdef-0123-456789abcdef",
"eventID":"01234567-89ab-cdef-0123-456789abcdef",
"readOnly":false,
"eventType":"AwsApiCall",
"managementEvent":true,
"eventCategory":"Management",
"recipientAccountId":"account"

R

AR CloudTrail 7"l & 7R T 8 A GetPolicy R EMNE R,

"eventVersion":"1.08",
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"userIdentity":{
"type":"AssumedRole",
"principalld":"account",
"arn":"arn:aws:sts::account:assumed-role/role",
"accountId":"account",
"accessKeyId":"key_ ID",
"sessionContext":{
"sessionIssuer":{
"type":"Role",
"principalId":"account",

arn":"arn:aws:iam: :account:role/role",
"accountId":"account",
"userName" :"name"

iy
"webIdFederationData":{

iy

"attributes":{
"mfaAuthenticated":"false",
"creationDate":"2021-02-26T20:49:5172"

},

"eventTime":"2021-02-26T21:19:147",
"eventSource":"acm-pca.amazonaws.com",
"eventName":"GetPolicy",
"awsRegion":"region",
"sourceIPAddress":"IP_address",
"userAgent":"agent",
"errorCode":"ResourceNotFoundException",

"errorMessage":"Could not find policy for resource arn:aws:acm-pca:us-
east-1:111122223333:certificate-authority/11223344-1234-1122-2233-112233445566.

"requestParameters":{

"resourceArn":"arn:aws:acm-pca:us-east-1:111122223333:certificate-

authority/11223344-1234-1122-2233-112233445566"
1,
"responseElements":null,
"requestID":"request_ID",
"eventID":"event_ID",
"readOnly":true,
"eventType":"AwsApiCall",
"managementEvent":true,
"eventCategory":"Management"

’

"recipientAccountId":"account"

fF CloudTrail
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}

) B SR B

AR CloudTrail RHIE R 7 8 ADeletePolicy B ERN 4 R

"eventVersion":"1.08",
"userIdentity":{
"type":"AssumedRole",
"principalld":"account",
"arn":"arn:aws:sts::account:assumed-role/role",
"accountId":"account",
"accessKeyId":"key_ ID",
"sessionContext":{
"sessionIssuer":{
"type":"Role",
"principalId":"account",

arn":"arn:aws:iam: :account:role/role",
"accountId":"account",
n n

"usexrName" :"name"

iy
"webIdFederationData":{

I,

"attributes":{
"mfaAuthenticated":"false",
"creationDate":"2021-02-26T21:23:17Z2"

},

"eventTime":"2021-02-26T21:23:317",

"eventSource":"acm-pca.amazonaws.com",

"eventName":"DeletePolicy",

"awsRegion":"region",

"sourceIPAddress":"IP_address",

"userAgent":"agent",

"requestParameters":{

"resourceArn":"arn:aws:acm-pca:us-east-1:111122223333:certificate-

authority/11223344-1234-1122-2233-112233445566"

},

"responseElements":null,

"requestID":"request_ID",
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"eventID":"event_ID",
"readOnly":false,
"eventType":"AwsApiCall",
"managementEvent":true,
"eventCategory":"Management",
"recipientAccountId":"account"

I BRI

LA CloudTrail ;=& 7~ T ¥ B CreateCertificateAuthority IR RV &£ R,

"eventVersion":"1.05",
"userIdentity":{
"type":"IAMUser",
"principalld":"account",
"arn":"arn:aws:iam: :account:user/name",
"accountId":"account",
"accessKeyId":"key_ ID"
},
"eventTime":"2018-01-26T21:22:337",
"eventSource":"acm-pca.amazonaws.com",
"eventName":"CreateCertificateAuthority",
"awsRegion":"region",
"sourceIPAddress":"IP_address",
"userAgent":"agent",
"requestParameters":{
"certificateAuthorityConfiguration":{
"keyType':"RSA2048",
"signingAlgorithm":"SHA256WITHRSA",
"subject":{
"country":"US",
"organization":"Example Company",
"organizationalUnit":"Corp",
"state":"WA",

"commonName" : "www.example.com",
"locality":"Seattle"

iy
"revocationConfiguration":{
"crlConfiguration":{
"enabled":true,

fF CloudTrail
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"expirationInDays":3650,
"customCname":"your-custom-name",
"s3BucketName":"your-bucket-name"

},
"certificateAuthorityType":"SUBORDINATE",
"idempotencyToken":"98256344"
1,
"responseElements": {
"certificateAuthorityArn":"arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/11223344-1234-1122-2233-112233445566"
1,
"requestID":"request_ID",
"eventID":"event_ID",
"eventType":"AwsApiCall",
"recipientAccountId":"account"

GenerateCRL

LA CloudTrail "lE R T g enerateCrl EHHiEFK.

{

"eventVersion": "1.08",
"userIdentity": {

"accountId": "account",

"invokedBy": "acm-pca.amazonaws.com"
I
"eventTime": "2021-02-09T17:37:457",
"eventSource": "acm-pca.amazonaws.com",
"eventName": "GenerateCRL",
"awsRegion": "region",
"sourceIPAddress": "acm-pca.amazonaws.com",
"userAgent": "acm-pca.amazonaws.com",

"requestParameters": null,
"responseElements": null,
"eventID": "0©1234567-89ab-cdef-0123-456789%abcdef",
"readOnly": false,
"resources": [
{
"type": "AWS::ACMPCA::CertificateAuthority",
"ARN": "arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/11223344-1234-1122-2233-112233445566"
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}
1,
"eventType": "AwsServiceEvent",
"managementEvent": true,
"eventCategory": '"Management",
"recipientAccountId": "account"

GenerateOCSPResponse

LR CloudTrail ~"l:E R T g enerateOc spResponse E4H 18R,

"eventVersion":"1.08",
"userIdentity":{

"accountId":"account",

"invokedBy":"acm-pca.amazonaws.com"
b
"eventTime":"2021-02-08T23:52:297",
"eventSource":"acm-pca.amazonaws.com",
"eventName":"GenerateOCSPResponse",
"awsRegion":"region",
"sourceIPAddress":"acm-pca.amazonaws.com",
"userAgent":"acm-pca.amazonaws.com",
"eventID":"01234567-89ab-cdef-0123-456789abcdef",
"readOnly":false,
"resources":[

{

"type":"AWS: :ACMPCA: :Certificate",

"ARN":"arn:aws:acm-pca:region:account:certificate-authority/CA_ID/

certificate/certificate_ID"

}

BIEFITRE

LAF CloudTrail ;=& 7~ T ¥ A CreateCertificateAuthorityAuditReporti2 YERY 45 R .

{
"eventVersion":"1.05",
"userIdentity":{
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"type":"IAMUser",
"principalId":"account",

arn":"arn:aws:iam::account:user/name",

"accountId":"account",
"accessKeyId":"key_ID"

I

"eventTime":"2018-01-26T21:56:00Z7",

"eventSource":"acm-pca.amazonaws.com",

"eventName":"CreateCertificateAuthorityAuditReport",

"awsRegion":"region",

"sourceIPAddress":"IP_address",

"userAgent":"agent",

"requestParameters":{
"certificateAuthorityArn":"arn:aws:acm-pca:us-east-1:111122223333:certificate-

authority/11223344-1234-1122-2233-112233445566",

"s3BucketName" : "bucket_name",
"auditReportResponseFormat":"JSON"

I

"responseElements": {
"auditReportId":"report_ID",
"s3Key":"audit-report/CA_ID/audit_report_ID.json"

I

"requestID":"request_ID",

"eventID":"event_ID",

"eventType":"AwsApiCall",

"recipientAccountId":"account"

) BRALE 45 27 & A4

LLR CloudTrail ;:41E 7R 7 8 F DeleteCertificate Authorityi R EVE R, ERLREIF | IEPMEHET
SEMER , BREL T ACTIVE R3S

"eventVersion":"1.05",

"userIdentity":{
"type":"IAMUser",
"principalId":"account",

arn":"arn:aws:iam::account:user/name",
"accountId":"account",
"accessKeyId":"key_ID"

.

"eventTime":"2018-01-26T22:01:1172",
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"eventSource":"acm-pca.amazonaws.com",

"eventName":"DeleteCertificateAuthority",

"awsRegion":"region",

"sourceIPAddress":"IP_address",

"userAgent":"agent",

"errorCode":"InvalidStateException",

"errorMessage":"The certificate authority is not in a valid state for deletion.",

"requestParameters":{
"certificateAuthorityArn":"arn:aws:acm-pca:us-east-1:111122223333:certificate-

authority/11223344-1234-1122-2233-112233445566"

1,

"responseElements":null,

"requestID":"request_ID",

"eventID":"event_ID",

"eventType":"AwsApiCall",

"recipientAccountId":"account"

& FUIE B SR WL

LAF CloudTrail ;=& 7~ T i FRestoreCertificateAuthorityi @ ER R, FEERHIG | IERRAE I
TERIR , RAERIET DELETED RZA.

"eventVersion":"1.05",

"userIdentity":{
"type":"IAMUser",
"principalId":"account",

arn":"arn:aws:iam::account:user/name",
"accountId":"account",
"accessKeyId":"key_ID"
.
"eventTime":"2018-01-26T22:01:117",
"eventSource":"acm-pca.amazonaws.com",
"eventName":"RestoreCertificateAuthority",
"awsRegion":"region",
"sourceIPAddress":"xIP_address",
"userAgent":"agent",
"errorCode":"InvalidStateException",
"errorMessage":"The certificate authority is not in a valid state for restoration.",
"requestParameters":{
"certificateAuthorityArn":"arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/11223344-1234-1122-2233-112233445566"
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},

"responseElements":null,
"requestID":"request_ID",
"eventID":"event_ID",
"eventType":"AwsApiCall",
"recipientAccountId":"account"

FRIE B R A

LA CloudTrail ;=& 7~ T ¥ B DescribeCertificateAuthority IR ERI &5 R,

"eventVersion":"1.05",

"userIdentity":{
"type":"IAMUser",
"principalId":"account",

arn":"arn:aws:iam::account:user/name",
"accountId":"account",
"accessKeyId":"key_ID"
I
"eventTime":"2018-01-26T21:58:187",
"eventSource":"acm-pca.amazonaws.com",
"eventName":"DescribeCertificateAuthority",
"awsRegion":"region",
"sourceIPAddress":"IP_address",
"userAgent":"agent",
"requestParameters":{
"certificateAuthorityArn":"arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/11223344-1234-1122-2233-112233445566"
I
"responseElements":null,
"requestID":"request_ID",
"eventID":"event_ID",
"eventType":"AwsApiCall",
"recipientAccountId":"account"

1 FRAE B FUR A UE

AR CloudTrail ;=& 7~ T ¥ F GetCertificateAuthorityCertificate 2 fERI 45 R o
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"eventVersion":"1.05",

"userIdentity":{
"type":"IAMUser",
"principalId":"account",

arn":"arn:aws:iam::account:user/name",
"accountId":"account",
"accessKeyId":"key_ ID"
I
"eventTime":"2018-01-26T22:03:527",
"eventSource":"acm-pca.amazonaws.com",
"eventName":"GetCertificateAuthorityCertificate",
"awsRegion":"region",
"sourceIPAddress":"IP_address",
"userAgent":"agent",
"requestParameters":{
"certificateAuthorityArn":"arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/11223344-1234-1122-2233-112233445566"
I
"responsekElements":null,
"requestID":"request_ID",
"eventID":"event_ID",
"eventType":"AwsApiCall",
"recipientAccountId":"account"

RBEBMAYEZEFR

AR CloudTrail 7~ & 7~ 7 i Fl GetCertificateAuthority Csrig fEHI 45 R,

"eventVersion":"1.05",

"userIdentity":{
"type":"IAMUser",
"principalId":"account",

arn":"arn:aws:iam::account:user/name",
"accountId":"account",
"accessKeyId":"key_ ID"

I

"eventTime":"2018-01-26T21:40:33Z2",

"eventSource":"acm-pca.amazonaws.com",

"eventName":"GetCertificateAuthorityCsz",

"awsRegion":"region",

"sourceIPAddress":"IP_address",
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"userAgent":"agent",
"requestParameters":{

"certificateAuthorityArn":"arn:aws:acm-pca:us-east-1

authority/11223344-1234-1122-2233-112233445566"
},
"responseElements":null,
"requestID":"request_ID",
"eventID":"event_ID",
"eventType":"AwsApiCall",
"recipientAccountId":"account"

KRIEH

BAF CloudTrail =527~ 7 B GetCertificate R ERNE R,

"eventVersion":"1.05",

"userIdentity":{
"type":"IAMUser",
"principalId":"account",
"arn":"arn:aws:iam: :account:user/name",
"accountId":"account",
"accessKeyId":"key_ ID"

b

"eventTime":"2018-01-26T22:22:547",

"eventSource":"acm-pca.amazonaws.com",

"eventName":"GetCertificate",

"awsRegion":"region",

"sourceIPAddress":"IP_address",

"userAgent":"agent",

"requestParameters":{

2111122223333 certificate-

"certificateAuthorityArn":"arn:aws:acm-pca:us-east-1:111122223333:certificate-

authority/11223344-1234-1122-2233-112233445566",

"certificateArn":"arn:aws:acm-pca:region:account:certificate-authority/CA_ID/

certificate/certificate_ID"
b
"responseElements":null,
"requestID":"request_ID",
"eventID":"event_ID",
"eventType":"AwsApiCall",
"recipientAccountId":"account"
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"eventVersion":"1.05",

"userIdentity":{
"type":"IAMUser",
"principalId":"account",

arn":"arn:aws:iam::account:user/name",
"accountId":"account",
"accessKeyId":"key_ ID"
I
"eventTime":"2018-01-26T21:53:287",
"eventSource":"acm-pca.amazonaws.com",
"eventName":"ImportCertificateAuthorityCertificate",
"awsRegion":"region",
"sourceIPAddress":"IP_address",
"userAgent":"agent",
"requestParameters":{
"certificateAuthorityArn":"arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/11223344-1234-1122-2233-112233445566",
"certificate":{
"hb": [
45,
45,
.10
1,
"offset":0,
"isReadOnly":false,
"bigEndian":true,
"nativeByteOrder":false,
"mark":-1,
"position":1257,
"limit":1257,
"capacity":1257,
"address":0
},
"certificateChain":{
"hb": [
45,
45,
.10
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"offset":0,
"isReadOnly":false,
"bigEndian":true,
"nativeByteOrder":false,
"mark":-1,
"position":1139,
"limit":1139,
"capacity":1139,
"address":0

},

"responseElements":null,
"requestID":"request_ID",
"eventID":"event_ID",
"eventType":"AwsApiCall",
"recipientAccountId":"account"

AR EF

LA CloudTrail =412 R 7 8 AlssueCertificate 2 ERI 4 R .

"eventVersion":"1.05",
"userIdentity":{
"type":"IAMUser",
"principalld":"account",
"arn":"arn:aws:iam: :account:user/name",
"accountId":"account",
"accessKeyId":"key_ ID"
},
"eventTime":"2018-01-26T22:18:437",
"eventSource":"acm-pca.amazonaws.com",
"eventName":"IssueCertificate",
"awsRegion":"region",
"sourceIPAddress":"xIP_address",
"userAgent":"agent",
"requestParameters":{
"certificateAuthorityArn":"arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/11223344-1234-1122-2233-112233445566",
"csr":{
"hb": [
45,
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45,
.10

1,
"offset":0,
"isReadOnly":false,
"bigEndian":true,
"nativeByteOrder":false,
"mark":-1,
"position":1090,
"limit":1090,
"capacity":1090,
"address":0

},
"signingAlgorithm":"SHA256WITHRSA",
"validity":{

"value":365,

"type":"DAYS"
I

"idempotencyToken":"1234"
},

"responseElements": {

"certificateArn":"arn:aws:acm-pca:region:account:certificate-authority/CA_ID/
certificate/certificate_ID"

1,

"requestID":"request_ID",
"eventID":"event_ID",
"eventType":"AwsApiCall",
"recipientAccountId":"account"

Bl i UE 5 25U AL RS

LA CloudTrail ;RI& R T ¥ HListCertificateAuthoritiesi 2 ER & R

"eventVersion":"1.05",

"userIdentity":{
"type":"IAMUser",
"principalld":"account",
"arn":"arn:aws:iam: :account:user/name",
"accountId":"account",
"accessKeyId":"key_ ID"

},
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"eventTime":"2018-01-26T22:09:437",
"eventSource":"acm-pca.amazonaws.com",
"eventName":"ListCertificateAuthorities",
"awsRegion":"region",
"sourceIPAddress":"IP_address",
"userAgent":"agent",
"requestParameters":{

"maxResults":10
},
"responseElements":null,
"requestID":"request_ID",
"eventID":"event_ID",
"eventType":"AwsApiCall",
"recipientAccountId":"account"

B HPRE

AR CloudTrail RHIE R T A AListTagsiRIEME R,

"eventVersion":"1.05",

"userIdentity":{
"type":"IAMUser",
"principalld":"account",
"arn":"arn:aws:iam::account:user/name",
"accountId":"account",
"accessKeyId":"key_ ID"

1,

"eventTime":"2018-02-02T00:21:56Z",

"eventSource":"acm-pca.amazonaws.com",

"eventName":"ListTags",

"awsRegion":"region",

"sourceIPAddress":"IP_address",

"userAgent":"agent",

"requestParameters":{
"certificateAuthorityArn":"arn:aws:acm-pca:us-east-1:111122223333:certificate-

authority/11223344-1234-1122-2233-112233445566"

1,
"responseElements":{
"tags":[
{

"key":"Admin",
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"value":"Alice"

I
{
"key":"User",
"value":"Bob"
}

1,

"requestID":"request_ID",
"eventID":"event_ID",
"eventType":"AwsApiCall",
"recipientAccountId":"account"

P EHIE S

LLF CloudTrail =& = T B RevokeCertificate i {ERI & R,

"eventVersion":"1.05",

"userIdentity":{
"type":"IAMUser",
"principalld":"account",
"arn":"arn:aws:iam: :account:user/name",
"accessKeyId": "key_ ID"

I

"eventTime": "2018-01-26T22:35:03Z7",
"eventSource": "acm-pca.amazonaws.com",
"eventName": "RevokeCertificate",
"awsRegion": "region",
"sourceIPAddress": "IP_address",
"userAgent": "agent",

"requestParameters": {

"certificateAuthorityArn": "arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/11223344-1234-1122-2233-112233445566",

"certificateSerial": "67:07:44:76:83:a9:b7:f4:05:56:27:ff:d5:5c:eb:cc",
"revocationReason": "KEY_COMPROMISE"

I

"responseElements": null,

"requestID": "request_ID",

"eventID": "event_ID",
"eventType": "AwsApiCall",
"recipientAccountId": "account"
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}

PRCFEIE B WA
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"eventVersion":"1.05",

"userIdentity":{
"type":"IAMUser",
"principalId":"account",

arn":"arn:aws:iam::account:user/name",
"accountId":"account",
"accessKeyId":"key_ ID"
I
"eventTime":"2018-02-02T00:18:487",
"eventSource":"acm-pca.amazonaws.com",
"eventName":"TagCertificateAuthority",
"awsRegion":"region",
"sourceIPAddress":"IP_address",
"userAgent":"agent",
"requestParameters":{
"certificateAuthorityArn":"arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/11223344-1234-1122-2233-112233445566",
"tags":[
{
"key":"Admin",
"value":"Alice"

iy

"responseElements":null,
"requestID":"request_ID",
"eventID":"event_ID",
"eventType":"AwsApiCall",
"recipientAccountId":"account"

MILRUE 5 20U ALK o ] BRFR 5

AR CloudTrail R"41E& R T A UntagCertificateAuthority B ER 45 R .
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"eventVersion":"1.05",

"userIdentity":{
"type":"IAMUser",
"principalId":"account",

arn":"arn:aws:iam: :account:user/name",
"accountId":"account",
"accessKeyId":"key_ ID"

I
"eventTime":"2018-02-02T00:21:50Z7",
"eventSource":"acm-pca.amazonaws.com",
"eventName":"UntagCertificateAuthority",
"awsRegion":"region",
"sourceIPAddress":"IP_address",
"userAgent":"agent",
"requestParameters":{
"certificateAuthorityArn":"arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/11223344-1234-1122-2233-112233445566",
"tags":[
{
"key":"Admin",
"value":"Alice"

I

"responsekElements":null,
"requestID":"request_ID",
"eventID":"event_ID",
"eventType":"AwsApiCall",
"recipientAccountId":"account"

EFTIEB R

BAF CloudTrail 7751 7R 7 i A UpdateCertificateAuthority R fEHY 45 R .

"eventVersion":"1.05",

"userIdentity":{
"type":"IAMUser",
"principalId":"account",

arn":"arn:aws:iam::account:user/name",
"accountId":"account",
"accessKeyId":"key_ ID"
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1,

"eventTime":"2018-01-26T22:08:597",

"eventSource":"acm-pca.amazonaws.com",

"eventName":"UpdateCertificateAuthority",

"awsRegion":"region",

"sourceIPAddress":"IP_address",

"userAgent":"agent",

"requestParameters":{

"certificateAuthorityArn":"arn:aws:acm-pca:us-east-1:111122223333:certificate-

authority/11223344-1234-1122-2233-112233445566",

"revocationConfiguration":{
"crlConfiguration":{
"enabled":true,
"expirationInDays":3650,
"customCname":"your-custom-name",
"s3BucketName":"your-bucket-name"

},

"status":"DISABLED"
},
"responseElements":null,
"requestID":"request_ID",
"eventID":"event_ID",
"eventType":"AwsApiCall",
"recipientAccountId":"account"
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BRERGEREKFE T LU D BELL i STRE F Bt MBRSS 28 RIX 2 B P iRV IE B B E.
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MEL L3 | & FBpathLenConstraintZ 3 iIR CA AR TREFIHME CA. ME CA TLUAEH
NEEEFMATFNEIEHREN TMNE CA., AWS 0B CA REERREWZHZIETNRFIE CA NIE
R,

RIFRITH CA EMBNLNMES

- ATREAH I HEERS
- MMIE CA Zifkin B X BRAVAED
- BEFANZLBHREFESRD CANDTREN

AMEILE CA S KIMAERLEMRS !
- W CA %5l : 1R CAFME CA

XRHREEN CA LM , AR CA MME CA XREMHNERE, BHMNRERE, EAUAR
CA 4P RBIMIZHIMKEE , BN NMNE CA ATESHNIHRNR, FERATHEMNRLHTMAIE
PBo

« =N CA%H : 1R CA WA NMME CAL 5
BEERRABRL, WEMRINT — NI CARA , U#E—D R CA 5RE CAREDF. il
CA F 3R TEFB W R L imKAIEFHRIME CA.

RAELH CALEHMMT :

« IAMHEZ CA L5l

SRME=ZREREMFTREL , EEFOIRESRIE CABRLFHE , ARURZEEATEE
Ziko
« =1 CA 45 : X4R CA

HENBEATAZEZREEENTRMN L, ATEFRTEANE, A, ©EERTHR CA
MR L IRRAFEBH CA £ RINL S REHNREKEK.

ER , MREBREBLREEME CAMAIES , MALLERE| AWS FoE CA, 5 OpenSSL s H A
HUEEMIE CA ML  XHEMESLTESMEEH LS,
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RAriEmE

FIEREHRE PKI A

FEL RGP, —REHHNEARRBEFFMHYIRN (oT) =M : EeellaMEgEmal. ££~31%
FEEEERBMRLWSSAFIES , METALETY Internet SRIEBFREHBRE, ZL T PKI &
FRPEUTENEMRRE  SFABRENEHETRENTEIRS  A7ZVSNLEFEE,

Hit , CARREHRBEYESLSHXEERNZERDERE,

4 INTERNAL EXTERNAL EXTERNAL

OPERATIONS OPERATIONS A OPERATIONS B

Root CA Root CA Root CA

[Level 1) (Level 1) (Level 1)

4 " COMPUTER

CORPORATE WEB OPERATIONS PRODUCTION A PRODUCTION B
Subordinate CA . Subordinate CA Subordinate CA

[Level 2) SUb?ermla;]E CA (Level 2) (Level 2)

eve

= Certificate with
"~ signing authority

loT A: Bulbs

Subordinate CA
(Level 3)

loT B: Toasters

Subordinate CA
(Level 3)

BEREHEE=TR , —MHTAREE , ITATHBEE (81N m&—MRCA) . EXRT
TEMINEREKE , EFFEAN CARFIATABZE , =ARINATHABEZEE.

EAIIZE —mEAMIUNR CA MFIINE CARRRITRE , BTHRLFENREFER. RAZA
CAMY , PKI ATBGER KRR EAR, FHENKME, REFHRN , ZMR CA BREHW I LEERE

HEIIMEBS . W THRNRIINME CA, 1R CA 5R3 3CASERE , EEARTNBTIHRER

FEFmAVIEPHELR,

HEAE—u , il Web MATBUTENREMR THNMNRREH, LR AV Web EERMZET
BMAESHNTHEIEBRIEZIERNR. & PKI NI ATENDEER —NRERENK , IRFE
ANGUE S 2 AT RER IR 5 VR, Web B B A L imSRRIEF | HEANRNTH Web JIKER/ER , Xt
NEME ENBERTEARIENMNE., B8 TRMMRLHRTAIES , ATHHEHOENMITEN
RS BT HORIE, ZRENFEM ENHBHEEHRTNE , A TRIFPBBEENZ L,
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REUEPHEENKELR

CABRREMNEHBEEMEIPEENEFARY RELMBFEE. TRELTHANLIR

c CA-IEBREBEEN CA., MRILENR false ( BRIAE ) , MAEH RL RIS,
« pathLenConstraint - BRETHPUUFEENRRATHRENE CARE, KiFREIERBFITA,

RRERR CAIEH,
R CALEFFEZEANREN , TERBERKEYR, IANRENESKENIERKRE,

® Note
AWS 728 CA RAEREREIN ENR 5

MIE CA B pathLenConstraint BEETHATE , EFBRTERAXEHBEFNNENATEL
l‘a‘bo Fln  EFEE=/N CANERERED , THE CABERRAR, F—NE CAHNBREKER

, Rt o LLZ 8 F CA., BNXLEF CA KW pathLenConstraint ES4MANE, XERBFEANIATUZ
%é\ WRARIE |, BREMEAEHM CAIER. REGIEH CANINEER —MEENZ IR HIERE,

TEUETXHARNRERREHFE TEEBENER

BEEBERRHEEAR MR latest 78



AWS Private Certificate Authority ArfEm

F-

#  Certificate with
F’Eiﬁ?;ﬁc;h' E- signing authority
Unspecified
;_Ea.f-
I Subordinate CA Last CA can only
Path length: sign end-entity
7 certificates

Sl

Subordinate CA
Depth Path length:
of child CAs !
allowed below 2
each point ,g Subordinate CA
Path length:
0

EXANOREREHD  BAEZAR (—08EF ). BZ , F—NME CAHK pathLenConstraint
BERN2, XRETHF CARZE2H. it , I TERWIERER , ARBELNEETROARPRE
DPRE, R Web FEIFBEFRB LD T ARZHFEPHREKEART 4, RIEFAK, HEIEH
ARERH T E/NCER CA. BiREER CA SARBNMAIER

FEREREEREKE

AWS #2F CA REATMARBIES, MNBIEBHANLREZFERNER, XEERHETERAREN
REXER , SEBREKE, ERIBUTHE :

* RootCACertificate/V1

« T8 ca PathLen Certificate_ 0/V1

« T8 CA PathLen iE$ _ 1/V1

« TEIE$_ 2/V1 PathLen

« TEiE$_ 3/V1 PathLen

* EndEntityCertificate/V1
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MREZHAVEN CA , EEREKEXRTIRETEMAIUL R CAHBRERKE |, IssueCertificate
API iR E4E1R,

BXRIEPERWIFHAEE , ESH 7 HILPER,
£ AWS CloudFormation Bz 5Tk CA BIR & ¥R iE

WET CABXREHNIRITE , B LAEA AWS CloudFormation X E## TR HIBALE~, B
SR ERM =B , F5 5 (AWS CloudFormation FAFERE)Y R FEHFAE CA BIXE,

EEFE CA £mAH

CAEFEABEENEREH , BAMY. CAIEBREHGE , B CARREHHTHETHNMNE CA B
HAEMANAEILEREHRERNLTN. EAUNETRAAKES CAEBIH,

AN

X509 IE BN ARV ENERERFR, THEMRIES CA ERIES IS ESEE , ERBHEER
Ao (RIEPEREXAMN , EAHBSNAEMH. )

AWS #,58 CA 3 AWS Certificate Manager hBYELEIEPERE , BIUEFLATRE :

- AEENIEPNENH AWS 748 CA BIETRETMAIZUEBH CA NERH. RAFR , F
CA ML IREFIEBNERRATEBIERIUES, ZEA IssueCertificate API IR BRI K
FRETHRX CA K CAIERF[ERK,

« B AWS Certificate Manager ( ACM 4 KFARVIES ) MANEEMN PN E RN 13 1MNA (395
KX)o ACM EEXLIFPHNEITERE, MREFEAEEM AWS FAH CA KiEH , WA LUEEREMA
BMHE,

TERERTHREAVPNABRE, RIFPARURK | LRAERNERAMENERE ; ME CAH
BRCREXRE ZH,

ROOT Subordinate 1 Subordinate 2
Validity: 10 years Validity: 5 years | Validity: 2 years
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AWS Private Certificate Authority ArfEm

MY CA BIREHR |, FAE CAIEPHRELE W AN, NEMRNLRSMFESWEER AR
#o

WREEZE2RE , 2HXNEANLHREIEP LS EREEFAE, SENL N NERIEBEITND
R, ZBEPHNBHUAR BHEBIMKBIE BT RVEE,

B ACM MA K IHEZMAIEBNEINE RN 13418 (395K ), £H AWS FAH CA , BRI LAER
IssueCertificate API RN AFMAAEME , sIiRR1ZAMPL TFL X CA BN,

ME CA L+

ME CAIEPHN AN EEEMANIERKES, CAIULEFLREENEHETERHEMRMNEM

F CAEPRALRKAMIEBH PRI M, FlW, RIREEFFWR CABRRENR (R CAN—TNE
CA). MREBEMREF—FEGAPNLRFTEIES , MATLUFNEMKIES CA NEEAHEE
N=F, XIRPME CAIEFLHNIMIAT R AWS FoHE CA. NE CAIEB A UERMITE KRR CA
UEFo

RIEF

WR CAUEPHERECFIEN PKI (( 2B FBHREMRE ) , AEREEFAMBERBE S IRRERSEN
A RB/EEFE. N TRAREMBDRERE , BRARIEPEZREKOERE. RIEPH AWS A
A CA RIAHIBRN T,

B CA &

AT LGB AR SR CA %7 : BIRIH CA , REFMELEHE RN CA,
IR/ CA

EHMIA CA , HOIRH CA FFHEEIR - CA. 25 , BMNEH CA MEIEH,

MET CA RMIEHEEHH CAsE, BYF CASE , B UEAIR CA UHIEEMAFIER. £EA
J& . |B CA X¥EFmEMNiZ CAMARMIBIES ; MREENMILRE , ©HEET OCSP M/HIEF B H
5%k (CRL ) RBIEEH, HMIB CA MRNERE —MEBIHTS , ERLMIBRIE CA. &AM
CAMAMAABILEBERFIHRE , WEINAANAAILERHMEDS . MRIE CA ERBMNE CA, Uit
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AWS Private Certificate Authority ArfEm

HREREN] , RAME CA EHRX CAENRELZHEH. BEABERBEREGHPEEERNESHR
Bl CA. REESNMNEERER B+ LIEFTHNERMNE CA,

AWS BUEREFERE CANBHFEE CA EFRIRAR, fl , RREFE—K CAanB RN LFR
CA", BIBE-N CAR , WEBENNFR CAGY, XMHENBEIEAYTER CA &R
SR 3 e R IR IE

XM CA AT ERBEN , RATRKR CANLERH, BRILFEHAR CA BHNRESXKR. 28
RN ERACRFTEKEL  MREZIUERH CA NEME LK,

(@ Note

MREER CA , NE Y ACM MARNFIMBIUEBTELT, MRF ACM BT IRMET , W&
AMEBEFMA CAEF IR CA NEWEH,

E#MAIA CA

Y CAEERMN  EKAFRASWNS —NAERENMREAFIH BHM CALEH, EFFARS
REFA CA T#lE A ARBUBHNALEEZEANLBER. EXMBERT , WEIEFHEEN CA FRAIR
FHNARKEEBEZH 2 —ERRY. FMIEPIFAR th ol AT B4R T, BEMAERIRN
UEREH CA , FIER QIEN LR CA LT FARNEN R EIEHITRE,

(@ Note
BEHREHEINE CA, MAREMMARILES , EARKRIMBHAN TURELZEME.

m4H CA

BRI LB B8 CA WEMIEBR B4 CA. XtBER MR 7% CAMKNAEILR, PHEERET
OCSP 5 CRL VAR D KAFF i, REYUBRFLERH CAIEPMANIEXRIGSEFME CA LR
B, TR BEHZ CAIESR,

RELERBERE

EMXIFLAE PKI BF AWS 748 CA , NERNALEFBFLERLEFEEEMRNVIEFRNER , flilws
MALABHBENRER. BRERBNELSTEZREAERIPREEILES RHE. EHIIHHERENN
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B (JLMBSRJLR ) AEH , Rt BERBEMAENL , I RMAV TR 58 AR QB H I EEE
FTJlo ATNE AWS 3B CA BN BHED , BREEMRERXEK.,

FHRBHEFEZNES T AEREELIEBIRSD (OCSP ) M/HIEHBEHEFIER (CRL) .

® Note

MREEARBEERHENIBRTOE CA, MR ERNERTEE, AXESFEE , HZH
E#HHE CA.

« ELIUEPHRAEDI (OCSP )

AWS FAH CA RHtELHEEN OCSP RA R , EEEF HCREEMEN , BEARSIERE
WP, BEF TR AWS A8 CA #2414, API, CLI S3&Xd AWS CloudFormation#ME/ETE
¥ty CA RIE CA LFH OCSP, RE CRL 2EmKR LF#MAELN , WaELNR , @ OCSP 7
AL EBEEREENNERFERESLEN,

NUEHMEAE A OCSP i, 2EMRNBNMEBNERER LR (AIA) EH AWS #F CA
‘@& OCSP IINEM URL, Z¥ RBAVF Web M RREFFRERNWNREFHBEERET JUEEL
InKAHEME CA L. MNEFERZEMESENRTHELE , MBREES M,

AWS F,F CA OCSP g R4 RF C 5019

OCSP ZEEmM

« OCSP RSHENZEEEEMAK CAREFANZEELMEE. MIABRT , £ AWS
B CA ZFAHAI2H CA FA SHA256WITHRSA £E &%, HhXBFME AT LITE
CertificateAuthorityConfigurationAPl X4 # 2/,

- MRBHAT OCSP WRNFEF , Ml APIPassthrough #l CSRPassthrough iIE BEMCFTES AIA ¥~
E_ﬂﬁﬁﬁo

« $£E OCSP BRSMImRAAIE LN EEBRM LiGR, BEFEA OCSP EXFTRRBLHARINESF
EZ{THCSH OCSP E#ti%#,

- IEB A& (CRL)

CRL ZRERMIEPMIIR, R CAEENEK CRLE , EMRH BN HHE AWS FAF CA
BE CRLARRY R, ¥ EBiRAt CRL #Y URL, Z¥ BT Web X RBHRFEFiwE#H CRL H1
ERB W UEELIRKAHIMNE CAIEF,
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HTEF RS T CRL AEARMHITAE , RHUEERAL OCSP EXRNTF. EREFINEES
A BEIRASH OCSP ALt , CRLBRMIMEF I AIEED , BN CRLIIREE TEHAZFH,

® Note
OCSP # CRL % R HNIRAE & 7] A £ 2[Rl #8171 — L3ER.
« HEBHWIERR , OCSP MNHKZ JHEEE 60 755 ERMITRS. BE , OCSP &

XFERMDRBHEES , RAEFFRUUEFHRRN CRL FE , EFmEETXER
OCSP M Ri.,

- BEERHEHIEH ALY 30 24#/5E# CRL. MR CRL EMREMERLK , AWS F25 CA
& 15 2B —IR,

PHEEERN —REXR

DUTERERTHERHEE.,

« 2 CRL 5 OCSP MEEXMXNEE Enabled=False 2% , MR EE CustomCname =
ExpirationInDays FHMSE , NEER XK.

« £ CRL B2EH , S3BucketName SEAMAFS Amazon Simple Storage Service #@an & MM o

- GEEMT CRL 5 OCSP WEEMHER# (CNAME ) SEE B LA E KX T E CNAME FfE
AES%EH/H RFC7230 R,

. £ CRL 5% OCSP E&" , CNAME B ERSSEMUEE , Hl http:// R https://"

ES ]
- AR BHEIEK (CRL)
« 7 AWS #A\H CA OCSP Bt & HE X URL

AXEP REFIFR (CRL)

R CRLEEN CA tIESEN—o <ol , ARFESFAHRT —ERE, AT YHBHELEMA CRL
Y CA ZBIRL T R AY SE RS A R T

BXERAELIERASL (OCSP ) £ CRLIZERIENER , BSH EPREET M A
AWS #,E CA OCSP i@ HE X URL,
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F&:

« CRLZ

Amazon S3 & CRL HIi7 R KB

B S3 FH1E.NHiAE (BPA) CloudFront
Hn% CRL

¥E CRL % &= (CDP) URI

CRL &
S/ CRL 2—/ DER {83 #., ETHXHHEH OpenSSL #TEE |, BEEAXUNTHSS

openssl crl -inform DER -in path-to-crl-file -text -noout

CRL RALTHE :

Certificate Revocation List (CRL):

Version 2 (0x1)

Signature Algorithm: sha256WithRSAEncryption

Issuer: /C=US/ST=WA/L=Seattle/O=Example Company CA/OU=Corporate/
CN=www.example.com

Last Update: Feb 26 19:28:25 2018 GMT

Next Update: Feb 26 20:28:25 2019 GMT

CRL extensions:

X509v3 Authority Key Identifier:
keyid:AA:6E:C1:8A:EC:2F:8F:21:BC:BE:80:3D:C5:65:93:79:99:E7:71:65

X509v3 CRL Number:
1519676905984
Revoked Certificates:
Serial Number: E8CBD2BEDB122329F97706BCFEC990F8
Revocation Date: Feb 26 20:00:36 2018 GMT
CRL entry extensions:
X509v3 CRL Reason Code:
Key Compromise
Serial Number: F7D7A3FD88B82C6776483467BBFOB38C
Revocation Date: Jan 30 21:21:31 2018 GMT
CRL entry extensions:
X509v3 CRL Reason Code:
Key Compromise
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Signature Algorithm:
:40:
45:
27:
04
34:
05:
92:
:f7:
ae:
d7:
28:
Q7:
ed:
5d:
88:

82:
c2:
9e:
49:
c6:
e8:
62:
1lc:
:78:
18:
55:
83:
32:
ab6:
:2c:

2a

57:
53:
83:
97:
58:

5a

(@ Note

9a

fd:
1d:
9b:
83:
d2:
ed:

2a

76:
7d:
f8:

fa

bs4:
78:
e0:
23:
92:
71:
4d:
21:
9d:
5c:

85

86:
15:
69:
:38:
84:
84:
be:
9b:
ak:
35:
6b:
84:
38:
04

sha256WithRSAEncryption
:83:
bb:
50:
51:

a5:
do:
S5e:
f2:
ob:
09:

ea

fe:
32:
85:
f8:
bs4:
de:
90:

f5:
76:
di:
fc:
5d:
01l:
:d2:
ad:
46:
5c:

6a

eb:
7c:
35:

be:
fe:
93:
4e:
bl:
e8:
59:
6f:
8d:
cd:
:00:
0b:
15:
f1:

le:
64:
5b:
od:
(of /1
9d:
5b:
16:
76:
20:
eb:
23:
e4:
8b:

43
ce:
95:
97:
25:
c2:
c7:
Te:
ee:
28:
b4 :
f2:
36:
55:

e2:
7b:

da
ac

2f:
9e:
c3:
22:
68:
c6:
62:
6l:
66:
a9:

ea

3d:
:78:
:02:
66:
b5:
61:
09:
25:
d5:
de:
dd:
7a:
3c:

Qa

83:
35:

9a

63:
59:
15:
95:
18:
dd:

ac:
4e:
6d:
26:
1 2e:
bd:
dc:
:79:
5c:
88:
56:
03:
da:
72:

89:
ao:
as:
7d:
30:

8a

ag:
8f:
bd:
47:
c8:
02:
ce:
az2:

07:
6c:
59:
3e:
f6:
:3a
98:
44
41:
c9:
9c:
df:
as:
d7:

49:
4b:
bb:
fe:
52:
reb:
9d:
69:
a5:
36:
45:
od:
34:
5f:

RAEEMATI|AEWIEHEt |, CRL F&&EKE Amazon S3 H,
REER—/ acm-pca-permission-test-key X#-.

Amazon S3 & CRL By i B 5K BE

bf:
4f
6f:
ab6:
88:
94:
80:
89:
5a:
44
d7:
of:
94
73:

ZE 28] , Amazon S3 #FH

WMREITRI G CRL , NFEZEHEZ— Amazon S3 FHRBEREFME. AWS FAHE CA B3R CRL 77

ABIEEMN Amazon S3 FEfEF , AEHAXNEBATEN. BXESZEE , BERUER?

&HY S3 MAAFUEL K MNEY 1AM SRR TR . BRAFMBSERFE Put MERF BT
AWS T CA BT REXNR , FEFE Get MRFREBHATRR. HLE CANEFHEIRED , &7

BUERE SLVF AWS FAH CA 032 5717 8 48 5 B A BUARU R KBS

® Note

IAM RESEEHURT AWS Xl FRS RAR, X2 NHEK

« MNBRAXE-RINBER T AABEXEEANXE. AWS K/~
- MUNEZERANKXE - RNER TEREATLBAESF31ERANXE,

CRL &E

WK latest 86
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BXREZEEURMANEANXEIIER  BEHEE, AWS XEHAXHE IAM E XA RS
EHTIL , BSREEMAXERAWS RS E4&.

™ CRLEENIES BESERN , AWS FaH CA 281E - CRL FARHEXRHE S3 71k

W, S3 FREBEE—RIF AWS H CA RZFZRXABAF#EBEL IAM KB, RS EAEHY
BEMEAMEANXEMAEMTE , BAEXFRE IR,

PCA S3 BRSs E 4K
AEN TR — X acm-pca.amazonaws.com
22 A 23 A acm-pca.amazonaws.com
B2H =h=9::!
acm-pca.Region.amazonaw
s.com
[=h=9::! 22A
X

RIAKEEX CA RHEMMET SourceArn R, BRMNBWEFHMAMNTAAIRNREMRBER | ZBUERRH
THEE AWS IKF HBERLE CANTTRNIR. AXRESER , FSHEM Amazon S3 25 & 71
R,

"Version":"2012-10-17",
"Statement": [
{

"Effect":"Allow",

"Principal”:{
"Service":"acm-pca.amazonaws.com"

.

"Action": [
"s3:PutObject",
"s3:PutObjectAcl",
"s3:GetBucketAcl",
"s3:GetBucketLocation"
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]I

"Resource": [
"arn:aws:s3:::DOC-EXAMPLE-BUCKET/*",
"arn:aws:s3:::D0C-EXAMPLE-BUCKET"

1,
"Condition":{
"StringEquals":{
"aws:SourceAccount":"account",
"aws:SourceArn":"arn:partition:acm-pca:region:account:certificate-

authority/CA_ID"
3
}

MR AEELE A RIS | SUS T BN 2.
FHAE A S3 B 1L Hi5[HE (BPA) CloudFront

BIAERT , ¥ Amazon S3 BERHEBERBM AL TRIMNR ( BPA ) ThEEMIER TEEMN. BPA BEHE
Amazon S3 ZEHEXEFR , 2 —AHRES , B/ A ERXLEZEGIRMIEN S3 FPNRMEAD
BB RMNR, = BPALTENRSAEEERN , AELT RN HRIUER AWS B8R
FHEBERERNR.

AWS BIEFTE S3 7B L&A BPA , IBEBBRESMEBELBENNF, ER , REMN PKI
BB AREERM (BIRER AWS IKF ) ®E CRL , MFEEHTHANMAK, KN NHBW@AER
Amazon CloudFront ( W& 7 KM% (CDN) ) BEEFAE PKI fERE R , LEEFEREI FHRIEN
EPumiAE S3 FEBNER TRME CRL,

(@ Note
£/ CloudFront 2488 AWS Ik & RENER. BXEZER |, {55 Amazon
CloudFront Bt

WREEF R CRL F441E/3 A BPA By S3 F# 4 |, B CloudFront , NI A S —
/N CDN fi# AR5 R UBREN PKI Z i 8] LA [F] &/ CRL,

f£ A BPA i%i& Amazon S3

ESIH , BEE-—HRNEN CRLEIE-—NFR , ARXIHEA BPA.
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BLE BT I8AY CRL KY 2 H 1 RIMXBRAY Amazon S3

1. FEALERPHSECIEN S3 M., Rk IRESF , EEBEIERE L HIGRIED.

BEXEZELR |, BSHEMELEXER Amazon S3 FE R 2 L1518,

2. QIEME  MIRDERHEN , SMENRETF , ENRAENIBOERRE , REEEFMH
BEBENL L.

3. BEREMNBRET <L, @AM IAM policy , #1 Amazon S3 & CRL W5 RIZERE B AR,

9 BPA CloudFront 5 # &

BIE—NAILAUF RSN FAE S3 FEEMH LM AL SR RN E P iwiE4 CRL B CloudFront 2B,
7 CR CloudFront L Bt & & 1ThR

1. {#F {Amazon CloudFront FF X &i8F) FEIE DB F T REIEF CloudFront 2 8L,

SERIZERER , ENANRTRE :

- BEREES , EEEN S3 M,

« NIREIFEBHRILEER,

« RIRGE S HEECIRN ST

« ERTFHEFHEBHRBNRTIERER , ENFHEERE,

® Note

KIS , CloudFront ERENFRMBRBUAAFTETRFEBNR, EREELE
g, EENRAWHR crl XERXRTHNR.

2. #WBILKRITIRIG , % CloudFront 2 Hl & PR FHS B A FEREUAAT NS RER,

(® Note
WRIEHY S3 FHEMRTE us-east-1 BUAAR M XH 6N , N BB I BRI ERHHNAE
FrEt , ATRES I HTTP 307 IGEY EE @ 45iR. CloudFrontif iy bk AT REFE E LN ES =
REfL &
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71 BPA iR[E CA

EEEH CA K, R 3IZHNMBNER CloudFrontX1ThRH o
HIREY CA B & 5% id % CloudFront

- fEA 8/E CAWEIE (CLI) #IE2E&ER CA,

WATZI BN , B Frevoke_config. txt N EBEUTILIT , UEEIELH CRL IR HEF
BHto K SH URL : CloudFront

"S30bjectAcl":"BUCKET_OWNER_FULL_CONTROL",
"CustomCname" :"abcdef@12345.cloudfront.net"

ZE , HEERL CA MKIERN , XEIEBFIT M TATRATR

X509v3 CRL Distribution Points:
Full Name:
URI:http://abcdef@12345.cloudfront.net/crl/01234567-89ab-
cdef-0123-456789abcdef.crl

® Note
MREMABL CAMANRIFES , MAbM1RFTTET A CRL,

iz CRL

BOLUERESTE LM CRL B Amazon S3 B LEE NS, AWS FAF CA X Amazon S3 A&
FXERMMZHER

« f Amazon S3 £ E /I AES-256 F4H B zh# TR BRiR 2R
- BERERAEEME AWS Key Management Service , H 1R IEEHME AWS KMS key H1TEE

(® Note
AWS FAF CA T X 3EFEM S3 Hah £ BRIA KMS Z4A,
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UTERNAIMAIRES N NEBIED,

B E B3 nE
SRUTSEREE A S3 RS BiwnE,

1. 3$TF Amazon S3 ##l& , MitH : https://console.aws.amazon.com/s3/.

2. 1E Buckets k7 , R A TEFEREN AWS FAH CA BFENFHEMR.
3. EF#REREL , EREMHETF,

4. EEERIAMEFR,

5. EEE BRA.

6. %&$#® Amazon S3 #4f ( SSE-S3) .

7. BERREFEYR.

BB B E X INE

ERATERUEAERBEELERANNE,

-_—

$TFF Amazon S3 #4I1& , MuLR : https://console.aws.amazon.com/s3/.

2. 7 Buckets &k , EEFEATEFREN AWS FAF CA BF-NF#ERE.

3. EEEEIEL , EEEMETF,

4. EFERIANMEF,

5. BEE BA.

6. EIFEAWS Key Management Service %40 (SSE-KMS),

7. EEM AWS KMS Z4AHiEF S H A AWS KMS key ARN,

8. LERREENR.

9. (W% ) WMREEEE KMS B4 , BFEALLT AWS CLI create-key an S I —14 :

$ aws kms create-key

W3S KMS B %4 ID F Amazon BREF (ARN) . TEHR—NRAIHEE

"KeyMetadata": {
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"KeyId": "01234567-89ab-cdef-0123-456789abcdef",

"Description": "",

"Enabled": true,

"KeyUsage": "ENCRYPT_DECRYPT",

"KeyState": "Enabled",

"CreationDate": 1478910250.94,

"Arn": "arn:aws:kms:us-west-2:123456789012:key/01234567-89ab-
cdef-0123-456789abcdef",

"AWSAccountId": "123456789012"
}

10. ERUTHR , B LiE AWS 308 CA RS EHRETEA KMS ZHNNR. RMIANBERT , iE
KMS Z9RAE ; RAERRAEETUER KMS BAMBEN#ERHE, B2, RREEET
LURF KMS BRI RIS RR FHM A~ B F. 2RSS EELMULT F4 KMS B E X
o

a. H%, policy.jsonfEALL TFget-key-policy@n S 1R1E KMS Z4ARI ERINKHEE -

$ aws kms get-key-policy --key-id key-id --policy-name default --output text
> ./policy.json

b. HEXAERPHI policy.json X, REUATREFH 2 — , FFERNE AR
o

WRIEH Amazon S3 BZAECRBH , NEFEAUTEY :

"Sid":"Allow ACM-PCA use of the key",
"Effect":"Allow",
"Principal":{
"Service":"acm-pca.amazonaws.com"
.
"Action":[
"kms:GenerateDataKey",
"kms:Decrypt"
1,
"Resource":"*",
"Condition":{
"StringlLike":{
"kms:EncryptionContext:aws:s3:arn":"arn:aws:s3:::bucket-name"
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RAriEmE

}

WREH Amazon S3 A CER , NBEFERUTED :

"Sid":"Allow ACM-PCA use of the key",

"Effect":"Allow",
"Principal":{

"Service":"acm-pca.amazonaws.com"

},

"Action":[

"kms:GenerateDataKey",

"kms:Decrypt"
1,
"Resource":"*",
"Condition":{

"StringlLike":{

"kms:EncryptionContext:aws:s3:arn":[

"arn:aws:
"arn:aws:
"arn:aws:
"arn:aws:

s3::
s3::
s3::
s3::

:bucket-name/acm-pca-permission-test-key",
:bucket-name/acm-pca-permission-test-key-private",
:bucket-name/audit-report/*",
:bucket-name/crl/*"

c. EE, AL Tput-key-policydn+ B A EH K FKHE

$ aws kms put-key-policy --key-id key id --policy-name default --policy file://

policy.json

#E CRL 2 X< (CDP) URI

WMREMEH S3 FiEMEIEN CAR CDP, | CDP URI AIUARALUTHERZ—,

* http://DOC-EXAMPLE-BUCKET.s3.region-code.amazonaws.com/crl/CA-ID.crl

* http://s3.region-code.amazonaws.com/DOC-EXAMPLE-BUCKET/cxl/CA-ID.crl
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MBEEAECH CAEET HEN CNAME , Ul CDP URI HE2&581&icx , 4
W, http://alternative.example.com/crl/CA-ID.crl

7 AWS #\8 CA OCSP fiiE B E N URL

(® Note

AEFERTREBEN OCSP MERFiR/ANAH URL LATmE# REMBENNE
Fo MREZITRIER AWS FAH CA H£& OCSP MARINEE , M AT AT AN EBEH ZREE S
5 Y i B X B RE T IR 1F

BRINBERT , HENEA OCSP B AWS #4758 CA , MR N B MEHEITE AWS OCSP g HERY
URL, XA ERMBLZLEENT A iREEMD AWSKIX OCSP RiIEEif, BER , BRERRT , &
HREIUERFIEAFTEN URL , BRHLE AWSER OCSP Eif,

(® Note

BXREMIEPBHEIKR (CRL ) EH OCSP ZEHIFEESR , BTHHEE B HEMAL IS B
%Ik (CRL)

71 OCSP BEBEN URL $R=/TtHK,
« CAEE - 7 RevocationConfiguration FNEMN CAIEEHEN OCSP URL , 0 6% CA B
BF2 (CLI) & R4l 2 : tIEF A OCSP MEENX CNAME H CA HFTR,

« DNS - £ CNAME 2XAMBEHNEEE , LUFERFE RN URL B SRS URL, Bx
EZEE , B5HE CAWERE (CLI) i RAF 2 : aZ2FH OCSP M EE X CNAME #J CA,

- HERERS R - RENERS SR , £HABEA LW OCSP REHK KL AWS OCSP a5
BF.

THEEA T XETEDETHENT .
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CNAME record
Name: www.example.com
Value: proxy.example.com

— o)
10 Proxy
819]

Amazon OCSP
responder

WEMR , BEX OCSP RIUFSRIIEUT IR :

. B iREH B R DNS,

i E B4R 1P,

EF PRI I 5 B AREY TCP &,
EFPumiE| B AR TLS iEH,

EFiRE 1 DNS BUERBIEHH 5 HEY OCSP i,
P imB B RE IP,

EFimE A ERE OCSP Eifl,
REFEHKE OCSP MREFRF,

MR FFFHE RS IR @A R E,
10REBEFIEPREFHREEFF IR,
MUMRIEBEN , WEFIRFTH TLS £F.

N

© O N o 0 R~ Db
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® Tip
ERBERAREE CA2F , ATLMERAT Z% CloudFrontfl Amazon Route 53 SREL LR
B,

1. 7% CloudFront , Sl R THRA RO T HFANEH TR E :
- BIEEEKM B E N CNAME BN ZAE M.
- FENLEREHYE,
« ¥ ocsp.acm-pca.<region>.amazonaws.com i% & N Ko
- B M Managed-CachingDisabled %K.
- FEFJMIRBEERN HTTP F HTTPS,
s FAREFW HTTP FERENR
GET, HEAD. OPTIONS, PUT, POST, PATCH, DELETE,

2. £ Route 53 &1 , ¢l —/ DNS i2% , FHEH B ENX CNAME & ZE| CloudFront % Bt #9 &
ko

B AR A E

AWS #8 CA XFEFMMEXPHEM—M T /22 CA, GENERAL_PURPOSE #
SHORT_LIVED_CERTIFICATE X &3 CA MK KIEH R FHNE R,

(® Note
AWS #2F CA TR CA IEBHITERMRE.

GENERAL_PURPOSE ( 2R\ )

RN T CA MREMERHNILEE, ASBNARFHEAXTMRENIEFS, BF , CARREE
R ELE,

SHORT_LIVED_CERTIFICATE

EXENEIMREEERH N EROIEFRN CA. XEEHIEPRRESTH , REATERERH
PHERER THTEHE. XTEENARFRY  MEREERIPL-ERENMNENLETHEES

=3
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B 7 SHORT_LIVED_CERTIFICATE #xX# CAMWHRAETER CA. BXEZEER , H5HE AWS
Private Certificate Authority EE#}-

EOEMATHERR CA , FEMLIE CA WEEFUsageModeZHIRE N
SHORT_LIVED_CERTIFICATIVE, AWS CLI

(® Note
AWS Certificate Manager oM A& BHE RN NFAE CA LR IEH,

BUF AWS BRSS XIS AR HIES ¢

» Amazon AppStream

* Amazon WorkSpaces

M%)k & BE

AWS £IRERIRERE S AWS XEMATRAXEEN, AWS XKERHESMERENRBERN A
X, XETAXBIEKIER, SELENSETROMNEEE. FMATAX , BRI RREETH
Xz BT B RARBEBHNARFNRERE. SEENENHSMREFOEMIREHEL |
TAXKERESHN TR, RESENTT BX.

A% AWS KENTAXNESES , HSHAWS 2HERM R,
TURMRENRE

AR CA BREMR , BERTRMIGERE. AWS 48 CA ESANXEHTH , IAFRESZH
Xig a2 TR CA. % AWS FAF CA BRE KRR 99.9% AT AMM RS KA (SLA) 51T, BEDLE
ARG EAUZEATARMRERE, B LAER CAREEMNE CABRERTR, S5 EE85611
g1

1. BALERNTREN AWS K HEIZFMR CA, ATARNRERE, E£ALEE , MR CA
ABE— AWS RERMIMIETT , NTERE R XEBREN N ERERT. B2, 2IE7TRR CA
SEMREE M - KFEFA MR CAIEFH S RFIRR P EH[NRERGSHEEFE.

2. BET L BIBITRMNE CA RESN AWS KB HEE | REIFHEES RN AWS X154 6 E /Y 1
—1R CA, L ZENFAR , BRFEFEMR CAIUEB D REMRPNEEFME. BREET MR
REZMERIR CA PIE AWS XEFH M , MERETTRIR CA.
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AWS F.B CA H{E3Li%

BESSKRE LB , RBEERMER AWS #A8 CA. UTHRESEBETREYAAWS
Certificate Manager 1 AWS #A5 CA EFHRREAK,

123k CA S F MR B
AWS BUZRHT CA RIAEMFTAHMAREE, XA LLaHE

« RT CA SR RKAVHERE
« R CA REXRIE R
« XT CA BRI KRG

« CA HEH X

« RTREKERRE

- MERBE X

- EEERHSHUH

- REM

BT LAER R ALK B (CP)Y MIAESEERFEBY (CPSY XN XA hiIRIX EER, AXERXT
CARENEEEFEEMNELR | ESH RFC 3647,

RAgER DX CA NER

BE , R CA NRATHAPE CARKIER, X# , EFE CARITHRLIRKAIESH BEESH,
R CA AL ZME 74,

B2 , MELALN LB HUEREZME CA MALIHEMIUES |, Il AWS FAE CA AJAERELZ M
MBEEFNVEN ZFLETERE. EXMERLIT , MALREFLEBFE IAM XRERE |, ZEXBA
MR CA FALHEIEERER,. BX IAM ERBNEER , H5H SO HREE (IAM) Access
Management i& i T AWS Private Certificate Authoritys

(® Note

tEELE DN T ATRET RIREBRERIBR B, Biltn , tNREMWIR CA WIRIAREKX |, MAROIE—
NHEVAR CA FAFED RAGEREFNFREE R, EUMREIETRZE , BT EMARH
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WP, EEMR CA FURUEFE AT BABA L PR #1177 R MR BIMAR CA SR BIEBHIE |, XH
EEER CA WNREXKEK,

4518 CA BCH CA AWS IKF

BUNREMERERNTEN AWS IKF F IR CA FIMNE CA. XEMAUNENIR CARHKE
ZRPMIAEEH. Ak, BAUM—NKFHHIMNE CA SH CSR, RAREAS — MK FHR CA
WNHBTEE, XTEENFARETURKS 712G CA. RIRETZEMEA AWS Management
Console a5 K E{LMNENIR CA SIME CA B CA LB #HITEHENTE,

/A Important
RZIEWAEHE AWS FA8 CARERAZES AR (MFA) .

EEANMAEERACDT

CAEERACNERAFTEMRARSMFIEBHNAT 2T, MREN CAEERAMEPMREEER—
MEITAWS K, WATBGEE TR B R8I IAM B 7 SRR $I9UR & B R

KIEIEPRRIEE B

EHHEHEE  REFHQLAIRILEREAREEA, MRIEBPHNZEEECHEINEBIR , NATHE
FTERHILEH, BERrEFELEICHENIES, AWS 8 CA RHFAMIERNEE RHED | £4
IEFHIRSPI (OCSP ) MIEHREIIEKR (CRL) « BEXESER , B5H REILEF RE L E,

B F AWS CloudTrail,

ERIEBAMTF AR EFLE CA 28 , BFF /B CloudTrail B&IheE, & CloudTrailBh , AT LIS 3R
KFAWSH API AR FIEF , IS EHAWSIEE, 1 FIEFKEEM AWS Management
Console, AWS FF & TEA, AWS Command Line Interface MIE &% 3] AWS REZ#HITH AP B A,
BRI A EWMLERA MK EA T PCAAPI #1E, RERANIR P it AR &£ FAE, &7
LAMER API CloudTrail ER BN ARFS , NENEALBFVERE  RERENORS , AREHEER
WA FF I5 F3<F CloudTrail &FIheE. BXEZER , BSRLERE, %2 FH CloudTrail A&EE
AWS FAH CA BRENRHIRER.

4418 CA HSH CA AWS ik MRS latest 99


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html

AWS Private Certificate Authority ArfEm

B CANLERA

REXKRREHNENLE CANMEER., LALLESSAH CAILEBREFRZS , bl AR CAE
mAAE CA,

(® Note

MREEHR CAXRE |, FEE CAN ARN 2RETN, XFFHEEBERID ARN BNEFILRK
Mo

fIBRABEAH CA

BRI LK AMBRFE CA. MRETBEECAREEFEERNEFRFLERNAMN CA , B8
mATHRE, EX2MER CA , BRATEWERIT BIRFE CA FATRNRE,

® Note
AWS [EWER CA %A , BRI THMIBRA L,

FE1E CRL B $i7A]

AWS FAF CA BIWEEE CRL B4 LFEH Amazon S3 BN £ 15 RINFR ( BPA ) That, X% a] LUk
AV EMFENILE PKINFHAGERBELBEENNF. BPAZ S3 M RESKE , A LRI
TFEARS. BEREBAT , FEH#ITHMRE, BEXEZERE , 52H £ABEH S3 HIEAHTHE
(BPA) CloudFront,

Amazon EKS N HREFR{EXE

/A AWS FAFE CA B E A X.509 iEH# Amazon EKS Bt |, iE81& (Amazon EKS JRi{EkiEs

F) https://aws.github.io/aws-eks-best- practlces/secunty/docs/muItitenancy/#kubernetes-as—a-
service X RIP ZSHEFMMRENEIN, XN AWS 48 CA 5 Kubernetes ERH—REE , TSR
FH AWS FAF CA &I Kubernetes,
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#E CAEE

5/ AWS FAE CA , o LIf|B T2 AWS EEWRIEBM AN A FMNEIUEBMZ I (CA) BIRE
W, HEALRNIBERA, EEBIEPRE , BUUBHAELIERBRSHIN (OCSP), iEHBH%I% (CRL)
WHE. AWS FoH CA FMEEEMN CAEPH., CRL M OCSP i , BYEHWIAAHRHZEEM,
AWS

(® Note

H#) OCSP 3XI AWS #4F CA X OCSP iR R, WRERREBE L MEHH OCSP
HEEW , AWS OCSP MR FHRALEIIPHE—MES , MEFHMIES, RERST
BEEE— NS 2 HIE OCSP MR,

AL AWS FAF CA A8 AWS Management Console AWS CLI, 1 AWS FAF CA API #1715
[, ATEB@MENBUAEREHEMNCLL, ETHREXAPINESEE , 5 AWS Private
Certificate Authority API Reference, M&FEERIMAER APl B Java =4l , BZH F£H AWS B F
CA API ( Java =%l ) o

£}

- BIEFE CA

- BIEMRE CAILEP

- EBFHIXFAE CA KIERR
- 5HFAE CA

- EEFEBCA

- EENE CAKKRE

- EFFAE CA

- HiBRFAE CA

- XEREFE CA

SIEFAE CA

B UERAAT PR EER CARME CA, NTTBRIFEEAETENAFIHEERRBERE W,
& A LA R s AWS CloudFormationfy AWS Management Console, PCA #4612 CA. AWS CLI
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BXEHCCR CARENER  F5H EHMALE CA

BXREACANAF., RENMNARFEBLRIABILERLNESR , B2 R MR E LI SFIIEH,

® Note
MNERIEFAE CAMREITE , 8 AFIENIAE CA AR K WERSE A,
BXRERHFHE AWS FAE CA MEE , 5SS HAWS Private Certificate Authority EE#. &t
LUERE AWS it E2EREE R A

£

- Bl CAWERE (2§ &)

- Bl CA W (CLI)

« AWS CloudFormation Fi F 8|2 CA

22 CANEE (#4575 )
SERATEBRELER AWS Management Consolet|ZFA%8 CA.
FreaERES &

BFIEW AWS K H T AWS FAF CA #25l& , Mt Ahttps://console.aws.amazon.com/
acm-pca/home .

« MREIERBFIE CANXEHITFEHE , WLERNERHE, EFQELE CA
- MREHEE IR CANXERITTEHEE , WLKTHARBLEBMAHNHRE , HPISEH CA 5

&, EEGE CA,
BIET
FEEHAWEREIES |, EREN CA MRWIEBHEIHER,

- BA - A TEENEMEHNBHENES. XEMAER,
« BRES - PRERKEVRPNCROIER, ERERBRT , BERNE R T R B HHLH,
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CA KRB IET

EEHARNRERIMES  EREECNENABIELMRAERRE,

- ERBATEMHE CABRREH, It CAHBEZRIEBRMXE., CRAERREHHEM CA ML iw
KEIEPHRELEZ MR,

« RENEFOE - CA, ZCALBITHBERGEHWPERLELFNRX CAZH, NECABEATIZ
HMME CARBAF, THEHLMNARERF R LRSAFES,

(® Note

AWS #AH CA HEMTE CANR CA hHIEERN , 2RHEBEHNELERE AWS FAF CA,
FBRAEEREFHANR CA,

BHMNE CA AR ZEERNABEERSEMEZIE, MRIE , W4 AWS FAF CA AEREM
EPRLEHRER (CSR) , BUMTHZBERHAFERZERTEIREBZEN CAEH, BXES
L , BESH ZEHINBR CAZEHNMNE CA B,

£ F1 & A 20 P4 B AR T
EEAETOHEREAT  BELHRLE CANEAEEH. BXAEPBAUTRIZ —HE :

« AL (0)-Hlam, REEWH

- LBV (OU)-Hlm , AT AEBAIER

- ERMXER (C)- WM FENERMEXAH
« MNHEBH - MREHNE S

« FREMEBHN - WHIAEN

« 2AA (CN) — AT#rR CA AR ANRFREH,

(® Note

A LUBS T & B B2 A APIPassthrough iRkt — S HEXEPNFERAEE . EXES
SEMEMTRH , ESH F£H APIPassthrough MR A T8 B E N FHEZHIIER,

HTFZHBIRREZLEN  RERNILE CARMNFEAEEETRLELAE CABENERAEEEE
L, BXREURFERETIRBMNENMENESZEE |, SHE RFC 5280,
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RS RIET

ERAEEREIT |, ERBAEENBANULARDN. BRINMEN RSATE , BHAKERN 2048 U, AM
LTS ERBTIRR

+ RSA 2048

+ RSA 4096

+ ECDSA P256

+ ECDSA P384

UEP / FHIE T
FUERREERT , BUUMNRHPESERAENIEPNEF IR ERFHRSN G EhHITIES
- BUE CRL 2

- ¥TF OCSP

IEABLN CA BEXF AN REATFIE—. BMBTIEEXIRMEIEE, RERAER , BEIKH
RERHENRESE, ETRUSRZE , TSR RELEERELE , THRAEXEN T ENAR.
ARFENNLSREUNEARHIDENES.

® Note

MREERBEERHENERTEE CA, UETUERNERITRE, BXESZER , F2H
E#HHE CA.

fti& CRL

1. FIEBRHEEIT , EHEHE CRL BE.

2. ENEM CRL & EZ Amazon S3 # , HRFCIZHK S3 WHABAE —NRER. (TFE
DREREEBHRE, ) 80, BES3HURI TFH , NIIRPERITER.

HieEIEs A eI EeY , AWS B8R CA RZHFAEN TR REMINEZE , ANEEHA
S3 BUARYPRIE 2 L5 R ( BPA ) RE. MREINEENER , WAABERN LK, NFEA
BPA. &I , 8l CA WIRERAMK, R CA BIIIE  MXAIF NEM KR , AT
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FTHEFFBAEMR CRL, {# Amazon S3 # CRL WiFEIEEE FAAIRMEKBERZ—. BXEZE
B, B2 A Amazon S3 &l & N M@K,

/A Important
WRFBZUTHAESRYE , N=iHER AWS 48 CA 2515012 CAFRM

o IRIFHEIRE CRL,
- & AWS A5 CA EXRB36IE S3 F#E.
« BIETETE S3 HREFINIT BPA RE,

EXHERT , BHE2008—ME , SHEE T AR EMEREER . MR HIIXFHE
o, BEREZN Amazon S3RE , IRIEEEEA BPA , AREE6IE CAWERE, Bx
EZER , S HPE LIS Amazon S3 FEHI 2N iG],

3. EJT CRL RELIREVE ME Bk,
« MMBEEX CRL AN Amazon S3 FEIZHI B . LEHTEHE CA FAKIERHKCRL 2
A" RP ( H RFC 5280 EX ) o

« ALK CRL FHFRFERNBEMRE. MIAMEN 7 K. W TEALCRL, BRHBEEN 2-7 Ko
AWS FAH CA REREEN BRI P IAZHEREMK CRL.

4. RIT S3 REUKEVFEBMAZGEMEME R B EICRKN AEEE,

BLiE OCSP

1. HEFBHAEBT , EFEITIT OCSP,
2. HEHENX OCSPimm - AEFRF , LA LN I Amazon OCSP ik [T REMNITSE
(FQDN) o

it F B iR FQDN &Y , R FQDN AWS #A8 CA AR BN EMRIEBHERERHRYT R
wp , UAE AWS OCSP IR &R FIA URL, HinREIEEBENX FQDN WiEHE , E4
Bl %It LAIREL OCSP Waf, BFEULIEIREER , BFEXME AR MRE

- EARERSFHFHIXENBEEN FODN BRES K4 AWS OCSP IR 88,

« RHERIAY CNAME 123N INEIRAY DNS B,

BHlaEdRE MR latest 105


https://docs.aws.amazon.com/AmazonS3/latest/user-guide/add-bucket-policy.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/access-control-block-public-access.html

AWS Private Certificate Authority ArfEm

® Tip
EXEHABEN CNAME T OCSP SRAFENEZEE |, BESH N AWS #4F CA
OCSP BB B E M URL,

Hlan | L RRBENX OCSP By CNAME i23% , iZi2x%IF# Amazon Route 53 & 7R,

IR SR Type B FH SR B L5 BEREERHE
alternati Bl Hidx faif& - proxy.exa
ve.example.com mple.com

® Note

CNAME W{EARESTESMMNEIR , Bl http:// =K https://”o

YL

ERIFRET |, B BUARFRCER CA, HRERBEN , AFERANMALR AWS BRI THE. BX
AWS Fh B CA FRESHIIRURMAE G ZFE CA RINRENUA | BTSHEELE CA BRE,

(@ Note
EEBEIREPIIRZHNZIFAE CA , CA B A M5 LN A IAM policy &
CreateCertificateAuthority B#EXBKHEX A FIRIE. BXEZER , HZH Tag-
on-create : 812 CA BRRAREHI0ZEI CA.

CA X BRIiETI

£ CARREIM T , BAILUEEN B LITIXRZEFEL AWS Certificate Manager REZEIEA. MR
RFUAR , ACM REEBZHERIT I CA £ERMFAB L IREMIEH, BB ER AWS A5 CA
CreatePermissionAPI 8 create-permission C LI fn & 2 BL42 1T X R,
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AWS Private Certificate Authority ArfEm

XLENBRERIAE Ao

(@ Note
AWS Certificate Manager 735 B zh £ 1T B HAE .

EM
EENT , WINETEILE CAWEN.
@ Note

BXRREFWE AWS FAF CA MEE , IS HAWS Private Certificate Authority B4, &40
DERE AWS frit EEERMEE AR,

BIZ CA

REMBEWMAGENERMYSE , EFEOE CA. CANFHAEERERITT , ERSE R NG EIE
Po

(® Note
EHAEEREL , BB EFRIE. Rk CAIEPBREK CAWEE , A AHBFIR
EIRBIEBRMENWFIRH TRER TENBERNZRIRE

1B CAEPH
EHAEENME CA UEH AWS FAF CA
FEHATHLRX CAZEHNMNE CAIEH

Who|WE (W

212 CA W% ( CLI)

£ create-certificate-authority S8 S 8I2FAH CA, HAEE CAERE (E2EENFERERHE
B, PHEE (WREBITXER OCSP #/= CRL ) M CAKE (BIMNE ). HMEN PHEE1FH
EEEEELENDTTSEIRHNFNGH, RNE , BETLEE CA EAENX (ATAEIRESE
HE$ ) . MRS NREERESESHE.
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MRISIEHEBE CRL , MEXH create-certificate-authority &85 2 81 , Y FUEZF L2 Amazon S3
. BXEZEELR , i35 Amazon S3 F1 CRL AV 6] 5K B .

CABRBXHAIEELTER

- EENER

ER T CA RHANBERA N
CA ARZZBNEREENRE
X.500 FREFEE

OCSP M REHMEENL T —NMIEUTEEM OcspConfiguration JR :

« Enabled #FZiZE R “true’s

« (A% ) F8A OcspCustomCname EH BE X CNAME,

CRLIWAHEBREENL T —MNMIEUTEEMN CrlConfiguration W& :

« Enabled #rZi& & N “true’s
- CRLEMHE , UXFEAM (CRLIWENH ) .
- f8& CRL B Amazon S3 .
- (W& ) WE CRL 2B AIAFIARE S3 ObjectAc B, ELAREHRAIG |, BELELAHTFE, BX
BEZER | 55H FRAE A S3 FEIE.ANHi51E (BPA) CloudFront,
« (WiE ) CAMEAMIIPEHEBER S3 @K CNAME 318, 18R CRL AL FFiFRE |, N @i
Amazon CloudFront Z 2899 & &l
- ( Wik ) BEUTEEMCrlDistributionPointExtensionConfigurationX R :
« ZOmitExtensionfrHERERN “‘B” & “R. XEFRE N COP I EWEIAEE A CA M
KWEHE, BEXCOPVBMESEE , BSHBEE CRL &%= (CDP) URI , #1RA “true”
OmitExtension , Ml CustomCname To3EIRE Ao

® Note
B3 E XY OcspConfiguration X& M CrlConfiguration & , AJLA7ER— CA LB H
PR B EELE . NR TR MEM --revocation-configuration 238 , MIERIAE R T F Fh L &894k
FERARD, MRELEEERHERIEXEE , ESH FFH CA (CLI) ,
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UTREIBREEEABTRNRINXE, HRFMEIERET .aws BEER &, BXEE AWS CLI 3358
MEES , BEARENTIEXHRE, N TETHIE , RIERHGTFE JSON X4 HEE CA
BEMBHEBA. RIFEFEMEIURGISTHFBIEER.

BRIFEZ B , BNABERBIEERALLT ca_config. txt BENXH,

X : ca_config.txt

{
"KeyAlgorithm":"RSA_2048",
"SigningAlgorithm":"SHA256WITHRSA",
"Subject":{
"Country":"US",
"Organization":"Example Corp",
"OrganizationalUnit":"Sales",
"State":"WA",
"Locality":"Seattle",
"CommonName" : "www.example.com"
}
}

1 BB H OCSP 1y CA
TERRABIR | PO B FBIA OCSP Xi% |, BNfER AWS A% CA IR S8R ZIE B IR

X4 : @R T OCSP # revoke_config.txt

{
"OcspConfiguration: {
"Enabled":true
}
}
CEED)

$ aws acm-pca create-certificate-authority \
--certificate-authority-configuration file://ca_config.txt \
--revocation-configuration file://revoke_config.txt \
--certificate-authority-type "ROOT" \
--idempotency-token 01234567 \
--tags Key=Name,Value=MyPCA
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MBI, iS5 HE CA B9 Amazon BEZF (ARN)

{

"CertificateAuthorityArn":"arn:aws:acm-pca:region:account:
certificate-authority/CA_ID"

DD
AP T

$ aws acm-pca create-certificate-authority \
--certificate-authority-configuration file://ca_config.txt \
--revocation-configuration file://revoke_config.txt \
--certificate-authority-type "ROOT" \
--idempotency-token 01234567 \
--tags Key=Name,Value=MyPCA-2

MERI , ki SFHE CA K Amazon BIREH (ARN ) .

"CertificateAuthorityArn":"arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/11223344-1234-1122-2233-112233445566"

}
ERAUTHTHRE CANEE.

$ aws acm-pca describe-certificate-authority \

--certificate-authority-arn "arn:aws:acm-pca:us-east-1:111122223333:cexrtificate-
authority/11223344-1234-1122-2233-112233445566" \
--output json

RN IE AT

"RevocationConfiguration": {

"OcspConfiguration": {
"Enabled": true
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Gl 2 ;- BIEFH OCSP f1HENX CNAME Hy CA

FHRHIH  REXHBERTHEHEX OCSP X#, OcspCustomCname XA T £ REHA
( FQDN ) fE R H{E,

L FERPIRME FQDN BY |, f FQDN AWS #AH CA AZIBNEMRIEBHBERNEEFRYT BREH
o, BMRE AWS OCSP MR ERIBRIA URL, HimRWEIGE EHEX FQDN WiEHat , E2ERZiE
HELAZRER OCSP MR, EMfLHFIREER , EREXMEIHAFNERE

- EARERSFFRXENBEEN FODN BREH K% AWS OCSP IRIE7,
 FERIAY CNAME 123RKANINE AT DNS BIEE,

® Tip
BEXFEHABEN CNAME SR OCSP SRFENEZEE |, BESHE N AWS Fo5F CA
OCSP fit& BHENX URL,

Hlan | LR BEENX OCSP B9 CNAME 123% , 1iZIiE2 x4 Amazon Route 53 H & 7R,

GE SR Type B FH SR B L5 E/RERBE
alternati alHigxk fai f@ - proxy.exa
ve.example.com mple.com

® Note

CNAME HERBEEMLEIE , Bl http:// B https://"

X# : EEATF OCSP # revoke_config.txt

{
"OcspConfiguration:{
"Enabled":true,
"OcspCustomCname" :"alternative.example.com"

}
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}

O AL
op T

$ aws acm-pca create-certificate-authority \
--certificate-authority-configuration file://ca_config.txt \
--revocation-configuration file://revoke_config.txt \
--certificate-authority-type "ROOT" \
--idempotency-token 01234567 \
--tags Key=Name,Value=MyPCA-3

MERI , ki SFHE CA K Amazon BREH (ARN ) .

"CertificateAuthorityArn":"arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/11223344-1234-1122-2233-112233445566"
}

ERLT@SHRE CANEE.

$ aws acm-pca describe-certificate-authority \
--certificate-authority-arn "arn:aws:acm-pca:us-east-1:111122223333:cexrtificate-

authority/11223344-1234-1122-2233-112233445566" \
--output json

RN EE A TES .

"RevocationConfiguration": {

"OcspConfiguration": {
"Enabled": true,
"OcspCustomCname": "alternative.example.com"

T~ 3 RIET A I CRL By CA
EHRBIP | RYEEREBENT CRL 3,

X4 : revoke_config.txt
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{
"CrlConfiguration":{
"Enabled":true,
"ExpirationInDays":7,
"S3BucketName" :"DOC-EXAMPLE-BUCKET"
}
}
me

$ aws acm-pca create-certificate-authority \
--certificate-authority-configuration file://ca_config.txt \
--revocation-configuration file://revoke_config.txt \
--certificate-authority-type "ROOT" \
--idempotency-token 01234567 \
--tags Key=Name,Value=MyPCA-1

MERI , k@M E CA K Amazon BREH (ARN ) .

"CertificateAuthorityArn":"arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/11223344-1234-1122-2233-112233445566"
}

R T @ SHRE CANEE.

$ aws acm-pca describe-certificate-authority \

--certificate-authority-arn "arn:aws:acm-pca:us-east-1:111122223333:certificate-
authoxrity/11223344-1234-1122-2233-112233445566" \

--output json

RN B EUTES .
"RevocationConfiguration": {

"CrlConfiguration": {
"Enabled": true,
"ExpirationInDays": 7,
"S3BucketName": "DOC-EXAMPLE-BUCKET"
I
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}

4 BIETEMI CRL HA/FHBEN CNAME B CA
EROIF  REEEENTEZESEHEN CNAME B9 CRL 3,

X4 : revoke_config.txt

{
"CrlConfiguration":{
"Enabled":true,
"ExpirationInDays":7,
"CustomCname": "alternative.example.com",
"S3BucketName" : "DOC-EXAMPLE-BUCKET"
}
}
Ciks)

$ aws acm-pca create-certificate-authority \
--certificate-authority-configuration file://ca_config.txt \
--revocation-configuration file://revoke_config.txt \
--certificate-authority-type "ROOT" \
--idempotency-token 01234567 \
--tags Key=Name,Value=MyPCA-1

MERY , ki SF@mE CA B Amazon BIRE# (ARN ) .

"CertificateAuthorityArn":"arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/11223344-1234-1122-2233-112233445566"
}

ERUTHTHRE CANEE.

$ aws acm-pca describe-certificate-authority \

--certificate-authority-arn "arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/11223344-1234-1122-2233-112233445566" \

--output json

RN EE AT .
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"RevocationConfiguration": {

"CrlConfiguration": {
"Enabled": true,
"ExpirationInDays": 7,
"CustomCname": "alternative.example.com",
"S3BucketName": "DOC-EXAMPLE-BUCKET",

Rl 5 Bl CA HEEEEAEN

B RGIF , CA ERRIZECE CARIEEN. MRAEE , WEABEXSHIMIAN
GENERAL_PURPOSE. #tRflH , ZHiREN SHORT_LIVED_CERTIFICATE , iXZE K& CA ¥

MEBEBRHANECRVIEFR, EEREFEIHENERT , SHHBNEBRIRRRISIH , X2
ERREN—TD. Hitt , lRPl CARD BHEHH,

(® Note
AWS FAH CA FXI1R CA IEBMITERMURE,

$ aws acm-pca create-certificate-authority \
--certificate-authority-configuration file://ca_config.txt \
--certificate-authority-type "ROOT" \
--usage-mode SHORT_LIVED_CERTIFICATE \
--tags Key=usageMode,Value=SHORT_LIVED_CERTIFICATE

1 A By describe-certificate-authority i & & 78 AWS CLI X4 KK CA HWiFMES , WA THSAT
g

$ aws acm-pca describe-certificate-authority \
--certificate-authority-arn arn:aws:acm:region:account:certificate-

authoxity/CA_ID

"CertificateAuthority":{
"Arn":"arn:aws:acm-pca:region:account:certificate-authority/CA_ID",

"CreatedAt":"2022-09-30T09:53:42.769000-07:00",
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"LastStateChangeAt":"2022-09-30T09:53:43.784000-07:00",
"Type":"ROOT",
"UsageMode" : "SHORT_LIVED_CERTIFICATE",
"Serial":"serial_number",
"Status" :"PENDING_CERTIFICATE",
"CertificateAuthorityConfiguration":{
"KeyAlgorithm":"RSA_2048",
"SigningAlgorithm":"SHA256WITHRSA",
"Subject":{
"Countzry":"US",
"Organization":"Example Corp",
"OrganizationalUnit":"Sales",
"State":"WA",
"Locality":"Seattle",

"CommonName" : "www.example.com"

}
},
"RevocationConfiguration":{
"CrlConfiguration":{
"Enabled":false

}I

"OcspConfiguration:{
"Enabled":false

}
}I

5 6 : BIE BT Active Directory %M CA

&0 LA B B E A £ Microsoft Active Directory ( AD ) B Enterprise NTAuth 25 R EFHNFE CA , ©
AREEPME FEFZRFREIFIR, BXF CALEBSAAD WEE , BSHNMANEE=HIEHM
ZHLH (CA) IEHF A NTAuth 7746

i3 A -dspublish &30 , ATLAE A Microsoft certutil T2 AD %% CA B, EA certutil X7

| AD WiEPEBAMMBHEZEE. FRARE , SETLUHEERFNBINKN FE | Hlne Mg
AW —HITEN, EFEERENR , EYUMIE NTauth EEREZHHNE CA. BXEZELE , ESHAE
AARBFERY ZBEPIHITEN.

WRBIERLT ca_config_AD.txt EEX#.

X4 : ca_config_AD.txt
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"KeyAlgorithm":"RSA_2048",
"SigningAlgorithm":"SHA256WITHRSA",

"Subject":{
"CustomAttributes": [
{

"ObjectIdentifier":"2.5.4.3",
"Value":"root CA"

I

{
"ObjectIdentifier":"0.9.2342.19200300.100.1.25",
"Value":"example"

I

{
"ObjectIdentifier":"0.9.2342.19200300.100.1.25",
"Value":"com"

}

]
}
}
W

$ aws acm-pca create-certificate-authority \
--certificate-authority-configuration file://ca_config_AD.txt \
--certificate-authority-type "ROOT" \
--tags Key=application,Value=ActiveDirectory

MERY , ki@t CA K Amazon BIREF (ARN ) .

{
"CertificateAuthorityArn":"arn:aws:acm-pca:us-east-1:111122223333:certificate-

authority/11223344-1234-1122-2233-112233445566"
}

R T SHRE CANEE.

$ aws acm-pca describe-certificate-authority \

--certificate-authority-arn "arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/11223344-1234-1122-2233-112233445566" \

--output json

RN EE A TS .
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"Subject":{
"CustomAttributes": [
{

"ObjectIdentifier":"2.5.4.3",
"Value":"root CA"

1,

{
"ObjectIdentifier":"0.9.2342.19200300.100.1.25",
"Value":"example"

1,

{
"ObjectIdentifier":"0.9.2342.19200300.100.1.25",
"Value":"com"

}

T~ 7 Bl — Matter CA |, M —/NCRL , BEMANIERHERET COPY ESR

BT L B BE S MAE Matter HEER B EIEBMFAE CA, ELRAIF |, FH CA R
Bca_config_PAA.txtENX 7R ID (VID) i& &N FFF1 B9 Matter &= BIAEHLAE (PAA),

X : ca_config_PAA.txt

"KeyAlgorithm":"EC_prime256v1",
"SigningAlgorithm":"SHA256WITHECDSA",
"Subject":{
"Country":"US",
"Organization":"Example Corp",
"OrganizationalUnit":"SmartHome",
"State":"WA",
"Locality":"Seattle",
"CommonName":"Example Corp Matter PAA",
"CustomAttributes": [
{
"ObjectIdentifier":"1.3.6.1.4.1.37244.2.1",
"Value":"FFF1"
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}

RAriEmE

BWEEESA CRL , 74 CA BLEN BMATE S MR MIE+H FAIERIA CDP URL,

X4 : revoke_config.txt

{
"CrlConfiguration":{
"Enabled":true,
"ExpirationInDays":7,
"S3BucketName" :"DOC-EXAMPLE-BUCKET",
"CrlDistributionPointExtensionConfiguration":{
"OmitExtension":true
}
}
}
&%

$ aws acm-pca create-certificate-authority \
--certificate-authority-configuration file://ca_config_PAA.txt \
--revocation-configuration file://revoke_config.txt \
--certificate-authority-type "ROOT" \
--idempotency-token 01234567 \
--tags Key=Name,Value=MyPCA-1

MERDY , tedn @t CA B Amazon BIREF (ARN ) .

"CertificateAuthorityArn":"arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/11223344-1234-1122-2233-112233445566"
}

ERAUTHHHRE CANEE.

$ aws acm-pca describe-certificate-authority \

--certificate-authority-arn "arn:aws:acm-pca:us-east-1:111122223333:certificate-
authoxrity/11223344-1234-1122-2233-112233445566" \
--output json
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RN IE AT

"RevocationConfiguration": {

"CrlConfiguration": {
"Enabled": true,
"ExpirationInDays": 7,
"S3BucketName": "DOC-EXAMPLE-BUCKET",
"CrlDistributionPointExtensionConfiguration":{
"OmitExtension":true

}
}I

AWS CloudFormation Fi F 612 CA

BXxEHMEFE CA BWEE AWS CloudFormation , &2 EAWS CloudFormation B 3ERE
WAWS FAE CA BRERH S E,

BIEMZ R CA UL

AT RN SRAZEIE CAEH. RELRTUER CA.

AWS FhH CA 2 %% CAEBN=MAER

« HIEEWR CA REEH AWS T CA

+ R AWS T CAREEERMAHIINME CA S
s

FEHRXMRNWENFIEENME CA IEH

UFEFNATENTROER, BHATRNRHARELE CA FH,
RENZEREE

CAIEPMZIBEELTIFEURT R CA NERE XM AWS X3, LATR&IERF#4/&AF AWS CLI
B’IE,

. R RSA S EHN R CA WAL FEEM KD -
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+ SHA256 RSA
+ SHA384 RSA
+ SHA512 RSA
« EIBMRF AWS X , XA EDCSA E&EEMN R CA AJLER LT EEMAIES :
+ SHA256 ECDSA
+ SHA384 ECDSA
+ SHA512 ECDSA

B AWS X 24E

X145 & #5 IRV E

eu-north-1 B X ( HTESFRE )
me-south-1 FR (BH)
ap-south-1 TA#BX (&X)
eu-west-3 B X (B2 )
us-east-2 EZERI ( BXEM )
af-south-1 IEM (FER)
eu-west-1 Bt X ( BIR=)
eu-central-1 M X (SEX%RE)
sa-east-1 South America ( Sdo Paulo )
ap-east-1 TA#X (FE)
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RAriEmE

X1 & #5

us-east-1

ap-northeast-2

eu-west-2

ap-northeast-1

us-gov-east-1

us-gov-west-1

us-west-2

us-west-1

ap-southeast-1

ap-southeast-2

- EIEIHRP AWS X5 , ATHNEATF EDCSA :

HIEVE

XERE (HFRILMIER)

TAMX (&R )

RCM X (123K )

TA#K ( FR)

AWS GovCloud ( ZEFRER)

AWS GovCloud ( ZETE3R )

US West ( Oregon )

EEALR (JLmAEEL )

W AH# X (IR )

TAR#X (EE )

. EFl EC_prime256v1 & EEHR CA TTAER ECDSA P256 &I,
« X EC_secp384r1 ERE LM R CA A LAEH ECDSA P384 M AL+,

LR CAEH

&AL AWS Management Console 2% %48 CA iE$ AWS CLI,

!

H

1B CAIEH

il
A
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AIER CA BIBMLZRIES (27 )

1.

( A% ) MREE R# A CA WFHMAERERE , BM hitps://console.aws.amazon.com/acm-pca/
home 7 AWS # 8 CA Z2#l8. ERBUERMANMITE L | EFRREANFABUBHIENRY
& CA,

EERBRE, RE CALEBUITHARER CAIEBRIE.
HIEER CAIERSHT , BEATIERSH

- B - f5E CAUEBREIE B BMetE. | CAIEFHR AWS 48 CA RIABRH R 10 F,

- LEEZE-EER CAMRTIEBNERANERE L, THRNEEZCZE CA W
AWS X (U ET R, BXEZER , BSRRENEEEEIHFNMEEE,
FSigningAlgorithmCertificateAuthorityConfiguration,

+ SHA256 RSA
+ SHA384 RSA
+ SHA512 RSA

RELNRERBLER , RAFIER BWIAHEZE, AWS #4F CA HEHW CA SH CSR, AR
CAEBERERIUES , AN ERHTELE. AWS FAF CARESABLEMIR CAEH,
CANFHAEENEMPE RRERS (HIHAK ) . MRELEKT , IR CAFEE
MBI ERAED

NFER CA IEMZRIE+H (AWS CLI)

1.

ERIEFRLERIFER (CSR) .

$ aws acm-pca get-certificate-authority-csr \
--certificate-authority-axrn arn:aws:acm-pca:us-
east-1:111122223333:certificate-authority/11223344-1234-1122-2233-112233445566 \
--output text \
--region region > ca.csr

£ R ca.csr 2L base64 A RIBH PEM X4 , HRAE RUT,

MIIC1DCCAbwCAQAWbTELMAKGAIUEBhMCVVMXFTATBgNVBAOMDEV4YW1wbGUgQ29y
cDEOMAWGALIUECwwFU2FsZXMxCzAJBgNVBAgMA1dBMRgwFgYDVQQDDA93d3cuZXhh
bXBsZS5jb20xEDAOBgNVBACMBIN1YXRObGUwggEiMAGGCSqGSIb3DQEBAQUAALIB

%48 CAEP MRS latest 123

b
Za<


https://console.aws.amazon.com/acm-pca/home
https://console.aws.amazon.com/acm-pca/home
https://docs.aws.amazon.com/privateca/latest/APIReference/API_CertificateAuthorityConfiguration.html#API_CertificateAuthorityConfiguration_Contents

AWS Private Certificate Authority

RAriEmE

DwAwggEKA0IBAQDD+7eQChWU02m6pHs1I7AVSFkWvbQofKIHvbvy7wm8V09/Bul?7
LE/jrnd1jGoyI7jaMHKXPtEP3uN1Czv+0Eza@70jgjqPZVehtA6a3/3vdQ1lqCoD2
rXpv6VIzcq2onx2X7m+Zixwn20Y111ELXP7I5g@GmUStymq+pY5VARPYy3vTRMjgC
JEiz8w7VvC1l5uIsHFAWa2/NvKyndQMPaCNft238wesV5s2cX0US173jghIShg990
ymf@TRUgVAGQMCXvsW@7MrP5VDmBU7k /AZ9ExsUfMe20B++fhfQWr2N7/1pC4+DP
qJTFXTEexLfRTLeLuGEaJL+c6fMyG+Yk53tZAgMBAAGQI jAgBgkghkiGOw@BCQ4x
EzARMA8GA1UdEWEB/wQFMAMBAT8wDQYJKoZIhvcNAQELBQADggEBAA7XxxLVI5s1B
qMXMMT44y1DZtQx3RDPanMNGLGO1TmLtyqqnUH49T1a+2p7nrlotojuf/3Paz52F
QNO@9STFk8qtYSKNMGA5PZLOA+NFsNW+w4BAQNK1g9m617YEsnkztbfKR1oaINYoA
HZaRvbAQ1MQ/tU2PKZR2vnao444Ugm@0/t3jx5rj817b31hQcHHQ@1QuUXV2kyTxM
ohWeLf2fL+K@xJ9ZgXD4KYnY@zarpreA5RBe05xs3Ms+oGWc13qQfMBx33vrrz2m
dw5iKjg71luulUUmtDV6ewwGa/VO5hNinYAfogdu5aGuVbnTFT3n45B8WHZz2+9r0dn
bA7xUellSuQ=

A LAE A OpenSSL EFMEIE CSR A,

openssl req -text -noout -verify -in ca.csr

XEERRUUT AR,

verify OK
Certificate Request:
Data:
Version: @ (0x0)

Subject: C=US, O=Example Corp, OU=Sales, ST=WA, CN=www.example.com,

L=Seattle
Subject Public Key Info:
Public Key Algorithm: rsaEncryption
Public-Key: (2048 bit)
Modulus:

00:c3:fb:b7:90:0a:15:94:3b:69:ba:a4:7b:25:23:
b0:15:48:59:16:bd:b4:28:7c:a2:07:bd:bb:f2:ef:
@9:bc:54:ef:7f:06:e2:3b:2c:4f:e3:ae:77:75:8c:
6a:32:23:b8:da:30:72:97:3e:d1:0f:de:e3:65:0b:
3b:fe:a@:4c:da:d3:b3:a3:82:3a:8f:65:57:al:b4:
Qe:9a:df:fd:ef:75:0d:6a:0a:80:f6:ad:7a:6f:e9:
52:33:72:ad:a8:9f:1d:97:ee:6f:99:8b:1c:27:da:
86:35:97:51:0b:5c:fe:c8:e6:0d:06:99:44:ad:ca:
6a:be:a5:8e:55:01:13:f2:de:f4:d1:32:38:02:24:
48:b3:f3:0e:d5:bc:2d:79:b8:8b:07:14:05:9a:db:
f3:6f:2b:29:dd:40:c3:da:08:d7:ed:db:7f:30:7a:

it
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2.

Signature Algorithm:
Qe:
Qc:
7e:
9d:
bd:
81:
b0:
6d:
54:
of :
9c:
3d:
66:
31:
e9:

f1:
77:
3d:
85:
00:
2c:
34:
Qe:
2e:
59:
6c:
ab6:
bf:
53:
75:

c5:
df:
6d:
c5:
5a
b7:
7b:

79:
68:
3b:
1f:

142

8b:
59

Exponent:
Attributes:
Requested Extensions:
X509v3 Basic Constraints:
CA:TRUE

(of /1
44
be:
40:
f8:
9e:
94
fe:
5d:
81:
dc:
77:
54:
de:

4a

b5:
33:
56:
dd:
di:
4e:
(of /1
dd:
5d:
70:
cb:
Qe:
ee:
Te:
re4h

da

48:
:9c:
be:
3d:
6c:
ed:
3f:
e3:
ak:
f8:
3e:
62:
61:
39:

eb

da
4a

2a

35:
6d:
b5:
c7:
c9:
29:
ao:

36:
07 :

b3:
ca
32:
31:
e3:
b8:

655

9a

67:

:67:

b3:
ed:
e0:
61:

37

41:
46:
e7:
64:
b0:
91:
8f:
:e3:
3a:
89:
65:
:38:
29:
c5:

cc:
ds:
9c:
3b:
d8:
87:

17:
4.
f9:
8e:
cf:
la

39:
4d:
54:
07:
as:

124

44
15:
39:
ef:
94:
bf:

(0x10001)

aa

2c:
ae:
f2:
e0:
96:
29:
f3:
a2:
d3:
d7:
dé6:
01:
cf:

165

7a

fa

63:
5d:
ab:
10:
86:
94:
S5e:
15:
36:

eb:

6f:

b5:
20:
81:
9f:
df:
9c:

ef:
bc:
53:
85:
5d:
e9:

critical

. CC

b5:
2d:
58:
10:
89:
76:
db:
9e:
ab:
:90:
94:
:20:
bd:

:31:
be:
a2:
48:
34:
35:
be:
df:
2d:
ab6:
7c:
52:
76:
af:

8a

3e:
62:
35:
a9:
ag:

76:
58:
fd:
b7:
co:
6b:
ee:
47:

78:
01:
b9:
4.
31:
3.

sha256WithRSAEncryption
:cd:
c3:
:9e:
:bl:
6f:
f2:
4d:

38:
ed:
1f:
cc:
60:
:00:
as:
50:
of:
80:
71:
43:
5a:
67:

e0:
90:
3f:
16:
le:
32:

1a

EAE—5HH CSRERN --cst SEMSE , MARILEP,

®

Note

cb:
ca:
ff:
19:
f6:
1d:
e3:
70:
2f:
e5:
df:
57:

6cC:

84:
30:
01l:
af:
Ch:
1b:

50:
aa:
73:
de:
be:
96:
8e:
71:
e2:
10:
7b:
a7’:
:e5:
Qe:

84:
25:
of :
63:
b7:
e6:

da

do:
a’z:

4f
b5:
91:
14:
do:
bs4:
S5e:
eb:
b0:
5b:
f1:

al:
ef:
44
7b:
dl:
24

83:
bl:
c6:
fe:
4e:
e7:

b5:
50:

:67:

64:
ed:
bd:
82:
d2:
(of /1
3b:
af:
co:
9d:
51:

MREFERANR 1.6.3 HES AWS CLI IRA |, BERBEMENM ANXHfileb: //8tEH
IR, XA LABRIET AWS FAH CA 4T Base64 HmIBHI IR,

$ aws acm-pca issue-certificate \

--certificate-authority-arn arn:aws:acm-pca:region:account:certificate-
authoxity/CA_ID \
--csr file://ca.csr \

--signing-algorithm SHA256WITHRSA \

it
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RAriEmE

3.

--template-arn arn:aws:acm-pca:::template/RootCACertificate/V1 \

--validity Value=365, Type=DAYS

KRBIEH,

$ aws acm-pca get-certificate \

--certificate-authority-arn arn:aws:acm-pca:us-east-1:111122223333:cexrtificate-

authority/11223344-1234-1122-2233-112233445566 \

--certificate-arn arn:aws:acm-pca:region:account:cextificate-authority/CA_ID/

certificate/certificate_ID \
--output text > cert.pem

ERHIH cert.pem 22 base64 B mIBKY PEM X , HABRE RN T,

MIIDpzCCAo+gAwIBAgIRAIIuOar1QETIUQEOZIGZYdIwDQYIKoZIhvcNAQELBQAwW
bTELMAKGALUEBhMCVVMxFTATBgNVBAOMDEV4YW1wbGUgQ29y cDEOMAWGALUECwwF
U2FsZXMxCzAJBgNVBAgMA1dBMRgwFgYDVQQDDA93d3cuZXhhbXBsZS5jb20xEDAO
BgNVBACMBIN1YXRObGUwWHhcNMjEwMzA4MTUONJ I3WhcNMjIwMzA4MTYONFI3WjBt
MQswCQYDVQQGEwIVUzEVMBMGALIUECgwMRXhhbXBsZSBDb3JwMQ4wDAYDVQQLDAVT
YWx1czELMAKGATUECAwCVOEXxGDAWBgNVBAMMD3d3dy51eGFtcGx1LmNvbTEQMA4G
A1UEBwwHU2VhdHRsZTCCASIwDQYJKoZIhvcNAQEBBQADggEPADCCAQoCggEBAMPY
t5AKFZQ7abgkeyUjsBVIWRa9tCh8oge9u/LvCbxU738G4]jssT+0ud3WMajIjuNow
cpc+0Q/e42UL0/6gTNrTs60C0091V6GODprf/e91DWoKgPatem/pUjNyraifHZfu
b5mLHCfahjwXUQtc/sjmDQaZRK3Kar61j1UBE/Le9NEYyOAIKSLPzDtW8LXm4iwcU
BZrb828rKd1Aw90I1l+3bfzB6xXmzZxc5RLXveOCEhKGD32jKZ/RNFSC8AZAwIe+x
bTsys/1UOYFTuT8BNOTGXR8x7Y4H75+F9BavY3v+WkLj4M+01N9dMR7Et9FMt4us
YRokv5zp8zIb5iTnelkCAwWEAAaNCMEAwDwYDVROTAQH/BAUWAWEB/zAdBgNVHQ4E
FgQUaW3+r328uTLokog2TklmoBK+yt4wDgYDVROPAQH/BAQDAgGGMARGCSqGSIb3
DQEBCwWUAA4IBAQAXjd/7UZ8RDE+PLWSDNGQdLemOBTcawF+tK+PzA4Ev1imn9VuNc
g+x30ZvVZSDQBANUz@b90Pe054aE38dW1zQm2qfTab8822ageWMLyJ1dMsAgqYX2
t9+ubw3NzRCw8Pvz18V69+dFE5AeXmNP@Z5/gdz8H/NSpctjlzopbScRZKCS1Pid
Rf3Z0Pm9QP92YpWyYDkfAU@4xdDolvROMY jKPk1l4LjRqSU/tcCInPMbIiwg+bWpX
2WJoEBXB/p15Kn6J3xjI0ze2SnSI483Z81it4fvxrh0o@VoLNIuCuNXJOwU17Rd11W
YJidaq7je6k18AdgPAOKh8y1XtfUH3fTaVws

R LAER OpenSSL EFMBIEIERHIAR.

openssl x509 -in cert.pem -text -noout

XESEBRUNTARE .

ZHR CAEH

MR latest 126


https://www.openssl.org/

AWS Private Certificate Authority ArfEm

Certificate:
Data:
Version: 3 (0x2)
Serial Number:
82:2e:39:aa:e5:40:44:e5:51:01:0€:64:91:99:61:d2
Signature Algorithm: sha256WithRSAEncryption
Issuer: C=US, O=Example Corp, OU=Sales, ST=WA, CN=www.example.com,
L=Seattle
Validity
Not Before: Mar 8 15:46:27 2021 GMT
Not After : Mar 8 16:46:27 2022 GMT
Subject: C=US, 0O=Example Corp, OU=Sales, ST=WA, CN=www.example.com,
L=Seattle
Subject Public Key Info:
Public Key Algorithm: rsaEncryption

Public-Key: (2048 bit)

Modulus:
00:c3:fb:b7:90:0a:15:94:3b:69:ba:a4:7b:25:23:
b0:15:48:59:16:bd:b4:28:7c:a2:07:bd:bb:f2:ef:
09:bc:54:ef:7f:06:e2:3b:2c:4f:e3:ae:77:75:8¢c:
6a:32:23:b8:da:30:72:97:3e:d1:0f:de:e3:65:0b:
3b:fe:a@:4c:da:d3:b3:a3:82:3a:8f:65:57:al:b4:
Qe:9a:df:fd:ef:75:0d:6a:0a:80:f6:ad:7a:6f:e9:
52:33:72:ad:a8:9f:1d:97:ee:6f:99:8b:1c:27:da:
86:35:97:51:0b:5c:fe:c8:e6:0d:06:99:44:ad:ca:
6a:be:a5:8e:55:01:13:f2:de:f4:d1:32:38:02:24:
48:b3:f3:0e:d5:bc:2d:79:b8:8b:07:14:05:9a:db:
f3:6f:2b:29:dd:40:c3:da:08:d7:ed:db:7f:30:7a:
c5:79:b3:67:17:39:44:b5:ef:78:e0:84:84:a1:83:
df:68:ca:67:f4:4d:15:20:bc:01:90:30:25:ef:bl:
6d:3b:32:b3:19:54:39:81:53:b9:3F:01:9f:44:¢6:
c5:1f:31:ed:8e:07:ef:9f:85:f4:16:af:63:7b:fe:
5a:42:e3:e0Q:cf:a8:94:df:5d:31:1e:c4:b7:d1l:4c:
b7:8b:b8:61:1a:24:bf:9c:e9:f3:32:1b:e6:24:e7:
7b:59

Exponent: 65537 (0x10001)

X509v3 extensions:
X509v3 Basic Constraints: critical
CA:TRUE
X509v3 Subject Key Identifier:
69:6D:FE:AF:7D:BC:B9:32:E8:92:88:36:4E:49:66:A0:12:BE:CA:DE
X509v3 Key Usage: critical
Digital Signature, Certificate Sign, CRL Sign
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Signature Algorithm:
8d:
05:
83:
e7:
:79:
cd:
di:
64:
60:
2e:
do:
9d:
b8:
7b:
69:

17:
8e:
5c:
as:

aa

cd:
4f:
11:
b2:
78:
57:
92:
48:
e3:
d3:

df:
37:
ec:
86:
63:
10:
9e:
ao:
39:
34:
:68:
:38:
:8d:
:35:
138

fb:
la:
77:
84:
ob:
b0:
7f:
92:
1f:

6a

51:
co:
al:
df:
c8:
f0o:
81:
94:
01:
:49:
10:
f0o:
5c:
f0o:

sha256WithRSAEncryption
Qc:
2b:
65:
d7:
32:
d7:
1f:
45:
c5:
70:
fe:

9f:
5f:
9b:
c7:
9d:
fb:
dc:
f8:
4d:
4f

11:
ad:
d5:
56:
5d:
f3:
fc:
9d:
38:
ed:
:cl:
:7c:
:b0:
:60:

8a

53:
3c:

4. FAR CAIUEFHLRHZEE CA L.

(® Note

4f:
e3:
20:
34:
cO:
c5:
3.
fd:
do:
22:
9d:
:de:
S5e:
od:

8f:
f3:
do:
26:
20:

7a

52:
do:
e8:
67:
79:
1f:
di:

Qa

2d:
03:
04
da:
ag:
:f7:
a5:
38:
dé6:
3c:

2a

64:
81:
03:
a7’:
85:
e7:
cb:
f9:
4.
c6:
:7e:
bf:
76:
:87:

1la

5d:
cc:

83:
2f:
54:
d3:
f6:
45:
63:
bd:
74
c9:
89:
cel:
56:
b5:

34:
96:
cf:
69:
b7:
13:
97:
40:
31:
8b:
c6:

3a

60:
Se:

64:
69:
46:
bf:
df:
90:

3a

ff:
88:
Qa:
32:
:8d:
98:
d7:

1d:
fd:
fd:
3c:

ae

le:
:29:
76:

Cca

be:
34:
15:
9d:
d4:

2d:
56:
ao:
db:
:eb:
S5e:
6d:
62:
:3e:
6d:
cd:
ao:
6a:
1f:

e9:
e3:
7.
66:
od:
63:
27:
95:
49:
6a:
ed:
b3:
ae:
77:

MREEHBR 1.6.3 NES AWS CLI kA , BHEBEEMFENWAXFfileb: / /B EH
B4R, XA AR IEHS AWS FAF CA f#4T Base64 4migHIEIE.

$ aws acm-pca import-certificate-authority-certificate \
--certificate-authority-arn arn:aws:acm-pca:region:account:certificate-
authority/CA_ID \

--certificate file://cert.pem

KE CA BFRE,

$ aws acm-pca describe-certificate-authority \
--certificate-authority-axrn arn:aws:acm-pca:us-east-1:111122223333:cextificate-
authoxrity/11223344-1234-1122-2233-112233445566 \

--output json

RENEE RN ED

!
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"CertificateAuthority": {
"Arn": "arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/11223344-1234-1122-2233-112233445566",
"CreatedAt": "2021-03-05T14:24:12.867000-08:00",
"LastStateChangeAt": "2021-03-08T12:37:14.235000-08:00",
"Type": "ROOT",
"Serial": "serial_number",
"Status": "ACTIVE",
"NotBefore": "2021-03-08T07:46:27-08:00",
"NotAfter": "2022-03-08T08:46:27-08:00",
"CertificateAuthorityConfiguration": {
"KeyAlgorithm": "RSA_2048",
"SigningAlgorithm": "SHA256WITHRSA",

"Subject": {
"Country": "US",
"Organization": "Example Corp",
"OrganizationalUnit": "Sales",
"State": "WA",
"CommonName": "www.example.com",

"Locality": "Seattle"

I
"RevocationConfiguration": {
"CrlConfiguration": {
"Enabled": true,
"ExpirationInDays": 7,
"CustomCname": "alternative.example.com",
"S3BucketName": "DOC-EXAMPLE-BUCKET1"
},
"OcspConfiguration": {
"Enabled": false

ZERBITEEMNME CAEH AWS FAH CA

A LAEF AWS Management Console 3 AWS A CA EEMME CA SIEMZEIES,

ZERILEWME CA IEH AWS FAFE CA MR latest 129



AWS Private Certificate Authority ArfEm

7 AWS #.F CA FEENMNE CA tIZMZEIEH

1.

( A% ) MREE R# A CA WFHMAERERE , BM hitps://console.aws.amazon.com/acm-pca/
home 7 AWS # 8 CA Z2#l8. ERBUERMANMITE L | EFRREANFABUBHIENRY
MIE CA,

EERBRE, RE CAEPBUITFLZEMNE CAIEFHRH,

£ “RIEME CAUEH” WHEM 18 CARE" T, FBEAWS Private CARZZHEEMIES AWS
A\ CA,

FIEER CAT , ARFE CASIRAIERE CA, IIRFENERBEUATHRMAER CA :

- BB EAZ CA IR,

- ZCATLBEZR,

* & CA LT ACTIVE K7,

- CA &3y GENERAL_PURPOSE.,

EEEME CAIERSHT , EEUTIERSH

- B - FEE CAEBRYEIHE B B e E .

- LEEE-EER CAMRFERNEANSEE L, £HHE :
+ SHA256 RSA
+ SHA384 RSA
+ SHA512 RSA

- BEKE - NE CA BEZFMEBRAILUMINEEE R, BEKENTE (MIAME ) RRREEL
BLRIAIES , TREtlE CAILLP, BEKEN-—HNESKRTME CA T AFURUEF LU 12 M
BT e’ EAt CA.

- #E#R ARN - ERitk CAEPE BEERMN ARN, NMREFRIEENREKE  BEiRtbaEH, W0
BREH CLI MAIEB S AP IssueCertificate i@ /ERQIZZIEH |, MARFZHIEE ARN, BX
A CA IEPERNER |, TSH 7T I BER,

RESNRBRESER K AFER BIAHZE, AWS 48 CA S CSR, EAME CA L

PERERLES , HEAEXENR CALEBIEFR, AWSFAE CARGSACEENME CAILE

H,

CAMFMAEENHEHNBE RZERDS (RIIBPEW ) . MBRLZERI , HEKHWMNE CA FEE

HEBRFETRNED,

LZHEMITENME CAIEH AWS FAF CA MR latest 130
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ZERINEFRX CAZZHWME CAIEH

Bl CAKEE (A ) 3 81 CAKEE (CLI) HARCIENEFE CA G, BAILUERE
BREHNABEBMRIHERZR CAIUEBRKBEE, ERANE CALXENE CAIEBFEEL/NAL
FEERSEHERENSBMRNG , RELHEAF =S RHKE.

@ Note
EFRIRBNSEERS REAFNIETEREEHTEERERN.

HOIZME CA ARBABERMRNBLRNRZE , FERATES :

1. MIREUEBE B E R (CSR) AWS #4H CA.
2. 1 CSR ERGEMNBERMANM , FIRME B CA IEBURIBEILES,
3. fF CAIEHMEEES A AWS FoH CA LUBUEEHIME CA,

BREASR , F5H ATELRNIE CAILES .

EEIXNFAE CA NiFEN R

FEAXNFE CA EEXENRWAFE AWS FAH CA AJUAERZ CA EBHMIEH, CAFTEER L
AU B RAF WA B PR RZEFELS BEE MR/ AWS Identity and Access Management (IAM)
AP AWS Ik, IR CAFMEEBIE TR RNEREN , BEEETR AWS K F# A F 4 7 S
KU,

BYAF , TeREKFEREKF , #A UEMA U ER AWS FAF CA = AWS Certificate
Manager ®JR. AWS FAF CA IssueCertificatel®d API = issue-certification CL | &5 5K B IEH
LHFIERERS. KRIEPFEEARRBLFILE , A EIHNFHKIT. EEM ACM 2
B. ACM RequestCertificateAP| SERIEH CL | s TMAKIEP, EERTURNMEZRES
ACM £ RS H. MR CAEERA AW , HEMAENKFFE ACM WERSHEXAE , NEEIL
PR E R HAT BB 41T,

F&
« 1AM F - 632 8 0K AR
o M ONESIK £ 77 BUR BE
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https://docs.aws.amazon.com/acm/latest/APIReference/API_RequestCertificate.html
https://docs.aws.amazon.com/cli/latest/reference/acm/request-certificate.html
https://docs.aws.amazon.com/acm/latest/userguide/acm-slr.html
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A IAM AP 62 £k P PR

HCAEER (AMCAMAMEE ) MIEBPMREEEER—N AWS IKFFet , SEMERBY GIE
— N EABRH AWS Identity and Access Management (IAM) AF | FMEAENEERARSTF. B
XF IAM 5 AWS FAB CARBR—EFERANEREURREINR , ESE S0 M1 RIERE (IAM) Access
Management i& i T AWS Private Certificate Authority,

BIKFRA 1 PRFFREILES

EXfERT , KPHEEVNE—IMNLAE CA , ABSE—NEEMAHRHILE CAZIRIEBNEREN IAM
AP, IAM AP&SiEA AWS FA%E CA IssueCertificate API RMEKIUEH,

Cwner creates JAM &M user issues cerificate using
Cwner creates CA | & user to issue and

renew certificates

acm—poa: IssueCertificate

APl to issue certificate signed by CA

Lixf A XMENLERAIEE  IEREEEAMINGESHALZEAEFEAM LR L, XEIFHIH
RIESRMFHET. FEAL APl MAEREEIERHLEEZIER (CSR) M AWS FoH CA H OpenSSL =
KLUBFZAERNBZET, BXEZEL , 55 IssueCertificate X#4,

Bk RA 2 BY ACM A FEEILES

E-HBER S RKE ACM F PCA 9 API B1E, P BEEGUTI —HBIEFAE CAR IAM AR,
RE , KFHEED ACM RE EARZFRABEEITHIE CA XZEWFIEIESH. IAM BFBXM
RiE$H , BXX2ES AALE CSR MEZLAEMRK ACM RequestCertificate APl, ZiEHE|H]

&, ACM £ BaHITEIT TERE.
using A2M consocle

Onwner selects PCA console option ACM
access to renew certifimtes requested by

this account

*0

¥

Onwner reates 1AM
user to issue and
renew certificates

ACM auto-renews
certificate

Ohwiner uses

L 1AM user issues certficate using
acm-poa:CreatePermission

acm: BequestCertificate

AP| to grant permission to ACM service e

principal to renew certificates signed by CA

A 1AM P 2 B 0K P AR W7 latest 132
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KERAEETLUERENE CA HlasfizEaEMH PCA CreatePermission API B3 BB 4 512
FEITNR, B T/ERECIZNITELRTETS ACM £RH AWS RS

T-HagRTFRITRRONRE,
FHEBEIT RS B4 ACM

f&Bh AWS Certificate Manager ( ACM ) FHFEE LI , BRI BHHRITAENIATIEBIEBLEIT
2. AT ACM BEILITHE CA £ERMIES , CA RF A [E ACM BRS E4FZ FTE ALY
PR, 1R ACM REEXLLEITNR , I CAWHEEE (IBRARR ) XPESNAEIEBIHN F3)
BEHMRZIESR,

/A Important

XL BEEITTNRALRRE CAFBEEMLELMREREER - AWS KT FEHER. B
XEWFIZR | FSE HNEKS FECRR,

SITNRAIEFLE CA SIEMAZEIR , FERE CA LT ACTIVE RE , BNAI AR A iE) B Ko

BET LM AWS FAE CA #2#lA. AWS Command Line Interface (AWS CLI) 28 AWS ¥, CA API &
BFiHE CA MR :

[ ACM Z B FAH CA R ( #£%15 )

1. BFAREY AWS K HITH AWS FAB CA E41 , Mut7 https://console.aws.amazon.com/acm-
pca/home,

ERABIUEPMEANMITE L , NIIRFPEFRENFAE CA,

EERE, BEE CANR,

IEFRRIN ACM 78] AT K i SRVE S,

EERF

o M w0 b

£ AWS FA CA (JAWS CLIFR & ACM IR

£/ create-permission T SR P BL4E ACM, BAIM % B L EH IR
( IssueCertificate, GetCertificate l ListPermissions ) SAfE ACM BEBZhLEITIEH,

$ aws acm-pca create-permission \
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--certificate-authority-arn arn:aws:acm-pca:region:account:certificate-
authority/CA_ID \

--actions IssueCertificate GetCertificate ListPermissions \

--principal acm.amazonaws.com

£ A list-permissions @ =% CA ZREII R,

$ aws acm-pca list-permissions \
--certificate-authority-arn arn:aws:acm-pca:region:account:certificate-
authoxity/CA_ID

£/ delete-per mission WS HUE CA 2 BL4A RS EHHINE. AWS

$ aws acm-pca delete-permission \

--certificate-authority-arn arn:aws:acm-pca:region:account:cextificate-
authoxity/CA_ID \

--principal acm.amazonaws.com

B DN ES K 7 17 BUSR B

L CAEERMEPMAENMTTEN AWS IkF et , CA BEEAMIAHEE CA HRNRE, X228
FMETRFENRBHINE CARIIHN. ZRBOABENEREARTRINR , ZEZEATUR AWS
WPEFTEE. IAM FFP, AWS Organizations ID S4 42847 1D,

CA EERA AT LUBE AT A MM EE R

- EEBERFIAF , #£H AWS Resource Access Manager (RAM) , X 2K HZ AWS BIRPRA
Bk, HEEHMKS PR AWS RAM ZEALE CA BREY , FTENE T HRIVEK S B3/
3 CA, X RAMWEZEER |, 55 (AWS RAM AP 1ER) https://docs.aws.amazon.com/ram/
latest/userguide/,

(® Note
®#E CA, RREERRE, EEREFERE , IAENITIF RAM 288,

- BRIEA , A PCA API PutPolicyGetPolicy, . DeletePolicy
« £ AWS CLIFRF 6/ PCA @5 put-policy. get-policy 1 delete-policy.

RAEEFHEREZEE RAM 1 EMNR.

B BN 5 Ik = F BN SR BE MRS latest 134
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FIK PR 1 MRS B IR E LS

EXERT , CAEERAFEH AWS Resource Access Manager (AWS RAM) 5 E A AWS kP H =
CA HER , NI AFZKFMAIETE ACMiEH, ZBE TR AWS RAM AJlBE#ZEEKFH£Z CA ,
A OB K P E B9 AWS Organizations ID [ = CA,

Account #2
must accept share

A
AWSE Account#1 uses
AWS RAM to share CA:

NO
= With Account #2
‘CA Administrator directhy
. Aurto-; it
[AWS Account#1) - a:nr T::;,
creates CA *  With Account #2 via =R
AWSE Organizations

ACM attaches SLR
to Account #2,

ACM
it auto-rensws
pen En:;al certficate

*  With Account #2 via
organizational unit

RAM B £ =% JRfE AWS Organizations , WA BZIEASLTIEZ ZRBTEELER, WHATE
BLi& AWS Organizations N B EZMATHRE,

@ Note

BWAIKFARE ACM FEEBHEI], B , TAXREALE CArY , ACM 2ZE —MR
SHXA® , ATHEN AWS 8 CAHITEAETHIEREA. WRILREXK (BERAT
BRAOMER ) |, Wix CAMIERF2BFHEIT. REACM AR EARRE , CA EE R T LR
REE, BXEZER , FHANERSHEXAS (SLR) AT ACM,

B RE 2 £/ API 2 CLI R IEEMIEFEE LS

B-ANRBIERTEAM AWS FAH CA API W EER H = AWS Certificate Manager M & 1Ti& M. FiE
X LR AE B AT AGE A RIHY AWS CLI a5 3kHAT,

B hn B K 7= 17 BUSR B MRS latest 135


https://docs.aws.amazon.com/acm/latest/userguide/acm-slr.html

AWS Private Certificate Authority ArfEm

Account #2 issues certificate using
acm-poaIssueCertificate
AP
AWS Account #1 uses

acmpca :PutPolicy
APl o share CA:

With Account #2
directly

CA Administrator
[AWS Account #1)

TIEE With Account #2via

AWS Organizations

With Account #2 via
organizational unit
ACM attaches SLR
to Account#2,
permitting
auto-renews|

ACM

Account #2 issues certificate using
acm:BequestCertificate
AP

auto-renews
certificate

ATELREIPERZEERT APHRE | RIEBM A ETLLUERFE /N AP BERMAIEH. PCA
AP| #4E IssueCertificate @AEKIIREFIUP , ZUEPFL2EHET , HASASHANFHZE
%, ACM API ###E4RequestCertificate E RIEEEH , ZIEPTUARMEZEE ACM EXRZ EHE
MERIT

@ Note

BWAIKFARE ACM FEEBHEI], B , TAXREALE CAr, ACM 2ZE —MR
SHXA® , ATHEN AWS A8 CAHITEAETHIEREA. WRILREXK (BERAT
BRAOMER ) |, Wix CAWMIERF2BHET , FERE ACM AFATLUBRFIE , CAEERT
ERRAB, BREZEE , BERNESHEXAE (SLR) AT ACM.

S HFE CA
WA LAMER AWS FAF CA 124|583 AWS CLI FI HEERENIFRFAE CA.
FEAEHAESH AN CA

1. BFAREY AWS K H3THF AWS FAE CA £, MHE) https://console.aws.amazon.com/acm-
pca/home,

2. EFMBUEPMANEIRFHNES. BAUEAEG LANTTERKEZ R CA. 81 CA 5E—
17, BN CABERUTHOHEZF -

- EAE-CANAIHBEREERHE,
* ID - CA #Y 32 F17 73t il M — AR IR

S FAE CA MRS latest 136
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R - CARS. TRENERNEELE, FAEBIEH, E3h. SRR, 22H. E3BMEAK,
RE - CAKKE, TRENENRNMNE.

B -CAMER, AEMENER (MAAIEENEMAEIEBHNES ) MERILES (MREKE
BEANELRNIED ) . EREERT , RENERHIURKRENG. BRAENER.
FIE&E-1E CAM AWS Ik, XARERENIKS , hAIRER MAZEIR CA BEENRHKS,,
FREE - CAXBENALEZAE L. TeER{EN RSA_2048, RSA_4096. EC_prime256v1 H
EC_secp384r1,

ZHEEE-CAZFBLEPRERMANEZ. (FTEESMRIUEFR

AFZL]IEBM SigningAlgorithm SHUBEE, ) WHEMENR

SHA256WITHECDSA, SHA384WITHECDSA, SHA512WITHECDSA, SHA256WITHRSA, SHA384WIT
N SHA512WITHRSA,

® Note
FalBEYERERF S A LANRERFKEENEE RNSIIREMIRE,

E5|HATAR CA, EEA AWS CLI

f# A list-certificate-authoritiestr S 5 H AT K CA , AT RHIFTTR -

$ aws acm-pca list-certificate-authorities --max-items 10

WEIRERLTTXHEES :

"CertificateAuthorities":[

{
"Arn":"arn:aws:acm-pca:region:account:certificate-authority/CA_ID",
"CreatedAt":"2022-05-02T711:59:02.022000-07:00",
"LastStateChangeAt":"2022-05-02T11:59:18.498000-07:00",
"Type":"ROOT",

"Serial":"serial_number",
"Status":"ACTIVE",
"NotBefore":"2022-05-02T710:59:17-07:00",
"NotAfter":"2032-05-02T11:59:17-07:00",
"CertificateAuthorityConfiguration":{
"KeyAlgorithm":"RSA_2048",

FHFAE CA MR latest 137
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RAriEmE

"SigningAlgorithm":"SHA256WITHRSA",
"Subject":{
"Organization":"testing_com"
}
1,
"RevocationConfiguration":{
"CrlConfiguration":{
"Enabled":false

BEFHAE CA

IR LAMER ACM 2H ENEFAXRLE CANFATHE  AREFTEEXEPN/LME, AWS
CLIBEXE# CANFARFEE , TSR EMALE CA.

HEHEHESE CARAER

1. BFAREY AWS K H3THF AWS FAE CA E£4H1 , MHE) https://console.aws.amazon.com/acm-
pca/home,

2. BEFNBUEPMENMSIR, BAUEAELEANTTERKEZR CA.

3. EETRAY CANEHAREHYE  FEREERER CA ZUMNEREZEE, XFITF-—NM2EUTE
N+FRXAENFREEER

- ERERTF -BX CANATHEHNES. BXRESFEE B

T, ERHTEEE .

ERE - RENBNESFRRER

AR (0)-Hlam, REBW

ALBA (OU)-Hlan , 2B REBAIER]
ER/MXER (C) - MNF R E R/ XA
MBEBH - MRENE S

FRIEEM B R - WA

NAA (CN) — BT#rR CA M ARTERFHRH,

« CAIEFIETF - BX CAUERBERMENER

S5 £/ E A 0 YA PRk

EE&CA

MR latest 138
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« BMHE - CAEPTEL 2 BT A K B HAF 6t A)
- FHEARtE - AP EIHIEIA KB

- PHEEEDF - £HNERNILD REED, ERREHRITEN.

- IEFHRWEFIR (CRL) DB - RENEBARNCEHA
s BLIERRASMHIL (OCSP ) -RENEEASBEEA

« MPBRET+ - B Y BHEST AWS Certificate Manager ( ACM ) It CA &R HYIE B LEITR,

IR REEITER.

* ACM ZiT &R — REN BRI REN
« BRERIMF - BZmNL CA P ENT EHEURE, AREERIUEN.

“BRHRE BT+ — BLH BT AWS Resource Access Manager (RAM) 7 it CA 7Bt B9 &R
HE, EREBEREXZLIER,

- BN -RRAENER
« KB - RRAZRS

4. EBEEREMN CAR ID FERUTTENEK, CAR 32 FT+REH M —IMRARPREINEHE R
ZERRERATHINER

« RA-CARS, WREMNENEECE. FLEBIEH, EF31. CHIR. E2H. E3HMEM,
« ARN - CA B9 Amazon #&JREE& Fro
- FIE&E-E CAWAWS IKF, XARERENIK, ( B2 ) , R B ZE IRk CA EENR

HIK = o

« CAHE _CAREKA, AEENENEINNE.
- BIERAtE - 82 CA K B HFIAtE,

TH B - CA IERH I ERY B et iE,

« B -CANERER, ARNENER ( TEENEAEHBHIES ) NERILES (RKEXH

NERWIES ) . EEERRT , RENERH TR BHENE. MNEANEA,

- BIEE - CAXENLERAEE. ATREM{EN RSA 2048, RSA 4096, ECDSA P2567

ECDSA P384.,

« XREE-CAZFBILEPFERAMANE R, (FTEERREFRIATEZBILES

#) SigningAlgorithm Z8URE. ) AEEM{EN SHA256 ECDSA, SHA384
ECDSA. SHA512 ECDSA., SHA256 RSA. SHA384 RSA #l SHA512 RSA

- BAERTeRE - BRIBEERAERENTESRE, ATEREN FIPS 140-2 3l 3 HESR

2| A FIPS 140-2 K 7 3 HEFE . HSWER AWS XA A E.

EE&CA

MR latest 139
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EEENER CAFMAES , FHER AWS CLI

5/ AWS CLI Y describe-certificate-authority S8 2R EX CA WIFEHAEER , I THSAR :

$ aws acm-pca describe-certificate-authority --certificate-authority-arn
arn:aws:acm:region:account:cextificate-authority/CA_ID

WRIRERLTTXHEES :

{

"CertificateAuthority":{
"Arn":"arn:aws:acm:region:account:certificate-authority/CA_ID",
"CreatedAt":"2022-05-02T11:59:02.022000-07 :00",
"LastStateChangeAt":"2022-05-02T11:59:18.498000-07:00",
"Type":"ROOT",

"Serial":"serial_number",
"Status":"ACTIVE",
"NotBefore":"2022-05-02T710:59:17-07:00",
"NotAfter":"2031-05-02T11:59:17-07:00",
"CertificateAuthorityConfiguration":{
"KeyAlgorithm":"RSA_2048",
"SigningAlgorithm":"SHA256WITHRSA",
"Subject":{
"Organization":"testing_com"
}
},
"RevocationConfiguration":{
"CrlConfiguration":{
"Enabled":false
}
}
}
}

BXBITITERLE CANEE , B30 E5 CA (CLI)

BEHEIE CA NIRE

FRER—EXYTRENRAMNEE , BTHRIENASR AWS TR, SMIZEHEE—ME M—ME
IBATLABER AWS FA%F CA #2#1&. AWS Command Line Interface (AWS CLI) 2t PCA API &30,
EELMBRFAE CA IR,
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A LARERT R FAE CA RNINEMIER B E XARE, flin | A LAER Environment=Prod 5
Environment=Beta EFREXN R NFE CA RIFZLIBE CA EENHIE, EXEZELR , 55
1E Bl ZFE CA.

(® Note
EECEIEDIFEHINBIFAE CA , CA BE G LM AFAE IAM policy &
CreateCertificateAuthority B#EXBKHEX A FIRIE. BXEZER , HZH Tag-
on-create : £ 812 CA B EIFRZMENZI CA,

Hih AWS RIR B HFIRIE. BALINE-—HRE7BETENRRAERXLERREEHEX, flW , &
AT LUFHREE (10 Website=example.com ) 2 Ei4s CA. Elastic Load Balancing 7iEki9#ag AR Hth
MXER. AXH AWS BRFIFENESELR |, 5500 GEAT Linux 324189 Amazon EC2 P
EE) FH “NIRE Amazon EC2 FRAIIRZ”,

LUTEAREEAT AWS FAF CA 7% :

- BNMNFAE CA B KRIRZEHRE 50,

- REEHBEAKER 128 NF.

- REENRAKER 256 NF&F.

« REBNETUEEUTER : A-Z, az M . +=@_%- (EZRF)

- REENEX D KNE,

- fREE aws: M rds: BRI AWS A ; BFEFM, REDMEREEL aws: = rds: FLHFR
L, LA Mtags-per-resource BL#iFF kaws : Erds: Fit ABEHY BRIAIRE

- WREBHNESNIMRFNBERPEAFNFLELFER , BicSHMRSATENATERNFRHERRER
#llo EHSFZARSX MY X,

« AWS FAF CA ¥RZEAFR T BT HH Res ource Groups FirZfmiE s+ AWS Management Consoles

AT LA M AWS FAF CA #2#l&. AWS Command Line Interface (AWS CLI) 5 AWS .5 CA API
REE CA RIIRE,

FRIZFE CA (12814 )

1. BFAREY AWS K H3THF AWS FAE CA E£41 , MHE) https://console.aws.amazon.com/acm-

pca/home,
2. EMFBEPMENETEL , MNIIKRPIEREZWFAE CA.
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3. HIRTHWFAGFEXES , MBERZRTF. ESERABREIIXR,

4. EFEEHRZ,

5. 1%#F Add new tag ( RINFHFE )
6. BAREX,

7. EERRF.

FRIZFA CA (AWS CLI)

f#£ Ftag-certificate-authorityin & A E I FAE CA RINFRZ,

$ aws acm-pca tag-certificate-authority \

--certificate-authority-arn arn:aws:acm-pca:region:account:certificate-
authoxity/CA_ID \

--tags Key=Admin,Value=Alice

£/ list-tags = A NFAE CA JIHIFZ,

$ aws acm-pca list-tags \

--certificate-authority-axrn arn:aws:acm-pca:region:account:cextificate-
authoxity/CA_ID \

--max-results 10

i Funtag-certificate-authority i 5 MFAE CA H il BRIrZ

$ aws acm-pca untag-certificate-authority \

--certificate-authority-arn arn:aws:acm-pca:aregion:account:certificate-
authority/CA_ID \

--tags Key=Purpose,Value=Website

E¥FAE CA

BB CAR , BUUEHMERSHESHEBHERE. AFFREFX CARSH CA £ FHNH
MIER , LA CA #2458 H CLI EXE RHI,

SEHT CARA

B AWS #AH CA AP REEEN CA WRSRETRFRE  IBEEZEBR T RERSRE, £
W, CARTELH S RER(L. Xt CA EER A ARBIETEURT CA B HBIIRE,

E# CA MR latest 142
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AWS FoH CA A BMREUATRSE. TRETSEMRAST ATHN CA I8,

(® Note
tFPBR DELETED # FAILED 2\ FIERAE , BEEX{S CAKNER,

Status MEUE (EH ER £ O L EH AR BEE
+ OCSP CRL Wit CA iE$ HIEPH XM
IS F CA %
iE$ M
CREATING- EHEHBIE FXFF & B B B B X
CA.
X A B B B B =
PENDING_C
ERTIFICATE -CA
2elE , FEIEHSF
REIEEIE1T, *
ACTIVE = = = = = = X
DISABLED - B2 Fz AXF £ = = B = X E
2/ CA,
EXPIRED -CAEPHE FXEF B B B = B X
SHR, **
FAILED CreateCertificateAuthority IR#EXMK, RE2H R
FWERH, Fis AWS SEHE A IRERN, tHiMS(IF‘E’J
CA %5]&“&50 -lﬁ ﬂﬂ“z% CA #ﬁ“ﬁ%ﬁ CAo
DELETED &BH CARTFERAAR |, BfKAI8ER 7-30 X, FELHEIEZE , T FE

ERHBK A M ER

WMRIEAEIRZSH DELETED Hﬂﬁﬁ,ﬂﬂiﬁ:ﬁﬂﬁ CA LA
RestoreCertificateAuthority , Il CA figE
71 EXPIRED,
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Status WMRIE fEA £ ER EBRUEH LIRS =
P OCSP CRL  ®if CAiEH HIEP X
ur CA %%
UEF A

BXMER CANESZER , BSHEMERFAE CA,

*EEREUE  BFEEERK CSR, M\ CAREIZER CAILES , RIEFHEHSA AWS FAF CA
F, CSR I URRALEHNH CA( ATEZR ) , UAURRLEEMBIME CA. BEXESZEE , B
S BIEMEE CAIUEH,

* BT EEFEIOIH CA BIRES., MEERN CA SAFIES , MACTIVERRIEFEIE BT
HADISABLEDZ B HIRE N , BNPREZ L AWS FAECAEE N,

A58 8 CA MEHH BT EE -
. CAEBFRLEPEIT, HXBT HFHEITHIEL AWS Certificate Manager , 2 Ml B ST
R4 B4 ACM,

- MREZHFATH CA MAFIUEP , IssueCertificate API FHRE
InvalidStateException., MHIRVIR CA XM EBITEBHMIR CAEP , RIEFEEM R FEIM
BB,

« MR CAEBRETH , Ml The ListCertificateAuthorities #
DescribeCertificateAuthority APIIRENARZS EXPIRED , it CA RSIREN ACTIVE &R
DISABLED, {ER , IR EZH CARE N DELETED , MIRERZS DELETED,

« UpdateCertificateAuthority API TEEFH DI H CA IR,
« RevokeCertificate API TEA T RHEEMEIHIES , 24 CA IEH,

CAIRAH CA £ AHA

TERELERRES CARSHREHAT CA £ FH,

E# CA RS R latest 144



AWS Private Certificate Authority ArfEm

UpdateCertificateAuthority UpdatecertificateAuthority
Status = DISABLED N Status = ACTIVE

CreateCertificateAuthority (Rl & ImportCertificateAuthorityCertificate

Delete / Restore

DeletecertificateAuthority
Awailable when Status = CREATING,
PENDING CERTIFICATE, EXPIRED,

DISABLED, or FAILED

v : . 4
PENDING CERTIFICATE e e

S

] Y 4 -

CARE  sERAEX FRSEA
TR HETIRE
1

EEERE

EENNE , EERAEBET AWS FAF CA#ZEHIA, CLI = API NA, XLIEERNSIS CA THRAIE.
BE, TEMKITHERE. CARSSEEFIREIBHIETMEI ( WELFIR ) . EASEBER
T, RS LWRCAEEATURNMANTRE (UMELETR) . A TANRABRIE RATRERANIRE
BRIEN AT RERASE,

B2 CA ( ZEHE )

LR E BB nfm A AWS Management Console EF 1A CA ELE.
T CA RS (244 )

HFRREIF BB CARRBERNCEA,

E#H CA BIRS

1. BFAREY AWS K H3THF AWS FAE CA E£41 , MHE) https://console.aws.amazon.com/acm-

pca/home
2. ERBEPMEAVNMITEL , MNIIRPERZHTLATENRSHEE CA,

BIE CA (E2HA) WRA latest 145
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3. HBEXREREL K GEZEAUZERANE CA.

E#H CANBHEE (#%58)

BRI E#FAIE CANBEEE , Hlan , BIF MM BER OCSP & CRL X# , iEBIEHRHERE.

@ Note

Xt CA RHEENERFT2HEMELMANILED, EERERHLER , XMEHMRRIBHIE
Po

XF OCSP , BAIUE RN TRE :

° EFHEE;'%EFH OCSPO
- BASEZEABEN OCSP £ REHE (FQDN)
- B FQDN,

XF CRL , A LLE R TEMRE :

- F8 CA RBRERIEP BE (CRL)

- CRLIHIEIH R, BEE , AWS FAFE CA FRZHELEENREN ¥ EFHER CRL.
- R 7 2K CRL 9 Amazon S3 /I & .

- ATEAHMEFRRE Amazon S3 FEKHEIAE.

/A Important

EX EREMSHTREANELE, R"ISEEFLE CARALEFTREEM CRLAEK, EX
BRHNENR S3 ., REXARESBIAMEB T CRL M5 CRL EEMNIMABIEH, Eds
BUAREMER , AEIRB B RGEED EBROFHES,

EHRHERE

1. BFAREY AWS K H3THF AWS FAF CA E£41 , MHE) https://console.aws.amazon.com/acm-
pca’home,

Bl CA (#BHIE) MR latest 146
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2. ERBEPMRNEAEL , NIIRFER—IFLE CA, XFITFH CA BYiFHAEEER,
3. LAEPHEEERIF A6 RREERE.
4. HEPREHETT , ERFMNER :

- BUE CRL 7
- $J7F OCSP

BN CABREZXFANBENGHFHE-—. AIMETREIFHMFEE. RERAGEN , B2
WRREERHEFENRESE. ARSI RZE , BEH RELEBRELE , THEXERGTE
MR, ARFENISREARHMBHENENES

BLiE CRL

1. &FEBUE CRL #EL,
2. ERNEH CRL %HBEIE Amazon S3 1§ , BEFRCIERFM S3 1, REE—HNEEHR. (FTFE
BEFEBORE. ) BN, BECHERED , REMN S3 ERBEMIRPERIER,

MREBIE T UMM , U AWS FAH CA 2BIEEN R R HFEHM MBI ZE#E, R
BREFERIER , WAMEREMMFERE  AEFTBEFHRER CRL, A Amazon S3 #
CRL FyiF R KRS PATRMREEER 2 —. BXKMMKBENES , TSR FEH Amazon S3 24| &
DA SR R

@ Note
£/ AWS FAH CA ZHa8t , MRFARATHNFME , MR CAFRK :

o IWIETEXZHY Amazon S3 #EEIK 58 FlH 1TRE IE N HiFRNRE
. BER AWS F2E CA B3I 82 Amazon S3 FiE .

EXMERT , #HARASZRCIET ARG R , ™ Amazon S3 £IE4 LR E,
MR REXFER , FRELEN Amazon S3RE., BXEZEER , TS HE LN ER
Amazon S3 FRERI AN H G 1R],

3. B SRUREEME BRI,

« IMMBEEX CRL AN Amazon S3 FEIZH B . LEHTEHEH CA FAKIERHKCRL 2
BA"F RP ( H RFC 5280 EX ) o
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« BALH CRL HREAMN R, MINMEN 7 R. X¥THL CRL,, BRHABEEN 2-7 X,
AWS AR CA ZHEREERAMH P IEHEX CRL,

4. ZRE , ERREFER.

BLiE OCSP

1. FiIEPREREL , ®&FHF OCSP,

2. (i) EBEN OCSP iaFRH , NEMN OCSP i S22 REMNEHA (FQDN ) .
EHFERFIRME FQDN BT , & FQDN AWS #4%E CA BAZIBNEMEZILEPWEREEFHT E
R | AR E AWS OCSP Il &K BRI\ URL, HiEaWE2EBEN FQDN WiEPet , 4
iR iZ bt LAIREY OCSP MR, B ELZEER , BEEXE B HAFHMRE -

- FRARERSHNIEENBENY FODN WiREH X4 AWS OCSP [ g8,
« FHERH CNAME i2FFMEEH DNS BUHEE,

® Tip
EXEABEN CNAME X OCSP SBRAENEZEE |, BESH N AWS #4F CA
OCSP EEEBE M URL,

Flgn , L TFRBEEN OCSP By CNAME 2% , iZi2&IF# Amazon Route 53 F & Ro

GE SR Type B FH SR B L5 E/RERBE
alternati alHig%k fai f@ - proxy.exa
ve.example.com mple.com

® Note

CNAME WHEFBSEMNEIR , B2 http:// K https://",

3. ZRE , BRREER.
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E# CA(CLI)

UTEREUBAMAER AWS CLIEHIA CA VRN BEEE.

(® Note

X CA RHEEENERFT2XMELMANIESH, EEREREER , UAEFTMRRIBAIE
P

EHFA CA BRES (AWS CLI )

{# A update-certificate-authority &%

WMIBHTAE CARAS N DISABLED BB FENHRE N ACTIVE B, XIEEER. 8%, FAUTH
SHIA CA BNHIRIRA,

$ aws acm-pca describe-certificate-authority \

--certificate-authority-arn "arn:aws:acm-pca:us-east-1:111122223333:cexrtificate-
authority/11223344-1234-1122-2233-112233445566" \

--output json

R ERUTUTRRN BT,

"CertificateAuthority": {
"Arn": "arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/11223344-1234-1122-2233-112233445566",
"CreatedAt": "2021-03-05T14:24:12.867000-08:00",
"LastStateChangeAt": "2021-03-08T13:17:40.221000-08:00",
"Type": "ROOT",
"Serial": "serial_number",
"Status": "DISABLED",
"NotBefore": "2021-03-08T07:46:27-08:00",
"NotAfter": "2022-03-08T08:46:27-08:00",
"CertificateAuthorityConfiguration": {
"KeyAlgorithm": "RSA_2048",
"SigningAlgorithm": "SHA256WITHRSA",

"Subject": {
"Country": "US",
"Organization": "Example Corp",
"OrganizationalUnit": "Sales",
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"State": "WA",
"CommonName": "www.example.com",
"Locality": "Seattle"

},
"RevocationConfiguration": {
"CrlConfiguration": {
"Enabled": true,
"ExpirationInDays": 7,
"CustomCname": "alternative.example.com",
"S3BucketName": "DOC-EXAMPLE-BUCKET1"
I
"OcspConfiguration": {
"Enabled": false

TR an 58 CA FPRAIREN ACTIVE, XHTE CA LRRTEMIEBR , FAaekIUL B,

$ aws acm-pca update-certificate-authority \

--certificate-authority-arn arn:aws:acm-pca:us-east-1:111122223333:certificate-
authoxrity/11223344-1234-1122-2233-112233445566 \

--status "ACTIVE"

K& CA BIFTRES,

$ aws acm-pca describe-certificate-authority \

--certificate-authority-arn "arn:aws:acm-pca:us-east-1:111122223333:certificate-
authoxrity/11223344-1234-1122-2233-112233445566" \

--output json

RASMEE RN ACTIVE,

"CertificateAuthority": {
"Arn": "arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/11223344-1234-1122-2233-112233445566",
"CreatedAt": "2021-03-05T14:24:12.867000-08:00",
"LastStateChangeAt": "2021-03-08T13:23:09.352000-08:00",
"Type": "ROOT",
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RAriEmE

"Serial": "serial_number",

"Status": "ACTIVE",

"NotBefore": "2021-03-08T07:46:27-08:00",

"NotAfter": "2022-03-08T08:46:27-08:00",

"CertificateAuthorityConfiguration": {
"KeyAlgorithm": "RSA_2048",
"SigningAlgorithm": "SHA256WITHRSA",

"Subject": {
"Country": "US",
"Organization": "Example Corp",
"OrganizationalUnit": "Sales",
"State": "WA",
"CommonName": "www.example.com",

"Locality": "Seattle"

I
"RevocationConfiguration": {
"CrlConfiguration": {
"Enabled": true,
"ExpirationInDays": 7,

"CustomCname": "alternative.example.com",

"S3BucketName": "DOC-EXAMPLE-BUCKET1"
},
"OcspConfiguration": {

"Enabled": false

HEEEFRT |, BHED) CA TR AERE RHEIS. MREFHEMIESBHEIRE (CRL)

TEERE,
mIAE CA Fhl CRL (AWS CLI )

1. EAUTHTRE CAWHIIRES.

$ aws acm-pca describe-certificate-authority

, B

--certificate-authority-arn arn:aws:acm-pca:us-east-1:111122223333:cextificate-

authoxrity/11223344-1234-1122-2233-112233445566
--output json

E# CA(CLI)
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RAriEmE

HWHTEIA CA WIRA N ACTIVE BEXREERNFEH CRL,

"CertificateAuthority": {

"Arn'": "arn:aws:acm-pca:us-east-1:111122223333:certificate-

authority/11223344-1234-1122-2233-112233445566",
"CreatedAt": "2021-03-08T14:36:26.449000-08:00",

"LastStateChangeAt": "2021-03-08T14:50:52.224000-08:00",

"Type": "ROOT",

"Serial": "serial_number",

"Status": "ACTIVE",

"NotBefore": "2021-03-08T13:46:50-08:00",

"NotAfter": "2022-03-08T14:46:50-08:00",

"CertificateAuthorityConfiguration": {
"KeyAlgorithm": "RSA_2048",
"SigningAlgorithm": "SHA256WITHRSA",

"Subject": {
"Country": "US",
"Organization": "Example Corp",
"OrganizationalUnit": "Sales",
"State": "WA",
"CommonName": "www.example.com",

"Locality": "Seattle"

},
"RevocationConfiguration": {
"CrlConfiguration": {
"Enabled": false
},
"OcspConfiguration": {
"Enabled": false

2. BIBHREF—1EN revoke_config.txt WMXHRENX CRL BLES .

"CrlConfiguration":{
"Enabled": true,
"ExpirationInDays": 7,

E# CA(CLI)
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"S3BucketName": "bucket-name"

@ Note

E# Matter 18 % 1AUE CA LS A CRL Bt , MU HEE N ECMAMIEP P&/ CDP
VB, AR BITFE M ET Matter #Rf. Atk , BENEW CRLEESH , TR :

{
"CrlConfiguration":{
"Enabled": true,
"ExpirationInDays": 7,
"S3BucketName": "bucket-name"
"CrlDistributionPointExtensionConfiguration:{
"OmitExtension": true
}
}
}

3. {#Mupdate-certificate-authorityfn 5 # P 5 B B X4 E £ CA.

$ aws acm-pca update-certificate-authority \
--certificate-authority-arn arn:aws:acm-pca:us-
east-1:111122223333:certificate-authority/11223344-1234-1122-2233-112233445566 \
--revocation-configuration file://revoke_config. txt

4. BIXKRE CABTRE.

$ aws acm-pca describe-certificate-authority

--certificate-authority-arn arn:aws:acm-pca:us-east-1:111122223333:cextificate-
authoxrity/11223344-1234-1122-2233-112233445566

--output json

mHBIA CAIEBEENER CRL,

"CertificateAuthority": {
"Arn": "arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/11223344-1234-1122-2233-112233445566",
"CreatedAt": "2021-03-08T14:36:26.449000-08:00",

BE# CA (CLI) MRS latest 153


https://docs.aws.amazon.com/cli/latest/reference/acm-pca/update-certificate-authority.html

AWS Private Certificate Authority

RAriEmE

"LastStateChangeAt": "2021-03-08T14:50:52.224000-08:00",
"Type": "ROOT",
"Serial": "serial_numbner",
"Status": "ACTIVE",
"NotBefore": "2021-03-08T13:46:50-08:00",
"NotAfter": "2022-03-08T14:46:50-08:00",
"CertificateAuthorityConfiguration": {
"KeyAlgorithm": "RSA_2048",
"SigningAlgorithm": "SHA256WITHRSA",

"Subject": {
"Country": "US",
"Organization": "Example Corp",
"OrganizationalUnit": "Sales",
"State": "WA",
"CommonName": "www.example.com",

"Locality": "Seattle"

.
"RevocationConfiguration": {
"CrlConfiguration": {
"Enabled": true,
"ExpirationInDays": 7,
"S3BucketName": "DOC-EXAMPLE-BUCKET1",
.
"OcspConfiguration": {
"Enabled": false

ERLEBRT , BUREFERN OCSP X , ARG HNIEMEE A CRL. HEXHE

BT, BEARTER,

NIA CA W0 OCSP X ( AWS CLI )

1. BIBEHRE—1EN revoke_config.txt B HRE L OCSP S,

"OcspConfiguration":{
"Enabled":true

E# CA(CLI)
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}

2. {#Mupdate-certificate-authority&n 5 # B 5 Bt B X E £ CA.

$ aws acm-pca update-certificate-authority \
--certificate-authority-arn arn:aws:acm-pca:us-
east-1:111122223333:certificate-authority/11223344-1234-1122-2233-112233445566 \
--revocation-configuration file://revoke_config. txt

3. BXKRE CARRS.

$ aws acm-pca describe-certificate-authority
--certificate-authority-arnarn:aws:acm-pca:us-east-1:111122223333:certificate-
authoxrity/11223344-1234-1122-2233-112233445566
--output json

WA CAIIEEENERA OCSP,

"CertificateAuthority": {
"Arn": "arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/11223344-1234-1122-2233-112233445566",
"CreatedAt": "2021-03-08T14:36:26.449000-08:00",
"LastStateChangeAt": "2021-03-08T14:50:52.224000-08:00",
"Type": "ROOT",
"Serial": "serial_number",
"Status": "ACTIVE",
"NotBefore": "2021-03-08T13:46:50-08:00",
"NotAfter": "2022-03-08T14:46:50-08:00",
"CertificateAuthorityConfiguration": {
"KeyAlgorithm": "RSA_2048",
"SigningAlgorithm": "SHA256WITHRSA",

"Subject": {
"Country": "US",
"Organization": "Example Corp",
"OrganizationalUnit": "Sales",
"State": "WA",
"CommonName": "www.example.com",

"Locality": "Seattle"

1,
"RevocationConfiguration": {
"CrlConfiguration": {
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"Enabled": false
},

"OcspConfiguration": {
"Enabled": true

}

® Note
&t AT LA CA LEIRYESE CRL M OCSP ¥,

flBRFAE CA

A LM AWS Management Console SiH AWS CLI kK AMIBRFAE CA. EFTHEABMIBR— 4 CA , fi
o, AEAHLANH CAREBRE, EREMER CA , FREBTIIZRIEHE

1. BlEE# CA,

2. —EMMFAE CARAGER , WERAIBRR , 81 BIFEM Bk,

3. FIEMR CA REZRARS , BERHMRWAEIESIH,

4. MIBRIBAR CA.

AWS 78 CA L EMERERZE , TEREMBEMANIERREMDEITH, LRI SUE KT IR
EREEBLIEFRELH. 3 CABKEAR , BAIURMHEIES , BFEMEITLES.

MRIEBREFE CA MRNABIERIH 2B MBERZ CA , BIUERM B4 CAIE+H. % CAIERFRF
FIER CAK CRL # , EF IR EEEFE CA.

/A Important

.8 CA 7£4F PENDING_CERTIFICATE, CREATING, EXPIRED, DISABLED = FAILED
IRASES AT BR. EMIBRAL F ACTIVE JRSH CA , BMAENHEER , SN ERERFMESI AR
H, MREEMBRL T PENDING_CERTIFICATE =% DISABLED RAKFAE CA |, AFHZER
BigEN 7-30 X ( BRIAMER 30 X ) » ELLEAE , IRAIRESN DELETED , CA AIRE. 4T
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CREATING = FAILED RASRMBRAFAE CAREDEWERE , AT ELER, BXEZE
B, #5H &FERE CA.

HIBRFAE CA G , BEFEBREMNR, BR2 , MREFERESHERE CA , NFE X I EREIE FiX
MIBRANER, BXEZER , B850 Ef.

BIBRFAA CA (H244 )

1. BFAREY AWS K H3THF AWS FAF CA E£41 , MHEJ hitps://console.aws.amazon.com/acm-
pca/home,

2. EARBEPMANMEITEL , NIIFKRFPIERENFAE CA,

3. WMREH CALT ACTIVE RZA , MATENHEER, £ Actions () K& £ |, %% Disable
(ZA), HIRRE , ERRTHXRK 44,

4. XTFTRAT ACTIVE RSH CA | FikZFRME. MBR.

5. MERMEH CALTF DISABLED, EXPIRED, T PENDING_CERTIFICATE RZS , BiEMIER CA ;T
E AL REE 7-30 RKWERH, MRENIAE CARXKLETFHEHFAFE—RES , WeBENLEER ,
FBR 9 5K A Mo

6. %% Delete ( MIER).

7. MREEEERERFAE CA , BERFERER , %% Permanently delete (K AMIER). FAHE CA
RPRSIE XN DELETED, X , EERHMLRAT , LA LUIERFLE CA, EEFIZDELETEDM
B CAWRE AR , %8 MADescribeCerticateAuthoritys ListCertificateAuthoritiesAP| #4E.

fiBRFAE CA (AWS CLI)

{# A delete-certificate-authority & il R FAHE CA.

$ aws acm-pca delete-certificate-authority \

--certificate-authority-arn arn:aws:acm-pca:region:account:cextificate-
authoxity/CA_ID \

--permanent-deletion-time-in-days 16

& RFAE CA

NTEHMBRNFE CA, AEZ CANEZEENERHAN , RAHEER, £2FEHHN 7-30 X, It
HARILEREY , BAE CA K AMER. BXEZER , H5H HIERIE CA. EHKAMBREIFE CA
T k&R

&R CA MR latest 157


https://console.aws.amazon.com/acm-pca/home
https://console.aws.amazon.com/acm-pca/home
https://docs.aws.amazon.com/privateca/latest/APIReference/API_DescribeCertificateAuthority.html
https://docs.aws.amazon.com/privateca/latest/APIReference/API_ListCertificateAuthorities.html
https://docs.aws.amazon.com/cli/latest/reference/acm-pca/delete-certificate-authority.html

AWS Private Certificate Authority ArfEm

® Note

BEEE CAS , £REFNENE, R , NREESHEREG CA , NEL A HIBRIERX
NIBRAWRA, BXESEL , #5020,

ERRE CA (##H1A8)
ZRLAEF AWS Management Console & FA%H CA,
ERFAE CA (2HA)

1. BFAREY AWS K H3THF AWS FAF CA E£41 , MHEJ hitps://console.aws.amazon.com/acm-
pca/home,

ERABIEPMANETEL , NYIERFPIEREHERHFAE CA,
£ Actions (31E) ¥ # L | i%# Restore (£ /R),
EZXER CATEL , BRERIRE.

MR , FaE CA RS RENCSHEBEBRAIARS, ERigE. B, ARBXEREBRA , F
HIRASERHN ACTIVE, HIRFHE CA EHMBRET 24 F PENDING_CERTIFICATE IRA , W44
%MFE CASACAIFE , RETEEHET.

o A 0N

W JRFAH CA (AWS CLI)

f§ Arestore-certificate-authority@s S & EMIBRAYDELETEDA: FIRASHFAE CA, LA TFHRITiCAOXMI
BR. REFMEFBIEFAE CAFTENENTE,

MR, EERMEFBEFAE CA (AWS CLI)
1. MIBRFAE CA.

1= 1T delete-certificate-authorityan I BRFAHE CA. WNRFAE CA WIRZASH DISABLED
PENDING_CERTIFICATE , MIATBARE --permanent-deletion-time-in-days S¥IEE
B CAKEIRE (7-30 X ) o MRKRIBERTEH , MERIAFR 30 X, MR , kis T 2FFE
CA RIRZSIRIE N DELETED,
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® Note

EfAE CA UKEE |, ©EMMIERETAVIRS 4B DISABLED =
PENDING_CERTIFICATE,

$ aws acm-pca delete-certificate-authority \

--certificate-authority-arn arn:aws:acm-pca:region:account:certificate-
authority/CA_ID \

--permanent-deletion-time-in-days 16

2. RFEFAE CA.

1= {Trestore-certificate-authority i SR EFAE CA. BAITEMEF delete-certificate-authority 5
RENERHIHEZETHTT. WRAY , kT8 E CA KWRBSIRE N © H#MERETH R

N

LN o

$ aws acm-pca restore-certificate-authority \
--certificate-authority-arn arn:aws:acm-pca:region:account:certificate-
authority/CA_ID

3. fEFAE CA & TF ACTIVE RES

1= {Tupdate-certificate-authority i S ¥FFAF CA FIIRSE R HNACTIVE,

$ aws acm-pca update-certificate-authority \

--certificate-authority-arn arn:aws:acm-pca:region:account:cextificate-
authoxity/CA_ID \

--status ACTIVE
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U EH

SIEHBCERABUBMANN (CA) HEERGRNRE , BHENENA P AT AT FiiL/
£%, MREE RN CA &E AWS Identity and Access Management ( IAM ) RB& | N AJ LAE A ISR
NEHRTHEEEERS P IER T FNAREEXLERE, BXEEKRFMBKSHEFEE CA HEINR
WEES , BSH EHXFE CA WiHENER,

£

« MRFIBELIRKAEU S

- REMBIUESH

« FIHFABIUES

- SHAFIEPRELERH
- PHMBIES

- Ba)SHELITHIES

o THREEBER

MR FAR L bmSEARIEH

FEAFLAE CA , BRI LM AWS Certificate Manager ( ACM ) 5 AWS FA% CA HiEFE L ISR
P TRNPIMARSZHNEER 1T 7 LK,

BEH ACM AWS FAH CA

A & 48 ity SRARALE v ( £ RequestCertificate % v ( £ IssueCertificate )
BHE )

EaEgaERmNERnERME v TR

AWS R $5 KBk

REUEHEIT v & ACM [BlE

A X v R

API X v v

CLI X% v v

MR FAH LR SSARIES MRS latest 160
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AWS FAE CA B2 Hat , 2EREEIEPHRENBERENER, WRAKRECIZIEFRI API 5 CLI
BARMER ARN , NIERIAEIR T £EndEntityCertificate I /V1 4R, BXAITAIERERNESE
B, FZH THRIEBER,

B R ACM iEBEE LA REMIRITH |, B AWS TAH CA TEUARE PKI ER, Eit , BALE
FA AWS A% CA API A CLI Bl ACM R AW 5 X B Bil#, XEEDIE -

. B EAEMERESHOIES.

. EREAXENLERAEEABAKE.

- EREAXENSEEE.

. JEFEFE CA MIALEILH M EMA R,

B AWS FAH CA BB TLSIEHBE , BaLUEHS A ACM ¥ E5XEHM AWS RS —RER,

=

® Note

FERAUTSE, FMissue-certificate@@ = IssueCertificateAP| IRERIBHIE BT AEEES H
LAEASRERHAWS, BR |, S LERATLAE CA LEBE T ACM MAMIED |, HBIXLEIERT
UEHZA—-ESH, BXERACMIEEHNESFEE , H2H (ACM BFER) PHiERFA
BiEPMSGHABIES,

MAFRAELES ( AWS CLI)

WA LAMER AWS FAH CA CLI #8% issue-certificate = API #&4E|IssueCertificate €15 3R H & SE{RIIF
. KB PEBEATMAIUERNFAE CA K Amazon BIRBAF (ARN), ZESTER OpenSSL 2
KNEFERIEPZRER (CSR) .

WMERIEFEHR AWS FAHF CA APl 5 AWS CLI MAFEIEH , MEEBLFIERERDS , XEKRELETLE
5/ ACM #2H &, ACMCLI = ACM API REFRSHIEH , HEIEREFTSBIHEIT, BER |, BRI
£ F PCA get-certificate i SRR FUBFEMEE , MREHEE CA, WA SOIEFITRS.

BIRIEBAAERSEM

« RAE RFC 5280 R , BREMNESR (RRREBALAR ) KETRET 64 N\ UFT (F
;) 2K, EAMERNER  FEERAERABN FRITEEZEN , RFBRXXFERET
B 253 ML FTRIB R,
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RAriEmE

« MREFEHABRE 1.6.3 RESAWS CLIRRA |, i5EISTE base64 i3 HY 5 A X4 ( Hla0
CSR) fileb://BHERAFIR. XHF LR AWS FA%F CA ERETEIE.

AR OpenSSL a5 RIERBAER CSR MABEH :

$ openssl req -out csr.pem -new -newkey rsa:2048 -nodes -keyout private-key.pem

EABBMTEAKRE CSRIAR :

$ openssl req -in csr.pem -text -noout

A BB H R 5 BA T R R ISR L -

Certificate Request:

Data:

Version: @ (0x0)
Subject: C=US, 0=Big Org, CN=example.com
Subject Public Key Info:
Public Key Algorithm: rsaEncryption
Public-Key: (2048 bit)
Modulus:

3c:
09:

fa

Ob:

a0:
Signature Algorithm:
74:
42:
21:

18:
2c:

aa

b2:
6b:
:81:
53:

00:
ak:
00:

aa
5a
9b:
d3:

ca
3d:
el:

:38:
:89:

41
63

Exponent:
Attributes:

00

26:
82:
114

62:
9d:
df:
e5:

72:

5a

b4:

94
6b:
e4:

22

33:
134
85:

ad:
9b:
92:

be:
aa:
35:

94
95:
e5:

:85:

30:
ag9:

73:
52:
53:

655

1a

9c:

11:
15:
3c:

f4:
c6:
cO:

ff:
e7:
e?2:

37

ae:
:70:
dd:

55:
10:
e5:

3a:
02:
69:

3d:
de:
7f:

b7:
Qa
64:

b7:
68:
el:

5f:

:9e:

75:

00:
95:
bd:

(0x10001)

1d:
df:
73:

c2:
25:
7f:

fa

le:

98:

43

be:
Qe:

ff:
A
1c:

ed:
8b:
ds:

e?2:
1c:
57:

74
ed:
95:

15:
19:
b7:

5f:
5c:
do:

66:
ca:
56:

82:
16:
bf:

ce

ccC

e5:
e2:
:f3:
3b:

6f:

be:
bb:
53:

8e:
9b:
eb:

sha256WithRSAEncryption
ef:

5a

28:

39:
:fl:
c5:

fc:
15:
al:

4a
47
b3:

db:
:Qe:
ff:

d3:
ff:
a6:

ds:
63:
99:

:5d:

2d:
as:

cl:
33:
43

a6:
7b:
67:

97:
ca
ee:

da

57:
72:

aa

ed:
38:

4b:
26:
fb:

65:

122

el:

:5f:

49:
d6:

3d:
81:
cd:

79:
2d:
ak:

80:
af:

:11:

47
6b:
2b:

MAIRAEUES ( AWS CLI )

MR latest 162



AWS Private Certificate Authority ArfEm

UTamelBiEH, BT REERR , R IAER T MR ERL IR SFES.

$ aws acm-pca issue-certificate \

--certificate-authority-arn arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/11223344-1234-1122-2233-112233445566 \

--csr fileb://csr.pem \

--signing-algorithm "SHA256WITHRSA" \

--validity Value=365,Type="DAYS"

FHEEEMAUEHH ARN :

{

"CertificateArn":"arn:aws:acm-pca:region:account:certificate-authority/CA_ID/
certificate/certificate_ID"

}

(® Note
AWS FAH CA W Zl issue-certificate ti /5 , 2 EREIFAEFYSH ARN, {E2 , iEBLE
ERISHTH , PATRERAK, MRREXTER , FHAH ARN B get-certificate i 4K
188

£ APIPassthrough ERMAHwE BEXEREZHRHIES

FERHREP  SMENIEPEIEEENEAEEMAR, BRTEME MAFFEED (AWS CLI) AR
) CSR 2z , BiE A LA issue-certificate 8 B &R NI SE . APIPassthrough #EiRH ARN
MEEEENBEREFRIFREF (OID ) B9 JSON ELEX #., BTFEER StandardAttributes &
CustomAttributes £&FMH. B2 , BRI LUFFRE OID 1 CustomAttributes W —Z 5 #1T
ik, TRIHTBRIAERAESF OID (E5KEB RFC 4519 M£ /5 OID ZEHEE )

ERERW #"E XNE& ID
countryName © 2546
commonName cn 2543
dnQualifier [A] 7 ## & #5 PR E ] 2.5.4.46
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ERERWN #RE XN ID

generationQualifier 2.5.4.44

givenName 25442

initials 25443

locality I 2547

organizationName 0 25410
organizationalUnitName ou 25411

pseudonym 2.5.4.65

serialNumber 2545

st [IRE] 2548

surname sn 2544

title 25412
domainComponent dc 0.9.2342.19200300.100.1.25
userid 0.9.2342.19200300.100.1.1

RO B X api_passthrough_config.txt @8 TREB :

{
"Subject": {
"CustomAttributes": [

{
"ObjectIdentifier": "2.5.4.6",
"Value": "US"

.

{
"ObjectIdentifier": "1.3.6.1.4.1.37244.1.1",
"Value": "BCDABCDA12341234"

.

{
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"ObjectIdentifier": "1.3.6.1.4.1.37244.1.5",
"Value": "CDABCDAB12341234"

EANUT SR TMAIESD

$ aws acm-pca issue-certificate \
--validity Type=DAYS,Value=10
--signing-algorithm "SHA256WITHRSA" \
--csr fileb://csr.pem \
--api-passthrough file://api_passthrough_config.txt \
--template-arn arn:aws:acm-pca:::template/
BlankEndEntityCertificate_APIPassthrough/V1 \

--certificate-authority-arn arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/11223344-1234-1122-2233-112233445566

FHEEEMAUEHH ARN :

~

"CertificateArn":"arn:aws:acm-pca:region:account:certificate-authority/CA_ID/
certificate/certificate_ID"

}

BT AR EAR MR RIES

$ aws acm-pca get-certificate \

--certificate-authority-arn arn:aws:acm-pca:us-east-1:111122223333:certificate-
authoxrity/11223344-1234-1122-2233-112233445566 \

--certificate-arn arn:aws:acm-pca:region:account:certificate-authority/CA_ID/
certificate/certificate_ID | \

jq -r .'Certificate' > cert.pem
IEAILAE A OpenSSL R EBIEBHAR :

$ openssl x509 -in cert.pem -text -noout
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® Note
WA BIE -1 AE CA , MEENEMEZELCMRNEMNES,

£/ APIPassthrough ERM AT EEBEXY BEHIEH

ERAF  MEANIIBEBEEENT B. At , BEEM issue-certificate &% =S :
APIPassthrough ##R# ARN, IEEBENY EH JSON B & AR I 57 & FrEIE$H ( AWS CLI )
FFTREY CSR,

ROIBLE X api_passthrough_config.txt @& TRE :

{
"Extensions": {
"CustomExtensions": [
{
"ObjectIdentifier": "2.5.29.30",
"Value": "MBWgEzARgg8ucGVybW1@dGVkLnR1c3Q=",
"Critical": true
}
]
}
}

BESGEBHRARBFRET :

$ aws acm-pca issue-certificate \

--validity Type=DAYS,Value=10

--signing-algorithm "SHA256WITHRSA™ \

--csr fileb://csr.pem \

--api-passthrough file://api_passthrough_config.txt \

--template-arn arn:aws:acm-pca:::template/EndEntityCextificate_APIPassthrough/V1
\

--certificate-authority-axrn arn:aws:acm-pca:us-east-1:111122223333:cextificate-
authoxrity/11223344-1234-1122-2233-112233445566

FHRE EMAUEHH ARN :

~
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"CertificateArn":"arn:aws:acm-pca:region:account:certificate-authority/CA_ID/
certificate/certificate_ID"

}
BRIMT A REAR MG RIES :

$ aws acm-pca get-certificate \

--certificate-authority-axrn arn:aws:acm-pca:us-east-1:111122223333:cextificate-
authority/11223344-1234-1122-2233-112233445566 \

--certificate-arn arn:aws:acm-pca:region:account:certificate-authoxrity/CA_ID/
cextificate/certificate_ID | \

jq -r .'Certificate' > cert.pem

BT LAE A OpenSSL REBIEBHAR :

$ openssl x509 -in cert.pem -text -noout

KRELFUH

B BAER AWS FAH CA API#l AWS CLI RAFAEIES. MRXFM , MATLER AWS CLI 5
AWS #52H CA API R RZIEH. MREMEA ACM BIEFE CA HERIES , WAAER ACM S i
EBNENBENREEH. BXESFER , FERASLEREFIES,

1 R R SKARIE P

£ get-certificate AWS CLI 5 S AR BFBE LK WHEMIEH, BB SR GetCertificateAP1 #4E,
BIEAEL sed WFRMTER jq BB HE,

(® Note

MREERYIES , AJUAERA get-certificate I HTRRETRHFERNNFHIS ., SEF LGRS
BIRERBZ+AREFINE, BEXEZELE , H5H FFIHRESENTE CA —FEA,

$ aws acm-pca get-certificate \

--certificate-arn arn:aws:acm-pca:region:account:certificate-authority/CA_ID/
certificate/certificate_ID \

--certificate-authority-arn arn:aws:acm-pca:us-east-1:111122223333:cextificate-
authoxrity/11223344-1234-1122-2233-112233445566 | \

jq -r '.Certificate, .CertificateChain'
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ban T 3R DA FR A AG =X al H AE 5 A 45 6% o

. .base64-encoded certificate...
————— END CERTIFICATE----

3R CAEH

ﬂTMEﬁAWSﬂﬁCANﬂﬁAWSGJ%%%ﬁ%ﬂﬁCA%ﬁ%ﬁﬁmmaﬂoﬁ% JEAT get-
certificate-authority-certificate 88, #& A8 GetCertificateAuthorityCertificate 4, EBiUEHE
XL sed WFRMTER jo IRE W HA&,

$ aws acm-pca get-certificate-authority-certificate \

--certificate-authority-arn arn:aws:acm-pca:us-east-1:111122223333:cextificate-
authoxrity/11223344-1234-1122-2233-112233445566 \

| jg -r '.Cextificate’

Lan TR TR AR M CAIEH.

. .base6b4-encoded certificate...
----- END CERTIFICATE----

B HAEUEH

EIHENABUDR , BERFITHRE , NE SSHFIRRZIRE , AEREFERTBENE. BX
B2 AWS FAE CA FiHIREMNEL , B5H IFIHRESENFE CA —EFH. XM SIfmRE
WROEL , 25 (Amazon Simple Storage Service AAFERE) PH TN R,

LU RGIGEEA T 6 T TR & N ER T SUREE ABEN B %, SRXA JSON X |, A%
L sed WY EEATRR [ TREEIRE,

1. pIEw itk
UTHESREE CAERKFITHRE,
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$ aws acm-pca create-certificate-authority-audit-report \

--region region \

--certificate-authority-axrn arn:aws:acm-pca:us-east-1:111122223333:cextificate-
authoxrity/11223344-1234-1122-2233-112233445566 \

--s3-bucket-name bucket_name \

--audit-report-response-format JSON

MREY , MZS T ROREHHFITRER ID MLE,

"AuditReportId":"audit_report_ID",
"S3Key":"audit-report/CA_ID/audit_report_ID.json"

2. RRFITHREAFREEEK

HHTRRFITRE , ERERHPERENS , AHELERUNE R 2020-12-01 HRF2FMEH
o

$ aws s3api get-object \
--region region \
--bucket bucket_name \
--key audit-report/CA_ID/audit_report_ID.json \
/dev/stdout | jq '.[] | select(.issuedAt >= "2020-12-01")'

REIRHE M TARR

"awsAccountId":"account",

"certificateArn":"arn:aws:acm-pca:region:account:certificate-authority/CA_ID/
certificate/certificate_ID",

"serial":"serial_number",

"subject":"CN=pca.alpha.root2.leaf5",

"notBefore":"2020-12-21T721:28:09+0000",

"notAfter":"9999-12-31T723:59:59+0000",

"issuedAt":"2020-12-21T22:28:09+0000",

"templateArn":"arn:aws:acm-pca:::template/EndEntityCertificate/V1"

3. B REFTITR G
WREHITEANEN , TS BT ITIRERFEI R HH,
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$ aws s3api get-object \
--region region \
--bucket bucket_name \
--key audit-report/CA_ID/audit_report_ID.json > my_local_audit_report.json

B e AR k& F = RN A

$ cat my_local_audit_report.json | jq '.[] | select(.issuedAt >= "2020-12-01")'
{
"awsAccountId":"account",
"certificateArn":"arn:aws:acm-pca:region:account:certificate-authority/CA_ID/
certificate/certificate_ID",
"serial":"serial_number",
"subject":"CN=pca.alpha.root2.leaf5",
"notBefore":"2020-12-21T721:28:09+0000",
"notAfter'":"9999-12-31T723:59:59+0000",
"issuedAt":"2020-12-21T22:28:09+0000",
"templateArn":"arn:aws:acm-pca:::template/EndEntityCertificate/V1"

4. EENEEEEANER
BRI ERERN A SRR RRIES , MR :

$ cat my_local_audit_report.json | jq '.[] | select(.issuedAt >= "2020-11-01"
and .issuedAt <= "2020-11-10")'

FEENABREREREPER

{

"awsAccountId": "account",

"certificateArn": "arn:aws:acm-pca:region:account:certificate-authority/CA_ID/
certificate/certificate_ID",

"serial": "serial_number",

"subject": "CN=pca.alpha.root2.leafl",

"notBefore": "2020-11-06T19:18:21+0000",

"notAfter": "9999-12-31T23:59:59+0000",

"issuedAt": "2020-11-06T20:18:22+0000",

"templateArn": "arn:aws:acm-pca:::template/EndEntityCertificate/V1"
}
{

"awsAccountId": "account",
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"certificateArn": "arn:aws:acm-pca:region:account:certificate-authority/CA_ID/
certificate/certificate_ID",

"serial": "serial_number",

"subject": "CN=pca.alpha.root2.rsa2048sha256",

"notBefore": "2020-11-06T19:15:46+0000",

"notAfter": "9999-12-31T723:59:59+0000",

"issuedAt": "2020-11-06T20:15:46+0000",

"templateArn": "arn:aws:acm-pca:::template/RootCACertificate/V1"

}
{

"awsAccountId": "account",

"certificateArn": "arn:aws:acm-pca:region:account:certificate-authority/CA_ID/
certificate/certificate_ID",

"serial": "serial_number",

"subject": "CN=pca.alpha.root2.leaf2",

"notBefore": "2020-11-06T20:04:39+0000",

"notAfter": "9999-12-31T723:59:59+0000",

"issuedAt": "2020-11-06T21:04:39+0000",

"templateArn": "arn:aws:acm-pca:::template/EndEntityCertificate/V1"
}

5. BREERRERIES,
LTS EAER ARN IFIEHRENS .

$ cat my_local_audit_report.json | jq '.[] | select(.templateArn == "arn:aws:acm-
pca:::template/RootCACertificate/Vv1i")"

R ORPEEAYIEBIE R ¢

{

"awsAccountId": "account",

"certificateArn": "arn:aws:acm-pca:region:account:certificate-authority/CA_ID/
certificate/certificate_ID",

"serial": "serial_number",

"subject": "CN=pca.alpha.root2.rsa2048sha256",

"notBefore": "2020-11-06T19:15:46+0000",

"notAfter": "9999-12-31T723:59:59+0000",

"issuedAt": "2020-11-06T20:15:46+0000",

"templateArn": "arn:aws:acm-pca:::template/RootCACertificate/V1"
}

6. it B B HAVIEH
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ERHFTEEREMIED , FEANUTHS :

$ cat my_local_audit_report.json | jq '.[] | select(.revokedAt != null)'’

ERHENIERERNT :

"awsAccountId": "account",

"certificateArn": "arn:aws:acm-pca:region:account:certificate-authority/CA_ID/
certificate/certificate_ID",

"serial": "serial_number",

"subject": "CN=pca.alpha.root2.leaf2",

"notBefore": "2020-11-06T20:04:39+0000",

"notAfter": "9999-12-31T723:59:59+0000",

"issuedAt": "2020-11-06T21:04:39+0000",

"revokedAt": "2021-05-27T18:57:32+0000",

"revocationReason": "UNSPECIFIED",

"templateArn": "arn:aws:acm-pca:::template/EndEntityCertificate/V1"

7. R ENREXHEITIFIE,

UTHtRRESFHE lealNERAERR

$ cat my_local_audit_report.json | jq '.[] | select(.subject|test("leaf"))’

PR IERIEFRREEMT

{

"awsAccountId": "account",

"certificateArn": "arn:aws:acm-pca:region:account:certificate-authority/CA_ID/
certificate/certificate_ID",

"serial": "serial_number",

"subject": "CN=pca.alpha.roo2.leaf4",

"notBefore": "2020-11-16T18:17:10+0000",

"notAfter": "9999-12-31T723:59:59+0000",

"issuedAt": "2020-11-16T19:17:12+0000",

"templateArn": "arn:aws:acm-pca:::template/EndEntityCertificate/V1"
}
{

"awsAccountId": "account",
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"certificateArn": "arn:aws:acm-pca:region:account:certificate-authority/CA_ID/
certificate/certificate_ID",

"serial": "serial_number",

"subject": "CN=pca.alpha.root2.leaf5",

"notBefore": "2020-12-21T21:28:09+0000",

"notAfter": "9999-12-31T23:59:59+0000",

"issuedAt": "2020-12-21T22:28:09+0000",

"templateArn": "arn:aws:acm-pca:::template/EndEntityCertificate/V1"

}
{

"awsAccountId": "account",

"certificateArn": "arn:aws:acm-pca:region:account:certificate-authority/CA_ID/
certificate/certificate_ID",

"serial": "serial_number",

"subject": "CN=pca.alpha.root2.leafl",

"notBefore": "2020-11-06T19:18:21+0000",

"notAfter": "9999-12-31T723:59:59+0000",

"issuedAt": "2020-11-06T20:18:22+0000",

"templateArn": "arn:aws:acm-pca:::template/EndEntityCertificate/V1"
}

SHAFUES R ELEEH

AWS #AE CA TZEESHHEEELEZ HEMANAFIES, B2 , EALUFER AWS Certificate
Manager S KPR EMBEH, REZIEREATTLBE , UHBEENFE PKI PNEEN
B, BXEZEL , H3® (AWS Certificate Manager A #/E) TS HAEIEPR,

ER —EFIMEE , AWS Certificate Manager AT AR £ ACM #2#14&. ACM API B9
RequestCertificate #EZ AWS CLI ACM ZF% # request-certificate T T M A MNFABIEBIRME
BT, AXEITNESELR | BSAEIE PKI PLEITIES,

mEHFAB IS
A LA A revoke -c AWS FAF CA ertificate AWS CLI a5 53k API 1E % f51E
Fio RevokeCertificate5lal , MNRIEPHRIRAMBHEKRKWE RN , NARFEEFIEPHTESH 2

BIRERE. ATERHEEN , FRIIPHNEF REZHELZENMEEENFTE—MEERRE S
HIRE.

AWS FAH CA RRE T M Z2RENNFIRZFRHRBRE | HLIUEFHRESHIL (OCSP ) MEH
MEFIR (CRL) . £/ OCSP , HF/F i A A EHRANEE RSN NE BHEHIEE, £/ CRL, &FF
HEREEEH TENFENERHILEIRRELEFS. BEFRELEZCRHENILES,
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OCSP M CRL #EH TIEBHBMANRKIEES . Bt , MR ZH , LFRMKR CABEAXFZFHSF
—HEAMHLE. BXBET AWS 8 CAERNXEEERHENESR  FE2H RELEFREL %,

E mEIERIRLIZRE AWS 748 CA FitilkEH,

(® Note

FEIK IR MREFREFANNRS e HEMNMNENIES ; BN, CA BEELTHITH
H, ERTBEKFMRERSE , CAEERAXINCERN RAM H=E | mEEE@E— CA :

1. B AWSRAMRevokeCertificateCertificateAuthority SERHHE,
2. B AWSRAMDefaultPermissionCertificateAuthority R HE,

R IEF

5 RevokeCertificateAP| SR B HIE PGS BHEIE PKIER, FHESAHMER+#HEN,
AT LB A get-certificate i SR EF S, revoke-certificate < FIRE R,

$ aws acm-pca revoke-certificate \

--certificate-authority-arn arn:aws:acm-pca:us-east-1:111122223333:cextificate-
authority/11223344-1234-1122-2233-112233445566 \

--certificate-serial serial_number \

--revocation-reason "KEY_COMPROMISE"

E mHRYIEF M OCSP

LIEMMIERA , OCSP MM HZARERE 60 7 M sERMRFTIRES. BE , OCSP FAXFERML S
ERHEER  ENERFRANEFRXHN CRL FE , EFHBEET2ERF OCSP WAL,

CRL RV E RHFIUEH

BEEBHEILEP ALY 30 7HEERH CRL, MREEMERMSH CRL EHAM , AWS #H CA &F
b8 15 D HBREREHR—IXo

& B Amazon CloudWatch , 8] LA $EFRBIZREIR , CRLGeneratedA
KMisconfiguredCRLBucket. BXEZEE , S H M CloudWatchigtr. BxtIEMEE
CRLIWEZER , BHSHEANIERBEYE (CRL)

AT ROIERIES B3R (CRL) RV E BHIEF.
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Certificate Revocation List (CRL):
Version 2 (0x1)
Signature Algorithm: sha256WithRSAEncryption
Issuer: /C=US/ST=WA/L=Seattle/O=Examples LLC/0OU=Corporate Office/
CN=www.example.com
Last Update: Jan 10 19:28:47 2018 GMT
Next Update: Jan 8 20:28:47 2028 GMT
CRL extensions:
X509v3 Authority key identifier:
keyid:3B:F0:04:6B:51:54:1F:C9:AE:4A:C0O:2F:11:E6:13:85:D8:84:74:67

X509v3 CRL Number:
1515616127629
Revoked Certificates:
Serial Number: B17B6F9AE9309C51D5573BCA78764(C23
Revocation Date: Jan 9 17:19:17 2018 GMT
CRL entry extensions:
X509v3 CRL Reason Code:
Key Compromise
Signature Algorithm: sha256WithRSAEncryption
21:2f:86:46:6e:0a:9¢:0d:85:f6:b6:b6:db:50:ce:32:d4:76:
99:3e:df:ec:6f:c7:3b:7e:a3:6b:66:a7:b2:83:e8:3b:53:42:
f0:7a:bc:ba:0f:81:4d:9b:71:ee:14:c3:db:ad:a@:91:c4:9f:
98:f1l:4a:69:9a:3f:e3:61:36:cf:93:0a:1b:7d:f7:8d:53:1f:
2e:f8:bd:3c:7d:72:91:4c:36:38:06:bf:f9:c7:d1:47:6e:8e:
54:eb:87:02:33:14:10:7f:b2:81:65:a1:62:f5:fb:el:79:d5:
1d:4c:0e:95:0d:84:31:f8:5d:59:5d:f9:2b:6f:e4:€6:60:8b:
58:7d:b2:a9:70:fd:72:4f:e7:5b:e4:06:fc:e7:23:e7:08:28:
f7:06:09:2a:a1:73:31:ec:1c:32:f8:dc:03:ea:33:a8:8e:d9:
d4:78:c1:90:4c:08:ca:ba:ec:55:c3:00:f4:2e:03:b2:dd:8a:
43:13:fd:c8:31:¢c9:cd:8d:b3:5e:06:c6:cc:15:41:12:5d:51:
a2:84:61:16:a0:cf:f5:38:10:da:a5:3b:69:7f:9c:b0:aa:29:
5f:fc:42:68:b8:fb:88:19:af:d9:ef:76:19:db:24:1f:eb:87:
65:b2:05:44:86:21:e@:b4:11:5c:db:f6:22:f9:7c:a6:16:85:
0e:81:b2:76

HRIREPRIC BEHILES
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{

"awsAccountId":"account",
"certificateArn":"arn:aws:acm-pca:region:account:certificate-authority/CA_ID/
certificate/certificate_ID",

"serial":"serial_number",

"Subject":"1.2.840.113549.1.9.1=#161173616c6573406578616d706c652e636f6d, CN=www.examplel.com, OL
Company, L=Seattle,ST=Washington, C=US",

"notBefore":"2018-02-26T18:39:57+0000",

"notAfter":"2019-02-26T19:39:57+0000",

"issuedAt":"2018-02-26T19:39:58+0000",

"revokedAt":"2018-02-26T20:00:36+0000",

"revocationReason":"KEY_COMPROMISE"

"awsAccountId":"account",

"certificateArn":"arn:aws:acm-pca:region:account:certificate-authority/CA_ID/
certificate/certificate_ID",
"serial":"serial_number",

"Subject":"1.2.840.113549.1.9.1=#161970726f64407777772e70616c6f75736573616c65732e636f6d, CN=wwn
Company,L=Seattle,ST=Washington, C=US",

"notBefore":"2018-01-22T20:10:49+0000",

"notAfter":"2019-01-17T21:10:49+0000",

"issuedAt":"2018-01-22T21:10:49+0000"

Bz & HELITHIES

£/ AWS FAH CA 8IZ CA B} , ATBURZ CA § A AWS Certificate Manager # # 1k ACM BIBiE$
MM A FERIT, MREFELZITWIEREERRSHEXE , MZRSFHTENAFIER. B, MRIEH
BYI=A THE PKI IRERRNEHM S (R BREFERRR ) FAMSEHN , UEEELITEBR
HHSH,

B XEMA Amazon Hl EventBridge Lambda AWS BHziiiT ACM SHRENROIBRER , BSHAE
S HETTHIE S,
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TR P IER

AWS FAH CA ERAEBEERMA CAIEPHMLRKMAIES, M PCA BHEMA CAILEHRE , BN
RMENKRHIMNE CA EHER.

WRAFEA CLI 2 APl 2R UEH |, M AR HEIR ARN /EN IssueCertificate EEMSE,
MREREMS ARN , WERIAR A EndEntityCertificate/V1 ik, BXEZEE , HSH
IssueCertificate AP 15 & UE B 65 X #,

(® Note
WNFLE CA EFEK S HZHERA AWS Certificate Manager ( ACM ) FA 7 R BAARL & H 1%
CAZEMNREILED, BKFMAEZETHRNRERIRS , REETE R TR imRAIUEHE
R
» EndEntityCertificate/V1
» EndEntityClientAuthCertificate/V1
» EndEntityServerAuthCertificate/V1

* BlankEndEntityCertificate_apiPassThrough/v1

» BlankEndEntityCertificate_apicsrPassthrough/v1
» TJE ca PathLen Certificate_ 0/V1

BXREZER , FHMH ETHAFRENERK,
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https://docs.aws.amazon.com/privateca/latest/APIReference/API_IssueCertificate.html
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AV EREZRE SN TE AR,
« CSRPassthrough ##x

B R 1F CSR ZERY REMNEMBIRRANENR. ATHRIEBE CSR FHvY B EHI12M
RHERH, MR CSR BESEMEHF RN RE , WERRELFHLEFTESHR LR, BX
LERNFEAEE , FSH ERREIRF.

« APIPassthrough 1}

B AT API ZiERT BHANEMERMRANER, ERAREMPERSE S HANHSETEN

BRIEPRSARKRE |, AJRETLAERRBPEN , thAJgEE CSR AT M, B2 , CAEERTLUM

H A EHERIR (5l Active Directory ) e RHAMFEERTHER, il , MR —BIHENFHEH

CETWMAMNALEN |, NEER AL Active Directory R ERES | AEEIE JSON £ aEE
ZERKRGEAMBERERF,

IssueCertificate #4F B ApiPassthrough SHHMEFSHIEMENIER D, MR
ApiPassthrough ZHEE5BIREVHARPER , MERECHRAEEESHRLESR. BXIHE
EENFMAER , BSH EREERF.

« APICSRPassthrough #&#x
B Y API Ml CSR {21k REMNEMBERRENER, ATMAUEH CSR FHT R
SHEMAVIERHR , B IssueCertificate #EH ApiPassthrough S HEBFE HIT

Ko MRBIREL, APIZZEM CSR LT BREEAR , MEREXNLER KRS , HIX=Z AP
RiEfE , RIGR CSREZZT R. AXULERNFAEE , BSH ERREIT.

TRIIHT AWS #F CA EFMNAMBRRRER HE X VEE,

(® Note
Bk GovCloud XiFH#EHR ARN WEE , IFZREAWS GovCloud (US)A F#ERMAWS Private
Certificate Authority®#Y,
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ate_apiPassThrough/v1 template/EndEntity
ServerAuthCertific
ate_APIPassthrough/V1
OCSP _api SigningCertificate arn:aws:acm-pca::: OCSP ¥ %
PassThrough/v1 template/0CSPSigni
ngCertificate_APIP
assthrough/V1

HERFE MRS latest 183



AWS Private Certificate Authority

RAriEmE

BB R

RootCACertificate_ APIPassth

rough/V1

BlankRootcacertificate_apiP

assThrough/v1

BlankRootcacertificate_ 0_apiPass

Through/v1 PathLen

BlankRootcacertificate_ 1_apiPass

Through/v1 PathLen

BlankRootcacertificate_ 2_apiPass

Through/v1 PathLen

BlankRootcacertificate_ 3_apiPass

Through/v1 PathLen

subplinatecaCertificate_

0_apiPassThrough/v1 PathLen

FEHR ARN

arn:aws:acm-pca:::
template/RootCACer
tificate_APIPassth
rough/V1

arn:aws:acm-pca:::
template/BlankRoot
CACertificate_APIP
assthrough/V1

arn:aws:acm-pca:::
template/BlankRoot
CACertificate_Path
Len@_APIPassthrough/V1

arn:aws:acm-pca:::
template/BlankRoot
CACertificate_Path
Lenl_APIPassthrough/V1

arn:aws:acm-pca:::
template/BlankRoot
CACertificate_Path
Len2_APIPassthrough/V1

arn:aws:acm-pca:::
template/BlankRoot
CACertificate_Path
Len3_APIPassthrough/V1

arn:aws:acm-pca:::
template/Subordina
teCACertificate_Pa
thLen@_APIPassthrough/
V1

e ri]

CA

CA

CA

CA

CA

CA

CA

EEPELES

MRS latest 184



AWS Private Certificate Authority

RAriEmE

BB R

BlankSubordinatecacertificate
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BXZEAERMN—RES , 2 BlankEndEntityCertificate_apiPassThrough/v1 & X

BlankEndEntityCertificate_ CriticalBasicConstraints _apicsrPassThrough/v1

X509v3 B8 &

EHEZAEN [M API 5 CSR f£i%]

£ [M API =} CSR 4£i%]

HEAAR Critical. CA:FALSE
RIZPIFRIREF [3R B CA iEHH SKI]

R EBRARRA k4R CSR]

CRL % % &* [M CABE. API 5 CSR f£i#]

*REHEEE CAMNBAT CRLARK , CRL 7 RRFT 2BEHEERF.
BlankEndEntityCertificate_ CriticalBasicConstraints _apiPassThrough/v1 E X

BXZEAERMN—RES , 231 BlankEndEntityCertificate_apiPassThrough/v1 & X

BlankEndEntityCertificate_ CriticalBasicConstraints _apiPassThrough/v1

X500v3 B &

EREEAER [M API 8 CSR #£i%]
=B [M API 2 CSR f%i]
HARHR Critical, CA:FALSE
RIZPFRIREF [3RB CA EHH SKI]
£ & B APRRAF 4R CSR]

CRL % % &* [M CA BB AP 1532]
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RAriEmE

*REEBE CANEBAT CRLAER , CRL ZRRT2BRHEERT,

BlankEndEntityCertificate_ CriticalBasicConstraints _csrPassThrough/v1 E X

BRZEHERN—RER , 1525 BlankEndEntityCertificate_apiPassThrough/v1 & Y,

BlankEndEntityCertificate_ CriticalBasicConstraints _csrPassThrough/v1

X509v3 2
EREZRABW
]

EARLY R

BN EZRARRT
£ & BARRR

CRL 7 & R}*

&

[M API 5 CSR #%i%]
[M API 5 CSR 4%i]
Critical, CA:FALSE
[3RE CAIEHH SKI
k4B CSR]

[M CA BLE= CSR f&i%]

*RAEEBRE CANBAT CRLAER , CRL ZRRTLBEEERTP,

BlankEndEntityCertificate_csrPassThrough/v1 & X
BREARHRN-—KRER

BlankEndEntityCertificate_csrPassThrough/v1

X509v3 S
ERHEZHEH
=&

B R
BRBRAIR AR
£ F & B AR R AT

CRL 7 &R R**

%2 BlankEndEntityCertificate_apiPassThrough/v1 & Yo

=l

[M CSR f%3%]
[M CSR f&i%]
CA:FALSE

[3RE CAIEHH SKI
4 B CSR]

[M CA ERB Sk CSR #43%]

BARE X
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*REEBE CANEBAT CRLAER , CRL ZRRT2BRHEERT,

BlankSubordinatecacertificate_ 0_csrPassThrough/v1 T X PathLen

BXZEAERMN—REL , 231 BlankEndEntityCertificate_apiPassThrough/v1 & X

BlankSubordinatecacertificate_ 0_csrPassThrough/v1 PathLen

X509v3 S E

EREEREN [M CSR #%3%]

£33 [M CSR f%3%]

HARAR Critical, CA:TRUE, pathlen: 0
BINBARRE [3RE CAiEHH SKI]

£ & BAPRIRAF k4% B CSR]

CRL 7 R R* [M CA BLE = CSR f&i%]

*REEBRE CANERAT CRLAR , CRL ZRKT 2B HEERTP,

BlankSubordinatecacertificate_ 0_apicsrPassThrough/v1 & X PathLen

BXZEAEBERN—MEER , S BlankEndEntityCertificate_apiPassThrough/v1 & Yo

BlankSubordinatecacertificate_ 0_apicsrPassThrough/v1 PathLen

X509v3 2% &

ERERREN [M API 5 CSR f&i%]

£} [M API 5 CSR f&i%]

BEARAR Critical, CA:TRUE, pathlen: 0
BB ARRRF [RB CA iE$F# SKI]

& ZARRA R4 B CSR]
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X509v3 & =1
CRL Z & R_* [M CA ELESL CSR f&i&]

*HEAEEE CARNBAT CRLEK , CRLZERAT2BEEERF,
BlankSubordinatecacertificate_ 0_apiPassThrough/v1 T X PathLen

BHRZEHERN—RELR , 5235 BlankEndEntityCertificate_apiPassThrough/v1 & Y,

BlankSubordinatecacertificate_ 0_apiPassThrough/v1 PathLen

X509v3 &3 E

ERAEEREN [M API 5 CSR fi%]

£ 21 [M API 2 CSR 1]

HARAR Critical, CA:TRUE, pathlen: 0
BB ARIRAF [5RB CAEHH SKI]

15 Fl & BAARIRAF [t B CSR]

CRL 7 R R* [M CA EiEf&ZiE]

BlankSubordinatecacertificate_ 1_apiPassThrough/v1 T X PathLen

BXZEAERMN—REL , 23 BlankEndEntityCertificate_apiPassThrough/v1 & X,

BlankSubordinatecacertificate_ 1_apiPassThrough/v1 PathLen

X509v3 S =l

EREZERBN [M API 5 CSR 1&i%]

£ [M API 5 CSR f&i%]

BEAERAR Critical, CA:TRUE, pathlen: 1
BREARIREF [RB CA iE$H# SKI]
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RAriEmE

X500v3 S =l
& ZARRA k4B CSR]
CRL B & =* [M CA Bt Ef%i%]

*RAEEBRE CANBAT CRLAER , CRL ZRRTLBEEERTP,

BlankSubordinatecacertificate_ 1_csrPassThrough/v1 XX PathLen

BHRZEHERN —RELR , 15235 BlankEndEntityCertificate_apiPassThrough/v1 & Y,

BlankSubordinatecacertificate_ 1_csrPassThrough/v1 PathLen

X509v3 2 =l

EREERAEN [M CSR &3]

£33 [M CSR &3]

HARYGR Critical, CA:TRUE, pathlen: 1
BRERRAR [KE CAIEH# SKI|

& ZARRA R4 B CSR]

CRL # % K* [M CA ELE=R CSR 4&i%]

*RAEEBE CANBAT CRLAER , CRL ZRRTLBEEERTP,

BlankSubordinatecacertificate_ 1_apicsrPassThrough/v1 T X PathLen

BRZEHERN —RELR , 5235 BlankEndEntityCertificate_apiPassThrough/v1 & Y,

BlankSubordinatecacertificate_ 1_apicsrPassThrough/v1 PathLen

X509v3 S =l
ERESREN [M API 5 CSR f&3%]
£33 i [M API 5 CSR f£5%]
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X509v3 S5 ]

YN Critical, CA:TRUE, pathlen: 1
RIREBZARIRRF [k B CA IEHH SKI

1 Fl & BAARIRAF [t B CSR]

CRL # & =* [M CA BLE=k CSR f&i%]

*HEXEEE CARNBAT CRLEK , CRLZXRAT2BEEERF,
BlankSubordinatecacertificate_ 2_apiPassThrough/v1 T X PathLen

BHRZEHERN —RELR , 535 BlankEndEntityCertificate_apiPassThrough/v1 & Y,

BlankSubordinatecacertificate_ 2_apiPassThrough/v1 PathLen

X509v3 B8 =]

FERAEZEREN [M API 5 CSR f&i%]

& [M API 2k CSR #i%]

HARAYR Critical, CA:TRUE, pathlen: 2
BREARAR [RE CAIEH# SKI|

£ & BRAIRIRA k4 B CSR]

CRL 7 &K R* [M CA Bl Ef&iE]

*REEBRE CANBAT CRLEK , CRL 7 ARFT2BEEERF,
BlankSubordinatecacertificate_ 2_csrPassThrough/v1 X X PathLen

BHRZEHERN —RER , 15235 BlankEndEntityCertificate_apiPassThrough/v1 & Y,
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BlankSubordinatecacertificate_ 2_csrPassThrough/v1 PathLen

X509v3 S8 ]

ERAEZEREN [M CSR 1&i%]

e [M CSR 1&i%]

HEARAYR Critical, CA:TRUE, pathlen: 2
BREARAR [RE CAIEH# SKI|

£ & BAIRRAF k4 B CSR]

CRL 7 K R* [M CABELES CSR 1&i%]

*REEBRE CANBAT CRLEK , CRL 7 AT 2BEEERF,
BlankSubordinatecacertificate_ 2_apicsrPassThrough/v1 & X PathLen

BHRZTEHERN—RER , 15235 BlankEndEntityCertificate_apiPassThrough/v1 & Y,

BlankSubordinatecacertificate_ 2_apicsrPassThrough/v1 PathLen

X509v3 2 =l

EREERAEH [M API 2k CSR #i%]

£33 [M API 2k CSR #i%]

HARYGR Critical, CA:TRUE, pathlen: 2
BRERRAE [KE CAIEH# SKI|

& ZARRA [R4EB CSR]

CRL # % K* [M CA ELE= CSR 4&i%]

*RAEEBRE CANBAT CRLAER , CRL ZRRTLBEEERTP,
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RAriEmE

BlankSubordinatecacertificate_ 3_apiPassThrough/v1 T X PathLen

BHRZEHERN—RELR , 535 BlankEndEntityCertificate_apiPassThrough/v1 & Y,

BlankSubordinatecacertificate_ 3_apiPassThrough/v1 PathLen

X509v3 2
EREZRABW
S

BEAXHR

BN EZRARRT
£ & BARRR

CRL 7 & R}*

=1

[M API = CSR f£i%]

[M API = CSR 1£i%]

Critical, CA:TRUE, pathlen: 3
[3RE CAEHH SKI

k4B CSR]

[M CA BLE &%)

*RAEEBRE CANBAT CRLAER , CRL ZRRTLBEEERTP,

BlankSubordinatecacertificate_ 3_csrPassThrough/v1 X PathLen

BHRZTEHERN—RELR , 15235 BlankEndEntityCertificate_apiPassThrough/v1 & Y,

BlankSubordinatecacertificate_ 3_csrPassThrough/v1 PathLen

X509v3 ¥
EREZABN
ES}

BEARGR
BRNEZRARRF
£ & BARRR

CRL Z & R}*

(=]

[M CSR t&i%]

[M CSR f&i#]

Critical, CA:TRUE, pathlen: 3
[3RE CAIEHH SKI

[fk4£ B CSR]

[M CA ERB SR CSR #43%]

BARE X
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*REEBE CANEBAT CRLAER , CRL ZRRT2BRHEERT,

BlankSubordinatecacertificate_ 3_apicsrPassThrough/v1 & X PathLen

BRZEHERN—RELR , 5235 BlankEndEntityCertificate_apiPassThrough/v1 & Y,

BlankSubordinatecacertificate_ 3_apicsrPassThrough PathLen

X509v3 S E

EREEREN [M API 5 CSR fi%]

£ [M API = CSR 1]

BHAAR Critical, CA:TRUE, pathlen: 3
BINBARRE [3RE CAIEH# SKI|

£ F & B HRRRT k4% B CSR]

CRL 7 R R* [M CA BLE S CSR f&i%]

*REERE CARNBAT CRLAER , CRL 7 EART 2T EEEIRP,
CodeSigningCertificate/V1 BITE X

FALERTUMERTRBIZMNIER. BLERE AWS #AF CA NRBIXZIEBEFAET
B CA ERiZNABIEMRAR—EMEH. it , £H Code Signing for AWS loT BIEF AT EA
FH AWS FAF CA A RBLERIEP HIFES AZ| AWS Certificate Manager. BEXEZELR | 55
FARBEE I HIRAWS loT ? URIEBMHAS ARBERIER,

CodeSigningCertificate/V1

X509v3 S8 =l

EREREREN [M CSR f&iZ]

F& [M CSR {&i%]
BEAXHYR CA:FALSE

B BARIAR [3R & CAEHHY SKI|
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RAriEmE

X509v3 2

£ & BARRR
RHRE

T REHRE

CRL 7 & K™

(=]

[k B CSR]

Critical, digital signature
Critical, code signing

[M CA BLE &%)

*REERE CARBRAT CRLERK , CRL 2R RT 2T EEERF,

CodeSigningCertificate_apicsrPassThrough/v1 E X

IR B T CodeSigningCertificate /V1 LAz $F API 1 CSR EE(E,

CodeSigningCertificate_apicsrPassthrough/v1

X509v3 2
EREZERBMN
ES}

EARLYR
BRNEZRARRF
£ & BAPRIRRF
ZHAAE
TREHARE

CRL Z# & _*

=]

[M API 2% CSR 1%i%]

[M API 2% CSR 1&i%]
CA:FALSE

[5RE CAiEHH SKI]
[ B CSR]

Critical, digital signature

Critical, code signing

[M CA ELE = CSR f&i%]

*RAEEBE CANEBAT CRLAR , CRL ZRKT LB HEERTP,

BARE X
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CodeSigningCertificate_apiPassThrough/v1 X

Lt#E1R 5 CodeSigningCertificate BiRME , B — KX : HUERP , WRREERFIEE
¥ &, W AWS 78 CA BT AP FEMT BREZIES., MERTEENT RBLES API PN
o

CodeSigningCertificate_apiPassThrough/v1

X509v3 S =l

EREZAEH [M API = CSR f£3&]
F5 [M API = CSR f£5&]
ERYR CA:FALSE
BREZEARRA [RE CA iE$# SKI]
£ & B AIRRA k4 B CSR]

FEARE Critical, digital signature
FRERAE Critical, code signing
CRL B & R* [M CA BLE £ %]

*HEEREBE CARBAT CRLERK , CRL 2 XRF 2T EEERD,
CodeSigningCertificate_csrPassThrough/v1 & X

RS CodeSigningCertificate #ixtHRE , EE—K X5 : HHERFP , MRRERRFPIEE
VB, Il AWS FAF CA 2MIEPEEIER (CSR) FHAY BEABRENEH, WERPIEENT REBEL
BEZ CSRHNYT R,

CodeSigningCertificate_csrPassThrough/v1

X509v3 Sk (!
FEAERABWN [M CSR 1&i%]
£ [M CSR &3]

ERE X MRS latest 201



AWS Private Certificate Authority

RAriEmE

X509v3 2
BEARHR

BN EZARRT
£ H & BARRE
ZHARAE
FrREHARE

CRL 7 & R}*

=1

CA:FALSE

[3kB CA iEHH SKI]
k4B CSR]

Critical, digital signature
Critical, code signing

[M CA BB CSR f£3%]

*REERE CARBAT CRLERK , CRL 7 RRFT 2BEHEERY,

EndEntityCertificate/V1 BYE X

BB A TN LumRE (HRERS T Web BRS 25 ) GIEIEH,

EndEntityCertificate/V1

X509v3 ¥
EREZABN
ES}

BEARGR

BN EZRARRF
£ & BARRR
RHRE

T REHRE

CRL 7 &R }*

(=]

[M CSR t&i#]

[M CSR f&i#]
CA:FALSE

[3RE CA iEHH SKI]

k4B CSR]

Critical, digital signature. key encipherment

TLS Web RE 2 EHKIE, TLS Web BF % &

A

[M CA BLE &%)

BARE X
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*HRAEEERE CARBAT CRLERK , CRL 7 RRF 2ZEHEERY,

EndEntityCertificate_apicsrPassThrough/v1 TE X
IR B T EndEntityCertificate /V1 LA API #1 CSR E&EE.

EndEntityCertificate_apicsrPassthrough/v1

X509v3 S E

EAEZREN [M API = CSR f%i%]

£ [M API 2 CSR 1%i%]

BEARHYR CA:FALSE

BNEARRR [3RE CAiEHH SKI]

£ F & B HRRRT k4B CSR]

BEARE Critical, digital signature, key encipherment

rREARE TLS Web BR% 28 S A RIUE. TLS Web BF % &
B E

CRL # & R* [M CA Bl CSR 1&i%]

*REERE CARNBAT CRLER , CRL 7 EART 2B EEERP,
EndEntityCertificate_apiPassThrough/v1 X

MRS EndEntityCertificate BMRMEE , B —KX3 : FlERD , MRRERRFIEE
F®’, W AWS 358 CABY API R EMT BREBIES, ERTFEENT BIRLES APl FlH
o

EndEntityCertificate_apiPassThrough/v1

X509v3 S (=)
EREEREH [M API 5 CSR 1£3%]
F5 [M API 5 CSR 1£3%]
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X509v3 S =l

EARHR CA:FALSE

BREZERARIRA [RE CA iE$5# SKI]

£ & B APRRAF k4 B CSR]

BEARE Critical, digital signature, key encipherment

rRBHARE TLS Web FRF 2 FHARIE, TLS Web BF RS
B E

CRL B &R R* [M CA BLEEiE]

*HEERE CARBAT CRLERK , CRL 2 XA 2T EEERD,
EndEntityCertificate_csrPassThrough/v1 TE X

WERE EndEntityCertificate BiRMEE , BEE—KR X5 : EHERP , WRREERPEEYT
B, W AWS A8 CA 2 NIEBLBER (CSR) FHMT BEBIEHR, LERPIEENT RARLE
%= CSR ¥ B,

EndEntityCertificate_csrPassThrough/v1

X509v3 B3 &

FERAEEREN [M CSR 1&i%]

B [M CSR f&i%]

EARLYR CA:FALSE

BN ZRARIRR [3RE CAIEHH SKI

& ZARRA R4 B CSR]

R AE Critical, digital signature, key encipherment

FEREARE TLS Web RS 2| EMKIE, TLS Web BEF % &
LT
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X500v3 S &
CRL %k &5* [M CA BLE D CSR 1&i%]

*REEHRE CARNBAT CRLEK , CRL 2 XKRT2ITEEERF,
EndEntityClientAuthCertificate/V1 B9 E X

RS EndEntityCertificate (REF REBEHAMZELRE , LERRERSIHA TLS Web FF
i & A

EndEntityClientAuthCertificate/V1

X509v3 & =l

EREZAEN [M CSR %3]

X5 [M CSR f£3%]

EXHR CA:FALSE

BB ARRAF [RE CA iE$# SKI]

£ & B APRIRAF k4B CSR]

BEARE Critical, digital signature, key encipherment
rREBEARE TLS Web % /i & 13 10 iE

CRL % & &* [M CA BB CSR 1]

*AEEEE CARBAT CRLER , CRL 7 XRTF 2B EHEERF,
EndEntityClientAuthCertificate_apicsrPassThrough/v1 E X

IR B T EndEntityClientAuthCertificate /V1 B33 API #1 CSR E&{E,
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EndEntityClientAuthCertificate_apicsrPassthrough/v1

X509v3 ¥ (=]

EREZLAEN [M API 2 CSR {%i%]

R [M API 2 CSR f%i%]

BEXAR CA:FALSE

RIZ PR IREF [3RB CA E$HH SKI]

LR EBARRR k%R CSR]

ZHHAZE Critical, digital signature, key encipherment
rREHRE TLS Web & F i & 3 5 iF

CRL 7 R R* [M CABELED CSR 1&i%]

*HAEEERE CARBAT CRLEK , CRL ZXRFT 2BEEERF,
EndEntityClientAuthCertificate_apiPassThrough/v1 & X

RS EndEntityClientAuthCertificate #iRME , BEE—K X5, ELERP , R KA
BEiRFIEET B , Il AWS 3AF CA BT AP FHMT BEEIEH, LERFEENT RRLES
APl R B,

EndEntityClientAuthCertificate_apiPassThrough/v1

X509v3 S ]

EREREREN [M API 2 CSR f%i%]
F& [M API 2 CSR {%i%]
BEAXYR CA:FALSE
BREARIREF [RB CA iE$H# SKI]
& ZARRA R4 B CSR]
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X509v3 S =l

ZRAE Critical, digital signature, key encipherment
yrEREAAE TLS Web & F i & 4 % iE

CRL & &* [M CA Bt E1&i%]

*HEAEEE CARNBAT CRLEK , CRLZEAT 2BEEERF,
EndEntityClientAuthCertificate_csrPassThrough/v1 & X

WS EndEntityClientAuthCertificate #iRME , BEE—K X5, FELERP , MERE
EIRFIEET B , Il AWS FAFF CA 2 NIEPXERER (CSR) FEMT BEZERER, ERGDIEE
N BIBAEE CSR AT R,

EndEntityClientAuthCertificate_csrPassThrough/v1

X509v3 S =l

EREZREBW [M CSR f%i%]

£ [M CSR f%i%]

EARYR CA:FALSE

BREZEARRA [3R B CAEH# SKI]

£ & B APRIRAF [fk4 B CSR]

BEARE Critical, digital signature, key encipherment
rREARE TLS Web % F i & {3 36 1iE

CRL # K R* [M CA BLE = CSR f&i%]

*REERE CARBRAT CRLERK , CRL 2R RT 2T EEERF,
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RAriEmE

EndEntityServerAuthCertificate/V1 B E X

WHERE EndEntityCertificate REY BRERAZE LR , WERFERSIFN TLS Web RS

=B ORI,
EndEntityServerAuthCertificate/V1

X509v3 &

EREZERBR

E&

ERAR

BB ARRAF

E & RARAR

ZHAAE

TREHARE

CRL Z & =_*

&

[M CSR f£i%]

[M CSR f£i%]
CA:FALSE

[3RE CA EHH SKI]
k4B CSR]

Critical, digital signature. key encipherment

TLS Web fRE-88 5 0 Wi

[M CA BLiE L]

*REEERE CARBAT CRLERK , CRL 7 RAF 2ZEEERY,

EndEntityServerAuthCertificate_apicsrPassThrough/v1 E X

RS B T EndEntityServerAuthCertificate /V1 JAX#F API f1 CSR EE{E,

EndEntityServerAuthCertificate_apicsrPassthrough/v1

X509v3 2 E
FEREZLAEN [M API 2 CSR f%i%]
F& [M API 2 CSR f%i%]
BERAR CA:FALSE
BRERRAE [3RE CAiEHH SKI]
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X509v3 S =l

£/ & B AR [k~ B CSR]

A RE Critical, digital signature, key encipherment
¥ REHAE TLS Web AR%5 85 & K ik

CRL # K &* [M CA ELE= CSR fZi%]

*HEXEEE CARNBAT CRLEK , CRLZEAT 2BEEERF,
EndEntityServerAuthCertificate_apiPassThrough/v1 & X

RS EndEntityServerAuthCertificate #iR#E , B —K X5, ELERP , R KE
BEiRFIEET B , Il AWS 3AF CA BT AP FHMT BEBIEH, LERFEENT RRLES
APl T B,

EndEntityServerAuthCertificate_apiPassThrough/v1

X509v3 S (=]

EREZREW [M API 5 CSR f&i%]

B [M API 5 CSR #i%]

EARYR CA:FALSE

RN HAPRARF [RE CA iEFH SKI]

£ F & BRI AR [Ik* B CSR]

ZRAE Critical, digital signature, key encipherment
rREARE TLS Web fR55 25 & 13 1k

CRL # K R* [M CA ELEf&i%E]

*RAEEBRE CANBAT CRLAER , CRL ZRRTLBEEERTP,
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EndEntityServerAuthCertificate_csrPassThrough/v1 7E X

MRS EndEntityServerAuthCertificate BiR#ERE , BEE—K X5, ELERP , R KK
BERFEEY B , Il AWS FAF CA 2 NIEHZERER (CSR) FHMYT BEBIIEH, ERPIEE
W RRAEE CSR FHT B,

EndEntityServerAuthCertificate_csrPassThrough/v1

X509v3 ¥ (]

EREZRAEN [M CSR %3]

F5 [M CSR 1&i%]

XL R CA:FALSE

BB AR AR [5R B CA iE$H#Y SKI]

EAEBARRRF [k B CSR]

BEARE Critical, digital signature, key encipherment
FREHRE TLS Web fi55 28 & 1 1iE

CRL Z R R* [M CA BLiE=L CSR fZi%]

*REEERE CANBAT CRLERK , CRL 2 XRT2ETEEERTF,
OCSP SigningCertificate /V1 BIE X

FEAERTAER T OCSP MMNEHAMWIEF, RS CodeSigningCertificate #4R1E
B, AR BB EEREE OCSP EEMTARRBEE,

OCSP /V1 SigningCertificate

X509v3 B |
EREZREH [M CSR f£i%]
£ [M CSR f£i%]
ERAR CA:FALSE

ERE X MRS latest 210



AWS Private Certificate Authority

RAriEmE

X509v3 2
BNEZRARRF
£ & BARIRRF
RHRE

T REHRE

CRL 7 &R R**

=1

[3RE CAIEHH SKI
[k B CSR]

Critical, digital signature
Critical, OCSP signing

[M CA BLEEi%]

*REEERE CARBRAT CRLERK , CRL 7 RASF 2B EERF,

OCSP SigningCertificate _apicsrPassThrough/v1 & X

MY B’ T OCSP SigningCertificate /V1 LAz # API #1 CSR E&EE,

OCSP _apicsr SigningCertificate PassThrough/v1

X509v3 S5
ERERAEN
FR

HEARAR
BRNZARIRG
5 A B BARAR
ZHHAE
rREHRE

CRL Z & _*

(]

[M API 2 CSR f%i%]

[M API 5 CSR &3]
CA:FALSE

[RE CA IEHH SKI|
k4B CSR]

Critical. digital signature
Critical, OCSP signing

[M CA EESK CSR f&i%]

*REEBRE CANEBRAT CRLAR , CRL ZRRT 2B HEERTP,

BARE X
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OCSP SigningCertificate _apiPassThrough/v1 EX

tb#E1R 5 0CSPSigningCertificate BRME , B —KX3l. HUERP , WRREERFIEE
¥ &, N AWS 7.8 CA 2BH API FEMY BEEIIES, WERFIEENT RBELES API H1Y
B

OCSP _api SigningCertificate PassThrough/v1

X509v3 S =l

EREZAEH [M API = CSR f£3&]
F5 [M API = CSR f£5&]
ERYR CA:FALSE
BREZEARRA [RE CA iE$# SKI]
£ & B AIRRA k4 B CSR]

FEARE Critical, digital signature
FRERAE Critical, OCSP signing
CRL B & R* [M CA BLE £ %]

*HEEREBE CARBAT CRLERK , CRL 2 XRF 2T EEERD,
OCSP SigningCertificate _csrPassThrough/v1 E X

RS 0CSPSigningCertificate iR , EE—K X5, HHERFP , MRRERRFPIEE
VB, Il AWS FAF CA 2MIEPEEIER (CSR) FHAY BEABRENEH, WERPIEENT REBEL
BEZ CSRHNYT R,

OCSP _csr SigningCertificate PassThrough/v1

X509v3 Sk (!
FEAERABWN [M CSR 1&i%]
£ [M CSR &3]
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X509v3 S =l

BERHYR CA:FALSE

BB ARRAF [5RE CA iE$# SKI]
EAEBARRAF [k B CSR]

BEARE Critical, digital signature
FrRERRE Critical, OCSP signing
CRL 7 &K &* [M CABELES CSR 1&i%]

*DEHEBRE CARNBAT CRLER , CRL 2 XRTLBEEERRF,
RootCACertificate/V1 E X

HERATMRBZEER CAIEP, CAIERESIE—NRBNERARYT R , R B CA FRRE
7 TRUE MEEEB A TMA CA EH, BIRARIEEBRRKE (pathLenConstraint) , B RIXAJRER

PR REMN RS R. BERRYT REHRAE , A LEF CAIEBAAE TLS BERRRRFH[ILEF. K
EECRLER , ENETERHEAZLRILES,

RootCACertificate/V1
X509v3 2 (=]
EREZREBW [M CSR f&i%]
£33 [M CSR #3%]
EARHR Critical, CA:TRUE
£ & B HRART k4B CSR]
BHRE TREEE., BFZXE keyCertSign, CRL ZEH
CRL &R TER
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RootCACertificate_ APIPassthrough/V1 X
IR B T RootCACertificate/V1 LA API {53818,

RootCACertificate_APIPassthrough/V1

X509v3 2K =l

EREERAEH [M API 5% CSR 4%i%]

& [M API 5} CSR 4%i%]

EARLYR Critical, CA:TRUE

BN ZARIRRF [M API &3]

£ ERARRA k4B CSR]

ZEA R L REZH, BFZXHA keyCertSign, CRL XH
CRL # & &* TEA

BlankRootcacertificate_apiPassThrough/v1 X

IRABIEPERNZE | WA BERFFE X.509 EXRBIWIER FTMEBIEH, X2AWS FoH CAT S
MR ERWARIUES | BRAILUER AP SN HEHB#TEENL . EFARYT BEXEBREN CAILE
PFo NERMAR CAIEH , ZATRUEMRIEBER 2B H ERAERYRNE,

AU EAZ ANEBRERRMALFEREBHAE (KU) ENRIEH, Fla, BHEN

EAAEE EkeyCertSignMcRLSign , BEFFEEdigitalSignature, SHAIEZEH
BREBIUERBERTE , ZARIERERAWEE KU TR , HF KU AIARANXFHE
(digitalSignature, . . . . . nonRepudiation., keyEncipherment. dataEnciphermentkeyA
MdecipherOnly ) FEEM—1,

BlankRootcacertificate_apiPassThrough/v1

X509v3 S (=)
EREEREH [M API 5 CSR 1£3%]
F5 [M API 5 CSR 1£3%]
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X509v3 S =]
HARYR Critical, CA:TRUE
55 & ZAPRAF k4 B CSR]

BlankRootcacertificate_ 0_apiPassThrough/v1 T X PathLen
BXZEHR CA EARM —RER | BBH222.

BlankRootcacertificate_ 0_apiPassThrough/v1 PathLen

X509v3 S |

EREZREH [M API = CSR 4£i%]

31 [M API = CSR 4%i%]

HEARYR Critical, CA:TRUE, pathlen: 0
EREBARE [k4EE CSR]

BlankRootcacertificate_ 1_apiPassThrough/v1 T X PathLen
HXE AR CA BN —RIES , BBH222.

BlankRootcacertificate_ 1_apiPassThrough/v1 PathLen

X509v3 S |

EREZREH [M API = CSR 4£i%]

31 [M API = CSR 4£i%]

HEARYR Critical, CA:TRUE, pathlen: 1
EREBARE k4 E CSR]
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BlankRootcacertificate_ 2_apiPassThrough/v1 T X PathLen
BXZEHR CA BRI —RER | BBH222.

BlankRootcacertificate_ 2_apiPassThrough/v1 PathLen

X509v3 S5 ]

ERELRAEN [M API 2 CSR f&i%]

£ 41 [M API 2k CSR 4]

HEARAYR Critical, CA:TRUE, pathlen: 2
1 Fl & BAARIRAF [t B CSR]

BlankRootcacertificate_ 3_apiPassThrough/v1 X X PathLen
BXZEHR CA BRI —RER | BSH222.

BlankRootcacertificate_ 3_apiPassThrough/v1 PathLen

X509v3 S5 =]

EREZLRAEN [M API 5 CSR f&i%]

& [M API 2k CSR #i%]

HEARAYR Critical, CA:TRUE, pathlen: 3
1 Fl & BRI A [t B CSR]

subplinateCacertificate_ 0/V1 X PathLen

HERATMARERKENNME CAILEH0, CAILEFRIE-—IMRENERARYE , Z¥ BFH CA
FRIREN TRUE BUSEILERB AR TH AR CAILES, FEFET BEAAE , UL CAERAETLS
&P R ARSS BRIE o

BRNEBRENESER  FERARENMEBENKELI R,
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& ca PathLen Certificate_ 0/V1

X509v3 2
EREZABN
EF&

BEAXHR

BN EZARRT
£ & BARRR
R E

CRL 7 & R*

=]

[M CSR 1&i%]

%
[M CSR {&i%]

Critical, CA:TRUE, pathlen: @
[3RE CAIEHH SKI

k4B CSR]

Critical, digital signature, keyCertSi
gn . CRL sign

[M CA BLEEi%]

Y CAEENBA CRL AN , 4% CRL 7 R R B EFEAUERTAVIEHH,

subplinateCacertificate_ 0_apicsrPassThrough/v1 E X PathLen

L#ERY B T subliteCacertificate_ PathLen 0/V1 MA% 3% API 1 CSR E&E1{E.,

subplinatecaCertificate_ 0_apicsrPassThrough/v1 PathLen

X509v3 B8 &
EREZLRAEN [M API 2 CSR f&i%]
X5 [M API 5 CSR 1£3%]
HARYR Critical, CA:TRUE, pathlen: 0
BRIRBZARIREF [5RE CA E$# SKI]
FHEZARRA R4 B CSR]
A E Critical, digital signature, keyCertSi
gn . CRL sign
BARE X WA latest 217
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X509v3 2 (=]

CRL ok &5* [M CA Bt E = CSR 1&iE]

*RAEEBE CANBAT CRLAER , CRL ZRRTLBEEERT,

subplinateCacertificate_ 0_apiPassThrough/v1 X X PathLen
WY B T subliteCacertificate_ 0/V1 LA 3 PathLen API EE{E,

subplinatecaCertificate_ 0_apiPassThrough/v1 PathLen

X509v3 S (=]

ERERREN [M API 5 CSR f&i%]

R [M API % CSR 1&i%]

HEARAR Critical, CA:TRUE, pathlen: 0

RIZ PR IREF [3R B CA EHH SKI]

£ F & E AR IR AT [k4 B CSR]

RAAE Critical, digital signature, keyCertSi
gn . CRL sign

CRL Z# & _* [M CA BLEf&iE]

*RBEERE CANBAT CRLAEMK , CRL ZRRKFT2EEERF,
subplinateCacertificate_ 0_csrPassThrough/v1 T X PathLen

iR S SubordinateCACertificate _PathLen® #ixt8E , BE— X3 : ELiEHRT |, I0E
KREBRBPIEETE , Il AWS A8 CA 2NIEBZZER (CSR) HEMT BEZEEH, tbERS
BENT BHBAEE CSRAWT R,

(® Note
B BEKIT B CSR AIIE AWS FoH CA HAEBaIE,
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subplinatecaCertificate_ 0_csrPassThrough/v1 PathLen

X509v3 ¥ (]

EREZRABW [M CSR {&i%]

F& [M CSR f&i%]

HEAERAR Critical, CA:TRUE, pathlen: 0

BB ARRRT [k B CA IEHH SKI]

£ & BRI IRRF [k B CSR]

ZAAE Critical, digital signature, keyCertSi
gn . CRL sign

CRL 7 R R* [M CA BLE S CSR f&i%]

*REERE CANBAT CRLAER , CRL 7 X RT2EEHEEALERMAWIEFRH,
subplinatecaCertificate_ 1/V1 X PathLen

HERATMABRERKEANMNE CAULBl, CALEBSE—MRENELRARYT E , 2 BFH CA
FRIREN TRUE UEELEBTATHAR CAILEH, T2RET BREHAAE , UL CAIERAE TLS
&P im AR SS BRIE o

BRNEBENESFEER , BERARENIRENKEL R,

TJE CA PathLen iE$ _ 1/V1

X509v3 ¥ (=]

EREZLAEN [M CSR 1&i%]

R [M CSR f&i%]

BEARAR Critical, CA:TRUE, pathlen: 1
BRI [KE CAIEH# SKI|

& ZARRA R4 B CSR]
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X509v3 S =)

BEARE Critical, digital signature, keyCertSi
gn . CRL sign

CRL # & _* [M CA Bt E1&iZ]

*REERE CANBAT CRLAER , CRL 7 X RT 2T EEEARERMEMIERP,
subplinatecaCertificate_ 1_apicsrPassThrough/v1 E X PathLen

LEHRY B T subliteCacertificate_ PathLen 1/V1 U3 3F APl 1 CSR E#{E.,

subplinatecaCertificate_ 1_apicsrPassThrough/v1 PathLen

X509v3 & (]

EREZABW [M API 5 CSR f&i%]

£ [M API 2 CSR 1%i%]

BERYR Critical, CA:TRUE, pathlen: 1

BB ARRRF [5RB CA IEHH SKI]

£ F & BARIRAF [k 8 CSR]

RAAE Critical, digital signature, keyCertSi
gn . CRL sign

CRL 7 R R* [M CA BLE = CSR f&i%]

*REEBE CANEBAT CRLAR , CRL ZRRTLBRHEERTP,

subplinateCacertificate_ 1_apiPassThrough/v1 T X PathLen

L8Ry R T subliteCacertificate 0/V1 LA 3F PathLen API E&E{E,
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subplinateCacertificate_ 1_apiPassThrough/v1 PathLen

X509v3 2K =l

EAEZRAERN [M API 5k CSR #i%]

& [M API 2k CSR #i%]

HEARAYR Critical, CA:TRUE, pathlen: 1

BB ARIREF [5RE CAEHH SKI

£ ERARRA k4 B CSR]

RPAE Critical, digital signature, keyCertSi
gn . CRL sign

CRL 7 R R* [M CA Bl Ef&iE]

*RBEERE CARNBATY CRLEMK , CRL ZRRT2EEERF.
subplinateCacertificate_ 1_csrPassThrough/v1 T X PathLen

IR E SubordinateCACertificate_PathLenl #ix#E , BE—x X3 : FHERS , IR
KREERFIEETE , I AWS FAF CA 2NIEPZERER (CSR) MEMT BEABIER, EHRS
EENY BRAEE CSR AT E.

® Note
DEBEEXINYG RBA CSR L AWS A CA HASEIZ,

subplinatecaCertificate_ 1_csrPassThrough/v1 PathLen

X509v3 S E

EREEREN [M CSR f%3%]

£33 [M CSR f%3%]

HARAR Critical, CA:TRUE, pathlen: 1
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X509v3 S =l

BRBZARIREF [5RB CAiEHH SKI]

FHEZARRA R4 B CSR]

ZPAE Critical, digital signature, keyCertSi
gn . CRL sign

CRL Z# & =_* [M CA ELE= CSR 1ZiZ]

*REEERE CANBRAT CRLAER , CRL 2 ART 2B EEEAERMARIERH,
subplinatecaCertificate_ 2/V1 X PathLen

WERATHMABEEEN 2HMNE CAER, CAUEREBRE— N BHEXRARTE , 2V EFH
CA FEREN TRUE LUEEIEPHAIATMA CAEH, F3BETEBBHERAE , LBIE CAEBAE
TLS B im s ARSS 2RIEF o

BRNEBRENESER , FERARENMEBENKELIR,

T8 ca PathLen Certificate_ 2/V1

X509v3 B3 &

FERAEEREN [M CSR 1&i%]

£33 [M CSR f&i%]

HEARHYR Critical, CA:TRUE, pathlen: 2

BN ZRARIAR [3RE CAIEHH SKI

FHEZARRA R4 B CSR]

RPAE Critical, digital signature, keyCertSi
gn . CRL sign

CRL B K R* [M CA ELEf&iE]
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*RAEEERE CARBAT CRLEARK , CRL ZRR/AS 2B EEEALERFAMIESF,

subplinatecaCertificate_ 2_apicsrPassThrough/v1 X PathLen
IR B T subliteCacertificate_ PathLen 2/V1 LA # API #1 CSR B&E,

subplinatecaCertificate_ 2_apicsrPassThrough/v1 PathLen

X509v3 ¥ (]

EHEZREBW [M API 5 CSR f&i%]

£ 21 [M API 5 CSR 4£i%]

BEAERAR Critical, CA:TRUE, pathlen: 2

BB AR AR [k B CA IEHH SKI]

5 f & BRI AR [lk4 B CSR|

BEARE Critical, digital signature, keyCertSi
gn . CRL sign

CRL 7 R R* [M CA BLE = CSR f&i%]

*HAEEEE CARNBAT CRLEK , CRLZEATXBEEERF,
subplinateCacertificate_ 2_apiPassThrough/v1 T X PathLen
WIEARY B T sublicateCertificate_ PathLen 2/V1 L # API BEBE{E.

subplinateCacertificate_ 2_apiPassThrough/v1 PathLen

X509v3 S E

FEREZLAEN [M API 2 CSR f%i%]

F& [M API 2 CSR {%i%]

BEARAR Critical, CA:TRUE, pathlen: 2
BRERRRE [3RE CAiEHH SKI]
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X509v3 S =l

£/ & B AR [k~ B CSR]

PR E Critical, digital signature, keyCertSi
gn . CRL sign

CRL 7 K R* [M CA Bt Ef&i%]

*HAEEEE CARBAT CRLAEK , CRLZRRT2BEEERF,
subplinateCacertificate_ 2_csrPassThrough/v1 ZE X PathLen

iR S SubordinateCACertificate PathLen2 #ixtAE , BE—a X3 : ELEHRS |, IR
KREERBDIEETE , I AWS A8 CA 2NIEPZEER (CSR) HEMT BERENTEH, thEHRSD
EENYT BRAEE CSR AT E.

(® Note
BEBEEXH T BH CSR HMIE AWS FAH CA S\EBaIE,

subplinatecaCertificate_ 2_csrPassThrough/v1 PathLen

X509v3 B3 &

FERAEEREN [M CSR 1%i%]

B [M CSR f&i#]

HARYR Critical, CA:TRUE, pathlen: 2

BNZRARIRRF [3RE CA EHH SKI

FHEZARRA k4B CSR]

FERE Critical, digital signature, keyCertSi
gn . CRL sign

CRL % & &* [M CA ERB=X CSR 1£3%]

ERE X MR latest 224



AWS Private Certificate Authority ArfEm

*RAEEERE CARBAT CRLEARK , CRL ZRR/AS 2B EEEALERFAMIESF,

subplinatecaCertificate_ 3/V1 XX PathLen

HERATMAREREN 3HME CALEH, CAUEBEBE—NMRBNEFRARTE , 2V BTN
CA FERIREN TRUE IEEUBAITATFMA CAEH. FEET BEHAZE , UL CAEFAE
TLS &P im sk AR S5 BRI+,

BRNEBRENEZER , FERRENMEBENKEL R,

& ca PathLen Certificate_ 3/V1

X509v3 S E

EREEREN [M CSR f%3%]

£33 [M CSR f%3%]

HARAR Critical, CA:TRUE, pathlen: 3

BINBARIRE [3RE CAiEHH SKI]

£ & BAPRIRAF k4% B CSR]

B RE Critical, digital signature, keyCertSi
gn . CRL sign

CRL 7 K R* [M CA Bl Ef&iE]

*REERE CANBAT CRLAER , CRL 7 X RT2IEEMEALERMAWIER P,
subplinatecaCertificate_ 3_apicsrPassThrough/v1 X PathLen
IR B T subliteCacertificate_ PathLen 3/V1 , LA API #1 CSR E&E.

subplinatecaCertificate_ 3_apicsrPassThrough/v1 PathLen

X509v3 S =)
EREEREH [M API 5 CSR 1£3%]
¥5 [M API 5 CSR 1£3%]
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X509v3 2
BEARHR

BN EZARRT
£ H & BARRE
ZHARAE

CRL 7 & R*

(=]

Critical, CA:TRUE, pathlen: 3
[3kB CA iEHH SKI]

k4B CSR]

Critical, digital signature. keyCertSi
gn . CRL sign

[M CA ERB SR CSR #43%]

*RAEEBRE CANBAT CRLAER , CRL ZRRTLBEEERTP,

subplinateCacertificate_ 3_apiPassThrough/v1 X PathLen

LtiERY B T sublicateCertificate_ PathLen 3/V1 A 3F API E&EfE,

subplinateCacertificate_ 3_apiPassThrough/v1 PathLen

X509v3 ¥
EREZABW
ES]

BERYR

BN EZRARRT
£ & BAIRIAR
RHRE

CRL Z & _*

=]

[ API = CSR f%3%]

[ API Z CSR f£3%]

Critical, CA:TRUE, pathlen: 3
[3RE CAIEHH SKI

k% B CSR]

Critical, digital signature. keyCertSi
gn . CRL sign

[M CA BLiEfEi%]

*REEBE CANEBAT CRLAR , CRL ZRKT LB HEERTP,

BARE X
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subplinateCacertificate_ 3_csrPassThrough/v1 T X PathLen

iR S SubordinateCACertificate PathLen3 #ixt8E , BE—a X3 : EiiEHRT |, IR
KREBRBPIEETE , Il AWS A8 CA 2NIEPBZEER (CSR) HEMT BEZEEH, tbERSD
BENYT BBAEE CSRAWT R,

(® Note
BEBEXHINT BH CSR HIE AWS FAH CA SAEBEIE,

subplinateCacertificate_ 3_csrPassThrough/v1 PathLen

X509v3 S E

EREEREN [M CSR f%3%]

£33 [M CSR f%3%]

HARAR Critical, CA:TRUE, pathlen: 3

BINBARIRE [3RE CAiEHH SKI]

£ & BAPRIRAF k4% B CSR]

B RE Critical, digital signature, keyCertSi
gn . CRL sign

CRL # & =* [M CA BLE=k CSR f&i%]

*RAEEBRE CARBAT CRLEAR , CRL ZRAS 2L EEAERFAKIESF,
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FF AWS #A%E CA API ( Java ;R4 )

& A AWS Private Certificate Authority APl @33 &% HTTP ERUEEF X SZRFSH TR
B, ZRFLIERE HTTP N, BXEZER , BZH (AWS Private Certificate Authority APl &
Z) https://docs.aws.amazon.com/privateca/latest/APIReference/,

BT HTTP API 4\ | & T AR AWS AATEEMGTITIESE AWS 348 CA XE, BiUEE
HTTP API #1TIHRXE, BXEZELR , S H T Amazon Web Services WL E, UTEB M EE
RINA{ERA AWS SDK for Java H AWS FAHB CA API H1E.

GetCertificateAuthorityCsrGetCertificate, FDescribeCertificateAuthorityAuditReportig #ER IR A 12
X iF, BULER Waiter RERLHZ RN FEEIRSKREZFRBHHE., BXELZER , B5H
LT EBLURAWSH X EBEAWS SDK for Javah iy “BRE A7

F&

- URERZXIEHBUER CA

- UREAZXIEHABUENE CA

» CreateCertificateAuthority

+ CreateCertificateAuthorityf fi X 35E3) B &
» CreateCertificateAuthorityAuditReport

* CreatePermission

+ DeleteCertificateAuthority

* DeletePermission

 DeletePolicy

» DescribeCertificateAuthority

» DescribeCertificateAuthorityAuditReport
» GetCertificate

» GetCertificateAuthorityCertificate

» GetCertificateAuthorityCsr

* GetPolicy
* ImportCertificateAuthorityCertificate

» |ssueCertificate

» ListCertificateAuthorities
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ListPermissions

ListTags

PutPolicy
RestoreCertificateAuthority

RevokeCertificate

TagCertificateAuthorities

UntagCertificateAuthority

UpdateCertificateAuthority

ERBEEXERERIIZE CA FIEH

EREEXYT BOZIES

LURIER B HEUER CA

It Java RGIBRIAERALLT AWS FAF CA APl 2EBUER CA :

CreateCertificateAuthority

GetCertificateAuthorityCsr

IssueCertificate

GetCertificate

ImportCertificateAuthorityCertificate

package com.amazonaws.samples;

import
import
import
import
import
import

import

import

import
import

com.
com.
com.
com.
com.
com.

com.

com.

com.
com.

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws.

amazonaws.

amazonaws.
amazonaws.

auth.AWSCredentials;
auth.profile.ProfileCredentialsProvider;
client.builder.AwsClientBuilder;
client.builder.AwsClientBuilder.EndpointConfiguration;
samples.GetCertificateAuthorityCertificate;
auth.AwWSStaticCredentialsProvider;

services.
services.

services.

services

acmpca
acmpca

acmpca

.acmpca

.AWSACMPCA;
.AWSACMPCAClientBuilder;

.model.ASN1Subject;
.model.CertificateAuthorityConfiguration;

mign el HBUER CA
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import
import
import
import
import
import
import

import
import
import
import

import
import
import
import
import

com.amazonaws.services.acmpca.model.CertificateAuthorityType;
com.amazonaws.services.acmpca.model.CreateCertificateAuthorityResult;
com.amazonaws.services.acmpca.model.CreateCertificateAuthorityRequest;
com.amazonaws.services.acmpca.model.CrlConfiguration;
com.amazonaws.services.acmpca.model.KeyAlgorithm;
com.amazonaws.services.acmpca.model.SigningAlgorithm;
com.amazonaws.services.acmpca.model.Tag;

java.nio.ByteBuffer;
java.nio.charset.StandardCharsets;
java.util.Arraylist;
java.util.Objects;

com.amazonaws.services.acmpca.model.GetCertificateAuthorityCsrRequest;
com.amazonaws.services.acmpca.model.GetCertificateAuthorityCsrResult;
com.amazonaws.services.acmpca.model.GetCertificateRequest;
com.amazonaws.services.acmpca.model.GetCertificateResult;

com.amazonaws.services.acmpca.model.ImportCertificateAuthorityCertificateRequest;

import
import
import
import

import
import
import
import
import
import
import
import
import
import
import
import
import
import
import

import
import
import
import

com.amazonaws.services.acmpca.model.IssueCertificateRequest;
com.amazonaws.services.acmpca.model.IssueCertificateResult;
com.amazonaws.services.acmpca.model.SigningAlgorithm;
com.amazonaws.services.acmpca.model.Validity;

com.amazonaws.AmazonClientException;
com.amazonaws.services.acmpca.model.CertificateMismatchException;
com.amazonaws.services.acmpca.model.ConcurrentModificationException;
com.amazonaws.services.acmpca.model.LimitExceededException;
com.amazonaws.services.acmpca.model.InvalidArgsException;
com.amazonaws.services.acmpca.model.InvalidArnException;
com.amazonaws.services.acmpca.model.InvalidPolicyException;
com.amazonaws.services.acmpca.model.InvalidStateException;
com.amazonaws.services.acmpca.model.MalformedCertificateException;
com.amazonaws.services.acmpca.model.MalformedCSRException;
com.amazonaws.services.acmpca.model.RequestFailedException;
com.amazonaws.services.acmpca.model.RequestInProgressException;
com.amazonaws.services.acmpca.model.ResourceNotFoundException;
com.amazonaws.services.acmpca.model.RevocationConfiguration;
com.amazonaws.services.acmpca.model.AWSACMPCAException;

com.amazonaws.waiters.Waiter;
com.amazonaws.waiters.WaiterParameters;
com.amazonaws.waiters.WaiterTimedOutException;
com.amazonaws .waiters.WaiterUnrecoverableException;
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public class RootCAActivation {
public static void main(String[] args) throws Exception {

west-2"

// Define the endpoint region for your sample.

String endpointRegion = "region"; // Substitute your region here, e.g.

// Define a CA subject.

ASN1Subject subject = new ASN1Subject();
subject.setOrganization("Example Organization");
subject.setOrganizationalUnit("Example");
subject.setCountry("US");
subject.setState("Virginia");
subject.setlLocality("Arlington");
subject.setCommonName("www.example.com");

// Define the CA configuration.
CertificateAuthorityConfiguration configCA = new

CertificateAuthorityConfiguration();

configCA.withKeyAlgorithm(KeyAlgorithm.RSA_2048);
configCA.withSigningAlgorithm(SigningAlgorithm.SHA256WITHRSA);
configCA.withSubject(subject);

// Define a certificate revocation list configuration.
CrlConfiguration crlConfigure = new CrlConfiguration();
crlConfigure.withEnabled(tzrue);
crlConfigure.withExpirationInDays(365);
crlConfigure.withCustomCname(null);
crlConfigure.withS3BucketName("your-bucket-name");

// Define a certificate authority type
CertificateAuthorityType CAtype = CertificateAuthorityType.ROOT;

// ** Execute core code samples for Root CA activation in sequence **
AWSACMPCA client ClientBuilder(endpointRegion);
String rootCAArn

client);

String csr = GetCertificateAuthorityCsr(rootCAArn, client);
String rootCertificateArn = IssueCertificate(rootCAArn, csr, client);
String rootCertificate = GetCertificate(rootCertificateArn, rootCAAzn,

us-

CreateCertificateAuthority(configCA, crlConfigure, CAtype,

client);

ImportCertificateAuthorityCertificate(rootCertificate, rootCAArn, client);

private static AWSACMPCA ClientBuilder(String endpointRegion) {
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// Retrieve your credentials from the C:\Users\name\.aws\credentials file
// in Windows or the .aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider("default").getCredentials();
} catch (Exception e) {
throw new AmazonClientException(
"Cannot load the credentials from the credential profiles file. " +
"Please make sure that your credentials file is at the correct " +
"location (C:\\Users\\joneps\\.aws\\credentials), and is in valid
format.",

e);

String endpointProtocol = "https://acm-pca." + endpointRegion +
" .amazonaws.com/";
EndpointConfiguration endpoint =
new AwsClientBuilder.EndpointConfiguration(endpointProtocol,
endpointRegion);

// Create a client that you can use to make requests.

AWSACMPCA client = AWSACMPCAClientBuilder.standard()
.withEndpointConfiguration(endpoint)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

return client;

private static String CreateCertificateAuthority(CertificateAuthorityConfiguration
configCA, CrlConfiguration crlConfigure, CertificateAuthorityType CAtype, AWSACMPCA
client) {
RevocationConfiguration revokeConfig = new RevocationConfiguration();
revokeConfig.setCrlConfiguration(crlConfigure);

// Create the request object.

CreateCertificateAuthorityRequest createCARequest = new
CreateCertificateAuthorityRequest();

createCARequest.withCertificateAuthorityConfiguration(configCA);

createCARequest.withRevocationConfiguration(revokeConfig);

createCARequest.withIdempotencyToken("123987");

createCARequest.withCertificateAuthorityType(CAtype);

// Create the private CA.
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CreateCertificateAuthorityResult createCAResult = null;
try {

createCAResult = client.createCertificateAuthority(createCARequest);

} catch (InvalidArgsException ex) {
throw ex;

} catch (InvalidPolicyException ex) {
throw ex;

} catch (LimitExceededException ex) {
throw ex;

// Retrieve the ARN of the private CA.
String rootCAArn = createCAResult.getCertificateAuthorityArn();
System.out.println("Root CA Arn: " + rootCAAzn);

return rootCAArIn;

private static String GetCertificateAuthorityCsr(String rootCAArn, AWSACMPCA
client) {

// Create the CSR request object and set the CA ARN.
GetCertificateAuthorityCsrRequest csrRequest = new

GetCertificateAuthorityCsrRequest();

client.

csrRequest.withCertificateAuthorityArn(rootCAArn);

// Create waiter to wait on successful creation of the CSR file.
Waiter<GetCertificateAuthorityCsrRequest> getCSRWaiter =
waiters().certificateAuthorityCSRCreated();
try {
getCSRWaiter.run(new WaiterParameters<>(csrRequest));
} catch (WaiterUnrecoverableException e) {
//Explicit short circuit when the recourse transitions into
//an undesired state.
} catch (WaiterTimedOutException e) {
//Failed to transition into desired state even after polling.
} catch (AWSACMPCAException e) {
//Unexpected service exception.

// Retrieve the CSR.
GetCertificateAuthorityCsrResult csrResult = null;

try {
csrResult = client.getCertificateAuthorityCsr(csrRequest);
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} catch (RequestInProgressException ex) {
throw ex;

} catch (ResourceNotFoundException ex) {
throw ex;

} catch (InvalidArnException ex) {
throw ex;

} catch (RequestFailedException ex) {
throw ex;

// Retrieve and display the CSR;
String csr = csrResult.getCsz();
System.out.println(csr);

return csr;

private static String IssueCertificate(String rootCAArn, String csr, AWSACMPCA
client) {

vV1it);

// Create a certificate request:
IssueCertificateRequest issueRequest = new IssueCertificateRequest();

// Set the CA ARN.
issueRequest.withCertificateAuthorityArn(rootCAAIn);

// Set the template ARN.
issueRequest.withTemplateArn("arn:aws:acm-pca:::template/RootCACertificate/

ByteBuffer csrByteBuffer = stringToByteBuffer(csr);
issueRequest.setCsr(csrByteBuffer);

// Set the signing algorithm.
issueRequest.withSigningAlgorithm(SigningAlgorithm.SHA256WITHRSA);

// Set the validity period for the certificate to be issued.
Validity validity = new Validity();
validity.withValue(3650L);

validity.withType("DAYS");
issueRequest.withValidity(validity);

// Set the idempotency token.
issueRequest.setIdempotencyToken("1234");
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// Issue the certificate.
IssueCertificateResult issueResult = null;
try {
issueResult = client.issueCertificate(issueRequest);
} catch (LimitExceededException ex) {

throw ex;

} catch (ResourceNotFoundException ex) {
throw ex;

} catch (InvalidStateException ex) {
throw ex;

} catch (InvalidArnException ex) {
throw ex;

} catch (InvalidArgsException ex) {
throw ex;

} catch (MalformedCSRException ex) {
throw ex;

// Retrieve and display the certificate ARN.
String rootCertificateArn = issueResult.getCertificateArn();
System.out.println("Root Certificate Arn: " + rootCertificateArn);

return rootCertificateArn;

private static String GetCertificate(String rootCertificateArn, String rootCAArn,
AWSACMPCA client) {

client.

// Create a request object.
GetCertificateRequest certificateRequest = new GetCertificateRequest();

// Set the certificate ARN.
certificateRequest.withCertificateArn(rootCertificateArn);

// Set the certificate authority ARN.
certificateRequest.withCertificateAuthorityArn(rootCAArn);

// Create waiter to wait on successful creation of the certificate file.
Waiter<GetCertificateRequest> getCertificateWaiter =
waiters().certificateIssued();
try {

getCertificateWaiter.run(new WaiterParameters<>(certificateRequest));
} catch (WaiterUnrecoverableException e) {
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//Explicit short circuit when the recourse transitions into

//an undesired state.
} catch (WaiterTimedOutException e) {

//Failed to transition into desired state even after polling.

} catch (AWSACMPCAException e) {
//Unexpected service exception.

// Retrieve the certificate and certificate chain.
GetCertificateResult certificateResult = null;
try {

certificateResult = client.getCertificate(certificateRequest);

} catch (RequestInProgressException ex) {
throw ex;

} catch (RequestFailedException ex) {
throw ex;

} catch (ResourceNotFoundException ex) {
throw ex;

} catch (InvalidArnException ex) {
throw ex;

} catch (InvalidStateException ex) {
throw ex;

// Get the certificate and certificate chain and display the
String rootCertificate = certificateResult.getCertificate();
System.out.println(rootCertificate);

return rootCertificate;
private static void ImportCertificateAuthorityCertificate(String
String rootCAArn, AWSACMPCA client) {
// Create the request object and set the signed certificate,

ImportCertificateAuthorityCertificateRequest importRequest =
new ImportCertificateAuthorityCertificateRequest();

result.

rootCertificate,

chain and CA ARN.

ByteBuffer certByteBuffer = stringToByteBuffer(rootCertificate);

importRequest.setCertificate(certByteBuffer);

importRequest.setCertificateChain(null);

// Set the certificate authority ARN.
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importRequest.withCertificateAuthorityArn(rootCAAzrn);

// Import the certificate.

try {
client.importCertificateAuthorityCertificate(importRequest);

} catch (CertificateMismatchException ex) {

throw ex;

} catch (MalformedCertificateException ex) {
throw ex;

} catch (InvalidArnException ex) {
throw ex;

} catch (ResourceNotFoundException ex) {
throw ex;

} catch (RequestInProgressException ex) {
throw ex;

} catch (ConcurrentModificationException ex) {
throw ex;

} catch (RequestFailedException ex) {
throw ex;

System.out.println("Root CA certificate successfully imported.");
System.out.println("Root CA activated successfully.");

private static ByteBuffer stringToByteBuffer(final String string) {
if (Objects.isNull(string)) {
return null;

}
byte[] bytes = string.getBytes(StandardCharsets.UTF_8);
return ByteBuffer.wrap(bytes);

DmERNBIZHBEME CA
It Java RAIERMAEALLT AWS FAH CA APl 2EBUEME CA :

» GetCertificateAuthorityCertificate

» CreateCertificateAuthority

» GetCertificateAuthorityCsr
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* IssueCertificate

* GetCertificate

» ImportCertificateAuthorityCertificate

package com.amazonaws.samples;

import
import
import
import
import

import
import

import
import
import
import
import
import
import
import
import

import
import
import
import

import
import
import
import
import
import
import

com.amazonaws.services.acmpca.model.
.model.IssueCertificateRequest;

com.
com.
com.
com.
com.

com.
com.

com.
com.
com.
com.
com.
com.
com.
com.
com.

java.
java.
java.
java.

com.
com.
com.
com.
com.
com.

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws.
amazonaws.

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

auth.AWSCredentials;
auth.profile.ProfileCredentialsProvider;
client.builder.AwsClientBuilder;
client.builder.AwsClientBuilder.EndpointConfiguration;
auth.AwWSStaticCredentialsProvider;

services.
services.

services.

services

services.
services.
services.
services.
services.

services

services.

nio.ByteBuffer;
nio.charset.StandardCharsets;
util.Arraylist;
util.Objects;

services.
services.
services.
services.

services

services.

acmpca
acmpca

acmpca

acmpca
acmpca
acmpca
acmpca
acmpca

.acmpca.
.model.

acmpca

acmpca
acmpca
acmpca
acmpca

acmpca

import com.amazonaws.services.acmpca
import com.amazonaws.services.acmpca
import com.amazonaws.services.acmpca

.model.
.acmpca.
.model.
.model.
.model.
.model.
.model.

.model.
.model.
.model.
.model.
.acmpca.
.model.

.AWSACMPCA;
.AWSACMPCAClientBuilder;

ASN1Subject;
.CertificateAuthorityConfiguration;
CertificateAuthorityType;
CreateCertificateAuthorityResult;
CreateCertificateAuthorityRequest;
CrlConfiguration;

KeyAlgorithm;

.SigningAlgorithm;

Tag;

model

model

GetCertificateAuthorityCertificateRequest;
GetCertificateAuthorityCertificateResult;
GetCertificateAuthorityCsrRequest;
GetCertificateAuthorityCsrResult;
.GetCertificateRequest;
GetCertificateResult;

model

ImportCertificateAuthorityCertificateRequest;

.model.IssueCertificateResult;
.model.SigningAlgorithm;

Hemizn eI H BEME CA

RR7K latest 238


https://docs.aws.amazon.com/privateca/latest/APIReference/API_IssueCertificate.html
https://docs.aws.amazon.com/privateca/latest/APIReference/API_GetCertificate.html
https://docs.aws.amazon.com/privateca/latest/APIReference/API_ImportCertificateAuthorityCertificate.html

AWS Private Certificate Authority

RAriEmE

import

import
import
import
import
import
import
import
import
import
import
import
import
import
import
import

import
import
import
import

public

com.amazonaws.services.acmpca.model.Validity;

com.amazonaws .AmazonClientException;

com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.

com.
com.

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws.
amazonaws.

services.

services

services.
services.
services.
services.
services.

services

services.
services.
services.
services.
services.

services

acmpca

acmpca
acmpca
acmpca
acmpca
acmpca

acmpca
acmpca
acmpca
acmpca
acmpca

.acmpca.

waiters.Waiter;

.model.
.acmpca.
.model.
.model.
.model.
.model.
.model.
.acmpca.
.model.
.model.
.model.
.model.
.model.
.AWSACMPCAException;

model

model

model

CertificateMismatchException;
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class SubordinateCAActivation {

public static void main(String[] args) throws Exception {

// Place your own Root CA ARN here.
String rootCAArn = "arn:aws:acm-pca:us-east-1:111122223333:certificate-

authority/11223344-1234-1122-2233-112233445566";

west-2"

// Define the endpoint region for your sample.
String endpointRegion = "region"; // Substitute your region here, e.g. "us-

// Define a CA subject.

ASN1Subject subject = new ASN1Subject();
subject.setOrganization("Example Organization");
subject.setOrganizationalUnit("Example");
subject.setCountry("US");
subject.setState("Virginia");
subject.setlLocality("Arlington");
subject.setCommonName("www.example.com");

// Define the CA configuration.
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CertificateAuthorityConfiguration configCA = new

CertificateAuthorityConfiguration();
configCA.withKeyAlgorithm(KeyAlgorithm.RSA_2048);
configCA.withSigningAlgorithm(SigningAlgorithm.SHA256WITHRSA);
configCA.withSubject(subject);

// Define a certificate revocation list configuration.
CrlConfiguration crlConfigure = new CrlConfiguration();
crlConfigure.withEnabled(true);
crlConfigure.withExpirationInDays(365);
crlConfigure.withCustomCname(null);
crlConfigure.withS3BucketName("your-bucket-name");

// Define a certificate authority type
CertificateAuthorityType CAtype = CertificateAuthorityType.SUBORDINATE;

// ** Execute core code samples for Subordinate CA activation in sequence **

AWSACMPCA client = ClientBuilder(endpointRegion);

String rootCertificate = GetCertificateAuthorityCertificate(rootCAArn, client);

String subordinateCAArn = CreateCertificateAuthority(configCA, crlConfigure,
CAtype, client);

String csr = GetCertificateAuthorityCsr(subordinateCAArn, client);

String subordinateCertificateArn = IssueCertificate(rootCAArn, csr, client);

String subordinateCertificate = GetCertificate(subordinateCertificateArn,
rootCAArn, client);

ImportCertificateAuthorityCertificate(subordinateCertificate, rootCertificate,
subordinateCAArn, client);

private static AWSACMPCA ClientBuilder(String endpointRegion) {
// Retrieve your credentials from the C:\Users\name\.aws\credentials file
// in Windows or the .aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider("default").getCredentials();
} catch (Exception e) {
throw new AmazonClientException(
"Cannot load the credentials from the credential profiles file. " +
"Please make sure that your credentials file is at the correct " +
"location (C:\\Users\\joneps\\.aws\\credentials), and is in valid
format.",

e);
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String endpointProtocol = "https://acm-pca." + endpointRegion +
" .amazonaws.com/";
EndpointConfiguration endpoint =
new AwsClientBuilder.EndpointConfiguration(endpointProtocol,
endpointRegion);

// Create a client that you can use to make requests.

AWSACMPCA client = AWSACMPCAClientBuilder.standard()
.withEndpointConfiguration(endpoint)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

return client;

private static String GetCertificateAuthorityCertificate(String rootCAArn,
AWSACMPCA client) {
// ** GetCertificateAuthorityCertificate **

// Create a request object and set the certificate authority ARN,
GetCertificateAuthorityCertificateRequest getCACertificateRequest =
new GetCertificateAuthorityCertificateRequest();
getCACertificateRequest.withCertificateAuthorityArn(rootCAAzn);

// Create a result object.
GetCertificateAuthorityCertificateResult getCACertificateResult = null;
try {

getCACertificateResult =

client.getCertificateAuthorityCertificate(getCACertificateRequest);

} catch (ResourceNotFoundException ex) {

throw ex;
} catch (InvalidStateException ex) {

throw ex;
} catch (InvalidArnException ex) {

throw ex;

// Retrieve and display the certificate information.

String rootCertificate = getCACertificateResult.getCertificate();
System.out.println("Root CA Certificate / Certificate Chain:");
System.out.println(rootCertificate);

return rootCertificate;
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}

private static String CreateCertificateAuthority(CertificateAuthorityConfiguration
configCA, CrlConfiguration crlConfigure, CertificateAuthorityType CAtype, AWSACMPCA
client) {

RevocationConfiguration revokeConfig = new RevocationConfiguration();
revokeConfig.setCrlConfiguration(crlConfigure);

// Create the request object.
CreateCertificateAuthorityRequest createCARequest = new

CreateCertificateAuthorityRequest();

createCARequest.withCertificateAuthorityConfiguration(configCA);
createCARequest.withRevocationConfiguration(revokeConfig);
createCARequest.withIdempotencyToken("123987");
createCARequest.withCertificateAuthorityType(CAtype);

// Create the private CA.
CreateCertificateAuthorityResult createCAResult = null;
try {
createCAResult = client.createCertificateAuthority(createCARequest);
} catch (InvalidArgsException ex) {
throw ex;
} catch (InvalidPolicyException ex) {
throw ex;
} catch (LimitExceededException ex) {
throw ex;

// Retrieve the ARN of the private CA.
String subordinateCAArn = createCAResult.getCertificateAuthorityArn();
System.out.println("Subordinate CA Arn: " + subordinateCAArn);

return subordinateCAArn;

private static String GetCertificateAuthorityCsr(String subordinateCAArn, AWSACMPCA
client) {

// Create the CSR request object and set the CA ARN.
GetCertificateAuthorityCsrRequest csrRequest = new

GetCertificateAuthorityCsrRequest();

csrRequest.withCertificateAuthorityArn(subordinateCAArn);

// Create waiter to wait on successful creation of the CSR file.
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Waiter<GetCertificateAuthorityCsrRequest> getCSRWaiter =
client.waiters().certificateAuthorityCSRCreated();
try {
getCSRWaiter.run(new WaiterParameters<>(csrRequest));
} catch (WaiterUnrecoverableException e) {
//Explicit short circuit when the recourse transitions into
//an undesired state.
} catch (WaiterTimedOutException e) {
//Failed to transition into desired state even after polling.
} catch(AWSACMPCAException e) {
//Unexpected service exception.

// Retrieve the CSR.
GetCertificateAuthorityCsrResult csrResult = null;
try {

csrResult = client.getCertificateAuthorityCsr(csrRequest);
} catch (RequestInProgressException ex) {

throw ex;
} catch (ResourceNotFoundException ex) {

throw ex;
} catch (InvalidArnException ex) {

throw ex;
} catch (RequestFailedException ex) {

throw ex;

// Retrieve and display the CSR;

String csr = csrResult.getCsz();
System.out.println("Subordinate CSR:");
System.out.println(csr);

return csr;

private static String IssueCertificate(String rootCAArn, String csr, AWSACMPCA

client) {

// Create a certificate request:
IssueCertificateRequest issueRequest = new IssueCertificateRequest();

// Set the issuing CA ARN.
issueRequest.withCertificateAuthorityArn(rootCAAIn);

Hemizn eI H BEME CA

MR latest 243



AWS Private Certificate Authority ArfEm

// Set the template ARN.
issueRequest.withTemplateArn("arn:aws:acm-pca:::template/
SubordinateCACertificate_PathLen@/V1");

ByteBuffer csrByteBuffer = stringToByteBuffer(csr);
issueRequest.setCsr(csrByteBuffer);

// Set the signing algorithm.
issueRequest.withSigningAlgorithm(SigningAlgorithm.SHA256WITHRSA);

// Set the validity period for the certificate to be issued.
Validity validity = new Validity();
validity.withValue(730L); // Approximately two years
validity.withType("DAYS");
issueRequest.withValidity(validity);

// Set the idempotency token.
issueRequest.setIdempotencyToken("1234");

// Issue the certificate.
IssueCertificateResult issueResult = null;
try {
issueResult = client.issueCertificate(issueRequest);
} catch (LimitExceededException ex) {

throw ex;

} catch (ResourceNotFoundException ex) {
throw ex;

} catch (InvalidStateException ex) {
throw ex;

} catch (InvalidArnException ex) {
throw ex;

} catch (InvalidArgsException ex) {
throw ex;

} catch (MalformedCSRException ex) {
throw ex;

// Retrieve and display the certificate ARN.

String subordinateCertificateArn = issueResult.getCertificateArn();

System.out.println("Subordinate Certificate Arn: " +
subordinateCertificateArn);

return subordinateCertificateArn;
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private static String GetCertificate(String subordinateCertificateArn, String
rootCAArn, AWSACMPCA client) {

client.

// Create a request object.
GetCertificateRequest certificateRequest = new GetCertificateRequest();

// Set the certificate ARN.
certificateRequest.withCertificateArn(subordinateCertificateArn);

// Set the certificate authority ARN.
certificateRequest.withCertificateAuthorityArn(rootCAArn);

// Create waiter to wait on successful creation of the certificate file.
Waiter<GetCertificateRequest> getCertificateWaiter =
waiters().certificateIssued();
try {

getCertificateWaiter.run(new WaiterParameters<>(certificateRequest));
} catch (WaiterUnrecoverableException e) {

//Explicit short circuit when the recourse transitions into

//an undesired state.
} catch (WaiterTimedOutException e) {

//Failed to transition into desired state even after polling.
} catch (AWSACMPCAException e) {

//Unexpected service exception.

// Retrieve the certificate and certificate chain.
GetCertificateResult certificateResult = null;
try {
certificateResult = client.getCertificate(certificateRequest);
} catch (RequestInProgressException ex) {
throw ex;
} catch (RequestFailedException ex) {
throw ex;
} catch (ResourceNotFoundException ex) {
throw ex;
} catch (InvalidArnException ex) {
throw ex;
} catch (InvalidStateException ex) {
throw ex;

// Get the certificate and certificate chain and display the result.
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String subordinateCertificate = certificateResult.getCertificate();
System.out.println("Subordinate CA Certificate:");
System.out.println(subordinateCertificate);

return subordinateCertificate;

private static void ImportCertificateAuthorityCertificate(String
subordinateCertificate, String rootCertificate, String subordinateCAArn, AWSACMPCA
client) {

// Create the request object and set the signed certificate, chain and CA ARN.
ImportCertificateAuthorityCertificateRequest importRequest =
new ImportCertificateAuthorityCertificateRequest();

ByteBuffer certByteBuffer = stringToByteBuffer(subordinateCertificate);
importRequest.setCertificate(certByteBuffer);

ByteBuffer rootCACertByteBuffer = stringToByteBuffer(rootCertificate);
importRequest.setCertificateChain(rootCACertByteBuffer);

// Set the certificate authority ARN.
importRequest.withCertificateAuthorityArn(subordinateCAAxn);

// Import the certificate.

try {
client.importCertificateAuthorityCertificate(importRequest);

} catch (CertificateMismatchException ex) {

throw ex;

} catch (MalformedCertificateException ex) {
throw ex;

} catch (InvalidArnException ex) {
throw ex;

} catch (ResourceNotFoundException ex) {
throw ex;

} catch (RequestInProgressException ex) {
throw ex;

} catch (ConcurrentModificationException ex) {
throw ex;

} catch (RequestFailedException ex) {
throw ex;

}

System.out.println("Subordinate CA certificate successfully imported.");
System.out.println("Subordinate CA activated successfully.");
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}

private static ByteBuffer stringToByteBuffer(final String string) {

if (Objects.isNull(string)) {
return null;

}
byte[] bytes = string.getBytes(StandardCharsets.UTF_8);

return ByteBuffer.wrap(bytes);
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package com.amazonaws.samples;

import com.amazonaws.auth.AWSCredentials;
import com.amazonaws.auth.profile.ProfileCredentialsProvider;
import com.amazonaws.client.builder.AwsClientBuilder;

import com.amazonaws.client.builder.AwsClientBuilder.EndpointConfiguration;

import com.amazonaws.auth.AWSStaticCredentialsProvider;
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.model.RevocationConfiguration;

public class CreateCertificateAuthority {

public static void main(String[] args) throws Exception {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file

// in Windows or the .aws/credentials file in Linux.

AwWSCredentials credentials =
try {
credentials = new ProfileCredentialsProvider("default").getCredentials();
} catch (Exception e) {
throw new AmazonClientException(
"Cannot load the credentials from the credential profiles file. " +
"Please make sure that your credentials file is at the correct " +
"location (C:\\Users\\joneps\\.aws\\credentials), and is in valid

format.",

e);

null;

// Define the endpoint for your sample.
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String endpointRegion = "region"; // Substitute your region here, e.g.
west-2"
String endpointProtocol = "https://acm-pca." + endpointRegion +
" .amazonaws.com/";
EndpointConfiguration endpoint =
new AwsClientBuilder.EndpointConfiguration(endpointProtocol,
endpointRegion);

// Create a client that you can use to make requests.

AWSACMPCA client = AWSACMPCAClientBuilder.standard()
.withEndpointConfiguration(endpoint)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Define a CA subject.

ASN1Subject subject = new ASN1Subject();
subject.setOrganization("Example Organization");
subject.setOrganizationalUnit("Example");
subject.setCountry("US");
subject.setState("Virginia");
subject.setlLocality("Arlington");
subject.setCommonName("www.example.com");

// Define the CA configuration.
CertificateAuthorityConfiguration configCA = new

CertificateAuthorityConfiguration();
configCA.withKeyAlgorithm(KeyAlgorithm.RSA_2048);
configCA.withSigningAlgorithm(SigningAlgorithm.SHA256WITHRSA);
configCA.withSubject(subject);

// Define a certificate revocation list configuration.
CrlConfiguration crlConfigure = new CrlConfiguration();
crlConfigure.withEnabled(true);
crlConfigure.withExpirationInDays(365);
crlConfigure.withCustomCname(null);
crlConfigure.withS3BucketName("your-bucket-name");

RevocationConfiguration revokeConfig = new RevocationConfiguration();
revokeConfig.setCrlConfiguration(crlConfigure);

// Define a certificate authority type: ROOT or SUBORDINATE
CertificateAuthorityType CAtype = CertificateAuthorityType.<<SUBORDINATE>>;

// Create a tag - method 1
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Tag

tagl = new Tag();

tagl.withKey("PrivateCA");
tagl.withValue("Sample");

// Create a tag - method 2

Tag

tag2 = new Tag()
.withKey("Purpose")
.withValue("WebServices");

// Add the tags to a collection.
ArraylList<Tag> tags = new ArraylList<Tag>();
tags.add(tagl);

tags.add(tag2);

// Create the request object.
CreateCertificateAuthorityRequest req = new
CreateCertificateAuthorityRequest();

req.withCertificateAuthorityConfiguration(configCA);

req

req.
req.
.withTags(tags);

req

.withRevocationConfiguration(revokeConfig);

withIdempotencyToken("123987");
withCertificateAuthorityType(CAtype);

// Create the private CA.
CreateCertificateAuthorityResult result = null;

try

{

result = client.createCertificateAuthority(req);

} catch (InvalidArgsException ex) {

throw ex;

} catch (InvalidPolicyException ex) {

throw ex;

} catch (LimitExceededException ex) {

throw ex;

// Retrieve the ARN of the private CA.

String arn = result.getCertificateAuthorityArn();

System.out.println(azrn);

M@ NRUTUATAR
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arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/11223344-1234-1122-2233-112233445566
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samples.GetCertificateAuthorityCertificate;
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services.
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services.
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.acmpca
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.io.ByteArrayInputStream;
.io.InputStreamReader;

nio.ByteBuffer;

.AWSACMPCA;

AWSACMPCAClientBuilder;

.model.
.model.
.model.
.model.
.acmpca.
.model.
.model.
.model.
.model.
.model.
.acmpca.

model

model

.nio.charset.StandardCharsets;

util.Arraylist;

ASN1Subject;

ApiPassthrough;
CertificateAuthorityConfiguration;
CertificateAuthorityType;

.CreateCertificateAuthorityResult;

CreateCertificateAuthorityRequest;
CrlConfiguration;

CustomAttribute;

KeyAlgorithm;

SigningAlgorithm;

.Tag;
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util.Objects;
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.model.GetCertificateAuthorityCsrResult;
.model.GetCertificateRequest;

.model.GetCertificateResult;
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services.
services.
services.

services. .model.IssueCertificateRequest;
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.AmazonClientException;

services. .model.CertificateMismatchException;
.model.ConcurrentModificationException;
.model.LimitExceededException;
.model.InvalidArgsException;
.model.InvalidArnException;
.model.InvalidPolicyException;
.model.InvalidStateException;
.model.MalformedCertificateException;
.model.MalformedCSRException;
.model.RequestFailedException;
.model.RequestInProgressException;
.model.ResourceNotFoundException;
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.model.AWSACMPCAException;
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services.acmpca
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.acmpca
services.acmpca
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services.
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services
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.waiters.Waiter;

waiters.WaiterParameters;

waiters.WaiterUnrecoverableException;

bouncycastle.asnl.x509.SubjectPublicKeyInfo;
bouncycastle.cert.jcajce.JcaX509ExtensionUtils;
bouncycastle.openssl.PEMParser;
bouncycastle.pkcs.PKCS10CertificationRequest;
bouncycastle.util.io.pem.PemReader;

lombok.SneakyThrows;

ImportCertificateAuthorityCertificateRequest;
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public class RootCAActivation {
public static void main(String[] args) throws Exception {
// Define the endpoint region for your sample.
String endpointRegion = "region"; // Substitute your region here, e.g. "ap-
southeast-2"

// Define custom attributes
List<CustomAttribute> customAttributes = Arrays.aslList(
new CustomAttribute()
.withObjectIdentifier("2.5.4.3") // OID for Common Name
.withValue("root CA"),
new CustomAttribute()
.withObjectIdentifier("0.9.2342.19200300.100.1.25") // 0ID for Domain

Component
.withValue("example"),
new CustomAttribute()
.withObjectIdentifier("0.9.2342.19200300.100.1.25") // 0ID for Domain
Component
.withValue("com")
);

// Define a CA subject.
ASN1Subject subject = new ASN1Subject();
subject.setCustomAttributes(customAttributes);

// Define the CA configuration.
CertificateAuthorityConfiguration configCA = new

CertificateAuthorityConfiguration();
configCA.withKeyAlgorithm(KeyAlgorithm.EC_prime256vl);
configCA.withSigningAlgorithm(SigningAlgorithm.SHA256WITHECDSA);
configCA.withSubject(subject);

// Define a certificate authority type
CertificateAuthorityType CAtype = CertificateAuthorityType.ROOT;

// ** Execute core code samples for Root CA activation in sequence **
AWSACMPCA client ClientBuilder(endpointRegion);

String rootCAAzrn CreateCertificateAuthority(configCA, CAtype, client);

String csr = GetCertificateAuthorityCsr(rootCAArn, client);

String rootCertificateArn = IssueCertificate(rootCAArn, csr, client);

String rootCertificate = GetCertificate(rootCertificateArn, rootCAArn, client);
ImportCertificateAuthorityCertificate(rootCertificate, rootCAArn, client);
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}

private static AWSACMPCA ClientBuilder(String endpointRegion) {
// Retrieve your credentials from the C:\Users\name\.aws\credentials file
// in Windows or the .aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider("default").getCredentials();
} catch (Exception e) {
throw new AmazonClientException(
"Cannot load the credentials from the credential profiles file. " +
"Please make sure that your credentials file is at the correct " +
"location (C:\\Users\\joneps\\.aws\\credentials), and is in valid
format.",

e);

String endpointProtocol = "https://acm-pca." + endpointRegion +
" .amazonaws.com/";
EndpointConfiguration endpoint =
new AwsClientBuilder.EndpointConfiguration(endpointProtocol,
endpointRegion);

// Create a client that you can use to make requests.

AWSACMPCA client = AWSACMPCAClientBuilder.standard()
.withEndpointConfiguration(endpoint)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

return client;

private static String CreateCertificateAuthority(CertificateAuthorityConfiguration
configCA, CertificateAuthorityType CAtype, AWSACMPCA client) {
// Create the request object.
CreateCertificateAuthorityRequest createCARequest = new
CreateCertificateAuthorityRequest();
createCARequest.withCertificateAuthorityConfiguration(configCA);
createCARequest.withIdempotencyToken("123987");
createCARequest.withCertificateAuthorityType(CAtype);

// Create the private CA.
CreateCertificateAuthorityResult createCAResult = null;
try {

CreateCertificateAuthority f§ i X 35E3) B % MR latest 254



AWS Private Certificate Authority ArfEm

createCAResult = client.createCertificateAuthority(createCARequest);
} catch (InvalidArgsException ex) {

throw ex;
} catch (InvalidPolicyException ex) {

throw ex;
} catch (LimitExceededException ex) {

throw ex;

// Retrieve the ARN of the private CA.
String rootCAArn = createCAResult.getCertificateAuthorityArn();
System.out.println("Root CA Arn: " + rootCAAzn);

return rootCAArIn;

private static String GetCertificateAuthorityCsr(String rootCAArn, AWSACMPCA
client) {

// Create the CSR request object and set the CA ARN.

GetCertificateAuthorityCsrRequest csrRequest = new
GetCertificateAuthorityCsrRequest();

csrRequest.withCertificateAuthorityArn(rootCAArn);

// Create waiter to wait on successful creation of the CSR file.
Waiter<GetCertificateAuthorityCsrRequest> getCSRWaiter =
client.waiters().certificateAuthorityCSRCreated();
try {
getCSRWaiter.run(new WaiterParameters<>(csrRequest));
} catch (WaiterUnrecoverableException e) {
//Explicit short circuit when the recourse transitions into
//an undesired state.
} catch (WaiterTimedOutException e) {
//Failed to transition into desired state even after polling.
} catch (AWSACMPCAException e) {
//Unexpected service exception.

// Retrieve the CSR.
GetCertificateAuthorityCsrResult csrResult = null;
try {
csrResult = client.getCertificateAuthorityCsr(csrRequest);
} catch (RequestInProgressException ex) {
throw ex;
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} catch (ResourceNotFoundException ex) {

throw ex;

} catch (InvalidArnException ex) {
throw ex;

} catch (RequestFailedException ex) {
throw ex;

// Retrieve and display the CSR;
String csr = csrResult.getCsz();
System.out.println(csr);

return csr;

private static String IssueCertificate(String rootCAArn, String csr, AWSACMPCA
client) {

vV1it);

// Create a certificate request:
IssueCertificateRequest issueRequest = new IssueCertificateRequest();

// Set the CA ARN.
issueRequest.withCertificateAuthorityArn(rootCAAIn);

// Set the template ARN.
issueRequest.withTemplateArn("arn:aws:acm-pca:::template/RootCACertificate/

ByteBuffer csrByteBuffer = stringToByteBuffer(csr);
issueRequest.setCsr(csrByteBuffer);

// Set the signing algorithm.
issueRequest.withSigningAlgorithm(SigningAlgorithm.SHA256WITHECDSA);

// Set the validity period for the certificate to be issued.
Validity validity = new Validity();
validity.withValue(3650L);

validity.withType("DAYS");
issueRequest.withValidity(validity);

// Set the idempotency token.
issueRequest.setIdempotencyToken("1234");

// Issue the certificate.
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IssueCertificateResult issueResult = null;
try {

issueResult = client.issueCertificate(issueRequest);
} catch (LimitExceededException ex) {

throw ex;

} catch (ResourceNotFoundException ex) {
throw ex;

} catch (InvalidStateException ex) {
throw ex;

} catch (InvalidArnException ex) {
throw ex;

} catch (InvalidArgsException ex) {
throw ex;

} catch (MalformedCSRException ex) {
throw ex;

// Retrieve and display the certificate ARN.
String rootCertificateArn = issueResult.getCertificateArn();
System.out.println("Root Certificate Arn: " + rootCertificateArn);

return rootCertificateArn;

private static String GetCertificate(String rootCertificateArn, String rootCAArn,
AWSACMPCA client) {

// Create a request object.
GetCertificateRequest certificateRequest = new GetCertificateRequest();

// Set the certificate ARN.
certificateRequest.withCertificateArn(rootCertificateArn);

// Set the certificate authority ARN.
certificateRequest.withCertificateAuthorityArn(rootCAArn);

// Create waiter to wait on successful creation of the certificate file.
Waiter<GetCertificateRequest> getCertificateWaiter =
client.waiters().certificateIssued();

try {

getCertificateWaiter.run(new WaiterParameters<>(certificateRequest));
} catch (WaiterUnrecoverableException e) {

//Explicit short circuit when the recourse transitions into

//an undesired state.
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} catch (WaiterTimedOutException e) {

//Failed to transition into desired state even after polling.

} catch (AWSACMPCAException e) {
//Unexpected service exception.

// Retrieve the certificate and certificate chain.
GetCertificateResult certificateResult = null;

try {

certificateResult = client.getCertificate(certificateRequest);

} catch (RequestInProgressException ex) {
throw ex;

} catch (RequestFailedException ex) {
throw ex;

} catch (ResourceNotFoundException ex) {
throw ex;

} catch (InvalidArnException ex) {
throw ex;

} catch (InvalidStateException ex) {
throw ex;

// Get the certificate and certificate chain and display the
String rootCertificate = certificateResult.getCertificate();
System.out.println(rootCertificate);

return rootCertificate;
private static void ImportCertificateAuthorityCertificate(String
String rootCAArn, AWSACMPCA client) {
// Create the request object and set the signed certificate,

ImportCertificateAuthorityCertificateRequest importRequest =
new ImportCertificateAuthorityCertificateRequest();

result.

rootCertificate,

chain and CA ARN.

ByteBuffer certByteBuffer = stringToByteBuffer(rootCertificate);

importRequest.setCertificate(certByteBuffer);

importRequest.setCertificateChain(null);

// Set the certificate authority ARN.
importRequest.withCertificateAuthorityArn(rootCAAzrn);
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// Import the certificate.

try {
client.importCertificateAuthorityCertificate(importRequest);

} catch (CertificateMismatchException ex) {

throw ex;

} catch (MalformedCertificateException ex) {
throw ex;

} catch (InvalidArnException ex) {
throw ex;

} catch (ResourceNotFoundException ex) {
throw ex;

} catch (RequestInProgressException ex) {
throw ex;

} catch (ConcurrentModificationException ex) {
throw ex;

} catch (RequestFailedException ex) {
throw ex;

System.out.println("Root CA certificate successfully imported.");
System.out.println("Root CA activated successfully.");

private static ByteBuffer stringToByteBuffer(final String string) {
if (Objects.isNull(string)) {
return null;

}
byte[] bytes = string.getBytes(StandardCharsets.UTF_8);

return ByteBuffer.wrap(bytes);

BRI RENRUTUATAR

arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/11223344-1234-1122-2233-112233445566
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model

public class CreateCertificateAuthorityAuditReport {

public static void main(String[] args) throws Exception {

west-2

// Retrieve your credentials from the C:\Users\name\.aws\credentials file
// in Windows or the .aws/credentials file in Linux.

AWSCredentials credentials =
try {

credentials

null;

= new ProfileCredentialsProvider("default").getCredentials();
} catch (Exception e) {
throw new AmazonClientException("Cannot load your credentials from file.", e);

// Define the endpoint for your sample.

String endpointRegion = "region";

// Substitute your region here, e.g. "us-

CreateCertificateAuthorityAuditReport

RR7K latest 260



AWS Private Certificate Authority ArfEm

String endpointProtocol = "https://acm-pca." + endpointRegion +
" .amazonaws.com/";
EndpointConfiguration endpoint =
new AwsClientBuilder.EndpointConfiguration(endpointProtocol,
endpointRegion);

// Create a client that you can use to make requests.

AWSACMPCA client = AWSACMPCAClientBuilder.standard()
.withEndpointConfiguration(endpoint)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object and set the certificate authority ARN.
CreateCertificateAuthorityAuditReportRequest req =
new CreateCertificateAuthorityAuditReportRequest();

// Set the certificate authority ARN.
req.setCertificateAuthorityArn("arn:aws:acm-pca:us-
east-1:111122223333:certificate-authority/11223344-1234-1122-2233-112233445566");

// Specify the S3 bucket name for your report.
req.setS3BucketName("your-bucket-name");

// Specify the audit response format.
req.setAuditReportResponseFormat("JSON");

// Create a result object.
CreateCertificateAuthorityAuditReportResult result = null;
try {

result = client.createCertificateAuthorityAuditReport(req);
} catch (RequestInProgressException ex) {

throw ex;
} catch (RequestFailedException ex) {

throw ex;
} catch (ResourceNotFoundException ex) {

throw ex;
} catch (InvalidArnException ex) {

throw ex;
} catch (InvalidArgsException ex) {

throw ex;
} catch (InvalidStateException ex) {

throw ex;
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String ID = result.getAuditReportId();
String S3Key = result.getS3Key();

System.out.println(ID);
System.out.println(S3Key);

BHRMENRUTUATAR

58904752-7de3-4bdf-ba89-6953e48c3cc7
audit-report/16075838-061c-4f7a-b54b-49bbcl111bctf/58904752-7de3-4bdf-
ba89-6953e48c3cc7.json
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package com.amazonaws.samples;

import com.amazonaws.auth.AWSCredentials;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;

import com.amazonaws.client.builder.AwsClientBuilder;

import com.amazonaws.client.builder.AwsClientBuilder.EndpointConfiguration;
import com.amazonaws.AmazonClientException;

import com.amazonaws.auth.AWSStaticCredentialsProvider;

import com.amazonaws.services.acmpca.AWSACMPCA;
import com.amazonaws.services.acmpca.AWSACMPCAClientBuilder;

import com.amazonaws.services.acmpca.model.CreatePermissionRequest;
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class CreatePermission
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.model.
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CreatePermissionResult;

InvalidArnException;
InvalidStateException;

.LimitExceededException;

PermissionAlreadyExistsException;
RequestFailedException;
ResourceNotFoundException;

public static void main(String[] args) throws Exception {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file

// in Windows or the .aws/credentials file in Linux.
AWSCredentials credentials = null;

try {

credentials
} catch (Exception e) {
throw new AmazonClientException("Cannot load your credentials from file.", e);

= new ProfileCredentialsProvider("default").getCredentials();

// Define the endpoint for your sample.

String endpointRegion = "region";

west-2"

// Substitute your region here, e.g. "us-

String endpointProtocol = "https://acm-pca." + endpointRegion +
" .amazonaws.com/";
EndpointConfiguration endpoint
new AwsClientBuilder.EndpointConfiguration(endpointProtocol,
endpointRegion);

// Create a client that you can use to make requests.

AWSACMPCA client = AWSACMPCAClientBuilder.standard()
.withEndpointConfiguration(endpoint)

.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object.
CreatePermissionRequest req =

new CreatePermissionRequest();

// Set the certificate authority ARN.
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req.setCertificateAuthorityArn("arn:aws:acm-pca:us-
east-1:111122223333:certificate-authority/11223344-1234-1122-2233-112233445566");

// Set the permissions to give the user.
ArraylList<String> permissions = new ArraylList<>();
permissions.add("IssueCertificate");
permissions.add("GetCertificate");
permissions.add("ListPermissions");

req.setActions(permissions);

// Set the Principal.
req.setPrincipal("acm.amazonaws.com");

// Create a result object.
CreatePermissionResult result = null;
try {

result = client.createPermission(req);
} catch (InvalidArnException ex) {

throw ex;

} catch (InvalidStateException ex) {
throw ex;

} catch (LimitExceededException ex) {
throw ex;

} catch (PermissionAlreadyExistsException ex) {
throw ex;

} catch (RequestFailedException ex) {
throw ex;

} catch (ResourceNotFoundException ex) {
throw ex;

DeleteCertificateAuthority
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package com.amazonaws.samples;

import com.amazonaws.auth.AWSCredentials;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;

import com.amazonaws.client.builder.AwsClientBuilder;

import com.amazonaws.client.builder.AwsClientBuilder.EndpointConfiguration;
import com.amazonaws.auth.AWSStaticCredentialsProvider;

import com.amazonaws.services.acmpca.AWSACMPCA;
import com.amazonaws.services.acmpca.AWSACMPCAClientBuilder;

import com.amazonaws.services.acmpca.model.DeleteCertificateAuthorityRequest;

import com.amazonaws.AmazonClientException;

import com.amazonaws.services.acmpca.model.ResourceNotFoundException;
import com.amazonaws.services.acmpca.model.InvalidArnException;
import com.amazonaws.services.acmpca.model.InvalidStateException;
import com.amazonaws.services.acmpca.model.RequestFailedException;

public class DeleteCertificateAuthority {
public static void main(String[] args) throws Exception{

// Retrieve your credentials from the C:\Users\name\.aws\credentials file
// in Windows or the .aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider("default").getCredentials();
} catch (Exception e) {
throw new AmazonClientException("Cannot load your credentials from disk", e);

// Define the endpoint for your sample.
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String endpointRegion = "region"; // Substitute your region here, e.g. "us-
west-2"
String endpointProtocol = "https://acm-pca." + endpointRegion +
" .amazonaws.com/";
EndpointConfiguration endpoint =
new AwsClientBuilder.EndpointConfiguration(endpointProtocol,
endpointRegion);

// Create a client that you can use to make requests.

AWSACMPCA client = AWSACMPCAClientBuilder.standard()
.withEndpointConfiguration(endpoint)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a requrest object and set the ARN of the private CA to delete.
DeleteCertificateAuthorityRequest req = new DeleteCertificateAuthorityRequest();

// Set the certificate authority ARN.
req.withCertificateAuthorityArn("arn:aws:acm-pca:us-
east-1:111122223333:certificate-authority/11223344-1234-1122-2233-112233445566");

// Set the recovery period.
req.withPermanentDeletionTimeInDays(12);

// Delete the CA.

try {
client.deleteCertificateAuthority(req);

} catch (ResourceNotFoundException ex) {
throw ex;

} catch (InvalidArnException ex) {
throw ex;

} catch (InvalidStateException ex) {
throw ex;

} catch (RequestFailedException ex) {
throw ex;

DeletePermission

BT Java ROIE R T 20 A iZDeletePermission®4E.
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package com.amazonaws.samples;

import
import
import
import
import
import

import
import

import
import

import
import
import
import

com.
com.
com.
com.
com.
com.

com.
com.

com.
com.

com.
com.
com.
com.

amazonaws.
amazonaws.
amazonaws.

amazonaws

amazonaws.
amazonaws.

amazonaws.
amazonaws.

amazonaws.
amazonaws.

amazonaws.
amazonaws.

amazonaws

amazonaws.

auth.AWSCredentials;
auth.profile.ProfileCredentialsProvider;
client.builder.AwsClientBuilder;

.client.builder.AwsClientBuilder.EndpointConfiguration;
AmazonClientException;

auth.AwWSStaticCredentialsProvider;

services.
services.

services.
services.

services.
services.
.services
services.

public class DeletePermission

acmpca.
acmpca

acmpca
acmpca

acmpca
acmpca

acmpca

AWSACMPCA;

.model.
.model.

.model.
.model.
.acmpca.
.model.

model

.AWSACMPCAClientBuilder;

DeletePermissionRequest;
DeletePermissionResult;

InvalidArnException;
InvalidStateException;

.RequestFailedException;

ResourceNotFoundException;

public static void main(String[] args) throws Exception {

west-2

// Retrieve your credentials from the C:\Users\name\.aws\credentials file

// in Windows or the .aws/credentials file in Linux.

AWSCredentials credentials =

try {
cr

edentials

null;

= new ProfileCredentialsProvider("default").getCredentials();
} catch (Exception e) {
throw new AmazonClientException("Cannot load your credentials from file.", e);

// Define the endpoint for your sample.

String endpointRegion = "region";

String endpointProtocol = "https://acm-pca." + endpointRegion +

" .amazonaws.com/";
EndpointConfiguration endpoint

// Substitute your region here, e.g. "us-

DeletePermission
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new AwsClientBuilder.EndpointConfiguration(endpointProtocol,
endpointRegion);

// Create a client that you can use to make requests.

AWSACMPCA client = AWSACMPCAClientBuilder.standard()
.withEndpointConfiguration(endpoint)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object.
DeletePermissionRequest req =
new DeletePermissionRequest();

// Set the certificate authority ARN.
req.setCertificateAuthorityArn("arn:aws:acm-pca:us-
east-1:111122223333:certificate-authority/11223344-1234-1122-2233-112233445566");

// Set the AWS service principal.
req.setPrincipal("acm.amazonaws.com");

// Create a result object.
DeletePermissionResult result = null;
try {
result = client.deletePermission(req);
} catch (InvalidArnException ex) {
throw ex;
} catch (InvalidStateException ex) {
throw ex;
} catch (RequestFailedException ex) {
throw ex;
} catch (ResourceNotFoundException ex) {
throw ex;

DeletePolicy

BAR Java R R 7R T a0l A iZDeletePolicy# 4k,
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package com.amazonaws.samples;

import
import
import
import
import
import

import
import

import
import

import
import
import
import
import
import

import

public

com.
com.
com.
com.
com.
com.

com.
com.

com.
com.

com.
com.
com.
com.
com.
com.

amazonaws.
amazonaws.
amazonaws.

amazonaws

amazonaws.
amazonaws.

amazonaws.
amazonaws.

amazonaws.
amazonaws.

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

auth.AWSCredentials;
auth.profile.ProfileCredentialsProvider;
client.builder.AwsClientBuilder;

AmazonClientException;

.client.builder.AwsClientBuilder.EndpointConfiguration;

auth.AwWSStaticCredentialsProvider;

services.
services.

services.
services.

services.
services.

services

services.
services.

java.util.Arraylist;

class CreatePermission

.acmpca
services.

acmpca.
acmpca

acmpca
acmpca

acmpca
acmpca

acmpca
acmpca
acmpca

AWSACMPCA;

.model.
.model.

.model.
.model.
.model

.AWSACMPCAClientBuilder;

CreatePermissionRequest;
CreatePermissionResult;

InvalidArnException;
InvalidStateException;

.LimitExceededException;
.model.
.model.
.model.

PermissionAlreadyExistsException;
RequestFailedException;
ResourceNotFoundException;

public static void main(String[] args) throws Exception {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file

// in Windows or the .aws/credentials file in Linux.

AWSCredentials credentials =
try {

credentials
} catch (Exception e) {
throw new AmazonClientException("Cannot load your credentials from file.", e);

null;

= new ProfileCredentialsProvider("default").getCredentials();

// Define the endpoint for your sample.

String endpointRegion = "region";

west-2"

String endpointProtocol = "https://acm-pca." + endpointRegion +
" .amazonaws.com/";

// Substitute your region here, e.g. "us-

DeletePolicy
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EndpointConfiguration endpoint =
new AwsClientBuilder.EndpointConfiguration(endpointProtocol,
endpointRegion);

// Create a client that you can use to make requests.

AWSACMPCA client = AWSACMPCAClientBuilder.standard()
.withEndpointConfiguration(endpoint)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object.
CreatePermissionRequest req =
new CreatePermissionRequest();

// Set the certificate authority ARN.
req.setCertificateAuthorityArn("arn:aws:acm-pca:us-
east-1:111122223333:certificate-authority/11223344-1234-1122-2233-112233445566");

// Set the permissions to give the user.
Arraylist<String> permissions = new ArraylList<>();
permissions.add("IssueCertificate");
permissions.add("GetCertificate");
permissions.add("ListPermissions");

req.setActions(permissions);

// Set the AWS principal.
req.setPrincipal("acm.amazonaws.com");

// Create a result object.

CreatePermissionResult result = null;

try {
result = client.createPermission(req);

} catch (InvalidArnException ex) {
throw ex;

} catch (InvalidStateException ex) {
throw ex;

} catch (LimitExceededException ex) {
throw ex;

} catch (PermissionAlreadyExistsException ex) {
throw ex;

} catch (RequestFailedException ex) {
throw ex;

} catch (ResourceNotFoundException ex) {
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throw ex;

DescribeCertificate Authority

AR Java =4IE R T @n{a 4 A iZDescribeCertificate Authority B 4E o
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Mo MHEHITE CAHRS, XAURATE—T:
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CSR , RAEFHS A PCA,

« ACTIVE - 8H9FAH CA & TFIEZIRES

- DISABLED - £i9FAH CA EHEHA.

« EXPIRED - &My FA%E CA IEHETH,

« FAILED - T BIEENFE CA.

* DELETED - £HFAHE CALTZERY , £ ZHMR2GE , ©FBEKAMER,

package com.amazonaws.samples;

import com.amazonaws.auth.AWSCredentials;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;

import com.amazonaws.client.builder.AwsClientBuilder;

import com.amazonaws.client.builder.AwsClientBuilder.EndpointConfiguration;
import com.amazonaws.auth.AWSStaticCredentialsProvider;

import com.amazonaws.services.acmpca.AWSACMPCA;
import com.amazonaws.services.acmpca.AWSACMPCAClientBuilder;

import com.amazonaws.services.acmpca.model.CertificateAuthority;
import com.amazonaws.services.acmpca.model.DescribeCertificateAuthorityRequest;
import com.amazonaws.services.acmpca.model.DescribeCertificateAuthorityResult;

import com.amazonaws.AmazonClientException;
import com.amazonaws.services.acmpca.model.ResourceNotFoundException;
import com.amazonaws.services.acmpca.model.InvalidArnException;
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public class DescribeCertificateAuthority {
public static void main(String[] args) throws Exception {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file
// in Windows or the .aws/credentials file in Linux.
AWSCredentials credentials = null;
try {

credentials = new ProfileCredentialsProvider("default").getCredentials();
} catch (Exception e) {

throw new AmazonClientException("Cannot load your credentials from disk", e);

}

// Define the endpoint for your sample.

String endpointRegion = "region"; // Substitute your region here, e.g. "us-
west-2"

String endpointProtocol = "https://acm-pca." + endpointRegion +
" .amazonaws.com/";

EndpointConfiguration endpoint =

new AwsClientBuilder.EndpointConfiguration(endpointProtocol,
endpointRegion);

// Create a client that you can use to make requests.

AWSACMPCA client = AWSACMPCAClientBuilder.standard()
.withEndpointConfiguration(endpoint)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object
DescribeCertificateAuthorityRequest req = new
DescribeCertificateAuthorityRequest();

// Set the certificate authority ARN.
req.withCertificateAuthorityArn("arn:aws:acm-pca:us-
east-1:111122223333:certificate-authority/11223344-1234-1122-2233-112233445566");

// Create a result object.
DescribeCertificateAuthorityResult result = null;
try {

result = client.describeCertificateAuthority(req);
} catch (ResourceNotFoundException ex) {

throw ex;
} catch (InvalidArnException ex) {
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throw ex;

// Retrieve and display information about the CA.
CertificateAuthority PCA = result.getCertificateAuthority();
String strPCA = PCA.toString();

System.out.println(strPCA);

DescribeCertificateAuthorityAuditReport

LATF Java RIS R T @{a{E A iZDescribeCertificate AuthorityAuditReporti& 4,
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package com.amazonaws.samples;

import java.util.Date;

import
import
import
import
import

import
import

import

com.
com.
com.
com.
com.

com.
com.

amazonaws.
.auth.profile.ProfileCredentialsProvider;

amazonaws

amazonaws.
amazonaws.
amazonaws.

amazonaws.
.services.acmpca.AWSACMPCAClientBuilder;

amazonaws

auth.AWSCredentials;
client.builder.AwsClientBuilder;
client.builder.AwsClientBuilder.EndpointConfiguration;

auth.AwWSStaticCredentialsProvider;

services.acmpca.AWSACMPCA;

com.amazonaws.services.acmpca.model.DescribeCertificateAuthorityAuditReportRequest;

import

com.amazonaws.services.acmpca.model.DescribeCertificateAuthorityAuditReportResult;

import
import
import
import

import

com.
com.
com.
com.

com.

amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws.

AmazonClientException;
.model.InvalidArgsException;
.model.ResourceNotFoundException;
.model.AWSACMPCAException;

services.acmpca
services.acmpca
services.acmpca

waiters.Waiter;
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import com.amazonaws.waiters.WaiterParameters;
import com.amazonaws.waiters.WaiterTimedOutException;
import com.amazonaws.waiters.WaiterUnrecoverableException;

public class DescribeCertificateAuthorityAuditReport {
public static void main(String[] args) throws Exception {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file
// in Windows or the .aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider("default").getCredentials();
} catch (Exception e) {
throw new AmazonClientException("Cannot load your credentials from file.", e);

}

// Define the endpoint for your sample.

String endpointRegion = "region"; // Substitute your region here, e.g. "us-
west-2"

String endpointProtocol = "https://acm-pca." + endpointRegion +

" .amazonaws.com/";
EndpointConfiguration endpoint =
new AwsClientBuilder.EndpointConfiguration(endpointProtocol,
endpointRegion);

// Create a client that you can use to make requests.

AWSACMPCA client = AWSACMPCAClientBuilder.standard()
.withEndpointConfiguration(endpoint)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object.
DescribeCertificateAuthorityAuditReportRequest req =
new DescribeCertificateAuthorityAuditReportRequest();

// Set the certificate authority ARN.
req.withCertificateAuthorityArn("arn:aws:acm-pca:us-

east-1:111122223333:certificate-authority/11223344-1234-1122-2233-112233445566");

// Set the audit report ID.
req.withAuditReportId("11111111-2222-3333-4444-555555555555");

// Create waiter to wait on successful creation of the audit report file.
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Waiter<DescribeCertificateAuthorityAuditReportRequest> waiter =
client.waiters().auditReportCreated();
try {
waiter.run(new WaiterParameters<>(req));
} catch (WaiterUnrecoverableException e) {
//Explicit short circuit when the recourse transitions into
//an undesired state.
} catch (WaiterTimedOutException e) {
//Failed to transition into desired state even after polling.
} catch (AWSACMPCAException e) {
//Unexpected service exception.

// Create a result object.
DescribeCertificateAuthorityAuditReportResult result = null;
try {

result = client.describeCertificateAuthorityAuditReport(req);
} catch (ResourceNotFoundException ex) {

throw ex;
} catch (InvalidArgsException ex) {

throw ex;

String status = result.getAuditReportStatus();
String S3Bucket = result.getS3BucketName();
String S3Key = result.getS3Key();

Date createdAt = result.getCreatedAt();

System.out.println(status);
System.out.println(S3Bucket);
System.out.println(S3Key);
System.out.println(createdAt);

EHVRE MR U T TAR

SUCCESS

your-audit-report-bucket-name
audit-report/a4119411-8153-498a-a607-2cb77b858043/25211c3d-12fe-479f-b437-
fe2b3612bc45.json

Tue Jan 16 13:07:58 PST 2018
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GetCertificate
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package com.amazonaws.samples;
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auth.AWSCredentials;

.auth.profile.ProfileCredentialsProvider;

services
services

services
services

services

services.
services.
services.
services.

.acmpca
.acmpca

.acmpca
.acmpca

.acmpca
acmpca
acmpca
acmpca
acmpca

waiters.Waiter;

client.builder.AwsClientBuilder;
client.builder.AwsClientBuilder.EndpointConfiguration;
auth.AwWSStaticCredentialsProvider;

.AWSACMPCA;
.AWSACMPCAClientBuilder;

.model.GetCertificateRequest;
.model.GetCertificateResult;

AmazonClientException;

.model.RequestInProgressException;
.model.RequestFailedException ;
.model.ResourceNotFoundException;
.model.InvalidArnException;
.model.InvalidStateException;

waiters.WaiterParameters;

.waiters.WaiterTimedOutException;

waiters.WaiterUnrecoverableException;

.services.acmpca.model.AWSACMPCAException;

class GetCertificate {

public static void main(String[] args) throws Exception{

// Retrieve your credentials from the C:\Users\name\.aws\credentials

// in Windows or the .aws/credentials file in Linux.

file

GetCertificate
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AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider("default").getCredentials();
} catch (Exception e) {
throw new AmazonClientException("Cannot load your credentials from disk", e);
}
// Define the endpoint for your sample.
String endpointRegion = "region"; // Substitute your region here, e.g. "us-
west-2"

String endpointProtocol = "https://acm-pca." + endpointRegion +
" .amazonaws.com/";
EndpointConfiguration endpoint =
new AwsClientBuilder.EndpointConfiguration(endpointProtocol,
endpointRegion);

// Create a client.

AWSACMPCA client = AWSACMPCAClientBuilder.standard()
.withEndpointConfiguration(endpoint)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object.
GetCertificateRequest req = new GetCertificateRequest();

// Set the certificate ARN.
req.withCertificateArn("arn:aws:acm-pca:region:account:certificate-
authority/CA_ID/certificate/certificate_ID");

// Set the certificate authority ARN.
req.withCertificateAuthorityArn("arn:aws:acm-pca:us-
east-1:111122223333:certificate-authority/11223344-1234-1122-2233-112233445566");

// Create waiter to wait on successful creation of the certificate file.
Waiter<GetCertificateRequest> waiter = client.waiters().certificateIssued();
try {

waiter.run(new WaiterParameters<>(req));
} catch (WaiterUnrecoverableException e) {

//Explicit short circuit when the recourse transitions into

//an undesired state.
} catch (WaiterTimedOutException e) {

//Failed to transition into desired state even after polling.
} catch (AWSACMPCAException e) {

//Unexpected service exception.
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}

// Retrieve the certificate and certificate chain.

GetCertificateResult result = null;

try {
result = client.getCertificate(req);

} catch (RequestInProgressException ex) {
throw ex;

} catch (RequestFailedException ex) {
throw ex;

} catch (ResourceNotFoundException ex) {
throw ex;

} catch (InvalidArnException ex) {
throw ex;

} catch (InvalidStateException ex) {
throw ex;

// Get the certificate and certificate chain and display the result.
String strCert = result.getCertificate();
System.out.println(strCert);

XN TFIEB AN (CA) MIEREENIES |, EaVH H N IZZREN TR IEH .

----- BEGIN CERTIFICATE----- base64-encoded certificate -----END CERTIFICATE-----
----- BEGIN CERTIFICATE----- base64-encoded certificate -----END CERTIFICATE-----
----- BEGIN CERTIFICATE----- base64-encoded certificate -----END CERTIFICATE-----

GetCertificateAuthorityCertificate
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package com.amazonaws.samples;

import com.amazonaws.auth.AWSCredentials;
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com.amazonaws.auth.profile.ProfileCredentialsProvider;
com.amazonaws.client.builder.AwsClientBuilder;
com.amazonaws.client.builder.AwsClientBuilder.EndpointConfiguration;
com.amazonaws.auth.AWSStaticCredentialsProvider;

com.amazonaws.services.acmpca.AWSACMPCA;
com.amazonaws.services.acmpca.AWSACMPCAClientBuilder;

com.amazonaws.services.acmpca.model.GetCertificateAuthorityCertificateRequest;
com.amazonaws.services.acmpca.model.GetCertificateAuthorityCertificateResult;

com.amazonaws .AmazonClientException;
com.amazonaws.services.acmpca.model.ResourceNotFoundException;
com.amazonaws.services.acmpca.model.InvalidStateException;
com.amazonaws.services.acmpca.model.InvalidArnException;

class GetCertificateAuthorityCertificate {
lic static void main(String[] args) throws Exception {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file
// in Windows or the .aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider("default").getCredentials();
} catch (Exception e) {
throw new AmazonClientException("Cannot load your credentials from disk", e);

}

// Define the endpoint for your sample.

String endpointRegion = "region"; // Substitute your region here, e.g. "us-
String endpointProtocol = "https://acm-pca." + endpointRegion +
zonaws.com/";

EndpointConfiguration endpoint =
new AwsClientBuilder.EndpointConfiguration(endpointProtocol,
intRegion);

// Create a client that you can use to make requests.
AWSACMPCA client = AWSACMPCAClientBuilder.standard()
.withEndpointConfiguration(endpoint)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

GetCertificateAuthorityCertificate
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// Create a request object
GetCertificateAuthorityCertificateRequest req =
new GetCertificateAuthorityCertificateRequest();

// Set the certificate authority ARN,
req.withCertificateAuthorityArn("arn:aws:acm-pca:us-
east-1:111122223333:certificate-authority/11223344-1234-1122-2233-112233445566");

// Create a result object.
GetCertificateAuthorityCertificateResult result = null;
try {

result = client.getCertificateAuthorityCertificate(req);
} catch (ResourceNotFoundException ex) {

throw ex;
} catch (InvalidStateException ex) {

throw ex;
} catch (InvalidArnException ex) {

throw ex;

// Retrieve and display the certificate information.
String strPcaCert = result.getCertificate();
System.out.println(strPcaCert);

String strPCACChain = result.getCertificateChain();
System.out.println(strPCACChain);

XN TFEIEEWIERMANN (CA) , LR RZ R I T HIEH L,

GetCertificateAuthorityCsr

LAR Java R R 7R T a0aIfE A iZ GetCertificateAuthority Csrig 4k,

WRETRRENIAEIEBMEN (CA) WIEPHZERIER (CSR), CSR ZEZF

H CreateCertificateAuthority IR ERT B HY . ¥ CSR MEEH A X.509 EAiZ i |
HEARIMNE CAXEH#ITER, ARBEIRAREFZIZNIEREHRSA ACM

PCA. ImportCertificateAuthorityCertificate A PEM #& =X 8 base64 wBZRFEFRIRE CSR,
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€ CcOom.amazonaws. samples;

com.amazonaws.auth.AWSCredentials;
com.amazonaws.auth.profile.ProfileCredentialsProvider;
com.amazonaws.client.builder.AwsClientBuilder;
com.amazonaws.client.builder.AwsClientBuilder.EndpointConfiguration;
com.amazonaws.auth.AWSStaticCredentialsProvider;

com.amazonaws.services.acmpca.AWSACMPCA;
com.amazonaws.services.acmpca.AWSACMPCAClientBuilder;

com.amazonaws.services.acmpca.model.GetCertificateAuthorityCsrRequest;
com.amazonaws.services.acmpca.model.GetCertificateAuthorityCsrResult;

com.amazonaws .AmazonClientException;
com.amazonaws.services.acmpca.model.ResourceNotFoundException;
com.amazonaws.services.acmpca.model.InvalidArnException;
com.amazonaws.services.acmpca.model.RequestInProgressException;
com.amazonaws.services.acmpca.model.RequestFailedException;
com.amazonaws.services.acmpca.model . AWSACMPCAException;

com.amazonaws.waiters.Waiter;
com.amazonaws.waiters.WaiterParameters;
com.amazonaws.waiters.WaiterTimedOutException;
com.amazonaws .waiters.WaiterUnrecoverableException;

class GetCertificateAuthorityCsr {

lic static void main(String[] args) throws Exception {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file
// in Windows or the .aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider("default").getCredentials();
} catch (Exception e) {
throw new AmazonClientException("Cannot load your credentials from disk", e);

}
// Define the endpoint for your sample.
String endpointRegion = "region"; // Substitute your region here, e.g. "us-

GetCertificateAuthorityCsr
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String endpointProtocol = "https://acm-pca." + endpointRegion +
" .amazonaws.com/";
EndpointConfiguration endpoint =
new AwsClientBuilder.EndpointConfiguration(endpointProtocol,
endpointRegion);

// Create a client that you can use to make requests.

AWSACMPCA client = AWSACMPCAClientBuilder.standard()
.withEndpointConfiguration(endpoint)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create the request object and set the CA ARN.

GetCertificateAuthorityCsrRequest req = new GetCertificateAuthorityCsrRequest();

req.withCertificateAuthorityArn("arn:aws:acm-pca:us-
east-1:111122223333:certificate-authority/11223344-1234-1122-2233-112233445566");

// Create waiter to wait on successful creation of the CSR file.
Waiter<GetCertificateAuthorityCsrRequest> waiter =
client.waiters().certificateAuthorityCSRCreated();
try {
waiter.run(new WaiterParameters<>(req));
} catch (WaiterUnrecoverableException e) {
//Explicit short circuit when the recourse transitions into
//an undesired state.
} catch (WaiterTimedOutException e) {
//Failed to transition into desired state even after polling.
} catch (AWSACMPCAException e) {
//Unexpected service exception.

// Retrieve the CSR.
GetCertificateAuthorityCsrResult result = null;
try {
result = client.getCertificateAuthorityCsr(req);
} catch (RequestInProgressException ex) {
throw ex;
} catch (ResourceNotFoundException ex) {
throw ex;
} catch (InvalidArnException ex) {
throw ex;
} catch (RequestFailedException ex) {
throw ex;
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// Retrieve and display the CSR;

String Csr =

System.out.println(Cszr);

7R

y /0N

result.getCsr();

Y H RISR Bl T . IEB LR ER (CSR) KA PEM AT

base64 wmiE, MERFE X XHF , RAEFEET A X500 Btk , HEABINE CANTE
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BT Java RABIE R T WA A ZGetPolicy B E,
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package com.amazonaws.samples;

import
import
import
import
import

import
import

import
import
import
import
import
import
import
import

com.
com.
com.
com.
com.

com.
com.

com.
com.
com.
com.
com.
com.
com.
com.

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws.
amazonaws.

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

auth.AWSCredentials;
auth.profile.ProfileCredentialsProvider;
client.builder.AwsClientBuilder;
client.builder.AwsClientBuilder.EndpointConfiguration;
auth.AwWSStaticCredentialsProvider;

services.acmpca.AWSACMPCA;
services.acmpca.AWSACMPCAClientBuilder;

AmazonClientException;

services.
services.
services.
services.
services.
services.
services

acmpca
acmpca
acmpca
acmpca
acmpca
acmpca

.acmpca.

.model.
.model.
.model.
.model.
.model.
.model.
model.

GetPolicyRequest;
GetPolicyResult;
AWSACMPCAException;
InvalidArnException;
InvalidStateException;
RequestFailedException;
ResourceNotFoundException;

————— END CERTIFICATE
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public class GetPolicy {
public static void main(String[] args) throws Exception {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file
// in Windows or the .aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider("default").getCredentials();
} catch (Exception e) {
throw new AmazonClientException("Cannot load your credentials from file.",

e);
}
// Define the endpoint for your sample.
String endpointRegion = "region"; // Substitute your region here, e.g. "us-
west-2"

String endpointProtocol = "https://acm-pca." + endpointRegion +
" .amazonaws.com/";
EndpointConfiguration endpoint =
new AwsClientBuilder.EndpointConfiguration(endpointProtocol,
endpointRegion);

// Create a client that you can use to make requests.

AWSACMPCA client = AWSACMPCAClientBuilder.standard()
.withEndpointConfiguration(endpoint)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create the request object.
GetPolicyRequest req = new GetPolicyRequest();

// Set the resource ARN.

req.withResourceArn("arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/11223344-1234-1122-2233-112233445566");

// Retrieve a list of your CAs.
GetPolicyResult result= null;
try {
result = client.getPolicy(req);
} catch (InvalidArnException ex) {
throw ex;
} catch (InvalidStateException ex) {
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ImportCertificateAuthorityCertificate

LR Java RIS R T f04a4 A iZImportCertificate AuthorityCertificate i@ 4,

BEIRAE A

} catch (RequestFailedException ex) {
} catch (ResourceNotFoundException ex) {

} catch (AWSACMPCAException ex) {

throw ex;

throw ex;

throw ex;

throw ex;

// Display the policy.

System.out.println(result.getPolicy());

R

P4\

MELZMNAE CAIEHS AR AWS FAE CA F, EHALREZE , BA
%3833 I8 A iZ CreateCertificate Authority R E S| B AR IE B MENE, RS,

R GetCertificateAuthorityCsrigERERUEH X HER (CSR), FiZ CSR MEXRH CA HERBEHIR

FIMNBIEFXNEHER, SIBIEREFFERNERAIEPESHE

package com.amazonaws.samples;

import
import
import
import
import

import
import

import

com.
com.
com.
com.
com.

com.
com.

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws.
amazonaws.

auth.AWSCredentials;
auth.profile.ProfileCredentialsProvider;
client.builder.AwsClientBuilder;
client.builder.AwsClientBuilder.EndpointConfiguration;
auth.AwWSStaticCredentialsProvider;

services.acmpca.AWSACMPCA;
services.acmpca.AWSACMPCAClientBuilder;

By TEE %o

com.amazonaws.services.acmpca.model.ImportCertificateAuthorityCertificateRequest;

import
import
import
import
import

com.
com.
com.
com.
com.

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

AmazonClientException;
.model.RequestInProgressException;
.model.MalformedCertificateException;
.model.ResourceNotFoundException;
.model.ConcurrentModificationException;

services.
services.
services.
services.

acmpca
acmpca
acmpca
acmpca
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import com.amazonaws.services.acmpca.model.InvalidArnException;
import com.amazonaws.services.acmpca.model.CertificateMismatchException;
import com.amazonaws.services.acmpca.model.RequestFailedException;

import java.nio.ByteBuffer;
import java.nio.charset.StandardCharsets;
import java.util.Objects;

public class ImportCertificateAuthorityCertificate {

public static ByteBuffer stringToByteBuffer(final String string) {
if (Objects.isNull(string)) {
return null;
}
byte[] bytes = string.getBytes(StandardCharsets.UTF_8);
return ByteBuffer.wrap(bytes);
}

public static void main(String[] args) throws Exception {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file
// in Windows or the .aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider("default").getCredentials();
} catch (Exception e) {
throw new AmazonClientException("Cannot load your credentials from disk", e);

}

// Define the endpoint for your sample.

String endpointRegion = "region"; // Substitute your region here, e.g. "us-
west-2"

String endpointProtocol = "https://acm-pca." + endpointRegion +
" .amazonaws.com/";
EndpointConfiguration endpoint =
new AwsClientBuilder.EndpointConfiguration(endpointProtocol, endpointRegion);

// Create a client that you can use to make requests.

AWSACMPCA client = AWSACMPCAClientBuilder.standard()
.withEndpointConfiguration(endpoint)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create the request object and set the signed certificate, chain and CA ARN.
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ImportCertificateAuthorityCertificateRequest req =
new ImportCertificateAuthorityCertificateRequest();

// Set the signed certificate.
String strCertificate =

R BEGIN CERTIFICATE----- \n" +
"baseb4-encoded certificate\n" +
R END CERTIFICATE----- \n";

ByteBuffer certByteBuffer = stringToByteBuffer(strCertificate);
req.setCertificate(certByteBuffer);

// Set the certificate chain.
String strCertificateChain =

R BEGIN CERTIFICATE----- \n" +
"baseb4-encoded certificate\n" +
R END CERTIFICATE----- \n";

ByteBuffer chainByteBuffer = stringToByteBuffer(strCertificateChain);
req.setCertificateChain(chainByteBuffer);

// Set the certificate authority ARN.
req.withCertificateAuthorityArn("arn:aws:acm-pca:us-
east-1:111122223333:certificate-authority/11223344-1234-1122-2233-112233445566");

// Import the certificate.

try {
client.importCertificateAuthorityCertificate(req);

} catch (CertificateMismatchException ex) {

throw ex;

} catch (MalformedCertificateException ex) {
throw ex;

} catch (InvalidArnException ex) {
throw ex;

} catch (ResourceNotFoundException ex) {
throw ex;

} catch (RequestInProgressException ex) {
throw ex;

} catch (ConcurrentModificationException ex) {
throw ex;

} catch (RequestFailedException ex) {
throw ex;
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IssueCertificate
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package com.amazonaws.samples;

import com.
import com.
import com.
import com.

import com

.dmazonaws

amazonaws.
amazonaws.
amazonaws.
amazonaws.

auth.AWSCredentials;
auth.profile.ProfileCredentialsProvider;
client.builder.AwsClientBuilder;
client.builder.AwsClientBuilder.EndpointConfiguration;

.auth.AWSStaticCredentialsProvider;

import java.nio.ByteBuffer;
import java.nio.charset.StandardCharsets;
import java.util.Objects;

import com
import com

import com.
import com.
import com.
import com.

import com.
import com.
import com.
import com.
import com.
import com.
import com.

.dmazonaws
.amazonaws

amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

.services.
.services.

services

services

public class IssueCertificate

services.

services.

services.

services.

services.
services.
services.

acmpca
acmpca

acmpca

acmpca

acmpca

acmpca

.acmpca
services.

acmpca
acmpca
acmpca
acmpca

.AWSACMPCA;
.AWSACMPCAClientBuilder;

.model.IssueCertificateRequest;
.acmpca.
.model.SigningAlgorithm;
.model.Validity;

model .IssueCertificateResult;

AmazonClientException;
.model.LimitExceededException;
.model.ResourceNotFoundException;
.model.InvalidStateException;
.model.InvalidArnException;
.model.InvalidArgsException;
.model.MalformedCSRException;
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public static ByteBuffer stringToByteBuffer(final String string) {
if (Objects.isNull(string)) {
return null;
}
byte[] bytes = string.getBytes(StandardCharsets.UTF_8);
return ByteBuffer.wrap(bytes);
}

public static void main(String[] args) throws Exception {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file
// in Windows or the .aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider("default").getCredentials();
} catch (Exception e) {
throw new AmazonClientException("Cannot load your credentials from disk", e);

}

// Define the endpoint for your sample.

String endpointRegion = "region"; // Substitute your region here, e.g. "us-
west-2"

String endpointProtocol = "https://acm-pca." + endpointRegion +

" .amazonaws.com/";
EndpointConfiguration endpoint =
new AwsClientBuilder.EndpointConfiguration(endpointProtocol, endpointRegion);

// Create a client that you can use to make requests.

AWSACMPCA client = AWSACMPCAClientBuilder.standard()
.withEndpointConfiguration(endpoint)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a certificate request:
IssueCertificateRequest req = new IssueCertificateRequest();

// Set the CA ARN.
req.withCertificateAuthorityArn("arn:aws:acm-pca:us-
east-1:111122223333:certificate-authority/11223344-1234-1122-2233-112233445566");

// Specify the certificate signing request (CSR) for the certificate to be signed
and issued.

String strCSR =
REEEET BEGIN CERTIFICATE REQUEST----- \n" +
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"base64-encoded certificate\n" +

Mmoo - END CERTIFICATE REQUEST----- \n";

ByteBuffer csrByteBuffer = stringToByteBuffer(strCSR);
req.setCsr(csrByteBuffer);

// Specify the template for the issued certificate.
req.withTemplateArn("arn:aws:acm-pca:::template/EndEntityCertificate/V1");

// Set the signing algorithm.
req.withSigningAlgorithm(SigningAlgorithm.SHA256WITHRSA);

// Set the validity period for the certificate to be issued.
Validity validity = new Validity();
validity.withValue(<<3650L>>);

validity.withType("DAYS");

req.withValidity(validity);

// Set the idempotency token.
req.setIdempotencyToken("1234");

// Issue the certificate.
IssueCertificateResult result = null;
try {

result = client.issueCertificate(req);
} catch (LimitExceededException ex) {

throw ex;

} catch (ResourceNotFoundException ex) {
throw ex;

} catch (InvalidStateException ex) {
throw ex;

} catch (InvalidArnException ex) {
throw ex;

} catch (InvalidArgsException ex) {
throw ex;

} catch (MalformedCSRException ex) {
throw ex;

// Retrieve and display the certificate ARN.
String arn = result.getCertificateArn();
System.out.println(arn);
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arn:aws:acm-pca:region:account:certificate-authority/CA_ID/certificate/certificate_ID

ListCertificateAuthorities
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import
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public
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e);

west-2

€ Ccom.amazonaws. samples;

com.amazonaws.auth.AWSCredentials;
com.amazonaws.auth.profile.ProfileCredentialsProvider;
com.amazonaws.client.builder.AwsClientBuilder;
com.amazonaws.client.builder.AwsClientBuilder.EndpointConfiguration;
com.amazonaws.auth.AWSStaticCredentialsProvider;

com.amazonaws.services.acmpca.AWSACMPCA;
com.amazonaws.services.acmpca.AWSACMPCAClientBuilder;

com.amazonaws .AmazonClientException;
com.amazonaws.services.acmpca.model.ListCertificateAuthoritiesRequest;
com.amazonaws.services.acmpca.model.ListCertificateAuthoritiesResult;
com.amazonaws.services.acmpca.model.InvalidNextTokenException;

class ListCertificateAuthorities {
lic static void main(String[] args) throws Exception {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file
// in Windows or the .aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider("default").getCredentials();
} catch (Exception e) {
throw new AmazonClientException("Cannot load your credentials from file.",

// Define the endpoint for your sample.
String endpointRegion = "region"; // Substitute your region here, e.g. "us-
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String endpointProtocol = "https://acm-pca." + endpointRegion +
" .amazonaws.com/";
EndpointConfiguration endpoint =
new AwsClientBuilder.EndpointConfiguration(endpointProtocol, endpointRegion);

// Create a client that you can use to make requests.

AWSACMPCA client = AWSACMPCAClientBuilder.standard()
.withEndpointConfiguration(endpoint)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create the request object.
ListCertificateAuthoritiesRequest req = new ListCertificateAuthoritiesRequest();
req.withMaxResults(10);

// Retrieve a list of your CAs.
ListCertificateAuthoritiesResult result= null;
try {

result = client.listCertificateAuthorities(req);
} catch (InvalidNextTokenException ex) {

throw ex;

// Display the CA list.
System.out.println(result.getCertificateAuthorities());

MREBEMEIHVERTANN , WaHNRUTUATAR

[{
Arn: arn: aws: acm-pca: region: account: certificate-
authority/12345678-1234-1234-1234-123456789012,
CreatedAt: TueNov0@712: 05: 39PST2017,
LastStateChangeAt: WedJanl@l2: 35: 39PST2018,
Type: SUBORDINATE,

Serial: 4109,

Status: DISABLED,

NotBefore: TueNov@712: 19: 15PST2017,
NotAfter: FriNov@513: 19: 15PDT2027,
CertificateAuthorityConfiguration: {

KeyType: RSA2048,

SigningAlgorithm: SHA256WITHRSA,
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Subject: {

Organization: ExampleCorp,
OrganizationalUnit: HR,
State: Washington,
CommonName: www.example.com,
Locality: Seattle,

}
},
RevocationConfiguration: {
CrlConfiguration: {
Enabled: true,
ExpirationInDays: 3650,
CustomCname: your-custom-name,
S3BucketName: your-bucket-name
}
}
I
{

Arn: arn: aws: acm-pca: region: account>: certificate-
authority/12345678-1234-1234-1234-123456789012,
CreatedAt: WedSepl312: 54: 52PDT2017,
LastStateChangeAt: WedSepl312: 54: 52PDT2017,

Type: SUBORDINATE,
Serial: 4100,
Status: ACTIVE,

NotBefore: WedSepl314: 11: 19PDT2017,
NotAfter: SatSeplll4: 11: 19PDT2027,
CertificateAuthorityConfiguration: {

KeyType: RSA2048,
SigningAlgorithm: SHA256WITHRSA,
Subject: {

Country: US,

Organization: ExampleCompany,
OrganizationalUnit: Sales,
State: Washington,

CommonName: www.example.com,
Locality: Seattle,

}

},

RevocationConfiguration: {

CrlConfiguration: {
Enabled: false,
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ExpirationInDays: 5,
CustomCname: your-custom-name,
S3BucketName: your-bucket-name
}

}

1,

{

Arn: arn: aws: acm-pca: region: account>: certificate-
authority/12345678-1234-1234-1234-123456789012,
CreatedAt: FriJanl213: 57: 11PST2018,
LastStateChangeAt: FriJanl213: 57: 11PST2018,
Type: SUBORDINATE,
Status: PENDING_CERTIFICATE,
CertificateAuthorityConfiguration: {

KeyType: RSA2048,

SigningAlgorithm: SHA256WITHRSA,

Subject: {

Country: US,

Organization: Examples-R-Us Ltd.,

OrganizationalUnit: corporate,

State: WA,

CommonName: www.examplesrus.com,

Locality: Seattle,

}
I
RevocationConfiguration: {
CrlConfiguration: {
Enabled: true,
ExpirationInDays: 365,
CustomCname: your-custom-name,
S3BucketName: your-bucket-name
}
}
},
{

Arn: arn: aws: acm-pca: region: account>: certificate-
authority/12345678-1234-1234-1234-123456789012,
CreatedAt: FriJan@511: 14: 21PST2018,
LastStateChangeAt: FriJan@511: 14: 21PST2018,

Type: SUBORDINATE,

Serial: 4116,

Status: ACTIVE,

NotBefore: FriJan@512: 12: 56PST2018,
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NotAfter:

MonJan®312: 12: 56PST2028,

CertificateAuthorityConfiguration: {
KeyType: RSA2048,
SigningAlgorithm: SHA256WITHRSA,

Subject:

Country:

{
us,

Organization: ExampleslLLC,

OrganizationalUnit: CorporateOffice,
State: WA,
CommonName: www.example.com,

Locality: Seattle,

}
iy

RevocationConfiguration: {

CrlConfiguration: {
Enabled:

true,

ExpirationInDays: 3650,
CustomCname: your-custom-name,
S3BucketName: your-bucket-name

}
}
]

ListPermissions

BAR Java R"HBIE R T a{EI £ A iZ ListPermissionsi& £,
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package com.amazonaws.samples;

import com.
import com.
import com.
import com.
import com.

import com.
import com.

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws.
amazonaws.

auth.AWSCredentials;
auth.profile.ProfileCredentialsProvider;
client.builder.AwsClientBuilder;
client.builder.AwsClientBuilder.EndpointConfiguration;
auth.AwWSStaticCredentialsProvider;

services.acmpca.AWSACMPCA;
services.acmpca.AWSACMPCAClientBuilder;
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import com.amazonaws.services.acmpca.model.ListPermissionsRequest;
import com.amazonaws.services.acmpca.model.ListPermissionsResult;

import com.amazonaws.AmazonClientException;

import com.amazonaws.services.acmpca.model.InvalidArnException;
import com.amazonaws.services.acmpca.model.InvalidNextTokenException;
import com.amazonaws.services.acmpca.model.InvalidStateException;
import com.amazonaws.services.acmpca.model.ResourceNotFoundException;
import com.amazonaws.services.acmpca.model.RequestFailedException;

public class ListPermissions {

public static void main(String[] args) throws Exception {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file
// in Windows or the .aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider("default").getCredentials();
} catch (Exception e) {
throw new AmazonClientException("Cannot load your credentials from disk", e);

}

// Define the endpoint for your sample.

String endpointRegion = "region"; // Substitute your region here, e.g. "us-
west-2"

String endpointProtocol = "https://acm-pca." + endpointRegion +
" .amazonaws.com/";
EndpointConfiguration endpoint =
new AwsClientBuilder.EndpointConfiguration(endpointProtocol, endpointRegion);

// Create a client that you can use to make requests.

AWSACMPCA client = AWSACMPCAClientBuilder.standard()
.withEndpointConfiguration(endpoint)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object and set the CA ARN.

ListPermissionsRequest req = new ListPermissionsRequest();

req.withCertificateAuthorityArn("arn:aws:acm-pca:us-
east-1:111122223333:certificate-authority/11223344-1234-1122-2233-112233445566");

// List the tags.
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ListPermissionsResult result = null;

try {
result = client.listPermissions(req);

} catch (InvalidArnException ex) {
throw ex;

} catch (InvalidStateException ex) {
throw ex;

} catch(RequestFailedException ex) {
throw ex;

} catch (ResourceNotFoundException ex) {
throw ex;

// Retrieve and display the permissions.
System.out.println(result);

MREENTE CAERABRSERATENR , WAEMRATUATARE :

[{

Arn: arn:aws:acm-
pca:region:account:permission/12345678-1234-1234-1234-123456789012,
CreatedAt: WedFeb®317: ©5: 39PST2019,
Prinicpal: acm.amazonaws.com,
Permissions: {
ISSUE_CERTIFICATE,
GET_CERTIFICATE,
DELETE, CERTIFICATE

},

SourceAccount: account

]

ListTags

AR Java RIS R T {6 A ZListTagsig 1k,

LRER S H EERNFE CA XBRNBEE (NRA). REERTATRRMAL CA WIRIE. BMEEH
H—NMNEM—PLEEAK. A TagCertificateAuthorityiRERN —PMNRZMEERINEER CA, HA
ZUntagCertificate Authority 3 45 SU BRFRZ

package com.amazonaws.samples;
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import
import
import
import
import

import
import

import
import

import
import
import

com.
com.
com.
com.
com.

com.
com.

com.
com.

com.
com.
com.

amazonaws.auth.AWSCredentials;
amazonaws.auth.profile.ProfileCredentialsProvider;
amazonaws.client.builder.AwsClientBuilder;
amazonaws.client.builder.AwsClientBuilder.EndpointConfiguration;
amazonaws.auth.AWSStaticCredentialsProvider;

amazonaws.services.acmpca.AWSACMPCA;
amazonaws.services.acmpca.AWSACMPCAClientBuilder;

amazonaws.services.acmpca.model.ListTagsRequest;
amazonaws.services.acmpca.model.ListTagsResult;

amazonaws.AmazonClientException;
amazonaws.services.acmpca.model.ResourceNotFoundException;
amazonaws.services.acmpca.model.InvalidArnException;

public class ListTags {

public static void main(String[] args) throws Exception {

west-2

// R
// i
AWSC
try

} ca

// D
Stri

Stri

etrieve your credentials from the C:\Users\name\.aws\credentials file

n Windows or the .aws/credentials file in Linux.

redentials credentials = null;

{

credentials = new ProfileCredentialsProvider("default").getCredentials();

tch (Exception e) {

throw new AmazonClientException('"Cannot load your credentials from disk", e);

efine the endpoint for your sample.
ng endpointRegion = "region"; // Substitute your region here, e.g. "us-

ng endpointProtocol = "https://acm-pca." + endpointRegion +

" .amazonaws.com/";

Endp

// C
AWSA

ointConfiguration endpoint =
new AwsClientBuilder.EndpointConfiguration(endpointProtocol, endpointRegion);

reate a client that you can use to make requests.

CMPCA client = AWSACMPCAClientBuilder.standard()
.withEndpointConfiguration(endpoint)

.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

ListTags
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// Create a request object and set the CA ARN.

ListTagsRequest req = new ListTagsRequest();

req.withCertificateAuthorityArn("arn:aws:acm-pca:us-
east-1:111122223333:certificate-authority/11223344-1234-1122-2233-112233445566");

// List the tags
ListTagsResult result = null;

try {
result = client.listTags(req);

} catch (InvalidArnException ex) {
throw ex;

} catch (ResourceNotFoundException ex) {
throw ex;

// Retrieve and display the tags.
System.out.println(result);

MREBEMEIHNARE , MAMERREATUATARE

{Tags: [{Key: Admin,Value: Alice}, {Key: Purpose,Value: WebServices}],}

PutPolicy
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package com.amazonaws.samples;

import com.amazonaws.auth.AWSCredentials;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;

import com.amazonaws.client.builder.AwsClientBuilder;

import com.amazonaws.client.builder.AwsClientBuilder.EndpointConfiguration;
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import com.amazonaws.

import
import

import
import
import
import
import
import
import
import
import
import
import

import
import

import

public

com.
com.

com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.

auth.AwWSStaticCredentialsProvider;
amazonaws.services.acmpca.AWSACMPCA;
amazonaws.services.acmpca.AWSACMPCAClientBuilder;
amazonaws.AmazonClientException;
amazonaws. acmpca

acmpca

.model.
.model.

services. PutPolicyRequest;
PutPolicyResult;
acmpca.model . AWSACMPCAException;
acmpca.model.ConcurrentModificationException;
.acmpca. .InvalidArnException;
acmpca.model.InvalidStateException;
acmpca.model.InvalidPolicyException;
acmpca.model.LockoutPreventedException;
acmpca.model.RequestFailedException;

acmpca.model.ResourceNotFoundException;

amazonaws.services.

amazonaws.services.

amazonaws.services.

amazonaws.services model

amazonaws.services.
amazonaws.services.
amazonaws.services.
amazonaws.services.

amazonaws.services.

java.io.IOException;
java.nio.file.Files;
java.nio.file.Paths;

class PutPolicy {

public static void main(String[] args) throws Exception {

e);

west-2"

//
//

AWSCredentials credentials

Retrieve your credentials from the C:\Users\name\.aws\credentials file
in Windows or the .aws/credentials file in Linux.
null;

try {

credentials = new ProfileCredentialsProvider("default").getCredentials();

} catch (Exception e) {

throw new AmazonClientException("Cannot load your credentials from file.",

}

// Define the endpoint for your sample.

String endpointRegion = "region"; // Substitute your region here, e.g. "us-
String endpointProtocol = "https://acm-pca." + endpointRegion +

" .amazonaws.com/";

EndpointConfiguration endpoint

new AwsClientBuilder.EndpointConfiguration(endpointProtocol,

endpointRegion);

PutPolicy
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// Create a client that you can use to make requests.

AWSACMPCA client = AWSACMPCAClientBuilder.standard()
.withEndpointConfiguration(endpoint)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create the request object.
PutPolicyRequest req = new PutPolicyRequest();

// Set the resource ARN.
req.withResourceArn("arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/11223344-1234-1122-2233-112233445566");

// Import and set the policy.

// Note: This code assumes the file "ShareResourceWithAccountPolicy.json" is in
a folder titled policy.

String policy = new String(Files.readAllBytes(Paths.get("policy",
"ShareResourceWithAccountPolicy.json")));

req.withPolicy(policy);

// Retrieve a list of your CAs.
PutPolicyResult result = null;
try {
result = client.putPolicy(req);
} catch (ConcurrentModificationException ex) {

throw ex;

} catch (InvalidArnException ex) {
throw ex;

} catch (InvalidStateException ex) {
throw ex;

} catch (InvalidPolicyException ex) {
throw ex;

} catch (LockoutPreventedException ex) {
throw ex;

} catch (RequestFailedException ex) {
throw ex;

} catch (ResourceNotFoundException ex) {
throw ex;

} catch (AWSACMPCAException ex) {
throw ex;
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RestoreCertificateAuthority

LA Java RIS R T il fE A iZRestoreCertificateAuthority#2 4, #A8 CA 7£ Hi& R Hi A 7T B A&
, LLEREI A4 7 2 30 X ( MRz BE ) , HEETUERER CA RXNEH#ITE L, BX

o Hal

EZER,

HS P EE CA. BiESH DeleteCertificateAuthority Java R4,

package com.amazonaws.samples;

import
import
import
import
import

import
import

import
import
import
import

import

public

com.amazonaws.auth.AWSCredentials;
auth.profile.ProfileCredentialsProvider;
client.builder.AwsClientBuilder;

com.amazonaws.

Ccom.amazonaws.
.client.builder.AwsClientBuilder.EndpointConfiguration;

auth.AwWSStaticCredentialsProvider;

com.amazonaws

com.amazonaws.

com.amazonaws.services.acmpca.AWSACMPCA;

com.amazonaws.services.acmpca.AWSACMPCAClientBuilder;

com.amazonaws.services.acmpca.model.RestoreCertificateAuthorityRequest;

com.amazonaws .AmazonClientException;
amazonaws.services.acmpca.model.InvalidArnException;
services.acmpca.model.InvalidStateException;

services.acmpca.model.ResourceNotFoundException;

com.
com.amazonaws.
com.amazonaws.

class RestoreCertificateAuthority {

public static void main(String[] args) throws Exception {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file

// in Windows or the .aws/credentials file in Linux.

AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider("default").getCredentials();

} catch (Exception e) {
throw new AmazonClientException("Cannot load your credentials from file.",

e);

// Define the endpoint for your sample.

String endpointRegion = "region";

west-2"

String endpointProtocol = "https://acm-pca." + endpointRegion +
" .amazonaws.com/";

// Substitute your region here, e.g. "us-

RestoreCertificateAuthority
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EndpointConfiguration endpoint =
new AwsClientBuilder.EndpointConfiguration(endpointProtocol, endpointRegion);

// Create a client that you can use to make requests.

AWSACMPCA client = AWSACMPCAClientBuilder.standard()
.withEndpointConfiguration(endpoint)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create the request object.
RestoreCertificateAuthorityRequest req = new
RestoreCertificateAuthorityRequest();

// Set the certificate authority ARN.
req.withCertificateAuthorityArn("arn:aws:acm-pca:us-
east-1:111122223333:certificate-authority/11223344-1234-1122-2233-112233445566");

// Restore the CA.
try {
client.restoreCertificateAuthority(req);
} catch (InvalidArnException ex) {
throw ex;
} catch (InvalidStateException ex) {
throw ex;
} catch (ResourceNotFoundException ex) {
throw ex;

RevokeCertificate

BATR Java R™OIE R T @i A iZRevokeCertificate @ £,

IR ES R EBEY B A ZIssueCertificate BEM A WIEH. MREBECNEREHRFE CARBSATIE
FRESER (CRL) , UEXERHIEPWEENITEE CRL F, AWS FAF CA &£ CRL EARIE
EHK Amazon S3 . BXEZEE , SR CriConfiguration&#,

package com.amazonaws.samples;

import com.amazonaws.auth.AWSCredentials;
import com.amazonaws.auth.profile.ProfileCredentialsProvider;
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import
import
import
import

import
import

import
import

import
import
import
import
import
import

public

com.
com.
com.
com.

com.
com.

com.
com.

com.
com.
com.
com.
com.
com.

cla

amazonaws.client.builder.AwsClientBuilder;
amazonaws.client.builder.AwsClientBuilder.EndpointConfiguration;
amazonaws.AmazonClientException;
amazonaws.auth.AWSStaticCredentialsProvider;

amazonaws.services.acmpca.AWSACMPCA;
amazonaws.services.acmpca.AWSACMPCAClientBuilder;

amazonaws.services.acmpca.model.RevokeCertificateRequest;
amazonaws.services.acmpca.model.RevocationReason;

amazonaws.services.acmpca.model.ResourceNotFoundException;
amazonaws.services.acmpca.model.InvalidStateException;
amazonaws.services.acmpca.model.InvalidArnException;
amazonaws.services.acmpca.model.RequestFailedException;
amazonaws.services.acmpca.model.RequestAlreadyProcessedException;
amazonaws.services.acmpca.model.RequestInProgressException;

ss RevokeCertificate {

public static void main(String[] args) throws Exception {

west-2

// R
// i
AWSC
try

} ca

// D
Stri

Stri

etrieve your credentials from the C:\Users\name\.aws\credentials file

n Windows or the .aws/credentials file in Linux.

redentials credentials = null;

{

credentials = new ProfileCredentialsProvider("default").getCredentials();

tch (Exception e) {

throw new AmazonClientException("Cannot load your credentials from disk", e);

efine the endpoint for your sample.
ng endpointRegion = "region"; // Substitute your region here, e.g.

us-

ng endpointProtocol = "https://acm-pca." + endpointRegion +

" .amazonaws.com/";

Endp

// C
AWSA

ointConfiguration endpoint =
new AwsClientBuilder.EndpointConfiguration(endpointProtocol, endpointRegion);

reate a client that you can use to make requests.

CMPCA client = AWSACMPCAClientBuilder.standard()
.withEndpointConfiguration(endpoint)

.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

RevokeCertificate
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// Create a request object.
RevokeCertificateRequest req = new RevokeCertificateRequest();

// Set the certificate authority ARN.
req.setCertificateAuthorityArn("arn:aws:acm-pca:us-
east-1:111122223333:certificate-authority/11223344-1234-1122-2233-112233445566");

// Set the certificate serial number.
req.setCertificateSerial("79:3f:0d:5b:6a:04:12:5e:2c:9c:fb:52:37:35:98:fe");

// Set the RevocationReason.
req.withRevocationReason(RevocationReason.<<KEY_COMPROMISE>>);

// Revoke the certificate.

try {
client.revokeCertificate(req);

} catch (InvalidArnException ex) {

throw ex;

} catch (InvalidStateException ex) {
throw ex;

} catch (ResourceNotFoundException ex) {
throw ex;

} catch (RequestAlreadyProcessedException ex) {
throw ex;

} catch (RequestInProgressException ex) {
throw ex;

} catch (RequestFailedException ex) {
throw ex;

TagCertificateAuthorities

LA Java RIS R T w04 A iZ TagCertificateAuthority 4,

HRETEENFAE CARM—NRZME, HRZRATHTFRIRFMAR AWS BRIIFIE. MM
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package com.amazonaws.samples;

import
import
import
import
import

import
import

import
import

import

import
import
import
import
import

public

com.
com.
com.
com.
com.

com.
com.

com.
com.

jav

com.
com.
com.
com.
com.

cla

amazonaws.auth.AWSCredentials;
amazonaws.auth.profile.ProfileCredentialsProvider;
amazonaws.client.builder.AwsClientBuilder;
amazonaws.client.builder.AwsClientBuilder.EndpointConfiguration;
amazonaws.auth.AWSStaticCredentialsProvider;

amazonaws.services.acmpca.AWSACMPCA;
amazonaws.services.acmpca.AWSACMPCAClientBuilder;

amazonaws.services.acmpca.model.TagCertificateAuthorityRequest;
amazonaws.services.acmpca.model.Tag;

a.util.Arraylist;

amazonaws.AmazonClientException;
amazonaws.services.acmpca.model.ResourceNotFoundException;
amazonaws.services.acmpca.model.InvalidArnException;
amazonaws.services.acmpca.model.InvalidTagException;
amazonaws.services.acmpca.model.TooManyTagsException;

ss TagCertificateAuthorities {

public static void main(String[] args) throws Exception {

west-2

// R
// i
AWSC
try

} ca

// D
Stri

Stri

etrieve your credentials from the C:\Users\name\.aws\credentials file

n Windows or the .aws/credentials file in Linux.

redentials credentials = null;

{

credentials = new ProfileCredentialsProvider("default").getCredentials();

tch (Exception e) {

throw new AmazonClientException("Cannot load your credentials from disk", e);

efine the endpoint for your sample.
ng endpointRegion = "region"; // Substitute your region here, e.g. "us-

ng endpointProtocol = "https://acm-pca." + endpointRegion +

" .amazonaws.com/";

Endp

ointConfiguration endpoint =
new AwsClientBuilder.EndpointConfiguration(endpointProtocol, endpointRegion);

TagCertificateAuthorities MRS latest 306



AWS Private Certificate Authority ArfEm

// Create a client that you can use to make requests.

AWSACMPCA client = AWSACMPCAClientBuilder.standard()
.withEndpointConfiguration(endpoint)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a tag - method 1
Tag tagl = new Tag();
tagl.withKey("Administrator");
tagl.withValue("Bob");

// Create a tag - method 2

Tag tag2 = new Tag()
.withKey("Purpose")
.withValue("WebServices");

// Add the tags to a collection.
Arraylist<Tag> tags = new ArraylList<Tag>();
tags.add(tagl);

tags.add(tag2);

// Create a request object and specify the certificate authority ARN.
TagCertificateAuthorityRequest req = new TagCertificateAuthorityRequest();
req.setCertificateAuthorityArn("arn:aws:acm-pca:us-

east-1:111122223333:certificate-authority/11223344-1234-1122-2233-112233445566");
req.setTags(tags);

// Add a tag

try {
client.tagCertificateAuthority(req);

} catch (InvalidArnException ex) {
throw ex;

} catch (ResourceNotFoundException ex) {
throw ex;

} catch (InvalidTagException ex) {
throw ex;

} catch (TooManyTagsException ex) {
throw ex;
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UntagCertificateAuthority

BAR Java R~ R R T a04al 5 A iZ UntagCertificateAuthority 4.
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package com.amazonaws.samples;

import com.amazonaws.auth.AWSCredentials;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;

import com.amazonaws.client.builder.AwsClientBuilder;

import com.amazonaws.client.builder.AwsClientBuilder.EndpointConfiguration;
import com.amazonaws.auth.AWSStaticCredentialsProvider;

import java.util.Arraylist;

import com.amazonaws.services.acmpca.AWSACMPCA;
import com.amazonaws.services.acmpca.AWSACMPCAClientBuilder;

import com.amazonaws.services.acmpca.model.UntagCertificateAuthorityRequest;
import com.amazonaws.services.acmpca.model.Tag;

import com.amazonaws.AmazonClientException;

import com.amazonaws.services.acmpca.model.ResourceNotFoundException;
import com.amazonaws.services.acmpca.model.InvalidArnException;
import com.amazonaws.services.acmpca.model.InvalidTagException;

public class UntagCertificateAuthority {
public static void main(String[] args) throws Exception {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file
// in Windows or the .aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider("default").getCredentials();
} catch (Exception e) {
throw new AmazonClientException("Cannot load your credentials from disk", e);
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// Define the endpoint for your sample.
String endpointRegion = "region"; // Substitute your region here, e.g. "us-
west-2"
String endpointProtocol = "https://acm-pca." + endpointRegion +
" .amazonaws.com/";
EndpointConfiguration endpoint =
new AwsClientBuilder.EndpointConfiguration(endpointProtocol, endpointRegion);

// Create a client that you can use to make requests.

AWSACMPCA client = AWSACMPCAClientBuilder.standard()
.withEndpointConfiguration(endpoint)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a Tag object with the tag to delete.
Tag tag = new Tag();
tag.withKey("Administrator");
tag.withValue("Bob");

// Add the tags to a collection.
ArraylList<Tag> tags = new ArraylList<Tag>();
tags.add(tag);

// Create a request object and specify the certificate authority ARN.
UntagCertificateAuthorityRequest req = new UntagCertificateAuthorityRequest();
req.withCertificateAuthorityArn("arn:aws:acm-pca:us-

east-1:111122223333:certificate-authority/11223344-1234-1122-2233-112233445566");
req.withTags(tags);

// Delete the tag
try {
client.untagCertificateAuthority(req);
} catch (InvalidArnException ex) {
throw ex;
} catch (ResourceNotFoundException ex) {
throw ex;
} catch (InvalidTagException ex) {
throw ex;
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UpdateCertificateAuthority
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package com.amazonaws.samples;

import
import
import
import
import

import
import

import
import

import
import
import
import
import
import
import
import
import

com.
com.
com.
com.
com.

com.
com.

com.
com.

com.
com.
com.
com.
com.
com.
com.
com.
com.

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws.
amazonaws.

amazonaws.
amazonaws.

amazonaws

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

R

Ch

auth.AWSCredentials;
auth.profile.ProfileCredentialsProvider;
client.builder.AwsClientBuilder;
client.builder.AwsClientBuilder.EndpointConfiguration;
auth.AwWSStaticCredentialsProvider;

services.
services.

services.
services.

services.

services

services.
services.
services.
services.
services.

services

acmpca
acmpca

acmpca
acmpca

acmpca

.acmpca.

acmpca
acmpca
acmpca
acmpca
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.acmpca.

.AWSACMPCA;
.AWSACMPCAClientBuilder;

.model.
.model.

.AmazonClientException;

.model.
model.
.model.
.model.
.model.
.model.
.model.
model.

public class UpdateCertificateAuthority {

UpdateCertificateAuthorityRequest;
CertificateAuthorityStatus;

ConcurrentModificationException;
ResourceNotFoundException;
InvalidArgsException;
InvalidArnException;
InvalidStateException;
InvalidPolicyException;
CrlConfiguration;
RevocationConfiguration;

public static void main(String[] args) throws Exception {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file
// in Windows or the .aws/credentials file in Linux.

AWSCredentials credentials

try {
credentials

} catch (Exception e) {

null;

new ProfileCredentialsProvider("default").getCredentials();
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throw new AmazonClientException("Cannot load your credentials from file.",

@))7
}
// Define the endpoint for your sample.
String endpointRegion = "region"; // Substitute your region here, e.g. "us-
west-2"

String endpointProtocol = "https://acm-pca." + endpointRegion +
" .amazonaws.com/";
EndpointConfiguration endpoint =
new AwsClientBuilder.EndpointConfiguration(endpointProtocol, endpointRegion);

// Create a client that you can use to make requests.

AWSACMPCA client = AWSACMPCAClientBuilder.standard()
.withEndpointConfiguration(endpoint)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create the request object.
UpdateCertificateAuthorityRequest req = new UpdateCertificateAuthorityRequest();

// Set the ARN of the private CA that you want to update.
req.setCertificateAuthorityArn("arn:aws:acm-pca:us-
east-1:111122223333:certificate-authority/11223344-1234-1122-2233-112233445566");

// Define the certificate revocation list configuration. If you do not want to
// update the CRL configuration, leave the CrlConfiguration structure alone and
// do not set it on your UpdateCertificateAuthorityRequest object.
CrlConfiguration crlConfigure = new CrlConfiguration();
crlConfigure.withEnabled(tzrue);

crlConfigure.withExpirationInDays(365);
crlConfigure.withCustomCname("your-custom-name");
crlConfigure.withS3BucketName("your-bucket-name");

// Set the CRL configuration onto your UpdateCertificateAuthorityRequest object.
// If you do not want to change your CRL configuration, do not use the

// setCrlConfiguration method.

RevocationConfiguration revokeConfig = new RevocationConfiguration();
revokeConfig.setCrlConfiguration(crlConfigure);
req.setRevocationConfiguration(revokeConfig);

// Set the status.
req.withStatus(CertificateAuthorityStatus.<<ACTIVE>>);
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// Create the result object.

try {
client.updateCertificateAuthority(req);

} catch (ConcurrentModificationException ex) {
throw ex;

} catch (ResourceNotFoundException ex) {
throw ex;

} catch (InvalidArgsException ex) {
throw ex;

} catch (InvalidArnException ex) {
throw ex;

} catch (InvalidStateException ex) {
throw ex;

} catch (InvalidPolicyException ex) {
throw ex;
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package com.amazonaws.samples;

import
import
import
import
import

import

import

import
import

com.
com.
com.
com.
com.

com.

com.

com.
com.

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws.

amazonaws.

amazonaws.
amazonaws.

R ID
2.5.4.43
2547
2.5.4.10
2.5.4.11
2.5.4.65
25.4.5
25.4.8
25.4.4

2.54.12

auth.AWSCredentials;
auth.profile.ProfileCredentialsProvider;
client.builder.AwsClientBuilder;
client.builder.AwsClientBuilder.EndpointConfiguration;
auth.AwWSStaticCredentialsProvider;

services.
services.

services.

services

acmpca
acmpca

acmpca

.acmpca

.AWSACMPCA;
.AWSACMPCAClientBuilder;

.model.ASN1Subject;
.model.CertificateAuthorityConfiguration;
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import
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import
import
import

import
import
import
import
import

public

public static void main(String[] args) throws Exception {

format.",

west-2"

com.
com.
com.
com.
com.
com.
com.
com.

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

services.
services.

services
services
services

services.
services.

java.util.Arraylist;
java.util.Arrays;
java.util.List;

com.
com.
com.
com.
com.

class CreateCertificateAuthorityWithCustomAttributes {

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

acmpca
acmpca

.acmpca
.acmpca
.acmpca
services.

acmpca
acmpca
acmpca

.model.CertificateAuthorityType;
.model.CreateCertificateAuthorityResult;
.model.CreateCertificateAuthorityRequest;
.model.CrlConfiguration;
.model.CustomAttribute;
.model.KeyAlgorithm;
.model.SigningAlgorithm;

.model.Tag;

AmazonClientException;

services
services
services

.acmpca
.acmpca
.acmpca
services.

acmpca

.model.LimitExceededException;
.model.InvalidArgsException;
.model.InvalidPolicyException;
.model.RevocationConfiguration;

// Retrieve your credentials from the C:\Users\name\.aws\credentials file

// in Windows or the .aws/credentials file in Linux.

AwWSCredentials credentials =
try {
credentials = new ProfileCredentialsProvider("default").getCredentials();
} catch (Exception e) {
throw new AmazonClientException(
"Cannot load the credentials from the credential profiles file. " +
"Please make sure that your credentials file is at the correct " +
"location (C:\\Users\\joneps\\.aws\\credentials), and is in valid

e);

null;

// Define the endpoint for your sample.

String endpointRegion = "us-west-2";

String endpointProtocol = "https://acm-pca." + endpointRegion +

" .amazonaws.com/";
EndpointConfiguration endpoint =

// Substitute your region here, e.g. "us-
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new AwsClientBuilder.EndpointConfiguration(endpointProtocol,
endpointRegion);

// Create a client that you can use to make requests.

AWSACMPCA client = AWSACMPCAClientBuilder.standard()
.withEndpointConfiguration(endpoint)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Define custom attributes
List<CustomAttribute> customAttributes = Arrays.aslList(
new CustomAttribute()
.withObjectIdentifier("2.5.4.6") // Country
.withValue("US"),
new CustomAttribute()
.withObjectIdentifier("2.5.4.3") // CommonName
.withValue("CommonName"),
new CustomAttribute()
.withObjectIdentifier("1.3.6.1.4.1") // CustomOID
.withValue("ABCDEFG"),
new CustomAttribute()
.withObjectIdentifier("1.3.6.1.4.1") // CustomOID
.withValue("BCDEFGH")
I

// Define a CA subject.
ASN1Subject subject = new ASN1Subject();
subject.setCustomAttributes(customAttributes);

// Define the CA configuration.
CertificateAuthorityConfiguration configCA = new

CertificateAuthorityConfiguration();
configCA.withKeyAlgorithm(KeyAlgorithm.RSA_2048);
configCA.withSigningAlgorithm(SigningAlgorithm.SHA256WITHRSA);
configCA.withSubject(subject);

// Define a certificate revocation list configuration.
CrlConfiguration crlConfigure = new CrlConfiguration();
crlConfigure.withEnabled(true);
crlConfigure.withExpirationInDays(365);
crlConfigure.withCustomCname(null);
crlConfigure.withS3BucketName("your-bucket-name");

RevocationConfiguration revokeConfig = new RevocationConfiguration();
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revokeConfig.setCrlConfiguration(crlConfigure);

// Define a certificate authority type: ROOT or SUBORDINATE
CertificateAuthorityType caType = CertificateAuthorityType.SUBORDINATE;

// Create a tag - method 1
Tag tagl = new Tag();
tagl.withKey("PrivateCA");
tagl.withValue("Sample");

// Create a tag - method 2

Tag tag2 = new Tag()
.withKey("Purpose")
.withValue("WebServices");

// Add the tags to a collection.
ArraylList<Tag> tags = new ArraylList<Tag>();
tags.add(tagl);

tags.add(tag2);

// Create the request object.
CreateCertificateAuthorityRequest req = new

CreateCertificateAuthorityRequest();
req.withCertificateAuthorityConfiguration(configCA);
req.withRevocationConfiguration(revokeConfig);
req.withIdempotencyToken("1234");
req.withCertificateAuthorityType(caType);
req.withTags(tags);

// Create the private CA.
CreateCertificateAuthorityResult result = null;
try {

result = client.createCertificateAuthority(req);
} catch (InvalidArgsException ex) {

throw ex;
} catch (InvalidPolicyException ex) {

throw ex;
} catch (LimitExceededException ex) {

throw ex;

// Retrieve the ARN of the private CA.
String arn = result.getCertificateAuthorityArn();
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System.out.println(azn);
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package com.amazonaws.samples;

import
import
import
import
import

import
import
import
import
import
import

import
import
import
import
import
import
import
import
import
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import
import
import
import
import
import
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com.
com.

java.
java.
java.
java.
java.
java.

com.
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com.
com.
com.
com.
com.
com.
com.

com.
com.
com.
com.
com.
com.
com.

amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

auth.AWSCredentials;
auth.profile.ProfileCredentialsProvider;
client.builder.AwsClientBuilder;

client.builder.AwsClientBuilder.EndpointConfiguration;
.auth.AWSStaticCredentialsProvider;

nio.ByteBuffer;
nio.charset.StandardCharsets;
util.Arrays;
util.Baseb4;
util.List;
util.Objects;

services.
services.
services.

services

services.
services.
services.
services.

services

acmpca
acmpca
acmpca

.acmpca
services.

acmpca
acmpca
acmpca
acmpca
acmpca

.acmpca

.AWSACMPCA;
.AWSACMPCAClientBuilder;
.model.ASN1Subject;
.model.ApiPassthrough;
.model.CustomAttribute;
.model.Extensions;
.model.IssueCertificateRequest;
.model.IssueCertificateResult;
.model.SigningAlgorithm;
.model.Validity;

AmazonClientException;

services.
services.
services.

services

services.

acmpca
acmpca
acmpca

.acmpca
services.

acmpca
acmpca

.model.LimitExceededException;
.model.ResourceNotFoundException;
.model.InvalidStateException;
.model.InvalidArnException;
.model.InvalidArgsException;
.model.MalformedCSRException;

public class IssueCertificateWithCustomAttributes {

private static ByteBuffer stringToByteBuffer(final String string) {
if (Objects.isNull(string)) {

£ CustomAttribute & EF+H

MR latest 317



AWS Private Certificate Authority ArfEm

return null;

}
byte[] bytes = string.getBytes(StandardCharsets.UTF_8);
return ByteBuffer.wrap(bytes);

public static void main(String[] args) throws Exception {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file
// in Windows or the .aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider("default").getCredentials();
} catch (Exception e) {
throw new AmazonClientException("Cannot load your credentials from disk", e);

}

// Define the endpoint for your sample.

String endpointRegion = "us-west-2"; // Substitute your region here, e.g. "us-
west-2"

String endpointProtocol = "https://acm-pca." + endpointRegion +
" .amazonaws.com/";

EndpointConfiguration endpoint =
new AwsClientBuilder.EndpointConfiguration(endpointProtocol, endpointRegion);

// Create a client that you can use to make requests.
AWSACMPCA client = AWSACMPCAClientBuilder.standard()
.withEndpointConfiguration(endpoint)

.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a certificate request:
IssueCertificateRequest req = new IssueCertificateRequest();

// Set the CA ARN.
req.withCertificateAuthorityArn("arn:aws:acm-pca:region:account:" +
"certificate-authority/12345678-1234-1234-1234-123456789012");

// Specify the certificate signing request (CSR) for the certificate to be signed
and issued.

String strCSR =
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ByteBuffer csrByteBuffer = stringToByteBuffer(strCSR);
req.setCsr(csrByteBuffer);

// Specify the template for the issued certificate.
req.withTemplateArn("arn:aws:acm-pca:::template/
EndEntityCertificate_APIPassthrough/V1");

// Set the signing algorithm.
req.withSigningAlgorithm(SigningAlgorithm.SHA256WITHRSA);

// Set the validity period for the certificate to be issued.
Validity validity = new Validity();
validity.withValue(100L);

validity.withType("DAYS");

req.withValidity(validity);

// Set the idempotency token.
req.setIdempotencyToken("1234");

// Define custom attributes
List<CustomAttribute> customAttributes = Arrays.aslList(
new CustomAttribute()
.withObjectIdentifier("2.5.4.6") // Country
.withValue("US"),
new CustomAttribute()
.withObjectIdentifier("2.5.4.3") // CommonName
.withValue("CommonName"),
new CustomAttribute()
.withObjectIdentifier("1.3.6.1.4.1") // CustomOID
.withValue("ABCDEFG"),
new CustomAttribute()
.withObjectIdentifier("1.3.6.1.4.1") // CustomOID
.withValue("BCDEFGH")
I

// Define certificate subject.
ASN1Subject subject = new ASN1Subject();
subject.setCustomAttributes(customAttributes);

// Add subject to api-passthrough

ApiPassthrough apiPassthrough = new ApiPassthrough();
apiPassthrough.setSubject(subject);
req.setApiPassthrough(apiPassthrough);
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// Issue the certificate.
IssueCertificateResult result = null;
try {

result = client.issueCertificate(req);
} catch (LimitExceededException ex) {

throw ex;

} catch (ResourceNotFoundException ex) {
throw ex;

} catch (InvalidStateException ex) {
throw ex;

} catch (InvalidArnException ex) {
throw ex;

} catch (InvalidArgsException ex) {
throw ex;

} catch (MalformedCSRException ex) {
throw ex;

// Retrieve and display the certificate ARN.
String arn = result.getCertificateArn();
System.out.println(arn);
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package com.amazonaws.samples;

import com.amazonaws.auth.AWSCredentials;
import com.amazonaws.auth.profile.ProfileCredentialsProvider;
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import com.amazonaws.client.builder.AwsClientBuilder;
com.amazonaws.client.builder.AwsClientBuilder.EndpointConfiguration;
com.amazonaws.auth.AWSStaticCredentialsProvider;
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.services.acmpca.model.KeyAlgorithm;
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amazonaws.
amazonaws.
amazonaws.
.services.acmpca.model.InvalidArnException;
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amazonaws.
amazonaws.
amazonaws.
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.services.acmpca.model.CustomExtension;
amazonaws.

amazonaws

amazonaws.
amazonaws.

nio.ByteBuffer;
nio.charset.StandardCharsets;
util.Arrays;

util.Baseb64;

util.Objects;

services.acmpca.AWSACMPCA;
services.acmpca.AWSACMPCAClientBuilder;

services.acmpca.model.IssueCertificateRequest;
services.acmpca.model.IssueCertificateResult;

services.acmpca.model.SigningAlgorithm;
services.acmpca.model.Validity;
waiters.Waiter;
waiters.WaiterParameters;
waiters.WaiterTimedOutException;

.waiters.WaiterUnrecoverableException;
.AmazonClientException;

services.acmpca.model.LimitExceededException;
services.acmpca.model.ResourceNotFoundException;
services.acmpca.model.RevocationConfiguration;
services.acmpca.model.InvalidStateException;

services.acmpca.model.InvalidPolicyException;
services.acmpca.model.ASN1Subject;
services.acmpca.model.AWSACMPCAException;
services.acmpca.model.ApiPassthrough;
services.acmpca.model.CertificateAuthorityConfiguration;

.services.acmpca.model.CertificateAuthorityType;

services.acmpca.model.CertificateMismatchException;
services.acmpca.model.ConcurrentModificationException;
services.acmpca.model.CreateCertificateAuthorityRequest;
services.acmpca.model.CreateCertificateAuthorityResult;
services.acmpca.model.CrlConfiguration;

services.acmpca.model.Extensions;
services.acmpca.model.GetCertificateAuthorityCertificateRequest;
services.acmpca.model.GetCertificateAuthorityCertificateResult;
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com.amazonaws.services.acmpca.model.GetCertificateAuthorityCsrRequest;
com.amazonaws.services.acmpca.model.GetCertificateAuthorityCsrResult;
com.amazonaws.services.acmpca.model.GetCertificateRequest;
com.amazonaws.services.acmpca.model.GetCertificateResult;

mazonaws.services.acmpca.model.ImportCertificateAuthorityCertificateRequest;
com.amazonaws.services.acmpca.model.InvalidArgsException;
com.amazonaws.services.acmpca.model.MalformedCSRException;
com.amazonaws.services.acmpca.model.MalformedCertificateException;
com.amazonaws.services.acmpca.model.RequestFailedException;
com.amazonaws.services.acmpca.model.RequestInProgressException;

org.bouncycastle.asnl.x509.GeneralName;
org.bouncycastle.asnl.x509.GeneralSubtree;
org.bouncycastle.asnl.x509.NameConstraints;

lombok.SneakyThrows;

class SubordinateCAActivationWithNameConstraints {

public static void main(String[] args) throws Exception {

// Place your own Root CA ARN here.
String rootCAArn = "arn:aws:acm-pca:region:123456789012:certificate-

authority/12345678-1234-1234-1234-123456789012";

// Define the endpoint region for your sample.
String endpointRegion = "us-west-2"; // Substitute your region here, e.g. "us-

west-2"

Certi

// Define a CA subject.

ASN1Subject subject = new ASN1Subject();
subject.setOrganization("Example Organization");
subject.setOrganizationalUnit("Example");
subject.setCountry("US");
subject.setState("Virginia");
subject.setlLocality("Arlington");
subject.setCommonName("SubordinateCA");

// Define the CA configuration.
CertificateAuthorityConfiguration configCA = new
ficateAuthorityConfiguration();
configCA.withKeyAlgorithm(KeyAlgorithm.RSA_2048);
configCA.withSigningAlgorithm(SigningAlgorithm.SHA256WITHRSA);
configCA.withSubject(subject);
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// Define a certificate revocation list configuration.
CrlConfiguration crlConfigure = new CrlConfiguration();
crlConfigure.withEnabled(true);
crlConfigure.withExpirationInDays(365);
crlConfigure.withCustomCname(null);
crlConfigure.withS3BucketName("your-bucket-name");

// Define a certificate authority type
CertificateAuthorityType caType = CertificateAuthorityType.SUBORDINATE;

// ** Execute core code samples for Subordinate CA activation in sequence **

AWSACMPCA client = ClientBuilder(endpointRegion);

String rootCertificate = GetCertificateAuthorityCertificate(rootCAArn, client);

String subordinateCAArn = CreateCertificateAuthority(configCA, crlConfigure,
caType, client);

String csr = GetCertificateAuthorityCsr(subordinateCAArn, client);

String subordinateCertificateArn = IssueCertificate(rootCAArn, csr, client);

String subordinateCertificate = GetCertificate(subordinateCertificateArn,
rootCAArn, client);

ImportCertificateAuthorityCertificate(subordinateCertificate, rootCertificate,
subordinateCAArn, client);

}

private static AWSACMPCA ClientBuilder(String endpointRegion) {
// Retrieve your credentials from the C:\Users\name\.aws\credentials file
// in Windows or the .aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider("default").getCredentials();
} catch (Exception e) {
throw new AmazonClientException(
"Cannot load the credentials from the credential profiles file. " +
"Please make sure that your credentials file is at the correct " +
"location (C:\\Users\\joneps\\.aws\\credentials), and is in valid
format.",
e);

String endpointProtocol = "https://acm-pca." + endpointRegion +
" .amazonaws.com/";
EndpointConfiguration endpoint =
new AwsClientBuilder.EndpointConfiguration(endpointProtocol,
endpointRegion);
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// Create a client that you can use to make requests.

AWSACMPCA client = AWSACMPCAClientBuilder.standard()
.withEndpointConfiguration(endpoint)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

return client;

private static String GetCertificateAuthorityCertificate(String rootCAArn, AWSACMPCA
client) {
// ** GetCertificateAuthorityCertificate **

// Create a request object and set the certificate authority ARN,

GetCertificateAuthorityCertificateRequest getCACertificateRequest =
new GetCertificateAuthorityCertificateRequest();

getCACertificateRequest.withCertificateAuthorityArn(rootCAAzrn);

// Create a result object.
GetCertificateAuthorityCertificateResult getCACertificateResult = null;
try {

getCACertificateResult =

client.getCertificateAuthorityCertificate(getCACertificateRequest);

} catch (ResourceNotFoundException ex) {

throw ex;
} catch (InvalidStateException ex) {

throw ex;
} catch (InvalidArnException ex) {

throw ex;

// Retrieve and display the certificate information.

String rootCertificate = getCACertificateResult.getCertificate();
System.out.println("Root CA Certificate / Certificate Chain:");
System.out.println(rootCertificate);

return rootCertificate;

private static String CreateCertificateAuthority(CertificateAuthorityConfiguration
configCA, CrlConfiguration crlConfigure, CertificateAuthorityType caType, AWSACMPCA
client) {
RevocationConfiguration revokeConfig = new RevocationConfiguration();
revokeConfig.setCrlConfiguration(crlConfigure);
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// Create the request object.

CreateCertificateAuthorityRequest createCARequest = new
CreateCertificateAuthorityRequest();

createCARequest.withCertificateAuthorityConfiguration(configCA);

createCARequest.withRevocationConfiguration(revokeConfig);

createCARequest.withIdempotencyToken("1234");

createCARequest.withCertificateAuthorityType(caType);

// Create the private CA.
CreateCertificateAuthorityResult createCAResult = null;
try {
createCAResult = client.createCertificateAuthority(createCARequest);
} catch (InvalidArgsException ex) {
throw ex;
} catch (InvalidPolicyException ex) {
throw ex;
} catch (LimitExceededException ex) {
throw ex;

// Retrieve the ARN of the private CA.
String subordinateCAArn = createCAResult.getCertificateAuthorityArn();
System.out.println("Subordinate CA Arn: " + subordinateCAAzn);

return subordinateCAAzn;

private static String GetCertificateAuthorityCsr(String subordinateCAArn, AWSACMPCA
client) {

// Create the CSR request object and set the CA ARN.

GetCertificateAuthorityCsrRequest csrRequest = new
GetCertificateAuthorityCsrRequest();

csrRequest.withCertificateAuthorityArn(subordinateCAArn);

// Create waiter to wait on successful creation of the CSR file.
Waiter<GetCertificateAuthorityCsrRequest> getCSRWaiter =
client.waiters().certificateAuthorityCSRCreated();
try {
getCSRWaiter.run(new WaiterParameters<>(csrRequest));
} catch (WaiterUnrecoverableException e) {
//Explicit short circuit when the recourse transitions into
//an undesired state.
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} catch (WaiterTimedOutException e) {

//Failed to transition into desired state even after polling.
} catch(AWSACMPCAException e) {

//Unexpected service exception.

// Retrieve the CSR.
GetCertificateAuthorityCsrResult csrResult = null;
try {

csrResult = client.getCertificateAuthorityCsr(csrRequest);
} catch (RequestInProgressException ex) {

throw ex;
} catch (ResourceNotFoundException ex) {

throw ex;
} catch (InvalidArnException ex) {

throw ex;
} catch (RequestFailedException ex) {

throw ex;

// Retrieve and display the CSR;

String csr = csrResult.getCsz();
System.out.println("Subordinate CSR:");
System.out.println(csr);

return csr;

private static String IssueCertificate(String rootCAArn, String csr, AWSACMPCA
client) {

// Create a certificate request:
IssueCertificateRequest issueRequest = new IssueCertificateRequest();

// Set the issuing CA ARN.
issueRequest.withCertificateAuthorityArn(rootCAAzn);

// Set the template ARN.
issueRequest.withTemplateArn("arn:aws:acm-pca:::template/
SubordinateCACertificate_PathLen®_APIPassthrough/V1");

ByteBuffer csrByteBuffer = stringToByteBuffer(csr);
issueRequest.setCsr(csrByteBuffer);
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// Set the signing algorithm.
issueRequest.withSigningAlgorithm(SigningAlgorithm.SHA256WITHRSA);

// Set the validity period for the certificate to be issued.
Validity validity = new Validity();
validity.withValue(100L);

validity.withType("DAYS");
issueRequest.withValidity(validity);

// Set the idempotency token.
issueRequest.setIdempotencyToken("1234");

// Generate Base64 encoded Nameconstraints extension value
String base64EncodedExtValue = getNameConstraintExtensionValue();

// Generate custom extension

CustomExtension customExtension = new CustomExtension();

customExtension.setCritical(true);

customExtension.setObjectIdentifier("2.5.29.30"); // NameConstraints Extension
0ID

customExtension.setValue(base64EncodedExtValue);

// Add custom extension to api-passthrough

ApiPassthrough apiPassthrough = new ApiPassthrough();
Extensions extensions = new Extensions();
extensions.setCustomExtensions(Arrays.aslList(customExtension));
apiPassthrough.setExtensions(extensions);
issueRequest.setApiPassthrough(apiPassthrough);

// Issue the certificate.
IssueCertificateResult issueResult = null;
try {
issueResult = client.issueCertificate(issueRequest);
} catch (LimitExceededException ex) {
throw ex;
} catch (ResourceNotFoundException ex) {
throw ex;
} catch (InvalidStateException ex) {
throw ex;
} catch (InvalidArnException ex) {
throw ex;
} catch (InvalidArgsException ex) {
throw ex;
} catch (MalformedCSRException ex) {
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throw ex;

// Retrieve and display the certificate ARN.
String subordinateCertificateArn = issueResult.getCertificateArn();
System.out.println("Subordinate Certificate Arn: " + subordinateCertificateArn);

return subordinateCertificateArn;

@SneakyThrows
private static String getNameConstraintExtensionValue() {
// Generate Base64 encoded Nameconstraints extension value
GeneralSubtree dnsPrivate = new GeneralSubtree(new
GeneralName(GeneralName.dNSName, ".private"));
GeneralSubtree dnslLocal = new GeneralSubtree(new GeneralName(GeneralName.dNSName,
".local"));
GeneralSubtree dnsCorp = new GeneralSubtree(new GeneralName(GeneralName.dNSName,
".corp"));
GeneralSubtree dnsSecretCorp = new GeneralSubtree(new
GeneralName(GeneralName.dNSName, ".secret.corp"));
GeneralSubtree dnsExample = new GeneralSubtree(new
GeneralName(GeneralName.dNSName, ".example.com"));
GeneralSubtree[] permittedSubTree = new GeneralSubtree[] { dnsPrivate, dnslLocal,
dnsCorp };
GeneralSubtree[] excludedSubTree = new GeneralSubtree[] { dnsSecretCorp,
dnsExample };
NameConstraints nameConstraints = new NameConstraints(permittedSubTree,
excludedSubTree);

return new String(Base64.getEncoder().encode(nameConstraints.getEncoded()));
private static String GetCertificate(String subordinateCertificateArn, String
rootCAArn, AWSACMPCA client) {

// Create a request object.
GetCertificateRequest certificateRequest = new GetCertificateRequest();

// Set the certificate ARN.
certificateRequest.withCertificateArn(subordinateCertificateArn);

// Set the certificate authority ARN.
certificateRequest.withCertificateAuthorityArn(rootCAArn);
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// Create waiter to wait on successful creation of the certificate file.
Waiter<GetCertificateRequest> getCertificateWaiter =
client.waiters().certificateIssued();

try {

getCertificateWaiter.run(new WaiterParameters<>(certificateRequest));
} catch (WaiterUnrecoverableException e) {

//Explicit short circuit when the recourse transitions into

//an undesired state.
} catch (WaiterTimedOutException e) {

//Failed to transition into desired state even after polling.
} catch (AWSACMPCAException e) {

//Unexpected service exception.

// Retrieve the certificate and certificate chain.
GetCertificateResult certificateResult = null;

try {

certificateResult = client.getCertificate(certificateRequest);
} catch (RequestInProgressException ex) {

throw ex;
} catch (RequestFailedException ex) {
throw ex;
} catch (ResourceNotFoundException ex) {
throw ex;
} catch (InvalidArnException ex) {
throw ex;
} catch (InvalidStateException ex) {
throw ex;
}
// Get the certificate and certificate chain and display the result.
String subordinateCertificate = certificateResult.getCertificate();
System.out.println("Subordinate CA Certificate:");
System.out.println(subordinateCertificate);
return subordinateCertificate;

private static void ImportCertificateAuthorityCertificate(String
subordinateCertificate, String rootCertificate, String subordinateCAArn, AWSACMPCA

client) {

// Create the request object and set the signed certificate, chain and CA ARN.
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ImportCertificateAuthorityCertificateRequest importRequest =
new ImportCertificateAuthorityCertificateRequest();

ByteBuffer certByteBuffer = stringToByteBuffer(subordinateCertificate);
importRequest.setCertificate(certByteBuffer);

ByteBuffer rootCACertByteBuffer = stringToByteBuffer(rootCertificate);
importRequest.setCertificateChain(rootCACertByteBuffer);

// Set the certificate authority ARN.
importRequest.withCertificateAuthorityArn(subordinateCAAzn);

// Import the certificate.

try {
client.importCertificateAuthorityCertificate(importRequest);

} catch (CertificateMismatchException ex) {

throw ex;

} catch (MalformedCertificateException ex) {
throw ex;

} catch (InvalidArnException ex) {
throw ex;

} catch (ResourceNotFoundException ex) {
throw ex;

} catch (RequestInProgressException ex) {
throw ex;

} catch (ConcurrentModificationException ex) {
throw ex;

} catch (RequestFailedException ex) {
throw ex;

}

System.out.println("Subordinate CA certificate successfully imported.");
System.out.println("Subordinate CA activated successfully.");

private static ByteBuffer stringToByteBuffer(final String string) {
if (Objects.isNull(string)) {
return null;
}
byte[] bytes = string.getBytes(StandardCharsets.UTF_8);
return ByteBuffer.wrap(bytes);
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public class IssueCertificateWithQCStatement {

private static ByteBuffer stringToByteBuffer(final String string) {

if (Objects.isNull(string)) {
return null;

}
byte[] bytes = string.getBytes(StandardCharsets.UTF_8);
return ByteBuffer.wrap(bytes);

@SneakyThrows
private static String generateQCStatementBase64ExtValue() {

DERSequence qcTypeSeq = new DERSequence(ETSIQCObjectIdentifiers.id_etsi_qct_web);
QCStatement qcType = new QCStatement(ETSIQCObjectIdentifiers.id_etsi_qcs_QcType,

qcTypeSeq);

ASN1EncodableVector pspAIVector = new ASNlEncodableVector(2);
pspAIVector.add(new ASN1ObjectIdentifier("@.4.0.19495.1.3"));

pspAIVector.add(new DERUTF8String("PSP_AI"));
DERSequence pspAISeq = new DERSequence(pspAIVector);

ASN1EncodableVector pspASVector = new ASNlEncodableVector(2);
pspASVector.add(new ASN1ObjectIdentifier("0.4.0.19495.1.1"));

pspASVector.add(new DERUTF8String("PSP_AS"));
DERSequence pspASSeq = new DERSequence(pspASVector);

ASN1EncodableVector pspPIVector = new ASNlEncodableVector(2);
pspPIVector.add(new ASN1ObjectIdentifier("@.4.0.19495.1.2"));

pspPIVector.add(new DERUTF8String("PSP_PI"));
DERSequence pspPISeq = new DERSequence(pspPIVector);

ASN1EncodableVector pspICVector = new ASNlEncodableVector(2);
pspICVector.add(new ASN1ObjectIdentifier("@.4.0.19495.1.4"));

pspICVector.add(new DERUTF8String("PSP_IC"));
DERSequence pspICSeq = new DERSequence(pspICVector);

ASN1EncodableVector pspSeqVector = new ASN1EncodableVector(4);

pspSeqVector.add(pspPISeq);
pspSeqVector.add(pspICSeq);
pspSeqVector.add(pspASSeq);
pspSeqVector.add(pspAlSeq);
DERSequence pspSeq = new DERSequence(pspSeqVector);

ASN1EncodableVector pspVector = new ASN1EncodableVector(3);

pspVector.add(pspSeq);
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pspVector.add(new DERUTF8String("Your Financial Authority"));

pspVector.add(new DERUTF8String("AB-CD"));

DERSequence psp = new DERSequence(pspVector);

QCStatement qcPSP = new QCStatement(new ASN1ObjectIdentifier("@.4.0.19495.2"),
psp);

DERSequence qcSeq = new DERSequence(new QCStatement[] { qcType, qcPSP });

byte[] qcExtValueInBytes = qcSeq.getEncoded();
return Base64.getEncoder().encodeToString(qcExtValueInBytes);

public static void main(String[] args) throws Exception {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file
// in Windows or the .aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider("default").getCredentials();
} catch (Exception e) {
throw new AmazonClientException("Cannot load your credentials from disk", e);

}

// Define the endpoint for your sample.

String endpointRegion = "us-west-2"; // Substitute your region here, e.g. "us-
west-2"

String endpointProtocol = "https://acm-pca." + endpointRegion +

" .amazonaws.com/";
EndpointConfiguration endpoint =
new AwsClientBuilder.EndpointConfiguration(endpointProtocol, endpointRegion);

// Create a client that you can use to make requests.

AWSACMPCA client = AWSACMPCAClientBuilder.standard()
.withEndpointConfiguration(endpoint)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a certificate request:
IssueCertificateRequest req = new IssueCertificateRequest();

// Set the CA ARN.
req.withCertificateAuthorityArn("arn:aws:acm-pca:region:account:" +
"certificate-authority/12345678-1234-1234-1234-123456789012");
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// Specify the certificate signing request (CSR) for the certificate to be signed
and issued.
String strCSR =

B BEGIN CERTIFICATE REQUEST----- \n" +
"baseb4-encoded CSR\n" +
B END CERTIFICATE REQUEST----- \n";

ByteBuffer csrByteBuffer = stringToByteBuffer(strCSR);
req.setCsr(csrByteBuffer);

// Specify the template for the issued certificate.
req.withTemplateArn("arn:aws:acm-pca:::template/
EndEntityCertificate_APIPassthrough/V1");

// Set the signing algorithm.
req.withSigningAlgorithm(SigningAlgorithm.SHA256WITHRSA);

// Set the validity period for the certificate to be issued.
Validity validity = new Validity();

validity.withValue(30L);

validity.withType("DAYS");

req.withValidity(validity);

// Set the idempotency token.
req.setIdempotencyToken("1234");

// Generate Baseb64 encoded extension value for QC Statement
String base64EncodedExtValue = generateQCStatementBase64ExtValue();

// Generate custom extension

CustomExtension customExtension = new CustomExtension();

customExtension.setObjectIdentifier("1.3.6.1.5.5.7.1.3"); // QC Statement
Extension 0OID

customExtension.setValue(base64EncodedExtValue);

// Add custom extension to api-passthrough

ApiPassthrough apiPassthrough = new ApiPassthrough();
Extensions extensions = new Extensions();
extensions.setCustomExtensions(Arrays.aslList(customExtension));
apiPassthrough.setExtensions(extensions);
req.setApiPassthrough(apiPassthrough);

// Issue the certificate.
IssueCertificateResult result = null;

try {
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result = client.issueCertificate(req);
} catch (LimitExceededException ex) {

throw ex;

} catch (ResourceNotFoundException ex) {
throw ex;

} catch (InvalidStateException ex) {
throw ex;

} catch (InvalidArnException ex) {
throw ex;

} catch (InvalidArgsException ex) {
throw ex;

} catch (MalformedCSRException ex) {
throw ex;

// Retrieve and display the certificate ARN.
String arn = result.getCertificateArn();
System.out.println(azn);
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import com.amazonaws.waiters.WaiterTimedOutException;
import com.amazonaws.waiters.WaiterUnrecoverableException;

import org.bouncycastle.asnl.x509.SubjectPublicKeyInfo;
import org.bouncycastle.cert.jcajce.JcaX509ExtensionUtils;
import org.bouncycastle.openssl.PEMParser;

import org.bouncycastle.pkcs.PKCS10CertificationRequest;
import org.bouncycastle.util.io.pem.PemReader;

import lombok.SneakyThrows;
public class ProductAttestationAuthorityActivation {

public static void main(String[] args) throws Exception {
// Define the endpoint region for your sample.
String endpointRegion = "region"; // Substitute your region here, e.g. "ap-
southeast-2"

// Define custom attributes
List<CustomAttribute> customAttributes = Arrays.aslList(
new CustomAttribute()
.withObjectIdentifier("2.5.4.3") // CommonName
.withValue("Matter Test PAA"),
new CustomAttribute()
.withObjectIdentifier("1.3.6.1.4.1.37244.2.1") // Vendor ID
.withValue("FFF1")

);

// Define a CA subject.
ASN1Subject subject = new ASN1Subject();
subject.setCustomAttributes(customAttributes);

// Define the CA configuration.
CertificateAuthorityConfiguration configCA = new

CertificateAuthorityConfiguration();
configCA.withKeyAlgorithm(KeyAlgorithm.EC_prime256vl);
configCA.withSigningAlgorithm(SigningAlgorithm.SHA256WITHECDSA);
configCA.withSubject(subject);

// Define a CRL distribution point extension configuration

CrlDistributionPointExtensionConfiguration CDPConfigure = new
CrlDistributionPointExtensionConfiguration();

CDPConfigure.withOmitExtension(true);
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// Define a certificate revocation list configuration.

CrlConfiguration crlConfigure = new CrlConfiguration();
crlConfigure.withEnabled(true);

crlConfigure.withExpirationInDays(365);
crlConfigure.withCustomCname(null);
crlConfigure.withS3BucketName("your-bucket-name");
crlConfigure.withS30bjectAcl("BUCKET_OWNER_FULL_CONTROL");
crlConfigure.withCrlDistributionPointExtensionConfiguration(CDPConfigure);

// Define a certificate authority type
CertificateAuthorityType CAtype = CertificateAuthorityType.ROOT;

// ** Execute core code samples for Root CA activation in sequence **

AWSACMPCA client ClientBuilder(endpointRegion);

String rootCAArn = CreateCertificateAuthority(configCA, crlConfigure, CAtype,
client);

String csr = GetCertificateAuthorityCsr(rootCAArn, client);

String rootCertificateArn = IssueCertificate(rootCAArn, csr, client);

String rootCertificate = GetCertificate(rootCertificateArn, rootCAArn, client);

ImportCertificateAuthorityCertificate(rootCertificate, rootCAArn, client);

private static AWSACMPCA ClientBuilder(String endpointRegion) {
// Retrieve your credentials from the C:\Users\name\.aws\credentials file
// in Windows or the .aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider("default").getCredentials();
} catch (Exception e) {
throw new AmazonClientException(
"Cannot load the credentials from the credential profiles file. " +
"Please make sure that your credentials file is at the correct " +
"location (C:\\Users\\joneps\\.aws\\credentials), and is in valid
format.",

e);

String endpointProtocol = "https://acm-pca." + endpointRegion +
" .amazonaws.com/";
EndpointConfiguration endpoint =
new AwsClientBuilder.EndpointConfiguration(endpointProtocol,
endpointRegion);

// Create a client that you can use to make requests.
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AWSACMPCA client = AWSACMPCAClientBuilder.standard()
.withEndpointConfiguration(endpoint)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

return client;

private static String CreateCertificateAuthority(CertificateAuthorityConfiguration
configCA, CrlConfiguration crlConfigure, CertificateAuthorityType CAtype, AWSACMPCA
client) {
RevocationConfiguration revokeConfig = new RevocationConfiguration();
revokeConfig.setCrlConfiguration(crlConfigure);

// Create the request object.

CreateCertificateAuthorityRequest createCARequest = new
CreateCertificateAuthorityRequest();

createCARequest.withCertificateAuthorityConfiguration(configCA);

createCARequest.withIdempotencyToken("123987");

createCARequest.withCertificateAuthorityType(CAtype);

createCARequest.withRevocationConfiguration(revokeConfig);

// Create the private CA.
CreateCertificateAuthorityResult createCAResult = null;
try {
createCAResult = client.createCertificateAuthority(createCARequest);
} catch (InvalidArgsException ex) {
throw ex;
} catch (InvalidPolicyException ex) {
throw ex;
} catch (LimitExceededException ex) {
throw ex;

// Retrieve the ARN of the private CA.
String rootCAArn = createCAResult.getCertificateAuthorityArn();
System.out.println("Product Attestation Authority (PAA) Arn: " + rootCAAIn);

return rootCAArn;

private static String GetCertificateAuthorityCsr(String rootCAArn, AWSACMPCA
client) {
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// Create the CSR request object and set the CA ARN.
GetCertificateAuthorityCsrRequest csrRequest = new

GetCertificateAuthorityCsrRequest();

client.

csrRequest.withCertificateAuthorityArn(rootCAAzn);

// Create waiter to wait on successful creation of the CSR file.

Waiter<GetCertificateAuthorityCsrRequest> getCSRWaiter =
waiters().certificateAuthorityCSRCreated();
try {

getCSRWaiter.run(new WaiterParameters<>(csrRequest));
} catch (WaiterUnrecoverableException e) {

//Explicit short circuit when the recourse transitions into

//an undesired state.
} catch (WaiterTimedOutException e) {

//Failed to transition into desired state even after polling.

} catch (AWSACMPCAException e) {
//Unexpected service exception.

// Retrieve the CSR.
GetCertificateAuthorityCsrResult csrResult = null;
try {

csrResult = client.getCertificateAuthorityCsr(csrRequest);
} catch (RequestInProgressException ex) {

throw ex;
} catch (ResourceNotFoundException ex) {

throw ex;
} catch (InvalidArnException ex) {

throw ex;
} catch (RequestFailedException ex) {

throw ex;

// Retrieve and display the CSR;
String csr = csrResult.getCsz();
System.out.println(csr);

return csr;

@SneakyThrows

private static String generateAuthorityKeyIdentifier(final String csrPEM) {
PKCS10CertificationRequest csr = getPKCS1@CertificationRequest(csrPEM);

SubjectPublicKeyInfo spki = csr.getSubjectPublicKeyInfo();
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JcaX509ExtensionUtils extensionUtils = new JcaX509ExtensionUtils();
byte[] akiBytes =
extensionUtils.createAuthorityKeyIdentifier(spki).getEncoded();

return Base64.getEncoder().encodeToString(akiBytes);

@SneakyThrows
private static PKCSl1l@CertificationRequest getPKCS1@CertificationRequest(final
String csrPEM) {
ByteArrayInputStream bais = new ByteArrayInputStream(csrPEM.getBytes());
PemReader pemReader = new PemReader(new InputStreamReader(bais));
PEMParser parser = new PEMParser(pemReader);
Object o = parser.readObject();
if (o instanceof PKCS1@CertificationRequest) {
return (PKCS1l@CertificationRequest) o;
}

return null;

private static String IssueCertificate(String rootCAArn, String csr, AWSACMPCA
client) {

// Create a certificate request:
IssueCertificateRequest issueRequest = new IssueCertificateRequest();

// Set the CA ARN.
issueRequest.withCertificateAuthorityArn(rootCAAIn);

// Set the template ARN.
issueRequest.withTemplateArn("arn:aws:acm-pca:::template/
RootCACertificate_APIPassthrough/V1");

ByteBuffer csrByteBuffer = stringToByteBuffer(csr);
issueRequest.setCsr(csrByteBuffer);

// Set the signing algorithm.
issueRequest.withSigningAlgorithm(SigningAlgorithm.SHA256WITHECDSA);

// Set the validity period for the certificate to be issued.
Validity validity = new Validity();
validity.withValue(3650L);

validity.withType("DAYS");
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issueRequest.withValidity(validity);

// Set the idempotency token.
issueRequest.setIdempotencyToken("1234");

// Generate Base64 encoded extension value for AuthorityKeyIdentifier
String base64EncodedExtValue = generateAuthorityKeyIdentifier(csr);

// Generate custom extension

CustomExtension customExtension = new CustomExtension();

customExtension.setObjectIdentifier("2.5.29.35"); // AuthorityKeyIdentifier
Extension 0OID

customExtension.setValue(base64EncodedExtValue);

// Add custom extension to api-passthrough

ApiPassthrough apiPassthrough = new ApiPassthrough();
Extensions extensions = new Extensions();
extensions.setCustomExtensions(Arrays.aslList(customExtension));
apiPassthrough.setExtensions(extensions);
issueRequest.setApiPassthrough(apiPassthrough);

// Issue the certificate.
IssueCertificateResult issueResult = null;
try {
issueResult = client.issueCertificate(issueRequest);
} catch (LimitExceededException ex) {

throw ex;

} catch (ResourceNotFoundException ex) {
throw ex;

} catch (InvalidStateException ex) {
throw ex;

} catch (InvalidArnException ex) {
throw ex;

} catch (InvalidArgsException ex) {
throw ex;

} catch (MalformedCSRException ex) {
throw ex;

// Retrieve and display the certificate ARN.

String rootCertificateArn = issueResult.getCertificateArn();

System.out.println("Product Attestation Authority (PAA) Certificate Arn: " +
rootCertificateArn);
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return rootCertificateArn;

private static String GetCertificate(String rootCertificateArn, String rootCAArn,
AWSACMPCA client) {

// Create a request object.
GetCertificateRequest certificateRequest = new GetCertificateRequest();

// Set the certificate ARN.
certificateRequest.withCertificateArn(rootCertificateArn);

// Set the certificate authority ARN.
certificateRequest.withCertificateAuthorityArn(rootCAArn);

// Create waiter to wait on successful creation of the certificate file.
Waiter<GetCertificateRequest> getCertificateWaiter =
client.waiters().certificateIssued();

try {

getCertificateWaiter.run(new WaiterParameters<>(certificateRequest));
} catch (WaiterUnrecoverableException e) {

//Explicit short circuit when the recourse transitions into

//an undesired state.
} catch (WaiterTimedOutException e) {

//Failed to transition into desired state even after polling.
} catch (AWSACMPCAException e) {

//Unexpected service exception.

// Retrieve the certificate and certificate chain.
GetCertificateResult certificateResult = null;
try {
certificateResult = client.getCertificate(certificateRequest);
} catch (RequestInProgressException ex) {
throw ex;
} catch (RequestFailedException ex) {
throw ex;
} catch (ResourceNotFoundException ex) {
throw ex;
} catch (InvalidArnException ex) {
throw ex;
} catch (InvalidStateException ex) {
throw ex;
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// Get the certificate and certificate chain and display the result.
String rootCertificate = certificateResult.getCertificate();
System.out.println(rootCertificate);

return rootCertificate;

private static void ImportCertificateAuthorityCertificate(String rootCertificate,
String rootCAArn, AWSACMPCA client) {

// Create the request object and set the signed certificate, chain and CA ARN.
ImportCertificateAuthorityCertificateRequest importRequest =
new ImportCertificateAuthorityCertificateRequest();

ByteBuffer certByteBuffer = stringToByteBuffer(rootCertificate);
importRequest.setCertificate(certByteBuffer);

importRequest.setCertificateChain(null);

// Set the certificate authority ARN.
importRequest.withCertificateAuthorityArn(rootCAAzn);

// Import the certificate.

try {
client.importCertificateAuthorityCertificate(importRequest);

} catch (CertificateMismatchException ex) {

throw ex;

} catch (MalformedCertificateException ex) {
throw ex;

} catch (InvalidArnException ex) {
throw ex;

} catch (ResourceNotFoundException ex) {
throw ex;

} catch (RequestInProgressException ex) {
throw ex;

} catch (ConcurrentModificationException ex) {
throw ex;

} catch (RequestFailedException ex) {
throw ex;

System.out.println("Product Attestation Authority (PAA) certificate
successfully imported.");
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}

System.out.println("Product Attestation Authority (PAA) activated
successfully.");

private static ByteBuffer stringToByteBuffer(final String string) {
if (Objects.isNull(string)) {
return null;

}

byte[] bytes
return ByteBuffer.wrap(bytes);

= string.getBytes(StandardCharsets.UTF_8);
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.acmpca
services.
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.AWSACMPCA;
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.model.ASN1Subject;
.model.ApiPassthrough;
.model.CertificateAuthorityConfiguration;
.model.CertificateAuthorityType;
.model.CreateCertificateAuthorityResult;
.model.CreateCertificateAuthorityRequest;
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amazonaws
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.model.GetCertificateAuthorityCertificateRequest;
.model.GetCertificateAuthorityCertificateResult;
.model.GetCertificateAuthorityCsrRequest;
.model.GetCertificateAuthorityCsrResult;
.model.GetCertificateRequest;
.model.GetCertificateResult;

ImportCertificateAuthorityCertificateRequest;

.AmazonClientException;

services.acmpca.model.CertificateMismatchException;
services.acmpca.model.ConcurrentModificationException;
services.acmpca.model.LimitExceededException;
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InvalidArgsException;
InvalidArnException;
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InvalidStateException;

.MalformedCertificateException;

MalformedCSRException;
RequestFailedException;
RequestInProgressException;
ResourceNotFoundException;
AWSACMPCAException;

.waiters.WaiterParameters;

waiters.WaiterTimedOutException;
waiters.WaiterUnrecoverableException;

lombok.SneakyThrows;

class ProductAttestationIntermediateActivation {

public static void main(String[] args) throws Exception {

// Place your own Root CA ARN here.
String paaArn = "arn:aws:acm-pca:region:123456789012:certificate-

authority/12345678-1234-1234-1234-123456789012";

// Define the endpoint region for your sample.
String endpointRegion = "region";
southeast-2"

// Define custom attributes

List<CustomAttribute> customAttributes =

);

new CustomAttribute()
.withObjectIdentifier("2.5.4.3") // CommonName
.withValue("Matter Test PAI"),

new CustomAttribute()

.withObjectIdentifier("1.3.6.1.4.1.37244.2.1") // Vendor ID

.withValue("FFF1"),
new CustomAttribute()

.withObjectIdentifier("1.3.6.1.4.1.37244.2.2") // Product ID

.withValue("8000")

// Define a CA subject.
ASN1Subject subject =

// Substitute your region here, e.g.

Arrays.aslList(

new ASN1Subject();

ap-
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subject.setCustomAttributes(customAttributes);

// Define the CA configuration.
CertificateAuthorityConfiguration configCA = new

CertificateAuthorityConfiguration();
configCA.withKeyAlgorithm(KeyAlgorithm.EC_prime256vl);
configCA.withSigningAlgorithm(SigningAlgorithm.SHA256WITHECDSA);
configCA.withSubject(subject);

// Define a CRL distribution point extension configuration

CrlDistributionPointExtensionConfiguration CDPConfigure = new
CrlDistributionPointExtensionConfiguration();

CDPConfigure.withOmitExtension(true);

// Define a certificate revocation list configuration.
CrlConfiguration crlConfigure = new CrlConfiguration();
crlConfigure.withEnabled(true);
crlConfigure.withExpirationInDays(365);
crlConfigure.withCustomCname(null);
crlConfigure.withS3BucketName("your-bucket-name");
crlConfigure.withS30bjectAcl("BUCKET_OWNER_FULL_CONTROL");
crlConfigure.withCrlDistributionPointConfiguration(CDPConfigure);

// Define a certificate authority type

CertificateAuthorityType CAtype = CertificateAuthorityType.SUBORDINATE;

// ** Execute core code samples for Subordinate CA activation in sequence **

AWSACMPCA client = ClientBuilder(endpointRegion);

String rootCertificate = GetCertificateAuthorityCertificate(paaArn, client);
String subordinateCAArn = CreateCertificateAuthority(configCA, crlConfigure,

CAtype, client);
String csr = GetCertificateAuthorityCsr(subordinateCAArn, client);

String subordinateCertificateArn = IssueCertificate(paaArn, csr, client);
String subordinateCertificate = GetCertificate(subordinateCertificateArn,

paaArn, client);

ImportCertificateAuthorityCertificate(subordinateCertificate, rootCertificate,

subordinateCAArn, client);

private static AWSACMPCA ClientBuilder(String endpointRegion) {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file

// in Windows or the .aws/credentials file in Linux.
AWSCredentials credentials = null;
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try {
credentials = new ProfileCredentialsProvider("default").getCredentials();
} catch (Exception e) {
throw new AmazonClientException(
"Cannot load the credentials from the credential profiles file. " +
"Please make sure that your credentials file is at the correct " +
"location (C:\\Users\\joneps\\.aws\\credentials), and is in valid
format.",

e);

String endpointProtocol = "https://acm-pca." + endpointRegion +
" .amazonaws.com/";
EndpointConfiguration endpoint =
new AwsClientBuilder.EndpointConfiguration(endpointProtocol,
endpointRegion);

// Create a client that you can use to make requests.

AWSACMPCA client = AWSACMPCAClientBuilder.standard()
.withEndpointConfiguration(endpoint)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

return client;

private static String GetCertificateAuthorityCertificate(String rootCAArn,
AWSACMPCA client) {
// ** GetCertificateAuthorityCertificate **

// Create a request object and set the certificate authority ARN,
GetCertificateAuthorityCertificateRequest getCACertificateRequest =
new GetCertificateAuthorityCertificateRequest();
getCACertificateRequest.withCertificateAuthorityArn(rootCAAzn);

// Create a result object.
GetCertificateAuthorityCertificateResult getCACertificateResult = null;
try {
getCACertificateResult =
client.getCertificateAuthorityCertificate(getCACertificateRequest);
} catch (ResourceNotFoundException ex) {
throw ex;
} catch (InvalidStateException ex) {
throw ex;
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} catch (InvalidArnException ex) {
throw ex;

// Retrieve and display the certificate information.

String rootCertificate = getCACertificateResult.getCertificate();

System.out.println("Product Attestation Authority (PAA) Certificate /
Certificate Chain:");

System.out.println(rootCertificate);

return rootCertificate;

private static String CreateCertificateAuthority(CertificateAuthorityConfiguration
configCA, CrlConfiguration crlConfigure, CertificateAuthorityType CAtype, AWSACMPCA
client) {
RevocationConfiguration revokeConfig = new RevocationConfiguration();
revokeConfig.setCrlConfiguration(crlConfigure);

// Create the request object.

CreateCertificateAuthorityRequest createCARequest = new
CreateCertificateAuthorityRequest();

createCARequest.withCertificateAuthorityConfiguration(configCA);

createCARequest.withIdempotencyToken("123987");

createCARequest.withCertificateAuthorityType(CAtype);

createCARequest.withRevocationConfiguration(revokeConfig);

// Create the private CA.
CreateCertificateAuthorityResult createCAResult = null;
try {
createCAResult = client.createCertificateAuthority(createCARequest);
} catch (InvalidArgsException ex) {
throw ex;
} catch (InvalidPolicyException ex) {
throw ex;
} catch (LimitExceededException ex) {
throw ex;

// Retrieve the ARN of the private CA.

String subordinateCAArn = createCAResult.getCertificateAuthorityArn();

System.out.println("Product Attestation Intermediate (PAI) Arn: " +
subordinateCAArn);
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return subordinateCAArn;

private static String GetCertificateAuthorityCsr(String subordinateCAArn, AWSACMPCA
client) {

// Create the CSR request object and set the CA ARN.
GetCertificateAuthorityCsrRequest csrRequest = new

GetCertificateAuthorityCsrRequest();

client.

csrRequest.withCertificateAuthorityArn(subordinateCAArn);

// Create waiter to wait on successful creation of the CSR file.
Waiter<GetCertificateAuthorityCsrRequest> getCSRWaiter =
waiters().certificateAuthorityCSRCreated();
try {
getCSRWaiter.run(new WaiterParameters<>(csrRequest));
} catch (WaiterUnrecoverableException e) {
//Explicit short circuit when the recourse transitions into
//an undesired state.
} catch (WaiterTimedOutException e) {
//Failed to transition into desired state even after polling.
} catch(AWSACMPCAException e) {
//Unexpected service exception.

// Retrieve the CSR.
GetCertificateAuthorityCsrResult csrResult = null;
try {

csrResult = client.getCertificateAuthorityCsr(csrRequest);
} catch (RequestInProgressException ex) {

throw ex;
} catch (ResourceNotFoundException ex) {

throw ex;
} catch (InvalidArnException ex) {

throw ex;
} catch (RequestFailedException ex) {

throw ex;

// Retrieve and display the CSR;

String csr = csrResult.getCsz();
System.out.println("Subordinate CSR:");
System.out.println(csr);
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return csr;

private static String IssueCertificate(String rootCAArn, String csr, AWSACMPCA
client) {

// Create a certificate request:
IssueCertificateRequest issueRequest = new IssueCertificateRequest();

// Set the issuing CA ARN.
issueRequest.withCertificateAuthorityArn(rootCAAIn);

// Set the template ARN.
issueRequest.withTemplateArn("arn:aws:acm-pca:::template/
BlankSubordinateCACertificate_PathLen@_APIPassthrough/V1");

ByteBuffer csrByteBuffer = stringToByteBuffer(csr);
issueRequest.setCsr(csrByteBuffer);

// Set the signing algorithm.
issueRequest.withSigningAlgorithm(SigningAlgorithm.SHA256WITHECDSA);

// Set the validity period for the certificate to be issued.
Validity validity = new Validity();
validity.withValue(730L); // Approximately two years
validity.withType("DAYS");
issueRequest.withValidity(validity);

// Set the idempotency token.
issueRequest.setIdempotencyToken("1234");

ApiPassthrough apiPassthrough = new ApiPassthrough();

// Generate Base64 encoded extension value for ExtendedKeyUsage
String base64EncodedKUValue = generateKeyUsageValue();

// Generate custom extension

CustomExtension customKeyUsageExtension = new CustomExtension();
customKeyUsageExtension.setObjectIdentifier("2.5.29.15");
customKeyUsageExtension.setValue(base64EncodedKUValue);
customKeyUsageExtension.setCritical(true);

// Set KeyUsage extension to api passthrough
Extensions extensions = new Extensions();
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extensions.setCustomExtensions(Arrays.asList(customKeyUsageExtension));
apiPassthrough.setExtensions(extensions);
issueRequest.setApiPassthrough(apiPassthrough);

// Issue the certificate.
IssueCertificateResult issueResult = null;
try {
issueResult = client.issueCertificate(issueRequest);
} catch (LimitExceededException ex) {

throw ex;

} catch (ResourceNotFoundException ex) {
throw ex;

} catch (InvalidStateException ex) {
throw ex;

} catch (InvalidArnException ex) {
throw ex;

} catch (InvalidArgsException ex) {
throw ex;

} catch (MalformedCSRException ex) {
throw ex;

// Retrieve and display the certificate ARN.

String subordinateCertificateArn = issueResult.getCertificateArn();

System.out.println("Subordinate Certificate Arn: " +
subordinateCertificateArn);

return subordinateCertificateArn;

@SneakyThrows
private static String generateKeyUsageValue() {
KeyUsage keyUsage = new KeyUsage(X509KeyUsage.keyCertSign |
X509KeyUsage.cRLSign);
byte[] kuBytes = keyUsage.getEncoded();
return Base64.getEncoder().encodeToString(kuBytes);

private static String GetCertificate(String subordinateCertificateArn, String
rootCAArn, AWSACMPCA client) {

// Create a request object.
GetCertificateRequest certificateRequest = new GetCertificateRequest();
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// Set the certificate ARN.
certificateRequest.withCertificateArn(subordinateCertificateArn);

// Set the certificate authority ARN.
certificateRequest.withCertificateAuthorityArn(rootCAArn);

// Create waiter to wait on successful creation of the certificate file.
Waiter<GetCertificateRequest> getCertificateWaiter =
client.waiters().certificateIssued();

try {

getCertificateWaiter.run(new WaiterParameters<>(certificateRequest));
} catch (WaiterUnrecoverableException e) {

//Explicit short circuit when the recourse transitions into

//an undesired state.
} catch (WaiterTimedOutException e) {

//Failed to transition into desired state even after polling.
} catch (AWSACMPCAException e) {

//Unexpected service exception.

// Retrieve the certificate and certificate chain.
GetCertificateResult certificateResult = null;
try {
certificateResult = client.getCertificate(certificateRequest);
} catch (RequestInProgressException ex) {
throw ex;
} catch (RequestFailedException ex) {
throw ex;
} catch (ResourceNotFoundException ex) {
throw ex;
} catch (InvalidArnException ex) {
throw ex;
} catch (InvalidStateException ex) {
throw ex;

// Get the certificate and certificate chain and display the result.
String subordinateCertificate = certificateResult.getCertificate();
System.out.println("Subordinate CA Certificate:");
System.out.println(subordinateCertificate);

return subordinateCertificate;
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private static void ImportCertificateAuthorityCertificate(String

subordinateCertificate, String rootCertificate, String subordinateCAArn, AWSACMPCA

client) {

// Create the request object and set the signed certificate, chain and CA ARN.

ImportCertificateAuthorityCertificateRequest importRequest =
new ImportCertificateAuthorityCertificateRequest();

ByteBuffer certByteBuffer = stringToByteBuffer(subordinateCertificate);

importRequest.setCertificate(certByteBuffer);

ByteBuffer rootCACertByteBuffer = stringToByteBuffer(rootCertificate);
importRequest.setCertificateChain(rootCACertByteBuffer);

// Set the certificate authority ARN.
importRequest.withCertificateAuthorityArn(subordinateCAAzrn);

// Import the certificate.

try {
client.importCertificateAuthorityCertificate(importRequest);

} catch (CertificateMismatchException ex) {

throw ex;

} catch (MalformedCertificateException ex) {
throw ex;

} catch (InvalidArnException ex) {
throw ex;

} catch (ResourceNotFoundException ex) {
throw ex;

} catch (RequestInProgressException ex) {
throw ex;

} catch (ConcurrentModificationException ex) {
throw ex;

} catch (RequestFailedException ex) {
throw ex;

}
System.out.println("Product Attestation Intermediate (PAI) certificate

successfully imported.");
System.out.println("Product Attestation Intermediate (PAI) activated
successfully.");

}

private static ByteBuffer stringToByteBuffer(final String string) {
if (Objects.isNull(string)) {
return null;
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}
byte[] bytes = string.getBytes(StandardCharsets.UTF_8);
return ByteBuffer.wrap(bytes);
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package com.amazonaws.samples.matter;

import com.amazonaws.auth.AWSCredentials;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;

import com.amazonaws.client.builder.AwsClientBuilder;

import com.amazonaws.client.builder.AwsClientBuilder.EndpointConfiguration;
import com.amazonaws.auth.AWSStaticCredentialsProvider;

import java.nio.ByteBuffer;

import java.nio.charset.StandardCharsets;
import java.util.Arrays;

import java.util.Baseb4;

import java.util.list;

import java.util.Objects;

import com.amazonaws.services.acmpca.AWSACMPCA;
import com.amazonaws.services.acmpca.AWSACMPCAClientBuilder;

import com.amazonaws.services.acmpca.model.ASN1Subject;

import com.amazonaws.services.acmpca.model.ApiPassthrough;

import com.amazonaws.services.acmpca.model.CustomAttribute;

import com.amazonaws.services.acmpca.model.CustomExtension;

import com.amazonaws.services.acmpca.model.Extensions;

import com.amazonaws.services.acmpca.model.IssueCertificateRequest;
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import
import
import

import
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import
import
import

import
import

import

public

com.amazonaws.services.acmpca.model.IssueCertificateResult;
com.amazonaws.services.acmpca.model.SigningAlgorithm;
com.amazonaws.services.acmpca.model.Validity;

com.amazonaws .AmazonClientException;
com.amazonaws.services.acmpca.model.LimitExceededException;
com.amazonaws.services.acmpca.model.ResourceNotFoundException;
com.amazonaws.services.acmpca.model.InvalidStateException;
com.amazonaws.services.acmpca.model.InvalidArnException;
com.amazonaws.services.acmpca.model.InvalidArgsException;
com.amazonaws.services.acmpca.model.MalformedCSRException;

org.bouncycastle.asnl.x509.KeyUsage;
org.bouncycastle.jce.X509KeyUsage;

lombok.SneakyThrows;

class IssueDeviceAttestationCertificate {

public static ByteBuffer stringToByteBuffer(final String string) {

@Sn
pri

if (Objects.isNull(string)) {
return null;
}
byte[] bytes = string.getBytes(StandardCharsets.UTF_8);
return ByteBuffer.wrap(bytes);

eakyThrows

vate static String generateKeyUsageValue() {

KeyUsage keyUsage = new KeyUsage(X509KeyUsage.digitalSignature);
byte[] kuBytes = keyUsage.getEncoded();

return Base64.getEncoder().encodeToString(kuBytes);

public static void main(String[] args) throws Exception {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file
// in Windows or the .aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider("default").getCredentials();
} catch (Exception e) {
throw new AmazonClientException("Cannot load your credentials from disk", e);
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// Define the endpoint for your sample.
String endpointRegion = "region"; // Substitute your region here, e.g. "ap-
southeast-2"
String endpointProtocol = "https://acm-pca." + endpointRegion +
" .amazonaws.com/";
EndpointConfiguration endpoint =
new AwsClientBuilder.EndpointConfiguration(endpointProtocol, endpointRegion);

// Create a client that you can use to make requests.

AWSACMPCA client = AWSACMPCAClientBuilder.standard()
.withEndpointConfiguration(endpoint)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a certificate request:
IssueCertificateRequest req = new IssueCertificateRequest();

// Set the CA ARN.
req.withCertificateAuthorityArn("arn:aws:acm-pca:region:123456789012:certificate-
authority/12345678-1234-1234-1234-123456789012");

// Specify the certificate signing request (CSR) for the certificate to be signed
and issued.
String strCSR =

Mmoo BEGIN CERTIFICATE REQUEST----- \n" +
"baseb4-encoded certificate\n" +
Mmoo END CERTIFICATE REQUEST----- \n";

ByteBuffer csrByteBuffer = stringToByteBuffer(strCSR);
req.setCsr(csrByteBuffer);

// Specify the template for the issued certificate.
req.withTemplateArn("arn:aws:acm-pca:::template/
BlankEndEntityCertificate_CriticalBasicConstraints_APIPassthrough/V1");

// Set the signing algorithm.
req.withSigningAlgorithm(SigningAlgorithm.SHA256WITHECDSA);

// Set the validity period for the certificate to be issued.
Validity validity = new Validity();

validity.withValue(10L);

validity.withType("DAYS");

req.withValidity(validity);

// Set the idempotency token.
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req.setIdempotencyToken("1234");

// Define custom attributes
List<CustomAttribute> customAttributes = Arrays.aslList(
new CustomAttribute()
.withObjectIdentifier("2.5.4.3")
.withValue("Matter Test DAC 0001"),
new CustomAttribute()
.withObjectIdentifier("1.3.6.1.4.1.37244.2.1")
.withValue("FFF1"),
new CustomAttribute()
.withObjectIdentifier("1.3.6.1.4.1.37244.2.2")
.withValue("8000")
I

// Define a cert subject.
ASN1Subject subject = new ASN1Subject();
subject.setCustomAttributes(customAttributes);

ApiPassthrough apiPassthrough = new ApiPassthrough();
apiPassthrough.setSubject(subject);

// Generate Base64 encoded extension value for ExtendedKeyUsage
String base64EncodedKUValue = generateKeyUsageValue();

// Generate custom extension

CustomExtension customKeyUsageExtension = new CustomExtension();

customKeyUsageExtension.setObjectIdentifier("2.5.29.15"); // KeyUsage Extension
0ID

customKeyUsageExtension.setValue(base64EncodedKUValue);

customKeyUsageExtension.setCritical(true);

Extensions extensions = new Extensions();
extensions.setCustomExtensions(Arrays.asList(customKeyUsageExtension));
apiPassthrough.setExtensions(extensions);
req.setApiPassthrough(apiPassthrough);

// Issue the certificate.
IssueCertificateResult result = null;
try {
result = client.issueCertificate(req);
} catch (LimitExceededException ex) {
throw ex;
} catch (ResourceNotFoundException ex) {
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throw ex;

} catch (InvalidStateException ex) {
throw ex;

} catch (InvalidArnException ex) {
throw ex;

} catch (InvalidArgsException ex) {
throw ex;

} catch (MalformedCSRException ex) {
throw ex;

// Retrieve and display the certificate ARN.
String arn = result.getCertificateArn();
System.out.println(azn);

HUET RBEILEH (NOC) #IAR CA.

bt Java RBIE R T 2048 85 FARootCACertificate_ APIPassthrough/V1 JE X iR R 8122 M &% Matt er Root

CA 1IE=FJ§EﬁJﬁ7;Z NOC, ¥F NOC 48 CAiE# , AuthorityKeyldentifier (AKI) " B &2 iEH

AK TMER— Base64 wiZH AKI B , R NEEHEL, CustomExtension

ZROIERALT AWS FAF CA API 124 :

CreateCertificateAuthority
GetCertificateAuthorityCsr

IssueCertificate
GetCertificate

ImportCertificateAuthorityCertificate

MREBRRE |, FSRBQERERRE 2 R £ H Matter Fro

package com.amazonaws.samples.matter;

import com.amazonaws.auth.AWSCredentials;
import com.amazonaws.auth.profile.ProfileCredentialsProvider;
import com.amazonaws.client.builder.AwsClientBuilder;

import com.amazonaws.client.builder.AwsClientBuilder.EndpointConfiguration;

import com.amazonaws.samples.GetCertificateAuthorityCertificate;
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.io.ByteArrayInputStream;
.io.InputStreamReader;
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nio.ByteBuffer;
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util.Arraylist;
util.Arrays;
util.Baseb4;
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util.Objects;
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.AWSACMPCA;
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.model.
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ASN1Subject;

ApiPassthrough;
CertificateAuthorityConfiguration;
CertificateAuthorityType;

.CreateCertificateAuthorityResult;

CreateCertificateAuthorityRequest;
CrlConfiguration;

CustomAttribute;

CustomExtension;

Extensions;

.KeyAlgorithm;

SigningAlgorithm;
Tag;

GetCertificateAuthorityCsrRequest;
GetCertificateAuthorityCsrResult;
GetCertificateRequest;
GetCertificateResult;

ImportCertificateAuthorityCertificateRequest;

.model.
.model.
.model.
.model.

.AmazonClientException;

IssueCertificateRequest;
IssueCertificateResult;
SigningAlgorithm;
Validity;

services.acmpca.model.CertificateMismatchException;
services.acmpca.model.ConcurrentModificationException;
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amazonaws.
.waiters.WaiterUnrecoverableException;

amazonaws

bouncycastle.
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services.
services.
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waiters.Waiter;
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LimitExceededException;
InvalidArgsException;
InvalidArnException;
InvalidPolicyException;
InvalidStateException;
MalformedCertificateException;
MalformedCSRException;
RequestFailedException;
RequestInProgressException;
ResourceNotFoundException;
RevocationConfiguration;
AWSACMPCAException;

waiters.WaiterParameters;
waiters.WaiterTimedOutException;

lombok.SneakyThrows;

class RootCAActivation {
public static void main(String[] args) throws Exception {
// Define the endpoint region for your sample.

String endpointRegion = "region";
southeast-2"

// Define custom attributes

List<CustomAttribute> customAttributes =

);

new CustomAttribute()
.withObjectIdentifier("1.3.6.1.4.1.37244.1.4")
.withValue("CACACACAQQQ00001")

// Define a CA subject.
ASN1Subject subject =
subject.setCustomAttributes(customAttributes);

asnl.x509.SubjectPublicKeyInfo;
cert.jcajce.JcaX509ExtensionUtils;
openssl.PEMParser;
pkcs.PKCS1@CertificationRequest;
util.io.pem.PemReader;

// Substitute your region here, e.g. "ap-

Arrays.asList(

new ASN1Subject();

// Define the CA configuration.
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CertificateAuthorityConfiguration configCA = new

CertificateAuthorityConfiguration();
configCA.withKeyAlgorithm(KeyAlgorithm.EC_prime256vl);
configCA.withSigningAlgorithm(SigningAlgorithm.SHA256WITHECDSA);
configCA.withSubject(subject);

// Define a certificate authority type
CertificateAuthorityType CAtype = CertificateAuthorityType.ROOT;

// ** Execute core code samples for Root CA activation in sequence **
AWSACMPCA client ClientBuilder(endpointRegion);

String rootCAAzrn CreateCertificateAuthority(configCA, CAtype, client);

String csr = GetCertificateAuthorityCsr(rootCAArn, client);

String rootCertificateArn = IssueCertificate(rootCAArn, csr, client);

String rootCertificate = GetCertificate(rootCertificateArn, rootCAArn, client);
ImportCertificateAuthorityCertificate(rootCertificate, rootCAArn, client);

private static AWSACMPCA ClientBuilder(String endpointRegion) {
// Retrieve your credentials from the C:\Users\name\.aws\credentials file
// in Windows or the .aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider("default").getCredentials();
} catch (Exception e) {
throw new AmazonClientException(
"Cannot load the credentials from the credential profiles file. " +
"Please make sure that your credentials file is at the correct " +
"location (C:\\Users\\joneps\\.aws\\credentials), and is in valid
format.",

e);

String endpointProtocol = "https://acm-pca." + endpointRegion +
" .amazonaws.com/";
EndpointConfiguration endpoint =
new AwsClientBuilder.EndpointConfiguration(endpointProtocol,
endpointRegion);

// Create a client that you can use to make requests.

AWSACMPCA client = AWSACMPCAClientBuilder.standard()
.withEndpointConfiguration(endpoint)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();
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return client;

private static String CreateCertificateAuthority(CertificateAuthorityConfiguration
configCA, CertificateAuthorityType CAtype, AWSACMPCA client) {
// Create the request object.
CreateCertificateAuthorityRequest createCARequest = new
CreateCertificateAuthorityRequest();
createCARequest.withCertificateAuthorityConfiguration(configCA);
createCARequest.withIdempotencyToken("123987");
createCARequest.withCertificateAuthorityType(CAtype);

// Create the private CA.
CreateCertificateAuthorityResult createCAResult = null;
try {
createCAResult = client.createCertificateAuthority(createCARequest);
} catch (InvalidArgsException ex) {
throw ex;
} catch (InvalidPolicyException ex) {
throw ex;
} catch (LimitExceededException ex) {
throw ex;

// Retrieve the ARN of the private CA.
String rootCAArn = createCAResult.getCertificateAuthorityArn();
System.out.println("Root CA Arn: " + rootCAAzn);

return rootCAArn;

private static String GetCertificateAuthorityCsr(String rootCAArn, AWSACMPCA
client) {

// Create the CSR request object and set the CA ARN.

GetCertificateAuthorityCsrRequest csrRequest = new
GetCertificateAuthorityCsrRequest();

csrRequest.withCertificateAuthorityArn(rootCAArn);

// Create waiter to wait on successful creation of the CSR file.

Waiter<GetCertificateAuthorityCsrRequest> getCSRWaiter =
client.waiters().certificateAuthorityCSRCreated();

try {
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getCSRWaiter.run(new WaiterParameters<>(csrRequest));
} catch (WaiterUnrecoverableException e) {
//Explicit short circuit when the recourse transitions into
//an undesired state.
} catch (WaiterTimedOutException e) {
//Failed to transition into desired state even after polling.
} catch (AWSACMPCAException e) {
//Unexpected service exception.

// Retrieve the CSR.
GetCertificateAuthorityCsrResult csrResult = null;
try {

csrResult = client.getCertificateAuthorityCsr(csrRequest);
} catch (RequestInProgressException ex) {

throw ex;
} catch (ResourceNotFoundException ex) {

throw ex;
} catch (InvalidArnException ex) {

throw ex;
} catch (RequestFailedException ex) {

throw ex;

// Retrieve and display the CSR;
String csr = csrResult.getCsz();
System.out.println(csr);

return csr;

@SneakyThrows

private static String generateAuthorityKeyIdentifier(final String csrPEM) {
PKCS1@CertificationRequest csr = getPKCS1@CertificationRequest(csrPEM);
SubjectPublicKeyInfo spki = csr.getSubjectPublicKeyInfo();
JcaX509ExtensionUtils extensionUtils = new JcaX509ExtensionUtils();
byte[] akiBytes =

extensionUtils.createAuthorityKeyIdentifier(spki).getEncoded();

return Baseb64.getEncoder().encodeToString(akiBytes);

@SneakyThrows

BOET RIRMFIE (NOC) 948 CA, MRS latest 367



AWS Private Certificate Authority ArfEm

private static PKCS1l@CertificationRequest getPKCS1@CertificationRequest(final
String csrPEM) {
ByteArrayInputStream bais = new ByteArrayInputStream(csrPEM.getBytes());
PemReader pemReader = new PemReader(new InputStreamReader(bais));
PEMParser parser = new PEMParser(pemReader);
Object o = parser.readObject();
if (o instanceof PKCS1@CertificationRequest) {
return (PKCS1l@CertificationRequest) o;
}

return null;

private static String IssueCertificate(String rootCAArn, String csr, AWSACMPCA
client) {

// Create a certificate request:
IssueCertificateRequest issueRequest = new IssueCertificateRequest();

// Set the CA ARN.
issueRequest.withCertificateAuthorityArn(rootCAAzn);

// Set the template ARN.
issueRequest.withTemplateArn("arn:aws:acm-pca:::template/
RootCACertificate_APIPassthrough/V1");

ByteBuffer csrByteBuffer = stringToByteBuffer(csr);
issueRequest.setCsr(csrByteBuffer);

// Set the signing algorithm.
issueRequest.withSigningAlgorithm(SigningAlgorithm.SHA256WITHECDSA);

// Set the validity period for the certificate to be issued.
Validity validity = new Validity();
validity.withValue(3650L);

validity.withType("DAYS");
issueRequest.withValidity(validity);

// Set the idempotency token.
issueRequest.setIdempotencyToken("1234");

// Generate Base64 encoded extension value for AuthorityKeyIdentifier
String base64EncodedExtValue = generateAuthorityKeyIdentifier(csr);

// Generate custom extension
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CustomExtension customExtension = new CustomExtension();

customExtension.setObjectIdentifier("2.5.29.35"); // AuthorityKeyIdentifier
Extension OID

customExtension.setValue(base64EncodedExtValue);

// Add custom extension to api-passthrough

ApiPassthrough apiPassthrough = new ApiPassthrough();
Extensions extensions = new Extensions();
extensions.setCustomExtensions(Arrays.aslList(customExtension));
apiPassthrough.setExtensions(extensions);
issueRequest.setApiPassthrough(apiPassthrough);

// Issue the certificate.
IssueCertificateResult issueResult = null;
try {
issueResult = client.issueCertificate(issueRequest);
} catch (LimitExceededException ex) {

throw ex;

} catch (ResourceNotFoundException ex) {
throw ex;

} catch (InvalidStateException ex) {
throw ex;

} catch (InvalidArnException ex) {
throw ex;

} catch (InvalidArgsException ex) {
throw ex;

} catch (MalformedCSRException ex) {
throw ex;

// Retrieve and display the certificate ARN.
String rootCertificateArn = issueResult.getCertificateArn();
System.out.println("Root Certificate Arn: " + rootCertificateArn);

return rootCertificateArn;
private static String GetCertificate(String rootCertificateArn, String rootCAArn,
AWSACMPCA client) {

// Create a request object.
GetCertificateRequest certificateRequest = new GetCertificateRequest();

// Set the certificate ARN.
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client.

certificateRequest.withCertificateArn(rootCertificateArn);

// Set the certificate authority ARN.
certificateRequest.withCertificateAuthorityArn(rootCAArn);

// Create waiter to wait on successful creation of the certificate file.
Waiter<GetCertificateRequest> getCertificateWaiter =
waiters().certificateIssued();
try {

getCertificateWaiter.run(new WaiterParameters<>(certificateRequest));
} catch (WaiterUnrecoverableException e) {

//Explicit short circuit when the recourse transitions into

//an undesired state.
} catch (WaiterTimedOutException e) {

//Failed to transition into desired state even after polling.
} catch (AWSACMPCAException e) {

//Unexpected service exception.

// Retrieve the certificate and certificate chain.
GetCertificateResult certificateResult = null;
try {
certificateResult = client.getCertificate(certificateRequest);
} catch (RequestInProgressException ex) {
throw ex;
} catch (RequestFailedException ex) {
throw ex;
} catch (ResourceNotFoundException ex) {
throw ex;
} catch (InvalidArnException ex) {
throw ex;
} catch (InvalidStateException ex) {
throw ex;

// Get the certificate and certificate chain and display the result.
String rootCertificate = certificateResult.getCertificate();
System.out.println(rootCertificate);

return rootCertificate;

private static void ImportCertificateAuthorityCertificate(String rootCertificate,

String

rootCAArn, AWSACMPCA client) {
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// Create the request object and set the signed certificate, chain and CA ARN.
ImportCertificateAuthorityCertificateRequest importRequest =
new ImportCertificateAuthorityCertificateRequest();

ByteBuffer certByteBuffer = stringToByteBuffer(rootCertificate);
importRequest.setCertificate(certByteBuffer);

importRequest.setCertificateChain(null);

// Set the certificate authority ARN.
importRequest.withCertificateAuthorityArn(rootCAAzn);

// Import the certificate.

try {
client.importCertificateAuthorityCertificate(importRequest);

} catch (CertificateMismatchException ex) {

throw ex;

} catch (MalformedCertificateException ex) {
throw ex;

} catch (InvalidArnException ex) {
throw ex;

} catch (ResourceNotFoundException ex) {
throw ex;

} catch (RequestInProgressException ex) {
throw ex;

} catch (ConcurrentModificationException ex) {
throw ex;

} catch (RequestFailedException ex) {
throw ex;

System.out.println("Root CA certificate successfully imported.");
System.out.println("Root CA activated successfully.");

private static ByteBuffer stringToByteBuffer(final String string) {
if (Objects.isNull(string)) {
return null;
}
byte[] bytes = string.getBytes(StandardCharsets.UTF_8);
return ByteBuffer.wrap(bytes);
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import com.amazonaws.waiters.WaiterUnrecoverableException;
import lombok.SneakyThrows;
public class IntermediateCAActivation {
public static void main(String[] args) throws Exception {
// Place your own Root CA ARN here.
String rootCAArn = "arn:aws:acm-pca:region:123456789012:certificate-

authority/12345678-1234-1234-1234-123456789012";

// Define the endpoint region for your sample.

String endpointRegion = "region"; // Substitute your region here, e.g.

southeast-2"

// Define custom attributes
List<CustomAttribute> customAttributes = Arrays.aslList(
new CustomAttribute()
.withObjectIdentifier("1.3.6.1.4.1.37244.1.3")
.withValue("CACACACAQ0Q00003")
);

// Define a CA subject.
ASN1Subject subject = new ASN1Subject();
subject.setCustomAttributes(customAttributes);

// Define the CA configuration.
CertificateAuthorityConfiguration configCA = new

CertificateAuthorityConfiguration();
configCA.withKeyAlgorithm(KeyAlgorithm.EC_prime256vl);
configCA.withSigningAlgorithm(SigningAlgorithm.SHA256WITHECDSA);
configCA.withSubject(subject);

// Define a certificate authority type

CertificateAuthorityType CAtype = CertificateAuthorityType.SUBORDINATE;

ap-

// ** Execute core code samples for Subordinate CA activation in sequence **

AWSACMPCA client = ClientBuilder(endpointRegion);

String rootCertificate = GetCertificateAuthorityCertificate(rootCAArn, client);
String subordinateCAArn = CreateCertificateAuthority(configCA, CAtype, client);

String csr = GetCertificateAuthorityCsr(subordinateCAArn, client);

String subordinateCertificateArn = IssueCertificate(rootCAArn, csr, client);
String subordinateCertificate = GetCertificate(subordinateCertificateArn,

rootCAArn, client);
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ImportCertificateAuthorityCertificate(subordinateCertificate, rootCertificate,
subordinateCAArn, client);

private static AWSACMPCA ClientBuilder(String endpointRegion) {
// Get your credentials from the C:\Users\name\.aws\credentials file
// in Windows or the .aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider("default").getCredentials();
} catch (Exception e) {
throw new AmazonClientException(
"Cannot load the credentials from the credential profiles file. " +
"Please make sure that your credentials file is at the correct " +

"location (C:\\Users\\joneps\\.aws\\credentials), and is in valid
format.",

e);

String endpointProtocol = "https://acm-pca." + endpointRegion +
" .amazonaws.com/";

EndpointConfiguration endpoint =

new AwsClientBuilder.EndpointConfiguration(endpointProtocol,
endpointRegion);

// Create a client that you can use to make requests.
AWSACMPCA client = AWSACMPCAClientBuilder.standard()
.withEndpointConfiguration(endpoint)

.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

return client;

private static String GetCertificateAuthorityCertificate(String rootCAArn,
AWSACMPCA client) {

// ** GetCertificateAuthorityCertificate **

// Create a request object and set the certificate authority ARN,
GetCertificateAuthorityCertificateRequest getCACertificateRequest =
new GetCertificateAuthorityCertificateRequest();
getCACertificateRequest.withCertificateAuthorityArn(rootCAAzrn);
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client.

// Create a result object.
GetCertificateAuthorityCertificateResult getCACertificateResult = null;
try {

getCACertificateResult =
getCertificateAuthorityCertificate(getCACertificateRequest);
} catch (ResourceNotFoundException ex) {

throw ex;
} catch (InvalidStateException ex) {

throw ex;
} catch (InvalidArnException ex) {

throw ex;

// Get and display the certificate information.

String rootCertificate = getCACertificateResult.getCertificate();
System.out.println("Root CA Certificate / Certificate Chain:");
System.out.println(rootCertificate);

return rootCertificate;

private static String CreateCertificateAuthority(CertificateAuthorityConfiguration
configCA, CertificateAuthorityType CAtype, AWSACMPCA client) {

// Create the request object.
CreateCertificateAuthorityRequest createCARequest = new

CreateCertificateAuthorityRequest();

createCARequest.withCertificateAuthorityConfiguration(configCA);
createCARequest.withIdempotencyToken("123987");
createCARequest.withCertificateAuthorityType(CAtype);

// Create the private CA.
CreateCertificateAuthorityResult createCAResult = null;
try {
createCAResult = client.createCertificateAuthority(createCARequest);
} catch (InvalidArgsException ex) {
throw ex;
} catch (InvalidPolicyException ex) {
throw ex;
} catch (LimitExceededException ex) {
throw ex;

// Retrieve the ARN of the private CA.
String subordinateCAArn = createCAResult.getCertificateAuthorityArn();

AT RIBREIEH (NOC) HIEME CA

MR latest 376



AWS Private Certificate Authority

RAriEmE

System.out.println("Subordinate CA Arn: " + subordinateCAArn);

return subordinateCAArn;

private static String GetCertificateAuthorityCsr(String subordinateCAArn, AWSACMPCA
client) {

// Create the CSR request object and set the CA ARN.
GetCertificateAuthorityCsrRequest csrRequest = new

GetCertificateAuthorityCsrRequest();

client.

csrRequest.withCertificateAuthorityArn(subordinateCAArn);

// Create waiter to wait on successful creation of the CSR file.
Waiter<GetCertificateAuthorityCsrRequest> getCSRWaiter =
waiters().certificateAuthorityCSRCreated();
try {
getCSRWaiter.run(new WaiterParameters<>(csrRequest));
} catch (WaiterUnrecoverableException e) {
//Explicit short circuit when the recourse transitions into
//an undesired state.
} catch (WaiterTimedOutException e) {
//Failed to transition into desired state even after polling.
} catch(AWSACMPCAException e) {
//Unexpected service exception.

// Get the CSR.
GetCertificateAuthorityCsrResult csrResult = null;
try {
csrResult = client.getCertificateAuthorityCsr(csrRequest);
} catch (RequestInProgressException ex) {
throw ex;
} catch (ResourceNotFoundException ex) {
throw ex;
} catch (InvalidArnException ex) {
throw ex;
} catch (RequestFailedException ex) {
throw ex;

// Get and display the CSR;
String csr = csrResult.getCsz();
System.out.println("Subordinate CSR:");
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System.out.println(csr);

return csr;

private static String IssueCertificate(String rootCAArn, String csr, AWSACMPCA
client) {

// Create a certificate request:
IssueCertificateRequest issueRequest = new IssueCertificateRequest();

// Set the issuing CA ARN.
issueRequest.withCertificateAuthorityArn(rootCAAIn);

// Set the template ARN.
issueRequest.withTemplateArn("arn:aws:acm-pca:::template/
BlankSubordinateCACertificate_PathLen@_APIPassthrough/V1");

ByteBuffer csrByteBuffer = stringToByteBuffer(csr);
issueRequest.setCsr(csrByteBuffer);

// Set the signing algorithm.
issueRequest.withSigningAlgorithm(SigningAlgorithm.SHA256WITHECDSA);

// Set the validity period for the certificate to be issued.
Validity validity = new Validity();
validity.withValue(730L); // Approximately two years
validity.withType("DAYS");
issueRequest.withValidity(validity);

// Set the idempotency token.
issueRequest.setIdempotencyToken("1234");

ApiPassthrough apiPassthrough = new ApiPassthrough();

// Generate base64 encoded extension value for ExtendedKeyUsage
String base64EncodedKUValue = generateKeyUsageValue();

// Generate custom extension

CustomExtension customKeyUsageExtension = new CustomExtension();
customKeyUsageExtension.setObjectIdentifier("2.5.29.15");
customKeyUsageExtension.setValue(base64EncodedKUValue);
customKeyUsageExtension.setCritical(true);
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// Set KeyUsage extension to api passthrough

Extensions extensions = new Extensions();
extensions.setCustomExtensions(Arrays.asList(customKeyUsageExtension));
apiPassthrough.setExtensions(extensions);
issueRequest.setApiPassthrough(apiPassthrough);

// Issue the certificate.
IssueCertificateResult issueResult = null;
try {
issueResult = client.issueCertificate(issueRequest);
} catch (LimitExceededException ex) {

throw ex;

} catch (ResourceNotFoundException ex) {
throw ex;

} catch (InvalidStateException ex) {
throw ex;

} catch (InvalidArnException ex) {
throw ex;

} catch (InvalidArgsException ex) {
throw ex;

} catch (MalformedCSRException ex) {
throw ex;

// Get and display the certificate ARN.

String subordinateCertificateArn = issueResult.getCertificateArn();

System.out.println("Subordinate Certificate Arn: " +
subordinateCertificateArn);

return subordinateCertificateArn;

@SneakyThrows
private static String generateKeyUsageValue() {
KeyUsage keyUsage = new KeyUsage(X509KeyUsage.keyCertSign |
X509KeyUsage.cRLSign);
byte[] kuBytes = keyUsage.getEncoded();
return Base64.getEncoder().encodeToString(kuBytes);

private static String GetCertificate(String subordinateCertificateArn, String
rootCAArn, AWSACMPCA client) {

// Create a request object.
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client.

GetCertificateRequest certificateRequest = new GetCertificateRequest();

// Set the certificate ARN.
certificateRequest.withCertificateArn(subordinateCertificateArn);

// Set the certificate authority ARN.
certificateRequest.withCertificateAuthorityArn(rootCAArn);

// Create waiter to wait on successful creation of the certificate file.
Waiter<GetCertificateRequest> getCertificateWaiter =
waiters().certificateIssued();
try {

getCertificateWaiter.run(new WaiterParameters<>(certificateRequest));
} catch (WaiterUnrecoverableException e) {

//Explicit short circuit when the recourse transitions into

//an undesired state.
} catch (WaiterTimedOutException e) {

//Failed to transition into desired state even after polling.
} catch (AWSACMPCAException e) {

//Unexpected service exception.

// Get the certificate and certificate chain.
GetCertificateResult certificateResult = null;
try {
certificateResult = client.getCertificate(certificateRequest);
} catch (RequestInProgressException ex) {
throw ex;
} catch (RequestFailedException ex) {
throw ex;
} catch (ResourceNotFoundException ex) {
throw ex;
} catch (InvalidArnException ex) {
throw ex;
} catch (InvalidStateException ex) {
throw ex;

// Get the certificate and certificate chain and display the result.
String subordinateCertificate = certificateResult.getCertificate();
System.out.println("Subordinate CA Certificate:");
System.out.println(subordinateCertificate);

return subordinateCertificate;
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}

private static void ImportCertificateAuthorityCertificate(String

subordinateCertificate, String rootCertificate, String subordinateCAArn, AWSACMPCA

client) {

// Create the request object and set the signed certificate, chain and CA ARN.

ImportCertificateAuthorityCertificateRequest importRequest =
new ImportCertificateAuthorityCertificateRequest();

ByteBuffer certByteBuffer = stringToByteBuffer(subordinateCertificate);

importRequest.setCertificate(certByteBuffer);

ByteBuffer rootCACertByteBuffer = stringToByteBuffer(rootCertificate);

importRequest.setCertificateChain(rootCACertByteBuffer);

// Set the certificate authority ARN.
importRequest.withCertificateAuthorityArn(subordinateCAAzn);

// Import the certificate.
try {

client.importCertificateAuthorityCertificate(importRequest);

} catch (CertificateMismatchException ex) {

throw ex;

} catch (MalformedCertificateException ex) {
throw ex;

} catch (InvalidArnException ex) {
throw ex;

} catch (ResourceNotFoundException ex) {
throw ex;

} catch (RequestInProgressException ex) {
throw ex;

} catch (ConcurrentModificationException ex) {
throw ex;

} catch (RequestFailedException ex) {
throw ex;

}

System.out.println("Subordinate CA certificate successfully imported.");

System.out.println("Subordinate CA activated successfully.");

private static ByteBuffer stringToByteBuffer(final String string) {
if (Objects.isNull(string)) {
return null;
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}
byte[] bytes = string.getBytes(StandardCharsets.UTF_8);
return ByteBuffer.wrap(bytes);

22277 SIRIFUEPH (NOC)
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package com.amazonaws.samples.matter;

import com.amazonaws.auth.AWSCredentials;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;

import com.amazonaws.client.builder.AwsClientBuilder;

import com.amazonaws.client.builder.AwsClientBuilder.EndpointConfiguration;
import com.amazonaws.auth.AWSStaticCredentialsProvider;

import java.nio.ByteBuffer;

import java.nio.charset.StandardCharsets;
import java.util.Arrays;

import java.util.Baseb4;

import java.util.list;

import java.util.Objects;

import com.amazonaws.services.acmpca.AWSACMPCA;
import com.amazonaws.services.acmpca.AWSACMPCAClientBuilder;

import com.amazonaws.services.acmpca.model.ASN1Subject;

import com.amazonaws.services.acmpca.model.ApiPassthrough;

import com.amazonaws.services.acmpca.model.CustomAttribute;

import com.amazonaws.services.acmpca.model.CustomExtension;

import com.amazonaws.services.acmpca.model.Extensions;

import com.amazonaws.services.acmpca.model.IssueCertificateRequest;
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import com.amazonaws.services.acmpca.model.IssueCertificateResult;
import com.amazonaws.services.acmpca.model.SigningAlgorithm;
import com.amazonaws.services.acmpca.model.Validity;

import com.amazonaws.AmazonClientException;

import com.amazonaws.services.acmpca.model.LimitExceededException;
import com.amazonaws.services.acmpca.model.ResourceNotFoundException;
import com.amazonaws.services.acmpca.model.InvalidStateException;
import com.amazonaws.services.acmpca.model.InvalidArnException;
import com.amazonaws.services.acmpca.model.InvalidArgsException;
import com.amazonaws.services.acmpca.model.MalformedCSRException;

import org.bouncycastle.asnl.x509.ExtendedKeyUsage;
import org.bouncycastle.asnl.x509.KeyPurposeld;
import org.bouncycastle.asnl.x509.KeyUsage;

import org.bouncycastle.jce.X509KeyUsage;

import lombok.SneakyThrows;

public class IssueNodeOperatingCertificate {
public static ByteBuffer stringToByteBuffer(final String string) {
if (Objects.isNull(string)) {
return null;
}
byte[] bytes = string.getBytes(StandardCharsets.UTF_8);
return ByteBuffer.wrap(bytes);

@SneakyThrows
private static String generateExtendedKeyUsageValue() {
KeyPurposeId[] keyPurposelds = new KeyPurposeId[]

{ KeyPurposeld.id_kp_clientAuth, KeyPurposeld.id_kp_serverAuth };
ExtendedKeyUsage eku = new ExtendedKeyUsage(keyPurposelds);
byte[] ekuBytes = eku.getEncoded();
return Baseb64.getEncoder().encodeToString(ekuBytes);

@SneakyThrows

private static String generateKeyUsageValue() {
KeyUsage keyUsage = new KeyUsage(X509KeyUsage.digitalSignature);
byte[] kuBytes = keyUsage.getEncoded();
return Base64.getEncoder().encodeToString(kuBytes);
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public static void main(String[] args) throws Exception {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file
// in Windows or the .aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider("default").getCredentials();
} catch (Exception e) {
throw new AmazonClientException("Cannot load your credentials from disk", e);

}

// Define the endpoint for your sample.

String endpointRegion = "region"; // Substitute your region here, e.g. "ap-
southeast-2"

String endpointProtocol = "https://acm-pca." + endpointRegion +

" .amazonaws.com/";
EndpointConfiguration endpoint =
new AwsClientBuilder.EndpointConfiguration(endpointProtocol, endpointRegion);

// Create a client that you can use to make requests.

AWSACMPCA client = AWSACMPCAClientBuilder.standard()
.withEndpointConfiguration(endpoint)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a certificate request:
IssueCertificateRequest req = new IssueCertificateRequest();

// Set the CA ARN.
req.withCertificateAuthorityArn("arn:aws:acm-pca:region:123456789012:certificate-
authority/12345678-1234-1234-1234-123456789012");

// Specify the certificate signing request (CSR) for the certificate to be signed
and issued.
String strCSR =

B BEGIN CERTIFICATE REQUEST----- \n" +
"baseb4-encoded certificate\n" +
B END CERTIFICATE REQUEST----- \n";

ByteBuffer csrByteBuffer = stringToByteBuffer(strCSR);
req.setCsr(csrByteBuffer);

// Specify the template for the issued certificate.
req.withTemplateArn("arn:aws:acm-pca:::template/
BlankEndEntityCertificate_CriticalBasicConstraints_APIPassthrough/V1");
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// Set the signing algorithm.
req.withSigningAlgorithm(SigningAlgorithm.SHA256WITHECDSA);

// Set the validity period for the certificate to be issued.
Validity validity = new Validity();

validity.withValue(10L);

validity.withType("DAYS");

req.withValidity(validity);

// Set the idempotency token.
req.setIdempotencyToken("1234");

// Define custom attributes
List<CustomAttribute> customAttributes = Arrays.aslList(
new CustomAttribute()
.withObjectIdentifier("1.3.6.1.4.1.37244.1.1")
.withValue("DEDEDEDEQQ0010001"),
new CustomAttribute()
.withObjectIdentifier("1.3.6.1.4.1.37244.1.5")
.withValue("FAB00Q0O0O000000QQ1D")

);

// Define a cert subject.
ASN1Subject subject = new ASN1Subject();
subject.setCustomAttributes(customAttributes);

ApiPassthrough apiPassthrough = new ApiPassthrough();
apiPassthrough.setSubject(subject);

// Generate Base64 encoded extension value for ExtendedKeyUsage
String base64EncodedKUValue = generateKeyUsageValue();

// Generate custom extension

CustomExtension customKeyUsageExtension = new CustomExtension();
customKeyUsageExtension.setObjectIdentifier("2.5.29.15");
customKeyUsageExtension.setValue(base64EncodedKUValue);
customKeyUsageExtension.setCritical(true);

// Generate Base64 encoded extension value for ExtendedKeyUsage
String base64EncodedEKUValue = generateExtendedKeyUsageValue();

CustomExtension customExtendedKeyUsageExtension = new CustomExtension();
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customExtendedKeyUsageExtension.setObjectIdentifier("2.5.29.37"); //
ExtendedKeyUsage Extension OID

customExtendedKeyUsageExtension.setValue(base64EncodedEKUValue);

customExtendedKeyUsageExtension.setCritical(true);

// Set KeyUsage and ExtendedKeyUsage extension to api-passthrough
Extensions extensions = new Extensions();
extensions.setCustomExtensions(Arrays.aslList(customKeyUsageExtension,
customExtendedKeyUsageExtension));
apiPassthrough.setExtensions(extensions);
req.setApiPassthrough(apiPassthrough);

// Issue the certificate.
IssueCertificateResult result = null;
try {

result = client.issueCertificate(req);
} catch (LimitExceededException ex) {

throw ex;

} catch (ResourceNotFoundException ex) {
throw ex;

} catch (InvalidStateException ex) {
throw ex;

} catch (InvalidArnException ex) {
throw ex;

} catch (InvalidArgsException ex) {
throw ex;

} catch (MalformedCSRException ex) {
throw ex;

// Retrieve and display the certificate ARN.
String arn = result.getCertificateArn();
System.out.println(arn);
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amazonaws.

amazonaws

auth.AWSCredentials;
auth.profile.ProfileCredentialsProvider;

services.acmpca.AWSACMPCA;
services.acmpca.AWSACMPCAClientBuilder;

services.acmpca.model.ASN1Subject;

.services.acmpca.model.ApiPassthrough;
amazonaws.

services.acmpca.model.CertificateAuthorityConfiguration;
services.acmpca.model.CertificateAuthorityType;
services.acmpca.model.CreateCertificateAuthorityResult;
services.acmpca.model.CreateCertificateAuthorityRequest;
services.acmpca.model.CustomExtension;

.services.acmpca.model.Extensions;

services.acmpca.model.KeyAlgorithm;
services.acmpca.model.SigningAlgorithm;

nio.ByteBuffer;
nio.charset.StandardCharsets;
util.Arrays;

util.Baseb4;

util.Objects;

services.acmpca.model.GetCertificateAuthorityCsrRequest;
services.acmpca.model.GetCertificateAuthorityCsrResult;

.services.acmpca.model.GetCertificateRequest;
amazonaws.

services.acmpca.model.GetCertificateResult;

com.amazonaws.services.acmpca.model.ImportCertificateAuthorityCertificateRequest;
import com.amazonaws.services.acmpca.model.IssueCertificateRequest;

import com.amazonaws.services.acmpca.model.IssueCertificateResult;
import com.amazonaws.services.acmpca.model.Validity;

BOR AR AAIEB IR A (IACA) iEH MRS latest 388


https://docs.aws.amazon.com/privateca/latest/APIReference/API_CreateCertificateAuthority.html
https://docs.aws.amazon.com/privateca/latest/APIReference/API_GetCertificateAuthorityCsr.html
https://docs.aws.amazon.com/privateca/latest/APIReference/API_IssueCertificate.html
https://docs.aws.amazon.com/privateca/latest/APIReference/API_GetCertificate.html
https://docs.aws.amazon.com/privateca/latest/APIReference/API_ImportCertificateAuthorityCertificate.html

AWS Private Certificate Authority

RAriEmE

import
import
import
import
import
import
import
import
import
import
import
import
import
import

import
import
import
import

import
import
import
import
import
import
import

import

public

com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.

com.
com.
com.
com.

org.
org.
org.
org.
org.
org.
org.

amazonaws

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
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lombok.SneakyThrows;

acmpca
acmpca

acmpca
acmpca
acmpca
acmpca
acmpca

acmpca
acmpca
acmpca
acmpca

Waiter;

.AmazonClientException;
amazonaws. .model.
.model.
.acmpca.
.model.
.model.
.model.
.model.
.model.
.acmpca.
.model.
.model.
.model.
.model.

model

model

CertificateMismatchException;
ConcurrentModificationException;

.LimitExceededException;

InvalidArgsException;
InvalidArnException;
InvalidPolicyException;
InvalidStateException;
MalformedCertificateException;

.MalformedCSRException;

RequestFailedException;
RequestInProgressException;
ResourceNotFoundException;
AWSACMPCAException;

WaiterParameters;
WaiterTimedOutException;
WaiterUnrecoverableException;

x509.
x509
x509.
x509.
x509.
x509.

GeneralNames;
.GeneralName;
CRLDistPoint;
DistributionPoint;
DistributionPointName;
KeyUsage;
jce.X509KeyUsage;

class IssuingAuthorityCertificateAuthorityActivation {

public static void main(String[] args) throws Exception {

// Define the endpoint region for your sample.
String endpointRegion
southeast-2"

if (endpointRegion

= null;

// Substitute your region here, e.g.

ap-

null) throw new Exception("Region cannot be null");

// Define a CA subject.
ASN1Subject subject =

e.g. "US"

new ASN1Subject()
.withCountry("US") // mDL spec requires ISO 3166-1-alpha-2 country code

.withCommonName("mDL Test IACA");
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// Define the CA configuration.
CertificateAuthorityConfiguration configCA = new
CertificateAuthorityConfiguration()
.withKeyAlgorithm(KeyAlgorithm.EC_prime256v1)
.withSigningAlgorithm(SigningAlgorithm.SHA256WITHECDSA)
.withSubject(subject);

// Define a certificate authority type
CertificateAuthorityType CAType = CertificateAuthorityType.ROOT;

// Execute core code samples for Root CA activation in sequence

AWSACMPCA client = buildClient(endpointRegion);

String rootCAArn = createCertificateAuthority(configCA, CAType, client);

String csr = getCertificateAuthorityCsr(rootCAArn, client);

String rootCertificateArn = issueCertificate(rootCAArn, csr, client);

String rootCertificate = getCertificate(rootCertificateArn, rootCAArn, client);
importCertificateAuthorityCertificate(rootCertificate, rootCAArn, client);

private static AWSACMPCA buildClient(String endpointRegion) {
// Get your credentials from the C:\Users\name\.aws\credentials file
// in Windows or the .aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider("default").getCredentials();
} catch (Exception e) {
throw new AmazonClientException("Cannot load your credentials from disk",
e);

// Create a client that you can use to make requests.

AWSACMPCA client = AWSACMPCAClientBuilder.standard()
.withRegion(endpointRegion)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

return client;

private static String createCertificateAuthority(CertificateAuthorityConfiguration
configCA, CertificateAuthorityType CAtype, AWSACMPCA client) {
// Create the request object.
CreateCertificateAuthorityRequest createCARequest = new
CreateCertificateAuthorityRequest()

BOR AR AAIEB IR A (IACA) iEH WS latest 390



AWS Private Certificate Authority ArfEm

.withCertificateAuthorityConfiguration(configCA)
.withIdempotencyToken("123987")
.withCertificateAuthorityType(CAtype);

// Create the private CA.
CreateCertificateAuthorityResult createCAResult = null;
try {
createCAResult = client.createCertificateAuthority(createCARequest);
} catch (InvalidArgsException ex) {
throw ex;
} catch (InvalidPolicyException ex) {
throw ex;
} catch (LimitExceededException ex) {
throw ex;

// Get the ARN of the private CA.
String rootCAArn = createCAResult.getCertificateAuthorityArn();

System.out.println("Issuing Authority Certificate Authority (IACA) Arn: " +
rootCAAIn);

return rootCAArn;

private static String getCertificateAuthorityCsr(String rootCAArn, AWSACMPCA
client) {

// Create the CSR request object and set the CA ARN.
GetCertificateAuthorityCsrRequest csrRequest = new
GetCertificateAuthorityCsrRequest()
.withCertificateAuthorityArn(rootCAAIn);

// Create waiter to wait on successful creation of the CSR file.
Waiter<GetCertificateAuthorityCsrRequest> getCSRWaiter =
client.waiters().certificateAuthorityCSRCreated();
try {
getCSRWaiter.run(new WaiterParameters<>(csrRequest));
} catch (WaiterUnrecoverableException e) {
// Explicit short circuit when the recourse transitions into
// an undesired state.
} catch (WaiterTimedOutException e) {
// Failed to transition into desired state even after polling.
} catch (AWSACMPCAException e) {
// Unexpected service exception.
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}

// Get the CSR.
GetCertificateAuthorityCsrResult csrResult = null;
try {
csrResult = client.getCertificateAuthorityCsr(csrRequest);
} catch (RequestInProgressException ex) {
throw ex;
} catch (ResourceNotFoundException ex) {
throw ex;
} catch (InvalidArnException ex) {
throw ex;
} catch (RequestFailedException ex) {
throw ex;

// Get and display the CSR;
String csr = csrResult.getCsz();
System.out.println("CSR:");
System.out.println(csr);

return csr;

@SneakyThrows

private static String issueCertificate(String rootCAArn, String csr, AWSACMPCA

client) {

IssueCertificateRequest issueRequest = new IssueCertificateRequest()

.withCertificateAuthorityArn(rootCAArn)
.withTemplateArn("arn:aws:acm-pca:::template/
BlankRootCACertificate_PathLen@_APIPassthrough/V1")

.withSigningAlgorithm(SigningAlgorithm.SHA256WITHECDSA)

.withIdempotencyToken("1234");

// Set the CSR.
ByteBuffer csrByteBuffer = stringToByteBuffer(csr);
issueRequest.setCsr(csrByteBuffer);

// Set the validity period for the certificate to be issued.
Validity validity = new Validity()

.withValue(3650L)

.withType("DAYS");
issueRequest.setValidity(validity);
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// Generate base64 encoded extension value for KeyUsage

KeyUsage keyUsage = new KeyUsage(X509KeyUsage.keyCertSign +
X509KeyUsage.cRLSign);

byte[] kuBytes = keyUsage.getEncoded();

String base64EncodedKUValue = Base64.getEncoder().encodeToString(kuBytes);

CustomExtension keyUsageCustomExtension = new CustomExtension()
.withObjectIdentifier("2.5.29.15") // KeyUsage Extension OID
.withValue(base64EncodedKUValue)

.withCritical(true);

// Generate base64 encoded extension value for IssuerAlternativeName

GeneralNames issuerAlternativeName = new GeneralNames(new
GeneralName(GeneralName.uniformResourceIdentifier, "https://issuer-alternative-
name.com"));

String base64EncodedIANValue =
Base64.getEncoder().encodeToString(issuerAlternativeName.getEncoded());

CustomExtension ianCustomExtension = new CustomExtension()
.withValue(base64EncodedIANValue)
.withObjectIdentifier("2.5.29.18"); // IssuerAlternativeName Extension
0ID

// Generate base64 encoded extension value for CRLDistributionPoint
CRLDistPoint crlDistPoint = new CRLDistPoint(new DistributionPoint[]{new
DistributionPoint(new DistributionPointName(
new GeneralNames(new GeneralName(GeneralName.uniformResourceldentifier,
"dummycrl.crl"))), null, null)});
String base64EncodedCDPValue =
Baseb4.getEncoder().encodeToString(crlDistPoint.getEncoded());

CustomExtension cdpCustomExtension = new CustomExtension()
.withValue(base64EncodedCDPValue)
.withObjectIdentifier("2.5.29.31"); // CRLDistributionPoint Extension
0ID

// Add custom extension to api-passthrough
Extensions extensions = new Extensions()
.withCustomExtensions(Arrays.asList(keyUsageCustomExtension,
ianCustomExtension, cdpCustomExtension));
ApiPassthrough apiPassthrough = new ApiPassthrough()
.withExtensions(extensions);
issueRequest.setApiPassthrough(apiPassthrough);
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// Issue the certificate.
IssueCertificateResult issueResult = null;
try {
issueResult = client.issueCertificate(issueRequest);
} catch (LimitExceededException ex) {

throw ex;

} catch (ResourceNotFoundException ex) {
throw ex;

} catch (InvalidStateException ex) {
throw ex;

} catch (InvalidArnException ex) {
throw ex;

} catch (InvalidArgsException ex) {
throw ex;

} catch (MalformedCSRException ex) {
throw ex;

// Get and display the certificate ARN.
String rootCertificateArn = issueResult.getCertificateArn();
System.out.println("mDL IACA Certificate Arn: " + rootCertificateArn);

return rootCertificateArn;

private static String getCertificate(String rootCertificateArn, String rootCAArn,
AWSACMPCA client) {

// Create a request object.

GetCertificateRequest certificateRequest = new GetCertificateRequest()
.withCertificateArn(rootCertificateArn)
.withCertificateAuthorityArn(rootCAAzn);

// Create waiter to wait on successful creation of the certificate file.
Waiter<GetCertificateRequest> getCertificateWaiter =
client.waiters().certificateIssued();

try {

getCertificateWaiter.run(new WaiterParameters<>(certificateRequest));
} catch (WaiterUnrecoverableException e) {

// Explicit short circuit when the recourse transitions into

// an undesired state.
} catch (WaiterTimedOutException e) {

// Failed to transition into desired state even after polling.
} catch (AWSACMPCAException e) {
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// Unexpected service exception.

// Get the certificate and certificate chain.
GetCertificateResult certificateResult = null;
try {
certificateResult = client.getCertificate(certificateRequest);
} catch (RequestInProgressException ex) {
throw ex;
} catch (RequestFailedException ex) {
throw ex;
} catch (ResourceNotFoundException ex) {
throw ex;
} catch (InvalidArnException ex) {
throw ex;
} catch (InvalidStateException ex) {
throw ex;

// Get the certificate and certificate chain and display the result.
String rootCertificate = certificateResult.getCertificate();
System.out.println(rootCertificate);

return rootCertificate;

private static void importCertificateAuthorityCertificate(String rootCertificate,

String rootCAArn, AWSACMPCA client) {

// Create the request object and set the signed certificate, chain and CA ARN.

ImportCertificateAuthorityCertificateRequest importRequest =
new ImportCertificateAuthorityCertificateRequest()
.withCertificateChain(null)
.withCertificateAuthorityArn(rootCAAzn);

ByteBuffer certByteBuffer = stringToByteBuffer(rootCertificate);
importRequest.setCertificate(certByteBuffer);

// Import the certificate.
try {
client.importCertificateAuthorityCertificate(importRequest);
} catch (CertificateMismatchException ex) {
throw ex;
} catch (MalformedCertificateException ex) {
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throw ex;

} catch (InvalidArnException ex) {
throw ex;

} catch (ResourceNotFoundException ex) {
throw ex;

} catch (RequestInProgressException ex) {
throw ex;

} catch (ConcurrentModificationException ex) {
throw ex;

} catch (RequestFailedException ex) {
throw ex;

System.out.println("Root CA certificate successfully imported.");
System.out.println("Root CA activated successfully.");

private static ByteBuffer stringToByteBuffer(final String string) {
if (Objects.isNull(string)) {
return null;

}
byte[] bytes = string.getBytes(StandardCharsets.UTF_8);
return ByteBuffer.wrap(bytes);

BIENHEEEILS

It Java RHIE R T a{alE A BlankEndEntityCertificate_apiPassThrough/v1 4z £
B4 ISO/IEC mDL AR HEN XHEZEIEH, MR, MERET base64 HBH
& KeyUsagelIssuerAlternativeName , CRLDistributionPoint ARG EHZ
%, CustomExtensions

ZRBIER LT AWS FA%F CA API #24E :

» IssueCertificate

package com.amazonaws.samples.mdl;

import com.amazonaws.auth.AWSCredentials;
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import com.amazonaws.auth.profile.ProfileCredentialsProvider;
import com.amazonaws.auth.AWSStaticCredentialsProvider;
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class IssueDocumentSignerCertificate {
public static ByteBuffer stringToByteBuffer(final String string)
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if (Objects.isNull(string)) {
return null;

}
byt

e[] bytes

= string.getBytes(StandardCharsets.UTF_8);

.AWSACMPCA;
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.model.ASN1Subject;
.model.ApiPassthrough;
.model.ExtendedKeyUsage;
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.model.Extensions;
.model.IssueCertificateRequest;
.model.IssueCertificateResult;
.model.SigningAlgorithm;
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BB EEE HIES

MRS latest 397



AWS Private Certificate Authority ArfEm

return ByteBuffer.wrap(bytes);

public static void main(String[] args) throws Exception {

// Get your credentials from the C:\Users\name\.aws\credentials file
// in Windows or the .aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider("default").getCredentials();
} catch (Exception e) {
throw new AmazonClientException("Cannot load your credentials from disk",
e);

// Create a client that you can use to make requests.
String endpointRegion = null; // Substitute your region here, e.g. "ap-
southeast-2"

if (endpointRegion == null) throw new Exception('"Region cannot be null");

AWSACMPCA client = AWSACMPCAClientBuilder.standard()
.withRegion(endpointRegion)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a certificate request:
String caArn = null;

if (caArn == null) throw new Exception("Certificate authority ARN cannot be
null");

IssueCertificateRequest req = new IssueCertificateRequest()
.withCertificateAuthorityArn(caAzn)
.withTemplateArn("arn:aws:acm-pca:::template/

BlankEndEntityCertificate_APIPassthrough/V1")
.withSigningAlgorithm(SigningAlgorithm.SHA256WITHECDSA)
.withIdempotencyToken("1234");

// Specify the certificate signing request (CSR) for the certificate to be
signed and issued.

// Format: "----- BEGIN CERTIFICATE REQUEST----- \n" +
// "baseb4-encoded certificate\n" +
// B END CERTIFICATE REQUEST----- \n";

String strCSR = null;
if (strCSR == null) throw new Exception("CSR string cannot be null");
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ByteBuffer csrByteBuffer = stringToByteBuffer(strCSR);
req.setCsr(csrByteBuffer);

// Set the validity period for the certificate to be issued.
Validity validity = new Validity()

.withValue(365L)

.withType("DAYS");
req.setValidity(validity);

// Define a cert subject.
ASN1Subject subject = new ASN1Subject()
.withCountry("US") // mDL spec requires ISO 3166-1-alpha-2 country code
e.g. "US"
.withCommonName("mDL Test DS");

ApiPassthrough apiPassthrough = new ApiPassthrough()
.withSubject(subject);

// Generate base64 encoded extension value for KeyUsage

KeyUsage keyUsage = new KeyUsage(X509KeyUsage.digitalSignature);

byte[] kuBytes = keyUsage.getEncoded();

String base64EncodedKUValue = Base64.getEncoder().encodeToString(kuBytes);

CustomExtension customKeyUsageExtension = new CustomExtension()
.withObjectIdentifier("2.5.29.15") // KeyUsage Extension OID
.withValue(base64EncodedKUValue)

.withCritical(true);

// Generate base64 encoded extension value for IssuerAlternativeName

GeneralNames issuerAlternativeName = new GeneralNames(new
GeneralName(GeneralName.uniformResourceIdentifier, "https://issuer-alternative-
name.com"));

String base64EncodedIANValue =
Base64.getEncoder().encodeToString(issuerAlternativeName.getEncoded());

CustomExtension ianCustomExtension = new CustomExtension()
.withValue(base64EncodedIANValue)

.withObjectIdentifier("2.5.29.18"); // IssuerAlternativeName Extension
0ID

// Generate baseb64 encoded extension value for CRLDistributionPoint
CRLDistPoint crlDistPoint = new CRLDistPoint(new DistributionPoint[]{new
DistributionPoint(new DistributionPointName(
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new GeneralNames(new GeneralName(GeneralName.uniformResourceldentifier,
"dummycrl.crl"))), null, null)});
String base64EncodedCDPValue =
Baseb64.getEncoder().encodeToString(crlDistPoint.getEncoded());

CustomExtension cdpCustomExtension = new CustomExtension()
.withValue(base64EncodedCDPValue)
.withObjectIdentifier("2.5.29.31"); // CRLDistributionPoint Extension
0ID

// Generate EKU
ExtendedKeyUsage eku = new ExtendedKeyUsage()
.withExtendedKeyUsageObjectIdentifier("1.0.18013.5.1.2"); // EKU value
reserved for mDL DS

// Set KeyUsage, ExtendedKeyUsage, IssuerAlternativeName, CRL Distribution
Point extensions to api-passthrough
Extensions extensions = new Extensions()
.withCustomExtensions(Arrays.asList(customKeyUsageExtension,
ianCustomExtension, cdpCustomExtension))
.withExtendedKeyUsage(Arrays.asList(eku));
apiPassthrough.setExtensions(extensions);
req.setApiPassthrough(apiPassthrough);

// Issue the certificate.
IssueCertificateResult result = null;
try {

result = client.issueCertificate(req);
} catch (LimitExceededException ex) {

throw ex;

} catch (ResourceNotFoundException ex) {
throw ex;

} catch (InvalidStateException ex) {
throw ex;

} catch (InvalidArnException ex) {
throw ex;

} catch (InvalidArgsException ex) {
throw ex;

} catch (MalformedCSRException ex) {
throw ex;

// Get and display the certificate ARN.
String arn = result.getCertificateArn();
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System.out.println("mDL DS Certificate Arn: " + arn);
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5.

MRETEZMEHATELSRMARE R FRHNREERILES , JEXAZE , AERFES
UEBMIEF 8RR E1Z A E .

BN, MRECHEZERE , BTUATE—RE

o FHERIEXFIEPEER Base64 A% ASCH XAMIE R E R BRI XAEAH,
o ER EARFIEPIEXHAEBENR XA MBZBES BN XARER,
EERBIAHRE,

IRENH REINEPLE AR CAIEP (CLI)

1.

{iﬁﬁget certificate-authority-csrin R EFAHE CA HWIEPLERER (CSR), MREHF LN CSR £
EEENETRRE , BEMA --output text ETRKERBITRKEMN CRILF F&. Eff CSR Kix
B, BEAEEMEEDR (>) , FRXH4E,

$ aws acm-pca get-certificate-authority-csr \

--certificate-authority-axrn arn:aws:acm-pca:us-east-1:111122223333:cextificate-
authoxrity/11223344-1234-1122-2233-112233445566 \

--output text

 CSRRENARM MG , BRAILMERALLT OpenSSL A X HHITRE :

openssl req -in path_to_CSR_file -text -noout

BT RERRUTUTARNBEH, BEE , CAYEN TRUE , k7 CSR AT CAiEH,

Certificate Request:
Data:
Version: @ (0x0)
Subject: O=ExampleCompany, OU=Corporate Office, CN=Example CA 1
Subject Public Key Info:
Public Key Algorithm: rsaEncryption

Public-Key: (2048 bit)

Modulus:
00:d4:23:51:b3:dd:01:09:01:0b:4c:59:e4:ea:81:
1d:7f:48:36:ef:2a:e9:45:82:ec:95:1d:c6:d7:c9:
7f:19:06:73:c5:cd:63:43:14:eb:c8:03:82:f8:7b:
Cc7:89:e6:8d:03:eb:b6:76:58:70:f2:cb:c3:4c:67:
ea:50:fd:b9:17:84:b8:60:2c:64:9d:2e:d5:7d:da:
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BRI ERE B M AN HIREE S Base64 PEM 43 Z A iE+ FE PR ST4
3. fERimport-certificate-authority-certificate i S fFFAH CA IEP X4 F4E X4 S AAWS FAFE CA,

$ aws acm-pca import-certificate-authority-certificate \
--certificate-authority-arn arn:aws:acm-pca:region:account:\
certificate-authority/12345678-1234-1234-1234-123456789012 \
--certificate file://C:\example_ca_cert.pem \

--certificate-chain file://C:\example_ca_cert_chain.pem
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A AWS A8 CA &1 Kubernetes

Kubernetes RSN ARFFERARFIEPER TLS #2HEZ2 5HRIEMINZR, Kubernetes FJ 52X
K TLS iE P BAHERHRSG R cert-manager , B & Kubernetes HIFfiNA# , A Fi&ERIUE
., FEPH D KF Kubernetes B M BN EITIED,

AWS FAFE CARIEPEEREM T —MNEREH aws-privateca-issuer , ERA FREEEH P TF4E

AANBERTIRE CAWIEREESEAS, NEFHRMNFZE CAREEREERNAFTUER

WERARRESTEREHZIFEMAM, EALUF AWS Private CA Issuer 45 Amazon Elastic
Kubernetes Service ( Amazon EKS ) —E#f , FER AWS L BITEE M Kubernetes A T2 ith
Kubernetes #,

THEERTE Amazon EKS &AM TLS W— L AT, WRHIEFRHTEZIRER , N TR
BEH. XLERFIRIRT TLS Z2BEN RS , BEABAFEESE. ADEHEE, RSHHE
NAEE (pod ) UR—FHEEZELBEMNERRE (pod) .
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ELB E @
N }

Pod1 Pod? e Po

@

=

3

1. AR RR L&,

MR EIIE (ELB ) 2—I1 AWS Certificate Manager £ RS , XEWRBE BT UAERFAE CA M
B ACM , FAFAE CAZEBILH , A ELB Bl A#HTRE., BRAREHEZEEFIHEM
HEIE R Z BN MBEE., BRWIUKRMBE SN ZE T EKS £8, HE , B LEE AWS AFHE
EHRRHFABIUEB UL L TLS,

2. £ Kubernetes A O 12 &I884b 45 1,

AORFIBERN AR AR E RN HRFEE EKS £EH N, RERNZE T IUEPEESEN
aws-privateca-issuer , F HEKFHEE TFAE CA , AL Kubernetes AILATEIRHIZF L LZRZLHM TLS
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i, EETUMENEFNABESHR. AHBERMAORHR[ZANEERNEN , #A
B, BEQURNEN SN AEEIEHNR R

3. EREFA (pod ) LKL,

BANEEHEYE (pod ) BR—HAZEENMZRREN — I RZ/NEeE. NREBENZE TIEREESEN
aws-privateca-issuer , # B R EBHEE 7 FH CA , Kubernetes I LARIBEETE Pod L LZEZEMN
TLS if$F, BRINBERT , EHPHNEMESRA (pod ) TEFEAEENETERA (pod ) ELIEH TLS
EE

4. Be84 (pod ) 2ZEINEZEBEE,

BRI ZANEERE (pod ) BB , AFHEEERES, U T2AENER :
« f£/ Kubernetes £ B LB IR HTTE., XAIURIPAERE (pod ) 2EWEE , ERBEZE
ZiEBARHE HIPAA 5 FIPS E3R,

- FABAE CAZENIERHTME, MIEEANKF2MIAR , XEERNZEIEIPEERM
aws-privateca-issuer , R REHEBEFE CA. ARG , Kubernetes AIAIRIEEEE R854
(pod ) LRELHEK TLS iEH,

B £ cert-manager

S| CA BEEEKFZEUN PRI EIE 7 AT LAE A cert-manager K& Kubernetes £8f, BEXEZ{S
B, &SR Bk EEIAE CA NELRIEEE.

(® Note

RERL AWS FAF CAEBERTATEK, 7R, BXARERNIIEK , 5ZH the
section called “SZ & UE PAEIR 7

XL PR MR

TEF&R5IE T 75 cert-manager — &£ AKX E Kubernetes &8 # AWS FAE CA Bk,

Kubernetes X FHI1E 4R THEKFFER

BlankEndEntityCertificate_csrPassThrough/v1
EX

EENK P 65 cert-manager MR latest 407
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Kubernetes XAV #E4R X B E R

CodeSigningCertificate/V1 B E X

EndEntityCertificate/V1 BYE X v
EndEntityClientAuthCertificate/V1 B9 E X v
EndEntityServerAuthCertificate/V1 B E X v

OCSP SigningCertificate /V1 BYTE X

RPIERRT R
LTERBRAEZERR T NAEEX Amazon EKS £8 E AWS FAF CA KiEEl,

» TLS-enabled Kubernetes clusters with AWS #.& CA and Amazon EKS
o ERHM end-to-end Loa AWS d Balancer #4887 Amazon EKS Li&i& TLS 1%
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AWS F& CA Connector for Active Directory

ff A= AWS Private CA Connector for Active Directory

AWS Private CA AJ LA & FMIEE AWS Managed Microsoft AD FrEERE+ ., A AWS F45F CA
Connector for Active Directory ( Connector for AD ) , A LUS A HEME =T CA iR &R
BWREEFE CA, NN AD EEMNAF . AFITENREEREM.

& T LU Connector for AD 5 AWS Managed Microsoft AD &£&#H |, B AD A ERPAEMIZ
HIBIZMILTEAMEMIZKE, X THEST AWS Private CA 5453 AD —E2ERNEF | LIEERE
5 AWS Managed Microsoft AD Connector £/

N

EF&

« BRRYRIER Connector for AD B F1G ?
« 1518 Connector for AD

« Connector for AD K EH

& 27 fh Connector for AD B /15 ?
R B R B RIEAL Connector for AD WA |, B WIEREFIELUT D

- F4R AWS #AF CA?
« f+ 42 AWS Directory Service ?

5 [A] Connector for AD

ZAILAEE R FI A, AWS CLIFI APl 5 RIEA T AD WIERERR. ZALUBE 2 FIAWS Private CAA .
FHREEREZFE R Connector for AD K17 [EIAWS Directory ServiceiZ#l & A EIAWS Management
ConsoleiE#385,

Connector for AD B EH

Connector for AD #F3 AWS A58 CA W —ThEeRHt , TEFNN R, ERAFNABEBIARAEN
NOBE X LA KUK BYIE A 3R o

BXBH AWS FAE CA EMME LR , i35 AWS Private Certificate Authority B4, &t A LAERE
AWS #rit E 2 REE R A
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FiafE A AWS Private CA Connector for Active Directory

£ AWS Private CA Connector for Active Directory , & A] LU FAE CA HRHVIE B M A LA IR Active
Directory SR , U#THHBRIEMMNE, QIR EESR , AWS Private Certificate Authority &£ & #Y
VPC NGB —Nii s , MEENE X RB\ERIEHR,

EMALES , CEEBREERUARIZIEESEN AD REER. CIEERE , ZALLRE AD AR M
R,

£l

« Connector for AD FEREZH
BIEEESR

AL AD RRE

BIEER

EE AD AR

Connector for AD JcR&H

Connector for AD EEHE AT &4,

ZE#)2 Connector for AD , &BFEE1ZE AWS Private Certificate Authority ( CA ) M B F., R , BFE
E 5 Connector for AD REHZFE CAFBE R, BEFTEEHEZELZ LA IAM policy REIZEE#E
2o

AWS FAH CA
RE AWS 7.8 CA LA E ZNRMRIEF. BXRESER , F5H 1LF CA EE,

AWS FAF CA B4 TF Active IRAF BERIZE Connector for AD, #AF CANEREZHRMSAEELN
AR, NREEHFEATHTLOHBWIAE CA BB ERSS |, NERESR[CIEN LM,

Active Directory

BRT AWS FA8 CA 24 , BEEEERLFEST ( VPC ) H# Active Directory, Connector for AD
¥ AWS Directory Service I2tRI LT B FEH

« AWSIEE % Active Direct ory : T E , AWS Directory ServicefR A LARF 8 %55E3) B &% (AD)
ERREERSIZ1T. AWS Directory Service for Microsoft Active Directoryt2 #: 3 AWS Managed
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Microsoft AD , B Windows Server 2019 12t #%, f&8) AWS Managed Microsoft AD , & B LATE
AWS Cloud H&17T B ZBAE TERZ , EFF Microsoft Sharepoint AR ETF .NET 1 SQL Server
WEENNARER.

- Active Directory Connector : AD Connector & —f B &M% , ATV B REREE@E A
Microsoft Active Directory , MR/ E=HEFEMIES.. AD Connector X#FiE#E| Amazon EC2
FREENSE

® Note
¥+ Connector for AD 5 AWS Managed Microsoft AD —f2 R | R i E Mg &5,

AR S5 K P

{2 A Directory Service AD Connector B , R EM RS K- ZREMNR. ERFKF LiREH 2
#13&K (ACL ) ARYFLATIHAE :

- MHEBFRIMMPBRARS EEBFR (SPN)
s EUTASRPCENEFIERMAYA

#containers

CN=Public Key Services,CN=Services,CN=Configuration

CN=AIA,CN=Public Key Services,CN=Services,CN=Configuration

CN=Certification Authorities,CN=Public Key Services,CN=Services,CN=Configuration

« BIEFMEFH NT AuthCertificates IEP M A YL (CA) MR, FE : MR NT AuthCertificates CA JF &R
BE, WARAEBRNE,. MRNRFFE , WSAERELARSESR LLUEBFRIRIR,

#objects
CN=NTAuthCertificates,CN=Public Key Services,CN=Services,CN=Configuration

(® Note

MR EFEHE = AWS Managed Microsoft AD , FBA K& & Connector for AD BR S 5£ F & 1Y
BEE , FENZTREMKR. &S b R REHSBR,
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&1 LASE A Itk PowerShell BIZARZ REMINPR, ©¥F 812 NT AuthCertifiates iE B2 & ¥ X Ro
FF“myconnectoraccount” Z# 7 RS K F & #io

$AccountName = 'myconnectoraccount’

# DO NOT modify anything below this comment.
# Getting Active Directory information.
Import-Module -Name 'ActiveDirectory'
$R00tDSE = Get-ADRootDSE

# Getting AD Connector service account Information

$AccountProperties = Get-ADUser -Identity $AccountName

$AccountSid = New-Object -TypeName 'System.Security.Principal.SecurityIdentifier'
$AccountProperties.SID.Value

[System.GUID]$ServicePrincipalNameGuid = (Get-ADObject -SearchBase
$RootDse.SchemaNamingContext -Filter { 1DAPDisplayName -eq 'servicePrincipalName' } -
Properties 'schemaIDGUID').schemaIDGUID

$AccountAclPath = $AccountProperties.DistinguishedName

# Getting ACL settings for AD Connector service account.
$AccountAcl = Get-ACL -Path "AD:\$AccountAclPath"

# Setting ACL allowing the AD Connector service account the ability to add and remove a
Service Principal Name (SPN) to itself

$AccountAccessRule = New-Object -TypeName
'System.DirectoryServices.ActiveDirectoryAccessRule' $AccountSid, 'WriteProperty',
"Allow', $ServicePrincipalNameGuid, 'None'

$AccountAcl.AddAccessRule($AccountAccessRule)

Set-ACL -AclObject $AccountAcl -Path "AD:\$AccountAclPath"

# Add ACLs allowing AD Connector service account the ability to create certification
authorities

[System.GUID]$CertificationAuthorityGuid = (Get-ADObject -SearchBase
$RootDse.SchemaNamingContext -Filter { 1DAPDisplayName -eq 'certificationAuthority' }
-Properties 'schemaIDGUID').schemaIDGUID

$CAAccessRule = New-Object -TypeName
'System.DirectoryServices.ActiveDirectoryAccessRule' $AccountSid,
'ReadProperty,WriteProperty,CreateChild,DeleteChild', 'Allow',
$CertificationAuthorityGuid, 'None'

$PKSDN = "CN=Public Key Services,CN=Services,CN=Configuration,

$($Ro0tDSE.rootDomainNamingContext)"

$PKSACL = Get-ACL -Path "AD:\$PKSDN"

$PKSACL .AddAccessRule($CAAccessRule)

Set-ACL -AclObject $PKSACL -Path "AD:\$PKSDN"
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$AIADN = "CN=AIA,CN=Public Key Services,CN=Services,CN=Configuration,
$($Ro0tDSE.rootDomainNamingContext)"

$AIAACL = Get-ACL -Path "AD:\$AIADN"
$AIAACL.AddAccessRule($CAAccessRule)

Set-ACL -AclObject $AIAACL -Path "AD:\$AIADN"

$CertificationAuthoritiesDN = "CN=Certification Authorities,CN=Public Key
Services,CN=Services,CN=Configuration, $($RootDSE.rootDomainNamingContext)"
$CertificationAuthoritiesACL = Get-ACL -Path "AD:\$CertificationAuthoritiesDN"
$CertificationAuthoritiesACL.AddAccessRule($CAAccessRule)

Set-ACL -AclObject $CertificationAuthoritiesACL -Path "AD:\$CertificationAuthoritiesDN"

$NTAuthCertificatesDN = "CN=NTAuthCertificates,CN=Public Key
Services,CN=Services,CN=Configuration, $($RootDSE.rootDomainNamingContext)"

If (-Not (Test-Path -Path "AD:\$NTAuthCertificatesDN")) {

New-ADObject -Name 'NTAuthCertificates' -Type 'certificationAuthority' -OtherAttributes
@{certificateRevocationList=[byte[]]'00';authorityRevocationList=[byte[]]'00"';cACertificate=[k
-Path "CN=Public Key Services,CN=Services,CN=Configuration,

$($Ro0OtDSE.rootDomainNamingContext)" }

$NTAuthCertificatesACL = Get-ACL -Path "AD:\$NTAuthCertificatesDN"

$NullGuid = [System.GUID]'00000000-0000-0000-0000-000000000000"

$NTAuthAccessRule = New-Object -TypeName
'System.DirectoryServices.ActiveDirectoryAccessRule' $AccountSid,
'ReadProperty,WriteProperty', 'Allow', $NullGuid, 'None'

$NTAuthCertificatesACL.AddAccessRule($NTAuthAccessRule)

Set-ACL -AclObject $NTAuthCertificatesACL -Path "AD:\$NTAuthCertificatesDN"

IAM Policy

E} AD tlEERESE , BFE— IAM policy , iZREATFEBEZEESZRIR , 5 Connector for AD
RFZFHZENFEE CA |, HEREH B ZH RN Connector for AD RS

T 2R P EE RN RA

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "pca-connector-ad:*",
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"Resource": "*"

"Effect": "Allow",

"Action": [
"acm-pca:DescribeCertificateAuthority",
"acm-pca:GetCertificate",
"acm-pca:GetCertificateAuthorityCertificate",
"acm-pca:ListCertificateAuthorities"”,
"acm-pca:ListTags",

"acm-pca:PutPolicy"

1,

"Resource": "*"

"Effect": "Allow",
"Action": "acm-pca:IssueCertificate",
"Resource": "*",
"Condition": {
"StringlLike": {
"acm-pca:TemplateArn": "arn:aws:acm-pca:::template/
BlankEndEntityCertificate_ApiPassthrough/V*"
},
"ForAnyValue:StringEquals": {
"aws:CalledVia": "pca-connector-ad.amazonaws.com"

"Effect": "Allow",

"Action": [
"ds:AuthorizeApplication",
"ds:DescribeDirectories",
"ds:ListTagsForResource",
"ds:UnauthorizeApplication",
"ds:UpdateAuthorizedApplication"

1,

"Resource": "*"

"Effect": "Allow",
"Action": [

ec2:CreateVpcEndpoint",
"ec2:DescribeSecurityGroups",
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"ec2:DescribeSubnets",
"ec2:DescribeVpcEndpoints",
"ec2:DescribeVpcs",
"ec2:DeleteVpcEndpoints"

1,
"Resource": "*"
},
{
"Effect": "Allow",
"Action": [
"ec2:DescribeTags",
"ec2:DeleteTags",
"ec2:CreateTags"
1,
"Resource": "arn:*:ec2:*:*:vpc-endpoint/*"
}

Connector for AD EE# 5\ AWS RAM IR , FeEFE A4 & MBS 1T,

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "ram:CreateResourceShare",
"Resource": "*",
"Condition": {
"StringEqualsIfExists": {
"ram:Principal": "pca-connector-ad.amazonaws.com",
"ram:RequestedResourceType": "acm-pca:CertificateAuthority"
}
}
b
{

"Effect": "Allow",
"Action": [
"ram:GetResourcePolicies",

ram:GetResourceShareAssociations",

ram:GetResourceShares",

ram:ListPrincipals",

ram:ListResources",
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"ram:ListResourceSharePermissions",
"ram:ListResourceTypes"

]I

"Resource": "*"

5 Connector for AD = AWS #F CA

BEEFEA AWS Resource Access Manager RS EH A Z R SEZBRS HLZEM AWS Private
CA.

FEAWSEFI &R A EEZSEN , REQEINECBRERLE,
£/ AWS CLI BB R FEHLZRT |, ’FFEH AWS RAM create-resource-share a5 5

UTamtl2ERE=E

$ aws ram create-resource-share \
--region us-east-1 \
--name MyPcaConnectorAdResourceShare \
--permission-arns arn:aws:ram::aws:permission/
AWSRAMBlankEndEntityCertificateAPIPassthroughIssuanceCertificateAuthority \
--resource-arns arn:aws:acm-pca:region:account:certificate-authority/CA_ID \
--principals pca-connector-ad.amazonaws.com \
--sources account

A K RS E K PCA L CreateConnector I IE B M AR, Ep5LEfEA Connector for AD BYBR
SEFBEEXNEN AWS FAE CA BENEMHRINE , BEA Calledvia FRHEIENR,

2 Connector for AD RSN E F

BRI Connector for AD RS E RGN E X , MEEEBFITUSENE ZRBE. ERM Connector for
AD RS , BEEQEBE FIM. EXCEZEFRIMNESER , 5SR EEEH F M

gogcat |

&1 VPC 5 Connector for AD E 28 2 B EE @ AWS PrivateLink #1T , TEE—{HKZILL
4l HXALE VPC LFF MO 443 TCP 1 UDP I ASEMN, YR EESEN |, RELERSH
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AtZR24E, BUFREENBEN , REEE VPC 1 CIDR R, EAILUEFE# —SRE|LLI ( A
IP. CIDRMZ£41ID),

BB EIERR
BXURH , BSEER fREES
BLiE AD KB

Connector for AD TZEENEEEFENWAREXYR (GPO ) BLE, GPO #ZH@EFFH AWS #AF
CA REMBHRIEHIEP BIELRRFEFTLIE AD BROEH, TR GPO BLE LSS HENE
KEHBAER, AEFKEEMNNIEX Connector for AD ELE,

AR EEESF[MEXRE , EALUEREN -1 AD tIZSNEERR, MRENEESNARKEETRE ,
W EREEX N EERN T REZS,

IR E A AN Z2 MEURT Kerberos MR VPC BLiE., REE TN AD M5 HKIE , ERAE
VPC BEM AT LR THERRAA. XEETLRZN , EERNANGHRIIHAE (BFF )R
Eo. AWSAuth

£ Active Directory 1 , IRBU TS EEIE GPO , FEE e BERSFERN URI, BEETEFARG
17 A Connector for AD , EEH TS E,

Bi& GPO,

1. % DC LIRS REESR
2. ®BITHE AREEEHEALANARBEE,

3. BEIM>E, RBEENEE K RAEERETENE, RBERELEFBCE GPO , HFHEEESL
gb..., SRIFHIA PCA GPO HI& Fro

4. BE , FHOEKN GPO FELENFHSE THIH.

5. 1&#¥ PCAGPO , REERFE., NRTTNNBFEE RERHEEXZ —MEE  EXCRHESKE
BERERE , THINZOER UGS, ARKERERE:RNITT.

6. EARMERREBRT , RITENEE > KB > Windows IRE > Z2IRE > LERHRE (&
BIXHR ) o

7. BHENKEBRHEFRIEPRSES T - EHEMERE
8. HE&EWMH , NEEERERNEM.
9. WiABiks HFH Active Directory SEMFERE, EZ RN,
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10. UEBY AT FHER MM RS FRE D,

11. BRAEMARS 2R KA URI FER A QI BE SR 4 RUIE 3 M R AR S 3/ i R o

12. FEHHRIUERERERN Windows K,

13. BERIE. RIEKIIE , &ERMN. NiEERA,

14. BRENERRSE iR - IEREM R E PO ZMEERFUNEREUBRIEZSRHERINE
Tt SR

15. 1%£$F Active Directory ISR , AREIEEMIER,

16. EWINIFES , EEIUMERET LDAP B & B RIE,

17. BEPRSEFFH-EREMRBEOPERENRANEE , RAEFEXA,
18. BENEHMARKXM4R , RARERUEBRS TSR - BaEM.

19. NEEBEEREMER R B M.

20. BINEITHHWIERNEFIERTEED, FEEMEERE,

21. EENA , RRERAE , AEXAXEE,

ETXR, BEEAPREN L ARRHARE., REAFEE > KK > Windows IRE > Z21RE > 2FEH
Kb, BRBPIR 6 PR 21 PR S IREE A P EEN LB ZHRE,
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fHBR : AWS CLI B9 AWS Private CA Connector for Active Directory &8 iy delete-template-group-
access-control-entries o

EEEARAFR (API)

#12 : AWS Private CA Connector for Active Directory APl Y
CreateTemplateGroupAccessControlEntry #&4E,

B ¥ : AWS Private CA Connector for Active Directory APl &Y
UpdateTemplateGroupAccessControlEntry #4E.

# 3 : AWS Private CA Connector for Active Directory APl Ay
GetTemplateGroupAccessControlEntry #4E,

FI : AWS Private CA Connector for Active Directory API # )
ListTemplateGroupAccessControlEntries #4E.

fHB% : AWS Private CA Connector for Active Directory APl Ay
DeleteTemplateGroupAccessControlEntry #4E,

BERS EHEBF
ERRSEEEH (2HE)
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https://docs.aws.amazon.com/pca-connector-ad/latest/APIReference/API-UpdateTemplateGroupAccessControlEntry.html
https://docs.aws.amazon.com/pca-connector-ad/latest/APIReference/API-GetTemplateGroupAccessControlEntry.html
https://docs.aws.amazon.com/pca-connector-ad/latest/APIReference/API-GetTemplateGroupAccessControlEntry.html
https://docs.aws.amazon.com/pca-connector-ad/latest/APIReference/API-ListTemplateGroupAccessControlEntries.html
https://docs.aws.amazon.com/pca-connector-ad/latest/APIReference/API-ListTemplateGroupAccessControlEntries.html
https://docs.aws.amazon.com/pca-connector-ad/latest/APIReference/API-DeleteTemplateGroupAccessControlEntry.html
https://docs.aws.amazon.com/pca-connector-ad/latest/APIReference/API-DeleteTemplateGroupAccessControlEntry.html
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AMEERNFACEERNEERNA AD EERNRSEAER (SPN) . BXESEE , BZHE
BXEMEFTEEFHAESE

EERSFEMARE (CLI)

#8122 : AWS CLI B AWS Private CA Connector for Active Directory 23 R #Y create-service-principal-
name o

#¥ 3 : AWS CLI #9 AWS Private CA Connector for Active Directory 4 Y get-service-principal-
name np -n °

54 : AWS CLI B9 AWS Private CA Connector for Active Directory #8431 # list-service-principal-
names o

fBR : AWS CLI B9 AWS Private CA Connector for Active Directory &8 R #Y delete-service-principal-
name T,

EERSEEBF (API)

f2 : AWS Private CA Connector for Active Directory APl 1y CreateServicePrincipalName #&4E,

# 3 : AWS Private CA Connector for Active Directory APl H Y GetServicePrincipalName &4,

Hl4 : AWS Private CA Connector for Active Directory APl HfJ ListServicePrincipalNames #&4E,

MR : AWS Private CA Connector for Active Directory APl A #J DeleteServicePrincipalName #4E,

WicERAT AD BiEESRRIR

AR N A BERSR. BARA B oM, ARCARBBEFNBFR  MMAEPTALANEE,

EERFARIE (25 )
ERRNEAEENE LEENE RN, BXTSEE  BSEUTRE

- EEEESERFARE
- EEEFEM

EEFFHRIE (CLI)
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view-connector-for-ad.html
https://docs.aws.amazon.com/cli/latest/reference/pca-connector-ad/create-service-principal-name.html
https://docs.aws.amazon.com/cli/latest/reference/pca-connector-ad/create-service-principal-name.html
https://docs.aws.amazon.com/cli/latest/reference/pca-connector-ad/get-service-principal-name.html
https://docs.aws.amazon.com/cli/latest/reference/pca-connector-ad/get-service-principal-name.html
https://docs.aws.amazon.com/cli/latest/reference/pca-connector-ad/list-service-principal-names.html
https://docs.aws.amazon.com/cli/latest/reference/pca-connector-ad/list-service-principal-names.html
https://docs.aws.amazon.com/cli/latest/reference/pca-connector-ad/delete-service-principal-name.html
https://docs.aws.amazon.com/cli/latest/reference/pca-connector-ad/delete-service-principal-name.html
https://docs.aws.amazon.com/pca-connector-ad/latest/APIReference/API-CreateServicePrincipalName.html
https://docs.aws.amazon.com/pca-connector-ad/latest/APIReference/API-GetServicePrincipalName.html
https://docs.aws.amazon.com/pca-connector-ad/latest/APIReference/API-ListServicePrincipalNames.html
https://docs.aws.amazon.com/pca-connector-ad/latest/APIReference/API-DeleteServicePrincipalName.html
view-template.html
directory-registration.html
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FRi2 : AWS CLI #9 AWS Private CA Connector for Active Directory Z84 F#Y tag-resource @

B H#R% : AWS CLI B AWS Private CA Connector for Active Directory Z84 1 #9 list-tags-for-
resource T

HUHFRIE : AWS CLI B9 AWS Private CA Connector for Active Directory 4 H#Y untag-resource &

PN
T o

EEFRFRS (API)
¥Ri2 : AWS Private CA Connector for Active Directory API 1 TagResource #4E,

B H#¥RZ : AWS Private CA Connector for Active Directory APl H1# ListTagsForResource #

HUEFRIE : AWS Private CA Connector for Active Directory APl 1Y UntagResource 4,

EEZRT - FARERFICZSVNERREANRETUEZN. EREEXSFTRITEEAIASHE
B (PIl) . BRESINNEEE.

3
E?
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https://docs.aws.amazon.com/pca-connector-ad/latest/APIReference/API-ListTagsForResource.html
https://docs.aws.amazon.com/pca-connector-ad/latest/APIReference/API-UntagResource.html
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BE&E o] @

MRIEBEFEH AWS FAF CA FBERE |, FSRUTES,

FH

- BIERNEBIE CAIUEH

« OCSP M N FHER

« % Amazon S3 FLE N R HIE CRL
- PEHBXE CAIEP

- RHERE

« fEH Matter #rAE

« T ## Connector for AD &%

IEMEZEFNSE CAILEH

HRIRENIE CAF , LSRR CSR HAFHRERE X.509 EMBEHHAPEZAR CA. &M CA
EA 1% CSR ¢|2# A CAEPHNZIEFRLER , RAEBRESE,

BROR , TEHNECIRNLZLS CAIEBHEXHNRIBREEAEN, X509 EMigEREHH
CA BREHHFAEERES AWS 748 CA XN ITILBE N,

OCSP I R EER

MRFAFEEX L EEFRMA CANKXE , U OCSP MMM RE LTS, BXXFULE
FARAMNESER  BERERIL S WS, BUEFITUE M i QR KSR,

¥ Amazon S3 BLE N A iF 8l CRL
BT AR K BRI AT Amazon S3 RIRARIBER (BIZE ) | NAWEE CA TEREMIE

CRL i, MB XA XTER , FRELEMN Amazon SIIEE. BEXEZEER |, 55 E&FEH Amazon S3
Bk H 17 (R AU PR 6

PHEHBEZLR CAILPH

BrEERHEBEESR CAILLS , MR ER CA.
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https://docs.aws.amazon.com/AmazonS3/latest/dev/access-control-block-public-access.html
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RAriEmE

WIBRE

AWS F5H CA 8 B AIRER TLNRE AN, BXRBIMREURXRTHRAXLERENEUNGEE | B

ST &R,
AWS #,E CA &

AWS F#AH CA REIH 7 E

AccessDeniedExcept
ion

InvalidArgsException

DU

AR CA HARFERSLEDT
PRER R RE IR AKS

ERATHRSH R TIEH a2
HEITHER.

B

B%1E AWS Fol CA HigE
ERIRWES. | S8 i
BEITREHES ACM,

REBTHENNE , UBEF
BHRMASHEEY. NMREE
BIERNES , FRARERHN
LHREETUE CAWERAX
B—EM.

InvalidStateExcept RERMFLAE CA BT TF 2 EEFAE CA., RFE
ion ACTIVE REMEZLITIUER  CAREHKERHE , WEEER
5 Z CA , #BTELITIES,
LimitExceededExcep BMERMAYA (CA) BEH  EBRRAWS SupportH /0B iF
tion AMAMIERES, SEEIE BN,
PREWFLE CA BRENHE
T, BXEZER , 55H (
AWS —itZ#& 1E5mE) PRIR
SR,
MalformedCSRExcept TERIIFHINDRRES ¥l B IE T4 IR E R
ion AWS FAE CA IEBZEEHER CSR.
(CSR)e
OtherException HNEPERS B T BEREM, ZHBRXETES. WMRE
BHAFE , BBRRAWS
SupportF .
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https://docs.aws.amazon.com/general/latest/gr/pca.html#limits_pca
https://docs.aws.amazon.com/general/latest/gr/pca.html#limits_pca
https://aws.amazon.com/premiumsupport/
https://aws.amazon.com/premiumsupport/
https://aws.amazon.com/premiumsupport/
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RAriEmE

AWS 7B CA BEHNRE

RequestFailedExcep
tion
ResourceNotFoundEx
ception

ThrottlingException

ValidationException

£ A Matter ¥Rt

DU

AWS PR G RIBE S H T
HREM

MELEBRFAE CA SHIBR ,
*BEE,

(X H B # -5 BE SRy AP
BRAFER M,

BFRNAMASERATER ,
HERIELNBRBERFER
IEBR AR Z B4 Ro

B

Eid iR, MBEMARK
W, BERELN Amazon
VPC ( VPC ) BlE,

MZE—ANEB) CA 5 RFTIE
PBo

BIARHNARBETES
AWS #AH CA RIFHEE.

MRIGER T BRASFM TR
SHEHEH , bARRE
ThrottlingException
iR, MRBBIZEIRAR
RHRFRAHEREDER

BERENER,

RSB ECER |, M AT A
FREMEH. BRESZE
B, FZH (AWS — RS E
Er) PR R

REDTRASHNEEER
K CARIEPN BRI, &
AERBRHNES , BSH
E#HIE CA.

Matter IEZRENE T TIREVWEN (l1oT ) REFRZEMN —BHMNIEPERE, BXLUERE Matter §5
HERR CA, HE CA MARSEMAIEPRH Java =G , BB FEH AWS FAF CA API £ Matter ¥5 &

(Java =l ) .

N TR B THREEBERR |, Matter FEARERHT —E RN chip-cert WIEPRIETE, TRIIEHTHT

SEHRENERURIEEEE,

fEF Matter ¥x/6
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RAriEmE

HiRA
W

0x000003
5

0x000000
0

0x000000
E

0x000000
4

aX

BasicCons

traints . KeyUsage, #l
ExtensionKeyUsage ¥~
B UAIRIENEE,

DFFERNZBARRRTY
o

EH e,

UE 88 30 1F K Mo

gE

TR fE F RPIEF EWIER,

AWS FAF CA FERIEH LRERNBAF R B, SAEF
4 % — /> Base64 4B AuthorityKeyldentifier B , R 51T EH L]
» CustomExtensionBXEZELR , HSH BET [BREIES (1
B CA. M BUEF RIAENH (PAA).

BREERANIEB RIS,

MRBETREAFTRMN Java RANER TZiALIEES Matt
SRR |, NI AT EELIBTI IR | XERGIER AWS FAHE CA ¢
#EEHEER, KeyUsage

RINBERT , AWS FAH CAER ML KeyUsage ¥ R{E , Bhh
NN ET, EERNEREE |, Matter 2ZBFANET | &
iELM, B2 , APIPassthrough ##xCustomExtension#J
RiEKeyUsagelBEHMHEIIF TR, X6l , BSHELUET /]
(NOC)o

MRS SR BITB LA OpenSSL FHAM X.509 LARRF ,
1T F IR UE LR S BRI SR IR

BIFHRIE LN

1.
£/ openssl WIFT R ( RAm=E ) I PRBTESEMMNEE
5l | rcac.pem 248 CAiE# , icac.pem 28 CA i
noc.pem 21 KRiEPH,

openssl verify -verbose -CAfile <(cat rcac.pem icac
noc.pem

fEF Matter ¥x/6
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iR BX e
W

£/ chip-cert I PEM X1 QUEBHIRHF TLV ( IFE,
BH) B, AREREREX,

./chip-cert convert-cert noc.pem noc.chip -c
./chip-cert convert-cert noc.chip noc_converted.pen

X noc.pem # noc_converted.pem MEFHHBLER
MWEEME.

T f# Connector for AD 4£5i%

Connector for AD AIREH F/LNREM AR . BEXBIMNREURXRTHRXILERENENWNESR , S
B TR, EA LB T Amazon S EventBridge cheduler B4 ( E#3RKJR : aws.pca-connector-
ad ) BFE Windows = {58 F F 3h JE A SR 32 WX L Bl SME R

Connector for AD &

IR (IEIN B
0x8FFFA000 Kerberos & {330 1F K Mo MREFERBEEN , BEEEN

AWS ZRRS E4, MMREFEH
Active Directory Ul 3REUE$ |, EE1T
gpupdate /force,

Ox8FFFA001 SOAP HE XM B EBRIEIRKL, DR ERRSK
Ox8FFFA002 HEERTEFRIEFNEZENFIAE CA., Bid6]Z AWS Resource Access

Manager ( RAM ) f£FAF CA &
Connector for AD [REZBHE , M
MmEEEZSERLZENTLE CA,

0x8FFFA003 HE BRI TR CA KBS, RHAE CA BNFEHIRE. MREHW
B CA R TRABIERIRE , WiFE
& CA iEH,

T f# Connector for AD 4% MR latest 442
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RAriEmE

IR

Ox8FFFA004

Ox8FFFA005

Ox8FFFAQ006

0x8FFFA007

Ox8FFFA008

O0x8FFFA009

Ox8FFFAOOA

IE)N
IEEEERN AR CA T 7,

BRALEBREAESIEAEZRAEN
}EET directoryGuid B , 18
EBEREN AD WRPEFEZEM

o

BRAIEPREAESREAEZAER
}§E T dnsHostName &M , B
BEREH AD N RFPHRFEZE Mo

BREETEQESHIEBEAENE
REZRAEBMTE TR , B
HiEREN AD HRPKRFFZE M

o

SOAP HEWMA http://sc
hemas.microsoft.com/
windows/pki/2009/01/enrol
lmentpolicy/IPolicy/
GetPolicies = http://sc
hemas.microsoft.com/
windows/pki/2009/01/enrol
lment/RST/wstep  HYIR{EFRL,

BinarySecurityToken 2R3t 1T
%1, http://docs.oasis-
open.org/wss/2004/01/
0asis-200401-wss-wssecur
ity-secext-1.0.xsd
#baseb4binary

BinarySecurityToken &3,

B

W RIGHYE B FR AL T EMIBRIR
S, WEFEEAED RS, URE
HYFAH CA BUKAMIBR , NEERAHE
ftt CA B2 — MR EEE SR

Active Directory ¥ BN BB T4
X directoryGuid . 7E Active
Directory Fit 1T BEHERR

¥ dnsHostName EBHERINFEHN
AD X%,

R 8 F BB E MR N R RRY AD YR

ERRERAAERAEF —NMEE
{EO

B -G R E TR,

K& CSR BB EMWERM,
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RAriEmE

IR

O0x8FFFAO00B

Ox8FFFA00C

0x8FFFAO0D

Ox8FFFAOOE

O0x8FFFAOOF

Ox8FFFA010

Ox8FFFA011

IE)N

KI{EEHE BinarySecurityToken
MM Ahttp://docs.oasis-
open.org/wss/2004/
01/0asis-200401-ws
s-wssecurity-secex
t-1.0.xsd#PKCS7 Ehttp://
schemas.microsoft.com/
windows/pki/2009/01/enrol
Iment#PKCS10 .

BinarySecurityToken @ AR E &
RET Ko

BinarySecurityToken && T3 #Y
CSR,

FAH CA TR E AR ERRM AL
Po

SOAP B B K iERE B M
A http://docs.oasis-
open.org/ws-sx/ws-

trust/200512/Issue o

SOAP B E X MBIEHERS
CertificateEnrollm
entPolicyServerEndpoint
FE S XCEP R FH URI FEH to
Frko

SOAP BB HBMAR —MEMEIRX,

B

MoRFRETREREETNEN
=18

Base64 B , ENZFEEEE
(CMS ) i, BE CMS Bk,

KE CSR BEEBWEM.

& & AWS Private CA BWIRIEF

H, BT LAE Amazon EventBrid
ge & Amazon L EFERIFFFEAWS
CloudTrailo

FHEREHEERN http://do

cs.oa51s-open.org/ws-sx/
ws-trust/200512/Issue °

HMEREZETHENIRLIRE
AN CertificateEnrollm
entPolicyServerEndpoint

FERWM XCEP WA HH URI F&.

EEERZETIEMN SOAP HERL
HIEWIRERL,

T & Connector for AD £8i%
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RAriEmE

IR

Ox8FFFA012

Ox8FFFA013

Ox8FFFAO014

Ox8FFFA015

Ox8FFFA016

Ox8FFFA017
Ox8FFFA018

Ox8FFFA019

Ox8FFFAO1A

IE)N

SOAP HEMMARABF—N
messageId #rk,

SOAP EHEMNMAHF — to #rk,

3R 2 T AR 9] T 1 R MO AR

CertificateTemplat
eInformation DCertifica
teTemplateName ¥ EBEAMSAFTE
T fBinarySecurityToken,

A EA EE LR B ROER

M TR BR IS BUERIEL,
SOAP 5ﬁa%~%gﬁ@% to 1:7]_‘%0

B THRATERS , TELE SOAP
HE

BREETEQSREIUEREREDE
REZMRABFH UPN Bt , BEE
REM AD HRFKFEZE M.

B

EEFFERLZET A SOAP HEFRk
FIEBERERK,

EFEREZE T SOAP HEMRK
HEFERERRL,

BEGZBRESIZE , RFERE
HY 48 A A SR BV R AR AT 5E A

MZEy BAMNEER CSR,

EREEMNEESNTRER. £
createTemplate RNEEEFOIEE
o

AR RIEER,
EE SOAP BRIk,

¥ UPN 0%l Active Directory Xt
Ko
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RIFMBEZ

LT ARIBANBESEEEEH AWS Private Certificate Authority (AWS A CA) WSR2 & B FTAEBD,

F3

o TLS RS EFIEH
. EBER

o IEP AR
. .CA

« B CAIEH

o LRUHSEARIEP
- BXRIUEP
. AAEIES

. EBBE

- BERKEYR

(==

FEit Web X REBREEMUENFHD , TR RBH[LTEBRIEMIERIES. T , REF[REEHNCA
REB WO B, MAIEBFTRIA (CA) BAEE = FRIEZM IS &4 F AN IEZE@mMAE
BNBFIEH. R, WERTURERFEBURIEMNEN S 4, WREIEKD , MR/ EBUE
PER—MBEETR.

TLS ArSS et -+

HTTPS BEHS R ERS /LB RN RS /T HRIUE, RFI/UEHR X 509 v3 HIFLEH , AT
PR AERAREIEBNERE. TLSIEPHIEBMRIY (CA) XH, ZEBITIRFHNE
. BRE. XREH. EREES
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-~ N
EPEE

HFERRILEPNEMERS, TRATHRINEBRHENTENE. LHE CA BEX AE /NS
NEER B HBEE (40 SHA256 ) REIBER, IR BEBSER— KR LT A O8ER B E K/
MBEFZNE. LFRFERANESH. R, CAEAELFEZANGHERTNE , FRCNBNEH
Bl $EER,

UE 5 2 & HL A

IEBMAR (CA) RN (NMBALE) REHBFILER, RELNIEHREET I1SO X.509 #rE. X.509
EPHANEBEBEN SN FARZEOHREILAEHR. TETURAF, NAERF, TENHEMR
#Fo CAULMHERHTER , FERNARHATRHLE , AREASIERHINLABEZABRXNLE
ZANBEHRTNE, FERANTENSONEFIKRARRF (10 Web 3K 28) FRALAERHAXRMBEIL
PEE, RAF , ENEBPATHTRFLE AR FESCEENEERTHERRKBECIIREET
Bii. AXRIUEBEENER , BERILEHLER,

BAI L ER AWS FAFE CA 8lEFE CA , REERAIE CAMEKIEH., BT CA NMAELALRNRN
EAMFE SSLTLS iEH, BXEZEER | HS5H IR, BNFE CAREEILEPH , ARTHE
At. BXEZEE , 5501 CAIEH,

18 CA

PURE BB AR ER MB W EBERANEER. CHATEE (R ) EBNRBERHAMRRR CA H
HAEZRAHES CA BHNBIEPAR. BRIEPFIRIFEPENIFNEEFEX. EERARE
EFEAENREBERINEENCA, EERFEEFREXENIWEINHPEFRENRERSE, =X
PIMENRGF, RFEZRMEEEEN  EMN2RES N RERHNIES, FrHEREIERNERE ,
URREFEMNIRIGEEFRPRENRIIPNE, NRBEXERE K BRZARITHEF
ZEFUNBESXIERSINEBEN S G, AECTZBEZMZREEE (TLS/SSL).

CA iE$

BN (CA) IEFHHEIA CANFHHRERETERFLENLBHH,

BT LAER AWS FAH CA SIZF AR CA HLBME CA , 841 CABE -1 CAILEBEXR. NE
CAUEFHEEHPRENE - CAIEFHLR, BER , XTRCA | EPREZEMN, BEATUE
SAERARIAANLA (Bl EAMIEE ) . AE , B UEARMRIEX AWS 758 CA RENMNER
CAIEBHITER,
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LUTRBIERT AWS FAF CAX509 CAIEPHIEMBEFE, EEE , T CAIUEH , CA: FE
Y Basic Constraints HIZEN TRUE.

Certificate:
Data:
Version: 3 (0x2)
Serial Number: 4121 (0x1019)
Signature Algorithm: sha256WithRSAEncryption
Issuer: C=US, ST=Washington, L=Seattle, O=Example Company Root CA, OU=Corp,
CN=www.example.com/emailAddress=corpewww.example.com
Validity
Not Before: Feb 26 20:27:56 2018 GMT
Not After : Feb 24 20:27:56 2028 GMT
Subject: C=US, ST=WA, L=Seattle, O=Examples Company Subordinate CA,
OU=Corporate Office, CN=www.example.com
Subject Public Key Info:
Public Key Algorithm: rsaEncryption
Public-Key: (2048 bit)
Modulus:
00:c0: ... a3:4a:51
Exponent: 65537 (0x10001)
X509v3 extensions:
X509v3 Subject Key Identifier:
F8:84:EE:37:21:F2:5E:0B:6C:40:C2:9D:C6:FE:7E:49:53:67:34:D9
X509v3 Authority Key Identifier:
keyid:0D:CE:76:F2:E3:3B:93:2D:36:05:41:41:16:36:C8:82:BC:CB:F8:A0

X509v3 Basic Constraints: critical
CA:TRUE
X509v3 Key Usage: critical
Digital Signature, CRL Sign
Signature Algorithm: sha256WithRSAEncryption
6:bb:94: ... 80:d8

B CA iE+H

ERFENE (CA) BENT —MNEESNHEM CA (XL CAZHPRENTRFXR ) WRXEM
B, FHME CAHER CAINE , XFEIRIEHEE, LTRREMINIA CA HNR R CA”, MEIE
PHRARIER . HIEPBEERBLEEN.
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28 U SRAKIE B

LURSARUEF AR IRBRSS 2R, KB, BB RFFRR, 5 CAIERTE , RHKMAIEBTERATMR
W, LURSHFERNEMAERARER “FFhR ; HF EH,

BERIUEH

HMAEMTRESHR CAZLENIER, 5H CAUAFHNZL2BMRAMIEBTE , BLRIEFHRRHE
SR, BEEBARANBRYE  IEEPTATRHELNS , EFERATRIES®S , HELTER
Ho NZL£AEXE K EMNRTUESZN, B2 , AANAEARATCH], EANENBSTER , FEEZL
HMRHEMRRE , MANTFZNARFMERS. T LRBAHNMRBERIEPNENERER, £
XEEPHNALSFIUEBIH~EERNPEXEE , RN ENTERESH BB,

MEIES

AWS 28 CAEBRAEENEARNERNFLAE SSUTLS iEH , BELIHBEEMN EAAE. £
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Certificate:
Data:
Version: 3 (0x2)
Serial Number:
e8:cb:d2:be:db:12:23:29:f9:77:06:bc:fe:c9:90:f8
Signature Algorithm: sha256WithRSAEncryption
Issuer: C=US, ST=WA, L=Seattle, O=Example Company CA, OU=Corporate,
CN=www.example.com
Validity
Not Before: Feb 26 18:39:57 2018 GMT
Not After : Feb 26 19:39:57 2019 GMT
Subject: C=US, ST=Washington, L=Seattle, O=Example Company, OU=Sales,
CN=www.example.com/emailAddress=sales@example.com
Subject Public Key Info:
Public Key Algorithm: rsaEncryption
Public-Key: (2048 bit)
Modulus:
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00...c7
Exponent: 65537 (0x10001)
X509v3 extensions:
X509v3 Basic Constraints:
CA:FALSE
X509v3 Authority Key Identifier:
keyid:AA:6E:C1:8A:EC:2F:8F:21:BC:BE:80:3D:C5:65:93:79:99:E7:71:65

X509v3 Subject Key Identifier:
C6:6B:3C:6F:0A:49:9E:CC:4B:80:B2:8A:AB:81:22:AB:89:A8:DA:19
X509v3 Key Usage: critical
Digital Signature, Key Encipherment
X509v3 Extended Key Usage:
TLS Web Server Authentication, TLS Web Client Authentication
X509v3 CRL Distribution Points:

Full Name:
URI:http://NA/crl/12345678-1234-1234-1234-123456789012.crl

Signature Algorithm: sha256WithRSAEncryption
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