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ft 42 AWS Certificate Manager ?

AWS Certificate Manager (ACM) & B 612, FHEMEIT LN B RFAE SSL/TLS X.509 iFHMZEHANE
ZFEBE | XERNZATRF ENAWSHUE RN ARF, ZANEZBEY ACMZRIER , REE
WFE=FEPSAACM EEREH , HERAWSESRHIER, ACMIEBTURIPE—FHE, %
MEEHE, BEREMAEIXLEHNAE. ACM BEAEH IR TRBEN FiFl. LETUS HEH
AWS F.F CA £EH ACM P |, LEERE PKI FREAEFE A,

(® Note

ACM HF45EM I webserver (., MR HRAEE Amazon EC2 24| LigBIM I N EZ LIRS
82, UT#HIESSMX#A : £ Amazon Linux 2023 L& SSL/TLS,

ACM REZE_REEERK ?
AWSHEPEBIEE X509 iF BN EFIRETH/MMNEDT, EBRHFEFELERNWES.

1. AWS Certificate Manager (ACM) — LIRS HEEFEEFEA TLS R Web FELZEMNDLE
F. ACM iE$ @3 Elastic Load Balancing, Amazon CloudFront, Amazon API| Gateway F1H
e ERAWSIRS #ITHE. LERXFENANNAR—INEEXRERENZTLLHMIL. ACM EER H
METHHIERECTZEEE, MRS EFERTE

2. AWS FAF CA - LIRS EATE AWS A MELNERAEMERRE (PK) Wil EF , HEMALR
HIAFEH, FH AWS FAH CA , BALIGIZ B HWIEBMENE (CA) BREHW , HERAZERX
SRMALS , UEXAF., itEH. NARRF. RS, RER[MNEMRZH#HITEHRIU. TEE
Internet LEAFAE CA FTMAMIER, BXEZEER , HZH AWS 48 CA AFiEME.

B

&l

ACM i ik

R X8

5 AWS Certificate Manager £ RS

R uh L E M EERAR
2

>

Pl & 3 B &

ACM REREBEER ? FRAs 1.0 1


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/SSL-on-amazon-linux-2023.html
https://docs.aws.amazon.com/privateca/latest/userguide/PcaWelcome.html
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AWS Certificate Manager E#

ACM iEF4HE
ACM $RAZIAEE S BAIX — T FATAMN — AT,

@ Note
RXERBEMGERT ACM REMIES, SNARTERTESAZ ACM HHIEF,

PR E RGN

@I ACM FREM A HIEFH M Amazon Trust Services X188 , X2 Amazon EEH A HIEH
M A (CA)e Amazon Root CA 1 E| 4 B 7 Starfield G2 Root Certificate Authority - G2 By &
HRRX X LA, Starfield /R Android %% EZ FEE , NERERAH Gingerbread FFia , m7E
iOS EMIM 4.1 lRAFHBZREF, i0S MRA 11 FFBEFE Amazon 1. FAEE Amazon 5
Starfield IREVN K. NARFIRERGEHFETMN ACM SREHN A HIES,

ACM [E & 50 & B9 M 2 & i SRR IE B AV 2K B Amazon Trust Services 1R CA |, B Z /N H]
CA Ry EM— N EMH, ACM RIEFRBEMIEHRE ( RSA 5 ECDSA ) BN 2B E CA, BT
B CA BRELERBERGRENIERY , BHitk ACM FiR#EtH A CA EE,

RN RARFEE

‘@¥E Google Chrome, Microsoft Internet Explorer 1 Microsoft Edge. Mozilla Firefox 1 Apple
Safari E AW FTE EEX W EFIEE ACM iEH, Bid SSL/TLS EZFIFER ACM IE BRI IE AT
FEEACM IEBHRBHFLEELRSER P ER—NMERENR, Java B{5F ACM iEH,

& CA MR CA %
AT REFE MM R RAVIER EMIRIE , Amazon A SABERTEFRLL LB CA , BFSZTEH, 1tk

TENEFZEEM, BXEZELR , S HAEEXE "Amazon introduces dynamic intermediate
certificate authorities" ( Amazon 5| Azh 2 EIEPMA VL ) -

77— Amazon & 1E1R CA , N EBREENRARMITHETE, ATHETENEZ IR
X, Amazon FEAME T AWILEIELZ AWS & , 2% AWS Health Dashboard, @K~ FTIAE
BEREEFIHHEURTABKRRBEREFRLE,

ACM iEF45E WA 1.0 2


https://www.amazontrust.com/repository/
https://docs.aws.amazon.com/acm/latest/userguide/acm-concepts.html#concept-ca
https://docs.aws.amazon.com/acm/latest/userguide/acm-concepts.html#concept-ca
https://aws.amazon.com/blogs/security/amazon-introduces-dynamic-intermediate-certificate-authorities/
https://aws.amazon.com/blogs/security/amazon-introduces-dynamic-intermediate-certificate-authorities/
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AT B8RV B K 3% 1A [E]4X

MRAIRKAFEBABANE , MIZEPREBHE. OCSP Ml CRL RATRIIEAREESHBHEN
RN, OCSP M CRL AT XK mHEESNIRENGH . FEEF I AEAEFEZEFHIAIAN
FRefEX LA H R IEER

LTFRA URL BEFEXTAT R FHRE. S () BEFAR—IISNFEUZFH , @
5 () RRENFZRBFFH , BHIRIE #) WARKF
+ OCSP

http://crl.*.amazontrust.com/*.crl

B CRL 9K , MM URL RALTHR : http://

IR IE (DV)

ACMIEHFEZTHEIE. UHRY , ACM IEBHEFFERMIFIAEA, HK ACM EHAT , &
AU B SR AER A AR FIERPIEENFAEE. SRLUBN AL Fh4 DNS KRB
R. BXEZEE , FS0 B FHLHRUE M DNS Bif,

B
B&El , ACMIEBHARMEN 13 MA (395 K ),
RELITNEE

ACM BEELZIT ACM IEBUREITT e EMBIUEHNTRE. B3] AU ERERIEPEES
®, BEISHENSHENEN. BXESEELR , BSHACM EBHEELT.

MR

BN ACM IEBSAEDBE—NTLREFHSB (FQDN) , H BERAUEFTERRNECEHE. i
m, HEHN wew.example.com Bl ACM iEHEt , BHEATLURINE R www. example.net , R
EEFAUFEAXANEMZ— ARSNGB, EZEAE (EHRATREESRE) , BREH
mt, AR , B www.example.com &R ACM iE+# H A niEE example.com, BEXE
ZEE , BERABERLEIES,

ACM iEF45E M7 1.0 3
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TR SR

ACM ATZEESERERAES (") ROUETEBHEFABHH ACM IED |, ZIEH AR
FE—NMIAFHNZ NS, B0, *.example.com AT LR www.example.com
images.example.com,

(® Note

BREEFIERE , ES (*) XU TEHENREMNVE , mMBERBERF —NFERH. Bl
i, *.example.com A/ LR login.example.com #1 test.example.com , B &L
R# test.login.example.com, BiFEE , *.example.com {X{R#" example.com
WFE  MARPEERTNSE (example.com), B2 , BAUBIEiERDPIEEZ /M
BRERARFPZEZHIMK[USRE FEWOIUER, Fla0, BaLLERA TR example.com
F *.example.com HIIE$,

ZHREL

B HIIEEEENBEHARN. BE , ACM X#EFHELT RSA MM E 4B FLEEE (ECDSA) &
BEAEE. ACM AILERAREES () WEERBRMAFILES. SANEBNZEFEREE,

® Note

HIBEREH AWS Private CA iy CA ERMFLAE PKIEHES , BENZREESE (RSA
5, ECDSA ) 4715 CA MABBANE EETE.,

- RSA 1024 {I (RSA_1024)

- RSA 2048 {i (RSA_2048)*

- RSA 3072 {I (RSA_3072)

« RSA 4096 i (RSA_4096)

« ECDSA 256 i (EC_prime256v1)*

« ECDSA 384 {i (EC_secp384rl)*

- ECDSA 521 {1 (EC_secp521rl)

ECDSA ZiE /) , RENZT LM E RSA BAMES , BIHERXRES, BR , AFEMEMNEZE ik

#hZ 5 ECDSA, Tikth4mHE NIST, &7°7 RSA fl ECDSA EERKRMUNETLBEUREM K/
R, PRBEESMUMN S,

ACM iEF45E WA 1.0 4


https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-57pt1r5.pdf
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HREENRHAN LM

LZEBE RSA Z K/ ECDSA & K/
128 3072 256
192 7680 384
256 15360 512

RLBEWERN 2 NE , SHEMSFRENBEURBAEX, Hl, 3072 2 RSA Z4AF 256 {i
ECDSA B4A# A LUBE Rt 2128 ok &,

BEXBYELERELNER , BFSH AWS BEXE (W1E1E AWS Certificate Manager # {44 #
£ ECDSAEH) ,

/A Important
BEE , EHBESMATRESZFNEENZAXNNEEHRRREK, kA, XMZRFEIES
=S AE IAMER ACM MEFMZER. BXEZER , BZREBMRFH X,
+ XF Elastic Load Balancing , 55 Application Load Balancer £ HTTPS {425,
« XF CloudFront , &5 ¥ X5/ SSL/TLS A ZE.

Punycode

MR BE T 5 E R E B XM Punycode ER :
1. Bl“<character><character>--"#8 3\ FF L By 15 B LM 5 “xn--"— B,
2. Blxn--"FFSk i B th X MR B R EBRLiE B

Punycode R4l

A wmE AR BR OEER
M1 &M
2
example.com & & v 72 Bl“<character><character>--"FF 3k
H H

ACM iEF45E A 1.05


https://aws.amazon.com/blogs/security/how-to-evaluate-and-use-ecdsa-certificates-in-aws-certificate-manager/
https://aws.amazon.com/blogs/security/how-to-evaluate-and-use-ecdsa-certificates-in-aws-certificate-manager/
https://docs.aws.amazon.com/acm/latest/userguide/acm-services.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/create-https-listener.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/secure-connections-supported-viewer-protocols-ciphers.html#secure-connections-supported-ciphers
https://www.icann.org/resources/pages/idn-2012-02-25-en
https://datatracker.ietf.org/doc/html/rfc3492
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/A R R g AEE
1 B F
2
a--exampl & & v T & LL“<character><character>--"Ff 3k
e.com A A
abc--exam & F& v F & LL“<character><character>--"FF sk
ple.com A A

XN--Xyz.com = = v BERMERRLER ( BT E.com)

XN--examp 2 & X AREMVERLEA
le.com
ab-examp A B X AFENn-FFk
le.com

»E

BEEUATIR :

« ACM FESY BRIE (EV) iE B IUF (OV) iEH,

« ACM T3 SSL/TLS UAA R EA H b SR HHE

- BTEEMER ACM iEH 3 1T FHBH N,

« T ACMiE$ , ACM BRIFTAFEREREEIERET. A, RELITFERATES AT
ACM HFHIEH,

« BFEN Amazon HAERIER (HE1LL amazonaws.com, cloudfront.net = elasticbeanstalk.com
ZEMER) ERIEH,

« BEEN ACM IEB THAEEH.

« & EETE Amazon Elastic Compute Cloud (Amazon EC2) MUt s N AR F LEEZR % ACM i
. BR , BALLFECHIEBATEAERRS. BEXESZEE , 55H5 AWS Certificate
Manager £ RS -

X EFR X

iR AWS —i&5Z R AWS X #lis S8 AWS XigRIAEER ACM X0l A,

XEHNXE IR# 1.0 6


https://docs.aws.amazon.com/general/latest/gr/rande.html#acm_region
https://aws.amazon.com/about-aws/global-infrastructure/regional-product-services/
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ACM AHVIEBE FTXEMHRIR, EEANZMNAWSKIGHHERBHTEREFE (FQDN) = FQDN 4
iE# A F Elastic Load Balancing , B4 ABNMNXFERFF A —MEH, XFF ACM 2HAES |
XEREEVNEFRIISNXBWIEEFNENEE, ETEEZXEZBEHESR,

E 7 Amazon CloudFront AfEF ACM iE$ |, FRREBEZERI ( FHFRLILE ) KiFAER (=
EXN) ZiER, XigHSEA CloudFront B ELXEKE ACM IEBF P BB N ZIEE ENFIE
BE,

5 AWS Certificate Manager S Y RS

AWS Certificate Manager X##y AWS [RF#XEZ, B EZEEEET AWS WM ARF £
Z& ACM IEBHFAEF AWS FAF CA iEH.

(® Note
NE ACM IEP AT AR ZEFEE# S Nitro Enclave B9 Amazon EC2 32| £ | (ERAERE D H b
Amazon EC2 3£l £, BXxEREEZR Nitro Enclave B Amazon EC2 324 Li&E T Web
IREEMER , BSHHEE . /£ Amazon Linux 2 E 2% LAMP Web [REESBHEHKE : £H
Amazon Linux AMI Z% LAMP Web fR5 28

ACM IEFHZ LTRSS 5% -
A

Elastic Load Balancing & AWM AR FRE Bz 7B E 2 Amazon EC2 £6l, ©aNE1T
FEERES , AEREEHRBHBETEENSG , EEETFAEENEZHIRE RN LL, Elastic
Load Balancing Bzl BHBERULEBREUNNEARE. BXAHEENEZER , HSH
Elastic Load Balancing FiFF 1§/,

BE , N TET SSLTLS RHtRL£ANE , ABBHRLEREATHEE LR /Fi Amazon EC2
5l £ %% SSL/TLS if#, ACM 5 Elastic Load Balancing £ 5% A TE A $ 19 #1285 £ Z58 ACM i
. BXEZEER , HSHAAIE Application Load Balancer

Amazon CloudFront

Amazon CloudFront 2 —I1 Web BRSS , AINEERII G S MEERAR , NNz SMES
Web AB D EAKRBAFNIEE, KA IEREERLET CloudFront BN AR , XA
REERHKEERNIGE R, XFEAMUBRIATENAREMELZANES. MRARTEHELS

SRS fR4< 1.0 7


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-lamp-amazon-linux-2.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/install-LAMP.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/install-LAMP.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/create-application-load-balancer.html
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iR E |, CloudFront I EMEENE. MRABRB I ARELLME KR L , CloudFront FMNEEHEENR
A A RIRE Amazon S3 FEMEH Web IRESEB|FHREANR, B CloudFront WEZEER | iF
2% Amazon CloudFront FF X A B 15,

R T @S SSUTLS 2L £ HNZA |, CloudFront 23R 7E CloudFront 2B REIHRABR L RE
SSL/TLS if#, ACM & CloudFront £5XLA7E CloudFront £ Bit L Z2& ACM ifH, BEXEZ{E
B HSA3RE SSL/TLS iEH.

® Note
Zf£ CloudFront RfEMA ACM IEH , FRALEZER ( HFSRLILIE ) KiGHhERR
$AKIUED,

Amazon Cognito

Amazon Cognito &K Web MBHNARFRHESARI. BNXANAFEE. ENAFAER
AWS Ik ZiEEES R , LAl SUBEE =5 ( I Facebook, Amazon, Google = Apple ) &
%o B Amazon Cognito WEZELR , 2R (Amazon Cognito FZEARIERE) o

L IRfF Cognito A B E 5 A Amazon CloudFront {X¥28} , CloudFront ATRE&EF ACM iE$
REPEENENEZS, EXMERT , BEE , XFEMBRESRE CloudFront B9<Bk , RIET#E
o EL BR

AWS Elastic Beanstalk

Elastic Beanstalk AIH BB EAWSEHHBENEENARERF  MEFEOETXENARFNE
g HE. AWS Elastic Beanstalk AJfREEEEHM ., BKRF LFBAERF , Elastic Beanstalk ¥
BN EEXBREME, AFEE. TENETRRKENIBIFMES . Elastic Beanstalk £
Elastic Load Balancing AR ¢ 51839%8%. B X Elastic Beanstalk WEZELR , HZH AWS
Elastic Beanstalk Ff & A G 15/

EERZFIEP |, BMIE Elastic Beanstalk =%l AP N BN AR FEE REIOER. BXESZE
B |, S A & Elastic Beanstalk IMER g 9# 2T AL 1IF HTTPS,

AWS App Runner

App Runner 2 —IMAWSHRS , TRMHT —fRRE, MRALFERNERX , NERBRESRE
BEESEIAWSEF AT BEERZEMN Web RARF. BFRFEXFIHER, REEFEANITE
RS, S AFETHRUMATMEMEBEAWSHEIR. BX App Runner WEZEER , 5 AWS App
Runner FF XA R 1M,

SRS hR4< 1.0 8


https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/cnames-and-https-procedures.html#cnames-and-https-getting-certificates
https://docs.aws.amazon.com/cognito/latest/developerguide/
https://docs.aws.amazon.com/elasticbeanstalk/latest/dg/
https://docs.aws.amazon.com/elasticbeanstalk/latest/dg/
https://docs.aws.amazon.com/elasticbeanstalk/latest/dg/configuring-https-elb.html
https://docs.aws.amazon.com/apprunner/latest/dg/
https://docs.aws.amazon.com/apprunner/latest/dg/
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LI EENEE S App Runner lRE-<EXAET , App Runner &7 NI 612 A T IR BRiA 4 H9E
. ei#HFEHE ACM 1, EEEERNRFSBUERKIRSHEMBIERE XA , App Runner T
BRIXLIEH, BANIRBZINIT , EEFBITANIEETMIER, BXREZER , 5SH AWS
App Runner FF X A RIERIHHIEIE App Runner BRSSE B E Vi &,

Amazon API Gateway

BEEBIRZNERMNYEM (loT) WARE , IZTATIHREEHS AWS ELHNERRAERE

B APl ZB AREE. B LAER API Gateway &1, # ., KRR EN AP, F API &
Z| API Gateway f5 , B LLEE B E BB EWNIGR, BEREFENER , BA4TRM
SSL/TLS iE ., ZAILAER ACM £K S AIEH. BHX Amazon APl Gateway WEZEE. |, 85
¥ {Amazon AP| Gateway FF X A RIEFE) o

AWS Nitro Enclaves

AWS Nitro Enclaves & —51 Amazon EC2 IhgE , B AFHEM Amazon EC2 L4l 6| ZREE RIINT
INE |, #H Enclave, Enclave 2K, BILHNANSEZRHNELN. SIXUIREERXEHIH
ZEAMEZEFTEE, SIREBFANER. REXNHRDABEKMN, AFTEET SSH 3 A
Enclave , H BRZHIN#HE, NABRFIAFS (2ERAFPSEER ) ITA1HRZ Enclave KIEP
I BIER N AT

E3EF Nitro Enclaves B9 EC2 XX ACM kB, BXEZEE , S M A T Nitro Enclaves #Y
AWS Certificate Manager.

(® Note
BB ACM iE$ 5 &K iE#EZF Nitro Enclave B9 EC2 SEfI#E<BX,

AWS CloudFormation

AWS CloudFormation T #Bif&%t Amazon Web Services BRH#ITREFRE., BeIE—
BARCRERZF L FEANAWSEIR , 10 Elastic Load Balancing = APl Gateway., R/ , AWS
CloudFormation AR N EMENEBEX LR R. BLFRMAUENEE AWS EIRH T ## what;
AWS CloudFormation G4 BB IX L TERFIERBIHN NS, ACMIERENERTRISENR ,
XE K& AWS CloudFormation AT BAER ACM iE$ | B LAEAWSHRS FERAXEIEBKREH
TEEE, A, ACMIEBEHFZETLAFIA AWS CloudFormation i BHAWSHER—RSEE
Mo

B> CloudFormation 9 —#%fE 8 , 2 (AWS CloudFormation A {E/) . BT #
CloudFormation X ## ACM &R , iHZH AWS::CertificateManager::Certificates
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https://docs.aws.amazon.com/apprunner/latest/dg/manage-custom-domains.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/how-to-custom-domains.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/
https://docs.aws.amazon.com/enclaves/latest/user/nitro-enclave-refapp.html
https://docs.aws.amazon.com/enclaves/latest/user/nitro-enclave-refapp.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-certificatemanager-certificate.html

AWS iE+ Manager ArfEm

B F AWS CloudFormation 12458 KB ZH{LINEE , SBERAIBHIEIPED , F2EFEHH
AWSIK FIIIER T BRATENEEREA T AWS CloudFormation B9 ACM &L,

(® Note

R & A AWS CloudFormation 8% ACM iE$ , AWS CloudFormation ## &R &Z &
CREATE_IN_PROGRESS R#Z, EMit — SR HRIBREFFIER , EREIRBIEPRIEER
FERHF PR ERIRIERLE, BXEZER , BSHRRECIE, EHMBR#ERIEERRE T
EREIE,

AWS Amplify

Amplify 2— AL THEN TEFINEE , £alw Web MBI & A REBRERMME AWS £
BERNARF. Amplify 2RSS : Amplify Hosting 1 Amplify Studio, Amplify Hosting 32
HTET gt WITER , BTRERFELHBFN SR TRS S Web RAEF. Amplify Studio & —1
BEMNFRIAE |, JE{CATT BHE%k Web MBI NAEFHOIE. FA Studio &8)—ARER
ATARN Ul A4fEeg Ul , SIZNARERFGR , AERREEEREE—E. BX Amplify WEZE
£, E2H (AWS Amplify FAF#ERE) »

MRERBEHERINARF , Amplify #2815/ 5K — 1 ACM iE+REF ZiHo

Amazon OpenSearch Service

Amazon OpenSearch Service & — M RM O 5|2 , FARGITFEEESI . ERNARFK
7, RERoNE, BXREZELR , 5 (Amazon OpenSearch Service F &£ A RIEFE) o

BIBEE B E VML T S B OpenSearch Service 588t |, A #EH ACM M1 —MEBRME
XBxH Application Load Balancer,

AWS Network Firewall

AWS Network Firewall 2 —I#EE RS , W BEER ¥ A FFE Amazon Virtual Private
Cloud ( Amazon VPC ) BEXLENMERY . BEXEZELE , H5H AWS Network Firewall F7F &
AR,

Network Firewall B5 X 3&E5 ACM &/ , AT # 1T TLS ®E, WRHETE Network Firewall {5
ATLSKE , MAMEE ACM iEHF LM Z M ERMNZES EBHAER SSL/TLS RE., BX
Network Firewall Z1fa £ ACM #1T TLS BE , S (AWS Network Firewall FF X A R 38
) FHIEEA SSL/TLS IEHH TLS REBRBER,
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https://docs.aws.amazon.com/acm/latest/userguide/acm-limits.html
https://docs.aws.amazon.com/acm/latest/userguide/acm-bestpractices.html#best-practices-cloudformation
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/troubleshooting.html#troubleshooting-resource-did-not-stabilize
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/troubleshooting.html#troubleshooting-resource-did-not-stabilize
https://docs.aws.amazon.com/amplify/latest/userguide/welcome.html
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/customendpoint.html
https://docs.aws.amazon.com/network-firewall/latest/developerguide/
https://docs.aws.amazon.com/network-firewall/latest/developerguide/
https://docs.aws.amazon.com/network-firewall/latest/developerguide/tls-inspection-certificate-requirements.html
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P v & B HMS ERAR

Amazon MEHMUELEE K WFAAEEIRAEATREZ — !

 AWS Certificate Manager (ACM) A REEATATECNENZEMIEXE, IREHFLELAMEL
B MME=ZSHMEARE. RIMNBWEER —RENERITENBEESRHOMIER L SRBRAZR
=M,

« Amazon FAFHEBRIBIIAFELIPHE, MELEREEER. XTHERBHMESENYET]
BESWERZTER ACM RFHML , HEAWFESwATEIEREORLEE. N TRFR
N EFF Amazon BE | BIMNFTAFLX T A X E BRI ERF IR

Pic &
AR AWS Certificate Manager (ACM) BREFREER T8 AWS KEH S AWS Ik,

ETHULREMLERS , HS5H AWS —BRSEEREPHN ACM Eifik, EEREMEDH , FE
AWS Support A/ 2 RH,

= A ECE
| AINEL R
ACM IEH 8 2500

T HAA B A IE PR ER T A BB

B AWS #8 CA FH CA EEMIEFHTIT ALL
B

BFH ACM IEBHIHE ( &I 365 X ) YK P ECER Y 7 45

BIEF, RXEMRKS TUARENIEPRER
%= ACM IEBEHFHN R MG, flw , WRENE
A 2500 , MRS F 7] LUE LA E X F10K
5% 5000 1 ACM iE$H, TEE{A4A ERTA
REeH 2500 fiEH. FE—FMNiER 5000 17
E$ , U ATE 25 S B 2500 /3 = REil &

v & B AEERIR W< 1.0 11


https://docs.aws.amazon.com/general/latest/gr/acm.html#limits_acm
https://console.aws.amazon.com/support/home#/case/create?issueType=service-limit-increase&limitType=service-code-acm
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A AR IABCH

A, MREEMTSENNEFAENIERE
i 2500 14 , BATERFR AWS Support 0

B AWS #8 CA FH CA EEMIEFH 1T ALL

B

ESALEBHNHKE 2,500
SESAWIEBHKE (RIE 365 X) SR K P BB A 7 45
B4 ACM L BHEH A HE 10

84 ACM IEPHBRINEE R 10 MER. BH
Fo & Al LR -

BRIXNE—NFBENIPNER RS
(CN) B2EMN. FMEENHISETEERS
M B,

BEHEZALLER 100 NMEB, BEERIESH

&1 , 57 AWS Support ROBIE—1EHl, B
EOERHIZH , BELTHRECHEFERHR
ENERT , ANEZHESCR/ETRESHE
BT, BXEZER , FZHAERIL,

1 ACM IEBHEEMEHMGER T ACM
HAIEH, WEFAATERTESAE ACM F
MAEH. TE/LTERT ACM IEH,
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https://console.aws.amazon.com/support/home#/case/create?issueType=service-limit-increase&limitType=service-code-acm
https://console.aws.amazon.com/support/home#/case/create?issueType=service-limit-increase&limitType=service-code-acm

AWS iE+ Manager ArfEm

I H AR IABCH
B CANBE 200

ACM 2 5 AWS Private Certificate Authority
(AWS FAF CA) &£, BALAER ACM #24|
A. AWS CLI 5 ACM APl M\ AWS #& CA &
EMI A Private Certificate Authority (CA) 3R
ABILED, XEIEHE ACM IMERHITEE ,
BF5 ACM AN ABUERERNRE, BX
BEZEER , BSRIERAE PKIIED. BEAEL
R AWS FAE CA REMAFABIEH. B
RELZEE , BEAMRAERASAIUS,
EMERHFIE CAFITtAERTA , EXERAE
HERNE, BXELZER , BSHABIKRLE
CA.

B4 CANRBILERHE (LEwEH ) 1000000

AP| 3% 2R Fil Zi

UTEFEATESMNXEMKTH ACM APl, ACM AT ERECERE APl iER , BE4AEURT AP
B, TREWERTIEREL T BYERBBVRFEES , ACM 2ELFEARHYNFER, MRFR
ZE RS , ACM REBE ThrottlingException #iR, TRFIH T HN API EHEKR ACM REIZIR
YEERAVBLH

(® Note
BRT TRAFIHE APIRIES | ACM EAILLE MR E AWS FAF CA I EB

IssueCertificate 4., BX IssueCertificate WHRINERRHMEL , BSAEART
AWS FAFE CA W& i S FMEE,

1 ACM AP REWN BB R B ET

AP| EZEE & MRA< 1.0 13


https://docs.aws.amazon.com/privateca/latest/userguide/PcaIssueCert.html
https://docs.aws.amazon.com/acm-pca/latest/userguide/PCADeleteCA.html
https://docs.aws.amazon.com/acm-pca/latest/userguide/PCADeleteCA.html
https://docs.aws.amazon.com/general/latest/gr/acm-pca.html#limits_acm-pca
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APl A H BYBERH
AddTagsToCertificate 5
DeleteCertificate 10
DescribeCertificate 10
ExportCertificate 5
GetAccountConfiguration 1
GetCertificate 10
ImportCertificate 1
ListCertificates 8
ListTagsForCertificate 10
PutAccountConfiguration 1
RemoveTagsFromCertificate 5
RenewCertificate 5
RequestCertificate 5
ResendValidationEmail 1
UpdateCertificateOptions 5

BXEZEER , B55H AWS Certificate Manager APl #,

AWS Certificate Manager E{#t

3 F A AWS Certificate Manager B2 SSL/TLS if$ , BAEEXINTNTZA, BRERNECE
RATFEITMUHNARFN AWS BRTHE, BXKHN ACM ENEER , BHSH AWS it EH AWS
Certificate Manager RS EN R Ho

EM M7 1.0 14


https://docs.aws.amazon.com/acm/latest/APIReference/
https://aws.amazon.com/certificate-manager/pricing/
https://aws.amazon.com/certificate-manager/pricing/
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AWS Certificate Manager R Z &4

AWS + BN nZEM. ATHENZL2MHEHBHARNER , BRNTETEEES T2 HNERE
ROFMERE, ER AWS BF , BHRMXLEHBEROMMEZELZ 5,

ZE2MR AWS NN HERE, REABEXHEHERNCZHNRZEMNEZTINR SN

- THZ2M — AWS ARBKRIE AWS ZHIET AWS BRENERMIZKE, AWS ERERETLZSME
AR, ERAWS EHMITRIN—3 2 , F=ZFFITARNEEN AN ITIZEENERE, B
T #E5E AT AWS Certificate Manager W& # M1t , HSHEEMAEITRSEEAH AWS RS,

- THHNZEY - CHRETHEERAN AWS RERE, BEEENHECREATR , SEENBIENEH
B, BN ERUKEREREN,

LY SRS RS BY I8 T SR an{a] 42 65 ) AWS Certificate Manager (ACM) B B SRR IEEN ., U T EHi% 8
MAELE ACM SSEIMBH R LM FENEB IR, BIES T BRI A EMAWSIRS A B & K 12 F]
R ACM BiRo

F&

« AWS Certificate Manager 7B $3E R

- @A T AWS Certificate Manager B9 Identity and Access Management
« AWS Certificate Manager 7B & FZ |k & AE

« AWS Certificate Manager FHIEIREZ =M

- RIEXE

AWS Certificate Manager # I Zi iR {R I

AWSTEHIBEFXEA T AWS Certificate Manager FHIBIERYF . MZEXF AR , AWS ATRRKRF
Z1TFA AWS Cloud V£ 3R EM R, SRTEF N IEERLEMIRE LNATHES, BEHRTE
FREAMN AWS RSN EZEBMEMERES . AXRBERLNESER  FSRLERBLELRE, &
XEMNBEERTWES , HSH AWS 22 1EHF £ AWS FTEHBENH GDPR BEXE.

HFHFERPEHN , RNBUUERP AWS Ik EUEHEH AWS IAM Identity Center 5 AWS Identity
and Access Management (IAM) REEMNAF, X¥ , 8MNAFRRESETHIEFIRIAMENR,
BADERIWIEBEB I AT AR R BHIERIE

s WENKFERAZES BRI (MFA),
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https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/data-privacy-faq
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/
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- £/ SSL/TLS 5 AWS BRFE#HTHEFE. BINNERMSEA TLS 1.2, BIWEA TLS 1.3,

« fEA AWS CloudTrail i & API 1A &3 H &8 %Ko

- £/ AWS MFMERTRIUKE AWS RS RHFTERIAZ £85I,

- FRAERIEEZLRS (HlI Amazon Macie ) , ©EBIT XM AR F4#1E Amazon S3 HEV U

.

- MRAEBEGBSTRED API 718 AWS RHEELZLZ T FIPS 140-2 WIEH NZZER | B EH FIPS %

Ro BXTAMN FIPS mRNESEER , B (ZEBRIESLALERE (FIPS) 58 140-2 M)

BOENBWEY RN ZEERBRER (METFHNE FEfibi ) RAGEHEABA AT
B (WEHRFR) . XTEEAEHA. APl AWS CLI 5 AWS SDK 43 ACM = HEH M AWS RS
i, BEATEVNREREARANAFTETAANEARESTELATIUHRRIZSHAE. NRE
A EARS AR RS URL , BRIMBAEUETEHE URL HE2RIEFEERBIEEN ZRFHFNER,

IEBAERANTEM
WIRERANGIUEFE , AWS Certificate Manager (ACM) 24 R —MNAB/RAEZRHN . I FS AL

B, BAERBAN. 2EBARRNLEBN—5B2. ACM BEHIEPREMENNIAEER , AEA
AWS Key Management Service (AWS KMS) k& BRI BEER. ZHENIESFRM TR ;

1.

BRTE AWS X HERFS AUERER , ACM BB — 1 51HH aws/acm BIFEE AWS KMS key,
It KMS Z4AEB AWS IKF REA AWS Xigi &2 M —#Y,

. ACM £ Itk KMS mZEBNFBEH, ACM IFEMBRVILBEEN , MA LA XA

HEEH. ACM FEAR— KMS ZAERTEN AWS Ik F4FER AWS X1 H i 25 Fir B il 4 1 FA
BEH,

. FHEBXEKEI S AWS Certificate Manager SR BRSF BT , ACM £ EBMIMBHNIBERP RIS

RS, ESTE AWS KMS FRIZIZIN , NI AFZRSER KMS ZAXRBZEZIEIBNAERSH.
AXENNEZELR |, H559 AWS Key Management Service F X A RIEEFHFEAZEN, Bx
ACM XENBRSHWEZELR , B3R 5 AWS Certificate Manager £ BES -

(® Note

&R LARH B Z 62 H AWS KMS 21X, MR A TEMARER BRI RN , WaREZEMES
By ACM Zh&E.

. ERIRFEEA KMS BARBELERH, R , ZRSEALEHNEEZN (AXA) WERHEL

EHEPRZENELEEFEE (SSL/TLS £1&).
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https://aws.amazon.com/compliance/fips/
https://docs.aws.amazon.com/kms/latest/developerguide/grants.html

AWS iE+ Manager ArfEm

5. SR ERMRSBUEXERE , PR 3 PRIBNENFRER . XEWE , ZRS BRI LUEH
KMS ZHHRBZIE BB RN,

& A F AWS Certificate Manager 89 Identity and Access
Management

AWS Identity and Access Management (IAM) 2 —I AWS RS , J ARSI EE A R hiEHEIX AWS
FREAE, 1AM B8 R34 LB & HRIE ( BF ) MR ( EENR ) #£H8 ACM BRHIA
Ao IAM B—IEEFTAFZAHEAEAN AWS RS-

ES

=

KK

- BX

- ERSHBHITHIHRIE

- ERARKEERE

« AWS Certificate Manager #1{i 5 |IAM th[E T4

« JEF T AWS Certificate Manager FWE T & 38 K #E R~ 41
« ACM API iR : BREEMRRSZ

« AWSSEAF AWS Certificate Manager B 3E& KB

- £ ACM HE A &K H4H

- FRFHEXAEE (SLR) AT ACM

« X} AWS Certificate Manager 5 15 #1183 17 ¥ BE HE Bk

R

£ AWS Identity and Access Management ( IAM ) B9 X EE T LAE ACM FIITHIRET R,

RESAF - MRFEA ACM RERTERES , MENEERR SN EEMMENEIENNIR, HEERAE
% ACM ThRERSER TIERT , BAISEFEEFNR, THRNAERHRNEARKBZEOEERABERES
IR, MRETT AR ACM HEIhEE | S X AWS Certificate Manager & 3 1/ 8] 3# 17t FE 5F
BRo

REEER - MREBELTATEE ACM BRIR , WETEESR ACM NELFENR, EEREBHE
IV BRS R P BRI RLE ACM ThREMI R IR, ARJE , L0 1AM B R RRERUERRS A
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MR, BEFZIELNEEULTH IAM WEARE S, BETHEXEN L TWNMAE IAM 5 ACM #ZHg
FRNEZELR | 558 AWS Certificate Manager #1155 IAM 1 E T4,

IAM BB R - MMRER IAM BEER , BUFETHRAEXRNMEREREAEEX ACM B iF B RH
BFHEE, EEFHEAE IAM RERN ACM ET 5 REE RS , SR EHA T AWS Certificate
Manager BV E T & 5 K8 =61,

£ & 21T & 0 IR AIE

SRRIIREEFER M EIEESR AWS WE%E, BXTER AWS IKFEAF. IAM AFPSEITRA
IAM £ &3 1T B HIAE ( ZFE AWS ) .

B ERBED & REHNFIEARS &0 E %5 AWS. AWS IAM Identity Center(IAM Identity
Center) A, BLARMNEQIEREHRIEURIEN Google 5 Facebook EiF & 2B & & 14K R,
UK E R ERN , SNEERALGER IAM BERET BRKESRIE. HEFEAKSFHRIE
A AWS B, BRZEEZERAAE,

BRFEHNAFER | EALIEF AWS Management Console 2 AWS 5T, BXREFEE AWS #Y
BZER , 5N (AWS BF AFEM) PROAEEZEEHN AWS IKF,

MREBLUREF TR AWS |, ] AWS FHEEGFF X T EE (SDK) MEHTHRE (CLI) , AEFEH
BRHETIUNBRFREBEMNER, NRERERA AWS TE | MAFBEITHIEREE, BxEHAKE
NEZEZETZBERNEZER , H25H (IAM AFEE) FEE AWS API 53K,

TeERAMERRIESZE , SRUTETERHRETCRLER, A0, AWS BUEFERZESHRIE
(MFA) kRSN REM, ETHRESER , 50 (AWS IAM Identity Center AP IERE) FH 2
ESHREIE M (IAM AFERE) #iN £ AWS FEAZESHRIE (MFA),

AWS Ik RAF

HE0IE AWS K/ B, REERNR—IXIKSRAE AWS RS MR FERETEHRNBRNER
B, HOHN AWS K- BRAF , ERAECIRKS AT AN E Fof bt MBRBER , ARG
ZH5 M, BARWESECRRAFNITERERES. RPEFBRAFEIE , AERXERIERRKITRIE
AP EBRITIHES . BXEREUBRAFSHERNESHNERIIE , B2H (IAM AFERE) +
MEERASEIENES.

RE &40

FERBEXE , BERAKAF (2RFTEEEABRANRNAS ) S8EARSSFHRIENS B RHARE
FF, DA ImEH USR5 R AWS BRSS
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https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-signing.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/enable-mfa.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/enable-mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/root-user-tasks.html
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BRESHEXRELLAFEFR, Web SM1RMER. AWS Directory Service, Identity Center B &#)
AP, [MEAERES 5 HREMNEIERGE AWS RS AP, HEE 5B AWS KPR, f
MNMRAAE , MAERMINNEIE,

EEFREBIHRINR , BINBIUESER AWS IAM Identity Center, &R LLTE IAM Identity Center #6

BERAFMNYA 4 EEARLS LA SNSRI —HAFMNANEME AWS K- N ARFE
. BX IAM Identity Center I8, , 55 (AWS IAM Identity Center FIFF 18R HHIT L2 IAM

Identity Center ?

IAM A = M4

IAM FIF RAWS B AR R A R REARFSERERBN— 50, ETENELT  RNBY
EAKNEE , TFLURAAKBEE (NBBABREN ) K AV AS. B2 NREE— L
RHERGEEERMEENR AM A, RNRUSRRPAER. SXFSEL , B350 (1AM
APER) hHx FEERBEENEM5RERRRB NS,

IAM AR—NMEE—4H IAM AP SR, EFEERANSHESR. BUUERAAR—RMEAZD
RAPFEERR, IREXREAF , FREATUERMMEERFANR, fl0 , EUgEEF 12N
IAMAdmins 48 , A AN ZARFNRIUERE IAM &R

RPREAeTE. AFE—5ENMARINARFXE  MAGSEILFTECNEAARA. AFE
BRANKHELE L mMAGRHKNEILE. ETRESER , 58 (AM BFiERE) PHM 612
IAM AP (MARAE ).

IAM A&

IAM AR AWS K FEERENRN S G, EXRUT IAM AR, BEREARTXE. BN
BEURAE , £ AWS Management Console FREEHXA IAM A, EATLLFMA AWS CLI 5t AWS
APl RESERABEN URL BFEAR, AXEAARNEZNESZEER , H5H (AM AFE

FE) A IAM A,

BB EIER IAM SEEUNTERTRER !

- REAFHE - ZERREFHIENR , BUEACGHNABGENNR. HREFHHTHHRIE
i, ZENEAREXBKARRFALAGELHNNER. BXKESARINAGHEES , ES
5] <IAM FIF1ERE) i NE=F SO RHMIERAES. MREFEM IAM Identity Center , N EE
BENRE. ARFEENSHEHRTEHRIESTAHFEMNANE , IAM Identity Center JFXRES
IAM RV A EHEXE, BXNBRENEE , 528 (AWS IAM Identity Center A 3E§R) K R
%,

o e IAM BFIR - IAM AP TRA IAM AFRSAR  LERRESHNZFEESHFENR,
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https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
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« BIKFUR - BRI LMER IAM BeL AT ARKSHHEDA (TEESL ) HRENIKS RAHR
o AERRTERSFHRNBRHEESR. BR , X TELE AWS RS , B LU R IE N N
BRR(MAREABCENRE ). ETHERTEKFLANASNETRFNREZENES | 1§
Z5 (IAM BiFiEm) F1 IAM BB 5ETRENEBEFATE,

- BIRFZ IR - EL AWS REEAEE AWS RS R4S, Al , YBEENRSHHTEAAN ,
ZIREEE S TE Amazon EC2 iz TR AR FHTE Amazon S3 RE#EXN R, REAIEELFER A H
RN ETENNE, FARSARSKERARSHE<ASERMNITIERE,

« BRPEALE  YEER IAM AR RAGBE AWS hITIRER | S804k, FERAELER
S, BABESWNIT—MNRE , ARLBREEHMRS B S —MNEE. FAS FRAEAEA
AWS BESS MR , £81ERM AWS RS , B T RS AEHER. REERSKEEESH
AWS BES RBRREFRETRNIERN , T2%H FAS iR, EXAERT , BYUMEFRT
X MRENNR. BXAH FAS ERNWBRERE , BSREXTRSE,

- RFAE - RSAGRRSAREELNKS, PRITREMKAN IAM 6, IAM EERTTLE
IAM FAIE, ERFMPERRES AR, BXEZER , H5H (AM AFER) $/ 8lEEm AWS
RS ZERNBEHAR,

« BEHEXAE - BSHAXAEREE AWS RS XEN—HRFSAE. BSTURARKRENITE
AR, BRSEXACERELN AWS K/ 1, FHRIZBRSHEE. IAM EERTUERET
REmIEIRSS XA BHNR,

« £ Amazon EC2 L E{TH N ARER - B UER IAM SEEE 7% EC2 =4l L1217 H & H AWS CLI
= AWS API BRI B ARF G EIE. XL THE EC2 SRflhFMITRIZEH. BN AWS A&
DELE EC2 EPIHFEEINZEFWFIERARFE TR |, &0 602 — /N 2SS 618 KB ELE X
., ROEEXHITEAR , HFE EC2 R LETHWEFEBRE RN ZIE. BEXEZER , H5
i <IAM BF¥sEY By 8 IAM AR Amazon EC2 324l EiE4THI R AR F TR,

ETHEFER IAM BBER IAM AP |, 25 (IAM BFPER) FRaet el IAM &6 (MAER
P

£ F SR E IR 1 ]

AT OISR ST INE] AWS B RAIR , LURE AWS RETE, HIE AWS FHNS ; £5
SRRAFAXBN | FRELENORR, X4 (AF, BAPRAGLE ) RHERN , AWS
BT E R, FHRORBRER AT RIESER. ASKEKE AWS RZEN JSON X
Ri, 3 JSON BB XM AMANBNESES | H2H IAM A ST 8 JSON MK,

EE R WLAER AWS JSON REEREERRRILEFTARAT. RIEWR , BNEE AN ARIR
WATERAE | BAREAT AKMS THIT.
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HIABRT , ARFNACSENRR. ERTFAPXNMERRRITRENNIR , IAM EE A 612
IAM policy, B AMERTARAEERM IAM policy , AFAIURAAE,

IAM policy & XIRENRER , X FEEAMI L ERNITEE. fl, RREFE—IAF
iam:GetRole BEMKEE., BB XK A/ LM AWS Management Console, AWS CLI =
AWS API ZRERABE R,

ET 508K

ETEMHNRBEMMESH (0 IAM AP, AFPASAE ) B9 JSON PR XY, XLEREL
BEAFNAGTEMMIH TN LR RIITHLRE, ETHRNMAVNEETSHNEKE , S
] <IAM AF$Er) i 412 IAM policy,

ETHORNRBEA S —SARNNRRBEHITERKE, ABRRBEERARNAS, A88H, £
ERBEEALUMMBAWS KRS ANEF, AN RE, REARKIE AWS REAX
BAMESEEARE, BT HNAERERBNARRE ERTIER  F250 (AM AFER) #
MELERKENRER 2 RHITER,

BT HRM R

ETRIFHREE M N ERAY JSON KM, ETRIFHRENRESHE IAM AGEEREM
Amazon S3 FREMEKE, EXHETRARNKBEHNERES T , RSEEATUERCIREFHNBFER
REYTAR. XS THEEDMMNRBEHER , REEEEEET U 2R FRHRTHEREUAREFLE
HTHIT,. EAFEETHROREPEEEEH, THRALUSEKRS. AP, At KSSHAFEH
AWS fRS5

ETHRVREEN T ZRSFHAKEKE, ETREETHRANREHERARE IAM B AWS £E
o

HEEFIF|R (ACL)

mEEHE IR (ACL) 2HMEEME (KFKA. AFRAR ) AREARKF, ACL EETHRNEKE
KL, REENFER JSON KB,

Amazon S3, AWS WAF #l Amazon VPC 2% # ACL BWIRF ~fl. ETHEX ACLHNESZER | 18
%% Amazon Simple Storage Service FF X A G368 Y iHRIEFIFI5E (ACL)

HREgRE

AWS ZHEFNE, TAERARRKERE, XERKRBEALIREE R MY RERE 68T THRAN
PR,
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- RRLFA - BREURR—NERDEE , BT REETHHARME TN IAM £ (IAM AR A
&) BFHNRANRR, BANXTHRENRILR. SEEZRNREXEET F ORI RENRD
RIIRE, &£ Principal P EEAFHALHETRRNRBEFZINRLRRH . F—-TUREHH
EXELFBEEAT. BRNRLANEZFEE , H2H (IAM AFERE) /Y IAM EE R ERIL
5o

- IRSEFIZFKRE (SCP) - SCP 2 JSON KB |, I5E THLANA L H (U (OU) £ AWS Organizations #
R AMXPR. AWS Organizations RS AT A DA MEHREBENDWRENZ N AWS IKF IKF,
MREHALABA THAERL , NWAXMEERRE K- B ARSEFIKE (SCP), SCP RHIK &
WP Ak (BIEESN AWS IKFIRAF ) BWIXBR. B3k Organizations 1 SCP WEZEER |, B
% {AWS Organizations AAF#§/) F# SCP W TIERE,

- 2ERE - SEFRRILZURESRXNNACERSAF RGN SERENSBEENEREK
., ZRRXFNANRRAFIACHETEMNEBNSERBHRIE, NREALRKEETREN
K, RPN IENIELFBEEZAT. BEXEZEE , B2H (AM AFERE) FHSER

B,

S RBERE

SN RBEWRBEEA T —MERE , ERORREMERNENIRE, ETH AWS NABEED K
SMERBERENREAWTER , HSH (AM AFER) PHRBITEEE,

AWS Certificate Manager Z{d 5 1AM tH[E T4

EEH IAM BT ACM BYiA R Z 8 , BR1% T RIRLE IAM ThEERT - F ACM,

EAILLE AWS Certificate Manager &8 B 1AM $H1E

|IAM 43 ACM X #
EF 5 BHIRME =
ETRRN R B
RERE =
REEHR =

REESRMAR (BETRS )

fim
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IAM 4HE ACM %5
ACL &

ABAC ( 5B FREIIRE ) 84

i SEUE =
EARR £

B A e &
REHxAL s

EAHKTH ACM ME A AWS RS IASAZEK IAM ThEELEAEA , E5H (AM AFIERE) FHfE
A IAM B9 AWS BB

ACM HWE T 5 HY KR

XFET B RE =

ETEHNRBETMMEZH (0 IAM AF, AFASAE ) 1Y JSON RRKEE A, XLRE
EHERFMASREMPRA TN BLERRNITHBERE, ETHRNTOEETHOHRRE  FSH
(IAM HF#sRE) R EIE IAM K,

BEMEA IAM BT EHHNEKRE |, BUEEAFSRIELNREMNTRUAR A FSRIELRIENTHF. &
TEEETEANERFBIEEETH , AR CERATENMNAFRRAR, ETHAE JSON KEEF
BWmERE , B5H (IAM BFER) FK IAM JSON EETES A,

ACM B & T 5 1389 5K B Rl

EEEFACM ETEMRHEHN ARG |, B5SR EHT AWS Certificate Manager B & T 5 13 1) K B 7R
Bl

ACM R E T R RAY R #E

XFET AR R,

7|
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html

AWS iE+ Manager ArfEm

ETRIFHREE M N BRAY JSON KM, ETRIFHNRENRESHE IAM AGEEREM
Amazon S3 FEREKE, EXHETARNKBHNRES T , RSEEATUERCIREFHNBFER
FREVGE. X THEERM IR FIR |, REE LI E 4 A A Z R RNATHLERER M AR
HTHIT, EAFEETRHROREPEEEH. THRALUBEKRS. AP, A, BSSHAFEH
AWS ARS5

ESABKSFE , SR UHENKSSEMKS P IAM XEEEANE T RFRNREHOEE. &

B EERFMBETRFENRBEARBUCERRIEN—FME. JAFEMARLTTEBAWS

TR AREt , MEEKS R IAM EERESARTEERSE (APRHAE ) RFERNHRRR. i)

BERET SO REHMBKEUR TR, ER , IRETHRVREEIE —NMKSPHNEERT
TENRER , WAFEFANETEONEE, BXEZER , H20 (AM AFER) $8 IAM B6

EETHREBRNEBEBATE,

ACM HISRBEIR1E

X RIEIRE =

EERWLER AWS JSON REEREEHRRILRFTLAAR. MW , BNEE AN LARIR
WATIRE | AREAARAETIIT,

JSON ZREEHY Action TRMA A THERM P AW IEL TR AVIRE, RBIREBEEEXEKHN AWS
APl BERIE. B—EHIAER , GlaE B TE AP BRENNRNR 81, EF - LREZZERE
RIITZMRIE, X LM NREFR R B RRE,

EREP IS REURFRITHXBENRR,

EEE ACM BIENTIK , 25 (RSENSE) F# AWS Certificate Manager & X 4,
ACM HEY RBIREEIRERIE AL T RIAR -

acm

BEEENMEYPEESTURE , BEMAESFHENRT.

"Action": [
"acm:actionl",
"acm:action2"

]
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EEEFACM ETEMRHERN RS , BHSR EHT AWS Certificate Manager 1 E T 55 1) KB =
Bl

ACM IR BE &R

XEFRBEAR =

EIER A LAER AWS JSON REEREEWANBRFTARNE, B2 , BN EME AT LARIR
WATERE | UREMAAFMH THIT.

Resource JSON X TREEEMHNAREN —INHZ /MR, BAXMNEE Resource T
NotResource t¥E., EANREXE |, BHFERAHE Amazon BEEM (ARN)IBERR. N FXFHENE
R (MABRBERNR ) BVgE | BRI IRITIIEE,

NTFAZFFRENRWRE (W HERE ) | BEABERMS EREINRATRER T,

"Resource": "*"

EEE ACMHRBREERHE ARN W5k , BZ2H (RFENSE) HH AWS Certificate Manager
ENHHER. BETHRETUEBEREMEFIEESNEIRN ARN |, ES [ AWS Certificate Manager &
N HBRE

EEEFEACM ETEMRHNEN RS |, SR EHT AWS Certificate Manager B & T 5 13 8 K B 7R
Bl

ACM By SR B SR 2 4A

XEBRBETRSH R RM R =

EIE R A LAER AWS JSON REERIEEW ARG AT ARR, R , B EET X LT IFRR
1THRE | UREALAFHTNIT.

f£ Condition jt¥& ( = Condition 3t ) # , AT EBAERMNEM. Condition TEETE
W, BUGIRERAZRGZER (i, FTFHNT ) BEHRER , UERBPHNREEERPHE
HMTE,
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MREE-—MEAPEESZ D Condition THE , WEES Condition TEFIEESZME , I AWS
ERZ M AND ESHEITMEEN]. IRENENZHREESME , M AWS £RZ 1 OR EEXRITMESR
o ERTEWNNRZATLTURBABNRME,

EEERGN , ZETUUEASUNEE. fln, REEEA IAM BF&RIE IAM AP, 8588
NERTFHEARBFEHNR. BXEZEE , SR (IAM AFiEE) F8 IAM policy Jt& | EE MR
at

S0

AWS XEFE£RFHBNBETRSHRMGR. EEFME AWS 2/%48 , B5H (AM AFiE
) P AWS /&4 LETXE,

Bx ACM £H4ZAMIIRK | HSH (RSENSZE) HH AWS Certificate Manager B4 %4H, B
T HRIR T DA BRLL IR E R IR E A S48 |, 53 H AWS Certificate Manager & K& 1E,

EEE ACM ETHHNRENRG , SR EH T AWS Certificate Manager FE T S K KB R
il

ACM Ry ACL

X ¥ ACL a
mEEHE IR (ACL) 2HHEEMHE (KFKA. AFRAR ) AREARKF, ACL BETHRNKE
RO, REENTEM JSON KK,

ABAC LK ACM

SR ABAC ( B HIHRE ) 4

ETREMENIERES (ABAC) B —HIRMUKRE  ZRBEETEMERENR. £ AWS 1, XEEER
NIRE, B SURREMMNE IAM MK ( AP EAE] ) BURAWSHEIR, FRCKEMAIRZ ABAC BV
—%. RFRIT ABAC KB , SUE EHRMIFRESA0]Z 1515 R 89 B IRAR S PUE A R YRR AR,

ABAC HREBKHWIMEHPIIEERH , AERKEELFEBAVER T AT IR EA .

EETHREEHER , BFEZMFEA aws:ResourceTag/key-name, aws:RequestTag/key-name
= aws:TagKeys U BERMBANZHTEPREFRZIER,
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MRENBREN TEMBERREBIFMAX=1FER , IX T RS  ZEAR. DRENMRSN
X T RARREZFREX=1FM4E , WZENHD

Bx ABAC WEZEE,ESH (IAM AFEmR) PR LR ABAC? , EEFIRE ABAC TR
2 ,BEZH (AM AFER) PHERETEMERIEMEEZES (ABAC),

FimetEUERF ACM

X FFim et i =3

Hi AWS RS ELREAMMNEIEERRNEEEEILE, BXEZER , 2F AWS RF 5inet EiEE
&R, B#ZHE (AM AF1ER) FHER IAM B AWS RS

MRERFERABF B MZE A M EEFZE AWS Management Console , N {E A I At EiIE, i
m, HEEARATNEREF (SSO ) &FEHEAWSH |, ZREFE IR EIE, HEUAH
F‘Efﬁ“i?’“%‘] , REYRACKN , BE2EHRRNEZILE. BXRACGNESESR , FS
F (IAM BFiEr) Sy JHREAE (EHE ).

O LAE AWS CLI 5i#& AWS API gl IR EIE. 2f5 , Ea LAERX L Ina EiE i RAWS, AWS
BWEHBERIGREL  MAREAKBHRZRF. BXEZELR , 850 IAM FW iGN Z &
i,

ACM BV 5 AR SS EAENR

XEFHERIBRI2E (FAS) =

HEER IAM BFRBBHEAWSHINITRER , LRBEANEE, ERAELRSHT , Brlae é#&ﬁ—
MRIE , KRERBETRRSHE S —MEE. FAS EAEABEA AWS RS HIRR , £518

By AWS BRSS , | FERS A HiER. ARERFSKREFESE M AWS RS :Rﬁﬁscﬁ?ﬁﬁ?ﬁﬁlﬂ’]m
REt, F2KRH FAS FR, EZXMBERT , ELAEFRITEAMRENNR, BXAKH FAS HRE
MBEREE , BERERTBRS1E.

ACM RS At

7|

XERSAE
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BSAEEH-WMBSRAA. KRREHITEEN IAM &6, IAM BEE G TLE IAM F012, S
RIS AR, BXEZELR , 52 (IAM BFER) £/ lZE D AWS RS ERNEN A,

/A Warning
EARSACHNRAELHA ACM WIIEE, X2 ACM REMEXIESH T RBRSAE,

ACM BRSSHEXAE

XERSHEXAE =

RSHEXRABBR—TE AWS RS HXNERF AR, BRSTUARARKENITRIEN AR, RSFEX
AEEREEN AWS IKF &, HHZBRSHE, IAM EERATUEEETEEBRSHEXABHN
PR o

BARUZEFEERSAXBENFAEE , FSHERE IAM BEEANAWSES . ERPERRS
MXARIFTEE Yes fik, ERREEUEFZRSHRSHEXAEIY,

BT AWS Certificate Manager BN E T & 1789 K BE R 51

BIAERT , ARFNAGSECIESIEN ACM BRIWNPR, f{]teTEER AWS Management
Console, AWS Command Line Interface (AWS CLI) 5 AWS APl #11T£%. ERTFHAFPXNMERR
BATIERERIR |, IAM B3 5 A LABIZ 1AM policy. B AME T LAEA &R IAM policy , AEAF
RAURAB B,

ETHRNMERXLRAE JSON KEXHLIEET IAM BN ER |, 555 (IAM AFIERE) H 6
# |AM policy.

BX ACM EXHBREMGERRENFEAEE , SEEMHRFRREN ARN BX |, H5H (RSERS
#) HH AWS Certificate Manager BWIR{E. BRRMEZHZH.

F&

- RERRESKE

- £/ ACM 2§l &

- AFAFEREMITESHRR
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« BIHUES
- RERIEH
« SAUED

o MIBRIEH

REERIEREK

ETEONKBEEENARTALCIRE, 5RISMEREKS FE ACM HiR, XERIETERSE
AWS IKFF=E R A, Bl REET S MR , HEEATHENMZRL

« AWS REARBRFZOZENRFAAN - EFHEAF N TEABER TR , HEMH AWS £E
ARBERAFZERERAZRR TR, EAIUE AWS IKF AR X LXK, BUWELENSET
BHERZ RN AWS EREBRRRBKE-SHINR. BXESEE , B350 (AM AFERM)
PH AWS FEERR 5 TFRAER AWS FHEEXRE,

- MARKENR - F££EH IAM policy REMXRES , FHRETFHATESAFNNR, Nk , BAINEX
ERERMET AN EARTRRNTHRE , R NRERRTAT. BXER IAM NANRBRNESE
B, B2 (AM AFfEmR) P8 JAM R EYKEE AR

« £/ IAM policy 9S4 — 2 BRI U5 RIAX PR — 48 AT LA () 5% & 728 0 5% 4 i PR 11X #58 /E M B2 IR A9 17
B, flgn , BANRERBRGEKEESTEAR SSL KIEFMBEER. MRBIENEMSE (AWS RS
#lan AWS CloudFormation ) fEFARST#RIE | & AT BAE AR KRB FX RS BENTHRNR, BxX
EZEL , B2H (AM AFEm) S8 JAM JSON KEETEE - &ifo

£/ 1AM Access Analyzer BIEf&E9 IAM policy , BUBRINPRAY 2 £ M FNTHEEM — IAM Access
Analyzer 2BIFF KM B RKE , LBERKBERFS IAM policy 1IEE (JSON) F IAM &{E3E
B2, 1AM Access Analyzer 12 100 ZTURBERL EM AIIRENEI , HBEBEFIELZ S BINREMRN
Rig, BXEZER , HZH (IAM AFERE) # M |IAM Acess Analyzer REEKE,

- EEZEFHRIE (MFA) - MREMAHNZEEREN AWS IKF FE IAM AFRRBAF , B8 H
MFA RIRE =2, BEEEA API RENEZEZE MFA | B MFA 2R NEIEHN KRR, BXE
ZEE , B2HA (AM AFiEm) P8 BES MFA RF B APl 1FE,

BX IAMHHREIENESESR , 20 (IAM AFER) #1 IAM F R HEXE,
£/ ACM &l &

Z 58 AWS Certificate Manager #£&l5 , B4 E —HAKENNR, XLENRAMAFEIHNE
EEHXREWN AWS K/ i ACM RIRNFHAFEE . MRVUBEXENRENREANHRNETHGH
RS, XN FMMT ZRENE (ARRAR )  BHANEERTMBEEET.

ET 508 RA W7 1.0 29


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html

AWS iE+ Manager ArfEm

NFTREZEA AWS CLI i AWS API VR , TRENERHBEEEHENR, Hk , ARFHRE
HZHHAITHY APl R4 LB AV IR 1F

NERAFNAGMDAER ACM 24 & |, BEREY ACM AWSCertificateManagerReadOnly
AWS RERBERMBIEE, BEXEZELR , BSH IAM AFEEHH AP FINRR.

ARFAFEEMIIE SR

ZORGIER T BRI EKRE | LAY IAM AFEERNIERAF SRR ABKNITERK, LEKE
EEEHES LR RESEUEESAXNEHA AWS CLI 5 AWS API FTERIXER,

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

1,
{

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,

"Resource": "*"

}
]
}
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Hl| HHE
DUTERBATAFIEAFKF RIS ACM iEH,

{
"Version":"2012-10-17",
"Statement": [
{
"Effect":"Allow",
"Action":"acm:ListCertificates",
"Resource":"*"
}
]
}

@ Note

ACM i EE PR F AEFE Elastic Load Balancing # CloudFront 2 %14 F & 7Ro
¥ FRAE$

UTXREATFHAFPRERSE ACMIES,

{

"Version":"2012-10-17",
"Statement": {
"Effect":"Allow",
"Action":"acm:GetCertificate",
"Resource'":"arn:aws:acm:region:account:certificate/certificate_ID"
}
}

SIS

UTRBEARFRFSAES,

"Version":"2012-10-17",
"Statement": {
"Effect":"Allow",
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"Action":"acm:ImportCertificate",

"Resource":"arn:aws:acm:region:account:certificate/certificate_ID"
}
}

T BRALE 5

LAUF SR B 2 VF A P BR4STE ACM IEH

"Version":"2012-10-17",
"Statement": {
"Effect":"Allow",

"Action":"acm:DeleteCertificate",
"Resource":"arn:aws:acm:region:account:certificate/certificate_ID"
}

}

ACM API B[R : BIEMBRIRZSE

FREMBREETMME IAM AFPSACNIHEEEHMNEANRER , AMERATRENSE, ZX
K —FIF 5| H T H4 AWS Certificate Manager API #£1E, BT LAERBEM Action TEFIEER
. FRAIIFRMTIANEER

A LAFESRRY ACM SRR AER IAM policy TTERRRERM, BAXRTRIIR , FS5H IAM A EEF
Yo A R

(® Note
EIETERE | BEAPIBEZBH2BER acm: 5148 (Bl , acm:RequestCertificate)s

ACM API BR4EFIXBR

ACM API &1 DHERPR (APl 81E) TR
AddTagsToCertificate acm:AddTagsToCerti arn:aws:a
ficate cm: region:account:certific

ate/ certificate_ID
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html#AvailableKeys
https://docs.aws.amazon.com/acm/latest/APIReference/API_AddTagsToCertificate.html
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ACM API #

DeleteCertificate

DescribeCertificate

ExportCertificate

GetAccountConfiguration

GetCertificate

ImportCertificate

ListCertificates

ListTagsForCertificate

PutAccountConfiguration

HERR (APl #1E)

acm:DeleteCertific
ate

acm:DescribeCertif
icate

acm: ExportCertific
ate

acm:GetAccountConf
iguration

acm:GetCertificate

acm:ImportCertific
ate

acm:ListCertificates

acm:ListTagsForCer
tificate

acm:PutAccountConf
iguration

RIR

arn:aws:a
cm: region:account:certific
ate/ certificate_ID

arn:aws:a
cm: region:account:certific
ate/ certificate_ID

arn:aws:a
cm: region:account:certific
ate/ certificate_ID

*

arn:aws:a
cm: region:account:certific
ate/ certificate_ID

arn:aws:a
cm: region:account:certific
ate/*

or

arn:aws:a
cm: region:account:certific
ate/ certificate_ID

*
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https://docs.aws.amazon.com/acm/latest/APIReference/API_DeleteCertificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_DescribeCertificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_ExportCertificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_GetAccountConfiguration.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_GetCertificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_ImportCertificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_ListCertificates.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_ListTagsForCertificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_PutAccountConfiguration.html
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RAriEmE

ACM API # AEHIR (AP #4E )
RemoveTagsFromCertificate acm:RemoveTagsFrom
Certificate
RequestCertificate acm:RequestCertifi
cate
ResendValidationEmail acm:ResendValidati
onEmail
UpdateCertificateOptions acm:UpdateCertific
ateOptions

AWS;E FF AWS Certificate Manager BVt & K&

RIR

arn:aws:a
cm: region:account:certific
ate/ certificate_ID

arn:aws:a
cm: region:account:certific
ate/*

or

*

arn:aws:a
cm: region:account:certific
ate/ certificate_ID

arn:aws:a
cm: region:account:certific
ate/ certificate_ID

AWS EEAKIEZH AWS SIEMEREMNIMIKE. AWS FEXRKEEN TS ELAPIRHNIR

LMEERILAF A AR, ANBEesEMRR.

FilE , AWS REXRBARTRNENRBEEAZRETRENR , RN ElIHAE AWS &
R, RMNBUELEBETENEAZSNES EEARBERE -SRI NR,

BITEER AWS HERBPELHNR, R AWS E#HE AWS REXRBPELHNR , WEH
SXWZRBEATMMENAEEEEHS (AP, ANBE ) . LHE AWS RSB AP RET]

RATORRSE , AWS B WREEH AWS HE XK,

BXREZER , F5H (AM BFER) B AWS HE A KK,

AWS REFKH
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https://docs.aws.amazon.com/acm/latest/APIReference/API_RemoveTagsFromCertificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_RequestCertificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_ResendValidationEmail.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_UpdateCertificateOptions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#customer-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
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AWSCertificateManagerReadOnly
I RBERMET ACM IEBHRFEHE ; EATAFER, JIHMNKLER ACM IEH,

{
"Version":"2012-10-17",

"Statement": {

"Effect":"Allow",

"Action":[
"acm:DescribeCertificate",
"acm:ListCertificates",
"acm:GetCertificate",
"acm:ListTagsForCertificate",
"acm:GetAccountConfiguration"

1,

"Resource":"*"

EREZFAEPFEFSHAWSHEERR , B E https://console.aws.amazon.com/iam/home#policies/
arn:aws:iam::aws:policy/AWSCertificateManagerReadOnly,

AWSCertificateManagerFullAccess

LERBERMA T X PTE ACM BREMA RN TEIE R,

{
"Version":"2012-10-17",

"Statement": [

{
"Effect":"Allow",
"Action":[

"acm:*"

1,
"Resource":"*"

I

{

"Effect":"Allow",

"Action":"iam:CreateServicelLinkedRole",

"Resource":"arn:aws:iam::*:role/aws-service-role/acm.amazonaws.com/
AWSServiceRoleForCertificateManager*",
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https://console.aws.amazon.com/iam/home#policies/arn:aws:iam::aws:policy/AWSCertificateManagerReadOnly
https://console.aws.amazon.com/iam/home#policies/arn:aws:iam::aws:policy/AWSCertificateManagerReadOnly
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"Condition":{
"StringEquals":{
"iam:AWSServiceName":"acm.amazonaws.com"

}

"Effect":"Allow",

"Action": [
"iam:DeleteServicelinkedRole",
"iam:GetServicelinkedRoleDeletionStatus",
"iam:GetRole"

]I

"Resource":"arn:aws:iam::*:role/aws-service-role/acm.amazonaws.com/
AWSServiceRoleForCertificateManager*"

}
]

EERFAEPFEFEHAWSHEERR , B E https://console.aws.amazon.com/iam/home#policies/
arn:aws:iam::aws:policy/AWSCertificateManagerFullAccess,

ACM XFAWSHEE R BEHY EH#

EEHX ACM WAWSHERMEMMWFMAES (M ZBRSTHRBHERXEERTH ) . BREBEXL
NHEEXRNESRR , BiTE ACM X141 £12% NE LK RSS iR,

B 15 BA =p:

®hnT X AWSCertificateMana AWSCertificateMana 2021 £3 A3 H

gerReadOnly KE&HY gerReadOnly REEE

GetAccountConfigur E3EWHA GetAccoun

ation %%, tConfiguration API#
YERI IR

ACM FFiRERERE 2K ACM FF 18 IR BERAWS £ & K B 2021 £3 A 3 H
M E R,
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https://console.aws.amazon.com/iam/home#policies/arn:aws:iam::aws:policy/AWSCertificateManagerFullAccess
https://console.aws.amazon.com/iam/home#policies/arn:aws:iam::aws:policy/AWSCertificateManagerFullAccess
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£ ACM R EERFAZEH

AWS Certificate Manager £/ AWS Identity and Access Management ( IAM ) 2&4+ 2247 3R BR I3 IE
BERAOIHERR. A IAM policy RARFEFIKEE ( SCP ) FHFRM4ZEN , BRI EFSHLEN
HIEHER,

® Note

£ ACM &2 5 AWS £ FEH%4 (I aws:PrincipalArn ) £46 , N#t— g
ERFINBEAFRAR,

X ACM &4
ACM AP| 2 EMZIFHR M4

e e S ACM APl 24 %R iR

acm:Valid RequestCertificate FRIER ficiE ACM KilE 75 75 5

ationMethod ( EMAIL , DNS) EER

acm:DomainNames  RequestCertificate FREBMA &k #E ACM ER Ay 1
A ik

acm:KeyAl RequestCertificate TR fik#E ACM ZEAE EF

gorithm AN A= P

acm:Certi RequestCertificate FRFE f#E ACM UEFEHE

ficateTra ( ENABLED , DISABLEI H&1C3 B iEIHE

nsparency B3R

Logging

acm:Certi RequestCertificate ARN f&#E ACM &R P HYIE

ficateAut = AUR AL A I I 1 K

hority
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_RequestCertificate.html
https://docs.aws.amazon.com/acm/latest/userguide/domain-ownership-validation.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_RequestCertificate.html
https://docs.aws.amazon.com/acm/latest/userguide/acm-concepts.html#concept-dn
https://docs.aws.amazon.com/acm/latest/userguide/acm-concepts.html#concept-dn
https://docs.aws.amazon.com/acm/latest/APIReference/API_RequestCertificate.html
https://docs.aws.amazon.com/acm/latest/userguide/acm-certificate.html#algorithms
https://docs.aws.amazon.com/acm/latest/userguide/acm-certificate.html#algorithms
https://docs.aws.amazon.com/acm/latest/APIReference/API_RequestCertificate.html
https://docs.aws.amazon.com/acm/latest/userguide/acm-concepts.html#concept-transparency
https://docs.aws.amazon.com/acm/latest/userguide/acm-concepts.html#concept-transparency
https://docs.aws.amazon.com/acm/latest/APIReference/API_RequestCertificate.html
https://docs.aws.amazon.com/acm/latest/userguide/acm-concepts.html#concept-ca
https://docs.aws.amazon.com/acm/latest/userguide/acm-concepts.html#concept-ca

AWS iE+ Manager ArfEm

A1 BR&IIRUETT A

AR SRR BB F BB A IR IE 7 A SRIEL FTAVIEBER |, (B
A arn:aws:iam::123456789012:role/AllowedEmailValidation A® X HHEREIN.

"Version":"2012-10-17",
"Statement": {
"Effect":"Deny",
"Action":"acm:RequestCertificate",
"Resource":"*",
"Condition":{
"StringlLike" : {
"acm:ValidationMethod" :"EMAIL"
},
"ArnNotLike": {
"aws:PrincipalArn": [ "arn:aws:iam::123456789012:role/
AllowedEmailValidation"]

}

R 2 : PRI EE AT

BUT SR BE R4 6 A B B A AV RT3 ACM IEFHHE R,

"Version":"2012-10-17",

"Statement": {
"Effect":"Deny",
"Action":"acm:RequestCertificate",
"Resource":"*",
"Condition": {

"ForAnyValue:StringlLike": {
"acm:DomainNames": [

"§{x}.
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https://docs.aws.amazon.com/acm/latest/userguide/domain-ownership-validation.html
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}

B3 BREIEPE

AT ERBEIE4 IE * . amazonaws . com &5 BRI E{AI¥T ACM iEPiFR

{
"Version":"2012-10-17",
"Statement": {
"Effect":"Deny",
"Action":"acm:RequestCertificate",
"Resource":"*",
"Condition": {
"ForAnyValue:StringNotLike": {
"acm:DomainNames": ["*.amazonaws.com"]
}
}
}
}

ZERBALHE - SREANFEN FEH. LBERRXATHFENGHEED —MRHEHECEENER.

{
"Version":"2012-10-17",
"Statement": {
"Effect":"Deny",
"Action":"acm:RequestCertificate",
"Resource":"*",
"Condition": {
"ForAllValues:StringNotLike": {
"acm:DomainNames": ["support.amazonaws.com", "developer.amazonaws.com"]
}
}
}
}
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R4 BRBIZAEE

RAriEmE

TR ERASZHEA StringNotLike KX A FEA ECDSA 384 {£ (EC_secp384rl) HAEEIE
REGIEH,

"Version":"2012-10-17",
"Statement": {
"Effect":"Deny",
"Action":"acm:RequestCertificate",
"Resource":"*",
"Condition":{
"StringNotLike" : {
"acm:KeyAlgorithm":"EC_secp384rl"
}

UTREEER M Stringlike MEEAF * PLERELEE ACM R EREM RSA ZEARRAYFTIE
PBo

"Version":"2012-10-17",
"Statement": {
"Effect":"Deny",
"Action":"acm:RequestCertificate",
"Resource":"*",
"Condition":{
"StringLike" : {
"acm:KeyAlgorithm":"RSA*"
}

EAZtR R4 1.0 40



AWS iE+ Manager ArfEm

R 5 : FRENEB IR

BUF REEX R VFE R RENAFIER MK ( PCA ) ARN WFRBIEFHFER,

{
"Version":"2012-10-17",
"Statement":{
"Effect":"Deny",
"Action":"acm:RequestCertificate",
"Resource":"*",
"Condition":{
"StringNotLike": {
"acm:CertificateAuthority":" arn:aws:acm-
pca:region:account:certificate-authority/CA_ID"
}
}
}
}

HRBEFERA acm:CertificateAuthority &HRAN /2 ¥F Amazon Trust Services MK By A FFEEIE
BHER, FEBMEVE ARN REN false 8EFHIERE PCA HWABIEBIER,

{
"Version":"2012-10-17",
"Statement": {
"Effect":"Deny",
"Action":"acm:RequestCertificate",
"Resource":"*",
"Condition":{
"Null" : {
"acm:CertificateAuthority":"false"
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RS HXAE® (SLR) AT ACM

AWS Certificate Manager £/ AWS Identity and Access Management (IAM) RS 1< A B AEE
ACM iIEHM BT, RESHEXABE TS ACM BRSEEHEXN IAM £&, SLR 1 ACM MIE
X, AEEZRFRKEFAEM AWS BRSZFIFEN — IR,

SLR AL EEBAHIRE ACM , RA BT EFHIRMLBENNREATRHITEASENILERLER, ACM
ENH SLR IR |, BRIEBAENL , BENRE ACM T EBEREZAR. EXHNNRBEEERBEIN
PREREE , T AR REM MEMEMEE 1AM K4k,

BXAX#EH SLRWEMBRSHEER , BSHET5 IAM BEEEANAWS RS , HEIK Service-Linked
Role ( BRSSHEXBE ) FIFN Yes ( B ) HIRS . EEHFHEEN Yes T AERZRSH SLR X4,

ACM B SLR #XFR
ACM fEF & Amazon Certificate Manager fRSS &K SLR.

S AWSServiceRoleForCertificateManager LR S £ T REREBEZEAE :

¢ acm.amazonaws.com

A BNREMK LT ACM XHEE FIRTA TRE :

o BE : AT acm-pca:IssueCertificate, acm-pca:GetCertificate

EAMBCEN R A IAM 24K (Bltn , A, A/ ) b2, mEDIMER SLR. BXESEE
FZH (IAM AFER) PHERSHEXA SRR,

/A Important
ACM AIRELR T , EXERELNKTPREFE SLR. MRFAFEHR iam:GetRole R
EEBETEKFH ACMSLR , NIEAIE SLR EFAeBREHRER. MRRBRERKE | BAE
RENIKFEE R REEERE T iam: GetRole 7R ACM BIXPR , HREFFEM K E ACM
FEERRE AWSCertificateManagerFullAccess XBk,

A ACM 82 SLR

TEFHEIE ACM FEHAM SLR, HEFEH AWS Management Console, B AWS API #i% ACM it
87 AWS CLI , ACM 2ELERIEEREFLE CA REZBUFH T HELIE SLR,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#service-linked-role-permissions
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WMREBKEEEN ACM BEBELNIKF PREFHE SLR |, N AJsEEWRE LAY K, KRR F A E#Y IR
MR, AWS o CA XFLMIERE SLR , SR AILIRAIES |, 1B ACM RELEZBHEITIES |, E
FEMmRZAE, BRESZER , BFERACM RS KEKAE (SLR) R,

/A Important

MREGEEALACIIFNENEMRS PEMEMRE , ik SLR AT HIAEENIKS P,
B4, MREIE 2017 &1 A 1 BFHEXE SLR 2aifEH ACM RS , B84 ACM &TEEH Ik
P 8l2 1% AWSServiceRoleForCertificateManager B, ETHMEZEE , BSHEH IAM
KRR,

MBEMERLE SLR , RAEFEBXARE , WA ERAUTE—FZE .
- EIAMEFIER , EEREA®. BIEAB, Certificate
Manager , CertificateManagerServiceRolePolicy{# % F I tIZZ#H A .

- £ IAM API CreateServiceLinkedRoleE 8 B # AWS CLI &5+ create-service-linked-role , fi
Facm.amazonaws.comfRSE#HaIE — SLR.

BREZER , F5H (AM AFER) PHEERSHEXAE,

Y\ ACM B9 SLR

ACM T R iF184m%E AWSServiceRoleForCertificateManager [REHEX AT, ELIE SLR LG , %
ZERZACHNEN , RATEETRNEASIAZA®, T , BULUEA IAM REAGKEA,
BXEBEE , B3R (AM AFEE) AN RERSHEXAE,

fIER ACM 8 SLR

8B E T EEM B AWSServiceRoleForCertificateManager # R #8#l, B2 , BRI LAEH IAM 12§
A. AWS CLI 5 AWS APl Fahflilr A, BXEZEE , F3 R (IAM BFER) PAYMIERARSS
XA,

ACM SLR K% X1

ACM X#FHEREHE ACM M AWS FoE CANF R XEREREN. BXEZER , HZH AWS
X35 # % R o
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https://docs.aws.amazon.com/IAM/latest/UserGuide/troubleshoot_roles.html#troubleshoot_roles_new-role-appeared
https://docs.aws.amazon.com/IAM/latest/UserGuide/troubleshoot_roles.html#troubleshoot_roles_new-role-appeared
https://docs.aws.amazon.com/IAM/latest/APIReference/API_CreateServiceLinkedRole.html
https://docs.aws.amazon.com/cli/latest/reference/iam/create-service-linked-role.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#create-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#edit-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role
https://docs.aws.amazon.com/general/latest/gr/rande.html
https://docs.aws.amazon.com/general/latest/gr/rande.html
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X145 #5 X AR ACM X%
EERI (HFFRLMILE ) us-east-1 =
US East ( Ohio ) us-east-2 =
XER/RL (JMAEREL ) us-west-1 =
ZEFEIB (HBEXIM ) us-west-2 Jt
TA#X (&R ) ap-south-1 =
WAHKX ( KPR ) ap-northeast-3 =
TWA#X (ER) ap-northeast-2 =
0 A X (703 ) ap-southeast-1 =
TWA#X (ZEE ) ap-southeast-2 =
TWA#X (FRR) ap-northeast-1 =
MEX (HE) ca-central-1 =
BRI X (E=54E ) eu-central-1 =
RO ( 7RER ) eu-central-2 =
Europe ( Ireland ) eu-west-1 =
RRMib X (23K ) eu-west-2 =
BRMib X ( B2 ) eu-west-3 =
EEM (ERF) sa-east-1 A
AWS GovCloud ( EZETEI) us-gov-west-1 =
AWS GovCloud ( ZEFRIP ) R us-gov-east-1 =
ERBSRXAEG W& 1044
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¥t AWS Certificate Manager & 13 #1175 [a] 3 1Tt FE HEBR

R TEEAHPELHNEEELR ACM M 1AM B 7T 2B 2 /Y H WL A&

FH

« BREE ACM FIITIRIE

- RENFE ACM FEHFIEFH

- EFEIIT iam:PassRole

- BRELEATFEMN AWS K- AN AT EIEH ACM BT

HERIE ACM HIITIRIE
MBERE —MER | RAGEARRTENMRE | W R2RER R AW EHRIT IR,

X mateojackson IAM AR ZRAFERAEHAEFTEXREM my-example-widget RIFNIFHAEFE. |
BARMEREN acm: GetWidget RET , X ELT RAIEEIR.

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
acm:GetWidget on resource: my-example-widget

FEHRBERT , BAEH mateojackson AFKER , LAFER acm: GetWidget BAETHE my-

example-widget &R,

MREGEEHY , ERRENAWS EER, EEAROELRMBREILEN A,

EFTIE ACM HERFIES

MR R E AR IR |, MIREEAERM ACM 2 PKI BB R DigBAN |, By L EBE YIRS TERIESR,

3 IAM AP ZRBETERS s  EAREREEREKEN DENY RIETHERIERR , 2HIUA T REI4E

xo

User: arn:aws:sts::account::ID: is not authorized to perform: acm:RequestCertificate
on resource: arn:aws:acm:region:account:certificate/*
with an explicit deny in a service control policy

EXMERT , NANREERRENKBHNAXABRIEHER, HE , FEEMBRUAFERILE
Po

WEEHERR WA 1.0 45



AWS iE+ Manager ArfEm

T3 1T iam:PassRole

RN E| —MEIR | RIBEBTLTHINIT iam:PassRole B , WX TMEHERUA TGS A BEDRLS
ACM,

BEAWS S AT ERIFACKEEIZERS K MAREEFRSACIRIHEXRAR, Al , &
HMEB R A LRI RSFHNR,

L& N marymajor B IAM AP =i ER RS AE ACM RRITIRIER , S RELUT RAIEHR, B
=, BELAERRSACHRTHNRT AIHRTIEE. Mary TESRARELEIIRSHNR,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EXMBERT , HAEFH Mary B KB I1T iam: PassRole #&1E,
MREEEFR  FHRRENAWS EE R, EERARMBIRMEEZEIEN A,
BHFLEATEHR AWS IKF LA ATGRFER ACM BIR

EALBEB—NEE | SUEE I th iy S AL A B T A XA R R AR, A
PISEREBER , TURAZAS, X TFXRETRRNERRBEZHIE ACL) WES , £7
DA PR I3 L5 SR 1) A B 58 T 0 10 RB 5 1R L

ETREZEERE , BSANUTRE

« ETH ACM EEXEFXETHEE | BSE AWS Certificate Manager #1{i5 IAM 18 T1E,

« ETHRIMANEHAENH AWS kP P RFREFRENR , S5 (IAM AFER) ¥R SRS
K5 —4 AWS Ik /Y IAM B PR A RIRR,

s BETYHBIMIAE=ZFAWS IKFREHEBHEFENHRNXE , HSHE (AM BFEE) P AE=751
K AWS Tk B4 15 B SBR,.

s ETHIMIBNES BHRITREFENER |, F2H (IAM BFREE) WAL SIS HEIEN
AP (BRE&FHRIE ) BEHIFEINR,

- ETHREAACNETRARNRBETEKSHRZENES , HS5H (AM AFER) B8 1AM
AEEETRENRBEMNTE,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_compare-resource-policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_compare-resource-policies.html
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AWS Certificate Manager R EE Ik & B

AWS £ EREMIRHERE SAWSKEM AT AXHEE, AWSKIBRHSANAEYE LMV ARENTAKX |, X
LEHARESEREK, FHESATRMESHMESEZE—E, FATAK , BaLLUZITMREETH
Xz ELHh it BRI MEEBNNARFNREE, SEENENRSNMNBEFLEMIZEML
ATAXEEESHA A, FEMENATT B,

BXAWS XEHNTAXWEZELR | BHSH AWS £ BREMEHE,

AWS Certificate Manager H Y E /iR g & £ 4

ER—TRENXIRS , AWS Certificate Manager ¥ AWS £EMEZ LR, X AWS Z2 RS
K AWS AR EMBHNEER | B3H AWS =24, ERBEMBHELZSREESSEIZITHEN
AWS I35 | 55 (LM AWS Well-Architected Framework) 58 E &1 FE{R T

R LMERAWS R AP HABEE ML T5R ACM, FFIRBMXIFEUTAR

« EREREMDI (TLS) BRMNEREA TLS 1.2, BWHEM TLS 1.3,

- BEERLMABIRE (PFS) WEBEH , Hl70 DHE ( Ifist Diffie-Hellman ) 5 ECDHE ( IS B4 [ 4%
Diffie-Hellman ) o KZHIAKRELE (W0 Java 7 RESHRA ) BZFXLER,

Lo\, HAERFRIZEE ID M5 IAM EEXBRAORZ TR BHARNBERFTEL, RE , EUUER
AWS Security Token Service ( AWS STS ) £ R IffT R 2 FE IR FERHITEAE,

RT3 ACM K 4RiE U7 B AR

MRAFFEERE AWS Management ConsoleZ 4 5 AWS RE , FEHEXFRINE. BFHEER
R PRIV 5 5= BUR T 1518 AWS WA FRE,

EORAPRTREAGRAMNR , HFEEATEIZ—.

B REREN TG RN BHY PR
BR ?
RIH4G £ A I e EIE K F [ AWS BRREFECRAN R EN A

| . CLIL AWSSDK L AWS APl #{THRE,
( 7£ IAM Identity Center A& TR SR

EWAFR)
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https://aws.amazon.com/about-aws/global-infrastructure/
https://aws.amazon.com/security/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/infrastructure-protection.html
https://docs.aws.amazon.com/STS/latest/APIReference/Welcome.html
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RAriEmE

B BERER TR
BR ?

IAM

IAM

BAY

A IR EIEEEE AWS
CLI. AWS SDK = AWS API
R HEHREER,

( THEFER )
FERAKPEIELEE AWS
CLI. AWS SDK = AWS API
AR REE R,

AR

« BEXAWSCLI NEZER ,
®ZH (AWS Command
Line Interface AAF1ER)
BB B AWS CLI LAE
AWS IAM Identity Center,

« Hx AWS SDK, TEHA
AWS API NEZER |, &
2% (AWS SDK fiTEZ
ZE™E) K IAM Identity
Center 5 R1E,

=R (IAM AP ER) i
RHEIER T AWS RiRBPH
BR 3 1T IR 1E,

BRRIEH LA R AR
HITRE,

- HX AWSCLI WEZER ,
EZH (AWS Command
Line Interface AAF1§R)
WER IAM AR EIE#TS
Bt

« X AWSSDK I TEWE
ZEE , 521 (AWS SDK
MIBESEER) FHEA
KHPEIEHTERRIE,

. ﬁ?’é AWS AP| N E %15

,iESE (IAM AR
@ RS IAM B RE
FEH.

BFX ACM Ky 4T T R AR
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https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-sso.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-sso.html
https://docs.aws.amazon.com/sdkref/latest/guide/access-sso.html
https://docs.aws.amazon.com/sdkref/latest/guide/access-sso.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-authentication-user.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-authentication-user.html
https://docs.aws.amazon.com/sdkref/latest/guide/access-iam-users.html
https://docs.aws.amazon.com/sdkref/latest/guide/access-iam-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html
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B /4 5 og
R {ESRER

BESSERE LB , HBEEE MM ER AWS Certificate Manager (AWS Certificate Manager).
UTHREXSRETRBZE ACM BEFHNERELR,

F&

« AWS CloudFormation

- EBEE

« U

o A NERA BRIEA

- EFRBRHIERERAEAFTIER
- B AWS CloudTrail,

AWS CloudFormation

FIA AWS CloudFormation , R A SABI 2 — MERKBEAREFAWAWSHEIR. BEE , AWS
CloudFormation J§ R & FRE MBE BiX L& R, AWS CloudFormation AR IEFRE ACM X #EFHR

R , 5130 Elastic Load Balancing, Amazon CloudFront 1 Amazon API Gateway, BXEZEE , &
2 H 5 AWS Certificate Manager £ YIRS o

MREER AWS CloudFormation {RIE A Z MM ER Z N MHIME | BIWEFRERNBNMROE LI
ACM iEH, XHEPLREEREHIUPLET, BXEZER , BSHAET, MR , 02— NMNEETH
BTSN EEENBERRFESR, i, MRENIABREASEETCWEEZESEQE ACM iIEH

(0 <version>.service.example.com) , Mk &S <*>.service.example.com Bl &

MNEEFFIEP. £ AWS CloudFormation AR eIZN AP FENRRHE S BEAES.
iE 5 B E

EBEE (Br#E SSL BE) R— IR , TENARFREALIERBRIEZZEEN , AR
ZENEZESH X509 ERRABEAMFLEBRREMREK, Rit , RARFERABERSES SSL/
TLS IiE BRI, AR SSL RIFEEFREIEFHEE (MRIEFRMKAY (CA) IEHEIMNE CA ILEH
(WRA)) PFHZER, A, CERERREHEBZEENIES. EHVNARERF XN EESZRE
EARES BUE R ZIES (MIFRIEPHEFNEMEMILED) ZEE. ENABFFRAIEF , &
A ZERENNEPHLBRARMZINARERF. NE , NRAREF A LE B RS E AR 0IE
PHEHR

SERONES W 1.0 49
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/A Warning
BUEHNNAREFTEE ACM iEH, ACM 21T ACM IEBHFEELI] LAFE Amazon A
#9 SSL/TLS RS AR TERITIX LU B, I TEITIES , ACM 2ERFNAE-FEEH
o MEZBHNARFEE ACMIEH , HEEFEAFN LAERARINLITIESR , INAERF
Al BETT R E R ARy,

MRERERBEILES , WA TAIFA2EEENNRAREFEEDENSE
- HEBCHIERES AT ACM , AEFEHNNARFEERSANILES, ACM FE2ZHAHEITSA
HYIEH

« MREFEANRLXFILES , WHENNREFBEESRE AN Amazon RIEH, MREERBHR
AMEILED , WREHWERARFEEES CA WRIES,

1336 UF

AWS Certificate Manager (ACM) £ INERE R AT SR HERPIEEMAIEE , A/ Amazon iE
PMAEANK (CA) FTEEAMU MK, EAIAFEA L FHHE DNS HITRIE. BEXEZER , BS
% DNS ZUF F1 BB FHB A5 IE

N DN A BRI

BTEEINA ACM iEBFRMIM RIS . MARERSEMEITIREE FIROFIES, S, MR
EREENMER , AEFRERNENMEE |, WAAFRSEANMEBOTLER, SEMAHILED &, &
MANERPWFIESBERIEMAR , SE 2N FAEFRIESHEE.

MREABFERAERIE , N T8N, E&ZHKE 8 HRILE T4 , FEELAE 72 M2 A
EDRFEHEP 1 HERAIMITERE. S, MRBRESENMEEMILES , BHRZFWE 40 BRIEEF
BR4F , FEELIE 72 PR CAEDRFE D 5 HHTERE. BERLERBERTEHBBENEN , FH
B FER SR IE PR AP B TEE th 28 i,

SR FEF DNS WiE |, MAMNFERIUEA FQDN @BIEEE A —5% DNS idF, ACM «@&
REBUENILR , HEHEERAREFEUBERBTEMMZIERK. MNZICKEFRERER AT
iz, EREMNRAF , IRBERESEMIBWNIES |, NAFHEEAS DNS idxk. BUEREMRE
Fi DNS KiiE,
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https://docs.aws.amazon.com/acm/latest/userguide/import-certificate.html
https://www.amazontrust.com/repository/
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R HIEFZERE A EIER

/A Important
Tt KA R ER H i BEAE A FILF , BHVIER AR AT 8E MBI i 7] B FHE 48
EIFNAHFIBELIET/RNBEFHRINMNAMERK. A, EBRF2E2ELB BN EE
(SCT)e REBEAXMIULBH CA FBERF SCT BRAZIEHF,

M 2018 & 4 B 30 BFF#A , Google Chrome FBEEAREIEHERAEAEFIEZHNLE SSL/TLS it
. Ek, M2018 £ 4 B 24 A2 , Amazon CA Eﬁﬁ“ﬁ:xd*ffﬁ/l\i\\ﬁ BEP XM AP ML
iTo ER—BiEk , @LEMBR. BEXESZEE , FSRALHEAERSE,

HEFREPREITERN , 2AFHRTETLR , BEATNEREH, SFEMNELRRSFEN R
EMBANEEER, FlM , BRABENH R 2AFENREERRERABNENES , BUFF2L
Fro WA, BRERICFIE O] e 4ot B8 5T B SR K A0 B 7= 58 F M 35 B9 B #Ro

BEEBERIEBEZFELERE BEICR , BEMA request-certificate AWS CLI i #Y options &%
=% RequestCertificate APl ##4E, MREHIEBRE 2018 F£4 A 24 Bz AN , HBEFEHR

EEITIRFFIEFET , MALLAMA update-certificate-options 38, UpdateCertificateOptions API

BREDUERIRE,

BR 1

- BEEEAZFHAERRERERAE AFTIEFR,

« FUEBHAZITH (BERILERSHE 60 X ) 7, BEEZERXHTEFRES, ERSERKMET
SERERHE R

EH—Bidk , BLEMNBEHHRER. EZNE[QERBRHSREER, MREEBERIEPBAERERE
ARiLE , RAEEREHERER , WENIEHRHFARRIEE , BERIRITERNIE. NREHBIEBHRIL
Bligs , BINBWER S —DNERIEF

AT REIEERER T EEFRFWIUEP S EA request-certificate s R ZEAIEREHRE,

aws acm request-certificate \

--domain-name www.example.com \

--validation-method DNS \

--options CertificateTransparencylLoggingPreference=DISABLED \
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https://docs.aws.amazon.com/cli/latest/reference/acm/request-certificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_RequestCertificate.html
https://docs.aws.amazon.com/cli/latest/reference/acm/update-certificate-options.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_UpdateCertificateOptions.html
https://docs.aws.amazon.com/cli/latest/reference/acm/request-certificate.html
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IJD ﬂiﬁtﬂ%ﬁlﬁ:ﬁm ARNO

"CertificateArn": "arn:aws:acm:region:account:certificate/certificate_ID"

MREESHE—MIEP , HEEFHLEELZITERIERTE , BHEA update-certificate-options . Lt
STIREE,

aws acm update-certificate-options \

--certificate-arn arn:aws:acm:region:account:\
certificate/certificate_ID \

--options CertificateTransparencylLoggingPreference=DISABLED

/B A AWS CloudTrail.

ETFFHBMER ACM 28 , i§5%/8 A CloudTrail B&i2%. FIA CloudTrail , B[ LUBE K EK K
AWS APl AR IEFREREN AWS HE |, BREET AWS EEZFHE., AWSFHFEAIES, AWS
Command Line Interface LA E &4 Amazon Web Services 1T APl ., X LLEE
WA AR AR T ACM AP, £ HARAKIR IP it AR £ £ RANE,. ERIUER APIF
CloudTrail ERREIRARER. AEMNDL BZAIRRIEIR, RERFWRSHZEHEERRSAFNXA
CloudTrail BEIZEHNFR. BXESZEE , BSHAIERIR, ¥% CloudTrail 5—i2fEA AWS
Certificate Manager LAZE & ACM 2R/ RHIRERI1EFo

B AWS CloudTrail, MR 1.0 52


https://docs.aws.amazon.com/cli/latest/reference/acm/update-certificate-options.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
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@8

f&Bh AWS Certificate Manager (ACM) , AL E T AWS RN ARFEFNERE SSL/TLS
i, EALUER ACM RIBRS AL , ABMUEE, SLFEHEM AWS BREFIEB B S
WML ARF. BXE5 ACM EBRNERSHNEZELR |, 21 5 AWS Certificate Manager 5 H
B, ATETNAEMFER ACM ZHEERITHISR,

T

o« JEM AWS Ik F

- QIEEEAR

o EMERE
(/& ) imElE B FER
(A& ) BE CAAIE%

SEAF AWS Ik
MBHEEHE AWS K |, BB TSERAE—F,
SEM AWS Tk

1. $TFF https://portal.aws.amazon.com/billing/signup.
2. RBR®ELHNHBAHITERE.
EoEMet | FiES-BBE  EREABSFEREERA —NRIEB,

HIBEM AWS IKF RS, REFLIE - AWS IKFRAF . BAF ARG REZKS FHRE
AWS BES5 MIRR. FARSHRESREK  BAEEASOBEEERTRNR , ARREARAFR
TEERAS B ENERNES.

EMEREERG , AWS @B X —HEIABFif4., EEMARMR , BB EE hitps://
aws.amazon.com/ HiEBRBHN KA REFELHINWK A EIHEBEZNIKS,

SIEEERF

M AWS I 5, R EH AWS IKFIRAF |, B A AWS IAM Identity Center , 8|2 —1MNEEH
P, S ERREFITAEES.
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https://portal.aws.amazon.com/billing/signup
https://docs.aws.amazon.com/singlesignon/latest/userguide/getting-started.html
https://docs.aws.amazon.com/accounts/latest/reference/root-user-tasks.html
https://aws.amazon.com/
https://aws.amazon.com/
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RIPIERY AWS K ARA P

1. ERBRAFHEAZH AWS K- B Fof bt | DA FTE & & 0% % AWS Management
Console, EF— L , MAZLNENR,

ERNERABRAFEZAENEE | 5550 (AWS 2% AFiEE) dWLUERF 59 EF,
2. WEHNBAFBRZESHRIE (MFA),

BXRUEHA , FZ0 (IAM BFER) P93 AWS K- RASEAEM MFA #& (2518 ).

tIBEERF
1. BF IAM Identity Center

BXEE , BSE (AWS IAM Identity Center FAF1E8) HEE A AWS IAM Identity Center,
2. %&£ IAM Identity Center F , AEEAF R TFEE I RNRE,

BXEA IAM Identity Center B & EN S0 RN , HZ5 (AWS IAM Identity Center A8
) FHEREIA IAM Identity Center B 5 BLi& B F 17 RIAER

EREBAFER

EE A 1AM Identity Center A B0 %% , BERSBELIZE IAM Identity Center i P BT &%
B SR B B T R 44 b 1k Y B Fe P Ak

EIREEA IAM Identity Center BFPEF AL EMFHEL , H5H (AWS B AFERE) FHER
AWS BRI

EMHE A

ZT2MREFHAB (FQDN) & Internet LWELHZNMNANKE —BHRHAEETERE —NARET ESE , 6l
 .com = .org, MREEEEEMFE , M ATLUESE Amazon Route 53 21 2 H Al 5 A E 5%
M—NEE, BFE , BALRIEMEHOML | FR—NMEE. EMEFER WHOIS LUEEE RN
FQDN 2ET A, MRAAH , IMEEERIEET BEFRANEXEN , ARSRERBEATH
EMHS. EMBERFE —MRENNRBER , Sl —FHXRE , TXZELANEH#ITEIT,

B <A Amazon Route 53 I EZENEZEER |, F5 ¥ Amazon Route 53 FF R A RIS PRI E A
Amazon Route 53 A
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https://console.aws.amazon.com/
https://console.aws.amazon.com/
https://docs.aws.amazon.com/signin/latest/userguide/console-sign-in-tutorials.html#introduction-to-root-user-sign-in-tutorial
https://docs.aws.amazon.com/IAM/latest/UserGuide/enable-virt-mfa-for-root.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/registrar.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/registrar.html
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( Alik ) AEEE B FEp

® Note

RYEEM B T RIERF RS A R AT RFIERERPEEN FQDN ( T2REEHS )
B, FEERTUT SR, ACM EFRIEH 2 sl EREWIEATARIFIRHN BAIUERETF
ERFIGIESE DNS Bif. AXBFHARIENESEER |, B R EF AR,

WMRIET LAYw%E DNS B & , BIWAER DNS BRI T2 8B FHRHRIE, MREM DNS &
i, MEFBNEEREBFERH. BX DNS RIINESEE , i§SFIDNS Kil,

{58 I AE RV SE AR P PR U RHE RV BR R A b3 SR ok BR. DA SRBRR A B FER ARt b AR 2 WHOIS 2K
RBES , A NS MERAIRST2RAINE DNS BRSS 2R AVER A 2R (MX) iEF A, MREF B FHP
HEIE , ACM & B FHRFRIXBIBRR Ak AR MX IERMRNENEREER U, SRR
S, SITUEBHIERFARIERAET , ACM ME&ZRE/N\H IR FEpF, RIFEFERHEER
THAGREESEERRILE ACMIEBNYHE, BXEZEE , 5K BRI, MREN
Wirs FERHEEERR , FSRGFE R THHER U RS,

WHOIS #iEFE

WHOIS HiiEESEENENBRRAAGE. N TRIEZEN S M , ACM 2K iE—H B FH#4E WHOIS
FER LT =Mk, BSAERERERRAGERLOIT SR IE B 1t uk 1Y B F BRI R BB E
SSHY BB FER st ko

o HEME
« BRERZEA
- EEERRA

MX 12 3%

HEOEMEEY | SRR SREAVER 3R 2R (MX) iIEFRRIEFEE RS (DNS) BRSaF. MX ik
BN PLE AR S5 BRI R ACAV BV ER . ZIERBETEREHA (FQDN)o SR BUN TR FHERIE
Po

fFlan | MREFERHEZEE AR abe.xyz.example.com ERIER , ACM FE EEiIRERIZ FEHAN MX
B%. MRFTEKREZIEFE , ACM fF4H3T xyz.example.com 1T MX &, MR LEHKEZIC
% , ACM FF£XF example.com #1417 MX &, MRFTZEREZIER , HEERE MX idF , ACM Fik

(A% ) ERE B FHBAF R4 1.0 55
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BAEBRIEPBHRAE (AFHH abc.xyz.example.com), A , ACM EEHFENUATEANER
REEE Mt &K B FHR4

» administrator@your_domain_name
* hostmaster@your_domain_name
* postmaster@your_domain_name
« webmaster@your_domain_name

* admin@your_domain_name

® Tip
B L BEENEILDEE XIXZRNIE, MREFERA ResendValidationEmailAPI #4ESresend-
validation-emailAWS CLIgE % , MAWSTHIT MX &, #Hx , BREHEEMBENBENL
WIFMMEZH , 3 H AWS &S aiE/ 7 3 & Fof4 £ 5% R U E T 2 8/ 5E 8.

T EANEEREES. APIER AWS CLI , ACM B NWIFBE FI4EAZT I EI HNENE Bt
i, BR , REESERZHAERIIERI , AWS 2T MX £,

MBRK IR FERH , FSH KRR IUEE FER THREXTENRE&BRGENES.

( Alik ) ECiE CAA g3k

BA LA R BB INEN RN (CAA) DNS 2% , BUEE AT AWS Certificate Manager (ACM) 3 &Y
HEFEMAUER. RIEBZE , ACM 2REREFE CAA BEXUBREAUNEMRKIESH, R
BAZFLEEHA CAARE |, MWBLERTHENIGEE CAA 1%,

CAA BREBEUTHEZE :
flags

EE ACM BB X tag FERIVE, FILEREN 0,
R

tag FERAILAALTEZ—, BEE , iodef FEX BRI E# ZRE,

issue

ERBTE value FERPIEEMN ACM CA E#HIRIA L FI-M AU,

( It ) BLiE CAA W< 1.0 56


https://docs.aws.amazon.com/acm/latest/APIReference/API_ResendValidationEmail.html
https://docs.aws.amazon.com/cli/latest/reference/acm/resend-validation-email.html
https://docs.aws.amazon.com/cli/latest/reference/acm/resend-validation-email.html
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issuewild

1B RETE value FERFIEER ACM CA ERER N ENEHH FEMABEFIES. BEMFIES
ERATZESFEREME FE.
=]

HFERNERRT tag FEBRNE. EXAASF (") FIERFEEX,
¥ tag  issue Bt

value FEEE CA T A, LLFERAEEEE Amazon CA SUAK CAER, BER , REE
BEEUTHEA Amazon CA 2—H CAA 12% , ACM oA B BT s F I &l P -

* amazon.com

* amazontrust.com

» awstrust.com

* admazonaws.com

value FERBAINEE DS () , IEARFNAVEMA CA N EMEH FEMKIEF. MREEEN
FHRREZLTIBFTEANENMEENIIRIES , FEALLFR.

¥ tag = issuewild Bt
value FE 5 tag 77 issue MR , AR EEA TBE ISR,
LHBEETRSTE ACM CA {ERY issuewild CAA iEFAT , ACM FEEMREMBEAFEH, REE
issuewild , /BXfF ACM B — issue CAA 12 , M ACM 7] LA & @Bt KFiE -
Example CAA i2 &Rl

EUTREIF , BEREHESR , RERIERERE (CAA), flags FERIBEL N 0, tags FERATLAR issue
% issuewild, TIRFERN issue BIRTE value FERHPEA CA BRFB|HNEEBN , N CAA iBRIERERE
EWRES [ EBAFMEBERWIER, MREKE value ZERFBADE , Il CAA BFZIERT AW

£ CA MAKRIE+H. CAA IBZMEER DNS REmEm R

Domain Record type Flags Tag Value
example.com. CAA 0 issue "SomeCA.com"
Domain Record type Flags Tag Value
example.com. CAA 0 issue "amazon.com"

( WiE ) BLiE CAA MR 1.0 57
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RAriEmE

Domain

example.

Domain

example.

Domain

example.

Domain

example.

com.

com.

com.

com

Record type
CAA

Record type
CAA

Record type
CAA

Record type
CAA

Flags

Flags

Flags

Flags

Tag

Tag

Tag

Tag

Value
issue

Value
issue

Value
issue

Value
issue

"amazontrust.com

"awstrust.com"

"amazonaws.com"

BXUARMNFHE K DNS EZNEZELR | EE5EH DNS 2Em# 52, Route 53 X1F CAA id%,
W8 Route 53 2&EH) DNS 1247 , F5H CAA B UTHRERCEBIZENESZEE,

( A% ) BLE CAA
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https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/ResourceRecordTypes.html#CAAFormat
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A A& IR UE

ACM IEB A A F 85 Internet RIEN IR EFEILLZLBERE, BAILIEEN ACM ERLAFEEIES
(‘ACMiEH”) , EAAS ABE=AMERNLAFEELIH, EZHELXRIEH, EMED AR
PKI , & A LA % B Private Certificate Authority (CA) £& 8 ACM iE$ |, HH AWS FoH CA #1TE
B, CAURNTENKFF , boEHEMAKFSERE,

® Note

NE ACM IEP AT AR EFEE# S Nitro Enclave B Amazon EC2 32| £ | (B RRERE D H b
Amazon EC2 £ £, BxTEREEZT Nitro Enclave # Amazon EC2 =4l LigEIH I Web
BESBNER , HSHEHEE | &£ Amazon Linux 2 E&% LAMP Web RS EHIE £ H

Amazon Linux AMI &% LAMP Web RS 25

® Note

RANBAALE CAZENIERMRBERTAZEE , EEAMSTETF RETFE T RRXLIE
PBo

EFHEMARIUES |, FEFAWSERZFEHAMNUTHLETFF ACM #2H|& : https:/
console.aws.amazon.com/acm/home, MRERNBANE , FiEF Get Started ( FHRER ) » BN,
BEEN S M E P EF Certificate Manager = Private CAs,

£

- BRAFIUES

- ERFAE PKIIES

- RIFEMER

- JIHE ACM EEMIEH
- IR ACM UE$

- HiBR ACM E IR AYIEF

- RE ACMIiE$H
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https://docs.aws.amazon.com/privateca/latest/userguide/PcaWelcome.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-lamp-amazon-linux-2.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/install-LAMP.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/install-LAMP.html
https://console.aws.amazon.com/acm/home
https://console.aws.amazon.com/acm/home
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iR A AES

LT &7 iiemaER ACM #H A3 AWS CLI KEFERAE ACM IEH, BRAFIEHRG , B9 5%
B RIS PR B AR EH P —MEF,

NE ACM iEPEE X500 #r8 , HEBHUTREH :

- B LHERKS DNS WEEEMN. BXESZEE , BEH 88,

- B XWNTME , EBMEBAREEMLIZ 2048 i RSA, 256 {1 ECDSA = 384 fiZ ECDSA,
- BRE  BNMEBNBEREN 13NA (395K )6

« &i] : ACM £ 11 MRABEHBIEITRF/IEH,

MREFRIEBEREE , TSREEEIEHFREH,

ZEEMFH AWS FAF CA AFE PKI ERIES |, 55 i5RFAE PKIiEP,

(® Note

EIERA A LMER ACM RUEFHBERER KL R P MAGFATIER. XEFAZHARBENE,
WIS E AR SIEBIERAXWE B MRS,

(® Note
BRIEBERIBY  BEUNAFZEEN ACMIEPRHBEFEREZLHMEPERAERIBEES,
BEl , BTeEERAEHAREREY, BXTEHR AWS CLI i ACMAPI, BXEZER | 5
S RFEHIEPHERAERLRILR. BXEUEREN—RER , BSHRIEIREREEZE,

£}
- ERARHEERLBIED
« £/ CLIERAFIUED

BRABILES x4 1.0 60


https://docs.aws.amazon.com/acm/latest/userguide/acm-conditions.html
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FERAEBBERABIES

R ACM AFIES (H51E )

1. BFZFAWSEE#ZFHAHFMLUTHEITHF ACM #&l4A : hitps://console.aws.amazon.com/acm/
home,

EFE RIS,
2. 71E£ Domain names ( 3% ) #49 , BALHEHS,

IO LMER T2 REE®R (FQDN) ( Hlil www.example.com ) , REBREH B RSB ( Hln
example.com) , BRAUEREMVEFERES (*) FABRFREFR —FHHHZ NN
B flan , * . example.com AJLA{RY corp.example.com #] images.example.com, &
LA B S /RTE ACM IEF /Y Subject ( £& ) FE M Subject Alternative Name ( =B E R B
wm) VB9,

BERBEFILERER , ES (*) DU TEHENREMNVE , mMERBERP —NFBRH. Bl

m , *.example.com AJLA{RH login.example.com Fl test.example.com , EFEER I
test.login.example.com., BiEFE , *.example.com R} example.com By FiF , M
FRPBEFHEBTN I (example.com) EFINRIF=F , TSR T —IMTR,

® Note
HFHR RFC 5280 BR |, B SIBRPMANEE (BARREBEA VAR ) NKETRERT
64 N\NFET (FRF) , BFAR. BR , B (ET—%+ ) EHNE/NELEETTERS
# (SAN) WKE &S Ak 253 N\ FT,

ERMEAMZR |, 5% Add another name to this certificate (B ELIEBRME —NEFR) |, R
BEXAEFEAZH. XX TFRMERPFEFERINSIE (5l example.com ) REFiF ( Hla0
* example.com) EEEH,

3. % Validation method ( %k /% ) 884 , IRIFERITE E1EF DNS validation —
recommended ( DNS RiiF — #% ) = Email validation ( B FHBHFRIIE )
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® Note

WMEBRATLA4REE DNS BB | BiX{EA DNS S8 T 2B FHp4WIE, 83 F B Fhp4E
UF , DNS RiFEZ ML, ESRDNS Kif,

ACM EFRIEBZE , 2RIEEREREIEFIEBFERPNIEE, B UEREFERARIUES
DNS %1,

WRIEF B FHERIE , NN TE—MAE , ACM #HANFWIF B FHi 4 &% 2 WHOIS $iEE
FEMN=AKZAMUNFZTZSANERAREEE U, BHRBRARRSIEE B AR — 68 FHf
%, BXEZER , HSH = FEERIT,

MR DNS B , MR EF ACM BEMNBBIEZEAEH DNS BB, < DNS RIITHNES
E8 , IBZFEDNS Wi,
4. 7f Key algorithm ( Z4A&E% ) 3o+ , ER=RARAEZEZZz—

- RSA 2048 ( BtiA )
- ECDSA P 256
- ECDSA P 384

BXREBEERELENER , BFSH BRHEEZE M AWS BEXEW[E AWS Certificate Manager
FiF{& F{E A ECDSA iEH.

5. f£ Tags (/% ) MEL , B EERIERRNGRZL, REREREX , AERRMALAWSHIR
B IE. BX ACM HIRES A FI R AR B R NAE QI ZIE B fEEERRNFREMNRER |, S
¥rid AWS Certificate Manager iE$,

SERGRINPRER |, 1 Request (BX ) o
6. LEEXRE , BHAFRELERSIEK , HP2ERBEXMEBNES.

FEEIE RS | IEBHRATER Pending validation ( FEFWIE ) , BRIFERBEBEBRETIEHE
REMAPFEAEMRERRSHFERIM. ACM EEZRIERIE 72 /Mot , REEIT, WRIEF

HRASETRHA Failed ( B4 ) = Validation timed out ( JiEABAT ) , MMIBRFER , E1E DNS ¥
UESE FHRHRIERB , REER. MRBIUERD , MIEBAPRSFHEER Issued ( EMK ) »

EREFAERABIES R 1.0 62
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® Note

REFEENFIRFFHER  BEERNIEBAEAIRVETL, EAURKTEUHNRE=
AFRERIAF, EEFTAERA EAR TR S TEH,

R CLI &ERABIUEP

FEw 1T LEA request-certificate W HERFHNAE ACM IEH, BRIEHFERTTEER DNS
M EMAIL ( BBFHRHF ) » BEAEER TIEER RSA 2048 ( MR KRABWEHSE , N RBIA
& ). EC_prime256v1 #l EC_secp384r1,

aws acm request-certificate \

--domain-name www.example.com \

--key-algorithm EC_Prime256v1 \

--validation-method DNS \

--idempotency-token 1234 \

--options CertificateTransparencylLoggingPreference=DISABLED

an s EH A E IR M Amazon Resource Name (ARN)

"CertificateArn": "arn:aws:acm:region:account:certificate/certificate_ID"

B3RFAE PKIEP

WMREBN R A AWS T8 CA CIZNABARBIEBMENM , N ACM AILLREESHELENILE
PKI REAMEH, CA AR TENK, P |, AR AEMKS EEHE. AXUELFIEBR RN
HWIER , FZALELTIEBNEN,

RUNBERT , B CAZENUEBTZEME , ACM AXFENXEUEBHTEMANEXANRIE, Hit , &
B RMMREER , REPREIEEALANT P IREEFETR.

FAE ACM iEHIEE X.509 trfE , HEBLUTRH :
- B XIFERAFES DNSHWEBEN. AXEZER , BSH #@E.
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o EE NFTNE | PR EBAEELINR 2048 L RSA, 256 £ ECDSA =% 384 {z ECDSA,

(® Note
EENZHEEERT (RSA % ECDSA ) #4415 CA AN EERTITE.

« BE  SMNEBHBAREN 131MA (395 X ) o EENALFIEFMRNIUEPALE R B LT
THERNWIERBERBY , ENAERFRFEK
« &1] : ACM 2% 11 MABZEHBHEITREILES,

ATEZXRXEEPNABIERMRNEZEB HRE

o AEBMRNEPIRS SN TEEK”
o IEFMANEIREBRAREEZLIRE RSA 2048 5 RSA 4096,

(® Note
BERAFZEENLERTE , ARE CA LENIEBFEERI,

ES ]

- BEXFE CAKNIER

« £/ ACM 2 &15RAME PKIIEH
« £/ CLIiERFE PKIUEH

BLEXAH CA K15
EATHAMERT , BALUEA AWS TG CA X ACM IERHITEE
« B Pk & CA AN ACM EBATE— AWS Ik,

ERRHRKPMANMET , AWS FAFE CA BEE QX401 [M ACM RS EAFFTHIE, REMIIEY
IEPARR, X2 EH AWS FAF CA API #24E CreatePermission 3 AWS CLI #5% create-
permission SEIMEY, KB EFXLENRD BELENTMRIERLN IAM AP, 45AE,

o BIKF : £E CANMEAN ACMERBNTAE AWS kg |, X B BEBAAENKFEZFX CA
9 177 1R AR o
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EERABKFMARFLET , AWS 48 CAEERXAFER AWS FAF CA API #4E PutPolicy , 5
£/ AWS CLI 54 put-policy , HETFRFENEMMHINE CA. ZRIEIEEH MK P LIFXT CA H#
TERBANEE, BEXEZEER , BSHEETRRNERAT ACM Private CA,

B AREER ACM REBRFKREKAR (SLR) , AEERNEHE PCA RBH#ITRRE. ACM M
RE—MEFB BB SLR,

ACM ATRELIRTRIE , EXEHELHNIKS FREFE SLR. MRFMFEM iam:GetRole MRE
WETEKFH ACM SLR , NM#ZEHRIE SLR EF2BARHIRT. MRBETREXRE | BLEHE
Wk EE R ATREEER T iam:GetRole 1HE] ACM BN R , REFEMNIKF 5 ACM £ E KK
AwSCertificateManagerFullAccess XBk,

BREZER , FERAMRSHEXARHT ACM,

/A Important

BH ACM IEPAMEHEZ TIFM AWS IREXB | REFTREBFEIT. X ACM XEFNWE
FHEER | 5318 5 AWS Certificate Manager £ 5 RS o

A ACM & B8 ERFE PKIiEH

1.

BERAWSE B S H B LA TMUEITHF ACM #2415 : https://console.aws.amazon.com/acm/
home,

EFERIUEP,
£ Request certificate ( iHRUE$ ) TWE L , 1% Request a private certificate ( HRFABFIUEP )
M Next ( F—25 ) BAgkE,

£ Certificate authority details ( EBM RN FMEE ) TH , £ iF Certificate authority ( IEH M
N ) ¥ REEBRHEF-NTHNIE CA, MR CARMNE—NKFHZH , Il ARN B
HEIEFMERER.

B E REX CA WHFHEES , URBERIEER T EFMN CA :

- FEE
. %E
+ A% (CN)
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« 4443 (0)
« HLEAF] (OU)
- Ex/XE# (C)
- MHE
- FIEHER

4. 7 Domain names (& ) #% , RABHHE, BANEATLREHRS (FQDN) (Him
www.example.com) , REREFBZRIMIIEF A ( HlI0 example.com ) . FEAIAEREM
NEBFEAES (*) ERNBERARRFE—HPHZS N ESIER. i, *.example.com AL
R4 corp.example.com #l images.example.com, BEFEMHTFERE ACM IEHH
Subject ( £ ) FERHM Subject Alternative Name ( TBEREH ) FEH.

(® Note

BREBERFERER , 25 (*) 2T THENKEMCLE , mBRERF —NFEHE 5.
f5lzn |, *.example.com AILA{R#H login.example.com #1 test.example.com ,
{EFBERY test.login.example.com, FEEE , *.example.com {X{RI
example.com 71 , MAFRFPBEEBTN ST (example.com), EFIHRIF=F , ES
T — NS

=;HE , i%#F Add another name to this certificate ( BIIERRMBE —NEFH ) |, REEX
AEFEABZR. XX TR IEFEHRNRIE (5120 example.com ) X EFi5 ( 4l
* example.com) EEEH,

5. 1f Key algorithm ( Z4REZE ) o+ , ER=RAHEZZ—

- RSA 2048 ( BRiA )
- ECDSA P 256
- ECDSA P 384

BREBBIRBEEZENGEES , FSH BHEL,

6. 1E Tags (/3% ) & |, BAILUERNIEBHRNRL. HRERBEN , AERANEARAWSHIR
BT EIE. X ACM HRESHNFIRARBRAAE RIS FEEBFIRENHR | TS5
¥rig AWS Certificate Manager i,
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7. 7 Certificate renewal permissions ( IEBLEITIR ) b5 , WIABXRIEPLITNRNEH, XL
WERAFBEHEITFERAFLE CAZLENIAE PKIIEH. BXEZEE , BSRNERSIE<ARH
+ ACM,

8. RMAMBALFREEE , &E Request (EXR ) o EHEFREIERIER , ERUEEPEFRNIE
PBo

® Note

RFENFIRFFHER , BEERNIEBAEAIRMETL, EAURKRTENHERE=
AEKRERIATF, EEFTAER A EAR DR S TES,

f£/A CLI iERFE PKIiEH

£ H request-certificate a8 57 ACM FRiFERFABIUEF,

® Note

HIBERH AWS Private CA Ry CA ERMFAE PKIEHH , EENEREESE (RSA =
ECDSA ) #4915 CA WA BZHANE LR TE,

aws acm request-certificate \

--domain-name www.example.com \

--idempotency-token 12563 \

--certificate-authority-arn arn:aws:acm-pca:region:account:\
certificate-authority/CA_ID

a5 HETFAEIE B Y Amazon Resource Name (ARN),

"CertificateArn": "arn:aws:acm:region:account:certificate/certificate_ID"

ERZHERLT , ACM AELEREAHRE CA HENNREZKEKAE (SLR) M MBIEHWIKF, SLR
ARFBEFEITEMANARIBELMAIER, ERE SLR BEE#RE , IEAUTHSER IAM ;

aws iam get-role --role-name AWSServiceRoleForCertificateManager
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WMRFHE SLR , s T H AR BN TR ¢

"Role":{
"Path":"/aws-service-role/acm.amazonaws.com/",
"RoleName":"AWSServiceRoleForCertificateManager",
"RoleId":"AAAAAAAQQQQ00OQ0OBBBBBBB",
"Arn":"arn:aws:iam: :{account_no}:role/aws-service-role/acm.amazonaws.com/
AWSServiceRoleForCertificateManager",
"CreateDate":"2020-08-01T23:10:41Z2",
"AssumeRolePolicyDocument": {
"Version":"2012-10-17",
"Statement": [

{
"Effect":"Allow",
"Principal":{
"Service":"acm.amazonaws.com"
},
"Action":"sts:AssumeRole"
}

1,
"Description":"SLR for ACM Service for accessing cross-account Private CA",
"MaxSessionDuration":3600,
"RolelLastUsed":{
"LastUsedDate":"2020-08-01T23:11:042",
"Region":"ap-southeast-1"

WRRD SLR , TEHFBSKEHERA T ACM,

WA

£ Amazon IEBM AN (CA) BEH 9 EHI M B4 M A UEF LABT , AWS Certificate Manager (ACM) 24751
ERINECHERTURFBERPIEENMEEE, ERFIERN , BULUEEETIEE RS (DNS) K
1IE 2% B, F B 44 362 SIF SKAIE BR B M PR B 1o

EoATSENIE ST R4 1.0 68
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® Note

RIEMUER T ACM SAMN AFEFEILER. ACM ALRIES ANIERHHEAE CA LHWIEH
RYBFT AN, ACM FTTERIE Amazon VPC B EXHEMEMMEHATNER. AXES
R , F2H SEIEHRIERE,

— SR, AT DNS RiFM AR L FHHRIE , REWMT :

- WMREFEH Amazon Route 53 BIEEK/AH DNS icF , N EEET ACM EFEMIZHE,
s REFPBEEFERAP , HEFBIERKREFERE , ACM i EH3IZE1T DNS BiFRIEH,

- BEI] , BEEFHARIENIESFEESRBTENITERE. ACM 2EFIHIF 45 R MARIALITE
Ho X LB AR RIXFIMAT WHOIS Rt MG ZANERAEE A i, BAF IS — Mk
BRAE WU R G XS EABRNET. RIUFIASIHNESS , ACM 25 x EF R ARN BYZEITIE
PBo

MREK B mBIER DNS BIREFENRN , WAHEER B F BRI,

(@ Note
HOIEZRA B FERHRIERIERE |, BT EREFER DNS XY ERTRIE.

£33

DNS ¥ iF

B F B30 F
DNS 3 iE

& RS (DNS) BIEEDIMER AR B XRS5, DNS RHUB%EF — MBIV IERNEEE,
WMRIERE DNS BiE , ACM 2RH—FHZHZFNBIEHK , REERLTRMB L EHEE, XEIEFRS
B E-NEEX , ATIERASNZEEREHN.

(® Note
HOIZRR B FERARIERIERE |, BT EREFEA DNS X EBTRIE.
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flan |, ANRA example.com FiFERIEP HIEE www.example.com FEAMEZF , U] ACM K&
BIERRIBIERK, BRERBR2ENENFNK - CIEN , I EEHNE. EREOAWSHN 3
Z , ACM R ZIEBEHNEITIES. ABIEFKIAFRME DNS HEEHR—R. REUERBEEFERT
HERBIBRREBEFE , ACM e BIEITIES,

/A Important

WRIEFEH Amazon Route 53 BIREHI/AH DNS 12% , BERREM DNS 1R4L5 7 B iR
g%k, MREEEREEN DNS BIEEARPR |, N A5 B 7 B4R AE,

EREERIE , REFNRERDAETE , BTN EHNTLREES (FQDN) BHiFFHIE ACM iE
B RN , ERULUGEZEFHRSENBRIES K ERBSZTEAFENILER. ATAIRIERE
IESHEER TEMAWSKEH | BRI NESMKEPEHEMEEMIES, SFE 7T AEREH ERAYIE
Po

&) LUB IS MIE P < BX B AWS R 551 BRAE P 2B S M BR B B I8 RKAZIE BB EETT . R IEAY DNS 1243
BA R Route 53 , iBBXRIBEHRE 7 MR IZFK. R Route 53 REMIRER , 52 Route 53
FEAREETHOBRERICERE, BXREELIPEITNEZER , BSHEACM IEPBWIEELIT,

(® Note

WISR7E DNS BB T ANMA LM B IEHK , WA B IERBITFRAY. IREFEEKMN
g, RABWER B BRI,

ACM 5l Z18kH TERE

(® Note
&5 EA T LA Route 53 fEN H DNS RHEHE .

WMRIETEM Route 53 4 DNS 1247 , WEE (BEEIM Y ) F3FF ACM REMN BB ICFKH
AR RHEENBEES, ARIEXRATZHEN , 2RENEHNSANFHINENERE THIENESR.
X¥TF ACM , XEB R AR EAARBIENFRE B 3hIEB LT,

TRERTAMEHEBENRAIFIBIERK. BRIEFNEFEH-CRENATRIESEFAER.
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XD, FEE, IR MERBEN-EREXNZRMEEN. XEBTXTF *.example. com EBEAF
13, ACM SIEZNEZRFBRSNHE example.com SIZMNZHFEMEE. BN , BNWIERZRBEHMIER
EF4cElSN MEE MR,

A& 18 R Rl
/A& BB 1B3R{E pp 4
*.example.com _x1.example.com, _x2.acm-validations.a  #8[@
WSo
example.com _x1.example.com, _x2.acm-validations.a
WS,
www.example.com _X3.www.exam _x4.acm-validations.a M—
ple.com, WSo
host.example.com _x5.host.exa _x6.acm-validations.a M—
mple.com, WS,
subdomain.example. _x7.subdomai _x8.acm-validations.a ME—
com n.example.com, WS,
host.subdomain.exa _x9.host.sub _x10.acm-vali ME—
mple.com domain.example.com dations.aws,

o

TXI% (_) 2FH xN ERH ACM £ KENFRFE, fla,
_3639ac514e785e898d2646601fa951d5.example. com.

RRERWIZFKE . KERWICRKETRER

_98d2646601fa951d53639ac514e785e8.acm-validation.aws.

T E— DNS g%,
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® Note
MRER DNS REFAXIFTENS TN B ICRE , BESHHEE DNS Bif R,

HIEFRIUEB HIEE DNS BiERT , ACM 2EHUTHRANBIBIEFREER !

& BB iEFEK  iExfE

il

example. _a79865eb4cd1a6ab990a45779b & i

o 460b96.example.com. 5 _424c7224e9b0146f9a8808af95

5727d0.acm-validations.aws,

HE 2 5iEHEBE FQDN, BREMME —RRIER , BAEREX R, BRERERER HE,
MRTE DNS 124758 F /00 DNS iZRM Web RENMNZHRIHAFTEX=AME (8. 25%
HRIDRE ) . BEFENTIERER (R[RLBEH) TENLESRHFHEE, EEEBRT , 55
TiRf AR RN TS, SARMESBTEE M MBS AT ARG S | XERE (A
FBIh ) 2R RIHA

_a79865eb4cd1a6ab990a45779b4e@b96

HEHFERP, IREHETX—8 , HAASZESHBNICEZEWH (HIW .example.com) , M &
KRERTBEM TR :

_a79865eb4cd1a6ab990a45779b4e@b96 . example . com.example. com.
EXMERLT , RIPRAK. Bt , ENZRHENAESHREBFPEN R ARE,
®E DNS KiF

LB D T BMARFABUEBEE N A DNS Kit.
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FE12H & FiRiE DNS KikE

® Note

HEREREEEUREDS —MES | HALEEWRESN AWS KE T, MEESHIT
FEHaRENEREARE  RELCRIDITFEEAE | BREEFIRTEHENTS , &
BINEISE T ERNXE.

1. B ELATMuLITFHF ACM #H| A& : hitps://console.aws.amazon.com/acm/.

2. HFIEBHRF , FEBREEENIRD N Pending validation ( E&FRIE ) HIEPHY Certificate
ID (IEH ID) o LLBPRFFTFUERRYFHE R TE.

3. 1£ Domains (& ) 7 , TE FIFEINIEZ— :

a. ("% ) f£EA Route 53 TR,

MEHZUTEYE , WAERESH Create records in Route 53 ( £ Route 53 8|22 )
%4 -

- &M Route 53 5 DNS 21,

- BENEAH Route 53 F£EM X1,

« &9 FQDN 8 R Z KL,

® Note
MR IEEFEH Route 53 1B Create record in Route 53 ( £ Route 53 F8|Ei2% ) &
HRAHEEZER , ESH ACM 2|5 F 8 R“Create record in Route 53” ( £ Route
53 FRAIEEIZE ) &R,

%32 Create records in Route 53 ( 7£ Route 53 R8I 1Z% ) &M , A/F%R Create
records ( BB ) . WAEISITFF Certificate status (IEBRA ) WE , RSEBHIRE
Successfully created DNS records ( 2K 612 DNS i2% )

IRHIFE P A BE & 2K 4R B 'R Pending validation ( SFRIE ) &% 30 24,

DNS 31iF MRA< 1.073
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® Tip
BT ELRE A RiER ACM £ Route 53 R E BB B EMNIZR, BE , B L@
Route 53 & H—1 AWS CLI 5% API i LA 7E Route 53 DNS HiEEF IR IER, B
% Route 53 i RENELZELR , BSRMEATRICRKE,

b. (Wi ) MRLEEE A Route 53 /9 DNS #2415 , MIA%FK K CNAME 58 , HFHF
INEEE DNS BiEED, EFIPHNFAEETEL , fUUBESIFAER 2 — R THHiER
=

« &%) Domains ( 18 ) #2 FE R CNAME A4, EEFTEFHHRMEIEHN DNS BiE
BEo

« & , 1&#F Exportto CSV ( SHEICSV ) . ERNXHFNEEFTEFHINE DNS HiE
FE,

/A Important

ERBWIEFE , FEE ACM A E 10T TEFRE RSRESAIME DNS 24t
HBIEE, MRESFE , HSH P& DNS Kif A&,

R ACM EEEERB B IEFRERN 72 PITARIEES , ACM KRFUEFHIRSE LA Validation
timed out ( WIEHEA ) . SHMERNKTRERREREM ACM £ EKIIER DNS BB, E
FRRWRID |, BLAEEE DB ICKHAFERFTWIES,

B3, F B 4 62 UE

AWS Certificate Manager (ACM) £ L INERE R AT R HERPIEEMAIEE , AF Amazon iE
PMAEANH (CA) FEEAMUMRIEH, EAIAFEA B FHRAE DNS ITRIE, AREBIT LB FHR#F
BiF, A< DNS BIEMEER , iFSHDNS KiF,

FIEBRUTEXBFEHRARIENIEEI,

« BRE-NMEEN I TAER F R4tk ik o GE6E A BB FRRAFIRIE. RE R FERMF b u IR
EAEENTISEE R,

B8 F R IR E MRA< 1.0 74
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« RIUFGERT ACM MR R FEFEIEFH. ACM F2RIES ARNIERREFLE CA EENIEFHAIE
FRIBE®. ACM T ERIE Amazon VPC B EXSEARMMEF TN ER. BXESRER , #F
SR BFEUEBRIUERIH,

- BOIZRABEFERGRIENIERE , BT EDREIER DNS XN E#TRIE,

ACMIEBHERIER 1318 (395 K ) . BELIT , BEEFH4RITINIEIRETEGREERTE
fE, ACM TE3Hi AT 45 RIF A EIZAY WHOIS ERFEt M ENE A EE QA it £ X L1TEH, BHS
BE—NEEE  BRAEA TR EZERURNMET, RIFFEIHNERS , ACM 2MAEEHE
ARN BYLEITIEH,

MREEREFERAHRIENES R , FSREEE R TR UERY R,

ACM 8 FERH A IEE WHOIS BIEEHFIHAY 3 MERR A | URENEBNABENRS 5 MNE
ARG, RRWR , W TEBERPIENENGBNTERRAEN , FRERZS/\HE FH4.
fign , MBEMEE-—NEHE , EHZSFRIIN\HE FEB4. BEHTRIE , BLTE 72 PEFRFFZN
HEFEHERHN —HRTERE AREEE=1EHE , EHZSFRE 24 HEFifdr, ERTRIE , &
IRIE 72 PEEAN XL R FHAEPNEDS=ZHE T4 (BENBSNEHXI N —HE T4 ) #HITR
.

B FHR R & IE ] WHOIS B L T =ANESEMBR R Attt

- HUEME
« BRERRA
- BEERRAA

® Note

BMNEAZWERENEREPHNANEARS I, M\ WHOIS BREXREFEEHAA
5. WHOIS ERINERRIE ( £F 5% ) , B2 REARN T EBEKBIMARFEZENER,

/A Important

M 2024 6 A , ACM FHAXFET WHOIS BEx Rith it #H TR B FHRHIRIE, XTI
BiEH , M 2024 £ 10 A2 , ACM FFamisE M WHOIS Bx Rttt K IXLiTEEH, ACM

B8 F R IR E WMRA< 1.0 75
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MHEMMPIERGNENEARK U KA IR FHH, BXEZIFAEFE , FSHAWS
Certificate Managerf{= 1E WHOIS & if) &8 7l 4F 1 IF iE P

MREFERESG B ERIES , ACM 1T MX EFR A E WL RS [IEZ BN E a4 |, H A
FHREVE NG , EESFMEREZTUTENEARG U, WMREEA RequestCertificateAPI
HRiFRIUEPBAWS CLIGTS , ACM TLiT MX Eifj, ©LfFHE FHi4AE T E1E DomainName S
o 7E ValidationDomain AIESHHPEENEHEN. BXEZELR , H5H MX idH,

* administrator@your_domain_name
* hostmaster@your_domain_name
* postmaster@your_domain_name
* webmaster@your_domain_name

* admin@your_domain_name

AR ACM MAHE SN BN EFE it ESER |, F5H (Wit ) NEEE B TR,

LI A BIAMER

WMRERN L www 5 ESBER (*) FFAHNIFHBFER ACM IEH , W ACM I BRFF

L www RES | HFEFHAREDNEE i, BT 715 A 89 R REB 5 5 ER

admin@. administrator@. hostmaster@. postmaster@ l webmaster@ R4 BIXLEER Mk, £l
o, WEREHRN www.example.com iF3R ACM iE$ |, M & FER ¥ &£ 1xF admin@example.com M F =2
admin@www.example.com, E# , IREH *.test.example.com iFR ACM IEH | N B FEBHFF &%
£l admin@test.example.com, HREFE L EE b1k Y 4H 5K 5 R

(® Note

F4RIF B F B KX BT =18 (20 example. com) WEE M , MARKER F5 (0
test.example.com) FWEE UL, Hik , ETE RequestCertificate APl %18 RIEHAWS CLI
WS HIEEValidationDomaini& i, WMRFEAESH S ERIES , BoETEERLINEE,
ENGEFT A BB ER A B — N R F AR st | I th AN B MR IR — S eB 4 |, AMERIE
ZEHERIEF,
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B HMERAT

ACMiIEBH BRI N 13 MR (395 X ) . ELI] , BEYBEFHARIENIEPEERREERITE
1B, ACM I HIRT 45 RITHA @A WHOIS BRFE it M A NE AEE R it ZXKITEH, BHH
BE—EE SRAE TN ZERIBNET, RIEMASIHNERE , ACM 25k EHHEE
ARN HIZRITE$,

BXESEL , BSRALANBDTHARIE,
( Flik ) BERTAOERALSRF

SHRPIEE FHESIE—INTE , BULUEATHETLERER. B2 , ATHEIEEFENRIEHE T
HR ¢ AT RE A AR BB A TR L BR B AL A P R R, RIS ESE 72 MetEEIEH. RERKE
Fia e FERF T EEIH , ATLAEREMR B FEBM,

BXREFHARIENFIAMRE , FSRBERTEEE S FEARIER R,

(® Note
BUTEESMERT ACM REMES |, AR EMEFEHRARIENIES, 8 PKHERRES

Z ACM HEVIE B A B ERIEE FH#F. BXx DNS BRIEAVES , iIFSFIDNS i,

EREH & EM ARSI R FHR4F

1. BFAWSEEIHIAH MU TEIFF ACM #2F|A : hitps://console.aws.amazon.com/acm/
home,

2. HIEPIHRD , FERBFEERIENIEBH Certificate ID (IEPH ID ) o MIRERITFFEMESTE,

(® Note

BEFEENFIRFFHNER  BEERNIEBAREAIRVETR, EAURTAENNERE=
A RERF, EERLERA LAY TTERN LS ITNES.

3. %&£ Domains ( 13 ) &% , i%£# Resend validation email ( EFf A ERIEE FoR4 ) |, EEFAN

TERIEMNE , RFIEE Resend ( EMKIE ) o MATNIZLE R Successfully resent validation
emails ( 2RI E R IEK UL B FHBH ) H#1E,

EEH AWS CLI E# & A K F 8R4
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#0] LA Fresend-validation-email 5 E 7 & 3% &8, F #E 4

$ aws acm resend-validation-email --certificate-arn
arn:aws:acm:region:account:certificate/certificate_ID --domain www.example.com --
validation-domain example.com

(@ Note

Zresend-validation-emailfs S UCE A F B E A B 74 ERIEH ACM iEH, RFESAE
ACM WiEBHEH ACM EEMFLBIED , FEERIL,

PIHE ACM EERUEH

LA LAEA ACM #4153 AWS CLI 5l ACM BEMIER, BEl8E— " TEPHEZAUIEH
500 MIEF , CLI HFZ A LA5IH 1000 MEH,
FERES A HIES

1. BELATMuLITH ACM ##l4A : hitps://console.aws.amazon.com/acm/o

2. BFIERFIRPHER. BUUAEAELANTBIN RS TUER, SMEPLE—1T , RABRT
NENMEFERATE

« Domain Name ( 5% ) - i BT E£BREESE (FQDN),.

« Type (£& ) - iFHHER, TAEMNEEFE : Amazon issued ( Amazon B % ) | Private ( 308 ) |
Imported ( ES A )

o Status (IRF ) — IEBRES. ATEEMEBFE : Pending validation ( FFRIE ) | Issued ( EME ) |
Inactive ( 3E5E3) ) | Expired ( B3 HA ) | Revoked ( E A% ) | Failed ( M ) | Validation timed
out ( IIEHERT )

- EEMFA? —ACMIEPRESE N Elastic Load Balancing 2 EHAWSRE X REKIER,
CloudFrontf& AT BA:2 No = Yes.

* Renewal eligibility ( £&iT##& ) — HEPIEESIEET , ACM REALBHZITUEH. AsENE
7 : Eligible ( B®&# ) | Ineligible (ZERE ) » BXEEAN , S ACM IEPHFEELIT,

BERERFH A LANAEER , EAMAENTEHLERNIEIPHE. EERETBRABTHRITAR
UREREMERFR. UTHRFRAA :
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https://docs.aws.amazon.com/cli/latest/reference/acm/resend-validation-email.html
https://console.aws.amazon.com/acm/
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« Additional domain names ( Eftigi& ) - EBFITEN—IPRZNEE ( FBEZHER ) .
Requested at ( 1E3KEtE ) — ACM ERIEP AT E,

« Issued at ( MERTE ) - MEAIEPHIETE, HEEMERT Amazon MEAWIEH , TEA TS AN
E$,

Not before ( FRTF ) — iEB TR BIHIAT A,

* Not after ( T8 T ) - B AIZFIEB KR,

Revoked at ( mEEATE ) - XN FERHENIEPS , X2IE BERE,

- Name tag ( BFHRZ ) — BLIEP LB Name HIREWE ( MREEXENRE ) .

Renewal status ( ZL1TIAZ ) - IEBBERETHRS. AEEBERETN , hFBRFI2ETRHE
BB, ATEEM{E N : Pending automatic renewal ( B 314E1T ) | Pending validation ( 31 ) |
Success ( B3 ) | Failure ( £ ) o

(® Note

MIEPRESNERAREFTEHR PR REEN. MRESEE , WIEBFERSE 72 M-
i, FESTMLFTFBEE RN R REITIE,

Page size ( WEA/) ) BIADUEE T B/ EH SN H LIREIWIEBRHE.

BXRARLEBPFREENESER , BSH i ACM iEH,

EEH AWS CLI 5| HiE$

fEH list-certificates ap 5 ACM BERIEH , MU T RBIFTR

$ aws acm list-certificates --max-items 10

ERLUTFTXHER
{
"CertificateSummaryList": [
{
"CertificateArn": "arn:aws:acm:region:account:certificate/certificate_ID",
"DomainName": "example.com"

"SubjectAlternativeNameSummaries": [
"example.com",
"other.example.com"
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1,
"HasAdditionalSubjectAlternativeNames": false,
"Status": "ISSUED",
"Type": "IMPORTED",
"KeyAlgorithm": "RSA-2048",
"KeyUsages": [
"DIGITAL_SIGNATURE",
"KEY_ENCIPHERMENT"

1,

"ExtendedKeyUsages": [
"NONE"

1,

"InUse": false,

"RenewalEligibility": "INELIGIBLE",

"NotBefore": "2022-06-14T23:42:49+00:00",

"NotAfter": "2032-06-11T23:42:49+00:00",

"CreatedAt": "2022-08-25T19:28:05.531000+00:00",

"ImportedAt": "2022-08-25T19:28:05.544000+00:00"
}, ...

FigERT , RIREEHE keyTypes RSA_1024 5 RSA_2048 #EEL B —NEEHMIEH, EEE
BEFNEMIES  AINETHIERSIEATREZRV K/ PWIES |, BRM --includes S8, B
TRBIFTR. FIALSE , BA LS ER LR LMK R

$ aws acm list-certificates --max-items 10 --includes keyTypes=RSA_4096

iR ACM UE$
SETTABER ACM 24 A3, AWS CLI Bl 7 340 4 0 348 7T £E.
ERH AR EFEHEMES

1. BX https://console.aws.amazon.com/acm/ 7 ACM #£&l& , LE REBWIEH, BuMERA
EARNTRENEZITIESR,

2. EERAHEBHFATHE , BERILES ID. WEPFITARE , EHERUATEER

o EPRES
« Identifier ( #RIRFF ) — IEBHY 32 F +AH HIME— PR IRFF
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« ARN - arn:aws:acm:region:account:certificate/certificate_ID ¥I\H

Amazon Resource Name (ARN)

« Type (£& ) - $riR ACM iE B EERF|, WEEMNESR : Amazon Issued ( Amazon B4

&K ) |Private ( #AF ) |Imported ( S A ) « BXEZER , FZH ERLBIEDR. ERILE
PKI iE$ = FHEB S A AWS Certificate Managero

o Status ((IRF ) — IEBRES. ATEEMEBFE : Pending validation ( FFRIE ) | Issued ( B

MK ) | Inactive ( 3E5E3h ) | Expired ( X3 ) | Revoked ( M4 ) | Failed ( KM ) |
Validation timed out ( 3 iE#EAT )

» Detailed status ( F4RAS ) - MRS AEHH B HAM 6 [E]

« Domain (i ) - IEBPHIELREFH A (FQDN),

Status (R ) - HRIUPIRZS. AIEEM{ESETE : Pending validation ( F#FRKIE ) |
Revoked ( Em4%H ) | Failed ( %1 ) | Validation timed out ( B®iEHET ) | Success ( K Ih )

- HHAEER

- FEFEA? - EFHRREEAWSERRSXEK , AIREMNESR : Yes (2 ) INo (&)
« Domain name ( #%& ) - IE BT LREHS (FQDN),

« Number of additional names ( Hftt B E ) - BN HERNF B

« Serial number ( F5I& ) - iEBM 16 ZH+REHFIHS

- Public key info ( A EZBRFEERE ) - EREAXNHMBEE L

- Signature algorithm ( EHHE % ) - BTFERH#HTEBNMBEZE,

« Can be used with ( ATSLAT ) - XFEBEXLESHMIEFHH ACM ERIRS HI&K
« Requested at ( iE3RATE ) — MR ERE B HF A8

* Issued at ( MAATE ) - MARK BEARETE ( MRERA )

* Imported at ( S ARE ) - S AW BEIFEtE ( WREAH )

« Not before ( A8 F ) - iE BB RHIKFF 246 6]

* Not after ( F¥F ) - WEP#YZ/HA H HAFIAT A,

+ Renewal eligibility ( £Z2i] %% ) — RAIGERV{E N : Eligible ( B&# ) | Ineligible ( RBEH ) -

BXRERAN , FZH ACM IEFHHIEELIT,

+ Renewal status ( ZiTIRE ) - IEPBBERETHRS. AEEERETN , kFBFTR2ETH

BEEE. WEEMEDR : Pending automatic renewal ( fFB314E1T ) | Pending validation ( 5%
iE ) | Success ( B4 ) | Failure ( X ) o

IR
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® Note

NIEFRSNERAERFER PR FREN. MRBIFRZ , MIEPHFERSKE 72 )
BN, ARSAMNKTFREEMRFEITIE,

- CA-%¥% CAW ARN
- IR
- B
- Validation state ( BUEIRAS ) - MRER , TEEMENR -
« Pending ( Ei2 ) - BERRBIE , BEKRZEK.
« Validation timed out ( BiE#EAT ) - BFRNVWIESEAT , BEERALEEZIER,
« None (%) - iEBATHE PKIRBEZE , FHEERIL,

EFEA AWS CLI EFILEBFHAEFR

£/ AWS CLI 1 H describe-certificate £ RIEBIFMES , ML THSFAR ;

$ aws acm describe-certificate --certificate-arn
arn:aws:acm:region:account:certificate/certificate_ID

WEIRERLTTXHEES :

{
"Certificate": {
"CertificateArn": "arn:aws:acm:region:account:certificate/certificate_ID",
"Status": "EXPIRED",
"Options": {

"CertificateTransparencylLoggingPreference": "ENABLED"
},
"SubjectAlternativeNames": [
"example.com",
"www.example.com"
1,
"DomainName": '"gregpe.com",
"NotBefore": 1450137600.0,
"RenewalEligibility": "INELIGIBLE",
"NotAfter": 1484481600.0,
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"KeyAlgorithm": "RSA-2048",

"InUseBy": [
"arn:aws:cloudfront::account:distribution/E12KXPQHVLSYVC"

1,

"SignatureAlgorithm": "SHA256WITHRSA",

"CreatedAt": 1450212224.0,

"IssuedAt": 1450212292.0,

"KeyUsages": [

{
"Name": "DIGITAL_SIGNATURE"
},
{
"Name": "KEY_ENCIPHERMENT"
}
1,
"Serial": "07:71:71:f4:6b:e7:bf:63:87:e6:ad:3c:b2:0f:d0o:5b",
"Issuer": "Amazon",

"Type": "AMAZON_ISSUED",
"ExtendedKeyUsages": [

{
"oID": "1.3.6.1.5.5.7.3.1",
"Name": "TLS_WEB_SERVER_AUTHENTICATION"
},
{
"OID": "1.3.6.1.5.5.7.3.2",
"Name": "TLS_WEB_CLIENT_AUTHENTICATION"
}
1,
"DomainValidationOptions": [
{

"ValidationEmails": [
"hostmaster@example.com",
"admin@example.com",
"postmaster@example.com",
"webmaster@example.com",
"administrator@example.com"

1,

"ValidationDomain": "example.com",

"DomainName": "example.com"

1,
{

"ValidationEmails": [
"hostmaster@example.com",
"admin@example.com",
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"postmaster@example.com",
"webmaster@example.com",
"administrator@example.com"

1,
"ValidationDomain": "www.example.com",
"DomainName": "www.example.com"
}
1,
"Subject": "CN=example.com"

i ER ACM E YL F

BRI LAE A ACM 2 HI B AWS CLI i BRIE$

/A Important

o BTEMBRIEERAEM AWS REFEHAM ACMIIEH. EMEREEFANIES , EA5 LM
BRIEBXER. XRFEAEXRZHIES AR CLI TR,

- BIBREFABIEBMEN (CA) MAKIIERI CARETM, BFHRERH CAXFRA , B
MIBRZ CA Rk, BXEZEE , E5H (AWS Private Certificate Authority FiF#§R3)
A9 BRFA B IE B o

158 F 422 11 &5 I BRALE 5

1. BILUTMuLITFH ACM #2H| A : https://console.aws.amazon.com/acm/.
2. HFIERFIERAP , &P ACM IEBX N EIERE , RE1%EEF Delete ( MIBR ) o

(® Note

BEFEENFIRFFHNER  BEERNIEBAEAIKVETR, EAURTAEUNERE=
AFRERIAF, EEFAER A EAR DR K 2 TER,

EH AWS CLI BIRRIEH

1 delete-certificate ap S MIERIEP , WA THHAIR :

i BRALE 45 W7 1.0 84
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$ aws acm delete-certificate --certificate-arn
arn:aws:acm:region:account:cexrtificate/certificate_ID

=% ACM iF$

BT EEEEETAWSH RSN ARFPER ACM ZELAFIEH, BL4AFERS ACM £EXH RS
Z—. BXEZEE , HS 5 AWS Certificate Manager £ RS o

AWS FA%5 CA FHl CA S EHATEMAE PKI W ACMIER , IS HHAFHREELEFEEN
BRIEMRES £, XLEERENE Internet ERZEE,

!

s
i
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ACM IE B FEE LT

HXTERIE Amazon SRR SSL/TLS iE+ , ACM RETHELIT, XEWKE ACM N BEZITER
U ( fRIEGER DNS Wil ) |, REEBI S B @S RIA B FERHFERA. X TLEMFMLE ACM iE
P, MREHXLERS

WERARFET , BEFEFEUATILR :

MReE5HEMAWSHRS ( 4l Elastic Load Balancing = CloudFront ) <8k , W& &4,
MREREMAS LXETESHN , WAESEH.

MReREBEIEA ACM RequestCertificate API MARESH , B RSHMAWSRS XB
WREIES , WFEERL.

- MRERBIEEZFIAMAARSE , IERSHMAWSIRSKENABILS , MAFEFHE,
- MRERBEIH AWS F48 CA IssueCertificate API MEAMAEIER , NFRFERME

- MRRSAWILES , WFRFERH

- MREIH , WARFERH

eS| B GUR R T EERLEE BXM Punycode EX :

1. Ll“<character><character>--"#& =\, 7 L 1V ig & S M5 “xn--"— B,
2. LU'xn--"FF kBB U A M BB R EBR LT A

Punycode =4l

A . P . P gn EE

M1 F

2

example.com & FE v F & LL“<character><character>--"FF sk

A A
a--exampl FE FE v F & LL“<character><character>--"FF k
e.com A A
abc--exam FE TiE v & LL“<character><character>--"Ff sk
ple.com A A
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i A R . P g EE

M1 4 0

2

XN--Xyz.com = = v BRHNERRLEE ( BN E.com)
Xn--examp = B X FREMNERLIEE
le.com
ab--examp B B X RATTUEL“xn--"FF 3k
le.com

% ACM £ITIERAT , IEBH Amazon Resource Name (ARN) RIFFZE, Ik , ACM iEH 2 Xigt
FlRe MREESNMAWSKEHEFHRE —HBIED , WA EIHEETHMEH,

e

s ST RNFEENIES

« EFRE PKI BEITIER

- REUPHEITTRE

L] NIHEENIES

EMEIEEXNNLFFEFEIESRAS , AWS Certificate Manager 2ERGIEABECRIEREE. XTLUE
& DNS HiF sk BB FEBAF IR IER F XN 1T. HIEPFELITN , ACM 2FEREBaEENMERE K ER
EFRIEENAIEN. UTEFHE TEITIEESHER T IENS,

ES ]
« Z1T81d DNS KiERYE
« STIEN B FERAFIR UE RV 35

LT DNS ¥ uFpY 18
S FBAEHE DNS BiFM &M ACM iE+H | HEKITEE4 B,

L HAET 60 K , ACM 2R ELTE&IT&RM .
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o« ZIUEH Y AT ERAWSRS EAF,

« ACM I FrE &% DNS CNAME 123k ( B MNE—EBRABH— ) BEEATUBEL A H
DNS 51A]

MRBRXERHE , ACM FiANEEZ EBELRIEHZITIES,

4 ACM ELITHRITTE BN ML ( flw , BT FE CAAIER ) , RK* AWS Health E4F
Amazon EventBridge B, XLEHFESHF 45 X, 30 X, 15K, 7K, 3 XM 1 XKk, BX
EZER | HSRL I ACM B EventBridge o

£ R B BRI UE Y35

ACM iIEBHBERH N 13 MA (395 X ) . ELI] , BYBFHARIENIEPEEHRREERITE
5. ACM TEZHIBT 45 RFT A @AY WHOIS ERFE Bt M AN E AEE R it AIASTEA, BAF
aBe—MEE  HRAETUERZERUENE], RIEMESIHAEE , ACM 2K EEHE
ARN BYEIATiEH,

BXRWIES FHMHNESER , BSME FHABIE,
ETHROAUGEAREERIES T, FSEAEH LB FHAERIE .
18 SRR IE B F BR 4

ERENEERERRALFI4E (ESE (7% ) WiBBEEEFHY ) , ERUER AWS
Certificate Manager %] & 2 ACM API 3RiER ACM [ & A IE B LT KSR IE B F o4, ERTE L
THER THATUICERE

« BEAER ACM IEBEE AN 2 8B FERH4R .
« BRNEPNEITTRENEEFRIE. AXBELEPNEITRENEE , BERRBIERHNEITRES,
« BRIBBIHFEEKRE ACM FIEPHLEIT RIEM R IR EI0IE B F BB

FR ACM Eft RS HIUE B F o4 (12H &)

1. $TFHLF AWS Certificate Managerhttps://console.aws.amazon.com/acm/home ) ##l&,
2. ERFERIFMIEBHES ID,
3. i%#¥ Resend validation email ( E & IXRIEE FHBH ) -

B3R ACM EF K H WU B R4 (ACM API)

B8, F-HR A3 IE R 1.0 88
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£ ACM API A {# [ ResendValidationEmail ##4E, EXMERT , ZBIEHH ARN, EEFHRIUER
UK EEEHEPZRUGRUE S FER 4 E. LT RO M ER AWS CLI uTiZRE, RE8
SHRITRME TS,

$ aws acm resend-validation-email \
--certificate-arn arn:aws:acm:region:account:certificate/certificate_ID \
--domain subdomain.example.com \
--validation-domain example.com

EAE PKI FLEITIEH

B AWS #.8 CA FFAHE CA LEM ACM IEBFEFARTRERIT. ERFTZEMFE ACMIEHER
B, %8 PKIWIERAFEERILE, HEERAEEFEN REEFEHEXPFLRANNR CAILERN , ReE

MAEE

@® Note
REMFER ACM 24|55 ACM APl 8 RequestCertificate BEREBNIEF T HFEAEEL
T4, £ AWS FAH CA API B IssueCertificate BIEEEM AWS FAHE CA MK
FPTH ACM B,

LIEENIEPETR 60 XIHAT , ACM 2 BHZ LT, XBEFHSHMLZENIULES (HlIn , EX
HHBROR ), B BALAREREH ACM APl B RenewCertificate BERRHIZIT, BXxmEI4E
1TH Java SEIRHI |, ESHE LiTiEH,

Zilg , ERHEFIRSHAXNBOT LR

« WMRIEFHE ACM ERRS KRB , MFEHFERIBIES , MERFTINNZFFRE,

« MRIEPBFE ACM ERBEFZRE , EEFFBRETESHAZREITHNIER, BUUFHRITX
tei24E | SHEBH AWS Health, Amazon EventBridge 1 AWS Lambda $\4T , MM AT R : BEXEZ
BE , BZHREmSHELITHIES

B3 S HESITRIES

UTEREHT —NREIBRER , BTHE ACM £iTHE PKIIEBR B $ HXEIEH, HREMRM
ACM RS HIEBREMEER ; ShE , EBM4ALREHBIRRE L.
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EREFE B3 S HIEH
1. &M (AWS Lambda FF R A RIERE) FHIREE , cIZAEERA ACM §iE API 8 Lambda

B8
a. Bl —1 Lambda E#.

b. RNEMEHLIE— Lambda HITHESHFMUTEERE., ZXBESRAEBTPHRERT
@A ACM API By ExportCertificate #4E , NI RBELITWIEPFMFAE BHNNR,

{
"Version":"2012-10-17",
"Statement": [
{
"Effect":"Allow",
"Action":"acm:ExportCertificate",
"Resource":"*"
}
]
}

1£ Amazon EventBridge # 6E — &N MR ir ACM E1TRREH , HAERMNBIEEHTRA
£ Lambda B# . ACM BXEHEITIEHREHEA— AWS Health B4, BXRXLEBHNE
%8 , 2% M Personal Health Dashboard (PHD) & &R,

WA T EHFEXREEAN,

"source":[
"aws.health"
1,
"detail-type":[
"AWS Health Event"
1,
"detail":{
"service":[
"ACM"
1,
"eventTypeCategory":[
"scheduledChange"
1,
"eventTypeCode": [
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"AWS_ACM_RENEWAL_STATE_CHANGE"
]
+

"resources":[
"arn:aws:acm:region:account:certificate/certificate_ID"
]
}

3. BUEBMARELFHREUERRTEUEITLE.

MiAFAE PKIIEBHFEE XL

&R LAERA ACM API 2 AWS CLI F31Ulil ACM REZLIT THERMEE. B XM , E7 SN
SERERRFER BT ACM BEI4E1T,

@ Note
&R BN AWS #F CA SR RYIEB RIS,

LIBERA TEFRN APHHRER CLI SR, ACM £ ELITIER. MREITHKI , ACM SEF
EEEHASR AP EPERVIEPTHE, MRIELES ACM EFRRSKE , NLEBBIIEBHE
Amazon CloudWatch Events 4 RLEITE M, MRLEITAK , ACM MR E 4R H 2 UMK A g
M. (BAILAEA describe-certificate i R EFMFER. ) MRIEBFRBEIEHNRSHBEN , BN
AEENHSEHAFHIFEREIREL,

/A Important

EfE A ACM &LiTHEH AWS FAH CA IEH |, BA4H L[ ACM BRS EHERFIITURERIN
[Re BXREZER , BEHMEBERITRRD ELE ACM,

FFH MR B LT (AWS CLI)

1. {EH renew-certificate IEPEITSHNABIEH,

aws acm renew-certificate \
--certificate-arn arn:aws:acm:region:account:certificate/certificate_ID

2. ARE , A describe-certificate P P HIAEEFMZIEPWELITFAEE,
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aws acm describe-certificate \
--certificate-arn arn:aws:acm:region:account:certificate/certificate_1ID

FENHUEF LT (ACM API)

K% RenewCertificate 3R , HIEEEBLITHWABIEPH ARN, AF , #H DescribeCertificate
BEXRBACEFZIEPHNEITIFAEE,

QEUEPRIELITIRE

HEZHEITIEPER , ACM SEIERIFME S PIRM Renewal status ( £ITIRE ) EREFER. B
£ AWS Certificate Manager ##l&. ACM APl, AWS CLI 5 AWS Health Dashboard k#& & ACM
EBPEITIRD, MREFEHEHA. AWS CLI 5 ACM APl , MEITRAS T EE T 5 HAN T 8ERY IR
AEZ—, MRMEH AWS Health Dashboard , th & & RELIHES

FEEHEIT

ACM ERZ=HBHRIBERLFHNEE. BXREZELR , FSREITEY DNS WiFkEH, £HEHE—
HERF,

FERWIE

ACM EBHHRIFERPH —NHSNMEAE . BAARITHRBERIEXEHE | SUTELEIT
I, MREFVNEBFEANRE FHARIE , FER ACM KX B FER4 | RBIZE FHR4
RAVEEEEIMATIRIE. MR ZAIEAMNZE DNS Bif , iFRELHR DNS BFFEA BIEBNEEA
o

FX2h

WPHFHFFEEZEERI , B ACM &I TIER, TEH —FigE,
Failed

EPIHZE - MRS MEERRIE , Btk ACM RETUEH, BRI LI RMAVIES,

MREMEBSHMAWSIRS ( #1420 Elastic Load Balancing 5 CloudFront ) KBk , 8ZE EEMK R
PRETZ2REHTSH , WEHFELITHEHYE.
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® Note

NETTRSNERAEFTEHR IR geEN, WREBFE , WEITHERSKE 72 MEE
B, FEMSFAMNKTHREERIT IR, AXEBHERE , FSREEILEBIERAZ,

£

. BRERES (258
. BERE (AP))

. BB (CLI)

- {#£ Personal Health Dashboard (PHD) ¥ &R

RERS (BFHE)

THNEENENAER ACM EHEKRE ACM IEBHEITIRE.

1. #TF{LTF AWS Certificate Managerhttps://console.aws.amazon.com/acm/home Y 12# &,
2. RIS K EBFHFAES.

3. & Details #87 & Renewal status ( LiTIRE ) » WRZEFERE , %8 ACM RFF A LLiE
PHRELITIRE,

KREIRS (API)
BRNBWMAIER DescribeCertificate BAERTIRSH Java Rl , S FEERIES,

KEIRZ (CLI)

THEHRANBWMMAEER AWS Command Line Interface (AWS CLI) 82 ACM iEBEITHIRES.

$ aws acm describe-certificate \
--certificate-arn arn:aws:acm:region:account:certificate/certificate_ID

ERNF | EEZ RenewalStatus FERAWE, MRXEEE RenewalStatus FE , A ACM
RFBRIEPIEEEITIRE,
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£ ] Personal Health Dashboard (PHD) # &3S

ACM ZEZHiF] 60 XR&ER BIEITEN ACM iEH. R ACM TZEBHEITENWILED , cRESH
Bl 45 X, 30 X, 15K, 7 K. 3 X 1 K@ AWS Health Dashboard &ZXIEBLEITEHELHN , BA

WEBHITHRIEIE, AWS Health Dashboard & AWS Health REH —EB50. EXAEERE |, Bk
FHESSHRIENTAAFETUNEST, BXEZELR , BHSH AWS Health AF i8R,

® Note

ACM FHEZLEITEHBAEA PHD HELHPNENSEH, EMBHABLBRZI—MNEA , E
BT RN A L,

E A AWS Health Dashboard , ERITIA T ERIE :

& AWS Health Dashboard , M1t} https://phd.aws.amazon.com/phd/home#/,
1% Event log,

33 F Filter by tags or attributes , #%&$% Service.

1%£3% Certificate Manager.

i%$F Apply ( A ) o

¥t F Event category , %&# Scheduled Change,

%% Apply ( A ) o

N o o~ w0 Ddhd =

{§ A Personal Health Dashboard (PHD) # &R % M7 1.0 94
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B3t B F BRI it

BB FEMFRIER ACM LB EE EREMAE FHRF, LEARELH FHARIEESVDI T
EESME-NALBFHITAERMMNENR, N THBEFEAEFHBERIE , ATHRNERNAR
7 R T L B F iR R R AR AR S R IES 2 P4 & B9 TR

%6 1F BB, 7 BB 4 18 Ak

RiIFsE FEMFERUTAMENc— , EAERTRAEFMIPERKZITARILES, REERNWFHSH
HABRNERNBET EERIENENE,

S8 UE T UEF5
GRS e

Greetings from Amazon Web Services,
We received a request to issue an SSL/TLS certificate for requested _domain.

Verify that the following domain, AWS account ID, and certificate identifier
correspond
to a request from you or someone in your organization.

Domain: fgdn

AWS account ID: account_id

AWS Region name: region_name

Certificate Identifier: certificate_identifier

To approve this request, go to Amazon Certificate Approvals
(https://region_name.acm-certificates.amazon.com/approvals?
code=validation_code&context=validation_context)

and follow the instructions on the page.

This email is intended solely for authorized individuals for fgdn. To express any
concerns

about this email or if this email has reached you in error, forward it along with a
brief

explanation of your concern to validation-questions@amazon.com.

Sincerely,
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Amazon Web Services
IO UFUE B LA 1T 421T
B8 7 HR AR AR AR S

Greetings from Amazon Web Services,

We received a request to issue an SSL/TLS certificate for requested _domain.
This email is a request to validate ownership of the domain in order to renew
the existing, currently in use, certificate. Certificates have defined
validity periods and email validated certificates, like this one, require you
to re-validate for the certificate to renew.

Verify that the following domain, AWS account ID, and certificate identifier
correspond to a request from you or someone in your organization.

Domain: fqgdn

AWS account ID: account_id

AWS Region name: region_name

Certificate Identifier: certificate_identifier

To approve this request, go to Amazon Certificate Approvals at
https://region_name.acm-certificates.amazon.com/approvals?code=
$validation_code&context=$validation_context

and follow the instructions on the page.

This email is intended solely for authorized individuals for fgdn. You can see
more about how AWS Certificate Manager validation works here -
https://docs.aws.amazon.com/acm/latest/userguide/email-validation.html.

To express any concerns about this email or if this email has reached you in
error, forward it along with a brief explanation of your concern to
validation-questions@amazon.com.

Sincerely,
Amazon Web Services

Amazon Web Services, Inc. is a subsidiary of Amazon.com, Inc. Amazon.com is a
registered trademark of Amazon.com, Inc.

This message produced and distributed by Amazon Web Services, Inc.,
410 Terry Ave. North, Seattle, WA 98109-5210.
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(c)2015-2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
Our privacy policy is posted at https://aws.amazon.com/privacy

—BERFREAWSHFRIDER , RINBWENHRBERMSZNSEHIMENRAER. £H 2020
F 11 AZERITREE BTSN EF RIS, TRENERBITUTER :

- BFEHETITUEE TN Certificate request for domain name’MF
=""Certificate approval for domain name”,

« ITE , AWS account ID EEREAHHITES RIEFH.

« Certificate Identifier MAELETTEEMNIEH ARN MAREERN , flwn , FER
arn:aws:acm:us-
east-1:000000000000:certificate/3b4d78el1-0882-4f51-954a-298ee44ff369 mA
& 3b4d78e1-0882-4151-954a-298ee441f369,

o IFFHE URL H7ESE acm-certificates.amazon.com MA 2
certificates.amazon.com,

- BESRHIERHE URLITAN S RENEZTSHHERE, HERA div WEHIER approve-
button M4 =& approval_button,

« FERMIEBNLTIESNRIEDEEEEHEENE FERHFEN,

W THERE

AT REFXRZLBFERHRIENIEFHNEZIT THEREMEXESR.

« ACM ZH A ESFIERBERN , EFRIEBFEHHLEFCRINE —NEE MX IBFKHH.
BREEZERIESNENBFERYE , A5 ACM TRMRIUER, BXESEE , BSHAEABFH
HRUFEPT B .

» £/ ACM API = CLI XY ZHFIEHFRBTE FEHRIE , 2SBINRER T 7 8B FHb 4R 0% B ik
BMENFEH, AREEFERILESNMENEFHEES , AF ACM FEMRIEH,

® Note

£ 2020 £ 11 Bzl , EF RERIETRE , ACM R A — @R REEMA FEAIES,
A LA E 2 BNR IR E BB SN B P AUEE B Fop AR THERENE X,
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- £ ACM API = CLI , & BRGNS S B iE RV AT BRI B Fif 4 ZIX B TN £ APIH
£ RequestCertificate #4E#) DomainValidationOptions S#k#EE ValidationDomain
f{E , ©=& DomainValidationOption KB M L G, £ CLI & , £ request-certificate TFHY --
domain-validation-options Z¥3§%E ValidationDomain H{E.
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FHER S A AWS Certificate Manager

BR T BiE AWS Certificate Manager (ACM) 124ty SSL/TLS MEH 5 |, BIE R LS AESNEBIRBAVIE
PFo AWSETREERTHBRENRRIIE : ZENE=AIEBMEIM (CA) FREUES , HEH ACM
MEMNLEBTREFEENNARFEEER,

&AL S ARVES A T[S ACM ERHIAWS RS, ES ARESES ACM REMIEBIITHES
XMEE , RE-NMEEHII : ACM T2 RS ANIEFRRBIEELT.

EEZITSANIES , BUUMNEBRAELKREFLES , REFIF/EEHSAZ ACM, LIREF
REBIEBHREBERE Amazon Resource name (ARN), B4 , B USGALFHWIEH, THUSAS
NEEHEEEWIER , BXIFEENS A,

/A Important
BEEARUERS ANIEPNIREBHEER IR ALITIESR, BRI LR Amazon
CloudWatch Events £ § AR BENF R X BH , ANmELEES. BXEZER , &
S £ A % EventBridge.

ACM FFIEIEPRRXEMHER , BRESANIES, EFE—EEATFRE AWS XEH Elastic
Load Balancing f1 #9188 , BXITRFZIEBSAZEEANENXE. E1E Amazon EFERIEH
CloudFront , BATUFESGAEZERI ( FHRLIE ) X, BEXELZEL , HZRIFNXE,

BEXRMAREHSAZ ACM FHES , BESAUTEM, NRGBASAESAM , H2H IS
AR,

301

© BAEHMEREH

: EBMEANG AR

. EHGALH
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S AUEFRY CIRFAF

ENBZLA SSLTLSIERES AT ACM #F |, BATIRBIEPEREMERH, ES AHIEAWS iEBMEK
V¥ (CA) LRI | BESNBBIEBHVAEZHANLOERH. BIERXAIUHEZEREBHHEIRH
FECE S

NTARESANILES , YTUEEMBZEEEZMBHA KRN, ACM XFUTEE (FESFH API B )

RSA 1024 {i (RSA_1024)

- RSA 2048 i (RSA_2048)

RSA 3072 i (RSA_3072)

- RSA 4096 fi (RSA_4096)

ECDSA 256 {1 (EC_prime256v1)

« ECDSA 384 {i (EC_secp384rl)

ECDSA 521 i (EC_secp521rl)

SEEBUTHFAER :

« ACM EARF X ATFREXIFNEEZNBRHRNNEETRKREK, fl# , CloudFront X% 1024

I RSA, 2048 fi RSA, 3072 {i RSA # Elliptic Prime Curve 256 {40 , ™ Application Load
Balancer X# ACM RN BEE X, AXFHAREE , BSHAEFERANRSI X,

o IEPBMAAR SSL/TLS X.509 fxA 3 ifH, E4MITELEFRH. MHLHWELREHE (FQDN) = IP

et AR BRRBENES

« EBALHSHANLERAEER WA HMER CANLARALR, ELIRELEEN , %

AEZATERT 5KB (5,120 £ ) |, FEMSFFRME,

- MRIEFH CAZR , FRLEFRREMIEDE , NiZESHRA PEM &l

EBESANSTRER . HFIEBNERATHRAHERZE , BEFAULEFH. NotBefore iE
PFRESBERHNITH A |, NotAfter FERISHEHHNLERBH,

FENAALERME (EH. REFHMILEPEE ) XA PEM B, £t DER FBHMBLSH
HiR, AXESZERURTA , EEH LB NEHBN S AKN,

ZiT (EFSA ) EBH , REFMSAWERFEET R , WFEZERM KeyUsage =
ExtendedKeyUsage ¥ E.

AWS CloudFormation X #FiEfHS A ACM,
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IEBMZHAN S AR

ACM EREHIMG NIEH, IERENLEESR (W0F ) , FUPEM BXXNBNMNAH4#THRG. PEM
L&k Privacy Enhanced Mail, PEM #XZ&%E A TRRIUEH, IEBEXR, EHENEHR. PEM BXX
HHHEBTRER .pem, BiXHERHEER,

(® Note

AWS FRMATIRE PEM XA REMIEBRXNZAERF. ST ROMKETI8A XA RmESR
HTERRAE, NMREFENITEERNES ( HlANERXAHENHIRMENA ) |, B A LE
FA%RFTHFIRITE (0 OpenSSL )

THNRANETESANNHEER, IREENXHPEAERAEXEANG  FEAXSNRERFE]
TR (FSHFAR) . EE  MREIRBERE PEM XHEPNEAZR , RECQESTHRE
A —ANRSANER , MIED, IEHEIRBBRALR.

Example 1. PEM 4mi3AYiE

Example 2. PEM 4w#3 Y 5 4%

—MEPEITE NS MEH. BUIUFERAXAREESS. Windows B copy f R Linux B cat @8
TREB XA EEDED., EPSARINFERE  FESMEIBHFERALEN—MEE. NESARE

I BREEFRIER, ATREAIE=ZMES , BEENIERETEIEESRELNIES,
/A Important

TEFIERBERTEHEEF,

Base64-encoded certificate
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Example 3. PEM 43 M FAE B 4A

X.509 fRA 3 IEREANERAEE, EOIE X509 Ik BHIEBERN , FERECNELT-LEHH
XNt BAERNEENMBRUKR D, XPEEARETLEPHERP, BLARERERKNLEER.
ESALBHEELEZR. THFERHANE, TENRANE - RSABBEH.

THEHHNREINE - PEM mEBNHEEHELEZH. BESUERBANAR , TRTEZESHR. W
REBBZEHIR , ACM £ES AT LA L2 A 5 AR

S AU

BAILAER., 3 ACM API FAEBIRBMIED (BIE=AEERSREREFREMRNIES ) A ACM,
AWS Management Console AWS CLIA T EXB &R R T A EH AWS Management Console #
AWS CLl, M3EfRELKREBUEBNEFFEREEIEEZN. AWS

/A Important
ERNZEREEALIURE S AUEBRYSTRFE M

S AIE#H WA 1.0 102



AWS iE+ Manager ArfEm

- S A (AWS CLI)

SA (EHE)
LA =455 BA an el £ - AWS Management Console S AiE$,

1. MUATMIEITH ACM #&lA : https://console.aws.amazon.com/acm/home, MR ERE XER
ACM , IEE K AWS Certificate Manager #r@8 , HEFH T HH Get started ( FFREA ) 24,

2. %3 Import a certificates
3. HITUAT#H%E

a. XITF Certificate body , #iUMEES AH PEM RIBIEH. BRI ----- BEGIN
CERTIFICATE----- FFLHBL ----- END CERTIFICATE----- 2=

b. X{TF Certificate private key ( MEBREEE ) , MWIEBH PEM REHRINBILEH.
CRE ----- BEGIN PRIVATE KEY----- FFLHLL ----- END PRIVATE KEY----- g
Bo

c. (™) X F Certificate chain (GE$H4E) , ¥ PEM 413 HYiE B 4%,
4, EBREBENS A
5. £ Review and import ( EFEHSA ) TEL , REE TN EXIEIRHNTHE , LBARECTFESEN
HIEE, XEFERTIE
« Domains - HIFBRIFHTLREEE (FQDN) B%IF%
- Expires in — IEBI HA G 8 K2
« Public key info — i T4 B ZEAX R I35 & 3%
« Signature algorithm - A FRIBIEBELEMBEE %
- Can be used with - XFEES AMNIEREEN ACM ERSH5I%K

MR—YIEH |, FEER Import (FA ),

S A (AWS CLI)

LA R BA Il 5E A AWS Command Line Interface (AWS CLI) § AEH, ROIMBREUATEIM :

« PEM RIEBHIEFHFMEER N Certificate. pem B,
« PEM {RIBHIIEBEEFMER N CertificateChain. pem B4,
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« PEM B ARMZIERAFMEER N PrivateKey . pem BIXHFH,

EFAUTRA , BRXAEEBRNEECHXMHE AR - MELTHPRAMEES S, NEETH
&, UATREIEE THRITHNSZ RN,

$ aws acm import-certificate --certificate fileb://Certificate.pem \
--certificate-chain fileb://CertificateChain.pem \
--private-key fileb://PrivateKey.pem

MR import-certificate KN TRK , MFHRES AKIEHA Amazon Resource Name
(ARN)o

BRTSFAUS

MBEGATIERHGEEEM AWS RSKE , MR EIERIPCHEHRS AZIES , AITRE
FRIBEHI AWS RS <EBk, X5 ACM £/ AWS RSN EZEER | 55 RE 5 AWS Certificate
Manager &K RS -

EFSAUERR , ERAUT&RSE

o WATLURINSRM BRI .

o BRBEMBRIEBFRHFTEES

- MRFHSAWIERPIFE Key Usage ( BEAE ) B , BALURMFNYT BE , BT EERIBRI
BT RE.

- MRFEWG AWIEPHFE Extended Key Usage ( T REZFRE ) R , BN RE ,
BFEMEBRNENYT RE,

- BPARBMAPTEER,

s BREEEHS ANEBENARFRZ,

FB
s ESA (EHA)
- BFS A (AWS CLI)

EFSA (EFHA)

LU 7”505 BA 0] 5 F§ AWS Management Console E# S AiEH.
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1. MULTFMEITFH ACM #£#lH : https://console.aws.amazon.com/acm/home,
2. ERIEFEFEHSAWILES.

3. ITFRERMVIEMIE BB K H LR Reimport certificate 124, MR EEE LD IULP B EDHER
RIRIUER |, BIEHF Actions & ERY Reimport certificate.

4. ST Certificate body , $¥5 PEM 4m#5H x4 SKARIEF

5. XITF Certificate private key , #iUi S HAH FHARKE PEM RIBH R INBIAE H4,

6. (M%) X F Certificate chain (EF45%) , #:05 PEM RIBMIEPEE, I PESTEFFEFRKXITIED
A — AN RS MEBUARBIES, MRESANWIERPRETOERN , WAFEZIEP4E.

7. EBREENS A,

8. BEFEAXLMILEPHWEER. WREZEHIR , HiL#F Reimport,

EHS A (AWS CLI)

LA 7R 45135 BA 4] £ - AWS Command Line Interface (AWS CLI) B S AIEH. ROIBEUTE
I :

« PEM mIEBHIERFMEER N Certificate. pem BIXHH,
« PEM REBHIEPEFMEER RN CertificateChain. pem X HH,

(XERFAFIEH ) PEM mBARIMEZEFLEZAFHEER N PrivateKey. pem RIS 4,
- BEREEHSANIERH ARN,

EFEANUT RS, BFX4EM ARN BN EHCHNHEEM ARN | HE—MELTHRAMM G
T NEETHE , ATREEE THRITHNZSRNZER,

@ Note
EEHS AL , BYLTUSFEIEH ARN,

$ aws acm import-certificate --certificate fileb://Certificate.pem \
--certificate-chain fileb://CertificateChain.pem \
--private-key fileb://PrivateKey.pem \
--certificate-

arn arn:aws:acm:region:123456789012:certificate/12345678-1234-1234-1234-12345678901
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R import-certificate A HAIIFER , NIFIREEHH Amazon Resource Name (ARN),
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S B UH

B LS H AWS FAE CA RMHFABIES , SUERE PKIREFRHNEANEFER. SHOXHISIE
B, EPENMEZANREEZR. WXHEXMRLFH. BX AWS RE CANESZER |, 52H AWS
Private Certificate Authority Fi FP 365,

® Note
TRESHATEENIERHIHMEER,

hY

F&H

HAAVEIES (254 )
HFAEIES (CLI)

=
<7
=
<7

SHARIES (#ZHE )

1. BRAWSEE#ZHIA HEBESLLTMUEITHF ACM #2414 : https://console.aws.amazon.com/acm/
home,

1£$% Certificate Manager.
ERES HNIEBEEE,
%3 Export (S H ) o
WAFEIALBEZANED,

o & w0 DN

(® Note
BIEEMIEERN , BASMEAR A $ H % ZHWEM ASCIl FH.

6. 1% Generate PEM Encoding,
7. BULURAES, EREMMZEZAEFBRNFS |, HERSNERE Export to a file o
8. EETM.

SHRBIES (2F8 ) &7 1.0 107


https://docs.aws.amazon.com/privateca/latest/userguide/
https://docs.aws.amazon.com/privateca/latest/userguide/
https://console.aws.amazon.com/acm/home
https://console.aws.amazon.com/acm/home

AWS iE+ Manager ArfEm
SHIFIUEH (CLI)

£ H export-certificate i S HMBIEBMIIAE R, STHSH , EXTIEERB, N TESEE
#, EEAXMRESNEBEEFHEXSY  ARBIRMARIEMZBEIE, XEAUBLER
BEEEGDSALIERESD , HPHIEEEREAZENH A S RHD,

@ Note
BEGRBBHN XA EIUTERILFER, BTN TARERL M

$ file -k passphrase.txt
passphrase.txt: ASCII text, with no line terminators

LR RO S ERER jq AENA PEM .

[Linux]

$ aws acm export-certificate \
--certificate-arn arn:aws:acm:region:account:certificate/certificate_ID \
--passphrase fileb://path-to-passphrase-file \
| 39 -r '"\(.Certificate)\(.CertificateChain)\(.PxrivateKey)"'

[Windows]

$ aws acm export-certificate \
--certificate-arn arn:aws:acm:region:account:certificate/certificate_ID \
--passphrase fileb://path-to-passphrase-file \
| 39 -r '\"(.Certificate)(.CertificateChain)(.PrivateKey)\"'

XL base64 HwIBH PEM BXIEH , R REPHENMBENFAEE , W T EMOEEREIFT R

MIIDTDCCAjSgAwIBAgIRANWUFpgA16g3IwStE3vVpTwwDQYIKoZIhvcNAQELBQAwW
EzERMA8GA1UECgwIdHIvbGIsb2wwHhcNMTkwNzESMTYXNTU1WhcNMjAwODESMT cx
NTU1WjAXMRUwWEwWYDVQQDDAx3d3cuc3B1ZHMuaW8wggEiMA@GCSqGSIb3DQEBAQUA

8UNFQvNool1lV+tICL4cwWOdLOkxpwkkKWtcEKQUHE1v5Vn6HpbfFmxkdPEasoDhthH
FFWIf4/+V01bDLgjU4HgtmV4IIDtqM9rGOZ42eFYmmc3eQ00GmigBBwwXp3j6hoi
74YM+igvtILnbYkPYhY9qz8h71HUmannS8j6YxmtpPY=
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MIIC8zCCAdugAwIBAgIRAM/jQ/6h2/MI1NYWX3dDaZswDQYIKoZIhvcNAQELBQAw
EzZERMASGALUECgwIdHIvbGOsb2wwHhcNMTkwNjESMTKONTE2WhcNMjkwNjESMjAQ
NTE2WjATMREwDwYDVQQKDAh@cm9sb2xvbDCCASIwDQYJKoZIhvcNAQEBBQADggEP

j2PAOviqIXjwr08Zo/rTy/8m6LAsmm3LVVYKLyPd1+KB6M/+H93Z1/Bs8ERqqga/
61fM6iw2JHtkW+q4WexvQSoqRXFhCZWbWPZTUpBS@d4/Y5q92S3iJLRa/1Q0d4Ul
tWZyqJ2rj2RL+h7CE71XIAM//0oHGcDDPaQBFD2DTisB/+ppGeDuB

MIIFKzBVBgkghkiG9w@BBQOwSDANBgkqhkiGO9w@BBQwwGgQUMrZb7kZ18nTZg7aB
1zmaQh4vwloCAggAMBOGCWCGSAF1AwQBKgQQDViroIHStQgNOjR6NTUNUuwSCBNAN
IM4SG202YPUiddWeWmX/RKGg31IdE+AOWLTPskNCdCAHqdhOSqBwt65qUTZe3gBt

ZGipF/DobHDMkpwiaRR5sz6nG4wcki@ryYjAQrdGsR6EVVUUXADkrnrrxuHTW]F1
wEuqyd8X/ApkQsYFX/nhepOEIGWf8Xu@nrjQo77/evhGOsHXborGzgCIwKuimPVy
Fs5kw5mvEoe5DAe3rSKsSUJ1tM4Rag]j2WH+BCO4SZWNHB8kxfOC1E/GSLBCixv3v
+Lwq38CEJRQILdpta8NcLKnFBwmmVs90V/VXzNuHYg==

BENEARTRLEXHA , BN > EERRMMNE LEARAF , NITERDTER,

$ aws acm export-certificate \
--certificate-arn arn:aws:acm:region:account:certificate/certificate_ID \
--passphrase fileb://path-to-passphrase-file \
| jg -r '"\(.Certificate)\(.CertificateChain)\(.PrivateKey)"' \
> /tmp/export. txt
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¥ric AWS Certificate Manager i+

FRERERE ACM IER 2 BENRE, 8MZEETE—MNE N—/ME. BILUER AWS Certificate
Manager #%/&. AWS Command Line Interface (AWS CLI) i ACM API X501, Z& =Mk ACM
IERMIREL, BALUERERE ACM BH AP ERNEE,

BASIEIEA R ENERNBEIRE, Hlm, BAIBEA Environment = Prod =
Environment = Beta #s&ZXRAZAN ACM IEFFMIRLUBEFS N ACM IEHEEHNHE, AT
RASFBHALANEAM B ELFRER RH

* Admin = Alice

* Purpose = Website

* Protocol = TLS

* Registrar = Route53

Hith AWS RIRtEXFRMITE, EHit , BANERE LS EETRNBRAERXLERREENH
Ko BN | BETLURFFRZ ( HlE0 Website = example.com) ZEL4A ACME$H, HFHHEHRURA
F example.com Pk Y E A% R

&
« RERHF
- BEEHRZ

R PR
HFEEAT ACM EHIRENERRS

- 51 ACM IE BB RIFEHZ 50,

- MEBHBRAKER 127 NFH

- REENRAKER 255 MNFH.

- REBNERXS KXNE,

« R aws: BIRAH AWS A ; BFTERM, FEIMBRERL aws: FFRMIRZL, M aws: FFk
HRERIT AN RN EHRH,

« MREUNES MRS RFEREARMIFELR |, FIEBEMERS T R FEAN TR MR
#o FHSFIZRS I RIAY 4o
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« ACM iIEB#RZ R A AWS Management Console #J Resource Groups MlinZL migss FE A,

BXRAWSHRIBYEN —MRIEE , FSARICAWSH IR,

EERE

IEATLAER AWS BBl A. AWS Command Line Interface 5 AWS Certificate Manager API 35
o, mEFBBRIRE

FEIRE (124G )

B LAE A AWS Management Console % i, MIBREmEIRS, BEAUESHETRFE,
YL

£ ACM 125158 U T IR MmIRE,

EHE IR (4A)

1. &% AWS Management Console #3TFF AWS Certificate Manager & & (https:/
console.aws.amazon.com/acm/home),

2. ERERNHEHBNFEWIERZHEL
3. HEWHAEEERD , @ TR E Tags.
4. %&#F Edit #1 Add Tag.

5 RBARZHENE,

6. ﬁ#:% Save ( 1%{7‘ ) o

il B 2

{EFH ACM j:r‘nﬁ'-iul_\ *Iﬂﬂlj %*T.u.o

I BRPRE (2% A)

1. &% AWS Management Console F#3TFF AWS Certificate Manager ##I& (https:/
console.aws.amazon.com/acm/home).

2. ERERFREARERIESZRIFXL.
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RAriEmE

3. EHFMEEBERKRD , @ TRE Tags.

4. BEBRIRE.

5. EEREMERIIRZEZH Xo
6. ﬁj:% Save ( 1%# ) °
RIBIRE

£/ ACM £ 8 BE U TEBEERZ,

WERE (2% A)

1. E3FK AWS Management Console #3TFF AWS Certificate Manager & & (https:/

console.aws.amazon.com/acm/home).

2. EBRERBOIERZENEL,

3. HEHHAEEERD , @ TR E Tags.
4. EERE.

5. BREEANHREHNRIE,

6. %3 Save (RTF) .
EHHERIFE

£ ACM 2| & P E A UL T I REE S FERRE,

1515 8RR (I24A)

1. &% AWS Management Console 73T AWS Certificate Manager &l & (https:/

console.aws.amazon.com/acm/home),

2. BEEEEFEA LANKEER

&
Rk FIEEE R AFIKFRZE,

3. EFREREIFERNIREZHEIRE,

BEIEIRE (CLI)

FSRUTEBL T @I EER AWS CLI 70

v B A BRIRZE

BFEIRZ (CLI)
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» add-tags-to-certificate

* list-tags-for-certificate

* remove-tags-from-certificate

EIEFRZ (ACM API)

BSREUTEBELT S E Atk APLAIN, 5 H R BRIRE

+ AddTagsToCertificate

 ListTagsForCertificate

* RemoveTagsFromCertificate
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Y% AWS Certificate Manager

GER4ER AWS fERARENTHEME., ATAMNMEENEZHEMEES. AWS Certificate Manager #& N
ZM AWS BRARNWAIEH 2 WEKZEHE , UEELHIZ QBEN T UEEN t#H 1TR
LTEBNATAT ACM B AWS =5 TE,

FB;

 {FAT 3 EventBridge

« CloudTrail 5—#2H AWS Certificate Manager
« XM CloudWatch 3545

£ I &% EventBridge

#& A LAE A Amazon EventBridge ( B8 CloudWatch Events ) SE81 AWS BRSS B3It |, H BN
REEH Pl ARFTAERBERTRER. KRB IIEACM ERH AWS BRFHEHTLFEmt it
f£3% %) Amazon EventBridge . &AILAEAEHfR A B¥r , 23F AWS Lambda BEE¥. AWS Batch /£
A, Amazon SNS £FZE, BXEZEE |, BHSHAT LRI E# EventBridge ?

£
- WL5#3 ACM B EventBridge X1
« EventBridge £ ACM & FA I & iph fih % R 1

I 5% ACM B EventBridge X5
AREBFIH H R T Amazon EventBridge X358 ACM HAXEH,
“ACM i ENFF B B = 44

ACM FMIEHIHAET 45 RKIFMR , AFABEBERWIEDR (8. RENSAWIED ) BAXKEIHE
. ATBAER ACM API ByPutAccountConfiguration$ 45k B 2t L A /A

ACM 2B BRI HMANFERMFWIERNET , ERATHEPH  SANEPREERIH 2O E
HEEAEFS A, BXREZELE  FSREFSAILED, BUUEASHEHRIZEBZLLUFIES
EHS A ACM, BXERABZLRRE AWS Lambda , i§Z 8 EventBridge £ ACM = I & #h fid
KB,
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ACM iIEH BB S ERUTE M.

"version": "Q",
"id": "id",
"detail-type": "ACM Certificate Approaching Expiration",
"source": "aws.acm",
"account": "account",
"time": "2020-09-30T06:51:08Z2",
"region": "region",
"resources": [
"arn:aws:acm:region:account:certificate/certificate_ID"
1,
"detail": {
"DaysToExpiry": 31,
"CommonName": "example.com"

“ACM il + B3 H" =4

® Note
EBREHEFFEARATSANIESR,

BEFABMYT LSS, UEEHEKS S ACM AN ABHAEIES I KR ERE,

ACM iEHESHIEHEBUTEM,

{
"version": "Q",
"id": "id",
"detail-type": "ACM Certificate Expired",
"source": "aws.acm",
"account": "account",
"time": "2019-12-22T18:43:487",
"region": "region",

"resources": [
"arn:aws:acm:region:account:certificate/certificate_ID"

15
"detail": {
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"CertificateType" : "AMAZON_ISSUED" | "PRIVATE",
"CommonName": "example.com",

"DomainValidationMethod" : "EMAIL" | "DNS",
"CertificateCreatedDate" : "2018-12-22T18:43:4872",
"CertificateExpirationDate" : "2019-12-22T18:43:48Z",
"InUse" : TRUE | FALSE,

"Exported" : TRUE | FALSE

“ACM iEH 7] F"&3h

ERALMTLES  LEERENLAAILFIEHEZRERNBIBEN, ZEHFERLR. £ITNS
ABRtEf, XTRBIER , —BEAR , NAFTEFFRESEFHBEIEMN.

ACM iEH AT HEHERUTEN,

"version": "Q",

"id": "id",

"detail-type": "ACM Certificate Available",

"source": "aws.acm",

"account": "account",

"time": "2019-12-22T18:43:4872",

"region": "region",

"resources": [

"arn:aws:acm:region:account:certificate/certificate_ID"

1,

"detail": {
“Action” : "ISSUANCE" | "RENEWAL" | "IMPORT" | "REIMPORT",
"CertificateType" : "AMAZON_ISSUED" | "PRIVATE" | "IMPORTED",
"CommonName": "example.com",
"DomainValidationMethod" : "EMAIL" | "DNS",
"CertificateCreatedDate" : "2019-12-22T18:43:4872",
"CertificateExpirationDate" : "2019-12-22T18:43:48Z",
"DaysToExpiry" : 395,
"InUse" : TRUE | FALSE,
"Exported" : TRUE | FALSE
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“ACM It B EEL&ITRIFEEH

® Note
RESINIBRFNEATEATSANIES,

ERTLMITLES , MEELTARDEFRESTREITIEBNKREIRE. flo, WREFFMTHE
Ik ACM £ATIEHHY CAA 1235 , N ACM R 45 REHZITT KM R A UENH, MREFRE
EEM@#R4E , W ACM £ 30 X, 15 X, 3 XM 1 RABARZ LT , IFEFF - REURE. iEH
BHREBFBREABE], BRETZRBLERE 1S

ACM IEBEFEBRITRESHERUTEM,

{
"version": "Q",
"id": "id",
"detail-type": "ACM Certificate Renewal Action Required",
"source": "aws.acm",
"account": "account",
"time": "2019-12-22T18:43:487",
"region": "region",
"resources": [
"arn:aws:acm:region:account:certificate/certificate_ID"
1,
"detail": {

"CertificateType" : "AMAZON_ISSUED" | "PRIVATE",

"CommonName": "example.com",

"DomainValidationMethod" : "EMAIL"™ | "DNS",

"RenewalStatusReason" : "CAA_ERROR" | "PENDING_DOMAIN_VALIDATION" |
"NO_AVAILABLE_CONTACTS" | "ADDITIONAL_VERIFICATION_REQUIRED" | "DOMAIN_NOT_ALLOWED"
| "INVALID_PUBLIC_DOMAIN" | "DOMAIN_VALIDATION_DENIED" | "PCA_LIMIT_EXCEEDED"
| "PCA_INVALID_ARN" | "PCA_INVALID_STATE" | "PCA_REQUEST_FAILED" |
"PCA_NAME_CONSTRAINTS_VALIDATION" | "PCA_RESOURCE_NOT_FOUND" | "PCA_INVALID_ARGS" |
"PCA_INVALID_DURATION" | "PCA_ACCESS_DENIED" | "SLR_NOT_FOUND" | "OTHER",

"DaysToExpiry": 30,

"CertificateExpirationDate" : "2019-12-22T18:43:48Z",

"InUse" : TRUE | FALSE,

"Exported" : TRUE | FALSE

}
}
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AWS BEEH

AWS RELNFEEITFMH ACM IEBERBITIRRENH. BXETABNES | FSHACM IEH
M EELT.

REQEMMHIER TEBSTRRES

« RHEIT LA BHAFIERR,

« WNFEFAATERBERTERNET, XUREKREFTEILLEFIRAPNEE (A TEIEFHR
HHRATRIENIES ) , REBRENMER. SIEHABLSUTEARERBRH -, XERB
TENFALT , HER Tk,

« AWS_ACM_RENEWAL_STATE_CHANGE (iEBBLiT. S HsENIHE )
« CAA_CHECK_FAILURE (CAAKELRM )
« AWS_ACM_RENEWAL_FAILURE ( H¥A5 CA £EZWIEH )

BETRREHEENTEM, EILREIF , AWS_ACM_RENEWAL_STATE_CHANGE B4 24 K.

{
"source":[
"aws.health"
1,
"detail-type":[
"AWS Health Event"
1)
"detail":{
"service":[
"ACM"
1)
"eventTypeCategory":[
"scheduledChange"
1,
"eventTypeCode": [
"AWS_ACM_RENEWAL_STATE_CHANGE"
]
}
}
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EventBridge £ ACM H £ L 5 #h it & R 1E

BRI AR X LB 402 Amazon EventBridge M0 , #£/H Amazon EventBridge 1l & Et &40 E
EHTRENRE, RNTIRMEEE Amazon EventBridge #MF [ Itk 7= &£ IR ER ROIERF .

FB
« 33 Amazon SNS M E4
« {# Lambda BN =4

X Amazon SNS MR E#

AF A UMEELE Amazon SNS |, BIEE X ACM EREITIRR B4R E XA BA,
SERSA T IS R Sk B e AL,

#12 Amazon EventBridge N 3 fil & ¢ 4E

1. BIBILS# EventBridge MM, BEXEZEER , BSROIEXN E4 ML R MNEY Amazon
EventBridge M,

a. IS EventBridge ##|#& https://console.aws.amazon.com/events/ A , SIEEH > M
MTTHE , RREFLIERN,

b. EBIZEHMNIAMEL , %$F Event Pattern ( EE4ER ) .
c. XNTFRFEM , NFEEAFIERE Health (E1THRIR ) »
d. FFEHERE | %# Specific Health events ( HEZITIRAEH ) -
e. 1%&# Specific service(s) ( HERS ) , REMNFEEFIEE ACM,
f. &% Specific event type category(s) ( S EBHEREKH] ) , RFEF accountNotification.
g. 1&# Any event type code ( FEHRERB ),
h. i%&# Any resource ( {EAI&RIR ) -
i. HEEHEAMAHRESRT  EWSHREHMN JSON EX, LWRHIER AWS BESH Ho
MR,
{
"source": [
"aws.health"
1,

BAERB R 1.0 119


https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-create-rule.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-create-rule.html
https://console.aws.amazon.com/events/

AWS iE+ Manager ArfEm

2.

"detail-type":[
"AWS Health Event"

1,
"detail":{
"service":[
"ACM"
1,
"eventTypeCategory":[
"scheduledChange"
1,
"eventTypeCode": [
"AWS_ACM_RENEWAL_STATE_CHANGE"
]
}
}
B E®RE,

FEBHRED , BN FZ AT EERASNSHNRS P#HTESE , Hla0 Amazon Simple
Notification Service (SNS) , th AT LLi%E$E Lambda BRI EHE BB B EX W ATHITRB, H*
AWS Lambda SEEHY R B , iS5 £A Lambda BB E 4,

/8 Lambda B ¥R 5 B4

1401

25H R AWS Lambda f04al f6F I 4£ I B 52b Y597 EventBridge, {1 S# a2 @ HARS (SNS)

Simple Notification Service S|2BH AR AR E R B IFELE R AWS Security Hub , M EE 57
ZE AR,

1’ E Lambda A IAM B

1.

B £EE AWS Identity and Access Management (IAM) &€& 3 E Y Lambda BREFTEMRR., &
ShZEMHESEK , BN EHEETEENARAZELR , HRHERTFZAFHNR, FTENE
BERAPKFP TETAZSHAWS #E , LEHTXEEEEAKS TIE1T,

BT https://console.aws.amazon.com/iam/ 3TFF IAM $2& &

[ JSON H MBS IR U FEARHE LN HK, RHROESHBXA AWS kS, 4
XEBEL , HSAEISONEIE FoIRER,

"Version":"2012-10-17",
"Statement": [
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{
"Sid":"LambdaCertificateExpiryPolicyl",
"Effect":"Allow",
"Action":"logs:CreatelLogGroup",
"Resource":"arn:aws:logs:<region>:<AWS-ACCT-NUMBER>:*"
},
{

"Sid":"LambdaCertificateExpiryPolicy2",

"Effect":"Allow",

"Action":[
"logs:CreatelLogStream",
"logs:PutLogEvents"

1,

"Resource": [
"arn:aws:logs:<region>:<AWS-ACCT-NUMBER>:1log-group:/aws/lambda/handle-

expiring-certificates:*"

]
I
{
"Sid":"LambdaCertificateExpiryPolicy3",
"Effect":"Allow",
"Action":[
"acm:DescribeCertificate",
"acm:GetCertificate",
"acm:ListCertificates",
"acm:ListTagsForCertificate"
1,
"Resource":"*"
},
{
"Sid":"LambdaCertificateExpiryPolicy4",
"Effect":"Allow",
"Action":"SNS:Publish",
"Resource":"*"
},
{

"Sid":"LambdaCertificateExpiryPolicy5",

"Effect":"Allow",

"Action": [
"SecurityHub:BatchImportFindings",
"SecurityHub:BatchUpdateFindings",
"SecurityHub:DescribeHub"

]I

"Resource":"*"
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},

{
"Sid":"LambdaCertificateExpiryPolicy6",
"Effect":"Allow",
"Action":"cloudwatch:ListMetrics",
"Resource":"*"

}

}
3. B IAM BeFEEMNFER, BX02 AV SENMMERGES , HSHH AWS BS0l
BAG (BHA).
4. 3TF AWS Lambda #H|& , LA https://console.aws.amazon.com/lambdal/,
5. Al Lambda . BXEZELE , B HEAES A 02 Lambda B, ERUATHER .

a. ESIREHBIEL , %&# Author from scratch ( MK FFEARIE ) LI BB E.
b. EEBEBMFERAEE—NEM , FlI0 handle-expiring-certificates “"s
# Runtime (12178 ) ZIRF |, 1EFE“Python 3.8%

d. B Change default execution role ( EBRIAITAER ) , R/FEF Use an existing
role (FEAMBAE ),

e. M Existingrole (MEAE ) JIRPEREBETVUNENAL,
f. EERELBREH.
g. % Function code ( BREXE ) T, AL TR,

o

# Copyright 2021 Amazon.com, Inc. or its affiliates. All Rights Reserved.

# SPDX-License-Identifier: MIT-0

#

# Permission is hereby granted, free of charge, to any person obtaining a copy
of this

# software and associated documentation files (the "Software"), to deal in the
Software

# without restriction, including without limitation the rights to use, copy,
modify,

# merge, publish, distribute, sublicense, and/or sell copies of the Software,
and to

# permit persons to whom the Software is furnished to do so.

#

# THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED,

# INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A
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# PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR

COPYRIGHT
# HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER IN AN
ACTION
# OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION WITH
THE

# SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

import json
import boto3

import os

from datetime import datetime, timedelta, timezone
B oo m oo o e

# setup global data

B oo m oo o e

utc = timezone.utc
# make today timezone aware
today = datetime.now().replace(tzinfo=utc)
# set up time window for alert - default to 45 if its missing
if os.environ.get('EXPIRY_DAYS') is None:
expiry_days = 45
else:
expiry_days = int(os.environ['EXPIRY_DAYS'])
expiry_window = today + timedelta(days = expiry_days)
def lambda_handler(event, context):
# if this is coming from the ACM event, its for a single certificate

if (event['detail-type'] == "ACM Certificate Approaching Expiration"):
response = handle_single_cert(event, context.invoked_function_azn)
return {

'statusCode': 200,
'body': response
}
def handle_single_cert(event, context_arn):
cert_client = boto3.client('acm')
cert_details =
cert_client.describe_certificate(CertificateArn=event['resources'][0])
result = 'The following certificate is expiring within '
+ ' days: ' + cert_details['Certificate']['DomainName’]
# check the expiry window before logging to Security Hub and sending an SNS
if cert_details['Certificate']['NotAfter'] < expiry_window:
# This call is the text going into the SNS notification
result = result + ' (' + cert_details['Certificate']['CertificateArn']
+ ') !

# this call is publishing to SH

+ str(expiry_days)
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result = result + ' - ' + log_finding_to_sh(event, cert_details,
context_arn)
# if there's an SNS topic, publish a notification to it
if os.environ.get('SNS_TOPIC_ARN') is None:
response = result
else:
sns_client = boto3.client('sns')
response = sns_client.publish(TopicArn=os.environ['SNS_TOPIC_ARN'],
Message=result, Subject='Certificate Expiration Notification')
return result
def log_finding_to_sh(event, cert_details, context_arn):
# setup for security hub
sh_region = get_sh_region(event['region'])
sh_hub_arn = "arn:aws:securityhub:{0}:{1}:hub/default".format(sh_region,
event['account'])
sh_product_arn = "arn:aws:securityhub:{0}:{1}:product/{1}/
default".format(sh_region, event['account'])
# check if security hub is enabled, and if the hub arn exists
sh_client = boto3.client('securityhub', region_name = sh_region)
try:
sh_enabled = sh_client.describe_hub(HubArn = sh_hub_arn)
# the previous command throws an error indicating the hub doesn't exist or
lambda doesn't have rights to it so we'll stop attempting to use it
except Exception as error:
sh_enabled = None
print ('Default Security Hub product doesn\'t exist')
response = 'Security Hub disabled'
# This is used to generate the URL to the cert in the Security Hub Findings
to link directly to it
cert_id = right(cert_details['Certificate']['CertificateArn'], 36)
if sh_enabled:
# set up a new findings list
new_findings = []
# add expiring certificate to the new findings list
new_findings.append({
"SchemaVersion": "2018-10-08",
"Id": cert_id,
"ProductArn": sh_product_azrn,
"GeneratorId": context_arn,
"AwsAccountId": event['account'],
"Types": [
"Software and Configuration Checks/AWS Config Analysis"
1,

"CreatedAt": event['time'],
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"UpdatedAt": event['time'],
"Severity": {
"Original": '89.0',
"Label": 'HIGH'

1,
"Title": 'Certificate expiration’,
"Description": 'cert expiry',

'Remediation': {
'Recommendation’': {
'Text': 'A new certificate for ' +
cert_details['Certificate']['DomainName'] + ' should be imported to replace
the existing imported certificate before expiration',

'Url': "https://console.aws.amazon.com/acm/home?region=" +
event['region'] + "#/?id=" + cert_id
}
I
'Resources': [
{
'Id': event['id'],
'Type': 'ACM Certificate’,
'Partition': 'aws',
'Region': event['region']
}
1,

'Compliance': {'Status': 'WARNING'}
b
# push any new findings to security hub
if new_findings:
try:
response =
sh_client.batch_import_findings(Findings=new_findings)
if response['FailedCount'] > 0:
print("Failed to import {3}
findings".format(response['FailedCount']))
except Exception as error:
print("Error: ", error)
raise
return json.dumps(response)
# function to setup the sh region
def get_sh_region(event_region):
# security hub findings may need to go to a different region so set that
here
if os.environ.get('SECURITY_HUB_REGION') is None:
sh_region_local = event_region
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else:
sh_region_local = os.environ['SECURITY_HUB_REGION']
return sh_region_local
# quick function to trim off right side of a string
def right(value, count):
# To get right part of string, use negative first index in slice.
return value[-count:]

h. 7£ Environment variables ( ?FMEZE ) T , & Edit ( /1 ) HAERFNATEE,
. (W% ) EXPIRY_DAYS

BERSLEPIHBEA BV EZIE ( RE¥) . LEHBERINN 45 X, BEFLUEEARE
X{E,

. (% ) SNS_TOPIC_ARN

8 Amazon SNS B ARN, LA arn:aws:sns:<##>:<####> <####> B RNIEBEHTEHN
ARN,

« ( Hi& ) SECURITY_HUB_REGION

ETREHKXE AWS Security Hub FI§E, tIRAKRIEELLIED , NFEAEEZITH Lambda
W XE, MRZEBESNXEFET , WATEESESMEIERESHEI 2 NXFEH
#9 Security Hub,

i. 7E Basic settings ( EFi&E ) T , & Timeout ( B ) RERN 30 ¥,
j. TETHEIRER , 1%£3F Deploy ( ZBF ) -

SEREA T SRR VRS AT IR E A UL AR IR 5 3R
B3 R AT H B F HR 4B A

FELRHIF |, HiBE Amazon EventBridge &iESEZNAT , AN E0 BRI EIRVIE B IR A4 — 8B 7B
#, FMRERT , ACM BXHALRNEE LA 45 RIEERBMIEPE|I X -S4, (LERERERA
LAER ACM APl B PutAccountConfiguration B#EBEEN., ) XEEHHHNE—Efbk Ll
TRERE BhIRE -

ACM raises Amazon EventBridge event #
>>>>>>> events

Event matches Amazon EventBridge rule #
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Rule calls Lambda function #

Function sends SNS email and logs a Finding in Security
Hub

1. #lZ Lambda HBHBEENRE. ( EXHK - BEZH ZE Lambda A IAM A€ ),

2. H Lambda RHIZBA T RIXBHMFRA SNS £, EXEZEER |, 52 01E Amazon SNS
e

3. NERNMBIAITRE SNS £8, BEXEZEER , i5ZRITE Amazon SNS Fi#,

4. SIEATAA Lambda BRI S #: EventBridge |, BEXEZER , BSRAENS4MHEH
& RI#) Amazon EventBridge #L1,

£ % EventBridge ###|#& https://console.aws.amazon.com/events/ A , SR EEH > AN T
|, AREFRQBAN, EERSEH. SHEBM Lambda BHE. EEHEXNTLEERT ,
MU TR -

{
"source": [
"aws.acm"
1)
"detail-type": [
"ACM Certificate Approaching Expiration"
]
}

ERRBIEHT2E RN Lambda #BUXHERNEH -

"version": "Q",

"id": "9c95e8e4-96a4-ef3f-b739-b6aa5bl93afb",

"detail-type": "ACM Certificate Approaching Expiration",

"source": "aws.acm",

"account": "123456789012",

"time": "2020-09-30T06:51:08Z",

"region": "us-east-1",

"resources": [

"arn:aws:acm:us-east-1:123456789012:certificate/61f50cd4-45b9-4259-b049-

d0a53682fasb"

iF
"detail": {
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"DaysToExpiry": 31,
"CommonName": "My Awesome Service"

}
}

g

—BETBRERIIRENEARE , RESKENRZEENFERT , MERZT2RBEMUGHE
SR

- IAM REERBE

« Lambda B

« CloudWatch SEzh# M

« CloudWatch 5 Lambda ><Bx#) B &

« SNS =&

CloudTrail 5E— & f£H AWS Certificate Manager

AWS Certificate Manager 5 AWS CloudTraill—I RS ERK , ZRFEERAF. ABH AWS RSE
ACM FHITHIRERIE R, CloudTrail BRINERT , &8 AWS IKF E/S . CloudTrail ¥ ACM B9
APl ARBRANEH , TIERB ACM ZH AN ERATX ACM API BENRBIAR, MREREBR
B, WA A CloudTrail B4 #E4:£ 5 2] Amazon S3 74548 |, 23 ACM WS4, MREKREE
RER , BNA T BATE CloudTrail BH AN EHHLIERPETRHINEHS,

R WERNE R CloudTrail , BRI LIAER ACM X HHER, ZHERK IP that, #EH TiER,
At EHERAREMBIFEMAER, BXRELZELR  BSREAEHTHELIZFEES CloudTrail 24, 34
ACM FHIMZENEMHETN |, ZEHLE5EHM AWS BRE CloudTrail E4—RBiCRESHFTFIZH
F, BALE AWS IKFHEE, BRATRRTEH.

WAL, BA LA E B E M AWS RS, Uit —FS oML E CloudTrail B EH NENEHEIE,
EXNEZEE CloudTrail , IHSE AT T4 -

« AWS CloudTrail B,
o B RIEELA
« CloudTrail Z##BRSS FEERK
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o Bt Amazon SNS &4 CloudTrail
o EUCKEZAMNXEH CloudTrail B EXHFMZANK - #UK CloudTrail B & X4

FT
« BEIEFE CloudTrail X% ACM API &4k
s IBFRERMRSH APl A

HE 2 H CloudTrail X3 ACM API &4k

ACM U T REERNEHICRE CloudTrail BEX 4 -

BONEHRALCKRBBEEERERBERNAREE. SOEEEBTEHEUTRE

« BRI AWS KR AP = AWS Identity and Access Management (IAM) A FiEH & HEY,

- EREEAAGTEEHAASNBNESEIER N,
. ERETHEM AWS RS & H

BXEZER , iS5 CloudTrail userldentity T3,

LUTEa RS T XN AP BRERRE B E.

« EHEBRIFRZ (AddTagsToCertificate)
 MIBRIE$ (DeleteCertificate)

(
« JIRIUEP (DescribeCertificate)
o SHIUEP (
« 5§ AE$ (ImportCertificate)
« HIHIEP (ListCertificates)
« BIHIEBHPRZ (ListTagsForCertificate)
« MIEP P MIBRIEZE (RemoveTagsFromCertificate)

ExportCertificate)

« IERIEP (RequestCertificate)
o EFAIERIULE FHB4F (ResendValidationEmail)
« RFRIEP (GetCertificate)
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[E]iE B R IPRE (AddTagsToCertificate)

AR CloudTrail ~5lE 7~ T A AddTagsToCertificateAPl 945 R,

"Records": [
{
"eventVersion":"1.04",
"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam: :123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"
1,
"eventTime":"2016-04-06T13:53:53Z2",
"eventSource":"acm.amazonaws.com",
"eventName":"AddTagsToCertificate",
"awsRegion":"us-east-1",
"sourceIPAddress":"192.0.2.0",
"userAgent":"aws-cli/1.10.16",
"requestParameters":{
"tags":[
{
"value":"Alice",
"key":"Admin"

1,
"certificateArn":"arn:aws:acm:us-east-1:123456789012
fedcbha98-7654-3210-fedc-ba9876543210"
1,
"responseElements'":null,
"requestID":"fedcba98-7654-3210-fedc-ba9876543210",
"eventID":"fedcbha98-7654-3210-fedc-ba9876543210",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"

:certificate/
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IBRIE# (DeleteCertificate)

BAT CloudTrail =~ &~ 7B DeleteCertificate APl Y45 R,

"Records": [
{

"eventVersion":"1.04",

"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam: :123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"

1,

"eventTime":"2016-03-18T00:00:26Z2",

"eventSource":"acm.amazonaws.com",

"eventName":"DeleteCertificate",

"awsRegion":"us-east-1",

"sourceIPAddress":"192.0.2.0",

"userAgent":"aws-cli/1.9.15",

"requestParameters":{

"certificateArn":"arn:aws:acm:us-east-1:123456789012

fedcha98-7654-3210-fedc-ba9876543210"

1,

"responseElements":null,

"requestID":"01234567-89ab-cdef-0123-456789abcdef",

"eventID":"01234567-89ab-cdef-0123-456789abcdef",

"eventType":"AwsApiCall",

"recipientAccountId":"123456789012"

HIRIEH (DescribeCertificate)

LA CloudTrail R6IE 7= 7 @A DescribeCertificate APl N4 R,

:certificate/
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® Note

DescribeCertificatei®4E CloudTrail BEFREREXEIETEN ACMIEBHEER, EBATLL
fE A4 A AWS Command Line Interface. =% DescribeCertificate APl & B XIEBHEE.,

{
"Records": [
{

"eventVersion":"1.04",

"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"

I

"eventTime":"2016-03-18T00:00:427",
"eventSource":"acm.amazonaws.com",
"eventName":"DescribeCertificate",
"awsRegion":"us-east-1",
"sourceIPAddress":"192.0.2.0",
"userAgent":"aws-cli/1.9.15",
"requestParameters":{
"certificateArn":"arn:aws:acm:us-east-1:123456789012:certificate/
fedcba98-7654-3210-fedc-ba9876543210"
I
"responseElements":null,
"requestID":"fedcba98-7654-3210-fedc-ba9876543210",
"eventID":"fedcba98-7654-3210-fedc-ba9876543210",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"

S HiE$ (ExportCertificate)

AR CloudTrail 75l R T A ExportCertificateAPI FI45 R,
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"Records": [
{

"version":"Q",
"id":"Q1234567-89ab-cdef-0123-456789abcdef",
"detail-type":"AWS API Call via CloudTrail",
"source":"aws.acm",
"account":"123456789012",
"time":"2018-05-24T15:28:11Z2",
"region":"us-east-1",
"resources":[

1,
"detail":{
"eventVersion":"1.04",
"userIdentity":{
"type":"Root",
"principalld":"123456789012",
"arn":"arn:aws:iam::123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"

I
"eventTime":"2018-05-24T15:28:117",
"eventSource":"acm.amazonaws.com",
"eventName":"ExportCertificate",
"awsRegion":"us-east-1",
"sourceIPAddress":"192.0.2.0",
"userAgent":"aws-cli/1.15.4 Python/2.7.9 Windows/8
"requestParameters":{
"passphrase": {
"hb": [
42,
42,
42,
42,
42,
42,
42,
42,
42,
42
1,
"offset":0,
"isReadOnly":false,

botocore/1.10.

4"’
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"bigEndian":true,
"nativeByteOrder":false,
"mark":-1,
"position":0,
"limit":10,
"capacity":10,
"address":0
.
"certificateArn":"arn:aws:acm:us-east-1:123456789012:certificate/
fedcba98-7654-3210-fedc-ba9876543210"
},
"responseElements": {
"certificateChain":

"privateKey":"**********"’

"certificate":

+
"requestID":"01234567-89ab-cdef-0123-456789abcdef",

"eventID":"fedcba98-7654-3210-fedc-ba9876543210",
"eventType":"AwsApiCall"

5 AEH (ImportCertificate)

AR RBIE R T id5 ACM ImportCertificate AP| #4618 K CloudTrail B &% B,

"eventVersion":"1.04",

"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::111122223333:user/Alice",
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"accountId":"111122223333",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"
I
"eventTime":"2016-10-04T16:01:30Z7",
"eventSource":"acm.amazonaws.com",
"eventName":"ImportCertificate",
"awsRegion":"ap-southeast-2",
"sourceIPAddress":"54.240.193.129",
"userAgent":"Coral/Netty",
"requestParameters":{
"privateKey":{
"hb": [
"byte",
"byte",
"byte",
1,
"offset":0,
"isReadOnly":false,
"bigEndian":true,
"nativeByteOrder":false,
"mark":-1,
"position":0,
"limit":1674,
"capacity":1674,
"address":0
I
"certificateChain":{
"hb": [
"byte",
"byte",
"byte",
1,
"offset":0,
"isReadOnly":false,
"bigEndian":true,
"nativeByteOrder":false,
"mark":-1,
"position":0,
"limit":2105,
"capacity":2105,
"address":0

X AP B4
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},
"certificate":{
"hb": [
"byte",
"byte",
"byte",

1,

"offset":0,
"isReadOnly":false,
"bigEndian":true,
"nativeByteOrder":false,
"mark":-1,

"position":0,
"limit":2503,
"capacity":2503,
"address":0

},
"responseElements":{
"certificateArn":"arn:aws:acm:ap-

southeast-2:111122223333:certificate/01234567-89ab-cdef-0123-456789abcdef"

},

"requestID":"01234567-89ab-cdef-0123-456789abcdef",

"eventID":"01234567-89ab-cdef-0123-456789abcdef",

"eventType":"AwsApiCall",

"recipientAccountId":"111122223333"

HHHiE$ (ListCertificates)

LA CloudTrail R¥IE R 7 ListCertificatesAP| FI45 R,

@ Note

ListCertificatesi®4E CloudTrail HEFTE REH ACM iEH, ErILAERAEGE &S AWS
Command Line Interface. =X ListCertificatesAP| Z2FIFH5I&K,

"Records": [

{
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"eventVersion":"1.04",

"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam: :123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"

+
"eventTime":"2016-03-18T00:00:437",

"eventSource":"acm.amazonaws.com",
"eventName":"ListCertificates",
"awsRegion":"us-east-1",
"sourceIPAddress":"192.0.2.0",
"userAgent":"aws-cli/1.9.15",
"requestParameters":{
"maxItems":1000,
"certificateStatuses":[

"ISSUED"

},

"responseElements":null,
"requestID":"74c99844-ec9c-11e5-ac34-dle4sdfelallb”,
"eventID":"cdfel@51-88aa-4aa3-8c33-a325270bff21",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"

HIHUE P IIARE (ListTagsForCertificate)

AR CloudTrail 75l 7~ T A ListTagsForCertificate APl BY45 &R

(® Note

ListTagsForCertificate®4E CloudTrail BEF & REMIREL, BRI EAEFIE AWS
Command Line Interface, = ListTagsForCertificateAPl| EERZ X,

"Records": [
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{

"eventVersion":"1.04",

"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"

I

"eventTime":"2016-04-06T13:30:117",

"eventSource":"acm.amazonaws.com",

"eventName":"ListTagsForCertificate",

"awsRegion":"us-east-1",

"sourceIPAddress":"192.0.2.0",

"userAgent":"aws-cli/1.10.16",

"requestParameters":{
"certificateArn":"arn:aws:acm:us-

east-1:123456789012:certificate/12345678-1234-1234-1234-123456789012"

I

"responsekElements":null,

"requestID":"b010767f-fbfb-11e5-b596-79e9a97a2544",

"eventID":"32181be6-a4a0-48d3-8014-c0d972b5163b",

"eventType":"AwsApiCall",

"recipientAccountId":"123456789012"

MIE$ il BR#RE (RemoveTagsFromCertificate)

AR CloudTrail ;=& 7~ T A RemoveTagsFromCertificateAP| B4 8,

"Records": [
{

"eventVersion":"1.04",

"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::123456789012:user/Alice"
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
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"userName":"Alice"
I
"eventTime":"2016-04-06T14:10:0172",
"eventSource":"acm.amazonaws.com",
"eventName":"RemoveTagsFromCertificate",
"awsRegion":"us-east-1",
"sourceIPAddress":"192.0.2.0",
"userAgent":"aws-cli/1.10.16",
"requestParameters":{
"certificateArn":"arn:aws:acm:us-
east-1:123456789012:certificate/12345678-1234-1234-1234-123456789012",
"tags":[
{
"value":"Bob",
"key":"Admin"

I

"responsekElements":null,
"requestID":"40ded461-fc@l-11e5-a747-85804766d6¢9",
"eventID":"QOcfal42e-ef74-4b21-9515-47197780c424",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"

ERIE$H (RequestCertificate)

AR CloudTrail ~5lE& 7~ T A RequestCertificateAPI BY45 R,

"Records": [
{

"eventVersion":"1.04",

"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam: :123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"

X AP B4

7 1.0 139


https://docs.aws.amazon.com/acm/latest/APIReference/API_RequestCertificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_RequestCertificate.html

AWS iE$ Manager

RAriEmE

"eventTime":"2016-03-18T00:00:497",
"eventSource":"acm.amazonaws.com",
"eventName":"RequestCertificate",
"awsRegion":"us-east-1",
"sourceIPAddress":"192.0.2.0",
"userAgent":"aws-cli/1.9.15",
"requestParameters":{

"subjectAlternativeNames": [

"example.net"

1,

"domainName":"example.com",

"domainValidationOptions":[

{
"domainName":"example.com",
"validationDomain":"example.com"
1,
{
"domainName" :"example.net",
"validationDomain":"example.net"
}

1,

"idempotencyToken":"8186023d89681c3ad5"
},
"responseElements":{

"certificateArn":"arn:aws:acm:us-

east-1:123456789012:certificate/12345678-1234-1234-1234-123456789012"

},
"requestID":"77dacef3-ec9c-1le5-ac34-dle4sdfelallb”,
"eventID":"a4954cdb-8f38-44c7-8927-a38ad4be3ac8",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"

B RIERIE B FEB4F (ResendValidationEmail)

LA CloudTrail R¥IE 7 7 B A ResendValidationEmailAPl B4R,

"Records": [

{

"eventVersion":"1.04",
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"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"
I
"eventTime":"2016-03-17T23:58:257",
"eventSource":"acm.amazonaws.com",
"eventName":"ResendValidationEmail",
"awsRegion":"us-east-1",
"sourceIPAddress":"192.0.2.0",
"userAgent":"aws-cli/1.9.15",
"requestParameters":{
"domain":"example.com",
"certificateArn":"arn:aws:acm:us-
east-1:123456789012:certificate/12345678-1234-1234-1234-123456789012",
"validationDomain":"example.com"
I
"responsekElements":null,
"requestID":"23760b88-ec9c-11e5-b6f4-cb861a6f0a28",
"eventID":"41c11b06-ca91-4clc-8cbl-af349ea8bab8",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"

¥ FIEP (GetCertificate)

BAF CloudTrail RBIER T A GetCertificateAPI V&R,

"Records": [
{

"eventVersion":"1.04",

"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::123456789012:user/Alice"
"accountId":"123456789012",

X AP B4
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"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"
},
"eventTime":"2016-03-18T00:00:417",
"eventSource":"acm.amazonaws.com",
"eventName":"GetCertificate",
"awsRegion":"us-east-1",
"sourceIPAddress":"192.0.2.0",
"userAgent":"aws-cli/1.9.15",
"requestParameters":{
"certificateArn":"arn:aws:acm:us-
east-1:123456789012:certificate/12345678-1234-1234-1234-123456789012"
},

"responseElements":{
"certificateChain":

},
"requestID":"744dd891-ec9c-11le5-ac34-dle4sdfelallb”,
"eventID":"7aa4f909-00dd-478a-9a00-b2709bcad2bb",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"

ICFRERARSSHY API 8 A

O] LAE B # CloudTrail 5 ACM £ RFZ A HE API B, BXxERANEZEER CloudTrail

©®Z R (AWS CloudTrail AF#ER) « UATRHIERTAEKNWBEENER B
ACM iEHH AWS &BiR,
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"eventVersion":"1.03",
"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::111122223333:user/Alice",
"accountId":"111122223333",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"
I
"eventTime":"2016-01-01T21:10:36Z2",
"eventSource":"elasticloadbalancing.amazonaws.com",
"eventName":"CreateLoadBalancer",
"awsRegion":"us-east-1",
"sourceIPAddress":"192.0.2.0/24",
"userAgent":"aws-cli/1.9.15",
"requestParameters":{
"availabilityZones":[
"us-east-1b"
1,
"loadBalancerName":"LinuxTest",
"listeners":[

{
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"sSLCertificateId":"arn:aws:acm:us-

east-1:111122223333:certificate/12345678-1234-1234-1234-123456789012",

"protocol":"HTTPS",
"loadBalancerPort":443,
"instanceProtocol":"HTTP",
"instancePort":80

}I

"responseElements":{

"dNSName" :"LinuxTest-1234567890.us-east-1.elb.amazonaws.com"

iy

"requestID":"19669c3b-b@cc-11e5-85b2-57397210a2e5",
"eventID":"5d6c00c9-a9b8-46ef-9f3b-4589f5be63f7",

"eventType":"AwsApiCall",
"recipientAccountId":"111122223333"

£ F A9 #35 )E£ it Amazon EC2 =4

L IBIEE A Amazon Elastic Compute Cloud (Amazon EC2) 3245 L7 & I vt 55 S Fi 72

FFEt , 9@ M T #RIZE I, X T LUEI Elastic Load Balancing #1483 AWS
Command Line Interface RFERK. AT RHEIETRTX AWS K~ 123456789012 LinuxTest £
#RegisterInstancesWithLoadBalancer W A& RNEH,

"eventVersion":"1.03",

"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",

"arn":"arn:aws:iam: :123456789012:user/ALice",

"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice",
"sessionContext":{
"attributes":{
"mfaAuthenticated":"false",
"creationDate":"2016-01-01T19:35:522"

iy

"invokedBy":"signin.amazonaws.com"

.
"eventTime":"2016-01-01T21:11:45Z2",
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"eventSource":"elasticloadbalancing.amazonaws.com",
"eventName":"RegisterInstancesWithLoadBalancer",
"awsRegion":"us-east-1",
"sourceIPAddress'":"192.0.2.0/24",
"userAgent":"signin.amazonaws.com",
"requestParameters":{

"loadBalancerName":"LinuxTest",

"instances":[

{
"instanceId":"i-c67f4e78"

},
"responseElements":{
"instances":[
{
"instanceId":"i-c67f4e78"

.
"requestID":"438b07dc-b@cc-11e5-8afb-cda7ba®20551",
"eventID":"9f284cab-cbe5-42al1-8251-4f0e6b5739d6",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"

NENE BN

UTRAIEBAATINES ACM IEBXERNFIABEHMN Encrypt . MBERE AWSH#HIT,

"Records": [
{
"eventVersion":"1.03",
"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::111122223333:user/acm",
"accountId":"111122223333",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"acm"
},
"eventTime":"2016-01-05T18:36:297",
"eventSource":"kms.amazonaws.com",
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"eventName":"Encrypt",

"awsRegion":"us-east-1",

"sourceIPAddress":"AWS Internal",

"userAgent":"aws-internal",

"requestParameters":{
"keyId":"arn:aws:kms:us-east-1:123456789012:alias/aws/acm",
"encryptionContext":{

"aws:acm:arn":"arn:aws:acm:us-
east-1:123456789012:certificate/12345678-1234-1234-1234-123456789012"
}

},

"responseElements":null,

"requestID":"3c417351-b3db-11e5-9a24-7d9457362fcc",

"eventID":"1794fe70-796a-45f5-811b-6584948f24ac",

"readOnly":true,

"resources":[

{
"ARN":"arn:aws:kms:us-
east-1:123456789012:key/87654321-4321-4321-4321-210987654321",
"accountId":"123456789012"

1,
"eventType":"AwsServiceEvent",
"recipientAccountId":"123456789012"

fRE A BN

UTREIERTATHE ACM IEBXENAERARITHEZN Decrypt HA. BREEATNITH
AWS , BRENEZEAKZTET. AWS

"eventVersion":"1.03",

"userIdentity":{
"type":"AssumedRole",
"principalId":"AIDACKCEVSQ6C2EXAMPLE :1aba@dc8b3a728d6998c234a99178eff",
"arn":"arn:aws:sts::111122223333:assumed-role/

DecryptACMCertificate/1aba@dc8b3a728d6998c234a99178eff",

"accountId":"111122223333",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"sessionContext":{
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"attributes":{
"mfaAuthenticated":"false",
"creationDate":"2016-01-01T7T21:13:28Z"

I

"sessionIssuer":{
"type":"Role",
"principallId":"APKAEIBAERJR2EXAMPLE",
"arn":"arn:aws:iam::111122223333:ro0le/DecryptACMCertificate",
"accountId":"111122223333",
"userName":"DecryptACMCertificate"

},
"eventTime":"2016-01-01T721:13:282",
"eventSource":"kms.amazonaws.com",
"eventName":"Decrypt",
"awsRegion":"us-east-1",
"sourceIPAddress":"AWS Internal",
"userAgent":"aws-internal/3",
"requestParameters":{
"encryptionContext":{
"aws:elasticloadbalancing:arn":"arn:aws:elasticloadbalancing:us-
east-1:123456789012:1oadbalancer/LinuxTest",
"aws:acm:arn":"arn:aws:acm:us-
east-1:123456789012:certificate/87654321-4321-4321-4321-210987654321"
}
},
"responseElements":null,
"requestID":"809a70ff-b@cc-11e5-8f42-c7fdflcb6eba",
"eventID":"7f89f7a7-baff-4802-8a88-851488607fb9",
"readOnly":true,
"resources":[
{
"ARN":"arn:aws:kms:us-
east-1:123456789012:key/12345678-1234-1234-1234-123456789012",
"accountId":"123456789012"

1,
"eventType":"AwsServiceEvent",
"recipientAccountId":"123456789012"
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package com.amazonaws.samples;

import java.io.IOException;
import java.nio.ByteBuffer;
import java.nio.charset.StandardCharsets;
import java.nio.file.Files;
import java.nio.file.Paths;
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import com.amazonaws.auth.AWSStaticCredentialsProvider;
import com.amazonaws.auth.BasicAWSCredentials;
import com.amazonaws.regions.Regions;

import com.amazonaws.services.certificatemanager.AWSCertificateManager;

import com.amazonaws.services.certificatemanager.AWSCertificateManagerClientBuilder;

import com.amazonaws.services.certificatemanager.model.ImportCertificateRequest;
import com.amazonaws.services.certificatemanager.model.ImportCertificateResult;
/**

* This sample demonstrates how to use the ImportCertificate function in the AWS

Certificate Manager

*

*

*

*

*

*

*

*

*

service.

Input parameters:

Accesskey - AWS access key
SecretKey - AWS secret key

CertificateArn - Use to reimport a certificate (not included in this example).

region - AWS region

Certificate - PEM file that contains the certificate to import. Ex: /data/certs/
servercert.pem

CertificateChain - The certificate chain, not including the end-entity

certificate.

*

*

*

*

*

*/

PrivateKey - The private key that matches the public key in the certificate.

OQutput parameter:

CertificcateArn - The ARN of the imported certificate.

public class AWSCertificateManagerSample {

public static void main(String[] args) throws IOException {

String accessKey = "";

String secretKey = "";

String certificateArn = null;

Regions region = Regions.DEFAULT_REGION;

String serverCertFilePath = "";
String privateKeyFilePath = "";
String caCertFilePath = "";

ImportCertificateRequest req = new ImportCertificateRequest()
.withCertificate(getCertContent(serverCertFilePath))
.withPrivateKey(getCertContent(privateKeyFilePath))

.withCertificateChain(getCertContent(caCertFilePath)).withCertificateArn(certificateArn);

AddTagsToCertificate
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AwWSCertificateManager client =
AwWSCertificateManagerClientBuilder.standard().withRegion(region)
.withCredentials(new AWSStaticCredentialsProvider(new
BasicAWSCredentials(accessKey, secretKey)))
.build();
ImportCertificateResult result = client.importCertificate(req);

System.out.println(result.getCertificateArn());

List<Tag> expectedTags =
ImmutablelList.of(Tag.builder().withKey("key").withValue("value").build());

AddTagsToCertificateRequest addTagsToCertificateRequest =
AddTagsToCertificateRequest.builder()
.withCertificateArn(result.getCertificateArn())
.withTags(tags)
.build();

client.addTagsToCertificate(addTagsToCertificateRequest);
}

private static ByteBuffer getCertContent(String filePath) throws IOException {
String fileContent = new String(Files.readAllBytes(Paths.get(filePath)));

return StandardCharsets.UTF_8.encode(fileContent);
}

A BRAE

AT RBIEBE anfa 8 A DeleteCertificate BIE. MRK I , MZEEBFIRE —1PMZEE {3,

package com.amazonaws.samples;

import com.amazonaws.services.certificatemanager.AWSCertificateManagerClientBuilder;
import com.amazonaws.services.certificatemanager.AWSCertificateManager;

import com.amazonaws.services.certificatemanager.model.DeleteCertificateRequest;
import com.amazonaws.services.certificatemanager.model.DeleteCertificateResult;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;
import com.amazonaws.auth.AWSStaticCredentialsProvider;
import com.amazonaws.auth.AWSCredentials;

import com.amazonaws.regions.Regions;
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import com.amazonaws.services.certificatemanager.model.InvalidArnException;

import com.amazonaws.services.certificatemanager.model.ResourceInUseException;
import com.amazonaws.services.certificatemanager.model.ResourceNotFoundException;
import com.amazonaws.AmazonClientException;

/**

* This sample demonstrates how to use the DeleteCertificate function in the AWS
Certificate

* Manager service.

*

* Input parameter:

*

*

*/

CertificateArn - The ARN of the certificate to delete.

public class AWSCertificateManagerExample {

public static void main(String[] args) throws Exception{

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in

Windows

ex);

req.

// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException("Cannot load the credentials from file.",

// Create a client.

AWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object and specify the ARN of the certificate to delete.
DeleteCertificateRequest req = new DeleteCertificateRequest();

setCertificateArn("arn:aws:acm:region:account:certificate/

12345678-1234-1234-1234-123456789012");
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// Delete the specified certificate.

DeleteCertificateResult result = null;

try {

result = client.deleteCertificate(req);

}

catch (InvalidArnException ex)

{

throw ex;

}

catch (ResourceInUseException ex)

{

throw ex;

}

catch (ResourceNotFoundException ex)

{

throw ex;

// Display the result.
System.out.println(result);

R UEF

LA R 4135 88 f04a] 5 A DescribeCertificate BIZK,

packag

import
import
import
import

import
import
import
import

import
import
import

€ Ccom.amazonaws. samples;

com.amazonaws.services.certificatemanager.AWSCertificateManagerClientBuilder;

com.amazonaws.services.certificatemanager.AWSCertificateManager;

com.amazonaws.services.certificatemanager.model.DescribeCertificateRequest;

com.amazonaws.services.certificatemanager.model.DescribeCertificateResult;

com.amazonaws.auth.profile.ProfileCredentialsProvider;
com.amazonaws.auth.AWSStaticCredentialsProvider;

com.amazonaws.auth.AWSCredentials;
com.amazonaws.regions.Regions;

com.amazonaws.services.certificatemanager.model.InvalidArnException;
com.amazonaws.services.certificatemanager.model.ResourceNotFoundException;

com.amazonaws .AmazonClientException;

DescribeCertificate
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/**

* This sample demonstrates how to use the DescribeCertificate function in the AWS
Certificate
* Manager service.

*

* Input parameter:

*

CertificateArn - The ARN of the certificate to be described.

* Qutput parameter:

*

*/

Certificate information

public class AWSCertificateManagerExample {

public static void main(String[] args) throws Exception{

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in

Windows

ex);

req.

// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException("Cannot load the credentials from file.",

// Create a client.

AWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object and set the ARN of the certificate to be described.

DescribeCertificateRequest req = new DescribeCertificateRequest();

setCertificateArn("arn:aws:acm:region:account:certificate/

12345678-1234-1234-1234-123456789012");

DescribeCertificateResult result = null;
try{

DescribeCertificate
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result = client.describeCertificate(req);

}
catch (InvalidArnException ex)
{
throw ex;
}
catch (ResourceNotFoundException ex)
{
throw ex;
}

// Display the certificate information.
System.out.println(result);

WERKRY , ERREFERRELTUATARENER.

Certificate: {
CertificateArn:
arn:aws:acm:region:account:certificate/12345678-1234-1234-1234-123456789012,
DomainName: www.example.com,
SubjectAlternativeNames: [www.example.com],
DomainValidationOptions: [{
DomainName: www.example.com,
1,
Serial: 10: 0a,
Subject: C=US,
ST=WA,
L=Seattle,
O=ExampleCompany,
OU=sales,
CN=www.example.com,
Issuer: ExampleCompany,
ImportedAt: FriOct@608: 17: 39PDT2017,
Status: ISSUED,
NotBefore: ThuOct@51@: 14: 32PDT2017,
NotAfter: SunOct@310: 14: 32PDT2027,
KeyAlgorithm: RSA-2048,
SignatureAlgorithm: SHA256WITHRSA,
InUseBy: [],
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Type:

S HUEF

LA R BIE R a{A 58 A ExportCertificate B#l. ZBEERFS HBAFMBIUEBMAYE (CA) MRNIEILE
B (PKCS#8 R ). (LAFUBLILEHACM MEXRSAETZESH, ) EESSHIEREMN
REZH. EHROGD , ZANEBFHEELRL X4,

package com.amazonaws.samples;

IMPORTED,

import com.amazonaws

import
import
import
import

import
import

import
import

import
import
import

import
import
import
import
import

public

public static void main(String[] args) throws Exception {

com.
com.
com.
com.

com.
com.

com.
com.

com.
com.
com.

java
java
java

java.
java.

amazonaws.
amazonaws.
amazonaws.

amazonaws

amazonaws.
amazonaws.

amazonaws.
amazonaws.

amazonaws.
amazonaws.
amazonaws.

.AmazonClientException;

auth.profile.ProfileCredentialsProvider;
auth.AwWSStaticCredentialsProvider;
auth.AWSCredentials;

.regions.Regions;

services

services.
services.

services.
services.
services.

certificatemanager.
certificatemanager.

.certificatemanager.
services.certificatemanager.
certificatemanager.
certificatemanager.
certificatemanager.

.io.FileNotFoundException;
.i0.I0Exception;
.io0.RandomAccessFile;

nio.ByteBuffer;
nio.channels.FileChannel;

class ExportCertificate {

Windows

model.ExportCertificateRequest;
model.ExportCertificateResult;

model.InvalidArnException;
model.InvalidTagException;
model .ResourceNotFoundException;

AWSCertificateManagerClientBuilder;
AWSCertificateManager;

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in

ExportCertificate
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// or the ~/.aws/credentials in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException("Cannot load your credentials from file.",
ex);

// Create a client.

AWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.your_region)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Initialize a file descriptor for the passphrase file.
RandomAccessFile file_passphrase = null;

// Initialize a buffer for the passphrase.
ByteBuffer buf_passphrase = null;

// Create a file stream for reading the private key passphrase.

try {
file_passphrase = new RandomAccessFile("C:\\Temp\\password.txt", "1");

}

catch (IllegalArgumentException ex) {
throw ex;

}

catch (SecurityException ex) {
throw ex;

}

catch (FileNotFoundException ex) {
throw ex;

}

// Create a channel to map the file.
FileChannel channel_passphrase = file_passphrase.getChannel();

// Map the file to the buffer.
try {
buf_passphrase = channel_passphrase.map(FileChannel.MapMode.READ_ONLY, 0,
channel_passphrase.size());
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// Clean up after the file is mapped.
channel_passphrase.close();
file_passphrase.close();

}
catch (IOException ex)
{
throw ex;
}

// Create a request object.
ExportCertificateRequest req = new ExportCertificateRequest();

// Set the certificate ARN.
req.withCertificateArn("arn:aws:acm:region:account:"
+"certificate/M12345678-1234-1234-1234-123456789012");

// Set the passphrase.
req.withPassphrase(buf_passphrase);

// Export the certificate.
ExportCertificateResult result = null;

try {
result = client.exportCertificate(req);
}
catch(InvalidArnException ex)
{
throw ex;
}
catch (InvalidTagException ex)
{
throw ex;
}
catch (ResourceNotFoundException ex)
{
throw ex;
}

// Clear the buffer.
buf_passphrase.clear();

// Display the certificate and certificate chain.
String certificate = result.getCertificate();
System.out.println(certificate);
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String certificate_chain = result.getCertificateChain();
System.out.println(certificate_chain);

// This example retrieves but does not display the private key.
String private_key = result.getPrivateKey();

1 FRUEH MUEF 8%

AT RBERINMAIEEA GetCertificate BIEK,

package com.amazonaws.samples;

import com.amazonaws.regions.Regions;

import com.amazonaws.services.certificatemanager.AWSCertificateManagerClientBuilder;
import com.amazonaws.services.certificatemanager.AWSCertificateManager;

import com.amazonaws.services.certificatemanager.model.GetCertificateRequest;

import com.amazonaws.services.certificatemanager.model.GetCertificateResult;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;
import com.amazonaws.auth.AWSStaticCredentialsProvider;
import com.amazonaws.auth.AWSCredentials;

import com.amazonaws.services.certificatemanager.model.InvalidArnException;

import com.amazonaws.services.certificatemanager.model.ResourceNotFoundException;
import com.amazonaws.services.certificatemanager.model.RequestInProgressException;
import com.amazonaws.AmazonClientException;

/**
* This sample demonstrates how to use the GetCertificate function in the AWS
Certificate
* Manager service.
*
* Input parameter:
& CertificateArn - The ARN of the certificate to retrieve.

* Qutput parameters:

& Certificate - A base64-encoded certificate in PEM format.
& CertificateChain - The base64-encoded certificate chain in PEM format.

*/
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public class AWSCertificateManagerExample {
public static void main(String[] args) throws Exception{

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in
Windows
// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}

catch (Exception ex) {

throw new AmazonClientException("Cannot load the credentials from the
credential profiles file.", ex);

}

// Create a client.

AwWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object and set the ARN of the certificate to be described.
GetCertificateRequest req = new GetCertificateRequest();

req.setCertificateArn("arn:aws:acm:region:account:certificate/
12345678-1234-1234-1234-123456789012");

// Retrieve the certificate and certificate chain.
// If you recently requested the certificate, loop until it has been created.
GetCertificateResult result = null;
long totalTimeout = 1200001;
long timeSlept = 01;
long sleepInterval = 100001;
while (result == null && timeSlept < totalTimeout) {
try {
result = client.getCertificate(req);
}
catch (RequestInProgressException ex) {
Thread.sleep(sleepInterval);
}
catch (ResourceNotFoundException ex)

{
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throw ex;
}
catch (InvalidArnException ex)
{
throw ex;
}

timeSlept += sleepInterval;

// Display the certificate information.
System.out.println(result);

HIE Y REF IR UT U T AR A,

{Certificate: ----- BEGIN CERTIFICATE-----
base64-encoded certificate

S AU

AR RALERIMAEA ImportCertificate BI%Ko

package com.amazonaws.samples;

import com.amazonaws.services.certificatemanager.AWSCertificateManagerClientBuilder;

import com.amazonaws.services.certificatemanager.AWSCertificateManager;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;
import com.amazonaws.auth.AWSStaticCredentialsProvider;

import com.amazonaws.auth.AWSCredentials;
import com.amazonaws.regions.Regions;

import com.amazonaws.services.certificatemanager.model.ImportCertificateRequest;
import com.amazonaws.services.certificatemanager.model.ImportCertificateResult;
import com.amazonaws.services.certificatemanager.model.LimitExceededException;

ImportCertificate
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import com.amazonaws.services.certificatemanager.model.ResourceNotFoundException;
import com.amazonaws.AmazonClientException;

import java.io.FileNotFoundException;

import java.io.IOException;

import java.io.RandomAccessFile;
import java.nio.ByteBuffer;
import java.nio.channels.FileChannel;

/**
* This sample demonstrates how to use the ImportCertificate function in the AWS
Certificate Manager
* service.
*
* Input parameters:
ik Certificate - PEM file that contains the certificate to import.
& CertificateArn - Use to reimport a certificate (not included in this example).
& CertificateChain - The certificate chain, not including the end-entity
certificate.
ik PrivateKey - The private key that matches the public key in the certificate.
*
* Qutput parameter:
& CertificcateArn - The ARN of the imported certificate.
*
7
public class AWSCertificateManagerSample {

public static void main(String[] args) throws Exception {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in
Windows

// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;
try {

credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {

throw new AmazonClientException(

"Cannot load the credentials from file.", ex);

// Create a client.
AwWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
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.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Initialize the file descriptors.
RandomAccessFile file_certificate
RandomAccessFile file_chain = null;
RandomAccessFile file_key = null;

null;

// Initialize the buffers.
ByteBuffer buf_certificate = null;
ByteBuffer buf_chain = null;
ByteBuffer buf_key = null;

// Create the file streams for reading.

try {
file_certificate = new RandomAccessFile("C:\\Temp\\certificate.pem”", "r");
file_chain = new RandomAccessFile("C:\\Temp\\chain.pem", "x");
file_key = new RandomAccessFile("C:\\Temp\\private_key.pem", "x");

}

catch (IllegalArgumentException ex) {
throw ex;

}

catch (SecurityException ex) {
throw ex;

}

catch (FileNotFoundException ex) {
throw ex;

}

// Create channels for mapping the files.

FileChannel channel_certificate = file_certificate.getChannel();
FileChannel channel_chain = file_chain.getChannel();

FileChannel channel_key = file_key.getChannel();

// Map the files to buffers.
try {
buf_certificate = channel_certificate.map(FileChannel.MapMode.READ_ONLY, O,
channel_certificate.size());
buf_chain = channel_chain.map(FileChannel.MapMode.READ_ONLY, O,
channel_chain.size());
buf_key = channel_key.map(FileChannel.MapMode.READ_ONLY, 0,
channel_key.size());

// The files have been mapped, so clean up.
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channel_certificate.close();
channel_chain.close();
channel_key.close();
file_certificate.close();
file_chain.close();
file_key.close();

}
catch (IOException ex)
{
throw ex;
}

// Create a request object and set the parameters.
ImportCertificateRequest req = new ImportCertificateRequest();

req.setCertificate(buf_certificate);
req.setCertificateChain(buf_chain);
req.setPrivateKey(buf_key);

// Import the certificate.
ImportCertificateResult result = null;
try {
result = client.importCertificate(req);
}
catch(LimitExceededException ex)
{
throw ex;
}

catch (ResourceNotFoundException ex)

{

throw ex;

// Clear the buffers.
buf_certificate.clear();
buf_chain.clear();
buf_key.clear();

// Retrieve and display the certificate ARN.

String arn = result.getCertificateArn();
System.out.println(azn);

ImportCertificate
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AT RBIERIAE A ListCertificates B,

package com.amazonaws.samples;

import
import
import
import

import
import
import
import

import

import
import

/**

* This sample demonstrates how to use the ListCertificates function in the AWS

com.
com.
com.
com.

com.
com.
com.
com.

com.

amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws.

services

services.
services.
services.

.certificatemanager

certificatemanager
certificatemanager
certificatemanager

.AWSCertificateManagerClientBuilder;

.AWSCertificateManager;
.model.ListCertificatesRequest;
.model.ListCertificatesResult;

auth.profile.ProfileCredentialsProvider;
auth.AwWSStaticCredentialsProvider;
auth.AWSCredentials;
regions.Regions;

AmazonClientException;

java.util.Arrays;
java.util.List;

Certificate
* Manager service.

*

* Input parameters:
ik CertificateStatuses - An array of strings that contains the statuses to use for

filtering.

ks MaxItems - The maximum number of certificates to return in the response.
k NextToken - Use when paginating results.

*

* Qutput parameters:
* CertificateSummarylList - A list of certificates.

k NextToken - Use to show additional results when paginating a truncated list.

*

*/

public class AWSCertificateManagerExample {

public static void main(String[] args) throws Exception{

ListCertificates
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// Retrieve your credentials from the C:\Users\name\.aws\credentials file in
Windows
// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException("Cannot load the credentials from file.",
ex);

// Create a client.

AWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object and set the parameters.

ListCertificatesRequest req = new ListCertificatesRequest();

List<String> Statuses = Arrays.asList("ISSUED", "EXPIRED", "PENDING_VALIDATION",
"FAILED");

req.setCertificateStatuses(Statuses);

req.setMaxItems(10);

// Retrieve the list of certificates.
ListCertificatesResult result = null;

try {
result = client.listCertificates(req);

}
catch (Exception ex)
{
throw ex;
}

// Display the certificate list.
System.out.println(result);

B EN RO EIZRUTUTREN A H.
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CertificateSummaryList: [{
CertificateArn:
arn:aws:acm:region:account:certificate/12345678-1234-1234-1234-123456789012,
DomainName: www.examplel.com
},
{

CertificateArn:
arn:aws:acm:region:account:certificate/12345678-1234-1234-1234-123456789012,
DomainName: www.example2.com

iy
{

CertificateArn:
arn:aws:acm:region:account:certificate/12345678-1234-1234-1234-123456789012,
DomainName: www.example3.com

]

ZATUEH

LA =455 BA an{a] 5E ) RenewCertificate BIER. ZEEEEIT MFAABIEPMAN (CA) WA H B
ExportCertificate B{E S HEVFATIEH, tbad , EALKEBNALZITSHNAFILES, E£H ACM £
TEE AWS FAE CAEH , BAGEE ACM BRFEABRFITHRENNR, BXELZELR , F5
BERHEB LT RS B ACM,

package com.amazonaws.samples;

import com.amazonaws.AmazonClientException;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;
import com.amazonaws.auth.AWSStaticCredentialsProvider;
import com.amazonaws.auth.AWSCredentials;

import com.amazonaws.regions.Regions;

import com.amazonaws.services.certificatemanager.AWSCertificateManagerClientBuilder;
import com.amazonaws.services.certificatemanager.AWSCertificateManager;

import com.amazonaws.services.certificatemanager.model.RenewCertificateRequest;

import com.amazonaws.services.certificatemanager.model.RenewCertificateResult;

import com.amazonaws.services.certificatemanager.model.InvalidArnException;
import com.amazonaws.services.certificatemanager.model.ResourceNotFoundException;
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import com.amazonaws.services.certificatemanager.model.ValidationException;

import java.io.FileNotFoundException;
import java.io.IOException;

import java.io.RandomAccessFile;
import java.nio.ByteBuffer;

import

java.nio.channels.FileChannel;

public class RenewCertificate {

public static void main(String[] args) throws Exception {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in

Windows

ex);

// or the ~/.aws/credentials in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}

catch (Exception ex) {

throw new AmazonClientException("Cannot load your credentials from file."

// Create a client.

AWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.your_region)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object and specify the ARN of the certificate to renew.

RenewCertificateRequest req = new RenewCertificateRequest();

req.withCertificateArn("arn:aws:acm:region:account:"
+"certificate/M12345678-1234-1234-1234-123456789012");

// Renew the certificate.
RenewCertificateResult result = null;
try {

result = client.renewCertificate(req);

}

catch(InvalidArnException ex)

{

’

RenewCertificate
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throw ex;

}

catch (ResourceNotFoundException ex)

{

throw ex;

}

catch (ValidationException ex)

{

throw ex;

// Display the result.
System.out.println(result);

B HIEBIRE

AT =455 B8 an{a] 55 A ListTagsForCertificate BI¥,

package com.amazonaws.samples;

import
import
import
import

import
import
import

import
import
import
import

/**

* This sample demonstrates how to use the ListTagsForCertificate

com.
com.
com.
com.

com.
com.
com.

com.
com.
com.
com.

amazonaws
amazonaws

amazonaws.
amazonaws.

amazonaws.

amazonaws
amazonaws

amazonaws.
amazonaws.
amazonaws.

amazonaws

Certificate
* Manager service.

*

* Input parameter:

.services.
.services.
.certificatemanager.
services.

services

services.
.services.

certificatemanager.
certificatemanager.

certificatemanager.
certificatemanager.

certificatemanager.
.AmazonClientException;

auth.AWSCredentials;
auth.profile.ProfileCredentialsProvider;
auth.AwWSStaticCredentialsProvider;

.regions.Regions;

AWSCertificateManagerClientBuilder;
AWSCertificateManager;
model.ListTagsForCertificateRequest;
model.ListTagsForCertificateResult;

model.InvalidArnException;
model.ResourceNotFoundException;

function in the AWS

ListTagsForCertificate
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*

*

*/

CertificateArn - The ARN of the certificate whose tags you want to list.

public class AWSCertificateManagerExample {

public static void main(String[] args) throws Exception{

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in

Windows

ex);

// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();

}

catch (Exception ex) {

throw new AmazonClientException("Cannot load your credentials from file."

// Create a client.

AWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object and specify the ARN of the certificate.
ListTagsForCertificateRequest req = new ListTagsForCertificateRequest();

req.setCertificateArn("arn:aws:acm:region:account:certificate/
12345678-1234-1234-1234-123456789012");

// Create a result object.
ListTagsForCertificateResult result = null;
try {
result = client.listTagsForCertificate(req);
}
catch(InvalidArnException ex) {
throw ex;
}
catch(ResourceNotFoundException ex) {
throw ex;

’

ListTagsForCertificate
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// Display the result.
System.out.println(result);

B EN RO EIZRUTUTREN A H.

{Tags: [{Key: Purpose,Value: Test}, {Key: Short_Name,Value: My_Cert}]}

MIE T 1 BRER 25

LA 7= 4515 B gn ]85 F§ RemoveTagsFromCertificate BRI,

package com.amazonaws.samples;

import com.amazonaws.services.certificatemanager.AWSCertificateManagerClientBuilder;

import com.amazonaws.services.certificatemanager.AWSCertificateManager;

import
com.amazonaws.services.certificatemanager.model.RemoveTagsFromCertificateRequest;

import com.amazonaws.services.certificatemanager.model.RemoveTagsFromCertificateResult;

import com.amazonaws.services.certificatemanager.model.Tag;

import com.amazonaws.services.certificatemanager.model.InvalidArnException;
import com.amazonaws.services.certificatemanager.model.InvalidTagException;
import com.amazonaws.services.certificatemanager.model.ResourceNotFoundException;
import com.amazonaws.AmazonClientException;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;
import com.amazonaws.auth.AWSStaticCredentialsProvider;
import com.amazonaws.auth.AWSCredentials;

import com.amazonaws.regions.Regions;

import java.util.Arraylist;

/**
* This sample demonstrates how to use the RemoveTagsFromCertificate function in the
AWS Certificate

* Manager service.
*

* Input parameters:
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& CertificateArn - The ARN of the certificate from which you want to remove one or
more tags.
ks Tags - A collection of key-value pairs that specify which tags to remove.

*

*/
public class AWSCertificateManagerExample {
public static void main(String[] args) throws Exception {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in
Windows
// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException("Cannot load your credentials from file.",
ex);

// Create a client.

AWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Specify the tags to remove.
Tag tagl = new Tag();
tagl.setKey("Short_Name");
tagl.setValue("My_Cert");

Tag tag2 = new Tag()
.withKey("Purpose")
.withValue("Test");

// Add the tags to a collection.
ArraylList<Tag> tags = new ArraylList<Tag>();
tags.add(tagl);

tags.add(tag2);

// Create a request object.
RemoveTagsFromCertificateRequest req = new RemoveTagsFromCertificateRequest();
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req.setCertificateArn("arn:aws:acm:region:account:certificate/

12345678-1234-1234-1234-123456789012");
req.setTags(tags);

// Create a result object.

RemoveTagsFromCertificateResult result = null;
try {
result = client.removeTagsFromCertificate(req);
}
catch(InvalidArnException ex)
{
throw ex;
}
catch(InvalidTagException ex)
{
throw ex;
}
catch(ResourceNotFoundException ex)
{
throw ex;
}

// Display the result.
System.out.println(result);

BRIED

AT =455 B an{a] 55 . RequestCertificate BIE

package com.amazonaws.samples;
import services.
import
import
import

com.amazonaws.

COm.amazonaws.services.

com.amazonaws.services

COm.amazonaws.services.

import

com.amazonaws.services.certificatemanager.model.
import com.amazonaws.services.certificatemanager.

import com.amazonaws.AmazonClientException;

certificatemanager.
certificatemanager.
.certificatemanager.
certificatemanager.

AWSCertificateManagerClientBuilder;
AWSCertificateManager;
model.RequestCertificateRequest;
model.RequestCertificateResult;

InvalidDomainValidationOptionsException;
model.LimitExceededException;

RequestCertificate
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import com.amazonaws.auth.profile.ProfileCredentialsProvider;
import com.amazonaws.auth.AWSStaticCredentialsProvider;
import com.amazonaws.auth.AWSCredentials;

import com.amazonaws.regions.Regions;

import java.util.Arraylist;

/**

* This sample demonstrates how to use the RequestCertificate function in the AWS
Certificate

* Manager service.

*

* Input parameters:

*

*

*

*

DomainName - FQDN of your site.

DomainValidationOptions - Domain name for email validation.

IdempotencyToken - Distinguishes between calls to RequestCertificate.
SubjectAlternativeNames - Additional FQDNs for the subject alternative names

extension.

*

* Qutput parameter:

*

*

*/

Certificate ARN - The Amazon Resource Name (ARN) of the certificate you requested.

public class AWSCertificateManagerExample {

public static void main(String[] args) {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in

Windows

ex);

// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException("Cannot load your credentials from file.",

// Create a client.
AwWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)

RequestCertificate WS 1.0 174



AWS iE+ Manager ArfEm

.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Specify a SAN.
ArraylList<String> san = new ArraylList<String>();
san.add("www.example.com");

// Create a request object and set the input parameters.
RequestCertificateRequest req = new RequestCertificateRequest();
req.setDomainName("example.com");
req.setIdempotencyToken("1Ag25pTy");
req.setSubjectAlternativeNames(san);

// Create a result object and display the certificate ARN.
RequestCertificateResult result = null;

try {
result = client.requestCertificate(req);

}
catch(InvalidDomainValidationOptionsException ex)
{
throw ex;
}
catch(LimitExceededException ex)
{
throw ex;
}

// Display the ARN.
System.out.println(result);

B E R RO OZRUT U T AT A .

{CertificateArn:
arn:aws:acm:region:account:certificate/12345678-1234-1234-1234-123456789012}

B 3 R0 56 UF B8 F B4
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package com.amazonaws.samples;

import
import
import
import

import

com.amazonaws.services.certificatemanager.model.

import
import
import
import

import
import
import
import

/**

com.
com.
com.
com.

com.
com.
com.
com.

com.
com.
com.
com.

amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws.
amazonaws.
amazonaws.
amazonaws.

services.certificatemanager.
certificatemanager.
certificatemanager.

certificatemanager.

AWSCertificateManagerClientBuilder;
AwSCertificateManager;
model.ResendValidationEmailRequest;
model.ResendValidationEmailResult;

services.
services.
services.

InvalidDomainValidationOptionsException;
model.ResourceNotFoundException;
model.InvalidStateException;
model.InvalidArnException;

services.certificatemanager.
services.certificatemanager.
services.certificatemanager.
AmazonClientException;

auth.profile.ProfileCredentialsProvider;
auth.AwWSStaticCredentialsProvider;
auth.AWSCredentials;

regions.Regions;

* This sample demonstrates how to use the ResendValidationEmail function in the AWS
Certificate

* Manager service.

*

* Input parameters:
& CertificateArn - Amazon Resource Name (ARN) of the certificate request.

ks Domain - FQDN in the certificate request.

& ValidationDomain - The base validation domain that is used to send email.

*

*/

public class AWSCertificateManagerExample {

public static void main(String[] args) {

Windo

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in

WS

// or the ~/.aws/credentials file in Linux.

AWSCredentials credentials =

try {
credentials

}

null;

= new ProfileCredentialsProvider().getCredentials();

catch (Exception ex) {

ResendValidationEmail

WA 1.0 176



AWS iE+ Manager ArfEm

throw new AmazonClientException("Cannot load your credentials from file.",
ex);

// Create a client.

AWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object and set the input parameters.
ResendValidationEmailRequest req = new ResendValidationEmailRequest();

req.setCertificateArn("arn:aws:acm:region:account:certificate/
12345678-1234-1234-1234-123456789012");
req.setDomain("gregpe.io");
req.setValidationDomain("gregpe.io");

// Create a result object.
ResendValidationEmailResult result = null;
try {

result = client.resendValidationEmail(req);

}
catch(ResourceNotFoundException ex)
{
throw ex;
}
catch (InvalidStateException ex)
{
throw ex;
}
catch (InvalidArnException ex)
{
throw ex;
}
catch (InvalidDomainValidationOptionsException ex)
{
throw ex;
}

// Display the result.
System.out.println(result.toString());
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}
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HRHEE  RBAHBKRA

EBERIEPBEHER T B FERAHRIE |, B ACM TEKRE A TRILE RPN — NS EA A B F o4
#hit, EFRIEE , EATLAT IR EZ—

- BREB-NERRVEFERMFIE | Zibit B WHOIS REZICBEEXIERFERFHVEBHRITIRAE
WHOIS &AM, BE , Sr BT EEM ERITIERE,

- BRENZBEERENZWE T, SAVENBFRSI/HSAE — MR IERK (MXERK)
LAE ACM #Y B8 F R 4 AR 55 258 AN IE R 36 1E 28 F R R IX BIV LB

TR ERES 2 —EA#RERR ; EEFRNTEAIUES . EBERLRABE , HR—NHIEH,

BRMABHERKERE ACM WERIEEFHANESER , F5H (k) AEIERESFHi4 3 K
WU FER . MRBERXESRAMZRIITTARRAES , BRUEBRRELS AWS , R
ERMNALHITEE,

HRHE  FEHMRIE

ACM EEZEHMEERLBIHIERER, MBEBHIFHEET Alexa 1000 58 UY | XI55 B ERFEER
., BEREENMEER | BEAIEHOEKR AWS Support, BIRE&EXIFITR |, BE ACM F X
Wz R I EE,

(® Note

BToER Amazon EREA (HlE1EL amazonaws.com, cloudfront.net =,
elasticbeanstalk.com £ B MiHR) & RIEH,

HRHEE TR LFE

ERFERPH—IRSNEHEEN. BE , IREANERPVFRBTRRARNARE, BRZRFRIE
P, AREEAMBERFHEAHBEHRRENF , ABRERPVFEHRHEE T ARNRE, 5
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https://console.aws.amazon.com/support/home
https://aws.amazon.com/marketplace/pp/Amazon-Web-Services-Alexa-Top-Sites/B07QK2XWNV
https://console.aws.amazon.com/support/home
https://forums.aws.amazon.com/forum.jspa?forumID=206
https://forums.aws.amazon.com/forum.jspa?forumID=206
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m , &I 3EH example.invalidpublicdomain &3k ACM iE$ , & “invalidpublicdomain”7~ 2 8 3 #Y i

i, MREHEWIWAMER , THRRAZIFH L. MRLKBEXEFITY , §E ACM A RIBRIZHRER
mEEE,

HIRHE - Hit

BE  BAMERSEEBBERPH - RS NMER BAHEH RN BT, BRZHBERIES |, FaY
BEAMBERPHEMAHEERIEDF. MREBZWIBABOER , BEAZFHOLEKRR AWS
Support, MREZRBEXFITK , FHE ACM T RILIEH K #iE

HEE UL 30 UE [7) 2

MR ACM IEBERRENFFHRIE , WAL BEREFSERIURE, WREER H B RETIERE B 7B
HIUE , NEHBERNARATAEE R IR FERH . XL ERXBEMA WHOIS BRR Atk AR Fir
BEROBHEMEAE FERFibit, BXEZSEERE , BSRE FEHRIE, R%ERF DNS BiE , N
A ACM HEBIEH BB 12 KEALR DNS BiEE. BXEZEER , FZHDNS Rif,

/A Important
BB B BRI UARFERERPIENAEEHE ., WREFBFERHFRIE , BFK
BN KU B FEf 4. MR B FERH , FSHEARWEG U B FER£F. INR1%ERE DNS
IOUE , W AGH B M IE — % CNAME 2%,

(® Note
NE ACM IEP AT AR ZEFEE# S Nitro Enclave B9 Amazon EC2 32| £ | (B RAERE DN H b
Amazon EC2 3£ £, BxTEREEZT Nitro Enclave 8 Amazon EC2 =4l L& B I Web
BESBWER , HSHEEEE | &£ Amazon Linux 2 E&% LAMP Web RSB EHIE £ H
Amazon Linux AMI &% LAMP Web RS 5.

B E A DNS BiE i A = B FHB AR,
MREBREIERE  FEEUTEE,
£

« HEZE DNS KilF [a] &

o PEEE FHBHFIUERY A
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https://console.aws.amazon.com/support/home
https://forums.aws.amazon.com/forum.jspa?forumID=206
https://console.aws.amazon.com/support/home
https://forums.aws.amazon.com/forum.jspa?forumID=206
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-lamp-amazon-linux-2.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/install-LAMP.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/install-LAMP.html
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HEZ DNS K [a) &3

WREMER DNS BIEEBEIERRE |, FSHUTIER,
DNS BEHENFE —TRERAUTARIEREFH S EIRA

+ dig — Linux, Windows

* nslookup - Linux, Windows

* whois - Linux, Windows

FH

- DNS RREEEEA TRk

- DNS REEEN IR INER IR

- FF/E5H DNS BiF GoDaddy %M

+ ACM ##| & T & R“Create record in Route 53” ( £ Route 53 H 8] 183% ) kR4
- BE (XFZEHF) #. LW Route 53 Fiif kK

- BIUFRRY , BERHEITEK

« VPN £H) DNS RF BRI XK

DNS RERZEMH T X%

MREH DNS BB L ERNBRICRERFEANS TIEL , BUSMER ACM RENERNT

X% , AERBEZTRILHNER FTRIEE. fla0, HT7THTRIE , PN3IBIERKE _x2.acm-
validations.aws ATE®H x2.acm-validations.aws, BER , BB IEFBHSHRMLIAALLLH
STRILKFFA,

B LAER T RAMANMERHES —DREIUES.

A Type =]

_<random value>.ex AEicx _<random value>.acm-validat
ample.com, ions.aws,

_<random value>.ex Gl E=ATRE S <random value>.acm-validations.aws.
ample.com.,
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https://linux.die.net/man/1/dig
https://help.dyn.com/how-to-use-binds-dig-tool/
https://linux.die.net/man/1/nslookup
https://learn.microsoft.com/en-us/windows-server/administration/windows-commands/nslookup
https://linux.die.net/man/1/whois
https://docs.microsoft.com/en-us/sysinternals/downloads/whois
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DNS 2EEm RN EIARE A =

FRERT , L DNS EtmocmBIEHAABIEREFNEDBOS. Rt , BESHM
AR LS SR, B0, “<random_value>.acm-validations.aws.”F#KIE4E |
M“<random_value>.acm-validations.aws H#EZ,

FF /5 H9 DNS i GoDaddy %k

BRIEBIE R ACM REM BB IERKE , BNEMER Godaddy ME M MEE IR E R Y DNS BRiE
ARES KM, LA .com HABARH| , KHH CNAME IBFZAEXWTF -

NAME: _ho9hv39800vb3examplew3vnewoib3u.example.com.
VALUE: _cjhwou2@vhu2exampleuw2@vuyb2ovb9.j9s73ucn9vy.acm-validations.aws.

BT LA GoDaddy BN &l NAME ZER AR A1 ( 2FAR ) REEE#HREH CNAME i2% , M
TP :

NAME: _ho9hv39800vb3examplew3vnewoib3u
VALUE: _cjhwou2@vhu2exampleuw2@vuyb2ovb9.j9s73ucn9vy.acm-validations.aws.

ACM #2#| & 7T & R“Create record in Route 53” ( £ Route 53 FA|2#12% ) %4

R E%EE Amazon Route 53 #E & #) DNS 1247 , ) AWS Certificate Manager A A BE#EZEEH R
BRSNS EMAEN,. EREERT |, #4514 Create record in Route 53 ( £ Route 53 H 8
B ) REeEREMBTA, IRXEXTER , BREUTT8EERER,

- 2B Route 53 R EM DNS 1247,

- BEATRKF &% ACM M Route 53,

« BRDTE Route 53 HER X H I IZRKA IAM R,
- B HAM A BRIEZE,

. BERTAT 4L,

A ( AZEME) 3K Route 53 BiF &I

7£ DNS RiFEREH , ACM EABEREXFEHABRF BT, MBXERE , WE 72 PIed/EER |, R
A7 Validation timed out (R iE#AY). BFBEEAERITEFEIA DNS Bk , @3F Amazon VPC
AEREXHNER, FF PKI FNFZEFERBTEBWIESR,

DNS 31iF WA 1.0 183


https://docs.aws.amazon.com/vpc/latest/userguide/vpc-dns.html#vpc-private-hosted-zones
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AWS #SHBE IZAWS FA8 CARSH AT A ZEENERHAXE,
WA , BERHET AN

WMRIEFBPE KXY , BERGFRIUE", MENEE DNS EF 1 EREIEHMAEERN (CAA) iEFK&EMLE
MRS, BREZER , S (Wit ) BE CAA iE%,

VPN E£H DNS BRS2851UE KW

W7 VPN £, E| DNS RSKE5 , T ACM T EH XN ZRSF[RILED , BREZBRSF/EEAUL
FimE, £ ACM DNS BiFM AN AT IEPERGIEZALUBEE LS Internet H1TEEN

HEE B WA B Y ] R
ARG B TR IEE S B EIE | WS TSR,

&

o R EI I UE B F B 4

- BRETFEN B T4

- BENKRIAGE

« IEPLIT

« WHOIS PR &l

o FTF B FHBAIR R Y IS A W HR Y A1 B
- HFE 10 TRRIHAY (R

- BEEYHRE DNS ®iF

AU 2 56 U BB, F R 4

HEM ACM B RIEP H LT B FERHIRUERT | HIIE B FHH42KEF WHOIS HEEN =/MNERRA
WHLIRANERER I, BXRESZEE , TSR EFHARIE, MREEREWIIE S FHRHFrTIEES
R, FERUATEN

BB FHRFAVLIE

OIF B FER I & A E WHOIS FFI B R At AR BN E A EE i, BRIE AWS KA
FEWHE WHOIS F#FIAFEBRRA , BUF2@AKFFMEE KELFHH. REE ACM ZEHE
FER (HEM CLI S API FiRE ) Y FaRHFbit 5K | UEEL M E R B F R4 E,
BEEF YK , HEEIHFRAE Validation not complete FIHE 138 Z /Y B,
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https://aws.amazon.com/certificate-manager/private-certificate-authority/
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It 68 F BR 4 EARIC Jy SR BB 4F

FER SR ARER XK P RE BRI SR Fof .
GMail & B3 X} {R/Y 88 F B3 1T 50 3%

MREERAKZE GMail , N5 IE B F iR 4 7] 88 E 4 B 35 23K F Updates =% Promotions &I+~ A,
HAMERERBRRAGERESABRLRE

ERLEFERT , WHOIS FigEEMA. BERFMNEERRATETRTATF , AWS HtFTERREIX
EEHRRA. BALBTRELEFFENEMEEERNE WHOIS 5| 1B B FEp4rithut |, REH

FMBEEMEDBIFRED, BUEEFEEFSMNEIMRPEZHTER. EHMBERT , HEHKR

ANEETREE AR UL | 62083 WhoisGuard SR AR FA#1E PrivacyGuard,

4 F M Route 53 MIREV I , FIRBER T EE ARIARY , M BERY B F R4 it it 2 RS Z
whoisprivacyservice.org, contact.gandi.net = identity-protect.org B FHR#
bk, FERERVESEM F M ERCEME B FERA R EFHY | SUE R IE 21X LE RRAAY 88 F R 4 b 31k
H BB, F R 44 ] #% & B 8 45 5 40 BB F R A st ik

® Note

BB AFF BB R A S S | BT Route 53 BT — LIy B FLR I o342 o
Bt | Route 53 TAMBEEREM ca MBHWRAERYR ., ELABER AWS L
DHEREARILRS

MR T EET WHOIS SREBER B FHABRRAEE , IFEHMEERBRNARARRERIEER
BRAGRNBEFIHHY , BUHENERFEEEN ERRET - IR EAEEHI BT
BERWEBAFEM L admin@. administrator@. hostmaster@. webmaster@ # postmaster@ 3k
FIRR) B FibfE. BRNENBRERFHUHNEZEER , BSREN B FERHRSREREN X
BAERE (k) NEEE S FE AR, MREEANRILSEH WorkMail , 5 (L5
# WorkMail EE R 1ERE) T8 EASEF

FER M AWS JFI0IE B8 F R4 A OE BB N\ B, TR 4 ttb ik AP B9 2 2> — A it ik H 85 AR AT UKD Z 4
W B FEEE  BEALEY ACM ERIEH, ERIRIUEBERE , BETHAN B FHlH4ibiut S
~E AWS Management Consoled #) 88 F#f b ik 5 =k, FEUEHLE T Pending validation JRZS
Bt , AT LA B ¥R A Validation not complete WEFIEE EMNERIR KBTI RUHITES,
IBE ] LA EE ACM Request a Certificate ( FRiFIE ) BSH Step 3: Validate ( F% 3 : B ) &
MFIR, B H AR FEB4 it it 2o B a4 & IX B9 b it

B T ER AR IR AIE 7 1.0 185


https://console.aws.amazon.com/support/home#/
https://console.aws.amazon.com/support/home#/
https://docs.aws.amazon.com/workmail/latest/adminguide/users_overview.html
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MX 12 R R S EC B R iR

MX 1I2R R A RS (DNS) BMFEFFHNHARICEK , EHNENEEE - MRS MEZ B FHRFRER4F
RS5ER. MR MX IEFRRAREEHIR , WA EFEFHAREE EFEARIEPEENENEA
REEE IR EF -1, FEERAFEEHERN MX 2% , RAESHENR LR FHRAHIE
RIUEH

(® Note
Bl , BUEDLEH /e, RAEBRIMENZIE L FHRFRFREIES,

(® Note
ESENER MX IBRHWER | BRI BUEH RequestCertificate AP A
#yValidationDomaini&M s} request-certification AWS CLI &35 3R3EE ACM [EH K%
IS F B F BV B . MREMER API T AWS CLI, Tl AWS FHIT MX B,

BR AR IFH O

MREERLRESF , BNHTEREEIEUE B FER4 , F15R AWS Support /0 FH 2 =61,
MRBRBEXEFD , BTRERRHE ACM T Ritiz,

B R IE B 7Y B F R4

MREFERBEHEH RN FIHBF (W sub.test.example.com ) FERIEH , Il ACM &

BHITRE , BEE sub.test.example.com BEHFE MX iEF, NRFEE , IKRERIE
test.example.com , fKItEH  BEEZEMIH example.com, MEHKEIT MX 1% , NIERTGE
IE, FERIFBR PR REE FENEAEEmat, Hltn, IRKET test.example.com B MX
i23% , B FHR4RF R % B admin@test.example.com, administrator@test.example.com LA & B8 FHf
HRIUFEENEMERE I, MREEMFEPIREE MX 2%, VB FH4F LT LSRN
HBERERH FE, BXWNAEEB TR ACM t{LE DNS 1 WHOIS BiREN £ E TS ,
BSHE (AL ) RIEEE B F R,

BRI ERES A , MEFEA RequestCertificateAPl 1 #YValidationDomaini& s request-
certificat AWS CLI e fs 5 3RIETE ACM [0 E &KX UL 8B FRBH IR . MREFER APl 5 AWS CLI
M AWS F#4T MX EK.
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https://docs.aws.amazon.com/acm/latest/APIReference/API_RequestCertificate.html
https://docs.aws.amazon.com/cli/latest/reference/acm/request-certificate.html
https://docs.aws.amazon.com/cli/latest/reference/acm/request-certificate.html
https://console.aws.amazon.com/support/home
https://forums.aws.amazon.com/forum.jspa?forumID=206
https://docs.aws.amazon.com/acm/latest/APIReference/API_RequestCertificate.html
https://docs.aws.amazon.com/cli/latest/reference/acm/request-certificate.html
https://docs.aws.amazon.com/cli/latest/reference/acm/request-certificate.html
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[REMNERRAGE

HEZREBFLERN , 2SRE-INERRZE, EEEMELFEE WHOIS JIRPEEBKERAG R
HAE M A PSR ERE FE At BN IR (RAE) bt ZOFPE LE OB T BR R A 3t 1k 2
WA UE B8 F R4

EEZWERY | FEHARENWEKRAAGETE WHOIS REAFH , & , MREH WHOIS %R E RFA
WEFHR bt | MIESRAIEENZFAR ot B BB K B ESC W B F iR fF bk, WHOIS REBETERK
B, RESKIERBEREREN , ERUTLLUERER XX IEBR FHB4. ACM FHRITHE WHOIS/MX
B I E B F PR R X BT E AU AN T BY B8 F R fE st ik

UEPHERIT

MREEFRINEB P WHOIS EELT , AERXZERENEREM , MAELZHEITIES
B, ACM R ER RERVEMB R At ACM 2FFI0IE B FHRAF R IEFIXLEERR Athst , UREASR
B MX B RN ENE L EE i, FEFRILFEE , FHERLTTERN WHOIS EEHAEHRRERIE
B FERfF. ACM FHAITHTHY WHOIS/MX &3 FF 3 E 88 F BB 4 R X B BB FE B 2 TT AV BR R A BB TR
ik,

WHOIS R4l

aat, BMEREIET ZANARIUEE FHPAIER , ACM T EBKR WHOIS BRF8R. X/MNEE AN
AWS, B2l , AWS F&iEH WHOIS BRS 3R , iR A IE WHOIS BRF 2RI, 1R ZE i
B, E1E AWS Support FOBI B —PNREIAF REBRS ZE,

R T B F B4R 30 UE AY 455 A #) 4R B B) B

EPHE-—PNEFEHFRIEERNNBABESFERIELITERP-ERE, XTR ACM BRIEFIFELHE
RAVIESE,

HEE 10 TNAZRY [E) &

10 RRMES BARBOEFF . BH , HERRTLER WHOIS BEEHEHAARER. Tt
FREATREAMNBALRS  SRMI. NREARLRSF | SEHE TELEHDH WHOIS i
PERILES  BXRMERTEAKEHETR. MR WHOIS REERETRE , W ACM @M
T EAEMEBR Atttk K B0 F 68 Tl 4F,

o HUEME
« BRERZEA
- EEERRA
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https://console.aws.amazon.com/support/home#/case/create?issueType=service-limit-increase&limitType=service-code-acm
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B2 , ACM W3R UF 8 FHR M ZX B L T ENER RSt , HA your_domain RIEFAERIE
Pt ANES , ™ . io RIAKE,

* administrator@your_domain.io
* hostmaster@your_domain.io
« postmaster@your_domain.io
« webmaster@your_domain.io

* admin@your_domain.io

EEW .10 BNRIEERY , TEREREAT LRANEFHEKF 22— MRZRERA , EF2RBIRIE
BYE4 , FEFSEENAKR ACM IEH,

(@ Note
BIEA DNS RifM A 2B FHHRIE. BXEZEER , HSHDNS Bik,

EF AR E| DNS iE

HEOIERAEFERHRIERNIERE , B EREIER DNS N H#TRIE,

FEREUBZITHEZR

ACM ZEEHrI 2= BFEIT ACM iE$ | UELETFEMITEMEREE, MRNACM IEBHEELITH
EAEEE , FESEUT EZ,

HEZ T BB IE

Ei ACM BHEITEMIES | IR AT &M

- FBHERAITEES ACM £ AWS REMEXER, BXx ACM XFNRRNER , BZH 5 AWS
Certificate Manager 5 R KBRS o

o XFEAEFEHARIENIED , ACM AIEEH BT IES PHIE NI EE A B 7l 4 it ut 5 &8k
Ro MR HY B T HE 4t 11tk 5 7E BB F BB AF IR UE R,

« XFHEA DNS RUFKIEP |, BHHRERN DNS BLBEZ S 1EHA CNAME i23% , 20 DNS Rif #Ff

LT 7 1.0 188
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WEBFEEURET RN

HIEHENFRIEAEY (DNS 5 60 X , BFHR4FN 45 X, ABIUEHH 60 X ) , MRIEFHRFEEREIT
£, ACM 2R HEITIER, BURFEENTHXRESIERIEIT., BXESZES , BZHACM LS
HEELT

3T BB FHR I UE BV EIE B LT

ACMiIEBH BRI N 13 MR (395 X)) . ELI] , BYBEFHARIENIEPEEZRREERITE
fE. ACM L HART 45 RFF R MAIHA WHOIS ERFE b it M ANE AEE R bt RIAZITEH, BHAF
BE— R SRAE TN ZERIBNET, RIEMASIHNERE , ACM 25k EHHEE
ARN RYEEITIES,

BSRER S FEARIUE |, THEAXIESIELHAF PENDING_VALIDATION MAHEE X LG R
NBOK = 0R A

£tX4 DNS B IEUEBAYFEEUE B LT

ACM T &A%t DNS BIERIEFHHST TLS BiE. MR ACM T ELITHEE DNS KU R UEAYIE
+ , WRTEERHA T DNS BEF R B B IE KA B IEFTER, MRRZEXFER , ACM £BH
BTEEHEITIEH,

/A Important

&R IETRY CNAME 123%3E A E) DNS BiEER ., BEMENHBIMEN T B uaT
LEiRAE,

BRI LB E ACM BHIEHRRFIEBREGEE , HEEHHM CNAME i2%k. BXiFHAER |, HSE
TEHHE., & ER ACM API F#DescribeCertificatei#E3K ACM CLI B /Y desc ribe- certificate
WHRKER CNAME i2%. BXEZELR |, BESHEDNS Kil,
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https://docs.aws.amazon.com/acm/latest/APIReference/API_DescribeCertificate.html
https://docs.aws.amazon.com/cli/latest/reference/acm/describe-certificate.html
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RAriEmE

« < Viewing1to3of 3certificates > »

Name ~ Domain name ~ Additional names Status ~ Type ~ Inuse? = Renewal eligibility ~
» amzn1.example.biz Issued Amazon |ssued No Ineligible
» amzn2.example.biz Validation timed out Amazon Issued No Ineligible
I - amzn3.example.biz Issued Amazon |ssued Ne Ineligible I
Status
Status Issued
Detailed status The certificate was issued at 2018-03-22T22:42:12UTC
Domain Validation status

amzn3.example.biz
&, Export DNS configuration to afile  You can export all of the GNAME records to a file

Details

Type Amazon Issued
Inuse? No
Domain name amzn3.example.biz
Number of additional names 0
Identifier 1faedec-6db6-4d3d-967a-eec5e53ecdds
Serial number 0e:10:30:f3:1c:b4:1e:b7:54:bb:13:99:62:5b: 7f:fb

Tags

Edit

Name

MIEF] B ik B FREF,

Success

Requested at
Issued at

Not before

Not after

Public key info
Signature algorithm
ARN

Validation state

2018-03-22T722:38:52UTC

2018-03-22T22:42:12UTC

2018-03-22T00:00:00UTC

2019-04-22T12:00:00UTC

RSA 2048-bit

SHA256WITHRSA

arn:aws:acm:us-
west-2:140948901414:certificate/1faedec1-6db6-4d3d-967a-
eec5e53ecdds

None

& < Viewing1to3of 3certificates »

A IBIEBEUERLET KK
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Amazon

v amzn3.example.biz Issued No Ineligible
Issued

Status
Status Issued
Detailed status The certificate was issued at
2018-03-22T22:42:12UTC
Domain Validation status

Eamzn:’a.example.biz Success

Add the following CNAME record to the DNS configuration for your domain. The procedure for adding CNAME records depends on
your DNS service Provider. Learn more.

Name Type Value
_dc8d107e33e2a83816bb6a2a395a5¢cf5d.amzn.ex CNAME _dadbc0aaa5530cf8b0964967cf1d4edB.acm-
ample.biz. validations.aws.

Note: Changing the DNS configuration allows ACM to issue certificates for this domain name for as long as the DNS record exists.
You can revoke permission at any time by removing the record. Learn more.

Amazon Route 53 DNS Customers ACM can update your DNS configuration for you. Learn

more.

. Export DNS configuration to a file You can export all of the CNAME records to a file

RITIEFHE M UERIEHH CNAME 8.
MRFEBEKIBFE , FRRAIEH Do
T RRLRIT T Ay

ACMIEPHHRELZITR—IMRILE, TEREXESRIASUEESZRE, ERIE ACM EFHHH
FIEEAEE , £ ACM REGFIEH 2B ATRE 2B IR, ACM FRERLR T HYIE Y BY [A] SR+ 2R B B 6
MAE/ AWS HRIVEE 2 B AT MBS ER . Hit , MERRESNERTRFZB N T RERE
2HE

HrEE A A&

R RM T EMRFRIUE ACM IERT X EBHIES.

EF&
« PR HFIER (CAA) [RIFR

H fth 7] 3R WA 1.0 191


https://console.aws.amazon.com/support
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« IEBHFARR

o UEPEE BIE

« API Gateway [a] &

o THRUEBENARMAZELL

« ACM IREZX}ExAE (SLR) B

UEP MR AR (CAA) [FZ

A LAE A CAA DNS i23Rk3IEE Amazon iE P WA HLH (CA) AR EHEEH FEMA ACM iEH,
RIGEIE P M AW R4 IREE , 7R One or more domain names have failed validation due to a
Certification Authority Authentication (CAA) error [l FiE B M A HHIAE (CAA) iR , — N ZNE
ZAREEBELRIE] , BRELEH CAADNS 2%, MREERINBIE ACM IEBFRFWTNLEIR | N

HIREFIRH CAA IBRHBRIBERIER. CAA IBEKHH value (B ) FERUMETELLTHBEFH —

/I\ .

* amazon.com
e amazontrust.com
* awstrust.com

* admazonaws.com

BXOZE CAABKNESEE , F3M ((Alik ) BE CAA iIB5k,

@ Note
MREFFLRBA CAARE |, WA SUEERNERHEE CAA iIEF,

UE 5§ AR &

BRLFEE=FIEHSA ACM FAFEEERBEFKEK, NREFEE , FEELERFAMEBBEAE
B BRI EIEUTILR

- BRBES A X.509 RA< 3 SSL/TLS iE+,
c ERANREEEN , LA MHIEBMANY (CA) TE,
« MREHIERH CAZE , MAFIEFEIEPEE | ZIEH8E A RASRIEPS TR YR B FA9E

4
%o

CAA i WA 1.0 192


https://docs.aws.amazon.com/acm/latest/userguide/acm-services.html
https://docs.aws.amazon.com/acm/latest/userguide/import-certificate-prerequisites.html
https://docs.aws.amazon.com/acm/latest/userguide/import-certificate-format.html
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- MRBIEBFELRIUEDR , WXAAXFEXNTEREEH,

o« EERNEMNEREFARAEZ AR —MEB,

- BOEPRIEBEFTERLEMHIES,

« AP, EPHEMAERE (WA ) XX A PEM RKE, BF , PEM % H Base64 wiBHY ASCII

MARAR , REXARUANTEMNTMITHALXNER, EEHFIHLE PEM X£Hat , REHRMIT
HERHN ZXHHITEMEMER, ETUEEA OpenSSL Wil LA EFRIUFIEH 4,

- TENBENREES (MF) .. (BT ARTABDEE  WamE. )

- 5 ACM SRR RS BAER ACM XEFNEEMBEHK D, HZ6  AWS Certificate Manager
FiEmE) N8RS , BRENIEPES EEER.

s EFRBRSNIEPHZFAERIERS A IAM &2 ACM MEFRFE.

o S ARERBIE M,

- IBIEPHNFAGEEBETRERFHEF. BR , MIAMERT , WRELERIEEKeyTypesiFitsk
Hr91ER T A ListCertificatesAPI 8 list-cer tificates AWS CLI 55> , M| R4&RSA_10248 7R~
Z{RSA_2048iEH,

Uk & 7€ 8] 73

NTEITIES , ACM 2ERFNLAB-LEBRAN ., MRENVNARFERILFEEE ( BIHN SSL
EE ) REE ACMEH , ME AWS SRiTIEH/E , NAREF TREEEETENE, it , RINEW
BAEREE ACM iEH, MRENNARFYSAETEIES , BRI LUMITUTERE

- BEECHWIEBSAZ ACM , RARFHENNARFEESSANIES, ACM FRAHX S ARIESH
RYFEELIT,

- MREEANRLFIES , WRENNARERFEESFRFE AN Amazon RIEH, MREEANZ
MBS , NFEHNNARFEEES CA NBRIES,

API| Gateway [A] &

HIRTEBDLEMLH APl i 28T , APl Gateway 27 &% & CloudFront 7'Bt. % CloudFront 2 Et/H
API Gateway FiE , MARALHNIKFFIE. ZoESEEEBE API RATEAN ACM iEH. EMBR
HBEH AT ACM BIEREHIUIES | B4 BR S ZUEF<BkH APl Gateway B E X,

SRR X APl LinT /BT , APl Gateway X RZELIE — 1 Application Load Balancer (ALB). %
AR EET A API Gateway FTE , R AN, % ALB SAEZITE API BPTEAR ACM iE+H, ZE
BRYPTE H 1T ACM MIBRERIIES | BAMM R S5 ZUEHX<BRRY API Gateway B E iH.
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https://www.openssl.org/docs/manmaster/man1/openssl-verify.html
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TRERBINRBESZEAT

MREEKIFF ACM IEFREERRSKE , BUEBEFLTHE , ARERBRSTRIRESER , WERET
RERARSSEA ACM IEBAFBRNNRRE T Bk

570 | Elastic Load Balancing (ELB) EE#Z R AWS KMS key , RETREMRZUL BHIFAEH. X
BREHETARNRERT , YERIEHS ELB KRB ACM fFR AiZEKr, MR ELB kL3 ZNBREH
BF , WFE T RS FZUPZAN KK,

EREWRE , BEEA AWS KMS 258 EFEHNERPURE , Mt A https://console.aws.amazon.com/
kms, #HTTE'JT ez —:

s MRBINNERBERTFENRSHNR , BHRIERBRSHEFE , BUBIERERSHXEK , ARE
FXERE, XEEFNAETHERNERE  HiEEHRNRN.
o MBEINFTET ACM IR ERBE | & AWS Support https://console.aws.amazon.com/
support/home#/ Bx %R,

ACM BR% % Bt/ & (SLR) 658

LIBMAE BTG CAEEHBEMKFA EEAZTWIEREN , ACM 2E B X FEARNEIXIRERSHXA
% (SLR) , UERABMREET AWS 748 CA BRNGFRIRBHITRE, WRENLE CAMAFE
iE$H , MAEE SLR , ACM FEERE BT ZIEB,

ACM WEELIRTRIE | ERAWEEHN K HREFE SLR. MRFEH iam:GetRole MIRE
WIRTFEKFH ACM SLR , M8 SLR EFaBREHRET. MRRTBAKRE , BALGHE
MK EE R ABEREERT iam:GetRole HE ACM X IR , S EFEMNIKSF 5 ACM 1£&E KBk
AwSCertificateManagerFullAccess kB,

BREZER  BH5H (AM AFER) FRRSHEXABNR,

WERE
AWS Certificate Manager s S AJREH T ZMRERMAMK. EXBNINRENELRE , BZH T &Ko
ABIUEBFELE

BRAELITH AWS 708 CAMKRIIFE PKIERR , AJRESHILTRE,
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https://console.aws.amazon.com/kms
https://console.aws.amazon.com/kms
https://docs.aws.amazon.com/privateca/latest/userguide/pca-resource-sharing.html#pca-rbp
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#service-linked-role-permissions
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RAriEmE

® Note

AWS FAB CA FXHFHE (ItR ) KENMPE (TE ) X,

ACM HER

PCA_ACCESS_DENIED

PCA_INVALID_DURATION

PCA_INVALID_STATE

R

FAH CARET ACM R, Xaftk AWS FA
A CA AccessDeniedException XK
B

EffRIEEE |, EEAZ AWS FAF CA
CreatePermissioni#{E[M ACM RS 4% F 24
ERNBR,

BROIEFBHVERHEL TMANWFAE CAW
AW, X4tk AWS FAF CA Validatio
nException KKK,

ERRIFE , FREH CAILED (BAESW
BRI ) o

HAANFAE CA R TFHITIERKN ACM &
EFTEN EFIRS, X2tk AWS FAF CA
InvalidStateException %MK,

BRINT G ERR IR R

o MR CA KRB N CREATING , BEFCIEER
TR , RIFR%E CAIES,

o R CA HIRA S PENDING_CERTIFICAT
E ,BXECAISE,

- W18 CAHIRZA N DISABLED , HFHEHEH N
ACTIVE RZo

o R CA KIRAN DELETED , iR HZEE,

o IR CA KRN EXPIRED , BZEHIEH

MFIEPRELE
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https://docs.aws.amazon.com/privateca/latest/APIReference/API_CreatePermission.html
https://docs.aws.amazon.com/privateca/latest/userguide/PCACertInstall.html
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RAriEmE

ACM HER

PCA_LIMIT_EXCEEDED

PCA_REQUEST_FAILED

PCA_RESOURCE_NOT_FOUND

SLR_NOT_FOUND

AR
« MR CA BVIRA RN FAILED , MIBT LR RA]
B, EEBX AWS Support,

B CABREMAERS, Xtk AWS FAF
CA LimitExceededException kMK,
EREFERLREBZE , BEREEEHNER,

MEEIRPAZETE , KR AWS Support LAk
KRiIBSE

MEHRGEHE. XKk AWS FAF CA
RequestFailedException %MK ®B, &
SEFRLEBZE , BEHRESENER,

MRERMAERE , FBKR AWS Supporte

B CA EBUK AR, X4tk AWS FAH
CA ResourceNotFoundException %Mt
B, WIFTREFEATEBHN ARN, IRRKIFK
W, BR/TEFERAL CA,

BRI EE | ERIER CA.

ATEITHNTS —NKFPHFE CA KR
WIEH , ACM ERIEBRENKS, EEFRS
KERAG (SLR), MRFEEHZE KR
SLR , &2 ;3 ACM 8l SLR,

MFIEPRELE
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https://console.aws.amazon.com/support/home#/
https://console.aws.amazon.com/support/home#/
https://console.aws.amazon.com/support/home#/
https://docs.aws.amazon.com/privateca/latest/userguide/PcaCreateCa.html
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A
AN

AT T AWS Certificate Manager FT LS8 E Lo
£}

« ACM iE$H

« ACM 48 CA

o EXNHEHAME

o EPR WA

s EBEHREBRE

- HERSE

- HE

- B FEZ

- Z2REHE (FQDN)

- NEEAEMIRE

- R2EEFE (SSL)

« & HTTPS

« SSL IRFBE|ILED

o NHEHME

- BRETEMMIL (TLS)
- B

ACM i+

ACM 4B X.509 fRZA 3 iEH, BMEBBERMAN 131NA (395X ) , HEBEUTT R,

« EXROR - BEETENIESRERIERMEAM (CA)
« BRBRARRA - XFRIEATEFIERNLERAXNNNLBTEH,
< FEEARAR - R ESRELRTERANILES,
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RAriEmE

- BAFEA - EXEILERFRANLERHNA
- TREAGER - EERZACERATBEENRARATNEERALEZAN - IS AR,

i 38

* CRLAER - EEAEEFIRE CRL FEENNE,

ACM 7R Y UEH5 BY 45 STA KL T AT R

Certificate:
Data:
Version: 3 (0x2)

Serial Number:

f2:16:ad:85:d8:42:d1:8a:3f:33:fa:cc:c8:50:a8:9e

Signature Algorithm: sha256WithRSAEncryption
Issuer: O=Example CA

Validity

Not Before:
Not After :

Subject Public Key Info:
Public Key Algorithm: rsaEncryption
Public-Key: (2048 bit)

Jan 30 18:46:53 2018 GMT
Jan 31 19:46:53 2018 GMT
Subject: C=US, ST=VA, L=Herndon, 0O=Amazon, OU=AWS,

Modulus:

00:
69:
e3:
a2:
43:
08:
03:
b5:
ak:
05:
bc:
68:
02:
5a:
59:
40:
e2:
08:

ba:
4e:
94:
:0a
ef:
73:
6d:
36:
96:
56:
f7:
75:
3e:
68:
e0:

Ca

20:
26:
96:
b6:
77:
ch:
32:
09:
f3:
15:
25:
6d:
bf:

73

Exponent:

X509v3 extensions:

a6:
e9:
of:

3a

c9:

8a:
:26:
85:
dd:
Q7:
a6:
3f:
7c:
co:
44

ea

ab6:
:b2:
2c:
f8:
d5:
86:
3f:
a2:
50:
19:
01:
75:
37:
:55:
b7:

65537

aa

6a

:91:
04:
41:
7f:

5a

d7:
ff:
36:
96:
72:
:e9:
4b:
83:
42:
8e:
36:
fe:

ac:
8d:
3e:
af:
8e:
22:

0b:
d5:
6b:
cO:
reb:
22:
18:
65:
e2:
6f:
42:
c6:
16:
f0:

6a

60:
Ye:

8a

2a

(0x10001)

X509v3 Basic Constraints:

63:
31:
8e:
57:
1f:
c2:
ab6:
6f:
02:

f5:
33:
f6:
od:
:6d:
5b:

e8:
54
as:

53

dl:
4f:
0b:
2e:
94:
:8a:
fa:
90:
40:
54:
99:
dé6:
:f6:

08:
f5:
cl:
:0b:
25:
4f:
36:
82:
64:
al:
1c:
97:
39:
16:

Qa

od:
f3:

de:
ec:
c8:
of:
24:
86:
c5:
73:
fo:
3.
:7a
od:
be:
:8f:
78:
as:
94:

9a

8c:
21:
ed:
:8d:
bs4:
42:

Ca

cb:
cO:
b4:

4a

72:
4f:
1f:

3a
ee

9a

7d:
06:
bb:

:e7:
bLe:
3f:
70:
:81:
Qe:
78:
c7:
:df:
134
174
di:

1la

CN=example.com

59:
af:
1c:

78

ab:
11:
bc:
95:
e0:
47:
1d:
eb:
172
94
of:
ac:
3e:

ak:
27:
ac:
:d5:
d5:
95:
51:
85:
76:
14:
e5:
8a:
ds:
ec:
ea:
ab:
b7:

ACM iE$
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RAriEmE

Signature Algorithm:
69:
69:
8d:
76:
cb:
di:
e9:
17:
94:

ACM 1R CA

H ACM MK AN B L ERFIEBMNELT Amazon 18 CARRBEEE :

8a

03:
44
a3:
8e:
12:

A7 B

CA:FALSE

X509v3 Authority Key Identifier:

keyid:84:8C:AC:03:A2:38:D9:B6:81:7C:DF:F1:95:C3:28:31:D5:F7:88:42
X509v3 Subject Key Identifier:
97:06:15:F1:EA:EC:07:83:4C:19:A9:2F:AF:BA:BB:FC:B2:3B:55:D8

X509v3 Key Usage:
Digital Signature,
X509v3 Extended Key Usage:
TLS Web Server Authentication,
X509v3 CRL Distribution Points:
Full Name:
URI:http://example.com/crl

03:
60:
f0o:
3c:
6d:
b0:
3c:
da:
27:
:6e:
e5:
8a:
04
3.
b9:

15:
a7:
8f:
9d:
cd:
7e:
41:
80:
62:

6a
3a

cl:
al:
a7:
35:

Qc:
33:
b5:
da:
do:

ba

2f:
41:
84:
:9d:
:90:
fb:
dl:
as:

d5

fb:

4a

df:
35:
e2:
:80:
15:
15:
ds:
ad:
8c:
9c:
1c:
77:

critical

Key Encipherment

TLS Web Client Authentication

sha256WithRSAEncryption

a9:
fh4:
78:
a2:
2f:
99:
a7’:
75:
98:
b8:
bc:
33:
46:
26:

39:
74

al

e2:
16:

9a

53:
ed:
6f:
76:
76:
75:
57:
71:

a3:
88:
:5b:
1f:
26:
:5f:
78:
c3:
90:
7b:
c9:
fe:
41:
74

30:
c6:
02:
29:
19:
dd:
4d:
da:
le:

9a

96:
ab6:
08:
c2:

Qa

CN=Amazon Root CA 1,0=Amazon,C=US

CN=Amazon Root CA 2,0=Amazon,C=US

63:
b6:
18:
11:
cd:
92:
33:
b5:
9c:
:5f:
f0o:
08:
40:

b2:
b6:
72:
67:
f7:
b0:
45:
e3:
e0:
di:

43

d3:
bl:
:5b:

d4:
b8:
65:
80:
26:
bb:
17:
48:
0b:
a5:
:31:
89:
38:
9e:

fb:
ab:
bb:
29:
c5:
Qc:
3e:
8d:

fa

4f:
65:
81:
f9:
cc:

cc:
32:
53:
b9:
dc:
32:
f2:
b5:
:94:
do:
60:
b0:
57:
d5:

8f:
c2:
af:
fe:
81:
dd:
f1:
od:

ccC

b7:
ds:
6f:
62:
2c:

mEEE

2048 {1 RSA (RSA_2048)

4096 {2 RSA (RSA_4096)

48:
ao:
2f:
c9:
40:
68:
45:
86:
:9c:
07:
10:
c3:
97:
c5:

as:
98:

3a

42:
3b:
69:
6b:
da:

ee

f8:
fc:
04 :
10:
27:

46:
c6:
143
52:
e3:
08:
e7:
7d:
:3a:
1lc:
36:
ob:
42:
c3:

ACM #& CA
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A5 B nEE A
CN=Amazon Root CA 3,0=Amazon,C=US Elliptic Prime Curve 256 {i (EC_prime2
56vl )
CN=Amazon Root CA 4,0=Amazon,C=US Elliptic Prime Curve 384 i (EC_secp384rl )

ACM FRM K LB K ERINSIER N CN=Amazon Root CA 1,0=Amazon,C=US , iX1EMH# T 2048 {u Ky
RSA 22, HiRREUMNRER. FrERERHE Starfield Services Root Certificate Authority i
PRIZER,

EXEZEER , 2 Amazon Trust Services,

T 4% 33

BFSAEE

SEXIFRER AR I

SERNMMBARAETHURANE , EEATRNEERZE LAXNEZANBZNBEEZNES. BHZ—R2A
BEH , BEU X509 V3 IERBFXREH, Z—IMEARLAER , LxemAFM. X509 iEHFA
P ENSEMRR (EBHEE) NEOHRESLEENA.

ACM iE$ 2 X.509 SSL/TLS if$ , B FEMUEN SRS LNFAEEREREPHETENLER
. ACM £ AWS KMS key NZFEHH, BEXEZER , BSR LA ERANZ M,
UuE P i & AL

IEBMARM (CA) B— IR BFIEBAIKE, Bl L, FEANBFIERLRBEET I1SO X.509 #7
#o CAMREEENHFIES , ATHINERERAEN SO ZFOHEINIRHEESNLEE
. CAEBRZESERILESBH.

UEHERAE R E

AT B LEERIR AR SR RERH CA SARY SSL/TLS WEH , REFKRRERNENIMEAN AFILEH
ERELEPEAEREFR, HEFRIERK, WEBHT2WICFRK. RCERNIEPEESENRRPEK

HiRo
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FBAEERE , MARIANEHNEMZEERBNNILESR, BUUERAERERERSRKREBE,

#£ Amazon CA NIEMEMAR AFEEMN SSLUTLS iEH 28l , ESRERRREED =/NMEHIEHR
EHSRSHE. SERSFFERMMIELXBHREES , AHCERNIERAER (SCT) EEE
Amazon CA, RJa , CA £FF SCT BRARERH , WEBHTER , FAREMRELE, XEMEEZ
FEHM X509 ¥ EBH,

X509v3 extensions:

CT Precertificate SCTs:
Signed Certificate Timestamp:
Version : v1(0)
Log ID : BB:D9:DF:...8E:1E:D1:85
Timestamp : Apr 24 23:43:15.598 2018 GMT
Extensions: none
Signature : ecdsa-with-SHA256
30:45:02:...18:CB:79:2F
Signed Certificate Timestamp:
Version : v1(0)
Log ID : 87:75:BF:...A0:83:0F
Timestamp : Apr 24 23:43:15.565 2018 GMT
Extensions: none
Signature : ecdsa-with-SHA256
30:45:02:...29:8F:6C

EHEARE ARCFRELFERIEITIEB B#RITH , BRIFLEREBE. BRERBRENESE
B, HZRAGEEERHITPERE BEIER,

BB RE

A RS (DNS) BiEEET Internet RABERENITENREME RN ESHFRTER

£, DNS FER TR XAE R (M aws.amazon.com) #iAEE IP (Internet tHI) it (FE4N
111.122.133.144)s A3 , K DNS BIEFESSREHMARNIERK, a0 , BE ACM , EATLL
FANBREREBERIPNRIIECHERTUREHEN Y., BXELEL , HSH DNS Kiff,

i

HER—NXEZHFE (I www.example.com) , ALESIH B RS (DNS) & IP bk, TEA
M (BIEEBKMN) A IP it AR X AL, HEAUIS BN TRERSHK !

HERSE WA 1.0 201


https://crt.sh/
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TLD

BADHREMETRIE (TLD). FRRHIE .com, .net. .edu, ERLEER M XEMAISZMAER
TLD NERFMXEHNEE , XHEER/MBX B, "O1EE uk (EE)., .ru (BE). .fr
E), FAER/MXAER , BESIA TLD N _REREFIRFIREMEMAESR, Flt0, .co.uk
TLD #RiREE R Al 2l .

TR

MEHESREMEEAEE LB, ¥ TESER/HXABENEE , MAFISKBIRL (WR
B), AFRREMERANEE, MBS FE (FSRUTEE). £ www.example.com F , T
RIFH BN example.com, £ www.example.co.uk # , TRRFHBAFN example.co.uk, &
FRARKRETE (apex) WE B FEIE base, bare, root, root apex, zone apex &,

T8

FEHANVTAEE 2 , FAURENAEEREMEE 2R, REANFEHER www , BRAFE
AEEEM. FTHALTUESZINRE. B0, £ jake.dog.animals.example.com A , FiFfK
XA jake, dog F animals,

BRI A
TR A,
FQDN

SE2REEE (FQDN) REA T EERESINE S Internet BiTEH, Wik H &R TE DNS &
o I |, aws.amazon.com 23i&AF Amazon Web Services By FQDN, FQDN 23F—E 2T
HHFrEE, Hli , [subdomaini].[subdomain,]...[subdomain,].[apex domain].[top-
level domain] X% T FQDN B —f&#&=.

PQDN

AELRENTAFESDREFHSE (PQDN) , &L THE, B [subdomain,.subdomain,.] X#
HWEFFE PQDN , X2E N T EHRERE,

p=ii)

{52 AR BV A R BB E AL IS TRo SEMAVE S B BBk W & AR M B F b ik 55 B A4 (ICANN) 1A
iE, W, R —EMEEMERNMNARARTEY TLD HiEFE., SEHFHABN |, THRIFE
B ERRIESL MM TLD EMEZENY, EMEBNE S EEE. EH TLD BEEARENEER®
F WHOIS, #1#& 8% UM R 75 IR
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H%E 0 fif 22

EZERREHBFENEZENTRE, BRFRELSEARERBHE. RNBNBEEEMN A, T
RERBANR, MENBEEBEMNE . FEFnERSHFEEEEN HTTPS & EHEEM
ZHH. BAREN T HANARBERRAZ (NF ) MFEXEREFRIBAIR (#F ) B9 step-by-
stepIiE, EMEHBEEIREF , EERERAER. BHUUARLRBEZARLBEZR,

TEREFHE (FQDN)

BZHEEE,
NEZREM IR

NEFAEMIRE (PK) BEE, Mk, B2, 2K, €8, FENBERFIIPAENES. KHE.
AR, REE, MHENMEREAK. PKI AIESEREITENMNERNE2EE.

RUEF

ERHMANNE (CA) BENLT—NEESNHAM CA (XL CA ZHBBEN T RFXR) WRIREN
Fo FEHME CABHER CANE , XFHOIRIEHEE. LTRREWINER CA #HN R CA”, MEIE
FBHARIER LIEBBERBLEEN,

ZE2EEFR (SSL)

REERETRE (SSL) MEREREM (TLS) RES U ENMERHBERZESMNMEDR. TLS &
SSL Wa#t#E, ENEHER X.509 IEHXRSJ|/IITHDRIE, XFNMDPERXZF P ik SRS 27 2 [F
AT BX PR BE R BRI HZARITHE,

Z% HTTPS

HTTPS %&/R HTTP over SSL/TLS , — M A EXEN KBRS [H I FENZEHERAM HTTP, FI
B HTTP ERME BB ML KEZ B EFHTINE, HTTPS £48 7 HTTP IS E TN, IEX
MRFl X.509 ME B MBEH AR, HTTPS WIEFRZ , FMBELZLEBAFRREEIE (OSI) EEH
W HTTP RARFETHFMTCP ERELA, Z2EFAZLEEFTRE (SSL) MBS EHEREM
(TLS) %

Nz M fE = WA 1.0 203
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SSL AR5 #r k15
HTTPS ESFERSJ/IELRN RS F/ATHHRIL. RF|MEBE X509 v3 BELEW , ATHE

PHUNEZANETEBHFEAE. SSUTLS IEBHIEFMEANM (CA) EEHETERFSHENSE
. BRHIR. 2BF%H,. EREES,

T ERER4R I

XNMEZAMBERAE —BARNENBEZRFHIE, B FSH ENMRBHAMNE,

REMERZEMM (TLS)

FSAREEEFE (SSL).

(==

ZEit Web X RBREEMUENFH , SR RH[LATEBRIEMLRIES. TF , JEF[RNEEHNCA
RIEF WO BIUEH, MAIEBTRIAM (CA) NAEE =T HRIEZMIEE &0 H @M ZERMAE
BNHFILER, BE , IERTURERFEEURIEMEN S M, WRBIEKD , JRHFLEIE
B E R — M BEER.

SSL FRS5BRIEH k7 1.0 204
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RAriEmE

R EVIE A

TRNET B 2018 F£H AWS Certificate Manager 3 #4471 £18 %,

TE

BN FE A WHOIS B FER4H
iE

AT R BARE

iy ECDSA X¥r

¥ CloudWatch 5E3h

EHATS ANRATERE

iR

WINTXTFM 2024 £ 6 A
ZH WHOIS & FHR 418 iFH
188,

FEER ACM UEH a0 7 3
IAM &4 ZHAN T, BX
EXRFNERMAIE  FSH

https://docs.aws.amazon.co

m/acm/latest/userguide/acm-

conditions.html#acm-con
ditions-supported,

EiERAE ACM iEH AL
THMERERFIRE L
(ECDSA) i X#F. AXxX#E
WERAEENIIR , FSH

https://docs.aws.amazon.com/

acm/latest/userguide/acm-certi

ficate.html#algorithms,

AT “ACM IEH BT H", “A
CM iE+H o] A”BA K “ACM iE
BREKITRFESM4. BX
¥ CloudWatch B9 B4
& , 2 Hhttps://docs.aws.
amazon.com/acm/latest/us

erguide/cloudwatch-events.
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