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f+ 4= AWS Certificate Manager ?

AWS Certificate Manager (ACM) AR 81, FREMEITRF SN ARFHNLXEFFE SSL/
TLS X.509 ME B MEANEZM, AWS BRI LIEEET ACM ZEXRIUS , REEIFE=FLEHSA
ACM BEEBRSH , NEMK AWS BREEREHIEP, ACMIEP AR E—EHE, ZAEEER. BRF
HEXLEEHNAE. ACM BEMEHIURF TRHBEN Fif. SGHANSHAZEN ACMIES ,
AWS FAF CA SMEEREP PKI REE atb 5 £ A

® Note

ACM RERAFINIH Web REEE, MREBEL D EC2 Kfl LiRBIMT MWL RSEES
MU THESEMKIHE : £ Amaz on Linux 2023 SSL/TLS E#{TEIE .

£
- XENXIE
- MYEH AWS Certificate Manager

« AWS Certificate Manager #&:
« B AWS IEPRSHEESRNER ?

XX

ACM IPv6 TE A HIHR EX# IPv4 . R AWS —fkZSE i AWS XigRlis 2 5 AWS [XiF 5k 5L
EE ACM B X AT A,

ACM FRIEBE FXEMRER. EFIEFHE Elastic Load Balancing —#2 A F 1 AWS XEHHEET
2REFHA (FQDN) KE—AiFE , MXARNEBINXEHRERLFAIEFH, FQDNs X F ACM RAAMIE
B XEKBEELNEHRBIES M XENIERHHEMNEE, BTFEESXEZREHIES,

E7£ Amazon LfEH ACM iE+$ CloudFront , A4 AEEERD ( FHFELILE ) HXBEFERF AZ
EH, WXEHEDERXBEN ACM IEHRF CloudFront B X B R Zo BB ENFIEEMNE,

XEHNXE fRZ< 1.0 1


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/SSL-on-amazon-linux-2023.html
https://docs.aws.amazon.com/general/latest/gr/rande.html#acm_region
https://aws.amazon.com/about-aws/global-infrastructure/regional-product-services/

AWS Certification AriEE

H EH AWS Certificate Manager

FREEEN SSL/TLS IEPEEZSEINEE A AWS Certificate Manager. R E RN RN TRWIHH N
AREFMEZEN AWS BRA%, BEXRFH ACM EMEE , FSH AWS MG EBAWS Certificate
Manager RS EH T H,

AWS Certificate Manager #f.=

AT REFTABLS I E XL AWS Certificate Manager,
£

« ACM iE$

* ACM Root CAs

« ENHEAMNER

o EPBMERAK

- EPERERE

- A

 DNER RN E

- T2REERE (FQDN)

« BXAEHBHI (HTTP)
. NEZAEMIERE (PK)
- Z2EEFE (SSL)

« £% HTTPS

« SSL RSB E/ILEH

o NHEFNER

« BREZREMHI (TLS)
- B

Ef M7 1.0 2


https://aws.amazon.com/certificate-manager/pricing/
https://aws.amazon.com/certificate-manager/pricing/
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ACM iE$

ACM £ X.509 iR 3 iEH, BMEBERBEN 131MA (395X ) , #AEBEUTT R.

/A Important

ERAR - BEEFEMIESRERIEFHMEIM (CA)
BRBARRE - XEFRIEATEFIERNAERAXNMN ABTER,
FERARARN - IFRFN B SR ELBFHNILES,
- BHER - EXEILEBPRANLBTEZHANRR,

FREACEA - BERZRAERY REENABRATAEERALBZHN — 1RSI RR.

H 2025 % 6 A 11 B , AWS Certificate Manager FBM A HH “TLS Web FF ix & 4%

iE” (ClientAuth) ¥ B Z4A A% (EKU) BUIEH , ARFE X W EEX M IhiE BT ER,

ACM R BYUE+5 Y 48 LA ELT LA T 7R 4l

Certificate:
Data:

Version: 3 (0x2)

Serial Number:

f2:16:ad:85:d8:42:d1:8a:3f:33:fa:cc:c8:50:a8:9e

CRL 7B R - EHEAIEHEPIRE CRL EEMLE,

Signature Algorithm: sha256WithRSAEncryption
Issuer: O=Example CA

Validity

Not Before:
Not After :

Subject: C=US,
Subject Public
Public Key

Jan 30 18:46:53 2018 GMT
Jan 31 19:46:53 2018 GMT
ST=VA, L=Herndon, O=Amazon, OU=AWS,

Key Info:
Algorithm: rsaEncryption
Public-Key: (2048 bit)

Modulus:

00:
69:
e3:
a2:
43
08:

ba:
4e:
94

Cca

20:
26:

ab6:
e9:
of:
:0a:
ef:
73:

8a:
:26:
85:
dd:
07:
ab:

ea

ab6:
b2:
2c:
f8:

aa

:91:
Q4:
41:
7f:

5a

d7:

Ob:
d5:
6b:
co:
:eb:
22:

63:
31:
8e:
57:
1f:
c2:

e8:
54:
a3:
53:
dl:
4f

08:
f5:
cl:
Ob:
25:
4f

de:
ec:
c8:
9f:
24
86:

Ca

cb:
co:
b4:

4a

72:

:e7:
be:
3f:
70:
:81:
Qe:

CN=example.com

59:
af:
1c:
78:
ab:
11:

a4:
27:
ac:
d5:
d5:
95:

ACM iE$

k7 1.0 3
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Signature Algorithm:
03:
60:
fo:
3c:
6d:
b0:
3c:
d4:
27:
:6e:
e5:
8a:
04:
f3:
b9:

69:
69:
8d:
76:
cb:
dl:
e9:
17:
94

8a

03:
L4
as:
8e:
12:

03:
b5:
ak:
05:
bc:
68:
02:
5a:
59:
40:
e2:
08:

96:
b6:
77:
ch:
32:
09:
f3:
15:
25:
6d:
bf:
73

Exponent:
X509v3 extensions:
X509v3 Basic Constraints:
CA:FALSE
X509v3 Authority Key Identifier:

keyid:84:8C:AC:03:A2:38:D9:B6:81:7C:DF:F1:95:C3:28:31:D5:F7:88:42

6d:
36:
96:
56:
f7:
75:
3e:
68:
e0:
3a
c9:

655

d5:
86:
3f:
a2:
50:
19:
01:
75:
37:

:55:

b7:

37

3f:
7c:
co:
44
6a
4b:
83:
42:
8e:
36:
fe:

ff:
36:
96:
72:

:e9:

ac:
8d:
3e:
af:
8e:
22:

18:
65:
e2:
6f:
42:
c6:
16:
f0:
6a
60:
9e:

(0x10001)

ab6:
6f:
02:
8a
f5:
33:
f6:
od:

:6d:

5b:
2a

X509v3 Subject Key Identifier:

97:06:15:F1:EA:EC:07:83:4C:19:A9:2F:AF:BA:BB:FC:B2:3B:55:D8

X509v3 Key Usage: critical
Digital Signature, Key Encipherment
X509v3 Extended Key Usage:
TLS Web Server Authentication
X509v3 CRL Distribution Points:
Full Name:
URI:http://example.com/crl

15:
a7’:
8f:
9d:
cd:
Te:
41:
80:
62:

6a
3a

cl:
al:
a7’:
35:

Oc:
33:
b5:
d4:
do:

ba

2f:
41:
84:
:9d:
:90:
fb:
di:
as:

d5

43

fb:

df:
35:
e2:
:80:
15:
15:
d8:
ad:
8c:
9c:
1lc:
77:

ag:
b
78:
az2:
2f:
99:
a7:
75:
98:
b8:
bc:
33:
46:
26:

9a

53:
ed:
6f:
76:
76:
75:
57:
71:

as:
88:
5b:
1f:
26:
:5f:
78:
c3:
90:
7b:
c9:
fe:
41:
74

9a

30:
c6:
02:
29:
19:
dd:
4d:
d4:
le:

96:
ab6:
08:
c2:

Qa

63:
b6:
18:
11:
cd:
92:
33:
b5:
9c:
:5f:
f0:
08:
40:

4a

b2:
b6:
72:
67:
7.
b0:
45:
e3:
e0:
dl:

d3:
bl:
:5b:

da:
b8:
65:
80:
26:
bb:
17:
48:
0b:
a5:
:31:
89:
38:
9e:

ob:
2e:
94

:8a:

fa:
90:
40:
54:
99:
dé6:

:f6:

fb

fa

ab:
bb:
29:
c5:
Oc:
3e:
8d:

4f
65:
81:
9.
cc:

36:
82:
64:
al:
1lc:
97:
39:
16:
0a
od:
f3:

sha256WithRSAEncryption
39:
74:
al:
e2:
16:

:cc:
32:
53:
b9:
dc:
32:
f2:
b5:
194
do:
60:
b0:
57:
d5:

c5:
73:
f0o:
3.
9a
8c:
21:
ed:

:8d:

b4:
42:

:7a

8f:
c2:
af:
fe:
81:
dd:
f1:
od:
cc:
b7:
d8:
6f:
62:
2c:

4f
1f:
3a
ee:

od:
be:
9a
7d:
06:
bb:

48:
ao:
2f:
c9:
40:
68:
45:
86:
9c:
07:
10:
c3:
97:
c5:

78:
c7:

:df:

34

74

di:
1la

78:

a3:
94 :

3a

as:
98:

42:
3b:
69:
6b:
d4:
ee:
f8:
fc:
04:
10:
27:

bc:
95:
e0:
47:
1d:
eb:

172
:8f:

94:
of:
ac:
3e:

51:
85:
76:
14:
e5:
8a:
ds:
ec:
ea:
ab:
b7:

46:
c6:

143

52:
e3:
08:
e7:
7d:
3a:
1c:
36:
0b:
42:
c3:

ACM iE$

MR 1.0 4
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ACM Root CAs

ACM MR BN H A IRSRAAEBWEERBLLT Amazon RE K : CAs

A D PWER EEE
CN=Amazon Root CA 1,0=Amazon,C=US 2048 fiZ RSA (RSA_2048)
CN=Amazon Root CA 2,0=Amazon,C=US 4096 fZ RSA (RSA_4096)
CN=Amazon Root CA 3,0=Amazon,C=US Elliptic Prime Curve 256 {i (EC_prime2
56vl )
CN=Amazon Root CA 4,0=Amazon,C=US Elliptic Prime Curve 384 i (EC_secp384rl )

ACM Fr il & iE 5 K9 BRIAEE4E N CN=Amazon Root CA 1,0=Amazon,C=US , X#E# T 2048 L #Y
RSA R4, HiRREUMNIRER. FrERERHE Starfield Services Root Certificate Authority i
PRRER,

BREZEER , i3 Amazon Trust Serviceso

T4 33,

BZHEEE,

SEX PR N

ENMMERRDTFNMEANE , EEATENEERZ LEXNZANBNRZNT. Bz -2
BEH  BEUX509 v3iIEBRERREM. TN EARMERN , U2 HFXFM#. X509 EHFA
P, UTENREMTR (EHEE) NS HRERNEER.

ACM iEB & X.509 SSL/TLS ifH , BT &N SO NALNFAEEHENFRREENL
. ACM EHER AWS KMS key kKINZFifl. BXEZER , BSR I PAEBRHAN LS M,

ACM Root CAs WA 1.0 5


https://www.amazontrust.com/repository/

AWS Certification ArfEm
1E - 9 & #1454

IEBMAEI (CA) B— MR BRFIEBAIRE, Bl L, FEINBFIERBRBEET 1SO X.509 #R
#, CAMAELEZNHRFILES , ATHINIBEREN SO ZSOHEIELPIENLER
o CABERSEEIERBHE,

UEBZERERE

N T BSEARIRMA R SSL/TLS IERHAZ A CA MRS , RERMRERF N ENHEMEN
NHEBRERELEBEAEESH, HEFRIZK. REZRAT2MICHK, RERNIEFBESERNR
27 FAE R IR

BHEZAE , MARIANEHEFALEERNNIESR, BUUAERILPERERSKELERE,

£ Amazon CA RIGRE B M AR NFFEEMN SSUTLS iEPF 28l , EAFZIIRRERINEL = MEH
ERHERS S, XERZBJFIERBRMBENBHREES , HEECLEWIEREE (SCT) REZ
Amazon CA, AJ5 , CA 2% SCT RAZRERH , NEP#HTEE , HFHHMREE, XEMEED
FEEHEAM X509 ¥ EH,

X509v3 extensions:

CT Precertificate SCTs:
Signed Certificate Timestamp:
Version : v1(0)
Log ID : BB:D9:DF:...8E:1E:D1:85
Timestamp : Apr 24 23:43:15.598 2018 GMT
Extensions: none
Signature : ecdsa-with-SHA256
30:45:02:...18:CB:79:2F
Signed Certificate Timestamp:
Version : v1(0)
Log ID : 87:75:BF:...A0:83:0F
Timestamp : Apr 24 23:43:15.565 2018 GMT
Extensions: none
Signature : ecdsa-with-SHA256
30:45:02:...29:8F:6C

EHZERAE BT ERRELFRNEITIEBA BIHITH , BRIFLERRE. AREREBENESE
B, BZALERERHIERHEREHEIER.

IEBMA NG hR4< 1.0 6


https://crt.sh/
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BaRE

H & RS (DNS) BiEEES Internet RAEMBNITENREME RN 2 ESHARBER

%o DNS TER T HXAE R (4 aws . amazon. com) A EF IP (Internet i) it (FE0
111.122.133.144), £33 , HH DNS BIEESEAREHMARNWIZSR, Fla0 , BI ACM , B
FAANBIEREBFERIELNRKIEBCHESRTUEFHEN ., BXEZER , S AWS Certificate
Manager & RERKE,

=&

HER—NXAFRSE (FlE www. example. com) , (B HE R4S (DNS) il IP hut, TEH
s (BIREBM) £/ IP it AR XAER, BEHANARIBHTAEREHNK

TLD

RALNRERENLE (TLD), EARHAE .com, .net, .edu. EFELEFR UK IEMAILERRY
TLD NERFXEMNAEE , IMWEER/MBXKB. TFEHE .uk (RE). .ru (BE). .fr (&
E). EAEZR/MEXABE , BESIA TLD B ZRRREWRIRUEM SR RE, 0, .co.uk
TLD #PRiR R E A Al dall o

TR 33

MEBESEREEAEE LB, ¥ TESExR/HXABENEE , MAFHISKEINRL (WR
B), AFRREMEANERE, MBS FE (BSRUTE%E). £ www.example.com F , T
R EZ AN example.com, 1 www.example.co.uk # , TR BT A example.co.uk, &
FHARRKEBNR (apex) WEMBZFBFHE base, bare, root, root apex, zone apex &,

T

FEHBNVTAEEZH , FAARKENAEEREMEE2R. REANFEHER www , BRAFE
AEEEH. FTHBBUUESZIMRE. Hlin , £ jake.dog.animals.example.com A , FiEK
XA jake, dog # animals,

BRI
FHEFEAE,
FQDN

ZLREHE (FQDN) 2EA FEEZETIME DR Internet Wit EN, MG EMERATE DNS &
Mo BTN , aws.amazon.com £FMA T Amazon Web Services B FQDN, FQDN 83F—E 2T

HERSE A 1.07
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BHFrEE, i , [subdomaini].[subdomain,]...[subdomain,].[apex domain].[top-
level domain] &7 FQDN B —#%#& =,

PQDN

AEEREWFHBHREDB D BREESE (PQDN) , € X FHHE, B [subdomain;.subdomain,.] X#
HWEFFE PQDN , XEFE N T ERERST,

DN A =

NERREBBFENEEHILE. BEFRELIEAREFRARE. ANBHOBRBEEEVN AL, T
RERBAXNE, MENBFEEENN B, FFRERSHFEACEEN HTTPS INEEREEM
#H. BEREN T HANARIERRANE (N ) MFBXERE RGN (#F ) Y step-by-
stepIiE, EMEIFEZIEF , EEREAZH, BHTUARLERARLEER.

SE2REEEZ (FQDN)
BFZEEA,
X AREmPI (HTTP)

BXALRIN (HTTP) R ENBEEENEM. ER—MERARMYL , AIXIAZIHRARREHT
o HTTP EE P in-RS5|[ERX TIETT , EH Web X ERBEE T IM Web RS ZJ[IBER AR ZF
iio EN—FMTRAMDI , HTTP 2L BEEMNER , MARELEMNBERFNER

£ ACM BEH | R SSL/TLS IEBRI A BAER HTTP #ATHRIE, WEBE R ACM RIEEER
HTTP #RUAKIEEAT AN, RSI[AES EFEALXLER | XRA 7N RE,

S8 74 DNS RiFHiEBFRRE , ACM BEF T EEEM ACM Mk HTTP RiEMiEH, MRz
R, XEIEPRE CloudFront EEN AR EIMANEEN., BEFALER ACM RER, WM
EHEIXLITR |, BRVNMEE ACM Mz BHNERFRLAE, CloudFront

BARAHTTP # ZER , BEFEEIENE , eUAXFIEAEREBIE. N TXUARLERE , £
HTTPS (HTTP &% ) , EfEM SSL/TLS M HFEHITNE. AXRLZLBEENESER , FSHAZE
% HTTPS,

NEZEAEMIZRE (PKI)

NAEMIRKE (PKI) B— M MARE. RARNKRBEARNRS , ISTBELIARMEZH#ITLEZLBE. &
ACMBIERT , PKIERFILEFHNELR, EBNRIEFEEEREENER. PKIEHA—XINEZHR

DR A0 R 2 M4 1.0 8
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RESENAANBAMEERENLA. ZREATNBFZZCRHITRENBEEH, BFEENSH
gﬁiIEO

ACM R T PKI LD RBAMF, EXRHIEBBTANM (CA), — 1M AMEHE=TS , ARMRHFIE

B, BLANERRFALEER MK, ACM MK X509 iEH , BRI EFXZME, HLAMEBERN
MEE. EXRLBIEPHNENEREY  8ELR. £1THRHE. N THRILELERNEEN , ACM

XFZMRIULEARERWEE |, fl0 DNS BiEHM HTTP Wik,

BEMNA PKI, ACM X Z£H HTTPS 4, BFERUR AWS BRMNAREFNINEBERE. Z

EBREN TEP BT ERMNEARNBENNEYE, TEMNEXHEXEE, X ACM W[KH
PKINEZELR , 52 W, AWS Certificate Manager iE$

RIEH

RPN (CA) BEFRET —IMNOREHT , 2o REWEESNHMHN , Ef]ZF CAs HH
BEMNRFRR, FRHETE CAs HERXZHITIAE CAs , ANTISIRIEHEE, L TRREHWNIBAY
CAMNHR CA”, MAEBHRNRIER, HIEPBERELEEMN,

Z2EEFRE (SSL)

ZEEERTRE (SSL) MttEREM (TLS) RESITENMERHEBELZEMNMBEDNIN. TLS B
SSL WEétE, ©AEER X.509 IEHX RS |/FITH DRI, XFNDIERXZ P ik SRS 2R Z [H
AT InZX WA KA 2 B 4E R IR X R B AR AT A

L% HTTPS

HTTPS &R HTTP over SSL/TLS , — NI EXEX KBRS [ FNEZLFNN HTTP, A
B HTTP &R0 72 35 W 48 KL 2 BT BB 1T B, HTTPS &4 7 HTTP iMXEETFTXFR, 3EX
M X509 MEBMMEREAR, HTTPS WIELFRZ , FNZELLEBATRREEE (OSI) EE A
W HTTP NARFETAMTCP £HE LA, Z2EHEAZSEEFE (SSL) M EBEREREMH
(TLS) %o

SSL BRSF et
HTTPS B4 B EMRS SEHRN S BT S HRIE. RS BELR X500 v3 BELH , AFHE

PHNLNEEAPERELNEAE, SSUTLS L FHIEHMAIM (CA) 5 , BERSH/E .
AR, 2. EREESF,

RIEPH hR4<1.09
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X3 PR R D0

M MR ERE - BARNENRBRR TR, BESAETHBAME,
FRERZEMEDR (TLS)

ESHLLEETE (SSL).

(ElEs

ZEit Web X RBREEMUENFH , SR RH[LATEBRIEMLRIES. T , JEF[RNEEHNCA
RIEF WO BIUEH, MAIEBTRIAM (CA) NAEE =T FRIEZMIEE &40 H @M ZER R AE
BNHFILER, BE , NERTURERFEEURIEMEN S M, WREIEKD , JRHFLEIE
B E R —MBEER.

i AWS IEB RS HRESEAFR?
AWS HEBBHEE X 500 EHNESRET HMER, EEREHREERNOES.

1. AWS Certificate Manager (ACM)-LtRSERA FEEMFEA TLS XL+ MWL EF, ACM iE
$ 3B Elastic Load Balancing, Amazon CloudFront, Amazon AP| Gateway F &t 5 AWS R
SEB, WEBRELNNAR—INEEAERENTE RN, ACM BB BT FEHE
It7RELEE, KRFEFERTE,

2. AWS #AF CA - LIRS EATE AWS A MELNERAEMIZRE (PKI) Wil EF | HEMHER
NEBFAFER. FH AWS FAH CA , ZALIGIZ B S WIERMANY (CA) BREW , HERATM
RiEH , ATXAR. HEN. NARRF. RS, RSBENEHMREFHTIHARIE. TTETE Internet
FERAFAE CAFMMAKRIER, BXESZEE , HSH AWS 748 CA (AFER) .

X RERAR I W< 1.0 10


https://docs.aws.amazon.com/privateca/latest/userguide/PcaWelcome.html
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AWS Certificate Manager i 4

ACM EEBRNE, ENSANIES. EPTATEERN LZNENEZFEIZELERF, BUNEE
M ACM BERAFEFEUED (“‘ACMIER") , BAIRSABRBE=ZAMRKNLFEETILEH. EXFELR
E$H. EMESILKAE PKI, EBAIEAA B Private Certificate Authority (CA) £& 8 ACM iE$ |,
B AWS FAF5 CA #{TEE, CA JREMNTENIKF S | gl HMK S EEHE,

@ Note
N3t ACM EHB AT BAREEE S| Nitro Enclave B Amazon EC2 356l £, B AIAS HAHE
UE$ , SAMETEE{T Amazon EC2 K6l LA, BXTERZEREE Nitro Enclave I Sk EC2 3K
Bl Eig B3RS Web BRSEHELR , HSHHIE | £ Amazon Linux 2 EZ2 % LAMP W& RS
BRBHIE  EAW D Linux AMI % LAMP W% RS8R,

® Note
RABFE CAXEMIERPMRERTAZEE , EEAMAER P iREEFE P RRIX LU
Ho

EFBMAUD |, HEF AWS B2 H| A HEhttps://console.aws.amazon.com/acm/ZR 3] F+ ACM
BHE, WRETNBNE , FiEF Get Started ( FHRER ) o BN, BEENSMERE CAsHIEREF
Certificate Manager # &,

£

« iEB R AWS Certificate Manager

» AWS Certificate Manager 22 #if

« FHFBEIEFPH AWS Certificate Manager

« FiFPSH A AWS Certificate Manager

« FIHEBEEMIESH AWS Certificate Manager
« && AWS Certificate Manager i $i¥15
 MIBREHEEMIEP AWS Certificate Manager

W< 1.0 11


https://docs.aws.amazon.com/privateca/latest/userguide/PcaWelcome.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-lamp-amazon-linux-2.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-lamp-amazon-linux-2.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/install-LAMP.html
https://console.aws.amazon.com/acm/home
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RiE N EH AWS Certificate Manager

£ /8 AWS Certificate Manager (ACM) , &AL R AWS BE TR MG FI N AREFEEMEE SSL/TLS
P, BALAER ACM RIERS AULS , REMUEERE, BXMFERAEM AWS REFIER IR E
WML AER. AXE5 ACM EEHNEBRSHNESEER , B2H 5 ACM £ ES. U TEWNA
EEA ACM 2RI BEERITHE R,

FA

 JEMIREAWS JK

- SIZEBAERIHENENAR
- At ACM RYIE#

- (%) BB CAAIBE

SEMFREL AWS K 7

WMRERE AWS IKF |, BERUTEZRKGIZE -1
&S AWS K~

1. $TFhttps://portal.aws.amazon.com/billing/3E A
2. ZEBEELMHBARE,

FEOEMET , FHETBRENREIEE  EREAREREHA —PNRIEE,

HRGEMET AWS K, IR BIZAWS IKFRAF —1 RAFERGRIZKS RHFRE AWS
RS MRF. FANREREREK , FAAFIEERLRANR , A BRERARAFKKTEER
AP R BRNES

AWS FMEREEKE BB RE—HEIAB T4, BB a1 hitps://aws.amazon.com/HiE#F
“BAKS” , E5EYINKFENHEBEENK,,

SIEEREELRMNRNAF,

EME , BRPENZE AWS IKkF AWS KPR AF AWS IAM Identity Center , /5 A X Sl 2 EEH
P, XEERTSEA root BRRITHERES.

MRAS 1.0 12
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https://portal.aws.amazon.com/billing/signup
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://aws.amazon.com/
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R IREY AWS Tk 7= 48 A 7

1. %3 Root A Hi AZK AWS IkF B FapfFihit , UIKFFRIEENSHEF, AWS
Management Consoleft F— £ , i ABH L,

ERIMEABRAFRERIENEDR |, B35/ (AWS &% AF#ER) H M Signing in as the root

usero

2. RENBAFPBRZESHRIE (MFA),

BXRUEHA , FSEIAM BFREETHN AWS K- RAFSEAEL MFA R% (BHE )

CIREAERIERNRNAF

1. J3 A 1AM Identity Center,

BXUE |, BSE (AWS IAM Identity Center FiF1E§8) ##Y Enabling AWS IAM Identity
Center,

2. £ IAM Identity Center 7 , JAFP R FEEIH RN,

BXEA IAM Identity Center B & N S RNHE , 25 (AFIERE) 1AM Identity Center
B A B9 A BRIAMREELEAWS IAM Identity Center FA P 17 R4 R

UERERBRNRNAFSHER

EE A 1AM Identity Center A B 0% % , BEERBELIZE IAM Identity Center Fi P BT &%
B SR B B T R 44 b 1k Y B Fe P Ak

BXMEH IAM Identity Center AP 2 ZH#HE , BZHAWS 2% AP EEFHER AWS iHE)|T]
o

77 4R BR 50 Bic 4 EL At A P
1. f£ IAM Identity Center 1 , B —PMXRE , ZANREFERE R A RIKAXRAY R AEME,

BXRUHA , HSHE CAWS IAM Identity Center A $§R) F#Y Create a permission seto
2. HARSEE—ME , RAERNZESEE L BFZIFRNE.

B , H30 (AWS IAM Identity Center FAF 58 ##Y Add groups.

BIZEFEE I RR A fR7< 1.0 13


https://console.aws.amazon.com/
https://console.aws.amazon.com/
https://docs.aws.amazon.com/signin/latest/userguide/console-sign-in-tutorials.html#introduction-to-root-user-sign-in-tutorial
https://docs.aws.amazon.com/signin/latest/userguide/console-sign-in-tutorials.html#introduction-to-root-user-sign-in-tutorial
https://docs.aws.amazon.com/IAM/latest/UserGuide/enable-virt-mfa-for-root.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-started-create-a-permission-set.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/addgroups.html
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JE ACM Ry A

T2REHE (FQDN) 2HELAHN AT Internet EHME—ZF , GERAREEESR , Hl0. com
;.org., MBEEZEEMTE , N TTLAUEE Amazon Route 53 S iF % H il ST M £ M — N
. BE , BRI EMEAMNYE , FR—NMREB. SH8IMBERFE—BE , fl0—2HE ,
RIE T BMEAT o

B <A Amazon Route 53 JIMBEZENEZEER |, 5 Amazon Route 53 FF X A RIS Y E H
Amazon Route 53 A

( A3k ) ECiE CAA 1B%

CAA iEFIEE R TFBELIE R MR (CAs) AEHFEABMRIUES, €25 ACM —EEMHM CAA iE
BB T LLE RN ERHEMAIEF T HIEEIR CAs . CAA BRFEEERBENILERMAVITIEEN
Z2ER | Rt EREAMEENER,

ACM FIEBFARIBHTRIEE G , FEREREBHFHE CAA iEFRLBR ACM BEB N EWRIES. B
B CAA B2 AEM,

BiE CAA iCRKE , iRERALTE :
flags

EE ACM RE X tag FERIVE., FUEREN 0,

¥R

B3

tag FERAILLALUTEZ —- BEE , ZiodefFRIEFI C#H 2,
issue

g RIETE value ZERFIEEN ACM CA EETBN NSRS FIEM AL,
issuewild
B RBTE value FERFIEER ACM CA EHERIN N ENEE FEMABEFER, BEED

ERTZERFEAREMEFE, HEE , MREURIER HTTP BiE , M REFTER ,
RN HTTP RIEF X IFBEAFE+H. X TEEMILEP , i5cA DNS S8 FHR4HIRIE,

(=}

P ERVETURT tag FERNVE. BX4FAAES (") HILERFEEX,

EHE A M7 1.0 14


https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/registrar.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/registrar.html
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¥ tag 79 issue Bt

value ZEREE CA BB, LFERAREAE Amazon CA BUAK CANER. BR , MRHE
BIEEUTMEA Amazon 2—H CAA iE3 CAs , | ACM LZ[ENEEZ R FEBMEIED :

* amazon.com
* amazontrust.com
» awstrust.com

- amazonaws.com
value FEREANEESS () , ERTNAVEM CA N ENFHFEMKIED, MREEED
FMEREZTBEENRENMENIMKOILES , EEALFR,

¥ tag =& issuewild B}
value FE 5 tag 71 issue MR , AR EER FTBE ISR,

LIFETEE ACM CA EH issuewild CAA iBFEA , ACM TEEM A BE LB, MEERE
issuewild , {BXIF ACM B — issue CAA I8 , Il ACM AT LA &K BEFiE+H.

Example CAA i &Rl

EUT RO, BEREBWNEE , ABRIEREKE (CAA), flags FERRIAL N 0, tags FERALLE issue
= issuewild, TIRFERN issue BB value FERHPEA CA RFB|HEE , I CAA iBFRIEREE
ENRZBF[EBATFMKRIEERWIER, MREE value ZERFHEAD B, Il CAA BRI RAAN

fEf7] CA MAKIE+H., CAA iIBZMWEER DNS ZE-E M F,

/A Important

MR R HTTP RiE 5 —#2 6 H CloudFront , NI FTLER & issuewild i , AR HTTP &
AXEERFED, N TEERSFLH , HKH DNS =8 FapEFRIiE,

Domain Record type Flags Tag Value
example.com. CAA 0 issue "SomeCA.com"
Domain Record type Flags Tag Value
example.com. CAA 0 issue "amazon.com"

( ik ) BE CAA id% MRA< 1.0 15
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RAriEmE

Domain

example.

Domain

example.

Domain

example.

Domain

example.

com.

com.

com.

com

Record type
CAA

Record type
CAA

Record type
CAA

Record type
CAA

Flags

Flags

Flags

Flags

Tag

Tag

Tag

Tag

Value
issue

Value
issue

Value
issue

Value
issue

"amazontrust.com"

"awstrust.com"

"amazonaws.com"

BXmENRNH Sk DNS BRWEZEL | 544 DNS 2455, Route 53 1% CAA it H,
IR Route 53 22H DNS 1247 , 551 CAA AU THRAEXMEEIEZNESELE,

AWS Certificate Manager 22 3 iE$

WRABED

, AGN BIE AWS Certificate Manager 28 UE BB E AT E N P ATRKRIEEH A E X,

N ACM IEH3E1E X.509 #rf , AEBUTRE :

- BW  KAEANE DNS WEBE R, BXESEER , H2H HE,

- BOE X TME | EPAERAEEMLIR 2048 L RSA, 256 i ECDSA = 384 fi ECDSA,
- B BMEBHNEMREN 13MA (395K) .
« 817 : ACM 2% 11 MARZHBHRITRFILESR.

EERLER ACM RABHABREHRER P MAPAEFIER, XERGRARBNE, BIESE
UREERBERBRANEMEEEMRS . MREFRIEBEIRE , FSHAEEIEBERFAD,

EFARBEFE PKI BEH AWS FAF CA , IS 7E AWS Certificate Manager® & RFABIE$,

AWS Certificate Manager 2 #iF 45 #9435 41F 1 BR

ACM REMAHIESEEUTRHEMRS . XLE[GERT ACM REMIES, XERIMBRE AT
ERTEAMIES,

NHIED

MRA< 1.0 16


https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/ResourceRecordTypes.html#CAAFormat
https://docs.aws.amazon.com/acm/latest/userguide/acm-conditions.html

AWS Certification AriEE

RN RARFEE

ACM IEBZBIFTEERMNKER[MNEE , SEIIRES. 3K Edge. Mozilla Firefox  Apple
Safari, B TLS E#ZRIFEA ACM IEPIL R | KBRS E R ERIR, Java H{E1F ACM i
Fo

EPRMENIRRIREH

B ACM BIEHAHIERRBILSHETRS , XTI EEMN A HIERM AN

(CA)o Amazon 1R CAs 1 F 4 B Starfield G2 RIEFMA N — G2 RRXEH, Starfield root £ =
2 ( E&H Gingerbread MxZA ) fiOS ( A 4.1+ ) EZBEF. LI roots R i0S 11+ H{E
£, X¥EEE. MAEFHE 0Ses & Amazon = Starfield 18 B ZFEF ACM 2 HiE$,

ACM B RIEIUEHEE ( RSA = ECDSA ) FEH 7 ELHY H B CASSEAE B [EF 7 M A M FR AL I
SEARIEH, BTXMPEEYERE , ACM TE2MHAE CA FEE.

1 EWIE (DV)
ACM IE P LT IFHIIUL |, RIFIRT R, BiE ACM iEPE |, AERAFTE 8 EFH AT A NS IRFHI

A AE A B FER S DNS BiIEFREN. BXEZEER , HSFHAWS Certificate Manager B FEB
HISUE RAWS Certificate Manager 3% RS K1,

HTTP Wil

EME BT TLS iEFET , ACM X#i@id CloudFront HTTPIRIE# TP E N IE, 5%
A HTTP EEMKIEBHEEFMAEN , HIEBMHELT DNS RiIEMN B3HLE1T. HTTP Kif B 81 R &
&S “ CloudFront 2 %" ThRER 1T,

HTTP Bk%%

STF HTTP BiFE , ACM 2 TRedirectFromMit M1MRedirectTolt, BARMIEEMNEINE
TERedirectFrom[@RedirectToF BESE RIEEH|, RedirectFromURL ZIFELX T KUY |
MRedirectTo¥E M CloudFront Efti& kS ACM 4NV E , Ehask —HNRIESE,

M. EE

HEMRSEEN ACM FHIEHEManagedByHF E RZBEN E B, WTFEH HTTP %
IERYIES CloudFront , L FERE R “CLOUDFRONT”, XLEiF$H Rge@ A CloudFront,
#ZManagedBy F & H Hl #£ DescribeCertificate M ListCertificates APIs, ACM 124l & K iEH 75 8 M iF
gm1§/§\ﬁﬁto

ZManagedByFBE ‘AT AT BMMEEH K. T CloudFrontfe Eil+ , BT EBI H M AWS
RS AMFH A%, BREES CloudFront APl X EEREESRFR—REMR,

45 MEFBR MRA< 1.0 17


https://www.amazontrust.com/repository/
https://docs.aws.amazon.com/acm/latest/userguide/acm-concepts.html#concept-ca
https://docs.aws.amazon.com/acm/latest/userguide/acm-concepts.html#concept-ca
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R MR CA R

RAriEmE

N T PRI BEMIRAE , Amazon ATRESEF B TRANER TERPE CA. XETR(LFE
FMEF, BXESZER , BSH “Amazon 5| AZZASH ENEH A",

N8R Amazon ZH1R CA , NEXCHFRIEFTERAMEN. Amazon FEFAMME AN G EEHN AWS
Z F AWS Health Dashboard , @fEXIEZBE FEIHFFBERBRAREFLE,

FA T 1808 9 B A 38 15 (R AX R

ERENRASMFIERMER OCSP M CRLs RKIEM AR REHER. REFFBHAEATREZEEZMAN
RYALI = gE S VRIX L LI,

ER LT URL BEAFRAKIAZMERE

+ OCSP

http://ocsp.?????.amazontrust.com

http://crl.*.amazontrust.com/*.crl

ES () RRX-ANIESNFEEFEFH , A5 ?) RRENFERFFH , BHERIC #) RREF.
BHREE

EBBNIEEEEZMBEA KN, ACM X#ELT RSA Ml ECDSA ~iE % -

- RSA 1024 i (RSA_1024)

- RSA 2048 i (RSA_2048)*

« RSA 3072 fI (RSA_3072)

- RSA 4096 i (RSA_4096)

- ECDSA 256 i (EC_prime256v1)*

« ECDSA 384 {i (EC_secp384rl)*

- ECDSA 521 fi (EC_secp521r1)

ACM AILMERRE S () WEERBENLS. HAEENERTSANILES,

SR A R I

MRA< 1.0 18


https://aws.amazon.com/blogs/security/amazon-introduces-dynamic-intermediate-certificate-authorities/
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® Note

3t F 1 AWS Private CA CA Z&KFAA PKIiE+H , £EE 2 K5I ( RSA 5 ECDSA ) 44
5 CAWEHREERFIETE,

ECDSA ALt EAEF L 24/ RSA BHAE D , TERRES |, BHIFMENEE M mH &
ECDSA, tt&Rh4mB NIST , LLBR T RSA #l ECDSA ZH A/ ( My #y ) UREBEFRLHR

B
hREENZANZ S
TELBE RSA Z4A K/ ECDSA 8 K/
128 3072 256
192 7680 384
256 15360 521

Z2BELN2MRERT , EREMBERFNFNHRERR. Hla0, 3072 I RSA B M 256 I
ECDSA Z4ABA LB R 2'°° MR R,

BRAREZNHEY  FSHEPH AWS BEXE (N FEMEHR ECOSAER) . AWS

Certificate Manager

/A Important
EHBRFRATHRFEXFNEEZNBHAKRD. BRBIEBRSA IAM ER ACM , Support
LBFTE. BXFMAEER , EFSRASTRSHIH
« X F Elastic Load Balancing , #% % Application Load Balancer #J HTTPS i85
« BX CloudFrontfZ & , B2 F X ## SSL/TLS MY F L,

RESITNAE

ACM B ACM IEPMLEITHNEE, B ZITETHLERIEIPREERER, HRERIERIHEMS
BfEN. BXEZER , BSH PR EIERLIT AWS Certificate Manager.

45 MEFBR MRS 1.0 19


https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-57pt1r5.pdf
https://aws.amazon.com/blogs/security/how-to-evaluate-and-use-ecdsa-certificates-in-aws-certificate-manager/
https://docs.aws.amazon.com/acm/latest/userguide/acm-services.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/create-https-listener.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/secure-connections-supported-viewer-protocols-ciphers.html
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ZNMEE

BN ACM EHBAEDBDE—NTLRENHE (FQDN) , BT EHM B, B0, RIIE
Fwww.example.comtt AT LA BiEwww . example.net, XtERAFHE ( KBRS EE ) .
YRA] LA 1 www.example.com HIIE$ , HEE example.com. BXEZEE , HSFH AWS
Certificate Manager 22 HiF$,

punycode

PPUH R LT Punycode X EFRMEIBAKER -
1. Ll“<character><character>--"#& =\, 7 L 1V i B S M5 “xn--"— B,
2. Blxn--"FFSk i B th A MR B R EBR LB

Punycode 7~

=& B B R EE

M1 &4

2

example.com & rE v R Ll“<character><character>--"F sk

A A
a--exampl & TiE v A& LL“<character><character>--"Ff sk
e.com A A
abc--exam & & v A& LL“<character><character>--"FF 3k
ple.com A A

XN--Xyz.com X = v BV ERRMLER (BT R E.com )

Xn--examp = B X FREMNERLER
le.com
ab--examp B B X AT “xn--"FF 3k
le.com

B%E

ACM IEHH BN 13 1MA (395K )

45 MEFBR MRS 1.0 20


https://datatracker.ietf.org/doc/html/rfc3492
https://www.icann.org/resources/pages/idn-2012-02-25-en
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TR SR

ACM ATEEHRMNES (*) CIBBRMALS , MRPE-BFHNZ IR Bl

m, * . example.com A LAURH www.example.com Fl images.example.coms

EBEMERLS , ES (*) XTI TEHENRED , ABRERF —NFERH,

fian *.example.comﬁé?Flogln.example.com%ﬂtest.example.com , BF
Rtest.login.example.com. b4\, X *.example.com®R¥F FHE , TRIPEE B R
() example.com, BRI LUBIIEELZMNMEE ( HlMexample.comM ) FREF & H Fi5H HIFIE
$, *.example.com

/A Important

WMREFE A CloudFront , EEE HTTP RiIEAXFHBEFFIEP, XN FEEFFES , HAE
FA DNS RiF st &8 FHR 4 I0iE, FKAIZEIW DNS Bif , R A eXFHAFLEITIES,

£ AWS Certificate Manager® &R A B UE$

BT LA ACM #2#| AR API BB AWS Certificate Manager ABiE+H., AWS CLIZ A LURIX LEUEH
SERIEPL—R2ER , AWS RS LA UNHES B A EER AWS Cloud,.

BTRARER T R FHIERMATF HN A HER 2B X5,
NEUEH

EAEEMK T Elastic Load Balancing, Amazon 1 Amazon CloudFront API Gateway AWS RS &
£ ACM XBIUEH, BXEZER , 5H 5 ACM £/ RS .

(® Note
T xS HTE 2025 F£6 A 17 B 2RI ACM AHIEH,

TN

\
/|
P
F

iE$

S HAHIEFH T AWS RS SERIEHESER , AT UEAE AWS CloudEA. BXES
BR, ﬁé’* BAWS Certificate Manager ] § H /A HIFPME ACM ER RS . BAALIEHH
ACM AHIERHBSHATSHINEE , FTESHAFIESH,

BRAFIESH MR 1.0 21
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RAriEmE

LTFETIHEMMHEE, SHMBELR ACMIES,

F

B

- FARFAERATIES

- A CLIBRAFIES

« AWS Certificate Manager 7] 5 H #9280 HiE$
- 5 AWS Certificate Manager 22 3£ iE$

- R AWS Certificate Manager 2 #iF$
- REEHEITSH
- BBHILITIES

EREF S EFERLABIES

%k ACM AEIES (2414 )

1.

B AWS BB H| A H fEhttps://console.aws.amazon.com/acm/ZRHFFF ACM 251 A&

EFRERIEH,
#£ Domain names ( H®& ) #7 , BALHNEAE,

B L ERT2REESE (FQDN) ( 4120 www.example.com ) , REFEEHBZRTMLIHE ( Hil0
example.com) , BEAUEREMNEFRES (*) FNEEFREFR—BHRHZSNERIE
o N |, *.example.com A LA{RH corp.example.com F] images.example.com, BHEL
HEMNETE ACMIEEW “FH FEM FRAEZABW TEED,

BREEFIEREN , ES (*) XU TEHENREMNVE , MERBERP —NFERH. Bl

| *.example.com A LR login.example.com #] test.example.com , B REERH
test.login.example.com, BiEIE , *.example.com iR} example.com I FiF , M
AR B BTN R (example.com). EFFNERIP=F , BSRT 1T K.

(® Note
NHR RFC 5280 BXR , B TWRAPBMANEE ( FRRERN VAL ) BKETEERT
64 N\LFT (FR) , BREAR. BR, B (ET—FH ) RENESINEEETEERS
 (SAN) I KE & Z Wik 253 NN/ L F T,
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ERMEMEH , E%F Add another name to this certificate (BILLIEBHFME —NEFR) , AR
BEXFEREABN. XX TFRENRFPFEERTRE ( HlI0 example.com ) KEHFi5 ( 4l
i *,example.com ) 3EEE A,
3. WRESIEACM JSHALNHKIES |, FERE BRSE ET, BFE%IHRNERHFAAHENAE
FRAT AWS Cloud, BXEZEER , 5@ AWS Certificate Manager A § H#) 22 HAiE .,

4. 7f Validation method ( BiEJ5 % ) 8B4 , BIBEHIFE E%E$F DNS validation -
recommended ( DNS RiiF — #% ) = Email validation ( B FHBAFRIIE ) o

® Note

MR ETLAYREE DNS Bt & |, i EH DNS B iFmF 28 FH4 R, MAX T B Fap4
KiFE , DNS RiFBEZf{LE, ESFEAWS Certificate Manager 8 RS Rl

ACM EMRUEB 28] , 2RIEERBRAENEFEBFERFNES, S ERBFERAHRIER
DNS %1,

a. WMRIEFBTEHRIE , I ACM & FRIUFH FIH A X R EBEHEZRFPIBENT, MR
E TR , N ACM 2R ZBE FEHHF L ERZRIIE, BXEFHERIINESEER ,
ESRAWS Certificate Manager B FBR 4RI,

b. MR DNS BiE , M RAFH ACM BHEMN BB IEFKE ALK DNS BE. B> DNS BiEH
EZER | 55 HAWS Certificate Manager 3% 24K,

5. ERMHARERD , BE-—MEE,
6. T Tags (¥ ) WHEL , BAILLUERNIEBRIIFL, RERREX , AFERZIMNALR AWS &

BRI THIE. X ACM LSBT RUR B X MAERBIEREEUERFMZENRA |, FS
] 4 AWS Certificate Manager & FRRMNIRE,

SERAIRESG |, % Request (1K )
7. REERE , BHAMEREUERIIK  HRASEREXMIEPHNER.

FEEEERR | EBHRAFZER Pending validation ( EFRIE ) , BRIFRBEDBREBIEPF
REMPFHEAFEMRERRSHERAM, ACM EEZRKIERIE 72 /Mot , REEIT, WRIEF

FPRZASERA Failed ( B4 M ) = Validation timed out ( 3iE&EAT ) , MMIERIER , EIE DNS I
UESE FHRHRIERA , RAFER. MRBIERD , MIEBAPRSFHER Issued ( EMK ) »
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® Note

REFEENFIRFFHER  BEERNIEBAEAIRVETL, EAURKTEUHNRE=
AFRERIAF, EEFTAERA EAR TR S TEH,

£/ CLI HRAF/IEH

w17 LA request-certificate AR ERIHLE ACM kB, KiEHER TEER DNS
A EMAIL ( EFHB4F ) » BREABEM TIEE R RSA 2048 ( MR AKREAIRHSE , MR ERIA
& ). EC_prime256v1 1 EC_secp384r1,

aws acm request-certificate \

--domain-name www.example.com \

--key-algorithm EC_Prime256v1 \

--validation-method DNS \

--idempotency-token 1234 \

--options CertificateTransparencylLoggingPreference=DISABLED,Export=ENABLED

ES B F A EIEBE Amazon Resource Name (ARN),

{
"CertificateArn": "arn:aws:acm:Region:444455556666:certificate/certificate_ID"
}

AWS Certificate Manager A 5 H#Y/22 H£iE

AWS Certificate Manager ] S H AR B A FEBEE M S EHE, EEMIE SSLTLSIEH |, &
& Amazon EC2 3|, BEsfIAM TN, LLINEER ACM MAM AHIERYT BEIERKBEZI AWS
RS , AR UEREFHENEMBEHPIES,

e

LTABRERT ACM AT & HAHIEBH AL

- FYLIERERE : €£H ACM EHhEEMBRRNWIESR,
« ERWFRIUES : EEENRBERNLRMERILES.

- BHEIT : ACM K EFLEUEBEI] , HEMIBAZHBENBHE. EXESZEE , FZHA L
5#X ACM K EventBridge .
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o AN  AZENERQEN TS HLAHIERATHE,
o RIFEHE  EEAZIEEIRAE SSUTL SIEBHRSSFRNARERF LFERIER,

ACM AT S HAHIEBH THERE
LTRBABRT ACM S HM AP TIERE :

1. B ACM NIEMEIA BiE S HAVEH,

2. £ DNS =8 FERF IR UE I IE B AT A N

3. SFHIEH. FAMIEPHEE,

4. FEBHEZNEHRSH[BNAERF

5. ACM EEEIT , AEBMLL AN RIEEA,

ZEMEREM

UTRERACM ISHNAHIERNNREEESH, BXESER , B3H PHEBHERT AWS
Certificate Manager,

« ERARENFEMGRESIRET S EHRSA,
- MRENEZAME |, BEHR ACM WIREHIEE,
« MEBEITIERR , FRTEINBRARKRER

BR 51

UTRHEL ACM IEH RS

« IEBPHEMHN 13MA (395 XK),
« ACM 2% 1M MNABEITIES, ACM FHEITRANAEZIH B HAnl 60 REHIRVIEH
« BHNERSHIEPNHELRE,

EH

FRSNENTSEAHE SSUTLS IERFEEXF#NTAH. AWS Certificate ManagerB < &x#HY
ACM EMMER , S AWS Rih EBIAWS Certificate Manager FRSS EN TR Ho
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RAriEmE

R1ERE
BT RER ACM IEF TR — L HAEREK

- WEPEITE , MABIFHRER.
o MARHKRELITIEBH B EBBRE,
« {£/ Amazon EventBridge IS/ f B K IBIE BRI E,

&1 AWS Certificate Manager % #iE$

UTERREISETHEMAE ACM £H 5 S H ACM R HIEH, WE , B UEMexport-

certificate AWS CLI 5 ExportCertificateAP| &4,

(® Note
T ESHTE 2025 F£6 A 17 B 2RI ACM AHIEH,

SHARIES (HEHAE)

1. &% AWS Management Console 737 ACM #£#|& , Mk}, https://
console.aws.amazon.com/acm/

2. IEF IR, RAEERPESHNIERHERE,

gE , BULNERIEHS, FIEBFAGERES , RS H,
3. &R 'EZERMFE , RAREE S
4. BWMAABUNLBEEANED,
5. BT EEE HHEH X,

(® Note

£ ACM #ZHI & |, BAI S H . pem IEFH X4, EA LU .pem XHHEBRN 5 — T XK

3, Bli.ppke. RTHEZEE | BSIHIXE re: Post XE,
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S 4 A S (AWS CLI)Y

fffexport-certificate AWS CLI @8k ExportCertificateAP| 4S5 HABIE B, =17
WEE , BRTIEEEB. N TREZ:Y , FEAXHFESIEEEEFHEXHF , ARETR
M RIBUFBEE, XFETUBLEZBEEEGSHLRRP , HHLELZBAZBNEMATE
=g,

® Note
FEZEBN XA EUTALNERE, SN TR IRERE M

$ file -k passphrase.txt
passphrase.txt: ASCII text, with no line terminators

BUR RBIS a5 HREE jq AERA PEM 3.

[Windows/Linux]$ aws acm export-certificate \
--certificate-arn arn:aws:acm:us-east-1:111122223333:certificate/certificate_ID \
--passphrase fileb://path-to-passphrase-file \
| 3g -t '""\(.Certificate)\(.CertificateChain)\(.PrivateKey)"'

X 2% H base64 wmIBHY PEM BRIEH , & BRIEFHENMNENILERA , T EBOEE RO R,

MIIDTDCCAjSgAwIBAgIRANWUFpgA16g3IwStE3vVpTwwDQYIKoZIhvcNAQELBQAw
EzERMA8GA1UECgwIdHIvbG9sb2wwHhcNMTkwNzESMTYXNTU1WhcNMjAwODESMT cx
NTU1WjAXMRUwEwYDVQQDDAXx3d3cuc3B1ZHMuaW8wggEiMAOGCSqGSIb3DQEBAQUA

8UNFQvNool1V+tICL4cwWOdLOkxpwkkKWtcEKkQUHE1v5Vn6HpbfFmxkdPEasoDhthH
FFWIf4/+V01lbDLgjU4HgtmV4IIDtqM9rG0Z42eFYmmc3eQ00GmigBBwwXp3j6hoi
74YM+igvtILnbYkPYhY9qz8h71HUmannS8j6YxmtpPY=

MIIC8zCCAdugAwIBAgIRAM/jQ/6h2/MI1NYWX3dDaZswDQYIKoZIhvcNAQELBQAw
EzZERMASGALUECgwIdHIvbGOsb2wwHhcNMTkwNjESMTKONTE2WhcNMjkwNjESMjAQ
NTE2WjATMREwDwYDVQQKDAh®cm9sb2xvbDCCASIwDQYJKoZIhvcNAQEBBQADggEP

j2PAOviqIXjwr@8Zo/rTy/8m6LAsmm3LVVYKLyPd1+KB6M/+H93Z71/Bs8ERqqga/
61fM6iw2JHtkW+q4WexvQSoqRXFhCZWbWPZTUpBS@d4/Y5q92S3iJLRa/1Q0d4Ul
tWZyqJ2rj2RL+h7CE71XIAM//0oHGcDDPaQBFD2DTisB/+ppGeDuB
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MIIFKzBVBgkghkiG9w@BBQOwSDANBgkghkiG9w@BBQwwGgQUMrZb7kZ318nTZg7aB
1zmaQh4vwloCAggAMBOGCWCGSAF1AWQBKgQQDViroIHStQgNOjR6NTUNUwSCBNAN
JIM4SG202YPUiddWeWmX/RKGg31IdE+A@WLTPskNCACAHqdhOSgBwt65qUTZe3gBt

ZGipF/DobHDMkpwiaRR5sz6nG4wcki@ryYjAQrdGsR6EVVUUXADkrnrrxuHTWIjF1
wEuqyd8X/ApkQsYFX/nhepOEIGWf8Xu@nrjQo77/evhG@sHXborGzgCIwKuimPVy
Fs5kw5mvEoe5DAe31rSKsSUJ1tM4Rag]j2WH+BCO4SZWNH8kxfOC1E/GSLBCixv3v
+Lwq38CEJRQILdpta8NcLKnFBwmmVs90V/VXzNuHYg==

EFNMAEATRHIIXM4S  E-REEQMMBBENREH , ERATHT

$ aws acm export-certificate \
--certificate-arn arn:aws:acm:us-east-1:111122223333:certificate/certificate_ID \
--passphrase fileb://path-to-passphrase-file \
| 3g -t '""\(.Certificate)\(.CertificateChain)\(.PrivateKey)""' \
> /tmp/export.txt

P48 AWS Certificate Manager 2 H#iE
IBAILAE R ACM #2415 = API R{E B8 7 AWS Certificate Manager S B A #iF$, AWS CLI

BHEEEERHIPUETEHRNBER R FZHAMEBEXNE, PHITIPNEZHPEER, ATAERAUT
FERA :

. RIEEXE

REXREEHR

» Superseded

————

W

FlkiE

Il

BETREZER , 75 (IDBREXRSIEBITHEN M (LIBEERS) -

AWS REFHREIUH BHERRS | ELIEHRSHI (OCSP) ML HEFI&R, EMH OCSP , &F
iy A] AE SR EHREPRS R B EHEBIEE, OCSP 8 TiEH FIRANKIEES.

N4y

UTRBHEIERZBRERSEM :
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o SR EERON SR S T

. BREHAT TS HNARITS, NREAREEEXEES | NATELN B,

- MBLEFBETIS , WEHBIES  MAESHIS,

B BHTRELIRMMN . LRESHENFFEERIRREEBESHITHDY. ARNs
CERBHEKAMN., EEERRCBEMIBARESEA,

C ERREBSTEEE 24 M T AL,

REHIER (2FE )
UTEENEISETHNMARE ACM 2B MBI,

1. &% AWS Management Console 7#3TFF ACM ###l& |, MitR. https:/
console.aws.amazon.com/acm/

2. EEHHIER, RBETERHENILEHHNERE,

HE , BAILUARIE S, FIEPFAEERES |, E2HH,
3. &R EZRE, REER B
4, FHI—NXMNEE , BXANEEPREBEER , W Arevoke , RF%EE Rev oke,

/A Warning
EH—BHWAHE , RAREEEAZLEE. RHEILEPRKAEN.

BAIEH ()AWS CLI

ffrevoke-certificate AWS CLI i85 = RevokeCertificateAPl B/ERE ACM NERILE
EH, BALLBETRAAGSRRZIEPH ARN, list-certificates

$ aws acm revoke-certificate \
--certificate-arn arn:aws:acm:us-
east-1:111122223333:certificate/12345678-1234-1234-1234 \
--revocation-reason "UNSPECIFIED"
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/acm/list-certificates.html
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/A Warning
EF—BHARHE A RTEESEERAZIER, RHIEBRKAMKER,

LT R2iZrevoke-certificatem S H.

arn:aws:acm:us-east-1:111122223333:cexrtificate/12345678-1234-1234-1234

BEEEITEH

AWS Certificate Manager f& B 7] § tH #92 HIEF F Amazon EventBridge , & W] LAEL & B Z1iIEPLEIT
=4,

1. i&E Amazon EventBridge jEZH LS IBIE BEITER. BREZER |, iS5 Amazon

EventBridge ¥ ACM B % %5.
2. BSIEEMEUELITHRABIERLEE, EXEZELR , BSH EventBridge £ ACM A @il &b
AT,

3. E& EventBridge E LIREEEAE LT HERE KMo

5 ST IEF

BATLUET ACM #8414, ZiTiIEBH APl BIELIT ACM A B FMFAEIEH AWS
CLl, RenewCertificateRREELIT 2 S HMIES,

/A Important

9] ACM A S HM A HITPE , BEEXLFTNTEH. EXEFHH ACM ENEER |, E5H
AWS M5 _EBIAWS Certificate Manager BRSS EH T H .

SATES (2HE )
UTRRHEISET BAAESISEIT ACM ABERMBIES,

1. &% AWS Management Console H#3T7F ACM ##&|& , MitR. https:/
console.aws.amazon.com/acm/
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https://docs.aws.amazon.com/acm/latest/userguide/cloudwatch-events.html
https://docs.aws.amazon.com/acm/latest/userguide/cloudwatch-events.html
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2. EEHHIER, RFEPESITIEHHNERE,

®E , BALLEERITER, FIEPEFEASETRET , EBREIT,
3. %R EZRE, ABR®RE EiT,
4., FFHI—PXMEE , BANEEHPE Arenew , REEEFE “E&i]7,

SATIEH (AWS CLI)

fEHrenew-certificate AWS CLI ip 5= RenewCertificateAPl B4ELIT ACM NERFAEIE
F, B lBETHATSRKEZITEM ARN, list-certificatesrenew-certificate a8 H A
iR 3]0 R,

$ aws acm renew-certificate \
--certificate-arn arn:aws:acm:us-
east-1:111122223333:certificate/12345678-1234-1234-1234-123456789012

I8iF AWS Certificate Manager 28 iE $ By 13 Fr & X

L SEEBMENM (CA) RIEHM G MAIER 28 , AWS Certificate Manager (ACM) 24ZRilE BR #&
HESEHEERERIEENFEE R, ERFIERNR , B LERBETEA RS (DNS) BiE, BF
BRSO SR HTTP RiESKIER AT E N,

® Note
WIFERTF ACM AN AT EFEER. ACM FERIFSAWITIEHAFAE CAZEWIEH
Mg Fr BN, ACM FTERIE Amazon VPC Ao E R EX HEMEMIEEHFINER, BEXES
E8 |, FSH HEEIE PRI A,

FAZWAEER DNS BiIEM AR E FHARIE , REWMT

- WREEH Amazon Route 53 BIEEH/AH DNS idF , N EEET ACM EFEMIZHE,

s RENFPEEFERAP , HEHBIEFKREFEE , ACM & EHIEETT DNS BiFAIEH,

s BEY®BFEHFRIEMIIBEEFHAMEERNITIRIESBELEIT. ACM 2EFIHRET 45 KRR AIALEIT
BA, XEBMFLAERZENAENERAEER U RN — N2 Nkt BHAHIE —NEE
EHEE ARG ZEEUBNET, RIEFE5IHIER , ACM £ &k EEHEE ARN BEE1TE
H,
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MRETTERBIH B R DNS BiEE | WM KA B FERAHRIE,

HTTP BifERA T 5 —2FERMIEP CloudFront, WA EMEA HTTP EERRIEAIFHBFAENR |, HiR
35 F DNS BiEW B 34817,

® Note

HEOER AR FERHRIENIERE , BT ETREIER DNS X H#THIE. E6EMA DNS K
iE , EMERIZIES |, RE6IE—MER DNS RIFRFIEF.

F&

« AWS Certificate Manager 88 25 K iF
« AWS Certificate Manager B F B4 3iF
« AWS Certificate Manager HTTP ¥iiF

AWS Certificate Manager 3% R£ 1R

WA KL (DNS) BRIEZEBIM LM R IRH B RS, DNS R4 —NBEEVEN IR BIERE.
WMRIERE DNS BiE , ACM 2R —FHZHZFNBIEHK , REERLTRMNB L EHEE, XEIERS
BE-AME—NREX , B TR ZEEE RN,

(@ Note

EOER AR FERHRIEMNIERE , BT ETREIER DNS X H#TIHIE. E6EMA DNS 1
iE , ERIBRZIES , RiFeI2—MEMA DNS BRIERHFEH,

flan | RN example. com FIERIEH HIEE www.example.com HEAMBZF , N ACM RIEGIE
AEANBIEFRK. BRIEFBELZNENFNK - CIEN T EEHNE, ZER—15IE , E@ ACM
RAXRBHLITEWIERH AWS H, FIBIEZFIFARME DNS BEEF—X. REEBEEFEAD
HERBIEFRRIGEE , ACM REBIEITIER,

/A Important

W RIEE A Amazon Route 53 BIRRHI /N HE DNS i8% , BB REM DNS 124 T B MR
gk, MREZERBIEA DNS BUEERRR |, N ABE R B FER 4% AL,
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CREERIE , ABFBRERNARE , ERATUNENTLIRESSE (FQDN) BIEFH MY ACM iE
B EBMEY , EULGEZEFHARSRNERIES K ERBSZTEFHMNIEFS. BT CNAME &
IEBHER TEM AWS X |, BT RES N XEHEHRCIZBRIES. BIE %R BRY
UEFo

A LUB I MIE B BREY AWS RS I BRIE 5 038 I M BR Bl B i KR F 1L B3 41T, MREM DNS 12
HET 2 Route 53 , BB RIZAE T AN ERIZR. 2R Route 53 BEMIRERE , HZ @ Route
S53FRAGEETIRRERIIRE. BEXREILERKITNESER , BSHTHEEILERLIT AWS
Certificate Manager,

® Note

WMRIER DNS ECE g 7 AN LRI A& CNAMEs i85 , CNAME #Him e kM. MRE
FEERNERE  BRINBNUERE AR,

ACM 3| B 1EFH TIERE

® Note
AE 0BT TR Route 53 fE7 H DNS REEHE

WMRIEF R Route 53 4F3 DNS 124t7 , MFEE (BEBEI MY ) F31F ACM REMN B & I2RK5HA
ARRHENBEES, AR IERATZSHEN , SRENEHNSANHINHNERE T BIENER.
XTF ACM , XEEFR A FHHREA A RIS E3IEBE&IT,.

TRERTANMEBNROBBIERK, BRICEMEREV-EFENATRIEEE AR

ERF , FFEE, IR NCRBEH-EREXNRMERN, XiERT7XFBEAFSE (4
) *.example.com, ACM 81BN EZREENHEMBCIENFZREME., example.comEN |, &
NHEREHRTIEREFLASN M HE MR,

A& 18 R R
A IBREBWN 1B&E put 4
*.example.com _ x1 .example.com, _ x2 .acm-vali ME

dations.aws,.
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RAriEmE

&

example.com

www.example.com

host.example.com

subdomain.example.

com

host.subdomain.exa
mple.com

IR SR

_ x1 .example.com,

X3 .www.exam

ple.com,

x5 .host.exa

mple.com,

_ x7 .subdomai

n.example.com,

_ x9 .host.sub

domain.example.com

o

IGESIE

_ x2 .acm-vali

dations.aws,

_ x4 .acm-vali

dations.aws,.

__ X6 .acm-vali

dations.aws,

_ x8 .acm-vali

dations.aws,

_ x10 .acm-vali

dations.aws,

TR () 2RXNER ACM £ R KFRFH, Hlm

_3639ac514e785e898d2646601fa951d5.example. com.

RRERWIZFKE . KERWICKETRER

_98d2646601fa951d53639ac514e785e8.acm-validation.aws.

AT E— DNS g%,

(® Note

WMRIERY DNS RUBAIXIFHANS THXN A BRICFKE , TS MHHEE DNS KBif F&,

HIBFERIUEB HIEE DNS BiEet , ACM 2REUTRANBIZIZREES

AR

WAEEATAR
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& IEFRAM iEFEK  iExfE

il

example. _a79865eb4cd1a6ab990a45779%b  HI&id

o 460b96.example.com. ] _424c7224e9b0146f9a8808af95

5727d0.acm-validations.aws,

HEREUEHXREKN FQDN, IEFAMME RIS , AFEREXNNE. EREAFEREXNNE.

/NP DNS #2E A TR0 DNS 125%H Web AEMNANFERFRMAABX=Z/ME (=&, 12XB
MACRE ) . REBNTIEREN (RRAR'EBN ) FROLEFXATHE. EREBRT , £F
ERMHELEMTRHNEBNZHS, HttREE2EFELMNIERANTAFRS | XEKRE (ELX
RIH ) BRI A

_a79865eb4cd1a6ab990a45779b4e0@b96

HEMFRP, IREBHETX—K , HAASSHBWIEEEN (HlW .example.com) , BHK
KERTBEM TR

_a79865eb4cd1ab6ab990a45779b4e@b96.example. com.example.com.
EXMERLT , RIPRAK. At , ENZEHRIBESHREBFHEN R ARE,
®RiE DNS ®ifF

MR AR N BB ECE Jy £ DNS il

=

b

iR & HIRE DNS RiE

(® Note

HARBRECLRT EH—MES , St ALEERZIERN AWS X T, MRBES
RITFRHAFBNEREARE  RELCHDITF LA | BREETIRFEHENE
+, WRAGER T ERN X,

1. FJFF ACM #2H|& , MukR, https://console.aws.amazon.com/acm/
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2. HFIEBHRF , FEREEENIRD N Pending validation ( E&FR1E ) HIEPHY Certificate
ID (UEH ID) o LLBPRFFTFFUERRYFME R TNE.

3. 1£ Domains (& ) 7 , TE FIFNIIEZ— :

a. ("% ) A Route 53 #ITR I,

MEHZLUTEYE , WA ERESH Create records in Route 53 ( £ Route 53 8|22 )
4 -

. #&{E M Route 53 5 DNS 21,

- BENEAH Route 53 FEEM X1,

« &9 FQDN 8 R Z SR,

® Note

MRELFR EFEANZE Route 53 , BRRDHEA T “7£ Route 53 FRIEIiER" , HS
IACM $2 %] A 7+ & 7R“Create record in Route 53” ( 7£ Route 53 822105 ) #&£H,

%% “7E Route 53 HBIEIZR" , RBER “QIEIER", WWATRFTF Certificate status ( i
PR ) WE , RAEIERIRE Successfully created DNS records ( 2/ Zh €12 DNS i
) o

IRHIFE B A BE S 2K 4R B 'R Pending validation ( SFRIE ) &% 30 24,

® Tip
BT ELRE A RiER ACM 7£ Route 53 R E BB B EMNIZTE, B2 , B X
Route 53 31T AWS CLI =% API i , £ Route 53 ¥ DNS ZiiEEF BIEidFK., Bx
Route 53 i ZREMNEZEL , TS EEARRICEE,

b. (Wi ) MRLEEE A Route 53 49 DNS #2415 , MIA%FK K CNAME 58 , FFHF
INEEE DNS BiEED, EFTIPHNFAEETEL , fUUBESIF AR 2 — R THHiR
=

« &%) Domains ( 18 ) #2 FE R CNAME A4, EEFTEFHHRMEIEN DNS BiE
BEo
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« & , 1&#F Exportto CSV ( SHEICSV ) . ERNXHFNEEFTEFHINE DNS #HiE
FE,

/A Important

ERBWIEFE , FEE ACM A E LT TEFRE RRESRME DNS 24t
HBIEE, MRESFE , FSH P& DNS Kif A&,

R ACM EEEERB B IEFRERN 72 PITARIEES , ACM KRFUEFHRBE RN Validation
timed out ( WIEHEA ) . SBMERNKTRERRERER ACM £ EKIIER DNS BB, E
FRRWRID |, BLAEEE DB ICKHAFERFTWIES,

AWS Certificate Manager B 7 BB 4438 iF

£ Amazon IEBM AN (CA) NENME M AU 28 , AWS Certificate Manager (ACM) 24415 iE
BRBRERRECEBERFIEENMEE., S LUEREFHR4SR DNS FITRIE, AESTiFiLHEF
MR A 56 1E o

MREFEAEFERARIEFERIRA |, FS MRS T HR ARy R &,

B HR IO UE Y T4 R

NFENE , ACM BMFRIL B FIUREZTUTENEARSG B FHRHFibut, MREFEHN
B IS EBOX LB ARG M A SCREMNBRIBIEE A RIEE, T8 &/ WUk i3k 59 47 15
#HEN , HE2EN e FEZENERAESR FIR4utE, Sl , BRiZF example.com EEH
subdomain.example.com B EE , M AT REL W EI — 3 &IXE admin@example.com K B8 FHR
* administrator@your_domain_name

* hostmaster@your_domain_name

» postmaster@your_domain_name

« webmaster@your_domain_name

« admin@your_domain_name

FiFASHAZENEN , XTUERX LS FER 4P ISR IEEEE, FIEHEIMA 45 X , ACM
b £ [a) 3% L5 3th 31 2R 3K 36 IF B8, F- BB 4 AR AT AE F

WEE A MR 1.0 37



AWS Certification AriEE

X FEA ACM API 5 CLI I ZFIEHER , #ITEFHARIESSHEBMERNEBLKIE—HETF
BR¢F , BMEZERDESEMEN FE. SRAEFERIISMINETHMEEER , RF ACM FEEM
RiEH,

LI RREBIAMER

MRERUES () FLNHBwwwHBEFES (*) BEE— ACM iEH , ACM &HEREY

Swwwsl ESH B EE i ZIXB FERM, XL ht & R 1E 18R 09 R S50 5 BT E R 0

admin@. administrator@. hostmaster@. postmaster@ # webmaster@. 141 , MMRE

7 www.example.com &R ACM iE$ |, N &8 FEB 4~ &%= 2| admin@example.com T =
admin@www.example.com., E# , MRER *.test.example.com FER ACM iE$ , N B FopH~ &%
E| admin@test.example.com, HRHFE N EE ik #Y4H K HXFEEL

/A Important

ACM FBXIFHNEBHEITH WHOIS BB FERHIRIE, MAXIFEARS L, BXRFME
B, FEHBEXE,

EREW

FEBEUATAXEFEHARIERNEEE,

« BEBNEEREPIEME TER FERF it T R E R B 7 EFRIE, REE FERF Ut AT RS
EARERNNIEEE N,

. WIHUERT ACM MERATFEEES, ACM TARIESAMIEHRHILE CA EEMIEHL0E
PR, ACM FEMIE Amazon VPC A EERSEMLMABERANAR, AXESEL , 1§
S FETHRIEIE,

- HOIERAEFERHRIERNIERE , B EREIER DNS M HEH#THRIE, EEMA DNS BiE | #&
MBRIZIES |, RE0IE—MER DNS RIERHES.

UE5 S M ST

ACM EHH BN 1318 (395 K ) o HITUERFEBREAMBENITRE. ACM KEIEHEIHIE 45
RITIE 0 EIZ R B BB FEp A it RIEEIT B, ZBANSTE —MEE , SAEE TR T 2R
HATEIT, RIUEPABSHAYESE , ACM 29K BB HRE ARN HEITIES,
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(T ) EH KA T

EHRIEEFHESIE—INTE , BULUEATHEERER. B2 , ATHEIEEFENRIESE T
HR ¢ AT BE A AR ER A TR L BR AL AR P R X, RIS HESE 72 MetEE3IEH. HRERKER
IR FERG S TEEEIM , B REMRIEE FERM. BXRUMERLERIEEFHANESR | F
SREMRIER IR FHR¢

BXBEFHMGIRIERIF ARG | FS R R B THEDEER AWS Certificate ManagerP I HEE B 7
BB 4 36 I B9 B BB 40 o

E 31 %iE AWS Certificate Manager B F BB 4

B B FEF IR ACM IEPEE FEEEMAEFHRF, LKEAEBLH FHARIEESVDI T
EEZEMNE-NABFHITAERMNENR, N THBEFEAEFHERIE , ATHRNERNA
7 BT L B F iR R R AR AR S R IES 2 P4 & B9 TR

1O UE 8B F B AR AR

BiIFsE FEMFERUTAMEN 2 — , EAHRTRAEMIPERKZITARTILES, REERNFHFSH
HNARNERNBET ERERIENVENE,

O UEHTUE

B8, F BB A AR AR ST

Greetings from Amazon Web Services,
We received a request to issue an SSL/TLS certificate for requested _domain.

Verify that the following domain, AWS account ID, and certificate identifier
correspond
to a request from you or someone in your organization.

Domain: fgdn

AWS account ID: account_id

AWS Region name: region_name

Certificate Identifier: certificate_identifier

To approve this request, go to Amazon Certificate Approvals
(https://region_name.acm-certificates.amazon.com/approvals?
code=validation_code&context=validation_context)

and follow the instructions on the page.
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This email is intended solely for authorized individuals for fgdn. To express any
concerns

about this email or if this email has reached you in error, forward it along with a
brief

explanation of your concern to validation-questions@amazon.com.

Sincerely,
Amazon Web Services

B UEUE 5 BABE4TEAT
B8, F R AR AR AR ST

Greetings from Amazon Web Services,

We received a request to issue an SSL/TLS certificate for requested_domain.
This email is a request to validate ownership of the domain in order to renew
the existing, currently in use, certificate. Certificates have defined
validity periods and email validated certificates, like this one, require you
to re-validate for the certificate to renew.

Verify that the following domain, AWS account ID, and certificate identifier
correspond to a request from you or someone in your organization.

Domain: fgdn

AWS account ID: account_id

AWS Region name: region_name

Certificate Identifier: certificate_identifier

To approve this request, go to Amazon Certificate Approvals at
https://region_name.acm-certificates.amazon.com/approvals?code=
$validation_code&context=$validation_context

and follow the instructions on the page.

This email is intended solely for authorized individuals for fgdn. You can see
more about how AWS Certificate Manager validation works here -
https://docs.aws.amazon.com/acm/latest/userguide/email-validation.html.

To express any concerns about this email or if this email has reached you in
error, forward it along with a brief explanation of your concern to
validation-questions@amazon.com.

Sincerely,
Amazon Web Services
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Amazon Web Services, Inc. is a subsidiary of Amazon.com, Inc. Amazon.com is a
registered trademark of Amazon.com, Inc.

This message produced and distributed by Amazon Web Services, Inc.,
410 Terry Ave. North, Seattle, WA 98109-5210.

(c)2015-2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
Our privacy policy is posted at https://aws.amazon.com/privacy

BRIk BRYHRUEE S AWS |, RAITEZ W E AEBTERAIR up-to-date R KRR, £ 2020
F 11 AZeRITAEEBTBNEFAES , ARRENERETOTER

- HFERHETTREE RN Certificate request for domain name A
=""Certificate approval for domain name”,

« ITE , AWS account ID EEREIAH TS SHEFRF

« Certificate Identifier MELETTEEMIEH ARN MAREERN , flw , FER
arn:aws:acm:us-
east-1:000000000000:certificate/3b4d78e1-0882-4151-954a-298ee44ff369 M4
7= 3b4d78e1-0882-4151-954a-298ee44ff369,

o IFPEHLE URL H7ESE acm-certificates.amazon.com MA R
certificates.amazon.com,

- BERHIERIE URLITAN S RENEZTEHHERE, HERA div WEHIER approve-
button M4 =& approval_button,

s MERMIEBANELITIELNEIEDEE EEHEENE FERHFER.

R TERE
AT IREAXZLEFHERIITMNIEBNEIT TERERAXER.

« ACM ZH A ESFHIERBERN , 2FRIUE B FERHLIEREEFRAFIERMNIEENZEHKIUE
H. SRAEEFERIESNEHNE TS , A5 ACM TEMRIES, BXREZER , FEHAEAS
FER I U AT A 1o

« XFEM ACMAPI 5 CLI IZFIEBER , RITEFEHARIESSBEMNMERNEHLRIE—HE
TR BIEZERPESEMIN FH. SHRAEFERIES MM B FIRHEEE , RE ACM =
BEMUARAE S o
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MRLE S ACM BHAEHRAXANEEPNBE TG , NiZEFFLETRRATERERDE
EMRIESE , MREREERIE , WA ERFMERWE, EETEMEZERRIESR R4 , &7
LLREHES |, BEEATRIEMRBIEE, & , B LAResendValidationEmailffEf API, SDK
o CLI f£AValidationDomainZ#i# T A, {ER , ResendValidationEmail #ERHig
EWRIEFXATZERAA , T2REFEERH Amazon BRABF ( ARN ) LA TR K
IEBFHR, BXEHFEBRERRAIUPERERARIEENEERZWRIE SR FHR4aY , FLTAEA

ResendValidationEmail,

(@ Note

£ 2020 £ 11 A28l , R RFRIETRE , ACM FiR — 42 F oHE & 7 F - AViE .,
{55 FA ML B (B] 2 B iR 1T BYE SR AT 2R M & P ROE B 8 TR I IE TR RIBRY E k.

« £ ACM API 5 CLI , &7 LARE &I Z FUE B 15 R FT B KIE B F#b 4 R X B Mumig. £ API
£ RequestCertificate #4E#) DomainValidationOptions SEK#EE ValidationDomain
{8 , B~ DomainValidationOption B MK F . £ CLI # , £/ request-certificate GFHHY --
domain-validation-options Z¥§%E ValidationDomain F{E.

AWS Certificate Manager HTTP iiE

B AERPI (HTTP) RELLEM L#HITHIEBEHNEMDIL. HEBRNEAVIEPRIEERE HTTP BiEst
CloudFront , ACM £ XA L M SCREIE R E AT B, ACM EELE A CloudFront , AIERMEEE
URL FME—5hE , BRE L% URL A A FHEXESE, kSEENERFEENIERE. B
£ CloudFront BRI EBENENFEEEM@E ACM ZHWNE , B LUERE S BRE LB HE
FHRE , NTTRIEZRWFTEN. ACM Z R XF T4 CloudFront Bt TUERMARE , LH=
¥t F CloudFront 7 &S

/A Important

HTTP BIF A X FBE RSB U ( Hla0*.example.com ) o X FEEAFIES , 29K DNS
16 I 5% 88, F BR300 AE

Flan |, MREFEHIERexample. comBHIIEPBwww. example . com¥EF i i1E R CloudFront , ACM
L2REREMEAR URLs T HTTP RIEWIE+H, BEBITE — P redirectFromMutf—
MredirectToMit , T REMNFHEM AWS K 0. redirectFromURL REFERENM

= (Flanhttp://example.com/.well-known/pki-validation/example.txt ) EHYEE
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&, iZ redirectTo URL #8[ CloudFront Eitii& i F6E M —iIE S ACM BHIVE, &
REGE-RXEEER., HEBMEANAZHRIFENFEBFAENN , ©FERRKEMuLH

# | redirectFromMit £ CloudFront EE M ElredirectToMit , AT AFHBBIESHE., REIE
PEEFEAHBZHNEERDNMARER , ACM B B3hCloudFront £ 1T &R EVIE$,

FANTELREESE (FQDN) & HTTP RiE/3 CloudFront , REMEFEE HTTP EEM , R AT
A% FQDN HiEHEM ACMEH , MEZTEERIEELRE., XERBETIUGEEGHEEE N ERIE
B, AN ERERRA FEHBNIER. BT HTTP RIESHER TEMAT AN AWS XiF , Bt e
DEZSMNXEHEFHCEMBHIED, CloudFront REEE[ ML FERS , Bt AE RS HIER
MIEH , MEFRRETRIESRE,

EELEBHET HTTP RIEMIES , BERMIERE, B UFIEPMNEHXEM CloudFront 2 & F
ER , AT ARBR AU MR EN HTTP EEM, WREFEARNR D XKML (CDN) = Web AR 25
CloudFront REBEEM , IHEFMAI XL T HNAREREE R, WMREEA CloudFront EEE
EmE, WAL BSERIBNEERBBREER. BXEEIBRZITNESZER , FSRATHNEELH
£1] AWS Certificate Manager, HigfE , FLEEHEITAIELSBIERTEH , N RETEN HTTPS

Re g —~
;ﬁ:io

ACM Y HTTP EE [ T4ERE

(@ Note
&84 CloudFront SR FEARNBRFF ACM #1T SSL/TLS iE B EEBNEF,

£ ACM e fEH HTTP KiERY CloudFront , EEIRE HTTP EEM. XLEEEM L ACM BiE
BHEBFIEN , MERTHRIEPMANBFENBENET. EERNGEHN IERBERNEE ENEE
URL g 12 M —IE S CloudFront WEARLZEFIH ACM ZEIHE,

TRERTHBENEERERE R, BIEE , HTTP RIEFXFEERFE ( §la0*.example.com ) . &
MEEBEW ‘EERB-EEQE XA TRIESEFMER.

HTTP EE @& & Rl

=& EEMH BEE@E AR
example.com
http://example.com https://validation HE—
/.well-known/pki-v . region.acm-
alidation/ x2.txt validations.a
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RAriEmE

&

Www.examp
le.com

host.exam
ple.com

subdomain
.example.
com

host.subd
omain.exa
mple.com

XA FHXNEM ACM 2 HR R yNER ACM £ R ME—FRIRFF, flin

http://www.example
.com/.well-known/p

ki-validation/ x3.

http://host.exampl
e.com/.well-
known/pki-valid
ation/ x4.txt

http://subdomain.e
xample.com/.well-k
nown/pki-validatio
n/ x5.txt

http://host.subdom
ain.example.com/.w
ell-known/pki-vali
dation/ x6.txt

txt

EERE

ws/ y2/.well-kn
own/pki-validation
/ x2.txt

https://validation
. region.acm-
validations.a

ws/ y3/.well-kn
own/pki-validation
/ x3.txt

https://validation
. region.acm-
validations.a

ws/ y4/.well-kn
own/pki-validation
/ x4.txt

https://validation
. region.acm-
validations.a

ws/ y5/.well-kn
own/pki-validation
/ x5.txt

https://validation
. region.acm-
validations.a

ws/ y6/.well-kn
own/pki-validation
/ x6.txt

R

WAEEATAR
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http://example.com/.well-known/pki-validation/3639ac514e785e898d2646601fa951d5.txt

RERERW “EEM[ME URL". REH “EE@E]" Wit A 5E2

https://validation.region.acm-validations.aws/98d2646601fa/.well-known/pki-
validation/3639ac514e785e898d2646601fa951d5.txt

LURBHERRIEIE K.

(® Note
MRIEH Web REHBHABT T AMEFIXFHEREEBRR LIREEER , 25 HTTP K[
B

WMRERIEPBHIEE HTTP WIER , ACM AU THRABHEEQEES.

=& EE@E

example.com https://validation, region.acm-validations.a
ws/ /.well-known/pki-a424c7224e9b validatio
n/.txt a79865eb4cdla6ab990a45779b4
e0b96
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HERBIUEHXREKMN FQDN, EEERFEZEMF LA URL , ACM FREHFERRBIENXH, "EEM
) RRERFRIEM AR ACM 248 URL,

IREER Web fR% 85k CloudFront 0 AR ABLE R M ERMN “EEM B URL EEME URL EE
b, RELEELWET G EEBRTEN Web BRE 22545 CloudFrontBliE, BMREERIRELER ,
LA ACM BAEEHI I B Fr A N H M A LT IBHIIER,

RIE HTTP it

EMAER T SSUTLS iEHAET , ACM A HTTP BRiERK IS EHATENR ., CloudFrontd3i 4t
FF AT PEE N FER HTTP ik,

FEEH A PIRE HTTP RiE

® Note

W REREBLEIRIETIES , CloudFront 3 AAEEHBIERN AWS KT
fE. HTTP WiF RAZE “CloudFront 2 &30/ ThaE# T,

1. 3TF ACM £#l& , Mt R, hitps://console.aws.amazon.com/acm/

2. HFIEBHRF , FEREEENIRD N Pending validation ( E&FRIE ) HIEPHY Certificate
ID (UEH ID) o LLBPIRFFTFFUERRYFHE R TE.

3. EHAMY , BUNBINERERFEIMGEN EEQE M EEQE" B,

4. FNFENE , RENEECOB” WMitE “EEEME WitH HTTP EEM. RAIAEIRHN
CloudFronts ZBLERMEIX — K.

5. &K CloudFront BB E N ERMN “EERBE” URL EEME URL EEM, REWEERH
FEEURF & CloudFront Bt &,

6. REEEMRE , ACM 2BFZHRIEENEEMEN., X—IBENZS 30 24,

MR ACM TEEFHRBEREEREEN 72 MTARRKIEES |, I ACM £FFEFRSEXNRILE
i, HIHLERNSETREERRERKIRE HTTP EEMN, EBELEE , BHAEEEEEMH
BA J5 BT o
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/A Important

ABREIERT  FER EEQDBR VENARS ‘EERE NENANSHTE, MEEZ R
B ESFEHTTP Wil |7 B R,

® Note
5 DNS BiFARE , BFLEUREBARFER ACM B BIZEH HTTP EEM., 4B
CloudFront 7 X R ER BX L EEM,

AXHTTP RIETHEREBNESES , HSHACM B HTTP EEEH THERE,

R FAEIE+H AWS Certificate Manager

MREERFRIELIENINEFAE CAAWS FAF CA, AWS Certificate Manager (ACM) AJ LA iE &
SELZNFAAEMZRE (PKI) PEAWIESR, CA RN TENK,F , gt EMKF EERE,
BRVBLELEPMENENER |, ESRCEBLGIEBMENE,

BRIMBERT , A8 CAZENILERFZEME , ACM AN XL PHITEMLXNKIE. Rt , E
ERMARDERFENZRIRALANEEEFHEEFD.

FAE ACM iEFIEE X.509 trfE , HEBLUTRH :

- B MIOERAFTES DNS WEBEM. BXEZER , B55H H8.
o B WTFMER , EBIEFIAEESINE 2048 i RSA, 256 { ECDSA = 384 {i ECDSA.,

@ Note
EENZEEEERY (RSA H ECDSA ) #4915 CA BHANEERTITE.

- BRI BMNEBHBARHN 13 1A (395 X ) . EENLFIEFMRNUESI LR B LT
THERNWIEBERBH , BNAEHFERFEY

« &1] : ACM 2% 11 MABEHBHEITREILES,

ATEZXRIEEFPNABIERMRNEZEB HRE
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o UEPMA NI IRS BBRA TEER”
o EPMENEFLE R EEHINZE RSA 2048 = RSA 4096,

@ Note
ERFZEANLERTE , HFAA CALENILEBFFTERIL.

HTZXE ACM FABIE BRI &M AWS Private CA

EUTHMERLT AWS F48 CA |, BAILMFEAX ACM IEPBHITER :
« B—JKkf : XE CA MWL H AWS Certificate Manager ( ACM ) iE B FE— AWS Ik~ /h,

ERARKFMAMET , AWS FAF CA BEEA XM E ACM RFEARFOIE., REMSI IS
HIPR, X2FEH AWS FAF CA API #{ECreatePermissionZ AWS CLI @54 create- permission
SERN. IKPHEENXENRSBELEATMRIERN IAM AP, 45AG,

- B/ £HRE CA NP ACM IERULT AR AWS IKF &, #F BIEBAMENKS ERR TN
CA BimE R,

EERABKFERMET , AWS FAE CA EERMIER AWS F48 CA API 2 4EPutPolicy R & &
put-policy FE T FIRH R MNE CA. AWS CLIZRIEIEE HALMK /X CA #ITHR 5 H
HNEHR, BXEZER  FERARETRFRAERRKA T ACM Private CA.

S A REER ACM RERSFKEKAER (SLR) , SMEENEAS PCA BB#HITRE, ACM £
RE—MEFBR B8 SLR,

ACM FHERRRE , ELERELNIKS R 2B SLR. MRFEM iam:GetRole RE
WERTFEKFH ACM SLR , MZERIE SLR EFLBRAHET. RREREBXRE , BABHIE
Ik EE R A BEEERT iam:GetRole 1AE ACM MIIX IR , EFEMNIKF 5 ACM 1T & KBk
AwWSCertificateManagerFullAccess XEk.

BXREZER  BERNRSHEXAEHAT ACM,
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/A Important

&MY ACM IEBBME TR AWS RS EFIXRE , REFREEHEIT. BHX ACM XEFMNHIR
MER , B2 5 ACM R RS

£ AWS Certificate Manager® &R FA B

BERLEILES (BHE)

1.

B F AWS EIRIREA HEhttps://console.aws.amazon.com/acm/ZR 3T FF ACM & &

ERERIEH,

£ Request certificate ( 1B3RUE$ ) WHE L , 1%£#F Request a private certificate ( ERFABFIESH )
M Next ( T—% ) &L,

FIUEPBMANEFAERE D , RBFEPMANEEE  RAFEFE—NTANFAEIUS CAs, W
RCA TE}‘AJ'J_/\)\KF/\?—EIJ , W ARN NeTEZEFENEER.

WA EREX CANFHARFE , BB ERIEERE 7 EWEHN CA :

- TE#E

- KR

- NA% (CN)

. 44 (0)
A4AE7 (0U )

- ERMXEH (C)

- MHAE

. FRTEHB AR

£ Domain names ( #% ) 7 , BALZWIE R, B LAERTEREEE (FQDN) ( #1420
www.example.com ) , HERFERTMKIEE ( Hl20 example.com ) . &k A AT R ZE ML
EFfAES (*) ENERFFREFR—EHPHNZNERBEF. Bl , *.example.com A LRI
corp.example.com Fl images.example.com, BE ARG IERE ACMIEBH “FB” FB
MERAERREW T EREY,
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® Note
BERBEFILERER , £S5 (*) DU THENREMNVE , mMERERF —NFEKB,
f5lan |, *.example.com A LA{RH login.example.com #1 test.example.com ,
{EFBERY test.login.example.com, FiEEE , *.example.com {X{RI
example.com B FiF , MARFFEFHFTNRE (example.com), ERINRIF =% , S
F T — NS

;& , E$F Add another name to this certificate ( EILIEPRRMB —NEFR) , REEX
KEFRBAEN. XX TFRMNBIEFEHINAE (50 example.com ) R HE 715 ( Hil40
* example.com) EEE M,

5. HEEHELRD , BE-RWEL,

BXHEBHEERELNER , FSRDH AWS BEXE (WA iFEMEEH ECDSA IEF) o
AWS Certificate Manager

6. 7& Tags (/3% ) EER , BAUEERNIERRINFE, RERREX , AERBIMHALR AWS &
BRI THIE. X ACMMRESHMNIIRURE X MAEQIBIERFEIUEEFMFENIREA | S
¥ 3 AWS Certificate Manager &R RN IIEE .

7. £ Certificate renewal permissions ( IERBLEITINR ) 5 , WINERIEPLITNRVBA, X&
WERAFBEHEITFERAFE CAZEBNIE PKIIEH, BXEZER , BSRNERSEXARH
+ ACM,

8. RMUAPMBELFERFER , EHF Request (1ER ) . BHANREIERIER , BUUEHFEENILE
Fo

(® Note

BEFEENFIRFFHNER  BEERNIEPTEAIRVETR, EAURKRTAEUNERE=
ATRERIATF, E&FAER A EAR DR 2 TES,

ERFEIES (CLI)

£ H request-certificate a8 57 ACM RiFERFABIUEF,
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® Note

HIZERE CA LHEMWFLHE PKI IEHET AWS Private CA | IEEMNEHEERS ( RSA =
ECDSA ) 495 CA ZHMNE AR I TE,

aws acm request-certificate \
--domain-name www.example.com \
--idempotency-token 12563 \

--certificate-authority-arn arn:aws:acm-pca:Region:444455556666:\
certificate-authority/CA_ID

LS HEFTFAEE B /Y Amazon Resource Name (ARN),

"CertificateArn": "arn:aws:acm:Region:444455556666:certificate/certificate_ID"

ERZHIERT , ACM 2ELBXRERAHLE CARAIRRSKEKAE (SLR) MBI EAIKS, SLR
ARFEHZITEMENLIRIEIER, ERE SLR BEFHE , IEAUTHTENR IAM

aws iam get-role --role-name AWSServiceRoleForCertificateManager

WMRFHE SLR , s T H AR BN TR ¢

"Role":{
"Path":"/aws-service-role/acm.amazonaws.com/",
"RoleName":"AWSServiceRoleForCertificateManager",
"RoleId":"AAAAAAAQQ0Q0Q0BBBBBBB",
"Arn":"arn:aws:iam::{account_no}:role/aws-service-role/acm.amazonaws.com/

AwWSServiceRoleForCertificateManager",
"CreateDate":"2020-08-01T23:10:41Z2",
"AssumeRolePolicyDocument": {

"Version":"2012-10-17",
"Statement": [
{
"Effect":"Allow",
"Principal":{
"Service":"acm.amazonaws.com"
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}I

"Action":"sts:AssumeRole"

]
},
"Description":"SLR for ACM Service for accessing cross-account Private CA",
"MaxSessionDuration":3600,
"RoleLastUsed":{
"LastUsedDate":"2020-08-01T23:11:042",
"Region":"ap-southeast-1"

WMRERD SLR |, ESHFRSREAEHAT ACM,

& H AWS Certificate Manager FAHIE$

BE LS HEHMAIES , AWS FAF CA LMEEFE PKI REFRNE M SER, SHAXHSEIE
B, EPHENNBNRERR. XS NRLER, BXNEZEFEE AWS 4B CA |, EZ5H (AWS
Private Certificate Authority Fi FF185) o

@ Note
T RH ACM MEERSGAM , BHTES HAREEESRHAETH,

N

FB
« SHAFIES (EFHE)
S HFAEIEP (CLI)

SHALBILES (2FE)

B F AWS EEEHA HEhttps://console.aws.amazon.com/acm/ZR T FF ACM 2# &
1%£3$% Certificate Manager,

ERES PSR,

EES

AN EZANER,

o M 0N~
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® Note
BIERBEIER , SRR #. $ H % ZHAWEM[ ASCII FHF.

6. %£$® Generate PEM Encodings
7. BULURHER, MEREMMERAESNTANES , HENSNIERE Export to a file .
8. EFETMK.

SHAFIES (CLI)
{5/ export-certificate S HABIEPMNAERP, STHTH , BLAIEEZE, I TRERSE

%, BEAXHRERSEREEFHEENSHD  RAREYRHXHFRERZDEE, XHFALUR LR
BEEERSHLIERP , AP LEERAZBNEMATIRNG,

® Note
SBELUEBHXATEUTRLEFER, BANNTRREEZGXH

$ file -k passphrase.txt
passphrase.txt: ASCII text, with no line terminators

TR SR ERIEER jq MERA PEM .

[Windows/Linux]

$ aws acm export-certificate \
--certificate-arn arn:aws:acm:Region:444455556666:cextificate/certificate_ID \
--passphrase fileb://path-to-passphrase-file \
| 3q -r ""\(.Certificate)\(.CertificateChain)\(.PrivateKey)"'

X2 base64 wIBHY PEM BRIEH , £ BEEFHENMMNENFAERA , W TEBEZE TG R,

MIIDTDCCAjSgAwIBAgIRANWUFpgA16g3IwStE3vVpTwwDQYIKoZIhvcNAQELBQAwW
EzERMA8GA1UECgwIdHIvbGIsb2wwHhcNMTkwNzESMTYXNTU1WhcNMjAwODESMT cx
NTU1WjAXMRUwEwWYDVQQDDAx3d3cuc3B1ZHMuaW8wggEiMA@GCSqGSIb3DQEBAQUA
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8UNFQVNoo1VtICL4cwWOdLOkxpwkkKWtcEkQUHE1v5Vn6HpbfFmxkdPEasoDhthH
FFWIf4/+V01lbDLgjU4HgtmV4IIDtqM9rG0Z42eFYmmc3eQ00GmigBBwwXp3j6hoi
74YM+igvtILnbYkPYhY9qz8h71HUmannS8j6YxmtpPY=

MIIC8zCCAdugAwIBAgIRAM/jQ/6h2/MI1INYWX3dDaZswDQYIKoZIhvcNAQELBQAw
EzERMA8GA1UECgwIdHIvbG9sb2wwHhcNMTkwNjESMTKk@ONTE2WhcNMjkwNjESMjAQ
NTE2WjATMREwDwYDVQQKDAh®cm9sb2xvbDCCASIwDQYIKoZIhvcNAQEBBQADggEP

j2PAOViqIXjwr08Zo/rTy/8m6LAsmm3LVVYKLyPd1+KB6M/+H9321/Bs8ERqqga/
61FM6iw2 IHtkW+q4WexvQSoqRXFhCZWbWPZTUpBS@d4/Y5q9253iILRa/IQ0d4U1
tWZyqJ2rj2RL+h7CE71XIAM//0HGCcDDPaQBFD2DTisB/+ppGeDuB

MIIFKzBVBgkghkiG9w@BBQOwSDANBgkghkiG9w@BBQwwGgQUMrZb7kZ18nTZg7aB
1zmaQh4vwloCAggAMBOGCWCGSAF1AWQBKgQQDViroIHStQgNOjR6NTUNUuwSCBNAN
JIM4SG202YPUiddWeWmX/RKGg31IdE+A@WLTPskNCACAHqdhOSgBwt65qUTZe3gBt

ZGipF/DobHDMkpwiaRR5sz6nG4wcki@ryYjAQrdGsR6EVVUUXADkrnrrxuHTW]jF1
wEuqyd8X/ApkQsYFX/nhepOEIGWf8Xu@nrjQo77/evhGOsHXborGzgCIwKuimPVy
Fs5kw5mvEoe5DAe3rSKsSUJ1tM4Rag]j2WH+BCO4SZWNH8kxfOC1E/GSLBCixv3v
+Lwq38CEJRQILdpta8NcLKnFBwmmVs90V/VXzNuHYg==

ENFAERSREEXAF , BF-EERMMEEEN RS, ERA TR,

$ aws acm export-certificate \

--certificate-arn arn:aws:acm:Region:444455556666:cextificate/certificate_ID \

--passphrase fileb://path-to-passphrase-file \

| 39 -r '"\(.Certificate)\(.CertificateChain)\(.PrivateKey)"' \

> /tmp/export. txt

FEH S A AWS Certificate Manager

BX T BiF AWS Certificate Manager (ACM) #2489 SSL/TLS MEH 4 , BE T LS AEINETIREH
F, BURERTHRENRERSE  BENE=ZFIEBMAYE (CA) REUES |, HEH
ACM MERIEBTEEHRZEENNARFEEER,

AWSHE

BRI RS ARVES A TEAS ACM EFRHAWS RS . S ARILESE ACM RHMIEBIITHES

A

, AE—1EEHN  ACM TN FANIEBRBEEELT,

SARIES
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EEZITSANIES , BUUMNEBRAELKREFLES , REFIF/EEHSAZ ACM, LIREF
REBIEBHREBERE Amazon Resource name (ARN), B4 , B IS ALFHWIESR, THUSEAS
NEEHEEEWIER , BXIFEENS A,

/A Important
BEREARERS ANLERSHIE A EUERIT R ARZITIES, LAIER Amazon
CloudWatch Events S ARER B Mt XA , AL ES. BEXEZEER | 8
&7 AL S# EventBridge.

ACM HIFTEIE P MEXEMRR , SELSANIER, BEFR—UEPLATFTE AWS XigH

MY Elastic Load Balancing f1&19#88 , BX4IFEBSAIZETHPFRAENESIMXE, EE
Amazon EfERIE$H CloudFront , BM4FFESAZELRD ( FFRLILI ) X, BREZEER ,
BEH I EHXE,

BXMAFEBS AT ACM FIWES , FSHANTIE, NELBNS NIRAE , H2H IHS
£ 0]

. 2 A ACM EBH SREMH

 EBRBAGH AR

R NS

. EFSALSD

S A ACM IEHW FTRFEH

BN BEZER SSUTLS IEBFA ACM , HAERHRHEIESRHEMA. BES ABIAWS IEBH R
(CA) ERMIEH , BEXNIFBIEBHNAEZRANLEERN. ENEBXIBEELETEPERNAE
ES L

NTARESANILES , BTHEEMBZEEEZMBHA RN, ACM XFUTEE (FESFH API B )

- RSA 1024 {i (RSA_1024)
- RSA 2048 {i (RSA_2048)
- RSA 3072 fi (RSA_3072)
- RSA 4096 i (RSA_4096)
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- ECDSA 256 fi (EC_prime256v1)
« ECDSA 384 {i (EC_secp384rl)
- ECDSA 521 {1 (EC_secp521rl)

FEEBUATHEAER :

« ACM EBREZFMATHHEIFENELNZHKRNNDNEERFEXE, /a0, CloudFront {XE# 1024
fiI RSA. 2048 fZ RSA. 3072 {1 RSA, 4096 {1 RSA # Elliptic Prime Curve 256 {1 Z4f , ™
Application Load Balancer % # ACM IRItMFIEEE. AXFHER , TS HEFERANRSHX
=P

o IEPABR SSL/TLS X.509 IRA 3 iEH, EXMNTELEEH. MHHNTLREEA (FQDN) =% IP
Wt AR EXEmENER.

- MEPALHERENAEZHELE , LA HMA CANMERAZLE, EXTERVERH |, %
AEZATBEE 5KB (5,120 ¥ ) , HESMAME,

- MRIUEFH CAZE , HAGERFRREMIERE , NiZEX4MX A PEM &R,

c EPESANYINRERN, FIEPNERBARZERERZE , TEZSF AUE$H. NotBefore i
FPFZEREEEMHNTTHRBE |, NotAfter ZREESE RN LE R B H,

- FENABIERME (EH. REZHAMERE ) 9XHA PEM 4B, L1& DER mENMESSH
iR, BXEZEEURTA , ESH EBANZHNS AEN,

o BT (EFHSA ) IEBE , MRAEFMSANERFREY B , MFTER KeyUsage 5
ExtendedKeyUsage ¥ R,

« AWS CloudFormation X &ZFFiEH S A ACM,

UEBMZHNFABN

ACM ERZ 8IS AP, IEPEMMBERE (WF ) |, HUPEM BXFNEN N HE B HTHB. PEM
X%k Privacy Enhanced Mail, PEM 8RXEEATRRILEH., EBER, EHENEH. PEM 18K
HHHRBETREZR pem, EXHIERFIER,

(® Note
AWS RREA T#RE PEM XA HEMIEPRRXNEZAREF. AT ROMKE T8R XA gwmiEsR
BATEIRRE, MREFENTEEENES (HlOFKRRIERNNRIHNA ) |, B ATSME
RARFMNFFRIE (40 OpenSSL ) .
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THNREINETESANXHEER, NREENXHHEEREHXEAH , BEAXRRERFEA]
TR (FSHFA) . EE  IRERBERE PEM XHETNEAZR , REQESTHRE
AIN—NRBANER , WAEH, IEREIBERHLR.

Example 1. PEM &2 HiE+H

Example 2. PEM 43 AL $ 4%

—MEPEITE—NHZMEH. BASUEAXERESR. Windows B copy aa R E Linux ) cat i
TRER X EESEP, EBXTRIAFEE , FEEMIPHEREANLIN—MEH, WESARE
I, BREEFRIESR, AT RESE=MER , EENIERETETEESREDNIESR,

/A Important
AEFUEHEH FEHEEDR,

Example 3. PEM 4B K FAE 4B

X.509 WA 3 ERBERANEEAEE, EOIE X509 EBHRIEHERN , FEEECNELE-LFEH
X Bt AAERANEEZNZRANKR D, 2BEBARBERLEPRBERT. BLNZEREXRBKNALEESR
ESALBNEELREZR. TEHHRANE. TENRANE - RSARBEEH.

Base64-encoded private key
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THEHHNREINTE - PEM RENVHEEHLLEZA. RESUEBZHANAGX , TRTEZESHR. W

REBBZHIR , ACM £ S AT RE A L2245 RF AL I BR

S AUH

AT LAERA. 2 ACM API A BRIRBIIES ( BIE=FEERFSREFREHRNIES ) S A ACM,
AWS Management Console AWS CLIA T B @& R R T W{AfEA AWS Management Console

AWS CLI, MIEMEZ BELLREVEPHNEFAERERNEEZA. AWS

/A Important
RN REELIUAE A ACM IEBH L REH

F;
« SA(EFHE)
- S A (AWS CLI)

SA(2FE)

LA 535 BA tn{a] 5 F§ AWS Management Console$ AIE$H,

1. FEhttps://console.aws.amazon.com/acm/ZRHITF ACM #Z#Hl&E, MREREHXFER ACM , BE
¥ AWS Certificate Manager 178 , FiEEH T AW Get started ( FFIRFER ) &,
2. BEBRSAUES,
3. WMITUT#HE
a. XITF Certificate body , #MWES AH PEM wIBIE+H, BRE ----- BEGIN
CERTIFICATE----- FFEH ----- END CERTIFICATE----- ZE.
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b. XJF Certificate private key ( IEBFEEH ) , MLIEPHH PEM HIBHRMZILEZH,
B ----- BEGIN PRIVATE KEY----- FLH ----- END PRIVATE KEY----- &
E.

c. (A%) XITF Certificate chain (UEB4E) , #5M PEM 4B HYIE P 8%,

4. (Wit ) E@SAWERFNRE | FEERE, HFEREN AWS BRI BEHNIRIE. EMIEHE
BEMH—NE M—NAEE, BUUERRSRALRTRBRBIR AWS H A,
5. & Import (§A ),

S A (AWS CLI)

LA 7R 4505 BA 204 A AWS Command Line Interface (AWS CLI) S AEH, REBERTZIN :

« PEM GmIBHIEPRFMHER N Certificate. pem B,
« PEM RIEHIEPEFMER RN CertificateChain. pem BIXHH,
« PEM mBHARNZEFEZAFMIEE N PrivateKey. pem HXHH,

EFEAUTRA , BRX4AEERNECECHXHR  AE—MEETHPRAMNS S, NERTH
&, UATRAIEE THRITHNSZ RN,

$ aws acm import-certificate --certificate fileb://Certificate.pem \
--certificate-chain fileb://CertificateChain.pem \
--private-key fileb://PrivateKey.pem

MR import-certificate AT , MIFFIRE S ABEHA Amazon Resource Name
(ARN)o

E#NSAULS

MRESATIEBHFEEEM AWS BRSKEK , WA NEIERSI B ERSFAZILES , BERER
IRIEFH AWS RS KB, BXE ACM £KH AWS IRSHNEZEER , B3R5 ACM £ RS

EFSAUERR , ERAUT&RSE

o« BT LA INEMBRIBIE

o BRBERBREBPHAEEE.

« WREFEBSAWIEFRFFHE Key Usage ( BHRE ) ¥R , B LURIFRY RE , BT 8EM BRI
BNy RE.
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- MBFRIAGAMIESHEFE Extended Key Usage (T BEAM% ) IR , ETURMANT RE |
BT MBI BT R,

« BIARBEMANTERER,
o BRREEMS ALHETNATRITE,

FB;
- ESA (BHAE)
. EFSA (AWS CLI)

EHSA(EHE)
LU 5358 BA 0] 5 F§ AWS Management Console E#i S AEH,

1. fEhttps://console.aws.amazon.com/acm/ZR 3T FF ACM ZH| &
2. EBRFIRFEEHNS ANILES,

3. ITFEPBIIFEME BB H %R Reimport certificate %4, MRBE BBk FIEP B EZLHIEFR
IEIFIUEP |, BT Actions &£ £/ Reimport certificate

4. XtTF Certificate body , # 5 PEM 4m#5H) x4 SKAKIEF
5. XITF Certificate private key , ¥ S HAH ZHAKRKHN PEM wBHRINBILE B,

6. (M%&) 3 TF Certificate chain (EF %) , ¥:05 PEM RIEBMIEPEE, I PESTEFRETRKITIED
AN —NEZSMEBURBRIES, IRESANIERRETIERN , WFAFEIEPE,

7. EFEXENILIPHNEE. REEHIR , HEE Reimport,

EHS A (AWS CLI)

LA 7R 45058 BA N4l B AWS Command Line Interface (AWS CLI) EFF S AEB. REIBEUATE
m

- PEM RIBHIEPFMHEER N Certificate. pem B,

« PEM REBHIEPEFMEER N CertificateChain. pem XX HH,

o (NRFIBIEH ) PEM RBHRMBLEBRAFEEEN PrivateKey. pem XX HH,
- BEBEEHS ANIERH ARN,
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EEAUTRA , ERXHER ARN BN EACHXHETN ARN |, HE—MELTHREAMEMS
To NEETHER , AT REAEE THRITHNS RN,

® Note
EEHS AU , BYLTIEEIEH ARN,

$ aws acm import-certificate --certificate fileb://Certificate.pem \
--certificate-chain fileb://CertificateChain.pem \
--private-key fileb://PrivateKey.pem \
--certificate-

arn arn:aws:acm:region:123456789012:certificate/12345678-1234-1234-1234-12345678901

IR import-certificate HAIITEMR , NRFREUEHBH Amazon Resource Name (ARN),

5 R EEHYUEPH AWS Certificate Manager

BRI LAEA ACM 2 H B8 AWS CLI JilH ACM EEMIEH, EHIEE—PMRESHS LS| 500
MEP , CLI &Z A LAFSIH 1000 MEH,

{52 F #2251 & 51 i

1. 377 ACM H|& , Wit A, https://console.aws.amazon.com/acm/

2. EFILERIFIRPHER. BUUEAEGLANTBIN RS TUES, SMEBLSE—1T , RABRLT
NEBMEBERATS

« Domain Name ( 5% ) - iIEBHZTEREESE (FQDN),

« Type (K& ) - iEHHER, TAENEEFE : Amazon issued ( Amazon B % ) | Private ( #28 ) |
Imported ( ES A )

. Status (IRFA ) — IEBIRAD. ATREMEBFE : Pending validation ( E&FRIE ) | Issued ( EME ) |
Inactive ( 3E5E3) ) | Expired ( B3 Hi ) | Revoked ( E /%4 ) | Failed ( M ) | Validation timed
out ( BIFHERT )

- EEMSEA? —ACMIEFHRESEN Elastic Load Balancing Z 3£ # AWS [RE X3 XBE R,
CloudFrontf& AT LA No = Yes.
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- Renewal eligibility ( 1T %4 ) — HiERIREEIHE , ACM EEABZHEITIER, AIsEMNE
A : Eligible ( B&4& ) | Ineligible (XRBHEK ) o« BXRABRAN , BSH PHFEEIUEHLEIT AWS
Certificate Manager,

BREERFHEELANRERE , AANAENTHLERWIIRHE, BEELETHRABTHIRITAR

URERHMEEFR. UTAEFERAM :

« Additional domain names ( Eftigi& ) - EBFITEN—IPRZNEE ( FBELHER) .

 Requested at ( iFRAEtA ) - ACM BERIEBHIATE],

* Issued at ( MARTE ) - MAIEPBHIEE, HEELSCEARTF Amazon MEAWIES , FERATS AW
EF,

« Not before ( 78 F ) — EHFTMRZ BTHI BT E]

* Not after ( 78T ) - EZNAIZFIER XK.

* Revoked at ( mEEETE ) - X TEREMIES , X218 RHEINME,

« Name tag ( BFHRZ ) — BLIEP LB Name FFRZWE ( MRFEEXENRE ) .

 Renewal status ( &iTIRE ) - IEBEBREITHRS. REEEREITN , BFRFLETHE
BB, AREMER : Pending automatic renewal ( B 31£E1T ) | Pending validation ( 13RI ) |
Success ( K0 ) | Failure ( £ )

® Note
MIEFRSNERATREFTRZBNA S RER. MRBIAE , WIEBEREKE 72 MtEE
i, FESFAMKTFREEMRREITERE,

Page size ( MEKX/D ) BEETIEE T 8N EFIETNH L REWIERHE,

BXTHIEREAEENESELR , BSR &F AWS Certificate Manager i B 115,

B HERIES , FEA AWS CLI

fF A list-certificates an 5 H ACM BEERESH , MU T RBIFFR

$ aws acm list-certificates --max-items 10

BHREXLUTTXHNER
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{
"CertificateSummarylList": [
{
"CertificateArn":
"arn:aws:acm:Region:444455556666:certificate/certificate_ID",
"DomainName": "example.com"
"SubjectAlternativeNameSummaries": [
"example.com",
"other.example.com"
1,
"HasAdditionalSubjectAlternativeNames": false,
"Status": "ISSUED",
"Type": "IMPORTED",
"KeyAlgorithm": "RSA-2048",
"KeyUsages": [
"DIGITAL_SIGNATURE",
"KEY_ENCIPHERMENT"
1,
"ExtendedKeyUsages": [
"NONE"
1,
"InUse": false,
"RenewalEligibility": "INELIGIBLE",
"NotBefore": "2022-06-14T23:42:49+00:00",
"NotAfter": "2032-06-11T23:42:49+00:00",
"CreatedAt": "2022-08-25T19:28:05.531000+00:00",
"ImportedAt": "2022-08-25T19:28:05.544000+00:00"
},...
]
}

FigER T , RIREEH keyTypes RSA_1024 5 RSA_2048 HEELBH—NMEEFMIEH, EEE
BERFINEAMER  AINEFHIERSEATREEZRU K/ PWIES , BTiRM --includes S8, WA
TROIFIR. RIALLSE SIS ERESREMHRA

$ aws acm list-certificates --max-items 10 --includes keyTypes=RSA_4096

BE AWS Certificate Manager if $i£15

BA LA ACM 1241835 AWS CLI H A <& M6 0 i# 4 T ki,
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EEFEFEFUEBEFAESR

1. §TF ACM &% & https://console.aws.amazon.com/acm/SA B RIEHIEH, BRI AERAE LANT
530 38 2 TLE

2. EETFIEBNFEMATHE , HRFIUES ID, EPRITARE , ARERUTER :

o EPRE
« Identifier ( #RIREF ) — IEBHY 32 F +A# HIME—FRIRAF

« ARN - arn:aws:acm:Region:444455556666:certificate/certificate_ID &=
# Amazon Resource Name (ARN)

« Type (£& ) - $riR ACM iE B EERF|, WEEMNESR : Amazon Issued ( Amazon B4
& ) |Private ( #A%F ) [Imported ( S A ) « BEXEZELR , BSH AWS Certificate Manager
NHUEF, £ AWS Certificate Managerf & RFAFUEP = FHEH S A AWS Certificate
Manager.

o Status (IRF ) — IEBRES. ATEEMEBFE : Pending validation ( ZFFRIE ) | Issued ( B
WA ) | Inactive ( 3EEBN ) | Expired ( 2338 ) | Revoked ( 2 /m45 ) | Failed ( KW ) |
Validation timed out ( 3iE#EAT )

» Detailed status ( F4RAS ) - MRS AEHH B HA M6 [E
. 15
« Domain (18 ) - IEBPHIELREEHE (FQDN),

« Status (RA ) - HERIUPRZ. ATEEM{ESETE : Pending validation ( F#FRKIE ) |
Revoked ( E/m4%H ) | Failed ( %14 ) | Validation timed out ( B®iEHET ) | Success ( K Zh )

- FHEE
- FEFEA? - ERREEAWS ERRSKEK , ATREHER : Yes (2 ) INo (&)
« Domain name ( #%& ) - IE BT LREHS (FQDN),
- BEEE-FAEHA ACM ERIEFH AWS RS,
« Number of additional names ( Hftt B E ) - BN HERNF B
« Serial number ( F5I& ) - iEBMW 16 ZH+REHFIHS
- Public key info ( A EZBRFERE ) - EREAXNHMBEE L
- Signature algorithm ( EHHE % ) - BT IERH#HTEBNMBEZE,
« Can be used with ( AISLAT ) - XFEBEXLESHMIEFHH ACM ERLIRS FI&K
« Requested at ( iE3RATE ) — MR ERE B HF A /8]
EF L5 ¢HGSued at ( MAATIAE ) - AR BHARBTE ( MREEH ) HR2 1.0 64
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« Imported at ( S ARE ) - S AR BHAME ( MREA )
« Not before ( A8 F ) — iE BB REW I 158 6]
« Not after ( T¥TF ) - UEP#Y 2/ HA B HA R AT (A,
 Renewal eligibility ( £E1] %% ) — AIBERV{E R : Eligible ( B% 1% ) | Ineligible ( X B&EH ) -
BXREEAN , FSHE PNFEEIERLIT AWS Certificate Manager.

« Renewal status ( Z&iTIRA ) - IERBEREITHRS. RERBERLITR , WFRFI2ETRHF
BEHE, AAEM{ER : Pending automatic renewal ( & E314E1T ) | Pending validation ( #1&
iE ) | Success ( B4 ) | Failure ( X ) o

(® Note
FSEPRESNEXRARFZHRNRSREER. WRBRFRE , NAEHERKE 72 0
B EEE , FESFANLTREET R REIT SR,

- CA-%% CAH ARN
- IRZ
- B
- B
- Validation state ( RIEIRZS ) - WIREA , WEENERN :
« Pending ( i ) - BERRIE , EEKRTR.
- Validation timed out ( B IEHEAY ) - IHRHNKIEC B , BEEAUEEZER,
« None (&) -iEHATHE PKIFZELEE , FEERIE,

EEEITIBEFMES , EFEH AWS CLI

ERAPHNEREDEREPFMAER , WU THTATR : AWSCLI

$ aws acm describe-certificate --certificate-arn
arn:aws:acm:Region:444455556666:cextificate/certificate_1ID

WRIRERLTTXHEES :

"Certificate": {
"CertificateArn": "arn:aws:acm:Region:444455556666:certificate/certificate_ID",
"Status": "EXPIRED",
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"Options": {
"CertificateTransparencylLoggingPreference": "ENABLED"
},
"SubjectAlternativeNames": [
"example.com",
"www.example.com"
1,
"DomainName": '"gregpe.com",
"NotBefore": 1450137600.0,
"RenewalEligibility": "INELIGIBLE",
"NotAfter": 1484481600.0,
"KeyAlgorithm": "RSA-2048",
"InUseBy": [
"arn:aws:cloudfront::account:distribution/E12KXPQHVLSYVC"
1,
"SignatureAlgorithm": "SHA256WITHRSA",
"CreatedAt": 1450212224.0,
"IssuedAt": 1450212292.0,
"KeyUsages": [

{
"Name": "DIGITAL_SIGNATURE"
.
{
"Name": "KEY_ENCIPHERMENT"
}
1,
"Serial": "07:71:71:f4:6b:e7:bf:63:87:e6:ad:3c:b2:0f:d0o:5b",
"Issuer": "Amazon",

"Type": "AMAZON_ISSUED",
"ExtendedKeyUsages": [

{
"0ID": "1.3.6.1.5.5.7.3.1",
"Name": "TLS_WEB_SERVER_AUTHENTICATION"
1,
{
"0ID": "1.3.6.1.5.5.7.3.2",
"Name": "TLS_WEB_CLIENT_AUTHENTICATION"
}
1,
"DomainValidationOptions": [
{

"ValidationEmails": [
"hostmaster@example.com",
"admin@example.com",
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"postmaster@example.com",
"webmaster@example.com",
"administrator@example.com"

1,
"ValidationDomain": "example.com",
"DomainName": "example.com"

"ValidationEmails": [
"hostmaster@example.com",
"admin@example.com",
"postmaster@example.com",
"webmaster@example.com",
"administrator@example.com"

1,
"ValidationDomain": "www.example.com",
"DomainName": "www.example.com"

}
]I

"Subject": "CN=example.com"

il BX R B ER AV IEF AWS Certificate Manager

IEELAER ACM 2 B3 AWS CLI BIBRIEP, MRFIERLR -, IEHEMRE TRSERN
BIRHIMESI R,

/A Important

- BREMREZREM AWS IRSERAR ACM iE+H, EREREEEANIES , LSTEHR
BRIEP KRBk, XREMMXBSHEHE A CLI TR,

- BIBRBFBUEBMEN (CA) MEKIEPI CARERIE, BFHEN CAXGFEA , B
HiBRiZ CA lt, BXEZEE , 5 (AWS Private Certificate Authority /i F#§R)
B BRFA B IEH o

158 F 422 1 & I BRALE 5

1. FJFF ACM #Z#|& , Wit R, https://console.aws.amazon.com/acm/
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2. HEIUEBHFIRSF , &P ACMIEBN N EREE , REEE Delete (MIER ) o

® Note

REFEENFIRFFHER  BEERNIEBAEAIRVETL, EAURKTEUHNRE=
AFRERIATF, EEFTAER A EAR DR S TEH,

EMIBRIES , EEERA AWS CLI

£ H delete-certificate A SHIERIES , MU THTAT :

$ aws acm delete-certificate --certificate-arn
arn:aws:acm:Region:444455556666:cextificate/certificate_ID
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RV IEEIEBEEIT AWS Certificate Manager

ACM RETL D% SSL/TLS MAKIERREEESRT, XBEWE ACM FEHEITEMNIES ( MRERE
Fi DNS ¥if ) , REEBET M EEREEFREEN. X TAEMALE ACMIEH |, HiRAXL
ARSS o

B EHET , BEERUTILR

MBESHM AWS RS ( #I40 Elastic Load Balancing 8¢ ) #85<Bkx , N #&F& &#& CloudFront,
MREREMAS LREITESEHN , WFEERML.

mRE 2B I EA ACM RequestCertificate API MARESH , RE RS HM AWS RS XEKHNFE
i, WEFEEHE

NMREREIEERFAMRAESE  NREREHM AWS RFXBEMIETIES , WHFEZFMH.
MBEECEEIEA AWS FAHF CA IssueCertificateAP| AKX IFAFIEH , MAFEEHK,
WMRRSANILES , WFRFEERHE

MRS , WFRFEEHE.

eS| GG RT EERRLEE AR Punycode ER :

1. Ll“<character><character>--"#& 3\, FF L 1V 17 & S M5 “xn--"— B,
2. Blxn-"FF kM E B th XM BB RN EERLIE S,

Punycode R4l

A . P R AT EE

M1 XM

2

example.com & FE v F & LL“<character><character>--"FF sk

A A
a--exampl FE FE v F & LL“<character><character>--"FF k
e.com A A
abc--exam FE TiE v & LL“<character><character>--"Ff sk
ple.com A A

M7 1.0 69


https://docs.aws.amazon.com/acm/latest/APIReference/API_RequestCertificate.html
https://docs.aws.amazon.com/privateca/latest/APIReference/API_IssueCertificate.html
https://www.icann.org/resources/pages/idn-2012-02-25-en
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i A R HwE R EE

M1 &4

2

XN--Xyz.com XH = v BRHNERRLEE ( BN E.com)
Xn--examp = B X FREMNERLIEE
le.com
ab--examp B B X RATTUEL“xn--"FF 3k
le.com

% ACM LiTIEP R |, WEFH Amazon Resource Name (ARN) R#EFEE, AL , ACM iE+ 2 Xig i+
iR MRBEZAN AWS KIFHER —MNEBWIED , MEMEPE LR BIMET,

FH

« £1i] ACM N FEiEPH

« FABUEPBLEITF AWS Certificate Manager
« REUPBHEITTIRES

Z1i] ACM N BIEH

EMESEENNFEEIEBES , AWS Certificate Manager EEZIABECRERAEE. XTUE
& DNS Wi BB FERAFIRIER F XN 1T. HIEPFELITN , ACM 2R ANEENMERE K ER
EFRIEEBNAIEN. UTETHE TEITIEESHER T IENS,

ES]

« Z1T181d DNS KiERYE

o ST A B FERFIRUERY I
« ZITEE HTTP B UFRYIE &

£1T83d DNS KiEHy iR
% FBAMESA DNS BIEMK K ACM iEH , REKITRE2 BIHLH.
AR 60 K , ACM 2B L TFRITRMA :
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- ZIEBBERIIER AWS RS,

« ACM RREM B LE DNS CNAME i85 ( BNME—NEBEZABH - ) SFEATET A H
DNS 1A[d],

MRBRXERM , ACM FiANEEZ EBLRIEHZITIES,

MR ACM ELITHRITTE B RIEEE , M&&KiE AWS Health EventBridge =4 Amazon E4#,
XLEEAFESHA 45X, 30K, 15K, 7R, 3XM1XK&*E. BXEZEL , BE2H LI#HX
ACM K EventBridge & #.

AT A B FER I IEAY I
ACM EBHARIN 13 1A (395 X ) » ZITEBBRHAAENITRIE. ACM ATEERTIEH 45

RITHRE S ZERBRA B FER it X LITT B A, ZBHMLEE —MERE | A E TR L 2R
BAITEIT, RIUFFAESIHAVESS , ACM 24Tk BB HE ARN HEITIES,

WER ACM FEL&ITHE LA B RIEEE |, M4a&kix AWS Health EventBridge E4H Amazon B4,
XEEHMESHE 45 K, 30 K, 15K, 7K, 3XM1XEE, BXEZELE | HSH T35
ACM Y EventBridge X,

BXREIUFBHFHMNEZER |, S RAWS Certificate Manager B FHB£F5IE,

ETHUNAURESXNEER IS FERH |, ESH B3 KU AWS Certificate Manager B BB 4,

B RIEI UL B F B4

ERBIERMAEEERE S FHRAFRIEE (ESHAWS Certificate Manager B FHEBAFRIE ) , AT
£ /8 AWS Certificate Manager API &3k ACM BB %X —HA FEITIEPWIH B RIEBE Fo 4. B
FEUTER THATERE

« BEUIER ACM iEH At B = 8B FER IR,
« BENEPNEITTRENEEFRIE. BXRBELEPNEITRENEESR , BERREBIERHEITKES,
o BRWBIMFEERE ACM NEFHLLT K IEHY R IG5 50 1E B Flf 4o

ENRITEFI4RERESEITERERPHRIEENETEMNE , TJEEHA ACM API #
HResendValidationEmaili&#E AWS CLI., = AWS SDKs, ACM &I &8, F i 4 & 3% 238 E M W iF 18
A OB 7E 3R X 48, AWS CLI AWS CloudShell 54 f 3R 17 8] 3% 5 88 R #Y 6
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HR ACM EFRIEFI IR FHRHF (12FE )

1.  EZRHITFrhttps://console.aws.amazon.com/acm/E AWS Certificate Managerilo
2. EBRFERIEMIEBAUESP ID.
3. i%#% Resend validation email ( EH &K IXWRIE B FHHE ) o

B3R ACM EF KA F R B FHR 4 (ACM API)

£ ACM API A{EfiZResendValidationEmaili{E, EXfERT , FBIEHHN ARN, FEFFHRIE
A AR SR B H A WUR IS UE B8 F BRI, BA T RAGIEBA IR E A AWS CLIRITIZIRE, L RHI
SERITRHUETHIE,

$ aws acm resend-validation-email \
--certificate-arn arn:aws:acm:region:account:certificate/certificate_ID \
--domain subdomain.example.com \
--validation-domain example.com

ST HTTP BRiEMVIZ A

ACM H &#&ExE CloudFront HTTP BiEM A MIE BRI B FEELIT,
FEXSHIET 60 K , ACM &K BLLFEIT&M4 -

- ZIEPHEBIEHBEA CloudFront,

- FIELEN HTTP RIEEFEAHEHIEMHBRNE,
MPEHFRXLERHE , ACM FIANFE EBIRIEHLITIES,

MR ACM ELITHE L EBIRIEES , M&XIiE AWS Health EventBridge E4# Amazon B4,
XEEMHFETHE 45 X, 30 X, 15X, 7R, 3 XM 1 RK*k., BEXESEL , H5H LI#Hx
ACM K EventBridge ¥

NEBRBINEL] |, FHARZRedirectFromit RN B SIEP P ENMFBRedirect ToFfENEN A
BT,

2 HTTP RIFAIE A MRAS 1.0 72
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FBIEPBEEITF AWS Certificate Manager

MR BMNFE CAZXERN ACMIEH AWS T8 CA BERABHITHERT. SRTZEE ACMIEBF
B, %A PKIWIERFFBERIE, YERAEFFMREEFHEXDLRMAMOR CAILEREN el
MAEE.

(® Note
RAEMEH ACM #4143 ACM API B RequestCertificate B ERBIIEP F FEHEELITR
#., AWS FAHE CA EH AWS FAF CA API MissueCertificateREE M A WIEPH T H ACM
B,

HREENIEHER 60 XIHET , ACM 2 BHERET. XBEFHSFHMELENIES (Hlwn, EAXR
wEIEDOH ) . B A LABER A ACM API B9 RenewCertificate 12 4ERRHI4E1T, BXBHILITH
Java SRELRHBI , TS LiTiEP,

Zilg , ERHEFIRSHAXNBOT IR

o MRIEHE ACM ERIRS KB , NFEHR/RBRIBIES , MAFIAN T RE,

s MRERBTE ACM EFREFZ)EK , EEEFBRETESEHLZREITWIESR, BRAILFFHHITX
Lei24E | A LAFE Amazon FIAWS Health#Bh R 1TiX LR 4E EventBridge , AWS Lambdail NP
To BREZEER ,BSH Bx) S HELITWIES,

Bz S HESITRIES

UTEERERET —NRAABRER , BTFE ACM £iTFE PKI EBE B3I S HIXLEIEH, tRAEINMN
ACMHSHIEBEREMERH  SHE , EPNSAREKEHBRER L,
FEHEHE xS HIES
1. RE ( AWS Lambda F X &IERE) vTMITHR , CI2NEE—NEAH ACM §H API Y Lambda B
.
a. BlE—1 Lambda E¥.

b. NEMNEELIZE - Lambda FITAEHRMUATEERE. ZREATEHIHRBEST
i ACM API BYExportCertificatel® ER & REITHIE B FMFLEH,
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JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect":"Allow",
"Action":"acm:ExportCertificate"”,
"Resource':"*"
}
]
}

£ Amazon FEIZE#H NI EventBridge , AT ACM BTHRREH , HERNE Lambda BEAT
BARAZEH. ACM BXRZREITIUEBIEBLEA AWS Health B, BXRXLEBIHNESZEE ,
5 5 £/ Personal Health Dashboard (PHD) ¥ Z IR,

BRI T EHFEAREEAN,

"source":[
"aws.health"

1,

"detail-type":[
"AWS Health Event"

1,
"detail":{
"service":[
"ACM"
1,
"eventTypeCategory":[
"scheduledChange"
1,
"eventTypeCode": [
"AWS_ACM_RENEWAL_STATE_CHANGE"
]
.

"resources":[
"arn:aws:acm:region:account:certificate/certificate_ID"
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}

3. BUEBMARELFHLREUERRTEUEITLE.

MiAFAE PKIIEBHFEE XL

&R LAER ACM API 5 AWS CLI F3hillil ACM RERIT TERENEE, BIXHEM , BT
INERIEHHES BT E ACM BR14R1T,

(@ Note
& REEN IR E AWS FAH CATUR NS HAVIEBAYEIT.

YERER T EERE APHEESR CLI iRt , ACM £ REITIER. MRLITHKI , ACM 2EHE
Bt A AP P ERNIEPTHE, MRIEPE ACM ERBRFSHEXE , NAMBFIUEPS , H
£ Amazon Events F4 K £ 1T CloudWatch Bk, MREITRK , ACM iR E iR H B IKEAMK
B, ( EAILAEMA describe-certificate W S EFLEFES. ) MRIEBFREIENRSHBEN , &
MAFERNESEHFHFHHZEEREFEL,

/A Important

EFEH ACM £1] AWS FAF CAIEP |, A%k [E ACM RS F R R FHRITHIZENNER, Bx
BZER  BSRRNEPLEITIR D B4 ACM,

F AT P LT (AWS CLI)
1. fEA renew-certificate IEPEIT S HHWABIED,

aws acm renew-certificate \
--certificate-arn arn:aws:acm:region:account:certificate/certificate_ID

2. RE , £ describe-certificate S P HINEEMZIEPWELITIEAMEE,

aws acm describe-certificate \
--certificate-arn arn:aws:acm:region:account:certificate/certificate_ID
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FENHUEFH LT (ACM API)

KixRenewCertificatei®R , 38 EBLITWIEILEPH ARN, ARG A iZDescribeCertificatei/E
BWINERBHNEIT#FAERCEF.

REUHHEIDRS

HEZHETUERR , ACM 2 IEBFMEEFRME Renewal status ( ZITIRD ) FRFER. BRI
£ AWS Certificate Manager ##]&. ACM APl AWS CLI, 5 AWS Health Dashboard 3k#& & ACM
EPWEITRS, MREFEAEGA AWS CLI, =k ACM API, MIZEITRZS A SR T E 51 # H AN AT &8
HIRSEZ—. WRAEA AWS Health Dashboard , tt&E RELHWE,

EFERIERIT

ACM EEZRBIRIFEPPNEE. BXEZELR , BESHE L1 ET DNS RiFfiE, TEH —
FHigE,

FEWIE

ACM ZEBFRIFUEBHPH—IHSMAR . BATRMITHERBERIEXEEHE , FUTELET
EP. MREFAXEBERNRBEFERHFRIE , FEKR ACM KXW B Fibd | IRRiZB FHp4
PEERITRIE. RZAEANRE DNS Bil , HRELHR DNS EREFEABIERNHEEA
o

B Zh
EBFHNMEEEHEERIE , B ACMEI] TiEH., EFEH—FTRE
R

EPEH 2B - MRS MEERRIE , Fitk ACM RETUEH, BRI BB RMAVIES,

MRIEPH S5 HAM AWS BRS ( #l20 Elastic Load Balancing = ) 5Bk CloudFront , & ZIEPEZ AR
FRETURE S |, MZIEBERIELIT,

(® Note

MEIVRASHERAREEFZR IS RER. MREBEZ , WEITHERSE 72 PlEE
i, FESTMNAFTHREESRITERE. BXRABHFERL , 1ﬁ/lﬂ}3F§u't:Fnﬁ RiE &

RELITRS WMRA< 1.0 76
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F&

- RERS (BHA)

- RZERE (AP))

« REIRZE (CLI)

- {4 Personal Health Dashboard (PHD) # &IR7S

RERES (24E)
THHSENBNAFER ACM B AKE ACM IEPHLELITIRES.

1. TEXRHFT Fhttps://console.aws.amazon.com/acm/E AWS Certificate Manager#l.o
2. B , EFEHIFHAEFER.

3. 7 Details &85 &K Renewal status ( £iTIRE ) » MREEFIRE |, %8 ACM RIFHALLIE
PHREELITIE,

RERA (AP)
B ER A A DescribeCertificate 2 ER RS H Java Rl |, FSHEE RIS,

REIRZ (CLI)

THEHN RN BWM@ER AWS Command Line Interface (AWS CLI) & ACM iEPLLIT KRS,

$ aws acm describe-certificate \
--certificate-arn arn:aws:acm:region:account:certificate/certificate_ID

EMRAH | iHEE RenewalStatus FERFAME, WREEEFZE RenewalStatus FE , B ACM
RIFBIEBIEEEZITIRE,

{# F Personal Health Dashboard (PHD) & &IRZ

ACM £ HAT 60 XR&%iRX AT EM ACM IE+H, MR ACM TXBFHEITEMNIEE , ©EAEIE

FEPHEEBR 45K, 30 K, 15K, 7K., 3 XM 1 XRABEZREPEITEHEHN , EHNEEEXRR
1731, AWS Health Dashboard AWS Health Dashboard 2 AWS Health FREZH —p20. EFEEIR
B, BRKFPESSOHRIEINTARAFBAINUET, BXELZEL , S H AWS Health AF 1§,

RERA (2H5) R 1.0 77
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® Note

ACM FHELEITEHBAEA PHD HELHPNENSEH, EMBHNBLBSZI—MNEA , E

BT RN A L,

ZE# A AWS Health Dashboard , IEHITU TR :

& AWS Health Dashboard at https://phd.aws.amazon.com/phd/home#/.
1% Event log,

33 F Filter by tags or attributes , 4% Service.

1%3% Certificate Manager.

R A

¥t F Event category , %&# Scheduled Change,

R A

N o g~ w0 Dbdhd =

£ Personal Health Dashboard (PHD) & &R

MRA< 1.078
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73 AWS Certificate Manager & RA HIFRE

HREREAE ACM ER D EMRE, 8MZHETE—MNE M—ME. ERLUER AWS Certificate
Manager #%|%&. AWS Command Line Interface (AWS CLI) 8 ACM API 3R 10, &&=k ACM
IERHIRE., BALUERER ACM BFHIAPETHRE,

BA L REBFEEEMERNBENFRE, Hln , EaLAEH Environment = Prod =
Environment = Beta HrZEXRNAZ/N ACM IEBRMIFLLUHEERZN ACM IEBESHIFE, T
REEBHANANEMEENIFRZH R

e Admin = Alice
* Purpose = Website
* Protocol = TLS

* Registrar = Route53

Hih AWS BRBXIFHFIC. Bt , EALURRE—#HREI2BAETRNERAERXERRREEMER,
Flan | BT LUFARE (B30 Website = example.com) BB ACME$H, AHRYERURET
example.com [ 34 Y H 87K

F&
- FREBRE
 BEHRE

X PR F
UTEFAT ACMIEBRZENERES -

« B ACM IEBHRAFEHR 50,

- REENBEAKER 127 N F&.

- REENBEAKER 255 N F&.

- REENEX D KNE,

« Blaws: BREM AWS A ; BTERFN, REIMBRBA T LN IRLaws o SUIFLHHR
ZLaws: Nit AEH tags-per-resourceBit 2,

« MREUNES MRS RFEREARMIFLELR |, FIEBEMERS TN A FEAN TR EWR
#o HSFZRS I BRI X4

RE R MRA< 1.0 79
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« ACM IEBHRZFR A A FH Res ou AWS Management Console rce Groups FI5 % 4w 8 25

BX AWS IREBRHIN—REE , BSRNBRFRANELE, AWS

EERZ

BT LAMER AWS BB 4EIA, 5 AWS Certificate Manager AP 510, REFMIBRIFZ, AWS
Command Line Interface

EEIRE (26l8)
ZAILAEF AWS Management Console RN, MIRRSABEIRE, EBAESIRERIFZ,
YN 7

M ACM 24 8 &EN U T ERARMIFE,

EE R IRIFRE (2HA)

1. %&3F AWS Management Console 3 7E 3R # ] FFhttps://console.aws.amazon.com/acm/ZE AWS
Certificate Manager#l,

EREERNERMFZIERZHE L,
EFEHAEEERF , @ TRE Tags.
22 Edit #1 Add Tag.
BANGSHRNE,

EERT

o a0 bk~ w b

T BRER
£/ ACM #4583 LA T T M BRAR
BIBRIRE (3241 5)

1. E3F AWS Management Console 3£ R H 4T FFhttps://console.aws.amazon.com/acm/E AWS
Certificate Manager#l.

2. EERERRHEFEHIERZ/IEX.
3. HEBFHAFEERT , BTIRIE Tags.
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AWS Certification AriEE
4. EERE.
5 EZEEMRAFRZZM Xo

6. EEFF
IREIRE

fEFI ACM 241 4B M TR A EF L.
WIS (1248 )

1. E3F AWS Management Console 3£ R H 4T FFhttps://console.aws.amazon.com/acm/ZE AWS
Certificate Manager#l.

2. ERERBNIEHZHEX.

3. EWHAERERTD , MTRIE Tags.
4. ERRE.

5. BREEXRNIRENRIE,

6. EERRF.

5P ETIRE
7 ACM 124 & s 5 LU T3R5 B R AR,
51 B RIFE (B4 A)

1. &% AWS Management Console F7£ R H $TFF https://console.aws.amazon.com/acm/E AWS
Certificate Manager#ll..

2. BEZEREFEA LANERER

iR ERE RN FIMIRE,
3. BPEENTERNFESNERE.
EIEFRZ (CLI)

BSRATEBLLT BMEER AWS CLIR, 5 A ERARE .

» add-tags-to-certificate
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https://console.aws.amazon.com/acm/home
https://console.aws.amazon.com/acm/home
https://console.aws.amazon.com/acm/home
https://console.aws.amazon.com/acm/home
https://docs.aws.amazon.com/cli/latest/reference/acm/add-tags-to-certificate.html
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* list-tags-for-certificate

* remove-tags-from-certificate

EIERZ (ACM API)

BSREUTEBELT S E Atk APLAIN, 5 H R BRIRE

+ AddTagsToCertificate

+ ListTagsForCertificate

* RemoveTagsFromCertificate
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https://docs.aws.amazon.com/cli/latest/reference/acm/list-tags-for-certificate.html
https://docs.aws.amazon.com/cli/latest/reference/acm/remove-tags-from-certificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_AddTagsToCertificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_ListTagsForCertificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_RemoveTagsFromCertificate.html
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5 ACM SERHY RS

AWS Certificate Manager X 5K B ZH AWS RS . BTFEEF/ERN ACM IEREHFAE AWS FAF CA
EPEELREZNMIE AWS SNARF L.

® Note
233 ACM E AT AR FEE#E R Nitro Enclave B9 Amazon EC2 2l L, BB SHAE
IE , BMEFEAET Amazon EC2 SK6| EER . BXREREEE Nitro Enclave B G EC2 5%
Bl LB Web IR ESMER , ESFHIE | £ Amazon Linux 2 EZ % LAMP W& RS
BRRHE  EATD® Linux AMI 25 LAMP M & IRS 25,

ACM IEBZUUT RS X5
Elastic Load Balancing

Elastic Load Balancing £ BN EZANARFRES BRI ZMEEE EC2 £4l, sz
TAREENES , HEREENKBAISTEENES , ERSTFAEENEFIIRE N L, Elastic
Load Balancing Bz BHBERALEBREUNNEARE. EXAHBOENESER , H5H
Elastic Load Balancing FA FF /.

BE , I TEISSL/TLS, load balancers require that SSL/TLSIEBRHLZEHNE , NLEERE
B #E5E/5 3% Amazon EC2 3£l b, ACM 5 Elastic Load Balancing SERAE g9 85 58
ACMiEH, BXEZER , S BEIE Application Load Balancer

Amazon CloudFront

Amazon CloudFront 2 —BIM & RS , EBEINEKL G MERFEHNAR |, NiREFKLA
FoEABNBESNTATHEE, YRAAFBEREERNANERN CloudFront , iZ A F 4%
HEZERREMNLELE S, XETUBRIATEUARESERZANS. NRABZHIN T ZEEN
& , B HE CloudFront {4, MRABRHBAEZLENE , ISHEMNEERENRLEAR
SR A Amazon S3 2@ Web RE 88 % CloudFront 3%, HXxE %= & CloudFront , EZ [
{Amazon CloudFront F £ &$5r) o

EJ@EISSL/TLS, CloudFront requires that SSL/TLSIE B LZ AR |, 5L LT CloudFront
PERBEBIZEFHABTRL, ACM EEE£R , CloudFront MEE X 1THR LEE ACM iEH,
CloudFront BXEZEER , HSHIREL SSL/TLS iEH,
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-lamp-amazon-linux-2.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-lamp-amazon-linux-2.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/install-LAMP.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/create-application-load-balancer.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/cnames-and-https-procedures.html#cnames-and-https-getting-certificates
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® Note
EF¥ ACM iEf5—EEH CloudFront , BAMEEERI ( BERLILE ) hXFAFERSH
AZIEF,

Amazon Cognito

Amazon Cognito W&EH Web MBI R ARFREME S ORI, BXANAFREE., AP UUEREZN
AWS ik EREEER , WA UBEE =7 ( fliiFacebook, L E#, ARHFER ) BF., BX
Amazon Cognito WEZEE. , i5Z# (Amazon Cognito FF R A RIEFE) o

L I&JF Cognito FA Fthlit & 7 £ Amazon CloudFront {X¥28% , CloudFront ATLLi% & ACM iEH
REFBEENE, EXMERT , BEE , DTERBREPRSHXRER , CloudFront ARG 3 8245 E
BRo

AWS Elastic Beanstalk

Elastic Beanstalk AIH A ERmNEMNEENARERF AWS , MAXEBLETXENAREFNE
fii%R#9, AWS Elastic Beanstalk f&{K T EE S 3%, BRFELEF R ARERF | Elastic Beanstalk £
BN EBEEXREME, AFEE. TENETRRKEENIHEBIFMES . Elastic Beanstalk £
Elastic Load Balancing BRS58122 7159 #7285, A X Elastic Beanstalk WEZE R , 25/ AWS
Elastic Beanstalk FF & A R &R

EEERBRIUEPR | BYAIIE Elastic Beanstalk BHlIAP N EHWNARFEEAFIGER, EXESE
B , 5B & Elastic Beanstalk MER f1 515 # 23 ALK IE HTTPS,

AWS App Runner

App Runner =11 AWS RS , ERRt 7 —MRE, MEBELFIENARX , TRHERBESIEH
MEEEIPEBE AWS =H AT BEZEH Web MARF. BEFZIHEAR, REMSHHIGITE
RS, AR FEMEMATREMEE AWS BiR. B App Runner WEZER , i5ZH AWS App
Runner FF X A A 5.

LI EENER S App Runner IRE-<EXAT , App Runner &7 NI 612 A T IR BRI M H9E
. ei#HFEMEE ACM 1, EEEENRFSBUERKIRSZHEMBIERELXA , App Runner T
BRIXLIEH, BANIRBZINIT , EEFBITANIEETMIER, BXEZER , 5S5H AWS
App Runner F & A RIERHP A EE App Runner fRFH B ELEE .
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https://docs.aws.amazon.com/cognito/latest/developerguide/
https://docs.aws.amazon.com/elasticbeanstalk/latest/dg/
https://docs.aws.amazon.com/elasticbeanstalk/latest/dg/
https://docs.aws.amazon.com/elasticbeanstalk/latest/dg/configuring-https-elb.html
https://docs.aws.amazon.com/apprunner/latest/dg/
https://docs.aws.amazon.com/apprunner/latest/dg/
https://docs.aws.amazon.com/apprunner/latest/dg/manage-custom-domains.html
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Amazon API Gateway

BEEBHIRENSRANYERM (oT) AR , 812 APIs TATHRBENSEHRAERENEEE
BHXHEEE, AWSETLFER API Gateway kK&, 4, WIERRFERN APIs, ¥ API I
EZF APl Gateway f5 , BRI LIZEHENFH B UBLNENHE. BEREBENEE , B4TIRA
SSL/TLS if$. EAILAER ACM £HHS AIEH. Bx Amazon APl Gateway WEZER |, S
@ {Amazon API Gateway FF & A RIEE) o

AWS Nitro “kith

AWS Nitro Enclaves 2 —II Gi# EC2 &L , AT ENT L EHEFleIZBENHITHE AR
#£[X, EC2Enclave 2K, BIELWNEEZRNELN. SININRERERXEHINEZEARbEE
FEE, TIEERAMESE. XEXNFRIFENTHKMN, AP LEBET SSH # A Enclave , 3} 8

REFWHRZE, NARFIAF (SERAFPREER ) TEWRIZ Enclave AN EIEFN AR
Ko

EC2 i#£3£2| Nitro Enclaves BI£flx3E ACM iE$H ., BEXEZEELR , HSHEA T Nitro Enclaves B9
AWS Certificate Manager.

(® Note
B EEN ACM iEB 5 RE#ZZ| Nitro Enclave B EC2 3£ < BX,

AWS CloudFormation

AWS CloudFormation #5 By #8228 Mi& B 5i# Web Services RiR. &0 AR — /MR
EFEFAN AWS BRIVENR , HlI0 Elastic Load Balancing 5 API Gateway, &fE , AWS
CloudFormation AR N EMENEEX LR R, BLEFRMAUENEE AWS &R , 8- FE
FERMLFRKB T4 ; AWS CloudFormation AI AL EBFTEIX L, ACM iEBERERE
RIRM | XEKET AWS CloudFormation AT LAIER ACM iE$ |, B LURX L 5 AWS Bk
S—ERERAUERAREERE. kA, BALIRENTS AWS BRHPHITE T ACMIEH, AWS
CloudFormation

B XM —f%{E B CloudFormation , 2 (AWS CloudFormation AF#88) . BXMTXIFH
ACM &IREVE R CloudFormation , & RAWS::CertificateManager::Certificates

EBhIR A58 X B Zh1LThaE AWS CloudFormation , (RA BB EMIE PBEE , X T AWS K/
LEM, RMNBWEBB/UTHAEN ACM &EEE, AWS CloudFormation
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https://docs.aws.amazon.com/apigateway/latest/developerguide/how-to-custom-domains.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/
https://docs.aws.amazon.com/enclaves/latest/user/nitro-enclave-refapp.html
https://docs.aws.amazon.com/enclaves/latest/user/nitro-enclave-refapp.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-certificatemanager-certificate.html
https://docs.aws.amazon.com/acm/latest/userguide/acm-limits.html
https://docs.aws.amazon.com/acm/latest/userguide/acm-bestpractices.html#best-practices-cloudformation
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® Note

R EE A ACM IES |, ] AWS CloudFormation #4345 4%3F AWS CloudFormation C
REATE_IN_ PROGRESS K%, Efli# — T AR IREFHIER | EREZEBIERRIFS
FERH R EAIRERNLE, BXEZER |, B RRECE, =M BRERIEERE T
EREIE,

AWS Amplify

Amplify 2— A% THEN TEFMINEE , fFalin Web MBI A A REBRERMBERL EFRES
BB AREF. AWS Amplify IREFTIRS : Amplify Hosting 1 Amplify Studio, Amplify Hosting 12
HTET gt WIT/ER , ATREFETEBN KR TIRSES Web RAREF. Amplify Studio 2 —1
EMNFRIME |, E{LATT B2k Web MBI NAREFNGIE, £/ Studio £A—4AREA
H 2RI ready-to-use AP R H , QIBNARFER , AEEREEZEE B, HX Amplify B
BREE | B30 (AWS Amplify AFER) .

ML B EHEZEINARRF , Amplify 24 8 FM % — ACM iE KR ZiF.
I ¥ OpenSearch BR%

Amazon S OpenSearch ervice R —MEZXRMIME|IZ , ATEEDH. EXNNARFEENSS
RoOMERG, BXREZER , 525 (ILS# OpenSearch REF X EIERE) »

BB B E B E ML IRET 2B OpenSearch BRF &R , ATLAERA ACM F<EkH Application
Load Balancer Bt EiE$,

AWS Network Firewall

AWS Network Firewall @ —I#EE RS , ALERWAFFE Amazon EFAE =B E KM KR
(VPCs)e BXEZER , S H AWS Network Firewall FF & A R 35/,

Network Firewall B5 X i&5 ACM &£5% , AT #1T TLS ®E, MREIE Network Firewall # £
TLS KE , MAMEE ACM IiEH , SUEX BT BHAER SSL/TLS REH THRZEMNEHRME, BX
Network Firewall #1115 ACM BL&EA# 1T TLS REMNEER , S5 H (AWS Network Firewall F
EARIERE) PH “EH SSL/TLS EF TLS REBRBMWIEBHER",
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/troubleshooting.html#troubleshooting-resource-did-not-stabilize
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/troubleshooting.html#troubleshooting-resource-did-not-stabilize
https://docs.aws.amazon.com/amplify/latest/userguide/welcome.html
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/customendpoint.html
https://docs.aws.amazon.com/network-firewall/latest/developerguide/
https://docs.aws.amazon.com/network-firewall/latest/developerguide/tls-inspection-certificate-requirements.html
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Z4£ M AWS Certificate Manager

TEEAWS REFZE, fFANAWS FF , BAUZRT LT HNREASHLZEHRBEALNERMHY
BOBEHROMMERN,

ZERNMFHEAE AWS 3E, RERAEEXFEHRNCZNRZEMNEZTN RSN

« ZRE — AWS AFRPE AWS ZHIE1T AWS BREMEREHE, AWS ERERBAIURLME
RAHERS. ENAWS SRR ERA T ER TR EN —E2 , FE=FFIHTERN HMBIERMNR
2HEXME. ETHREAMNENITRI AWS Certificate Manager , HZRIEEMITRIX 2 HEEAH
AWSAWS BRSFEEM 1T K.

DIRBZE-ENREREERN AWS RSERE. EEFENHMBRARNT , LHENHRENBUR
., BRANERANERREREN,

AR AR BY IR T SRTESE R AWS Certificate Manager (ACM) B 3{A 7 A D B RER R, LA T EHiH 88
WEEE ACM USRI LN LT HMEMA M B IR, BEFFI NAEAEM AWS RS KB E G2
RIFEH ACM R,

F &

« FHEIERT AWS Certificate Manager

i& A T Identity and Access Managem AWS Certificate Manager

FME1E AWS Certificate Manager
AWS Certificate Manager Y Bl E W24
AWS Certificate Manager 8 f $ 0 i 23 171517 (AWS PrivateLink)

RERE

§ B IER I AWS Certificate Manager

2 AWS EFEETER T h e BIERT AWS Certificate Manager, MZAER AR AWS | fARRP
EITFMENANESIKREMEN AWS Cloud, BAREFNEEETHEMEN LHRNBWES, &R
REFERAN AWS RS NEL2BRENEEES. BXBERVINEZER , BSHBERLENLR
B, AXREBNBERFHESR , H2H AWS Security Blog £#) AWS Shared Responsibility Model
and GDPR & X E,
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https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/data-privacy-faq/
https://aws.amazon.com/compliance/data-privacy-faq/
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/
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HFHEERF L , RIONEBEUERT AWS Ik ZIEHEH AWS IAM Identity Center 2% AWS Identity
and Access Management (IAM) RENARAF. X , 8MNAFPRREBETHIERIRAMENNR.
REWEBIE AT AR EIE

s NENMNKFFERZESHRIE (MFA)
« FAF SSL/TLS 5 AWS BREE. BAERFER TLS 1.2, B TLS 1.3,

- FAHRE API AP EZI BE AWS CloudTrail, Bx{# A CloudTrail BRERIEHIR AWS JEFIHNEER
BHZ R (AWS CloudTrail BF#ER) REFEAR CloudTrail &,

- A AWS MEBHRERUAREFHRAERINZEEH4 AWS RS,

- FABREEZLERS (HlI Amazon Macie ) , ©EBIT XIMMRI F#1E Amazon S3 HEV U
BiE

o MREE AWS BN GSTRES API HITHRINEEZT FIPS 140-3 RWiIFM INZESR | EEA
FIPS it R, BXTHAMN FIPS HRNEZEER , B5H (EEKRIPEELERAL (FIPS ) 5 140-3
) o

BABRWE /N BEESHBER (WEEFNE TR ) RAREHEABANEFR
(WERFER ) . XTEEAWS RS £AEFE. API 5 ACM HEMASER. AWS CLIAWS
SDKsTEA TEMMRLEH BHRAX AR FRIAANTAREBTELATIHRIIZSHBA T, NRE
EAAEBRS SRREAML |, BARNWEFEEM P IEFILE R KRB I ZRS [N FR,

I PR RHAN LTSN

HIBERAHIUEPAET , AWS Certificate Manager (ACM) &4 5 —“ public/private key pairo X F5
ARES |, BAERZRN. NEBHAFEANEBN—825. ACM FEIEPREMENNFA , HEA
AWS Key Management Service (AWS KMS) X& BRI FAH. ZHENIESRWO TR :

1. BREREN AWS KB RIFHF AR , ACM 20IE -1 3IE AN aw slacm AWS KMS key BY#E
BiEF. It KMS BEAESD AWS K/ MEBN AWS XEFHE2HE -1,

2. ACM fER Itk KMS IZIERMNALE R . ACM REMMBRNLERNR  MASUAENEEKEF
LB EHR. ACM ERHERER KMS ZHARIMEZRE AWS IKF M4FE AWS XEI R AEIEBAIR
o

3. FEPXEXEI S AWS Certificate ManagerSE VRSB , ACM &£FFEBFMMBNFIEZRARKIESL
RS, HEBIET — MR AWS KMS |, AFRSER KMS ZARZ I PIFALE. BXRBENNE
ZER , 5ZH AWS Key Management Service FF R A RIEEEHPHFEAREN. HX ACM X1 AR
FSWEZER , HZH 5 ACM £ RS .
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-trails.html
https://aws.amazon.com/compliance/fips/
https://aws.amazon.com/compliance/fips/
https://docs.aws.amazon.com/kms/latest/developerguide/grants.html
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® Note

R LAR I B 3 02/ AWS KMS 821X, MRE TEARER BRI RN , WXk EEMERS
) ACM ZhgE,

4. ERRSERA KMS ZEkMBEIEZRR. A , ZRFSEREBNBEZN (EXAX) RERHRY
EEEMEYANELEEEE (SSL/TLS 2iF),

5. HIEHEEMRFBUEXEKE |, 58] 3 PRIBNBELFRER . XBEWRE , XRS5 BRI LUER
KMS Z AR BZIE BB RN,

i& AT Identity and Access Managem AWS Certificate Manager

AWS Identity and Access Management (IAM) AWS BRSs AI#HBIEE R 22 iR 53X AWS BIRA 78]
R, 1AM B RZEFIATLUBE FHKIE (B35 ) MER ( EENR ) £8 ACM BRHAR. BT
£/ IAM AWS RS , TEXAFNER,

FA

- BX

- FASHHTESHRIE

- FERARKEEE

« I{a] AWS Certificate Manager 5 |IAM & & £

- ET 5 KRB R AWS Certificate Manager

« ACM API iR : BEEMRRSZE

+ AWS WL E KB AWS Certificate Manager

- FERHRBS5 ACM £EEH

- FRSHEXAE (SLR) 5 ACM EEEA

« X AWS Certificate Manager 5 13 #1/ 8] 3 17 ¥ BE HE Bk

5>

¥

BRI EH X AWS Identity and Access Management (IAM) 28R E , EAEBURFIEIE ACM HFT
B T,

SHMAREE W7 1.0 89
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RSAF - MAFER ACM BERERES , WENEER SN ERUMENEZUENNER, YEFEAE
% ACM ZhEERSTER TIERY , BAIREREFIIMUR, THRUOAERLRNRESTLMERERABERES
MRBR, tNRETETLR ACM FHIZIEE |, S X AWS Certificate Manager & 5 #1175 (513 17 i & 5k
BRo

REEER - MREELNRAAREE ACM BR , WEAEEER ACM WELHRNE. BERTHE
K BRSS A PRI B HRLE ACM THEERI R IR, ARG , BE IAM B AR ERUERBRS AW
MR, FEFZNEALNEEUTHR IAMBERES, ETHEXENLTNMAE IAM 5 ACM #E
FRANEZEE , B3/ 0T AWS Certificate Manager 5 1AM & .

IAM EE R - NRER IAM EER |, EURFETHAEXNMAREREUEEN ACM BT R FRAY
FHEE. BEEFETE IAM REAN ACM ETHOHNERE RS , 58 ET 5 HAVERE TG AWS

Certificate Manager,
ER S H#RTH AU

BOBIIRE AWS FRASMEIERFNAR. BXT IAM AR BHEETE AWS KRBT
IAM B e3TEHARIE (BFAWS ),

A A EABEY S MREENEREL AWS BRE 510 EF. AWS IAM Identity Center ( IAM Identity
Center ) AP, RLOFIMNEREZE MR LAKREN Google = Facebook EIRMEKE F 108 =l
UELBRABMEREN , FNEERALUGER IAM ARIEE T SHNKARKIE. HREABKSTR AWS
B, AR ERENE- AR,

BFBEHNAPER | EALIEF AWS Management Console 2 AWS 5RITIF, BEXBEZFNEZER
AWS |, S (AWS &35 AFEmR) PR NAEZEE AWS KW,

WMRIE AWS BURTEIFRIGE |, Mle AWS BEBREF LA EH (SDK) MErt1T#ED (CLI) , AEFERE
HEBRBNERFETNBRES, NMREATFEHAWS TE , NIAXTEHECEBER, BXFREENSEH
TEEERNEZER , H5H (IAM AFERE) DA TZE APl ERAWS ZF A 4,

TeFERAAMSMRIESE , SRURFERHEEMLZEER. i, AWS BNUEFERZESHRIE
(MFA) RREKFH LM, ETHREZEER , 55H (AWS IAM Identity Center A1/ FHZ
EHSHBRIEM (IAM AFER) £/ IAM FHAWS ZE S HRKIT,

AWS Tk root I

BIZEf AWS Ik, BEXBR—NEBREN , ZEOTUATL2LRKS FHMERR AWS RS M#E
Ro L H DI AWS IKF root B, R GIE MK P Bt 62 F A9 B8 R 44 3tb ik RN 22 48 B S BN AT 15 )
ZH M, BARWESEERARAFNITERRES. RPFRAFEIE , AERAXERIERNITRIEA
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https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_sigv.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/enable-mfa.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/enable-mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa.html
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FPRIMRITHNES. BXERGUBAFFOEZTNESHTEIR , 5K IAM AFEREFNEE
BAFFIUENES,

BRE 5%

FERBEXER , ERAXAF (CSRFTEEERAGRANRNAF ) £FRESHRABNERKS SO RIE
AWS g% B i EHEBF AT

REGHRELNSULAFER. Web B4R, Identity C enter BRFAMWAF , REFAEH
AWS R BN B RIEENEREH#HTIHRNAF. AWS Directory Service Bt & 5 1714 @) i+ AWS
K e EAR | ACREIER,

EEHRERIHRINER , BUUEER AWS IAM Identity Center, & T LLTE IAM Identity Center &2
FHEE BN EEARSIEECH ORIV —EAFNEL , LETLENME AWS K- A
RARFHER, B IAM Identity Center B{EE. , S % AWS IAM Identity Center fi F $EREPEY 11
Z & |IAM Identity Center ? .

IAM A P EF4A

| AM FI 7 R48 AWS Ik BN AMARBARFEERERRN SR, ETENERT , RNBWE
RIREE , T RREAAKMEE (MEBNBARA ) 00 1AM A7 B, MREH—ERE
WEAZESFERPEIENUR IAM BF , BUERRIGTRIZESR. BXELZELE , H2H (AM AFE
M) POXTEERPEENAS , NEFENEHHEES,

IAM AR —NMEE—4AH IAM AP S/, BTEERAENEHER. BULUERAAR—XIERNZNA
FPIEENR, MREEAEAF , FRAATUERWMEERAFRNIE, il SaUBRE— M8 NNE
48 | IAMAdminsH O iZEA R FEE IAM BRI E,

AFEAGTE. AFE—#EENMARSNAEFXK K MACEELEFEZCHEANARA. AFE
BARANKHFIE , MALRHAGNEILE ETHESES , H28 (AM AFER) #18 IAM AF
iREIEESVS

IAM A&

| AM B ERELNMEERENR AWS IKF W& M. BERLT IAM AR , EEREARTXEK. EX
FIGEETEE IAM & AWS Management Console , S LLM B FEI#E] IAM A/ ( BE5 ) . &1
LUEd A AWS CLI 5t AWS APl RERFERABEN URL RRAEB, BXEAACNEFENESE
B, #ZH (AM AFER) FRRAREHNE .

BB e EIER IAM SEEU0TERTRER !
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/gs-identities-iam-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/gs-identities-iam-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage-assume.html
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- REAFR  EAKEFHRIENE , FUEAGHNABGENNIR, HREGHHTEHR
iER , ZEAFSAREXKABERTHLACGENWNIR, BXATHREEHRIINACKHE
B, iEZH (AM AFER) PNHNE=FSHEEEUEAE (KESHRIL) . MREFEH
IAM Identity Center , I EEEENRE. N EHENEHREHRTEHLRIEFTIHFRINAZSE , IAM
Identity Center X RES IAM VA EHEXEK, EXNBEENER , ESH (AWS IAM Identity
Center A #EF) PHINRE,

o I&EEF IAM AFERR  IAM AP AIEA IAM AR SE® , LENREHNEEESHN TR R,

o BIKFFEE : B LAER IAM AL ATFFRREIKFFHNENA ( ATEER ) HREHNKF RNE
R BERERFEKRKFHENEBENEELSR. ER2 , N TRELERR AWS RS , &0 LU R IE EZH
EER (MARERAACGENIRE ), ETHATERKFHEONACGHNETRRENRIEZ BNE
B, ESE IAM AP EEFR 1AM FRERK P 7RG

- BIRSIFR — B AWS RS FEREM AWS BREREHPHIThEE, Flin | ¥EERSHIKRITHRIF
B, ZRSEE ST Amazon RE{TR AR EC2 HIE Amazon S3 FEEN R, RS TEELER
RXEARANEENNE, FARSACSMERRSHEXASERNITIHRE,

o BERGEALE (FAS) — HZEA IAM AR A BEFRITIRER AWS |, BHEMAEZIEA. EH
RERSZH , BAERIT—MRE  ARRBREEHMBERSPEHE —MNMRE, FAS FAREH
ZIRAWRAK AWS RS B T RS AHBERNER. AWS RSREYBRSKEEESH
AWS BES RBRREFRETRNERN , T2%H FAS iR, EXAERT , BUMEFRT
XFTHRENNR. BXAH FAS ERNWKREEEE , BSREXTRSE,

- RFAE - RSACGRRSAREELWIK, PRTRIEM S R IAM A€, 1AM EE G A E
IAM R8I, ERFRRES AR, BXESEL , BES5H (AM AFER) FH6IED AWS iR
SERNBRHNAE,

* BESHEXAL-RSHEXAGRE—MERSHEXBENRS AR, AWS RFRFATURARKER
TRENAE, RSEXAGHAEENT AWS K/ |, AHRKRSHAE. IAMEBERAANUES
BT Re4m B AR SS X A BRRR.

« £ A@Q@ mazon LiEfTHINAERF EC2 — BAILIEA IAM AREREE EC2 R4l LizfTH A H
AWS CLI 5% AWS API iERE N AR FHIEEHES, XHEE EC2 SKflhFR TR ZHETR, E
7 EC2 £fl0E AWS AEHEETHREMENAREER , BFEE0E — MM EZEHIH K6
BEXH., ZfREXHETEZAR , HAWHE EC2 26l LiEZTHNREFREBRIRE, BXESE
B, #5358 IAM BFPEETRNER IAM A€ E1E A mazon EC2 24| LETH R ARFZ TR,

fE AR EE TR

BT LA AWS B o2 R EM IS AWS SO A RKZHFHRNER, KEREPH -
XNRAWS | SEFHHARXEN , ERELENR, AWS EEHEA (AP, root AFHAGS
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H ) RHERTAERXLERE, KEPFHRNRBERATERELER, KSBERMKELL JSON X4
By AWS FERFEEH. BX JSON KB XENEMINNBTNESEE , HSH IAM AFEEHH
JSON ZREEHEN

EIE R A LAER AWS JSON REERIBEWANIGRMT L. HHRY , BN EEATLIF AR RINITER
1, UREMFARHETHIT,

RIANBRT , BRPMNAREKENR. ERFAFPXNMERRIITRENDIR , IAM BEER TSI
IAM KiE, BEEABEUAMSENM IAM K , AR URAAG,

IAM ZRBEE SURERIINPR , o FAFERA MRS ZHITRE, Bl , RIREFE—NAYF iam:GetRole
BENKRE, WA ZERRHN AP AWS Management Console AWS CLI, = AWS API SRER& &

R
ET BRI RS

ETEHNRBETMMESZH (N IAM AP, AFASAR ) B9 JSON RRREE A, XL R
BHAFNASAEMAMES TN BLERFRITHRERE, BETHNMGTEZETSHNIRE , ES5H
(AM FiFiERE) FNERATSEERBEN BEXL IAM R,

ETHONRBEASE —SARINRREHIEEXRE, NERRBEERAEZNRAS, 45486
. RERBRIMMAVRE  GRLFENNEPHS MRS, HANAE AWS K. RERBSE
AWS RERBMNESEERE, BT HNAERERBMNRRRE 2ERTIER  F360H (AM AF
ER) PRERERBSNBRERME < BFITER,

BT HIRM K

ETRIFHREE M N FRAY JSON KM, ETRFMNRENRESE IAM ABEEREM
Amazon S3 FHEMERE., EXFETHRNRBIRS T , RSEER JUMERCINREHIIHER
BREEE. N THEERMMRBHER , REE IS EEA AN 2R RNTHREREAREFLARH
THIT, BLTEETRFENRBREEER, ZRATNSEKS, AP, A, REAFH AWS

RS o

ETRFNRERNM T IZRSFHRNEKERKE, ETREETRRNKBEHERM IAM P AWS EX
B

W EEFI5] & (ACLs)

TR FIFIR (ACLs) 2HMERFTEA (KFKA., AFZAR ) BNBRER, ACLs SETHIRMH
REERL , RECAEEA JSON IR N,
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Amazon S3 #l Amazon VPC B2 Z#FH RS R~ ACLs. AWS WAFE THEZ{EE ACLs , ESH
(LOpEEFEFRSTTXEERE) FHIHRES FIER (ACL) #ER,

HREgRE

AWS XEFHMAARERAREERE, XERBRBTLIREER ANKBRBEQER FHRANR.

- RRLA : NRLAR-NERBE, ATREETHSOREBEALN IAM K& (1AM AP A
2 ) BFHNRANR, BANKBRENRLR. SEERNREXEET HHHRBERENRILR
MX&E. & Principal FEERAFRACHETHRNVRBEAIZNRLARS, E-TURBEFHE
RNELFEZ AT, BRANRLANESEE , FSHEIAM AP ERTH IAM EERRERD 5,

« PR IEHITKEE (SCPs)- SCPs RIBEHMAHALH V. (OU) BB ANPRA JSON KEE AWS
Organizations, AWS Organizations & — A TR ENELAENZ AWS K/ DT o HAMER
EENRS. MREEAALTNAETIRE , WAL RS K (SCPs) NA T ENEARAE
k. SCP PR#&IAK &K R EYSEE (BIEEA AWS KB AP SRE ) BFR, A3 Organization
SCPss MIMNEZE L |, 219 (AWS Organizations 15/ YIRS 12 HI R,

- RIRIEFHIKEE (RCPs) — RCPs & JSON KB , Al LU ERIEEMK A =IRA & A AN
R, MAEEFHMBERENENEEN IAM KB, RCP BR&IK A M/, P ERERNNE |, 3
AR (BIEFHD ) WERNR AWS IKFIRAF , TRXESHETE TEWAL,
A< Organizations FEZ{EE RCPs , 8% AWS RS ZXEH%IEK RCPs |, i55H (AWS
Organizations FIF#E§m) I FIRZH K (RCPs),

- 2EERK  SERBRELAEURELFANBERKES AT IZIGH 2ERMENSBUL BN S KK,
ZRAFENNREAFIBENETHHNRBMNSERBHTE, NREBALKEETHRAK
B, E—TRBEPNENELFEEAT. BXEZER , FSH IAM AFEEHRNSERE,

S REGRE

SN REWRBEA T —MERE , ERHRREMERNELIRRE, BETHRESRSHRBEER
WA AWS BER B AVER , FSH IAM AP EE R R ITEEE,

un{a] AWS Certificate Manager 5 IAM Ei& &

EEH IAM BIEST ACM K158 280 , BR1Z T #REFLE IAM ThEEaT A F ACM,
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BT LA ELE A9 IAM ZhBE AWS Certificate Manager

IAM Zh & ACM =i
ET 550K KK 2
ETRIRE KR 5
KR £
EMEHE (BETRS ) 2
ACLs =
ABAC ( SRBEHREIPREE ) 43
e 5 £
EBRR £
B A &
BSHxAe 2

E4ME T H#H ACM MEAM AWS REZMAISKSEH IAM THEEREER , H5H IAM AFERTHNES
IAM EL & ERAMAWS RS

ACM KV E T B 10 #Y R EE
XHETHRNER . 2

ETEHNRBETMMEZH (N IAM AF, AFASAER ) B9 JSON RRREE A, XLRE
EHERFMASAEMPRA TN BERRTHBERE, ETHRNMTOERET HOMRE  FSH
(AM FiFiEE) FNEATMEEARKE L BE X IAM RIR,

B IAM ET S0 KRE | S LUSE R TFRELNRENTRUR R IFRELEREENZE. &
TEEETEONREREETE , BN CERATEMMNWAFHA®, BT HAE JSON K E
RBmAERE , H5H (IAM BF1EE) 89 IAM JSON E# TR A,
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ACM B E T 5 17 89 5= 5 R

EEE ACM ETEHONRBEHN TR , B8 ET 53O ERTH] AWS Certificate Manager,
ACM HE T &R KBS
TRHETRRNEE &

ETRIFHREE M N BRAY JSON KM, ETRFHNRENRESHE IAM ABEEREM
Amazon S3 FEMERE, EXHETRARNKBHNERES T , RSEEA AUERACIREFHNBFER
REVTAR. XS FTHEEPMMNRBEE TR , RIEE B EEET X 2R RRATWLEREUR A LZMS
THIT, BAFEETRENREHEEEE, ZRATUEEKS, AF, A2, BERAFH AWS
ARSS o

EgABK/FIAE , BULUEENKFREMKS R IAM ZEEEANETRROREFNES, §
EKF EARMBETERNRBERAREIGERRIEN —F¥ME, HERANERLTFFARMVER
AWS Ik, aIEKFHFH IAM BB REXMEAZRAEE (AFPSAR ) RFIHRIERANER, 4]
BYFETESONREMMBSHEURTFNR, B2, IRETHRRORE[R —NKS PO EERTF
HRERR , WAREZEFANET SHNEXE, BEXESZEL , 550H (AM AFER) T/ 1AM 1
B P BRI o

ACM HIKBEIR1E
TRFERBRE 2

EERWLER AWS JSON REERIEEHEARIBEMF L, BR2ER , BNEETUNT AR FERITER
&, AREMH ARG THIT,

JSON KMEHY Action TEEARTATERKP AN RIELIFENRE, RRBEBEEXREKN AWS
APl BERIB. B—LHINER , PlIR B TE APl BENNBRNR REF. &8 - LRFEFEERE
PIITS MR, LM IREMR N ABKIRIE,

HREE L ERFEUR FHATREIRERRR,

EEE ACM BENIIER , B (RSENXSZE) F1 AWS Certificate Manager & X #E1E,

ACM FREYREHRFERFBIER LT RIAR -

acm
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EERMEAPEESTURE  BEMAESHENRT.

"Action": [
"acm:actionl",
"acm:action2"

]

EEFEACMETEMNEBN RS , E5H ET 50K RS AWS Certificate Manager,
ACM K ZRBE 55 IR
THRBEER . 2

EE R A LR AWS JSON KEERIBEEHEAIFEMF L, BRMER , BNEATUN AT RNITER
1, UREFAZBETHIT.
Resource JSON R TEIREEMENAREN —IPHZ AR, BIULIMEBE Resource |

NotResource T, ENREXE , BEFERAH Amazon BEE# (ARN ) BERR. N TFXEFHE
BRERE (MR BRBERENR ) iRk , BIUBRITHIRE,

X TFAZFRRENRORE (M HRE ) |, BEABES (¥ ) ENEANATHRRERK,

"Resource": "*"

EEEF ACM BRIRBRHT|EK ARNs , 2 (BRFENSZE) AWS Certificate Manager+ & XL
iR BETHAUNERLREFIEESNRIEN ARN , HSH AWS Certificate ManageriE X 21,

EEEACM ETHHNERRATE , SR ET 5O ER B AWS Certificate Manager,
ACM HY R BE 14 %247
SHBETHRSHVRBRZGR : 2

EIE R A LAER AWS JSON REERIBEW ARG RMT L. BRI , BN EEATL AR RINITER
E , UREMFAZRHETHIT,

f£ Condition jt¥& ( =% Condition 3t ) # , AT EBAERNEH. Condition TEETE
N, BUGIERERAZGZER (i, FFHNT ) BEHRER , UERBPHNREEERPHE
HMTE,
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MREE-—MEAPEESZ A Condition THE , HELE Condition TEFIEESME , W AWS
EFZ % AND EHEITMHEEN]. IRENENZHREESNME , NERABBOREER AWS 1155
o ERTEWNNRZATLTURBABNRME,

EREERMGN , BETUERASUNEE. Sl , REEER IAM AF &2 IAM AP, 8385
HEFHRABFRHINR, BXEZELR , 520 (AM AFER) F1 IAM KB TE TENRL,

AWS X EERFHZANBETRSHFMHR. EEEME AWS £R&F4E |, B30 IAM AFE
MTHNAWS £REH L TXEHR,

BXx ACM Z4ZAMTIEK , HSR (RESENSE) FH AWS Certificate Manager &4 %, B
THAUERKHRNRENTR , BSREBEENHERE AWS Certificate Manager,

EEEFEACMETEMNEBN RS , H5H ET 50K R AWS Certificate Manager,

ACLs £ ACM H
% ACLs : &

mEEH IR (ACLs) ZHIMLERIEA (KFAKA, AFZAR® ) ARBRAR. ACLs SETRIFEH
REESREL, REEANIAER JSON KRB HEER,

ABAC Bk ACM
X3 ABAC ( REEFRINIRE ) : B X

ETREMENIERES (ABAC ) B—HEDRE , ZRBEETEERENNR, 5 AWS , XEFEMK
MAIRE, EAILE 1AM Xk ( AP SAS ) MiFSE AWS FIRIIRE. FR1CSEMEIRZE ABAC
ME—H, RFIRIT ABAC KB , SUEEEHNHRE SN2 15 R 89 R IFRRE IUE A R VR,

ABAC EREE KW FEFEERR , HERBERTSEMUNITR T A UREFB.

EETHREEHEGER , BEEMFEA aws:ResourceTag/key-name, aws:RequestTag/key-name
% aws:TagKeys RHEBERBNIZ U4 TEPRUFZER,

MRENMRSN TENARREBIGAEX = &ER  WNTZRS , ZEAR. IRENRSX
NTEHIRREEISAMEX =GR, MZENBD

BEXABACHEZEE |, 2R (IAM AF1E®E) RWEA ABAC BIUE XN, EEFIRE ABAC
SHRNHE , TSR (AM AP ER) PHEAETEMMNIHRIMNRZES] (ABAC) .
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et EIiE A F ACM
S HFIREHEU : 2

HIREAIGFHEP B R , HL AWS RS FRER. BXESZER , SFEWLE AWS RS ERATIE
FHER , 25 IAM AFEBEFHAWS S 5 IAMBESERNES.

MREFERARAFBNBEBZANEMAERS , W AWS Management Console i # 2 IfEHEF.
flan | HIE& AWS FHN TR E QR (SSO) it TiAR e |, ZEEL 8BRS, HENU
RPEHhERERE  ARURAGH , SE2E30BIGREIE. BXURABGNESER , F5H
(IAM BFiEm) FHMASTIHRE AV A6 (2FE ).

BRI LAER AWS CLI 5 AWS APl FaitlZIGEHER ., RE , B LME R X EIREHE R HITIH
AWS, AWS BIUZHTERIGFHES , MAREAKBH LR ®HHA. BXEZER , BESH IAM F 1Y
IS Bt &2 2 EALE

ACM B35 AR 55 = X BR
YERELFRAE (FAS) 2

HIEER IAM AP ABERRITREN AWS , BWANETEA. ERELRSE , BUgSHMT—
MRIE , ARMBREEEMBBRSHEHSE —MEE. FAS ERAAZRANNRUK AWS RS @ T
RS A HERBER. AWS BRERBURFSKIFTESHM AWS RS REFRXE S BETRRIER
B, TR FAS iR, EXMBERT , BLMEERITXMIURENNIR, BXAKH FAS 1EREH
RIS , BERER TR LE,

ACM RS At
TREBSAR B

RS ABRA—TURSEME. KREFTEREN IAM BE. IAM EE R AT IAM R oI, Sl
BRERSFAG. BXESER , E5H (IAM AFER) FHIZER AWS BRSERNENAE.

/A Warning
EARRFACHNRATESHIR ACM HIZhEE, XY ACM REMXESHT RERS AR,

ACM WRSSHEXAE
XBRSHEXAE 2
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BSHAXAGR—PHEEINEBRSAR. AWS BRSRSAUKARKRERTRENEE, RSHEX
AEHAEEHND AWS IKF |, HBARSAE, IAM EERATUEEETEEBRSHEXABHR
PR

BXRUBRFEERSERACHEMAEE , FSHEEE IAM BEEHANAWS RS, ERPERRS
BXABIHEE Yes R, BRRHEUEFTZRSNRSHERA B,

HET BRI KRB AWS Certificate Manager

RINBERT , ARFHNAESELEREH ACM RIRHNR, i1t EER AWS Management
Console, AWS Command Line Interface (AWS CLI) 2 AWS APl 11T %. EEFRHPNAERR
PATIRENDR , IAM BEE A TS IAM K, EEABETURAGRN IAM K , AP TR
AAE,

BT RNMAERXL RG] JSON REEXHEGIZET IAM BN EE |, 36 (IAM AFiERE) Pt
2 IAM KR (2F8 ) .

BXRACM EXWHRENMBRERE (SFEETRREXENEN ) WiFAGE , H2H (RFENSE)
AWS Certificate Manager Hyig1E. HRMEZHE4. ARNs

ES]

- RBSEREK

- A ACM 2#l5

- AAFERMIB KRR
« BIHUES

- FFIEH

- BRI

« SALEH

 MIBRIEH

REERIEREK

ETHENNRKBBEEENART AR, 5RSMEREKS FE ACM HiR, XERIFETRERME
AWS IKF=E A, tIZREEET S HONRKEN |, HEEULTHEENRIN

- JFHAER AWS RE R H RO RENBENR — BEFHOAFPMTERBER TR , EEANTS
FEIAGIRTRRNVAWS HEREE, ENEMRNRERITR AWS IKF, FIMTZVEET ELEHXS
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BRI RAPIEY AWS BEFIEERBKAE—SRINR, BXESEE , 20 (AM AFERE) HH
AWS FEEAX R TFREERNAWS FEEX KK,

« NASENR : EEMA IAM REERENRE , BREFRITESENNR. Ak, EAIER
EREFRA T AUNBERFEHRITHRE , BN RERRFA. BXEM IAM NARBRNESE
B, BEZH (AM BFERE) F8 JAM 8y KEE R,

o fEF IAM SREE AR B SRR — SR FITH R AXBR : 8 0] LA[E) 58 BE A NS4SR BR XS R AE R R IR AV 17 18]
N | WA LURE RS RIEEMXTMER SSL XEFFEER, MREBRSBEREIFENHXE
FARY , Nt AT AR A SRR B T30 RS BRAERY U5 R BR AWS BRSS |, 5lEn AWS CloudFormation. &
REZEER , F2H (IAM AF1ERE) P/ IAM JSON KEETE | &,

 f£M IAM Access Analyzer BiFZRH IAM KBS | IR RN LR IhEEM — IAM Access
Analyzer 2 IFF KR M B KR , LBAREBAS IAM KEIES (JSON ) M 1AM FH{ESE
B, IAM Access Analyzer 12 100 ZTURBREM ATIRENEI , UHBBEFIELS BINEMEN
Kk, BXREZELRE , 520 (AM AFER) LA IAM Access Analyzer B KB,

- FEZEHHRIUE (MFA)- IR AWS IKF AN REFE IAM AFSRAF , BEA MFALRES X
£, BEEEA AP BEREFEE MFA |, HF MFA REFNBIENERT. BXESEER , FS
7 <IAM AFiEm) PR MFA R APLIGH,

BX IAM FRRESSRNESER , F5H (AM AFER) F8 IAM AR R SEXEK,.

£/ ACM Z&l &

=i/ Al AWS Certificate Manager 5§15 , BXTIRE —HARKENR. XENRAAATFEIIEHNES
BXRIEAWS IKF ) ACM BIRIVFAES. MRVBEMSENRENREANTRNET SHHREE
NFHMT ZEBHEE (AFRRAE )  BHAEEERMBEREZET,

N FNFHA AWS CLI = AWS API AP , BEERNHBREREEHENRE, Ak , RATFFRSHR
2R ITH API REMITE AR E,

NERAFNACNDPATIUER ACM 2F&8 , EEN ACM AWSCertificateManagerReadOnly
AWS EXRBMMMBISNE, BEXEZEER , B30 (IAM AFERE) A IR,

ARFAFEEMHINE SR

ZORBIGLRR T A R R |, ARV IAM AFEER MBI EAF B OHNNERAMITE R, R
BEEEFE LSHER AWS CLI X AWS API SU4wE 5 25T LR BRI AR

{
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"Version": "2012-10-17",
"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
1,
"Resource": ["arn:aws:iam::*:user/${aws
.
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}

B HHEH

LTREARFRFSIHAFKSPRAAE ACM IEH,

:usernamel}"]

JSON
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
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"Action": "acm:ListCertificates",

"Resource": "*"

(@ Note

ACM iEH EE IR F AEE ‘RE Elastic Load Balancing # CloudFront 32 %14 &,

BR B+
KT SRMIE4 AP ER ACM AT S g A FHES,

JSON

"Version": "2012-10-17",
"Statement": [
{
"Sid": "DenyACMCertificateRequest",
"Effect": "Deny",
"Action": [
"acm:RequestCertificate"

]I
"Resourxce": [

Mg

]I
"Condition": {
"StringEquals": {
"acm:Expoxt": "ENABLED"
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RAriEmE

LAUT SR B R VF A PR R4S TE ACM IEH,

JSON
{
"Version": "2012-10-17",
"Statement": {
"Effect": "Allow",
"Action": "acm:GetCertificate",
"Resource'": "arn:aws:acm:us-
east-1:123456789012:cextificate/certificate_ID"
}
}
S AIE$

LTEREARTFRASSALES,

JSON

{
"Version": "2012-10-17",
"Statement": {
"Effect": "Allow",
"Action": "acm:ImportCexrtificate",
"Resource": "arn:aws:acm:us-
east-1:123456789012:cextificate/certificate_ID"
}
}

T BRALE 5

LAF SR B 2V A P I BR4ETE ACM IEH
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JSON

{
"Version": "2012-10-17",
"Statement": {
"Effect": "Allow",
"Action": "acm:DeleteCertificate”,
"Resource": "arn:aws:acm:us-
east-1:123456789012:cextificate/certificate_ID"
}
}

ACM API fX PR : BER R RS &

EREMEBEEETMME IAM ARSRBENHEEFHMNBEANRRERE , JUAEATRERNSE, RF
B —FH%H T B AWS Certificate Manager APl #4E, B LAEREEHY Action TEAIBERME,
FRAOISREIANEES. -

A BAESERY ACM SREEFRGEA IAM policy TERFREFRM, AXTRIIK , HSH IAM A EREH
Y AT AR

(® Note
BIEERMF , FHE APIHRERB R ZEIEA acm: BIZR ( A

W , acm:RequestCertificate ),

ACM API #B4EFIXBR

ACM AP #1E HFENR (APl #1E ) R
AddTagsToCertificate acm:AddTagsToCerti arn:aws:a
ficate cm: region:account:certific

ate/ certificate_ID

DeleteCertificate acm:DeleteCertific arn:aws:a
ate cm: region:account:certific

ate/ certificate_ID
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html#AvailableKeys
https://docs.aws.amazon.com/acm/latest/APIReference/API_AddTagsToCertificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_DeleteCertificate.html
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ACM API #

DescribeCertificate

ExportCertificate

GetAccountConfiguration

GetCertificate

ImportCertificate

ListCertificates

ListTagsForCertificate

PutAccountConfiguration

RemoveTagsFromCertificate

HERR (APl #1E)

acm:DescribeCertif
icate

acm:ExportCertific
ate

acm:GetAccountConf
iguration

acm:GetCertificate

acm:ImportCertific
ate

acm:ListCertificates

acm:ListTagsForCer
tificate

acm:PutAccountConf
iguration

acm:RemoveTagsFrom
Certificate

RIR

arn:aws:a
cm: region:account:certific
ate/ certificate_ID

arn:aws:a
cm: region:account:certific
ate/ certificate_ID

*

arn:aws:a
cm: region:account:certific
ate/ certificate_ID

arn:aws:a
cm: region:account:certific
ate/*

G

arn:aws:a
cm: region:account:certific
ate/ certificate_ID

*

arn:aws:a
cm: region:account:certific
ate/ certificate_ID

ACM API R RS%E

7 1.0 106


https://docs.aws.amazon.com/acm/latest/APIReference/API_DescribeCertificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_ExportCertificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_GetAccountConfiguration.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_GetCertificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_ImportCertificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_ListCertificates.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_ListTagsForCertificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_PutAccountConfiguration.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_RemoveTagsFromCertificate.html
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ACM API ##4E PHERBR ( APIIRE)
RequestCertificate acm:RequestCertifi
cate
ResendValidationEmail acm:ResendValidati
onEmail
UpdateCertificateOptions acm:UpdateCertific
ateOptions

AWS B EE KB AWS Certificate Manager

RIR

arn:aws:a
cm: region:account:certific
ate/*

G4

*

arn:aws:a
cm: region:account:certific
ate/ certificate_ID

arn:aws:a
cm: region:account:certific
ate/ certificate_ID

AWS HEERBZHMIENEENILZ KK AWS, AWS RERBEENTZELRABIRMENR , UE

BRIBFIBAAF, ANBesENER.

FHicE , AWS RERBURTI SN ENBERFRTFRENRNE , BAEMNAHME AWS FF £
M. BMNBVEBIEXBETENERAZSNES EEERERE -SRI NR,

BT EEHR AWS HRERMPE LR, MR AWS B AWS HERBPELNNR , NEHTLXE
IHiZREATXBNFTEERASH (AP, ANAE ). AWS BREAREERIFHN API HIERS A

LAEF T AWS RS B9 API B24ERRTEH AWS FEEFRE,

BREZER , F5H (AM HFER) Bl AWS £E R,

AWSCertificateManagerReadOnly

LR BRI ACM BRI RIRR ; EAAFHEHR, FIHMEER ACM IEH,

AWS REFKH
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https://docs.aws.amazon.com/acm/latest/APIReference/API_RequestCertificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_ResendValidationEmail.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_UpdateCertificateOptions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#customer-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
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EREEFAEFERN AWS EEERR , I E https://console.aws.amazon.com/iam/home# policies/
arn:aws:iam::aws:policy/AWSCertificateManagerReadOnly,

BRRBFHESH JSON & , i§SHAWSCertificateManagerReadOnly.

AWSCertificateManagerFullAccess
HREERM T XA ACM BRIEMERHNZELTHFE,

BEEEREAThEERL AWS FEEER , HHZ https://console.aws.amazon.com/iam/home# policies/
arn:aws:iam::aws:policy/AWSCertificateManagerFullAccess,

BXRERIFHMESH JSON F&k , HSHAWSCertificateManagerFullAccess.

ACM Xt AWS £ E R EH

EEHZRSHARBERXLEEHRLUR ACM AWS RERBEMNFMAELE ., BERESAEXRIITHEE L
BzhigR , BHiJ 8 ACM X &7 $185 RE LM RSS K.

B iR H HA

WSINT GetAccoun AWSCertificateMana 2021 £3 A3 H

tConfiguration X gerReadOnly REEHL

2] AWSCertificateMana Ea&iEA GetAccoun

gerReadOnly %K, tConfiguration API#
TERIRLBR o

ACM FFIR R ER & 2 ACM FFIRERER AWS T ERREE 2021 3 A3 H
HER,

MERHEE ACM £E5EH

AWS Certificate Manager £/ AWS Identity and Access Management (IAM) £&4+ 2247 BR #I3T iE 18
REViAE. A IAM policy SRS EHIZKEE ( SCP ) PV MHZY , BRI ERFS AL ENMIES

A=
18 Ko

EAZtR &7 1.0 108


https://console.aws.amazon.com/iam/home#policies/arn:aws:iam::aws:policy/AWSCertificateManagerReadOnly
https://console.aws.amazon.com/iam/home#policies/arn:aws:iam::aws:policy/AWSCertificateManagerReadOnly
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSCertificateManagerReadOnly.html
https://console.aws.amazon.com/iam/home#policies/arn:aws:iam::aws:policy/AWSCertificateManagerFullAccess
https://console.aws.amazon.com/iam/home#policies/arn:aws:iam::aws:policy/AWSCertificateManagerFullAccess
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSCertificateManagerFullAccess.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
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® Note

£ ACM 485 AWS £ F&4BHE%ESaws :PrincipalArn , fli# — SR &S ER P

HABRRE.

HFHY ACM Rt

ACM AP| R4EF T R S 4

i

acm:Valid
ationMethod

acm:DomainNames

acm:KeyAl
gorithm

acm:Certi
ficateTra
nsparency
Logging

acm:Certi
ficateAut
hority

w1 BREBIIRUETT A

XFH ACM API #B1E

RequestCertificate

RequestCertificate

RequestCertificate

RequestCertificate

RequestCertificate

et

FR&
(DNS,EMAIL,HTTP)

ArrayOfString

FRE

FR#
( ENABLED , DISABLEI

ARN

LA SR &5 B8 T BR R I AE o SR SRIE 4 FTRYIE BiER |, BfE
A arn:aws:iam::123456789012:role/AllowedEmailValidation &% HAEREN,

JSON

iR

K& ACM J01UE 75 7% I
EER

{3 ACM EReh i)
£k

& ACM HHEEM
DAAN i BN

i ACM AEH B S
HIERE BT
R

{3 ACM &R P Eyil
BRI R

EAZtR
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_RequestCertificate.html
https://docs.aws.amazon.com/acm/latest/userguide/domain-ownership-validation.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_RequestCertificate.html
https://docs.aws.amazon.com/acm/latest/userguide/acm-concepts.html#concept-dn
https://docs.aws.amazon.com/acm/latest/userguide/acm-concepts.html#concept-dn
https://docs.aws.amazon.com/acm/latest/APIReference/API_RequestCertificate.html
https://docs.aws.amazon.com/acm/latest/userguide/acm-certificate.html#algorithms
https://docs.aws.amazon.com/acm/latest/userguide/acm-certificate.html#algorithms
https://docs.aws.amazon.com/acm/latest/APIReference/API_RequestCertificate.html
https://docs.aws.amazon.com/acm/latest/userguide/acm-concepts.html#concept-transparency
https://docs.aws.amazon.com/acm/latest/userguide/acm-concepts.html#concept-transparency
https://docs.aws.amazon.com/acm/latest/APIReference/API_RequestCertificate.html
https://docs.aws.amazon.com/acm/latest/userguide/acm-concepts.html#concept-ca
https://docs.aws.amazon.com/acm/latest/userguide/acm-concepts.html#concept-ca
https://docs.aws.amazon.com/acm/latest/userguide/domain-ownership-validation.html
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{

"Version":"2012-10-17",
"Statement":{
"Effect":"Deny",
"Action":"acm:RequestCertificate"”,
"Resource":"*",
"Condition":{
"StringlLike" : {
"acm:ValidationMethod" :"EMAIL"
}I
"ArnNotLike": {
"aws:PrincipalAxrn": [ "arn:aws:iam::123456789012:role/
AllowedEmailValidation"]
}

R 2 : BE LR EE AT

U SR BE 4B 46 5 A BB AP VA2 T#T ACM IEBiF R,

JSON

"Version":"2012-10-17",

"Statement":{
"Effect":"Deny",
"Action":"acm:RequestCexrtificate",
"Resource":"*",
"Condition": {

"ForAnyValue:StringLike": {
"acm:DomainNames": [

||${*} . *xn
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R 3 FRENERE

AT SRmEIE4 IE * . amazonaws . com &5 BB R EMIET ACM iEBiER

JSON
{
"Version":"2012-10-17",
"Statement": {
"Effect":"Deny",
"Action":"acm:RequestCextificate",
"Resource":"*",
"Condition": {
"ForAnyValue:StringNotLike": {
"acm:DomainNames": ["*.amazonaws.com"]
}
}
}
}

ZERBE AL - S RENBENFH. LBEERRXATERENEBEED —NFAEE TEFR,

JSON

"Version":"2012-10-17",
"Statement":{
"Effect":"Deny",
"Action":"acm:RequestCexrtificate",
"Resource":"*",
"Condition": {
"ForAllValues:StringNotLike": {
"acm:DomainNames": ["support.amazonaws.com",
"developer.amazonaws.com"]
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w4 REIBHEE

TR ERASZHEEA StringNotLike KX A FEA ECDSA 384 {£ (EC_secp384rl) HAEEE
REGIES,

JSON

"Version":"2012-10-17",
"Statement":{
"Effect":"Deny",
"Action":"acm:RequestCexrtificate"”,
"Resource":"*",
"Condition":{
"StringNotLike" : {
"acm:KeyAlgorithm":"EC_secp384rl"
}

TR ERZAHES Stringlike MBEARF * PLEIRFE L ACM AR EERE(T RSA B A E SRR FTIE
P

JSON

"Version":"2012-10-17",
"Statement": {
"Effect":"Deny",
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"Action":"acm:RequestCertificate"”,
"Resource":"*",
"Condition":{
"StringlLike" : {
"acm:KeyAlgorithm":"RSA*"
}

R 5 BREEB MR
U R R A ERRENABIEBIANM ( PCA ) ARN BRFIEFHFER,

JSON

"Version":"2012-10-17",
"Statement":{
"Effect":"Deny",
"Action":"acm:RequestCexrtificate",
"Resource":"*",
"Condition":{
"StringNotLike": {
"acm:CextificateAuthority":" arn:aws:acm-
pca:region:account:certificate-authority/CA_ID"
}
}

HRBEBFERA acm:CertificateAuthority &#RN /L ¥F Amazon Trust Services M & K AFFEEIE
PEER, HEPMAENN ARN ZE R false #EPHIESRE PCA HWFABIEBIER,
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JSON

{
"Version":"2012-10-17",
"Statement":{
"Effect":"Deny",
"Action":"acm:RequestCertificate"”,
"Resource":"*",
"Condition":{
"Null" : {
"acm:CextificateAuthority":"false"

}

RS X A® (SLR) 5 ACM &£&EH

AWS Certificate Manager £/ AWS Identity and Access Management (IAM) &< AEERA R
HEITFAE CA AHENHMK A MAFABIES. AWS Resource Access ManagerfRES X< A

& (SLR) 2E#Z4E1EE ACM RS H IAM B, SLRs HACM FIEN , BFRZBRSARESHAEM
AWS BRE PR PR B BR,

SLR AL EERAMIRE ACM , RN BT EFHIRMLENNRETRITEASENIERLER, ACM
EXH SLR IR , BRIFESAENL , BMRE ACM AILEFEZAE., EXHNRBFBEEEREMN
BREREE | T B PR RE Bt R E Atk 1AM SR44,

BXRAXENWHMARSHES SLRs , 25 IAM B8 EARAWS RS , #AE ‘BRSHEXAR JIhE
B R RS, ERTHEEN Yes AILERZRSH SLR X4,

ACM B9 SLR #XFR
ACM & Amazon Certificate Manager fRS & KB SLR.

S AWSService RoleForCertificateManager LR S1ELA TRERIBEZA R -

¢ acm.amazonaws.com
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
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A ENRER T ACM X5 E IR TR TR4E

« B1E : 1T acm-pca:IssueCertificate, acm-pca:GetCertificate

BB BRI AV IAM 32K (Blan , AP, AAE ) tlE, REIMER SLR. BXEZEER
ESHRE (IAM AFERE) FRIRSHEX A BNR.

/A Important
ACM FREQRTE , EXEHELHNKFPREFE SLR. WRMEM iam:GetRole R
EHFERTEKTH ACM SLR , NIEAIR SLR EFA2BAHER,. MRRRBRKE |, BLE
RIEHKFEE R JAEEER T iam: GetRole 1A ACM MR , ENENK S5 ACM
FEERRE AWSCertificateManagerFullAccess XBk,

A ACM 82 SLR

TEFHHEIE ACM A SLR, HEFEH AWS Management Console, 2 AWS API #iix ACM iE
F8F AWS CLI , ACM 2B X NIERIE SLR , ULEEAHAZENZE - IKF8IEFAE CA AWS RAM X
LB,

R EE B ACM TAWEEMIKS B RT 74 SLR , W A REERE LRI K BT B LD
IR, AWS B CAXTRBIERE SR , BHATURKIES , 18 ACM BREEHLETES , B
SEMAZIE. BXESES  HBH ACM BSXHAS (SLR) M.

/A Important
MREEEA LA BTN RS R ENRE |, It SLR TR IEERIKS .
S5\, MRIEHE 2017 £ 1 B 1 BIFAXEF ACM RS 2RI E A 1ZARS SLRs , ;L ACM 2%
R K 7 5 A 2 1% AWSServiceRoleForCertificateManager £, ETHMEZELR , BSRR
B IAM Bk~ HIFT A,

WMREMERL SLR , REFEFBXRCRT , WANERAULTE—7% :

- £ IAM 2HEF | EEAE, f|EAE, Certificate
Manager , CertificateManagerServiceRolePolicy{# % F I 8IZZ#H A .

- i IAM API CreateServiceLinkedRoleS#H B #Y AWS CLI &5+ create-service-linked-role , fi
Facm.amazonaws.comfRS B #HalE — SLR.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#service-linked-role-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/troubleshoot_roles.html#troubleshoot_roles_new-role-appeared
https://docs.aws.amazon.com/IAM/latest/UserGuide/troubleshoot_roles.html#troubleshoot_roles_new-role-appeared
https://docs.aws.amazon.com/IAM/latest/APIReference/API_CreateServiceLinkedRole.html
https://docs.aws.amazon.com/cli/latest/reference/iam/create-service-linked-role.html
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BXREZEE , 750 (AM AFER) PREERSHEXAE.

Y% ACM B9 SLR

ACM T R iF 1844 AWSServiceRoleForCertificateManager [REZHX A, ELIE SLR g , %
ZERZACHEN , ENTEETEANXEASIAZAR, T3, ZALUEA IAM FEACNIREA,
BXEZER , B2 (AM AFER) FREERSHEXAE,

fER ACM B9 SLR

8B E T~ EEM B AWSServiceRoleForCertificateManager # #8#l, B2 , BaILUER IAM 324
A. AWS CLI 5 AWS APl Faiflikr A, BXEZEE , B3R (IAM AFERE) PaIMIEBRRSS
*xAf,

ACM xZ#5HX13 SLRs

ACM X% #f SLRs ZE ARt ACM M AWS 728 CANFIEXER, BXEZELR , HTEHAWS X
3 Mim Ro

X145 & #5 XFFRiA ACM H 2 #5
EERE (FHEFRILMILED ) us-east-1 =
ZEREB (BZEM ) us-east-2 =
EEAELR ( AEEILILE ) us-west-1 =
EZEAEI (HRERM ) us-west-2 =
WAHX (&HX) ap-south-1 =
AR X (KPR ) ap-northeast-3 =
WA#X (BR) ap-northeast-2 o
M0 A X (703 ) ap-southeast-1 =
TA#X (&R ) ap-southeast-2 =
TAHK () ap-northeast-1 £
MEX (HER) ca-central-1 =
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https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#create-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#edit-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role
https://docs.aws.amazon.com/general/latest/gr/rande.html
https://docs.aws.amazon.com/general/latest/gr/rande.html
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X1 & 75

BN (EZ=54E )

RN ( 7RER1H )

ROt X ( ZR=)

ROM X (123K )

KM ( 23R )

EEMN (EZRF )

AWS GovCloud ( EEFEEB )

AWS GovCloud ( ZEFXRER ) R

X AWS Certificate Manager & 3 #1173 8] # 17 8 FE BE BR

ERLTEE ARSI NEEEER ACM H 1AM B AT 8EIE 2 /Y H WL A&

£

- BERIE ACM RHITIRIE
« BRFEIE ACM F HRFIEPH
« HRFIAIT iam : PassRole

XEFRiR
eu-central-1
eu-central-2

eu-west-1
eu-west-2
eu-west-3
sa-east-1
us-gov-west-1

us-gov-east-1

- BEBAWTRIUANA AWS IKF THRIFKE ACM IR

BERE ACM HHITIRE

ACM H %

fn W Wn Hn HD HD  HOD

i

MREWRERETR |, BRETIITEMRIE | W AFER KU AT IZIRE,

% mateojackson IAM AR ZHERAEFHAEETEEXEM my-example-widget BRNIFHEFER ,
BFRHEREN acm: GetWidget RS , 2K EUT REIEE IR,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:

acm:GetWidget on resource: my-example-widget

R
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FELHBERT , BIEH mateojackson AFKIERE , LAVER acm: GetWidget BAEVIE my-
example-widget &iRo

MBELEERY  EHRIRENAWS BEER, FNEERRRHEZEITIN A,
BTIE ACM FRERFIEH
MRS EI AR | NHEAARN ACM = PKI BEERSIZEAN |, BH LB YIRS FHERIESR,
HIAM AR=RBdEE s , FARALAEEREERN DENY RETUERIERE , 2 HIL T ROIE
®o

User: arn:aws:sts::account::ID: is not authorized to perform: acm:RequestCertificate

on resource: arn:aws:acm:region:account:certificate/*
with an explicit deny in a service control policy

EXMERLT  NARFESEERRENKBNAXNBRRELER, & , FEENBRUAAFIERIE
Po

TR AT iam : PassRole

MREWE —NEIR | RPLELRIAIT iam: PassRole B , MM EFHREUA T EFACERRS
ACM,

BE AWS RS A ERIIAEABKEL1ZRS , MTARARMNBSAGIRSHEXER, it ,
BB MERF A LG RSINR.

HE N marymajor B IAM AP ZiAER RS AE ACM RRITIRIER , S RELUT RAIHR, B
=, BELAERRSACMR THNRT AIHRTIEE. Mary TESRARELEIIRSHNR,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EXTERT , XEH Mary RIREE AR F bR 4T iam: PassRole #&1E,

MRHREEHY  EHRIAEHAWS EER, SCHEERRRHBIFZETINA,
BEAFEUARNA AWS IKF 7R KA ACM iR
ZatR—1M A , UMEAMKFPHNAFREALNANARTUERZAGKILRIEN TR, &7

BEEEESEY , AURAAG, X TXHETRIFAREESRTRZEH SR (ACLs) WARSS , BT
158 P IX L5 SR BE (0] ATV R T 173 (R 8B BER A A PR
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ETHRESER , FZEAUATREA :

- ETH ACM REXFIXEThRE |, BS M {7 AWS Certificate Manager 5 IAM Bl &1 o

« ETHRIMIEHNERAENGERNIGENE AWS IKF |, 35 IAM AP EERHmEEa AWS
KBS —A 1AM A PR 415 BIR.

« ETHRNMAME=FRAENEZRNIFRIE AWS IKF | ESE IAM BFREETHNEE =52
BiARIBR. AWS K

- ETHRIMABESBHBEASRIERAHENIER , TSR (IAM AFERE) AL SN E PRI
BF ( BHRERERIE ) BEIFRINER,

- ETHREAACNETRRNREHTEKFHRZBENZES , F2H (AM AFER) F8 1AM
BB S P R 18] o

FME1E AWS Certificate Manager

AWS £2IkEfiRERE S AWS XiF JAXMEEN. AWS X RUHZAMERENBEENTAK ,
XETHXKEBEIRIER, SEHENSERTRINEERE, FATAHAK , ZaLURIHNREETARZ
BT Wit B SRR EBNWRARFNREE, SEENENRS/NREPOEMEMMEL , TH
XEEESHTHAYE, FEENATYT B4,

BX AWS KEMATHAXNESFEES , FSHAWS £ REMIRE.

AWS Certificate Manager® FY Rl 14

ER —TEE RS AWS Certificate Manager , % AWS £IKME LR LRI, HX AWS Z2REN
R AWS RIFERZENER , BSRAWS =22, EFAREMIERZ SN RESSERRZITEN
AWS IR | iS00 S AWS ecurity Pillar Well-Architected Fram ework H#9 E & & FER I

&I LAER AWS ER R APl HABE M EE ACM, BEFIRAMZFUTAR

« BREREMMD (TLS ) o HMNERFEM TLS 1.2, BIWUEER TLS 1.3,

- EERLAERE (PFS) WHRIWEH , #Hlin DHE ( 58T Diffie-Hellman ) 8 ECDHE ( I B4 & 4
% Diffie-Hellman ) « KZEIRRSE (M Java7 RESHRAE ) BEZHFXLEEK,

o, AAERFRIZEE ID M5 IAM EAEXBKAORZR R B BARTBERJITZE. E , BUTUER
AWS Security Token Service ( AWS STS ) £ R IEAT R £ EIERITERH#ITESR,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://aws.amazon.com/about-aws/global-infrastructure/
https://aws.amazon.com/security/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/infrastructure-protection.html
https://docs.aws.amazon.com/STS/latest/APIReference/welcome.html
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RAriEmE

EF3 ACM WY YmIZ 1/ A X R

MRAFEE AWS ABHITRE , WFEEHEREZEHBNE AWS Management Console, & F4wmiz (M
WBRAY A REURF EEHEH AP EE AWS,

EQAFRTREXNTRNR ,

B BEERERN TR

BR ?
AN EH

( 7€ IAM Identity Center A&

EWARF)

IAM

IAM

FIRR A TIRIZ —,

BAY

FERAIRHEBZE [ AWS CLI
AWS SDKs, =4 HWREE
sk AWS APls,

FERAIREIEBZE [ AWS CLI
AWS SDKs, =4 HWREE
sk AWS APls.

( FHEFER )
FRAEKHEIELSEM[ AWS CLI
AWS SDKs, HKHKwEE
sk AWS APIs,

PN

ERREHEME AN R A
HITERE,

« X8 AWS CLI , &S

¥ {AWS Command Line
Interface A /M) AWS
IAM ldentity Center® #y “Bg
& AWS CLI EFEF",

« BXITEF AWS SDKs
AWS APIs , 52 (T EZ
ZI88) 9K IAM §HH 0
SR EIEAWSSDKs f1T &
SEEHE,

& 1AM A P iEE PR R Im et
EH5 AWS BRESEAH
EIJ'LREEJ&{T? 1’Eo

RREHSEFERANREAIEA
HITRE,

- BX{EE AWSCLI , &5
FAFEEPNER IAM A
PUEP#HITHHRIE. AWS
Command Line Interface

« X AWSSDKs f1TE | i#
2 (TESE1Em™E) AWS
SDKs fl { TES£m)

RT3 ACM K 4RIZ T3 R AR
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https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-sso.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-sso.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-sso.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-sso.html
https://docs.aws.amazon.com/sdkref/latest/guide/access-sso.html
https://docs.aws.amazon.com/sdkref/latest/guide/access-sso.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-authentication-user.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-authentication-user.html
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B BERER TR BHY PN

BR ?
PR EAKBREIEET S 4
Wif,

- BX{EE AWS APIs , %
59 IAM AP s E I
IAM B P BB R 24

AWS Certificate Manager £ F1Z 0w 2317158 (AWS PrivateLink)

A LAE A AWS PrivateLink £/ VPC Mz B 8] 2 FAH E#E AWS Certificate Manager. &7 A&
£ VPC #—#151E] ACM , TEMAEBRMMx, NAT &%, VPN E#R AWS Direct Connect i
#, &M VPC KB FELE IP #ut BN A5 ACM,

AT LU B2 i AWS PrivateLink iR 2B QIR RREBEI MW ERE. BRINFEENEDRRE
AN FRAGEZE - M IMEEZED, XEREREEENMEED , AFERE ACM WRENAD

/AN O

EXEZEER , §SHAWS PrivateLink 18 AWS PrivateLink FBIAWS RS E@E 158,

ACM BV EEEM
A ACM REBEOWRZE , BFEEHAWS PrivateLink 8B IEEE,
LA 2 AWS PrivateLink 5 ACM — {2 A EE,

- ACM XFBEIZOBRBAHREME APl B1E,

- @ ACM HEN@@ ’A,f—(u_tzFJEM A mazon Trust FRFIREVFMA K. ACM F1 Amazon Trust
Services Z BIBEFEBEE AL EEBRM#EIT , SUE ACM EBUX LIEH,

7 ACM g2 #E N LK K

& LAE B Amazon VPC #24|A 3 AWS Command Line Interface (AWS CLI) 3 ACM #IZ#E 04
W R. BXEZER , BHSHAWS PrivateLink 358612 0 Lin T S MPHAWS Certificate
Manager &% ,ﬁiﬂEE%ﬁAWS —SE,

ERAUTRSEMHN ACM BE#E O KK
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https://docs.aws.amazon.com/sdkref/latest/guide/access-iam-users.html
https://docs.aws.amazon.com/sdkref/latest/guide/access-iam-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html
https://docs.aws.amazon.com/vpc/latest/privatelink/privatelink-access-aws-services.html
https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html#considerations-interface-endpoints
https://www.amazontrust.com/repository/
https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html#create-interface-endpoint-aws
https://docs.aws.amazon.com/general/latest/gr/acm.html
https://docs.aws.amazon.com/general/latest/gr/acm.html
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COm.amazonaws.region.acm

MRENFEOLFRT QS AFE DNS |, WA AR EBRIAX S DNS B E ACM K API iER, fii0

acm.us-east-1.amazonaws.com,

7 VPC i 2 0 22 i R SR B

%Hl%%—ﬂl IAM BIR , BRSO EMMEE O R R, BMIAL T QKRB A VBT 0 KR ]

ACM TELHE. B AEM VPC iHE ACM BIER |, BB ENART LR INE# 0O 4L
**:5

I\O

mRREENATER

o TRITRENEE (AWS IKF, IAM AFH IAM A6 ),
« ARATHERE,
- AINERITERENTR,

BXREZEER |, ESRE (AWS PrivateLink $8F) A A {5 F i 5% BE 42 1 3 BR 55 B9 15 IR A BR o

R ACM BAEM VPC Kimi KRR %

LTREBEmRAREE R, HEFIERBHNIENEOIKLET RN , EQRAMERRNAEER
ABTXFFIRY ACM RAER 5 R BR .

JSON

{
"Statement": [
{
"Principal": "*",
"Effect": "Allow",
"Action": [
"acm:ListCertificates",
"acm:DescribeCertificate",
]I
"Resource":"*"
}
]
}
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https://docs.aws.amazon.com/vpc/latest/privatelink/vpc-endpoints-access.html
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= /4 3
S AEE

RESXBRET BB ESMMERH AWS Certificate Manager (AWS Certificate Manager) B 21,
T &ESRKRETREBLE ACM BFKFRELK,

F&

- KT RAIRE

« AWS CloudFormation

- BENEEFH#

- IEBEE

o AN BRI A

o EFRIRHIEBERE HEFILRK
- FE AWS CloudTrail

K 7= 4% 5\ bR B

BEERERERAKSRAEE , KESNETUEKRS R GRNER, F4E~IEHSNE M RIES
DANEREFRNK,F, MRTEEAKFEEE , MBS EREEFIEL kms : CreateGrant
BERRINBFEACHHENR, XLREKSFAUNERHTESRINEENAE, BXRENH
ER , BR/BEVARIE , H5H (AWS Key Management Service FF X A G ¥EF) F# Grants in AWS
KMS,

MREEREERFANEFI T A RRHkms : CreateGrantRIKF A , MALEA k ms:
EncryptionContext &4 Z4ABRHIkms : CreateGrantBFEIEH, I arn:aws:acmEBERNR , HEE
ERFIH ARN B{E. U T ROIKEESZEFRABSENIES , BEAGTFFERAEMIESR,

JSON

"Version": "2012-10-17",
"Statement": [
{
"Sid": "VisualEditox0",
"Effect": "Deny",
"Action": "kms:CreateGrant",
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https://docs.aws.amazon.com/kms/latest/developerguide/grants.html
https://docs.aws.amazon.com/kms/latest/developerguide/grants.html
https://docs.aws.amazon.com/kms/latest/developerguide/conditions-kms.html#conditions-kms-encryption-context
https://docs.aws.amazon.com/kms/latest/developerguide/conditions-kms.html#conditions-kms-encryption-context
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"Resource": "*",
"Condition": {
"StringEquals": {
"kms :EncryptionContext:aws:acm:arn": "arn:aws:acm:us-
east-1:111122223333:cextificate/b26def74-1234-4321-9876-951d4c07b197"

}
}

AWS CloudFormation

AWS CloudFormation & a] LAE A IR HR R EFERAN AWS RIRWIEN R, AWS CloudFormation $A&
EREREMAEEIXLRR. AWS CloudFormation AI LAEEE ACM X8 &R , 5140 Elastic Load
Balancing CloudFront, Amazon # Amazon API Gateway, BXxEZEE , H5H 5 ACM £ R

Fo

MR EFER AWS CloudFormation HRIE 6 Z R BR Z N NHIME |, BITEWETERBSNMEL
BHIMM ACMiIEH, XEMLSREZEREVIERES. EXELZEL , B5H B, Mk , €
B-—NMNEETERATUNRNAMESENEERRFER, fln, MREANAREEMENEEEES
12 ACM iE$ <version>.service.example.com , HFRANBEBENBE LR, <*>

.service.example.com

/A Important
MREFERAN R S% CloudFront 7B , H3E HTTP RiIEFA BB FIEB, £ AWS
CloudFormation #ix 8 & BE KL LLH T Amazon B CloudFront , A7 {#F DNS & UF s
B FHRAFISUE, FRATE IS A B3I £E1T ThaEst 1T DNS Wi,

# AWS CloudFormation /3 F 8 X SR %y AR+ @ & BEAHE S,
BE X E T

ANTHRREZ ACM IEBRFWARET RIERE , BINBIE Amazon REZRIBEELNBENET
FfEH, Amazon BRIFPM AN AT URTARNEARBNE L, Starfield Services RIUEP M A A
H-G2 22— MRIBWIRE R , BEMELIEFNRIENEEEHENETFHERE. BIBEFMA root
CAs , BB BRMARFHNRAREML,
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UE B E

EBEE (Brf#ME SSL BE) R— 1M ER , TENAEFREAREERRIDZEEN , SR FZ
FHEZESH X509 ERRARZAMIFLEBRREMEXEK. Rt , ZNRAEFEABERSEST SSL/
TLS IEHEERIUF, SAR SSL RIFEEFREIEFHEE (MNRIEFRMKAMY (CA) IEHEIMNE CA IS
(WRB)) PHER. WA, CERERREHRIBZE VLS. EHNAERF TN EESIZRE
EARIES BUE ROZIES (MIFRIEPREFNEMEMILED) XEE. ENAEFFRIES , &
AR ENNERRLERHARMINARERF. HE , NARF b LUE B OEE S A AN INE
PHEH

/A Warning

BWEHWNARERFTEE ACM iE+H, EXS#EMARUESPHFEEIUEFHELEET] AWS Certificate
ManagerZIBi 2 &1 , ACM & Bah&EITIX L SSL/TLS iEH. I TLEITIES , ACM SERFH A
B-AEZRAN., MREHNARFEE ACMIES | FEBFEAFTNAERARNEITIES ,
N B TR Fr AT RE T SR S B IR AV 131

MBLREEEES , M T RIS T M L 2560 5 AR FEE A0,
. SEESHIERS AR ACM , AESENNARFEEISANIS. ACM FA2XHHEITSA
BAEH,

« MREFEANRLXFILES , WHENNREFBEESRE AN Amazon RIEH, MREERBHR
AMEILED , WREHERARFEEES CA WRIES,

B E
£ Amazon IEHM A (CA) HEMIEMAIUER 28 , AWS Certificate Manager (ACM) AR5 i

IBEBRRERRFGEBRPEENFEE., SR MERE T4 DNS HUITRIE, BXEZELR
S8 AWS Certificate Manager 3% 241 1E M AWS Certificate Manager B -7 BB 4F 3 1IE .

N DN BRI

BTEEINA ACM iEBF RN BRI S . MARERSEMEITIREE FIROFIES, S, MR
EBARMNEE , ARFTERMIEMEE , WSARABFRSENANMEEOIFILES. SEAFTEL—# &
HANERPWFIESBERIEMAR , SE 2N FRAEFRIESHEE.
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https://docs.aws.amazon.com/acm/latest/userguide/import-certificate.html
https://www.amazontrust.com/repository/
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MREMBFERAHERIE , N T8N, E&ZFKE 8 HRIFE T4 , FEELAE 72 M2 A
ELRFEHEP 1 HERAMITERE. Sl , MRBRESENEENILES , BHRZFRE 40 BRIEBF
BR4F | FEELIE 72 PR CAEDRFE D 5 HHTERE. BERLERBERTEHBBENEN , FH
BB FER SR IE PR AP B TEE th 28 i,

SR FEF DNS WiE |, M AN FERUEA FQDN @BIEEE A —5FH DNS idF, ACM 2@ &
REBUENILR , HEHEERAREFEUBAERTEMMZIERK. MNZICKEFRERER AT
iz, EREMNRAF , IRBEREEEMIBNIES |, MAFEEAS DNS idxk. BUEREMRE
FA DNS RiiE,

R HIEFIZERE A EIER

/A Important

TR SR TR AEIR HE BIEAE B 185, LRV UEHER Al 8 MR 10 B X 15 [B] B AFFE H 48
EFNAHFMBELETRNELHHDARERK. A , EPRTF2E22 LR IUEBE RIS
(SCT)oe REXRMULBH CA FEENRF SCT BRARIEHH,

B 2018 £ 4 A 30 A , Google Chrome FBEERIEREIEREREAEPH L SSL/TLS iE
., Ak, M 2018 F£ 4 A 24 B2 , Amazon CA EFBREZLHNALE BED KA FFE FIL P AL
T, EP—HiEF , BLEEMER. EXEZELE , SR EHEHRHERE,

HEFERIEPRETERN , 2EFPITETILR , BEATUERRE, IFEMNELRRIENR
SNBANER. flm, EXRBENFALZLOBZENRETERJERATMNENES , FUFF2L
Fro BEHN, BRRICFIE O] RE LM 58 R BY SR A& A0 B 7 78 F M U5 B9 B #Ro

EERBIIBMERREEPEISSE , BEHAIEKRIEP AWS CLI s RequestCertificateAPI 4
HWoptionsS#, MREWIIHRE 2018 F 4 A 24 B2 HMAN , H EEEBREITHERIZRZ
iE$ , W AT LA A update-certificate-options @5 5 2% UpdateCertificateOptionsAP| #{Ei%E IR H

PR &1

- BIEEREREEARERZEAE BEIEFR,

« HIEBRHEALITH (BEELEBRSHE 60 X ) &, BLEEXRASTEFRES. ERSEREIMEETR
SEREIREE.
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https://docs.aws.amazon.com/cli/latest/reference/acm/request-certificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_RequestCertificate.html
https://docs.aws.amazon.com/cli/latest/reference/acm/update-certificate-options.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_UpdateCertificateOptions.html
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EH—Bidk , EBLEMNBESHRER. EZNEL[QERBRHFREER, MREEBERIEPFEREL
ARiLE , RAEEREHERER , WENIERRHAIRWICE , BERRITERNIE. NREHBIEPBHRIL
Bligs , BB WER KB —MERIEF

TR RGIEERR T EERFTVIERSN@ER request-certificate i S EAIEHERE.,

aws acm request-certificate \

--domain-name www.example.com \

--validation-method DNS \

--options CertificateTransparencylLoggingPreference=DISABLED \

LiRar 5 HETIERH ARN,

"CertificateArn": "arn:aws:acm:region:account:certificate/certificate_ID"

MREECHUEPS , HEFHFEELTIEPIPERIZRT XK , i Hupdate-certificate-optionsin o It
R TREE,

aws acm update-certificate-options \

--certificate-arn arn:aws:acm:region:account:\
certificate/certificate_ID \

--options CertificateTransparencylLoggingPreference=DISABLED

FE AWS CloudTrail

FEFFRER ACM 28l , iHFF S CloudTrail H&IhEE. CloudTrail AFEEIKRRIKFH AWS AP
AWS HARELIEF ( BEET AWS EEZEH A, . IESRFE Amazon Web Services # 1TH API
A ) REZREHNIBE, AWS SDKs AWS Command Line Interface &3k 7] AR B BRLE F 7= 0K /= 18
A7 ACM AP|S\ R HFEILAYER IP th ik LR FEOL & £ BBt El. A LAEA API CloudTrail 42 A
BER , NENALBQIRRER , RERRWRS , HiEHIEE R WMFS XA CloudTrail &%
Thee, BXEZER , BSHERE., #%3 CloudTrail 5—i#2# A AWS Certificate Manager JAZ
& ACM B#BEN ROIERERIZ R,
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https://docs.aws.amazon.com/cli/latest/reference/acm/request-certificate.html
https://docs.aws.amazon.com/cli/latest/reference/acm/update-certificate-options.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
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Y% AWS Certificate Manager

GER4ER AWS fERARENTHEME., ATAMNMEENEZHEMEES. AWS Certificate Manager #& N
ZM AWS BBRFRWFTEH 2 WEKIEEIE | UEE LI 2 JBFEN o UE BN X H #1717
LTEBNATAT ACM B AWS =5 TE,

FB;

 {FAT 3 EventBridge

« CloudTrail 5—#2H AWS Certificate Manager
« XM CloudWatch 3545

£ I &% EventBridge

#& A LAE A Amazon EventBridge ( B8 CloudWatch Events ) SE81 AWS BRSS B3It |, H BN
REEH Pl ARFTAERBERTRER. KRB IIEACM ERH AWS BRFHEHTLFEmt it
f£3% %) Amazon EventBridge . A LAEAEHRA L B , 23 AWS Lambda E%. AWS Batch
Bz, Amazon SNS FHZE, BXEZEER | HSHAMT LRI E# EventBridge ?

F&
- WE#F ACM B EventBridge X%
« EventBridge £ ACM &1 D #h & #2177 3)

I 5% ACM B EventBridge X5
AREBFIH H R T Amazon EventBridge X358 ACM HAXEH,
“ACM i ENFF B B = 44

ACM FMIEHIHAET 45 RKIFMR , AFABEBERWIEDR (8. RENSAWIED ) BAXKEIHE
. ATBAER ACM API ByPutAccountConfiguration$ 45k B 2t L A /A

ACM £ HEMEANFEZGNIERBEZIBHE] , BESANIERPEEELHZAEFTMAHETS
AACM , LB EZESH, BXEZER , BSRENSALES, BUUERASHASEHRZERIL
LUFEBEH S A ACM, XA BZ{LARH AWS Lambda , i§Z 4 EventBridge £ ACM 1[5l
O 21T
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https://docs.aws.amazon.com/eventbridge/latest/userguide/
https://docs.aws.amazon.com/eventbridge/latest/userguide/what-is-amazon-eventbridge.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_PutAccountConfiguration.html
https://docs.aws.amazon.com/acm/latest/userguide/import-reimport.html#reimport-certificate-api
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ACM iIEH BB S ERUTE M.

"version": "Q",
"id": "id",
"detail-type": "ACM Certificate Approaching Expiration",
"source": "aws.acm",
"account": "account",
"time": "2020-09-30T06:51:08Z2",
"region": "region",
"resources": [
"arn:aws:acm:region:account:certificate/certificate_ID"
1,
"detail": {
"DaysToExpiry": 31,
"CommonName": "example.com"

“ACM il + B3 H" =4

® Note
“ERESWEHTERATSANIED,

BEFABMYT LSS, UEEHEKS S ACM AN ABHAEIES I KR ERE,

ACM iEHESHIEHEBUTEM,

{
"version": "Q",
"id": "id",
"detail-type": "ACM Certificate Expired",
"source": "aws.acm",
"account": "account",
"time": "2019-12-22T18:43:487",
"region": "region",

"resources": [
"arn:aws:acm:region:account:certificate/certificate_ID"

15
"detail": {
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"CertificateType" : "AMAZON_ISSUED" | "PRIVATE",
"CommonName": "example.com",

"DomainValidationMethod" : "EMAIL" | "DNS",
"CertificateCreatedDate" : "2018-12-22T18:43:4872",
"CertificateExpirationDate" : "2019-12-22T18:43:48Z",
"InUse" : TRUE | FALSE,

"Exported" : TRUE | FALSE

“ACM iEH 7] F"&3h

ERALMTLES  LEERENLAAILFIEHEZRERNBIBEN, ZEHFERLR. £ITNS
ABRtEf, XTRBIER , —BEAR , NAFTEFFRESEFHBEIEMN.

ACM iEH AT HEHERUTEN,

"version": "Q",

"id": "id",

"detail-type": "ACM Certificate Available",

"source": "aws.acm",

"account": "account",

"time": "2019-12-22T18:43:4872",

"region": "region",

"resources": [

"arn:aws:acm:region:account:certificate/certificate_ID"

1,

"detail": {
“Action” : "ISSUANCE" | "RENEWAL" | "IMPORT" | "REIMPORT",
"CertificateType" : "AMAZON_ISSUED" | "PRIVATE" | "IMPORTED",
"CommonName": "example.com",
"DomainValidationMethod" : "EMAIL" | "DNS",
"CertificateCreatedDate" : "2019-12-22T18:43:4872",
"CertificateExpirationDate" : "2019-12-22T18:43:48Z",
"DaysToExpiry" : 395,
"InUse" : TRUE | FALSE,
"Exported" : TRUE | FALSE
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“ACM It B EEL&ITRIFEEH

® Note
‘FERTERRITRIFEHATEATSANILES,

ERTLMITLES , MEELTARDEFRESTREITIEBNKREIRE. flo, WREFFMTHE
Ik ACM £ATIEHHY CAA 1235 , N ACM R 45 REHZITT KM R A UENH, MREFRE
EEM@#R4E , W ACM £ 30 X, 15 X, 3 XM 1 RABARZ LT , IFEFF - REURE. iEH
BHREBFBREABE], BRETZRBLERE 1S

ACM IEBEFEBRITRESHERUTEM,

{
"version": "Q",
"id": "id",
"detail-type": "ACM Certificate Renewal Action Required",
"source": "aws.acm",
"account": "account",
"time": "2019-12-22T18:43:487",
"region": "region",
"resources": [
"arn:aws:acm:region:account:certificate/certificate_ID"
1,
"detail": {

"CertificateType" : "AMAZON_ISSUED" | "PRIVATE",

"CommonName": "example.com",

"DomainValidationMethod" : "EMAIL"™ | "DNS",

"RenewalStatusReason" : "CAA_ERROR" | "PENDING_DOMAIN_VALIDATION" |
"NO_AVAILABLE_CONTACTS" | "ADDITIONAL_VERIFICATION_REQUIRED" | "DOMAIN_NOT_ALLOWED"
| "INVALID_PUBLIC_DOMAIN" | "DOMAIN_VALIDATION_DENIED" | "PCA_LIMIT_EXCEEDED"
| "PCA_INVALID_ARN" | "PCA_INVALID_STATE" | "PCA_REQUEST_FAILED" |
"PCA_NAME_CONSTRAINTS_VALIDATION" | "PCA_RESOURCE_NOT_FOUND" | "PCA_INVALID_ARGS" |
"PCA_INVALID_DURATION" | "PCA_ACCESS_DENIED" | "SLR_NOT_FOUND" | "OTHER",

"DaysToExpiry": 30,

"CertificateExpirationDate" : "2019-12-22T18:43:48Z",

"InUse" : TRUE | FALSE,

"Exported" : TRUE | FALSE

}
}

XEFNES FRA 1.0 131



AWS Certification AriEE

ACM iE$ B REEEH
MBEMF PR ACM AERIEIERHE R , TRTLSFIES | 2B,

(® Note
RERHSHNIER, TEEYRHFELEPRESFANIES,

ACMIEHEREEMHERUATEN,

{
"version": "Q",
"id": "id",
"detail-type": "ACM Certificate Revoked",
"source": "aws.acm",
"account": "account",
"time": "2019-12-22T18:43:48Z",
"region": "region",

"resources": [
"arn:aws:acm:region:account:certificate/certificate_ID"

P

"detail": {
"CertificateType" : "AMAZON_ISSUED" | "PRIVATE",
"CommonName": "example.com",
"CertificateExpirationDate" : "2019-12-22T18:43:487",
"Exportable": TRUE | FALSE

}

}
ACM IEBEHEH

ERAULKETLEES  UEEEKSHERT ACM MR AL RG-S T REAML],
ACM iIEHEHEHERFUTEN,

"version": "Q",

"id". "id",

"detail-type": "ACM Certificate Updated",
"source": "aws.acm",

"account": "account",

"time": "2019-12-22T18:43:48Z",
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"region": "region",
"resources": [
"arn:aws:acm:region:account:certificate/certificate_ID"

1,

"detail": {
"Action" : "ISSUANCE" | "RENEWAL" | "IMPORT" | "REIMPORT",
"CertificateType" : "AMAZON_ISSUED" | "PRIVATE" | "IMPORTED",
"CommonName" : "example.com",
"DomainValidationMethod" : "EMAIL"™ | "DNS",
"CertificateCreatedDate" : "2018-12-22T18:43:487",
"CertificateExpirationDate" : "2019-12-22T18:43:48Z",

"DaysToExpiry" : 395,
"InUse" : TRUE | FALSE,
"Exported" : TRUE | FALSE
"Exportable" : TRUE | FALSE

AWS BEEH

AWS RELNTEEITFMAH ACM IEPERBITIRREN. BXETABNES , BSHATNREE

IEPLET] AWS Certificate Manager.

RESENMBER TERSTTRLESF
« RUEITABHAFIERE,

« WEFEFARTERBERTERNET, XUREKREFTE/LLTEFIRAPNGEE (A TEIEFH
HHTRIEMIES ) | AEFBREMER, BINE4AHTEUATEARBEABHH -1 XLERBL

TENEALNTT , HIEATHIE,

« AWS_ACM_RENEWAL_STATE_CHANGE (iEBBEL£1]. B HsEINIH )
« CAA_CHECK_FAILURE (CAARKZERN )

« AWS_ACM_RENEWAL_FAILURE ( HFAE CA XEZMWIEH )

ETRREHEENTEM, ELREIF , AWS_ACM_RENEWAL_STATE_CHANGE B4 24K,

)

"source": [
"aws.health"

1,
"detail-type":[

XEFNES

7 1.0 133



AWS Certification AriEE

"AWS Health Event"

1,
"detail":{
"service":[
"ACM"
1,
"eventTypeCategory": [
"scheduledChange"
1,
"eventTypeCode": [
"AWS_ACM_RENEWAL_STATE_CHANGE"
]
}

}

EventBridge 7 ACM HR[E il 5 #h & #2177 3h

BRI AR X LB 402 Amazon EventBridge M0 , ¥ A Amazon EventBridge | & B &40 E
EHR A ENIRE, RTTIRMEE Amazon EventBridge HLF ™= £ IR EN REIREF.

FB
« X Amazon SNS IR =4
« A Lambda BRI B4

X Amazon SNS MR =4

AT N EWMAEE Amazon SNS , SAIESEH ACM £ FETIRR EH R iE X ABEH,
SERC AT I 72 SR B & M RL

#]2 Amazon EventBridge N } it % R 1E

1. £l Amazon EventBridge M, BXEZELE , BSHCEXNSHME R AR Amazon
EventBridge #NI,

a. 1£ Amazon EventBridge ##|& # https://console.aws.amazon.com/events/ , S EE4 >

MUTTE , REEFCIEMN,
b. ERIZHMNTAMELE , %$F Event Pattern ( EHER ) .
c. XNFRFEMN , NFKEFIERE Health ( Z1TIRR ) -
d. FFEHERE | %&# Specific Health events ( #EZITIRAEH ) -
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e. 1&#F Specific service(s) ( HERS ) , REMNXEHIEE ACM,
f.  1%&$® Specific event type category(s) ( FESBHEERKF ) , ARFEEFE accountNotification,
g. Ii&# Any event type code ( EASEHERKB ),
h. i%&# Any resource ( fEAI&RIR ) -
i. EEAEAMREREESET  MUESHREN JSON ERX, WREAIER AWS BESH o

MR,
{
"source":[
"aws.health"
1,
"detail-type":[
"AWS Health Event"
1,
"detail":{
"service":[
"ACM"
1,
"eventTypeCategory": [
"scheduledChange"
1,
"eventTypeCode": [
"AWS_ACM_RENEWAL_STATE_CHANGE"
]
}
}

2. BER®RRE.

EBERHD , BAUNFSAULEFERAZNSHENRSPHTERE , 20 Amazon Simple
Notification Service (SNS) , tHA[Li%$R Lambda ERECSEH4HZE T B E LW AT HITRE, Bx
AWS Lambda SSEHY R B , EZ5H £H Lambda BEIBIERI =4,

fEH Lambda B #0m B B4

I3 FEE R AWS Lambda I{a £ A £ I &% £ W% UT EventBridge., £ AL & #h 8] 2B HBRSS (SNS)
Simple Notification Service 8|2 B R AR MAIEE XA EL R AWS Security Hub , N EE 5 F
Z2 AN,
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%{& Lambda M IAM B

1. BE%BE AWS Identity and Access Management (IAM) &€&} E X Lambda EEFIENR, B
St LZeMRESE , SUNRFHEEEENRAAZEEY , HRFIRFZAFHNR. TENE
BERAPKF TETASH AWS 2 , REFTEEEEAKS TIE1T.

4 https://console.aws.amazon.com/iam/ 3T FF IAM 2#| &,

2. fE£R JSON KEg4mEBRCIBEUTEIRFEXHNEE, REEACHHXMN AWS KFEE, B
KEZEER , BSHEJSON LT+ L 6 FKK,

JSON

"Version": "2012-10-17",
"Statement": [

{

"Sid": "LambdaCertificateExpiryPolicyl",

"Effect": "Allow",

"Action": "logs:CreatelLogGroup",

"Resource": "arn:aws:logs:us-east-1:123456789012:*"
}I
{

"Sid": "LambdaCertificateExpiryPolicy2",

"Effect": "Allow",

"Action": [
"logs:CreateLogStream",
"logs:PutLogEvents"

1,

"Resource": [
"arn:aws:logs:us-east-1:123456789012:10g-group:/aws/lambda/

handle-expiring-certificates:*"
]
}I

{
"Sid": "LambdaCertificateExpiryPolicy3",

"Effect": "Allow",

"Action": [
"acm:DescribeCertificate”,
"acm:GetCertificate",
"acm:ListCexrtificates",
"acm:ListTagsForCexrtificate"

1,
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}

3. 8l IAM B e HMmHRE. BXeIZ IAM SeMHIRBNER

BAG (BHE).

4. FTFF AWS Lambda #2%|& , Wit R https://console.aws.amazon.com/lambdal,

5. Al Lambda . BXEZELE , B HEAES S 012 Lambda B . TRUATHZER .
a. ESIREHBIEL , %&# Author from scratch ( MK FFEARIE ) I BI 2RI,

b. EEBEBMFERFEE—NTEM , FlI0 handle-expiring-certificates “"o

"Resource": "*"

"Sid": "LambdaCertificateExpiryPolicy4",
"Effect": "Allow",

"Action": "SNS:Publish",

"Resource": "*"

"Sid": "LambdaCertificateExpiryPolicy5",

"Effect": "Allow",

"Action": [
"SecurityHub:BatchImportFindings",
"SecurityHub:BatchUpdateFindings",
"SecurityHub:DescribeHub"

1,

"Resource": "*"

"Sid": "LambdaCertificateExpiryPolicyé6",
"Effect": "Allow",

"Action": "cloudwatch:ListMetrics",
"Resource": "*"

BESE N AWS RS

c. % Runtime (1Z178Y ) Zl&kH | iE&EPython 3.8%

d. BJF Change default execution role ( ERERIAITAER ) , AFIEF Use an existing
role (EAIEHAE ),

e. M Existingrole (MEAE ) JIRPEREBETVUNENAE,

f. EEIERHH

g. 7 Function code ( ¥ ) T , AR TR,

BRERH
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# Copyright 2021 Amazon.com, Inc. or its affiliates. All Rights Reserved.
# SPDX-License-Identifier: MIT-0

#

# Permission is hereby granted, free of charge, to any person obtaining a copy
of this

# software and associated documentation files (the "Software"), to deal in the
Software

# without restriction, including without limitation the rights to use, copy,
modify,

# merge, publish, distribute, sublicense, and/or sell copies of the Software,
and to

# permit persons to whom the Software is furnished to do so.

#

# THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED,

# INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A
# PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR

COPYRIGHT
# HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER IN AN
ACTION
# OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION WITH
THE

# SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

import json

import boto3

import os

from datetime import datetime, timedelta, timezone

utc = timezone.utc
# make today timezone aware
today = datetime.now().replace(tzinfo=utc)
# set up time window for alert - default to 45 if its missing
if os.environ.get('EXPIRY_DAYS') is None:
expiry_days = 45
else:
expiry_days = int(os.environ['EXPIRY_DAYS'])
expiry_window = today + timedelta(days = expiry_days)
def lambda_handler(event, context):
# if this is coming from the ACM event, its for a single certificate
if (event['detail-type'] == "ACM Certificate Approaching Expiration"):
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response = handle_single_cert(event, context.invoked_function_arn)
return {
'statusCode': 200,
'body': response
}
def handle_single_cert(event, context_arn):
cert_client = boto3.client('acm')
cert_details =
cert_client.describe_certificate(CertificateArn=event['resources'][0])
result = 'The following certificate is expiring within ' + str(expiry_days)
+ ' days: + cert_details['Certificate']['DomainName’]
# check the expiry window before logging to Security Hub and sending an SNS
if cert_details['Certificate']['NotAfter'] < expiry_window:
# This call is the text going into the SNS notification
result = result + ' (' + cert_details['Certificate']['CertificateArn’]

# this call is publishing to SH
result = result + ' - ' + log_finding_to_sh(event, cert_details,
context_arn)
# if there's an SNS topic, publish a notification to it
if os.environ.get('SNS_TOPIC_ARN') is None:
response = result
else:
sns_client = boto3.client('sns')
response = sns_client.publish(TopicArn=os.environ['SNS_TOPIC_ARN'],
Message=result, Subject='Certificate Expiration Notification')
return result
def log_finding_to_sh(event, cert_details, context_arn):
# setup for security hub
sh_region = get_sh_region(event['region'])
sh_hub_arn = "arn:aws:securityhub:{0}:{1}:hub/default".format(sh_region,
event['account'])
sh_product_arn = "arn:aws:securityhub:{0}:{1}:product/{1}/
default".format(sh_region, event['account'])
# check if security hub is enabled, and if the hub arn exists
sh_client = boto3.client('securityhub', region_name = sh_region)
try:
sh_enabled = sh_client.describe_hub(HubArn = sh_hub_azrn)
# the previous command throws an error indicating the hub doesn't exist or
lambda doesn't have rights to it so we'll stop attempting to use it
except Exception as error:
sh_enabled = None
print ('Default Security Hub product doesn\'t exist')
response = 'Security Hub disabled'
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# This is used to generate the URL to the cert in the Security Hub Findings
to link directly to it
cert_id = right(cert_details['Certificate']['CertificateArn'], 36)
if sh_enabled:
# set up a new findings list
new_findings = []

# add expiring certificate to the new findings list

new_findings.append({

"SchemaVersion": "2018-10-08",
"Id": cert_id,
"ProductArn": sh_product_arn,
"GeneratorId": context_arn,
"AwsAccountId": event['account'],
"Types": [

"Software and Configuration Checks/AWS Config Analysis"
1,
"CreatedAt": event['time'],
"UpdatedAt": event['time'],
"Severity": {

"Original": '89.0',

"Label": 'HIGH'

.
"Title": 'Certificate expiration’,
"Description": 'cert expiry',

'Remediation': {
'Recommendation': {
'Text': 'A new certificate for ' +

cert_details['Certificate']['DomainName'] + ' should be imported to replace
the existing imported certificate before expiration’,

'Url': "https://console.aws.amazon.com/acm/home?region=" +
event['region'] + "#/?id=" + cert_id
}
},
'Resources': [
{
'Id': event['id'],
'Type': 'ACM Certificate’,
'Partition': 'aws',
'Region': event['region']
}

1)

]I

'"Compliance': {'Status': 'WARNING'}

# push any new findings to security hub

BRERH
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if new_findings:
try:
response =
sh_client.batch_import_findings(Findings=new_findings)
if response['FailedCount'] > 0:
print("Failed to import {}
findings".format(response['FailedCount']))
except Exception as error:
print("Error: ", error)
raise
return json.dumps(response)
# function to setup the sh region
def get_sh_region(event_region):
# security hub findings may need to go to a different region so set that
here
if os.environ.get('SECURITY_HUB_REGION') is None:
sh_region_local event_region
else:
sh_region_local = os.environ['SECURITY_HUB_REGION']
return sh_region_local
# quick function to trim off right side of a string
def right(value, count):
# To get right part of string, use negative first index in slice.
return value[-count:]

h. 7E Environment variables ( SMEEE ) T , i&£#% Edit ( 5 ) HUERRMUTEE,

. ( H#% ) EXPIRY_DAYS

BEERFLEBTHBA AR EZNE (R ) . EBERINFN 45X, BETNEEEAE

X8,

« ( Ak ) SNS_TOPIC_ARN
$&E Amazon SNS B9 ARN, BL arn: aws: sns::: FIENIRETEM ARN, <region>
<account-number> <topic-name>

« ( A% ) SECURITY_HUB_REGION

EFREM X AWS Security Hub 8 E. MR RIBELET , NEH EEZITH Lambda
R X, MRZEBESANXEFET , WATREEEYMEITERESRHER 2 MXiFH

#9 Security Hubo
i. 7£ Basic settings ( EA&ZE ) T , ¥ Timeout (AT ) REHN 30 ¥,
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j. HEREIEER , %&#F Deploy ( #¥F ) -

SEREA T SRR R AVES AT i E A UL R IR 5 3R
B 31 R A H 8B F BR8N

T RBIH | HES Amazon EventBridge KEEZNET , FA1N S0 BN E HIRVIE B IR 4 — 3B FHi

#, FIRERT , ACM BREMLNEESHA 45 KREENENIERBSI X —NEH, (RBERA
LAER ACM API B PutAccountConfiguration EEE N . ) XEBEHHPHNE — Mtk AT REX
W BB IRE

ACM raises Amazon EventBridge event #
>>>>>>> events

Event matches Amazon EventBridge rule #
Rule calls Lambda function #

Function sends SNS email and logs a Finding in Security
Hub

1. Bl Lambda B HEENR. ( EEHK - EFSH ZE& Lambda EHEH IAM B ),

2. F Lambda HEBIEZA T LA X EMMIRE SNS T8, BXEZEELR | HFS 012 Amazon SNS
3. NERNMBIAITRE SNS 8, BEXEZEER |, i5ZRITE Amazon SNS Fi,

4. BIBATAAL Lambda BEEITL D% EventBridge MM, BEXEZEL , FSHCENEHMEH
& Bify Amazon EventBridge #i1,

£ Amazon EventBridge #2#|& A https://console.aws.amazon.com/events/ , SIMZEH >
MRE , RFEZFCNENN, EERSEM. BSHEERM Lambda EHH, EEHEXM A HRESR
B, ML R

{
"source": [
"aws.acm"
1,
"detail-type": [
"ACM Certificate Approaching Expiration"
]
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}

ERREIEHT2E RN Lambda #BUXHERNSH -

"version": "Q",
"id": "9c95e8e4-96a4-ef3f-b739-b6aa5b193afbh",
"detail-type": "ACM Certificate Approaching Expiration",
"source": "aws.acm",
"account": "123456789012",
"time": "2020-09-30T06:51:08Z",
"region": "us-east-1",
"resources": [
"arn:aws:acm:us-east-1:123456789012:certificate/61f50cd4-45b9-4259-b049-
d0a53682fa4b"
1,
"detail": {
"DaysToExpiry": 31,
"CommonName": "My Awesome Service"

B

—BETBRET(IRESEMRE A SEXKRRBRZEENMERL , MEfLZLEBMNUENE
SRR

IAM RN A

Lambda B %k

CloudWatch 5Ezh#1 N

CloudWatch & Lambda < Bt A&

SNS &

CloudTrail 5—# £ AWS Certificate Manager

AWS Certificate Manager 5 AWS CloudTraill—BRFERK , ZRFREAF,. A% AWS RFE
ACM HHITHIREMIER, CloudTrail BRIAMER T , B AWS IKF E/E M. CloudTrail  ACM B
APl RAHIRANEHN , BFEXRE ACM BHI AN FEAFX ACM APl BENKRBIER. MREBRBR
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B, WA LA AR CloudTrail E4E4245£ 5 2] Amazon S3 17218 , &35 ACM WEH#, NREKREE
RER |, AT LAE CloudTrail B#I AW “SHFH LK FEBRTNEH.

LA W EREE CloudTrail , BAILABEER ACM K HIVER., KHBERM IP bk, #ERETHER,
AR REERAREMFAES. BRESELR , BEREASHALICEKES CloudTrail Eff. &
ACM R I RN SEES T |, ZE 25 HME AWS RS CloudTrail B4 — IR ESHH Ei1EF
o EAILE AWS IKFHREER, BRITHENEMH.

WAL, BRI BB E M AWS RS , Uit —FS oML E CloudTrail B EHNENEHEIE,
BEXNEZEE CloudTrail , IHSE U T34 -

« AWS CloudTrail fiF{E/.

- BIERFEER

« CloudTrail ZEFHRFZFER

+ Bgi& Amazon SNS B CloudTrail

o BUBCKEZA XM CloudTrail BEXHMERKB S K/ Y CloudTrail B & H

E 3
Fi2FEH CloudTrail X% ACM API #24E
« BRERRSH APIEA

HE&i2& S CloudTrail X ACM API &4k
ACM LA T BREEREHICHEIE CloudTrail BEXX#HH :
BIEHRAFZREBEIEEXERBERNWAREE, SHEEENTFLEBEUATHE

- BEREMEH AWS Ik R AP =5 AWS Identity and Access Management (IAM) B FiEB & HE .
- EREEAACERKEAFPNIENZEEIEREN,
- BRESHHEM AWS RF A H

BXEZEER , 55 H CloudTrail userldentity JTT#,

LUTEa 3 T X APl BRERYREI B E.

o EHEBRMFRZ (AddTagsToCertificate)
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 MIBRIE$ (DeleteCertificate)
o HIRUEP (
« S HiE$P (ExportCertificate)
« 5§ AE$ (ImportCertificate)

« BIHIEP (ListCertificates)

« BIHIFPBHPRZ (ListTagsForCertificate)

o MWIEHFHIBRIFE (RemoveTagsFromCertificate)
« ERIE$P (RequestCertificate)

o EFAIERIULE FHB4E (ResendValidationEmail)
« BRERIEP (GetCertificate)

DescribeCertificate)

[E]iE PR IPRE (AddTagsToCertificate)

AR CloudTrail ~:5l& 7~ T A AddTagsToCertificate APl FI45 &

"Records": [
{
"eventVersion":"1.04",
"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"
I
"eventTime":"2016-04-06T13:53:537",
"eventSource":"acm.amazonaws.com",
"eventName":"AddTagsToCertificate",
"awsRegion":"us-east-1",
"sourceIPAddress":"192.0.2.0",
"userAgent":"aws-cli/1.10.16",
"requestParameters":{
"tags":[
{
"value":"Alice",
"key":"Admin"
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1,
"certificateArn":"arn:aws:acm:us-east-1:123456789012:certificate/
fedcba98-7654-3210-fedc-ba9876543210"
},
"responseElements":null,
"requestID":"fedcba98-7654-3210-fedc-ba9876543210",
"eventID":"fedcba98-7654-3210-fedc-ba9876543210",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"

IBRIE+ (DeleteCertificate)

BAF CloudTrail =527~ 7 /A DeleteCertificate APl IR,

"Records": [
{

"eventVersion":"1.04",

"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam: :123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"

},

"eventTime":"2016-03-18T00:00:26Z",

"eventSource":"acm.amazonaws.com",

"eventName":"DeleteCertificate",

"awsRegion":"us-east-1",

"sourceIPAddress":"192.0.2.0",

"userAgent":"aws-cli/1.9.15",

"requestParameters":{
"certificateArn":"arn:aws:acm:us-east-1:123456789012:certificate/

fedcbha98-7654-3210-fedc-ba9876543210"

},

"responseElements":null,

"requestID":"01234567-89ab-cdef-0123-456789abcdef",
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"eventID":"01234567-89ab-cdef-0123-456789abcdef",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"

H#HRUEH (DescribeCertificate)

BAT CloudTrail ;R E 7~ 7B DescribeCertificateAPI I45 R,

@ Note

DescribeCertificateif{E CloudTrail BEFRE REXREISEN ACMIEEHEER., EBAILL
fE R4S AWS Command Line Interface. 3 DescribeCertificateAPI Z2& B XIFPHEE.,

{
"Records": [
{

"eventVersion":"1.04",

"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"

I

"eventTime":"2016-03-18T00:00:427",

"eventSource":"acm.amazonaws.com",

"eventName":"DescribeCertificate",

"awsRegion":"us-east-1",

"sourceIPAddress":"192.0.2.0",

"userAgent":"aws-cli/1.9.15",

"requestParameters":{

"certificateArn":"arn:aws:acm:us-east-1:123456789012:certificate/

fedcba98-7654-3210-fedc-ba9876543210"

I

"responsekElements":null,

"requestID":"fedcba98-7654-3210-fedc-ba9876543210",

"eventID":"fedcba98-7654-3210-fedc-ba9876543210",
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"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"

S HiE$ (ExportCertificate)

EAF CloudTrail "IE R T YA ExportCertificate APl B945 R,

"Records": [
{

"version":"Q",
"id":"0Q1234567-89ab-cdef-0123-456789abcdef",
"detail-type":"AWS API Call via CloudTrail",
"source":"aws.acm",
"account":"123456789012",
"time":"2018-05-24T15:28:11Z2",
"region":"us-east-1",
"resources":[

1,
"detail":{
"eventVersion":"1.04",
"userIdentity":{
"type":"Root",
"principallId":"123456789012",
"arn":"arn:aws:iam: :123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"
},
"eventTime":"2018-05-24T715:28:1172",
"eventSource":"acm.amazonaws.com",
"eventName":"ExportCertificate",
"awsRegion":"us-east-1",
"sourceIPAddress":"192.0.2.0",

"userAgent":"aws-cli/1.15.4 Python/2.7.9 Windows/8 botocore/1.10.

"requestParameters":{
"certificateArn":"arn:aws:acm:us-
east-1:123456789012:certificate/12345678-1234-1234-1234-123456789012",

"passphrase": "HIDDEN_DUE_TO_SECURITY_REASONS"

4"’
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1,
"responseElements":{
"certificateChain":

"privateKey":"**********"’

"certificate":

————— END CERTIFICATE-----",
"privateKey": "HIDDEN_DUE_TO_SECURITY_REASONS"
I
"requestID":"01234567-89ab-cdef-0123-456789abcdef",
"eventID":"fedcbha98-7654-3210-fedc-ba9876543210",
"readOnly": false,
"eventType":"AwsApiCall"
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management",
"tlsDetails": {
"tlsVersion": "TLSv1.3",
"cipherSuite": "TLS_AES_128_GCM_SHA256",
"clientProvidedHostHeader": "acm.us-east-1.amazonaws.com

iy

"sessionCredentialFromConsole": "true"

S AUE$ (ImportCertificate)

LT REIERTIEEX ACM ImportCertificate AP| #4898 AR CloudTrail BE% B,

"eventVersion":"1.04",

"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::111122223333:user/Alice",
"accountId":"111122223333",
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"accessKeyId":"AKIAIOSFODNN7EXAMPLE",

"userName":"Alice"

}I

"eventTime":"2016-10-04T16:01:30Z2",
"eventSource":"acm.amazonaws.com",
"eventName":"ImportCertificate",

"awsRegion":"ap-southeast-2",

"sourceIPAddress":"54.240.193.129",

"userAgent":"Coral/Netty",
"requestParameters":{
"privateKey":{

}I

"hb": [

"byte",

"byte",

"byte",
1,
"offset":0,
"isReadOnly":false,
"bigEndian":true,
"nativeByteOrder":false,
"mark":-1,
"position":0,
"limit":1674,
"capacity":1674,
"address":0

"certificateChain":{

iy

"hb": [

"byte",

"byte",

"byte",
1,
"offset":0,
"isReadOnly":false,
"bigEndian":true,
"nativeByteOrder":false,
"mark":-1,
"position":0,
"limit":2105,
"capacity":2105,
"address":0
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"certificate":{

"hb": [

"byte",

"byte",

"byte",
1,
"offset":0,
"isReadOnly":false,
"bigEndian":true,
"nativeByteOrder":false,
"mark":-1,
"position":0,
"limit":2503,
"capacity":2503,
"address":0

I
"responseElements": {
"certificateArn":"arn:aws:acm:ap-

southeast-2:111122223333:certificate/01234567-89ab-cdef-0123-456789abcdef"

I

"requestID":"01234567-89ab-cdef-0123-456789abcdef",

"eventID":"01234567-89ab-cdef-0123-456789abcdef",

"eventType":"AwsApiCall",

"recipientAccountId":"111122223333"

HIHUE$ (ListCertificates)

LA CloudTrail ;R &R 78 ListCertificatesAPl &R,

(® Note

ListCertificatesi®4E CloudTrail HEFTE REN ACM iEH, EafLAEHEE A AWS
Command Line Interface. = ListCertificatesAPI Z2FiEHFIRK,

"Records": [

{

"eventVersion":"1.04",
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"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"
I
"eventTime":"2016-03-18T00:00:43Z7",
"eventSource":"acm.amazonaws.com",
"eventName":"ListCertificates",
"awsRegion":"us-east-1",
"sourceIPAddress":"192.0.2.0",
"userAgent":"aws-cli/1.9.15",
"requestParameters":{
"maxItems":1000,
"certificateStatuses":[
"ISSUED"

I

"responsekElements":null,
"requestID":"74c99844-ec9c-11e5-ac34-dlesdfelallb”,
"eventID":"cdfel®51-88aa-4aa3-8c33-a325270bff21",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"

B HiE B EFRZ (ListTagsForCertificate)

LR CloudTrail 7 5l:& 7~ T A ListTagsForCertificate APl BY45 8,

@ Note

ListTagsForCertificatei®{E CloudTrail HERE REIIR
Command Line Interface, = ListTagsForCertificateAPl| E&RZ K,

"Records": [

{

KU LAEREH A AWS
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"eventVersion":"1.04",

"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam: :123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"

},

"eventTime":"2016-04-06T13:30:1172",

"eventSource":"acm.amazonaws.com",

"eventName":"ListTagsForCertificate",

"awsRegion":"us-east-1",

"sourceIPAddress":"192.0.2.0",

"userAgent":"aws-cli/1.10.16",

"requestParameters":{
"certificateArn":"arn:aws:acm:us-

east-1:123456789012:certificate/12345678-1234-1234-1234-123456789012"

},

"responseElements":null,

"requestID":"b010767f-fbfb-11e5-b596-79e9a97a2544",

"eventID":"32181be6-a4a0-48d3-8014-c0d972b5163b",

"eventType":"AwsApiCall",

"recipientAccountId":"123456789012"

ML Sl BrFRE (RemoveTagsFromCertificate)

LA CloudTrail ;=& 7~ T A RemoveTagsFromCertificate APl B4 8,

"Records": [
{

"eventVersion":"1.04",

"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"
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east-1:123456789012:cexrtificate/12345678-1234-1234-1234-123456789012",

},
"eventTime":"2016-04-06T14:10:01Z2",
"eventSource":"acm.amazonaws.com",
"eventName":"RemoveTagsFromCertificate",
"awsRegion":"us-east-1",
"sourceIPAddress":"192.0.2.0",
"userAgent":"aws-cli/1.10.16",
"requestParameters":{
"certificateArn":"arn:aws:acm:us-

"tags":[
{
"value":"Bob",
"key":"Admin"

}I

"responseElements":null,

"requestID":"40ded461-fc@l-11e5-a747-85804766d6c9",
"eventID":"QOcfal42e-ef74-4b21-9515-47197780c424",

"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"

B 3RIEF (RequestCertificate)

LR CloudTrail "IE 7R T A RequestCertificate APl V45 R,

"Records": [

{

"eventVersion":"1.04",

"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",

"arn":"arn:aws:iam: :123456789012:user/Alice",

"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName" :"Alice"

iy

"eventTime":"2016-03-18T00:00:497",
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"eventSource":"acm.amazonaws.com",
"eventName":"RequestCertificate",
"awsRegion":"us-east-1",
"sourceIPAddress":"192.0.2.0",
"userAgent":"aws-cli/1.9.15",
"requestParameters":{
"domainName":"example.com",
"validationMethod": "DNS",
"idempotencyToken":"8186023d89681c3ad5",
"options": {
"export": "ENABLED"
I
"keyAlgorithm": "RSA_2048"
I
"responseElements": {
"certificateArn":"arn:aws:acm:us-
east-1:123456789012:certificate/12345678-1234-1234-1234-123456789012"
I
"requestID":"77dacef3-ec9c-1le5-ac34-dle4sdfelallb”,
"eventID":"a4954cdb-8f38-44c7-8927-a38ad4be3ac8",
"eventType":"AwsApiCall",
"tlsDetails": {
"tlsVersion": "TLSv1.3",
"cipherSuite": "TLS_AES_128_GCM_SHA256",
"clientProvidedHostHeader": "acm.us-east-1.amazonaws.com"
I
"recipientAccountId":"123456789012"

B EHIEP () RevokeCertificate

EAF CloudTrail /=412~ 7 A RevokeCertificateAPI N4 R,

"eventVersion": "1.11",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE:Role-Session-Name",
"arn": arn:aws:sts::111122223333:assumed-role/Role-Name/Role-Session-Name",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
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"sessionContext": {

"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"

.

"attributes": {
"creationDate": "2016-01-01T19:35:527",
"mfaAuthenticated": "false"

}
}
.
"eventTime":"2016-01-01T21:11:45Z2",
"eventSource": "acm.amazonaws.com",
"eventName": "RevokeCertificate",
"awsRegion": "us-east-1",

"sourceIPAddress": "192.0.2.0",
"userAgent": "Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:128.0)
Firefox/128.0",
"requestParameters": {
"certificateArn": "arn:aws:acm:us-
east-1:123456789012:certificate/12345678-1234-1234-1234-123456789012",
"revocationReason": "UNSPECIFIED"

iy
"responseElements": {
"certificateArn": "arn:aws:acm:us-
east-1:123456789012:certificate/12345678-1234-1234-1234-123456789012"

.
"requestID": "01234567-89ab-cdef-0123-456789abcdef",
"eventID": "©1234567-89ab-cdef-0123-456789abcdef",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management",
"tlsDetails": {
"tlsVersion": "TLSv1.3",
"cipherSuite": "TLS_AES_128_GCM_SHA256",
"clientProvidedHostHeader": "acm.us-east-1.amazonaws.com

iy

"sessionCredentialFromConsole": "true"

Gecko/20100101
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}

B & IABIE B F R4 (ResendValidationEmail)

EATF CloudTrail R E R~ 7 H A ResendValidationEmailAPl B4R,

"Records": [
{
"eventVersion":"1.04",
"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"
.
"eventTime":"2016-03-17T23:58:257",
"eventSource":"acm.amazonaws.com",
"eventName":"ResendValidationEmail",
"awsRegion":"us-east-1",
"sourceIPAddress":"192.0.2.0",
"userAgent":"aws-cli/1.9.15",
"requestParameters":{
"domain":"example.com",
"certificateArn":"arn:aws:acm:us-
east-1:123456789012:certificate/12345678-1234-1234-1234-123456789012",
"validationDomain":"example.com"
.
"responseElements":null,
"requestID":"23760b88-ec9c-11e5-b6f4-cb861a6f0a28",
"eventID":"41c11b06-ca91-4clc-8cbl-af349ea8bab8",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"

¥ RIUEP (GetCertificate)

BAF CloudTrail =527~ T A GetCertificateAPI I R,
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"Records": [
{

"eventVersion":"1.04",

"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"

.

"eventTime":"2016-03-18T00:00:417",

"eventSource":"acm.amazonaws.com",

"eventName":"GetCertificate",

"awsRegion":"us-east-1",

"sourceIPAddress":"192.0.2.0",

"userAgent":"aws-cli/1.9.15",

"requestParameters":{
"certificateArn":"arn:aws:acm:us-

east-1:123456789012:certificate/12345678-1234-1234-1234-123456789012"

.

"responseElements": {
"certificateChain":

.
"requestID":"744dd891-ec9c-1le5-ac34-dle4sdfelallb”,
"eventID":"7aa4f909-00dd-478a-9a00-b2709bcad2bb",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"
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O] LAE A E# CloudTrail 5 ACM £ RFZ A HE API B, BXxERANEZEE CloudTrail
©EZH (AWS CloudTrail AF3ER) « UTRHIERTAEKNBENEE  BAEFRTFEATHE
ACM iEHH AWS &R,

F&
- BIERBGESR

BIE AT E R

&R LAME A ® & CloudTrail 5 ACM SRV RS X Y AP A, BXERAMNEZEE CloudTrail , &
ZH (AWS CloudTrail B #ER) o ATRAERT AJHEKRK BERE | BE4ABURTEBEE ACM
UEFFTRIERY AWS iR

£

- BIEAEITER

- ERAAFISESREM Amazon EC2 3E4|
- MEREEH

- BEIEEH

ke ks ek i

LT RBEREB RN Alice B9 IAM A% CreateLoadBalancer BEBMEAR., AEYEHENEHNE
TestLinuxDefault , MBIz 2FEH ACM iEBBIEH,

"eventVersion":"1.03",

"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::111122223333:user/Alice",
"accountId":"111122223333",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"

},

"eventTime":"2016-01-01T21:10:36Z2",

"eventSource":"elasticloadbalancing.amazonaws.com",
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"eventName":"CreateLoadBalancer",
"awsRegion":"us-east-1",
"sourceIPAddress":"192.0.2.0/24",
"userAgent":"aws-cli/1.9.15",
"requestParameters":{
"availabilityZones":[
"us-east-1b"
1,
"loadBalancerName":"LinuxTest",
"listeners":[
{
"sSLCertificateId":"arn:aws:acm:us-
east-1:111122223333:certificate/12345678-1234-1234-1234-123456789012",
"protocol":"HTTPS",
"loadBalancerPort":443,
"instanceProtocol":"HTTP",
"instancePort":80

.
"responseElements": {

"dNSName" :"LinuxTest-1234567890.us-east-1.elb.amazonaws.com"
},
"requestID":"19669c3b-b@cc-11e5-85b2-57397210a2e5",
"eventID":"5d6c00c9-a9b8-46ef-9f3b-4589f5beb63f7",
"eventType":"AwsApiCall",
"recipientAccountId":"111122223333"

£ A T E 5% 85 )F A Amazon EC2 £4

HEET M ITETR (Amazon EC2) 3Kl LR EM G N AR FEY |, ALE 85 88 B %Sk
5, XA LUES Elastic Load Balancing ##]& 3 AWS Command Line Interface3R5E K. LA T RHIE
RT X AWS K 123456789012 LinuxTest E&RegisterInstancesWithLoadBalancer AEI it
HI9ER[/VREA

"eventVersion":"1.03",

"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::123456789012:user/AlLice",
"accountId":"123456789012",
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"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice",
"sessionContext":{
"attributes":{
"mfaAuthenticated":"false",
"creationDate":"2016-01-01T19:35:522"

.

"invokedBy":"signin.amazonaws.com"
.
"eventTime":"2016-01-01T21:11:45Z2",
"eventSource":"elasticloadbalancing.amazonaws.com",
"eventName":"RegisterInstancesWithLoadBalancer",
"awsRegion":"us-east-1",
"sourceIPAddress":"192.0.2.0/24",
"userAgent":"signin.amazonaws.com",
"requestParameters":{

"loadBalancerName":"LinuxTest",

"instances":[

{
"instanceId":"i-c67f4e78"

.
"responseElements": {
"instances":[
{
"instanceId":"i-c67f4e78"

},
"requestID":"438b07dc-b@cc-11e5-8afb-cda7ba®20551",
"eventID":"9f284cab-cbe5-42al1-8251-4f0e6b5739d6",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"

}
TR

LT REIEAR T MBS ACM IEBXERNAERHAMN Encrypt A, MERE AWSHHIT,

"Records": [

{

ERRSH AP A

WA 1.0 161



AWS Certification

RAriEmE

"eventVersion":"1.03",
"userIdentity":{
"type":"IAMUser",

"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::111122223333:user/acm",

"accountId":"111122223333",

"accessKeyId":"AKIAIOSFODNN7EXAMPLE",

"userName":"acm
},
"eventTime":"2016-01-05T18:36:297",
"eventSource":"kms.amazonaws.com",
"eventName":"Encrypt",
"awsRegion":"us-east-1",
"sourceIPAddress":"AWS Internal",
"userAgent":"aws-internal",

"requestParameters":{

"keyId":"arn:aws:kms:us-east-1:123456789012:alias/aws/acm",

"encryptionContext": {

"aws:acm:arn":"arn:aws:acm:us-

east-1:123456789012:certificate/12345678-1234-1234-1234-123456789012"

}
iy

"responsekElements":null,

"requestID":"3c417351-b3db-11e5-9a24-7d9457362fcc",
"eventID":"1794fe70-796a-45f5-811b-6584948f24ac",

"readOnly":true,
"resources":[

{

"ARN":"arn:aws:kms:us-

east-1:123456789012:key/87654321-4321-4321-4321-210987654321",

"accountId":"123456789012"
1,

"eventType":"AwsServiceEvent",
"recipientAccountId":"123456789012"

RENE BN

UTFREIERTATHE ACM IEBXENALERHRTHEZN Decrypt A, BREEATNITH

AWS , BZENERAKETEF. AWS
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"eventVersion":"1.03",
"userIdentity":{
"type":"AssumedRole",
"principalId":"AIDACKCEVSQ6C2EXAMPLE:1aba@dc8b3a728d6998c234a99178eff",
"arn":"arn:aws:sts::111122223333:assumed-role/
DecryptACMCertificate/1aba@dc8b3a728d6998c234a99178eff",
"accountId":"111122223333",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"sessionContext":{
"attributes":{
"mfaAuthenticated":"false",
"creationDate":"2016-01-01T721:13:28Z2"
1,
"sessionIssuer":{
"type":"Role",
"principalId":"APKAEIBAERJR2EXAMPLE",
"arn":"arn:aws:iam::111122223333:ro0le/DecryptACMCertificate",
"accountId":"111122223333",
"userName":"DecryptACMCertificate"

.
"eventTime":"2016-01-01T21:13:2872",
"eventSource":"kms.amazonaws.com",
"eventName":"Decrypt",
"awsRegion":"us-east-1",
"sourceIPAddress":"AWS Internal",
"userAgent":"aws-internal/3",
"requestParameters":{
"encryptionContext":{
"aws:elasticloadbalancing:arn":"arn:aws:elasticloadbalancing:us-
east-1:123456789012:1oadbalancer/LinuxTest",
"aws:acm:arn":"arn:aws:acm:us-
east-1:123456789012:certificate/87654321-4321-4321-4321-210987654321"
}
.
"responseElements":null,
"requestID":"809a70ff-b@cc-11e5-8f42-c7fdflcb6eba",
"eventID":"7f89f7a7-baff-4802-8a88-851488607fb9",
"readOnly":true,
"resources":[

{
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"ARN":"arn:aws:kms:us-
east-1:123456789012:key/12345678-1234-1234-1234-123456789012",
"accountId":"123456789012"
}
1,

"eventType":"AwsServiceEvent",
"recipientAccountId":"123456789012"

% 1E8 CloudWatch 1E#5

Amazon CloudWatch 2 —11 AWS BREZERS. B LAEA CloudWatch RIREF B ERIEIR, RE
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package com.amazonaws.samples;

import java.io.IOException;
import java.nio.ByteBuffer;
import java.nio.charset.StandardCharsets;
import java.nio.file.Files;
import java.nio.file.Paths;
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import com.amazonaws.auth.AWSStaticCredentialsProvider;
import com.amazonaws.auth.BasicAWSCredentials;
import com.amazonaws.regions.Regions;

import com.amazonaws.services.certificatemanager.AWSCertificateManager;

import com.amazonaws.services.certificatemanager.AWSCertificateManagerClientBuilder;

import com.amazonaws.services.certificatemanager.model.ImportCertificateRequest;
import com.amazonaws.services.certificatemanager.model.ImportCertificateResult;
/**

* This sample demonstrates how to use the ImportCertificate function in the AWS

Certificate Manager

*

*

*

*

*

*

*

*

*

service.

Input parameters:

Accesskey - AWS access key
SecretKey - AWS secret key

CertificateArn - Use to reimport a certificate (not included in this example).

region - AWS region

Certificate - PEM file that contains the certificate to import. Ex: /data/certs/
servercert.pem

CertificateChain - The certificate chain, not including the end-entity

certificate.

*

*

*

*

*

*/

PrivateKey - The private key that matches the public key in the certificate.

OQutput parameter:

CertificcateArn - The ARN of the imported certificate.

public class AWSCertificateManagerSample {

public static void main(String[] args) throws IOException {

String accessKey = "";

String secretKey = "";

String certificateArn = null;

Regions region = Regions.DEFAULT_REGION;

String serverCertFilePath = "";
String privateKeyFilePath = "";
String caCertFilePath = "";

ImportCertificateRequest req = new ImportCertificateRequest()
.withCertificate(getCertContent(serverCertFilePath))
.withPrivateKey(getCertContent(privateKeyFilePath))

.withCertificateChain(getCertContent(caCertFilePath)).withCertificateArn(certificateArn);
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AwWSCertificateManager client =
AwWSCertificateManagerClientBuilder.standard().withRegion(region)
.withCredentials(new AWSStaticCredentialsProvider(new
BasicAWSCredentials(accessKey, secretKey)))
.build();
ImportCertificateResult result = client.importCertificate(req);

System.out.println(result.getCertificateArn());

List<Tag> expectedTags =
ImmutablelList.of(Tag.builder().withKey("key").withValue("value").build());

AddTagsToCertificateRequest addTagsToCertificateRequest =
AddTagsToCertificateRequest.builder()
.withCertificateArn(result.getCertificateArn())
.withTags(tags)
.build();

client.addTagsToCertificate(addTagsToCertificateRequest);
}

private static ByteBuffer getCertContent(String filePath) throws IOException {
String fileContent = new String(Files.readAllBytes(Paths.get(filePath)));

return StandardCharsets.UTF_8.encode(fileContent);
}

A BRAE

BURRBIER T t{AfE A DeleteCertificate BI#. MR , M ZEHBFEE —MZEE {3,

package com.amazonaws.samples;

import com.amazonaws.services.certificatemanager.AWSCertificateManagerClientBuilder;
import com.amazonaws.services.certificatemanager.AWSCertificateManager;

import com.amazonaws.services.certificatemanager.model.DeleteCertificateRequest;
import com.amazonaws.services.certificatemanager.model.DeleteCertificateResult;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;
import com.amazonaws.auth.AWSStaticCredentialsProvider;
import com.amazonaws.auth.AWSCredentials;

import com.amazonaws.regions.Regions;
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import com.amazonaws.services.certificatemanager.model.InvalidArnException;

import com.amazonaws.services.certificatemanager.model.ResourceInUseException;
import com.amazonaws.services.certificatemanager.model.ResourceNotFoundException;
import com.amazonaws.AmazonClientException;

/**

* This sample demonstrates how to use the DeleteCertificate function in the AWS
Certificate

* Manager service.

*

* Input parameter:

*

*

*/

CertificateArn - The ARN of the certificate to delete.

public class AWSCertificateManagerExample {

public static void main(String[] args) throws Exception{

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in

Windows

ex);

req.

// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException("Cannot load the credentials from file.",

// Create a client.

AWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object and specify the ARN of the certificate to delete.
DeleteCertificateRequest req = new DeleteCertificateRequest();

setCertificateArn("arn:aws:acm:region:account:certificate/

12345678-1234-1234-1234-123456789012");
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// Delete the specified certificate.

DeleteCertificateResult result = null;

try {

result = client.deleteCertificate(req);

}

catch (InvalidArnException ex)

{

throw ex;

}

catch (ResourceInUseException ex)

{

throw ex;

}

catch (ResourceNotFoundException ex)

{

throw ex;

// Display the result.
System.out.println(result);

R UEF
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packag

import
import
import
import

import
import
import
import

import
import
import

€ Ccom.amazonaws. samples;

com.amazonaws.services.certificatemanager.AWSCertificateManagerClientBuilder;

com.amazonaws.services.certificatemanager.AWSCertificateManager;

com.amazonaws.services.certificatemanager.model.DescribeCertificateRequest;

com.amazonaws.services.certificatemanager.model.DescribeCertificateResult;

com.amazonaws.auth.profile.ProfileCredentialsProvider;
com.amazonaws.auth.AWSStaticCredentialsProvider;

com.amazonaws.auth.AWSCredentials;
com.amazonaws.regions.Regions;

com.amazonaws.services.certificatemanager.model.InvalidArnException;
com.amazonaws.services.certificatemanager.model.ResourceNotFoundException;

com.amazonaws .AmazonClientException;

DescribeCertificate
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/**

* This sample demonstrates how to use the DescribeCertificate function in the AWS
Certificate
* Manager service.

*

* Input parameter:

*

CertificateArn - The ARN of the certificate to be described.

* Qutput parameter:

*

*/

Certificate information

public class AWSCertificateManagerExample {

public static void main(String[] args) throws Exception{

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in

Windows

ex);

req.

// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException("Cannot load the credentials from file.",

// Create a client.

AWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object and set the ARN of the certificate to be described.

DescribeCertificateRequest req = new DescribeCertificateRequest();

setCertificateArn("arn:aws:acm:region:account:certificate/

12345678-1234-1234-1234-123456789012");

DescribeCertificateResult result = null;
try{

DescribeCertificate
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result = client.describeCertificate(req);

}
catch (InvalidArnException ex)
{
throw ex;
}
catch (ResourceNotFoundException ex)
{
throw ex;
}

// Display the certificate information.
System.out.println(result);

WERKRY , ERREFERRELTUATARENER.

Certificate: {
CertificateArn:
arn:aws:acm:region:account:certificate/12345678-1234-1234-1234-123456789012,
DomainName: www.example.com,
SubjectAlternativeNames: [www.example.com],
DomainValidationOptions: [{
DomainName: www.example.com,
1,
Serial: 10: 0a,
Subject: C=US,
ST=WA,
L=Seattle,
O=ExampleCompany,
OU=sales,
CN=www.example.com,
Issuer: ExampleCompany,
ImportedAt: FriOct@608: 17: 39PDT2017,
Status: ISSUED,
NotBefore: ThuOct@51@: 14: 32PDT2017,
NotAfter: SunOct@310: 14: 32PDT2027,
KeyAlgorithm: RSA-2048,
SignatureAlgorithm: SHA256WITHRSA,
InUseBy: [],
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Type:
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package com.amazonaws.samples;

import com.amazonaws

import
import
import
import

import
import

import
import

import
import
import

import
import
import
import
import

public

public static void main(String[] args) throws Exception {

com.
com.
com.
com.

com.
com.

com.
com.

com.
com.
com.

java
java
java

java.
java.

amazonaws.
amazonaws.
amazonaws.

amazonaws

amazonaws.
amazonaws.

amazonaws.
amazonaws.

amazonaws.
amazonaws.
amazonaws.

IMPORTED,

.AmazonClientException;

auth.profile.ProfileCredentialsProvider;
auth.AwWSStaticCredentialsProvider;
auth.AWSCredentials;

.regions.Regions;

services

services.
services.

services.
services.
services.

certificatemanager.
certificatemanager.

.certificatemanager.
services.certificatemanager.
certificatemanager.
certificatemanager.
certificatemanager.

.io.FileNotFoundException;
.i0.I0Exception;
.io0.RandomAccessFile;

nio.ByteBuffer;
nio.channels.FileChannel;

class ExportCertificate {

Windows

model.ExportCertificateRequest;
model.ExportCertificateResult;

model.InvalidArnException;
model.InvalidTagException;
model .ResourceNotFoundException;

AWSCertificateManagerClientBuilder;
AWSCertificateManager;

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in

ExportCertificate
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// or the ~/.aws/credentials in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException("Cannot load your credentials from file.",
ex);

// Create a client.

AWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.your_region)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Initialize a file descriptor for the passphrase file.
RandomAccessFile file_passphrase = null;

// Initialize a buffer for the passphrase.
ByteBuffer buf_passphrase = null;

// Create a file stream for reading the private key passphrase.

try {
file_passphrase = new RandomAccessFile("C:\\Temp\\password.txt", "1");

}

catch (IllegalArgumentException ex) {
throw ex;

}

catch (SecurityException ex) {
throw ex;

}

catch (FileNotFoundException ex) {
throw ex;

}

// Create a channel to map the file.
FileChannel channel_passphrase = file_passphrase.getChannel();

// Map the file to the buffer.
try {
buf_passphrase = channel_passphrase.map(FileChannel.MapMode.READ_ONLY, 0,
channel_passphrase.size());
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// Clean up after the file is mapped.
channel_passphrase.close();
file_passphrase.close();

}
catch (IOException ex)
{
throw ex;
}

// Create a request object.
ExportCertificateRequest req = new ExportCertificateRequest();

// Set the certificate ARN.
req.withCertificateArn("arn:aws:acm:region:account:"
+"certificate/M12345678-1234-1234-1234-123456789012");

// Set the passphrase.
req.withPassphrase(buf_passphrase);

// Export the certificate.
ExportCertificateResult result = null;

try {
result = client.exportCertificate(req);
}
catch(InvalidArnException ex)
{
throw ex;
}
catch (InvalidTagException ex)
{
throw ex;
}
catch (ResourceNotFoundException ex)
{
throw ex;
}

// Clear the buffer.
buf_passphrase.clear();

// Display the certificate and certificate chain.
String certificate = result.getCertificate();
System.out.println(certificate);
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String certificate_chain

= result.getCertificateChain();

System.out.println(certificate_chain);

// This example retrieves but does not display the private key.
String private_key = result.getPrivateKey();

1 FRUEH MUEF 8%

BT =451

package com.amazonaws.samples;

import
import
import
import
import

import
import
import

import
import
import
import

/**

* This sample demonstrates how to use the GetCertificate function in the AWS

com.
com.
com.
com.
com.

com.
com.
com.

com.
com.
com.
com.

i —

TR

T WA E A GetCertificate BI#,

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws.
amazonaws.
amazonaws.

amazonaws.
amazonaws.
amazonaws.
amazonaws.

Certificate

* Manager service.

*

* Input parameter:

& CertificateArn - The ARN of the certificate to retrieve.

* Qutput parameters:
& Certificate - A base64-encoded certificate in PEM format.
& CertificateChain - The base64-encoded certificate chain in PEM format.

*/

regions.Regions;

services.
services.

services

auth.profile.ProfileCredentialsProvider;
auth.AwWSStaticCredentialsProvider;

certificatemanager
certificatemanager

.certificatemanager
services.

certificatemanager

auth.AWSCredentials;

services.certificatemanager.model.InvalidArnException;
services.certificatemanager.model.ResourceNotFoundException;

.AWSCertificateManagerClientBuilder;
.AWSCertificateManager;
.model.GetCertificateRequest;
.model.GetCertificateResult;

services.certificatemanager.model.RequestInProgressException;
AmazonClientException;
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public class AWSCertificateManagerExample {
public static void main(String[] args) throws Exception{

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in
Windows
// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}

catch (Exception ex) {

throw new AmazonClientException("Cannot load the credentials from the
credential profiles file.", ex);

}

// Create a client.

AwWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object and set the ARN of the certificate to be described.
GetCertificateRequest req = new GetCertificateRequest();

req.setCertificateArn("arn:aws:acm:region:account:certificate/
12345678-1234-1234-1234-123456789012");

// Retrieve the certificate and certificate chain.
// If you recently requested the certificate, loop until it has been created.
GetCertificateResult result = null;
long totalTimeout = 1200001;
long timeSlept = 01;
long sleepInterval = 100001;
while (result == null && timeSlept < totalTimeout) {
try {
result = client.getCertificate(req);
}
catch (RequestInProgressException ex) {
Thread.sleep(sleepInterval);
}
catch (ResourceNotFoundException ex)

{
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throw ex;
}
catch (InvalidArnException ex)
{
throw ex;
}

timeSlept += sleepInterval;

// Display the certificate information.
System.out.println(result);

HIE Y REF IR UT U T AR A,

{Certificate: ----- BEGIN CERTIFICATE-----
base64-encoded certificate

SN A

AR RBERT fAEA ImportCertificate BI%,

package com.amazonaws.samples;

import com.amazonaws.services.certificatemanager.AWSCertificateManagerClientBuilder;

import com.amazonaws.services.certificatemanager.AWSCertificateManager;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;
import com.amazonaws.auth.AWSStaticCredentialsProvider;

import com.amazonaws.auth.AWSCredentials;
import com.amazonaws.regions.Regions;

import com.amazonaws.services.certificatemanager.model.ImportCertificateRequest;
import com.amazonaws.services.certificatemanager.model.ImportCertificateResult;
import com.amazonaws.services.certificatemanager.model.LimitExceededException;

ImportCertificate
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import com.amazonaws.services.certificatemanager.model.ResourceNotFoundException;
import com.amazonaws.AmazonClientException;

import java.io.FileNotFoundException;

import java.io.IOException;

import java.io.RandomAccessFile;
import java.nio.ByteBuffer;
import java.nio.channels.FileChannel;

/**
* This sample demonstrates how to use the ImportCertificate function in the AWS
Certificate Manager
* service.
*
* Input parameters:
ik Certificate - PEM file that contains the certificate to import.
& CertificateArn - Use to reimport a certificate (not included in this example).
& CertificateChain - The certificate chain, not including the end-entity
certificate.
ik PrivateKey - The private key that matches the public key in the certificate.
*
* Qutput parameter:
& CertificcateArn - The ARN of the imported certificate.
*
7
public class AWSCertificateManagerSample {

public static void main(String[] args) throws Exception {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in
Windows

// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;
try {

credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {

throw new AmazonClientException(

"Cannot load the credentials from file.", ex);

// Create a client.
AwWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
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.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Initialize the file descriptors.
RandomAccessFile file_certificate
RandomAccessFile file_chain = null;
RandomAccessFile file_key = null;

null;

// Initialize the buffers.
ByteBuffer buf_certificate = null;
ByteBuffer buf_chain = null;
ByteBuffer buf_key = null;

// Create the file streams for reading.

try {
file_certificate = new RandomAccessFile("C:\\Temp\\certificate.pem”", "r");
file_chain = new RandomAccessFile("C:\\Temp\\chain.pem", "x");
file_key = new RandomAccessFile("C:\\Temp\\private_key.pem", "x");

}

catch (IllegalArgumentException ex) {
throw ex;

}

catch (SecurityException ex) {
throw ex;

}

catch (FileNotFoundException ex) {
throw ex;

}

// Create channels for mapping the files.

FileChannel channel_certificate = file_certificate.getChannel();
FileChannel channel_chain = file_chain.getChannel();

FileChannel channel_key = file_key.getChannel();

// Map the files to buffers.
try {
buf_certificate = channel_certificate.map(FileChannel.MapMode.READ_ONLY, O,
channel_certificate.size());
buf_chain = channel_chain.map(FileChannel.MapMode.READ_ONLY, O,
channel_chain.size());
buf_key = channel_key.map(FileChannel.MapMode.READ_ONLY, 0,
channel_key.size());

// The files have been mapped, so clean up.
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channel_certificate.close();
channel_chain.close();
channel_key.close();
file_certificate.close();
file_chain.close();
file_key.close();

}
catch (IOException ex)
{
throw ex;
}

// Create a request object and set the parameters.
ImportCertificateRequest req = new ImportCertificateRequest();
req.setCertificate(buf_certificate);
req.setCertificateChain(buf_chain);
req.setPrivateKey(buf_key);

// Import the certificate.
ImportCertificateResult result = null;
try {

result = client.importCertificate(req);

}
catch(LimitExceededException ex)
{
throw ex;
}
catch (ResourceNotFoundException ex)
{
throw ex;
}

// Clear the buffers.
buf_certificate.clear();
buf_chain.clear();
buf_key.clear();

// Retrieve and display the certificate ARN.
String arn = result.getCertificateArn();
System.out.println(azn);
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/**

* This sample demonstrates how to use the ListCertificates function in the AWS

N —

JETN

com.
com.
com.
com.

com.
com.
com.
com.

com.

T WA A ListCertificates B,

amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws.

services

services.
services.
services.

.certificatemanager

certificatemanager
certificatemanager
certificatemanager

.AWSCertificateManagerClientBuilder;

.AWSCertificateManager;
.model.ListCertificatesRequest;
.model.ListCertificatesResult;

auth.profile.ProfileCredentialsProvider;
auth.AwWSStaticCredentialsProvider;
auth.AWSCredentials;
regions.Regions;

AmazonClientException;

java.util.Arrays;
java.util.List;

Certificate
* Manager service.

*

* Input parameters:
ik CertificateStatuses - An array of strings that contains the statuses to use for
filtering.
ks MaxItems - The maximum number of certificates to return in the response.
k NextToken - Use when paginating results.

*

* Qutput parameters:
* CertificateSummarylList - A list of certificates.

k NextToken - Use to show additional results when paginating a truncated list.

*

*/

public class AWSCertificateManagerExample {

public static void main(String[] args) throws Exception{

ListCertificates
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// Retrieve your credentials from the C:\Users\name\.aws\credentials file in
Windows
// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException("Cannot load the credentials from file.",
ex);

// Create a client.

AWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object and set the parameters.

ListCertificatesRequest req = new ListCertificatesRequest();

List<String> Statuses = Arrays.asList("ISSUED", "EXPIRED", "PENDING_VALIDATION",
"FAILED");

req.setCertificateStatuses(Statuses);

req.setMaxItems(10);

// Retrieve the list of certificates.
ListCertificatesResult result = null;

try {
result = client.listCertificates(req);

}
catch (Exception ex)
{
throw ex;
}

// Display the certificate list.
System.out.println(result);

B EN RO EIZRUTUTREN A H.
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CertificateSummaryList: [{
CertificateArn:
arn:aws:acm:region:account:certificate/12345678-1234-1234-1234-123456789012,
DomainName: www.examplel.com
},
{

CertificateArn:
arn:aws:acm:region:account:certificate/12345678-1234-1234-1234-123456789012,
DomainName: www.example2.com

iy
{

CertificateArn:
arn:aws:acm:region:account:certificate/12345678-1234-1234-1234-123456789012,
DomainName: www.example3.com

]
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package com.amazonaws.samples;

import com.amazonaws.AmazonClientException;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;
import com.amazonaws.auth.AWSStaticCredentialsProvider;
import com.amazonaws.auth.AWSCredentials;

import com.amazonaws.regions.Regions;

import com.amazonaws.services.certificatemanager.AWSCertificateManagerClientBuilder;
import com.amazonaws.services.certificatemanager.AWSCertificateManager;

import com.amazonaws.services.certificatemanager.model.RenewCertificateRequest;

import com.amazonaws.services.certificatemanager.model.RenewCertificateResult;

import com.amazonaws.services.certificatemanager.model.InvalidArnException;
import com.amazonaws.services.certificatemanager.model.ResourceNotFoundException;
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import

import
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public

com.amazonaws.services.certificatemanager.model.ValidationException;

java.io.FileNotFoundException;
java.io.IOException;
java.io.RandomAccessFile;
java.nio.ByteBuffer;
java.nio.channels.FileChannel;

class RenewCertificate {

public static void main(String[] args) throws Exception {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in

Windows

ex);

// or the ~/.aws/credentials in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();

}

catch (Exception ex) {

throw new AmazonClientException("Cannot load your credentials from file."

// Create a client.

AWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.your_region)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object and specify the ARN of the certificate to renew.

RenewCertificateRequest req = new RenewCertificateRequest();

req.withCertificateArn("arn:aws:acm:region:account:"
+"certificate/M12345678-1234-1234-1234-123456789012");

// Renew the certificate.
RenewCertificateResult result = null;
try {

result = client.renewCertificate(req);

}

catch(InvalidArnException ex)

{

’

RenewCertificate
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throw ex;

}

catch (ResourceNotFoundException ex)

{

throw ex;

}

catch (ValidationException ex)

{

throw ex;

// Display the result.
System.out.println(result);

B HIEBIRE

AR RGIERT A EA ListTagsForCertificate BI#,

package com.amazonaws.samples;

import
import
import
import

import
import
import

import
import
import
import

/**

* This sample demonstrates how to use the ListTagsForCertificate

com.
com.
com.
com.

com.
com.
com.

com.
com.
com.
com.

amazonaws
amazonaws

amazonaws.
amazonaws.

amazonaws.

amazonaws
amazonaws

amazonaws.
amazonaws.
amazonaws.

amazonaws

Certificate
* Manager service.

*

* Input parameter:

.services.
.services.
.certificatemanager.
services.

services

services.
.services.

certificatemanager.
certificatemanager.

certificatemanager.
certificatemanager.

certificatemanager.
.AmazonClientException;

auth.AWSCredentials;
auth.profile.ProfileCredentialsProvider;
auth.AwWSStaticCredentialsProvider;

.regions.Regions;

AWSCertificateManagerClientBuilder;
AWSCertificateManager;
model.ListTagsForCertificateRequest;
model.ListTagsForCertificateResult;

model.InvalidArnException;
model.ResourceNotFoundException;

function in the AWS

ListTagsForCertificate
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*

*

*/

CertificateArn - The ARN of the certificate whose tags you want to list.

public class AWSCertificateManagerExample {

public static void main(String[] args) throws Exception{

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in

Windows

ex);

// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();

}

catch (Exception ex) {

throw new AmazonClientException("Cannot load your credentials from file."

// Create a client.

AWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object and specify the ARN of the certificate.
ListTagsForCertificateRequest req = new ListTagsForCertificateRequest();

req.setCertificateArn("arn:aws:acm:region:account:certificate/
12345678-1234-1234-1234-123456789012");

// Create a result object.
ListTagsForCertificateResult result = null;
try {
result = client.listTagsForCertificate(req);
}
catch(InvalidArnException ex) {
throw ex;
}
catch(ResourceNotFoundException ex) {
throw ex;

’

ListTagsForCertificate
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// Display the result.
System.out.println(result);

B EN RO EIZRUTUTREN A H.

{Tags:

[{Key: Purpose,Value: Test}, {Key: Short_Name,Value: My_Cert}]}

MIE T 1 BRER 25

BUT R4l

package com.amazonaws.samples;

N —

RN

T i{al A RemoveTagsFromCertificate BI#],

import com.amazonaws.services.certificatemanager

import

com.amazonaws.services.certificatemanager.model.
import com. certificatemanager.

import com.

import
import
import
import

import
import
import
import

import

/**

com.
com.
com.
com.

com.
com.
com.
com.

amazonaws.
amazonaws.

amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws
amazonaws.
amazonaws.
amazonaws.

services.
services.

services.
services.
services.

certificatemanager

certificatemanager.
certificatemanager.
certificatemanager.

AmazonClientException;

.AWSCertificateManagerClientBuilder;
import com.amazonaws.services.certificatemanager.

AWSCertificateManager;

RemoveTagsFromCertificateRequest;
model.RemoveTagsFromCertificateResult;

.model.Tag;

model.InvalidArnException;
model.InvalidTagException;
model .ResourceNotFoundException;

.auth.profile.ProfileCredentialsProvider;

auth.AwWSStaticCredentialsProvider;
auth.AWSCredentials;
regions.Regions;

java.util.Arraylist;

* This sample demonstrates how to use the RemoveTagsFromCertificate function in the
AWS Certificate
* Manager service.

*

* Input parameters:

RemoveTagsFromCertificate
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& CertificateArn - The ARN of the certificate from which you want to remove one or
more tags.
ks Tags - A collection of key-value pairs that specify which tags to remove.

*

*/
public class AWSCertificateManagerExample {
public static void main(String[] args) throws Exception {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in
Windows
// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException("Cannot load your credentials from file.",
ex);

// Create a client.

AWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Specify the tags to remove.
Tag tagl = new Tag();
tagl.setKey("Short_Name");
tagl.setValue("My_Cert");

Tag tag2 = new Tag()
.withKey("Purpose")
.withValue("Test");

// Add the tags to a collection.
ArraylList<Tag> tags = new ArraylList<Tag>();
tags.add(tagl);

tags.add(tag2);

// Create a request object.
RemoveTagsFromCertificateRequest req = new RemoveTagsFromCertificateRequest();
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req.setCertificateArn("arn:aws:acm:region:account:certificate/

12345678-1234-1234-1234-123456789012");
req.setTags(tags);

// Create a result object.

RemoveTagsFromCertificateResult result = null;
try {
result = client.removeTagsFromCertificate(req);
}
catch(InvalidArnException ex)
{
throw ex;
}
catch(InvalidTagException ex)
{
throw ex;
}
catch(ResourceNotFoundException ex)
{
throw ex;
}

// Display the result.
System.out.println(result);

BRIED

AT RGIERT {aE A RequestCertificate BRI,

package com.amazonaws.samples;
import services.
import
import
import

com.amazonaws.

COm.amazonaws.services.

com.amazonaws.services

COm.amazonaws.services.

import

com.amazonaws.services.certificatemanager.model.
import com.amazonaws.services.certificatemanager.

import com.amazonaws.AmazonClientException;

certificatemanager.
certificatemanager.
.certificatemanager.
certificatemanager.

AWSCertificateManagerClientBuilder;
AWSCertificateManager;
model.RequestCertificateRequest;
model.RequestCertificateResult;

InvalidDomainValidationOptionsException;
model.LimitExceededException;

RequestCertificate
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import com.amazonaws.auth.profile.ProfileCredentialsProvider;
import com.amazonaws.auth.AWSStaticCredentialsProvider;
import com.amazonaws.auth.AWSCredentials;

import com.amazonaws.regions.Regions;

import java.util.Arraylist;

/**

* This sample demonstrates how to use the RequestCertificate function in the AWS
Certificate

* Manager service.

*

* Input parameters:

*

*

*

*

DomainName - FQDN of your site.

DomainValidationOptions - Domain name for email validation.

IdempotencyToken - Distinguishes between calls to RequestCertificate.
SubjectAlternativeNames - Additional FQDNs for the subject alternative names

extension.

*

* Qutput parameter:

*

*

*/

Certificate ARN - The Amazon Resource Name (ARN) of the certificate you requested.

public class AWSCertificateManagerExample {

public static void main(String[] args) {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in

Windows

ex);

// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException("Cannot load your credentials from file.",

// Create a client.
AwWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
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.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Specify a SAN.
ArraylList<String> san = new ArraylList<String>();
san.add("www.example.com");

// Create a request object and set the input parameters.
RequestCertificateRequest req = new RequestCertificateRequest();
req.setDomainName("example.com");
req.setIdempotencyToken("1Ag25pTy");
req.setSubjectAlternativeNames(san);

// Create a result object and display the certificate ARN.
RequestCertificateResult result = null;

try {
result = client.requestCertificate(req);

}
catch(InvalidDomainValidationOptionsException ex)
{
throw ex;
}
catch(LimitExceededException ex)
{
throw ex;
}

// Display the ARN.
System.out.println(result);

B E R RO OZRUT U T AT A .

{CertificateArn:
arn:aws:acm:region:account:certificate/12345678-1234-1234-1234-123456789012}

B 3 R0 56 UF B8 F B4

AT RGIE SR R T A E f iZResendValidationEmail B E .
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package com.amazonaws.samples;

import
import
import
import

import

com.amazonaws.services.certificatemanager.model.

import
import
import
import

import
import
import
import

/**

com.
com.
com.
com.

com.
com.
com.
com.

com.
com.
com.
com.

amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws.
amazonaws.
amazonaws.
amazonaws.

services.certificatemanager.
certificatemanager.
certificatemanager.

certificatemanager.

AWSCertificateManagerClientBuilder;
AwSCertificateManager;
model.ResendValidationEmailRequest;
model.ResendValidationEmailResult;

services.
services.
services.

InvalidDomainValidationOptionsException;
model.ResourceNotFoundException;
model.InvalidStateException;
model.InvalidArnException;

services.certificatemanager.
services.certificatemanager.
services.certificatemanager.
AmazonClientException;

auth.profile.ProfileCredentialsProvider;
auth.AwWSStaticCredentialsProvider;
auth.AWSCredentials;

regions.Regions;

* This sample demonstrates how to use the ResendValidationEmail function in the AWS
Certificate

* Manager service.

*

* Input parameters:
& CertificateArn - Amazon Resource Name (ARN) of the certificate request.

ks Domain - FQDN in the certificate request.

& ValidationDomain - The base validation domain that is used to send email.

*

*/

public class AWSCertificateManagerExample {

public static void main(String[] args) {

Windo

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in

WS

// or the ~/.aws/credentials file in Linux.

AWSCredentials credentials =

try {
credentials

}

null;

= new ProfileCredentialsProvider().getCredentials();

catch (Exception ex) {

ResendValidationEmail
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throw new AmazonClientException("Cannot load your credentials from file.",
ex);

// Create a client.

AWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object and set the input parameters.
ResendValidationEmailRequest req = new ResendValidationEmailRequest();

req.setCertificateArn("arn:aws:acm:region:account:certificate/
12345678-1234-1234-1234-123456789012");
req.setDomain("gregpe.io");
req.setValidationDomain("gregpe.io");

// Create a result object.
ResendValidationEmailResult result = null;
try {

result = client.resendValidationEmail(req);

}
catch(ResourceNotFoundException ex)
{
throw ex;
}
catch (InvalidStateException ex)
{
throw ex;
}
catch (InvalidArnException ex)
{
throw ex;
}
catch (InvalidDomainValidationOptionsException ex)
{
throw ex;
}

// Display the result.
System.out.println(result.toString());
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}

B E AR ERAIER IS FHGHE R —NEE,
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AWS Certification

RAriEmE

ACM HER

PCA_INVALID_DURATION

PCA_INVALID_STATE

PCA_LIMIT_EXCEEDED

PCA_REQUEST_FAILED

R

BROEBHERHEL TMEANWFE CAW
B, X4tk AWS FAF CA Validatio
nException KM,

ERR R | FREH CAILED (EFEHEN
BRI ) o

FHEAANFE CA RLEFHITIERK ACM #
EFTEM ERS. X4tk AWS FAF CA
InvalidStateException %kMAB,

BTSRRI R R

- MR CAKIRAN CREATING , BEFCIER
BT , RIERE CAILEH,

o R CA HIRA N PENDING_CERTIFICAT
E , &% CAIS,

« MR CAKIRA N DISABLED , B REEH N
ACTIVE %,

« W5 CA BIRZA A DELETED , HREZER,

o R CAKIRA N EXPIRED , BREHILEH

o MR CAKIRA N FAILED , BT ERERA
B, ERR XE

B CAEREIMARES, XAk AWS FAF
CA LimitExceededException %KM4{RE3,
EHREFRALAEBZE , FEREELNER,

MBS MREE , WHR L35 UERESE
.

MEHRRGHE, X2ftEZ AWS FAF CA
RequestFailedException %MK ®B, &
SEFRLEBZE , BEHRESENER,

MBEIR MR | EHR 2,

MFIEPRELE

7 1.0 209


https://docs.aws.amazon.com/privateca/latest/userguide/PCACertInstall.html
https://console.aws.amazon.com/support/home#/
https://console.aws.amazon.com/support/home#/
https://console.aws.amazon.com/support/home#/
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https://console.aws.amazon.com/support/home#/case/create?issueType=service-limit-increase&limitType=service-code-acm
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https://docs.aws.amazon.com/privateca/latest/userguide/PcaIssueCert.html
https://docs.aws.amazon.com/acm-pca/latest/userguide/PCADeleteCA.html
https://docs.aws.amazon.com/acm-pca/latest/userguide/PCADeleteCA.html
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https://docs.aws.amazon.com/acm/latest/userguide/acm-concepts.html#concept-acm-cert
https://docs.aws.amazon.com/acm/latest/userguide/acm-concepts.html#concept-acm-cert
https://docs.aws.amazon.com/acm/latest/userguide/acm-concepts.html#concept-acm-cert
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