HFiErE

Amazon Q FF & & hix

Copyright © Amazon Web Services, Inc. and/or its affiliates. All rights reserved.



Amazon Q FF & & hRX AriEE

Amazon Q F R EMR: AFiE™E

Copyright © Amazon Web Services, Inc. and/or its affiliates. All rights reserved.

Amazon FIEFRFE L AR A BB FEMIE Amazon WERBRS , AR BLEAATRESIEEZFE
&, BRKIKS Amazon WA REH., PIEIE Amazon HEMEMBEIRO AR BFIEENMT | XL
FrE& T BEME T Amazon., 5 Amazon BxBk=iH Amazon #Bh , th AIEER 2 aNkk,




Amazon Q FF & & hRX AriEE

Table of Contents

FEAR AMAZON Q FF R 2 oo et 1
AMAZON Q BU T B .ottt e et e e e aae s 1
T BB P e ettt ettt e e 2
AMAZON Q FF B B Tl oo ettt 3
T B ettt ettt ettt ettt e et n e 3

e R Y B R R B TR oottt et 3
T B B T B Bt B BB IR oottt ettt ettt 3
T R B e ettt et 3
D A ettt ettt e et en e 4
R T P B A A AN .ottt 4
B R A ettt ettt e et 4
A R R A R B TETE R T oot 4
BRZRIRAT AWS SUPPOTL ..ottt ettt 4
£ Amazon Q FE AWS Chathot .......ovieeeeee oo, 4
£ Amazon Q AWS Console Mobile AppliCation ...............ccvoieiiieeieece e 4

BB S R ettt ettt 5
MU EE LR ettt ettt 5
B B B e ettt ettt 5

£ 1R 6
BRI BT AWV S T T oottt ettt et e e 6

ST EREL AWV S K oottt ettt et e e e 6
Bl B A B I T ) B R BT D o oot 6
H AMazon Q FFRBIRBEIDIRUE ..ot ee e, 8
T TBIIEEIIT .ottt e e et e e e e e e e e e e e e e ee— et e et e e e e e e e e e e aa—aas 8
TR AMAzon Q TTBIBEIE D ..ottt 11
TR AMAazon Q DA BRI IR .o 12
BB AMazon Q BYLZITEA ..o 12
BB Amazon Q FF R BHITK T SEB .o 13
R IAM R AMAzon Q FF R ZE ..o 14
B T T T T ettt et ettt e et e et e et e et n e 14
T AMazon Q FF R B B e R e 14
TTB AMAZON Q FF R T .ot 14
BRI ATETAIAIIBR ..ottt ettt enens 17
)0t I OO 18




Amazon Q FF & & hRX AriEE

T BB BB EBR ..ottt ettt 19
T AN S ettt e e et e et e e et e et e e e e neaas 21
B ] AN S et e e e e e e e et e e e e 21
£ AWS PITE EEF AMAZON Q ..ot 22
TRIITEIRR ...ttt et b ettt a ettt et s et b ne st ene e 22
BB R B TR TR ettt ettt ettt n e e 23
B0 B R B B .ot 25

T BT A B B TR ettt ettt ettt 26
TR R B T T B B L B IR oottt e, 27
e N S TS 0T o) oo 14 APPSR 27
e R G ettt e, 28

B L T BRGS ettt 28

B I TR oo, 28

B R B ettt ettt e e, 31
£ Amazon Q HHIR AWS Chathot .......c.eoeeeeeee et 31
FF Amazon Q FINEVEIRETIE ..ot 31
TESEHISTUE A IRE AMAazon Q A1 ..o 25
TR R D B oottt e e e et e e 33
IETEZZZE AMAZON Q ..ottt ettt ettt e et et et et e e e e ete e s 33
T B S dE Y IDE R ..o et 34
AR Q FFRBBMAR ..ot 34

B P R T B 1D oo e e 35
B e L E TR oottt ettt s 35
FREIB AET IAM ZFEA AWS oo 35
T AW S R IR e e e 36
BT B R B e ettt et e et e e ee et 36
TE IDE BB AMAZON Q ..ot 37
TR BRI ..ottt e e e et e e et 37
R BT Bl B U IAII ..ottt et e e e e e e e e e e e e e e e 38

B R A BT T B e ettt et 38

B R P BRI I oottt ettt 39
B B I I ottt et 39

T D D Q BB A B e T T T oottt ettt ee e e ee e 43
AV S R I R F B T .ottt ettt ettt e e 49

B P R B B ettt e, 59

B P R A Bl ettt 64




Amazon Q FF & & hRX AriEE

BRI TR ettt ettt ettt ettt et ettt 73
L R T B oottt ettt ettt ettt ettt en et 93
D 1 1 e R oottt 94
B2 BBIBEIIIE oottt 94
B 3 D IR A oottt 95
B T oo e ettt e e 97
BB B I ..ottt et ettt ettt ettt 98

T B A e et 107
EFATTE R IBE @V oottt ettt ettt 108
B T B oottt ettt ettt ettt ettt ettt e et et et ee et et e e, 109
R A S ettt ettt ettt ettt ettt 109
BBl .ottt ettt 1ttt e ettt ettt ettt ettt et et et et e ettt ee e 110
BB B BB ..ottt ettt ettt ettt ettt et e ettt ettt et et ettt et et e een e, 110
BB o e L= OSSOSO 111
A T ettt ettt ettt ettt ettt et et et en e, 112
BBl .ottt ettt 1ttt e ettt ettt ettt ettt et et et et e ettt ee e 110
G =k = RSP STRUPROURSRR 113
i e TSRS 117
g2 =3 1) h =TSRSS 118
oA=L SRS 118
A2 - OSSOSO 119
e = £ TSROSO 119
e R B 0T L ettt ettt ettt ettt ettt ettt ettt e e 121
B ettt ettt ettt et ettt ettt ettt ettt ettt ettt enanas 121
I IR oottt ettt ettt ettt e et ettt ettt et et ee e 122
Lo c oL o 11 OSSR 122
iz 1= AT 123
DR ettt ettt ettt ee ettt et et et ettt et et et ettt et eeete e et ea ettt et et e et et e et et ererens 123
B N -1 AT 123
L R S T ettt ettt ettt ettt ettt 123
BB B oottt ettt ettt oottt e, 124
LI TR BT vttt ettt ettt et e ettt e e e e eee et et ea ettt et ee ettt et et e e et et et et et et ea et et et et et et eeeaen e e 124
B L AR B .ottt ettt ettt ettt ettt ettt ettt e et ee et et eeen e, 125
JBIE S SH oottt ettt ettt ettt ettt et ee et et ettt et et et ete e et e eae et ereenes 126

oA D5 131
BB B oottt ettt ettt oottt e, 131




Amazon Q FF & & hRX AriEE

BB Tl et e e et e e e — e e e e et e et e e e e e aae e aas 132

E T E B T oo e e e 132
BT e e e e e e e e e e et aa s 134
S i TR 134

1Y/ oo 1) 171 o [ OO O UO USRS 135
T T T Tl .ottt e e e et e e et e e e e et e e 136
e T E T B o oo e 136
(O Y- 1] o [P P P P P USPPPPURSPRRRR 139
B dE B R B BB R oo 140
BRE IR IR ..ottt 142

B BB B R ..ottt e, 142
D11 = T Vo OO RSPPN 142
1 eSO PO 143
T E T ettt 143
A e et e et e e e e e e e e e 144

BB B B R ..ottt ee s 144
TR B B R A B oottt e et e e e aas 144
THE AmMazon CloudWatch H R ..ottt 145
R B BB R B B oot 147

T T e e e e e e 148
. 0= 1z T T USSR UR TR 149

(8 0o =11 T SRR 150
B BRI oottt 151
Dy 1 W 1 <2< TSR T PRSI 152
B B e e e e e e e 153
BT .ottt ettt e e e en e, 154
B P T B oot e e e e 155
AW T PRSP 155
T B AT et 155
AMAzZoN Q IR AR SS .. oo, 156
AMAZON Q BUSINESS .....cooiiiiiiiiiiiiee ettt e et e e e e e e e e e e ettt e e e e e e e e e e eaaaaaaaaeaeeeeeeernaaaraare 156
SR Q N AWS CRathOot ... et e e e e e e e e e e e e e e eaaaas 156
T A E AMazon Q COAECALAIYSE ...........ccveeeeeeeeceeeeee ettt e e eteeaennanes 156
Amazon Connect FIEY AMAzZOoN Q .......co.oieiieeeeeeee ettt 157
Amazon EC2 AEY AMAZON Q ....oooeiieee ettt e ettt 157
METED Q AN AWS GIUE ..ottt e e e e e e e e e e e e e e e e e e aaaaees 157

Vi



Amazon Q FF & & hRX AriEE

VPC Reachability Analyzer Y AMazon Q .........cccoeeieieieeeeeeeee e 157
T A EY AMazon Q QUICKSIGNT .........oveiveeee ettt ene e, 157
T M e e et e r e et a s 158
B R R oot e 158
B B T ettt et 159
BB O, e e e e e e e e e e e e e eee—————— 160

T R R TE IDE B B aE oo 161
Identity and Access ManagemeEnt .........cooooiiiiiii i eaaaa 166
B R ettt et e et — e e e e et e —e e e e ——eeee—eeeee—teeae e e e e e e eae e e aai—aaaas 167
ER BB BEITEADIIE ..ottt 167

B P R B B IR T IE) .ottt ettt et ettt n et n e, 170
Amazon Q IS IAM BEEBEF ..o, 171
EIEIT Amazon Q BITHIEIRLBR ..cooeoecee ettt 177
T Q BUBR B .ottt et 199
AWS SERATF Amazon Q BIFEBBIER ...ocooeceoeeeeeeeee et 201

B P B R G S R B oottt e, 205
BHMEIRTIE ..ottt ettt nn ettt an e 212
1 e e e e e e e e e e e e e a s 213
B R B T T B oo et 213
VPC B8 (AWS PHVALELINK) ovveooeeveeoeeeeeeeeeeeeeeeeeeee oo eeee e eeeee e eeeeeeeeeeee e eeeeeeeereeee 213
Amazon Q VPC KU MBI ERE I ..ot 214

G R A e 214

H AmMazon Q BIZIE T VPC R IBTT B oottt 214
FERAZARM T EHLERET AMazon Q BRI TT AL oo 215
FERAEHAEANREIRRIEET Amazon Q KURTT R e 215
B AWS PrivateLink M 53 EC2 3Kl EAIZE =75 IDE E#EZE| Amazon Q ..., 215

B B e ettt e e e e e e e e e e e e aa—s 217
ClOUATTAI B i ettt et e e et e e et e e e et e e e et e e e e e e e e e e e e eeeaeaas 217
Amazon Q FFEBIEBALT ClOUTTIAI ..eviueeeeee et 217
THE Amazon Q FF R B B R SR E e 218
FEFYETE CIOUAWALCK ...ttt e e 222
E BN T B e e 224
B B P B BT ettt 224
T8 AMAazon CloUdWALCh ERE ...t 224
BT B IB .ot e e e e e e e e et eeaaeaeaas 226
pvir = 1| = 1D AR TR O PR RO URRTRPRRRR 227

Vii



Amazon Q FF & & hRX AriEE

AMAZON Q T R B RS S EE B o oot et e e, 228
BV =171 < T e SRUUT U TSR TR SUS OSSR RRRRRRRRO 229
...................................................................................................................................................... COXXXi

viii



Amazon Q FF & & hRX AriEE

42 Amazon Q F &5 & ?

(@ Note

B Amazon Bedrock 2% : AWS KI5z A%, BT Amazon Q Developer B3 1E
Amazon Bedrock 2 £ , EIt AP A LAZ 7 A Amazon Bedrock H Sk e Y 22 il 38 e K 58 il
TRE, ZRMATERFERAATEE (Al

Amazon Q Developer 2 —REKRNA L EEE (Al) BN XIEBIF |, ATARIBIRERE, WE, ¥EME
¥ AWS R FATEF. SBALUAEAEX  AWS 24, B AWS BB, SESSE, 8. XEZHHENE
B, Amazon Q 2T EMHEHINEE , WELNRERESHZEBEE XN TREENER,

EERIF ZIRE (IDE) AR , Amazon Q AIREEAETF %5580, Amazon Q AILABIBIKTD, 1R4EM
BRBIE, £RLFHRE, ABRETEERERS®R , URHTRBARMNZ0H , fIMESE
. ARFRAC,

Amazon Q HH Amazon Bedrock ##t¥#F , XR—TE£HENRS , TES AP| R EAETR
(FM)o HAmazon QIEMIXEFENERBERIMT SREN AWS RIE , TAEREHERE, EETREN
MSEHNER , NTINREHHEE, AWS

® Note
X2 Amazon Q F A B X, MRRIEEFTHRITZE Q Il ARAI X , ESE A mazon Q
Business B F ¥/,

Amazon Q F X EWEEThEE
Amazon Q FF X & BIELLTIHEE :

« BJX — Amazon Q AXEEZEREXBARIEBESWRIE AWS |, BIEFEX AWS RS EFE. AWS
Command Line Interface (AWS CLI) AiE, X1, RESSEMEN AWS BRHNFEIR, Amazon Q
LIMEERED step-by-step IRBAERNEIR , HEBEEREEBIRAVEERE,

« WiFIZZ — Amazon Q ERAEHIEFERE A FHRNRKREERBES,

- RBUGHEMEW - £ IDE # , Amazon Q AIUABEEBEXREFTF ZMRB | it S RBHERFTR
i,

Amazon Q B EEThAE 1


https://docs.aws.amazon.com/bedrock/latest/userguide/abuse-detection.html
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https://desktop-release.codewhisperer.us-east-1.amazonaws.com/latest/Amazon%20Q.dmg
https://aws.amazon.com/q/developer/pricing

Amazon Q FF & & hRX AriEE

HE S

EERFFAHE (IDE) F , Amazon Q JUEZEEHRHFFAIEBEXRNRE , SEEXEENISENRD
W TERBL SR, B LA Amazon Q EFMBE M KEARFHREBE R, BXEZER
E5 5 Amazon Q FF & & — {8,

IREVABRACAB &L

Amazon Q 2R N RRHAABEN, EEEENRBEN , Amazon Q 2RFELENAERBIEIREFE
BEW, BREZER , F5H £H Amazon Q FFREE KA BKE .

IR

£ IDE # , Amazon Q AIAEFHRBXHFNIES A, Bal , W Q KBFHKIRZIHF Java 8 H
Java 11 KIBBEFH A Java 17, BXEZEER , BZH EAARIES RZE Amazon Q Developer Agent
for code transformation,

HEENABREFELZERME

£ IDE A |, Amazon Q 2HEENRBHREEEZERBMARBRERE, B ERERNIRER
BN, AL RABEANDE , WEARNARFERNMNTASETNEZSRR. BXEZER , H3H
£/ Amazon Q HIEENKEE,

EX R A AWS Support

A LA AWS Support £6I3H 5 Amazon Q RIS XIGREIIX , AFREBEIREZ AWS AR
%, BT LLIE Amazon Q F AWS Support 8 Amazon Q #1718 AWS Management Console, &
REZEL |, B3 #£H Amazon Q FF 5 &S 2 BIX AWS Support,

£ Amazon Q H{EH AWS Chatbot

&8 LA Amazon Q R iN2E & F B9 Slack M Microsoft Teams#iliiEF AWS Chatboto Amazon Q in
AWS Chatbot ATLABIZERE LR RE AWS , BEEXUERRS R, HWEHRBBMNEEGL
TROREXERNRE, BXEZEE , 53R E£9 5 Amazon Q FF R EBIX AWS Chatbot,

£ Amazon Q AWS Console Mobile Application

Amazon Q B 5%k BB AWS Console Mobile Application SR &R AWS, &R LA EB i)
Amazon Q K5 X B & 158 R AWS Management Console, EXEZEE |, 2% 1&& Amazon Q
FRE.

WIS 4



Amazon Q FF & & hRX AriEE

7 % Amazon Q F X B RFZER

ZH{R{EA Amazon Q Developer B , {REAE A 51T RS Amazon Q Developer Pro , EAEA R
FEEM Amazon Q Developer, A #ER T HEAWRX 5,

T #% Amazon Q A X EZWMFER

E{#FH Amazon Q Developer Pro , 8402 IAM SR 0HEAF | HFEENER R SABURN BITH
Amazon Q Developer Pro, #ER1TE Amazon Q Developer Pro WA F |, &R FIE T Amazon Q #
HEFHMNABRFES. IDE 8 Q # Code Catalyst FHY Q.

TRTERAT AWS 25583 AREF (ACMA) X AWS EfTH., AWS ChatbotBNXLERES
Amazon Q WEH L ZRBEERHINLY R,

TBRRES

Amazon Q Developer 2K XA R HELE , E{MLL AWS Identity and Access Management i F7 &
AWS HE¥E ID AR SHBEZNALAERS AR, REATUFEABLHERRTENZEONS B
BF A

E#&E Amazon Q Developer Pro 1 Amazon Q Developer R BEEEK HAEMRF , 15 A Amazon
Q Developer EM T H .

TER 5


https://aws.amazon.com/q/developer/pricing
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https://portal.aws.amazon.com/billing/signup
https://docs.aws.amazon.com/accounts/latest/reference/root-user-tasks.html
https://docs.aws.amazon.com/accounts/latest/reference/root-user-tasks.html
https://aws.amazon.com/
https://aws.amazon.com/
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1. J3 A 1AM Identity Center,
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BXEA IAM Identity Center B & N SRR , 25 (AFIERE) 1AM Identity Center
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https://console.aws.amazon.com/
https://console.aws.amazon.com/
https://docs.aws.amazon.com/signin/latest/userguide/console-sign-in-tutorials.html#introduction-to-root-user-sign-in-tutorial
https://docs.aws.amazon.com/IAM/latest/UserGuide/enable-virt-mfa-for-root.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-started-create-a-permission-set.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/addgroups.html
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LOMOMO
OO
LOMOMO
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https://docs.aws.amazon.com/amazonq/latest/qbusiness-ug/getting-started.html
https://docs.aws.amazon.com/amazonq/latest/qbusiness-ug/getting-started.html
https://docs.aws.amazon.com/signin/latest/userguide/differences-aws_builder_id.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_iam-roles
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BRI SELEN T RNEER T AWS KT RRER | FaES IAM & 6 H0EE Amazon Q 1T
5 o

/A Warning
AT E Amazon Q Pro %2 , B EEEXIFFAIZE IAM B4R,

IAM Identity Center BJ4H 42 SE 41

IAM Identity Center B4R SE B 2 3FE IAM Identity Center WEBEN , EASZSHBERT , BWEAYA
AL, IRIBAIGEIFTAE Amazon Q Developer ThEE , @IEEZ /N AWS KBSl TFR2RE) |, WK
EFAA LA,

® Note

B BASXEEE IAM Identity Center BVHLAKH] , HEEEENI ESA£E Amazon Q
Developer Thég, AWS BXEZER , HZH IAM Identity Center BFERHHEAFHE
HEH & SE

/A Warning

RFENDAWEN  BAEFETALANZAN AWS KPR 6IEZ 4 Amazon Q Developer
MAER , HEENEEXHSENALLEHE 1AM Identity Center KB R,

EXFfERT , B2FE— 1AM 4 F 08P ITERMEIZ A Amazon Q MABREIH, 40
BIGxREM , FEEWAFE IDE B EF Amazon Q , B E T S TN 0N & FF 5 W
A Amazon Q FF & EN AR EHEXER.
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IAM Identity Center B9 F= SE 41

MREFTEEENALPRA IAM FH 50, NATLEEA IAM Identity Center B9k /= SE 46 R & 32
AP FBAX Amazon Q FF R B HEER HRIXBR. A IAM Identity Center BYIK = SE4 |, &R BATE
B AWS IKF A2 Amazon Q MREEE. EFKRER IAM B4FO0HKFEE , H2RAKRE
Amazon Q FF R EWI K = 32451,

(@ Note

H L Amazon Q F R EBRER T =6, BXEMNRFBINIIFK , HSH Amazon Q
Developer EMTMHE LA HRENEE,

Amazon Q Developer Pro ik /= 3= 45 89 A 41

RE AWS BUUETE Amazon Q Developer Pro F{EH IAM Identity Center FJ4ALAKHI |, BRERELER
T, FAKFEATEREENN, XEEREE

- RIE1EiR A Amazon Q Developer Pro , Bl R AREERNHIBBRNENAL,

- BRALHNENAWS KFHWEER, SHESFHLAEE R M Amazon Q Developer Pro , N4t
%0 B SRR AWS K P AT IR4E,

- TR ULHMERK , ZE—NBHREMUE , XE— IS0 EFE®E , TZ2EEEER[ Amazon Q
Developer % F 1/ R {X R AN 7 8

152 FA K P 3Kl BV R L 4

o EREERENREEEZKFSRBENAFMBEANBEXER,
- BEERIGE (HUNREERBSIAFREIERWN ) TGEAT—MNKF,
« £ AWS Mt E5 Amazon Q Bl Xet |, EXFrEBAFEMNE B RZR .

H4 T M EE IAM ldentity Center B4R L FNK L4,
FE Amazon Q iJHEE R
MIEH Amazon Q REBITHR |, %Y Amazon QiITHEER,

ERN Amazon QIJHEER , BEATHEHMNBER Amazon Q FEEZWIRITHCIEEER,
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R Amazon Q MPABRREE R

HIRTE Amazon Q FXREBENMNABHRHTHREBRER , B2 Amazon Q FXEBEER,

EBN Amazon Q FREEER , BHFEA TEHMNBRN Amazon Q Developer Pro SIEEE R,

%iE Amazon Q HY4H 22 2451

AWS Organizations 2 — WK~ EE RS , AILENZN AWS IKFESE — M HEZCENEPEEN
A,

B X1E IAM Identity Center R RIRHALSLHINFER) , BEZH IAM 4 0HFERE AWS IAM Identity
Centerff 955 Ao

® Note

L IRIE Organizations BEKF & /3 A IAM Identity Center R E 12 R AR FF 15 B A BRAT |, &7
LU R S5 12 5 K BE (SCP) KPELE SINREMNFIERE, XAHER IAM F 40X A TFiFE
BiATER. MRFAT IAM Identity Center FIK 261 , MBRIAEIR T LT IAM &3 D
KFE. BXREZER , F2H £HAKRSEHERE (SCP) EBiHiE,

BXREZEE , F5H (ALAFERE) B TLARHER,

1. EF AWS EEZH & 3T Amazon Q ITFHEH &,

® Note

EH Amazon Q Developer IR BT , &8 AWS EEBZRH AV TIRBNEZERE ( BE
EXEIEER ) o

2. MREFRE IAM FHHL | HERFCIRALDSKSG,

® Note

MRERE IAM BERFLEERR | EERNEHLIRE Amazon Q Developer , N “E#EEH
Bty B0 £ EREEE Amazon Q B B4 O RIA LA,
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3. (") EZ‘BRASMRALE MBod , EEEH. BHENSHRASFEETRME — LTI
AP ETIRMCAFHER , NTNERAFH AWS BH & 421E, BXFHBAEFAEXEN
BEZER , B5H (AFER) PYWEASHEHAEFIAEL1E. AWS IAM Identity Center

4. E‘BRASHRASFE MNiEED , &F BA

5. EUABREFREANWELIE T , £ Amazon Q Developer Pro T , &8 “IT @,

6. (AL )ERAKFEZREREX 4. BRIAERILETIRE RN T RFE XK K A KRR
Amazon Q Developer X PR, EFILiEE R £ Amazon Q F A EZEH AW TR THLEEH
P ABFAITI,

B iR B EEIRE Amazon Q Developer Pro B G H RN, BRI LAE “BEITH” TERRE
PEHIRE,

7. REBEEBRENAFMEAITEEN Amazon Q Developer,

MRBEEEBEEZFITE , NATLUER XA, XFHRFERESRERERN Amazon Q
Developer £ & R ARERF.

MREHEZITHE |, HiEE Q2" HiTE Amazon Q Developer Pro,

T—2% : EEITH,
% E Amazon Q FF & & B IK F 3245

Amazon Q Developer 1 Amazon Q Business # L iF & E R IAM S0 00K P56, 0K~ SE418T L
EEX AWS MARFWNIHENE , MITEEEX AWS K~ 8 175 R PR

B XTE IAM Identity Center R8I IK 7 SEHIF#E) , B2 5 1AM Identity Center AP i8R HITE IAM
HHporFahERKS K,

1. BF AWS EEIEHE HITH Amazon Q ##H15,
2. MREFITEEEANALHEA IAM Identity Center , EikF 82K =241,

® Note

RIS R IEE R IRHIK F K 6i% & Amazon Q Developer BWILE IAM B H0EF |, N
Connect to Identity Center % & & RIE#EE| Amazon Q B & 4 H/OHI K 32461,

3. TEUBREFRMEANMELIE T , £ Amazon Q Developer Pro T , &8 “IT @,
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4, EREBERNAFMEAITE Amazon Q Developer,

MRBEEEBEZFITE , MATLUERE ‘N, XFGREFLEILRERERN Amazon Q
Developer £ E R AR,

MREHERITHE |, FiEF “0)2” HiT 5 Amazon Q Developer Pro,

T—% : EEITH,
£ IAM & & Amazon Q F &5 &

RIAMBERT , IAM AP MAGRTREES AR EH Amazon Q FF XA R, 1AM EE G TLUES [ IAM
SO RFNREREEN Amazon Q F XA R REINEEMNIHENER, EXEZERE , ESWH EAT
Amazon Q A X EHNE T BB BER R,

(® Note

IAM £ AT ZED L Amazon Q FAEITH , ]t FE%E IDE Fi5E) Amazon Q F&E A
R, T EBE S TR Amazon Qo

EIRITH
ATRMEE Amazon Q FRETHNRA. SHANATITHNEREE, NAHITHSREASH

B LUK ETE Amazon Q Developer REW SR, A , EXRSBIEELITHARBHNEERSEG , 7
4RI RIAE 23t £ A Amazon Q Developer BR%S -

1T Amazon Q FF & &Y o iR &4

EFBZA , BHHRESEN Amazon Q AR EITHEER R, BN Amazon Q A XERREE R Hi%
B T Amazon Q FF & & 89 4H 40 L 451 = ik = S5 451

1T 1% Amazon Q FF &5 &

(@ Note

MREFEARZ IAM Identity Center BYLHLASEH] | M AWS BIUEBIL AL EEIKF EEER
Amazon Q FRENMNAER,

fEH IAM & & Amazon Q FF k& 14
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MRERFELIR - ALAANEMKS (2REZREEAKS ) FERTERE , WEREEE
HRMIANDMARRIRE, HPEE

. BRFRBETEREBSENE,
« FfB Amazon Q FF X & IhEEERE B A,
- BHBBEERNE AWS HEMEEN AWS KMS Z473# 1T 0%,

1. Bx& AWS EE#EHE , RFHTFF Amazon Q FREITFHEFI &,

2. EFRITH,

3. BEERE" FEAXEBRAKFH View iTHE , BNAE TH" TEHLEFEHLARAKFFHA
FRMEE, WRKRERALED | 9TH" TEMMRERE AWS KPR/ A P FE4E.

4. 7£ Amazon Q iTFTE L , &R R KN Amazon Q Developer WERARFWAFMEAE  REE

B0l

BRREEEREFNGENAL. SEREEN AV SHFOHAFNEETREDER, It
H, BURBETER CERRAFNEFALE ) #TER  MTAREATERAWS k04
TR ERTRR,

® Note

FHEHA (20 1AM Identity Center RATTE X ) AN INEITT RS [E] 1T FAFA AR R |, %A
PRZBEATNRAFRZAREE 24 Nt il R
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Amazon Q 7 & &

RFiERE
Assign users and groups X
(o x)
People
Groups
Accounting

Group description

A-Team
Group description

Analytics
Group description

Cancel Assign

5. 3¥TF Amazon Q FREBEZ&IA,
6. EIEEH Amazon Q FRXEBRE.,

FLeTE L, BRI LUEEFE AP FEAK Amazon Q Developer ThEE,

iT B Amazon Q FF .5 %&
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Amazon Q Developer > Settings

Settings i
Q Developer account details

Enabled Amazon Q Developer features

Q in the IDE Q in the AWS Console Amazon CodeCatalyst Q ChatBots

Amazon Q code transformation Amazon Q assistant Amazon Q feature dev AWS console mobile application
Amazon Q task assistance Amazon Q troubleshooting Pull request comment summary AWS chatbot in Slack and Teams
Amazon Q completions Amazon Q actions

Amazon Q feature dev
Amazon Q conversations
Amazon Q analysis

Include suggestions with code references Encryption key Region
True Default AWS managed key US East (N. Virginia)
Start URL

Give this URL to your users. This is required for them to access Amazon Q Developer in their IDEs. Learn more [F]

https://b-5632de3745.awsapps.com/start

Member account settings

Q Developer managed application and settings profile

To share Q Developer Settings Profile set in the Management account with your Member accounts, ensure this is turned on.

On (default)

A tag is a label that you assign to an AWS resource. Each tag consists of a key and an optional value. You can use tags to search and
filter your resources or track your AWS costs.

[ Q. Find tags ]

Key Value

7. EHE\EMit,

T TreR” MutfRie T R E | ARE5ISMMIFEE IDE BEEM Amazon Q FFR#E,

B A TS 15 R PR

Amazon Q Developer £ AJE 14 BN R SR —HLAFH K A K #£Z7E Organizations &3 Ik 7 fR
THRE,

f5lgn , 5 Organizations B M F #9 Amazon Q Developer Pro EEB R AIAB AT ERBSENE
Wo MRBATAEHEMNRE , WESRNZALATFNFTERAKF BATERBSI ANERI

B A AE T E AR 17
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LIREATLS# OpenSearch fRSEEMK 1T E Amazon Q Developer Pro B , A LU R 5L 5 K
FHRHERE, SHAUEITHERESEEREXLERE,

EETHEEASEAAEER , TRATESREE.

1. EAmazon Q AFXEBRENHNRAKFIRET , EB&RE.
2. TEHHBEAOG , EE T = <A
3. EEBE®RE.

ETHMAEXUEHEONERZELR , 5/ (Amazon S OpenSearch ervice A1) HH “H AWS
KR EEBAUERRE

HUHTT Y

HUE 1T 8 Amazon Q Developer Pro

EEAAUESEHAPNITRENEE Amazon Q BH&FREUEERAF S , NMBUEITE Amazon
Q Developer Pro iT f,

BEHCHITRAR |, SRITUTRE

Bl Amazon Q FF R E#ZFI AT R E,

EEAF,

£ BRAE T, &R BUEITED,

HHE NEREHITHEHIN, % Unsubscribe (BUEIT ).

A

S e [T

Sy mingai ey el e

©!

BR , ZIERITANEEMR
- AAKFEERRGEEENEUEITREREK,PITENARS , FERRREICE T ZEBET .
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https://docs.aws.amazon.com/accounts/latest/reference/using-orgs-trusted-access.html
https://docs.aws.amazon.com/accounts/latest/reference/using-orgs-trusted-access.html
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- MEAFYETZINE , @ AAEEKSEER JBURET R, tMEaTAEFTAFITHAE
bk~ (BE A “RE” NHLER ERAKFAZREMARR ) , XEAMENTR AT LS8 MEY R
RIKFEERDABUEIT R, HE , AU AKS EER 502 RAERIUEITHZAR.

BREZER , FZREEAL P AWS K/,

BT ¥ Amazon Q Business

EHUHITF Amazon Q Business , i52 @ (5% Q DA AFERE) & “AL S Q NAREFHNA
F iR BRFIT " T8 2.c. “BUELT B A MR,

BUHE T ) Amazon Q QuickSight

EBUHITHL S# QuickSight , 2 (LS #AFERE) FH “BUEITE Amazon QuickSight Q"
QuickSight

(@ Note

MR A~ ErHEAT D Q Business Pro QuickSight #1 Amazon Q Business Pro , I %%
ZAPNXAIMBRSHBER , UEGXZAPFE# —SHIKE,

1T B B BE B BR

£ 15" AWS Documentation B35 AWS Management Console M ¥ _E# Amazon Q Developer
i, BURELBRUTHRER

An error occurred when attempting to access Amazon Q
Review the Amazon Q in console common errors documentation for potential solutions.

XARRRANATRR 2 —S3® :
« BRIEHAMBIEFA , BEMNITEERBE.

ﬂﬂ%!&’?ﬁ’ﬂ%fiﬁﬁﬁﬁ SO RHEEFAERE Amazon Q iTFRER , NAEMIEIZEFAFMAFATRESR
HIEER . AR ESFF 24 /M BEBUEH RIFR,

. BRBEERITHA,
IR R EAER Amazon Q F A ERBREE,

1T S PR R BR 19
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« &%t Amazon Q Developer Pro £ & B 28917 R A BR B 4 H o

BT AR E R , 1BEX Amazon Q Developer Pro & B T2 F B 15 R AR S BIReS R IT B N A
BEFEHmER. BRRENERE R UIREZRHRNER,

« RBEBHY IAM R,

BRIBH AWS EE G ATEFEH 1AM R F 8E L F#EH Amazon Q Developer, BXEZELR
BESH ERAT Amazon Q A X ENE T ERHNEE R, RELENRE , BEFMEZFHAETRE
L5118 Amazon Q.
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£ AWS B HAREBFEMMI EFEH Amazon Q FF 5 &

£, . AWS EfM L AWS Management Console AWS Console Mobile Application, AWS
Documentation M ¥4 #5225 5 Y B K 3508 A £ F§ Amazon Q Develo AWS Chatbot per K1z [d]
AWS, & LA[E Amazon Q i8] AWS K, JESREK. XFFMXH. Amazon Q i& 7] LAFBIRE A
AWS #4FF & T EBH AWS Command Line Interface (AWS CLI) RERXHB,

£ AWS Management Console , & ALA[E] Amazon Q #[E] &/ AWS BRM KA , AWS Support
EEBR R D MEILNEH S ER.

£

« 5 Amazon Q FF R EH —BI AWS

« £/ Amazon Q F XA R ZHIIEFIS PR ELEIR

« £/ Amazon Q FREEZHIX AWS Support

« E9 5 Amazon Q FFREH X AWS Chatbot

5 Amazon Q FF & &I —HI AWS

£. . AWS M4 AWS Management Console AWS Console Mobile Application, AWS
Documentation M5 5 2 £ B R 5E 5 Amazon Q Bl X AWS Chatbot , 7 # AWS RS, &
A LA Amazon Q A &{EREE, B, AWS I35 step-by-step iRBALAKR AWS HRF TEREHNLE
o

& m] LA Amazon Q #[RIEE AWS FIRFKF KA, Amazon Q &4 K EENARAB A
B, ARSBYIEFFIAER AWS B FF A TEafM., AWS CLI

EFB

« £ AWS ML EF B Amazon Q

« RA5iE) R

« HENOREY R IR
- B —H{RE9 2R A

H—1 AWS oY
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£ AWS Wiy EEA Amazon Q

E7EH 5 Amazon Q F A EBIX AWS Management Console , iHi& B A ML~ HH Amazon Q
Fro ETE AWS ML HAER AWS RS XETE LBIX |, FiEEE A Amazon Q BFF,

E [ Amazon Q 128 , I Amazon Q EHREY XA i AZRB BB, Amazon Q &4 X &8 &
NEE K EHhEesHiEIESEEIRREISD .

BREERE , EUERERASEAARENSEARENRFRE TRE, ShAEREFRREEE
NEEH 2B EAR,

X 15 71 213

Amazon Q SR EHELELETHNEERENERELR , ARKNEERHUEE. EBIMXFEHRE ,
IER LR RS R RS2 LRI R B B &

MREEZRFEPFEA Amazon Q , N HESMEIEH A P EMAERE M R BRI , BH
LA ERMKEB E T O RETE, WREE AWS Fih, XML s Console Mobile Application £
£ Amazon Q , N HESMEFTE. XHAHFIRZERN , I EFEZEEAETENERITIT
=

MR EEEHRF RN IEHBRZ AN A BB ZFMIEEA LT, BEEHNIE, B2 iENTE
AT HKE Amazon Q WEISRMHEE,

PMXRigE
B Amazon Q FEFMEWHIRRE , FRENXEREG LANTEER,
AR TRE

« X1 — Amazon Q BIAREITFEI K E AR AWS Management Console B8 AWS XiF iRiE, EE
¥ Amazon Q AKX , FE RSN ENXHE,

- BREAR — 5 TIRARETE | SIMEDX S5 AL AWS %8 , Amazon Q TAEEEHITE
KSR  URESEAERAXKBNEENER., BABXSERLET Amazon Q RITEMKX
Y B iE IR .

A5 ] B

&R BAE Amazon Q R X AWS FIHEIE AWS BRS , HINFREEM RS R T R ESRK,

1£ AWS Rk A Amazon Q 22
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IR T LA R/ R EM AWS SDK #ITRHTRKHER , A&k, AWS CLEZHI & FH) Amazon Q A5
ERERNMASRE R, UEBETHER AWS SDK # AWS CLl.

LLTRERFIEZE , ERT Amazon Q IAHEBIEE AWS EHE -

+ Lambda BB HRKEZETHERZ X ?

« BN ZAEPEFRIRBA VPC?

- MRRFERFRENEE , BHABRRIHESARSTERNIERR?
.« %X Amazon S3 48 ?

- M{AIBIZFIEE ML AWS ?

HNES R B9 B IR

B Amazon Q ] [A & AWS BREERTKM , AlREe K £,

£ AWS Management Console , A LA Amazon Q B &# AWS K RIRER . £ RER
B, it Amazon Q JIHEBKFFH—FER , TREXRBERRNFAGE , IEREEXIMNER
SRR,

Amazon Q AT LAITIREN. I H R IEERK ZEN AWS &R, Hlt0 , LaJLLE “FIHKRM S3 17
&R = “1£ us-east-1 FEREKIEEIZITH EC2 £4”, Amazon Q TEEBIZEEREFEEELNRIRFH
BEey e | Flan%lE Amazon S3 FRBEAHNR , IBELNKFZE, 5. FERMBFMEXD
| &

Amazon Q EHIXRERFTRZFIH 6 MR , MEPIESHHFENFEAER. ETUEHNRIR
ARN AR BRS5126| & A ek ( WRER ) . HBWA-HRR , WEHEIE JSON BANFRE
Bo

£

- KREH

« [ Amazon Q HRIEXZRIEE

FRGZAM

Eit Amazon Q EREBHRIR , XTUHE BT EREKMH,

IR BN B R 23
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s BN BR

B —-HRNRIR , IREEUTINR :

+ q:SendMessage& Amazon Q BIX

« q:StartConversation& Amazon Q Ik

« g:GetConversation& Amazon Q Bl X

« g:ListConversations& Amazon Q BIX
 q:PassRequestAiF Amazon Q HAEE BN RRFTEN API
- WITEFRFAMERENR

) |AM & 3 AIERAIT IR R N RIRAPTENIRE. Bl , REER Amazon Q 5l HER
Amazon S3 i , NS4 AEZs3: ListALl1MyBucketsi R, Amazon Q KZALRMITHELNE
THATHVIR1E,

BRABETFHLENRHN IAM KRG, 2 F AT Amazon Q REREHRIT®RE. B
Xq:PassRequesti#ENEZE LR , BSHMEA g : PassRequest,

/A Important

MIBZER Amazon Q HITIEEL, F|HREREEN | FKEIEERH, EXEZELR , B5H
&6 Amazon Q #EHY AWS BRFZEN R H,

X R

Amazon Q chat NREZRER ( #HELALER ) RITBE , Rt AR ERTE XS 2L REE
Hii XEYR R , SREERMANKXE. Amazon Q FEREGEXERESTRRRTR. EREEXE
WOy, IBSERATHR

1. #TF AWS Management Console }# %1% Amazon Q B#xR.

2. MRBEEHREER , WNAELFQER-—FXTEXHBENEM, &&F 45" LIEE Amazon
Q #TEXEHIEA UL RGN TR, MRLERE “RAW, MFEZERB Amazon Q HREH AWS
RIRER

3. MREEYBEXFIRE , HARPRERE LANKEREER.

IR BN B R 24
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[ Amazon Q fRIEXRRHEE

&R BALE Amazon Q 3R BRIRMAEXRFER R B RANFAES

H &M@ Amazon Q ) FER FIRET , WA LUEE Amazon Q BB KIEREREHN TR, MRKRE
EXIE , Amazon Q FHEASHMNENXE , MRECANELKEHEXE , NEAZKFHESS
X, MRARKEXE , MFRIAKITEZERER (HFFRBLILE ) -

Amazon Q FJREREHMERRRREN TR , HIFRBHI AR ARN. 2 Amazon Q ERR#
B, EEEEROEAEE

BUTR RAEF LA Amazon Q )18 & X &RY 3R EY 7R 6l R

o iR S3 FHBEA B RE <name>
« 1£ us-west-2 5| HFEA EC2 L4
« JREVIEXAY lambda BRI ELE <name>

B —HIREY 22 A

Amazon Q WA MTHEER TR , AR . BEARIEANEAKIE AWS Cost
Explorer, £ Amazon Q FHHBEEIRIE A RIS BB E 1k,

A LATEH [ Amazon Q ) RIERE AWS Tk 2 FIK 7~ 52 F§ AWS Management Console, Amazon Q 7]
DR RENEABIE. BBRRAHSTRARE , ARELESE XS P TERRZET 78R,

& [ Amazon Q HIRIEN AR , HEEFIEEXFIERRAKRFTWES , SIEER. HER
MPE , UKATRERABENTMASFESRYE. ERRMETIEDEGHBMAIEH AWS Cost
Explorer flE &3 , HUEAIUEETRILRRE THHBFEAHRB S 547,

TR AF
1R
EH—BROTA |, IREEU TR :

 q:SendMessage#l Amazon Q i —Ef
« q:StartConversation®l Amazon Q B —Hj

) — MR EY 22 A 25
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* q:GetConversation#l Amazon Q Hji—&j

« g:ListConversations®l Amazon Q B —Hj
 q:PassRequestAiF Amazon Q HHAEE BN REFTEN API
« ce:GetCostAndUsage3REX Cost Explorer iz

BXRiZq:PassRequestBRENEZER , BZHFEA q : PassRequest,

/B8 Al AWS Cost Explorer

E5 Amazon Q Bl —HIRM A |, BXIIE AWS IKF AWS Cost Explorer /3 . Z/F A Cost
Explorer , i53TJF Cost Explorer %5, BEXEZER , BSH AWS A EBAFERETHNEA
Cost Explorer,

5l 1e) @
AT 2 &\ LA Amazon Q (7] YA < 2% B By R~ 45 | 2 -

- —A{BEATE SageMaker T ZDE ?

« Z'eu-central-1'"#hXFIEH AWS Ik & 5T R & K B9 AR S5 B WRLE 2
o FRABREHIZEBERIS B Amazon EC2 RARE A ?

s BEENMAREBRSUNINFZRAAMARZ D ?

- M1TAZRI2A , BRLEXERIK X HIBIEHR K ?

« EANA , BREESXEXIK F £ DynamoDB EH T HEZZ 2

s EREENAS , BRI XKD R ABER 0 2

£ Amazon Q F XA RIZERGEI &SP ELEIR

£ AWS Management Console , Amazon Q Developer B] LA12 W & 7£ 5 B B W B B9 3 L 45 iR AWS
RS, BIARRF R, BEAEHEMBEHRSRS. tIhgeER TEFEANUT RS HIMEIR AWS

Management Console :

* Amazon Elastic Compute Cloud (Amazon EC2)

» Amazon Elastic Container Service (Amazon ECS)
* Amazon Simple Storage Service (Amazon S3)

+ AWS Lambda

WHES A HIR 26
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O LAEA Amazon Q PR ENNEVEIR , BRENKEIFEIRERI . Amazon Q TRE LHIEIR
PHESTENH RIEH,

MRBTTEFEA Amazon Q 2 HTERIR , M AT BAEA Amazon Q B2 X #FRH| AWS Supporte BXEZ
E8 |, B2 FH Amazon Q FF k&S Z2HIK AWS Support, INREIBE|4EE T Amazon Q HEiRi2
WrTheE A R ZR |, 0 o] BAfE A i KRB BARIR & R &,

® Note
EERED (BBN ) MEEFRS (#FEFRLILE ) BaiXFER Amazon Q 2B EH4E IR,
AWS [Xi3;

B REREEMNRT LRI, BXEZER , E5H LFAS£A Amazon Q 2 H#i

2H B HEIR.

EREEHEHRIEENEIR

EFH Amazon Q 2l HI4E1R AWS Management Console , BRI T BRiIRE,

1. WMREBWE Amazon Q FJUAFBYEFEREIR , MEREEPSEI “FAH Amazon Q B 1712 H
&, MREEER Amazon Q RIZETEEIR , FEFRFER Amazon Q #H 1T M A4S,

2. FHI—1EOQ , Amazon Q 2EEPREEXBRNESUARNMAHEREROBLR, EEFNMA
RREIRFATR |, BERFBRER,

3. Amazon Q AIREEE/IWHFREERIES. HIBIRE , BERRBUABREIR.

1

4. BRHERE  SUUEASEABENSEXBENER, ERAFANRE  HEAREFELR
v EIFRES” &,

£/ Amazon Q FxEEZHBX AWS Support

&0 LA Amazon Q Developer 8|22 #FR 61 , 3 AWS Support MRV EA# 5 #H1TERR AWS
Management Console , 23& AWS Support Center Console, Amazon Q £REZENFEFESE 8K
REBEYXHRM, RSB ERIENXNERNEZHFRAERF, SIBRRFIE , Amazon Q ATLUIRR
BIEBRN A LR KBEATERE , SER —REPHITENEIR,

£ Amazon Q FEIZ X FRHIT , ZRFBLKELZFHOEFEPHITEH ., EREET Amazon Q
BIBN RO ERFEIR , iBEA Support Center #2H| &,
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& AWS Support I VR B EUR T B ZFiTR AWS Ik, 4E58 Basic Support it X —EB% , PR
B AWS AP & ATLUEREIK P MK R X7, MARARZFRE , RERBERZF RIS H=FiT L
WY A 7 = 8 AWS Support & Amazon Q Bx%R. BXxEZ{EE AWS Support , iEZHEAWS Support A
F 187 AWS Support®f I A7,

FRZM

ZE7 Amazon Q REIE RS , BUITUHREUTEK -

- A5 Amazon Q FHEITFENNR, EXEZER , BZW AFHAF S Amazon Q Bl X,
« IBEMNBIE AWS Support £, BEXEZEE |, HSEEEX Cent AWS Support er B 5 8] R

5 E ERR RS

HIEER Amazon Q BIEXFRHIT , ELBRBEBENFBERRS FER. MR Amazon Q EHE T HiR
HERSS  BEAEBNRSEFRE, MRENDBESSTRSEX , BEEREANERS.

ER S — Amazon Q EER — I 5 #1TEAR AWS Support , iR EMIhee eI T FRE AWS
RS, MARRLEE Q RIBEXERG, Hlin AWS RS , tREFE Amazon VPC Reachability
Analyzer £ Amazon Q MEZFEME |, FEXIFRA PN ZRSFIEEFE Amazon VPC,

AWS Support Bt R Amazon Q Developer 5 Amazon Q Business FREIZHEEEE , i5H Amazon Q
BIEXIFRH,

Bl RN

E# A Amazon Q #12 AWS Support 24l , HRUT S REE.

1. A LUBEUTHA AR 2 —&T Amazon Q £]2Z AWS Support R4 :
a. BEHMAMBREANEHRMZE ZEN R BERET R,

EN Amazon Q REESEREEUGEXERS , EUNEERBERIEFNMMESE
B UTREFRPEHRESEENTH

‘BRERERIBNELIXRE, BEHVIERCHERMNBAN , BHRIBEEMBR.
HREREITXIBBCETSRELTHN, BUMBINIAERTEMEENZHEINER. B
ABEERXEG 27

b. R Amazon Q WEEXNLRFHEY , FEEEE LN ERBABEEN , AEERERHEKR
RIERE, EEBXR AWS Support , 1EIEFRIE 7R A.
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https://docs.aws.amazon.com/awssupport/latest/user/accessing-support.html

Amazon Q FF & &R ArfEm
TEERTZEZETRIBEHIMH Amazon Q BIXERFTH “RIEZIFRH B,

[3] Troubleshoot instances with failed status checks - Amazon
Elastic Compute Cloud [£

25

Thank you for your feedback. If you need further assistance
related to this issue, you may contact support.

Create a support case

2. BIXEARPHER-PZHERE, WREEBERZIFZHE Amazon Q 1T TRK , EFERAE
MM EERBDERROFTNZR. EEFIBFRIIPNEMNFR , LT wE. St LN
3 BY AR R R) B Y 3L

MREHEBERZIFZENRES Amazon Q X% , H#F Amazon Q BEEEXHRHIPNFE , U
AUFEFENZEREEEMARGIT.

TERE Amazon Q BIXE R+ 2EER X FRAIR =6,
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RAriEmE

Sure, I've drafted the following support case for you. Review details and make
required changes before continuing. | will also add our recent conversation to
the case description once submitted.

Support Level Enterprise Support Change [

Description The customer is unable to connect to their instance
after a recent deployment. They have tried restarting
the instance and generating new key pairs but are still
unable to connect. No other changes were made to the
network configuration. The issue is problematic and the
customer would like to chat with suppert.

Case type Technical

Service Elastic Compute Cloud (EC2 - Linux)
Category Instance Issue

Severity General guidance

Additional Contacts MNone

Attachments
(m Attach Files _jl

You can attach up to 3 files, Each file can be up to 5 ME.

o ™y ~ "
[ Cancel ) [ Edit ) Submit
. v . A

3. BMIAXERHHEARTENFERE , ERERUCIBXEFRE, MRER

Nl

/ o

4. EBR AWS Support , FEREBEFAN S E. BREEHRAERS ,
RIERELZFREITLRIE -

NEBRIERM , HiEE H

BRI IR, KX TR

a. BIXR — MRLERSREBEHX , MR ZHAEREANE, BEEREIFAENHX

TE B R 5 ] B A i R 4 ilﬂ:ﬂﬂﬂi’io

MRERIFNE, SMBEMGEN  HEHT2EIHMREEHE |, MXHEFER,

MREHNMUBRERHIEFRE , W AsELRAFE MET BT ERE, RMNBWE

X IFHR B R F R E AR T IR

B TR
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b. BFER-MREEFERERIEEFIRM4 , NFRERET SEKRER B FERF it &

BRR AWS Ko
c. MI-MRLEFEFIME , FELIRFHMALHWEIESE , RARERER. S/
F|rF YRR 5,

5. WO B TRE, o BUERBTIRE Amazon Q Bl R EH4R

BT RI5%
XHEMRERRE , EAUEEE TR,

G AEBRFITITD , MAEAEMARE  REERRERXRERE,

EH 5 Amazon Q FF R EFHIK AWS Chatbot

B OB B E M Slack’HEF A S Amazon Q FF A EHIK AWS Chatbot, Microsoft TeamsAmazon
Qin AWS Chatbot AIAEIZEBXWEMRRF R, BRAIBNEEEESRNKETERNEE,

R Amazon Q AW INZEI 2 E & K Microsoft Teamss.Slacksii@ AWS Chatbot , FXRKUA T TR, EH
X AWS Chatbot FEEBRISNE R FHTIREH A FRAFPER Amazon Q , 55 (AWS Chatbot B & 15
) Slack®# “A[7” Microsoft Teams 1 “A[ 7"

 Amazon Q A INEIWI X $iE

& T LU Amazon Q N2 2 & & #YMicrosoft TeamsE{Slack3ii& AWS Chatbot, B % , EHIEH
AWS Identity and Access Management (IAM) A& &% &8 & AmazonQFullAccessEE KB , REF
ZERBER IR REHF £,

1. Y¥AmazonQFullAccessiEEREFIMEIZMN IAM B -

a. &% AWS Management Console F3TF IAM #Z#| &
b. % IAMZHENSMERT , ERAE,

c. EREBUANABHEN.

d. ENXPRREEH |, BT D0 PR A F A0 KB,

£# % AmazonQFullAccessH i A,

f.  1%&$#F AmazonQ FullAccess.

g. IEERMR,

®



https://docs.aws.amazon.com/chatbot/latest/adminguide/teams-setup.html
https://docs.aws.amazon.com/chatbot/latest/adminguide/teams-setup.html
https://docs.aws.amazon.com/chatbot/latest/adminguide/slack-setup.html
https://docs.aws.amazon.com/chatbot/latest/adminguide/teams-setup.html
https://console.aws.amazon.com/iam

Amazon Q FF

RER

RAriEmE

2. FMAmazonQFullAccessEEBERNMEIERMEF =

a
b.

= ® o 0

@

IR

ERER

$TFFAWS Chatbot £ #| & .
EREREENTF K,

EFE R ENE,

TR REPE

£ EAmazonQFullAccess i A,
1% AmazonQ FullAccess.

ERRF

S8 F 12 (8] Amazon Q (8]

WELEBEE KT , i5ME Amazon Q 12\, #A , eawsRFH A

@aws what is fargate?

LT RE

* @aws how do I troubleshoot lambda concurrency issues?
 @aws what are the best practices for securing S3 buckets?

* @aws what is the maximum zipped file size for a lambda?

ALBESEEENEED Amazon Q 8 # — LR BRI -

KRR, Hlan , fRAT A% A

TR SE

128 Amazon Q [A1F&
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£ IDE HfEH Amazon Q FF 5 &

EERTT XM E (IDE) A Amazon Q Developer 3R T RIS B TF X ER AWS HIR1BHB), £
IDE & , Amazon Q 2IELLTIhAE :

- EERXEREZE AWS

« EEBRBRATTRMABH —KRFIZ
« HERARS

- EFRENRBIESRA

- FR#FHRBIEE

- BHRENABFREFERERE
- BR, BENEACRBRER

Amazon Q B 8ifERER T E Visual Studio CodefiE 1R itJetBrains. X B Amazon Q FY BRI
BB BATE AWS T EaA#E|Visual Studio, EEREY IDE %% Amazon Q , IS W TE IDE F &%
Amazon Q F X &Y BREF A,

F&

« 7£ IDE # &% Amazon Q F X EYV EREFREH

« 5 Amazon Q AR EB —HKHE

« A Amazon Q FFR EE R AEREN

- FHARIEE RA Amazon Q Developer Agent for code transformation

« FERF K% H Amazon Q Developer Agent for software development
« /A Amazon Q H#EEHNKG
+ IDE #%# Amazon Q F X EHIEE

£ IDE %% Amazon Q F X BV BEFIHEE

EREERF AHRE (IDE) 1% B Amazon Q Developer , IR T E B, L% Amazon Q ' BREFHR
BHE , B IAM B R O0HTEMIIES AWS iEE ID, BIFEARRE ID#HITEHRIE, £F
AWS Nk BN AT % 88 £/ Amazon Q.

EFREA , ETEERATERN IDE B9 Amazon Q ¥ BEFZEMS -

EEE &% Amazon Q 33
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» T #; Amazon Q Visual Studio Code
e 1f JetBrains IDE A & Amazon Q
« £ Visual Studio AWS T E @/ &I Z# Q for Visual Studio

ERFHBITHORIE , FERATHNIR,

HRR

o FREM  EBEZEH IDE FRAE

£/ Amazon Q FF & & & W h# 1T H B KU
FERBITERRIUE AWS WEE ID

A TEZEHTHHRIE

£ AWS ZFIaHER IAM ZEREA

T #& AWS RIS E

TR | EFEZIFR IDE MR

Amazon Q FEHRER ¥ EVisual Studio CodefiE#F iR it JetBrains, Amazon Q t1E Visual Studio Y
AWS Toolkit 124,

« Amazon Q Visual Studio Code ZFHNHEMRAN 1.85.0,

« Amazon Q Z## JetBrains IDE ( 2#EIntelliJfMPyCharm ) B SIKMRA A 232.1, JetBrainsit X #F
232, 233 F 241 fr7R,

« Amazon Q Visual Studio XXM RIKMA N 1.68,

£/ Amazon Q FF & & T AL Wt 1T & 9 HIIE

EFRESRECZS , FNEBRNEZUTERY -

- B IAM SR OREES 4

. BNZEMITRHE Amazon Q FREZ AR

EI&H B 41T 8 Amazon Q Developer Pro f§ , BERU TS RHFTERRIE :

1. TEMH IDE %% Amazon Q ID JetBrains E ¥ E#&/FVisual Studio Code=FH#& :

BRI IDE RRA 34


https://marketplace.visualstudio.com/items?itemName=AmazonWebServices.amazon-q-vscode
https://plugins.jetbrains.com/plugin/24267-amazon-q/
https://marketplace.visualstudio.com/items?itemName=AmazonWebServices.AWSToolkitforVisualStudio2022

Amazon Q 7 & &

RAriEmE

© N o g &~ W Db

« T # Amazon Q Visual Studio Code

« 7£ JetBrains IDE 1 F# Amazon Q

M IDE Byfl#=i%#E Amazon Q B#x.

%# 5 Pro FA[E—EER",

EESRNEERM Amazon Q iT [F#EH &R EH ML,
EERNERRIZE R IAM Identity Center ik P SEFIRTEY, AWS X1
R, BRI BB N 5T ER.

BRI RPN EBER IAM 5603 TEHRIE,

FIRERE IDE A Amazon Q.

FEHABTEMEIE AWS HEZE ID

WEBAEREGHEREESE ID. MREEKREM Builder ID , MBS EZEFZIEHEM,

1.

EZHH IDE FZR%E Amazon Q ID JetBrains E ¥ B f2 5 Visual Studio CodesRiE 4 :

« T # Amazon Q Visual Studio Code
« 7t JetBrains IDE # & Amazon Q
E4REY IDE #H1%$## Amazon Q B#¥r.

1£ VS Code A JetBrains , BIAER T , B TR EAMIE,
REXEEETWIHBEER LRSS ID #1TEHRILE,
Fr R 7E{REY IDE ®EH Amazon Q.

B TEER 1T H DRI

BxigBiREE , 559 Visual Studio By AWS T E A #4,

£ AWS BEFHEHRFER IAM EREA

BIEENERAFRX AWS |, BAEI B T EREN IAM IEBBFZRE AWS RENEH &, B2 , &F
BE7E IDE FfEFA Amazon Q Developer fE5 IAM ZEAE IAM A, BXAAERRXE IAM B4 F 0
RIWESR ID Wi PBHTH BRI,

EREEE ID
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https://docs.aws.amazon.com/singlesignon/latest/userguide/account-instances-identity-center.html
https://marketplace.visualstudio.com/items?itemName=AmazonWebServices.amazon-q-vscode
https://plugins.jetbrains.com/plugin/24267-amazon-q/
https://docs.aws.amazon.com/toolkit-for-visual-studio/latest/user-guide/connect.html
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T % AWS RIBHIE

MBREEFEEH , BBLFE 2 FA Amazon Q Developer #9755 21T ¥ Amazon Q Developer Pro ,
RIEIE Visual Studio FHY Amazon Q ¥ EFfEF 3 Visual Studio Code JetBrains IDE H By 344 5£ A
Amazon Qo AEFFHIAN A S HIIEHSZIRER R

BR , £IRE AWS £ , EEWZEMAH , (REAXAATRSKEXEFTEREERBE, flU , £TNE
% AWS Lambda REHPHREND, ERLERRFRT , LALERE Amazon Q RERRERBE
Wo

AUEESPEARBENWNESRE

« M5 SageMaker Studio £ 8K
» JupyterLab

« Amazon EMR Studio

* AWS Glue Studio

« AWS Lambda

« AWS Cloud9

B AWS 2HENRBINEFERARBEY , BNEERXTNEDBEHENHR,

5 Amazon Q FF X & — I

FEIBNERTT XIFE (IDE) F 5 Amazon Q Developer i , i[85 X/ B Z AWS R EBRHEFF %
FEME BRI, Amazon Q AR EEHMSMAB LR , £RABME T |, H3An , 8FER
HEM,

E=3-uil

« 1£ IDE £ H Amazon Q

o RA5IE A A

« k% Amazon Q Bl £ KV a]

« 5 Amazon Q A& & — i HERBRMEHRNE

TR AWS {REBIRRE 36
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1£ IDE #{EH Amazon Q

BRI L& IDE /Y Amazon Q Bl R E4RIZE Amazon Q B8, EFRARBMERAREDS Bk,
Ei2[8 , FM IDE WS DiERE Amazon Q BFR. R A LATE XA dh i A REY [E] &R,

[ Amazon Q $R[FIEY , ERERTE IDE RITFH LRI XMAHERN LT, SBEREES MXHFBEE,

R Amazon Q WM F NG , BRI S FIRBIREL LR XA BN FHERE AR X4
F, Amazon Q AIREEEEEHEENHEKRENAESI A, EEERRIIR , BRI EEEIDHIRIRID

Do

Amazon Q @EAELEPLEFZHNFER , ARRKNEERHER. EENSTFHE , BUREEH
BERBHSEZHNWRIBMEE, SaLUBSEERPITH —NFED X HE Amazon Q BY#
Xif, B—IRZSALITH 10 METIF., Amazon Q F2REFREIMNIENE RER.

PXaS

B ERRERP AL TSR IGR Amazon Q FIZHEE :

« /transform-EALBTERBENNBNRBESRE, BEXEZER , BSH 227

o« /dev-ERLLFIREER Amazon Q FRIIEEMNKEITRI. BEXEZER , BSH?2?7%

o /clear-EAMGHBRYFTNFE. XSF2NAMEMN BN KXERDEE , H7EBR Amazon Q
PR FE2EFEN LT,

« /help-ERL T AIEE Amazon Q BEMT AT FREMAT ANBIR, RAIREMRESR T,

PN ES b}

E IDE F , BRTERMKBI , Amazon Q ERTLAEZEERX AWS RS HEF X E B, Amazon Q &
&5 TEBSIGAERN B FREA -

- HUWEM E AWSHEB AWS RS i, 2k, REMZFEXEK
- —RBHFRER  SRERESEENNRARFIT R
- wENRD  SEHEBRAD, FRAABNREER TN

AUTFR—EnLAE IDE R 9 FA Amazon Q By 7R 4R &

- BEINTDHEBEZH , GAEAR#EFIHEAN Lambda BIEEI R ?

1£ IDE #{EH Amazon Q 37
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« XF YR’ Web B AREF/GH AWS Lambda , BiZI{AITE Amazon EC2 2 B HiEF ?

- EHFFHETENIEETypeScript@ft4 ?

- RzaIwmE N AEFReact ?

- BRARBERXN EENRBRNAERF) WERAREITHERE,

o N [FTEREBBSEE] £ A A

IR & Amazon Q ElE K E]

BRI LUE R E R Sl KB EMSEABRENERN Amazon Q AN ENMNEEE TR, EREDE
R , FEFEREN TEN , AREHANRBEOPRARE.

5 Amazon Q FF & & — e R M EHMRE

Amazon Q 7 & & Al AR M EHIEWEKTT KIKIR (IDE) PRVBFENBIT. BEEHENNRD |, Fik
Amazon Q MAENRBITHABRHATES , TRERRREERCAMHEINFTRBE, RE , £
A BUR BT IS B A RRARB A

AT TR T 5%

. BB — FAERESHBAHRD,

. B — RERDHTRMEDEE LR M UL,

- BE-RRARE,

- AL ERAB L.

- BRI RY — FREERHRBERE Amazon Q WREHR , 38 EX RBHENA,

R &IEE| Amazon Q
Eit Amazon Q BEBRREFHENKRE  FERATETRER,

1. 7% IDE FREE RBEXHH—HD.
2. ARBEHRHETHNRD , IFLTXEDQ. &% Amazon Q , RAREE “BF", BN, &
g, R R OREFRTR

MREERFE “REFIRR, Amazon Q 2FREE SN ABEHZWRER , BAILEETRAR
KB EE,

REE SR E R 38



Amazon Q FF & & hRX AriEE

3. ENREETHRBERNMERNKE , BUNSHRBHELTER BARE FHEER
AXHH, Amazon Q FFRIERIBER I ERH KD,

£ Amazon Q AR & A KA EREW

Amazon Q AJEASERT B RERBEW . EEREERBE , Amazon Q 2RFENAERBAIR B
AREN. NETEIREWIITENEY , CANERASH X PIEE A MECEW

HEFHR@ A RTRBIERR , Amazon Q 2RFEELF M AN A AN TR HEN,

HIZTEH Amazon Q ¥ BREF , RE< B BRAAKEN, 8% , BHAREENRB , AKE Amazon
Q FHBERRBEN,

R A ARBRH T KA N ERE, TEEERARMLLRBRIEBE XL Amazon Q £ E.
EXHENEUNESZER , BSREENLE,

£}

- £/ Amazon Q BEEEIL

- 5% QB IERIEIT

« T£ AWS SRISIRE 4 B BRI

- ERRER

- FARBESA

- REBRHB

£/ Amazon Q EEEI
EFREIREY IDE |, £ Amazon Q HEFZEEFNIMRENKRABENN SR,
Visual Studio 14#5
1. 7EHVS Code , M IDE & OEHPHYAHIEE Hi%EE Amazon Q.
Amazon Q 55127 IDE & QA IRERHT 7.

2. ER“EEFEEHFIEW R REBHEW

TEERTHH Amazon Q EE#VS Codes

4 AR BRI 39
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Amazon Q

Il Pause Auto-Suggestions Currently RUNNING

> Select Customization 1 new available
¢</> Open Code Reference Log
<¥ Try inline suggestion examples

Il Pause Auto-Scans RUNNING
&> Run Project Scan
[ Open Chat Panel

b Send Feedback
§7 Connect with us on Github

E] View Documentation

'{E} Open Settings
I— Sign Out Connected with IAM Identity Center

JetBrains

1. £ JetBrains , M IDE & OKZFAVIRSE HIEE Amazon Q.

Amazon Q EFEFERDE L FITH,
2. GBREEEFHEWN = “REBFEI,

TEESRT B Amazon Q E&# JetBrains,

40
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Amazon Q

00 Pause Auto-Suggestions
&2 Open Code Reference Log
HS Select Customization (1 new)

< Learn

00 Pause Auto-Scans

Run Project Scan

() Open Chat Panel

© Send Feedback
) Connect with Us on GitHub

? View Documentation

£33 Open Settings
Sign out

Visual Studio

1. MBEOWL%EE Amazon Q B#R.
2. MR EEAZEW R REBFEW

41
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RAriEmE

- fald F=

— Generate Code Suggestions Alt+C

Pause Auto-5Suggestions
mn: 17.7 Resurne Auto-Suggestions

Open Code Reference Log

View User Guide

. Oien Getting Started

mm local View Options e
dient
1 to: C
Client
1 reanlve hearer token awsRiuilderTd sendewhii snerer.

Sign Out

ityl

AWS Cloud9
Amazon Q AXEFEEHRFFMXAEI, AWS Cloud9

E{Z -1 Amazon Q 1 AWS Cloud9 , i& AWS Cloud9 M
B#F Amazon Q HE R IAM B AWS Cloud9,

Lambda

£ Lambda FEAREFHMBEL D Q BEW , FHITUTRE

1. £ Lambda B &|&F , ITH4E Lambda R RE,
2. ERER XZoMNIELS EETE,
3. MTHFEAEFE Amazon Z4BEW,

Amazon SageMaker Studio

1. 7£ SageMaker Studio #HlAH , NE OKZPEE Amazon Q.
Amazon Q ERFITF,
2. EREEEFHERI H REBHEN,

JupyterLab

1. 1E JupyterLab ZHI&H , NE OKEFIEE Amazon Q,

EEFERANBERAT T

TEEN

42
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Amazon Q EHRFITFF.
2. R “EEaxE H REBFHEI,

AWS Glue Studio Notebook

1. 7£ AWS Glue Studio Notebook #Z#|& 7 , WNE OEZP%EE Amazon Q.
Amazon Q ERFFTF,
2. B “EEAmE R REBFEIL,
5% Q B4 hE EfEIE1T

ARFE R Amazon Q AIF R REXTENNARER. LWRAREFCE— Amazon S3 FEBA—1
Amazon DynamoDB & , A& — N IEX FAMES R 8 Tl

HIXE , Amazon Q ATLEBFT R ERRES ANE, ERAKE  FRETUESMEUZEIR,

basics . boto-whisper-demo.py

from boto

EXE , FREWMA—FIR , #HE TN EET —TENRRB,

Amazon Q E#TIN T ERAN S E. FREFUER Tab BESZEW.

L5 Q B EREELT 43
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basics > boto-whisper-demo.py
import
from boto3.session import
import
from botocore.exceptions import
import
import

Amazon Q E##TIt , F—NEBORFRREGION , HEF Rus-east-1, XRHIAE,

basics > boto-whisper-demo.py > ...

logging.basicConfig(level=1logging.INFO)

session = Session()

15 DEFAULT

EXE , AREBEZHRENRBE , UITH AP S Amazon S3 Hl DynamoDB Z BEIH & 1&,

K AWS APl M EF 4% T ESR Amazon Q Bi T EHERER.

L5 Q B EREELT
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logging.basicConfig(level=1ogging.INFO)

session = Session()

DEFAULT_REGION = 'us-east-1'
TEST_BUCKET_NAME = 'my-test-bucket' #Str(int(time.time()))
TEST _TABLE_NAME = 'my-test-table' g”str(int(time.time()))

FEERRETTHAUEFEEBNERBENER. ERETH (URLETX) , Amazon QIE#H 7 TEMN
Inge , Hh@BtrylexceptF A,

JEEM A TEST_BUCKET_NAME, which is a constant declared earlier in the same
file.

s3_client = session.client('s3', region_name=us—east-1)
dynamodb_client = session.client('dynamodb', region_name=us-east-1)

A

23 def create_s3_bucket|

L5 Q B EREELT
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T & & 2 RINITT 4a% AR €13 DynamoDB RV BB B#5. B2 Amazon Q AIAZHHHXEEALE
E

BFEE , ZBWERT ZHLIEN DynamoDB £ , EEEIFIRHRE T Z2E,

49 def create_dynamod

HAmazon QIRIWSTEKETTMIHARE , FREMEHNRIAFTLRE T £ TR B,
FESREER - MNP EIROR N EBHRES A,

Fr & 3 o WIRIFF 46 % A fF 212 DynamoDB REVEEHI B . B2 Amazon Q IS #HHIX R EAE
=,

BFEE , ZEBWERT ZHILIEN DynamoDB €% , EEEIFRPIRE T ZLE,

L5 Q B EREELT 46
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ass TestBotoWhisper(unittest.TestCase):
de

AEFBIFILM LTI, Amazon Q BETENETEHARE,

basics » boto-whisper-demo.py > ...

def test_create_dynamodb_table(self):
create_dynamodb_table('my-test-table"')
client = boto3.client('dynamodb', region_name='us-east-1")

response = client. llst tables()
self.assertInfimy—t o respanse [ 'TableNames'])

FTHREERT , Amazon Q FEIX—

NRBFIEM LT, Amazon Q 12t TENTEThAE,

L5 Q B EREELT
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" main():

create_s3_bucket(TEST_BUCKET_NAME, region=DEFAULT_REGION)

create_dynamodb_table(TEST_TABLE_NAME, region=DEFAULT_REGION)

&G, FRARE#HITHRIBAIE — IDE LI EB1TE TR,

L5 Q B EREELT 48
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boto-whisper-demo.py X

basics > % boto-whisper-demo.py > ...

def test_create_dynamodb_table(self):
create_dynamodb_table( 'my-test-table')
client = boto3.client('dynamodb', region_name='us-east-1')
response = client.list_tables()
self.assertIn('my-test-table', response['TableNames'])

lef main():
create_s3_bucket (TEST_BUCKET_NAME, region=DEFAULT_REGION)

create_dynamodb_table(TEST_TABLE_NAME, region=DEFAULT_REGION)

if __name__ == '_main__"':
main()

PROBLEMS ["@= OQUTPUT  DEBUG CONSOLE  TERMINAL - zsh - basics

e Bl s " = % python -m @nittest boto-whisper-demo.pyli

£ AWS YmiBEREE A4 B BREZ I

BR T2 =% IDE 24\ , Amazon Q Developer }: A ATE IR B S W RIBIFER AWS RSP ERNERE
Wo

LUTETHNAMMEER AWS BRFFi%E Amazon Q BB EI
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(@ Note
MREELAU P ER Amazon Q , BRALEFERARI R Amazon Q Developer Pro, EX#{ER
T, CREHALNEBRRMNETREMEIR , AETETHRER. BXEZER , B2H 18
iE Amazon Q F & &,

£ |

» 7£II 5% SageMaker Studio F{#H Amazon Q FF % &
« B Amazon Q FF A& LS JupyterLab

« EI 5 EMR Studio # £/ Amazon Q Developer

« £ AWS Glue Studio AT ¥ Q F A E

« $f Amazon Q FF X &5 AWS Lambda

« f Amazon Q FF X &5 AWS Cloud9

+ ¥ Amazon Q Developer 5 & g% — 2

1230 5% SageMaker Studio A Amazon Q FF 5 &
RN B AR B FBUE Amazon Q for Amazon SageMaker Studio. EJEJE , Amazon Q 7] LAfE &84
ERB B3 HEERD,

(® Note
Python 2 Amazon Q £ SageMaker Studio P — XK HEERES.

1. RE Amazon SageMaker &R
55 FI Y SE R %A SageMaker BIERIZE AWS tk F RSB EEAF,

BXEZER , HZ ML S # SageMaker AP EEHPHIREIL Si#h SageMaker £ REH
2. ZETS# SageMaker H Ao

Z# A Amazon SageMaker Studio , %4 BfEH SageMakeriZHl &5 AWS CLI 5L 5 i#h
SageMaker H B EMRE. EXREZEE , BSH (L E# SageMaker FAFIEFE) FHY “mAIL
L% SageMaker HH",
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https://docs.aws.amazon.com/sagemaker/latest/dg/gs-set-up.html
https://docs.aws.amazon.com/sagemaker/latest/dg/gs-studio-onboard.html
https://docs.aws.amazon.com/sagemaker/latest/dg/gs-studio-onboard.html
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3. @& SageMaker ITABRINE Amazon Q H<KNER.

SIETEUTIEGN IAM K, RAREFZREHMNIEEZNAFP N ARAXBKNRITAE (IAM)
HRANPREE ( IAM Identity Center ) o

® Note

Blcodewhisperer 25 Amazon Q Developer &HMWBRESHIBE . BXREZELR
BZ Amazon Q AR EEWB-TERE,

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "AmazonQDeveloperPermissions",
"Effect": "Allow",
"Action": ["codewhisperer:GenerateRecommendations"],
"Resource": "*"

BXEZEE , B30 IAM A EEH I IAM REEFR AR IAM 541X ER.
4. TE{REY SageMaker Studio & F/E A Amazon Q  EREF.

17 “BahdR" W+, ARG , i SageMaker Studio ARG L im ( FTREGL R ) B, BTHUT

ADLA
AP o
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-attach-detach.html
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Launcher

Motebsoks and cormpute nesounoes

Dwta Sclence

L} Create notebook e console Gpen image terminal

stilities and files

* Pythan file

conda activate studio

pip install amazon-codewhisperer-jupyterlab-ext~=1.0

jupyter server extension enable amazon_codewhisperer_jupyterlab_ext
conda deactivate

restart-jupyter-server

BXUSBANT—SHNESZER , H5H (LS # SageMaker FF A &EERE)Y FH “£/H Amazon
SageMaker Studio BzE5"o

5. IF—1IHEIEIEA,

(® Note
8 Amazon Q TR ARBRERERBETES, EMNTF2HIMERNETIED,

MEMNZELER T SageMaker Studio FEH Amazon Q RERB T, (BUEEELRIF

5'4; o )
BXBERERNER , B RERRER,
¥ Amazon Q 7 % &5 JupyterLab

RN B AR EHiEBEFBE Amazon Q Developer JupyterLab, BUES , Amazon Q AT MERRE
R ELNNSEE: Z- 2R
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https://docs.aws.amazon.com/sagemaker/latest/dg/studio-launcher.html
https://docs.aws.amazon.com/sagemaker/latest/dg/studio-launcher.html
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® Note
Python & Amazon Q XFHI M —4wIZETES JupyterLab,

I[ETER % JupyterLab

JupyterLabZE BT BN L RE , RBEWREC L JupyterLab &% |, BETHUTH R REEHRA,

pip show jupyterlab

BiC TR R AR | H iR B8 LU 597 A A A R i B B 1T R 1,
£ Jupyter Lab RZAH £ A pip ¥3 >=4.0

B LAMERALU TS RENE A JupyterLab 4 KREY Amazon Q ¥ E.

# JupyterlLab 4
pip install amazon-q-developer-jupyterlab-ext

# A pip ZEER T Jupyter Lab hxAs >= 3.6 M < 4.0

U LAMER LT RENG R JupyterLab 3 MREY Amazon Q § R,

# JupyterLab 3
pip install amazon-q-developer-jupyterlab-ext~=1.0
jupyter server extension enable amazon-qg-developer-jupyterlab-ext

FEAHRTHHRIE AWS HEZE ID
EUTEHES | BFRELERKSS ID, ¥EH Amazon Q B, BHERZRESHITEHRIL,

1. RIFTEREEFERARN R SRIETF JupyterLab,

2. EBHOKIPH Amazon Q HRF , iE#F “B3h Amazon Q,
3. MEHBEOREE “EHRBHHLE",
4

£ IR AWS 1% D' WAL , WRMXALRE D, WA ABFEIFEIL , AFEE
T8,

MREEHEKRR ID , FRERXRENBERTEHN LR,
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https://pypi.org/project/jupyterlab
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5. ETF—1MOIREN AWS EE IDREL , MABHRHLERT—F,
KRB FERARIEEE , EZAFRPRARIEN , AFERER “RIE
ET—1MEEL , ERHBIAEE , RABIEFENE AWS WEE ID
FET—L , &E AW LA Amazon Q 7RI EIE.

© N o

M1E , BNZ JupyterLab £ AR ID &3k Amazon Q.

BEFftagmis , BSRAERARER,

7| Untitled3.ipynb o 7| QDevDemo.ipynb e |+
B+ X DO B » m C » Code v # Python 3 (ipykernel) O =
[1: ‘# Create a function to coov S3 bucket v &8 F 8

Suggestion 1 of 4 from Amazon Q

def copy_s3_bucket(bucket_name, source_file, destination_file):
s3 = boto3.client('s3")
s3.copy_object(Bucket=bucket_name, CopySource=source_file, Key=destination_file)
print("File copied successfully from S3 bucket to S3 bucket")

ZEX 5# EMR Studio £ A Amazon Q Developer
AT AIMA R T D# EMR Studio & & FEE Amazon Q Developer, E5EfE , Amazon Q 1] BLFE &
B ETL KB B HENB,

(® Note
Amazon Q X#% Python , EATA T AL E# EMR Studio F# Spark 5 4wE ETL A,

FRAUTSEIZEE Amazon EMR Studio A5 Amazon Q Bt & E A

1. 1i%E& Amazon EMR Studio &1ic 7%,
2. FUATEEEHKIMNZE Amazon EMR Studio £i24&8 IAM B &€,

(® Note

Bicodewhisperer 25 Amazon Q Developer & HHBREHIBE . BXREZER
BZF Amazon Q F A EEWHE-TERHE,
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https://docs.aws.amazon.com/emr/latest/ManagementGuide/emr-managed-notebooks-create.html
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RAriEmE

"Version": "2012-10-17",
"Statement": [

{
"Sid": "AmazonQDeveloperPermissions",
"Effect": "Allow",
"Action": [

"codewhisperer:GenerateRecommendations

1,
"Resource": "*"

}

3. 3T Amazon EMR ##| A&,
4. 7£ Amazon EMR Studio T , B T/EZH ( Eic B ) .
5. &EAMEMNIEX , RAFER “RES

£ AWS Glue Studio REHAT Z# Q F A&

AT AR ERBSEEA T AWS Glue Studio 124y Amazon Q Developer, BEfE , Amazon

Q AL EERE ETL KB B EENRDE,

(@ Note

Amazon Q [E/} X # Python 1 Scala , X##1E S A T Studio F AWS Glue 73 Spark £l

w5 ETL BI7S,

EUTEHSED | BFiRE AWS Glue FEA Amazon Q.

1. iRE AWS Glue Studio £ it <& /X,
2. WA EEEKEINEI4REY Glue Studio £i24EH IAM A&

(@ Note

Bicodewhisperer$ 25 Amazon Q Developer & HHBREZHIBE#H. BXREZER ,

BSE Amazon Q A A EEMB-TERE,

AWS YmHBERE Y 2RI
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https://console.aws.amazon.com/emr
https://docs.aws.amazon.com/glue/latest/ug/notebooks-chapter.html
https://docs.aws.amazon.com/glue/latest/ug/notebook-getting-started.html
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{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AmazonQDeveloperPermissions",
"Effect": "Allow",
"Action": [
"codewhisperer:GenerateRecommendations"”
1,
"Resource": "*"
}
]
}

ITFF Glue #2H1A

EETLHLT , ERLIER,

BIABIEE Jupyter EiBA, R BIE,

H|AYEL E TR,

NFIAM B8 |, BERERENS Amazon Q RENAE
T BHEIRLR,

© N o 0o bk~ W

¥ Amazon Q FF X & E AWS Lambda

RSN BN Lambda &l &18 B FBUE Amazon Q FF .k E. HEE , Amazon Q AU EEF .
BEATTE Lambda RIBmES P IRBRERBE,

@ Note
£ Lambda #H| &% , Amazon Q XX #F#EH Python 1 Node.js 21T HY B ¥

AWS Identity and Access Management Lambda HI X R

Eil Amazon Q £ Lambda ###| & FRERI , BLATAREN IAM BFRSAREAEEN IAM X
BR. BATURI codewhisperer:GenerateRecommendations #XBR , #1LLR IAM policy R H PR
BLIR B9 BREE
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https://console.aws.amazon.com/glue
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® Note

Alcodewhisperer 25 Amazon Q Developer & HHERZHIBE#H. BXEZER |, S
g Amazon Q F R EEwE-EERE,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AmazonQDeveloperPermissions",
"Effect": "Allow",
"Action": ["codewhisperer:GenerateRecommendations"],
"Resource": "*"
}
]
}

BRIEZER A IAM policy [ IAM 4R FREIMUNRE. BxEH IAM BiFHEE AWS Lambda ,
®SH (AWS Lambda FF A A RIEEE) AWS Lambda® 8y 5 3 #15 R EE,

ff£A Lambda BUEL Z# Q FAE
E £ Lambda #Z2#| AR IBEERHEE Amazon Q , BERUTHFR,

(® Note
NEEFRE ( FFELILE ) X¥F Amazon Q for Lambda,

1. #T7F Lambda #HIANEHHBNE , AFEFREERBHE.
2. EREHREIRM Code source ( KHBBIFE ) T, RN XL=HH Tools (TE ),

3. 1% Amazon ZHBEIN, X EEUE Amazon Q RS, WiEME LA HI —/NEEFRIE. B
EAIIEE , BEXERIED,

BXRERWEES , BSRLARER.
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https://docs.aws.amazon.com/lambda/latest/dg/security-iam.html
https://console.aws.amazon.com/lambda/home#/functions
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¥ Amazon Q FF X & & AWS Cloud9

AWS Identity and Access Management BJXBR AWS Cloud9

Eil Amazon Q 7£ AWS Cloud9 2 #| & RIRHEBI , BYUMAEN IAM AFRSA RS AIERN IAM
PR, EMAFURIN codewhisperer:GenerateRecommendations R , #ILAT IAM policy R4
Pt 69 R4 -

(® Note

Bicodewhisperer 25 Amazon Q Developer & HHREHIBE . BXRXEZER | S
7 Amazon Q F R EEmB-TERE,

{
"Version": "2012-10-17",
"Statement": [

{
"Sid": "AmazonQDeveloperPermissions",
"Effect": "Allow",
"Action": ["codewhisperer:GenerateRecommendations"],
"Resource": "*"

BRIEREREA IAM policy [ IAM EERFREIMENR. BXFER IAM BiF4HES AWS Cloud9 |, &
ZEAWS Cloud9 A AWS Cloud9/ #y 5 4 F115 A & 12,

FEAUTARBE Amazon Q AWS Cloud9
E7 AWS Cloud9 # &l &R IBmEES P EUE Amazon Q , BERATEER,

1. EIAH AWS Cloud9 IR | R B O LB 5% AWS #ir,. ERSFOARE.
2. EERTFTAEWALRELIET , 7T Amazon Q THIHIEK,
3. %&# “B A Amazon Q%

£ < Amazon Q W5 IDE £/ AWS Cloud9 ¥ 7 AWS Cloud9 IDE # & RRBENKRE |, FS
IR R
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https://docs.aws.amazon.com/cloud9/latest/user-guide/security-iam.html

Amazon Q FF & & hRX AFEE
£ Amazon Q Developer 5 H MRS — i £

AWS Identity and Access Management E th JR 55 HI X R

Eit Amazon Q EEMBRSHNES TRER , BX4AREN IAM AFRAREAEBLN IAM R,
BRI codewhisperer:GenerateRecommendations XFR , #ELT 1AM policy =45l A PR
Y BB

(@ Note

Blcodewhisperer 25 Amazon Q Developer &HMWBRSHIBEF. BXEZELE | S
7 Amazon Q F X EEmA-TERE,

{
"Version": "2012-10-17",
"Statement": [

{
"Sid": "AmazonQDeveloperPermissions",
"Effect": "Allow",
"Action": ["codewhisperer:GenerateRecommendations"],
"Resource": "*"

}

]
}

BRIEEZER 2 A IAM policy [ IAM 4R FREMENR. BxEA IAM WFEHAEE , BSH IAM A
PEEYNLZ S HESEE,

fi£ F IR G262

M Amazon Q SRERABRE WA |, B EARERERRITENIRE , Hl0Z3) Amazon Q HIEZH#E
=,

EREEEPTRABHERTT XIE (IDE) LEEF IDE HREERER

Toolkit for Visual Studio

BiE BERER
FzE3N Amazon Q macOS : Option + C
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https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html

Amazon Q FF & &R ArfEm
BE BARER
AWSToolkit.CodeWhisperer.Ge Windows : Alt + C
tSuggestion TEREHEH
BEZEW A
T— 1= macOS : &I +,

Edit.NextSuggestion 7EZREBHES Windows : Alt +,

TRIRHE macOS : &I + ,
Edit.PreviousSuggestion 7EREHE  Windows : Alt +,

§

EL4E IR % ESC, Backspace i EHEEA , —BHiH

BESFEMEB Visual Studio BRiAEEE iR,

NF/FATE , BURKIHE R,

B Visual Studio FERZBHE , HEMATE-> ET-> B,

AWS Toolkit for Visual Studio Code

%

Fz /53 Amazon Q

BEREWY
T—MEE
SRR HEE
B4 2L

R RER

macOS : Option + C
Windows : Alt + C
R

16 4 B2k

6 2 B 2k

1% ESC. Backspace REHLEEA , —BHiH
MFRFFEE , BUHRMSE X,

EARER
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https://visualstudio.microsoft.com/keyboard-shortcuts.pdf
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EE R VS Code HHIRBHTE , S VS Code ML EHY Visual Studio {XTBHIIREBLIE,

(® Note

BUBRT , VS Code HHNBREW T EEZL TERARS, BXREZFER , BZH VS
Code Muh EEFIRITAIABREN T B,

AWS Toolkit for JetBrains

] BARER
F3 /331 Amazon Q macOS : Option + C

Windows : Alt + C

EXEW bRl

T—MEE a4 83k

TR HEE 6 = B 3k

LR ¥ ESC. Backspace SiEHEEA , —BH

RFFAEE  BUHRSHE K.

B Intelli) PESIREHTE , FSEME LR Intel liJ ID EA BERER, JetBrains

Amazon SageMaker

] BARER
F3 /330 Amazon Q macOS : Option + C

Windows : Alt + C

IR bRl
TR 6 T &2k
TR HEE @ L&k

AR 5


https://code.visualstudio.com/docs/getstarted/keybindings
https://code.visualstudio.com/updates/v1_75#_redesigned-inline-suggestions-toolbar
https://www.jetbrains.com/help/idea/mastering-keyboard-shortcuts.html
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RAriEmE

R’
148 I

JupyterLab

RIE
Fz 33 Amazon Q

EXEWN
T—EE
RIS
BB

AWS Glue Studio Notebook

B’E
Fz/F3) Amazon Q

BREW
T—NEE
TR IS
B4 I

REREER

ESC

R REER
macOS : Option + C
Windows : Alt + C
pri Al S

6 &k

m &k

ESC

BERER
macOS : Option + C
Windows : Alt + C
EBF

CRYE

[ £ &5k

ESC

EARER
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RAriEmE

Lambda

BRI

FRRIMABEIL

EZEW
ik =

B RER

macOS : Option + C
Windows : Alt + C
bl S

ESC. Backspace. [ME{E1a]J5 @R z) ok k425
A, BURASBIER,

EFNRBHE , FRUATIRERE.

1. EEFREIIRER |, REERERUITH ‘BRI &I+,
2. TEUESRIUIETFL &R REHE,
3. HERBATHERES , A Amazon Q.

Code Test Monitor Configuration

Code source info

File Edit Find View Go Tocls Window
B lambda_function

PROJECT SETTINGS

Envirenment

USER SETTINGS

¥ KEYBINDINGS

THEMES

Aliases

Versions

Upload from ¥

=
ww

Keybindings

Change these settings to configure how AWS Cloudd responds to your keyboard commands.
You can also manually ec

Reset to Default Keybindings: Reset to Defaults

Keyboard Mode: Default

DOpesating System: Auto

x

Keystroke

Amazon CodeWhisperer

EARER
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AWS Cloud9

BHE BAEREE
FHRECIBEN macOS : Option + C

Windows : Alt+ C

EZEIN EI
BRI ESC. Backspace, [EMEfAIJ5[ER3N KL

A, BURSBIHEX,

1. EERENEN , ERERERNITT “BEI EmF,
2. EEEIUETFL, &F REHE

3. GEERBEHPEERES , HA Amazon Q.

4. 7E Keystroke FlH |, M SE BB ThEEXT R HY 224K
5 WMAEYEZIIENRE.,

ERRBESH

Amazon Q EREMEE L RMNFFRIME hZEMH, G , OB RENEN TR TR ENREERIIL
HiE, KB3EZ8EAE>X Amazon Q BTERHEENRKRNE S,
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£

- EENE#HNKBSEHA

- REAMITFRIBEIH

- EEIBHTH 5| ARKE

EENEHMNBIH

BEZZRAE , KAUEEEIIGKBERACHRBHEESI A, £ETUEHRNIRE Amazon Q B
RIBEL,

RGN IDE AEFEEXNMMEENEHRBSIANS R,
Visual Studio 813
E SR Amazon Q E&XFZEBVS Code , FIRUT S RIEE,

1. BHRREEANERENRHRAVS Codefl Amazon Q ¥ BEFo
2. TEHVS Code , M IDE B OJKZFHYAE HFEH % Amazon Q.

Amazon Q EH = 1E IDE & AR TRERT I,
3. EEIHARBSERE,

T “RBSE BT ETF, FIHTAAEXNKBREUNEIA,

TERERTITFH Amazon Q EFFEMAESE BERIF,
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o0 Amazon Q

in-example.py = Release || {} launch.json

1 Select a language, Il Pause Auto-Suggestions Currently RUNNING
Start typing to disi 2= gelect Customization 1 new available

</> Open Code Reference Log

&7 Try inline suggestion examples

Il Pause Auto-Scans RUNNING

&> Run Project Scan

[ Open Chat Panel

¢ Send Feedback

§? Connect with us on Github

E] View Documentation

{g} Open Settings

I=> Sign Out Connected with IAM Identity Center

PROBLEMS (22 OUTPUT DEBUG CONSOLE TERMINAL PORTS CODE REFERENCE LOG

Your organization controls whether suggestions include code with references. To update these settings, please contact your admin.

X ®0A21®O1 WO  AWS:IAM Identity Center (amzn) [> Amazon Q C» Java: Ready Ln1,Col1 Spaces:4 UTF-8 LF PlainText (3

JetBrains

E £ JetBrains IDE &R Amazon Q S Z & , HRUTSRIRE,

1. BFRKREEANRRZFRER JetBrains IDE 1 Amazon Q 4.
2. TE®JetBrains , M IDE & OKZPAVIRASEE FiEE Amazon Qo

Amazon Q EFFEFERSELFH I,
3. EEIHARBSERE.

FTTF “RBSE BT BB F, FIHTAAEXNKBREUNSIA,

TERERTITFE Amazon Q EFFEMABSE BERIF,
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. my-project v Version control v Current File v

[V ENEIE]
public class Main {
public static void main(String[] args) { System.out.println("Hello world!");

}

Amazon Q

[0 Pause Auto-Suggestions

&3 Open Code Reference Log
B Select Customization (1 new)
< Learn

[0 Pause Auto-Scans

Run Project Scan

Code Reference Log (3 Open Chat Panel

Your organization controls whether suggestions include code with references. To upd: act your admi
© Send Feedback

©) Connect with Us on GitHub

? View Documentation

3 Open Settings
Sign out

my-project > src > Main 5:2 LF UTF-8 AmazonQ @& AWS: 3 Connections 4 spaces &

Toolkit for Visual Studio
4 Amazon Q B KBS EEAT Visual Studio B9 Toolkit FHIS|HEt , RS EXBAHIMER
W R A,

# Create function to create a DynamoDB Table
def |Suggestion (License: MIT) 1/ 1| Tabl to accept | & |

AttributeName': 'id
FESESENENEESIEUNRXERESEREF,
BEGRSERL , FIER AWS BEfr , RAEEFETFRBSZE BT,
FHASSSEEN TEIBUMNTIR, HIIRDFE

- BUBEINER, RETSFHMREEIRBHPHBRME,
« RERRYVFATE
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- 5| ARRKE
« HEFEIABNRBAE

Output

i

=RNC)

nr
N+

Show output from: |C|:||:IeWhi5perer Reference Log '|

JLodeycloud.py(18,5): Accepted recommendation with license: MIT
. .|

HE Bttps://github.co

T SRR ST AT
R TS PR
(LI L) =
|
Fmrrlme e g
(LI LR * i |
|
|

.
Pl I B B ETELE ] B L
1

rrlmeneme i
Fol L LEIE TR

I.
(L S L TR L I o
EEEL L LY J L

AWS Cloud 9
I Amazon Q 5 AWS Cloud 9 Bt &R , X155 ABRIAL T B ARES
ENHXASNBEERHT , BRUTSRIRE,

1. £ AWS Cloud 9 ZHIEME LA | 1%EFE AWS Cloud 9 ##r.
2. MTHXEFREE EIET,

EEEHANAN | T BRI %M+,
3. ECEEIC ZIMFLEHN CMERE TH VBT , &% AWS Toolkit.
4. EEREUHIER Amazon Q : ERES|I AR ESEREIL

Lambda

Lambda A Amazon Q X FRE51 A, HE™ Amazon Q 5 Lambda B2 & AR , HAwHE
SENR BRI HE R,
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SageMaker Studio
E £ SageMaker Studio &R Amazon Q ZEB&E , BRUT S RIEE,

1. 1£ SageMaker Studio B AMIKER , FTFF Amazon Q HEHHRo
2. ERTARBSERER,

JupyterLab
E &R Amazon Q $EEFRKEE JupyterLab , BIRUTSREAE,

1. 1 JupyterLab B OJKER , 37 Amazon Q HEHRo
2. ERTARBSERE,

AWS Glue Studio Notebook

E £ AWS Glue Studio Notebook #& /R Amazon Q ZZ 8% , FIRUTHERIEE,

1. £ AWS Glue Studio Notebook & A EER , 3TF Amazon Q H1R.
2. H“EEIHARBSERE,

RXAMITIF B H

HERZHIDE #F , RIBEIARIAL T BRRS, EFE IDE UEF AR MAXAHIT AL 5 AR
HRK.

Visual Studio X%
0T Amazon Q 5—REARTVS Code , REE 5| HEBIAL T B ARA,
ENEXARBEETITH , BRUATISREE,

1. FHRREBEANERENRFMRAVS Codefl Amazon Q ¥ EREF.
2. TEHVS Code , M IDE & OJKZPAYAH B FE & Hi1E$EE Amazon Q.

Amazon Q EFE4S1E IDE & AW TERFT 7o
3. ERYTHRE", REGZMFHT , EHETRTES Amazon Q #Hx<HEDI,
4. EHFECHESD ‘ETRTFRBS|ANABRABREN SZiHHWEIEE,
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RAriEmE

JetBrains
MIRTE H W JetBrains IDE £ H Amazon Q B , KRB S| BEIALTFF BIRE,
ENEXARBEEETITH , BRRUATIREE,

1. BFHRREFERANREHMRAR JetBrains IDE F Amazon Q &4,
2. fE"JetBrains , M IDE & O JEZPAVIRASE FIEE Amazon Q.

Amazon Q EFENERSELFHFF,
3. BERYTHRE", REBEOHHF , EHRERTE Amazon Q HxH LD,
4. EHPRECHIES ERESI AP ETESEIN ZHNEERE,

AWS Cloud 9
LI Amazon Q 5 AWS Cloud 9 BE &R , RIE5I AL T B RRES,
ENEXARBEETITH , BRRUATIREE,

1. ¥ AWS Cloud 9 #Z2HIAME LA | iE#E AWS Cloud 9 ##x.
2. MTHREFRER "BEI

ERFAENAN | T BRI R+,
3. FEEAIUIEWMFLEHN MERE THW “TEB”T , &#E AWS Toolkit,
4, ERFEVEHERE Amazon Q : ERESIARAEEIL,

Lambda

Lambda A H# Amazon Q X FRE51 A, HEB™ Amazon Q & Lambda Bl & 5 A A
SENRIDENETEE I,
SageMaker Studio

YR Amazon Q 5 SageMaker Studio BE& AR , KRB 5| AN TFFBIRES
ENHEXARBEEFTITT , BRATSRRE,

1. M SageMaker Studio & O HITREPIEE “RE”,
2. MNRE" THRIIRY , &EF ‘SRREHRESR.

, EAHE

ERNREEIA
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3. 7 Amazon Q THFIFRHF , P HEUHES B AT ARDSI ANER LN ERE,

JupyterLab
LR Amazon Q 5—#RE A JupyterLab , XTE 5| AEIAL T B RRS
EFNHXARBRERITIT , BRUATIRERE,

1. M JupyterLab & ATREPIEE & E
2. MUgE THRIRT , EF ‘SRRERES
3. 7 Amazon Q THFIFH , EHPHECEED “BRATERBE S| ANEI ZhNEEE,

AWS Glue Studio Notebook

1. M AWS Glue Studio Notebook & M HYJEEZBi%1F Amazon Q.
2. HEHRHAXEAH | R “FTESIANRKBE ZBHFFx,

(® Note
AR5 B{XE YA AWS Glue Studio £ ic MY IF£28¢ 1 N A Ko

EFRIRHTH A5 AR

HEXL IDE # , BUEETREREFEEEARINSENEN,
EREH IDE UEFEREUNEER FHRHNT R,

Visual Studio 14#5

MRERLWERR  NAMERTEZTEENMARBSENEN. MREXHEM , NAR
BMNATTREFT R EFBET IDE EFMA, XEFRAZFEBEFEMBUHED £—TFIHEH
EiE  ERMREBEDLWRAIERFRY , WA EE[ARE,

ERFETEVTEELLRSEENEN , FRUTSRIRE,

1. £ Amazon Q F R EE#HIEH , ERRE.,
2. £ Amazon Q AR EMFFEBERT , “EBERE,
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3. ERBHEMAEGE NEHMN SRRE" BERXF , BUEER ‘ERBI ARI SR,
4, ﬁ#*1%ﬁ§aﬂzo

JetBrains

MRERPWERR , WAERETEZTSBNMAARBSENER, MREXHEM , NEAR
B MATFREBFLRILEFET IDE EFMA, XEFRARFEBIZFEMBUHILER £—THIHEH
EiE , BERMREEDLRFERFERE , WA EEMLME,

ERFFEETELLRSE BRI , FRUATIRIRE,

1. & Amazon Q FFREZFIAH , EFKRE,

2. 7 Amazon Q FREKFFHEERT , ERRE.

3. E“RBEMAGE MEM ‘SHRE" EXT , BUHER “ERBEIARIEEW.
4, HEBRRTFER.

Toolkit for Visual Studio
ERBETEBRFELULRESEXBMPIEN , BEREUATIRIEE,
1. ZBALLEIUATAMHAERXN 2 —#H AKRBEIARE :

a. EEBEOBEK Amazon Q B , ARFIERED...
b. ®i&E“ITE">“AWS I EA’-> Amazon Q
2. FYHRFXRERHN True 5 False , EABARTEREEESENEFTIEEN.

AWS Cloud 9
AWS Cloud 9 Y Amazon Q X FERREFE LU KSENRBE

BEENMATFREREZFEY | BHSHHRAEE A,
Lambda

Lambda F# Amazon Q A ERB5IAH. HE Amazon Q 5 Lambda BE& AR |, FATE
SENRIDENETEE R,
SageMaker Studio

Amazon Q A% #7E SageMaker Studio FERBHEHFE I RS ZENRBE.,
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JupyterLab

Amazon Q T FEFEHTEL U RS EWNRBEN, JupyterLab
AWS Glue Studio Notebook

Amazon Q A3 #57E AWS Glue Studio Notebook PR FFEATHESENRIBEDL,

K =6l

Amazon Q AILERENGRPHERB, ETHCNAEBRAECERNRREEERERDE , BE
BEUTRBBRHA,

£

- f£H Amazon Q FF R EFZER LT

« {#/ Amazon Q Developer 4 X 52 B Ih &L

- /A Amazon Q FRE TR XR

 f£/ Amazon Q Developer 5B Docstring. JsDoc # Javadoc

-« £ Amazon Q FF & EIRE line-by-line ##E

£ Amazon Q F X &K E TR
YHIEFHEBARTRBE , Amazon Q 2RBRFELLF M2 m ANBTREEL,

C++

JavaScript

EIRAEIF | Amazon Q TR T F X B FF B — 1T,
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TypeScript

HEHRGIF  BREATZEN TS , RS Amazon Q RE THE 2 mRAKB,

index.ts X

import-{-S3Client -} from- "@aws-sdk/client-s3";

const =-new-:53Client({});

X

C#

FERBIR , Amazon Q BIFETFIRREM T B1THE,

R RB
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Shell

ETEH , Amazon Q 2 7 EX AR EITRBAEW,

Java
LB HRBALTRBE , Amazon Q ARFBELSFM AN AARNBTREED,
ETHHTAIH , £ Java b , AFPNFRFE public WAIMBHE,

BIEEMARR , Amazon Q @R EFENEREREW

Go Run Tools Window Support Prawiew . Run

example.java o ®

class

Python

ERHEIF | Amazon Q REF X BN IFCHE T —1TR1,

KB =B 75
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£/ Amazon Q Developer 4% & 5 # Ih&E

Amazon Q AILARELBEN TICEREBENEE. HRERITFICH , Amazon Q HEW—MEREREZE,
MREEZEW , Amazon Q LB XFBEEN T -2 HIBHEN, BFEEERNUCEBAT
AT RATBIT , Amazon Q L& BTBENBARITEN,

C
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C++

JavaScript

EUATROIF , ARFRE—EIRERFFRETERHY.
= index.js x Environment Var Preferences

* AWS Lambda handler

*

* Exports a single function that takes the "operand" property from the event
* input, squares it, and returns it.
i

| X

1
2
3
4
5
6
7
8
9
/]

[

ETEH , ARFEAT —NMNHTM Amazon S3 RN HHEREZR, AF , Amazon Q B £MH
SSHEiZread_from_s3k5%.

def read_from_s3(bucket, key):

import boto3
53 = boto3.client('s3")
obj = s3.get_object(Bucket=bucket, Key=key)
return obj['Body'].read().decode "utf-8"J)

K53 =) 77
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® Note

B8, METEMRAIFTR , Amazon Q &R importiBAERNHEBIMN —2r0, BIUHXLE
import EBEAF BB XHTRER,

B¥—71MGlF, £ TEY , ARFRET —MEEZLR., A5, Amazon Q B £ HXE M
ZquicksortFik,

def quicksort(a):

if len{a) == 1:
return a
else:
pivot = a[@]
less = [1 for i in a[l:] if 1 <= pivot]
greater = [i for i in a[1:] if 1 > pivot]
return quicksort{less) + [pivot] + quicksort(greater)

Amazon Q FRHEBWNAZERIENREBLER, ETERP , LAFPHNRAFELES T EH
BX quicksort WEBWEM A, AR, AR ARZE sort FERE TS —MNHELE., A
J& , Amazon Q BRIEELRFRENABTREL 7TXMEW,

def guicksort(a):

1f len(a) <= 1:
return a

else:
pivot = a[@]
less = [1 for 1 1n a[l:] 1f 1 <= pivot]
greater = [1 for 1 1n a[l:] if 1 > pivot]
return quicksort(less) + [pivot] + quicksort(greater)

def sort(a):

return guicksort{a)

ETHEF , APRET —FiER, BRI\EXFITIL , Amazon Q ERERWEARKLES,
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RAriEmE

# Binary search function

def binary_search(arr, 1, r, x):

ETEYF , LATFHNAFELEZ TEUNERZEE. ARE , Amazon Q AJLAEI
Zbinary_searchIhfe T XU,

# Binary search function
def binary_search(arr, 1, r, x):

while 1 == r:

mid =1+ {r - 1) // 2

if arr[mid] = x:
return mid

elif arr[mid] < x:
L =mid + 1

else:
r=mid - 1

Java
LT3R EE Amazon Q IR HEB W H 5| SR E R S| 2R EN I EN RHE,
1. TUATREIF |, APH AT i#iE, Amazon Q BilFRAERKZE,

EAPESZZEWE , Amazon Q 2B IUE A BRI,

KB =B
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Go PRun Tools Window Support

—
()

example.java ®

public class Main {

2. E TEAP , AFRE#ES Amazon Q WE W ZBIERBEXFRBATIFiL, EF—1TH , Amazon
Q WBIFF I E R EW.

Run Tools Window Support

example_java
public class Main {

public static int add(int a, int b) {

R RB
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C#

FEUTREIH , Amazon Q #HEFEATEIEE,

TypeScript

HELTFREIH , Amazon Q BRIER 7 MXEFRFRE K — M EREG

Python

Amazon Q AILIRELBEN TICEREBENEK, ERERTILHE , Amazon Q NENEEREREE
LH, MREEZTEW , Amazon Q 2B FHIBEDEN T —H o HREHEW, BFEKEEWN
ZEH A THEANTIEHABIT , Amazon Q L& BTBENHARITEN,

HEUTROIF , Amazon Q BEER T BB , XA THMHE TN,
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LT3R EE Amazon Q Mf4R HE W H 5| S AT R I BER B BN IR RE

1. ETEYP , AF#RATiFL, LTI THANEHBER R Amazon Q WELL
1
demo ' src © main  java ' com ; example | demo N ETTY
HelloResource.java

cCom.examp le.demo

Insert Code Previous

2. E TEP , AF#ESZST Amazon Q X TEREBZIZNEWN, EZZEWSENEXIRE TR
30 , Amazon Q RERBEARE 7THEEW,

KB =B 82



Amazon Q FF & &R ArfEm
1J
demo ' src 0 main ¢ java ¢ com o example | demo Main - & add
HelloResource.java
com.example.demo
Inzert Code
3. ETHEF , —LAFEET Amazon Q WEWZ B ERKEXHWMA T Hie. ET—17
F , Amazon Q REBTICHBER T — MRV
1
demo ' src © main @ java demo Main - gub add
HelloResource,java
FEHRBIF , Amazon Q BN EAFBAR T L8 GEATEIR,
N EERY 83
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£ Amazon Q FF & &SRR X R

RBREXATEREN if/for/while/try REBHR,

C
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C++

Java

ETENRGF , AFEATiIEINER, FHNIENE Amazon Q R,

Go Hun Tools Window Support Praview . Run

example.java L

public class Main {

C#

ETHEAF , Amazon Q #E T —FMEKIZINEEN F %o
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TypeScript

ETEH , Amazon Q #E 7 —fh R IZINBER 5 3%,

)

import-{-S3Client -} from- "@aws-sdk/client-s3";

Y

=.new-53Client({});

t -uploadFile.=-async

AWS Toolkit for JetBrains

ETRYP, AFAATIFBEANEE., FHMNIEXSystem.out

HAmazon QRYZE I,

.println("negative"); &3k

R RB
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| demo - HelloRecource. iava

demo | src © main  java ¢ com ;. example ' demo Main

HelloResource,java

COom.examp le.demo

Insert Code

Python

FELRHIF , Amazon Q RIE LT XHEET —MUBIR,

£ Amazon Q Developer 5B Docstring. JsDoc # Javadoc

Amazon Q ] BAHE Bh & 7E 88 R A A Bl SE A XA o

R RB 87
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RAriEmE

C++

Javascript

FEIRBIF | Amazon Q BRIFIEEEEE JSDoc SH,

import-{PutObjectCommand, -S3Client}  from- "@aws-sdk/client-s3";

const-client-=-new-S3Client({});

X

const -putObject-=-async: (bucketName, -key, - body) -= - {

const-params: = {

Bucket: bucketName,
Key: - key,
Body: - body,
b
return-client.send(new- PutObjectCommand(params)):

C#

FELRBIF |, Amazon Q BIFENEEEEE JSDoc S,

R RB
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Java
TEH REIkL E Oracle Mg £ H—AN R4,

ETEF , AFEAT — N UEFRE, Amazon Q BUER —MNEBORT R XIS F /S,

IJ

demo ' src ¢ main ¢ java © com  example | demo Main Add Configuration...

HelloResource.java

com.example.demo

{

Insert Code

TEH REIkS B Oracle Mg £ #—AN R4,

ETEREIF , & Javad , AFRAXEFRE, Amazon Q BIUER —MERHBRAENHEF
RFERo



https://www.oracle.com/technical-resources/articles/java/javadoc-tool.html
https://www.oracle.com/technical-resources/articles/java/javadoc-tool.html

Amazon Q FF & & hRX
Go PRun Tools Window Support

example.java ® Preferences

public class Main {

S

@param url an absolute URL giving the base location of the image
* @param name the location of the image, relative to the url argument
* @return the image at the specified URL
* @see Image

= & WD~ oW R W R

1
1

Python

FERAEIF | Amazon Q RIEFENEHE T — N XERFSB,

R RB
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£/ Amazon Q 7T & &EIRE line-by-line ##%E

BIEENERARM , Amazon Q AJEETLEE —XBWHERENIEER, B2 , Amazon Q AR T LR
£ line-by-line 1Y,

Go and GolLand

FEARRBIH , Amazon Q 2 T line-by-line Z1,

X252 — line-by-line BUURHI |, XX 28 T,

C++ and CLion

FEARTRBIH , Amazon Q £ T line-by-line Z1,
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Client::ClientConfiguration &clientConfig) {

Python

ETHEY , BEFRFET UL ¥L , RA-MA4128 M@ Amazon L CloudWatch ogs BFH A MHE. £
XMERT , Amazon Q REEHE —NMNEWFRUEFHDBLARRE , M TEMT.

# Publish a message to a CloudWatch Logs Group

client = boto3.client( " logs')

BR , MRAFHEER line-by-line #%E , Amazon Q A HERIFERENNBEIUABIT,
# Publish a message to a CloudWatch Logs Group
client = boto3.client('logs')
response = client.put_log_events(

logGroupName="YPCFlowLogs® ,

® Note
FELEHIH , VPCFlowLogs AIRERREHWMNEEE. & Amazon Q RHEEWA , Fi2EFR
REESwEMERE.

Amazon Q HFA A UTEREBEMNBER | N TEATR.
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# Publish a message to a CloudWatch Logs Group
client = botod.client{"'logs')
response = client.put_log_events(
logGroupName="VPCFlowLogs ',
logStreamName="VPCFlowlLogs ',
logEvents=
{
"timestamp ' : int{round{time.time() * 108)),
'message”’ : json.dumps(event)

)

Ko recommendations

FEIRBIF | Amazon Q FITERMHEEW,

£ A A E S R4 Amazon Q Developer Agent for code
transformation

Amazon Q Developer Agent for code transformation f] LU XY R IB1E S IRA AR B, #REJLAFE
i —MERJetBrains , £k — NI E & T#ERXVisual Studio Code,

Amazon Q BEEFRARESRAMELZNRE , ARRITCRELEHRAEMENER. Amazon
Q RYWHRENRBE , BEERIEHEZERITAIHE (IDE) PWER. BXEZER , HSH
Amazon Q Developer Agent for code transformationfy T#EJ5 3.

BHIl , Amazon Q AILURF Java 8 #l Java 11 KB ALK Java 17 MR,

hY

ER
- S| FREH

\

BB R 93
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- B25  BELWIE
- E£3F . HBRENKB

- Amazon Q Developer Agent for code transformationfy T¥E5 3

o X3 [R) B ITEBEHERR Amazon Q Developer Agent for code transformation

HRA  RRFMH

EREREZH , FHRESTRIE IDE FiRE Amazon Q FHE R,

EF AR R 28l |, BREBEUT RREH

o IR B 2L Java 8 & Java 11 HEMMERMaven,

- B A 2 ERASER IDE Maven #1TH#E., Amazon Q Developer Agent for code
transformationXz#F Maven 2.8 , {BEMTEWEMA Maven 3.9.5 HE A,

- BWTEIR JDK EAMTA |, FARBERBIRA, Hla , REEFERER Java 8 K53 , NERAE
#h JDK BN 1% =2 JDK 8,

« JEHYTL B M 55 7P E R RV BT R A SE RIS E
- BHMBERELER , HEEET EBHN JDKIRE, BXESZELR , BSH E25  REEHNTE,

. "‘E’JIﬁETﬁ«aEUEIIﬁAﬁW%LE’JﬁE BREELLES (VPC) S MM, Hlin , nRERTE
BB P BAEFERN R TN | RO R M

- BN EFERAE Java BB R 3IBR Java LAMES WM, S0, RSN AR T # A Java iR
KBz INEFERA frontend-Maven-plugin & 4T Bl iR JavaScript 55 , T # R LK,

o I E T FEApom. xmlX 4R ASEE . Fla0 , MREpom. xml X4
E<version>[1.0.0, )</version> , M#EFLM, BEXEZEL |, FS R Apache Maven
Project X #4H #I MR AT EIH ST

o R HE LS A EE R Amazon S3 F#4F , Amazon Q FHAXEF#BRERENAKRB, BXxE
ZEE , TSR AT R R BIEINE T Amazon S3 FERE,

E25  BEZMIE

ERELSNIE , EEASEEFEAN IDE WA TEER.

B BREMN 94


https://github.com/eirslett/frontend-maven-plugin
https://maven.apache.org/enforcer/enforcer-rules/versionRanges.html
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EREEIB JetBrains

EAEREEWHJetBrains |, BEE “MBLW REPNMBEE JDK A&, BEXEZER |, 5SH
IntelliJ IDEASZ RS A Y BB 23l B A Y JDK AR | HIREBIEMavenll B £ E i JDK ARASHY 3 BA 1T
B’IE,

EFEEIEB VS Code

EEHREREEWMBVS Code , BN E XA BELTHE :

« TERXHRAFE—pom. xml 4
- JEBRFH—. javaX

WM REH I E B EMaven B 1T ( mvnwfo mvnw. cmd r macOS = forWindows ) , IE#{R
T B R E R, Amazon Q FEATES , THEHITHMMavenB E,

MREREAMavenBixes , FLX&EMaven, BXREZER , SR Apache MavenX #4Apache
MavenH ) L%,

Z#EEMaven , JMEFINBEHPATHEER, BXEZELR , BSE AR Maven 7 I0EIFK
# ? PATH#H Java runtime TEZENEM JDK AR JRE, ERINEHNEERELEH , BiZ1Tmvn
-vo HHMNE RENMavenix A FgME JDK BENruntimeZT &,

5B 3% HRIEAVRED

EHRBRACHNRBZE , TRFEBIHRRGITA RN IDE WRERSTER., UTEFERBE
BZHH RHI GitHub T B : https:/github.com/dhasani23/QCT-sample-appo

ENi IDE RE , B THHABERRHITE , RSN IDE TRATIR, NREEBETEZWNENR
MERBE  WAIERACHRBEE T, MRERAW , NHALKR IDE BEFLER, EFRE
ERE , BFEEE2S  BELNTE MBESR,

(® Note

WMRENTE WENEET 55 7HHMEERNRAT 1GB , WERRFRM. BRERLE
BRI MARTE XPHNER | B RBES R,
MREERRFTRZABEFECH IDE , NERFGEK , DAEFHEF.

EARNABDIE HERWIESRA , FH IDE PFERATE R,

3% RMEHRRE 95


https://www.jetbrains.com/help/idea/maven-support.html#change_jdk
https://maven.apache.org/install.html
https://github.com/dhasani23/QCT-sample-app
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JetBrains

1. THAEARMNERIetBrains, BRESTHE IDE FRINTETE,

2. 1%&$%F Amazon Q #i#r , RE#H A /transform$TF# Amazon Q B XK E 4R,

3. FHI “BMEHNNARRF BHEOD, NTHXEDEREARNIE , AEERE HER
4. Amazon Q TR THE, BAUEHRFHAFEETNFLETRE,
5

HRMTRE |, BAEEHTE 2B RIEAREHNE, BEEHND , BHRIBRFAR
BB+ , AEAREFTER. FHUWN ‘NANT BEO0F , BRI XHUTF S RN
MARKBHERAE,

6. E#EF Amazon Q MM ENR , BEREFERUITHF ‘NAXT  BA, ERMEEFHNX
%, REER BE UREHRENTE,

7. BERATHRENAKBROMARN  URBUNEESR  FERREFAFELETFL , &
REERRAE.

Visual Studio &5

1. FIAEHEWIBE RIHEXVS Code, IR 1E IDE RETHIETE,
% Amazon Q #B#5 , RE#H A /transformiT FFHY Amazon Q Bl XK E 4R,
M IDE TRE B REHEREALRHWINE,

R Amazon Q HAFEHWFRRBMAE , ELRTNEERABRAR, EREEFRABDAIMRE
RRTES HE M IR HiR” gk,

5. MEWHIETR , F@A JDK FWIAVA_HOMERR R, BXEZEER , BSREELERVS Codelll
B,

6. Amazon Q PR T#E, B LE ‘AL M EEEHE,

7. BBMERE , T RUNER GEH~, EEEHMRE 2 RIEAREKD | HEE T
BHEWNER, - I XHUTFE2RABMARRKBENEZRARE,

8. E#X Amazon Q FRMEDR , HFrIE “RWHNER BT+ HIERE EXZ",

9. EFMTHMENKBRENAARN  UREBWWEESLSE , 51 Transformation Hub Li%##
‘DENEZRE BRERA  REEE “ERERFEE",

w0 N
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Amazon Q Developer Agent for code transformationfy T4 3

N T EREHAE , Amazon Q Developer Agent for code transformation& 4 B — N EE#RITR , BFH
RUEHNRBESHAR, FHRABE K CoRHERBENHER , HETESFUCHEETEENR.
LUTE&THRMTEX Amazon Q AR ITHIENE ZEAE L,

¥ 2 SR E ARG F B2 R R 1T X

ERFBERENATE , Amazon Q S EXRMHEBRENINE , HERSERERAB., MEKRBIMAEEBEE
NEENB, WEEIHXRET 1 GB, Amazon Q FREH RGN KD,

ERMETE /7 , Amazon Q RERZRENHERRRHWEENRE , FLBHNEERRWVIE FIER
EHBHERITR . BRITBAT Amazon Q R HBTHEMAER , SREFTWCBTURE, FEN
BEILURNEFARARBRNEUERLR, SEEFERETENRBNAIIHE  FEURIERRTRE
hRETI,

HIREHN RS

N T EGIENRE |, Amazon Q REERFPERITH PO B WELRAREN KB, JEHTERN ,
CREFHEAZTRABIHAFTETNR , BERLTNEEBINEMEIR,

Amazon Q EAHREHNREBNELERXFITUTEX ;

- FEAEMERARETES Java 17 REBMRA, X3IFEF Spring. Spring
Boot, Junit, Jakartaee, Mockito, Hibernate 1 Log4j 37 2| & 7] A K EE /A,

« BIE Java 17 WEWNEFCHFRANRBAS

EERRBEEHESEFR

HRTERE , Amazon Q SR H—HBEFEE  Hbh@SsaxHEFMERNFMAEE , ERLRAEAN
RS, ZRASRBPLENBENNERECHR, BEAUEEHNEEEBE , LU T #HMHEE Amazon Q £
F+ R R A Fh A 2R B B AT (/)

HMBELIFEERRITIPRENEHRS Amazon Q HEENAREHRBAABHNERZEBNESR , L
REBIT P RESNEMEMBER.

EERREER , BUMEXHERNEFESE Amazon Q RENER., EEEZERZA , Amazon
Q BUNEARBERRFLEMEL TR XM, HRENABERRTHE 24 MR,
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¥ () @t 1T BE HEBR Amazon Q Developer Agent for code transformation

LAUR S BT LA Bh A& 8 R 5 LY 1R B Amazon Q Developer Agent for code transformations

£

« A4 Amazon Q BE EERNTE ?
. Aft4B&BMavenm TRKT ?

* 04AFF Maven R IDEIFREY ? PATH

s AL 55 D HERNERIKT ?
 AHLERFTETHREREHNRE ?

o« WA RRBEREE ?

s AR B BN ERES ID?

R4 Amazon Q T3 EEFERNIA ?

MREWIE L&KW NAgERATUTRBZ—., BSREEE Amazon Q & B 1= N
HNES,

£

o 45/NI01H HAE

- EIDE AR EREBIRE

o AWIHRIT S S3

48/ B AR

N T HEGIENARE |, Amazon Q REK— MR B M4 , EhaFERRAE,. B KRBBMEERE.
HIF R AIE B4R A 2 GB, WMREIEZISIE W4 R/PMEXRIER , WAFUR/NIE B K
PHZHABRBPNTE ., EAUNERBERBESHFEFNEWEXHNRDN. BXESZER , F5
B8 20T i R AR AD 354 B A& 2

* IDE FEEREIRE

N THERENARE , Amazon Q 2BV E I B L& FIRS WA Amazon S3 FiE. LESEMN
— &P R EA SSL 5 TLS ifH7E Amazon S3 f&H IDE 2B EZVYEBE. NREFEANRRERS
2 MATETENRIBRSEFEHMN SSL = TLS iEH , BN Amazon Q FEE LEBWTE,
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MRERFESRERIEBEXNER , WAREEERN IDE URERSE BN EEEMNIEH S ERH i
RERE,

@® Note
MBENVTFALNREBRSSI[HFAIEEE , WIEELBESIERTLRWAE, WRET
RTUTETBRREEZIES , BENERZ , BRALZHNNEREE A LBRAFEES IDE &
Amazon S3 BE., BXEZEER , 5 AFiHRILEZ S3,

EHEEIEP JetBrains

E¥ JetBrains IDE Java 1T E (JRE) BLE N EERIERSFFEAM SSL =% TLS iE$H , L9
SSL 2 TLS iEHH A JRE FlcacertsX#H, ZcacertsX#HR2—1MNEBE2RATZEEENTER
iEH (Bl HTTPS # SSL ) WX , ER JRE Z2REN —Z0. ESAULDR , BEBRUATSER.

(® Note
BMNBWEE Rcacert sXHFZAINARTEN , RNEMERHBTESHZEERLIMA
Ao

1. ¥E JRE FcacertsXHMIEEE, JetBrainsIDE MH IR EB JRE Fcacerts XM EREURT
BERZMFTIERAK JetBrains IDE AR,

LT RENRERSE Fcacerts MHREN O, EFRENBRERZUERRH,

(@ Note

<JetBrains Installation Folder>iEZ%Z3¥JetBrainsF- MMV E X, WEFKBERE
ZRIEPEEN,

ZjbrX#HRREKES IDE HLE —#H JR JetBrains E , IDE 2% 7 IDE EFRAME S EH
# JRE B4FERZA. JetBrains

Windows

Z %7 Windows E£# JetBrains IDE cacerts BIXHBRER -
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<JetBrains Installation Folder>\jbr\bin\cacerts

Blan | IRIFE Windows LEJetBrainsif¥ IDE Zi3ERIAMVE , NIKFROTRER :
C:\Program Files\JetBrains\jbr\bin\cacerts

macOS

Z %7 macOS LH JetBrains IDE cacerts BISIHRER -

/Applications/JetBrains Toolbox/<version>/JetBrains Toolbox.app/Contents/jbr/
Contents/Home/lib/security/cacerts

Fltn | R HEE macOS LIF JetBrains IDE REREIANLE |, MK R ARER -

/Applications/JetBrains Toolbox/2022.3.4/JetBrains Toolbox.app/Contents/jbr/
Contents/Home/lib/security/cacerts

Linux

£ETE Linux £RY JetBrains IDE cacerts BIXHBRENR :

/opt/jetbrains/jbr/lib/security/cacerts
2. BEFES AT cacertsXHHFMIER, EPXHBEEES. .cer.crt, H.derXHTEE. W
RETHEZTERMPLIER  BRALCHMZIEER,
3. MEPBHF AcacertsZEHHFE, BRI LFEA Java keytool i HHITIHERE,

a. HABTRREHBANUTHS

keytool -import -alias <alias> -file <certificate_file> -keystore
<path_to_cacerts>

b. XtF<alias>, BULURAEBES AWIERRIN—NEH , LEBRESE, WAL,
c. X TF<certificate_file> , HFIEEESANIELHNER, INIZ2ESIEH
B.cer.crt, =.derXHHKE,

d. XF<path_to_cacerts> , BEEZLEIR 1 FRENcacertsEHAEXHNRE, X2
BES AP,
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Flan , MR Emy_certificate.cer’HANMIERE S AF Windows FHEH JRE
McacertsZHHEFIntelliJ IDEA , HEERZIEBIEE Bmyalias , MG THER :

keytool -import -alias myalias -file my_certificate.cer -keystore "C:\Program Files
\JetBrains\IntelliJ IDEA 2022.3.2\jbr\bin\cacerts"

4., ESATED , REAFRREMAZHERB, cacertsFHAENRINZEIE Echangeit,
5. BiTZwTRE , RENEREETLEH. EWMALBABEHTEEA , B Ayes,

6. BRT JRE 24 , BAREEEEFERARME IDE X5, BEXEZEER , §5HJetBrains X4
RS ESUE B,

EHE I Visual Studio Code

(@ Note
LUTEBMUE A T HERRTT B R HE A E Visual Studio Code, macOS

Visual Studio Code EFlE N EERERSZ[EHAM SSL =H TLS ifH , FRHACEEUTRERE,
FHER R INB SR 4ARL SR

MEBEERE , NAFTFREBRSSERANERFMNEImacOSHAREH, BXRMEARERINEPRIE
B, B2 GRBHRAFER) $/ “E Mac LA Keychain Access [6]40 2L &8 78 INEP”,

Z % Mac CA VSCode ¥ BREF
Mac CA VSCode ¥ EBiEF o F Amazon Q 5 [E{RTE Mac LH Keychain Access F iR ITHIE S,

BERETRER , HHRITUTERE

1. 7EVS Code¥ BiEFEMEmac-ca-vscodeF#ER , RFERE “BE”,
2. E#HE3 VS Code,

EFHPHAEIRE VS Code
EHUTIEE |, ¥1RVS Code BN R IERSSEHE B IE 1A,

1. ‘ERITIFREVS Code,

REFR o


https://www.jetbrains.com/help/idea/settings-tools-server-certificates.html
https://support.apple.com/guide/keychain-access/add-certificates-to-a-keychain-kyca2431/mac
https://marketplace.visualstudio.com/items?itemName=linhmtran168.mac-ca-vscode
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2. EBZREEHRHA proxy.

£ “Http: RE” FEH , FINEHNKE URL,
BUHIE R Hitp : RE ™4 SSL,

£ Http: Proxy Supp ort FTHIE &/ EEFF.

FigEERERM Ahttp.experimental.systemCertificatesV2, & Http > ERAR : R
SAEP V2,

2

AR ELDH S3

EHREREF | 2FEMNABAmazon Q Developer Agent for code transformation E4& B RS AW
Amazon S3 7. MREMNMESHAL M REEX Amazon S3 BT EIER , N Amazon Q FFi*
FEREWIE,

AR Amazon Q JA LEENIE |, FHASREREMNEMGNEAYS ( HIEBEE X (DLP)
KEE ) BLE N AFIAE Amazon S3, B AEEAEE N Amazon Q LAEMTIE K Amazon S3 174
FIAGFAEE, BXEZEL , BSH Amazon Q BRI EIED R,

MR EEHRABITE |, DLP R EMM KA G MR REE N LT Amazon S3 FiEHE |, MAEESSH
HERHFHIER Y B, MBEIEETHEEBYIIAGFTRE  NAEEERZR—IR/PHIME |, UE
Amazon Q AT E 1%,

NAAENMaventis LMK T ?

LA 2R AT BE4 £ JetBrainsH Visual Studio Code IDE & RfiMavenBl & 8] B, MREHHE R T 8
BEDAEEIMaventsix , RN E tJeEFERE, FASIRBEPNEBREFRIE A 0 E{T (A
B AR RBERERENIE,

EhEHFMaventitid JetBrains

R JetBrains TMavenin T RIB S HER AN , NWERAEFERE ‘BT &I F L, FRARAES
MEERAREIE, T REAAEEZHIRMN — LR

. BREHMavenERRIZENWPBR, 5iF RE” , RAREF “WE. 7. BB Ao, BF M
BT B 4y , KRBT Maven, £ Maven TRBTHFHE DR | &L,

« HRJavaZTRIE (JRE) EEFERENIE JDK, Bk “RE” , AR “WE. 1T, B 3P
2 BFMaveni&#F Runner. 7 JRE TR &t | %&F “FHAWME JDK,

- WBREBMavenA, BIE RE” , ABEER “BH", EEMavenHikEMaventitt, MEZRER “/5
B %4 | EiERZRE N E B BMaven,

REFR %
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EFREFMaveniit & Visual Studio Code

FIRVS Codel TMaven@n T RIS BB AN , NEFER-FHITFEEH R B SN, £
A BEHNERREREE,

BRESEELTE LR :

- BT B EW B RXHRPITE— MMavenB IS
« &1 Amazon Q Maven X3#FRRASE E4k PATH

BREZEER , FSHUNMAR Maven FAIEIFEA ? PATH

WA Maven W iNZEIFKAEY ? PATH
E VS Code R~ fEAMaven B3R ER THERARE , KITRFHEZEMaven H IR INBIPATHEE R,

EREBEREEEBMaven® i | BENTHWIIRERSZ LK Immvn -vHIETTVisual Studio Code, &N
ZAEIHEEMaven R H H .

IR & Visual Studio CodeX xR B HEBIRERZLXFEDRE , BWREAIZHGS , NEE
FFEMaven SN B & /Y L iwH PATH,

EMavenNINFEHIPATH |, BZRBENITEVIA R B TIRE,
macOS
EMaveniHiINEEH macOS PATH F |, FZRATHE,

1. HEEHMavenZE B FHEZEXHFMaven , RERFIZXH TR,

2. HEREBRWYGRBEESPITI shell WELE X, XN THRFH macOS A , ERIA shell Hzsh |, B
INBREX T, ~/.zshrc

B E RN TILT. FHEREM2_HOMENEELS TR 1 PREFNHRE

export M2_HOME="your Maven installation directory"
export PATH = "${M2_HOME}/bin:${PATH}"

XEBSEZNVNE S A EMELIRTER.
. XHFIERERSZLIRE O HIRHFTA Visual Studio Code3k#Hl,
4. ERIFREMavenS RMBIEHIRERSEDPATH , BITAFNBRERZLKFEHEZTUTHS :

HEDR 03
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mvn -v

R 1Z 2 & BRI Maven R A< A9 % i o

5. HEMavenfi G , iFEH B3N Visual Studio Code, B AREREEEHEFITEN., ITF—

¥ #yVisual Studio Code&RHmHEZEITUTH S :

mvn -V

WMHNSER 4 ARyEHAER,. MR Visual Studio Codefii HAE |, iH=id A T2 ELHRE

HiREEY :

. BWEHRHPATHZ 2 Visual Studio Code., IDE ¥ B AIREIEEEXPATH , FEEZNBE
EBPATHEERR, HET BEFUEENENT BREF P HIBRPATH,

- REZIERIAIL TR Visual Studio Code, MBFEZENUNANEMEZzsh , ERARTEEX
LSRN,

Windows

EMaveniiiNnE &8 WindowsPATH |, TR TS -

1.
2.

5.

HEEHMavenZE B ZREZEXHFKMaven , ARREFZXHROEE
T “RETE EHOA -
a. EFEWindowsiRH LAITFIEZRE,

b. #AEdit environment variables for your account}i&EiFEE

K HEEE” %”DEF' B Path T8, MRECLARERE , FLERE.. KEHE, W
REATE Path ZE , FEFEHFE... Fil—1,

EHIN “REHNEEE BEOFP , REUERERITRE , RELE " NI RESR
Bo

U AMavenBERBEERNESR 1 PRENERE  AEFZBEERMINFRE. EEEN
KE , AIN\bin KRR , MTHIFAR

C:\Users\yourusername\Downloads\apache-maven-3.9.6-bin\apache-maven-3.9.6\bin

BE WE REFRESRE , ARHE HREE BOHBRIERE “BE

R
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6. IAHMMBTRRFHSITUTSHT :

mvn -v

R 1Z 2 & BRI Maven iR A< #9 5 i o

R4 55 THERNERRMT ?

MREHRBERESE 55 FHERK , WENNKBERNE TREL T HRNERE. B8, &%
RIBR R EIBRFIN 55 24,

MRE AR R FNEFE 55 P HREKNE |, FEETEHWRNEREFRRE, RENARihiyE
EELFEARBERUEENERER , BREEVIE P EEFETRERNREHMIRNE D 185 E Kt E
WEF. EREZAKMEEZETHNEAG,. EEZREABRKRER BRI TETLENRS IDE HED
Internet 3R 1BV R IR

N ARTTET R RGN ?

MREBERRTRETETEHAE  WARRHTUTEHEZ—, HSHA5SEE Amazon Q #E I
RN RIHY E B

£}

- F/U1 B HUE

- £ 24 PR TEAS

- £ IDE FEENXNERE

« BKJetBrainsKIEiRE PR BHERT

48 /)N B AR

HMTHSE , Amazon Q 24K —MAHTIE , EFE85ARENRBHNERUARIEEXEMUE
RERNEKRBE, MHHHSAFT 1GBHEN, IDE FRETHE.

MRHMENRELERES , BELEETEALEHREIERFBE, ZREBRRPOIE |, UpIEEHIK
RV HAE . MREABMHAEFE , 558 R AWS Supporte Bx AWS Support 5 Amazon Q Bk %
WEER , HZRAFEH Amazon Q FAES 2K AWS Support.
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24 PERIATEARH

AREHRBRERRTREN 24 PHNATH, MREFRTRUAKEET 24 M, FEHFEHHE
BRUEFARENRE,

* IDE FEEREIRE

FMRSHEB Amazon S3 174 # P Amazon Q Developer Agent for code transformation ™ £ 289 F
MR, THEBH - B R SSL | TLS iEF & Amazon S3 FIEM IDE 2 BEMEE, MR
BEANRRERSSE , WXAEEENRERSIFEMAN SSL = TLS iE$H , BN Amazon Q 7
EEEENTE,

ETHMRE , JEEEY DEERENETIEPRENEMRBIZEE, BEXEFRBIRENEZEER ,
®S R IDE pEERERE,

BBrJetBrainsRIEBRE PR BE S

WMRBETE JetBrains IDE FEE TREBIRE , WETHAREHREENUTRELSFTRUTHIR

software.amazon.awssdk.core.exception.SdkClientException:
Unable to execute HTTP request: Dangling meta character '*' near index 0

XA RERHT IDE RIEREN “ERE" FRPFEEES (*) AT FAM Java SDK Amazon Q
Developer Agent for code transformation Rz 3F It Z P EBE TR E .

ETHENRB , BN “TRE ZRIMBRFAIEEERS , AREH/Es) IDE, MRBEERENSL
KRENEY , BEAENREXAMFTRBEERF. EFEH JetBrains IDE AFRRIEBIRE , iEZS R JetBrains
XA E HTTP £32,

WAG R IB R A& ?
17 18] & % JetBrains

BRI A JetBrains B EXHEER |, FSRAXRHBER IDE HiEJetBrains X 4,

EEHK in £ H# B EJetBrains , i Amazon Q Developer Agent for code transformationfE IDE H&
ERUTFRS

software.aws.toolkits.jetbrains.services.codemodernizer

HEDR 5


https://www.jetbrains.com/help/idea/settings-http-proxy.html
https://intellij-support.jetbrains.com/hc/en-us/articles/207241085-Locating-IDE-log-files

Amazon Q FF & & hRX AriEE

RBERBATEURENFARETT L, £HHBEEERMaventt "7 &M ~L , ABEBTRBRE
HABIE FRFR,

5 [A] & F Visual Studio Code

EEHK in X HE BE Amazon Q Developer Agent for code transformationVS Code , BRI T
R

1. EMHESMEZHIER B85 , RAEER “SSHEIR .
2. Amazon Q: View LogsEHIMM S EHIRPIER,

3. BEME IDE T H., BEEAEXHPEERRNABCodeTransformation , i5EACMD +
FEControl + F,

PRI R B EFRVS CodeCodeTransformation: H. AT 2 XN MavenE K i< RiEIRE
R BEVS Codey Rl :

2024-02-12 11:29:16 [ERROR]: CodeTransformation: Error in running Maven copy-
dependencies command mvn = /bin/sh: mvn: command not found

WAk B AV FHIRES ID ?
ELUT A ERBRAVERL ID JetBrains

EEPERERIFL IDJetBrains , FHEIFERPON “HRFMHER BRI+ , REEE "R RELR
A (B ) BfR.

EUTMEHRBIRAVERA ID Visual Studio Code

E7 VS Code FERKRES ID , FHEIZBRPOFERE RFIIRE (B340 ) B4R,

5 A X84 Amazon Q Developer Agent for software
development

Amazon Q Developer Agent for software development®] LAES BY IR 1E SE R IT X 3138 (IDE) R FF X K#BIh
REEXNTIE#HTREER. ZHEBEFTRKNINEE , AF Amazon Q EREH I E NE RRKEKKHE
THRIFIRERT AV RBRSEFZTBE. Amazon Q T AR BHIEHIE AWS TN B BB SR AEF.

ERILAFE IDE RER — M HNMAE | AT UALE - NMTTFHNHE, HSEERFRAHPRITTR
&Y , Amazon Q &£ TEZEER B FHMFATE XHERN £ T 3ORGIE T KIME XKD,
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EHER , A -—NMHBRMEME , REHEA /dev Amazon Q BIXRE R, FITIF — P EATE
Rk + , BELEHF S Amazon Q B3 , NERITIEEE BSSHE T RI RT3,

£}

« (ERTTRIEE /dev

R1EREK
RIES

+ Bt

o X[ B 1T EBEHERR Amazon Q Developer Agent for software development

fERTT R 2hEE /dev

B IDE I RIEE , BERATEZ R,

1.
2

FIDEH , TAERREPF RINGENFU A ST EW B & THEK,

1% Amazon Q T RERF , AFER “FTABXEMR". B AFTFF/deviy Amazon Q BIXE R, &
A S EZ R EER AR /dev,

FHTHF — AL+, MALEFRNDERERRNEBHER, SUURBESHEERR
A LURINE ZFMER. Amazon Q FERAZERMDI B AR EIESERIT R,

LA 2487 LAk Amazon Q SERER RS E R -

Create a new REST API endpoint /api/authenticate to handle user
authentication. This endpoint should accept POST requests with user
credentials and return a JWT token upon successful authentication.
Additionally, update the user management system to integrate with the
new authentication endpoint and enforce authentication for relevant API
endpoints.

Amazon Q BASRREITRIERN BN |, @3EN TE BIGHE IR B £ 55 Tt 1T Y ACRD E#To

EE Amazon Q £MIRMEITY. WRBEIHHNEMRNR , FRABXATRESFAE
B, AR EEERIA B iR,

WMREN KR RIBEER |, EEF “ERAIs Amazon Q 2ERFNRBE , HBREFEXREITRIX &
MXHREEREN. XAERFEE/LD .

# Amazon Q NIEMHEERNELE , ELRHESBUERANNHIIR, BE-IXHUES
BEERNXHER.

AT XKINEE /dev 108
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8. EREZFRHEHMEN MY , EikE B2, EIEAXN NHMMNENR , HiEF 454,
MRENBWNERTFHE , JAEIREIRPIRERSE |, AR LA# 5. Amazon Q 218
BIENRIBERFTRB, YERNRKEFEZEHNERE , %% Accept ABFH THEX AR,

9. EER—NMHREMFFEH Amazon Q F X EMIIEE , TR ITEHITVNHEEXE SR, &
ZHHXNENERITHASBEFRITVNE S,

E{ESEER

E 3 4 F|Fl Amazon Q Developer Agent for software development , EE&ELL T RIERE -

« AR EGERTHFMDENNBER , SFABERIMWEEAR, XH , Amazon Q AT AHIE

SHEHRBIT RN TAREHRBER. BXRRH , BSARHIES.

- BHNEE—IXRTNEREFEY 5 M. B3R Amazon Q #HITE AW E R AT EEL R IT BRI ZHEESK

NNRENTTEEYE, IRENNHEFCRNPSXHNER , FEHE/NIEHEREEE,

ROIESS

UTRETUERRNITHIIEETF RESRE , UARE TR VMR, Amazon Q Developer
Agent for software development

- EFIMEAHEN CSS #X  MRTHLAF, LENMRRBAHEA, BEXHLEIRE , BR

IERIRUESAFSRE | FARRAT(TRERS A 2h EA2 B BRSS BRI 4 iR

- BERPMARBER L BYE#H CSSHEAREBNARFHFRNENED, ERBAETERF

BRYINAR , BRESHREZ LXUKEETHR.

- ERRBUARSABNARY  BIEMRKERBERRESHT RN, FEXNHBIBEAED.,

EZTEENER , ANABEXHNEZENRBBENURSEWE,

* NERRAREXIHARIE : QBRRAREDNEFF HENRS [ Im@ARILE , AR ZEHRFEITHH

& BAFEREMIIUE R BAYAENEIRE S

« RS EPHNGEE  FEAEENRAEFSMXEPENGEE, B URL SiEL  BRAE

SR ERE O EWAYTE.

« RACE BB LAINR TE MNEIEE : LN AR X8 U £ #Y B &R SO 2 TUE nE At iE . SR

MR F LS MBEA , BMLERRARAR,

« RXE APIIRL[UMEEIRBE | BEAXE APl i QS5 B RIEFOREEEIRGE, 1CFMEXRNE

RIFE , GINERSHAERRER | UETRHAMBEDERR.
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- EFAPImRMIXY  EFEHEHINE AP RSP , URREENEXRFEANE, AEA
APl BV X ERREEN AR TEY,

- EMBREETAURERE . oMK CBEEERURSRRHBDRFERE, RAHERITRE
W, LR, HEEANER TEREFRE,

[Tk

Amazon Q Developer Agent for software development{R LA FELER :

- BIESHEREITXI-Amazon Q Developer Agent for software development AJ LA R4 EFF XS
( BREDREITX ) QRSN HE,

. BMESHRIBEBXE-Amazon Q Developer Agent for software development AJ LA R 44 EFF & 1F
SHERRBAXRE , SENHERBEK.

- RIBIN B K/-Amazon Q Developer Agent for software development 8] F{E £ T XERFRBBHIAK
B HRATRARK N,

Amazon Q Developer Agent for software development Bt &

IR BREH
BUES KRR 10
BNMESERNRTE 3

R EB T B A& RE4E 200 MB

2 &4 50 MB

¥t (8] @t 1T FE HEBR Amazon Q Developer Agent for software development
AT AE B 0] LAKS B 42 % R & LY (8] B Amazon Q Developer Agent for software development.
MR EIFENTE ID?

BB EARNXTE ID F8eIRB A X RIBAK X FAmazon Q Developer Agent for software
development, X FRELEHIRELR , 2iF ID 2HIEREB Amazon Q FEE R, MREFE , FiRR
LT $]IE IDE pEHIIE ID,
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Visual Studio Code
1. HHABTEHIR , REETUATHS :

Amazon Q: View Logs.

2. WHEHIERNEVS CodeKimHITH, BRUATFRE .

Amazon Q Developer Agent for software development Conversation ID:

2EF D IEESZE. BANRABSEFEZIDIX FEMEX KL,

JetBrains

1. 7 IDE BIUER , 1&4F “B&EBY” , REIEE “FE Finder PETRAE",
RIFEH JetBrains IDE FIRERS , BEXRE XA TREEMTE,. BXEZER , BSHAXHT
& IDE HEIntelliJ IDEA .

2. BHIXMHERIFITIT. & idea.log 17T BHEX#.
3. BIEIUTFHSH:

Amazon Q Developer Agent for software development Conversation ID:

21EF IDFEBTSZE. BIANEBSEEZIDAI EHEIN L,

£ Amazon Q HIFEMREE

Amazon Q IS HAHLHRBEFREFELZERINABRERND , AXENABRFEEN T REHY
FHRR. BANBHNEMBENAHE , WA MBS TEZEAFHREXH , ERAAFA
i EERERBENERTITM,

4 Amazon Q RAEWRBHEFERENZL2RAXTEREN , e2ERH—MIEER , AHE=
RIBHRNMBZWNEESE, —ERNSFAIEE , ©AURMEERENRBE .

PR Z RN RESE | XLEFRNFAZSFENRE AWS fl Amazon.com Z£ RESNE N KITE.
FEEZEREONEFNRMI[FARNM , HESLEIMAFTHRNEE , LLBRENAKBAE RKZE up-to-
date KB,

FREHRE T



https://intellij-support.jetbrains.com/hc/en-us/articles/207241085-Locating-IDE-log-files
https://docs.aws.amazon.com/codeguru/detector-library
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F&

- PiERE
.1

- R
- BRREELS

H#ERE

Amazon Q 2EBXAFFRITRBLZLNRBRES . ATFEFTNAT Amazon Q RN BN L £
M & FBAYRE,

RBLE=HE

Amazon Q B BSRARFR LN (SAST). MERNAERZEEIRE (aC) BHFANRBH
%2 EHBENTHARA. B35 Amazon Q BFABENABHRNEHEEIE  FSHENE
o

« SAST A#f — RMFERBFNELITE. Amazon Q ARBIZHZ LRI , HlaRFMEKE. SQL E
ATES VLR

- NEAHE-EEERBERPHBBRINNEFE. Amazon Q 2SN KB XA XM A EKRELR
BED, JEEEEFZTENRAFBEINE, IBERANSEAXRRZRPHBBURNFAERT E/RE

/CN O

« laC 9 — THEEMEMIHFHNRZEMRR. Amazon Q AT SIEAE SR ERMZHEEILB (1aC) KB
f DR NEESE R, SAENZLRE,
RBRELE

Amazon Q 2K NGB HHFEMATEFERE , ABRENRKBEFEREMARKES
B. Amazon Q @A KEEMRERBMRXRNAELR , SF/ETFRTHE. YSRFEIHANM AWS &
ESONT=

[Nl
Amazon Q ZEHAEFRSFLUUTEE -

o BAMHKR/N-IDE BB TEXAPMEXHHI RN, BEE=FFE, WE JAR XH4HMIEE 3 H,
« R AN — Amazon Q EFFIEFTASE = A EMF IS X HFHERRAB RN,

HExn 112


https://docs.aws.amazon.com/codeguru/detector-library
https://docs.aws.amazon.com/codeguru/detector-library
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TRERT N EFAENTEDN B ARRENEDR.

R Bz # TR AH

BRBATIHRN 200 KB 500 MB

R AXRAE AN 200 KB 50 MB
g Rk ]

Amazon Q ATV HR#HEN BN E | A UESREREN 53 B#EEN KD,
ES ]

- BHBLEME

- RIFZNIE

pEAR PRk
(® Note
DTERBIZBELTE IDE PZEE T Amazon Q il#E , HEBZ1TE T Amazon Q Developer
Pro,

Amazon Q WRFBEETXHEF Amazon Q B HH,

Amazon Q 2B RAELEERENXHE , EENREHRMNBERELINERER., HEFER
Amazon Q B , BRIANBR T2 A a3,

LEERAM
EEF auto B | FERATHRK,

1. M IDE BOKRIPWEFXEHIEF XA Amazon Q. £ VS Code F , XNMNXEBHHNABHITE,
1£ JetBrains IDE A | Il XA RS,

i%£# Amazon Q X A5 , Amazon Q EE 1 IDE & O IRRIT .

FFaiaE 113
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ETEH |, 7£ Visual Studio Code A , AP EEFEFR AKX AN Amazon Q , BH—NTHH
0, AP BNAFIERE “EEEZEHE,

ETEF , 7 Intellid ( JetBrains IDE ) F , AP EREKIIZFE AR Amazon Q , #BH—NTH
B0, AFAUMPER “EEEaAE

FHia 114
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2. &R “EEFEEHHEHE

HiEENIE
ERART E A E T ERNMBENRZ SRR
EFHETAK  BERAT SR,

1. % IDE R FELRHNTE hay 3 #.

2. M IDE B OEZRM 4T X 18 kiR LA Amazon Q. £ VS Code # |, iIXMNXIEEF A HIEE,
£ JetBrains IDE A | b XIFFR N IRSE,

i%# Amazon Q X A5 , Amazon Q E& 7 IDE B O IRSRIT .

ETHEA , 7£ Visual Studio Code # , AP ERREEIPH XA Amazon Q , HBH—MNTHE
O, BRFATBMMNFIER 2THERE

FHia 115
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Fry nbrs code sammpien

TIP: Intwiabie Pty with ogllall + ¢

ETEF , 7 Intellid ( JetBrains IDE ) F , AP EFEFREEIBH XA Amazon Q , BR—NTH
B0, AFAMMAPER 2T EA#E,

FHia 116
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3. &R 9zTmM BN, Amazon Q FHBAEENTER,

4. AWMTMIE , Amazon Q AL RHERE BB ET -+, BRUEREEEQR XK
A E R ERTEBRBREEXSE,

5. FARBEEF THNEANRBLAAERERXRANFARFE . AXRBRRAERNEER , BS
RERBESER,

BIRBEL R

Y Amazon Q AR EZME RN , EQNZZREREFTEN KB M T VL. BEERBEARREH
J51 & 8] RS R A £ XA R AR IR R AR I MR B o

SERBAE R R EERMBINRILERIIKR, ARBEEQ R4 FENERRSEREN
BHRREXEH, EEFESEREREENBEED , BHAFREFEF THLNRB L.
HEHEAOS , S0 UEEJLMETURE R A DR

- BYBE- W TELERE , SHTBGRT, &F 18" URiik ERHEN KD HBREIA R,

- QMR —Amazon Q BB TX—RUAMETEER L, ERHEQT , &&F ‘B , FRUS
RAMEXRBAIEE Amazon Q BIRE R,

BRBELER 117
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« THRAXZRINESZEE — ZRAUHER T MABERE, EALESFRBERN IHFHR
B,

IDE H %1 Amazon Q F X EWIES
NEREZWWES i

Amazon Q X#E X SR RETESHWARABRN, KFEESKBERNEBENREBIOR T YIZGKHE
Ry RN &

RUNGHENREMS , XBFKRSVEEESH -

« Java

* Python

» JavaScript
» TypeScript
« C#

+ Go

« PHP

* Rust

+ Kotlin

« SQL

e C++

« C

B ZNEMIEHEARDE (aC) BSH

« JSON (AWS CloudFormation)
* YAML ()AWS CloudFormation
* HCL ( Terraform )

« CDK ( T=#. Python)

Amazon Q XX FUTBIMARBER :
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* Ruby
- TR

* Scala

AT ERIRAYIE S 55

Amazon Q Developer Agent for code transformationZ {83 M Java 8 = Java 11 A% F Java
17,

NZEHBMHNESZEF
Amazon Q Z£HAWTHFLUTIES AN :

- Java - Java 17 REREA
« JavaScript-ECMAScript 2021 & 5 B x4
« Pyt hon-Python 3.11 R ERHRZA , £ Python 3 R%l+
o CH#-FTERA ( EWEMA.Net 6.0 RESKRA )
« TypeScript-Fi & iR A&
« Ruby-Ruby 2.7 1 3.2
+ Go-Go 1.18
« C-C11 RERRA
o C++ - C++17 REERRAK
« PHP - PHP 8.2 REBIRAK
- EAiREERE (1aC) S
+ AWS CloudFormation—- 2010-09-09
« Terraform-1.6.2 R E A
« AWS CDK-i&& TypeScript Python

BHEERBITATUTES MRAEHE

. Java - Java 17 REREA
- JavaScript-ECMAScript 2021 B E R iR
* Pyt hon-Python 3.11 RERiRZA , £ Python 3 R5l+
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o CH-FRBMZAS ( B .Net 6.0 RESMRA )
« TypeScript-Fi & x4
- EAigiEERE (1aC) S
« AWS CloudFormation- 2010-09-09
. Terraform-1.6.2 R E A
« AWS CDK-i&& TypeScript Python
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E$STLEER Amazon Q F.5E

AENE WA Amazon Q Developer A¥BANE A CLI SA IDE REHh£git , 4l
., npm, docker. awsFHIEA , A/ Amazon Q 2EZXE L TFTXHANFHS. RIS,

£

« ZREATHSITH Amazon Q

+ 7£ CLI 5 Amazon Q B X

« £ CLI TR

« Amazon Q ET1TH HEK

- MNBRAESEIEN bash

F A+ 1TiEiEX Amazon Q Developer

6] Amazon Q Developer IR B 2 RIS

ZEBERTHTITH Amazon Q

RREGSITIR Amazon Q , BERUTH R,

i

—

HERATHDTH Amazon Q ( X FE macOS )

FEAMERS IDHTEHRIE , RECAKS, ETE R IRHAEEMHEE IAM Iden tity Center 31T &
7 AT

3. REBILEAZRE shell 5K , HZEF macOS T ENER,

N
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# Getting started Automated checks

T Help&support @ Shell integrations

Features

. Enable accessibility x
= CLI Completions

=
=‘E Chat
Still having issues?
=
.+ [ranslate
1. Run g doctor toautomatically debug
B- Inline
2. Run g issue to create an auto-populated issue
Settings You can also check out the following:
@ Keybindings User manual =

& Integrations

%t Preferences

XN SITIHRE
ERATHSTH Amazon Q SEUTIMEER :

o BERS : macOS
« 3% : bash, zsh. fish

o RIFHESRS : iTerm2. macOS &%, Hyper, Alacritty, Kitty, WezTerm

« IDE : VS Code &3, Jetbrains i ( ARRABRS )

« CLI : 500 ZMN&ZIGEH CLI, fl40 git, aws, docker. npm, yarn
W E IR T8

THEWBTITAR Amazon Q f§ , BAZRN T ARXBIEHRBLES .

codesign -v /Applications/Amazon\ Q.app

WMRREHEE , WNARFNRBEEEN , HEAZEURREEL,
BRNABRFEENESZFARGE , HET:

XFEFHHER
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codesign -dv --verbose=4 /Applications/Amazon\ Q.app
ETHARX macOS RBRITTENESZER , S Apple FREMUE LN RBEEERE.

EFE AT S1TEIE Amazon Q

EHHBSITHR Amazon Q , TR UATHE,

1. fIFLREQ,

2. BT THS

g uninstall

1£ CLI &5 Amazon Q Ik

Amazon Q CLI — M S 1TRE , A FES Amazon Q #1TXE, {#H Amazon Q CLI , A LLELA
WIAE R HITERIBEEXNIE, REFFEW Amazon Q BWEIE,

ETXERX

Amazon Q CLI (g KIhgEz —RECHBERRBE AT XA EN L TXER, BIFEA LT XEM

%, AL Amazon Q IREMEX LT3, SIS git FEEIRA. At shell TRFEZEH shell @
THAEIEFRK. XMBEEERIEET Al RENENBERAGINER  FHEVEHRFEMAXCENBEER
H8E 7 B a R

£ AS MR

Amazon Q CLI X#F LT £ XS EF :

- @git : WEMFATEEZEEX gt FHRERSHER , 3o, EFNREENEXURE
KA EIEF,

- @env : BIFEAXMEMEF , RATELA Amazon Q REIREI AR shell FIEZE |, X3 F 7 HERH
FREENEERE A,

 @history : @history EHFF A IFIRE Amazon Q P ERFIAM shell i THEIEFK , LERAT#F
PREEH 1T 2 FRF AL 0 THEIRIR,
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EHE

ERFER Amazon Q CLI, BB T S ERIEE -
1. RBEEHNXHEPRHEAZEREZEE Amazon Q CLI,

2. TALBEBTRRA.

3. EfTqchat v REES QKX iFE,

4. (WiE) ERAPIEEMLETUEHA (HlE0 @git. @env. @history ) , SME R ER R H Ath
+T3

BALNEASTAA , AT Enter,

6. Amazon Q FRFFARHEMNEME RRLBENBA |, HREFEH R HHITER,

7. BUREHMEALRREHGREBRMEEINE,

o

4 BX CLI 5T 34

A LAE A Amazon Q Developer R BENEA CLI 700 IDE X A& *b2git , fl
., npm, dockerfl, awsFEA , Amazon Q HEHEE L TXHXHN FHS., EMASH.
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[ BON | CodeWhisperer & 381

RITRIE

Amazon Q NS TERMHENBINRE TR “BREFEWE , HAFELTHENINE T/ERE. Er LIk
B IEITqH FFRENRIKBENEHNRE, UTRE—EEANIRE

- BRUAE. HtabZBHAETERN EWAFEANRISM WL CLI 2R EBRE LM shell 5T
B, T AR ARIFEAN” WERZE— IDE
F&, RABEXRMT L, BERHEERN.

BMEIT. FEFEAEIRMEBERITERZRF 2 BAZKER, BHAMRETHER
Amazon Q R#&R

« BATHRER. BRALIRETRE CLI AFHE , MANRE2FHT. BRNSH
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[ X ] CodeWhisperer

# Getting started

’=m CLI Completions

0 Help & support ©» IDE-style autocomplete for 500+ CLIs. Learn more

Features

Popular
“ CLI Completions X X .
O Automatically insert space for subcommands/options that take arguments

Translation Autocomplete will insert a space after you select a suggestion that contains a mandatory
E
I argument.

e.g. selectin it clone
B GhostText (e9 98 )

i Theme
Settings
. X 5
Keybindings system
D Integrations
General
& Preferences Allow Instant Execute After Space

Immediately execute commands after pressing [space].

Always suggest the current token
Always add the current entered token as a suggestion at the top of the list

Dangerous
If true, users will be able to immediately run suggestions that completion specs have marked as
"dangerous" rather than having to hit [enter] twice.

(e.g. rm —-rf)

Disable CLls
A comma separated list of CLI tools that CodeWhisperer should not autocomplete on.

WA SSH MIZBITEN LERA CLI B3 TR Ih&Ee

MBERMLZEDSITIR Amazon Q B , EAEAR#IMEFHIMALKEHEF RN 500 24 CLI TEWH
R INEE, BIZ A SSH £ , BRI EHN LiFR CLI B3 A A

A3 macOS £/

ESH SSH &R , FIETU T TEAARME SSH £ :

$ g integrations install ssh
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IEFEEE Linux

ZRMEFMER
- BRI BER TENEFZ, NRENRERSIRERNEN unzip vt , BEAFRSD

AL
T o

« Amazon Q CLI £ glibc 2.34 NEEMRA. H2021FELURE MO AZSEEELinux X 1ThHRF |, Bk
D EIZRA

« A7 Fedora, Ubuntu FE S5 Linux 2023 H#T A ITHRHI 64 L ARA 53 Amazon Q CLl,
- HF AWS T4 E=FEFME , AtBMNTERIECISERFTRAL Q CLI,

#% Amazon Q CLI
1. BEUTHERXZ2—THRZEXH :

Linux x86-64

$ curl --proto '=https' --tlsvl.2 -sSf "https://desktop-release.codewhisperer.us-
east-1.amazonaws.com/latest/q-x86_64-1inux.zip" -o "q.zip"

Linux ARM (aarch64)

$ curl --proto '=https' --tlsvl.2 -sSf "https://desktop-release.codewhisperer.us-
east-1.amazonaws.com/latest/q-aarch64-linux.zip" -o "q.zip"

2. (WiE) RIETER zip XA TEM

WREELRSRPIEFEF 3 TEH Amazon Q CLI RERFT.zip , A SAER U TS ERES
GnuPG TERIFZEE,

Amazon Q CLI ZEREFE.zip XHEA PGP LE{HITNHBELE R, MEXHEEMARARHER ,
M I KW |, BRI,

a. ERARHSEERTHHZTE gpg HT. BAX GnuPG WESZEE , BSH GnuPG Mk,
b. ERIBNBEHAIXM , FOE—ANXAXHH BB LT XARF,

mDMEZig6@RYJKwYBBAHaRw8BAQdAy/+G@O5U5/EO0A72W1cD4WkYn55SInri8pc4Z6D
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BKNNGOmM@JEFtYXpvbiBRIENMSSBUZWFtIDxxLWNsaUBhbWF6b24uY29tPoiZBBMW
CgBBFiEEmVYEF+gnQskUPgPsUNx67jcIMVmcFAMYoOtECGWMFCQPCZWAFCwkIBwWIC
IgIGFQoJCAsCBBYCAWECHgcCF4AACgkQUNX67jcIMVmef5QD/QWWEGG/cOnbDnp68
SIXuFkwiNwlH2rPw9ZRIQMNTASQA/0V6ZsGB4kOy1Bfc7CNfzRFGtovdBBgHqAGP
zQ/PNscGuDgEZig6@RIKKwYBBAGXVQEFAQEHQC4qleONMBCq3+wIwbZSr@vbuRba
D1xr4wUPn4Avn4AnAwEIB4h+BBgWCgAmFiEEMVYEF+gnQskUPgPsUNX67jcIMVmcF
AmYoOtECGwwFCQPCZwAACgkQUNx63jcIMVmchMgEA613RveCMOYHAGQaSFMkguoAo
vK6FgOkDawgP@ONPIP20A/jIA04gsAntuQgMOsPunEdDeji2t+AhV02+DQIsXZpoB
=f8yY

c. FEALUTHSSA Amazon Q CLI 2448 , public-key-file-name it 7y 18 61 B #9 2N4A B T4
Zo

$ gpg --import public-key-file-name

gpg: directory '/home/username/.gnupg' created

gpg: keybox '/home/username/.gnupg/pubring.kbx' created

gpg: /home/username/.gnupg/trustdb.gpg: trustdb created

gpg: key 50DC7A8DC24C5667: public key "Amazon Q CLI Team <g-cli@amazon.com>"

imported
gpg: Total number processed: 1
gpg: imported: 1

d. TEHETHWHRHEZH Amazon Q CLI EE X . ENRENBHREEN NAY.zip XH4HHEE ,
B B&Nsige BELTRAIF , RIVFEERNRB R q.zip.sig B XHFRFEZEE Fo

Linux x86-64

ERMBHFRAR Amazon Q CLI , BEEALU TSR

$ curl --proto '=https' --tlsvl.2 -sSf "https://desktop-
release.codewhisperer.us-east-1.amazonaws.com/latest/q-x86_64-1linux.zip.sig" -o
"q.zip.sig"

N TFAFEMAH Amazon Q CLI , BEEHRABERARES, FEILRFIH , R 1.1.0 BB
R /1.1.0/g-linux-x86_64.zip.sig , ERELT@®H :

g curl --proto '=https' --tlsvl.2 -sSf "https://desktop-
release.codewhisperer.us-east-1.amazonaws.com/1.1.0/q-x86_64-1linux.zip.sig" -o
"q.zip.sig"

Linux ARM (aarch64)
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ERIFIFRAR Amazon Q CLI , FEALL TSR

$ curl --proto '=https' --tlsvl.2 -sSf "https://desktop-
release.codewhisperer.us-east-1.amazonaws.com/latest/q-aarch64-1inux.zip.sig" -
o "q.zip.sig"

N F4FEMAH Amazon Q CLI , BRFHEMRAEZFRNRES, FEIREH , MR 1.1.0 HE
ZfF 2 /1.1.0/g-linux-aarch64.zip.sig , EREZLUT®HH :

$ curl --proto '=https' --tlsvl.2 -sSf "https://desktop-
release.codewhisperer.us-east-1.amazonaws.com/1.1.0/q-aarch64-1linux.zip.sig" -o
"q.zip.sig"

N TR EMRAEH Amazon Q CLI , BFEFMABERARAS, FLHRGIF , RA 1.1.0 B9E%
ZJF =2 /1.1.0/g-linux-aarch64.zip.sig , &R 2UTHT :

$ curl --proto '=https' --tlsvl.2 -sSf "https://desktop-
release.codewhisperer.us-east-1.amazonaws.com/1.1.0/q-aarch64-1linux.zip.sig" -o
"q.zip.sig"

BRIFZH , FTEN.sig M.zip XHBIENSBEZRIZELS gpg 8.
$ gpg --verify q.zip.sig q.zip
BHEBRUTUTHE,

gpg: Signature made Wed 24 Apr 2024 12:08:49 AM UTC

gpg: using EDDSA key 9AF60417E82742C9143EQ3EC50DC7A8DC24C566
gpg: Good signature from "Amazon Q CLI Team <qg-cli@amazon.com>" [unknown]
gpg: WARNING: This key is not certified with a trusted signature!

gpg: There is no indication that the signature belongs to the owner.
Primary key fingerprint: 9AF6 0417 E827 42C9 143E @3EC 50DC 7A8D C24C 5667

(® Note
RMEFHNESEMBSRHN , AFRREAT RB, ZAAEEXER , REARE
N A PGP %48 ( MRRE ) MES1T PGP Z4AM Amazon Q 2 & B EEHE. &
XEZER , BESHEE Web,

-

ol
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3. MEARERERF. MREMN Linux RITHRRERENBERST , BEASHGTHITHRES, N
TROIGTHERRGE , AESMERTUE-—NEN qBBEF,

$ unzip q.zip

4. BIIREREF. REGTEFBESRN q BXERHPERRB R install 3. BINBERT , FiE X4
# L% Z| ~/.local/bin F,

$ ./q/install.sh

5. ZEsshlBEEM. Ak , BAMmEsshd_configlif
le]AcceptEnv%l]AllowStreamLocalForwardlnglﬁi’éo EiRtEsshd_configiafT , HHITH
TRE

$ sudo -e /etc/ssh/sshd_config
"% sshd_config 5 , MAUATHBRMEIEEXHHRE :

AcceptEnv Q_SET_PARENT
AllowStreamLocalForwarding yes

, REFEVNEHISE D) sshd #HE , MREFEAMZE systemd , WA LLZETT

3 =
EE

$ sudo systemctl restart sshd

6. EEMERMNIZE , BUTMFFS SSH EHIMEBEHEREE., TRE , BUUBENZTUTH
E2XFQ:

$ g login

EREREFEERMEMERZRAE , HET

$ q doctor
B H1 PR &l & 44
—NEHWREIZ , nRES EEIFZBITEYARE Amazon Q REEF IR , SSHFESIT

El—S&REEIRHER. Bl :

&g SSH 130
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connect to /var/folders/tg/ulvx4xfmvqav@oxfaszfknaxiwmbsbr/T/cwrun/remote.sock port -2
failed: Connection refused

EMBREEIRER | BIRH SSH 2FEHENERE | AEER Amazon Q REFF .

Amazon Q EHm S TR NEk

MBEDDITTFEAR , Amazon Q CLI 2124t Al £ E R,

E4ER Amazon Q
ERFMEH Amazon Q CLI, BEHRITATIRE :

1. %% Amazon Q CLlI.
2. IAFNAKERBTIRRT.

3. HETFHRBAR , Amazon Q HRFEELFHNMANM NG TRHEEN., BERZEW , BRAH
KB, ZEUCREAREN shell F,

EXRMLRSENREIIEE , FETUTHT
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g inline disable

T REAFNMFNAKRSIE , FEANRDIESEEMNIRENAKARE QFREE RS,
Amazon Q I ExBR &l

BBl , RB macOS L zsh # Linux L& SSH £/ X iFREx,

AXFTEAE , AERINEES —ER1TH shell F BEE AR , BIE zsh-autostugements, WRIRELZET
zsh-autostugements , W AFFHE A FaEE W B THAEKFEA Amazon Q.

MBAREBSEIEN bash

Zq translatemTATZEEEARAESES , Al “FHRHF B FHPNAE X4 EFIZE Amazon
S3", A , Amazon Q & FHFEZR N AT EIITH shell RIBBAF &, ELR S =ICEFRY bash 1BE
WELERT , %q translatemSREMA. THBEREILItER. FAgrepEXHHERFRH
NEAEB/XH. tar

EFFRER , BETATE—GT

* g translate prompt

* # prompt
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@ ® CodeWhisperer & X1

ERBAERA#KIAA Amazon Q , B “RE"-> “BhF” , RIEXMH Hashtag Bk,

EE#E 133



Amazon Q FF & & hX AriEE

[ ] CodeWhisparer

.;ﬁ" Getting started

&3 Translation

= Oon
0 Halp & support ye— Translate natural language-to-bash. Just run [cw_ai) Learn more

Featiras
Settings

(_j Hashtag Substitution

Commaents in the shell will be substituted with the "cw ai ' command.

= (Ll Complations

=% Translation

B GhosiTex

Sattings

2 Keybindings
&h |ntegrations

o Preerences

# A #1792 Amazon Q Developer

MREIEFEA Amazon Q Developer tn B {THIEEIFIE |, E1217q doctor,
q doctoriREIHBEENEE, KZSEHMER , RAFEMTMHMESE.
Tl 5

$ g doctor
# Everything looks good!

Amazon Q still not working? Run q issue to let us know!
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MRENAEE LENRET -8 | FRERTEREE, MREDATEEIT, q issueiFiz{TR

HHIR.

1] Amazon Q Developer 7R B 2 Y 5E K HLSE

AT IR AR B C B SE AL H R 2 i STk

TEEAER—MERARNEY , BEE CLI TENFiS. EHMSH. Amazon Q @

XL IR A B o

ERBIEIEHTEBE SHNE , 1S H https://ffig.io/docs.

SUAREEH

Modifying
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BHENEW

Amazon Q EHIZHEENTRERR , AITRES R L1,

(® Note
BEl, (XXEFXNRE Amazon Q BRI BB R W H 1T B E Lo

B BENX , Amazon Q Developer AI SAZRREH AW NI E. TH EEZ AR Tl AHE XAL K B EX
HFF %

Amazon Q BEEXR—4A3E , Wik Amazon Q R\EHR L FANRBENERERN, LEZIESEN
KRBENBIEIR , RS Amazon Q FAENAARREHFSEALTF KEREHHEL,
£

« Amazon Q EFIH FREZH

- BIEEHBEMRE

- RIBRENBESRE

o EFLLERES

- BFIEFHHELERR

o BUEEH Amazon Q BENXIEE

« EFEH Amazon Q BEMIEE

- FAFMBEARMEZRLN Amazon Q BHEXIF

« {#F Amazon Q BEMXRE

Amazon Q EHIH o REZHF
Amazon Q EFITHEEN TR , ATeES X E 1L,

Amazon Q BENXIE I £ Amazon Q Developer Pro By E Rt £ | FH{E A EHIhAE,

EFEHER 136
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EFH Amazon Q BEMNIRE , BAIERBTIRE Amazon Q 7 & & 5 Amazon Q Developer
Pro i EREHRITIRE, XTIEHEAAFRIMEIZE Amazon Q Developer Pro NA BRI A | B %
B % F 411518 Amazon Q EHIIRSE IR,

LIRFEH Amazon Q BENXIAN , BABEN Amazon Q B R R EWRBE | B UG EHEF
£ Amazon S3 L@ T ZABE. AWS CodeConnectionsfB 2 , £ Amazon Q Developer Pro 4R
HIREREF , K AWS Organizations B 5 [0 Amazon Q EIE & R AN X LIRS AV E R BR

® Note

WMRIEMERA GitHub N BIRIR , M A LLRERRBEREF#ES, BESH (FRETLER
#HERAFIERE) GitHubF Mt E5HIERE,

Rtk , A Amazon Q BEMNIZ 8 , 824908 Amazon Q BEE RN AN TR :

® Note

Alcodewhisperer 25 Amazon Q Developer & HHBRSHIBE . BXEZER |, S
g Amazon Q F R EERB-EERE,

"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Action": [
"sso-directory:DescribeUsers"
1,

"Resource": [

"y

"Effect": "Allow",

"Action": [
"codewhisperer:CreateCustomization",
"codewhisperer:DeleteCustomization",
"codewhisperer:ListCustomizations",
"codewhisperer:UpdateCustomization",
"codewhisperer:GetCustomization",
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"codewhisperer:ListCustomizationPermissions",
"codewhisperer:AssociateCustomizationPermission",
"codewhisperer:DisassociateCustomizationPermission"

1,

"Resource": [

i n

"Effect": "Allow",

"Action": [
"codeconnections
"codeconnections
"codeconnections
"codeconnections

1,

"Resource": [

g n

"Effect": "Allow",

:ListConnections",
:ListOwners",
:ListRepositories",
:GetConnection"

"Action": "codeconnections:UseConnection",

"Resource": "*",
"Condition": {

"ForAnyValue:StringEquals": {
"codeconnections:ProviderAction": [
"GitPull",
"ListRepositories",
"ListOwners"

"Effect": "Allow",
"Action": [
"s3:GetObject*",
"s3:GetBucket*",
"s3:ListBucket*"
1,

"Resource": [

"

EE#ES
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}

® Note
&7 Amazon Q Developer Pro i§ B IMZZA AT BE X,

EARTAREFNREMBUEAENARIERTEE., HFHRERN , HAMNST SRS ERANERXN
KRiE, BREASSRER, HiX, T2FE. HRREENRE,

EHBBERSLMETEEDL 2MB, &% 20GB WERBXH RkBXEFENES. XHKELERS , B
ENFEHEENZENSMMES , BXMELETE 10 N, £ Amazon S3 BWEIEF source , Fa{R
FMERRKBHEBRE—NTERP , MARKERERT K3, BEINOE XHERZEE,

(® Note
Amazon Q EFIXFUTES NG BS

+ Java (.java)
» JavaScript (.js. .jsx)
+ Python (.py)
 TypeScript (.ts, .tsx)

& ] LATE Amazon Lo CloudWatch gs R F#EEXCIBBENTNELE. BXEZER , 5ZH HE
Amazon BEHR 5 HE XK EE CloudWatch

RSN B ENRE
Amazon Q EHIEENFURHR , ThEL K EE(,

RN AUMAEER Amazon Q B2 B E X,

BEOZEENI , FREBUTIRRE
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1. 5 Amazon Q Developer Pro iR &, XBiEE A IAM S 0FE@ Amazon Q F X ERFE
B AR , UEBUE Amazon Q F A B A

#TFF Amazon Q FF R EZEHI A
MNEMHSMERFERE BEX
HHIABAENLTE,

EF REEEN
WMABEXEHRN (ALE ) FHik,

2

® Note

FRRENFTRAEBRHEENBHMNMER, RALTIKHEMFEA Amazon Q Developer Pro §
F & & NBEBTE VS Code HF = JetBrains BT AWS FHHEEFEA ],

E BB R BT
Amazon Q EHIEEN KM | THES R AL,
EOREENAL N  AEEI DR CWRBENIIR. MTRTHRERRT AN BRRER

£,

WMRREBIERA T Github = Bitbucket A |, BBAYRATEH AWS CodeConnectionsiEiZE©
GitLab& N , EFEALS# S3,

ET#EZ{EE CodeConnections , BZRMTARERE? EAAXEILERFAHAFIERF
EETEEDEHEIER CodeConnections , FIRBUT S RIZE -

1. E‘BEREHBNERE T , %&#F CodeConnections,

2. MREFEANWRINEEE , FARERIAEE. AR, & GAREE T , NTHIRFPERSR
RV,

EEIEHBIEIR 140
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Connection to source provider wi
N

Create new connection

BN, EIEFE QI BITELE,
3. HEIAMNBHECS , SMBENBIERFRRZESE PR HBARTERE.
4. RIEHBERRE , BREIGZBE X TH.
5. HEBREER T, NTRIRPIEREHERE,

Connection to Source pmr\.riﬂ&r nfa

Source proider  Infe

AWS CodeStar Connecting 0O Amazon 53 Buckot

Enter 55 LRI

Brownie 53 E

EBEY Amazon S3 EEIENHER , TREBUTTSRRE

1. E“SEREMHEINERE T , % Amazon S3,
2. EE KBS S37,
3. SMIBTELHNREBENFEEFIUER , HiET UR

BEXEZEER |, 5% Amazon S3 AFEEHPWEIE, BLEMEA Amazon S3 FiE @M G025
%UEE{::E Eio
4. f4 URL ¥:NE2IFRE “@i A Amazon S3 URI” BWFE&H,

HEOIEEENTUZA |, &0 BUE R E HR IR,

BETHRBEINENESEE , FSR_( AWS BEAMTZAFERE) o

EEIEHBIEIR 141


https://docs.aws.amazon.com/AmazonS3/latest/userguide/creating-buckets-s3.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/access-control-best-practices.html.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/access-control-best-practices.html.html
https://docs.aws.amazon.com/tag-editor/latest/userguide/tagging.html?icmpid=docs_homepage_genref
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SEH LRSI | LE DREEL.
B E LM B dE

Amazon Q BE XIUEA BN B URALTT R ENRE S RER.

BRE , AWS F2ERAREENENDURSH L TXHEEIERENRNE.
AWS T EREN ARG EibE P REABR
Amazon Q T2BIAHNEMRIR (R ) HEEHHE,

BXEZEER |, BSH Amazon Q FF & & RS o,

Xt B TE LT B H 1T B MR

- RO BEELINTEEIREE  Total size of the provided repositories exceeds the
maximum allowed size of number for a customization.

EXMERT , ENENBERPBRE#EAER.

- BARESWEIEIREE - Insufficient data to create a customization. Add more
files from supported languages and retry.

NTHERAREESRENRBERLE AEX , XMEDE 10 MIERBH XS BERRPHEFE
5o BNBBERLNEEED 2 MB WRARX A , BNENEE/E 20MB, &% 20 GB HYJRL
Bx#H  XEXHREXFNES

BEXH  BIERAXES , A2 UEERN H#E 1I0MB WA ARRE. S, & XX4NXH4HEFHE
TEXEN BT TEER.

MBEFBKFILEIR  BANEZEELNBEBENEANEREEBESHN XY , REER,
M BRIZH B E MR E
Amazon Q EF|IhEEAL T ER |, AR X &£ 1L,

AN BWAER Amazon Q MK EE NI,

B E LR A IR T




Amazon Q FF & & hRX AFEE
/A Warning
1 BR B & X I BR 5 1% 5 IR < BR Y P B MR A
ERRENBERE , BERBUTTRIEE
1. ¥TFF Amazon Q F R EEZ&I A,
2. MNEMWSMBERPER BENL
3. FHEMBENTTMH.
4. WMRBEEMRN BEXIPA TENRES |, HEE “EA
5. IEEEMIER.
@ Note
&0 ] U R 1% B & X IF 445 569 72 HE il BR B E L3,
Ak, REMNBENFERHENA LAEE “BBR” BIT,
TG FLAL & B E
Amazon Q EFITHEEN TR , ATRES R E T,
AT A AL BRI B E Lo
TRAL I8 1Y E 1
ARTT AU IEE B E Lo
1. 7£ Amazon Q AR EEZEFHENSMERSY , EFEEE L.
2. EBREREMNBEENIMNER.
3. BOWNANFERTEDE. Z28FKHE Amazon Q X &Y E I R 8 ¥4
ZEINECHNITEDE , FUESMEZERBBETENBEENRE, EMBRER , BEEUTRE,

EFE TG
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Amazon Q FF X &R AFiEm
« JEEIF 8-10 : Amazon Q BIWEHEFHBERE.,
- Fai@@ r 5-7 : Amazon Q BUIUEBUEL B E M RE,

MREXBEIAENIE , BFERUTMRALEN, MRXEHRTN , ATUZ BRI HARBIR.

« 214 WAENTAARER, FERUTRICER. MBXEHTR , AUEEVRIAEMRE
Ro

RILENBEN
A AR RLENRUSIRE BB T BB

. BRI BANKERNASESRBEME.
. MREEBEATKAARGRESONR  WERFRIESES.

- BERAZERN XA EFEE , RMERERB XHNEFEEF, JI&EELAERB TR R4 E
BREMNME , MAAERSEMREF,

(® Note
Amazon Q < B3 ik HIFREB XA , B INES & ST M STAR S 4.

« BNRBEATETLEFEARNERE, MRAANEXREN , BLAKOEIAmazon QLB AJEEEZ KR
SRR

X IRE AR E

NTEAENHEAREESHAN , XMIEED 20 MIERESHHREXH , HEPMERXA
BRMBMEDNA 10 MB, MRENTFRARERLHEEXTIEFNESHRENRDE , B4 Amazon Q
MNIZESWHEEFRKEB Amazon Q EXEH ( FTREMNBEEN ) . MAYEFEY , EMRELKBEEENL
KB HEEERE. RIEX , XATEELREN KRR LHER. 6120, “Amazon Q £ RBIT AREL
BHEELHEETRARERANESNED,

BT

[l

B A1 F MR FEHEER

RE B SER

Amazon Q AT LA N BIR4 B E S |, BB T AR EE L E R,
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BT LU B A X &% B Amazon Log CloudWatch s. 48, Amaz on S3 f7f%#%. Amaz on Data
Firehose EEHE

giﬁ /u\4§$ﬁ 1ﬁ T:T:}rhﬁu (=N Etﬁ** H /u\{gﬁﬁlﬁ-':ﬁ‘?f ﬁ L—EMO E‘iﬂﬁﬁ*@q: ElJ'LREH EE /Lr\4§
?ﬁbl.o %Eﬁ** ﬁIJE H/u\'f:g ;ﬁ”

%235 %) Amazon S3 FH#E MM B ERBIEIF = : AWSLogs/account_id/
codeWhispererCustomizationlLogs/region/customization_id/year/month/day/hour/

NHEFEESR | BN

A :account_id_codeWhispererCustomizationLogs_customization_id_date_file_id.log.c

/A Warning
jj T;E *Uﬁﬁ QEM H TN Eiﬂﬁ:ﬁ']ﬁ QEM:@&FEIJE \@:FW'LX ll.z\{%i‘f’ﬁo

EFA TN BEREESANERFRMENNR , 5ZH Amazon Logs A F 15 EEHARH
CloudWatch B& 123 [V2].

THREEEYHERHBTHEE

TRIM T AP TETHBAENLREN BHEHS.

BEEE BEER
Starting to ingest number repos ER

from source source

Downloading data from repo: repo BR
name
Received amount MB of supported iR

data. amount MB required. Add more
data and retry.

The provided CodeStar Connection iR
ARN: Arn is invalid.

T % Amazon CloudWatch B& 145


https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/WhatIsCloudWatchLogs.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/Welcome.html
https://docs.aws.amazon.com/firehose/latest/dev/what-is-this-service.html
https://docs.aws.amazon.com/firehose/latest/dev/what-is-this-service.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AWS-logs-and-resource-policy.html#AWS-vended-logs-permissions-V2

Amazon Q 7 & &

BEHEE

P

)bt
H &% 5l

Access denied when attempting B iR

to reach the provided CodeStar

Connection: Arn

Failed to download with AWS Bix
CodeStar Connection: Arn probably
deleted by customer

ProviderThrottlingException from
CodeStar Connection:

B iR
Arn while
cloning repository: repository
Processing data from S3: S3 URI ER
Invalid S3 path specified: S3 Bix
Directory
Unable to access the provided S3 Bix
bucket: bucket name
The provided S3 bucket: bucket name %Hix
does not exist.
The provided S3 key S3 URI does not #Hix
exist.

Failed to ingest number of failed
repos / total number of repos

Hix
repositories
Unable to process repository: repo EBH
name, with a size of repo size GB,
exceeds the limit of max size GB.

T % Amazon CloudWatch B&
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RAriEmE

Unable to process file: file name,
with a size of file size, which
exceeds the limit of max file size
MB

Unable to process collection:
collection name , with total

size of total repo size MB, which
exceeds the limit of max total repo
size MB

The following languages will be
used for customization: 1list
of languages . Languages may

be excluded from customization
if they are not sufficiently
represented in your files.

THREFEFERELEXNERES

B AR

"EEl I5S

TRGHEBEERE Amazon Q 2H BEH 5B EHEKNHEE

HiRHEE
FLEBERABENBE L.
FEBEIBHANRNEKREEL,
e e

X B & KB ERAESS o

AL ERETIEFIBAME IR

BUCRERETE
FREBENBENFER,
BREHENER,
BEBRAFAER,

ZIRE - NKF P EERITHES TR, Bz
BR1E,

B ZRE. IRMARK , FHRRAEF K.

THRERAHEHIRER
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RAriEmE

HiRHE

2R 1A R R HA AWS CodeConnections % 28
TR #E3E 4,

A EHE LAY AWS CodeConnections &8t K%
B — AN RBNEHE,

I2{tH AWS CodeConnections i£# ARN &

Mo

Srri2£H AWS CodeConnections iEZxBH
FHNATH,

IEEH Amazon S3 BRETLH,

ToEFEIR R Amazon S3 F# .

2HH Amazon S3 FREBTFEE.
REMT D% S3 BHATFE,

BEAE , TEEAE LI,
AMEZX M REER,

MXFFHES H
RENEFERENEADER T BE XAV ERA#
#o

BOENBENMERTRAKE, FMHERRE
MEELIHER.

KPR EEEENLRE. EREREEXX 42T,
MR ERFE BE X RE

WSERH Amazon Q BEMIRE

Amazon Q EFIZHEENTRKAR , AIRES R £,

BUCRER BT

W EREENE = H RHEAINER, RRER
ZER1F,

KIS = HF RHFREN RN F#ESIR, R
RERZERE.

EFEERAVES ARN EXHE o

5 78 E Bt — IR,

FERAAMRH Amazon S3 URI EFTEE VLIRE.,

RIIEERAGHNNR, EEMENRAEARE

fEAA M Amazon S3 URI EFfBEENIEE.
EAAME Amazon S3 URI EFBEENIEE.

B E] - MEERANESHIE , AEAMEBNS
ZFHBAE NI,

MRHENBRRTBER-LERIE. EAMEENS
EZEMAE L.

M BR 24 BT EY B E L H B,

MEREZKF XN EEERE , RRE
o

BUE
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Amazon Q 7 & & ArfEm
AR RS

ZXFT ST 4R ANATBUE M E A AEHY B TE AR AR,

BIEEFrEALM T R AR EEERNBIATMRA | S W F] SUR0E B E LT RA . BUEFRASE |, 7T
RARRETEFTHRERE  EREF R ERTEMBR,

B AU B ERE R Z BN BUEIRS. B2 , Amazon Q KER EHREFBUE 2 BIBUEHARZAS, 18
f, ©BE S B L BTH AR R A BUE Bl AR 61 2 iR A<

BN, RIREE=ZMRA : 1. 2 M 3, FEFMRAEAR 3, BRELBIRAE 1, B2 “EEFHE A 1 3%
FRERBEHIRA 1 HEBIRAK 4, XMERERAOMRA : A 4 | [BRAHNFE 2,
ERCRRNBENIRA | HRBUT SRIRE -
1. ¥TF Amazon Q FRXEEZ&IA,
2. MEMWSMEERFTER “BEX,
FHNEENLH.
3. EBREBCERANEENRE.,
FHITAENFMAEERRH.
4. M RRA RAPIEREBUEMRA,
5. &EBBUE.

BT AR A 149
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Amazon CodeWhisperer > Customizations

e B Wl o venon 2 ] | [ actions v
' L J L J

Details
Name Latest version Evaluation iafs
u 5
Description Status
EEEE Em D) Updated o H 5 4 5 & 7 8 ] o
ABN Wroor W Fair [ Very good == Evaluation
~ P .
e ® CE e vwhation scone: 4
This customization's overall effectiveness score s considered fair. A0S
recommerds that you activate this customization. However, if you see a low
acceptance rate after activation, consider adding more data,
Wersions Groups and users Tags Log deliveries
Versions Activate
WVersian L Last updated = Seurce provider Data referemes Status Evalustion
<) 3 Morw 8, 2023, 24030 PM Amazon 53 [ ________BE B N B @ Updated 4 l
2 Mo B, 2025, 2:35-55 pM Amazon 55 12 Activated L

EFABAENT , ENTHIIRPIEE R

Amazen CoseWhopenr ¥ Customizations >0 I

-Ih--lh c satinns &
- @
Hame Latest wersion Evalustion sl
[— | H
Description Satus
UpdaneTew B Activared " ¢ : “ N N : " ! .
N Wrocr Wrar Wveygosd == Drakation
5 IR . ETEEEE N N N "

Evaluation seeme: 5
Thith customiEatian's cwirall effothanei Wit B cofdiined pose. MWS reismmends
CPeatEng b new Customization with more daia prior to acrivatien
erniany Grosps and e Tags Log deliveries
Wersions
Wersien ¥ Last updned - Seurce pravider Dt reference St Evaluation
2 Mov B, 2003, 22555 P Amason 33 [N N EE ) Activated 3

BB Amazon Q HE N IRE
Amazon Q EFITHEEN TR , ATEES XA E 1L,

AT N B WAER Amazon Q EFTBERE.

BE XA AB ZMRA,
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Amazon Q 7 & & AriEE

Amazon Q BEE AR Z U LHHEEN B E L =R :

© RFTARAS
« LB TIEIRSHARAE
© HBIRA TIERSH R FERMAS

B HT R A

Amazon E deitingerer £ N Evaluation
CodeWhisperer
o E. [ sczvm arion G || memiens o
wate row weriion w—
T) Moo it whison. SHECY & virsasn in e Versenss Latsbe bl dhodrid MBI e
Detail:
Very good 8-10
! ! Fair 4-7
coe WIF ry gocd Dvalustion -y
Evaluatian scor
n | N B
This customizatian's sversll effestiverans wone i
TS secomrrands that you scikvate iy o . Higeaer
PRI 558 ) W BCEETHLANGE 3 Theation, Combder 30
e
Versions wre
vanlen ¥ Latupdated S ovider  CDsaeefwsss 0 SmBa Evslestion
Mo L IOIRABEATPM Amasensh
a
Poar 1-3

EOEBENTANIFRA |, BIRBUTSRIRE

1. FTF7F Amazon Q FF R &E#4lA&.

2. MNEMNSMBERPER BENL
FHIBENTE,

3. GRERNHGIBHRAN B E I,
FHEMEEFMEERE,

4. M B THIIRPEE BIEFRA,

5. MREA , BEILBIER.

EETTES T



Amazon Q FF & & hRX AriEE

Create new version .«
Connection to source provider i

Source prowider

AWS CodeStar Connections O Amazon 53

Enter 5% LRI

| | H N | | Browse 53 [

6. EEBIE,

MREWRBRER |, BSRX B E LK 02 H 1T R

AP FELARMEIZRE Amazon Q BE X I H
Amazon Q EHITHEE R MM | TAES & (L,

AT EERXMME B E LR HNAFMEFANER.

@ Note
BREHEBESORE , REFEERERINAF .

@ Note
MBEENAFPHREARNINE Amazon Q Developer Pro NP A BRI & | N RS 1Z AR SHE4A
AMBEBENWMA, BXEZER , B5H EEITH,

1. 1 Amazon Q FF R EZFI G SMERT , BRAE L,
2. EBRZEEENNAFSNEFAN B E LA o
3. WAKE K EEAMNTHHoER AFNA &I+, RAEEE APHE" Frm-+~.

by aE N ik s 2% 152



Amazon Q 7 & & ArfEm
4. ERFEFREZVEENHNBHNAFRREA,
5 EBEFRMAFSRMEDL,

£ Amazon Q BEENIZE
Amazon Q ESITHEEN MR | TEES R ET,

ATNEERRMALUFREFHERBELTNESR.
Amazon Q X% VS Code # JetBrains IDE HH B E Lo
AWS Toolkit for Visual Studio Code

E7 VS Code HEABEENRE , BIMITUATRE :

1. FRUTHSERES IAM B4 508 Amazon Q Developer Pro # 1T &R IUE#E IDE %%
Amazon Q F R EY BEFIEH.

2. EHFAREIE BHERHW AmazonQ T , & “ERBEEN,
3. EEOMIMHTHFEES | EFEMENNEE L,

AWS Toolkit for JetBrains
EFABEMIRE , BIITUTERIE . JetBrains
1. FRUTHSERES IAM B4 508 Amazon Q Developer Pro # 1T &R IUE#E IDE %%
Amazon Q F X &Y BREF A,
2. EHFAREIE BHERHW AmazonQ T , & “ERBEAEN,

HEEHEOSR , ERMENNBEE L,
EFRIER,

A 153



Amazon Q 7 & & AriEE

122 5 A

Amazon Q FF R EZEFIERLGER T Amazon Q FREEER , ©ILE THEXENT R EMMAERZ
RENBREE, EZREFANERZ— , ERTEMN Amazon Q FRENAERE WA IAR,

® AN (0) & N. Virginia v MyRole/AWSUser @ 0123-4567-8901 v

Amazon Q in the IDE Dashboard Dashboard X

DaSh boa I"d Info

Amazon Q in the IDE dashboard provides metrics illustrating how your developers use the service.

User activity

The User activity section indicates

how many Amazon Q in the IDE seats

you are paying for, and how many of

‘ All v ‘ I Clear filters 2023-10-27 — 2023-11-10 those seats are being used on a daily
basis. The difference between the two

is the number of subscriptions you are

paying for that are not being used.

Active customization Programming language Data range

[Au v‘

User activity Code impact
Code impact

Count Lines of code generated by Amazon Q in the IDE The Lines of code generated by

11 Amazon Q in the IDE simply indicates
20 144.85 m||.|.|0n how many lines of code were
suggested by Amazon Q and accepted
by your developers.

Acceptance rate
15 453 20/0

Accepted recommendations with references

Accepted recommendations with
references indicates the number of

4.83 mi llion suggestions from Amazon Q that are
10 based on open-source projects, the
references to which Amazon Q makes
available to you.

5 Security scans Security scans
Amazon Q in the IDE security scan is a
Language Number of scans tool that helps identify security
0 vulnerabilities in your developers’
10/29/2023 11/02/2023 11/6/2023 11/10/2023 Java 1.2 million code.
Date
Javascript - The data shown indicates how many
. . . . scans your developers have
== Active subscriptions == Daily active users Python R successfully run in their IDEs.

Learn more 4
Amazon Q in the IDE dashboard
Security scan

Code references

loudShell ~ Feedback  Language © 2024, Amazon Web Services, Inc. or its affiliates.  Privacy Terms  Cookie preferences

BT LA A BSE A R U ERIRFHBE. EEANRE , &K —F, SO TIREEESHITR
%o

EAERHEIR L EFBIR , B4
Bcloudwatch:GetMetricDataFMcloudwatch:listMetricsiXPR, WANBRETE 2D E Amazon Q
EENENESREGIRFEERMN,
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A&z

“AFEs” B0 BR T NS DA Amazon Q BN, URBRER TSV EMN, MEZRANEXS
ETEN 2N REREANITHARE.

AR

Amazon Q £ RBITREKRHE Amazon Q BN TSV TREHABENTFEAARES

CESHNTESEZNENEERTRXE Amazon Q WE TR B WEWHE |, B) Amazon Q &R H
HSE ik,

WREEMRARNBRDER Amazon Q , NIRBEBEHIFHZEUTRE
- MEFRBNRESMEAEW , WABEEEDFF2E RMEMEE,

- MRFATEW , EREBURESHIEL , WFLE “REPE" By +ERETHE.

- MBPATEW , BRE-IHER , BELEBUBIELE  WRAERERERE (0%) , BEFT2E
REH Amazon Q £ R RBITHH A S| AN EEZ HEFNBIE.

ZERHE
Amazon Q & HRARNF £ A RRBHHRE TR,
8 RWRERAENTF & AREL IDE BRIDETT D REH.

A =
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Amazon Q FF x & & EHf AWS RS

Amazon Q Developer B4R E/LThaeiR I AWS RS . AT A TIE AWSH 58 Amazon Q #Y
_u:=bj3_:_r—to

AWS BRS

* Amazon Q Business

o M5# Qin AWS Chatbot

« E#HE Amazon Q CodeCatalyst

« Amazon Connect F#y Amazon Q

« Amazon EC2 ##J Amazon Q

- I5# Qin AWS Glue

» VPC Reachability Analyzer 8 Amazon Q
I 552 R B9 Amazon Q QuickSight

Amazon Q Business

Amazon Q Business R —RE2HE. £ Al BN WIXREIF | S UEALRNIBE, EXE
ZER 5 Amazon Q L A F¥ERE.

W 5# Qin AWS Chatbot

&80 LA TE S8 B9 Slack FlMicrosoft Teams$iiE A& 5E Amazon Q , iXEJfE R E AWS Chatbot HiflElAE
XHEEME B AWS, ERF Amazon Q RIMEIEBHHE |, ESRE+FRE Amazon Q FFREBIK AWS
Chatbot, BRXEZEER , 5 H (AWS Chatbot B2 R #EE) HH Slack A TMFF LA Microsoft
Team s.

I 5 A By Amazon Q CodeCatalyst

Amazon H#J Amazon Q IhEEFF & Ih#E CodeCatalyst B —MNERIXA T EREBF |, (RO E D E
F#, FRBDELS Amazon Q 5 , ELRBEENGENERSTRE , AFEEEFEEPHR
B, R Amazon Q AIMBIESE , ERMSCE—IMERLSREREAFENERBERDH# TG, B
XEZEER , 1525 A mazon CodeCatalyst i PSR HIHIE | £ 4 CodeCatalyst 4 (N Al ZIEENN
BRI & TAE,

Amazon Q Business 156


https://docs.aws.amazon.com/amazonq/latest/business-use-dg/what-is.html
https://docs.aws.amazon.com/chatbot/latest/adminguide/slack-setup.html
https://docs.aws.amazon.com/chatbot/latest/adminguide/teams-setup.html
https://docs.aws.amazon.com/chatbot/latest/adminguide/teams-setup.html
https://docs.aws.amazon.com/codecatalyst/latest/userguide/getting-started-project-assistance.html
https://docs.aws.amazon.com/codecatalyst/latest/userguide/getting-started-project-assistance.html

Amazon Q FF & & hRX AriEE

Amazon Connect ## Amazon Q

Amazon Connect ) Amazon Q R —REKRATLEREEFRSEF , f Amazon Connect
Wisdom B K BB S#EHE (LLM) #5858 M. Amazon Connect F1# Amazon Q 2ESSAT &L , #BED
BREROLERARRBEFEBFREFEE, BXESEER , 525 (Amazon Connect Administrator
Guide) H1#Y Use Amazon Q in Amazon Connecto

Amazon EC2 #H#Y Amazon Q

FELSHEMITE R (Amazon EC2) ##| & , BAILAfEA Amazon Q EC2 EHIXBIERER N &E
BN TEARMN EC2 XHXBBEHRIESNEIN, BXESZELE , H2H (Amazon EC2 AF
) PHAFN THEASIREEFIZE R E,

5% Qin AWS Glue

Amazon Q BIEER AWS Glue 2 —FH Al I ERABIF |, AL AWS Glue FEHBARESEW
BEIRERMEL, EB) Amazon Q BHIBER , B LGIEBIBERES. BAREBHIRE AWS Glue
WIEERBBNER, BXEZER |, HSEAWS Glue AFIER AWS Glued #J Amazon Q #iEE
o

VPC Reachability Analyzer B Amazon Q

LIRiE Amazon Q B BIRIEEMEEEERIBR , ©45 VPC Reachability Analyzer Bt & kK &EI&
MEE, REZHMEEEHRAEERB, AT, Amazon Q 1RHHE < MR R — 512 M [ B
S, 44 #A Amazon Q A Reachability Analyzer BIXSiEIhEE |, B LU ARIBH —FhiRIEIE E N EE
ERENEM G X, BXEZEE |, 55/ Reachability Analyzer A F 18RI HI Amazon Q M 4& A3k
ESA iR

7 5 AR Y Amazon Q QuickSight

Amazon F ) QuickSight Amazon Q £233{t1t. , TAEBREARKAEKENENBEARES. BTN
FRSHE, EHENEEMAXNEREIEME Amazon Q £H) , UREFEZENLZER, BXESZE
B, BZR (ILS# QuickSight AF$ER) Amazon QuickSightH & Amazon Q.

Amazon Connect 8 Amazon Q 157


https://docs.aws.amazon.com/connect/latest/adminguide/amazon-connect-wisdom.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-instance-type-advice.html
https://docs.aws.amazon.com/glue/latest/dg/q.html
https://docs.aws.amazon.com/glue/latest/dg/q.html
https://docs.aws.amazon.com/vpc/latest/reachability/amazon-q-network-reachability-analysis.html
https://docs.aws.amazon.com/vpc/latest/reachability/amazon-q-network-reachability-analysis.html
https://docs.aws.amazon.com/quicksight/latest/user/working-with-quicksight-q.html

Amazon Q 7 & & AriEE

Amazon Q A X ENZ =

TEEAWS REFZE, fFANAWS FF , BAUZRT LT HNREASHLZEHRBEALNERMHY
BOBEHROMMERN,

ZERNA AWS WHERE. TEHEBEEEREHERNZNREENZPINRZ SN

« TRE — AWS ARFKFES AWS RS Pz THERZEM AWS Cloud. AWS &R ERFHATE
EEANERS. FEH AWS EMMITRIN -2 , EZAFRARFERN ANRIER S ENEN
o, BETHERT Amazon Q HEMMITL , BSRAREAMIT MRHAEERAWS RS

DIRBZE-ENREREERN AWS RSERE. EEFENHMBRARNT , LHENHRENBUR
. BRANERANERREREN,

A4 EE BY IR T MR 1E{E F Amazon Q Developer BN A2 BEREER, eREERRT OAEE
Amazon Q LU BRENZ2MEM B iR, LEFZS MAREAEAM AWS RS RA B SR ZENRE E8
Amazon Q iR

£

« Amazon Q FF R A A F R BIFER

« Amazon Q FFR A A K F 3 M 15 0 EIE

« Amazon Q FFR EN S UE

« Amazon Q FF R ERY 5 1%

« Amazon Q FREHHEMIRHEE L

+ Amazon Q F& A B #END VPC LixT = (AWS PrivateLink)

Amazon Q FF & A A ARV BB FET

FE AWS HiEEERF Amazon Q Developer FHIBIERTF . WARERFHR AWS |, ARKRFE
TAENERNESIKEM RN AWS Cloud, BAFLEPNEERHEMEN EWANENES, BEER
TEANZERENERES. AWS RS EXBERMNESEE , BSRAKERLELEE,
BREBMNBIBEBRIFPHES |, 1359 AWS Security Blog £# AWS Shared Responsibility Model and
GDPR & X &,

BiRR 158


https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/data-privacy-faq
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr

Amazon Q FF & & hRX AriEE

HTFHERF EHN , BAEBUERT AWS K- E3EHEA AWS Identity and Access Management
(IAM) ZEENMNARAF. XNEASMNAFPRTFTETHIERIMENNR. RIMNEBUEELIUATHRR
FEIE

s WNKFFERZESHRIE (MFA)

- £/ SSL/TLS ERFEE. AWS BIUFEA TLS 1.2 HE S A
- EAIRE API M1 AFE3N B & AWS CloudTrail,

- £ AWS MEBFERFRUAREFPWMERIALREEHS AWS RF.

. EABHIEER SRS Amazon Macie , HI , BEHT ATAMRSF R R HRBKSE Amazon
S3.

« MREE AWS BEGSTRES APl #HTH R EELRT FIPS 140-2 RIFMIMZER | E6EH
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B AWS REZEH, BXEZEEL , H2H AWS Key Management Service FFR A RIEREHH AWS
BEZEH.
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2. EEMSMES  &EF TR REEFEAWS,
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Global Settings
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BEULTHM AR Z—FH Amazon Q ETIRE

- MBOB%iERE AWS Toolkit R , AGEEFRIEIR. ..
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Amazon Q 7 & & AriEE

B LA S Amazon Q FF A& —EFEAB IAM ThEe

IAM Zh&E Amazon Q X #
ET 5 OHERK =
BT R IRE R B
RERIE =
KRS B
ACL B
ABAC ( RREPIIRZ ) B
TR AN =
EBRE =
BEAE &
RSHEXAEE =

E2ME 7 Amazon Q MEAE AWS RS ThEEIMAE RS IAM ThEEB &R AWS RS | FZ 1
IAM AFERFHRIAES IAM BEEEA.

Amazon Q T BRI R

XFET 50K =

ETHMNKEIAMMEISZH (WIAM AR, ARAZHAER ) 1 JSON NRRAE I, XK
EHAPNACAEAMEE T BLRRRTHERE ETRUOMIEETSONER , B
5 <IAM AFiEmE) HRIBIE IAM policy.
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BEMERA IAM ET S MR , &0 LUEE L SEL AV RENMZRUK R SIELBREN R,
%EEE?%@W%%#EEEW,lﬁbﬁ%?ﬁ%%ﬂ%?jﬁ@oET%TEﬁmN%%¢E
ABFrE s , H5H (AM BF$ER) S8 JAM JSON KBTS A,

Amazon Q £ T & 17 1y K k& = Hl

EEE Amazon Q FEXBETEHHNBER RO , E2. AT Amazon Q F X EHNE T S MHBER
A5

Amazon Q RE T &R K BE

X FE T RIRAYREE &

ETRIFHREE M N BRAY JSON KM, ETRFHNRENRESHE IAM ABEEREM
Amazon S3 FEMRE, EXHFETRARNKBHNERES T , RSEEA AUEACIREFHNBFER
REVTAR. X FHEEPMMNRBEH TR , RIEE B EEET X 2R RRATHLEREUAREFLZMH
THIT, BAFEETRENREHEEETE, ZERATUEEKS, AR, A2, BERAFH AWS
ARSS o

ESABKS R, SR LHEANKSSHEMKS P IAM XEEENE T RRNV RPN ERE. &
B EHAMBETHRRNEEARBYGEXRRTEN —F¥ME. SZRANREL T FEMNERN
AWS IKF , AIEIKF R EY IAM EEE R ESMEEEARE (AFRAR ) RTFBRBRHNR, tbi]
BENETHONRBHMMBELEURTFNR, B , MRETHERNVEBOE - MNKSPHEART
WERRR , WFERINNETEONKRE. BXEZER , H5H IAM AP EEPHNEKSE 1AM
5 B B R

Amazon Q HIRBEIRME

X RIEERE =

EERWLER AWS JSON REERIEEHEARIBEMF L, BR2E , BNEETUNF LR FERITER
1, UREMFARHETRIT,

JSON REEHY Action TR TA THERKP AVRIEL B RINRE, REBREEESXEKN AWS
APl BERE. B—EHINER , HlIRBTE API BENNBRNR BR1E, & -LREFTEETRK
RIITSMRIE. XM INREF KR
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R L EREUR FHATRERENRR,

EEFE Amazon Q BEMNFIER | BESHE FRBEREEX Amazon Q FF 2 E W 1H AR
Amazon Q PRI EKIIREEIRERNTEFER LT A4 -

q
EEENEAPEESNMRE  BRES I RXLERE,
"Action": [
"q:actionl",

"q:action2"

]

EW T MERBES (¥ ) BESMNMEF., flW , ERRENEE Get FFAMNABARE , SREIUTRAE

"Action": "q:Get*"

EEE Amazon Q FXEBETEHOHNBERTRY , F58., EHAT Amazon Q FXEWNE T B HHEEE
A

Amazon Q B KBS & IR

3 FF R R R B

EER W LAER AWS JSON REEREEERRIL R L, tbp2dH , BN EME AT LR IRR
1THRE , UREMALAFZHTHT,

Resource JSON K TERIEEEMHNAREN —IMHZ /MR, BAXMEE Resource 5
NotResource T, ENFEXE |, HFERH Amazon BEE# (ARN) EER R, W TFXEHEBER
REE (MR RBRENR ) BVIRE |, BAISIRITIIRE,

NFAZEFRBRENRERE (WIIHRE ) | BEABES () BEREINATHRERER.

"Resource": "*"
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EEF Amazon Q FREE T HHNBETA , F5H. EAT Amazon Q FREME T HHHIBEE
=

Amazon Q WY SRBE 52

XFHET RS H SRR ZH =)

EE R WLAER AWS JSON REERIEEERRIBEMF L, 2R , BN EETUANT AR FERITER
B, UREFARHETHIT,

£ Condition Jt%& ( =% Condition R ) # , AIEEEEALEMMNEH. Condition TERAE
N, BACEFERAZGZER (i, FTFHNT ) BEHRER , UERBRPHNFESERPHE
HTE,

MREE—MEIHIEEZN Condition THE , FEES Condition TEHIEEZMNE , I AWS
/2% AND ZEIFEEl]. MRERNENRHBEESZ/MNME , NFERZBOREER AWS iFE%
., EFTIEARNR 2B ATH BT E N SME,

EEESHN , ZUAUERASUREE, 6, REEEA IAM AF &S IAM BAFE , 88
NEBTFHRAFRNNR. BXEZER , 20 (IAM BFEmRE) F8 IAM policy 7T : HEFIR
at

20

AWS XF2RFHABHANBETRSHFAZH, EEEME AWS £2R5FM4E , B5H IAM AFE
EPHNAWS 2 /&AL TXER,

EEE Amazon Q FXEBE T EHOHBERTRY , F58. EHAT Amazon Q FXENE T B HHEEER
A5l

Amazon Q 'y ACL

X ¥ ACL a

EEFIFIR (ACL) ZHMLERA (KFKR. AFRA® ) ARGAERKF. ACL 5ETHIRAYRE
KL, REENFER JSON KB,

ABAC 5 Amazon Q

% ABAC ( EBEHHIARE )

7|
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ETRMENTERNREZES (ABAC) 2—HRPURE , ZRBETREMERENR, £H AWS , XL&
BUMARE, ERLE IAM XSG (AFHAE ) MFS AWS BIRMINIRE, RISSKENRRER
ABAC W% —%. REIRIT ABAC K , UEEHANIRESMAI]Z 75 RN TRRETE A R
.

ABAC EREBKWIAREFFERA , HERBERLSEIUNITR T R HEF .

EETHREEHEER , BEEMFEA aws:ResourceTag/key-name, aws:RequestTag/key-name
% aws:TagKeys REBERBNIZ U4 TEPRUFZER.

MRENBREN TEMBERREBIEMAX =GR , IXTZRS  ZEAR. NREMRSN
NTED RFRBEXIIGAAAEX=AZERE , NZENFS

AKX ABAC MEZEE,FZH (IAM AiFEm) PR LR ABAC? . EEFIRE ABAC RV
2, 1BEZH (AM BFiER) PRERETEMN B RRREZS (ABAC ) .

FFim et EUE A F Amazon Q

S 4 i B A E =

HIREA ISR R , HL AWS RS FRER. BXESZRER , S8EWLE AWS RS ERTIE
BRHES |, E5H IAM AFERFHAWS S 5 IAMBEEANEER.

MREEARAF B NEB 2 ANEMRAEERER , Il AWS Management Console {8 F B =2 I BB,
flgn , H&EAWS FRALTINE QBEF (SSO) iE#THEN , ZEBL B IRIRAER. HE
AP eMhEREHE K ARYKRACK K BB MIBRBNEILE, BXURABHNESZEER |, S
F (IAM BFPiEm) i JHREAE (EFHE ).

BRI LAER AWS CLI 5 AWS APl F I BIREHER ., ARE , BRI LMER X EISEHE R HITIH
AWS, AWS BIUZHZERIGEFHESR K MAREAKBHERZRA. BXEZEL | ESHR IAM FH
IS Bt 2 A,

Amazon Q W5 RS ERER

XEFERIBE21E (FAS) =

HEER IAM BFRBeEFRITRIEN AWS , EEUANERA. EARLERSH , EFgE2RT—
MRIE , ARMREEEMBEBRSHEH S —MEE. FAS ERAAAZRANNRUKE AWS RS @T
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RS R HERBER. AWS RERBFHRZBRIFTESHM AWS BRSFS HARRKES BESTTHIIER
B , 2K FAS B3R, EXMERT , BLMEERITIHMRENNER, BXRKH FAS iHRETHY
REEFRE  FEAEREHE2E,

Amazon Q WIREZ A

XERFAG -

REACEH—WRSEE. RELEWHITEREEN IAM B, IAM EE R ALE IAM a2, EHm
BREESAR, BXEZELR , B2 (IAM BFER) PelE D AWS REZRNEN &G,

/A Warning
FEUWRS AN RE 82 Amazon Q BIHEE., X3 Amazon Q REMEXIES T RS
REFAE,
Amazon Q WIRZHEXxAE
YERSHEXAR =

BSHEXRABE - MEEINERS AR, AWS BRSRSAURKARREHTRENAE, RSHEX
AEHAELEND AWS K/ , HEARSHAE, IAM EE A AIUERERERERSHEXSEHN
PR o

BXRUEHEE Amazon Q RSHEXBENEMFES , FZH N Amazon Q TR EMA 1T £ AR
SHEXAE,

FEHABREEXN Amazon Q FF X &K AR

(® Note

W HE EMEE SRR Amazon Q Developer BEx, BXEEIT Z# Q I ARG RIRENE
B, 152 Amazon Q Business AFERHPL S Q i R E T 54 8 BEE =6,
AREBHOBEMRAEET. . AWS Wit AWS Management Console AWS Console
Mobile Application AWS Documentation AWS Chatbot, 1 IDE F#y Amazon Q. 5 Amazon
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Q ERNEMRS TRFETEANKBEIRE, BXRESZEE , FSHES Amazon Q ZhEES
5= Ak HY BR S5 Y 3RS

RINERT , ARFFAEERER Amazon Q. IAM B B AILUAR[E IAM & 48 F R RKREE X
Amazon Q FF R A R K HIhaEmy i B R

EEAMAFPRFIHRNENRRAEREBET AWS EE XK, ZAmazonQFullAccessBUER a] LA
IE IAM B4, URFX Amazon Q F X EBEREINEEMN L HRNERE. BXLERBHNESEE |, 5
F“AWS & TF Amazon Q F X EWIEEBER,

EEXE IAM 543 A LAUEN Amazon Q Developer TR ERE , EEATUNERELEKERE N
AP, BARACHENNR, ZET EARSEFIKE (SCP) RiEH EH AL PR Amazon
Q Ihek.

BXRETLBEREZEHINATE Amazon Q R FIEK |, ESHEAmMazon Q F X ENRESZE,

£}

- RMREXE

- DERR

- EARSEFIRME (SCP) BB

« Amazon Q BRI EKIEH R

« @A T Amazon Q FRENE T H BB TH

REERIEREK

ETHSONRBERAERBEATUEENIK, PR, 7HEmMIER Amazon Q Developer %R, X4
BRIETREAE AWS IKFFERA. AIRSREET SRR , HEBUATERMERIL

- FFHAER AWS RERBH RO RENBENR — BEFBOAFPNITERBR TR , BEANTS
ERAPIRTFNRHAWS FHERE, SIEMRNRARTH AWS IKF, RMNBUEESYELHN
EHRABIN AWS ZEFRERBRE-IBINR, BXESZEE , BZH (AM AFERE) F/Y
AWS FE R 5 THFREERNAWS EE R,

- NASEMNR - E£ER IAM policy REMRRES , FREFHITESBHNR. At , BAIBIEX
EREFRATAUNBERFEHRITHRE , BN RERRAT, BXEM IAM NARBRNESE
B, BEZH (AM BFERE) P8 JAM a9y KB ER.
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£/ 1AM policy HEY S A3t — 25 BR i 177 (R £ PR — 42 0] LA [0 3% BE 78 N 5% 44 SR BR 1 X 188 4 R 55 TR Y
HE. Hlan , BRI UEBEREFMERIEESLIMER SSL LIEFIEER. NRBRSRERBS
BENAXNEAN , WA SAEAFRERE T RS RENTFRINE AWS RS |, i AWS
CloudFormation, BXEZEE |, i55H (IAM AF#EE) FH IAM JSON KBETE : &4,

 fE/ 1AM Access Analyzer BEf&EY IAM policy , AR PRI Z £ FNTHEEM — IAM Access
Analyzer 2BIFF KR MM AR , LEHRKBERS IAM policyiB S (JSON) M IAM &{ESE
B2, 1AM Access Analyzer £ 100 ZTURBEREMATIRENEI , SUHBBEREELS BINEEMREN
Kig, BXEZEE , EZH (IAM AF1ER) M IAM Acess Analyzer REEIRIIE,

- FEZEHHRIUE (MFA)- IR AWS IKF AN REFE IAM AFSRAF , BEA MFA RS X
2, BEEREA AP BERFEE MFA | HF MFA RHFNBIENERT. BXESEER , 2
7 <IAM AF{Em) P/ BES MFA RV APl 15 [E,

BX IAM FHRESSBRNESER , F5H (AM AFER) F8 IAM AN 22 SEXE

7 B PR
ERMIBRENR , EAENAF. AHNASTFTMNR
- A MEELA AWS IAM Identity Center :

BIEMNRES, & (AWS IAM Identity Center AAF1EE) HEIENREM HBHITERE,
- BRSO RUEEE IAM FREENAF -

PREATENRERIENAE, BR (AM AFER) FAE=L5HREFIESE (Key
RIRUE ) AV ERETTIRAF,
- IAM AP :
- SIEENAFAUEBEENAE, BR (AM AFERE) 93 1AM A /2 A SRR TRE.
« (FHEEER ) FRBEEZMMNIAFIRASRNEAFE, BR (IAM BFER) RERA~
ANIIRR (#EHE ) AR BT IR,

ERARSEFIRR (SCP ) EEiGMH

RSIRFIKEE (SCP) R —FALNKEE  THATEBHALARHNNER, BUUGE—/ SCP, iFo <
8 Amazon Q R/EFREEMNPR , MMIEHIA L 7] AR HL Amazon Q FF & & IhEE,

BXREM SCP ZEHARBRNBRNELZEE , BSH (AFERM) PR, EAM RS ZEFE
Bt DA R B N AN 20 B8 AR S5 352 15l ZE B« AWS Organizations
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AT 24E48 15 Amazon Q BY SCP R, ZREERSIT5 A Amazon Q IR, 2 & iR R HERR A
B FEHEER

(® Note

B4 158 Amazon Q FE&E A AWS #41&. AWS ML, AWS XHTREE Amazon Q BFr
KX E 4R AWS Console Mobile Application,

{
"Version": "2012-10-17",
"Statement": [

{
"Sid": "DenyAmazonQFullAccess",
"Effect": "Deny",
"Action": [

g

1,
"Resource": "*"

}

]

}

Amazon Q BIRAEIED R

XN FHELIEE , Amazon Q 2FFIE L& AWS BRSHAER Amazon S3 Filif. MREFEABIEL
SRZFIRFZ RN Amazon S3 BITFIE , T 7] RE T E B 72 VF 15 (913X L2 17 4B 1 BE £ I AE IR Amazon
Q h8E,

TRHIET Amazon Q EEiH[EMEA Amazon S3 F#AEH ARN f1 URL , URERAS N FERMN
IhEE, BRI LAEREMEME ARN R1E#AE URL X EEFEEBHIA GBS | E4BURTE MR E
Amazon S3 K [EI R,

T 5 S3 178 ARN T 5 S3 f7 1 @ M3k #iR
arn:aws:s3:::amazong-code-s https://amazonq-code-scan-u FH%F:tﬂﬁfﬁiF
can-us-east-1-29121b44f7b s-east-1-29121b44f7b/ 5@ Q K58

REHNIE N
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TS S3 F#H ARN IS S3 174 A8 M 1k iR
Amazon S3 17
W
J

arn:aws:s3:::amazong-code-t https://amazonqg-code-transf AT LA
ransformation-us-east-1-c61 ormation-us-east-1-c6160f04 EI‘J Amazon S3
600470 7e0/ 1744 Amazon

Q Developer

Agent for code

transformation

I 0
arn:aws:s3:::amazong-featur https://amazonq-feature-dev AT LAETA A
e-development-us-east-1-a5h elopment-us-east-1-a5b98005 Amazon S3 17
9800546 4c6/ f&# Amazon Q

Developer Agent
for software

development

ERAT Amazon Q F R ENE T 5 78 BUER 7RG

BURRA] IAM KRB H &5 Amazon Q FFRERFHNR. EAEMNRAFRIEL Amazon Q FRE
WEENRAF., ARNEE,

BXRETLBEREZEHINATE Amazon Q R FIEK |, ESHEAmMazon Q F X ENRESZE,

(® Note
AR RBIRBE R F 8 H Amazon Q Developer ThEERIA PR |, 1B F F A RE B E & /MY AR = BE3
1T B Amazon Q Developer Pro Ri5[E] Amazon Q. BEXEZELR , H5H ArAFESTIT
¥ Amazon Q Developer Pro 3kif 8] Amazon Q.

ERILER LT HEBER , B AN EEANEA Amazon Q THEERM R, BXRER G2/ R TF
R4S E BN R R B, BSHEA T Amazon Q FRENE T S HHBERHA.

BXREH Amazon Q Bt E IAM RN EZER | BSRFERABEEEN Amazon Q FF & & #1771 #L
.
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BEXRXENRNYIENESER , H5MAmazon Q FRENRSE,

7 Amazon Q FFREZWRITFOIEEER
UTHREENAFEENEE Amazon Q Developer BT ELA R £ A Amazon Q iTFiE41A .

@ Note

BicodewhispererZ 25 Amazon Q Developer & HHBRESHIBE#H. BXEZER |, S
7 Amazon Q F R EEmB-TERE,

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"organizations:ListAWSServiceAccessForOrganization",
"organizations:DisableAWSServiceAccess",
"organizations:EnableAWSServiceAccess",
"organizations:DescribeOrganization"

1,

"Resource": [
nin
]
Iy

{

"Effect": "Allow",

"Action": [
"sso:ListApplications",
"sso:ListInstances",
"sso:DescribeRegisteredRegions",
"sso:GetSharedSsoConfiguration",
"sso:DescribeInstance",

"sso:CreateApplication",
"sso:PutApplicationAuthenticationMethod",
"sso:PutApplicationAssignmentConfiguration",
"sso:PutApplicationGrant",
"sso:PutApplicationAccessScope",
"sso:DescribeApplication",
"sso:DeleteApplication",

"sso:GetSSOStatus",
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"sso:CreateApplicationAssignment",
"sso:DeleteApplicationAssignment"

]I

"Resource": [

"

"Effect": "Allow",

"Action": [

"sso-directory:
"sso-directory:
"sso-directory:
"sso-directory:
"sso-directory:
"sso-directory:

"sso-directory

1,

"Resource": [

g n

DescribeUsers",
DescribeGroups",
SearchGroups",
SearchUsers",
DescribeGroup",
DescribeUser",

:DescribeDirectory"”

"Effect": "Allow",

"Action": [

"signin:ListTrustedIdentityPropagationApplicationsForConsole",
"signin:CreateTrustedIdentityPropagationApplicationForConsole"

1,

"Resource": [

i n

"Effect": "Allow",

"Action": [

"codewhisperer:ListProfiles",
"codewhisperer:CreateProfile",
"codewhisperer:DeleteProfile"

]I

"Resource": [

"

EEX Amazon Q HYi5 RIAXER
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"Effect": "Allow",

"Action": [
"user-subscriptions:ListClaims",
"user-subscriptions:ListUserSubscriptions",
"user-subscriptions:CreateClaim",
"user-subscriptions:DeleteClaim",
"user-subscriptions:UpdateClaim"

1,

"Resource": [

i n

]
iy
{
"Effect": "Allow",

"Action": [
"q:CreateAssignment",
"q:DeleteAssignment”

1,

"Resource": [

g n

]
iy
{
"Effect": "Allow",

"Action": [
"iam:CreateServicelLinkedRole"

1,
"Resource": [
"arn:aws:iam::*:role/aws-service-role/user-subscriptions.amazonaws.com/
AWSServiceRoleForUserSubscriptions"”

]

 Amazon Q Developer Pro 8|2 & {

UTHBERATFRAF RIS Amazon Q F X EMHX<WVFIEEEBIRE , @IF1HE Amazon Q FF R & B
&, BE  BECUMEN K SO LEREXEN P ELESI AR,

B REEERNRERHN — N FBEXES Amazon Q F A BN EBIREHFER Amazon Q F . &
BHE, T Amazon Q FEAGHFHEERR , BEAUTEEE -
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® Note

Alcodewhisperer 25 Amazon Q Developer & HHERZHIBE#H. BXEZER |, S
g Amazon Q F R EEwE-EERE,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"sso-directory:GetUserPoolInfo"
1,
"Resource": [
T
]
.

{
"Effect": "Allow",

"Action": [
"iam:ListRoles"

]I

"Resource": [
ngn
]
Iy

{
"Effect": "Allow",

"Action": [
"sso:DescribeRegisteredRegions",
"sso:GetSSOStatus™

1,

"Resource": [

"

]
+

{
"Effect": "Allow",

"Action": [
"organizations:DescribeAccount",
"organizations:DescribeOrganization"
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]I

"Resource": [

"

"Effect": "Allow",

"Action": [
"kms:ListAliases",
"kms:CreateGrant",
"kms:Encrypt",
"kms:Decrypt",
"kms:GenerateDataKey*",
"kms:RetireGrant",
"kms:DescribeKey"

1,

"Resource": [

g n

"Effect": "Allow",

"Action": [
"codeguru-security:UpdateAccountConfiguration"

1,

"Resource": [

"

"Effect": "Allow",

"Action": [
"iam:CreateServicelLinkedRole"

1,

"Resource": [
"arn:aws:iam::*:role/aws-service-role/q.amazonaws.com/

AWSServiceRoleForAmazonQDeveloper"
]
},

{
"Effect": "Allow",

"Action": [
"codewhisperer:UpdateProfile",
"codewhisperer:ListProfiles",
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"codewhisperer:TagResource",
"codewhisperer:UnTagResource",

"codewhisperer:ListTagsForResource",

"codewhisperer:CreateProfile"

]I

"Resource": [
nin
]
I

{
"Effect": "Allow",

"Action": [
"cloudwatch:GetMetricData",
"cloudwatch:ListMetrics"

]I

"Resource": [

"

Xt FIBAMR Amazon CodeWhisperer N AR R, LT REER 2 IAM ZHEAEE CodeWhisperer B A

EF.

® Note

Blcodewhisperer 25 Amazon Q Developer &HMWBRESHIEEF. BXEZEL | B85

® Amazon Q A X EBEME-TERE,

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"sso-directory:SearchUsers",
"sso-directory:SearchGroups",
"sso-directory:GetUserPoolInfo",
"sso-directory:DescribeDirectory",
"sso-directory:ListMembersInGroup"

EEX Amazon Q HYi5 RIAXER
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]I

"Resource": [

"

"Effect": "Allow",
"Action": [
"iam:ListRoles"

1,

"Resource": [

i n

"Effect": "Allow",
"Action": [
"pricing:GetProducts"

]I

"Resource": [

"y

"Effect": "Allow",
"Action": [

sso:AssociateProfile",
"sso:DisassociateProfile",
"sso:GetProfile",
"sso:ListProfiles",

sso:ListApplicationInstances",
"sso:GetApplicationInstance",

"sso:GetManagedApplicationInstance",

sso:ListProfileAssociations"”,
"sso:GetSharedSsoConfiguration",

sso:ListDirectoryAssociations"”,
"sso:DescribeRegisteredRegions",
"sso:GetSsoConfiguration",
"sso:GetSSOStatus",
"sso:ListProfiles"

1,

"Resource": [

i n

sso:CreateManagedApplicationInstance",

EEX Amazon Q HYi5 RIAXER
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iy
{

]

"Effect": "Allow",

"Action": [
"identitystore:ListUsers",
"identitystore:ListGroups"

1,

"Resource": [

i n

"Effect": "Allow",

"Action": [
"organizations:DescribeAccount",
"organizations:DescribeOrganization

1,

"Resource": [

g n

"Effect": "Allow",

"Action": [
"kms:ListAliases",
"kms:CreateGrant",
"kms:Encrypt",
"kms:Decrypt",
"kms:GenerateDataKey*",
"kms:RetireGrant",
"kms:DescribeKey"

]I

"Resource": [

"

"Effect": "Allow",
"Action": [

"codeguru-security:UpdateAccountConfiguration"

1,

"Resource": [

i n

EEX Amazon Q HYi5 RIAXER
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]

iy
{
"Effect": "Allow",

"Action": [
"iam:CreateServicelLinkedRole"

1,

"Resource": [
"arn:aws:iam::*:role/aws-service-role/q.amazonaws.com/

AWSServiceRoleForAmazonQDeveloper"
]
I

{
"Effect": "Allow",

"Action": [
"codewhisperer:UpdateProfile",
"codewhisperer:ListProfiles",
"codewhisperer:TagResource",
"codewhisperer:UnTagResource",
"codewhisperer:ListTagsForResource",
"codewhisperer:CreateProfile"

1,

"Resource": [

"

]

I

{
"Effect": "Allow",

"Action": [
"cloudwatch:GetMetricData",
"cloudwatch:ListMetrics"

1,

"Resource": [

i n
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® Note

MREEANRBEEN , ALK Amazon Q F X EEERFEEANNNR, BEXEZE
B, BEHEENK KREN.

ETHEAEXIAMEXBNESZER , F250 IAM AFPEETNIHREE,
£ AWS M5 EH Amazon Q 700 1AM X R

EE AWS NARFMMLE EEA Amazon Q FF A EIhEE , B4 INAEREY AWS Identity and
Access Management (IAM) R BR. AT RERLLAXRIGR AWS RARFAM E XS Amazon Q
ThEERY K BE P

(® Note

Amazon Q IjJﬁEE’g A A 'Iiﬂyb-'ﬁ:_':ﬁiﬁﬁﬁ Amazon Q E’Jﬂ;iﬁo ﬁ* E.I'T:I_:'ﬁ[ﬁiﬁr'ﬂ 12%‘5"2&&@)%
ZIREFMEN RS ENENEZEL | BSHNEAEFERANIIEN B,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"q:SendMessage",

:StartConversation”,
:GetConversation",
:ListConversations",
:GetIdentityMetaData",
:StartTroubleshootingAnalysis",
:GetTroubleshootingResults",
:StartTroubleshootingResolutionExplanation",
:UpdateTroubleshootingCommandResult",
:PassRequest"

00 0o0a0a0a0aa

]I

"Resource": [

"

]
+
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{
"Effect": "Allow",
"Action": [
"ce:GetCostAndUsage"
1,
"Resource": [
" n
]
},
{
"Effect": "Allow",
"Action": [
"sts:setContext"
1,
"Resource": [
"arn:aws:sts::*:self"
]
}

AF A P @S IT 5 Amazon Q Developer Pro 3ki% 18 Amazon Q

LA RABIR B % F4E1T % Amazon Q Developer Pro B4 {#H Amazon Q B BR, MR EIX LR ,
AP REEiHE Amazon Q WA HREE, ES Amazon Q IR E A Hftt Amazon Q 2hEE , AP EES
SR , Bl a0 AT 7RISR BE P % F B BURR o

"Version": "2012-10-17",
"Statement": [

{
"Sid": "AllowGetIdentity",
"Effect": "Allow",
"Action": [

"q:GetIdentityMetaData"

1,
"Resource": "*"

.

{

"Sid": "AllowSetTrustedIdentity",
"Effect": "Allow",
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"Action": [
"sts:SetContext"
1,
"Resource": "arn:aws:sts::*:self"
}
]
}
ARTFAFE Amazon Q Bl X
DT REIRBERFERESIEPE Amazon Q BRI R,
{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "AllowAmazonQConversationAccess",

"Effect": "Allow",

"Action": [

"q:StartConversation",
"q:SendMessage",
"q:GetConversation",
"q:ListConversations"

1,

"Resource": "*"

}
]
}
RFAF A Amazon Q 2RI E A 5%
LA ROIFRBERE T A Amazon Q 122 H & BRIV IR,
{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "AllowAmazonQTroubleshooting",

"Effect": "Allow",

"Action": [
"q:StartTroubleshootingAnalysis",
"q:GetTroubleshootingResults",
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"q:StartTroubleshootingResolutionExplanation",
"q:UpdateTroubleshootingCommandResult"
1,

"Resource": "*"

I Amazon Q KREHITIRE

LT RAIKEE T E Amazon Q BIRERER , 3 29F Amazon Q KEREHNITEME. Amazon Q XA
HATIEN IAM B3B8 RITHIRE,

{
"Version": "2012-10-17",
"Statement": [

{
"Sid": "AllowAmazonQPassRequest",
"Effect": "Allow",
"Action": [
"q:StartConversation",
:SendMessage",

q

q:GetConversation",
g:ListConversations",
q

:PassRequest"

1,

"Resource": "*"

B4 Amazon Q RREHITRERFENNR

AR ROIREEREFE Amazon Q BIRHIER , 2 1F Amazon Q KEREHNITEN IAM SR EREITH
{EI#EE , Amazon EC2 &/EBRI . ZEKBEEMaws:CalledVia® BEHZHARER BT Amazon Q
Y Amazon EC2 R {ER F £ #3E4,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
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"Action": [
"q:StartConversation",
"q:SendMessage",
"q:GetConversation",
"q:ListConversations",
"q:PassRequest"

1,
"Resource": "*"
},
{
"Effect": "Deny",
"Action": [
"ec2:*"
1,
"Resource": "*",
"Condition": {
"ForAnyValue:StringEquals": {
"aws:CalledVia": ["q.amazonaws.com"]
}
}
}
]
}

A Amazon Q KRBT ERE

BAUR RBIKEER F 5 Amazon Q BIREIAXBR , 3 2 Amazon Q RRERITEN IAM B ERIIT

MR 4E |, 1B Amazon EC2 BR¥EBR . LLBIREBTEMN IAM F 4B 1TE{T Amazon EC2 RIERIX
BB , {B{X /0¥ Amazon Q #1TiZec2:describeInstancesi®fE, ZFEMEHaws:CalledVias

FB&HZERIEE Amazon Q REEi@Hec2:describeInstances , A A IEBEMEM Amazon

EC2 #&E,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"q:StartConversation",
"q:SendMessage",
"q:GetConversation",
"q:ListConversations",
"q:PassRequest"
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1,
"Resource": "*"
},
{
"Effect": "Allow",
"Action": [
"ec2:*"
1,
"Resource": "*",
"Condition": {
"ForAnyValue:StringNotEquals": {
"aws:CalledVia": ["q.amazonaws.com"]

}

iy
{
"Effect": "Allow",

"Action": [
"ec2:describeInstances"

1,

"Resource": "*",
"Condition": {
"ForAnyValue:StringEquals": {
"aws:CalledVia": ["q.amazonaws.com"]

}

fF Amazon Q EHE XK REHNIT

AR R BIR IR F 5 Amazon Q BIREIXBR , 7 2 Amazon Q ERREMITRIERHXIK
HTus-east-1Mlus-west-2# XM EBEIE, Amazon Q T EKITEME M X BIE, HRW
AIEET K ITHE XN EZELR , S (AWS Identity and Access Management f F7 1§
F) RequestedRegion®H a ws:,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
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g:StartConversation",

g:SendMessage",

g:GetConversation",

g:ListConversations",

q:PassRequest"

1,

"Resource": "*",

"Condition": {
"StringEquals": {

"aws:RequestedRegion":

"us-east-1",
"us-west-2"

B4 Amazon Q RFREHMITIRIEHIDR

LA RBIBUERPFE Lk Amazon Q X RIEHITIRME,

"Version": "2012-10-17",
"Statement": [

{
"Sid": "DenyAmazonQPassRequest",
"Effect": "Deny",
"Action": [
"q:PassRequest"
1,
"Resource": "*"
}

35481518 Amazon Q

AT RBIRBEIEL A £ A Amazon Q FIRER.

EEX Amazon Q HYi5 RIAXER
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® Note

B4 T51R] Amazon Q T A AWS #HlE. AWS Wik, AWS XHTE = Amazon Q B#xr
X E 4R AWS Console Mobile Application,

{
"Version": "2012-10-17",
"Statement": [

{
"Sid": "DenyAmazonQFullAccess",
"Effect": "Deny",
"Action": [

ng e

1,
"Resource": "*"

}

]
}
ARWAFEEMNNER

ZRBIRER T BRI KRS LAY IAM AR EEMMNIERAF SN ABRMITE R, LKRIKES
FEERS A ESHER AWS CLI 5 AWS AP| LURTE S 52 BRI IR ERI IR,

"Version": "2012-10-17",
"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",

jam:ListUserPolicies",
na

iam:GetUser"

]I

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

"Sid": "NavigateInConsole",
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"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

]I

"Resource": "*"

}

Amazon Q F X ENESZE
Amazon Q F X EFEABMEREMN API KIZHRS -

- AFMEERNR , o LAE R BE & 6 X LA PR SR #2 #) Amazon Q BYfE
. ATIREARSHEM API | XLEAPITEERA T 4146 A Amazon Q B FK B

R RMBRX Amazon Q FREFEMAE API REARMNESR.

F&

« Amazon Q FF R EXR

« Amazon Q A 1T X R

- Hfth Amazon Q FF &% API

Amazon Q FF & &R

# Amazon Q RIREFEMA S BHITEHRIELA R RS A INE IAM 57 RER (BT HDHEK
B ) B, BAIBMER UL TRRENSE,

TRER T EAERE R R FRIEL B E B Amazon Q FRENR,

/A Important
E5 Amazon Q I X , IAM B EENRF sEITUA T R/E -
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* StartConversation

* SendMessage

+ GetConversation ({XPRIZHIA)

« ListConversations ({XPR#ZEFIA)

INRM A RBERBATE R F E A —IiR/E |, N YHEEHES Amazon Q BIRES , £3IREl IAM X
BREEIR.

(® Note

BicodewhispererZ& 25 Amazon Q Developer & HHWBREHIBEH. BXEZELR , F5
7 Amazon Q F R EEmB-TERE,

£ q : PassRequest

q:PassRequest—11 Amazon Q B[R , &1 Amazon Q REXZAH AWS API, ZH&[E IAM &7
A iq:PassRequestiXBRAET , Amazon Q fF3REBAA IAM B HBEREAKEM API IR, Hlan
MREAN IAM A EFs3:ListAl1MyBucketstXPRFq: PassRequest IR , NI ZHHE IAM A1
AP ER Amazon Q I #4189 Amazon S3 78T , Amazon Q ATLAFA ListAl1MyBuckets
API,

BT LA PR #q: PassRequest X FRSEEI A IAM KB&, N | BT LARRIE Amazon Q TS ER
£, BER AW Amazon Q I IRSMITE o RIE, XA LUEE Amazon Q FER KRB ITIRMER AT LA
TR LE (X 35

BXRZEFERN IAM KR RFlq: PassRequest , BSHUTE T BRI RA :

« A Amazon Q REREHITRE

« E4 Amazon Q RERBHITEERIENR
« A% Amazon Q RREMITRERIE

« 7% Amazon Q R E# XK REMITERIE
« 4 Amazon Q KRREHITRENKR
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Amazon Q AT EMN PR

Amazon Q Developer EXE A ANMEFUTREFRENHAL PR A MEFAQNEMEET i,
BUTRENTEFITEANRNERARER :
A

BAFHF , AWS IAM Identity Center FHE—BIFF ID R Ro
Group

FBFE%ES , AWS IAM Identity Center FHME—HYEE4H ID KRR,
T
TRSEANEGPOAFSE , ti1ERER Amazon Q ThaE, ITRXTENAFEH Amazon Q

HITheE, flin | 205 Adam iT¥ T Amazon Q Developer Pro , N 1 G A Amazon Q FF 5 &
Ihee , BEEEEARMIIRFAIENRZE , 0T EFERIXLINEE,

Hth Amazon Q FF&£%& API

TRETRT IDE 1 Amazon Q FITHEEFFEAM APl, XLt APl FH Fi4IXT Amazon Q ThEERYIFIE] |
BRYEAFIFREEXRINERN , EMNSHIEEEKFH AWS CloudTrail HERF,

(® Note

BicodewhispererZ 25 Amazon Q Developer & HHBREHIBE . BXRXEZER |, ES
7 Amazon Q F R EEmB-EERE,

AWS FHTF Amazon Q F X EWNFEEBK

AWS RE R EHAEMEEAINIL R AWS, AWS RERMEEN TS ELABIRHANR , LUE
BRIBFBAAF, ANBesENR.

EERAEZEOAFPRTFHRANR , RRENTERBT AWS REX KK, LUTFEMT Amazon Q &
EH AWS FE RS IE IAM 517

« AmazonQFullAccessEMELHRENE , AFE Amazon Q F X E#HITED,
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FicE , AWS RERBURASNENBERFR TFRENRNE , BAEMNAHME AWS FF £
M. BMNBVBEIEXBETENEAZSNES EEERERE-DRINR,

BT EEHN AWS HRERBPE LR, MR AWS B AWS RERBPELNNR , MEHFLE
I ZKMAT RN EZERASH (AP, ANAE. ). AWS REARERIIFTH API HIMERS T
LUER#T AWS IRSS BY API #R21ERT E 3 AWS FEE R,

BREZER , F5H (AM AFER) B AWS EE XK,

AmazonQFullAccess

AmazonQFullAccessiEERKIBMEE ATHRIMNIE , FEHLPH A% A E Amazon Q
Developer, BREETLIHRENE , £ E Amazon Q FAE#HTES , BFEF IAM BH 4
B33 1T ¥ Amazon Q Developer Pro 15 [E I & # Q,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowAmazonQFullAccess",
"Effect": "Allow",
"Action": [
g
1,
"Resource": "*"
1,
{
"Sid": "AllowSetTrustedIdentity",
"Effect": "Allow",
"Action": [
"sts:SetContext"
1,
"Resource": "arn:aws:sts::*:self"
}
]
}

AWSServiceRoleForAmazonQDeveloperPolicy

It AWS EERBER T A Amazon Q Developer BEFTENNIR. ZEREEFIRMEEIMA Amazon Q
B BIZE ) AWSServiceRoleForAmazonQDeveloper RS KB B &,
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18T E M bl AWSServiceRoleForAmazonQDeveloperPolicy ZI#&H) IAM 3248, BRI E T AR S5 4E <
A, A1F Amazon Q RERENTRE. BEXEZEER , 50 H Amazon Q FREMA LT HERA
fREHEXBE,

BEBERER T4 R , AR RBIKE/ER BRI,
RRFHRER
ZERBEBEU TR,

« cloudwatch— RFEFEABMEHRKE/FERER CloudWatch HWERE1EIR. XEXEN , XHER
FRERER B 2 X Amazon Q B fEA1EIR CloudWatch,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"cloudwatch:PutMetricData"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"cloudwatch:namespace": [
"AWS/Q"
]
}
}
}
]
}

EEHM AWS REHRRNE R TEFLEBE , 2 AmazonQ DeveloperPolicy,

AWSServiceRoleForUserSubscriptionPolicy

It AWS FEEREEIR F A Amazon Q Developer BEFTEMNNIR, ZRBERFINEERELZE Amazon
Q iT A 812 H AWSServiceRoleForUserSubscriptions RS HEX A EH,
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8T E M bl AWSServiceRoleForUserSubscriptionPolicy EJ#& 8 IAM 354K, b BURMIE T RS < &
& , A Amazon Q RREWNTRIE, BEXEZER , BSH 1 Amazon Q FF & E A 71T £ iR
SHEXAE,

L BUER SAYF Amazon Q T RGN & B O0RIR , LB EMENITH,
RRFAE R

ZRBEEE A TRR,

« identitystore— RFZEEARER Identity Center B ZRMEXR , LLETLLEFIEHITHE,
organizations— R ZEILARE AWS Organizations FIE XK , LMETTLL BB EFHITH,

sso— RTFZEFEARER Identity Center SEHIME R , MER LB I EFHITH,

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"identitystore:DescribeGroup",
"identitystore:DescribeUser",
"identitystore:IsMemberInGroups",
"identitystore:ListGroupMemberships",
"organizations:DescribeOrganization",
"sso:DescribeApplication",
"sso:DescribeInstance",
"sso:ListInstances"

]I

"Resource": "*"

ExHMAWS RERXRBNE R TER LR , i5ZRHAWSServiceRoleForUserSubscriptionPolicy.
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SR AT

BEBIZRS B BRERIXETE LIRS Amazon Q Developer B AWS £ EBREHMNIFAEE. B
MAEXNETHEEENBNIRE , 7 “Amazon Q F X ERAFIER” TWHEK XA EIER" TNHE LT H
RSS feed,

BX iR HHA

AmazonQFu SRIMEAMER , LLMERN Amazon Q F X ERBRBITHEAKE, 2024 £ 4

llAccess - ¥ H 30 H

7Y 2R B

AWSServic f¥F Amazon Q iT 5 AWS Organizations BIEENERBEFEHR 2024 F 4

eRoleForU 1T, AWS IAM Identity Center AWS IAM Ildentity Center B &% A 30 H

serSubscr

iptionPolicy : ¥

AL

AWSServic A Amaz CodeGuru on Q KRB B T# CloudWatch I 2024 £F 4

eRoleForA b, A 30H

mazonQDev

eloperPolicy :

TR BE

AmazonQFu RESLH BRI AT ES Amazon Q FFAE#HTEB, 2023 &

llAccess : ¥TSREE 11 B
28 H

Amazon Q Fr k% Amazon Q F R EFFHRIRER AWS REBRNEE, 2023 F

EFBRBEREXR 1 A
28 H

A Amazon Q AR ENAFITRERRSZHEAXAE

Amazon Q FF % & B AWS Identity and Access Management (IAM) RS x AR, REHEXAERR
— MR IAM Af | EEEXEKE Amazon Q FRAR. BRFHEXAEH Amazon Q Developer FllE
X, BEZBRSAREBERAEAM AWS BRESFTENFENR,
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F;
« ¥ Amazon Q F R EFERARSZSHEXAR
« service-linked-roles AT A FiTH

A Amazon Q F X EFEHARSHEXAE

Amazon Q FF % & B AWS Identity and Access Management (IAM) fRE i< AR, REHEXARR
—FIRAFEY IAM A6 |, B3EXEE Amazon Q F R AR, BRFHEXAEH Amazon Q Developer i ZE
X, BREZBRSARERAAEAM AWS RSFTENFTENR.

RFHERAEMFMEIRE Amazon Q Developer EEEMA S , RANEFLF R MAERNNE. Amazon
Q Developer EXERFHEXACHIR , BRIFESEEN , BMRE Amazon Q F R E T UETHA
B, EXHNRBIEESEREMNERE , IR TEEM MBMEAE M IAM SEAER PR KR,

REEEEMBREXARRE , B ERRBSHEXAC, X TURFEN Amazon Q FRERIR
RN BT 2T MRS R L B RAV R PR o

BRXERSHERAGHEMBRSINEES , HSHA5 IAM BESEANAWS RS , AERRSHEXSE
IR ERNRIERS. EREEMEE  EFZRSNRSAXBENH,

TR AWS EATF Amazon Q FAENHEEEE,

Amazon Q F X EHRZ XA B E

Amazon Q Developer £ & 79 9 IR &5 485 A& & AWSServiceRoleForAmazonQDeveloper— Lt & &
£F Amazon Q HRIEIK - PRV EIE T E KB HNR | REEL DA el 7B 22K &R
CodeGuru , AR B &ZIEHERHNR, CloudWatch

AWSServiceRoleForAmazonQDeveloper [RFHEXABETUTRIZIRAAZAL :

* .amazonaws.com

B A ABNRERE AWSServiceRoleForAmazonQDeveloperPolicy /2 Amazon Q Developer X{15
ERBRTRATRE

- 184 : AWS/Q CloudWatch namespace £H cloudwatch:PutMetricData

BYAEEARVRAS., ARNACLE, FEIMERERSEXBEHNR, BXEZEE , HSH (AM
RPfEmRM) PRERSHEXABNR,
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N Amazon Q A X EBCIZRFZERAE

BEEFHONERSHERAR, HEBEHRHN Amazon Q BIEMN AR KEET AWS Management
Console , Amazon Q FF R E SN ECIERFZHEXAL,

MREMBRIZBSHEXAR  REEEFME AU UEAERREREKF,FPEFUELAR, K&
EFRER , Amazon Q 2B XA EREBRESHERAE,

BRI AR IAM 2H A3 AWS CLI fIZE B RSB q. amazonaws . comfRFHEX BB, BXE
ZER ,ESH IAM AFERE P ERSHEXA R, MEERERT RS HEXA® , AT LR R
WEEBXEAR,

R Amazon Q F X ENRSHEXAR

Amazon Q FF X & R4 AWSServiceRoleForAmazonQDeveloper FREHXx A&, SIZRSH
RAGE , BELELERACHEN , RNUREZNEH4SI AZAR, EERTLUER IAM REAE
iR, BXREZELE B2 (AM BFER) FNERERSHEXAR,

Bk Amazon Q F X EBHRSZHEXAE
NMRTBEEFAENEERSHEXACHIIEETRS , RIMNBVEBRZAR, XBEFRIKERBTED
BERLEFNWRERASE, BR , XMEBRBRFZHEXAEHER , ARTEFIMERE.,

(® Note

0 R &2 BR T IRET Amazon Q Developer BRFIEEFERIZAE , NBBRTESLXK, MR
REXFER , BEF/LoHEER.

£/ IAM FERRESHEXAE

FH IAM #2%|& AWS CLI, 3 AWS API fifl Bk AWSServiceRoleForAmazonQDeveloper BRS#< A
B, BXEZEER , H5M (IAM AFER) RHRIBRRSHEXAS,

Amazon Q A X ERSHERABLZIFHNXE

Amazon Q Developer * X HFHERMBRFSNEMXFEARSHEXAR, BUUEATXEERAZ
AWSServiceRoleForAmazonQDeveloper &, BEXEZEE | HSFHAWS XiF#im S,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#create-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#edit-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role
https://docs.aws.amazon.com/general/latest/gr/rande.html

Amazon Q ¥ % % RS
XA X #RiR Amazon Q
Developer Y X 1
EEREI (HFFRLMILE ) us-east-1 =
ZERIP (HEBEBM ) us-east-2 &
XEFEE (LmRERIL ) us-west-1 =
XEEI (HREXM ) us-west-2 B
IEM (FFER) af-south-1 B
TABX (F#E) ap-east-1 =
M0 AR X ( FEDDE ) ap-southeast-3 e
TA#X (&R ) ap-south-1 =
WAHKX ( KPR ) ap-northeast-3 =
TA#X (BER) ap-northeast-2 B
TARH X (TN ) ap-southeast-1 =
LA#X (ERE ) ap-southeast-2 =
WA#X (FRR) ap-northeast-1 =
IEXR (HRE) ca-central-1 B
BRI X ( EZTRAE ) eu-central-1 =
Rt X ( ZBR=) eu-west-1 =
RO X (23) eu-west-2 B
RO X (K= ) eu-south-1 =
ROt X (B2 ) eu-west-3 =
RRoMih X ( HTES/RE ) eu-north-1 =
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X354 #5 XigRiR Amazon Q
Developer Y X #

7R ( BA) me-south-1 B

PR ( PUEREE ) me-central-1 B

South America ( S&o Paulo ) sa-east-1 =

AWS GovCloud ( EEZHREB ) us-gov-east-1 =

AWS GovCloud ( E£ETEI) us-gov-west-1 =

service-linked-roles AT A FPiT#

A FITEER AWS Identity and Access Management (IAM) fREHEx &6, REHEXABR —fIihiS
WIAM A& , BEEEZEIIAFITHE. RSEXACH ALITH MEX , 8B ZRSAREEHHA
AWS BRE P& PR AR BR.

BSHAXAGALERNIRERAFITN , BAERLFHRMSENRR, AFITRENLT ERSHE
XAGHNR  RIEZHEEX , BNRABAFITATREFEAE, EXHNRIFEESERBNRNREK
B, AR A REMT MEMEMEA IAM KA PR R B

REEEEMREXFRE , BFRBRESHAXEE, XATURFENAFITE , ANETELTEF
) B 5 IR P R B AR

BRZFRSERAGHEMERSZNEE , B5H5 IAM BESERANAWS RS , AERRSHEXA
IR ERNRIERS. EREEMEE  EFZRSNRSAXBENH,

FA P AT B A9 AR 55 48 5k 2 B AN BR

AFITRER B 7RSS X A ® AWSServiceRoleForUserSubscriptions— 3 F 1T B 1R E X 88
IAM Identity Center BRIV TG RINR , LB EHENITH,

AWSServiceRoleForUserSubscriptions [REMEXABEFEUTRSRKRAAZAE :

* user-subscriptions.amazonaws.com

BAHABNRERE AWSServiceRoleForUserSubscriptionPolicy ftiF B FiT B3 18 E &R TR T iR
£
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
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« B4 * £B identitystore:DescribeGroup
1€ : identitystore:DescribeUser E# *
B {E : identitystore:IsMemberInGroups LY *
’{E : identitystore:ListGroupMemberships LH#Y *
¥R{E : organizations:DescribeOrganization L&Y *
#1E : sso:DescribeApplication £ *
##1E : sso:DescribeInstance L#Y *
#B1E : sso:ListInstances LH *

BYAEEARVRAS., ANACLE, KREIMERERFEXBEHNR, BXESZEE , HSH (AM
RPfEmRE) PHERSHEXABNR,

NAFTHRACIZBRSEXAE

BEEFHUNERBRSHXACR, HEBEFLEAFITRET AWS Management Console , AFITRE& R
BABRFSMERAE,

MREMBRZBRSHEXAR  RAETEBXRCUE , ZUUFERAHRRREKFFEFCEZLAR, EF
RER , ARITH2BR NG EZRSHAXA R,

B LAER IAM 2555 AWS CLI IR EBRFZ B MBI . amazonaws . comfRFHX AR, BXE
ZEE , BHSR IAM AFERE PHAERSHEXAG, MRERERT ILRSHEXAE , JUAFERARRE
WEEBRYNERG,

WEAFITANBSHAXAS

BFITRT &% % AWSServiceRoleForUserSubscriptions FRESHx AR, SIZRESHEXARE ,
ERTELERACHNEN , RN A5 HiZAR, BERAUNUER IAM FEAGHEHIR, X
BEZER E5H (AM AFER) P EERJZHEXAE,

BERAFITHANBRSHAXAGS

NRTBREEAENFTERSHAXACHNERIBKS , RMNBVUERRZAE, IHERKBERWESD
BIRHEFNAREASKE, BR , KMARBRBRSEXAGHER , RETEFIBERE.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#service-linked-role-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#create-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#edit-service-linked-role

Amazon Q FF & & hRX AriEE

® Note

MREZHEMEBRA RS , AFTRARSEECERZAE , MRBRATERSKRM, MRREXFE
o, BERLIHEER.

ER IAM FEMBREESEXAE

R IAM #2%& AWS CLI, = AWS API il Bk AWSServiceRoleForUserSubscriptions BRZ5H8x A
B, BXEZER , HZH (AM AFERE) PHIBRESHE<AE,

RAPITRXENXERSHEXAR

Amazon Q FF R BT AXFERHBSHABHEXEARSHEXAE, BXESEE , FSHAWS X
1A% o

Amazon Q F R EFITFRFSFIZHERERSHEMXEARSHEXAR, SAUEUTXEERZ
AWSServiceRoleForUserSubscriptions &,

X5 & X1iFHRIR AFITREHH Support
EERE (FHEFRILMILED ) us-east-1 =
ZEFEIB (HEXM ) us-west-2 B
EERE (HFFRLMILE ) us-east-1 =
XERIP (HE3BEBM ) us-east-2 3
XERIP (HE3BEBM ) us-east-2 g3
EXEAES (dLMFERL ) us-west-1 =
TWAMX (&XE) ap-south-1 =
WAHKX ( KPR ) ap-northeast-3 =
TA#HK (&R ) ap-northeast-2 £
0 A X (03 ) ap-southeast-1 =
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https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role
https://docs.aws.amazon.com/general/latest/gr/rande.html
https://docs.aws.amazon.com/general/latest/gr/rande.html

Amazon Q FF & & hRX AriEE

X5 & XigFRiR AFITRESH Support
TA#X (ERE ) ap-southeast-2 e
TWA#X (FRR) ap-northeast-1 =
NEX (HE) ca-central-1 =
Bt X (E=R1E ) eu-central-1 =
Rt X (FR=E ) eu-west-1 =
ROt X (462 ) eu-west-2 =
BRMibX (B2 ) eu-west-3 =
RRoM b X ( BT ER/REE ) eu-north-1 =
EEMN ( ERF) sa-east-1 p

Amazon Q FF X EH SR IE

BREEAMNITIEE AWS RS AWK , HSRAWS BRSs REaN TS5 HEE. Bx—KRIE
B, #SH AWS R,

O LA TEHE=ZFFITIRE AWS Artifacte BXEZEE |, i5ZR (AWS Artifact AF1ERE) &
M7 AWS Artifacth TEIRE .

&1 Amazon Q Developer N &M TERA T RN BENBBME, RLARANENBRUARER
HEEAEM . AWS BT T EFRREBEIZMENK

- ZEEEPMREANTER — XERBEFTCTRWIEBN , ARRTELRENZLHENE
MENERNEERRTN SR, AWS

« HIPAA Z2 56 EWBEER — A EBHEHRT AT WAERR AWS 812 AFS HIPAA $RAER R
BAREF.

« AWS EMHEIR — t TEENIERE T RER TEMMENT L MATE .

« EFAAWS Config 7T & A & 157 #Y AL N PF (& 5 )R- AWS Config 1Tt &N EREEXES KERE LK
BREBRE, 1T AENMEM,
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https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://aws.amazon.com/quickstart/?awsf.quickstart-homepage-filter=categories%23security-identity-compliance
https://docs.aws.amazon.com/pdfs/whitepapers/latest/architecting-hipaa-security-and-compliance-on-aws/architecting-hipaa-security-and-compliance-on-aws.pdf
https://aws.amazon.com/compliance/resources/
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
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« AWS Security Hub— X AWS RS A2 H THRENREMRS AWS |, BHERERERESRLET
A FRAEFN R AESRER,

Amazon Q FF X EHIE M

AWS £ REMIRERE S AWS XiF TRAXHERN. AWS XE RHS/IMMERENRENTAKX ,

XETHAXEHRLEER, SELHENSETRIMEERE, MRATHX , BAMLRITNREETAXZ
BT B SRMAMBE BN ARFNBEE, ERENEITSNEEPOEMIRERL  TH
XERESH AL, REENTT BE.

BXAWS X iAW EZELR |, BSHAWS £EREMIZE,
Amazon Q FxEHRWEMEREZ S
ERN—MIEERS Amazon Q Z 3 AWS £2ERNEZ R, BX AWS Z2RF AKX 1047 AWS

FRPEMRENER , BZHAWS =22, EFAEMRERENREIERRKIRITEN AWS IR |
BZH S AWS ecurity Pillar Well-Architected Fram ework A B E Al i% HER T o

BRI LAMER AWS B XM APl B REE M5 1R Amazon Q Developer. B IRMSMTIFLUTHE -

« EREREMDI (TLS) BRAMNEREA TLS 1.2, BWHEM TLS 1.3,

- BEERLMABIRE (PFS) WEBEH , Hl70 DHE ( Ifist Diffie-Hellman ) 5 ECDHE ( IS B4 [ e £%
Diffie-Hellman ) o« KZEHIAKRE (W0 Java 7 RESHRA ) BZFXLER,

o, HRAERFRIZS ID M5 IAM ZRAXBKNBEZLRIZARNERETESR, REF , LAILUE
FA AWS Security Token Service ( AWS STS ) K If BT Z & ZIERITFERH#TES,

Amazon Q FF & A R #M#ENA VPC LT = (AWS PrivateLink)

(® Note

Amazon Q Developer X3F VPC Lin T R LUIRBEM IDE HIRHEMIIAE, FXIFE AWS B A
BEFAMMIE S5 Amazon Q Bl K,

Ea B flEED VPC KinT SRELK VPC M Amazon Q FFREZREVAEERE, BOXKK
TREH—TERARBHEZEF AWS PrivateLink , ZEAREELEEBRMMR, NAT ix&. VPN EER
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https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://aws.amazon.com/about-aws/global-infrastructure/
https://aws.amazon.com/security/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/infrastructure-protection.html
https://docs.aws.amazon.com/STS/latest/APIReference/Welcome.html
https://aws.amazon.com/privatelink
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AWS Direct Connect S #ZEN1 AT FAZ% 14 7] Amazon Q APl, &#) VPC FHISEBIFREE/NE IP #ut BNl
5 Amazon Q APl B{E. &8 VPC Ml Amazon Q ZEINHRERLE T T I#MLE,

BMENR[UIITBRFRNPHN —ANRSNEENZEORT,
BXEZEER , 5 Amazon VPC AAFEMHMED VPC LixT & (AWS PrivateLink),

Amazon Q VPC K i1 R EE B

£H Amazon Q RE#EOD VPC KT R 2ZEl , BEH4EFL L VPC AFEETMNEOZKRET 2B
4 F BR

Amazon Q XEFEBE NS Amazon Q BBEFEANRZIIFET , NEW VPC HRAEFMA API B#1E,
SERZMH
EFRUTEMALSRZE , BHEEREBEZUTERE :

- BEECIEMEERFENELSNRN AWS K,
- BEZH AWS IKFHEIZT VPC,
« B AWS RS, £RERE Amazon VPC #l Amazon Q.

A Amazon Q €10 VPC KigT R

& LAMERT % VPC #24]A 5 AWS Command Line Interface (AWS CLI) 5 Amazon Q RS 612
VPC LixTiR. BXEZEER , 52/ (Amazon VPC AF{ERE) PIGIEEOmKA

EAT RS EFHA Amazon Q BIE VPC LixT 1

* com.amazonaws. regi@@ on .codewhisperer

Hlan , RGN L4 T RS AFLE DNS |, WA BUE A Z XA AR IA DNS & #58 Amazon Q &K H API

iERcodewhisperer.us-east-1.amazonaws.com,

BEXELZER , 21 (Amazon VPC BAFIER) FTRYE# O =15 R RS

(@ Note

Blcodewhisperer 25 Amazon Q Developer &HMWBRSHIEEF. BXEZELE | S
7 Amazon Q A X EEmAB-EERE,
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-eni.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html#vpce-interface-limitations
https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html#vpce-interface-limitations
https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html#create-interface-endpoint
https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html#access-service-though-endpoint

Amazon Q 7 & & AriEE

EA A ITEERES Amazon Q KiwT R

AP NEFEAARITEYETEHN AWS VPC F 8 AWS PrivateLink & i1 SiE# %] Amazon Q BT
=

1. EEMNARHIEEF VPC ZE & VPN ERE,
2. 7 Amazon Q 8330 VPC KixgT K

3. 1®RE A¥5 Amazon Route 53 KimT &, XfFEREER FAA#IRE LM Amazon Q AT REY
DNS & #ro

EAEHI A ARBINEEREZ| Amazon Q RiFTT &
AP NBEHEF AN REBIREERET Amazon Q KiRT AHITE,

EXfERT , ##A KW IDE 2EEEHIANIH R HES IAM #HTEHRIERN IDE, AWS REIE
#& Stu AWS Cloud9 dio 1 SageMaker AWS Glue Studioo

1. 3 Amazon Q 8l3# 0 VPC KixT =
2. {FERAEHAEANRBIFEIRE Amazon Q

 AWS Cloud9
« SageMaker TH#=E
* AWS Glue Studio
3. HmBMEEENEA Amazon Q LisT K.

« AWS Cloud9
« SageMaker TH#=E
« AWS Glue Studio

BT AWS PrivateLink Y 5% EC2 <4 L EE =75 IDE E#F] Amazon Q

ARG 5| F BT RIE Amazon EC2 3£4l JetBrains LR EE = HERFF XK (IDE) ( 1 Visual Studio
Code ) , AR FEEE N EAEET Amazon Q B3 AWS PrivateLinko

1. 3 Amazon Q 8|30 VPC KigT &

2. TESEH VPC AFTE TR B3 — Amazon EC2 £6l, B LLUARSENE =7 IDE AW
Amazon RS (AMI). HlEn | BT LAEERT D% Linux 2 AMI,

AR ITTENEZE Amazon Q KiHT R 215


https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-user-what-is.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/routing-to-vpc-interface-endpoint.html
https://docs.aws.amazon.com/cloud9/latest/user-guide/vpc-settings.html
https://docs.aws.amazon.com/sagemaker/latest/dg/host-vpc.html
https://docs.aws.amazon.com/glue/latest/dg/start-connecting.html

Amazon Q 7F %% A5
3. EEILTE EC2 Kb,

4. ZEMBEE IDE ( Visual Studio X35 JetBrains ) o

5. &E Amazon Q ¥ BEFZEH.

6. f¥ IDE EENi@ H#t1TERE AWS PrivateLink,

+ Visual Studio XS A Y R 48 & 4%
« JetBrains I .

J&Bid AWS PrivateLink I 5k EC2 3R] E#YEE =75 IDE 3E#E] Amazon Q 216


https://code.visualstudio.com/docs/setup/network
https://www.jetbrains.com/help/idea/remote.html
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1532 Amazon Q FF 5 &

iR 43 Amazon Q Developer ME At AWS f#RA RV AT TN, THAMEMMEENEZHKIBD -
AWS R T%ETE | BF%M Amazon Q Developer , fE I B Bat# TR E , HEFLNBEF
KEUBHE :

« AWS CloudTrailf#ZR A H R REREN API HA AWS Ik MEXSEH | R AEXHEREE
1 E B9 I I 2h 4] B2 124 AR S5 (Amazon S3) 1FE . BT LURBIHRLE A~ Rtk F 32 $T 7 8238 AWS, &
AL AR 1P thut AR FFIL R AR EtE, BXESEE , 28 AWS CloudTrail {AFERM) .

« Amazon &35} CloudWatchi& #2889 AWS RIRFIEZIT AWS BN BREF., & o] ARERER
B, Q2B ENHESTE , UKk REERAZIEENWEREEEIEENRENBHERXEE
He. flan , A LA CloudWatch BRERZRIIK - R Amazon Q BRI B RIERKAF K. BXE
Z{ER , 25 Amazon CloudWatch .

FERICRKIT S Q F&#& API A AWS CloudTrail

Amazon Q Developer 5 AWS CloudTrail—IRFERK , ZRFAIEZRAF. A3 Amazon Q AWS
BRSS R8P AT R, F Amazon Q B9FTE APl B/ CloudTrail IR AN E4. BWRFAARIEE
B Amazon Q ##HIA AR Amazon Q API BENRBEAA. MEECIERE , A AEF

CloudTrail EHF£& % E| Amazon S3 F## , =1E Amazon Q WEH., MREKREERER , WA
BAE CloudTrail B &P EHFHLIERPEEEFHEMH. BIWENEER CloudTrail , A LA E [
Amazon Q XK HIViER, RHERM IP bk, #RE TER, ARNREHBERAREMIFMAES,

BEXRMEZEE CloudTrail , & # (AWS CloudTrail AFEF) o

Amazon Q F X &E BT CloudTrail

CloudTrail FEZ I~ AWS K N EEENKS EEH. 2 Amazon Q Developer & 4 5E3)
B, ZEN 5 HM CloudTrail AWS RS EH—RBICREBSHALIERH ., BUUEHREER, BX
MTRBRIEXENSH AWS kP, BXESZELR , i55H (AWS CloudTraill BFERE) PHEHR
CloudTrail B L IEREFTEH,

ERZIEFENELH AWS K/ , 248 Amazon Q WEH | BEIERER, RERYF CloudTrail ¥ BE&
X &% Amazon S3 F#EN. TUIRERT , EEH AP LIRRERIZRN , WRRIERMATHE
AWS XiF, BRERIEFK AWS 2 XHFEXENEY , H B EXHLIEREIBEERN Amazon S3 774
Mo LEo\ , B R EEM AWS RS |, i —F 9 AL E CloudTrail B &R INENEHHE. B
XEZELR |, 5219 (AWS CloudTrail AFIERE) FHUATES :
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html

Amazon Q 7F %% e
- BIERIRICFEER

» CloudTrail XFHRFMER

« BlE Amazon SNS &4 CloudTrail

- BURBESZANXEE CloudTrail BEI 4

- BURBEZNKS/E CloudTrail BEI M

P Amazon Q FF %X &i2/E& A B HE X412 F CloudTrail #7E CloudTrail BEXHHAEHK%KE .
BN EHSHIEKFZEHTEEXRERBFRHOAREE. EHEEEHTEBEUTREA :

« FHEREZFEHIRIEBIER AWS Identity and Access Management (IAM) F F&EiE % H
- BREFEAACKERREAFNIGNZL2EIERHN
- FRESHHEMARE AWS RS

BXEZEER |, 55 (CloudTrail A1) HHIAWS CloudTrail BF &4t

7 & Amazon Q Fx&BENXH%E

BIRRE—MEE , APNEHENBEXGEHEEIEIEEN Amazon S3 F##, CloudTrail B &4
BE—NEENMNEEFZE. BHRAKRKRBEMRENEMER , BEEXFRWRE,. BEN BB
B, BRSHBENFER, CloudTrail BEXHTREAH API BANEFHRRE , R T2RE
A4 EIRF HI,

Amazon Q Developer X & AdryRunZ 1T API A , URIFZREHERITIZIRIEFTFENN
PR, MEEXRBrAHIER, FEAdryRunSEIAA Amazon Q Developer APl IR NEH |, Hidx
fErequestParametersFE"dryRun" : true®# CloudTrail B &,

AT RBIE R T ERZSendMessagei@EMY CloudTrail H&% B,

{

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAXD12ABCDEF3G4HI5J]:aws-user",
"arn": "arn:aws:sts::123456789012:assumed-role/PowerUser/aws-user",
"accountId": "123456789012",
"accessKeyId": "ASIAAB12CDEFG34HIJK",
"sessionContext": {
"sessionIssuer": {
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html#cloudtrail-aws-service-specific-topics-integrations
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/getting_notifications_top_level.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html

Amazon Q FF & & hRX AriEE

"type": "Role",
"principalId": "AROAXD12ABCDEF3G4HI5J]",
"arn": "arn:aws:iam::123456789012:role/PowerUser",
"accountId": "123456789012",
"userName": "PowerUser"
I
"webIdFederationData": {3},
"attributes": {
"creationDate": "2023-11-28T10:00:00Z",
"mfaAuthenticated": "false"

}
}
},
"eventTime": "2023-11-28T10:00:00Z2",
"eventSource": "q.amazonaws.com",
"eventName": "SendMessage",
"awsRegion": "us-east-1",

"sourceIPAddress": "123.456.789.012",
"userAgent": "Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:109.0) Gecko/20100101
Firefox/115.0",
"requestParameters": {
"Origin": "https://conversational-experience-
worker.widget.console.aws.amazon.com",
"conversationId": "a298ec@d-0a49-4d2e-92bd-7d6e629b4619",
"source": "CONSOLE",

"conversationToken'": "*#**",
"utterance": "*x**"
I
"responseElements": {
"result": {
"content": {
"text": {

"body": u***u’
"references": []

1,
"format": "PLAINTEXT",
"intents": {3},
"type'": "TEXT"
1,
"Access-Control-Expose-Headers": "x-amzn-RequestId,x-amzn-ErrorType, x-amzn-
ErrorMessage,Date",
"metadata": {
"conversationExpirationTime": "2024-02-25T19:31:387",
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"conversationId": "a298ec@d-0a49-4d2e-92bd-7d6e629b4619",
"conversationToken": "***'",
"utterancelId": "3b87b46f-04a9-41ef-b8fe-8abf52d2c@53"
.
"resultCode": "LLM"
.
"requestID": "19b3c30e-906e-4b7f-b5c3-509f67248655",
"eventID": "a552c487-7d97-403a-8ec4-d49539¢c7a03d",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": '"Management"

AR RBIE R T & RiZPassRequestiR4EM CloudTrail BE%E.

"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDAG6ON6E4XEGIEXAMPLE",
"arn": "arn:aws:iam::555555555555: user/Mary",
"accountId": "555555555555",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDA6ONG6E4XEGIEXAMPLE",
"arn": "arn:aws:iam::555555555555: user/Mazry",
"accountId": "555555555555",
"userName": "Mary"

.

"attributes": {
"creationDate": "2024-04-10T20:03:01Z2",
"mfaAuthenticated": "false"

.

"invokedBy": "q.amazonaws.com"
.
"eventTime": "2024-04-10T20:04:427",
"eventSource": "q.amazonaws.com",
"eventName": "PassRequest",
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"awsRegion": "us-east-1",

"sourceIPAddress": "q.amazonaws.com",

"userAgent": '"q.amazonaws.com",
"requestParameters": null,

"responseElements": null,

"requestID": "2d528c76-329e-410b-9516-EXAMPLES65dc",
"eventID": "ba@80lal-87ec-4d26-be87-EXAMPLE75bbb",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "555555555555",
"eventCategory": "Management"

LT RBIERTESR Amazon Q KREBEAs3: ListBucketsi#/EM CloudTrail B&E% B,

"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDA6ONG6E4XEGIEXAMPLE",
"arn": "arn:aws:iam::555555555555:user/Paulo",
"accountId": "555555555555",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDAG6ON6E4XEGIEXAMPLE",
"accountId": "555555555555",
"userName": "Paulo"
.
"attributes": {
"creationDate": "2024-04-10T14:06:0872",
"mfaAuthenticated": "false"

},

"invokedBy": "q.amazonaws.com"
},
"eventTime": "2024-04-10T14:07:55Z2",
"eventSource": '"s3.amazonaws.com",
"eventName": "ListBuckets",
"awsRegion": "us-east-1",

arn": "arn:aws:iam::555555555555:  user/Paulo",
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"sourceIPAddress": "g.amazonaws.com",
"userAgent": "q.amazonaws.com",
"requestParameters": {
"Host": "s3.amazonaws.com"
},
"responseElements": null,
"additionalEventData": {
"SignatureVersion": "SigV4",
"CipherSuite": "ECDHE-RSA-AES128-GCM-SHA256",
"bytesTransferredIn": 0,
"AuthenticationMethod": "AuthHeader",
"x-amz-id-2": "ExampleRequestId123456789",
"bytesTransferredOut": 4054
.
"requestID": "ecd94349-b36f-44bf-b6f5-EXAMPLE9Cc463",
"eventID": "2939ba50-1d26-4a5a-83bd-EXAMPLE85850",
"readOnly": true,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "555555555555",
"vpcEndpointId": "vpce-EXAMPLE1234",
"eventCategory": "Management"
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"Version": "2012-10-17",
"Statement": [
{

"Sid": "AllowlLogDeliveryActions",

"Effect": "Allow",

"Action": [

"logs:PutDeliverySource",
"logs:GetDeliverySource",
"logs:DeleteDeliverySource",
"logs:DescribeDeliverySources",
"logs:PutDeliveryDestination",
"logs:GetDeliveryDestination",
"logs:DeleteDeliveryDestination",
"logs:DescribeDeliveryDestinations",
"logs:CreateDelivery",
"logs:GetDelivery",
"logs:DeleteDelivery",
"logs:DescribeDeliveries",
"firehose:ListDeliveryStreams",
"firehose:DescribeDeliveryStream",
"s3:ListAl1MyBuckets",
"s3:ListBucket",
"s3:GetBucketLocation"

1,

"Resource": [
"arn:aws:logs:us-east-1l:account number:log-group:*",
"arn:aws:firehose:us-east-1l:account number:deliverystream/*",
"arn:aws:s3:::*"
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