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f+ 4 =& AWS Application Cost Profiler ?

AWS Application Cost Profiler Al H By R 1ZRESHE - X9 AWS IKEMH A, HEATUR—NAEP, —
éﬂﬁ)ﬂ EE_/|\IJﬁ E o

BRZ2AFALAE AWS FRERABISES |, 5121 Amazon Elastic Compute Cloud (Amazon EC2) &4,
BRE A LR EFTER IR B BN R RERER.

AN AWS BREABASESIFHEHLAANSANEFAFNEAERS, RERRFEAETRENEE. E
REFMARERERNE NNEAERERANIKLEFE , BRI G EIRE Application Cost Profiler
£, BYXTMEMANGE , BUUTHBEZHABMRERF AWS BIRIEFEE R

UTRRALEAE TR BN EERSMERE , R4 R Application Cost Profiler /5 A 7 X &%
R

« Amazon EC2 3£l ( ILZFBRLHIMIZEME LA )

« Amazon Simple Queue Service (Amazon SQS) BA %l

« Amazon Simple Notification Service (Amazon SNS) F &
« Amazon DynamoDB EHRFME A

(® Note

Amazon SQS. Amazon SNS # DynamoDB EFAEFER BN FE , XEXSHERTE. Xt
eims , —/MIHRBERE (HE , DynamoDB FHIEEAMEBE A XS ) IS BATEHES
W B E#HTHE , MEEX/DE RN ZERREEALR.

BRI UGB T =AM SR ER RS S Application Cost Profiler 25X :

1. ERNEERE : KT RELERBENRLH R T AT

2. A 6E A EHIE L E E Application Cost Profiler : tt R EBERSE F KRB R ZFHEF, 544
FERARRNNBEMEXBRNEAERIE , ARZFERAERIERIXEZ Application Cost Profiler,

3. JREXIR % : Application Cost Profiler IR EEREHEFIEEN T ERMARE. XEREETRES
MAFWEAEXBRNAE , FETEHE T #FI1T 5%,

BRXESRNESER , FSATHER.
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Application Cost Profiler. Z<¥7i1i&{#H Application Cost Profiler 2 & 2% 2 B £ R Z 4

FH

« EMIREAWS Ik

- BIEEEERHRNENAF

- BRUEEFNEE

« Application Cost Profiler 451 5t R 54

- BESRK

« 73 Application Cost Profiler & Amazon S3 77 i#

SEMZRER AWS Tk
MBEEH AWS IKF |, BB TETBREKRIE -1,
E3EA AWS K/

1. #TFF https://portal.aws.amazon.com/billing/signup,
2. EBE®LMNHBAHRTERE.

FOEMET , FHER —BHE  EREARERENA - MRS,

HRGEMET AWS K, IR BIZAWS IKFRAF —1 RAFERGRIZKS RHFRE AWS
RS MARF. ENRLHESKEK , FAAFIERERLRANR , A BRERABRAFKKTEER
AP R BRNES

AWS EFMERERELBELE—HWIABFERE, EEMIME , BEATLUBEHZE https://
aws.amazon.com/ FiERERWIKFREEYEINIKF R HEBEHIKF,

SEMERER AWS Tk F= 2


https://portal.aws.amazon.com/billing/signup
https://docs.aws.amazon.com/accounts/latest/reference/root-user-tasks.html
https://docs.aws.amazon.com/accounts/latest/reference/root-user-tasks.html
https://aws.amazon.com/
https://aws.amazon.com/
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SIEEREEBRNERNAF

EME , BRPENZE AWS IKkF AWS KPR AF AWS IAM Identity Center , /B8 A X Sl 2 EEH
P, XEERTSEA root BRRITHERES.

R IREY AWS Tk 7= 18 7

1. 1%$#F Root A HM AEH AWS K/ B FaRHFibat , IKFFIEEN S0 EFK. AWS
Management ConsoleE F— Lt , B ABHEE,

EREMEABRAPRZAENED , H255H (AWS 2F Arigm) PHUERAS 59 EF,
2. RAEMBAFBERZESHRIE (MFA),

BXRUH ,, BZEIAM AFEETHAN AWS K- RAFEREL MFA 8% (2HE& ).

SR EEEEHENRNAAF
1. BF IAM Identity Center

BXUE |, BSE (AWS IAM Identity Center AF$5R) FHIE A AWS IAM Identity Centero
2. 7£ IAM Identity Center 1 , AAF R FEEIHENIR,

BXEMA IAM Identity Center B & fER S0 RNEIE |, 25 (B IERE) IAM Identity Center
B i A BIAR BB EAWS IAM Identity Center F 7 15 B R o

LEEEBHRNEHNAFEHESR

- EFEMAEH IAM Identity Center A S0 8% , i EAEEAIE IAM Identity Center F P B &%
B IR Y e F B 44 1t ik B9 B SR P4k

BXRBEA 1AM Identity Center AP EFH A B , BSHAWS 2% AP EF AWS AT
o

FFERN RS B L HMA P
1. 7 IAM Identity Center 7 , SIE—MXRE , ZNREEENAREN R REME,

AR |, HSE (AWS IAM Identity Center A IEEE) HIBIZENRE,
2. FAFPSEE—MN , RARRZASEE S BEFIHRNR,

BIZEFEE I RR A 3


https://console.aws.amazon.com/
https://console.aws.amazon.com/
https://docs.aws.amazon.com/signin/latest/userguide/console-sign-in-tutorials.html#introduction-to-root-user-sign-in-tutorial
https://docs.aws.amazon.com/IAM/latest/UserGuide/enable-virt-mfa-for-root.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-started-create-a-permission-set.html
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BXUEE , BHSHE (AWS IAM Identity Center A #5R) A EIRINLE

R EAYmIE 7 17 (R

MRAFEE AWS ASBHITRE , MFEERRZH RN AWS Management Console, &R F4mTET7 (A
R AXBUR T EE BRI AFEE AWS,

EMAPRTREAGRANR , HFEEUATEIZ—.

B BEERER TR EHY PN
BR ?
AN EH £ A G BT IE B EF @ AWS BRREFEFEHN R I G

CLl, AWS BfrFF R TEaE  H1THE,

( T:E IAM Identlty Center EF% AWS API ﬁtHEIgéﬁ*EEEI.‘L%SRO
B AR ) . B¥H AWS CLI , B2

¥ {AWS Command Line
Interface A /M) AWS
IAM ldentity Center® #y “Bg
& AWS CLI EFEFH",

- BXAWS BT RTE
@, TERM AWS API , i#25
158 <<$A14:3:F7iIE@5FuAWS
TESERER) B0 1AM &

3B 0L,
IAM A ImATIEPEE [ AWS R 1AM A P15 8 Im B
CLl, AWS B XTI EAs iff5 AWS BRESFERF
AWS API X HHRTBE R, B9 15 BR 3 1T IR A
IAM ( THEFEA) RREFEFRANRERA

FERAKPEIELEE AWS
CLl, AWS B#FRITEIH
AWS AP & BV 4mIZE R,

HITRE,

- BXER AWSCLI, &5
FAFEESRNEA IAM A
FPUEBHITEHRIUE. AWS
Command Line Interface

B mEA XA


https://docs.aws.amazon.com/singlesignon/latest/userguide/addgroups.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-sso.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-sso.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-sso.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-sso.html
https://docs.aws.amazon.com/sdkref/latest/guide/access-sso.html
https://docs.aws.amazon.com/sdkref/latest/guide/access-sso.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-authentication-user.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-authentication-user.html
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B BERER TR BHY PN
BR ?

- BXAWSSDK MITE , i#
S SAWSDK f1ITES
ZREMPIER K EIEH
THHRIE,

- BHX AWS API , i3 IAM
AFEmPHNEE IAM A
Y U3 R 224

Application Cost Profiler 43 & 5t )R &4

EFF A Application Cost Profiler Z Bl , #AHH BT REH -

« J3 A Cost Explorer

AWS Cost Explorer 18 AWS I /5 . £ Cost Explorer i% B o] £ 5% EKi& 24 /Mat, &
MM P 5E R Cost Explorer iR & , #RJ/5 Application Cost Profiler F 8¢ £ K& B iR ME A RE.

AXEZER , 529 (AWS Billing and Cost Management f FP#6&) F# S A Cost Explorer,
- BIE S3 FK1F

BIEZZE A Amazon Simple Storage Service (Amazon S3) #Zf&#8. Application Cost Profiler { F
— S3 FREEREIRE ., BALUFERS —1 S3 FHH £ A E5IE L% Application Cost
Profiler, B%E , BRAFE—/ SSEMBA T LEAZEAERE. ER , N TLXL2ENL , BAEEEH
B S3 7R , MEAURTENRERRE S3 FHEFRETRBRFHNEAERIE, B4 E
Application Cost Profiler 1% FXJiX £t S3 77 & AR,

B X7 Application Cost Profiler i%i& Amazon S3 F# BN EZE L , SRR Application Cost
Profiler % Amazon S3 Z& .

- BRARE

EENREMARRERREERER , BAHE AWS Biling and Cost Management 2% & /5 A
IXEEFRE,

Application Cost Profiler 4% 1€ %6 R4 5


https://docs.aws.amazon.com/sdkref/latest/guide/access-iam-users.html
https://docs.aws.amazon.com/sdkref/latest/guide/access-iam-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/ce-enable.html
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BRBUE AWS EBMRENELEER , BSFAWS Billing and Cost Management i F 38R+ 1Y
BUE AWSHE R A D BERE. BXEEAFPENNIRENESZER |, H5H (AWS Billing and
Cost Management AP #8/) P HEUERA P EXH A D B,

RSB R

==

WEXETRFMT , B

BiX
- BLERTE FH M@ Application Cost Profiler RIAEAEHIE. BEXREZEL , BZH tIEHRS.
« REHDTEBRNIRE, EXEZEER , B2 £/ Application Cost Profiler k%5,

73 Application Cost Profiler i & Amazon S3 7741

E [ AWS Application Cost Profiler X EFERAEHRTFEBHMNEPZWIRE |, B8 AWS IKF SR EDE —
N T 176 B#ER Amazon Simple Storage Service (Amazon S3) 1748 |, LUk — N FEBEREH
S3 FE M.

@ Note

3 F AWS Organizations B F , Amazon S3 FEEANTFERIKFF |, b M FPAK
RAKFF, EBKFHEN S3 FREBTPNBETATHENMNMALERERE. ENARAKF,
B, S FHEPNBERERA TR ZAAK,ERRE

IEBIEM S3 EHEMALEHT A BXEEMBN AWS IKFFIE. S3 M BIRIR AR Amazon S3 %
Rt 5, BXUMACIE Amazon S3 FHEBMEZER |, 55 (Amazon Simple Storage Service F
FIERE) PHtEF#ER.

) T it Application Cost Profiler £/ S3 2@ , BATUN KM MBI 1Z65HE |, LA F Application
Cost Profiler i2ERF/SE AN ZZ BN R, MREBERERSEEXERE  NTJELSH
Application Cost Profiler To3& RN FEAEBBER L ERFIRE.

LR EBNBUAERIE Amazon S3 FHEBERENXLEFEBONER. BRTEBERMEANR
A, MREXS1FE @I T T NER , W Application Cost Profiler E ARG NG E SN EHEEH AWS Key
Management Service (AWS KMS) Z4A,

£}



https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/activate-built-in-tags.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/activate-built-in-tags.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/activating-tags.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/create-bucket-overview.html
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« &F Application Cost Profiler 17813k & 3314 S3 1F & @A X R

« & F Application Cost Profiler 1 [6] £ #) i Fi 23 IE S3 17 BRI R

« & F Application Cost Profiler i [7] SSE-KMS 1tn# S3 i H YR

% F Application Cost Profiler 7[R3R & 3243 S3 Z & AR

&P EL & i Application Cost Profiler 3R & R A B H Y S3 FEHE LM in— N /23F Application
Cost Profiler 8| 2R &3 RAVKEE, tboh , S S3 FHBEE N B AN,

(® Note

YEBRFERN , BLTUEREXNEBITNE, B LLUERER Amazon S3 EE %4 (SSE-S3) =
IEEH S AWS KMS FEE# 4 (SSE-KMS) RINBZENFMHME, MRECLET RNBENF
e, N AR i A LA NI

& F Application Cost Profiler 5[8]3R & R 1 S3 F AV IR

1. %3 Amazon S3 ##l & H & F,
MNENS I D FIEFEFER , AENIRPEZRENFER.
EENRET+ , REEBRFHAERESLNEE.

EXREE D , mBAUTERIE,  <bucket_name> B NIEWZHBEE , F <AWS ##> iR
BH AWS Ik F ID,

> w0 DN

"Version":"2008-10-17",
"Statement": [
{
"Effect":"Allow",
"Principal":{
"Service":"application-cost-profiler.amazonaws.com"
},
"Action":[
"s3:PutObject*",
"s3:GetEncryptionConfiguration"
1,
"Resource": [
"arn:aws:s3:::<bucket-name>",

% F Application Cost Profiler 17 B 3% & 323 S3 12k AV R 7


https://s3.console.aws.amazon.com/s3/home?region=us-east-1
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"arn:aws:s3:::<bucket-name>/*"
1,
"Condition": {

"StringEquals": {

"aws:SourceAccount": "<AWS ##>"

.

"ArnEquals": {
"aws:SourceArn": "arn:aws:application-cost-profiler:us-east-1:<AWS ##

D9
}
}
}
]
}

EHRBEH | BRRF Application Cost Profiler BR$S £ 4k (application-cost-
profiler.amazonaws.com) HEIMXRE , UFRERFEEENFEE. BRRKRENTIER
£, HELZN AWS KPP EE — MR FHRETIRER S FEEH ARN, HHR Application
Cost Profiler (RIERKEH#HITRIEN T FRIEBZMES , Condition SREBERBHIXLRRL,

5. ERREFEERMRFENKE , FRREMINE SN FREE,

WMREER SSE-S3 NZIhBE I T I7EM , BMABHWIERERT. WWREFERAT SSE-KMS
Iz, MATHRIT T RS BER F Application Cost Profiler 17 7] 12 4% 18 FI X BR o

6. (WL )EBREEBNEELEIE  RASERIANETE , BEH AWS KMS F4iE#E “Amazon
HIREMH (ARN), LHERMESE R AWS Key Management Service 8% & # & RIEH 4,

7. (W) RINEKBELAEEF Application Cost Profiler 18] AWS KMS Z4BRIIN R, 5 78 btk 3K &
Hi%8A |, i§S R F Application Cost Profiler 18] SSE-KMS %% S3 & @RI AR

& ¥ Application Cost Profiler 5[0 &Y FA 25 3E S3 FMEH IR

EEER M Application Cost Profiler AEHREEAEHIEN S3 FHEB/AIMIN— MR , LAY
Application Cost Profiler 2B F EHIEF R,

® Note
£&F Application Cost Profiler i[RI ZH EAEHENNIR , RTEFERMNELBIREG A
DRtk EAEREN RGN EHBNEE R ( FHRBLMILEE ) AWS Xifi, EEKTAE
REZE , XEBBENFHRBEEXZERS (FFRLMILE ) X,

#F Application Cost Profiler i/ [&] &9 £ Fl E34E S3 F & BRI AUR 8
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& F Application Cost Profiler i [a] #&#9 £ Fl 23 3E S3 7 MAV IR

1.

2
3.
4

¥ 3| Amazon S3 2% & H B F,
MNEM S0 PRBEFER , AEMNIIRPEREHFER,
EENREI+ , REEBRFHBERESLNEE.

HEMIS | WA TER, ¥ <bucket-name> BRNEMBNET 1T <AWS #4> BRNE
) AWS K 1D,

{
"Version":"2008-10-17",
"Statement": [
{

"Effect":"Allow",

"Principal”:{
"Service":"application-cost-profiler.amazonaws.com"

.

"Action": [

"s3:GetObject*"

1,

"Resource": [
"arn:aws:s3:::<bucket-name>",
"arn:aws:s3:::<bucket-name>/*"

1,

"Condition": {

"StringEquals": {
"aws:SourceAccount": "<AWS ##>"

},

"ArnEquals": {
"aws:SourceArn": "arn:aws:application-cost-profiler:us-east-1:<AWS ##

>:*"
}
}
}

FEHRBES | BRI T Application Cost Profiler BR$S £ 4k (application-cost-
profiler.amazonaws.com) HEIXFR , ABEBNEENFEBPREBE. cHRKREHRITI
BYE HEEHW AWS IKFHEE — ML NBFETFERBRFMEMN ARN. FER Application
Cost Profiler {R R REH TIRIER T A E BRI FEM , Condition 2RERBEX LKL,

#F Application Cost Profiler i/ [&] &9 £ Fl E34E S3 F & BRI AUR 9


https://s3.console.aws.amazon.com/s3/home?region=us-east-1
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5. ERFREENUREENER , FFHEMINRENFERSE,

MBENEETEER AWS KMS EZH# T TN |, MBS TUIRBT —FTHHIRERE F Application
Cost Profiler X #& 89 7% f& #4589 15 B A PR o

=¥ Application Cost Profiler i5[d] SSE-KMS 1% S3 7RI R

WMREEH AWS KMS (SSE-KMS) FRiFERI Z4AXS 7 Application Cost Profiler Bt iE#Y S3 Fi&# ( Ik
HEEEAIE ) #TNEZ | NELFRF Application Cost Profiler 33 L3t 1T ZRHIRR . &0 LUES
BF3 AT INZREHIEN AWS KMS 2348 #9175 8] £ FR SR T B It 18 16,

(® Note
MRENEFE#BEEER Amazon S3 EZFAME |, NELEZTRILTIE,

£ F Application Cost Profiler i8] AWS KMS LLif[R] SSE-KMS 1% S3 12448 B PR

HBAWS KMSEHI & H & K.

MEMSHEPERERFRERR , ARMIRFEEATNRFHBNESR.
IRV ERBEAER , REEFERE,

ERMERS | WAL T RIEEA,

R

"Effect": "Allow",
"Principal": {
"Service": "application-cost-profiler.amazonaws.com"
},
"Action": [
"kms:Decrypt",
"kms:GenerateDataKey*"
1,
"Resource": "*",
"Condition": {
"StringEquals": {

"aws:SourceAccount": "<AWS ##>"
.
"ArnEquals": {
"aws:SourceArn": "arn:aws:application-cost-profiler:us-east-1:<AWS ##

Sekn

#F Application Cost Profiler 18] SSE-KMS 1N# S3 171k #f KR 10


https://console.aws.amazon.com/kms/home?region=us-east-1
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}

5. “ERREEIAREENEKRE , HHEKMBEHZH,
6. Xtinz: Application Cost Profiler EEiFRIHY S3 FEBHN SN ZHES HIRE,

(@ Note
£S5 A Z| Application Cost Profiler 27 ( EMNE ) RAM S3 FHBEFEHIHIE, W

RIEBHEX R4 HRIAR , W Application Cost Profiler T2\ F# @H R REMFTF R, B
2, FAESANKENTATERRS.

#F Application Cost Profiler 18] SSE-KMS 1N# S3 171k #f KR 11
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BlERS

WRIEREMR , BRI AWS IkFEERS , HREAEEIELIEF AWS Application Cost
Profilers Z<EB4 9143 aN{AI B B +R 5 LA K a0{AD {5 5 A E 2038 & 3% F Application Cost Profilers

Bt & Application Cost Profiler R &

UTRENAUNMEEZRECABPERNEE. EUTNREFAER  HINREMERRAER,

(® Note

WMRIEH AWS IKFE T AWS AR, MBI LMERERKFRNMARAKFEERSE. A
AKFEENHRERTEZKSNEE, EAEEKFEENRE TAISBNMERNHE.
R THR&EH HHN Amazon S3 FREBLAE T EIRREEERIKS .

ELi& Application Cost Profiler R &

1. 3TFF Web %% 88 7 & 5 Application Cost Profiler 2% & .
2. BBEMNEFHRUBEERERIRS.

3. AEMREMAREEHMREHR,
4

WA SIS EHBEMFERIPAA S3EHENEN , RAEERA SIHRFTEFMA S3 8k,
BxtlE S3 E#EMEMIZET Application Cost Profiler IR EZE L |, 1S FIH Application Cost
Profiler i% & Amazon S3 F&#&.

5. BERZLFBMETSHIEM

o BIESNER  EBEREEAH,. BALRBREIMENTEZERRE.

o IREREERN  EFEEE Amazon S3 FHEEPAIEBNXHNER, WREEEF CSV, I
Application Cost Profiler 2/ gzip ERER AR ECNE—MNES o RENXR M4, WRIEEF
Parquet , M &R IREE K Parquet X,

6. EREBEUARFENHREEE.,

(® Note
B ] LAE A AWS Application Cost Profiler AP| SREL B 1R %5 .

Bt & Application Cost Profiler k& 12


https://docs.aws.amazon.com/application-cost-profiler/latest/userguide/getting-started.html#getting-started-prerequisites
https://console.aws.amazon.com/application-cost-profiler
https://docs.aws.amazon.com/application-cost-profiler/latest/APIReference/Welcome.html
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EEVEFTFHRAERLRERE , NTRIERERE.

® Note
BREREENMEE, MRBREIEERNE , WHFRERAEHRE.

BEREGE , FEASERE. £ LUNRS E Application Cost Profiler £5% , AN R RIEHFEHE
BIE

&R B RS EHERRE

BEREE , RAUMNKF PR RRRRSEEHFFERAERE, FERATHER, N, KT08H
Application Cost Profiler, #ltl , tIRRFEZFRES APIBEA , MEFHBMERSNEFH AP
AN , BFIERZBEFWF B RTE, Application Cost Profiler X ERB N EIE
FIRBHRERERBXRSHENIRE

= Application Cost Profiler 2t E A E T , B LUIRITUATIRE !

- HEERFREAERE  QIBRRUERSER, AR RNE4EE,
- FEFRERE . TR E£FEE R Application Cost Profiler %% F H 5 R BRE Amazon S3 =%
Mo

- SAFERAERIE . MA ImportApplicationUsage APl 2{ELLUE A Application Cost Profiler ##E
EHERME HHITLHE,

DR EFEANEBTEBNTRK,
F
- SR ARREFEHERE
« B2 LEBREAERRE
- ZI| 3 [EAELIES A Application Cost Profiler

B ERRBREHAEBRE

URSHEEFERAREN , SUUBEBMNEFA EEFERZER. FXEHBFERE—1KRTD , £
LAFEfE L& b R B Application Cost Profiler A, RPN E—TEHERT —TURR, EEERZE

BRERBBRSHB-EAERE 13
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RAriEmE

BHHEF , UREANFBRMERNE, Hlin , EEFEAR Amazon Elastic Compute Cloud (Amazon

EC2) EHIH = —BUEIR .

EIREREHFRBEXIRS T , UaHEXEABRHERES.

TRIETHRRERBRARFHFR,

Field

Applicationid

Tenantld

TenantDesc

UsageAccountld

StartTime

EndTime

Resourceld

=L

S T e RET

EEPU

ARG REAECERANNARFS~m. EXH
F et BEREE .

RGP EEEHEERENEFORRR
- Application Cost Profiler 4E Applicationld
RREF LR,

(i ) AXREFHNEMRE  HEHCHTH
Uk E=g

RFETAAANKS (X TARTNKFRE
) o

KA UTC MLt EE ( AZRMHH N E
). RAEERSHEMRBHFT R,

Xl

KA UTC L trEE (AEVNHD N E
) . RAEERSHEMBERYS RETHE

M BRM Amazon BIRB# (ARN).

( Wik ) ¥ERHEE Resourceld B —fE RS
&, BAMEEEMRRARRE , §EARARTF
—ERR ( ZFBYNTEERTEHIRZN
H). BRAEREANNENERBRREN—
BrBEH. BEXRRRZINESER , BS5H
(EAENERABRREAFERE) PHERRE

HAEER

B (.csv) X, BLAT RABIFT o

S| ERBRRERERE


https://docs.aws.amazon.com/cur/latest/userguide/resource-tags-columns.html
https://docs.aws.amazon.com/cur/latest/userguide/resource-tags-columns.html

Application Cost Profiler AriEE

ApplicationId, TenantId, TenantDesc,UsageAccountId,StartTime, EndTime, Resourceld
MyApp, Tenantl,,123456789012,1613681437032.9001,1613681437041.5312,arn:aws:ec2:us-
east-1:123456789012:instance/1234-abcd-example-1234

MyApp, Tenant2,,123456789012,1613681245531.4426,1613681245551.1323,arn:aws:ec2:us-
east-1:123456789012:instance/1234-abcd-example-1234

MyApp, Tenantl,,123456789012,1613681904815.3381,1613681904930.0972,arn:aws:ec2:us-
east-1:123456789012:instance/1234-abcd-example-1234

MyApp, Tenant2,,123456789012,1613681904765.1956,1613681904946.574,arn:aws:ec2:us-
east-1:123456789012:instance/1234-abcd-example-1234

FHRBERENTBEN csv XY (NREH gzip B4, M RE N csv.gzip ) o HEFXLEHIE

4% % Application Cost Profiler & , &N EtEI Y] FE D EAXBKNWEF, ERTRAF , RETEZ
FAF B Amazon EC2 SRR . REFERF XN A SRMEILTTHABWHES, | XX
EAT Amazon EC2 £6l, EEBMEYIH WS RiTH. BETTHAEABARFHREERT

=o

(® Note
B X BTR R — /DT ET R, MRBREEA SN |, BRI ERER , HERRE
T — N XHFFIEHT e K.
BRATRRENTERE—/PTHBIEN XS, MRFE—PEHNBBERR TSNS, U
Application Cost Profiler ${X & B & #7 3X P Y E Iz

flan , F&RESR T Application Cost Profiler 21 RIER LRV BSE L] A it E=NE/ —/et ( 360 T =
¥)MNERAE,

e RENREY A TEHNES/ P RRAE 2
Tenant1 120 T E® 33.34%
Tenant2 60 TE® 16.66%
<EaHE> 50.00%

FERBIF | RN Tenant! DB T =22 —/PEF , 7 Tenant2 BB T A<20 2 —/DEf, TITH /0
(180 FEH ) , Bl—/Net89 50% , KIFE FEM—NEF i,

B #] , 7 Application Cost Profiler B T UL T &R :

SR EBRREAERE 15
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« Amazon EC2 3Xfl ( REHKHIFFT M ESKF] )

 Lambda B¥ ( MNREEH Lambda BHEBURIEEIE , M AT Resourceld XX KIEIERE R IR
ARN, )

« Amazon Elastic Container Service (Amazon ECS) 3£4i
« Amazon Simple Queue Service (Amazon SQS) BA %l
« Amazon Simple Notification Service (Amazon SNS) F &

« Amazon DynamoDB EHRFME A

(® Note

Amazon SQS., Amazon SNS # DynamoDB £ HEFER AW FE , XEXSHERTE. Xt
eims , —/MIHRBERE (HE , DynamoDB HFHIEEAME AR ) HIESBRATEHES
W BESERHTSE  MEEXDPNAMNEEERREALX,

E2% LRARERAEBHE

REAFFERER AT , FHIEXH &S Amazon S3 H#{R Application Cost Profiler B 7] itk
X,

ETHEXCE S3 FEHBNEZEL , iS5 Application Cost Profiler 45 E 5t R & o

AR Application Cost Profiler B[R] S3 F M. X8 S3 FEM R FRIT —IRBLRE (&
ALEEFERAR—MNFHEERLESNMEABRXHE ) . BXEMNFHEBNHENBRHESLEFR ,
ES R E T Application Cost Profiler 17 8] &K F E 8 HE S3 FHBHANRE, MREHBENR , 5
7% F Application Cost Profiler 57l SSE-KMS 1Nz S3 F R R.

(® Note
BAEENATERERERIEN S3 FRMBATINE.,

BIEBBEENTBEN cov WX LA S3 245 ( MREA gzip HITTESR , T RS
A .csv.gzip ) » EEFINMHE , BB Application Cost Profiler 888 L& Z X # | LUEZSIH T
D& ABREF,

B2% LERREAERSE 16
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® Note

£&F Application Cost Profiler i[RI EAEHENNIR , IR TERERMNELBREG A
DR EAEREN R EHEEXERE ( FFRLMILE ) AWS XiF, EERTAE
REZE , XEBENRHRBEEZERS (FFRLMILE ) X,

SR 3 FEAERIES A Application Cost Profiler

55 A E53E L& ) Application Cost Profiler B G R Amazon S3 Zi&#/5 , BA Application
Cost Profiler ZBBEFEEHFHSARKARSEP. EAILAEA Application Cost Profiler API H1EY
ImportApplicationUsage #{ERMITILIRMKE,

B x AWS Application Cost Profiler APl S & ( ‘@#& ImportApplicationUsage &) |, BESH
AWS Application Cost Profiler APl &%,

LTRRBIERT A ImportApplicationUsage, F######## BN IEHN S3 FHBNE L
X RIIES

POST /ImportApplicationUsage HTTP/1.1
Content-type: application/json

{
"sourceS3Location" : {
"bucket": "<bucket-name>",
"key": "<object-key>",
"region": '"<region-id>"
}
}
(® Note
RELSEHERLTRINEAN AWS XEHE , T FE region 2. BXEZER , FZH
AWS —fixZZHh PN EE AWS XiF,
Application Cost Profiler £ f#i83d ImportApplicationUsage S AMBIFERBELER BIREE
REVSMRE RFTHRE

S 3 FHERAEBHIES A Application Cost Profiler 17


https://docs.aws.amazon.com/application-cost-profiler/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/general/latest/gr/rande-manage.html
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Bl B R & N B 3R B 30 § A B Application Cost Profiler j§ , BRI AEEERNRE T, B*
HRENWEZELR | HSHREME A Application Cost Profiler 55,

S 3 HERERES A Application Cost Profiler 18
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{# A Application Cost Profiler & &

TR EHBIES AWS Application Cost Profiler SR H &8/t & iE — X EIEE |, Application Cost
Profiler 2 B3 £ R &

BRELELERSHERENED , REQBRIBBAER -G, REFEEIEEREEREHIEE
# Amazon Simple Storage Service (Amazon S3) 1Ff# .

HAE-RERNEBEREEE LN ANEIE,

Application Cost Profiler & £ #r 12 BV 48

TRERTERABRIRE P IZNF,

R iR

PayerAccountld HAMPWEEK, ID, REZMKS ID ( LRk
FAEF AWS Organizations ) o

UsageAccountld FERAERIKFHIKS ID.

LineltemType IBFMYRE, IKRL N Usage,

UsageStartTime KA UTC WL TEtRE (UAER LN ), *

REEMF B 6E A BRI e E .

UsageEndTime XA UTC WL TR (LB RENMN )., &
TEERF Y E AR HIR 4 RAETE,

Applicationldentifier K% B Application Cost Profiler B9 {# i 23 1E
IS E/ Applicationldo

Tenantldentifier K% Z Application Cost Profiler B9 {# i 23 1E
FIEEM Tenantldo unattributed AURE
THEAEHEDZEICRNHIE.

TenantDescription K% Application Cost Profiler B £ F £ 3k #E

FIEER TenantDesc o

Application Cost Profiler 3R & Fri2 it H 517 19
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RAriEmE

LIE=g D
ProductCode

UsageType

B

Resourceld

ScaleFactor

TenantAttributionPercent

UsageAmount
CurrencyCode
"R
TenantCost
X154

B

BAR B — U3 R /)N B Y R 5 R

iR
E# 1 2%H AWS 7= @ ( 520 AmazonEC2 ),

ERIT RN ERAENZER (20 BoxUsage:
c5.1large ).

E#IT 2R AVIR4E ( B30 RunInstances ).

EHIT TR ARBREIR ID 5% Amazon BRB
(ARN),

MRBFMAOBRF -/, Hlan , RENEA
BHEEST 2/ hemAR 1 /et , MaNMA
LB RBESTAETRERK RS ( ABIHH
0.5) . WHHREFZ/NHTHERRLAR
W, LEPHIRBBEXRTE 0) BPTHET 1,

HAETHEEEFNERAEESL (N TF (0) M
1208 ).

HETHEEHEFNERE.
TRMEAFERRNSET (2 USD ) .
BENEAEBNKEREER,
BEEMFNZEREE KA,

RIREY AWS XiF,

WREE AN E R BRI S £ SiEE 7R E A
BHENFRET HRRE , N2 E RS
WL, BXBAFRRENESER , FSH (K

AMEABRBREAFER) PRARIREFH

1% =]
[= e Yo}

Application Cost Profiler &% Fh iR L HY 2137

20


https://docs.aws.amazon.com/cur/latest/userguide/resource-tags-columns.html
https://docs.aws.amazon.com/cur/latest/userguide/resource-tags-columns.html
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PayerAccountId,UsageAccountId,LineltemType,UsageStartTime,UsageEndTime, ApplicationIdentifier, Te
123456789012,123456789012,Usage, 2021-02-01T00:00:00.000Z,2021-02-01T00:30:00.000Z,Canary, unattr
east-1,test-tag
123456789012,123456789012,Usage, 2021-02-01T00:30:00.000Z,2021-02-01T01:00:00.000Z,Canary, Tenant
east-1,test-tag
123456789012,123456789012,Usage, 2021-02-01T01:00:00.000Z,2021-02-01T02:00:00.000Z,Canary, Tenant
east-1,test-tag
123456789012,123456789012,Usage, 2021-02-01T01:00:00.000Z,2021-02-01T02:00:00.000Z,Canary, Tenant
east-1,test-tag
123456789012,123456789012,Usage, 2021-02-01T01:00:00.000Z,2021-02-01T02:00:00.000Z,Canary, Tenant
east-1,test-tag
123456789012,123456789012,Usage, 2021-02-01T01:00:00.000Z,2021-02-01T02:00:00.000Z,Canary, Tenant
east-1,test-tag

ELRBIR | E—NDE— 2R RSB T Tenantl, EFIEAN/NEFH unattributed, EE =4
PR, AENMEFE G T EBE— /I, EARGF , HERBSFTeI£E4% /) 0.25 , AR EA]
OB TN 2 — /et LA LfE TenantCost SR F I FA KA,

Application Cost Profiler 3R & Fri2 it H 517 21
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RAriEmE

AWS Application Cost Profiler PRl #lim =

IEH) AWS IKFP 3 T 85 AWS RSB EABIAERE ( LABIFARE ) o BREZHHA , BN , #4HR
FMEBFET AWS X, BAIERBME LR , BEM - LEHTEE M.

T&R%IHE T Application Cost Profiler B9 &N F 89 RS BRELA KR AWS Xigim =

Service Quotas
IR
PutReportDefinition

WREE

UpdateReportDefini
tion ERER

GetReportDefinition
HRER

DeleteReportDefini
tion HERER

ListReportDefiniti
ons iERER

ImportApplicationu
sage ERER

15 F B3 XA By R R AN

MINE

10 MB

DU

BNMNKFBUHRA
PutReportDefinition
FRH,

BANKF MR

UpdateReportDefini
tion B3R,

BNMNKFBYHRA
GetReportDefinition

HRH

BANKFEBHHRA
DeleteReportDefini
tion ER¥.

(=N VR SE2: PN
ListReportDefiniti
ons EXRH.

BIMNKFEYHEKX
ImportApplicationu
sage EXRH.

B EABEREXHNRAR
Ko

Service Quotas
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HE jj Jﬂﬁ PANN)

Application Cost Profiler 2 —IM £ ¥R, FiE APl RS ARFNEERRSS ( HFHRBILMILIR ) i
REA,

- XEKRE (BEERILILER ) — application-cost-profiler.us-east-1.amazonaws.com

RS R 23
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AWS Application Cost Profiler fyZ £ 1%

AWS + 7 EM=Z2M. RN AWS B, BRNENBEARSHLZLBRAB LI ERMITENE
FEHROMMBRYPZR,

ZEMRAWSHEHHRERE, TEHBEREHRANZHNRZEMNZPNR SN

- TZ2M - AWS AR E AWS THETT AWS RS ER G, AWS ERZRETZEME
AWERES. E=Fa&AEHMNLNBIERMNNZLENERYE , ¥E8 AWS Compliance Programs
B —E0. ET#EERT Application Cost Profiler WM M itR , TSR A HEITXSEE RN AWS
BF.

- THNZEM - BN RTHEFERN AWS RERE, ZRFENHMEARAR , SEEHBENH
Bk, BARMNERUEEANEREENR,

ZIRSE IR T AN 1E £ AWS Application Cost Profiler BY S A REHREER, B T A& E
Application Cost Profiler USRI B Z £ MM EMNME B IR, BESTHRNAFERAEM AWS RS AFEY
B FRH Application Cost Profiler % iRo

B

« AWS BRI FF B A &I AT 25 1 Y SRR P

« AWS RIAEFEA GRS 0 R EE

- AWS N ARSI SRR UE

« AWS Application Cost Profiler H #9 # BE ik & #E

« AWS Application Cost Profiler By E itk L £ 4

AWS R 2 FF BN Sl AT 28 B By SR R 3

7 AWS BREEREERT AWS NABFRABMES MBPHBERE . OAERFR AWS |, AR
RIFBITARAEARBRNEIKER S AWS Cloud, BRFTEF XN RERIMEM R LHRNBTNEG, &
EATEFERDN AWS RS WRLBEENEEREES. AXRBERMNESEE , BERLERLE
NEE, BXRENBREERFNEE , FS0H AWS T4 BF L1 AWS TEHBEREAMN GDPR &%

XE,

HFHERERPEHN , RIONEBUERT AWS Ik ZIEFHEH AWS IAM Identity Center 38 AWS Identity
and Access Management (IAM) ZEENARAF, X , SMNAFPRRBETHIERRIRAMENNER.
BADEB BT AT AR HIE -

BIRERF 24


https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/data-privacy-faq
https://aws.amazon.com/compliance/data-privacy-faq
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/
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- NENKFFERAZESHBRIE (MFA),

- £/ SSL/TLS BE®FRERF. AWS BIIERFEA TLS 1.2, BiUFEA TLS 1.3,

- EAIZE API M A &3 BE AWS CloudTrailo

- £/ AWS BB RARURHEFHFERINREEH AWS BBF.

- FABREEZLERS (HlI Amazon Macie ) , ©EBIT XIMMRI F#1E Amazon S3 HEV U
B,

o MREBE AWS BEHSTRER AP #HTHENEEZLS FIPS 140-2 WIFMMEFER | EFEH
FIPS iR, BXAAM FIPS mRHNESEER , TR (EEKIDESLERE (FIPS) 5 140-2
B o

BEABUEY2FNBEEHBREE (METFVEFIRA4ibi ) MARESH BHEANEFER
(MEMRFER ) . XTEEAEEE. API Z AWS SDKAWS RS ERANARFRA DR T
EaWER. AWS CLIFER TEHMNIREDS B AR AXNEZRPHANEAHERTESATITRER
P AR, MREEMIRSRBAML | 5BNBVWEFEENULF IS RIEEERBIEXN Z RS R/H
HRo

EeOYIIES

AWS Application Cost Profiler R4 F R ERS PR ERSBEHRTNE , MEFTHITE A HEME
B, Y@M Application Cost Profiler Bt , b1 E B 3I#1TH.

N FERMH Amazon S3 FiEME , BLTMBREFEE , FETUNBEEAEREEERHERT
Application Cost Profiler i5[RIfX R, BXEZELE , BZ | 7 Application Cost Profiler i% & Amazon
S3 F k.

& 5 o &

AWS MAEFRABESMEEAERELZS (TLS) MEFHNFZNEREERTNER, 5
Application Cost Profiler BBE A4 &S HTTPS T , R ZHBEEEZ MY EFHRLL F R
. L&A Application Cost Profiler B , REERIAEL B Lt 117,

AWS N REF A BIHTERE & 0 M im R EE

AWS Identity and Access Management (IAM) AWS BRSs AJ#HBIEE R T2 iR 53 AWS BIRMN
EINPR. 1AM BB R T LUEN & M IIE ( B ) MR ( FREUXPR ) REH Application Cost
Profiler &R, ZuIAEA IAM AWS RS , TEXLFFNEA,

BAME 25


https://aws.amazon.com/compliance/fips/
https://aws.amazon.com/compliance/fips/
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F&:

- X

- FRASHHTEHRIE

- FEARBEEF

« AWS RAERFEA D ERNAES IAM BE& A

- AWS NRRBRFRAS MBRET SO RETHI

o X AWS R AEFBABE S T8 5 108 1 R AR 1T R EHERR

AR

B E A AN AWS Identity and Access Management (IAM) @8 AE , E4AERTEENARFR
2 53 47 28 R P A EY T4,

RE AP NREFEA Application Cost Profiler RERTER I , NN EER AN ECREMENE
IEANPR, HEFEHE S Application Cost Profiler THRERSER TERT |, BAIAEEEFMANIR, THEM
AERGRNXBREDTERAERRABREGSHNR, MREFLZEER Application Cost Profiler I Zh
B8 , WS AN AWS NAEF A E S 428 5 40 F17 B &R 17 P BERR o

REEER : MREELTRATER Application Cost Profiler &R , N&E A AEE A Application Cost
Profiler W £ RINR. BB REHELRR RS AP B R BFLE Application Cost Profiler Thag %
Bo Afg , BXHME IAM EERRERRERUEXNRFSAFHNER. FEEFEZRELNEEUT#E IAM
HEXES., BETHEXENLTWMMAE IAM 5 Application Cost Profiler B EERANEZER |, 5
7 AWS N ARRFRAS RIS IAM BEEA,

IAM BB R : IRER IAM EER , B EHE THXTUNAHEBEREEUEEX Application Cost
Profiler WiAEIMFMES . EEFETE IAM FEAM Application Cost Profiler EF &4 # KB R
Bl , BSH AWS NAEFRADRE T SRR T,

£ & 21T B IR AIE

BRBIIRE AWS FASHEIERFNAR. BXT IAM AR BHHETE AWS IKFRAFPE
IAM BE&H#1TEMIIE ( BF AWS ),

A A EABEY S MREENEREL AWS BRE 5108 F. AWS IAM Identity Center ( IAM Identity
Center ) AF, RLFAINEREZREMRIILAREN Google = Facebook FIRMEKE F 108 =l
UELBRABMEREN , ZNEERUGER IAM ARIEE T BHKARKIE. HIRFEABKSTHE AWS
B, AR EREE- AR,

N 26
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BFBEHNAFPER | EALIZF AWS Management Console 2 AWS 5HITF, BEXBEZFNEZER
AWS |, S (AWS &3 AFEmR) PR NAEZEE AWS KF W,

WMRE AWS BURTEHFRIGE |, Mle AWS BEBREF LA EH (SDK) MErw1T#EO (CLI) , AEFERE
HEBNERFETNBRESE, NMREATFEHAWS TE , NIATEHECEEBER, BEXFREENSEH
TEEERNEZEL , 55E IAM AFREEHHZE AWS API B3R,

TFERAMSMARIESE , BURFERHEMELZLSER, 0, AWS BWEFERZESHRIE
(MFA) RREKFH LM, ETHREZEER , 55H (AWS IAM Identity Center A1/ FHZ
ESHRIEM (IAM AFiErm) FHE AWSHERAZESHRIE (MFA)

AWS Tk root I

BIZEf AWS Ik, BEXBER—NMNEBREN , ZEOTUATLLRAKS FHMERR AWS RS ME
Ro ME MBI AWS K/ root AP, £ A A& 02 NK 7 B F 49 B8 F iR 4 b 41t A1 22 40 2 3R B AT 15 ]
ZH M, BARWESEERRAFNITERRES. RPFBRAFZIE | FERXERIERRKITRIE
RPEMRITHES. BXFEEURAFSHERNESHNERIIK , B2H (AM AFERE) +
MEZERASEIENES

IAM A P EF4A

| AM A 7= B8 AWS Ik RSN NARMEARFERARBENRNE G, ETERNERT , RINBWE
RIS EIE , MARGEZERKBEIL (MFBMFEEH ) BV IAM AF, BER , MREE-LBE
MERAZSFERATIENAR IAM AP, BUERRITAZRA. AXESER ﬁi}lﬁj C(IAM B8
M) P N TREERHZUENEAS R ERRRE A EH,

IAM AR —NMEE—4A IAM AFNE B, BIECEREANEHREFRK, BAUERAR—RERZN
BAPREENR,. MEEXRERAF , FAATUERMHEERRFNER, flin , B&ogEEg—18R
IAMAdmins B4R , HRZAEFRRUEE IAM &R,

RPREAeTE. AFE—5EMARINARFXE K MAGSHEILFTECNEAARA. AFE
BRANKHEILE K MAGRHRNEILE. ETRESER , 58 (AM AFiERE) PHMA 612
IAM AP (MARAE ).

IAM A&

| AM AERENBERTRENR AWS K W& M., ERLUT IAM AR , EEREARTXEK, &7
LA AWS Management Console B Y A EFIREEE IAM B, SR UEIFA AWS CLI 5
AWS API RERFEAEEN URL RRAAR, EXFEABEBNEFENESEERE , B5H (IAM AR
EE) FHEA IAM A6,

A5 01T EHRIE 27


https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-signing.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/enable-mfa.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/enable-mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/root-user-tasks.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use.html
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BRIRFEIER IAM SeELTERTRER !

- BERAPER - EQRESHIENR , FRAGHNARENXNR, YRKEFHHTHHRIE
i, Z5OREASHEXRARRTHALBECELHNR. AXREFHRINBENESR , F5
5 <IAM BF$ER) PRNE=S SO REFCELA S, WREMEA IAM Identity Center , N FEER
BRE, NEHENSHEHRTHORIEFTRBRNAZR , IAM Identity Center fFXFRES IAM
FHABHEXEK. BXNRENEES , 36 (AWS IAM Identity Center B 1EE) FH NRE,

- IEEY IAM AR - IAM AP AR IAM BFAE , LERREHNBEESHTENR,

« BIKFEE - SR LER IAM e AT FRKSHHEDA (TEESE ) HRENIKS RR
o AERRTERKSHRNBRHEESR. BR , X TELERKR AWS RS |, 80 LUK R I B 5H
MEFEER (MAREAAEEARE )., ETHEATEKFHTRNACNETRRNRE 2B ZE
Bl , SR (AM RFiER) Y IAM RV ESIK 3R 75

- BRFZGR — B AWS RS FREA AWS RESRSPIIEE, Al , HEEENRS FH T
ARt , ZBRFEEXTE Amazon EC2 FIiz{TMAEF 7 Simple Storage Service (Amazon S3) #
FRENR,. RESARXFEAREARANEZANNRER. FAKRSACHERRSHEXAEKINITIER
(=

- RRIGFILE (FAS) — HEER IAM AR A SEPHITRER AWS |, BHANEREA, £A
RERSE , BARESMIT—NMEE  RABLBREEEMRS T B35 —MRE, FAS EREA
ZRANNRUK AWS RS @ TSR HIERNER, AWS RS RBIRFSKEFTESH i
AWS RS REREF RETARRIERAE , T 2R E FAS #HR, EXMEBERT , BLHERRIT
XA MREMR, BXAKH FAS ERIPREFE , BSRERLA21E

- BSAGE - RSALERSAREELNIKS PRITREM D RN IAM BE, 1AM EE R ATLE
IAM FEI2, BRABBRESAC. BXESER , 28 (AM BAFERE) #H6IER AWS R
SERNENEE,

c BESHEXAL-RSHEXAGRE—MERSHEXBENRS AR, AWS RFRSEATURARKRER
TRENAE, RSEXAGHAEENT AWS KF |, AHRKRSHAE. IAMEBERAANUES
BT Re4miE RS X A BRRR,

« £ A@@ mazon EC2 Lz1THNARERF — BRI LAEA IAM AREEE EC2 Kf| LE1TH A H
AWS CLI 2 AWS API FRE R ARFHIGRHESR, XL TE EC2 RflhFHILRAIZEH. EM
EC2 il Bt AWS BEHFEHAHEAMEBNAREER , BFEE QM MBI ZEHIR K HIE B X
#, PIBEXHIEAE , HE EC2 KHl LETHRFEBRBIRNEIL. EXEZER , BS
5E <IAM AR PHER IAM A5 Amazon EC2 £4l EizTH N BREFZ TR,

BETREER AV ABER IAM AP, E3HIAM AP SRR 62 1AM A6 (ITER
F)o

A B M7 S ORI 28
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
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FRAREEETA

ERELAWS B eI 2 R EM IR AWS SRR FERZEGFAHRNR, REREFH—
HRAWS | SEFHFARKEKN , EQELENR, AWS EEHEA (AP, root AFHAGS
E ) REFERMPAXLERRE, REFHONRBERATERELFR, KSHERMELL JSON X4
By AWS FEXfFEEH. BX JSON RBMHENEHMNAETNESEE , SR IAM AFEREFRY
JSON SRHEBLI

EERWLER AWS JSON REERIEEHERRIBEMF L, BR2ER , BNEETUAN LR FERITER
&, ARIEMHAZRHETHIT,

RABRT , AFNAERERR, ERTHPNMRERRRTRENRR , IAM EE 7 62
IAM K, EERABETUAEMAENMJIAM K , BRAIURABE,

IAM REEE IRENNR , TXFEFERABI G EZHITRE. fl0 , RIREF—N AW iam: GetRole
BRENEKEE, HAIZREEN AP TN AWS Management Console AWS CLI, 5 AWS API SRELA &

=
ET BRI RES

ETEMNNRBEAMMESZH (W IAM AR, AFASAR ) B9 JSON R RREE A, LR
EHERFMNA SR EMPSEA T BERRTHERE, ETHRNMGEZET HOMRE  FSH
(IAM RF$Er) FHEVBIE IAM K,

ETESHNRBALR -SARNAKRKEREE R, NRREEERARZNAS, AAEH, £
EREERIR KRR  BULUREMMBPN SIS, FRANAE AWS K, HERBEE AWS
RERBNESRERK, BT HRNAEREARBANAREE BEETERE , B30 IAM AFE
AP ERENREENRERR < RFITEE,

ETRRAV K

ETRIFH RIS MR R JSON RN, ETRFMNRENRESE IAM ABEERKEM
Amazon S3 FHEMEKE, EXFETHRVRBHRS T , RSEE R JLMER ENRZHI 4 E R
FREVEE. N THEERM IR EIR |, REEE IS E M BN 2R RINATRLEREAREF LSRN
THIT, BUFEETRBENRBEPEEEE, ZEEATUEEKS, AR, A2, KSR/ AWS

e

ETHARVREEN T ZRSPHAKEKE, ETREETHRAREPER IAM Y AWS EEXR
B

FEARKEERR 29
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AR FI5] &R (ACL)

EEFIFIR (ACL ) EHIBLEHE (KFARA, AFRAE ) ARLARK. ACL SETHIRAE
BEREL , REEMAER JSON KB HEER,

Amazon S3 M Amazon VPC B2 #F ACL MBRSS R"Hl. AWS WAFET#EX ACL NEZER |
S (Amazon Simple Storage Service FF R AR 1EFE) FHIERIZHE 5T (ACL ) B,

HREgRE
AWS ZFHMAAE R REERE, XERBRETNOREERE ANKBERE[ER FHRANR.

- RRLA : NRLAAR-IERBE, AT REETHSORERBALN IAM X4 (1AM BFHA
&) BFHNRANR, BANKTHRENRILR. SELEZRNREXEET H 0K RENRD
RHIRE, & Principal PEEAFHALHNETRRNRBEFZINRLRRH . F—-TUREHH
EXELFEEAT. BRNRLANEZFEE , H2H (IAM AFERE) /Y IAM EE8 X RIL
Fto

- FRSIEFIZKRE (SCP)-SCP 2 JSON KBt , ATIEEHRANALR LN (OU) WHRANRE, AWS
Organizations AWS Organizations 2 —HH FXEH LW IHENS AWS K- F#HToANMEFE
BNRS. WREALNBSATHREDEE , WAIXEZ R 2P0 B A RS2 H KB (SCP), SCP
BR i 5X 52 K P PRI SR (SR8 AWS KPR A P SEE ) BIRBR. Bk Organizations 1 SCP By
BZEER |, B3 (AWS Organizations FIF /) K SCP ¥ TIEFRE,

- RERE - AERBREYTUREARNACIRESAF RN SENEASHARNSREK
B, £RSFNNREAFIACHETEANEBRANXERBNRE, NREALREETRREN
KEg, F—MRBPNENIELFHEEAT. BXEZER , 5850 (AM AFER) PHLER
B o

S RBERE

SN RBEWRBEEA T —MERE , ERORREMERNELIRE, BT HRES RS HRBEE R
WA AWS ER B AWER , FSH IAM AP EE R R T EEE,

AWS N RARBFHRA Dz Es IAM B& A

A IAM EEXY Application Cost Profiler By i51R] 2 81 , #8817 #EHRLE |IAM ThEE R 5 Application
Cost Profiler £& M. EAZ T ## Application Cost Profiler M1 & ftt AWS RS I 5 IAM #hE T
£, BZH (IAM AFER) FH5 1AM hE T/ENAWS RS,

ES}
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« Application Cost Profiler &F 5 39 5K B
« Application Cost Profiler & F % R 19 SR B
« ETF Application Cost Profiler ¥R #93%4X
« Application Cost Profiler IAM &€

Application Cost Profiler EF 5 {3 HI K #&

BEfERA IAM ETSHNEKE , BULEBEEATRIELANREFNTR , URAFHIELIRENE
¥, Application Cost Profiler X4 EgE, ETHE JSON KBEHREANFAELER , TSR (IAM
AFfEE) $8 IAM JSON FBTESE,

BR1E

EIE R A LAER AWS JSON REERIEBEW ARG RMT L. WHRY , BN EAATLIMT AR RINITER
1, UREFAZRHETRIT.

JSON KMEHY Action TEEARTATERBP AN RIELIFRNRE, KRRBEBEEEXEKN AWS
APl BREE R, B—LEHNMER , HIAURBIE AP BENXRNR R1E, T -LREFTEERK
PIITSMNMRIE, LM IREMRINABKIRIE,

HREE 2 ERFEUR FHATREIRERIRR,

Application Cost Profiler iy SRESIREEIRIERIEFEALL T HIR : application-cost-
profiler:, #l , BERZF X AZEE Application Cost Profiler IR & E L iF S EHNIR |, BRI
application-cost-profiler:GetReportDefinition BEMAHKKEH, KEFALNITE
Action 2 NotAction jt%. Application Cost Profiler E X 7 —4A B S RIR/E , ARG AT LA %
REHITHES .

EESENEAOPEESWRE  BEAEZSHENRT , M TT.
"Action": [

"application-cost-profiler:ListReportDefinitions",
"application-cost-profiler:GetReportDefinition"

LA 2 Application Cost Profiler R A] AR 4E. B MNEBATFRIEM APl #4E. B X Application Cost
Profiler APl WEZEE , 5@ AWS Application Cost Profiler APl %,

 application-cost-profiler:ListReportDefinitions— AR ¥FFIHE AWS KFHIREE
X (mRE),
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« application-cost-profiler:GetReportDefinition : fS#F3REX Application Cost Profiler
REIREELFHAEF S,

« application-cost-profiler:PutReportDefinition : RFRIEFHIREE L,

« application-cost-profiler:UpdateReportDefinition : RFEFIREE X,

 application-cost-profiler:DeleteReportDefinition : R ¥FMIERIRE ( RAEES
Application Cost Profiler APl 3REX )

« application-cost-profiler:ImportApplicationUsage : f2¥iE3K Application Cost
Profiler \f§7EH Amazon S3 F# B S A A ERIE,

TR
Application Cost Profiler R X 1512 K B&H 18 E R IR Amazon BEIRE M (ARN),
e

Application Cost Profiler T RRHEARSFE THRFHVFMRE , EXHFRARLELBE4E. EEEMA
AWS £ %48 , BZH IAM AFERHPRHAWS £2BE&4 L TXEH,

=l

E&EF Application Cost Profiler EF H RN RG] , BZH AWS NAEFHRA s MBZETSH
BRI

Application Cost Profiler & F % JR & 5K #&

Application Cost Profiler X #E T &R KB

ETF Application Cost Profiler & By 1% 4X

Application Cost Profiler R X R e B IRFE TARE W 5 R 125,
Application Cost Profiler IAM &€&

| AM £ &R EM AWS Ik BB %5 ER R SEE,

s et 4EUIE S Application Cost Profiler — 2 {5 F

A LAER IR ZIE R TS EARIEES , 2k IAM B9 REKF AR, S LB
FAssumeRolez Z K AWS STS AP| #4ERIREIE Bt Z2 £ i GetFederationToken,

Application Cost Profiler 3% 35 F I B X iE o
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BSHAXAG

RSSHEX A B RV AWS RS THRHEMBRS TR FUAARETRRE. BRSAXBEERE IAM IK
P, ARZERSE. EERAVAEREERREERSHEXSEHNR,

Application Cost Profiler T X #ZFRFHEX A G,
RSAE

LR ATRSAREEERSAC, kBERAWFRSHREMRSFHRRARRETRRE. RS
AGERE IAMKSF , FRZKFRE. SEREEER TUERLABHNIR, B2 , XHEMT
RE TR S Y ThRE.

Application Cost Profiler R X RE A,
AWS NRARBEFREAZTERET SRR RG]

RINBERT , IAM AP MAEEE S ZSIEH AWS Application Cost Profiler FREVXR, ff]tET
sEfEF AWS Management Console, AWS Command Line Interface (AWS CLI) 5 AWS API $i174E
F. BEEAMTCIE IAM XRBROAFPMNAGRTNR , LERITAENISE API B, RF , BE
ADTURFIX LRSI B T EX LR IAM AP R4,

ETHINAFERIXL RS JSON REEXHGI2 IAM ET S HHNXKR , 38 (AM AFER) 91 &
JSON JETNF L 6 KK

F&:

- EMSEXE

- £/ Application Cost Profiler #%|&
- ATHAPEEMHITIE SR

* A —4 Amazon S3 FH# 1

R R fE SRR

ETEMNEBBEENMNASSUTLGIE, HE M BREK S FH Application Cost Profiler #iR. X
LIRETIRERME AWS IKF PR A, SIEREEE T HHHNREEN |, FERUATERMEIN

- JFHAER AWS RE R A RO RENBENR — BEFHOAFPMTERBER TR , EEANTS
FEIRAGIRTRRNAWS HE R, ENEMRNRARITR AWS IKF, FITZUEET E LEHXS
BRI AWS ZEFRERBRAE-DBINR. BXESEE , HZH (IAM AFERE) F/Y
AWS FEEREW TFRAENAWS FEE KK,
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- NARKENR - £EH IAM REIRENRE , TR TFHRITESHAENNR. At , EFEN
ERERGT AAUNBERRRTHRE , RN RENRTAT. BXER IAM NANRBRNESE
B, B2 (AM AFEmR) P8 JAM R EYKEE AR

« £/ IAM KB AP AY SR A — 5 BRI U5 R AR — S8 AT A [0 SR B 28 N S 44 SR BR 5 33 R AR F B IR BV 15 7)o
Bl | BRI R E R R RIEELAER SSL RIEFMBER, WRESHRERBIRE AWS R
SSHY (Bln ) FERRY , Tt AT BAGE A S SRR T XY BRSS BRAERY U5 [RI AR AWS CloudFormation. B3
EZEL , B2E (AM AFEmR) 8 JAM JSON KB T3 - Fifo

- M IAM Access Analyzer BIiEZH IAM KB | IR RN L ESEFIhBEM — IAM Access
Analyzer 2R UEFT RS M B KRG , LARRBAS IAM REIES (JSON) M IAM FEXK. 1AM
Access Analyzer 12 100 SRR EFMARENEW , UBHEEHERZ S BN BNER., B
REZER , FZH IAM AF1ERE) F8 IAM Acess Analyzer EREEKIIE,

- EEZEFHRIE (MFA)-INR AWS IKFEZNZEFE IAM AFRSRAF , A MFA URS%E
=, ZELAR AP BENEE MFA , B MFA RERNMBZHNERD, BXEZER |, FS
F {IAM FF#8R) HMELES MFA RIFH API 1A IE,

BX IAMHHREIRNESER , 20 (IAM AFER) #1 IAM F R HEXE,

{#F Application Cost Profiler &l &

EinR AWS NAEFRA D ez 8 , BL4TRE - AKRENR. SENBRLAATFEIIENES
AWS IKF R ARFRADMBRRFRNEAER. NREUENETHONRKLAMRENRENRE
=8, W ENERZRBHESE (IAM BFRSAE] ) ERGITEH A

NEBRX LA T LUER N AR F KA TR H A REF K AWS KB N AR F A E D R R
HFEMN , FRXLEREM TR,

application-cost-profiler:ListReportDefinitions
application-cost-profiler:GetReportDefinition

Bign | S&RI AN R P 62 BT KR,

{
"Version":"2012-10-17",
"Statement": [
{
"Effect":"Allow",
"Action": [
"application-cost-profiler:ListReportDefinitions",
"application-cost-profiler:GetReportDefinition"
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
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"Resource":"*"

BXREZER  H5H (AM AFERE) FR AP AR,

N FNEA AWS CLI 5 AWS API AP , BEENHBEREREFAENR. Mk , RAFHRER
2 MITH API R VEFE ITE AV R 1E,

AFAFESHITE SR

ZORBIGER T BRI |, SV IAM AFEER MBI EAS B ONNERANEE R, HRKS
FBEEFE LR AWS CLI X AWS API BU4mTE 5 LR BRI R,

"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",

iam:GetPolicyVersion",
"iam:GetPolicy",

iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",

iam:ListPolicyVersions",
"iam:ListPolicies",

jam:ListUsers"
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]I

"Resource": "*"

B E— Amazon S3 Fi&4H

FEAREIFR | B8 E AWS Ik B IAM B R R FiHRER Amazon S3 EEREHIN
BR. examplebucketB&EBEARFZAF R, FEHFMIBRX R,

BRTEFIZAF s3:PutObject, s3:GetObject M s3:DeleteObject PRI , WEREEIERF
s3:ListAl1lMyBuckets, s3:GetBucketLocation #l s3:ListBucket &R, XLER2IEHIAFT
EWEMRR, I, s3:PutObjectAcl #l s3:GetObjectAcl REZEERBERFHAPES . B
PN R, BEXOAFRFNRERHEA RS AN SXENRWESRS , BSHES RS FAA
PRSI FHEBN A,

"Version":"2012-10-17",
"Statement": [

{
"Sid":"ListBucketsInConsole",
"Effect":"Allow",
"Action": [
"s3:ListAl1MyBuckets"
1,
"Resource":"arn:aws:s3:::*"
},
{
"Sid":"ViewSpecificBucketInfo",
"Effect":"Allow",
"Action": [
"s3:ListBucket",
"s3:GetBucketLocation"
1,
"Resource":"arn:aws:s3:::examplebucket"
.
{

"Sid":"ManageBucketContents",
"Effect":"Allow",
"Action":[

"s3:PutObject",
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https://docs.aws.amazon.com/AmazonS3/latest/dev/walkthrough1.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/walkthrough1.html
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"s3:PutObjectAcl",
"s3:GetObject",
"s3:GetObjectAcl",
"s3:DeleteObject"

]I

"Resource":"arn:aws:s3:::examplebucket/*"

Xt AWS N RTERF RABLE 7547 25 5 40 M 13 [R] A PR 1T i R HEBR

FERUTERRBEELOMANESELELR AWS NARF KA HTE5H AWS Identity and Access
Management (IAM) B A] 8E1& I 89 7 I (B &

£

« REMIE Application Cost Profiler 1T 4E

« RFMIAIT iam : PassRole

« BEBAWF AWS K AN AR RN ARFERAD R RR

I, FE Application Cost Profiler TR /E

R AWS Management Console HiFEBTNMITEIRE ML TBRREBERIT R, EEAR
BRI BFEIRN A

% mateojackson IAM AP = E ARG & EFHBX Application Cost Profiler iIREHIFHEE. |, B
FEH application-cost-profiler:ListReportDefinitions MFRAY , £ &% LR RFI4E
%o

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
application-cost-profiler:ListReportDefinitions on resource: Report Definition

FEXFERT , Mateo BREERAEHERKM , LATMMER application-cost-
profiler:ListReportDefinitions &EHMEIREE AR

I IN1T iam : PassRole

MRBWE—MNEIR |, EREEINIT iam: PassRole B , M AMEFHM KRB UL TR ACEIESE
Application Cost Profiler,
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BE AWS RS A ERIIAEABKEL1ZRS , MTARAIRMNBSAGIRSHEXEE, it ,
BBMEBF A LSS RSINR.

LN marymajor B IAM AP Z iR A% H &1 Application Cost Profiler FIf{TIRER , R4
TREEIR. BER , REXTMEERFSACIHETFHNES ATMITLHIEE, Mary TEERACEKEZEE
PR &5 B9 RLBR

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EXAERT , XMEH Mary BYREE S b 4T iam: PassRole #1E,

MREEEHEY  EHRREN AWS BER, SEHEBRARRUBZZIENA.
FIAERVF AWS IK = BASNEY A T R 3 19 B2 A A2 B AR 40 4T 2 B2 IR
EALYR—NAES  DELGKS FHAFREAAANARTUERZACREEEHEER, 2T

UEERESEY , ANEEAR. X TXHETRFMNREHTREHZIR (ACL ) KRS , &7
150 PR 3 LB SRS 1) A 5 3% T X AR B B R B 1 R A

ETHEZER , BSRUTHS
- E T #% Application Cost Profiler @B XFIXLIheEE , ESH AWS BARERF A S Hss 0T 5 IAM

[EREd;i N

- ETHIMAURENSRENERNIGRNE AWS K, 55 IAM AP EETRHRERE AWS
K B %E—N IAM AP R E T ERR.

- ETHRNMEE=FRENSHRROIGRENE AWS K | BSHE IAM AFERTHNEE=51E
HiFRENR. AWS K

- ETRNMEIKE S ORIERMBIGENRE , H2H (AM AFER) FRALIABSBRIEN
HFE (BE5HEiIE ) REHRNR,

- ETHEARACNETRRNRBEITERK,FRZBENES , §5H (AM AFER) 78 1AM
H Y B K P R o

AWS N AR R T eS8 & I8

ETHRREETRESAUXINEE , FZHAWS RSF “ZEEA XIS HBE" ", RERFEERX
BHEMITR. AWS RS AXx—KREE , BSHAWS SMITHIAWS,
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SALAE R T E S A HITRE AWS Attifact, BXESEL , BSHHRMN “THERE FHAWS
Artifact,

MR AWS RS TN EAREBR T ENBRENHBME, RATANENBIRARERNERNE
M. AWS RET U TR RERRFEHNIASHE

« ZE2E5EAMREANEE — XEFBEMINC TRWIESEM , ARMTEXEEME AWS £
BUREMNEAUNESNEETENT R,

- £ A@Q@ mazon Web Services L HIPAA Z2 553N — RAEHER 7 {4 w1 0{a £ A
AWS REIZFE HIPAA BEH N AREF.

® Note
HIEME AWS IRF ABRFE HIPAA B, BXEZEE , HZHANSE HIPAA ERHRS
ZE,

« AWS EMEIRAWS — It THAEEMIEra S v 885E A T B AV 1T L MR 1E 3 X

- AWS BEFailieE —MNENAETHREEREEN, XEEFLEETRIFVRESEK , AWS RS
HHERMH R ESNMER ( BEEEERMESHE AR (NIST), XFFRTULEZLFEERS
(PCI) FIEBRFAALAL (1SO) ) RS 4,

- EAAWS Config FF & A & f5F F R AN T4 %R — % AWS Config lRF TSN B REEE S K
BELRFENIRE, TLIESHFHMEMR,

« AWS Security Hub— X AWS RS iRt T @A BLLRSNLEUE AWS, Security Hub Bid &
24T HEN AWS BRAREHEBFERETURENRESK., BXZTIFRSREHHS
& , 15 # Security Hub B4 5%,

« Amazon GuardDuty — BB EREZN AWS IKFIMERREFETRNEEES , kK AWS kS
BNEHN ITEAR., RHRENIBEDRNEBERM. GuardDuty BIHEREESHMERNAENAR
RNER , JUBSHEHEERHEMNEER , filan PCIDSS.

« AWS Audit Manager— iX AWS B35 AT AR BRI ® 1t AWS EAER , M E{LX B EE UK
Y EMRFITAFRERN SR,

AWS Application Cost Profiler 5By ¥ BE 1k & 8

AWSLIREMIZHEESAWSKE M AXEE, XEEHSAEYE L TAEREMNTAK | Xt
AXBHEREK, FHESHETRESHMEERE—E, MATHX , BaLLRITHREETHAXZ
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