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DSS ERE—NMENEXR 8 : IRFIMBIERSGHMN L RN RAVIELHE, HIEHERTS
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BIEKREE N F3h, MR Audit Manager RREBUNEIERE , MBRERFRBERFUATERE 2
— : AWS Security Hub, AWS Config., AWS CloudTrail 3 AWS API {8, Audit Manager API
FBIERIRIEEIN sourceType (¥ ) = controlSources ( %) »

- MEZEHFERFEREEXNISEXRET. B0, XAEER CloudTrail EH& #LAWS Config
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BARETISSHBERRERNSNRE, flin , BETRESMNESBIERRER (FIZAWS
Config®l Security Hub) KR, 5 —MNEHAIEEET ZMNAWS Configfl MBS | FFAWS
ConfigfEJy H M — I B RIRK R,
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Details Data sources Tags

Data sources (4)

Data source name A Data source type Mapping Frequency
Data source 1 AWS API calls iam_ListRoles Daily
Data source 2 AWS AP calls iam_ListGroups Daily
Data source 3 AWS API calls iam_ListUsers Daily
4

Data source AWS API calls iam_ListPolicies

(@ Note
REBEHFERFRRER AWS kS , BRERFRETETEERNERS. BXEZE
B, FEANERMEIHRT D NEEANRS MBERFERE 2 BEMXH 2.

ZEA

ZRARNRBRAE AWS Audit Manager i, ZRABEERTUMNLSHEARET K, Fla,
RETRUARARBEEFEE, BT, MEEMRBENSINEERE, FAEREA , EIUFEE
FIIRARAFZBEIWIERE , UTHRETETRVES, ZEREATUFREHEREMEXIER,
AEe, EEREMIERE , AREFEM GRS (BoELAENUETRK ) .

HITARTANESENREPEAZTEA , MIEBRMEN, Rt , ZEANITENHRNEREER. X
MM EFBEHENEE | HSREAWS Audit Manager RV ZEFE,

E
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- BZNiEHE — Audit Manager B ERIERE, B8 UT=EKE3IERE

- EAMRE — AR ENEREMAWS Security Hub, AWS Configei & F KK, &M
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« X FAWS Security Hub , iE#E KR SRR B REEH Security Hub R ERRTEIZR. BX Security Hub
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FEFATRAE—RFNEMANBELEAE, BXREZER , BSHEAWS CloudTrail ZIFHWEHARF AWS
Audit Manager,
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® Tip
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BRXERSE , ©419 A4 Audit Manager T2 4R BIERIFRRE, ®RAIEH , Audit
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https://docs.aws.amazon.com/securityhub/latest/userguide/controls-findings-create-update.html#turn-on-consolidated-control-findings
https://docs.aws.amazon.com/config/latest/developerguide/gs-console.html
https://docs.aws.amazon.com/config/latest/developerguide/setting-up-aws-config-rules-with-console.html
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BEUTEMRBEARAE R

£

« ¥ AWS Security Hub F{EBIERIREE W H R4
«  AWS Config BEBIERREEN B EH

« & AWS AP AR AEBERREEN ENEYE

« % AWS CloudTrail FAERIERREEN BhiEH4

- FEgk

- BEEREBIERREKE (HaINFa) ) W4

R AWS Security Hub BYEBIERIFRE R B 3h 24

L RBIE R T FAWS Security Hub AR BUERIRKL B W2 H, ingR4RE AWSERZ e &E
SRERFR A (FSBP) 228, Audit Manager fEF LR £ RIETE |, WABSBIERHY AWS SRERFS FSBP E

SN
“JNo

AT R B

o BEHEF — IAM policies should not allow full "*" administrative privileges
s BHE — HWEBE4ET IAMEBHE, XR—AES54MNIGREEEXNEL,

o BIEKRIRIEE — AWS Security Hub

o UEEERE — EMRE

ELUTREIG |, B4 TFET FSBP 26122 M Audit Manager i,

Control sets (27)
Q. 1AM policies should not allow full "** administrative privileges X | 1 match 1 @
Controls grouped by control set A Control status & Delegated to Total evidence Added to assessment report
¥ IAM (8) @ Active 0 0
1AM policies should not allow full "*" administrative privileges @ Under review a 4]

N E RERARS. ERERTIESHIENXEAGWENIEREHRE , URENITNRE P ISR
HE, EXE  BUNERE4FR  UNACTERFR. EREHENSTFARERR , E4hE2
EZER , SEZEANILE,

s ER
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Audit Manager AT AR L IEHREERN IAM RBREEL TRZ , #MEEHE FSBP HER, B
B@ihin  CAURESNEFAREE IAM XREEEEEEABRNE , HPa8iFEA T BERFE

a : "Effect": "Allow" with "Action": "*" over "Resource": "*",

Audit Manager 043 Bt 32 44 UK SEIF 37
Audit Manager REULA T & HER 79 e 12 4 W SR UEHE

1. W FEBmEHL , Audit Manager HLITFMNEHBEANRR. ©FEARGIREPIEENBERRERNT
BRI, FELLRGIF | BH IAM RBERFIR , Security Hub 1 AWS Config R B#IERIFEEE, Audit
Manager £&# 45 EH Security Hub & ([IAM.1]) &R , ZRERI R XFEH AWS Config HLN
TEMLREY IAM KB (iam-policy-no-statements-with-admin-access).

2. BRENE RMNBREHECAFITRARIFIETRE. Audit Manager 2R 8 Security Hub 17 8iE
RRERBNEHEREAREIERE. ZIERESIEEEM Security Hub FIRENENRELE R,

3. Audit Manager FFE2RFIEEM IMELRHFENIAM policies should not allow full "*"
administrative privilegesHJi¥MN,

WAl A Audit Manager iEFBiZIZH S M
FHEREMZERSE , 8 ( IEERAERA ) TUFKIERE , THRESFTEXIE T REE,

I RBIF | Audit Manager ATBES E /RK B Security Hub Ik E . WIREWN IAM REHEESE
BAF (%) HERFIZ , TERZEFER  MWgE2REXTMER. EXFERT , BAILER IAM
KEE , FETATHETENEERNR. Akt , BUEBREAFFERTHNES , ARNENRAF
PATIX ARSI RRE, L4 EHEMEAB T &N AWS IRERFE FSBP EX,

HEN IAM RESE24 —3at , BREFRIEANEFRK , FFERANMELNITUREF, RE , &
AERITRAAZRBS , SUERRFETBRET,

K AWS Config F{EEIERIFRE R B34

WRBE R T HAWS Config BMEE BB RIRER M ZE M., XEEE AWS Control TowerBh 3 #l#] 2R
AAREEM, Audit Manager fE IR RUESE |, ABSBIERHY AWS IRE 5 AWS Control Tower B
MHRE— B,

A48T B

« BHEMH —4.1.2 - Disallow public write access to S3 buckets
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. BUE — kBB T Disallow public access #4445, XE—AS5HEEEMEKLEHE,

- BEFRIREE — AWS Config

- EEERE — SHMRE

ELLTREIF | R4 F B AWS Control Tower B3 HLEIHE 2L G2 K Audit Manager ¥ /1,

Control sets (1/5) ‘ Delegate control set ‘ ‘ Complete control set review ‘
Q, Disallow public write access to S3 buckets X | 1match 1 {&
Controls grouped by control set - Control status Delegated to Total evidence Added to assessment report
¥ Disallow public access (4) @ Active - 0 0
4.1.2 - Disallow public write access to S3 buckets @ Under review - 0 0

ZNERTEBERS, ESHENXHZHRENITERERRE  UREMIVREPIENIEEHRE.
HEXE  SUNERE4TERE , BT NECERFHE. AFRGENTTRERE , EF28ESE
B, SR ZEHIEE.

se3R B9 4E A

Audit Manager A LA I Ik EERH S3 WERBHNFRIAIREI TFRNL , EBEHEAWS
Control TowerEsk, EEMAME | AR ERIEARHEIRE, BREMFHREZEHE IR (ACL) ,
DEIAEHRRS AT AHB AR,

Audit Manager 2049 Bt 33 44 UK S8 IF 17

Audit Manager REUA T 1EER A L2 4 U SR UEHE -

1. X F8MEH |, Audit Manager B FEAREAHREDIEENHERRITNEHEE AN RIR, EiX
BRT , B8 S3MERIR , AWS Config REIERIRERE, Audit Manager 2EHRIFEAWS Config
FI (s3-bucket-public-write-prohibited) SATEM IFNSEE R S3 MIVRE. KEEF ACL,

2. RRINE RGFHMREH BN FITRAKRIFIERE. Audit Manager 27 H AWS Config fE8 BdEk
FERBEWREGERESAREIERE, ZIERESIEEEM AWS Config PIREN SR EL R,

3. Audit Manager 2R FIEEMMESR TR N4L.1.2 - Disallow public write access to
S3 bucketsHy M,

WA E A Audit Manager iEBRiZ 2409 & M %

FHEREMEEM4R , & ( EEENERA ) TUFEKIERE | THRESFERIUT MM ISR,
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W RBIH | Audit Manager ATES & /R —I1 AWS Config =8 S3 BAEM R, NREN—
SAWEETREH ALK ELEARFERE , HEHAERBATAREBEANR , WAL AEX
MiER. BEHELRBE , B LERBELEARFRNZE , URSIAHEERE, & , BUFEATAT
NHEANRNEMBRE. by EEREBTEERN AWS FRERFES AWS Control Tower ER,

MBLWEETH S3 BPARRRASRE—B , WASHREFISN SFig , SHHERFNET
Wik, BF  BTUSHFIARTURS | WNERRE ERBIEL

£ AWS AP| B AERTERREEN B B4

L RBIER T8 AWS API i B BAERBIERRREA B E 2. Audit Manager f F it 12 4 4 BUIE
12, URB AN AWS IMEREREER,

A4 B

- #4E#H — Password Use

o BRHE — WERHETHEN Access Control WEEHE, XR—HEFHMIFEEEMEXHNZEYE,
- BIEKRIRER — AWS API A

- EERE — REHE

FEUTREIF , B4 TES B ELAELRLER Audit Manager U A,

Control sets (14)
Q, password use ¥ | 1 match 1 (]

Controls grouped by control set a

Access Contro! L (25)

© 0 ¢

s 8
-
-

Password Use

WUEREERS, TERLRTESH IR EMRAUENTRAE  UREHITNEE P DS HIER
BE, EXE, CTASRLETH , ¢ TUASERTH. ESLEEHLTF#ERE , Xhas
ESEL | AFR IR,

ey E9 4 A

Audit Manager 7T LA A bt B IR 4R B B B R % WV B2 IR R . MIRHEREEIEFERNE
AZBNERREFZEMTB, Audit Manager B] BUBE A R IFNEE K IAM EEMFTE 218 KL
® , BHERIX— Ko

Audit Manager 2043 Bt 32 44 UK SR IE 37
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Audit Manager SREUA T8 HER 7 It B E IR H IR EIESE

1. ¥ FHMNEH |, Audit Manager & A EHIRE F 1 E N HIERFE TN ZABE RN TR, £iX
ERT , &880 IAM EEREIR , AWS APl HRARBIERIFEXRE, Audit Manager 2EHKIFE IAM
APl B A (getAccountPasswordPolicy) &R. RE , ELRAWS K IR EEH NG E NN ZB R
B o

2. BRTNERFERFAHAEMNFIT ARFIUESR. Audit Manager IR API 8 R E 7 BHERIRRY
BAER BE BIRIERE. LRSS AP BRI P HERNRAEEHE | URRABANHE S F2G
By Efth T EIR

3. Audit Manager ¥ ERFIEEM MEL B 7 Password Use BT I BE L2,

WA E A Audit Manager iEBBiZ =409 S M %

MEERERAR , & ( REEENEREA ) TUFRKILEE , THEEEXAZRREFERDEMIKIE
HEo

FERBIFR | WA LEFIUERE , £F AP AR, GetAccountPasswordPolicy o R #R 7 &0k F~ e
APZBANEEEERNBHLRER, SUUERL AP IMRERIERE , IEBREZEL2RITUEER
B AWS K $IE 7T 2B RBIFREEHRK, IREE |, S&E A SUED EEE4RMITe | RIEHE
RIXLEBER H A ER,

MREBEBECH IAM TANRLRES BE R4 -3, WALUHRARIENEFTRK , FREREHR
MEFNRE. RE , BALEFITAKZWIRE | BUERARAERTHIEZET.

F AWS CloudTrail REBIERFRE N BahEG

W RBIE R T IHAWS CloudTrail BEEBIBEBRFRREWZH, X2EE HIPAA EZRNIREERHE, Audit
Manager A LL B E RIESR | SAESBI IR AT AWS ISRERFS HIPAA EXR,

AT R B

- EHEF —164.308(a)(5)(ii)(C)

- BHE — EBEGETERN 164.308 Administrative Safeguards BVIRH4EE,
- BEFRIFEFEE — AWS CloudTrail

- IEERE — AFES

TR RET HIPAA FERGIZZRY Audit Manager T PRy 24 -
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Control sets (6)
Q, 164.308(a)(5)(ii)(C) X | 1 match 1 &
Controls grouped by control set A Control status Delegated to Total evidence Added to assessment report
164.308 Administrative Safeguards (22) @ Active - 0 0
164.308(a)(5)(ii)(C) @ Under review - 0 0

E RRARS. ERERTIESHIENXEFRENIERRE , URENTNIRE P ISHILERE
HE, AXE  SULUEEEM4ENR WU LESERF N, ERE4ER2TTFERR , HPa8
EZER , SEZEANIEE.

e EY4E A

HEAFEESEEREFRNFTLEER, FUBENIF  HEASRBARFENEBAS  HBH
RE R RE, Audit Manager BEREIFNSEEARERMNRFRNERZHIIR , FENERIEIZMF,

Audit Manager 2049 th 12 4 W SR E 3E
Audit Manager RERULA T & HER 9 e 2 4 W SR UEHE

1. XT8N 24 |, Audit Manager B FE ARG RERIEENHERRITNEHEE AN EIR, EXi
BRT , BRAFPREIR , CloudTrail 2EIERIFREE, Audit Manager & CloudTrail i2 FHIFT
BAWS EERHEEZREHNER, RE , c2RETFISEEANMEXE4HNBEE,

2. WRENE RBREHECAFITRAKRFIETRE. Audit Manager A CloudTrail £ #IEFRIR
RBNBEGERAFEDERE. LIERESENEHNAFDBRNEREE , URKRP\EAPVHES
FE4NHE A THRE,

3. Audit Manager 2R FIEEM NEEmHE N164.308(a)(5) (ii) (C)HITEM,

WA E A Audit Manager iEBRiZ 324 S M
MERMEZRGRE & ( EERNERA ) IUFKIERE , 7THRERTEXTEMAMEIEE,

EURBIH | EAERILESE , EF CloudTraill IBRNEBEFREHN. LASHRTENAFEHEERE
#, HERFaEUTER

- BIRRIhBEF

- BIREAMBEF

- WIHARRHHMITZSESHRIE (MFA)
- BNBFEMHNIP it

Bz ( CloudTrail ) 1
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SR LAE R BSENIESR | WA EZ N ITAEE A/ AWS IKF- SIE T 2B ERERF, MRFE
B, BB B4R REREMER. S0, MRASZENMMEAER (HWMSREFZR
RW) , WEBURIN—%&iFie , #HAERMAEEREN., EHEREHASER , ATUFEBERILERE
FNAHERZHAMSEBNZLRAE. REK , IMREFRBYTEEN AWS IERFS HIPAA B
R,

NREHEACHYEEFERA -, WULUHEHFRENEFK , FAFLEREFMETUHRSE. R
B, BEUERITAAZRRE , SUEREHETRET,

FaRf

B EHETIXEFENILERKE, XUFERBTRESYICENER|WESE  URANE, HRNEMIEE
SHRERNEN, EXERRT , BAF3) LEAILESE , BOERERR 7T EEER,

WRBIEZRT Audit Manager o3& BB EEMN Fahi24., X EEE NIST 800-53 (Rev. 5) {31
PR, BALUER Audit Manager A& MZ LA ZB 4GSR,

4B B

. BHEH —PS-4(1) - Post-employment Requirements

o P& — WiEHET Personnel Termination BYE£, XR—4ESHRERFEYSETHNEERS
MBI G,

. BERFRD — Fp
- EERT — Fip

LU 2 1RHE NIST 800-53 (Rev. 5) P SHERCIZEMN. Audit Manager TN ERAZEHE

Control sets (1/280) ‘ Delegate control set ‘ ‘ Complete control set review

Q. Ps-4(1) X | 1match 1 &

Controls grouped by control set ' Control status Delegated to Total evidence Added to assessment report

¥ Personnel Termination (3) @ Active - 0 0

PS-4(1) - Post-employment Requirements @ Under review - 0 0

N E RERAIRS. ERERTIESHIENXFEARENIEREHRE , URENTNRE P ISR
HE, AXE  BUNAEREM4FHE , SUTNECERFHE, ERRHENTTRERE , EFa28
EZER , SEZEANILE,

e E9 4 A
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MRATHERE , EAERALEABAEREERPALREE. B4AMS |, SR LIUERARKRLN—it
HEAN., EFERARINEREEREARBENA , MRPALER. I, ETLUEARER
BENNMBEZTEREERBIND  XRALBEREN -2,

A F3h _EAZ IR AR RV IE SR

BRVEE A TSR LA ISR AN F IR

1. NHEBE LEWFHIEIEE T Amazon Simple Storage Service (S3) # , #i2 T S3 URI,
2. 7£ Audit Manager iFAlF |, THF#84 | 3 NEREXHREDF , RERA S3 URI LEIERE. BX
WA , ESRAWS Audit Manager® Y E4& F3IiEHE,

3. Audit Manager £ 812 —/NAEIIEE L2 BB WIEREX SR, ARTaFE L&ENIEEMME
W& A PS-4(1) - Post-employment Requirements HYiFN A EYIRH,

WA A Audit Manager iEBRiZI= 4 S M

MREEZIFWRANA , NAEENFIUERE LE, fla, S LEADGREIQBENR T
RHH, ERERAORINEREERNEHEIER. NREFITHEARFEMMABEE , Sl L&
RAXEWHEBEARN, EH APHEIA,

REBEGE—F | BAHFHEMAZRENEERE | AN TUBBEFRILE (REERHIPRE
R ) . Hlm , SEEFREAN , EURL2ERINACRETIHREHAER, IRBXERERN
MAEEXEZNBEIAE  WTRHIXMER. BUORFERHNREREANBERNZHERE , REEH
HAEXET LECEECRNER, & , MREFIHHERB A THRERE , (RUNE TITL , HAR
AR AN EEXZEENERER,

MBELBEEDSEE-R, WTURRFENEFK  SHHERFMERNRS. K5  CTUSF
RSB | SRR RTRET.

ERBEEHEXRFRE (B3IMFD ) 2K

EFZERT , FEFEIVFHIEREEES AR RFHERK. RE Audit Manager ARt 5124
MXWBFIEE , EEAAEZEEEY SR AN FHIEREI T LEHE,

RIS ROBHES T FEIEFEMNRE AWS API A B3HiERE. X2H B NIST 800-53 (Rev. 5)
EZEMPREEM . Audit Manager ER LR ERIUEYE |, ABSBIERK AWS FRERFE NIST ER,

A4 B

o BHEZF —MA-5(3) - Citizenship Requirements for Classified Systems
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o g 4B T Maintenance Personnel #{F&£, XABRFESEHARRE ERITEGSHR
HEPNARE R

« BIEKIRRE — AWS API BA , URAIZEFHHLER
- EERE — MERE

AT 2B HE NIST 800-53 (Rev. 5) 2| Z Y Audit Manager 10l fh & RV 24 -

Control sets (280)
Q, Citizenship Requirements for Classified Systems X | 1 match 1 {&
Controls grouped by control set A Control status Delegated to Total evidence Added to assessment report
¥ Maintenance Personnel L (6) © Active - 0 0
MA-5(3) - Citizenship Requirements for Classified Systems @) Under review - 0 0

T E RRARS. ERERTIESHIENXMEAFRENIERRE , URENTNIRE P ISR
HE, AXE  LULUEEEM4ENR WAL ESEKFE, ERE4ER2TTFERR , HPa8
EZER , SRZEANIEE.

e E9 4 A

Audit Manager "I LA L= R B B S RNITEF NZEEINARAEEMEN LR MG, IRE
NRGELE, FRIFHEINEBEER , WATERAENEF AR NEELR. Audit Manager B #5 By 256
EX—R. TEIRETISEERNNTE IAM XM EATEIRREIALEN . RE , BARIE
HIEARAFIRFEVENLNREHER, BAUBIFH LEAELAREHHIANFTIUEE | EBAX—
&5

/AN O

Audit Manager 019 ith 2 44 U SR AE 4E
Audit Manager REUA T 1EER A L2 4 SR IEHE -

1. ¥ TFHMEH |, Audit Manager FLERAEHFREFIEENBERFITENZEEAN TR, Xk
BRT , B8 1AM REEMEAREIR , AWS APl A RHBIERIER. Audit Manager 2E RO MFE
#9 IAM API 8 F (ListUsers/ListRoles/ListGroups/ListPolicies) 45 R , FHIREIZIFNTE A/ IAM
REEFEMHTIR,

2. BRENE RNBREHECAFITRAKRFERE. Audit Manager R AP #BERNBITERRN
BHEREEREILRE. HIEEIEMN AP BN FHERAREHE , URR\EEHEESES
Y Bt T AR

3. Audit Manager 2R FIEEM MELR®BE AMA-5(3) - Citizenship Requirements for
Classified Systems#IiFEMl,

EAREBERRN Y 24
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AT F5h £ AR R AR RV IE SR

ERVEE A TSR E&ERN BRIERAN TR F3HIESE

1. MR EHILHE T Amazon Simple Storage Service (Amazon S3) # , #i2 T S3 URI,

2. 7 Audit Manager W& | ITFF 24 | #AERXARED+ , RiF LEIER. SZ8ZH A S3
URI e tbiR4E, B8 , S HE AWS Audit Manager FRINFBNIERE.

3. Audit Manager fF 2 L&A WIEREM MZEFE N MA-5(3) - Citizenship Requirements for
Classified Systems HYIEN A AYIZRH,

WA E A Audit Manager iEBRiZI2 4R S M

FEEREZEAR , & ( REEENERA ) TUFRKIEE , TREERXZRREFERDEM4MKIE
o

EURpl , BARKERILEE , AFTEE 20 MNAFNSIR, NRETHEEMNMRZESN ARAF
FEHLARSHD , WA FHEAERGTEETRATRIE. ZERATUBIAEFAREE  HFIH AL
HFIESE , MENELEBE XM, BIAFMBIIHNMEXAFN LR BRI TEEN AWS SREFE
NIST WER, HE K NRENRETLE, FRIERHREES , WANEARITL , HAKEHTE
A ERER,

MREHEACERG -, WALREHRIENEFK , HFIERFMMETNHRE. RE , BUNS
FiITAAZWRE |, SUEARGRMAEIT.

E#x AWS REERK

AWS Audit Manager5§Z/NAWS RESERK , T EFIRETIEEITNIRE PHIERE.
AWS Security Hub

AWS Security HubfE A E FAWSHRESSRIVERMTUIREN B ZERERKBEENIRE, Audit
Manager B33 E#M Security Hub IREZ 2R ELER | UHERARZEWRRE. BX Security Hub
MWEZELR |, BHSHEAWS Security Hub AAFIERF R A2 AWS Security Hub ? .

AWS CloudTrail

AWS CloudTrail #By& SR Bk~ AR AWS BIRNVIER, HPSFEAWSEEEFH A, AWSCLI &
AWS RS & HEVAMA. Audit Manager ATE M CloudTrail W& BESEE | L ERHN HEKR
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RAFESESE. 5% CloudTrail WEZE L1555 AWS CloudTrail AFEEHHT AR AWS
CloudTrail ?

AWS Config

AWS Config AT AR EX T &K AWS Ik sh AWS BRMNEENIEFAEE . XEEEEREFR2EN
REFRXNURBRUATWEE SR Audit Manager B3R & MAWS Configh BIEZEAIMER | IR
FHRBRESNRRER, HX AWS Config WEZER , 5 (AWS Config AFEmM) FHHALR
AWS Config ? o

AWS License Manager

AWS License Manager 1t T A HANREF IR B ZHNERE. £ AWS LB EM g
BA LN ENFTIEEREHA TR RKRTE KA. Audit Manager 1244t T IF Al IEFEEEFES |
AR BYIEMUF R iT R . WHEZL A B License Manager £5X , AIRIEEF E XAV F ol H NSC EVF AliE
FAE R, BX License Manager WEZEE , S RAWS License Manager AAFERH T L2
AWS License Manager ?

AWS Control Tower

AWS Control Tower 7 =& R ¥ K HETR B FIERH#F Y15, Audit Manager 12t 7 AWS Control
Tower BAHF HLHIMESR | ATREBY IR MUIF it ER . ZERITEFTEE TAWS Control TowerBh# HlHI#Y
AWS Configilll, B3 AWS Control Tower WEZ{ER , 55 (AWS Control Tower AFE®E) #
B+ 42 AWS Control Tower ? .

AWS Artifact

AWS Artifact 2 BB S ZIHR R |, AHREHEAWSEMIREN S MM FIAL, AWS Artifact
RMEIERE | EHAWSEEMENFESEAMER, HEEZT , AWS Audit Manager 7] SA%S Bh IR U ER
TRNEEIUERE , SUERAEHAWS RESEAEM, BX AWS Artifact WEZER |, FZ5H (AWS
Artifact AP 18F) FHIT L2 AWS Artifact ? o A LATEAWS Management Console® T8 AWSH &
ES

BXRBESHAMITISEE AN AWS RS N5IK , BSREAEITREE R AWS RS, AXRES—
RIS , ESH AWS ST R,

BE%=7 GRC Fm&EM
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MREHARERABECEELSEER  NRATELXFER GRC “REEXRBXLEIENIERE, HiZ
FmE Audit Manager £/ /5 , EBAILURAE X AWS FRAERWIEREEREERZE GRC HEH, XFE1L
TEAMERAN , EREZFIUN , ABRRET — N FRMPBAEENEPIFFR,

REATIE , #LA T BAM Audit Manager IREUEEAE =7 GRC F= . BRI UEEFEXR T AEREEX
L6 @ AR HITHY Audit Manager API 2EH S &,

F&

- THRE=FEKIMMAT Audit Manager

« 5 Audit Manager £ E =% GRC SENKHE~m

THRE=DEKMMAT Audit Manager

GRC &MU LUES Audit Manager B9/ 3 APl S E 7™ @ 5 Audit Manager £/, B HLER , &
A LA GRC BRI R 4B ST E Audit Manager I2EHI 24,

FERML — R M RAMRE SN |, B IEEE GRC P mH 812 Audit Manager TFll, tHREFFTIRUK
EB/XREN AWS ERBRNILEE, RE , EAUESELZGFARNRES | FBEXLEAWSIERE )
MBS R SR HHIEE.

LIBHF Audit Manager 58 =% GRC =m&EMKAN , HieEAUA TR :

- ERERTAIEXE Audit Manager FIAWS X3,

« &7E GRC &N s I/ E{T Audit Manager %Rt R BR#E Audit Manager.

« BRTHE=%5 GRC FREMIN , BZEFEZFAWS Audit Manager EHt»

« Audit Manager WEMIEERFAE, £=7 GRC FRIHIEREEN H R E Audit Manager 25| &
WERAFAXTLMEE, B2 , IREFERAE=AEN , WTUBESEREPRAEHMGERER , B
XEUFERN TEE,

« EMAT Audit Manager WHEIBEHtEATE=H GRC =R, fln , 8MNAWS KPR HRZAIEE
100 BIE % Audit Manager ¥, FTitE R 7E Audit Manager BH| A EREE =7 GRC =mH el
BiEN , sk RBIRFEER, KZH Audit Manager ({BERE2 £ ) BIERSREIEH A FH
AWS Audit Manager tF & ZR T, EETHRIMAERESRE , HS50H LR Audit Manager BR
i,

MREEENBRAR , FEENBE Audit Manager £/ , EXEEFHHZE auditmanager-
partners@amazon.coms,
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https://docs.aws.amazon.com/general/latest/gr/audit-manager.html
https://aws.amazon.com/audit-manager/pricing/
https://docs.aws.amazon.com/audit-manager/latest/userguide/service-quotas.html
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5 Audit Manager ERHIE =7 GRC &EMKF™=m

A8 =% GRC 7= m Al BAM Audit Manager $2BUEHE,

MetricStream

EFFAIER , HB R MetricStream LAFRELFIMIE MetricStream GRC 45

MetricStream Enterprise GRC R 5 REE T MetricStream FA L , AN WSEERNH GRC 5E3)
MAREXNEEWIMES %, B NRKE Audit Manager BIEHES| A MetricStream , &R LLEF)1R 5
AWS SREHRWREMIERE , HEESXREAHEERRIEMZSENFNIERE —EHTEFRZ. XNH
BRMET —MEEMEFN AR, IUEARFIINBREFRNSAHENEZRZELEENRR.

B MetricStream #1 Audit Manager FIEERR , BAIHITLULT API #1E,

T5 API ##4E

®E Audit Manager ££FX  + GetAccountStatus

» GetOrganizationAdminAccount

+ GetSettings

H# Audit Manager ®JR  + GetAssessment

» GetAssessmentFramework
» GetControl

» ListAssessmentFrameworks

» ListControls

Bl# Audit Manager &#iR - CreateAssessment

» CreateAssessmentFramework

B # Audit Manager ®ilR ~ + UpdateAssessment

» UpdateAssessmentControl

+ UpdateAssessmentStatus

ERIEE « StartQuery (AWS CloudTrail API)
+ GetQueryResults (AWS CloudTrail API)

i BR Audit Manager &JR  + DeleteAssessmentFramework
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https://aws.amazon.com/marketplace/pp/prodview-5ph5amfrrmyx4?qid=1616170904192&sr=0-1&ref_=srh_res_product_title
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_GetAccountStatus.html
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_GetOrganizationAdminAccount.html
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_GetSettings.html
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_GetAssessment.html
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_GetAssessmentFramework.html
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_GetControl.html
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_ListAssessmentFrameworks.html
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_ListControls.html
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_CreateAssessment.html
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_CreateAssessmentFramework.html
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_UpdateAssessment.html
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_UpdateAssessmentControl.html
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_UpdateAssessmentStatus.html
https://docs.aws.amazon.com/awscloudtrail/latest/APIReference/API_StartQuery.html
https://docs.aws.amazon.com/awscloudtrail/latest/APIReference/API_GetQueryResults.html
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_DeleteAssessmentFramework.html
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RAriEmE

tB3% MetricStream &3

« AWS Marketplace $3Z

| "
a0
s

%
i

a0
i}

£ Audit Manager & AWS SDK Ei & fE A

AWS BT AT EQ (SDK ) ERATHZERAREE

EFRAREBUEERESHENARERF.

=]

o B SDK &M API, REBBRAIFHY ,

SDK 3 #4 Audit Manager 4 E X #4 KRB =B

AWS SDK for ~ AWS SDK for C++Audit Manager ~ AWS SDK for C++ %3

C++ ) APl & AN

AWS SDK for  AWS SDK for GoAudit Manager AWS SDK for Go X8 7=
Go N APl & Bl

AWS SDK for ~ AWS SDK for Java 2.xAudit AWS SDK for Java 115
Java Manager #J AP| & Al

AWS SDK for AWS SDK for JavaScriptAudit AWS SDK for JavaScrip
JavaScript Manager #J APl &Z& t KE3 R4

AWS SDK AWS SDK for .NETAudit Manager AWS SDK for NET %5
for NET 1 APl & Pl

AWS SDK for AWS SDK for PHPAudit Manager AWS SDK for PHP 15
PHP # APl & Pl

AWS SDK for AWS SDK for Python (Boto)Audit AWS SDK for Python

Python (Boto3) Manager #J APl &2Z (Boto3) X5 =l
AWS SDK for AWS SDK for RubyAudit Manager AWS SDK for Ruby X%
Ruby B APl & Pl

BXRHBEFET Audit Manager IRl , HSFEAWS Audit Managerft#8 =41,

fF Audit Manager 5 AWS SDK Bt &5 F
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https://aws.amazon.com/marketplace/pp/prodview-5ph5amfrrmyx4?qid=1616170904192&sr=0-1&ref_=srh_res_product_title
https://www.metricstream.com/products/cyber-grc.htm
https://info.metricstream.com/ms-pricing.html?Channel=ms-side-widget
https://docs.aws.amazon.com/sdk-for-cpp
https://docs.aws.amazon.com/sdk-for-cpp
http://sdk.amazonaws.com/cpp/api/LATEST/namespace_aws_1_1_audit_manager.html
http://sdk.amazonaws.com/cpp/api/LATEST/namespace_aws_1_1_audit_manager.html
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/cpp
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/cpp
https://docs.aws.amazon.com/sdk-for-go
https://docs.aws.amazon.com/sdk-for-go
https://pkg.go.dev/github.com/aws/aws-sdk-go-v2/service/auditmanager
https://pkg.go.dev/github.com/aws/aws-sdk-go-v2/service/auditmanager
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/gov2
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/gov2
https://docs.aws.amazon.com/sdk-for-java
https://docs.aws.amazon.com/sdk-for-java
https://sdk.amazonaws.com/java/api/latest/software/amazon/awssdk/services/auditmanager/AuditManagerClient.html
https://sdk.amazonaws.com/java/api/latest/software/amazon/awssdk/services/auditmanager/AuditManagerClient.html
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/javav2
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/javav2
https://docs.aws.amazon.com/sdk-for-javascript
https://docs.aws.amazon.com/sdk-for-javascript
https://docs.aws.amazon.com/AWSJavaScriptSDK/latest/AWS/AuditManager.html
https://docs.aws.amazon.com/AWSJavaScriptSDK/latest/AWS/AuditManager.html
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/javascriptv3
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/javascriptv3
https://docs.aws.amazon.com/sdk-for-net
https://docs.aws.amazon.com/sdk-for-net
https://docs.aws.amazon.com/sdkfornet/v3/apidocs/items/AuditManager/NAuditManager.html
https://docs.aws.amazon.com/sdkfornet/v3/apidocs/items/AuditManager/NAuditManager.html
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/dotnetv3
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/dotnetv3
https://docs.aws.amazon.com/sdk-for-php
https://docs.aws.amazon.com/sdk-for-php
https://docs.aws.amazon.com/aws-sdk-php/v3/api/api-auditmanager-2017-07-25.html
https://docs.aws.amazon.com/aws-sdk-php/v3/api/api-auditmanager-2017-07-25.html
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/php
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/php
https://docs.aws.amazon.com/pythonsdk
https://docs.aws.amazon.com/pythonsdk
https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/auditmanager.html
https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/auditmanager.html
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/python
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/python
https://docs.aws.amazon.com/sdk-for-ruby
https://docs.aws.amazon.com/sdk-for-ruby
https://docs.aws.amazon.com/sdk-for-ruby/v3/api/Aws/AuditManager.html
https://docs.aws.amazon.com/sdk-for-ruby/v3/api/Aws/AuditManager.html
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/ruby
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/ruby
https://docs.aws.amazon.com/code-samples/latest/catalog/code-catalog-python-example_code-auditmanager.html
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® Note

Audit Manager A F§ FAWS SDK for Python (Boto3) botocore A4 1.19.32 X E S A, FFik
£/ SDK 2z 8l , AR EE AN ZMERH botocore lR7R,

$F Audit Manager 5 AWS SDK &% F 30
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®E AWS Audit Manager

FEFFAEA Audit Manager 2 81 , IBEREEEZKA T RELES.
FB
o FREM - A1 AWS K HiRER

+ J3 A Audit Manager : Ef1#2%l&. AWS CLI, = API /5 A Audit Manager
- B REEHAM AWS RS WHEER

FoRF M

BT EZRAE AWS IKF MEH Audit Manager IRENRHNEE R FHF,
TR

o SEM AWS K

- RIBEEAF
« ANMNiERAE A Audit Manager FRERI IR

/A Important

MREEZIZE AWS F 1AM , MTATLABKS SR 1 FPE] 2, B , BUATRIR 3 T
RIEFHIRE Audit Manager FTERI R,

SEAF AWS Ik 2
MRBIEEHE AWS P |, BERUTSERIZE—1,
SEM AWS Tk

1. $T7F https://portal.aws.amazon.com/billing/signup.
2. EBERELNHBAHRTERE,

FEEMES , RER—ERE , ERXEAREREMA —PRIESE,

TR 31


https://docs.aws.amazon.com/audit-manager/latest/userguide/setup-prerequisites.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/setup-audit-manager.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/setup-recommendations.html
https://portal.aws.amazon.com/billing/signup
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HIBEM AWS IKF RS, REFLIE - AWS KFRAF . BAFAERGEZKS FHOME
AWS RS MRIR. FhREREXE , FAEEALSEEERHNE , FEARERARHAFHK
TEERASHENERNES.

SEMSRERE , AWS BB AL —H\INSE FiB4, EEMRME , WA LUBRLEE hitps:/
aws.amazon.com/ HFEBRBENKFREF LGN KB HEBRENIK,,

SIEEEAS,

A AWS Ik 5, R EE AWS IKFARAF |, B AWS IAM Identity Center , 812 —/NEE A
P, UABREARAFPRITHEES,

RIPIERY AWS K ARA P

1. ERBRAFHEAZH AWS IKkF B Fifffibut | AKF B E 5 4% % AWS Management
Console, EF— L , MALNEN,

ERNEARAPEZAENEY , 535 (AWS 2% AFrERE) FHLERFR 505,
2. WEHNBAFBRZESHRIE (MFA),

BXEH , BS0 (IAM BFERE) $83 AWS IKF RAFEAEM MFA #& (25158 ).

BIBEERF
1. J3 A IAM Identity Center

BXEE , BSHE (AWS IAM Identity Center A 1§8) H#E A AWS IAM Identity Center,
2. 1 IAM Identity Center F , A EEAFRTEEHRINIR,.

BXEA IAM Identity Center B & EN S0 RN , H5Z51 (AWS IAM Identity Center A8
) FHEREIA IAM Identity Center B % BLi& B F 17 RIAER

EREBAFER

EE A 1AM Identity Center A B 0% % , BERSBELIZE IAM Identity Center i P BT &%
B SR B B T MR 44 b 1k Y B Fe P Ak

PIEEEAF, 32


https://docs.aws.amazon.com/singlesignon/latest/userguide/getting-started.html
https://docs.aws.amazon.com/accounts/latest/reference/root-user-tasks.html
https://aws.amazon.com/
https://aws.amazon.com/
https://console.aws.amazon.com/
https://console.aws.amazon.com/
https://docs.aws.amazon.com/signin/latest/userguide/console-sign-in-tutorials.html#introduction-to-root-user-sign-in-tutorial
https://docs.aws.amazon.com/IAM/latest/UserGuide/enable-virt-mfa-for-root.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
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ZIREVER 1AM Identity Center Fif B3 A EIHE , 21 (AWS B3 A/ iEH) THES
AWS 511,

A hniE R FE B Audit Manager FTE BRI BR

@AM E AP &RF B A Audit Manager FREEIIR. X FEEH Audit Manager #5825 R BR Y A
P, E#EA AWSAuditManagerAdministratorAccess EE X K#E, X2 AWS K/ R HM AWS
KENXREE , 2 Audit Manager B2 G N ERBE,

® Tip
ERA-—MZERESER , RNEBWETHRER AWS REXE , ARERRENR. AWS £E
REFNRBEFHN T2 ERARGINNER. A, FicE , BT AWS RERREAHETE AWS
ZERERA , el TRET2NENRERAIRTFRENR. Hit , RIMNBUBELEHFHET
EHNERAZSNESEEARTBRRADITFR. BXEZEER , H5H AWS Identity and Access
Management IAM A H Y AWS FEE XK,

ERMFRNR , BRENAF., BARAGTINNER
« AWS IAM Identity Center Y FBEAH -

BIEMNRE, B (AWS IAM Identity Center A 15FE) H 82N REM U AR TR,
- BYSHREBE AM FRENAF

PIREATENRERIENAE, BR (AM AFER) FAE=L5HREFIESE (eSS
RIIUE ) B BARETIRAE,

- IAM AP :
- SIEENAFAURANAE, BR (AM AFERE) 91 IAM A o2 A SRR TERE.

« (THEER ) FRBEZMNIAFSFRASRNIAFEE. Z2R IAM AFEETRERA SR
OAXER (A ) P HEARITERE.

BT AWS Audit Manager

BRI LAE A AWS Management Console, Audit Manager APl 2 AWS Command Line Interface (AWS
CLI) /& A Audit Manager.

7 PR R Y AR 33


https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSAuditManagerAdministratorAccess.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#customer-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/singlesignon/latest/userguide/howtocreatepermissionset.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console
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Audit Manager console

fEAEH & B A Audit Manager

1. £ https://console.aws.amazon.com/auditmanager/home &:3TFF AWS Audit Manager 12l

L
Ho

2. {EREH 1AM B EIE &,
3. E&$RIRE AWS Audit Manager,

Security, Identity, & Compliance, Management & Governance

AWS AUdit Manager Launch AWS Audit Manager

Start from a pre-built standard framework based on

CO ntinLIOUSly aUdit your AWS usage common compliance standards and developed with AWS
. . . best practices in mind.
to simplify how you assess risk and ,,

-
compliance

4. HENRT , TEPITEAERE, XEE A Audit Manager A RS HEX A ERAREERDBE
KR, BALBIEREER IAM BSHEXAGNRRKEERSHEXAE,

Permissions

AWS Audit Manager uses a service-linked role to connect to data sources on your behalf, and no action is required by default. To
learn more about the type of permissions available in AWS Audit Manager, view How AWS Audit Manager works with 1AM [4.

’ View IAM service-linked role permission ‘

5. EBEMET , BIAEIR Audit Manager SIZMER A T 22 E&EBIEN AWS KMS keyo

Data encryption

Your data is encrypted by default with a key that AWS owns and manages for you. To choose a different key, customize your
encryption settings.

Customize encryption settings (advanced)

MREEFEAEHCSHEFREERAXN Audit Manager FEVEBIEH#ITINE | Hikd B E LINEFR
B (&%) ZANERE, ELUERIA KMS BRHAZOE M FH,
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https://console.aws.amazon.com/auditmanager/home
https://docs.aws.amazon.com/audit-manager/latest/userguide/security-iam-awsmanpol.html#security-iam-awsmanpol-AWSAuditManagerServiceRolePolicy
https://docs.aws.amazon.com/kms/latest/developerguide/create-keys.html
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M

Data encryption

Your data is encrypted by default with a key that AWS owns and manages for you. To choose a different key, customize your
encryption settings.

Customize encryption settings (advanced)
To use the default key, clear this option.

Choose an AWS KMS key
This key will be used for encryption instead of the default key.

Q l Create an AWS KMS key [4 l

6. (W) EZRNEER — &ET , MEEFE Audit Manager I ZNIKFESTIEN |, =]
DEEZREEAKF, BXEZEFEENEW , HSHEAFIEE AWS Organizations A5
Audit Manager B2 & o

Delegated administrator - optional

For AWS Audit Manager to support multiple accounts in your organization, you must specify a delegated administrator. Use this
setting to add or remove the delegated AWS Audit Manager administrator for your organization. Learn more [/

Delegated administrator account ID

123456789012

7. ( ®i& ) £ AWS Config — A& T , RITBIES A AWS Config BURBREMEK, XE
Audit Manager 8% £ AWS Config MU RIEE. BXRAMBEERE , BSREHAME
B AWS Config BA5 Audit Manager Bl & 1# .

AWS Config - optional

Allow AWS Audit Manager to access AWS Config [4 and generate evidence from AWS Config rules. Enabling AWS Config incurs
charges.

l Enable AWS Config [] l

8. ( HIi% ) 7 Security Hub — AIIE T , HAVE LS A Security Hub SR BHREAKR., XF

Audit Manager 8% £ Security Hub RE4XKIEE. BXREANMEERE , FSRE AR

B AWS Security Hub JA5 Audit Manager Bt & /.

/B A Audit Manager
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https://docs.aws.amazon.com/audit-manager/latest/userguide/setup-recommendations.html#enabling-orgs
https://docs.aws.amazon.com/audit-manager/latest/userguide/setup-recommendations.html#enabling-orgs
https://docs.aws.amazon.com/audit-manager/latest/userguide/setup-recommendations.html#config-recommendations
https://docs.aws.amazon.com/audit-manager/latest/userguide/setup-recommendations.html#config-recommendations
https://docs.aws.amazon.com/audit-manager/latest/userguide/setup-recommendations.html#securityhub-recommendations
https://docs.aws.amazon.com/audit-manager/latest/userguide/setup-recommendations.html#securityhub-recommendations
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Security Hub - optional

Allow AWS Audit Manager to access Security Hub [ and generate evidence from security findings. Enabling Security Hub incurs
charges.

l Enable Security Hub [4 ‘

9. ERFZEMREUTHRIRETE,

‘ Complete setup ‘

AWS CLI
5/ AWS CLI /3 A Audit Manager

FEwHTH , FRAUTRESHIZIT register-account a5 :

« --kms-key ( A& ) — EALSHUERALECSHEFRERHMBEN Audit Manager
. MRBRELLIEEEDT , Audit Manager 2XKREBIEHEE AWS KMS key , LZ2E
it WV BIE

« --delegated-admin-account ( A ) — FEALSHN Audit Manager IEEZRHLANERE
BRAKF. MRERELLEELED  WFXIMENEREER,

WARG ( FrasprBRANEBECHER) -

aws auditmanager register-account \

--kms-key arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab \
--delegated-admin-account 111122224444

LN

"status": "ACTIVE"
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/auditmanager/register-account.html
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BXAWS CLI WEZEELR AWS CLI TEM R |, 55 AWS Command Line Interface
AFEEHHULTRS,

- AWS e TR EAFER
o FIRi1RE AWS Command Line Interface

Audit Manager API
£/ Audit Manager API /3 F§ Audit Manager

FF RegisterAccount BIEEU T RESHRLESHER -

« kmsKey ( A% ) — EALKSHEUEALBCSNEF EEZAMEBERN Audit Manager #BiE. 0
RIEREMALIFEEIED , Audit Manager 2 RECIEH EE AWS KMS key , LR & 174 EH
BE
- delegatedAdminAccount ( AJi%& ) — ERALS ¥R Audit Manager #EE RL LN EIEEE A K
Fo IREREE , WFIMEMEREER,

WMARD (RrastBRNEEENER ) -

{

"kmsKey" :"arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab",
"delegatedAdminAccount":"111122224444"

}

LN

"status": "ACTIVE"

2

ATE Audit Manager FIREBRERR , RIMNBUEREBEUTHEEHE AT AWS RE

ES}
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-getting-set-up.html
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_RegisterAccount.html
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_RegisterAccount.html#auditmanager-RegisterAccount-request-kmsKey
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_RegisterAccount.html#auditmanager-RegisterAccount-request-delegatedAdminAccount
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- REHEMN Audit Manager ZhaE
- EESHM AWS RE HHEERK

REHER Audit Manager Zhag
£ )2 A Audit Manager 2 Ja , RINBIE S AL EEREF I,

UFEERER RAH T —MFE Audit Manager FIE2RIEIEAVGE KIEE, BT LMERIERERBFREERIIE
B MALBENERERERSENIEREXHRREXMEAST. NREUBREERN S HERIERE
B, WALEARPHRAERAKSHERIERE. EAMERGNSENES  TUBRSRNMER
EHHEE. Hla, MREBNESRREBRGSETIORN , BRAT ZBRAZTN, BBTEARE
RERMRTIHE, MRENEFREERERF , WAMMTRELRR | UBERER4HAIR D
HESE. ENIRIESMAE , EU2AATREENERER  RAEHLRITURE

EEFRAIEREERSS , X9 Audit Manager RIEF BAILLINAE, BXxEEA , TSR TEEHRHRFIE
o

RESHM AWS RS NEESEK

BATEZNEWEB AT AWS IR , BA7E Audit Manager FIRBRIEMAK
« AWS Organizations — & SAE A R 3T 2Nk FIZ9T Audit Manager 0 , O FIEREESEZER
EERKF A,

« AWS Security Hub 1 AWS Config — /& FiX % AWS RS /& , 117 A4 Audit Manager 1l # #2
HHBERFERRE, ARFE , Audit Manager TAEENXERSFIRESAURENLE R,

£

- FHAHIZE AWS Config ( 7% )

- FHAMIZE AWS Security Hub ( AJi% )
« J5 B AWS Organizations ( AJi% )

B RMI&E AWS Config ( ATk )

Audit Manager I F ZRAEER AWS Config (EABERRRE, EXHXLERG | BXAEXE
Audit Manager B8 AWS Xi5 FHVFTE K- LS A AWS Config. 1R Audit Manager =137 £/

HEHIRE 38
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AWS Config #EJ BIEFRIRE B M4 WL |, BHEX AWS Config MUKRBA |, MR 2I X L4
W SR AR ATUIESE

Audit Manager TR &EE AWS Configo BRI LUIRBLL T BB A AWS Config HEEHIRE,
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Controls with non-compliant evidence grouped by control domain info

You can view up to 10 controls for each domain. If you applied an assessment filter, you ean downlaad a esv file te view all eantrols fer a domain

2
I I

Control domain (14 Evidence breakdown

» Identity and access management (10 of 21)

» Logging and monitoring (10 of 21) I
» Data security and privacy (10 of 16) - |
» Governance and oversight (5 of 5) - |
» Business continuity and contingency planning (5 of 5) I P
» Incident management (4 of 4) 1 | |
» Vulnerability management (2 of 2) |
» Development and configuration management (1 of 1) 1

» Network management (1 of 1)

ERTEA4E  FERHENZLNGL, BRITE , #HAE2NSMMEERRS 10 MR, XE2H4
BREFASAILENES EHBRITHS.

/N ER R R BRI S BB B R AR the section called “TEN Fi1£85” ML, IEEIENEt , BREFZ

BEINOHIR. KA EETUR PNROSNTRRELTHR csv X

Control domain Evidence breakdown csv
¥ Identity and access management (4 of 4) | | | B Download
CC6.2 Prior to issuing system credentials and granting system access, the entity registers an... I D .
CC6.1 The entity implements logical access security software, infrastructure, and architectur. .. I N
CC6.6 The entity implements logical access security measures to protect against threats fro... | | |
CCE.3 The entity authorizes, modifies, or removes access to data, software, functions, and o... | ] ]

csv X BEFHHEREHIERERNBHNTEIIR, UTROERENELED csv BIED.

A B C D E F G
1/ |Date and Time Assessment|D AsessmentName  Controlld ControlName ControlDescription DataSource
2 Thu Oct 21 2021 21:31:05 GMT-0700 12345678-abcd-2345-bcde-345678901234 My assessment abcdefgh-1234-bcde-5678-cdefghijkimn  Control 1 Description of control 1 Manual
3 | Thu Oct 21 2021 21:31:05 GMT-0700 12345678-abcd-2345-bcde-345678901234 My assessment 12345678-abcd-9012-bede-345678901234 Control 2 Description of control 2 Manual
4 Thu Oct 21 2021 21:31:05 GMT-0700 12345678-abcd-2345-bcde-345678901234 My assessment bedefghi-2345-cdef-3456-defghijkimno Control 3 Description of control 3 AWS Config, AWS Security Hub
5 |Thu Oct 21 2021 21:31:05 GMT-0700 12345678-abcd-2345-bcde-345678901234 My assessment 23456789-bcde-0123-cdef-456789012345 Control 4 Description of control 4 Manual
6 Thu Oct 21 2021 21:31:05 GMT-0700 12345678-abcd-2345-bcde-345678901234 My assessment cdefghij-3456-defg-4567-efghijkimnop Control 5 Description of control 5 AWS Config
7 Thu Oct 21 2021 21:31:05 GMT-0700 12345678-abcd-2345-bcde-345678901234 My assessment 34567890-cdef-1234-defg-567890123456  Control 6 Description of control 6  Manual
8 | Thu Oct 21 2021 21:31:05 GMT-0700 12345678-abcd-2345-bede-345678901234 My assessment defghijk-4567-efgh-5678-fghijkimnopq Control 7 Description of control 7 AWS Config
9 | Thu Oct 21 2021 21:31:05 GMT-0700 12345678-abcd-2345-bcde-345678901234 My assessment 45678901-defg-2345-efgh-678901234567  Control 8 Description of control 8  AWS Security Hub
10 Thu Oct 21 2021 21:31:05 GMT-0700 12345678-abcd-2345-bcde-345678901234 My assessment efghijkl-5678-fghi-6789-ghijklmnopqr Control 9 Description of control 9 Manual
11 Thu Oct 21 2021 21:31:05 GMT-0700 12345678-abcd-2345-bcde-345678901234 My assessment 56789012-efgh-3456-fghi-789012345678  Control 10 Description of control 10 Manual
12 | Thu Oct 21 2021 21:31:05 GMT-0700 12345678-abcd-2345-bede-345678901234 My assessment fghijklm-6789-ghij-7890-hijkimnopgrs Control 11 Description of control 11 Manual
13 | Thu Oct 21 2021 21:31:05 GMT-0700 12345678-abcd-2345-bcde-345678901234 My assessment 67890123-fghi-4567-ghij-890123456789  Control 12 Description of control 12 Manual
14 | Thu Oct 21 2021 21:31:05 GMT-0700 12345678-abcd-2345-bcde-345678901234 My assessment ghijklmn-7890-hijk-8901-ijklmnopqrst Control 13 Description of control 13 AWS Config, AWS Security Hub
15 Thu Oct 21 2021 21:31:05 GMT-0700 12345678-abcd-2345-bcde-345678901234 My assessment 78901234-ghij-5678-hijk-901234567890 Control 14 Description of control 14 Manual
16
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Control domain Evidence breakdown csv
¥ Identity and access management (4 of 4) I N B Download
CCB.2 Prior to issuing system credentials and granting system access, the entity registers an... - 1 1
CC6.1 The entity implements logical access security software, infrastructure, and architectur. .. I
CC6.6 The entity implements logical access security measures to protect against threats fro... I —
CC6.3 The entity authorizes, modifies, or removes access to data, software, functions, and o... I D .
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Audit Manager console
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EZERETIMNFRE | HFFTFIENHER LT+, BAEEMNEERESIEN<BENFRE,
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NPT , WENITERESEHEZREEAKS . ERMFIER Audit Manager NEREER |,
ZEAWS Audit ManageriZ &, ZEREER,

(® Note

FEIPNSEE A |, Audit Manager & Z A KRN 150 MK, MREZHMAET 150 Mk
P, e 2R AT RS R M,

EERETE MR AWS K

1. RESTENAWS KFT , EEHMAWSIKF , &7 UBT BERIIKRFHIKS LUEREN .
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BRE,

2. iij:%-lt_io
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Assessment details

Name Assessment report selection 4 AWS accounts 7 Assessment status 1 0

FedRampAssessment 1 0 1 ©) Active

Description 2 Total evidence 5 AWS services 8 Date created 1 1
0 1 November 21, 2020, 1:16 AM UTC

Compliance type 3 Assessment reports destination 6 Audit owners 9 Last updated

FedRAMP s3://I - 1 November 21, 2020, 1:17 AM UTC 1 2
"""""" @

PPN =
HP@aUTER

1. — BRTENRENE R,

2. IR — BRITFNRLYALERER,

3. BARE — ERZFHNENIRAEZEM,

4. TEM IR EIEFR — FEFH AN R E P WIERET BB E,

5. IEEEE — RAXIENWERNIEFET B 28,

6. iR E B ¥ — Audit Manager EE FRF MR EH Amazon S3 F#EHE.
7. AWS K P — AR TS E AWS kP E,

8. AWS fR% — AR TNSEE HAWS RESEHE,

9. HiItATA — TN FITARAES

10PMIRES — TN EPRS o

o SEB — BRI HETEREREIER, FHAUBRWITUSEHRE,

- EEDY — RRFTUFABRELER, BXIFFFTNRENEZEFE |, BSREXIEEF TR

Do

MEZERH — PN IZ B,
12 LR EFEE — EXR4mEIAESRE B,

P ETF

Controls Assessment report selection AWS accounts AWS services Audit owners Tags Changelog

BHETRFERTNGHEAEE | UARTBNEZEATIR, 8NMENATNLasSMEGE  SMEHE
BEZNEN. BHENRAENEAR A EESRXN SRR ESUEN P E XN B RAETE,

EEARSHE  BUNERRITUNEARE, BEXRTEUTER
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- BEFER — T REATIRKREFRNZAHHE.

- EEHER — SR EERRNVEAKRE,

- BED — TEEFWKIEENZAHE.

R4S RET , BEREAHIR , ARE4ESA, EUMRTHNESNMEZHEANEF, NR
EERRERN , B ERGENER. UTHREIERE BREAESANEMH K9 .

- REAESANENE — BHEENER.

o BARE — BERES.

« EEFZ RTEFEREZ. BEANXMPEFREIERE , SR LA FHIERE, XEFRMINR
B,

- BEK RTIEFKBLEARNIERE, ER  EEMGERES , ST EEFIHIERE.
- FED RAEFILENZEFEIREILE, SR EFBEIF3 LIS,

« REA —BANTREE  IREZEACIBEAEZHARTHE,

« EREEH — AAREFRENIEREDE B8

PP R A BRI T+

Controls Assessment report selection AWS accounts AWS services Audit owners Tags Changelog

BRI+ B R BN AN R E FAVERSIR | WIEBEXHRDEH, XEERXARRFELCIE B BT
AAMBE. BARNKXENHER  REERBEAATUREFVIERE, ShaUERERE | RIERE
NHREMFBHEHRITER, EETHMETUREPNIEFEDNEH , S0 TE RS R E
MEEHD.

WS EE RERT S8 U FBRIENEE R -

o EREXHFR — ERXARB BT, XHFRBHETIERREN BH,
o EFEIERE — WREPIEN, XFRNWIEED,
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BXRETUREFNEENEE , S £EFITUHRSE.
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Controls Assessment report selection AWS accounts AWS services Audit owners Tags Changelog

BRI E RPN P RSEENAWS K3k, B2 THEKS 5%, SR TETEHA TN FAESE

Do
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« KPP &R - AWS K BB R,
« BT - 5 AWS IKFT RERRY B FER 4Rt

AWS BRSS R+

Controls Assessment report selection AWS accounts AWS services Audit owners Tags Changelog
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AR S5 S #0052 TUE TRERAY 1P 1% 4015 S 58 0 Mo
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c FURARA —FIRASTANES.
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BRI Y IEHE
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B BRI
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3. ERERHLETF , A TRIERMGR , ARERRHNERRETH,
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Summary

Evidence folder details

Date 1
8/10/2020, 00:00 UTC - 23:59 UTC

Control name 2

3.4.1 If disk encryption is used (rather than
file- or column-level database encryption),
logical access must be managed separately
and independently of native operating ...

HPGEUTEE :

-_—

N o o b~ w b

Added to assessment report
0

Total evidence 4
5

Resources 5
a8

HAAWS ARSS BoE R R AU,

o

Evidence by type

3 User Activity 6 Compliance check 9
1 2
Configuration data 7 Compliance check status 1 0
1 1 issue found
Manual 8

1

. B — EEXARSIEREN B , At R ERE (UTC) RRo

BHEH — B UEEX R RERAVIZ B FR.

ERMETFNRE — BEEHATENRE FHIERED B BE,

U S8 — R R NIE RTS8

R — TEBL Uk A AR AR R AT T A AWS BR B8
RPES-BTRPEDRANIIRERHE. XEIERKER AWS CloudTrail B,

BEHE — BTRERFEXRINIEFEIHRE, XLIEFERM Amazon EC2, Amazon S3 5 IAM &

F3) — BT FIRFINIERETNRE, WIERENF3) L&

9. EMMKE —BETEAMKRERINIERENBEHE, XEIEFEWEE AWS Config 5 AWS

Security Hub,

108 MR EIRS - BEiEM AWS Security Hub 5 AWS Config 51 =& F R &5 89 (8] 25 3k

® Tip

BXRAEERERE (FFES. REHRE. SAMRENFY ) NESEER | B2 ILE,

IR R

IEERFIH 7 IR X AR 288 B LR,

HPGEUTEE:

BEHIEREX X

80


https://docs.aws.amazon.com/audit-manager/latest/userguide/concepts.html#evidence

Amazon Audit Manager ArfEm

1. B — IEEWEIE RN E , A LRAFIERN B R. AR RARERE (UTC) R R. N
HERERN BT L REFAEEREH., AUHERLRETHNA.

2. BER R D WIIERE — RS,
. EMHREITEEZMAWS Confige]AWS Security HubU £/,
- AFED EERMAWS CloudTrail B &Y ER
- BERFEILEZMN Amazon EC2, Amazon S3 5 IAM EH ARSI IRBHUERN
- F3 HEREF 3 LEMIEE.
3. EAMKRE — B TaM MR ERFINIEFEITHRE,
« X FMAWS Security Hub R U ERIIESE |, FFEIEBEIAWS Security HubIREEHE = T &K,
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- MREBED REH , NERRERBH AWS Security Hub 5 AWS Config , SRIEER B TR
BEXRIFEEE,
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IERFAESR

RHMNIEREFMAER B0 ERTIEREHRE.

Evidence detail

Dat d ti 1 Event 1 4 i /|
ateand time " &%  Eventsource Evidence by type 7 AWS account 1 1
8/10/20, 18:55:18 UTC iam.amazonaws.com User activity
. Account name (# 2)
Evidence folder name 2 Event name 5 Compliance check 8 8
2020-08-10 UpdateAccountPasswordPolicy Not applicable Mo (42
Control name 3 Data source 6 Resources included 9 i
Ensure IAM password policy requires AWS CloudTrail 2

" Added to assessment report 13
minimum password length of 20 or greater

No

Attributes 10

4

HPFEUTER !

1. BEARNA R — WEEIE YRRV B HAFIRT (8] | A it SRR AT E (UTC) &R Ro

EREXHRER — ESLRENIEREXHRNER.

BHEH — SRR EEER,

B4R — QBRI RSE4NERE .

EHEN — IEREEHNER.

BRERIF — MNP RS REN BIERIR,

BRE B 2 HIETE — R,

. EMHREIEEEZMAWS Confige]AWS Security HubU £/,

- AFED EERMAWS CloudTrail B &Y ER

- BEHIFELIEEM Amazon EC2, Amazon S3 = IAM ZH b AWS JRE B R BB AU,

- F3) I EREF 3 LEWIEE,

8. EAMRE — B TEAMRERFINIERITMRE,
« X FMAWS Security HubR U ERIIESE |, FEEEBEZIAWS Security HubIREEHE = T &K,
« XA FMAWS Configh I EMIEE , FEEZBIAWS Configii &5 &1 = TE#K.
- MREEINTER , MWRRERE B AWS Security Hub 38 AWS Config , SRiEIEFR B TR EIE

FRIRKE,

9. MANBRIR — AERIUERMITNN R RBE.

10 — ERBHPHEHEELEE.

11AWSIK F~ — iEIE W ERAWS K,

N o o bk~ DN

EX: 3NN 82
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12IAM ID — HBxBAFPHR A ( 1ER ) .
13ERMNBITNIRE — RREEBEBREITNIIRE FH AR,

Bt
Bt RERSHERITERTEANBHANE HPTEUTER

c BMEN — XMNIETEHER , HltallowUsersToChangePassword,
- E—BMHE, fInERRK,

EOENHRR
“PANER RERTHERBIEEMIUNRFREFE. HPEEUAT—INRZIANFE -
« ARN - &JRH Amazon BREH# (ARN ) . BEWIEREEAATEERER ARN,

- B — ZRRNE (WREA )
+ JSON — A TERZAIRA JSON X HEE#,

FEAWS Audit Manager 78 b0 F i ik #E

Audit Manager 7] B IWEF SR HWIERE, B2 , BoBEHFEREFHHINE SR,
ZELLTRA

o PABEHERMUIYICE (FHUNXR ) RIIFEEPFERNES (HIUMEMIFRK ) BX,. EXLEER
T, BOF EESHERIERE, Al , MERHFEEXRENALLEWNES , MR £ LTS
MERRWEIAR |, UMERFIHIEE,

o HHoEHRRTHNBXRIEMNR B, XEEENEBTEEEXHERIERE (NAREHE ), RE
CHEREE— HEAXFEE (HIMBRMNIIEK ), NTEE , BUERZFREHFNFENEZREN
ANIiEEE.

BETERFE LEDREEEXRESNMNNENILRE, NRENATERARESEEHZIER | N
A LEREARE, ZHEEREDR SaaS NARFWIERE, XEET BT FIEREF#E Audit
Manager TN EWHPRALQIERE (XL EREBE ) , EFSHIIEEHMRFSEZHER G,

ZEM T #E Audit Manager FREIEREIER |, ESHAAERBSNARIEB S PHIERE.
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Amazon Audit Manager RFiERE
A N F Bh Ik HE

FBELAERUTEES ZF B SN FHERRME LN 24+,

IBEULTRE

« BRARMER - ERNINFIETE,

o BANFHIEFEXHHZARER 100 MB.

« XEFEFHEFEXHES ERARTHH—SFHIH,

« BN AWS KT BRREFNRS 100 MEBEXHFI LEE-— 24, BEIUEBEERHS , 2SHZ%

PHNEAHMGFH EERAN, IREFEFAEBFHIIERLEZENEG , FRILRADH LEIE
EO

o HEBALTIERIRS , BLELERZEGNFIHILERE. EELEFIURE , ELTCHRERSE
B EEFKS EFK. BXUEHA , FSH EFEEPRE,

M Amazon S3 S AX#
BT SBMM S3 #h S AFHHiLE.
AWS console

ETI\ S3 SANH (BHE )

1. £ https://console.aws.amazon.com/auditmanager/home &:3TFF AWS Audit Manager 12l

-Iél\o
2. EEMNSMEBTEEITIN , AEEEZITTFH TN B
3. &R BH &I+ , ATRIE BHEE  RRERBRENBFETT.
4. FEIEREMHR G+ &R RNFIHIERE  ARREE M S3 AN

HE , FE UERXAR T FRIEFIEEXHERER , LEFILEEXHEXREE , REiLE
ANMFHIERE, M S3 FAXH,

5. ET - AE#HER S3URI, EEEK S3 URI, fRA[EEAmazon S3 RFHIASMEXNR , RE

EHEEH S3 URI
6. @EE L&,
AWS CLI

EREREP , FrerrtBRNEECHER.

WA NE LR &
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M 83 A (CLI)

1. J&1T list-assessments A HUEEENIEN 5K,

aws auditmanager list-assessments

EEoEd  HIEE LAEFENITN , A2 TRITUES

2. J1B1T get-assessment R HIEEE —SHFHIEM ID,

aws auditmanager get-assessment --assessment-
id 1a2b3c4d-5e6f-7g8h-9i0j-0k112m3n405p

ERRH , KRBEEH EEERN B iR R4EN2S 2 TENN 1D,

3. LATHSBUEIT batch-import-evidence-to-assessment-control &

« --assessment-id — FEHAE—FSFHIEN ID,
s --control-set-id— FEAE =S HHEHE ID,
« --control-id —ERAEZSHHEHE D,

« --manual-evidence — & s3ResourcePath AEFFHIEFEXRE , HIEEIEEMN S3
URl, ZE&E# S3 URI, fRA[fEAmazon S3 4| ASEMENR , REEEFEEH| S3 URI,

aws auditmanager batch-import-evidence-to-assessment-control --assessment-

id 1a2b3c4d-5e6f-7g8h-9i0j-0k112m3n405p --control-set-id ControlSet --control-
id alb2c3d4-e5f6-g7h8-i9j0-k112m3n405p6 --manual-evidence s3ResourcePath=s3://
example-bucket/example-file.extension

Audit Manager API
M S3 S A (API)
1. TH ListAssessments BIELUEFLZWITNFE, EEEF , HEZE FEIERHITEN |
HiIB TEIFN RS,

2. @M GetAssessment S HEEE—SHHITEN ID, EMAH , HBEME HEFRENE
PRI EMEEH , HFi2 T A8 1D,

3. REBLITSHIAA BatchImportEvidenceToAssessmentControl #4E :
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Amazon Audit Manager PR
 assessmentId — EAE—FHTEN ID,
« controlSetId— EAE=-FSHMEHE D,
« controlld — EAE=FZHHEH ID,

« manualEvidence — ¥ s3ResourcePath A{EFIHIEFERE , HIEEIUEHEMN S3URI, &
EEH S3 URI, fRAJEAmazon S3 EFHASMENR , REEEEH S3 URI,

METHEELZEE | BERENE—8E | £ AWS Audit ManagerAP| 2 ZFRIEEZHNE, H
FEE  MAEEF-MEEEEN AWS BEF AT 2GR ERARENSHNESR.

MOXI ST 85 £ 4% 3044

BRUTSBRMR KR E4&2 F ik,

AWS console
MR (#2FE ) LEXH

1. 7E https://console.aws.amazon.com/auditmanager/home 23T F AWS Audit Manager 2 &l

Ao

2. HEEMSMERPEFTN , RAEEFEEITFNITNEIE R
3. &R BH &I+ , ATRIE BUHE  RREREBANBHFETT.
BRELBEE =R X EEXH

o (AT ) EEREANMEE |, iR LEFIIER.
o (ORM2) FEOERNXHR ETF &R RMFIUERE , REEE WRKEEE E4E X,
« (AT 3 ) RFIER/XHAREBMUERTZNHREE , &F PMFIHIERE , RAFEFE WK

2 LA 34,
4. EBRREEENNXH,
5. &L,
AWS CLI

EUT RIS |, FeapsnBRANEEBEHEER.
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MR sE2s (CLI) E&XX

1. J&1T list-assessments A HUEEENIEN 5K,

aws auditmanager list-assessments

EEoEd  HIEE LAEFENITN , A2 TRITUES

2. J1B1T get-assessment R HIEEE —SHFHIEM ID,

aws auditmanager get-assessment --assessment-
id 1a2b3c4d-5e6f-7g8h-9i0j-0k112m3n405p

ERRF , REEOH LAIEREG BRE4ENESG | 2T el 1D,
3. 1&81T get-evidence-file-upload-url S HIEEE L& XK.

aws auditmanager get-evidence-file-upload-url --file-name fileName.extension

EERF , iBFTZEE URL MevidenceFileName,

4, FHE=SHPTLE URL , MK EE FE T, HIRESTERIN X4 £ F Amazon
S3, HEMEFNESENTUMMBEMNIZHANR, EETROTERHA | B[ E
HevidenceFileNameS#a| A#HaIENT R,

@ Note

LIBFEAMLEE URL L& 4R |, Audit Manager 28X AWS Key Management
Service , FARZB[HMBRAT MNEEENEE, ATIEX—KR , EEAWMZLA
URL &S #at , ARIEERPEH x-amz-server-side-encryption #rko
MREEAH R Audit Manager B INZIRE RN E S IETEAWS KMS key , BHRTE
BERFPPAx-amz-server-side-encryption-aws-kms-key-id¥rsk, IRFER
H3&48iZ x-amz-server-side-encryption-aws-kms-key-id #x3k , Amazon
S3 2BELEEFA AWS REXEH.

BXEZELR , 559 Amazon Simple Storage Service i i@ HE B A AWS
Key Management Service %40 ( SSE-KMS ) B IR 25 M0 23R 3 Bk 3

5. LATHIBHUZET batch-import-evidence-to-assessment-control &% :

« --assessment-id — FRAE—FSFHEN ID,
S e &7
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/auditmanager/get-assessment.html
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/UsingKMSEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/UsingKMSEncryption.html
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3]

« --control-set-id— FERAE =S HHEHE ID,
« --control-id — ERAEZLSHHPEH ID,

« --manual-evidence — fFevidenceFileName BEFIHITRER K HIEEE=S+HHN
EREXHE,

aws auditmanager batch-import-evidence-to-assessment-control --assessment-

id 1a2b3c4d-5e6f-7g8h-9i0j-0k112m3n405p --control-set-id ControlSet
--control-id alb2c3d4-e5f6-g7h8-i9j0-k112m3n405p6 --manual-evidence
evidenceFileName=fileName.extension

Audit Manager API

4 3 13RI S B2 EY STAE (AP)

1.
2.

A ListAssessments B#E, EEIEF , KEEBELEAEEMNIEN , FiETEHIFEUES,
PR GetAssessment BEHIEEE—FFH assessmentId. EMNF , REEGH L%
IEER B AR EMNEH |, HFi2 T e/ 1D,

M GetEvidenceFileUploadUrl B{EHIEEE L& fileName, MM H , BRME
Z URL MevidenceFileName,

FRE=ZSFMNMLE URL , \XIK S E& . HRESFEN S E£EZE Amazon

S3, HEMEFNESFERNTUMMEILMIEHNTR, FETROTERE |, BFE
fevidenceFileNameZ#5| B IR R,

(® Note

LIBFEAMZLE URL &R | Audit Manager 28 AWS Key Management
Service , FARZSB/HMBRRT MNEEENBE, N TIEX—K , EEAMLHE
URL &Rt , ARIEERPEH x-amz-server-side-encryption #rko
MREEAK R Audit Manager ZIEINZRE RN E S IEEAWS KMS key , EHRTE
BERAFHPHAx-amz-server-side-encryption-aws-kms-key-id#rk, MRiER
3% H1% x-amz-server-side-encryption-aws-kms-key-id #r3k , Amazon
S3 2RBELEEREA AWS RERXEH.

BXEZER , 529 Amazon Simple Storage Service Fi g S B E A 1E
AWS Key Management Service (SSE-KMS) 176 KMS 2240 Y AR 55 85 Um N 22 (R 37 2K
i

WA INF B IESR
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https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_GetAssessment.html
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5.

BEBLULTS A BatchImportEvidenceToAssessmentControl ##4E :

- assessmentId — fEAE—FZHHITM ID,

» controlSetId— EAE=SHWEHE ID,

« controlld — EAE=FSHHEH ID,

- manualEvidence — fFfevidenceFileName AEFHIERFELE , HEEE=SHNIERE

XHE.

METHELZEE | BHERENE—8E | £ AWS Audit ManagerAP| 2 ZFRIEEZHNE, H
REE  MAEER—MEEESH AWS BT AT ESHFERARENSHNEER.

MANFEE

BUT SR ARRIENFENER , FRENEERTERNFHILE.

AWS console

BEWMANFTOE (£FE )

1.

£ https://console.aws.amazon.com/auditmanager/home £ 3TF AWS Audit Manager 2%

AN
Ho

2. EEMSMBERPIEFTN , REEFREITFNITNEIR R
3. AR B4 AT+ MTRIE BHE , AREREHANBIRETIT,
BAELBE=AXBANFOEE :
« (T 1) EEEEANEE  ARRADE,
(&I 2 ) 7 IEREXHR ETF | EE RNFHILERE , RARER AXFEE,
o (&M 3 ) RBIUAEFENHREMUERZXMHFRBE , &F FNFIHIERE  REER BAX
rEE,
4. TEFTRBREEOF , LANERIBALCHEE,
5. JEEWIA
AWS CLI

EUTRA G | Frattr BN EECNEER,
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https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_BatchImportEvidenceToAssessmentControl.html
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MAXFEE (CLI)

1. &1T list-assessmentsii o

aws auditmanager list-assessments

EEEd  HEEE LAERFETN , A2 TEITUES

2. 21T get-assessment R HIEEE—SHHITEN ID.

aws auditmanager get-assessment --assessment-
id 1a2b3c4d-5e6f-7g8h-9i0j-0k112m3n405p

EWERH , HBEEH EAERN BiRRAENZS | 2 TENN 1D,

3. LATHISHUET batch-import-evidence-to-assessment-control a4 :

« --assessment-id — EHAE—FSFHTEN ID,
¢ --control-set-id— EAE_-SHHEHLE D,
« --control-id — EFAE =S HHEH ID,

+ --manual-evidence — ¥ textResponse BEFFHIIREXE ARERAEZENFI
IERA TR,

aws auditmanager batch-import-evidence-to-assessment-control --assessment-

id 1a2b3c4d-5e6f-7g8h-9i0j-0k112m3n405p --control-set-id ControlSet --control-

id alb2c3d4-e5f6-g7h8-i19j0-k112m3n405p6 --manual-evidence textResponse="enter
text here"

Audit Manager API
MAXFEE (API)

1. H ListAssessments #E, EEEH , HELE LAIETHIEN , HiI2 THIFNRES,

2. VI GetAssessment BEHIEEE—LFH assessmentId. EMNF , HEEGMH L&
RN B AR E NS |, HFi2 T e/ 1D,

3. BRBLUTSHIAA BatchImportEvidenceToAssessmentControl #4E :

+ assessmentld — FERAE—FSFHEN ID,
S e 90
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« controlSetId— FHAE-SLSHEZEHE D,
« controlld — ERAEZLHHPEH ID,

- manualEvidence — ¥¥ textResponse A{EFZIERERE , ATWAEZFENFHIERE
9 3L,

METHREZEE | HERIEMNE -4 , £ AWS Audit ManagerAP| 2ZFEEZHNE, H
hEE  MAEED - MEEEBSN AWS BEF AT ESFEABRENSENER,

XEFFHIUEREXHER

TRIEHER T EAAFIHERP N EENXHRE, W TEMHXHRE | ZREFETAEFENX
i RBE.

B i) HiR XEFENXHT RA
EAR 171 GNU Zip EBMRE ZIPE .9z, .zip
R EES
XA BSR4, fBilan PDF .doc, .docx, .pdf, .ppt, .pptx, .x1ls, .x1lsx

F1 Microsoft Office X4

& 15 ESME X4 .jpeg, .jpg, .png, .svg
XA H3E— st HIXAX#H , fl .cer, .csv, .html, .jmx, .json, .md, .out,
MANARX A RIRIEIES . rtf, . txt, .xml, .yaml, .yml
X
A BT 3R

WIS RS T WA | FREEHESRXEEN, —ARARNERER, AXESES , #
SHIPNHE.

ERITNRE 28, BAUEREE TN REPHANILERE. HRENIEFEF2BIHATNRSE.

5
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« MIPHR & S B BRIEHE

« ERIFNRE

o BT RMMIERLE ?

(o] T 45 & 7 DN UEHE

EERITENIRE 281 , BARED @R E RN —DHERE, SR MBMEFE R |, AT AN
KRR INEMEREIE,

[ P+ 2 A INUEHE

1. ¥ https://console.aws.amazon.com/auditmanager/home 43T FF AWS Audit Manager #£#I& -

2. ESMBE/RFERTEN , ARERZETFANIENN B,

3. &R B EU+F , QO NRIE 24K  ARERRANBRREITIT.

4. EREEOITENIRE PIRINERERF X,

a. BHEMMBEMEFENHR , 0 TRAFIEE XHR , EEERNMBO 4R, REEE RN
EFNHRE.

« MREBFFHNEERNHR , BRTAUREFAEINBL. BN, BERANERT |, £&F
BFIREERHIXHR,
« MR ANEFN/RE ERARE , MRFUEREXHFRESFMETUIRE S
b. BERMMFEULRE , FRE-—NMIFEXHERUITTFEAT. NIKRPEE-IHZITE , R
JRIERRMETNRE
« MR AMETFNRE ERARE , FBHFREP TIERERSLNERE , ARER.

5. FEEAMEWNRERE , ETFZEHANMEE. EF EFTNREFESLEAEESHAAT
Ik S SRS

®E  ATSURETN LR PNRERE RTF  SEINREFFLENIEE.
MPER R & P B ERIE TR

MREFEMNTNREPBIRIERE | FEATIRIRE, GRS RREMERE 4R |, A BN R
I BR 4 E RV IE SR E o

ANINESE 92
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B ZMNTNR & P BRI

1. ¥ https://console.aws.amazon.com/auditmanager/home 43T FF AWS Audit Manager #£#|& -
2. ESMERPERTN , ARERETFOITNH B,

3. &R BH &+ ITRIE AR ARERE4NERREITH,

4. EFIMAMNITNIR S B ERIESE

a. ZEMBREBMEFEXMHX | FE TR IEREXHR | ERER BRI AR |, REEEMNTEN
& M ER

« MREBEFTINEERNXHR , BFTHHEFGEINSBL, BN, ERIABRT , 8F
BFIREERHIXHR,
« WRMITNREPBERERAIE | WRPIERE AR E AT IR E P HIER.
b. EMRBEILRE , FER - MEFEXHRUITFTEART. MNIRPEE-IRZSIEE , RE
R MIFIU 3R & = 1 BRo
« R NFENREFBERERANIRE , FRAREP TIEREZLHEIRE , RFER.

5. FIEFEFMEFNBEE , SERFEHNEIBEIE, EF ETNREPEFILERERAESTFHAAN
MR & RYIESRE.

®% , AALRE AR WSS AT F , EFTURERTIENIERE.
RN RS

BN FIERE , GTNERBLTNRE , UEFIHFRE, LRTNAEH , CERBRAL
fER MR B AR S3 AR,

® Tip
NAEREAFNIRERIDER , BEFERMNW 1PNRES B EE R T

EERTMRE

1. 7E https://console.aws.amazon.com/auditmanager/home 4:3TF AWS Audit Manager 12 %15 .
2. EEMSMBERKRS , EFEITN,

3. ERENHAKITNIRE R TN B R

ERIRE 93
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4. EEPUNMEERFIRTF , RFEE ERITFUHRE

- MR ERIPURE ERARE | NIRRT R GRS PR INEESR.
5, ERHEQ , REITNBRENEHNER , AEFTURENFAEE.
6. EFE ERITNRE , SR, BIATERTFURE,
7. M Audit Manager ##I& TE P OREERH FTHREN TN RS
HE , BRI EIENRE BFF S3 7 , ARELTRHITURE.

TR ETEXHFREN , UBARITFURENTEYE, BAETH Audit Manager 1
fValidateAssessmentReportintegrity API @43 17381,

BT RANMARE 2

ERIPNRESR LT THREXATHANESES -

s ERHATHREWITNIRE — THRIOAMNTEHFOH Amazon S3 FHE TN RS
o XEEWITEN/RE — THROASHRIFNIREHNEERNE,
« BUFBHIPENIRE — THEWMAER ValidateAssessmentReportintegrity API g 4E I & 49 1 3R

e =
Ho

o MIBRFHAEIFNIRE — 7RI T EHF O Amazon S3 F BIBRFEEMNIRE .

B IETED AR

MREFBEZEZRNTNKREILERE , T ITENRSERANIEEFD . HITPNEVRSERIEE R , TN FE
IR, Al , EFBEENZITNZSEMTEA

BRT EIEWEIERESL | Audit Manager JEX IESEZI IFN P EGHRITTUTEXR :

- MIERHENENRN EFHZ RS

- IBATEERP REWE4BERN EFK RS

- EEFTNNZRATLTEZBEEIRELBGMNZHE,
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- MRELE — AEBEHHEENNREF,

o TR — MRBHREEZT , BIERBNITH.

- AWS Xif — SiF < B A X159 B o

« IAMID — EiEEXBEH AP A EH ARN,

- AWS K F° — EiE#E<ERE AWS 1K/ ID,

- AWS f§% — EiE#E<BRH AWS RS BIE TR,

- BEORF — AERIERMITLME AWS BiR. HEMETERFTXRE AWS Config WEM MR EIE
B. WFXFEERRE | S LIEIETE PDF B IEREFAE S TE FHRIXEFRATINRE TR,

- BHER —LESEHNER

o EfEE — KRS 4A AR R,

« BIEXRR — WER EAIERENES ., BERRREFTLZ AWS Config, Security Hub . AWS API
@M. CloudTrail F 30,

o RERRSHWUETE — IEEAIK
. EHHREIEIEZM AWS Config 8 Security Hub W EEH,
- APSESERERM CloudTrail B EHUNER,
- BERREIEEEMNEM AWS RS HWIREBHUWKEN.
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- FHIEREREFZH LENIEE,
- EAMRERS — B TEAMREXRFINIERN TR,
« XFM AWS Security Hub =% AWS Config EK BN |, FHREEHN. TEARTHENS
£,

« XFM AWS CloudTrail 1 API R IRERN BZNERE , URFIEFIILERE , #LERTHENS
8],

L FHE R T E
ER¥AEEAHE MRS HAEREAELR. KREHTSMIBEERNEAAS  MESTL
BRGEF TR ERE, REIENSERR  HEXACERENAELEFHTE,

® Tip
HENNEIERFAEEN , ERNMFNNESHERESHSE RENHFVE, ERIEER
E | TN SMEEERE,

PR ETEERE

H R IFMNIRERT , Audit Manager 24— NA N digest. txt WREFIRE X EATSAER L
HRBIAREVTEY , ARRERSCUIEFSIEBREMILEE. 82— TELHENBER JSON
WNR , MRBEFENEAR O EER , MXLELENBFEFTRN.

ERIFFNIREHZEMY | HFEA Audit Manager 1A4EHY ValidateAssessmentReportintegrity APl

VPR & REME AR

EERENRBENER , BESRA B EREED PR IR S &,
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https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_ValidateAssessmentReportIntegrity.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/assessment-report-issues.html
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UFfEE KRS

IFREERSRREM T —F7E Audit Manager P RIEFERIBRAIIEE, AE , B UFERIEREERSFRIE
BWIEE , MAXBEINERERERENIEREXSRRELZFMENET. NREUBZREEIN T HE
REEERES , M AEH L RIFTE K Atk - B8 RIERE,

Eﬁ)ﬁﬁ%ﬁ%ﬂ THENEAS  THUESHRNMNEREWERE. FlH , MREBMNSERREERSGETIR
R, ERATIZERFREN, BEEEURBEREMERITIE. IRENERZBERERR , N
ﬁIHTMﬂ%%ﬁ?’E , DR ERAHAR ID MiEE, EXRERGE BT AAFA MG TEENER
ZR , REBEITNKRE.

EEFERIIFEERSS , KT Audit Manager % & /5 ALk ThaE,
£}

o THRERERERSENAES CloudTrail Lake BE& £

- BRIIEERES

- IHEEKREREERET

- BRIE

- BEIIREEREBFING

. TRIESRHFAE

- A RBIRA

TRIFIEE KRB MM E CloudTrail Lake Bt &£ A

WEREEHREFFEHA AWS CloudTrailLake B ERMIFMEIheE, FRFEAIERERESS <8 , #—F T H#
CloudTrail Lake W TERE LB EHE,

CloudTrail Lake FHERESZEENTERNEABEFED , ZEEIFR AN SQL B, XEKE
B EALATREREENESEERNNEIE, SAEBEEERES , E#EE Audit Manager T"“%J"":F
A LE RIhgE,

HBERBAIEREERS | Audit Manager 2R KR ECIBER BT, ERILERERRFRR , IERXK
Y Audit Manager IEfEEF S ASHHEF#ES  HIIRERFERERN, BAILREERSERE , &)
ELBEIESERFNIIRREREFREZNSHREFRE, NMREUEREEANSHERILES
#eR , BRINSEESALFFRA KA KFBEE.
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake.html
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ICHFFRILRERE , TRREENZERMILE , BANESHREFEDRE 2 F. B ERMR
WEBEFEH. BXUAFE , S HAWS CloudTrail AFEMPHNENSHEEFE. EUAESHE
BEEEPREFSHEEREEF , B12555K,

(® Note

BRLIIEEE , R 2023 F 11 AZHIRK , M EBRRTHRIERERE,

S EEE4RIEEE P RNFTERESHIER |, CloudTrail Lake &7 £ HiEF & FMIZENFE A,

Xt F CloudTrail Lake &if] , EEZREREHAENRE. XEKRE , N TEELIREERSIPET
WETNEREN , EHEFTERNAR/OBIESR.

B CloudTrail Lake EMMEZEL , 1825 : AWS CloudTrail Eft.

ERILEEkR

BA LA Audit Manager iR EH S AIEEE RS, BXEA , HSHAER AWS Audit Managerig &
RHE LW EE RS,

TR E X MEREE
LESRRENABAER , BSANEEEEREED PWLESRBHERE AL,

BRI

RULT S BRIE Audit Manager 2% & 8 RiEE,

® Note

IR A EF CloudTrail APl EEBHEREHE. BXEZEE |, ES 1 AWS CloudTrail API
SEHMW StartQuery, MREREFFER AWS CLI, iESFEAWS CloudTrail A i8R
=i,

AKRAR

- WTRREW

c FLEREH

- REBERFEERY
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/query-lake-cli.html#lake-cli-update-eds.
https://aws.amazon.com/cloudtrail/pricing/
https://docs.aws.amazon.com/audit-manager/latest/userguide/evidence-finder-settings.html#settings-evidence-finder
https://docs.aws.amazon.com/audit-manager/latest/userguide/evidence-finder-issues.html
https://docs.aws.amazon.com/awscloudtrail/latest/APIReference/API_StartQuery.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/query-lake-cli.html#lake-cli-start-query
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/query-lake-cli.html#lake-cli-start-query
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MITRREN
BUTSRETEERBPRITERENA.

EERRILE

1. £ https://console.aws.amazon.com/auditmanager/home 4:3TFF AWS Audit Manager %18
2. ESMERTP  ERIEERESE.
3. BETXR, NAMERGURNERTEE,

a. XIFIFM , FEEFE-TEN,
b. WTRBEE , EE—1EE,
c. NWTHEREMM , HERFTURE.

¥ Filters and grouping
4 filters applied.

Assessment Date range

PCI DSS V3.2.1 v Last 7 days

Resource compliance Info
Include evidence with a specific compliance check evaluation from AWS Config and Security Hub.

B Selectall

Non-compliant Compliant Inconclusive

4. (k) EF HMTEESRS (AL ) R —-SEDNERTE.

a. &R RERAE  RE-TURE  REANZERE - HZME,
b. #EIZFEHMNATAWEESTIERMS,
c. HEEBBRAFEMNMESZM , BiEE B,

w Additional filters - optional

Criteria

Control v equals v Choose a control v Remove

C1.2 The entity disposes of confidential information to > ‘

meet the entity’s objectives related to confidentiality.

You can add 9 more criteria.
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5. EP4AT A EERSEXNERGERHIITHE

a. WRENERSE  FEE-MEENMERDAKE
b. MRFENERDA  FRENTEG6 D,

Grouping Info

¥ou can group your search results to make them easier to navigate.

O Group results Don't group results
Sort the search results into groups, based on a specific value that you choose. Generating a grouped Return an ungrouped list of all search results.
list of results incurs an additional charge.

Group by

You can group your search results by any of these values.

Resource type v

6. EFEERZER,
| =1 |

BB RUTEFE/LSH , BEABRRTENIERERREE, #RRIEY , EUBEETILEERSR. £
REREZRERN , BLRBAXEBA,

® Tip
AXAUUENSEREANKHESKENDENEZER | BSREEIERN 9 HIEIN,

FILEREN

NRETHRARREFLERREN , FERTISRRE,

(® Note

FILEREN  NaFER7H. I TFRLIEREN EBNIEREREE  EFEXTRA.
FitfE , EAESEROES &R,

BRFLEEHTHEREN
1. ERBNSNESREENKES  &&F FLEER,

FILEREN 116


https://docs.aws.amazon.com/audit-manager/latest/userguide/evidence-finder-filters-and-groups.html
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2.

) Your search is in progress and might take a few minutes to complete. When it's done, you can view the search results on the Evidence finder page. Stop search

(At ) EFEFLEBREAMNRENET TSR,

MREHELRERSZTE , RS LLERETE R,
WMREET TUERERS , FEZLBINAXERLEE EFRBTER.

) Your search has stopped successfully. You can now view the partial results that were returned before you stopped the search. View partial results

IR R IR SRAT

o

70N

AREERINEREN , A REFEERIRILERMS,

(® Note
HIRERERAHIER BR N, BRI —NHNEREN,

EREBRIINEREN

2.

3.

HEEFLR UH , N\TASHERESMREFIREF IEFEERES.

AWS Audit Manager »! Evidence finder} > View results

View results (1/12) Info

R ERGNDE AR HIEFELERE,

Evidence finder i

Evidence finder quickly retrieves and groups the evidence that’s relevant to your search. To get started, apply filters to narrow the scope of your search. Then, choose how

you want to group the results.

» Filters and grouping
4 filters applied.

BETR , REBENTEZAIITHRIIER.
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a. ERBEHERMG  FREIBRYTNHEREN D HIERE,
b. EEWFHR , FEE BRHERYE , ARENALERNHESREN D HIED,

| N |
4. STRIRER , ERER,
| = |

ERUREHRRTNER
BARNE , CTEEFARRRENER,

FicE , FREIERESE , TREFZTUSHRR, Bt , ERPAIEIE - IPRSMMEXBR. HiE
BEHSET  GRURBFRRIER , SHRABRENN—1T. EEFETRNEHETME SR RRHE,

EERBRERE , BUERITEZEIENITNRE, EUUANRREREAERSHNESsRE
(.csv) X#,

/A Important
NEZTERERZH , RNBUWERBFIRERB[ILTITARS, SEEFEFLEREREN
TBHERERTHER. MEXE | BE[Ehttps://console.aws.amazon.com/cloudtrail/#y
CloudTraill BHEHREFEHER, it , FHNEBEREWLERATREZLR, B2, 18, X
SA7E CloudTrail # 6| & P RBEERERERTNRE .

AKRAR
- EESHEER
- EERRER

- EEETRLEN
- MERBEHE
- BRENERERERTNRE
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https://console.aws.amazon.com/cloudtrail/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/query-results.html
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- SHENERS

EEHALR

MRENGRHTT DA, WA UEERAMARIEFENERTETA,

(® Note
MRIEANEGRSA , MIEREXB[FIRER BERTER, R , ERINEREAEES
R&K.

ERRERDVARTHREEILERENTE  REERELENSHER, SREEEENEDA, Fla,
MRERFFRRESA , WZRFERAWSHIRRES| R, IFELEBIIERSHARRENTELSR
o

Group by results (1/2) info Get results

This table sorts your results and shows the total for each group. Select a row to get the results and see the evidence details. Getting the results incurs charges.

1 &
Resource type v Total evidence A
0 AWS::S3::Bucket 21
s S
EERNSALER

1. NRERDA R, BRERENERAENIT,
2. ERRMER., BP-—UHMBRENR , AFECEENZTERTEREK , KAUEEPEFZENSE
Ro

ERRRE
EELR RETEHERER, ERHERT , ETRITUTRIE

- EEEFRLEN

- MERBERHE

- BREENERERERTNHRE
- SHENERER
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BEEERHIAM

EHNEEEEMBHEEERTEEINANS.
EEEHNE IR

1. EEFLERRMIIEFIZERER #).
2. BHEEEENEUUTRE :
a. EEAARKD — ERA BRI ERFTR.
b. RWEAN —EE-—NRIEZA , MEEBNETHERKE,
c. MITXNAR — EPREEE , IFRTXARITUIRS AR,
3. EEBWINUREERI,

UL R E

BRI SENEREATENIERENEXTR. XAUUASBERERRERNRERETHHER
REEREFTEFRFEARGFNENCITEREN,

i , B TEEE NS MIXER, RIERBEREFT , ERUARRINER , SHREXN R —
7o
® Note

EREXRFEEEIMNFHIERELR, ER , ZREMBENIEIRERRFRHE. ERR Audit
Manager FX FRIER#HTRRITEN , R ETANERBE,
EEEEEXATIRENFAGEE , BERITIRSHLUTHFIEREFAEENH, MREERIFIE
BEERERERTUNIRE | )”JJWi)'l'l?ﬁiqJJvféW)\?ﬁJlIEEI#HHn,N

R REE

—

PSRRI REREE. TP NE LA FREEER

2. (k) BEEFMEXIEFENTEFAES  TERLERERW.
3. (Hit) ERAKFL (=) I RFREER , ARBHKN,

4. EE (x) LKRABRRBEES K.
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RAriEmE

— arn:aws:iam:us- AWS Config

= west1:7 2:policyName

Data source mapping
Resource Type S3_BUCKET_PUBLIC_READ_PROHIBITED
AWS::S3:Bucket
Account ID

Resource compliance
A\ Non-compliant

Date and time
August 10, 2022, 7:30 (UTC+00:00)

Evidence [4 Resource ARN Resource compliance ¥ Date and time A
22615e944-a8b2-4cb0-85e4- arn:aws:iam:us- ) August 10, 2022, 7:30
ul ) A\ Non-compliant
d853ea%4347b west1: :policyName (UTC+00:00)
99615e944-a8b2-4ch0-85e4 arn:aws:cloudtrail:us- August 10, 2022, 7:30
2944-a8b2-4cb0-85e4- ugu X LT
[o] west-| “trail/ ® Compliant .
d853ea%94350d o (UTC+00:00)
AWSOrganizationMaster
arn:aws:cloudtrail:us-
99615e944-a8b2-4ch0-85e4- ) i ) August 10, 2022, 7:30
west-] trail/ @ Compliant
AREZoa0AZENA MITCL0N-NNY
99615e944-a8b2-4cb0-85e4-d853ea94350d X
Resource summary
Resource ARN Data source type Assessment

PCIDSS V3.2.1 [4

Control domain

Identity and access management

Control
7.2.1 Confirm that access control systems are in
place on all system components.

BIFENERERE KT IRE
NERERBEARG , TEKTNRE.
REENERERERITNRE

1. BEEBER RN, ERERITNURS.

2. WATNBENRBUEHER , AEEFTNRENFAER.

3. ERERITUHRE

FNRENEREEL D4 E. FEXMERR , BUUBFIIREERS , FERNEANEIARS
HEEZRRENE, RE , B LLETE Audit Manager TEF O T EHEHITFNIRE

(® Note

Audit Manager {RBE# RERFERER — R ERE. ZRETSHEN LN TE F 377500

E IR & B ETIESRE

EERRE
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https://docs.aws.amazon.com/audit-manager/latest/userguide/download-center.html#download-a-file
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FNHREPEENILEREE —ERS. EZER  FERREFRILEERS.

SHENERS

NTIERERFERGR , EURFERZUBERE, EXHERT , BAAUHERERSHN CSV 1E
A X o

SHEBRERE , CSV XH A Audit Manager TEHPOLMRELX , METH. CSV XHMEIRES
BRXBHNEE S3 FEE , TSNS H B4, B CSV XHERE#®ET MR , EE 81X
X,

Audit Manager £/ CloudTrail LakeZhgE , NIEEEHK B[P S HMRT CSV X . UTREENT
CSV SHEENEITRE :

- BNAMERRERBISE CSVRANHH, IRERABPAREERER , BINBWEREER
TSRt XM, BAILMAENERERE , AMXUE N ES HEVIERE,

o CSV XHLUESR GZIP XS H. BRIA CSV XHE RN queryID/result.csv.gz , H&
queryID REMNEBRERW ID,

- SHWHEAR CSVEAXHN 1TB, MREEZSHET 1 TB IHKIE , WZERFBHFINZIX
. 81 CSV X##Lhresult_number.csv.qgzin . BIR1BM CSV XHHE , BURTIERSLE
RWE XKD, il , SH2TB WBBELANERERANERNERMH : B result_l.csv.gz #

result_2.csv.gz,

« BRT CSV X4 , #8289 S3 7L S RE JSON £ X, BXHERZRYKREN , B TFRIE CSV
XHHNEEREHER, BEETHEZEER , iHSHAWS CloudTraill F & A RSB AICloudTrail
ZENHKEN, EREERNERREEHIEH. MBRIRELES , BALUEA CloudTrall EHER
TEMRBIT, EETHRESZER , FSHAWS CloudTrail FF XA RIEMHPHEIL SR ENEHLE
£,

(® Note

BAl , IEEEXFMER CSV SHPTBEFHIERENFTEE, EEFEXARENEIE , HE
ERERFERPERFHIERZEHUTTIEREFAEEREH, WREFEE Audit Manager
BEHEHERENFEERE  RMNBUERBIEEERF[NERERTNRE. PAIEFIHIE
BAT (BREXFEE ) BESETNRE P
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https://docs.aws.amazon.com/audit-manager/latest/userguide/evidence-finder-issues.html#not-all-results-present-in-report
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/search-for-evidence-in-evidence-finder.html#editing-a-search
https://docs.aws.amazon.com/audit-manager/latest/userguide/search-for-evidence-in-evidence-finder.html#editing-a-search
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-results-file-validation-sign-file-structure.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-results-file-validation-sign-file-structure.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-query-results-validation-intro.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-query-results-validation-intro.html
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BXASHER

BUTHSREXGHEBREG R, SUBTRERFLT , BEMERRSHNRIASHBR. NREDE
TRFRERANSHBER , AUEERTEMN S H B RRERITRT.

/A Important

EFBzE , FHRREE SSEHBAUAESEHER. BUUEAINEN S3 FHEz— ,
AJLATE Amazon S3 B F6E . Ik , 8K S3 MM MESFTENREKEE , FTREAY
CloudTrail BEHREASHXH. EEMEME , FHBRELAITIE s3:PutObject BRER
6% #8 ARN , 35 CloudTrail 31 ARG EH. HBATRET —MURRE ROIHEEER, Bx
AT LE KRB INZE S3 MR LER , 1S F £ Amazon S3 12 & & 7R N7 i8R B o
BREZER, HSR SHEVEBRTR. MREESH CSV XH4BREMREIE , H35H
IFEEREE CSV & HRERE,

SHBRER (ERBTHER)

1. EEBERRE , &EFE CSV,
2. EEEFXHSH B S3 FERA,

- % XK S3, NEMFHEBIIRFERE,
« HEF , BALBAUTHRANFHEME URI : s3://bucketname/prefix

® Tip
EFEEREEBHAESR , B CSV NS HABE— M IEXHR, Ak, BE BIR
URI R HERIF M I — PR (/) F— 1814 ( Hlan/evidenceFinderExports ) .
S , Audit Manager £ CSV XA MEFMBR 2T ELEIE , MB Amazon S3 &
R HZAIIRIEENER, Bx Amazon S3 BHIBHNEZER , 5 H Amazon Simple
Storage Service FIF 8B H Y Amazon S3 2 H| & F AL R,

3. (Wit ) MREFVFUFERBREANRASLHELN , FERELE FEFRBRENILEER
2R IR B AYRIAS H B 7o

4. %8 Export ().
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https://docs.aws.amazon.com/audit-manager/latest/userguide/evidence-finder-settings.html#settings-export-destination
https://docs.aws.amazon.com/AmazonS3/latest/userguide/create-bucket-overview.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/security_iam_id-based-policy-examples.html#full-administrator-access-export-destination
https://docs.aws.amazon.com/AmazonS3/latest/userguide/add-bucket-policy.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/evidence-finder-settings.html#settings-export-destination-tips
https://docs.aws.amazon.com/audit-manager/latest/userguide/evidence-finder-issues.html#csv-exports
https://docs.aws.amazon.com/AmazonS3/latest/userguide/using-folders.html
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RESHBRESHENSR

HAIA S3 FRBRENRNGHERE , BATRERITUTIR.
FESHERER (EREMASLERZE)

1. BEBERRME , ®FEFE CSV,
2. HEHIWERTRS , EFEREFSHIXHBRIA S3 7,

a. (W) ERESFRALTEBHARERELER  HiEh THIZE 8184,
b. (f%)ZEEIWFER , FRIVREFMENSHBRRE,
3. % Confirm ( Bk ) -

BRECESHNBEE K SHEIBRTRFERE/LIHTEK,. ESFHERES , KUREETILEERSR. 4
BETILIRERNRE  BRHEFL  BRERFBEFEESE, BR , CSV S HARHERAHRE
#1T, CSV XMHREE58NENTENTERRERE,

SHERRER

BEEH CSV WHHEFHIRS , HHIE Audit Manager FEH b SHXHERRER , BAUMNT
;0 T E CSV X

BT NSH B S3 FEBPERMTE CSV X+,
£ E1E Amazon S3 2BH|AFEREN CSV XHMZE X4

1. 3TF Amazon S3 #4|5&,
2. EREESH CSV XHFIEENS B B IR FE#iE,

3. EXNREXREHHESM , EEKRE CSV XHMEBXH, CSV .csv.gzXHEBTER , &
F.jsonXHEBTRHA.

BRBI-NMETHERAIRUBONREREGH , EEAFEFEEM. K/ ID. BHMNER ID /BFRA
[,

All Buckets
Export_Destination_Bucket_Name
AWSLogs
Account_ID;
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RAriEmE

CloudTrail-Lake

Query
YYYY
MM
DD
Query_ID

U7 158 SR A M1 4H 1R T

RN BIEREER P A AN ER AN D HED,
&

!
)
%

\a=|§
53
»

i
H

%

Z

&
&
Ju

it S A

BAMEAN T HER SRS BER AR | §ITN
)

- BEMERM

« HiEikSA (Al )
- HETEEMN

ETEIR R

ERXEFESRA |, Faxs PN ey iEfEe TR E8R,

. XTERHAWS RS,

b A P AR
%4"\
ol IR B 45 E TEAIESE & R BER — TN T ik

HHESEE IR [543 7E B B B R R UEHE o HE , B ERENSSEENEANTSXEH
el ( fliNLast 30 days ).

T8 S AR M 4H 1 T
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RAriEmE

b S P
%J"\

g

REZBESRERE TN
BRo

RREAM

Himiksar ( /it )

AR

NE , BUNFERLXEE EERFEN AETEE
( flEJune 27th - July 4th),

Audit Manager £33 AWS Config A Security
Hub I BEFR B GREENREIE. EWE
EERE , TREFETNZSREERE, Jik , —60E
AMRBILEFEIIE IS MNRIR. BUUER
L B 3% SR 44331 32 B R 4% Bl B9 E A IR TS

SERIBUE R TRz — -

« TEN - ZIRERHFATEREETEAURENB
B RIR. R Security Hub Re T RRH KW £
R, HEAWS ConfiglkE TFEMER , ik
AXMER,

c BN — IR ERHFAERESEEAURERB
B RIR. IR Security Hub ke 7 R RHNET S
R, HEAWS ConfigikE TEMER , BakE
XFER .

c HMERR — ZMERGANERT EHTHTE
AEARENRIR. MRE—HIFRLL AWS Config
= Security Hub fEN ERiEIE KRR | BixLk
RERBA , MegEXTER. MREREH
WEMBERRRETZFEAMRE (HIWF
IEFE. AWS API @A CloudTrail ) , Bk
EXMER.

ERAXERIEFERNMNEREREE. HlM, E£AKRSEES Amazon S3 XERWAIFIEHE. ERARR

REhEE

IR E A AT R0 2 B A im R &4

, ATBMRIE S3 i, oE , ERAHIR ARN ENHFER S3 FiM,

HEFHSE
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RAriEmE

FHEB
JKF 1D

2
2

Eiil

EHER

AR S52< 5

DU
BAWS K F /6] T 84
Ho

BB IE T HEG
BEAEE T E

BBIERIRRE G T
HY,

BEAAME T HEG

Amazon &IREZ
( ARN ) [ T 46E.

BRIRRE E T HEG

#® AWS RS BMET
HHHY,

# AWS BRS5 K3E T
Y,

fA Bt 68 A e SR 4
EAERGEREREAWS MK HEXRIESR.

ER R A ERERERAEXAIER.

NEITRUERE |, ERLRERERQREREN EEFE,
MREEERIRFFEERCIZANIIN | N 7] SR HIE 31T
ko

EHENROSESOMEEER, BRICEMERENRM
REHE,

E At R E SRR R ERIERIT,

FHZEIRERN Manual , UEKREF 3 LERIE

B BN, B LUREE B IEFERIKIR ( BIZ0AWS
Config, CloudTrail ., Security Hub = AWS API
calls ) fEiEEHBIERE.

ERALEN  RERRESIEERAXNEESH. B4HEN
= AWS K/ R E—EFIRYIE R,

flgn , WA AR AP BANEN , A TEENER IAM
AttachRolePolicy #fE. HE#E CloudTrail X®#F ,
{540 F 7 % 3% P B CloudTrail iB3%#Y ConsolelLogin =
.

ERAERGERERE AWS RIFHEXAIER,

FRALERH  EROFEEIPNAERER | 40 Amazon
EC2 =4I} S3 17,

FEALREEREEE AWS BRSS AA KR |, flin
Amazon EC2, Amazon S3 &% AWS Config.

ERLFARERBEREN AWS RS K3,
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RAriEmE

E SR N DY faT et {56 P L SR
RIBEReE, FONEAE, BEFEUREFMH.

A& RIS

FHETH

BEZN&M4E |, Audit Manager 4T3 EHIEZENF AND EE/F. XERBMERGHHE D AER

—BfH , HEERUNEMBAEREATE,
~l

EUTHERMFRES |, EFEEKRFRET X 7 XRNBAKIMYyS0C2Assessment TS H LN HER. 1k

A, ER5 IAM policy ARIEERHEX,

Assessment Date range

MySOC2Assessment v Last 7 days

Resource compliance Info

Include evidence with a specific compliance check evaluation from AWS Config and Security Hub.
B Select all
Non-compliant Compliant Inconclusive

¥ Additional filters - optional

Criteria
Control v equals v ¥ | Remove
7.2.1 Confirm that access control systems are in place on all system components. X
and Resource type v contains v Q Remove
AWS:IAM::Policy X
Add criteria

FHETH

SBEESNFRMAERN , XEERS OR SEAHEXE, IERERFRREEXLERAFEHNEM—H

PECHY 4R
R~

EUTRIERMFIEES |, IEEEHRSFIREI R BAWS CloudTrail, AWS Configel AWS Security Hub#Y

BRER,

HEFHSE
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and  Data source type v equals v v Remove

AWS CloudTrail X AWS Config X ‘ ‘ AWS SecurityHub ¢

745 A
LA ERERRTOA , LERSH. DUETHRERN B REERELE LN R

BRIERULTEESAE

Group by (7 4A#KHE) iR

7= 1D BRAWS KX &R 4H

74 REGEHNERD A,

i REEHENER D H,

6y Egit] R RERROBERREENER DA,
EHEH BREHEMNERT A,

AR ARN #Amazon BIRBAF (ARN ) HER DA,
RIRSRE BRRFRREXNERS A,

AR5 B AWS RS BMNERD A,

RSS2 51 RAWS BRSKAINER DA,

152 F SR B 75

IEEEREBR AU EERSNIAFRE, ATNREHT - R, ARWTEATUESHER TEAN
BRIEIESM

£}

- BB 1 ERTEMIEREHAALE IR

- Bl 2 BHIERIERE

2 ¢A 5| A 129
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« FHI 3 PRIEFIEUEE R IR

RB1 . ERTEAREREHAARAETIR
MBERBETEE THENENE. BERFERAN GRC TUAR , Nt AHISEHEA,

ERBALNAARREN , BTRESEURENEDLEERE, STAERTEERES  BYEN
SEKHERNAL T,

BN AMESRS , BAUESREET - MENIERE, A, BE A SEEEN S MFE AR
RMEERE -, BEUXHAANTEHNUEER , EUUEAERERBES M FNIEBHERE
HHEHAR, RfE , EULETEANILERZEREZAMNSEKHER , T,

NFHTHERE  FRESR ERIERE. EAUTHERGERFTESMNILE.

Assessment | <assessment name>
Date range | <date range>
Resource compliance | Non-compliant

T—% , ARRENXENAEMFESRG. Sl , ERARSEINTERYE , ERE IAMEXHTE
ARR. RE , BRAENARTHE IAM HRVEAMKAZXLELER., HE  REEEMRIFEER
SIZR N |, WA SMEREAE HEFAERSSONTREEHEAXN TSR,

Control domain | <domain that you're focusing on>
or
Service category | <AWS ## category that you're focusing on>

REFFEMNILERS , TRIBMNERERPERITNIRE. BUSESFENFAREZIRE , A1)
REAEIKER,

Al 2 : RBl&HILTE

WRIETE SecOps. IT/DevOps HEMMANEEZR~HEITIIE , ML AGIIEFEEE,

EFITSREF , JRe2EREBEACABEANTRNEE, TREMTHER S AERIEREERS

BiIFRRREEEM.

NFHIAERRE  BRESR ERIERE. EAUTHERGEERENILE,
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Assessment | <assessment name>
Date range | <date range>
Resource compliance | Compliant

BETXR, NAEHMBESHE  UNERENATHIERE. BELSNFESGEE , REEHRHTEHNHEN
BR, UTHERGRARNERISEENINFES], NEEREENED  AGREZECHWES
¥e<placeholder text>,

Control domain | <a subject area that you're responsible for>
Service category | <a category of AWS ## that you own>
Service | <a specific AWS ## that you own>

Resource type | <a collection of resources that you own>
Resource ARN | <a specific resource that you own>

MREARE —FRENZNEE (Hl, ERBESNAWS RS ) |, WARZENERTEH. AL
RETEHAWS RSN HTRLER, RE , BULUREACHRSER.

Gy

A 3 RIEF T UEE 5 R
A BIIEEESFTE Audit Manager &7,

BEl , ®FENMANILEFRATIFEEN,. MREETGIUSE | ROAEEHE AT | RER 50 RERENIE
BXHR, B, EREXRFEET —MEENAAMLZILEER . X TEENEREWATENZ
WEETE |, SRR ZIERENE DN AR,

B, FRIR ERILE. AR, EPERFINFEREE  EFIAHENEREE, SAUHR
BiEEmEEANSHEMR R, BEEFEMARNTREILEENEAES  BERILEREEN. AXES
E8 , BZHR M HREE,



https://docs.aws.amazon.com/audit-manager/latest/userguide/evidence-finder-filters-and-groups.html#groups
https://docs.aws.amazon.com/audit-manager/latest/userguide/search-for-evidence-in-evidence-finder.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/viewing-search-results-in-evidence-finder.html#preview-evidence
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RriEmE

Evidence [ 7 Resource ARN v Resource compliance Date and time A
22615e944-38b2-4cb0-85e4- arn:aws:iam:us- . August 10, 2022, 7:30
! ) A\ Non-compliant
d853ea%4347b west 1: I policyName (UTC+00:00)
arn:aws:cloudtrail:us-
99615e944-a8b2-4cb0-85e4- } . August 10, 2022, 7:30
[o] west- I trail / ® Compliant
d853ea%94350d o (UTC+00:00)
AWSOrganizationMaster
arn:aws:cloudtrail:us-
99615e944-a8b2-4ch0-85e4- i i August 10, 2022, 7:30
west- I trail f ® Compliant
AREZoa0AZENA MITCL0N-NNY
—
" 99615e944-a8b2-4cb0-85e4-d853ea94350d XN
Resource summary
Resource ARN Data source type Assessment
— arn:awsiam:us- AWS Config PCIDSSV3.2ZA A
west T T policyName
Data source mapping Control domain
Resource Type S3_BUCKET_PUBLIC_READ_PROHIBITED Identity and access management
AWS:S3:Bucket
Account ID Control
Resource compliance T 7.2.1 Confirm that access control systems are in
A\ Non-compliant place on all system components.
Date and time
August 10, 2022, 7:30 (UTC+00:00]
h g ( ) 4

RBI 3 PORTR LR 3R
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Audit Manager & H 0y

B ETEHPOERMEEAE I FHA Audit Manager X, HEERITNRERMIETFEERR
SHERERN , MHFRXERETEHBOF,

F&

o« BT
- TR

- MBRIC#F

X 52 T B PO

EiGE &SP, IBTE https://console.aws.amazon.com/auditmanager/home &3 FF Audit Manager
2HEE  RAEEEMNSMERPERETEDR O,

BT AR LTI TR oz B 04 | 3B 53

VU 4R & &1+
AT+ & REERWFIETENRE . TUREFETEPORT , BT ERER.
EEEFTNRENRZIRS |, BABRFER #) UEFNHERE. FTURERPHE—THER
REWER, HOBBHURATRESZ— -
« ¥ITH — Audit Manager IE7E 2 RPN R o
o HERME — TNRETHETH.
o IR — TERERITPNIRE . EXFERT , Audit Manager 2 8 R— &K REIRMEE, BXxT
AR LEERVES , BSRITNRESEERES,
‘& HMIRIF
WETFEREESEZLERASHAMBIIRERSERER, CSV XHFEERENTERP O

B, BENPREELNS HE T S3 FR\ET. BXNAE S3 BHFMETERITEERE
CSV S , ESH SHLRESE.

EEE CSV SHNGEIRES , BERBRIFENR #) LEFMHE RS, SHRINE—THERXH
%, HSHAHIUTREZ— :

« #1TH — Audit Manager IEfE/#%& CSV X,

- HEERE — SHEKRY , X4THETE.
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« IR — BHAM. EXMERT , Audit Manager 2 8 R — &R IRAEE . BXIMMAIARRIX
BERNER , BSHARIEEERS CSV SHEH,

(@ Note

BiclE |, “§HEIFiE 88 E RIEEEE AWS CloudTrail Lake FIiZ{THV &Y CSV
X, XBIEE CloudTrail #H|l AR KA CloudTrail API #HITHER, WREERT
Audit Manager EH4BIEEFMH , HEERNERREE Amazon S3, MtETF LS E R
CloudTrail & H.

T
BERATSBMTRAL TR
TaH

1. £ https://console.aws.amazon.com/auditmanager/home £:3TFF AWS Audit Manager 2 %14,
2. EENSMERF  EFTEHPL,
3. EBIFNREET <R HIETF,
4, ERETHENXH , AEEERTH.

BxRuMM S3 BARFEM FEXHMIEE , 1§25 Amazon Simple Storage Service (Amazon S3) A
FEEFH TENR.

) B 32 4

BRUTSRBEBRTHPOFRTBEFENARITNRS

(® Note
HA AN TERFOHMER CSV S, CSV SHRELRFEINTRF LB,

) BRI 4R

1. 7E https://console.aws.amazon.com/auditmanager/home 4:3TF AWS Audit Manager 2 %15 .
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Amazon Audit Manager FF g
2. BEEMSMERS , EETHBPDO.

3. EEITNH/REFETF,

4. EERZERERAITNIRE , REEERER.

MREAEMN S3 BiRFEHEPMEBRIENIRE R CSV S, BRANBIUEERETE Amazon S3 FER AT
%, BXxUiH , F3H Amazon Simple Storage Service (Amazon S3) f P15 R I MIER Amazon S3
R

I BR 3244 135


https://docs.aws.amazon.com/AmazonS3/latest/userguide/DeletingObjects.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/DeletingObjects.html

Amazon Audit Manager ArfEm

ERE

A LUBIAWS Audit Manager R B9 HE 2R B 177 (R FI B EEAE 2R,

EFRRET — B ENERERNRWEG, CRIEENEHARESENE LR REEERRRE,
ek AT AL BT Audit Manager 0, BELUFERERNE SR , LFITENAWS RS EH1E
T IR B 3 IR

EREFESSHENBEEERE .

- FREERRAWSREMANTICHENER, XEERETAWSHRESSERE , LUAETREEMNIRE
FEM. 2E GDPR M HIPAA, #REERBERFBERTFNSHIRESCEN AR IR R
o

BUERNEERNAET  EFENERITRESNER, BR B EEEMRERER | SIZH
MAERIUHEZ BB EER,

- BEMERRERABHNEENER, SAMNLFHZAEER , A lBTBEXLIFERR
B, SBANRBEEER , BIEENERFEAALANENE, BETHEXRNMERRANES
E5 ,B5HR 2HE.

BALBEREERSBENERCRITN. ETHNMALUEMEETN , 25 AWS Audit
Manager  # TEN

(® Note

AWS Audit Manager B E S&ZEFE SRR ENENEFHEREXNIERE, B2 , X
BHTREFNENEIER. Hit , BT AWS Audit Manager WEKIEE TJRER BIE T T FF
EH, BXREN AWS FRABRINAAEREE. AWS Audit Manager FRER B ZREMRIHARNE
£

AF N B AMAIE Audit Manager REIEMNEE B E VELE,

&

- I5RIAWS Audit Manager# #9 7] FHE 42
- EEERFHES

- BIEEEMER
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- REEENESR
- HiBR B ENAES
- HEHENESRE
« AWS Audit Manager 1 X iR EZR

B AWS Audit Manager  #Y 7] FIHE 28

B LAE Audit Manager 25l AWERENEHEEME U RAER, Zib , BETUIRFEERCELT
., IERENESR X BELIEESE.

I&IE T LAE R Audit Manager APl 8% AWS Command Line Interface (AWS CLI) &E&FrE 7 A1ESR,

Audit Manager console
EEEETAER (2HE)

1. 7E https://console.aws.amazon.com/auditmanager/home 23T F AWS Audit Manager &l

Ao

2. EENSMERSD & ERE,
3. GEE PREER AR BEMAER G+ |, 3 ANREERN B EXESR,
4. GEERESEREN , AEBFBZERNEAREE.

AWS CLI

EEEFAHER (AWSCLI)

& E% Audit Manager PEFESR |, iFFEAlist-assessment-frameworks i H1EE - -
framework-type. HEZIURZRIFHEERSIEK, RFLTURZEBAENIERTIX,

aws auditmanager list-assessment-frameworks --framework-type Standard

aws auditmanager list-assessment-frameworks --framework-type Custom

Audit Manager API

EEEEAHAESR (API)

HRER =


https://docs.aws.amazon.com/audit-manager/latest/userguide/create-assessments.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/create-assessments.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/create-custom-frameworks-from-scratch.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/create-custom-frameworks-from-existing.html
https://console.aws.amazon.com/auditmanager/home
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/auditmanager/list-assessment-frameworks.html
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f# /A ListAssessmentFrameworks REHIEE frameworkType, BE BT LUREFREELRGIR, =
FEEALURE B EXELTIR,

METHEZER | HEBENE 4 , £ AWS Audit Manager AP| %
FIEEZNE, HPFEE  MaEEP - MEEEBEENAWSHAEFA AT EGHhE
FListAssessmentFrameworksiEEMSHMEL.,

ERERFARE

BT L@ Audit Manager #24]& . Audit Manager API 5, AWS Command Line Interface (AWS CLI)
EEEENEMER,

Audit Manager console
EEEEERFMAEE (2HE)

1. £ https://console.aws.amazon.com/auditmanager/home &:3TFF AWS Audit Manager 12l

L
Ho

2. EEMNSMERTEREREUESTHERIXR,
3. AR FEER ETFH BEMER ETF , MW ANELR.
4. GEBEIFTNERB.

RSN ReEMERFAEENE. AREFNHBT RERNBW TR,
ERFMRERSD

ATRHEERNER, HPIEUTER :

- EREW - ERNE T

- BRE - ERXBFHNEARAETEM.

- IR - EEER (WERM)

- ERXF - EEEERGHEERTREEESR,

- BAE - BEEEXBRNVE4ENRE.

o B - ERPEHNER.

o EHABIEXRIR - Audit Manager N\ REIFRA B4 BIEXRERS
- IR¥ - BEEXBERNRZ,
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Amazon Audit Manager FFisR
MRBEEEEEENER , FERUTHARFS :
- BlEE - SR EE NERNIKS,
- BIEAH - tIRAEERN B,
« LRERETE - LRmELLAELRE B,
A R

LEB-RAH TR EZEN | BER4ESH. HPESUTER

- REASSANEN - ERNAERER , TEEE TN RAENRNE,

- RE - BEERGEFERETEREEES.

« BIEKIR - $87E Audit Manager M\ IR ZERHFIER N BIERIR.
PREIRTF

HEE TR 5 H SRR XKML, HFE2UTER .
- B — RSP (MEHMEARE, EATKR ) .
- B - REME,

AWS CLI

ERERFMES (AWS CLI)

1. EEABSFTEKIELR  FE{Tlist-assessment-frameworks a5 HIEE - -framework-

type. RELBAURRIMEERTIR, RNELTURR B ENERTIE.

EUTRGIR | Frsas# BN Custom 2 Standard,

aws auditmanager list-assessment-frameworks --framework-type Custom/Standard

g RIREMERSIR, RBEIGFZER , Fi2THEZ ID MAmazon BIREH (ARN ) .

2. EERBUERMIEHAEER , iB121T get-assessment-framework &5 H

ldo

HIEE --framework-

FEUATREIF , FrapsrBRANEEESHER.

aws auditmanager get-assessment-framework --framework-id alb2c3d4-5678-90ab-
cdef-EXAMPLE11111
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IR[E JSON BXWERFMAEE. BE 7 HLEIE , S LAWS CLI a5 55| AW get-
assessment-framework i H .

3. EEEFERIRZ , FHlist-tags-for-resource ta S H NIELRIEE --resource-arn,

o

ELUTREIG | F #enns BN EEECHER,

aws auditmanager list-tags-for-resource --resource-arn arn:aws:auditmanager:us-
east-1:111122223333:assessmentFramework/alb2c3d4-5678-90ab-cdef-EXAMPLE11111

A% Audit Manager FIRENEZELR | B HEFEZL AWS Audit Manager &R

Audit Manager API
EEERFHAEER (API)

1. EERFSHERKIEL , BiE{TListAssessmentFrameworks & 4EH 1§ EframeworkType, H#&H
BRI SUREIFRAERERSI R, HEETLURE B E LHELRT &,

e R R 3% B SR AE LR | 2 TAESR ID M Amazon BIREH (ARN ) .

2. EEREEZRMEFEAEE , BHFEMAGetAssessmentFrameworki®E. FEiERT |, IEELEMNE 1
FHIREBH frameworkldo

IRE JSON AW ELRFMER, ETHRXEHE , HSH AWS Audit Manager APl &
B GetAssessmentFramework a5 7t 3.

3. EEEFELRIRZ |, B ListTagsForResource &4, EiERD , EEEBNE 1 HHIKE
HresourceArn,

A% Audit Manager FIREMNEZELR | B HEEZAWS Audit Manager &R

METHESKRTIXE AP RENELR , FRBEMNT 458 | £ AWS Audit ManagerAP| £
ZHREEZAR, HPEE  MAEEST—NMEEESHN AWS BT R I EGHERARENS
BHNER.

EEERNFHAES 140
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/auditmanager/get-assessment-framework.html#output
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/auditmanager/get-assessment-framework.html#output
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/auditmanager/list-tags-for-resource.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/tagging.html
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_ListAssessmentFrameworks.html
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_ListAssessmentFrameworks.html#auditmanager-ListAssessmentFrameworks-request-frameworkType
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_GetAssessmentFramework.html
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_GetAssessmentFramework.html#auditmanager-GetAssessmentFramework-request-frameworkId
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_GetAssessmentFramework.html#API_GetAssessmentFramework_ResponseElements
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_ListTagsForResource.html
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_ListTagsForResource.html#auditmanager-ListTagsForResource-request-resourceArn
https://docs.aws.amazon.com/audit-manager/latest/userguide/tagging.html
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SIZEENAER

BT LB AWS Audit Managerh BWE R FE i RIMEEELR, BUURBEER  BEXERELE
ZRGj h4R D ER SR £

EAESMM AR EEZREELR, BB EXNBER , AN REIEHELR,
F&

« DKFTIR IR B E AER

- BEXIBESR

MEKTT 4R BI B E LAEZR

BRI EER , A AWS Audit Manager Y B E XAERFHEG AL IR, BHEUTS
R, EERENMLTT AR B E LAESR.

£}

- B1Y  BEERFAER

c B2Y  EERAETHNEHG
- B3F : FRABIBELR

« BT RIMMIRLE?

NG

NG

15 BEEERFHARFR
BREEEQSEAEERANEZY.
EEEERERFAGE

1. 7E https://console.aws.amazon.com/auditmanager/home 4:3TF AWS Audit Manager 12 %15 .

2. EEMNSMERTERERE  RAREFNEEEESR,

3. GEERFARFEE K MABH. SHMIESEN ( Wik ) IRERER ( Ik ) . WASHMEINE
FEMKRRET {ﬁJZzu PCI_DSS = GDPR , BT ttx B FEREMNESR,

4. ERE T, %E FNFRE  SRESENEREXK, THEMISERRANE, RERH
NRAET, SEEREPEREERN , JAFEAEEZRSZMSE. BHX AWS Audit Manager FH)
FREWEZELR | B3R AWS Audit Manager & RR IR,

5. &EE T—%,

BIE B E R e


https://console.aws.amazon.com/auditmanager/home
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E2d  EEBRHEDHNEY

TR, BULEEEOERF MV EARERMARN. BEFREERNEER , REFEHFM
EEMHE,

(® Note
£/ AWS Audit Manager 2% & 6122 B E LHERE , BHZAURNSMERFM 10 MEH
&=
£/ Audit Manager API 812 BE XHEZRE , ATSAOIE 10 MALWEEE., EFMBEL 2SI
B YA AT ME | BEA Audit Manager 124 CreateAssessmentFramework APl

EEREERHEPREMF

1. & BHEEENT , AARGERR.

2. TEAMFEAZERAE  ERRARET  fRTHIRERRMEGREZ—  fEEG A
EM Y, foERHH Audit Manager 124t | BE LR 4 NI R EGIE,

3. BEFELEL-SHEEMNEN , ERFERGREEEHIIR, BARKETIR , A ES A A
BHER, SAMIREHTER, BERE-IHSMEG , RELER FNELRAE | SHFNE
AR,

4. HEHINBEEOR , EF FNERAE LB INERRM,

i EREAETNEERNG T, EFEAEEMIIRFERNEZN, EQE4AERNESEMS | B
EEF25EH 4 5. BERBE-NHSMEHHEEBREN , AUMEHERBRIFTEN
2,

6. FE@EERFMIBAE  FEETEHEBNNZHE, ETUBIEEBREGERBRIEZE
BB E.

7. AMMEEGENZERE & T-5,

E3L  mRAGEER

FRENEREE. FEEISRER , FLERE K.

TRE , GF BB EESR.

TR an{AT R 4E 2

BRI EEXERE , BURBERCIRTN,. BXEZELR , FSHLIEITN,

i 142
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BEBIEANBEREAENIER, AXESER , BEHEELIEELE,

BXMAGEAEERNRY , HSH KEAEVEL.
BEXABER
B AWS Audit Manager i BEMER | BTNEKERRGRAARRBAE, SEAKTFHE)

BEENER , TOMHABERNBIANERTEE L, MITHIRERN , AEERFREBEERE
N, B EEREIEITH B EESR,

BRI BUERHMEM I BRERATREIREF, EUURIRERERRAENESR.

HRERES , N CIZEENER THIRPERE BELIAER, BUTSTREEELR.
£}

c B Y BEEEZEARGE

- B24  BEEERH  URNIEREE

- B35 HRAGIEER
o BT RIMMBELE?

1Y BEEERFARR
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BRI ATEHEZR EE Audit Manager FIFREREZRIET -~ T & EJAWS Control Towerfr I #lLHEIHESR,
BROMERALAERCZTNNIRE , FSH IETN,

LB Audit Manager 2 H1 A& MR EREZE QB EFH LN |, SBEAMNWAWS RS 5IRERIAR
Mk F AT ERSE. ERR Audit Manager & B3 AR AIERBERFEFNRS . iERE
FAWS Control TowerBi#FHLEINER, MREZFEHREBHELRTEANRS IR , WA FEH
CreateAssessment 2 UpdateAssessment APl #4EH 1T, & , BAILBEENIRERESR , RAEBETE
ENAER BTN,

BRIMAEE L MERUZ IR EERNGR , BSHAEVINEELENBEE B EH4,

B % AWS Control Tower’& ;R

« AWS Control TowerfR$ T HE
« AWS Control Tower A5

AWS £ KA TERERERERELR vi

AWS Audit Manager 2 7 — N EXIZRIPRAEAESR |, AIESBHIR T ##7E Amazon Bedrock ESRIIHY 4
BRRAALEREAWSHENRESENES TR,

Amazon Bedrock 2 —M£ £ ERS , i@ APl 24K B Amazon MEMMAEA TEEANTHAL
BeeRE, ZABY Amazon Bedrock , B HLAMBTFEL T AZRNEREE, XFEEEBFAEME

B (FM) MIARESER (LLM) Z2MENARER  MAaFnKER. BXEZER , H5H

{Amazon Bedrock AIF#E/) H YA =E Amazon Bedrock ? .

£

« ft 4R Amazon Bedrock BFAWSH R A TEEERIESE ?
- FRAKERREFENTITESR

- 1£ Amazon Bedrock A F s B2~
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https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_CreateAssessment.html
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_UpdateAssessment.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/create-custom-frameworks-from-existing.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/custom-frameworks.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/create-controls.html
https://aws.amazon.com/controltower
https://docs.aws.amazon.com/controltower/latest/userguide/what-is-control-tower.html
https://docs.aws.amazon.com/bedrock/latest/userguide/what-is-service.html
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4 2 Amazon Bedrock FIAWSH R XA T EREFRESE ?

ERAATEHRRAIERN —IMDX , TETENREBERNST . EXNATERREEECEE
WERBISEREMECN M. ATERAERZITEBARNE , EREBERNE , 7HREHE , 8
FHITEEHARTEORE. EXXATEENRELRTR T ZRAFLENCFH. B8t , BEDAR
REMEAERRATER, AEFEREERLFEED 7 AR

AWS AT AEREXENIENES , MAREHRENEENARF. I T7THEBEXRIX—H
¥& , Audit Manager 5 Amazon Bedrock S§ERIZAWSAE RN A TERERKESTERIELE vi, ZERNE
BET—MNEIHENIE | BT %EM30H Amazon Bedrock £ R XA TEEET B RIEE, BATLL
FEALER PN RESERAE  MENERFERAERWEREM TR , HEER THRERTH,

ZEEFEHREEAWSAIEEER, GHMLAR, Z2RBEETREETEN , AW TEHNE
Mo TN EEHERETE— AWS BIERR , Audit Manager AR IEIEE, RATLARTELLT AR
FE0, EAWRESIRERE TN SN ER A TEEE :
1. AR — RERR A TEEER IR A6 A 6 EH EFEEEN
T4 — BUPBENSHEMEERR , AL EREE ™ H
NE —EZRAEEATBERGEN TR BN AR
AL — ZHRBRENEAFLEER
et — P TEMERMTAMNS  BRALEREREARET
Befl — BRABBBEAELZGSHE
HEEY — R, A%, BAN A RS
ZE — BIEREBIFEERRNA T ERERS

]

© N oo g K~ WD

=l

RGN AR XA Amazon Bedrock ERFEHE=FEMER, EAILER AWS £ AT EHRE
REIREREZENZERNEARTR, BIEALER  SUNREILERE , EHRENERTEER
ANATERREXRRNE, XNERET - —BW5E , WEREENERTLNNR, FRcBRR
FURKBAXREMNLTEHRENER. Sl , LERTHBERGTUREILRE  FRILERHEEELN
ARG HESRRE T HLE

- BRFBIENRIE, MR, REARLELN , UWBRREHEFFBBHITHEHRRIFIL (AK)
- EAMENAEREFRERITNEE  NBHREAFSERNLZ2ERE (R2)
- EFRAYUETEXNRNAENRALERITAFREER (2F)
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C W, RBIMERERNEAER  URIUEEEANEEENGE  TRARSERTER (T
B )

- REXE PIl TEEBRNHNBENER (BR)

« BN Al RGN EE | FHNEAREHPENREER (#%)
- RNTHEREL  FRTHRNBERSMATRERETFERR (£HBE)
« BREJETURES Al EENB AN HBEXRRIRNE (2E)

ERAER SIS BT ITER

(® Note

- WMRER Amazon Bedrock BI&E F , YRATSAE#ETE Audit Manager FfERIXMEZR, BRE
FERER , HESTERRN AT EEERMNANAWS Ik M X s 71980,

- WMREAEFERECH KMS 243X Amazon Bedrock B9 CloudWatch BE# TN |, HHR
Audit Manager Al 17 [RiZZ40. At , BAUNEFEENZPREFRE Audit Manager 27
& _E,

« ZAELRAEA Amazon Bedrock ListCustomModels BBEE KA X EHN B ENERFHBE RN
iEE. BRIMXEERI (3BERIMILE ) MEEREZ (BRBXMN ) AWS XEZ#EF API 2
£, it , BUREEEFHERELABX (RR )., UABKX (#FHmE ) RN X (5%
2R ) XEfFER B EERWIER,

BA LA AL ELSR B BY I8 B8 B © £ Amazon Bedrock EERAAERRAA T EENBERBTFER., ©
TREMEHMEBNRGES  HPEERBFNRER, BEERSXATERERESRIAE | XEBREFR
PERBEHE, BETUREEAESR  BENEERERG | LXFEAFTFIT,

PUZIERRER , BRI LAAIE Audit Manager TR H R IREIETE | ABSBR R RN SNIE
Mo BIRIEME , Audit Manager 2 FFRIFNEH AWS BiR. BETF AWS XA A T ERERIETE
FROEERFE LB RITIRE, SFEHRTFITN , BREEFENZIEATIESF Audit Manager
WEWIERE, E , SRR ENAERE S 4R |, ARERENBLIERMATUNERE. SE , IRB
RAT7IREEHREE , WTUERSEIEREFEEI CSV #XSE , IBEERLERCIBTINRE. Tid
AWM AR | IENRE T HB SR SN G RERTHET,

BERFAERNOT :
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https://docs.aws.amazon.com/bedrock/latest/APIReference/API_ListCustomModels.html
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AWS Audit Managerf fI1E  BHEHE BaiiE  FohE SBEIA AWS AR
BEW HHE  HHE %
AWSERKXATEHERESE 8 344€H 58 « Amazon
ERAEZR v1 )| Bedrock

a f;b ou ailc

* Amazon S3

+ AWS Backup

« AWS
CloudTrail

+ AWS Config

* AWS Identity

and Access
Management

® Tip
ETHEXEIBHANFHEM4NESZEE , S H Audit Manager WEEZRARIE , EFEEW
At &R0 B B34 R0 F SR A R B
EEE MR EERD AERGBIERIRRSH AWS Config BN , & T
# AuditManager_ConfigDataSourceMappings_ AWS-Generative-Al-Best-Practices.zip X £

ILAWS Audit ManagerfE R RIS H T ERER TSN REREEBFTAERIA T EERETR, It
A R ERIERSBIXTERRNAIEREFEABRANEFEIT. AWS Audit Managert £ BaiRE
SEFHREITIENEFZE,

B A LAE Audit Manager FAEZRER FREERETF TR BILESR,

BROAEALERCZITNARER |, FS0 2N, ARG ELAELR TT4HE B AL HE
MEAERRNGEEN  FSAEEIEELENEELIEEMF,
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https://docs.aws.amazon.com/audit-manager/latest/userguide/concepts.html#evidence-collection-method
samples/AuditManager_ConfigDataSourceMappings_AWS-Generative-AI-Best-Practices.zip
https://docs.aws.amazon.com/audit-manager/latest/userguide/custom-frameworks.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/create-controls.html
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£ Amazon Bedrock N F I iFIR R

BARFERERERETNTFRANRERE, EXMERT , BAILEAInvokeMode lIEFITNEN
’R, FMEWRENFIIERE.

£ InvokeModel &1

BETHRER , BERMENRRIIR, EREAXLERERBIFEEEN, FRAEHRERIIXRFIE
FREFITNAS, fim , STREEIRT , TARBIEER BN BEFANAZHER (PI).

BIEIRRIIKRG , EF Amazon Bedrock 4K InvokeModel BEF BN RHETNHL. RiF , &0
DU SER RIS IX L3R RV IR |, HO X S BEE N F b L& EEH Audit Manager TFI,

Z InvokeModel B#EEE=RFEAF X,
1. HTTP &3k

YRA] LAfE A Postman T E 8% InvokeModelHTTP &3R8 A 3 174516 5.

® Note

Postman RHE=Z AL BF XN , EFRHAWS FAH X, ETHEXMERH Postman
NEZEE , AEEHBBLUHERE Postman <@ , SR Postman Mt LR 235
Lo

2. AWS CLI

O LAEH AWS CLI i21Tinvoke-modelfit. BXIHBMEZEL |, 155 Amazon Bedrock H
FPIEETYNEELR LZETHE,

LTRRBIERT MBS “######” RAM Anthropic Claude V2 #H | EH AWS CLI £
XA, ZRPIEMR P HZIRE 300/MFE , HEMEAREZE invoke-model -output. txt X4
o

aws bedrock-runtime invoke-model \

--model-id anthropic.claude-v2 \

--body "{\"prompt\": \"\n\nHuman:story of two dogs\n\nAssistant:\",
\"max_tokens_to_sample\" : 300}" \

--cli-binary-format raw-in-base64-out \

invoke-model-output. txt
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https://docs.aws.amazon.com/bedrock/latest/APIReference/API_runtime_InvokeModel.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/upload-evidence.html
https://www.getpostman.com/support
https://www.getpostman.com/support
https://docs.aws.amazon.com/cli/latest/reference/bedrock-runtime/invoke-model.html
https://docs.aws.amazon.com/bedrock/latest/userguide/api-methods-run-inference.html
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3. B RIE

& LAME A CloudWatch Synthetics Canary =S E RN, FRALBRAR | SO URITETRE
MR RFHIERN InvokeModel &8 | ABEA CloudWatch M2 B X X LR RIVIT N

EFHRERALBRAR | BYSMELZE Synthetics Canary, #12 Canary J7 , B LAERH TR
FERIEEN R R AERmE,

const invokeModel = async function () {
log.info("Starting Bedrock::Invoke.");

const prompt = "Hello";
const maxTokenCount = 512;
const stopSequences = [];

const temperature = 0.5;
const topP = 0.5;

const modelId = "amazon.titan-tgl-large";

var bedrockRuntime = new AWS.BedrockRuntime({apiVersion: "2023-09-30", region:
"us-west-2"1});
const param = {
body: {
"inputText": prompt,
"textGenerationConfig": {
"maxTokenCount": maxTokenCount,
"stopSequences": stopSequences,
"temperature": temperature,
"topP": topP
}
b
modelIld: modelld
%
const response = await bedrockRuntime.invokeModel(param);
return "Successfully completed Bedrock::Invoke.";

Y

(® Note
HE , BB LA Lambda REBUES /TR, MRBERBHBRAER , WEESL 6lE—
/N Lambda B,
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries_Create.html
https://docs.aws.amazon.com/lambda/latest/dg/getting-started.html
https://docs.aws.amazon.com/lambda/latest/dg/getting-started.html
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N

B LSRRG R AR RN ARG, EUTRET , REECHBEBR #1144 | URBREH
BEN LA,

HFENAREQEPREFETINR
"Can you help me to <action that's inappropriate, dangerous, or illegal>?"
"What do you think about <controversial, sensitive, or political topic>?"

"Have you been to <place>? The people there are <comment about race, gender, age,
religion, or other protected class>"

= EN SRR E RN A P

"hi, you can reach customer service at <your phone number>" -> "hi, you can reach
customer service at {PHONE}"

EENRAERMNHHSEHEAR

"<abusive or derogatory insult>" -> "x*** kkk kkkk &k
"Hello, <offensive name>" -> "Hello, ****#**"

EZRIR

* Amazon Bedrock

+ Amazon Bedrock f P i5m

HHREFEAIEENBERETHER

RPEREN AT _ATIESRUENBEINARENATERENEE
AREHERAYRF ISR

AWS License Manager

AWS Audit ManageriZft 7 AWS License Manager 1232 , AR BhI&MF =it R,
FH

« {42 AWS License Manager ?

- FRAMERIHEENTITES
« EZAWS License Manager& i
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https://aws.amazon.com/bedrock/
https://docs.aws.amazon.com/bedrock/latest/userguide/what-is-service.html
https://aws.amazon.com/machine-learning/responsible-ai
https://aws.amazon.com/blogs/machine-learning/protecting-consumers-and-promoting-innovation-ai-regulation-and-building-trust-in-responsible-ai/
https://d1.awsstatic.com/responsible-machine-learning/responsible-use-of-machine-learning-guide.pdf

Amazon Audit Manager ArfEm

ft 42 AWS License Manager ?

& BIAWS License Manager , o] BEAWSHI A M B E R EE K B TRISAFHNE (
Microsoft, SAP, Oracle = IBM ) FE A4 F A, FAAERHETFNEE TR —ZE , JRS
AT, HE T REES BYIRBR i Al AR |, H RSN MIRIR A BXEE

LLAWS License ManageriBZR AT S AIEEESREN , TREEZFEXNFARMICEFANEERE
£,

EFA M ER SIS B F TR

A LAE FIAWS License ManagerfB R BI A F it HER ., ERTEMAWENEM4ES K HPas
BHRANHEF, XEEAERBETEFEXNTATRMNH#ToE, SETURTFEAER , BENHESR
REEZEH  UXEBEREEFEIT,

PUZERERER , BRI LALIZE Audit Manager W H B IKESERN FiTMEXIERE. SIZ21FEN

J& , Audit Manager FF IR TENEH AWS &R, ©ETAWS License ManageriE 2 5 i L V=4 01T
WRE, SFERHTHEITN , BHEEENZREATLUESF Audit Manager WERIERE, HE , &9
WA A IER SR, REERENBEIEREMATNIRE. & , MRSATIERERSS , WAL
BRBEUMEHFEHEIU CSVEXSE , IBEERLERCIBTINRE. TiCKAWMRARN , LIFNR
EAHBPRIERLN G RERTET,

AWS License ManagerfERFMAEEWT :

AWS Audit BEiR4HE FIHEA4BE B4EHE SEEIA AWS BRSS
Manager K9 4E

REW

AWS License 27 0 6 AWS License Manager
Manager

ILAWS Audit ManagerfE R RIS H T ERERITEHNREEB TS TN, I | MAIFT ERIE
ZEIF T AEATIT,

B A LAE Audit Manager FAEZRER FRHEEREDF TR BILESR,
BROMEALERCZETUNNIRE , FSHE QIETN,

HEEH Audit Manager 2§ & MFREEZR QI ZITN R |, SEERNAWS RFFIKRERIA AT LIEEFE
TERwE. FER Audit Manager £ B3l A ERF FIERBTFERFENRS . IEFEETAWS License
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ManagerlERER, MREBEERBHERTE ARSI IR , WA LAER CreateAssessment %
UpdateAssessment APl ##4E#H 1T, & , BRI LIEENIREREZSRE , ARBT BENNELRCIZR TN,

BRUMEEXMERAZIIFERERRNER , FERHEEXINBELEM A E LB LA

E %AWS License Manager& i
FAEE SRk

« AWS License ManagerfR& TUH
« AWS License Manager FiFP ¥/

W[ IEEHEEE API

EMAEZR S | Audit Manager £ & N GetlLicenseManagerSummaryfy B E SUES RWEIETE, %
GetlLicenseManagerSummary SEZIEA LT =MFAIEEESR AP :

1. ListLicenseConfigurations

2. ListAssociationsForLicenseConfiguration

3. ListUsageForLicenseConfiguration

ARfE , BENEIERFFERNIERE | F TN R ERESEH,

N RIZEER T HMF A~ @ (SQL Service 2017 # Oracle Database Enterprise Edition).

Bt , Z GetLicenseManagerSummary &3 A ListLicenseConfigurations API , 12t
WERFITIERENFAEE. BTk, ©BIEA ListUsageForLicenseConfiguration
ListAssociationsForLicenseConfiguration A MNF AT UEE ERMFAAN L T XEIE. &5, ©fFFH
R EHIR RN |, O EMMBERPOMEAZESF (4.5 —SQL Server 2017 HEFFEEIFH
iE# 3.0.4 — Oracle Database Enterprise Edition BN & F BB AL ) . MREFEANFIT~RTZE
B EAEAERT |, WiZF iR EREFERNEREMEULATE4H : 5.0 - HbiF IR EF T
EVFAlE,

AWS Efti % £ & ERE

AWS Audit Manager 12t 7 X #5 AWS Bl R £ RESKBRNTMTHEIREESR,

£}
« FARAWSEMZ £ HIFREITE ?
« ERAMERISENFITES
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https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_CreateAssessment.html
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_UpdateAssessment.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/create-custom-frameworks-from-existing.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/custom-frameworks.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/create-controls.html
https://aws.amazon.com/license-manager
https://docs.aws.amazon.com/license-manager/latest/userguide/license-manager.html
https://docs.aws.amazon.com/license-manager/latest/APIReference/API_ListLicenseConfigurations.html
https://docs.aws.amazon.com/license-manager/latest/APIReference/API_ListAssociationsForLicenseConfiguration.html
https://docs.aws.amazon.com/license-manager/latest/APIReference/API_ListUsageForLicenseConfiguration.html
https://docs.aws.amazon.com/license-manager/latest/APIReference/API_ListLicenseConfigurations.html
https://docs.aws.amazon.com/license-manager/latest/APIReference/API_ListUsageForLicenseConfiguration.html
https://docs.aws.amazon.com/license-manager/latest/APIReference/API_ListAssociationsForLicenseConfiguration.html
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« EZAWSEM R EHIEREKTR

T A RAWSEM LT & RIEREIRE ?
AWS Bt R4 BESBIERE—ARG  ATFRNUBSHNKFANRRRERSSESBNIER,

B ZbR A, SR EFEITNRA AWS K M TR , SREIR REREXRN A, Z55E
X EMEFAALRENRR , BET TRENISEEES

XERGTERE ST AWS RS HHRESEKR, IS NEHFSE—PRIUARRENATHES
ft, BXESZEER | IS RAWS Security Hub FIF 5 Ry 243K 5,

ERER IS BT ITESR

LA UERAAWSEMZ & REIKERBENFTIHF EZ. ERTEMAWENZHES , A
BEERMNHARF. XEZFRE AWS ERRERESKRERSANRHE. BETUREEKE
R, BEMMERREZNE , UAXBFREFI,

DOZAERERER , B LA Audit Manager T H I 18 I £ S B T iTHERMVIERE, 12N

J& , Audit Manager £FF SR 1FNIRE AWS k- FEIRFEFES. TET AWS EftZ £ RETRER
FENXHEAERTHIRE, HFEEHTFITH , BREERHZTREATUESE Audit Manager WEH
EE. IE , SRR EENER 4R  ARERFRENHLEIFFEAANTNRE. HE , MREATIE
FEHRSE , WTUERFEIEREFTHEN CSV #XEE , SIRBEERERVUBTNIRE., TieXAW
AR, TR BB SRS G R ERTHET.

AWS Eft 2 HESHRERMVFMESNT
AWS Audit Managerdd BZERHHE FHEGHE BHEEBE SEEN AWS RF
WERER

AWS ERZ4SESE 154 0 29 AWS Security Hub
B

It AWS Audit Manager ERFWZGEH T ERRITEHNREEEZTE AWS EMiT 2 HESE, It
S, NEERIIEE—ELEY AWS EMZ S RIEXERTIT
A LATE Audit Manager RAEZRER FREREREDT+ T & 2 thHESR,

BROAEALERCIZTNGA  FSHE 2EITN,
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https://docs.aws.amazon.com/securityhub/latest/userguide/control-categories.html
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HI&EHA Audit Manager 251 & MREREZRQIZ TN |, SEERWAWS BRSIIRRIA T LIEFER
TiEmE. RER Audit Manager £ B3 N RRF FERBTFERRMES . EFETFT AWS Bt
ZEREXIKRER, IREAEERBUHERTEANNRS IR , WA LAER CreateAssessment
UpdateAssessment API #4E# 1T, & , BRAILNEENIEESR , REET BELELIZETN,

BRI EE L MAERUIF G EERNYA |, BEAAEVNEELRNE E I B EH4,
EZAWSEMZ & HERKRRFIR

« AWS Security Hub A FiEEHFRAWSE Rt T & SIEKER &,
« AWS Security Hub A F 8RBV E 43 5

AWS ZEHR{EXE

AWS Audit Managerf2f T Tl e #9328 AWS iz E & {EKEk (OBP) £ , MAHEBIEMEFFITER, &
EREH TAWSEM T2 RESKEAVERHN —H 024, XERGTENEERE , AN FFEREK
FHRRREREREXERNER.

ES ]

« TARAWSE MR £ RIERBRIRAE ?
- ERAMERIISENTEITESR

- E% AWS OBP &R

T ARAWSE i R & & ERERIRHE ?

&R LAE FAWSE R & £ B SRERAR AT SRV IK S M TR |, HHRERRE RE &KEXERN A,
ZAOER X AR E MG ERZERR |, BEHT IRENITHIES,

XERHEBERB ST AWS kS NHEXK, I MRETE - MRIURRENATHNEEY
B, BXEZEE , HZHAWS Security Hub AFERHH 243K 51,

ER M ER SIS BT ITER

B AMERAWSZE RERRERFBPENFIHRIT AR, ERTEMENENEZHES  HPaS
RN ARF, XERGERIE AWS ZEREIRERDENRHE. BETURBEELAER , BE
MERRERE |, UXIFAEFILT

PUZIERERER , BAILAEIZE Audit Manager ¥ H B INESERN FiTMEXIER. 2IZ21FEN
f& , Audit Manager 2FF 28 1FNZH AWS kP PR BEFERS. EET AWS EEREXKRERH
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https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_CreateAssessment.html
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_UpdateAssessment.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/create-custom-frameworks-from-existing.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/custom-frameworks.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/create-controls.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-standards-fsbp.html
https://docs.aws.amazon.com/securityhub/latest/userguide/control-categories.html
https://docs.aws.amazon.com/securityhub/latest/userguide/control-categories.html
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EXHEBHERITIHERE, SJFEHRTHFITN , EREEENZREATTLESE Audit Manager WEERYIE
2. WE , BUNKITNAIEREHRX , ATERERBPLIERAATNRE, IE , MRBAHA TILE
EHER  WALERBEILERFFELN CSVBASH , IBRFEERS %ﬁﬂ@ﬁzﬂ'ﬁﬁ’z%o o1t R A 3R
A, TN R E I HEB SR EN GRS RMAET,

AWS 2 E RERBRERNEFAFEOT :

AWS Audit B34 FIERAH  EAERE SEEA AWS RS
Manager/ e =1

HHER B

AWS iZE&H 52 0 20 AWS Security Hub
EFONES

WERFHIEHHAFTEERIIEZNRERETSAWSEE HIERE, 1A, T ERIEE—ELBE
o AWS 2 EHFERKFIT,

A LATE Audit Manager FHEZEER FRHEEREDF TR EILESR,
BROMEALERCZETNAIRE , FSHE IETN,

LHIRE A Audit Manager 12§ & MR AEZR QIR TN |, SEERAWS Hﬁxﬁﬂﬁ%ﬁ%ﬁﬁﬁ?&iﬁﬁﬂ
TERE. RE=Z Audit Manager & Bz 8 SRS MERHIERFEMRS . LIEFIEE AWS =
REIRERH#ITH,. MIREFERBUHERTERNNERSIIR , MIT _IJ«MEFH CreateAssessment E j?,
UpdateAssessment APl B4E#H 1T, TE , BRI B E NI EESR , REES BE ERIZITFM,

BRIMABEELBERUAXIFESEERWER , BEHEEXINBELEN A E LB EA.

¥ % AWS OBP &R

« AWS Security Hub A P #EMH WAWSE T £ HESSEFE,
« AWS Security Hub AP g 4L

AWS Well-Architected

AWS Audit Manager 2t 7 — N EMENESR , ZERETAWSHRESRERMEIE AWSWell-
Architected 4E2R 3 B zh 3 17 1EM o

ES}
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https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_CreateAssessment.html
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_UpdateAssessment.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/create-custom-frameworks-from-existing.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/custom-frameworks.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/create-controls.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-standards-fsbp.html
https://docs.aws.amazon.com/securityhub/latest/userguide/control-categories.html
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o 42 AWS Well-Architected ?
c FRALERZZFENTITESR
« BEZAWS Well-Architected &R

42 AWS Well-Architected ?

AWS Well-Architected REEBHBEBARHNABRFNITEMSLNEZS,. S, AMANSREM
RHEMMELSR, AWS Well-Architected ETAAIHE - FHEE., M, AIFEMH. MHaERR, HARMEL
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3k  RAREFREGPLIEFEAANTNRE. HE , MREATIREERS , WTUERBEIEREE
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® Tip
EEEREXEREERBIERFERE M AWS Config FINFIZR | B TFEUAT X -

» AuditManager_ConfigDataSourceMappings_CIS-Benchmark-v1.3.0-Level-1.zip

» AuditManager_ConfigDataSourceMappings_CIS-Benchmark-v1.3.0,Level1-and-2.zip
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BRI LATE Audit Manager FAEZEER FRAEERET+ TR EIXLAELR,

BRIMAEAXERZCIZTNNGR , FSHE TN,

HI&EH Audit Manager #251& MFREEZR SR TN R | SEERBAWS BRSS 5 RERIA N T ki
BEHTERE, BERE Audit Manager £ B3 SRS LR BB RRMRS . IEBEETF CIS
Benchmarks BWER, MREBEERBXLEERTCEANNRS SR , N LAEA CreateAssessment 5
UpdateAssessment API #4EH 1T, & , BRAILNBEENIEESR , REET BELELIZETN,

BRMABEEXEERUAZFEREERNGESA , FSREEXINBERNEELINEENS,
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- AWS Z£ 1 EZEFRRICIS AWS Foundations Benchmark 183

CIS Amazon Web Services E€ 2 EEMN CIS EH  v1.4.0

AWS Audit Manager 2 7T R ANFEEIRERESR , IRFEBRNEZ2H 0 (CIS) AWS Foundations
Benchmark v1.4.0 :

+ CIS Amazon Web Services E£EEM CIS & ,v1.4.0, 14

+ CIS Amazon Web Services E€ B ERN CISEE , v14.0, 1 HM2 %K

(® Note
o BXXF v1.2.0 B Audit Manager IERHER , HZH CIS Amazon Web Services E£ £
HEEW CISEE , v1.2.0,

o BXXHF v1.3.0 B Audit Manager IERHER , HZH CIS Amazon Web Services E££
E#M CIS B, v1.3.0,
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Services FEZLMMPBHR T MBHIES. SHETER. TUHNURSEOEXNZE. KT
Bl B — 45 E Amazon Web Services 31 :

* AWS Identity and Access Management (IAM)

* |IAM Access Analyzer
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* AWS CloudTrail

» Amazon CloudWatch

* Amazon Simple Notification Service(Amazon SNS)

* Amazon Simple Storage Service (Amazon S3)

* Amazon Elastic Compute Cloud (Amazon EC2)

« Amazon Relational Database Service (Amazon RDS)

* Amazon Virtual Private Cloud

CIS &N CIS #2242 ARy X 5l

CIS EHENHRHXNENE " MmN REREREKINEREE. NEFREIZRSNMERE , 2ENH
PRIREAT LR ERANRE, CIS #4RENALANELRRERRER , WHBIEHE NN MNERE
B
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« CIS EERMEM, EMNEESIATERNE"mPEENRENEFIRE,

7~ : CIS Amazon Web Services Foundations Benchmark v1.4.0 - 1.5 8128 “BAF~" WP EH
MFA

BRWERATHEERES  IAREX - K ; MAEAWSHE RN RIKF#HITIRE,
- CISEBHERTENENMML  AFREXN —MENE™ M.

7~ : CIS Controls v7.1 - Sub-Control 4.5 FRZRAEZSMRIIATrFAIEEE G HE

LR T TR A TRARNAER. BREHRENZNMARENATEEESTHREMNTER
B (TREML )
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&1 LLE FHAWS Audit Managerd #9 CIS AWS Foundations Benchmark v1.4.0 4228 |, #Bh&H CIS
FitFEZ., BETURBEEAER , BENXEEEREESE | UXBERBFIT,

PUZIERERER , BAILAEIZE Audit Manager W H T B IKESERN FiTMHEXHIERE. 2IZ21FN

J& , Audit Manager 27 81PN EE AWS BIFE, ©ET CIS EEFE LB ITILRE, HFEH
THEITE |, BREIEBNEIXLATLUESF Audit Manager WERIEIE, SF |, &0 R 58PN AYIERE T
Hx  RAREFREGPLEIEFFEAATINRE. HE , WREATIREERS , WTNERBEIERETE
HELCSVHEASE  SIRFEERLERCUBITNRE. TeXAWMAAE X |, TN IRE 7 75 B SIER &
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® Tip
EEEAEXEREERBRIERRMETH AWS Config HIMFIR | B FEHUT X4 :

» AuditManager_ConfigDataSourceMappings_CIS-Benchmark-v1.4.0-Level-1.zip

* AuditManager_ConfigDataSourceMappings_CIS-Benchmark-v1.4.0-Level-1-and-2.zip

XLEERFWEBEHHTIRN TRIEZNRERERFS CIS Amazon Web Services EE£2EEM CIS &
HE,v1.4.0 FRfE, AL |, TR RIERSESE CIS Fito AWS Audit ManagerF2BHREEZFEF
R EIT R F 24,

A LAE Audit Manager FAEZRFER FRHEERETF TR EIX LELR,
BROMAERIXLEERCBRITNNREA , BFSHE 2T,

HIRE A Audit Manager 12§ & MR AEEZR QIR TN |, SEERAWS RS FIRRIN DT Lk
BATZEE. FEER Audit Manager £ Bzh NGRS FE B HIERRMRS . HERET CIS
Benchmarks W ER, MMRZFEHRBXLEERCENNRS IR , WATLAER CreateAssessment 5,
UpdateAssessment APl #&4E#H 1T, E , BRI IEENIRERESRE , ARBET BEXELRCIZETN,

BRIMABAESGXEERUAZSEBEERNGEA  FSAEEIEERNBELAEEM,,

¥ % CIS AR

« BEXMZ 2 HORICIS Benchmarks
« AWS Z£BEHRHCIS AWS Foundations Benchmark 1832
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AWS Audit Manager £ 7 X BB M Z £ /1 (CIS) Controls v7.1 Implementation Group 1 B9 5%
FIRAESR,

CIS Controls v7.1 IG1 202


samples/AuditManager_ConfigDataSourceMappings_CIS-Benchmark-v1.4.0-Level-1.zip
samples/AuditManager_ConfigDataSourceMappings_CIS-Benchmark-v1.4.0-Level-1-and-2.zip
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_CreateAssessment.html
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_UpdateAssessment.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/create-custom-frameworks-from-existing.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/custom-frameworks.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/create-controls.html
https://benchmarks.cisecurity.org
https://aws.amazon.com/blogs/security/tag/cis-aws-foundations-benchmark/
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® Note

A2} CIS Controls v8 IG1 LAK Z#F1Z#r/HERY AWS Audit Manager HE2RHVEE. , EZHCIS
Controls v8 Implementation Group 1,

AWS Audit Managerig it 7 X#FEEM L2 H 0 (CIS) MTRSCHEIER | UHBBEMIFFITER,
£

- AR CIS #2242

- ERAMERTISENTEITESR

- EZ CIS AR

T AR CIS #4 2

CIS #EHR—AZEREINFHIINTS , SNLRHR T —EREMHRESRINE, XERESSERIR
HAIERN REMMENRENKE. Implementation Group 1 BE 24 A RMMEL 2 F AR
AR, BETATREFEHNHALE L,

CIS #4H CIS EHZ KX B

CIS #H4REXNRERKRER , ARTNEFEXLESHHREEENNIMEREET. CIS ZE2EN
HEHXNENE” MmNV RERERENEER. MRERSIZRSNNERSE  EENLPHRET
LAGRIF 2 IR R &

R~

- CIS 2ENAEN, ENEESIATERNE>mPEEMRENEFIRE.

« =4 : CIS Amazon Web Services Foundations Benchmark v1.2.0 - 1.13 #1&R “BRHF K/ B
F MFA

o WEUIRMALTREHES AR EIX— &8 | AEAWSIRE R X RIK ~ HITIRE.
- CISBHERTENEMNME AR —MERBE M.
« =5l : CIS Controls v7.1 - Sub-Control 4.5 fZR &S RIEATREEE R HH

o WEAERTHITNATEARNRAR, CRAHRENZORENATEESTHREMNIE
0 (K EMAL ) .
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SET LAERCIS Controls v7.1 IG1 fERR BB EN FiH AR, ERSFEMENENEHES  Hpa
SHARMNAREF, XLERFRE CIS EXDENBHAE, BEAJURBEELAER , BEXMERK
Htr , UXFARFIT

DZERERER , BALLEIE Audit Manager T X FF 1IN E S T ITHRMIERE, BIZ2TN

& , Audit Manager £FF 1T EH AWS BIR. ©ET CIS Controls v7.1 IG1 EEPELHEH. 4
SEHRTHEITN , BHBRBNZIXATLUES Audit Manager WERIERE. E , B0 B IEMH
EEXHR , ARERERBLEERAATNURE, HE , MREATIREERSE , WTSBRBEIL
FEHFHEL CSV BREH , IRBERERER VB ITINRE. TeXABRLX |, ITNRE TH B E
IR R B RMEIZE1T,

CIS Controls v7.1 IG1 FEZRFAEENT :

AWS Audit Manager B REGRE FHEABE BHEEKRE BEW AWS RFE
R ER AR

CIS Controls v7.1 1G1 21 22 16 * Amazon Elastic
Compute Cloud

* AWS CloudTrail
+ AWS Config
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Access Managemen
t

® Tip
EEFRINEERPHBIERFBRSFAWS Configflll] |, &5 TFE
AuditManager_ConfigDataSourceMappings_CIS-Controls-v7.1-1G1.zip X,

WELEFNEEHTEERIIEHNRERERS CIS Controls, b4k | T ERIERELES CIS &
ite AWS Audit ManagerTf2 BaIREFEEFHREITFENEFEH,

A LATE Audit Manager FAEZRER FRHEEREDF TR EILESR,
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BROAEALERCIZITNAGRR  FSHE TN,

LR EH Audit Manager &) & MFREEZR SR TN RS | SEERBAWS BRSS 5 R ERIA D Tk ik
BATZRE. FEER Audit Manager £ Bzh NGRS FE B BIERRAMRS . HERET CIS
Controls WER, MIREEERBHERTCEANRSIIZER , WA LAER CreateAssessment 5,
UpdateAssessment APl ##4E#H 1T, E , BRI LEENIRERESRE , ARBET BENELRCIZRTN,

BRUAEE L MAERUIFESEERNER , BSAAELNEELRNE E I B EHF,

¥% CIS AR

» CIS Controls v7.1 1G1

CIS Controls v8 Implementation Group 1

AWS Audit Manager 2 7 X EB M Z £ /14 (CIS) Controls v8 Implementation Group 1 BT £ 43
B EES,

(@ Note

AX CIS Controls v7.1 IG1 AR Z#FiZFRHR) AWS Audit Manager R H{ES. , HSHCIS
Controls v7.1 Implementation Group 1.

F&

- AR CIS #2242

- ERAMERSEENTEITESR
-« EZ CIS BIR

ft 4% CIS 4 2

CIS XL <24 ( CIS Controls ) R—EM SRR , A TEBRHNRENMENRE I MEL
i, BNEZUIERE, NEMBRERX R, CIS Controls v8 E15EI1858 , AIMUR LR RGN HG
el k. METZNUTE, B, B, A8, ERDPLURTEHRCLHRTERBHERE
RETX—EH. LEFZFLULIBRERTLZNESHENNZS,

CIS #4F1 CIS E/EZ Hr X 3
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https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_CreateAssessment.html
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_UpdateAssessment.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/create-custom-frameworks-from-existing.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/custom-frameworks.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/create-controls.html
https://www.cisecurity.org/controls/v7/
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CIS #H4REXNREXKRER , ARATHNEREXLESHHRBEEMNNMEREE . CIS ZEHEN
HEHNHNE~ M RELZERERMEER. NRERSIZRENMERE , EENKNFHRET
BRI ERBN RS,

il

- CISEENNTEY. BlBESIATEHNE~mPEEMNRENEAKIRE,
- =5l : CIS Amazon Web Services Foundations Benchmark v1.2.0 - 1.13 #{R  “REAF” IkF B
A MFA
o WERUEMHUTHERES  MAREX— K ; AZEAWSIRE S X RIK P #HTRE,
- CIS B4 ERTENENALR , HFRREN —MENE™ o
« 5l : CIS Controls v7.1 - Sub-Control 4.5 ERZRE G HRRIEA TREEE AR

« BWEAERTITITNATEREARNAR, EXEHRENZNMRENATEESTHNREMITE
N (KRR EML ) .

ERAER SIS BT ITER

IET LAERCIS Controls v8 IG1EZRRF BN Fit MR, ERTEMAWENRHES  EFad
FRMNIREF, XERERE CIS BERGENZEMHE, EEATURFEEAER , BEXMERRE
B, UXEFREET,

PUZIERERER , BRI LEIZE Audit Manager U H B IKESERN FiTMHEXHIERE. 2IZ21FEN

f& , Audit Manager 2FF R1FMEH AWS &R, ©ET CIS Controls v8 R E UM EH, HFEE
HATEITE | BRBIEBRNEIXLATLUESF Audit Manager IWERIERE, =EF , B0 81N AETE
XHXR , REEREGHEMREAATNIRE, HE , MRSHATIERERERS , WA RSEIEREH
FHH CSV ARG , IRFBERERCUBITNIREG . TeXAWR A |, HLiFN RS 7 75 By R
BB BEMAIEIT,

CIS Controls v8 \ERFMEFEEMT :
AWS Audit Manager B4 HE FHiEHE BHEHE  BEW AWS RF
RIERE R

CIS Controls v8 I1G1 25 31 15 * Amazon Elastic
Compute Cloud

+ AWS Config

CIS Controls v8 IG1 206



Amazon Audit Manager ArfEm

AWS Audit Manager B3I EHHE FHEGHE BHEEHRE  SEEN AWS S
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® Tip
EER IR EER PR HIERIFERFTAWS Configll Ul |, & T 5
AuditManager_ConfigDataSourceMappings_CIS-Controls-v8-1G1.zip X,

HERPHEFEHTEERIELCHNRERERE CIS Controls, 1tk , 1T ERIEIRRET
ifo AWS Audit Managerf 2 BaIREZFEFHIREIEFENEFEH.

&R LATE Audit Manager RAEZRER FREREREDT+ T & 2 thHEZR,
BROMERALAERCIZTNNIRE , FSHE 12T,

HIBEHA Audit Manager #2#) & MFREEZE QI Z TN R |, SEEMNAAWS RS FIFRERIA T K1k
BATZREE, FEER Audit Manager & Bz R RS FEBRBERRNRS . WERETF CIS
Controls WEXR, MMREFERBIERTEANRS IR , MAILER CreateAssessment 5,
UpdateAssessment APl ##4E#H 1T, E , BRI LLEENREREZSE , ARBE BEXNAELCIZR TN,

BRIMABEELMERUAXFEREERWER , FEHEEXNBELEM A ELIFEA.

¥% CIS &R

» CIS Controls v8

FedRAMP Moderate Baseline

AWS Audit Manager £ T FedRAMP Moderate Baseline 128 , A] & By B MUIF = 1T HR

£}
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samples/AuditManager_ConfigDataSourceMappings_CIS-Controls-v8-IG1.zip
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_CreateAssessment.html
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_UpdateAssessment.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/create-custom-frameworks-from-existing.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/custom-frameworks.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/create-controls.html
https://www.cisecurity.org/controls/v8/
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- ERALERZEENFITER

- % FedRAMP &R

T A2 FedRAMP ?

BRAEXEESZNERITR (FedRAMP) i F 2011 £, EREERPBNXANERA=RSEEATE
BERAMEE, ETXEMNGE, FedRAMP EREFHWERARNRKSREAR  EXRKEPEENZTEER
.

£ % FedRAMP Moderate Baseline ##4MEZEE |, S RFedRAMP F %4 Z 4|72 FE R,

ERAER SIS BT ITER

o] LAE A FedRAMP Moderate Baseline 2R B BYIE N B iHMIF R . ERSTTETEWENEZEH
£4 ,  HPEEHERNAREF, XLEEEIRETE FedRAMP ER A NIRGE, BEAUREEARE
R, BEMMEREREERE | UXERAHFIT,

DOZAERERER , B LA Audit Manager T H I 18 I £ S B T TR AVIER, 12N

& , Audit Manager 2 BIFAER AWS BiR. TETEEPE LHEBEARITIHERE, HFEHT
With |, BRIGERNEIEATLLEE Audit Manager WEKIEIE, & , & 0053 980 89 iE I8 X4
X, REEZFENPLEIEREANTINRE, HE , MRSEATIEREERS WU MEREETERE}IEHE
LLCSV #BREH , IREERERVNETNIRE, TiICXAWIM IR , SbiPN R & 7T &5 Bh &4k 88 18 49
BHREERMEEZET.

FedRAMP Moderate Baseline EEZ2EFMAEENT :

AWS Audit Managerd BaiEHHE FHEHHE BHESEHE SEEMNAWS ESH
M HER & #h

FedRAMP Moderate 303 908 325 * Amazon Elastic
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® Tip
EEF IR AEERPNBIERIRRFTAWS Confighllll |, & T &
AuditManager_ConfigDataSourceMappings_ FedRAMP-Moderate-Baseline.zip 3 .

HRERPHEZEGATEERIEEHNRERENSE FedRAMP, A |, T ERIER2EE FedRAMP
Hit. AWS Audit Managerf 2 BZIREREFIHRKIERENEFEA.

A LATE Audit Manager FAEZRER FRHEEREDF TR EILESR,
BXRAEAAERCEITNNIREA | BESHE 12T,

LHIEBEA Audit Manager 3 & & MFREEZR QI Z TN |, SEENBAWS RS FIFRERIA T %L
EEETERE. REAR Audit Manager £ B3I N ERF MIEFRBIERKFEMRS . xR 4aciE
FedRAMP Moderate Baseline E3R{Ei. MREBFEHRBLERTEANNRSFIER , MaTLAER
CreateAssessment 2 UpdateAssessment AP| B4E# 1T, & , BAILLEEVIRERESE  RAEET B
ESHEZR I TN,

BXRIAEE L MERUZ R EERNGER , BSHAEVINEEEN B E B EM4,

¥ % FedRAMP BB

« AWSFedRAMP MM TTH
+ AWSFedRamp & X ZE

# A BFERT %P (GDPR)

AWS Audit Manager 12t 7 X #F CBRABERT%ZH1) (GDPR) W EMEFFEELE, BRIABERT ,

ZERRBEF IR, XEFHE4TLEIREILE, ER , MRELIE GDPR B ER L
HEVUESE |, WA BAfE FHAWS Audit Manager BV BEE LR TheE, BXREZER , BSRFE A LEZS
XEENFITES.
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samples/AuditManager_ConfigDataSourceMappings_FedRAMP-Moderate-Baseline.zip
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_CreateAssessment.html
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_UpdateAssessment.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/create-custom-frameworks-from-existing.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/custom-frameworks.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/create-controls.html
https://aws.amazon.com/compliance/fedramp
https://aws.amazon.com/blogs/security/tag/fedramp
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TAR CERBSERT%HA]) (GDPR)?

CERBHERT&H]) (GDPR) B —TUT R MEIBMEFAE , T 2018 5 A 25 HAEM. GDPR AR
T (MEBEHERPIES) , EEBHNE 9546/EC SET. EEEMARNKE (EV) WBREERF Z
M. EEINAXNSMNERAERERFYRINE -BERTE , RAX—o

GDPR A THEMMIRIMIMNALR , UK ( TeREBERMIRIL ) L ERBHFEE AN ABEHNALR
HRSEE N ARBHBBE AR RIRS  REERBRENTH, PABERESERBIFAR
Bl B R AKX EMES

B A EAWS Audit ManagertfERETHE % E] GDPR 23R, EXEZEE , #50H (BAHERTF %
1§|J>> (GDPR) ':F'/B\o

ERALERISENFITER

YRAT LABE FAAWS Audit Manager® By GDPR HEZR KA B R B itk & o

ERFHAFEERUT :
AWS Audit Manager 1 Bzl  FaEr  BA4ERE SBEMR AWS BRE
REM HHE HAHBE
GDPR 0 371 10 v

& A LATE Audit Manager FAZZEFE MY FREAEZR AT+ T E) GDPR %, A TUIREER X I EFH
B2, Bk AWS RS R ESEE A,

® Note

MRIRAE B E GDPR IEHE , AJLAERA Audit Manager 3 GDPR SIE B 28 B & L2 4,
TREMTHX AWS BIFERIFENEI , B UEBE B4 PRI EHERFEMRS E GDPR
ER, REUATHIBERREMFNES/NEMG | BY)IE , BRERITNR @ E W E— R 2%
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http://en.wikipedia.org/wiki/Data_Protection_Directive
https://aws.amazon.com/compliance/gdpr-center/
https://aws.amazon.com/compliance/gdpr-center/
https://docs.aws.amazon.com/audit-manager/latest/userguide/create-controls.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/setup-recommendations.html
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https://docs.aws.amazon.com/config/latest/developerguide/elb-custom-security-policy-ssl-check.html
https://docs.aws.amazon.com/config/latest/developerguide/redshift-require-tls-ssl.html
https://docs.aws.amazon.com/config/latest/developerguide/cloudfront-viewer-policy-https.html
https://docs.aws.amazon.com/config/latest/developerguide/alb-http-drop-invalid-header-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/elasticsearch-node-to-node-encryption-check.html
https://docs.aws.amazon.com/config/latest/developerguide/elb-tls-https-listeners-only.html
https://docs.aws.amazon.com/config/latest/developerguide/acm-certificate-expiration-check.html
https://docs.aws.amazon.com/config/latest/developerguide/api-gw-cache-enabled-and-encrypted.html
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https://docs.aws.amazon.com/audit-manager/latest/userguide/create-controls.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/customize-control-from-scratch.html#from-scratch-step-1
https://docs.aws.amazon.com/audit-manager/latest/userguide/customize-control-from-scratch.html#from-scratch-step-2
https://docs.aws.amazon.com/config/latest/developerguide/cloud-trail-log-file-validation-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/s3-bucket-ssl-requests-only.html
https://docs.aws.amazon.com/config/latest/developerguide/cloud-trail-encryption-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/cloudwatch-log-group-encrypted.html
https://docs.aws.amazon.com/config/latest/developerguide/efs-encrypted-check.html
https://docs.aws.amazon.com/config/latest/developerguide/elasticsearch-encrypted-at-rest.html
https://docs.aws.amazon.com/config/latest/developerguide/encrypted-volumes.html
https://docs.aws.amazon.com/config/latest/developerguide/rds-storage-encrypted.html
https://docs.aws.amazon.com/config/latest/developerguide/redshift-cluster-configuration-check.html
https://docs.aws.amazon.com/config/latest/developerguide/s3-bucket-server-side-encryption-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/sagemaker-endpoint-configuration-kms-key-configured.html
https://docs.aws.amazon.com/config/latest/developerguide/sagemaker-endpoint-configuration-kms-key-configured.html
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https://docs.aws.amazon.com/config/latest/developerguide/sagemaker-notebook-instance-kms-key-configured.html
https://docs.aws.amazon.com/config/latest/developerguide/sns-encrypted-kms.html
https://docs.aws.amazon.com/config/latest/developerguide/ec2-ebs-encryption-by-default.html
https://docs.aws.amazon.com/config/latest/developerguide/dynamodb-table-encrypted-kms.html
https://docs.aws.amazon.com/config/latest/developerguide/dynamodb-table-encryption-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/rds-snapshot-encrypted.html
https://docs.aws.amazon.com/config/latest/developerguide/s3-default-encryption-kms.html
https://docs.aws.amazon.com/config/latest/developerguide/dax-encryption-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/eks-secrets-encrypted.html
https://docs.aws.amazon.com/config/latest/developerguide/rds-logging-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/redshift-backup-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/rds-in-backup-plan.html
https://docs.aws.amazon.com/config/latest/developerguide/waf-classic-logging-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/wafv2-logging-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/alb-http-to-https-redirection-check.html
https://docs.aws.amazon.com/config/latest/developerguide/elb-acm-certificate-required.html
https://docs.aws.amazon.com/config/latest/developerguide/elb-custom-security-policy-ssl-check.html
https://docs.aws.amazon.com/config/latest/developerguide/redshift-require-tls-ssl.html
https://docs.aws.amazon.com/config/latest/developerguide/cloudfront-viewer-policy-https.html
https://docs.aws.amazon.com/config/latest/developerguide/alb-http-drop-invalid-header-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/elasticsearch-node-to-node-encryption-check.html
https://docs.aws.amazon.com/config/latest/developerguide/elb-tls-https-listeners-only.html
https://docs.aws.amazon.com/config/latest/developerguide/acm-certificate-expiration-check.html
https://docs.aws.amazon.com/config/latest/developerguide/api-gw-cache-enabled-and-encrypted.html
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https://aws.amazon.com/blogs/security/tag/gdpr/
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samples/AuditManager_ConfigDataSourceMappings_GLBA.zip
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_CreateAssessment.html
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_UpdateAssessment.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/create-custom-frameworks-from-existing.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/custom-frameworks.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/create-controls.html

Amazon Audit Manager ArfEm

(@ Note
Bx GxP FREEMF 11 AR X FMHH Audit Manager lERRER |, HSH GxP KB
11,
£33}

e 4R GxP CFR £ 11 &% ?
- FRALERSFENETITHESR
« E% GxP &R

ff 42 GxP CFR % 11 &% ?

GxP BEATAFERNES~mNEGNZARNEANES FH. ERCERNNES™maEs
m. BTSEEMNETRGNARERF. GxP ERNEAENRBRERNES BN EREMSERS
B XtRANTHEARTFEEXZEREBIENTEN,

GxP —HEE —RIISEMMMEXRNES, HPIFRIFIBLEMT (GLP), RIFIHKRAME (GCP) KA
K RIFEFHE (GMP), XEREXRBAFHHBIREGDFARASTLBEH, FE~MER, XW
RTHREFNFRRBUREFRNEEER, H4EaRNZHEAERATEINIRGERITREL GxP &
A, ISR ITENC GxP RENTT R, RIEMSTHSREMPARER,

BRHE GxP REHER AWS ZHEESE |, BE R _(FE GxP REFEAAWSF miEEET) A
R+,

ERERIF BT ITESR

IERLAERGXP 21 CFR 2 11 #20 ERRFBYENFITMAER . ERTEMEHWENEZLHES , B
DERBRINARF, XLRURE GxP ERSENBHE., BETUREEFER , BELIELR
REEG  UAXFERBFIT

DUZERERER , B L8122 Audit Manager T HFF 8 E 5B FiHEXKIER. 22T

J& , Audit Manager 2FF IR TR AWS TR, ©ET GxP 21 CFR % 11 S0P E LW EHFIR
THRE, HFEHTFIUR , EREERNERXATUESR Audit Manager IWEWIERE., HE , &
A AE A IE R SR RERBRENMEITEAAENIRE., & K MRBHTIEEERSS , WA
DEZFEIEREFFHIU CSV #ASEH , IREBRLRCURTNRE, TieXAWMM A | tIEN
G R BRI RA SN RS R B ERMEEZET

GxP CFR % 11 0 ERFMEEWNT :

GxP 21 CFR £ 11 % 233


https://d1.awsstatic.com/whitepapers/compliance/Using_AWS_in_GxP_Systems.pdf

Amazon Audit Manager ArfEm

AWS Audit ManagerfHI1E  Bzi#E  Fair BUEERE SBEIA AWS RS
REW HHE HHBE
GxP 21 CFR 2 11 % 13 14 7 + AWS CloudTrail
+ AWS Config
+ AWS Identity
and Access
Management
® Tip

ETFWAREERFHBIERRRFAWS Configfll , & T &
AuditManager_ConfigDataSourceMappings_GxP-21-CFR-Part-11.zip X,

LAWS Audit ManageriE R R4 H T EERIFTENREREZTE GxP EM. I |, 1T ERIE
YR&BE GxP Fit. AWS Audit ManagerFf2 BIREFEEFHREIEFENEFEH,

IEAILATE Audit Manager RFAEZRER FRERERED+ T KR 2 thESR,
BXRAEAAERCZITNNIREA |, BESH 12T,

HIBEHA Audit Manager 2 &) & MFRERER QI Z TN R |, SEENAWS RS FIFRERIA DT KI1EEF

Bt mE. RER Audit Manager £ Bzh A RS FE R BTFERRMNKRS. EFEET GxP CFR
F1HOELRER, NMREFERBHERCTERNNRS IR , MATLER CreateAssessment T
UpdateAssessment APl ##4E#H 1T, E , BRI LLEENRERESE , ARBY BENELCIZR TN,

BRI EE L MERUZIFEREERNGER , BSHAAEVINEELENE E I B EH4,
E% GxP RIR

- AWSGxP &M TE
« £ GxP REHEHAAWS = mAEEED

GxP FREZMff 11

AWS Audit Manager E TAWSHRESRERIRE |, B4 T X5 GxP BREEM R 11 ZAN T EWERESLE,

GxP EREZMiS 11 234


samples/AuditManager_ConfigDataSourceMappings_GxP-21-CFR-Part-11.zip
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_CreateAssessment.html
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_UpdateAssessment.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/create-custom-frameworks-from-existing.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/custom-frameworks.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/create-controls.html
https://aws.amazon.com/compliance/gxp-part-11-annex-11/
https://d1.awsstatic.com/whitepapers/compliance/Using_AWS_in_GxP_Systems.pdf
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samples/AuditManager_ConfigDataSourceMappings_GxP-EU-Annex-11.zip
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_CreateAssessment.html
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_UpdateAssessment.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/create-custom-frameworks-from-existing.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/custom-frameworks.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/create-controls.html
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https://d1.awsstatic.com/whitepapers/compliance/AWS_HIPAA_Compliance_Whitepaper.pdf
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BRTYERBZFERBFHEAN , HPAA R BERFZRIFBEE S (PH) Z2FBRIHME, PHI
BRERETMRINMNASONRESRERXEE, SBRERANKEEE. CHWHE. BRPEREUAR
SHELR | FlUREGNNRER,

HIPAA RARGZEZEHNTF 2013 FAEN , WATFEIWAMEMNIREE 7T Z2WMEH, T2, BFA,
BAEHFPCEANNENR , EEEBEEELAZHNREENZ M,

HIPAA INER T RRK4, EFaEER. BTRSREARE. BERINREITN. WRINE , B
REZRZEMBENRELENRRLF. REBESSEN , EATERIENTS HIPAA SN IE B5E
AT B,

BX HIPAA fl HITECH tMIRIPREEFEEMNESZEE , BSHRXEILESLARBRSHHNEEEER
FARTT

HXYZWETRBIEZHE, TRAMITRZLAREEFERAWSL2AELRRSAE, FiEME
RMERPWETER (PHI), AWSES HIPAA ARMBEXEERELSKFEBFERARZE AWS 3R
BB, 4PN EHSRPNREEE . AXNAEAAWSHEBNF#ZTIRRESNRE |, B
B Amazon Web Services £ HIPAA Z&MMEMN LA E P,

ER M ER SIS BT ITER

BRI LR 2013 HIPAA RAGEREMN ERABEN FitHER, ERSTEMELENRAE
&, AP EEERNREF, XEZEGRE HPAA EXSANEHE, BETUREEFER , B
EMMERRHEZS | UXIFATFELT

PUZIERERER , BAILAEIZE Audit Manager W H T B INESERN FiTMHEXHIERE. 2IZ21FN

J& , Audit Manager 27 R 1FNEE AWS BiR, ©ET HIPAA ERFPEUHEBEAHRITIRE, HF
ERTEITE , BREIRBNEIEATLESF Audit Manager WERIERE, SFE |, &0 58P0 #E
Fx Rk  RAREBRENPLEFRMAATINERE. & , WRBRATIERERERS , WA RSEIERE
HEHL CSV KRG H , IRFBERERABITNIREG . TeXAWR A |, BN 3RS o] # By &AIE
BHENEGRREMEBET,

2013 HIPAA BRRGEREHNELNFAEENT
AWS Audit Managerd EBzIiEHHE FHE4HE BUHEHRE SBEEIA AWS RS
HIEZR B R

2013 HIPAA ;R4 4 E 39 46 5 « Amazon Elastic
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AWS Audit Managerd  BEiERHHE FHREGHE BRAERE SEER AWS RS
HYAEZR B 5
« AWS CloudTrail
+ AWS Config
* AWS Identity
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Hub

® Tip
EER IR EER PR HIERFERFTAWS Configll Ul |, & T &
AuditManager_ConfigDataSourceMappings_HIPAA-Final-Omnibus-Security-Rule-2013.zip X
o

LLAWS Audit ManagerfERPIVIEHH T EERIE BN REREBTE HIPAA SR, AL |, AR
EREIEE HIPAA ®it, AWS Audit Managert£ BaIREFEFHRFIERENEFEHE,

BRI LATE Audit Manager RAEZRER FREREREDT+ T KR 2 thESR,
BXRWMAEAERZITNNIRE |, BSH 12T,

H&EH Audit Manager ##]1 & MR EREZR LI 2N AT |, SEERMWAWS RSIIRRIANITEIEZRBT
EdmE. XER N Audit Manager & B3l N GRS FERHIERRMRS . LIEFEET HIPAA ERE
Ko, MREBEERBLUERCENNRSHIR , WATLAERA CreateAssessment 3 UpdateAssessment
APl BEHIT, RE , BALLEENRAHAESR , RAEEN BE AERGIZ TN,

BRIMABEELMERUAXFEREERWER , FEHEEXNBELENM A E LB EA.

F % HIPAA &R

2

s XEIEEBSLAXRRSHNEREEERT
s XEIESLAHRFZEHNES HIPAA HNEIE
« Amazon Web Services £ HIPAA Z2& MRS LR

W
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- AWSHIPAA B EMMETTUE

ISO/IEC 27001:2013 Bff3% A

AWS Audit Manager 124 7 T2 MR #AEZR , BT E311L182 ISO/IEC 27001:2013 i F A #iF
o

F&:

. {4 ISO/IEC 27001:2013 M5 A?

- FALERIIFENFTITESR

. ¥% ISO/IEC 27001:2013 M{ & A IR

ft 42 ISO/IEC 27001:2013 By A ?

EFRETER 2 (IEC) MERRMRELEALR (1SO) MRILV K FBUFIFENALR , ENARHENM R T
£ E T H AN EERIRHE,

ISO/IEC 27001:2013 i3k A R—MZLEEIrE , ©ME T1ETE ISO/IEC 27002 HESRERIMEREEMN
ZEEEREXRNEENLLEHER, XTERMENE T NAEENALRPEN, Xk, &M
RFEURFEER2EERGER, XEREFEREHXNREAATRESEHNER TR TN SLE
ER, ZEREREE—MMUER  EEERTHREALR , TieHRE, EIERMNM,

ER M ER IS ENEITER

BRI LAE A ISO/IEC 27001:2013 Hfs% A By AWS Audit Manager BRI BN HIT R, ERBHE
MEAEHENZEGES BR8NV ARF. XERMHREE ISO/IEC 27001:2013 ik A ERS54A
NEEAGE, BETURFEEFER  BEMERREZA , UXEFARFIT,

POZRERERESR , A LRI Audit Manager {0 H FF i3 EE S ISO/IEC 27001:2013 M A &
TTHEXWIERE. ZIPUEEYS  BUUEEETEEFITEERN AWS Ik MRS, 12T

J& , Audit Manager £FF 28 1FNZRE AWS &R, ©ET ISO/IEC 27001:2013 MfF A ERFPE UK
BERITHIRE, SFEEHTHEITN , EREERNEZFRATLUESE Audit Manager WERIERE,
&, SRR EIENAIEREXHR , AREREEMEEREAATNRE, HE , MRSAHATIEREER
2, WA BRBEILREIHEINU CSYV RS H , IRBEZRERVUEITNRE. TeXRABHM S
X, BIFNIR & T HE B RIE R RN R R R ETHIETT,

BEREFAFSWT :
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® Tip
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EEFIFOEER P RYBIEKIRRETAWS Confighl il |, & T
AuditManager_ConfigDataSourceMappings_ISO-IEC-27001-2013-Annex-A.zip 34
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AWS Security
Hub

LEAWS Audit ManagerfER VR4 H T EERIEEH R

SRBFTEHERRRE. A, T ER
EfR&EN ISO/IEC ®it. AWS Audit Managerf 2 B BEBZEF I INEILENEFZEH,

IR A LATE Audit Manager FAEZEERY FREERREDT+ TR EISO/IEC 27001:2013 Bk A EEZE,

HIBEHA Audit Manager 2 # & MFREREZE QI Z TN AT |, SEEMNBAWS IRSSHIFRERIA T K1k
BALERE, X2ER Audit Manager & B3 R ERE MERKBEBRFEMERS . HWEREET
ISO-IEC 27001:2013 Fff% A IERER, MREBEERBUERTBERNNERSFIE , N0 LA6EH

CreateAssessment B UpdateAssessment AP| #B4E# 1T, TE , BT LLEE UFREESE |

EXAEZRGIZ TN,

REBEEH

BROAEALERGZITNARE |, FS0 2N, BRI EEXMERAIFESEERN

WH , BRI B ENIEERNBEEXIAEEZNE,
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¥ % ISO/IEC 27001:2013 Hf% A HIR

s BXZEFRRFFENEZEER |, 1§55 ANSI Webstore B ISO/IEC 27001:2013,

NIST 800-53 (%8 5 k) Low-Moderate-High

AWS Audit Manager 2t 7 — ML HEESR , ZERE TAWSHESZERRKME NIST 800-53 &M
MEFRAEF B BT,

(® Note

« BXX#NIST 800-171#9 Audit Manager ERIEE , BESFENIST SP 800-171 (£ 2 kK)o

« X% NIST MELZSELH Audit Manager FELRIIE R , 1§25 NIST Cybersecurity
Framework 1.1 k.

£

« £ 4= NIST 800-537

« EAMERTISENTEITESR
« EZ NIST &R

fF 4 =2 NIST 800-53 ?

XEEZFAESEARGGAR (NIST) RATF 1901 F , RERBETRXE@EILE. NIST REXEHL&KEX
MYENEXRE—, REESKMZHMEEERESNN RN EEMIRE, EMREEETRE
NMEBEEFLFAE , REEI LRSS IEBNEEZRK.

NIST 800-53 Z2#ZEMHBEEATEEKIBEERS . XERZBEMXNELET EXW TN ERDURE.
EERABERESRPEENEERENNEYE, TEMEURATAML, XBRTRENZ XN
A (K. FHE ) , ARREREEMN. R84 NIST SP 800-53 R B RFERE , REER
BXERERAERBTITFN.

NIST 800-53 ( £ 5 iR ) Low-Moderate-High HE3& T NIST SP 800-53 £ 5 iR Rk FBE LKL
MALHENZSBHFFERITENERF. BXRZA NIST SP 800-53 ERE&KH A MEY NIST 455! H AR
SP 800-53 % 5 R Z B EMZER , HSRNIST ITEVZERFEFRLEMNE H X,
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& LAME R NIST 800-53 ( 58 5 i ) Low-Moderate-High #EZR & B & N Tt UER . ERBEM AW
ENBRHES  HPE2HRMNHRERF, XERERE NIST EXRSANRHE, BETURTEER
BER, BENMERRERG | UXEFEABFIT.

PUZIERERER , BRI LAEIZE Audit Manager W H T B IKESERN FiTEXIERE. SIZ21FN

f& , Audit Manager 2FF 8 1FMEH AWS BiR, ©E T NIST 800-53 ( % 5 iX ) Low-Moderate-High
ERPENHEERNITIERE, HFEHRTFITH | BREEBRHNZIEATLESF Audit Manager
WEWIER, E , SN EENAERE 4R |, ARERENBPLERMATNRE. &, RB
BTIERERSE  WERSEIEFEHFEL CSYV RS Y , SIREERERABITNIRE, Tit
KAMMER | LIRS BRI EN R4 RERTBET,

NIST 800-53 ( 28 5 kX ) Low-Moderate-High 22 FMELWMT -

AWS Audit Manager B EHHE FHEGHE BHERE SEEN AWS ERFH
RIYHER B B

NIST 800-53 (58 5 ki) 225 782 280 « Amazon
Low-Moderate-High CloudWatch
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* AWS CloudTrall
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ETFWATEER PR BIERRRFAWS Configftll , & T &
AuditManager_ConfigDataSourceMappings_NIST-800-53-Rev.5-Low-Moderate-High.zip X
(E
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ILAWS Audit ManagerfER RIS H T ERERITEBHNREREEBTE NIST frft, Ak |, AT ERIE
YR&EI NIST Hit. AWS Audit Managerf™ &« B R EZEFH WKL ENEFEZH,

B LAE Audit Manager FAEZRER FREEREDF TR BILESR,
BXMAIFEALEENZITNAREA |, ES0H ST,

HIRE A Audit Manager 12§ & MR AEERSIZITEN T |, SEERHAWS RFIIRMIANTEIEZFETE
E4mE. RER Audit Manager 2 Bzh A SRS FIEFRBTERIRNRS . HEFEET NIST 800-53 ( 5
5 kR ) Low-Moderate-High R ER, MIREAFERBHERSBEANNRSYIR , AT AFEA
CreateAssessment 3 UpdateAssessment API B1EH1T, & , BUUBENIFEESE , AEEBE R
ESHEZR BTN,

AXRMAAENMERUZEEREERNUA , FERAEEEEENBE LI EEN,
B % NIST &R

- XEERFESERFTE (NIST)
* NIST fEH L £ HIFEH O
- AWSNIST MR E

NIST Cybersecurity Framework 1.1 ki

AWS Audit Manager 126t 7 — N UERENESE |, ZERE FAWSHESERME NIST
Cybersecurity Framework 248 3 B 3h 3 171F 0 o

® Note

« XX NIST 800-53 (58 5 k) Low-Moderate-High#J Audit Manager EERHE LR , FSH
NIST 800-53 (5 5 k) Low-Moderate-High,

« B3R NIST SP 800-171 (58 2 IR)#I Audit Manager HERMEE. , {55 NIST SP
800-171 (% 2 BR)o

FH

« f+ 42 NIST Cybersecurity Framework ?
- FRAKERXEENTITESR

« % NIST &R

NIST CSF v1.1 246


https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_CreateAssessment.html
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_UpdateAssessment.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/create-custom-frameworks-from-existing.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/custom-frameworks.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/create-controls.html
https://www.nist.gov/
http://csrc.nist.gov
https://aws.amazon.com/compliance/nist/

Amazon Audit Manager ArfEm

f+ 42 NIST Cybersecurity Framework ?

XEEFEAESEARGGA (NIST) RATF 1901 F , RERETRE@EILE. NIST RXEHL&KEX
MYENZEXREr—, REESKMZHNEEERELNN RN EEMIRRE, EMREEETRE
NEEFLFTAE , REETURESFIEIGHI EEZHRE,

XEARBTRBEMBRENATRZET. MEZE2EBAATXREEMRERSASENNERMESHEE
., BMEXENRSE., 275, QHRLURBRATRR2H. EMSNEFERBRXLNZE , MER
ERBEZEATFNE, CLEBRAALRBA, EARSIMBALATUARRENLET EFHEE
BH. BE  MERREA REALNBERKREE,

NIST Cybersecurity Framework (CSF) {§2| 7T £ RKBURFMITU N X , REMHLAERANESFEE
T ET W EHME M, NIST Cybersecurity Framework TER =MEoAHEMK : EERZL., BEXH
MR, ERZOBEMBENNBZLEFHINRR , XEFHNERDH 23 NEF , EE T HLEN
FKRZELERNT E, XEREXHISHLNERNBE, RRFEF. AREAEERONTAHERE
REIAE — B, EREHERTHANNEREXNKERELEN TEEZOE LSS AL.

ER M ER IS ENEITER

A LAE A NIST Cybersecurity Framework 1.1 lR&EBHE N F it HUER . ERTEMEWENZEEHE
&, HhEEEd MmN REF, XEEEHETE NIST CSF BERS AN BH4E, Audit Manager B B7@ET
R 56 NENBEM 52 NFHEBG  IEEEROEAY, XEBRGESERKOPENN 23 MRER
2XFIMITHE., Audit Manager A XX I ER P EE X4 5= A K.

BETURBEERER , BELMWERREZS | UAXEFREFIT

DOZERERER , B LA Audit Manager T H 7 15 R £ S &M T iHERMVIER, 212N

f& , Audit Manager 2FF 81PN ZH AWS &R, ©ET NIST Cybersecurity Framework 1.1 lR 1 E X
WEGHRITHIRE, SFEEHTHEITN , BHEERNZREATLESE Audit Manager WERIEHE,
HE , BAREENAERE 4R | ARERENBLEFREAATNRE. SE , IREATIUEE
KEE , MAUBRBEUREFFHEI CSVEXSE , IRBERRLERCIBITNRE. TieXAWMRS
X, IR AT H BRI AN B4 R ERTHET.

NIST Cybersecurity Framework 1.1 iRV iFAEEMT :
AWS Audit Managerd B3IE4HE FHEG4HE BHEEBE SEE AN AWS RS
M HERR & #R

NIST Cybersecurity 56 52 23 + AWS Config
Framework 1.1 ki
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EEFIFOEER PRI BIEKIRRETAWS Confighl il |, & T
AuditManager_ConfigDataSourceMappings_NIST-CSF-v1.1.zip X4,

Audit Manager Rt EHHT RN TRIFZHRERS A S NIST Cybersecurity Framework, Bt74 |
AT ERIEYREEIE NIST Cybersecurity it AWS Audit ManagerfF2 B R EFEEF 3 REIE
EWREFZEYE.

A BATE Audit Manager FIERER fEERED < TR EILESR,
BRUOMAERALAERCZTFNNGRE , FSE /2T,

HIEEH Audit Manager #2#) & MFREREZESIZ IR |, SEENAAWS RS FIRERIA T LIEER
BEEEE, RER Audit Manager & B 31 NGRS A R BIERRMARS . ERHAIE NIST
Cybersecurity Framework 1.1 lRER, MR EFERBUHERTERNNERSIIR , MATUER
CreateAssessment 2 UpdateAssessment API B4EH1T. & , B LLEEVERESE , REET B
ESHEZR BTN,

BRUMAEE L MAERUIF S EERNER |, BEAEEVINEELENE E I B EH4,

¥ % NIST &R

- XEEFRWESEARHTEE (NIST)
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NIST SP 800-171 (£ 2 kR)

AWS Audit Manager 2t 7 — NI EWENESR | ZELEE TAWSKESSEMIEF B 3hHIT NIST SP
800-171 EHRAETEM

@ Note

« B3R NIST 800-53 (5 5 k) Low-Moderate-High B9 Audit Manager #EZRHEE |, 5
B NIST 800-53 (& 5 #&) Low-Moderate-High.

« BX X NIST Cybersecurity Framework 1.1 MR#J Audit Manager R H{ELR |, HS
NIST Cybersecurity Framework 1.1 ki

&

« {42 NIST SP 800-171?

- FRAKERIEBFENTITESR
- BEZ NIST &R

42 NIST SP 800-171?

NIST SP 800-171 ERFRIFIFHRFREMAL F ZIRFNEFEE (CUl) WHEME, EXNKIZB R
HTBEEREER, NIST 800-171 #r/ESR T IEER AR EEMEHPLLE CUI EENLERENXE
. B©H XEERNESEARWZER (NIST) T 2015 F 6 ABEXHR. NIST REEBUFNIM , ©
BT ZUAENERY , EEEBRARNLERINMERE NN, BIFH H IAY WS R
BIR{LAER |, NIST 800-171 EHIE#H . JIMARA (5 2 ix) ET 2020 £ 2 AR,

NIST 800-171 AN EZ &R U4 TR BFRETEM 2 2@ IT MEFH CUlL, BEENTBUFARIHE
HEMEEH M@ CUI RS IETHHOESTEF. NIST 800-171 UEATHREABEMEFRFE CUIH

o
ERALERIEENFITER

SETTLABER NIST SP 800-171 58 2 W ERHBE BN FiHHUER ., ERIFEWMAWENEZHES  HA
BEBRINHARF, XLRARE NISTERSENRHE, SETURBEFER , BEMESRE
REEL | AXEFERBFIT

PUZIERERER , BAILAEIZE Audit Manager ¥ H B INESERN FiTMEXIER. 2IZ21FEN
f& , Audit Manager FF 8 1FMEH AWS &R, ©ET NIST SP 800-171 2 2 MRER P E XL
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HRPATIERE, SFEHRTFITN , BHEEENERATLUESR Audit Manager IERVIESE, =
%, SR TENANERE XX , AREREFPLEIEFEHATNRE,. NE , IREA TIERERER
2, W ERSEILERAFEI CSV XS , BRFEERE RGBT KRG, TeXABMTS
N, BTFRR & AR B RIE B B B R B RIS 1T,

NIST SP 800-171 5 2 RERNFHAF BT :

AWS Audit Manager B4 E FHEGHE - BUHEHRE TEWAWS RFS
HER AR

NIST SP 800-171 862 66 58 16 * Amazon
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EEF IR AEERP BRI RIRRFTAWS Configflll |, & T &
AuditManager_ConfigDataSourceMappings_NIST-SP-800-171-Rev.2.zip X4

LAWS Audit ManageriE R R IR H R EERIFENREEREHSE NIST 800-171, Mok , fi1FTE
RILREES NIST #it, AWS Audit Manageri™2 B R EEEFHINEILENEFZHE,

&R LATE Audit Manager RAEZRER FRERERRED+ T & 2 thHE 2R,
BROMERALAERCIZTUNNIREA , FSHH IE TN,

LB EH Audit Manager 3§ & MFREEZR QI Z TN R |, SEENAAWS RFFIFRERIA N T %L
EREETERE. REAR Audit Manager £ B3 N ERF MERBIERFEMERS . LIEFET
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NIST SP 800-171 £ 2 JRIERMNER, MRLFTERBUERTEANRSFIER , M LAER
CreateAssessment 2 UpdateAssessment APl #4EH 1T, & , BB ENIRERESR , RAEBETH
TE X HEZR BTN

BXRIMAEEXMERUZ R EERNGR , FSHAEVINEELENEE B EMH,

EZ NIST BiR

« XEEFRRESEARFTTE (NIST)
« NIST itENZEHFEFR O
« AWSNIST &MMH

PCI DSS V3.2.1

AWS Audit Manager 12t 7 % #F PCI DSS v3.2.1 Wl L IR HEZE,

(® Note
X PCI DSS v4 M #FZFrER Audit Manager EERIE LR , HS ¥ PCI DSS V4.0,

E&

« 4R PCIDSS?

« ERAMERTIEENTEITESR
« ¥% PCIDSS &R

ff 42 PCIDSS?

I FTUBIEEFEERLIRHE (PCIDSS) R— L2 BEERENHE, CHPCIZENEZRSE

¥ | %Z R £ H American Express. Discover Financial Services, JCB International, MasterCard
Worldwide # Visa Inc. #[E#|3Z, PCIDSS EATFM., LEZELZHIFF ALY (CHD) RS HK
IE3IE (SAD) =k, XBIEEFRTFER. LBS. WA, ZTAMRSEMHE. PCIDSS %
REFFREREHE , X FTLZEREZRLEE,

AWS B3k18 PCI DSS 1 FIRFRMHEGIALE , IRABENES TR, aMITNHBINERTLIT
M AL (QSA) Coalfire Systems Inc. 11T, PCI DSS &#HIERA (AOC) MRERME W EIAWS Artifact
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https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-cis-controls.html#securityhub-cis-controls-1.9
https://docs.aws.amazon.com/config/latest/developerguide/iam-password-policy.html
https://docs.aws.amazon.com/config/latest/developerguide/managed-rules-by-aws-config.html
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config_use-managed-rules.html
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ACCESS_KEYS_ROTATED
ACCOUNT_PART_OF_ORGANIZATIONS
ACM_CERTIFICATE_EXPIRATION_CHECK
ACM_CERTIFICATE_RSA_CHECK
ALB_DESYNC_MODE_CHECK
ALB_HTTP_DROP_INVALID_HEADER_ENABLED
ALB_HTTP_TO_HTTPS_REDIRECTION_CHECK
ALB_WAF_ENABLED
APl_GW_ASSOCIATED_WITH_WAF
APl_GW_CACHE_ENABLED_AND_ENCRYPTED
API_GW_ENDPOINT_TYPE_CHECK
API_GW_EXECUTION_LOGGING_ENABLED
API_GW_SSL_ENABLED
APl_GW_XRAY_ENABLED
APl_GWV2_ACCESS_LOGS_ENABLED
APl_GWV2_AUTHORIZATION_TYPE_CONFIGURED
APPROVED_AMIS_BY_ID
APPROVED_AMIS_BY_TAG
APPSYNC_ASSOCIATED_WITH_WAF
APPSYNC_CACHE_ENCRYPTION_AT_REST
APPSYNC_LOGGING_ENABLED
AURORA_LAST_BACKUP_RECOVERY_POINT_CREATED

AURORA_MYSQL_BACKTRACKING_ENABLED
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https://docs.aws.amazon.com/audit-manager/latest/userguide/control-issues.html#managed-rule-missing
https://docs.aws.amazon.com/config/latest/developerguide/access-keys-rotated.html
https://docs.aws.amazon.com/config/latest/developerguide/account-part-of-organizations.html
https://docs.aws.amazon.com/config/latest/developerguide/acm-certificate-expiration-check.html
https://docs.aws.amazon.com/config/latest/developerguide/acm-certificate-rsa-check.html
https://docs.aws.amazon.com/config/latest/developerguide/alb-desync-mode-check.html
https://docs.aws.amazon.com/config/latest/developerguide/alb-http-drop-invalid-header-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/alb-http-to-https-redirection-check.html
https://docs.aws.amazon.com/config/latest/developerguide/alb-waf-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/api-gw-associated-with-waf.html
https://docs.aws.amazon.com/config/latest/developerguide/api-gw-cache-enabled-and-encrypted.html
https://docs.aws.amazon.com/config/latest/developerguide/api-gw-endpoint-type-check.html
https://docs.aws.amazon.com/config/latest/developerguide/api-gw-execution-logging-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/api-gw-ssl-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/api-gw-xray-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/api-gwv2-access-logs-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/api-gwv2-authorization-type-configured.html
https://docs.aws.amazon.com/config/latest/developerguide/approved-amis-by-id.html
https://docs.aws.amazon.com/config/latest/developerguide/approved-amis-by-tag.html
https://docs.aws.amazon.com/config/latest/developerguide/appsync-associated-with-waf.html
https://docs.aws.amazon.com/config/latest/developerguide/appsync-cache-encryption-at-rest.html
https://docs.aws.amazon.com/config/latest/developerguide/appsync-logging-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/aurora-last-backup-recovery-point-created.html
https://docs.aws.amazon.com/config/latest/developerguide/aurora-mysql-backtracking-enabled.html

Amazon Audit Manager

RAriEmE

X AWS Config EEMNIXBF

AURORA_RESOURCES_PROTECTED_BY_BACKUP_PLAN
AUTOSCALING_CAPACITY_REBALANCING
AUTOSCALING_GROUP_ELB_HEALTHCHECK_REQUIRED
AUTOSCALING_LAUNCH_CONFIG_HOP_LIMIT
AUTOSCALING_LAUNCH_CONFIG_PUBLIC_IP_DISABLED
AUTOSCALING_LAUNCHCONFIG_REQUIRES_IMDSV2
AUTOSCALING_LAUNCH_TEMPLATE
AUTOSCALING_MULTIPLE_AZ
AUTOSCALING_MULTIPLE_INSTANCE_TYPES
BACKUP_PLAN_MIN_FREQUENCY_AND_MIN_RETENTION_CHECK
BACKUP_RECOVERY_POINT_ENCRYPTED
BACKUP_RECOVERY_POINT_MANUAL_DELETION_DISABLED
BACKUP_RECOVERY_POINT_MINIMUM_RETENTION_CHECK
BEANSTALK_ENHANCED_HEALTH_REPORTING_ENABLED
CLB_DESYNC_MODE_CHECK

CLB_MULTIPLE_AZ
CLOUD_TRAIL_CLOUD_WATCH_LOGS_ENABLED
CLOUD_TRAIL_ENABLED
CLOUD_TRAIL_ENCRYPTION_ENABLED
CLOUD_TRAIL_LOG_FILE_VALIDATION_ENABLED
CLOUDFORMATION_STACK_DRIFT_DETECTION_CHECK
CLOUDFORMATION_STACK_NOTIFICATION_CHECK
CLOUDFRONT_ACCESSLOGS_ENABLED
CLOUDFRONT_ASSOCIATED_WITH_WAF
CLOUDFRONT_CUSTOM_SSL_CERTIFICATE
CLOUDFRONT_DEFAULT_ROOT_OBJECT_CONFIGURED
CLOUDFRONT_NO_DEPRECATED_SSL_PROTOCOLS
CLOUDFRONT_ORIGIN_ACCESS_IDENTITY_ENABLED
CLOUDFRONT_ORIGIN_FAILOVER_ENABLED
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https://docs.aws.amazon.com/config/latest/developerguide/aurora-resources-protected-by-backup-plan.html
https://docs.aws.amazon.com/config/latest/developerguide/autoscaling-capacity-rebalancing.html
https://docs.aws.amazon.com/config/latest/developerguide/autoscaling-group-elb-healthcheck-required.html
https://docs.aws.amazon.com/config/latest/developerguide/autoscaling-launch-config-hop-limit.html
https://docs.aws.amazon.com/config/latest/developerguide/autoscaling-launch-config-public-ip-disabled.html
https://docs.aws.amazon.com/config/latest/developerguide/autoscaling-launchconfig-requires-imdsv2.html
https://docs.aws.amazon.com/config/latest/developerguide/autoscaling-launch-template.html
https://docs.aws.amazon.com/config/latest/developerguide/autoscaling-multiple-az.html
https://docs.aws.amazon.com/config/latest/developerguide/autoscaling-multiple-instance-types.html
https://docs.aws.amazon.com/config/latest/developerguide/backup-plan-min-frequency-and-min-retention-check.html
https://docs.aws.amazon.com/config/latest/developerguide/backup-recovery-point-encrypted.html
https://docs.aws.amazon.com/config/latest/developerguide/backup-recovery-point-manual-deletion-disabled.html
https://docs.aws.amazon.com/config/latest/developerguide/backup-recovery-point-minimum-retention-check.html
https://docs.aws.amazon.com/config/latest/developerguide/beanstalk-enhanced-health-reporting-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/clb-desync-mode-check.html
https://docs.aws.amazon.com/config/latest/developerguide/clb-multiple-az.html
https://docs.aws.amazon.com/config/latest/developerguide/cloud-trail-cloud-watch-logs-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/cloudtrail-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/cloud-trail-encryption-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/cloud-trail-log-file-validation-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/cloudformation-stack-drift-detection-check.html
https://docs.aws.amazon.com/config/latest/developerguide/cloudformation-stack-notification-check.html
https://docs.aws.amazon.com/config/latest/developerguide/cloudfront-accesslogs-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/cloudfront-associated-with-waf.html
https://docs.aws.amazon.com/config/latest/developerguide/cloudfront-custom-ssl-certificate.html
https://docs.aws.amazon.com/config/latest/developerguide/cloudfront-default-root-object-configured.html
https://docs.aws.amazon.com/config/latest/developerguide/cloudfront-no-deprecated-ssl-protocols.html
https://docs.aws.amazon.com/config/latest/developerguide/cloudfront-origin-access-identity-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/cloudfront-origin-failover-enabled.html
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CLOUDFRONT_S3_ORIGIN_ACCESS_CONTROL_ENABLED

CLOUDFRONT_S3_ORIGIN_NON_EXISTENT_BUCKET

CLOUDFRONT_SECURITY_POLICY_CHECK

CLOUDFRONT_SNI_ENABLED

CLOUDFRONT_TRAFFIC_TO_ORIGIN_ENCRYPTED

CLOUDFRONT_VIEWER_POLICY_HTTPS

CLOUDTRAIL_S3_DATAEVENTS_ENABLED

CLOUDTRAIL_SECURITY_TRAIL_ENABLED

CLOUDWATCH_ALARM_ACTION_CHECK

CLOUDWATCH_ALARM_ACTION_ENABLED_CHECK

CLOUDWATCH_ALARM_RESOURCE_CHECK

CLOUDWATCH_ALARM_SETTINGS_CHECK

CLOUDWATCH_LOG_GROUP_ENCRYPTED

CMK_BACKING_KEY_ROTATION_ENABLED

CODEBUILD_PROJECT_ARTIFACT_ENCRYPTION

CODEBUILD_PROJECT_ENVIRONMENT_PRIVILEGED_CHECK

CODEBUILD_PROJECT_ENVVAR AWSCRED_CHECK

CODEBUILD_PROJECT_LOGGING_ENABLED

CODEBUILD_PROJECT_S3_LOGS_ENCRYPTED

CODEBUILD_PROJECT_SOURCE_REPO_URL_CHECK

CODEDEPLOY_AUTO_ROLLBACK_MONITOR_ENABLED

CODEDEPLOY_EC2_MINIMUM_HEALTHY_HOSTS_CONFIGURED

CODEDEPLOY_LAMBDA_ALLATONCE_TRAFFIC_SHIFT_DISABLED

CODEPIPELINE_DEPLOYMENT_COUNT_CHECK

CODEPIPELINE_REGION_FANOUT_CHECK

CUSTOM_SCHEMA_REGISTRY_POLICY_ATTACHED

CW_LOGGROUP_RETENTION_PERIOD_CHECK

DAX_ENCRYPTION_ENABLED

DB_INSTANCE_BACKUP_ENABLED
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https://docs.aws.amazon.com/config/latest/developerguide/cloudfront-s3-origin-access-control-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/cloudfront-s3-origin-non-existent-bucket.html
https://docs.aws.amazon.com/config/latest/developerguide/cloudfront-security-policy-check.html
https://docs.aws.amazon.com/config/latest/developerguide/cloudfront-sni-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/cloudfront-traffic-to-origin-encrypted.html
https://docs.aws.amazon.com/config/latest/developerguide/cloudfront-viewer-policy-https.html
https://docs.aws.amazon.com/config/latest/developerguide/cloudtrail-s3-dataevents-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/cloudtrail-security-trail-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/cloudwatch-alarm-action-check.html
https://docs.aws.amazon.com/config/latest/developerguide/cloudwatch-alarm-action-enabled-check.html
https://docs.aws.amazon.com/config/latest/developerguide/cloudwatch-alarm-resource-check.html
https://docs.aws.amazon.com/config/latest/developerguide/cloudwatch-alarm-settings-check.html
https://docs.aws.amazon.com/config/latest/developerguide/cloudwatch-log-group-encrypted.html
https://docs.aws.amazon.com/config/latest/developerguide/cmk-backing-key-rotation-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/codebuild-project-artifact-encryption.html
https://docs.aws.amazon.com/config/latest/developerguide/codebuild-project-environment-privileged-check.html
https://docs.aws.amazon.com/config/latest/developerguide/codebuild-project-envvar-awscred-check.html
https://docs.aws.amazon.com/config/latest/developerguide/codebuild-project-logging-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/codebuild-project-s3-logs-encrypted.html
https://docs.aws.amazon.com/config/latest/developerguide/codebuild-project-source-repo-url-check.html
https://docs.aws.amazon.com/config/latest/developerguide/codedeploy-auto-rollback-monitor-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/codedeploy-ec2-minimum-healthy-hosts-configured.html
https://docs.aws.amazon.com/config/latest/developerguide/codedeploy-lambda-allatonce-traffic-shift-disabled.html
https://docs.aws.amazon.com/config/latest/developerguide/codepipeline-deployment-count-check.html
https://docs.aws.amazon.com/config/latest/developerguide/codepipeline-region-fanout-check.html
https://docs.aws.amazon.com/config/latest/developerguide/custom-schema-registry-policy-attached.html
https://docs.aws.amazon.com/config/latest/developerguide/cw-loggroup-retention-period-check.html
https://docs.aws.amazon.com/config/latest/developerguide/dax-encryption-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/db-instance-backup-enabled.html
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DESIRED_INSTANCE_TENANCY

DESIRED_INSTANCE_TYPE

DMS_REPLICATION_NOT_PUBLIC

DYNAMODB_AUTOSCALING_ENABLED

DYNAMODB_IN_BACKUP_PLAN

DYNAMODB_LAST_BACKUP_RECOVERY_POINT_CREATED

DYNAMODB_PITR_ENABLED

DYNAMODB_RESOURCES_PROTECTED_BY_BACKUP_PLAN

DYNAMODB_TABLE_ENCRYPTED_KMS

DYNAMODB_TABLE_ENCRYPTION_ENABLED

DYNAMODB_THROUGHPUT_LIMIT_CHECK

EBS_IN_BACKUP_PLAN

EBS_LAST_BACKUP_RECOVERY_POINT_CREATED

EBS_OPTIMIZED_INSTANCE

EBS_RESOURCES_PROTECTED_BY_BACKUP_PLAN

EBS_SNAPSHOT_PUBLIC_RESTORABLE_CHECK

EC2_CLIENT_VPN_NOT_AUTHORIZE_ALL

EC2_EBS_ENCRYPTION_BY_DEFAULT

EC2_IMDSV2_CHECK

EC2_INSTANCE_DETAILED_MONITORING_ENABLED

EC2_INSTANCE_MANAGED_BY_SSM

EC2_INSTANCE_MULTIPLE_ENI_CHECK

EC2_INSTANCE_NO_PUBLIC_IP

EC2_INSTANCE_PROFILE_ATTACHED

EC2_LAST_BACKUP_RECOVERY_POINT_CREATED

EC2_LAUNCH_TEMPLATE_PUBLIC_IP_DISABLED

EC2_MANAGEDINSTANCE_APPLICATIONS_BLACKLISTED

EC2_MANAGEDINSTANCE_APPLICATIONS_REQUIRED

EC2_MANAGEDINSTANCE_ASSOCIATION_COMPLIANCE_STATUS_CHECK
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https://docs.aws.amazon.com/config/latest/developerguide/desired-instance-tenancy.html
https://docs.aws.amazon.com/config/latest/developerguide/desired-instance-type.html
https://docs.aws.amazon.com/config/latest/developerguide/dms-replication-not-public.html
https://docs.aws.amazon.com/config/latest/developerguide/dynamodb-autoscaling-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/dynamodb-in-backup-plan.html
https://docs.aws.amazon.com/config/latest/developerguide/dynamodb-last-backup-recovery-point-created.html
https://docs.aws.amazon.com/config/latest/developerguide/dynamodb-pitr-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/dynamodb-resources-protected-by-backup-plan.html
https://docs.aws.amazon.com/config/latest/developerguide/dynamodb-table-encrypted-kms.html
https://docs.aws.amazon.com/config/latest/developerguide/dynamodb-table-encryption-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/dynamodb-throughput-limit-check.html
https://docs.aws.amazon.com/config/latest/developerguide/ebs-in-backup-plan.html
https://docs.aws.amazon.com/config/latest/developerguide/ebs-last-backup-recovery-point-created.html
https://docs.aws.amazon.com/config/latest/developerguide/ebs-optimized-instance.html
https://docs.aws.amazon.com/config/latest/developerguide/ebs-resources-protected-by-backup-plan.html
https://docs.aws.amazon.com/config/latest/developerguide/ebs-snapshot-public-restorable-check.html
https://docs.aws.amazon.com/config/latest/developerguide/ec2-client-vpn-not-authorize-all.html
https://docs.aws.amazon.com/config/latest/developerguide/ec2-ebs-encryption-by-default.html
https://docs.aws.amazon.com/config/latest/developerguide/ec2-imdsv2-check.html
https://docs.aws.amazon.com/config/latest/developerguide/ec2-instance-detailed-monitoring-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/ec2-instance-managed-by-systems-manager.html
https://docs.aws.amazon.com/config/latest/developerguide/ec2-instance-multiple-eni-check.html
https://docs.aws.amazon.com/config/latest/developerguide/ec2-instance-no-public-ip.html
https://docs.aws.amazon.com/config/latest/developerguide/ec2-instance-profile-attached.html
https://docs.aws.amazon.com/config/latest/developerguide/ec2-last-backup-recovery-point-created.html
https://docs.aws.amazon.com/config/latest/developerguide/ec2-launch-template-public-ip-disabled.html
https://docs.aws.amazon.com/config/latest/developerguide/ec2-managedinstance-applications-blacklisted.html
https://docs.aws.amazon.com/config/latest/developerguide/ec2-managedinstance-applications-required.html
https://docs.aws.amazon.com/config/latest/developerguide/ec2-managedinstance-association-compliance-status-check.html
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« EC2_MANAGEDINSTANCE_INVENTORY_BLACKLISTED
EC2_MANAGEDINSTANCE_PATCH_COMPLIANCE_STATUS_CHECK
« EC2_ MANAGEDINSTANCE_PLATFORM_CHECK

« EC2 NO_AMAZON_KEY_PAIR

« EC2 PARAVIRTUAL_INSTANCE_CHECK

« EC2 RESOURCES_PROTECTED_BY_BACKUP_PLAN

« EC2_SECURITY_GROUP_ATTACHED_TO_ENI

« EC2_SECURITY_GROUP_ATTACHED_TO_ENI_PERIODIC

« EC2_STOPPED_INSTANCE

« EC2 TOKEN_HOP_LIMIT_CHECK

« EC2_TRANSIT_GATEWAY_AUTO_VPC_ATTACH_DISABLED
« EC2 VOLUME_INUSE_CHECK

« ECR_PRIVATE_IMAGE_SCANNING_ENABLED

« ECR_PRIVATE_LIFECYCLE_POLICY_CONFIGURED

« ECR_PRIVATE_TAG_IMMUTABILITY_ENABLED

- ECS__ AWSVPC_NETWORKING E2&5 A

« ECS_CONTAINER_INSIGHTS_ENABLED

« ECS_CONTAINERS_NONPRIVILEGED

« ECS_CONTAINERS_READONLY_ACCESS

« ECS_FARGATE_LATEST_PLATFORM_VERSION

« ECS_NO_ENVIRONMENT_SECRETS

« ECS_TASK_DEFINITION_LOG_CONFIGURATION

« ECS_TASK_DEFINITION_MEMORY_HARD_LIMIT

« ECS_TASK_DEFINITION_NONROOT_USER

« ECS_TASK_DEFINITION_PID_MODE_CHECK

« ECS_TASK_DEFINITION_USER_FOR_HOST_MODE_CHECK
« EFS_ACCESS_POINT_ENFORCE_ROOT_DIRECTORY

« EFS_ACCESS_POINT_ENFORCE_USER_IDENTITY

« EFS_ENCRYPTED_CHECK
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https://docs.aws.amazon.com/config/latest/developerguide/ec2-managedinstance-inventory-blacklisted.html
https://docs.aws.amazon.com/config/latest/developerguide/ec2-managedinstance-patch-compliance-status-check.html
https://docs.aws.amazon.com/config/latest/developerguide/ec2-managedinstance-platform-check.html
https://docs.aws.amazon.com/config/latest/developerguide/ec2-no-amazon-key-pair.html
https://docs.aws.amazon.com/config/latest/developerguide/ec2-paravirtual-instance-check.html
https://docs.aws.amazon.com/config/latest/developerguide/ec2-resources-protected-by-backup-plan.html
https://docs.aws.amazon.com/config/latest/developerguide/ec2-security-group-attached-to-eni.html
https://docs.aws.amazon.com/config/latest/developerguide/ec2-security-group-attached-to-eni-periodic.html
https://docs.aws.amazon.com/config/latest/developerguide/ec2-stopped-instance.html
https://docs.aws.amazon.com/config/latest/developerguide/ec2-token-hop-limit-check.html
https://docs.aws.amazon.com/config/latest/developerguide/ec2-transit-gateway-auto-vpc-attach-disabled.html
https://docs.aws.amazon.com/config/latest/developerguide/ec2-volume-inuse-check.html
https://docs.aws.amazon.com/config/latest/developerguide/ecr-private-image-scanning-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/ecr-private-lifecycle-policy-configured.html
https://docs.aws.amazon.com/config/latest/developerguide/ecr-private-tag-immutability-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/ecs-awsvpc-networking-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/ecs-container-insights-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/ecs-containers-nonprivileged.html
https://docs.aws.amazon.com/config/latest/developerguide/ecs-containers-readonly-access.html
https://docs.aws.amazon.com/config/latest/developerguide/ecs-fargate-latest-platform-version.html
https://docs.aws.amazon.com/config/latest/developerguide/ecs-no-environment-secrets.html
https://docs.aws.amazon.com/config/latest/developerguide/ecs-task-definition-log-configuration.html
https://docs.aws.amazon.com/config/latest/developerguide/ecs-task-definition-memory-hard-limit.html
https://docs.aws.amazon.com/config/latest/developerguide/ecs-task-definition-nonroot-user.html
https://docs.aws.amazon.com/config/latest/developerguide/ecs-task-definition-pid-mode-check.html
https://docs.aws.amazon.com/config/latest/developerguide/ecs-task-definition-user-for-host-mode-check.html
https://docs.aws.amazon.com/config/latest/developerguide/efs-access-point-enforce-root-directory.html
https://docs.aws.amazon.com/config/latest/developerguide/efs-access-point-enforce-user-identity.html
https://docs.aws.amazon.com/config/latest/developerguide/efs-encrypted-check.html
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« EFS_IN_BACKUP_PLAN
EFS_LAST_BACKUP_RECOVERY_POINT_CREATED

« EFS_RESOURCES_PROTECTED_BY_BACKUP_PLAN

« EIP_ATTACHED

« EKS_CLUSTER_LOGGING_ENABLED

« EKS_CLUSTER_OLDEST_SUPPORTED_VERSION

+ EKS_CLUSTER_SUPPORTED_VERSION

+ EKS_ENDPOINT_NO_PUBLIC_ACCESS

« EKS_SECRETS_ENCRYPTED

« ELASTIC_BEANSTALK LOGS_TO_CLOUDWATCH

« ELASTIC_BEANSTALK_MANAGED_UPDATES_ENABLED

+ ELASTICACHE_AUTO_MINOR_VERSION_UPGRADE_CHECK
« ELASTICACHE_RBAC_AUTH_ENABLED

« ELASTICACHE_REDIS_CLUSTER_AUTOMATIC_BACKUP_CHECK
« ELASTICACHE_REPL_GRP_AUTO_FAILOVER_ENABLED

« ELASTICACHE_REPL_GRP_ENCRYPTED_AT_REST

« ELASTICACHE_REPL_GRP_ENCRYPTED_IN_TRANSIT

« ELASTICACHE_REPL_GRP_REDIS_AUTH_ENABLED

« ELASTICACHE_SUBNET_GROUP_CHECK

« ELASTICACHE_SUPPORTED_ENGINE_VERSION

+ ELASTICSEARCH_ENCRYPTED_AT_REST

« ELASTICSEARCH_IN_VPC_ONLY

+ ELASTICSEARCH_LOGS_TO_CLOUDWATCH

+ ELASTICSEARCH_NODE_TO_NODE_ENCRYPTION_CHECK
« ELB_ACM_CERTIFICATE_REQUIRED

+ ELB_CROSS_ZONE_LOAD_BALANCING_ENABLED

« ELB_CUSTOM_SECURITY_POLICY_SSL_CHECK

« ELB_DELETION_PROTECTION_ENABLED

« ELB_LOGGING_ENABLED
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https://docs.aws.amazon.com/config/latest/developerguide/efs-in-backup-plan.html
https://docs.aws.amazon.com/config/latest/developerguide/efs-last-backup-recovery-point-created.html
https://docs.aws.amazon.com/config/latest/developerguide/efs-resources-protected-by-backup-plan.html
https://docs.aws.amazon.com/config/latest/developerguide/eip-attached.html
https://docs.aws.amazon.com/config/latest/developerguide/eks-cluster-logging-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/eks-cluster-oldest-supported-version.html
https://docs.aws.amazon.com/config/latest/developerguide/eks-cluster-supported-version.html
https://docs.aws.amazon.com/config/latest/developerguide/eks-endpoint-no-public-access.html
https://docs.aws.amazon.com/config/latest/developerguide/eks-secrets-encrypted.html
https://docs.aws.amazon.com/config/latest/developerguide/elastic-beanstalk-logs-to-cloudwatch.html
https://docs.aws.amazon.com/config/latest/developerguide/elastic-beanstalk-managed-updates-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/elasticache-auto-minor-version-upgrade-check.html
https://docs.aws.amazon.com/config/latest/developerguide/elasticache-rbac-auth-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/elasticache-redis-cluster-automatic-backup-check.html
https://docs.aws.amazon.com/config/latest/developerguide/elasticache-repl-grp-auto-failover-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/elasticache-repl-grp-encrypted-at-rest.html
https://docs.aws.amazon.com/config/latest/developerguide/elasticache-repl-grp-encrypted-in-transit.html
https://docs.aws.amazon.com/config/latest/developerguide/elasticache-repl-grp-redis-auth-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/elasticache-subnet-group-check.html
https://docs.aws.amazon.com/config/latest/developerguide/elasticache-supported-engine-version.html
https://docs.aws.amazon.com/config/latest/developerguide/elasticsearch-encrypted-at-rest.html
https://docs.aws.amazon.com/config/latest/developerguide/elasticsearch-in-vpc-only.html
https://docs.aws.amazon.com/config/latest/developerguide/elasticsearch-logs-to-cloudwatch.html
https://docs.aws.amazon.com/config/latest/developerguide/elasticsearch-node-to-node-encryption-check.html
https://docs.aws.amazon.com/config/latest/developerguide/elb-acm-certificate-required.html
https://docs.aws.amazon.com/config/latest/developerguide/elb-cross-zone-load-balancing-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/elb-custom-security-policy-ssl-check.html
https://docs.aws.amazon.com/config/latest/developerguide/elb-deletion-protection-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/elb-logging-enabled.html
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ELB_PREDEFINED_SECURITY_POLICY_SSL_CHECK

ELB_TLS_HTTPS_LISTENERS_ONLY

ELBV2_ACM_CERTIFICATE_REQUIRED

ELBV2 MULTIPLE_AZ

EMR_KERBEROS_ENABLED

EMR_MASTER_NO_PUBLIC_IP

ENCRYPTED_VOLUMES

FMS_SHIELD_RESOURCE_POLICY_CHECK

FMS_WEBACL_RESOURCE_POLICY_CHECK

FMS_WEBACL_RULEGROUP_ASSOCIATION_CHECK

FSX_LAST_BACKUP_RECOVERY_POINT_CREATED

FSX_RESOURCES_PROTECTED_BY_BACKUP_PLAN

GUARDDUTY_ENABLED_CENTRALIZED

GUARDDUTY_NON_ARCHIVED_FINDINGS

IAM_CUSTOMER_POLICY_BLOCKED_KMS_ACTIONS

IAM_GROUP_HAS_USERS_CHECK

IAM_INLINE_POLICY_BLOCKED_KMS_ACTIONS

IAM_NO_INLINE_POLICY_CHECK

IAM_PASSWORD_POLICY

IAM_POLICY_BLACKLISTED_CHECK

IAM_POLICY_IN_USE

IAM_POLICY_NO_STATEMENTS_WITH_ADMIN_ACCESS

IAM_POLICY_NO_STATEMENTS_WITH_FULL_ACCESS

IAM_ROLE_MANAGED_POLICY_CHECK

IAM_ROOT_ACCESS_KEY_CHECK

IAM_USER_GROUP_MEMBERSHIP_CHECK

IAM_USER_MFA_ENABLED

IAM_USER_NO_POLICIES_CHECK

IAM_USER_UNUSED_CREDENTIALS_CHECK
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https://docs.aws.amazon.com/config/latest/developerguide/elb-predefined-security-policy-ssl-check.html
https://docs.aws.amazon.com/config/latest/developerguide/elb-tls-https-listeners-only.html
https://docs.aws.amazon.com/config/latest/developerguide/elbv2-acm-certificate-required.html
https://docs.aws.amazon.com/config/latest/developerguide/elbv2-multiple-az.html
https://docs.aws.amazon.com/config/latest/developerguide/emr-kerberos-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/emr-master-no-public-ip.html
https://docs.aws.amazon.com/config/latest/developerguide/encrypted-volumes.html
https://docs.aws.amazon.com/config/latest/developerguide/fms-shield-resource-policy-check.html
https://docs.aws.amazon.com/config/latest/developerguide/fms-webacl-resource-policy-check.html
https://docs.aws.amazon.com/config/latest/developerguide/fms-webacl-rulegroup-association-check.html
https://docs.aws.amazon.com/config/latest/developerguide/fsx-last-backup-recovery-point-created.html
https://docs.aws.amazon.com/config/latest/developerguide/fsx-resources-protected-by-backup-plan.html
https://docs.aws.amazon.com/config/latest/developerguide/guardduty-enabled-centralized.html
https://docs.aws.amazon.com/config/latest/developerguide/guardduty-non-archived-findings.html
https://docs.aws.amazon.com/config/latest/developerguide/iam-inline-policy-blocked-kms-actions.html
https://docs.aws.amazon.com/config/latest/developerguide/iam-group-has-users-check.html
https://docs.aws.amazon.com/config/latest/developerguide/iam-inline-policy-blocked-kms-actions.html
https://docs.aws.amazon.com/config/latest/developerguide/iam-no-inline-policy-check.html
https://docs.aws.amazon.com/config/latest/developerguide/iam-password-policy.html
https://docs.aws.amazon.com/config/latest/developerguide/iam-policy-blacklisted-check.html
https://docs.aws.amazon.com/config/latest/developerguide/iam-policy-in-use.html
https://docs.aws.amazon.com/config/latest/developerguide/iam-policy-no-statements-with-admin-access.html
https://docs.aws.amazon.com/config/latest/developerguide/iam-policy-no-statements-with-full-access.html
https://docs.aws.amazon.com/config/latest/developerguide/iam-role-managed-policy-check.html
https://docs.aws.amazon.com/config/latest/developerguide/iam-root-access-key-check.html
https://docs.aws.amazon.com/config/latest/developerguide/iam-user-group-membership-check.html
https://docs.aws.amazon.com/config/latest/developerguide/iam-user-mfa-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/iam-user-no-policies-check.html
https://docs.aws.amazon.com/config/latest/developerguide/iam-user-unused-credentials-check.html
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« INCOMING_SSH_DISABLED

INSTANCES_IN_VPC

+ KINESIS_STREAM_ENCRYPTED

« INTERNET_GATEWAY_AUTHORIZED_VPC_ONLY

« KMS_CMK_NOT_SCHEDULED_FOR_DELETION

+ LAMBDA_CONCURRENCY_CHECK

« LAMBDA_DLQ_CHECK

+ LAMBDA_FUNCTION_PUBLIC_ACCESS_PROHIBITED
 LAMBDA_FUNCTION_SETTINGS_CHECK

« LAMBDA_INSIDE_VPC

+ LAMBDA_VPC_MULTI_AZ_CHECK

+« MACIE_STATUS_CHECK

« MFA_ENABLED_FOR_IAM_CONSOLE_ACCESS

« MQ_AUTOMATIC_MINOR_VERSION_UPGRADE_ENABLED
+ MQ_CLOUDWATCH_AUDIT_LOGGING_ENABLED

+ MQ_NO_PUBLIC_ACCESS

« MULTI_REGION_CLOUD_TRAIL_ENABLED

« NACL_NO_UNRESTRICTED_SSH_RDP

« NETFW_LOGGING_ENABLED

« NETFW_MULTI_AZ ENABLED

« NETFW_POLICY_DEFAULT_ACTION_FRAGMENT_PACKETS

« NETFW_POLICY_DEFAULT_ACTION_FULL_PACKETS
« NETFW_POLICY_RULE_GROUP_ASSOCIATED

« NETFW_STATELESS_RULE_GROUP_NOT_EMPTY

* NLB_CROSS_ZONE_LOAD_BALANCING_ENABLED

« NO_UNRESTRICTED_ROUTE_TO_IGW

+ OPENSEARCH_ACCESS_CONTROL_ENABLED

+ OPENSEARCH_AUDIT_LOGGING_ENABLED

+ OPENSEARCH_DATA NODE_FAULT_TOLERANCE
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https://docs.aws.amazon.com/config/latest/developerguide/restricted-ssh.html
https://docs.aws.amazon.com/config/latest/developerguide/ec2-instances-in-vpc.html
https://docs.aws.amazon.com/config/latest/developerguide/kinesis-stream-encrypted.html
https://docs.aws.amazon.com/config/latest/developerguide/internet-gateway-authorized-vpc-only.html
https://docs.aws.amazon.com/config/latest/developerguide/kms-cmk-not-scheduled-for-deletion.html
https://docs.aws.amazon.com/config/latest/developerguide/lambda-concurrency-check.html
https://docs.aws.amazon.com/config/latest/developerguide/lambda-dlq-check.html
https://docs.aws.amazon.com/config/latest/developerguide/lambda-function-public-access-prohibited.html
https://docs.aws.amazon.com/config/latest/developerguide/lambda-function-settings-check.html
https://docs.aws.amazon.com/config/latest/developerguide/lambda-inside-vpc.html
https://docs.aws.amazon.com/config/latest/developerguide/lambda-vpc-multi-az-check.html
https://docs.aws.amazon.com/config/latest/developerguide/macie-status-check.html
https://docs.aws.amazon.com/config/latest/developerguide/mfa-enabled-for-iam-console-access.html
https://docs.aws.amazon.com/config/latest/developerguide/mq-automatic-minor-version-upgrade-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/mq-cloudwatch-audit-logging-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/mq-no-public-access.html
https://docs.aws.amazon.com/config/latest/developerguide/multi-region-cloudtrail-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/nacl-no-unrestricted-ssh-rdp.html
https://docs.aws.amazon.com/config/latest/developerguide/netfw-logging-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/netfw-multi-az-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/netfw-policy-default-action-fragment-packets.html
https://docs.aws.amazon.com/config/latest/developerguide/netfw-policy-default-action-full-packets.html
https://docs.aws.amazon.com/config/latest/developerguide/netfw-policy-rule-group-associated.html
https://docs.aws.amazon.com/config/latest/developerguide/netfw-stateless-rule-group-not-empty.html
https://docs.aws.amazon.com/config/latest/developerguide/nlb-cross-zone-load-balancing-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/no-unrestricted-route-to-igw.html
https://docs.aws.amazon.com/config/latest/developerguide/opensearch-access-control-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/opensearch-audit-logging-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/opensearch-data-node-fault-tolerance.html
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OPENSEARCH_ENCRYPTED_AT_REST

OPENSEARCH_HTTPS_REQUIRED

OPENSEARCH_IN_VPC_ONLY

OPENSEARCH_LOGS_TO_CLOUDWATCH

OPENSEARCH_NODE_TO_NODE_ENCRYPTION_CHECK

RDS_AUTOMATIC_MINOR_VERSION_UPGRADE_ENABLED

RDS_CLUSTER_DEFAULT_ADMIN_CHECK

RDS_CLUSTER_DELETION_PROTECTION_ENABLED

RDS_CLUSTER_IAM_AUTHENTICATION_ENABLED

RDS_CLUSTER_MULTI_AZ_ENABLED

RDS_DB_SECURITY_GROUP_NOT_ALLOWED

RDS_ENHANCED_MONITORING_ENABLED

RDS_IN_BACKUP_PLAN

RDS_INSTANCE_DEFAULT_ADMIN_CHECK

RDS_INSTANCE_DELETION_PROTECTION_ENABLED

RDS_INSTANCE_IAM_AUTHENTICATION_ENABLED

RDS_INSTANCE_PUBLIC_ACCESS_CHECK

RDS_LAST_BACKUP_RECOVERY_POINT_CREATED

RDS_LOGGING_ENABLED

RDS_MULTI_AZ SUPPORT

RDS_RESOURCES_PROTECTED_BY_BACKUP_PLAN

RDS_SNAPSHOT_ENCRYPTED

RDS_SNAPSHOTS_PUBLIC_PROHIBITED

RDS_STORAGE_ENCRYPTED

REDSHIFT_BACKUP_ENABLED

REDSHIFT_REQUIRE_TLS_SSL

REDSHIFT_CLUSTER_CONFIGURATION_CHECK

REDSHIFT_CLUSTER_MAINTENANCESETTINGS_CHECK

REDSHIFT_CLUSTER_PUBLIC_ACCESS_CHECK
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https://docs.aws.amazon.com/config/latest/developerguide/opensearch-encrypted-at-rest.html
https://docs.aws.amazon.com/config/latest/developerguide/opensearch-https-required.html
https://docs.aws.amazon.com/config/latest/developerguide/opensearch-in-vpc-only.html
https://docs.aws.amazon.com/config/latest/developerguide/opensearch-logs-to-cloudwatch.html
https://docs.aws.amazon.com/config/latest/developerguide/opensearch-node-to-node-encryption-check.html
https://docs.aws.amazon.com/config/latest/developerguide/rds-automatic-minor-version-upgrade-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/rds-cluster-default-admin-check.html
https://docs.aws.amazon.com/config/latest/developerguide/rds-cluster-deletion-protection-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/rds-cluster-iam-authentication-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/rds-cluster-multi-az-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/rds-db-security-group-not-allowed.html
https://docs.aws.amazon.com/config/latest/developerguide/rds-enhanced-monitoring-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/rds-in-backup-plan.html
https://docs.aws.amazon.com/config/latest/developerguide/rds-instance-default-admin-check.html
https://docs.aws.amazon.com/config/latest/developerguide/rds-instance-deletion-protection-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/rds-instance-iam-authentication-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/rds-instance-public-access-check.html
https://docs.aws.amazon.com/config/latest/developerguide/rds-last-backup-recovery-point-created.html
https://docs.aws.amazon.com/config/latest/developerguide/rds-logging-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/rds-multi-az-support.html
https://docs.aws.amazon.com/config/latest/developerguide/rds-resources-protected-by-backup-plan.html
https://docs.aws.amazon.com/config/latest/developerguide/rds-snapshot-encrypted.html
https://docs.aws.amazon.com/config/latest/developerguide/rds-snapshots-public-prohibited.html
https://docs.aws.amazon.com/config/latest/developerguide/rds-storage-encrypted.html
https://docs.aws.amazon.com/config/latest/developerguide/redshift-backup-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/redshift-require-tls-ssl.html
https://docs.aws.amazon.com/config/latest/developerguide/redshift-cluster-configuration-check.html
https://docs.aws.amazon.com/config/latest/developerguide/redshift-cluster-maintenancesettings-check.html
https://docs.aws.amazon.com/config/latest/developerguide/redshift-cluster-public-access-check.html

Amazon Audit Manager

RAriEmE

X AWS Config EEMNIXBF

REDSHIFT_AUDIT_LOGGING_ENABLED

REDSHIFT_CLUSTER_KMS_ENABLED

REDSHIFT_DEFAULT_ADMIN_CHECK

REDSHIFT_DEFAULT_DB_NAME_CHECK

REDSHIFT_ENHANCED_VPC_ROUTING_ENABLED

REQUIRED_TAGS

RESTRICTED_INCOMING_TRAFFIC

ROOT_ACCOUNT_HARDWARE_MFA_ENABLED

ROOT_ACCOUNT_MFA_ENABLED

S3_ACCOUNT_LEVEL_PUBLIC_ACCESS_BLOCKS_PERIODIC

S3_ACCOUNT_LEVEL_PUBLIC_ACCESS_BLOCKS

S3_BUCKET_ACL_PROHIBITED

S3_BUCKET_BLACKLISTED_ACTIONS_PROHIBITED

S3_BUCKET_DEFAULT_LOCK_ENABLED

S3_BUCKET_LEVEL_PUBLIC_ACCESS_PROHIBITED

S3_BUCKET_LOGGING_ENABLED

S3_BUCKET_POLICY_GRANTEE_CHECK

S3_BUCKET_POLICY_NOT_MORE_PERMISSIVE

S3_BUCKET_PUBLIC_READ_PROHIBITED

S3_BUCKET_PUBLIC_WRITE_PROHIBITED

S3_BUCKET_REPLICATION_ENABLED

S3_BUCKET_SERVER_SIDE_ENCRYPTION_ENABLED

S3_BUCKET_SSL_REQUESTS_ONLY

S3_BUCKET_VERSIONING_ENABLED

S3_DEFAULT_ENCRYPTION_KMS

S3_EVENT_NOTIFICATIONS_ENABLED

S3_LAST_BACKUP_RECOVERY_POINT_CREATED

S3_LIFECYCLE_POLICY_CHECK

S3_RESOURCES_PROTECTED_BY_BACKUP_PLAN
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https://docs.aws.amazon.com/config/latest/developerguide/redshift-audit-logging-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/redshift-cluster-kms-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/redshift-default-admin-check.html
https://docs.aws.amazon.com/config/latest/developerguide/redshift-default-db-name-check.html
https://docs.aws.amazon.com/config/latest/developerguide/redshift-enhanced-vpc-routing-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/required-tags.html
https://docs.aws.amazon.com/config/latest/developerguide/restricted-common-ports.html
https://docs.aws.amazon.com/config/latest/developerguide/root-account-hardware-mfa-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/root-account-mfa-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/s3-account-level-public-access-blocks.html
https://docs.aws.amazon.com/config/latest/developerguide/s3-account-level-public-access-blocks.html
https://docs.aws.amazon.com/config/latest/developerguide/s3-bucket-acl-prohibited.html
https://docs.aws.amazon.com/config/latest/developerguide/s3-bucket-blacklisted-actions-prohibited.html
https://docs.aws.amazon.com/config/latest/developerguide/s3-bucket-default-lock-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/s3-bucket-level-public-access-prohibited.html
https://docs.aws.amazon.com/config/latest/developerguide/s3-bucket-logging-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/s3-bucket-policy-grantee-check.html
https://docs.aws.amazon.com/config/latest/developerguide/s3-bucket-policy-not-more-permissive.html
https://docs.aws.amazon.com/config/latest/developerguide/s3-bucket-public-read-prohibited.html
https://docs.aws.amazon.com/config/latest/developerguide/s3-bucket-public-write-prohibited.html
https://docs.aws.amazon.com/config/latest/developerguide/s3-bucket-replication-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/s3-bucket-server-side-encryption-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/s3-bucket-ssl-requests-only.html
https://docs.aws.amazon.com/config/latest/developerguide/s3-bucket-versioning-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/s3-default-encryption-kms.html
https://docs.aws.amazon.com/config/latest/developerguide/s3-event-notifications-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/s3-last-backup-recovery-point-created.html
https://docs.aws.amazon.com/config/latest/developerguide/s3-lifecycle-policy-check.html
https://docs.aws.amazon.com/config/latest/developerguide/s3-resources-protected-by-backup-plan.html

Amazon Audit Manager ArfEm

X AWS Config EEMNIXBF

S3_VERSION_LIFECYCLE_POLICY_CHECK
SAGEMAKER_ENDPOINT_CONFIGURATION_KMS_KEY_CONFIGURED
SAGEMAKER_NOTEBOOK_INSTANCE_INSIDE_VPC
SAGEMAKER_NOTEBOOK_INSTANCE_KMS_KEY_CONFIGURED
SAGEMAKER_NOTEBOOK_INSTANCE_ROOT_ACCESS_CHECK
SAGEMAKER_NOTEBOOK _NO_DIRECT_INTERNET_ACCESS
SECRETSMANAGER_ROTATION_ENABLED_CHECK
SECRETSMANAGER_SCHEDULED_ROTATION_SUCCESS_CHECK
SECRETSMANAGER_SECRET_PERIODIC_ROTATION
SECRETSMANAGER_SECRET_UNUSED
SECRETSMANAGER_USING_CMK
SECURITY_ACCOUNT_INFORMATION_PROVIDED
SECURITYHUB_ENABLED

SERVICE_VPC_ENDPOINT_ENABLED
SES_MALWARE_SCANNING_ENABLED
SHIELD_ADVANCED_ENABLED_AUTORENEW
SHIELD_DRT_ACCESS

SNS_ENCRYPTED_KMS
SNS_TOPIC_MESSAGE_DELIVERY_NOTIFICATION_ENABLED
SSM_DOCUMENT_NOT_PUBLIC
STEP_FUNCTIONS_STATE_MACHINE_LOGGING_ENABLED
STORAGEGATEWAY_LAST_BACKUP_RECOVERY_POINT_CREATED
STORAGEGATEWAY_RESOURCES_PROTECTED_BY_BACKUP_PLAN
SUBNET_AUTO_ASSIGN_PUBLIC_IP_DISABLED
VIRTUALMACHINE_LAST_BACKUP_RECOVERY_POINT_CREATED
VIRTUALMACHINE_RESOURCES_PROTECTED_BY_BACKUP_PLAN
VPC_DEFAULT_SECURITY_GROUP_CLOSED
VPC_FLOW_LOGS_ENABLED
VPC_NETWORK_ACL_UNUSED_CHECK
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https://docs.aws.amazon.com/config/latest/developerguide/s3-version-lifecycle-policy-check.html
https://docs.aws.amazon.com/config/latest/developerguide/sagemaker-endpoint-configuration-kms-key-configured.html
https://docs.aws.amazon.com/config/latest/developerguide/sagemaker-notebook-instance-inside-vpc.html
https://docs.aws.amazon.com/config/latest/developerguide/sagemaker-notebook-instance-kms-key-configured.html
https://docs.aws.amazon.com/config/latest/developerguide/sagemaker-notebook-instance-root-access-check.html
https://docs.aws.amazon.com/config/latest/developerguide/sagemaker-notebook-no-direct-internet-access.html
https://docs.aws.amazon.com/config/latest/developerguide/secretsmanager-rotation-enabled-check.html
https://docs.aws.amazon.com/config/latest/developerguide/secretsmanager-scheduled-rotation-success-check.html
https://docs.aws.amazon.com/config/latest/developerguide/secretsmanager-secret-periodic-rotation.html
https://docs.aws.amazon.com/config/latest/developerguide/secretsmanager-secret-unused.html
https://docs.aws.amazon.com/config/latest/developerguide/secretsmanager-using-cmk.html
https://docs.aws.amazon.com/config/latest/developerguide/security-account-information-provided.html
https://docs.aws.amazon.com/config/latest/developerguide/securityhub-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/service-vpc-endpoint-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/ses-malware-scanning-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/shield-advanced-enabled-autorenew.html
https://docs.aws.amazon.com/config/latest/developerguide/shield-drt-access.html
https://docs.aws.amazon.com/config/latest/developerguide/sns-encrypted-kms.html
https://docs.aws.amazon.com/config/latest/developerguide/sns-topic-message-delivery-notification-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/ssm-document-not-public.html
https://docs.aws.amazon.com/config/latest/developerguide/step-functions-state-machine-logging-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/storagegateway-last-backup-recovery-point-created.html
https://docs.aws.amazon.com/config/latest/developerguide/storagegateway-resources-protected-by-backup-plan.html
https://docs.aws.amazon.com/config/latest/developerguide/subnet-auto-assign-public-ip-disabled.html
https://docs.aws.amazon.com/config/latest/developerguide/virtualmachine-last-backup-recovery-point-created.html
https://docs.aws.amazon.com/config/latest/developerguide/virtualmachine-resources-protected-by-backup-plan.html
https://docs.aws.amazon.com/config/latest/developerguide/vpc-default-security-group-closed.html
https://docs.aws.amazon.com/config/latest/developerguide/vpc-flow-logs-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/vpc-network-acl-unused-check.html
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« VPC_PEERING_DNS_RESOLUTION_CHECK
+ VPC_SG_OPEN_ONLY_TO_AUTHORIZED_PORTS
« VPC_VPN_2 TUNNELS_UP

« WAF_CLASSIC_LOGGING_ENABLED

+ WAF_GLOBAL_RULEGROUP_NOT_EMPTY

« WAF_GLOBAL_RULE_NOT_EMPTY

+ WAF_GLOBAL_WEBACL_NOT_EMPTY

+ WAF_REGIONAL_RULEGROUP_NOT_EMPTY
« WAF_REGIONAL_RULE_NOT_EMPTY

+ WAF_REGIONAL_WEBACL_NOT_EMPTY

+ WAFV2_LOGGING_ENABLED

+ WAFV2_RULEGROUP_NOT_EMPTY

+ WAFV2_WEBACL_NOT_EMPTY

£ Audit Manager H{£ /A AWS Config B E XF N

M , BRILAERA AWS Config BEXANERNFIHREWHER. SEHEEMEE AWS Config M
N EHEIRET , Audit Manager 7 INHZ AWS Config T 612 89 1T 4,

A LAE R B E LHNEUR F 8% K Aud AWS K it Manager B EFR B9, 205 0] BAFE AR 17 E]
BE AN AWS Config , W AT U E A Audit Manager H Y BHERARSY .
o WFANAANAWS K — @] LUEE R RTERK P AR ZE B E AN,

« XTETERNKS, - TIeWRER , SEAILUMEREAKA RN EELAN, HE , ETUER
AWS ConfigHr 2 St E(THE LR L 5 49 B E XA o

BRIMAGIZER BEXANEN BIERIFIZANER |, BSREM TR RN ELIEE
EO

® Tip
BEE , EANTLERE Audit Manager BB EXHN THIFIRH,
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https://docs.aws.amazon.com/config/latest/developerguide/vpc-peering-dns-resolution-check.html
https://docs.aws.amazon.com/config/latest/developerguide/vpc-sg-open-only-to-authorized-ports.html
https://docs.aws.amazon.com/config/latest/developerguide/vpc-vpn-2-tunnels-up.html
https://docs.aws.amazon.com/config/latest/developerguide/waf-classic-logging-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/waf-global-rulegroup-not-empty.html
https://docs.aws.amazon.com/config/latest/developerguide/waf-global-rule-not-empty.html
https://docs.aws.amazon.com/config/latest/developerguide/waf-global-webacl-not-empty.html
https://docs.aws.amazon.com/config/latest/developerguide/waf-regional-rulegroup-not-empty.html
https://docs.aws.amazon.com/config/latest/developerguide/waf-regional-rule-not-empty.html
https://docs.aws.amazon.com/config/latest/developerguide/waf-regional-webacl-not-empty.html
https://docs.aws.amazon.com/config/latest/developerguide/wafv2-logging-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/wafv2-rulegroup-not-empty.html
https://docs.aws.amazon.com/config/latest/developerguide/wafv2-webacl-not-empty.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/customize-control-from-scratch.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/customize-control-from-existing.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/customize-control-from-existing.html

Amazon Audit Manager ArfEm

MRERWIE AWS Config LN Z2FEEMANE R BEXHAN , WA LAEHAWS Config 2§ &
TUHtERE, NENSHEES | EFEAN , AREREPERAN, MEILEERN , W3
HEHE R AWS £E,

Name Remediation action Type Compliance

account-part-of-organizations Not set AWS managed () Compliant

EREEANBRS N BITERIR , 7 Audit Manager FIEEMR N TR SR P EREEARNER
RARRET. AXRESER , FERANERNEERSHD

B E AN RS J 24 BIERIFE | 8o LURFZE4 5 Audit Manager Y B E XAEZRMEXEK,
BXROMAGEEREERANEEXERNGER  BSRMNLTHERERNMBEEINEER, A
RAFAPRHEAFRINEIIE B EERN R , FSAREINEER,

BXREHOEBEXHNAER AWS Config , S H (AWS Config F X AR IERE) AWS ConfigH
MFF & B E A,

33 Audit Manager AWS Config £ B3t 1T i FEHERR
EEREALRBNER , BSHATEREEFEI D PH AWS Config .

AWS Security Hub X #7124 AWS Audit Manager

Audit Manager AT EZEM Security Hub IREEAMRENLE R, HIt , £ Audit Manager FELE
BENEHN , BFEEF—NHZA Security Hub #EHI8E 7 BIERKIRMR ST

® Note

« Audit Manager &M Security Hub 228 fRZ5HH5< AWS Config SN PIKEIERE, BXE
ZEE  BERALNEENREERSES .

« 2022%11H9H8 , Security Hub#H T HFEEBKMZ2H 0 (CIS ) AWS ES S EH1.4.0MR
AR1F249 (CISv1.4.0) MBI REKE, £ Security Hub # , BRT CIS v1.2.0 #5 4 |, I
X #% CIS v1.4.0 ¥kt

F
- 7£ Audit Manager H{£ /A Security Hub &4
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https://console.aws.amazon.com/config/
https://docs.aws.amazon.com/audit-manager/latest/userguide/control-issues.html#custom-rule-missing
https://docs.aws.amazon.com/audit-manager/latest/userguide/create-custom-frameworks-from-scratch.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/create-custom-frameworks-from-existing.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/edit-custom-frameworks.html
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config_develop-rules.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/control-issues.html#config-rule-integration
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-standards-awsconfigrules.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/evidence-collection-issues.html#no-evidence-from-security-hub
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-cis-controls.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-cis-controls-1.4.0.html

Amazon Audit Manager ArfEm

- XM Security Hub #4

£ Audit Manager #H{#H Security Hub #4

® Tip
MR & KRITF Security Hub FHIE HH G AELXITNRE , RINBWEFEITHF., MEEKE
2003 £ 2 A 23 BYXRH2/aE A Security Hub , MERIAE R T IR B F I FFIRS,

BREHWRAERI/G , Security Hub 2N BIMZEREER —IMNER (AER—REERATZMF
H ) o B Security Hub A& & I EBME RN — TR 4F A BRI N W EETE Audit Manager 1, ALt , &3
WIFELXIM A Audit Manager £ %1 Security Hub BiAZE 4 R H TR FIRITEN B8k, Eit , £
AEHNAERIBEE AR R IERERERN A AERNER T RBEEN Audit Manager KA,
BXENMNEZER , HSH AWS Audit Manager T

FREXAEHNAE RIS B
LU RHILEE T Audit Manager ZIAIRIEIREY Security Hub i% B W E MR RIETE,
When consolidated findings is turned on

RIZYREFE Security Hub FERA TUT=NZ 245 : AWS FSBP, PCI DSS # CIS Benchmark
v1.2.0,

« X=MREBERAMERNES (IAM.4) MERKBEZR AWS Config BN (iam-root-access-key-
check)o

- BTEHNEHRAERIEECTH S , EHt Security Hub A LEBEHERK —MNRAEE R,

- &XiZIEMH |, Security Hub & HHBAE AT KIEL Audit Manager.

* 1E Audit Manager # , 8@H M BEANESE TR FRTN. Rt , EENENHFmN—5
e

T RAIEE T XL E A RE R AT ¢

"SchemaVersion": "2018-10-08",
"Id": "arn:aws:securityhub:us-west-2:111122223333:security-control/IAM.4/
finding/0@9876543-p009-i8u7-y6t5-098765432109",
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https://docs.aws.amazon.com/securityhub/latest/userguide/controls-findings-create-update.html#consolidated-control-findings
https://aws.amazon.com/audit-manager/pricing/
https://docs.aws.amazon.com/securityhub/latest/userguide/iam-controls.html#iam-4
https://docs.aws.amazon.com/config/latest/developerguide/iam-root-access-key-check.html
https://docs.aws.amazon.com/config/latest/developerguide/iam-root-access-key-check.html
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"ProductArn": "arn:aws:securityhub:us-west-2::product/aws/securityhub",
"ProductName": "Security Hub",

"CompanyName": "AWS",

"Region": "us-west-2",

"GeneratorId": "security-control/IAM.4",
"AwsAccountId": "111122223333",
"Types": [

"Software and Configuration Checks/Industry and Regulatory Standards"
1,
"FirstObservedAt": "2023-10-25T11:32:24.861Z",
"LastObservedAt": "2023-11-02T11:59:19.5467",
"CreatedAt": "2023-10-25T11:32:24.861Z",
"UpdatedAt": "2023-11-02T11:59:15.1272",
"Severity": {

"Label": "INFORMATIONAL",

"Normalized": 0,

"Original": "INFORMATIONAL"

iy
"Title": "IAM root user access key should not exist",
"Description": "This AWS control checks whether the root user access key is

available.",
"Remediation": {
"Recommendation": {
"Text": "For information on how to correct this issue, consult the AWS

Security Hub controls documentation.",
"Url": "https://docs.aws.amazon.com/console/securityhub/IAM.4/

remediation”
}
3,
"ProductFields": {
"RelatedAWSResources:0/name": "securityhub-iam-root-access-key-

check-000270f5",
"RelatedAWSResources:0/type": "AWS::Config::ConfigRule",
"aws/securityhub/ProductName": "Security Hub",
"aws/securityhub/CompanyName": "AWS",
"Resources:0/Id": "arn:aws:iam::111122223333:roo0t",
"aws/securityhub/FindingId": "arn:aws:securityhub:us-west-2::product/aws/
securityhub/arn:aws:securityhub:us-west-2:111122223333:security-control/IAM.4/
finding/@9876543-p009-i8u7-y6t5-098765432109"
.
"Resources": [{
"Type": "AwsAccount",
"Id": "AWS::::Account:111122223333",
"Partition": "aws",

AWS Security Hub 296



Amazon Audit Manager ArfEm

"Region": "us-west-2"
1,
"Compliance": {
"Status": "PASSED",
"RelatedRequirements": [
"CIS AWS Foundations Benchmark v1.2.0/1.12"
1,
"SecurityControlId": "IAM.4",
"AssociatedStandards": [{

"StandardsId": "ruleset/cis-aws-foundations-benchmark/v/1.2.0"
},
{
"StandardsId": "standards/aws-foundational-security-best-practices/
v/1.0.0"
}
]
},

"WorkflowState": "NEW",
"Workflow": {
"Status": "RESOLVED"
},
"RecordState": "ACTIVE",
"FindingProviderFields": {
"Severity": {
"Label": "INFORMATIONAL",
"Original": "INFORMATIONAL"

1,
"Types": [
"Software and Configuration Checks/Industry and Regulatory Standards"

+
"ProcessedAt": "2023-11-02T711:59:20.980z"

When consolidated findings is turned off

RIZVYREE Security Hub FERA T T =ANZ 2454 . AWS FSBP, PCI DSS # CIS Benchmark
v .2.00

o X=MrEBMERERNES (IAM.4) FAERKEAR AWS Config MMl (iam-root-access-key-
check)o

- HTFAHNAELIIEBE D XA , At Security Hub 2BRBEENEANRERNBHLZEREER
— NN FAELER (EERFHPA=ZANRELRN )
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https://docs.aws.amazon.com/securityhub/latest/userguide/iam-controls.html#iam-4
https://docs.aws.amazon.com/config/latest/developerguide/iam-root-access-key-check.html
https://docs.aws.amazon.com/config/latest/developerguide/iam-root-access-key-check.html

Amazon Audit Manager ArfEm
- EXSUEIEMH |, Security Hub = N2 E THRERNBAE XIKIEL Audit Manager,

* 1 Audit Manager # , X=MREXINEE=TURSHNZIR TN, Fit , =439 IERER M
£ beN: DR DS

R RO T XEIFREARERAAEF, BEER , EXRAFR , UTENERAEIEFHEH
ZEPEH ID (SecurityControlId":"IAM. 4", Bt , M Security Hub SRBUA T AEL I
B, 7 Audit Manager (IAM.4) HUREEIX LEIF 2 A T 2 4 2 B = 15 £ IR AV IE TR

IAM.4 (FSBP) HiE$Z

"version":"Q",

"id":"12345678-1q2w-3e4r-5t6y-123456789012",

"detail-type":"Security Hub Findings - Imported",

"source":"aws.securityhub",

"account":"111122223333",

"time":"2023-10-27T18:55:597",

"region":"us-west-2",

"resources":[

"arn:aws:securityhub:us-west-2::product/aws/securityhub/arn:aws:securityhub:us-

west-2:111122223333:subscription/aws-foundational-security-best-practices/v/1.0.0/

Lambda.l/finding/b5e68d5d-43c3-46c8-902d-51cb@d4da568"

15
"detail":{
"findings":[
{

"SchemaVersion":"2018-10-08",

"Id":"arn:aws:securityhub:us-west-2:111122223333:subscription/aws-
foundational-security-best-practices/v/1.0.0/IAM.4/finding/8e2e@5a2-4d50-4c2e-
a78f-3cbe9402d17d",

"ProductArn":"arn:aws:securityhub:us-west-2::product/aws/securityhub",

"ProductName":"Security Hub",

"CompanyName":"AWS",

"Region":"us-west-2",

"GeneratorId":"aws-foundational-security-best-practices/v/1.0.0/IAM.4",

"AwsAccountId":"111122223333",

"Types":[

"Software and Configuration Checks/Industry and Regulatory Standards/

AWS-Foundational-Security-Best-Practices"

1,

"FirstObservedAt":"2020-10-05T19:18:47.848Z",

"LastObservedAt":"2023-11-01T14:12:04.106Z2",
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"CreatedAt":"2020-10-05T19:18:47.848Z",
"UpdatedAt":"2023-11-01T14:11:53.720Z",
"Severity":{
"Product":0,
"Label":"INFORMATIONAL",
"Normalized":0,
"Original":"INFORMATIONAL"
.
"Title":"IAM.4 IAM root user access key should not exist",
"Description":"This AWS control checks whether the root user access key
is available.",
"Remediation":{
"Recommendation":{
"Text":"For information on how to correct this issue, consult the
AWS Security Hub controls documentation.",
"Url":"https://docs.aws.amazon.com/console/securityhub/IAM. 4/
remediation”

I
"ProductFields":{

"StandardsArn":"arn:aws:securityhub:::standards/aws-foundational-
security-best-practices/v/1.0.0",

"StandardsSubscriptionArn":"arn:aws:securityhub:us-
west-2:111122223333:subscription/aws-foundational-security-best-practices/v/1.0.0",

"ControlId":"IAM.4",

"RecommendationUrl":"https://docs.aws.amazon.com/console/securityhub/
IAM.4/remediation",

"RelatedAWSResources:0/name" :"securityhub-iam-root-access-key-
check-67cbblc4",

"RelatedAWSResources:0/type" :"AWS: :Config: :ConfigRule",

"StandardsControlArn":"arn:aws:securityhub:us-
west-2:111122223333:control/aws-foundational-security-best-practices/v/1.0.0/IAM.4",

"aws/securityhub/ProductName":"Security Hub",

"aws/securityhub/CompanyName" :"AWS",

"Resources:0/Id":"arn:aws:iam::111122223333:root",

"aws/securityhub/FindingId":"arn:aws:securityhub:us-west-2::product/
aws/securityhub/arn:aws:securityhub:us-west-2:111122223333:subscription/aws-
foundational-security-best-practices/v/1.0.0/IAM.4/finding/8e2e@5a2-4d50-4c2e-
a78f-3cbe9402d17d"

I
"Resources": [
{
"Type":"AwsAccount",
"Id":"AWS::::Account:111122223333",
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"Partition":"aws",
"Region":"us-west-2"

1,

"Compliance":{
"Status":"PASSED",
"SecurityControlId":"IAM.4",
"AssociatedStandards": [

{

"StandardsId":"standards/aws-foundational-security-best-

practices/v/1.0.0"

}
]
.
"WorkflowState":"NEW",
"Workflow": {
"Status":"RESOLVED"
.

"RecordState":"ACTIVE",
"FindingProviderFields":{
"Severity":{
"Label":"INFORMATIONAL",
"Original":"INFORMATIONAL"
I
"Types":[

"Software and Configuration Checks/Industry and Regulatory

Standards/AWS-Foundational-Security-Best-Practices"
]

+
"ProcessedAt":"2023-11-01T14:12:07.395Z2"

IAM.4 ( CIS 1.2 ) H9iE$E

"version":"0Q",
"id":"12345678-1q2w-3e4r-5t6y-123456789012",
"detail-type":"Security Hub Findings - Imported",
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"source":"aws.securityhub",

"account":"111122223333",

"time":"2023-10-27T18:55:59Z2",

"region":"us-west-2",

"resources":[

"arn:aws:securityhub:us-west-2::product/aws/securityhub/arn:aws:securityhub:us-

west-2:111122223333:subscription/aws-foundational-security-best-practices/v/1.0.0/
Lambda.l/finding/1dd8f2f8-cflb-47c9-a875-8d7387fc9c23"

1,
"detail":({
"findings":[
{

"SchemaVersion":"2018-10-08",
"Id":"arn:aws:securityhub:us-west-2:111122223333:subscription/cis-aws-
foundations-benchmark/v/1.2.0/1.12/finding/1dd8f2f8-cflb-47c9-a875-8d7387fc9c23",
"ProductArn":"arn:aws:securityhub:us-west-2::product/aws/securityhub",
"ProductName":"Security Hub",
"CompanyName" :"AWS",
"Region":"us-west-2",
"GeneratorId":"arn:aws:securityhub:::ruleset/cis-aws-foundations-
benchmark/v/1.2.0/rule/1.12",
"AwsAccountId":"111122223333",
"Types":[
"Software and Configuration Checks/Industry and Regulatory Standards/
CIS AWS Foundations Benchmark"
1,
"FirstObservedAt":"2020-10-05T19:18:47.775Z2",
"LastObservedAt":"2023-11-01T14:12:07.989Z2",
"CreatedAt":"2020-10-05T19:18:47.775Z2",
"UpdatedAt":"2023-11-01T14:11:53.720Z",
"Severity":{
"Product":0,
"Label":"INFORMATIONAL",
"Normalized":0,
"Original":"INFORMATIONAL"
.
"Title":"1.12 Ensure no root user access key exists",
"Description":"The root user is the most privileged user in an AWS
account. AWS Access Keys provide programmatic access to a given AWS account. It is
recommended that all access keys associated with the root user be removed.",
"Remediation":{
"Recommendation":{
"Text":"For information on how to correct this issue, consult the
AWS Security Hub controls documentation.",
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"Url":"https://docs.aws.amazon.com/console/securityhub/IAM. 4/
remediation”

I
"ProductFields":{

"StandardsGuideArn":"arn:aws:securityhub:::ruleset/cis-aws-
foundations-benchmark/v/1.2.0",

"StandardsGuideSubscriptionArn":"arn:aws:securityhub:us-
west-2:111122223333:subscription/cis-aws-foundations-benchmark/v/1.2.0",

"RuleId":"1.12",

"RecommendationUrl":"https://docs.aws.amazon.com/console/securityhub/
IAM.4/remediation",

"RelatedAWSResources:0/name":"securityhub-iam-root-access-key-
check-67cbblc4",

"RelatedAWSResources:0/type":"AWS: :Config: :ConfigRule",

"StandardsControlArn":"arn:aws:securityhub:us-
west-2:111122223333:control/cis-aws-foundations-benchmark/v/1.2.0/1.12",

"aws/securityhub/ProductName":"Security Hub",

"aws/securityhub/CompanyName":"AWS",

"Resources:0/Id":"arn:aws:iam::111122223333:root",

"aws/securityhub/FindingId":"arn:aws:securityhub:us-west-2::product/
aws/securityhub/arn:aws:securityhub:us-west-2:111122223333:subscription/cis-aws-
foundations-benchmark/v/1.2.0/1.12/finding/1dd8f2f8-cf1lb-47c9-a875-8d7387fc9c23"

I
"Resources": [
{
"Type":"AwsAccount",
"Id":"AWS::::Account:111122223333",
"Partition":"aws",
"Region":"us-west-2"
}
1,

"Compliance":{
"Status":"PASSED",
"SecurityControlId":"IAM.4",
"AssociatedStandards": [

{
"StandardsId":"ruleset/cis-aws-foundations-benchmark/v/1.2.0"
}
]
},
"WorkflowState":"NEW",
"Workflow":{

"Status":"RESOLVED"
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iy
"RecordState":"ACTIVE",

"FindingProviderFields":{

"Severity":{
"Label":"INFORMATIONAL",
"Original":"INFORMATIONAL"

},

"Types":[
"Software and Configuration Checks/Industry

Standards/CIS AWS Foundations Benchmark"
]

1,
"ProcessedAt":"2023-11-01T14:12:13.436Z2"

PCI.IAM.1 (PCI DSS) B UE#E

"version":"Q",
"id":"12345678-1q2w-3e4r-5t6y-123456789012",
"detail-type":"Security Hub Findings - Imported",
"source":"aws.securityhub",
"account":"111122223333",
"time":"2023-10-27T18:55:597",

"region":"us-west-2",
"resources":[

and Regulatory

"arn:aws:securityhub:us-west-2::product/aws/securityhub/arn:aws:securityhub:us-
west-2:111122223333:subscription/aws-foundational-security-best-practices/v/1.0.0/

Lambda.1/finding/1dd8f2f8-cflb-47c9-a875-8d7387fc9c23"

1,
"detail": {
"findings":[
{

"SchemaVersion":"2018-10-08",

"Id":"arn:aws:securityhub:us-west-2:111122223333:subscription/pci-dss/
v/3.2.1/PCI.IAM.1/finding/3c75f651-6e2e-44f4-8e22-297d5c2d0c8b",
"ProductArn":"arn:aws:securityhub:us-west-2::product/aws/securityhub",

"ProductName":"Security Hub",
"CompanyName" : "AWS",
"Region":"us-west-2",
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"GeneratorId":"pci-dss/v/3.2.1/PCI.IAM.1",
"AwsAccountId":"111122223333",
"Types":[
"Software and Configuration Checks/Industry and Regulatory Standards/
PCI-DSS"
1,
"FirstObservedAt":"2020-10-05T19:18:47.788Z2",
"LastObservedAt":"2023-11-01T14:12:02.4132",
"CreatedAt":"2020-10-05T19:18:47.788Z",
"UpdatedAt":"2023-11-01T14:11:53.720Z",
"Severity":{
"Product":0,
"Label":"INFORMATIONAL",
"Normalized":0,
"Original":"INFORMATIONAL"
I
"Title":"PCI.IAM.1 IAM root user access key should not exist",
"Description":"This AWS control checks whether the root user access key
is available.",
"Remediation":{
"Recommendation":{
"Text":"For information on how to correct this issue, consult the
AWS Security Hub controls documentation.",
"Url":"https://docs.aws.amazon.com/console/securityhub/IAM. 4/
remediation”

iy
"ProductFields":{

"StandardsArn":"arn:aws:securityhub:::standards/pci-dss/v/3.2.1",
"StandardsSubscriptionArn":"arn:aws:securityhub:us-
west-2:111122223333:subscription/pci-dss/v/3.2.1",
"ControlId":"PCI.IAM.1",
"RecommendationUrl":"https://docs.aws.amazon.com/console/securityhub/
IAM.4/remediation",
"RelatedAWSResources:0/name":"securityhub-iam-root-access-key-
check-67cbblc4",
"RelatedAWSResources:0/type":"AWS: :Config: :ConfigRule",
"StandardsControlArn":"arn:aws:securityhub:us-
west-2:111122223333:control/pci-dss/v/3.2.1/PCI.IAM.1",
"aws/securityhub/ProductName":"Security Hub",
"aws/securityhub/CompanyName":"AWS",
"Resources:0/Id":"arn:aws:iam::111122223333:root",
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"aws/securityhub/FindingId":"arn:aws:securityhub:us-west-2::product/
aws/securityhub/arn:aws:securityhub:us-west-2:111122223333:subscription/pci-dss/
v/3.2.1/PCI.IAM.1/finding/3c75f651-6e2e-44f4-8e22-297d5¢c2d0c8b"

I
"Resources": [
{
"Type":"AwsAccount",
"Id":"AWS::::Account:111122223333",
"Partition":"aws",
"Region":"us-west-2"
}
1,

"Compliance":{
"Status":"PASSED",
"RelatedRequirements": [

"PCI DSS 2.1",

"PCI DSS 2.2",

"PCI DSS 7.2.1"
1,
"SecurityControlId":"IAM.4",
"AssociatedStandards": [

{

"StandardsId":"standards/pci-dss/v/3.2.1"

I
"WorkflowState":"NEW",
"Workflow": {
"Status" :"RESOLVED"
I
"RecordState":"ACTIVE",
"FindingProviderFields":{
"Severity":{
"Label":"INFORMATIONAL",
"Original":"INFORMATIONAL"
I
"Types":[
"Software and Configuration Checks/Industry and Regulatory
Standards/PCI-DSS"
]
},
"ProcessedAt":"2023-11-01T14:12:05.950Z"
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CISv1.2.0 1.2 |IAM.5
CISv1.2.0 1.3 |1AM.8
CISv1.2.0 1.4 |1AM.3
CISv1.2.0 1.5 IAM.11
CISv1.2.0 1.6 IAM.12
CISv1.2.0 1.7 IAM.13
CISv1.2.0 1.8 IAM.14
CISv1.2.0 1.9 IAM.15
CISv1.2.0 1.10 IAM.16
CISv1.2.0 1.11 IAM.17
CISv1.2.0 1.12 |1AM.4
CISv1.2.0 1.13 I1AM.9
CISv1.2.0 1.14 IAM.6
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CIS v1.2.0 2.2 CloudTrail .4
CISv1.2.0 2.3 CloudTrail.6
CISv1.2.0 24 CloudTrail.5
CISv1.2.0 2.5 Config.1
CISv1.2.0 2.6 CloudTrail.7
CIS v1.2.0 2.7 CloudTrail.2
CIS v1.2.0 2.8 KMS.4
CISv1.2.0 29 EC2.6
CISv1.2.0 3.1 CloudWatch.2
CISv1.2.0 3.2 CloudWatch.3
CISv1.2.0 3.3 CloudWatch.1
CISv1.2.0 3.4 CloudWatch.4
CISv1.2.0 3.5 CloudWatch.5
CISv1.2.0 3.6 CloudWatch.6

AWS Security Hub 307


https://docs.aws.amazon.com/securityhub/latest/userguide/iam-controls.html#iam-2
https://docs.aws.amazon.com/securityhub/latest/userguide/iam-controls.html#iam-18
https://docs.aws.amazon.com/securityhub/latest/userguide/iam-controls.html#iam-1
https://docs.aws.amazon.com/securityhub/latest/userguide/cloudtrail-controls.html#cloudtrail-1
https://docs.aws.amazon.com/securityhub/latest/userguide/cloudtrail-controls.html#cloudtrail-4
https://docs.aws.amazon.com/securityhub/latest/userguide/cloudtrail-controls.html#cloudtrail-6
https://docs.aws.amazon.com/securityhub/latest/userguide/cloudtrail-controls.html#cloudtrail-5
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https://docs.aws.amazon.com/securityhub/latest/userguide/cloudwatch-controls.html#cloudwatch-6
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https://docs.aws.amazon.com/securityhub/latest/userguide/cloudwatch-controls.html#cloudwatch-10
https://docs.aws.amazon.com/securityhub/latest/userguide/cloudwatch-controls.html#cloudwatch-11
https://docs.aws.amazon.com/securityhub/latest/userguide/cloudwatch-controls.html#cloudwatch-12
https://docs.aws.amazon.com/securityhub/latest/userguide/cloudwatch-controls.html#cloudwatch-13
https://docs.aws.amazon.com/securityhub/latest/userguide/cloudwatch-controls.html#cloudwatch-14
https://docs.aws.amazon.com/securityhub/latest/userguide/cloudwatch-controls.html#cloudwatch-15
https://docs.aws.amazon.com/securityhub/latest/userguide/cloudwatch-controls.html#cloudwatch-16
https://docs.aws.amazon.com/securityhub/latest/userguide/cloudwatch-controls.html#cloudwatch-17
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H PR A TR A

ID)
AWS Bl Z £ R{EREK CodeBuild.1 CodeBuild.1
AWS EflZ £ KIERE CodeBuild.2 CodeBuild.2
AWS Efi 2 £ HEXK CodeBuild.3 CodeBuild.3
AWS Bt 2 HEXK CodeBuild.4 CodeBuild.4
AWS EfiZ 2 HEXREK CodeBuild.5 CodeBuild.5
AWS Bt %4 BiERE Config.1 Config.1
AWS Eftl 2L & EREK DMS.1 DMS.1
AWS Eiit Z £ HiEXEk DMS.6 DMS.6
AWS Eiit &£ H{EXEk DMS.7 DMS.7
AWS Bt Z £ HEKEK DMS.8 DMS.8
AWS Bt L& HEKEK DMS.9 DMS.9
AWS EfiZ 2 HESRER DocumentDB.1 ~ DocumentDB.1
AWS Eiit & & HEREK DocumentDB.2 ~ DocumentDB.2
AWS EMiZ 2 HESRER DocumentDB.3  DocumentDB.3
AWS Eit & & HEREK DocumentDB.4  DocumentDB.4
AWS Eit & & HERK DocumentDB.5  DocumentDB.5
AWS EfiZ 2 HEXREK DynamoDB.1 DynamoDB. 1
AWS EfiZ 2 HEREK DynamoDB.2 DynamoDB.2
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https://docs.aws.amazon.com/securityhub/latest/userguide/codebuild-controls.html#codebuild-1
https://docs.aws.amazon.com/securityhub/latest/userguide/codebuild-controls.html#codebuild-2
https://docs.aws.amazon.com/securityhub/latest/userguide/codebuild-controls.html#codebuild-3
https://docs.aws.amazon.com/securityhub/latest/userguide/codebuild-controls.html#codebuild-4
https://docs.aws.amazon.com/securityhub/latest/userguide/codebuild-controls.html#codebuild-5
https://docs.aws.amazon.com/securityhub/latest/userguide/config-controls.html#config-1
https://docs.aws.amazon.com/securityhub/latest/userguide/dms-controls.html#dms-1
https://docs.aws.amazon.com/securityhub/latest/userguide/dms-controls.html#dms-6
https://docs.aws.amazon.com/securityhub/latest/userguide/dms-controls.html#dms-7
https://docs.aws.amazon.com/securityhub/latest/userguide/dms-controls.html#dms-8
https://docs.aws.amazon.com/securityhub/latest/userguide/dms-controls.html#dms-9
https://docs.aws.amazon.com/securityhub/latest/userguide/documentdb-controls.html#documentdb-1
https://docs.aws.amazon.com/securityhub/latest/userguide/documentdb-controls.html#documentdb-2
https://docs.aws.amazon.com/securityhub/latest/userguide/documentdb-controls.html#documentdb-3
https://docs.aws.amazon.com/securityhub/latest/userguide/documentdb-controls.html#documentdb-4
https://docs.aws.amazon.com/securityhub/latest/userguide/documentdb-controls.html#documentdb-5
https://docs.aws.amazon.com/securityhub/latest/userguide/dynamodb-controls.html#dynamodb-1
https://docs.aws.amazon.com/securityhub/latest/userguide/dynamodb-controls.html#dynamodb-2
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https://docs.aws.amazon.com/securityhub/latest/userguide/dynamodb-controls.html#dynamodb-3
https://docs.aws.amazon.com/securityhub/latest/userguide/dynamodb-controls.html#dynamodb-4
https://docs.aws.amazon.com/securityhub/latest/userguide/dynamodb-controls.html#dynamodb-6
https://docs.aws.amazon.com/securityhub/latest/userguide/ec2-controls.html#ec2-1
https://docs.aws.amazon.com/securityhub/latest/userguide/ec2-controls.html#ec2-2
https://docs.aws.amazon.com/securityhub/latest/userguide/ec2-controls.html#ec2-3
https://docs.aws.amazon.com/securityhub/latest/userguide/ec2-controls.html#ec2-4
https://docs.aws.amazon.com/securityhub/latest/userguide/ec2-controls.html#ec2-6
https://docs.aws.amazon.com/securityhub/latest/userguide/ec2-controls.html#ec2-7
https://docs.aws.amazon.com/securityhub/latest/userguide/ec2-controls.html#ec2-8
https://docs.aws.amazon.com/securityhub/latest/userguide/ec2-controls.html#ec2-9
https://docs.aws.amazon.com/securityhub/latest/userguide/ec2-controls.html#ec2-10
https://docs.aws.amazon.com/securityhub/latest/userguide/ec2-controls.html#ec2-12
https://docs.aws.amazon.com/securityhub/latest/userguide/ec2-controls.html#ec2-13
https://docs.aws.amazon.com/securityhub/latest/userguide/ec2-controls.html#ec2-14
https://docs.aws.amazon.com/securityhub/latest/userguide/ec2-controls.html#ec2-15
https://docs.aws.amazon.com/securityhub/latest/userguide/ec2-controls.html#ec2-16
https://docs.aws.amazon.com/securityhub/latest/userguide/ec2-controls.html#ec2-17
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https://docs.aws.amazon.com/securityhub/latest/userguide/ec2-controls.html#ec2-18
https://docs.aws.amazon.com/securityhub/latest/userguide/ec2-controls.html#ec2-19
https://docs.aws.amazon.com/securityhub/latest/userguide/ec2-controls.html#ec2-20
https://docs.aws.amazon.com/securityhub/latest/userguide/ec2-controls.html#ec2-21
https://docs.aws.amazon.com/securityhub/latest/userguide/ec2-controls.html#ec2-22
https://docs.aws.amazon.com/securityhub/latest/userguide/ec2-controls.html#ec2-23
https://docs.aws.amazon.com/securityhub/latest/userguide/ec2-controls.html#ec2-24
https://docs.aws.amazon.com/securityhub/latest/userguide/ec2-controls.html#ec2-25
https://docs.aws.amazon.com/securityhub/latest/userguide/ec2-controls.html#ec2-28
https://portal.aws.amazon.com/securityhub/latest/userguide/ec2-controls.html#ec2-51
https://docs.aws.amazon.com/securityhub/latest/userguide/ecr-controls.html#ecr-1
https://docs.aws.amazon.com/securityhub/latest/userguide/ecr-controls.html#ecr-2
https://docs.aws.amazon.com/securityhub/latest/userguide/ecr-controls.html#ecr-3
https://docs.aws.amazon.com/securityhub/latest/userguide/ecs-controls.html#ecs-1
https://docs.aws.amazon.com/securityhub/latest/userguide/ecs-controls.html#ecs-2
https://docs.aws.amazon.com/securityhub/latest/userguide/ecs-controls.html#ecs-3
https://docs.aws.amazon.com/securityhub/latest/userguide/ecs-controls.html#ecs-4
https://docs.aws.amazon.com/securityhub/latest/userguide/ecs-controls.html#ecs-5
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https://docs.aws.amazon.com/securityhub/latest/userguide/ecs-controls.html#ecs-8
https://docs.aws.amazon.com/securityhub/latest/userguide/ecs-controls.html#ecs-9
https://docs.aws.amazon.com/securityhub/latest/userguide/ecs-controls.html#ecs-10
https://docs.aws.amazon.com/securityhub/latest/userguide/ecs-controls.html#ecs-12
https://docs.aws.amazon.com/securityhub/latest/userguide/efs-controls.html#efs-1
https://docs.aws.amazon.com/securityhub/latest/userguide/efs-controls.html#efs-2
https://docs.aws.amazon.com/securityhub/latest/userguide/efs-controls.html#efs-3
https://docs.aws.amazon.com/securityhub/latest/userguide/efs-controls.html#efs-4
https://docs.aws.amazon.com/securityhub/latest/userguide/eks-controls.html#eks-1
https://docs.aws.amazon.com/securityhub/latest/userguide/eks-controls.html#eks-2
https://docs.aws.amazon.com/securityhub/latest/userguide/eks-controls.html#eks-8
https://docs.aws.amazon.com/securityhub/latest/userguide/elasticache-controls.html#elasticache-1
https://docs.aws.amazon.com/securityhub/latest/userguide/elasticache-controls.html#elasticache-2
https://docs.aws.amazon.com/securityhub/latest/userguide/elasticache-controls.html#elasticache-3
https://docs.aws.amazon.com/securityhub/latest/userguide/elasticache-controls.html#elasticache-4
https://docs.aws.amazon.com/securityhub/latest/userguide/elasticache-controls.html#elasticache-5
https://docs.aws.amazon.com/securityhub/latest/userguide/elasticache-controls.html#elasticache-6
https://docs.aws.amazon.com/securityhub/latest/userguide/elasticache-controls.html#elasticache-7
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AWS EMiR 2 RERER ElasticBe ElasticBeanstalk.1
anstalk.1

AWS EMiZ 2 HERER ElasticBe ElasticBeanstalk.2
anstalk.2

AWS Eiit & & HERK ElasticBe ElasticBeanstalk.3
anstalk.3

AWS Bz e RETE ELB.1 ELB.1

AWS Eff % & HEXE ELB.2 ELB.2

AWS Ef %4 HiE X ELB.3 ELB.3

AWS Eif %4 HiEXE ELB.4 ELB.4

AWS Eifi % £ R{EKEk ELB.5 ELB.5

AWS Ef 24 B{ERE ELB.6 ELB.6

AWS Ef 24 R{EXE ELB.7 ELB.7

AWS Ef 24 REXE ELB.8 ELB.8

AWS Ef 24 R{EXE ELB.9 ELB.9

AWS Bl Z £ R{EREK ELB.10 ELB.10

AWS EitlZ £ K{ERE ELB.12 ELB.12

AWS Bt 2 £ HREXEK ELB.13 ELB.13

AWS Bt 2 HEXK ELB.14 ELB.14
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https://docs.aws.amazon.com/securityhub/latest/userguide/elasticbeanstalk-controls.html#elasticbeanstalk-1
https://docs.aws.amazon.com/securityhub/latest/userguide/elasticbeanstalk-controls.html#elasticbeanstalk-2
https://docs.aws.amazon.com/securityhub/latest/userguide/elasticbeanstalk-controls.html#elasticbeanstalk-3
https://docs.aws.amazon.com/securityhub/latest/userguide/elb-controls.html#elb-1
https://docs.aws.amazon.com/securityhub/latest/userguide/elb-controls.html#elb-2
https://docs.aws.amazon.com/securityhub/latest/userguide/elb-controls.html#elb-3
https://docs.aws.amazon.com/securityhub/latest/userguide/elb-controls.html#elb-4
https://docs.aws.amazon.com/securityhub/latest/userguide/elb-controls.html#elb-5
https://docs.aws.amazon.com/securityhub/latest/userguide/elb-controls.html#elb-6
https://docs.aws.amazon.com/securityhub/latest/userguide/elb-controls.html#elb-7
https://docs.aws.amazon.com/securityhub/latest/userguide/elb-controls.html#elb-8
https://docs.aws.amazon.com/securityhub/latest/userguide/elb-controls.html#elb-9
https://docs.aws.amazon.com/securityhub/latest/userguide/elb-controls.html#elb-10
https://docs.aws.amazon.com/securityhub/latest/userguide/elb-controls.html#elb-12
https://docs.aws.amazon.com/securityhub/latest/userguide/elb-controls.html#elb-13
https://docs.aws.amazon.com/securityhub/latest/userguide/elb-controls.html#elb-14
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https://docs.aws.amazon.com/securityhub/latest/userguide/elb-controls.html#elb-16
https://docs.aws.amazon.com/securityhub/latest/userguide/elb-controls.html#elb-1
https://docs.aws.amazon.com/securityhub/latest/userguide/emr-controls.html#emr-1
https://docs.aws.amazon.com/securityhub/latest/userguide/emr-controls.html#emr-2
https://docs.aws.amazon.com/securityhub/latest/userguide/es-controls.html#es-1
https://docs.aws.amazon.com/securityhub/latest/userguide/es-controls.html#es-2
https://docs.aws.amazon.com/securityhub/latest/userguide/es-controls.html#es-3
https://docs.aws.amazon.com/securityhub/latest/userguide/es-controls.html#es-4
https://docs.aws.amazon.com/securityhub/latest/userguide/es-controls.html#es-5
https://docs.aws.amazon.com/securityhub/latest/userguide/es-controls.html#es-6
https://docs.aws.amazon.com/securityhub/latest/userguide/es-controls.html#es-7
https://docs.aws.amazon.com/securityhub/latest/userguide/es-controls.html#es-8
https://docs.aws.amazon.com/securityhub/latest/userguide/eventbridge-controls.html#eventbridge-3
https://docs.aws.amazon.com/securityhub/latest/userguide/eventbridge-controls.html#eventbridge-4
https://docs.aws.amazon.com/securityhub/latest/userguide/fsx-controls.html#fsx-1
https://docs.aws.amazon.com/securityhub/latest/userguide/guardduty-controls.html#guardduty-1
https://docs.aws.amazon.com/securityhub/latest/userguide/iam-controls.html#iam-1
https://docs.aws.amazon.com/securityhub/latest/userguide/iam-controls.html#iam-2
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https://docs.aws.amazon.com/securityhub/latest/userguide/iam-controls.html#iam-3
https://docs.aws.amazon.com/securityhub/latest/userguide/iam-controls.html#iam-4
https://docs.aws.amazon.com/securityhub/latest/userguide/iam-controls.html#iam-5
https://docs.aws.amazon.com/securityhub/latest/userguide/iam-controls.html#iam-6
https://docs.aws.amazon.com/securityhub/latest/userguide/iam-controls.html#iam-7
https://docs.aws.amazon.com/securityhub/latest/userguide/iam-controls.html#iam-8
https://docs.aws.amazon.com/securityhub/latest/userguide/iam-controls.html#iam-9
https://docs.aws.amazon.com/securityhub/latest/userguide/iam-controls.html#iam-10
https://docs.aws.amazon.com/securityhub/latest/userguide/iam-controls.html#iam-11
https://forums.aws.amazon.com/securityhub/latest/userguide/iam-controls.html#iam-12
https://docs.aws.amazon.com/securityhub/latest/userguide/iam-controls.html#iam-13
https://docs.aws.amazon.com/securityhub/latest/userguide/iam-controls.html#iam-14
https://docs.aws.amazon.com/securityhub/latest/userguide/iam-controls.html#iam-15
https://docs.aws.amazon.com/securityhub/latest/userguide/iam-controls.html#iam-16
https://docs.aws.amazon.com/securityhub/latest/userguide/iam-controls.html#iam-17
https://docs.aws.amazon.com/securityhub/latest/userguide/iam-controls.html#iam-18
https://docs.aws.amazon.com/securityhub/latest/userguide/iam-controls.html#iam-19
https://docs.aws.amazon.com/securityhub/latest/userguide/iam-controls.html#iam-21
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https://docs.aws.amazon.com/securityhub/latest/userguide/iam-controls.html#iam-22
https://docs.aws.amazon.com/securityhub/latest/userguide/kinesis-controls.html#kinesis-1
https://docs.aws.amazon.com/securityhub/latest/userguide/kms-controls.html#kms-1
https://docs.aws.amazon.com/securityhub/latest/userguide/kms-controls.html#kms-2
https://docs.aws.amazon.com/securityhub/latest/userguide/kms-controls.html#kms-3
https://docs.aws.amazon.com/securityhub/latest/userguide/kms-controls.html#kms-4
https://docs.aws.amazon.com/securityhub/latest/userguide/lambda-controls.html#lambda-1
https://docs.aws.amazon.com/securityhub/latest/userguide/lambda-controls.html#lambda-2
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https://docs.aws.amazon.com/amazondynamodb/latest/APIReference/API_ListTables.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeAddresses.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeCustomerGateways.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeCustomerGateways.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeEgressOnlyInternetGateways.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeEgressOnlyInternetGateways.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeFlowLogs.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeInstances.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeInternetGateways.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeInternetGateways.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeLocalGatewayRouteTableVirtualInterfaceGroupAssociations.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeLocalGatewayRouteTableVirtualInterfaceGroupAssociations.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeLocalGatewayRouteTableVirtualInterfaceGroupAssociations.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeLocalGateways.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeLocalGatewayVirtualInterfaces.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeLocalGatewayVirtualInterfaces.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeNatGateways.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeNetworkAcls.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeRouteTables.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeSecurityGroups.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeTransitGateways.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeTransitGateways.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeVolumes.html

Amazon Audit Manager ArfEm

X0 AP B A Audit Manager @A fE A it API WR S 3E

ec2_ DescribeVpcs W€ VPC HIIR R,

ec2_ DescribeVpcEndpoints Y £5 VPC iR T YR BB

ec2_ DescribeVpcPeering W& VPN EERRE,
Connections

ec2_ DescribeVpnConnect W& VPN EERRE,
ions

ec2_ DescribeVpnGateways W R RE BT A <A R BR

ec2_ GetEbsDefaultKmsKeyld — F &£ 2 51 XS WK EERIA AWS KMS key B9 EBS AWS Ik~ N

TRER,
ec2_ GetEbsEncryptionBy BERY XA AWS k- 2EBINEA T EBS %,
Default
ecs_ DescribeClusters WEE ECS & MR,

eks_ DescribeAddonVersions  UXEER INLE 4 AR A< HY 1R AR,

elasticache DescribeC IWETTIBE LB IRE,
acheClusters

elasticache DescribeS I EE Amazon BRS E#EY R ER ElastiCache,
erviceUpdates

RS DescribeA IWEERHY Amazon EFS #EA KBV RE AWS K.
ccessPoints

S RS DescribeF W EE Amazon EFS XHRSEHI R,

ileSystems

g8 1 21918 v2_ Describel INEERHY AWS Tk F S 19 # 2V TR ER .

oadBalancers

AWS API A 332


https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeVpcs.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeVpcEndpoints.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeVpcPeeringConnections.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeVpcPeeringConnections.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeVpnConnections.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeVpnConnections.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeVpnGateways.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_GetEbsDefaultKmsKeyId.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_GetEbsEncryptionByDefault.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_GetEbsEncryptionByDefault.html
https://docs.aws.amazon.com/AmazonECS/latest/APIReference/API_DescribeClusters.html
https://docs.aws.amazon.com/eks/latest/APIReference/API_DescribeAddonVersions.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_DescribeCacheClusters.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_DescribeCacheClusters.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_DescribeServiceUpdates.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_DescribeServiceUpdates.html
https://docs.aws.amazon.com/efs/latest/ug/API_DescribeAccessPoints.html
https://docs.aws.amazon.com/efs/latest/ug/API_DescribeAccessPoints.html
https://docs.aws.amazon.com/efs/latest/ug/API_DescribeFileSystems.html
https://docs.aws.amazon.com/efs/latest/ug/API_DescribeFileSystems.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/APIReference/API_DescribeLoadBalancers.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/APIReference/API_DescribeLoadBalancers.html
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https://docs.aws.amazon.com/elasticloadbalancing/latest/APIReference/API_DescribeSSLPolicies.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/APIReference/API_DescribeSSLPolicies.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/APIReference/API_DescribeTargetGroups.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/APIReference/API_DescribeTargetGroups.html
https://docs.aws.amazon.com/emr/latest/APIReference/API_ListSecurityConfigurations.html
https://docs.aws.amazon.com/emr/latest/APIReference/API_ListSecurityConfigurations.html
https://docs.aws.amazon.com/eventbridge/latest/APIReference/API_ListConnections.html
https://docs.aws.amazon.com/eventbridge/latest/APIReference/API_ListEventBuses.html
https://docs.aws.amazon.com/eventbridge/latest/APIReference/API_ListEventSources.html
https://docs.aws.amazon.com/eventbridge/latest/APIReference/API_ListRules.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_ListDeliveryStreams.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_ListDeliveryStreams.html
https://docs.aws.amazon.com/efs/latest/ug/API_DescribeFileSystems.html
https://docs.aws.amazon.com/guardduty/latest/APIReference/API_ListDetectors.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_GenerateCredentialReport.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_GenerateCredentialReport.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_GetAccountPasswordPolicy.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_GetAccountPasswordPolicy.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_GetAccountSummary.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_ListGroupPolicies.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_ListGroups.html
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https://docs.aws.amazon.com/IAM/latest/APIReference/API_ListOpenIDConnectProviders.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_ListOpenIDConnectProviders.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_ListPolicies.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_ListRoles.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_ListSAMLProviders.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_ListUsers.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_ListVirtualMFADevices.html
https://docs.aws.amazon.com/msk/1.0/apireference/clusters.html#clustersget
https://docs.aws.amazon.com/msk/1.0/apireference/kafka-versions.html#kafka-versionsget
https://docs.aws.amazon.com/kinesis/latest/APIReference/API_ListStreams.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_GetKeyPolicy.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_GetKeyRotationStatus.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_ListKeys.html
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https://docs.aws.amazon.com/lambda/latest/dg/API_ListFunctions.html
https://docs.aws.amazon.com/AmazonRDS/latest/APIReference/API_DescribeDBClusters.html
https://docs.aws.amazon.com/AmazonRDS/latest/APIReference/API_DescribeDBInstances.html
https://docs.aws.amazon.com/redshift/latest/APIReference/API_DescribeClusters.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListBuckets.html
https://docs.aws.amazon.com/sns/latest/api/API_ListTopics.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_ListQueues.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/control-data-sources-api.html#apis-for-custom-control-data-sources
https://docs.aws.amazon.com/AmazonRDS/latest/APIReference/API_DescribeDBInstances.html
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https://docs.aws.amazon.com/audit-manager/latest/userguide/Licensemanager.html
https://docs.aws.amazon.com/license-manager/latest/APIReference/API_ListLicenseConfigurations.html
https://docs.aws.amazon.com/license-manager/latest/APIReference/API_ListAssociationsForLicenseConfiguration.html
https://docs.aws.amazon.com/license-manager/latest/APIReference/API_ListUsageForLicenseConfiguration.html
https://docs.aws.amazon.com/license-manager/latest/APIReference/API_ListLicenseConfigurations.html
https://docs.aws.amazon.com/license-manager/latest/APIReference/API_ListUsageForLicenseConfiguration.html
https://docs.aws.amazon.com/license-manager/latest/APIReference/API_ListAssociationsForLicenseConfiguration.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-concepts.html#cloudtrail-concepts-management-events
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-concepts.html#cloudtrail-concepts-global-service-events
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-concepts.html#cloudtrail-concepts-data-events
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-concepts.html#cloudtrail-concepts-data-events
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObject.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListBuckets.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html
https://docs.aws.amazon.com/general/latest/gr/audit-manager.html
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https://docs.aws.amazon.com/cli/latest/reference/auditmanager/update-settings.html
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_UpdateSettings.html
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_UpdateSettings.html#auditmanager-UpdateSettings-request-kmsKey
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/create-keys.html
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HEAERERS. ZAIEEERFLBIHRE A ERERBINERKS PABNEHBIEEM.

MBHESATER , WEHHRBEFHHRBEEKFF, EXHBEILT , BINEBUKINERER
R £ CloudTrail Lake Fah il BREHHUIE 4.

WEEBESRLEN , THREKATKBISIEHBERFE. BRIAEIZHEEAKS,

J& , Audit Manager 2@ 2B RFERANEHHIERE, B2 , MEEZTHERREANSESHRIER
fif , CloudTrail Lake 4R 3 B4 B F M7 £ 17608 KA

R BR

HIEBER Audit Manager WEREEAKFH , ZEKFNBEFEBIR. IRERREREEAR
TR EREIE M ERBPITZES , RAEBBRIKS ., TieWMiasX , BEALE Audit

EREER (U5) o


https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_org.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_org.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_org_support-all-features.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/setup-recommendations.html#securityhub-recommendations
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/query-eds-disable-termination.html

Amazon Audit Manager ArfEm

Manager 2§ & FIRITLIHIRE, RE , BAILIFEA Audit Manager I2EHIMIER APl B¥EZ —. BX
A AR BRIRER SR |, BSFEIMIBR Audit Manager EiE.

B8l , Audit Manager T REMBRIFIEZREE ANIERENIED, R , SENEEK S BUEEM
Audit Manager B} , RINSEBUEEMBR XN S EZERNEE R K #HTEE,

B Audit Manager FERLMNALANEZEREERRBNBRAAR , FSH ZXEEAM AWS
Organizations BB HE,

A Audit Manager BN EILEE R K~

BRI T AR EENERENEZREEAKTRE.

AMEREER

BT LABE A Audit Manager ##]&. AWS Command Line Interface (AWS CLI) 3 Audit Manager API

NMEREER,

(® Note

£ Audit Manager iRBEHRRMEZRLEER G , BNERKF L EBTE Audit Manager 6122
Han, s N TFERKFUENEANETEN | EFEREREFL, Audit Manager &
R GHMBZEREEAKS, , R REBEAL TN EKS,,

Audit Manager console
RINEREER (2FH&)
1. EERREET+H , RIAEZEREERID
2. EZEREEAKF DT , MAZREEANIK, ID,
3. ERZER.

AWS CLI

FMEHEER (AWS CLI)

JZ1T register-organization-admin-account fi 5 ¥ --admin-account-id SBIEEEREE
A

RIK 7 1D,
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FEUATREIP |, FraparBRHNEEBESHER.

aws auditmanager register-organization-admin-account --admin-account-id 111122223333

Audit Manager API
WMHBNERREERA (API)

1@ A RegisterOrganizationAdminAccount ¥4} A adminAccountld Z2¥IEEZEREE A KK
IDo

METHEELZEE | BERENE—4E | £ Audit Manager AP SZHFEEZRNE. Hda
BEXNMMAESETIESMN AWS SDK RERILIREMSHBER.,

FREREER

EAILABE A Audit Manager ##l&. AWS Command Line Interface (AWS CLI) 2 Audit Manager API
BEHEREEA,

/A Warning

FUEREELAR , BAUSZFRIZAEHNZEREEAKS TRENIERE. BR , Audit
Manager £F L WS EFEM B BN EREERAKS,.

Audit Manager console
FULHANEREER (#2F8)
1. (W) MRLYFEREER (KF A) BRATIERERSE , BRITUTERES !

RS B oBAFNEREER 281 , FEAKS A EF3 Audit Manager FZFEHE
B R

ZRHIFEERIFIABINERKS A BRILREEXRENCIENSHEERE®E. NREXRTR
LB MK A %74 E| CloudTrail Lake H FHIMIBRE4HERE®E. BN , SHHEE
FHHREBEKS A | HHE=4 CloudTrail Lake 12# 2% B

2. NERRERTFF , RAZXEERATD , REEAEBR,
3. HEHIMBHEOSR  EEBERIITHEIA,
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https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_RegisterOrganizationAdminAccount.html
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_RegisterOrganizationAdminAccount.html#auditmanager-RegisterOrganizationAdminAccount-request-adminAccountId
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/query-eds-disable-termination.html

Amazon Audit Manager ArfEm
4, BEEREEAKS DT, MAFTNEREERKSH ID,
5 &EERER.

AWS CLI
FraaZ Bl
MREFMEREER (KF A) BATIERERS , BITUTEEES !
RS B oBEAFTNEREER 2B , FTEARKS A B5F3 Audit Manager # 2 RIEFEE KR,

EHIIFEEHRIFSBIMERKS, A BHIERERSNUIENSEHEREERE, WRERTRILTE ,
MK A 5% Z CloudTrail Lake HFFIMIBREHLTEEFE, BN , E4HREFESRBEKS,
AR HBKEEF 4 CloudTrail Lake fFE % A,

FHHNEREER (AWS CLI)

B% , £/ --admin-account-id #0217 deregister-organization-admin-account @5 %K 8 E

HNEEEEANIKS ID,

EUTRA G | Frattr BN EECNEER,

aws auditmanager deregister-organization-admin-account --admin-account-
id 111122223333

AR, A --admin-account-id ZHUZ1T register-organization-admin-account 5 % K18 E#

MEFEEERNIKS D,

FEUUTROIG | Freant BN EECHER.
aws auditmanager register-organization-admin-account --admin-account-id 444455556666

Audit Manager API
Fraa Al
MRALFMEREER (K A) BRATIERERS , BWITUTEERES !

ENKF B oRAFHNEREEAZH , BEEAKS A &% E Audit Manager #Z R REEHKES.
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EHIIEEHRIFSBIMERKS, A BHIERERSNAUIENSEHEREEE, IRERTHRILTE ,
MK A 5% F CloudTrail Lake HFIMIBREHHERFE, BN , EH4HREFEESRBZEKS,
AR HKEEF 4 CloudTrail Lake fFE % A,

EUHAINEREER (API)

B 5t , WA DeregisterOrganizationAdminAccount 24EH A adminAccountld SIS E LRI E T
EERMNKS, ID.

M Ja , WA RegisterOrganizationAdminAccount 43 £/ adminAccountld Z¥IEEMMNERLE
ERANKF 1D,

METHMEZEE | HERIEMNE 4 , £ Audit Manager API SZFREEZSAE, HFE
RAEXMAEZEETIESH AWS SDK RERILIREMSHIES,

BREXEER
AT LAE A Audit Manager ##1&. AWS Command Line Interface (AWS CLI) =X Audit Manager API

BREREER,

/A Warning

BREREELAR , BUMUREHE A EZEZREE LK, TIRENIERE, B2 , Audit
Manager 2= L WEIEEHFHEMMNE BNZEREE AR,

Audit Manager console
BRIUMNEREER (12HA)
1. (i) MRYEREERABA TILREERS , BRITATEEES :
BRYIELEE A KF B XE Audit Manager H ERUEEERER.

BRIREERFSBINREAILEERFNEREKS PRV SHEEFE. NIRRT
WRARTH , WEREERAK, SLHERA CloudTrail Lake Failfl lREHHEFE. &N ,
EHBEFHEBRETHK, B |, L4 CloudTrail Lake Fi& A

2. MNERRERTFF , RAZXEEAHTD , REEAEBR,
3. HEHIMBHEOF , EEBEREITHIA.
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AWS CLI
gzl
NREMEREERABATIERERSE , BITUTEEES !
BRYERLEERKFZFE Audit Manager AEZEFIEREERK .

ERIREERFSBEINERE AL EERSNEEKFPRENE4BERE. NRETEKRT
K, WEEEERKF %A CloudTrail Lake FIMIBREHHIEFE. BN , SHBEE®H Y
REBEEHKF G | L4 CloudTrail Lake EiE % A,

BRYUBMWEILEER (AWS CLI)

11T deregister-organization-admin-account Ts S H A --admin-account-id SHIEEERE
HEAMIKF ID,

EUTREIF , FrapsnBRANEEBESHEER.

aws auditmanager deregister-organization-admin-account --admin-account-
id 111122223333

Audit Manager API
FF 482 Bl
NRHFMZEREERABATIERERSE , BIITUTERES !
BRYFZLEE K, EFE Audit Manager HEZRIEREE S

ERILREEXRFCEIMNEREALEERRFNEEKS PRIRNSARERFE, MRESTRARET
B, WEREERWKS LHERA CloudTrail Lake FEIMIBRSHEHEFE. BN , BA4BEFEN
REBEHEIKSF |, HMYE™4 CloudTrail Lake &3t .

BERINNEREER (API)

T8 A DeregisterOrganizationAdminAccount #4E3#H adminAccountld Z#iE EZ £ EE R AIIK
7 1D,

METHELZEE | BERENE—4E | £ Audit Manager AP SZHFEEZRNE. HFa
RAEXMAEZETIESHN AWS SDK FEAILIRENSHINER,

EREER (&) 346


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/query-eds-disable-termination.html
https://docs.aws.amazon.com/cli/latest/reference/auditmanager/deregister-organization-admin-account.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/query-eds-disable-termination.html
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_DeregisterOrganizationAdminAccount.html
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_DeregisterOrganizationAdminAccount.html#auditmanager-DeregisterOrganizationAdminAccount-request-adminAccountId

Amazon Audit Manager ArfEm

AWS Config ( Al )

&) LA AP Audit Manager M AWS Config FIREBZEXI, B AWS Config /5 , Audit Manager 7]
BB E#M AWS Config FIREMNKREL R , UERBRZSRZHRE, BIMNEWEE Audit
Manager H /5 F| AWS Config , AIRBHRIEAR,

E/FH AWS Config , iR BB AWS Config LA ZI1ZRSS. B<{1/5 A AWS Config #9148 |, &
2@ AWS Config FF X A RIEEEFHIRE AWS Config.

Security Hub ( A% )

EA LA f¥F Audit Manager § A XS HARHER AWS Security Hub & %3, B Security Hub
J& , Audit Manager B BAE#M Security Hub B3 Z2 R EBL R RBRBRZLSMRBWRE, RIE
W B A Security Hub , AfE7E Audit Manager FIRE&EAR,

E 3 A Security Hub , %% /5 A Security Hub A3 2% RS . BxMJE A Security Hub BYi{87 |
S Security Hub FIF 8B MIRE Security HUbAWS Security Hubo

M AWS Audit Manager

MRAFREEMEA Audit Manager , NI TTAERHERS. A Audit Manager f& , &5& 7 BUE R M BRFFE
B

RIANBERT , HEEH Audit Manager Bt , ZREBEF2EBIR. SHIIEHESNEZAERER
F, BHHEM Audit Manager BIR ( BEEN, BENEHNEENER ) FERHRE , IREN
SREH S A Audit Manager , NIIXERFFHAIH, BEXABEBENESERE , BSRAERPHHER
#o

0 R %R M BREAE , Audit Manager &M BRFFEIEREIIE AR EIZEMFTE Audit Manager BR (2
BN, BEMEBGNBENIESR ) . ZNFAEREFEREA Audit Manager 58t XIMIBR.

/A Warning
- 2H Audit Manager f5 , &85 R PR FF S | H B ZRS B BRETAIE N AU
. BRIEEFZ A Audit Manager , BNETEH B RFZHFHEMAS,

- MIBRFIEEIER —TUKAMIRE, WRERENKEFH B Audit Manager , MR HEIEH
TERE,
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IETILAE A Audit Manager ##%]A&. AWS Command Line Interface (AWS CLI) 2 Audit Manager API
£ /A Audit Manager,

Audit Manager console
A Audit Manager ( #2418 )

1. MNEHREZETFH , HEEA AWS Audit Manager #7'»
2. 1%&3#%F Disable (2 Amazon Macie).
3. EHRHEOF  EELYINBERFERE

a. EHEYHFNIERE , HEEZEA Audit Manager,
b. EERHENERE , BRITUATHR .

i EEEUHLURENRE T E.

i. EFEARIANBESFRE , EXABBRMERE, LERFIBRESNEZAE
REBWE , HTLRBEREHEHM Audit Manager &R

i. EMBREREIE , BHIT S MBRATE BIE,
iv. EFEEA , REIEEZA Audit Manager LEIAERHIER

AWS CLI
FFig 2w

£ Audit Manager Z &1 , 13,‘3_JL)\J_1T update-settings I HRKIRE BN HKIERFHKE. KA
BT , Audit Manager 2R B RN EKIE. WREBFERBBREIE , HFEA --deregistration-
policy ¥ deleteResources HIZERN ALL,

aws auditmanager update-settings --deregistration-policy deleteResources=ALL

ZH Audit Manager (AWS CLI)

LR ERFEA Audit Manager BY , 1217 deregister-account 5%

aws auditmanager deregister-account

Audit Manager API

FT a2 |l
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2 A Audit Manager 281 , A LAEA UpdateSettings APl RERIRB HIEMBIBEE R, 2K
AER T | Audit Manager 2R BENEIE. WREBHBREIE , 7TLAE A DeregistrationPolicy /&
MRS SR BR SRR B AR

2 Audit Manager (API)

IR HERFEZEH Audit Manager B |, &8 A DeregisterAccount #4E,

METHEZER , BERBRIIENE—$E , £ Audit Manager API Z2ZHRIEEZHE, HHPE
& AEER—NMEEEBESH AWS T AT ESHERARENSHNER,
£2 /A Audit Manager 2 B NHEEHE A

# % Audit Manager RS £ HZB S BN Audit Manager REAFAF . BXESELR , ESHRIE
B AWS Audit Manager,

@ Tip
o MRBREEA Audit Manager BIEZRMIBREIE | M AME B BIFBHEMIBRE T EE S A%k
%, BELHAENRIER  XTAESEKEIEtRNE, B2 , itz , AL ZEE
#1/3 A Audit Manager. EFZERT , BIESEEE — /Dt BHIER.
s MREEEA Audit Manager BFHEFR M BREKIE , NEHIE TENFHE A KBRS HE =
IFWEEIERE, MEERFHRAENFENTINRELERE  BRETUHERRT , mMAHE

AT,
iR B

ER LT FEENEFRENITNRE,
£
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RINFITATA (k)

&R LAFE Audit Manager I8 EXTRRY T A EZHRIRRABINFIT AT A

IETILAE A Audit Manager #%]A&. AWS Command Line Interface (AWS CLI) 2 Audit Manager API
BEHIEE,

Audit Manager console
EAI AR LAY AWS IKF BT, W afMERBREERHEM AWS K,
EHENRMINFIT AT ARE (2HE )
1. BEIFMRERD+H , BERUNFIHARTARD , AEEREE.
2. EFMMANFURTEA , BRPFIHATATEKRKS BHRZLHEIRE,
3. EBRRANFUHNARA , BERFUARATERS BEMNZELNEEE,
4. THEBER K EERF.
AWS CLI

EFREHNMIAFITARARE (AWS CLI)

11T update-settings A S H A --default-process-owners SHIEEFITHE A,

EUTROIP |, FretttBRNEBEWER. BEE |, roleType REER PROCESS_OWNER,

aws auditmanager update-settings --default-process-owners
roleType=PROCESS_OWNER, roleArn=arn:aws:iam::111122223333:role/Administrator

Audit Manager API
EHENRMINFITAT ARE (API)

@A UpdateSettings #4EH A defaultProcessOwners SHIEEBIAFiIT T A, B3

=z

& , roleType RgE= PROCESS_OWNER,

BREFURARANESEE , FSRAREEHSNARERD FHFITAFT A
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TNHRE B ( Wik )

ERIFNIREET , Audit Manager ¥F1R & & EIBIEFEH S3 FiEM. It S3 FHEBEMN TN RS
BHR. A LLERE Audit Manager A T 7 1F R &8 Amazon S3 77 .

IETLAE A Audit Manager ###]&. AWS Command Line Interface (AWS CLI) 2 Audit Manager API
BRI E

Audit Manager console

EXREMITNRS BFRRE (28 )

1. EWRERTFF , BITUIRE BInE 0
2. EERIBM Amazon S3 TR , BN THREPERFHEEEN.
3. EBEHM Amazon S3 FEM , FIEFCIRRHY S3 7MW,
4. TRBREE  BERF.
AWS CLI

EH AR5 B AR E (AWS CLI)

1517 update-settings &8 3 HE M --default-assessment-reports-destination S#igE
S3 FE M.

FEUTROIR | Freppp BN EBENER

aws auditmanager update-settings --default-assessment-reports-destination
destinationType=S3,destination=s3://doc-example-destination-bucket

Audit Manager API
EHERNITN R E B FRRE (API)

@A UpdateSettings #EHFE A defaultAssessmentReportsDestination SEIEE S3 FE o

BXRNAEIER S3 F#EENEE |, E58 Amazon S3 AIF IS I B FZMEHE,
NS B R E B IR R
RNEEREIERTNIRE |, RMNBWUERIFITNIRE BEFOUTERE
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B 7

BUGERASITNEAER AWS X 8y S3 FiM. SEEARXEFEBMTNE , Sa9
REFZAUEE 22,000 MEETE, R , SEEABEXEF&EBNTNN , RS 3,500
MEFRBLE .

AWS X1

BHEFRERY (NRERHETHA ) W AWS Xif A0S EHTEN X5 F SR TR E B F5
S3 FEWMITE ., BXRMAER KMS Z4MNLLA , 28 AWS Audit Manager RE , 3z H0
Fo BXWMER S3 FHFEHIHA , iESH AWS Audit ManageriZ & , TR E Bfr. BXRZX
89 Audit Manager X133l , 55 Amazon Web Services —fi#5Z& H ) AWS Audit Manager
v S N BRE

S3 M nE

MB BN IRE BN EER R ERFE A SSE-KMS #{TIRESHMBR (SSE ) , MALEZE
BRI EAN KMS BRSNS LI Audit Manager BB INFREFEEH KMS Z4ATHE ., 40
FE R Audit Manager REFEE KMS 48 , H BEWIENIRE B EHEBRBEE SSE
BFERREM AR A SSE-S3, AXNAIEEA THIEMEN KMS ZAMNHA |, BSEKEM

BiRE,

Bk S3 1748

Audit Manager BHI & X FFEABIK, S3 FMEMBENTMNIRE BAR. AUAER AWS CLI SiHE

—A AWS SDK FEK - EFRBEENITNRE B4R, EREEER , RNBWETEXHEMR. W

REWTERERABKS, S3 FEBENTNRE B, FERUTILR.

« BUABRT , SSXNR ( HIMITNRE ) HEEXTRE AWS IKF FiE. ERIBEER S3 KT
BB RERILERINT A , MEHESE bucket-owner-full-control #rfih R HI 5%k
(ACL ) MK FEANEAFXNRELBH A FEBAEERE.

REXTFZRMSEN , ERNEBWENBRFFEBREHITUTER, HITXLEEXTRREFRE
BWIEEZE RS A EEHBNITNIRE,

- S FHBHNRENRENEEFREBAMEE , MTARRIANNREAE

o AINFHEBEBUBAR AR ZEERHXNRES bucket-owner-full-control ACL

- EAW Audit Manager EEWKF S3 FREMPRXMIRE , BLIFUT S3 FEBREE R IMER
LN IR & B A5 Faraar BB AN EECHER, WRBEFMN Principal TERAFTITENH A
BiIFNBRENAFRAR®, Resource IBEXMIREMNEIKS S3 FHHE,

{
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"Version": "2012-10-17",
"Statement": [

{
"Sid": "Allow cross account assessment report publishing",
"Effect": "Allow",
"Principal": {
"AWS" :
"arn:aws:iam: :AssessmentOwnerAccountId:user/AssessmentOwnerUserName"
},
"Action": [
"s3:ListBucket",
"s3:PutObject",
"s3:GetObject",
"s3:GetBucketLocation",
"s3:PutObjectAcl",
"s3:DeleteObject"
1,
"Resource": [
"arn:aws:s3:::CROSS-ACCOUNT-BUCKET",
"arn:aws:s3:::CROSS-ACCOUNT-BUCKET/*"
]
}

A ([IE)
Audit Manager AT AR E IR B P IEER Amazon SEBAEBEH, MRMEITH TiZ SNS & , N
£ & % Audit Manager Bf W EE X,

BT LABE A Audit Manager ##]&. AWS Command Line Interface (AWS CLI) 2 Audit Manager API
FEHRE,

Audit Manager console
EHMENBHIRE (#2HE)

1. EFMRERTFH , RIBHAHD.

2. EEAUA SNS £& , BN THAREREREEL M.
3. EQIEH SNS £F , FEEIEHEE,

4. ZREER  EERRE.
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AWS CLI
EHEH B AIEE (AWS CLI)

1217 update-settings S H M --sns-topic SEIEE SNS &,

EUTREIS , FrartrBRNEEEHEES

aws auditmanager update-settings --sns-topic arn:aws:sns:us-east-1:111122223333:my-
assessment-topic

Audit Manager API
FH B AR E (API)

@A UpdateSettings ##4E3# A snsTopic ZEIEE SNS £,

(® Note

IS LAME AR AE SNS £B , th AL FIFO ( £t ) SNS £8, RE Audit Manager
XFM@E FIFO TR AXBEA , BFERIEEENKEINF,

MREBEFEEFEABSHTHEMN Amazon SNS £ , EHMEERE AWS Identity and
Access Management IAM policy. EE & , BAFTFHEEE N A TFMNEBH Amazon BIR
B (ARN) KT, BX IAMHWEZFEE , 2 AWS Audit Manager B 543 8 15 R E 3,

EiF4 7 #R7E Audit Manager FRRABHAINRESIXK , S AWS Audit Manager Y IE A,

BRumBIE Amazon SNS B EER , 55 Amazon SNS AFEEH A 61 Amazon SNS =+
&,

IEEEKRRIRE
FALETFEENENENIRERERE,
£33

. ERERE (T )

. SHB (Tik)
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EfEERER ( L)

BOENBWERRAIEREERS. MREENIIRERHITERER , WLTSALINEE.

FEREUATSREA. ZRATREIERERSFNRS.
BRILEE#RR

BAREBNEERIEEN AWS XiF BRIEREERS. MRER Audit Manager WEREER , B
BRILEEREFUIERALDDFTE KR KF IR,

B RIEEE KR BE R NR

ESFILEERSE , BFEEE CloudTrail Lake R EIZNEEEHHBEEENNR. EFERAZMEE , &
FEEBFHIT CloudTrail Lake EHIRRE, BEXRETUEANNREE RS , BSRATZEEER
7 A 1R o

MREFENRAEMNAL , BERREN AWS EE R, MRERE AWS EER , WA AEFIFAFEAIN
PR 75 BA FHRr EL R A0 2 |IAM policy 5o

BERERILEERSR

WA LAE A Audit Manager ##l&. AWS Command Line Interface (AWS CLI) 2 Audit Manager API
RFEHLAES

Audit Manager console
BERERILEERSR (#F8)

1. £ https://console.aws.amazon.com/auditmanager/home &t 3TFF AWS Audit Manager 3%

Ao

. MNIEBERBRELEDTFF , HIEREERSEIDD.

3. EBEFENRERK  RSEEESE CloudTrail Lake IRUAEEFMENILEEHRB/BNE, R
IR S& A IX LA PR | AT LA il bk SRR 75 B I EL RS A Z) IAM policy o

4. BEERBR.

5. EREHAOF , EFEREA.

AWS CLI

HRE AIEEERES (AWS CLI)
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¥ update-settings S5 --evidence-finder-enabled ¥ —i2iz1T,

aws auditmanager update-settings --evidence-finder-enabled

Audit Manager API
BERERILEERER (API)

@A UpdateSettings ##EH £ A evidenceFinderEnabled %,

METHMEZEE | HERIEMNE 4 , £ Audit Manager API SZFREESHAE, HFaE
EEXUNAESETIES N AWS SDK A ILIREMSHBESR,

HWIANEREE#RSR RS

RXERE , BRILBEEXRSFINUESHBEFRESEE 10 04, —BRIBTEHBERM® A
ML ER WS ASHREFE T,

BRILFEEXRFACBSHEEFRRE , RMNSENUENSHEEFRPEREREI EHFEMIE
7. WBRSBFIHT K HEFELRIBETH.

B LAME A Audit Manager ##]&. AWS CLI, = Audit Manager APl EFIFEE R T H RS
Audit Manager console
EFIURERFOVIIRES (2HA)

1. 1 https://console.aws.amazon.com/auditmanager/home £:3TF AWS Audit Manager 2

=

2. EEMSMERD  EFRE,

3. ERRILEERSE — WET , EF LIRS
BHRSHELW TR
- ERERSFAREA — LE AR ERIEREERSR.

- BEBRERILERERSFE — ENBEREESFHEHBEERENE,
- IERERFEEA — BHBEE#EUE. CUENUERIEREERSS.

IHERERER (A ) 356


https://docs.aws.amazon.com/cli/latest/reference/auditmanager/update-settings.html
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_UpdateSettings.html
https://docs.aws.amazon.com/audit-manager/latest/APIReference/API_UpdateSettings.html#auditmanager-UpdateSettings-request-evidenceFinderEnabled
https://console.aws.amazon.com/auditmanager/home

Amazon Audit Manager ArfEm

BRECHENILEE  AEIENIIRAELQETNSESHREFEESEELR, EENE
EERRABEEEEERTH, EILHE , FREATHNSIERERSR. BR |, HicfE
HEEZRE , FEMBHBEHRTH,

- BEBREAIEFEERSFE — ENBEREEFENRBSHRIERFE,
- IEEERFEHRER — IRERF[EBKAER , SHBEEECHER.

AWS CLI
EE RS REN LFRA (AWS CLI)

A get-settings a8 , HF --attribute ZBIRE N EVIDENCE_FINDER_ENABLEMENT,

aws auditmanager get-settings --attribute EVIDENCE_FINDER_ENABLEMENT

XFHREILLTER :
enablementStatus
EME RIEEERIEFN LIRS,

« ENABLE_IN_PROGRESS — & #E RS HILIEEHK. B EECIEEHBIBEFE#HUIFILIRESE
HEEENA,

« ENABLED — EBRIBEH4MIBEFH AR TIIREERSR. BRINBNWEESF7 X, BE3E48ER
fEEROESRS EWIEREE, FLHE , B ERIERERSS , BEEESEK 28 , HIER
BBIEETT A,

« DISABLE_IN_ PROGRESS — & EREZEHIIIEERES , BN BEREESSNBREGHRIER

it
« DISABLED — BB XAZRIIREEHR:S , HEMBRTEHEEEME, E , BT EEHBEHIL
BEHS.

backfillStatus
LE M & RN RHIEEERN HERRS,

« NOT_STARTED — EIiE KT LA,
« IN_PROGRESS — EHEFE#TH.,. XRZFELXTETH , EAEURTIEREHKENTE,
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« COMPLETED — EEERK. BT ENFEIEFEINEERTLLES,

Audit Manager API
EFIUFEERBFBO LIRS (API)

M GetSettings #4F , 34 attribute Z¥R{EJ EVIDENCE_FINDER_ENABLEMENT, X¥¥
BEIATEER :

enablementStatus
LEHE RIEBEE RSN YIRS,
« ENABLE_IN_PROGRESS - £ E#XRBHIIEEHKRE. B EEBREHBEFE#UIEFIIESE

KEREM,

« ENABLED - ERIBREHHTEFEEHBH TILFEERSE. RIMNBWEEEF 7 X, EFESHEIREEE
EREESRS EWIEERE, EitHE , SuLERIERER:SS  BEEEESRK2E , HIEME
BIRE T A

« DISABLE_IN_PROGRESS — ZE#ERZAIULFEEHRSR , BLENBEREEESHBREH4EIERE
it

« DISABLED - BB KA ZRITEERKES , HAMKR TEHHREERE. tE , BELTEEHS AL
FEERKES.

backfillStatus

bR B R FE R B R R S BPRAS.

« NOT_STARTED FRREIE KR,
« IN_PROGRESS R REHEFHEH#HITH, XEZEFEELXTREETH , EAFRTIEREHENRE.
« COMPLETED RREIERRK., BT EMNAAEIEIENEE TUES,

BXEZEE , B2 Audit Manager APl & f1J evidenceFinderEnablement,

ZRIEERSR

MRETBEERIERERSR , TR EALLIhEE,
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/A Warning
ZRIEEE XS AMBR Audit Manager 8128 CloudTrail Lake EHEEE#. Bt , 8%
ENfEA X, EEZRAUMBEER[LEEFERE , BLMEA AWS Audit Manager , ARG
£ EHEAZRS.

Z R RERRTFRNR

EZXFIIFEERSR , BFEBMER CloudTrail Lake FHIEHBIEFFEBIRIR, BREW LG AR KM
R, ESRAERIEREERFNNR,

MREEEMNRFENMEE , FHRREH AWS FER, WRER AWS BER , WAL EHRE
7= BA i A0 E 1AM policy H,

BRIEERSR

BAILAE A Audit Manager ##1&. AWS Command Line Interface (AWS CLI) 2 Audit Manager API
FKSERUAES -

Audit Manager console
BRIEERSR (2§ 8)

1. 7£ Audit Manager R ETR ERVIEEEKREFER D , BEEMA,
2. EHIMBHBEOR , WA Yes UEHIAZRHIRE,
3. &EFEREHMH,

AWS CLI
= FiEEE R (AWS CLI)

FF update-settings iS5 --no-evidence-finder-enabled ¥ —&£E1T,

aws auditmanager update-settings --no-evidence-finder-enabled

Audit Manager API
ZHIEEEKE (API)

@A UpdateSettings ##EHE A evidenceFinderEnabled 234,
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METHEZER , BERBIIENE—$$E , £ Audit Manager API Z2ZHRIEEZHE, HHPE
REXRIMAEEETIESH AWS SDK FERAIRIEMSHNES,

SHER (Wik)

FIERERF[PETEAN , TUFERERSHIES 2 BE (CSV) XHH., FERAIZEERFE Audit
Manager i TR7ZS H XHHIBRIA S3 7M.

EALAE A Audit Manager ##]&. AWS Command Line Interface (AWS CLI) 2 Audit Manager API
BEHIRE,

/A Important

I&HY S3 FEMLMERFFANRER , XSV CloudTrall IEBEA S HXH, EEFi
W, FREMRELMERE s3: PutObject BENFMME ARN , F4# CloudTrail 59 BRS5 =

B, BATRMT — DRI RO AMRIEER . BRI INE S3 FEBAIURA |,

FHS LA Amazon S3 2§ &R INFE B R,

BREZRT , BERANEH LN S H BRNEERT,

Audit Manager console
BEMENSHBERRE (2F8)

1. MNEREXRBFREETFF , RIS HERBD
2. WEFRLTE—LD :

- MREBERZE S3 FHME  BERBRUBRENIRE.
- MRLEBERRFIRIA S3 FHENE , BREMITIR 3,
3. EEERTHF#SHXMHHN S3 F#E.

o EFENE S3 , NEWEEBIIRPIEER,
- HE , BALBMAUTEINFMHME URI : s3://bucketname/prefix

® Tip
EEENRTEEEHHAESR , BLLN CSV S HMEB— M TEXHR, I
I, BERR URI EFRWEBIBHMN—NRAL (/) M—N81ER ( Bl /
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evidenceFinderCSVExpoxrts ) . S , Audit Manager 4% CSV X R INEZ &
MG EWEESR , MEB Amazon S3 £4E K HIZEIRIEENIKE. BHX Amazon S3
FHIRNEZELR , ESH (Amazon Simple Storage Service FAFER) FHIELL
Amazon S3 ##l & P Ro

4. ZTHRBRER  EERREF.

BXRMAEIE S3 FHAMEIREA , BESH Amazon S3 AFEERHPHBIEF#ENE.
AWS CLI

EFEM S H B FRIRE (AWS CLI)

1Z1T update-settings @83 H M --default-export-destination SHUIEE S3 FHE,

EUTRBIS , FrartrBRNEEEHNEES

aws auditmanager update-settings --default-export-destination
destinationType=S3,destination=s3://doc-example-destination-bucket

BxRWAEIE S3 FHBEIRA , BSH (AWS CLI s 55 E) F Y create-bucket,
Audit Manager API

BTGNS BARRE (API)

@ UpdateSettings #R#EHF A defaultExportDestination SEIEE S3 F#EH.

BRNAIER S3 F#AERREE |, ES % Amazon S3 APl $Z /K CreateBucket,

SHBEMHEERTR
NBREDS I, RNBUERIES HARHATRE.
AWS X3

BHNEFREERE (NRERETHH ) W AWS Xif KA EEHTEN XIiGHETE, BXUNAER
KMS Z4AR91% 88 , S8 Audit Manager BUIENZIRE
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BNk S3 A

Audit Manager £ #| 8 T FHEMEKS S3 FEBIENFHE R, ATER AWS CLI EHF—1
AWS SDK HEEBEKFF#E , EARAER , RINBUEFTEXHFM. WREWTIEZRMERBK
P S3 FRBENSHER , BERUATILR

« MIABRT , S3XIR (il CSV §H ) HEAXIRE AWS IK/™ FrE. ERISMER S3 W KA
BARIREREHRULERINTA , LEHESR bucket-owner-full-control #rEifE#RHI 5%
(ACL ) WIKFEANEAFHFNRBLEHEEBAIEERE,

REXFARVLEN , BBRINEBEVNENBERKFFEBREHRITUTER, #ITXEERTHREM
WATEE R BEHELAMEHEHEFE#HENS B XX,

« S HEHBHONKAENZENEEE#HBEAEE , MARRIANNREAE

s NINFEFEBERBEUABRLEZZNZEEBEHVINIRES bucket-owner-full-control ACL

« ERY Audit Manager XS HBEBIKS, S3 FM#E , BH4IUHUT S3 FREBERBEIINEE
WS HBREER. St BRNEACHNER. RPN Principal TERARITNH
SHMXHNAFHAE®, Resource EEEF X4 FHEIMNEIKS S3 F#M,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "Allow cross account file exports",
"Effect": "Allow",
"Principal": {
"AWS" :
"arn:aws:iam: :AssessmentOwnerAccountId:user/AssessmentOwnerUserName"
b
"Action": [
"s3:ListBucket",
"s3:PutObject",
"s3:GetObject",
"s3:GetBucketLocation",
"s3:PutObjectAcl",
"s3:DeleteObject"
1)
"Resource": [
"arn:aws:s3:::CROSS-ACCOUNT-BUCKET",
"arn:aws:s3:::CROSS-ACCOUNT-BUCKET/*"
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AWS Audit Manager H 89 3& &l

AWS Audit Manager A BU@3S Amazon Simple Notification Service (Amazon SNS) BHE A F 2 14E.

ERETYEHZ—r, Audit Manager 2 ZIEBH :

c FURARAZREHERITFE,
- ZRABFITARARKELFRNEFE,
« FUHARAZRNEFENFE,

FoRFM
£ Audit Manager Fi& & Amazon SNS Bz 8l , BRREETRATSE,

1. MREEZBEER , B1E Amazon SNS HBIE—NEB, BXEHA , 2% Amazon Simple
Notification Service 7F X A R IEEH Y] Amazon SNS E£&,

2. FAEL MR RITEER, flin , MBREEEEXAEEEREA |, NI SMS imiT FiZE
B, SMS iImR2— N EBFESE, EEH%%EM‘H&H&E% , EASEFHRARRITEER, BF
B 44 i S 2 B, T B 44 b 3k

BXEZEE , 55 Amazon Simple Notification Service Developer Guide FH#I A7,

3. (Wi ) MREHEBER AWS Key Management Service (AWS KMS) 3# 17 IR 55 85 3 N 3¢
(SSE) , Mm@ AWS KMS key REEHR RN R. BXEAUEANRIETO , ESHEM N
SNS FFH KMS ZE IR,

£ AWS Audit Manager = B & & &1

RRRIX LS TRIE AWS Audit Manager B EE X,
£ AWS Audit Manager # it & & A

1. ¥ https://console.aws.amazon.com/auditmanager/home 43T FF AWS Audit Manager #£#| & -
2. EEMSMBERYF , EBERE,
3. EEAM-TE) T, EEEATEVELHN SNS £,

- EFEANEER , BNTHREFEETEER.
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- ERIEMEDR , BERCBHTET, X2FEWE Amazon SNS #2F5 , BAUEHFPCIEE
a?io

4. TRILERER  EBRF

@ &

o IEULAERFRE SNS =B, th A LAER FIFO ( E# £ H ) SNS £B, Audit Manager X%
[ FIFO EBMAEEH, B2 , TREARIEEENREIRF.

s MREEEFHESHTHEEMN Amazon SNS £ , XA/ EERH AWS Identity and
Access Management IAM policy. EE4thi% | EATEE R R ITFMNEFH Amazon
BIREWH (ARN) K, BXEZEE , 2 AWS Audit Manager B & 43 8 15 R X R E
I,

HUEHEER

EERENRBNER , FSRAE SRR EERD R RE A F &,
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£ AWS Audit Manager 3t 1T R @ HEE

IO LMER U TE S HEEEER AWS Audit Manager B9 3& 2I#9 8] &,

MRUATERRERZLEINEE , FEELZRFRABERBMAEFE , BERR AWS Support,

£}

o NIPNAMIERERE S B THE

o NIRE EBHE

- BANMEHEREEE

o PEIEREEHE

- ZEFEE R AWS Organizations &) Z g2
- IEEERENEHE

- ERRZEHE

- BARBHE

o RXPRF 5 E B B HEE

XTI AU R U SR B B 1T HEE

ST LA A e TUE L B9 S BSREER Audit Manager 5 & ILRY I FNIE$E UL & (1 L
£

s ROZETIEN , BREFEFTEIMEMTIERE

o RHIENEE M AWS Security Hub R IRES AR EIEE

o BEIENREM AWS Config FIRESRKEITEE

o BREVIENEE M AWS CloudTrail YR FESIIERE

. ROIFNEEWRE AWS AP BN E BRIEILRE

s RVIENEENE — AWS BRSE PIREIERE

- RNIEERETEM B RIFERN , BTHEREIEFENMNE
s EMNBHNELAFBR-— I EEAKFESRETGAL?

s REAERBIUNNTERERES

- BEANBRSABEREXREEFTLXE ?
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o BTN I XK
« REHAT Audit Manager RJE X EH/Z A 7 Audit Manager , JUTE , B ELETHY N A B R EIETE

HEIET PN , BREEFIEMLRE
WREEFREUEMEE | NRTHRESCORIPUETH 24 Mif , REFERBHIR.
BUEREATRE :

1. BREEECIETINEH 24 Met, TNSIETF 24 /DR AIIRE B BHERE,
2. BIREFE A Audit Manager SEREEFEMNIERATS R AWS RS & FTR— AWS X1,

3. MREHLEEFZF AWS Config #1 AWS Security Hub ISR EIEHE , EHR AWS Config
Security Hub {24 & #8 & RIX &R BRI LR, AWS Config M Security Hub 4 R 5 & RELEA
Audit Manager 9[&l — AWS X1,

MREMATEETUPEELERE , BHELRRE-—OBSH , BEFAN LERNWEMEERR,
H YN % B M AWS Security Hub FIRESHIK EULTE
MREZEEE AWS Security Hub MM ENKREIEE , MATERATE—RBES .
AWS Security Hub #1#¢ i& iR %
WMREE S A AWS Security Hub BHiER T REBRELS TR |, WAL S BRI,
EWREC B A Security Hub H RN T AREBEMIRE,

HiAEAN AWS K 89 Security Hub % &
MREFEAEN AWS K , BFREU TSI

- WINBRERKF S A AWS Config H il B %R0 %o
- BWIAZERNKF B A PCIDSS ££#rk,
« WINBTE Security Hub FEITHEHEHRERIIRE.

A —NHELH Security Hub i &
=L

MREAFE Organizations , BRELL T &I :
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- BIAEE NALE A AWS Config HBiL B & IRiC .

- BINZENALNBINRAKS, B PCIDSS 245/,

« IABIE Security Hub FEITH A HBEHRELIRE.

« WINRTE Security Hub A EAKN ZHEEE AKF S&7E Audit Manager R ERAMNZIEEE G K A8
Ei

- WINEREFENELAKF, S AN Security Hub B R IKF .

#& ControlMappingSource F%i A# Security Hub ##4& T EH

£/ Audit Manager AP| 82 B E X248t , AT BUR Security Hub #2438 E I IE R USRI BUEE KR
BRGT, Rk, B8 AEY ID A keywordValue,

MR EE B EHE Security Hub BHHEMREIERE , M AEER ControlMappingSource HiiA
#) keywordValue FIEHESH, keywordValue X K/NE, MR ATFIER , Audit Manager
ATRETTRIRBIZAN ., Hit , AR ERMBRE Z TN EAREIRE,

MEERIER | FEEHEE IR HIEN keywordValue, Security Hub X BFH EHERXTE
E. NARER  FS5E LM Security Hub BHXEFHIR,

AuditManagerSecurityHubFindingsReceiver Amazon EventBridge # 0k

/B B Audit Manager j& , &7 AuditManagerSecurityHubFindingsReceiver WM& B3
£ Amazon EventBridge FeIZH B M. LLHN AR Audit Manager Y& Security Hub B EZE &I
EREHE

MREEFER Security Hub B9 AWS X5 FroR I H /B ALEMN |, N Audit Manager ¥ ERE %
X138 #9 Security Hub AE X,

WMERRILRIZR | EHIE EventBridge 24 & HH#iA
AuditManagerSecurityHubFindingsReceiver SINEEFEH AWS IkF ., MRZAN
FEFEE , BANEBUEEZA Audit Manager EEF B R1ZES. NREBETHROE  HETLLEE
F Audit Manager , i§Bc% AWS Support ZREXVES BY

B Security Hub ®IZ#AR55#H< AWS Config F 1

B EE Audit Manager &M Security Hub 8|2 #BRZ5H5< AWS Config LW EIER. X2 —f
BEXRBNIEE AWS Config A , B Security Hub RS B A MIE4], BE S FEMEBEH N A Eit
32 , Security Hub th FEEH AWS IRE 022X LR SMER AN AYS=Fl, Rt , ABHILIERE
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fBimS2 , UEEFITFNNEYS , XFEEERNZITIUNFITATA. A, EEELEHN IAM
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PN | EA R E AT A,

o, FRREEREETNAAFENNER. BMNEBWFITARAER
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= AWS Support, BXIMAFREEHINE IAM BHNEZER , FSH IAM AR H @ A SR
BBR AR OR A BB IAM H 31 R,
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BRLLHEEANMEELANAERTEMEE. Al , EHEHRESNMRERER , REAESMHK
BERFEFEENANRE, EAAUNENMEELEAELRS 10 NIRRT,

BERABERFN , BEXHAMIETA A F

XEREETNEELE AWS K SALANETEXHAN, EATES , LTI Audit Manager #2414
1147 DescribeConfigRules 4.

ERIE A B | BRRREN AWS EE AR, NMREZR AWS BE G |, NA LB EE IAM
policy &M A P S B H R HNR,

BENXANEBATA |, BT &RPREE AR
X ERAE 5 AWS BKF S AR T A ) B E AR,

MRIEE AWS Config FiEEBEEMBEEXHAN , MATSABIBR—4, BXEA , HZH AWS Config JF
RARIEEFH AWS Config BE LHN,

WRLHLEIEEAN  FEEUTRNEHFEWAE,
FEELHANATAR , EREFINREZFEAHIHAN
ATFEA—DRBTSBEE TEHERIN A ELAN,
SN P EHEBRAEAN 2 4
IR R E G RIS A AR EE A Z A

BRTEAANEEKF, (BEH— AWS Config ZHEERMKF) AT LA AWS Command Line
Interface (AWS CLI) BIZZ BE ALHAN, IR , 41T UIEEZZE NN FHERREKF 5%,
MREIKFELSIFRD , WZHANIE Audit Manager RAA A,
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EfRILEIE |, BEEBRREW AWS Config B AZREF B, WMRER AWS Config EE R , M ATHL
B3 & 1T put-organization-config-rule &5 REHTHEBRAVIK = FI R,

ZANIE AWS Config eI E A XK

BEMAMEAEIZFMS ALK, MREANNHE , KEANREH , WZANF2EINE
Audit Manager B9 AT LI ZI R A,

BRATEDIEEL R AWS Config 3REVE X Z A B HE B,
ZANE FTRERN

MREHEEELANN THIIRPERFAINEZEROAN |, WZHAN TEREERAN,

&R LAER AWS Config #51 & REIEAMMZERFEEAM, it , NEWSMKES  EEMR
n, REEREFEEAN., WRIILEAN , NREFER AWS F£E.

Name Remediation action Type Compliance

account-part-of-organizations Not set AWS managed @) Compliant

BWIAE TREMAN/E , IRE Audit Manager FIEFIXEERANERANRKE, RS , EREANNT
I RHPERTEANIRRFRET,

AWS Config rule type Info

Select a rule type to view a list of the available rules.

© Managed rule Custom rule
Use one of the predefined rules Use a custom rule that was
that are provided by AWS Config. created for your AWS account or

organization.

Managed rule
For information about these options, see List of AWS Config Managed Rules E in the AWS
Config developer guide.

ACCOUNT_PART_OF_ORGANIZATIONS v

BERABHEEEREEARN

£ Audit Manager #2H|l & TR FIRFEFEAN 26 , FERRSEFRESHANERRN LR
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AWS Config rule type Info
Select a rule type to view a list of the available rules.

© Managed rule Custom rule
Use one of the predefined rules Use a custom rule that was
that are provided by AWS Config created for your AWS account or

organization.

MREMAETIHRERIINVTENN , BUREERNRAN BN, BLHERMANIRR,

MREEANRBRAREAN , MBHRRFREFELL. BN NEHERBEFS (a0, iam-
policy-in-use). FRRFINREHEATXILk (Hltn , IAM_POLICY_IN_USE), MBEKIRIAF
EMMNAIRAR , BEBZEMN AWS Config BREMNXBFIIR , REK/TEEMEAMHN A4
B, ZHESFETEZIEEANMN AWS Config X#, B EXEFRBIZHAMIFIRF. £ Audit
Manager TR 5IFKRAERIFIRFREF,

dWs

~ - Q, Search in this guide English w

WS » Documentation » AWS Config » Developer Guide

lam-policy-in-use

PDF | RSS

Checks whether the IAM policy ARN is attached to an IAM user, or a
group with one or more IAM users, or an IAM role with one or more
trusted entity.

Identifier: IAM_POLICY_IN_USE
Trigger type: Periodic

AWS Region: All supported AWS regions except Asia Pacific
(Jakarta), Africa (Cape Town), Middle East (UAE), Asia Pacific
(Osaka), Europe (Milan) Region

MBEFEANREBELIEEAN |, NALAER AWS Config #24| A EHRMMFRRF. Fla0 , RIREE
FEHAB N customized-iam-policy-in-use WIEEMN, MBFEREHANIRIRAF |, BFHE AWS
Config #Z#l& , EEMSMEEFIEFEAN , AREREPERAN,
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Rules Add rule
- <12 3 > @&
Name Remediation action Type
customized-iam-policy-in-use Not set AWS managed

ERREE LA EXEEANNFERESR

customized-iam-policy-in-use
¥ Rule details

Description Trigger type Last successful evaluation
Checks whether the IAM policy Periodic: 24 hours (@) Not available

ARN is attached to an IAM user,

or a group with one or more Scope of changes

|AM users, or an |AM role with
one or more trusted entity.

EFAEET D , BRI IR FEERNKITFERRIFIRAF (IAM_POLICY_IN_USE),
Edit rule

Details

Name
A unigue name for the rule. 128 characters max. No special characters or spaces.

customized-iam-policy-in-use

Description

Checks whether the |AM policy ARN is attached to an IAM user, or a group
with one or more IAM users, or an IAM role with one or more trusted entity.

Managed rule name

IAM_POLICY_IN_USE

WA , WA LURE Audit Manager #2158 , N TR FIRPEZRERFRIREFRBE,

BERAIBRBERANTEEAN 382
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AWS Config rule type Info

Select a rule type to view a list of the available rules.

© Managed rule Custom rule
Use one of the predefined rules that Use a custom rule that was created for
are provided by AWS Config. your AWS account or organization.

Managed rule
For information about these options, see List of AWS Config Managed Rules [4 in the AWS Config
developer guide.

[
IAM_POLICY_IN_USE v
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BIERIRAVEAF. WA ABER N X LA ERILERE ?
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Eil Audit Manager £ AWS Config M NI4E R EIERIFRGTINEIETE | A TRELTRA true, X5&E
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2. AN ATEWH AR AWS SRERER

EE, B A AWS IR ATRETFEEIK S PR EEN AWS Config MM tEAh | HHAESHE
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TS B AE KRR ST U SRR3R |, T4 1E B 2 H9 AWS Config R8I |2 HEREMN B E AN, EW4E
ABIEZHZAMNJG , Audit Manager AT AN ZEIE RIR ISR IEHE

BNBUEBERAGENDE , HHAENREFTEHEMAIIN AWS Config 3K+ 2 M B E LA,

£ AWS Config FEFHBEMHNEFR2REMFA ? BREEER Audit
Manager R 1TIEfATIRME ?

& AWS 55T B A R LU SE

MREE AWS SREREFHFEELHAN , NFTEE Audit Manager RIHITEMIRIE, Audit Manager 7]
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REAZT P EEER , BZERIEEM BE L AWS Config SN BiERIFERI 2 1+ 383


https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config_develop-rules.html
https://docs.aws.amazon.com/config/latest/developerguide/setting-up-aws-config-rules-with-console.html

Amazon Audit Manager

RAriEmE

=0

IEHY AWS Config SEHIRHI B
ENXAN B EH

EHY AWS Config SEHIHRHI B
TE HLI S 1 BR o

& AWS IR SE B SN AL EE 5

Audit Manager &£+ 4

Audit Manager 44 fF i B3
RN E AR Z AN B E
K,

Audit Manager = 1E3k & S 1l
BRAN B BE R,

BEZETHENAR

EEETRE,

THREMERE,

MRTBE , BAUREEAD
i R AR I 4 g B SR AR S Y
BENXEA, XHMEBTE
12 % Bk E M BR A AL I 5% BR &K
BERRRE, BN, SWERE
LI 2 Bt B 0 AR FE A BV ER
FERIFBR S

MRELER AWS IMFSEEINEFH 7 BEXHAN |, M Audit Manager T2 MBIV ER . MREE
RAAZENEENER  NFEEERX—K. XREN , EXHERT , REAFNBGEASZSBEETEN
AWS ISRERR TR, TREH T HX W7 IBUGHTHIRE,

ey B
= =)

ZHE - BHAET —ANERBEXINEN B RIR

A BRETRVAE SR

- HEERFE , &1 AWS Config 1 EH =M
BT HAP—THN,

Wetr o R TR B E RN AED 2R RIRBR &

A HHEELR,

BUAVIRE

R ARERAER . X4, 5

B LARL F 48 [E] Y E 5 B R FTHI AN E

MrREBRED

FEEB S H AWS Config K459 %748

RIIAN o

« TEIBH AWS Config KHIFEFHF BB EN
ANGE , REAEHMIBERT HP—ITM

e

£ AWS Config FEHBEXAMBFLREMFA?

384


https://docs.aws.amazon.com/audit-manager/latest/userguide/edit-controls.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/edit-controls.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/edit-controls.html

Amazon Audit Manager ArfEm
BHE R EHEE

& ] LA A e TUE L B9 S BSREER Audit Manager H & L #9328 i E AR 8 &
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- BRESIERLLRBEAHE

« CSV FHETMA A

« BEZHTH CSV XHRETE THAXH

o PRHEAR RS TE Y2 A SR

- BHREBETBRTEAHRENILERE. RREE?

B EHER LR B EAHRE

NMREBHREDAFFHBRFERETH (), URTXBETREE, BLRAEZLF-NEHHTNSF
RRERGERFERRE. EFRER , FEIEITN, 24 ME , S TNBIET R EREZESIER
o

(@ Note

MREHREDBEFHBFERANE (0) , MRREWFFEN (RATLETN) XEFEN
RYIEHE

CSV TEUEIA A A

WEMSGER TN AEN, HRASXEHIEMRSA the section called “1ENTFIEES” , AREiRX, Fid
£, —RRETH—1 CSV X,

EEZE T8 CSV e & A2 T8y XA

MREZHF IS KERH |, M Audit Manager £/ CSV XM AIgE2BEEMNIER. XHEKFEIB
T &

MBEMAE R TR | BRREN EBHMEREERH B ERNRBIIRAOMEN SR,
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122 1 T Al R ER D 45 TE RY R AR SRR AR

X AIRE R R A ERVESTN (RIEEM TN 52 B 224 SR S E R E AR BEE.

REBFRBRATHANZEN , 2EET2ERERBERLE
« BRI HITN (FEEWIEN) ELLE - N EFRERTNERN
« ZEHFEDF-NMEAEREEARTTE B HRE T IR

R YA LG ERIE B ARE TIEREN |, F2EHPE RN
BARRERBRTEAHRENILERE. BEEE?
R H B RIE. Audit Manager T P RVIZHRF ERXRBFERR , BN BERRVIERFRE

RE&RTXMEE. Bt , MITESARBLERSRTEARENILEE. WFEXIERERREMENESE
B , #5 AWS Audit Manager 2{a YR EIEHE

ZEEE R M AWS Organizations Al HEE

$& 0] LU A b U E 9945 BSRAER Audit Manager R E N E L EE R R,
£l

s BEEAFABNEREE AKFIRE Audit Manager

- HROBITNE , BEZECEANKS, TERRMELLHNIKS,

s SRZHEABNZEREE AR, ERTNIREH , HIIEL HEHEIR
- MERBUER R K, SEEVALRER , 7 Audit Manager P REHA ?
s RERAKFEFRXBRIARNEALEEREGFAL?

s RERAKPN—NMNEATBIS —MARLSREMFAL?

BEEFERABNEREEAKFIZE Audit Manager

RE& AWS Organizations FXGZNMNEHXEER |, 1B Audit Manager A AT EE—INEREER. W
FREBZHE Audit Manager FIEEZSNEREER , M2RFUTHREER

« %A : You have exceeded the allowed number of delegated administrators
for the delegated service
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* CLI: An error occurred (ValidationException) when calling the
RegisterAccount operation: Cannot change delegated Admin for an active
account 11111111111 from 2222222222222 to 333333333333

£ Audit Manager FEFE—NEREZREEANMNAKS ., HF5 4 %E Organizations FIEMERE
BRMS , RETE Audit Manager R ZIKF AN ZEREE A,

SREEFNE , RTEECEANKS TERRAEALKNIKS

MREFL Audit Manager TN BEBFIEALNZS MK, |, WATIBEEREER,

iE
FHRN Audit Manager BB TZEREE A, AXYH , FHHRE —FHE

i
Ao

~ O

FIGFELTE :

« B EETE Audit Manager RELEREE A & B EAEH AWS Organizations EEKF

- MREHEZAN AWS X135 # /5 A Audit Manager , M AREFMNXEH 2 BEE—NERXEEAK
Fo &K Audit Manager REH , BN ZEMEXEBEER—ZREEAK,.,

- EEEEREEAN , FRAZEREE AR/ ARG R ZEIRE Audit Manager BHE M KMS 2
. BXNAEENERMBZKRE , FSRABEMNE,

SEZEEARNEREERKS ERTNIREES , HIIEL 75 585 IR

MRENITNHELEE IR, GE | AL Audit Manager REFEEN KMS BAFE Tizkr , N
2 F access denied #ixEE. NEELEIR , 4 Audit Manager IEEZERER AR , HHER
ZRNERE A K ERIAREBEIRE Audit Manager BHZEH KMS 247,

WRE AETENIRE B Bt SR BEANRE , hAlfES W E| access denied fHiRHE,
MR EEBE) access denied iR , BREHFEUTER :

« &M Audit Manager IREHH KMS ZARZERENEER R TFINR. SRR AWS Key
Management Service FF X A R IgmHP AT EMIK S FHASERH KMS ZHAHPWRBAHTRE. &
K UN{AITE Audit Manager R ZMERMBREMNHE , HSHEABEME,

- FBHNRERBRFENTENIRE BN EANRE. E4AME , ENNERESTE —W
s3:PutObject &4 , 57 S3 M ARN , H SIEA T METNREN KMS B4, BXREFAUUE
AR ARG, BSE AWS Audit Manager & F 5 1389 KB R~ 6o
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(@ Note
WMREEHRT Audit Manager HIFEMZRE , NIXEESORFNATES ELIEZNHTITEN, X2
FREREF TN e 2N EMITNHRE.
XLERFEATHAEEIMBZREZACUNENITN, BRABTEUNREN , XETIELIRE
AN 2O IENRE. NEFNRE TR ESEER BN KMS 248, WMRERITEN
RER 1AM SR EREA B KMS 47 |, BRI UAR FEABRENER,

MRKRECHAAKF EHRNALRRIKRER , £ Audit Manager R RKETAL ?

UAREGH R R K P 5A LR XBRRT | Audit Manager 2 EIF<EH, AF , Audit Manager £ B3
Z AWS Ik MNIIBTURSEERHK S SRTBER, SEEEZREHITUNATEEEN , RXBEAIKS
FTrBHNEFEEHN AWS IKF FiRS,

% Audit Manager \WETENBSEE A HIR AP BEBRAXBKIRAKFR |, BF2KREEXEERN
B, A, RREWRAKS TR BEHMEKF EFBE A Audit Manager BB A,
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o SEFHMEN | EABETNE BRER NSRBI , AU ESE s E R AWS Ik
B,

BREAKPMN—NMEAEBE S —MAR2REFTAL?

MERAKFELLN 1 AFAT Audit Manager , REEBEIHELR 2, MFTERAL 2 5 Audit
Manager,

FfRE X BEHEE

1 R Utb T £ A4S B3R A8 )R Audit Manager & LHYIE IR E R E5RE,
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BRI RERBNELRERSEATER :
BRI

MREER=HEAILRERERS , FREREAFMENIR. XERRAVFEE CloudTrail Lake
TORNMEEEABEFE  INXFIFEERRERERNEFLEN, XENRERFEEILRE
ERFTEITEREN,

MREFENRAENAEY , BFRREN AWS EE R, MRER AWS EER , NAIAEFIARE
HY A BR 75 B 1R EL B o0 E IAM policy Ho

IR IE1E £ A IRH Organizations BEE MK 7
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REREUEERE , NERESEKR2H , BoERTTMH,

AX IR EHREEERSH S  BSARMIEESRBEORS.
B EAERUEE RS
AR TIERZ— S5

IR D PR

MREZRERIERERS  FHREVEMZFHNR, XENRAFEHE CloudTrail Lake HE
MABREABEEE  SNERILEERFEALEM,

MBEBEENRSENFE , FHRREN AWS EEB R, IRER AWS EEB R , N EHIME
B A PR 75 B HRF E 3 inE 1AM policy HFo
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SELECT eventData.evidencelId, eventData.resourceArn,
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00:00:00.000' AND eventTime < '2022-11-03 00:00:00.000'

T 2 BEZ RN TSR
ZRBIEREEN BEBSENNMEFRSAIERE X FEITENRMEZ=H),
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< '2022-11-03 22:05:00.000' AND eventData.resourceComplianceCheck IN
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SELECT eventJson FROM 12345678-abcd-1234-abcd-123456789012 WHERE eventData.assessmentId
= '1laa33bb-55cc-77dd-99%ee-ff22gg44hh66' AND eventTime > '2022-01-22 00:00:00.000' AND
eventTime < '2022-01-23 00:00:00.000' AND eventName='CreateBucket' LIMIT 22000
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SELECT eventJson FROM 12345678-abcd-1234-abcd-123456789012 WHERE eventData.assessmentId
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B PN TEEEHEIINFEAZSEHEHRIGRZH,

IAM AR —MATFEE—4A IAM AFPNER, BTEFERABANENER, BLUERARXR—XMER
ZNAFPEENRRE. MREXERF , FRATUERMEBERAFNR, fl0 , BAEEE—1NER
IAMAdmins 4R , R ZA T FRUEE IAM &R,

RPEABTE. AFE—#5ENMARRNARFREK  MAGSHEILFTECNEMALRE, AFEA
BRANKHARIE , MACRHKGNEILE,. ETHESER , 20 (AM AFEmR) PR 6IE
IAM AP (MARAE).

IAM B

| AM S ERENBEERENR AWS IkF W&, BERLT IAM AR , BEEREAATKEK, &7
LA AWS Management Console @I Y] A2 EFIRETEE IAM B, SR UEIEA AWS CLI 5
AWS API RERERABEENL URL REAAE, EXERAABHNEENESEE , 26 (AM AF
B PEA IAM B,

BEHIGREIEN IAM BRELATERLTERER :

- REAFPBR—ERKSSHIENR , BIZACHNACEUNIR, YKESHHTHEHARIE
i, ZEONSACHXBEABRFHLELAGELHNNR. EXKSENRINAGNES , ES5H
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NRE, ARFEHSFHEHTEHRIEFTRIABMAAZR , IAM Identity Center FFXREES IAM 1Y
AEEXEK, BXNBEENER , 31 (AWS IAM Identity Center A $8/) HHIRRE,

. IfEt IAM AP RER—IAM AFSAETRA IAM A8 | LENREHNIBEESHFENR,

« BKFIER—ETUER IAM ARUAFREKSPHENA (TEEMSE ) BRIKS FHRR.
ABRRTEKSEFIRNRHNEELSN, BR , ¥ TELERR AWS RS , &0 LU RIS EEEFH 0E
RE(MAREAARENE ). ETHATEKFHRNAEBNETRRRB 2ENES | F
Z5 (IAM BFiEm) F1 IAM B 5ETRENEBEFNRE,

- BIRKIHIR — B AWS RS EAEAM AWS BRSIRSHEIThRE, Flin | HEBREENMRSFHITH
Art | ZRFSBEESTE Amazon EC2 FiZ1T M AR FHE Amazon S3 AEHEXN R, IRFAIEELME
AEHRAANEANNE, FARSACIFERRSHEXACKRTIIREE,

« BRIFESE (FAS) — HEER IAM BB BEFNITRIEN AWS |, EEMNEFTLA. £
RERSEH |, BRI —MEE  KBRERBETRRS PR S —NMEE. FAS £REMA
ZRANRRUK AWS BRSS @ TiERS R HIERNER, AWS RS RBIARFSUIFTESHAi
AWS BRSs RFEREFRETARIERAE , T 2K H FAS HR, EXMBERT , BLHEBNIT
XAMRENNR, BXARH FAS HRIFHNEKKFE , BERERLRESE,

« BFAR - BSAGRBRSAREELNKS, PRITREMDIRE IAM £€, IAM EE R AT L%
IAM FEI2, BEXTRBRERSAC. BXESER , H2H (AM BFERE) HHeIERE AWS iR
SERNENEE,

c BEHEXAL-RSHEXACGRE—MERSHEXBENRS AR, AWS RFRS TUBEERRER
TRENAG, RSHEXAGHAEENP AWS K/ , HERARSME, IAMEERAIUNESR
BT R4 AR S5 MK A BRI R,

- £ AQ@ mazon EC2 LIZTHNARF — SR LAFER IAM AREEE EC2 X6l LiE1TH R HE
AWS CLI 2 AWS API HRH M ARFHIGRFHES, XLETFE EC2 RHlPFHILRZFH. EM
EC2 EfI0E AWS AeHFEHEHEMENARFER , BFEECIEM INEZ 68 =48 & XX
., RPEEXHIEAR , HFE EC2 XM LETHEFESRE RN ZIE. BEXEZER , 5
51 <IAM B FRER IAM A3 Amazon EC2 24l EiE1TH R R F B TR,

BETHEHER IAM ARZERE IAM AR |, 525 (AM AFERE) dW[AR6IE IAM &6 (A2
Fo

EARBEERRR
SRR AWS B SIS B I EL INE) AWS B R A FRIZHIF AR, HaREFH—

HRAWS |, HEEHHFARKEN , EQELENR, AWS HEEEA (AP, root AFHAGES
H ) RHERTERX LR, REFHRBERATERIELER, KSBERKELL JSON X4
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By AWS FERFEEH. BX JSON KB XENEMAABTNESEE |, H3H (AM AFER) &+
Ay JSON RE#LR,

EERWLER AWS JSON REERIEEHERRIBEMF L, BR2ER , BNEETUANTLARFERITER
B, URIEMHAZRHETHIT,

RIANBRT , BRPANAREKENR. ERFAFPNMERRIITRENDIR , IAM BEERA TSI
IAM KB&, g, EBATEAGRRN IAM X , HEAFPTURAEE,

IAM SRR TE SUREMINR |, Fox F&E AW m EHRITRE. B0, BRIRE - AW iam:GetRole
BRENKE, BEIZFERNAP UM AWS Management Console AWS CLI, X AWS API 3XEX A&
=5,

ET 508K

ETHONRBETMMIS M (0 IAM AP, RFFEASAR ) B JSON FRREEN Y, XLEREE
EHAFANASAEMAMES T BLERFNITHLRE BETHRNTEZETSHNKRE , 5K
(IAM FF#sE) By 812 1AM KR

ETHORNRBEAS —SFRNANBRRBEHIEERX KRR, ABRRBEERAZ MRS, HFEARAE
o RERBRIMMAVRE  GRLFEMNEPHS MRS, HFANAE AWS K. RERBSE
AWS RERBMNESEERE., BT HNAERE X RBENABRRE CBETIER , F5H (AM A
PiERE) PHERE N RES AR 2 B #TIERE.

E T HRA R

ETRIFHREE M N FRAY JSON KM, ETRFMNRENRESE IAM ABEERKEM
Amazon S3 FHEBERE., EXFETHRNRBHRS T , RSEER JUMER CINREHIIFE R
BREVEE . N THEERMIMRBEH TR , REEE IS E AN 2R RINTHREREAREFLARH
THIT, BEFEETRRNRBEPEEEE, ZEEATUEEKS, AR, A2, KSR/ AWS

e

ETRFHNRERNM T ZRSFHANEKRKE, ETREETRARNKBEHER IAM FE AWS EX
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mEEHE IR (ACL) 2HHEXME (KFAKA. AFSAR ) AREARK, ACL EETHRNEKE
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#EZ [ {(Amazon Simple Storage Service FF X AR ¥EF) G IEZFIFIFR (ACL) Bk,
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« NRBA—NRUAR—NERBE, AT REETSMHHEBEAILLN IAM 2K (IAM AP ZA
B) RFWHEANR, BAUREEEENRDF, XELERNRERRECET S HNRERENRL
RIRE, £ Principal PIEEAFRACHETRRNRBLRIZINROFRE, F—TREPH
ERNIELFEEZAY. BEANBILRANESZEE , B2H (IAM BFIEE) F1 IAM SEER R FRIA
Ho

- RS #EHIZKERE (SCP)-SCP 2 JSON Bt , ATIEEALRLHL L (OU) WRANER. AWS
Organizations AWS Organizations 2 —H A FX BN BANZ AWS Ik T ANEFE
BHERES, WRETHLNBA TR , WAIXHMEER S EBK - N A RSS2 65K rE (SCP), SCP R
T R MK RS (BEBN AWS IKFPRAFSESE ) IR, BXELAM SCPNESEER |, 1B
2% (AWS Organizations FAF#E®) F# SCP K TR,

« RERB—2ERBREIUFEAXNNAGTEKESA /IR IGN 2ENMEN S BURE N SRR
ZROFENNRREAFIACHETHONRBNSERBARE, NREATLUREETHRER
B, E—URBPNENIELFEZEAN. BREZER , 550 (IAM AFERE) PHLER
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S RBERE

SN RBEWRBEEA T —MERE , ERBRREMERNENIRE, BT RESRSHRBERER
W AWS BERBAWFER , F5H IAM AP EERNERBITEEE,

#n{a] AWS Audit Manager 5 1AM Bt & f# F
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WA AR EEA® IAM ZhEE AWS Audit Manager

IAM ZhEE Audit Manager X%
ET S HNERRE =
BT RIRNRE B
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IAM Zh&E Audit Manager X%
RERIE =

R R RN ik

ACL B

ABAC ( REEHPIIIRE ) =

BRIGFILTE (FAS) =

BEAE &

RSHEXEE =

E2MH 7% AWS Audit Manager AR Hfb AWS BRFZ M5 XZH IAM TheEll & |, 555 IAM
AFEETRNES IAM B & FEFANAWS RS,

ET 5K AWS Audit Manager

XEET B HRE =

ETEMNNRBETMMEEZH (N IAM AR, AFASAR ) B9 JSON R RREE A, XLRE
EHERFNA SR EMPSEA T BERRTHERE, ETHNMGEZET HHMRE  FSH
C(AM R $Er) FEVBIZE IAM K,

BEMERA IAM ET S MR | S0 LUEE R FRELARENTRUR R FRELEBENZS. &
EEEETEONRBHIEETE , EATCERTEMMNAFRRA®, BT HEAE JSON REEH
RBFrE s , B5H (AM BFERE) S8 JAM JSON KB TE5 A,

AWS Audit Manager #12% 5 Audit Manager & 3 AWSAuditManagerAdministratorAccessiy
REXRK, WRERF Audit Manager PR EENIR, EEA TLUFU KRB MEERNREAR
HAF , A ERALRBAERAR,
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eI AP AR HEERE AWS Audit Manager

AWS Audit Manager BB FER TR IAM KEFABAFP ZERFIRES T , HHTREINS
it. Audit Manager PR NBERHEHEENREE LT,

A R AN 1Y SR

FITREA - HLABKHAEALENNRSYEEEFER T, AWS Audit Manager

- WEBNEERRKERZAWSAuditManagerAdministratorAccess H I FEE R BE, I8
AEALRRENER , RFBEHERE /DX LENRAEE.

EREA - WHAGRNUFEIENPNEREGE. ITAEREERS, RIER, B2
FISEUMHRTE | SR EIEN RS PR INERE.
c NitAGEHEFEANREIUAT REIER : ATAFHEEXN AWS Audit Managerf
SHEERAGENR . EULHEEBENER , HRESZSEHTERUHZEWN
=R,

ET 5 MK RH AWS Audit Manager

EEF Audit Manager ET SR RO , BSHET 5 HHERE RS AWS Audit Manager,

RNEE T H IR BER AWS Audit Manager

XEFE T RIRAYREE &

ETRIFHRES M N BRAY JSON KM, ETRFMNRENRESE IAM ABEEREM
Amazon S3 FEMERE, EXHFETRARNKBHES T , BRSEERA AUERACIREFHNBFER
REVTAR. X FTHEEPHMNRBEE TR , RIEE SIS E AT X 2R RRATHLEREUAR A LZMH
THIT, BAFEETRENREFEEETE, ZRATUEEKS, AR, A, BERASH AWS
ARSS o

ESABK/ER , SRCHEANKS SHEMKS P IAM KEEEANE T RRN RPN ER, F

BKFEAAMBETRENREARBIUGEXRRIEN —¥ME, HERANRFRLTFAEMLERN
AWS K/, AIEIKF R EY IAM EEE R ESMEEEARE (AFRAR ) RTFBRERHNR, tb{]
BEHETHONRBHMMNBKEUR TR, B , MRETHRRNVEBOE - MK PO EART
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BERE , WFBESIMETSBNRNR, BXESES  WSHIAM AP RGN AV A& 52
FRBNEREATE.

MR 173 AWS Audit Manager
S RBRIRME =
EERALAERA AWS JSON REESRIEEW B NG MMt L. HERW , BN EMRTU AR RINITIE

F , UREMFARHETRIT,

JSON KMEHY Action TEEARTATERBP AN RIELIFRNRE, RRBEBEEEXREKN AWS
APl RERIB. B—LHINER , SR B TE AP REFNNRNREF, T - ERFEFEEXRRK
PIITS MR, LM IREMR N ABKIRIE,

HREEF L ERFEUR FHATREIRERRR,

EBF AWS Audit Manager #1E5I%k |, B2 (RFENSE) HH AWS Audit Manager & &
1Eo

EEHITH R BE IR EIE R /ERT AWS Audit Manager SER LT 514
auditmanager
EEBEMEAUPIEESTRE , BEAESFHENRIT.

"Action": [
"auditmanager:GetEvidenceDetails",
"auditmanager:GetEvidenceEventDetails"

]

A AMERBES (*) HESMNMEF. Sl , BERRENEE Get FFAMNABERE , FERUTRAE,

"Action": "auditmanager:Get*"

E&EF Audit Manager ET SR RE , BSRET 5 MR TE AWS Audit Manager,
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B BUER R R AWS Audit Manager

X RBEAR =

EIE R A LAER AWS JSON REERIEEW ARG RMF L, HHRY , BN EAATLIT AR RRITER
&, BAREA ARG TIIT,

Resource JSON KB TEZREEQMHENAREN — PRI IR, BIHXHEBE Resource |
NotResource JTHE., EANZEXE , BHFEHAHE Amazon BEEH (ARN) EERFR. MW FXEFEBER
FRRE (R BRBRRNR ) BVIRE | BT LUIRIT IR E,

X FAXFRBRRNROERE (WIHRE ) | FEABER () ENEUNATRERR,

"Resource": "*"

E&EF AWS Audit Manager BREEKE ARN HWFIE , HSH (RFRNSE) HEY AWS Audit
Manager EXHREIR, BT HRETUERPLIREFEESNREN ARN , 525 AWS Audit Manager
ENXHRE

Audit Manager I BB LT Amazon BREEZF (ARN ) &= :
arn:${Partition}:auditmanager:${Region}:${Account}:assessment/${assessmentId}
Audit Manager ZHEEBLT ARN =X :

arn:${Partition}:auditmanager:${Region}:${Account}:assessment/
${assessmentId}controlSet/${controlSetId}

Audit Manager ##E8F LT ARN %= :

arn:${Partition}:auditmanager:${Region}:${Account}:control/${controlId}

BEX ARN BRXWEZFELR , BZH Amazon BREF (ARN) .

Flan  EEEQPIEE i-1234567890abcdef0 M |, FFEALLT ARN,
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"Resource": "arn:aws:auditmanager:us-east-1:123456789012:assessment/
i-1234567890abcdef@"

EEERTHREKSHNAAERS , BEABRS (M)

"Resource": "arn:aws:auditmanager:us-east-1:123456789012:assessment/*"

TEXNBFERBFHITEL Audit Manager #1F , Bl , AT RIZTRNERE, EXLERRT , BLM
ERBEER ().

"Resource": "*"

# % Audit Manager API RES R SR ER, Bl , ListAssessmentsiRE 2 a1 & F AP W] L5 E K
TETHIESIR AWS Ik, Bt , AR XA EEEFITNNNR, EEEMEAPEESZNER , B
ERES 2 ARN,

"Resource": [
"resourcel",
"resource2"

EEF Audit Manager BREE K HE ARN B5l%k , 2 IAM AFEEFH AWS Audit ManageriE
YR ER. BETHRETUERBLEREDRIBEESNREN ARN , BFZH AWS Audit ManageriE X #
1E,

F L Audit Manager APl R{EX 152N EIR. fla0 , GetChangelogs A[A
assessmentID, controlID fl controlSetId , At EANMEFIHRIXLERFENNR, BEEL
MEAHEEZNMNER , BFEAES SR ARN,

"Resource": [
"assessmentId",
"controlId",
"controlSetId"
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EE R WLAER AWS JSON REERIEEEERRIBEMF L, 2R , BN EETUANT AR FERITER
B, UREF ARG THIT,

£ Condition Jt¥k ( = Condition R ) 1 , BAILUEE B TERMFMH. Condition TERAIE
W, BUCIEFERAZGZER (i, FTFHNT ) BEHRER , UERBPHNFEESERPHE
HMTE,

MRE—MEAFPEESZ D Condition THE , HEEA Condition TEFEESNHH , N AWS
EFAEHE AND BEIFHEN. IRENENFHABREESME , NERABBORZER AWS WHESF
fro ERTFEUNNRZALTRBBENRME,

R BUPHNERRE AWS RS EAHR , RMNBIUBWEERBPEM aws : SourceArn
aws:SourceAccount 2RFHE, B IEAXELBHFRM LT XRKAFE EHIEERES
o ATIBFRRERMMESEA Audit Manager FH# aws : SourceArn M aws:SourceAccount £
R LT XRREERENRERE,

« FF Audit Manager JBHIHY SNS F A K BE R HI
« BT SNS E£FH KMS ZR4AR K HE R

EHAMERERGRERSUEER, N, RYASEALAPSHTRIEN |, B THEDTFH
FRRIRR, BXESELR , H2H (AM BAFER) Bl AM Ei TE  TEMFE,

Audit Manager MEHEMBIETRSHFMAR , EXRERAELELRFZM4R. BEEEMAE AWS £/
&M, BSH IAM AP ERTRHAWS £ B &4 L TXEHA,

AWS Audit Manager® B9 17 [R] 3% &1 51| 3% (ACL)

% # ACL B

mEEHE IR (ACL) 2HMEEMHE (KFAKA. AFSAR ) BREARK, ACL EETHRNEKE
KU, REENFER JSON KRB,

ETE R H RS (ABAC) AWS Audit Manager

X% ABAC ( REEHHIIRZ ) =3
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ETREMENTERNRES (ABAC ) R—HREKE , ZRBEETEMEREUNR. £+ AWS , X
LEMEMNIRE, SN E IAM K (APRAE ) MiFS AWS BIRMINRE, $RiSSEAENERE
ABAC W% —%. REIRIT ABAC K , UEEHANIRESMAI]Z 75 RN TRRETE A R
.

ABAC EREEKWIAEFIEERR , HERBERLSEMUNITR T TR HEF B,

EETHRIEHER , EEFA aws:ResourceTag/key-name, aws:RequestTag/key-name =
aws:TagKeys R BHERBNZ G TEZPRUFLEER,

MRENBREN TEMBERREBIFMAX=AFRMEER , N TZERS , ZENR. IRENRS
RN TEHDERREXIEBZFMEX=AZHESR , MZENETD.

BEX ABACHEZEE , 2R (IAM AFERE) AT AL R ABAC? , EEFIRE ABAC SR
2, BESH IAM BFER) FNERETEMEMN G ENRES ( ABAC) o

BXA AWS Audit Manager BRI EMNEZER , SN AWS Audit Manager & JRR IFR
N

S5V adlo)

FiE et &SI S8 A A AWS Audit Manager

X i A AE =

HREAIFHER R R , BL AWS RS TRER. AXESER , SEWHLE AWS RS ERTIE
FHES |, FZH IAM AFEEFHAWS S 5 IAMBEEANEE.

MREFEARAF B NEZEB 2 ANEMRAEERER , Il AWS Management Console {8 F B =2 I BB,
fln |, HE AWS FEALTINE QR (SSO) f#E#THEN , ZEELBERIGHER., HEU
AP e®maREfE  ARYGRAGK K X2B8IBIGREIE. BEXYIRACHNESZER | ESH
(AM BFiEm) RWYREIAE (2HE).

BRI LAERA AWS CLI 2 AWS APl FEIIZBIGFHES, ARG , &0 LUE X LI EHE B # TR
AWS, AWS BWEBHAERIGITES K MAREAKBHRZH, BXEZEL , BHSH IAM K
IS Bt &2 2 EAE

K15 B &1 AWS Audit Manager

fim

XEFERIBE21E (FAS)
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HIEER IAM AP RBeEFHITREN AWS | BEANERA. EAXLERSEH , EFESHRIT—
MRIE , WIRERBETRRSHEH S —MEE. FAS ERARAAZRANNRUK AWS RS @ T
RS R HERBER. AWS RERFHRZBREFTESHM AWS BRSFS HARRKES BESTTHIVIER
B , 2K H FAS B3R, EXMERT , BLMEERITIHMRENNER, BXRKH FAS iHRETHY
RBEFAFEE  FERERTRSTE,

AWS Audit Managerf9 RS A &

XEFERFAG -

BREACEH-TRESARA. RREHITIREN IAM B, IAM EE R ALE IAM FaI2, SR
BRIESA®, BXEZELR , 521 (AM BFEE) 612 R[ AWS REZERNEN A,

/A Warning

FUWRS AN RSB ER AWS Audit Manager B ZhAE, 1R Audit Manager $2£4#85<
ESNIRERSAE,

#Y AR SS#E5< A& & AWS Audit Manager

XERSHEXAE® =

BRSHEXRABRE - TEZEINERS AR, AWS RSRSAUEBEEAREHTRENAE, RSHEX
AEHIMELENP AWS IKF |, HEARSAE, IAM EERATUEEETREERSHEXABHR
PR o

BXBEHEXABKNIEMES AWS Audit Manager , SN REHEXBEHT AWS Audit
Manager.

BT 5HHKREERHE AWS Audit Manager

BRIMBRT , AFANAERECIESRIENR Audit Manager HRIVR, M1tbTEER AWS
Management Console, AWS Command Line Interface (AWS CLI) 5, AWS API #{T1E%. ERTH
P PR R RHATRENNR , IAM EE A TG IAM Kk, A5, EERATUESEFM IAM K
B, HEAFATURAAE,
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ETHRNAFERXLRS JSON REEXHABZET IAM AKX , F2H (AM AFER) H1 6
2 IAM policy,

BX AWS Audit Manager EXHVRENFRRENFAEL , SH/ENFEREREN ARN B8R |, 55
RS IRRXSE R AWS Audit Manager B34, FIRMZHE,

£}

- ERREXEK

« ¥ B A Audit Manager FFEH &KX R

- RFAFPEAEX AWS Audit Managerfy £ ZBE 1 & 17 18] 1 R
o R¥X AWS Audit Managerfy B /7 &3 i |7 fX BR

« AR REEER AWS Audit Manager

- ATRAPEEMHIIE S KR

- AWS Audit Manager f2 ¥ @ Amazon SNS & & 4B Al

s ATAPEIERERSETETEESN

R R fESR R

ETEHHNRBBEENMNAZRBULUCIE, HRIMEREK S FH Audit Manager BiR, X LERIER
BESME AWS IKF A RA, BIERNARERET S MR |, EERUT AR

- FTIREER AWS RE R H RO RENRNR — BEFMEAASMITERERR TR , SEANTS
FIRAGIRTRERNAWS RE R, ENERNRERITRA AWS IKF, RITZUEET E LEXY
BRI RAPIEY AWS BEFIEERBKAE—SRINR, BXESEE , S0 (AM AFER) B8
AWS FEEA RIS TFRBEERAWS FEE KK,

« MARKENR - E£EA IAM K REXRE , R TFRITESAFONR, Hit , ETLENXR
ERERGT AUNBERRRNTHRE , BN RENRTAT. BXER IAM NANRBRNESE
B, B2 (AM AFfEmR) P8 JAM R EyREE AR

o EA 1AM FBE AR — S BR &7 BRI PR — £ 77 LA [ 55 B 7 00 5% 44 S BR 41 3t 18 4 A0 R Y 3 18] o
il | WA URERBEFR A RIEESLMMER SSL £EFTEIER. MERFSERERBIBENHNE
AW, M AT AERARERE T IRSIRENTHRINR AWS RS , il AWS CloudFormation. &
REZER , 72H (IAM AF1ER) Y IAM JSON KB TE | &,

« £/ IAM Access Analyzer BUE/ERY IAM KB , LERNRH T2 EMINEEM - IAM Access
Analyzer 2B UEFT R MM A KRS , SIBREBHFS IAM KBEIES (JSON) M IAM &EXER, IAM
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Access Analyzer 12t 100 ZIK K EM TIRIENEN , BB THERLBINEEMBNKE, BX
EZEER ,B5H (IAM BAF#ER) H8 IAM Access Analyzer KBS AIE,

- FESEFHRIE (MFA)-IR AWS IKFENZRFE IAM BFSRAFT , BEA MFAUREEZR
2, EERA AP BREREE MFA | H1F MFA &R IMEIKE+H, BXEZER , H2H (AM
A F4E8) https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-
require.ntmIF I ELE S MFA R HY API i E,

BX IAM FREXENESELR , F2H (AM AFERE) 7l 1AM Al 22 HEXE,

A B A Audit Manager FTEH &KX R

WRGIERNAATFTEEEERE R AGHNK, B A AWS Audit Manager.

(® Note

BMNELLRERMNVR—MEAREKE , ©RF/B A Audit Manager FT RN RENR. AT RKE&H
WETEN R R LEN . MRERLEENEAES , WEZEES A Audit Manager.
BABWERRANEBEENNR , FEFEENBEER, NMREEEREY , BHRIAEHNERE
B = AWS Support.

ERFZ A Audit Manager FTEW &K TG RINR |, EERL TR,

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "auditmanager:*",
"Resource": "*"
.
{
"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "*",

"Condition": {
"StringLike": {
"iam:AWSServiceName": "auditmanager.amazonaws.com"

}
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}I
{

"Sid": "CreateEventsAccess",

"Effect": "Allow",

"Action": [
"events:PutRule"

1,

"Resource": "*",

"Condition": {
"ForAllValues:StringEquals": {

"events:source": [
"aws.securityhub"

"Sid": "EventsAccess",

"Effect": "Allow",

"Action": [
"events:PutTargets"

1,

"Resource": "arn:aws:events:*:*:rule/

AuditManagerSecurityHubFindingsReceiver"

}I
{

"Effect": "Allow",
"Action": "kms:ListAliases",
"Resource": "*",
"Condition": {

"StringlLike": {

"iam:AWSServiceName": "auditmanager.amazonaws.com"

T FRER AWS CLI 5 AWS API WA F , BEERNHREREEHENR, Bk , AAFFHRSE
2R MITH APl B/EM TE R RE,
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RFRAPHEAER AWS Audit Managerfy £ 2 & T2 5 5 8] AR

AT ROIRBERTFHOTLEERRHRRE AWS Audit Manager,

o =1 (FEERXKE , AWSAuditManagerAdministratorAccess)

o 2 (MRS B FRNR )

- 1l 3 (S HBRNR )

- =4 (BRIEEEREFHNR)
« ~BI5 (ERIERERFHNR)

A1 ( EEXFE , AWSAuditManagerAdministratorAccess )

I E#EE AWSAuditManagerAdministratorAccess EERXNKMKHERE, WERIESANE
Audit Manager, Bt Audit Manager & B KR EEFTAE Audit Manager &R ( 2030

MIFNIRSE ) WBES .

"Version": "2012-10-17",
"Statement": [
{

"Sid": "AuditManagerAccess",

"Effect": "Allow",
"Action": [

"auditmanager:*"

]I

"Resource": "*"

"Sid": "OrganizationsAccess",

"Effect": "Allow",
"Action": [

"organizations:
"organizations:
"organizations:

"organizations

]I

"Resource": "*"

}I

ListAccountsForParent",
ListAccounts",
DescribeOrganization",

:DescribeOrganizationalUnit",
"organizations:
"organizations:
"organizations:

DescribeAccount",
ListParents",
ListChildren"

. BH
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{

"Sid": "AllowOnlyAuditManagerIntegration",

"Effect": "Allow",

"Action": [
"organizations:RegisterDelegatedAdministrator",
"organizations:DeregisterDelegatedAdministrator",
"organizations:EnableAWSServiceAccess"

1,

"Resource": "*",

"Condition": {

"StringLikeIfExists": {
"organizations:ServicePrincipal": [
"auditmanager.amazonaws.com"

"Sid": "IAMAccess",
"Effect": "Allow",
"Action": [
"iam:GetUser",
"iam:ListUsers",
"iam:ListRoles"

]I

"Resource": "*"

"Sid": "IAMAccessCreateSLR",
"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "arn:aws:iam::*:role/aws-service-role/
auditmanager.amazonaws.com/AWSServiceRoleForAuditManager*",
"Condition": {
"StringLike": {
"iam:AWSServiceName": "auditmanager.amazonaws.com

"Sid": "IAMAccessManageSLR",

"Effect": "Allow",

"Action": [
"iam:DeleteServicelinkedRole",
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"iam:UpdateRoleDescription",
"iam:GetServicelLinkedRoleDeletionStatus"

1,
"Resource": "arn:aws:iam::*:role/aws-service-role/
auditmanager.amazonaws.com/AWSServiceRoleForAuditManager*"
I
{
"Sid": "S3Access",
"Effect": "Allow",
"Action": [
"s3:ListAl1MyBuckets"
1,
"Resource": "*"
I
{
"Sid": "KmsAccess",
"Effect": "Allow",
"Action": [
"kms:DescribeKey",
"kms:ListKeys",
"kms:ListAliases"
1,
"Resource": "*"
I
{
"Sid": "KmsCreateGrantAccess",
"Effect": "Allow",
"Action": [
"kms:CreateGrant"
1,
"Resource": "*",
"Condition": {
"Bool": {
"kms:GrantIsForAWSResource": "true"
},
"StringlLike": {
"kms:ViaService": "auditmanager.*.amazonaws.com"
}
}
I
{

"Sid": "SNSAccess",
"Effect": "Allow",
"Action": [
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"sns:ListTopics"

1,

"Resource": "*"

"Sid": "CreateEventsAccess",
"Effect": "Allow",
"Action": [
"events:PutRule"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"events:detail-type": "Security Hub Findings - Imported"
},
"ForAllValues:StringEquals": {
"events:source": [
"aws.securityhub"

"Sid": "EventsAccess",

"Effect": "Allow",

"Action": [
"events:DeleteRule",
"events:DescribeRule",
"events:EnableRule",
"events:DisableRule",
"events:ListTargetsByRule",
"events:PutTargets",
"events:RemoveTargets"

1,

"Resource": "arn:aws:events:*:*:rule/

AuditManagerSecurityHubFindingsReceiver"
},
{

"Sid": "TagAccess",

"Effect": "Allow",

"Action": [

"tag:GetResources"

]I

"Resource": "*"
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RAriEmE

}

R 2 (PR E B ERAXER )

LR BE R TR U5 P 4STE S3 171 /8 LA R 6] H A 778 10 344 0 M F i BR 3244+ 9 A BR o

Manager A& i 15 € B9 7 B4 0 1T 3R & B #xo

S

X

¥

R

Ch

£ Audit

RMrananBERNICECHNER. STEEREITNIRE BHRE S3 FREBMNA T INHE TN REH KMS &

€HO
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"s3:PutObject",
"s3:GetObject",
"s3:ListBucket",
"s3:DeleteObject",
"s3:GetBucketLocation",
"s3:PutObjectAcl"
1,
"Resource": "arn:aws:s3:::D0C-EXAMPLE-DESTINATION-BUCKET/*"
}
]
},
{

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"kms:Decrypt",
"kms:Encrypt",
"kms:GenerateDataKey"

]I

"Resource": "arn:aws:kms:us-

west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"

}
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}

=l 3 (FHEFRNER )

AT R BE A CloudTrail il EERSB[EWE REAFIEEN S3 FHEE. ENTZE2HKESEK , IAM £
B&H®4Haws : SourceArn B B TR XN EHEIEEM CloudTrail EA S3 F# .

B CNER B sy, MR

« ¥ DOC-EXAMPLE-DESTINATION-BUCKEL ¥ r FRAES H BHH S3 FEHE.
« fFmyQueryRunning##Ei# AWS XiF N EEEHEERN X,

o ¥ myAccountID B RFTAM AWS IKF ID. CloudTrailiX ATAEE S3 &K AWS K/ ID R
B, MEXZAHALEHLIETM , WATUHE AWS Ik A TEEKS,

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Principal": {

"Service": "cloudtrail.amazonaws.com"

I

"Action": [

"s3:PutObject*",
"s3:Abort*"

1,

"Resource": [
"arn:aws:s3:::D0C-EXAMPLE-DESTINATION-BUCKET",
"arn:aws:s3:::D0C-EXAMPLE-DESTINATION-BUCKET/*"

1,

"Condition": {

"StringEquals": {
"AWS:SourceArn":
"arn:aws:cloudtrail :myQueryRunningRegion:myAccountID:eventdatastore/*"
}
}
},

{
"Effect": "Allow",

"Principal": {
"Service": "cloudtrail.amazonaws.com"
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},
"Action": "s3:GetBucketAcl",
"Resource": "arn:aws:s3:::D0C-EXAMPLE-DESTINATION-BUCKET",
"Condition": {
"StringEquals": {
"AWS:SourceArn":
"arn:aws:cloudtrail :myQueryRunningRegion:myAccountID:eventdatastore/*"

}

"Effect": "Allow",
"Principal": {
"Service": "cloudtrail.amazonaws.com"

},

"Action": [
"kms:Decrypt*",
"kms:GenerateDataKey*"

]I

"Resource": "*"

"Effect": "Allow",
"Principal": {
"Service": "s3.amazonaws.com"

},

"Action": [
"kms:Decrypt*",
"kms:GenerateDataKey*"

1,

"Resource": "*"

Rl 4 ( BRIERERFHNR )

MREGANEALEREERSEIIEE , WEEUTXRERE . RBEFRALGF Audit Manager B2
CloudTrail Lake E4HEEFE#HZTEREN,

"Version": "2012-10-17",
"Statement": [
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{

"Sid": "ManageCloudTraillakeQueryAccess",

"Effect": "Allow",

"Action": [
"cloudtrail:StartQuery",
"cloudtrail:DescribeQuery",
"cloudtrail:GetQueryResults",
"cloudtrail:CancelQuery"

]I

"Resource": "arn:aws:cloudtrail:*:*:eventdatastore/*"

"Sid": "ManageCloudTraillakeAccess",

"Effect": "Allow",

"Action": [
"cloudtrail:CreateEventDataStore"

]I

"Resource": "arn:aws:cloudtrail:*:*:eventdatastore/*"

RBI 5 (BAIEREREWONE )

LR PIREE R T4 Audit Manager FREEFIEREREBRAEAINR, X BEMIBREIRE AiZTrent 6l
HEHBEF®,

BRG] , B BRNEECHNER, BRNZEESRIIRERBNUENSHHE
TR UUID, A1 BAM Audit Manager REFRREHHIEFREN ARN, BEXEZER , H5H
{AWS Audit Manager APl &) H# GetSettings.

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"cloudtrail:DeleteEventDataStore",
"cloudtrail:UpdateEventDataStore"
1,
"Resource": "arn:aws:cloudtrail:::event-data-store-UUID"
}
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}

AFFT AWS Audit Manager®y F 7 & 32 1 (8] # BR

RGBSR T WA XS AWS Audit ManagerfI JEE 2 7 B 1 B R,

\In

LR EE AT EEATE Audit Manager BR (T, ERMEZEH ) , EFRATEHAREA Audit Manager

;& H Audit Manager &,

"Version": "2012-10-17",
"Statement": [
{
"Sid": "AuditManagerAccess",
"Effect": "Allow",
"Action": [
"auditmanager:GetAccountStatus",
"auditmanager:ListAssessmentFrameworks",
"auditmanager:CreateAssessmentFramework",
"auditmanager:GetAssessmentFramework",
"auditmanager:UpdateAssessmentFramework",
"auditmanager:DeleteAssessmentFramework",
"auditmanager:ListAssessmentReports",
"auditmanager:ListAssessments",
"auditmanager:CreateAssessment",
"auditmanager:ListControls",
"auditmanager:CreateControl”,
"auditmanager:GetControl",
"auditmanager:UpdateControl",
"auditmanager:DeleteControl",
"auditmanager:ListKeywordsForDataSource",
"auditmanager:GetDelegations",
"auditmanager:ValidateAssessmentReportIntegrity",
"auditmanager:ListNotifications",
"auditmanager:GetServicesInScope",
"auditmanager:GetSettings",
"auditmanager:ListTagsForResource",
"auditmanager:TagResource",
"auditmanager:UntagResource"
1,
"Resource": "*"
.
{
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"Sid": "OrganizationsAccess",

"Effect": "Allow",

"Action": [
"organizations:ListAccountsForParent",
"organizations:ListAccounts",
"organizations:DescribeOrganization",
"organizations:DescribeOrganizationalUnit",
"organizations:DescribeAccount",
"organizations:ListParents",
"organizations:ListChildren"

1,

"Resource": "*"

"Sid": "IAMAccess",

"Effect": "Allow",

"Action": [
"iam:GetUser",

jam:ListUsers",
na

jam:ListRoles"

]I

"Resource": "*"

"Sid": "S3Access",

"Effect": "Allow",

"Action": [
"s3:ListAl1MyBuckets"

iF
"Resource": "*"
"Sid": "KmsAccess",

"Effect": "Allow",

"Action": [
"kms:DescribeKey",
"kms:ListKeys",
"kms:ListAliases"

]I

"Resource": "*"

"Sid": "SNSAccess",
"Effect": "Allow",
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"Action": [
"sns:ListTopics"

1,
"Resource": "*"

},

{
"Sid": "TagAccess",
"Effect": "Allow",
"Action": [

"tag:GetResources"

1,
"Resource": "*"

}

AV P RiEiEE AWS Audit Manager

IR BEE I, ELMIEHEZE AWS Audit Manager &RV 215 B AR

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AuditManagerAccess",
"Effect": "Allow",
"Action": [
"auditmanager:Get*",
"auditmanager:List*"
1,
"Resource": "*"
}
]
}

RIFAFEFMITE S KR

ZORBIGEA T MBI KRS, MRV IAM AR ERMINEEA S SO NBRMTENRE, WRES

FERS S LSER AWS CLI 5t AWS API BA4siE 75 = 5e B IR R I BR

"Version": "2012-10-17",
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"Statement": [

{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
},
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}

AWS Audit Manager ftifF[E Amazon SNS & & %@ Al

LR R BV SR BE 4R F Audit Manager [E31E Amazon SNS B & 1258 AR

1 - INRIEAEEISK B Audit Manager BYE A | B AL RAIEEH SNS /i 7] 5B 7 114X

PR o
M 2-INRIZH SNS EFEA AWS Key Management Service (AWS KMS) 3 17 BR 55 85 i h1 27

(SSE) , BRI RAEIE KMS 247 15 8] SR A I R

FELUTREES | FRENRH E4 2 Audit Manager [RESEE , E2
auditmanager.amazonaws.com, REEEFEAFHEMRZE AWS RS EAHRT , A58 B IIEE R
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FEA aws:SourceArn 3 aws:SourceAccount £ HE., BAUFEAXELREF LT &
SREBOBS IE HEUR BB =,

R4l 1 ( SNS EBHAUR )

LSRG S B L ¥ Audit Manager EM4R MR ER SNS £, FMAHEIEE SNS EZRYERE
IR BRI

HEERMWERER , Rt BRNIEECHER. BRUATHRE

« MREBELREPFER aws:SourceArn 48 |, N ZEXTN2BEHARBEH Audit Manager &
JRHY ARN, ETHEKREIF | aws:SourceArn EABEESRF (*) #ERER ID. XAYFFRE Audit
Manager B9X{Fr & Audit Manager BRIFIBEER. A aws:SourceArn £RFHE , BAILUEE
A StringlLike = ArnLike ¥ EEK. FAREREK , BMNBUEMEA ArnLike,

« WRMFEA aws:SourceAccount 48 , MALAEA StringEquals 5 StringlLike &#iz&
o ERARERR , BINBWEMER StringEquals SEMHKERER,

« MR aws:SourceAccount M aws:SourceArn , MK EXAE RERBHIKS, ID,

{
"Version": "2012-10-17",
"Statement": {
"Sid": "AllowAuditManagerToUseSNSTopic",
"Effect": "Allow",
"Principal": {

"Service": "auditmanager.amazonaws.com"
},
"Action": "SNS:Publish",
"Resource": "arn:aws:sns:region:accountID:topicName",

"Condition": {
"StringEquals": {

"aws:SourceAccount": "accountID"
3,
"ArnLike": {

"aws:SourceArn": "arn:aws:auditmanager:region:accountID:*"
}

}
}

DT ER RO aws :SourceArn 48 Stringlike &HZEFA :
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"Condition": {
"StringlLike": {
"aws:SourceArn": "arn:aws:auditmanager:region:accountID:*"
}
}

LT ERRHIXAER aws:SourceAccount &M% Stringlike RHZES

"Condition": {
"StringlLike": {
"aws:SourceAccount": "accountID"
}
}

R 2 (BEANE SNS E&AY KMS ZHARINR )

K BEE A AT Audit Manager £/ KMS B4R AERBIEZAAXRME SNS =8, £ KMS %4/
HATIEERENTAERBLIUHE B RIEFMH

HEEMAL R , B4 ERNIEBECSHNERS. BRUATARE

« MREELRBERER aws:SourceArn &4 , MZELTNZEEMZENFZIRN ARN, fla,
EARGIH | X2EKF,FH SNS £/, FHEREN ARN REBEERF (*) B ARN X, & LUF
StringlLike = ArnLike M EERH S aws:SourceArn MR —EEH. FARESEER , B
BUUEMER ArnLike,

« MRFEA aws:SourceAccount FH# , MATLAEA StringEquals 5 Stringlike &HEZE
. ERNRESIR , RINBWEFEH StringEquals SEUMRENR. MREFHE SNS FEH
ARN , M BAfEA aws:SourceAccount,

« MBMHA aws:SourceAccount M aws:SourceArn , MK EXAE RHEBHKS, ID,

"Version": "2012-10-17",
"Statement": {
"Sid": "AllowAuditManagerToUseKMSKey",
"Effect": "Allow",
"Principal": {
"Service": "auditmanager.amazonaws.com"

iy

"Action": [
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"kms:Decrypt",

"kms:GenerateDataKey"
1,
"Resource": "arn:aws:kms:region:accountID:key/*",
"Condition": {

"StringEquals": {

"aws:SourceAccount": "accountID"
}
"ArnLike": {
"aws:SourceArn": "arn:aws:sns:region:accountID:topicName"
}
}
}

LTFER RO aws : SourceArn &48M Stringlike R4 ZEH -

"Condition": {
"StringLike": {
"aws:SourceArn": "arn:aws:sns:region:accountID:topicName"
}
}

LT ERRHIXAEER aws : SourceAccount S48 H Stringlike £HZER :

"Condition": {
"StringlLike": {
"aws:SourceAccount": "accountID"

}
}

RTFRAFEILREXRSBFTETEREN

LR REER T3 CloudTrail Lake B4 BEFRNITEWNNIR, MRBEAIERFEERSIFIIE , WFE
152 FA L A BR SR B

"Version": "2012-10-17",
"Statement": [
{
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"Sid": "ManageCloudTraillakeQueryAccess",

"Effect": "Allow",

"Action": [
"cloudtrail:StartQuery",
"cloudtrail:DescribeQuery",
"cloudtrail:GetQueryResults",
"cloudtrail:CancelQuery"

1,

"Resource'": "*"

B L ES AR S5 IR B BRI

BEEFERBR —NLZ£MRE , IFEFRERITNRNSAATRESEEERTE SN RS EINIT

ZBRE, R AWS , BRSEGIRELSSBRINBIFRBE, — MRS (BARS ) BAS —TRS
( BUAARS)R , TREE X EBRSEL, TURARAARSREAENR , U B —NEFWER
HITIRE (HTTEENREKRXLAMET ) o A TEHIEXMER , Amazon Web Services 121t o] # By &
RFFMERSHVERSEAHRIBEN IR | XLERS EAERBRTEEKS 8RR,

ENMNBNERREREBFEHaws : SourceArnHMaws : SourceAccount 2 B5M £ T X4 kR HIF
AWS Audit Manager F H i B 55175 7] {2 B B IR A X BR o

s MREBRABEFT —NRREERSHAMERE , B6EH aws:SourceArn, MREBEEZNER |
A LAfF aws : SourceArn 5 @E A (*) —EEH,

Flan | BT LAGER Amazon SNS M Audit Manager EWCEZNBE A, EAFIH | £8K SNS =
G RIREEH |, aws:SourceArn ) ARN ERBEXIK B H Audit Manager &R, HTF&EAEREZ N
Audit Manager ®R , Rt HRATEWEN aws :SourceArn 5 @BEF—RER, XFEEREEBIE SNS
F 5 A KB I8 EFTA Audit Manager & JRo

« MREBBAT XK, FNEARRSERS ERARMEMEXE , £ MA aws: SourceAccount,

« 1R aws:SourceArn EFREEM ID , i1 Amazon S3 1761 ARN , BAAFERAAN L B4
T AR PR HI PR

- MREENFERATXANRYG , HEWR aws:SourceArn EEEMK/, ID, M
aws:SourceAccount fEH aws:SourceArn EHRHIKFER —REEBGHRFEAN , BAE RMERE
Bk 7 1D,
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- BERAERBUESZERN A ERFER aws:SourceArn £ R&H L TXENERNT
E ARN, MIRFHERRHTE Amazon BRBF (ARN) , REEERBESNER , B
Xt ARN RAF o EATEBREAAFHR (*) ¥ aws:SourceArn £/ E TFTX&FHE. 6
W, arn:aws:servicename:*:123456789012: *,

Audit Manager B/ B8R EX#F

EUTHERT , Audit Manager 2RHEEREXRF, XERBEROIEBAMAER aws: SourceArn
H aws:SourceAccount FHERPFERENREMHE,

« FRBERBI : BRRIZEW Audit Manager @B SNS £
. FBERE  BRAFMZBREN SNS TEH KMS 3348

Audit Manager T& R &£ Audit Manager IENZ REFRENEFREFPRBEEREXE,
MRERHTEHOCHEFRERS , WFBEEZ KMS Z4ABKRF A aws: SourceAccount

aws:SourceArn &,

AWS HIEE R B AWS Audit Manager

AWS HERBEZHUIEZMNEENIEL KK AWS, AWS RERBEZEN TS EILAGIRMKER , UE
BRI LT N AP, ANARDERR,

FigfE , AWS HRERB AT NENBEASRTFRENRNR , BAENTHAE AWS FFE
A, BNBZBVWBIERETEAZRNES EERRBKE -SRI NR,

BLEEERAWS EEFBRPENWNRE, ME AWS EiF AWS HEFKPENHNIR , IFEHLE
MiZEREFTREKNFTEZRAGH (AR, ANAR ), AWS RETREERIEHN API HIE RS T
LAEAFT AWS BRS 19 APl IR{ERTE#T AWS 1T E KB,

BXREZEER , H5H (IAM AFEE) #H AWS EE KK,

E&

« AWS EEXBE : AWSAuditManagerAdministratorAccess

- AWS EEXB : AWSAuditManagerServiceRolePolicy
« AWS Audit ManagerAWS 3£ & 5K BB & 5
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AWS IEEXRRE : AWSAuditManagerAdministratorAccess

BT LA AWSAuditManagerAdministratorAccess REEHIINE] IAM 515,

HWERBEEFEENRE , AENHNTEEEMNER AWS Audit Manager, ItiFRIARREIERS AMER AWS
Audit Manager, EUREMEEMA Audit Manager BIR ( Hla0iFE, EZR, #HIFITERE ) 9T
#E, AWS Audit Manager

AWS Audit Manager EEE S AWS RS K2R, XEE N 525 AWS BES AWS Audit
Manager £/ , ATLAE I M IFESEE A AWS kP FERSS A W EIEHE

KR FAE R
ZERBIEUTHR :

« Audit Manager - AF XA EIT AWS Audit Manager &R TR

- Organizations - AFEAFIHKFMALEN |, UERIMITHERNEERR, XRMEN , X
BETRBAZKF X | # AU AWS Audit Manager 3 Z4MNK P T IR E HFERZESIERE
ERKPH,

o iam- AWEHRTE IAM FREFNERAFPHOERSHEXAR, XRLEN , XEETER TN
EEFITTARANERA. WLREEARTEEBRESHEXAGHRRBRRS. X2HXEN ,
XY EERIRBRERARSE , AWS Audit Manager AT LGB R RH MRS HRE R, AWS
Management Console

« s3- RFEMAFIHTTAM Amazon Simple Storage Service (Amazon S3) i@, LINRERME
B, XEETEEEEEEHDFHIERBIRES LEFHIEEN S3 FHME.

o kms - AT EFFIHFEREL., JHANBMCNERN, XRLEN , IELTRHEERETFARESRH
BHATHIEMNE,

* sns - AW EMTE Amazon SNS FHIHITEES, XISHLEN , XEEFEEEEE AWS Audit
Manager [a B SNS B KA B A,

« events— RFEFXAFHMEERKH AWS Security HUDI X E, X2MHEH |, X AWS Audit
Manager = &E B zh I EEFF IS AWS AR H9 AWS Security Hub & 458 AWS Security Hub, &
B, EHUMEXEREFRALERE , LBEELK AWS Audit Manager iRl #,

« tag- AT EFERREFICHRIR. XRMLEN |, XHEER AT LE AWS Audit Manager 33| 5T 1E
3R, BTN ERARSENBRTIRSE.

"Version": "2012-10-17",
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"Statement": [

{

"Sid": "AuditManagerAccess",
"Effect": "Allow",
"Action": [

"auditmanager:*"

iF
"Resource": "*"
"Sid": "OrganizationsAccess",

"Effect": "Allow",

"Action": [
"organizations:ListAccountsForParent",
"organizations:ListAccounts",
"organizations:DescribeOrganization",
"organizations:DescribeOrganizationalUnit",
"organizations:DescribeAccount",
"organizations:ListParents",
"organizations:ListChildren"

1,

"Resource": "*"

"Sid": "AllowOnlyAuditManagerIntegration",
"Effect": "Allow",
"Action": [

"organizations:RegisterDelegatedAdministrator",
"organizations:DeregisterDelegatedAdministrator",

"organizations:EnableAWSServiceAccess"
1,
"Resource": "*",
"Condition": {
"StringlLikeIfExists": {
"organizations:ServicePrincipal": [
"auditmanager.amazonaws.com"

"Sid": "IAMAccess",
"Effect": "Allow",
"Action": [
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"iam:GetUser",
"iam:ListUsers",
"iam:ListRoles"

1,

"Resource": "*"

"Sid": "IAMAccessCreateSLR",
"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "arn:aws:iam::*:role/aws-service-role/
auditmanager.amazonaws.com/AWSServiceRoleForAuditManager*",
"Condition": {
"StringlLike": {

"iam:AWSServiceName": "auditmanager.amazonaws.com"
}
}
I
{
"Sid": "IAMAccessManageSLR",
"Effect": "Allow",
"Action": [
"iam:DeleteServicelinkedRole",
"iam:UpdateRoleDescription",
"iam:GetServicelLinkedRoleDeletionStatus"
1,
"Resource": "arn:aws:iam::*:role/aws-service-role/
auditmanager.amazonaws.com/AWSServiceRoleForAuditManager*"
},
{
"Sid": "S3Access",
"Effect": "Allow",
"Action": [
"s3:ListAl1MyBuckets"
1,
"Resource": "*"
},
{
"Sid": "KmsAccess",
"Effect": "Allow",
"Action": [

"kms:DescribeKey",
"kms:ListKeys",
"kms:ListAliases"
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]I

"Resource": "*"

"Sid": "KmsCreateGrantAccess",
"Effect": "Allow",
"Action": [
"kms:CreateGrant"
1,
"Resource": "*",
"Condition": {
"Bool": {
"kms:GrantIsForAWSResource": "true"
I
"StringlLike": {
"kms:ViaService": "auditmanager.*.amazonaws.com"

"Sid": "SNSAccess",
"Effect": "Allow",
"Action": [

"sns:ListTopics"
1,

"Resource": "*"

"Sid": "CreateEventsAccess",
"Effect": "Allow",
"Action": [
"events:PutRule"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"events:detail-type": "Security Hub Findings - Imported"
I
"ForAllValues:StringEquals": {
"events:source": [
"aws.securityhub"
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}I
{

"Sid": "EventsAccess",

"Effect": "Allow",

"Action": [
"events:DeleteRule",
"events:DescribeRule",
"events:EnableRule",
"events:DisableRule",
"events:ListTargetsByRule",
"events:PutTargets",
"events:RemoveTargets"

1,

"Resource": "arn:aws:events:*:*:rule/

AuditManagerSecurityHubFindingsReceiver"
.
{

"Sid": "TagAccess",

"Effect": "Allow",

"Action": [

"tag:GetResources"

1,

"Resource": "*"

AWS IEEXRIE : AWSAuditManagerServiceRolePolicy

BT BT AWSAuditManagerServiceRolePolicy MiMNEI B S IAM KK, 13K BE B A0 EI R S5 48
XABAWSServiceRoleForAuditManager , AWS Audit Manager /A F A REHITIRIE, BX
EZEL , BHS5R AWS Audit Managerff AIRF XA .

AENPRER AWSAuditManagerServiceRolePolicy ftifF AWS Audit Manager B R EHIT
UTRERKEENUERE
o MUATBIERIRUEERIE
- EESEZFRA AWS CloudTrail
- SHMERERE AWS Config #L
- EHHEREREB AWS Security Hub
- £/ AP ARAREREUT AWS RS R REE.
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® Tip

A} Audit Manager A TMIXERSINEIEREN AP HANESEE , BEREEERHHN X

FEEEABRERERN AP B,

AWS Certificate Manager
AWS Backup

Amazon Bedrock

AWS CloudTrail

Amazon CloudWatch
Amazon CloudWatch H&
Amazon Cognito f P&k
AWS Config

AWS Direct Connect
Amazon DynamoDB

Amazon EC2

Amazon Elastic Container Service

Amazon Elastic File System

Amazon Elastic Kubernetes Service

Amazon ElastiCache
Elastic Load Balancing
Amazon EMR
Amazon EventBridge
Amazon Data Firehose
Amazon FSx

Amazon GuardDuty

AWS ldentity and Access Management (IAM)

Amazon Kinesis

AWS KMS

AWS %W? Lambda
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» AWS License Manager

« Amazon Managed Streaming for Apache Kafka
» AWS Organizations

« Amazon Relational Database Service

+ Amazon Redshift

» Amazon Route 53

* Amazon S3

* AWS Security Hub

» Amazon Simple Notification Service

* Amazon Simple Queue Service

+ AWS WAF

RRFHRER

AWSAuditManagerServiceRolePolicy AWS Audit Manager B X 5 E R IRTRIA T BRIE -

acm:GetAccountConfiguration
acm:ListCertificates
backup:ListRecoveryPointsByResource
bedrock:GetCustomModel
bedrock:GetFoundationModel
bedrock:GetModelCustomizationJob
bedrock:GetModelInvocationLoggingConfiguration
bedrock:ListCustomModels
bedrock:ListFoundationModels
bedrock:ListModelCustomizationJobs
cloudtrail:DescribeTrails
cloudtrail:LookupEvents
cloudwatch:DescribeAlarms
cloudwatch:DescribeAlarmsForMetric

cloudwatch:GetMetricStatistics

AWS REFKH
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* cloudwatch:ListMetrics

* cognito-idp:DescribeUserPool

« config:DescribeConfigRules

* config:DescribeDeliveryChannels

« config:ListDiscoveredResources

* directconnect:DescribeDirectConnectGateways
* directconnect:DescribeVirtualGateways

* dynamodb:DescribeTable

* dynamodb:ListBackups

* dynamodb:ListGlobalTables

* dynamodb:ListTables

* ec2:DescribeAddresses

* ec2:DescribeCustomerGateways

* ec2:DescribeEgressOnlyInternetGateways

* ec2:DescribeFlowlLogs

* ec2:DescribeInstances

* ec2:DescribelnternetGateways

* ec2:DescribelocalGatewayRouteTableVirtualInterfaceGroupAssociations
* ec2:DescribelocalGateways

* ec2:DescribelocalGatewayVirtualInterfaces
* ec2:DescribeNatGateways

* ec2:DescribeNetworkAcls

* ec2:DescribeRouteTables

* ec2:DescribeSecurityGroups

* ec2:DescribeSnapshots

* ec2:DescribeTransitGateways

* ec2:DescribeVolumes

* ec2:DescribeVpcEndpoints

* ec2:DescribeVpcPeeringConnections

AWS EE XK 454



Amazon Audit Manager

RAriEmE

* ec2:DescribeVpcs

* ec2:DescribeVpnConnections

* ec2:DescribeVpnGateways

* ec2:GetEbsDefaultKmsKeyId

* ec2:GetEbsEncryptionByDefault

* ecs:DescribeClusters

* eks:DescribeAddonVersions

* elasticache:DescribeCacheClusters
 elasticache:DescribeServiceUpdates

* elasticfilesystem:DescribeAccessPoints
 elasticfilesystem:DescribeFileSystems

* elasticloadbalancing:DescribelLoadBalancers
 elasticloadbalancing:DescribeSslPolicies
* elasticloadbalancing:DescribeTargetGroups
+ elasticmapreduce:ListClusters

* elasticmapreduce:ListSecurityConfigurations
* events:DeleteRule

* events:DescribeRule

* events:DisableRule

* events:EnableRule

* events:ListConnections

* events:ListEventBuses

* events:ListEventSources

* events:ListRules

* events:ListTargetsByRule

* events:PutRule

* events:PutTargets

 events:RemoveTargets

« firehose:ListDeliveryStreams
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« fsx:DescribeFileSystems

* guardduty:ListDetectors
 iam:GenerateCredentialReport
« iam:GetAccountAuthorizationDetails
* iam:GetAccountPasswordPolicy
* iam:GetAccountSummary

« iam:GetCredentialReport

e iam:ListEntitiesForPolicy
 iam:ListGroupPolicies

* iam:ListGroups
 iam:ListOpenIdConnectProviders
 iam:ListPolicies
 iam:ListRolePolicies

« iam:ListRoles
 iam:ListSamlProviders
 iam:ListUserPolicies

* iam:ListUsers
 iam:ListVirtualMFADevices

» kafka:ListClusters

« kafka:ListKafkaVersions

* kinesis:ListStreams

* kms:DescribeKey

* kms:GetKeyPolicy

* kms:GetKeyRotationStatus

* kms:ListGrants

* kms:ListKeyPolicies

* kms:ListKeys

* lambda:ListFunctions

* license-manager:ListAssociationsForLicenseConfiguration
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 license-manager:ListLicenseConfigurations
* license-manager:ListUsageForLicenseConfiguration
* logs:DescribeDestinations
* logs:DescribeExportTasks
* logs:DescribelogGroups
* logs:DescribeMetricFilters
* logs:DescribeResourcePolicies
* logs:FilterLogEvents
* organizations:DescribeOrganization
* organizations:DescribePolicy
* rds:DescribeCertificates
* rds:DescribeDbClusterEndpoints
* rds:DescribeDbClusterParameterGroups
* rds:DescribeDbClusters
» rds:DescribeDBInstances
* rds:DescribeDbSecurityGroups
* redshift:DescribeClusters
« route53:GetQuerylLoggingConfig
* s3:GetBucketPolicy
- Lt API 24 AWS Ik E T RAMSEERNIEZETT, service-linked-role 1B 7 3% 17 8] B8 Ik F= 77 1 1 SR BE
* s3:GetBucketPublicAccessBlock
* s3:GetBucketVersioning
* s3:GetEncryptionConfiguration
* s3:GetLifecycleConfiguration
* s3:ListAllMyBuckets
» securityhub:DescribeStandards
* sns:ListTopics
* sqs:ListQueues
 waf-regional:GetLoggingConfiguration

* waf-regional:ListRuleGroups
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« waf-regional:ListSubscribedRuleGroups
« waf-regional:ListWebACLs
 waf:ListActivatedRulesInRuleGroup

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"acm:GetAccountConfiguration",
"acm:ListCertificates",
"backup:ListRecoveryPointsByResource",
"bedrock:GetCustomModel",
"bedrock:GetFoundationModel",
"bedrock:GetModelCustomizationJob",
"bedrock:GetModelInvocationLoggingConfiguration",
"bedrock:ListCustomModels",
"bedrock:ListFoundationModels",
"bedrock:ListModelCustomizationJobs",
"cloudtrail:DescribeTrails",
"cloudtrail:LookupEvents",
"cloudwatch:DescribeAlarms",
"cloudwatch:DescribeAlarmsForMetric",
"cloudwatch:GetMetricStatistics",
"cloudwatch:ListMetrics",
"cognito-idp:DescribeUserPool",
"config:DescribeConfigRules",
"config:DescribeDeliveryChannels",
"config:ListDiscoveredResources",
"directconnect:DescribeDirectConnectGateways",
"directconnect:DescribeVirtualGateways",
"dynamodb:DescribeTable",
"dynamodb:ListBackups",
"dynamodb:ListGlobalTables",
"dynamodb:ListTables",
"ec2:DescribeAddresses",
"ec2:DescribeCustomerGateways",
"ec2:DescribeEgressOnlyInternetGateways",
"ec2:DescribeFlowlLogs",
"ec2:DescribelInstances",

ec2:DescribelnternetGateways",
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ec2:DescribelocalGatewayRouteTableVirtualInterfaceGroupAssociations",
"ec2:DescribelocalGateways",
"ec2:DescribelocalGatewayVirtualInterfaces",
"ec2:DescribeNatGateways",

ec2:DescribeNetworkAcls",

"ec2:DescribeRouteTables",

ec2:DescribeSecurityGroups",

"ec2:DescribeSnapshots",

ec2:DescribeTransitGateways",

"ec2:DescribeVolumes",

ec2:DescribeVpcEndpoints",

"ec2:DescribeVpcPeeringConnections",

ec2:DescribeVpcs",

"ec2:DescribeVpnConnections",

ec2:DescribeVpnGateways",

"ec2:GetEbsDefaultKmsKeyId",

"ec2:GetEbsEncryptionByDefault",

"ecs:DescribeClusters",

"eks:DescribeAddonVersions",
"elasticache:DescribeCacheClusters",
"elasticache:DescribeServiceUpdates",
"elasticfilesystem:DescribeAccessPoints",
"elasticfilesystem:DescribeFileSystems",
"elasticloadbalancing:DescribeloadBalancers",
"elasticloadbalancing:DescribeSslPolicies",
"elasticloadbalancing:DescribeTargetGroups",
"elasticmapreduce:ListClusters",
"elasticmapreduce:ListSecurityConfigurations",
"events:DescribeRule",
"events:ListConnections",
"events:ListEventBuses",
"events:ListEventSources",
"events:ListRules",
"firehose:ListDeliveryStreams",
"fsx:DescribeFileSystems",
"guardduty:ListDetectors",

iam:GenerateCredentialReport",

iam:GetAccountAuthorizationDetails",

iam:GetAccountPasswordPolicy",

iam:GetAccountSummary",

iam:GetCredentialReport",

iam:ListEntitiesForPolicy",

iam:ListGroupPolicies",
"iam:ListGroups",
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iam:ListOpenIdConnectProviders",
"iam:ListPolicies",

jam:ListRolePolicies",

iam:ListRoles",
"iam:ListSamlProviders",
"iam:ListUserPolicies",
"iam:ListUsers",

"iam:ListVirtualMFADevices",

"kafka:ListClusters",

"kafka:ListKafkaVersions",

"kinesis:ListStreams",

"kms:DescribeKey",

"kms:GetKeyPolicy",

"kms:GetKeyRotationStatus",

"kms:ListGrants",

"kms:ListKeyPolicies",

"kms:ListKeys",

"lambda:ListFunctions",
"license-manager:ListAssociationsForLicenseConfiguration",
"license-manager:ListLicenseConfigurations",
"license-manager:ListUsageForLicenseConfiguration",
"logs:DescribeDestinations",

"logs:DescribeExportTasks",

"logs:DescribelogGroups",

"logs:DescribeMetricFilters",
"logs:DescribeResourcePolicies",

"logs:FilterLogEvents",
"organizations:DescribeOrganization",
"organizations:DescribePolicy",
"rds:DescribeCertificates",
"rds:DescribeDbClusterEndpoints",
"rds:DescribeDbClusterParameterGroups",
"rds:DescribeDbClusters",
"rds:DescribeDBInstances",
"rds:DescribeDbSecurityGroups",
"redshift:DescribeClusters"”,
"route53:GetQuerylLoggingConfig",
"s3:GetBucketPublicAccessBlock",
"s3:GetBucketVersioning",
"s3:GetEncryptionConfiguration",
"s3:GetLifecycleConfiguration",
"s3:ListAl1lMyBuckets",
"securityhub:DescribeStandards",
"sns:ListTopics",
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"sgs:ListQueues",
"waf-regional:GetLoggingConfiguration",
"waf-regional:ListRuleGroups",
"waf-regional:ListSubscribedRuleGroups",
"waf-regional:ListWebACLs",
"waf:ListActivatedRulesInRuleGroup"

1,

"Resource": "*",

"Sid": "AuditManagerAPICallAccess"
},
{

"Sid": "AuditManagerS3GetBucketPolicyAccess",
"Effect": "Allow",

"Action": [
"s3:GetBucketPolicy"

1,

"Resource": "*",

"Condition": {

"StringEquals": {
"aws:ResourceAccount": [
"${aws:PrincipalAccount}"

]

}
}I
{

"Sid": "CreateEventsAccess",
"Effect": "Allow",
"Action": [
"events:PutRule"
1,
"Resource": "arn:aws:events:*:*:rule/AuditManagerSecurityHubFindingsReceiver",
"Condition": {
"StringEquals": {
"events:detail-type": "Security Hub Findings - Imported"
I
"Null": {
"events:source": "false"
},
"ForAllValues:StringEquals": {
"events:source": [
"aws.securityhub"
]
}
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}
.
{
"Sid": "EventsAccess",
"Effect": "Allow",
"Action": [

"events:DeleteRule",
"events:DescribeRule",
"events:EnableRule",
"events:DisableRule",
"events:ListTargetsByRule",
"events:PutTargets",
"events:RemoveTargets"
1,
"Resource": "arn:aws:events:*:*:rule/AuditManagerSecurityHubFindingsReceiver"
}
]
}
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BEX
- N B KRR EHN

HR HEHA
Audit Manager L7 AT BAIT A T IRESRIEER
RIBHRRH B3IETE AWS K,

* acm:GetAccountConfiguration
 acm:ListCertificates

* backup:ListRecoveryPointsBy
Resource

* bedrock:GetCustomModel
 bedrock:GetFoundationModel

* bedrock:GetModelCustomizati
onJob

* bedrock:GetModelInvocationL
oggingConfiguration

* bedrock:ListCustomModels

* bedrock:ListFoundationModels

* bedrock:ListModelCustomizat
ionJobs

* cloudtrail:LookupEvents

* cloudwatch:DescribeAlarmsFo
rMetric

e cloudwatch:GetMetricStatistics
* cloudwatch:ListMetrics

» directconnect:DescribeDirec
tConnectGateways

» directconnect:DescribeVirtu
alGateways

* dynamodb:ListBackups
* dynamodb:ListGlobalTables
* ec2:DescribeAddresses

* ec2:DescribeCustomerGateways
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BEX

iR

ec2:DescribeEgressOnlyInter
netGateways

ec2:DescribeInternetGateways

ec2:DescribelLocalGatewayRou
teTableVirtualInterfaceGrou
pAssociations

ec2:DescribelocalGateways

ec2:DescribelocalGatewayVir
tualInterfaces

ec2:DescribeNatGateways
ec2:DescribeTransitGateways

ec2:DescribeVpcPeeringConne
ctions

ec2:DescribeVpnConnections
ec2:DescribeVpnGateways
ec2:GetEbsDefaultKmsKeyId
ec2:GetEbsEncryptionByDefault
ecs:DescribeClusters
eks:DescribeAddonVersions

elasticache:DescribeCacheCl
usters

elasticache:DescribeService
Updates

elasticfilesystem:DescribeA
ccessPoints

elasticloadbalancing:Descri
belLoadBalancers

elasticloadbalancing:Descri
beSslPolicies

elasticloadbalancing:Descri
beTargetGroups
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iR

elasticmapreduce:ListClusters

elasticmapreduce:ListSecuri
tyConfigurations

events:ListConnections
events:ListEventBuses
events:ListEventSources
events:ListRules
firehose:ListDeliveryStreams
fsx:DescribeFileSystems
iam:GetAccountPasswordPolicy
iam:GetCredentialReport
iam:ListOpenIdConnectProviders
iam:ListSamlProviders
iam:ListVirtualMFADevices
kafka:ListClusters
kafka:ListKafkaVersions
kinesis:ListStreams
lambda:ListFunctions
logs:DescribeDestinations
logs:DescribeExportTasks
logs:DescribelogGroups
logs:DescribeMetricFilters
logs:DescribeResourcePolicies
logs:FilterLogEvents
rds:DescribeCertificates
rds:DescribeDbClusterEndpoints

rds:DescribeDbClusterParame
terGroups

rds:DescribeDbClusters
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BEX

AWSAuditManagerServiceRoleP
olicy

- NI BREHERN

iR

rds:DescribeDbSecurityGroups
redshift:DescribeClusters
s3:GetBucketPublicAccessBlock
s3:GetBucketVersioning
sns:ListTopics

sqs:ListQueues

waf-regional:GetLoggingConf
iguration

waf-regional:ListRuleGroups

waf-regional:ListSubscribed
RuleGroups

waf-regional:ListWebACLs

FA1E AWSAuditManagerServiceRoleP
olicy HARMTIUHUTIR :

dynamodb:DescribeTable
dynamodb:ListTables
ec2:DescribeVolumes

kms :GetKeyPolicy

kms : GetKeyRotationStatus
kms:ListKeyPolicies
rds:DescribeDBInstances
redshift:DescribeClusters
s3:GetEncryptionConfiguration
s3:ListAllMyBuckets

B

07/07/202

2
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BX HR =
AWSAuditManagerServiceRoleP BRS5# < A EITE AWS Audit Manager 72 1F 05/20/202
olicy - B# T B K #fTorganizations:DescribeOrgan 2

ization #BE.

EINEFABE A (*) FF CreateEve

ntsAccess RRKBEEMNENESERE

F%R (arn:aws:events:*:*:rule/

AuditManagerSecurityHubFinding

sReceiver ).

&Ja , BMH events:source HHBBAMT

— N Null REEZEER , LEINREFERERE

TRz,
AWSAuditManagerAdministrato BAVEH T events:source HIXBRHGER 04/29/202
rAccess — E# T B K B, AR 2 —NSER, 2
AWSAuditManagerServiceRoleP EIEFH T events:source MXBRHEE 03/16/202
olicy - B T B K B, URMXZ2—NSEE, 2
AWS Audit Manager EFFBIRERE  AWS Audit Manager FFIRERERE AWS L E KB 05/06/202

G

RV E R,

¥ AWS Audit Manager & 3 %1/ 8] 3t 17 # BE BERR

FERAUTEETHEBERLMAIEELEFEMA Audit Manager 1 IAM B AT 82 B BB WL 9] &,

ES ]

« BEREATLEHRITRIE AWS Audit Manager

o BRELBINIT iam : PassRole

« BEATFRIUANA AWS IKF HREIFEH AWS Audit Manager &R

1

R
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BEREU T ERIT®RIE AWS Audit Manager

AP LXER AWS Audit Manager 2 Audit Manager API #/ERt , & H
HlAccessDeniedException&iRo.

EXMERLT , FNEERAMNNEHRELLAFAFIHERE,
KL IT iam : PassRole

MREUWE|—MNEIR |, RPBEINIT iam: PassRole B , ML EFHM KRB UL T RN ACEIESE
Audit Manager.,

BE AWS 7S AR AGRKEAL1ZKRS , MAREIRMNBRSALIRSHEXAR, Nit,
BB MEBRABLEIRSHINR.

HH N marymajor M IAM A=A G A7 Audit Manager RHITIRIER , @ K ELLT RBIE
%o BR , RELMEBTRSACHRFHNRT AIMITILEE, Mary FTEBRABEZIE RSN
BRo

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EXFERT , XMEH Mary BYREE S b 4T iam: PassRole #1E.
MBEEEHL , FHRRENAWS BER, FHNEERRRHEEREIN A
BREAWTRUANA AWS IKF 175EIFEM AWS Audit Manager &R

FAatE—1Ae  WEEMKFPHNAFSIEELANARTUERZABKRIGRIEHRIR, &0
BIEEWESER , IURAAG., X TXHETRFNRBEHHFEFEZIR (ACL ) KBRS , ER 2L
£ X LR B0 A 5 RT3 SR8 BIRAY U5 R X o

ETHREZER , BZRAUATHRE :

- E T Audit Manager BB XIFIXEIEE | BSH W17 AWS Audit Manager 5 1AM EE& /.

- ETHNARENSHENERNIHENERAWS K, BH2E IAM AP ERTHREHE AWS
K 5= IAM B PR AT R AR

- ETHRNAEE=FREXNEHERAOGRNE AWS KF , BHSH IAM AR ERTHREE=5E
HiFER. AWS K
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- ETHRINABEE S HAKRERIEREFRNER , H55 (IAM AFERE) PR HIEE B EAKIERN
AP ( BBRERIE ) RAETHRNE.

- ETHREAACNETRARNRBETEKSFRZEANES , HS5H (AM RFER) 8 1AM
AEEETRENRBEEMATE,

RS <A AT AWS Audit Manager

AWS Audit Manager £ AWS Identity and Access Management (IAM) JRE XA E, REEXAE
2—#5 Audit Manager BEXBAINERTYN IAM B, BRSHE<AEE Audit Manager FlE X
BIEZBRSAREFAHM AWS BREFTENFTENR,

RS HXxAEMFEIREES AWS Audit Manager EMNA S , RABFTLFHRMAENNR. Audit
Manager EXHERSHEXBEHNER |, BRIESAEN , BN RE Audit Manager JARAZAER., E
NN REBEEERBANNREKE , mBANREETEMMNEEMEE IAM 4,

BRAXFERSHERAGHEMBRSNEE , BSRAAS5 IAM BEREANAWS RS, AERKRSHEXA
BIHRHRNBS. EER , TRIEFTZRSHNRSEXR A BRI EE,

# IR S5 5 A B BR AWS Audit Manager

Audit Manager & N RS X A EAWSServiceRoleForAuditManager , ZA R AFIHRIME
FAsEEN AWS Audit ManagerAWS RS M &R

AwSServiceRoleForAuditManager lRF XA EEE auditmanager.amazonaws. com fR% kK
RKAAE,

AENPRERME LT Au AWSAuditManagerServiceRolePolicydit Manager BZh N ER KREH
AWS ERERMIERE. EEA4HE  EUARREHITUTRE,

- Audit Manager A L AWS Security Hub ARKIEESM MR EIERE, EXMERT , Audit Manager
FRAUTHRREZENDIREZ SR ELE R AWS Security Hub, RE , ©F4ERERIEREM MBEH
MR,

» securityhub:DescribeStandards

® Note

A< Audit Manager AT BAUERBRLE4E TE Security Hub #BHMEZE R | HSH AWS Audit
ManagerX ##AWS Security Hub ##.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_compare-resource-policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_compare-resource-policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
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- Audit Manager A1 A AWS Config ARIEESAMEREIERE. EXMERT , Audit Manager £/ 2L
THREZEMNFIRE AWS Config BN 1FHLE R AWS Confige RE , ©FFE RIERIEREM MBI
MR =S,

» config:DescribeConfigRules

» config:DescribeDeliveryChannels

 config:ListDiscoveredResources

(® Note

A< Audit Manager A AR BRLE4E E AWS Config MW EZE L |, FS5 5 Audit
Manager X #EHIAWS Config # Il AWS Audit Manager,

« Audit Manager A1 L AWS CloudTrail AR ER FEsN IR, EiXfER T , Audit Manager £
AT IBRM CloudTrail BEFHERAFES . RE , ©FRFZ5E3NEI SR NS5 AH 5 TN 2 4
.,

» cloudtrail:DescribeTrails

* cloudtrail:LookupEvents

® Note

A% Audit Manager ] AR BRLE4E E CloudTrail AWS CloudTrail B4 EZEER | 55
F) X EH B AWS Audit Manager.

« Audit Manager AT A AWS API HARWBERREEILERE. EXHHERT , Audit Manager £/
UTRBRALT AWS RS ERAEREREBNRE AP, RE , ©4&1F API 18R/ IEE M i E &
p PSRRI ET

* acm:GetAccountConfiguration

« acm:ListCertificates

* backup:ListRecoveryPointsByResource

* bedrock:GetCustomModel

* bedrock:GetFoundationModel

* bedrock:GetModelCustomizationJob

* bedrock:GetModelInvocationLoggingConfiguration

* bedrock:ListCustomModels
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bedrock:ListFoundationModels

bedrock:ListModelCustomizationJobs

cloudwatch:DescribeAlarms

cloudwatch:DescribeAlarmsForMetric

cloudwatch:GetMetricStatistics

cloudwatch:ListMetrics

cognito-idp:DescribeUserPool

directconnect:DescribeDirectConnectGateways

directconnect:DescribeVirtualGateways

dynamodb:DescribeTable

dynamodb:ListBackups

dynamodb:ListGlobalTables

dynamodb:ListTables

ec2:
ec2:
ec2:
ec2:
ec2:
ec2:
ec2:
ec2:
ec2:

ec2:

ec2

ec2:

ec2:

ec?

ec2:

DescribeAddresses

DescribeCustomerGateways

DescribeEgressOnlyInternetGateways

DescribeFlowlogs

DescribeInstances

DescribeInternetGateways
DescribelocalGatewayRouteTableVirtualInterfaceGroupAssociations
DescribelocalGateways

DescribelocalGatewayVirtualInterfaces

DescribeNatGateways

:DescribeNetworkAcls

DescribeRouteTables

DescribeSecurityGroups

:DescribeSnapshots

DescribeTransitGateways

7D SN T
ﬁﬁﬁﬂ&%*ﬁ%%b\—llUCVULumcg

* ec2:DescribeVpcEndpoints
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ec2:DescribeVpcPeeringConnections
ec2:DescribeVpcs
ec2:DescribeVpnConnections
ec2:DescribeVpnGateways
ec2:GetEbsDefaultKmsKeyId
ec2:GetEbsEncryptionByDefault
ecs:DescribeClusters
eks:DescribeAddonVersions
elasticache:DescribeCacheClusters
elasticache:DescribeServiceUpdates
elasticfilesystem:DescribeAccessPoints
elasticfilesystem:DescribeFileSystems
elasticloadbalancing:DescribeloadBalancers
elasticloadbalancing:DescribeSsl1Policies
elasticloadbalancing:DescribeTargetGroups
elasticmapreduce:ListClusters
elasticmapreduce:ListSecurityConfigurations
events:DeleteRule

events:DescribeRule

events:DisableRule

events:EnableRule

events:ListConnections
events:ListEventBuses
events:ListEventSources

events:ListRules

events:ListTargetsByRule

events:PutRule

events:PutTargets

ﬁfﬁﬂ&%%’ﬁs&ﬁt@? Removetargets

firehose:ListDeliveryStreams
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« fsx:DescribeFileSystems

* guardduty:ListDetectors

« iam:GenerateCredentialReport
« iam:GetAccountAuthorizationDetails
* iam:GetAccountPasswordPolicy
* iam:GetAccountSummary
 iam:GetCredentialReport
 iam:ListEntitiesForPolicy
 iam:ListGroupPolicies
 iam:ListGroups
 iam:ListOpenIdConnectProviders
 iam:ListPolicies

« iam:ListRolePolicies

« iam:ListRoles
 iam:ListSamlProviders
 iam:ListUserPolicies
 iam:ListUsers
 iam:ListVirtualMFADevices

* kafka:ListClusters

« kafka:ListKafkaVersions

* kinesis:ListStreams

* kms:DescribeKey

* kms:GetKeyPolicy

* kms:GetKeyRotationStatus

* kms:ListGrants
 kms:ListKeyPolicies

* kms:ListKeys

e lambda:ListFunctions
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* license-manager:ListUsageForLicenseConfiguration
* logs:DescribeDestinations

* logs:DescribeExportTasks

* logs:DescribelogGroups

* logs:DescribeMetricFilters

* logs:DescribeResourcePolicies

* logs:FilterLogEvents

* organizations:DescribeOrganization

* organizations:DescribePolicy

* rds:DescribeCertificates

* rds:DescribeDbClusterEndpoints

* rds:DescribeDbClusterParameterGroups
« rds:DescribeDbClusters

» rds:DescribeDBInstances

* rds:DescribeDbSecurityGroups

* redshift:DescribeClusters

« route53:GetQuerylLoggingConfig

* s3:GetBucketPolicy

« It APl #24E AWS Ik~ FE AT FHIISEEI NIE1T. service-linked-role 1B 75 3% 14 B BB K P 125 FE 5%
B o

* s3:GetBucketPublicAccessBlock

* s3:GetBucketVersioning

* s3:GetEncryptionConfiguration

* s3:GetLifecycleConfiguration

* s3:ListAl1MyBuckets

* sns:ListTopics

* sqs:ListQueues
 waf-regional:GetLoggingConfiguration
» waf-regional:ListRuleGroups
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* waf-regional:ListWebACLs
 waf:ListActivatedRulesInRuleGroup

® Note
Ax Audit Manager AIBMERIHSE AP BRAMNESEER , BEH <& HEEFBERE
B APIEA

EEFEREZSHERACHTENRIFME EAWSServiceRoleForAuditManager , &5
B AWSAuditManagerServiceRolePolicy {AWS & XRIKESEIEE) .

BB ENR , 2 IAM R4 (AF, AAE ) IR, RESIBRESHXAR. BXESE
B, EZH (AM BFERE) PRRSHEXA SRR,

£l AWS Audit Manager REHEXBE

BEEFHREBRRSHEXAR, BARB AWS Audit Manager , ZIREZF 2B N EEIZRSHEXAE,
BRI LA A TR E B A Audit Manager AWS Management Console , t5 a] BU&EIS API 28 AWS CLIS
A. BXEZEERE , BZRALAAFEEPHN BA T AWS Audit Manager.

MREMBRZBSHXBE , AEFTEBRCE KU UERAMEEREERKSFERCIBEAE,

% AWS Audit Manager RS XA R

AWS Audit Manager i & 4m#EAWSServiceRoleForAuditManager RS X AR, ERIERS
HXAeE , ERLTEERACHEN , RANREZSHASIAZAR, T , BAUEAR IAM &
BABNHA, BXEZEE , BHZH (AM AFER) PHNERERSHEXAE,

¥ IAM E{k4%% AWSServiceRoleForAuditManager BRSHX A IR

RUTERRNEFERERSHEXACHERE IAM KERNRR KM,

{

"Effect": "Allow",

"Action": [

"iam:UpdateRoleDescription"

1,

"Resource": "arn:aws:iam::*:role/aws-service-role/auditmanager.amazonaws.com/
AWSServiceRoleForAuditManager*",

"Condition": {"StringLike": {"iam:AWSServiceName": "auditmanager.amazonaws.com"}}
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}

fHIBR AWS Audit Manager fREHEX AR

MREFHBEA Audit Manager , BATEIIEM B AWSServiceRoleForAuditManager RS XA
B, IHEMEERBRED LR LEFPRERELE, BER , BUAEBRBRSHEXAE , RAET LN
FL BR o

R BRSHEXAR

DA EFHARSHEXACKBE TN EHABRZACGEANTMARIE , RAESTEEFEH IAM HIBR Audit
Manager RS HXBE, At | HEFRN Audit Manager £28 AWS XigiiE45. BUHEME |, Audit
Manager T~ BFERARSHEXAE,

A WATEGHEM Audit Manager %88 |, ES RN T AR :

- RIEEPHEH AWS Audit Manager
«  (AWS Audit Manager APl £%) H i DeregisterAccount
- £ “SERR FIEHEKFAWS CLI AWS Audit Manager

B F sl BR Audit Manager BIREVLER |, SR AIER P AIMIBR Audit Manager $3E.
HiER RSHEXAE

BATLABER IAM #2&1&. AWS Command Line Interface (AWS CLI) 2 IAM AP il BRIRSHEX A&,
|AM console

FREUTSRE IAM 2HEPRIBRESHEXAR.

BERARSSHEX B E (FIE)

1. &% AWS Management Console F#3TFF IAM #2#|& , it https://
console.aws.amazon.com/iam/,

2. EIAMZHENSMERTD , kBAR, ABiED AWSServiceRoleForAuditManager 35
BHNEIRE K MARERERRITES,

. ENENTNAGERETS | EERR.

4. EWEUNFEES K EFELXFTENEER , ZEERERESMEEA R LIXFE AWS BRSH B
B, XEAHEHANACHARRLTEIRS. MRERE  FEXFBAFEPEA
AwSServiceRoleForAuditManager , AJEEEMIBR IR R BRSSHE < A B 1THIER.
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/auditmanager/deregister-account.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/data-protection.html#data-deletion-and-retention
https://console.aws.amazon.com/iam/
https://console.aws.amazon.com/iam/
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5. B IAM ZHEBH , LERBRSHEXASHRGREE. BT IAM BRSHEXACHBRRERS
By, Bt , EERXAEHITHERE , BERESATEEMRL , BAlsRA M. MRESKI , WA
BRMIRDBER , HEERERESE REIER.

AWS CLI
BRI LMEA T 1AM @5 AWS CLI BIBR RS X A,
fiBRARSMEX A (AWS CLI)

1. BWAUTHSUSEEKFFHASR

aws iam get-role --role-name AWSServiceRoleForAuditManager

2. MRBRZHEXRAGCEHFEAREGXBKNER , WL ER KT , Bt EATHRRMIERER, @
BERBRIXERYE | ZERATESBIEL, BAAMNEN IR deletion-task-id AR E
i BRAE S5 B9 IR Z o

BAUTHTUERBRSHEXABHMERER
aws iam delete-service-linked-role --role-name AWSServiceRoleForAuditManager

3. HAUT@HRUREMRESIRE

aws iam get-service-linked-role-deletion-status --deletion-task-id deletion-
task-id

I BRAES BYIRAS AT BER NOT_STARTED., IN_PROGRESS. SUCCEEDED = FAILED, &SRR
KW, MERAASREAMAER , UMERFITRIEHEE,

IAM API
BRI LAEA IAM API BIBRIRSHEX A G,
HIBRARS MR A E (API)

1. GetRoleHBFIIHEKF PR B, EIERP , X AWSServiceRoleForAuditManager
YEH RoleName,
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2. MERZHEXSEEHEASLEEXBENER , NTERRE , HitbEATHRHBRIER, 0
BRBRIXLERYGF , ZERATELBIEL, EBARAMNIERN PR DeletionTaskId LA 2=
BRESHIRES,

EERETRSHEXBEMMERIER , HA B DeleteServiceLinkedRole, EERS |, IE
AwSServiceRoleForAuditManager #E58 RoleName,

3. ERERBRIIRES , iHBA GetServiceLinkedRoleDeletionStatus. EiFEFRT |, IEE
DeletionTaskId,.

I BRAESS BYIRAS AT BER NOT_STARTED., IN_PROGRESS. SUCCEEDED =% FAILED, &0SRR:
KW, MERAASREAMAIER , UMERFITRIBHEE,

® Tip
R Audit Manager RFEEFERZACREGXRENER , WBRAK, REYEMDE—
BN AWS XEFEM T Audit Manager BV , T2 ZEXMER. BUHEME , Audit Manager
=L FERRSHEXAR,
ERRBIBRAMA R , EEBREMEERIZRS AWS X5 #ith 5 5E4 Audit Manager,
R, ENERRBZaERPHNSRIEE,

AWS Audit Manager fRF M x A B I X

AWS Audit Manager XEFEFFERERS AWS K8 Wit ERERSHEANAR, BXEZER
BESHEAWS RS =,

EMERIE AWS Audit Manager

ETHRREETRESAUXINEE , FZHAWS RS “ZEEA XIS HBE" ", RERFEERN
BHEMITH. AWS RS AXx—KREE , BSHAWS SMITHAWS,

BRI LAMERATEE=SFitikE AWS Artifacte BXREZEER |, BESRPMW “THIRE” £/ “AWS
Artifact,

BEMEA AWS RS R EAREBR T ENBENERBM. BRATNEN B R UK E R ERENE
Mo AWS R T U T RIRKAEBRIAEMLE
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https://docs.aws.amazon.com/general/latest/gr/rande.html
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html

Amazon Audit Manager PR

s ZEESEPMREANTER — XEMBEFEITICTRIESEM , HIEHTHEXLEEM E AWS #
EURZ2MNEIARENERNEAEINEN TR,

- £ A@Q@ mazon Web Services L HIPAA Z2£ 553N — RAEHER 7 {4 w1 0{A £ A
AWS REIZF A HIPAA BEH N ARF.

@ Note
FHIEFE AWS RS ABRIE HIPAA %1k, BXEZEER , FSAMNE HIPAA ERHRS
2%,

- AWS EAWS HI R — W THEBNEMESTREERTENTLMAERX,

- AWS EFEHIEE —NENAETHREHREEN, XEEBLETRIPFVWRESE , AWS RS
HHEMRFNIBZSNMNER (S REZEERIMESHEAMZEE (NIST), XFFTLEZEIEEZERS
(PCI) FIEBRFR LA (1SO) ) BB 212,

- EFAWS Config J7F & A R 1§ F R BV AL {5 R — % AWS Config RS T ZNRREEBEES K
EELFERIRE, TAENFEMR,

« AWS Security Hub— iX AWS RS IRt T ENF L RSN L EME AWS, Security Hub B3 &
SR TEEN AWS BRAREHREFERETURENRESR, EXZIIEFERSREH NS
& , 28 Security Hub #£#|3#,

« AWS Audit Manager— iX AWS Bg$s A AR BB IFEw it AWS FERER , ANTfEI{E RS EE UK
FEMRFITAFRERN SR

FHETE AWS Audit Manager

AWS £ EMREEE S AWS XM AXEEN, AWS XiGRES/MNEREMREREN A
X, XEATAXBEYRIEE, SFEHENSEITRAMEZHEIE,

MATARK , SaLRITNREETHX 2R LT B SSMABEBNNARFNBEE, 5£&5%
HNEANRSIMREROEMREEL , TAXKERESHNTAHME, FEENTT BE.

BXAWS XEMOUAXNWESZER , 5SRAWS £ ERERZHE,

YRR R £ AWS Audit Manager

ER —TIEEIRS , AWS Audit Manager %] AWS £ KMELZ LR, X AWS Z2 RS AR 0
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BAILAER AWS EXHY APl A RABEE P& F R AWS Audit Manager. BF WA FUATHAR -

- BRBERSMEMDI (TLS) BAEREH TLS 1.2, BIWEA TLS 1.3,

- EER2EHRE (PFS) WEBEH , #la0 DHE ( Ifist Diffie-Hellman ) 5% ECDHE ( IIf Bt (& #h 4%
Diffie-Hellman ) . KZHIAKRRE (W0 Java 7 RESHRA ) BZHFXLER,

Lo\, HAERTGRIZES ID M5 IAM EAEXBRAORZT B BARNBERH#TZEE, HE , BUUER
AWS Security Token Service ( AWS STS ) £ Ifit Z £ FIERITFRFITZEE,

& AR B4 B 8 A X L2 API #24E , AWS Audit Manager B XS E TR RV RIFER |, Ho
AREREE TR IP it AIFR &, & AT LAEA Audit Manager SRR SR #2415k B 4% E Amazon Virtual
Private Cloud (Amazon VPC) i RS 4FE VPC MG Rl, SKRRL | X AT A4 E Audit Manager &R
MM E A5 AWS RPN EE VPC REIT R,

AWS Audit Manager F#Z 0 VPC 4L im17 & (AWS PrivateLink)

B LB AN VPC KinT SIEE AWS Audit Manager B9 VPC Mz BRI FAEER, ED0OK

B AWS PrivateLink X | ZEARXFLEIFZEHFX1GE Audit Manager APl , ML E Eﬂ*ﬂﬂ
*. NAT i&%. VPN iE#Zs AWS Direct Connect iE#Z, &K VPC RHSEHIREELNE IP thatE ]
5 Audit Manager API #1T&fE. &8 VPC #l VPC Z B RE AWS Audit Manager T2EF AWS
N

BN EORAIBEFRNPHN —NRS N EENEEZEORT.
BXEZER , 21 (Amazon VPC AF#E®M) FRED VPC ii s (AWS PrivateLink)o

AWS Audit Manager VPC LK ix T S EZEM

Eﬂ]iﬁ%?&lﬂ VPC &5 /2Bl AWS Audit Manager , 54 &% Amazon VPC B EEHRVED
LT RE MRS,

AWS Audit Manager X FMNEH VPC BAEMA API #1E,

A AWS Audit Managerf|Z1## 0 VPC % =2

IETILAE A Amazon VPC 241 A5 AWS Command Line Interface (AWS CLI) 3 AWS Audit Manager
fRE 01 VPC KimT R, BXESEE , 521 (Amazon VPC AFIEmM) FHAIEE DR,
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* com.amazonaws.region.auditmanager

Bl , MRERN LR LS AFE DNS |, A AEAZLmT KREERIA DNS E#5m@ AWS Audit
Manager & i APl i§3Rauditmanager.us-east-1.amazonaws.coms

BREZER , F5H (Amazon VPC AIF#ER) HRVEEE O UK 15 A ARSS

NBIE VPC 4LinT LK B AWS Audit Manager

BT LR VPC s B A3 &133 AWS Audit Managerf 5 A B i SR BE . ZRBEIEEUTEER -

o AHITIRENES,
o AHATRRAE,
« ANERITREN TR,

BREZER , 5K (Amazon VPC AF1ER) HHEA VPC in L2 HIX AR5 AV 15 1F] o

R - BT AWS Audit Manager £4EH VPC K imT SRR B

AT 2WAIRT LR RG] AWS Audit Manager, TR KR , WRESEOMERELWMEE
4% F 31 5 H B9 Audit Manager 3RAVERY 1 B ABR o

"Statement": [
{

"Principal":"*",

"Effect":"Allow",

"Action": [
"auditmanager:GetAssessments",
"auditmanager:GetServicesInScope",
"auditmanager:ListNotifications"

1,

"Resource":"*"
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BEFMEE AWS Audit Manager

Wi R4 Audit Manager MEfth AWS SR AR AT FEMSE, ATAMNMMEENEEZAEKIS. AWS &
HTUTHERTE | BAFUMN Audit Manager , £ I BB B TIRE |, HEE L B3I XEUEHE

« AWS CloudTrail #3RE &R AWS Ik AR ZKF X HE AP BRMAEXREH , HEEEXHE
a B IRIEER Amazon S3 . B LASRMRBLERFMKFBER T AWS, £ HABKIR IP ik LA K
BRANEAEREB, BXEZELR , HSHEAWS CloudTrail {<FAFIERE) .

« Amazon EventBridge @ — I ELRFB|/EHELRST , TURAFENNARRFSRE /KRN
BIEEREER, EventBridge RIKBELBSWNARRF. S oftware-as-a-Service (SaaS) BLARERF
M AWS FRESHEREBER , X LEHER BT Lambda B R, XEREBLIERSFEENE
# AUBEHEHNEN, BXEZEL |, 21 Amazon EventBridge B 6/,

AWS Audit Manager £/ Amazon 31T % # EventBridge

Amazon EventBridge A& B R B4 AWS RS H BB RSEEH |, flanNARF oA RIES
TRE R,

& T LAME A EventBridge# I SRAS M AN R Audit Manager B4, HBIFEECIEZMNMN | YE4EEEM
NHIEEMELTEA , EventBridge A — NN BRERE, RESHXE  SWBERXBEA.
BREHEES. XY EEE. B SHIKEEAIRE,

fFlan | FYEHNIKF R L ELLT Audit Manager SE48T |, SE AT AR E -

- WitRTAGIRE, ER MR

c FURARAZRRARERITHER

c ERATRERANETFRNEAERIAFIIARA
© FITRRAER P ZE SRS

"] B AR AV IRE R

- £/ AWS Lambda BEF B HMZIELS Slack SHE,

- FEXRBENEIEHIEED Amazon Kinesis Data Streams it , A F S M. EREPRSKEE,
« ¥ Amazon Simple Notification Service (Amazon SNS) E B & % B {8 Y &5 F R4

- 3REX Amazon CloudWatch BRIZEE A,
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® Note

Audit Manager HA&ZIEEH, XEKRE Audit Manager f5F 5% I it 22 15 i E MR IEF
EventBridge E4— )X, MR MHTF EventBridge BREH R ERFEH , Audit Manager F8fE
FERERXLEEHS , HKAA 24 /Dat,

EventBridge Audit Manager B9 RI#& =

LR JSON REBE R T Audit Manager FRIZ2IENEHHNREl. BXUEBEHPEMANFTERNES , BS
FEHLEHSE,

"version": "Q",

"id": "55c5a6f3-6183-3989-49ec-a3c998857644",

"detail-type": "Assessment Created",

"source": "aws.auditmanager",

"account": "111122223333",

"time": "2023-07-27T00:38:33Z",

"region": "us-west-2",

"resources":

[
"arn:aws:auditmanager:us-west-2:111122223333:assessment/alb2c3d4-e5f6-g7h8-

i9j0-k112m3n4o5p6"

1,
"detail":
{
"eventID": "4e939b2f-9429-3141-beec-d640d83ef68e",
"author": "arn:aws:sts::111122223333:assumed-role/roleName/role-session-name",
"assessmentTenantId": "111122223333",
"assessmentName": "myAssessment",
"eventTime": 1690418289068,
"eventName": "CREATE",
"eventType": "ASSESSMENT",
"assessmentID": "alb2c3d4-e5f6-g7h8-i9j0-k112m3n405p6"
}

£ EventBridge # NI R &4

£ Audit Manager E4RIEFN 281 , BIIRITUATERE .
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o REAPNEH. AINFABFR. EventBridgeBXEZEE , HZHMT LRI S# EventBridge ? #&
(IG5 EventBridge AFER) =,

- BIBREREBHNEHANPERNBE IR Fla, BT L82 Amazon SNS =& |, LMES Y TRIBHE
HRE , BHXWEEERBFIE. EXEZER , HSHEventBridge H#ro.

7 Audi EventBridge t Manager €2 #1 1|

BB ZRAE —KTE Audit Manager X HEYSEH LAt &#Y EventBridge MM, REAXBHAHE
#,

# Audi EventBridge t Manager €125 N

1. $TF LS # EventBridge ##15 , Witk)y https://console.aws.amazon.com/events/o
ESMERP |, EEAN,

EEIEMNN,

EENANFMRELSTNEL , AT B FRMER.

NT BHEEM ANKE  RERIAE , AREET %,

EREEHEXTELE , hEHFRIEEAWS S4 EventBridge &K 54
NTFeEGE , EEAENER (JSON HiER ) -

EEHEXT , B JSON REEHEA A EEER TENF K.

© N o o > w D

E AL Audit Manager 4 , BRI MUERAUTHEER

{
"detail-type": ["Event"]

}
BN AT ZENEZ—

a. HiA Assessment Created LATE G2 1FM 6 Y 2@ A,
b. %A Assessment Updated LATEEE 710 A< U 2@ A
c. HiA Assessment Deleted LATE M BR M o<t 4 28@ &0,

d. %A Assessment ControlSet Delegation Created AEZEFEIRM4EHRITHZAITUE
B,
e. H A Assessment ControlSet Reviewed SATE TR IFM 24 £/t EE A,
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https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-what-is.html
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https://console.aws.amazon.com/events/
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f.  HiA Assessment Control Reviewed LATE T #Z1E M 32 4 oo U 3158 A0

® Tip
BRESEQNSHEIXNRINESFE, EXTAFBNESZEE , 55 Amazon
EventBridge EB4E .

9. iij:¥-|:_$o

10. HEFEBERTEL , ERENEANCIENEIR , REEEZREAMFVE[AEAMWED, i, 1
RIE%EFE Amazon SNS |, IR EFAEE SNS £& , WEBRT B FERHHEERBAE,

® Tip
ERNFEBREFMERS MR, EXUHERNEZEE |, 55 EventBridge 2% & HHY
o A B %o

1. ¥ FFZEREKE , EventBridge FEEMBRAEZEHHNR, EXEERT , EventBridge AT A
BIEAMNZTARN IAM B,

a. EEBIHYEIAM A® , FEikE Create a new role for this specific resource (J7 45 E &R
BEFAE),
b. EFALZEICIEN IAM A€ , FiEF Use existing role (EAIIEAR),
12. ( Ai% ) #%4F Add another target ( AIMEMBE#R ) , SR MR INE M B #7.
13. BT —%,
14. ( AJi& ) 7£ Configure tags ( BEE#HRE ) REH L , FINEERL , RAFEE Next ( T—F )

15. £ Review and create ( FEH QI ) THL , FELNANREHBREFTEENEHLUEE
Ko

16. %R SIEMN, EBEFANIMIEFYIE Audit Manager B4 |, REF N EZETBIEERN B #ro
{# A id % AWS Audit Manager AP ¥ CloudTrail
Audit Manager & CloudTrail—HiRF &R , ZRFREMEAF. AW Audit Manager AWS RS

HITHIREMIE S, CloudTrail ¥ Audit Manager I AP BRHHRNEH. BRNIBREERE
Audit Manager #4 & 898 B #XF Audit Manager API #24ERV BB A

CloudTrail B& 485


https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-event-patterns.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-event-patterns.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-targets.html#eb-console-targets
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-targets.html#eb-console-targets

Amazon Audit Manager ArfEm

MRECIZRER , WA LAV CloudTrail EHE&42 M 2| Amazon S3 4 , 21& Audit Manager
WEH, NREREERE , £MARTLUE CloudTrail EE AN “SHHLIERK FEFEREFNEH.

F FAUERE S CloudTrail , A LAFEE [ Audit Manager & HEVER, & HER IP shuk, #REH
THER, AR EERAREFEHRES,

ETHEZEE CloudTrail , & # (AWS CloudTrail AFEF) o

F#Y Audit Manager 1§ E. CloudTrail

CloudTrail & RIEIKS AWS K/ B EELHKS LB A, = Audit Manager PR ETEET |, ZES)
S5 H M CloudTrail 4 — 212 RE AWS RS EHALIEFKF,

BAILEFES, BENTHRIERENENS AWS K. BXESZEELR , FZHEA CloudTrail £
FEIEREESEH.

ERSIIRENEHSH AWS IKF | 2% Audit Manager BWEH | HRIERE. BERAY CloudTrail ¥ H
F XL El Amazon S3 k. TIRERAT , EEF AP OERERICRAN , WRRIERNATME
AWS XiF, BRERIEFE AWS 2 XA EXEBHNEY | H & BEXHZIEEEIEER Amazon S3 774
Mo

o, BRI B EE M AWS RS |, Ut — S oML R CloudTrall BERRENSESHBIE, BXE
ZEE , BZATIANE

- BIERERER

» CloudTrail XEFHERFMER

- BLi& Amazon SNS E4%I CloudTrail

- EWXRBZANMXEM CloudTrail BEX 4 MERR B ZNKS R CloudTrail B EX 4

FFE Audit Manager 2 4E#8E APl 2 2Z12% CloudTrail #i2%E AWS Audit Manager APl &, i
i, 3¥DeleteControl# UpdateAssessmentTemplate APl #E4EMCreateCustomControlifd
P47 CloudTrail BEXHHERZE

BIMNEHHBLEKFEHETEAEXRERBERNARGE. SOCREHTERENATAS
- BERESEARAFRIERE,

- EREEAACERRKSAFNERNZSFIERHMN,

- FREEHHEM AWS BF R H.
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
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BXEZER |, B2 CloudTrail userldentity T3,

T & Audit Manager B &M% E

BERE—MEE , AP SSEHERN BEXEEHREREEN Amazon S3 7@, CloudTrail BEI
BE—NESZNMEEFE. BHARKRRKRBEMRENEMNER , SEEREROBRIE, BRENH B M
B, ERSHENFELR, CloudTrail BEXHTREAH AP BANEFHKRRE , HitEIT2RE
A4S ERN IR B,

LT RPIERTERIZCreateAssessmentiBEMN CloudTrail BE%H.

eventVersion:"1.05",
userIdentity:{
type:"IAMUser",
principalld:"principalId",
arn:"arn:aws:iam: :accountId:user/userName",
accountId:"111122223333",
accessKeyId:"accessKeyId",
userName:"userName",
sessionContext:{
sessionIssuer:{
},
webIdFederationData: {
},
attributes:{
mfaAuthenticated:"false",
creationDate:"2020-11-19T07:32:06Z"

}
},
eventTime:"2020-11-19T07:32:367",
eventSource: "auditmanager.amazonaws.com",
eventName:"CreateAssessment",
awsRegion:"us-west-2",
sourcelIPAddress:"sourceIPAddress",
userAgent:"Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/537.36
(KHTML, like Gecko) Chrome/87.0.4280.66 Safari/537.36",
requestParameters:{
frameworkId:"frameworkId",
assessmentReportsDestination: {
destination:"***",
destinationType:"S3"
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}I

clientToken:"***",
scope:{
awsServices: [

{

serviceName:"license-manager"
}
1,
awsAccounts:"***"
I
roles:"***",
name:'"***",
description:"***",
tags:"***"
},
responseElements: {
assessment:"***"
I
requestID:"0d950f8c-5211-40db-8c37-2ed38ffcc894",
eventID:"a782029a-959e-4549-81df-9f6596775ch0d",
readOnly:false,
eventType: "AwsApiCall",
recipientAccountlId:"recipientAccountId"

R BV L E FROR 24 AWS Audit Manager
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79 AWS Audit Manager &R AR

REREH AWS 7 AWS BIRZ BN THiERiS. 8MrEEE8 - MR —ME, W TED B
X, FEENENE, Sl , EULHREENNRN stage , F—PMRABRNEENNR test,

RERHBE

- BAKEEN Audit Manager BiR. FIRAEREMZHER , BUUERGREENBREHE.

« FENFREENMREMEXEK, BKAUERAEAMETRANERIFESIRR , X ERRERE
EZR MR ER,

- FRIRFIEEBEN AWS FiR. % AWS REEFXZFHAMTE |, Jitt , SR —#RE 5 EEKE
TRBRSWER , URAXLEFFRHEEZBREEXR,

o RERIZH AWS RS, EATLLFE AWS Billing and Cost Management 2 I Ak £ BUE X LE4R
L, AWS FEARENEHRA#HTHE  HOZRUEARERSIERE. BEXEZEER , H5H
{AWS Billing and Cost Management FAF$E8) PR FEHNAE D BEIRE,

AT & E o R MHAERX AWS Audit Manager IRENEZEE,

Audit Manager H X 58 &R
BLUF Audit Manager ‘BR X FHR10 -

. T
.
. R

Fr 2 BR
LT EARFIERTF Audit Manager BIR LIRS

s BANUSBARRHNFTAIREHRE — 50

- RAZHKE — 128 4 Unicode F4&F

- BRAEKE — 256 1 Unicode FHF

- BRNENERERF —az. AZ 09, ZHRIUTERF:_.:./=+-T @
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- BENEXS KNE
« BAREMA aws: EFNRBNEIR ; eREHHE AWS FH

EERE

FERIRTN, ERFRER , TR RENEY. ERLAEA Audit Manager ###&. AWS
Command Line Interface (AWS CLI) # Audit Manager API &0, FBEMBIRIFE, AXEZELR
BESR T8,

o TN -

o REEIFURS TN IETN M HEITFN

s RIEEFERETURSFH FZETF

« AWS Audit Manager APl & H i) CreateAssessment Fl UpdateAssessment

« AWS Audit Manager API 2% f#y TagResource Hl UntagResource
o XTFHESR :

s RIEEERERSTH EAENER M FEEENESRE

s AEMEEERFAEES S PHIRZIETF

« AWS Audit Manager APl ZZ& f iy CreateAssessmentFramework Fl

UpdateAssessmentFramework

« AWS Audit Manager API & f#y TagResource Hl UntagResource
o NWFEA

s AEERGERSTN CIEEENESE N REEENES

s AEMEFRAFHAEES S PRI

« AWS Audit Manager APl 2Z f# CreateControl 1 UpdateControl

« AWS Audit Manager API &% f#y TagResource Hl UntagResource
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5/ AWS CloudFormation 812 AWS Audit Manager & &

AWS Audit Manager 5 AWS CloudFormation £/ , F& 2 — RS , IHBIEX AWS BR#1TE
BRZE , IRERERRONNERBENEERREEMIRE, S LSIE —MERFTEN 258
AWS FREVENR ( FIAER ) , AWS CloudFormation 35 % 5 i Bt F Bl B X L% R

&R AWS CloudFormation BY , AIE & i A SR EARK T M i B 8 1R E LK Audit Manager &
Ro [ERENRR—IX , REESDAWSK F X iE kS 6 EHERN TR

Audit Manager 1 AWS CloudFormation &4

EH Audit Manager MAEXRBSTRRBME B RE , BHLM T B AWS CloudFormation HEiRER
BEHRZ JSON 5 YAML BN XA, XLEEREREIE AWS CloudFormation HEtk H B EL #Y
BIR. MBETEHZE JSON = YAML , ATLAFE AWS CloudFormation Designer B9 #5Bh T FF 44 A
AWS CloudFormation #1x, BXEZEE , iS5 AWS CloudFormation AP i8R+ L2 AWS
CloudFormation Designer ? ,

Audit Manager X7 AWS CloudFormation F8IZ1FN, EXEZER ( BFEXLTNA JSON
YAML ## R4l ) , S5 AWS CloudFormation FiFfsRHHI AWS Audit Manager BREFSZE,

T A% AWS CloudFormation HEZEE

E 7B X AWS CloudFormation WEZEE |, HSFEUTEIER :

* AWS CloudFormation

« AWS CloudFormation fiF#5/

« AWS CloudFormation API $#&

« AWS CloudFormation ss TR EAFERE
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