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4 B Amazon Aurora DSQL ?

Amazon Aurora DSQL 2 — MW ESH TEAEH 1T TRILH LTRSS, 7 RAXRBIEER
%, Aurora DSQL R T/LFELRWHE K HAFEELEEEM IR, T3-TH5TAMELTR
£ 99.99% Ky 2 X g r] MR 99.999% K% XI5 ] A,

{a] Bt f5E A Aurora DSQL

Aurora DSQL #5312 F ACID ESHMRRABEEENESH TEATHI T THIL. BT Aurora
DSQL R RS , AIEFEEWERS. TREZ[NEHEHRENHWNARZFER, Aurora
DSQL & PostgreSQL %7 , @it , BRI UFEARBNEZESR, XNRKEBKMES (ORM ), EZEM
SQL hEE,

Aurora DSQL A B3 EERGEMIRE , ARETEART RITE. /0 MFME. BTERERSHRT
HMERERE , Bt , EFXEOLEME, S HEMIREFA RAB XL EHLETE

Aurora DSQL BB TEMEMEF EEAMKE T HLTANDLNARRF. £3-EHTRFF|RIUTA
B THERE , ALEEFBOMEENBREFEARER, ENNABRFZSTZTARMSXET
At , MBEFLELRL —BMRERBEBANBEEX.

Aurora DSQL HHI = E IhAEE
UTEENREETERUBTRSS[IOGABREE | UXBELENESTHENARER :
SR
Aurora DSQL HUA T Z R HBFAR -
o FYRRIERE
o TTEMBIEE
- EXHE, HREHFNBEE
. 6%
EHERDIE RN EANEY, SMEYBE=ATARX (AZ) BH#H TR , ATAHTERY

BRNEAHHABENEREE, EWRHATHURRNAXES TR , 558 Amazon Aurora
DSQL AR %o

B XM X ERH
Aurora DSQL EF TJRHLU TR -

AT Bt 152 A 1



Amazon Aurora DSQL AFiEmE
- BSBEEH
- —HHVIREURE
- BHHERE
« ZAATRRXEXEZ RN HE—-3HE
MRERRAEA M HIEHFE | Aurora DSQL 2 B ERBHIEESTHEMIRE , MEAREFH

T Aurora DSQL BEE—3tE., REEE. RIHURBTHXMEXSRAE , RRTEF
M, —HE, BEMENEAME (ACID) £5.

SXENEEFTRUESEXEEFERNPENEE M. B2, EMNBIRUEFIMNXEES (8
IMIEERXEFEE—NRR ) RESTAM. NEEFNZXANMNELBREENZERERE.
S ATHARRMEARZE  HREBRE -, SUUNERNESANXBPEITHNA
EFRESHENTMY  HFEANEIRERRLEIHEBNERE.

5 PostgreSQL BiEFEMNFAM

Aurora DSQL FHI D ARNBIEER (itE ) ET PostgreSQL B HaI EERA., BRI LAFEAZ
B PostgreSQL WaEFFM T E (4]0 psql ) E#E S Aurora DSQL, Aurora DSQL Bl &
PostgreSQL M 16 3% , HXF—EB49 PostgreSQL hAE, RIEAXNMEERE, BXxTEHW
SQL ThEEMEZEE |, 5 Aurora DSQL Y SQL ZhEEFRA 1.

Aurora DSQL K9 X5 7] Bt

& Bh Amazon Aurora DSQL , 2 AEZ AN AWS XIEEEBHIFEEXS , UXFLKNARFHFHR
BIEFEER, XETAMRE T ETUEMLLIZMERE Aurora DSQL BIEF£E#H . FERITEE
A, 2R ARBEERGENSEFEEEANNARFEMMBEESE THRATEARNXKEXE.
ENAMSEEEEXEIGERE., MbENBRIENBEERESFGINAFRHEERFZUEADER , URE
BEMNBELEFBIERIARULIERME,

T&RETRT Aurora DSQL =81 Al HHY AWS XA RN AWS KR iR R,

XEH AWS X i R

X 15 & #5 X5 i 1. 1730

EERE (FEFRILMILED ) us-east-1 dsql.us-east-1.api.aws HTTPS
EERE ( HEEM) us-east-2 dsql.us-east-2.api.aws HTTPS
EZEMEI (HEBXM) us-west-2 dsql.us-west-2.api.aws HTTPS

AWS X35 7] A i 2
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HTTPS
HTTPS
HTTPS
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HTTPS
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BRI AESTERY AWS XA 02 Aurora DSQL Z XIS, BN XIEEX 1 IE E A8 Xig#1T

A, MXEXEAAESXEERPNETHE.
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- BMX (%)
- BiMuX (B3)

EERH

AR KSR RS KAER. SN, EEEUR—AANAEXERS (BERIMLS) K

BN X (ZR=Z ) KEWESH.

/A Important
Aurora DSQL B BIF X #FE M2 XE KR,

Aurora DSQL B EM

BXBAFER , 25 Aurora DSQL pricings

BT RMTA?

B X Aurora DSQL A#&Z DA HRNEBR AR MM B ERZRS |

« Aurora DSQL A7}

« Aurora DSQL H#y SQL IheexwEM
« 158 Aurora DSQL

 Aurora DSQL # PostgreSQL

BSHELUTHRE :

Ef


https://aws.amazon.com/rds/aurora/dsql/pricing/
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Aurora DSQL A’}

Amazon Aurora DSQL 2 — MR EFHTEARF T TRV LRSS, 7 HXRREBEE, EU
T&Yd | BT @R e)2E 8 XM % X8 Aurora DSQL £ 8, ER X &8 LK anfal 6 2 5000
HRBIZRK, EFFER AWS Management Consoleif M58 | A psql XABRFEREEHTR
B, &5 , B EFEEZITH Aurora DSQL £8 | AR TR RE~ TERE.

FB

. SRZMH

1518 Aurora DSQL

o S 1: 6|2 Aurora DSQL & X &EE

o HIR 2 EHESR Aurora DSQL £

\|

o I8 3 : 7 Aurora DSQL Hi=1TRHI SQL 5
s SR 4: BlESXIEE

TR

ERLAF IR Aurora DSQL 28I , BRFEUT LREMH -

- W IAM B3 AHEE sign in to the AWS Management Console BIXBR.
- B IAM B ATURRUATE— %4
o X AWS K /= B YA R IR AT AR AR R 15 R A AR
« |AM #XBR iam:CreateServicelinkedRole FAEM 18] IAM KREEIR/E dsql:*

o WMREEZL Unix BIREHRFER AWS CLI, iBHR R % Python WA 3.8+ fl psql fRAS 14+, &
RENARFRE , BETUTHER.

python3 --version
psql --version

MBEBETRENRERER AWS CLI , BFLFFHEE Python MRAS 3.8+ F psql MRA 14+,

- MREITEFEH AWS CloudShell i5[@ Aurora DSQL , MFTFIRHEEY Python AR 3.8+ H psql A
14+ TEFHNKIRE. HX AWS CloudShell WEZEE. , ISP L2 AWS CloudShell ?

- MREITEFEA GUI 5| Aurora DSQL , A DBeaver = JetBrains DataGrip. BEXEZEE ,
EZ R A DBeaver i[5 Aurora DSQLAM /A JetBrains DataGrip i8] Aurora DSQL.,

TR 5


https://docs.aws.amazon.com/signin/latest/userguide/console-sign-in-tutorials.html
https://docs.aws.amazon.com/cloudshell/latest/userguide/welcome.html
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8 Aurora DSQL

O LABE LA T 53T A Aurora DSQL, E T # A CLI. APl # SDK , 52 #1518 Aurora
DSQL.,

F&

« @3 AWS Management Consoleif[d Aurora DSQL
- £/ SQL &~ umiA A Aurora DSQL

« I PostgreSQL Y5 Aurora DSQL &5 H

B3 AWS Management Consoleif[A] Aurora DSQL

& B LA R Aurora DSQL B AWS Management Console , B#iE 3 https://console.aws.amazon.com/
dsgls

£ SQL & F %A 1R Aurora DSQL

Aurora DSQL £ PostgreSQL ¥, EEZEFIEEAN , B RHEZHEM IAM authentication token
ERZR , FRLZEENRERE K. SURIESHEE Aurora DSQL A AWS ZEMZAK 4 154
FXHIME— FRFER,

Aurora DSQL (ULt S AT ERRIE, BIUEER , THAaENERE, NREZHEASHNS
MEERE , NIEEERGEREL, EXEZEELR |, i5SH £ Amazon Aurora DSQL 4 B B 456

UET

£

 {£/ psql 7717 Aurora DSQL ( PostgreSQL R E X 4% )
- £ H DBeaver %7l Aurora DSQL

 {£ 8 JetBrains DataGrip 1717 Aurora DSQL

£/ psql 7718 Aurora DSQL ( PostgreSQL X B R 4% )

psql SEAREF = PostgreSQL ME TA M BIRK,. TEELEBUREARNBAEN , @ PostgreSQL
REEW , AREFEHAER. EREERNWRAE , EEMA PostgreSQL MRA 17 & i,

M PostgreSQL Downloads N H FHIRERENRLERF. BX psql WESZEE |, i5ZH https:/
www.postgresql.org/docs/current/app-psql.htm,

4@ Aurora DSQL 6


https://console.aws.amazon.com/dsql
https://console.aws.amazon.com/dsql
https://docs.aws.amazon.com/aurora-dsql/latest/userguide/SECTION_authentication-token.html
https://www.postgresql.org/download/
https://www.postgresql.org/docs/current/app-psql.htm
https://www.postgresql.org/docs/current/app-psql.htm
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MRBELRLET AWS CLI , BEAUT R™AEETIER, SR LEAMEET psql B AWS
CloudShell , th AT A E#E L% psql.

# Aurora DSQL requires a valid IAM token as the password when connecting.
# Aurora DSQL provides tools for this and here we're using Python.
export PGPASSWORD=$(aws dsql generate-db-connect-admin-auth-token \
--region us-east-1 \
--expires-in 3600 \
--hostname your_cluster_endpoint)

# Aurora DSQL requires SSL and will reject your connection without it.
export PGSSLMODE=require

# Connect with psql, which automatically uses the values set in PGPASSWORD and
PGSSLMODE.
# Quiet mode suppresses unnecessary warnings and chatty responses but still outputs
errors.
psql --quiet \
--username admin \

--dbname postgres \
--host your_cluster_endpoint

£ A DBeaver i8] Aurora DSQL

DBeaver 2— 1METF GUI A RBIEETE, WUFERACKEZENEBRHBIERE. E T DBeaver , i5
57 DBeaver # XM ¥ E#Y T £ 01 H., J«/{T*ﬁ%ﬁﬂ%Tﬂﬂﬂ{Eﬁﬁ DBeaver EZEIEE,

1£ DBeaver Fi%EHH Aurora DSQL E#

1. EEHEBREEEE,
2. EFMEBRREEEZEEOF , % PostgreSQL,
3. EEEREB/EXELETFA , RFEEFRN  EWN, ARRAUTER.

- EH: ERAEHERRR.
BIERE : WA postgres
S HWIE : %% Database Native
AFA& : ®WA admin
2 AR ORIETE. SHERNTEAFERERD,

SQL &% 7


https://dbeaver.io/download/
https://docs.aws.amazon.com/aurora-dsql/latest/userguide/SECTION_authentication-token.html
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4. ZRHFIAES , AFHSHRIETEKMEEE DBeaver B FRH,

® Note

BAMEE P ImEZPIZE SSL X, Aurora DSQL % # SSLMODE=require., Aurora
DSQL ERSFRimEFIHIT SSL BIE , HIELIE SSL EH#E,

5. LBNIZEEZEIER K HAAULUFHEIT SQL E,

/A Important

DBeaver J1 PostgreSQL BiEFRMENEENGE (NS FEESNYEEES ) AT HIWEH
BEMAERATHERE, SAXERETHEE , EEMNFREMEXRBEREEZTRAIREHN
AEEER.

DBeaver B & 14 58 iF £ i 2 HA

EEVHNSFESERS 1 MIRREFHRIPIRE , SEEZE DBeaver Wi iEESEN, ERUINE
2 FEEBRENTZREZRTPREGRNEMRIISE, SRITHHLE (W, JIHFRIFH

SQL ##l& ) 2B HFTN AR, WREEZREPRENIARIESEFTBEEN , MiZHE
HFAM , H B DBeaver FFTE LRI HNAFEEZTRNLM. FH expires-in EIEER IAM B35
IES BN EErER | FHitdEX— o

£/ JetBrains DataGrip 48 Aurora DSQL

JetBrains DataGrip 2 —FE¥ A& IDE , A T4E SQL MEIEE , 81F PostgreSQL, DataGrip 28
—MNERANEEAFREMN—1ME8E SQL 4wiEsR. E T & DataGrip , E#RI{E JetBrains Mk L T &
A H.

£ JetBrains DataGrip % E#THY Aurora DSQL % #

1. EERFEBHEXRER , AE1EE PostgreSQL.,
2. EBERF/ENERBFES  MAULTER

EH  ERENERRKR

i O : Aurora DSQL £/ PostgreSQL BRIAE : 5432

SQL &% 8


https://www.jetbrains.com/datagrip/download
https://www.jetbrains.com/datagrip/download
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¥R : Aurora DSQL £/ PostgreSQL ERIA{E postgres

BHRIE ; %% User & Password .
BF& : @A admin,
FE AR T EFNEREE R TR,

URL : BZERLFR. ERBRERECFERENER,

3. B BRAERSFHRIETHERREHREZD. SHTHEKRSNERHE  FAHFEREIZBRFR
o

(® Note

IBARIER P imEEFIRE SSL #5, Aurora DSQL X
PGSSLMODE=require., Aurora DSQL 7RSS ERumE BT SSL BIE , HFELIE SSL
EE,

4. BRZCEEIIER | FAILITRIZIT SQLIED ¢

/A Important

DataGrip 79 PostgreSQL HiEFRMHUMNFE LR ( flinaiF ) BT HIMSHNELmMAER T
FE., SRAXEREUHRTE , BT REEXEEIBEENSFLENTEER.

B AR EUEFH

ERVHRERERS 1 MTARESFHRIPAS , IEEIHREXMITEZREF imiErf. MR
FEEUMERE , IAFERERREENZBFRPERAREINSHRIESHE, ZHTTFHXE
(Bl , FIHHRIGHTH SQL 258 ) 2BEZHFTNFHRIE, NREERREFEEN S HRIE
THABAEN , WZHKEREAY , FEME LT THEFENTN.

FF PostgreSQL 15 Aurora DSQL 44 F

PostgreSQL EAE T HENMDPNEF P inMRS S|/ ZEFHITES. AEI TCP/IP LUK Unix HE#E
FXEFZMIN. FTERERT Aurora DSQL 1M #F PostgreSQL protocols

PostgreSQL % 9


https://docs.aws.amazon.com/aurora-dsql/latest/userguide/SECTION_authentication-token.html
https://www.postgresql.org/docs/current/protocol.html
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PostgreSQL Aurora DSQL ==
At (LHMAAFRZ4A) BiEFEAE Aurora DSQL A#EBIB—NE R admin WA

B, YEOEZAENBEFACN , B4AE
A admin BEFHE IAM AGXE , UERE
EEIEFHNRITHEHRIE, BXRESEE
BFSREEREUBEEAR,

N (A ENBRE SRS Aurora DSQL £ XS EFREENEER IR
HLALHE ) A, SXEAHIATTAKRENSBHEE
ERE.
% 0 FER . £FABRIN X2 PostgreSQL BRiAE.
{8 5432
¥WIEEE ( dbname ) f£H postgres Aurora DSQL £ Z IR EF N N IZ I
B,
SSL &5 RARIERS RS #E Aurora DSQL A |, Aurora DSQL X% #%
A SSL require SSL #3{, Aurora DSQL &1E4:5&
B SSL KiEHE,
R B HRIETHE Aurora DSQL ZEIGEt S MRRIETHE , ™

TREYEE, ETHESERE , BSHRE
Amazon Aurora DSQL H 4 B & DK iE S,

1% 1 0]2 Aurora DSQL 2 X &R

Aurora DSQL HWEARB T RER | BULEEFE#HBE, ERESH , BFELEN AWS XigF 4]
BEH,

£ Aurora DSQL 678 &8 XI5 s 8

1. &3 AWS Management Console 3T FF Aurora DSQL #2#|A , MikA hitps:/
console.aws.amazon.com/dsqlo

2. EROEER  AREFEXHE,
3. (HiE) EEHMRER , EEUATE—GEM :

Bl I EER 10


https://docs.aws.amazon.com/aurora-dsql/latest/userguide/using-database-and-iam-roles.html
https://console.aws.amazon.com/dsql
https://console.aws.amazon.com/dsql
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« REAEXNMERE (B4R ) LERHEIE AWS KMS key.
o« GRS AMERRY A LB BRIBEBREHER. BIAMBRT , BIERET Thaek TR,
4. (EDE ) EARER , EREIEALERNIRE,
5. ERCIEEHE.

SR 2 ERES Aurora DSQL £E

HIERYE Aurora DSQL SRV ER ID MIXEMIRERN , SEIERER TR, WEERN
clusterid.dsql.region.on.aws. & F i iR %ﬁﬂﬂﬁﬁﬁﬁﬁﬂfﬁl_ﬁo

SRRIEREA IAM #HITEEN , ALETEEEREETEREIL. SORIESER LR
—FfHE, THERAXATESHRIE , ERLEEETAFERE, AR REEZH , FHRK IAM SHE
A dsql:DbConnectAdmin X PR , 0% REHFRATIR,

® Note

ERACHIEEEZEE |, B PostgreSQL IRAS 17 B FimH4F PGSSLNEGOTIATION ®RE
# direct : PGSSLNEGOTIATION=direct,

£ & RIS EIERDEERS

1. 7 Aurora DSQL #£#|&H , EREEEIINER,
ERIERE,

R (EH) EFRR.
BRESHRIISHE (B0 ) BoPRFEUEER FHEE,
EHRERNSFHRIECE. LSEHNERER 15 2484,

ERERGGDITL , FRUTHTXREBS psql HEZZNER ., N your_cluster_endpoint
BRABCHERNERIES.

o o A W N

PGSSLMODE=require \
psql --dbname postgres \
--username admin \
--host your_cluster_endpoint

EERERH 11



Amazon Aurora DSQL AriEE

L TRMARER | FRAZZHEFNEMRIISHE, NREZHAFATHNSEETER ,
ERERNERIEL, BXEZER , HSH & Amazon Aurora DSQL 4R 5 RIS 2

7. & Enter 8. &R1%ZFZ PostgreSQL R,

postgres=>

MREUBIEL TG RIERIR |, BFRREH IAM B EfA dsql:DbConnectAdmin X BR, fRER
BHAR , @éﬂizitlﬁﬁﬁé@wﬂ%&we , BSRHEE IAM R M a0 5 A IAM 3R BE R R 15 0] 36

B RERNWREEIR ?

B 3 : 7£ Aurora DSQL Fiz1T~461 SQL 75

Bidi=97 SQL @M Aurora DSQL &8, UTRAIEAFEER N department-insert-
multirow.sql M invoice.csv IR , BT LAM GitHub £BY aws-samples/aurora-dsql-
samples T#fif B T EOX L XX #,

£ Aurora DSQL #3174l SQL i+

1. BIEBERN example HIEENM,

CREATE SCHEMA example;

2. QIEFEABIERK UUID BN X8/ invoice Ko

CREATE TABLE example.invoice(
id UUID PRIMARY KEY DEFAULT gen_random_uuid(),
created timestamp,
purchaser int,
amount float);

3. tIEEAZRH-RKSEl.

CREATE INDEX ASYNC invoice_created_idx on example.invoice(created);

4. BIE department %o

CREATE TABLE example.department(id INT PRIMARY KEY UNIQUE, name text, email text);



https://docs.aws.amazon.com/IAM/latest/UserGuide/troubleshoot.html
https://repost.aws/knowledge-center/troubleshoot-iam-policy-issues
https://repost.aws/knowledge-center/troubleshoot-iam-policy-issues
https://github.com/aws-samples/aurora-dsql-samples/tree/main/quickstart_data
https://github.com/aws-samples/aurora-dsql-samples/tree/main/quickstart_data
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5.

FRA®S psql \include MEEM GitHub E£#I aws-samples/aurora-dsql-samples & E T £
BN department-insert-multirow.sql B934, & my-path B#R 2t BIAH R,

\include my-path/department-insert-multirow.sql

FA®S psql \copy MEHEM GitHub £#Y aws-samples/aurora-dsql-samples 126 E T £ &
N invoice.csv WX, & my-path B At B AR EKE,

\copy example.invoice(created, purchaser, amount) from my-path/invoice.csv csv

EREHIHREHEETINSBIRITHRF.

SELECT name, sum(amount) AS sum_amount

FROM example.department LEFT JOIN example.invoice ON
department.id=invoice.purchaser

GROUP BY name

HAVING sum(amount) > 0

ORDER BY sum_amount DESC;

LA R fl% HE 7R Department One W EFIR S,

sum_amount

32628.75608634601
32427 .43955110429
32256.810987098102
31391.14891163639
31253.236846746757
29699.06014910414
29465.58360076501
28764.19185819191

Example Department One
Example Department Three
Example Department Eight
Example Department Five
Example Department Seven
Example Department Six
Example Department Two
Example Department Four
(8 rows)

—_—— e — — — — — 4 =

S|4 BEZXIEER

Bl XEERHN  BEEATXSE :

BB S X R 13
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A2 X 15

XREEETORE-NERNXE, SELMXBHOIRE-NEER  AEESRERY
%, Aurora DSQL F#BEH LWFAEEANBEHEIZREER, G LEEMER L3 1TREA
EAo

DLAE X 15

BRXAENEAS KGEROFERE, B2  LIKSFEEES BIES | REHRAS KED
B, ERERKESPEFETRNENNEES B, KASEHTRE  HEEMKEE D FTH
XIS R

TR ZIAER  ETENXETIEE - &8 , ARERITERENSFUESXE
£#. ©EERTRBZXHMX N[N EXIHEA S S5 —BRE,

Bl S X EE

1.

9.

& F AWS Management Console ¥ $TF Aurora DSQL ##I& , PR https:/
console.aws.amazon.com/dsql.

ESMEET , BEEH.
BERCRER K REERZXHE,
(k) EEFHRED , NBEFAERUTE AR

- RIFEEENMFRE (SR ) LUEERHAIE AWS KMS keyo
o %3RS M BRRI LARS LE I BRIBERBRIGHERE, BIABRT |, BIBRRI ThEek Tk FIRES,
EZXFIRESD , NIARERIERTERIR

- ERIERESF , RZFE—IXE, BEl , ZREEHFHNIEXSNZF LT EENXE.

« (k) EERBXEHER ARN 1 BAS - MXEPNEERHN ARN, NRFEFEATAES
KEEHRTFENEHNER , FHEUERVNBERETKIRE.

( Ak ) ABERFHIERRZL,

EROEERUCBIGBER. UREEL-THRAA ARN , Ni2H &2 ERERREFL
EiEH,

EEFREFLEBEANT  ERTRSXEEHRE, LEELK2EIES —IMXKEPEEE-IE
o

NEANEBFERRIU TRz — -

BB XEERH 14


https://console.aws.amazon.com/dsql
https://console.aws.amazon.com/dsql
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10.

11.
12.
13.

14.

. AINEREXEES ARN : MREHEFE , ARLFLECRAISXEERTHE-NER | Hik
Bk,

- EHTEXEHPOEEE  ERHAETLUCERE-NEH, EZEXEH , ERLE-NEHENX
o

&R 1E your-second-region RBIEEE , HF your-second-region RE = NEFMWL

B, 25 ANEENE-NXFEFITHF,

(T3 ) NE-ANERIEIRERIEE, fIW , ALLEE AWS KMS keyo

RO EERUIEE —NEH,

%R initial-cluster-region ¥X4% , HH initial-cluster-region REEELIE

8 —NEBNXE,

HIVR R , EREIA, ETRETRAUERSXIFERH,

EEIFE-ANER

© N o o &~ W DN

#TFF Aurora DSQL ##l& , RBERE-NMEFNXE,
%% Clusters (5£8).

ERSXEEFFHNE -NEHAXRNIT,.

R ED | %FTE CloudShell F3TF,
EREE R B H#ITEE,

%% 23 CloudShell,

ERIET,

RSB 3 : 1& Aurora DSQL F5=217 R4 SQL 7 T HH SRR ERGI R R BIZRM,

MBS

Example

CREATE SCHEMA example;

CREATE TABLE example.invoice(id UUID PRIMARY KEY DEFAULT gen_random_uuid(), created
timestamp, purchaser int, amount float);

CREATE INDEX ASYNC invoice_created_idx on example.invoice(created);

CREATE TABLE example.department(id INT PRIMARY KEY UNIQUE, name text, email text);

f£H psql copy M include B HRMBETHILKE. BEXEZER , FSH HB 3 1 Aurora
DSQL Hi=17 =4l SQL .

BB S X R 15
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RAriEmE

\copy example.invoice(created, purchaser, amount) from samples/invoice.csv csv
\include samples/department-insert-multirow.sql

MRENHRERNXEHRNE N EHERRE

£ Aurora DSQL #ZHl&H |, EFHRETFNXE,
%% Clusters (5E8).

RS XEEFFHNE-NERAN AT,
fEg{E |, EIRTE CloudShell FITH,
EREE R B H#RITERE,

%#Z3h CloudShell,

ERIET,

BHERBATNE-NERNBIE,

© N o o bk 0 Ddhd =

Example

SELECT name, sum(amount) AS sum_amount

FROM example.department

LEFT JOIN example.invoice ON department.id=invoice.purchaser
GROUP BY name

HAVING sum(amount) > 0

ORDER BY sum_amount DESC;

BB S X R
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Aurora DSQL Ry & 17 56 iF R #= X
Aurora DSQL £/ IAM A& FREHTEFREN. TR IAM A& 5 PostgreSQL database roles 3

BRUABTHBIREERN. X575 IAM FREEE PostgreSQL privileges ¥4 & . Aurora DSQL £
AXLEThae N ENER. BIEFENRFERAS @RI E K,

A IAM BIBER

EEHER  BEEA IAM #HITHHRIEANTN

IAM & £33 1E

EHXEE Aurora DSQL FEERX IAM F40# 1T HMGKIUE , XPEA IAM, AIEER AWS
Management Console, AWS CLI 8 AWS SDK 121 & 13 3&1iE .

IAM X

EEE Aurora DSQL &8 |, i5EH Aurora DSQL B9 IAM B ER FEN., Hln , EFAEE | FH
R IAM BB HEHRIT IAM #4E dsql:GetCluster BIRER |, BLA T ROIKRBEIREFT R,

{

"Effect": "Allow",

"Action": "dsql:GetCluster",

"Resource": "arn:aws:dsql:us-east-1:123456789012:cluster/my-cluster"
}

BRREZER , F5H £4 IAM R EEEEEE,

FER IAM EETIEE
EEEDES | BEEA IAM HITEHRIEFNFA :
IAM B 1358 11F

£/ IAM 54 ( EEEZIERNEN ) £ SHRIESH, ETHRESER , BSHE
Amazon Aurora DSQL H 4 B & I,

IAM X

BERTERENIK[EIMERDN IAM OB TFHITUT IAM RERENNR

EIRER 17


https://www.postgresql.org/docs/current/user-manag.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/intro-iam-features.html
https://www.postgresql.org/docs/current/user-manag.html
https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html
https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-configure.html
https://docs.aws.amazon.com/sdkref/latest/guide/access.html
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- MREFEHMNE admin At | BFH dsql :DbConnectAdmin, Aurora DSQL & &8I H
EEA®, TR IAM RBERAESE adnin E#E my-cluster,

{

"Effect": "Allow",

"Action": "dsql:DbConnectAdmin",

"Resource": "arn:aws:dsql:us-east-1:123456789012:cluster/my-cluster"
}

- MRBHEANREENBEEAR , 56 dsql:DbConnect, A LUET EHIREEFFE
B SQL i eREBMEBAR®, LUTRO IAM REBRETILBEENBEEAGIEES my-
cluster £3Xx—/Med,

{

"Effect": "Allow",

"Action": "dsql:DbConnect",

"Resource": "arn:aws:dsql:us-east-1:123456789012:cluster/my-cluster"
}

BYEEE  ZNABTRERE —/NTREERN.

£ PostgreSQL BIEEA RN IAM BAEEREEHRITRE

PostgreSQL EAAENBL S REBRIFEEHENR. REBEBRELSENAFR , ALNACRRIN -
EERFPR—ABEFERAF. AR SQL iR 212 PostgreSQL A&, EEBRFEERFTN , B@
PostgreSQL HIEE A €KX F PostgreSQL R,

Aurora DSQL X#EHHMEXENHBIIBEERER : adnin SEBHNEENHAE, Aurora DSQL £837E
Aurora DSQL £#F R ERE—MFRENH admin A, BTREEBH admin A, HEL admin &
PIEZIIBIEER , A E SQL REIBFHWHEEELAER , UESEN IAM BA€XEK, Eik IAM
BEEZIBERE A BREENREEARS IAM ACMEXEK,

B HRAE

£/ admin AEEZEFIER, EEREERE , FATS AWS IAM GRANT HEBENBEEAGE
REENIHEEIIERN IAM BOHxE | T HRTR.

AWS IAM GRANT custom-db-role TO 'arn:aws:iam::account-id:role/iam-role-name"';

ETHMEZER , FERARNUERFAGERIER.

PostgreSQL 1 IAM & 18
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2

£ adnin ABEEIEH, ETSAL PN REBENHEFEAGHAR TR, ETHRESE
B |, 2 PostgreSQL X4 # PostgreSQL database roles # PostgreSQL privileges.

& IAM EBEIR/ES Aurora DSQL &6 H

BERAN IAM RRERRT EATERIERNAE : EAR adnin , ELARAENBEEFEAE,
ZRMIEBUR T ZABFEN IAM R4,

fEH 1AM RS RFIE TSR

HEERMABIEEA S admin EEIERN , FEAEFENN IAM HORMITUT IAM KEEE
=

"dsqgl:DbConnectAdmin"

HEEREENBREESCERIERHN , 58 IAM ABESRREESGXEK, ZRATEEIERN
IAM &3 BAEBHITUT IAM KERERN R

"dsql:DbConnect"
ETHEXEBENBEEACHNESZEE , FSRAEHABEEAECHN IAM S HKIE,
A IAM RIIREEEERH

LMEE Aurora DSQL £#Et , BNANACEERTHREEERKIRE. 0 MRENARRAEE
FRENEEER , Nl AENRRESI NN GetCluster M ListClusters ™R , ML T RHBIZERE
R

JSON

{
"Version" : "2012-10-17",
"Statement" : [
{
"Effect" : "Allow",
"Action" : [

F IAM F #2445 Aurora DSQL &4 19


https://www.postgresql.org/docs/current/user-manag.html
https://www.postgresql.org/docs/current/ddl-priv.html

Amazon Aurora DSQL AriEE

"dsql:GetClustex",
"dsql:ListClustexs"
1,
"Resource": "arn:aws:dsql:us-east-1:123456789012:clustex/my-cluster"
}
]
}

LT ROIREEERTAE WA TEERRERHN IAM REEERE,

JSON

{
"Version" : "2012-10-17",
"Statement" : [
{
"Effect" : "Allow",
"Action" : [
"dsql:CxreateClustexr",
"dsql:GetClustex",
"dsql:UpdateClustexr",
"dsql:DeleteCluster",
"dsql:ListClusters",
"dsql:TagResource",
"dsql:ListTagsForResource",
"dsql:UntagResource"
1,

"Resource" : "*"

E 5 IAM 1 PostgreSQL 4 ZX
A LU 1AM B e AT R REESR S SR -
S IR R R B T B AR

ERHEFER adnin AGEEIEFNRN , BHE IAM B3 dsql :DbConnectAdmin #Yif[A]
PR, 4w IAM EREFRBESHIE.

fE /A IAM F PostgreSQL #8551 20
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M IAM & B sEE RS |, Aurora DSQL 24K H1Z IAM B BN EFMVERSZ R, EAFE
R IAM 5 43 B E BRI 80 W] BB T IR AV IR R R N RIGRECRS . AREEFENHENESER
BSREHANRE,

BEEENASERIERNEN

EH admin UANBEEAENGRNRE , 848 IAM 54X dsql :DbConnect K5 E4X
R, 4 IAM R TRBSFHIE.

WA LA EBIEE R ERA S AWS IAM REVOKE REUEBBEASGM IAM 2B XxEk, ETHAEX
MNEEEACRBYFRNENESZER , HSRM IAM AR BEIEE R,

BELAEBEMEN adnin BEFEACHNIE, ETHNMAEEEENBEEACHNR , E5H
PostgreSQL privileges, ¥ XBRAVIESUFIE Aurora DSQL IR IBERESEN T —IMESHFEN.

1£ Amazon Aurora DSQL 4K B 1 UE 5 %

Ef A SQL & iumiEREEl Amazon Aurora DSQL , FAEREREZENSHARIESE, LkSEXAT
FHEZRITEMHRIE, BUEER  EEEREEN , ESHARIESHY b M,

MREFER AWS EEZRFHACREARIESE , WABRT , ZPENE—/INEEZIEH, MRE
£/ AWS CLI = SDK B2 , MBRIAE R 15 28, RAFLREN 604800 ¥ , 2 —F, E
BHRXMNEFIHEREE Aurora DSQL , B UERAHEEN SHRIETHE (MR ZSEERTH ) , B
DA R — N B A

EFBERSHE , H012 IAM FBHM a cluster in Aurora DSQL. RSG5 , £ AWS EIEi4]l4a. AWS
CLI 2% AWS SDK RAER Tk,

B MEDPEER IAM EEIERRIEHN IAM R , ERERTEEABINEEFELRFITE
%,

&

- fFF AWS EE#RE|A 7 Aurora DSQL 4R B RIS
- {#f AWS CloudShell £ Aurora DSQL F4 R & BB T A&
« {#£f AWS CLI 7£ Aurora DSQL FEK B RIETHE

« f£f SDK 7 Aurora DSQL 4 K k&

EREGHRIETHE 21


https://docs.aws.amazon.com/aurora-dsql/latest/userguide/CHAP_quotas.html
https://www.postgresql.org/docs/current/ddl-priv.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/aurora-dsql/latest/userguide/getting-started.html#getting-started-quickstart
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fEAH AWS BB 4| 57 Aurora DSQL RAE K BB RIS E

Aurora DSQL ERA =M AR ZB R AT EHRIE, S UMNRE &8 LT,

EREHBRIESHE

1. E3F AWS Management Console3+TFF Aurora DSQL ##&& , MR https:/
console.aws.amazon.com/dsql,

2. GREENEERENRIICHENERMNER D, IRZERCIBER  FRESE1: 0E
Aurora DSQL 2 XIHERRL R 4 : 0B XEEH PN T ERIRE,

. EBIERE | ABEBRRISE,
4. EEREL admin BHEREMEH B ENHIREE A G#HITIER,
5. EFERNEHRRIESTHEIFERTFEA SQL EFimihR Aurora DSQL,

ETHEAEX AuroraDSQL AW B ENBIBEESEM IAMNEZELR | FSH B HRIEMTRN,

£/ AWS CloudShell £ Aurora DSQL F 4 R 5 10 iIF 5 R

E6EFH AWS CloudShell £ B RIETEZ 8 , BHBEAREEIZE Aurora DSQL £5,

{5/ AWS CloudShell £ B 5 0 iE 1

1. &% AWS Management Console3TFF Aurora DSQL ###1& , MR https://
console.aws.amazon.com/dsql,

2. TEAWS EEEEIEMNAETHA , £F AWS CloudShell,

3. ETUTHSUER adnin ABHNEHRRIISHE, 5 us-east-1 BRAEBHXE |, HF
your_cluster_endpoint BN EB SRR,

(@ Note
MREZEL admin F0#1TiEE , iHHH generate-db-connect-auth-token,

aws dsqgl generate-db-connect-admin-auth-token \
--expires-in 3600 \
--region us-east-1 \
--hostname your_cluster_endpoint

7HE 22


https://console.aws.amazon.com/dsql
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https://docs.aws.amazon.com/aurora-dsql/latest/userguide/authentication-authorization.html#authentication-authorization-iam-role-connect
https://docs.aws.amazon.com/aurora-dsql/latest/userguide/getting-started.html#getting-started-quickstart
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https://console.aws.amazon.com/dsql
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MRZEREE , FSEPEE IAM BB AR IAM KBS FRR 5 REIEL " RERNAIR
TF %EEE'7

4. FERUTHGS , BY psql FREEHNIEE,

PGSSLMODE=require \

psql --dbname postgres \
--username admin \
--host cluster_endpoint

5. BNZEBINERCREBDHRERT. EFREERNTHE , ABRRTESEATINNZERF
o FEM psql BB TRRF T

Password for user admin:

6. % Enter 8., &R1%ZEF % PostgreSQL &R,

postgres=>

MREREELTHRER , FRREN IAM B4 88 dsql:DbConnectAdmin MR, WRIEH
AR , BAZRIIELIHRER , BFSREEE IAM BB NAER IAM 58 #2 R T R 4548
4R ARERAIR MR 2

ETH#AX Aurora DSQL FIVEHEXNBFEEFAGHN IAMNESZEE , BZH S G RKRIEMNEN,

A AWS CLI £ Aurora DSQL 4R & 9 WiES hE

WEBL T ACTIVE ISR , ATLATE CLI A aws dsql S REREHBRIESHE. FRUTE—
&

- MREEMEA admin BBHFITIERE , BFH generate-db-connect-admin-auth-token i
Lo

- MRZEFEABENRIEEAGHTIERE , iHEMA generate-db-connect-auth-token &I,

TEHNRBERALTEMEN adnin ABERS HRIESE.

AWS CLI 23


https://docs.aws.amazon.com/IAM/latest/UserGuide/troubleshoot.html
https://repost.aws/knowledge-center/troubleshoot-iam-policy-issues
https://repost.aws/knowledge-center/troubleshoot-iam-policy-issues
https://docs.aws.amazon.com/IAM/latest/UserGuide/troubleshoot.html
https://repost.aws/knowledge-center/troubleshoot-iam-policy-issues
https://repost.aws/knowledge-center/troubleshoot-iam-policy-issues
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« your_cluster_endpoint : £EMimR ©EEER
your_cluster_identifier.dsql.region.on.aws , 1Rl
@labc2ldefg3hijklmnopqurstu.dsql.us-east-1.on.aws Fi7Ro

« region : AWS X1 , #l# us-east-2 = us-east-1,

BUTR R BIRF 5 MR B B e (B IR B 9 3600 # (1 /et ) o

Linux and macOS

aws dsqgl generate-db-connect-admin-auth-token \
--region region \
--expires-in 3600 \
--hostname your_cluster_endpoint

Windows

aws dsql generate-db-connect-admin-auth-token 2
--region=region "
--expires-in=3600 ~
--hostname=your_cluster_endpoint

£/ SDK 7£ Aurora DSQL 4K SR

HEFALT ACTIVE IRASH , AN EEREHRIETE, SDK REMERLLTEMEN adnin A€
EREDRIETME

« your_cluster_endpoint ( 8% yourClusterEndpoint ) : Aurora DSQL £&#Y
R AN your_cluster_identifier.dsql.region.on.aws , 30745l
@labc2ldefg3hijklmnopqurstu.dsql.us-east-1.on.aws PR,

« region ( RegionEndpoint ) : BHYEEFTEM AWS X , Bl us-east-2 & us-east-1,
Python SDK
BANBE AT ARERTHE

- MREEMEA admin ABH#ITIER , EMEA generate_db_connect_admin_auth_token,
- MREBEFAEENRBEEAGIITIER | B generate_connect_auth_token,

Aurora DSQL SDK 24
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RAriEmE

def generate_token(your_cluster_endpoint, region):
client = boto3.client("dsql", region_name=region)
# use “generate_db_connect_auth_token’ instead if you are not connecting as

admin.

token = client.generate_db_connect_admin_auth_token(your_cluster_endpoint,
region)

print(token)

return token

C++ SDK
BABY AT A RERTHE

s MBEBEMH admin BAEHITIERE , BEHFEH GenerateDBConnectAdminAuthToken,
- MREEFHABENBIEEAGHKITIER , A GenerateDBConnectAuthToken,

Aurora DSQL SDK
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#include <aws/core/Aws.h>
#include <aws/dsql/DSQLClient.h>
#include <iostream>

using namespace Aws;
using namespace Aws::DSQL;

std::string generateToken(String yourClusterEndpoint, String region) {
Aws: :SDKOptions options;
Aws: :InitAPI(options);
DSQLClientConfiguration clientConfig;
clientConfig.region = region;
DSQLClient client{clientConfig};
std::string token = "";

// If you are not using the admin role to connect, use
GenerateDBConnectAuthToken instead
const auto presignedString =
client.GenerateDBConnectAdminAuthToken(yourClusterEndpoint, region);
if (presignedString.IsSuccess()) {
token = presignedString.GetResult();
} else {
std::cerr << "Token generation failed." << std::endl;

std::cout << token << std::endl;

Aws: :ShutdownAPI(options);
return token;

JavaScript SDK
BA B AT ARNERTHE

- MREBEMEA admin AE#ITIER , i5EA getDbConnectAdminAuthToken,
- MREEFABENBEEACGHITERE , HFEA getDbConnectAuthToken,

Aurora DSQL SDK 26
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import { DsqlSigner } from "eaws-sdk/dsql-signer";

async function generateToken(yourClusterEndpoint, region) {
const signer = new DsqlSigner({
hostname: yourClusterEndpoint,
region,
)8
try {
// Use “getDbConnectAuthToken® if you are _not_ logging in as the “admin’ user
const token = await signer.getDbConnectAdminAuthToken();
console.log(token);
return token;
} catch (error) {
console.error("Failed to generate token: ", error);
throw error;

Java SDK
B LBE LT ERERTHE -

- MREEMA admin HEHITIERE , BF A generateDbConnectAdminAuthToken,
- MRZBEFABENBEFEACIITER , HFH generateDbConnectAuthToken,

Aurora DSQL SDK 27
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import software.amazon.awssdk.auth.credentials.DefaultCredentialsProvider;
import software.amazon.awssdk.services.dsql.DsqlUtilities;
import software.amazon.awssdk.regions.Region;

public class GenerateAuthToken {
public static String generateToken(String yourClusterEndpoint, Region region) {
DsqlUtilities utilities = DsqlUtilities.buildex()
.region(region)
.credentialsProvider(DefaultCredentialsProvider.create())
.build();

// Use “generateDbConnectAuthToken® if you are _not_ logging in as “admin’

user
String token = utilities.generateDbConnectAdminAuthToken(builder -> {
builder.hostname(yourClusterEndpoint)
.region(region);
1);
System.out.println(token);
return token;
}
}
Rust SDK

BRLUBEATAAERTHE

- MRBEFEMA admin ABHITER , EMFEA db_connect_admin_auth_token,
- MREBEFAEENBBEEAGHITIER , EM#EH db_connect_auth_tokens

Aurora DSQL SDK 28
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use aws_config::{BehaviorVersion, Region};
use aws_sdk_dsql::auth_token::{AuthTokenGenerator, Config};

async fn generate_token(your_cluster_endpoint: String, region: String) -> String {
let sdk_config = aws_config::load_defaults(BehaviorVersion::latest()).await;
let signer = AuthTokenGenerator: :new(
Config::buildex()
.hostname(&your_cluster_endpoint)
.region(Region::new(region))
.build()
.unwrap(),

);

// Use “db_connect_auth_token® if you are _not_ logging in as “admin’ user
let token = signer.db_connect_admin_auth_token(&sdk_config).await.unwrap();

println!("{}", token);
token.to_string()

Ruby SDK
BRI BE U T AR ERTH

- MREBEMEA admin ABH#ITIER , EMHEA generate_db_connect_admin_auth_token,
- MRBECEABENREEACH#ITER |, HEA generate_db_connect_auth_token,

require 'aws-sdk-dsql'

def generate_token(your_cluster_endpoint, region)
credentials = Aws::SharedCredentials.new()

begin
token_generator = Aws::DSQL::AuthTokenGenerator.new({
:credentials => credentials

1

# if you're not using admin role, use generate_db_connect_auth_token instead
token = token_generator.generate_db_connect_admin_auth_token({

:endpoint => your_cluster_endpoint,

:region => region
1

rescue => error

29
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puts error.full_message
end
end

NET

(@ Note

BHEAT NET # SDK N EEA TR Aurora DSQL £ &R RIESEHNAE AP i
B, MEX%JER DSQLAuthTokenGenerator , X2 —MSEARFER, A TREBRUIE
RT AR NET £ 5 HKIES .

BALBES AT AR ERTHE

- MRBEM[MFAH admin AEHITIERE , BEFEH DbConnectAdmin,
- MREBEFHBENBEEAG®KITIERE , 1A DbConnect.,

AT = BI6EA DSQLAuthTokenGenerator SEARFENEE adnin ABHWAFEREHRRIES
I, ¥F insert-dsql-cluster-endpoint E# R IR ER KN,

using Amazon;

using Amazon.DSQL.Util;

using Amazon.Runtime;

var yourClusterEndpoint = "insert-dsql-cluster-endpoint";

AWSCredentials credentials = FallbackCredentialsFactory.GetCredentials();

var token = DSQLAuthTokenGenerator.GenerateDbConnectAdminAuthToken(credentials,
RegionEndpoint.USEastl, yourClusterEndpoint);

Console.WritelLine(token);
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Golang
(@ Note
Golang SDK REMATAERMEE THNANES £, BXAFHELRER , WUTKR
1 R BIH FRTR o

EUTRBRHEIF , BIE PostgreSQL AFIEE action :

- MREBERFMA admin ABFHITIERE | BEFEA DbConnectAdmin #4E,
- MRSEFRABENHRIEEAGMTIER |, F#EH DbConnect #4E,

BRT yourClusterEndpoint M region 9% , AR RBIEFER T action. ERIE PostgreSQL
AFERE actiono
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func GenerateDbConnectAdminAuthToken(yourClusterEndpoint string, region
string, action string) (string, error) {
// Fetch credentials

sess, err := session.NewSession()
if err !'= nil {
return "", err
}
creds, err := sess.Config.Credentials.Get()
if err !'= nil {
return "", errx
}
staticCredentials := credentials.NewStaticCredentials(

creds.AccessKeyID,
creds.SecretAccessKey,
creds.SessionToken,

)

// The scheme is arbitrary and is only needed because validation of the URL
requires one.

endpoint := "https://" + yourClusterEndpoint
req, err := http.NewRequest("GET", endpoint, nil)
if err !'= nil {
return "", err
}

values := req.URL.Query()
values.Set("Action", action)
req.URL.RawQuery = values.Encode()

signer := v4.Signer{
Credentials: staticCredentials,
}
_, err = signer.Presign(req, nil, "dsql", region, 15*time.Minute, time.Now())
if err !'= nil {
return "", errx
}

url := req.URL.String()[len("https://"):]

return url, nil
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FEABBEEAEMN IAM B4 RIE

Aurora DSQL X #&#H IAM A& F IAM AP #TEHRIE, BuaERE— AR Aurora DSQL
BUEERITE MBI E,.

IAM B &

IAM B R2EN AWS IKFFERRENRREFSHEARRKNZM. €A IAM At ARHAIEN%Z
R, BUNBIZHAXIGEHAAN IAM AR

- B 7E AWS Management Console{]#t & &
- B AA AWS CLI 5 AWS API #1E
- BEEABEN URL

RKAAEBE , IUEAZACHN IR EIETE Aurora DSQL, BXERABGN LS ENESZER |, BS
5 <IAM RFER) 8 IAM S 145,

IAM A

IAM AP 2 AWS IKF R — N6 , ZEOXNENMNARBNARFEERENRESE N ARBN
ARFEXE, IAM AFPEAE R A Ti5E Aurora DSQL WK EEIE |, 1235 R4 7 2740

(® Note

EEE IAM BHRRIUEKRIZ1T SQL @i , BULUETHH REFER IAM &€ ARN = IAM A
7 ARN,

BRSEFEACERTSER

B2 IAM BEHER IAM KEER/E dsql :DbConnect R FIEERN,

IAM ZRBEIE AR FH R EFHTRNNR. FRBESR (*) RIEBR N IAM 4485 Amazon Aurora
DSQL 454 13 F R Y i B R 1E,

ERBREEACEREEREM SQL
ERMIER SE RN IAM B 6 SERTIEH,

BEEAEN IAM BRBT 33


https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html
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1. {£F SQL SEAREFEREZF Aurora DSQL £,

FHAER IAM B4 ( BRIRIT IAM $24E dsql :DbConnectAdmin ) B9 admin HiEEA GEREE
55,

2. GIEFHNBEEAE , BREE WITH LOGIN &I,

CREATE ROLE example WITH LOGIN;

3. Mz¥MEEAEE IAM A ARN XE,

AWS TAM GRANT example TO 'arn:aws:iam::012345678912:role/example’;

4. BBEFALRTHREERINR

LUTRRBIGER GRANT s S HEBIEE FRER

GRANT USAGE ON SCHEMA myschema TO example;
GRANT SELECT, INSERT, UPDATE ON ALL TABLES IN SCHEMA myschema TO example;

BEXREZELR , 5 PostgreSQL X R4H#Y PostgreSQL GRANT H PostgreSQL Privileges.

EEF IAM B BFEFER A B RS

EEE IAM AESREEAG RIS , 5&EH sys.iam_pg_role_mappings R4k,

SELECT * FROM sys.iam_pg_role_mappings;

R
iam_oid | arn | pg_role_oid | pg_role_name
grantor_pg_role_oid | grantor_pg_role_name
--------- R ittt ettt ittt
R B e
26398 | arn:aws:iam::012345678912:r0le/example | 26396 | example
15579 | admin

(1 row)

WRETRT IAM At ( HE ARN #5128 ) # PostgreSQL HIEEA & 2 BTGB ST,

ERRS 34


https://www.postgresql.org/docs/current/sql-grant.html
https://www.postgresql.org/docs/current/ddl-priv.html
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M 1AM B B SR E RN

EREBURERM , BFEA AWS IAM REVOKE #4E,

RAriEmE

AWS IAM REVOKE example FROM 'arn:aws:iam::012345678912:role/example’;

ETHRERXBERNNEZEER |, BSHEEH IAM # PostgreSQL i 1%,
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Aurora DSQL # PostgreSQL

Aurora DSQL 25 PostgreSQL BN DM XRHBEE , THESHEITEATEMIZIT, Aurora
DSQL fEA® L PostgreSQL (A# , FlanfEMres. MXIBF. MILBFRERRS,

Aurora DSQL BRIt ATHRRFTE Z XM PostgreSQL B AR FBNITAHER T HENEN
R, Bl | Aurora DSQL 12t 5 PostgreSQL T2 HEMERE KR, ERZELURKEBEN /DMK
N, FAREBIERER.

Aurora DSQL JE5IA T SR IhEE , FIMEMH L BH DA RNEWEE, EBNXLEINEE , BRI A
PostgreSQL WZABHN T E K ANZRTINR. =RE., 2 ANARFAENMENTY Bk,

PostgreSQL &AM =R

Aurora DSQL B #IE F PostgreSQL A 16, TEHFBHIELU TR :
541290/ SV
Aurora DSQL £ %7 PostgreSQL v3 kBN, XHEER AT LA SHRE PostgreSQL &/ iw. IK3h
BEFMIEER. Hlin , Aurora DSQL 5 psql. pgjdbc # psycopg %%,
SQL #& M
Aurora DSQL X EEFH TR P E AN S HIRE PostgreSQL RiFXMEE, ZIFH SQL &
AR5 PostgreSQL £ TELHEINE R , SR/UTEIM .
. ZEEMNLE
. BEFEIREITRH
- WEZEW/NBIBANEE
. FHBRENSEUH

BXEZEE , BZH Aurora DSQL FH) SQL ZEEFRE %,
E5ER

Aurora DSQL R T PostgreSQL I EE4HE , B0 ACID EFME R T PostgreSQL 7] E & 152EX
WRERS, BXREZER , 152 Aurora DSQL Y H & 125,
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FERHER

Aurora DSQL BIZ AR, THERITSHEELSH PostgreSQL EF—LEXER, XEERE
Aurora DSQL A A KRN —&FB2 , HRE T FSHENTT BHALE, FEERIFEATEM .

RAMH K #2E (OCC)

Aurora DSQL fERARMH X BHIER, XMLH S ETFILEESHEERE | HRES , HEXEEH
HEMHITNIT, XLEINEEMFES Aurora DSQL N FEEAME -t N AREFEIENE,
BAXEZLRE , FSH Aurora DSQL FH H k324,

= DDL #84E

Aurora DSQL ®£1=1T DDL 21 , NI X FHEREESH R T EEHEIMMEA, Eo5mEHY
AJik Aurora DSQL #ATA TIR1E :

* X DDL RN EAESET , NTERARE#RE D P #T.

- NEFERDEANE-—BUIARES. XAUBAREBMENTRNEFIRLY , EEHRESRH
FRIREHE 2 A0,

« BENMNTHAXUTE22HN, THOTRKNARET , BHERNF#EEDE.

BEXEZELR , 3 Aurora DSQL F# DDL M9 HARES,

Aurora DSQL HHY SQL TheeHxkRAEM

Aurora DSQL # PostgreSQL X FiE SQL EHIREIT£MHERERIMNE R, EFE |, Aurora DSQL 5% 8
ORDER BY FI#Y PostgreSQL T~ E. HELTFTH , T # Aurora DSQL X PostgreSQL #iE3E A
SQL i v X #F.

F&

 Aurora DSQL X IFHEIERE

- Aurora DSQL X ## SQL

 Aurora DSQL ¥ %K SQL i &

« Aurora DSQL FA XY PostgreSQL IhEE

Aurora DSQL XX R BESE R

Aurora DSQL X #& A PostgreSQL EHM F5£,
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RAriEmE

£

- BEBERE
- FRBIERE

- BEAFIAT E BFERE

- HEBERE

- BRETRHBERE

HEHIERE

Aurora DSQL X #LLT PostgreSQL HUEFIERE,

BN
smallint

integer

bigint

real

double

precision

numeric |

(p,s)]

Bl &
int2

int,
int4

int8

floats

float8

decimal

[(p,s)]

dec|
(p,s)]

SERENBE
-32768 % +32767

-2147483648 F| +21474836
47

-0223372036854775808 ZI
+9223372036854775807

6 i +HFIBE
15 (U +HHIRBE

AERNBENBRET. &
KRBER 38, ZRAPEIIE

37, | BRIAEF numeric

(18,6),

PN

o
it
4t

o
i
<t

N
i
<+

(o)
i
<4

8 FT + BN
B2 7, &
RRNR 27 F

—+
To

LR EE]
=

=
=

Hm

Hm

o

1 : NNRIEIEIZ1T CREATE TABLE B} ALTER TABLE ADD COLUMN BH&BEXIEEK/ , Aurora
DSQL &5 #lfEFABRIAE, Aurora DSQL £z 1T INSERT = UPDATE iE ARt & R AR #l,

XEFHBIERE
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FRIBEERR
Aurora DSQL X #FLLT PostgreSQL FAFEIER A,
AW bl iR Aurora DSQL  fFfiE K/ Fo|ZE
PR 5
character char [ BEKEFRR 4096 F¥" A, fFKY =
[(n)] (n)] A 4100 FF
character varchar KEZHFEH 65535 73 A%  &AA =
varying [ [(n)] ik 65539 F
(n)1] H
bpchar [ MBKEEE 4096 F¥" A%, BAY =2
(n)] NiX2Z char K9 & 4100 F£H
A&, MRKE
A, X2
varchar 318 ,
HAEMEZERIEE
Y EHWFRRE,
text KETENERS 1 MiB" A%  FAA =2
= 1 MiB
. BNRIBTEIZ1T CREATE TABLE 5 ALTER TABLE ADD COLUMN EH&EBEERIEE K/ , W Aurora
DSQL LR FEIERABRIAE,. Aurora DSQL f£#8i21T INSERT = UPDATE A8t & N ARSI,
B HA R Bt ) SR &
Aurora DSQL X#FELT PostgreSQL B EiFNATE B3R R,
A il iR Range FRAT =  xRE
A K XF
date B BEA 4713 BC — 5874897 1 X 4= =
(%, A, AD bl
H)
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RAriEmE

AN Eall iR Range BRAT %  Rsl
A N =

time [ (p) time: —KAME 0-1 1 ¥ 8% R

][ without B , Ta¥E bl

time zone] X

time[(p)]  time: —RME  00:00:00+1559 1 847 12 &

with time B, 2IERT 24:00:00 -1559 FT

zone X

timestamp B HA A At 4713 BC — 294276 AD 1 W 8 F =

[(p)]1I B , ~2E bl

without X

time zone]

timestamp time: HHEARIAY 4713 BC - 294276 AD 1 % 8% =

[ (p) ]with tz B , DIEAT bl

time zone X

interval N -178000000 £ - 1 8% 16 B

[fields][ 178000000 4 =3

(p)1]

HeHdExks
Aurora DSQL X #FELTHTE PostgreSQL FiEER,
B bl iR Aurora DSQL  FfEK/D Rl
PR &l

boolean bool BEARE 1 %% =
(true/false)

bytea =t IR 1 MiB" %, 5T &
(“FTH X 1 MiB R4l
@)
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A 1= iR Aurora DSQL  Ffi# K/ FolxE
PR %
UuID 18 A M —FriR 16 =1 =
F

1 : R EHEIEIT CREATE TABLE 5 ALTER TABLE ADD COLUMN BE&BERIEEAXK/ , M Aurora
DSQL & #lEABRIAE, Aurora DSQL fE&z1T INSERT = UPDATE & A&t & M AR &,

BT HEER

EHZETHNBELEREEARTREANATHRIERE, XERBFEFEELREPE LD
PostgreSQL &K E |, #l varchar M integer., MR , X&EAF Aurora DSQL ELEEH
ANETRRRER,

REERZITAHE S IFUTHIERE
WHRRE

Aurora DSQL X #FAXFHIEBRENKA, fl , BagEEE — N BEKE, B
string_to_array RIES IR (,) FFHFHEIFD N PostgreSQL BT , WA T RBIFT
To EEWHITHIE , IRERER., B ED G THEPERKA,

SELECT string_to_array('1,2', ',"');
ZEBORERCTFUTREE @A

string_to_array

inet & &

BBERTAT IPva, IPv6 EAMRE TR, WERERT R, BB P FRETHERES
W TRETENEER, BXESER , 5 PosigreSQL AL inet,

Z RN BIERE 41
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RAriEmE

Aurora DSQL X## SQL

Aurora DSQL X #F&##%0r PostgreSQL SQL ThEE. AT ETH , AL T ##E < PostgreSQL #*

B — R, WIRHATFER

SELECT 7%

Aurora DSQL 3% SELECT ST F4.

FEFH
FROM

GROUP BY
ORDER BY
LIMIT
DISTINCT
HAVING
USING

WITH ( nARRTIER )
INNER JOIN
OUTER JOIN
CROSS JOIN
UNION
INTERSECT
EXCEPT
OVER

FOR UPDATE

XBHNFA

ALL, DISTINCT

ASC, DESC, NULLS

ON
LEFT, RIGHT, FULL, ON
ON
ALL
ALL
ALL

RANK (), PARTITION BY

X9 SQL Zhee
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BIEENIES (DDL)

Aurora DSQL X # LT PostgreSQL DDL @5,

we FETH YENTH
CREATE TABLE X CREATE TABLE S X#EMIBENE

B 53 CREATE TABLE,

ALTER TABLE BX ALTER TABLE s P XEMEENE
B 52 % ALTER TABLE,

DROP TABLE
CREATE [UNIQUE] INDEX B SSUTSHES
ASYNC FH : ON, NULLS FIRST. NULLS LAST,

B CREATE INDEX ASYNC 5 XiFRViE
EMEER , B3 Aurora DSQL I RS &R
5lo

DROP INDEX

CREATE VIEW BX CREATE VIEW S XEMEZENES
£8 , B3 CREATE VIEW,

ALTER VIEW BX ALTER VIEW S XXEFNEENEER
&3 ALTER VIEW,

DROP VIEW B>x DROP VIEW S XFMEENEER
&2 % DROP VIEW,

CREATE ROLE, WITH

CREATE FUNCTION LANGUAGE SQL

CREATE DOMAIN
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BIRIRMEIES (DML)

Aurora DSQL Z# LT PostgreSQL DML #5F,

0 TEF4 TR T
INSERT INTO VALUES
SELECT
UPDATE SET WHERE (SELECT)
FROM, WITH
DELETE FROM USING, WHERE

HAEEFIES (DCL)

Aurora DSQL X #F LT PostgreSQL DCL

ek o) XFNTH
GRANT ON, TO
REVOKE ON, FROM, CASCADE, RESTRICT

EEEFES (TCL)

Aurora DSQL X #F LT PostgreSQL TCL #5

we XEFHNFH
COMMIT
BEGIN [WORK | TRANSACTION ]

[READ ONLY | READ WRITE]
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XAEFGS

Aurora DSQL X 3#FLLF PostgreSQL AR ® T

« EXPLAIN
« ANALYZE ({XBRXRREM)

Aurora DSQL X #FH SQL i v &

It PostgreSQL A RMEXZFNREIXNWFARE , ERNBEEAESHENFHTHTT. f
m , PostgreSQL H#Y CREATE TABLE 2t T FZ FAMS . AT NE Aurora DSQL X FixX Ledy
X IFM PostgreSQL BETE,

£}

« CREATE TABLE
ALTER TABLE
CREATE VIEW

ALTER VIEW
DROP VIEW

CREATE TABLE

CREATE TABLE M —HE K.

CREATE TABLE [ IF NOT EXISTS ] table_name ( [

{ column_name data_type [ column_constraint [ ... ] ]
| table_constraint
| LIKE source_table [ like_option ... ] }
[, ... 1
1)

where column_constraint is:

[ CONSTRAINT constraint_name ]
{ NOT NULL |
NULL |
CHECK ( expression )|
DEFAULT default_expr |
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GENERATED ALWAYS AS ( generation_expr ) STORED |
UNIQUE [ NULLS [ NOT ] DISTINCT ] index_parameters |
PRIMARY KEY index_parameters |

and table_constraint is:

[ CONSTRAINT constraint_name ]

{ CHECK ( expression ) |
UNIQUE [ NULLS [ NOT ] DISTINCT ] ( column_name [, ... ] ) index_parameters |
PRIMARY KEY ( column_name [, ... ] ) index_parameters |

and like_option is:

{ INCLUDING | EXCLUDING } { COMMENTS | CONSTRAINTS | DEFAULTS | GENERATED | IDENTITY |
INDEXES | STATISTICS | ALL }

index_parameters in UNIQUE, and PRIMARY KEY constraints are:
[ INCLUDE ( column_name [, ... 1 ) 1

ALTER TABLE

ALTER TABLE EXERHE Y.

ALTER TABLE [ IF EXISTS ] [ ONLY ] name [ * ]
action [, ... ]
ALTER TABLE [ IF EXISTS ] [ ONLY ] name [ * ]
RENAME [ COLUMN ] column_name TO new_column_name
ALTER TABLE [ IF EXISTS ] [ ONLY ] name [ * ]
RENAME CONSTRAINT constraint_name TO new_constraint_name
ALTER TABLE [ IF EXISTS ] name
RENAME TO new_name
ALTER TABLE [ IF EXISTS ] name
SET SCHEMA new_schema

where action is one of:

ADD [ COLUMN 1 [ IF NOT EXISTS ] column_name data_type
OWNER TO { new_owner | CURRENT_ROLE | CURRENT_USER | SESSION_USER }

CREATE VIEW

CREATE VIEW ENXHHEFEAME ., Aurora DSQL AXIFIGME ;| XEZIFFARAE,
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XEFHEE

CREATE [ OR REPLACE ] [ RECURSIVE ] VIEW name [ ( column_name [, ...]1 ) 1]
[ WITH ( view_option_name [= view_option_value] [, ... ] ) 1]
AS query

[ WITH [ CASCADED | LOCAL ] CHECK OPTION ]

R
CREATE VIEW EMEWHME, LMEHAEEREN, ik , SXEERFSIANER , BLETE
i,

CREATE or REPLACE VIEW SZXfl , BEUNREENMEELEE , IGSRZMUE., fIEBHEK
HEAMENEUNEERERNFIER ( BNRFHERBRERBEERNIIE ) , ECAgESEIRRE
AINEES, FEREINITESETREEFITE.

MRBHARY B (Bl CREATE VIEW myschema.myview ... ) , WEEENEEHEIENE,
BN, FESE RN AR ZNE,

NEHEHSASE —BEPEARTXR (&R, R, A8 ) WEHFE.
S

CREATE VIEW XEEMSHRIEFI B EHNIENIT N,

RECURSIVE

BB IFME . iE3% : CREATE RECURSIVE VIEW [ schema . ] view_name
(column_names) AS SELECT ...; &[ETF CREATE VIEW [ schema . ] view_name
AS WITH RECURSIVE view_name (column_names) AS (SELECT ...) SELECT
column_names FROM view_name;,

HMRIBEANEIEENE S B HR,
name

EQENUENEYN , AERFERAREHTRE. XMAEANBEESEIIR.
column_name

EATUEPRINEHRNATIESIR, MRRESR , WNEHPHMESIE,

WITH ( view_option_name [= view_option_value] [, ... ] )

FARNMEEETESH ; XEFUATSH.

X SQL R TR 17
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« check_option (enum) : }tSE AN local = cascaded , R TIEE WITH
[ CASCADED | LOCAL ] CHECK OPTION.

- security_barrier (boolean) : MIRMEEFRMITREZEM , NNFEALLSE., Aurora
DSQL BRIFAXEFTRZ LM , BTN & LT AW B WHERE &4 ( AREMFER
¥riEN LEAKPROOF MZERFVERH ) o

« security_invoker (boolean) : AT SHBIRFEWNE A S mA2UE A H R RKK
BREEAXR, BEXTBEFAEFE , BSHATHENEZ T,

AILAfER ALTER VIEW EHEME LE R LAFAEIED,

query

SELECT = VALUES @i , 2O EMNHIFIT,

« WITH [ CASCADED | LOCAL ] CHECK OPTION : ltikIui=#Inl B EHMNABNIT . 18
ERETE |, R EME LM INSERT # UPDATE iy , UBRFITHEEABEENLRHF (tLFH2
W, REMTUBRRESMNEABTAN ). BN , FELEH. WMRAKRIEE CHECK OPTION , I
S FUE LA INSERT M UPDATE S RIBEME R T A NMNIT, IHUTRER,

* LOCAL : RBRFEEVNERSFHERE LUNRERREFHIT. TREEZEERERNE LELHEM
&M (BRIEEAIEIEE T CHECK OPTION ),

« CASCADED : RIEMBRAANAMEEEEARUBENRUEREH 1T, WRIEET CHECK OPTION , {1BEL
FRIEE LOCAL tBFRIEE CASCADED , MMBRZE N CASCADED,

(® Note

CHECK OPTION 785 RECURSIVE B —EFEH, NET B EFHWAE LT T
CHECK OPTION,

&%
f£/8 DROP VIEW &4 ol il R &,

NFAZEMBEHINBFFEIERR, Hlan , FEIEER CREATE VIEW vista AS SELECT 'Hello
World'; , BRFIBFHRERIAN ?column?; . A, JIMBIREBEIAN text , XA EFRREREERN,

EFHNHFEZESRNIEES B MEKIERA | Hla0 : CREATE VIEW vista AS SELECT text 'Hello
World' AS hello;,
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MANBRT , ARSI ANKEERNXZNHRNREAABRMBEENNRRE, EREEBRT , X7
ATRENEERERNZ2EZRNEE, B2 , HFEMmBNEBRERLEEI.

- MRMEAM security_invoker BHIRER true , MIFNKEEARX RN IH BN RERTFHITEN
PWAFPHNER K MARUBFEENNERE. At , 22 AEFIENAFSIANZABERERER
AR RPEMERNER,

- MREMEREARAXRRZLFAARFIE , ISR NEBENERERHE T ZUE, At , &2
AARFNESRAFERAYTAPNNRRREERRERXR , BIMEMNEE security_invoker
BHAAEGEZNE B2,

- URPFANEBNLESRNSEEANEEZNEAFAAEKNLESXMEE. Hit , REHNHA
FPXREENRKAAZAEEANMEEE. AEPNEBRUPITEANRAFREBMEEN
BRRIMITH , EABURTEREZE NN SECURITY INVOKER &2 SECURITY DEFINER, 4l
m, BEEEMEFIEA CURRENT_USER MK REHTAANAF K MARUBEmEE., XTZU
BH security_invoker i®B&M , HItFF security_invoker & &N false WAMBETER T
SECURITY DEFINER B,

- SIEREBRABRBAF LHANAEERF 5| ANEMREESR USAGE IR , FREEXERYHER
SRR, BFEE , AFEERBERABN T IHTXMER. Bt , MENTREBAARR
HE  MENAFEURAEENTSUENREHAE USAGE R , MAZENARERS I ANEN
RAELNR,

- ENEMWE LA CREATE OR REPLACE VIEWBT , (NEXMEKEN SELECT NI LA K AF{[]
WITH ( ... )SEKE CHECK OPTION, HEeMBBEM ( @R/FAEN. NPEMIE SELECT M
) REFFE, BLTREVNERFTEERE (XESERAANBEACHKA ) -

AEHNE

FREUNETEDEH : REFXHEWE LFEMA INSERT, UPDATE H DELETE B4 , EAXRSEEMN
rLEMEE, MRUBBRATABESRL , MZUEATEZERH

- MEEH FROM FIRAXITBYRE—1NEKE , ZRXRASIAR—NERESZ —NMNIEFHHAE.

« WEENFBENZEEE WITH, DISTINCT. GROUP BY, HAVING, LIMIT = OFFSET ¥4,

- MEENFBENETEESERME (UNION, INTERSECT = EXCEPT ),

- NENERIXRTBEEAARE. EORBIEBREAEEHNELR.
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AEHGEHFNAETRESTEFNTIERNINAS. MRIZNERERRRNATERMFIREE
SIA , MiZFIRAIERME. BN , &5 RRBRAY , 215 INSERT = UPDATE EAZH N ERE , N4
REHR.

NTFAEDEFNAE , RESFNE LWE INSERT, UPDATE = DELETE EAHRANEREERX
ZREWMEMNIEAD, TE2XEHHE ON CONFLICT UPDATE ¥4y INSERT 4,

MBETEHEFNAERZTE WHERE &4 , MIZFRHFFRHEIEA ST KA FRL /T A M E L& UPDATE
] DELETE @&k, {ER , UPDATE A AERETUEETEHFE WHERE &4 , NTiEEEMEH
AN, EHRE , INSERT S A8 AT E WHERE RUEMNERXRT , MTIFEECIEARFFT
J. ON CONFLICT UPDATE FlRERI# S MR FRA o LI E 1T,

ATLAfE A CHECK OPTION 3RPBAHLE INSERT 1 UPDATE #WdelZEME PR MAIT,

R AEA security_barrier BMARIC T W EHIEFHHNME , NiZMWE B FTE WHERE &4 ( AREMAFEA
¥ridH LEAKPROOF MZEFH &M ) RAEVBAFERAMNERAZG 2 #H T4, HEE , BT
X—FRE , RAKRRENT (AASIDEEEIHAF K WHERE &4 ) ATRERA NS 8iE. TUER
EXPLAIN REFMERMHMATRERD (ALFLPET ) , BEFER,

MIABRT , RKAEAMAXERHNEEXNARRRAEN | RETXBEAR LHTEA, EHZH
BRIRAE

(® Note

EMELERTEA,. EFRSMBREENRAF SN ZNEEGHENAEA, EFH R ERR.

RIABERT , UENMEELIANKEERXRABMERNNIE , MPITEFHNAFRTEEX
EKEEARXRZBETMANR, B2 , MRMENR security_invoker IRE R true , MIRITEFH
AP (MARAEFMEE ) XN KEERXRBAEEXNRER,

Bl
SIRBrAERI B EARNNE,

CREATE VIEW comedies AS
SELECT *
FROM films
WHERE kind = 'Comedy';

XFEE—NIE , HP I EEUERNUT film XPH5. RAFEAR ~ ROUEUAR , B2ER
MERFHFIT2RNAERN -2
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RAriEmE

5/ LOCAL CHECK OPTION BIZME,

CREATE VIEW pg_comedies AS
SELECT *
FROM comedies
WHERE classification = 'PG'
WITH CASCADED CHECK OPTION;

XG6E— PRI EEHITH kind M classification B,

PIE-NMEE T AEMMAAIEMBSINNE,

CREATE VIEW comedies AS

SELECT f.*,
country_code_to_name(f.country_code) AS country,
(SELECT avg(r.rating)
FROM user_ratings r
WHERE r.film_id = f.id) AS avg_rating

FROM films f

WHERE f.kind = 'Comedy';

LB INSERT. UPDATE #1 DELETE, films REMAAESIESGEATEHRN , Mit&E 5|

country M avg_rating FRRiEM,

CREATE RECURSIVE VIEW public.nums_1_100 (n) AS
VALUES (1)

UNION ALL
SELECT n+1 FROM nums_1_100 WHERE n < 100;

(® Note

SRZTNE B ML CREATE PREMREN , BEENHESIATREHWREN. X-E

NERXBEN N ARKER (CTE ) WEHTEEHELRE.

RAEM

CREATE OR REPLACE VIEW = PostgreSQLEEH Eo. WITH ( ... ) FAHRY R , T2REN

Bz AAEFNRBEME, Aurora DSQL XEXEEST R,

X SQL R TR
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ALTER VIEW

ALTER VIEW BEAXFEHIEMNENZMEM , 3 B Aurora DSQL X #FI s S HIFTE PostgreSQL
B /fo

XEFENEE

ALTER VIEW [ IF EXISTS ] name ALTER [ COLUMN ] column_name SET DEFAULT expression

ALTER VIEW [ IF EXISTS ] name ALTER [ COLUMN ] column_name DROP DEFAULT

ALTER VIEW [ IF EXISTS name OWNER TO { new_owner | CURRENT_ROLE | CURRENT_USER |
SESSION_USER }

—

ALTER VIEW [ IF EXISTS ] name RENAME [ COLUMN ] column_name TO new_column_name

ALTER VIEW [ IF EXISTS ] name RENAME TO new_name

ALTER VIEW [ IF EXISTS ] name SET SCHEMA new_schema

ALTER VIEW [ IF EXISTS ] name SET ( view_option_name [= view_option_value] [, ... ] )
ALTER VIEW [ IF EXISTS ] name RESET ( view_option_name [, ... ] )

BN

ALTER VIEW EXMBENEZfHEBE M, (WREEXUMEBHNENEN , EFERH CREATE OR
REPLACE VIEW, )!&EMA}EEWLE’JFJ’TE&?% % ALTER VIEW, EFEHUEMNEN , £k X
M FER¥EH CREATE NPR, EERFIEE , BAMEETW SET ROLE AMERFNHEAR | #Hu
AN ENEMIBAE CREATE R, 1 %mﬁﬁﬁgﬁ BEUFEERSRITEMERT EES
il B H 57 B 2 W B Sk TR B,

S8

ALTER VIEW &%k

name
NENENENR ( TEEREHRE ) .
column_name

£ SRl R
IF EXISTS

MRAETFE , FolxHER, EXHERT , FRLEH,
SET/DROP DEFAULT

XERENFIIREHBRIMINE, AEINRINESERNEAANE R BAREY INSERT =
UPDATE &%, MIEMERINMERE X TERXRPHNEMAMRIAE,
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new_owner

NENFREENAT B,
new_name

LB BV & o

new_schema

M ERIFEN,
SET ( view_option_name [= view_option_value] [, ... ] ), RESET
( view_option_name [, ... ] )

REFEEURET, LT RIIFHNIED,

« check_option (enum) : EXMBEMNKREEI, E4MN local &% cascaded,

« security_barrier (boolean) : EXMEH security-barrier B, ZELRARH/RE , F
M true = falseo

- security_invoker (boolean) : EXMBEH security-barrier B, ZEXMEHRRE , i
i true = falseo
£F

HF PostgreSQL KA /EHE , ALTER TABLE tt Al IS EA—EEH ; ENE B XZIEHN ALTER
TABLE WX B A SR EM RN EERER,

)
WA foo EdRR N bar.

ALTER VIEW foo RENAME TO bar;

FRATHERT D0 E AT ERTR A

CREATE TABLE base_table (id int, ts timestamptz);

CREATE VIEW a_view AS SELECT * FROM base_table;

ALTER VIEW a_view ALTER COLUMN ts SET DEFAULT now();

INSERT INTO base_table(id) VALUES(1); -- ts will receive a NULL
INSERT INTO a_view(id) VALUES(2); -- ts will receive the current time
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RAriEmE

FRAEM
ALTER VIEW 2 Aurora DSQL X#HY SQL #r/HEM PostgreSQL ¥ &,
DROP VIEW
DROP VIEW EABKRINENE. Aurora DSQL XiF i HHITE PostgreSQL 1&5%.
X EIEE
DROP VIEW [ IF EXISTS ] name [, ...] [ CASCADE | RESTRICT ]
iR
DROP VIEW MIFRABAE. BTG S , BLARABNREE.
¥
IF EXISTS

MRMERFE , TEIRER EXHBELT , RRHBEA,

name

EBBRNUENERN ( TERRMRE ) .
CASCADE

BB TRENNR (METHRE ) , EMHEREB T XEXNRNAEX K.
RESTRICT

MREMN RGBT ZAE , WIELRBRZAR . XRIKINME,

R~

DROP VIEW kinds;

REM

SRS SQL AR , RTZHERXBFS /N N SHR—NIE , 3} E IF EXISTS IR (X2

Aurora DSQL X ## PostgreSQL & ) »

X SQL R TR
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Aurora DSQL A Z#H PostgreSQL IhEE

Aurora DSQL 5 PostgreSQL # %A, XEBKE Aurora DSQL XK R INEE , Hla1 ACID B, =
MFE|, BEFE, MANEH. BXZIEFNH SQL TEEMNEIR | FSRZEN SQL RixxK,

LTRETERINE Aurora DSQL # B BI A XL PostgreSQL ThEE,
AR &R
Aurora DSQL A% HFHNRITFE :

« B Aurora DSQL £# FN SN BIERE
LN E S

- K

- KH (HHXEF)

- RZE[H

- A SQL UAMIEES RENEEK

- 5l

- 27X

P EFHIEI R

- S
 HEfttELY R

TRV

« ALTER SYSTEM
* TRUNCATE

¢ SAVEPOINT

* VACUUM
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RAriEmE

® Note

Aurora DSQL AZEZ vacuum #E. RATLEF3) vacuum % , BN B4R S it BIEH

EERFHEMA.

TXEHNT R

Aurora DSQL 7% % PostgreSQL B, TRERTTAZXRHNTE .

FX#EFH SQL FRKH

PL/pgSQL
PostGIS
PGVector
PGAudit

Postgres_FDW

PGCron

pg_stat_statements

TRIEART Aurora DSQL AR/ F 4,

K3l
CREATE
CREATE
TRUNCATE

ALTER

CREATE

IETH
INDEX ASYNC

INDEX '

SYSTEM

TABLE

TZEN T

ASC | DESC

AT ALTER SYSTEM #v$
#EPH LE

COLLATE, AS SELECT,
INHERITS, PARTITION

T X #H PostgreSQL Thag
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K3 FETFH TXEHENFH

CREATE FUNCTION LANGUAGE non-sqgl-1
ang , % non-sql-lang
2B SQL ZANEIES

CREATE TEMPORARY TABLES

CREATE EXTENSION

CREATE SEQUENCE

CREATE MATERIALIZED VIEW

CREATE TABLESPACE

CREATE TRIGGER

CREATE TYPE

CREATE DATABASE BRECEEECHIERE.

" #5H Aurora DSQL FHIRFRE| , UEEEERNT LeIRRE,

Aurora DSQL X PostgreSQL #A MM EZEM

5/ Aurora DSQL Bt |, FEERATRAEMRES, BX—MOFEZEM |, FSRFEH Amazon Aurora
DSQL K==, BXREF MRS , ES % Amazon Aurora DSQL AR 5 B FD & A B4R FE PR o

 Aurora DSQL EA#MNE N postgres WHNERIERE., B LCIBECHESE , X EZE oA o
BR postgres BIEE,

« postgres BIBEMH UTF-8 ZHEHIE, BREERRE,
- BIEEMNEA CHEFEAN,

« Aurora DSQL A UTC ERRGRX, BELEFEASHE SQL D (W0 SET TIMEZONE ) f&ckat
X,

- PostgreSQL Repeatable Read BWESRER I —REEMN.
- ESEHLUTYR
- ESTHIES DDL M DML #4E

T X #H PostgreSQL Thag 57
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- —NEZREEEE 1% DDLIES
- —ANEBHFHEZHALMEH 3000 17, MERL-ZRRSIWKEWMT
- 3000 1THYPR#I3EF FFrE DML ¥&4A ( INSERT., UPDATE. DELETE )
- BEFEEEE 1 PEEN,
« Aurora DSQL B HIFRLLEZETT GRANT [permission] ON DATABASE., MREZRIEITIZIE
4 , Aurora DSQL £iR[E451%H 2 ERROR: unsupported object type in GRANT,

* Aurora DSQL FitEEE R AF AIZ{T CREATE SCHEMA 655, B XIE1T GRANT
[permission] on DATABASE @it HIRFXEIEER CREATE NfR. RIEBGRAF AR
ZiX B854 |, Aurora DSQL £IREI451%E S ERROR: permission denied for database
postgres,

- FERRRAPEEELBEMDUENR, RAEEERAFRTHRELAEREEFREN R, EEAAF
AEEANOFEEEAAFRFNXEXNRWIER, EATBINR , EFERTFNLEREERSH
CREATE X[R. FEBEZAFXIEATEN., AP CENEMRLEN R,

« Aurora DSQL A%#F@% ALTER ROLE [] CONNECTION LIMIT, MREEERSEEZRE | 15
BRR AWS AR,

« Aurora DSQL R #F asyncpg , X2 —FEMA T Python B R% PostgreSQL BIEFER I ZEF -

Aurora DSQL 89 3 & & 5l

ARALSNERNSFENSHBSE , MAXREBFETEEN B, Aurora DSQL EXHEN
R, THHREZEFHHAIE RS PostgreSQL #E M, TEIRBREBEKRRIFIT LM ACID EMK
[ Bt e fR B4R — B A AT S

Aurora DSQL I — PN BEB R HELHIRNY |, XHR T ERLNWEIEEMEMRS, Aurora DSQL TJBF1E
BRESHEEHTIRE , HHEREPIXE, XFHEME Aurora DSQL XN FHREM AT EHEEREEN
EEHENAEFREINENE,

E 2 RUES

Aurora DSQL EASRMH X84 (OCC) , HIREBELRSZHNETHNRETRE. OCC FEAS ,
MEERRXMNITHPR, RSN EFSEEHRE —ITRAENR , Aurora DSQL 2N T HFXNEES
%

- BXNERENESH Aurora DSQL 4,

. HRPESFSLUWE PostgreSQL FIMLEIR , EREEER,

FREZH 58
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RitNARFUSEEXZERGCENR, BENEITEXNEREN , RUENESERENE &
B, BUCRAEBELITIRAE PostgreSQL SiEBA BTN THWH IEMERXZE, Am , OCC
EREBHWNAREFEME LSS Z S,

AL B S HERERY AN

ERfLtise , FREBIONENRIMEEENSESA. EXIBER , FERBUTENRITRY ,
EHEERRETREN D BERH

« ARGEE—BENER,
- BRERASKENENMESFANES, IEESSEERNBAT XA EABRBERREMERE.

Aurora DSQL #1189 DDL Mo HXNEH

BIEENIES (DDL ) ¥ Aurora DSQL 1T 57 PostgreSQL FF[E, Aurora DSQL EF—1%
AR HAXNEHREZREER  ZBEERESHFATENEEIMENEMR . EWE, BTFAEFE
BAEREEVREFOTR , ALBTEEERE2H RN, X , Aurora DSQL ¥¥ DDL ¥ E ik
NOERXNEFHTEE,

B{AmME , DDL 7 Aurora DSQL FWI{TAEFARE , MTFAIR :
H R IZE ISR

MREEBIT—ANEF , MBE—NEFSEHAR , M Aurora DSQL LIREIF R ZFIEMEIR. 5
wm, EERUTERERS

1. #ELFE1 9, AFPEE%X mytable R M—5,
2. #EeE29, AFZiEME mytable HIEA—1T,

Aurora DSQL JR[E48i% SQL Error [40001]: ERROR: schema has been updated
by another transaction, please retry: (0C001).
DDL 1 DML £ —1MNE&HH

Aurora DSQL HF £S5 Reg@=— DDL iE@ , MAsEREA#H4E DDL M DML iEa, tRHIZK
BRTEER —MEFSHERRAFHRER/AZIR —KRP, 0, Aurora DSQL XIFUTIRFE
%o

BEGIN;
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CREATE TABLE mytable (ID_col integer);
COMMIT;

BEGIN;
INSERT into FOO VALUES (1);
COMMIT,;

Aurora DSQL X BT ES , HAEE$E CREATE # INSERT &4,

BEGIN;
CREATE TABLE FOO (ID_col integer);
INSERT into FOO VALUES (1);

COMMIT;

54 DDL

TEFRAE PostgreSQL # |, #30 CREATE INDEX 23K DDL REASIESHIINEK , FHETTH
FANEELFERREMEA, 7 Aurora DSQL # , X% DDL BAFEARAEESERLET. IZ
FMEAMNBRFAZMAEL, Fitb , KEKR LA DDL AAERNEN R T MM EENER FIiET. Bx
Aurora DSQL RS HEIEREB[MNEZER |, i5S R Aurora DSQL FFFHE5|,

Aurora DSQL Y 4

£ Aurora DSQL A , TR —MEYE FHLARBIFENINEE. B©ERLT PostgreSQL HHY CLUSTER
BREFIHCHBEEPINRERS|, EENLEEN , Aurora DSQL 28I1E—NEEXRFAEIINER
5l Aurora DSQL A EREM AT RS RN BIFE AR MNEE,

BIEEW N6

FEENEHEAT , Aurora DSQL SR ERINFFEREE, XHRRSIEANLEHNZIFERERREE
REFIEIIE , MTREBES B MRS BEREEOHRIENIES. 5 PostgreSQL X EIE#H 1T —
IREHR CLUSTER B4ETRE , Aurora DSQL £« BRI H FERFXMINF, XMAEATRSKETE
BiRMERNMERE,

Aurora DSQL EEA ERRNKMREIFHNF—TEXEFCENME R, LH-REEKTIHR
BEEENEM, EXFESIMT/ANBERTEIOX , AXBAT REENSH AN, Bt , T8
Z1988T Aurora DSQL B3t RA BRI EERH R TR,
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I E R EN

£ Aurora DSQL AREEMER TR , BEZRUATEN -

c SIERFENTR, UELLEERLEIFINFNERE, TBENATHREIXFNEST BEAR
HENERTEEN -0, MBRIEEEHE , Aurora DSQL o B —1MNE REIFEHE ID.

s WFEAERENEX , BEAFEHRAZRENEBIENTR, XUt THMEFTNBEARNRER
FEANXMEBMERE, Hk , NEEFRERISAESHER , LBREAREESEEHIXKZ
BIE 59

s WFFALEERRRIENE  IAMEAAFR. AFEBNROISENABRFIET. BEREFZE
FZERIEENE, ZULERAAFE  AFTEREER  AABAMEHTHRLEE,

s MRLRPBETEFZEHMEER  FEBRESVNHRISZE. EAZHELT , XEKEFERES
BHPREANRENESREHTEMN T,

s FRAFZIMERAEGKRNA 1KiB, BXEZELR | ESH Aurora DSQL A #Y B3z B R %I F0
Aurora DSQL P EIEERE,

s FRF-KFSIFFZULLEE 8%, BEXREZEE , HSH Aurora DSQL A Y EHE FEE BR &I A
Aurora DSQL P EIEERE,

Aurora DSQL ¥ RF & 5|

CREATE INDEX ASYNC i RTEIERMN -5 LalERKRE|, kv R —f5FH DDL ##E , T=
FRIEHTES, LH&iE1T CREATE INDEX ASYNC B , Aurora DSQL M EIR[E job_ids

ERILAER sys. jobs REMEIRERILFHELRIRTS. HZR5|QIBFELIEERITR , & LUER
UTEEMSS

sys.wait_for_job(job_id) 'your_index_creation_job_id'

FHIE SRS, BEEEENFLTERIAK, BE-NMRE , BERRIHER.
DROP INDEX

BUBEER TR SR,

RIRE|IQBEIRTAK/G , Aurora DSQL EFT R4t B F I REIFR IS NIEIRE,
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® Note
FAE , EHEMPEFEIE-—HEZEPONRAHLXESTELBEHREIR.

= Aurora DSQL ER RS REIESE , EQEHMRLE R RUERZRSILTEDRS. MREFHHEE
ESFEIAR—WAZEPHINR , WEATERLKEIHRER.

BE
CREATE INDEX ASYNC A THEMIEE,

CREATE [ UNIQUE ] INDEX ASYNC [ IF NOT EXISTS ] name ON table_name
( { column_name } [ NULLS { FIRST | LAST } 1)
[  INCLUDE ( column_name [, ...] ) ]
[ NULLS [ NOT ] DISTINCT ]

B
UNIQUE

871 Aurora DSQL EE IR R SINMEZRAMEBSER , REXRTFEEFEEEE, NREEL
S8, N2SBEEFENAANERRFESEREIR.

IF NOT EXISTS
BRANMREFEREBNES| , W Aurora DSQL FRI5I A FE. EXMERT , Aurora DSQL &

R, FER , B HUENRSINEWTRENANRSIBATE. IREREELSEH ,
MEEREIBR

name
REINEN, EFRELSHPIESRUER.

Aurora DSQL EEERXRMEEMNRMFEIEREl. RINBUMLAEREHEMEENR (Sl
HR5| ) WBHTE,

MREBRIEEBM , Aurora DSQL HREXXRMESIFINBZHRENEREFR. Hlan , MREEZE
1T CREATE INDEX ASYNC on tablel (coll, col2), Aurora DSQL 2HzIF&ES|IGmE N
tablel_coll_col2_idxo
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NULLS FIRST | LAST

ZHFEZESIMNBEFIRF. FIRST 2RR Aurora DSQL M EXZFI#THEF , RIGBXIEZEF#IT
BERFo LAST 3R7R Aurora DSQL RISEXSFZEFIRITHF , < EBXZI#ITHF.
INCLUDE

EERNERITEERSIFHINIIR, EREERSIPHEEBRRBRERHHERIERY. MESIN
WE—MmE |, Aurora DSQL £Z %%,

NULLS DISTINCT | NULLS NOT DISTINCT

$S7E Aurora DSQL R BN ZEEM A HE—RS| W T EE. ERIAMER DISTINCT , XEREMH —
AU E—YPEELZNEE, NOT DISTINCT RRESIFEE—HFEEZNEME,

e
HE BT -

« CREATE INDEX ASYNC s A5l A8, BtFA2EM Aurora DSQL ARGIERSINER,

- ERMIEBIRESRE , sys.wait_for_job(job_id) 'your_index_creation_job_id' 3%
RER. EURRGLN DDL F DML RELF SN RS R B 5.

« 53 Aurora DSQL EITHNRT IS , ©EHLKE sys. jobs B , HHBERIRAF completed
5 failed @i 30 DI ES . X# , sys.jobs TEE REAE#THES K MATEEXRIBES
HEE,

« R Aurora DSQL TEMEFF XS] , MZE5|FHRE INVALID, X FTHE—25| , DML HREZHE—
MARMHILY , EZEMBRES, BABIUERBRTRNERSIHEHmEESH.

BlEEs| . R~

AT REFERIMAIEZEY, RFMES,

1. BI2E N test.departments BIXH,

CREATE SCHEMA test;

CREATE TABLE test.departments (name varchar(255) primary key NOT null,
manager varchar(255),
size varchar(4));
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3]

2. ERPBA—1T,

INSERT INTO test.departments VALUES ('Human Resources', 'John Doe', '10')

3. tIERFRE,

CREATE INDEX ASYNC test_index on test.departments(name, manager, size);

CREATE INDEX @nHiREIEN ID , AT FI7Ro

jh2gbtx4mzhgfkbimtgwn5j45y

job_id &R Aurora DSQL ELREXR T#ElLkGIEZE5|, AIERARE
sys.wait_for_job(job_id) 'your_index_creation_job_id' RPELKFFHNEEIE,
B E b 5T SRR,

BRI QEVIRE : RE

Eif] sys.jobs REMENEERSINNBRES , M T REIFT R,
SELECT * FROM sys.jobs

Aurora DSQL iR E 5 T B LI IE R,

job_id | status | details

vs3kcl3rt5ddpk3abxcg57cmcy | completed |
ihbyw2aoirfnrdfoc4ojnlamoq | processing |

RSFNAURUTEZ—

submitted processing failed completed
FEFERR , BR Aurora DSQL EEFE& EFEM. BXES Aurora DSQL
Aurora DSQL HARF  BEBZES. BE , BZRFEHAE

BB IZES B5, R Aurora

EiRRs
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submitted processing failed completed

DSQL KREEMER

5| , Aurora DSQL &
éamﬂ%%élfi

Lo IRAIMER DROP
INDExﬁ% FBER
#5l,

Al LUEE B &k pg_index Ml pg_class ERESIRVIRS. E4AME , B indisvalid
indisimmediate ATAHIFEESIL FHARS. 2 Aurora DSQL BIERE|AT |, RIWDHERS
79 INVALID, #5|# indisvalid #r&IRE FALSE = f , RRIZERSI TR, MREFFZFIRE TRUE 5
t, MR 2R,

SELECT relname AS index_name, indisvalid as is_valid, pg_get_indexdef(indexrelid) AS
index_definition

from pg_index, pg_class

WHERE pg_class.oid = indexrelid AND indrelid = 'test.departments'::regclass;

index_name | is_valid |
index_definition

department_pkey | t | CREATE UNIQUE INDEX department_pkey ON test.departments
USING btree_index (title) INCLUDE (name, manager, size)
test_index1 | t | CREATE INDEX test_indexl ON test.departments USING

btree_index (name, manager, size)

ME— R 5| E XK

MRFHMHE— %%I*@EVEJLLT\%M%MJ«)\&ﬁ*EE B Found duplicate key while
validating index for UCVs , XRTHATERME—MHARMIEEWEK —FRE],

fRRME—REIHERRW

1. BRERPESEHE-—RRSIPEENREEESRBNMET,
2. MIBRERBEIZRSE],
3. REHHBIBRZSIGT,
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M E R PRYME— BN

T sQL EWAEMTRIRAIRNEEITNESEH, SEFENLFRREN TRIUXBME—LHREN
5 (Bl RPRYE FERAR b ) SRFISKAEME — AT |, XA B A

LT ROVERIMAGIRREIAFR  AETERLSCMNEEINNHAESE , ARSTRUENR.
E M RRHY

-- Drop the table if it exists
DROP TABLE IF EXISTS users;

-- Create the users table with a simple integer primary key
CREATE TABLE users (

user_id INTEGER PRIMARY KEY,

email VARCHAR(255),

first_name VARCHAR(100),

last_name VARCHAR(100),

created_at TIMESTAMP DEFAULT CURRENT_TIMESTAMP
);

\ABE —AEE B FERF it kY R B BAE

-- Insert sample data with explicit IDs
INSERT INTO users (user_id, email, first_name, last_name) VALUES
(1, 'john.doe@example.com', 'John', 'Doe'),
(2, 'jane.smitheexample.com', 'Jane', 'Smith'),
(3, 'john.doe@example.com', 'Johnny', 'Doe'),
(4, 'alice.wongeexample.com', 'Alice', 'Wong'),
(5, 'bob.jonese@example.com', 'Bob', 'Jones'),
(6, 'alice.wongeexample.com', 'Alicia', 'Wong'),
(7, 'bob.jones@example.com', 'Robert', 'Jones');

BITEETRNER

-- Query to find duplicates
WITH duplicates AS (
SELECT email, COUNT(*) as duplicate_count
FROM users
GROUP BY email
HAVING COUNT(*) > 1
)
SELECT u.*, d.duplicate_count
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FROM users u
INNER JOIN duplicates d ON u.email = d.email
ORDER BY u.email, u.user_id;

EEMEESES B FHR IR IE R

user_id | email | first_name | last_name | created_at
| duplicate_count
————————— e e A L i
Fem e - = = Fem - - -
4 | akua.mansaeexample.com | Akua | Mansa | 2025-05-21 20:55:53.714432
| 2
6 | akua.mansaeexample.com | Akua | Mansa | 2025-05-21 20:55:53.714432
| 2
1 | john.doeeexample.com | John | Doe | 2025-05-21 20:55:53.714432
| 2
3 | john.doee@example.com | Johnny | Doe | 2025-05-21 20:55:53.714432
| 2
(4 rows)

MRBNAEZHEAREIQEEY , EMSIKRN

postgres=> CREATE UNIQUE INDEX ASYNC idx_users_email ON users(email);
job_id

ve32upmjz5dgdknpbleeca5tri
(1 row)

postgres=> select * from sys.jobs;

job_id | status | details
| job_type | class_id | object_id | object_name | start_time
| update_time
____________________________ P
e e e e e e e e e P Foem - R
R B et B et B et

gpn6aqlkijgmzilyidcpwrpova | completed |

| DROP | 1259 | 26384 | | 2025-05-20
00:47:10+00 | 2025-05-20 00:47:32+00
ve32upmjz5dgdknpbleeca5tri | failed | Found duplicate key while validating index
for UCVs | INDEX_BUILD | 1259 | 26396 | public.idx_users_email | 2025-05-20
00:49:49+00 | 2025-05-20 00:49:56+00

(2 rows)
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Aurora DSQL RS ERMBGBT
ESHTR% . 5K T8 Aurora DSQL HX EHRAEAE =,
RER

Aurora DSQL 5 PostgreSQL 3% , H it Aurora DSQL HIEFEF %K B PostgreSQL #Y system
catalog tables F views,

EEM PostgreSQL B ZREXMME

TRNETIEARESE Aurora DSQL FEANSEE LN RMNIE.

B EEPUN
pg_namespace BXBRENES
pg_tables BXABERNESR
pg_attribute BRMAERMENER
pg_views BX (M) EXHENER
pg_class HRFFAER. 5. FIMELNR
pg_stats BXRITHEFSITTRENTE
pg_user BXAFNEER
pg_roles BXAFPNANEER
pg_indexes e RS EAE]
pg_constraint B X RAVLY R
XENTXIFE FX

TRIERTE Aurora DSQL RIS RN T ZISHRLE R,

REXRNTD 68


https://www.PostgreSQL.org/docs/current/catalogs-overview.html
https://www.PostgreSQL.org/docs/current/catalogs-overview.html
https://www.PostgreSQL.org/docs/current/views.html
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=L i& A F Aurora DSQL
pg_aggregate e
pPg_am =
Pg_amop e
pg_amproc &
pg_attrdef 2
pg_attribute 2
pg_authid A (£ pg_roles)
pg_auth_members i
pg_cast =
pg_class 2
pg_collation 2
pg_constraint =
pg_conversion 5
pg_database &
pg_db_role_setting b3
pg_default_acl 2
pg_depend 2
pg_description 2
pg_enum &
pg_event_trigger &5
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RAriEmE

B

pg_extension
pg_foreign_data_wrapper
pg_foreign_server
pg_foreign_table
pg_index

pg_inherits
pg_init_privs
pg_language
pg_largeobject
pg_largeobject_metadata
pg_namespace

pg_opclass

pg_operator

pg_opfamily
pg_parameter_acl
pg_partitioned_table
pg_policy

pg_proc

pg_publication

pg_publication_namespace

& AT Aurora DSQL

a

D M fn I o D

7|

fim

fim

oy o D o Hn DY Ho

7|

RER
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=L &M F Aurora DSQL
pg_publication_rel FiN
pg_range 2
pg_replication_origin o
pg_rewrite =
pg_seclabel o
pg_sequence =
pg_shdepend s
pg_shdescription 2
pg_shseclabel &
pg_statistic 2
pg_statistic_ext Fi
pg_statistic_ext_data =
pg_subscription Fi
pg_subscription_rel Fi
pg_tablespace i
pg_transform 7=
pg_trigger =
pg_ts_config =2
pg_ts_config_map 2
pg_ts_dict 2
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=L &M F Aurora DSQL
pg_ts_parser 2
pg_ts_template =
pPg_type =

7|

pg_user_mapping

XFNMA RGN

T ERIERTE Aurora DSQL H 15 TR L2400 B A SIS R AL MR R

B =T Aurora DSQL
pg_available_extensions i
pg_available_extension_versions =
pg_backend_memory_contexts =2
pg_config <
Pg_CUISOIS =
pg_file_settings =
pPg_group 2
pg_hba_file_rules <
pg_ident_file_mappings P
pg_indexes =2
pg_locks =
pg_matviews *
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=L &M F Aurora DSQL
pg_policies =
pg_prepared_statements &
pg_prepared_xacts =
pg_publication_tables =
pg_replication_origin_status &
pg_replication_slots P
pg_roles 2
pg_rules =
pg_seclabels &
pg_sequences =
pg_settings 2
pg_shadow

pg_shmem_allocations 2
pg_stats =
pg_stats_ext &
pg_stats_ext_exprs =
pg_tables 2
pg_timezone_abbrevs B2
pg_timezone_names 2
pg_user 2
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=L &M F Aurora DSQL
pg_user_mappings =
pg_views =2
pg_stat_activity S
pg_stat_replication =
pg_stat_replication_slots &
pg_stat_wal_receiver =
pg_stat_recovery_prefetch i
pg_stat_subscription P
pg_stat_subscription_stats &
pg_stat_ssl =
pg_stat_gssapi &
pg_stat_archiver &
pg_stat_io =
pg_stat_bgwriter &
pg_stat_wal i
pg_stat_database &
pg_stat_database_conflicts i
pg_stat_all_tables &
pg_stat_all_indexes =
pg_statio_all_tables =
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RAriEmE

=1

pg_statio_all_indexes
pg_statio_all_sequences
pg_stat_slru
pg_statio_user_tables
pg_statio_user_sequences
pg_stat_user_functions
pg_stat_user_indexes
pg_stat_progress_analyze
pg_stat_progress_basebackup
pg_stat_progress_cluster
pg_stat_progress_create_index
pg_stat_progress_vacuum
pg_stat_sys_indexes
pg_stat_sys_tables
pg_stat_xact_all_tables
pg_stat_xact_sys_tables
pg_stat_xact_user_functions
pg_stat_xact_user_tables
pg_statio_sys_indexes

pg_statio_sys_sequences

& AT Aurora DSQL

a

O O o B o D

7|

7|

7|

7|

7|

D o o

7|
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i EHRAT Aurora DSQL
pg_statio_sys_tables =
pg_statio_user_indexes &

sys.jobs Hl sys.iam_pg_role_mappings i E
Aurora DSQL XU TREGUA :
sys.jobs

sys.jobs RIEEXRISELRBTER. Bl , EENERFFES|F , Aurora DSQL FiR[E
job_uuide BATLUFLL job_uuid 5 sys. jobs £&FEAREHRELMIRE,

SELECT * FROM sys.jobs WHERE job_id = 'example_job_uuid"';
job_id | status | details

example_job_uuid | processing |
(1 row)

sys.iam_pg_role_mappings

ME sys.iam_pg_role_mappings #EEEXE T IAM AFHNINENER. Hltn, MR
DQSLDBConnect 82— IAM #& |, ZABNIFEE R RM Aurora DSQL THEINER |, H
BEE A testuser WAFKRF T DQSLDBConnect AEMAEMMNIR , NEALIER

sys.iam_pg_role_mappings IEREBFEMMMLRA R T T HLENIR,

SELECT * FROM sys.iam_pg_role_mappings;

pg_class &
pg_class RIFEAXBFEBEN KN THE, ERMERPITHOVIELITE ,

|

i
a
N
—
Bp
4p

SELECT reltuples FROM pg_class WHERE relname = 'table_name';

ZHTIRENEHRUT TARE,
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reltuples

9.993836e+08

ANALYZE 5%

ANALYZE @iTWERXBEFEFRANBTNEIUTEE  HAFERFRE pg_stats REAEP,
B, ERITNEFEARESITREREDBERARNEBRNTIX,

£ AuroraDSQL & , BEZEEERELZHIEZIT ANALYZE 5. ANALYZE NS HIEEES BRI
“AR,

NTBLDFHTRNFEH R BER ARG NER , Aurora DSQL 2 EH31HF ANALYZE FREA
HRBIZET. WEAFLEREERPUARINTNMERAIME. EEALRDTUARCEAN. EHIMH
BREVAT ( T4 ) BEXER,

ANALYZE Bl ARFET , AINBEUTERERSGME sys.jobs PIEIRHETES) !

SELECT * FROM sys.jobs WHERE job_type = 'ANALYZE';
BEEITEEM

(@ Note

ANALYZE 1EM#91+ 255X 5 Aurora DSQL RVEHEREENER, BRERE |, XAIaES A E
ik BEIEASITHRBWEEL X RXBNRELETIMTEITEEA,

Baft XA EE ANALYZE Bl IREMN S ITEIEETE 5F5) ANALYZE MHE , RIABR T&SNERAT
AP&, REXRNEBEFZXRTESREELLBILREF,

ANALYZE @5 77
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S Aurora DSQL &£

Aurora DSQL T ZMEERN , A TLEELESECERNBIBEEEMIRE. E1RE Aurora
DSQL &8 EMIEHE , FEFEUTET,.

&

- BEHXEER

- BBESXIEER

RIEEP IR MIIBE T #R Aurora DSQL SMNEEEESH M MBAIRE D |, 7 BEBENA
B EREMETN N HREERE,

fic & B X R BF
keSS

{#/ create-cluster S S BIEER,

(® Note

ERNEE—NRLRE, A GetCluster API , BEERAZ R ACTIVE, EBTHFIRS
& , BN EERZER,

Example @8 %

aws dsql create-cluster --region us-east-1

(@ Note
EEQENEPZAMBRRY |, 53 --no-deletion-protection-enabled #r&o

Example 8 51

{
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"identifier": "abc@deflbaz2quux3quuux4",
"arn": "arn:aws:dsql:us-east-1:111122223333:cluster/abc@deflbaz2quux3quuux4",
"status": "CREATING",
"creationTime": "2024-05-25T16:56:49.784000-07:00",
"deletionProtectionEnabled": true,
"tag": {1},
"encryptionDetails": {
"encryptionType": "AWS_OWNED_KMS_KEY",
"encryptionStatus": "ENABLED"

R B
£/ get-cluster in SIREVBEXEHNE R,

Example 5%

aws dsql get-cluster \
--region us-east-1 \
--identifier your_ cluster_id

Example M 51

"identifier": "abc@deflbaz2quux3quuux4",
"arn": "arn:aws:dsql:us-east-1:111122223333:cluster/abc@deflbaz2quux3quuux4",
"status": "ACTIVE",
"creationTime": "2024-11-27T00:32:14.434000-08:00",
"deletionProtectionEnabled": false,
"encryptionDetails": {
"encryptionType": "CUSTOMER_MANAGED_KMS_KEY",
"kmsKeyArn": "arn:aws:kms:us-east-1:111122223333:key/123a456b-c789-01de-2f34-
g5hi6j7k81m9",
"encryptionStatus": "ENABLED"

ERTERAE

£ /A update-cluster S8 S EH N EE,
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@ Note
EMMRFLRIE. A GetCluster AP, EEPRAEN ACTIVE , AEFEMNER,

Example 8%

aws dsql update-cluster \
--region us-east-1 \
--no-deletion-protection-enabled \
--identifier your_ cluster_id

Example 1& 52

{
"identifier": "abc@deflbaz2quux3quuux4",
"arn": "arn:aws:dsql:us-east-1:111122223333:cluster/abc@deflbaz2quux3quuuxs",
"status": "UPDATING",
"creationTime": "2024-05-24T09:15:32.708000-07:00"
}

il BR SR BF

£/ delete-cluster i S HIKRIN A EE,

(® Note
IERREMIBREEA T RIRR R BV RS, RMIABRT |, IR KR 2B AR ERGERT .

Example &8 %

aws dsql delete-cluster \
--region us-east-1 \
--identifier your_cluster_id

Example 8 51
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"identifier": "abc@deflbaz2quux3quuux4",

"arn": "arn:aws:dsql:us-east-1:111122223333:cluster/abc@deflbaz2quux3quuux4",
"status": "DELETING",

"creationTime": "2024-05-24T09:16:43.778000-07:00"

5 H &8
A list-clusters T w5 H B EE,

Example 5%

aws dsql list-clusters --region us-east-1

Example 8 51

"clusters": [
{
"identifier": "abc@deflbaz2quux3quux4quuux",
"arn": "arn:aws:dsql:us-east-1:111122223333:cluster/
abc@deflbaz2quux3quux4quuux"
},
{

"identifier": "abc@deflbaz2quux3quux5quuuux",
": "arn:aws:dsql:us-east-1:111122223333:cluster/
abc@deflbaz2quux3quux5quuuux"

}

"arn

—

BB S XL
AENAMAES S AWS KARBNERER,
EER S XEER

ZXENEERREHAINERR , SINEEH AWS KEFE -1 XA MNrRLBRMET —MEE
BEE  ZBEEXBARRBERE  AEFRRE-3M. RTHEEHIN  SREEHEE -1
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WEXE  eF#EARNBRANNEZESSEE , ATRESXEFAMNTRAL, ZXEANIEXERE

i 2

/AN O

SIS XEER

EORSXEESH K ALUBR-MHFARIIEXENER. RE , EELEREE /I £HYF £
EHEE N EHAZTHRNNIEXE, UTROAERT MMAEXRERE (FERIMILE ) MXER
B (B EMN ) CEUAXERES (BBRM ) FHRIEXENES.

SERANEXERS (HFFTRLMILE ) BIERE 1
EAZERL (BERLMILE ) AWS REHRAESXERMENER  FEANTH D,

aws dsql create-cluster \
--region us-east-1 \
--multi-region-properties '{"witnessRegion":"us-west-2"}"'

Example M5 :

{
"identifier": "abc@deflbaz2quux3quuux4",
"arn": "arn:aws:dsql:us-east-1:111122223333:cluster/abc@deflbaz2quux3quuux4",
"status": "UPDATING",
"encryptionDetails": {
"encryptionType": "AWS_OWNED_KMS_KEY",
"encryptionStatus": "ENABLED"

}
"creationTime": "2024-05-24T09:15:32.708000-07:00"

® Note

API B1ERRZH G , 8 # A PENDING_SETUP IRZ. &2 F{R$E PENDING_SETUP IR
A, BEELEAENEERN ARN EFZEEH,

SR 2 EEERED (HEZEM ) QIEEE 2
EEXERE (BXEMN ) AWS XEIZERSXHEMNER  FEANTHT,

aws dsql create-cluster \
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--region us-east-2 \
--multi-region-properties '{"witnessRegion":"us-west-2"}"'

Example M5 :

"identifier": "foo@barlbaz2quux3quuxquux5",
"arn": "arn:aws:dsql:us-east-2:111122223333:cluster/foo@barlbaz2quux3quuxquux5",
"status": "PENDING_SETUP",
"creationTime": "2025-05-06T06:51:16.145000-07:00",
"deletionProtectionEnabled": true,
"multiRegionProperties": {
"witnessRegion": "us-west-2",
"clusters": [
"arn:aws:dsql:us-east-2:111122223333:cluster/foo@barlbaz2quux3quuxquux5"

API BRIERRIN G , SEBF T4 N PENDING_SETUP IR, S8 62 [F{R%F PENDING_SETUP IRZ |, EE|
BESATRUANENS —NEEHN ARN XTEHBH#ITEH.

SR3: EERERE (FEFRIEMILE ) EXRERER (#BXBEMN ) NEREXNE

BEFEXERE (FFRLMILE ) FHEXER (HBXEBM ) £FXNF , FH6EM update-cluster
R, MEXERI (FERLMILE ) EREMUARTAEXERE (HXMEMN ) EEH ARN B
JSON FHF&H,

aws dsql update-cluster \

--region us-east-1 \

--identifier 'foo@barlbaz2quux3quuxquux4' \

--multi-region-properties '{"witnessRegion": "us-west-2","clusters": ["arn:aws:dsql:us-
east-2:111122223333:cluster/foo@barlbaz2quux3quuxquux5"]1}"'

Example 18 5z

"identifier": "foo@barlbaz2quux3quuxquux4",

"arn": "arn:aws:dsql:us-east-1:111122223333:cluster/foo@barlbaz2quux3quuxquux4",
"status": "UPDATING",

"creationTime": "2025-05-06T06:46:10.745000-07:00"
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}

SR 4 ERERE (HIEN ) EXEFRD (HBFRLMIEE ) NEHXNF

EFEXERD (BXEBMN ) EREEZERI (FFRLMILE ) £RHXNE , BFH update-cluster
W, BEXERD (HBXEMN ) ERBEMURTERERI (BERIMILER ) £&HN ARN K
JSON FfF &,

Example

aws dsql update-cluster \

--region us-east-2 \

--identifier 'foo@barlbaz2quux3quuxquux5' \

--multi-region-properties '{"witnessRegion": "us-west-2", "clusters":
["arn:aws:dsql:us-east-1:111122223333:cluster/foo@barlbaz2quux3quuxquux4"]}"

Example 18 57

"identifier": "foo@barlbaz2quux3quuxquux5",

"arn": "arn:aws:dsql:us-east-2:111122223333:cluster/foo@barlbaz2quux3quuxquux5",
"status": "UPDATING",

"creationTime": "2025-05-06T06:51:16.145000-07:00"

(@ Note

RN EGT , T NEBEELAMPENDING_SETUP . H“CREATING” , BEHEEERH
S EE AR RN ACTIVEIRES,

EESZXHEHEM
FRERER , BUUERETRE AWS KEHERNSXEEMY.

Example

aws dsql get-cluster \
--region us-east-1 \
--identifier 'foo@barlbaz2quux3quuxquuxs'
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Example 1& 52

"identifier": "foo@barlbaz2quux3quuxquux4",
"arn": "arn:aws:dsql:us-east-1:111122223333:cluster/foo@barlbaz2quux3quuxquux4",
"status": "PENDING_SETUP",
"encryptionDetails": {
"encryptionType": "AWS_OWNED_KMS_KEY",
"encryptionStatus": "ENABLED"
I
"creationTime": "2024-11-27T00:32:14.434000-08:00",
"deletionProtectionEnabled": false,
"multiRegionProperties": {
"witnessRegion": "us-west-2",
"clusters": [
"arn:aws:dsql:us-east-1:111122223333:cluster/foo@barlbaz2quux3quuxquux4",
"arn:aws:dsql:us-east-2:111122223333:cluster/foo@barlbaz2quux3quuxquux5"

HOEIEPEERNE

AUBYERFH U BEIBRHEENEERKBL IR, EXEFRI (FERLMILE ) tlEE—1&E
B(IR1) G, BUNEZERS (BXEMN ) 0BRE-ANEE  BNBEITSE N EFH ARN
KEHXNELRE,

Example

aws dsql create-cluster \
--region us-east-2 \

--multi-region-properties '{"witnessRegion":"us-west-2","clusters": ["arn:aws:dsqgl:us-
east-1:111122223333:cluster/foo@barlbaz2quux3quuxquux4"]}’

XEAPTTSR2NLHR 4, BEERNEETHL R 3 ( FHE-/NEHMN ARN EFE—IN&E
B)  FHEEBINEXR, TRAESER , SANERRLHEHRESEEBRRSRER - M
PENDING_SETUP %ty CREATING , &EEHERZIF A 6E Atk ACTIVE,

MR 2 X E SR 8

EMRZXEER , EFETRAAN IR,
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Amazon Aurora DSQL
1. XA BN EEF M BRRD
2. B EHN AWS XigiHh 5 BIBR BN FEFH

RAriEmE

EFRTAMBIBREERE (HAEFELMILE ) EH

1. f#H update-cluster a & <M ERRT

aws dsql update-cluster \
--region us-east-1 \
--identifier 'foo@barlbaz2quux3quuxquux4' \
--no-deletion-protection-enabled

2. {£M delete-cluster i SMIREE,

aws dsql delete-cluster \
--region us-east-1 \
--identifier 'foo@barlbaz2quux3quuxquuxa'

I 5 15 RFIR [ BT 0| R

"identifier": "foo@barlbaz2quux3quuxquux4"

’

"arn:aws:dsql:us-east-1:111122223333:cluster/
foo@barlbaz2quux3quuxquux4",

"status": "PENDING_DELETE",
"creationTime": "2025-05-06T06:46:10.745000-07:00"

arn :

(@ Note

SR PENDING_DELETE IRZS. BEEMBREERZ (HBXEBMN ) PN EERH
J& , BIERF TR

EFTAMBREERE ( EXMBM ) WER

1. f#H update-cluster & <A EBRRT.

aws dsql update-cluster \
bR 2 X i S5 8%
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--region us-east-2 \
--identifier 'foo@barlbaz2quux3quux4quuux' \
--no-deletion-protection-enabled

2. {£M delete-cluster i SMIREE,

aws dsql delete-cluster \
--region us-east-2 \
--identifier 'foo@barlbaz2quux3quuxquux5'’

ZHSRETEAL

"identifier": "foo@barlbaz2quux3quuxquux5",

"arn": "arn:aws:dsql:us-east-2:111122223333:cluster/
foo@barlbaz2quux3quuxquux5",

"status": "PENDING_DELETE",

"creationTime": "2025-05-06T06:46:10.745000-07:00"

(® Note

S GEHN PENDING_DELETE RS, JIWHE , REAERIEFEENNANNEFESH
BN DELETING R,

£/ AWS CloudFormation Bt & % Xim 58

Ea] L E AR/ AWS CloudFormation &R AWS: :DSQL: :Cluster REIPBEMEE ¥ Xig M 2 X1
Aurora DSQL %,

BRUMMAEEH AWS: :DSQL: :Cluster AREXREIE, BRNEBEHNEZELR |, 55 Amazon
Aurora DSQL resource type reference.

IBRMBEREE

B %, tliE— AWS CloudFormation iRk E X % X1 & ¥

Resources:

AWS CloudFormation 87


https://docs.aws.amazon.com/AWSCloudFormation/latest/TemplateReference/AWS_DSQL.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/TemplateReference/AWS_DSQL.html

Amazon Aurora DSQL

RAriEmE

MRCluster:
Type: AWS::DSQL::Cluster
Properties:
DeletionProtectionEnabled: true
MultiRegionProperties:
WitnessRegion: us-west-2

EALLT AWS CLI S B EM AN X ol 2k

aws cloudformation create-stack --region us-east-2 \
--stack-name MRCluster \
--template-body file://mr-cluster.yaml

aws cloudformation create-stack --region us-east-1 \
--stack-name MRCluster \
--template-body file://mr-cluster.yaml

EREFHIAN
RREFRNYEREFID :

aws cloudformation describe-stack-resources -region us-east-2 \
--stack-name MRCluster \
--query 'StackResources[].PhysicalResourceId'

"auabudrks5jwh4mjt6o5xxhray"

aws cloudformation describe-stack-resources -region us-east-1 \
--stack-name MRCluster \
--query 'StackResources[].PhysicalResourceld'

"imabudrfon4p2z3nv2jo4rlajm"

EHMERHEE

E ¥ AWS CloudFormation iR LB EFHNEEE ARN :

AWS CloudFormation

88



Amazon Aurora DSQL AriEE

Resources:
MRCluster:
Type: AWS::DSQL::Cluster
Properties:
DeletionProtectionEnabled: true
MultiRegionProperties:
WitnessRegion: us-west-2
Clusters:
- arn:aws:dsql:us-east-2:123456789012:cluster/auabudrks5jwh4mjt6o5xxhray
- arn:aws:dsql:us-east-1:123456789012:cluster/imabudrfon4p2z3nv2jo4rlajm

NEMEWEENATXHRNMXE :

aws cloudformation update-stack --region us-east-2 \
--stack-name MRCluster \

--template-body file://mr-cluster.yaml

aws cloudformation update-stack --region us-east-1 \
--stack-name MRCluster \

--template-body file://mr-cluster.yaml
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£ Aurora DSQL #{TRE

Aurora DSQL AEREUTITE | BIELIRIES NEE Aurora DSQL &R
AWS Command Line Interface (AWS CLI)

A LAES ST Shell BEH AWS CLI REIBAMEEEIR, X F Aurora DSQL & AWS AR
% . AWS CLI 243 APl WE#ZiA R, B Aurora DSQL S HS B ERMRA |, 55 (AWS CLI
Command Reference) ## dsql,

AWS BT A TEE (SDK)

AWS B ZRITHREARMEEESRMY SDK, X SDK &% ERMEMN AR F P ERZE
SRERFH AWS . AXxXL SDKWESFER , BEHATHE AWS EFAANERNARERF
MTE,

Aurora DSQL API

Itk API 2 Aurora DSQL B % —MNwiE#EDO., FHILE API B, KMEBERILEN HTTPS 3R
HEOBENERFIMERNRFELEER, BREZER |, FSH API &,

AWS CloudFormation
AWS::DSQL::Cluster  —f AWS CloudFormation &R , &R 0ZZMEE Aurora DSQL £

B ERNEMISHEERBN —%9. AWS CloudFormation BB FE@E I RBE L EN AWS IR
B OMNMERAMU—HFETENSATME., EHMNEHIEMIZE,

M IRIE AWS CloudFormation #&E#R £ AWS::DSQL::Cluster &iRAT , REEM LI 5
Aurora DSQL £ S5HEe =R R—EME, XEMTRABEREMIEESNAERFHERNERET S
—ENBNEE,

Amazon Aurora DSQL SDK., RzifERF M RHI1KE

AWS BT AT EE (SDK ) EATHWZEAREES. SMNRMATRITEGHRME AP, KB RA)
M, EFRAGEBERRBUEBRESHENARERF.

EEFRELS

T&%IH T Aurora DSQL AT K ORM & MBIEESE .

AWS SDK, ERzhiEF RGN 90


https://docs.aws.amazon.com/cli/latest/reference/dsql
https://aws.amazon.com/developer/tools/
https://aws.amazon.com/developer/tools/
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-dsql-cluster.html

Amazon Aurora DSQL AriEE

wIEES ELR T ik P i %

Java Hibernate https://github.com/awslabs/
aurora-dsql-hibernate/

Python Django https://github.com/awslabs/
aurora-dsql-django/

Python SQLAIchemy https://github.com/awslabs/

aurora-dsql-sqglalchemy/

AW =R
5/ AWS SDK #H{TERER

TRERTER AWS SDK N T EREESWEHEENRD R,

WEES T fif B & 3R 1

C++ https://github.com/aws-samples/aurora-dsql-
samples/tree/main/cpp/cluster_management

C# (.NET) https://github.com/aws-samples/aurora-dsql-
samples/tree/main/dotnet/cluster_management

Go https://github.com/aws-samples/aurora-dsql-
samples/tree/main/go/cluster_management

Java https://github.com/aws-samples/aurora-dsql-

samples/tree/main/java/cluster_management

JavaScript https://github.com/aws-samples/aurora-dsq|l
-samples/tree/main/javascript/cluster_man
agement

Python https://github.com/aws-samples/aurora-dsql-

samples/tree/main/python/cluster_management
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https://github.com/awslabs/aurora-dsql-django/
https://github.com/awslabs/aurora-dsql-sqlalchemy/
https://github.com/awslabs/aurora-dsql-sqlalchemy/
https://github.com/aws-samples/aurora-dsql-samples/tree/main/cpp/cluster_management
https://github.com/aws-samples/aurora-dsql-samples/tree/main/cpp/cluster_management
https://github.com/aws-samples/aurora-dsql-samples/tree/main/dotnet/cluster_management
https://github.com/aws-samples/aurora-dsql-samples/tree/main/dotnet/cluster_management
https://github.com/aws-samples/aurora-dsql-samples/tree/main/go/cluster_management
https://github.com/aws-samples/aurora-dsql-samples/tree/main/go/cluster_management
https://github.com/aws-samples/aurora-dsql-samples/tree/main/java/cluster_management
https://github.com/aws-samples/aurora-dsql-samples/tree/main/java/cluster_management
https://github.com/aws-samples/aurora-dsql-samples/tree/main/javascript/cluster_management
https://github.com/aws-samples/aurora-dsql-samples/tree/main/javascript/cluster_management
https://github.com/aws-samples/aurora-dsql-samples/tree/main/javascript/cluster_management
https://github.com/aws-samples/aurora-dsql-samples/tree/main/python/cluster_management
https://github.com/aws-samples/aurora-dsql-samples/tree/main/python/cluster_management
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Ruby https://github.com/aws-samples/aurora-dsql-
samples/tree/main/ruby/cluster_management

Rust https://github.com/aws-samples/aurora-dsql-

samples/tree/main/rust/cluster_management

W T2 FF XS RARBRES (ORM ) R4l
TRERT FRKFRESHBEERHEF M ORM ERRBRA,

wEES I Zh 72 AR T fif e & 4R )

C++ libpg https://github.com/aws-sa
mples/aurora-dsql-samples/
tree/main/cpp/libpq

C# (.NET) Npgsql https://github.com/aws-sa
mples/aurora-dsql-samples/

tree/main/dotnet/npgsal

Go pgx https://github.com/aws-sa
mples/aurora-dsql-samples/

tree/main/go/pgx

Java Hibernate https://github.com/awslabs/
aurora-dsql-hibernate/tree/

main/examples/pet-clinic-app

Java pgJDBC https://github.com/aws-sa
mples/aurora-dsql-samples/

tree/main/java/pgjdbc

JavaScript node-postgres https://github.com/aws-sa
mples/aurora-dsql-samples/

tree/main/javascript/node-
postgres

A
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https://github.com/aws-samples/aurora-dsql-samples/tree/main/ruby/cluster_management
https://github.com/aws-samples/aurora-dsql-samples/tree/main/ruby/cluster_management
https://github.com/aws-samples/aurora-dsql-samples/tree/main/rust/cluster_management
https://github.com/aws-samples/aurora-dsql-samples/tree/main/rust/cluster_management
https://github.com/aws-samples/aurora-dsql-samples/tree/main/cpp/libpq
https://github.com/aws-samples/aurora-dsql-samples/tree/main/cpp/libpq
https://github.com/aws-samples/aurora-dsql-samples/tree/main/cpp/libpq
https://github.com/aws-samples/aurora-dsql-samples/tree/main/dotnet/npgsql
https://github.com/aws-samples/aurora-dsql-samples/tree/main/dotnet/npgsql
https://github.com/aws-samples/aurora-dsql-samples/tree/main/dotnet/npgsql
https://github.com/aws-samples/aurora-dsql-samples/tree/main/go/pgx
https://github.com/aws-samples/aurora-dsql-samples/tree/main/go/pgx
https://github.com/aws-samples/aurora-dsql-samples/tree/main/go/pgx
https://github.com/awslabs/aurora-dsql-hibernate/tree/main/examples/pet-clinic-app
https://github.com/awslabs/aurora-dsql-hibernate/tree/main/examples/pet-clinic-app
https://github.com/awslabs/aurora-dsql-hibernate/tree/main/examples/pet-clinic-app
https://github.com/aws-samples/aurora-dsql-samples/tree/main/java/pgjdbc
https://github.com/aws-samples/aurora-dsql-samples/tree/main/java/pgjdbc
https://github.com/aws-samples/aurora-dsql-samples/tree/main/java/pgjdbc
https://github.com/aws-samples/aurora-dsql-samples/tree/main/javascript/node-postgres
https://github.com/aws-samples/aurora-dsql-samples/tree/main/javascript/node-postgres
https://github.com/aws-samples/aurora-dsql-samples/tree/main/javascript/node-postgres
https://github.com/aws-samples/aurora-dsql-samples/tree/main/javascript/node-postgres
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JavaScript

Python

Python

Python

Ruby

Ruby

Rust

TypeScript

TypeScript

Wi MAELR

Postgres.js

Psycopg

Psycopg?2

SQLAIchemy

Rails

P9

SQLx

Sequelize

TypeORM
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https://github.com/aws-sa
mples/aurora-dsqgl-samples/
tree/main/javascript/postgres-

is

https://github.com/aws-sa
mples/aurora-dsqgl-samples/
tree/main/python/psycopg

https://github.com/aws-sa
mples/aurora-dsqgl-samples/
tree/main/python/psycopg2

https://github.com/awslabs/
aurora-dsql-sqglalchemy/tree/
main/examples/pet-clinic-app

https://github.com/aws-sa
mples/aurora-dsqgl-samples/
tree/main/ruby/rails

https://github.com/aws-sa
mples/aurora-dsqgl-samples/
tree/main/ruby/ruby-pg

https://github.com/aws-sa
mples/aurora-dsqgl-samples/
tree/main/rust/sqlx

https://github.com/aws-sa
mples/aurora-dsqgl-samples/
tree/main/typescript/sequelize

https://github.com/aws-sa
mples/aurora-dsqgl-samples/
tree/main/typescript/type-orm
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https://github.com/aws-samples/aurora-dsql-samples/tree/main/python/psycopg
https://github.com/aws-samples/aurora-dsql-samples/tree/main/python/psycopg
https://github.com/aws-samples/aurora-dsql-samples/tree/main/python/psycopg2
https://github.com/aws-samples/aurora-dsql-samples/tree/main/python/psycopg2
https://github.com/aws-samples/aurora-dsql-samples/tree/main/python/psycopg2
https://github.com/awslabs/aurora-dsql-sqlalchemy/tree/main/examples/pet-clinic-app
https://github.com/awslabs/aurora-dsql-sqlalchemy/tree/main/examples/pet-clinic-app
https://github.com/awslabs/aurora-dsql-sqlalchemy/tree/main/examples/pet-clinic-app
https://github.com/aws-samples/aurora-dsql-samples/tree/main/ruby/rails
https://github.com/aws-samples/aurora-dsql-samples/tree/main/ruby/rails
https://github.com/aws-samples/aurora-dsql-samples/tree/main/ruby/rails
https://github.com/aws-samples/aurora-dsql-samples/tree/main/ruby/ruby-pg
https://github.com/aws-samples/aurora-dsql-samples/tree/main/ruby/ruby-pg
https://github.com/aws-samples/aurora-dsql-samples/tree/main/ruby/ruby-pg
https://github.com/aws-samples/aurora-dsql-samples/tree/main/rust/sqlx
https://github.com/aws-samples/aurora-dsql-samples/tree/main/rust/sqlx
https://github.com/aws-samples/aurora-dsql-samples/tree/main/rust/sqlx
https://github.com/aws-samples/aurora-dsql-samples/tree/main/typescript/sequelize
https://github.com/aws-samples/aurora-dsql-samples/tree/main/typescript/sequelize
https://github.com/aws-samples/aurora-dsql-samples/tree/main/typescript/sequelize
https://github.com/aws-samples/aurora-dsql-samples/tree/main/typescript/type-orm
https://github.com/aws-samples/aurora-dsql-samples/tree/main/typescript/type-orm
https://github.com/aws-samples/aurora-dsql-samples/tree/main/typescript/type-orm
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CreateCluster

EHEER  HFEH create-cluster .

® Note

ERMNBEERSHITN. A GetCluster APl , BEERAS N ACTIVE, —BEET N
ACTIVE , BB A LUEIERIZEE,

Rl

aws dsqgl create-cluster --region us-east-1

@ Note
MREECZEZAMBRRY , BRI --no-deletion-protection-enabled #5&o

A5 B2

"identifier": "abc@deflbaz2quux3quuux4",
"arn": "arn:aws:dsql:us-east-1:111122223333:cluster/abc@deflbaz2quux3quuux4",
"status": "CREATING",
"creationTime": "2025-05-22T14:03:26.631000-07:00",
"encryptionDetails": {
"encryptionType": "AWS_OWNED_KMS_KEY",
"encryptionStatus": "ENABLED"
},

"deletionProtectionEnabled": true

GetCluster

EWRER | A get-cluster T,

AWS CLI 94



Amazon Aurora DSQL AriEE

e

aws dsql get-cluster \
--region us-east-1 \
--identifier <your_cluster_id>

R0 B2

"identifier": "abc@deflbaz2quux3quuux4",
"arn": "arn:aws:dsql:us-east-1:111122223333:cluster/abc@deflbaz2quux3quuux4",
"status": "ACTIVE",
"creationTime": "2025-05-22T14:03:26.631000-07:00",
"deletionProtectionEnabled": true,
"tags": {3,
"encryptionDetails": {
"encryptionType": "AWS_OWNED_KMS_KEY",
"encryptionStatus": "ENABLED"

UpdateCluster
EFEHUMEER | 5 update-cluster wH,

(® Note
FHRFLSHITH, A GetCluster API ERIAAS N ACTIVE , BN MERIFE X,

Rl

aws dsql update-cluster \
--region us-east-1 \
--no-deletion-protection-enabled \
--identifier your_cluster_id

AR50 B2
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"identifier": "abc@deflbaz2quux3quuux4",

"arn": "arn:aws:dsql:us-east-1:111122223333:cluster/abc@deflbaz2quux3quuux4",
"status": "UPDATING",

"creationTime": "2024-05-24T09:15:32.708000-07:00"

DeleteCluster

EMBRIIEES |, EEH delete-cluster 5,

(® Note
IEHREMBREE A T RIBRRIP NV ER . EOIEFHER , BINE AR RET.

R

aws dsql delete-cluster \
--region us-east-1 \
--identifier your_ cluster_id

451 W) L

"identifier": "abc@deflbaz2quux3quuux4",

"arn": "arn:aws:dsql:us-east-1:111122223333:cluster/abc@deflbaz2quux3quuux4",
"status": "DELETING",

"creationTime": "2024-05-24T09:16:43.778000-07:00"

ListClusters
ERENEREMIIE , BEFEH list-clusters %o
T~

aws dsql list-clusters --region us-east-1

50 B

DeleteCluster
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"clusters": [

{

"identifier": "abc@deflbaz2quux3quux4quuux",
"arn": "arn:aws:dsql:us-east-1:111122223333:cluster/
abc@deflbaz2quux3quux4quuux"
I
{

"identifier": "abc@deflbaz2quux3quux4quuuux",
"arn": "arn:aws:dsql:us-east-1:111122223333:cluster/
abc@deflbaz2quux3quux4quuuux"
}

ZXig&EE ) GetCluster

ERMAXRSXFEHNEE , BFEMA get-cluster @H, N TFHXFERF , WAL TIERBKNE
£ ARN,

R

aws dsql get-cluster \
--region us-east-1 \
--identifier your_ cluster_id

50

"identifier": "abc@deflbaz2quux3quuux4",
"arn": "arn:aws:dsql:us-east-1:111122223333:cluster/abc@deflbaz2quux3quuux4",
"status": "ACTIVE",
"creationTime": "2025-05-22T13:56:18.716000-07:00",
"deletionProtectionEnabled": true,
"multiRegionProperties": {
"witnessRegion": "us-west-2",
"clusters": [
"arn:aws:dsql:us-east-1:842685632318:cluster/fuabuc7d3szkr37uqd5znkjynu"

iy
"tagS": {}’
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"encryptionDetails": {
"encryptionType": "AWS_OWNED_KMS_KEY",
"encryptionStatus": "ENABLED"

B2, E=H. F¥. MR Aurora DSQL £

NEXEMZXEHPBRME T 01, HRE. FH. WER (CRUD) R=™fl,. X TFEHEERESHE— 1L
IJBY cluster_management E¥ , A FETRXEXRBEERES.

EXERNBIRETESNFEHEXGNAFRERSHNARRS , ARCEEABDLEER, ZXEHHEF
B FHEES RSN AWS X, RipBIERIESH T AEMRIERERED

ERESRAREXN TR, HEMBES FHERE —RWBPBALE,
ES}

- BIEEH

- KEEH

- KR

- MIBREE

BlEES
BT #EAMA1E Aurora DSQL FEIB B XiGMSXIGER , HSHUTEE,
Python

EERNAWS XEPaIRER | HEANT R,

import boto3

def create_cluster(region):
try:
client = boto3.client("dsql", region_name=region)
tags = {"Name": "Python single region cluster"}
cluster = client.create_cluster(tags=tags, deletionProtectionEnabled=True)
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print(f"Initiated creation of cluster: {cluster["identifier"]}")

print(f"Waiting for {cluster["arn"]} to become ACTIVE")

client.get_waiter("cluster_active").wait(
identifier=cluster["identifier"],
WaiterConfig={
'Delay': 10,
'MaxAttempts': 30

return cluster

except:
print("Unable to create cluster")
raise
def main():
region = "us-east-1"

response = create_cluster(region)
print(f"Created cluster: {response["arn"]}")

if __name__ == "__main__":
main()

EOBESXEER  BEAUT R, 2 XEEEHT

PN =5
Bem

E_‘lt:bﬁqrﬁ—.lo
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import boto3

def create_multi_region_clusters(region_1, region_2, witness_region):
try:

client_1

client_2

boto3.client("dsql", region_name=region_1)
boto3.client("dsql", region_name=region_2)

# We can only set the witness region for the first cluster

cluster_1 = client_1.create_cluster(
deletionProtectionEnabled=True,
multiRegionProperties={"witnessRegion": witness_region},
tags={"Name": "Python multi region cluster"}

)
print(f"Created {cluster_1["arn"]}")

# For the second cluster we can set witness region and designate cluster_1
as a peer
cluster_2 = client_2.create_cluster(
deletionProtectionEnabled=True,
multiRegionProperties={"witnessRegion": witness_region, "clusters":
[cluster_1["arn"]1]},
tags={"Name": "Python multi region cluster"}

print(f"Created {cluster_2["arn"]}")
# Now that we know the cluster_2 arn we can set it as a peer of cluster_1
client_1.update_clustexr(
identifier=cluster_1["identifier"],
multiRegionProperties={"witnessRegion": witness_region, "clusters":
[cluster_2["arn"]]}

)
print(f"Added {cluster_2["arn"]} as a peer of {cluster_1["arn"]}")

# Now that multiRegionProperties is fully defined for both clusters
# they'll begin the transition to ACTIVE
print(f"Waiting for {cluster_1["arn"]} to become ACTIVE")
client_l.get_waiter("cluster_active").wait(
identifier=cluster_1["identifier"],
WaiterConfig={
'Delay': 10,
'MaxAttempts': 30

BIERER print(f"Waiting for {cluster_2["arn"]} to become ACTIVE") 100
client_2.get_waiter("cluster_active").wait(
identifier=cluster_2["identifier"],
WaiterConfig={
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C++

TR EEEA AWS XE AP o2 5.

#include <aws/core/Aws.h>

#include <aws/core/utils/Outcome.h>

#include <aws/dsqgl/DSQLClient.h>

#include <aws/dsql/model/CreateClusterRequest.h>
#include <aws/dsql/model/GetClusterRequest.h>
#include <iostream>

#include <thread>

#include <chrono>

using namespace Aws;
using namespace Aws::DSQL;
using namespace Aws::DSQL::Model;

/**

* Creates a single-region cluster in Amazon Aurora DSQL

CreateClusterResult CreateCluster(const Aws::String& region) {

// Create client for the specified region
DSQL::DSQLClientConfiguration clientConfig;
clientConfig.region = region;
DSQL::DSQLClient client(clientConfig);

// Create the cluster

CreateClusterRequest createClusterRequest;
createClusterRequest.SetDeletionProtectionEnabled(true);
createClusterRequest.SetClientToken(Aws: :Utils::UUID: :RandomUUID());

// Add tags

Aws: :Map<Aws::String, Aws::String> tags;
tags["Name"] = "cpp single region cluster";
createClusterRequest.SetTags(tags);

auto createOutcome = client.CreateCluster(createClusterRequest);
if (!createOutcome.IsSuccess()) {
std::cerr << "Failed to create cluster in " << region << ": "
<< createOutcome.GetError().GetMessage() << std::endl;
throw std::runtime_error("Unable to create cluster in " + region);

auto cluster = createOutcome.GetResult();

BIEEE
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std::cout << "Created " << cluster.GetArn() << std::endl;

return cluster;

int main() {

Aws: :SDKOptions options;
Aws::InitAPI(options);

{
try {
// Define region for the single-region setup
Aws: :String region = "us-east-1";
auto cluster = CreateCluster(region);
std::cout << "Created single region cluster:" << std::endl;
std::cout << "Cluster ARN: " << cluster.GetArn() << std::endl;
std::cout << "Cluster Status: " <<
ClusterStatusMapper: :GetNameForClusterStatus(cluster.GetStatus()) << std::endl;
}
catch (const std::exception& e) {
std::cerr << "Error: " << e.what() << std::endl;
}
}
Aws: :ShutdownAPI(options);
return 0;

EORSXEESH  FEAUT R, tIBZSXEEFHTRFEE —LHE,

#include <aws/core/Aws.h>

#include <aws/core/utils/Outcome.h>

#include <aws/dsqgl/DSQLClient.h>

#include <aws/dsql/model/CreateClusterRequest.h>
#include <aws/dsqgl/model/UpdateClusterRequest.h>
#include <aws/dsql/model/MultiRegionProperties.h>
#include <aws/dsqgl/model/GetClusterRequest.h>
#include <iostream>

#include <thread>

#include <chrono>

using namespace Aws;
using namespace Aws::DSQL;
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using namespace Aws::DSQL::Model;

/

std::pair<CreateClusterResult, CreateClusterResult> CreateMultiRegionClusters(

* %

* Creates multi-region clusters in Amazon Aurora DSQL

*/

const Aws::String& regionl,
const Aws::String& region2,
const Aws::String& witnessRegion) {

// Create clients for each region
DSQL::DSQLClientConfiguration clientConfigl;
clientConfigl.region = regionl;
DSQL::DSQLClient clientl(clientConfigl);

DSQL::DSQLClientConfiguration clientConfig2;
clientConfig2.region = region2;
DSQL::DSQLClient client2(clientConfig2);

// We can only set the witness region for the first cluster
std::cout << "Creating cluster in " << regionl << std::endl;

CreateClusterRequest createClusterRequestl;
createClusterRequestl.SetDeletionProtectionEnabled(true);

// Set multi-region properties with witness region
MultiRegionProperties multiRegionPropsl;
multiRegionPropsl.SetWitnessRegion(witnessRegion);
createClusterRequestl.SetMultiRegionProperties(multiRegionPropsl);

// Add tags
Aws: :Map<Aws::String, Aws::String> tags;
tags["Name"] = "cpp multi region cluster 1";

createClusterRequestl.SetTags(tags);
createClusterRequestl.SetClientToken(Aws: :Utils: :UUID: :RandomUUID());

auto createOutcomel = clientl.CreateCluster(createClusterRequestl);
if (!createOutcomel.IsSuccess()) {
std::cerr << "Failed to create cluster in " << regionl << ":
<< createOutcomel.GetError().GetMessage() << std::endl;
throw std::runtime_error("Failed to create multi-region clusters");

auto clusterl = createOutcomel.GetResult();

BIEEE
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std::cout << "Created " << clusterl.GetArn() << std::endl;

// For the second cluster we can set witness region and designate clusterl

peer

std::cout << "Creating cluster in " << region2 << std::endl;

CreateClusterRequest createClusterRequest2;
createClusterRequest2.SetDeletionProtectionEnabled(true);

// Set multi-region properties with witness region and clusterl as peer
MultiRegionProperties multiRegionProps2;
multiRegionProps2.SetWitnessRegion(witnessRegion);

Aws: :Vector<Aws::String> clusters;
clusters.push_back(clusterl.GetArn());
multiRegionProps2.SetClusters(clusters);

tags['"Name"] = "cpp multi region cluster 2";
createClusterRequest2.SetMultiRegionProperties(multiRegionProps2);
createClusterRequest2.SetTags(tags);
createClusterRequest2.SetClientToken(Aws: :Utils: :UUID: :RandomUUID());

auto createOutcome2 = client2.CreateCluster(createClusterRequest2);
if (!createOutcome2.IsSuccess()) {
std::cerr << "Failed to create cluster in " << region2 << ": "
<< createOutcome2.GetError().GetMessage() << std::endl;
throw std::runtime_error("Failed to create multi-region clusters");

auto cluster2 = createOutcome2.GetResult();
std::cout << "Created " << cluster2.GetArn() << std::endl;

// Now that we know the cluster2 arn we can set it as a peer of clusterl
UpdateClusterRequest updateClusterRequest;
updateClusterRequest.SetIdentifier(clusterl.GetIdentifier());

MultiRegionProperties updatedProps;
updatedProps.SetWitnessRegion(witnessRegion);

Aws: :Vector<Aws::String> updatedClusters;
updatedClusters.push_back(cluster2.GetArn());
updatedProps.SetClusters(updatedClusters);

updateClusterRequest.SetMultiRegionProperties(updatedProps);

as
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updateClusterRequest.SetClientToken(Aws: :Utils::UUID: :RandomUUID());

auto updateOutcome = clientl.UpdateCluster(updateClusterRequest);
if (lupdateOutcome.IsSuccess()) {
std::cerr << "Failed to update cluster in " << regionl << ":
<< updateOutcome.GetError().GetMessage() << std::endl;
throw std::runtime_error("Failed to update multi-region clusters");

std::cout << "Added " << cluster2.GetArn() << " as a peer of " <<
clusterl.GetArn() << std::endl;

return std::make_pair(clusterl, cluster2);

int main() {

Aws: :SDKOptions options;
Aws::InitAPI(options);

{
try {
// Define regions for the multi-region setup
Aws: :String regionl = "us-east-1";
Aws::String region2 = "us-east-2";
Aws::String witnessRegion = "us-west-2";

auto [clusterl, cluster2] = CreateMultiRegionClusters(regionl, region2,
witnessRegion);

std::cout << "Created multi region clusters:" << std::endl;
std::cout << "Cluster 1 ARN: " << clusterl.GetArn() << std::endl;
std::cout << "Cluster 2 ARN: " << cluster2.GetArn() << std::endl;

}
catch (const std::exception& e) {
std::cerr << "Error: " << e.what() << std::endl;

}

}

Aws: :ShutdownAPI(options);

return 0;

}
JavaScript

EERNAWS XEAPOIRER | FEANTRA,
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import { DSQLClient, CreateClusterCommand, waitUntilClusterActive } from "@aws-sdk/
client-dsql";

async function createCluster(region) {

const client = new DSQLClient({ region });

try {
const createClusterCommand = new CreateClusterCommand({
deletionProtectionEnabled: true,
tags: {
Name: "javascript single region cluster"
.
});

const response = await client.send(createClusterCommand);

console.log( 'Waiting for cluster ${response.identifier} to become ACTIVE');
await waitUntilClusterActive(

{
client: client,
maxWaitTime: 300 // Wait for 5 minutes
1,
{
identifier: response.identifier
}

);
console.log( Cluster Id ${response.identifier} is now active');
retuzrn;
} catch (error) {
console.error( ‘Unable to create cluster in ${region}: °, error.message);
throw error;

async function main() {
const region = "us-east-1";

await createCluster(region);

main();
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import { DSQLClient, CreateClusterCommand, UpdateClusterCommand,
waitUntilClusterActive } from "eaws-sdk/client-dsql";

async function createMultiRegionCluster(regionl, region2, witnessRegion) {

new DSQLClient({ region: regionl });
new DSQLClient({ region: region2 });

const clientl
const client2

try {
// We can only set the witness region for the first cluster
console.log( Creating cluster in ${regionl}’);
const createClusterCommandl = new CreateClusterCommand({
deletionProtectionEnabled: true,
tags: {
Name: "javascript multi region cluster 1"
1,
multiRegionProperties: {
witnessRegion: witnessRegion

1)

const responsel = await clientl.send(createClusterCommandl);
console.log( Created ${responsel.arn}’);

// For the second cluster we can set witness region and designate the first

cluster as a peer
console.log( ‘Creating cluster in ${region2}’);
const createClusterCommand2 = new CreateClusterCommand({
deletionProtectionEnabled: true,
tags: {
Name: "javascript multi region cluster 2"
1,
multiRegionProperties: {
witnessRegion: witnessRegion,
clusters: [responsel.arn]

1)

const response2 = await client2.send(createClusterCommand2);
console.log( Created ${response2.arn}’);

// Now that we know the second cluster arn we can set it as a peer of the

first cluster

BIEEE

107



Amazon Aurora DSQL

RAriEmE

const updateClusterCommandl = new UpdateClusterCommand(

{
identifier: responsel.identifier,
multiRegionProperties: {
witnessRegion: witnessRegion,
clusters: [response2.arn]
}
}

);

await clientl.send(updateClusterCommandl);
console.log( "Added ${response2.arn} as a peer of ${responsel.arn}’);

// Now that multiRegionProperties is fully defined for both clusters

// they'll begin the transition to ACTIVE

console.log( 'Waiting for cluster 1 ${responsel.identifier} to become
ACTIVE );

await waitUntilClusterActive(

{
client: clientl,
maxWaitTime: 300 // Wait for 5 minutes
},
{
identifier: responsel.identifier
}

);

console.log( Cluster 1 is now active’);

console.log( ‘Waiting for cluster 2 ${response2.identifier} to become

ACTIVE );
await waitUntilClusterActive(
{
client: client2,
maxWaitTime: 300 // Wait for 5 minutes
I
{
identifier: response2.identifier
}
I

console.log( Cluster 2 is now active’);
console.log("The multi region clusters are now active");
retuzrn;

} catch (error) {
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console.error("Failed to create cluster:
throw error;

, error.message);

}
}
async function main() {
const regionl = "us-east-1";
const region2 = "us-east-2";
const witnessRegion = "us-west-2";

await createMultiRegionCluster(regionl, region2, witnessRegion);

main();

Java

AT ROIEEAN AWS XigF oI 2EE,

package org.example;

import software.amazon.awssdk.auth.credentials.DefaultCredentialsProvider;
import software.amazon.awssdk.core.waiters.WaiterResponse;

import software.amazon.awssdk.regions.Region;

import software.amazon.awssdk.retries.api.BackoffStrategy;

import software.amazon.awssdk.services.dsql.DsqlClient;

import software.amazon.awssdk.services.dsql.model.CreateClusterRequest;
import software.amazon.awssdk.services.dsql.model.CreateClusterResponse;
import software.amazon.awssdk.services.dsql.model.GetClusterResponse;

import java.time.Duration;
import java.util.Map;

public class CreateCluster {

public static void main(String[] args) {
Region region = Region.US_EAST_1;

try (
DsqlClient client = DsqlClient.builder()
.region(region)
.credentialsProvider(DefaultCredentialsProvider.create())
.build()
) {
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CreateClusterRequest request = CreateClusterRequest.builder()
.deletionProtectionEnabled(tzrue)
.tags(Map.of("Name", "java single region cluster"))
.build();

CreateClusterResponse cluster client.createCluster(request);

System.out.println("Created " + cluster.arn());

// The DSQL SDK offers a built-in waiter to poll for a cluster's
// transition to ACTIVE.
System.out.println("Waiting for cluster to become ACTIVE");
WaiterResponse<GetClusterResponse> waiterResponse =
client.waiter().waitUntilClusterActive(
getCluster -> getCluster.identifier(cluster.identifier()),
config -> config.backoffStrategyV2(

BackoffStrategy.fixedDelayWithoutJitter(Duration.ofSeconds(10))
) .waitTimeout(Duration.ofMinutes(5))
);

waiterResponse.matched().response().ifPresent(System.out::println);
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package org.example;

import software.amazon.awssdk.auth.credentials.DefaultCredentialsProvider;
import software.amazon.awssdk.regions.Region;

import software.amazon.awssdk.retries.api.BackoffStrategy;

import software.amazon.awssdk.services.dsql.DsqlClient;

import software.amazon.awssdk.services.dsql.DsqlClientBuilder;

import software.amazon.awssdk.services.dsql.model.CreateClusterRequest;
import software.amazon.awssdk.services.dsql.model.CreateClusterResponse;
import software.amazon.awssdk.services.dsql.model.GetClusterResponse;
import software.amazon.awssdk.services.dsql.model.UpdateClusterRequest;

import java.time.Duration;
import java.util.Map;

public class CreateMultiRegionCluster {
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public static void main(String[] args) {
Region regionl = Region.US_EAST_1;
Region region2 = Region.US_EAST_2;
Region witnessRegion = Region.US_WEST_2;

DsglClientBuilder clientBuilder = DsqlClient.builder()

try

) {

.credentialsProvider(DefaultCredentialsProvider.create());

(
DsqlClient clientl

DsqglClient client2

clientBuilder.region(regionl).build();
clientBuilder.region(region2).build()

// We can only set the witness region for the first cluster

System.out.println("Creating cluster in " + regionl);

CreateClusterRequest requestl = CreateClusterRequest.builder()
.deletionProtectionEnabled(true)
.multiRegionProperties(mrp ->

mrp.witnessRegion(witnessRegion.toString()))

.tags(Map.of("Name", "java multi region cluster"))
.build();
CreateClusterResponse clusterl = clientl.createCluster(requestl);
System.out.println("Created " + clusterl.arn());

// For the second cluster we can set the witness region and designate
// clusterl as a peer.
System.out.println("Creating cluster in " + region2);
CreateClusterRequest request2 = CreateClusterRequest.builder()
.deletionProtectionEnabled(true)
.multiRegionProperties(mrp ->

mrp.witnessRegion(witnessRegion.toString()).clusters(clusterl.arn())

)

.tags(Map.of("Name", "java multi region cluster"))
.build();
CreateClusterResponse cluster2 = client2.createCluster(request2);
System.out.println("Created " + cluster2.arn());

// Now that we know the cluster2 ARN we can set it as a peer of clusterl
UpdateClusterRequest updateReq = UpdateClusterRequest.builder()
.identifier(clusterl.identifier())
.multiRegionProperties(mrp ->

mrp.witnessRegion(witnessRegion.toString()).clusters(cluster2.arn())

)
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.build();
clientl.updateCluster(updateReq);
System.out.printf("Added %s as a peer of %s%n", cluster2.arn(),
clusterl.arn());

// Now that MultiRegionProperties is fully defined for both clusters
they'll begin
// the transition to ACTIVE.
System.out.printf("Waiting for cluster %s to become ACTIVE%n",
clusterl.arn());
GetClusterResponse activeClusterl =
clientl.waiter().waitUntilClusterActive(
getCluster -> getCluster.identifier(clusterl.identifier()),
config -> config.backoffStrategyV2(

BackoffStrategy.fixedDelayWithoutJitter(Duration.ofSeconds(10))
) .waitTimeout(Duration.ofMinutes(5))
).matched().response().orElseThrow();

System.out.printf("Waiting for cluster %s to become ACTIVE%n",
cluster2.arn());
GetClusterResponse activeCluster2 =
client2.waiter().waitUntilClusterActive(
getCluster -> getCluster.identifier(cluster2.identifiex()),
config -> config.backoffStrategyV2(

BackoffStrategy.fixedDelayWithoutJitter(Duration.ofSeconds(10))
) .waitTimeout(Duration.ofMinutes(5))
).matched().response().orElseThrow();
System.out.println("Created multi region clusters:");

System.out.println(activeClusterl);
System.out.println(activeCluster2);

Rust

ERAUT ROIEEAN AWS XigF oI 2 KR,

use aws_config::load_defaults;
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use
use
use

use

/17

aws_sdk_dsql::client::Waiters;

aws_sdk_dsql: :operation::get_cluster::GetClusterOutput;
aws_sdk_dsql::{

Client, Config,

config::{BehaviorVersion, Region},

std::collections: :HashMap;

Create a client. We will use this later for performing operations on the

cluster.
async fn dsql_client(region: &'static str) -> Client {

///
pub

// Load default SDK configuration
let sdk_defaults = load_defaults(BehaviorVersion::latest()).await;

// You can set your own credentials by following this guide
// https://docs.aws.amazon.com/sdk-for-rust/latest/dg/credproviders.html
let credentials = sdk_defaults.credentials_provider().unwrap();

let config = Config::builder()
.behavior_version(BehaviorVersion::latest())
.credentials_provider(credentials)
.region(Region: :new(region))
.build();

Client::from_conf(config)

Create a cluster without delete protection and a name
async fn create_cluster(region: &'static str) -> GetClusterOutput {
let client = dsql_client(region).await;
let tags = HashMap::from([(
String::from("Name"),
String::from("rust single region cluster"),

)1);

let create_cluster_output = client
.create_cluster()
.set_tags(Some(tags))
.deletion_protection_enabled(true)
.send()
.await
.unwrap();

println!("Created {}", create_cluster_output.arn);
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println!("Waiting for cluster to become ACTIVE");

client
.wait_until_cluster_active()
.identifier(&create_cluster_output.identifier)
.wait(std::time::Duration::from_secs(300)) // Wait up to 5 minutes

.await
.unwrap()
.into_result()
.unwrap()
}
#[tokio::main(flavor = "current_thread")]
pub async fn main() -> anyhow::Result<()> {
let region = "us-east-1";
let output = create_cluster(region).await;
println!("{:#?}", output);
0k(())
}
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use aws_config::{BehaviorVersion, Region, load_defaults};
use aws_sdk_dsqgl::client::Waiters;

use aws_sdk_dsql::operation::get_cluster::GetClusterOutput;
use aws_sdk_dsql::types::MultiRegionProperties;

use aws_sdk_dsqgl::{Client, Config};

use std::collections: :HashMap;

/// Create a client. We will use this later for performing operations on the
cluster.
async fn dsql_client(region: &'static str) -> Client {
// Load default SDK configuration
let sdk_defaults = load_defaults(BehaviorVersion::latest()).await;

// You can set your own credentials by following this guide
// https://docs.aws.amazon.com/sdk-for-rust/latest/dg/credproviders.html
let credentials = sdk_defaults.credentials_provider().unwrap();

let config = Config::builder()
.behavior_version(BehaviorVersion::latest())
.credentials_provider(credentials)
.region(Region::new(region))
.build();
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Client::from_conf(config)

/// Create a cluster without delete protection and a name
pub async fn create_multi_region_clusters(

region_1: &'static str,

region_2: &'static str,

witness_region: &'static str,
) -> (GetClusterOutput, GetClusterOutput) {

let client_1 = dsql_client(region_1).await;

let client_2 = dsql_client(region_2).await;

let tags = HashMap::from([(
String::from("Name"),
String::from("rust multi region cluster"),

)1);

// We can only set the witness region for the first cluster
println!("Creating cluster in {region_13}");
let cluster_1 = client_1
.create_cluster()
.set_tags(Some(tags.clone()))
.deletion_protection_enabled(true)
.multi_region_properties(
MultiRegionProperties::builder()
.witness_region(witness_region)

Lbuild(),
)
.send()
.await
.unwrap();

let cluster_1_arn = &cluster_1l.arn;
println!("Created {cluster_1_arn}");

// For the second cluster we can set witness region and designate cluster_1 as a
peer
println!("Creating cluster in {region_23}");
let cluster_2 = client_2
.create_cluster()
.set_tags(Some(tags))
.deletion_protection_enabled(true)
.multi_region_properties(
MultiRegionProperties::builder()
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.witness_region(witness_region)
.clusters(&cluster_1.arn)

.build(),
)
.send()
.await
.unwrap();

let cluster_2_arn = &cluster_2.arn;
println!("Created {cluster_2_arn}");

// Now that we know the cluster_2 arn we can set it as a peer of cluster_1
client_1
.update_cluster()
.identifier(&cluster_1l.identifier)
.multi_region_properties(
MultiRegionProperties::builder()
.witness_region(witness_region)
.clusters(&cluster_2.arn)

.build(),
)
.send()
.await
.unwrap();

println!("Added {cluster_2_arn} as a peer of {cluster_1_arn}");

// Now that the multi-region properties are fully defined for both clusters
// they'll begin the transition to ACTIVE
println!("Waiting for {cluster_1_arn} to become ACTIVE");
let cluster_1_output = client_1
.wait_until_cluster_active()
.identifier(&cluster_1.identifier)
.wait(std::time::Duration::from_secs(300)) // Wait up to 5 minutes
.await
.unwrap()
.into_result()
.unwrap();

println!("Waiting for {cluster_2_arn} to become ACTIVE");

let cluster_2_output = client_2
.wait_until_cluster_active()
.identifier(&cluster_2.identifier)
.wait(std::time::Duration::from_secs(300)) // Wait up to 5 minutes
.await
.unwrap()

B EER 116



Amazon Aurora DSQL

RAriEmE

.into_result()
.unwrap();

(cluster_1_output, cluster_2_output)

#[tokio: :main(flavor = "current_thread")]

pub async fn main() -> anyhow::Result<()> {

let region_1 = "us-east-1";
let region_2 = "us-east-2";
let witness_region = "us-west-2";

let (cluster_1, cluster_2) =

create_multi_region_clusters(region_1, region_2, witness_region).await;

println!("Created multi region clusters:");

println!("{:#?}", cluster_1);
println!("{:#?}", cluster_2);

0k(())

Ruby

EAUTROIEEAN AWS XigF oI 2 EE,

require "aws-sdk-dsql"
require "pp"

def create_cluster(region)
client = Aws::DSQL::Client.new(region:
cluster = client.create_cluster(
deletion_protection_enabled: true,
tags: {
Name: "ruby single region cluster"

)

puts "Created #{cluster.arn}"

# The DSQL SDK offers built-in waiters to poll for a cluster's

# transition to ACTIVE.

region)

puts "Waiting for cluster to become ACTIVE"
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client.wait_until(:cluster_active, identifier: cluster.identifier) do |w]|
# Wait for 5 minutes
w.max_attempts = 30
w.delay = 10
end
rescue Aws::Errors::ServiceError => e
abort "Unable to create cluster in #{region}: #{e.message}"
end

def main
region = "us-east-1"
cluster = create_cluster(region)
pp cluster

end

main if $PROGRAM_NAME == __ FILE__

BEOESXEER , BEAUNT R, eI2ZXEEFTRTEE —LHE,

require "aws-sdk-dsql"
require "pp"

def create_multi_region_clusters(region_1, region_2, witness_region)
client_1 = Aws::DSQL::Client.new(region: region_1)
client_2 = Aws::DSQL::Client.new(region: region_2)

# We can only set the witness region for the first cluster
puts "Creating cluster in #{region_13}"
cluster_1 = client_1.create_cluster(
deletion_protection_enabled: true,
multi_region_properties: {
witness_region: witness_region
1,
tags: {
Name: "ruby multi region cluster"

)
puts "Created #{cluster_l.arn}"

# For the second cluster we can set witness region and designate cluster_1 as a
peer
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puts "Creating cluster in #{region_2}"
cluster_2 = client_2.create_cluster(
deletion_protection_enabled: true,
multi_region_properties: {
witness_region: witness_region,
clusters: [ cluster_l.arn ]
},
tags: {
Name: "ruby multi region cluster"

)
puts "Created #{cluster_2.arn}"

# Now that we know the cluster_2 arn we can set it as a peer of cluster_l1
client_1.update_cluster(
identifier: cluster_1l.identifier,
multi_region_properties: {
witness_region: witness_region,
clusters: [ cluster_2.arn ]

)
puts "Added #{cluster_2.arn} as a peer of #{cluster_1.arn}"

# Now that multi_region_properties is fully defined for both clusters
# they'll begin the transition to ACTIVE
puts "Waiting for #{cluster_1l.arn} to become ACTIVE"
cluster_1 = client_1.wait_until(:cluster_active, identifier: cluster_1.identifier)
do |w]
# Wait for 5 minutes
w.max_attempts = 30
w.delay = 10
end

puts "Waiting for #{cluster_2.arn} to become ACTIVE"
cluster_2 = client_2.wait_until(:cluster_active, identifier: cluster_2.identifier)

do |w]
w.max_attempts = 30
w.delay = 10
end

[ cluster_1, cluster_2 ]
rescue Aws::Errors::ServiceError => e

abort "Failed to create multi-region clusters: #{e.message}"
end
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def main
region_1 = "us-east-1"
region_2 = "us-east-2"
witness_region = "us-west-2"

cluster_1, cluster_2 = create_multi_region_clusters(region_1, region_2,
witness_region)

puts "Created multi region clusters:
pp cluster_1
pp cluster_2

end

main if $PROGRAM_NAME == __ FILE__

NET

ERAUT ROIEEAN AWS XigF oI 2 EE,

using System;

using System.Collections.Generic;
using System.Threading.Tasks;
using Amazon;

using Amazon.DSQL;

using Amazon.DSQL.Model;

using Amazon.Runtime.Credentials;

namespace DSQLExamples.examples

{
public class CreateSingleRegionCluster
{

/// <summary>
/// Create a client. We will use this later for performing operations on the

cluster.
/// </summary>
private static async Task<AmazonDSQLClient> CreateDSQLClient(RegionEndpoint
region)
{
var awsCredentials = await
DefaultAWSCredentialsIdentityResolver.GetCredentialsAsync();
var clientConfig = new AmazonDSQLConfig

{
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region)

};

RegionEndpoint = region

return new AmazonDSQLClient(awsCredentials, clientConfig);

/// <summary>
/// Create a cluster without delete protection and a name.

/// </summary>
public static async Task<CreateClusterResponse> Create(RegionEndpoint

{

using (var client = await CreateDSQLClient(region))

{

var tags = new Dictionary<string, string>

{
{ "Name", "csharp single region cluster" }
};
var createClusterRequest = new CreateClusterRequest
{
DeletionProtectionEnabled = true,
Tags = tags
};

CreateClusterResponse response = await

client.CreateClusterAsync(createClusterRequest);

Console.WritelLine($"Initiated creation of {response.Arn}");

return response;

private static async Task Main()

{

var region = RegionEndpoint.USEastl;

await Create(region);
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using System;

using System.Collections.Generic;
using System.Threading.Tasks;
using Amazon;

using Amazon.DSQL;

using Amazon.DSQL.Model;

using Amazon.Runtime.Credentials;
using Amazon.Runtime.Endpoints;

namespace DSQLExamples.examples

{
public class CreateMultiRegionClusters
{

/// <summary>
/// Create a client. We will use this later for performing operations on the

cluster.
/// </summary>
private static async Task<AmazonDSQLClient> CreateDSQLClient(RegionEndpoint
region)
{
var awsCredentials = await
DefaultAWSCredentialsIdentityResolver.GetCredentialsAsync();
var clientConfig = new AmazonDSQLConfig
{
RegionEndpoint = region,
};

return new AmazonDSQLClient(awsCredentials, clientConfig);

/// <summary>
/// Create multi-region clusters with a witness region.

/// </summary>
public static async Task<(CreateClusterResponse, CreateClusterResponse)>
Create(
RegionEndpoint regionl,
RegionEndpoint region2,
RegionEndpoint witnessRegion)

using (var clientl = await CreateDSQLClient(regionl))
await CreateDSQLClient(region2))

using (var client2

{

var tags = new Dictionary<string, string>

{
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{ "Name", "csharp multi region cluster" }

};

// We can only set the witness region for the first cluster
var createClusterRequestl = new CreateClusterRequest

{
DeletionProtectionEnabled = true,
Tags = tags,
MultiRegionProperties = new MultiRegionProperties
{
WitnessRegion = witnessRegion.SystemName
}
};

var clusterl = await
clientl.CreateClusterAsync(createClusterRequestl);

var clusterlArn = clusterl.Arn;

Console.WriteLine($"Initiated creation of {clusterlArn}");

// For the second cluster we can set witness region and designate
clusterl as a peer
var createClusterRequest2 = new CreateClusterRequest

{
DeletionProtectionEnabled = true,
Tags = tags,
MultiRegionProperties = new MultiRegionProperties
{
WitnessRegion = witnessRegion.SystemName,
Clusters = new List<string> { clusterl.Arn }
}
};

var cluster2 = await
client2.CreateClusterAsync(createClusterRequest2);

var cluster2Arn = cluster2.Arn;

Console.WriteLine($"Initiated creation of {cluster2Arn}");

// Now that we know the cluster2 arn we can set it as a peer of
clusterl
var updateClusterRequest = new UpdateClusterRequest
{
Identifier = clusterl.Identifier,
MultiRegionProperties = new MultiRegionProperties

{
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WitnessRegion = witnessRegion.SystemName,
Clusters = new List<string> { cluster2.Arn }

};

await clientl.UpdateClusterAsync(updateClusterRequest);
Console.WritelLine($"Added {cluster2Arn} as a peer of
{clusterlArn}");

return (clusterl, cluster2);

private static async Task Main()
{
var regionl = RegionEndpoint.USEastl;
var region2 = RegionEndpoint.USEast2;
var witnessRegion = RegionEndpoint.USWest2;

var (clusterl, cluster2) = await Create(regionl, region2,
witnessRegion);

Console.WriteLine("Created multi region clusters:");
Console.WritelLine($"Cluster 1: {clusterl.Arn}");
Console.WriteLine($"Cluster 2: {cluster2.Arn}");

Golang
FERAUT ROIEEN AWS XigiF I ZEE,

package main

import (
"context"
"fmt"
"log"
"time"

"github.com/aws/aws-sdk-go-v2/config"
"github.com/aws/aws-sdk-go-v2/service/dsql"
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)

func CreateCluster(ctx context.Context, region string) error {

cfg, err := config.LoadDefaultConfig(ctx, config.WithRegion(region))
if err != nil {

log.Fatalf("Failed to load AWS configuration: %v'", err)

}

// Create a DSQL client
client := dsqgl.NewFromConfig(cfg)

deleteProtect := true
input := dsql.CreateClusterInput{

DeletionProtectionEnabled: &deleteProtect,
Tags: map[string]string{

"Name": "go single region cluster",
},
}
clusterProperties, err := client.CreateCluster(context.Background(), &input)
if err != nil {
return fmt.Errorf("error creating cluster: %w", err)
}

fmt.Printf("Created cluster: %s\n", *clusterProperties.Arn)

// Create the waiter with our custom options
waiter := dsql.NewClusterActiveWaiter(client, func(o
*dsql.ClusterActiveWaiterOptions) {

o0.MaxDelay = 30 * time.Second

0.MinDelay = 1@ * time.Second

o.LogWaitAttempts = true

D

id := clusterProperties.Identifier

// Create the input for the clusterProperties
getInput := &dsql.GetClusterInput{
Identifier: id,

}
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// Wait for the cluster to become active
fmt.Println("Waiting for cluster to become ACTIVE")
err = waiter.Wait(ctx, getInput, 5*time.Minute)
if err !'= nil {
return fmt.Errorf("error waiting for cluster to become active: %w", err)

}

fmt.Printf("Cluster %s is now active\n", *id)
return nil

// Example usage in main function
func main() {

region := "us-east-1"

// Set up context with timeout

ctx, cancel := context.WithTimeout(context.Background(), 6*time.Minute)
defer cancel()

if err := CreateCluster(ctx, region); err != nil {
log.Fatalf("Failed to create cluster: %v", err)

}

}
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package main

import (
"context"
"fmt"
Illogll
"time"

"github.com/aws/aws-sdk-go-v2/aws"
"github.com/aws/aws-sdk-go-v2/config"
"github.com/aws/aws-sdk-go-v2/service/dsql"

dtypes "github.com/aws/aws-sdk-go-v2/service/dsql/types"
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func CreateMultiRegionClusters(ctx context.Context, witness, regionl, region2
string) error {

cfg, err := config.LoadDefaultConfig(ctx, config.WithRegion(regionl))
if err !'= nil {

log.Fatalf("Failed to load AWS configuration: %v", err)

}

// Create a DSQL region 1 client
client := dsql.NewFromConfig(cfg)

cfg2, err := config.LoadDefaultConfig(ctx, config.WithRegion(region2))
if err !'= nil {

log.Fatalf("Failed to load AWS configuration: %v", err)

}

// Create a DSQL region 2 client
client2 := dsqgl.NewFromConfig(cfg2, func(o *dsqgl.Options) {
o.Region = region2

D

// Create cluster
deleteProtect := true

// We can only set the witness region for the first cluster

input := &dsql.CreateClusterInput{
DeletionProtectionEnabled: &deleteProtect,
MultiRegionProperties: &dtypes.MultiRegionProperties{
WitnessRegion: aws.String(witness),

.
Tags: map[string]string{
"Name": "go multi-region cluster",

iy
}

clusterProperties, err := client.CreateCluster(context.Background(), input)
if err != nil {

return fmt.Errorf("failed to create first cluster: %v'", err)

}

// create second cluster
cluster2Arns := []string{*clusterProperties.Arn}
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// For the second cluster we can set witness region and designate the first cluster
as a peer
input2 := &dsql.CreateClusterInput{
DeletionProtectionEnabled: &deleteProtect,
MultiRegionProperties: &dtypes.MultiRegionProperties{
WitnessRegion: aws.String("us-west-2"),
Clusters: cluster2Arns,
I
Tags: map[string]string{
"Name": "go multi-region cluster",
},
}

clusterProperties2, err := client2.CreateCluster(context.Background(), input2)

if err != nil {
return fmt.Errorf("failed to create second cluster: %v", err)

}

// link initial cluster to second cluster
clusterlArns := []string{*clusterProperties2.Arn}

// Now that we know the second cluster arn we can set it as a peer of the first
cluster
input3 := dsql.UpdateClusterInput{

Identifier: clusterProperties.Identifier,

MultiRegionProperties: &dtypes.MultiRegionProperties{

WitnessRegion: aws.String("us-west-2"),

Clusters: clusterlArns,

1}

_, err = client.UpdateCluster(context.Background(), &input3)

if err != nil {

return fmt.Errorf("failed to update cluster to associate with first cluster. %v",
err)

}

// Create the waiter with our custom options for first cluster
waiter := dsql.NewClusterActiveWaiter(client, func(o
*dsql.ClusterActiveWaiterOptions) {

o0.MaxDelay = 30 * time.Second // Creating a multi-region cluster can take a few
minutes

0.MinDelay = 10 * time.Second
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o.LogWaitAttempts = true
1)

// Now that multiRegionProperties is fully defined for both clusters
// they'll begin the transition to ACTIVE

// Create the input for the clusterProperties to monitor for first cluster
getInput := &dsql.GetClusterInput{
Identifier: clusterProperties.Identifier,

}

// Wait for the first cluster to become active
fmt.Printf("Waiting for first cluster %s to become active...\n",
*clusterProperties.Identifier)
err = waiter.Wait(ctx, getInput, 5*time.Minute)
if err != nil {
return fmt.Errorf("error waiting for first cluster to become active: %w", err)

}

// Create the waiter with our custom options
waiter2 := dsql.NewClusterActiveWaiter(client2, func(o
*dsql.ClusterActiveWaiterOptions) {

o.MaxDelay = 30 * time.Second // Creating a multi-region cluster can take a few
minutes

0.MinDelay = 10 * time.Second

o.LogWaitAttempts = true

1))

// Create the input for the clusterProperties to monitor for second
getInput2 := &dsql.GetClusterInput{
Identifier: clusterProperties2.Identifier,

}

// Wait for the second cluster to become active
fmt.Printf("Waiting for second cluster %s to become active...\n",
*clusterProperties2.Identifier)
err = waiter2.Wait(ctx, getInput2, 5*time.Minute)
if err != nil {
return fmt.Errorf("error waiting for second cluster to become active: %w", err)

}

fmt.Printf("Cluster %s is now active\n", *clusterProperties.Identifier)
fmt.Printf("Cluster %s is now active\n", *clusterProperties2.Identifier)
return nil
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}

// Example usage in main function

func main() {

// Set up context with timeout

ctx, cancel := context.WithTimeout(context.Background(), 1@0*time.Minute)
defer cancel()

err := CreateMultiRegionClusters(ctx, "us-west-2", "us-east-1", "us-east-2")
if err !'= nil {

fmt.Printf("failed to create multi-region clusters: %v", err)

panic(err)

}

RENEE

E 7R U{I1E Aurora DSQL AIREIBXEFHNER , BFSRAUTEERE,

Python

ERNAEXREXEHZXEAEHNER , BTEAUT RO,

import boto3
from datetime import datetime
import json

def get_cluster(region, identifier):

try:
client = boto3.client("dsql", region_name=region)
return client.get_cluster(identifier=identifier)

except:
print(f"Unable to get cluster {identifier} in region {region}")
raise

def main():
region = "us-east-1"
cluster_id = "<your cluster id>"

response = get_cluster(region, cluster_id)
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print(json.dumps(response, indent=2, default=lambda obj: obj.isoformat() if

isinstance(obj, datetime) else None))

if __name__ == "__main__":
main()

C++

ERLL T ROIAREE X 2 XEH S XEEFHNER.

#include <aws/core/Aws.h>

#include <aws/core/utils/Outcome.h>

#include <aws/dsql/DSQLClient.h>

#include <aws/dsql/model/GetClusterRequest.h>
#include <iostream>

using namespace Aws;

using namespace Aws::DSQL;
using namespace Aws::DSQL::Model;

/**

* Retrieves information about a cluster in Amazon Aurora DSQL

*/

GetClusterResult GetCluster(const Aws::String& region, const Aws::String&

identifier) {
// Create client for the specified region

DSQL: :DSQLClientConfiguration clientConfig;

clientConfig.region = region;
DSQL::DSQLClient client(clientConfig);

// Get the cluster
GetClusterRequest getClusterRequest;

getClusterRequest.SetIdentifier(identifier);

auto getOutcome = client.GetCluster(getClusterRequest);

if (!getOutcome.IsSuccess()) {

std::cerr << "Failed to retrieve cluster

<< LLIN n

" << identifier << " in " << region

<< getOutcome.GetError().GetMessage() << std::endl;
throw std::runtime_error("Unable to retrieve cluster " + identifier + " in

region " + region);
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}

return getOutcome.GetResult();

int main() {
Aws: :SDKOptions options;
Aws::InitAPI(options);

{
try {
// Define region and cluster ID
Aws: :String region = "us-east-1";
Aws::String clusterId = "<your cluster id>";

auto cluster = GetCluster(region, clusterId);

// Print cluster details

std::cout << "Cluster Details:" << std::endl;
std::cout << "ARN: " << cluster.GetArn() << std::endl;
std::cout << "Status: " <<

ClusterStatusMapper: :GetNameForClusterStatus(cluster.GetStatus()) << std
}
catch (const std::exception& e) {
std::cerr << "Error: " << e.what() << std::endl;
}
}
Aws: :ShutdownAPI(options);
return 0;
}
JavaScript

ERMBEXEXEHASXEERNES , BEAUT A,
import { DSQLClient, GetClusterCommand } from "@aws-sdk/client-dsql";
async function getCluster(region, clusterId) {
const client = new DSQLClient({ region });

const getClusterCommand = new GetClusterCommand({
identifier: clusterId,

::endl;

IRENERFF

132



Amazon Aurora DSQL

RAriEmE

1)

try {
return await client.send(getClusterCommand);
} catch (error) {
if (error.name === "ResourceNotFoundException") {
console.log("Cluster ID not found or deleted");
}

throw error;

async function main() {
const region = "us-east-1";
const clusterId = "<CLUSTER_ID>";

const response = await getCluster(region, clusterId);

console.log("Cluster: ", response);

main();

Java

BT RGI L EIRIAE X B XS XEEFNES.
package org.example;

import software.amazon.awssdk.auth.credentials.DefaultCredentialsProvider;
import software.amazon.awssdk.regions.Region;

import software.amazon.awssdk.services.dsql.DsqlClient;

import software.amazon.awssdk.services.dsql.model.GetClusterResponse;

import software.amazon.awssdk.services.dsql.model.ResourceNotFoundException;

public class GetCluster {

public static void main(String[] args) {
Region region = Region.US_EAST_1;

String clusterId = "<your cluster id>";
try (
DsqlClient client = DsqlClient.builder()
.region(region)
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.credentialsProvider(DefaultCredentialsProvider.create())
.build()
) {
GetClusterResponse cluster = client.getCluster(r ->
r.identifier(clusterId));
System.out.println(cluster);
} catch (ResourceNotFoundException e) {
System.out.printf("Cluster %s not found in %s%n", clusterId, region);

Rust

TR R EIRIAE X EXEH S XEEHNE R,

use aws_config::load_defaults;
use aws_sdk_dsql::operation::get_cluster::GetClusterOutput;
use aws_sdk_dsql::{

Client, Config,

config::{BehaviorVersion, Region},

};

/// Create a client. We will use this later for performing operations on the
cluster.
async fn dsql_client(region: &'static str) -> Client {
// Load default SDK configuration
let sdk_defaults = load_defaults(BehaviorVersion::latest()).await;

// You can set your own credentials by following this guide
// https://docs.aws.amazon.com/sdk-for-rust/latest/dg/credproviders.html
let credentials = sdk_defaults.credentials_provider().unwrap();

let config = Config::buildexr()
.behavior_version(BehaviorVersion::latest())
.credentials_provider(credentials)
.region(Region::new(region))
.build();

Client::from_conf(config)

/// Get a ClusterResource from DSQL cluster identifier
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pub async fn get_cluster(region: &'static str, identifier: &'static str) ->
GetClusterOutput {
let client = dsql_client(region).await;
client
.get_cluster()
.identifier(identifier)

.send()
.await
.unwrap()
}
#[tokio::main(flavor = "current_thread")]
pub async fn main() -> anyhow::Result<()> {
let region = "us-east-1";
let cluster = get_cluster(region, "<your cluster id>").await;
println!("{:#?}", cluster);
0k(())
}
Ruby

TR RBI AL BIREVE X B K e 2 K R B E R

require "aws-sdk-dsql"
require "pp"

def get_cluster(region, identifier)
client = Aws::DSQL::Client.new(region: region)
client.get_cluster(identifier: identifier)
rescue Aws::Errors::ServiceError => e
abort "Unable to retrieve cluster #{identifier} in region #{region}: #{e.message}"

end
def main
region = "us-east-1"
cluster_id = "<your cluster id>"
cluster = get_cluster(region, cluster_id)
pp cluster
end
main if $PROGRAM_NAME == __ FILE__
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NET

BT RG] BIREVE X B K e 2 K R BV E R

using System;

using System.Threading.Tasks;
using Amazon;

using Amazon.DSQL;

using Amazon.DSQL.Model;

using Amazon.Runtime.Credentials;

namespace DSQLExamples.examples
{

public class GetCluster

{

/// <summary>
/// Create a client. We will use this later for performing operations on the

cluster.

/// </summary>
private static async Task<AmazonDSQLClient> CreateDSQLClient(RegionEndpoint

region)
{

var awsCredentials = await
DefaultAWSCredentialsIdentityResolver.GetCredentialsAsync();

var clientConfig = new AmazonDSQLConfig

{

RegionEndpoint = region
};

return new AmazonDSQLClient(awsCredentials, clientConfig);

/// <summary>
/// Get information about a DSQL cluster.

/// </summary>
public static async Task<GetClusterResponse> Get(RegionEndpoint region,

string identifier)
{

using (var client = await CreateDSQLClient(region))

{

var getClusterRequest = new GetClusterRequest

{

Identifier = identifier
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i
return await client.GetClusterAsync(getClusterRequest);
}
}
private static async Task Main()
{
var region = RegionEndpoint.USEastl;
var clusterId = "<your cluster id>";
var response = await Get(region, clusterId);
Console.WritelLine($"Cluster ARN: {response.Arn}");
}
}
}
Golang

PR RIS IRERE B X % XK B E B
package main

import (
"context"
"github.com/aws/aws-sdk-go-v2/aws"
"github.com/aws/aws-sdk-go-v2/config"
"log"
"time"

"github.com/aws/aws-sdk-go-v2/service/dsql"
)

func GetCluster(ctx context.Context, region, identifier string) (clusterStatus
*dsql.GetClusterOutput, err error) {

cfg, err := config.LoadDefaultConfig(ctx, config.WithRegion(region))
if err != nil {

log.Fatalf("Failed to load AWS configuration: %v'", err)

}

// Initialize the DSQL client
client := dsqgl.NewFromConfig(cfg)
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input := &dsql.GetClusterInput{
Identifier: aws.String(identifier),

}

clusterStatus, err = client.GetCluster(context.Background(), input)
if err !'= nil {

log.Fatalf("Failed to get cluster: %v", err)

}

log.Printf("Cluster ARN: %s", *clusterStatus.Arn)

return clusterStatus, nil

}
func main() {
ctx, cancel := context.WithTimeout(context.Background(), 6*time.Minute)

defer cancel()

// Example cluster identifier

identifier := "<CLUSTER_ID>"

region := "us-east-1"

_, err := GetCluster(ctx, region, identifier)
if err !'= nil {

log.Fatalf("Failed to get cluster: %v", err)
}
}

Xy 30

E 7R UIIE Aurora DSQL REFEE | B RUTER, ENEHTEETE—Ro8MNE, B
BUEHERZ , RRIE1T get cluster BUREUEBIVIRES

Python

EEMEXHHZXEER , FEAUT R,

import boto3

def update_cluster(region, cluster_id, deletion_protection_enabled):
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try:
client = boto3.client("dsql", region_name=region)
return client.update_cluster(identifier=cluster_id,
deletionProtectionEnabled=deletion_protection_enabled)

except:
print("Unable to update cluster")
raise
def main():
region = "us-east-1"
cluster_id = "<your cluster id>"

deletion_protection_enabled = False

response = update_cluster(region, cluster_id, deletion_protection_enabled)
print(f"Updated {response["arn"]} with deletion_protection_enabled:

{deletion_protection_enabled}")

if __name__ == "__main__":
main()

C++

5 R BAT R PI m SE T A XK a2 (X8R B

#include <aws/core/Aws.h>

#include <aws/core/utils/Outcome.h>

#include <aws/dsqgl/DSQLClient.h>

#include <aws/dsql/model/UpdateClusterRequest.h>
#include <iostream>

using namespace Aws;
using namespace Aws::DSQL;
using namespace Aws::DSQL::Model;

/**
* Updates a cluster in Amazon Aurora DSQL

*/

UpdateClusterResult UpdateCluster(const Aws::String& region, const

Aws: :Map<Aws::String, Aws::String>& updateParams) {
// Create client for the specified region
DSQL::DSQLClientConfiguration clientConfig;
clientConfig.region = region;
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DSQL::DSQLClient client(clientConfig);

// Create update request
UpdateClusterRequest updateRequest;
updateRequest.SetClientToken(Aws: :Utils: :UUID: :RandomUUID());

// Set identifier (required)
if (updateParams.find("identifier") != updateParams.end()) {
updateRequest.SetIdentifier(updateParams.at("identifier"));
} else {
throw std::runtime_error("Cluster identifier is required for update
operation");

}

// Set deletion protection if specified
if (updateParams.find("deletion_protection_enabled") != updateParams.end()) {
bool deletionProtection = (updateParams.at("deletion_protection_enabled") ==
"true");
updateRequest.SetDeletionProtectionEnabled(deletionProtection);

// Execute the update
auto updateOutcome = client.UpdateCluster(updateRequest);
if (lupdateOutcome.IsSuccess()) {
std::cerr << "Failed to update cluster: " <<
updateOutcome.GetError().GetMessage() << std::endl;
throw std::runtime_error("Unable to update cluster");

return updateOutcome.GetResult();

int main() {
Aws: :SDKOptions options;
Aws: :InitAPI(options);

{
try {
// Define region and update parameters
Aws::String region = "us-east-1";
Aws::String clusterId = "<your cluster id>";

// Create parameter map
Aws: :Map<Aws::String, Aws::String> updateParams;
updateParams["identifier"] = clusterld;
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updateParams["deletion_protection_enabled"] = "false";

auto updatedCluster = UpdateCluster(region, updateParams);

std::cout << "Updated " << updatedCluster.GetArn() << std::endl;

}
catch (const std::exception& e) {
std::cerr << "Error: " << e.what() << std::endl;

}

}

Aws: :ShutdownAPI(options);

return 0;

}
JavaScript

EFMAXHRSXEER , FEAUT RO,

import { DSQLClient, UpdateClusterCommand } from "Eaws-sdk/client-dsql";
export async function updateCluster(region, clusterId, deletionProtectionEnabled) {
const client = new DSQLClient({ region });

const updateClusterCommand = new UpdateClusterCommand({
identifier: clusterId,
deletionProtectionEnabled: deletionProtectionEnabled

1)

try {
return await client.send(updateClusterCommand);

} catch (error) {
console.error("Unable to update cluster", error.message);
throw error;

async function main() {
const region = "us-east-1";
const clusterId = "<CLUSTER_ID>";
const deletionProtectionEnabled = false;
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const response = await updateCluster(region, clusterld,
deletionProtectionEnabled);

console.log( "Updated ${response.arn}’);
}

main();

Java

AT RO BT Xig e % XK,
package org.example;

import software.amazon.awssdk.auth.credentials.DefaultCredentialsProvider;
import software.amazon.awssdk.regions.Region;

import software.amazon.awssdk.services.dsql.DsqlClient;

import software.amazon.awssdk.services.dsql.model.UpdateClusterRequest;
import software.amazon.awssdk.services.dsql.model.UpdateClusterResponse;

public class UpdateCluster {

public static void main(String[] args) {
Region region = Region.US_EAST_1;
String clusterId = "<your cluster id>";

try (
DsqlClient client = DsqlClient.builder()
.region(region)
.credentialsProvider(DefaultCredentialsProvider.create())
.build()
) {
UpdateClusterRequest request = UpdateClusterRequest.builder()
.identifier(clusterId)
.deletionProtectionEnabled(false)
.build();
UpdateClusterResponse cluster = client.updateCluster(request);
System.out.println("Updated " + cluster.arn());

Rust

£ A LA T R Bl T SE T R XK 2 (X 8RB
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use
use
use

I

aws_config::load_defaults;

aws_sdk_dsql: :operation: :update_cluster: :UpdateClusterOutput;
aws_sdk_dsql::{

Client, Config,

config: :{BehaviorVersion, Region},

/// Create a client. We will use this later for performing operations on the
cluster.
async fn dsql_client(region: &'static str) -> Client {

///
pub

// Load default SDK configuration
let sdk_defaults = load_defaults(BehaviorVersion::latest()).await;

// You can set your own credentials by following this guide
// https://docs.aws.amazon.com/sdk-for-rust/latest/dg/credproviders.html
let credentials = sdk_defaults.credentials_provider().unwrap();

let config = Config::builder()
.behavior_version(BehaviorVersion::latest())
.credentials_provider(credentials)
.region(Region: :new(region))
.build();

Client::from_conf(config)

Update a DSQL cluster and set delete protection to false. Also add new tags.
async fn update_cluster(region: &'static str, identifier: &'static str) ->

UpdateClusterOutput {

let client = dsql_client(region).await;

// Update delete protection

let update_response = client
.update_cluster()
.identifier(identifier)
.deletion_protection_enabled(false)
.send()
.await
.unwrap();

update_response

#[tokio::main(flavor = "current_thread")]

5

143



Amazon Aurora DSQL

RAriEmE

pub async fn main() -> anyhow::Result<()> {
let region = "us-east-1";

let cluster = update_cluster(region, "<your cluster id>").await;

println!("{:#?}", cluster);

ok(())

Ruby

{58 I LA R0 R SE T 2 X 25 XA &R B

require "aws-sdk-dsql"

def update_cluster(region, update_params)
client = Aws::DSQL::Client.new(region: region)
client.update_cluster(update_params)

rescue Aws::Errors::ServiceError => e
abort "Unable to update cluster: #{e.message}"

end
def main
region = "us-east-1"
cluster_id = "<your cluster id>"

updated_cluster = update_cluster(region, {
identifier: cluster_id,
deletion_protection_enabled: false

1}

puts "Updated #{updated_cluster.arn}"
end
main if $PROGRAM_NAME == _ FILE_ _

NET

£ A LA T R B A SE T R X s 2 (X8R BF

using System;

using System.Threading.Tasks;
using Amazon;

using Amazon.DSQL;
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using Amazon.DSQL.Model;
using Amazon.Runtime.Credentials;

namespace DSQLExamples.examples

{
public class UpdateCluster

{
/// <summary>

/// Create a client. We will use this later for performing operations on the

cluster.
/// </summary>

private static async Task<AmazonDSQLClient> CreateDSQLClient(RegionEndpoint

region)
{

var awsCredentials = await
DefaultAWSCredentialsIdentityResolver.GetCredentialsAsync();

var clientConfig = new AmazonDSQLConfig

{

RegionEndpoint = region
};

return new AmazonDSQLClient(awsCredentials, clientConfig);

/// <summary>

/// Update a DSQL cluster and set delete protection to false.

/// </summary>

public static async Task<UpdateClusterResponse> Update(RegionEndpoint
region, string identifier)

{
using (var client = await CreateDSQLClient(region))
{
var updateClusterRequest = new UpdateClusterRequest
{
Identifier = identifier,
DeletionProtectionEnabled = false
I

UpdateClusterResponse response = await
client.UpdateClusterAsync(updateClusterRequest);
Console.WriteLine($"Updated {response.Arn}");

return response;
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private static async Task Main()

{
var region = RegionEndpoint.USEastl;
var clusterId = "<your cluster id>";
await Update(region, clusterId);

}

}
}
Golang

{58 I LA R 51 R) SE A B8 X a0 25 XA 5 B
package main

import (
"context"
"github.com/aws/aws-sdk-go-v2/config"
"log"
"time"

"github.com/aws/aws-sdk-go-v2/service/dsql"
)

func UpdateCluster(ctx context.Context, region, id string, deleteProtection bool)
(clusterStatus *dsql.UpdateClusterQOutput, err error) {

cfg, err := config.LoadDefaultConfig(ctx, config.WithRegion(region))
if err != nil {

log.Fatalf("Failed to load AWS configuration: %v'", err)

}

// Initialize the DSQL client
client := dsqgl.NewFromConfig(cfg)

input := dsql.UpdateClusterInput{
Identifier: &id,
DeletionProtectionEnabled: &deleteProtection,

}

clusterStatus, err = client.UpdateCluster(context.Background(), &input)
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if err

1= nil {

log.Fatalf("Failed to update cluster: %v", err)

}

log.Printf("Cluster updated successfully: %v", clusterStatus.Status)

return

}

clusterStatus, nil

func main() {

ctx, cancel := context.WithTimeout(context.Background(), 6*time.Minute)

defer cancel()

// Example cluster identifier
identifier := "<CLUSTER_ID>"

region

:= "us-east-1"

deleteProtection := false

_, err
if err

:= UpdateCluster(ctx, region, identifier, deleteProtection)

1= nil {

log.Fatalf("Failed to update cluster: %v", err)

}
}

il BR SR B+

E TN Aurora DSQL FIBRERE | HS U TEER,

Python

EEREN AWS XEAPRIERER | FEANT R,

import boto3

def delete_cluster(region, identifier):

try:

client = boto3.client("dsql", region_name=region)
cluster = client.delete_cluster(identifier=identifier)
print(f"Initiated delete of {cluster["arn"]1}")

print("Waiting for cluster to finish deletion")
client.get_waiter("cluster_not_exists").wait(
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identifier=cluster["identifier"],
WaiterConfig={

'Delay': 10,

'MaxAttempts': 30

}
)
except:
print("Unable to delete cluster " + identifier)
raise
def main():
region = "us-east-1"
cluster_id = "<cluster id>" # Use a placeholder in docs

if __name__ == "__main__":

delete_cluster(region, cluster_id)
print(f"Deleted {cluster_id}")

main()

EMBRS XK |, BEAUTRE

import boto3

def delete_multi_region_clusters(region_1, cluster_id_1, region_2, cluster_id_2):

try:

client_1 = boto3.client("dsql", region_name=region_1)
client_2 = boto3.client("dsql", region_name=region_2)

client_1.delete_cluster(identifier=cluster_id_1)
print(f"Deleting cluster {cluster_id_1} in {region_13}")

# cluster_1 will stay in PENDING_DELETE state until cluster_2 is deleted

client_2.delete_cluster(identifier=cluster_id_2)
print(f"Deleting cluster {cluster_id_2} in {region_23}")

# Now that both clusters have been marked for deletion they will transition
# to DELETING state and finalize deletion

billEs-=:
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print(f"Waiting for {cluster_id_1} to finish deletion")
client_1.get_waiter("cluster_not_exists").wait(
identifier=cluster_id_1,
WaiterConfig={
'Delay': 10,
'MaxAttempts': 30

print(f"Waiting for {cluster_id_2} to finish deletion")
client_2.get_waiter("cluster_not_exists").wait(
identifier=cluster_id_2,
WaiterConfig={
'Delay': 10,
'MaxAttempts': 30

}
)
except:
print("Unable to delete cluster")
raise
def main():
region_1 = "us-east-1"
cluster_id_1 = "<cluster 1 id>"
region_2 = "us-east-2"
cluster_id_2 = "<cluster 2 id>"

delete_multi_region_clusters(region_1, cluster_id_1, region_2, cluster_id_2)
print(f"Deleted {cluster_id_13} in {region_1} and {cluster_id_2} in {region_23}")

if __name__ == "__main__":
main()

C++

EEREN AWS XEAPRIBRER |, FEANT R,

#include <aws/core/Aws.h>

#include <aws/core/utils/Outcome.h>

#include <aws/dsql/DSQLClient.h>

#include <aws/dsql/model/DeleteClusterRequest.h>
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#include <aws/dsql/model/GetClusterRequest.h>
#include <iostream>

#include <thread>

#include <chrono>

using namespace Aws;
using namespace Aws::DSQL;
using namespace Aws::DSQL::Model;

/**
* Deletes a single-region cluster in Amazon Aurora DSQL
*/
void DeleteCluster(const Aws::String& region, const Aws::String& identifier) {
// Create client for the specified region
DSQL: :DSQLClientConfiguration clientConfig;
clientConfig.region = region;
DSQL::DSQLClient client(clientConfig);

// Delete the cluster

DeleteClusterRequest deleteRequest;
deleteRequest.SetIdentifier(identifier);
deleteRequest.SetClientToken(Aws: :Utils: :UUID: :RandomUUID());

auto deleteOutcome = client.DeleteCluster(deleteRequest);
if (!deleteOutcome.IsSuccess()) {
std::cerr << "Failed to delete cluster " << identifier << " in " << region
<< ", "
<< deleteOutcome.GetError().GetMessage() << std::endl;
throw std::runtime_error("Unable to delete cluster " + identifier + " in " +
region);

}

auto cluster = deleteQOutcome.GetResult();
std::cout << "Initiated delete of " << cluster.GetArn() << std::endl;

int main() {
Aws: :SDKOptions options;
Aws: :InitAPI(options);

{
try {
// Define region and cluster ID
Aws::String region = "us-east-1";
Aws::String clusterId = "<your cluster id>";
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DeleteCluster(region, clusterId);

std::cout << "Deleted " << clusterId << std::endl;

}
catch (const std::exception& e) {
std::cerr << "Error: " << e.what() << std::endl;
}
}
Aws : : ShutdownAPI(options);
return 0;

EMRS XK , BEAUT R, MRS XEEFTREEE —LRE,

#include <aws/core/Aws.h>

#include <aws/core/utils/Outcome.h>

#include <aws/dsql/DSQLClient.h>

#include <aws/dsqgl/model/DeleteClusterRequest.h>
#include <aws/dsql/model/GetClusterRequest.h>
#include <iostream>

#include <thread>

#include <chrono>

using namespace Aws;
using namespace Aws::DSQL;
using namespace Aws::DSQL::Model;

/**
* Deletes multi-region clusters in Amazon Aurora DSQL
*/
void DeleteMultiRegionClusters(
const Aws::String& regionl,
const Aws::String& clusterIdil,
const Aws::String& region2,
const Aws::String& clusterId2) {

// Create clients for each region

DSQL: :DSQLClientConfiguration clientConfigl;
clientConfigl.region = regionl;

DSQL: :DSQLClient clientl(clientConfigl);

DSQL: :DSQLClientConfiguration clientConfig2;

HRER =
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clientConfig2.region = region2;
DSQL::DSQLClient client2(clientConfig2);

// Delete the first cluster
std::cout << "Deleting cluster " << clusterIdl << " in " << regionl <<
std::endl;

DeleteClusterRequest deleteRequestl;
deleteRequestl.SetIdentifier(clusterIdl);
deleteRequestl.SetClientToken(Aws: :Utils::UUID: :RandomUUID());

auto deleteOutcomel = clientl.DeleteCluster(deleteRequestl);
if (!deleteOutcomel.IsSuccess()) {
std::cerr << "Failed to delete cluster " << clusterIdl << " in " << regionl
<< ", "
<< deleteOutcomel.GetError().GetMessage() << std::endl;
throw std::runtime_error("Failed to delete multi-region clusters");

// clusterl will stay in PENDING_DELETE state until cluster2 is deleted
std::cout << "Deleting cluster " << clusterId2 << " in " << region2 <<
std::endl;

DeleteClusterRequest deleteRequest2;
deleteRequest2.SetIdentifier(clusterId2);
deleteRequest2.SetClientToken(Aws: :Utils: :UUID: :RandomUUID());

auto deleteOutcome2 = client2.DeleteCluster(deleteRequest2);
if (!deleteOutcome2.IsSuccess()) {
std::cerr << "Failed to delete cluster " << clusterId2 << " in " << region2
<< ", "
<< deleteOutcome2.GetError().GetMessage() << std::endl;
throw std::runtime_error("Failed to delete multi-region clusters");

int main() {
Aws: :SDKOptions options;
Aws: :InitAPI(options);

{
try {
Aws: :String regionl = "us-east-1";
Aws::String clusterIdl = "<your cluster id 1>";
Aws: :String region2 = "us-east-2";
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Aws::String clusterId2 = "<your cluster id 2>";

DeleteMultiRegionClusters(regionl, clusterIdl, region2, clusterId2);

std::cout << "Deleted " << clusterIdl << " in " << regionl
<< " and " << clusterId2 << " in " << region2 << std::endl;

}
catch (const std::exception& e) {
std::cerr << "Error: " << e.what() << std::endl;

}

}

Aws : : ShutdownAPI(options);

return 0;

}
JavaScript

BEEEN AWS XEFRIBRER | HEAUT R,

import { DSQLClient, DeleteClusterCommand, waitUntilClusterNotExists } from "@aws-
sdk/client-dsql";

async function deleteCluster(region, clusterId) {
const client = new DSQLClient({ region });

try {
const deleteClusterCommand = new DeleteClusterCommand({
identifier: clusterId,
});

const response = await client.send(deleteClusterCommand);
console.log( ‘Waiting for cluster ${response.identifier} to finish deletion');

await waitUntilClusterNotExists(
{
client: client,
maxWaitTime: 300 // Wait for 5 minutes
I
{
identifier: response.identifier
}
I

console.log( Cluster Id ${response.identifier} is now deleted’);
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retuzrn;
} catch (error) {
if (error.name === "ResourceNotFoundException") {
console.log("Cluster ID not found or already deleted");
} else {
console.error("Unable to delete cluster:

, error.message);

}

throw error;

async function main() {
const region = "us-east-1";
const clusterId = "<CLUSTER_ID>";

await deleteCluster(region, clusterId);

main();
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import { DSQLClient, DeleteClusterCommand, waitUntilClusterNotExists } from "eaws-
sdk/client-dsql";

async function deleteMultiRegionClusters(regionl, clusterl_id, region2, cluster2_id)

{

new DSQLClient({ region: regionl });
new DSQLClient({ region: region2 });

const clientl
const client2

try {
const deleteClusterCommandl = new DeleteClusterCommand({
identifier: clusterl_id,
1)

const responsel = await clientl.send(deleteClusterCommandl);

const deleteClusterCommand2 = new DeleteClusterCommand({
identifier: cluster2_id,

1)

const response2 = await client2.send(deleteClusterCommand2);
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console.log( 'Waiting for clusterl ${responsel.identifier} to finish
deletion’);
await waitUntilClusterNotExists(

{
client: clientl,
maxWaitTime: 300 // Wait for 5 minutes
},
{
identifier: responsel.identifier
}

);

console.log( Clusterl Id ${responsel.identifier} is now deleted’);

console.log( 'Waiting for cluster2 ${response2.identifier} to finish
deletion’);
await waitUntilClusterNotExists(

{
client: client2,
maxWaitTime: 300 // Wait for 5 minutes
.
{
identifier: response2.identifier
}
I
console.log( Cluster2 Id ${response2.identifier} is now deleted’);
retuzrn;
} catch (error) {
if (error.name === "ResourceNotFoundException") {
console.log("Some or all Cluster ARNs not found or already deleted");
} else {

console.error("Unable to delete multi-region clusters: ",
error.message);

}

throw error;

}
}
async function main() {
const regionl = "us-east-1";
const clusterl_id = "<CLUSTER_ID_1>";
const region2 = "us-east-2";

const cluster2_id = "<CLUSTER_ID_2>";

IBREE B 155



Amazon Aurora DSQL

RAriEmE

const response = await deleteMultiRegionClusters(regionl, clusterl_id, region2,

cluster2_id);

console.log( ‘Deleted ${clusterl_id} in ${regionl} and ${cluster2_id} in
${region2}");
}

main();

Java

EESEN AWS X MBRER , EEANT RE,
package org.example;

import software.amazon.awssdk.auth.credentials.DefaultCredentialsProvider;
import software.amazon.awssdk.regions.Region;

import software.amazon.awssdk.retries.api.BackoffStrategy;

import software.amazon.awssdk.services.dsql.DsqlClient;

import software.amazon.awssdk.services.dsql.model.DeleteClusterResponse;
import software.amazon.awssdk.services.dsql.model.ResourceNotFoundException;

import java.time.Duration;
public class DeleteCluster {

public static void main(String[] args) {
Region region = Region.US_EAST_1;
String clusterId = "<your cluster id>";

try (
DsqlClient client = DsqlClient.builder()
.region(region)
.credentialsProvider(DefaultCredentialsProvider.create())
.build()
) {
DeleteClusterResponse cluster = client.deleteCluster(r ->
r.identifier(clusterId));
System.out.println("Initiated delete of " + cluster.arn());

// The DSQL SDK offers a built-in waiter to poll for deletion.
System.out.println("Waiting for cluster to finish deletion");
client.waiter().waitUntilClusterNotExists(

getCluster -> getCluster.identifier(clusterId),
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config -> config.backoffStrategyV2(

BackoffStrategy.fixedDelayWithoutJitter(Duration.ofSeconds(10))
).waitTimeout(Duration.ofMinutes(5))

);

System.out.println("Deleted " + cluster.arn());
} catch (ResourceNotFoundException e) {
System.out.printf("Cluster %s not found in %s%n", clusterId, region);
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package org.example;

import
import
import
import
import
import

import

public

software.
software.
software.
software.
software.
software.

amazon.
amazon.
amazon.
amazon.
amazon.
amazon.

awssdk.
awssdk.
awssdk.
awssdk.
awssdk.
awssdk.

java.time.Duration;

auth.credentials.DefaultCredentialsProvider;
regions.Region;

retries.api.BackoffStrategy;
services.dsql.DsqlClient;
services.dsql.DsqlClientBuilder;
services.dsql.model.DeleteClusterRequest;

class DeleteMultiRegionClusters {

public static void main(String[] args) {

= Region.US_EAST_1;
clusterIdl = "<your cluster id 1>";
region2 = Region.US_EAST_2;
clusterId2 = "<your cluster id 2>";

Region
String
Region
String

regionl

DsqlClientBuilder clientBuilder = DsqglClient.builder()
.credentialsProvider(DefaultCredentialsProvider.create());

try (

DsqlClient clientl
DsglClient client2

) {

= clientBuilder.region(regionl).build();
= clientBuilder.region(region2).build()

System.out.printf("Deleting cluster %s in %s%n", clusterIdl, regionl);
DeleteClusterRequest requestl = DeleteClusterRequest.builder()
.identifier(clusterIdl)
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transition

.build();
clientl.deleteCluster(requestl);

// clusterl will stay in PENDING_DELETE until cluster2 is deleted
System.out.printf("Deleting cluster %s in %s%n", clusterId2, region2);
DeleteClusterRequest request2 = DeleteClusterRequest.builder()
.identifier(clusterId2)
.build();
client2.deleteCluster(request2);

// Now that both clusters have been marked for deletion they will

// to DELETING state and finalize deletion.
System.out.printf("Waiting for cluster %s to finish deletion%n",

clusterIdl);

clientl.waiter().waitUntilClusterNotExists(
getCluster -> getCluster.identifier(clusterIdl),
config -> config.backoffStrategyV2(

BackoffStrategy.fixedDelayWithoutJitter(Duration.ofSeconds(10))

) .waitTimeout(Duration.ofMinutes(5))

);

System.out.printf("Waiting for cluster %s to finish deletion%n",

clusterId2);

client2.waiter().waitUntilClusterNotExists(
getCluster -> getCluster.identifier(clusterId2),
config -> config.backoffStrategyV2(

BackoffStrategy.fixedDelayWithoutJitter(Duration.ofSeconds(10))

) .waitTimeout(Duration.ofMinutes(5))

);

[J

System.out.printf("Deleted %s in %s and %s in %s%n", clusterIdl,

regionl, clusterId2, region2);

}

Rust

BEEEN AWS XEFRIBRER | HEAUT R,

use aws_config::load_defaults;
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use aws_sdk_dsqgl::client::Waiters;
use aws_sdk_dsql::{
Client, Config,
config: :{BehaviorVersion, Region},

i

/// Create a client. We will use this later for performing operations on the
cluster.
async fn dsql_client(region: &'static str) -> Client {
// Load default SDK configuration
let sdk_defaults = load_defaults(BehaviorVersion::latest()).await;

// You can set your own credentials by following this guide
// https://docs.aws.amazon.com/sdk-for-rust/latest/dg/credproviders.html
let credentials = sdk_defaults.credentials_provider().unwrap();

let config = Config::builder()
.behavior_version(BehaviorVersion::latest())
.credentials_provider(credentials)
.region(Region: :new(region))
.build();

Client::from_conf(config)

/// Delete a DSQL cluster
pub async fn delete_cluster(region: &'static str, identifier: &'static str) {
let client = dsql_client(region).await;
let delete_response = client
.delete_cluster()
.identifier(identifier)
.send()
.await
.unwrap();
println!("Initiated delete of {}", delete_response.arn);

println!("Waiting for cluster to finish deletion");
client
.wait_until_cluster_not_exists()
.identifier(identifier)
.wait(std::time::Duration::from_secs(300)) // Wait up to 5 minutes
.await
.unwrap();
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#[tokio::main(flavor = "current_thread")]

pub async fn main() -> anyhow::Result<()> {
let region = "us-east-1";
let cluster_id = "<cluster to be deleted>";

delete_cluster(region, cluster_id).await;
println!("Deleted {cluster_id}");

0k(())
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use aws_config::{BehaviorVersion, Region, load_defaults};
use aws_sdk_dsqgl::client::Waiters;
use aws_sdk_dsql::{Client, Config};

/// Create a client. We will use this later for performing operations on the
cluster.
async fn dsql_client(region: &'static str) -> Client {
// Load default SDK configuration
let sdk_defaults = load_defaults(BehaviorVersion::latest()).await;

// You can set your own credentials by following this guide
// https://docs.aws.amazon.com/sdk-for-rust/latest/dg/credproviders.html
let credentials = sdk_defaults.credentials_provider().unwrap();

let config = Config::builder()
.behavior_version(BehaviorVersion::latest())
.credentials_provider(credentials)
.region(Region::new(region))
.build();

Client::from_conf(config)

/// Create a cluster without delete protection and a name
pub async fn delete_multi_region_clusters(

region_1: &'static str,

cluster_id_1: &'static str,

region_2: &'static str,

cluster_id_2: &'static str,
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) {

let client_1
let client_2

dsql_client(region_1).await;
dsgl_client(region_2).await;

println!("Deleting cluster {cluster_id_1} in {region_1}");
client_1

.delete_cluster()

.identifier(cluster_id_1)

.send()

.await

.unwrap();

// cluster_1 will stay in PENDING_DELETE state until cluster_2 is deleted
println!("Deleting cluster {cluster_id_2} in {region_23}");
client_2

.delete_cluster()

.identifier(cluster_id_2)

.send()

.await

.unwrap();

// Now that both clusters have been marked for deletion they will transition
// to DELETING state and finalize deletion
println!("Waiting for {cluster_id_1} to finish deletion");
client_1
.wait_until_cluster_not_exists()
.identifier(cluster_id_1)
.wait(std::time::Duration::from_secs(300)) // Wait up to 5 minutes
.await
.unwrap();

println!("Waiting for {cluster_id_2} to finish deletion");

client_2
.wait_until_cluster_not_exists()
.identifier(cluster_id_2)
.wait(std::time::Duration::from_secs(300)) // Wait up to 5 minutes

.await

.unwrap();
}
#[tokio: :main(flavor = "current_thread")]
pub async fn main() -> anyhow::Result<()> {

let region_1 = "us-east-1";
let cluster_id_1 = "<cluster 1 to be deleted>";
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let region_2 = "us-east-2";
let cluster_id_2 = "<cluster 2 to be deleted>";

delete_multi_region_clusters(region_1, cluster_id_1, region_2,
cluster_id_2).await;

println!("Deleted {cluster_id_1} in {region_1} and {cluster_id_2} in
{region_2}");

ok(())

Ruby

BEEREN AWS XEPRIBRER | FEANT A,

equire "aws-sdk-dsql"

def delete_cluster(region, identifier)
client = Aws::DSQL::Client.new(region: region)
cluster = client.delete_cluster(identifier: identifier)
puts "Initiated delete of #{cluster.arn}"

# The DSQL SDK offers built-in waiters to poll for deletion.

puts "Waiting for cluster to finish deletion"

client.wait_until(:cluster_not_exists, identifier: cluster.identifier) do |w]|
# Wait for 5 minutes
w.max_attempts = 30
w.delay = 10

end

rescue Aws::Errors::ServiceError => e
abort "Unable to delete cluster #{identifier} in #{region}: #{e.message}"

end
def main
region = "us-east-1"
cluster_id = "<your cluster id>"

delete_cluster(region, cluster_id)
puts "Deleted #{cluster_id}"
end

main if $PROGRAM_NAME == _ FILE__
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require "aws-sdk-dsql"

def delete_multi_region_clusters(region_1, cluster_id_1, region_2, cluster_id_2)

client_1 = Aws::DSQL::Client.new(region: region_1)
client_2 = Aws::DSQL::Client.new(region: region_2)

puts "Deleting cluster #{cluster_id_1} in #{region_13}"
client_1.delete_cluster(identifier: cluster_id_1)

# cluster_1 will stay in PENDING_DELETE state until cluster_2 is deleted

puts "Deleting #{cluster_id_2} in #{region_2}"
client_2.delete_cluster(identifier: cluster_id_2)

# Now that both clusters have been marked for deletion they will transition

# to DELETING state and finalize deletion
puts "Waiting for #{cluster_id_1} to finish deletion"

client_1.wait_until(:cluster_not_exists, identifier: cluster_id_1) do |w]|

# Wait for 5 minutes
w.max_attempts = 30
w.delay = 10

end

puts "Waiting for #{cluster_id_2} to finish deletion"

client_2.wait_until(:cluster_not_exists, identifier: cluster_id_2) do |w]|

# Wait for 5 minutes
w.max_attempts = 30
w.delay = 10
end
rescue Aws::Errors::ServiceError => e
abort "Failed to delete multi-region clusters: #{e.message}"

end
def main
region_1 = "us-east-1"
cluster_id_1 = "<your cluster id 1>"
region_2 = "us-east-2"
cluster_id_2 = "<your cluster id 2>"

delete_multi_region_clusters(region_1, cluster_id_1, region_2, cluster_id_2)

puts "Deleted #{cluster_id_1} in #{region_1} and #{cluster_id_2} in #{region_2}"

end

main if $PROGRAM_NAME == __ FILE__
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NET
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using System;

using System.Threading.Tasks;
using Amazon;

using Amazon.DSQL;

using Amazon.DSQL.Model;

using Amazon.Runtime.Credentials;

namespace DSQLExamples.examples

{
public class DeleteSingleRegionCluster
{

/// <summary>
/// Create a client. We will use this later for performing operations on the

cluster.
/// </summary>
private static async Task<AmazonDSQLClient> CreateDSQLClient(RegionEndpoint
region)
{
var awsCredentials = await
DefaultAWSCredentialsIdentityResolver.GetCredentialsAsync();
var clientConfig = new AmazonDSQLConfig
{
RegionEndpoint = region
};

return new AmazonDSQLClient(awsCredentials, clientConfig);

/// <summary>
/// Delete a DSQL cluster.

/// </summary>
public static async Task Delete(RegionEndpoint region, string identifier)

{
using (var client = await CreateDSQLClient(region))
{
var deleteRequest = new DeleteClusterRequest
{
Identifier = identifier
};
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var deleteResponse = await client.DeleteClusterAsync(deleteRequest);
Console.WritelLine($"Initiated deletion of {deleteResponse.Arn}");

}
}
private static async Task Main()
{
var region = RegionEndpoint.USEastl;
var clusterId = "<cluster to be deleted>";
await Delete(region, clusterId);
}
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using System;

using System.Threading.Tasks;
using Amazon;

using Amazon.DSQL;

using Amazon.DSQL.Model;

using Amazon.Runtime.Credentials;
using Amazon.Runtime.Endpoints;

namespace DSQLExamples.examples

{
public class DeleteMultiRegionClusters
{

/// <summary>
/// Create a client. We will use this later for performing operations on the

cluster.
/// </summary>
private static async Task<AmazonDSQLClient> CreateDSQLClient(RegionEndpoint
region)
{
var awsCredentials = await
DefaultAWSCredentialsIdentityResolver.GetCredentialsAsync();
var clientConfig = new AmazonDSQLConfig
{
RegionEndpoint = region,

};
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return new AmazonDSQLClient(awsCredentials, clientConfig);

/// <summary>

/// Delete multi-region clusters.

/// </summary>

public static async Task Delete(
RegionEndpoint regionl,
string clusterIdl,
RegionEndpoint region2,
string clusterId2)

using (var clientl = await CreateDSQLClient(regionl))

using (var client2

{

await CreateDSQLClient(region2))

var deleteRequestl = new DeleteClusterRequest

{
Identifier = clusterIdl

i

var deleteResponsel = await

clientl.DeleteClusterAsync(deleteRequestl);

deleted

Console.WritelLine($"Initiated deletion of {deleteResponsel.Arn}");
// cluster 1 will stay in PENDING_DELETE state until cluster 2 is
var deleteRequest2 = new DeleteClusterRequest
{

Identifier = clusterId2

};

var deleteResponse2 = await

client2.DeleteClusterAsync(deleteRequest2);

}
}
private
{
var
var
var
var

Console.WriteLine($"Initiated deletion of {deleteResponse2.Arn}");

static async Task Main()

regionl = RegionEndpoint.USEastl;
clusterl = "<cluster 1 to be deleted>";
region2 = RegionEndpoint.USEast2;
cluster2 = "<cluster 2 to be deleted>";
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await Delete(regionl, clusterl, region2, cluster2);

Golang
BEEAN AWS XA MERES: , wERAT RA

package main

import (
"context"
"fmt"
Illogll
"time"

"github.com/aws/aws-sdk-go-v2/config"
"github.com/aws/aws-sdk-go-v2/service/dsql"

func DeleteSingleRegion(ctx context.Context, identifier, region string) error {

cfg, err := config.LoadDefaultConfig(ctx, config.WithRegion(region))
if err != nil {

log.Fatalf("Failed to load AWS configuration: %v'", err)

}

// Initialize the DSQL client
client := dsqgl.NewFromConfig(cfg)

// Create delete cluster input
deleteInput := &dsqgl.DeleteClusterInput{
Identifier: &identifier,

}
// Delete the cluster
result, err := client.DeleteCluster(ctx, deleteInput)
if err != nil {

return fmt.Errorf("failed to delete cluster: %w", err)
}

fmt.Printf("Initiated deletion of cluster: %s\n", *result.Arn)
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// Create waiter to check cluster deletion
waiter := dsql.NewClusterNotExistsWaiter(client, func(options
*dsql.ClusterNotExistsWaiterOptions) {
options.MinDelay = 10 * time.Second
options.MaxDelay = 30 * time.Second
options.LogWaitAttempts = true
b

// Create the input for checking cluster status
getInput := &dsql.GetClusterInput{
Identifier: &identifier,

}

// Wait for the cluster to be deleted
fmt.Printf("Waiting for cluster %s to be deleted...\n", identifier)
err = waiter.Wait(ctx, getInput, 5*time.Minute)
if err !'= nil {
return fmt.Errorf("error waiting for cluster to be deleted: %w", err)

}

fmt.Printf("Cluster %s has been successfully deleted\n", identifier)
return nil

func DeleteCluster(ctx context.Context) {
}

// Example usage in main function
func main() {
// Your existing setup code for client configuration...

ctx, cancel := context.WithTimeout(context.Background(), 6*time.Minute)
defer cancel()

// Example cluster identifier
// Need to make sure that cluster does not have delete protection enabled

identifier := "<CLUSTER_ID>"

region := "us-east-1"

err := DeleteSingleRegion(ctx, identifier, region)
if err !'= nil {

log.Fatalf("Failed to delete cluster: %v", err)

}
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}
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package main

import (
"context"
"fmt"
Illogll
"time"

"github.com/aws/aws-sdk-go-v2/aws"
"github.com/aws/aws-sdk-go-v2/config"
"github.com/aws/aws-sdk-go-v2/service/dsql"

func DeleteMultiRegionClusters(ctx context.Context, regionl, clusterIdl, region2,
clusterId2 string) error {

// Load the AWS configuration for region 1

cfgl, err := config.LoadDefaultConfig(ctx, config.WithRegion(regionl))

if err !'= nil {
return fmt.Errorf("unable to load SDK config for region %s: %w'", regionl, err)

}

// Load the AWS configuration for region 2
cfg2, err := config.LoadDefaultConfig(ctx, config.WithRegion(region2))
if err !'= nil {
return fmt.Errorf("unable to load SDK config for region %s: %w'", region2, err)

}

// Create DSQL clients for both regions
clientl := dsql.NewFromConfig(cfgl)
client2 := dsql.NewFromConfig(cfg2)

// Delete cluster in region 1

fmt.Printf("Deleting cluster %s in %s\n", clusterIdl, regionl)

_, err = clientl.DeleteCluster(ctx, &dsql.DeleteClusterInput{
Identifier: aws.String(clusterIdl),

)
if err !'= nil {

return fmt.Errorf("failed to delete cluster in region %s: %w", regionl, err)
}
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// Delete cluster in region 2

fmt.Printf("Deleting cluster %s in %s\n", clusterId2, region2)

_, err = client2.DeleteCluster(ctx, &dsql.DeleteClusterInput{
Identifier: aws.String(clusterId2),

1)
if err !'= nil {

return fmt.Errorf("failed to delete cluster in region %s: %w'", region2, err)
}

// Create waiters for both regions
waiterl := dsql.NewClusterNotExistsWaiter(clientl, func(options
*dsql.ClusterNotExistsWaiterOptions) {
options.MinDelay = 1@ * time.Second
options.MaxDelay = 30 * time.Second
options.LogWaitAttempts = true
b

waiter2 := dsql.NewClusterNotExistsWaiter(client2, func(options
*dsql.ClusterNotExistsWaiterOptions) {

options.MinDelay = 10 * time.Second

options.MaxDelay = 30 * time.Second

options.LogWaitAttempts = true

b

// Wait for cluster in region 1 to be deleted
fmt.Printf("Waiting for cluster %s to finish deletion\n", clusterIdl)
err = waiterl.Wait(ctx, &dsqgl.GetClusterInput{
Identifier: aws.String(clusterIdl),
}, 5*time.Minute)

if err !'= nil {

return fmt.Errorf("error waiting for cluster deletion in region %s: %w", regionl,
err)

}

// Wait for cluster in region 2 to be deleted
fmt.Printf("Waiting for cluster %s to finish deletion\n", clusterId2)
err = waiter2.Wait(ctx, &dsqgl.GetClusterInput{
Identifier: aws.String(clusterId2),
}, 5*time.Minute)

if err !'= nil {

return fmt.Errorf("error waiting for cluster deletion in region %s: %w", region2,
err)

}
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fmt.Printf("Successfully deleted clusters %s in %s and %s in %s\n",
clusterIdl, regionl, clusterId2, region2)
return nil

}

// Example usage in main function

func main() {
ctx, cancel := context.WithTimeout(context.Background(), 1@*time.Minute)
defer cancel()

err := DeleteMultiRegionClusters(
ctx,
"us-east-1", // regionl
"<CLUSTER_ID_1>", // clusterIdl
"us-east-2", // region2
"<CLUSTER_ID_2>", // clusterId2
)

if err !'= nil {
log.Fatalf("Failed to delete multi-region clusters: %v'", err)
}

}

Hiz

GitHub LY LA T M RHIR L HE B F & Aurora DSQL FHITE MES,

« Using Benchbase with Aurora DSQL : Benchbase FFREENREABRFN —1No X , KRS
Aurora DSQL &M,

« Aurora DSQL loader : iX/NFFIR Python B o ik &8 B ¥A 1R 3E B C B9 B B EIE N B Aurora
DSQL A, filaniE s AT s 59 = S0/ BdE & 8 2 Aurora DSQL #,

« Aurora DSQL samples : GitHub L# aws-samples/aurora-dsql-samples E#ESSRBR
Bl , FERBROINAT MAERHERES FEA AWS SDK, XNRXFZMBEER (ORM ) # Web
HEZEKEZMER Aurora DSQL, XERPIERT MARITELES , flNLREEFK, LESHG
IE R 1T CRUD #21E,

¥ AWS Lambda &5 Amazon Aurora DSQL £& 1 H

LUT#RENE T WA Lambda &5 Aurora DSQL &6 H
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TR

« ATF6IE Lambda BB RN, BXREZEE , HSH Lambda Al

- ATRIZHENH Lambda A2 H IAM KB EN, BFEZNPR iam: CreatePolicy
iam:AttachRolePolicy., BXEZER , i5Z 1 Actions, resources, and condition keys for
1AM,

o BWAMEET npm v8.5.3 RE FIRA,
o BAMLET zip v3.0 RE S,

£ AWS Lambda R &IZR FTHI KR EL,

1. B LA T ML &F AWS Management Console 37 AWS Lambda #2#I4 : https:/
console.aws.amazon.com/lambda/.

priE= el = AETE 08

RMEEF, i dsql-sample,

BHBEERINEE , SUAR Lambda 81 ZEHFER Lambda XNRHF AL,
priE=ei e AETE 08

o & w0 DN

BER Lambda 1T B &R FIEE

1. % Lambda E#H , EFEE > N R,

ERABEMUE IAM BHEERITFARTAR.

EFRINR > SIERNERR M H A JSON 4R,

FERED |, MILUTIRE | URNEN IAM S EAEERBEFEAGHITERE.

> w0 DN

"Action": ["dsqgl:DbConnectAdmin"],

(® Note
BINEREERAAGRKRERD ANINAEREZH SR, THNANEFNABRFERAEREAK
EEAG, ETHOAERANSEEEERINRHENKUZEELAREEAR , S
FEABEEFEASHN IAM H B8,

5. ERFRH , RINEEH Amazon BREF (ARN) . B LAEHBE .
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"Resource": ["*"]

6. iij:¥-|:_$o
7. WAREHEH , 0 dsql-sample-dbconnect,
8. EFOIEREE,

BIE —NE £ %] Lambda BV &,

1. BIEE R myfunction MXHX,
2. TEEZXHRAF , BIB—NBH package.json HWEFIXH , HFEEUTAR,

{

"dependencies": {
"@aws-sdk/dsgl-signer": "~3.705.0",
"assert": "2.1.0",

"pg": "78.13.1"

}

}

3. HEZXMHXHF , EFAFKFHE-IEN index.mjs XM , HRFEEUTRE.

import { DsqglSigner } from "eaws-sdk/dsql-signer";
import pg from "pg";

import assert from "node:assert";

const { Client } = pg;

async function dsql_sample(clusterEndpoint, region) {
let client;

try {

// The token expiration time is optional, and the default value 900 seconds

const signer = new DsqlSigner({
hostname: clusterEndpoint,
region,
});
const token = await signer.getDbConnectAdminAuthToken();
// <https://node-postgres.com/apis/client>
// By default “rejectUnauthorized™ is true in TLS options
// <https://nodejs.org/api/tls.html#tls_tls_connect_options_callback>
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// The config does not offer any specific parameter to set sslmode to verify-

full

//
//
cl

1)

Settings are controlled either via connection string or by setting
rejectUnauthorized to false in ssl options

ient = new Client({

host: clusterEndpoint,

user: "admin",

password: token,

database: "postgres",

port: 5432,

// <https://node-postgres.com/announcements> for version 8.0
ssl: true,

rejectUnauthorized: false

’

// Connect

aw

ait client.connect();

// Create a new table

aw

)

ait client.query( CREATE TABLE IF NOT EXISTS owner (
id UUID PRIMARY KEY DEFAULT gen_random_uuid(),

name VARCHAR(3@) NOT NULL,

city VARCHAR(80) NOT NULL,

telephone VARCHAR(20)

);

// Insert some data

await client.query("INSERT INTO owner(name, city, telephone) VALUES($1, $2,

$3)"I

);

["John Doe", "Anytown", "555-555-1900"]

// Check that data is inserted by reading it back

co
Doel n
as
as

aw

} ca
co
th

} fi

nst result = await client.query("SELECT id, city FROM owner where name='John
);
sert.deepEqual(result.rows[@].city, "Anytown")

sert.notEqual(result.rows[0].id, null)

ait client.query("DELETE FROM owner where name='John Doe'");

tch (error) {

nsole.error(error);

row new Error("Failed to connect to the database");
nally {
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4.

client?.end();
}
Promise.resolve();

}

// https://docs.aws.amazon.com/lambda/latest/dg/nodejs-handler.html
export const handler = async (event) => {

const endpoint = event.endpoint;

const region = event.region;

const responseCode = await dsql_sample(endpoint, region);

const response = {
statusCode: responseCode,
endpoint: endpoint,

i

return response;

};

ERANTaSROERE,

npm install
zip -r pkg.zip .

EERBEHMR Lambda B

© N o o

£ Lambda BB RBIEI £/ | &R £ B > zip X
LFEEBIEN pkg.zip. BXEZER , BSRMEA zip X4 HEEEE Node.js Lambda B %,

7 Lambda EREAIMIRET <A , #AELLT JSON BMEMA , REX HFITIE QAR ERAVER
IDo

# Lambda BREEAHETFH , AU TERIHEH JSON RIEEEFHH IR0

{"endpoint": "replace_with_your_cluster_endpoint"}

WMASHEF , HlI0 dsql-sample-test, EFRIRT
it R

ERFAEEURIFHATIHARN B &%,

RN , Lambda BI¥ATIE R SR E 200 RASKB
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{"statusCode": 200, "endpoint": "your_cluster_endpoint"}

R HIBEIRE AL IR R EIEEE AN , Lambda B3 1T AR E 500 RS,

{"statusCode": 500, "endpoint": "your_cluster_endpoint"}
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Amazon Aurora DSQL B 2 ik R

Amazon Aurora DSQL AT BAEE 5 AWS Backup ER KRNI EH R U E S ML S ELEMER | F&
E-TZ L HEERARFERPERS , TURNE AWS RS, cHNAHEFEBENEHINTER. Z
BRSS mIfai{b 2 XIg M 2 X 13 Aurora DSQL BN Z 62, EEMERIE,

FEDRSELUTHE:

-« B AWS Management Console, SDK 2 AWS CLI B {TEHR LR EE
- TREHZH

- BEIRMITRIFRE R

. BSXiZ A BERK - ThEE

- SXBFENMEZMBEHIT WORM ( —XBA, ZXER ) RE

A< AWS Backup &R EEBHI IHAEM E 25 B LUK Aurora DSQL B A | AWS Backup HAERYi¥
MF%k , ESHE (AWS Backup Developer Guide) H#Y Vault lock benefits 1 AWS Backup feature

availability o

F 6 AWS Backup

AWS Backup #|2 Aurora DSQL & TEEIAR, Ea LR Getting started with AWS Backup
H 5 BRIF 14 AWS Backup B F Aurora DSQL :

1. BIBEFRN , BARIBIE R

2. HIERMITRARITEZ., ITRINED,
3. RERBHMANEXAEH.

4. NEMEDREKIZNBEH,

& R % 17

& J& Aurora DSQL $&8t8+ , AWS Backup IA4& B 2 TV E B R IR HREIE.
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https://docs.aws.amazon.com/aws-backup/latest/devguide/backup-feature-availability.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/backup-feature-availability.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/getting-started.html
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BlEZ XEER

ER R Aurora DSQL # X1 &R | EEAEHIA ( hitps://console.aws.amazon.com/backup ) 2 CLI
RIEFREEFRHVIRES (D) o WENEZOUEBNFEREBIRE, BXFAMRH , FSH Restore

a single-Region Aurora DSQL cluster,

&R X e

AEN &l A ( https://console.aws.amazon.com/backup ) 1 AWS CLI X ##&E Aurora DSQL Z[X
WER  AXiFMILE , FS M Restore a multi-Region Aurora DSQL cluster,

EXRFEEZ X1 Aurora DSQL 8 |, BAAEAEEN AWS X #HENEZD. B2, ERIEE
SHREZE , XMERZSXFGEBRNME AWS KiGHHETHENZHEIR, NRESEXLERA ,
MHE ERRHEFEZRHZXIFERNS — AWS X1,

RINBWEXEN AWS X H S ERZHEIR , LEABANKERELEMHFEENER, EEF
Aurora DSQL W AT AWS [XiF, , &2 the section called “AWS X1 7] F 147,

BXRIXLSEBNIFMIEE , 1S Amazon Aurora DSQL restore X #4o

BEMEM

AWS Backup B AT RRLLAF£H T HBE0MEREE,

o AT RERE ML R &2 H ER
« B CloudWatch # CloudTrail £
« AFEMMEMTFTITH AWS Backup Audit Manager,

BSREERA AWS CloudTrail i3 Aurora DSQL #14E , LTHEXAF. AGE AWS RS E6£H
Aurora DSQL BIFFREUREN BHEICKNEZEE,

H At 7R

E 7 #A % AWS Backup WREU R RHEE Aurora DSQL £4EANEZEE |, FSAUTER

* Managed policies for AWS Backup

* Amazon Aurora DSQL restore
+ Supported services by AWS X 13
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https://docs.aws.amazon.com/aws-backup/latest/devguide/backup-feature-availability.html#supported-services-by-region
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» Encryption for backups in AWS Backup

B’ AWS Backup AT Aurora DSQL , BRI LAKHERR R, SHFB{LNZ MR , MERPE
WERERERR  BNEAXREMBROEERFE, TLEREEENERIRESEXLNZXEILE , AWS
Backup A IRt ERBERBFLZENTIREMENITE,
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Aurora DSQL WM BFRICS

A B EILFR 2R Amazon Aurora DSQL R AT M., ATAMMNMENEEZESH. BN
Aurora DSQL ®EWFIE S oM MKE B FICKIE , WERBRMIERZ A tiE,

« Amazon CloudWatch kAt G2 8K AWS BIRUKRTE AWS LETHNARER. B UREFMRER
BN, IZEENWEGTE , URIEEBIRUTEIEEWIBIRIA T ZIE E /Y F BB X8R RS
#e. I | EETLAER CloudWatch BRER Amazon EC2 248y CPU A X REMIERHBEEE
Bz B, BEXREZER , BZH (Amazon CloudWatch AAFER) »

« AWS CloudTrail #IRHEH AWS IKF RARZK S KX HE AP ARMEXEH | FFEEHE
AR ZRIEEMN Amazon S3 #. BAILFRRELR MK FEA T AWS, KHAABIR IP ik AR
WRNERLERB, BXEZER , 55 (AWS CloudTraill AFEFE) .

& F Aurora DSQL E&RAS

Aurora DSQL EFRSREHAEXRERHETRRMNEZNEEZEFEE, TLAEH AWS Management
Console, AWS CLI % Aurora DSQL AP| & & £ & FEEHHIA RS,

Aurora DSQL £EIRASME N

TREIART Aurora DSQL EEN B A RERAUR RN S L,

RS iR
Creating Aurora DSQL EEZHANEH BB ER R, SEFL T XHRSN |, F0E
=i EBRF R

SEER SBEREEIT, AIHEAR,

Idle (Z=IH) UEHTHRNREZBK , B Aurora DSQL AT AE W H HEl B A RAT |, &
BT RAZRRS., HBEEDZRNERFR , Aurora DSQL & FEFRIRENE
Ei'lj(/m\o

IESEER HEB L RNEREFEDN , SEETHIEERRS. HE2HEZTSEERBY

EEnt , Aurora DSQL £ B3l ZEHFH KR ENRIRIRES,
[EEEH UEEREHBEN  EHSTHNEEETRES,
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RS ik

Deleting HIERIMBREFF R , FH ST N EEMBRIRS.

Deleted 2R Ihifl BR T 8%,

B2 kK Aurora DSQL Ti=BIEERH R ATEE T4H1R.

FRE NEATZXEER, YBETENEIXEMNE —MNXE P02 S XIgER
SXEEFTHEASFTRERS, EFHUENEE , EFSEHBXEHEIES —
NEBRHEXFHNERNE,

S BxR PERATZXEERH, HENZSXEEFHFREBRENESHN |, SXEEHLH
ASRBRIRTS . —BERBREE — I NEERH , SXEEHMR ST N EERBRIR
o

AR}

& & Aurora DSQL EEIRA

EEEEHNORS , EEA AWS Management Console, AWS CLI 5 Aurora DSQL AP,
BElE

BRERELT EBIE AWS Management Console R &EF EEIRS :

ERFEREFERRD

1. #TFF Aurora DSQL ##I& , Mk https://console.aws.amazon.com/dsglo
2. HESMBERKTIERE Clusters (5F).
3. HEEHERFEFESINEFHRS

AWS CLI

EITEAT AWS CLI S 5 R EHMEBFARES,

aws dsql get-cluster --identifier cluster-id --query status --output text

BT T a5 U5 H AT R S HRES.
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for id in $(aws dsql list-clusters --query 'clusters[*].identifier' --output text); do
cluster_status=%$(aws dsql get-cluster --identifier "$id" --query 'status' --output
text)
echo "$id $cluster_status"
done

BERBI% B R T B ANEEREY SERE M — N [ETE M BRAY SR EF

aaabbb2bkx555xa7p42qd5cdef ACTIVE
abcdel23efghi77t35abcdefgh ACTIVE
12abc6lgasc5bbbbbbbbbbbbbb DELETING

£ Amazon CloudWatch %% Aurora DSQL

£ CloudWatch ¥%# Aurora DSQL , CloudWatch £ ERAKIEHFHALE N FiE BT FEmE
¥ro CloudWatch X E5 T HIERE 15N , BB TEEF# T # Web BARFRRS . &E
BHRUKUBERE , AERERENXEBANSEEERTS . EFUTTAT Aurora DSQL HERTE
RN M FE AR o

BXEZELR , F2 (Amazon CloudWatch AFIEE) »
A 0 A4 F 14 BE

LERBIA T Aurora DSQL WY AIHLN EE4R. EREATREIARESBMEESHVER , LREHE
ETEREBE. SRERERN OCC MREEWRFEER , BB TRAMEREAENFLFR, B
EAXRNEN , @RAXEIRSNERGTHENER , IHRATERRS LN IR

CloudWatch E#R&#  1E4F By BN
ReadOnlyTransactio Read-only transacti none The number of read-
ns ons only transactions
TotalTransactions Total transactions none The total number of

transactions executed
on the system,
including read-only
transactions.
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CloudWatch fE#R &%  $E#R By iR

QueryTimeouts Query timeouts none The number of
queries which have
timed out due to
hitting the maximum
transaction time

OccConflicts OCC conflicts none The number of
transactions aborted
due to key level OCC

CommitLatency Commit Latency milliseconds Time spent by commit
phase of query
execution (P50)

BytesWritten Bytes Written bytes Bytes written to
storage
BytesRead Bytes Read bytes Bytes read from
storage
ComputeTime QP compute time milliseconds QP wall clock time
ClusterStorageSize Cluster Storage Size bytes Cluster size

£ 1B IET

Aurora DSQL ERAB N HALEE T (DPU ) WEANMMENITREN , REEMEETHERNE
Z, FlNERLIE, EERFMEA,

CloudWatch #E¥r  #8%r 4 E : Resour By iR
B2 celd
WriteDPU Write Units <cluster-id> DPU Approximates

the write active-
use component
of your Aurora
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CloudWatch ¥g#x
2%

MultiRegi
onWriteDPU

ReadDPU

ComputeDPU

TotalDPU

1R

Multi-Region
Write Units

Read Units

Compute Units

Total Units

#E . Resour

celd

<cluster-id>

<cluster-id>

<cluster-id>

<cluster-id>

By

DPU

DPU

DPU

DPU

DU

DSQL cluster
DPU usage.

Applicable

for Multi-Reg
ion clusters:
Approximates
the multi-Reg
ion write active-
use component
of your Aurora
DSQL cluster
DPU usage.

Approximates
the read active-
use component
of your Aurora
DSQL cluster
DPU usage.

Approximates
the compute
active-use
component of
your Aurora
DSQL cluster
DPU usage.

Approximates
the total active-
use component
of your Aurora
DSQL cluster
DPU usage.
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£ AWS CloudTrail id3 Aurora DSQL 4

Amazon Aurora DSQL 5 AWS CloudTrail £ , FER—TREAF. A6l AWS RS PrREURE
HiZZH RS . CloudTrail P EFHMEBMNEY - EBEHNEESH., AHEBREHLUFIT AWS &
BEREEEN. BEESHEFSERSHIEMRF IR AWS BREEAE R

CloudTrail ¥ Aurora DSQL BYFRE APl B RERNE 43R, Aurora DSQL FEHIBEFICRNERSE
H, LB YERRIINEFEEZABRABESHSH,

£/ CloudTrail WEME LS. , Lo LAFE M Aurora DSQL A HMER. MAREAHFERM IP thit, %
HERWEE, AHERNBAFEHURECEAEE.

&8 AWS kP8, CloudTrail 7K~ FERIAE A , HEETLLAR CloudTrail B4/ £12

Fo CloudTrail EH#FAEIEFRERMEAX AWS XiF i3 X 90 KW EEREBRSEHMNITES, TER, 7
TEHMAAEIERK, BXREZEER , H5 M (AWS CloudTrail AF ™) B £ CloudTrail E4H %
B, IEFRBHFTEIEFF2UE CloudTrail %A

EREEH AWS kP PSS EH1EF |, 218 Aurora DSQL WEH |, HRIE R IR AWS
CloudTrail Lake EH$#EFM ( AWS CloudTrail EHWEFRFHMIONBRAR ) . BXBERERHN
EZEER | {5 Working with CloudTrail trails, 2T EXIZENEEBEEHBEFENESR |, ES
¥ CloudTrail Lake event data stores,

CloudTrail 8 Aurora DSQL EEE4

CloudTrail Management events 2B XITE AWS I PR R FRHITHWEBIRENE R, XEHFH
BEIEARIRE, BRIAMERT , CloudTrail 2 EEH A R IEFZPHREEEH,

Amazon Aurora DSQL fFFf& Aurora DSQL 2 ERIREICZRANEEEH. B Aurora DSQL i83%
#| CloudTrail B9 Amazon Aurora DSQL #Z#HIERIRIERN TR , 5SS Aurora DSQL APl &,

EHER A E
Amazon Aurora DSQL FFLLT Aurora DSQL # #IE IR EE N EEEHIZFE CloudTrail.

* CreateCluster

* DeleteCluster

» GetCluster
» GetVpcEndpointServiceName
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https://docs.aws.amazon.com/aurora-dsql/latest/APIReference/API_CreateCluster.html
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https://docs.aws.amazon.com/aurora-dsql/latest/APIReference/API_GetVpcEndpointServiceName.html
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« ListClusters
« ListTagsForResource

« TagResource
« UntagResource

UpdateCluster

ZHAERAE
Amazon Aurora DSQL LA Aurora DSQL % 17 ik R EE N EBEEHICFKEI CloudTrail,

« StartBackupJob
* StopBackupJob

* GetBackupJob

+ StartRestoreJob
* StopRestorelob
* GetRestoreJob

BXfEA AWS Backup R# Aurora DSQL £EHMEZER |, 1S Amazon Aurora DSQL # %% 15 Hl

AWS KMS BH#&
Amazon Aurora DSQL LA AWS KMS ###EENEEEH4H12%KE CloudTrail.

* GenerateDataKey

* Decrypt

B4 T % CloudTrail HE MR ER Aurora DSQL REBEBKIZE| AWS KMS HIiER |, ES R G
Aurora DSQL 5 AWS KMS 9% H,

CloudTrail 8 Aurora DSQL #iESE 4

CloudTrail Data events BEREHAEXNABRRERBEHPHRITHERIZENEE. WEREHEAT
HRBRSHHRIEENRE, BESHEERESREED. RIMBERT |, CloudTrail N EHKIESE
¥, CloudTrail B4 L 2R EREIESH.
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BXRWMAERBBEBEHNEZELR |, HS5H (AWS CloudTrail HF#ER) FHFERH AWS
Management Console g ZEIEEH A AWS Command Line Interface 18 ZEIBE 4

EERBIESHNWREENTEHA. BX CloudTraill EMMEZELR |, 25 AWS CloudTrail 4T,

¥tF Aurora DSQL , CloudTrail £¥F5 Aurora DSQL E£&#H# THEMEZEZRENBESHER. T
AL T A S REBIESHH Aurora DSQL BRIRER, BIFREE (#2455 ) JIE RAM CloudTrail
BElA ERRRERGIRDIERWE, resources.type BEHIER T EEMEH AWS CLI 5 CloudTrail
APl Bl BESREBHEFB[ITEEREN resources. type B, i2%%E CloudTrail BEiE API 3| & R
THNIZRRFAEIEFRE CloudTrail B9 APl EMA,

RRER (#BHAE) resources.type & 12 ZE CloudTrail BI¥3E API

Amazon Aurora DSQL AWS: :DSQL: :Cluster * DbConnect
* DbConnectAdmin

BO LS EREHERERE NIRRT eventName l resources.ARN FERHITIEIE |, LA
e EFEHNES, BXXEFENEZER |, 5[ (AWS CloudTrail APl &) B
AdvancedFieldSelector,

AR R BR an{a A AWS CLI Bt dsql-data-events-trail RiZUR Aurora DSQL HIEIEE
.

aws cloudtrail put-event-selectors \
--region us-east-1 \
--trail-name dsql-data-events-trail \
--advanced-event-selectors '[{
"Name": "Log DSQL Data Events",
"FieldSelectors": [
{ "Field": "eventCategory", "Equals": ["Data"] },
{ "Field": "resources.type", "Equals": ["AWS::DSQL::Cluster"] } 13}1'
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Amazon Aurora DSQL &4 4

AWS HEZZEMHNRAEERES. N THENZL2UESEBRBNVALNTER , RINTETEFESZTEM

RBEROMMERE, EN AWS NEF |, BT UNXEHRFEFONMMEREZ S,

Z2MR AWS MEHNHERE, REHABEXHEHRNCZNRZEMNEZPIN RSN

WX BB TET HBIMMEFEA Aurora DSQL RN AFREHRIEER, UTEB WA MME E Aurora

TR EM - AWS SR E AWS Cloud H521T AWS IRSHEMLE ., AWS BEEREMHAATRZE
EANERS. F=AFKRAEHNANBIERMNOZ2ENERNE , FH AWS EFME TR 89 —5
7o BT #EMT Amazon Aurora DSQL BIEM TR , ES5H AWS REM M IR HAEE X

B

THNEEMN  ENREBREERR AWS BRSR

Rk, BRBWERANERREREM

BEFENEMBERENT , SFEENBIELR

DSQL UM Z £ HMEMMEBIR. BE2THRUMERAE T AWS RS K iHBIE IR Aurora
DSQL &R,

&

Amazon Aurora DSQL #) AWS & X KR
Amazon Aurora DSQL A I EiER Y

Amazon Aurora DSQL HEIE N

Aurora DSQL Ky & 3 15 [ &3

£/ Aurora DSQL FH RS HEX AR

& IAM &4 85 Amazon Aurora DSQL £ & A

Amazon Aurora DSQL A #9441 52
Amazon Aurora DSQL K& # IR IE
Amazon Aurora DSQL FH I

Amazon Aurora DSQL AR ERgER £ M
Amazon Aurora DSQL A i Bt i& FRE 2 4T
Bh L BB AR S5 R B E TR
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Amazon Aurora DSQL B9 AWS IEE K

AWS EEA R ZH AWS tIZMEENIRTRE, AWS BEXARMEENTZELERZREMRN
R, MEZAILFHAAR, ANBEIENR.

FitE , AWS RERBIURT2NENRECAZIETRENR , RNl THMAAE AWS B
Ao BINBWBIEHETENERAZSNE S EERRERE -SRI NR,

BT EEHR AWS HRERPE LR, MR AWS BEHE AWS RERBPE LR , MEHS
FZRBFAM BN EEREH (AP, ANBE ) . HHH AWS RS B AP R4ETR
ATORRSE , AWS &B AREE#H AWS FEEKEE.

BREZER , F5H (AM BFERE) Bl AWS £E R,

AWS IEERFBE : AmazonAuroraDSQLFullAccess

& A LA AmazonAuroraDSQLFullAccess MimnEENAF. ANARE,

LR BEIR F XX Aurora DSQL #HITELEBIGEMNNIR, HEXLENRNEATUCE, WERFE
#1 Aurora DSQL &7 , 3EZXEERH . XEFAHTUEEFPRMAMBERIRE, XLEATLSH
ERHEFERBSINEHENER, XEFHETUEERINE Aurora DSQL £ IRE, XL EKEE
DEMAF (SEEER ) BMEEIIREE., XEEATEY Aurora DSQL EHMITEZ B NERE
£, BIERY., FLEURKEERZRONEREL, REDIE AWS KMS R |, XLENRRZFX AT EH
mENEFEETEBRRRARITERE, XEFTHETUEENIKS PEFRE CloudWatch BETIERR.
XL FHREFNEN dsql.amazonaws. com RFRIBRFHXAR , XRCIBERHFTLEN,

RERFMER

ZERBEBEU TR,

« dsql : EEAERFX Aurora DSQL BISEL 15 B IR,
« cloudwatch : B FFEFREIE S K M E Amazon CloudWatch B R,
- iam: BRFANERFZHEXBEHNE,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#customer-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
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« backup and restore: &FE3), FEIEFUEE Aurora DSQL B K% 140 M IE /B FI R,

o kms : BRFMENNIR , LEEQE, EFMSERINESST , BUEX BT Aurora DSQL E£&#MERH
EFBXEERZAN T ENR,

BT LATE IAM #24]& E# B AmazonAuroraDSQLFullAccess XB , 3} (AWS Managed Policy
Reference Guide) H# %] AmazonAuroraDSQLFullAccesso

AWS FEE R KM : AmazonAuroraDSQLReadOnlyAccess

& T LA AmazonAuroraDSQLReadOnlyAccess MitNREHAF, AMNAE,

X3S Aurora DSQL #1TIEERIA R, MAEXENROEAE LU HERHEFEXENEFNEE,
XEFARAUEFKH INZE| Aurora DSQL £&3MFRE, XEFHATUELENKFPREMNEERE
CloudWatch BY{E{A[HE%R.

MRIFEAMER

SRS TR,

 dsql : &F3Y Aurora DSQL HFFE&RHI RIEMNR,
 cloudwatch : BFRZREH#E CloudWatch IEHRBEUARINK ZFNWEBEBRITERKZZENNR

BT LATE IAM 24| & £ Bl AmazonAuroraDSQLReadOnlyAccess XK#E , #1E (AWS Managed
Policy Reference Guide) # 3k %I AmazonAuroraDSQLReadOnlyAccess,

AWS FEERXFBE : AmazonAuroraDSQLConsoleFullAccess

B AT LU AmazonAuroraDSQLConsoleFullAccess MiMMBIEH RS, AFRAG,

> #3&i3 AWS Management ConsoleXt Amazon Aurora DSQL # 1T £ BB iFR, HAXLENR
BT LAE R E A 0122, MIBRMES Aurora DSQL &8 | BREZSXEER, XEFETLUS
HEHHEEEXZSNERNES ., XEXZEALUEREK S PEMARRNIRS, XEF 4L
FOAF (SEEER ) BMEZEIBIEE, XEEMETLN Aurora DSQL £ HITEHIIER
BE, AERY. FLUREERZGMEREL, RIEDIE AWS KMS R , XLERRXFENAT
EHNFZENEFBTEBRFTHBITERE, XLEEHETTLM AWS Management Console/Z 31 AWS
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https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AmazonAuroraDSQLFullAccess.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AmazonAuroraDSQLReadOnlyAccess.html
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CloudShell, XEEHRUEENIKFPEFRE CloudWatch HEAIER. XL FHEFNRNR
dsql.amazonaws.com REOIEBRFHEXAE , X CIBEFHMLEN,

A LATE IAM #4& E3RZEl AmazonAuroraDSQLConsoleFullAccess KB , H1E (AWS
Managed Policy Reference Guide) Ak Z| AmazonAuroraDSQLConsoleFullAccess.

KR FAE R
ZERBIBEUTR,

« dsql : @3 AWS Management Console#® T} Aurora DSQL HATE RRNTLEENR.

 cloudwatch : & FHZF#tE CloudWatch IEREIEA RN K REINBEHRITEGRBZZEN R,

- tag: BFNR , LUREHFEBEN AWS XA T RAKF RS BHE.

« backup and restore: &FE3), FIEFMEE Aurora DSQL B K% 140 M IE /B B BR

« kms : BFMFENNR , MEZOE, EMFEEINEEHNT , RUEXN AT Aurora DSQL & MEMN
EFETERRRHANIHRNR,

 cloudshell : #&F/E31 AWS CloudShell k5 Aurora DSQL # 1T B IR,

« ec2 : BT EF Aurora DSQL EZEFTER Amazon VPC ifi 215 SR,

IBATLATE IAM 25| & £ Bl AmazonAuroraDSQLReadOnlyAccess KB , #1E (AWS Managed
Policy Reference Guide) ## %] AmazonAuroraDSQLReadOnlyAccess,

AWS IEE X KM : AuroraDSQLServiceRolePolicy
BT ENE AuroraDSQLServiceRolePolicy REEHIIIZE IAM £k, WEREHMMZERESHEXAR | ZAE
¥ Aurora DSQL 5[] K = &R o

BAILATE IAM 25| & EHR B AuroraDSQLServiceRolePolicy KB , #1E (AWS Managed Policy
Reference Guide) A # %] AuroraDSQLServiceRolePolicy,

Aurora DSQL Xt AWS £ E XN KN EFH

EERXBURSFRIRIRXEEWE , EATF Aurora DSQL B AWS REX KB EFMFHAE S
BXRUETEESRW BNRE |, HiTF Aurora DSQL XA L 12F R E LK RSS K.
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BEXEZER , BEZH
AmazonAuroraDSQLFu
lIAccess #fE A Aurora DSQL
FHRFSHEXHE,

BIFEBIT AWS PrivateLink
FE$ZE| Aurora DSQL SE& AT
EIEBKN VPC M RSB FRY
IhRE, Aurora DSQL AENE
TR -WimS , Bt , it
APl BB THARIE A AN S8
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Amazon Aurora DSQL A Y B IER I

TEHREEXERATHRERTF. MiZEXHPAHR , Amazon ﬁER?FéECﬁ AWS Cloudfy £ Bk
Hit g, ENFTEPNEECHEMEH ENNBENES, SEATEMERN NELBEMNE
BES, BXRBERMNESZEE , BSRAKERALE LR, ﬁ?@@\d‘l‘l?&ﬁﬁ#‘ﬂ’ﬂnﬁ , S
Security Blog E# Shared Responsibility Model and GDPR & X E,

HFHEERPFEHN , RIONEBUEER AWS IAM Identity Center 5 AWS Identity and Access
Management RRFEUEMBRERNIAF. X |, SMNAFPRREBETHIFRIMENNR. £&
WEBEA T AR BIE -

« NEBNKFERLZESHRIE (MFA) .
« £/ SSL/TLS & RIF#HTEE. RMNERMER TLS 1.2, BWEM TLS 1.3,
- A AWS CloudTrail iRE API MAFES BiEkidk. BEXEARRRBREINES , FSH
{User Guide) ## Working with trails.
- FERAMBERERUR AWS REFHMIERINZ £EH,
- FRASREEZLIRS ( HlI0 Amazon Macie ) , EEBIFAIFMRI F4TE Amazon S3 FEVBUR
Bz,

BARWEY /N ZEEHNHRBRER (MEFEFEbFibi ) RAREHEABAXAFER (0E
MFR ) P, XTEEAEEE. API, AWS CLI % AWS SDK &t BHEE AR, AT EHRNE
EHEHBAXEZRPHANEAHRERTELAT IR AS, MREEIAIBRS B[R
URL , BER{EBWETEHE URL REERILEE %ﬂéhlfl:ﬂl%ﬁ“%%ﬂ’ha?

&R

Amazon Aurora DSQL M T E R ESKRBHEN T EREE# RITHNEESANE#HEM &K, £
Aurora DSQL XA |, BB T RA RN EMEEZS MR N ZMEE P,

&5 o

RINBRT , REEE TEHPINZE, Aurora DSQL £/ TLS RiN% SQL & F % Aurora DSQL 2
BIHWTERE,

¥t AWS CLI, SDK =% API & iw5 Aurora DSQL i R Z B M M P BB T MZ ML S .

« Aurora DSQL AiNZEZRAPIBIRRME T HTTPS w=o
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https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/data-privacy-faq/
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-trails.html
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« R TRIF[E Aurora DSQL % HEY APl EREZEM | AP ARAXFABRBRAESE. HAH X509
IERHEFH AWS RFRIZARBEIIEARAS 4 ELHRE (Sigvd) 8. BXEZEE , H5H
(AWS — 2 E) HNZEMAE 4 LB HRE
- EAAWSCLIRAWS FATEGZ—[ AWS X HiER, XETELBHFEALEEEI AR
EM G EZA N BZBER,

BXEBAINE |, iS5 Aurora DSQL FHIESINZ,

BERM R ERF

Aurora DSQL EZ<i#h 5 T2 F 2 81 BA K Aurora DSQL 5F— AWS KB EE AWS &R 2 8 #Y iE
B ZERY,

HEENFLBEMEN AWS 2B BFHMEEERM

« —/NAWS Site-to-Site VPN E#2, BXEZEER |, BSR4 2 AWS Site-to-Site VPN ?
« AWS Direct Connect i£#2, BEXEZEER , BSR4 = AWS Direct Connect ?

£/ AWS KR API 2 4E& S M4 FREX Aurora DSQL BYiERINR, B RSAAZFHUTHER :

« BREREMMD (TLS ) o HMNERFEM TLS 1.2, BIWUEER TLS 1.3,

- BEERZLEEIRE (PFS) WHBEEHL |, #5120 DHE ( It Diffie-Hellman ) 5, ECDHE ( IS &4 &
£ Diffie-Hellman ) o XZHIMAKR RS (W Java7 RESRAR ) BXEFXLEER,

A Aurora DSQL E#ZBELE SSL/TLS iE$H

Aurora DSQL ERFIEEZEUERAREZ SN (TLS ) NF, BERUZSEE , BERHRELH
FUE1E Amazon BIEP MKW ( Amazon Root CA1) . MIEPALREREFZRERSE L, ATEMS
EZEMRERS LRITMZ R Amazon Root CA 1 IEBHEER , HIESEBERFHIRELEPHTRE
( MBIEHMFELE ) o

B PostgreSQL KA 17,

/A Important

XNTEFHRE  BIWEM verify-full SSL K , LBRESRIINEZZT 2, EXE
ERSH[IEPREHZEEMERTARINHESR | UARESHEENNERE SIS TE,
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https://docs.aws.amazon.com/general/latest/gr/signature-version-4.html
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https://docs.aws.amazon.com/directconnect/latest/UserGuide/Welcome.html
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RAriEmE

R UE T 2 R UE T

EASHIRERSH , 2L RET Amazon Root CA 1, ERIEIX— & , BALUIRBLUT S BIRE,

Linux ( RedHat/CentOS/Fedora )
HELWPBEITUTHT
trust list | grep "Amazon Root CA 1"
MRIEFELRE , FERUTHE :
label: Amazon Root CA 1

macOS

1. $TFF Spotlight #% ( Command + ZE#% )
2. # & Keychain Access

. ERGEHETERRER

4. P HIFRFPEHK Amazon Root CA 1

Windows

(® Note

BT psql Windows B FiwFE— N2 HEE , RtFERARERIES (sslrootcert=system)

AIBE2IREI AT 481% : SSL error: unregistered scheme,

ITIEEENER SSL BRI EHNERT .

MRIBERS P REE Amazon Root CA 1, HIRBLUUT S RIRE,

ZRIEH

A LASE FA M\ Windows 3

MRIBERS EARTNZLE Amazon Root CA 1iEH , MEEFFHLEIZIUEH , LMEE Aurora DSQL

EHEURSEE,

Linux iE &%

REBUTHSRE Linux R4 EZ% Amazon 1R CA if$,

SSL/TLS iE$
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1. TERRIES :

wget https://www.amazontrust.com/repository/AmazonRootCAl.pem

2. FHEHEFBESERE

sudo cp ./AmazonRootCAl.pem /etc/pki/ca-trust/source/anchors/

3. ¥ CA 521 % -

sudo update-ca-trust
4. WIFRE -

trust list | grep "Amazon Root CA 1"

macOS if &%

XUEFPEESBEAIEMN., Linux iFPEEWHERTF macOS,

1. FEARUES :
wget https://www.amazontrust.com/repository/AmazonRootCAl.pem

2. FHREHRINE REHALE

sudo security add-trusted-cert -d -r trustRoot -k /Library/Keychains/System.keychain
AmazonRootCAl.pem

3. Bir#&% :

security find-certificate -a -c "Amazon Root CA 1" -p /Library/Keychains/
System.keychain

£ SSL/TLS W iuF#t{TiE#

EEE SSL/TLS MEBLAEE Aurora DSQL EH BV Z2EZE 2R , BHAEBEUA T ERE M.

- BZR% PostgreSQL kA 17
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- EREYMEIUEET AWS CLI

« Aurora DSQL £EiERER

M Linux #1TiE R

1. ERFHRESHRIETHE

export PGPASSWORD=$(aws dsql generate-db-connect-admin-auth-token --region=your-
cluster-region --hostname your-cluster-endpoint)

2. ERRGUED (MREMRER ) HITEE

PGSSLROOTCERT=system \
PGSSLMODE=verify-full \

psql --dbname postgres \
--username admin \

--host your-cluster-endpoint

3. & , A THAVEBHITER

PGSSLROOTCERT=/full/path/to/root.pem \
PGSSLMODE=verify-full \

psql --dbname postgres \

--username admin \

--host your-cluster-endpoint

@ Note

B X PGSSLMODE & EMEZEE , 5 # PostgresQL 17 Database Connection Control
Functions XA # ssimode,

M macOS #1TiE#E

1. ERFARESFHRIETHE

export PGPASSWORD=$(aws dsql generate-db-connect-admin-auth-token --region=your-
cluster-region --hostname your-cluster-endpoint)
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https://www.postgresql.org/docs/current/libpq-connect.html
https://www.postgresql.org/docs/current/libpq-connect.html
https://www.postgresql.org/docs/current/libpq-connect.html#LIBPQ-CONNECT-SSLMODE
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2. ERRGUED (MREMREK ) HITEE .

PGSSLROOTCERT=system \
PGSSLMODE=verify-full \

psql --dbname postgres \
--username admin \

--host your-cluster-endpoint

3. HEF , THRIRIEBHFEESEN root.pem ( MBRAREILES )

PGSSLROOTCERT=/full/path/to/root.pem \
PGSSLMODE=verify-full \

psql —dbname postgres \

--username admin \

--host your_cluster_endpoint

4. 5 psql HAITERE -

PGSSLROOTCERT=/full/path/to/root.pem \
PGSSLMODE=verify-full \

psql —dbname postgres \

--username admin \

--host your_cluster_endpoint

M Windows 3#t 1TiE 3
FERTPRRE
1. ER S HRIETHE :

aws dsqgl generate-db-connect-admin-auth-token ~
--region=your-cluster-region "
--expires-in=3600 "
--hostname=your-cluster-endpoint

2. REFBIMEEE :

set "PGPASSWORD=token-from-above"

3. iR E SSL BE :
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set PGSSLROOTCERT=C:\full\path\to\root.pem
set PGSSLMODE=verify-full

4. EEIIBIERE

"C:\Program Files\PostgreSQL\17\bin\psql.exe" --dbname postgres *
--username admin #
--host your-cluster-endpoint

5/ PowerShell

1. ERFRESHRIETHE

$env:PGPASSWORD = (aws dsql generate-db-connect-admin-auth-token --region=your-
cluster-region --expires-in=3600 --hostname=your-cluster-endpoint)

2. IXE SSL Bi& :

$env:PGSSLROOTCERT="C:\full\path\to\root.pem'
$env:PGSSLMODE="verify-full"

3. EEIBIERE

"C:\Program Files\PostgreSQL\17\bin\psql.exe" --dbname postgres °
--username admin °
--host your-cluster-endpoint

S 3
Em/ﬁtl N

« PostgreSQL SSL X #%

« Amazon Trust Services

Amazon Aurora DSQL Ky E#E 1N %%

Amazon Aurora DSQL AIXFIE AP #SHIBH TN, N THEBEZSM | LLNBEEA AWS Key
Management Service ( AWS KMS ) . LhIhEER AR BBRBFEN S ROVBEAIBNERM, 8BS
mEBT

Lz = 201


https://www.postgresql.org/docs/current/libpq-ssl.html
https://www.amazontrust.com/repository/

Amazon Aurora DSQL AFiEmE
« BARPBRBBENZE A

- HENEFERNNBEAETENERNZEBRBENARRF

- BEHLENZEERFRPEE |, BHAN - RERERYT

< EBFALERR, TUSBIFERURERAMEER

£/ Aurora DSQL , AIAMHBFET= RN MBEAETENERNZLHRBENARERF. ATREIWTHR
B A0 A A M IME Aurora DSQL BIEEEEL E NZE LA R A EE MBEEA
£l

« Aurora DSQL HJ KMS Z4A3K R

+ Aurora DSQL FHIEES N

« & AWS KMS M#EZ4A 5 Aurora DSQL EE A

« BB AWS KMS key A F Aurora DSQL

« Aurora DSQL & ETX

- Y5#E Aurora DSQL 5 AWS KMS XX E

- BIEMERH Aurora DSQL £E&

« BB EH Aurora DSQL EF N H4

« f£/ Aurora DSQL #1TINHH EEEIMN

Aurora DSQL B9 KMS Z4A3EH

Aurora DSQL 5 AWS KMS &5 , AEBEFHNMEZHR. ETHEXTZRRBARSHNESZEES
B (AWS Key Management Service Developer Guide) ## AWS Key Management Service
concepts, BIEFEER , TUMET KMS ZAKE P TR BRI EFH TN

AWS B EH

BRIAINZER, Aurora DSQL HEZ4 , TOEWEENTEH., HEHRMMBEES , Amazon
Aurora DSQL £EHthEREHRLIE, EEEEURBINABRFAUFEASEENRES 0 HA
FE Aurora DSQL EifEBFAL B I B B BUHE S

ERETEERERHA

AT LAE AWS Ik a2, HENEERSA. &3 KMS ZHRHEET2EHIR. FUWELAWS
KMS % H.
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£/ AWS HAENZRARITHSNEFZTHR. BR , £AFFETEERRATFTIN AWS KMS
R, AXEZER , BHSH AWS KMS ENTRHE,

B LA RER R X LA B 2 B4R, BEXBHARBENESEER |, HS5H (AWS Key Management
Service Developer Guide) H#J Customer managed keys 1 AWS B Z4H,

(® Note
Aurora DSQL 8 NZ u[ £ AR H Aurora DSQL B AWS X R,

Aurora DSQL H Y& AN

Amazon Aurora £ 256 L &R INZIRAE ( AES-256 ) W EESBIEH TN, X NZRTheeEBT
RIFBOBIE |, RPN EEREHEHITRERNIGR, AWS KMS EBEERFNMEZR, EaLUE
FABIAAWS HAMNZRE , I LUERFEREECH AWS KMS EFEE R, BETHAEXN Aurora
DSQL £EFEENEEZRHANEZEL , BSHCIEMER Aurora DSQL R MB R EFT Aurora
DSQL £&ENEH.

FB
« AWS HEHN A
- BEFRFREZRH

AWS B #Z4A

BIAMER T , Aurora DSQL £ AWS HEMNBANFIEERHTNE, XEFATRREER , 38
BEREGE  URFENKFRR, SLFEEE, BE., FARFITXLERY , R TEXBEAERR
REFBITE. BXx AWS HENZH WEZEE , 58 (AWS Key Management Service ¥ & A R 1§
) HH AWS BEN R,

EFREES

BRI LAE AWS Ik A, HENEEREEFEXEERF, EX£BHIXE KMS #4] , 31EH
KEE, MEME, HREMBE, EXEENRNEZER , 5 (AWS Key Management Service
Developer Guide) HHJ Customer managed keys,

HEEEREF AT ERRRANRBITERRMEN , Aurora DSQL A ZBANER R EME XEHK
BHATINE. A THLEBRERNMEF ERFTRNR , Aurora DSQL FE RGN MBEZR, MRE
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https://aws.amazon.com/kms/pricing/
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#customer-cmk
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ZRAEFEEEERRE. ITNHBRZFAREEGRFBRSHRNRNRE | MWEBHNWNFRSEERR
KMS_KEY_INACCESSIBLE., 3 Aurora DSQL FTxiFRZ4AR , AR TEEESIER | SHENMNZIR
ABEUQHN KMS_KEY_INACCESSIBLE , MRS ST E1H R EBHUE.

WFZXEER , TR ATUEMREBES N XEN AWS KMS R4 , MBI XEERSEHAECH
EBRMBZRZA, MR Aurora DSQL LA FRIZXIGERPENNSEHNMBRA , NiZWHEE
BHVIRASFE N KMS_KEY_INACCESSIBLE , MA A FiEMMEARE, HENSEEHMETEEZ
1T

® Note

MR Aurora DSQL EXBREFHEEERZ | NMEFNBZRSFER
KMS_KEY_INACCESSIBLE, X RZEAFGRINRE , BRFFHE 15 28N BN EIERE
e BXEZER , BSHERRE.

NFZXEER , MRENEEXZRHRNE , WEFHERNBERTHRALELRNE
AT ZDHIE,

& AWS KMS M#IEZ4A 5 Aurora DSQL £&5
Aurora DSQL BB INEERE A AWS KMS key I BiE 248 19 B )X 45 ¥ SRR I SE BF BURE

BIIRTE Aurora DSQL AAEREE R 2 81 A H EMNBZR R IT R, MRBETE Aurora DSQL F1FEEUR
FYZHE , BEREITNPEREFFBHNR, &, ERUTUREFRARBERRNZRIE K BRER
BENE AP Z R,

FB

« & AWS KMS key5 Aurora DSQL &&

- GEBZAS Aurora DSQL £&EH

£ AWS KMS key5 Aurora DSQL &&

BAMEZEMEA AWS KMS keyfR# Aurora DSQL &8 . BRIANERT , Aurora DSQL £/ AWS B
=40 |, BME Aurora DSQL BRE K RAIEHEENZHESMBEZH, B2 , BALER AWS Ik
WEFEEEBRRFAX Aurora DSQL EFH TN, EAUANENEFHEETREN KMS 24 , B
EERSEZXHRE.
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A E R EHEMERA NERIERE KMS B, BB U T HBER EREEFN KMS 24
£ Aurora DSQL #2#| &S EMA UpdateCluster &, tIRBHANIRTZEFINIFEKERSR

=
==N

/A Important
Aurora DSQL X EZEXF KMS 41, TEREMFEAIEXNFR KMS Z4AK 0% Aurora DSQL 58,

EFEBTERRRARMUATRES,
- BULGIENERE KMS 24 , B REZARKEMN IAM REESRIZHX KMS BHMER. BTG
RMER KMS %4, BRANEABBARK , IR KMS BHAT BT R KMS B4,

- BULEAEES ANZAMBNESEERZY  AECHANEENAENFAERTNESEE

o BRALUBEEKZE AWS CloudTrail BEH 3 AWS KMS #9 Aurora DSQL API B ¥ % it Aurora
DSQL & nZEMER,

B2 , AWS HENZEHARRREN , AEAT 21T A AWS KMS RIRHFREH . FFEBTEERERHA
SEHNESRXAPIARAFERA  AENTIHREHAESR AWS KMS B,

SERZ4E Aurora DSQL &4 EH

Aurora DSQL X EB A AWS KMS keyS RN EFHERHNZ — M NE—NRIEZH  HEHEZH,
ZEBRZRERAMERE ., Aurora DSQL AL E B 240K AP B T B E S LR PR N2 %5
4, Aurora DSQL REHANEBNEEESWERM —MWBIENREZ , B/ EHUE nEZHEEMN
B MZRZARY

NTBBRERZ |, Aurora DSQL 2EE BRI R MMBR LR @ AWS KMS RiETER. NRGEHT
A, Aurora DSQL S EHRIEX KMS ZARE R GEANIR , BIEERERW M RIS MR Mk,

Aurora DSQL # AWS KMS A S F i MEASHZASHENERNR. ©EBSRIMNERE (AES)
NEM 256 U NEZZRARFAABER. RAE , EFENZZARNEZRE  AECNTREFEAT
A $ S E

WMRIEERERR KMS 4R |, Aurora DSQL 2ER#FH KMS ZHEFRMBRNEEHEH,
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7T E R T B Aurora DSQL 24EAA AWS KMS , Aurora DSQL 43Xt &M A 77 (80 XEF =
ARBFEANEP, R Aurora DSQL ELATFRENRS 15 2HERENEBFERHZANBER , €2
[ AWS KMS RIEFMBERRBEETRZH. LARANBRELXBERBEERZHZEX AWS KMS
3 AWS Identity and Access Management ( IAM ) 1 AWS KMS key# 1 &) 5% B& Fff i B9 £ AT 58 2K

EUF AWS KMS key A F Aurora DSQL

MREBEREKFHPHNEF B ETEE R Z4ARMRI Aurora DSQL E8 |, MIZZ4ARI KB X6 Aurora
DSQL #FRREMERZFHANNR,

BA UL EZHAXEFBTEERZRAMKE, Aurora DSQL TEF /N EZA , ENATEHBRIA AWS
HENZARRIIE AWS Ik~ 9 Aurora DSQL &,

P EEEHN T RS

MBEREFHETEBERZAFRRI Aurora DSQL £ 8T , Aurora DSQL EZMHMNHINER , LERER
FR IR0 AR AWS KMS keyo ZEM (IR RAE ) BHxT Aurora DSQL FFEH AWS KMS
key#IEN PR, B AEFRARER IAM KL P IR HIXLERER,

Aurora DSQL NEFEEXEEABATOVEEEZUTR :

* kms:Encrypt

* kms:Decrypt

« kms:ReEncrypt* ( @A T kms:ReEncryptFrom ] kms:ReEncryptTo )
* kms:GenerateDataKey

* kms:DescribeKey

g, BUF RO AREEUREFERNR, ZREERUTHR

« 3X3#% Aurora DSQL ENZFREFEHR AWS KMS key , B HEREMKF RERER Aurora DSQL
WEARTERT ML, NRERBEDDIEENEMETNER Aurora DSQL , BAN ALK , Bl
AR B Aurora DSQL RSt 2k,

« kms:ViaService £# AN Aurora DSQL RERREEBAPFIHIEAE L HBERE , F XK
MR, XEFHETEEEEEAXLRE,

« @ AWS KMS keyEE R ( IR A db-team BEWAF ) &RFX AWS KMS keyky R 1515 [E] £ PR

X KMS %47 206



Amazon Aurora DSQL AriEE

HEAROIBRARZH , BRROIZEAZERN AWS IKF PHRKEREFE A

"Sid": "Enable dsql IAM User Permissions",
"Effect": "Allow",
"Principal": {
"Service": "dsql.amazonaws.com"
},
"Action": [
"kms:Decrypt",
"kms:GenerateDataKey",
"kms:Encrypt",
"kms:ReEncryptFrom",
"kms:ReEncryptTo"
1,
"Resource": "*",
"Condition": {
"StringlLike": {
"kms:EncryptionContext:aws:dsql:ClusterId": "w4abucpbwuxx",
"aws:SourceArn": "arn:aws:dsql:us-east-2:111122223333:cluster/whabucpbwuxx"

"Sid": "Enable dsql IAM User Describe Permissions",
"Effect": "Allow",
"Principal": {

"Service": "dsql.amazonaws.com"
b
"Action": "kms:DescribeKey",
"Resource": "*",

"Condition": {
"StringlLike": {
"aws:SourceArn": "arn:aws:dsql:us-east-2:111122223333:cluster/whabucpbwuxx"

Aurora DSQL & T XX

MZEETY BR—ETEEZENBZHFENREXN, EBERBPIEME LT XAMBHIER , AWS KMS
AitnZ 5 % £ T ERMBNEIE, EMEHIE | SX4004E AMHBMINE £ T3
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Aurora DSQL 7E7fE AWS KMS INZRERFEAMEBHNME LT, IREFRAEFBEEEERER
£AKARY Aurora DSQL &8 , NIAIEAMNE L TXEFIHIRM AEPEE AWS KMS keyWI fEATE
e BHUMBANKERERERAES , fl0 AWS CloudTrail FEYARL BE,

% £ T 30A T BETE SR RE 3t 1T RIS
£ AWS KMS & HE9iERS | Aurora DSQL A EBHZR4A/EXNHMBE LT :

"encryptionContext": {
"aws:dsql:ClusterId": "wi4abucpbwuxx"

}I

ZEAMEXFRIR Aurora DSQL EMFWERE, B2 aws:dsql:ClusterId. EREHFHNIFREF,
¥ #2 Aurora DSQL 5 AWS KMS IR E

MREEEAEF BEEBEHRARMSAYI Aurora DSQL EE |, N ATLAEEA AWS CloudTrail B &R R ER
Aurora DSQL X ERE&KIEZE| AWS KMS BIER,

BFLUTET , T# Aurora DSQL M{AIfERA AWS KMS #/E GenerateDataKey #l Decrypt,

GenerateDataKey

LI ERF S ABRASMER |, Aurora DSQL 282 — /Nl —WERE ., ©M AWS KMS &ix
GenerateDataKey &K , AMERNEFIEE AWS KMS key,

iE% GenerateDataKey REMNEHEUT RHOISHEKLL, XA/ R Aurora DSQL BRSIKF . S8
‘D& AWS KMS key#Y Amazon RIREBH (ARN ) . FE 256 U R AR B AT UK ARR S/ N
7 LT

"eventVersion": "1.11",
"userIdentity": {
"type": "AWSService",

"invokedBy": "dsql.amazonaws.com"
.
"eventTime": "2025-05-16T18:41:247",
"eventSource": "kms.amazonaws.com",
"eventName": "GenerateDataKey",
"awsRegion": "us-east-1",
"sourceIPAddress": "dsql.amazonaws.com",
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"userAgent": "dsql.amazonaws.com",
"requestParameters": {

"encryptionContext": {

"aws:dsql:ClusterId": "w&4abucpbwuxx"

},

"keySpec": "AES_256",

"keyId": "arn:aws:kms:us-east-1:982127530226:key/8b60dd9f-2ff8-4b1f-8a9c-

bf570cbfdb5e"

},
"responseElements": null,
"requestID": "2da2dc32-d3f4-4d6c-8a4l-aff27cd9a733",
"eventID": "426df@a6-ba56-3244-9337-438411f826F4",
"readOnly": true,
"resources": [

{
"accountId": "AWS Internal",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-east-1:982127530226:key/8b60dd9f-2ff8-4b1f-8a9c-
bf570cbfdb5e"
}

1,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",

"sharedEventID": "f88e@dd8-6057-4ce@-b77d-800448426d4e",
"vpcEndpointId": "AWS Internal",

"vpcEndpointAccountId": "vpce-la2b3c4d5e6fla2b3"”,
"eventCategory": "Management"

Decrypt

MR R HNZRHY Aurora DSQL £ 88t |, Aurora DSQL EEMBRER R , WECTURRE R ERF
NFETHEHZR, RE , cHBBEEPNEIE. W THRZEHEZH |, Aurora DSQL [@ AWS KMS %
35 Decrypt B3R , MERNEKRIETE AWS KMS keyo

2% Decrypt BIENEHSUT RAIBHEL., AP REN AWS K- R IEFEHREFN TS, S8
BIEMBZRNERZA (ERMBXF blob ) UARFRMREFEHNIMNZR LT, AWS KMS MINBE X FH 18
H AWS KMS key#3 1D,

"eventVersion": "1.05",
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"userIdentity": {
"type": "AWSService",

"invokedBy": "dsql.amazonaws.com"
I
"eventTime": "2018-02-14T16:42:397",
"eventSource": "kms.amazonaws.com",
"eventName": "Decrypt",
"awsRegion": "us-east-1",
"sourceIPAddress": "dsql.amazonaws.com",
"userAgent": "dsql.amazonaws.com",

"requestParameters": {
"keyId": "arn:aws:kms:us-
east-1:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab",
"encryptionContext": {
"aws:dsql:ClusterId": "wi4abucpbwuxx"
I
"encryptionAlgorithm": "SYMMETRIC_DEFAULT"
I
"responseElements": null,
"requestID": "1llcab293-11a6-11e8-8386-13160d3e5db5",
"eventID": "b7d16574-e887-4b5b-a@64-bf92f8ec9ad3”,
"readOnly": true,
"resources": [
{
"ARN": "arn:aws:kms:us-
east-1:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab",
"accountId": "AWS Internal",
"type": "AWS::KMS::Key"
}
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"sharedEventID": "d99f2dc5-b576-45b6-aald-3a3822edbeeb",
"vpcEndpointId": "AWS Internal",
"vpcEndpointAccountId": "vpce-la2b3c4d5e6fla2b3",
"eventCategory": '"Management"

542 AWS KMS
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BIZEINZZ/ Aurora DSQL £

FiE Aurora DSQL EEHEBIME ., MINMERT , SHERFEA AWS HENER , BHANEE
HEX AWS KMS %40, REBLLT S BM AWS Management Consoles} AWS CLI Bl &8,

Console
#£ AWS Management Console 8| 2 il 23 £ &%

1. B AWS EEEFI A HITIF Aurora DSQL #H& , BHER hitps://console.aws.amazon.com/
dsqlle

2. EERFHEENNSMERSD , EEREH.

3. EBRALANCERER K AREREXH,

4, HEEBFMEBRED , EFEUATETZ—,

- ERRNRE , TEXINFAZAEAERA AWS BENZAFITINE,

- BEHENNFRE (SR ) WEEBENL KMS B, RfF , BRIAHA KMS H4AH ID
HHlB. HE , LFOE AWS KMS BAUEE AWS KMS 24l & F el ZHH4A.

EROEER.

o

EWAERNNZRLR EFSMIEETE , HEREREN D LEEEHTMAEE, EFEHR
BT+ , £8 KMS ZRBESX A AWS HENZANER T R Aurora DSQL RIAZ4H |, =
NFHEMMBRLRME RZ4 D,

(® Note

MRFERFENEELECHZY , BHFREYMWIRE KMS KK, BXxRHINES
{E8 , FZ ¥ the section called “BFIEER4AN R4 TR,

CLI
BIZFERABIA AWS HENZAMBHNEE
FRAL T4 02 Aurora DSQL £,

aws dsql create-cluster
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MU TINBERERAT , MABRT , fFEOMBRENEA , IAMBELE N AWS BENE
Ho B , ZEFFCEM Aurora DSQL FRSFIKF PHIRRIA AWS AN ZARITINE.

"encryptionDetails": {
"encryptionType" : "AWS_OWNED_KMS_KEY",
"encryptionStatus" : "ENABLED"

}

NEREAEF BT ERRRAMENER

- ERL TS IE Aurora DSQL 55 , FEFAGBXANEN ID BN EF BT EEHERH
M 1D,

aws dsql create-cluster \
--kms-encryption-key d41d8cd98f00b204e9800998ect8427¢e

WMELTMBRFMERFAR , MABERT , EHNMEBRSNER , MBEREANEFEETEEE KMS
2. ERUECSERENERARITNE,

"encryptionDetails": {
"encryptionType" : "CUSTOMER_MANAGED_KMS_KEY",
"kmsKeyArn" : "arn:aws:kms:us-east-1:111122223333:key/
d41d8cd98f00b204e9800998ect8427e",
"encryptionStatus" : "ENABLED"
}

BREREHT Aurora DSQL E &R 4R

A LA A AWS Management ConsoleZ, AWS CLI £ Amazon Aurora DSQL FEF RBMRINEGERF L
HINZRHH. MEEBRBAMTEIRT |, Aurora DSQL FFERAZRIAN AWS HENRH. BRBUT
SBM Aurora DSQL 4| A = AWS CLI EFIEEEHNMER,

Console
£ AWS Management Console {58 ¥ % BR i 2% 248

1. B35 AWS BEEF A H T Aurora DSQL ##l& , Mty https://console.aws.amazon.com/
dsql/s

BRBEFHRH 212


https://console.aws.amazon.com/dsql/
https://console.aws.amazon.com/dsql/

Amazon Aurora DSQL AFiEmE
2. HEEHAEMNNSMERS , EEEH.
3. MIIRNEF , ERHAEREENNEEINNHNIT,
4. EEREERE  REEFRER.
5. HEREMBRED , EHREUTIERIZ —RIEBENNERE.

- MREMNBENEZRARE AWS HANZRH , FECHERBEXMBFRE (S5 ) &I,
FRARINRE , HERA AWS AENEARBRNE SRR,

« MRBEMN-TBEEX KMS ZHIREIZ —PMBEX KMS B , SEM AWS R ZEA ]
WE| KMS Z4 , BERBEENMBRE (BR ) &0 (MRERIERE ). Rig , BRH&
BRIEEEANEHAD D HAE, HE , EFE AWS KMS Z4A LUETE AWS KMS 2§ &
helE# BN

6. EEERRF.

CLlI
LTRBIERT WA AWS CLI REFTINZ YL
ERARRIN AWS RBENBAER MZAY LR

aws dsql update-cluster \
--identifier aiabtx6icfp6d53snkhseduiqq \
--kms-encryption-key "AWS_OWNED_KMS_KEY"

EEHEAM EncryptionStatus iREJN ENABLED , M EncryptionType #
AWS_OWNED_KMS_KEY,

"encryptionDetails": {
"encryptionType" : "AWS_OWNED_KMS_KEY",
"encryptionStatus" : "ENABLED"

}

DI , WEREMER Aurora DSQL BRSSIKF PRI AWS BRI BRARITINE

£ Aurora DSQL R fEAEFE T EBHRPBENMENEE
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EXRMENER , WTFHIFR

aws dsql update-cluster \
--identifier aiabtx6icfp6d53snkhseduiqq \

--kms-encryption-key arn:aws:kms:us-east-1:123456789012:key/abcd1234-abcd-1234-3123-
abl234alb234

SEHERM EncryptionStatus ¥ 7 UPDATING , M EncryptionType 7

CUSTOMER_MANAGED_KMS_KEY., Aurora DSQL ERBE FEAEENZARE , BRASHHERA
ENABLED

"encryptionDetails": {

"encryptionType" : "CUSTOMER_MANAGED_KMS_KEY",
"kmsKeyArn" : "arn:aws:us-east-1l:kms:key/abcdl234-abcd-1234-al123-ab1234al1b234",
"encryptionStatus" : "ENABLED"
}
@ Note

MEZERBENEELBCHES , FHARELHMIZE KMS AKX, BXTROIFNESE
B , i3 the section called “B £ E R 4A N R4A KR,

£ Aurora DSQL #{TINZRRESZEIN
« Aurora DSQL NMAFEEHEBRASRBEHITNE ., BFEZRAINE , R INZRER PR F LI
B,

« AWS Backup &G UARNXEZ B PERNEAEFFHTINEG . LA LIE AWS Backup H{E
B AWS HENZASREF B EBHRAMBRZ 0 HIE.

« Aurora DSQL BB AU THEBRIIRA :
o EBBABIE : Aurora DSQL NEFAEFZMEN R EWMMESRSHIEHRITINE
o ZHHPEIE : Aurora DSQL RIANBER TEALREZE MM ( TLS ) XA EEH1TINE
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- HEHR|MMNETEAN , BRNBNERERAEBALTEARS , ERERRIETH. AWS Z6EH
MZAMBHREzE , FECARBEBEARBERE, HEHFHMN encryptionStatus 73 ENABLED
HELBIFHNEFEEEERZHAMN kmsKeyArn B , ZEEMEHR T

- HEZEREFBTERMRATME Aurora DSQL R EHZARI TG RINRET |, SES# A IDLE
RS

« AWS Management Console®l Amazon Aurora DSQL API 33 & X B F B R EIMNARIE :
- AWS BIEZGHA  ERFHAT , YEAZFFEXEEHRZAN , BFER KMS ; HEMA AWS
BREHR |, £RFE 2 DEFAULT,

« API : Amazon Aurora DSQL API £/ CUSTOMER_MANAGED_KMS_KEY REREFBXEEBHRK
59, A AWS_OWNED_KMS_KEY 3RER AWS HEHI B4,

- MRFBECIBREFHRARIEEMER |, Aurora DSQL £ B3 EA AWS BN EAMBHE.

o BULABERTIE AWS AN ZFAMNEF BT EBHEFH 2R, F£H AWS Management
Console, AWS CLI 5 Amazon Aurora DSQL API # 1Tt B i,

Aurora DSQL Y B4 M50 &1

AWS Identity and Access Management ( IAM ) 2 —I1 AWS BRSS , ATLAEBIEE R T4 iR HIxXy
AWS #IRIEE,. IAM EE ARG EAIBETHARIE (BF ) HREEN (EENR ) *kEA
Aurora DSQL ®#if. IAM R —IELEF/NATAENAIERAN AWS RS,

IE

R

« B

- ERSHHITEHRIUE

- EARKEERH

 Amazon Aurora DSQL 1A 5 IAM i E T4

« Amazon Aurora DSQL HWE T & 17 1 K BE =1

X Amazon Aurora DSQL & 13 F7 5] £X R (8] Bt 17 B R B RR

X

{# /8 AWS Identity and Access Management ( IAM ) 975 = F & 7] LA#E Aurora DSQL F#UTHI T4M
o
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RSP - MREFER Aurora DSQL BRERHFITIE , MEE R N ERUEFAENEIENNR, 4
I&EFE % Aurora DSQL HRESRSTER TIERT , B AEEEFANNIR, TR NMAIE IR E R BRAEBD
FHREOEERAFERBIEWRR, MRETETR Aurora DSQL HEYThEE , ESRI Amazon Aurora
DSQL 5 2 #0177 #X BR 8] B 17 R PE HEBR o

REEER : MREELTME Aurora DSQL BIR , MEATEEE R Aurora DSQL HY5E 215 R PR,
BAERIERELEN RS AP A5 R BLE Aurora DSQL THEEMEIR. AE , B9 0 IAM BERERE
RUFEXRBRESAFPONE, EEFZRELINERUTH IAMBNERES, ETHEEXEATRNME
IAM & Aurora DSQL £&FERAMNEZEER |, 5 H Amazon Aurora DSQL I 5 IAM tHh[E T4E.

IAM BER : MREBZ IAMBEER , BAEFLE THREXRNMNEERIELEEX Aurora DSQL M1k
BN RAFAEE ., EBEFEHAE IAM R{EHM Aurora DSQL E T I KRG , 5 Amazon
Aurora DSQL WE T B 1 K BE =B,

£ & 02 1T & IR AIE

BSRBIIREER M EIEESE AWS WA E, BATHER AWS IKFBRAF. IAM APEHETRA
IAM & &3 T 5 HRIE ( ZFE AWS ),

B EABRY & HRRENFIERE 5B FKE AWS, AWS IAM Identity Center ( |IAM Identity
Center ) A, ZBANFAINERBZHHRIELAKRERN Google = Facebook EiF # 2Bk & & 10 H R~ A1,
LHBUBKEEMERN , FHNEEAUGER IAM AR RET FHBKERII. HEEARESSHRIE
A AWS Bt , BRRERZERAAE,

RIBEWAFER | EALAE S AWS Management Console 2 AWS iFRIITF, BXxEFKE AWS 8
EZEER |, B55H (AWS &3 User Guide) AHY How to sign in to your AWS K

MRELURES N GR AWS |, I AWS FRESRHFLATES (SDK ) MasHITHE (CLI) |, LERE
RENEIEUAMZERREBENER, MREFER AWS TE | MIXMBTHERESE, BXFEAKE
ENFEZETESBERNESER , 520 (AM AFER) FHATEE APl IBRH AWS ZE IR
& 4,

TeFERAAMSMRIESE , SRURFERHEEMELZEER. 0, AWS BUEFEAZES 4K
if (MFA) REEKFHNLZEME, ETHREZELR , 5550 (AWS IAM Identity Center I #8E) &
MZESHRIEM (IAM BFERE) F1 IAM 78 AWS ZE5HKIE,

AWS Ik F 1R B

L2 AWS K/t , RYEANR —INIKSFAAE AWS RSNRFRAE T2 RNENERS
7. WEHBFN AWS IKFRAF |, ERAECIZRKS AT AN E FIR it MBRBER , BREZS
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https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_sigv.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_sigv.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/enable-mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa.html

Amazon Aurora DSQL AriEE

B, BIAUBWUEFTEFRABRAFPKITEAERES. RIPFRAFEIL , AFERAXEEIERVITNRAF, T
DHITHES . BXERELUBRAFPSHEINESHNERIIRK | H55H IAM AFEEFRNEEZRA
PEIENES

RE 5140

FERBEXER , ERAXRRAFS (2RFEEEAGRANRNARS ) S8EARS S HRIENS B RHARE
Fr, SAMEAIGEHEUER TG R AWS BRSS

BRESHERXELLAFBEFR., Web SMRMER. AWS Directory Service, Identity Center B &#
AP, REAERES 5 HREMNZIERGE AWS REWAF . HBKE501HE AWS KPR, b
ARG , mAGRMIGHEIE,

EEHMERFRIMNER , BIUEFER AWS IAM Identity Center. T LATE IAM Identity Center F1 612
FRA , waUEEH RS IS SN ERRFHN—HAFMNALEAE AWS KFMNAREFRER.
A< IAM Identity Center {58 , i5Z 9 AWS IAM Identity Center A P8R HI 1A 2 IAM Identity
Center ?

IAM AP a4

IAM AP = AWS IKF RN ENMNA RSN ARFEERENRN — NGB, ETENERT , RIMNEI
FAEEREE , MASAEEEKBEE (NEEMAHEER ) W IAM AR, B2 , IREE &4
ENFEAZSEERHEIEUR IAM AF |, BUERBRITRZEH,. BXEZER, %ésl‘ﬂ {IAM B F
B PN TEERHEMNAS  NEZENEHRIHRHH.

IAM AR —NMEE—H IAM AP BB, BTeEFEREANEHESR, BUUFERAR—XIERZAN
AFREENRR. MREXEAF , FREATUERMERRFNR, flin , BaEEE—1NER
IAMAdmins B4 , HRZEARFNRUEE IAM &R,

RAPREAGTE. AFrE—#5ENMARSNARFXEK K MACEELFTECHEANARA. AFE
BARANKHELE L MACRHAKNTIE. BETHRESER , H5H (AM AFERE) F/ IAM A7
OREIEESHS

IAM B

IAM B2 AWS IKFHEERERRHIEFH. BXRLUT IAM AF , BEREARTXKEK, EE AWS
Management ConsoleFI@Af XA IAM & , AIUMNAFY#RE IAM 6 ( #H & ) . BaLEA

AWS CLI 5t AWS AP| R#ERFERABEXMIULURABE, BEXERACNFENESZER , H5H
C(AM AFEER) FRRABEN EZE,

BHIGREIEN IAM BRELATERLITERER :
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/gs-identities-iam-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/gs-identities-iam-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage-assume.html
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- REAFR  EAKEFHRIENE , FUEAGHNABGENNIR, HREGHHTEHR
iER , ZEAFSAREXKABERTHLACGENWNIR, BXATHREEHRIINACKHE
B, iEZH (AM AFER) PNHNE=FSHEEEUEAE (KESHRIL) . MREFEH
IAM Identity Center , I EEEENRE. N EHENEHREHRTEHLRIEFTIHFRINAZSE , IAM
Identity Center X RES IAM VA EHEXEK, EXNBEENER , ESH (AWS IAM Identity
Center A #EF) PHINRE,

« ImEt IAM BPRER - IAM AR ARA IAM AFSAS , LERREHXNBEESHTENR,

- BIKFFE : £ LERA IAM AU ATFFEK/SFHNENA ( AEEHE ) HRERN K PRy E
Ro AERBRFEKFHREMNENEESR. B2 , W TEL AWS RS , B SUT RS E M i E
BR(MTAREAAREIRE )., ETHATEKFHENAGHNETRRNRBZENES |, &
SR IAM BFREETH IAM R EK PR RER

- BRSERE & AWS REEAEM AWS RSP, fl , SBERNRSHHITEAN ,
ZRFBEE ST Amazon EC2 Hiz1T R AR FHIE Simple Storage Service ( Amazon S3 ) 17 f&
WR, RFARLKEARBAANEIANNR, FARSAGSEARSHEXABGKRNITILESE,

- BRGEALE (FAS)  HEEMH IAM AFRAGBE AWS RRITIREN , ZFEARNEE, £
ARLERSH , BAEBT—MRE  ARRBREEHMGRSPEHE —MNEE, FAS ERAE
A AWS IRSHR , £E5FERN AWS RF , BT HERSAEHER. REERSKEEES
Hith AWS REHEBRRETRETERWERRN , T2KH FAS HR, EXHERT , BLMER
PATXFHUURENNR, BXx%H FAS ERNNERRIEE , ESREXTRLE,

- RFAE - RSACGRRSAREELWIK, PRTRIEM S R IAM A€, 1AM EE G A E
IAM R8I, ERFRRES AR, BXESEL , BES5H (AM AFER) FH6IED AWS iR
SERNBRHNAE,

« BREHEXAE  REHEXACRE AWS RS KB —MES A, RETUARARKRERNITER
AR, BRSEXACERELN AWS K/ 1, FHRZBRSHE. IAM EERTUERET
REmIEIRSS XA BHNR,

« £ Amazon EC2 L E{TH N ARER : BAILUMEA IAM ABEEE EC2 k4l L=1TH & H AWS CLI
= AWS API BRI B ARF G EIE. XL THE EC2 SRflh T RIZEH. BN AWS A&
DELE EC2 EPIHFEEINZEFWFIERARFE TR |, &0 602 — /N 2SS 618 S B ELE X
., ROEEXHIEAR , HFE EC2 R LETHWEFEBRE RN ZIE. BXEZER , H5
5 <IAM AR FRER IAM AfE7E Amazon EC2 36| EiEZ1TH N AR FE TR,

fE AR EE TR

1807 0 2 SR R ALY ANE AWS B TBHR , BURE AWS HETEF, REEZE AWS FRINR ; 5
SOWAREREKEN , REEXLENWRR, £X4 A/, BAFIARLE ) RHEHBERKR , AWS
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
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X LR, REPHINRBERATERELER, KSHEME AWS HEFM#H JSON X
B, BHX JSON KRB XHENEHNNENESZER , 38 IAM AFEEHH JSON FREEIK.

EIE R A LAER AWS JSON REERIEEW ARG AT ARR, B , B EET X LT IFRR
1THRE | UREALAFHTNIT.

MIANBERT , APFMARXENR, ERTFRAPNAERFITRENNE , IAWM EER TSI
IAM K, EERABRRUAMAGRTNMJIAM K , BFAIRKASE,

IAM SREEE IRENNR , TXFEFERAMI G EZHITRE. 0, RIREF—N AW iam: GetRole
BRENKK, EEZFERNAF UM AWS Management Console, AWS CLI 2 AWS API 3REXE &
1%’%‘0

ET BRI RS

ETEHNRBETMMESZH (N IAM AP, AFASAER ) B9 JSON FRREE A, XLREE
BERHAFNASEMAMEA T BLERFRITHLERE, BETHNMGEZETSHNRE , SR
(IAM FiFiEmE) FNERATIEERBEN BEXL IAM R,

ETHORNRBEAS —SFRNABRRBEHIEERXRKE, ARRBEERAZ MRS, AAEH,
RERBE LM NE AWS IKF S ANAF. AFAEMNIRIRE, HEXRKIE AWS £ER
RENMEFEERE, BT BOAEEERBNARERE 2 RZITER , BSH (AM AFER) F
MERERBENRER 2 RHITER,

BT HRA R

ETHRAVREEZ M NE R IR JSON KB, ETHRNRENRESHE IAM BEEEREN
Amazon S3 FEREKE, EXHETARNKBHNRS T , RSEEATUERCIREFHNBFER
FREVEE . XN THEERM IR FIR |, REEE IS E A A SN 2R R T LR AR E M+ LARMN
THIT. BXTEETRFENRBFEEE . THETUAIEKF, B, A6, BREAFH AWS R
%o

ETHRVREREN T ZRSFHNKEKE, ETREETHRNREHERARE IAM B AWS £E
R

HREH SR (ACL )

mEEFISIR (ACL ) EHIBLEEAE (KFARA, AFRAE ) ARGARKR. ACL EETHIRAEK
BEREL , REEAFEEA JSON R,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#access_policies-json
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
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Amazon S3, AWS WAF #l Amazon VPC 2X%#F ACL MRS R~"Hl. ETHAEX ACLMNESEE | 18
2% (Amazon Simple Storage Service FF R AR IEE) FHITIFIZHIZIER (ACL ) BiM.

HREgRE

AWS ZEFNN, TAERRRKERE, XERKRBALIREE R ARG ER THHRAN
PR,

- RRLA : NRLAAR-IERBE, AT REETHSORERBALN IAM X4 (1AM BF A
&) BFHNRANR, BANXERENRILR. SEEZRNREXECET HHHRBERENRIL R
MIRX%&E, # Principal FEEAFRAGHETRARNRBEAZINRD A RS, F-TREFHE
ANELFEZ AT, ARANRLANESEE , FSHIAM BFERFH 1AM EEARERD .

- RSB 1EHIZERE (SCP ) — SCP 2 JSON KB |, #8E THLRHHALH T ( OU ) £ AWS Organizations
FE R AR, AWS Organizations FRF AT DA FMEFEREHNDWLIBEHZN AWS KF K
F. MREALABRA TAERL , WARNEERE K B A RS EHZKEE (SCP ) . SCP R
TR AMKFPEE (SEENAWS KFIRAF ) WARBR. BXELT SCPEZER , HSH
{AWS Organizations FIF1EF) HHY RS 1% KB

- RIRIEFIREE (RCP ) - RCP 2 JSON i , BRI UERATCIIREKF P RFENZATANRE , @
TEEFMRMBERENENERN IAM KBE, RCP BRH T KA, R ERANPR , H e
B0 (BEAWS IKFRAFR ) WERNRE , TeXE S0 REE TEMNWAL, B Organizations
M RCP ( @¥EXH RCP ) AWS IRF 5%k ) WEZER , 55 (AWS Organizations User
Guide) F#Y Resource control policies (RCPs)o

« DERE  SERBREIEUFEAXNNAGTRESAF IR IGN 2ENMEN S BUREN SRR
ZROFENNRRAFIACHETHONRBNSERBIRE, NREATLUREETHRER
B, E—URBPHNENELFEEAN. BXEZER , B5H IAM AP ERPHSERE,

S RBERE

HSNMREWRBEEA T —MERE , ERHORREMERNELRRE, ETH AWS NABEES K
SMERBERENREAWTER , BSHIAM B EE PR RE T EEE,

Amazon Aurora DSQL A& IAM thE T 4#

EER IAM REEX Aurora DSQL HIiFRIRBR Z 81 , 7 EHRLE IAM ZhEERI 5 Aurora DSQL &4
Ao
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/acl-overview.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_rcps.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html

Amazon Aurora DSQL AriEE

A LAE Amazon Aurora DSQL &5 A K IAM Ihag

IAM Zh&E Aurora DSQL X #F
ET 5 OHERK =
BT R IRE R &
RERIE =
R R =
EHEHE =
ACL B
ABAC ( REEHIIFEE ) =
EBRE =
BEAE =
RSHEXAEE =

EARET# Aurora DSQL MMEE AWS FREZF MM E XS IAM TheEEESER |, 555 IAM AR5
) FREA IAM B AWS RS

Aurora DSQL HWEF B0 RIK B
YEETEHOHXKE 2

ETEHNRBETMMEZH (N IAM AF, AFASAER ) B9 JSON RRREE A, XLRE
EHERFMASAEMPRA TN BERRTHBERE, ETHRNMTOERET HOMRE  FSH
(AM FiFiEE) FNEATMEEARKE L BE X IAM RIR,

B IAM ET S0 KRE | S LUSE R TFRELNRENTRUR R IFRELEREENZE. &
TEEETEONREREETE , BN CERATEMMNWAFHA®, BT HAE JSON K E
RBmAERE , H5H (IAM BF1EE) 89 IAM JSON E# TR A,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html
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Aurora DSQL WE T 5 17 HI K BE R~ HI

EEF Aurora DSQL ET B M HVREERHI , iS5 Amazon Aurora DSQL FWE T 5 1BV K BE =1,

Aurora DSQL AE T &R IR KK
YEETRENRE . &

ETRIFHREE M N BRAY JSON KM, ETRIFHRENRESHE IAM ABEEREM
Amazon S3 FEMRE, EXHFETRARNKBHNERES T , RSEEA AUERACIREFHNBFER
REVTAR. XS FHEEPMMNRBEH TR , RIEE B EEET X LR RRATWLEREUAR A LZH
THIT,. BAFEETRENRBEHIEETE, THTUNEBEKS. AF. A, KEAFH AWS R
Fo

ESABK/ER , SR LCHEANKSSHEMKS P IAM XEEEANE T RFRNREHOEE, &

B ERRMBETHRNRBRARBUGERRIFN —F¥ME. JEEMERLTTEH AWS
BKF e, MEEKF P IAM EERESARTEAIE (AFRAE ) WEFRNTHENR, M#14]
BYFETSMNRBEHIMBSKNEUR TR, ER , RETHRVXEDE —NKSRNEERT
WERR , WFREZINNETEONKRE. BEXESER , 558 (IAM AFERE) F1 IAM

5 K = B R 5 ]

Aurora DSQL KK BSIR4E
TERERIRE B

EERWLER AWS JSON REERIEEHERRIBEMFLARNE. WHEU , WA EAET X LH IR
1TRE , UREALAFZHTHT,

JSON REEHY Action TEBER T A TERKP AWHIEL B RINRE, RBREBESXEKN AWS
APl BRIEE R, B—LEHINMER , HIAURBIE API BENXENR R1E, TF - LREFTEERMK
PIITSNMRIE, LM IREMRNABKIRE,

HREEF 2 ERFEUR FHATREIREHIRR,

E&EF Aurora DSQL BEMNFIEK |, 55 (Service Authorization Reference) ##J Actions Defined
by Amazon Aurora DSQL.,

Aurora DSQL YRR IRIEEIRIERFE AL T AL
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_your_service.html#your_service-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_your_service.html#your_service-actions-as-permissions

Amazon Aurora DSQL AriEE

dsql

EREEMEYPEESTRE , BEMAESFHENRIT.

"Action": [
"dsql:actionl",
"dsql:action2"

EEE Aurora DSQL ET B HVREERHI , iS5 Amazon Aurora DSQL FWE T 53V K BE RO,

Aurora DSQL ) KB &R
TEHERBERR : 2

EIE R A LAER AWS JSON REERIBEW ARG R ARNE, WU , WA EAET X T LT IFRR
1THRE | UREMALAFHTNIT.

Resource JSON KB TRIEEERHMNAREN —NHZ IR, BIXTEE Resource
NotResource T, ENFEXE , BHFEHAH Amazon BEE# (ARN ) ERR. N TXFHE
BREE (MR BRBERENR ) iRk | BAUBRITHIRE,

NFAZERBRENRNEE (WMFHERE)  EEABERSMS () BREONATHRERR.
"Resource": "*"

E&EF Aurora DSQL FIREEKZH ARN W55k , i (Service Authorization Reference) FH
Resources Defined by Amazon Aurora DSQL, BT & 0] LAE A ML IRIEIEET N EIRM ARN |, iF
27 Actions Defined by Amazon Aurora DSQL,

EEF Aurora DSQL ET B MR RH , 1555 Amazon Aurora DSQL FE T 5B KB RO,
Aurora DSQL HI R BE 448
TESETRSVERREZHR 2

EIE R A LAER AWS JSON REEREEW ARG R ARR, IR , B EET X LT IRR
1THRE | UREFLAFHTNIT.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_your_service.html#your_service-resources-for-iam-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_your_service.html#your_service-actions-as-permissions

Amazon Aurora DSQL AriEE

f£ Condition Jt¥& ( = Condition 3t ) A , AT EBAERMNEH. Condition TEETE
N, BUCIEFERAZRGZER (i, FTFHNT ) BEHRER , UERBPHNREESERPHE
HMTE,

MREE—MEAPEESZ D Condition THE , WEEA Condition TEFEESZNME , U AWS
EFAEHE AND BEITHEN, IRENENFHREESME , M AWS EAZHE OR EENRTMSF
o ERTIEINNR B LI B BRISA.

EEERMGN , BEUTUERASUNEE. flm, REEER IAM AF &2 IAM BFet, 88N
HETFHRARONR. AXESEELR , H2H (AM AFERE) B0 IAM EBTE TENFEL,

AWS XHE2RFMHBABETRSHRER. EEFME AWS 2F/%48 , B5H (AM AFiE
) W AWS £REMHF E TR,

A< Aurora DSQL £&#HZ4AM%I&K , S (Service Authorization Reference) HHJ Condition keys
for Amazon Aurora DSQL., E T &7 LA BRLEIREM R IREAZHLER , 1525 Actions defined by
Amazon Aurora DSQL,

EEE Aurora DSQL ET B HVREERHI , iS5 Amazon Aurora DSQL FWE T 5 3BV K BE R,

Aurora DSQL #F#Yy ACL
T ACL: B

mEEFIFIR (ACL ) EHIBLEAE (KFARA, AFRAE ) ARGARKR. ACL SETHIRAEK
BESREL , BEEMAER JSON MR,

ABAC & Aurora DSQL
¥# ABAC ( REEHHIRZ ) - B

ETREMENIERES (ABAC ) B—RERDURE , ZRBETEERELNR, £ AWS 1, XEEH
MARRE, EAIBURFREMIINE] IAM SHE ( AP RAR ) BUR AWS &R, FRIEKENRIFER ABAC
ME—H, RFIRIT ABAC KB , SUEEHEHNHRE SN2 15 R 8 R IFRE ICE A R VFRAE,

ABAC HREBKHWIMEHIIEERA , AERKEERFEBAVER T AT R HEA B,

EETHREEHER , BFEMFE A aws:ResourceTag/key-name, aws:RequestTag/key-name
% aws:TagKeys U BERBANZHTEPREFRZIER,

WRENBRSN TEMERREBIEMAEX=AFMGR , XN TZRS , ZEANR. NREMRSN
NTEHIRRREISAMEX =1 &G , WZERBD
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_variables.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonauroradsql.html#amazonauroradsql-policy-keys
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonauroradsql.html#amazonauroradsql-policy-keys
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonauroradsql.html#amazonauroradsql-actions-as-permissions
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonauroradsql.html#amazonauroradsql-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
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BX ABAC WEZER , 5K (IAM AF1ER) FHVEM ABAC BRRNEXRR, BEEFIRE ABAC
SROHE , FSHE (AM AFER) PREAETEMEN TR NS (ABAC ) .

G BtHEIE 5 Aurora DSQL &£46 A
Y FIGFEILE - 2

R AWS RS #E8EARRFZIERRRNEEERETHE, BXESEE , 8% AWS RS SieatEiE
BEER , B2 IAM AP ERHRIEA IAM B AWS RS,

MRERFEHBAF S MZEmHAEMS EEFXE AWS Management Console , A 5 IR &EIE, 4l
M, YEFERRL TS SBEF (SSO) gEEE AWS B |, ZE BN B BIGREIE. MEUA
FEREREHE K REVGRAGH , fE28tIBIGREIE. BEXYIRACGHNESZER , ESH
(AM BFPiEm) RMMNAFTRE IAM S (BFE ).

AT LAE A AWS CLI 3 AWS API Bl IGRTEIE, 2 /G , B LA RX EiF et EiE 5 E
AWS, AWS BB BRER G EILE , MAREAKBHRZRHA. BEXEZEL , BESH IAM F1
IS Bt &2 2 EALE,

Aurora DSQL #Y¥5 BR S5 AR
THEHERFRLXE (FAS) 2

LEER IAM AFRRARTE AWS RIITRERN , L EUNER, EFARLRSH , BAELIT
—MNMRIE , RARHBRETERMRSHEH S —MREE. FAS EAEMAER AWS RSHNR , £8F
REY AWS BRSS , B RS A HIER. AIFERFSREFTESEHM AWS RSHARRKES BETTHHY
FRE , F2KH FAS FR, EZXMERT , ELAEFRITIAIURENNR, BXAKH FAS HR
BT REEFNS | WEREARL A2,

Aurora DSQL RS A&
YERSAR 2

REACEH—VRSEE. REEHITREN IAM B, IAM EE R TLE IAM a2, S
BREESAR, BXEZELR , 55 (IAM BFER) PMelE D AWS REZRNEN A€,

/A Warning

EWRS A PR AT RES A Aurora DSQL BYIhEE, 1X 2 Aurora DSQL REMEXIES A |
TRERSAE,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
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Aurora DSQL W RZHXxAE
TERSHEXAG 2

BRSHEXRABR—TE AWS RS HXNRF AR, BRSUTUARARKENITRIEN AR, RSFEX
AEEREEN AWS IKF &, HEHZBRSHE, IAM EERATUEEETEEERRSHEXABHR
PR o

BXRUIEBHEE Aurora DSQL WIRFZHEXACKHEMEER |, BFSHEFER Aurora DSQL HHY RS #H<
A,

Amazon Aurora DSQL WV E T 5 1 K BE R4l

RIAMBRT , AFNAGTERAERIEH Aurora DSQL BIREINPR, A1t TTEMER AWS
Management Console, AWS Command Line Interface (AWS CLI) 2 AWS API 1 1TESH. ERFH
FPRAERBHRIATRENNR , IAM EE R ATAGE IAM Kig, EEABEAQARRMJIAM X
B, APAaURARE,

BT RUNMAERXL R JSON REXHEGIEZET IAM BN EE , 56 (IAM AFiERE) Pt
2 IAM K (2F8 ) .

BX Aurora DSQL EXHBRENBREXENFAGE , SLESHEFREEN ARN &KX |, HSH
{Service Authorization Reference) H#Y Actions, Resources, and Condition Keys for Amazon
Aurora DSQL,

FB

- REZEXK

- {#8 Aurora DSQL %l &

- AAFPEEHIIB SR

REERIEREK

ETHEHNRBBEEENARTALCIR, 1R EREK T FEY Aurora DSQL iR, XLERETTRE
SfF AWS IKF F=AEMAE, SIZREEE T HONREN  HEBUTEEMEW

« AWS REXRBRFZAKENRIFAAN - BEFREASMIEARR TR , BERA AWS £F
ARBRKATZELERAZRB TR, BUUE AWS IKF FRIXLERK, RMNBIEIER
BETENERZRN AWS EFREARBERE-SHIONR, BXESZELR , FZ6 (AM AF
B P AWS HEX KM THEREN AWS REX KK,
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- NASENR : EEA IAM RERENRE , BXEFRATESHENNR. At , EAER
ERERGT AAUNBERRRTHRE , RN RENRTAT. BXER IAM NANRBRNESE
B, B2 (AM AFEmR) P8 JAM R EYKEE AR

o FA 1AM KRS — S REIH IR © 4477 LA ) 58 B 7 I 5440 Sk BR I X 182 4E R SR A 17 ) o
Bl |, AT LURE R R RIEESMMER SSL AREFMEHER, MBBEIHEE AWS RS ( il
AWS CloudFormation ) EARFIRE , BEAUERAKERBEFNRSBRENHENR, EXES
B8 , B2 (IAM AF1ERE) BRI IAM JSON K TE | &H.

£/ IAM Access Analyzer BiEf&RY IAM KBS , UBRNENZ £ MR IhEEM — IAM Access
Analyzer 2KIFFH REEMIM B KR , LBERKRERFS IAM FEIES (JSON )  IAM HESE
B, 1AM Access Analyzer 12 100 ZTURBKREM ATIRENEI , UHBBEFIELS BINEEMEN
K, BXREZELE , 520 (AM AFER) FHEA IAM Access Analyzer iiE K B,

- FESESHRIE (MFA)  MREFAKZREREN AWS K- FH IAM AFSRAF | 55
A MFARIZER£M. BETRA API BENEE MFA , B MFA REFMBEHRES, BX
BZEE , B5H (AM AFEmR) RHEA MFA RF APIIEIE,

BX IAM FREXENESELR , H2H (AM AFERE) 71 1AM Al Z 2 HEXE.

£/ Aurora DSQL #4|&

E{5[8] Amazon Aurora DSQL # 5|4 , BUTEE —AREHNE, XENRAMZIFEIEMESR
BRIEH AWS K # Aurora DSQL BRHEMAES., MRECEHMVENRENREN=ENET S
DR  NTFMINT ZREHEE (ARPRAR ) | BHANEERTMBIERZET,

NTREZFEA AWS CLI S AWS API AP , ERENERHUBZEEZFHENR. B , AATIRE
HZ T AP RER R VERE,

NERAFPMARMNIEER Aurora DSQL & A |, EERF Aurora DSQL
AmazonAuroraDSQLConsoleFullAccess 3% AmazonAuroraDSQLReadOnlyAccess AWS &
AR INEKE, BXESZER , F2H (AM AFERE) FHNASAINRER,

AFAFEEHITE SR

ZORBIGER T A B R |, LAY IAM AP EENR MBI EAS S ONNERANEE R, R
SEERH S EERILIRERE U REESNER AWS CLI 5 AWS API Fr BRI R

"Version": "2012-10-17",
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"Statement": [

{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
},
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}

¥ Amazon Aurora DSQL 5 13 1/ 7] X BR (7] 22 3 17 P HE BR

ERAUTEEEMTELHAEEEMEA Aurora DSQL F IAM B AT REIB K9 % L [H) &,
FB
o RFEAIE Aurora DSQL i {TiRE

o BFILAINIT iam:PassRole
s REEZIFEN AWS IKF U A G151 Aurora DSQL &R

P HERR 228



Amazon Aurora DSQL AriEE

KT TE Aurora DSQL FHITIRE
MREFBIRBEIRET |, BHELIITEMRE | WA EFH R A FRITIZIRE,

% mateojackson ZiHXEAEFAREFEE X my-dsqgl-cluster BRENFMES , EFEE
GetCluster XPREY , 2K ELLT RAIEIR,

User: iam:::user/mateojackson is not authorized to perform: GetCluster on resource: my-
dsql-cluster

HEHBERT , BAEH mateojackson AFKIER , LAWMER GetCluster BEHE my-dsql -

cluster &iR.
MRGEEHY K FHRREER, FHNEERRREMBEEITINA,
T 1T iam:PassRole

MR RURE —MEIR |, RPBLBTHRIIT iam: PassRole B4 , MIATMEHMERUZ BT ABERLS
Aurora DSQL.,

BE AWS RS AP RIAAACEKEEZRS  MARUEFRSHCIRSAXEE, Akt , BH
MEBFABEEDRSHNR,

HE N marymajor K IAM AP =i RS A4 Aurora DSQL FHUITIRMER , 2 RENTRAEIE
R, BR , RELAERRSHCMRTFHNRS ATMITILRE, Mary TEBRABEEIIRSHIN
PR o

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EXMERT , XEH Mary RIREE LR F bR 4T iam: PassRole #&1E,
MREFEEHLY , FRRAWS EER, ZHNEEARREMBERZIEN A,
RAELEZ RN AWS IKF AR A R G R EEY Aurora DSQL %R

gaptlE—1ae  UEREMKSPHAPREERANARTUERZABRIGRIEHNRIR, &0
UEEEESEY , AIURAAR, X TXHETRFMNRBEHHREHEZIR (ACL ) KRS , E7 2
150 PR 3 L SR B o) A 5 3% T X AR B B IR Y 1 R A

ETHREZER , BZRAUATREA :
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« ET# Aurora DSQL RAEZIFIXLEINEE |, iEZE Amazon Aurora DSQL A1 5 1AM th[E T1E,

« ETHRIMANEHEEHN AWS KPR EREMABENE , 2R (AM AFERE) AR EEEHN
5= AWS K E IAM B PR 45 R AR .

s ETRIMAAE=ZSF AWS K REESNEFERNIHFRNR |, FSE (IAM BFER) FMAIE=5H
AR AWS Ik~ 245 RIXER.

s ETHRIMIBY SMERESRITREFENER , ESH (AM AFERE) P ALTNT S BRI
AP ( BRBRERIE ) BEHRNR,

- ETHREAACNETRARNRBHTERSHRZENES , HS5H (AM AFER) B8 IAM
oY B K BR 5 ] o

£ Aurora DSQL AV RS HHK AR

Aurora DSQL £ AWS Identity and Access Management ( IAM ) R x AR, REHERABR—
MIRRERER IAM A€ , ©5 Aurora DSQL E#EXEK, BRFMEXAEH Aurora DSQL IEX , 2
EMR5 % Aurora DSQL £F A AWS IRSFIENFTEIN R,

BREEXAEFAULRESEEBENES , RNETLFIHRMER Aurora DSQL FFERNX IR, €12
&Y , Aurora DSQL AN EOIBRSHEXAG, RBENRMES 2R , T AIMRKRSHEX
A, XFRFEN Aurora DSQL BiR , RNET 2T EH BRI R FIRATHEANER.

BRXFRSEXAGHNEMERSZNEES , BS5HS5 IAM BEEA AWS RS , HFEIK Service-
Linked Role ( BR5HEX AR ) FIFERNR Yes (B ) WIRS . EERNEE  EFZRSHRSHEX
BB,

BRSHAXABERTRAER RN Aurora DSQL X1,

Aurora DSQL BYIRF KX B ENIR

Aurora DSQL fEf & 7 AWSServiceRoleForAuroraDsql RS HXAR i
Amazon Aurora DSQL K REBIEMNEE AWS BR. ERSHE<AGHMIUATHEERER
B& : AuroraDsqlServiceLinkedRolePolicy,

(® Note
BBABEERR , 2V IAM K& (WAF, ASAe ) 2, KEIRBRERSAXAE, &7

RELIBRILAT4EiRHEE : You don't have the permissions to create an Amazon
Aurora DSQL service-linked role, MIRZFZMWHEE , THAZESAUTNR :
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JSON
{
"Version": "2012-10-17",
"Statement": [
{
"Action": ["dsql:CreateCluster"],
"Resource": [
"arn:aws:dsql:us-east-1:*:cluster/*",
"arn:aws:dsql:us-east-2:*:cluster/*"
]I
"Effect": "Allow"
}
]
}

BREZER , FEHARIHEXABNR,

BIERSHEXRAR

BT EF 3612 AuroraDSQLServiceLinkedRolePolicy BRS#x F ., Aurora DSQL & 612 Itk AR
ZHRAR, WREMNEHIKF FHIER AuroraDSQLServiceLinkedRolePolicy IR XA |, Aurora
DSQL F1EE I FHH Aurora DSQL & SIBZA R,

RERSHEXAR®

Aurora DSQL A X #5184 %E AuroraDSQLServiceLinkedRolePolicy RS Hx A, TERIZRSHx
AR K TRELEFEHACHEN , RNTEESHIASI AZAR., T3 , B LUER IAM 24
&. AWS Command Line Interface (AWS CLI) 5 IAM API 4% & iR,

B AR S5 FE < 2

MRTBEERCERAENZERSAXACHFLERRS , RMNEBWER R ZAR. XHF , BRXEARR
EB) RS YRR LR

EMERIKF AV ARSS AR A B R , KM BRIZKS R EEE,
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Amazon Aurora DSQL AriEE

O LAGER IAM 2 41&. AWS CLI 5 IAM API BIBRIESHEX B, BXEZER |, i55H (AM AF
FEr)Y PHREBRSHEXAR,

Aurora DSQL FRFHEXACHZ X HXE

Aurora DSQL XFEZBS ATANAMAERBHREARSHEXAE, BXESEE , FSH AWS X
i Ko

5 1AM &85 Amazon Aurora DSQL &4 H

£ Aurora DSQL AR FXPRAET , AT LAIE E T E X PR KB A &£ A =tk LA T RO ER T anfal 72
Aurora DSQL X PR SR BE AR i A R4 8

RO BRFERE AWS XEH I ZEFHNR

UTHRBRFEXERD (BSRILMILER ) MEERI ( #HZEBMN ) KiGFQIREFHNNR, LR
fEFRIR ARN RFEEHI XA Xig |, Btk |, [RYETEZKBEH Resource 0 HEEZ ARN B |, Aurora
DSQL FeER|EER,

JSON

{
"Version": "2012-10-17",
"Statement": [
{
"Action": ["dsql:CreateClustexr"],
"Resource": [
"arn:aws:dsql:us-east-1:*:cluster/*",
"arn:aws:dsql:us-east-2:*:clustex/*"
]I
"Effect": "Allow"
}
]
}

RO 2  BFERE AWS X H 632 2 Xig £ a3 R

UTRERTHEXERL (FFRLMILE ) MEERE (EXEN ) KEPaIRS XEEFHN
PR. LESRBEMEABHR ARN RERFISIFMXE , Bt , XRHEZREN Resource B0 FIEEL ARN
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B , Aurora DSQL FREQIBRZXFHER ., BIE  CIESXKEEREEEESMEENXEHESR
PutMultiRegionProperties. PutWitnessRegion #] AddPeerCluster fXBR,

JSON

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"dsql:CreateCluster",
"dsql:PutMultiRegionProperties",
"dsql:PutWitnessRegion",
"dsql:AddPeexrCluster"
]I
"Resource": [
"arn:aws:dsql:us-east-1:123456789012:clustex/*",
"arn:aws:dsql:us-east-2:123456789012:cluster/*"

R 3 BFAEZERRENIEXENZ XEERHFNNR

LA SR BEEF Aurora DSQL dsql:WitnessRegion &8 , HiLAFABEZEAI (BERM )
BEENEXENZXEER, MBEKRIEE dsql :WitnessRegion &4 , W AT LAEBERIXEE R
AEX i,

JSON

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [
"dsql:CreateCluster",
"dsql:PutMultiRegionProperties",
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"dsql:AddPeexCluster"

1,
"Resource": "arn:aws:dsql:*:123456789012:clustex/*"

"Effect": "Allow",
"Action": [

"dsql:PutWitnessRegion"
1,
"Resource": "arn:aws:dsql:*:123456789012:clustex/*",
"Condition": {

"StringEquals": {

"dsql:WitnessRegion": [
"us-west-2"

1

Amazon Aurora DSQL = #9440 57

AWS IEEEUZEM, R AWS TREHREBEEXN -2 , AWS AREEHEH L, MERMERHE
, UHERENRERABBWEARNER, AWS 155 Amazon Aurora DSQL BRSS 7S & #8 < 19 E(T

EHIERL, kA, R AWS BF , BEERTEPZRNETE, XEKRE , BUUEHNEERER
B AWS TEFMINAERIABRHA RN LT ER, I, EEEEATLETELBER AN S H4m IR

VAN
Ao

BEBIUNERRETNARFEGNTSELE BN EATABNNRE, 77T HBBETHREH
Wa R R E R R A BRI | BWEEEUTRIR

«  {AWS Security Incident Response Guide)

» AWS Best Practices for Security, Identity, and Compliance
«  {Security Perspective of the AWS Cloud Adoption Framework (CAF)Y HE %

Amazon GuardDuty 2 —HEERNRRNRES , TUBFLEEREERREBENNITH , kiPBIEF
RIF AWS KPR TIESRE , FHRFBENTEREES , BLEEARNEH, Amazon GuardDuty A LA
BRREN AP AASTRERLZBRNNTESES , XEEDRBKFRERTEERNFAREETEE
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https://aws.amazon.com/architecture/security-identity-compliance/
https://docs.aws.amazon.com/whitepapers/latest/overview-aws-cloud-adoption-framework/security-perspective.html
https://aws.amazon.com/guardduty/
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TREBEEHRITNE, H70 , Amazon GuardDuty BEB M E| Amazon Aurora DSQL API # B 7] £85E
o, BIBAFRFNFEERHCETNERH,

Amazon Aurora DSQL BV & I8 iIE

ETHEEN AWS BFEEERESHAMITEER , BSRHEAEITREE NN AWS RS , REiE
RIEBMNBHEAETX. BXENEE , BSH AWS SAMEITH. .

BRI LAE A AWS Artifact TERE=ZAFiTHRE, BXEZELR , S HE AWS Artifact 2 T &3k

e =l
P oo

BERA AWS RSHNEMAMNRERRT EHRENBRE, ROBANENAMEBRURERNERE
Mo AWS RELUTHRKABBFZEMM

« Security Compliance & Governance : X R REBIEEITIETRWERRE , HERTHER
M ERETIREN TR,

« A HIPAA ERWERESSZ : SIHEZFE HIPAA EXRMRS . HIEFME AWS RS T4 HIPAA E

- AWS EMMRIR il SFRMEEESATRERTENTLNVE.

- AWS BEFEHIER : NEHAETHIREREEN, XEERLLE TR AWS RS HHRESRE ,
HEEERAIBEZMEENZLES , SBEEZEERFESHE AR (NIST) . ZFFTILE
LHEERS (PCl) MERRT#ELESR (1SO) .

« AWS Config FF & A RIEEE P MY A AN T4 7R - tb AWS Config ARSI 1Y 8 R B E XY I &BSR
B, TAEEmIZEANEREER.

« AWS Security Hub : Itt AWS BRE [IEIRH AWS RE RSN L EME ., Security Hub BEZ 4
BRHEERTEEN AWS BERAREHREFELETUMRENKESR, BXZIIERSRIEHE
HHFIER , FSH Security Hub 24l S £,

« Amazon GuardDuty : % AWS RS BE U RENKEDEREETRMNBEES |, KENE
AWS Ik, THEAE., RENBERGNEERM. GuardDuty ATUBN AR R LS MERNE
WARKNER , KHBEHZEMEAMLER , W0 PCIDSS,

« AWS Audit Manager : It AWS RS A& B IRISEFREN AWS EAER , UEtEERRKUAR S
FREAFMTUIRENERAEN TR,
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https://aws.amazon.com/compliance/resources/
https://d1.awsstatic.com/whitepapers/compliance/AWS_Customer_Compliance_Guides.pdf
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-controls-reference.html
https://docs.aws.amazon.com/guardduty/latest/ug/what-is-guardduty.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/what-is.html
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Amazon Aurora DSQL FRI#EIM4

AWS £ KERMIZEE S AWS KIBMAAK (AZ ) W2, AWS KigiiRE 2N EYE Hid 7 BREN
AKX, XEATAXSERE, FHESANRESHNEEZE—E, MNATAHAK , BLUgiT %
EETRAXZ LTt EIMAREBHNNARFNRBERERE. SRENENBZSINREDOEME
f9rEte , TRAXKEEESNTAY. REENTY %, Aurora DSQL HiRITESATLARIA AWS X
HEM &R  BNEHESNHREETAM. BRIABERT , Aurora DSQL R XIBEFEGZ T H
XATAMY , TURBARERN BT X#TIHENERAFHREMEM RPN, 2XEERFIRMH
TZARAXHMENFERS , ANPERERE - RUEBEETRY , IEENARFEFRRLETFR
AWS XigiiyiEn Tt 2k,

BXAWS XEHNTAXWEZER | BHSH AWS £ BRER M,

BRT AWS £ERER RS , Aurora DSQL ERHE T ZHIhEE , A TXIFENBEIENZ LT
Ko

#HERR

Aurora DSQL X # A AWS Backup 2 A #H TR B KRR, B2 XS XIEEFHITEE
ZHRNER, BXREZELR |, 55 Amazon Aurora DSQL & R FIE R,

g4

BIEIRIT , Aurora DSQL FAIEBAEFSRRISHAREFES , ANAMBERXIMN BSHIER L EH
HA=ATHAXFHNAFFHEEE, SXEEHTRRXEMEAXE 2 RRHATENE XSS /8.

EENRIEXSEXHNEFSAEEA , A AT SAEAFREZE, LIEXERARR, XEKELIEX
BREEMNBENSESEE  EREEIERE , ABBAFTELRS

Aurora DSQL ESHEMAFERZRDMESL , FTEBEESENENBEE 24 Aurora DSQL
EiLLIEES, Aurora DSQL BREHRRBEEFTRTEEMHRER , BaFs. @HMESBKIE, Aurora
DSQL RFEZEARISAE | B @y B MR RiEA,

ERGEHEBEEAPHESHF,EMESHIEZR, MRAGFRTHAXZIR , Aurora DSQL 2 BFSiARIE
EOEGAREFRZTHAH , ARSEERKWEIAR, —B Aurora DSQL 188 7 ZHREIA |, Aurora
DSQL e BaNERIEFE#MAE , HEEWHENEREH,

= A

AIABIRT |, Aurora DSQL R R XM S XEHEFHL T EN-EHRE , EXFFITE. BERE
BB EISEEF. Aurora DSQL AIKIERMENTL A , NTIEFHITESN T E-HBI R MEHE
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BRE. EHBERESH  AESNTAXPEK , Bt , #XEREHE , T TEFTEHK
MBI R HBBIEEN S HERBBEHRE,

BEXEERREAZTARTRER , R T ESRME=NTRAXNFRTEE , AERBRENKE—
B, XEWE , I=ANATRAXPEFA-MTAX ENRAFFREEIRRL R - MRS MENERE DR
MER , HERKTUEKE A, ALK Aurora DSQL % X SN A XEREXME - NS
TRAKHME. XEWRESKASHFEA TR B - FMEXERS] , RtFEFRATUTMNX S H3E—X
HHATREHBA , BXFHEHFENF,

Aurora DSQL & XEEERH 99.99% WA AM , F NS XEEEHEMH 99.999% B AT FfE.

Amazon Aurora DSQL ¥ EM g LT M

R —IIEEXRS , Amazon Aurora DSQL 3| AWS £2BMEZERBFRY , F5H%EsE. BH
565NN RIESE,

WA LAERA AWS K APl B ABE M4 R Aurora DSQL, B iRM M FERELT S M
(TLS ) 12 HESRAE, FEF RELAXZFERTLARE (PFS) WEBEH , Sl DHE
(Ephemeral Diffie-Hellman) 2 ECDHE (Elliptic Curve Ephemeral Diffie-Hellman), AZ IR RS
(fnJava7 REEMAE ) BIRHFXLEERN,

Lo\, AAERTGRIZES ID M5 IAM EAEXBRAORZET B BHARNBERHTZEE, HE , BUUER
AWS Security Token Service ( AWS STS ) £RIEf Z & ZIERITBFERETZR,

&£ AWS PrivateLink & 2 fiE1#2ZF Amazon Aurora DSQL £ &

f&Bh3E A F Amazon Aurora DSQL B9 AWS PrivateLink , 8] LA7E Amazon Virtual Private Cloud #7
B0 Amazon VPC in & ( EOWRK ) » XEw[ ML T A (&F Amazon VPC & AWS Direct
Connect ) REE AWS X1 ( B3 Amazon VPC XW&iE#E ) PN AREFEEHR, FH AWS
PrivateLink FM#FE O xR , B LAE{LNAERES Aurora DSQL Z [BIHIFAE M & EE,

Amazon VPC RN HREFLELE IP st |, BIA[EA Amazon VPC # O 21518 Aurora DSQL.

BOWRE—NHSMEEMKED (ENI) RR , XEEORM Amazon VPC FEYFR DB HIRAE
P 31k, @I $E O ¥m < [@ Aurora DSQL & HEVERBHEE AWS Mg £, B a{FF Amazon VPC
EXRMEEZNEZFEE , ES 1 AWS Direct Connect User Guide 1 {AWS Site-to-Site VPN
VPN User Guide) o

BEXEORAN—MEER , 3 (AWS PrivateLink User Guide) H# Access an AWS service
using an interface Amazon VPC endpoint,
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FE AT Aurora DSQL B9 Amazon VPC i a3 8l

Aurora DSQL EEFHmf AR A AWS PrivateLink i% 2o

1. EBIRR © im = AT Aurora DSQL 8 L EERME |, S0 get, create, update. delete
M list, ESEER AWS PrivateLink B Aurora DSQL &%,

2. EEIR S Win S FES PostgreSQL & FimiEEE] Aurora DSQL £8, BSREHA AWS
PrivateLink #E3£% Aurora DSQL £ &,

EAERT Aurora DSQL B9 AWS PrivateLink Bt Y 3EZ 10

Amazon VPC X EEUIHE €& A F Aurora DSQL B9 AWS PrivateLinke BXEZEER |, 551
{AWS PrivateLink Guide) #HJ Access an AWS service using an interface VPC endpoint 1 AWS
PrivateLink quotas,

£/ AWS PrivateLink B3 Aurora DSQL &£#&

BRI AR AWS Command Line Interfacezt AWS B A TES ( SDK ) #id Aurora DSQL #0
im S B Aurora DSQL £#,

fZ Amazon VPC i &

EHE Amazon VPC 0O 5 , 55 (AWS PrivateLink Guide) &Y Create an Amazon VPC
endpointo

aws ec2 create-vpc-endpoint \

--region region \

--service-name com.amazonaws.region.dsql \
--vpc-id your-vpc-id \

--subnet-ids your-subnet-id \
--vpc-endpoint-type Interface \
--security-group-ids client-sg-id \

EXS Aurora DSQL API ERERABRIAXIE DNS %5 , IBEBIE Aurora DSQL # O ik [N T EEH
#.75 DNS. ZH%%E DNS /5 , M Amazon VPC A8 Aurora DSQL BRSS & HHEVE K B 3 AT E
Amazon VPC iz B9 FAE IP tbilt , A28 DNS &#. BMAFAE DNS 5 , £ Amazon VPC R %
H 8 Aurora DSQL & 3R B 31 ###7 2] Amazon VPC iR

MEKREAFAE DNS |, A --region M --endpoint-url LK% AWS CLI s , B
Aurora DSQL #E Ok 2K EE Aurora DSQL 5# .
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FHE% S URL B H&EE

LT RBIF | F AWS Xi us-east-1 Hl Amazon VPC ¥ & ID
vpce-la2b3c4d-5e6f.dynamodb.us-east-1.vpce.amazonaws.com BJ DNS Z#ERNIEH
EE"J{E/%\O

aws dsql --region us-east-1 --endpoint-url https://vpce-la2b3c4d-5e6f.dsql.us-
east-1.vpce.amazonaws.com list-clusters

AP 1€
BXRTE Aurora DSQL REEBHRFEHN X |, iEZE Aurora DSQL APl &,
B iw R R

B mEMAFMEE Amazon VPC i KB , BBI TR Aurora DSQL £8 %€, &M , AFE4A
LB ER R EEFEEER,

T~ STEM Aurora DSQL i8] F B
UT RS RFBELIEERN Amazon VPC im [RGB FTE Amazon DSQL BEMBREN T2 A BINER,

aws ec2 modify-vpc-endpoint \
--vpc-endpoint-id vpce-XXXXXXXXXXXXXXXXX \
--region region \
--policy-document '{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": "*",
"Action": "dsql:*",
"Resource": "*"

}

]
} 1

T~ ZFRM Aurora DSQL i8] KR
AT R B AL FIX L8 Aurora DSQL ##4E,

e CreateCluster

 GetCluster
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e ListClusters

FEHTE Aurora DSQL #EHLEIES,

JSON

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": "*",
"Action": [
"dsql:CreateCluster",
"dsql:GetClustex",
"dsql:ListClusters"

1,

"Resource": "*"

£ AWS PrivateLink i£#£%| Aurora DSQL £&

AWS PrivateLink i Ri% B TEH & TENRSE , MATLAER PostgreSQL & F iwiE# 2] Aurora
DSQL £&8 7., UTEZEHBPBIRT REST AWS PrivateLink i St TiEZEMAE EBNENBHE
BRo

%8 AWS PrivateLink iE ik =
B REERNERSEN
EIER TIEEREBM AWS PrivateLink i S8t , BAEERIEETEEHNRS B

AWS CL

aws dsqgl get-vpc-endpoint-service-name \
--region us-east-1 \
--identifier your-cluster-id
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e B2 7 451

"serviceName": "com.amazonaws.us-east-1.dsql-fnhs4"

RZEBMHRETERIRE , WRAIFE dsql-fnhs, EWERTEZINEFNENEN , BEFEERRF
R,
AWS SDK for Python (Boto3)

import boto3

dsgl_client = boto3.client('dsql', region_name='us-east-1')

response = dsql_client.get_vpc_endpoint_service_name(
identifier='your-cluster-id'

)

service_name = response['serviceName']

print(f"Service Name: {service_name}")

AWS SDK for Java 2.x

import software.amazon.awssdk.auth.credentials.DefaultCredentialsProvider;

import software.amazon.awssdk.regions.Region;

import software.amazon.awssdk.services.dsql.DsqlClient;

import software.amazon.awssdk.services.dsql.model.GetVpcEndpointServiceNameRequest;
import software.amazon.awssdk.services.dsql.model.GetVpcEndpointServiceNameResponse;

String region = "us-east-1";
String clusterId = "your-cluster-id";

DsqlClient dsqglClient = DsqlClient.builder()
.region(Region.of(region))
.credentialsProvider(DefaultCredentialsProvider.create())
.build();

GetVpcEndpointServiceNameResponse response = dsqlClient.getVpcEndpointServiceName(
GetVpcEndpointServiceNameRequest.builder()
.identifier(clusterId)

.build()
);
String serviceName = response.serviceName();
System.out.println("Service Name: " + serviceName);
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S8 2 : Bl Amazon VPC i 5

FRELE—SHREBIVRS B , 812 Amazon VPC im R,

/A Important

DT EEHBLCER TEBAFAE DNS ihEER &£, t/BRAE2EA --no-
private-dns-enabled /& , EAXSFE TEHNEZRALEEEREER. IREE
FAEDNS , UEECEBCHBEEMSFFE DNS i8R , ZiEREM LRI S,

AWS CLI

aws ec2 create-vpc-endpoint \
--region us-east-1 \
--service-name service-name-for-your-cluster \
--vpc-id your-vpc-id \
--subnet-ids subnet-id-1 subnet-id-2 \
--vpc-endpoint-type Interface \
--security-group-ids security-group-id

e S 7R 451

"VpcEndpoint": {

"VpcEndpointId": "vpce-0123456789abcdef@",

"VpcEndpointType": "Interface",

"VpcId": "vpc-0123456789abcdef@",

"ServiceName": "com.amazonaws.us-east-1.dsql-fnhs",

"State": "pending",

"RouteTablelIds": [],

"SubnetIds": [
"subnet-0123456789abcdef0",
"subnet-0123456789abcdefl"

1,
"Groups": [
{
"GroupId": "sg-0123456789abcdef@",
"GroupName": "default"
}
1,
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"PrivateDnsEnabled": true,

"RequesterManaged": false,

"NetworkInterfaceIds": [
"eni-0123456789abcdef0",
"eni-0123456789abcdefl"

1,
"DnsEntries": [
{
"DnsName": "*.dsql-fnh4.us-east-1.vpce.amazonaws.com",
"HostedZoneId": "Z7HUB22UULQXV"
}
1,

"CreationTimestamp": "2025-01-01T00:00:00.000Z"

SDK for Python

import boto3

ec2_client = boto3.client('ec2', region_name='us-east-1')
response = ec2_client.create_vpc_endpoint(
VpcEndpointType='Interface’,
VpcId='your-vpc-id',
ServiceName='com.amazonaws.us-east-1.dsql-fnh4', # Use the service name from
previous step
SubnetIds=[
'subnet-id-1"',
'subnet-id-2'
1,
SecurityGroupIds=[
'security-group-id'

vpc_endpoint_id = response['VpcEndpoint']['VpcEndpointId']
print(f"VPC Endpoint created with ID: {vpc_endpoint_id}")

SDK for Java 2.x

FFiw s URL FiF Aurora DSQL API

import software.amazon.awssdk.auth.credentials.DefaultCredentialsProvider;
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import software.amazon.awssdk.regions.Region;

import software.amazon.awssdk.services.ec2.Ec2Client;

import software.amazon.awssdk.services.ec2.model.CreateVpcEndpointRequest;
import software.amazon.awssdk.services.ec2.model.CreateVpcEndpointResponse;
import software.amazon.awssdk.services.ec2.model.VpcEndpointType;

String region = "us-east-1";

String serviceName = '"com.amazonaws.us-east-1.dsql-fnh4"; // Use the service name
from previous step

String vpcId = "your-vpc-id";

Ec2Client ec2Client = Ec2Client.builder()
.region(Region.of(region))
.credentialsProvider(DefaultCredentialsProvider.create())
.build();

CreateVpcEndpointRequest request = CreateVpcEndpointRequest.builder()
.vpcId(vpcId)
.serviceName(serviceName)
.vpcEndpointType(VpcEndpointType.INTERFACE)
.subnetIds("subnet-id-1", "subnet-id-2")
.securityGroupIds("security-group-id")
.build();

CreateVpcEndpointResponse response = ec2Client.createVpcEndpoint(request);
String vpcEndpointId = response.vpcEndpoint().vpcEndpointId();
System.out.println("VPC Endpoint created with ID: " + vpcEndpointId);

£ AWS PrivateLink iE#im 2% 2 %] Aurora DSQL 58

AWS PrivateLink i Ri% B TEHE FENRS (KRE State AN available ) F, BATA
£/ PostgreSQL & FimiE#E| Aurora DSQL &8 7., BXxEA AWS SDK Mi%EA , LA SRR
Programming with Aurora DSQL RIVIES #H 1TiRE, BUNEREHFHm[LSATHE ENZ KR,

MiEENB

Bd AWS PrivateLink B ITEZEN EVBERET%E DNS EHB. BEEFRAUTAHREETS,

1. Your-cluster-id
2. RFZBMHHPIRSIRIREF. flE0 - dsql-fnh4
3. XEXFHE : AWS X
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RAriEmE

KRALUTH#R : cluster-id.service-identifier.region.on.aws

5 . EF PostgreSQL #ITiERE

# Set environment variables
export CLUSTERID=your-cluster-id
export REGION=us-east-1

export SERVICE_IDENTIFIER=dsql-fnh4 # This should match the identifier in your service

name

# Construct the hostname
export HOSTNAME="$CLUSTERID.$SERVICE_IDENTIFIER.$REGION.on.aws"

# Generate authentication token
export PGPASSWORD=$(aws dsql --region $REGION generate-db-connect-admin-auth-token --

hostname $HOSTNAME)

# Connect using psql

psql -d postgres -h $HOSTNAME -U admin

HEZE AWS PrivateLink [a] &

w0 [R) R AR R T 5

TR E T AWS PrivateLink 5 Aurora DSQL & & A< E N BB RA R,
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£ Amazon VPC Reachability Analyzer T
RREIRE XTImO 5432 LHRE,

#iA Amazon VPC s R =27 /3 FFA%E DNS #Y
BERTRIEN,

ERFNEHRIETEARIERS R,

FIREURSS BAAET |, BAAREERESR ID M
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R AR

BXEZEE , BEANUTHRIR

« Amazon Aurora DSQL AF R
« AWS PrivateLink 344
» Access AWS services through AWS PrivateLink

Amazon Aurora DSQL F R & & iR 2 47

AWS T BEARLZEES , WRERERS (OS ) MBEEHNT. BHARBEENRKERES, X&
RECBEIMNE=AFZMALE, BXESFAFEE , BSAUT &R :

- REHBEER
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BERERER-IMREMEE , DFTEFRENITRRNSAAELEBEERESNRNXERITZ
B¥E, FAWS 1, ERSEUATERSSBEBERERE, — MRS ( WWURS ) WA S —TURS (A
BRERS ) B, AR REBERSELN, TURAAARS  EAENRAEEMER T ZRSTEA
WRRREE AN 5 — N EFWRRETRE. NBEXHER , AWS RE TR BEFRI PRIA RS
BENHTE  MXERSPHRSEABNRTRIKS P HE IR

RIMNBWERBEREPFEH aws : SourceArn M aws:SourceAccount £REH L T8 |, KEH
Amazon Aurora DSQL A EECRFIBEMNHRIETRHNE, MRERAFEN —NMNRREEERSHRIME
XEX , BEMEA aws:SourceArn, MEZBEAFZKFPHNEMNERSERS EAREMXE , 56

A aws:SourceAccount,

R ERERBEREMRN A ERMER aws:SourceArn £ R&H4 E T XRINERNTE ARN, MR
THERRHTE ARN , RFEEEESNIRR , BHX ARN KA EAFEBEFAZR (*) B
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aws :SourceArn BY{EM A ResourceDescriptions
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RAriEmE

AR RBIE R A{A#E Aurora DSQL F A aws: SourceArn # aws:SourceAccount £BEH LT

NERBERERERE,

JSON

{
"Version": "2012-10-17",
"Statement": {
"Sid": "ConfusedDeputyPreventionExamplePolicy",
"Effect": "Allow",
"Principal": {
"Service": "backup.amazonaws.com"
}I
"Action": "dsql:GetCluster",
"Resource": [
"arn:aws:dsql:*:123456789012:clustex/*"

]I
"Condition": {
"ArnLike": {
"aws:SourceArn": "arn:aws:backup:*:123456789012:*"
}I
"StringEquals": {
"aws :SourceAccount": "123456789012"
}
}

}

Aurora DSQL MWZ £ H{EXEE

Aurora DSQL R T HEEF RFNXEACH LT RKBNFEEEN TSR, U THEXKR—
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