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Create Amazon Connect Decisions instance

Create your Amazon Connect Decisions
instance. We have selected some defaults
to get you started.

Create

N
( Create in advanced setup ) "

() Amazon Connect Decisions may securely transmit data from your selected
Region but within your geography for processing.

Service access and encryption defaults

When you create an Amazon Connect Decisions instance, you grant it permissions L to
access some AWS resources on your behalf. Your data at rest will be encrypted using an
AWS owned key. To modify these defaults choose Create in advanced setup.
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Hi Pranav Murlidhar,

Your administrator has created an instance of AWS Supply Chain, and has invited
you to join.

What is AWS Supply Chain?
hitps://aws.amazon.com/aws-supply-chain/

Accessing the AWS Supply Chain
You can sign into AWS supply chain application by using the information below.

Your AWS Supply Chain Application URL:
hitps://99wy6m|6.scn.global.on.aws

Bookmark this URL for easy access in the future.

Your Username:
pmurlidh@amazon.com

Amazon Web Services, Inc. is a subsidiary of Amazon.com, Inc. Amazon.com is a registered trademark of
Amazon.com, Inc. This message was produced and distributed by Amazon Web Services, Inc. or its
affiliates, 410 Terry Ave. North, Seattle, WA 98109-5210. All rights reserved. Read our Privacy Notice.
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https://docs.aws.amazon.com/aws-supply-chain/latest/adminguide/viewing-homepage.html
https://docs.aws.amazon.com/aws-supply-chain/latest/adminguide/viewing-homepage.html
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Specify instance details

Instance properties info

AWS Region

The AWS instance will be created in the region displayed above. To change the AWS region, cancel the create instance setup, select the new region from the Select a Region drop-down on the top-right panel, and restart creating the instance.

Enter an instance name

1 to 62 characters including spaces, underscores, and dashes.

Enter a description - optional

N

256 characters max.

Instance tags - optional info

Atag is a label that you assign to an AWS resource (such as an instance). Each tag consists of a key and an optional value. You can use tags to identify your instance, for example development, testing, or production.

No tags associated with the resource.

Add new tag

You can add up to 50 tags

[ @ Amazon Connect Decisions may securely transmit data from your selected Region but within your geography for processing. J

Create instance

. EXRHIEMNELBMAUTHE :
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o KOIFRE- A LA BRSSO N AT A FIRBIMPRE . BN, AT BUR I —MRERE X Z 12/
KOIRSRE (Bl , £, MK, UATF ),
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https://console.aws.amazon.com/scn/home

Amazon Connect B RE

Amazon Connect Decisions

Select instance

( 99wy6bmj6 v j Create instance
Instance details info ( Delete ) ( Edit )
Instance Name Status Sub-domain
99wybmj6 ® Active 99wy6mj6.scn.global.on.aws L2
Created on: 4/12/2026

AWS KMS Key Instance ID
Description AWS owned KMS key

64caf25d-2ece-48f6-8456-37ecceeb06a

6
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Amazon Connect Decisions

@ Amazon Connect Decisions may securely transmit data from your selected Region but within your geography for processing.

Select instance

‘ 99wybmj6 v ] Create instance
N
Instance details info
Instance Name Status Sub-domain
99wy6mj6 © Active 99wy6mj6.scn.global.on.aws 17
Created on: 4/12/2026
AWS KMS Key Instance ID

Description AWS owned KMS ke
~ Y 64caf25d-2ece-48f6-8456-37eccee606a6

User access management info (pisconnect 1dentity center ) (_ Manage users 12 )

Amazon Connect Decisions connects to AWS IAM Identity Center, where you can create and manage user identities or easily connect to a variety of third party identity sources. We'll check to see if your organization has a current identity
source setup, or give the option to create a new one in IAM Identity Center

Status
@ Identity source connected

Application admin info Add application admins Remove ( Manage in Amazon Connect Decisions L7 )

Additional application admins can be managed within the Amazon Connect Decisions application.
‘ Q Search 1
@] User name v Email v

O pmurlidh@amazon.com pmurlidh@amazon.com

Instance tags info

Atag is a label that you assign to an AWS resource. Each tag consists of a key and an optional value. You can use tags to search and filter your resources or track your AWS costs.

1
Key v Value v

aws:scn:created-for-instance 64caf25d-2ece-48f6-8456-37eccee606a6

3. (AR ) EF FIE IAM SO URMEZAF. BXRANAPNESZER , H5H AWS IAM
Identity Center AP IEEHHNERENSNER ; BEXAFPNRACHNESRFER , BEHATSNES
Bo

\

(® Note

1£ Amazon Connect REEHIAEHF , B—XRERM—MNAF . BT EETE Amazon Connect
REPFEHEARNMANAREFEER,
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https://docs.aws.amazon.com/singlesignon/latest/userguide/manage-your-identity-source.html
https://docs.aws.amazon.com/aws-supply-chain/latest/adminguide/adding-users-groups.html
https://docs.aws.amazon.com/aws-supply-chain/latest/adminguide/adding-users-groups.html
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Hi Pranav Murlidhar,

Your administrator has created an instance of AWS Supply Chain, and has invited
you to join.

What is AWS Supply Chain?
https://aws.amazon.com/aws-supply-chain/

Accessing the AWS Supply Chain
You can sign into AWS supply chain application by using the information below.

Your AWS Supply Chain Application URL:
https://8mff6152.gamma.app.ketchup.aws.dev

Bookmark this URL for easy access in the future.

Your Username:
pmurlidh

Amazon Web Services, Inc. is a subsidiary of Amazon.com, Inc. Amazon.com is a registered trademark of
Amazon.com, Inc. This message was produced and distributed by Amazon Web Services, Inc. or its
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Admin

Role name Description
Admin Maximum privilege role for the Supply Chain Instance

Permissions details

Insights

Grant access to insights and exceptions, specifying the actions that authorized individuals are permitted to take.

Access All Create Read Update Delete

Insights &

Configuration ()

Plans

Grant access to plans, specifying the actions that authorized individuals are permitted to take.

Access All Create Read Update Delete

Plans ®

Management

Grant access to management functions, including data, access control, and user access.

Access All Create Read Update Delete

Data
Access Control (D

User Access @

- K012, EFENEEUTREHNNR,
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Amazon Connect B RE BB RIS

Manager
Role name Description
Manager Users managing inventory or demand planning teams within

the organization

Permissions details

Insights

Grant access to insights and exceptions, specifying the actions that authorized individuals are permitted to take.

Access All Create Read Update Delete

Insights &

Configuration (&

Plans

Grant access to plans, specifying the actions that authorized individuals are permitted to take.

Access All Create Read Update Delete

Plans @O

Management

Grant access to management functions, including data, access control, and user access.

Access All Create Read Update Delete

Data
Access Control ()

User Access @

- AXF-2R, EFNERUTRENNR.

AN RER 18



Amazon Connect B RE (=5

Planner
Role name Description
Planner Users planning inventory or demand within the organization

Permissions details

Insights

Grant access to insights and exceptions, specifying the actions that authorized individuals are permitted to take.

Access Al Create Read Update Delete

Insights &

Configuration ()

Plans

Grant access to plans, specifying the actions that authorized individuals are permitted to take.

Access All Create Read Update Delete

Plans ®

Management

Grant access to management functions, including data, access control, and user access.

Access All Create Read Update Delete

Data
Access Control (D

User Access @

AN RER
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1. RiER

- BIERE — BB EFINTHBERTSH Al-powered BIF

- BR — BBENERRES ANRE

- BEE-RBENEMILRTER

- S3 FfkE — DS LRREIEXHH Amazon S3 FELE

- Bf (E#R ) RE — RBEBERN AWS FUCHEER (CDM) KNI E
- CDM — FSEHEEE |, FRANMELBIELS T

- BIEMH-FRBBEBPHFERS COM £H#HTERNTE

2. &

FIEERE T AR N HAERIES AERBEREN D SR | % Al-powered BI F AI# By B3
ITHRERAESNEREE,

3. BIEHEAEHLA?

BIEBEARFECIHNENHNERFEEZESIPHIRE, I THENKERTAINMTN , eX4MXAHE
HIEER (CDM) WFR L BIRE M PN EMLEX . Data onboarding &I A/ F ERBR 51 E| CDM3E
&, BRBEXBANEXURRIEHERE , BENREEHFRAXMERN, XETUBRIEREENIR
IR A BT A IO R W o

oiE
BEIADHENNR :

1. ER  NENREPKRERLKIE ( 152 Fthe section called “FLRFZMH" )

2. b2 HENENERIE EZ RN CSV Xt

3. M FRBIEEESEEARIGIBFBEEUANRFEREEETRBISISHAERITER (S, &
£ EmRS TR ENEEXEILEIR “product_id”)

4. WiF : BTREREH B RTEHIEDE
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- RN . BARS LANBTERAIEMMXR

o ERREIBFRRE . D TERIRBEA B WL COMBRRE SN BIERITE

- Bl SQL HREW : BaERK SQL T FRF RS E COMBHRFE

- REMHRE BN T AREZESHIEE TS EN RS

- FIESEMRE  BERFNIBENEAIMHNER , HEEFEEANEERZ

- BERA : @RS, BERS , ATEMNIBFRBEES

EEERNBRE
FRF M
EFRBENR 2, BRREEE .

« Amazon Connect RZEEHI
- BHRPINIZERFEAXEKN S3 FHFEAE
- BIEHEEME
- SENEFRITIEE , BREFEEITRIWAEE A Amazon Connections R R R E R FEEHL L
., EXBFEERTIE
- Sales/Order I$iEFK : 12 MNAUEHRBiER
- FmiFE  ZEARNEEFREXR
- Site/Location 58 : £, BEFL, FEHI
- YEIEEFE  §/MES/ On-hand EE
- FIERBIESXA CSV BRHTH UTF-8 &3

IR ERE —NRABDR

EFRBFABIE , ESHZE Amazon Connections iy “BIEEE” kIl F, EXE , B LLERIFE
NENRR. WREEKIRE , FEEF QIEHR T8,

LA IR ETE

BIFEHNAPIFRER COM & , EEISRBIEN CSV X, BRILLARLERFEERNAX
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« LUFMIERARS 6B K R 3K

« LPFTEIRKRA AN F XX

o FXHRTHREXHBREER —NRKRF
o WXHERER T IE Amazon S3 X HKEE

Source-to-CDM B ¥Rt &

X £ , Amazon Connections D TENEEE | HEE B3I E —N=H 2 Amazon
Connections By CDM B #r%k.

SREMA
o WHTWAREFEE 10-15 58 , EABRRT LENBEE

- BEREBEEREIHE , NENWFEHIE R &E COM BirfiES.

« BT LHAERNSREIRF RN, £FFHE , FREF Amazon Connect REMEITEEEIETF4b
THFRES , LABERB BRI TR

TG BREAESERESNBERARIBARGENERFE | SUNEEXEERFRE | FuE
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- FERAREGNHBIFERER R A IARS
- ZERAFPEEUNTHREXREBRREENESZRFER

Column/Data BR &+

JRE B PR ST SER S , Amazon Connect Decisions ’Ff Bz Sl Z M EHERIEEZSI CDM BHRE SQL ¥
BRER, TREMBREE  SFRIKEHERENEAD , FMAHBAMRGHNER -

EXE , SN ZEIM BRE KEDIEE “EF SQL” REFNRFEKH SQL.
EEFRE (SQL) , BFFER -

- BERMKRBIEES
- B#: CDMRKRI|#HSE

- EETMNNHER SQL

- BIRREREHANRSIER

m B R 5T
$0FT BUBE P AN TR S BB ST

- £ Data Agent : FRBRIES RN, EENEHMRE
- BEIEJRE SQL : MREHE SQL , NN EREXEN

MR ER E X

RERH TR, FREER NRER DN ERTUE , XN ERETRIOTR , THEIM
FHERNBIEH G B R COM BYRHl, ERAERBRENERIERZT , ARIENIFRE B R COM BFR
BEYEH

TG HBEHEE | R CREEE URER-B X 0HRER,
ERH RIS
EESVRBBEENERRS. NTRBERERMEHE | Data Agent 2 —BE RERBH AN,
NAFERGBRIBRE , EHESTNUEREREA
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b3 5K K Y R 5

MREEMRG R , WATLUERE “EFBEHRE UEFEFERS , FEBT “Eid sSQL £K” M
“BIF REPFHERENRY ., HEABREAUEABRESERRSY , IREBERSEFE , ©FH
L2 B SRR B M B R R B

BERERNRE

‘B BT

EZMHE , SRESNIASEEEDNEREEF |, &7

- EFBHRE

- EENEERS (“EERE")
o BRI B B9 FRAR

- EFEXERBHRITRES

EF EERE R EEBRERGER | AT | ST GRS 6E A BRI RS A B AV HERS
STEBRE,

KB BT
@3] SRR G+, EAIKE

- BRIEMNIRBIES
- EHXEKH S3 @
o BUTRIEDN :
- BES —MXHLEEARENEZRBE
- BEERE
. HIBRRAE
- BERITER

EF EERE R ERSSERGER | AT | ST GRS 6E A BIRAIE RS A E AV HER
STERS,

FE A LRFEZFZETE “QIEFIR , UEHE T AHREROBE MERE.
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R{EXE

BIEHES

o BB EREZH BOPNSBRIRE
« NFFE CSV X4 UTF-8 43
- BRNXHERE—H

. FENRIIHIERE

£ AR E

- FEAUHEHER

o HRTHABATCHEMRERN , TAERER
- EEZZHNERE SQL EX

« ERATEIhRERIEE KR

e

- EHSERERITER
- WEE A S BN R BIE IR
« NEMERIC R B E LR

£/ JDBC E#EF|ENHITEE

IERFI51 §4& CodeDeploy £/ Java HiEEEEH (JDBC) FHEEFERED, LR/ ABEERERE
ZEME , FRNZEEZNEZENIA B FRRBE.

42 JDBC EEURMANZERE ?

JDBC E#Z A 1FE# CodeDeploy EZFIMAHIEFELUEEEIE , MAXERES HM L& CSV X4t
RIREB IR, BRAMEK (ETL) EE.

ELLTER TR JDBC #E# :

RIEEE 28
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- BHBIEEFEE AWS GlueRBHXRRBFEED, BRARENBBEENRE , HSHALER.
« BHELETLFFS BB A 1T SKES AL KB B BIE 15 )

- BHBIEEBRK , ARLEEMR

- BEBRENREEREEININVEMARES

NREFEANRRIMBEEREERE T X4 LE |, BBAFRHER CSV LA TR A RES FE R85
BIEHNER. ARUCSENEZFAGE , FS5H (RENHAFER) -

FTRZM

HEFFtR< Bl , FREREHEUATERS

- BB AWS KMS 48 Hl SageMaker Al ‘&JREI AWS Tk /2
« I&H AWS Ik ID A CodeDeploy FEiZE R #1X

- BIEREEEFMEESR  THE. B0, BEESVAERE

o XHRHBIE E T B B 1A R SR IEE

- BRNBEECRENESZRE AWS REHERE

#2 Customer-Managed KMS Z4A

R BAEFEES 280 CodeDeploy , BFBENBBEFEZREREMS . (AWSKMS) RETIHEZELE
TRRENBFEEZDKEZFT2UAXAREAFE,

B2 E KMS %47

1. B E AWS KMS 2§ &
a. AWS EEZE& TR K|/PITIF
b. EMIPMBRESD , A KMS” , AGMNERPER “FHEERS
c. XTI AWS KMS #Z=HIHE MR , &7 LAE B & = 12 21
2. B EACE
a. £ AWS KMS kiR £ , %k EIF 2 THA L AN CIERHAERAE
b. XfFEZHLAUNERS , ZASFHESETHRELE
3. BEEZARBANAE
a. £ “BEZR WHEL , %# Symmetric EAZAER (XRERIABHENILEIN )

TR 29
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EERES

b. R¥F “BHAME TR “MEMBEE" L TEFRE
4. RERARIFHAEE

a. & ‘Bl FBRHP , MABANERMEEN , HlW aws-supply-chain-database-key

b. 7 “WEiR” FE&H , AINEM “ CodeDeploy BIFEZENMBRR" <RKN LTI

c. (TE ) ANINARZ LR BIALMIRERIEH AWS TR ( Hlin |, 247 : “Project” , & :

CodeDeploy*” )
5. EXNBAEEMNR
RN ZAEGEE LA (O, MR, BUCRE ) N IAM AFSHAR
ELEARMECHEERAAR  LMBREUAGIUEZSEMEHNEN
XUEEERAANUERZS , BB REFEABHANR encryption/decryption
d. £ “BHAMBR Mo , ATBAEERAMERLZSR ( XRMIABHEFRIEN )
6. ENHALANR
a. BEtTNE L , ZFEINATERTUCLAZHAN IAM AP HNAENEDR
b. Bk AL E R/ ERAFNLR , BFET —SPRERS R
7. A CodeDeploy RS ELE %40 KB
a. IREF B —NHEBRIA JSON KRS FRiEES
b. & AWS KMS Z4ARmiESRT , MU TIEQM MBI AR “Statement” Bl

F’ o

P

c. WEBERBEFENIKF T2 EE , H AU CodeDeployf RS ( SageMaker Al #1 AWS Glue )

RSN BEERIL

"Sid": "Allow GDIS service to decrypt",
"Effect": "Allow",
"Principal": {
"Service": "scn.amazonaws.com"
b
"Action": [
"kms:Decrypt",
"kms:DescribeKey",
"kms:CreateGrant",
"kms:GenerateDataKeyWithoutPlaintext"
1,

"Resource": "*"

## Customer-Managed KMS %4
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EERES

a ERENELEEMARBIRE
b. RIFEMBI A, HMANMBKRES EH

c. B ‘TR BIEEA

d. SIEZEKGE , LRHEEE AWS KMS #HER , SRV ZEAFHRESIRSP

v/

SREMFA

MVENGIE®RHA, GG , LE AWS KMS ZH A ERENHBRAIE  EREHN B8R, BH

DMEHERZFE , W LAE SageMaker Al F IR B BB E XL
[

BAREBETE AWSKMS 48, REEFRE—NERARLLMTFRENBFEERIL , AREE
CodeDeploy ft 11/ [a]iX LE 4 E #Y 75 TR SR BE o

IR IRV E

1. B E

a. £ AWS B4 EREH |, A “Secrets Manager”

b. M&E R k4R “Secrets Manager” SA$TF IR 52 S HEI AR
2. TRt B Z4

a. R “FHENRE R4

b. £ “AERHARE MEL , %R HMRENFA (XEEAUREHGRERE )
3. M AR BIEEEIE

ERENSD , FENBEEFEEZRASSPMNNFRES

Key: username, Value: your database username

Key: password, Value: your database password

Key: host, Value: your database hostname (e.g., database.example.com)
Key: port, Value: your database port (e.g., 3306 for MySQL)

Key: database, Value: your database name

4. IEFRIEH I
a. E “MMEBEEL T, & EREE AWS KMS 77

b. NTHIFIERAS |, EBREE E—SHEIEM AWS KMS 4R ( Hlin , aws-supply-chain-
database-key)

BE
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c. ERAUBRLNZILIEAZT-EENZHAHRITMNE
5. Ui IR B
a. NIENZP@MA—MERERH |, 0 aws-supply-chain-production-database
b. ( A& ) AN “ CodeDeploy £~ HNEMMIFEE LD <K MHER
c. MRALFE , AILURMIRE (Hlm , B8 - B3R, B : “&£7")
6. A I E RN BR

a. B “RENR", EREEREST , MM TRE, LLEE AT CodeDeployfy BR S5 S EUR K 27
€HO

{
"Version" : "2012-10-17",
"Statement" : [ {
"Effect" : "Allow",
"Principal" : {
"Service" : '"scn.amazonaws.com"
},
"Action" : [ "secretsmanager:GetSecretValue", "secretsmanager:DescribeSecret" 1],
"Resource" : "<COPY-THE-SECRET-ARN-HERE-AFTER-CREATING>"
1]
}
7. RIFBER

a. B “RF" LR RIRKEE

b. iZKMEI EBME , CodeDeploy RFKRENEIRESE
8. BLERHR ( Ak )

a. EHRES , BB IERE 2R Bk kI Bk

b. MREMNZLRKMEE , LAIUEEEARR
9. WM BIE

a. BEELNMEREBER

b. B 7" QIEZ

c. &R [E E| SageMaker Al 32 &I E 4R
10RFRAE ARN

a. EEASRPERIRTLIENER

b. REFABMIT A HFMAEENE
c. AR , (RSB FMWE ARN

BE 32
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d. EFIHRZ ARN, ARN BRI TAT7R : arn:aws:secretsmanager:us-
east-1:123456789012:secret:aws-supply-chain-production-database-AbCdEf
11 4m 88 B IR R
a. Rifi “wmENR"

b. ¥ & #8248 ARN #<COPY-THE-SECRET-ARN-HERE-AFTER-CREATING>#i 1 & &I/
ARN

c. B "R LAKE ISR HE

S2REMA

T, BRI EREEEHEREN AWS KMS Z4A3t /T2, CodeDeployfI RS ENIER I
BEEZENBRREL , BEIELTERSMBIRS,

FHER BHE % 2 CodeDeploy

FLE S AWS KMS $AFIZ 4/ , BNATER & JDBC E#., CodeDeploy
Bl E R JDBC E#

1. &M E| CodeDeploy > BiEEE
a. BFI&ZH CodeDeploy =4
b. NESHEHRIERE “BIEEE"
c. B <&M , SME EE
d. E#F “HEEE UAIBINEE

Home » Data management

Data management

Manage your data sources and destinations for supply chain analytics.

Sources Destinations Connec tions

Manage your data connections

Q, Filter connections 1 ]

2. MAEREREFE
- EERWN (HE)  WALLERNE—FORRF (FlW, EFBIERE)
Wk (Wit )  AMEXIEENBENNRENFARGE | UHEBERNER T HEHR T WL
1=

FIRE BiE B 2 2] CodeDeploy 33
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- JDBC Mt ( %41E ) : UTHEIXNMATEN JDBC EEFAH : jdbc:<database-
type>://<hostname>:<port>/<database> ( f5l# , ) jdbc:postgresql://
db.example.com:5432/mydb

- BMEM (L) REFEREBIEEZEM (B0, “public”, “dbo”. “myschema” ) . Bz
AR ER BRIAZEN

- Hl% ARN ( %E ) : B E L —-SHhRFHWE ARN, X CodeDeploy ftiFM SageMaker Al
LR RENBIEESIL,

« BRHIHIT SSL ERE | P MEIRIE (#HF ) UAERNBUIREFERER 1T SSL/TLS MR
« VPC Kim T RIRS B (&4E )  MARTREEEN VPC Kin T RS EWH (1§

I\ : com.amazonaws.vpce.<region>.vpce-svc-XXXXXXXXX )

JDBC Connection

Configure your JDBC data source connection. All fields marked as required must be filled to establish a connection.
Connection details

Connection name
e.g. production-database, staging-analytics
Enter a unique connection name
Description
Provide details about the purpose and usage of this connection
Enter a description for this connection
JDBC URL
e.g. jdbcpostgresql://db.example.com:5432/mydb
jdbe:mysql://hostname:port/database
Schema name
e.g. public, dbo, myschema

Enter the schema name (optional)

Authentication details

Secret ARN
AWS Secrets Manager ARN containing database credentials

am:uws:secmtsmanuger:ﬂegmn:accaunt.‘secrer.‘nume
Security configuration

Require SSL/TLS encryption for database connections (recommended)
Enforce SSL connection

Network configuration

VPC endpoint service name
VPC endpoint service name for private connectivity

[ [om.amazonaws.vpce.region.vpce-sve-xxoooooec ]

(" concet
3. Connect EZE 2B EIREE

a. B “Connect” UMK H EIEE, CodeDeploy HRIFE A AT AFERIRENERERINEZES
BBIER, KTREZUREE 2 248,

b. MREEKT , BFEHHEMBIRKEE
c. MBEERMN , FEFENERRAERUBRABFRBEBIIR
- BIFEMNZH ARN BB EH
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- REZLH JDBC MutEXREER
- BRENBEECRENEIRE AWS RSHVES
« BIFEE AWS KMS Z4A M SageMaker Al KEEELE R B IEH
d. BE A ERAPXER BT RE N ARNBITFEFEEERK 77 2209 BB ES By #f R IE 6] 3
2 “HHBHEA JDBC EHE
4. ERBEWFEHR
a. EEfE , BFED ERER BE  HHERTHREESAMETANE
b. P EWFNBKRRZ LS IERE
5. BLERERIFTITL
a. T/ MEENRSE , B BE JIFH=mXKE , RAEERE HTRIRFH
b. & ‘BEAHFMERE" WiFES , RE :
- TE: RIFME (S, 88X, BAREER)
o FFEARTE ; FFEBRIFAETE ( L UTC MENRXREBEER )

o BIFTRE  ERTREIF (BRFFERE ) EEEH ( IEEERNNFRE ; EEEEFIC
REEES )

c. REFRENERKRTESIRE

d BMEXMAERRE , £& TR
r 3

Configure load details X
Schedule

Configure when and how your data will be refreshed.

Cadence Start hour

How often the data should be refreshed. The hour when the refresh should start (your timezone: -08:00).

[ Daily v J ( 00:00 UTC v ]

Refresh type

Choose how data should be updated during each refresh.
© complete refresh

Replace all existing data with fresh data from the source.

(O Incremental update
Update existing records and add new ones based on a key column.

Cancel
G V|
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6. LRI ITRRIERR 5T

a. NBIEF 4 , AR EHENEHREME

b. HR (BFEHARFIER) B BIERS” &2 TKIRE

SREMFA

BIEEHIEEKRE , CodeDeploy R AT AMBIEEPIRIBIE. EEREEHRNRL  FilEd
SageMaker Al BT INHFEE,

E{ESRER
ZEMFRIER
- REMTEHER  AATERBEEESR | U EET TR E TN ERTERD

- J3F SSL/TLS tN% : fr¥EF “sBH| SSL iERE T T B ARS , LBREHRSESFNEHBEHITNE

- EEIFEE AWS KMS H SageMaker Al B3R : R R BRI RINA RS F0K 7 = 68175 (6] I8 Y 1 28 2%
AR

« ERARKENRTENR : REHBIFEEFH 7R CodeDeploy T A TEZENHKELENR

EERE

- FRABKRMEZEN  REEW. EEUHNBMERRTIENMERN (HlM0 , “production-inventory-
db” IR 2 “db1” )

- IEFREHER  FRABRFRICTERLRTHESRE, #HEXERFEUREABKRIZEEN

« EHEBREZANHERE  EERRENEERFITRZ8 , BFLRIECHEZERBESR

- IF JDBC Mik#& 3 : Double-check ## JDBC MIEiE % 5 48 9 B 48 B 25 U A8 DT fid LUB o i 248 iR

TR Il R

« EFEHHRBIFNR | ARIFREBEE SRR S5 FRIER R AR

« EIRES IR RIERIFET | EHRIEE QSRR BB RIS |, LS KBRS R A X 4 BE Y 20
- RUREEAEEEH N THEEXRNAREBES , HEFFETLRTERN

- EEAENHNNABY  CREEFEHN , BRFEY AR RIS EIE KR
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- BAWBREINIER | EF RS REEIRS FLER | BFRABFMHNE R

- WRER  MRETEMBWUSEKN SQL £l , TEREE

« HEZZHNERE SQL EoX : AT R IE R R BRI 6 A SSER 8RR

« FABRFTHEIRR | HERXWHRFNERERE , BWEED AT LARNOEERB ?” 2%
RY 12 M (R 2% “AS R IB AR IX AR H R IR

B

il

RS

- ESEEZERIFHTER  REREEEPHN B M KF BT, BREIF KD THK

« REJEEREEIR ¢ CodeDeploy 1REE&RIHT RIS | 15 BRI 8 & M A% R =) 2 SA S B 3= iR O

- REWFHERE  HBEFERDEQR , HEPHITER , CodeDeploy Ff B35 AV ESE

« BRAENEE : B TEARKRNRBIHITY, RREERERZRUMEANSE

- EHERERERE  EEHEERNT , EFNFNAEEREWLER , UARRBFITHRENAFE L

5%

TERASEHEESR (CDM)

FSEHFERE (COM) REANIMELCRIES Y. ERARNEREN , KF0FEERS COM B3,
BUE A LAY HtTALEE |, BUREBAX], FUNAEZE R,

AEERBTHARBEERENS  CHAEE  UREBLERBERAETA,
TARBELKRIS ?

FEARNGIELT —AERNBERENZR , SEXENFTERARMNESS , fl0~m, B,
T8, FENEF. TRENREENBARELMET , COMEBRA T — MR |, ZRWER
THEABEMRE.

EHEMEHE , ERRBIERRIE COMBEfrR. BIEAETUBFEURFERN COM FERZE
RYBRSY , FFEMK SQL BB R IR AR,

AEEABRIGIAMER

- —HM —FEYESERARNBESN EET  BRERITY, EFERACMXEERESENIT
ﬂg _ﬁo
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WAERE
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HiERE
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]
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FERAK
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WHEIFTR | PRERAFEBAIULEREMAESNMER , TICHMIRERE T BN~ RS (XRBENS
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« MRMINERUSNRAFERECHERT , WEMNAFBTEREN B URTRAETIERS. 2
NRAPBALUMREREA LARN AR THSIRFPSNE A/ BRI HE
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1. &8 RiE” £ HhE
2. EENAERF
3. BRI R A RERFIRE

MRBAZKRE , REFEIFRFNNEESIRTE , RERNEHREGEE RN ML
EEE’\M’JIJ%%M’E?*

NTERT BEFNAMAFBNMNGHATEHERRR WAF , 7RWE TR X ERAEFISME
RAMBW, MRAFERTZVHR , BEREEEAFRNER , WREFEERNTTEE FEM m
MMy, Rt RETEEARE

TR E LSRN 5 —MRENFIERE , At F2E REFANBEE NN FEERSHH. AFD
AR LAGLART — 4 R A HAT ISR |, SR E M mA MRS

MRAFRATHRAETX , REMNEEOXLE> MmN ERBEE  AMAT R E4t™me
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At &5 ERP MiE#:

=it Amazon Connect Decisions £l G RMK (ERP) REHRRKKREHITERE , BLABE—
MNEE | BESLEMNEZS LR Amazon Connections £ 18 8 i8] B 58 F B9 Z 1

T ERP &4 :

+ SAP S/4HANA

£ Secrets Manager FELEZEiE

1. ERARIKS |, A S ecrets Manager 8|2 Secrets Manager 4R

 f£ Secrets Manager R AZUERT |, ¥ T 5 ( <username>F<password> ) B 5 EEBRNA
Amazon Connections Bif# B SEFRF F & #3515

- MRFEHEEA , Other type of secretiFiki® Secret Type
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https://docs.aws.amazon.com/secretsmanager/
https://docs.aws.amazon.com/secretsmanager/latest/userguide/create_secret.html

Amazon Connect B RE EERER
- WMRBEIEEATPHKey/value pairsitMF@WAFMES , FEA 25

- %4A:username; {B:<username>

« #4f:password; fH:<password>

- MREAPLaintext M FEEFEFAMARS , TRAZTEFIH JSON MR :

"Username": "<username>",
"Password": "<password>"

}

2. £ KMS &% AWS HiMBEENES , L THHEN D, RN EERESIRIRFEE
3. BlZZHAE , FIC TH Amazon BIRE# (ARN) , BN EEESRTIEFFEE

« f5l#0 : arn:aws:secretsmanager:<Region>:<AccountId>:secret:<SecretName>-
<SixRandomCharacters>

Bl & KMS ZHH RN R

BEEN Amazon Connect REREZMEHEFMER SFTENNR,
1. BIFEH KMS FKBELL /2 F Amazon Connect JREF B S A& & 17 8] 18 /Y 2347

« JXZ : <YourInstanceID>R&H AWS K <YourAccountNumber>F1 Amazon Connections

KBlgms B R,

"Sid": "Allow Amazon Connect Decisions to access the AWS KMS Key",
"Effect": "Allow",
"Principal": {
"Service": "scn.amazonaws.com",
"AWS": "arn:aws:iam::YourAccountNumber:role/service-role/scn-instance-
role-YourInstanceID"
1
"Action": [
"kms:DescribeKey",
"kms:CreateGrant",
"kms:Encrypt",
"kms:Decrypt",
"kms:GenerateDataKey",
"kms:GenerateDataKeyWithoutPlaintext"

]I
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EERES

"Resource": "*"

}

2. EFTIER KO A B NERR B SR T X 2 AR R

« 3XZ : <YourInstanceID>AEHE ARN <YourSecretArn>,
F<YourAccountNumber>#] AWS #5354l ID &AM,

"Version": "2012-10-17",
"Statement": [
{
"Sid": "Statementl",
"Effect": "Allow",
"Action": "secretsmanager:*",
"Resource": "YourSecretArn"

"Sid": "AllowKmsForSecretsManager",
"Effect": "Allow",
"Action": [
"kms:Decrypt",
"kms:DescribeKey"

1,

"Resource": "arn:aws:kms:us-east-1:YourAccountNumber:key/YourKeyId"

EH{RIVZR4AMY Secrets Manager & IRBUR

1. EFIREZ4AH Secrets Manager &IRBUR
« XX : <YourSecretArn>E#H N IR ZEH ARN

"Version":"2012-10-17",
"Statement": [
{
"Effect":"Allow",
"Principal":{

"Service":"scn.amazonaws.com"

+

AWS ik

FEHTIRAI B4 M Secrets Manager &IRBE
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"Action": [
"secretsmanager:GetSecretValue",
"secretsmanager:DescribeSecret"

1,

"Resource":"YourSecretArn"

Eti& Amazon Connections iE#

1. £/ Amazon Connect RRZflH , SMEREEERE
2. % ConnectionsiEWF
3. B Create Connection %4l
4. fECreate ConnectorTHA , £ &HSAP S/4HANAEEERRXR AT EWSelectintl
5. #£Configure SAP S/4HANA API ConnectorMHEAFHIALEHNEE
« Connection Name: Mf—KIEEBZ R

« API Endpoint URL: #REY SAP S/4HANA 3:f|#y OData API i S Mtk ( Flan:https://
<hostname>:<port>)

« Client Number: 3 fu%k#y SAP ZF #5118 ( Hl10:100 )

« Secret ARN : Secrets Manager FZ$ARN L S# EJRE #5 (ARN) , AT 77 Amazon
Connections R&K £ A EiiE

6. midiCreate Connectori®il

B BRI

Amazon Connections JtiF &5 &I S 1R L HRLEIRESRF | J«XEE@E’JAJL%:EMXU (ERP) R«
ERAITERE, RINBERT , TEREREHBLTERARS , BX4ANBSHAENRERRZ A8,

(® Note
BRAXNAERERBENZIEEE 2 EEA%\/JLEPJL/T Amazon Connect Decisions 1%
EMJ‘M‘TEJEE’JﬁIﬁ (BN : EEFTSLAERHEVNNNER ), EEEZEFENZ

, Amazon Connections T4 1TiX ‘EBJ’E ( EDEEFH TXE)
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79 JSON X #4, BAX JSON KEXHEHEZEE , E5MH (IAM AF1EmE) P/ JSON KR,

EREARE , BYE BN EET A AR T X WL RHIT L REREEER R R

o

N MR

RABERT , AFNALKANR, IAM EEAIE IAM REEFRERNTARH , REAFATLE
EXEAE, IAMRKBEENR , SHRITREMANG EZTLR.

|dentity-based B

Identity-based KEEZEMMEISH ( AF. ARNAE ) B JSON MERFME A, X LRI S0
BRATH ZRE, NMLEFRMITUAREFLAZRAETHT. ETHROMCIRETHHRER , B35
(AM BFiEE) FEATT EEAFRE L BE X IAM &R,

Identity-based K& AILARRBR RS ( ERMAZNENFHP ) AEERK ( HNEZNHHHIRIE
B ) o ETHRIAERERBNNRRBE 2BHTER  FSH (AM AFER) FNEEERRS
N ER R B < R AT

Resource-based B

Resource-based K& &M INENRIRAY JSON KX H, RHEISHE IAM B BEEFEHEM Amazon S3
FHREER, EXEETRERNEBNEBRS S , RSEEAAEREIIREHXNIEERRNIFRE, &
MHAEERET R ROFRE R IEE 4,

Resource-based RN FTIZBREZHHNEREKE, BFREEETRFENFREHREHARXE IAM B9 AWS
ENEKE,

HREgRE
AWS X HMREER  XEFHERATUREEFENNRBEERERFHRANR

« RRDA-REBETEHNRBEATLE IAM RERTFHHEARR. BEXEZEE , 55H (1AM AF
EE) B IAM KA PR .

AR E R 59


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#access_policies-json
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html

Amazon Connect B RE EERER

- PRSIEFIZKRE (SCP)-E AWS Organizations FIEEAARALEVNHZEANRE, EXREZEE , B
2% AWS Organizations FF 18R # BY IR 5542 I 3R BE o

- WREHIEE (RCP)-REKFHEFRNEATANE. BXEZEE , iHZH AWS Organizations
AP R IRE KB (RCP).

- 2ERE-NACRREAFRIEN S FNENSBELZEZNEREKE, BXEZER , HSH
(AM AF1ER) PRLIEERRE,

S REGRE

HENMRBEWRBEA T —MNERE , ERBORREMERNENIRE, BT DR ST REERE N
AWS MABEREB AFIER , HSH IAM AP EREPRRETEZE,

IAM f0{a4b ¥ Amazon Connect JRFE

EEH IAM BEIEX Amazon Connections BT RIfXPR 2 81 , &L 7 WL A F Amazon
Connections B IAM ThEE, E2ME T # Amazon Connect JREFME M AWS RS A5 KZE IAM Th
BEERAEFERA , BZH IAM AFEREYS IAM BSEAN AWS S,

|dentity-based Amazon Connect JREBE

XEFEETHONKRE: B

|dentity-based SIS ZE AT LK INEI &4 ( B0 IAM B, AFASA® ) B JSON R FHE THY,
XERREG AP NASTEMARG THMLERFRHRTHERE, ETHRNACNEETSHOERE ,
FZH (IAM BFER) FREAEFREEERKE L EHEX IAM R,

BEMER IAM ET 50K , BUEE R TRIELNRENTRUAR A TRIELBRENRSE. B
THRRI7E JSON REEHPEAMAAETE , H2H (IAM A #EE) #H IAM JSON KEET&E5I Ao

Resource-based Amazon Connect JRZE R R BER
YRETHENRE . &

Resource-based R E& A M INEI G IRAY JSON KREE X, ETHRRNRRWN ROI2IE IAM BEEF
KEEH Amazon S3 FEEREE, EXRFETHERNRBENESH , RSEEI UUERSITRESX
BERBRNIER, NTEEPHIMEBHER , RBEEXIEEEHAT N ZRRINITHEREURES
AZBTIT, BXTMEETRENREHIEEEZE, ERATUBEK,. AP, A, KRR
AWS BRZ

IAM Z{AT4b 22 Amazon Connect R 60


https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
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TRERBIRE 2

EE R WLAER AWS JSON REERIEEEHERRIBEMF L, BRER , BN EETUANT AR FERITER
1, AREMAAZKHETHIT,

JSON KM Action TEBR T A TERKP AHIEL L RINRIE, ERBHFISREUARTR
ITRERIRERI R,

Amazon Connect JREK I R REERFERIERUATEIR :

scn

EEEMEYPEESTURE , BEMAESFHENRIT.

"Action": [
"scn:actionl",
"scn:action2"

]
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EIE R A LAER AWS JSON REERIBEW ARG RMF L. HHRY , BN EAEATLMT AR RINITE
1, UREMFARHETHIT,
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BRAF (ARN) BBERR. NFAZEBERERNRWIRE , BEABES ) ERBONATHMER
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"Resource": "*"
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EE R WLAER AWS JSON REERIEEEERRIBEMF L, 2R , BN EETUANT AR FERITER
B, UREF ARG THIT,

Condition TERBENNFRMHEEFVMERNIT. BALGIRBERAZEZER (FlW, ST
T ) BEARER , MERBPHFAEERPNVERTE. EEEME AWS £REHER , F5H
IAM AFPIEEHH AWS £ B%&H £ T XHEH.
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Y HFIGEILE - 2

IS EHER IR AWS BRGERBEAR | 7 AR ELEARA SHRURA N E IR,
AWS BUSHAERIGHHEDS | MARERA KBS AT, BXESEL , H2H AM AL E@EHY
IAM F1 AWS RS 5 IAM BAGAN AWS BS R R E2iEH.

Amazon Connect REWH K 1H R SE
YERELFRAE (FAS) 2

HBRGFILTE (FAS) EAEM AWS BRSHEFLANRBRIARFER AWS BRFHNR , @ RS K H
BRo AXRERH FAS BREMRKEIFE , FERERTR21E,

Amazon Connect REHN RS AE
YERSAR 2

RSABRA—TRFEME. KRREHNTEREN IAM AE. IAM EER T EE IAM RO, SR
BRERSAG. BXESZER , B5H IAM AFEEPHNLEA G E AWS RS ZEIRNR.

/A Warning

EFRREAENNE T A BT Amazon Connect RFEMINEE, KA Amazon Connect RFE
RHMEXESH  FTREEERSAG,

|dentity-based K B& R4

RIAMERT , ARPNAETLTNAESE R Amazon Connections &R, #filtTEFER AWS &
BHEA. AWS SS1THRE (AWS CLI) 5 AWS APl HUiTHES . ERTFAPNAERRRITIRENR
BR , IAM EE R A LAGIE IAM K&, BEAMETUALSEFN IAM XK  BFRFAUKRASE,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
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BT RMAERXL RG] JSON REXHLIEET IAM BHHERE |, E56 (IAM BFiEE) Ri8)
£ IAM policy.

SSBIEE 1AM BUR

LTREZEZG AN API 012, EMIMEREFIFTFN IAM BUER ( T2IEFE Webapp #1F ) -

"Version": "2012-10-17",
"Statement": [
{
"Action": "scn:*",
"Resource": "*",
"Effect": "Allow"

"Action": [
"s3:GetObject",
"s3:PutObject",
"s3:ListBucket",
"s3:CreateBucket",
"s3:PutBucketVersioning",
"s3:PutBucketObjectLockConfiguration",
"s3:PutEncryptionConfiguration",
"s3:PutBucketPolicy",
"s3:PutLifecycleConfiguration",
"s3:PutBucketPublicAccessBlock",
"s3:DeleteObject",
"s3:ListAl1MyBuckets",
"s3:PutBucketOwnershipControls",
"s3:PutBucketNotification",
"s3:PutAccountPublicAccessBlock",
"s3:PutBucketLogging",
"s3:PutBucketTagging"

1,

"Resource": "arn:aws:s3:::aws-supply-chain-*",

"Effect": "Allow"

"Action": [
"cloudtrail:CreateTrail",
"cloudtrail:PutEventSelectors",
"cloudtrail:GetEventSelectors",
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
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EERES

"cloudtrail:StartLogging"
]I
"Resource": "*",
"Effect": "Allow"

"Action": [
"events:DescribeRule",
"events:PutRule",
"events:PutTargets"

1,

"Resource": "*",

"Effect": "Allow"

"Action": [
"cloudwatch:PutMetricData",
"cloudwatch:Describe*",
"cloudwatch:Get*",
"cloudwatch:List*"

1,

"Resource": "*",

"Effect": "Allow"

"Action": [
"organizations:CreateOrganization",
"organizations:DescribeAccount",
"organizations:DescribeOrganization",
"organizations:EnableAWSServiceAccess",
"organizations:ListDelegatedAdministrators"

1,

"Resource": "*",

"Effect": "Allow"

"Action": [
"kms:ListAliases"

]I

"Resource": "*",
"Effect": "Allow"

"Action": [

Identity-based & B Rl
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n
"iam

]I

iam:
iam:
iam:
iam:
iam:

CreateRole",
CreatePolicy",
GetRole",
PutRolePolicy",
AttachRolePolicy",

:CreateServicelLinkedRole"

"Resource": "*",

"Effect":

"Action":

SSO

SSO

"sso:

SSO

SSO

"sso:

"sso

"sso:

"sso:

"sso:

"sso:

"sso:

Sso:
"sso:

Sso:
"sso:

Sso:
"sso:

SSO:

Sso:
"sso:
Sso:

SSO:

Sso:
"sso:
Sso:

Sso:
"sso:
Sso:

"Allow"

L

:AssociateDirectory",
"sso:

AssociateProfile",
CreateApplication",
CreateApplicationAssignment",

:CreateInstance",

CreateManagedApplicationInstance",
DeleteApplication",
DeleteApplicationAssignment",

:DeleteManagedApplicationInstance",
"sso:

DescribeApplication",
DescribeDirectories",
DescribeInstance",

:DescribeRegisteredRegions"”,

DescribeTrusts",
DisassociateProfile",

:GetManagedApplicationInstance",
Sso:

GetPeregrineStatus",
GetProfile",
GetSharedSsoConfiguration",
GetSsoConfiguration",
GetSSOStatus",
ListApplicationAssignments",
ListApplicationTemplates",
ListDirectoryAssociations",
ListInstances",
ListProfileAssociations",
ListProfiles",
PutApplicationAuthenticationMethod",
PutApplicationGrant",
RegisterRegion",
SearchDirectoryGroups",
SearchDirectoryUsers",
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"sso:SearchGroups",
"sso:SearchUsers",
"sso:StartPeregrine”,
"sso:StartSSo",
"sso:UpdateSsoConfiguration",
"sso-directory:SearchUsers"

]I

"Resource": "*",
"Effect": "Allow"
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