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HENRRRPEDRMNT — AWS BSHNARFE |, B HIBGERRERE, BEBRREEALT
SMENTE , AEMA AWS lREZHaFER , RItETRIER R B S ERN RS MNAHRERF.
A BUE TS 0] 22 5K (6 A #e 3 R 55 5 AL A 72 7 SR E 3 5 51 Wit & AR 58 1 o BR 55 M L A 2 e Y IR

£ R AR S5 AN DN 2 B R LR AWS B HIA
A BAM BR 35 3% 5 42 3RAE AP AV 18 3R 45 SR LT FF AR 55 728 00 2 WL
Services menu

M BRS5" 3 78 UK el SR

1. §TFF AWS EEEZFIS.
2. HESMER , EERS ().
3. (W) RHREHRIM —TUARSS A0S Uik

a. HEEEBRF , FARREE-TRS L.
b. HEFEZRFEMBZUNES,

4. EEFRBARS.
RARBIFEATERS Lo
ERIZBRSENILNES,

Search box
MIE ZRAE PR N R

1. $TF AWS EEEEHE &,
2. HEBREREA—TRSHE N
3. HERERMEYP , 2R ZRFEMZUNES,

(® Note
YGRS AR —BURSS R, ZARSS R DNE S AnAE T 75 B9 U R pREERE

Favorites MRA< 1.0 15
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AWS EEEF A

AlERE

PR R AR AR SR R AWS BEEZEH &

18 T] LA AR 55 3 5 Fp i B AR A2 A 0 B WK

MBR S5 378 b UK el SR

1.
2.
3.

177 AWS EEEH A,
ESMER , EERS (G5).
( Ak ) R &R 7 ) BY R A A2 A 00 B WUk

a. E&EBAAF , FARREENARERF L.
b. REEZNMAEFBEMBIULNES,
EERNAERF.
MARBEEMENAERF L.
ERZNARFENZINES,

(® Note
BRI ARG | ZNAREFRANE ST AR RERREEF,

EFipRIgER AWS EBEGHIA

FIBAMBRSS S5, LR S PR A= A WAl /) 48 47 1) 4% 7 0m 2 L i SR Y BR 55 M S R 2 o

Services menu

MABR S5 3 5. 175 1) WAL e SR

1
2
3.
4
5

T7F AWS EEEZEH S,

ESMESR , EERS ().

IR YRR
EFMINEWRRE RS NN AREF.
(At ) ERENARFAR

a. EEMARF.
b. (i) EEWE,

Favorites
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https://console.aws.amazon.com/
https://docs.aws.amazon.com/resource-explorer/latest/userguide/configure-views.html

AWS BEEH A ATV
c. BEEHR.

d. ("t ) EHEMEFM. BUURBEEHIFRERHERR. BXEZER , HSH (AWS
RFRRSE AFER) PHERRRFNERERIEESE,

e. (Hit)EFE-NTHRUEEXRNBRSZHEFETZAR.

® Tip
B OB IERIRS () SRENF LK B ER. SR ANERBESZGEER
2.

Favorites quickbar
MUl SR AR A= 15 7] BR 55

1. T AwS EEZFI&,
2. HWBXREEFEERSNNARRF

Favorites widget
MW SR )N 48 44175 (18] WAL AR 0

1. 17 AWS EE#EFH &
2. (W& ) AYEEFR/NEHS (RKENE) -

a. HEEHAEEREEE +RMMNARE
b. HEARMNAHRES , €A : BIRRRERNAFEREEFEERT.
3. KWK NMAHFEFRSNNARR

BXNMABEMNESZEER |, S Rthe section called “fER/NAHF",

ERBRRIGE R AWS BB &

BT LAE R BRSS K E MR K F BBRIRS NN AREF. AU ERERERNERERTEBRRS
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https://docs.aws.amazon.com/resource-explorer/latest/userguide/using-search-query-syntax.html
https://console.aws.amazon.com/
https://console.aws.amazon.com/

AWS BEEEH A

AlERE

Services menu
MEBR 53 2 o il BR U 3R %

1. T AwWS EEEZFI&,

2. ESMEF , BEERS.

3. EFRWHER,

4. HUHREBRZSINABRFZULHES.

Search box

® Note
Bel , BREEARREFNERERNTEBRERS.

IR SRAE A PR LKL el SR

1. T AwS EEEZFI&,
2. HEERESEA-TURSHIE .
3. HERERNET , BUEERZBRFZEMZILINES,

ERERENRE AWS EEEH A

A LARE A R B MERRR , M AWS EEZG AR ERRL, U TEENE T OMAHN SR AFE

HERRE,

£

« M root AP AWS EEZEFH A&

- IAM FfLF AWS EB#EHA

- IAM 5P OAPMT AWS BB A
- FHERIBH M AWS EEEFIA

ELER s
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https://console.aws.amazon.com/
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AWS EEZF A AlERE

F# root I AWS BIERE A

BRAFTUEREN AWS EBRFIEPERFE, Root AFE2FEFE AWS RSMNERN LI HE
NEROKFFIEE. MRECIET AWS KF , A AFERARAFBFHAENBZBER , MEZ root A
F. BXESZEER | 21 (AWS IAM Identity Center A 15RE) FWERAF,

LR P & 1 B %3

1. BRI AWS EEEH A,

2. HESMESF , EERERKS BT

3. EBRZRERIL,

4. ERRNETURREER AWS K REMR, HRRESEPE RN EAERRD,
5. WMA—XENHRED , BWARHIED,

MEBRKESREDLN 8NFHN , BAFEEUTAE !

- ELE-IMIE
- ELRE-NEF
- EVRE-IMREFH

. ELE-ANIEFE

6. EREWRFBHIRTFEN.

IAM AP T AWS EE#EH &

IAM BRI EL AWS EEEFI A RIFEACHNRMNHERRDG, BN , S BER AWS 15H]7]

Fo IAM B R AWS IKF AR TREBEXNRNF 0, MREXFCRKS, , FEENER
REHFBA R TRERME T 2 AWS IKF ID K HE. 1AM AFBHNZBHERIES , MR
IAM fiFF, AWS BXEZEE , 5K (AWS BF AFEmR) i IAM A,

MBEEREBUATREANR : AWS : AF IAM AFEZ2EINTALIERECHEFAEEE , T
DMNEHEERFE, BXELZEER , E5H (AWS Identity and Access Management FiF3§8)
B 1AM AP A E R B 2 B,

MREZEEREBHLENR , AWS BEEEHE BE5H (AFERE) B/ “EE AWS IAM Identity
Center fi 7 Z73”AWS IAM Identity Center
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https://docs.aws.amazon.com/signin/latest/userguide/account-root-user-type.html
https://console.aws.amazon.com/
https://docs.aws.amazon.com/signin/latest/userguide/iam-user-type.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_examples_aws_my-sec-creds-self-manage-password-only.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_passwords_user-change-own.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/resetpassword-accessportal.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/resetpassword-accessportal.html

AWS EEZF A AlERE

IAM B 0HAFPAT AWS BB A

AWS IAM Identity Center FI = %AUB AWS 7 1R ERBB. BXESEL , $2H (AWS IAM
Identity Center A $§F) FEVEEAWS IAM Identity Center i F? #5,

IAM Identity Center FIF" 25 AWS Tk i —E8% | i AWS | 1AM — URL B5H AWS
Organizations A7, AJLAEHETE IAM Identity Center B hBIZBX LR | th AT BLfE Active
Directory SR AR M RUEFCIRXLAF., BEXEZEERE , H5H (AWS BF AFERE) 7
B AWS IAM Identity Center A F

HH B H 40 AWS EEEE A

BRESHRAPXM AWS BRHRITFEREE, BXESEER , 525 (AWS IAM Identity Center
AFErm) FHEBEAWS IAM Identity Center F %3,

ReESMAFRERANABEGRMEE (1dP ) BF, IREFEUATEM—MER , NERIKESHD

- ERAE=HFIE ( HIW Login with Amazon, Facebook 5 Google ) 1 E&EH AWS K F =& R
- FAHBNEREZATREM AWS RS , AREABENLN LT TFH#HIT AWSER,

BXEREL  BBH (AWS B A S0 THHBASH.
ERHIES AWS EEEEH A

% AWS Console Home I8 BES5 —iRETNE , B AEEPRERF AWS BSHBRIAES AWS B
HiEgls, BUNSMENEEXE P IRIEERERINEES,

(® Note
UTERSEUMRE AWS IRFEFEWIES , BET2ER AWS XHMES. EE SR
RAMES  BERAEMAXHERELG LANESRE,

ES ]
- XENES

- NEMEPERIRIAES AWS EEEH A
- BEFHNE—REFERRINES AWS EEEHE
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https://docs.aws.amazon.com/singlesignon/latest/userguide/resetpassword-accessportal.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/resetpassword-accessportal.html
https://docs.aws.amazon.com/signin/latest/userguide/SSOlong-user-type.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/resetpassword-accessportal.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/resetpassword-accessportal.html
https://docs.aws.amazon.com/signin/latest/userguide/federated-identity-type.html

AWS EEEF A

AlERE

XEFHIES

AWS EEEH S BRIXIFUATES

Rik (XH)
RiE (RE)
EEHEILE
&iF
ST R

EE

- BiE

- BARNE

- BETE

- Bif

« FR3C(fEE)
« 3 ((®iEK)
- THHE

MEMEPERBRINES AWS EEEH A

UTRREANET WAMEENSREERRIAES.

MEMEEXRRINES

1. BRI AWS EEEH A,

2. HESMER , ERERER (#).
3.

BEPHNE—REEXRMINES AWS EEEZFH A

ST BANE T MANGE— R E REERBRIAES.

MTES , FEEXNERMAME , HENTAUIRPERERES.

ES—RE FERMIAES

1.

Zx3 AWS EEEH A,

BEURMWIES AWS BEEH A
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https://console.aws.amazon.com/
https://console.aws.amazon.com/

AWS BEEH A A8
2. HESMER , ERERER (#).

BIASE—RERNH , FAREREMBEAFRE.

EE—REF , BEAMCMIBRIAXEZ LN RE.

ENREaREMENES  TREUATERZ— :

o bk~ ©

« NTHRIFIRAFEERBR/MIAFER | RAEERRFRE.
FRE AWS BRSFREH & XAGUEEN R REPRENERESET.

(® Note
ST BRERINMN S8 AWS BEEZHI A ZFNES,

« NTHIIRPERERNIES , AEERRFRE.
FRAR AWS BRSEVESI B XA HIEES ET.

HREEE AWS Ik, AR, RJFEHTMIKEEFSE AWS EEEFHA

MRERBLENNR , WA ANEEH B HRBEXEN AWS IKF, RSEH., AANKEEENE
B

® Note
AWS EERF A NERXKS . AR, RSEFANKEE2NHANER. XERFETHEC
MiEHlEa, AXESZEELE , FEATIRE

- BEAWS KR EE SEEETQQ@ EELH AWS K-,
- T4 & AWS Organizations ? 7 (AWS Organizations FAF1ERE) .

(BRSEHFHFERE) PNTLRRSEH ?
- A CAWS IKE A ER) PHYAWS IKESRAEE F o

® Tip
BE R LAER B Amazon Q RIRIEX LREAEFENEZFERE. BXEZER , BZHAE
Amazon Q FF & &R K,

FHRER AWS 58 MRS 1.0 22


https://docs.aws.amazon.com/accounts/latest/reference/managing-accounts.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_introduction.html
https://docs.aws.amazon.com/servicequotas/latest/userguide/intro.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/view-billing-dashboard.html

AWS EEZF A AlERE

£

- HEFHKSER AWS EEEGAS

- HEFHELKEE AWS EEEG S

« BRIPHRSEHEE AWS EEEZEH A
- HEFHKEEE AWS EEEGH A

WRIPHKFAER AWS EERE S
0B AR AN ERAUR | T T BB & &5 FA X80 AWS KBS S,
WREKFER

1. BRI AWS EEEH A,
2. ESMEL , ERENKSEW.
3. EEIKF.

4. BRENKFER.

@® Note
WMRIEREKLA AWS K |, IHSFEAWS IKFEIE SZI8mP < AWS IKF,

HRPHALER AWS EEEEH S

WMRERBLENNR , NATANEE B HRIEXEHN AWS ALANER.
HRHELER

1. BRI AWS EEEGH A,

2. ESMRL | ERENIKS .
3. ERALR,
4
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https://console.aws.amazon.com/
https://docs.aws.amazon.com//accounts/latest/reference/manage-acct-closing.html
https://console.aws.amazon.com/

AWS BEEEF A AlERE

HERFHRSEFIEE AWS BB A

MRERBLENNR , WA UBT 2 & 15 R RSEHER

7 [ R 55 B #UE B

1. BFE AWS EEEHIA,

2. HESMEL , EERERKS BT
3. EERSHEH.

4. BEEVNEERSEIFES

WRIppIkEER AWS EEIZG S
0B AR AN ERAUR | T T BUNIR &I &5 FA XM AWS B RNEL,
Rk EE R

1. BRI AWS EEEH A,

2. ESMEL , EREHKS B

3. GEERKREMEAEE,

4. {EH AWS K2 EMAER R HRERSAXHNBHENAA.

BFRZSNKF

£ AWS EEZHEFHEN Web FERP , ERZSALURNEBERENMNNEN G, XEFHALUR
FTEKFHE - NMNKFHHRAE, AM AERKRSACHERAS, BERNENFHHIERN
EBRRITTHB SO AWS EE2H 5 3K60,

BRAZAEXER | #4848 URL FE2E—NFE (HIW0 https://000000000000-aaaaaaaa.us-
east-1.console.aws.amazon.com/console/home?region=us-east-1) ., BHFLEHBZX

Mizd B8,

(® Note

BRFIEBRMAZLETE , FERE AWS EERHENKFXEPRETFBEZLE , RE
https://console.aws.amazon.com/ LB AZRiE, BUUENERBREHZXE , A ERE
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https://console.aws.amazon.com/
https://console.aws.amazon.com/
https://console.aws.amazon.com/

AWS BEEEF A AlERE

https://console.aws.amazon.com/ LiEFBERAZSE , HE BRI KSR Cookie, EFIMAKE
TR0 5E

BExZNEH

1. BRI AWS EEEEH A,
2. ESMEED | EREHKF B
3. EBRFNESE  REERER, FHF - NFHREFHEE

(® Note

BXLURASE IAM B SHBRRNESEL | H2H (AWS BRAFEE) FHESR
7 AWS BEEE A

4, WALWEIL
5. EEZRFR, AWS EEEH SFABIEREN AWS S0 NS tET <+,
(k) BREAE-BRHITRES ORI

o

a. 7& AWS IAM Identity Center TFEITFHELK[ER (SSO ) [1FAH , BFHEAR,
b. & AWS EEZHAES , EERENIKS B
c. EELRUNERNHETAE,

AWS EE#ZF| A H AWS EIWHYIRE

AWS ZWHEREBET N TERIES MRBREKRRRMHE £ TR, HEIEE AWS EEREFIETRS
THERER, SEMXBWATAN , SHA— 18R |, ST UER ZRERER LB URIERET
o

® Note
AWS EWHBREL D T RIRRSURFEEN , BTLEAFBE.

£
- AWS B aVRFRYZhAE
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https://console.aws.amazon.com/
https://console.aws.amazon.com/
https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html
https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html

AWS EEiRE A AlHER
. ERBNWIRE
- EFIZFE AWS HEMZRE APl B H AWS CloudTrail

AWS ZiHIRER ThaE

- BERW  BEARRS, RESENELEARRBMEREL

- —REZBME EBMNRIEE A RNE S TRENNRE

- ERNANER : EERNWNER , £ FHTEREZNIERL TRERIN
« ZREZFF KB ST AWS RSEVEW

{5 2 W RV IR/E

£ R E WA RE

1. BFAWS EEEFS,
2. BR# BUNRERE,

@ Note
"BIHREZRATALIE AWS EBEF ATV EAVE , FERBEEWNEETH
B AT A

R ZREEE T AERE,
E BRI N ERE TR

EAIZRE AWS #HEMIE/E API B AWS CloudTrail

AWS HEZRMESAWS CloudTrail —TRFER , ZRFRMEAS. SEFAFMRIRNRIENISR
AWS fg%5. CloudTrail £ AWS HERENFTE APl BABRNIES, BROBASEXRENFH
AWS EIRZHIE URIT AWS #HERE API RENRBAER. £AKRENEER CloudTrail , &0 LA
EM AWS HERELXHNER, FHIERN IP ik, ZHBERNSBEIUREBFMAER

CloudTrail & IZ2IKF AWS K BREENIK S P T5ESNRES , FEEB3 A LAHE CloudTrail
EAEIER, CloudTrail EHARIEREMTEE 90 XA LERNEEEHNITES, TER. 7
THEFTEMNIER, AWS REEXEZER , 2R (AWS CloudTrail BFER) +H “EA
CloudTraill EH A £1ER", BEEREFHEIEFKT CloudTrail REUYE{AFE A,
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https://console.aws.amazon.com/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html

AWS BEEEF A AlERE

EFEICK AWS kP T £ 90 KWW EH |, BERIZIRIRS CloudTrailLake B4 BIEFM#.
AWS R HEFIREEEEH CloudTrail

EEEHRAERNPINERIITHERRENGESE AWS K, XS NIZRFIERIREE. BRINER
T, CloudTrail iEZEEEH4,

AWS #HEEREFAE AWS HERFERF FTEHRFICRNEESEH.
AWS HERESH O

EHARRBEMARRIEMER , BEAXMERG APHRE, RENBBNTE, ERSBEN
55, CloudTraill BEXHARAH AP HRANAFHERRE , ALEHT2BREMBEIRT LI,

LTFRBIERT —ANERZEME CloudTrail KB4+,

"awsRegion": "us-east-2",
"eventCategory": '"Management",
"eventID": "3510a29e-8070-4cbc-b6a0-9ellfl8e26ec",
"eventName": "ListRecommendedActions",
"eventSource": "action-recommendations.amazonaws.com",
"eventTime": "2025-09-03T03:52:02Z2",
"eventType": "AwsApiCall",
"eventVersion": "1.09",
"managementEvent": true,
"readOnly": true,
"recipientAccountId": "123456789098",
"requestID": "ec431c91-0315-413d-bdb6-d282fd4f6d83",
"requestParameters": {
"context": "*",
"uxChannel": "EXAMPLE"
},
"responseElements": null,
"sourceIPAddress": "192.0.2.0",
"userAgent": "EXAMPLE",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROARZDBH75ZCUYWFSTUS:EXAMPLE",
"arn": "arn:aws:sts::123456789098:assumed-role/EXAMPLE",
"accountId": "12345678909",
"accessKeyId": "ASIARZDBEXAMPLE",
"sessionContext": {

f# A CloudTrail B&E#{Tis#z MR 1.0 27


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/logging-management-events-with-cloudtrail.html#logging-management-events

AWS BEEEH A

AlERE

"sessionIssuer": {
"type": "Role",
"principalId": "AROARZDBHEXAMPLE",
"arn": "arn:aws:iam::12345678909:role/EXAMPLE",
"accountId": "12345678909",
"userName": "EXAMPLE"

},

"attributes": {
"creationDate": "2025-09-03T03:52:00Z2",
"mfaAuthenticated": "false"

}

I

"invokedBy": "action-recommendations.amazonaws.com"

£ < CloudTrail FEHAMEELR |, 1521 (AWS CloudTrail BF#ERE)Y £/ CloudTrail & & AN E,

fEF CloudTrail B &t {TiEE

R4 1.0 28


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-record-contents.html

AWS EEZF A AlERE

AWS Console Home £ AWS B4 &

AEBNBUAEEHA AWS Console Home , 2RINABEBEXNENEHEETN., EHEETAR AWS &
EEREHANER, BRERREBHAN , £EHAZRFHAETR., BAAER/DNEGMNBRERBENIEZEE
AEW, NMHEATFERMBENAH , URIFEEXEN AWS REMERNER. NMARFATFEX
AWS BRMTBIEH T oA, ETLAER myApplications REBNARF. BT LUER Console
Home E&FTE AWS BRFHFIFRH S Amazon Q Bl K,

FB

- BEFFMWAAE AWS BR% AWS Console Home

o EFRFER/NEIH AWS Console Home

« RWRIAREFTE AWS Console Homeffi{t 4 ?

« £ AWS Console Home 15 Amazon Q F & & IREIl X

BEEHBRWAAE AWS IRZ AWS Console Home

A LAM Console Home BEEFFA AWS IREMFIRHF R EHZEEHEIA,
BRI TR AWS RE5IER

1. EFIT AWS EEIRES,

2. H“ENETERR (=) , BAEFEETIXRE,

3. &EEMERS.

4., EEBE—I AWS RFLUSHMBIEZEFH A,

= {FEH /2B AWS Console Home

Console Home B #IHIRETE —L/NHH , BTEREXREN AWS MENEEEEHIEHBRSHWIRE
FRo BRI LUBER RN BRDAH,. EFHEINECNHER SN KR/NREE KR,

B NAH

R VBT AR BR N A, BRI CMNARBREEMNHANRER N4, TUBRRIANE
fr, RRE#FAM, BALUFHEH & ETTEENR NG R A F R NAH
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AWS BEEEF A AlERE

s hn/NE 4

1. HEBHEENRFERNELARNATA , &F +HiNAFRE,
2. EEHEHERR [ADMMAHREEELANANEER (1) RT], RARFEERESE ET0EH

HER Lo
I B /)~ 48 44

1. ERERS HOAGFEEALAN=NEER (1) XA
2. IEEMBRNAM,

EXHES NS
EREFE RS (AN EMREEE LANANMNEER (1) ®R7], AERPMMAEIESEER
EHER EFILE,
B/ NA KD
ERDMAGETANRARANENR , REHENER/NAFR RN,
MREBEMALANMRE NN , TR EFEERZFEREENRINT R, XFECEXNZFEER
EHERARNER , FEENEFERNERNLERM KD,
MRAHEENRATGE

1. ENENELS  2REENRIAFRIEZE.
2. EWIA, FEEREE.

® Note
IXFHUE SN R E S TR ER A BN AEE R,

RS A E RS EAR P E R /N4
1. MEHEEUERFERNETS  2RARRESHN/PNEH ? BHREIFRME |
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AWS BRI A A8
HREH LRIV EES & ERGEARP AN NEH
2. EEEXR.

(® Note
EHNEWSERZIFE , A AREERRX AWS BEEIZH & A E/H RN R /N4,

KR AEFTE AWS Console Homefifi{t 4 ?

myApplications REHAETTNHN—N B , IHBEE AWSEEBNMYEENARFHIEAR, BT
n. BERRFMERE, NARFATLENRRERMaTBIEHTHHEH, BB — NIRRT R K- PR AT
BENARRF. IENARFNXRIER , URRESIMNRFEHEHNAAR, Z2UEFEEERIBLRIL
R L& AWS BB EI A, myApplications BIEATAZR :

- BEAEET EWNAEFNAH

- TATEENABRFRRERANZEHEBAELIMN myApplications

o RBHAAR, HENZ2HAELZINEXENAEFERMERN myApplications 2 #IE R

FH

« myApplications BJ43H1E

- HXRSF

- 1718 myApplications

- EM

« myApplications X X135

« myApplications F R AR

« myApplications /i &R

- R BN ARERF #ZHEHR AWS Console Home

myApplications BI4F1E

- QIRNAERF - CIBFNARFALALAERIR. BHNAREF2 B3 ERE MyApplications #
R E AT LAE AWS BEEZH A, APls, CLI M SDKsH#{T#RME. EMiRFAERNRE (IaC) RESR

myApplications MR 1.0 31



AWS BEEEF A AlERE

BIENAERERD , ATM myApplication 2 & ER#1TiHR. 1aC ATAT laC T&E , B3 AWS

CloudFormation # Terraform,

- HEEHNARRF - BXEM myApplications /NA 43 1TIE R B o] BROERTE R VRN AR F

- HEREWER  BUMMNBRSEED  BIEENARFRRREEENARFRR, EFRERE ,
EBREEH AEXHNERESEFE. SERRRPINECSRT , LG LA N IR 2 455
o

- KRN ARFIENR - £ myApplications tEERN ARFHIXRIER , SIS /MNNARFNNARR
BRERBEEFMXBEZEHRAELINNBE,

- BENEBENARRF — FRBR. SLENRSEBR. AELRMEABELE Amazon
CloudWatch , iHE N ARFHETRRFMERE. AWS Security Hub CSPM AWS Cost Explorer
Service#ZiE AT BAM AWS Systems Managerd H 2t BEERFHEMNML , HEBRRSHAMNEE
RS

EESiE

myApplications E A TIRS :

* AppRegistry

* AppManager

« Amazon CloudWatch

« Amazon EC2

« AWS Lambda

- AWS RRIRF 2R

* AWS Security Hub CSPM
» Systems Manager

* AWS Service Catalog

« RE

718 myApplications

B BT E AWS EE G &AM =R %ERE myApplications K1/ [E] myApplications.
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https://console.aws.amazon.com/

AWS EIBingl 4 UNBET
|—H
EM

MyApplic AWS ations on TIWEEAA TR, R BLZEFRDTNLHEE. myApplication EFHEHL EHE
B R TR F AR 55 19 155 FA 2% (30X LE B IR AN 2 i B8 R URER.,

myApplications Sz ## X i
MyApplications LT AWS XIFRRZA :

. ZERL (BZEM)

. ZERL (HERILMILL)
. ZEFEL (LMFIERT )
. ZEFELH (BRYRM )

- TA#BX (EF)
 WAHK (AR )

. WAHK (&R )

c WAMK ()

- AKX (ERE )

- WAHK (3 )

. PNEA (HEB)

- BONR (A2EE )

. BN#K (BRE)

. BONHK (6% )

. BON#K (B )

- BNK ( FETRE )
- EEMN (ZRD)

EFEMAR X

RIANBR T RERAEEMAXE, EXMNF 3B XL XS 88X XL XEER myApplications, Bk
MEZER AWS X , FSHEE AWS XiF, XEFUTEFEMAXE :

« JEM (FFER)
- TXRBX (FE)
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https://docs.aws.amazon.com/general/latest/gr/rande-manage.html

AWS EEEH & UNEEET
- TA#K (BEHE)

. WAHK (HME )

- TABR (BRE)

- BB (K2 )

o BN ( FEHESF )

. BN (R )

. H% (EmHK)

. R (FEE )

. H@F (BHLEX)

myApplications B R FAREF

MARFALEXNRFEMTHERTIE. SEUNBETR, A, EF, FEIMRNAEFRER
NAEF. ERILGIBNRBE , LA 36 NAREF RN EIR.

(® Note
RN ARFRMEIMGER , LERTIIR. BXEZEER , H5H 227

£

+ 7E£ myApplications /8|2 N FAFEF

« £ “EM AppRegistry NRERF" FRANENAERF
« £ myApplications P& E N ARERF

+ 7E£ myApplications ¥ 458 N A EF

- 1£ myApplications F il Br B TR

« 7£ myApplications FBIZEKXBER

£ myApplications FEIZNARERF

BRI BTN AR , A Llthe section called “SR AR AREF" (2023 £11 A 8 AZHIAIE ) ,
FF e A myApplications, BIZEFHNARFNALURNER ( BEIERNERRER , IBIFERAINER
L))o
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AWS EEZF A AlERE

BIEM N AEF

1. BRI AWS EEREE,

B IF M58 = H %4 myApplications,

ERCERARERF.

AR AR A

( A% ) WANRAREFNEIR,

(A& ) AR, FRERNATRENREN , ATREGXZERN THIE,

2

® Note

AWS R ARFHRELBINATHOUENNARER, BXEZEERE , 25 (AWS
Service Catalog AppRegistry EE A 1ER) FH AWS BARFIES,

7. (AE ) AEMA, B LERREMAREMENAREF THE,
8. ﬁj:%-lt_io
9. (H&E ) AMEIR :

Search and select resources

® Note
ERRMFMINARIR , BB AWS BRIRKRER. BEXESER , BSHAAITAWS &
RIRZERR.

FRERIE EREER AWS N AREFREHITIRC,

{5 F 18 TN REAN I R IR

1. BEERNGEDR.

2. HBRIBEE,

3. (Wik)BEAE.

4. BRER. CUNEART, EHRATRFER , BUEEARLR,
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https://console.aws.amazon.com/
https://docs.aws.amazon.com/whitepapers/latest/tagging-best-practices/what-are-tags.html
https://docs.aws.amazon.com/servicecatalog/latest/arguide/overview-appreg.html#ar-user-tags
https://docs.aws.amazon.com/servicecatalog/latest/arguide/overview-appreg.html#ar-user-tags
https://docs.aws.amazon.com/servicecatalog/latest/arguide/create-attr-groups.html
https://docs.aws.amazon.com/resource-explorer/latest/userguide/getting-started.html
https://docs.aws.amazon.com/resource-explorer/latest/userguide/getting-started.html
https://docs.aws.amazon.com/resource-explorer/latest/userguide/manage-views-about.html

AWS BEEEF A AlERE

® Note

MRBAINEERNER , BEARITHELER AWS BRIRRRR. AXRESE
B, B2 (RRRRB[ASER) PHARRRFERATHE.

1% R E IR B R 55 B SRR
prit 2718

BET—F,

ERLWIEE,

© N o O

Automatically add resources using tags

SIENARFRN , AUBIEENENRSBEXNRMEZARTIR, FALSEE, AWS 28
ffawsApplicationt s ENATFAEEAEERENFICNER , AERIAMBER T INA
EFNRRCUBRRZEEY., BANZRASE , AFEAEERSBENIRICHEREN 8305
MBNARFD, BEXxBRRZERESHERNEE |, 55 Hthe section called “7£ myApplications
FERRER SR

(® Note
FERARSENARFERANRREZ6E AppRegistry AR, X EFRHETH
4B MEUE 2 A U RFRIEMBUEAR I RIRINPR, &R LUK Resource Groups
ResourceGroupsTaggingAPITagUntagSupportedResources AWS FEERHEE |
AT AR FET B /M BE KRS, AITE IAM AT BRFAIEI A - R EE B
BAdh,

* servicecatalog:CreateApplication
* resource-groups:GroupResources

* resource-groups:UngroupResources
* tag:TagResources

* tag:UntagResources
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https://docs.aws.amazon.com/resource-explorer/latest/userguide/troubleshooting_search.html?icmp=docs_re_console_lm_troubleshooting
https://docs.aws.amazon.com/ARG/latest/userguide/security_iam_awsmanpol.html#security-iam-awsmanpol-ResourceGroupsTaggingAPITagUntagSupportedResources

AWS BEEEF A AlERE

E AT AR NI R IR

1. ERERTZARMER,
2. ERVENHFEZENE
a. ERATHIERENAG. BXEZEE , B2 (S AWS ervice Catalog
AppRegistry EXE R 1EF) PR ZRTSAENIR,
b. &EFE-MrEHE,
c. BEE-—IMrEE,
d. (A& ) EFEFE R IR L EAZFERENFIZH TR,

e. EEFEIEBMNNGEREENEAHREHM UGEREFLSEH, GLE AWS RFER
RSN RENFICH T RNER.

3. iij:%-lt_io
4. BELENNARFFAGEE. EENHFIREX , SARFRINE N AREF R IR TR

1A
Mo

® Note
BNERT , EAUERIRENVENARF2CERERS, RETKE , 7
ZRFELFHREBNARFNRIR , AN EREE R EREXNIFCHBUER
EHER. SBUUMNEAEFNEERR TEHEERLRY,

10. WRExEKHE CloudFormation 1% , 1% T H K 2P Bk 4E,

® Note

[6] B #2778 10 CloudFormation ¥ EEE#H#k , BARNEIRAREFWFTE RIRES
¥E AWS BMAERFRE, EREHE , ¥R LAFHERITHFIBRETET SR E
¥, XAELSHENIHEMNARRFRBE. BEXEZEL , 5 (CloudFormation F
FIER) PRHERERNEFRITH.

1. EHRENAERF.
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https://docs.aws.amazon.com/servicecatalog/latest/arguide/app-tag-sync.html#tag-sync-role
https://docs.aws.amazon.com/servicecatalog/latest/arguide/overview-appreg.html#tag-sync-role

AWS EEizH & UNEEET
1 “B M AppRegistry NARERFR" FEATENARER

BT LAEATE 2023 £ 11 A 8 H2 RitIZ2KIA AppRegistry L FARER , FFAEE A MyApplications,

HAIME AppRegistry NRREF

BRI AWS EEETH A,

TEEMBESF |, %EF myApplications.
FREREERNARRF.

ERENNARR.

xR “EAH application name,

MR EXEX CloudFormation % |, E&E F BIREFHEIEE.
EREHEANARE.

N o o~ 0D =

£ myApplications FEEFNARERF

& A LAM myApplications S BRFZ"KEHFEEFELBWNARERF. MEM MyApplications EFENARERF |
MEREFRH AWS Xif SixkEMEFEF LTI ENAREF AWS Xig REEXER.

® Note

RN BRER REPERFMERBRONARF. BRESEE , F5H PHNEE
AWS EEEZFI .

myApplications
£ myApplications F&EFNAREF

1. TF AWS EBEFHA,

2. ‘EEMBEAS | %F myApplications,
3. EX#EH , EFHRXENREFNXE,
4
5

EERBENARER  FEEREDMAREN, XBFHBAE,
(k) MAMERFFAE. EEEXEHNRAEFTE , FHRITUTERE

a. EHRWRER,.
b. (A& ) EETEAN,
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https://console.aws.amazon.com/
https://console.aws.amazon.com/

AWS BEEEF A AlERE

c. (WE)ERFAUBIEREUE,

d. (A& ) EFEREAN,

e. (ML) NREAXRBUE , BEERENENE®.
f. (W) VMBENARFEEITALREERIRF,
g. IEZFWIA,

Services menu

MNBRFREPEENRERF

1. 4T AWS BEEHA,
ESHET | BERS (9
SEIRFE R AR .
RN AR,
(Wi ) BEAE.

(AL ) IEETEERNS, EALEEEIRERIETR. BXESZEE , HEH (AWS HiR
W32 APER) PR RRRGNERERNEELZSE,

7. (Hik ) EFE-NHERRUEEXRNBRSEZEHEFESZAR.

o a0 bk W DN

® Tip
BOLUB IR R IRS (i) KNP T RIRE, BNANERBESFGEBERE,

£ myApplications Fi4RE R AR

T F BB EM B FTEF AppRegistry , MEZRTUEFHFEEIR, EE T LL AppRegistry £ RIERN A
EENRENEMSYA,

WENRAERF
1. §TFF AWS EE#EFIS.

2
3.
4

ERFIENEMBES | %EF myApplications,
ERERBHANARER.
£ myApplication #BHIEMR L |, EFRE K RAEEBRRENAER.
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https://console.aws.amazon.com/
https://docs.aws.amazon.com/resource-explorer/latest/userguide/configure-views.html
https://docs.aws.amazon.com/resource-explorer/latest/userguide/using-search-query-syntax.html
https://console.aws.amazon.com/

AWS BEEEF A AlERE

5. HERBNARFT , NNAEFNER, HENBEEAHRTHRENER,

@ Note

BEXEERZNEMHEANEZESR , 85 (AWS Service Catalog AppRegistry B 5
EmE) PHEERSNEEEMS.

6. IEFEEH.

£ myApplications Al BB R 7

BULMBRABRENNARERF. EMBRNARFZH , BREABIRHAIEH AWS RS 0IZHNPIA XEK
BRBRAEMEMEL

(® Note
MERNARF T 2ZMEHN TR 58 AWS NARFIRER SRR RERISRE,

ER AR

1. §T7F AwS EEEFIA.
EEFIENEMBE=ES | EE myApplications.
ERERBRBNARERF.

£ myApplication #ZEHIER L , EFEAE,
EERBRNARERF.

EERIRAE , REHEIAIBR,

2

£ myApplications A 822 BE

myApplications @ N EHFMERNAREFIBNRBE., BUUEARBE , BIEMEEEIRE (laC) T
BRNHOENTREFMENARE . FIERMNEREFER AWS NARFRZHTIRE , BUF
HESHNARERFKREK,

A RRERFAZERBER

1. 17 AWS EEEZHIA,
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https://docs.aws.amazon.com/servicecatalog/latest/arguide/add-tags.html
https://docs.aws.amazon.com/servicecatalog/latest/arguide/edit-attr-group.html
https://console.aws.amazon.com/
https://console.aws.amazon.com/

AWS BRI A A5
EEFENEMBE=ES | EFE myApplications.

BRIEE-IPNARERF.

EERERE,

EFRIREUR D ER .

EERRBERER,

TR E AR E S R B R

HABREEE 1aC TEAH,

© N o g K~ D

myApplications A Y &R

£ AWS |, BRSO LAEAMNSEMSE, RO14E3E Amazon EC2 £4I, AWS CloudFormation ##% 5%,
Amazon S3 7. &R LAE myApplications P EERIR ( BIEMAREFFRMFAMBRER ) o
£l

« 7£ myApplications R INE IR

« 1 myApplications FRERE R

« 7E£ myApplications F&EE &R

£ myApplications 1% R

BN ARFERINERESEENCIHTIOEHEERZ M, HENEHM, BB IBENIERE
®RE , BEIEARBREARTIHRERS |, ARBNARFRINE R,

Search and select resources
ERIEREIR

1. #17F AWS EEZFS,

(Wit ) HRWAE,
BRAR., LTNEERT, SHRXVHTER , 6 TMERRRRR,

2. EEFHAENAEMDEZSF | 1EEF myApplications,
3. BHHALEBR-INNMARF.

4, EREBHER.

5. EEAMEIR.

6.

7.

%
i
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https://console.aws.amazon.com/
https://docs.aws.amazon.com/resource-explorer/latest/userguide/manage-views-about.html

AWS BEEEF A AlERE

® Note

MRBAINEERNER , BEARITHELER AWS BRIRRRR. BRESER &
ZH (BRERBASER) PR RREFRERATHE,

8. EFERNINYRIRENEIRE,
9. EERM,

Automatically add resources using tags

HENARERRN  JUBREEINENFASBENRMEFARIER, FALSEE, AWS 283
fFawsApplicationt sERATHERER , HERABEA T HINARFNERIENRLRS, BA
HERSE , FAFEAEERSRBENRCN R RSz FMEINAREF,
FERANERZHFINER

1. #17F AWS EERGH &

2. EEBHAENEMZBEAS | %EFE myApplications.
3. GEEREERR.

4. EFCEFZLERD,

5. ZEERIBEMHRZRNE :

a. EBATHIERENAR, BXEZELE , 51 (S AWS ervice Catalog AppRegistry
EERAER) YHRSRSESAENR.

b. BEE—IRER,
c. BEE—MREE,

d. EFHAEIBBAGERALERARSH UGB ZRLS B, GLE AWS R EEEA
ERRENFRCH B RN E R,

6. GEEBIEIRERD,

£ myApplications H i RFRZE [E] 2 5%

AT N ARILNRLER S HRUARMABRX LR R, ZRBRERG , EUUAEARMNFERSF
%o

%
i
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https://docs.aws.amazon.com/resource-explorer/latest/userguide/troubleshooting_search.html?icmp=docs_re_console_lm_troubleshooting
https://console.aws.amazon.com/
https://docs.aws.amazon.com/servicecatalog/latest/arguide/app-tag-sync.html#tag-sync-role

AWS BEEH A AT
- MRTFR — BFERABY. ENREUERLZRALSAHENRENR. AXESZER , BEERLERS
PERR. BRIEEATHIHZERSIHNACGEAMBENRENRE , BEHAAMNHERLSESF.

- EFE — NABRFEFETALMERENNES. —TNABRFUAXESIMERS | BRE
MrZER S UAERTRNIFEREN . BEETRNIIERENE  FEHRRKMNIRZRLSES.
- EREFEARE — BERBENKS, 100 MrZRSESHW LR (FFENARFE) .

£ myApplications FEBREIR
B BRERUBUE M5 ARFXER,

T7F AWS EB#EHIA,

EEHAENEMBEAF |, %EF myApplications.

BRAEFE-—IMNARRF,

EREERR,

( Ak ) EERUE.

BRAR. BUNERXET., ENREBH#ITER | B UERRIRER,

o a0k~ 0w bh =

® Note

MRBAINEERNER , BEARITHELER AWS BRIRRRR. BRESER &
B (BERERRBATER) PHERRRGFERETIEE,

o

7. EBRBR.
8. BIEREBRBRER , BIAEEBRZER.

£ myApplications FEFH R
&R LAM myApplications FMRFHEPEFENNAEF TR,
myApplications

£ myApplications R EF R ER

1. $TFF AWS BB EFIA,
2. RBIFEMIAEHEE myApplications,

%
i
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https://docs.aws.amazon.com/servicecatalog/latest/arguide/app-tag-sync.html#tag-sync-role
https://docs.aws.amazon.com/servicecatalog/latest/arguide/app-tag-sync.html#tag-sync-role
https://console.aws.amazon.com/
https://docs.aws.amazon.com/resource-explorer/latest/userguide/manage-views-about.html
https://docs.aws.amazon.com/resource-explorer/latest/userguide/troubleshooting_search.html?icmp=docs_re_console_lm_troubleshooting
https://console.aws.amazon.com/

AWS EEZF A AlERE

3. “EENARERF.
4. ERFDAGF , ERLNRR,

Services menu
MNEBRFHEDEFENAERF

I AWS BEEREIA.
ESHRS | BEES ().

SERFTE R AR .

1% R AR

(A% ) HEEWE,

(A ) SRR, STNREERFEREER. BXTSEL  #5H (AWS B
RRE APEE) PHARRRENERENIEESE.

(Wit ) B —NERAEAX M RS 4 & P E B AR,

o a0 kw0 DN~

~

® Tip
BRI LUET IR R IRS () RENFELR TR R, ERNANERBESGEERE,

Y “IREV R AREF” 2 &IE4MR AWS Console Home

R BRFANENNARRFEE B S myApplications #&IE . MyApplications X RIREE K
K, ZEFRENDIBYE , TERRKESZSN AWS BRSHNE, BN SNDNAGRTRE. EFHH
F. BRIBEKNEE, BXEZELE , B0 £ &E£A /) E4H AWS Console Home,

£l

- NAEFEFERRENAH
- NAEFRENAY

- HENAH

- BAFERERNAH

« AWS Z22H

o AWS 3t

. BORNAY
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https://console.aws.amazon.com/
https://docs.aws.amazon.com/resource-explorer/latest/userguide/configure-views.html
https://docs.aws.amazon.com/resource-explorer/latest/userguide/using-search-query-syntax.html

AWS BRI AR
« DevOps NEB#

- BEAEENAN

- RENAEH

Rz 2 2 Bl E AR E /N 4

HNMAIERWAATTES IR , BAIUERXEES RAEBE AWS RS #HITRENEENARE
R,

N AEFRE NS

A EREARFOEN, HIRN AWS NAREFFE, S UEEMIRERXES (IAC) FiERIM
EHIR AR IR UF AR R IR

TTE/NAH

WNEEERERINEINARFRINITERRNEENIER, XAFBIREBNITERRIEREK, %
NAHZEERT Amazon EC2 k45| CPU FIF = H1 Lambda i@ Amazon CloudWatch B R IRERERS
FEBAE,

BLEITE/NAH

EREUENMEFERBIE , FAENNARFREZED — Amazon EC2 3£z —4 Lambda
H¥, BXEZEL , 55 Amazon Elastic Compute Cloud X #4# {AWS Lambda Fr X A A &
) ## Lambda Al,

RS H 6 A 1R NMA

H/NAGERENNARERIRE AWS W ARMERBERBIE. SUUERXEHERLEREARAH

® AWS RESEERABA, W NAGSCLERE AWS NARFRENERNEAE , TE8EHE, &

Fﬁ%ﬂﬁf&ﬁﬁﬁ&ﬁlﬁ%%ﬁﬂ’] tZERAR, ERNBARES , 208 24 MREH—IR, FOrEZE
, 52 ® (AWS Cost Management FIFF$88) AWS ﬁlﬁfﬂ“?\%ﬁﬂlﬂﬂﬁ ‘58 A 20 TR

Bl R A M ER TR N

EfE ANERER 4 , & AWS Cost Explorer Service W& B ARFENKFBH. XTRS
FUEEANER , R ERERXTMERAE. EXEZEER , HZ5H (AWS Cost Management User
Guide) ®HJ Enabling Cost Explorer,
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https://docs.aws.amazon.com/servicecatalog/latest/arguide/overview-appreg.html#ar-user-tags
https://docs.aws.amazon.com/ec2
https://docs.aws.amazon.com/lambda/latest/dg/getting-started.html
https://docs.aws.amazon.com/cost-management/latest/userguide/ce-what-is.html
https://docs.aws.amazon.com/cost-management/latest/userguide/ce-enable.html

AWS EEZF A AlERE

AWS 4

WNABERRBENBARERF AWS Z2 ML AELE R, AWS Security HIEMNAREFRETEE
NZ2XKIUE AWS, BUURFEMHHRSRIENSEARBELRN , KEELZLWR , HRRKIEHN
XEIETEHRERN , HRATHREESR. BXEZELR , H5H AWS Security Hub CSPM,

BE “ AWS Z2” it

EfiE “ AWS 27 NAH | 3 AWS Security Hub CSPM R BN AR F Mk~ #TiREB, BXE
ZER |, BHSRMT AL E AWS Security Hub CSPM ? £ {AWS Security Hub CSPM A F#88) .
BXENMEER , 558 (AWS Security Hub CSPM User Guide) H#J AWS Security Hub CSPM free
trial, usage, and pricing,

AWS Security Hub CSPM EZE & E & AWS Config F#l, ZRFIEHEEEM AWS KRB &
FRREHANE. BXEZELR |, 558 (AWS Systems Manager FAF1ER) H# AWS Systems
Manager.

AWS 58 324

24 & "3k B Resilience Hub R FAERF AWS #MiFMER., BoahiFHEE , R AWS esiliency Hub
LBRFEMENHNEERBITHNARFNEER , NMioMNARFRFEERRT. BB EFEES.

REEEN, KREE. EREBURMESS AL IEREFEIR. RESRELX B AEFHITIEN L E
PRIRER  (BERJLARERIZ AL IhEE, BXEZEELR |, 52 AWS Resilience Hub, BXEMER |, ES

¥ AWS Resilience Hub E#

BLE “ AWS #1E” ft

ERE “AWS # HH  EARNMMAERFR. BXEZER |, BHSRMT AL 2 AWS Resilience Hub ? £
{AWS Resilience Hub B #E®E) =+,

RIR/NE

A ER AWS BREERENEFEREETMNINARFPN AR, SEATUEALL NS, 6
RBRTHEE (WEH, HEMN ) RERJFEFR IDs. BEXREZER , B5H AWS BREZE

BB R R/ NA A

ERERF/ NG , BEARRRRFHEA. BXEZER , 55H (AWS ARRRFAFERE) +
M ERRREFA .
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https://aws.amazon.com/security-hub/
https://docs.aws.amazon.com//securityhub/latest/userguide/what-is-securityhub.html#securityhub-free-trial
https://docs.aws.amazon.com//securityhub/latest/userguide/what-is-securityhub.html#securityhub-free-trial
https://docs.aws.amazon.com//securityhub/latest/userguide/what-is-securityhub.html#securityhub-free-trial
https://docs.aws.amazon.com/systems-manager/latest/userguide/quick-setup-config.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/quick-setup-config.html
https://aws.amazon.com/resilience-hub/
https://aws.amazon.com/resilience-hub/
https://docs.aws.amazon.com/resilience-hub/latest/userguide/what-is.html
https://aws.amazon.com/resourceexplorer/
https://docs.aws.amazon.com/resource-explorer/latest/userguide/getting-started.html

AWS EEZF A AlERE

DevOps /)N ER4F

A ERB4EER | EEALUTAESAM AN NARF RIS, XERRIE

- LPIEEE

- RAEE

- ITERE

- BELEF Opsltems EE

B & DevOps /NER#E

EfE DevOps 4 , i AWS Systems Manager OpsCenter A NN ARFHNKFEH. BXES
f§8 , B3 H S ystems Manager Explorer AI7J#] OpsCenter {AWS Systems Manager FIF#88) o
/8 i OpsCenter AWS Systems Manager Explorer S FELE AWS Config #1 , Amazon CloudWatch
LUE Opsltems IRIEFEANANMNEHEHRNEHESH, EXEZEE , S (AWS Systems
Manager A7) OpsCenterd X &,

B LU SEHIEL B R ik Systems Manager REZE/THMANRBRUAS AT A, EXEZER , S
% {AWS Systems Manager AAF$§/) H# AWS Systems Manager Quick Setup.

BET LB R BN T EE N BN AEFIRE B384 Amazon EC2 24l AWS Systems
Manager EXEZEE , 5 H (AWS Systems Manager FIF 8 FHIFEH Quick Setup ¥ T 5%

BXEMEE , BS 1 AWS Systems Manager EHTo

BENE 4N AT

NAHER

- ENABRFRERNARNERNZE
- NAEFRSHRA B AR (SLOs) MR
- ATH AWS N AREFESER

BB RNz 4/ MA M

ERE “GENRAE Y BELN AWS IKF 62 CloudWatch BifMEL &, AXESER
FZH (L% CloudWatch A HER) Y “EAT D% CloudWatch BR” M ‘GBS L&, BX
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https://docs.aws.amazon.com/systems-manager/latest/userguide/Explorer-setup.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/OpsCenter-setup.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-quick-setup.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/patch-manager-policies.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/patch-manager-policies.html
https://aws.amazon.com/systems-manager/pricing/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://docs.aws.amazon.com//AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries_Create.html

AWS EEZF A AlERE

CloudWatch ZBiRMEMEL EEN , E2 BIS 1 Amazon CloudWatch EMNMMAWS =iz E AT H
.

B X CloudWatch EFABRFEFHNESZELR |, HF2H (ILE# CloudWatch FAF#EF) #H “BATS
# CloudWatch R FRREFES",

RENAH

HNARE RSB NARFRERNMAERE, SUNERAL/MMARRENEENRAERF THE (B
ERE, B, JEHLD ). BRESZEE , BERALERL ? & (Fric AWS BRI RERXER)
AWS AR H,

£ AWS Console Home 5 Amazon Q FF X & REI X

Amazon Q F A EMRR—FHERRXAIERE (Al) BHIBFHOXNERNBF , THEER, WE, B
MIEE AWS M AREFRMERE), ETLE Amazon Q HIREMAEx AWS BRIB , S AWS 25,
BE AWS BIR, RIERER, XESHFENEE, SRS ERGIHREENEEWEE, BXE
ZEE , BZH (Amazon Q F X ERIER) P L2 AmazonQ?,

FaEA Amazon Q

ATLAIE AWS BIEEEI A, AWS XM, AWS WILsh AWS B A B NARFFEBESEREAF
Amazon Q B#rFHBE Amazon Q Bl Rk, BEXEZEER |, i85H (Amazon Q F X ERAFER) &
KNI EEA Amazon Q FF X & K.

&) & Rl

AT 2 A LLifR] Amazon Q By — LR 45 @] & -

* How do I get billing support?

* How do I create an EC2 instance?

* How do I troubleshoot a "Failed to load" error?
* How do I close an AWS account?

« Can you connect me with a person?
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https://aws.amazon.com/cloudwatch/pricing/
https://aws.amazon.com/blogs/mt/managing-cloudwatch-synthetics-canaries-at-scale/
https://aws.amazon.com/blogs/mt/managing-cloudwatch-synthetics-canaries-at-scale/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-Application-Signals-Enable.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-Application-Signals-Enable.html
https://docs.aws.amazon.com/whitepapers/latest/tagging-best-practices/what-are-tags.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/what-is.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/what-is.html#quick-start

AWS EEZF A AlERE

AWS EEZHI 5 BRI RNR

AWS EEZH A RATRR-HERLZEYRE , ATERENNTIE AWS EEEZFHE, BHAME
FEATATHLERFMNENMEHEFZIENN AWS K- . EALIEE , HRER B ENMERER
AWS IKF B, R SURHE EIARER B AWS BEEEHE RT -HABANEEAR. IREEHBR
FRE R B A9 ILERSR B ISRY R E A ER A AWS BEHERE & AV AWS RS WIkS |, NG ERE TR
tIEERH.

F&

- XEH AWS X, REEHSMAEIERIEE
« AWS EEEZFIE AL R Z2Z R

- FIER VPC i S A1 DNS B &

« KiEMRSF IR VPC i SR B

- XEET SR RNt RERE

- i AWS EEEG & BRIGE

- SERN

XEH AWS X, BRSSIEH A MA BRI ZEE

AWS EEZH & REHRNZEFED XEM AWS kS, TEXEFNRSEHEE AWS B2z A
PR TIEEIRDS. WAL, EER AWS BEEEZEFIE A THRNERN |, FE AWS EE2FE e
ARESWERA | flm , S&—REPHRINXEERE,

SEUATXEMBSES A,
TENX :

. ZERD (BRZEN )

. ZERL (FTRIMILLE )
. ZEFES (LMAERT )
. ZEFEL (RPN )

- TABK (BEAE )

- TA#K (EX)

XFFAWS Xi, BRSSHRGI A MIRe W7 1.0 49


https://docs.aws.amazon.com/awsconsolehelpdocs/latest/gsg/select-region.html

AWS EEEH & INRES)
- WAMK (ER)

« WA#KX (KRR )

« WA#X (FHoE )

- TA#X (EE )

- TAHK (BRAEL )
- TAMK (£EH)

- TA#X (FKE)

o MNEKX (FE)

- BMtX (EZRE)
o BRMibX ( B/R=

- BN (123K )

« BRMiX (B3 )

« RUMX ( HiEE/REE )
- MEMN(ERF )

« JEM (FFER)

« AKX (&FHE)

« WAHK ( HEIX )

« TAMK (RRA)

- MMEXAE (FARME)
- ST (FE)

o BRMHBX (K= )

o RN ( EHEIT)

o KM ( 7RERHH )

- FFR(BM)

« B (MERE )

- D (4R )

XBHRSESE

« Amazon API Gateway

XFFAWS Xi, BRSSHRGI A MIRe W7 1.0 50



AWS BEEEF A AlERE

* AWS App Mesh

» AWS Application Migration Service
+ AWS Artifact

* Amazon Athena

+ AWS Audit Manager

* AWS Auto Scaling

+ AWS Batch

« AWS Billing Conductor

« AWS k8 5 A EE

« AWS Budgets

» AWS Certificate Manager
« AWS Cloud Map

* AWS CloudFormation

» Amazon CloudFront

* AWS CloudTrail

+ Amazon CloudWatch

* AWS CodeArtifact

* AWS CodeBuild

+ AWS CodeCommit

« AWS CodeDeploy

« Amazon CodeGuru

* AWS CodePipeline

* Amazon Comprehend

« Amazon Comprehend Medical
+ AWS Compute Optimizer
+ AWS Console Home

« AWS Control Tower

 Amazon DataZone

XFFAWS Xi, BRSSHRGI A MIRe W7 1.0 51



AWS EEEF A

AlERE

AWS Database Migration Service
AWS DataSync

AWS DeepRacer

AWS Direct Connect

AWS Directory Service

Amazon DocumentDB

Amazon DynamoDB

Amazon EC2

Amazon EC2 £ /B HE

EC2 Image Builder

Amazon EC2 Instance Connect
Amazon Elastic Container Registry
Amazon Elastic Container Service
AWS FE R R E

Amazon Elastic File System
Amazon Elastic Kubernetes Service
Elastic Load Balancing

Amazon ElastiCache

Amazon EMR

Amazon EventBridge

AWS Firewall Manager

I B Gamelift IS5 85

AWS Glue

AWS Global Accelerator

AWS Glue DataBrew

AWS Ground Station

Amazon GuardDuty

AWS |IAM Identity Center

XFFAWS Xi, BRSSHRGI A MIRe

MR 1.0 52



AWS BEEEF A AlERE

» AWS Identity and Access Management

* AWS Identity and Access Management Access Analyzer
* Amazon Inspector

* Amazon Kendra

+ AWS Key Management Service

* Amazon Kinesis

- EAT Apache Flink B9 T2+ & IR S

* Amazon Data Firehose

» Amazon Kinesis Data Streams

* Amazon Kinesis Video Streams

+ AWS Lambda

+ Amazon Lex

» AWS License Manager

* Amazon Managed Grafana

+ Amazon Macie

+ Amazon Managed Streaming for Apache Kafka
+ Amazon Managed Workflows for Apache Airflow (MWAA)
« AWS Migration Hub SRE§ZIX

« Amazon MQ

« WEiEE D ATER

« AWS Network Firewall

» AWS Network Manager

- T G# OpenSearch RS

* AWS Organizations

« AWS FABUE K 1T

* Public Health Dashboard

* Amazon Rekognition

 Amazon Relational Database Service

XFFAWS Xi, BRSSHRGI A MIRe WR7< 1.0 53



AWS EEEF A

AlERE

AWS Resource Access Manager
AWS Resource Groups MR 4miE 25
Amazon Route 53 Resolver

Amazon Route 53 Resolver & fh A &
Amazon S3 on Outposts

Amazon SageMaker

I 5 # SageMaker Runtime

I 3 SageMaker Al & R 57

AWS Secrets Manager

AWS Service Catalog

AWS Security Hub CSPM

PR 55 B 8

AWS Signer

Amazon Simple Email Service
Amazon SNS

Amazon Simple Queue Service
Amazon Simple Storage Service ( Amazon S3 )
AWS SQL Workbench

AWS Step Functions

AWS Storage Gateway

X

AWS Systems Manager

Amazon Timestream

AWS Transfer Family

AWS Trusted Advisor

SG—RE

Amazon VPC IP th it IR

Amazon Virtual Private Cloud

XFFAWS Xi, BRSSHRGI A MIRe

MR 1.0 54



AWS BEEEF A AlERE

« Amazon WorkSpaces & & F° i

AWS EEiZH & FAA TR 28R

AWS BIBimE A kB ERHR &K S R4

AWS BEZE A HBFER AWS EREFAE REMEHWIHRIMNREREHINALHFEH AWS IKF B
EEEEN , AABHREEEER., X, BRI LEAPMNEHNERNEZIZNN AWS K/ . &
AIAER AWS EEZH|A VPC im R RIESRIIX LEIRH, BXEZER | 155 H RS ZEHKIEF

VPC i SR EE

MIEHY W 45 2 B Bk W B9 2 52

EREERANES , FIMESAAE (. CSS AWS B4 A JavaScript, B1& ) ARFIE AWS AR
& RXBABANEST , NEELENMBEIEREAWS PrivateLink, BXERNTRIEN IR AWS EEiR4)
A, BEAaEHE,

® Note

Bal, AWS EE#Z4|A FAEHRFTFX
#¥status.aws.amazon.comhealth.aws.amazon.com, & ik
Mdocs.aws.amazon.com, BEERIX LA HEERMN,

FRFER VPC um A DNS EoiE

AWS BE#EHA HBEHREMNXEHEEUTHEN VPC RiFT K. regionBR A EE S X(E
1. com.amazonaws., region.console J AWS EIREH A

2. com.amazonaws., region.sign for AWS &3

(® Note

HRARNEERE (HBFRIMILER ) (us-east-1) KEBEHAEREEMIRENMEZERE K MER
T AWS EEEFI N EMXETR, LAIER AWS Transit Gateway iREXEREF ( 38

AWS EEEH & FAAT R T2 2R W7 1.0 55


https://docs.aws.amazon.com/vpc/latest/privatelink/what-is-privatelink.html

AWS EEZF A AlERE

HEIMILE ) SBNMNHEHECXE 2 BNER, EXEZEEL , 5% (Amazon VPC Transit
Gateway 1§R) FHFFIEEA REMNX, BB AR Amazon VPC WEERE, BXESZE
B, B2 (Amazon VPC WNEEEIEmR) FHMT LR VPC WEEE, ERRIXLED , &
*Ibﬂ (I S E#VFA VPC-to-AmazonE =IEREINY B EBHH Amazon VPC EEIET,

ES ]
- DNS AWS EEZFI5 FINEE AWS Bx
« VPC ZimT S AWS ARSDNSHELE AWS EE#EFH &

DNS AWS EE & & MIVEE AWS &%

ENENRERERAZIENN VPC InR , BELWAFGMNRIGE AWS EEEFH AWM EPEE
DNS g%, XL DNS iER&FENAFNERRESI S EEEIEMN VPC KR,

B LB BEANEERX, BR , MW health.aws.amazon.com M docs.aws.amazon.com
ZENHRFEZERR , RREINEE VPC hR. BEENXEEEAIAHEHRMN, B
BUEHBIMNXEHUERNMEREEX (—MNHTF signin.aws.amazon.com, —MAF
console.aws.amazon.com ) AKX I CNAME 183 :

. BR
* region.signin.aws.amazon.com g @& FXEFHFH AWS &5 VPC Linr T K , DNSEHPRFTHE
WX region
- signin.aws.amazon.com {EEEERL ( FFELILE ) B AWS FF VPC LixT K (us-east-1)
- BHAE
- region.console.aws.amazon.com g EDNS#ZEH| & XK AWS BEEZH & VPC KiHT A |
HPRAENRXIE region
- *, region.console.aws.amazon.com & EIDNS#EH & XigH i AWS EEEH A VPC KimT
R, HPRAENXE region
« *, region.console.aws.amazon.com @R H & XEHFH AWS EE#EH & VPC LinT R
DNS
« REXNEERE (BFRLMILE ) KT X1 CNAME Bk, BUTHRLIREXERE (38
HRILMILE ) XiF,

« signin.aws.amazon.com EMEERE ( FFEILILER ) B VP AWS B F C LimT K (us-
east-1)

DNS & M7 1.0 56


https://docs.aws.amazon.com/vpc/latest/tgw/tgw-getting-started.html
https://docs.aws.amazon.com/vpc/latest/peering/what-is-vpc-peering.html
https://docs.aws.amazon.com/whitepapers/latest/aws-vpc-connectivity-options/amazon-vpc-to-amazon-vpc-connectivity-options.html

AWS BEEEH A

AlERE

B

A
W
F

B

+ *.console.aws.amazon.com EMEERER ( FEHFELILE ) AWS EEEFH A B VPC KigTy

R (us-east-1)
X 8|Z2 CNAME i2 &M% , 535 (Amazon Route 53 FF R A AFEE) TR,

L AWS JBEX AL (B3 Amazon S3 ) WDNSEMEATRIMNER, TEEHNRA -
support.console.aws.amazon.com

s3.console.aws.amazon.com

THRBFREE M EIERN AWS EEEEH A VPC RARETR , BEERMBMIXLEEH, BIE
BAFFAER[AEERH  URET2AENER. B2, £H AWS 224 & REHRNRHA

RYHE

TisonXHBEERXFEEN AWS RS ZTEIIRNZFELET R, £A

com.amazonaws.region.console iR N A M PrivateIpv4DnsNames FERYES DNS &5,

https://configuration.private-access.console.amazonaws.com/us-east-1.config.json

https://configuration.private-access.console.amazonaws.com/us-east-2.config.json

https://configuration.private-access.console.amazonaws.com/us-west-2.config.json

https://configuration.private-access.console.amazonaws.com/ap-northeast-1.config.json

https://configuration.private-access.console.amazonaws.com/ap-northeast-2.config.json

https://configuration.private-access.console.amazonaws.com/ap-southeast-1.config.json

https://configuration.private-access.console.amazonaws.com/ap-southeast-2.config.json

https://configuration.private-access.console.amazonaws.com/ap-south-1.config.json

https://configuration.private-access.console.amazonaws.com/ap-south-2.config.json

https://configuration.private-access.console.amazonaws.com/ca-central-1.config.json

https://configuration.private-access.console.amazonaws.com/eu-central-1.config.json

https://configuration.private-access.console.amazonaws.com/eu-west-1.config.json

https://configuration.private-access.console.amazonaws.com/eu-west-2.config.json

https://configuration.private-access.console.amazonaws.com/ilcentral-1.config.json

® Note

fEERNE AWS EEEZSH S RATRAEEFRMIEMRES , WIIXREBAHLEH. ER

BEMENMEREX | 15 F 812 Al E 8 45 %.

DNS E &
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https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/rrsets-working-with.html
https://configuration.private-access.console.amazonaws.com/us-east-1.config.json
https://configuration.private-access.console.amazonaws.com/us-east-2.config.json
https://configuration.private-access.console.amazonaws.com/us-west-2.config.json
https://configuration.private-access.console.amazonaws.com/ap-northeast-1.config.json
https://configuration.private-access.console.amazonaws.com/ap-northeast-2.config.json
https://configuration.private-access.console.amazonaws.com/ap-southeast-1.config.json
https://configuration.private-access.console.amazonaws.com/ap-southeast-2.config.json
https://configuration.private-access.console.amazonaws.com/ap-south-1.config.json
https://configuration.private-access.console.amazonaws.com/ap-south-2.config.json
https://configuration.private-access.console.amazonaws.com/ca-central-1.config.json
https://configuration.private-access.console.amazonaws.com/eu-central-1.config.json
https://configuration.private-access.console.amazonaws.com/eu-west-1.config.json
https://configuration.private-access.console.amazonaws.com/eu-west-2.config.json
https://configuration.private-access.console.amazonaws.com/il-central-1.config.json

AWS EEZF A AlERE

MR YREA Route 53 RELERHIDNS , &7 https://console.aws.amazon.com/route53/ v2/
hostedzones #31Fi% &, DNSX F Route 53 FHBNAERERX , RIIREFEUTIERE,

* console.aws.amazon.com

* signin.aws.amazon.com

o *

o Iregion.cosole.aws.amazon.com
* region.cosole.aws.amazon.com

*» Iregion.cosole.aws.amazon.com
* signin.aws.amazon.com

* region.signin.aws.amazon.com

« SRIFIHAY JSON Xz Ry Efthid R

VPC &imTi R AWS BR$SDNSELE AWS EEZF &

—

AWS fRSs B ERN KR ERNE Web RFSFRENERAESHITH AWS EEEZHE AR, B
R R EE [ B R AWS BEZEFIE VPC KixTT R, BHBFUR VPC £imT1 RIDNSH )y 8 B B
AWS BRS5#HITEE,

LA TFjsonX 45 7 Al & AWS BRSS FE Y AWS PrivateLink XX #H, MRBSKEER AWS
PrivateLink , | F&NESTEEX L HH,

* https://configuration.private-access.console.amazonaws.com/us-east-1.config.json

* https://configuration.private-access.console.amazonaws.com/us-east-2.config.json

* https://configuration.private-access.console.amazonaws.com/us-west-2.config.json

 https://configuration.private-access.console.amazonaws.com/ap-northeast-1.config.json

* https://configuration.private-access.console.amazonaws.com/ap-northeast-2.config.json

* https://configuration.private-access.console.amazonaws.com/ap-southeast-1.config.json

* https://configuration.private-access.console.amazonaws.com/ap-southeast-2.config.json

* https://configuration.private-access.console.amazonaws.com/ap-south-1.config.json

* https://configuration.private-access.console.amazonaws.com/ap-south-2.config.json

* https://configuration.private-access.console.amazonaws.com/ca-central-1.config.json

* https://configuration.private-access.console.amazonaws.com/eu-central-1.config.json

* https://configuration.private-access.console.amazonaws.com/eu-west-1.config.json

VPC 417 S F AWS BRZSDNSELE W7 1.0 58


https://configuration.private-access.console.amazonaws.com/us-east-1.config.json
https://configuration.private-access.console.amazonaws.com/us-east-2.config.json
https://configuration.private-access.console.amazonaws.com/us-west-2.config.json
https://configuration.private-access.console.amazonaws.com/ap-northeast-1.config.json
https://configuration.private-access.console.amazonaws.com/ap-northeast-2.config.json
https://configuration.private-access.console.amazonaws.com/ap-southeast-1.config.json
https://configuration.private-access.console.amazonaws.com/ap-southeast-2.config.json
https://configuration.private-access.console.amazonaws.com/ap-south-1.config.json
https://configuration.private-access.console.amazonaws.com/ap-south-2.config.json
https://configuration.private-access.console.amazonaws.com/ca-central-1.config.json
https://configuration.private-access.console.amazonaws.com/eu-central-1.config.json
https://configuration.private-access.console.amazonaws.com/eu-west-1.config.json

AWS EEZF A AlERE

« https://configuration.private-access.console.amazonaws.com/eu-west-2.config.json

* https://configuration.private-access.console.amazonaws.com/ilcentral-1.config.json

MNFERME VPC WABR RS H VPC iR fE ServiceName FE&,

® Note

ﬁﬁféﬁ4i]i§bu3¢§%ﬁ&%?““$ﬂAEﬁ AWS EEEZH A ABETRNXE , RIS AMIERMIL
PR, ATREBEFNRS | FEMIREEIEXM4HRHEHEN VPC KR

SR AR S5 I SR B VPC s SR B&

&R LAGE A AR S5 12 1 SR B (SCPs) M VPC K imTi RUREEHE 1T AWS BEZGH & PR TR , SRS TF
AWS EE#ZH A MER VPC RH E?%E’leﬁit’glxﬂéﬁqﬂﬁﬁﬁﬁ—éﬂmﬁFo

EZ
- F AWS BEEZE A FAEHRINRS AWS Organizations BRE32 #I R B L & 1
« AV AWS ERRFIAE BTBNKFAAR (TEEHD)

£ AWS B4 A A HRNEE AWS Organizations IRZ B #IREE S
£ F

MREH AWS AR EEFEAATFHERSH RS ZEFHRKE (SCP) , AT RMsignin: * KFH#E
B, ZFTAEELNR , EFF AWS EEEH A BIFAEHR VPC LinT RERSWMT IAM &

|, SCP £ERZFTMIER FHEIEZZEN, Hln , UTRSEFIRE A GFEALPER Amazon
EC2 M CloudWatch RS , SIEFER AWS BEEEH & FAEHRILEET KGR SRR E,

"Effect": "Allow",
"Action": [
"signin:*",
"ec2:*",
"cloudwatch:*",
. Other services allowed

iy

"Resource": "*"

KHEARSS R HIREE A VPC i 2 SRR WR7< 1.0 59


https://configuration.private-access.console.amazonaws.com/eu-west-2.config.json
https://configuration.private-access.console.amazonaws.com/il-central-1.config.json

AWS BEEEF A AlERE

}

BHXWEZEE SCPs , i52 9 (AWS Organizations A5 FHIRRS = EI R (SCPs).
N AWS EEEGIS ATMHNKF AR (AIE54T)

AWS EEZH A F AWS BF XEFFTRHFHZERKS 501 VPC LinT LR,

5HE VPC in R RETE , ZXBESORIEZA#HTIEMGE, Hit , EENNEFHZFNERAELT &4
RIS , MAEHERINER AWS 5 E TIRSHERME. fl, Y2iEHE AWS REEFHE
( Bltn Amazon EC2 #Z#1& ) BY , A XBRFEN ER1ZAEMKEK Amazon EC2 BAERIT(Hix L
VPC Kim T SRk, MR , BUUEASEERN IAM ZIEAXEKE IAM KBE K12 I H RS R ER
PR, AWS

(® Note

AWS EE##4lA M VPC KiET A8 Signin VPC Kk SR N X FERMNER AR FEE,
B8 Principal # Resource HMNIREN * , M Action NIRENRN * & signin:*, &7
LAMEA aws:PrincipalOrgId # aws:PrincipalAccount &4 H5 VPC Wm<Bih
[

BSR4l A Signin VPC Lii ¥ s AT K,
It VPC KT KM A AWS IKF f£38E AWS AR & FHE IE B FZEMEMIK,,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": "*",
"Action": "*",
"Resource": "*",
"Condition": {
"StringEquals": {
"aws :PrincipalOxrgId": "o-XXXXXXXXXXX"

}

VPC it SR B MR 1.0 60


https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html

AWS BEEEF A AlERE

It VPC £inT RURESRF ERIRBEINBEKS, , AWS KPP HE IS FEMEMEKS,.

JSON

{
"Version":"2012-10-17",

"Statement": [

{

"Effect": "Allow",
"Principal": "*",
"Action": "*",

"Resource": "*",

"Condition": {

"StringEquals": {
"aws:PrincipalAccount": [ "111122223333", "222233334444" ]

EERINANERE AWS K/~ AR ER AWS EEZH A MEF VPC Kin T SEVREEITILM |, 7
EHNIME 2 ERTEH T,

KeE T BRI E RSk

B Ll AWS BE AR G HMINE IAM B4 ( AR, ARP4ASiA® ) S AWS RIRREBEHRHNG
BIPR. RITMAKRES AWS EEEH A AEHRNEERSFERANN ITERE,

XIFH AWS £ F5&M4F LT XEH

AWS EE#ZEHIA BB R T X Faws :SourceVpceHlaws: VpcSourcelp AWS £ R&MH ETXH
., EEMA AWS BEEHE REHRN , BTN EREFHRA aws: SourceVpe IAM %44,

KHEE T 5 10 89 SRAE A EL SR AE S EY W7 1.0 61



AWS BEEEF A AlERE

AWS EEZ4E A RINXENAE aws BLE&EA : SourceVpe

AT NBRHEERNVER AWS EBEEA TR ANSHNERE AWS RS, B , AWS RBFE
EHlARBYEENKRERNMA AWS EEZFA Web RFBRENBERESZIN. AWS BF
XLESMARES X ETL , BLBTEH, NREHNZSERTIE AWS RS A VPC KinT 21T
WA, BANBWERITEMN VPC FANFERS (TLREEMSEHAERBET AWS EEEHIAE B
| ) BE VPC KT =, Ik, B4 FEaws :SourceVpc KRR ER IAM &4 , MARE AWS &
Bt A AEHENRIAERFER Eaws :SourceVpcell, ATREEXRTEANEZEENITIERRE
HEAER.

APFEFE AWS EBEH A |, ] AWS RS B EZR S ERNE AWS EEEFIE Web RS
BREIRSF|NERVAEE AWS R HIER, Hln , CloudWatch BFHEFER2EZMNN KR LK
HEY, MEL AWS REEZH &ER ( Bl Amazon S3 ) ME Web RS23RN E ZE Amazon S3,

NFEENRNERER , FH AWS EERFE REFRNRF2EEARE. SUE—# , HRE
& VPC EELE H EiE monitoring.region.amazonaws.com BRI &R BE RS . MR VPC BiE
T #9 VPC 4317 Mcom.amazonaws.region.monitoring , Mi&R¥F CloudWatchi&3d iZ CloudWatch
VPC &imH REE, MR&E VPC LinT R CloudWatch , & RF&E3E VPC CloudWatch E£#Y
Internet Gateway ElIEHE AN ELIFT =R, CloudWatch 33 CloudWatch VPC & im T = B3k MY % R
B A IAM £&traws:SourceVpcHaws:SourceVpcelRENEBHWE, L CloudWatch B H A H#
i RENEH A P faws : SourceIpiRB A IERMIR IP ik, BRXLE IAMZHBHNEZER | S
7 <IAM AFiEm) FRERFREE,

FH AWS EEEZEHIE Web lRFB[RIERER , 20 Amazon S3 ### & E &5 B Amazon S3 12
FENAENSEHENFHEBNESR  INERELEAMTE. XEFERFTREMNEN VPC ZEH ,
WA EREAEES E VPC LR ZBRSEER VPC ik, EXfERT , BMEEESHT Amazon S3
M VPC s R , BHIKiE[E Amazon S3 AHH EESIHFREBHNEREF2ER Amazon S3 VPC ik
Ro BER , HENXZHFNRSER AWS EBEGH A FAEHENRE , XLER ( Hl0 , X Amazon
S3IHER ) FEHBERETXHBEaws:SourceVpcHH4H, aws:SourceVpcRHH4ANIRE
NEBATERNEHH AN AWS EEEH & RBEH LTSN VPCID, Al , MREEETEH
MBS EA aws:SourceVpce BREI , MABURINA TRE AWS EE#EH A FAEHEEZNESE
KRB VPC B9 VPC ID, aws:SourceVpceFRHFiRBERNMEMHEFHIZEFE VPC LiimT K IDs,

(® Note
MRESHAFERIGR AWS EEEGHA REHRAZFNRSESE , UIXAEAFHNE
TR ER aws:SourceIP KU BITEMHB L EMEZ b HIFR ( Hla0A 1R &E
B ).
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourcevpc

AWS BEEEF A AlERE

R EIAY P 48 B& 4R 2N r] )e BR7£ CloudTrail

BERNBEREANTEMERE AWS EEZH & S RREED CloudTrail EHFA EIZFKH,

X FEZENREIRER , £/ AWS BEEZH S BB TENBRILKBEMHEE. CloudTrail EHF
BERXEZENEAES , SIWATRARS API 8 VPC £ig T K 1D,

X FH AWS EEZEE A& Web FRF|[MAENIER , CloudTrall BT 2EME VPC HXHTF4H
ER. B2, BYNRR/ERFNHHKIER ( HlIAwsConsoleSignInE#RE ) RESHFAE
EHaE AWS &F VPC LiHT R ID. AWS &

ik AWS EEE&IE FAZRHE

AT BAAEFK S PIREMN R AWS EE2H & RBEHRNR,

AWS EIE#2H| A Private Access B—IEREZ LI , FREEFMEMIREFHEHAY LR AR VPCs,
AEBNAUNAEEELEEMRBHAER THA AWS EEZH A& FFIHE.
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£/ Amazon JIli#i% & WorkSpaces

- £/ IAM KB VPC BB

£ Amazon EC2 Mi#ig &

Amazon Elastic Compute Cloud (Amazon EC2) 7 Amazon Web Services ZH AT ENITER
2, BALAEA Amazon EC2 BT EREMNENRESES K BELXSMNMBRKMAUAREEFME, ELR
B, IR Fleet Manager ( AWS Systems Managerfy —IIh&E ) , B ZBEKE MY ( RDP)
H#E# %) Amazon EC2 Windows 3£,

AIEFER T — MR IFE | ATFREMERM Amazon EC2 SEHIZE B R S F M RSB AWS &
Bingls AEHRERE, KEHIFE CloudFormation A F8IZMBELE Amazon EC2 BT aJ# b tL ThBER
MEIRE,

TE#ERT FEH Amazon EC2 158 AWS BEBiEH| A FAAEFHREN TERRE. TER T AP WOMAEE
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Client

AWS Cloud

Amazon EC2 Windows
Instance

AWS Systems Manager
Fleet Manager

Private Hosted Zone: amazon.com

+ console.aws.amazon.com

« region.console.aws.amazon.com

+ signin.aws.amazon.com

* region.signin.aws.amazon.com

+ resource-explorer.console.aws.amazon.com
- s3.console.aws.amazon.com

« support.console.aws.amazon.com

+ global.console.aws.amazon.com

;
|
Sign In VPC ‘
Endpoint @
E 3 ‘Amazon Simple
" | Storage Service
Console VPC (Amazon 53)
Endpoint
’@7
Console VPC
S3 Service Endpoint

Client connects to the Fleet
manager using Key pair.

Authenticated session connection
to Windows Server using the
Remote Desktop Protocol (RDP).

EC2 instance confirms credentials
for IAM role in use as instance
profile.

EC2 instance profile role
permissions check.

Initiate browser session in EC2
instance.

Route53 resolver with endpoint
address.

Private Sign in endpoint.
“ Private Console endpoint.

n S3 service private endpoint.

Connected to S3 service via
private endpoint.

£ &|LLT CloudFormation i HEFEI SN EEENEIRBNE=ShERNTHER,

(® Note

It CloudFormation #EixEAKELE B siE LA ( FhdEX ) HXFZ T,

AWS B &E & FABHRIFRE Amazon EC2 CloudFormation 14k

Description: |
AWS Management Console Private Access.
Parameters:
VpcCIDR:
Type: String
Default: 172.16.0.0/16
Description: CIDR range for VPC

Ec2KeyPair:
Type: AWS::EC2::KeyPair::KeyName
Description: The EC2 KeyPair to use to connect to the Windows instance

f# /A Amazon EC2 i i& &
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PublicSubnetl1CIDR:
Type: String
Default: 172.16.1.
Description: CIDR

PublicSubnet2CIDR:
Type: String
Default: 172.16.0.
Description: CIDR

PublicSubnet3CIDR:
Type: String
Default: 172.16.2.
Description: CIDR

PrivateSubnet1CIDR:
Type: String
Default: 172.16.4.
Description: CIDR

PrivateSubnet2CIDR:
Type: String
Default: 172.16.5
Description: CIDR

PrivateSubnet3CIDR:
Type: String
Default: 172.16.3.
Description: CIDR

LatestWindowsAmiId:

Type: 'AWS::SSM::Parameter::Value<AWS::EC2::Image::Id>"

0/24
range

0/24
range

0/24
range

0/24
range

.0/24

range

0/24
range

for

for

for

for

for

for

Public Subnet A

Public Subnet B

Public Subnet C

Private Subnet A

Private Subnet B

Private Subnet C

Default: '/aws/service/ami-windows-latest/Windows_Server-2022-English-Full-Base'

InstanceTypeParameter:

Type: String

Default: 't3.medium'

Resources:

HAHBHHAEHHAHEHHAH AR HAHHRHH

# VPC AND SUBNETS

HAHBHHBEHHAHEHHAH AR HAHHRHH
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AppVPC:
Type: 'AWS::EC2::VPC'
Properties:

CidrBlock: !Ref VpcCIDR
InstanceTenancy: default
EnableDnsSupport: true

EnableDnsHostnames: true

PublicSubnetA:
Type: '"AWS::EC2::Subnet'
Properties:
VpcId: !Ref AppVPC
CidrBlock: !Ref PublicSubnetl1CIDR
MapPublicIpOnLaunch: true

AvailabilityZone:
Fn::Select:
-0
- Fn::GetAZs: ""
PublicSubnetB:
Type: 'AWS::EC2::Subnet'
Properties:

VpcId: !Ref AppVPC
CidrBlock: !'Ref PublicSubnet2CIDR
MapPublicIpOnLaunch: true

AvailabilityZone:
Fn::Select:
-1
- Fn::GetAZs: ""
PublicSubnetC:
Type: '"AWS::EC2::Subnet'
Properties:

VpcId: !Ref AppVPC
CidrBlock: !'Ref PublicSubnet3CIDR
MapPublicIpOnLaunch: true
AvailabilityZone:
Fn::Select:
-2
- Fn::GetAZs: ""

PrivateSubnetA:
Type: 'AWS::EC2::Subnet'

£ Amazon EC2 M ik B
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Properties:
VpcId: !Ref AppVPC
CidrBlock: !'Ref PrivateSubnetlCIDR
AvailabilityZone:
Fn::Select:
-0
- Fn::GetAZs: ""

PrivateSubnetB:
Type: 'AWS::EC2::Subnet'
Properties:
VpcId: !Ref AppVPC
CidrBlock: !'Ref PrivateSubnet2CIDR
AvailabilityZone:
Fn::Select:
-1
- Fn::GetAZs: ""

PrivateSubnetC:
Type: 'AWS::EC2::Subnet'
Properties:
VpcId: !Ref AppVPC
CidrBlock: !'Ref PrivateSubnet3CIDR
AvailabilityZone:
Fn::Select:
-2
- Fn::GetAZs: ""

InternetGateway:
Type: AWS::EC2::InternetGateway

InternetGatewayAttachment:
Type: AWS::EC2::VPCGatewayAttachment
Properties:
InternetGatewayId: !Ref InternetGateway
VpcId: !Ref AppVPC

NatGatewayEIP:
Type: AWS::EC2::EIP
DependsOn: InternetGatewayAttachment

NatGateway:
Type: AWS::EC2::NatGateway
Properties:
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AllocationId: !GetAtt NatGatewayEIP.AllocationId

SubnetId: !'Ref PublicSubnetA

HHHHHHHHHHSHBH B H AR A RS RS HH
# Route Tables
HHHHHHHHHHSHBH B H AR A RS RS HH

PrivateRouteTable:
Type: 'AWS::EC2::RouteTable'
Properties:

VpcId: !Ref AppVPC

DefaultPrivateRoute:
Type: AWS::EC2::Route
Properties:
RouteTableId: !Ref PrivateRouteTable
DestinationCidrBlock: 0.0.0.0/0
NatGatewayId: !Ref NatGateway

PrivateSubnetRouteTableAssociationl:
Type: 'AWS::EC2::SubnetRouteTableAssociation'
Properties:
RouteTableId: !Ref PrivateRouteTable
SubnetId: !Ref PrivateSubnetA

PrivateSubnetRouteTableAssociation2:
Type: 'AWS::EC2::SubnetRouteTableAssociation'
Properties:
RouteTableId: !Ref PrivateRouteTable
SubnetId: !Ref PrivateSubnetB

PrivateSubnetRouteTableAssociation3:
Type: 'AWS::EC2::SubnetRouteTableAssociation'
Properties:
RouteTableId: !Ref PrivateRouteTable
SubnetId: !Ref PrivateSubnetC

PublicRouteTable:
Type: AWS::EC2::RouteTable
Properties:
VpcId: !Ref AppVPC

DefaultPublicRoute:
Type: AWS::EC2::Route

£ Amazon EC2 M ik B
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DependsOn: InternetGatewayAttachment
Properties:
RouteTableId: !Ref PublicRouteTable
DestinationCidrBlock: 0.0.0.0/0
GatewayId: !Ref InternetGateway

PublicSubnetARouteTableAssociationl:
Type: AWS::EC2::SubnetRouteTableAssociation
Properties:
RouteTableId: !Ref PublicRouteTable
SubnetId: !'Ref PublicSubnetA

PublicSubnetBRouteTableAssociation2:
Type: AWS::EC2::SubnetRouteTableAssociation
Properties:
RouteTableId: !Ref PublicRouteTable
SubnetId: !'Ref PublicSubnetB

PublicSubnetBRouteTableAssociation3:
Type: AWS::EC2::SubnetRouteTableAssociation
Properties:
RouteTableId: !Ref PublicRouteTable
SubnetId: !'Ref PublicSubnetC

HAHBHHBEHHAHEHHAH AR HAHHRHH
# SECURITY GROUPS
HAHBHHBEHHAHEHHAH AR HAHHRHH

VPCEndpointSecurityGroup:
Type: 'AWS::EC2::SecurityGroup'
Properties:
GroupDescription: Allow TLS for VPC Endpoint
VpcId: !Ref AppVPC
SecurityGroupIngress:
- IpProtocol: tcp
FromPort: 443
ToPort: 443
CidrIp: !GetAtt AppVPC.CidrBlock

EC2SecurityGroup:
Type: 'AWS::EC2::SecurityGroup'
Properties:
GroupDescription: Default EC2 Instance SG
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VpcId: !Ref AppVPC

HAHBHHAHHAHBHHRH R HBHHRHH
# VPC ENDPOINTS
HAHBHHAHHAHBHHRH R HBHHRHH

VPCEndpointGatewayS3:
Type: 'AWS::EC2::VPCEndpoint'
Properties:
ServiceName: !Sub 'com.amazonaws.${AWS
VpcEndpointType: Gateway
VpcId: !Ref AppVPC
RouteTableIds:
- IRef PrivateRouteTable

VPCEndpointInterfaceSSM:
Type: '"AWS::EC2::VPCEndpoint'
Properties:
VpcEndpointType: Interface
PrivateDnsEnabled: false
SubnetIds:
- IRef PrivateSubnetA
- !IRef PrivateSubnetB
SecurityGroupIds:
- IRef VPCEndpointSecurityGroup
ServiceName: !Sub 'com.amazonaws.${AWS
VpcId: !Ref AppVPC

VPCEndpointInterfaceEc2messages:
Type: 'AWS::EC2::VPCEndpoint'
Properties:

VpcEndpointType: Interface
PrivateDnsEnabled: false
SubnetIds:

- IRef PrivateSubnetA

- IRef PrivateSubnetB

- IRef PrivateSubnetC
SecurityGroupIds:

- IRef VPCEndpointSecurityGroup

ServiceName: !Sub 'com.amazonaws.${AWS::Region}.ec2messages'

VpcId: !Ref AppVPC

VPCEndpointInterfaceSsmmessages:
Type: 'AWS::EC2::VPCEndpoint'

::Region}.s3'

: :Region}.ssm'
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Properties:

VpcEndpointType: Interface
PrivateDnsEnabled: false
SubnetIds:

- IRef PrivateSubnetA

- IRef PrivateSubnetB

- IRef PrivateSubnetC
SecurityGroupIds:

- IRef VPCEndpointSecurityGroup
ServiceName: !Sub 'com.amazonaws.${AWS::Region}.ssmmessages'
VpcId: !Ref AppVPC

VPCEndpointInterfaceSignin:
Type: 'AWS::EC2::VPCEndpoint'
Properties:
VpcEndpointType: Interface
PrivateDnsEnabled: false
SubnetIds:
- IRef PrivateSubnetA
- !Ref PrivateSubnetB
- IRef PrivateSubnetC
SecurityGroupIds:
- IRef VPCEndpointSecurityGroup
ServiceName: !Sub 'com.amazonaws.${AWS::Region}.signin'
VpcId: !Ref AppVPC

VPCEndpointInterfaceConsole:
Type: 'AWS::EC2::VPCEndpoint'
Properties:
VpcEndpointType: Interface
PrivateDnsEnabled: false
SubnetIds:
- IRef PrivateSubnetA
- IRef PrivateSubnetB
- IRef PrivateSubnetC
SecurityGroupIds:
- IRef VPCEndpointSecurityGroup
ServiceName: !Sub 'com.amazonaws.${AWS::Region}.console'
VpcId: !Ref AppVPC

HAHBHHBHHAHBHHBHBRHBHHRHH
# ROUTE53 RESOURCES
HAHBHHBHHAHBHHBHBRHAHHRHH
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ConsoleHostedZone:
Type: "AWS::Route53::HostedZone"
Properties:
HostedZoneConfig:
Comment: 'Console VPC Endpoint Hosted Zone'
Name: 'console.aws.amazon.com'
VPCs:
VPCId: !Ref AppVPC
VPCRegion: !Ref "AWS::Region"

ConsoleRecordGlobal:
Type: AWS::Route53::RecordSet
Properties:
HostedZoneld: !Ref 'ConsoleHostedZone'
Name: 'console.aws.amazon.com'
AliasTarget:
DNSName: !Select ['1l', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
HostedZoneld: !Select ['Q', !Split [':', !Select ['Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
Type: A

GlobalConsoleRecord:
Type: AWS::Route53::RecordSet
Properties:
HostedZoneld: !Ref 'ConsoleHostedZone'
Name: 'global.console.aws.amazon.com'
AliasTarget:
DNSName: !Select ['1l', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
HostedZoneld: !Select ['Q', !Split [':', !Select ['Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
Type: A

ConsoleS3ProxyRecordGlobal:
Type: AWS::Route53::RecordSet
Properties:
HostedZoneld: !Ref 'ConsoleHostedZone'
Name: 's3.console.aws.amazon.com'
AliasTarget:
DNSName: !Select ['1l', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
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HostedZoneld: !Select ['Q', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
Type: A

ConsoleSupportProxyRecordGlobal:
Type: AWS::Route53::RecordSet
Properties:
HostedZoneId: !Ref 'ConsoleHostedZone'
Name: "support.console.aws.amazon.com"
AliasTarget:
DNSName: !Select ['1l', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
HostedZoneld: !Select ['Q', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
Type: A

ExplorerProxyRecordGlobal:
Type: AWS::Route53::RecordSet
Properties:
HostedZoneId: !Ref 'ConsoleHostedZone'
Name: "resource-explorer.console.aws.amazon.com"
AliasTarget:
DNSName: !Select ['1l', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
HostedZoneld: !Select ['Q', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
Type: A

WidgetProxyRecord:
Type: AWS::Route53::RecordSet
Properties:
HostedZoneId: !Ref 'ConsoleHostedZone'
Name: "*.widget.console.aws.amazon.com"
AliasTarget:
DNSName: !Select ["1", !Split [":", !Select ["0", !GetAtt
VPCEndpointInterfaceConsole.DnsEntries], ], ]
HostedZoneld: !Select ["Q", !Split [":", !Select ["0Q", !GetAtt
VPCEndpointInterfaceConsole.DnsEntries], ], ]
Type: A

ConsoleRecordRegional:
Type: AWS::Route53::RecordSet
Properties:
HostedZoneId: !Ref 'ConsoleHostedZone'
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Name: !Sub "${AWS::Region}.console.aws.amazon.com"
AliasTarget:
DNSName: !Select ['1l', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
HostedZoneld: !Select ['Q', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
Type: A

ConsoleRecordRegionalMultiSession:
Type: AWS::Route53::RecordSet
Properties:
HostedZoneIld: !Ref 'ConsoleHostedZone'
Name: !Sub "*.${AWS::Region}.console.aws.amazon.com"
AliasTarget:
DNSName: !Select ['1l', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
HostedZoneld: !Select ['Q', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
Type: A

SigninHostedZone:
Type: "AWS::Route53::HostedZone"
Properties:
HostedZoneConfig:
Comment: 'Signin VPC Endpoint Hosted Zone'
Name: 'signin.aws.amazon.com'
VPCs:
VPCId: !Ref AppVPC
VPCRegion: !Ref "AWS::Region"

SigninRecordGlobal:
Type: AWS::Route53::RecordSet
Properties:
HostedZoneId: !Ref 'SigninHostedZone'
Name: 'signin.aws.amazon.com'
AliasTarget:
DNSName: !Select ['1l', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceSignin.DnsEntries]]]
HostedZoneld: !Select ['Q', !Split [':', !Select ['Q', !GetAtt
VPCEndpointInterfaceSignin.DnsEntries]]]
Type: A

SigninRecordRegional:
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Type: AWS::Route53::RecordSet
Properties:
HostedZoneId: !Ref 'SigninHostedZone'

Name: !Sub "${AWS::Region}.signin.aws.amazon.com"

AliasTarget:

DNSName: !Select ['l', !Split [':', !Select ['0Q',

VPCEndpointInterfaceSignin.DnsEntries]]]
HostedZoneld: !Select ['Q', !Split [':',
VPCEndpointInterfaceSignin.DnsEntries]]]
Type: A

HAHBHHBEHHAHEHHAH AR HAHHRHH
# EC2 INSTANCE
HAHBHHBEHHAHEHHAH AR HAHHRHH

Ec2InstanceRole:
Type: AWS::IAM::Role
Properties:
AssumeRolePolicyDocument:
Version: 2012-10-17
Statement:
Effect: Allow
Principal:
Service:
- ec2.amazonaws.com
Action:
- sts:AssumeRole
Path: /
ManagedPolicyArns:

- arn:aws:iam::aws:policy/AmazonSSMManagedInstanceCore

Ec2InstanceProfile:
Type: AWS::IAM::InstanceProfile
Properties:
Path: /
Roles:
- IRef Ec2InstanceRole

EC2WinInstance:
Type: 'AWS::EC2::Instance’
Properties:
Imageld: !Ref LatestWindowsAmiId
IamInstanceProfile: !Ref Ec2InstanceProfile

1Select ['0Q',
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KeyName: !Ref Ec2KeyPair
InstanceType:

Ref: InstanceTypeParameter
SubnetId: !Ref PrivateSubnetA
SecurityGroupIds:

- Ref: EC2SecurityGroup
BlockDeviceMappings:

- DeviceName: /dev/sdal

Ebs:
VolumeSize: 50
Tags:
- Key: "Name"
Value: "Console VPCE test instance"

REM L

1. FIEFREA RN EEKF FHTIF CloudFormation #2515

2. EFRIEHK,

3. ERERAHAR (WHE). LEEZBRIZEN CloudFormation iR , REEEFET—F,

4. WA ER (HIW PrivateConsoleNetworkFoxS3 ) , RAFERT—%,

5. XFVPCHFN , GALKWEIE IP CIDREE , SIfEARUNKINE. MRECARIAE , 5

NEMNFEENIIA VPC RIREE AWS K/,

6. XTF E KeyPairc2 2% , BNEIKFHHIMAE Amazon EC2 BAX FIEE -1, MREEHI
BB Amazon EC2 Z4AX , MMERE—INZHAN , REEET—F, AXEZEER , ESH
{Amazon EC2 AF#gr) F A Amazon EC2 I,

7. EFRGIEMK,
8. tIEMtk/e  ERAREMFUERE RN AR

E#Z) Amazon EC2 324

1. FIEFIEHLANEERIKF FITH Amazon EC2 ### &,
2. TESMBEEH , % Instances (EH1),
3. HEXRGITTHEL , EFHERGENZES S VPCE iR S=461,

CloudFormation fR/GikFiERE,
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® Note

WRBIEARSIERESR ( —FIhEE ) EZEEIEM Windows fRFEF. AWS Systems
Manager Explorerf] BEFE EJL 7 8 7 seFF iR IE

4. FEEEFEHITTE L | %1% RDP B/ , A Fleet Manager #1TiE#,
5. %% Fleet Manager T2 £ Ho

6. E3IREL Amazon EC2 EH|HNEBRIBHERAMITAME AR Windows £H , BFEASEELRE
CloudFormation #4xAS A/ Amazon EC2 4R3I < BXAIFA4R

7. 7£ Amazon EC2 Windows 4|/ |, AWS BB &|A EiX KT FH,

8. fEA AWS FZiEEF/G , ITFF Amazon S3 24| & HBIAEEER AWS EEBEEH A AEHRNE
HAITERE,

A AWS EEREZF A BRRTRRE

1. FIEFREA LR ERK T 4T Amazon S3 2% &,

2. ESMEFEEHELERR , LEFMEAN VPCIwR. A TRFBEEER T HELEEIRD
LEH VPC 5 &,

>) JAY @) 3 N. Virginia ¥ A Admin/mg=— a8 L LtV

AWS Management Console Private Access

You are using a private endpoint connection to the AWS
Management Console. Some Regions and services might not
be available. Learn more [

[C] VPC ID: vpc-0b968344a9063190c¢
[C] VPCE ID: vpce-Ocd4dcdaaded8fala

cations (O) Info ( Create application )
LIS Fast (N Virainia)
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£ Amazon i# 1% & WorkSpaces

I 5 WorkSpaces AFENAFEERELEN. ET =M Windows, Amazon Linux 3 Ubuntu Linux
£ME, Bl, WorkSpacesB A ABIEFRNEE , RERMBMERAFT. AR TUMNZMRER Web
RERBEECHELRE. ETHEEZEE WorkSpaces , 55 (Amazon WorkSpaces B g
) .

AWTHRNROIERT —NUHRE | BiZMEF |, AFSRERAZELIZITH Web 35885 % P AWS
B A ri WorkSpace vate Access. A5 , A 1418l Amazon Simple Storage Service &5,
WorkSpace iX E EER I A A EERES VPC NS LEAEICABN , B ERHER AWS B
2HEE TR,

AHEATOEMNEENZRENEEAMEE Active Directory , WorkSpaces A& WorkSpace £
RiIREN D H A AWS EEEF|A, AWS CloudFormation

THE#ERT FERAMEE AWS BBl A FA8 WorkSpace R BN TERE. EERTEF®
WorkSpace, Amazon #£& VPC MZEF#E VPC 2EK* %K.
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Private Hosted Zone: amazon.com
= console.aws.amazon.com

+ region.console.aws.amazon.com
= signin.aws.amazon.com

* region.signinaws.amazon.com

= resource-explorer.console.aws.amazon.com

+ s3.console.aws.amazon.com
+ support.console.aws.amazon.com
+ global.console.aws.amazon.com

AWS Cloud
Amazon managed Virtual private cloud [VPC)
PColP [iepid 172, udpld172)

0 5

Client

Auth/Session Streaming
| Gateway Gateway
: /" | Public Amazan

‘Web Services
end

Customer managed Virtual private dlowd (VPC)

H
)
(|
]
.
i

|
@8 %

Amazon
WarkSpaces

" 5]
h ]
1
\‘\ RE3 Resobvar H
oy 1 !
-y ] — .@' 1
[ i
1 —/ E E !
|
1 — Sign In YR
H Simple AD @} R Endpoint '_':F
| a— W
1 "
1
| g;sdur: E— @ E Amazon Simple
| + Storage Service
H
i Console VPC 1 VAmazon 53)
1 Endpaint !
| H
‘ 9] !
1 L - :
| H
| Console VPC

&3 Service Endpoint

E#HLLT CloudFormation R HFERER —N X4 |

o

AWS BB &l A FAE R ERE CloudFormation 1k

Description: |

AWS Management Console Private Access.

Parameters:

VpcCIDR:
Type: String
Default: 172.16.0.0/16

Description: CIDR range for VPC

PublicSubnetl1CIDR:
Type: String
Default: 172.16.1.0/24

v}

Login infarmation sent to
authentication gateway

Authentication against Simple AD

Streaming Traffic to Streaming
gateway

Each WorkSpace is connected to
two networks simultaneously,
Amazon-managed VPC for
streaming traffic and Customer
managed VPC handling all other
traffic.

Initiate browser session

Route53 resolver with endpoint
address.

Private Sign in endpoint
Private Console endpoint

53 service private endpoint

Connected to S3 service via
private endpoint

ERESRNE 3 TRERZXAFFRREN

A Amazon MR %E WorkSpaces

hR4< 1.0 79



AWS BEEEH A

AlERE

Description: CIDR

PublicSubnet2CIDR:
Type: String
Default: 172.16.0.
Description: CIDR

PrivateSubnet1CIDR:
Type: String
Default: 172.16.4.
Description: CIDR

PrivateSubnet2CIDR:
Type: String
Default: 172.16.5.
Description: CIDR

range for

0/24
range for

0/24
range for

0/24
range for

DSAdminPasswordResourceName:

Type: String

Default: ADAdminSecret

Description: Password for directory services admin

# Amazon WorkSpaces is available in a subset of the Availability Zones for each

supported Region.

# https://docs.aws.amazon.com/workspaces/latest/adminguide/azs-workspaces.html

Mappings:
RegionMap:
us-east-1:
azl: usel-az2
az2: usel-az4
az3: usel-az6
us-west-2:
azl: usw2-azl
az2: usw2-az2
az3: usw2-az3
ap-south-1:
azl: apsl-azl
az2: apsl-az2
az3: apsl-az3
ap-northeast-2:
azl: apne2-azl
az2: apne2-az3
ap-southeast-1:
azl: apsel-azl

Public Subnet A

Public Subnet B

Private Subnet A

Private Subnet B

/A Amazon M 1& & WorkSpaces
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az2: apsel-az2
ap-southeast-2:
azl: apse2-azl
az2: apse2-az3
ap-northeast-1:
azl: apnel-azl
az2: apnel-az4
ca-central-1:
azl: cacl-azl
az2: cacl-az2
eu-central-1:
azl: eucl-az2
az2: eucl-az3
eu-west-1:
azl: euwl-azl
az2: euwl-az2
eu-west-2:
azl: euw2-az2
az2: euw2-az3
sa-east-1:
azl: sael-azl
az2: sael-az3

Resources:

iamLambdaExecutionRole:
Type: AWS::IAM::Role
Properties:
AssumeRolePolicyDocument:
Version: 2012-10-17
Statement:
- Effect: Allow
Principal:
Service:
- lambda.amazonaws.com
Action:
- 'sts:AssumeRole'
ManagedPolicyArns:
- arn:aws:iam::aws:policy/service-role/AWSLambdaBasicExecutionRole
Policies:
- PolicyName: describe-ec2-az
PolicyDocument:
Version: "2012-10-17"
Statement:
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- Effect: Allow
Action:
- 'ec2:DescribeAvailabilityZones'
Resource: '*'
MaxSessionDuration: 3600
Path: /service-role/

fnZoneIdtoZoneName:
Type: AWS::Lambda::Function
Properties:
Runtime: python3.8
Handler: index.lambda_handler
Code:
ZipFile: |
import boto3
import cfnresponse

def zoneld_to_zoneName(event, context):

responseData = {3}

ec2 = boto3.client('ec2')

describe_az = ec2.describe_availability_zones()

for az in describe_az['AvailabilityZones']:

if event['ResourceProperties']['Zoneld'] == az['Zoneld']:
responseDatal'ZoneName'] = az['ZoneName']
cfnresponse.send(event, context, cfnresponse.SUCCESS,
responseData, str(az['Zoneld']))

def no_op(event, context):
print(event)
responseData = {3}
cfnresponse.send(event, context, cfnresponse.SUCCESS, responseData,
str(event['RequestId']))

def lambda_handler(event, context):
if event['RequestType'] == ('Create' or 'Update'):
zoneld_to_zoneName(event, context)
else:
no_op(event, context)
Role: !GetAtt iamLambdaExecutionRole.Arn

getAZl:
Type: "Custom::zone-id-zone-name"
Properties:

ServiceToken: !GetAtt fnZoneIldtoZoneName.Arn
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Zoneld: !FindInMap [ RegionMap, !Ref 'AWS::Region', azl ]

getAZ2:
Type: "Custom::zone-id-zone-name"
Properties:

ServiceToken: !GetAtt fnZoneIdtoZoneName.Arn

Zoneld: !FindInMap [ RegionMap, !Ref 'AWS::Region', az2 ]

HAHBHHBEHHAHEHHAH AR HAHHRHH
# VPC AND SUBNETS
HAHBHHBEHHAHEHHAH AR HAHHRHH

AppVPC:
Type: 'AWS::EC2::VPC'
Properties:

CidrBlock: !Ref VpcCIDR
InstanceTenancy: default
EnableDnsSupport: true

EnableDnsHostnames: true

PublicSubnetA:
Type: '"AWS::EC2::Subnet'
Properties:
VpcId: !Ref AppVPC
CidrBlock: !Ref PublicSubnetl1CIDR
MapPublicIpOnLaunch: true
AvailabilityZone: !GetAtt getAZl.ZoneName

PublicSubnetB:
Type: '"AWS::EC2::Subnet'
Properties:
VpcId: !Ref AppVPC
CidrBlock: !Ref PublicSubnet2CIDR
MapPublicIpOnLaunch: true
AvailabilityZone: !GetAtt getAZ2.ZoneName

PrivateSubnetA:
Type: '"AWS::EC2::Subnet'
Properties:
VpcId: !Ref AppVPC
CidrBlock: !Ref PrivateSubnetl1CIDR
AvailabilityZone: !GetAtt getAZl.ZoneName

PrivateSubnetB:
Type: 'AWS::EC2::Subnet'
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Properties:
VpcId: !Ref AppVPC
CidrBlock: !Ref PrivateSubnet2CIDR
AvailabilityZone: !GetAtt getAZ2.ZoneName

InternetGateway:
Type: AWS::EC2::InternetGateway

InternetGatewayAttachment:
Type: AWS::EC2::VPCGatewayAttachment
Properties:
InternetGatewayId: !Ref InternetGateway
VpcId: !Ref AppVPC

NatGatewayEIP:
Type: AWS::EC2::EIP
DependsOn: InternetGatewayAttachment

NatGateway:
Type: AWS::EC2::NatGateway
Properties:
AllocationId: !GetAtt NatGatewayEIP.AllocationId
SubnetId: !Ref PublicSubnetA

HHHH AR H U H TSRS S
# Route Tables
HHHH AR H U H TSRS S

PrivateRouteTable:
Type: 'AWS::EC2::RouteTable'
Properties:
VpcId: !Ref AppVPC

DefaultPrivateRoute:
Type: AWS::EC2::Route
Properties:
RouteTableId: !Ref PrivateRouteTable
DestinationCidrBlock: 0.0.0.0/0
NatGatewayId: !Ref NatGateway

PrivateSubnetRouteTableAssociationl:
Type: 'AWS::EC2::SubnetRouteTableAssociation'
Properties:
RouteTableId: !Ref PrivateRouteTable
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SubnetId: !Ref PrivateSubnetA

PrivateSubnetRouteTableAssociation2:
Type: 'AWS::EC2::SubnetRouteTableAssociation'
Properties:
RouteTableId: !Ref PrivateRouteTable
SubnetId: !Ref PrivateSubnetB

PublicRouteTable:
Type: AWS::EC2::RouteTable
Properties:
VpcId: !Ref AppVPC

DefaultPublicRoute:
Type: AWS::EC2::Route
DependsOn: InternetGatewayAttachment
Properties:
RouteTableId: !Ref PublicRouteTable
DestinationCidrBlock: 0.0.0.0/0
GatewayId: !Ref InternetGateway

PublicSubnetARouteTableAssociationl:
Type: AWS::EC2::SubnetRouteTableAssociation
Properties:
RouteTableId: !Ref PublicRouteTable
SubnetId: !'Ref PublicSubnetA

PublicSubnetBRouteTableAssociation2:
Type: AWS::EC2::SubnetRouteTableAssociation
Properties:
RouteTableId: !Ref PublicRouteTable
SubnetId: !'Ref PublicSubnetB

HAHBHHBHHAHBHHBHBRHBHHRHH
# SECURITY GROUPS
HAHBHHBHHAHBHHBHBRHBHHRHH

VPCEndpointSecurityGroup:
Type: 'AWS::EC2::SecurityGroup'
Properties:
GroupDescription: Allow TLS for VPC Endpoint
VpcId: !Ref AppVPC
SecurityGroupIngress:
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- IpProtocol: tcp
FromPort: 443
ToPort: 443
CidrIp: !GetAtt AppVPC.CidrBlock

HAHBHHBEHHAHEHHAH AR HAHHRHH
# VPC ENDPOINTS
HAHBHHBEHHAHEHHAH AR HAHHRHH

VPCEndpointGatewayS3:
Type: 'AWS::EC2::VPCEndpoint'
Properties:
ServiceName: !Sub 'com.amazonaws.${AWS
VpcEndpointType: Gateway
VpcId: !Ref AppVPC
RouteTablelIds:
- IRef PrivateRouteTable

VPCEndpointInterfaceSignin:
Type: 'AWS::EC2::VPCEndpoint'
Properties:
VpcEndpointType: Interface
PrivateDnsEnabled: false
SubnetIds:
- IRef PrivateSubnetA
- IRef PrivateSubnetB
SecurityGroupIds:
- IRef VPCEndpointSecurityGroup
ServiceName: !Sub 'com.amazonaws.${AWS
VpcId: !Ref AppVPC

VPCEndpointInterfaceConsole:
Type: '"AWS::EC2::VPCEndpoint'
Properties:
VpcEndpointType: Interface
PrivateDnsEnabled: false
SubnetIds:
- IRef PrivateSubnetA
- IRef PrivateSubnetB
SecurityGroupIds:
- IRef VPCEndpointSecurityGroup

ServiceName: !Sub 'com.amazonaws.${AWS::Region}.console'

VpcId: !Ref AppVPC

::Region}.s3'

::Region}.signin'
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HAHBHHAHHAHBHHRH R HBHHRHH
# ROUTE53 RESOURCES
HAHBHHAHHAHBHHRH R HBHHRHH

ConsoleHostedZone:
Type: "AWS::Route53::HostedZone"
Properties:
HostedZoneConfig:
Comment: 'Console VPC Endpoint Hosted Zone'
Name: 'console.aws.amazon.com'
VPCs:
VPCId: !Ref AppVPC
VPCRegion: !Ref "AWS::Region"

ConsoleRecordGlobal:
Type: AWS::Route53::RecordSet
Properties:
HostedZoneld: !Ref 'ConsoleHostedZone'
Name: 'console.aws.amazon.com'
AliasTarget:
DNSName: !Select ['1l', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
HostedZoneld: !Select ['Q', !Split [':', !Select ['Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
Type: A

GlobalConsoleRecord:
Type: AWS::Route53::RecordSet
Properties:
HostedZoneld: !Ref 'ConsoleHostedZone'
Name: 'global.console.aws.amazon.com'
AliasTarget:
DNSName: !Select ['1l', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
HostedZoneld: !Select ['Q', !Split [':', !Select ['Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
Type: A

ConsoleS3ProxyRecordGlobal:
Type: AWS::Route53::RecordSet
Properties:
HostedZoneld: !Ref 'ConsoleHostedZone'
Name: 's3.console.aws.amazon.com'
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AliasTarget:
DNSName: !Select ['1l', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
HostedZoneld: !Select ['Q', !Split [':', !Select ['Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
Type: A

ConsoleSupportProxyRecordGlobal:
Type: AWS::Route53::RecordSet
Properties:
HostedZoneld: !Ref 'ConsoleHostedZone'
Name: "support.console.aws.amazon.com"
AliasTarget:
DNSName: !Select ['1l', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
HostedZoneld: !Select ['Q', !Split [':', !Select ['Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
Type: A

ExplorerProxyRecordGlobal:
Type: AWS::Route53::RecordSet
Properties:
HostedZoneIld: !Ref 'ConsoleHostedZone'
Name: "resource-explorer.console.aws.amazon.com"
AliasTarget:
DNSName: !Select ['1l', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
HostedZoneld: !Select ['Q', !Split [':', !Select ['Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
Type: A

WidgetProxyRecord:
Type: AWS::Route53::RecordSet
Properties:
HostedZoneld: !Ref "ConsoleHostedZone"
Name: "*.widget.console.aws.amazon.com"
AliasTarget:
DNSName: !Select ["1", !Split [":", !Select ["0Q", !GetAtt
VPCEndpointInterfaceConsole.DnsEntries], ], ]
HostedZoneld: !Select ["Q", !Split [":", !Select ["0Q", !GetAtt
VPCEndpointInterfaceConsole.DnsEntries], ], ]
Type: A

ConsoleRecordRegional:
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Type: AWS::Route53::RecordSet
Properties:
HostedZoneld: !Ref 'ConsoleHostedZone'
Name: !Sub "${AWS::Region}.console.aws.amazon.com"
AliasTarget:
DNSName: !Select ['1l', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
HostedZoneld: !Select ['Q', !Split [':', !Select ['Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
Type: A
ConsoleRecordRegionalMultiSession:
Type: AWS::Route53::RecordSet
Properties:
HostedZoneld: !Ref 'ConsoleHostedZone'
Name: !Sub "*.${AWS::Region}.console.aws.amazon.com"
AliasTarget:
DNSName: !Select ['1l', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
HostedZoneld: !Select ['Q', !Split [':', !Select ['Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
Type: A
SigninHostedZone:
Type: "AWS::Routeb53::HostedZone"
Properties:
HostedZoneConfig:
Comment: 'Signin VPC Endpoint Hosted Zone'
Name: 'signin.aws.amazon.com'
VPCs:
VPCId: !Ref AppVPC
VPCRegion: !Ref "AWS::Region"
SigninRecordGlobal:
Type: AWS::Route53::RecordSet
Properties:
HostedZoneId: !Ref 'SigninHostedZone'
Name: 'signin.aws.amazon.com'
AliasTarget:
DNSName: !Select ['1l', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceSignin.DnsEntries]]]
HostedZoneld: !Select ['Q', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceSignin.DnsEntries]]]
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Type: A

SigninRecordRegional:
Type: AWS::Route53::RecordSet
Properties:
HostedZoneId: !Ref 'SigninHostedZone'
Name: !Sub "${AWS::Region}.signin.aws.amazon.com"
AliasTarget:
DNSName: !Select ['1l', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceSignin.DnsEntries]]]
HostedZoneld: !Select ['Q', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceSignin.DnsEntries]]]
Type: A

HH S
# WORKSPACE RESOURCES
HH S
ADAdminSecret:
Type: AWS::SecretsManager: :Secret
Properties:
Name: !Ref DSAdminPasswordResourceName
Description: "Password for directory services admin"
GenerateSecretString:
SecretStringTemplate: '{"username": "Admin"}'
GenerateStringKey: password
PasswordLength: 30
ExcludeCharacters: '"@/\'

WorkspaceSimpleDirectory:
Type: AWS::DirectoryService::SimpleAD
DependsOn: AppVPC
Properties:
Name: "corp.awsconsole.com"
Password: '{{resolve:secretsmanager:ADAdminSecret:SecretString:password}}"
Size: "Small"
VpcSettings:
SubnetIds:
- Ref: PrivateSubnetA
- Ref: PrivateSubnetB

VpcId:
Ref: AppVPC
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Outputs:
PrivateSubnetA:
Description: Private Subnet A
Value: !Ref PrivateSubnetA

PrivateSubnetB:
Description: Private Subnet B
Value: !Ref PrivateSubnetB

WorkspaceSimpleDirectory:
Description: Directory to be used for Workspaces
Value: !Ref WorkspaceSimpleDirectory

WorkspacesAdminPassword:

Description : "The ARN of the Workspaces admin's password. Navigate to the Secrets
Manager in the AWS Console to view the value."

Value: !Ref ADAdminSecret

(@ Note
WA R BRI N EEZERS (FFRILMILEE ) (us-east-1 ) XFHIET,

REM L

1. BREMEALNEREIKF HITFF CloudFormation #ZH| &

2. ERIEHK,

3. ERFEAMER (). LEEZFOERN CloudFormation ik , ARERT—F,

4. AR EZH (W0 PrivateConsoleNetworkFoxS3 ) , REXRBT -,

5. XF VPCHMFN , M ALNEILE IP CIDRSEE , SfEARUNKINE. MREERIRIAE , 71
IWENTREZENIE VPC BIRESE AWS IKF,

6. EFIEHK,

7. tIEME  ERARETFUERE RN AR,

8. “FEMHEIF , LEELREFRAIEXELBERNE, FiETXEE K RABRFGET —MIE
M EIENEMNSFFERAEN WorkSpace.

UTRSEBEERTREEMFHAE , EPERTHEFRMNTFEXE LR B RHE,
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PrivateConsoleNetworkForS3 &8 D

( Delete ) ( Update ) ( Stack actions ¥ ) ( Create stack ¥ )

<{ - updated Resources Outputs Parameters Template Change sets Git sync

Outputs (4) @

[ Q. Search outputs J 1 3
Key A | Value v | Description v Export name
. subnet- .
PrivateSubnetA 0aea1291fe9eb1ba7 Private Subnet A -
subnet-
PrivateSubnetB Private Subnet B -
rivatesubne 04f6adc31f08a09b6 rivate subne
arn:aws:secretsmanager:us The ARN of the Workspaces admin's
. -east- password. Navigate to the Secrets
Work AdminP d -
orispacesAdmintasswor 1:851725487077:secret:AD Manager in the AWS Console to view the
AdminSecret-GAwMS8i value.
WorkspaceSimpleDirectory d-9067f40091 Directory to be used for Workspaces -

NELCLURTNG , FREBUTHSREBMNILRMLE WorkSpace.
E 82 WorkSpace

1. $TF WorkSpaces #£#l1&,
2. ESmERP  EREF.
3. EEXRNHEL A RIEBFRERENEY. ATRESERERTEE—VEINERNEZTH,

Directories (1) info @ View detail Create directory

1 S
Directory ID v | Workspace Type ¥ | Directoryname ¥ | Organizationn... ¥ | Identity source v | status v
d-9067f40091 Personal corp.awsconsole.com d-9067f40091 AWS Directory Service © Registered

4. EFEAFRHE R WorkSpaces , AN EHITEM. ESMBEIEF |, %£$F WorkSpaces , AREiE
#8172 WorkSpaces.

5. XTFiEEEF , £ CloudFormation EBIHNW IR SR E R, EREFXE L | EFEM,
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AWS ERIRSIS PNREC
6. EEEFW , FERIRLENSR I FIETHANMNE FM,

7. ERERABBRSNR , AEEFEEM,

8. EMBZFRE , ML WorkSpace, ERFMIWE R , AREET—%,

9

HAZAFREL , RFBREMA,, BALHES B FoR4LUEEEE% £ WorkSpace. I
I FER bt R BB , BF WorkSpace B FEE B KA B % B FhpHFibit,

10. BT —%,
M. EFRAFTEL  2#BEELSRIFTGIENARF , REERT %,
12. EEBRRESATELE , %% Amazon Linux 2 $RERR , REEERT -5,

13. NFETEIAMAFBENFEARIAE , AFEFRLUEIERX, WorkSpace FFia# APendingik
A, REEKRY 20 o4Available AL EEIRAS
M.ﬂﬁWM@mww,ﬁ%ﬁkﬁ&i%n¢ﬁum%%m#mm%ﬂ—ﬁ@%ﬁﬁﬁ%m%%m
%,

B %JG WorkSpace , BA LN B RBEEMEH AWS EEZH A FAEHENRIN H#HITIHR .
E /A WorkSpace

1. FAEEIRTENDSIR 14 PUEIRY B FER4F

FEBH TR | RFIRENE —EEREELN N ARRH T EH WorkSpaces & F o
RIEZHNE,

THEERNE PR,

REABDEF . WABFHAPRENTME , REEFEEM,

WorkSpaces £ REE =5 P A BIEIEZF Amazon,

o 0o A~ Wb

Wik AWS EEEZHE RBEHRIRE

1. MIEH WorkSpace , 3% ER. AFB , SME AWS EEE & A H B RWEIEE K,

(® Note
WRIEEF Firefox ERXIKEET |, BRIUEX K[ EFE N HTTPS B A DNS £ 2%
Ao

2. ¥TFF Amazon S3 #24lE& |, BANEEFRIIEBERCMHER AWS EEZE A A HR#*ITERE,
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3. ESMELEERYELRERIR , LEFMEMAN VPC M VPC InR. U TRBERER T BERL
BERNEN VPC E8.

>) JAY @) 3 N. Virginia ¥ A Admin/mg=— a8 et L LtV

AWS Management Console Private Access

You are using a private endpoint connection to the AWS
Management Console. Some Regions and services might not
be available. Learn more [

[C] VPC ID: vpc-0b968344a9063190c¢
[C] VPCE ID: vpce-Ocd4dcdaaded8fala

cations (0) info ( Create application ) :

LIS Fast (N Virainia)

A 1AM KrENR VPC ®E
&) LU — SN 2B Amazon EC2 = E PR #l15 [A] WorkSpaces B IAM KE&ZEH VPC,
BR3IE Amazon S3 EAERIEERN VPC , BN LA T RERFIELI Amazon S3 BYiE ],

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Deny",
"Action": "S3:*",
"Resource": "*",
"Condition": {
"StringNotEqualsIfExists": {
"aws:SourceVpc": "vpc-12345678"
},
"Bool": {
"aws:ViaAwsService": "false"

}
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BUT SR I B Rl KA AWS EIRZHIE FAA 1R RS ZRFINIEE AWS JKF IDs AR,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": "*",
"Action": "*",
"Resource": "*"
"Condition": {
"StringEquals": {
"aws:PrincipalAccount": [
"AWSAccountID"

MREHITEENFTANS OB TENKS , WEERATHERTE,

Your account doesn't have permission to use AWS Management Console Private Access

Your corporate network uses AWS Management Console Private Access, which only allows sign-ins from specific authorized accounts,

To access this account, sign in from a different network, or contact your administrator for more information.

Logout
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EEI A NEZFAREETIFA AWS EERFIA BIHRNE , ATERIA AWS Site-to-Site VPN Z|
AWS E#IZAMX (VGW) EREIETT, AWS Site-to-Site VPN BYEEEAGERANBETEREE
ERE , AFM VPC HEEHNEZEREME., BXELZEE , BZ2H (VPN A AWS IEE) FHH 4=
K32 VPN, AWS Site-to-Site AWS E#lEAM>Xx (VGW) 2—ISEATRANXERS , £ VPC
FN 7 s R 48 2 18] B9 P %

AWS Site-to-Site VPN F AWS E#l%E FR% (VGW)

E AWS Cloud
ap-sol

l access is forwarded to local D!
rverimmus l

echions forvardni, DNS dries rs forvared b
i m

ueries are forwarded over AWS Site to Site VPN

DNS Query lands Inbound R53 resolver Endpoint in
VPC

From resotver ncpolnt queries a1 foruerved to
resolver that is Vi

S G
Connectivity to console endpoint private IP is established
over Site to Site VPN

RS ZRZMZITHH—NEEHHZE Amazon Route 53 Resolver , 55 2 ATh#EMTER, YHEEQE
AWS EEREIA B HRLKIHET /K VPC R TREN , FEEEN FRPEBMB[LIRT R
(M%EO ), AiF, TAERH DNS RFB|LNFHFERB[PIABMB[R SN IP ik | LA
BHLEREXFMNIER, HXHEFIHEZESN AWS EB2H A , eNaBEEa AT R RSN
AWS EERFIA RBEHRLKIFET R, IPs

HiRES AWS EEZ2H & A HRLET RBNEEZE , BEMERZHSER , Bl AWS EEEZFIE
HEEZDEONMEXESUREERE (#FELLH ) tXKREMEHRLHETR , AERELEREEX
. AWS BEE#EHA
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AWS A P& EH (UXC)

AWS AF#FBBEEN (UXC) R— 1NEARF , ATKFEER BEXHAREAR , AWS EEEZFIE
AEKFRAIEEXERE,

£/ UXC , BRI EE AT RE :
- KPHE — BAAKFRE-MEAE  SMEENX EXSEel]. i, ErLRE e T Ak
P EeRTUEKS  AeRTE~KS.

o RS AR M-S A ARG G A SR E RELE AWS RS, RS AT AWS EEEH S #{L TR
T REERNIKFHEXE AWS RS .

o XA M-SR HIE AWS KigEReE P ERBMEXE, XEailg AWS EE2H A& F{LT
REREEHIK XA X,

WREHAKRBEERE , WARIATHER  MERSAXEETR , A RRREFAKSHE, BALLE
BFZEREN , NEKFHEEENHRIAE "none", ZANBEIFITRERSHIXBEWEREN |, F
HEENHIAMENUll,

® Note

visibleServicesfvisibleRegionsig& BENE &l RS M XIBEFHIAM AWS EE 125l
B. BN E4ET AWS Command Line Interface SDKs, ZHE 5 X3 1TiHE APIls,

&

- AWS AP AR ESIAI]

- UXC API &

- EAIEE AWS A&k BE N AP EA AWS CloudTrail
- AWS AIF R EHITH RSN

AWS A F &5 E Al

fEH UXC , KFEERTUNEEKSBENL, AWS EEEZFIE
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FRF M

HEITtRzEl , BHRE

o —/ AWS K/

« &R T UXC #9 AWS Identity and Access Management (IAM) iR, BEXEZEE , HSEAWS A
AR BEXNAES IAM BEFEAURKAWS EEXRE AWS EEEFHIA,

EHRTER UXC RIE AWS EEEH &

ETGRPHNIKFEE AWS EEE2HE |, BE2RTNIERKSES AWS EEZG &, BiHRPHRS
AREMXE AL AWS EEZH S |, BSRHAWS EREFE EAS —REHTEE,

EEFEPREKSEE

BRI AWS EEEH A,
ESME L BEENIKS &
ERIKS

EKFERREF , BEHE,
R EH

o & 0D =

ERHATRET XS

2RI AWS EEEFA.

17 "G—RE

AT X E o Ik YRR,

FHER AT XN B N A e o A X s 12 X 88 5 B B A8 B 5 %o
ERREFER.

o & 0D =

FEEF A PIRE AR RS

1. BRI AWS EEEFS,

2. fIFG—RE

3. HE“AIRRS WMo HiEF RE.

4. RENTRRSFREN FRERS R ERRS , ARRELNTIXR.
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5. ERFREFEER.

LUmiE R 15 IR UXC RIEE

RN LESREESAEERKFEENIRE , N EENEMBEMEIRBHITER, BXESZE
B ESFEAWS ALK EE Y APl &Z FAWS::UXC::AccountCustomization CloudFormation &4k
SE,

UXC APl &

(AWS AP BEEN APl SZ) @& UXC XEWIRENTEIR,

EA12% AWS AP BE N APl AWS CloudTrail

AWS AP @R EHSAWS CloudTrail —I RS ERK , ZRSRHEAF, AGSAFFIREWIRENIZE
& AWS RS, CloudTrail ¥ UXC MIFE APl ARABRIEH. HRNBAITERE UXC EHEN
A UXC APl BENRBAR., SEHKEMNEE CloudTrail , A LAER UXC % HEVER,
KEERK IP thak, & HERA B R EALiFEEE R,

CloudTrail FEZRIZ2MKF AWS K BEZIK S P4 TENRDS , HEEBB A LLER CloudTrail
SESNAFIER, CloudTrail EH4AFIEREMRTHE 90 RARRKNWEBEHNTEE, AER,. A
THEFTEMNIER, AWS REEXEZER , 5 H (AWS CloudTrail AFER) +H “FEH
CloudTrail EHH Ei2%E". BEFFENFHLIEFKT CloudTrail fBERFE A,

ERFZICR AWS Ik 3£ 90 XM EH |, FIEBRERD CloudTrailLake EHIEEM®,

UXC EXESEZN{Z T CloudTrail

EEEHREERNIHNERIITHEERRENEE AWS K/, XEHFHNEFIERIEE. BRIAER
T, CloudTrail i REBEEEH,

AWS AP R EFEFIE UXC B4 FHIRECERANEEREH. HXx UXC EFKIMN AWS AF&4RK H
E N EFEEENFIE CloudTrail , H2 1 (AWS AP AR BEEN API S&) ,

UXC E4 R4

EHARRBEMARRIEMNER , SREAXMERG APHRE, RENBBNTE., ERSBEN
{55, CloudTrail BEXHARAH AP HRANEFHERRE , ELEHT2BREMBEIRT LI,
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https://docs.aws.amazon.com/awsconsolehelpdocs/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/TemplateReference/aws-resource-uxc-accountcustomization.html
https://docs.aws.amazon.com/awsconsolehelpdocs/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/logging-management-events-with-cloudtrail.html#logging-management-events
https://docs.aws.amazon.com/awsconsolehelpdocs/latest/APIReference/Welcome.html

AWS EEEF A

AlERE

LT RBIERT —/NERZGetAccountCustomizationsig4E CloudTrail &4,

"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE: jdoe",
"arn": "arn:aws:sts::111122223333:assumed-role/MyRole/jdoe",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::111122223333:ro0le/MyRole",
"accountId": "111122223333",
"userName": "MyRole"
},
"attributes": {
"creationDate": "2026-03-06T15:15:16Z7",
"mfaAuthenticated": "false"

}
},
"eventTime": "2026-03-06T15:36:137",
"eventSource": "uxc.amazonaws.com",
"eventName": "GetAccountCustomizations",
"awsRegion": "us-east-1",
"sourceIPAddress": "10.24.34.0",
"userAgent": "aws-sdk-java/2.41.27",
"requestParameters": null,
"responseElements": null,
"requestID": "543db7ab-b4b2-11e9-8925-d139e92alfe8",
"eventID": "5b2805a5-3e06-4437-a7a2-b5fdb5cbb4e2",
"readOnly": true,
"resources": [
{
"accountId": "111122223333",
"type": "AWS::UXC::AccountCustomization",
"ARN": "arn:aws:uxc::111122223333:account-customizations"
}
1,
"eventType": "AwsApiCall",
"managementEvent": false,
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"recipientAccountId": "111122223333",
"eventCategory": "Data"

}
X< CloudTrail FZEHNAMNEE |, 1555 (AWS CloudTrail BF )Y T CloudTrail&Z & A&,

AWS AFEBREFIFHNEZEM

TEEAWS REFZE, FANAWS FF |, BAUZRT TN REASHLZEHRBEALNERMHY
BRBAE R OMM LR,

ZERMAFHEEE AWS 5 E, TEHBEEXFEFHRNENZEMNEZIN TSN

- TRE — AWS ARRFPEZHIZIT AWS RS ERZEH AWS Cloud, AWS R ERMA TR
2FERANERS. ERAWS ERITRIERITRIEMAITRIEN —EB5 , 58 =775 1T I E 2 iz A 36 0F 3
NZ2WEXRM, ETHEAT AWS AFFRREHNEAMITR , BSRREA T2 WETER
AWSAWS BREZZEEMIT -

- SIREE-EBHNRIHEERAN AWS BRERE, SEEENHMEARAT , SRLNKENBR
M, BRTRNWERURERANEEEN,

AT RBYIE T MREER UXC AR A 5 BRAEEE, UTEBEEENBUMEE UXC LUR R
BHNREMEMEB IR, LEFRZET MAERAEM AWS RS RA B G KM AR 8 UXC R,

FA
- AT AWS AP &R EFIH Identity and Access Management

BT AWS BAF &1 EFIH Identity and Access Management
AWS AFEBES] (UXC) A IAM RESREEXT UXC API BRER T R R,

AWS Identity and Access Management (IAM) AWS BRSs AJHBIEE R 22 iR 53X AWS BRI 78]
BB, 1AM BB GG UHTEHRRIE (B ) IR (AR ) FRAAFEREENRR. &
ATLAGEA IAM AWS RS , EEXSENEA,

EL1

© 2R

- EASHHITE AW
- EAEHEE
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-record-contents.html
https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/services-in-scope/
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« AWS AR BE LIS IAM BL&fE A
« AWS AFARBEENHET SRR

¥
2

BRI ER 753X AWS Identity and Access Management (IAM) A& AR TR

- REAS  MRETABADE  BEMNERRLERRER (FSHAWS AF FREEREEELS
BHGERE )

- RSEER  WEAFBARBFEINRER (FSHAWS AFER A ELDTS IAM RAE
H)

- IAM EER : RERTERHARRNER (ESHAWS AP AR EELHET S48 %KR )

£ & 21T B IR AIE

BRBIIRE AWS FRASMETIERFNAR. BUXTE IAM BF B4HTEHKIE AWS KR A
P, REETEE IAM AR TEHRIL,

& T LAME ISk B 54 RIVIEP AWS IAM Identity Center ( 5120 ( IAM Identity Center ) , B REXE
B EIE® Google/Facebook iE$ , ABXE F B R, BXREZNEZER , S (AWS &% AF
B PRMAEFEN AWS IKF,

S FRIEFE , AWS 124t SDK M CLI KX FERFTINRZEE, BXREZELR , H3H (IAM AFE
B BHSERT APl IEREIAWS ZZ A 4,

AWS K 7 root B F°

BIER AWS K7 , BRLEBE—NEN AWS K/ root AFNEREH , ZEHATNZTLFEMER
R AWS RS MR R, RINBEBWFAEEABRAFPRTREES. AXERRAFKILENGES |,
ZR (AM AFiERE) FHEERASTIENES.

IAM A = MEFA

IAM AP RNENMARBINARFEERENRN — 150, BWERKNFIE , MFEEAKHMEIE
B IAM AR, BXEZER , BZH IAM AFERTHNERARA-ERAS HRERNRE S HKBIE
F 8 AWS fE A IS AHIE B AT T o

IAM (HIEE—4H IAM AF , ETERMN KERAFP#HITNRER, BEXEZER , 555 (AM A
FIERE) i IAM B E R Z=46,
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https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_sigv.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/gs-identities-iam-users.html

AWS BEEEF A AlERE

IAM A&

IAM BEREEHBENRNEH , AR EILE, SLUEEMNEF RS IAM &6 (#2484 ) &
TR AWS CLI = AWS API BERRAAR, BXEZEER , B5H (AM AFER) PHEFTAE
5%

IAM B TFEBREAFHE, Ime IAM AFRRR, BKFiGE, BRSHRILARTE Amazon EC2 Lz
THRAREFEEER, BXEZEER , B5H (AM BAFIEE) B8 IAM R EIK P FIR A,

£ R EE T H

BT LA AWS B 2 R EE G E M IR AWS OB RKZHPHHRNR, KEELTEHHH
RBRRRENR, AWS EERARHBERFIFEXLEBR. RSHRBEELL JSON X1y AWS £
AFHEEP. BAX JSON KBXHEHNESZEE , F2H (IAM B EmR) F# JSON KR,

EERAEARE , B E B EE A UEA A4 TR BLERRIITHEREREEERNGRMT
Ao

MINBERT , ARFMARXENR. IAM EER 6 IAM REFRERMIZIAGH , REAFAILE
EXLEAG, IAMRBEEXNER , SHTREMANG EELX.

ET B R

ETHHNRBELEMMBSH A/, ANAR ) B JSON RRKM Y, XLEREIEE S 47
BRATH ZBRE, NMLEFRIITUAREFLAZRATHT. ETHOMCIRETHHREE , B35
(AM BFiERE) FEATT EEARKE L BE X IAM &R,

ETHHIREALURARRE ( EZRAZNENGHP ) AEERE (OIS HHHIRLE
i) o BETHRIOAERERMAREKE 2 BARITER , H2H (AM AFERE) PHEREXRKS
MR RIS 2 B TR,

E T RIRAYKEE

ETRIFHREE MR ZRAY JSON KM, ~PIEHE IAM B EEEREHN Amazon S3 F#H
Kb, EXFHETRARNKBORS T , BRSEEAAUEACIREFNBERFRNGR. BLRE
ETRIFH RS P IEE £ 4

ETRFHNRERNM T ZRSFHRNEKRKE, ETREETRARNKRBEHERM IAM P AWS EX
B

H R
AWS X HMREER  XEFHERAAUREFENNRBEERERFHRANR
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage-assume.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage-assume.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#access_policies-json
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html

AWS BEEEF A AlERE

- RBA-ZEETHEOHNRBITURT IAM AP EANE. BXEZELE , #5H (IAM AR
EE) HHY 1AM SERRIABRIA 5o

o PRSIEFIZKRE (SCPs)-FEHFIEEALARA LN B HZR AR AWS Organizations, EXREZEER , B
2% (AWS Organizations FIF /) PRI RS IEFIERE,

- BIREFIZKRE (RCPs)-REKFAHARFENZRAATANE. BEXELEE , BSH (AWS
Organizations FAFER) W EIFRZEHIFKE (RCPs).

- 2ERE -ENACERSAFCURENSERN , EASBRENSRER, BXELERE B
7 <IAM FFiEm) PRSIEERE,

ZRBERE

HAZMNREMNRBENA T —MERE , ERNNREMERNEIER, BETHRELSRSHREREN
WA AWS BERBAWER , HSH IAM AP EEHHERITEEE,

AWS AFARK BE A5 IAM & A
AWS AFP&EKRES (UXC) 5 IAM REECS A , UEEX UXC API BR/EM A B R,

EERIAMERE AWS AFGRBREEN (AFGRBEN ) WiFRIMNERZE , 5L T HEE L IAM I
BEAATRFARES,. RIMNEBUEED AWS FEXBRERAFHARBEENER , BXEZEE | HS
FIHAWS IEE R AWS BEIEZE A,

EEA IAM EENAFFRBEXNIFRRERZE , F5XT7THEME IAM haER AT AFERES.

IAM Ih&E AP &% E S Z#F
ET 5K =
HETRRHRB =
A RLE 2
REERIR B
KEEFHZH =
B IRSS X BR =
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_rcps.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
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IAM Zh &g P &3 E $l i
BRSKEKAE )
BREAt )

E+ETHBAPKRRESIFEM AWS RS MAS KRS IAM BEEERASER |, H35H 1AM AP EEH
HE IAM B & ERAWS RS,

RATRAFAEBRESNET 508 K

ETHHNRBETMMESZH (0 IAM AP, AFASAER ) B9 JSON RRREE A, XL R
EHAFNASAEMAMEA T BLERFRITHLRE, BETHRNTEZETSHNRE , SR
(AM BFiERE) FEATT EEARKE LB E X IAM IR,

BEMER IAM ET 50K , BUMIEE R TRIELNRENTRUAR A TRIELBRENRSE. B
THRAI7E JSON REEREAMAAETE , H2H (IAM AF#EE) #/ IAM JSON KEETEEI Ao

EEFAPMREBELETEONRE RS  BSRAFCREELNET S HNERERG, AWS

R P45 B E LAY R ER IR

EE R WLAER AWS JSON REERIEEERRIBEMF L, BRER , BN EETUANT AR FRITER
B, UREF ARG THIT,

JSON HEEH Action TEMA A THEREF RAFTIELLFARE, EREPISHREARTR
TRERIRERI R,

EEEMBAPGRBEENIRE , BSH API S E,

R R% B E PR SRBIREEIRERTE M uxc: 814 (Bl

HWuxc:GetAccountCustomizations ),
EEaMEAPEESTRE , BEAESHENR !

"Action": [
"uxc:GetAccountCustomizations",
"uxc:ListServices"

]
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html
https://docs.aws.amazon.com/awsconsolehelpdocs/latest/APIReference/Welcome.html

AWS BEEEF A AlERE

EEFAFMREENETEONRKE RS  FSRRAFCREELNET S HNEBRH, AWS

PP 456 TE H89 BUR 3R
AP B E LA IFRE TR
EAIER EIERTAFEBRBEX

ISEHE BRI AWS BRESEHFENR , HERELFERKS S HIYR A B BIEN,
AWS BWZBHRERKIGFHER , MAREAKBPHAZHH, EXEZEE , B55H (AM AFE
) K IAM PRI 22 EERER IAM . AWS RS

AWS A& EEFEE B EN S B MG R NR
FRAUTEERSEECHASEEERARF AR BENH IAM B REE T/ E WL E) &,
MRBINFEIRRE TR , BBEESLTIITEMRE | N ATEFHRE LA FRITIZIRE,

= mateojackson IAM AP ZHAERAEREHEEFTEREM my-example-widget BIRNFHAEFE. ,
BRAEEM uxc:GetWidget HRET , 2K ELUT RAIEEIR.

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
uxc:GetWidget on resource: my-example-widget because no identity-based policy allows
the GetWidget action

FEHBRT , BIEFH mateojackson AR , AAFER uxc:GetWidget BAEHRE my-
example-widget &R,

MREFEHDY , BHRREN AWS EER, ENEERARRHEREIENA,

\In

EOZ IAM AP TRZARE , EUUENEFENTRZES D, BR , KX EBEEENWEHRIE
He MREEXRTRAERNR  WLMEIE—NHNERBHN,

HRZALEFRED : 247 ID (B0 AKIAIOSFODNN7EXAMPLE ) M5 R %248 ( 40
wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY ) . SRAFZMBHB—# | B4 ERE 15
4 ID MM BRHRZANBERNITEORIE. BNAFPBNRE—# , KL EEIHRZHA,

/A Important

FAEQF=FRHEBARH , AMERN THEBPRIEHIEHAS ID B FR1T. BEXHEM
&R AR T4l A K AT R SRR AR AWS K7
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-identifiers.html#FindCanonicalId
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UmOR B BN | RELETGH AT D AREPABAREE - L2 LB, BEHH
BANELREH TR, MBEAT LORBHABE | BARN 1AM AL FMFQHEBE. £
B TRAR N BEAEH. NELOERISE | WARMB - B0 , AREURFNESH. 5
RS ESH IAM A SRR EE S,

EATHMAGEAFARBEEY , BXMOZEZFRNAARNAEFR TR, WRER AWS
IAM Identity Center EEARAMNARER , WAL@AFHE D BENRERE X HIHENER . X
RECHINOE IAM EBEHFHIBEEAARNAERFXEN IAM A2, BXELZER , 55H
{AWS |IAM Identity Center i FF15F) FHINPREE,

WME R IAM Identity Center , M AMAFEIHRINARRNAEFAIE IAM &4 ( BAFRSA
). R, BLTNRBEHMENZSEE , UEEAFAREE P EMBI1RTEBNER, BFNR
B, BRAFRNAREFAAREHREIE, WIS ERXEEIERHE AWS, BET#HEXEE IAM A
F. A, REFNNBRNESER , B30 (AM AFERE) T8 IAM 55 F 1AM 5§ 5B AR,

AWS RAF4&% B EXNET 551 K RHl

RIANBRT , BRPAMAGTIIRIE &R UXC BiR. ERAFBRFIRBRERITRENNE , IAM B8
RATLARIEE IAM KBE, B 7RI Xt RH] JSON FRE B EZET IAM SO ER | 53H
C(AM BF#mE) eI IAM KRS (#2458 ) .

£}

- RERRESNE

« X UXC K/ B E I ikt R BR
« X UXC K/ BE XK T2 T3 R R

R RIEREK

ETHONRBRE T EARBUUELENKSPEIR, BGRIZIMBRASARBEELRR, XERET
RERfE AWS IKF = ERA, SN REBETHHIRER , BERATERINR

- FaER AWS RERBEH EORKENRNE — EFBEAAFMIEARR TR , EERANTFS
ERAFIRFRRHAWS EE X, SIERBREIRTH AWS IKF, BITEBIEEDE LAY
RGN AWS BEFRERBRE—SHINR, BEXEZER , BE5H (AM AFEmRE) $H
AWS EE RN THEIRBENAWS FEE KR,

o MASENXIR : A IAM REEZEBNRN , BNRFHRITESFAENNR, At , BALE X
ERERHTIUNEBERFRNTWIRE , tHWNRENRREFT, BXRER IAM NAXRBRHNESE
B, BEZH (IAM AFiEmRE) F8 IAM RS FER,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html#Using_CreateAccessKey
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html

AWS BEEEF A AlERE

« £/ IAM KB RV SRAFE — S BRBITF AR - 4877 LA SRR AN D0 Sk A4 SR PR I X R 4E M R AV 5 8o
Bl | BRI R E R R RIEELAER SSL RIEMBER, WRERSFHEERBIRE AWS R
SSHY (B0 ) FERAY , Tt AT BAGE A S SRR T X AR S5 R AERY T R A FR CloudFormation. BXES
8, FZH (IAM fF#Em) F8 JAM JSON R TE : &t

- M IAM Access Analyzer BiEZH) IAM KB , SUAKRNEHN LS MHEMINEENY | IAM Access
Analyzer 2KIFFH REEMIM B KR , LUBERKRERAS IAM KEIES (JSON ) M IAM HESE
B2, 1AM Access Analyzer 12 100 ZTURBER EM ATIRENEI , SHBEBEFIELZ S BINREMRN
KEk, BXEZEER , BESHE (AM BFigm) PR IAM Access Analyzer i SR B,

- FEZEHFHRIE (MFA)-INR AWS IkFENZRFE IAM AFRRBAF , A MFA URER
=, ZELAR AP BERNEE MFA , B MFA RAERNMBZHNERD, BXEZER |, FS
F (IAM A F#8r) M EA MFA RF APIIE1A,

BX IAMHHREIRNESER , 250 (IAM AFER) #1 IAM F R HEXE,

X UXC kP B & L IEY RisE i R 4R

LU 7R B35 BA 204 €1 22 7o ¥ 5 UXC K P B & BT R R 15 (R B9 5K A

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"uxc:GetAccountCustomizations",
"uxc:ListServices"
1,
"Resource": "*"
}
]
}

X UXC K/ B E X215 R R

BUTR R BI B Al 6 22 e VF SE £ 15 R UXC MK B E SUIRY KR

{
"Version": "2012-10-17",
"Statement": [

{
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
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"Effect": "Allow",
"Action": [
"uxc:*"

1,

"Resource": "*"
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AWS MYIEE RS AWS EEEIEFH A

AWS RERBERHAUEMEEAILIRE AWS, AWS RERMEEN TS ELRABIRMNR , UE
AT N AP, ANARDERR,

FicfE , AWS HRERB AT NENBEASRTFRENRNR , BACNTHAE AWS FF
Ao BINBVBIERETEARMNES EERRBKE - SR RR,

BLEEER AWS EEFBRPEN NN, NE AWS EiF AWS HEFKPENHINIR , IEHLE
MiZEREFTRERNFTEZRASH (AR, ANAR ), AWS RETREERIHN API HIE RS T
LAEA T AWS BRS 19 APl IR{ERRTE T AWS 1T E KB,

BXREZER , F5H (AM BFER) B AWS EE A KK,

AWS FEEXEE : AWSManagementConsoleBasicUserAccess

&AL AWSManagementConsoleBasicUserAccess MiNEIEHWAF, ANAE,

LESREEE AWS EEZHANFEERAAFPRTLENNR, XSFRRRIN, BA, ETHER[A
Shell 5 R BE X SMFAEE,

RERFAE R

It AWSManagementConsoleBasicUserAccess 7 NATINPREE :

 cloudshell— A¥ZEEATLHEEZF AWS CloudShell 2haE , BIEFELE, AFEENGS
AT,

« ec2: XBFEFHHWRES —SMPREZKF B ANXE,

* notifications— AWERANDPIREEHK. AWS AFBHRS

e q: XEEHE Amazon Q FREMRIIK.

» resource-explorer-2— AWERAEAS —BREBENMKI AWS RF,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#customer-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies

AWS EEizH 4 AligE
« uxc— AFEIEAER AWS AFPEKRBEEVIRE.,
« action-recommendations— AFEIE AW ETUREEI,

« account— AW ERARZBEXRIEERK,NES , B/EKST B, K ID LURIKF 62 B #H et
I8 o

ELERRRBINR , BSH (AWS REAXA RS E) T/

AWSManagementConsoleBasicUserAccess.

AWS F£EEXEE : AWSManagementConsoleAdministratorAccess

& LA AWSManagementConsoleAdministratorAccess MiMNEIEHWAF,. AFMAE,

HEBRETEENMEEN AWS EERHENZTLERNE, ceAtERAREK,HE, BRAAF
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