Developer Guide

AWS Cloud Development Kit (AWS CDK) v2

Version 2

Copyright © 2025 Amazon Web Services, Inc. and/or its affiliates. All rights reserved.



AWS Cloud Development Kit (AWS CDK) v2 Developer Guide

AWS Cloud Development Kit (AWS CDK) v2: Developer Guide

Copyright © 2025 Amazon Web Services, Inc. and/or its affiliates. All rights reserved.

Amazon's trademarks and trade dress may not be used in connection with any product or service
that is not Amazon's, in any manner that is likely to cause confusion among customers, or in any
manner that disparages or discredits Amazon. All other trademarks not owned by Amazon are
the property of their respective owners, who may or may not be affiliated with, connected to, or
sponsored by Amazon.




AWS Cloud Development Kit (AWS CDK) v2 Developer Guide

Table of Contents

........................................................................................................................................................ XXi
WHhat is the AWS CDK? ....eeeeeeeeiiiiiieeiniineneessssssssssssssesssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssses 1
BENEFits Of the AWS CDK ...ttt ettt te st e stesae s e e e s s e s s s e s e s b et et e bassaesa e e esaesaansansanean 2
EXQMPLE OF the AWS CDK ...ttt te e ste st e e e e e s e e saeste st e stesse s e e e e s et esaassessesaassassasnnenseneanean 4
AWS CDK TEATUIES ...ttt ettt cte et e s e e e e e et et et e st e st e st e ssaeseesaess et et asansassassassesssensansensanean 9
The AWS CDK GItHUD FEPOSITOIY ..ceeeeeeeeeeeeeteeeceeee sttt e et tesaesaeste s e e sa e s e snaaans 9
The AWS CDK API FEFEIENCE ...ttt ae e sa et sae st e sse s e e e s sneaenantans 10
The Construct Programming MOAEL ...ttt sae s e ae s 10
THE CONSEIUCT HUD ..ottt ettt e et e e e s e e e st e st e ae s b e sseess e e e e ennansansans 10
INEXE SEEPS ettt ettt s rte e st e s ae s s e e st e e s e e s ae s ssaesae e st essse s saesssassstesssessssensseesstesssessseessassseanns 10
LOAIN IMIOKE .ttt tee sttt sttt e st e st e s s et s st e s ae e s st e s sbe e saeesseessaessse e saessseesstesssessssessseesseesssessseessesssaenns 10
CDK COF@ CONCEPLES cerveeiirrecirnesienresctrsescrssessessesstssssssessesssssssssssssssessssssssssssssssssessssssssssssssssssssssessssnes 12
AWS CDK QN TQC ettt ettt e testeste s e s te s e e e e s e s e s e st e sessessassaesaassassassansansansassassnessansansansan 12
AWS CDK and AWS CloUdFOrMAtion .....c.cceeeeiecieiecieceeeeeeseeseee e stesae e sseeee s ssaesaessessessassesssssasnsaneens 12
AWS CDK and abStraCtions .......cccceeieieieieeeteetesee ettt ste e e ettt e st e sae s e s e e e e a e aeaeaenes 13
Learn more about core AWS CDK CONCEPLS ..c.eecveererrereeeeieterecee e stesteeeeeeeeseesaessessessessesseesssssessesanes 13
Programming LANQUAGES ......cuecuiieeieeeieeeciectectestee et e e e stestestestessessa s e e s et e ssessessessassassassassssssensansansansen 14
LIDIAIIES .ttt ettt e st e s te s te st e e e e e e e e et e s be st e b et e e seere e e et e tentebesseeseereera et ententantan 16
THE AWS CDK LIDFAIY oottt ettt e testestestesse s e s e eae s e s et et e tessassassasssssasnsansansensansansans 16
The AWS CONSErUCE LIDIary ..ottt ae st st saesre s e s a e a e ae s 17
The CONSEIUCES LIDIAry ..ottt st ae e e e s et saesaestessessaesnennns 17
The AWS CDK API FEFEIENCE ...ttt ve e sa et e sae st e sse s e e e ssneaeaentans 17
LEAIN MO ittt et e et e s st ese st e s e satese st e sessaesssseasessaessssasssssasssssesssaessssaesssseessseessrseessnnes 17
PrOJECLS ettt sttt s st e s e e s e e e e a e s r e e e b e e a e e e b e e s e e et e e Rt e e b e e st e b e e st eesaeesseessraeseans 18
Universal files @nd FOLAEIS ...ttt st sa et a e aa s 18
Language-specific files and FOLAEIS ...t eens 19
AAPPS oottt ettt et e e s te e e s e e e s st e s s at e s s ae e s e bt e e e bt e e a e e s b e e e a e e e R e e e e Rt e e e st e s e s e e e et e e b aeessaaeesraeeessaeeeraanes 31
HOW 10 Create @ CDK QPP wiiciieveiriirieictinieestestessreessteesstesssessseesssessseesssesssessssessssssssesssaesssassssassassnes 31
THE CONSIIUCT LI .ttt et et e st e st e e e s sa e e et et e stastasaessessessnennannans 33
CDK SEACKS ettt st e et e e et e st et e st e e seese e e e e e s et e aessesseesaesee st essansassassansenseesaensansenaantantans 35
ADOUL the STACK AP ...ttt ettt e st e te st s e e e e e et e st et e aestassassesseesaennensansans 43
WOIKING WIth STACKS ...eeeeieieteeeeee ettt et st e s te s e s e e e s e e et e sae s e sassasseesnennans 45
CDK SEQGES .eiveiieiettecteecie ettt este st es e e e st e s te s saesstesssaessae s saesssassatassse s st e sseesseesssessaessseestassaessseesaaensaans 54
CONSEIUCES ettt sttt e st e s ae s s e e s s e e st e s ae s st e e ae e st e s sae s st essseessaasssesssaesssessssesssennnes 71

Version 2 iii



AWS Cloud Development Kit (AWS CDK) v2 Developer Guide

IMPOrt aNd USE CONSEIUCES .uviiiiiieeeceeeeeetetete ettt ettt e st e s e e e s e e e e s e e et e b et e saessassessnennans 71
CONSEIUCE LEVELS ..ttt ettt ettt s s b st e s s et et s e b et e e basbenesnessanssnees 72
DEfiNING CONSTIUCES ..ottt et et e st e st e st e et e e e s e e s st et e st essessasseesessnensansansansan 73
WOrking With CONSEIUCES ..uoviieeeceeeeeee ettt ettt sae s e s e e e e e e nenanes 82
Working with third-party CONSIUCES .....ecviiiieeeeeeeeeeee et 88
LA IMOKE .ttt ettt st ettt st s st st e st e s st e st e eae st e e st e s see b esstsesesabesatessasnsassenns 98
ENVIFONIMIENTS ...ttt ettt st st st st sb e st a e s b st e st s b e st e eae s b esntesaeesesssenness 98
LA IMOKE .ttt ettt ettt et a et e st s s st e e st e b e st e e st s ne s b e st e saeebe st esesasasstessaane 100
BOOTSTFAPPING ettt ettt st e st e e e st e s sse e s e e s sae e st e s aa e st e e saa s e s s e s saaessae e aaessaannns 100
What iS DOOtSLrAPPING? ..ottt ste e s te e e e e e e e st e st e st e saesbassessa e e ennenaenaanes 100
How does bootStrapping WOIK? ........eceeieiecieieceeeeeeeetetete e este e e se e s st e saessesse s e e e s s eaesaeeans 101
LA IMOKE .ttt ettt ettt et a et e st s s st e e st e b e st e e st s ne s b e st e saeebe st esesasasstessaane 101
RESOUICES ..ttt ettt s b st a e st s b st e et s b e st e st e s be st e st s ba st e s st esbesssasnesnsannes 101
Configuring resources USIiNG CONSEIUCES .....cciviiierereeeeectetecte e s e e saestesaessesse s e e e e e ennens 101
REFEIENCING FESOUICTES ....cuveeveteeeteeeetete et te e s e e e e e e s e saestestesbesse s e e seesaeaesbetessessassasssessansensensanes 104
ResSoUrce PhYSICAl NAMIES ..ottt sae st e st e se s e e e s e e a e s e aenaansans 114
Passing unique resource identifiers ... 116
Granting permissions DEtWEEN FESOUICES .......cceeeeveceeriererteceeeee e et estestestesse s e eee e e ssesaessesansenns 119
Resource Metrics and Qlarmms ...ttt ettt sa s s st e nan 122
NEEWOIK TrATFIC ettt sttt sb e sttt se s s b e e snas 125
EVENT NANALING .ottt sttt e e e e e a e st et e b e st e b e e e e e e e e a et esetanes 129
REMOVAL POLICIES ..ttt ettt e s e s et e e sa et et et et e s bassessassasnaennenaanes 130
[AENEITIEIS ettt sttt s b st et s b et et e e st et e e e s e bestssessassensesansans 135
CONSEIUCT IDS ..ttt ettt st ettt st s st s b st et s b st e s st s ebe st e e st e sbesabe st snasnnes 135
PRI ettt ettt b et e s b et et e aesae st e e e sente st eseean 138
UNIQUE IDS ettt estessreese e s et e stessaessseessaesssaesssasssaesssessssasssassssesssessssesssessssessseesseesssessssesnses 139
LOGICAL IDS ettt et e s te st e st et e s te e e s e e s et e s tesaesaa s e e saeseese e s esaentassansessaesaesesnsenaansansanean 141
TOKENS ..ttt sttt sttt et e s et e s bt et e e b et e e b et et e R et et e se e s et et e R et et e seese b e e eses 141
TOKEN EXAMIPLE ..ttt e e et e st e s te st et e s s e e e e e e e e e et et e tessassassasseensanaansansan 142
PASSING TOKENS ...ttt te st e s ve e e e e e e s et et e st e besbe e s e e se e e e st essetantassassassessnenaansans 146
How token enNCOdiNgs WOTK ......cceiieiiieieiececee ettt steste e e e e e e e saesaestasbesaa s e s snennennenes 153
How to check for toKeNS iN YOUI QPP ittt ettt e e nenens 154
Working with string-encoded tOKENS ...t 159
Working with list-encoded tOKENS ...ttt naan 161
Working with number-encoded tOKENS ... 161
LAZY VALUES ..ottt te ettt s et e st et e st e b e s b e e se e e e e et et e ste st e besseesaeseennensansensansanes 183

Version 2 iv



AWS Cloud Development Kit (AWS CDK) v2 Developer Guide

CONVErtING 10 JSON ..ottt sre st s b e s st e s b e s sa e s sae et e s ae s saesssaessnasssasssaesnses 186
PAFAMELELS ...ttt sttt s e s a st s s s e s bt ae e b e st s b e et e et e b e et e e ne e sneeneas 187
ADOUL PATAMIELENS ..ottt cte e testeste e e e e e e e ae st e st e stessesse s e e e e e esaansessansansassessaessensensansanes 187
LA IMOKE .ttt ettt ettt et ae et s s b e st e s st e b e et e e st s ene st e s st e saeebe st esesasasntensasnne 188
TGS ettt ettt et s e ettt e st e st e e b e e b e e b e e b e s b e e e b e e At e e b e e e b e et e e s e e aeeaa e e aee st e e teesraesreeseassraanne 188
USING TGS ittt sttt s st e s st e s ste s se e s sae s se e s saessseesssassseasssesssaesssessseesssessssesssesssaesssennn 188
TAQG PLIOTITIES ceeeeieeeeecteeteectee ettt st e st st e s sae e st e s s ae e st e s saeessae s sa s s st eessaessaesssasssaessseesseesssessssenssens 190
OPLiONAL PrOPEILIES ....ecveieteteceeeeeeet ettt e st e stestesbeese e e e e e e e saesbe st essessassesssesaansensansanes 191
EXAIMIPLE ettt e et ettt et e b e e e e reea e et e e et et e seereeseeneenaentensentantans 195
Tagging SINGLE CONSIIUCES ...ooviiiiiceeeeeeee ettt e s e e e e e et e st e sae s aessasbe s e esnesaennennan 198
ASSEIES ..ttt sttt b e et b e et e b et e Rt e b e et e st e b e et e e st et e et e st e be s st ens 201
ASSELS N ELAIL ..ottt ettt s b et s st a e et e e s ae e e aenes 201
ASSEE TYPIES ettt ettt ettt s e a e s s e e e b s s e e e b e e s e e e b e e s e e et e e st e e seeesaesraenaans 202
AMAZON S3 ASSELS ...ttt sttt ettt st a e et b e st et a e et e et e b e st e st e aeens 202
DOCKEN IMAQGE @SSEES ..ottt ettt et te st e it et e st e st e st e st e s se s e sse et et et asassassassaesaensanean 215
AWS CloudFormation resource Metadata ......c.ccceveeviiirenininenenineneneeeeseste s se e ssesaeesaens 226
POITNISSIONS .ttt ettt et e e st s st st e e st s b e et e s s s b e s st e st s b e et e ssesbesstasaeesasatensenns 227
PrINCIPALS ettt ettt et e st e st e st e s e e e e ss e e et et e ste st e sessasseeseenaensensensansans 227
GFANTS ettt ettt st s s a e et et b e st e st s bt et e et e eb e s b e e st s b e et e e st e b e st e eat e be et e saeenenn 228
ROLES .ottt ettt ettt ettt et e e s b e st e e b et et s ae st et e e b et e st e s et et e et et e e sse b et eaaaantenaen 230
RESOUICE POLICIES vttt te st e e e e e e e e s et e st e st e st e s s e e se e e e s esaessesasassassassaessensanean 237
USiNG XterNal TAM ODJECLS ...cvieeeeeeeeeeceer ettt ettt et s s e e e e e e b e saesaaaan 238
CONTEXE VALUES ..ottt ettt ettt st ettt e s b et e e s sasae st esassasbesassessansenassanes 239
SOUICES OF CONEXE VALUES ..ottt ettt st ettt e e b e se s basae e s e nan 240
CONEEXE MELNOAS ...ttt sttt ettt e s et e s e st et e e saasaesaenans 241
Viewing and managing CONTEXE ...ttt ae e s re e e a e nes 242
AWS CDK Toolkit ==CoONteXt flag .ottt saeaens 243
EXQIMIPLE ottt et e et ettt et e e s e e e et et e be st e teeseeseeaeenaentensentantans 244
FEATUIE TLAGS ..ottt ettt s ettt e b e st e s b e st e s e e se e e e e et et et esaessessesneennanes 248
ReVErting t0 V1 DERNAVION ...ttt s st a e a et sa e a e 249
AASPECES ettt ettt ettt et e st et st e st e e s a e s b s a e e et e e s st e s e e s s e e et e e Rt e e st e s Rt et e e st e e sessseesstaeaeesnsasane 250
ASPECES IN ETAIL vttt e st e e s s e e e e sa et et e besaasreeaneneenaens 251
EXAIMIPLE ottt ettt e ettt e st et a e e e e s e e e et e aesbe st et e reeseeseenaentensentantans 252
Prer@QUISITES .ociiiiiiiieeeeneiiiiiiieieiiieeneeesssnesssssssseessssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssassns 256
Set UP YOUEF AWS QCCOUNT ...ttt st et ee et s st e s see s st esaesssaesssassssasssesssaesssessssasssessssessessnnens 256
Install and coNfigure the AWS CLI ...ttt ettt s s s n s 256

Version 2 v



AWS Cloud Development Kit (AWS CDK) v2 Developer Guide

Install Node.js and programming language prerequUISItes ......ceeceeceeceereeneseneseeeeeeeeseesaenens 257
INEXE SEEPS ettt sttt e st e st e s et s s se e s sae e s st e s b e s sa e s aeessaessseessaesssassaesssassssesssaesstesssesssaesssens 258
Getting StArted .....ccciiiiiiiieerreeiiiiieeiiiiiiineeeeaseeiisiseeeettssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssss 259
PrErEGQUISITES .eeieieereieteect ettt ettt e st s it e s st e st e ssae e s b e s aa e s b e sssaessae e st asssesssaesssesssaesssesssaesssassseens 259
INSEALl ThE AWS CDK CLI .ottt sttt ste st et s e sae st et sve st et e e sestesassass et ssassessesassassessesansen 259
Verify a successful CDK CLI iNSTAllation ........cc.coeeoieeeeeeeeeeesesesee ettt 260
CoNfIGUIE the AWS CDK CLI ..ottt ctecte e ste e e e e e e e e e aesaestessesse s e s e e s e s esesaesaessassassessnannan 260
(Optional) Install additional AWS CDK tOOLS ......cceeeeieieiitereteteseseseeee et cte e sae e e e e eneanas 260
Create YOUr firSt CDK QPP cuiciceeereeieeeieietetectesese ettt e st et e stestestesse s e e e e s e e e s et essessessassessaesaensansanes 261
Create YOUr firSt CDK QPP cuiciceeereeieeeieietetectesese ettt e st et e stestestesse s e e e e s e e e s et essessessassessaesaensansanes 261
PrErEQUISITES .ottt ettt sre et e s s ae s st e s e e e s e e s b e s saessae e s st esssesssaesssaesstassseesssessssennaes 261
ADOUL ThiS TULOMIAL .ttt sa e sttt st e a e e sbe st e e s e sse st esassans 261
Step 1: Create your CDK PrOJECT ...ttt este st estessreesstessaessaesssessssessanssssessssessnasssnanns 262
Step 2: Configure your AWS enVIrONMENT ......ccocoieiiiieeieeeceeeeeeeeee et se e e s sae st sae s nns 270
Step 3: Bootstrap your AWS enVIirONMENT .......cooviiiiirieirieetrteeseecseessresseesseeesseessaessssessaessanenns 274
Step 4: BUild YOUr CDK QPP wicoiieiieeereeeeeetetectetestes e e e e e e sesesaessessesses e e s eaeaessessassessassassasnsensanes 274
Step 5: List the CDK Stacks iN YOUI @PP cocvcceeiererereeeeeete ettt eee e aesaestessesse s e s e esaeneneens 275
Step 6: Define your Lambda fUNCLION ...t 276
Step 7: Define your Lambda fuNCtion URL ..ottt aenenens 282
Step 8: Synthesize a CloudFormation temMPLAte ... 286
Step 9: Deploy YOUr CDK STACK ....cecieieieeteeee ettt e e saestestesae s e s e s e e e s s e saesaaneans 290
Step 10: Interact with your application 0n AWS ...t 292
Step 11: Modify your appliCation ...ttt nan 292
Step 12: Delete your appliCation ...ttt 298
NEXE SEEPS ettt ettt te et te s sae e s e e s sae e s e e s st essaessaa e s st e s seesssesssaesssesssessssesssessssassseesseennses 299
Work with the CDK LIDrary ...eiiiiiiiiiiiiiieeeiiiiiiiiiiiiiieesssssiiiiiisssssssssssssssssssssssssssssssss 300
IMPOrt the AWS CDK LIDFArY ...oececeeeeeceeeetetetetete et e e e eseeee s s saesaessessessa s e e e s s e saesaesaesaassanean 300
Using the AWS CDK APl REFEIEINCE .....ueveeeeeeeeteeteeee ettt ste e e e st saesae s sa s saennan 301
Interfaces compared With CONSEIUCE CLAaSSES ...couiruieuieieiceeee ettt sre s 302
Managing dEPENUENCIES ......ecueeueeeeeeietetetececese et e e steste s e s e e se e e e e e saestesbessassassasseessessensansansansan 303
Comparing AWS CDK in TypeScript with other [anguages .........ccceeeeeeereeceeceeceeeeeee e 304
IMPOrtiNg @ MOAULE ...ttt e et e st e st e st e s b e s e e e e s e e e b estestessassnsseennassansans 304
INStANtIating @ CONSTIUCT ...ttt te s sae e s e e s sae e s a e s sesssnessaaesanessaaanns 308
ACCESSING MEIMIDETS ...ttt rtee ettt et e e s te s teste s e s e s s e s e tessessassesseessessessessansassassansassaesnassansans 311
ENUM CONSTANTS ..ttt ettt st et b e st s b st b e s e e se s b e st e neeane 312
ODJECE INEEITACES ..ottt e et e st e st e st e st e s e s e ssa et et estestassassassaesesnsensansansans 312

Version 2 vi



AWS Cloud Development Kit (AWS CDK) v2 Developer Guide

[N TYPESCIIPT ettt et s e e s et e s e e s st e s sa e s b e e s st e s sbesssaesssaessaasssassseesssessstasssessaennees 314
Get started With TYPESCIIPL ..ttt sttt e aesae s s e e e e e e e e aesaatans 314
Creating @ PrOJECT ..ottt st s e e s s e e st e s sre e s ae s sa e s be e saassbe s saesssassnnesssenases 315
USING LOCAl £SC AN CAK vttt st r e s s e s n e aenes 315
Managing AWS Construct Library Modules ...ttt e e e e seenens 316
Managing dependencies iN TYPESCIIPT ..ottt ste e s re s e s e saesaeseens 318
AWS CDK idioms iN TYPESCIIPL .ottt ste e steste s e e e se e e e s e saesaestessessae e e s esnannanes 321
BUIld @Nd run CDK QPPS coviciieieieeeeeeteeeteseestesiestestessessee e st essessestessessessesssesssssessessassassassessessssssennans 322

[N JAVASCEIPT ottt ettt e e re s s st e s b e s se e s ae s ssaessbesssaessessaaesssasssesssessseesssessaesssens 323
Get started With JAVASCIIPL ..ttt a ettt a e s e s a s 323
Creating @ PrOJECT ...ttt et s e s re e st e s s ae e s ae s sa e s ssesssaesbesnsesssasnsesssenanes 323
USING LOCAL CAK ittt ettt st e st e st e s e s e s e et e et e st et e s b e sassassaesaenaensanean 324
Managing AWS Construct Library Modules ...ttt see e e e eesnens 325
Managing dependencies iN JAVASCIIPT ..ot see st st sae s ae e 326
AWS CDK idioms iN JAVASCIIPL ..ottt sresae s e e e e se st e s e saessessassessas e s s esaenaanes 330
Using TypeScript examples With JavaSCript ...t 331
MiIgrating O TYPESCIIPT .eeuiicieeiertececctest ettt s e st e s e st e s e e saeste st esaessaesaessesssessnassasssanes 335

[N PYERON ettt ettt et e e e et et e st e st et e s b e s s e e s e e e et et e be st e s beebeereene e s ententansantans 335
Get started With PYthon ...ttt sa e 336
Creating @ PrOJECT ..uiiiieeteeteectertee ettt st te et e st esae st e s e s st e s e e s e e st e s s essessaes st asssassesssessasssassean 337
Managing AWS Construct Library Modules ..........iiiecieneeeseeeseeesteeecve e sae e e e ssesnens 338
Managing dependencies iN PYTNON ...ttt n et 340
AWS CDK idioms iN PYtRON ...ttt ste st sa et et sa e s aesaas 342

TN JAVA e b e s at e b s at e aesane 345
Get STArted WIth JAVA ..ottt ettt sa ettt ss et e s s e s e e saen 345
Creating @ PrOJECT ..uiviiiiteeteectesteee ettt st te st e st e s e e st e s e e st e s e e s saesae s s esseessesstasssessasssesseassassean 346
Managing AWS Construct Library Modules ...t sae e e e eenens 346
Managing dependencies iN JAVA ....c.cocoeeieieienicececeeeeee ettt ste s e s e e ss e saesaesaesbessa s e ssnennan 347
AWS CDK idiOMS iN JAVA ettt eessesse st s esse st e e s e sse e s e ssessesassassestesessessenassensensns 348
Build and run CDK @ppliCAtioNs ...ttt saesaesaesae e e s s s e sa e e e 350

[N G ettt ettt sttt s b et s b et e A et et R e b et e e R et et e R et et e ae s et et sense st eneaen 350
GEL STArtEd WIth CH ...ttt sttt st et b et et b et s e s s 351
Creating @ PrOJECT ..ocviiiiteeteectert ettt ae st e st esae st e s aa e st e s e e saeesae s s e saesaessaasssessasssessasssannean 351
Managing AWS Construct Library Modules ..........iiieciineeeseeeseeesreeesve e se e eeseens 351
Managing dependencies IN CH .......coiicieereeeceeteeete et sre e sa e st e st e saesaesaesse s e e e s sassnenaanes 352
AWS CDK GdiOMS iN CH ..ttt ettt et s be st e e s et e st s e sse st s e ssesaesassassensesassan 356

Version 2 vii



AWS Cloud Development Kit (AWS CDK) v2 Developer Guide

Build and run CDK @ppliCRtioNs .....c.cceeeeieecieeeetetetete ettt stesaesae e s e e s sa e et aas 358

TN G0 ettt ettt et et b e s e et e bt et e e Rt s ae et e st e b e et e e seesae et e st ebennt 358
GEL STArtEA WIth GO ettt sttt ettt e s st e st e s e b e e s e sasnenas 358
Creating @ PrOJECT ..ottt st s e e s s e e st e s sre e s ae s sa e s be e saassbe s saesssassnnesssenases 359
Managing AWS Construct Library modules ...ttt 359
Managing dependencCies iN GO .....ccccceceeeeeeiecictetetete e ste s e e e e e e e et e saesaessessesse s e s e eae s esassensanes 360
AWS CDK idiOMS IN GO weouiriirieiiirienietrestenteesestesteesseste st ssesse st e e ssessesessassessesassessessssessessessssassesseseses 360
Building, synthesizing, and deploying ...ttt 362
BESt PraCtiCeS «.cceeiiiiiiinnnnnnnniiiiiiieiniineneessessssssseeesssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssasss 364
Organization DESt PraCliCes ...ttt s ae e eeaenes 366
COAING DEST PraCiCeS ...veeeeeeeeeeeeetee ettt e et et e e et e st et e besae b e s saese e e esaessensensansaneans 367
CONSEIUCE DEST PraCliCeS ..eveeeeieeeeee ettt s e e et et a e s s e s e e e e e e e enaanes 370
ApPPLICAtion DSt PraCtiCeS ...cuivuieeeeeeeeeeetetec ettt ettt et e e s e e e e e e e s e s et esae st e saessessessesnnenaennans 372
SEOUNILY cuuteeitieieicteete ettt st st e et e st e s st e st e e sae e ssae s sa e saaesaeasssessa e saasssaesssasssaesssassstesssessstenssessseesssesssaensees 376
Follow IAM security DSt PractiCes ......ceceeeeeeiiieicteeectestestes ettt stesae s e a e se e aesaa s 377
Manage permissions for the AWS CDK ...ttt e e saestesaesaesse e e s esennens 377
Migrating from AWS CDK V1 t0 AWS CDK V2 ....cciiieeeeeeenciisiccceinnnnessssssssssssssssscsssssssssssssssssssssssss 383
NEW PrEIrEGUISITES ...veeeiieeieeieiiieeieesteestesetessteesteesaesssaessseesseesssesssaesssessssesssesssaesssessseesssessssesssessseesssessnes 385
Upgrading from AWS CDK v2 DeVELOPEr PreVIEW ......c.cceeeeiecieciecieceeeeeeeeeerestessesvesseseeeeaesennas 385
Migrating from AWS CDK VT t0 CDK V2 ...ttt ve e e e et stesaestesse s s e s s s esaessansans 386
UPating t0 @ FECENT VT ..ttt et et e stesae s e e sse e s et et et et e s b e se s e s saesaensensenean 386
Updating fEAtUIE flags ...ttt te st s s ae s e a e et nes 387
CDK Toolkit cOmMPAtiDility ..c.cccveeeeeeieeieeeeeeeee ettt a e saesaesaaaans 387
Updating dependencies and iMPOItS .......c.cciviieierenieeeceeeeteste e e e s sae st saesaesses e ssassnennens 388
Testing your migrated app before deploying ... 393
TrOUDLESNOOTING ..ottt e et st e s ae st e et e s se e e e e e e et e st e stessessaeseensensansansans 394
FINAING VT SEACKS .ttt ettt et e st e st s e e e e e s e e et e st e b e s s e sesse e e e sae e enaensanean 395
Migrate to the AWS CDK .....ceeciiiiiiiiiiiiinneeesssensssssscesesssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssss 396
HOW MIGration WOTKS ....coueeuieiieeeictectctectec ettt e testestestesse e e e e e e e s et e sesaassessassassesssesssnsensensansans 396
BeNefits Of CDK MIGIate ...ttt ettt et et e st e e s e e se e s e e e s et e s et e bessessessneraennans 397
CONSIAEIALIONS ..ottt ettt st st e st et s st e st e e s et et e e s s et e e s sesbe st esassassestesansensenassansessesans 397
GENErAl CONSIAEIAIONS ...voviiviiiieeetetretccer ettt sttt ettt e s et et s e b et e e s sa s esaesansan 397
Considerations when migrating from an AWS CloudFormation template ........ccccocueveunnee.e. 398
Considerations when migrating from deployed reSoUrces ........cooeeeeveeeeceeceeceeceecececee e 399
PrErEGQUISITES .ottt ettt ettt s st e s st e e st e st e ssae s s saeessaessbesssaessaeesssasssesssaesssessssesssessseesssansseens 399
Get started With CDK MiIgrate ...ttt ettt teste s e e e e s sae st e aasae s e sse s e ssnennanes 399

Version 2 viii



AWS Cloud Development Kit (AWS CDK) v2 Developer Guide

Migrate from an AWS CloudFormation Stack ........ccceeeeiecieiecieneeeeeeee et 400
Migrate from an AWS CloudFormation temMPLlate ... 401
Migrate from an AWS SAM teMPLAte ... st 402
Migrate from deployed FESOUICES .......ccicueeeeeeecececeetete ettt st e aeste s s e e sa e e e nesaesaenes 402
USE FILLEIS ettt ettt ettt et s bbb b e st et et et e s b et e e eaesae st eneaans 402
Scanning for resources With 1aC geNErator ...t 403
RESOLVE WIite-0NlYy PrOPEITIES ...c.eeieeeieteeeceeeeee et ettt e aesre s e e e e e e e et esaebasans 403
The MIGrate.SON FIlE ettt et e st sse e s e e e e e e e e aesbeneans 405
Manage and deploy YOUr CDK @PP .iccceeeerierierierierieseeeeeeeeseestestessessessesseeasssessessessessassessessessesssensenes 406
Prepare for dePlOYMENT ... ettt sttt sa e s e e e s e e e e a et enaan 406
DEPLOY YOUT CDK QPP ceririrerierieeieeieeetetectestestesaesseseesestesaessessessessassesssessessessessassensassassessesssensensensen 406
Configure security Credentials .....cccccceeeeeeeciiiiiieiiiiinnnnnesnnisiisiieceninsessssssssssssssssssssssssssssssssssssssssss 408
PrErEGQUISITES .oeieiiereeeteeeertere ettt e st s e e e ae e st e s sae e s b e s sa e st e sssaessaesssnasssessaesssassssesssessseessensseens 408
How to configure security credentials ...ttt nesaenens 408
Configure and manage security credentials for IAM Identity Center users .......ccccevevvvecvecvevennee. 409
Configure and manage security credentials for IAM USErS ......c.eoevieviecieceeciececececeeee e 410
Additional iNFOrMAtioN ......ccueiiinieieecreee ettt st sa s sae st e e sse s e e s asans 410
Example: Authenticate with IAM Identity Center automatic token refresh ... 411
PrErEQUISITES .ottt ettt sre s st e s s ae s s e e s st e e st e s sae s saessaeessaessaessaesssaesssesssessssessssennees 411
Step 1: ConfiguIre the AWS CLI ...ttt et saesteste e e e e e s e sa e aessasaaeens 411
Step 2: Use the AWS CLI to generate security credentials ........ccocveeveeececeneneeieeceeeereeee. 413
StEP 3: USE Tthe CDK CLI ettt et et aestesteste s e e e e e e e et essesaesbessassassassnennansansans 413
Configure eNVIFONMENTS .....cccuueiiiiiiiieiiiinnneeeesseessssessesesssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssse 415
Where you can specify environments from ...t 415
Credentials and configuration fileS ... 415
env property of the Stack CONSTIUCT .......co it nnens 415
Environment precedence wWith the AWS CDK ...ttt sve e e s sae s snens 416
When to SPecify ENVIFONMENTS ......couiiuieeeceeeeeeeeres ettt stesae e ere e e sae st e saesaesse s e s e e aennans 416
Specify environments at template SYNthESIS ......c.ooviieieceeeeee e 416
Specify environments at stack deployment ... 417
How to specify environments with the AWS CDK ...ttt 417
Specify hard-coded environments for each stack ... 417
Specify environments using environment variables ... 420
Specify environments from your credentials and configuration files with the CDK CLI ....... 423
Considerations when configuring environments with the AWS CDK ........ccoooioeeeneeierceeveeceeeenee. 423
EXQIMIPLES ..ottt ettt et et et et et e st e st e et e e e e e et et e st et e b e s b e e seesaesae st et et e ta st aeseeseeneensententantan 423

Version 2 ix



AWS Cloud Development Kit (AWS CDK) v2 Developer Guide

Synthesize an environment-agnostic CloudFormation template from a CDK stack ............. 423
Use logic to determine environment information at template synthesis ..........cccceveenneee. 427
AWS CDK tElEMELIY ...ccciiiiiiireeeenneiiiiiiceeiieenasasssssssssssssesssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssses 432
Configure usage data rEPOItING ...ttt e e e e s e st e st e saesbe s e e seesaesaenean 432
What is CDK library usage data reporting? ........eeceeececeeeee et ere e s s saesaesens 432
What usage data is COLECLOA? ...ttt e 432
How the CDK collects application usage data ........ccceeeereceneceeceeeeee e 434
How to opt out or opt in to usage data reporting .......cccceeeeeeceeeeceecececeece e 434
EXQIMIPLES ..ttt ettt ve e e e e et et e st et e st e s b e e seeseese e e et estentesbassesseereeseentensententensanes 437
Configure CDK CLI tELEMELIY ...ocue ettt cte e te e e e s e s e sa et e aessessasse s e s e e s essensansansans 439
What iS CDK CLI tELEMELIY? ...ttt te e e e et e st st e st e s aessasse s e e aenaenneaenes 439
How to opt out of CDK CLI tElEMELIY ...ttt st 439
Send telemetry data to @ LOCAl fil@ .ot 441
BOOtStrap YOUr @NVIFONMENT .....ciiiiiiiiiieeeeenniiiiiseceeisnessassssssssssssssssssssssssssssssssssssssssssssssssssssssssssssss 442
How to bootstrap your ENVIFONMENT ..ottt ettt e stestesae s e s e e e e s e e e saessesaesaasaens 442
When to bootstrap your eNVIFONMENT ..ottt cae e sae s e e e sa e s e saessanaens 445
Default resources created during bootStrapping .....cccceeceeiececececececeeeeee et 446
Permissions to use when bootstrapping your environment ..........cccoceecieeevecenieneseereeceeceeceeceenen 447
CUSEOMIZE DOOLSTIAPPING «ecuviveeeeieeieeetetetertete ettt e te st e s se et e e e e e et et e s testesaassessaeseesnensansansansan 448
Bootstrapping With CDK PIiPELINES ....cueueeeeeeeeeeeeee ettt te e ns 448
Bootstrap template Version NiStOrY ...ttt st s ae e s ae e nnens 449
Upgrade from legacy to modern bootstrap template .........cccceeeeeeeeeciececcceeeeeee e 455
Address Security HUD FINAINGS ....cooviiiieeeeeeeeteteeteses ettt saeste s e sse s e s e s e s s e sa et esaesaanaans 456
CONSIAEIALIONS ..ottt ettt et st e sttt e st e e s st e e e e st et e e ssesse st esassassesessassensenassansessasans 459
CUSEOMIZE DOOLSTIAPPING «ecuviveieeieeeeeeeetetetete ettt e te s te st e e e e e e e e s et e s testesaesseeseeseennensansansansan 459
Use the CDK CLI to customize bootStrapping .....ccccceeeeeeeeeeieeceeeeecee et 459
Modify the default bootstrap tEMPLAtE ......ccooceeeeieeeeeeeeee e 462
Follow the bootStrap CONLIACT ...ttt s a e s e nens 463
Create and apply permissions BOUNAArIES .......cccceeieieieceecieceeceseee sttt a e e nan 465
When to use permissions boundaries with the AWS CDK .......c.cceeiriecieceecerececeeeeeeee e 465
How to apply permissions boundaries with the AWS CDK ........ccceieieceneneneneeeeeereceecnenens 465
LA MO .ottt ettt ettt et et a e st et e b et e st s ebe st e e st e b e et e st sbe s st e st ensasntessesasannnen 466
Troubleshoot BOOTSErAPPING ..ottt sttt et e s ae s e s e e e e e e e ennan 466
When bootstrapping using the default template, you get a 'CREATE_FAILED' error for the
AMAZON S3 DUCKEL ...ttt ettt st ettt et et e e s e st e e s s e s e s s e ssasaanaen 467
Develop AWS CDK appliCations .....ccccciiiieeeeeeneiciiiccinininnneeesesssssssssscessssssssssssssssssssssssssssssssssssssssses 474

Version 2 x



AWS Cloud Development Kit (AWS CDK) v2 Developer Guide

PrErEGQUISITES .oeieeeereeeteectetere ettt et e st s it e s s re e st e s sae e s b e s sa e s b e sssaessbe s st asssesssaessseessaasssessssesssassseens 474
Developing AWS CDK appliCationNs OVEIVIEW .......cccceeeeeeerieicretectectesesseereeeeseessesaessessessesssssesseens 474
Get started with developing CDK appliCations .......c.coeeeeieieieceeceieseceee et 474
Import and use the AWS CDK LiDrary ...ttt sa et sae s 474
NEXE STEPS ittt e et e e st e s s sar e s e s e e s s saessssaesssseessssaassssaasssseasssseessssaessssessssseesssneessnesns 475
CUSTOMIZE CONSTIUCTES ..ttt ettt ettt et s b st et sbe s e e s st sbe st e sntesnesbesnesas 475
USE €SCAPE NALCNES ...ttt e e st et et a e s be s e e e e s e e et eaabantans 475
USE UN-€SCAPE NALCRES ...ttt st sttt sttt 482
USE FAW OVEITIAES ..ottt et esae st et s et et s e sse st s e sae st et ssesaestesassessenassessassessssasseseesensessases 483
USE CUSTOM FESOUICES .....eeiuieuieieeniereeiteeteeuesteetesaeestestessesssesstesseessesstessessasstessesssesstessesssasstessesssanns 486
GEt ENVIFONMENT VALUE ..ttt ettt ae st sttt e st s e s b et e e ssa s e e s e ssasnenas 487
Use CloudFormation PAr@mELers ... ceceeeeicectereetete et e e e st st e saessessesse e s e e s e aesaaaanes 488
Define parameters in YOUr CDK @PP wiccoieieieieiiieiesiecesese e et e seestesaesaessessesseeae s esnesaessessesaenes 488
USE PAFAMETLELS ...eeiiieiieeteeceeeteesteste s st es e s st e s aessseessteesatessesssaesssassstesssesssaesssessseesssessssessseesssesssenns 489
Deploy CDK apps coNtaining ParamELers .......cceeeieceecierieceeeseeee e e sesaesae s e ssessesseessesaesseneas 492
Import an AWS CloudFormation teMPLAte ... r e resae e 496
Import an AWS CloudFormation temMPplate ...t 496
ACCESS IMPOITEA FESOUITES ....cveveereeieeieeteiteiteste e seeee e e e e stestessessessessessesssessessesessansassessaesesssensensanes 502
REPLACE PArAMIELENS ....oceveeeeeeiecieeeeeete et ete e e e e e e et et e st e tessesseese e e e s astestesbassassessassasnsansansansansanes 504
Import other template EleMENTS ...t aan 505
IMPOIrt NESTEA SEACKS .ttt e s ae s a s e e e e a e aeaeaas 507
GEL SSM VALUE ..ttt ettt sttt sa e st et s st et s st e st e s b e st et e sasbe st esassensenassansessesans 510
Read Systems Manager values at deployment time ..., 511
Read Systems Manager values at synthesis time ... 513
Write values to SYStEMS MANQAQEN ......ccueoeeieieieieececee ettt ste e e e e e et e saestesaassesse e e e e ens 514
Get SECretS MANAGEr VALUE ......oeeeeeeeeeeeteteteeteete ettt et et e saeste st et s e e e s et e s be st e saessessessa e e esaessansanes 515
Set CLoUAWAtCR @larmm ...ttt ettt a et b e s sa et sb b e ene 518
USE AN eXiSTING METFIC cuviieiiieteeceereectetee ettt st s e st e s e e s ssa e s sae e s e e s ba s saessneessnasssasssnesnss 518
Create YOUN OWN MELIIC ..ottt sre st s te st e s sae s sre e s sae s seessaesssaessaassseesssesssaesssasssesnnes 518
Create The Qlarm ..ttt sttt sb et a e e a e nan 520
GEL CONTEXE VALUE ..ttt ettt ettt sb e sttt e st e s b et e e s aasae st ssassassentnas 522
SPeCify CONTEXE VAIADLES ..ottt e st st e s s sn s 522
Retrieve context variable VALUES ...ttt ettt sa e saens 523
Use resources from the CloudFormation Public RegiStry .......ccceceeeeeeeeeeeeeceeeceeeeeee e 525
Activate a third-party resource in your account and Region .........cccceeeeerevveereeceeceeceeceeceennns 525
Add a resource from the AWS CloudFormation Public Registry to your CDK app ................. 527

Version 2 xi



AWS Cloud Development Kit (AWS CDK) v2 Developer Guide

Define permissions for L2 CONSEIUCES ....ciiiiieiieecececeeetete ettt st s te e s ss e nnens 529
Use grant methods to define PermiSSIONS .......c.cceoeeieiececiecececee ettt aenens 529
Manually create and USE TAM FOLES ......oueveeeeeeeceetete ettt ste e e e e e s e saesaeneans 536

Configure and perform SYNtheSis ........uuiiiiiiiiiiiiinnnnnniiiiiiiiiiiiiieeessiiiiiitsssssssssssssssssssanes 540

How synthesis and bootstrapping Work together ... 540

How to configure CDK stack SYNtRESIS ......cuouiuieieeeeeeeee et 540

HoW t0 SYNthesize @ CDK STACK ....ccueeieeiiicicteeetec ettt ste e e e st et esaesse s se e nanns 545

How synthesis Works by default ...ttt a e e 546

Customize CDK Stack SYNTRESIS ..c..eveeuieieeeeee ettt s e e a et s 557

CUSEOMIZE CDK SYNTRESIS ...ttt ettt e s e s e e e e e e e e e e ae st e saasaessessaennensenaansansans 557
Customize the DefaultStackSyNtheSizZeT e 558
Use CliCredentialsStackSyntheSizZerT e 568
Use LegacyStaCkSYNtRESIZET ettt sae s s snens 574

Deploy AWS CDK appliCations .....ccccceeeeeeeccsisncecnnnnnnnesssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssss 576

How AWS CDK deployMeEnts WOTK ........cociiiiiiiniinireeectctctetestesresre s et saesaessesae s e ssssa s s esaessasaanes 576

Prerequisites for CDK deployMENTS ...ttt ste e sse e se e s s saesaesaesaessassesnnens 576

CDK QPP SYNERESIS ..ttt sttt st st esae st e st e s ae s e et e s et e e esbaseassassassasnnesaanaans 577

DePloy YOUr QPPLICATION ..ocviieieeeeceeteeetetectestertes ettt e st e sae s s e s sesse e e st e s e saasbessasbessessassassnanean 581

POLICY VAlIAQEION ..ottt sttt s a e s b e st e st e st s s e st e s et e aesbassessasnaans 583
Policy validation at synthesis time ... 583
FOr appliCation AEVELOPELS ...ttt ettt st se st sa e st s a e saessesbe e e aesnenan 584
FOr PLUGIN @UENOIS ...ttt st st s a e s a et st st e s s e s e s aea e ae s 587

Create CDK PIPELINES ....coueeiieeieietetcctestereses sttt ste st esteste s e s e s e et e sa et e saessessessassessaessessassessassessassesnsanes 589
Bootstrap your AWS enVIFONMENTS .....coceiiiriineniintereeiteseesresstest e s steseesaessaesseessesssesssessesssessees 589
INITIAlIZE @ PIrOJECT ettt et sa e st e st e st e s s e s e e s e e sa e aesaesaasbasseeseesaensanean 592
DEfiNE @ PIPELINE ..ttt ettt r et st e s e s e e s e e e e st e sa e e e s b e sasaeesesanennanes 594
APPLICATION SEAGES ..ttt s s s e e st et a e b e ae s e e st e e e e e e saeaeaabantans 603
TeStiNg dEPLOYMENTS .....oiiieieeeececeecre sttt ste s e s e s e e st e e e s b e s b e st e sbesaessaea e s esaansanes 615
SECUNEY NMOTES ettt ettt ae st s st e s e e s e s st e st e s s e s b e s e e sae s b e s st essesssasssessasssesssassasssessasns 624
TrOUDBLESNOOTING ..ottt st s e st et e e st e sae b e s e s se e e s snesnasaasaenean 625

Build and deploy container iMage QSSELS .....cciveririiieiiitetecteeseses ettt sae s e s e s e s e e s e saesaeean 626
Example: Build and publish a container image asset with the AWS CDK ........cccceevevirenurennee. 626
How to replace Docker with another container management tool ........cceceeeeevenvenciiciecnenen, 628
Supported Docker drop-in replacement ENGINES .......cccceeererenerieieereeseesese e se e ss e sae s 629

Troubleshoot CDK deployMENtS .......ccuecuicieeinininineiteeetetesrestese e e e s e s saessesaessesse s e s e e s esaesaassanes 629
Incorrect service principals are being created at deployment .........cccceeeveveneneniinvenceeceecnennen, 629

Version 2 xii



AWS Cloud Development Kit (AWS CDK) v2 Developer Guide

Configure constructs with CDK BLUEPFINES ...ccciiieeeeeeeeeiiiiiiicciiininnneesssnsssssssscsesssssssssssssssssssssssssans 631
Key components Of BLUEPIINES ...ttt ettt e e e sa e sa et saesnens 631
Common USe €aSES FOr BLUBPIINTS .....cccveieieeececeeeetete ettt sa et saesteste s se e s a e s e s e saenean 631
Getting started With BLUEPIINTS ...ttt st 632
BOST PrACLICES ettt et s ae e s ae s ra e s b e s sa e s sae e s aa e e b e s s sa e e e e e st e e beesraeeraenntans 634

CoNFIGUIE PLUGINS ...ceeeeeeeiiiiiiiiiiiiiinnnennesisisiecetetsesssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssnas 587
HOW 10 Create PLUGINS ...ttt ettt steste s e e e e e e e e b e stebe st e s be s e esaenaenaanean 635
How to load plugins With the CDK CLI ...ttt e ettt ne 637

Load plugins in code with the CDK Toolkit Library ... 638
Implementing credential provider PLUGINS ..ottt 639
LM MO .ttt ettt sttt sttt s b e et s b e et e et s ae st e eat e sae s b e saeeasessbesntesasnbasens 646

Use the CDK TOOLKit LIDrary ...cccciiciiiiiiiieeenncniiiiicciiiiineeessssssssssssscsssssssssssssssssssssssssssssssssssssssssss 647
Understanding the CDK TOOLKit LIDIary ...ttt sae e e e e snesaenas 647
Choosing when to use the CDK TooLlkit LIBrary ...ttt 648
Using the CDK TOOLKIt LIDFAry ...ttt s e e e e e st saesaesaesae s e e e e ne s e e e saanaaaans 648
INEXE SEEPS ettt et sttt e st e st e s sae s sae e s st e e ssa e s b e s sa e s seessaessseessaesssasssaesssesssessseesstesssesssaesssens 649
LA MO .ttt ettt et sttt st s b e et s e s e et e et s ese st e s st e sae e b esnesssessbesntensasntasens 649
GELEING SEAMEA ..ottt et e st e st e s e e e e e et e b et e s te s e seesaeseeneesaessantansansas 649

PrErEQUISITES .ottt ettt sre s st e s s ae s s e e s st e e st e s sae s saessaeessaessaessaesssaesssesssessssessssennees 649
Step 1: Installing the CDK ToolKit LiDrary ...ttt 650
Step 2: Initializing the CDK TOOLKit LIDrary ..ottt e e s saesaeseens 650
Step 3: Creating a cloud assembly source for your CDK @pp ..ccccceeeeeeeeeeeeceesieseeseseeeeeeeenns 650
Step 4: Defining programmatic actions for your CDK @pp ...cccceeeeeeerveseeceeceeceeciececteeeeeeeeenens 651
Step 5: Customizing the CDK Toolkit fUrther ... 651
AdAItiONAl FESOUICES .....veviieeirieieteeretet ettt sttt et s et se s e st et s e sse st e e s sassesassassansenassessensesens 651
Configure programmatic @CHIONS .....cc.coeeieecccee et s e st e e e aenes 651
Generating cloud assemblies With SYNth ... 652
Viewing stack information With List ... 653
Provisioning infrastructure With deploy ... 653
Reverting failed deployments with rollback ... 654
Monitoring changes With WatCh ...t aeaens 655
Removing infrastructure With destroy ... 655
Configure the CDK TOOLKIt ....c..ccveeieieeeeeeeeeete ettt et este s e s e e e e e e et et e sae s e sa e s e e e ennanes 656
Configuring YOUr AWS Profile .ottt st et s ae st asaeaan 656
Configuring STACk SELECTION ......oeeeeeeeee ettt sa et es 657
Configuring €rror NANAUING ....c.eeeeeceee ettt s te b st sn e aenes 658

Version 2 xiii



AWS Cloud Development Kit (AWS CDK) v2 Developer Guide

Configuring TOOLKit QCLIONS ...cveveeeeeeeee ettt e e e a et sa et nns 659
Managing cloud asSembBLY SOUIMCES .....cucouieieieieiceeeececese ettt ettt s naens 660
Selecting a cloud aSSEMDBLY SOUICE ....c.uevieeieeieeceeeceteeee et steste e s e aesnenaens 660
Configuring your cloud asSemMbBLly SOUICE ......coueeuieieieieecieeceece ettt saesaeaan 661
Working with cached cloud assembBLIES ..........oueveieeeeeeceeeeeeeree et 663
Best practices for cloud assembly SOUICES ......coeeieieieciececeecee e 666
RESOLVING POLENTIAL ISSUBS ....eveneeeteieeeeeeetetee ettt ettt te st s ve e e sa et et e sesse s e e e e e e aennaneans 667
Configuring messages and iNtEraCtioNs ........cccciceeeeieeccecece ettt e e e saenan 668
UsSiNg the ITOHOST iNTEIrTACe .ottt ettt s anens 669
Message levels and reQUESE tYPES ..ottt sre e se et saesresaesse s e s e s s enennens 669
Basic ITOHOST implementation ...ttt sve e s e e snens 670
Default ITOHOST DERAVION ...ttt sa et 671
Advanced i0 host impPLlemMENtAtion ... saes 671
Integrating with different enviroNMENts ..o 672
Best practices for io host implementation ... 674
TrOUDBLESNOOTING .ot st s s et st ae e e st e s e e b e s e s se e e s e eaaaassanean 675
AdVANCEA EXAMPLES ..ottt te e st s e e e et e s ae st e st e st e st essessaesa st e s essessessassessassessesssessansans 676
INEGIAtiNg FEATUIES ..ottt sa e st e st et e s e s e s e s e e s e nesaaseans 676
Tracking deploYMENT PrOgreESS ......cciiiicieciiriererererte et see e stese e s e s e s e s s e s e saestessassessassassssssensanes 678
Handling errors With rECOVEIY ...ttt ettt sae s s s a s 680
Integrating With ClI/CD PIPELINES ......eeeeueeeeteeeetete ettt e st st eebesae s se s e e s sasse e ns 681
AdAItioNAl FESOUICES ......eoveeeieeiieteeeteteteertet ettt ettt et s st et s sse st e e sesse st s e ssessensssessensesens 683
Test AWS CDK appliCations ....cccceeeeeeeeciisiecceeininnamsssssssssssssscssssssssssssssssssssssssssssssssssssssssssssssssssssssses 684
GELEING SLAMTEA ..ttt st e st e st e s s s e e et e b et e st e st e sessaesa e st estensansansansan 684
THE @XAMPLE SEACK ettt s e st s e e e e e e b e b e ae s s e s se e e e saennanes 687
The Lambda fUNCHION ..ottt ettt re sttt s s e e e e ssesae e s 695
RUNNING TESTS ittt st ettt st e st sae st st e s s e s b e s e s te s b e st e b e s b e s st e aesbassaessasssasssensesssennes 695
FINE-graiN@d @SSEITIONS ......ccuieiieiiriieiiteectetestesestese e s st et et e st e stestessessessa s e e s estessessessessassessasssansensansan 696
SNAPSNOT LSS .t sttt et s a e st s b s e e et st e e e ae b e aeeaeenaenes 713
THPS FOI LSS ettt st e st s e et et e s b e st e st e st e s sesseesa et et et e aessesseesassnenaanes 718
LOCAL tESTING ettt sttt et et s e st et e st e s e s e e ae s re et et et e te st e b e s saeaeeree s et ententan 718
GELEING STAMTEA .ottt et et et e b e s b e st e s se s e e sa et et esaesaessassessassaennans 719
LOCAL tSTING .ttt ettt et e st s e s e s e st et et e st e b e s b e s ba s s e e sa e st et e aaeesaassesseennensanes 722
BUILAING ettt ettt sttt a e b s e e s e e s b e s e e e e e et e st e e e besaessessaesaesaaseessansansansan 723
AWS CDK CLI ref@rencCe ....cccciieiieiiiiiiiisssssssssssssssssssssssssssnsssssssssssssssssssssssssssssssssssssssssssssssssssssssssssss 725
CDK CLI COMMIANGS ..uoviriiriinieieeeienteteentestetsrestestssessesteessestesessesse st ssessessessssassentesessessesessessensesessenseneene 725

Version 2 xiv



AWS Cloud Development Kit (AWS CDK) v2 Developer Guide

Specify options and their VALUES ...ttt ettt st s a e 725
BUILE-IN NLP ettt ettt e st e et e e e et e st e st e st e s s e s s e e e e st e e et e tassansassessaeseanaensanean 726
VEISION FEPOMTING «.eiiiiieieieieeieecteese ettt e e st e st e s st e st e s saeessaessseestesssaessaessssasssesssaesssesssaesssessssesssassseens 727
AUthentication WIth AWS ...ttt sttt e s st e st s s et s e ssa s e s ssaaans 727
Start an AWS access POrtal SESSION .....cccceeeceeieicecectetete et te e s e e e e e aesa e sae s 728
Specify Region and other configuration ... 729
Specify the apP COMMIANA ...ttt st et e s ae s s e s sessa e e s e enneaeneans 730
SPECITY SLACKS vttt et et e st e st e st e s b e e e e e e e s et et e bessesseeseeseeneenaententanean 731
Bootstrap your AWS €nVIFONMENT .....ccuiioiiiiiiieecteeiecct e et estessreessae e st esssesssaesssessseesssessssesssasssnans 732
Create @ NEW QPP coiirieiiiirieeritrrtessie sttt e st e s ste s st e s sae s s st e s ssesssaesbesssaesssesssaesssesssessssesssaesssessseesssessseesssans 733
LIST STACKS wuveveiiieienieieestetet ettt et st ettt e st e st e st et e s e b et e sa s b et e e ssesaestesassanbesaesesantensssensensesassans 734
SYNTNESIZE STACKS .ttt ettt ae e e a e et e st e ste s e besseeneesnennennanes 735
SPECITY CONTEXL VALUES ...ttt ettt st te st e v e e e e e s et e st e sa s e sa e e e neaennan 735
SpecCify diSPlay fOrMAL ...ttt ettt s ae s nennens 736
Specify the OULPUL AIrECLOMY ...ttt te s aeaan 736
DEPLOY SEACKS ..ttt ettt et te st e st s e e et et e st e b e s te st e e seeseenae s et e betanraeseenaenes 736
SKIP SYNENESIS .ottt ettt e te s e e e e e e e st e st e st et e s s e s e s se e e e sa et et essessensassassaessaseensansan 737
DiSADLE FOLLDACK ..ottt ettt a e sttt sa et e a e nas 737
HOT SWAPPING ettt ettt st s et e e ae s s e e s sae s st e s aa s st e s saaesssesseessaessassssessseasssessseenseens 737
WATCN MOAE ..ttt ettt et ettt et st et e e s se b et e e se s enans 738
Specify AWS CloudFormation Parameters .........ceeieciececeeeceeee ettt sre e e e sse e s s 739
SPECITY OULPULS TIlE ettt sa et ettt st s aeesa e aenes 739
Approve security-related CHANGES ...ttt a e st aesaa s 740
COMIPAIE SEACKS .ttt et e st e st et e s e e e e e e e e et et e saesaessasseeneensessensansanes 740
Import existing resources iNt0 @ SLACK .....cc.ccveieciecieceeececeeeeee ettt s ns 742
Configuration (CAK . JSOMN) couiieeeceeeeteeeree ettt se e e st e st e s be s b e s e s e e e e sae s e aanaanaan 743
AWS CDK CLI command reference .........cccceieiiiiiiicinissnsssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssss 748
USQQGE ittt et e st et e st e st e s s ae s st e e bt e ae e s s e e st e e s et e et e e s e e e b e e st e e Rt e e Rt e e b e e Rt e e b e e s e e e raesntassseeentennres 748
COMMIANGS ..ttt ettt et ettt e ste st et s et et e e s s et et sse s e st ssessestesassasestesassansensesessestesesensenteses 748
GLODAL OPLIONS .ttt ettt e e e e st e ae st e st e s s e s s e s se s e e e esaestessasbessassaesssnsansansansans 750
Providing and configuring OPLiONS .....coeiieiiieeeeeeee ettt et saesae s e s e s sesnennan 755
Passing options at the comMmMaNd lINE ...t 756
CAK @CK ettt ettt et e st e st e st e e e s e e e et et et e s b e st e et e e e e se et e s et et e teeseeseesaese et enaententensanes 756
USQQE ittt st esste e st e s ste s st e s se s st e s sse s se e s s e s ae e s s e s s e e e b e e st e s b e e st e a e e st e et e e s e et e e st e st aeaaesntannres 756
ATGUIMIENTS .ottt eeeteeeste e s steeessseesesaae s s st e sssseesensesssssasssssesssssessssaessssasssssesssssesssssessssnasssssases 757
OPLIONS ittt st rte e st e s te s st e st e s st e s tessseessse s seesssessssesssassseasssessssesssessseesssessseesssesssnessaennn 757

Version 2 xv



AWS Cloud Development Kit (AWS CDK) v2 Developer Guide

EXQIMIPLES <.ttt s te e e e e e e et et e st et et e e et e e a e e e et et e ba b e saeseeseeaaeneententetentans 757
(e | QN oo Yo} o3 ub o= o OO O R TSRS 758
USQQE ..ttt st e et e st e s ste s s e e s se s st e s sessse e s s e s ae e s be s s e e e b e s st e e b e e st e a e e a e e et e e s e e b e e st e st assaesntanares 758
ATGUIMIENTS ..ceiiieieieeeeeteesesete st es e e e st e seessseessaessseesssesssassssesssessssessseesssasssessssessssesssessseesssessseesseesssesns 758
OPLIONS ettt e rte e st e s te s s e e st e s sae e s tesssaesbe s seesssessssesssassseasssesseesssessseesssessseesssesssaesssannns 759
EXQIMIPLES ettt ettt s e e e e e e et et st e st e st e e s e e a e e e et e b e ba b et e e seeaeenee e ententetentans 764
CAK  CONMEEXT ettt sttt et ettt s b et e e s s e b et e e saetesassassentensssansanees 765
USQQE c.ieeiiteeieeeteerereitee e e st e s ste s st e s ae s s st e s bessseesssessseessbe s s e e e b e s st e st e s st e b e e st et e s s e et e s ae e srassaeenaannres 766
OPTIONS ettt ettt et ste st e s e s st e s e e st e st e st e s sa e be s e e st e sa s st e saasasssesseesseessessaessesssesseessesaanns 766
CAK  AEPLOY ettt st s s s e e e st e s e e st e s b e s s e s s e e sa st e s et estesaasaassassnasaanaans 766
USQQE c.ieiiieeeeeeeteeeesete st e et e s st s st e sse s st e sse s st esss e s st essse s st eessessses st e s s e e s se s st et e s s e et e s aee st esneesnsananes 767
ATGUIMIENTS ..ottt eete st ee e st e s eesse e st esssessssesssassnsesssessssessssesssasssessssessssssssesssessssessssesssesssnsnns 767
OPTIONS ettt ettt st e st e st e st e s e e st e st e st e s s e e be s e e ae e bas st e seessasssesseesseessesssessesssesseesseeaenns 767
EXQIMIPLES ettt ettt st e st e s e s e s e e st et e b e st et e s e e b e e st e Rt et et e e et e teeseeae e st ensentenaentansans 775
CAK  AESTTOY ittt ettt s b et sa e st s et e e e e e b e b et e s b e bessesseesteseensassansansanes 778
USQQE ..ieiiiieeieeeteeeeseee st s et e s et st e s se s st e s se s st e s s e s st essse s st e e se s st e et e s st e s e e st e et e s sa et e s st e ntesneesnnananes 778
ATGUIMIENTS ..ttt st e et e st e st e s st e stessaessssesssesssees st esssesssessssassssssssesssessssessssesssesssessssesssnanns 778
OPTIONS ettt ettt ettt e st e st s st e st e s st e st e st esae e se s st e seessasstesseessasssasseesseessesssessesssesseessassaanes 778
EXQIMIPLES ettt ettt s e s et e e et sb e st et e s b e e b e e Rt e e et e e e ae b e s teeseeaeeaee st enteaetentans 779
CAK I T ettt sttt st ettt s bt et sbe s s e et e s et senens 779
USQQE ..ttt et et st e st s et e s e e st e s s e s st e e s e s st e s s e s s e e e e e s st e et e s s e e e s e e st e et e e sa et e s neeentesneeennananes 779
AFGUIMIENTS ..ttt e et et e st e e st e s st s e e s se s st e s st e s s e s se e st essse e ssesaseessessssssssessnessnsessnanns 779
OPTIONS ettt ettt s rte e st e s sae s s e e st e e sae e s be s sa e s s e e saaessesaseesssasssaaassessaeessaessaenssesssaesssesssaessennss 779
EXQIMIPLES ..ottt rte et e te et e e e te e s e s e e se s b e s saesse e s asss e seessesss e seensessaensessesssensesnsansaensanns 781
CAK  AOCS ettt sttt ettt s b s b s s et et et e s b e b e ssassesse e st e st et essassassassassesnsanes 783
L8 ST T TSRO 783
OPTIONS ettt ettt et e st s st e s e e st esa e st e s se s se st e se e sas st esseessasasesstessasnsesssesesssessesssassanns 783
EXQIMIPLES ettt st s e sttt b et e e e e et e e et et et e st e s aesaeeae et et etetaneans 783
CAK  AOCEOT ettt ettt ettt s e s st e e et et e s b e s b e saesaessa s st e s et esbessassassasanasesnnans 783
L ST T TR 784
OPTIONS ettt ettt s st st e st st e st e s e s se s e e se e sa st e s e essasasesstessasnsesseessesssassesssassanns 784
EXQIMIPLES ettt sttt s e st s ettt e b e s b s et et et et et et e b e s aesaeeaa et et e netenrans 784
CAK I a T ettt ettt ettt st et e sba st et sasba st esassansansens 784
L ST T TR 785
Y (o T80 1T 1 TR 785
OPTIONS ettt ettt st st s et e et e st s s be s b e st s b e et e st e ssas st esstessesnsesseesesasesseessasnanns 786

Version 2 xvi



AWS Cloud Development Kit (AWS CDK) v2 Developer Guide

EXQIMIPLES <.ttt s te e e e e e e et et e st et et e e et e e a e e e et et e ba b e saeseeseeaaeneententetentans 786
(e | QR S =Y 1O OO 787
USQQE ..ttt st e et e st e s ste s s e e s se s st e s sessse e s s e s ae e s be s s e e e b e s st e e b e e st e a e e a e e et e e s e e b e e st e st assaesntanares 787
ATGUIMIENTS ..ceiiieieieeeeeteesesete st es e e e st e seessseessaessseesssesssassssesssessssessseesssasssessssessssesssessseesssessseesseesssesns 788
OPLIONS ettt e rte e st e s te s s e e st e s sae e s tesssaesbe s seesssessssesssassseasssesseesssessseesssessseesssesssaesssannns 788
EXQIMIPLES ettt ettt s e e e e e e et et st e st e st e e s e e a e e e et e b e ba b et e e seeaeenee e ententetentans 789
CAK G0 ettt ettt et e s e st e st st e b e s e e e et et et et e ae e b e e b e e st e e et e e et et e tantesseeaaeseenaans 792
USQQE c.ieeiiteeieeeteerereitee e e st e s ste s st e s ae s s st e s bessseesssessseessbe s s e e e b e s st e st e s st e b e e st et e s s e et e s ae e srassaeenaannres 793
ATGUIMIENTS ..ottt sete st ee e e e st eseessse e st esssessssesssassssessssssssessessssesssessssessssesssesssessssessssesssesssesns 793
OPTIONS ettt ettt et ste st e s e s st e s e e st e st e st e s sa e be s e e st e sa s st e saasasssesseesseessessaessesssesseessesaanns 793
EXQIMIPLES ettt ettt e st e e e ettt et et e e s e e st e R e et et et et e beeseese e st et eseenaentantans 796
CAK  AMPOTT ottt ettt e st e st e st s e s e e et e s e e st e b e s aessessa s st e s astestessassassessnasaasaans 796
USQQE ettt rete st s et e s ste s st e s se s s st e s se s st e s s e s st essse s st e s s e s se e e s e s s e e s e s se e et e s s e et e s st e st essneesnnananes 798
ATGUIMIENTS ..ottt eete st eete st e s eesse e st essseesssesssassssessssssssessssesssassssssssessssssssesssessssessssesssesssnsnns 798
OPTIONS ettt sttt st e st e s e st e s e e st e st e st e s s e e be s e e ae e bas st e saessasssesstesseessasssessesssesseessasaanns 798
CAK  ENIE ettt ettt sttt s et et b et et s s et et s s e s et et s et e e sesse st e e eaanes 799
USQQE ..ieiiiieeieeeteeeeseee st s et e s et st e s se s st e s se s st e s s e s st essse s st e e se s st e et e s st e s e e st e et e s sa et e s st e ntesneesnnananes 800
ATGUIMIENTS ..ttt st e et e st e st e s st e stessaessssesssesssees st esssesssessssassssssssesssessssessssesssesssessssesssnanns 800
OPTIONS ettt ettt ettt e st e st s st e st e s st e st e st esae e se s st e seessasstesseessasssasseesseessesssessesssesseessassaanes 800
EXQIMIPLES ettt ettt s e s et e e et sb e st et e s b e e b e e Rt e e et e e e ae b e s teeseeaeeaee st enteaetentans 801
CAK LIS ettt ettt st ettt e b et et s et et e s e s et et s et et sesse e e e enenes 801
USQQE ..ttt et et st e st s et e s e e st e s s e s st e e s e s st e s s e s s e e e e e s st e et e s s e e e s e e st e et e e sa et e s neeentesneeennananes 801
AFGUIMIENTS ..ttt e et et e st e e st e s st s e e s se s st e s st e s s e s se e st essse e ssesaseessessssssssessnessnsessnanns 801
OPTIONS ettt ettt s rte e st e s sae s s e e st e e sae e s be s sa e s s e e saaessesaseesssasssaaassessaeessaessaenssesssaesssesssaessennss 802
EXQIMIPLES ..ottt rte et e te et e e e te e s e s e e se s b e s saesse e s asss e seessesss e seensessaensessesssensesnsansaensanns 802
CAK  METAAATA oottt ettt et s s e s s e st e st e e et e st e saesaesaaenaesaennan 803
L8 ST T TSRO 803
ATGUITIENTS ..ttt sttt et b st a s b st e b e s b s b e bt s be st e bt s be s b e st ssesnsessaessann 803
OPTIONS ettt ettt et s e st st e s e et esae st e s se s se st e ae e sasstesseesasssesstessasssesssessesssesseessassanns 803
CAK  MALGT AT ettt ettt b ettt st s e s e b et e se st e e se s et eaessenseneen 804
L ST T TSR 804
OPTIONS ettt ettt s st st st et s st e et e s e s se st e se e s e st esseessesssesstessasssesssessesssessesssasaanns 804
EXQIMIPLES ettt sttt s e st s ettt e b e s b s et et et et et et e b e s aesaeeaa et et e netenrans 807
CAK  NMOTICES ettt ettt et st s e st s e e st e st e b e s s e sasse s st s st et e s esaessansanes 808
L ST T TR 808
OPTIONS ettt ettt st st s et e et e st s s be s b e st s b e et e st e ssas st esstessesnsesseesesasesseessasnanns 808

Version 2 xvii



AWS Cloud Development Kit (AWS CDK) v2 Developer Guide

EXQIMIPLES <.ttt s te e e e e e e et et e st et et e e et e e a e e e et et e ba b e saeseeseeaaeneententetentans 809
CAK  TOLIDACK ettt ettt re ettt e st e st e s s e s b e e e s e e s et et e b e sessessaesasananaan 810
USQQE ..ttt st e et e st e s ste s s e e s se s st e s sessse e s s e s ae e s be s s e e e b e s st e e b e e st e a e e a e e et e e s e e b e e st e st assaesntanares 811
ATGUIMIENTS ..ceiiieieieeeeeteesesete st es e e e st e seessseessaessseesssesssassssesssessssessseesssasssessssessssesssessseesssessseesseesssesns 811
OPLIONS ettt e rte e st e s te s s e e st e s sae e s tesssaesbe s seesssessssesssassseasssesseesssessseesssessseesssesssaesssannns 811
CAK SYNERN ettt ettt e e st e s e e e e et et e st et e st e st e s e eseesee e et et antassessessesseenaanes 812
USQQE ..ttt st e s e e st e s sre s st e s se s st e s se s se e s s e s ae e s be s s e e e b e s s e e et e e st e b e e ae e et e e s e et e e st e st asaaesntanares 813
ATGUIMIENTS ..ottt sete st est e e st e seessse e st essaeesssesssassssesssessssessseesssassseesssessssesssessseesssessssesssesssesns 813
OPLIONS ettt ettt rte e st e s ee s st e st e s s st s s be s seessse s seesssessseesssassseasssessseesssessseesssessssenssesssaesssennns 813
EXQIMIPLES ettt st e st e e e e s e a st et e st et et e e s e e ae e e e e e b et et e beebeeaeeseeneententetantans 814
CAK  WATCR ettt sttt et ettt et s s b e st et e sa b et e e ssassenans 814
USQQE c.ieeiiteeieeeteerereitee e e st e s ste s st e s ae s s st e s bessseesssessseessbe s s e e e b e s st e st e s st e b e e st et e s s e et e s ae e srassaeenaannres 815
ATGUIMIENTS ..ottt sete st ee e e e st eseessse e st esssessssesssassssessssssssessessssesssessssessssesssesssessssessssesssesssesns 815
OPTIONS ettt ettt ettt e ste st e st s st e s e e st e e st e st e s s e e be s st e sa e sas st e saessesssesssesaessesssassesssesseesseeaanes 816
EXQIMIPLES ettt ettt e st e e e e st e et et e st et et et e e b e e e e e et et et et e beeseeaeesee s entenaentantans 818
AWS CDK ref@r@NCE ...cceerriiississsssssssssssnnesssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssss 820
AP TEFEIEINCE .ttt ettt sttt st et a et e et et b et e e sse st et saasse st esassessensesansan 820
VEISIONING .veiieiiieieiitenteseestestesteeste st e s e sste st essesstesstessasssessaassessesstessessessasssesssasstessesssessasssessesssessesssessanns 820
AWS CDK CLI cOMPAtIDIlIty cvecveereeiieeieececieceesesese ettt e e sa e sae st sre b s e e s s nesae s 820
AWS Construct Library VErsioning .......cccccececierenienienieeeseeseestestesseseseseessssessessessessessessessssssssens 821
Language binding Stability ...ttt sa e aenaens 822
SUPPOItEd NOGE VEISIONS ....ocuviveieeiieteectctectestesteste e e se s e e e e stestestestessessesses s e s esaessestassassassessasssessensansn 823
Node.js version SUPPOIt tIMELINE ..ottt sa e e es 823
VIAEO FESOUICES ....evviierenirierteteestestetesestesteesseste e ssesse st ssessestesassessestesessestesassessensesesensessssessessesensensesesses 824
Infrastructure is Code with the AWS CDK ...ttt sresse e sessesaesens 824
Deep dive into AWS Cloud Development Kit (AWS CDK) ...coeeereeieiecierrerienieseneseeeseeeessenens 824
Contributing to the AWS Construct LiDrary ...t eeesee st sae e sseseeaenens 824
Faster deployments with CDK PiPELINES .....c.coeeeeiiieiieieiecesestesee ettt sre e essnesaesseseens 824
How to contribute to the AWS CDK using GitPod ........cccociveiinenenererectcreeceeesese e 824
Tutorials and eXAMPLES ...eueeiiiiiiiiiiiiiiinneniiiiiiiieeiiiensessssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssss 825
Tutorial: Serverless Hello World application ...ttt 825
PrErEQUISITES .couveeieeieitertcetecteetese sttt ste st s e st e st e sae s st e s e e ste st e s e e sbasbe st essesssessaessesssesssansesnsesseenses 826
Step T: Create @ CDK PrOJECT ...ooviiviieieeetertesestest e sreste st saessaesessae st e s e e saesaessassaessaessnessesssassaans 827
Step 2: Create your Lambda fUNCLION ...ttt 834
Step 3: Define YOUr CONSEIUCES ..ottt ettt ae st e sresre e s s e snennens 836
Step 4: Prepare your application for deployment ... 849

Version 2 xviii



AWS Cloud Development Kit (AWS CDK) v2 Developer Guide

Step 5: Deploy your appliCation ...ttt e et nae s 857
Step 6: Interact with your appLliCAtioN ... 858
Step 7: Delete your appliCation ...ttt s aas 858
TrOUBLESNOOTING ...ttt te e e ettt e st e st e s be s e e sa e e e e e a e s entanean 859
Example: CDK app With mMULtiple StACKS ....ccueueeeeeeeeeeeeee e 860
PrErQQUISITES .ottt ettt st s st e s sae s s e e s sa e s st e s s b e s saessae e s st essseesssesssaesssessseesssesssesnnnes 861
Create @ CDK PrOJECT ...ttt sttt e st e s ae s s e e s sae s sa e s ae s saessbasssnassesssaesssassneans 861
Add an optioNal PAraMIELEL ...ttt a e sttt nean 862
Defing the STACK CLASS ..cueoviiiieeeeeet ettt ettt sttt a s es 865
Create tWO StACK INSTANCES ....cccevuiviiirieietrcictecret ettt et st te st s s st e s e b et s e sassenane 869
Synthesize and deploy the STACK ...ttt 873
(@ =Y o I U o TR OO SRRR 873
Example: Create @ FArgate SEIVICE ...ttt e et st aestessesse e e s e e s e aeaeaan 873
Create @ CDK PrOJECT ...ttt s st et e st e st e s s e e s sae s sa e s aesssaessbaesanasssassaessseenseans 875
Create @ FArgate SEIVICE ...ttt st see st e s sae s s e e st e s saeassaesssaesssesssaasssessssesssessseanns 876
CLEAN UP ittt ettt et e et e st e st e st e e e e e e s et et et e st e s s e s asseesaeaaessastassansansassaeseesaessansantantansanes 881
Use tools With the CDK .........ccciiiiiiiiiiiiiiiiiiiiniinsisssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssses 882
AWS Toolkit for Visual StUAIo COAE ...ttt st et sae st sae e sas 882
AWS SAM INEEGIATION ..ottt et s e e st e e e e st e s sae e s e e s saesssaesssaessnasssassssesssaesssesssennns 882
SECUNITY ceiiiiiiieeennniiiieiienitineneesssssssssssseessesssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssss 883
Identity and access MANAGEMENT ..ottt e st este e e s e e e e e e s e saesaaaans 883
AUAIENCE ..ttt sttt et s b et st s b et et s b et e e s s et et s sa b et e st ssa s e st esessansesessansensenanns 883
Authenticating With identities ...ttt nnens 884
ComPLiANCe ValiIdAtioN ...ttt sttt aesae st e s b e e e e e e e e aeaantans 887
RESILIEICE .ttt ettt ettt s e s b et et s s et et e e b et esa s s et e st esassaseesesanseneans 888
INFrasStrUCTUIE SECUNILY c.uviiieeteeceeee ettt ettt ste st e s e e e e e e e e e e b e sae b e saa s s e s seesaesaeaensesansans 889
AWS CDK troubleShooting ......ccciiiiiiiiiiiieenenneiiiiiiciininnnneesssssssssssesssssssssssssssssssssssssssssssssssssssssssses 890
After updating the AWS CDK, the AWS CDK Toolkit (CLI) reports a mismatch with the AWS
CONSEIUCE LIDIAIY oottt ettt et et e st e st e s e e e e e e e et et et e tasessassasseesaenaensanean 890
When deploying my AWS CDK stack, | receive a NoSuchBucket error .......oceeveeveveeveeceecvecnenene 891
When deploying my AWS CDK stack, | receive a forbidden: null message .......ceenunene. 892
When synthesizing an AWS CDK stack, | get the message --app is required either in
command-1line, in cdk.json or in ~/.cCdK.JSON e 892

When synthesizing an AWS CDK stack, | receive an error because the AWS CloudFormation
template contains t00 MANY FESOUICES ......cccccviciiriirerenenertet et este e seesresses e s e e s e stessesaessessessassesssenean 893

Version 2 xix



AWS Cloud Development Kit (AWS CDK) v2 Developer Guide

| specified three (or more) Availability Zones for my Auto Scaling group or VPC, but it was

ONLY AEPLOYEA IN WO ettt e et st e s ae s ae st e s s e e s e e e e s et e tassassessaesnennans 894
My S3 bucket, DynamoDB table, or other resource is not deleted when | issue cdk

QO STETOY ittt ettt st e st e st e st s e et a e e et e e e b e b et et e s b e e aaesaesa e st et et e bentasbeeraereesee e ententantan 895

OPENPGP KEYS ..uciiiiiiineeennnnsissssseeeniisesssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssss 898

CUITEINT KBYS ettt s et e steste st e st e s e e e e e e e e s e st e st e b assessessaesessaessansansansassassassesssensansansansansansans 898

AWS CDK OPENPGP KEY ...ttt ste e stestesve e e aesaesae st essessessasssesaessesaessensassassassesssenean 898

JSIT OPENPGP KEY ...eeeietetetesieeeeeete et este e stesteste s e st e saessessessassessessas e essesaassassessansessasssesssssessansansans 899

HISTOMICAL KEYS ettt sttt sttt e e te s e st e e e st e st e st e s b e s e s e e e s st essetastessassassassaessansansansansans 900

AWS CDK OpenPGP KeY (2022-04-07) ccecevererereeerirrererresenssestssessssesessesessssesessesessesessssessssesessesesens 901

jSii OPENPGP KeY (2022-04-07) coccveeeeereeeeeeeetiteitestestestesseseseesaessessessessessessessessessasssessessessessessasses 902

AWS CDK OpenPGP Key (20T8-06-T9) ...ccccerererrrerirreirreenrsenisseseseeessesesssseessesessesessssessssesessesasens 903

jsii OpeNPGP key (2018-08-06) .....ccceevererereeriieirerienrenteseseeeesessessessessessessessessessssssessessessessessesses 904

(0o Yel 1Ty 4 T=T o A 1 T o] o PR 906

Version 2 xx



AWS Cloud Development Kit (AWS CDK) v2 Developer Guide

This is the AWS CDK v2 Developer Guide. The older CDK v1 entered maintenance on June 1, 2022
and ended support on June 1, 2023.
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What is the AWS CDK?

The AWS Cloud Development Kit (AWS CDK) is an open-source software development framework
for defining cloud infrastructure in code and provisioning it through AWS CloudFormation.

The AWS CDK consists of two primary parts:

o AWS CDK Construct Library — A collection of pre-written modular and reusable pieces of code,
called constructs, that you can use, modify, and integrate to develop your infrastructure quickly.
The goal of the AWS CDK Construct Library is to reduce the complexity required to define and
integrate AWS services together when building applications on AWS.

« AWS CDK Toolkit - Tools that you can use to manage and interact with your CDK apps, such as
performing synthesis or deployment. The CDK Toolkit consists of a command line tool (CDK CLI)
and a programmatic library (CDK Toolkit Library).

The AWS CDK supports TypeScript, JavaScript, Python, Java, C#/.Net, and Go. You can use
any of these supported programming languages to define reusable cloud components known
as constructs. You compose these together into stacks and apps. Then, you deploy your CDK
applications through AWS CloudFormation to provision or update your resources.
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Benefits of the AWS CDK

Use the AWS CDK to develop reliable, scalable, cost-effective applications in the cloud with the
considerable expressive power of a programming language. This approach yields many benefits,
including:

Develop and manage your infrastructure as code (laC)

Practice infrastructure as code to create, deploy, and maintain infrastructure in a programmatic,
descriptive, and declarative way. With 1aC, you treat infrastructure the same way developers
treat code. This results in a scalable and structured approach to managing infrastructure.

To learn more about 1aC, see Infrastructure as code in the Introduction to DevOps on AWS

Whitepaper.
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With the AWS CDK, you can put your infrastructure, application code, and configuration all in
one place, ensuring that you have a complete, cloud-deployable system at every milestone.

Employ software engineering best practices such as code reviews, unit tests, and source control
to make your infrastructure more robust.

Define your cloud infrastructure using general-purpose programming languages

With the AWS CDK, you can use any of the following programming languages to define your
cloud infrastructure: TypeScript, JavaScript, Python, Java, C#/.Net, and Go. Choose your
preferred language and use programming elements like parameters, conditionals, loops,
composition, and inheritance to define the desired outcome of your infrastructure.

Use the same programming language to define your infrastructure and your application logic.

Receive the benefits of developing infrastructure in your preferred IDE (Integrated Development
Environment), such as syntax highlighting and intelligent code completion.

=Tai- 5 > B ck nstructor > skimageQptions > /2 image

f/ import * as

.Cluster( , "MyCluster”, {

a load-balanced Fa service and make it public
.ApplicationLo rgateService( . "MyFargateService", {
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Deploy infrastructure through AWS CloudFormation

AWS CDK integrates with AWS CloudFormation to deploy and provision your infrastructure on
AWS. AWS CloudFormation is a managed AWS service that offers extensive support of resource
and property configurations for provisioning services on AWS. With AWS CloudFormation,

you can perform infrastructure deployments predictably and repeatedly, with rollback on
error. If you are already familiar with AWS CloudFormation, you don't have to learn a new laC
management service when getting started with the AWS CDK.

Get started developing your application quickly with constructs

Develop faster by using and sharing reusable components called constructs. Use low-level
constructs to define individual AWS CloudFormation resources and their properties. Use high-
level constructs to quickly define larger components of your application, with sensible, secure
defaults for your AWS resources, defining more infrastructure with less code.

Create your own constructs that are customized for your unique use cases and share them
across your organization or even with the public.

Example of the AWS CDK

The following is an example of using the AWS CDK Constructs Library to create an Amazon Elastic
Container Service (Amazon ECS) service with AWS Fargate launch type. For more details of this
example, see Example: Create an AWS Fargate service using the AWS CDK.

Example
TypeScript

export class MyEcsConstructStack extends Stack {
constructor(scope: App, id: string, props?: StackProps) {
super(scope, id, props);

const vpc = new ec2.Vpc(this, "MyVpc", {
maxAzs: 3 // Default is all AZs in region
});

const cluster = new ecs.Cluster(this, "MyCluster", {
vpc: vpc

1)
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// Create a load-balanced Fargate service and make it public
new ecs_patterns.ApplicationLoadBalancedFargateService(this, "MyFargateService",

cluster: cluster, // Required

cpu: 512, // Default is 256

desiredCount: 6, // Default is 1

taskImageOptions: { image: ecs.ContainerImage.fromRegistry('"amazon/amazon-ecs-
sample") 1},

memoryLimitMiB: 2048, // Default is 512

publicLoadBalancer: true // Default is false

18

JavaScript

class MyEcsConstructStack extends Stack {
constructor(scope, id, props) {
super(scope, id, props);

const vpc = new ec2.Vpc(this, "MyVpc", {
maxAzs: 3 // Default is all AZs in region
1)

const cluster = new ecs.Cluster(this, "MyCluster", {
vpc: vpc

1)

// Create a load-balanced Fargate service and make it public
new ecs_patterns.ApplicationLoadBalancedFargateService(this, "MyFargateService",

cluster: cluster, // Required

cpu: 512, // Default is 256

desiredCount: 6, // Default is 1

taskImageOptions: { image: ecs.ContainerImage.fromRegistry('"amazon/amazon-ecs-
sample") 3},

memoryLimitMiB: 2048, // Default is 512

publicLoadBalancer: true // Default is false

1)

Example of the AWS CDK Version 2 5



AWS Cloud Development Kit (AWS CDK) v2 Developer Guide

module.exports = { MyEcsConstructStack }

Python

class MyEcsConstructStack(Stack):

def __init_ (self, scope: Construct, id: str, **kwargs) -> None:
super().__init_ (scope, id, **kwargs)

vpc = ec2.Vpc(self, "MyVpc", max_azs=3) # default is all AZs in region
cluster = ecs.Cluster(self, "MyCluster", vpc=vpc)

ecs_patterns.ApplicationLoadBalancedFargateService(self, "MyFargateService",

cluster=cluster, # Required
cpu=512, # Default is 256
desired_count=6, # Default is 1

task_image_options=ecs_patterns.ApplicationLoadBalancedTaskImageOptions(
image=ecs.ContainerImage.from_registry('"amazon/amazon-ecs-sample")),

memory_limit_mib=2048, # Default is 512

public_load_balancer=True) # Default is False

Java

public class MyEcsConstructStack extends Stack {

public MyEcsConstructStack(final Construct scope, final String id) {
this(scope, id, null);

public MyEcsConstructStack(final Construct scope, final String id,
StackProps props) {
super(scope, id, props);

Vpc vpc = Vpc.Builder.create(this, "MyVpc").maxAzs(3).build();

Cluster cluster = Cluster.Builder.create(this, "MyCluster")
.vpc(vpc).build();

ApplicationLoadBalancedFargateService.Builder.create(this, "MyFargateService")
.cluster(cluster)
.cpu(512)
.desiredCount(6)
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.taskImageOptions(
ApplicationLoadBalancedTaskImageOptions.buildexr()
.image(ContainerImage
.fromRegistry("amazon/amazon-ecs-sample"))
.build()).memoryLimitMiB(2048)
.publiclLoadBalancer(true).build();

CH

public class MyEcsConstructStack : Stack
{

public MyEcsConstructStack(Construct scope, string id, IStackProps props=null)
base(scope, id, props)

{

var vpc = new Vpc(this, "MyVpc", new VpcProps

{
MaxAzs = 3

1)

var cluster = new Cluster(this, "MyCluster", new ClusterProps

{
Vpc = vpc

1)

new ApplicationLoadBalancedFargateService(this, "MyFargateService",
new ApplicationLoadBalancedFargateServiceProps

{
Cluster = cluster,
Cpu = 512,
DesiredCount = 6,
TaskImageOptions = new ApplicationLoadBalancedTaskImageOptions
{

Image = ContainerImage.FromRegistry("amazon/amazon-ecs-sample")

},
MemoryLimitMiB = 2048,
PublicLoadBalancer = true,

1)

}
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Go

func NewMyEcsConstructStack(scope constructs.Construct, id string, props
*MyEcsConstructStackProps) awscdk.Stack {

var sprops awscdk.StackProps
if props != nil {

sprops = props.StackProps

}

stack := awscdk.NewStack(scope, &id, &sprops)

vpc := awsec2.NewVpc(stack, jsii.String("MyVpc"), &awsec2.VpcProps{
MaxAzs: jsii.Number(3), // Default is all AZs in region

)

cluster := awsecs.NewCluster(stack, jsii.String("MyCluster"), &awsecs.ClusterProps{
Vpc: vpc,

)

awsecspatterns.NewApplicationLoadBalancedFargateService(stack,
jsii.String("MyFargateService"),
&awsecspatterns.ApplicationLoadBalancedFargateServiceProps{
Cluster: cluster, // required
Cpu: jsii.Number(512), // default is 256
DesiredCount: jsii.Numbex(5), // default is 1
MemoryLimitMiB: jsii.Number(2048), // Default is 512
TaskImageOptions: &awsecspatterns.ApplicationLoadBalancedTaskImageOptions{
Image: awsecs.ContainerImage_FromRegistry(jsii.String("amazon/amazon-ecs-
sample"), nil),
1,
PublicLoadBalancer: jsii.Bool(true), // Default is false
)

return stack

This class produces an AWS CloudFormation template of more than 500 lines. Deploying the AWS
CDK app produces more than 50 resources of the following types:
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AWS: :EC2: :EIP

AWS: :EC2::InternetGateway

AWS: :EC2: :NatGateway

AWS: :EC2: :Route

AWS: :EC2::RouteTable

AWS: :EC2::SecurityGroup

AWS::EC2: :Subnet

AWS: :EC2: :SubnetRouteTableAssociation
AWS: :EC2: :VPCGatewayAttachment

AWS: :EC2: :VPC

AWS: :ECS: :Cluster

AWS: :ECS: :Service

AWS: :ECS: :TaskDefinition
AWS::ElasticloadBalancingV2::Listener
AWS::ElasticloadBalancingV2::LoadBalancer
AWS::ElasticlLoadBalancingV2::TargetGroup
AWS: :TAM: :Policy

AWS: :TAM: :Role

AWS: :Logs: :LogGroup

AWS CDK features

The AWS CDK GitHub repository

For the official AWS CDK GitHub repository, see aws-cdk. Here, you can submit issues, view our

license, track releases, and more.

Because the AWS CDK is open-source, the team encourages you to contribute to make it an even

better tool. For details, see Contributing to the AWS Cloud Development Kit (AWS CDK).

AWS CDK features
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The AWS CDK API reference

The AWS CDK Construct Library provides APIs to define your CDK application and add CDK
constructs to the application. For more information, see the AWS CDK API Reference.

The Construct Programming Model

The Construct Programming Model (CPM) extends the concepts behind the AWS CDK into
additional domains. Other tools using the CPM include:

o CDK for Terraform (CDKtf)
o CDK for Kubernetes (CDK8s)

« Projen, for building project configurations

The Construct Hub

The Construct Hub is an online registry where you can find, publish, and share open-source AWS
CDK libraries.

Next steps

To get started with using the AWS CDK, see Getting started with the AWS CDK.

Learn more

To continue learning about the AWS CDK, see the following:

» Learn AWS CDK core concepts — Important concepts and terms for the AWS CDK.
o AWS CDK Workshop - Hands-on workshop to learn and use the AWS CDK.

« AWS CDK Patterns — Open-source collection of AWS serverless architecture patterns, built for
the AWS CDK by AWS experts.

« AWS CDK code examples — GitHub repository of example AWS CDK projects.

« cdk.dev — Community-driven hub for the AWS CDK, including a community Slack workspace.

« Awesome CDK - GitHub repository containing a curated list of AWS CDK open-source projects,

guides, blogs, and other resources.
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« AWS Solutions Constructs - Vetted, configuration infrastructure as code (IaC) patterns that can
easily be assembled into production-ready applications.

« AWS Developer Tools Blog - Blog posts filtered for the AWS CDK.

« AWS CDK on Stack Overflow - Questions tagged with aws-cdk on Stack Overflow.

« AWS CDK tutorial for AWS Cloud9 - Tutorial on using the AWS CDK with the AWS Cloud9
development environment.

To learn more about related topics to the AWS CDK, see the following:

o AWS CloudFormation concepts — Since the AWS CDK is built to work with AWS CloudFormation,
we recommend that you learn and understand key AWS CloudFormation concepts.

« AWS Glossary - Definitions of key terms used across AWS.

To learn more about tools related to the AWS CDK that can be used to simplify serverless
application development and deployment, see the following:

o AWS Serverless Application Model — An open-source developer tool that simplifies and
improves the experience of building and running serverless applications on AWS.

o AWS Chalice - A framework for writing serverless apps in Python.
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Learn AWS CDK core concepts

Learn core concepts behind the AWS Cloud Development Kit (AWS CDK).

AWS CDK and laC

The AWS CDK is an open-source framework that you can use to manage your AWS infrastructure
using code. This approach is known as infrastructure as code (laC). By managing and provisioning
your infrastructure as code, you treat your infrastructure in the same way that developers treat
code. This provides many benefits, such as version control and scalability. To learn more about laC,
see What is Infrastructure as Code?

AWS CDK and AWS CloudFormation

The AWS CDK is tightly integrated with AWS CloudFormation. AWS CloudFormation is a fully
managed service that you can use to manage and provision your infrastructure on AWS. With

AWS CloudFormation, you define your infrastructure in templates and deploy them to AWS
CloudFormation. The AWS CloudFormation service then provisions your infrastructure according to
the configuration defined on your templates.

AWS CloudFormation templates are declarative, meaning they declare the desired state or outcome
of your infrastructure. Using JSON or YAML, you declare your AWS infrastructure by defining

AWS resources and properties. Resources represent the many services on AWS and properties
represent your desired configuration of those services. When you deploy your template to AWS
CloudFormation, your resources and their configured properties are provisioned as described on
your template.

With the AWS CDK, you can manage your infrastructure imperatively, using general-purpose
programming languages. Instead of just defining a desired state declaratively, you can define the
logic or sequence necessary to reach the desired state. For example, you can use if statements or
conditional loops that determine how to reach a desired end state for your infrastructure.

Infrastructure created with the AWS CDK is eventually translated, or synthesized into AWS
CloudFormation templates and deployed using the AWS CloudFormation service. So while the AWS
CDK offers a different approach to creating your infrastructure, you still receive the benefits of AWS
CloudFormation, such as extensive AWS resource configuration support and robust deployment
processes.
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To learn more about AWS CloudFormation, see What is AWS CloudFormation? in the AWS
CloudFormation User Guide.

AWS CDK and abstractions

With AWS CloudFormation, you must define every detail of how your resources are configured. This
provides the benefit of having complete control over your infrastructure. However, this requires
you to learn, understand, and create robust templates that contain resource configuration details
and relationships between resources, such as permissions and event-driven interactions.

With the AWS CDK, you can have the same control over your resource configurations. However, the
AWS CDK also offers powerful abstractions, which can speed up and simplify the infrastructure
development process. For example, the AWS CDK includes constructs that provide sensible

default configurations and helper methods that generate boilerplate code for you. The AWS CDK
also offers tools, such as the AWS CDK Command Line Interface (AWS CDK CLI), that perform
infrastructure management actions for you.

Learn more about core AWS CDK concepts
Interacting with the AWS CDK

When using with the AWS CDK, you will primarily interact with the AWS Construct Library and
the AWS CDK CLI.

Developing with the AWS CDK

The AWS CDK can be written in any supported programming language. You start with a CDK
project, which contains a structure of folders and files, including assets. Within the project,

you create a CDK application. Within the app, you define a stack, which directly represents a
CloudFormation stack. Within the stack, you define your AWS resources and properties using

constructs.

Deploying with the AWS CDK

You deploy CDK apps into an AWS environment. Before deploying, you must perform a one-
time bootstrapping to prepare your environment.
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Learn more

To learn more about AWS CDK core concepts, see the topics in this section.

Supported programming languages for the AWS CDK

The AWS Cloud Development Kit (AWS CDK) has first-class support for the following general-
purpose programming languages:

o TypeScript
» JavaScript
« Python

» Java

. C#

« Go

Other JVM and .NET CLR languages may also be used in theory, but we do not offer official support
at this time.

The AWS CDK is developed in one language, TypeScript. To support the other languages, the AWS
CDK utilizes a tool called JSII to generate language bindings.

We attempt to offer each language’s usual conventions to make development with the AWS CDK as
natural and intuitive as possible. For example, we distribute AWS Construct Library modules using
your preferred language’s standard repository, and you install them using the language's standard
package manager. Methods and properties are also named using your language's recommended
naming patterns.

The following are a few code examples:
Example

TypeScript

const bucket = new s3.Bucket(this, 'amzn-s3-demo-bucket', {
bucketName: 'amzn-s3-demo-bucket',
versioned: true,
websiteRedirect: {hostName: 'aws.amazon.com'l}});
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JavaScript

const bucket = new s3.Bucket(this, 'amzn-s3-demo-bucket', {
bucketName: 'amzn-s3-demo-bucket',
versioned: true,
websiteRedirect: {hostName: 'aws.amazon.com'l}});

Python

bucket = s3.Bucket("amzn-s3-demo-bucket", bucket_name="amzn-s3-demo-bucket",

versioned=True,
website_redirect=s3.RedirectTarget(host_name="aws.amazon.com"))

Java

Bucket bucket = Bucket.Builder.create(self, "amzn-s3-demo-bucket")
.bucketName("amzn-s3-demo-bucket")
.versioned(true)
.websiteRedirect(new RedirectTarget.Builder()
.hostName("aws.amazon.com").build())
Lbuild();

C#

var bucket = new Bucket(this, "amzn-s3-demo-bucket", new BucketProps {
BucketName = "amzn-s3-demo-bucket",
Versioned = true,
WebsiteRedirect = new RedirectTarget {
HostName = "aws.amazon.com"

13);
Go

bucket := awss3.NewBucket(scope, jsii.String('"amzn-s3-demo-bucket"),
&awss3.BucketProps {
BucketName: jsii.String("amzn-s3-demo-bucket"),
Versioned: jsii.Bool(true),
WebsiteRedirect: &awss3.RedirectTarget {
HostName: jsii.String("aws.amazon.com"),
1,
D)
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® Note

These code snippets are intended for illustration only. They are incomplete and won't run
as they are.

The AWS Construct Library is distributed using each language’s standard package management
tools, including NPM, PyPi, Maven, and NuGet. We also provide a version of the AWS CDK API
Reference for each language.

To help you use the AWS CDK in your preferred language, this guide includes the following topics
for supported languages:

» Working with the AWS CDK in TypeScript

» Working with the AWS CDK in JavaScript

« Working with the AWS CDK in Python

« Working with the AWS CDK in Java

» Working with the AWS CDK in C#

» Working with the AWS CDK in Go

TypeScript was the first language supported by the AWS CDK, and much of the AWS CDK example
code is written in TypeScript. This guide includes a topic specifically to show how to adapt
TypeScript AWS CDK code for use with the other supported languages. For more information, see
Comparing AWS CDK in TypeScript with other languages.

The AWS CDK libraries

Learn about the core libraries that you will use with the AWS Cloud Development Kit (AWS CDK).

The AWS CDK Library

The AWS CDK Library, also referred to as aws-cdk-1ib, is the main library that you will use to
develop applications with the AWS CDK. It is developed and maintained by AWS. This library
contains base classes, such as App and Stack. It also contains the libraries you will use to define

your infrastructure through constructs.
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The AWS Construct Library

The AWS Construct Library is a part of the AWS CDK Library. It contains a collection of constructs
that are developed and maintained by AWS. It is organized into various modules for each AWS
service. Each module includes constructs that you can use to define your AWS resources and
properties.

The Constructs library

The Constructs library, commonly referred to as constructs, is a library for defining and
composing cloud infrastructure components. It contains the core Construct class, which
represents the construct building block. This class is the foundational base class of all constructs
from the AWS Construct Library. The Constructs library is a separate general-purpose library that is
used by other construct-based tools such as CDK for Terraform and CDK for Kubernetes.

The AWS CDK API reference

The AWS CDK API reference contains official reference documentation for the AWS CDK Library,
including the AWS Construct Library and Constructs library. A version of the API reference is

provided for each supported programming language.

» For AWS CDK Library (aws-cdk-1ib) documentation, see aws-cdk-lib module.

» Documentation for constructs in the AWS Construct Library are organized by AWS service in
the following format: aws-cdk-1ib.<service>. For example, construct documentation for
Amazon Simple Storage Service (Amazon S3), can be found at aws-cdk-lib.aws_s3 module.

» For Constructs library (constructs) documentation, see constructs module.

Contribute to the AWS CDK API reference

The AWS CDK is open-source and we welcome you to contribute. Community contributions
positively impact and improve the AWS CDK. For instructions on contributing specifically to AWS
CDK API reference documentation, see Documentation in the aws-cdk GitHub repository.

Learn more

For instructions on importing and using the CDK Library, see Work with the CDK library.
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AWS CDK projects

An AWS Cloud Development Kit (AWS CDK) project represents the files and folders that contain
your CDK code. Contents will vary based on your programming language.

You can create your AWS CDK project manually or with the AWS CDK Command Line Interface
(AWS CDK CLI) cdk init command. In this topic, we will refer to the project structure and naming
conventions of files and folders created by the AWS CDK CLI. You can customize and organize your
CDK projects to fit your needs.

(® Note

Project structure created by the AWS CDK CLI may vary across versions over time.

Universal files and folders
.git

If you have git installed, the AWS CDK CLI automatically initializes a Git repository for your
project. The .git directory contains information about the repository.

.gitignore

Text file used by Git to specify files and folders to ignore.

README . md

Text file that provides you with basic guidance and important information for managing your
AWS CDK project. Modify this file as necessary to document important information regarding
your CDK project.

cdk.json

Configuration file for the AWS CDK. This file provides instruction to the AWS CDK CLI regarding
how to run your app.
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Language-specific files and folders

The following files and folders are unique to each supported programming language.

Example

TypeScr

ipt

The following is an example project created in the my-cdk-ts-project directory using the

cdk init --language typescript command:

my -
Hit#
Hit#
Hit#
Hit#
Hit#
#

Hit#
Hit#
Hit#
#

Hit#
Hit#
Hit#
Hit#
#

Hit#

cdk-ts-project

.git

.gitignore

.npmignore

README . md

bin

### my-cdk-ts-project.ts

cdk. json

jest.config.js

lib

### my-cdk-ts-project-stack.ts
node_modules
package-lock.json
package.json

test

### my-cdk-ts-project.test.ts
tsconfig.json

.npmignore

File that specifies which files and folders to ignore when publishing a package to the npm

registry. This file is similar to .gitignore, but is specific to npm packages.

bin/my-cdk-ts-project.ts

The application file defines your CDK app. CDK projects can contain one or more application

files. Application files are stored in the bin folder.

The following is an example of a basic application file that defines a CDK app:

#!/usr/bin/env node

import 'source-map-support/register’;

Language-specific files and folders
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import * as cdk from 'aws-cdk-1lib';
import { MyCdkTsProjectStack } from '../lib/my-cdk-ts-project-stack';

const app = new cdk.App();
new MyCdkTsProjectStack(app, 'MyCdkTsProjectStack');

jest.config.js

Configuration file for Jest. Jest is a popular JavaScript testing framework.
lib/my-cdk-ts-project-stack.ts

The stack file defines your CDK stack. Within your stack, you define AWS resources and
properties using constructs.

The following is an example of a basic stack file that defines a CDK stack:

import * as cdk from 'aws-cdk-1lib';
import { Construct } from 'constructs';

export class MyCdkTsProjectStack extends cdk.Stack {
constructor(scope: Construct, id: string, props?: cdk.StackProps) {
super(scope, id, props);

// code that defines your resources and properties go here

}
}

node_modules

Common folder in Node.js projects that contain dependencies for your project.

package-lock. json

Metadata file that works with the package. json file to manage versions of dependencies.
package.json
Metadata file that is commonly used in Node.js projects. This file contains information about

your CDK project such as the project name, script definitions, dependencies, and other
import project-level information.

test/my-cdk-ts-project.test.ts

A test folder is created to organize tests for your CDK project. A sample test file is also
created.
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You can write tests in TypeScript and use Jest to compile your TypeScript code before
running tests.

tsconfig. json

Configuration file used in TypeScript projects that specifies compiler options and project
settings.

JavaScript

The following is an example project created in the my-cdk-js-project directory using the
cdk init --language javascript command:

my-cdk-js-project
### .git
### .gitignore
### .npmignore
### README.md
### bin
#  ### my-cdk-js-project.js
### cdk.json
### jest.config.js
### 1ib
#  ### my-cdk-js-project-stack.js
### node_modules
### package-lock.json
### package.json
### test
### my-cdk-js-project.test.js

.npmignore

File that specifies which files and folders to ignore when publishing a package to the npm
registry. This file is similar to .gitignore, but is specific to npm packages.

bin/my-cdk-js-project.js

The application file defines your CDK app. CDK projects can contain one or more application
files. Application files are stored in the bin folder.

The following is an example of a basic application file that defines a CDK app:

#!/usr/bin/env node
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const cdk = require('aws-cdk-1ib');
const { MyCdkJsProjectStack } = require('../lib/my-cdk-js-project-stack');

const app = new cdk.App();
new MyCdkJsProjectStack(app, 'MyCdkJsProjectStack');

jest.config.js

Configuration file for Jest. Jest is a popular JavaScript testing framework.

lib/my-cdk-js-project-stack.js

The stack file defines your CDK stack. Within your stack, you define AWS resources and
properties using constructs.

The following is an example of a basic stack file that defines a CDK stack:

const { Stack, Duration } = require('aws-cdk-1ib');

class MyCdkJsProjectStack extends Stack {
constructor(scope, id, props) {
super(scope, id, props);

// code that defines your resources and properties go here

}
}

module.exports = { MyCdkJsProjectStack }

node_modules

Common folder in Node.js projects that contain dependencies for your project.

package-lock. json

Metadata file that works with the package. json file to manage versions of dependencies.
package.json
Metadata file that is commonly used in Node.js projects. This file contains information about

your CDK project such as the project name, script definitions, dependencies, and other
import project-level information.
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test/my-cdk-js-project.test.js

A test folder is created to organize tests for your CDK project. A sample test file is also
created.

You can write tests in JavaScript and use Jest to compile your JavaScript code before
running tests.

Python

The following is an example project created in the my-cdk-py-project directory using the
cdk init --language python command:

my-cdk-py-project
### .git
### .gitignore
### .venv
### README.md
### app.py
### cdk.json
### my_cdk_py_project
# ### __init__ .py
# ### my_cdk_py_project_stack.py
### requirements-dev.txt
### requirements.txt
### source.bat
### tests
### __init__ .py
### unit

.venv

The CDK CLI automatically creates a virtual environment for your project. The .venv
directory refers to this virtual environment.

app.py

The application file defines your CDK app. CDK projects can contain one or more application
files.

The following is an example of a basic application file that defines a CDK app:
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#!/usr/bin/env python3
import os

import aws_cdk as cdk
from my_cdk_py_project.my_cdk_py_project_stack import MyCdkPyProjectStack

app = cdk.App()
MyCdkPyProjectStack(app, "MyCdkPyProjectStack")

app.synth()

my_cdk_py_project

Directory that contains your stack files. The CDK CLI creates the following here:
« __init__.py - An empty Python package definition file.

« my_cdk_py_project - File that defines your CDK stack. You then define AWS resources
and properties within the stack using constructs.

The following is an example of a stack file:

from aws_cdk import Stack

from constructs import Construct

class MyCdkPyProjectStack(Stack):

def __init_ (self, scope: Construct, construct_id: str, **kwargs) -> None:

super().__init_ (scope, construct_id, **kwargs)

# code that defines your resources and properties go here

requirements-dev.txt

File similar to requirements. txt, but used to manage dependencies specifically for
development purposes rather than production.

requirements.txt

Common file used in Python projects to specify and manage project dependencies.

source.bat

Batch file for Windows that is used to set up the Python virtual environment.
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tests
Directory that contains tests for your CDK project.

The following is an example of a unit test:

import aws_cdk as core
import aws_cdk.assertions as assertions

from my_cdk_py_project.my_cdk_py_project_stack import MyCdkPyProjectStack

def test_sqs_queue_created():
app = core.App()
stack = MyCdkPyProjectStack(app, "my-cdk-py-project")
template = assertions.Template.from_stack(stack)

template.has_resource_properties("AWS: :5QS: :Queue", {
"VisibilityTimeout": 300
)

Java

The following is an example project created in the my-cdk-java-project directory using the
cdk init --language java command:

my-cdk-java-project
### .git
### .gitignore
### README.md
### cdk.json
### pom.xml
### src
### main
### test

pom. xml

File that contains configuration information and metadata about your CDK project. This file
is a part of Maven.
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src/main
Directory containing your application and stack files.

The following is an example application file:

package com.myorg;

import software.amazon.awscdk.App;
import software.amazon.awscdk.Environment;
import software.amazon.awscdk.StackProps;

import java.util.Arrays;

public class MyCdkJavaProjectApp {
public static void main(final String[] args) {
App app = new App();

new MyCdkJavaProjectStack(app, "MyCdkJavaProjectStack", StackProps.builder()
.build());

app.synth();
}
}

The following is an example stack file:

package com.myorg;

import software.constructs.Construct;
import software.amazon.awscdk.Stack;
import software.amazon.awscdk.StackProps;

public class MyCdkJavaProjectStack extends Stack {

public MyCdkJavaProjectStack(final Construct scope, final String id) {
this(scope, id, null);

}

public MyCdkJavaProjectStack(final Construct scope, final String id, final
StackProps props) {

super(scope, id, props);

// code that defines your resources and properties go here
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}
}

src/test

Directory containing your test files. The following is an example:

package com.myorg;

import software.amazon.awscdk.App;
import software.amazon.awscdk.assertions.Template;
import java.io.IOException;

import java.util.HashMap;
import org.junit.jupiter.api.Test;
public class MyCdkJavaProjectTest {

@Test
public void testStack() throws IOException {

App app = new App();
MyCdkJavaProjectStack stack = new MyCdkJavaProjectStack(app, "test");

Template template = Template.fromStack(stack);

template.hasResourceProperties("AWS: :SQS: :Queue", new HashMap<String, Number>()
{{
put("VisibilityTimeout", 300);
1)
}
}

CH#

The following is an example project created in the my-cdk-csharp-project directory using
the cdk init --language csharp command:

my-cdk-csharp-project
### .git

### .gitignore

### README.md
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### cdk.json
### src
### MyCdkCsharpProject
### MyCdkCsharpProject.sln

src/MyCdkCsharpProject
Directory containing your application and stack files.

The following is an example application file:

using Amazon.CDK;

using System;

using System.Collections.Generic;
using System.Ling;

namespace MyCdkCsharpProject

{
sealed class Program
{
public static void Main(string[] args)
{
var app = new App();
new MyCdkCsharpProjectStack(app, "MyCdkCsharpProjectStack", new StackProps{});
app.Synth();
}
}
}

The following is an example stack file:

using Amazon.CDK;
using Constructs;

namespace MyCdkCsharpProject

{
public class MyCdkCsharpProjectStack : Stack

{

internal MyCdkCsharpProjectStack(Construct scope, string id, IStackProps props

= null) : base(scope, id, props)
{

// code that defines your resources and properties go here

}

Language-specific files and folders
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}
}

This directory also contains the following:

» GlobalSuppressions.cs - File used to suppress specific compiler warnings or errors
across your project.

e .csproj - XML-based file used to define project settings, dependencies, and build
configurations. ---

src/MyCdkCsharpProject.sln

Microsoft Visual Studio Solution File used to organize and manage related projects.

Go

The following is an example project created in the my-cdk-go-project directory using the
cdk init --language go command:

my-cdk-go-project

### .git

### .gitignore

### README.md

### cdk.json

### go.mod

### my-cdk-go-project.go

### my-cdk-go-project_test.go

go.mod

File that contains module information and is used to manage dependencies and versioning
for your Go project.

my-cdk-go-project.go
File that defines your CDK application and stacks.

The following is an example:

package main
import (
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"github.com/aws/aws-cdk-go/awscdk/v2"
"github.com/aws/constructs-go/constructs/v10"
"github.com/aws/jsii-runtime-go"

)

type MyCdkGoProjectStackProps struct {
awscdk.StackProps

}

func NewMyCdkGoProjectStack(scope constructs.Construct, id string, props
*MyCdkGoProjectStackProps) awscdk.Stack {
var sprops awscdk.StackProps
if props != nil {
sprops = props.StackProps
}
stack := awscdk.NewStack(scope, &id, &sprops)
// The code that defines your resources and properties go here

return stack

func main() {
defer jsii.Close()
app := awscdk.NewApp(nil)
NewMyCdkGoProjectStack(app, "MyCdkGoProjectStack", &MyCdkGoProjectStackProps{
awscdk.StackProps{
Env: env(),

1,
i)
app.Synth(nil)
}

func env() *awscdk.Environment {

return nil

}

my-cdk-go-project_test.go
File that defines a sample test.

The following is an example:

package main
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import (
"testing"

"github.com/aws/aws-cdk-go/awscdk/v2"
"github.com/aws/aws-cdk-go/awscdk/v2/assertions"”
"github.com/aws/jsii-runtime-go"

)
func TestMyCdkGoProjectStack(t *testing.T) {

// GIVEN
app := awscdk.NewApp(nil)

// WHEN
stack := NewMyCdkGoProjectStack(app, "MyStack", nil)

// THEN
template := assertions.Template_FromStack(stack, nil)
template.HasResourceProperties(jsii.String("AWS: :SQS: :Queue"),
map[string]interface{}{
"VisibilityTimeout": 300,
b
}

AWS CDK apps

The AWS Cloud Development Kit (AWS CDK) application or app is a collection of one or more
CDK stacks. Stacks are a collection of one or more constructs, which define AWS resources and
properties. Therefore, the overall grouping of your stacks and constructs are known as your CDK
app.

How to create a CDK app

You create an app by defining an app instance in the application file of your project. To do this,
you import and use the App construct from the AWS Construct Library. The App construct doesn't
require any initialization arguments. It is the only construct that can be used as the root.

The App and Stack classes from the AWS Construct Library are unique constructs. Compared
to other constructs, they don't configure AWS resources on their own. Instead, they are used to
provide context for your other constructs. All constructs that represent AWS resources must be
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defined, directly or indirectly, within the scope of a Stack construct. Stack constructs are defined
within the scope of an App construct.

Apps are then synthesized to create AWS CloudFormation templates for your stacks. The following
is an example:

Example
TypeScript
const app = new App();

new MyFirstStack(app, 'hello-cdk');
app.synth();

JavaScript
const app = new App();
new MyFirstStack(app, 'hello-cdk');

app.synth();

Python

app = App()
MyFirstStack(app, "hello-cdk")
app.synth()

Java

App app = new App();
new MyFirstStack(app, "hello-cdk");
app.synth();

CH#

var app = new App();
new MyFirstStack(app, "hello-cdk");
app.Synth();

Go

app := awscdk.NewApp(nil)
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MyFirstStack(app, "MyFirstStack", &MyFirstStackProps{
awscdk.StackProps{
Env: env(),

}I
1)

app.Synth(nil)

Stacks within a single app can easily refer to each other's resources and properties. The AWS CDK
infers dependencies between stacks so that they can be deployed in the correct order. You can
deploy any or all of the stacks within an app with a single cdk deploy command.

The construct tree

Constructs are defined inside of other constructs using the scope argument that is passed to
every construct, with the App class as the root. In this way, an AWS CDK app defines a hierarchy of
constructs known as the construct tree.

The root of this tree is your app, which is an instance of the App class. Within the app, you
instantiate one or more stacks. Within stacks, you instantiate constructs, which may themselves
instantiate resources or other constructs, and so on down the tree.

Constructs are always explicitly defined within the scope of another construct, which creates
relationships between constructs. Almost always, you should pass this (in Python, self) as the
scope, indicating that the new construct is a child of the current construct. The intended pattern
is that you derive your construct from Construct, then instantiate the constructs it uses in its
constructor.

Passing the scope explicitly allows each construct to add itself to the tree, with this behavior
entirely contained within the Construct base class. It works the same way in every language
supported by the AWS CDK and does not require additional customization.

/A Important

Technically, it's possible to pass some scope other than this when instantiating a
construct. You can add constructs anywhere in the tree, or even in another stack in the
same app. For example, you could write a mixin-style function that adds constructs to a
scope passed in as an argument. The practical difficulty here is that you can't easily ensure
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that the IDs you choose for your constructs are unique within someone else's scope. This
practice also makes your code more difficult to understand, maintain, and reuse. Therefore,
we recommend that you use the general structure of the construct tree.

The AWS CDK uses the IDs of all constructs in the path from the tree's root to each child construct
to generate the unique IDs required by AWS CloudFormation. This approach means that construct
IDs only need to be unique within their scope, rather than within the entire stack as in native AWS
CloudFormation. However, if you move a construct to a different scope, its generated stack-unique
ID changes, and AWS CloudFormation won't consider it the same resource.

The construct tree is separate from the constructs that you define in your AWS CDK code. However,
it's accessible through any construct’s node attribute, which is a reference to the node that
represents that construct in the tree. Each node is a Node instance, the attributes of which provide
access to the tree's root and to the node’s parent scopes and children.

1. node.children - The direct children of the construct.

. hode. id - The identifier of the construct within its scope.

. node.path - The full path of the construct including the IDs of all of its parents.

. node.root - The root of the construct tree (the app).

. node.scope - The scope (parent) of the construct, or undefined if the node is the root.

. node.scopes - All parents of the construct, up to the root.

N oo o AN

. node.uniqueld - The unique alphanumeric identifier for this construct within the tree (by
default, generated from node. path and a hash).

The construct tree defines an implicit order in which constructs are synthesized to resources in the
final AWS CloudFormation template. Where one resource must be created before another, AWS
CloudFormation or the AWS Construct Library generally infers the dependency. They then make
sure that the resources are created in the right order.

You can also add an explicit dependency between two nodes by using node . addDependency ().
For more information, see Dependencies in the AWS CDK API Reference.

The AWS CDK provides a simple way to visit every node in the construct tree and perform an
operation on each one. For more information, see Aspects and the AWS CDK.
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Introduction to AWS CDK stacks

An AWS CDK stack is the smallest single unit of deployment. It represents a collection of AWS
resources that you define using CDK constructs. When you deploy CDK apps, the resources within
a CDK stack are deployed together as an AWS CloudFormation stack. To learn more about AWS
CloudFormation stacks, see Managing AWS resources as a single unit with AWS CloudFormation
stacks in the AWS CloudFormation User Guide.

You define a stack by extending or inheriting from the Stack construct. The following example is a
common pattern for defining a CDK stack on a separate file, known as a stack file. Here, we extend
or inherit the Stack class and define a constructor that accepts scope, id, and props. Then, we
invoke the base Stack class constructor using super with the received scope, id, and props:

Example

TypeScript

import * as cdk from 'aws-cdk-1lib';
import { Construct } from 'constructs';

export class MyCdkStack extends cdk.Stack {
constructor(scope: Construct, id: string, props?: cdk.StackProps) {

super(scope, id, props);

// Define your constructs here

JavaScript

const { Stack } = require('aws-cdk-1ib');
class MyCdkStack extends Stack {
constructor(scope, id, props) {

super(scope, id, props);

// Define your constructs here
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module.exports = { MyCdkStack }

Python

from aws_cdk import (
Stack,
)

from constructs import Construct
class MyCdkStack(Stack):
def __init__ (self,

scope: Construct,

construct_id:

str, **kwargs) -> None:

super().__init_ (scope, construct_id, **kwargs)

# Define your constructs here

Java

package com.myorg;

import software.constructs.Construct;
import software.amazon.awscdk.Stack;
import software.amazon.awscdk.StackProps;

public class MyCdkStack extends Stack {
public MyCdkStack(final Construct scope,
this(scope, id, null);

public MyCdkStack(final Construct scope,
{

super(scope, id, props);

// Define your constructs here

}

CH#

using Amazon.CDK;
using Constructs;

final String id) {

final String id, final StackProps props)
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namespace MyCdk
{
public class MyCdkStack : Stack

{
internal MyCdkStack(Construct scope, string id, IStackProps props = null)

base(scope, id, props)
{

// Define your constructs here

}

Go

package main

import (
"github.com/aws/aws-cdk-go/awscdk/v2"
"github.com/aws/constructs-go/constructs/v10"
"github.com/aws/jsii-runtime-go"

)

type CdkDemoAppStackProps struct {
awscdk.StackProps
}

func NewCdkDemoAppStack(scope constructs.Construct, id string, props
*CdkDemoAppStackProps) awscdk.Stack {
var sprops awscdk.StackProps
if props != nil {
sprops = props.StackProps
}
stack := awscdk.NewStack(scope, &id, &sprops)

// The code that defines your stack goes here

return stack

}

func main() {
defer jsii.Close()
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app := awscdk.NewApp(nil)

NewCdkDemoAppStack(app, "CdkDemoAppStack", &CdkDemoAppStackProps{

awscdk.StackProps{
Env: env(),

iy
1)

app.Synth(nil)
}

e o

The previous example has only defined a stack. To create the stack, it must be instantiated within
the context of your CDK app. A common pattern is to define your CDK app and initialize your stack

on a separate file, known as an application file.

The following is an example that creates a CDK stack named MyCdkStack. Here, the CDK app is

created and MyCdkStack is instantiated in the context of the app:

Example
TypeScript
#1/usr/bin/env node
import 'source-map-support/register’;
import * as cdk from 'aws-cdk-1lib';
import { MyCdkStack } from '../lib/my-cdk-stack"';
const app = new cdk.App();

new MyCdkStack(app, 'MyCdkStack',6 {
1DF

JavaScript

#!/usr/bin/env node

const cdk = require('aws-cdk-1ib');
const { MyCdkStack } = require('../lib/my-cdk-stack');

const app = new cdk.App();
new MyCdkStack(app, 'MyCdkStack', {
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1)

Python

Located in app.py:

#1/usr/bin/env python3
import os

import aws_cdk as cdk

from my_cdk.my_cdk_stack import MyCdkStack
app = cdk.App()

MyCdkStack(app, "MyCdkStack",)

app.synth()

Java

package com.myorg;
import software.amazon.awscdk.App;

import software.amazon.awscdk.Environment;
import software.amazon.awscdk.StackProps;

import java.util.Arrays;

public class MyCdkApp {
public static void main(final String[] args) {
App app = new App();

new MyCdkStack(app, "MyCdkStack", StackProps.builder()
.build());

app.synth();
}

CH#

using Amazon.CDK;
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using System;
using System.Collections.Generic;
using System.Ling;

namespace MyCdk
{

sealed class Program

{

public static void Main(string[] args)

{
var app = new App();

new MyCdkStack(app, "MyCdkStack", new StackProps
{1
app.Synth();

Go

package main

import (
"github.com/aws/aws-cdk-go/awscdk/v2"
"github.com/aws/constructs-go/constructs/v10"
"github.com/aws/jsii-runtime-go"

// ...

func main() {
defer jsii.Close()

app := awscdk.NewApp(nil)

NewMyCdkStack(app, "MyCdkStack", &MyCdkStackProps{
awscdk.StackProps{
Env: env(),

}I
1)

app.Synth(nil)
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The following example creates a CDK app that contains two stacks:

Example

TypeScript

const app = new App();

new MyFirstStack(app, 'stackl');
new MySecondStack(app, 'stack2');

app.synth();

JavaScript

const app = new App();

new MyFirstStack(app, 'stackl');
new MySecondStack(app, 'stack2');

app.synth();

Python

app = App()

MyFirstStack(app, 'stackl')
MySecondStack(app, 'stack2')

app.synth()

Java

App app = new App();

new MyFirstStack(app, "stackl");
new MySecondStack(app, "stack2");
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app.synth();

C#
var app = new App();
new MyFirstStack(app, "stackl");
new MySecondStack(app, "stack2");
app.Synth();

Go

package main

import (
"github.com/aws/aws-cdk-go/awscdk/v2"
"github.com/aws/constructs-go/constructs/v10"
"github.com/aws/jsii-runtime-go"

)

type MyFirstStackProps struct {
awscdk.StackProps

}

func NewMyFirstStack(scope constructs.Construct, id string, props
*MyFirstStackProps) awscdk.Stack {

var sprops awscdk.StackProps

if props != nil {
sprops = props.StackProps

}

myFirstStack := awscdk.NewStack(scope, &id, &sprops)

// The code that defines your stack goes here

return myFirstStack

}

type MySecondStackProps struct {
awscdk.StackProps

}
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func NewMySecondStack(scope constructs.Construct, id string, props
*MySecondStackProps) awscdk.Stack {

var sprops awscdk.StackProps

if props != nil {
sprops = props.StackProps

}
mySecondStack := awscdk.NewStack(scope, &id, &sprops)

// The code that defines your stack goes here

return mySecondStack

}

func main() {
defer jsii.Close()

app := awscdk.NewApp(nil)

NewMyFirstStack(app, "MyFirstStack", &MyFirstStackProps{
awscdk.StackProps{
Env: env(),

.

)

NewMySecondStack(app, "MySecondStack", &MySecondStackProps{
awscdk.StackProps{
Env: env(),

.

)

app.Synth(nil)
}

Y coo

About the stack API

The Stack object provides a rich API, including the following:

o Stack.of(construct) - A static method that returns the Stack in which a construct is
defined. This is useful if you need to interact with a stack from within a reusable construct. The
call fails if a stack cannot be found in scope.
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stack.stackName (Python: stack_name) — Returns the physical name of the stack. As
mentioned previously, all AWS CDK stacks have a physical name that the AWS CDK can resolve
during synthesis.

stack.region and stack.account — Return the AWS Region and account, respectively, into
which this stack will be deployed. These properties return one of the following:

» The account or Region explicitly specified when the stack was defined

» A string-encoded token that resolves to the AWS CloudFormation pseudo parameters for
account and Region to indicate that this stack is environment agnostic

For information about how environments are determined for stacks, see Environments for the
AWS CDK.

stack.addDependency(stack) (Python: stack.add_dependency(stack)) - Can be used
to explicitly define dependency order between two stacks. This order is respected by the cdk
deploy command when deploying multiple stacks at once.

stack.tags — Returns a TagManager that you can use to add or remove stack-level tags. This
tag manager tags all resources within the stack, and also tags the stack itself when it's created
through AWS CloudFormation.

stack.partition, stack.urlSuffix (Python:url_suffix), stack.stackId (Python:
stack_id), and stack.notificationArn (Python: notification_arn) - Return tokens
that resolve to the respective AWS CloudFormation pseudo parameters, such as { "Ref":
"AWS::Partition" }.These tokens are associated with the specific stack object so that the
AWS CDK framework can identify cross-stack references.

stack.availabilityZones (Python: availability_zones) - Returns the set of Availability
Zones available in the environment in which this stack is deployed. For environment-agnostic
stacks, this always returns an array with two Availability Zones. For environment-specific stacks,
the AWS CDK queries the environment and returns the exact set of Availability Zones available in
the Region that you specified.

stack.parseArn(arn) and stack.formatArn(comps) (Python: parse_arn, format_azrn)
— Can be used to work with Amazon Resource Names (ARNS).

stack.toJsonString(obj) (Python: to_json_string) - Can be used to format an arbitrary
object as a JSON string that can be embedded in an AWS CloudFormation template. The object
can include tokens, attributes, and references, which are only resolved during deployment.

stack.templateOptions (Python: template_options) - Use to specify AWS
CloudFormation template options, such as Transform, Description, and Metadata, for your stack.
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Working with stacks

Stacks are deployed as an AWS CloudFormation stack into an AWS environment. The environment
covers a specific AWS account and AWS Region.

When you run the cdk synth command for an app with multiple stacks, the cloud assembly
includes a separate template for each stack instance. Even if the two stacks are instances of the
same class, the AWS CDK emits them as two individual templates.

You can synthesize each template by specifying the stack name in the cdk synth command. The
following example synthesizes the template for stackl:

$ cdk synth <stackl>

This approach is conceptually different from how AWS CloudFormation templates are normally
used, where a template can be deployed multiple times and parameterized through AWS
CloudFormation parameters. Although AWS CloudFormation parameters can be defined in the AWS
CDK, they are generally discouraged because AWS CloudFormation parameters are resolved only

during deployment. This means that you cannot determine their value in your code.

For example, to conditionally include a resource in your app based on a parameter value, you must
set up an AWS CloudFormation condition and tag the resource with it. The AWS CDK takes an
approach where concrete templates are resolved at synthesis time. Therefore, you can use an if
statement to check the value to determine whether a resource should be defined or some behavior
should be applied.

(@ Note

The AWS CDK provides as much resolution as possible during synthesis time to enable
idiomatic and natural usage of your programming language.

Like any other construct, stacks can be composed together into groups. The following code shows
an example of a service that consists of three stacks: a control plane, a data plane, and monitoring
stacks. The service construct is defined twice: once for the beta environment and once for the
production environment.
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Example

TypeScript

import { App, Stack } from 'aws-cdk-1lib';
import { Construct } from 'constructs';

interface EnvProps {
prod: boolean;

// imagine these stacks declare a bunch of related resources
class ControlPlane extends Stack {}

class DataPlane extends Stack {}

class Monitoring extends Stack {3}

class MyService extends Construct {
constructor(scope: Construct, id: string, props?: EnvProps) {
super(scope, id);
// we might use the prod argument to change how the service is configured
new ControlPlane(this, "cp");

new DataPlane(this, "data");
new Monitoring(this, "mon"); }

const app = new App();
new MyService(app, "beta");
new MyService(app, "prod", { prod: true });

app.synth();

JavaScript

const { App, Stack } = require('aws-cdk-1lib');
const { Construct } = require('constructs');

// imagine these stacks declare a bunch of related resources
class ControlPlane extends Stack {}

class DataPlane extends Stack {}

class Monitoring extends Stack {}

Working with stacks Version 2 46



AWS Cloud Development Kit (AWS CDK) v2 Developer Guide

class MyService extends Construct {
constructor(scope, id, props) {
super(scope, id);
// we might use the prod argument to change how the service is configured
new ControlPlane(this, "cp");

new DataPlane(this, "data");
new Monitoring(this, "mon");

const app = new App();
new MyService(app, "beta");
new MyService(app, "prod", { prod: true });

app.synth();

Python

from aws_cdk import App, Stack
from constructs import Construct

# imagine these stacks declare a bunch of related resources
class ControlPlane(Stack): pass

class DataPlane(Stack): pass

class Monitoring(Stack): pass

class MyService(Construct):
def __init_ (self, scope: Construct, id: str, *, prod=False):
super().__init__ (scope, id)
# we might use the prod argument to change how the service is configured
ControlPlane(self, "cp")
DataPlane(self, "data")

Monitoring(self, "mon")

app = App();
MyService(app, "beta")
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MyService(app, "prod", prod=True)

app.synth()

Java

package com.myorg;

import software.amazon.awscdk.App;
import software.amazon.awscdk.Stack;
import software.constructs.Construct;

public class MyApp {

// imagine these stacks declare a bunch of related resources
static class ControlPlane extends Stack {
ControlPlane(Construct scope, String id) {
super(scope, id);

static class DataPlane extends Stack {
DataPlane(Construct scope, String id) {
super(scope, id);

static class Monitoring extends Stack {
Monitoring(Construct scope, String id) {
super(scope, id);

static class MyService extends Construct {
MyService(Construct scope, String id) {
this(scope, id, false);

MyService(Construct scope, String id, boolean prod) {

super(scope, id);

// we might use the prod argument to change how the service is
configured

Working with stacks Version 2 48



AWS Cloud Development Kit (AWS CDK) v2 Developer Guide

new ControlPlane(this, "cp");
new DataPlane(this, "data");
new Monitoring(this, "mon");

public static void main(final String argv[]) {
App app = new App();

new MyService(app, "beta");
new MyService(app, "prod", true);

app.synth();

CH#

using Amazon.CDK;
using Constructs;

// imagine these stacks declare a bunch of related resources
public class ControlPlane : Stack {
public ControlPlane(Construct scope, string id=null) : base(scope, id) { }

public class DataPlane : Stack {
public DataPlane(Construct scope, string id=null) : base(scope, id) { }

}
public class Monitoring : Stack
{
public Monitoring(Construct scope, string id=null) : base(scope, id) { }
}
public class MyService : Construct
{
public MyService(Construct scope, string id, Boolean prod=false) : base(scope,
id)

{
// we might use the prod argument to change how the service is configured
new ControlPlane(this, "cp");
new DataPlane(this, "data");
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Go

new Monitoring(this, "mon");

}
}
class Program
{
static void Main(string[] args)
{
var app = new App();
new MyService(app, "beta");
new MyService(app, "prod", prod: true);
app.Synth();
}
}

package main

import (
"github.com/aws/aws-cdk-go/awscdk/v2"
"github.com/aws/constructs-go/constructs/v10"
"github.com/aws/jsii-runtime-go"

)

type ControlPlaneStackProps struct {
awscdk.StackProps
}

func NewControlPlaneStack(scope constructs.Construct, id string, props
*ControlPlaneStackProps) awscdk.Stack {

var sprops awscdk.StackProps

if props != nil {
sprops = props.StackProps

}

ControlPlaneStack := awscdk.NewStack(scope, jsii.String(id), &sprops)

// The code that defines your stack goes here

return ControlPlaneStack

}
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type DataPlaneStackProps struct {
awscdk.StackProps

}

func NewDataPlaneStack(scope constructs.Construct, id string, props
*DataPlaneStackProps) awscdk.Stack {
var sprops awscdk.StackProps
if props != nil {
sprops = props.StackProps
}
DataPlaneStack := awscdk.NewStack(scope, jsii.String(id), &sprops)

// The code that defines your stack goes here

return DataPlaneStack

}

type MonitoringStackProps struct {
awscdk.StackProps

}

func NewMonitoringStack(scope constructs.Construct, id string, props
*MonitoringStackProps) awscdk.Stack {
var sprops awscdk.StackProps
if props != nil {
sprops = props.StackProps
}

MonitoringStack := awscdk.NewStack(scope, jsii.String(id), &sprops)
// The code that defines your stack goes here

return MonitoringStack

}

type MyServiceStackProps struct {
awscdk.StackProps
Prod bool

}

func NewMyServiceStack(scope constructs.Construct, id string, props
*MyServiceStackProps) awscdk.Stack {

var sprops awscdk.StackProps

if props != nil {
sprops = props.StackProps
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}
MyServiceStack := awscdk.NewStack(scope, jsii.String(id), &sprops)

NewControlPlaneStack(MyServiceStack, "cp", &ControlPlaneStackProps{
StackProps: sprops,

1)
NewDataPlaneStack(MyServiceStack, "data", &DataPlaneStackProps{

StackProps: sprops,
b

NewMonitoringStack(MyServiceStack, "mon", &MonitoringStackProps{
StackProps: sprops,
1)

return MyServiceStack

}

func main() {
defer jsii.Close()

app := awscdk.NewApp(nil)

betaProps := MyServiceStackProps{
StackProps: awscdk.StackProps{
Env: env(),

I
Prod: false,

}

NewMyServiceStack(app, "beta", &betaProps)

prodProps := MyServiceStackProps{
StackProps: awscdk.StackProps{
Env: env(),

I
Prod: true,
}
NewMyServiceStack(app, "prod", &prodProps)

app.Synth(nil)
}

// ...
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This AWS CDK app eventually consists of six stacks, three for each environment:

$ cdk 1s

betacpDA8372D3
betadataE23DB2BA
betamon632BD457
prodcpl87264CE
proddataF7378CE5
prodmon631A1083

The physical names of the AWS CloudFormation stacks are automatically determined by the AWS
CDK based on the stack’s construct path in the tree. By default, a stack’s name is derived from
the construct ID of the Stack object. However, you can specify an explicit name by using the

stackName prop (in Python, stack_name), as follows.

Example
TypeScript

new MyStack(this, 'not:a:stack:name', { stackName: 'this-is-stack-name' });
JavaScript

new MyStack(this, 'not:a:stack:name', { stackName: 'this-is-stack-name' });
Python

MyStack(self, "not:a:stack:name", stack_name="this-is-stack-name")
Java

new MyStack(this, "not:a:stack:name", StackProps.builder()
.StackName("this-is-stack-name").build());

CH#

new MyStack(this, "not:a:stack:name", new StackProps

{

StackName = "this-is-stack-name"

1)
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Working with nested stacks

A nested stack is a CDK stack that you create inside another stack, known as the parent stack. You
create nested stacks using the NestedStack construct.

By using nested stacks, you can organize resources across multiple stacks. Nested stacks also offer
a way around the AWS CloudFormation 500-resource limit for stacks. A nested stack counts as only
one resource in the stack that contains it. However, it can contain up to 500 resources, including
additional nested stacks.

The scope of a nested stack must be a Stack or NestedStack construct. The nested stack doesn't
need to be declared lexically inside its parent stack. It is necessary only to pass the parent stack

as the first parameter (scope) when instantiating the nested stack. Aside from this restriction,
defining constructs in a nested stack works exactly the same as in an ordinary stack.

At synthesis time, the nested stack is synthesized to its own AWS CloudFormation template, which
is uploaded to the AWS CDK staging bucket at deployment. Nested stacks are bound to their parent
stack and are not treated as independent deployment artifacts. They aren’t listed by cdk 1list,
and they can't be deployed by cdk deploy.

References between parent stacks and nested stacks are automatically translated to stack
parameters and outputs in the generated AWS CloudFormation templates, as with any cross-stack
reference.

/A Warning

Changes in security posture are not displayed before deployment for nested stacks. This
information is displayed only for top-level stacks.

Introduction to AWS CDK stages

An AWS Cloud Development Kit (AWS CDK) stage represents a group of one or more CDK stacks
that are configured to deploy together. Use stages to deploy the same grouping of stacks to
multiple environments, such as development, testing, and production.

To configure a CDK stage, import and use the Stage construct.

The following is a basic example that defines a CDK stage named MyAppStage. We add two CDK
stacks, named AppStack and DatabaseStack to our stage. For this example, AppStack contains
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application resources and DatabaseStack contains database resources. We then create two
instances of MyAppStage, for development and production environments:

Example
TypeScript

In cdk-demo-app/lib/app-stack.ts:

import * as cdk from 'aws-cdk-lib';
import { Construct } from 'constructs';

// Define the app stack
export class AppStack extends cdk.Stack {
constructor(scope: Construct, id: string, props?: cdk.StackProps) {
super(scope, id, props);
// The code that defines your application goes here

}

In cdk-demo-app/lib/database-stack.ts:

import * as cdk from 'aws-cdk-lib';
import { Construct } from 'constructs';

// Define the database stack
export class DatabaseStack extends cdk.Stack {
constructor(scope: Construct, id: string, props?: cdk.StackProps) {
super(scope, id, props);
// The code that defines your database goes here
}

In cdk-demo-app/lib/my-stage.ts:

import * as cdk from 'aws-cdk-1lib';

import { Construct } from 'constructs';

import { Stage } from 'aws-cdk-1lib';

import { AppStack } from './app-stack';

import { DatabaseStack } from './database-stack';

// Define the stage
export class MyAppStage extends Stage {
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constructor(scope: Construct, id: string, props?: cdk.StageProps) {

super(scope, id, props);

// Add both stacks to the stage
new AppStack(this, 'AppStack');
new DatabaseStack(this, 'DatabaseStack');

In cdk-demo-app/bin/cdk-demo-app.ts:

#!/usr/bin/env node

import 'source-map-support/register’;

import * as cdk from 'aws-cdk-1lib';

import { MyAppStage } from '../lib/my-stage’;

// Create a CDK app
const app = new cdk.App();

// Create the development stage
new MyAppStage(app, 'Dev', {
env: {
account: '123456789012',
region: 'us-east-1'
}
18

// Create the production stage
new MyAppStage(app, 'Prod', {
env: {
account: '098765432109',
region: 'us-east-1'
}
18

JavaScript
In cdk-demo-app/lib/app-stack.js:
const { Stack } = require('aws-cdk-1ib');

class AppStack extends Stack {
constructor(scope, id, props) {
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super(scope, id, props);

// The code that defines your application goes here

}

module.exports = { AppStack }

In cdk-demo-app/lib/database-stack.js:

const { Stack } = require('aws-cdk-1ib');

class DatabaseStack extends Stack {
constructor(scope, id, props) {
super(scope, id, props);

// The code that defines your database goes here

}

module.exports = { DatabaseStack }

In cdk-demo-app/lib/my-stage.js:

const { Stage } = require('aws-cdk-1ib');
const { AppStack } = require('./app-stack');
const { DatabaseStack } = require('./database-stack');

// Define the stage
class MyAppStage extends Stage {
constructor(scope, id, props) {
super(scope, id, props);

// Add both stacks to the stage
new AppStack(this, 'AppStack');
new DatabaseStack(this, 'DatabaseStack');

module.exports = { MyAppStage };

In cdk-demo-app/bin/cdk-demo-app.js:
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#!/usr/bin/env node

const cdk = require('aws-cdk-1ib');
const { MyAppStage } = require('../lib/my-stage');

// Create the CDK app
const app = new cdk.App();

// Create the development stage
new MyAppStage(app, 'Dev', {
env: {
account: '123456789012',
region: 'us-east-1',
},
1)

// Create the production stage
new MyAppStage(app, 'Prod', {
env: {
account: '098765432109',
region: 'us-east-1',
},
1)

Python

In cdk-demo-app/cdk_demo_app/app_stack.py:

from aws_cdk import Stack
from constructs import Construct

# Define the app stack
class AppStack(Stack):
def __init_ (self, scope: Construct, construct_id: str, **kwargs) -> None:

super().__init_ (scope, construct_id, **kwargs)

# The code that defines your application goes here

In cdk-demo-app/cdk_demo_app/database_stack.py:

from aws_cdk import Stack
from constructs import Construct
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# Define the database stack
class DatabaseStack(Stack):
def __init_ (self, scope: Construct, construct_id: str, **kwargs) -> None:
super().__init_ (scope, construct_id, **kwargs)

# The code that defines your database goes here

In cdk-demo-app/cdk_demo_app/my_stage.py:

from aws_cdk import Stage

from constructs import Construct

from .app_stack import AppStack

from .database_stack import DatabaseStack

# Define the stage
class MyAppStage(Stage):
def __init_ (self, scope: Construct, id: str, **kwargs) -> None:
super().__init_ (scope, id, **kwargs)

# Add both stacks to the stage

AppStack(self, "AppStack")
DatabaseStack(self, "DatabaseStack")

In cdk-demo-app/app.py:

#1/usr/bin/env python3
import os

import aws_cdk as cdk
from cdk_demo_app.my_stage import MyAppStage

# Create a CDK app
app = cdk.App()

# Create the development stage
MyAppStage(app, 'Dev',
env=cdk.Environment(account="'123456789012', region='us-east-1"'),

)

# Create the production stage
MyAppStage(app, 'Prod',
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env=cdk.Environment(account="'098765432109', region='us-east-1"'),

)

app.synth()

Java

In cdk-demo-app/src/main/java/com/myorg/AppStack. java:

package com.myorg;

import software.constructs.Construct;
import software.amazon.awscdk.Stack;
import software.amazon.awscdk.StackProps;

public class AppStack extends Stack {
public AppStack(final Construct scope, final String id) {
this(scope, id, null);

}
public AppStack(final Construct scope, final String id, final StackProps props)
{
super(scope, id, props);
// The code that defines your application goes here
}
}

In cdk-demo-app/src/main/java/com/myorg/DatabaseStack. java:

package com.myorg;

import software.constructs.Construct;
import software.amazon.awscdk.Stack;
import software.amazon.awscdk.StackProps;

public class DatabaseStack extends Stack {
public DatabaseStack(final Construct scope, final String id) {
this(scope, id, null);

public DatabaseStack(final Construct scope, final String id, final StackProps
props) {
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super(scope, id, props);

// The code that defines your database goes here

In cdk-demo-app/src/main/java/com/myorg/MyAppStage. java:

package com.myorg;

import software.amazon.awscdk.Stage;
import software.amazon.awscdk.StageProps;
import software.constructs.Construct;

// Define the stage
public class MyAppStage extends Stage {
public MyAppStage(final Construct scope, final String id, final
software.amazon.awscdk.Environment env) {
super(scope, id, StageProps.builder().env(env).build());

// Add both stacks to the stage

new AppStack(this, "AppStack");
new DatabaseStack(this, "DatabaseStack");

In cdk-demo-app/src/main/java/com/myorg/CdkDemoAppApp. java:

package com.myorg;

import software.amazon.awscdk.App;

import software.amazon.awscdk.Environment;
import software.amazon.awscdk.StackProps;

import java.util.Arrays;

public class CdkDemoAppApp {
public static void main(final String[] args) {

// Create a CDK app
App app = new App();

// Create the development stage
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new MyAppStage(app, "Dev'", Environment.builder()
.account("123456789012")
.region("us-east-1")
.build());

// Create the production stage

new MyAppStage(app, "Prod", Environment.builder()
.account("098765432109")

.region("us-east-1")

.build());

app.synth();

C#

In cdk-demo-app/src/CdkDemoApp/AppStack.cs:

using Amazon.CDK;
using Constructs;

namespace CdkDemoApp

{
public class AppStack : Stack

{
internal AppStack(Construct scope, string id, IStackProps props = null)
base(scope, id, props)
{

// The code that defines your application goes here

In cdk-demo-app/src/CdkDemoApp/DatabaseStack.cs:

using Amazon.CDK;
using Constructs;

namespace CdkDemoApp

{
public class DatabaseStack : Stack

{
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internal DatabaseStack(Construct scope, string id, IStackProps props =
null) : base(scope, id, props)
{

// The code that defines your database goes here

In cdk-demo-app/src/CdkDemoApp/MyAppStage.cs:

using Amazon.CDK;
using Constructs;

namespace CdkDemoApp
{
// Define the stage
public class MyAppStage : Stage
{
internal MyAppStage(Construct scope, string id, Environment env)
base(scope, id, new StageProps { Env = env })

{

// Add both stacks to the stage

new AppStack(this, "AppStack");

new DatabaseStack(this, "DatabaseStack");
}

In cdk-demo-app/sxrc/CdkDemoApp/program.cs:

using Amazon.CDK;

using System;

using System.Collections.Generic;
using System.Ling;

namespace CdkDemoApp
{

sealed class Program

{

public static void Main(string[] args)

{
// Create a CDK app
var app = new App();
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// Create the development stage
new MyAppStage(app, "Dev", new Amazon.CDK.Environment

{
Account = "123456789012",

Region = "us-east-1"

1)

// Create the production stage
new MyAppStage(app, "Prod", new Amazon.CDK.Environment

{
Account = "098765432109",

Region = "us-east-1"

1)

app.Synth();

Go

In cdk-demo-app/cdk-demo-app.go:

package main

import (
"github.com/aws/aws-cdk-go/awscdk/v2"
"github.com/aws/constructs-go/constructs/v10"
"github.com/aws/jsii-runtime-go"

)

// Define the app stack

type AppStackProps struct {
awscdk.StackProps

}

func NewAppStack(scope constructs.Construct, id string, props *AppStackProps)
awscdk.Stack {
stack := awscdk.NewStack(scope, &id, &props.StackProps)

// The code that defines your application goes here

return stack
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}

// Define the database stack
type DatabaseStackProps struct {
awscdk.StackProps

}

func NewDatabaseStack(scope constructs.Construct, id string, props
*DatabaseStackProps) awscdk.Stack {
stack := awscdk.NewStack(scope, &id, &props.StackProps)

// The code that defines your database goes here

return stack

}

// Define the stage

type MyAppStageProps struct {
awscdk.StageProps

}

func NewMyAppStage(scope constructs.Construct, id string, props *MyAppStageProps)
awscdk.Stage {
stage := awscdk.NewStage(scope, &id, &props.StageProps)

// Add both stacks to the stage
NewAppStack(stage, "AppStack", &AppStackProps{
StackProps: awscdk.StackProps{
Env: props.Env,
1,
b

NewDatabaseStack(stage, "DatabaseStack", &DatabaseStackProps{
StackProps: awscdk.StackProps{

Env: props.Env,

I
)

return stage

}

func main() {
defer jsii.Close()
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}

..F

}

// Create a CDK app
app := awscdk.NewApp(nil)

// Create the development stage
NewMyAppStage(app, "Dev'", &MyAppStageProps{
StageProps: awscdk.StageProps{
Env: &awscdk.Environment{
Account: jsii.String("123456789012"),
Region: jsii.String("us-east-1"),
.
},
)

// Create the production stage
NewMyAppStage(app, "Prod", &MyAppStageProps{
StageProps: awscdk.StageProps{
Env: &awscdk.Environment{
Account: jsii.String("@98765432109"),
Region: jsii.String("us-east-1"),
.
},
D)

app.Synth(nil)

unc env() *awscdk.Environment {
return nil

When we run cdk synth, two cloud assemblies are created in cdk.out. These two cloud

assemblies contain the synthesized AWS CloudFormation template and assets for each stage. The

following is snippet of our project directory:

Example
TypeScript
cdk-demo-app
### bin
# ### cdk-demo-app.ts
### cdk.out
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HOoH OHF OHF OHF OH OHF O OH OH O OB H R

HH##

### assembly-Dev

H OH O OB B

HHt#

HOH F O B O

lib
HHt#
HH##
HHt#

JavaScript

cdk-demo-app

HHt#
#
HHt#

HOH OHF OHF OH OHF OHF O OH OH O OB OH R

HH##

bin
#H#

cdk.

HH##

H OH OHF OB H

HHt#

HOoH F O B R

lib
HHt#
HH##
HHt#

HHt#
HH##
HHt#
HH##
HHt#
HH##

DevAppStack<unique-hash>.assets.json
DevAppStack<unique-hash>.template. json
DevDatabaseStack<unique-hash>.assets.json
DevDatabaseStack<unique-hash>.template. json
cdk.out

manifest.json

assembly-Prod

HH##
HHt#
HH##
HHt#
HH##
HHt#

app-

ProdAppStack<unique-hash>.assets.json
ProdAppStack<unique-hash>.template. json
ProdDatabaseStack<unique-hash>.assets.json
ProdDatabaseStack<unique-hash>.template.json
cdk.out

manifest.json

stack.ts

database-stack.ts
my-stage.ts

cdk-

out

demo-app.js

assembly-Dev

HHt#
HH##
HHt#
HH##
HHt#
HH##

DevAppStack<unique-hash>.assets.json
DevAppStack<unique-hash>.template. json
DevDatabaseStack<unique-hash>.assets.json
DevDatabaseStack<unique-hash>.template. json
cdk.out

manifest.json

assembly-Prod

HH##
HHt#
HH##
HHt#
HH##
HHt#

app-

ProdAppStack<unique-hash>.assets.json
ProdAppStack<unique-hash>.template. json
ProdDatabaseStack<unique-hash>.assets.json
ProdDatabaseStack<unique-hash>.template.json
cdk.out

manifest.json

stack.js

database-stack.js
my-stage.js
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Python

cdk-demo-app

### app.py

### cdk.out

#  ### assembly-Dev

# #  ### DevAppStack<unique-hash>.assets.json

# # ### DevAppStack<unique-hash>.template.json

# #  ### DevDatabaseStack<unique-hash>.assets.json

# # ### DevDatabaseStack<unique-hash>.template.json
# # ### cdk.out

# #  ### manifest.json

#  ### assembly-Prod

# # ### ProdAppStack<unique-hash>.assets.json

# #  ### ProdAppStack<unique-hash>.template.json

# #  ### ProdDatabaseStack<unique-hash>.assets.json
# #  ### ProdDatabaseStack<unique-hash>.template.json
# # ### cdk.out

# # ### manifest.json

# ### cdk.out

# ### manifest.json

#  ### tree.json

### cdk_demo_app
### __init__ .py
### app_stack.py
### database_stack.py
### my_stage.py

Java

cdk-demo-app
### cdk.out
### assembly-Dev

#

# #  ### DevAppStack<unique-hash>.assets.json

# # ### DevAppStack<unique-hash>.template.json

# #  ### DevDatabaseStack<unique-hash>.assets.json
# # ### DevDatabaseStack<unique-hash>.template.json
# # ### cdk.out

# #  ### manifest.json

#  ### assembly-Prod

# # ### ProdAppStack<unique-hash>.assets.json

# #  ### ProdAppStack<unique-hash>.template.json

#

#  ### ProdDatabaseStack<unique-hash>.assets.json
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HOH F O B O

CH#

cdk-demo-app

# HH##
# HHt#
# HH##

### cdk.

ProdDatabaseStack<unique-hash>.template. json
cdk.out

manifest.json

out

### manifest.json
### tree.json
### src

### main

HH##

### cdk.out
### assembly-Dev

HOoH HF OHF OHF OH O O OH OH O OH OH O O H R

HH##
HHt#
HH##
HHt#
HH##
HHt#

HOoH F O B R

java
### com
### myorg
### AppStack.java
### CdkDemoAppApp.java
### DatabaseStack.java
### MyAppStage.java

DevAppStack<unique-hash>.assets.json
DevAppStack<unique-hash>.template.json
DevDatabaseStack<unique-hash>.assets.json
DevDatabaseStack<unique-hash>.template.json
cdk.out

manifest.json

### assembly-Prod

HHt#
HH##
HHt#
HH##
HHt#
HH##

H OH OHF OB H

### cdk.

ProdAppStack<unique-hash>.assets.json
ProdAppStack<unique-hash>.template. json
ProdDatabaseStack<unique-hash>.assets.json
ProdDatabaseStack<unique-hash>.template. json
cdk.out

manifest.json

out

### manifest.json
### tree.json

### src
### CdkDemoApp

HH##
HHt#
HH##
HHt#

AppStack.cs
DatabaseStack.cs
MyAppStage.cs
Program.cs
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Go

cdk-demo-app

### cdk-demo-app.go

### cdk.
HH##

H OH O OB B

HHt#

HOH F O B O

HH##
HHt#
HH##

When we list our stacks with cdk 1ist, we see a total of four stacks:

$ cdk list

out

assembly-Dev

HHt#
HH##
HHt#
HH##
HHt#
HH##

DevAppStack<unique-hash>.assets.json
DevAppStack<unique-hash>.template. json
DevDatabaseStack<unique-hash>.assets.json
DevDatabaseStack<unique-hash>.template.json
cdk.out

manifest.json

assembly-Prod

HH##
HHt#
HH##
HHt#
HH##
HHt#

cdk.

ProdAppStack<unique-hash>.assets.json
ProdAppStack<unique-hash>.template.json
ProdDatabaseStack<unique-hash>.assets.json
ProdDatabaseStack<unique-hash>.template.json
cdk.out

manifest.json

out

manifest.json
tree.json

Dev/AppStack (Dev-AppStack)
Dev/DatabaseStack (Dev-DatabaseStack)
Prod/AppStack (Prod-AppStack)
Prod/DatabaseStack (Prod-DatabaseStack)

To deploy a specific stage, we run cdk deploy and provide the stacks to deploy. The following is

an example that uses the /* wildcard to deploy both stacks in our Dev stage:

$ cdk deploy <"Dev/*">

# Synthesis time: 3.18s

Dev/AppStack (Dev-AppStack)
Dev/AppStack (Dev-AppStack): deploying... [1/2]
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# Dev/AppStack (Dev-AppStack)
# Deployment time: 1.11s

Stack ARN:

# Total time: 4.29s

Dev/DatabaseStack (Dev-DatabaseStack)
Dev/DatabaseStack (Dev-DatabaseStack): deploying... [2/2]

# Dev/DatabaseStack (Dev-DatabaseStack)
# Deployment time: 1.09s

Stack ARN:

# Total time: 4.27s

AWS CDK Constructs

Constructs are the basic building blocks of AWS Cloud Development Kit (AWS CDK) applications. A
construct is a component within your application that represents one or more AWS CloudFormation
resources and their configuration. You build your application, piece by piece, by importing and
configuring constructs.

Import and use constructs

Constructs are classes that you import into your CDK applications from the AWS Construct Library.
You can also create and distribute your own constructs, or use constructs created by third-party
developers.

Constructs are part of the Construct Programming Model (CPM). They are available to use with
other tools such as CDK for Terraform (CDKtf), CDK for Kubernetes (CDK8s), and Projen.

Numerous third parties have also published constructs compatible with the AWS CDK. Visit
Construct Hub to explore the AWS CDK construct partner ecosystem.
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Construct levels

Constructs from the AWS Construct Library are categorized into three levels. Each level offers an
increasing level of abstraction. The higher the abstraction, the easier to configure, requiring less
expertise. The lower the abstraction, the more customization available, requiring more expertise.

Level 1 (L1) constructs

L1 constructs, also known as CFN resources, are the lowest-level construct and offer no
abstraction. Each L1 construct maps directly to a single AWS CloudFormation resource. With L1
constructs, you import a construct that represents a specific AWS CloudFormation resource. You
then define the resource’s properties within your construct instance.

L1 constructs are great to use when you are familiar with AWS CloudFormation and need
complete control over defining your AWS resource properties.

In the AWS Construct Library, L1 constructs are named starting with Cfn, followed by an
identifier for the AWS CloudFormation resource that it represents. For example, the CfnBucket
construct is an L1 construct that represents an AWS: :S3: :Bucket AWS CloudFormation
resource.

L1 constructs are generated from the AWS CloudFormation resource specification. If a resource
exists in AWS CloudFormation, it'll be available in the AWS CDK as an L1 construct. New
resources or properties may take up to a week to become available in the AWS Construct

Library. For more information, see AWS resource and property types reference in the AWS
CloudFormation User Guide.

Level 2 (L2) constructs

L2 constructs, also known as curated constructs, are thoughtfully developed by the CDK team
and are usually the most widely used construct type. L2 constructs map directly to single AWS
CloudFormation resources, similar to L1 constructs. Compared to L1 constructs, L2 constructs
provide a higher-level abstraction through an intuitive intent-based API. L2 constructs include
sensible default property configurations, best practice security policies, and generate a lot of

the boilerplate code and glue logic for you.

L2 constructs also provide helper methods for most resources that make it simpler and quicker
to define properties, permissions, event-based interactions between resources, and more.
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The s3.Bucket class is an example of an L2 construct for an Amazon Simple Storage Service
(Amazon S3) bucket resource.

The AWS Construct Library contains L2 constructs that are designated stable and ready for
production use. For L2 constructs under development, they are designated as experimental and
offered in a separate module.

Level 3 (L3) constructs

L3 constructs, also known as patterns, are the highest-level of abstraction. Each L3 construct
can contain a collection of resources that are configured to work together to accomplish a
specific task or service within your application. L3 constructs are used to create entire AWS
architectures for particular use cases in your application.

To provide complete system designs, or substantial parts of a larger system, L3 constructs
offer opinionated default property configurations. They are built around a particular approach
toward solving a problem and providing a solution. With L3 constructs, you can create and
configure multiple resources quickly, with the fewest amount of input and code.

The ecsPatterns.ApplicationLoadBalancedFargateService classis an example of an
L3 construct that represents an AWS Fargate service running on an Amazon Elastic Container
Service (Amazon ECS) cluster and fronted by an application load balancer.

Similar to L2 constructs, L3 constructs that are ready for production use are included in the AWS
Construct Library. Those under development are offered in separate modules.

Defining constructs

Composition

Composition is the key pattern for defining higher-level abstractions through constructs. A high-
level construct can be composed from any number of lower-level constructs. From a bottom-up
perspective, you use constructs to organize the individual AWS resources that you want to deploy.
You use whatever abstractions are convenient for your purpose, with as many levels as you need.

With composition, you define reusable components and share them like any other code. For
example, a team can define a construct that implements the company’s best practice for an
Amazon DynamoDB table, including backup, global replication, automatic scaling, and monitoring.
The team can share the construct internally with other teams, or publicly.
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Teams can use constructs like any other library package. When the library is updated, developers
get access to the new version’s improvements and bug fixes, similar to any other code library.

Initialization

Constructs are implemented in classes that extend the Construct base class. You define a
construct by instantiating the class. All constructs take three parameters when they are initialized:

» scope — The construct’s parent or owner. This can either be a stack or another construct. Scope
determines the construct’s place in the construct tree. You should usually pass this (self in

Python), which represents the current object, for the scope.

 id — An identifier that must be unique within the scope. The identifier serves as a namespace for
everything that's defined within the construct. It's used to generate unique identifiers, such as
resource names and AWS CloudFormation logical IDs.

Identifiers need only be unique within a scope. This lets you instantiate and reuse constructs
without concern for the constructs and identifiers they might contain, and enables composing
constructs into higher-level abstractions. In addition, scopes make it possible to refer to groups
of constructs all at once. Examples include for tagging, or specifying where the constructs will be
deployed.

« props - A set of properties or keyword arguments, depending on the language, that define the
construct’s initial configuration. Higher-level constructs provide more defaults, and if all prop
elements are optional, you can omit the props parameter completely.

Configuration

Most constructs accept props as their third argument (or in Python, keyword arguments), a name/
value collection that defines the construct’s configuration. The following example defines a bucket
with AWS Key Management Service (AWS KMS) encryption and static website hosting enabled.
Since it does not explicitly specify an encryption key, the Bucket construct defines a new kms . Key
and associates it with the bucket.

Example

TypeScript

new s3.Bucket(this, 'MyEncryptedBucket', {
encryption: s3.BucketEncryption.KMS,
websiteIndexDocument: 'index.html'
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1)

JavaScript

new s3.Bucket(this, 'MyEncryptedBucket', {
encryption: s3.BucketEncryption.KMS,
websiteIndexDocument: 'index.html'

1)
Python

s3.Bucket(self, "MyEncryptedBucket", encryption=s3.BucketEncryption.KMS,
website_index_document="index.html")

Java

Bucket.Builder.create(this, "MyEncryptedBucket")
.encryption(BucketEncryption.KMS_MANAGED)
.websiteIndexDocument("index.html").build();

CH#

new Bucket(this, "MyEncryptedBucket", new BucketProps

{
Encryption = BucketEncryption.KMS_MANAGED,
WebsiteIndexDocument = "index.html"

1)
Go

awss3.NewBucket(stack, jsii.String("MyEncryptedBucket"), &awss3.BucketProps{
Encryption: awss3.BucketEncryption_KMS,
WebsiteIndexDocument: jsii.String("index.html"),

1)

Interacting with constructs

Constructs are classes that extend the base Construct class. After you instantiate a construct, the
construct object exposes a set of methods and properties that let you interact with the construct
and pass it around as a reference to other parts of the system.

Defining constructs Version 2 75


https://docs.aws.amazon.com/cdk/api/v2/docs/constructs.Construct.html

AWS Cloud Development Kit (AWS CDK) v2 Developer Guide

The AWS CDK framework doesn't put any restrictions on the APIs of constructs. Authors can define
any APl they want. However, the AWS constructs that are included with the AWS Construct Library,
such as s3.Bucket, follow guidelines and common patterns. This provides a consistent experience
across all AWS resources.

Most AWS constructs have a set of grant methods that you can use to grant AWS Identity and
Access Management (IAM) permissions on that construct to a principal. The following example
grants the IAM group data-science permission to read from the Amazon S3 bucket raw-data.

Example

TypeScript

const rawData = new s3.Bucket(this, 'raw-data');
const dataScience = new iam.Group(this, 'data-science');
rawData.grantRead(dataScience);

JavaScript

const rawData = new s3.Bucket(this, 'raw-data');
const dataScience = new iam.Group(this, 'data-science');
rawData.grantRead(dataScience);

Python

raw_data = s3.Bucket(self, 'raw-data')
data_science = iam.Group(self, 'data-science')
raw_data.grant_read(data_science)

Java

Bucket rawData = new Bucket(this, "raw-data");
Group dataScience = new Group(this, "data-science");
rawData.grantRead(dataScience);

CH

var rawData = new Bucket(this, "raw-data");
var dataScience = new Group(this, "data-science");
rawData.GrantRead(dataScience);
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Go

rawData := awss3.NewBucket(stack, jsii.String("raw-data"), nil)
dataScience := awsiam.NewGroup(stack, jsii.String("data-science"), nil)
rawData.GrantRead(dataScience, nil)

Another common pattern is for AWS constructs to set one of the resource’s attributes from data
supplied elsewhere. Attributes can include Amazon Resource Names (ARNs), names, or URLs.

The following code defines an AWS Lambda function and associates it with an Amazon Simple
Queue Service (Amazon SQS) queue through the queue’s URL in an environment variable.

Example

TypeScript

const jobsQueue = new sqgs.Queue(this, 'jobs');
const createJobLambda = new lambda.Function(this, 'create-job', {
runtime: lambda.Runtime.NODEJS_18_X,
handler: 'index.handler',
code: lambda.Code.fromAsset('./create-job-lambda-code'),
environment: {
QUEUE_URL: jobsQueue.queueUrl
}
1)

JavaScript

const jobsQueue = new sqgs.Queue(this, 'jobs');
const createJobLambda = new lambda.Function(this, 'create-job', {
runtime: lambda.Runtime.NODEJS_18_X,
handler: 'index.handler',
code: lambda.Code.fromAsset('./create-job-lambda-code'),
environment: {
QUEUE_URL: jobsQueue.queueUrl
}
});

Python

jobs_queue = sqs.Queue(self, "jobs")
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create_job_lambda = lambda_.Function(self, "create-job",
runtime=lambda_.Runtime.NODEJS_18_X,
handler="index.handler",
code=lambda_.Code.from_asset("./create-job-lambda-code"),
environment=dict(
QUEUE_URL=jobs_queue.queue_url

Java

final Queue jobsQueue = new Queue(this, "jobs");

Function createJobLambda = Function.Builder.create(this, "create-job")
.handler("index.handler")
.code(Code.fromAsset("./create-job-lambda-code"))
.environment(java.util.Map.of( // Map.of is Java 9 or later

"QUEUE_URL", jobsQueue.getQueueUrl()))
.build();

CH#

var jobsQueue = new Queue(this, "jobs");
var createJoblLambda = new Function(this, '"create-job", new FunctionProps
{

Runtime = Runtime.NODEJS_18_X,

Handler = "index.handler",

Code = Code.FromAsset(@".\create-job-lambda-code"),

Environment = new Dictionary<string, string>

{

["QUEUE_URL"] = jobsQueue.QueueUrl

1)

Go

createJoblLambda := awslambda.NewFunction(stack, jsii.String("create-job"),
&awslambda.FunctionProps{
Runtime: awslambda.Runtime_NODEJS_18_X(),
Handler: jsii.String("index.handler"),
Code: awslambda.Code_FromAsset(jsii.String(".\\create-job-lambda-code"), nil),
Environment: &map[string]l*string{
"QUEUE_URL": jsii.String(*jobsQueue.QueueUrl()),
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}I
1)

For information about the most common API patterns in the AWS Construct Library, see Resources
and the AWS CDK.

The app and stack construct

The App and Stack classes from the AWS Construct Library are unique constructs. Compared

to other constructs, they don’t configure AWS resources on their own. Instead, they are used to
provide context for your other constructs. All constructs that represent AWS resources must be
defined, directly or indirectly, within the scope of a Stack construct. Stack constructs are defined
within the scope of an App construct.

To learn more about CDK apps, see AWS CDK apps. To learn more about CDK stacks, see
Introduction to AWS CDK stacks.

The following example defines an app with a single stack. Within the stack, an L2 construct is used
to configure an Amazon S3 bucket resource.

Example

TypeScript

import { App, Stack, StackProps } from 'aws-cdk-1lib';
import * as s3 from 'aws-cdk-lib/aws-s3';

class HelloCdkStack extends Stack {
constructor(scope: App, id: string, props?: StackProps) {
super(scope, id, props);

new s3.Bucket(this, 'MyFirstBucket', {
versioned: true
1)
}
}

const app = new App();
new HelloCdkStack(app, "HelloCdkStack");
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JavaScript

const { App , Stack } = require('aws-cdk-1ib');
const s3 = require('aws-cdk-1lib/aws-s3');

class HelloCdkStack extends Stack {
constructor(scope, id, props) {
super(scope, id, props);

new s3.Bucket(this, 'MyFirstBucket',6 {
versioned: true

1)

const app = new App();
new HelloCdkStack(app, "HelloCdkStack");

Python

from aws_cdk import App, Stack
import aws_cdk.aws_s3 as s3
from constructs import Construct

class HelloCdkStack(Stack):

def __init_ (self, scope: Construct, id: str, **kwargs) -> None:
super().__init_ (scope, id, **kwargs)

s3.Bucket(self, "MyFirstBucket", versioned=True)

app = App()
HelloCdkStack(app, "HelloCdkStack")

Java

Stack defined in HelloCdkStack. java file:

import software.constructs.Construct;

import software.amazon.awscdk.Stack;

import software.amazon.awscdk.StackProps;
import software.amazon.awscdk.services.s3.*;
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public class HelloCdkStack extends Stack {
public HelloCdkStack(final Construct scope, final String id) {
this(scope, id, null);

public HelloCdkStack(final Construct scope, final String id, final StackProps
props) {
super(scope, id, props);

Bucket.Builder.create(this, "MyFirstBucket")
.versioned(true).build();

App defined in Hel1loCdkApp. java file:

import software.amazon.awscdk.App;
import software.amazon.awscdk.StackProps;

public class HelloCdkApp {
public static void main(final String[] args) {

App app = new App();

new HelloCdkStack(app, "HelloCdkStack", StackProps.builder()
.build());

app.synth();

C#

using Amazon.CDK;
using Amazon.CDK.AWS.S3;

namespace HelloCdkApp
{

internal static class Program

{

public static void Main(string[] args)

{
var app = new App();
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new HelloCdkStack(app, "HelloCdkStack");
app.Synth();

public class HelloCdkStack : Stack
{
public HelloCdkStack(Construct scope, string id, IStackProps props=null) :
base(scope, id, props)
{

new Bucket(this, "MyFirstBucket", new BucketProps { Versioned = true });

Go

func NewHelloCdkStack(scope constructs.Construct, id string, props
*HelloCdkStackProps) awscdk.Stack {

var sprops awscdk.StackProps

if props != nil {
sprops = props.StackProps

}

stack := awscdk.NewStack(scope, &id, &sprops)

awss3.NewBucket(stack, jsii.String("MyFirstBucket"), &awss3.BucketProps{
Versioned: jsii.Bool(true),

1)

return stack

}

Working with constructs

Working with L1 constructs

L1 constructs map directly to individual AWS CloudFormation resources. You must provide the
resource’s required configuration.

In this example, we create a bucket object using the CfnBucket L1 construct:
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Example
TypeScript
const bucket = new s3.CfnBucket(this, "amzn-s3-demo-bucket", {

bucketName: "amzn-s3-demo-bucket"

1)

JavaScript

const bucket = new s3.CfnBucket(this, "amzn-s3-demo-bucket", {
bucketName: "amzn-s3-demo-bucket"

1)

Python

bucket = s3.CfnBucket(self, "amzn-s3-demo-bucket", bucket_name="amzn-s3-demo-
bucket")

Java

CfnBucket bucket = new CfnBucket.Builder().bucketName("amzn-s3-demo-
bucket").build();

C#

var bucket = new CfnBucket(this, "amzn-s3-demo-bucket", new CfnBucketProps

{

BucketName= "amzn-s3-demo-bucket"

1)
Go

awss3.NewCfnBucket(stack, jsii.String("amzn-s3-demo-bucket"),
&awss3.CfnBucketProps{
BucketName: jsii.String("amzn-s3-demo-bucket"),

1

Construct properties that aren’t simple Booleans, strings, numbers, or containers are handled
differently in the supported languages.
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Example

TypeScript

const bucket = new s3.CfnBucket(this, "amzn-s3-demo-bucket", {
bucketName: "amzn-s3-demo-bucket",
corsConfiguration: {
corsRules: [{
allowedOrigins: ["*"],
allowedMethods: ["GET"]
1]
}
1);

JavaScript

const bucket = new s3.CfnBucket(this, "amzn-s3-demo-bucket", {
bucketName: "amzn-s3-demo-bucket",
corsConfiguration: {
corsRules: [{
allowedOrigins: ["*"],
allowedMethods: ["GET"]
1]
}
K7

Python

In Python, these properties are represented by types defined as inner classes of the L1
construct. For example, the optional property cors_configuration of a CfnBucket
requires a wrapper of type CfnBucket.CorsConfigurationProperty. Here we are defining
cors_configuration ona CfnBucket instance.

bucket = CfnBucket(self, "amzn-s3-demo-bucket", bucket_name="amzn-s3-demo-bucket",
cors_configuration=CfnBucket.CorsConfigurationProperty(
cors_rules=[CfnBucket.CorsRuleProperty(
allowed_origins=["*"],
allowed_methods=["GET"]
)]
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Java

In Java, these properties are represented by types defined as inner classes of the L1 construct.
For example, the optional property corsConfiguration of a CfnBucket requires a
wrapper of type CfnBucket.CorsConfigurationProperty. Here we are defining
corsConfiguration on a CfnBucket instance.

CfnBucket bucket = CfnBucket.Builder.create(this, "amzn-s3-demo-bucket")
.bucketName("amzn-s3-demo-bucket")
.corsConfiguration(new
CfnBucket.CorsConfigurationProperty.Builder()
.corsRules(Arrays.asList(new
CfnBucket.CorsRuleProperty.Builder()
.allowedOrigins(Arrays.asList("*"))
.allowedMethods(Arrays.asList("GET"))
.build()))
.build())
.build();

CH#

In C#, these properties are represented by types defined as inner classes of the L1 construct.
For example, the optional property CorsConfiguration of a CfnBucket requires a
wrapper of type CfnBucket.CorsConfigurationProperty. Here we are defining
CorsConfiguration ona CfnBucket instance.

var bucket = new CfnBucket(this, "amzn-s3-demo-bucket", new CfnBucketProps

{

BucketName = "amzn-s3-demo-bucket",
CorsConfiguration = new CfnBucket.CorsConfigurationProperty
{

CorsRules = new object[] {
new CfnBucket.CorsRuleProperty

{

AllowedOrigins = new string[] { "*" },
AllowedMethods = new string[] { "GET" 3},

1)
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Go

In Go, these types are named using the name of the L1 construct, an underscore, and the
property name. For example, the optional property CorsConfiguration of a CfnBucket
requires a wrapper of type CfnBucket_CorsConfigurationProperty. Here we are defining
CorsConfiguration on a CfnBucket instance.

awss3.NewCfnBucket(stack, jsii.String("amzn-s3-demo-bucket"),
&awss3.CfnBucketProps{
BucketName: jsii.String("amzn-s3-demo-bucket"),
CorsConfiguration: &awss3.CfnBucket_CorsConfigurationProperty{
CorsRules: [Jawss3.CorsRule{
awss3.CorsRule{
AllowedOrigins: jsii.Strings("*"),
AllowedMethods: &[Jawss3.HttpMethods{"GET"},
1,
.
},
1)

/A Important

You can't use L2 property types with L1 constructs, or vice versa. When working with L1
constructs, always use the types defined for the L1 construct you're using. Do not use types
from other L1 constructs (some may have the same name, but they are not the same type).
Some of our language-specific API references currently have errors in the paths to L1
property types, or don't document these classes at all. We hope to fix this soon. In the
meantime, remember that such types are always inner classes of the L1 construct they are
used with.

Working with L2 constructs

In the following example, we define an Amazon S3 bucket by creating an object from the Bucket
L2 construct:
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Example

TypeScript

import * as s3 from 'aws-cdk-lib/aws-s3';

// "this" is HelloCdkStack
new s3.Bucket(this, 'MyFirstBucket', {
versioned: true

1)
JavaScript

const s3 = require('aws-cdk-1lib/aws-s3');

// "this" is HelloCdkStack
new s3.Bucket(this, 'MyFirstBucket',6 {
versioned: true

1)
Python

import aws_cdk.aws_s3 as s3

# "self" is HelloCdkStack
s3.Bucket(self, "MyFirstBucket", versioned=True)

Java

import software.amazon.awscdk.services.s3.*;

public class HelloCdkStack extends Stack {
public HelloCdkStack(final Construct scope, final String id) {
this(scope, id, null);

public HelloCdkStack(final Construct scope, final String id, final StackProps
props) {
super(scope, id, props);

Bucket.Builder.create(this, "MyFirstBucket")
.versioned(true).build();
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}
}
CH
using Amazon.CDK.AWS.S3;
// "this" is HelloCdkStack
new Bucket(this, "MyFirstBucket", new BucketProps
{
Versioned = true
1)
Go
import (

"github.com/aws/aws-cdk-go/awscdk/v2/awss3"
"github.com/aws/jsii-runtime-go"

)

// stack is HelloCdkStack
awss3.NewBucket(stack, jsii.String("MyFirstBucket"), &awss3.BucketProps{
Versioned: jsii.Bool(true),

1)

MyFirstBucket is not the name of the bucket that AWS CloudFormation creates. It is a logical
identifier given to the new construct within the context of your CDK app. The physicalName value
will be used to name the AWS CloudFormation resource.

Working with third-party constructs

Construct Hub is a resource to help you discover additional constructs from AWS, third parties, and

the open-source CDK community.
Writing your own constructs

In addition to using existing constructs, you can also write your own constructs and let anyone use
them in their apps. All constructs are equal in the AWS CDK. Constructs from the AWS Construct
Library are treated the same as a construct from a third-party library published via NPM, Maven,
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or PyPI. Constructs published to your company’s internal package repository are also treated in the
same way.

To declare a new construct, create a class that extends the Construct base class, in the
constructs package, then follow the pattern for initializer arguments.

The following example shows how to declare a construct that represents an Amazon S3 bucket.
The S3 bucket sends an Amazon Simple Notification Service (Amazon SNS) notification every time
someone uploads a file into it.

Example

TypeScript

export interface NotifyingBucketProps {
prefix?: string;

}

export class NotifyingBucket extends Construct {
constructor(scope: Construct, id: string, props: NotifyingBucketProps = {}) {
super(scope, id);
const bucket = new s3.Bucket(this, 'bucket');
const topic = new sns.Topic(this, 'topic');
bucket.addObjectCreatedNotification(new s3notify.SnsDestination(topic),
{ prefix: props.prefix });

JavaScript

class NotifyingBucket extends Construct {
constructor(scope, id, props = {}) {
super(scope, id);
const bucket = new s3.Bucket(this, 'bucket');
const topic = new sns.Topic(this, 'topic');
bucket.addObjectCreatedNotification(new s3notify.SnsDestination(topic),
{ prefix: props.prefix });

module.exports = { NotifyingBucket }
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Python

class NotifyingBucket(Construct):

def __init_ (self, scope: Construct, id: str, *, prefix=None):
super().__init_ (scope, id)
bucket = s3.Bucket(self, "bucket")
topic = sns.Topic(self, "topic")
bucket.add_object_created_notification(s3notify.SnsDestination(topic),
s3.NotificationKeyFilter(prefix=prefix))

Java

public class NotifyingBucket extends Construct {

public NotifyingBucket(final Construct scope, final String id) {
this(scope, id, null, null);

public NotifyingBucket(final Construct scope, final String id, final BucketProps

props) {
this(scope, id, props, null);

public NotifyingBucket(final Construct scope, final String id, final String
prefix) {
this(scope, id, null, prefix);

public NotifyingBucket(final Construct scope, final String id, final BucketProps
props, final String prefix) {
super(scope, id);

Bucket bucket = new Bucket(this, "bucket");
Topic topic = new Topic(this, "topic");
if (prefix != null)
bucket.addObjectCreatedNotification(new SnsDestination(topic),
NotificationKeyFilter.buildexr().prefix(prefix).build());
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CH#

Go

public class NotifyingBucketProps : BucketProps

{
public string Prefix { get; set; }

public class NotifyingBucket : Construct
{
public NotifyingBucket(Construct scope, string id, NotifyingBucketProps props =
null) : base(scope, id)
{
var bucket = new Bucket(this, "bucket");
var topic = new Topic(this, "topic");
bucket.AddObjectCreatedNotification(new SnsDestination(topic), new
NotificationKeyFilter
{
Prefix = props?.Prefix

1)

type NotifyingBucketProps struct {
awss3.BucketProps
Prefix *string

}

func NewNotifyingBucket(scope constructs.Construct, id *string, props
*NotifyingBucketProps) awss3.Bucket {
var bucket awss3.Bucket
if props == nil {
bucket = awss3.NewBucket(scope, jsii.String(*id+"Bucket"), nil)
} else {
bucket = awss3.NewBucket(scope, jsii.String(*id+"Bucket"), &props.BucketProps)
}
topic := awssns.NewTopic(scope, jsii.String(*id+"Topic"), nil)
if props == nil {
bucket.AddObjectCreatedNotification(awss3notifications.NewSnsDestination(topic))
} else {
bucket.AddObjectCreatedNotification(awss3notifications.NewSnsDestination(topic),
&awss3.NotificationKeyFilter{
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Prefix: props.Prefix,
D)
}

return bucket

}

(@ Note

Our NotifyingBucket construct inherits not from Bucket but rather from Construct.
We are using composition, not inheritance, to bundle an Amazon S3 bucket and an Amazon

SNS topic together. In general, composition is preferred over inheritance when developing

AWS CDK constructs.

The NotifyingBucket constructor has a typical construct signature: scope, id, and props. The
last argument, props, is optional (gets the default value {}) because all props are optional. (The
base Construct class does not take a props argument.) You could define an instance of this

construct in your app without props, for example:

Example

TypeScript

new NotifyingBucket(this, 'MyNotifyingBucket');

JavaScript

new NotifyingBucket(this, 'MyNotifyingBucket');

Python

NotifyingBucket(self, "MyNotifyingBucket")

Java

new NotifyingBucket(this, "MyNotifyingBucket");
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CH#

new NotifyingBucket(this, "MyNotifyingBucket");

Go

NewNotifyingBucket(stack, jsii.String("MyNotifyingBucket"), nil)

Or you could use props (in Java, an additional parameter) to specify the path prefix to filter on, for
example:

Example

TypeScript

new NotifyingBucket(this, 'MyNotifyingBucket',6 { prefix: 'images/' });
JavaScript

new NotifyingBucket(this, 'MyNotifyingBucket',6 { prefix: 'images/' });
Python

NotifyingBucket(self, "MyNotifyingBucket", prefix="images/")
Java

new NotifyingBucket(this, "MyNotifyingBucket", "/images");
C#

new NotifyingBucket(this, "MyNotifyingBucket", new NotifyingBucketProps
{
Prefix = "/images"

1)
Go

NewNotifyingBucket(stack, jsii.String("MyNotifyingBucket"), &NotifyingBucketProps{
Prefix: jsii.String("images/"),
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1)

Typically, you would also want to expose some properties or methods on your constructs. It's not
very useful to have a topic hidden behind your construct, because users of your construct aren’t
able to subscribe to it. Adding a topic property lets consumers access the inner topic, as shown in
the following example:

Example

TypeScript

export class NotifyingBucket extends Construct {
public readonly topic: sns.Topic;

constructor(scope: Construct, id: string, props: NotifyingBucketProps) {
super(scope, id);
const bucket = new s3.Bucket(this, 'bucket');
this.topic = new sns.Topic(this, 'topic');
bucket.addObjectCreatedNotification(new s3notify.SnsDestination(this.topic),
{ prefix: props.prefix });
}

JavaScript

class NotifyingBucket extends Construct {

constructor(scope, id, props) {
super(scope, id);
const bucket = new s3.Bucket(this, 'bucket');
this.topic = new sns.Topic(this, 'topic');
bucket.addObjectCreatedNotification(new s3notify.SnsDestination(this.topic),
{ prefix: props.prefix });
}

module.exports = { NotifyingBucket };

Python

class NotifyingBucket(Construct):
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def __init_ (self, scope: Construct, id: str, *, prefix=None, **kwargs):
super().__init_ (scope, id)
bucket = s3.Bucket(self, "bucket")
self.topic = sns.Topic(self, "topic")
bucket.add_object_created_notification(s3notify.SnsDestination(self.topic),
s3.NotificationKeyFilter(prefix=prefix))

Java

public class NotifyingBucket extends Construct {
public Topic topic = null;

public NotifyingBucket(final Construct scope, final String id) {
this(scope, id, null, null);

public NotifyingBucket(final Construct scope, final String id, final BucketProps

props) {
this(scope, id, props, null);

public NotifyingBucket(final Construct scope, final String id, final String
prefix) {
this(scope, id, null, prefix);

public NotifyingBucket(final Construct scope, final String id, final BucketProps
props, final String prefix) {
super(scope, id);

Bucket bucket = new Bucket(this, "bucket");
topic = new Topic(this, "topic");
if (prefix != null)
bucket.addObjectCreatedNotification(new SnsDestination(topic),
NotificationKeyFilter.builder().prefix(prefix).build());

CH#

public class NotifyingBucket : Construct
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{

public readonly Topic topic;

public NotifyingBucket(Construct scope, string id, NotifyingBucketProps props =
null) : base(scope, id)
{
var bucket = new Bucket(this, "bucket");
topic = new Topic(this, "topic");
bucket.AddObjectCreatedNotification(new SnsDestination(topic), new
NotificationKeyFilter
{
Prefix = props?.Prefix

1)

Go

To do this in Go, we'll need a little extra plumbing. Our original NewNotifyingBucket
function returned an awss3.Bucket. We'll need to extend Bucket to include a topic member
by creating a NotifyingBucket struct. Our function will then return this type.

type NotifyingBucket struct {
awss3.Bucket
topic awssns.Topic

}

func NewNotifyingBucket(scope constructs.Construct, id *string, props
*NotifyingBucketProps) NotifyingBucket {

var bucket awss3.Bucket

if props == nil {
bucket = awss3.NewBucket(scope, jsii.String(*id+"Bucket"), nil)

} else {

bucket = awss3.NewBucket(scope, jsii.String(*id+"Bucket"), &props.BucketProps)
}

topic := awssns.NewTopic(scope, jsii.String(*id+"Topic"), nil)

if props == nil {
bucket.AddObjectCreatedNotification(awss3notifications.NewSnsDestination(topic))
} else {
bucket.AddObjectCreatedNotification(awss3notifications.NewSnsDestination(topic),
&awss3.NotificationKeyFilter{
Prefix: props.Prefix,

1)
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}

var nbucket NotifyingBucket
nbucket.Bucket = bucket
nbucket.topic = topic
return nbucket

Now, consumers can subscribe to the topic, for example:
Example

TypeScript
const queue = new sqs.Queue(this, 'NewImagesQueue');
const images = new NotifyingBucket(this, '/images');
images.topic.addSubscription(new sns_sub.SqsSubscription(queue));
JavaScript
const queue = new sqgs.Queue(this, 'NewImagesQueue');

const images = new NotifyingBucket(this, '/images');
images.topic.addSubscription(new sns_sub.SgsSubscription(queue));

Python

queue = sqgs.Queue(self, "NewImagesQueue'")
images = NotifyingBucket(self, prefix="Images")
images.topic.add_subscription(sns_sub.SqsSubscription(queue))

Java

NotifyingBucket images = new NotifyingBucket(this, "MyNotifyingBucket", "/images");

images.topic.addSubscription(new SqsSubscription(queue));

CH

var queue = new Queue(this, "NewImagesQueue");

var images = new NotifyingBucket(this, "MyNotifyingBucket", new NotifyingBucketProps

{
Prefix = "/images"

1)
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images.topic.AddSubscription(new SgsSubscription(queue));

Go

queue := awssqs.NewQueue(stack, jsii.String("NewImagesQueue"), nil)

images := NewNotifyingBucket(stack, jsii.String("MyNotifyingBucket"),

&NotifyingBucketProps{

Prefix: jsii.String("/images"),

b

images.topic.AddSubscription(awssnssubscriptions.NewSqsSubscription(queue, nil))
Learn more

The following video provides a comprehensive overview of CDK constructs, and explains how you
can use them in your CDK apps.

Environments for the AWS CDK

An environment consists of the AWS account and AWS Region that you deploy an AWS Cloud
Development Kit (AWS CDK) stack to.

AWS account

When you create an AWS account, you receive an account ID. This ID is a 12-digit number, such
as 012345678901, that uniquely identifies your account. To learn more, see View AWS account
identifiers in the AWS Account Management Reference Guide.

AWS Region

AWS Regions are named by using a combination of geographical location and a number that
represents an Availability Zone in the Region. For example, us-east-1 represents an Availability
Zone in the US East (N. Virginia) Region. To learn more about AWS Regions, see Regions and
Availability Zones. For a list of Region codes, see Regional endpoints in the AWS General
Reference Reference Guide.

The AWS CDK can determine environments from your credentials and configuration files. These
files can be created and managed with the AWS Command Line Interface (AWS CLI). The following
is a basic example of these files:
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Credentials file

[default]
aws_access_key_id=ASTAIOSFODNN7EXAMPLE
aws_secret_access_key=wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

aws_session_token =
IQ0JIb3JpZ21uX2IQoIb3IpZ21uX2IQoIb3]IpZ21uX2IQoIb3IpZ21uX2IQoIb3IpZVERYLONGSTRINGEXAMPLE

[userl]
aws_access_key_id=ASTAI44QH8DHBEXAMPLE
aws_secret_access_key=je7MtGbClwBF/2Zp9Utk/h3yCo8nvbEXAMPLEKEY

aws_session_token =
fcZib3IpZ21uX2I1QoIb3JpZ21uX2IQolb3IpZ21uX2IQoIb3IpZ21uX2IQoIb3IpZVERYLONGSTRINGEXAMPLE

Configuration file

[default]
region=us-west-2
output=json

[profile userl]
region=us-east-1
output=text

You can pass environment information from these files in your CDK code through environment
variables that are provided by the CDK. When you run a CDK CLI command, such as cdk deploy,
you then provide the profile from your credentials and configuration files to gather environment
information from.

The following is an example of specifying these environment variables in your CDK code:

new MyDevStack(app, 'dev', {
env: {
account: process.env.CDK_DEFAULT_ACCOUNT,
region: process.env.CDK_DEFAULT_REGION

13);

The following is an example of passing values associated with the userl profile from your
credentials and configuration files to the CDK CLI using the --profile option. Values from these
files will be passed to your environment variables:
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$ cdk deploy <myStack> --profile <userl>

Instead of using values from the credentials and configuration files, you can also hard-code
environment values in your CDK code. The following is an example:

const enveEU = { account: '238383838383', region: 'eu-west-1' };
const envUSA = { account: '837873873873', region: 'us-west-2' };

new MyFirstStack(app, 'first-stack-us', { env: envUSA });
new MyFirstStack(app, 'first-stack-eu', { env: envkEU });

Learn more

To get started with using environments with the AWS CDK, see Configure environments to use with
the AWS CDK.

AWS CDK bootstrapping

Bootstrapping is the process of preparing your AWS environment for usage with the AWS Cloud
Development Kit (AWS CDK). Before you deploy a CDK stack into an AWS environment, the
environment must first be bootstrapped.

What is bootstrapping?

Bootstrapping prepares your AWS environment by provisioning specific AWS resources in your
environment that are used by the AWS CDK. These resources are commonly referred to as your
bootstrap resources. They include the following:

« Amazon Simple Storage Service (Amazon S3) bucket — Used to store your CDK project files,
such as AWS Lambda function code and assets.

« Amazon Elastic Container Registry (Amazon ECR) repository — Used primarily to store Docker
images.

o AWS Identity and Access Management (IAM) roles — Configured to grant permissions needed by
the AWS CDK to perform deployments. For more information about the IAM roles created during
bootstrapping, see IAM roles created during bootstrapping.
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How does bootstrapping work?

Resources and their configuration that are used by the CDK are defined in an AWS CloudFormation
template. This template is created and managed by the CDK team. For the latest version of this
template, see bootstrap-template.yaml in the aws-cdk-cli GitHub repository.

To bootstrap an environment, you use the AWS CDK Command Line Interface (AWS CDK CLI) cdk
bootstrap command. The CDK CLI retrieves the template and deploys it to AWS CloudFormation
as a stack, known as the bootstrap stack. By default, the stack name is CDKToolkit. By deploying
this template, CloudFormation provisions the resources in your environment. After deployment,
the bootstrap stack will appear in the AWS CloudFormation console of your environment.

You can also customize bootstrapping by modifying the template or by using CDK CLI options with
the cdk bootstrap command.

AWS environments are independent. Each environment that you want to use with the AWS CDK
must first be bootstrapped.

Learn more

For instructions on bootstrapping your environment, see Bootstrap your environment for use with
the AWS CDK.

Resources and the AWS CDK

Resources are what you configure to use AWS services in your applications. Resources are a feature
of AWS CloudFormation. By configuring resources and their properties in a AWS CloudFormation
template, you can deploy to AWS CloudFormation to provision your resources. With the AWS Cloud
Development Kit (AWS CDK), you can configure resources through constructs. You then deploy
your CDK app, which involves synthesizing a AWS CloudFormation template and deploying to AWS
CloudFormation to provision your resources.

Configuring resources using constructs

As described in AWS CDK Constructs, the AWS CDK provides a rich class library of constructs, called
constructs, that represent all AWS resources.

To create an instance of a resource using its corresponding construct, pass in the scope as the
first argument, the logical ID of the construct, and a set of configuration properties (props).
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For example, here's how to create an Amazon SQS queue with AWS KMS encryption using the
sgs . Queue construct from the AWS Construct Library.

Example

TypeScript

import * as sqs from '@aws-cdk/aws-sqgs';
new sqgs.Queue(this, 'MyQueue', {

encryption: sqs.QueueEncryption.KMS_MANAGED
1)

JavaScript

const sqs = require('@aws-cdk/aws-sqs');
new sgs.Queue(this, 'MyQueue', {

encryption: sqs.QueueEncryption.KMS_MANAGED
1)

Python

import aws_cdk.aws_sqs as sqgs

sgs.Queue(self, "MyQueue", encryption=sqs.QueueEncryption.KMS_MANAGED)
Java

import software.amazon.awscdk.services.sqgs.*;

Queue.Builder.create(this, "MyQueue").encryption(
QueueEncryption.KMS_MANAGED).build();

CH#

using Amazon.CDK.AWS.SQS;

new Queue(this, "MyQueue", new QueueProps
{
Encryption = QueueEncryption.KMS_MANAGED
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1)

Go

import (
"github.com/aws/aws-cdk-go/awscdk/v2"
"github.com/aws/jsii-runtime-go"
sqs "github.com/aws/aws-cdk-go/awscdk/v2/awssqgs"
)

sqgs.NewQueue(stack, jsii.String("MyQueue"), &sqs.QueueProps{
Encryption: sqgs.QueueEncryption_KMS_MANAGED,

D

Some configuration props are optional, and in many cases have default values. In some cases, all
props are optional, and the last argument can be omitted entirely.

Resource attributes

Most resources in the AWS Construct Library expose attributes, which are resolved at deployment
time by AWS CloudFormation. Attributes are exposed in the form of properties on the resource
classes with the type name as a prefix. The following example shows how to get the URL of an
Amazon SQS queue using the queueUrl (Python: queue_url) property.

Example
TypeScript
import * as sqs from 'Eaws-cdk/aws-sqgs';

const queue = new sqgs.Queue(this, 'MyQueue');
const url = queue.queueUrl; // => A string representing a deploy-time value

JavaScript

const sqs require('@aws-cdk/aws-sqs');

const queue = new sqgs.Queue(this, 'MyQueue');
const url = queue.queueUrl; // => A string representing a deploy-time value
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Python

import aws_cdk.aws_sqs as sqgs

queue = sqgs.Queue(self, "MyQueue")
url = queue.queue_url # => A string representing a deploy-time value

Java

Queue queue = new Queue(this, "MyQueue");
String url = queue.getQueuelUrl(); // => A string representing a deploy-time value

CH#

var queue = new Queue(this, "MyQueue");
var url = queue.QueueUrl; // => A string representing a deploy-time value

Go

import (
"github.com/aws/aws-cdk-go/awscdk/v2"
"github.com/aws/jsii-runtime-go"
sqs "github.com/aws/aws-cdk-go/awscdk/v2/awssqgs"

)
queue := sqgs.NewQueue(stack, jsii.String("MyQueue"), &sqs.QueueProps{})
url := queue.QueueUrl() // => A string representing a deploy-time value

See Tokens and the AWS CDK for information about how the AWS CDK encodes deploy-time
attributes as strings.

Referencing resources

When configuring resources, you will often have to reference properties of another resource. The
following are examples:

« An Amazon Elastic Container Service (Amazon ECS) resource requires a reference to the cluster
on which it runs.

« An Amazon CloudFront distribution requires a reference to the Amazon Simple Storage Service
(Amazon S3) bucket containing the source code.
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You can reference resources in any of the following ways:

» By passing a resource defined in your CDK app, either in the same stack or in a different one

» By passing a proxy object referencing a resource defined in your AWS account, created from a
unique identifier of the resource (such as an ARN)

If the property of a construct represents a construct for another resource, its type is that of the
interface type of the construct. For example, the Amazon ECS construct takes a property cluster
of type ecs.ICluster. Another example, is the CloudFront distribution construct that takes a
property sourceBucket (Python: source_bucket) of type s3.IBucket.

You can directly pass any resource object of the proper type defined in the same AWS CDK app.
The following example defines an Amazon ECS cluster and then uses it to define an Amazon ECS
service.

Example
TypeScript

const cluster = new ecs.Cluster(this, 'Cluster', { /*...*/ });

const service = new ecs.Ec2Service(this, 'Service', { cluster: cluster });
JavaScript

const cluster = new ecs.Cluster(this, 'Cluster', { /*...*/ });

const service = new ecs.Ec2Service(this, 'Service', { cluster: cluster });

Python

cluster ecs.Cluster(self, "Cluster")

service = ecs.Ec2Service(self, "Service", cluster=cluster)

Java

Cluster cluster = new Cluster(this, "Cluster");
Ec2Service service = new Ec2Service(this, "Service",
new Ec2ServiceProps.Builder().cluster(cluster).build());
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CH#

var cluster = new Cluster(this, "Cluster");
var service new Ec2Service(this, "Service", new Ec2ServiceProps { Cluster =
cluster 1});

Go
import (
"github.com/aws/aws-cdk-go/awscdk/v2"
"github.com/aws/jsii-runtime-go"
ecs "github.com/aws/aws-cdk-go/awscdk/v2/awsecs"
)
cluster := ecs.NewCluster(stack, jsii.String("MyCluster"), &ecs.ClusterProps{})
service := ecs.NewEc2Service(stack, jsii.String("MyService"), &ecs.Ec2ServiceProps{
Cluster: cluster,
b

Referencing resources in a different stack

You can refer to resources in a different stack as long as they are defined in the same app and are
in the same AWS environment. The following pattern is generally used:

« Store a reference to the construct as an attribute of the stack that produces the resource. (To get
a reference to the current construct’s stack, use Stack.of(this).)

» Pass this reference to the constructor of the stack that consumes the resource as a parameter or
a property. The consuming stack then passes it as a property to any construct that needs it.

The following example defines a stack stack1l. This stack defines an Amazon S3 bucket and stores
a reference to the bucket construct as an attribute of the stack. Then the app defines a second
stack, stack2, which accepts a bucket at instantiation. stack2 might, for example, define an AWS
Glue Table that uses the bucket for data storage.

Example

TypeScript

const prod = { account: '123456789012', region: 'us-east-1' };
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const stackl = new StackThatProvidesABucket(app, 'Stackl', { env: prod });
// stack2 will take a property { bucket: IBucket }
const stack2 = new StackThatExpectsABucket(app, 'Stack2', {

bucket: stackl.bucket,

env: prod

1)

JavaScript

const prod = { account: '123456789012', region: 'us-east-1' };

const stackl = new StackThatProvidesABucket(app, 'Stackl', { env: prod });
// stack2 will take a property { bucket: IBucket }

const stack2 = new StackThatExpectsABucket(app, 'Stack2',6 {

bucket: stackl.bucket,
env: prod

1});

Python

prod = core.Environment(account="123456789012", region="us-east-1")
stackl = StackThatProvidesABucket(app, "Stackl", env=prod)

# stack2 will take a property "bucket"
stack2 = StackThatExpectsABucket(app, "Stack2", bucket=stackl.bucket, env=prod)

Java

// Helper method to build an environment
static Environment makeEnv(String account, String region) {
return Environment.builder().account(account).region(region)
.build();

App app = new App();

Environment prod = makeEnv("123456789012", "us-east-1");
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StackThatProvidesABucket stackl = new StackThatProvidesABucket(app, "Stackl",
StackProps.builder().env(prod).build());

// stack2 will take an argument "bucket"
StackThatExpectsABucket stack2 = new StackThatExpectsABucket(app, "Stack,",
StackProps.builder().env(prod).build(), stackl.bucket);

CH

Amazon.CDK.Environment makeEnv(string account, string region)

{

return new Amazon.CDK.Environment { Account = account, Region = region };

var prod = makeEnv(account: "123456789012", region: "us-east-1");

var stackl = new StackThatProvidesABucket(app, "Stackl", new StackProps { Env =
prod });

// stack2 will take a property "bucket"
var stack2 = new StackThatExpectsABucket(app, "Stack2", new StackProps { Env = prod,
bucket = stackl.Bucket});

If the AWS CDK determines that the resource is in the same environment, but in a different
stack, it automatically synthesizes AWS CloudFormation exports in the producing stack and an
Fn::ImportValue in the consuming stack to transfer that information from one stack to the
other.

Resolving dependency deadlocks

Referencing a resource from one stack in a different stack creates a dependency between the two
stacks. This makes sure that they're deployed in the right order. After the stacks are deployed, this
dependency is concrete. After that, removing the use of the shared resource from the consuming
stack can cause an unexpected deployment failure. This happens if there is another dependency
between the two stacks that force them to be deployed in the same order. It can also happen
without a dependency if the producing stack is simply chosen by the CDK Toolkit to be deployed
first. The AWS CloudFormation export is removed from the producing stack because it's no longer
needed, but the exported resource is still being used in the consuming stack because its update is
not yet deployed. Therefore, deploying the producer stack fails.
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To break this deadlock, remove the use of the shared resource from the consuming stack. (This
removes the automatic export from the producing stack.) Next, manually add the same export

to the producing stack using exactly the same logical ID as the automatically generated export.
Remove the use of the shared resource in the consuming stack and deploy both stacks. Then,
remove the manual export (and the shared resource if it's no longer needed) and deploy both
stacks again. The stack’s exportValue() method is a convenient way to create the manual export
for this purpose. (See the example in the linked method reference.)

Referencing resources in your AWS account

Suppose you want to use a resource already available in your AWS account in your AWS CDK

app. This might be a resource that was defined through the console, an AWS SDK, directly with
AWS CloudFormation, or in a different AWS CDK application. You can turn the resource’s ARN (or
another identifying attribute, or group of attributes) into a proxy object. The proxy object serves as
a reference to the resource by calling a static factory method on the resource’s class.

When you create such a proxy, the external resource does not become a part of your AWS CDK
app. Therefore, changes you make to the proxy in your AWS CDK app do not affect the deployed
resource. The proxy can, however, be passed to any AWS CDK method that requires a resource of
that type.

The following example shows how to reference a bucket based on an existing bucket with the ARN
arn:aws:s3:::amzn-s3-demo-bucketl, and an Amazon Virtual Private Cloud based on an
existing VPC having a specific ID.

Example

TypeScript

// Construct a proxy for a bucket by its name (must be same account)
s3.Bucket.fromBucketName(this, 'MyBucket', 'amzn-s3-demo-bucketl');

// Construct a proxy for a bucket by its full ARN (can be another account)
s3.Bucket.fromBucketArn(this, 'MyBucket', 'arn:aws:s3:::amzn-s3-demo-bucketl');

// Construct a proxy for an existing VPC from its attribute(s)
ec2.Vpc.fromVpcAttributes(this, 'MyVpc', {

vpcId: 'vpc-1234567890abcde’,
19F
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JavaScript

// Construct a proxy for a bucket by its name (must be same account)
s3.Bucket.fromBucketName(this, 'MyBucket', 'amzn-s3-demo-bucketl');

// Construct a proxy for a bucket by its full ARN (can be another account)

s3.Bucket.fromBucketArn(this, 'MyBucket', 'arn:aws:s3:::amzn-s3-demo-bucketl');

// Construct a proxy for an existing VPC from its attribute(s)
ec2.Vpc.fromVpcAttributes(this, 'MyVpc', {

vpcId: 'vpc-1234567890abcde’
1)

Python

# Construct a proxy for a bucket by its name (must be same account)
s3.Bucket.from_bucket_name(self, "MyBucket", "amzn-s3-demo-bucketl")

# Construct a proxy for a bucket by its full ARN (can be another account)

s3.Bucket.from_bucket_arn(self, "MyBucket", "arn:aws:s3:::amzn-s3-demo-bucketl")

# Construct a proxy for an existing VPC from its attribute(s)
ec2.Vpc.from_vpc_attributes(self, "MyVpc", vpc_id="vpc-1234567890abcdef")

Java

// Construct a proxy for a bucket by its name (must be same account)
Bucket.fromBucketName(this, "MyBucket", "amzn-s3-demo-bucketl");

// Construct a proxy for a bucket by its full ARN (can be another account)
Bucket.fromBucketArn(this, "MyBucket",
"arn:aws:s3:::amzn-s3-demo-bucketl");

// Construct a proxy for an existing VPC from its attribute(s)

Vpc.fromVpcAttributes(this, "MyVpc", VpcAttributes.builder()
.vpcId("vpc-1234567890@abcdef").build());

CH#

// Construct a proxy for a bucket by its name (must be same account)
Bucket.FromBucketName(this, "MyBucket", "amzn-s3-demo-bucketl");
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// Construct a proxy for a bucket by its full ARN (can be another account)
Bucket.FromBucketArn(this, "MyBucket", "arn:aws:s3:::amzn-s3-demo-bucketl");

// Construct a proxy for an existing VPC from its attribute(s)
Vpc.FromVpcAttributes(this, "MyVpc", new VpcAttributes
{

VpcId = "vpc-1234567890Qabcdef"

1)
Go

// Define a proxy for a bucket by its name (must be same account)
s3.Bucket_FromBucketName(stack, jsii.String("MyBucket"), jsii.String("amzn-s3-demo-
bucketl1"))

// Define a proxy for a bucket by its full ARN (can be another account)
s3.Bucket_FromBucketArn(stack, jsii.String("MyBucket"),
jsii.String("arn:aws:s3:::amzn-s3-demo-bucketl"))

// Define a proxy for an existing VPC from its attributes

ec2.Vpc_FromVpcAttributes(stack, jsii.String("MyVpc"), &ec2.VpcAttributes{
VpcId: jsii.String("vpc-1234567890@abcde"),

)

Let's take a closer look at the Vpc. fromLookup( ) method. Because the ec2.Vpc construct is

complex, there are many ways you might want to select the VPC to be used with your CDK app. To
address this, the VPC construct has a fromLookup static method (Python: from_lookup) that lets
you look up the desired Amazon VPC by querying your AWS account at synthesis time.

To use Vpc.fromLookup( ), the system that synthesizes the stack must have access to the account
that owns the Amazon VPC. This is because the CDK Toolkit queries the account to find the right
Amazon VPC at synthesis time.

Furthermore, Vpc. fromLookup () works only in stacks that are defined with an explicit account
and region (see Environments for the AWS CDK). If the AWS CDK tries to look up an Amazon VPC
from an environment-agnostic stack, the CDK Toolkit doesn't know which environment to query to
find the VPC.

You must provide Vpc . fromLookup( ) attributes sufficient to uniquely identify a VPC in your AWS
account. For example, there can only ever be one default VPC, so it's sufficient to specify the VPC
as the default.
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Example

TypeScript

ec2.Vpc.fromLookup(this, 'DefaultVpc', {
isDefault: true

1)
JavaScript

ec2.Vpc.fromLookup(this, 'DefaultVpc', {
isDefault: true

1)
Python

ec2.Vpc.from_lookup(self, "DefaultVpc", is_default=True)
Java

Vpc.fromLookup(this, "DefaultVpc", VpcLookupOptions.builder()
.isDefault(true).build());

Cc#
Vpc.FromLookup(this, id = "DefaultVpc", new VpcLookupOptions { IsDefault = true });
Go

ec2.Vpc_FromLookup(this, jsii.String("DefaultVpc"), &ec2.VpclLookupOptions{
IsDefault: jsii.Bool(true),

1)

You can also use the tags property to query for VPCs by tag. You can add tags to the Amazon
VPC at the time of its creation by using AWS CloudFormation or the AWS CDK. You can edit tags
at any time after creation by using the AWS Management Console, the AWS CLI, or an AWS SDK.
In addition to any tags you add yourself, the AWS CDK automatically adds the following tags to all
VPCs it creates.
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« Name - The name of the VPC.
« aws-cdk:subnet-name - The name of the subnet.

« aws-cdk:subnet-type — The type of the subnet: Public, Private, or Isolated.

Example

TypeScript

ec2.Vpc.fromLookup(this, 'PublicVpc',
{tags: {'aws-cdk:subnet-type': "Public"}});

JavaScript

ec2.Vpc.fromLookup(this, 'PublicVpc',
{tags: {'aws-cdk:subnet-type': "Public"}});

Python

ec2.Vpc.from_lookup(self, "PublicVpc",
tags={"aws-cdk:subnet-type": "Public"})

Java

Vpc.fromLookup(this, "PublicVpc", VpcLookupOptions.builder()
.tags(java.util.Map.of("aws-cdk:subnet-type", "Public")) // Java 9 or later

.build());
C#
Vpc.FromLookup(this, id: "PublicVpc", new VpclLookupOptions
{
Tags = new Dictionary<string, string> { ["aws-cdk:subnet-type"] = "Public" }
1)
Go

ec2.Vpc_FromLookup(this, jsii.String("DefaultVpc"), &ec2.VpcLookupOptions{
Tags: &map[string]*string{"aws-cdk:subnet-type": jsii.String("Public")},
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1)

Results of Vpc.fromLookup() are cached in the project's cdk.context. json file. (See Context
values and the AWS CDK.) Commit this file to version control so that your app will continue to
refer to the same Amazon VPC. This works even if you later change the attributes of your VPCs in
a way that would result in a different VPC being selected. This is particularly important if you're
deploying the stack in an environment that doesn’t have access to the AWS account that defines
the VPC, such as CDK Pipelines.

Although you can use an external resource anywhere you'd use a similar resource defined in your
AWS CDK app, you cannot modify it. For example, calling addToResourcePolicy (Python:
add_to_resource_policy) on an external s3.Bucket does nothing.

Resource physical names

The logical names of resources in AWS CloudFormation are different from the names of resources
that are shown in the AWS Management Console after they're deployed by AWS CloudFormation.
The AWS CDK calls these final names physical names.

For example, AWS CloudFormation might create the Amazon S3 bucket with the logical
ID Stack2MyBucket4DD88B4F and the physical name stack2MyBucket4dd88b4f -
iuvlrbv9z3to.

You can specify a physical name when creating constructs that represent resources by using the
property <resourceType>Name. The following example creates an Amazon S3 bucket with the
physical name amzn-s3-demo-bucket.

Example

TypeScript

const bucket new s3.Bucket(this, 'MyBucket', {

bucketName: 'amzn-s3-demo-bucket',

1)

JavaScript

const bucket new s3.Bucket(this, 'MyBucket', {
bucketName: 'amzn-s3-demo-bucket'
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1)

Python
bucket = s3.Bucket(self, "MyBucket", bucket_name="amzn-s3-demo-bucket")
Java

Bucket bucket = Bucket.Builder.create(this, '"MyBucket")
.bucketName("amzn-s3-demo-bucket").build();

CH#

var bucket = new Bucket(this, "MyBucket", new BucketProps { BucketName = "amzn-s3-
demo-bucket" 1});

Go

bucket := s3.NewBucket(this, jsii.String("MyBucket"), &s3.BucketProps{
BucketName: jsii.String("amzn-s3-demo-bucket"),

1)

Assigning physical names to resources has some disadvantages in AWS CloudFormation. Most
importantly, any changes to deployed resources that require a resource replacement, such as
changes to a resource's properties that are immutable after creation, will fail if a resource has
a physical name assigned. If you end up in that state, the only solution is to delete the AWS
CloudFormation stack, then deploy the AWS CDK app again. See the AWS CloudFormation
documentation for details.

In some cases, such as when creating an AWS CDK app with cross-environment references, physical
names are required for the AWS CDK to function correctly. In those cases, if you don't want to
bother with coming up with a physical name yourself, you can let the AWS CDK name it for you. To
do so, use the special value PhysicalName.GENERATE_IF_NEEDED, as follows.

Example

TypeScript

const bucket = new s3.Bucket(this, 'MyBucket',6 {
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bucketName: core.PhysicalName.GENERATE_IF_NEEDED,
1);

JavaScript

const bucket = new s3.Bucket(this, 'MyBucket', {
bucketName: core.PhysicalName.GENERATE_IF_NEEDED

1)
Python

bucket = s3.Bucket(self, "MyBucket",
bucket_name=core.PhysicalName.GENERATE_IF_NEEDED)

Java

Bucket bucket = Bucket.Builder.create(this, "MyBucket")
.bucketName(PhysicalName.GENERATE_IF_NEEDED).build();

CH

var bucket = new Bucket(this, "MyBucket", new BucketProps
{ BucketName = PhysicalName.GENERATE_IF_NEEDED });

Go

bucket := s3.NewBucket(this, jsii.String("MyBucket"), &s3.BucketProps{
BucketName: awscdk.PhysicalName_GENERATE_IF_NEEDED(),

1

Passing unique resource identifiers

Whenever possible, you should pass resources by reference, as described in the previous section.
However, there are cases where you have no other choice but to refer to a resource by one of its
attributes. Example use cases include the following:

« When you are using low-level AWS CloudFormation resources.

« When you need to expose resources to the runtime components of an AWS CDK application, such
as when referring to Lambda functions through environment variables.
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These identifiers are available as attributes on the resources, such as the following.
Example

TypeScript

bucket.bucketName
lambdaFunc.functionArn
securityGroup.groupAzn

JavaScript

bucket.bucketName
lambdaFunc.functionArn
securityGroup.groupAzn

Python

bucket.bucket_name
lambda_func.function_arn
security_group_azrn

Java

The Java AWS CDK binding uses getter methods for attributes.

bucket.getBucketName()
lambdaFunc.getFunctionAxrn()
securityGroup.getGroupArn()

CH

bucket.BucketName
lambdaFunc.FunctionArn
securityGroup.GroupAzrn

Go

bucket.BucketName()
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fn.FunctionAzrn()

The following example shows how to pass a generated bucket name to an AWS Lambda function.
Example

TypeScript

const bucket = new s3.Bucket(this, 'Bucket');

new lambda.Function(this, 'MyLambda', {
// ...

environment: {
BUCKET_NAME: bucket.bucketName,

}I
1});

JavaScript

const bucket = new s3.Bucket(this, 'Bucket');
new lambda.Function(this, 'MyLambda', {

// ...

environment: {
BUCKET_NAME: bucket.bucketName
}

1)
Python

bucket = s3.Bucket(self, "Bucket")

lambda.Function(self, "MyLambda", environment=dict(BUCKET_NAME=bucket.bucket_name))

Java

final Bucket bucket = new Bucket(this, "Bucket");

Function.Builder.create(this, "MyLambda")
.environment(java.util.Map.of( // Java 9 or later
"BUCKET_NAME", bucket.getBucketName()))
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.build();
c#

var bucket = new Bucket(this, "Bucket");

new Function(this, "MyLambda", new FunctionProps

{

Environment = new Dictionary<string, string>

{
["BUCKET_NAME"] = bucket.BucketName

1)
Go

bucket := s3.NewBucket(this, jsii.String("Bucket"), &s3.BucketProps{})
lambda.NewFunction(this, jsii.String("MyLambda"), &lambda.FunctionProps{
Environment: &map[string]*string{"BUCKET_NAME": bucket.BucketName()},

H

Granting permissions between resources

Higher-level constructs make least-privilege permissions achievable by offering simple, intent-
based APIs to express permission requirements. For example, many L2 constructs offer grant
methods that you can use to grant an entity (such as an IAM role or user) permission to work with
the resource, without having to manually create IAM permission statements.

The following example creates the permissions to allow a Lambda function’s execution role to read
and write objects to a particular Amazon S3 bucket. If the Amazon S3 bucket is encrypted with

an AWS KMS key, this method also grants permissions to the Lambda function’s execution role to
decrypt with the key.

Example

TypeScript

if (bucket.grantReadWrite(func).success) {

// ...
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}

JavaScript

if ( bucket.grantReadWrite(func).success) {
// ...
}

Python

if bucket.grant_read_write(func).success:
# ...

Java

if (bucket.grantReadWrite(func).getSuccess()) {

// ...
}
C#
if (bucket.GrantReadWrite(func).Success)
{
// ...
}
Go

if *bucket.GrantReadWrite(function, nil).Success() {
// ...
}

The grant methods return an iam.Grant object. Use the success attribute of the Grant object
to determine whether the grant was effectively applied (for example, it may not have been applied
on external resources). You can also use the assertSuccess (Python: assert_success) method

of the Grant object to enforce that the grant was successfully applied.

If a specific grant method isn't available for the particular use case, you can use a generic grant
method to define a new grant with a specified list of actions.
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The following example shows how to grant a Lambda function access to the Amazon DynamoDB
CreateBackup action.

Example

TypeScript

table.grant(func, 'dynamodb:CreateBackup');

JavaScript

table.grant(func, 'dynamodb:CreateBackup');

Python

table.grant(func, "dynamodb:CreateBackup")

Java

table.grant(func, "dynamodb:CreateBackup");

C#

table.Grant(func, "dynamodb:CreateBackup");

Go

table := dynamodb.NewTable(this, jsii.String("MyTable"), &dynamodb.TableProps{})
table.Grant(function, jsii.String("dynamodb:CreateBackup"))

Many resources, such as Lambda functions, require a role to be assumed when executing code. A
configuration property enables you to specify an iam.IRole. If no role is specified, the function
automatically creates a role specifically for this use. You can then use grant methods on the
resources to add statements to the role.

The grant methods are built using lower-level APIs for handling with IAM policies. Policies
are modeled as PolicyDocument objects. Add statements directly to roles (or a construct’s
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attached role) using the addToRolePolicy method (Python: add_to_role_policy), or
to a resource’s policy (such as a Bucket policy) using the addToResourcePolicy (Python:
add_to_resource_policy) method.

Resource metrics and alarms

Many resources emit CloudWatch metrics that can be used to set up monitoring dashboards and
alarms. Higher-level constructs have metric methods that let you access the metrics without
looking up the correct name to use.

The following example shows how to define an alarm when the
ApproximateNumberOfMessagesNotVisible of an Amazon SQS queue exceeds 100.

Example

TypeScript

import * as cw from '@aws-cdk/aws-cloudwatch';
import * as sqs from '@aws-cdk/aws-sqgs';
import { Duration } from 'eaws-cdk/core';

const queue = new sqgs.Queue(this, 'MyQueue');

const metric = queue.metricApproximateNumberOfMessagesNotVisible({
label: 'Messages Visible (Approx)',
period: Duration.minutes(5),
// ...

h))5

metric.createAlarm(this, 'TooManyMessagesAlarm', {
comparisonOperator: cw.ComparisonOperator.GREATER_THAN_THRESHOLD,
threshold: 100,
// ...

});

JavaScript

const cw = require('@aws-cdk/aws-cloudwatch');
const sqs = require('@aws-cdk/aws-sqs');
const { Duration } = require('eaws-cdk/core');

const queue = new sqgs.Queue(this, 'MyQueue');
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const metric = queue.metricApproximateNumberOfMessagesNotVisible({
label: 'Messages Visible (Approx)',
period: Duration.minutes(5)
// ...

18

metric.createAlarm(this, 'TooManyMessagesAlarm', {
comparisonOperator: cw.ComparisonOperator.GREATER_THAN_THRESHOLD,
threshold: 100
// ...

1);

Python

import aws_cdk.aws_cloudwatch as cw
import aws_cdk.aws_sqs as sqs
from aws_cdk.core import Duration

queue = sgs.Queue(self, "MyQueue")

metric = queue.metric_approximate_number_of_messages_not_visible(
label="Messages Visible (Approx)",
period=Duration.minutes(5),
# ...

)

metric.create_alarm(self, "TooManyMessagesAlarm",
comparison_operator=cw.ComparisonOperator.GREATER_THAN_THRESHOLD,
threshold=100,
# ...

Java

import software.amazon.awscdk.core.Duration;

import software.amazon.awscdk.services.sqs.Queue;

import software.amazon.awscdk.services.cloudwatch.Metric;

import software.amazon.awscdk.services.cloudwatch.MetricOptions;
import software.amazon.awscdk.services.cloudwatch.CreateAlarmOptions;
import software.amazon.awscdk.services.cloudwatch.ComparisonOperator;

Queue queue = new Queue(this, "MyQueue");

Metric metric = queue
.metricApproximateNumberOfMessagesNotVisible(MetricOptions.builder()
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CH#

Go

.label("Messages Visible (Approx)")
.period(Duration.minutes(5)).build());

metric.createAlarm(this, "TooManyMessagesAlarm", CreateAlarmOptions.builder()
.comparisonOperator(ComparisonOperator.GREATER_THAN_THRESHOLD)
.threshold(100)

// ...
.build());

using cdk = Amazon.CDK;
using cw = Amazon.CDK.AWS.CloudWatch;
using sqs = Amazon.CDK.AWS.SQS;

var queue = new sqgs.Queue(this, "MyQueue");

var metric = queue.MetricApproximateNumberOfMessagesNotVisible(new cw.MetricOptions
{
Label = "Messages Visible (Approx)",
Period = cdk.Duration.Minutes(5),
// ...
1);
metric.CreateAlarm(this, "TooManyMessagesAlarm", new cw.CreateAlarmOptions
{
ComparisonOperator = cw.ComparisonOperator.GREATER_THAN_THRESHOLD,
Threshold = 100,
// ..
1);

import (
"github.com/aws/aws-cdk-go/awscdk/v2"
"github.com/aws/jsii-runtime-go"
cw "github.com/aws/aws-cdk-go/awscdk/v2/awscloudwatch"
sqs "github.com/aws/aws-cdk-go/awscdk/v2/awssqgs"

queue := sqgs.NewQueue(this, jsii.String("MyQueue"), &sqs.QueueProps{})

metric := queue.MetricApproximateNumberOfMessagesNotVisible(&cw.MetricOptions{
Label: jsii.String("Messages Visible (Approx)"),
Period: awscdk.Duration_Minutes(jsii.Numbexr(5)),

1)
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metric.CreateAlarm(this, jsii.String("TooManyMessagesAlarm"),
&cw.CreateAlarmOptions{
ComparisonOperator: cw.ComparisonOperator_GREATER_THAN_THRESHOLD,
Threshold: jsii.Number(100),

1)

If there is no method for a particular metric, you can use the general metric method to specify the
metric name manually.

Metrics can also be added to CloudWatch dashboards. See CloudWatch.

Network traffic

In many cases, you must enable permissions on a network for an application to work, such as when
the compute infrastructure needs to access the persistence layer. Resources that establish or listen
for connections expose methods that enable traffic flows, including setting security group rules or
network ACLs.

IConnectable resources have a connections property that is the gateway to network traffic rules
configuration.

You enable data to flow on a given network path by using allow methods. The following example
enables HTTPS connections to the web and incoming connections from the Amazon EC2 Auto
Scaling group fleet?2.

Example

TypeScript

import * as asg from 'e@aws-cdk/aws-autoscaling';
import * as ec2 from 'Eaws-cdk/aws-ec2';

const fleetl: asg.AutoScalingGroup = asg.AutoScalingGroup(/*...*/);
// Allow surfing the (secure) web
fleetl.connections.allowTo(new ec2.Peer.anyIpv4(), new ec2.Port({ fromPort: 443,

toPort: 443 }));

const fleet2: asg.AutoScalingGroup = asg.AutoScalingGroup(/*...*/);
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fleetl.connections.allowFrom(fleet2, ec2.Port.AllTraffic());

JavaScript

const asg = require('eaws-cdk/aws-autoscaling');

const ec2 = require('@aws-cdk/aws-ec2');

const fleetl = asg.AutoScalingGroup();

// Allow surfing the (secure) web

fleetl.connections.allowTo(new ec2.Peer.anyIpv4(), new ec2.Port({ fromPort:

toPort: 443 1}));

const fleet2 = asg.AutoScalingGroup();
fleetl.connections.allowFrom(fleet2, ec2.Port.AllTraffic());

Python

Java

import aws_cdk.aws_autoscaling as asg
import aws_cdk.aws_ec2 as ec2

fleetl = asg.AutoScalingGroup( ... )

# Allow surfing the (secure) web
fleetl.connections.allow_to(ec2.Peer.any_ipv4(),
ec2.Port(PortProps(from_port=443, to_port=443)))

fleet2 = asg.AutoScalingGroup( ... )
fleetl.connections.allow_from(fleet2, ec2.Port.all_traffic())

import software.amazon.awscdk.services.autoscaling.AutoScalingGroup;
import software.amazon.awscdk.services.ec2.Peer;
import software.amazon.awscdk.services.ec2.Port;

AutoScalingGroup fleetl = AutoScalingGroup.Builder.create(this, "MyFleet")
/* ... */.build();

// Allow surfing the (secure) Web
fleetl.getConnections().allowTo(Peer.anyIpv4(),
Port.Builder.create().fromPort(443).toPort(443).build());

443,
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AutoScalingGroup fleet2 = AutoScalingGroup.Builder.create(this, "MyFleet2")
/* ... */.build();
fleetl.getConnections().allowFrom(fleet2, Port.allTraffic());

CH#

using cdk Amazon.CDK;
using asg = Amazon.CDK.AWS.AutoScaling;
using ec2 = Amazon.CDK.AWS.EC2;

// Allow surfing the (secure) Web

var fleetl = new asg.AutoScalingGroup(this, "MyFleet", new asg.AutoScalingGroupProps
/7 .../ 1,

fleetl.Connections.AllowTo(ec2.Peer.AnyIpv4(), new ec2.Port(new ec2.PortProps
{ FromPort = 443, ToPort = 443 }));

var fleet2 = new asg.AutoScalingGroup(this, "MyFleet2", new
asg.AutoScalingGroupProps { /* ... */ });
fleetl.Connections.AllowFrom(fleet2, ec2.Port.AllTraffic());

Go

import (
"github.com/aws/aws-cdk-go/awscdk/v2"
"github.com/aws/jsii-runtime-go"
autoscaling "github.com/aws/aws-cdk-go/awscdk/v2/awsautoscaling"
ec2 "github.com/aws/aws-cdk-go/awscdk/v2/awsec2"

fleetl := autoscaling.NewAutoScalingGroup(this, jsii.String("MyFleetl"),
&autoscaling.AutoScalingGroupProps{})
fleetl.Connections().AllowTo(ec2.Peer_AnyIpv4(),ec2.NewPort(&ec2.PortProps{ FromPort:
jsii.Number(443), ToPort: jsii.Number(443) }),jsii.String("secure web"))

fleet2 := autoscaling.NewAutoScalingGroup(this, jsii.String("MyFleet2"),
&autoscaling.AutoScalingGroupProps{})

fleetl.Connections().AllowFrom(fleet2, ec2.Port_AllTraffic(),jsii.String("all
traffic"))

Certain resources have default ports associated with them. Examples include the listener
of a load balancer on the public port, and the ports on which the database engine
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accepts connections for instances of an Amazon RDS database. In such cases, you can
enforce tight network control without having to manually specify the port. To do so,
use the allowDefaultPortFromand allowToDefaultPort methods (Python:
allow_default_port_from, allow_to_default_port).

The following example shows how to enable connections from any IPV4 address, and a connection
from an Auto Scaling group to access a database.

Example

TypeScript

listener.connections.allowDefaultPortFromAnyIpv4('Allow public access');

fleet.connections.allowToDefaultPort(rdsDatabase, 'Fleet can access database');

JavaScript

listener.connections.allowDefaultPortFromAnyIpv4('Allow public access');

fleet.connections.allowToDefaultPort(rdsDatabase, 'Fleet can access database');

Python

listener.connections.allow_default_port_from_any_ipv4("Allow public access")

fleet.connections.allow_to_default_port(rds_database, "Fleet can access database")

Java

listener.getConnections().allowDefaultPortFromAnyIpv4("Allow public access");

fleet.getConnections().AllowToDefaultPort(rdsDatabase, "Fleet can access database");

CH#

listener.Connections.AllowDefaultPortFromAnyIpv4("Allow public access");

fleet.Connections.AllowToDefaultPort(rdsDatabase, "Fleet can access database");
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Go

listener.Connections().AllowDefaultPortFromAnyIpv4(jsii.String("Allow public

Access"))

fleet.Connections().AllowToDefaultPort(rdsDatabase, jsii.String("Fleet can access

database"))

Event handling

Some resources can act as event sources. Use the addEventNotification method (Python:
add_event_notification) to register an event target to a particular event type emitted by
the resource. In addition to this, addXxxNotification methods offer a simple way to register a
handler for common event types.

The following example shows how to trigger a Lambda function when an object is added to an
Amazon S3 bucket.

Example

TypeScript

import * as s3nots from 'eaws-cdk/aws-s3-notifications';

const handler = new lambda.Function(this, 'Handler', { /*..*/ });
const bucket = new s3.Bucket(this, 'Bucket');
bucket.addObjectCreatedNotification(new s3nots.LambdaDestination(handler));

JavaScript

const s3nots = require('e@aws-cdk/aws-s3-notifications');

const handler = new lambda.Function(this, 'Handler', { /*..*/ });
const bucket = new s3.Bucket(this, 'Bucket');
bucket.addObjectCreatedNotification(new s3nots.LambdaDestination(handler));

Python

import aws_cdk.aws_s3_notifications as s3_nots

handler = lambda_.Function(self, "Handler", ...)
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Java

CH#

Go

bucket = s3.Bucket(self, "Bucket")
bucket.add_object_created_notification(s3_nots.LambdaDestination(handler))

import software.amazon.awscdk.services.s3.Bucket;
import software.amazon.awscdk.services.lambda.Function;
import software.amazon.awscdk.services.s3.notifications.LambdaDestination;

Function handler = Function.Builder.create(this, "Handler")/* ... */.build();
Bucket bucket = new Bucket(this, "Bucket");
bucket.addObjectCreatedNotification(new LambdaDestination(handler));

using lambda = Amazon.CDK.AWS.Lambda;
using s3 = Amazon.CDK.AWS.S3;
using s3Nots = Amazon.CDK.AWS.S3.Notifications;

var handler = new lambda.Function(this, "Handler", new lambda.FunctionProps { ..

var bucket = new s3.Bucket(this, "Bucket");
bucket.AddObjectCreatedNotification(new s3Nots.LambdaDestination(handler));

import (
"github.com/aws/aws-cdk-go/awscdk/v2"
"github.com/aws/jsii-runtime-go"
s3 "github.com/aws/aws-cdk-go/awscdk/v2/awss3"
s3nots "github.com/aws/aws-cdk-go/awscdk/v2/awss3notifications"”

handler := lambda.NewFunction(this, jsii.String("MyFunction"),
&lambda.FunctionProps{})
bucket := s3.NewBucket(this, jsii.String("Bucket"), &s3.BucketProps{})

1)

bucket.AddObjectCreatedNotification(s3nots.NewLambdaDestination(handler), nil)

Removal policies

Resources that maintain persistent data, such as databases, Amazon S3 buckets, and Amazon ECR

registries, have a removal policy. The removal policy indicates whether to delete persistent objects
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when the AWS CDK stack that contains them is destroyed. The values specifying the removal policy
are available through the RemovalPolicy enumeration in the AWS CDK core module.

@ Note

Resources besides those that store data persistently might also have a removalPolicy
that is used for a different purpose. For example, a Lambda function version uses a
removalPolicy attribute to determine whether a given version is retained when a new
version is deployed. These have different meanings and defaults compared to the removal
policy on an Amazon S3 bucket or DynamoDB table.

Value Meaning

RemovalPolicy.RETAIN Keep the contents of the resource when
destroying the stack (default). The resource
is orphaned from the stack and must be
deleted manually. If you attempt to re-deploy
the stack while the resource still exists, you
will receive an error message due to a name
conflict.

RemovalPolicy.DESTROY The resource will be destroyed along with the
stack.

AWS CloudFormation does not remove Amazon S3 buckets that contain files even if their removal
policy is set to DESTROY. Attempting to do so is an AWS CloudFormation error. To have the AWS
CDK delete all files from the bucket before destroying it, set the bucket's autoDeleteObjects
property to true.

Following is an example of creating an Amazon S3 bucket with RemovalPolicy of DESTROY and
autoDeleteOjbects setto true.

Example
TypeScript

import * as cdk from 'e@aws-cdk/core';
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import * as s3 from 'eaws-cdk/aws-s3';

export class CdkTestStack extends cdk.Stack {

constructor(scope: cdk.Construct, id: string, props?: cdk.StackProps) {
super(scope, id, props);

const bucket = new s3.Bucket(this, 'Bucket', {
removalPolicy: cdk.RemovalPolicy.DESTROY,
autoDeleteObjects: true

1)

JavaScript

const cdk = require('eaws-cdk/core');
const s3 = require('eaws-cdk/aws-s3');

class CdkTestStack extends cdk.Stack {
constructor(scope, id, props) {
super(scope, id, props);

const bucket = new s3.Bucket(this, 'Bucket', {
removalPolicy: cdk.RemovalPolicy.DESTROY,
autoDeleteObjects: true

1)

module.exports = { CdkTestStack }

Python

import aws_cdk.core as cdk
import aws_cdk.aws_s3 as s3

class CdkTestStack(cdk.stack):
def __init_ (self, scope: cdk.Construct, id: str, **kwargs):
super().__init_ (scope, id, **kwargs)

bucket = s3.Bucket(self, "Bucket",
removal_policy=cdk.RemovalPolicy.DESTROY,
auto_delete_objects=True)
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Java

CH#

Go

software.amazon.awscdk.core.*;
import software.amazon.awscdk.services.s3.*;

public class CdkTestStack extends Stack {
public CdkTestStack(final Construct scope, final String id) {
this(scope, id, null);

public CdkTestStack(final Construct scope, final String id, final StackProps

props) {
super(scope, id, props);

Bucket.Builder.create(this, "Bucket")
.removalPolicy(RemovalPolicy.DESTROY)
.autoDeleteObjects(true).build();

using Amazon.CDK;
using Amazon.CDK.AWS.S3;

public CdkTestStack(Construct scope, string id, IStackProps props)
props)
{
new Bucket(this, "Bucket", new BucketProps {
RemovalPolicy = RemovalPolicy.DESTROY,
AutoDeleteObjects = true

1)

import (
"github.com/aws/aws-cdk-go/awscdk/v2"
"github.com/aws/jsii-runtime-go"
s3 "github.com/aws/aws-cdk-go/awscdk/v2/awss3"

s3.NewBucket(this, jsii.String("Bucket"), &s3.BucketProps{

base(scope, id,
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RemovalPolicy: awscdk.RemovalPolicy_DESTROY,
AutoDeleteObjects: jsii.Bool(true),
1)

You can also apply a removal policy directly to the underlying AWS CloudFormation resource via
the applyRemovalPolicy() method. This method is available on some stateful resources that do
not have a removalPolicy property in their L2 resource’s props. Examples include the following:

« AWS CloudFormation stacks

« Amazon Cognito user pools

« Amazon DocumentDB database instances
« Amazon EC2 volumes

« Amazon OpenSearch Service domains

« Amazon FSx file systems

« Amazon SQS queues

Example
TypeScript

const resource = bucket.node.findChild('Resource') as cdk.CfnResource;
resource.applyRemovalPolicy(cdk.RemovalPolicy.DESTRQY);

JavaScript

const resource = bucket.node.findChild('Resource');
resource.applyRemovalPolicy(cdk.RemovalPolicy.DESTROY);

Python

resource = bucket.node.find_child('Resource')
resource.apply_removal_policy(cdk.RemovalPolicy.DESTROY);

Java

CfnResource resource = (CfnResource)bucket.node.findChild("Resource");
resource.applyRemovalPolicy(cdk.RemovalPolicy.DESTROY);
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CH#

var resource = (CfnResource)bucket.node.findChild('Resource');
resource.ApplyRemovalPolicy(cdk.RemovalPolicy.DESTRQY);

(@ Note

The AWS CDK's RemovalPolicy translates to AWS CloudFormation’s DeletionPolicy.
However, the default in AWS CDK is to retain the data, which is the opposite of the AWS
CloudFormation default.

Identifiers and the AWS CDK

When building AWS Cloud Development Kit (AWS CDK) apps, you will use many types of identifiers
and names. To use the AWS CDK effectively and avoid errors, it is important to understand the
types of identifiers.

Identifiers must be unique within the scope in which they are created; they do not need to be
globally unique in your AWS CDK application.

If you attempt to create an identifier with the same value within the same scope, the AWS CDK
throws an exception.

Construct IDs

The most common identifier, id, is the identifier passed as the second argument when
instantiating a construct object. This identifier, like all identifiers, only needs to be unique within
the scope in which it is created, which is the first argument when instantiating a construct object.

(® Note

The id of a stack is also the identifier that you use to refer to it in the AWS CDK CLI
reference.

Let's look at an example where we have two constructs with the identifier MyBucket in our app.
The first is defined in the scope of the stack with the identifier Stackl. The second is defined in
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the scope of a stack with the identifier Stack?2. Because they're defined in different scopes, this
doesn't cause any conflict, and they can coexist in the same app without issues.

Example
TypeScript

import { App, Stack, StackProps } from 'aws-cdk-1lib';
import { Construct } from 'constructs';
import * as s3 from 'aws-cdk-lib/aws-s3';

class MyStack extends Stack {
constructor(scope: Construct, id: string, props: StackProps = {}) {

super(scope, id, props);

new s3.Bucket(this, 'MyBucket');

const app = new App();
new MyStack(app, 'Stackl');
new MyStack(app, 'Stack2');

JavaScript

const { App , Stack } = require('aws-cdk-1ib');
const s3 = require('aws-cdk-1lib/aws-s3');

class MyStack extends Stack {
constructor(scope, id, props = {}) {

super(scope, id, props);

new s3.Bucket(this, 'MyBucket');

const app = new App();
new MyStack(app, 'Stackl');
new MyStack(app, 'Stack2');

Python

from aws_cdk import App, Construct, Stack, StackProps
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from constructs import Construct
from aws_cdk import aws_s3 as s3

class MyStack(Stack):
def __init_ (self, scope: Construct, id: str, **kwargs):

super().__init_ (scope, id, **kwargs)
s3.Bucket(self, "MyBucket")

app = App()
MyStack(app, 'Stackl')
MyStack(app, 'Stack2')

Java

// MyStack.java
package com.myorg;

import software.amazon.awscdk.App;

import software.amazon.awscdk.Stack;

import software.amazon.awscdk.StackProps;

import software.constructs.Construct;

import software.amazon.awscdk.services.s3.Bucket;

public class MyStack extends Stack {
public MyStack(final Construct scope, final String id) {
this(scope, id, null);

public MyStack(final Construct scope, final String id, final StackProps props) {

super(scope, id, props);
new Bucket(this, "MyBucket");

// Main.java
package com.myorg;

import software.amazon.awscdk.App;

public class Main {
public static void main(String[] args) {
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App app = new App();
new MyStack(app, "Stackl");
new MyStack(app, "Stack2");

}
}
C#
using Amazon.CDK;
using constructs;
using Amazon.CDK.AWS.S3;
public class MyStack : Stack
{
public MyStack(Construct scope, string id, IStackProps props) : base(scope, id,
props)
{
new Bucket(this, "MyBucket");
}
}
class Program
{
static void Main(string[] args)
{
var app = new App();
new MyStack(app, "Stackl");
new MyStack(app, "Stack2");
}
}
Paths

The constructs in an AWS CDK application form a hierarchy rooted in the App class. We refer to the
collection of IDs from a given construct, its parent construct, its grandparent, and so on to the root
of the construct tree, as a path.

The AWS CDK typically displays paths in your templates as a string. The IDs from the levels are
separated by slashes, starting at the node immediately under the root App instance, which is
usually a stack. For example, the paths of the two Amazon S3 bucket resources in the previous code
example are Stackl/MyBucket and Stack2/MyBucket.

Paths Version 2 138



AWS Cloud Development Kit (AWS CDK) v2 Developer Guide

You can access the path of any construct programmatically, as shown in the following example.
This gets the path of myConstruct (or my_construct, as Python developers would write it).
Since IDs must be unique within the scope they are created, their paths are always unique within an
AWS CDK application.

Example

TypeScript
const path: string = myConstruct.node.path;
JavaScript
const path = myConstruct.node.path;
Python
path = my_construct.node.path
Java

String path = myConstruct.getNode().getPath();

CH#

string path = myConstruct.Node.Path;

Unique IDs

AWS CloudFormation requires that all logical IDs in a template be unique. Because of this, the
AWS CDK must be able to generate a unique identifier for each construct in an application.
Resources have paths that are globally unique (the names of all scopes from the stack to a specific
resource). Therefore, the AWS CDK generates the necessary unique identifiers by concatenating
the elements of the path and adding an 8-digit hash. (The hash is necessary to distinguish distinct
paths, such as A/B/C and A/BC, that would result in the same AWS CloudFormation identifier.
AWS CloudFormation identifiers are alphanumeric and cannot contain slashes or other separator
characters.) The AWS CDK calls this string the unique ID of the construct.
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In general, your AWS CDK app should not need to know about unique IDs. You can, however, access
the unique ID of any construct programmatically, as shown in the following example.

Example

TypeScript

const uid: string = Names.uniqueId(myConstruct);
JavaScript

const uid = Names.uniqueId(myConstruct);
Python

uid = Names.unique_id(my_construct)

Java

String uid Names.uniqueId(myConstruct);

CH#

string uid Names.Uniqueid(myConstruct);

The address is another kind of unique identifier that uniquely distinguishes CDK resources. Derived
from the SHA-1 hash of the path, it is not human-readable. However, its constant, relatively short
length (always 42 hexadecimal characters) makes it useful in situations where the "traditional”
unique ID might be too long. Some constructs may use the address in the synthesized AWS
CloudFormation template instead of the unique ID. Again, your app generally should not need to
know about its constructs' addresses, but you can retrieve a construct’s address as follows.

Example

TypeScript

const addr: string = myConstruct.node.addr;
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JavaScript

const addr = myConstruct.node.addr;
Python

addr = my_construct.node.addr

Java

String addr = myConstruct.getNode().getAddr();

CH#

string addr = myConstruct.Node.Addr;

Logical IDs

Unique IDs serve as the logical identifiers (or logical names) of resources in the generated AWS
CloudFormation templates for constructs that represent AWS resources.

For example, the Amazon S3 bucket in the previous example that is created within Stack2 results
inan AWS::S3::Bucket resource. The resource's logical ID is Stack2MyBucket4DD88BA4F in
the resulting AWS CloudFormation template. (For details on how this identifier is generated, see

Unique IDs.)
Logical ID stability

Avoid changing the logical ID of a resource after it has been created. AWS CloudFormation
identifies resources by their logical ID. Therefore, if you change the logical ID of a resource, AWS
CloudFormation creates a new resource with the new logical ID, then deletes the existing one.
Depending on the type of resource, this might cause service interruption, data loss, or both.

Tokens and the AWS CDK

In the AWS Cloud Development Kit (AWS CDK), tokens are placeholders for values that aren’t
known when defining constructs or synthesizing stacks. These values will be fully resolved at
deployment, when your actual infrastructure is created. When developing AWS CDK applications,
you will work with tokens to manage these values across your application.
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Token example

The following is an example of a CDK stack that defines a construct for an Amazon Simple
Storage Service (Amazon S3) bucket. Since the name of our bucket is not yet known, the value for
bucketName is stored as a token:

Example

TypeScript

import * as cdk from 'aws-cdk-1lib';
import { Construct } from 'constructs';
import * as s3 from 'aws-cdk-lib/aws-s3';

export class CdkDemoAppStack extends cdk.Stack {
constructor(scope: Construct, id: string, props?: cdk.StackProps) {
super(scope, id, props);

// Define an S3 bucket
const myBucket = new s3.Bucket(this, 'myBucket');

// Store value of the S3 bucket name
const myBucketName = myBucket.bucketName;

// Print the current value for the S3 bucket name at synthesis
console.log("myBucketName: " + bucketName);

JavaScript

const { Stack, Duration } = require('aws-cdk-1lib');
const s3 = require('aws-cdk-lib/aws-s3');

class CdkDemoAppStack extends Stack {
constructor(scope, id, props) {
super(scope, id, props);

// Define an S3 bucket
const myBucket = new s3.Bucket(this, 'myBucket');

// Store value of the S3 bucket name
const myBucketName = myBucket.bucketName;
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// Print the current value for the S3 bucket name at synthesis
console.log("myBucketName: " + myBucketName);

module.exports = { CdkDemoAppStack }

Python

from aws_cdk import (

)

Stack

from constructs import Construct
from aws_cdk import aws_s3 as s3

class CdkDemoAppStack(Stack):

Java

def __init_ (self, scope: Construct, construct_id: str, **kwargs) -> None:

super().__init_ (scope, construct_id, **kwargs)

# Define an S3 bucket
my_bucket = s3.Bucket(self, "myBucket")

# Store the value of the S3 bucket name
my_bucket_name = my_bucket.bucket_name

# Print the current value for the S3 bucket name at synthesis

print(f"myBucketName: {my_bucket_name}")

package com.myorg;

import software.constructs.Construct;

import software.amazon.awscdk.Stack;

import software.amazon.awscdk.StackProps;

import software.amazon.awscdk.services.s3.Bucket;

import java.util.Map;

public class CdkDemoAppStack extends Stack {

public CdkDemoAppStack(final Construct scope, final String id)
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this(scope, id, null);

public CdkDemoAppStack(final Construct scope, final String id, final StackProps
props) {
super(scope, id, props);

// Define an S3 bucket
Bucket myBucket = Bucket.Builder.create(this, "myBucket")
Lbuild();

// Store the token for the bucket name
String myBucketName = myBucket.getBucketName();

// Print the token at synthesis
System.out.println("myBucketName: " + myBucketName);

CH#

using Amazon.CDK;
using Constructs;
using Amazon.CDK.AWS.S3;

namespace CdkDemoApp

{
public class CdkDemoAppStack : Stack

{
internal CdkDemoAppStack(Construct scope, string id, IStackProps props =
null) : base(scope, id, props)
{
// Define an S3 bucket
var myBucket = new Bucket(this, "myBucket");

// Store the token for the bucket name
var myBucketName = myBucket.BucketName;

// Print the token at synthesis
System.Console.WriteLine($"myBucketName: {myBucketName}");
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Go

package main

import (
Ilfmt n

"github.com/aws/aws-cdk-go/awscdk/v2"
"github.com/aws/aws-cdk-go/awscdk/v2/awss3"
"github.com/aws/constructs-go/constructs/v10"
"github.com/aws/jsii-runtime-go"

type CdkDemoAppStackProps struct {
awscdk.StackProps
}

func NewCdkDemoAppStack(scope constructs.Construct, id string, props
*CdkDemoAppStackProps) awscdk.Stack {
var sprops awscdk.StackProps
if props != nil {
sprops = props.StackProps
}
stack := awscdk.NewStack(scope, &id, &sprops)

// Define an S3 bucket
myBucket := awss3.NewBucket(stack, jsii.String("myBucket"), &awss3.BucketProps{})

// Store the token for the bucket name
myBucketName := myBucket.BucketName()

// Print the token at synthesis
fmt.Println("myBucketName: ", *myBucketName)

return stack

}

M ococ

When we run cdk synth to synthesize our stack, the value for myBucketName will be displayed
in the token format of ${Token[TOKEN.<1234>1]}. This token format is a result of how the AWS
CDK encodes tokens. In this example, the token is encoded as a string:
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$ cdk synth --quiet
myBucketName: ${Token[TOKEN.21]}

Since the value for our bucket name is not known at synthesis, the token is rendered as
myBucket<unique-hash>. Our AWS CloudFormation template uses the Ref intrinsic function to
reference its value, which will be known at deployment:

Resources:
myBucket<5AF9C99B>:
# ...
Outputs:
bucketNameOutput:
Description: The name of the S3 bucket
Value:
Ref: myBucket<5AF9C99B>

For more information on how the unique hash is generated, see Generated logical IDs in your AWS

CloudFormation template.

Passing tokens

Tokens can be passed around as if they were the actual value they represent. The following is an
example that passes the token for our bucket name to a construct for an AWS Lambda function:

Example

TypeScript

import * as cdk from 'aws-cdk-1lib';

import { Construct } from 'constructs';

import * as s3 from 'aws-cdk-lib/aws-s3';

import * as lambda from 'aws-cdk-lib/aws-lambda';

export class CdkDemoAppStack extends cdk.Stack {
constructor(scope: Construct, id: string, props?: cdk.StackProps) {
super(scope, id, props);

// Define an S3 bucket
const myBucket = new s3.Bucket(this, 'myBucket');

// ...
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// Define a Lambda function
const myFunction = new lambda.Function(this, "myFunction", {
runtime: lambda.Runtime.NODEJS_20_X,
handler: "index.handler",
code: lambda.Code.fromInline("
exports.handler = async function(event) {
return {
statusCode: 200,
body: JSON.stringify('Hello World!'),
};
I
),

functionName: myBucketName + "Function", // Pass token for the S3 bucket name

environment: {
BUCKET_NAME: myBucketName, // Pass token for the S3 bucket name
}
1)

JavaScript

const { Stack, Duration } = require('aws-cdk-1ib');
const s3 = require('aws-cdk-1lib/aws-s3');
const lambda = require('aws-cdk-lib/aws-lambda');

class CdkDemoAppStack extends Stack {
constructor(scope, id, props) {
super(scope, id, props);

// Define an S3 bucket
const myBucket = new s3.Bucket(this, 'myBucket');

// ...

// Define a Lambda function
const myFunction = new lambda.Function(this, 'myFunction', {
runtime: lambda.Runtime.NODEJS_20_X,
handler: 'index.handler',
code: lambda.Code.fromInline("
exports.handler = async function(event) {
return {
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statusCode: 200,
body: JSON.stringify('Hello World!'),
};
I
),
functionName: myBucketName + 'Function', // Pass token for the S3 bucket name
environment: {
BUCKET_NAME: myBucketName, // Pass token for the S3 bucket name
}
1)

module.exports = { CdkDemoAppStack }

Python

from aws_cdk import (
Stack
)
from constructs import Construct
from aws_cdk import aws_s3 as s3
from aws_cdk import aws_lambda as _lambda

class CdkDemoAppStack(Stack):

def __init_ (self, scope: Construct, construct_id: str, **kwargs) -> None:
super().__init_ (scope, construct_id, **kwargs)

# Define an S3 bucket
my_bucket = s3.Bucket(self, "myBucket")

# Define a Lambda function
my_function = _lambda.Function(self, "myFunction",
runtime=_lambda.Runtime.NODEJS_20_X,
handler="index.handler",
code=_lambda.Code.from_inline("""
exports.handler = async function(event) {
return {
statusCode: 200,
body: JSON.stringify('Hello World!"'),
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i

I
"y,
function_name=f"{my_bucket_name}Function", # Pass token for the S3
bucket name
environment={
"BUCKET_NAME": my_bucket_name # Pass token for the S3 bucket name

Java

package com.myorg;

import software.constructs.Construct;

import software.amazon.awscdk.Stack;

import software.amazon.awscdk.StackProps;

import software.amazon.awscdk.services.s3.Bucket;
import software.amazon.awscdk.services.lambda.Code;
import software.amazon.awscdk.services.lambda.Function;
import software.amazon.awscdk.services.lambda.Runtime;

import java.util.Map;

public class CdkDemoAppStack extends Stack {
public CdkDemoAppStack(final Construct scope, final String id) {
this(scope, id, null);

public CdkDemoAppStack(final Construct scope, final String id, final StackProps
props) {
super(scope, id, props);

// Define an S3 bucket
Bucket myBucket = Bucket.Builder.create(this, "myBucket")
.build();

2 coo

// Define a Lambda function

Function myFunction = Function.Builder.create(this, "myFunction")
.runtime(Runtime.NODEJS_20_X)
.handler("index.handler")
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.code(Code.fromInline(
"exports.handler = async function(event) {" +
"return {" +
"statusCode: 200," +
"body: JSON.stringify('Hello World!')," +
"o+
"y,
))
.functionName(myBucketName + "Function") // Pass the token for the s3
bucket to the function construct
.environment(Map.of("BUCKET_NAME", myBucketName)) // Pass the bucket
name as environment variable
.build();

CH#

using Amazon.CDK;

using Constructs;

using Amazon.CDK.AWS.S3;

using Amazon.CDK.AWS.Lambda;
using System;

using System.Collections.Generic;

namespace CdkDemoApp

{
public class CdkDemoAppStack : Stack

{
internal CdkDemoAppStack(Construct scope, string id, IStackProps props =
null) : base(scope, id, props)
{
// Define an S3 bucket
var myBucket = new Bucket(this, "myBucket");

2 coo

// Define a Lambda function
var myFunction = new Function(this, "myFunction", new FunctionProps
{

Runtime = Runtime.NODEJS_20_X,

Handler = "index.handler",

Code = Code.FromInline(@"
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exports.handler = async function(event) {
return {
statusCode: 200,
body: JSON.stringify('Hello World!'),
};
I
"),
// Pass the token for the S3 bucket name
Environment = new Dictionary<string, string>

{
{ "BUCKET_NAME", myBucketName }

iy
FunctionName = $"{myBucketName}Function" // Pass the token for the

s3 bucket to the function construct

1)

Go

package main

import (
||.Fmt||

"github.com/aws/aws-cdk-go/awscdk/v2"
"github.com/aws/aws-cdk-go/awscdk/v2/awslambda"
"github.com/aws/aws-cdk-go/awscdk/v2/awss3"
"github.com/aws/constructs-go/constructs/v10"
"github.com/aws/jsii-runtime-go"

type CdkDemoAppStackProps struct {
awscdk.StackProps

}

func NewCdkDemoAppStack(scope constructs.Construct, id string, props
*CdkDemoAppStackProps) awscdk.Stack {

var sprops awscdk.StackProps

if props != nil {
sprops = props.StackProps

}
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stack := awscdk.NewStack(scope, &id, &sprops)

// Define an S3 bucket
myBucket := awss3.NewBucket(stack, jsii.String("myBucket"), &awss3.BucketProps{})

Y coo

// Define a Lambda function
myFunction := awslambda.NewFunction(stack, jsii.String("myFunction"),
&awslambda.FunctionProps{
Runtime: awslambda.Runtime_NODEJS_20_X(),
Handler: jsii.String("index.handler"),
Code: awslambda.Code_FromInline(jsii.String("
exports.handler = async function(event) {
return {
statusCode: 200,
body: JSON.stringify('Hello World!"'),
i
};
),
FunctionName: jsii.String(fmt.Sprintf("%sFunction", *myBucketName)), // Pass the
token for the S3 bucket to the function name
Environment: &map[string]*string{
"BUCKET_NAME": myBucketName,
},
1)

return stack

}
2 oac

When we synthesize our template, the Ref and Fn: : Join intrinsic functions are used to specify
the values, which will be known at deployment:

Resources:
myBucket<5AF9C99B>:
Type: AWS::S3::Bucket
# ...
myFunction<884E1557>:
Type: AWS::Lambda::Function
Properties:
# ...
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Environment:
Variables:
BUCKET_NAME :
Ref: myBucket<5AF9C99B>
FunctionName:
Fn::Join:
- - Ref: myBucket<5AF9C99B>
- Function

How token encodings work

Tokens are objects that implement the IResolvable interface, which contains a single resolve

method. During synthesis, the AWS CDK calls this method to produce the final value for tokens in
your CloudFormation template.

(® Note

You'll rarely work directly with the IResolvable interface. You will most likely only see
string-encoded versions of tokens.

Token encoding types

Tokens participate in the synthesis process to produce arbitrary values of any type. Other functions
typically only accept arguments of basic types, such as string or number. To use tokens in these
cases, you can encode them into one of three types by using static methods on the cdk.Token
class.

« Token.asString to generate a string encoding (or call . toString() on the token object).

« Token.asList to generate a list encoding.

« Token.asNumber to generate a numeric encoding.

These take an arbitrary value, which can be an IResolvable, and encode them into a primitive
value of the indicated type.
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/A Important

Because any one of the previous types can potentially be an encoded token, be careful
when you parse or try to read their contents. For example, if you attempt to parse a string
to extract a value from it, and the string is an encoded token, your parsing fails. Similarly,
if you try to query the length of an array or perform math operations with a number, you
must first verify that they aren’t encoded tokens.

How to check for tokens in your app

To check whether a value has an unresolved token in it, call the Token.isUnresolved (Python:
is_unresolved) method. The following is an example that checks if the value for our Amazon S3
bucket name is a token. If its not a token, we then validate the length of the bucket name:

Example

TypeScript

// ...

export class CdkDemoAppStack extends cdk.Stack {
constructor(scope: Construct, id: string, props?: cdk.StackProps) {
super(scope, id, props);

// Define an S3 bucket
const myBucket = new s3.Bucket(this, 'myBucket');

// ...

// Check if bucket name is a token. If not, check if length is less than 10
characters
if (cdk.Token.isUnresolved(myBucketName)) {
console.log("Token identified.");
} else if (!cdk.Token.isUnresolved(myBucketName) && myBucketName.length > 10) {
throw new Error('Maximum length for name is 10 characters.');

Iy

// ...
}
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JavaScript

const { Stack, Duration, Token, CfnOutput } = require('aws-cdk-1lib');
// ...

class CdkDemoAppStack extends Stack {
constructor(scope, id, props) {
super(scope, id, props);

// Define an S3 bucket
const myBucket = new s3.Bucket(this, 'myBucket');

Y coo

// Check if bucket name is a token. If not, check if length is less than 10
characters
if (Token.isUnresolved(myBucketName)) {
console.log("Token identified.");
} else if (!Token.isUnresolved(myBucketName) && myBucketName.length > 10) {
throw new Error('Maximum length for name is 10 characters.');

};

Y coo

Python

from aws_cdk import (
Stack,
Token

class CdkDemoAppStack(Stack):

def __init_ (self, scope: Construct, construct_id: str, **kwargs) -> None:
super().__init_ (scope, construct_id, **kwargs)

# Define an S3 bucket
my_bucket = s3.Bucket(self, "myBucket")
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# Check if bucket name is a token. If not, check if length is less than 10
characters

if Token.is_unresolved(my_bucket_name):
print("Token identified.")

elif not Token.is_unresolved(my_bucket_name) and len(my_bucket_name) < 10:
raise ValueError("Maximum length for name is 10 characters.")

Java

// ...
import software.amazon.awscdk.Token;
import software.amazon.awscdk.services.s3.Bucket;

2 coo

public class CdkDemoAppStack extends Stack {
public CdkDemoAppStack(final Construct scope, final String id) {
this(scope, id, null);

public CdkDemoAppStack(final Construct scope, final String id, final StackProps
props) {
super(scope, id, props);

// Define an S3 bucket
Bucket myBucket = Bucket.Builder.create(this, "myBucket")
.build();

// ...

// Get the bucket name
String myBucketName = myBucket.getBucketName();

// Check if the bucket name is a token. If not, check if length is less than
10 characters
if (Token.isUnresolved(myBucketName)) {
System.out.println("Token identified.");
} else if (!Token.isUnresolved(myBucketName) && myBucketName.length() > 10)

throw new IllegalArgumentException("Maximum length for name is 10
characters.");
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CH

}

// ...

using Amazon.CDK;

using Constructs;

using Amazon.CDK.AWS.S3;

using Amazon.CDK.AWS.Lambda;
using System;

using System.Collections.Generic;

namespace CdkDemoApp

{

public class CdkDemoAppStack : Stack

{

internal CdkDemoAppStack(Construct scope, string id, IStackProps props =

null)
{

base(scope, id, props)

// Define an S3 bucket
var myBucket = new Bucket(this, "myBucket");

// ...

// Get the bucket name
var myBucketName = myBucket.BucketName;

// Check if bucket name is a token. If not, check if length is less than
10 characters

if (Token.IsUnresolved(myBucketName))
{

System.Console.WriteLine("Token identified.");

}

else if (!Token.IsUnresolved(myBucketName) && myBucketName.Length > 10)

{

throw new System.Exception("Maximum length for name is 10

characters.");

}

How to check for tokens in your app

Version 2 157



AWS Cloud Development Kit (AWS CDK) v2

Developer Guide

// ...

Go

2 coo

func NewCdkDemoAppStack(scope constructs.Construct, id string, props
*CdkDemoAppStackProps) awscdk.Stack {
var sprops awscdk.StackProps
if props != nil {
sprops = props.StackProps
}
stack := awscdk.NewStack(scope, &id, &sprops)

// Define an S3 bucket

myBucket := awss3.NewBucket(stack, jsii.String("myBucket"), &awss3.BucketProps{})

// ...

// Check if the bucket name is unresolved (a token)

if tokenUnresolved := awscdk.Token_IsUnresolved(myBucketName); tokenUnresolved !=

nil && *tokenUnresolved {
fmt.Println("Token identified.")

} else if tokenUnresolved != nil && !*tokenUnresolved && len(*myBucketName) > 10 {

panic("Maximum length for name is 10 characters.")

}

// ...
}

When we run cdk synth, myBucketName is identified as a token:

$ cdk synth --quiet
Token identified.
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® Note

You can use token encodings to escape the type system. For example, you could string-
encode a token that produces a number value at synthesis time. If you use these functions,
it's your responsibility to make sure that your template resolves to a usable state after
synthesis.

Working with string-encoded tokens

String-encoded tokens look like the following.

${TOKEN[Bucket.Name.1234]}

They can be passed around like regular strings, and can be concatenated, as shown in the following
example.

Example

TypeScript

const functionName = bucket.bucketName + 'Function';

JavaScript

const functionName bucket.bucketName + 'Function';
Python
function_name = bucket.bucket_name + "Function"

Java

String functionName = bucket.getBucketName().concat("Function");

CH#

string functionName = bucket.BucketName + "Function";
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Go

functionName := *bucket.BucketName() + "Function"

You can also use string interpolation, if your language supports it, as shown in the following
example.

Example

TypeScript

const functionName = “${bucket.bucketName}Function";

JavaScript

const functionName ‘${bucket.bucketName}Function;
Python
function_name = f"{bucket.bucket_name}Function"

Java

String functionName = String.format("%sFunction". bucket.getBucketName());

CH
string functionName = $"${bucket.bucketName}Function";

Go

Use fmt.Sprintf for similar functionality:

functionName := fmt.Sprintf("%sFunction", *bucket.BucketName())

Avoid manipulating the string in other ways. For example, taking a substring of a string is likely to
break the string token.
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Working with list-encoded tokens

List-encoded tokens look like the following:

["#{TOKEN[Stack.NotificationArns.1234]1}"]

The only safe thing to do with these lists is pass them directly to other constructs. Tokens in string
list form cannot be concatenated, nor can an element be taken from the token. The only safe way
to manipulate them is by using AWS CloudFormation intrinsic functions like Fn.select.

Working with number-encoded tokens

Number-encoded tokens are a set of tiny negative floating-point numbers that look like the
following.

-1.8881545897087626e+289

As with list tokens, you cannot modify the number value, as doing so is likely to break the number
token.

The following is an example of a construct that contains a token encoded as a number:
Example

TypeScript

import { Stack, Duration, StackProps } from 'aws-cdk-1lib';
import { Construct } from 'constructs';

import * as rds from 'aws-cdk-lib/aws-rds';

import * as ec2 from 'aws-cdk-lib/aws-ec2';

export class CdkDemoAppStack extends Stack {
constructor(scope: Construct, id: string, props?: StackProps) {
super(scope, id, props);

// Define a new VPC
const vpc = new ec2.Vpc(this, 'MyVpc', {
maxAzs: 3, // Maximum number of availability zones to use

1)

// Define an RDS database cluster
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const dbCluster = new rds.DatabaseCluster(this, 'MyRDSCluster', {

engine: rds.DatabaseClusterEngine.AURORA,
instanceProps: {
vpc,
},
18

// Get the port token (this is a token encoded as a number)

const portToken = dbCluster.clusterEndpoint.port;

// Print the value for our token at synthesis

console.log("portToken: " + portToken);
}
}
JavaScript
const { Stack, Duration } = require('aws-cdk-1ib');
const lambda = require('aws-cdk-lib/aws-lambda');
const rds = require('aws-cdk-1lib/aws-rds');
const ec2 = require('aws-cdk-lib/aws-ec2');
class CdkDemoAppStack extends Stack {

constructor(scope, id, props) {
super(scope, id, props);

// Define a new VPC
const vpc = new ec2.Vpc(this, 'MyVpc', {

maxAzs: 3, // Maximum number of availability zones to use

1)

// Define an RDS database cluster

const dbCluster = new rds.DatabaseCluster(this, 'MyRDSCluster', {

engine: rds.DatabaseClusterEngine.AURORA,
instanceProps: {
vpc,

}I

1)

// Get the port token (this is a token encoded as a number)
const portToken = dbCluster.clusterEndpoint.port;

// Print the value for our token at synthesis
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console.log("portToken: " + portToken);

module.exports = { CdkDemoAppStack }

Python

from aws_cdk import (
Duration,
Stack,

)

from aws_cdk import aws_rds as rds
from aws_cdk import aws_ec2 as ec2
from constructs import Construct

class CdkDemoAppStack(Stack):

def __init_ (self, scope: Construct, construct_id: str, **kwargs) -> None:
super().__init_ (scope, construct_id, **kwargs)

# Define a new VPC
vpc = ec2.Vpc(self, 'MyVpc',
max_azs=3 # Maximum number of availability zones to use

# Define an RDS database cluster
db_cluster = rds.DatabaseCluster(self, 'MyRDSCluster’,
engine=rds.DatabaseClusterEngine.AURORA,
instance_props=rds.InstanceProps(
vpc=vpc

# Get the port token (this is a token encoded as a number)
port_token = db_cluster.cluster_endpoint.port

# Print the value for our token at synthesis
print(f"portToken: {port_token}")

Java

package com.myorg;
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import
import
import
import
import
import
import

software.
software.
software.

software

constructs.Construct;

amazon.
amazon.

.amazon.
software.
software.
software.

amazon.
amazon.
amazon.

awscdk.
awscdk.
awscdk.
awscdk.
awscdk.
awscdk.

Stack;
StackProps;

services.ec?.
services.rds.
services.rds.
services.rds.

public class CdkDemoAppStack extends Stack
public CdkDemoAppStack(final Construct
this(scope, id, null);

public CdkDemoAppStack(final Construct
props) {
super(scope, id, props);

"MyRDSCluster")

CH#

// Define a new VPC

Vpc vpc

Vpc.Builder.create(this,

Vpc;

DatabaseCluster;
DatabaseClusterEngine;
InstanceProps;

{
scope, final String id) {

scope, final String id, final StackProps

IIMprC n )

.maxAzs(3) // Maximum number of availability zones to use
.build();

// Define an RDS database cluster
DatabaseCluster dbCluster = DatabaseCluster.Builder.create(this,

.engine(DatabaseClusterEngine.AURORA)
.instanceProps(InstanceProps.builder()

.vpc(vpc)

.build(

.build();

)

// Get the port token (this is a token encoded as a number)
Number portToken = dbCluster.getCluster