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IAM K&, EERABEANRARRTNIAM Xl , REAFPRAUKASE,

IAM ZRBETE IRERIINPR , o FAFERAMA A ZHITERE. Al , RIRE—NAF iam:GetRole
BENKRE, B ZEKHN AP AWS Management Console, AWS CLI 5 AWS API SRER& &

R
ET BRI RS

ETEOHNRBEUMMESS (W0 IAM AP, AFRFASARE ) B JSON PRFRE XY, XLEREK
BHAFPMARTEMPRAE TN HLERRRTHLERE, ETHRNMAEET SHNEKE , B35
CIAM FAFER) H 8 BIE IAM KB,

ETHORRBEA S —SFRNANBRRBEHIEER KRR, ABRRBEERAZ MRS, AAEH,
REARBEZ LM MEIAWS KRS MAF, ANAGKNIEMRE, EERKIE AWS £EXR
BMEFEERE. BE7HROAEREARBNARRE 2ERTIER  F2560 (AM AFER) 5
MEREXREERNEREM < BFITER,

BT RIRM R

E TR H M RHNEI AR JSON HMH, ETF RN ERITHDIE AM £ 6 EE BT
Amazon S3 FEHERER. EXBETFRARNERGESST  BSEER TR CNREHN 2R
BT, X T4 ELoR BB 0 O | SR TE SRR 4 T B B RAAT TR R AR U R AE A A Sl
THIT. CAMEETARNERERIEEEMH, TATLAEKS, AF. A6, BSAFSAWS K
%,

EF AR ER RO T HRS T ONBKER, STREETRRNERSEARE AM 6 AWS &
=,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose_role
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose_role
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#access_policies-json
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#choosing-managed-or-inline
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
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AWSIE G# Chime BMFF X TE S EREE

E@AF, ANAeRMNR , EACKRERMAL , £A AWS HEXRKERZ, 2N NEARREHR
FIEMRN IAM EFEEREKFENEMZLAR, BWREA] , SR SERENN AWS HEX
B, XERMESERERARS , AIEEN AWS IKFHEA. X AWS REXBNESER , 25
51 <IAM FF$ER) HE AWS FEE XK.

AWS R AREF MERH AWS HEX KK, BLEERAWS REARKHPHNNR, RSB RE

[ AWS FEERBR IR UZIFIFE. WRXEFSL WM MRBNFAESH (AR, ANA
8), HENMBEIHEFETAN  RESRETERLER AWS HEXK, RSN AWS £EXR
BE R BRAFR |, Rt REEEH A2 WAENAENR,

A, AWS R FE S MRS TEIRENIEERNRE, Hla , ReadOnlyAccess AWS EE R KB
RMUXFE AWS RS E R RIBHRINR. HRFSBIAFBFERN , AWS SAFIREFERRIMI
R, BXTHEIREERENFIRIER  BESH (AM BAFiEmR) PHER T THERENAWSEE
Ko

HEEFIF|R (ACL)

WRRHESIR (ACL ) BHEHLEEAE (KFKA. AFSAR ) ARNGARAR. ACL EETHFNE
B, REEMAER JSON REE M EE,

Amazon S3, AWS WAF Fl Amazon VPC % # ACL RS =, ETHAEX ACLNESER | &
2% (Amazon Simple Storage Service TR AR IEE) HHFHEZEHFIZE (ACL) BiK,

HREgRE

AWS TN, TAERARRKERE, XERBRBEAIREER ANRERER THHEANR.

- RRLA - NRURR—NEHDEE , AT REETHHRME TN IAM £46 (IAM AR A
&) BFHNRANR, BAUNRERENRDR. SEERNREXECET H 0 RERENRD
RHRE, & Principal FERFEEAFNAECHNETHRARBE AN ZINRILARS, E£—TUERK
FHEXELREBS AN, BRANRULANESZEER , 556 (IAM AFIER) FH IAM SRR
PRIZ 5.

. FRSSHR4ISKME (SCP ) - SCP £ JSON %8 |, 57 TAMRKALH I (OU ) £ AWS Organizations
R RIXPR. AWS Organizations RS AU HMEFEEEZN W IREHNZ N AWS K Ik
Fo. MBREHLANBSHTEINEE , WAINEZRS S IBK S A RS EH KB (SCP) . SCP R
AP RRE (BIEEN AWS IKFIRAF ) BWIXPR, BX Organizations 1 SCP WEZEE.
EZ# (AWS Organizations AF#E®) F# SCP KW TR,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/acl-overview.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_about-scps.html
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« 2EERE - 2ERBRELAEUREAANBERKE AT BN X ERMENSBE BN SR EKK,
ZRAFENNREAFIBENETEHNRBMNSERBHTE, NREBALKEERETHRAK
B, E—TIRBETHNENELFBEAT. BXEZER , F5H (AM AFER) PHSER
%O

S REERE

HSNMREPWRBEEA T —MERE , ERORREMERNENRRE, ETH AWS NABEES K
SMERBERENREATER , B30 (AM AFER) PHERBITEEE,

Amazon Chime B4 HA X TE2WAE IAM BL&#EH

EER IAM BB T S# Chime M F AT ESWIHRINREZE] , BT 0 HF Amazon Chime
BUEFAITEASHN IAM That, E£H T ## Amazon Chime B4 2 TEAMEMAWSRE A5
IAM BEFER , 528 IAM AFEEFE IAM BE&EANAWSEES .

£
- WHP Chime HHEF X TEBETF HHHOBE
+ BR

« R

W 5% Chime MHF X TESE T HMAIBER

BEEA IAMETEONER , BOUEEATRIELNBRENTRUAR LT HIELIRENST
. Amazon Chime BHF X TETX B ENWRIE, TRMFMHE, ETHE JSON KEFRERH
FERE , BHZHR (IAM AFErRE) B8 IAM JSON KB TESZE,

B’

EERWLER AWS JSON REERIEEHERRIBEFLARNE. HHMEU , WA EET X LH IR
1THRE | UREFLAFHFTNIT.

JSON KHEEHY Action TEMART A TERKH AL T RNERE, REBEFEEESHREKN
AWS API #ERE. B—E£HIAMER , BlULR B E AP BENRXRNRRE, 2F - ERFEFER
REEFIMITSNEE, XEMIRER NI AXRE.

ERE P IS REURFIITREBENR,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html

Amazon Chime SDK EEER

BXRRENESER  F5H (RSEEMSZE) 1 Amazon Chime HRIE, FIFMEMHEH,
ESER

Amazon Chime ##HF X T EGREAT —HBETRSHFZHGZH. BXEZER | HF2H (RSR
NZ#£) B Amazon Chime {844,

BIR
Amazon Chime B H A T ESERHERBIIBERR ARN, BXEZEEL |, 55 Amazon Chime
EN K ERIER

T~

E#&EZE Amazon Chime SDK EF S MRMBERRE| , 55, Amazon Chime 4 HF X TEZEF 54
e LERG

FEE S 59 47 o G B

Amazon Chime SDK B &0 EMA TERBSRAN ST I XH, XEXHFEREVE, HENER
HRMBEFEEZARTNR, ATEUTUTSEZEFX—ZENE , AT HRTUATES

o HIE ML 2 A R EE

- FIEFLEH IAM KEER R AX
- BRANZEARARE

« BB A MBS

o« ANIIFRZE

- BIEEMARA

o T XIMBRER A

BXEZER , 219 AWS Key Management Service F X A RIEEHHEFIEEZH,

TREBAMER
FE SN ARSR AL TNE, ARRNEEREEEN , CATRE— AT RS EE
74 | RS ERAREAXN CNBSREL TS, LHE. SENRHE.

=
N
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https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonchime.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonchime.html#amazonchime-policy-keys
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonchime.html#amazonchime-resources-for-iam-policies
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonchime.html#amazonchime-resources-for-iam-policies
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#customer-cmk
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BEO MBS AERIKRIGEZH. BXMBDENESZEE , BSRAT—T,
TRES o {AERNEIE

BEINEEREERNTEFALNEFRFEERH. YRR BEITEEXHEN |, X<BA Amazon
Chime SDK i Z &2 42Bd M KMS RKixCreateGrantFR KR KRECEEZEN., AWSH THERAE
HZPABITUT AZIRE , EERBEN :

« [ AWS KMS &i%DescribeKeyiE R ARIEREHNHEFIEEZH ID RBEER.

.« [ KMS %48 %% GenerateDataKeyid K S 812 A F I3 R BIE R4

[ AWS KMS RIAfEZERUBEMBNBIEZS , ECIATATNEEHEBIE,
« [@ AWS KMS & J%RetireGranti®R , EXRER A TIESEE X HFEHH RN,

- EARS RN X M7 E Amazon S3 H1,

& SABERHRUE X R TR U5 B BR |, AT ABUH Z RS X BN B4R E BRI R, MRIXEFEM , BEF O
P EFRBAZAMBENETAKE. XAFMAERBZBENRE , NSBEHEEEZTEREL
PAccessDeniedExceptionfsiz#l &M,

EE DT RBER

ZRRBEFINBTAEBREZANTE, SIEFFRENBRBLARE - INEARE , AMNBBERE
B, BER A UEARAURNAERAZR. CIREAN  AIUEERARK, BXESZEE , B2H
AWS Key Management Service FF & A 5 185+ # 8 F B840 56 B o

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "Allow key access to Amazon Chime SDK voice analytics.",
"Effect": "Allow",
"Principal": {
"AWS": "your_user_or_role_ARN"
1,
"Action": [
"kms:CreateGrant",
"kms:Decrypt",
"kms:DescribeKey"

1,

"Resource": "*",
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https://docs.aws.amazon.com/kms/latest/APIReference/API_DescribeKey.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_GenerateDataKey.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_Decrypt.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_RetireGrant.html
https://docs.aws.amazon.com/kms/latest/developerguide/programming-key-policies.html
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"Condition": {
"StringEquals": {
"kms:ViaService": [
"chimevoiceconnector.region.amazonaws.com"

]

AXERBHIEENRBRHEE , 28 AW S Key Management Service FF & A RIEEFH IAM KB
FHHIEE KMS 4,

BXBHAHRRERETNER , BSH AWS Key Management Service 77 & A R IER P Z4A 177 6
SRR,
fEANE ET X

MEZEETNR-ATENREXY , EFESARBBENEM L TESE. AWSKMS ERAMZE £ TR
XEFET S HRIERN IZE,

MIBEMRERPIEMER LT XA , AWSKMS & NZE ETXXUHRERMEZERIE. EEZHIE |, B4
MIEBERDPBEHBNINERE LT,

EEDIEMR AWS KMS I RERER AR MHRR , HPpFHNaws: chime:voice-
profile-domain:arn , EARIR Amazon BFiFE&AM (ARN).

BLTRAIERTHERNME ET X,

"encryptionContext": {
"aws:chime:voice-profile-domain:arn": "arn:aws:chime:us-west-2:111122223333:voice-
profile-domain/sample-domain-id"

}

BRNUEFRIEZMNBEFFEANZE L T X RAEEFREZANFEAER. B L TXELERE
CloudTrail = B &4 Y CloudWatch B &M,

£ F N &2 £ SOREZR BN 2 A RY U5 7]

S AR R AR SR IAM S o 9 M TSN SRR BRI IR P R BB, 1
A UERTF R EAME L TR,
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https://docs.aws.amazon.com/kms/latest/developerguide/cmks-in-iam-policies.html
https://docs.aws.amazon.com/kms/latest/developerguide/cmks-in-iam-policies.html
https://docs.aws.amazon.com/kms/latest/developerguide/policy-evaluation.html
https://docs.aws.amazon.com/kms/latest/developerguide/policy-evaluation.html
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BETWERNPEANZE L T XRFEREFNEHKFIXFHAEFEEBNFZHANHRNERE, BNY
RERBRNATFWRESEAEEN N LT,

LT ROIZAREERAR FXIGEMNE L TXHNEFEERANTERNR KBS AR RAEEREN
SEREEMR LT X INE LT XHYR,

"Sid": "Enable DescribeKey",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:ro0le/ExampleReadOnlyRole"

I
"Action": "kms:DescribeKey",
"Resource": "*"

"Sid": "Enable CreateGrant",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:role/ExampleReadOnlyRole"

.
"Action": "kms:CreateGrant",
"Resource": "*",

"Condition": {
"StringEquals": {
"kms:EncryptionContext:aws:chime:voice-profile-domain:arn":

"arn:aws:chime:us-west-2:111122223333:voice-profile-domain/sample-domain-id"

}
}
}
RN
Amazon Chime SDK & & iE#25 M AWS KMS &iXER |, BA[LAFE CloudTrail 2 CloudWatch B &
BRERIXLEER,
CreateGrant

HEERAEFEENBAEET I REXHE AR , XEXM Voice Connector 2 RE K IE T 8]

AWSHK ) KMS 48 CreateGranti®E>R, Voice Connector BIZHNBENEETEEFIXE

REAXB AR, YIEMIERERET , Voice C RetireGrant onnector i i /E SR M BREZA .
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LR RHIIERT —{NCreateGranti®fE.

{
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAIGDTESTANDEXAMPLE:Sampleuser0l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser0l",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE3",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalld": "AROAIGDTESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser2l",
"accountId": "111122223333",
"userName": "Admin"
},
"webIdFederationData": {3},
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2021-04-22T17:02:00Z"
}
},
"invokedBy": "AWS Internal"
},
"eventTime": "2021-04-22T17:07:02Z",
"eventSource": "kms.amazonaws.com",
"eventName": "CreateGrant",
"awsRegion": "us-west-2",
"sourceIPAddress": "172.12.34.56",
"userAgent": "ExampleDesktop/1.@ (V1; 0S)",
"requestParameters": {
"constraints": {
"encryptionContextSubset": {
"aws:chime:voice-profile-domain:arn": "arn:aws:chime:us-
west-2:111122223333:voice-profile-domain/sample-domain-id"
}
I
"retiringPrincipal": "chimevoiceconnector.region.amazonaws.com",

"operations": [
"GenerateDataKey",
"Decrypt",
"DescribeKey",
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EEEmE

"RetireGrant"
1,
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",

"granteePrincipal": "chimevoiceconnector.region.amazonaws.com",

"retiringPrincipal": "chimevoiceconnector.region.amazonaws.com"
3,
"responseElements": {

"grantId":

"0ab0ac0d0b000f00eaddcc0aleddfcOObcedd0cO00f0000000cObc0a®d@@aaatSAMPLE"

3,

"requestID": "ff000af-00eb-00ce-0e00-eal00fbOfbadSAMPLE",
"eventID": "ff000af-00eb-00ce-0e00-ead00fbO0fbad@SAMPLE",
"readOnly": false,

"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,
"eventType": "AwsApiCall",

"managementEvent": true,
"eventCategory": "Management",
"recipientAccountId": "111122223333"

GenerateDataKey

HEQBIEFREXHFEA N ZETEEFREENZHA |, KK Voice Connector & 812 — /N
—HBEZRARNBEULS ENEMSZ M, BEZEESRME AWS KMS KikGenerateDataKeyi&

X, BERRNESR,

AR RHIIEHET — 1 GenerateDataKey®1E,

"eventVersion": "1.08",
"userIdentity": {
"type": "AWSService",
"invokedBy": "AWS Internal"

iy
"eventTime": "2021-04-22T17:07:027",
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"eventSource": "kms.amazonaws.com",
"eventName": "GenerateDataKey",
"awsRegion": "us-west-2",

"sourceIPAddress": "172.12.34.56",
"userAgent": "ExampleDesktop/1.@ (V1; 0S)",
"requestParameters": {
"encryptionContext": {
"aws:chime:voice-profile-domain:arn": "arn:aws:chime:us-
west-2:111122223333:voice-profile-domain/sample-domain-id"
I
"keySpec": "AES_256",
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
I
"responseElements": null,
"requestID": "ff000af-00eb-00ce-0e00-eal00fbOfbadSAMPLE",
"eventID": "ff000af-00eb-00ce-0e00-ead00fbO0fbad@SAMPLE",
"readOnly": true,
"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE™"
}

1,

"eventType": "AwsApiCall",

"managementEvent": true,

"eventCategory": "Management",

"recipientAccountId": "111122223333",

"sharedEventID": "57f5dbee-16da-413e-979f-2c4c6663475e"

Decrypt

HEEREXHEFNESTEEXHHTRINEZTIRIERAMEEAREBESITONN , XEKH
Voice Connector 2 A ZDecryptiR{E , A INZEZNIEZR ARG R MEBHIE,

AT RBIER T — N DecryptigfE,

"eventVersion": "1.08",
"userIdentity": {
"type": "AWSService",
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"invokedBy": "AWS Internal"

I

"eventTime": "2021-10-12T23:59:347",
"eventSource": "kms.amazonaws.com",
"eventName": "Decrypt",

"awsRegion": "us-west-2",

"sourceIPAddress": "172.12.34.56",
"userAgent": "ExampleDesktop/1.@ (V1; 0S)",
"requestParameters": {
"encryptionContext": {
"keyId": "arn:aws:kms:us-
west-2:111122223333 :key/44bbb444-3333-2222-1111-EXAMPLE11111",
"encryptionContext": {

"aws:chime:voice-profile-domain:arn": "arn:aws:chime:

west-2:111122223333:voice-profile-domain/sample-domain-id"
I
"encryptionAlgorithm": "SYMMETRIC_DEFAULT"
I
"responseElements": null,
"requestID": "ed@fe4ab-305b-4388-8adf-7e8e3a4e80fe",
"eventID": "31d0d7c6-ce5b-4caf-901f-025bf71241f6",
"readOnly": true,
"resources": [{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/00000000-1111-2222-3333-9999999999999"
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",

"sharedEventID": "35d58aal-26b2-427a-908f-025bf71241f6",

"eventCategory": '"Management"

DescribeKey

us-

Voice Connectors A iZDescribeKeyR{ERKUE MK 7 X5 R R B FE 51E FE & X H1E < Bk

HYE4R.

AR RHIEFE T — 1N DescribeKeyigfE,

"eventVersion": "1.08",
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"userIdentity": {
"type": "AssumedRole",
"principalld": "AROAIGDTESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser2l",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE3",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAIGDTESTANDEXAMPLE:Sampleuser0l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser0l",
"accountId": "111122223333",
"userName": "Admin"
I
"webIdFederationData": {3},
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2021-04-22T17:02:00Z"

}

I

"invokedBy": "AWS Internal"
I
"eventTime": "2021-04-22T17:07:027",
"eventSource": "kms.amazonaws.com",
"eventName": "DescribeKey",
"awsRegion": "us-west-2",

"sourceIPAddress": "172.12.34.56",
"userAgent": "ExampleDesktop/1.@ (V1; 0S)",
"requestParameters": {

"keyId": "@0ddodbo-0000-0000-ac00-bOcO@OSAMPLE"
},
"responseElements": null,
"requestID": "ff000af-00eb-00ce-0e00-cad00fbO0fbadSAMPLE",
"eventID": "ffO00af-00eb-00ce-0e00-ead@0fb0fba@SAMPLE",
"readOnly": true,
"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,
"eventType": "AwsApiCall",




Amazon Chime SDK EEER

"managementEvent": true,
"eventCategory": "Management",
"recipientAccountId": "111122223333"

Br LB AR S5 R 7B BRI

BEREREETEELZERA , LNHTRENAAANRESHZAERAINTERER , ol
PIXANFEE, BETNERBRINKETRAENEZTHRSRERRRLRIGRINEIR. BXESE
B, #3 (AWS Identity and Access Management A {5RE) HHEENREEH,

£ AWS # |, BRSELTRLSEMEEAET R, 4—TURS (BARS ) BAS —TRS (#KEA
BBSS ) B, MR REBRSEL, BRTHEJUMER Pt EERIMANIR , FABERARS LS —M|
ARSS DR R R o

AWS 2RI KA RBEREXEFRNENBRS T4  BPHERPERES, IDBEBENWEERRE
BEAR{EF aws:SourceAccount £@&HF LT, XLEF4ARE T Amazon Chime BEF AT E
SEZEREENE MRS R,

LUTRBIERT S3 FEERE , ELIEEMN CallDetailRecords S3 FEFEH
aws:SourceAccount £RFHLETXR , LEHIVEERERE,

"Version": "2012-10-17",
"Statement": [

{

"Sid": "AmazonChimeAclCheck668426",

"Effect": "Allow",

"Principal": {

"Service": "chime.amazonaws.com"

.

"Action": "s3:GetBucketAcl",

"Resource": "arn:aws:s3:::your-cdr-bucket"
},
{

"Sid": "AmazonChimeWrite668426",
"Effect": "Allow",
"Principal": {

"Service": "chime.amazonaws.com"

}I
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"Action": "s3:PutObject",
"Resource": "arn:aws:s3:::your-cdr-bucket/*",
"Condition": {
"StringEquals": {
"s3:x-amz-acl": "bucket-owner-full-control",
"aws:SourceAccount": "112233446677"

Amazon Chime A X TESETHEIFENVBER

Amazon Chime A A T EEBXFHNUTRRERENE TR R,

E TS5 Chime MHIT A T EIIRER RN

Amazon Chime B & T E BN XL RREBFINIRE,

I 5# Chime A AXIES IAM A6
IAM & & 2AWSHK - E G 45 ENPRAYSEE,
£ Amazon Chime B & T E 2 & A g BHiE

AILAGE A IR A SR TS B RIEE R , 2K IAM a0 REKS A6, SR LLHEA AWS STS
API| #4E ( tnAssumeRole = GetFederationToken ) BAIRERIE A &2 2 4EiE o

Amazon Chime $#F X TESD X FHFE A G IE$,

RSHEXAE

AWS RS AIER RS HEX A S RRRETRRENEMGRSFHHER. RSEXACERE IAM K
P, FRLERSFAE. IAM BEERTUESETEFEERSHAXABHNIR,

Amazon Chime B4 F AT EBEZFRFHEXAG, ARUEREEXEACHWEAES , FSHAE
&R F Amazon Chime BHF A T ESHRZEXEE,

Amazon Chime B#-F 4 TESE T RFHBUER 21


https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonchime.html#amazonchime-resources-for-iam-policies
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonchime.html#amazonchime-resources-for-iam-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_AssumeRole.html
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BSAE

BHREATRSAREDRESAE., LAGATFRS HREMERS FHRRURCRETHRIRE. RS
ABERE IAMKSH , FRZKFRE, XBWE , IAM EERAUERZACRHNER. B2, X
BRI RE & P T AR ST RY Zh&E.

Amazon Chime A A T EEBRXFERSZAE,

Amazon Chime i A X TEZBE T B HHKRIE RG]

RIABERLT , IAM AR A BTN ZRIEH Amazon Chime RGEF X TEBER. CSIETEER
AWS Management Console, AWS CLIZXAWS API i 1T1ES. IAM BE 5 A A1 IAM policy , BAE
NAFPNAGR FRRUNMENEERRINITHEN AP #1E, AF , B R LHURFIX L 5K B o0
BFEEIX LR IAM A4,

T T RNMERIXLRAE JSON REEXHEIZE IAM ET HHNER , 556 (IAM AFERE) PHE
JSON &I~ E 6| 2 5K

F&

- RMBEXE

- AWS#E Amazon Chime 4 F X T EBBEE

- AWSIEEREE : AmazonChimeVoiceConnectorServiceLinkedRole R B

- AWSHEXRE : AmazonChimeSDK MediaPipelinesServiceLinkedRolePolicy
« AWS FEE KM Amazon Chime EF AR

HW R R

ETEMHNERBIEERK, ENREREEATUELENKS PIZ, 7R ZME Amazon Chime
SDK &R, XLRIETRELEE AWS P =ERAR, QIEREEET SO ERER | BHEF/T AN
FE :

« FFHRERAAWSHEE R — BEHRIEFF5# A Amazon Chime SDK |, & AAWSIEE RSN 7 TE1H
FRERNDNR., XERBEEELNKFPIRME | HH AWS £ HEH. EXEZELE , HSH 1AM
AriEmT T HEER AWS EE XK PR,

s RFFIENR : I B ESCRER , MRFHITESHENTT, ERFBRIARFRENR , AERE
FTERTHENR, XEHEE-—FRREFITRANNEMEEZHKENRBRREENZE, B
REZEER ,5Z2H (IAM AFER) PR FHRENR.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html#access_policies_create-json-editor
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EEEmE

« NERURERH MFA- RHigEZ2M , EX IAM AR ERAZSESHRIE (MFA) SRR E RS

APl B1E, ETHRESER

BHZHE IAM AFEEFHNE AWS FEAZESHREIE (MFA).

« ERARBREREBRLZEM - HEUXTTHEERN , EXETEONKBEBERRTARERR

B Bl , &

ARmBEFRMREEFERSIKA TR IP piSEHE,
EERHINEEENNER , REBERMEH SSL H MFA, AXESER

M) P IAM JSON KB ITE : &,

AWS3HEE Amazon Chime B F X T ESBEK

A RERNS , UENRAYF
#HZE (IAM AF1E

#&7] LAfE FH AWSHE B AmazonChimeVoiceConnectorServiceLinkedRole 5 B [&] F /7~ £2 F i/ [8 Amazon
Chime RHF X TESRENNR. BXEZEE , 1551 A mazon Chime SDK FF R A RIERFH

IAM B R, UERESENSZHMH Amazon Chime BIE/E. &IRFMZHEZ4ER,

// Policy ARN: arn:aws:iam::aws:policy/AmazonChimeSDK
// Description: Provides access to Amazon Chime SDK operations

{

"Version":

"Statement": [

{

"Action": [
"chime:
"chime:
"chime
"chime:
"chime:
"chime:
"chime:
"chime:
"chime
"chime:
"chime:
"chime:
"chime:
"chime:
"chime
"chime:
"chime:
"chime:
"chime:
"chime:
"chime:

"2012-10-17",

CreateMediaCapturePipeline",
CreateMediaConcatenationPipeline",
:CreateMedialiveConnectorPipeline",

CreateMeeting",

CreateMeetingWithAttendees",
DeleteMediaCapturePipeline",

DeleteMediaPipeline",
DeleteMeeting",

:GetMeeting",

ListMeetings",
CreateAttendee",
BatchCreateAttendee",
DeleteAttendee",
GetAttendee",

:GetMediaCapturePipeline",

GetMediaPipeline",
ListAttendees",
ListAttendeeTags",

ListMediaCapturePipelines",

ListMediaPipelines",
ListMeetingTags",

AWSHEE Amazon Chime BT X TESHE
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/chime/latest/dg/iam-roles.html
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"chime:ListTagsForResource",
"chime:StartMeetingTranscription",
"chime:StopMeetingTranscription",
"chime:TagAttendee",
"chime:TagMeeting",
"chime:TagResource",
"chime:UntagAttendee",
"chime:UntagMeeting",
"chime:UntagResource"

15
"Effect": "Allow",
"Resource": "*"

AWSHEEZREE : AmazonChimeVoiceConnectorServicelLinkedRole %k B

iXAmazonChimeVoiceConnectorServiceLinkedRolePolicyf#§ Amazon Chime SDK & &iE
EERBEB A Amazon Polly FEARN AR EIL S # Kinesis Video Streams, BMHEEBHFE KE
Fo ABEETFILLE Chime SDK & FEERRSHRIFTF WL S # Kinesis Video Streams, [@L
O E 2B ARS (SNS) ML S #h a2 A 5 ARSS (SQS) K EBHMEH AR R L% Chime SDK &
=N AR RENER Amazon Polly £ B EHR. Speak SpeakAndGetDigits

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": ["chime:GetVoiceConnector*"],
"Resource": ["*"]

}I

{

"Effect": "Allow",

"Action": [
"kinesisvideo:GetDataEndpoint",
"kinesisvideo:PutMedia",
"kinesisvideo:UpdateDataRetention",
"kinesisvideo:DescribeStream",
"kinesisvideo:CreateStream"

1,

"Resource": ["arn:aws:kinesisvideo:*:*:stream/ChimeVoiceConnector-*"]

AWSHEE XM : AmazonChimeVoiceConnectorServiceLinkedRole 3 B 24
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},
{
"Effect": "Allow",
"Action": ["kinesisvideo:ListStreams"],
"Resource": ["*"]
I
{
"Effect": "Allow",
"Action": ["SNS:Publish"],
"Resource": ["arn:aws:sns:*:*:ChimeVoiceConnector-Streaming*"]
},
{
"Effect": "Allow",
"Action": ["sqgs:SendMessage"],
"Resource": ["arn:aws:sqgs:*:*:ChimeVoiceConnector-Streaming*"]
I
{
"Effect": "Allow",
"Action": ["polly:SynthesizeSpeech"],
"Resource": ["*"]
},
{
"Effect": "Allow",
"Action": [
"chime:CreateMediaInsightsPipeline",
"chime:GetMediaInsightsPipelineConfiguration"
1,
"Resource": ["*"]
}

EXEZELR , 2 EH Amazon Chime SDK B Z 5B RS KA BERE

AWSHEE R : AmazonChimeSDK
MediaPipelinesServicelLinkedRolePolicy

BT 8EYF AmazonChimeSDKMediaPipelinesServicelLinkedRolePolicy FffiNZEIREY IAM 35
.,

AWSIEEREE : AmazonChimeSDK MediaPipelinesServiceLinkedRolePolicy 25
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EEEmE

ZBUR S 1F Kinesis Video Streams fF83E R /& i 2 Amazon Chime SDK 1 H 6] & i ¥R,
CloudWatch &% 5t Amazon Chime SDK BAE B KRRIG R S# Chime SDK 21, BXEZE

B, BZEAEEPMIET Amazon Chime SDK A EEBFEAAE®,

RERFMER
ZERBEBEU TR,

« cloudwatch— B F & CloudWatch 18FrHI R,

e kinesisvideo— BRFRIBHBFIR R, NEFEE., EFHEREBRRE.

EIJ II:H i&ﬁl)lbﬂﬁ*ﬂ IZEO

* chime— B#FZ MW, AIEHFEENRBRSSENNR,

"Version": "2012-10-17",
"Statement": [
{

"Sid": "AllowPutMetricsForChimeSDKNamespace",

"Effect": "Allow",
"Action": "cloudwatch:PutMetricData",
"Resource": "*",
"Condition": {
"StringEquals": {

"cloudwatch:namespace": "AWS/ChimeSDK"

"Sid": "AllowKinesisVideoStreamsAccess",

"Effect": "Allow",

"Action": [
"kinesisvideo:GetDataEndpoint",
"kinesisvideo:PutMedia",

"kinesisvideo:UpdateDataRetention",

"kinesisvideo:DescribeStream",
"kinesisvideo:CreateStream"

]I

"Resource": [

}-H- ;&E/)Ib\ ﬁ“ﬁ;&ﬁuwﬂl

"arn:aws:kinesisvideo:*:*:stream/ChimeMediaPipelines-*"

}I

AWSHEE XM . AmazonChimeSDK MediaPipelinesServiceLinkedRolePolicy
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EEEmE

{

"Sid": "AllowKinesisVideoStreamsListAccess",
"Effect": "Allow",
"Action": [

"kinesisvideo:ListStreams"

1,

"Resource": [

i n

"Sid": "AllowChimeMeetingAccess",

"Effect": "Allow",

"Action": [
"chime:GetMeeting",
"chime:CreateAttendee",
"chime:DeleteAttendee"

1,

"Resource": "*"

AWS £ E FEKR Amazon Chime EFHNA

TR EHFHER T X Amazon Chime SDK IAM BUR AR By E 3o

B R

AmazonChimeSDK MediaPipe = AmazonChimeSDKMedi

linesServiceLinkedRolePolicy- aPipelinesServicel

XA BERN E inkedRolePolicy ¥rigfy
PR 2 Amazon Chime SDK
AW R HIEIREL CloudWatch
HERSEHERER. BXE
ZER , BZHAEY Amazon
Chime SDK &4 EEFE A A
& :

B

2023 12 A8 H

REEEH
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EK

AmazonChimeSDK MediaPipe

linesServiceLinkedRolePolicy-

N H BRI EH

AmazonChimeVoiceCo
nnectorServiceLinkedRole X

% EFIARE

B MEMB RS RBEAE

DU

AmazonChimeSDKMedi
aPipelinesServicel
inkedRolePolicy #Ti8
B BR /2 iF Kinesis Video
Streams FF &, WMFNFERE
HEHERXZBE Amazon
Chime SDK £, BXE%
§8 , FZHEY Amazon
Chime SDK R4 EEF A
& :

AR HR GetMedialnsightsPi
pelineConfigurationAP| #3
¥rAmazonChimeVoiceCo

nnectorServicelink
edRolePolicy 184X
PR, Amazon Chime Voice

Connectors F EiX L R = 88

RERENBREBRE. ﬁ?&
EZER , BEAEREESE
ERRUUERT MDA

Fr & E R LAEA AmazonChi
me SDKeVents RS X< Bk A
BRI RREARS |, fila
Kinesis Firehose, BXE Z{=
B, BZHEA AmazonChi
me SdkEvents BR$ < A
B, BIDEE “BEARS<E
6" 5751 T AmazonChi

meVoiceConnectorServicelLink

edRole KB BF. BXEZE
B, B2 A AmazonChi

meVoiceConnectorServicelLink

edRole B3R,

B

2023F8A20H

20235 4 A 14 8

2023 3 A 27 H

R
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EEEmE

EK

Amazon Chime SDK EF 5
MR R — EFMNEBEE,

WY S AmazonChimeDK
MediaPipelinesServicelinked

RolePolicy — #THI & 5K,

AWS £ & AmazonChi
meVoiceConnectorServicelink
edRole R B : KHg — EHIM
BRI,

AmazonChimeVoiceCo

nnectorServiceLinkedRole

E BHAERE

DU

AWSHE Amazon Chime
SDK FKEIEHN TR , AFE
{8 Amazon Chime SDK &
REE API BIER, EEUAI A BR
REEE,

Amazon Chime 4 F X T E
SARMT —NERFHEXNA
& , R HRTE Amazon Chime
SDK W ARAEHIRE

=

Amazon Chime SDK i&&
EESREMT R, AW
YR{ER Amazon Polly &/
EH, £ Amazon Chime
SDK BENAEFHE

A Speak#MSpeakAndG
etDigits BEFEXLN
PR o

Amazon Chime SDK Voice
Connector ¥ TR , /o
WiF RIS % Kinesis Video
Streams LA K [a)3F B 7 {&] 52 3
HPRSS (Amazon SNS) ML 5
HEREERRS (LS#H SQS)
KEBHAEMH, WEE Chime
SDK B EEZBEFTEXLENR
= BETHIR AR =X 4% 0 B L S 7h
Kinesis Video Streams {2
EEEA,

B
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EX DU B &
NERBERRNR. E£H Amazon Chime B xTE 2021 £9 A 23 H
Chime SDK KEEGIZ IAM A AN THNRERZZFT R

FHAE, LAt

HEH K BIRERVF S AR
EESEN2WRIR , ARW
BEME LW FRE,

Amazon Chime BEF AT E  Amazon Chime BEF AT E 2021 €9 A 23 H

BT 1RIEERE K BIT IR REREAWSFEE R
EE,

¥ Amazon Chime 3} & T E 3 54 F 15 [0 3 1T 8 FEHERR

FERAUTEERSEBELMAIESEEEA Amazon Chime BT X TEAM IAM B A28 ZIH E N 8]
B,

FB

« RFTLNIE Amazon Chime BHEF X T E S HhITIR/E

o BFEBINIT iam : PassRole

R IE Amazon Chime B F A T E SR HMTERE
MBHEBWBEIRETR , RPZLLTNRITENRE |, NEAME R R IFRITIZRE.

% mateojackson IAM AR ZHEAREGHAEETEEXEM my-example-widget BIRNIFHEFR ,
BFRMEREN chime: GetWidget RERAY , £ X £ T ROIEIR,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
chime:GetWidget on resource: my-example-widget

FELHBERT , BIEH mateojackson AFKIERE , LAWERA chime: GetWidget BAEVIE my-
example-widget &iRo

MREFEHRED , BHRRAAWS BEER., ZNEERARRHRERFEIENA,

HERE 30


https://docs.aws.amazon.com/chime/latest/dg/iam-users-roles.html
https://docs.aws.amazon.com/chime/latest/dg/iam-users-roles.html
https://docs.aws.amazon.com/chime/latest/dg/iam-users-roles.html
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LI ST iam : PassRole

MBHBNBNERER |, BREFLINIT iam: PassRole B4E , MM MR RIENEE R FREB, B8
AREREAPZENZEBHUAR., ERZAEFENBER | AFEFA QLSS Amazon Chime B4
FrIBEA,

BE AWS RS AT ERAEACEEIIZRS , MAREMBSACIRIAXAE, Mt , L
MEBFABERLIZRSVNR,

HEZHW IAM AP marymajor=id £ AiZ RS 7E Amazon Chime B4 X TEGHHITIRIEN , &
HIAUT RIS R. BR , RELANEERFACABETFHNRT AIMITRE. Mary FTEEFARRE
1% B AR S5 HI AR o

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EXFERT , Mary BREHNEE R RERMELKR , LA FHIT iam: PassRole &1E,

FEHERT Amazon Chime #i#-F 4 TEGMRSHEXAR

Amazon Chime SDK £/ AWS Identity and Access Management (IAM) fRE <A, REHERA
2 — IS IAM B | BE1E458 T Amazon Chime BT AT ES, RSHEXAEH Amazon
Chime SDK IE X , BFiZBESRRERAAWSHA RS FTENFIENE,

RS XA ETEUIRSIRE Amazon Chime SDK I E K RAALTEFHHRMSLENNPR, Amazon
Chime A AX T EBEN TERSZSHXACHNR , RIEFSEENX , BN RHE Amazon Chime 4
FEIEGUUETEAR, EXHNBESEESERBEINNRKE, T8 12X PR KBS M N 2{F H A4
IAM SE4%,

RETEEEMBREXERE , BT ERBRRSHEXER®, XHERPEH Amazon Chime SDK BiR , B
RIS TE R BIBRIS RIRE T R AR

BEXAXERSHEXAGHNEMBRSHNER , SRS IAM ESEAN AWS RSF. ERTHE Service-
Linked Role ( RFHHXAE ) 5IFEE Yes (2 ) BENESF. &F Yes ( R ) EEBZRFH RS
KA EE,

FH
« 5 Amazon Chime SDK 1B Z RS <K A B KRS
- FHEALHEZNENER

RFTAUNAT iam : PassRole 31


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
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« J@3 Amazon Chime SDK i xEEFEHAR
« {£ A AmazonChime sdkEvents REHEXAE

£/ Amazon Chime SDK & S ZS RSB A QK
LT HNESHA T 04 ;

« f£H Amazon Chime SDK B FiE R RS XA KK NIT S# Chime SDK i FiEESEEAARN
£33 Kinesis,

+ f£/ Amazon Polly 1 Speak and actions & KiB&. SpeakAndGetDigits

£

« Amazon Chime SDK B ZiEESEHNRFHEXAENE
1 Amazon Chime SDK £ ZEERCIEBRIHEXAE
Y%% Amazon Chime SDK B EEZENRSEXAR
fiBR Amazon Chime SDK B ZiEZBENRIHEXAE
Amazon Chime SDK BRSHEX A & X 51 XiF

Amazon Chime SDK 1B HiE#ZFNWIRZHEX A ENIE

Amazon Chime SDK B EZEEFABNNRSHEXAE
AWSServiceRoleForAmazonChimeVoiceConnector—— 5t i Amazon Chime SDK & HiE s %K
REIMAWSHRSS . BX AR Amazon Chime SDK BEEEZBEHREERNESER , BSH. §
Amazon Chime SDK B HEEHREARZ R E Kinesis

AWSServiceRoleForAmazonChimeVoiceConnector REHXAREFEUTRESRKRAZAR

* voiceconnector.chime.amazonaws.com

ZAmazonChimeVoiceConnectorServiceLinkedRole B % /2 F Amazon Chime B4 F X T ESFEIEE
BRETRUTERE

o ¥4k : all AWS resources tH chime:GetVoiceConnector*

o ¥4E : kinesisvideo:* £ arn:aws:kinesisvideo:us-
east-1:111122223333:stream/ChimeVoiceConnector-*

£ Amazon Chime SDK 1B HiE SRS KRR ABEKE 32


https://docs.aws.amazon.com/chime-sdk/latest/dg/speak-and-get-digits.html
https://docs.aws.amazon.com/chime-sdk/latest/dg/speak.html

Amazon Chime SDK EEER

« 4E : polly:SynthesizeSpeech £H all AWS resources
« #4E : chime:CreateMedialnsightsPipeline £#Y all AWS resources
« 4E : chime:GetMedialnsightsPipelineConfiguration L/ all AWS resources

« 4E : kinesisvideo:CreateStream L8 arn:aws:kinesisvideo:us-
east-1:111122223333:stream/ChimeMediaPipelines-*

o #4E : kinesisvideo:PutMedia £M arn:aws:kinesisvideo:us-
east-1:111122223333:stream/ChimeMediaPipelines-*

« 84E : kinesisvideo:UpdateDataRetention LAY arn:aws:kinesisvideo:us-
east-1:111122223333:stream/ChimeMediaPipelines-*

« $4E : kinesisvideo:DescribeStream LB arn:aws:kinesisvideo:us-
east-1:111122223333:stream/ChimeMediaPipelines-*

« #4E : kinesisvideo:GetDataEndpoint L&Y arn:aws:kinesisvideo:us-
east-1:111122223333:stream/ChimeMediaPipelines-*

« #4E: arn:aws:kinesisvideo:us-east-1:111122223333:stream/* L&Y
kinesisvideo:ListStreams

MMEEMR , 2 IAM K (AR, AHAG ) 012, REIMERRSHEXAC, BXESE
B, BEZH (AM AFERE) RiRSHEX A BRIR,

A Amazon Chime SDK B HiEZSRCERZMEXAR

BEEFHEERSHERAR, HRALDE Chime SDK B FEEEE B3 Kinesis BEEE |, =
#1. = APl FFAWS Management Console | 2= E#7IL 5i# Chime SDK SIP #4k R 12 78
AWS , AWS CLIAmazon Chime @ N {REIERSHX AR,

IEE T LAE R IAM $24) A 3833 Chime Voice Connec tor A1 ZRSHEX A, £ AWS CLI 5 AWS
API # | £ voiceconnector.chime.amazonaws.com [REBHANERZHEXAR, BXESZE
B, #H2SH (AM AFER) PHEIBRRSHEXAR, MREMER T RSHEXAE , ATLlERRE
WEEBRMNEAR,

YR58 Amazon Chime SDK B ZE BN RSHEXAB®

Amazon Chime ¥4 % T BB F A 8% AWSServiceRoleForAmazonChimeVoiceConnector AR
ZHXAR, CIBRRSHEXARE  BETEERACNEN , RAUeEesha4s| AzAR, B2
A LAER IAM REBAGIER, BXEZELR , H2H (IAM BFER) MW RERZSHEXAE,

£ Amazon Chime SDK & ZEERRRES KA BEKRE 33


https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#service-linked-role-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#create-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#edit-service-linked-role
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M E& Amazon Chime SDK B FiE BN RSHEXAR

NMRTBEECAENFTERSAXACNFLEIRS , BUERRZA®, INFXBEARET KE
RAEFNREAKE, BR , ELALBRENBSHEXAR , REFEFIMERE.

AERERSHEXAE

VTR S XA BERNTERR , REXRER IAM RIRZAE.

(® Note

R BRI BREIRET , Amazon Chime SDK FRFEEFERZAE , NMERTAIAEES KK, MR
EEXMER , BEFLo8EER,

fl B AWSServiceRoleForAmazonChimeVoiceConnector ( &4 ) £A#K Amazon Chime B#FF %
TEIRR

o (FLEXEMHIDE Chime SDK I REIFFE I S Chime SDK & HiE e # TIRIKE %,

a. 3TJF Amazon Chime SDK ##l& , Mt https://console.aws.amazon.com/chime-sdk/
home.

b. ESMEKRE SIP PAT | FIEFTEESR.

c. %# Amazon Chime SDK i&EZE#ERH B Mo

d. &H "ER &I+,

e. £ “Ri#Z Kinesis Video Streams” T , &1k,

f.  EEREF.

fiBR (C AWSServiceRoleForAmazonChimeVoiceConnector LIAWS) £ FA#9 Amazon Chime 3 #4F &
TEERR

- {Ef AWS CLI ##J delete-voice-connector-streaming-config uration f5{& L/~ PR
Amazon Chime SDK & & iEZes N BEERE,

aws chime delete-voice-connector-streaming-configuration --voice-connector-
id abcdeflghij2klmno3pqr4

£ Amazon Chime SDK & ZEERRRES KA BEKRE 34
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Amazon Chime SDK EEER

fHl Bk AWSServiceRoleForAmazonChimeVoiceConnector (API) £ # Amazon Chime ##6F AT E
BT

«  f# DeleteVoiceConnectorStreamingConfigurationAPI & LL i FF 1 778 Amazon Chime SDK &
FiEESENREAERS,

FHMBRBSERAR

EA8 1AM 24| 5AWS CLI, 5 AWS API 12 1EMIBR
AWSServiceRoleForAmazonChimeVoiceConnector R HX AR, BXEZEE | E5H (IAM A
F1Em) FHMRBRIESHEXAE,

Amazon Chime SDK RZ XA EZIFN X

Amazon Chime A TEBXFEMEREARSIH AWS XA EARSHEXAR, BXESZE
B , {525 Amazon Chime % =2 F PR &,

EREREXENERIDENEED
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BREIR MR RTCP BB EaHE,

£ RTCP #iE8H M2 K % F Amazon
Chime SDK & FE#EREMIREN FTH

MIEF2 i 4E i E] Amazon Chime SDK iE&iE
BEMBRENESEFERANBEIRE, B2
MRIE—R BERBELER, BEIIHEERMN,

MIEFR 4% &% E| Amazon Chime SDK iE&iE
BEMRENSIESN EYRS,

M Amazon Chime SDK & ZiF S EMIEHEA
REIEERREM RTP BUESHE,

B RTP $HIEAM Amazon Chime SDK &%
SR EMIRE XX IIERERNFT .

M Amazon Chime SDK & ZiEEZaE MR X
IR RTCP iR HE,

£ RTCP #3E& % M Amazon Chime SDK i
RS EMIRE A IIZEE RN FT .

M Amazon Chime SDK 1B &% #28 2t i 1%
WMIAZERENIETFELANBRESIHE, B
BEE—R, BREFEE R, BEitHEREERMN,

M Amazon Chime SDK & ZiE S EMiZE X
EE R RN BESINEERE,

i2 i A Amazon Chime SDK & &&= E it
&2 B B 9 3R A A,

fE A Y4#E CloudWatch
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FE iR

mos_btwn_vc_and_rem Bz M Amazon Chime SDK EFE#ESFE
i i 2 B 1B F AR LT FEEN 28
(MOS).

SIPEERZE

&0 L% R 2 Amazon Chime SDK B & iE#ZSH SIP SEE ALK, HBXHEFMAt , Amazon Chime
SDK &R AWLME L SIPEHE |, FFEMRIEEI N ECIEMN CloudWatch BERAKA., BEHBR
N /aws/ChimeVoiceConnectorSipMessages/${VoiceConnectorID}, LA T ZEELL JSON #
NEBEERAEH,

FER #iR

voice_connector_id Amazon Chime SDK 1E & %28 D,

aws_region EEM4XEHN AWS X,

event_timestamp FIROE S REtE , JA UTC BHEIE UNIX £t
(1970 F 1 A1 BFR ) FHENERDNENAL

call_id Amazon Chime SDK & &iE#a"0 ID,

sip_message HIRWEE SIP HE,

£/ Amazon Chime {7 & T E @323 B31{t EventBridge

Amazon EventBridge A FEEIMAWSIRFZ Baft , HEFMNREEHN , N ARFTAEESEDS
REEHR. BRAVEFWEZELR , $5 5 Amazon Chime SDK FF A A REEEHH S UUET .

2% Amazon Chime SDK £ B4R , E2NEHKRKEEF L EventBridge REAZB LR , XEKE
Amazon Chime SDK &= fFFT A E4 &% EventBridge® , BEWMOHIBERT , BHTRETEE
%, BXEZER , F5 M Amazon EventBridge AAF i8R KK BEAWSIRS =4,
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EEEmE

® Note

ME/EMBLHIE , WATER Amazon S3 HEH ., LEHBHFXIGFERFMEE AWS Key
Management Service FH & P EZEAHITRFSHIMNE,

£/ Amazon Chime SDK & & & #2523 B 311t EventBridge
AI LA Amazon Chime SDK B XS E AR WIREBIEUTHE

- A AWS Lambda B %X

« J331 Amazon Elastic Container Service £
FFEHH 43| Amazon Kinesis Video Streams
B5E AWS Step Functions R7ZSH1

- J&AH Amazon SNS E£# =, Amazon SQS RA %l

EventBridge 5 Amazon Chime SDK & FiEEesBl & AN — L RHI13HE -

« BUE Lambda ¥ , EERBARB TEHMBEXF .
« 331 Amazon ECS % , R ARG B AR #%,

BXEZER , iHS Amazon EventBridge A F 18/,

Amazon Chime SDK Voice Connector BEEE#

Amazon Chime SDK B HFEZER I HFNEHALET AT T EH XL EventBridge A,

il Bi# Chime SDK Voice Connector BEF 18T

¥ Kinesis Video Streams FF A EE RS , Amazon Chime SDK 1B 52X A LEH,
Example B4 5E

LT R UL AR R BIE R

"version": "Q",

f# A B 351t EventBridge
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"id": "12345678-1234-1234-1234-111122223333",
"detail-type": "Chime VoiceConnector Streaming Status",
"source": "aws.chime",
"account": "111122223333",
"time": "yyyy-mm-ddThh:mm:ssZ",
"region": "us-east-1",
"resources": [],
"detail": {
"callId": "1112-2222-4333",
"direction": "Outbound",
"fromNumber": "+12065550100",
"inviteHeaders": {
"from": "\"John\" <sip:+12065550100@10.24.34.0>;tag=abcdefg",
"to":
"<sip:+13605550199@abcdeflghij2klmno3pqr4M.voiceconnector.chime.aws:5060>",
"call-id": "1112-2222-4333",
"cseq": "1@1 INVITE",
"contact": "<sip:user@lQ.24.34.0:6090>;",
"content-type": "application/sdp",
"content-length": "246"
},
"isCaller": false,
"mediaType": "audio/L16",
"sdp": {
"mediaIndex": 0O,
"medialabel": "1"
},
"siprecMetadata": "<&xml version=\"1.0\" encoding=\"UTF-8\"&>;\r\n<recording
xmlns='urn:ietf:params:xml:ns:recording:1'>",
"startFragmentNumber": "1234567899444",
"startTime": "yyyy-mm-ddThh:mm:sszZ",
"streamArn": "arn:aws:kinesisvideo:us-east-1:123456M:stream/
ChimeVoiceConnector-abcdeflghij2kimno3pqr4-11laaa-22bb-33cc-44dd-111222/111122223333",
"toNumber": "+13605550199",
"transactionId": "12345678-1234-1234",
"voiceConnectorId": "abcdeflghij2klmno3pqr4",
"streamingStatus": "STARTED",
"version": "Q"

T 5 Chime SDK EZ &S EEL

¥ Kinesis Video Streams HWEMAEE L R AT , Amazon Chime SDK B FiEEZSRa XA EH,
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Example E45IE

BT RIS REIBEE.

"version": "Q",

"id": "12345678-1234-1234-1234-111122223333",
"detail-type": "Chime VoiceConnector Streaming Status",
"source": "aws.chime",

"account": "111122223333",

"time": "yyyy-mm-ddThh:mm:ssZ",

"region": "us-east-1",
"resources": [],
"detail": {

"streamingStatus": "ENDED",
"voiceConnectorId": "abcdeflghij2klmno3pqr4",
"transactionId": "12345678-1234-1234",
"callIld": "1112-2222-4333",
"direction": "Inbound",
"fromNumber": "+12065550100",
"inviteHeaders": {
"from": "\"John\" <sip:+12065550100@10.24.34.0>;tag=abcdefg",
"to": "<sip:
+13605550199@abcdeflghij2klmno3pqgr4.voiceconnector.chime.aws:5060>",
"call-id": "1112-2222-4333",
"cseq": "10@1 INVITE",
"contact": "<sip:user@l@.24.34.0:6090>",
"content-type": "application/sdp",
"content-length": "246"
},
"isCaller": false,
"mediaType": "audio/L16",
"sdp": {
"mediaIndex": 0,
"medialabel": "1"
},
"siprecMetadata": "<&xml version=\"1.0\" encoding=\"UTF-8\"&>\r\n<recording
xmlns='urn:ietf:params:xml:ns:recording:1'>",
"startFragmentNumber": "1234567899444",
"startTime": "yyyy-mm-ddThh:mm:sszZ",
"endTime": "yyyy-mm-ddThh:mm:ssZ",
"streamArn": "arn:aws:kinesisvideo:us-east-1:123456:stream/
ChimeVoiceConnector-abcdeflghij2klmno3pqr4-1llaaa-22bb-33cc-44dd-111222/111122223333"
"toNumber": "+13605550199",

A B35t EventBridge 55



Amazon Chime SDK

EEEmE

"version": "Q"

I &% Chime SDK 1B ZEEREEEH

E 7% Kinesis Video Streams WA EERT , Amazon Chime SDK & FEEBR AKX XIS,

Example B4 5=

LT R EHEY R BIE =

"version": "Q",

"id": "12345678-1234-1234-1234-111122223333",
"detail-type": "Chime VoiceConnector Streaming Status",
"source": "aws.chime",

"account": "111122223333",

"time": "yyyy-mm-ddThh:mm:ssZ",

"region": "us-east-1",
"resources": [],
"detail": {

"callId": "1112-2222-4333",
"updateHeaders": {

"from": "\"John\" <sip:+12065550100@10.24.34.0>;;tag=abcdefg"

"to": "<sip:

+13605550199@abcdeflghij2klmno3pqr4.voiceconnector.chime.aws:5060>",

"call-id": "1112-2222-4333",
"cseq": "101 INVITE",
"contact": "<sip:user@lQ.24.34.0:6090>",
"content-type": "application/sdp",
"content-length": "246"

.

"siprecMetadata": "<&xml version=\"1.0\" encoding=\"UTF-8\"&>\r\n<recording

xmlns='urn:ietf:params:xml:ns:recording:1'>",
"streamingStatus": "UPDATED",
"transactionId": "12345678-1234-1234",
"version": "Q",
"voiceConnectorId": "abcdeflghij2klmno3pqr4"

A B35t EventBridge
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I 55% Chime SDK B iEESREB KRN

M7 M@ Kinesis Video Streams B 4K &k I EF , Amazon Chime SDK i FEERARIENEH,
Example E4EE
AT R EH ROIETE.

"version": "Q",

"id": "12345678-1234-1234-1234-111122223333",
"detail-type": "Chime VoiceConnector Streaming Status",
"source": "aws.chime",

"account": "111122223333",

"time": "yyyy-mm-ddThh:mm:ssZ",

"region": "us-east-1",
"resources": [],
"detail": {

"streamingStatus":"FAILED",
"voiceConnectorId":"abcdefghi",
"transactionId":"12345678-1234-1234",
"callId":"1112-2222-4333",
"direction":"Inbound",

"failTime" :"yyyy-mm-ddThh:mm:ssZ",
"failureReason": "Internal failure",
"version":"Q"

AWS CloudTrail Fid% API A H

Amazon Chime H#F XTI EGE5—WRFERK , AIiEFKAFAWS CloudTrail, A&HRFE
Amazon Chime B#-FF & TESHHITHIEME, AWS CloudTrail HIE % Chime H4F X TEEH
FrE APl HRBERAEY , @FERKEL D% Chime REF AT EG#EH AN AR LD E Chime
SDK API IR 1E A,

MREQZERER , MWL RFF CloudTrail B4 412 E) Amazon S3 7Zi&#8 , @3¥E Amazon Chime
RUEAEAITEENEYSH, MREREERE , BMHATLE CloudTraill 258 “EH4HFIER" TH
FEERFTNEH, XEEEIEESMER. KHERN IP bt AR & HiERB A,

CloudTrail FEZBIZAWSHK F it EEZWIKF LB H. 2 Amazon Chime EE#E&IA X H APl A
i), @EZEHA CloudTrail idFKiZEs. BEEFEH |, /B3 CloudTrail &5 HEBEHH LI
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Fo BAILVE AWS kP AREE, BRENTERHENL, EXEZEE  BESHEHEHHTLES
CloudTrail B4,

ET7HEZEE CloudTrail , 52/ (AWS CloudTrail A F#ER)

B IR R

BTEBHA T AMAERA CloudTrail #£H & 0I2RER, MIAMBRT , SEELRH AP CIRREN , B
BRLICFKAWS D XA XEWEH |, 757 B EX LRI EEEN Amazon S3 F&M.

BRI IR R E X

1. Overview for creating a trail

2. CloudTrail X#FH RS FERK
3. BLi& Amazon SNS &4 CloudTrail
4. WSk B Z/NXEH CloudTrail B EXHMBRKEZNKFH CloudTrail B EX 4

BT R BRI IR B B AR

CloudTrail i23%FfB Amazon Chime 4 H A TEBRE, BXRXERENEER |, BESHE Amazon
Chime B4 £ T EA APl 2%, i , fCreateAccount, BENIEA ST CloudTrail B EX 4
EHEEB. BINEHEBTEEREERBFRNEE, BHEETUHBEBEUTHE :

- BRECEABRAFZIEER IAM APEIEREN.
- FREREEAACERKEAFNIGNZ2XIEREN,
- BREBHHET AWS RS K.

BXEZER , HS M CloudTrail userldentity 7TT#,

7 % Amazon Chime A X TEGHENHRHE

BEREE—MERE 6 AFNEHEN BESERBIEIEEN Amazon S3 1Z##@. CloudTrail BEI 4
BE—NEEMNAEFZRB. ~NBEHRRKREBEMEN—NER , BEEXRMBERWIRE, BENBH
MetE, BRSHBEFEPER. CloudTrail BEXHT R AR API HRANE FHRRE , Biteq]
FeBEABEIRF I,

5% Chime B4 F X T E28I% B H chim e.amazonaws.com E4RERE,

AWS CloudTrail F Fi25% APl i A 58
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html#cloudtrail-aws-service-specific-topics-integrations
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/getting_notifications_top_level.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_CreateAccount.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
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MREEL 7 EHSH Amazon Chime SDK K EiE T Active Directory , i8S [HEH 1IEFAWS B Ak
% APl 1. CloudTrailZ<3 /145 a0 s ¥4 B RE &2 e 8 9 Amazon Chlme SDK RPFEFEEDNEE,

UTFRHEIERT Amazon Chime B4 A T EEH CloudTrail HES%E

{"eventVersion":"1.05",
"userIdentity":{
"type":"IAMUser",
"principalId":"AAAAAABBBBBBBBEXAMPLE",
"arn":"arn:aws:iam: :123456789012:user/Alice",
"accountId":"0123456789012",
"accessKeyId":"AAAAAABBBBBBBBEXAMPLE",
"sessionContext": {
"attributes":{
"mfaAuthenticated":"false",
"creationDate":"2017-07-24T17:57:43Z"
I
"sessionIssuer":{
"type":"Role",
"principalId":"AAAAAABBBBBBBBEXAMPLE",
"arn":"arn:aws:iam::123456789012:xo0le/Joe",
"accountId":"123456789012",
"userName":"Joe"

}
}
"eventTime":"2017-07-24T17:58:217",
"eventSource":"chime.amazonaws.com",
"eventName" :"AddDomain",
"awsRegion":"us-east-1",
"sourceIPAddress":"72.21.198.64",
"userAgent":"Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_11_6)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/59.0.3071.115 Safari/537.36",
"errorCode":"ConflictException",
"errorMessage":"Request could not be completed due to a conflict",
"requestParameters":{
"domainName":"example.com",
"accountId":"1laaaaaal-1all-1111-1all-aaadd@adaadd"
I
"responseElements":null,
"requestID":"belbeeld-1111-11el-1eD1-0dcl1111flacl",
"eventID":"00fbeeel-123e-111e-93e3-11111bfbfccl",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"

AWS CloudTrail F Fi25% APl i A 59
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}

I 5i# Chime B4 X TE IR EMN MR U

ENSPAWSERMEU KN —E82 , E=FFRAFIFEAWSRSHLREHESAYE |, Film
SOC. PCIl, FedRAMP #l HIPAA,

ETHEN AWS RS REERESAMIUTIEERN , F2HASAMITUSEERNG AWS RS , RE
ERERNBHEAMITH. BXRENEE , HSHAWS AT,

&R LAER AWS Artifact TEE=FFIHRE. BXREZER | FSHE AWS Artifact R E#R

P =l
P oo

BERA AWS RS NEAMTEERATRENERMYE. RARNENME BIRURERKNERE
Mo AWS REUTHRKABBFZEMM

« ZEMEEAMREAERE - XEHFBEEINE TRWIESM , ARMUTE AWS LHBLUZS
HHNEMAENERNEERENS R,

« Amazon Web Services ) HIPAA ZE& M EMMEMIRIT - ZAEBNAE T AT WAER AWS
RIS HIPAA SRAERN N AREF

(® Note
IR AWS BRSS WMAFE HIPAA BEXR, BXEZFEE , BZHAS HIPAA EXNES S
=,

« AWS EMIMRIR - kil FFMAIERESTEER TENTLIVE,

- AWS EFEHER : NeHAETHRREHREEN, XLEMELE TR AWS RS WHRESSE
AN EERHIBES MEEN LT 2R , BREEERFESHEARMZR (NIST) . IAFTLE
LIFEERS (PCl) MERFEILAS (1SO ) .

« AWS Config 7F & A RIERE Y £ A AN T4 7R - Bk AWS Config ARSI 4 &Y 8 R B B X4 P9 EBSE
BB, TAERmFEANERER.

« AWS Security Hub - tt AWS BRE [I&IRH AWS FE RSN LEMB ., Security Hub BEZ £
BHTEEN AWS BRAREHRERELETUMRENRESR, BXZIXIEFERSEREFNS
& , 21 Security Hub #£#|3#,

« AWS Audit Manager — Itk AWS RS AIEBIRIFE T IHER AWS ERER , UELEEXR AR
SRXEAMTIUIRENEAEN TR,
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https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://aws.amazon.com/quickstart/?awsf.filter-tech-category=tech-category%23security-identity-compliance
https://docs.aws.amazon.com/whitepapers/latest/architecting-hipaa-security-and-compliance-on-aws/welcome.html
https://aws.amazon.com/compliance/hipaa-eligible-services-reference/
https://aws.amazon.com/compliance/hipaa-eligible-services-reference/
https://aws.amazon.com/compliance/resources/
https://d1.awsstatic.com/whitepapers/compliance/AWS_Customer_Compliance_Guides.pdf
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-controls-reference.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/what-is.html
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Amazon Chime SDK H1gy5# 4

AWS S EREMIZFERE S5 AWS i mAXEE, AWSKERESAMAEYE L MITARENTAHAK ,
XETMAXBIEREK, FHESATRKRESNNEERE -, FATARKX , B LURITFIREE
AAXZELHEE RN EBNNARFNSEERE, SESNENRSMNEE OB EE
kb, TRXEEESHTRAYL, FEMNTT BE,

BXRAWS XEMAAXMNESEE , B5H AWSE RERM %,

BR TAWSEIKEMiZHESL , Amazon Chime SDK BT ERThEE , U ZFEHNHERENZH
ER, AXEZER , H3H & Amazon Chime SDK B ZiE#254 M 5F Amazon Chime SDK iE
FEEREERAZHE Kinesis,

Amazon Chime Bt X TESHFHNEMEHEZ S

ER—TREERNRS ,  AWS £EMEZ LRI . Bx AWS Z2RFZ UK AWS AR F EfLi i
HEER , BSH AWS =& %, ERBEMKRELZERESRRIZITEN AWS NE | 50 (Ze2HX
£ AWS Well-Architected Framework) H# EAtZ R

&I LAMER AWS R H APl AABEME#HITIHR. FFRRLAZEUTRAR

- RBERSMMIL (TLS ) RIMNERMER TLS 1.2, BWEA TLS 1.3,

. BEEE2MAMRE (PFS ) WBEBEH , HI10 DHE ( 158t Diffie-Hellman ) 3 ECDHE ( I & 4% B g
% Diffie-Hellman ) « KZEHIRRE (WM Java7 RESRAE ) BIFXLEER,

o, HIERFRIZES ID M5 IAM EEXBRHOWE FRBARNBERH#ITEE, HE , EAUE
FAAWS Security Token Service (AWS STS) £ K If it Z £ ZIERNERHAITESR,
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https://aws.amazon.com/security/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/infrastructure-protection.html
https://docs.aws.amazon.com/STS/latest/APIReference/Welcome.html
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Tt 98 1E

UTEBFNESER T WA HFER Amazon Chime B#EF R T EIRENERES.

£

« REWLSE Chime RHEA R TESAKFRELFESH

HNIZHIL S5 Chime A AT EIKFIREBIESTH
UTHEETERTIS# Chime SDK EEIKF :
Amazon Chime SDK & iE 188

NIMEBERFERZIREESEDRIPIN (SIP) F4PRS, £ Amazon Chime SDK #Z2H| A HBIEIN B L
FEEUREEFNEESE, XBEEAHESH, EXEZEL , HSHREEE Amazon Chime
SDK B iEEEMZEZS T,

I &% Chime SDK SIP {5 AR F

f&Bh Amazon Chime SDK SIP RN AREF , Ba A ERN., FRbelE B E WE S MEME
T, MXEESEERERAD XBERRY (PBX) LHEN, BXEZEL , H5F EE SIP
KR ARERF

NEWL D Chime BMAEF R TEQKFRELIEFSH
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£ Amazon Chime A X TEGHEBBIFFE

AT EBRMIHER T A EIEES Amazon Chime SDK Bt &AM BEFESE,

B LB AT AR FE -

« @XM Amazon Chime SDK RI{tHESBMEHITMHFEREEHR T, BRETLESHERNER/H
XX 44

. FEHMWFZE AN ESBBHES Amazon Chime BEF X T Ead,

« ITWEFREFESB.

BEEMBREISEANXLERFZRMNBENELD, RE , RAULLEXEHFE Amazon Chime SDK &
EiEESE . Amazon Chime SDK iEF %8540 5 Amazon Chime SDK SIP &8 ARRFE —E&E A,

® Note
PRAT LA HER TR EBEIESH , AT Amazon Chime SDK & ZiE#85H Amazon Chime SIP &
Bi A2, Amazon Chime Business Calling T X ## R HiESB, BXEZER , HSEK
EETXHHN ENAELEESHE,

E £ Amazon Chime SDK iEZiE1##855, Amazon Chime SDK EEZ iE IS B AREHBEFESE | FE
F Amazon Chime SDK B #l& 7B 5B., EXIEZTEESENEER , BSHEE Amazon Chime SDK
BEIEES, BRXNESTEERITESBNEER  BSRN BT EESNET EEFZEPE S,

® Note

855 ] LA B ZE 3288 5 K B Amazon Chime B Z 204, B2 , Amazon Chime SDK
FEZEEUN M XERZ2FWUERES . EfEH Amazon Chime SDK X EIRH Y E 2/ AR
%S, BALMNE=FE2RSEHAFERERNESFWUKBSH , FZSBRMLS Amazon
Chime SDK , REFiZ 5B 2 E4% Amazon Chime SDK iB5 &S, BXEZEE | H5H
BEE=FER2EKHSHE,

Eix SIP RANAREFPEARESE , BREMMIBSZERARFXEKN SIP AN G, BxX SIP &
HBRREFNESER  BSREA SIP RENARERF. BXxM SIP ANARMEEFSENESES
FZE0E SIP N,

63



Amazon Chime SDK EEER

® Note

I &% Chime SDK iEFiEZeE ML 5% Chime SDK SIP AN ARRFEFT RER, BXxES
ER , BTSSR wmRHEXR,

nE

- MBERIESH

- FEERBIESH

- BNIBRIESH

- EERESEEE

o MIBRERTESEG

< EREMBREY B IES D
s LN HWEBEFE

Tl & B i 5 5

O] LAEF Amazon Chime BF X T EZEH A RENL S Chime M F X TEIKF B EBiE

S, MNATHERFTIESR

+ Amazon Chime SDK 8 ik#88 — EUEBHFBEREER. BXEZELR |, BHSH EE Amazon
Chime SDK &E&FEES.

« M 5# Chime SDK SIP &N ARF — 5L 5# Chime SDK 2@WHMR AR EBEHFMERS ( Hlanie
O#h Lex ) £ BXREZEL , BSH EE SIP BEMAER

& LAM Amazon Chime SDK R SBMHFEELESH, BETKE , BiIESBI R~ ELZNE
Broh  BOULVEESBEALSENAF,

/A Important

REEREENERNER/MX , EF TUEEXESR. AXREFFHERNER/EXE
BERESBNESR  FEARBEEREIESHE.
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& B S

1. $TF Amazon Chime SDK #4|#& , M1t https://console.aws.amazon.com/chime-sdk/home,
2. ESMERN BESE T, &R BESBHEE,

3. ERTR EWNF , RARER ‘RESRESHE,
4

£ RERESH WHET , 5F FEEEE RSP RELARFALN  ARSE T—
5",

(® Note

TEHAEBESENFRERCTNMENTKSE, WRERETRINFWUEN , RESFTHS
BAXEFEENBEIESE, i, ¥F SIP BEMAREFH B | FIUE ID 4H)
SRR HFHEEE, HE , ©XMEXEKN Lambda BBUK [B1#Y A vk AL R [ 74 FF L
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o & 0N

EREHEIESHN DB RE

WMRIEER7DER Amazon Chime SDK & EE#233 Amazon Chime SDK SIP BN AREFBHIES
B, AR efIN - mE BRI S —fh = RmEH,
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INVITE sip:91l@abcdeflghij2klmno3pqr4.voiceconnector.chime.aws;transport=TCP SIP/2.0
Via: SIP/2.0/TCP IPaddress:12345;rport;branch=z9hG4bKKXN2D41yvDUKH

From: +15105186683 ><sip:+15105186683@IPaddress:12345>;tag=tag

To: <sip:91le@abcdeflghij2klmno3pqr4.voiceconnector.chime.aws>;transport=TCP
Call-ID: 12abcdef-3456-7891-012g-h7i8j9k610al

CSeq: 43615607 INVITE

Contact: <sip:IPaddress:12345>

Max-Forwards: 70

Geolocation-Routing: Yes
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Accept: application/sdp, application/pidf+xml

--unique-boundarystring
Content-Type: application/sdp

v=0

0=FreeSWITCH 1636327400 1636327401 IN IP4 IPaddress
s=FreeSWITCH

c=IN IP4 IPaddress

t=0 0

m=audio 11398 RTP/SAVP 9 0 101
a=rtpmap:@ PCMU/8000

a=rtpmap:101 telephone-event/8000
a=fmtp:101 0-16

a=sendrecv

a=ptime:20

--unique-boundarystring
Content-Type: application/pidf+xml
Content-ID: <pidftest@test.com>
<?xml version="1.0" encoding="utf-8"7>
<presence xmlns="urn:ietf:params:xml:ns:pidf"
xmlns:gp="urn:ietf:params:xml:ns:pidf:geoprivi@"
xmlns:bp="urn:ietf:params:xml:ns:pidf:geoprivl1@:basicPolicy"
xmlns:ca="urn:ietf:params:xml:ns:pidf:geoprivl@:civicAddzr"
entity="sip:amazontest9ll@test.com">
<tuple id="0">
<status>
<gp:geopriv>
<gp:location-info>
<ca:civicAddress>
<ca:country>US</ca:country>
<ca:Al>WA</ca:Al>
<ca:A3>Seattle</ca:A3>
<ca:HN0>1812</ca:HNO>
<ca:RD>Example</ca:RD>
<ca:STS>Ave</ca:STS>
<ca:NAM>Low Flying Turtle</ca:NAM>
<ca:PC>98101</ca:PC>
</ca:civicAddress>
</gp:location-info>
</gp:geopriv>
</status>
<timestamp>2021-09-22T13:37:31.03</timestamp>
</tuple>
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</presence>
--unique-boundarystring--
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Amazon-Chime-Voice-Connector-CDRs/
json/abcdeflghij2klmno3pqr4/2019/03/01/17.10.00.020_123abc4d-efg5-6789-h012-
j3456789k012

THNRHERTHIFAERSIERBEMRPRTIIEE,

Amazon-Chime-Voice-Connector-CDRs/json/voiceConnectorID/year/month/
day/callStartTime-voiceConnectorTransactionID

AR RHIERT Amazon Chime SDK & FiE R BIEIFMERICHEMN —IRER,

{
"AwsAccountId": "111122223333",
"TransactionId": "123abc4d-efg5-6789-h012-j3456789k@12",
"CallId": "123a4b567890123c456789012d3456e7@203.0.113.9:8080",
"VoiceConnectorId": "abcdeflghij2klmno3pqr4",
"Status": "Completed",
"StatusMessage": "OK",
"SipAuthUser": "XXXX",
"BillableDurationSeconds": 6,
"BillableDurationMinutes": 0.1,
"SchemaVersion": "2.0",
"SourcePhoneNumber": "+12065550100",
"SourcePhoneNumberName": "North Campus Reception",
"SourceCountry": "US",
"DestinationPhoneNumber": "+12065550101",
"DestinationPhoneNumberName": "South Campus Reception",
"DestinationCountry": "US",
"UsageType": "USE1-US-US-outbound-minutes",
"ServiceCode": "AmazonChimeVoiceConnector",
"Direction": "Outbound",
"StartTimeEpochSeconds": 1565399625,
"EndTimeEpochSeconds": 1565399629,
"Region": "us-east-1",
"Streaming": true

}

Amazon Chime SDK & & iE R BiFEiFAic %k 152



Amazon Chime SDK EEEmR
Amazon Chime SDK & &FiE S EEIFHIZ R

HRIEFEEW Amazon Chime SDK B HiEESRNE R FMAICRK , HFERMEFRNZEZHE Kinesis Video
Streams &% SIPREC #&3REt , BB FMHE B I F T RKIXERIRM Amazon S3 FiE@. BXEZE
B |, 3% Amazon Chime SDK & FiE SR EA RN EH F Kinesis :

THNRAERTRAERFAERICEE TN —RER,

Amazon-Chime-Voice-Connector-SDRs/
json/abcdeflghij2klmno3pqr4/2019/03/01/17.10.00.020_123abc4d-efg5-6789-h012-
j3456789k012

THNRAER TR ERFAERICRBNRRTHBE.

Amazon-Chime-Voice-Connector-SDRs/json/voiceConnectorID/year/month/
day/callStartTime-voiceConnectorTransactionID

THENREIERT R #EAERICFEN —RERX,

"SchemaVersion": "1.0",

"AwsAccountId": "111122223333",

"TransactionId": "123abc4d-efg5-6789-h012-j3456789k012",
"CallId": "123a4b567890123c456789012d3456e7@203.0.113.9:8080",
"VoiceConnectorId": "abcdeflghij2klmno3pqr4",
"StartTimeEpochSeconds": 1565399625,
"EndTimeEpochSeconds": 1565399629,

"Status": "Completed",

"StatusMessage": "Streaming succeeded",

"ServiceCode": "AmazonChime",

"UsageType": "USE1l-VC-kinesis-audio-streaming",
"BillableDurationSeconds": 6,

"Region": "us-east-1"
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