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42 AWS CloudFormation #4543 ?

AWS CloudFormation Hooks & —IZhgE , & A LA EXRAREH CloudFormation iR, Htk, &
FEFEHEANEZ S, BENMBRAMLILRZESEE. CloudFormation Hook i& Al AT {RIEH) AWS =ik
4 APl FRXZIEHENEM ML, & CloudFormation By Hook , A AR EEBR E 2RI R E AWS
HREENRE, MREATEMWEIE , Il AWS CloudFormation ELREAMHRIERRER |
BEARHESHATRBREMSEHT,

YRATLAE A Hook REEBIHIT R ERMIES HEt, il , SRLHEXNEHNTURITILZLEHREFE
L S ELFAE = (Amazon VPC ) WHEN A MM IERENN . 54N R EHS 7 LU & 3R
BRR&IRUERAR/DWT L7 #E T E S (Amazon EC2) SEHIZERE, £ RAHKIFETAMMIRITAEST
LA5g HiI 33 1 5 5#h x REFEERRS (Amazon RDS) #1TB 31 &7

CloudFormation Hooks 2 AWS CloudFormation > iR X FMNT EBRE, @ EMER , AR
NFFFFT 2 K FBCE Hooks, O LAE AT AHER Hook , B[ BAEA CloudFormation CLI #J%
HCoHEH,

AIEMBIAR T AWS CloudFormation Hook FI&E#Y |, LARFF 4. M. Wik, EEMAHESH Hook
5w,



https://docs.aws.amazon.com/vpc/latest/userguide/what-is-amazon-vpc.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/concepts.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Welcome.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/registry.html
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B2 FEHE AWS CloudFormation Hook

AWS CloudFormation Hook 27T —fp1E R IF I, & MIBR#E% 2 5114 CloudFormation &R
KHLEl. LEIhEE R & B IR HIRIEH CloudFormation BREFTELHLAN L L., EEMEA LI HRESEE,

E % Hook , A =LA,

« Guard Hook — £ AWS CloudFormation Guard # NI 14 &R o
« Lambda ¥ — R BTG ERELAER . AWS Lambda
« Custom Hoo k — EREFZHF X BEN Hook A BREF.

Guard Hook
E 6|2 Guard Hook , HEHITUTEESR -

£/ Guard B4 EIES (DSL) FAERITHEZEERE RN,
TFBr 4 SR BE H N 776 £ Amazon S3 FER .

S E| CloudFormation & & 3 FF #5612 Guard Hooko
RAEEREHBFANE Amazon S3 B,

1% Hook i E B4 E B #7.

A RSN Hook MERBIRIE ( RIE. B, MBR )

1%$# Hook 7£ 1l 5k I B A9 0 B2 75 Ko

BB , BUE Hook LAFF IR 58 HIH 1T

© N o 0o bk D=

Lambda Hook
EH|2 Lambda E5 , FHITUTEESR -

BN BRI ZEEK Lambda B,

S 1% CloudFormation 2% & 3 FF # €12 Lambda 44,
NIEH Lambda BRI S#ERAFR (ARN),

1% Hook i HI 45 E B 5.

EFRR AR AR Hook RUERBIRIE (0122, E3. MBR) .
1%4# Hook 7£ ¥l 2K I B A9 i B 75 Ko

BESR/G , BUE Hook LAFF 1458 HIH 1T o
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Custom Hook

BE WM EEAFEH CloudFormation o517 5 M (CFN-CLI) £ CloudFormation SEft & A E MY
Ro

ERIEHE N Hook , BRITUTEEDSER .

1. B3WME — E£RFTRBEX Hook FFFE/YIX #.
2. NEHWEE — RE—NMRIEKEN Hook MEE AT ELFA Hook HIRIERALERRF,

3. EMAMEEN — CBENE  FECECAEWNKS MXEFEMES  XFRRUE
HEH,

LTEBRETAXRCIENEE Hook WEZE L.

£

« AWS CloudFormation ¥ £#8 =

 Guard ¥4

 Lambda ¥4

« /A CloudFormation CLI ¥ % B & X Hook

AWS CloudFormation #4541 5;
LUTFAREMESTREHENFEHA AWS CloudFormation Hooks EXEE,

Hook

Hook @& 7E CloudFormation 812, EFHMIBRHER IS ER R ENBANNRE, ©hLlifEsl
BEREREREEA. Hooks AI AR EEFERH CloudFormation ik, BIRHEEE, LI, 1
LA%E Cloud Control API B2, 3kl BR4FE & IR 2 813 BliE A Hook,

MR Hook ZIMEMARAFE Hook BEATE X HAHALENMEE |, NIEA LUEE BWARNA FEFAIL
CloudFormation FR 1L B & &R

HEHER T HRHE

- EHRIF — BYEVE, EMIMBRAEAR R oIRG HIXERFE , NTRERK, SEFHM
BN

]
&b
w


https://docs.aws.amazon.com/cloudcontrolapi/latest/userguide/what-is-cloudcontrolapi.html
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- BFBEIMIT — EENPRABBINIT AWS K7 |, B LLREERERN R IR,

CloudFormation

HPER
YREY Hook BB LURE RIS KM, RIhMRE RIFRIESE, TEANERHINBETRES S
TR -

 FAIL— FIEELERE,
« WARN— AF#HEREHE REEHEE,

FEWARNIE I T 813 Hook RE MR RENEIR T Hook THIER G E. BE , TEWARNE
A FHUE Hook LA T RIBLRESIRKE, T THERXWEG , B NRERIRBIFAILER ST
B IE T A MAERE,

1E B 7

HH B S EEW T A IRE, XERETUR

« CloudFormation (RESOURCE) XK &R

o HERER (STACK)

- BHEZ (CHANGE_SET)

- =iEH APl ZEHISIR (CLOUD_CONTROL)

WAL ENL —NREZANB IR, XEEHIFEE Hook ST EN RS 2R E. Bl | ALl elE—4
Hook EE{ZRESOURCELAEMFIE AWS RIEFHSTACKELIFT A HKRIER,

B Rz

B AR ERMEE L T 8 Hook BI45ERYE ( CREATEUPDATE, EDELETE ), X FRESOURCESTACK,
FMCLOUD_CONTROL B %% , FiE BiriR{EEEA . N TCHANGE_SETE#R , RBCREATERETEA,

AL AR

X FEBEX Hook , X2LEBITAHNRE. ©5BHREAKMBIRREMRXE , FEIRIE Hook Z1THY
B[, REBLEEFREEXERE/NEE. HlM , THPREEHRRENBIMEACREATERS

HEE 4


https://docs.aws.amazon.com/cloudcontrolapi/latest/userguide/what-is-cloudcontrolapi.html
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4# K — preCreate Hook A BfEF. HITE M BFHRAASKMIRS EERITERE B FRIEMER |, Hook
WERFAFHRBERRET,

BM{E : (preCreate| preUpdate |preDelete)

/A Important
SHRB N HEKIZREEUpdateCleanupF 2@ A Hook, Fltn , EATEHENGZEHR , TF2BA
Hook BpreDeletei B :
 MERPBR—NRRE , HRESEH,
BT E ) H IR TR BR

T M E IR

Hook )X AAMERPRSEIN 30 ¥ , HAFERXAHKEFH 3 X, MR FAEIEREE , RITFRE
—ZREIRHEE | IEH Hook MITEER, E=XER/G , I Hook $11T CloudFormation #5128 kM.

Guard 44

BB EH AWS CloudFormation Guard ¥4 |, #8490 B4 FiZ 4R K P 1 X80 EiE
£, BUE Hook & , © A LATEBUE Z 50 19 K 7 71 (X i3 19 AR RAE R R AR

BUE Guard Hook B}, CloudFormation &7EIK F #Y MR 78 EBUER Hook BIEZ— 1N BERFLE
Hooko X AAIFEIRIE Hook EEMEMEEE M. BEBMEN T MMARAE AWS Ik MXigilE
4,

£l

« AWS CLI BB EH S

« RE Guard HLNRITAE B £ F B BHR
- EROEMEY

o TEARIVIKF HBUE Guard Hook

- BEELKFHPHEHNBEE

o TEYREYIKF AP R BREA 3P HE

Bt ME R 5


https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-cfn-updating-stacks-update-behaviors.html#update-replacement
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AWS CLI fEABsrE#MN TS

£/ Guard Hook B9 AWS CLI S E3E :

« activate-typeFF #5#UE Guard Hook HYE 2.

- set-type-configuration3k g E &M F HF # Hook B ELE BIE.

« list-types 5l HiRIK/~ F &Y Hook,

« describe-typelREI B X4FE Hook RAFE Hook IRAHIFMEFEL , SIEH BB EHRIE.
- deactivate-type NI HI K P AR BB BR Z BIBUERY Hooko

"B Guard FNR P& FAH £ F R R IR

AWS CloudFormation Guard = —# 7RI EREFEIES (DSL) , ATA T2l policy-as-code

o ZREBNBUMAER Guard {ERGIFAN | X LEH N T EAE Guard Hook Hiz1T LA B3 iT4E
CloudFormation 1 AWS =ix#Z &l API ##E, EREFNELRFMROTIEANTANTEERENE A |
B XBURTFYREY Guard Hook H9iz1TRTIEl . AL Guard Hook BB R E LA TR B R IRERRIETT :
. HWIRRME

o MERRIRIE

- FEHRESERE

BXRRE Guard INMWESEER |, S R4%E AWS CloudFormation Guard #0

0]

c REBETIAN

o HEARIRAERS A

. EREARETIAN

RIFRREST AN

FHEME, EFIMPIRTIRN , HEANRRIRE, a0, MREZTEFH CloudFormation Ak L
BIEFER , R TECTERERIRE. HEMEM Cloud Control API 813, FEHEMIBRERER |, Xt
W7 R, B LU Guard Hook Bt &R B #5 , RESOURCEH I TargetOperationst
B A ECLOUD_CONTROLEME., HIRM Guard Hook 1L &RIBIER , Guard BIZE 2L &BRH Ao

AWS CLI EAFHFEHN TS 6


https://docs.aws.amazon.com/cli/latest/reference/cloudformation/activate-type.html
https://docs.aws.amazon.com/cli/latest/reference/cloudformation/set-type-configuration.html
https://docs.aws.amazon.com/cli/latest/reference/cloudformation/list-types.html
https://docs.aws.amazon.com/cli/latest/reference/cloudformation/describe-type.html
https://docs.aws.amazon.com/cli/latest/reference/cloudformation/deactivate-type.html
https://docs.aws.amazon.com/cfn-guard/latest/ug/writing-rules.html
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£

s SFRRRBAEE

« ¥l Guard BIREER A
s RRZEENTHIAN

FERR#E AEBE
Guard AR A 2 A HEH Guard FNFEETE.
LT RERE AR REIFAR

HookContext:
AWSAccountID: String
StackId: String
HookTypeName: String
HookTypeVersion: String
InvocationPoint: [CREATE_PRE_PROVISION, UPDATE_PRE_PROVISION, DELETE_PRE_PROVISION]

TargetName: String
TargetType: RESOURCE
TargetlLogicalld: String

ChangeSetId: String
Resources:

{ResourcelogicallD}:
ResourceType: {ResourceType}
ResourceProperties:

{ResourceProperties}
Previous:

ResourcelogicallD:

ResourceType: {ResourceType}
ResourceProperties:

{PreviousResourceProperties}

HookContext
AWSAccountID

AWS Tk @& EEIHEHREREN Do
StackId

ERRRIRE—EB DB CloudFormation kB #Ed% ID, MRIFAF R =EH API, NiZER

7o
Lo

A Hook 4w ERAIF MM 7
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HookTypeName

EFEIZ1THY Hook HY & 5
HookTypeVersion

I[EFEIZ1TH Hook HIRRZS,

InvocationPoint
REZEPEHEITHBIME.,

B{E : (CREATE_PRE_PROVISION| UPDATE_PRE_PROVISION |[DELETE_PRE_PROVISION)

TargetName

EREIFGEHBEARER | FIWAWS: :S3: :Bucket,
TargetType
Flan | EfEIT(EAY B ARERBAWS: :S3: :Bucket, XN FEA=EE API EZWERIR |, t{E
fFRESOURCE R,
TargetLogicalld
F#E¥fhTargetLogical I BRI, R Hook HIKIR=Z CloudFormation , MIiX ¥ 2 % R

B ID (tEHRNBEEN ) . MR Hook WiEIRZ Cloud Control API , X ¥ 2 —/NMaik
=

ChangeSetId

NS B Hook AMIMITHERE ID, MRFFRLEERHMH Cloud Control API =, ZHdelete-
stackiREZ 3N create-stackupdate-stack , MSLERZE,

Resources

ResourcelLogicalID

LR VEM/E 38T CloudFormation , ResourcelLogicalIDFi=2 CloudFormation &4k & & R
B4 1D,

L124EH Cloud Control APl [B3I8} , ResourcelLogical IDREREHE, FF, BIE ID FE
R IDHWAEE,

ResourceType

RRHEBEZR (B0 - AWS: :S3: :Bucket ) o

A Hook mE 53 MM 8
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ResourceProperties

FEEESHHARNEEM. 2 Guard Hook £t ¥t CloudFormation #RZE{LIZ1TRS |, EMIEK
B, SBENELENEITEHBN. MBEERREE , NILEFHZE,

Previous

ResourcelLogicallID

L2 {EM/E 38T CloudFormation , ResourcelLogicalIDFi=2 CloudFormation #E 4Rk 7 & R
Z% 1D,

%2 4EH Cloud Control APl [B3I8} , ResourcelLogical IDREREHE, FF5., BIE ID FE
R IDHWAEE,

ResourceType

FIRMYEBIZRE (B0 : AWS: :S3: :Bucket ) o

ResourceProperties

BEEEBRNBFREXNRIES. MRERBRTR , WLEFHZE,

T~ Guard BIREER A

LT ROMAERT — Guard Hook , BiHEZEIREEFEFHAIAWS: :S3: :BucketBREN ., X2 Guard
A A F it R B,

HookContext:
AwsAccountId: "123456789012"
StackId: "arn:aws:cloudformation:us-west-2:123456789012:stack/
MyStack/1a2345b6-0000-00a0-a123-00abc@abc000"
HookTypeName: org::s3policy: :hook
HookTypeVersion: "0Q0001"
InvocationPoint: UPDATE_PRE_PROVISION
TargetName: AWS::S3::Bucket
TargetType: RESOURCE
TargetLogicalIld: MyS3Bucket
ChangeSetId: ""
Resources:
MyS3Bucket:
Type: AWS::S3::Bucket
Properties:
BucketName: amzn-s3-demo-bucket

A Hook mE 53 MM 9
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ObjectLockEnabled: true
Previous:
MyS3Bucket:
Type: AWS::S3::Bucket
Properties:
BucketName: amzn-s3-demo-bucket
ObjectLockEnabled: false

EEFZRREBENMETHEMN , 5 WNAWS::S3::Bucket,

RIRZEESFH AN

3 Guard Hook & BRE(LE , EEE THREAZEWEENMENAN. RERIERRE AN XL

MFATIHE, MREEAANAIITERY , Hook MEXW, MRZBEXW , Hook B

AR R"BIR—% Guard M , AT i¥{4iZ0bjectLockEnabledE MR A truel@A T
{AJAWS : :S3: :Bucket RIREH,

let s3_buckets_default_lock_enabled = Resources.*[ Type == 'AWS::S3::Bucket']

rule S3_BUCKET_DEFAULT_LOCK_ENABLED when %s3_buckets_default_lock_enabled !empty {
%s3_buckets_default_lock_enabled.Properties.ObjectLockEnabled exists
%s3_buckets_default_lock_enabled.Properties.ObjectLockEnabled == true
<<
Violation: S3 Bucket ObjectLockEnabled must be set to true.
Fix: Set the S3 property ObjectLockEnabled parameter to true.
>>

L ANE N AT AZITE , BFXK , ERiZObjectLockEnabled B RIEE N true,

Resources:
MyS3Bucket:
Type: AWS::S3::Bucket
Properties:
BucketName: amzn-s3-demo-bucket
ObjectLockEnabled: false

S AN A TR AZTH , eff8d , ERi&EObjectLockEnabledAtrue,

Resources:

7 Hook 4w B Fhi #LN


https://docs.aws.amazon.com/AWSCloudFormation/latest/TemplateReference/aws-resource-s3-bucket.html
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MyS3Bucket:
Type: AWS::S3::Bucket
Properties:
BucketName: amzn-s3-demo-bucket
ObjectLockEnabled: true

4 Hook KIMET , & IMAYH N RF4£ 35 [E FR 4189 Cloud Con CloudFormation trol APl, #1825 Guard
Hook BLE 7 HEFMWE , NS ERBEREEMAN KB, I RBEESIEViolationFFixEE,

HEAR R AEBR IR FL I

B, FHFEMBR CloudFormation At | &7 LA Guard Hook B i& 3 MR (L FTEMRFF 1R |, F
A HERE LE HEAR IR AE KSR 1T, BT LA Guard Hook TargetOperations BB NIFEHE B E
FRSTACKIRE,

FB

o BhirEikia 1B E

o 7~ Guard HERRIRER A

o HERTEWNRP AN

B AR 5 A&
Guard R IREN R AN EH Guard FANRHE T EiFEAI T E CloudFormationtE 4R,

BUT Rtk ARV R BIFIR

HookContext:
AWSAccountID: String
StackId: String
HookTypeName: String
HookTypeVersion: String
InvocationPoint: [CREATE_PRE_PROVISION, UPDATE_PRE_PROVISION, DELETE_PRE_PROVISION]

TargetName: String
TargetType:STACK

ChangeSetId: String
{Proposed CloudFormation Template}

Previous:
{CloudFormation Template}

A Hook wE PRI #L M 11
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HookContext
AWSAccountID

AWS Ik Z 2R/ EMNE ID,
StackId

YER HEHR IR E—EB 0 #Y CloudFormation 4R HI 4% 1D,
HookTypeName

IEFEIZ1THY Hook KY & #ho

HookTypeVersion

IEEIZ1THY Hook YRR,
InvocationPoint
BEZEDEHEITHBIMNE.,
B & : (CREATE_PRE_PROVISION| UPDATE_PRE_PROVISION |[DELETE_PRE_PROVISION)

TargetName

IETE AR RV HEAR R B PR,
TargetType

ZEFEENHERR Hook iIE1TSTACKET £ K,
ChangeSetId

NS Hook A MMITHERE ID, MRHEKRIEMER, Hdelete-stackiREF D create-
stackupdate-stack , MILERZE,

Proposed CloudFormation Template

f£3% 44 CloudFormationcreate-stack=update-stacki2fEHI5EE CloudFormation #iR{E, X
SIEEWMResourcesOutputs, MZEMWERFEProperties, ERLARZ JSON = YAML F£F&H |
B HFEURTRENANA, CloudFormation

fEdelete-stacki®Erd |, BN,

Previous
EIRRIhEBEH CloudFormation 4R, MR IEEGIZSIMIBRME , NIENZE,

Edelete-stackiZfEd , HEFHZ,

A Hook wE PRI #L M 12
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® Note
RUMNERREZESHupdatetkBEcreateVEIR, MIBRHERER , TRAERE.

T Guard R IRER A

U RO A SR T RHER TR R AR T S0 B A EAREY Guard Hooko bR I AYIEAREER JSON #%
o

HookContext:

AwsAccountId: 123456789012

StackId: "arn:aws:cloudformation:us-west-2:123456789012:stack/
MyStack/1a2345b6-0000-00a0-al123-00abc@abc000"

HookTypeName: org::templatechecker: :hook

HookTypeVersion: "00001"

InvocationPoint: UPDATE_PRE_PROVISION

TargetName: MyStack

TargetType: CHANGE_SET

TargetlLogicalld: arn:aws:cloudformation:us-west-2:123456789012:changeSet/
SampleChangeSet/1a2345b6-0000-00a0-a123-00abc@abc000

ChangeSetId: arn:aws:cloudformation:us-west-2:123456789012:changeSet/
SampleChangeSet/1a2345b6-0000-00a0-a123-00abc@abcd00
Resources: {

"S3Bucket": {
"Type": "AWS::S3::Bucket",
"Properties": {
"BucketEncryption": {
"ServerSideEncryptionConfiguration": [
{"ServerSideEncryptionByDefault":
{"SSEAlgorithm": "aws:kms",
"KMSMasterKeyID": "KMS-KEY-ARN" },
"BucketKeyEnabled": true }

}

Previous: {
"AWSTemplateFormatVersion": "2010-09-09",
"Resources": {
"S3Bucket": {
"Type": "AWS::S3::Bucket",
"Properties": {}

A Hook mE 53 MM 13
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}
}
}
HEZ ER R AN

3 Guard Hook {4tk Eakat , EEE TREAZEWEENMENAN, RERIERRE AN XL
MFATIHE, MREEAANAIITFERY , Hook MEKXM. MRZBERW , Hook B

AR AR —% Guard B , AT & REBEMAWS: :S3: :BucketRIREBETERNNE
#BucketEncryption , HiZEMSSEAlgorithmiZ E N aws : kmsHAES256,

let s3_buckets_s3_default_encryption = Resources.*[ Type == 'AWS::S3::Bucket']

rule S3_DEFAULT_ENCRYPTION_KMS when %s3_buckets_s3_default_encryption !empty {
%s3_buckets_s3_default_encryption.Properties.BucketEncryption exists

%s3_buckets_s3_default_encryption.Properties.BucketEncryption.ServerSideEncryptionConfiguratic
in ["aws:kms", "AES256"]
<<
Violation: S3 Bucket default encryption must be set.
Fix: Set the S3 Bucket property

BucketEncryption.ServerSideEncryptionConfiguration.ServerSideEncryptionByDefault.SSEAlgorithm
to either "aws:kms" or "AES256"
>>

HANEXN A TRZTH , E2ETHfail,

AWSTemplateFormatVersion: 2010-09-09
Description: S3 bucket without default encryption

Resources:
EncryptedS3Bucket:
Type: 'AWS::S3::Bucket'
Properties:

BucketName: !Sub 'encryptedbucket-${AWS::Region}-${AWS: :AccountId}"’

HANEX A TRIZTH , E2EB1THpass.

AWSTemplateFormatVersion: 2010-09-09
Description: S3 bucket with default encryption using SSE-KMS with an S3 Bucket Key
Resources:

A Hook wE PRI #L M 14
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EncryptedS3Bucket:
Type: 'AWS::S3::Bucket'
Properties:
BucketName: !Sub 'encryptedbucket-${AWS::Region}-${AWS: :AccountId}"’
BucketEncryption:
ServerSideEncryptionConfiguration:
- ServerSideEncryptionByDefault:
SSEAlgorithm: 'aws:kms'
KMSMasterKeyID: KMS-KEY-ARN
BucketKeyEnabled: true

ERESRESTIAN

12 CloudFormation ZE £ 5 , & A LU Guard Hook Bt W iT B MNET EEFREMER , HHE
IE B FEMNRIT,

£}

- BPEEERMAEE

- 1Bl BIPEEERERA
- EEERENRP AN

Br¥r E E M AL
Guard B EH A B A HEH Guard # iR ERIE.
LT REXREM AN R

HookContext:
AWSAccountID: String
StackId: String
HookTypeName: String
HookTypeVersion: String
InvocationPoint: [CREATE_PRE_PROVISION, UPDATE_PRE_PROVISION, DELETE_PRE_PROVISION]
TargetName: CHANGE_SET

TargetType:CHANGE_SET
TargetLogicalIld:ChangeSet ID

ChangeSetId: String
{Proposed CloudFormation Template}

Previous:
{CloudFormation Template}
Changes: [{ResourceChange}]

A Hook wE PRI #L M 15
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ResourceChangef&EiEZER -

logicalResourcelId: String
resourceType: String

action: CREATE, UPDATE, DELETE
LineNumber: Number

#####4#: JSON String

AfterCon: JSON String

HookContext
AWSAccountID

AWS ik 2 RFEHH ID,
StackId

YER HEHR IR E— 2B #Y CloudFormation 4 HI 4% 1D,
HookTypeName

IEEIZ1THY Hook MY B #o

HookTypeVersion

IEFEIZ1THY Hook RYMRZS,

InvocationPoint
BREZEDEHEITHBIMNE.,

B W& : (CREATE_PRE_PROVISION| UPDATE_PRE_PROVISION |DELETE_PRE_PROVISION)

TargetName
IEE VG R HEAR RO B Ao
TargetType

HENERER B Hook IETCHANGE_SETHY , M th{E.
TargetLogicalld

ZERMEEEEMN ARN,
ChangeSetId

NS Hook A MMITHERLE ID, MRHELIEMER, Fdelete-stackREF S create-
stackupdate-stack , MILERZE,

A Hook mE 53 MM 16
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Proposed CloudFormation Template

HNcreate-change-setiR{EIRHAITE CloudFormation #ix, ©RLAZ JSON = YAML F£F

B, BEAFEURTRMEMNNSA, CloudFormation

Previous

LR ZhEBE R CloudFormation 4R, 40RIEFE 62 M BR#E |, MIELERZE,

Changes

ChangestE &, X%|H 7T HRER,

BEX

logicalResourceld

EERR R EZEREFE .

resourceType

MEE R EIRRE,

action

X B IRHRAT R IRAESREL,

B%K{E : (CREATE| UPDATE |DELETE)

LineNumber

BRPEZEMRRNTS,
LT z8l

E XA FIRE R JSON FAF & -

{"properties": {"propertyl":

AfterCon

ERERBRBIER JSON FRFE -

{"properties": {"propertyl":

"value"}}

"new value"}}
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R PR EERERA

BLTRRAEARRTFHERTEERDN Guard Hook, ZRIEBEBRVERMARERIIR. LRAIFHE
HREEMA JSON #& s

HookContext:
AwsAccountId: "00000000"
StackId: MyStack
HookTypeName: org::templatechecker: :hook
HookTypeVersion: "0Q0001"
InvocationPoint: UPDATE_PRE_PROVISION
TargetName: my-example-stack
TargetType:STACK
TargetlLogicalld: arn...:changeSet/change-set
ChangeSetId: ""
Resources: {
"S3Bucket": {
"Type": "AWS::S3::Bucket",
"Properties": {
"BucketName": "amzn-s3-demo-bucket",
"VersioningConfiguration":{
"Status": "Enabled"

}
Previous: {
"AWSTemplateFormatVersion": "2010-09-09",
"Resources": {
"S3Bucket": {
"Type": "AWS::S3::Bucket",
"Properties": {
"BucketName": "amzn-s3-demo-bucket",
"VersioningConfiguration":{
"Status": "Suspended"

}
Changes: [
{
"logicalResourceId": "S3Bucket",
"resourceType": "AWS::S3::Bucket",
"action": "UPDATE",
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"lineNumber": 5,

"beforeContext": "{\"Properties\":{\"VersioningConfiguration\":{\"Status\":
\"Suspended\"}}}",

"afterContext": "{\"Properties\":{\"VersioningConfiguration\":{\"Status\":\"Enabled
\"}3}"

}
]
T EEFEFRNRT AN

UTRBIR—ZBHFMAN , BT IT4EX Amazon S3 FEBHIER , HERZAN

FKVersionConfigurationi#ZH,

let s3_buckets_changing = Changes[resourceType == 'AWS::S3::Bucket']

rule S3_VERSIONING_STAY_ENABLED when %s3_buckets_changing !empty {
let afterContext = json_parse(%s3_buckets_changing.afterContext)
when %afterContext.Properties.VersioningConfiguration.Status !empty {
%afterContext.Properties.VersioningConfiguration.Status == 'Enabled'

}

HEZRIERFF
E8I2 Guard Hook Z Bl , APUBRBIA T L REZMH -

 BUMBEZREBTSFTEHAN, BEXEZEE |, SN Hook mEFHIFHN,
« 812 Hook WA ARLMER 2% MWINEE S 8EEE Hooko

« EFEH AWS CLI i - X TEA 612 Guard Hook , B4 MFSGIEZER IAM R ENRKTAEN
Fo¥F CloudFormation 8 Guard Hook FYE{ERRE,

A Guard Hook Bl TAE
Hook AN ITAEFKIRBERF A Z Hook FIERNER AWS K/,

MEREMF B2 Guard Hook , NI AT LA B3 812 Itk A & AWS Management Console ; &M , B4 H
cHlBgAeE,

LA EB 5 [a) 48 FR 7R a0 el i E A PR LA 22 Guard Hooko
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FREE IR

2R (AM AFfEm) PERAEEVEEXRREZACHNIES  EAEENEERBURAR,

RE , TRATSRKIREZAINR
1. RUTRENPREREH INEZR T2 Guard Hook K IAM A,

JSON

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"s3:ListBucket",
"s3:GetObject",
"s3:GetObjectVexrsion"

1,

"Resource": [
"arn:aws:s3:::my-guard-output-bucket/*",
"arn:aws:s3:::my-guard-rules-bucket"

]

}I
{

"Effect": "Allow",

"Action": [
"s3:PutObject"

1,

"Resource": [
"arn:aws:s3:::my-guard-output-bucket/*"

]

}
]
}

2. BEEA/ERFNEERE , BFEN Hook KAZBBHNR, UTERT ST UERANFERRE
o

HEE RIS 20


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-custom.html
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JSON

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {
"Service": [
"hooks.cloudformation.amazonaws.com"
]
}I

"Action": "sts:AssumeRole"
}
]
}

EREV K P #B0E Guard Hook

UTEBEERR T WATEER K FB0E Guard Hook , IX#E T R AT SUEBUE 2 50 00 Ik - 0 X 33
£/,

£

« BUE Guard Hook ( EHLAR )

. HUEERE (AWS CLI)

- MHXRIR

BE Guard Hook ( EHLAR )

#E Guard Hook BATEREYIK = £ A

1. &% AWS Management Console F#E https://console.aws.amazon.com/cloudformat ion _£3TFF
AWS CloudFormation %A,

2. ERFMHNSMEL , EREE Hook in AWS XiE WIVE,

3. WMREERIZBEMBEHFAN , FHLIRERIBIFIAN , FEFHEE Amazon S3 # |, RFIRE LT
B, BZEFNROIMNEE Guard FNSRIT {4 P53 58 7 B BRI R E o
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https://console.aws.amazon.com/cloudformation/
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MREELETHF AN FESFHEE S3  , BHRET —F,

® Note
FHETE SSHFNNRUNEBFU TS BEZ— : .guard.zip., T.tar.gz.

X F Guard Hook RiR , B R EMNBHF AN FMEE S3 |, FHITATRE

s

« X¥F S3URI, FEEMN AR S3 BEE , BN S3 FHAAFT I X EAE KM 5T Mk #E S3

Rq%O
o (AR ) MTRRRAE , MRER S3 FHEEE A T RAES] , MATBLIER S3 X REVEFEM
o

%A Hook B , Guard Hook &M S3 TEHEHHAN, FBHIEEINE REMIER , FATEIL
ZfLE Guard Hook B A RN,

5. (Wi ) X F S3 FEHE for Guard fai ks |, BEE—1 S3 FE#EKEM Guard I HIRE. 1t
RESEHEM Guard ANIIFLE R,

ERERMEREBR , FREUTEIZ— !

o & “ERAEE Guard SN FEER —NMFEE SRENEREHN Guard AANFRERNE— M
8o
- RFETER S3 FEEBMKFM Guard B HiiRE.

6. (A ) BABFANEMASE , REE FEABHFANBMASEEFEME S3 B TREUTE
2

« T S3URI, BIEESHXMHY S3 BERMER R S3 A FT FF XS EAE MM AL E S3 X

%O
o (FHE ) NTRRRA , WRER S3 FHEMEE A TRAESG , WATLUERE S3 N RNEFEMR
¥
7. iij:%-lt_*)"zo

8. 7 Hook BFA , IEEU TRz — :

- RE-EENERMEN  ZBEHFEZEPrivate: :Guard: : 7 N, fla , WWRH
AMyTestHook , MISEEHK Hook H#ZE NPrivate: :Guard: :MyTestHooko

« ERAUTHRNEHTER Hook B ( RN 3]

% ) : Provider::ServiceName: :HookName

BUEE A 22
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9. XF Hook Bfr , FIARETMEHNAE

o« SRR OIE, BRI BRI A T AR R AR
« RIR-ER P ERER A ITE SN TRNEL,
- EURE-EAPEERER AT ER,
=& APl — A IRE AP | BRI G2, ER=MIBRRE,
10. 7 “B4E" B EETRLERE (02, FH. WER ) KHEALE Hook.
11. 34F Hook B , i E MWL K KA BB BAL R

- BE-OAPREES  ERATFHRENITERE, XN TEXBRIEIEERERTA,
« RW-FHIERERSHT, XEPTHOIFERHNEATRZEBEK.

12. ¥ TFHITAE , %48 CloudFormation Hook ¥EH IAM AERM S3 REREHEIMN , H AT
EREEFMH Guard HHIRE. EA LA CloudFormation RF B R IECIEZITA® , bl
ECSENAE,

13 ii?%jt_io
14. (A& ) X F Hook WIEES , BHITUATRE -
a. HRFIFLES  EEBLFREZTUIEM Hook. KA T LIRS ARX K IRIE A
Hooko
b. EMREFRMR , EENAMKRBENTMELBRFERNZE

- FFEHERENITERAE — RALUMAREENTIEREMTERN , T2V Hooko
- EAHEKRENTHERAE — IREENTRFIHEDLHE —NEE , NFEA Hook.

® Note
X F Cloud Control API #4E , PR kB AL A B IR AR 2 8.

c. XTHAREN , £ Hook HAH IS HNIEBRIGEHAK.
R‘H: ‘B, EERESHHEREN. SREERE—/ D0 REMNMERE | BERALE
. RALFIRFIEERNMERST A Hooko

o XITHERR | BIEEBHRAVEKR BN, SRBERSECHER LA Hook BHR— LB EMN
HEAREY | EERALIET, BRILALFIH A HER SN | FRE R ERRE A Hook,

d. XFHixAe  FRFEEXEKL IAM AEE Hook BAF B HBRIGEHK,

BUOREM 23



https://docs.aws.amazon.com/cloudcontrolapi/latest/userguide/what-is-cloudcontrolapi.html
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« X{F Include , IHE—NPHZN IAM B ARNs REMNSXEABXREKN#EKR, REHRX
LA ENNHERRES2EA Hook.

« WTHEER , 5 ARNs N EHBRIHEREE -1 HZ1 IAM B8, Hook HEKREEARE
DRy AR 2 SNV PR AR LR A

15. ii?%—lt_ﬂ;_o
16. EEFABERNEL , EFENER, EHTENR , BEMEXT 7 ERERE.
17. ERFHRERER | EF BTES

BUEE R (AWS CLI)

ERERECH |, FRIANZESESTIHNFFEL Hook REANNITAR, EXEZEE , 5
F4mE Guard FIK /LB 789 &R AN Guard Hook BIERITAE,

& Guard Hook LATEREYIK = H&EA (AWS CLI)

1. EFRBUE Hook , iEEMA L Tactivate-typein & , AN EEER SR, LTSRN Hook
FEREN AWS IKFIEERITAE,

aws cloudformation activate-type --type HOOK \
--type-name AWS::Hooks: :GuardHook \
--publisher-id aws-hooks \
--type-name-alias Private::Guard::MyTestHook \
--execution-role-arn arn:aws:iam::123456789012:role/my-execution-role \
--region us-west-2

2. EFERBEUE Hook , A/fER JSON BLE M AN H#1TE B

EMcatip TRIRZEBUTEMAY JSON X, AXESEER , BEH EUERERWELESE,

$ cat > config.json
{
"CloudFormationConfiguration": {
"HookConfiguration": {
"HookInvocationStatus": "ENABLED",
"TargetOperations": [
"STACK",
"RESOURCE",
"CHANGE_SET"

]I

BUREM 24


https://docs.aws.amazon.com/cli/latest/reference/cloudformation/activate-type.html
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"FailureMode": "WARN",

"Properties": {
"rulelLocation": "s3://amzn-s3-demo-bucket/MyGuardRules.guard",
"logBucket": "amzn-s3-demo-logging-bucket"

},
"TargetFilters": {
"Actions": [
"CREATE",
"UPDATE",
"DELETE"

» HookInvocationStatus : iR EENABLED} 7] /8 A48,
« TargetOperations : & Hook JF i1,
« FailureMode : i%i&J FAIL = WARN,

« ruleLocation : A FHEMNE S3 URl, F#E S3HPHWNRUMEBUTXHT REZ
— : .guard.zip, M, .tar.gz

« logBucket: ( Wi ) 79 Guard JSON R&EEE S3 F MMM B o
« TargetFilters : #EEMEA Hook WIRIERE,

3. fEAL Fset-type-configurationfis & AR EAIEH JSON XH4RNABRE. AENSEESRSN
o

aws cloudformation set-type-configuration \
--configuration file://config.json \
--type-arn "arn:aws:cloudformation:us-west-2:123456789012:type/hook/MyTestHook" \
--region us-west-2

RSP

FARME T EIRRA] | 0] LA X L RBISK T ## 404a £ CloudFormation 4% 4R
A BY Guard Hook. BXEZEER , 5@ (AWS CloudFormation A #F) HHY
AWS::CloudFormation::GuardHook,

BUOREM 25


https://docs.aws.amazon.com/cli/latest/reference/cloudformation/set-type-configuration.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/TemplateReference/aws-resource-cloudformation-guardhook.html
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BEERIKP RS B

BUE Guard Hook Bt |, AT LAF Amazon S3 FiEMEEE N EHMEIREW B 5. BUES , Hook £ H
R Guard N IFE R EFEEEEENFZEEH, RE , BT LUE Amazon S3 #H AR EFIX
gt |

£ Amazon S3 #&|5 & F Guard Hook B&
#F Guard Hook #i i BE X4

1. %&3%. https://console.aws.amazon.com/s3/
EREMHFNSMAED | EREEN AWS X,
#%4% Buckets.

ERIEN Guard F R EERNFER.
EREPRENRIEE B R E B &
EERETHNMHERT A XHHITES.

o g A~ w Db

FEAREVIK P P B BR B4 4
LR BBECBUEN Guard Hook B , 5B T 5 B0F ELAEHOMK P IR

EEREZA Hook MAREMBR , ESHEAMS A AWS CloudFormation Hook,

F&:
- MIBRKSPRYETES ()
o MBRIKF PRV EIRES (AWS CLI)

BIBRIK S RV BT S (£ )
I BRI 7= R B B AR A

1. &% AWS Management Console #}7E https://console.aws.amazon.com/cloudformat ion L 3TF
AWS CloudFormation 3 #14&,
2. EREMBHSMEL | & Hook FTE AWS X1F] VL&,

3. MNSMBEEHIEE Hooks,

& & Guard Hooks A& 26


https://console.aws.amazon.com/s3/
https://console.aws.amazon.com/cloudformation/

AWS CloudFormation Hooks 15
4. HEEHTELE , RIEREROBHPES.

5. & Hook 3534 Ky £ A H k& “MIBR",

6. HRGETEWHINR , BAEHBHRUEINNBRIEENES | REIERE Delete,

I BRIK 7= A Y BE R 3E4E (AWS CLI)

(® Note
ERRES 2B, XFCRAEER. BXEZEE , FER EENIKSH R ERES
(AWS CLI),

£ A LA T deactivate-type@n =12 M Hook , X &G HMNEH Ik FHiBR. AENSEEERSMA,

aws cloudformation deactivate-type \
--type-arn "arn:aws:cloudformation:us-west-2:123456789012:type/hook/MyTestHook" \
--region us-west-2

Lambda 44

BEREEHNIKS R EER AWS Lambda #4 | 845058 N BERZEHRIKS N XEU80EEw, #E
Hook f& , B A AT BUS 1Z I 89 K - M XS Ay #ER IR B R 6 A

BUE Lambda #4#8% , CloudFormation 2 EKF I EMRP N ERMENEHIRE— MK BERNILEE
o, XAVEIRE Hook TEMEMEEREM. BEBMEN TWMAAELEE AWS K- MXEEEE
M,

£}

« AWS CLI BT A Lambda HEH#I &GS

 fE Lambda BIER¥{d Lambda 489 R

« HERAIE Lambda 45

s ELENIKF P BUE Lambda #E44

« EFELKF/F Lambda EHH AE

« MIEREK P A Lambda #44

Lambda 44 27


https://docs.aws.amazon.com/cli/latest/reference/cloudformation/deactivate-type.html
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AWS CLI BT A Lambda 4GRS

£/ Lambda #4989 AWS CLI S S 83 :

- activate-type/a 3 Lambda E8#HBUER .

+ set-type-configuration3R 38 E &K 7 #Y Hook BYELE B IR,

« list-typesHlIl HRK 7= H #Y Hooko

» describe-typelREIEX4FE Hook RAFE Hook IRAHFMES , SIELH BB EHIE.
+ deactivate-type MR BV Ik 7= AR B BR 2 BIBUERY Hooko

B2 Lambda BECKR1E(E Lambda IR 7R

AWS CloudFormation Lambda Hooks /& iF#&xt B 2 8 B & X #8317 iFf4 CloudFormation 1 AWS
TiRiEH APl RYE, B9 Hook ATCARRIEIRMESEH 1T , REQAAB X HEBEH A FREMREH
7. BIE Lambda #HEH#A , ATSUHEE N EBMITE L TEE ¢ CloudFormation

- BIRRE

- MERIRE

- FUESRE

F&:

- FF& Lambda ¥4

- £ Lambda E T EIREBE

« f5H Lambda 8T EHERIRE

« A Lambda HE#ITEETEERE

FF & Lambda #£4£4

4 Hook A A{RHY Lambda Bt , EfFEEFKik 30 #4hik Lambda i3 A. Lambda iR E—4
JSON M R; , 5 RIEH R K INER KW,

=3

- B3R
o IR

e

i A
A

—

5

fil

AWS CLI A F A Lambda E#M T

28
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« T

HRE A

f£i% 45 Lambda EREREY I ABURT Hook B ARERME ( HlN : Kk, BREHEHRE ),
EIVETPN

NTEENFERRINFEWE S Hook #TBIE , £#Y Lambda B FEZEIRE JSON MR,
LA 2 Hooks HEAEE#9 0 RIEY RBIFZAR

{
"##H#4#" . "SUCCESS" or "FAILED" or "IN_PROGRESS",
"errorCode": "NonCompliant" or "InternalFailure"
"message": String,

"clientRequestToken": String
"H#####" : None,
"callbackDelaySeconds": Integer,

HEHRE
HEHAVRS, EFBRABEFTER,

B3E : (SUCCESS| FAILED |IN_PROGRESS)

@ Note

Hook AJLAIR[E] IN_PROGRESS 3 X, MR FRREEMLER , Hook LM, XF Lambda
B | XERBEEM Lambda B SHEZ A LAEEA 3 7,

errorCode

EREEREETTEABBENTH , HEEHUARBRETHIR , MWL T ITMH. MREH
R, Wb BN HEF R

B3{E : (NonCompliant|InternalFailure)

message

LERAERHEE , WAEHRIHAMNER,

RNEHBIE Lambda B 29
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@ Note
1T & CloudFormation ##4ERT |, L FERME BRI 4096 NFHF
1£1F{& Cloud Control API #21ERT | Ltk FZER#EEMIN 1024 NESRF,
clientRequestToken
YER Hook iEREVMI A MR BERSE, LFRAXEFE,
EEETX
mREEBHhookStatus , M IN_PROGRESS&&ZE —MNFANLETX , ZETXEEHFA

Lambda B ZES4E 0 fal A R 5o

callbackDelaySeconds

Hook NMiZZ% % A F 8B XA X4 Hook,

Bl
BAR 2 B 2h W B2 69 7R 431

{
"hookStatus": "SUCCESS",
"message": "compliant",
"clientRequestToken": "123avjdjk31"
}

BATF 28 B2 2% B9 7R 91

{
"hookStatus": "FAILED",
"errorCode": "NonCompliant",
"message": "S3 Bucket Versioning must be enabled.",
"clientRequestToken": "123avjdjk31"
}

£ Lambda #4515 B IR ER/E

FUEBCIE, EHIMBREIRES | BN RRIRME, HlI0 , MBLEIZITEH CloudFormation 3
KRUBEBFRR , IRTEESTEREFRERE, HEMFEA Cloud Control API B2, FEHMIRE

RNEHBIE Lambda B

30
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AT | X A BIRIEE, BT LS CloudFormation Lambda #4488 & 5 B #srRESOURCE 3£
#jTargetOperationsEiE+ HCLOUD_CONTROLE{E,

(® Note

R AEMER Cloud Control APl delete-resource FRYIREA K MR AR , T 2FH
delete Hook 43 2 F CloudFormation delete-stacko

£}

« Lambda Hook & R# AiBE

+ Lambda Hook & RZEFE i A Rl
- ATRRZIEN Lambda BEE R

Lambda Hook &R AiE %

MIRH Lambda #UA A H T RIFRIEER |, BFKF—NISON @A , EFIERREHE. BUNWEMY
AR5 Hook AR LT3,

LT 2 JSON % AR RBIFEAR

"awsAccountId": String,
"stackId": String,

"changeSetId": String,

"hookTypeName": String,
"hookTypeVersion": String,

"hookModel": {
"LambdaFunction": String

+
"actionInvocationPoint": "CREATE_PRE_PROVISION" or "UPDATE_PRE_PROVISION" or
"DELETE_PRE_PROVISION"

"requestData": {
"targetName": String,
"targetType": String,
"targetlLogicalId": String,
"targetModel": {
"resourceProperties": {...},
"previousResourceProperties": {...}
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iy
"requestContext": {
"##": 1,
" null
}
}
awsAccountId

AWS Tk @& EEHEHREREN Do
stackId

LR EFTE CloudFormation H#E#RRYHERR ID., MMRFRF R =EE APl , NILEFERAZE,
changeSetId

/B3 Hook T AV EE &R ID, MR BFRZEERHA Cloud Control API 2%, ZHdelete-stackiRE
B3IH create-stackupdate-stack , MLERNZE,

hookTypeName
IEEZ1TH Hook MY & o

hookTypeVersion

[EFEIZ1THY Hook BIRRAR,
hookModel

LambdaFunction

49 AR 287 Lambda ARN,
actionInvocationPoint
BEZEFEHETHNRIMLE,

B & : (CREATE_PRE_PROVISION| UPDATE_PRE_PROVISION |[DELETE_PRE_PROVISION)
requestData

targetName

EEIPEBBARER | HlINAWS: :S3: :Bucket,
targetType

Flan |, EEITER BARERBAWS: :S3: :Bucket, N TFEATIE4E AP BEZHER |, LA
fFRESOURCE A,

RNEHBIE Lambda B 32
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targetLogicalld

EEIMENARIZEE ID, IR Hook AARKIRZ CloudFormation , NIiX ¥ 2
CloudFormation iy R E X HIZ B4R ID, #1R 1tk Hook 1 H#YKIE R Cloud Control API , I
XER— I HEE,

targetModel

resourceProperties

FESRNERNENEE. WRERBRER , NLE™RAZE,

previousResourceProperties

LS EEBENERIBENEL. NREEQERRR , NEFNZE,

requestContext
HH
HEHITEAN SR,
B LT

R Hookwas i%iE N IN_PROGRESS , # BcallbackContextZiRE , M HEEFHAARF
HIMEXE,

Lambda Hook &R 3 5 4 A Rl

DR RBIEALERT — Lambda #4£ , ©FZWEEHHAWS: :DynamoDB: : TableBFEEN , H
# of ReadCapacityUnits M 3 EProvisionedThroughput# 10, X2 Lambda 7] B FiFfh
R,

"awsAccountId": "123456789012",
"stackId": "arn:aws:cloudformation:us-west-2:123456789012:stack/
MyStack/1a2345b6-0000-00a0-a123-00abc@abc000",
"hookTypeName": "my::lambda::resourcehookfunction",
"hookTypeVersion": "00000008",
"hookModel": {
"LambdaFunction": "arn:aws:lambda:us-west-2:123456789012:function:MyFunction"
1,
"actionInvocationPoint": "UPDATE_PRE_PROVISION",
"requestData": {
"targetName": "AWS::DynamoDB::Table",
"targetType": "AWS::DynamoDB::Table",
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"targetlLogicalId": "DDBTable",
"targetModel": {
"resourceProperties": {
"AttributeDefinitions": [

{
"AttributeType": "S",
"AttributeName": "Album"
I
{
"AttributeType": "S",
"AttributeName": "Artist"
}

1,

"ProvisionedThroughput": {
"WriteCapacityUnits": 5,
"ReadCapacityUnits": 10

},
"KeySchema": [
{
"KeyType": "HASH",
"AttributeName": "Album"
I
{
"KeyType": "RANGE",
"AttributeName": "Artist"
}
]

1,
"previousResourceProperties": {
"AttributeDefinitions": [

{
"AttributeType": "S",
"AttributeName": "Album"
I
{
"AttributeType": "S",
"AttributeName": "Artist"
}

1,

"ProvisionedThroughput": {
"WriteCapacityUnits": 5,
"ReadCapacityUnits": 5

},

"KeySchema": [

RNEHBIE Lambda B
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{
"KeyType": "HASH",
"AttributeName": "Album"
.
{
"KeyType": "RANGE",
"AttributeName": "Artist"
}

1,

"requestContext": {
"invocation": 1,
"callbackContext": null

EEEZRBERENMETAEY , 3 LAWS::DynamoDB::Table,

BT R®EE/EN Lambda BEBURAI

UTR—/AEEMNEEK , ©41k DynamoDB MEMEREFH LM , DynamoDB £ 18 of IR E
HReadCapacityAF ProvisionedThroughput 10 B9, MREFERTY , NE@EFEUEE RHE
B “ReadCapacity Bt EEH", MRFERBIUELXW , MEMFLK , RSN “ReadCapacity FEEBT
107,

Node.js

export const handler = async (event, context) => {
var targetModel = event?.requestData?.targetModel;
var targetName = event?.requestData?.targetName;
var response = {
"hookStatus": "SUCCESS",
"message": "ReadCapacity is correctly configured.",
"clientRequestToken": event.clientRequestToken

i

if (targetName == "AWS::DynamoDB::Table") {
var readCapacity =
targetModel?.resourceProperties?.ProvisionedThroughput?.ReadCapacityUnits;
if (readCapacity > 10) {
response.hookStatus = "FAILED";
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response.errorCode = "NonCompliant";
response.message = "ReadCapacity must be cannot be more than 10.";
}
}
return response;
I
Python

import json

def lambda_handler(event, context):
# Using dict.get() for safe access to nested dictionary values
request_data = event.get('requestData', {3})
target_model = request_data.get('targetModel', {3})
target_name = request_data.get('targetName', '')

response = {
"hookStatus": "SUCCESS",
"message": "ReadCapacity is correctly configured.",
"clientRequestToken": event.get('clientRequestToken')

}
if target_name == "AWS::DynamoDB: :Table":
# Safely navigate nested dictionary
resource_properties = target_model.get('resourceProperties', {})
provisioned_throughput = resource_properties.get('ProvisionedThroughput',
{H

read_capacity = provisioned_throughput.get('ReadCapacityUnits')

if read_capacity and read_capacity > 10:
response[ 'hookStatus'] = "FAILED"
response[ 'errorCode'] = "NonCompliant"
response[ 'message'] = "ReadCapacity must be cannot be more than 10."

return response

5 Lambda ¥R {h R IRE

BHEERATERCE, EHNBIERHEREN |, F A SUFEB CloudFormation Lambda Hook Bt & 39 M
T EARTT IR | FATAERE L AR IR VEMR R 1T, SR AT LU CloudFormation Lambda 43 & Jy 44
EliE P HISTACKIREB #5, TargetOperations
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£

+ Lambda Hook & AiBE
 Lambda Hook 4% & it A TR
o ATHREBEN Lambda BEEURA

Lambda Hook 4% % A B %

LR IRIER A Lambda /Y, BF W E —NEE Hook A L TFXHiER L TXH JSON &

3. actionInvocationPointHF CloudFormation #4RH K/NAK Lambda BREIEZ @ A
KNER , BEFREMRF M E Amazon S3 R A, i ArequestData@FEIEE S — MR
Amazon S3 &% URL , EP G HHI R LB BRI A,

LT 2 JSON % AR RBIFEAR

"clientRequesttoken": String,
"awsAccountId": String,
"stackID": String,

"changeSetId": String,

"hookTypeName": String,
"hookTypeVersion": String,

"hookModel": {
"LambdaFunction":String

.
"actionInvocationPoint": "CREATE_PRE_PROVISION" or "UPDATE_PRE_PROVISION" or
"DELETE_PRE_PROVISION"
"requestData": {
"targetName": "STACK",

"targetType": "STACK",
"targetlLogicalId": String,

"payload": String (S3 Presigned URL)

1,

"requestContext": {
"invocation": Integer,
"callbackContext": String

clientRequesttoken

BN Hook BERIA AMBRHNERTE. LFBRNKMEFE,
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awsAccountId

AWS Tk ‘@& ETE TG A#ERA 1D,
stackID

HEHL B3 CloudFormation 4% 1D,
changeSetId

B3 Hook A E &R ID, MR HLZERH Cloud Control API 2, = delete-stack®
B3IH create-stackupdate-stack , MERNZE,

hookTypeName

IEH#Z21TH Hook KY& o

hookTypeVersion

I[EE1Z1THY Hook YRR,
hookModel

LambdaFunction

4 AR 287 Lambda ARN,

actionInvocationPoint
REZEHPEHEITHBIMNE.,

BB : (CREATE_PRE_PROVISION| UPDATE_PRE_PROVISION |[DELETE_PRE_PROVISION)
requestData
targetName
XAMERFZ STACK,
targetType
XAMERF 2 STACK,
targetlLogicalld

HEHR B o
payload

Amazon S3 f1Z& URL , EAE@E—NEEYa Mz s E LK JSON ¥R,
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requestContext

WMREFEEFHRFA Hook , MPFFRE X R,

invocation

HahTERN =R,
callbackContext

R Hook i BN IN_PROGRESSHcallbackContext2iRE , N'E R B A HMAEX
8,

FREFEFBpayloadBHERENRBFEZRRIMN URL. —BEEWE URL , RRLEBE—1MEEUT
RHHINR

{
"template": String,
"previousTemplate": String
}
template

Rt create-stackHAIEE CloudFormation #Hxupdate-stack. BRI L2 JSON = YAML
FRE, BEBRTRMANASE. CloudFormation

Edelete-stacki®fEd , WERRZE,

previousTemplate

Z B9 CloudFormation #1x, ©A UL JSON & YAML &% , E4ARRTEHANES,
CloudFormation

Edelete-stackiZfEH , HEFHZ,

Lambda Hook 4% 58 citsar A 7R 45l

DT RERTEmMAN RS, Hook IEETA—TIEX , ZEKObjectLockEnabledFEH A true ,
HAMT —4 Amazon SQS A% :

"clientRequestToken": "f8da6dll-b23f-48f4-814c-0fb6ab67f50e",
"awsAccountId": "123456789012",
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"stackId": "arn:aws:cloudformation:us-west-2:123456789012:stack/
MyStack/1a2345b6-0000-00a0-a123-00abc0abc000",
"changeSetId": null,
"hookTypeName": "my::lambda::stackhook",
"hookTypeVersion": "00000008",
"hookModel": {
"LambdaFunction": "arn:aws:lambda:us-west-2:123456789012:function:MyFunction"
.
"actionInvocationPoint": "UPDATE_PRE_PROVISION",
"requestData": {
"targetName": "STACK",
"targetType": "STACK",
"targetlLogicalld": "my-cloudformation-stack",
"payload": "https://s3...... "
},
"requestContext": {
"invocation": 1,
"callbackContext": null

T2 FpayloadR”filrequestData :

"template": "{\"Resources\":{\"S3Bucket\":{\"Type\":\"AWS::S3::Bucket\",
\"Properties\":{\"ObjectLockEnabled\":true}},\"SQSQueue\": {\"Type\" :\"AWS: :5QS: :Queue
\",\"Properties\":{\"QueueName\" :\"NewQueue\"}3}3}3}",

"previousTemplate": "{\"Resources\":{\"S3Bucket\":{\"Type\":\"AWS::S3::Bucket\",
\"Properties\":{\"ObjectLockEnabled\":false}}}}"

}

BT H#iRE/ERN Lambda B R B
UTRBIZR—NETREWERE , © TEHERIBEERAE , BITEMR JSON HIREISUCCESS,

Node.js

export const handler = async (event, context) => {
var targetType = event?.requestData?.targetType;
var payloadUrl = event?.requestData?.payload;

var response = {
"hookStatus": "SUCCESS",
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"message": "Stack update is compliant",
"clientRequestToken": event.clientRequestToken
};
try {
const templateHookPayloadRequest = await fetch(payloadUrl);
const templateHookPayload = await templateHookPayloadRequest.json()
if (templateHookPayload.template) {
// Do something with the template templateHookPayload.template
// JSON or YAML
}
if (templateHookPayload.previousTemplate) {
// Do something with the template templateHookPayload.previousTemplate
// JSON or YAML
}
} catch (error) {
console.log(error);
response.hookStatus = "FAILED";

response.message = "Failed to evaluate stack operation.";
response.errorCode = "InternalFailure";
}
return response;
};
Python

E#MA Python , IREES Alkrequestsf. At , BREELE Lambda BB ZESERE
BB, BRESZELE , HSH (AWS Lambda FEAARIERE) PHEIETE KRBT zip HE
Do

import json
import requests

def lamnbda_handler(event, context):
# Safely access nested dictionary values
request_data = event.get('requestData', {3})
target_type = request_data.get('targetType')
payload_url = request_data.get('payload')

response = {
"hookStatus": "SUCCESS",
"message": "Stack update is compliant",
"clientRequestToken": event.get('clientRequestToken')
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try:
# Fetch the payload
template_hook_payload_request = requests.get(payload_url)
template_hook_payload_request.raise_for_status() # Raise an exception for
bad responses
template_hook_payload = template_hook_payload_request.json()

if 'template' in template_hook_payload:
# Do something with the template template_hook_payload['template']
# JSON or YAML
pass

if 'previousTemplate' in template_hook_payload:
# Do something with the template
template_hook_payload['previousTemplate']
# JSON or YAML
pass

except Exception as error:

print(error)

response[ 'hookStatus'] = "FAILED"

response[ 'message'] = "Failed to evaluate stack operation."
response['errorCode'] = "InternalFailure"

return response

£/ Lambda H#1T (AR EERE

FYHEOIEERERN | #HALUFIER CloudFormation Lambda Hook FRiB W B i AW E REH
ATRERE IE H 01T, BRI LUK CloudFormation Lambda 44t & 7 50 Bl & Y CHANGE _SET#R/EH
¥ro TargetOperations

FB

« Lambda Hook & A15E

« =Pl Lambda HEEREFE N A

- ATEZEEREN Lambda EEURHI
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Lambda Hook E & A

TEERENMASHRBERL , BRNBERHArequestDatalt BERERSI AN R RELES!
&Ko

B2 JSON % ARy RBIFEAR -

{

"clientRequesttoken": String,

"awsAccountId": String,

"stackID": String,

"changeSetId": String,

"hookTypeName": String,

"hookTypeVersion": String,

"hookModel": {
"LambdaFunction":String

},

"requestData": {

"targetName": "CHANGE_SET",
"targetType": "CHANGE_SET",
"targetlLogicalId": String,
"payload": String (S3 Presigned URL)

},

"requestContext": {
"invocation": Integer,
"callbackContext": String

}

}
clientRequesttoken

BN Hook BERIA AMBRHNBERTE. EFBRNKMEFE,

awsAccountId

AWS Ik @8 EEIFEHHERE 1D,
stackID

HEMR B HE CloudFormation 4% 1D,
changeSetId

B3 Hook A AKIEHNER ID,
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hookTypeName

IE1E1Z21TH Hook MY & #5o,
hookTypeVersion

IE1E5Z21TH Hook HYRRAS,
hookModel

LambdaFunction

4978 AKX 80 Lambda ARN,
requestData

targetName

IXAMEFF 2 CHANGE_SET,
targetType

IXAMERF 2 CHANGE_SET,
targetLogicalld

TEET ARN...
payload

Amazon S3 FiZ® URL , EFEEHH HRIERA JSON XR , AR ERESI AN ERF

o

requestContext

MREEEFHEA Hook , NIFFRE IR,

invocation

HERTHEAN R,
callbackContext

IR Hook i BN IN_PROGRESSHcallbackContext2iRE , N'E i EF A HMAEX

g,

BERBFEFHpayloadBHERENRBEERNHN URL, —EEWE URL , RRELXBE-1MEEUT

RHHINR
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{
"template": String,
"changedResources": [
{
"action": String,
"beforeContext": JSON String,
"afterContext": JSON String,
"lineNumber": Integer,
"logicalResourcelId": String,
"resourceType": String
}
]
}
template

Rt create-stackmATE CloudFormation #iRupdate-stack. B A LAZ JSON = YAML
FRE , EARRTRHEMNAZR. CloudFormation

changedResources

EE X EIRTIER,
action
NMATERHNEHRKE,
B 3E : (CREATE| UPDATE |DELETE)

beforeContext

EREIRFREMA JSON FRFHE, SIRARE , IENZE, Itk JSON ZRHERHNAERREM
BFEHNFRS,

afterContext

MRMITHESRE , WAFREMERN JSON FRF&H, MIBREIRE , ENZ, Ltk JSON FAF&
PR RENKZEEI N FRS,

lineNumberxr

BRFPSBULERNTS. MREFER , WDELETELEFNZE,

logicalResourceld

EEEXRNRFNEERIR Do
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resourceTlype

EEE RN RFRRE,

Tl Lambda EHE REE R A

UTREREEFHMANRE, EUATREA BB ETEESIANER. F—NELXEMERSE
HEIBAFICoolQueue, BZANERZRIM—NE NHIFBAFINewCoolQueue, RE—TERENHNE
#DynamoDBTable,

"clientRequestToken": "f8da6dll-b23f-48f4-814c-0fb6a667f50e",
"awsAccountId": "123456789012",
"stackId": "arn:aws:cloudformation:us-west-2:123456789012:stack/
MyStack/1a2345b6-0000-00a0-a123-00abc@abc000",
"changeSetId": "arn:aws:cloudformation:us-west-2:123456789012:changeSet/
SampleChangeSet/1a2345b6-0000-00a0-a123-00abc0abc000",
"hookTypeName": "my::lambda::changesethook",
"hookTypeVersion": "00000008",
"hookModel": {
"LambdaFunction": "arn:aws:lambda:us-west-2:123456789012:function:MyFunction"
},
"actionInvocationPoint": "CREATE_PRE_PROVISION",
"requestData": {
"targetName": "CHANGE_SET",
"targetType": "CHANGE_SET",
"targetlLogicalId": "arn:aws:cloudformation:us-west-2:123456789012:changeSet/
SampleChangeSet/1a2345b6-0000-00a0-al123-00abc@abc000",
"payload": "https://s3...... "
},
"requestContext": {
"invocation": 1,
"callbackContext": null

TR TpayloadR"flrequestData.payload :

template: 'Resources:\n' +
' DynamoDBTable:\n' +
! Type: AWS::DynamoDB::Table\n' +
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Properties:\n' +
! AttributeDefinitions:\n' +
! - AttributeName: "PK"\n' +
! AttributeType: "S"\n' +
! BillingMode: "PAY_PER_REQUEST"\n' +
! KeySchema:\n' +
! - AttributeName: "PK"\n' +
! KeyType: "HASH"\n' +
PointInTimeRecoverySpecification:\n' +
PointInTimeRecoveryEnabled: false\n' +
' NewSQSQueue:\n' +
! Type: AWS::SQS::Queue\n' +
! Properties:\n' +
! QueueName: "NewCoolQueue"',
changedResources: [

{
logicalResourceId: 'SQSQueue',
resourceType: 'AWS::5QS::Queue’',
action: 'DELETE',
lineNumber: null,
beforeContext: '{"Properties":{"QueueName":"CoolQueue"}}"',
afterContext: null
},
{
logicalResourceId: 'NewSQSQueue',
resourceType: 'AWS::5QS::Queue’,
action: 'CREATE',
lineNumber: 14,
beforeContext: null,
afterContext: '{"Properties":{"QueueName":"NewCoolQueue"}}"
},
{

logicalResourceId: 'DynamoDBTable',

resourceType: 'AWS::DynamoDB::Table',

action: 'UPDATE',

lineNumber: 2,

beforeContext: '{"Properties":
{"BillingMode" :"PAY_PER_REQUEST", "AttributeDefinitions":
[{"AttributeType":"S","AttributeName":"PK"}], "KeySchema":
[{"KeyType":"HASH", "AttributeName":"PK"}]1}}"',

afterContext: '{"Properties":
{"BillingMode":"PAY_PER_REQUEST", "PointInTimeRecoverySpecification":
{"PointInTimeRecoveryEnabled":"false"}, "AttributeDefinitions":
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[{"AttributeType":"S","AttributeName":"PK"}], "KeySchema":
[{"KeyType":"HASH", "AttributeName":"PK"}]1}}"'
}

AT EERIEN Lambda BRI

LT ROR—IHENEY , ETREREREFHRAE , BRINLEENIESR , RABERE a /14T
EN 2 BT A 2 fe B B M SUCCESS,

Node.js

export const handler = async (event, context) => {
var payloadUrl = event?.requestData?.payload;
var response = {
"hookStatus": "SUCCESS",
"message": "Change set changes are compliant",
"clientRequestToken": event.clientRequestToken
I
try {
const changeSetHookPayloadRequest = await fetch(payloadUrl);
const changeSetHookPayload = await changeSetHookPayloadRequest.json();
const changes = changeSetHookPayload.changedResources || [1;
for(const change of changes) {
var beforeContext = {};
var afterContext = {};
if(change.beforeContext) {
beforeContext = JSON.parse(change.beforeContext);
}
if(change.afterContext) {
afterContext = JSON.parse(change.afterContext);
}
console.log(beforeContext)
console.log(afterContext)
// Evaluate Change here
}
} catch (error) {
console.log(error);
response.hookStatus = "FAILED";
response.message = "Failed to evaluate change set operation.";
response.errorCode = "InternalFailure";
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return response;

};

Python

EM#MA Python , IREES Atkrequestsf. At , BREELE Lambda BB ZESERE
HBAF, BXEZER , 5K (AWS Lambda FF 2 A RIERE) P EIEH BRI . zip 2B

Z

a,

import json
import requests

def lambda_handler(event, context):
payload_url = event.get('requestData', {}).get('payload')
response = {
"hookStatus": "SUCCESS",
"message": "Change set changes are compliant",
"clientRequestToken": event.get('clientRequestToken')

try:
change_set_hook_payload_request = requests.get(payload_url)
change_set_hook_payload_request.raise_for_status() # Raises an HTTPError
for bad responses
change_set_hook_payload = change_set_hook_payload_request.json()

changes = change_set_hook_payload.get('changedResources', [])
for change in changes:
before_context = {3}

after_context = {}

if change.get('beforeContext'):
before_context = json.loads(change['beforeContext'])

if change.get('afterContext'):
after_context = json.loads(change['afterContext'])

print(before_context)
print(after_context)

# Evaluate Change here

except requests.RequestException as error:
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print(error)
response[ 'hookStatus'] = "FAILED"
response[ 'message'] = "Failed to evaluate change set operation."
response['errorCode'] = "InternalFailure"
except json.JSONDecodeError as error:
print(error)
response[ 'hookStatus'] = "FAILED"
response[ 'message'] = "Failed to parse JSON payload."
response['errorCode'] = "InternalFailure"

return response

HZ B2 Lambda 44

2 Lambda H# 28T , BATRIAT ERFEAH

o BAMEABRET —/ Lambda ¥, BXEZER |, B NEHBGIE Lambda ¥,
« 8|2 Hook WAFHA®NLMER BB RS EEEE Hook,

. EFA AWS CLI REGF A2 TEAHE Lambda 4 , BATFHEER IAM NXENRHRITAR
F f21F CloudFormation A Lambda HEH#WNEEERE,

A Lambda EH#H AU EHRITAE
Hook AN ITAEFRKIRBERFEH1Z Hook FIERNER AWS K/,

RSN 62 Lambda Hook , AT LA B 3 B2 th A& € AWS Management Console ; &0 , &40
BB AE,

LAT &R 5 [0 48R 7R ANl iR B 32 Lambda #E#IRYIXER .
PR HI AR

2R (AM AiFfEm) PEABENEERHUEZEACHNES , FREENEERKUEZAR,

RE , TRATSRRKIRELZAINR
1. FHUTHRERBRREHMEEERT 22 Lambda EHE IAM A&,
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JSON

{
"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": "lambda:InvokeFunction",

"Resource": "arn:aws:lambda:us-west-2:123456789012:function:MyFunction"
}

1
}

2. BEXREASKIEERE  RTFEN Hook RAZBEHNNR, UTERTEATLUERNEERK
o

JSON

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {
"Service": [
"hooks.cloudformation.amazonaws.com"
]
}I

"Action": "sts:AssumeRole"

EEA K PECE Lambda 44

LT EEBRERT T WAEERIK S HB0E Lambda Hook , M B 12 BUE 12 E 8 49 1K 7~ M X5 5 ]
Ho

Ay

EF&H
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« BUE Lambda 4 (2518 )
« BUE Lambda ¥4 ()AWS CLI
- HEXHER

BUE Lambda 43 ( #3#5 )
BE Lambda HH LAIE SR K P A

1.

&% AWS Management Console 7 https://console.aws.amazon.com/cloudformat ion £3TFF
AWS CloudFormation ##|& .

ERBIHHSMEL | EFEEE Hook in AWS XiE WIVE,
WMRIEE RN EH A2 Lambda B, FATUTIRE !

* $TFF Lambda #Z#I &R H,

- BIERZNA T Hook B9 Lambda ¥ , RFRELLEE. BXEZER , E5H 0
Lambda BER1F{E Lambda 59 E R

MRECEBIET Lambda B , BREHITT—F,

EEMNSMERS , &E#F Hook,

£ Hook B#H , R AT ET 2 — :

s REHE—AEENERERH , ZBHEEZFEPrivate: :Lambda: : b0, Fl0 , iR
AMyTestHook , NSEEM Hook B#ZEHPrivate: :Lambda: :MyTestHook,

« FAUTHEIRMETEN Hook B ( BH A

# ) : Provider::ServiceName: :HookName

X F Lambda E$ , HIREH T ESE Lambda B¥. & LER -

. RSN SR DR ERE FR (ARN)
. WERARIEEEN A ARN,
T Hook Bi7 , EkZEEEHNE -

 SEAR-TER S OIE, ERTSUMBRIEAR B T AR AR AR

« RIFR-ER P ERER A ITE SN TR E,

- EUE-EAPEERER AT ER,

- iR APl — iTEEHTIRE AP | BEIAVEIE, EXSMIBRRAE,
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8. T& “fE" v | EIBWPLLIRIE (BIER. FHE. MR ) FHBAEH Hooks.
9. WFEWER  RREMAAMN Lambda EBURE MR ARG R A5 : FAILED

- BE-MAFRHES , BRATSRENTRE, SN TEXBRIESEEREREM,
« RW-FHIERESRSHT, IEPTHIFERHEAREZEBR.

10. W FHITAE , BEREEHETHATRAAEDN Lambda EHEE IAM A6, EEL
CloudFormation RIF B3I A ERIEBIITAE , 4B EERENAE,

11 ﬁ*¥-|:_$o
12. (A% ) X F Hook TSRS , BHITUATERE -
a. ERFFILET | HEBLRFEETEM Hook, XA T ABRE T A FRE A
Hooko
b. EMEFRMHR , EFENAMKRBAMIMELACFESNZE -

- FFEERBENIBERAS — RAYMAREENTRREMTERN , 2V Hooko
« EMERBHRTHERAE — MREENVIERFEDLE —TE , NWFEA Hook.

(® Note
34T Cloud Control API #4F , Fi /8 Ak & BRI EAR A 5 ik 25 BRI 4 2 B o

c. XTFHLEBI, 7 Hook BAH IR BRI EHAR,
- WTFEE , FEEEESHNHERBN, SREERE—/ N2 SEMMERE | BERLE
B, RAWIIRFIEERNMERT A Hooko

o XNTHEBR | FIEEBHRAVER BN, SRBERSEHOER LA Hook BHR—EBEMN
HEARES |, EERALET. BRILALFIH RS, | FRE R ERREA Hook,

d. XNF#KRAE  FREFEEREKL IAM 8% Hook A 2B HRIGEHk.
« X{F Include , IHEE—PHZN IAM A& ARNs REMUSXLEABXBKN#EK, REHRX
L RAGREINHERFEEST 2EA Hooko

« WTHEER , 5 ARNs N EHBRIHEREE —1MHZ1 IAM B8, Hook REKREEARE
DRy AR 2 SNV PR AR LR A

13. ﬁ*¥-|:_$o
14, EEFEABENEL  EFLNER, ERTER , BEMEXESERREE.
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15. HERFRERER | EEF BEEN

BUE Lambda 44 ()JAWS CLI

EHRERIECH |, BHRIAEERE Lambda REAFA Tt Hook ITAR, BXEZER | FS
8% Lambda EER 1T Lambda EEREMA Lambda EH#HBIERITEE,

BUE Lambda HEH#AEZHKF A ()AWS CLI

1. BEFFHRBUE Hook , EFEMA L Tactivate-typein s , AENBSEEER SR, RN Hook
FEREN AWS IKFIEEERITAE,

aws cloudformation activate-type --type HOOK \
--type-name AWS::Hooks::LambdaHook \
--publisher-id aws-hooks \
--execution-role-arn arn:aws:iam::123456789012:role/my-execution-role \
--type-name-alias Private::Lambda: :MyTestHook \
--region us-west-2

2. ESTHECE Hook , AfERM JSON ELE XX H#TEE,

fEAcatif TRIRZEBUT LAY JSON X, BXESEER , B2H EHRERWELESE,

$ cat > config.json

{
"CloudFormationConfiguration": {
"HookConfiguration": {
"HookInvocationStatus": "ENABLED",
"TargetOperations": [
"CLOUD_CONTROL"
1,
"FailureMode": "WARN",
"Properties": {
"LambdaFunction": "arn:aws:lambda:us-
west-2:123456789012: function:MyFunction"

.
"TargetFilters": {
"Actions": [
"CREATE",
"UPDATE",
"DELETE"
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}
}
}
}

« HookInvocationStatus : ®EENABLED} Al /5 A4,
« TargetOperations : }§%E Hook iM%k,
 FailureMode : iRIEN FAIL 3 WARN,
 LambdaFunction : #§7& Lambda BE##Y ARN,

« TargetFilters : #EEMEA Hook WIRIERE,

3. fEALL T set-type-configurationfs AR E AR JSON XHXRBARE, AENBEEZSREM
o

aws cloudformation set-type-configuration \
--configuration file://config.json \
--type-arn "arn:aws:cloudformation:us-west-2:123456789012:type/hook/MyTestHook" \
--region us-west-2

< B IR
BAVRE TERTRH |, B o] LAERIX L RBFISK T #0474 CloudFormation 4% £ 4k

783 Lambda Hooke BEXEZEE , 1§51 (AWS CloudFormation FIF#§/) K
AWS::CloudFormation::LambdaHook,

BEEEWKFH Lambda 8 AE

A Lambda ¥E498¢ |, ATLAFE Lambda #4114 P BE R I i H IR & B &34,

£ Lambda ##| A &EF Lambda #E#H A X
EF Lambda E8 M H BEXH

1. &% Lambda ##lA&,
2. ERBIHBHSMES , EREH AWS X,
3. 1&E EHE

4. EEFIEM Lambda B,

=
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5. EHEMHEDTF,

6. 1%#% L CloudWatch ogs KA IR BR

7. ERTHXEHEREEENEEYL,
8

“EEZ., AXNETRE Log CloudWatch s Live Trail EO®, RIFENEF , &R RINEEF
= UANAREREE,

- BB E RINARER FRPPNESHERB[RALGRPPMESTIER, LLFERR
WEHEER  EENESSEERACENEH.

BXEE Lambda BB BENEZER |, FSHEF Lambda EREH CloudWatch H &,

il RS2 0K F P BV Lambda 44

HETBRECHUER Lambda HEHE |, BERA AT S RFENERKS F MR,

EERNZEA Hook MARGEMER , HSREZERFE A AWS CloudFormation Hooko

£
o MIBRIEMK - HY Lambda 4 (#2H& )
o HIBREMK P H Lambda 49 J)AWS CLI

I BR SR IK - B Lambda 48 ( #2515 )

fBRIK 7= R B9 Lambda 44

1. %&3F AWS Management Console 3 7£ https://console.aws.amazon.com/cloudformat ion E$TF
AWS CloudFormation 2% & .

ERBMIBHSMEE L | &R Hook FI1E AWS XiF B E,

NS E #&H%EF Hooks.

FEEMTELE , RBEMRERA Lambda 44,

1%EH Hook 3538 1Y &I AE FHikF “MIBR".

HRGRETEHIAN , BAEHBMUEIARBRIEENES , RFI1EEF Delete,

o o b~ w0 DN

B Lambda 44
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Tl B S8 Ik P~ H 89 Lambda #£44 ()AWS CLI

(® Note
ERFRES 2B, XFCREER. BXEZEERE , AR EENIKSHERAFERES
(AWS CLI),

£ F LA N deactivate-type @5 #4& A Hook , X & FHEMERK 7 HHIBR. RENBEEER SV,

aws cloudformation deactivate-type \
--type-arn "arn:aws:cloudformation:us-west-2:123456789012:type/hook/MyTestHook" \
--region us-west-2

{# F CloudFormation CLI 7F & B E X Hook
ATEATREFRKBEN Hook HFHEEMEI AWS CloudFormation SEMREIE .
F & B RN Hook E=ATESHE -

1. B3h

EFRKBEMN Hook , HAELEFMAEEA CloudFormation CLI, EE3) Hook I B R HFFE XX # |
E A CloudFormation CLI initis T HIEEE QI EEH, BEXEZEE , B2H Ez1BEXL AWS
CloudFormation Hooks Il B .

2. 158

BEEE, tMENRIEERN Hook 2289 |, EE X Hook R EEHNE 1%,

CloudFormation CLI 2812 543 E/ Hook B A SMEX M ZELEBERE, FEECHNZBFINELX
LAERERFF , UBHEERETERNE NN ERIRA Hook A XENER. BXEZEERE , B
27 BEBHE N AWS CloudFormation 44,

3. JEA

EF M Hook , iBIRRIEM Hook LUEMAFRBHRARE=ZFT B. EsubmitiR/EFIFMER
Hook. BXEZEER , SR oM BE N Hook AWS CloudFormation,

UTESSEM Hook BX -
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https://docs.aws.amazon.com/cloudformation-cli/latest/userguide/resource-type-cli-submit.html
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a. K — EHRmEEMR,
b. BLE — XTI AR B B A EC B

(® Note
Hook 7 30 ¥ /et , ZRZEW 3 K. BXREZFER , BEH BRI MEERE,

LT EBHIESETRER Python = Java FF k. EMME B EN Hook TR,

£

Fr & BE X AWS CloudFormation Hook B 7Rk
B3 BE X AWS CloudFormation Hooks 3 B

E#E B E Y AWS CloudFormation 44

[E5EM B E X Hook AWS CloudFormation

FEREY Hook HHllit B % X Hook AWS Ik /=

B #1 B E X Hook

MIEM R P EUEEM B E X Hook CloudFormation
A6 Hook A2

H AWS CloudFormation ooks H 2B ESE

F & BEMN AWS CloudFormation Hook BY 5t )R &4

YRAIBLA Java 2 Python FF X — N BENX Hook, AT RFF K BE N Hook B L R&FH -

Java FoREZMH

Apache Maven
JDK17

® Note
R AR E F A CloudFormation a3 1T 5+ (CLI) JB3h Java B9 Hooks T B , NIk SM R %
Python 3.8 RE A, B Java & CloudFormation CLITI L@ pip ( Python HEEE
g5 ) HITRE , ZiEHH Python 5 &,

TR
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https://maven.apache.org/install.html
https://www.oracle.com/java/technologies/downloads/#java17
https://docs.aws.amazon.com/cloudformation-cli/latest/userguide/what-is-cloudformation-cli.html
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ERHIER Java Hooks Tl B SRI Hook 4 EBREF |, BAILA T & Java Hook 4312 F RIS 4.

Python %R %44
+ Python &7 3.8 LE B RA,

ENRHY Python Hooks T B ST FALEERRF , YRATEAT 8 Python Hook &b 2% 7 7= 65l 3245

FF & Hook HIX PR

BT CloudFormation CreateUpdate, FDeletedfitkiXPRAL , LEEEH B LT AWS
CloudFormation ##4E, XtiXLEiRERNTHRINREDLEHWIAMEE CloudFormationZ KBS HITEE,

register-type
* list-types
deregister-type

* set-type-configuration

A Hooks iR B X E

EF % Hook , #REIZZETECloudFormation ## A K& Python & Java,

ELEMIMERXMIE G CloudFormation CLI , iBEHITLATIRE :

1. A Python ZEEER K%, CloudFormation CLI pip

pip3 install cloudformation-cli

2. ZRIEIEMAM Python = Java 4 CloudFormation CLI,

Python
pip3 install cloudformation-cli-python-plugin
Java

pip3 install cloudformation-cli-java-plugin
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samples/java-handlers.zip
https://www.python.org/downloads/
samples/python-handlers.zip
https://docs.aws.amazon.com/cli/latest/reference/cloudformation/register-type.html
https://docs.aws.amazon.com/cli/latest/reference/cloudformation/list-types.html
https://docs.aws.amazon.com/cli/latest/reference/cloudformation/deregister-type.html
https://docs.aws.amazon.com/cli/latest/reference/cloudformation/set-type-configuration.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/template-guide.html
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EH 4 CloudFormation CLIFNIEH |, & 0T LAfE R AL,

Python

pip3 install --upgrade cloudformation-cli cloudformation-cli-python-plugin
Java

pip3 install --upgrade cloudformation-cli cloudformation-cli-java-plugin

Bzh B ENX AWS CloudFormation Hooks I B

BB BEEN Hooks MEME—FLRBFN1ZIME ., BALEA CloudFormation CLILnit# w331 &/
HENX Hooks T H,

Zinit@SREH - EF , 5IFETHIERIRE , B Hooks RIFX 4, RIS HER
KRREXL Hook IFLIRFEN . BAXREZER |, BZH RWIEE,

EZ3) Hook B , BEHMITUTRIE :

1. RUBSIEBE %

mkdir ~/mycompany-testing-mytesthook

2. SMEHEF.

cd ~/mycompany-testing-mytesthook

3. {#H CloudFormation CLIinit#< Bz H.
cfn init
ZSERE LA T H#H .

Initializing new project

4. Zinit@HEEF—IES , SISEBERMEMNIRE. HIRTE , B AhLIEE Hooks BB .

Do you want to develop a new resource(r) a module(m) or a hook(h)?
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5. WAEHRENB.

What's the name of your hook type?
(Organization::Service: :Hook)

MyCompany: :Testing: :MyTestHook

6. MRERAZET—NESHEMY , WRIAERZEH. WRZETSZMESHEMG , WA LLEEMENIE
%o ﬁ“A!ﬁﬁFFEI‘Jln = Egﬁq_ﬁj:*o

Select a language for code generation:
[1] java

[2] python38

[3] python39

(enter an integer):

7. REFHENTRIESRET o

Python

( A% ) #%&$#® Docker #H T TEENITE. BATEE Docker , HREZIEWNILITIES
fai&e,

Use docker for platform-independent packaging (Y/n)?

This is highly recommended unless you are experienced with cross-platform Python
packaging.

Java

RE Java BEMARBERBERKRE, BRUEARANRGSER , BTNE—NHH
B2 E M.

Enter a package name (empty for default 'com.mycompany.testing.mytesthook'):

Choose codegen model - 1 (default) or 2 (guided-aws):

B %) Hooks T B
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Z£R . BERNBHTME HER T FF & Hook FTEM . AT ¥ Python 3.8 B9 Hooks T B &Y B
F B RB,

mycompany-testing-mytesthook. json
rpdk.log
README . md
requirements.txt
hook-role.yaml
template.yml
docs
README .md
src
__init__.py
handlers.py
models. py
target_models
aws_s3_bucket.py

(® Note
sTcBERFHXHRBBEMWIES ERCUEN, ERNXHFE-LERNERANRM. SR
iZ{Tgeneratetn T HABREF R INETI B models. py , FEXH ( fltn ) 2EREHN
FRP B EH.

Z#EBE X AWS CloudFormation 344

X BE X AWS CloudFormation Hook #{T2#E S R SIZ—MNHTEN Hook, EEMME MRS
. FRAcfn initmSRIZBE N Hook W BB , 2% R4 Hook Z8F3 612 JSONIE T A XA L

#. hook-name.json

B xS BFRREIRRE T H A Hook WHBEI{E., Hook LERFAXEIFKETHITHEEN
BiE, a0 , CREATERRIEMN BARREFE MpreCreate b BREF. % Hook BFRF RS 1T B IR/E
i, BELEERFPEENRBNAR. EHERRERESN BN, BALUEEBR , 10 AWS
CloudFormation A& %R, RERFRHEENLRIR. Hook ZFTLRHBEHNHF B 5.

ZRHBEEHFIENNR, 81/ Hook EEL N B Hook A EBREFIEENR, CloudFormation &
EEREEBFINEZSBINNERE  BIRFERENBEHINRFHUITESHAENNR. BERF (M
At ) BEMMA , AEEHIERE , XAFMAIIRN Hook BIEHRITXEES, CloudFormation X
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LERPRSRPRE Hook AR AN PR, XL PRIF/LIELS Hook. Hook LbERFE 5 A iX L X PR SR 17 (7]
AWS &R,

S5 A] AR A BA T R M AR RRTE LY Hook, A Hook BRIIRIEEEXRIMAEREF. MR
BIEBRTIIIMBERNLERF |, BFEM Hook RUNALERF 2 FHIBR. BXRENESZFME
B, BSREMIEE,

"typeName":"MyCompany: :Testing: :MyTestHook",
"description":"Verifies S3 bucket and SQS queues properties before create and
update",
"sourceUrl":"https://mycorp.com/my-repo.git",
"documentationUrl":"https://mycorp.com/documentation",
"typeConfiguration":{
"properties":{
"minBuckets":{
"description":"Minimum number of compliant buckets",
"type":"string"
1,
"minQueues": {
"description":"Minimum number of compliant queues",
"type":"string"
1,
"encryptionAlgorithm":{
"description":"Encryption algorithm for SSE",
"default":"AES256",
"type":"string"

+

"required":[

1,
"additionalProperties":false
.
"handlers":{
"preCreate": {
"targetNames":[
"AWS: :S3::Bucket",
"AWS: :SQS: :Queue"
1,

"permissions": [
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},
"preUpdate": {
"targetNames":[
"AWS::S3::Bucket",
"AWS: :SQS: :Queue"

1,

"permissions": [

]
I
"preDelete":{

"targetNames": [
"AWS::S3: :Bucket",
"AWS: :SQS: :Queue"

1,

"permissions": [
"s3:ListBucket",
"s3:ListAl1MyBuckets",
"s3:GetEncryptionConfiguration",
"sqgs:ListQueues",
"sqgs:GetQueueAttributes",
"sqs:GetQueueUrl"

}
}I

"additionalProperties":false

FH
/A Java 3 BE X AWS CloudFormation 493t T2
i Python X B E X AWS CloudFormation it 172218

£ Java I EHEN AWS CloudFormation 43 1T 1E

B ENX AWS CloudFormation Hook #1TE#ES R8I —MNEHTFENX Hook, EEMMNE LN,
AHRN S| SIRER Java X BHE X Hook #1TE1E,

SR 1 AINTLE KB R

ET Java B9 Hooks Tl B k¥t T Maven pom.xml B SXHER KB, BIFU T , HRABEH
B ERE F T pom. xmlX 4,
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LB ARBX R (pom.xml)

<?xm
<pro

mave

1 version="1.0" encoding="UTF-8"7?>

ject

xmlns="http://maven.apache.org/POM/4.0.0"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemaLocation="http://maven.apache.org/POM/4.0.0 http://maven.apache.org/
n-v4_0_0.xsd">

<modelVersion>4.0.0</modelVersion>

<groupId>com.mycompany.testing.mytesthook</groupId>
<artifactId>mycompany-testing-mytesthook-handler</artifactId>
<name>mycompany-testing-mytesthook-handler</name>
<version>1.0-SNAPSHOT</version>

<packaging>jar</packaging>

<properties>
<maven.compiler.source>1.8</maven.compiler.source>
<maven.compiler.target>1.8</maven.compiler.target>
<project.build.sourceEncoding>UTF-8</project.build.sourceEncoding>
<project.reporting.outputEncoding>UTF-8</project.reporting.outputEncoding>
<aws.java.sdk.version>2.16.1</aws.java.sdk.version>
<checkstyle.version>8.36.2</checkstyle.version>
<commons-io.version>2.8.0</commons-io.version>
<jackson.version>2.11.3</jackson.version>
<maven-checkstyle-plugin.version>3.1.1</maven-checkstyle-plugin.version>
<mockito.version>3.6.0</mockito.version>
<spotbugs.version>4.1.4</spotbugs.version>
<spotless.version>2.5.0</spotless.version>
<maven-javadoc-plugin.version>3.2.0</maven-javadoc-plugin.version>
<maven-source-plugin.version>3.2.1</maven-source-plugin.version>
<cfn.generate.args/>

</properties>

<dependencyManagement>
<dependencies>
<dependency>
<groupId>software.amazon.awssdk</groupId>
<artifactId>bom</artifactId>
<version>2.16.1</version>
<type>pom</type>
<scope>import</scope>
</dependency>
</dependencies>
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</dependencyManagement>

<dependencies>

<l-- https://mvnrepository.com/artifact/software.amazon.cloudformation/aws-
cloudformation-rpdk-java-plugin -->

<dependency>

<groupId>software.amazon.cloudformation</groupId>
<artifactId>aws-cloudformation-rpdk-java-plugin</artifactId>

<version>[2.0.0,3.0.0)</version>
</dependency>

<!-- AWS Java SDK v2 Dependencies -->

<dependency>
<groupId>software.amazon.awssdk</groupId>
<artifactId>sdk-core</artifactId>

</dependency>

<dependency>
<groupId>software.amazon.awssdk</groupId>
<artifactId>cloudformation</artifactId>

</dependency>

<dependency>
<groupId>software.amazon.awssdk</groupId>
<artifactId>s3</artifactId>

</dependency>

<dependency>
<groupId>software.amazon.awssdk</groupId>
<artifactId>utils</artifactId>

</dependency>

<dependency>
<groupId>software.amazon.awssdk</groupId>
<artifactId>apache-client</artifactId>

</dependency>

<dependency>
<groupId>software.amazon.awssdk</groupId>
<artifactId>sqgs</artifactId>

</dependency>

<!l-- Test dependency for Java Providers -->
<dependency>

<groupId>software.amazon.cloudformation</groupId>

<artifactId>cloudformation-cli-java-plugin-testing-support</artifactId>

<version>1.0.0</version>
</dependency>
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<!-- https://mvnrepository.com/artifact/com.amazonaws/aws-java-sdk-s3 -->
<dependency>
<groupId>com.amazonaws</groupIld>
<artifactId>aws-java-sdk-s3</artifactId>
<version>1.12.85</version>
</dependency>

<!-- https://mvnrepository.com/artifact/commons-io/commons-io -->
<dependency>
<groupId>commons-io</groupId>
<artifactId>commons-io</artifactId>
<version>${commons-io.version}</version>
</dependency>
<l-- https://mvnrepository.com/artifact/org.apache.commons/commons-lang3 -->
<dependency>
<groupId>org.apache.commons</groupId>
<artifactId>commons-lang3</artifactId>
<version>3.9</version>
</dependency>
<l-- https://mvnrepository.com/artifact/org.apache.commons/commons-collections4

<dependency>
<groupId>org.apache.commons</groupId>
<artifactId>commons-collections4</artifactId>
<version>4.4</version>

</dependency>

<!-- https://mvnrepository.com/artifact/com.google.guava/guava -->

<dependency>
<groupId>com.google.guava</groupId>
<artifactId>gquava</artifactId>
<version>29.0-jre</version>

</dependency>

<!-- https://mvnrepository.com/artifact/com.amazonaws/aws-java-sdk-

cloudformation -->

<dependency>
<groupId>com.amazonaws</groupld>
<artifactId>aws-java-sdk-cloudformation</artifactId>
<version>1.11.555</version>
<scope>test</scope>

</dependency>

<!-- https://mvnrepository.com/artifact/commons-codec/commons-codec -->
<dependency>
<groupId>commons-codec</groupIld>

EEEY 67



AWS CloudFormation

Hooks F 6/

<artifactId>commons-codec</artifactId>
<version>1.1l4</version>
</dependency>
<l-- https://mvnrepository.com/artifact/software.amazon.cloudformation/aws-

cloudformation-resource-schema -->

<dependency>
<groupId>software.amazon.cloudformation</groupId>
<artifactId>aws-cloudformation-resource-schema</artifactId>
<version>[2.0.5, 3.0.0)</version>

</dependency>

<!-- https://mvnrepository.com/artifact/com.fasterxml.jackson.dataformat/

jackson-databind -->

<dependency>
<groupId>com.fasterxml.jackson.core</groupId>
<artifactId>jackson-databind</artifactId>
<version>${jackson.version}</version>

</dependency>

<l-- https://mvnrepository.com/artifact/com.fasterxml.jackson.dataformat/

jackson-dataformat-cbor -->

<dependency>
<groupId>com.fasterxml.jackson.dataformat</groupId>
<artifactId>jackson-dataformat-cbor</artifactId>
<version>${jackson.version}</version>

</dependency>

<dependency>
<groupId>com.fasterxml.jackson.datatype</groupId>
<artifactId>jackson-datatype-jsr310</artifactId>
<version>${jackson.version}</version>
</dependency>

<l-- https://mvnrepository.com/artifact/com.fasterxml.jackson.module/jackson-

modules-java8 -->

<dependency>
<groupId>com.fasterxml.jackson.module</groupId>
<artifactId>jackson-modules-java8</artifactId>
<version>${jackson.version}</version>
<type>pom</type>
<scope>runtime</scope>

</dependency>

<!l-- https://mvnrepository.com/artifact/org.json/json -->
<dependency>
<groupIld>org.json</groupId>
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<artifactId>json</artifactId>
<version>20180813</version>
</dependency>
<!-- https://mvnrepository.com/artifact/com.amazonaws/aws-java-sdk-core -->
<dependency>
<groupId>com.amazonaws</groupld>
<artifactId>aws-java-sdk-core</artifactId>
<version>1.11.1034</version>
</dependency>
<!-- https://mvnrepository.com/artifact/com.amazonaws/aws-lambda-java-core -->
<dependency>
<groupId>com.amazonaws</groupld>
<artifactId>aws-lambda-java-core</artifactId>
<version>1.2.0</version>
</dependency>
<l-- https://mvnrepository.com/artifact/com.amazonaws/aws-lambda-java-log4j2 --

<dependency>
<groupId>com.amazonaws</groupIld>
<artifactId>aws-lambda-java-log4j2</artifactId>
<version>1.2.0</version>

</dependency>

<l-- https://mvnrepository.com/artifact/com.google.code.gson/gson -->
<dependency>
<groupId>com.google.code.gson</groupId>
<artifactId>gson</artifactId>
<version>2.8.8</version>
</dependency>

<l-- https://mvnrepository.com/artifact/org.projectlombok/lombok -->
<dependency>
<groupld>org.projectlombok</groupId>
<artifactId>lombok</artifactId>
<version>1.18.4</version>
<scope>provided</scope>
</dependency>
<!-- https://mvnrepository.com/artifact/org.apache.logging.log4j/log4j-api -->
<dependency>
<groupld>org.apache.logging.log4j</groupId>
<artifactId>log4j-api</artifactId>
<version>2.17.1</version>
</dependency>
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<!-- https://mvnrepository.com/artifact/org.apache.logging.log4j/log4j-core --

<dependency>
<groupIld>org.apache.logging.log4j</groupId>
<artifactId>log4j-core</artifactId>
<version>2.17.1</version>

</dependency>

<l-- https://mvnrepository.com/artifact/org.apache.logging.log4j/log4j-slfsaj-

impl -->

<dependency>
<groupld>org.apache.logging.log4j</groupId>
<artifactId>log4j-slf4j-impl</artifactId>
<version>2.17.1</version>

</dependency>

<l-- https://mvnrepository.com/artifact/org.assertj/assertj-core -->
<dependency>
<groupld>org.assertj</groupld>
<artifactId>assertj-core</artifactId>
<version>3.12.2</version>
<scope>test</scope>
</dependency>
<!-- https://mvnrepository.com/artifact/org.junit.jupiter/junit-jupiter -->
<dependency>
<groupId>org.junit.jupiter</groupIld>
<artifactId>junit-jupiter</artifactId>
<version>5.5.0-M1</version>
<scope>test</scope>
</dependency>
<!-- https://mvnrepository.com/artifact/org.mockito/mockito-core -->
<dependency>
<groupId>org.mockito</groupId>
<artifactId>mockito-core</artifactId>
<version>3.6.0</version>
<scope>test</scope>
</dependency>
<!-- https://mvnrepository.com/artifact/org.mockito/mockito-junit-jupiter -->
<dependency>
<groupId>org.mockito</groupId>
<artifactId>mockito-junit-jupiter</artifactId>
<version>3.6.0</version>
<scope>test</scope>
</dependency>
</dependencies>
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<build>
<plugins>
<plugin>
<groupld>org.apache.maven.plugins</groupId>
<artifactId>maven-compiler-plugin</artifactId>
<version>3.8.1</version>
<configuration>
<compilerArgs>
<arg>-Xlint:all, -options, -processing</arg>
</compilerArgs>
</configuration>
</plugin>
<plugin>
<groupld>org.apache.maven.plugins</groupId>
<artifactId>maven-shade-plugin</artifactId>
<version>2.3</version>
<configuration>
<createDependencyReducedPom>false</createDependencyReducedPom>
<filters>
<filter>
<artifact>*:*</artifact>
<excludes>
<exclude>**/Log4j2Plugins.dat</exclude>
</excludes>
</filter>
</filters>
</configuration>
<executions>
<execution>
<phase>package</phase>
<goals>
<goal>shade</goal>
</goals>
</execution>
</executions>
</plugin>
<plugin>
<groupId>org.codehaus.mojo</groupIld>
<artifactId>exec-maven-plugin</artifactId>
<version>1.6.0</version>
<executions>
<execution>
<id>generate</id>
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<phase>generate-sources</phase>
<goals>
<goal>exec</goal>
</goals>
<configuration>
<executable>cfn</executable>
<commandlineArgs>generate ${cfn.generate.argsl}</
commandlineArgs>
<workingDirectory>${project.basedir}</workingDirectory>
</configuration>
</execution>
</executions>
</plugin>
<plugin>
<groupId>org.codehaus.mojo</groupIld>
<artifactId>build-helper-maven-plugin</artifactId>
<version>3.0.0</version>
<executions>
<execution>
<id>add-source</id>
<phase>generate-sources</phase>
<goals>
<goal>add-source</goal>
</goals>
<configuration>
<sources>
<source>${project.basedir}/target/generated-sources/
rpdk</source>
</sources>
</configuration>
</execution>
</executions>
</plugin>
<plugin>
<groupld>org.apache.maven.plugins</groupId>
<artifactId>maven-resources-plugin</artifactId>
<version>2.4</version>
</plugin>
<plugin>
<artifactId>maven-surefire-plugin</artifactId>
<version>3.0.0-M3</version>
</plugin>
<plugin>
<groupIld>org.jacoco</groupId>
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<artifactId>jacoco-maven-plugin</artifactId>

<version>0.8.4</version>

<configuration>

<excludes>

<exclude>**/BaseHookConfiguration*</exclude>
<exclude>**/BaseHookHandler*</exclude>
<exclude>**/HookHandlerWrapper*</exclude>
<exclude>**/ResourceModel*</exclude>
<exclude>**/TypeConfigurationModel*</exclude>
<exclude>**/model/**/*</exclude>

</excludes>
</configuration>
<executions>
<execution>
<goals>
<goal>prepare-agent</goal>
</goals>
</execution>
<execution>
<id>report</id>
<phase>test</phase>
<goals>
<goal>report</goal>
</goals>
</execution>
<execution>
<id>jacoco-check</id>
<goals>
<goal>check</goal>
</goals>
<configuration>
<rules>
<rule>
<element>PACKAGE</element>
<limits>
<limit>

<counter>BRANCH</counter>

<value>COVEREDRATIO</value>

<minimum>0.8</minimum>
</limit>
<limit>

<counter>INSTRUCTION</counter>
<value>COVEREDRATIO</value>

<minimum>0.8</minimum>

BEEH

73



AWS CloudFormation

Hooks F 6/

</limit>
</limits>
</rule>
</rules>
</configuration>
</execution>
</executions>

</plugin>
</plugins>
<resources>

<resource>

<directory>${project.basedir}</directory>

<includes>

<include>mycompany-testing-mytesthook.json</include>

</includes>
</resource>
<resource>

<directory>${project.basedir}/target/loaded-target-schemas</directory>

<includes>
<include>**/* json</include>
</includes>
</resource>
</resources>
</build>
</project>

F 25 £ Hook B3

4 KARE Hook B &, CloudFormation CLISGIZRZZHVAL B EKER | X LEERET N T Hook MISBHE X

B B BAH R 4EE Hook B 1E,

cfn generate

BHSHRE A TR,

Generated files for MyCompany::Testing::MyTestHook

(® Note

HRIEW Lambda =178 up-to-date R FEASFANRE, EXEZER , BZHRENRR

EAK Lambda iz 1TE FEL,
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£ 345 : 0 Hook A EBFEF

FHEEH S Hook A BREFIZITRMARBRINEI LR R NI ERFF, Flm , BT BURMA T ATiE
FHHE,

logger.log("Internal testing Hook triggered for target: " +
request.getHookContext().getTargetName());

CloudFormation CLI%E R —MNE &R B Java X R (JavaPOJO), LA T R24ERKHH R
BIAWS : :S3: :Bucket,

Example awss3.java BucketTargetModel

package com.mycompany.testing.mytesthook.model.aws.s3.bucket;

import...

@Data

@NoArgsConstructor

@EqualsAndHashCode(callSuper = true)

@ToString(callSuper = true)

@JsonAutoDetect(fieldVisibility = Visibility.ANY, getterVisibility = Visibility.NONE,
setterVisibility = Visibility.NONE)

public class AwsS3BucketTargetModel extends ResourceHookTargetModel<AwsS3Bucket> {

@JsonIgnore
private static final TypeReference<AwsS3Bucket> TARGET_REFERENCE =
new TypeReference<AwsS3Bucket>() {3};

@JsonIgnore
private static final TypeReference<AwsS3BucketTargetModel> MODEL_REFERENCE =
new TypeReference<AwsS3BucketTargetModel>() {3};

@JsonIgnore
public static final String TARGET_TYPE_NAME = "AWS::S3::Bucket";

@JsonIgnore
public TypeReference<AwsS3Bucket> getHookTargetTypeReference() {
return TARGET_REFERENCE;
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@JsonIgnore
public TypeReference<AwsS3BucketTargetModel> getTargetModelTypeReference() {
return MODEL_REFERENCE;

Example AwsS3Bucket.java

package com.mycompany.testing.mytesthook.model.aws.s3.bucket;

import

@Data

@Builder

@AllArgsConstructor

@NoArgsConstructor

@EqualsAndHashCode(callSuper = true)

@ToString(callSuper = true)

@JsonAutoDetect(fieldVisibility = Visibility.ANY, getterVisibility = Visibility.NONE,

setterVisibility = Visibility.NONE)

public class AwsS3Bucket extends ResourceHookTarget {
@JsonIgnore
public static final String TYPE_NAME = "AWS::S3::Bucket";

@JsonIgnore
public static final String IDENTIFIER_KEY_ID = "/properties/Id";

@JsonProperty("InventoryConfigurations")
private List<InventoryConfiguration> inventoryConfigurations;

@JsonProperty("WebsiteConfiguration")
private WebsiteConfiguration websiteConfiguration;

@JsonProperty("DualStackDomainName")
private String dualStackDomainName;

@JsonProperty("AccessControl")
private String accessControl;

@JsonProperty("AnalyticsConfigurations")
private List<AnalyticsConfiguration> analyticsConfigurations;
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@JsonProperty("AccelerateConfiguration")
private AccelerateConfiguration accelerateConfiguration;

@JsonProperty("PublicAccessBlockConfiguration")
private PublicAccessBlockConfiguration publicAccessBlockConfiguration;

@JsonProperty("BucketName")
private String bucketName;

@JsonProperty('"RegionalDomainName")
private String regionalDomainName;

@JsonProperty("OwnershipControls")
private OwnershipControls ownershipControls;

@JsonProperty("ObjectLockConfiguration")
private ObjectLockConfiguration objectLockConfiguration;

@JsonProperty("ObjectLockEnabled")
private Boolean objectLockEnabled;

@JsonProperty('"LoggingConfiguration")
private LoggingConfiguration loggingConfiguration;

@JsonProperty("ReplicationConfiguration")
private ReplicationConfiguration replicationConfiguration;

@JsonProperty("Tags")
private List<Tag> tags;

@JsonProperty("DomainName")
private String domainName;

@JsonProperty("BucketEncryption")
private BucketEncryption bucketEncryption;

@JsonProperty("WebsiteURL")
private String websiteURL;

@JsonProperty("NotificationConfiguration")
private NotificationConfiguration notificationConfiguration;

@JsonProperty("LifecycleConfiguration")
private LifecycleConfiguration lifecycleConfiguration;
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@JsonProperty("VersioningConfiguration")
private VersioningConfiguration versioningConfiguration;

@JsonProperty("MetricsConfigurations")
private List<MetricsConfiguration> metricsConfigurations;

@JsonProperty("IntelligentTieringConfigurations")

private List<IntelligentTieringConfiguration> intelligentTieringConfigurations;

@JsonProperty("CorsConfiguration")
private CorsConfiguration corsConfiguration;

@JsonProperty("Id")
private String id;

@JsonProperty("Arn")
private String azrn;

@JsonIgnore
public JSONObject getPrimaryIdentifier() {
final JSONObject identifier = new JSONObject();
if (this.getId() != null) {
identifier.put(IDENTIFIER_KEY_ID, this.getId());

}
// only return the identifier if it can be used, i.e. if all components are
present
return identifier.length() == 1 ? identifier : null;
}
@JsonIgnore

public List<JSONObject> getAdditionalIldentifiers() {
final List<JSONObject> identifiers = new ArraylList<JSONObject>();
// only return the identifiers if any can be used
return identifiers.isEmpty() ? null : identifiers;

Example BucketEncryption.java

package software.amazon.testing.mytesthook.model.aws.s3.bucket;
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import

@Data
@Builder
@AllArgsConstructor
@NoArgsConstructor
@JsonAutoDetect(fieldVisibility = Visibility.ANY, getterVisibility = Visibility.NONE,
setterVisibility = Visibility.NONE)
public class BucketEncryption {
@JsonProperty("ServerSideEncryptionConfiguration")
private List<ServerSideEncryptionRule> serverSideEncryptionConfiguration;

Example ServerSideEncryptionRule.java

package com.mycompany.testing.mytesthook.model.aws.s3.bucket;

import

@Data
@Builder
@AllArgsConstructor
@NoArgsConstructor
@JsonAutoDetect(fieldVisibility = Visibility.ANY, getterVisibility = Visibility.NONE,
setterVisibility = Visibility.NONE)
public class ServerSideEncryptionRule {
@JsonProperty("BucketKeyEnabled")
private Boolean bucketKeyEnabled;

@JsonProperty("ServerSideEncryptionByDefault")
private ServerSideEncryptionByDefault serverSideEncryptionByDefault;

Example ServerSideEncryptionByDefault.java

package com.mycompany.testing.mytesthook.model.aws.s3.bucket;

import
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@Data
@Builder
@AllArgsConstructor
@NoArgsConstructor
@JsonAutoDetect(fieldVisibility = Visibility.ANY, getterVisibility = Visibility.NONE,
setterVisibility = Visibility.NONE)
public class ServerSideEncryptionByDefault {
@JsonProperty("SSEAlgorithm")
private String sSEAlgorithm;

@JsonProperty("KMSMasterKeyID")
private String kMSMasterKeyID;

FEAPOJOSERN , BIEATUREELREI Hook THEEMALBREF . EIRGIF , ALEBEEFE
PlpreCreatefpreUpdateii A =o

% 4% I Hook A ERRFF
£

o XAPIZE i 4 R B 1T 4R
« XAPIER 4 B 2R3t 1T 4R

- SMABEFKG

o KUMEFRLEREFF

+ X4 EpreCreateiZfF

» XJpreCreatef X2 FH 1T 4w B
+ E¥preCreatell iz

+ X4 EpreUpdateiZfF

+ X preUpdatefh 32 7 it 1T4w3
+ E¥preUpdatelliz

« X4 EpreDeletef2 /-

+ XpreDeletek EBIE FH 1T 4R B
« Bt EpreDeletef2 5
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X APIZ P v 4 X 2R 1T Jm B3

1. E&EMClientBuilder.javaX#HIDE , TH M Fsrc/main/java/com/mycompany/
testing/mytesthook 3 #R = #3Z#,

2. FALTRBE#ClientBuilder.javaXHHEEHRA,

Example ClientBuilder.java

package com.awscommunity.kms.encryptionsettings;

import software.amazon.awssdk.services.ec2.Ec2Client;
import software.amazon.cloudformation.HookLambdaWrapper;

/'k'k
* Describes static HTTP clients (to consume less memory) for API calls that
* this hook makes to a number of AWS services.
*/

public final class ClientBuilder {

private ClientBuilder() {
}

/**
* Create an HTTP client for Amazon EC2.

*

* @return Ec2Client An {@link Ec2Client} object.
*/
public static Ec2Client getEc2Client() {
return
Ec2Client.builder().httpClient(HookLambdaWrapper .HTTP_CLIENT).build();
}

K APIE R AE B 252t 1T 4R 15

1. &M Translator.javaXHHIDE , FIFfLFsrc/main/java/com/mycompany/
testing/mytesthook X #R K T 4,

2. ALUTRBE#Translator.javaXHH£IBRA.
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Example Translator.java

package com.mycompany.testing.mytesthook;

import software.amazon.awssdk.services.s3.model.GetBucketEncryptionRequest;
import software.amazon.awssdk.services.s3.model.ListBucketsRequest;

import software.amazon.awssdk.services.sqs.model.ListQueuesRequest;

import software.amazon.cloudformation.proxy.hook.targetmodel.HookTargetModel;

/**

*

*

*

*/

This class is a centralized placeholder for

- apl request construction
- object translation to/from aws sdk

public class Translator {

static ListBucketsRequest translateTolListBucketsRequest(final HookTargetModel

targetModel) {

return ListBucketsRequest.builder().build();

static ListQueuesRequest translateTolListQueuesRequest(final String nextToken) {
return ListQueuesRequest.builder().nextToken(nextToken).build();

static ListBucketsRequest createlListBucketsRequest() {
return ListBucketsRequest.builder().build();

static ListQueuesRequest createlListQueuesRequest() {
return createlistQueuesRequest(null);

static ListQueuesRequest createlListQueuesRequest(final String nextToken) {
return ListQueuesRequest.builder().nextToken(nextToken).build();

static GetBucketEncryptionRequest createGetBucketEncryptionRequest(final String

bucket) {

return GetBucketEncryptionRequest.builder().bucket(bucket).build();
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}

KA BhE A

1. HE&MAbstractTestBase.javaX#HIDE , $TF{Fsrc/main/java/com/mycompany/
testing/mytesthook 3 #XH#3X#,

2. ALUTRBE#AbstractTestBase.javaXHHE£IBRA,

Example Translator.java

package com.mycompany.testing.mytesthook;

import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import

import
import
import
import
import

import

com.google.common.collect.ImmutableMap;
org.mockito.Mockito;

software.
software.
software.
software.
software.
software.
software.
software.
software.
software.
software.
software.
software.
software.
software.

amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.

awssdk.
awssdk.
awssdk.
awssdk.
awssdk.
awssdk.
awssdk.
awssdk.

auth.credentials.AwsCredentialsProvider;
auth.credentials.AwsSessionCredentials;
auth.credentials.StaticCredentialsProvider;
awscore.AwsRequest;
awscore.AwsRequestOverrideConfiguration;
awscore.AwsResponse;

core.SdkClient;
core.pagination.sync.SdkIterable;

cloudformation.proxy.AmazonWebServicesClientProxy;
cloudformation.proxy.Credentials;
cloudformation.proxy.LoggerProxy;
cloudformation.proxy.OperationStatus;
cloudformation.proxy.ProgressEvent;

cloudformation.proxy.ProxyClient;

cloudformation.proxy.hook.targetmodel.HookTargetModel;

javax.annotation.Nonnull;

java.time.Duration;

java.util.concurrent.CompletableFuture;

java.util.function.Function;

java.util.function.Supplier;

static org.assertj.core.api.Assertions.assertThat;

@lombok.Getter
public class AbstractTestBase {
protected final AwsSessionCredentials awsSessionCredential;
protected final AwsCredentialsProvider v2CredentialsProvider;

BEEH

83



AWS CloudFormation Hooks F 6/

protected final AwsRequestOverrideConfiguration configuration;
protected final LoggerProxy loggerProxy;
protected final Supplier<Long> awsLambdaRuntime = () ->
Duration.ofMinutes(15).toMillis();
protected final AmazonWebServicesClientProxy proxy;
protected final Credentials mockCredentials =
new Credentials("mockAccessId", "mockSecretKey", "mockSessionToken");

@lombok.Setter
private SdkClient serviceClient;

protected AbstractTestBase() {
loggerProxy = Mockito.mock(LoggerProxy.class);
awsSessionCredential =
AwsSessionCredentials.create(mockCredentials.getAccessKeyId(),
mockCredentials.getSecretAccessKey(),
mockCredentials.getSessionToken());
v2CredentialsProvider =
StaticCredentialsProvider.create(awsSessionCredential);
configuration = AwsRequestOverrideConfiguration.builder()
.credentialsProvider(v2CredentialsProvider)
.build();
proxy = new AmazonWebServicesClientProxy(
loggerProxy,
mockCredentials,
awsLambdaRuntime
) {
@Override
public <ClientT> ProxyClient<ClientT> newProxy(@Nonnull
Supplier<ClientT> client) {
return new ProxyClient<ClientT>() {
@Override
public <RequestT extends AwsRequest, ResponseT extends
AwsResponse>
ResponseT injectCredentialsAndInvokeV2(RequestT request,
Function<RequestT,
ResponseT> requestFunction) {
return proxy.injectCredentialsAndInvokeV2(request,
requestFunction);

@Override
public <RequestT extends AwsRequest, ResponseT extends
AwsResponse> CompletableFuture<ResponseT>
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injectCredentialsAndInvokeV2Async(RequestT request,
Function<RequestT, CompletableFuture<ResponseT>> requestFunction) {

return proxy.injectCredentialsAndInvokeV2Async(request,
requestFunction);

@Override
public <RequestT extends AwsRequest, ResponseT extends
AwsResponse, IterableT extends SdkIterable<ResponseT>>
IterableT
injectCredentialsAndInvokeIterableV2(RequestT request,
Function<RequestT, IterableT> requestFunction) {
return proxy.injectCredentialsAndInvokeIterableV2(request,
requestFunction);

@SuppressWarnings("unchecked")
@Override
public ClientT client() {

return (ClientT) serviceClient;

};

};

protected void assertResponse(final ProgressEvent<HookTargetModel,

CallbackContext> response, final OperationStatus expectedStatus, final String

expectedMsg) {
assertThat(response).isNotNull();
assertThat(response.getStatus()).isEqualTo(expectedStatus);
assertThat(response.getCallbackContext()).isNull();
assertThat(response.getCallbackDelaySeconds()).isEqualTo(Q);
assertThat(response.getMessage()).isNotNull();
assertThat(response.getMessage()).isEqualTo(expectedMsg);

protected HookTargetModel createHookTargetModel(final Object
resourceProperties) {
return HookTargetModel.of(ImmutableMap.of("ResourceProperties"”,
resourceProperties));

}
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protected HookTargetModel createHookTargetModel(final Object
resourceProperties, final Object previousResourceProperties) {
return HookTargetModel.of(
ImmutableMap.of(
"ResourceProperties", resourceProperties,
"PreviousResourceProperties", previousResourceProperties

);

KRUE XL ERER

1. 7TE&HKIBaseHookHandlerStd. javaX#HIDE , $TF L Fsrc/main/java/com/
mycompany/testing/mytesthook 3 #X /iy 24,

2. FLLTRBE#BaseHookHandlerStd. javaXHHEBHA R,

Example Translator.java

package com.mycompany.testing.mytesthook;

import com.mycompany.testing.mytesthook.model.aws.s3.bucket.AwsS3Bucket;
import com.mycompany.testing.mytesthook.model.aws.sqgs.queue.AwsSqsQueue;
import software.amazon.awssdk.services.s3.S3Client;

import software.amazon.awssdk.services.sqgs.SgsClient;

import software.amazon.cloudformation.exceptions.UnsupportedTargetException;
import software.amazon.cloudformation.proxy.AmazonWebServicesClientProxy;
import software.amazon.cloudformation.proxy.Logger;

import software.amazon.cloudformation.proxy.ProgressEvent;

import software.amazon.cloudformation.proxy.ProxyClient;

import software.amazon.cloudformation.proxy.hook.HookHandlerRequest;

import software.amazon.cloudformation.proxy.hook.targetmodel.HookTargetModel;

public abstract class BaseHookHandlerStd extends BaseHookHandler<CallbackContext,
TypeConfigurationModel> {
public static final String HOOK_TYPE_NAME = "MyCompany::Testing: :MyTestHook";

protected Logger logger;

@Override
public ProgressEvent<HookTargetModel, CallbackContext> handleRequest(
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final AmazonWebServicesClientProxy proxy,
final HookHandlerRequest request,

final CallbackContext callbackContext,

final Logger logger,

final TypeConfigurationModel typeConfiguration

) {
this.logger = logger;

final String targetName = request.getHookContext().getTargetName();
final ProgressEvent<HookTargetModel, CallbackContext> result;

if (AwsS3Bucket.TYPE_NAME.equals(targetName)) {
result = handleS3BucketRequest(

proxy,
request,
callbackContext != null ? callbackContext : new
CallbackContext(),
proxy.newProxy(ClientBuilder::createS3Client),
typeConfiguration
);

} else if (AwsSqsQueue.TYPE_NAME.equals(targetName)) {
result = handleSqsQueueRequest(

proxy,
request,
callbackContext != null ? callbackContext : new
CallbackContext(),
proxy.newProxy(ClientBuilder::createSqsClient),
typeConfiguration
);
} else {
throw new UnsupportedTargetException(targetName);
}
log(

String.format(
"Result for [%s] invocation for target [%s] returned status [%s]
with message [%s]",
request.getHookContext().getInvocationPoint(),
targetName,
result.getStatus(),
result.getMessage()

);
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return result;

protected abstract ProgressEvent<HookTargetModel, CallbackContext>
handleS3BucketRequest(
final AmazonWebServicesClientProxy proxy,
final HookHandlerRequest request,
final CallbackContext callbackContext,
final ProxyClient<S3Client> proxyClient,
final TypeConfigurationModel typeConfiguration
);

protected abstract ProgressEvent<HookTargetModel, CallbackContext>
handleSqsQueueRequest(
final AmazonWebServicesClientProxy proxy,
final HookHandlerRequest request,
final CallbackContext callbackContext,
final ProxyClient<SqgsClient> proxyClient,
final TypeConfigurationModel typeConfiguration
);

protected void log(final String message) {
if (logger != null) {
logger.log(message);
} else {
System.out.println(message);

XA EpreCreatefZF
preCreatefbEBREFKIEAWS: :S3: :BucketRAWS: : SQS: : Queue BRI RS B[ IH INFR B

« XFAWS::S3::Bucket®iR , REERRUTHRMAET , Hook T 2BH :
« Amazon S3 FHEBNHEERE.
- BERZEMBIZ AT Amazon S3 FHEBEH.
« 79 Amazon S3 FREBIRENNMBRE ZRTENERE X,
« % AWS Key Management Service i ID BiX &,
o XFFAWS: :SQS: :Queue®IR , REEBEUTZRHEFRT , Hook F 2B :
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« & AWS Key Management Service A ID Bi%iE.

XtpreCreatelh B Fi#H T4

1. #E#&HIPreCreateHookHandler. javaX#HIDE , T Fsrc/main/java/software/
mycompany/testing/mytesthook 3 #3& 1y 24,

2. ALUTRBE#PreCreateHookHandler.javaX#H£IBRR,

package com.mycompany.testing.mytesthook;

import com.mycompany.testing.mytesthook.model.aws.s3.bucket.AwsS3Bucket;
import com.mycompany.testing.mytesthook.model.aws.s3.bucket.AwsS3BucketTargetModel;
import com.mycompany.testing.mytesthook.model.aws.s3.bucket.BucketEncryption;

import

com.mycompany.testing.mytesthook.model.aws.s3.bucket.ServerSideEncryptionByDefault;

import

com.mycompany.testing.mytesthook.model.aws.s3.bucket.ServerSideEncryptionRule;
com.mycompany.testing.mytesthook.model.aws.sqgs.queue.AwsSqsQueue;
com.mycompany.testing.mytesthook.model.aws.sqs.queue.AwsSqsQueueTargetModel;
org.apache.commons.collections.CollectionUtils;
org.apache.commons.lang3.StringUtils;

import
import
import
import
import
import
import
import
import
import
import
import

software.
software.
software.
software.
software.
software.
software.

amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.

cloudformation.
cloudformation.
cloudformation.
cloudformation.
cloudformation.
cloudformation.
cloudformation.

software.amazon.cloudformation.proxy.

import java.util.lList;

exceptions.UnsupportedTargetException;
proxy.HandlerErrorCode;

proxy.Logger;
proxy.AmazonWebServicesClientProxy;
proxy.hook.HookStatus;
proxy.hook.HookProgressEvent;
proxy.hook.HookHandlerRequest;

hook.targetmodel.ResourceHookTargetModel;

public class PreCreateHookHandler extends BaseHookHandler<TypeConfigurationModel,
CallbackContext> {

@Override
public HookProgressEvent<CallbackContext> handleRequest(
final AmazonWebServicesClientProxy proxy,

final HookHandlerRequest request,

final CallbackContext callbackContext,

final Logger logger,
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final TypeConfigurationModel typeConfiguration) {

final String targetName = request.getHookContext().getTargetName();
if ("AWS::S3::Bucket".equals(targetName)) {
final ResourceHookTargetModel<AwsS3Bucket> targetModel =
request.getHookContext().getTargetModel (AwsS3BucketTargetModel.class);

final AwsS3Bucket bucket = targetModel.getResourceProperties();
final String encryptionAlgorithm =
typeConfiguration.getEncryptionAlgorithm();

return validateS3BucketEncryption(bucket, encryptionAlgorithm);

} else if ("AWS::SQS::Queue".equals(targetName)) {
final ResourceHookTargetModel<AwsSgsQueue> targetModel =
request.getHookContext().getTargetModel (AwsSqsQueueTargetModel.class);

final AwsSqsQueue queue = targetModel.getResourceProperties();
return validateSQSQueueEncryption(queue);

} else {
throw new UnsupportedTargetException(targetName);

private HookProgressEvent<CallbackContext> validateS3BucketEncryption(final
AwsS3Bucket bucket, final String requiredEncryptionAlgorithm) {
HookStatus resultStatus = null;
String resultMessage = null;

if (bucket != null) {
final BucketEncryption bucketEncryption = bucket.getBucketEncryption();
if (bucketEncryption != null) {
final List<ServerSideEncryptionRule> serverSideEncryptionRules =
bucketEncryption.getServerSideEncryptionConfiguration();
if (CollectionUtils.isNotEmpty(serverSideEncryptionRules)) {
for (final ServerSideEncryptionRule rule :
serverSideEncryptionRules) {
final Boolean bucketKeyEnabled =
rule.getBucketKeyEnabled();
if (bucketKeyEnabled) {
final ServerSideEncryptionByDefault
serverSideEncryptionByDefault = rule.getServerSideEncryptionByDefault();
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final String encryptionAlgorithm =
serverSideEncryptionByDefault.getSSEAlgorithm();

final String kmsKeyId =
serverSideEncryptionByDefault.getkKMSMasterKeyID(); // "KMSMasterKeyID" is name of
the property for an AWS::S3::Bucket;

if (!StringUtils.equals(encryptionAlgorithm,
requiredEncryptionAlgorithm) && StringUtils.isBlank(kmsKeyId)) {
resultStatus = HookStatus.FAILED;
resultMessage = "KMS Key ID not set
and SSE Encryption Algorithm is incorrect for bucket with name: " +
bucket.getBucketName();
} else if (!StringUtils.equals(encryptionAlgorithm,
requiredEncryptionAlgorithm)) {
resultStatus = HookStatus.FAILED;
resultMessage = "SSE Encryption Algorithm is
incorrect for bucket with name: " + bucket.getBucketName();
} else if (StringUtils.isBlank(kmsKeyId)) {
resultStatus = HookStatus.FAILED;
resultMessage = "KMS Key ID not set for bucket with

name: " + bucket.getBucketName();
} else {
resultStatus = HookStatus.SUCCESS;
resultMessage = "Successfully invoked
PreCreateHookHandler for target: AWS::S3::Bucket";
}
} else {

resultStatus = HookStatus.FAILED;
resultMessage = "Bucket key not enabled for bucket with

name: " + bucket.getBucketName();
}
if (resultStatus == HookStatus.FAILED) {
break;
}
}
} else {
resultStatus = HookStatus.FAILED;
resultMessage = "No SSE Encryption configurations for bucket
with name: " + bucket.getBucketName();
}
} else {

resultStatus = HookStatus.FAILED;
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resultMessage = "Bucket Encryption not enabled for bucket with
name: " + bucket.getBucketName();
}
} else {
resultStatus = HookStatus.FAILED;
resultMessage = "Resource properties for S3 Bucket target model are
empty";
}

return HookProgressEvent.<CallbackContext>builder()
.status(resultStatus)
.message(resultMessage)
.errorCode(resultStatus == HookStatus.FAILED ?
HandlerErrorCode.ResourceConflict : null)
.build();

private HookProgressEvent<CallbackContext> validateSQSQueueEncryption(final
AwsSgsQueue queue) {
if (queue == null) {
return HookProgressEvent.<CallbackContext>builder()
.status(HookStatus.FAILED)
.message("Resource properties for SQS Queue target model are
empty")
.errorCode(HandlerErrorCode.ResourceConflict)
.build();

final String kmsKeyId = queue.getKmsMasterKeyId(); // "KmsMasterKeyId" is
name of the property for an AWS::SQS::Queue
if (StringUtils.isBlank(kmsKeyId)) {
return HookProgressEvent.<CallbackContext>builder()
.status(HookStatus.FAILED)
.message("Server side encryption turned off for queue with
name: " + queue.getQueueName())
.errorCode(HandlerErrorCode.ResourceConflict)
.build();

return HookProgressEvent.<CallbackContext>builder()
.status(HookStatus.SUCCESS)

.message("Successfully invoked PreCreateHookHandler for target:

AWS: :SQS: :Queue")
.build();

BEEH

92



AWS CloudFormation

Hooks F 6/

}

E#ipreCreatelllis

1. TE#&HMPreCreateHandlerTest.javaX#HIDE , 3T F L Fsrc/test/java/software/
mycompany/testing/mytesthook 3 #X /iy 24,

2. FLTRBE#PreCreateHandlerTest. javaX TR A,

package com.mycompany.testing.mytesthook;

import com.google.common.collect.ImmutableMap;

import com.mycompany.testing.mytesthook.
import com.mycompany.testing.mytesthook.

import

com.mycompany.testing.mytesthook.model.

import

com.mycompany.testing.mytesthook.model. aws.

import
import
import
import
import
import
import
import
import
import
import
import
import
import
import

import
import

import
import
import

com.mycompany.testing.mytesthook.
org.junit.jupiter

org.junit.jupiter.api.Test;

org.junit.jupiter

org.mockito.Mock;

org.mockito.junit
software.
software.
software.
software.
software.
software.
software.
software.
software.

amazon
amazon

amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.

.api.BeforeEach;

model.aws.s3.bucket.AwsS3Bucket;
model.aws.s3.bucket.BucketEncryption;

s3.bucket.ServerSideEncryptionRule;

model.aws.sqgs.queue.AwsSqsQueue;

.api.extension.ExtendWith;

.jupiter.MockitoExtension;

.cloudformation.exceptions.UnsupportedTargetException;

.cloudformation.
cloudformation.
cloudformation.
cloudformation.
cloudformation.
cloudformation.
cloudformation.
cloudformation.

java.util.Collections;
java.util.Map;

proxy.
proxy.
proxy.
proxy.
proxy.
proxy.
proxy.
proxy.

AmazonWebServicesClientProxy;
HandlerErrorCode;

Logger;

hook.HookContext;

hook .HookHandlerRequest;

hook .HookProgressEvent;

hook .HookStatus;

hook .targetmodel.HookTargetModel;

static org.assertj.core.api.Assertions.assertThat;
static org.assertj.core.api.Assertions.assertThatExceptionOfType;
static org.mockito.Mockito.mock;

@ExtendWith(MockitoExtension.class)

aws.s3.bucket.ServerSideEncryptionByDefault;
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public class PreCreateHookHandlerTest {

@Mock
private AmazonWebServicesClientProxy proxy;

@Mock
private Logger logger;

@BeforeEach

public void setup() {
proxy = mock(AmazonWebServicesClientProxy.class);
logger = mock(Logger.class);

@Test
public void handleRequest_awsSqsQueueSuccess() {
final PreCreateHookHandler handler = new PreCreateHookHandler();

final AwsSgsQueue queue = buildSqsQueue("MyQueue", "KmsKey");

final HookTargetModel targetModel = createHookTargetModel(queue);

final TypeConfigurationModel typeConfiguration =
TypeConfigurationModel.builder().encryptionAlgorithm("AES256").build();

final HookHandlerRequest request = HookHandlerRequest.builder()

.hookContext(HookContext.builder().targetName("AWS: :SQS::Queue").targetModel(targetModel).
.build();

final HookProgressEvent<CallbackContext> response =
handler.handleRequest(proxy, request, null, logger, typeConfiguration);
assertResponse(response, HookStatus.SUCCESS, "Successfully invoked
PreCreateHookHandler for target: AWS::SQS::Queue");
}

@Test
public void handleRequest_awsS3BucketSuccess() {
final PreCreateHookHandler handler = new PreCreateHookHandler();

final AwsS3Bucket bucket = buildAwsS3Bucket("amzn-s3-demo-bucket", true,
"AES256", "KmsKey");

final HookTargetModel targetModel = createHookTargetModel(bucket);

final TypeConfigurationModel typeConfiguration =
TypeConfigurationModel.builder().encryptionAlgorithm("AES256").build();
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final HookHandlerRequest request = HookHandlerRequest.builder()

.hookContext(HookContext.builder().targetName("AWS: :S3: :Bucket").targetModel(targetModel).
.build();

final HookProgressEvent<CallbackContext> response =
handler.handleRequest(proxy, request, null, logger, typeConfiguration);
assertResponse(response, HookStatus.SUCCESS, "Successfully invoked
PreCreateHookHandler for target: AWS::S3::Bucket");
}

@Test
public void handleRequest_awsS3BucketFail_bucketKeyNotEnabled() {
final PreCreateHookHandler handler = new PreCreateHookHandler();

final AwsS3Bucket bucket = buildAwsS3Bucket('"amzn-s3-demo-bucket", false,
"AES256", "KmsKey");

final HookTargetModel targetModel = createHookTargetModel(bucket);

final TypeConfigurationModel typeConfiguration =
TypeConfigurationModel.builder().encryptionAlgorithm("AES256").build();

final HookHandlerRequest request = HookHandlerRequest.buildexr()

.hookContext(HookContext.builder().targetName("AWS: :S3: :Bucket").targetModel(targetModel).
.build();

final HookProgressEvent<CallbackContext> response =
handler.handleRequest(proxy, request, null, logger, typeConfiguration);

assertResponse(response, HookStatus.FAILED, "Bucket key not enabled for
bucket with name: amzn-s3-demo-bucket");

}

@Test
public void handleRequest_awsS3BucketFail_incorrectSSEEncryptionAlgorithm() {
final PreCreateHookHandler handler = new PreCreateHookHandler();

final AwsS3Bucket bucket = buildAwsS3Bucket("amzn-s3-demo-bucket", true,
""SHA512", "KmsKey");

final HookTargetModel targetModel = createHookTargetModel(bucket);

final TypeConfigurationModel typeConfiguration =
TypeConfigurationModel.builder().encryptionAlgorithm("AES256").build();

final HookHandlerRequest request = HookHandlerRequest.builder()
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.hookContext(HookContext.builder().targetName("AWS: :S3: :Bucket").targetModel(targetModel).
.build();

final HookProgressEvent<CallbackContext> response =
handler.handleRequest(proxy, request, null, logger, typeConfiguration);

assertResponse(response, HookStatus.FAILED, "SSE Encryption Algorithm is
incorrect for bucket with name: amzn-s3-demo-bucket");

}

@Test
public void handleRequest_awsS3BucketFail_kmsKeyIdNotSet() {
final PreCreateHookHandler handler = new PreCreateHookHandler();

final AwsS3Bucket bucket = buildAwsS3Bucket("amzn-s3-demo-bucket", true,
"AES256", null);

final HookTargetModel targetModel = createHookTargetModel(bucket);

final TypeConfigurationModel typeConfiguration =
TypeConfigurationModel.builder().encryptionAlgorithm("AES256").build();

final HookHandlerRequest request = HookHandlerRequest.builder()

.hookContext(HookContext.builder().targetName("AWS: :S3::Bucket").targetModel(targetModel).
.build();

final HookProgressEvent<CallbackContext> response =
handler.handleRequest(proxy, request, null, logger, typeConfiguration);

assertResponse(response, HookStatus.FAILED, "KMS Key ID not set for bucket
with name: amzn-s3-demo-bucket");

}

@Test
public void handleRequest_awsSqsQueueFail_serverSideEncryptionOff() {
final PreCreateHookHandler handler = new PreCreateHookHandler();

final AwsSqsQueue queue = buildSgsQueue("MyQueue", null);

final HookTargetModel targetModel = createHookTargetModel(queue);

final TypeConfigurationModel typeConfiguration =
TypeConfigurationModel.builder().encryptionAlgorithm("AES256").build();

final HookHandlerRequest request = HookHandlerRequest.builder()

.hookContext(HookContext.builder().targetName("AWS: :5SQS: :Queue").targetModel(targetModel).
Lbuild();
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final HookProgressEvent<CallbackContext> response =
handler.handleRequest(proxy, request, null, logger, typeConfiguration);

assertResponse(response, HookStatus.FAILED, "Server side encryption turned
off for queue with name: MyQueue");

}

@Test
public void handleRequest_unsupportedTarget() {
final PreCreateHookHandler handler = new PreCreateHookHandler();

final Map<String, Object> unsupportedTarget =
ImmutableMap.of ("ResourceName", "MyUnsupportedTarget");

final HookTargetModel targetModel =
createHookTargetModel(unsupportedTarget);

final TypeConfigurationModel typeConfiguration =
TypeConfigurationModel.builder().encryptionAlgorithm("AES256").build();

final HookHandlerRequest request = HookHandlerRequest.builder()

.hookContext(HookContext.builder().targetName("AWS: :Unsupported: :Target").targetModel(targ
.build();

assertThatExceptionOfType(UnsupportedTargetException.class)

.isThrownBy(() -> handler.handleRequest(proxy, request, null,

logger, typeConfiguration))
.withMessageContaining("Unsupported target")
.withMessageContaining("AWS: :Unsupported: :Target")
.satisfies(e ->

assertThat(e.getErrorCode()).isEqualTo(HandlerErrorCode.InvalidRequest));

}

private void assertResponse(final HookProgressEvent<CallbackContext> response,

final HookStatus expectedStatus, final String expectedErrorMsg) {
assertThat(response).isNotNull();
assertThat(response.getStatus()).isEqualTo(expectedStatus);
assertThat(response.getCallbackContext()).isNull();
assertThat(response.getCallbackDelaySeconds()).isEqualTo(Q);
assertThat(response.getMessage()).isNotNull();
assertThat(response.getMessage()).isEqualTo(expectedErrorMsg);

private HookTargetModel createHookTargetModel(final Object resourceProperties)
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return HookTargetModel.of(ImmutableMap.of("ResourceProperties",
resourceProperties));

}

@SuppressWarnings("SameParameterValue")
private AwsSqsQueue buildSqgsQueue(final String queueName, final String
kmsKeyId) {
return AwsSqsQueue.builder()
.queueName(queueName)
.kmsMasterKeyId(kmsKeyId) // "KmsMasterKeyId" is name of the
property for an AWS::SQS::Queue
.build();

@SuppressWarnings("SameParameterValue")
private AwsS3Bucket buildAwsS3Bucket(
final String bucketName,
final Boolean bucketKeyEnabled,
final String sseAlgorithm,
final String kmsKeyId
) {
return AwsS3Bucket.builder()
.bucketName(bucketName)
.bucketEncryption(
BucketEncryption.builder()
.serverSideEncryptionConfiguration(
Collections.singletonList(
ServerSideEncryptionRule.buildexr ()
.bucketKeyEnabled(bucketKeyEnabled)
.serverSideEncryptionByDefault(
ServerSideEncryptionByDefault.builder()
.sSEAlgorithm(sseAlgorithm)
.kMSMasterKeyID(kmsKeyId) //
"KMSMasterKeyID" is name of the property for an AWS::S3::Bucket
.build()
).build()
)
).build()
).build();
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XA EpreUpdatefZF

KW —MpreUpdatebBREF , ZABEFELNEREFTHAEEEBNERREZTE.
ZpreUpdateltBREFEHATES :

o XFAWS: :S3: :Bucket®BIR , RLEEBEUTZRHEFT , Hook F BT :
« Amazon S3 TF# M F M B N2 &L s RIE K,

XtpreUpdatesb 2 F it 1T 415

1. TE#&HKPreUpdateHookHandler.javaX#HIDE , 3T Fsrc/main/java/software/
mycompany/testing/mytesthook 3 #X /iy 324,

2. AUTRBE#PreUpdateHookHandler. javaX#H£IBRA,

package com.mycompany.testing.mytesthook;

import com.mycompany.testing.mytesthook.model.aws.s3.bucket.AwsS3Bucket;

import com.mycompany.testing.mytesthook.model.aws.s3.bucket.AwsS3BucketTargetModel;

import
com.mycompany.testing.mytesthook.model.aws.s3.bucket.ServerSideEncryptionRule;

import org.apache.commons.lang3.StringUtils;

import software.amazon.cloudformation.exceptions.UnsupportedTargetException;

import software.amazon.cloudformation.proxy.HandlerErrorCode;

import software.amazon.cloudformation.proxy.Logger;

import software.amazon.cloudformation.proxy.AmazonWebServicesClientProxy;

import software.amazon.cloudformation.proxy.hook.HookStatus;

import software.amazon.cloudformation.proxy.hook.HookProgressEvent;

import software.amazon.cloudformation.proxy.hook.HookHandlerRequest;

import
software.amazon.cloudformation.proxy.hook.targetmodel.ResourceHookTargetModel;

import java.util.lList;

public class PreUpdateHookHandler extends BaseHookHandler<TypeConfigurationModel,
CallbackContext> {

@Override

public HookProgressEvent<CallbackContext> handleRequest(
final AmazonWebServicesClientProxy proxy,
final HookHandlerRequest request,
final CallbackContext callbackContext,
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final Logger logger,
final TypeConfigurationModel typeConfiguration) {

final String targetName = request.getHookContext().getTargetName();
if ("AWS::S3::Bucket".equals(targetName)) {
final ResourceHookTargetModel<AwsS3Bucket> targetModel =
request.getHookContext().getTargetModel (AwsS3BucketTargetModel.class);

final AwsS3Bucket bucketProperties =
targetModel.getResourceProperties();

final AwsS3Bucket previousBucketProperties =
targetModel.getPreviousResourceProperties();

return validateBucketEncryptionRulesNotUpdated(bucketProperties,
previousBucketProperties);
} else {
throw new UnsupportedTargetException(targetName);

private HookProgressEvent<CallbackContext>
validateBucketEncryptionRulesNotUpdated(final AwsS3Bucket resourceProperties,
final AwsS3Bucket previousResourceProperties) {
final List<ServerSideEncryptionRule> bucketEncryptionConfigs =
resourceProperties.getBucketEncryption().getServerSideEncryptionConfiguration();
final List<ServerSideEncryptionRule> previousBucketEncryptionConfigs =
previousResourceProperties.getBucketEncryption().getServerSideEncryptionConfiguration();

if (bucketEncryptionConfigs.size() !=
previousBucketEncryptionConfigs.size()) {
return HookProgressEvent.<CallbackContext>builder()
.status(HookStatus.FAILED)
.errorCode(HandlerErrorCode.NotUpdatable)
.message(
String.format(
"Current number of bucket encryption configs does not
match previous. Current has %d configs while previously there were %d configs",
bucketEncryptionConfigs.size(),
previousBucketEncryptionConfigs.size()
)
).build();

for (int i = @; i < bucketEncryptionConfigs.size(); ++i) {

EEEY 100



AWS CloudFormation Hooks F 6/

final String currentEncryptionAlgorithm =
bucketEncryptionConfigs.get(i).getServerSideEncryptionByDefault().getSSEAlgorithm();

final String previousEncryptionAlgorithm =
previousBucketEncryptionConfigs.get(i).getServerSideEncryptionByDefault().getSSEAlgorithm(

if (!StringUtils.equals(currentEncryptionAlgorithm,
previousEncryptionAlgorithm)) {
return HookProgressEvent.<CallbackContext>builder()
.status(HookStatus.FAILED)
.errorCode(HandlerErrorCode.NotUpdatable)
.message(
String.format(
"Bucket Encryption algorithm can not be changed once
set. The encryption algorithm was changed to '%s' from '%s'.",
currentEncryptionAlgorithm,
previousEncryptionAlgorithm

)
.build();

return HookProgressEvent.<CallbackContext>builder()
.status(HookStatus.SUCCESS)
.message("Successfully invoked PreUpdateHookHandler for target:
AWS: :SQS: :Queue™)
.build();

E#preUpdateilliz

1. TEBWIDE , THFsrc/main/java/com/mycompany/testing/mytesthook 34X
#PreUpdateHandlerTest.javaX4.

2. ALUTRBE#PreUpdateHandlerTest.javaXHFH£IBAR,
package com.mycompany.testing.mytesthook;
import com.google.common.collect.ImmutableMap;

import com.mycompany.testing.mytesthook.model.aws.s3.bucket.AwsS3Bucket;
import com.mycompany.testing.mytesthook.model.aws.s3.bucket.BucketEncryption;
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import

com.mycompany.testing.mytesthook.model.aws.s3.bucket.ServerSideEncryptionByDefault;

import

com.mycompany.testing.mytesthook.model.aws.s3.bucket.ServerSideEncryptionRule;

import
import
import
import
import
import
import
import
import
import
import
import
import
import

import
import

import
import
import

org.junit.jupiter.api.BeforeEach;

org.junit.jupiter.api.Test;
org.junit.jupiter.api.extension.ExtendWith;

org.mockito.Mock;

org.mockito.junit.jupiter.MockitoExtension;
software.amazon.cloudformation.exceptions.UnsupportedTargetException;
software.amazon.cloudformation.proxy.AmazonWebServicesClientProxy;
software.amazon.cloudformation.proxy.HandlerErrorCode;
software.amazon.cloudformation.proxy.Logger;
software.amazon.cloudformation.proxy.hook.HookContext;
software.amazon.cloudformation.proxy.hook.HookHandlerRequest;
software.amazon.cloudformation.proxy.hook.HookProgressEvent;
software.amazon.cloudformation.proxy.hook.HookStatus;
software.amazon.cloudformation.proxy.hook.targetmodel.HookTargetModel;

java.util.Arrays;
java.util.stream.Stream;

static org.assertj.core.api.Assertions.assertThat;
static org.assertj.core.api.Assertions.assertThatExceptionOfType;
static org.mockito.Mockito.mock;

@ExtendWith(MockitoExtension.class)

public

class PreUpdateHookHandlerTest {

@Mock
private AmazonWebServicesClientProxy proxy;

@Mock
private Logger logger;

@BeforeEach
public void setup() {

proxy = mock(AmazonWebServicesClientProxy.class);
logger = mock(Logger.class);

@Test
public void handleRequest_awsS3BucketSuccess() {

final PreUpdateHookHandler handler = new PreUpdateHookHandler();
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final ServerSideEncryptionRule serverSideEncryptionRule =
buildServerSideEncryptionRule("AES256");
final AwsS3Bucket resourceProperties = buildAwsS3Bucket("amzn-s3-demo-
bucket", serverSideEncryptionRule);
final AwsS3Bucket previousResourceProperties = buildAwsS3Bucket("amzn-s3-
demo-bucket", serverSideEncryptionRule);
final HookTargetModel targetModel =
createHookTargetModel(resourceProperties, previousResourceProperties);
final TypeConfigurationModel typeConfiguration =
TypeConfigurationModel.builder().encryptionAlgorithm("AES256").build();

final HookHandlerRequest request = HookHandlerRequest.builder()

.hookContext(HookContext.builder().targetName("AWS: :S3: :Bucket").targetModel(targetModel).
Lbuild();

final HookProgressEvent<CallbackContext> response =
handler.handleRequest(proxy, request, null, logger, typeConfiguration);
assertResponse(response, HookStatus.SUCCESS, "Successfully invoked
PreUpdateHookHandler for target: AWS::SQS::Queue");
}

@Test
public void handleRequest_awsS3BucketFail_bucketEncryptionConfigsDontMatch() {
final PreUpdateHookHandler handler = new PreUpdateHookHandler();

final ServerSideEncryptionRule[] serverSideEncryptionRules =
Stream.of ("AES256", "SHA512", "AES32")
.map(this::buildServerSideEncryptionRule)
.toArray(ServerSideEncryptionRule[]: :new);

final AwsS3Bucket resourceProperties = buildAwsS3Bucket("amzn-s3-demo-
bucket", serverSideEncryptionRules[Q]);

final AwsS3Bucket previousResourceProperties = buildAwsS3Bucket("amzn-s3-
demo-bucket", serverSideEncryptionRules);

final HookTargetModel targetModel =
createHookTargetModel(resourceProperties, previousResourceProperties);

final TypeConfigurationModel typeConfiguration =
TypeConfigurationModel.builder().encryptionAlgorithm("AES256").build();

final HookHandlerRequest request = HookHandlerRequest.buildexr()

.hookContext(HookContext.builder().targetName("AWS: :S3: :Bucket").targetModel(targetModel).
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.build();

final HookProgressEvent<CallbackContext> response =
handler.handleRequest(proxy, request, null, logger, typeConfiguration);

assertResponse(response, HookStatus.FAILED, "Current number of bucket
encryption configs does not match previous. Current has 1 configs while previously
there were 3 configs");

}

@Test
public void
handleRequest_awsS3BucketFail_bucketEncryptionAlgorithmDoesNotMatch() {
final PreUpdateHookHandler handler = new PreUpdateHookHandler();

final AwsS3Bucket resourceProperties = buildAwsS3Bucket("amzn-s3-demo-
bucket", buildServerSideEncryptionRule("SHA512"));
final AwsS3Bucket previousResourceProperties = buildAwsS3Bucket("amzn-s3-
demo-bucket", buildServerSideEncryptionRule("AES256"));
final HookTargetModel targetModel =
createHookTargetModel(resourceProperties, previousResourceProperties);
final TypeConfigurationModel typeConfiguration =
TypeConfigurationModel.builder().encryptionAlgorithm("AES256").build();

final HookHandlerRequest request = HookHandlerRequest.builder()

.hookContext(HookContext.builder().targetName("AWS: :S3: :Bucket").targetModel(targetModel).
.build();

final HookProgressEvent<CallbackContext> response =
handler.handleRequest(proxy, request, null, logger, typeConfiguration);

assertResponse(response, HookStatus.FAILED, String.format("Bucket
Encryption algorithm can not be changed once set. The encryption algorithm was

10 10

changed to '%s' from '%s'.", "SHA512", "AES256"));
}

@Test
public void handleRequest_unsupportedTarget() {
final PreUpdateHookHandler handler = new PreUpdateHookHandler();

final Object resourceProperties = ImmutableMap.of("FileSizelLimit", 256);

final Object previousResourceProperties = ImmutableMap.of("FileSizelLimit",
512);

final HookTargetModel targetModel =
createHookTargetModel(resourceProperties, previousResourceProperties);
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final TypeConfigurationModel typeConfiguration =
TypeConfigurationModel.builder().encryptionAlgorithm("AES256").build();

final HookHandlerRequest request = HookHandlerRequest.builder()

.hookContext(HookContext.builder().targetName("AWS: :Unsupported::Target").targetModel(tarc
.build();

assertThatExceptionOfType(UnsupportedTargetException.class)

.isThrownBy(() -> handler.handleRequest(proxy, request, null,

logger, typeConfiguration))
.withMessageContaining("Unsupported target")
.withMessageContaining("AWS: :Unsupported: :Target")
.satisfies(e ->

assertThat(e.getErrorCode()).isEqualTo(HandlerErrorCode.InvalidRequest));

}

private void assertResponse(final HookProgressEvent<CallbackContext> response,

final HookStatus expectedStatus, final String expectedErrorMsg) {
assertThat(response).isNotNull();
assertThat(response.getStatus()).isEqualTo(expectedStatus);
assertThat(response.getCallbackContext()).isNull();
assertThat(response.getCallbackDelaySeconds()).isEqualTo(Q);
assertThat(response.getMessage()).isNotNull();
assertThat(response.getMessage()).isEqualTo(expectedErrorMsg);

private HookTargetModel createHookTargetModel(final Object resourceProperties,
final Object previousResourceProperties) {
return HookTargetModel.of(
ImmutableMap.of(
"ResourceProperties", resourceProperties,
"PreviousResourceProperties", previousResourceProperties

);

@SuppressWarnings("SameParameterValue")
private AwsS3Bucket buildAwsS3Bucket(
final String bucketName,
final ServerSideEncryptionRule ...serverSideEncryptionRules
) {
return AwsS3Bucket.builder()
.bucketName(bucketName)
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.bucketEncryption(
BucketEncryption.buildex()
.serverSideEncryptionConfiguration(
Arrays.aslList(serverSideEncryptionRules)
).build()
).build();

private ServerSideEncryptionRule buildServerSideEncryptionRule(final String
encryptionAlgorithm) {
return ServerSideEncryptionRule.builder()
.bucketKeyEnabled(true)
.serverSideEncryptionByDefault(
ServerSideEncryptionByDefault.buildexr()

.sSEAlgorithm(encryptionAlgorithm)
.build()

).build();

X4t EpreDeletefEZF
X —“preDelete BREF | ZABREFELABREFDFIEIEE B RORBREREZTIE 3.
ZpreDeletetBEFEHATES :
o XFAWS: :S3: :Bucket®BIR , RLEEBEUTZRHEFRT , Hook F BT :
- WIFMBRERE , KPP REFEEMENRERIFER.
s FTENRERIFAREHREE Hook WEBEFEEFRIZE,

StpreDeletet B2 F it T4

1. TEBMWIDE , $TFFsrc/main/java/com/mycompany/testing/mytesthook 3 #&H
#yPreDeleteHookHandler.javaX#.

2. ALUTRBE#PreDeleteHookHandler.javaXHH£IBAR,
package com.mycompany.testing.mytesthook;
import com.google.common.annotations.VisibleForTesting;

import com.mycompany.testing.mytesthook.model.aws.s3.bucket.AwsS3Bucket;
import com.mycompany.testing.mytesthook.model.aws.s3.bucket.AwsS3BucketTargetModel;
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import
import
import
import
import
import

com.mycompany.testing.mytesthook.model.aws.sqgs.queue.AwsSqgsQueue;
com.mycompany.testing.mytesthook.model.aws.sqs.queue.AwsSqsQueueTargetModel;
org.apache.commons.lang3.StringUtils;

org.apache.commons.lang3.math.NumberUtils;

software.amazon.awssdk.services.cloudformation.CloudFormationClient;

software.amazon.awssdk.services.cloudformation.model.CloudFormationException;

import

software.amazon.awssdk.services.cloudformation.model.DescribeStackResourceRequest;

import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import

software.amazon.

import
import
import
import
import
import

public

private ProxyClient<S3Client> s3Client;

software.
software.
software.
software.
software.
software.
software.
software.
software.
software.
software.
software.
software.
software.
software.
software.
software.
software.
software.

java.util.
java.util.
java.util.
java.util.
java.util.
java.util.

amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.

List;

awssdk.
awssdk.
awssdk.
awssdk.
awssdk.
awssdk.
awssdk.
awssdk.
awssdk.
awssdk.

services.

services

services.
services.
services.
services.
services.

services

services.
services.

cloudformation.
cloudformation.
cloudformation.
cloudformation.
cloudformation.
cloudformation.
cloudformation.
cloudformation.
cloudformation.

Arraylist;
Collection;
HashSet;

Objects;
stream.Collectors;

cloudformation.proxy.

s3.S3Client;

.s3.model.Bucket;

sgs

proxy.
proxy.
proxy.
proxy.
proxy.
proxy.
proxy.
proxy.

sgs.
sgs.
sgs.
.sgs.
sgs.
sgs.
exceptions.
AmazonWebServicesClientProxy;
HandlerErrorCode;
OperationStatus;
ProgressEvent;

ProxyClient;

hook.
hook.
hook.

model

s3.model.S3Exception;
.SgsClient;

model.
model.
model.
.ListQueuesResponse;
model.
model.

GetQueueAttributesRequest;
GetQueueUrlRequest;
ListQueuesRequest;

QueueAttributeName;
SqsException;
CfnGeneralServiceException;

HookContext;
HookHandlerRequest;
targetmodel.HookTargetModel;

hook .targetmodel.ResourceHookTargetModel;

class PreDeleteHookHandler extends BaseHookHandlerStd {

private ProxyClient<SqgsClient> sqsClient;

@Override
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protected ProgressEvent<HookTargetModel, CallbackContext>
handleS3BucketRequest(
final AmazonWebServicesClientProxy proxy,
final HookHandlerRequest request,
final CallbackContext callbackContext,
final ProxyClient<S3Client> proxyClient,
final TypeConfigurationModel typeConfiguration
) {
final HookContext hookContext = request.getHookContext();
final String targetName = hookContext.getTargetName();
if (!AwsS3Bucket.TYPE_NAME.equals(targetName)) {
throw new RuntimeException(String.format("Request target type [%s] is
not 'AWS::S3::Bucket'", targetName));

}
this.s3Client = proxyClient;

final String encryptionAlgorithm =
typeConfiguration.getEncryptionAlgorithm();

final int minBuckets =
NumberUtils.toInt(typeConfiguration.getMinBuckets());

final ResourceHookTargetModel<AwsS3Bucket> targetModel =
hookContext.getTargetModel (AwsS3BucketTargetModel.class);
final List<String> buckets = listBuckets().stream()
.filter(b -> !StringUtils.equals(b,
targetModel.getResourceProperties().getBucketName()))
.collect(Collectors.toList());

final List<String> compliantBuckets = new ArraylList<>();
for (final String bucket : buckets) {
if (getBucketSSEAlgorithm(bucket).contains(encryptionAlgorithm)) {
compliantBuckets.add(bucket);

if (compliantBuckets.size() >= minBuckets) {
return ProgressEvent.<HookTargetModel, CallbackContext>buildexr()
.status(OperationStatus.SUCCESS)
.message("Successfully invoked PreDeleteHookHandler for
target: AWS::S3::Bucket")
.build();

return ProgressEvent.<HookTargetModel, CallbackContext>buildexr()
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.status(OperationStatus.FAILED)

.errorCode(HandlerErrorCode.NonCompliant)

.message(String.format("Failed to meet minimum of [%d] encrypted
buckets.", minBuckets))

.build();

@Override
protected ProgresskEvent<HookTargetModel, CallbackContext>
handleSqsQueueRequest(
final AmazonWebServicesClientProxy proxy,
final HookHandlerRequest request,
final CallbackContext callbackContext,
final ProxyClient<SqgsClient> proxyClient,
final TypeConfigurationModel typeConfiguration
) {
final HookContext hookContext = request.getHookContext();
final String targetName = hookContext.getTargetName();
if (!AwsSqgsQueue.TYPE_NAME.equals(targetName)) {
throw new RuntimeException(String.format("Request target type [%s] is
not 'AWS::SQS::Queue'", targetName));
}
this.sqsClient = proxyClient;
final int minQueues = NumberUtils.toInt(typeConfiguration.getMinQueues());

final ResourceHookTargetModel<AwsSqsQueue> targetModel =
hookContext.getTargetModel (AwsSqsQueueTargetModel.class);

final String queueName =
Objects.toString(targetModel.getResourceProperties().get("QueueName"), null);

String targetQueueUrl = null;
if (queueName != null) {
try {
targetQueuelUrl = sgsClient.injectCredentialsAndInvokeV2(
GetQueueUrlRequest.builder().queueName(
queueName
).build(),
sqsClient.client()::getQueueUlrl
) .queueUrl();
} catch (SgsException e) {
log(String.format("Error while calling GetQueueUrl API for queue
name [%s]: %s", queueName, e.getMessage()));

[
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} else {
log("Queue name is empty, attempting to get queue's physical ID");
try {
final ProxyClient<CloudFormationClient> cfnClient =
proxy.newProxy(ClientBuilder::createCloudFormationClient);
targetQueuelUrl = cfnClient.injectCredentialsAndInvokeV2(
DescribeStackResourceRequest.builder()
.stackName(hookContext.getTargetLogicalId())

.logicalResourcelId(hookContext.getTargetLogicalId())
.build(),
cfnClient.client()::describeStackResource
).stackResourceDetail().physicalResourcelId();
} catch (CloudFormationException e) {
log(String.format("Error while calling DescribeStackResource API
for queue name: %s", e.getMessage()));

}

// Creating final variable for the filter lambda
final String finalTargetQueueUrl = targetQueueUrl;

final List<String> compliantQueues = new ArraylList<>();

String nextToken = null;
do {
final ListQueuesRequest req =
Translator.createlListQueuesRequest(nextToken);
final ListQueuesResponse res =
sqsClient.injectCredentialsAndInvokeV2(req, sqsClient.client()::listQueues);
final List<String> queueUrls = res.queueUrls().stream()
.filter(q -> !StringUtils.equals(q, finalTargetQueueUrl))
.collect(Collectors.toList());

for (final String queueUrl : queueUrls) {
if (isQueueEncrypted(queueUrl)) {
compliantQueues.add(queueUrl);

if (compliantQueues.size() >= minQueues) {
return ProgressEvent.<HookTargetModel,
CallbackContext>builder()
.status(OperationStatus.SUCCESS)
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.message("Successfully invoked PreDeleteHookHandler for
target: AWS::SQS::Queue")
.build();
}
nextToken = res.nextToken();

}
} while (nextToken != null);

return ProgressEvent.<HookTargetModel, CallbackContext>builder()
.status(OperationStatus.FAILED)
.errorCode(HandlerErrorCode.NonCompliant)
.message(String.format("Failed to meet minimum of [%d] encrypted
queues.", minQueues))

Lbuild();
}
private List<String> listBuckets() {
try {
return

s3Client.injectCredentialsAndInvokeV2(Translator.createListBucketsRequest(),
s3Client.client()::1listBuckets)
.buckets()
.stream()
.map(Bucket: :name)
.collect(Collectors.tolList());
} catch (S3Exception e) {
throw new CfnGeneralServiceException("Error while calling S3
ListBuckets API", e);
}

@VisibleForTesting
Collection<String> getBucketSSEAlgorithm(final String bucket) {
try {
return
s3Client.injectCredentialsAndInvokeV2(Translator.createGetBucketEncryptionRequest(bucket),
s3Client.client()::getBucketEncryption)
.serverSideEncryptionConfiguration()

.rules()

.stream()

filter(r ->
Objects.nonNull(r.applyServerSideEncryptionByDefault()))

.map(r ->

r.applyServerSideEncryptionByDefault().sseAlgorithmAsString())
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.collect(Collectors.toSet());
} catch (S3Exception e) {
return new HashSet<>();

@VisibleForTesting
boolean isQueueEncrypted(final String queueUrl) {
try {
final GetQueueAttributesRequest request =
GetQueueAttributesRequest.builder()
.queueUrl(queuelrl)
.attributeNames(QueueAttributeName.KMS_MASTER_KEY_ID)
.build();
final String kmsKeyId = sqsClient.injectCredentialsAndInvokeV2(request,
sgqsClient.client()::getQueueAttributes)
.attributes()
.get(QueueAttributeName.KMS_MASTER_KEY_ID);

return StringUtils.isNotBlank(kmsKeyId);
} catch (SgsException e) {
throw new CfnGeneralServiceException("Error while calling SQS
GetQueueAttributes API", e);
}

E#H4EpreDeletef2F

1. TEEBWIDE , TFsrc/main/java/com/mycompany/testing/mytesthook X4k
#IPreDeleteHookHandler.javaX .

2. FLTRBE#PreDeleteHookHandler. javaX I £HAH A,

package com.mycompany.testing.mytesthook;

import com.google.common.collect.Immutablelist;

import com.google.common.collect.ImmutableMap;

import com.mycompany.testing.mytesthook.model.aws.s3.bucket.AwsS3Bucket;
import org.junit.jupiter.api.BeforeEach;

import org.junit.jupiter.api.Test;

import org.junit.jupiter.api.extension.ExtendWith;

import org.mockito.Mock;
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@Mock private SgsClient sgsClient;
@Mock private Logger logger;

@BeforeEach

public void setup() {
s3Client = mock(S3Client.class);
sgsClient = mock(SqgsClient.class);
logger = mock(Logger.class);

@Test
public void handleRequest_awsS3BucketSuccess() {
final PreDeleteHookHandler handler = Mockito.spy(new
PreDeleteHookHandler());

final List<Bucket> bucketlList = ImmutablelList.of(
Bucket.builder().name("bucketl").build(),
Bucket.builder().name("bucket2").build(),
Bucket.builder().name("toBeDeletedBucket").build(),
Bucket.builder().name("bucket3").build(),
Bucket.builder().name("bucket4").build(),
Bucket.builder().name("bucket5").build()

);

final ListBucketsResponse mockResponse =

ListBucketsResponse.builder().buckets(bucketList).build();

when(s3Client.listBuckets(any(ListBucketsRequest.class))).thenReturn(mockResponse);
when(s3Client.getBucketEncryption(any(GetBucketEncryptionRequest.class)))
.thenReturn(buildGetBucketEncryptionResponse("AES256"))
.thenReturn(buildGetBucketEncryptionResponse("AES256", "aws:kms"))
.thenThrow(S3Exception.builder().message("No Encrypt").build())
.thenReturn(buildGetBucketEncryptionResponse("aws:kms"))
.thenReturn(buildGetBucketEncryptionResponse("AES256"));
setServiceClient(s3Client);

final TypeConfigurationModel typeConfiguration =
TypeConfigurationModel.builder()
.encryptionAlgorithm("AES256")
.minBuckets("3")
.build();

final HookHandlerRequest request = HookHandlerRequest.buildexr()
.hookContext(
HookContext.buildex()
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.targetName("AWS: :S3: :Bucket")
.targetModel(
createHookTargetModel(
AwsS3Bucket.builder()
.bucketName("toBeDeletedBucket")
.build()

)
.build())
.build();

final ProgressEvent<HookTargetModel, CallbackContext> response =
handler.handleRequest(proxy, request, null, logger, typeConfiguration);

verify(s3Client,
times(5)).getBucketEncryption(any(GetBucketEncryptionRequest.class));
verify(handler, never()).getBucketSSEAlgorithm("toBeDeletedBucket");

assertResponse(response, OperationStatus.SUCCESS, "Successfully invoked
PreDeleteHookHandler for target: AWS::S3::Bucket");

}

@Test
public void handleRequest_awsSqsQueueSuccess() {
final PreDeleteHookHandler handler = Mockito.spy(new
PreDeleteHookHandlexr());

final List<String> queueUrls = ImmutablelList.of(
"https://queuel.queue",
"https://queue2.queue",
"https://toBeDeletedQueue.queue",
"https://queue3.queue",
"https://queues.queue",
"https://queue5.queue"

I

when(sgsClient.getQueueUrl(any(GetQueueUrlRequest.class)))
.thenReturn(GetQueueUrlResponse.builder().queueUrl("https://
toBeDeletedQueue.queue").build());
when(sgsClient.listQueues(any(ListQueuesRequest.class)))

.thenReturn(ListQueuesResponse.builder().queueUrls(queueUrls).build());
when(sgsClient.getQueueAttributes(any(GetQueueAttributesRequest.class)))
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.thenReturn(GetQueueAttributesResponse.builder().attributes(ImmutableMap.of(QueueAttribute
"kmsKeyId")).build())

.thenReturn(GetQueueAttributesResponse.builder().attributes(new
HashMap<>()).build())

.thenReturn(GetQueueAttributesResponse.builder().attributes(ImmutableMap.of(QueueAttribute
"kmsKeyId")).build())

.thenReturn(GetQueueAttributesResponse.builder().attributes(new
HashMap<>()).build())

.thenReturn(GetQueueAttributesResponse.builder().attributes(ImmutableMap.of(QueueAttribute

"kmsKeyId")).build());
setServiceClient(sgsClient);

final TypeConfigurationModel typeConfiguration =
TypeConfigurationModel.builder()
.minQueues("3")
.build();

final HookHandlerRequest request = HookHandlerRequest.builder()
.hookContext(
HookContext.builder()
.targetName("AWS: :SQS: :Queue")
.targetModel(
createHookTargetModel(
ImmutableMap.of("QueueName", "toBeDeletedQueue")

)
.build())

.build();

final ProgressEvent<HookTargetModel, CallbackContext> response =
handler.handleRequest(proxy, request, null, logger, typeConfiguration);

verify(sqgsClient,
times(5)).getQueueAttributes(any(GetQueueAttributesRequest.class));
verify(handler, never()).isQueueEncrypted('"toBeDeletedQueue");

assertResponse(response, OperationStatus.SUCCESS, "Successfully invoked
PreDeleteHookHandler for target: AWS::SQS::Queue");
}

@Test
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public void handleRequest_awsS3BucketFailed() {
final PreDeleteHookHandler handler = Mockito.spy(new
PreDeleteHookHandler());

final List<Bucket> bucketList = ImmutablelList.of(
Bucket.builder().name("bucketl").build(),
Bucket.builder().name("bucket2").build(),
Bucket.builder().name("toBeDeletedBucket").build(),
Bucket.builder().name("bucket3").build(),
Bucket.builder().name("bucket4").build(),
Bucket.builder().name("bucket5").build()

I

final ListBucketsResponse mockResponse =

ListBucketsResponse.builder().buckets(bucketList).build();

when(s3Client.listBuckets(any(ListBucketsRequest.class))).thenReturn(mockResponse);
when(s3Client.getBucketEncryption(any(GetBucketEncryptionRequest.class)))
.thenReturn(buildGetBucketEncryptionResponse("AES256"))
.thenReturn(buildGetBucketEncryptionResponse("AES256", "aws:kms"))
.thenThrow(S3Exception.builder().message("No Encrypt").build())
.thenReturn(buildGetBucketEncryptionResponse("aws:kms"))
.thenReturn(buildGetBucketEncryptionResponse("AES256"));
setServiceClient(s3Client);

final TypeConfigurationModel typeConfiguration =
TypeConfigurationModel.buildex()
.encryptionAlgorithm("AES256")
.minBuckets("10")
.build();

final HookHandlerRequest request = HookHandlerRequest.builder()
.hookContext(
HookContext.builder()
.targetName("AWS: :S3: :Bucket")
.targetModel(
createHookTargetModel(
AwsS3Bucket.builder()

.bucketName("toBeDeletedBucket")
.build()

)
.build())
.build();
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final ProgressEvent<HookTargetModel, CallbackContext> response =
handler.handleRequest(proxy, request, null, logger, typeConfiguration);

verify(s3Client,
times(5)).getBucketEncryption(any(GetBucketEncryptionRequest.class));
verify(handler, never()).getBucketSSEAlgorithm("toBeDeletedBucket");

assertResponse(response, OperationStatus.FAILED, "Failed to meet minimum of
[10] encrypted buckets.");
}

@Test
public void handleRequest_awsSqsQueueFailed() {
final PreDeleteHookHandler handler = Mockito.spy(new
PreDeleteHookHandler());

final List<String> queueUrls = ImmutablelList.of(
"https://queuel.queue",
"https://queue2.queue",
"https://toBeDeletedQueue.queue",
"https://queue3.queue",
"https://queue4.queue",
"https://queue5.queue"

);

when(sgsClient.getQueueUrl(any(GetQueueUrlRequest.class)))
.thenReturn(GetQueueUrlResponse.builder().queueUrl("https://
toBeDeletedQueue.queue").build());
when(sgsClient.listQueues(any(ListQueuesRequest.class)))

.thenReturn(ListQueuesResponse.builder().queueUrls(queuelUrls).build());
when(sgsClient.getQueueAttributes(any(GetQueueAttributesRequest.class)))

.thenReturn(GetQueueAttributesResponse.builder().attributes(ImmutableMap.of(QueueAttribute
"kmsKeyId")).build())

.thenReturn(GetQueueAttributesResponse.builder().attributes(new
HashMap<>()).build())

.thenReturn(GetQueueAttributesResponse.builder().attributes(ImmutableMap.of(QueueAttribute
"kmsKeyId")).build())

.thenReturn(GetQueueAttributesResponse.builder().attributes(new
HashMap<>()).build())
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.thenReturn(GetQueueAttributesResponse.builder().attributes(ImmutableMap.of(QueueAttribute
"kmsKeyId")).build());
setServiceClient(sgsClient);

final TypeConfigurationModel typeConfiguration =
TypeConfigurationModel.builder()
.minQueues("10")
.build();

final HookHandlerRequest request = HookHandlerRequest.builder()
.hookContext(
HookContext.builder()
.targetName("AWS: :SQS: :Queue")
.targetModel(
createHookTargetModel(
ImmutableMap.of("QueueName", "toBeDeletedQueue")

)
.build())
.build();

final ProgressEvent<HookTargetModel, CallbackContext> response =
handler.handleRequest(proxy, request, null, logger, typeConfiguration);

verify(sqgsClient,
times(5)).getQueueAttributes(any(GetQueueAttributesRequest.class));
verify(handler, never()).isQueueEncrypted("toBeDeletedQueue");

assertResponse(response, OperationStatus.FAILED, "Failed to meet minimum of
[10] encrypted queues.");

}

private GetBucketEncryptionResponse buildGetBucketEncryptionResponse(final
String ...sseAlgorithm) {
return buildGetBucketEncryptionResponse(
Arrays.stream(sseAlgorithm)
.map(a ->
ServerSideEncryptionRule.builder().applyServerSideEncryptionByDefault(
ServerSideEncryptionByDefault.buildexr()
.sseAlgorithm(a)
.build()
).build()
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.collect(Collectors.toList())
);
}

private GetBucketEncryptionResponse buildGetBucketEncryptionResponse(final
Collection<ServerSideEncryptionRule> rules) {
return GetBucketEncryptionResponse.builder()

.serverSideEncryptionConfiguration(

ServerSideEncryptionConfiguration.builder().rules(
rules

).build()

) .build();

£ Python 3t B XEX AWS CloudFormation £33t T2 &

Xt BE X AWS CloudFormation Hook #1T2#E S RS2 —MNHTEX Hook, EEMMNEMHEEN,
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cfn generate
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Generated files for MyCompany::Testing::MyTestHook
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£ 2 25 : 0 Hook A EBFEfF

FEBTH Hook L EBEF BT IR MBI BIE R NI EBREFF, Flan , SRS TATIE
8,

LOG.setLevel(logging.INFO)
LOG.info("Internal testing Hook triggered for target: " +
request.hookContext.targetName);

M CloudFormation CLI% K src/models. py X B E 2,

Example models.py

import sys
from dataclasses import dataclass
from inspect import getmembers, isclass
from typing import (

AbstractSet,

Any,

Generic,

Mapping,

MutableMapping,

Optional,

Sequence,

Type,

TypeVar,

from cloudformation_cli_python_lib.interface import (
BaseModel,
BaseHookHandlerRequest,
)
from cloudformation_cli_python_lib.recast import recast_object
from cloudformation_cli_python_lib.utils import deserialize_list

T = TypeVar("T")

def set_or_none(value: Optional[Sequence[T]]) -> Optional[AbstractSet[T]]:
if value:
return set(value)
return None

BEEY 121



AWS CloudFormation Hooks F 6/

@dataclass
class HookHandlerRequest(BaseHookHandlerRequest):
pass

@dataclass

class TypeConfigurationModel(BaseModel):
limitSize: Optional[str]
cidr: Optional[str]
encryptionAlgorithm: Optional[str]

@classmethod
def _deserialize(
cls: Type["_TypeConfigurationModel"],
json_data: Optional[Mapping[str, Anyll],
) -> Optional["_TypeConfigurationModel"]:
if not json_data:
return None
return cls(
limitSize=json_data.get("limitSize"),
cidr=json_data.get("cidz"),
encryptionAlgorithm=json_data.get("encryptionAlgorithm"),

_TypeConfigurationModel = TypeConfigurationModel

B3 XUEWLEREF

£ REY Python BiiER G | IRATARESRERRIL Hook THREMAL BIEF, B TAIH , BRALEREF
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k4L EpreCreatef2 F

preCreatefbEBREFIIEAWS: :S3: :Bucket ZAWS: :SQS: :QueueBRH RS FIHMBZIZE,

« XFAWS::53: :Bucket®R , REEHRUTHRHR , Hook &,
« Amazon S3 FHEBMEDRE.
- BRZFHEB AT Amazon S3 FHEEEA.
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Example handlers.py

import logging
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from typing import Any, MutableMapping, Optional
import botocore

from cloudformation_cli_python_lib import (
BaseHookHandlerRequest,
HandlerErrorCode,
Hook,
HookInvocationPoint,
OperationStatus,
ProgressEvent,
SessionProxy,
exceptions,

from .models import HookHandlerRequest, TypeConfigurationModel

# Use this logger to forward log messages to CloudWatch Logs.
LOG = logging.getlLogger(__name_ )
TYPE_NAME = "MyCompany: :Testing: :MyTestHook"

LOG.setLevel(logging.INFO)

hook = Hook(TYPE_NAME, TypeConfigurationModel)
test_entrypoint = hook.test_entrypoint

def _validate_s3_bucket_encryption(

bucket: MutableMapping[str, Any], required_encryption_algorithm: str
) -> ProgressEvent:

status = None

message = ""

error_code = None

if bucket:
bucket_name = bucket.get("BucketName")

bucket_encryption = bucket.get("BucketEncryption")
if bucket_encryption:
server_side_encryption_rules = bucket_encryption.get(
"ServerSideEncryptionConfiguration"
)
if server_side_encryption_rules:
for rule in server_side_encryption_rules:
bucket_key_enabled = rule.get("BucketKeyEnabled")
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if bucket_key_enabled:
server_side_encryption_by_default = rule.get(
"ServerSideEncryptionByDefault"

encryption_algorithm =
server_side_encryption_by_default.get(

"SSEAlgorithm"

)

kms_key_id = server_side_encryption_by_default.get(
"KMSMasterKeyID"

) # "KMSMasterKeyID" is name of the property for an
AWS: :S3::Bucket

if encryption_algorithm == required_encryption_algorithm:
if encryption_algorithm == "aws:kms" and not
kms_key_id:
status = OperationStatus.FAILED
message = f"KMS Key ID not set for bucket with
name: f{bucket_namel}"
else:
status = OperationStatus.SUCCESS
message = f"Successfully invoked
PreCreateHookHandler for AWS::S3::Bucket with name: {bucket_namel}"
else:
status = OperationStatus.FAILED
message = f"SSE Encryption Algorithm is incorrect for
bucket with name: {bucket_name}"
else:
status = OperationStatus.FAILED
message = f"Bucket key not enabled for bucket with name:
{bucket_name}"

if status == OperationStatus.FAILED:
break
else:
status = OperationStatus.FAILED

message = f"No SSE Encryption configurations for bucket with name:

{bucket_namel}"
else:
status = OperationStatus.FAILED
message = (
f"Bucket Encryption not enabled for bucket with name:
{bucket_name}"

BEEH

125



AWS CloudFormation Hooks F 6/

)
else:
status = OperationStatus.FAILED
message = "Resource properties for S3 Bucket target model are empty"

if status == OperationStatus.FAILED:
error_code = HandlerErrorCode.NonCompliant

return ProgressEvent(status=status, message=message, errorCode=error_code)

def _validate_sqs_queue_encryption(queue: MutableMapping[str, Any]) ->
ProgressEvent:

if not queue:
return ProgressEvent(
status=0OperationStatus.FAILED,

message="Resource properties for SQS Queue target model are empty",
errorCode=HandlerErrorCode.NonCompliant,

)
queue_name = queue.get("QueueName")
kms_key_id = queue.get(
"KmsMasterKeyId"

) # "KmsMasterKeyId" is name of the property for an AWS::SQS::Queue
if not kms_key_id:
return ProgressEvent(
status=OperationStatus.FAILED,

message=f"Server side encryption turned off for queue with name:
{queue_name}",

errorCode=HandlerErrorCode.NonCompliant,

return ProgressEvent(
status=0OperationStatus.SUCCESS,
message=f"Successfully invoked PreCreateHookHandler for
targetAWS: :SQS: :Queue with name: {queue_namel}",

)

@hook.handler(HookInvocationPoint.CREATE_PRE_PROVISION)
def pre_create_handlexr(

session: Optional[SessionProxy],

request: HookHandlerRequest,

callback_context: MutableMapping[str, Any],

BEEY 126



AWS CloudFormation Hooks F 6/

type_configuration: TypeConfigurationModel,
) -> ProgressEvent:
target_name = request.hookContext.targetName
if "AWS::S3::Bucket" == target_name:
return _validate_s3_bucket_encryption(
request.hookContext.targetModel.get("resourceProperties"),
type_configuration.encryptionAlgorithm,
)
elif "AWS::SQS::Queue" == target_name:
return _validate_sqgs_queue_encryption(
request.hookContext.targetModel.get("resourceProperties")
)
else:
raise exceptions.InvalidRequest(f"Unknown target type: {target_namel}")

def _validate_bucket_encryption_rules_not_updated(
resource_properties, previous_resource_properties
) -> ProgressEvent:
bucket_encryption_configs = resource_properties.get("BucketEncryption",
{}).get(
"ServerSideEncryptionConfiguration", []

)

previous_bucket_encryption_configs = previous_resource_properties.get(
"BucketEncryption", {3}
).get("ServerSideEncryptionConfiguration", [])

if len(bucket_encryption_configs) != len(previous_bucket_encryption_configs):

return ProgressEvent(
status=0OperationStatus.FAILED,
message=f"Current number of bucket encryption configs does not
match previous. Current has {str(len(bucket_encryption_configs))} configs while
previously there were {str(len(previous_bucket_encryption_configs))} configs",
errorCode=HandlerErrorCode.NonCompliant,

for i in range(len(bucket_encryption_configs)):

current_encryption_algorithm = (
bucket_encryption_configs[i]
.get("ServerSideEncryptionByDefault", {3})
.get("SSEAlgorithm")

)

previous_encryption_algorithm = (
previous_bucket_encryption_configs[i]
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.get("ServerSideEncryptionByDefault", {3})
.get("SSEAlgorithm")

if current_encryption_algorithm != previous_encryption_algorithm:
return ProgressEvent(
status=OperationStatus.FAILED,
message=f"Bucket Encryption algorithm can not be changed once
set. The encryption algorithm was changed to {current_encryption_algorithm} from
{previous_encryption_algorithm}.",
errorCode=HandlerErrorCode.NonCompliant,

return ProgressEvent(
status=OperationStatus.SUCCESS,
message="Successfully invoked PreUpdateHookHandler for target:
AWS: :SQS: :Queue",
)

def _validate_queue_encryption_not_disabled(
resource_properties, previous_resource_properties
) -> ProgressEvent:
if previous_resource_properties.get(
"KmsMasterKeyId"
) and not resource_properties.get("KmsMasterKeyId"):
return ProgressEvent(
status=0OperationStatus.FAILED,
errorCode=HandlerErrorCode.NonCompliant,
message="Queue encryption can not be disable",
)
else:
return ProgressEvent(status=0OperationStatus.SUCCESS)

@hook.handler(HookInvocationPoint.UPDATE_PRE_PROVISION)
def pre_update_handlexr(
session: Optional[SessionProxy],
request: BaseHookHandlerRequest,
callback_context: MutableMapping[str, Any],
type_configuration: MutableMapping[str, Any],
) -> ProgressEvent:
target_name = request.hookContext.targetName
if "AWS::S3::Bucket" == target_name:
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resource_properties =
request.hookContext.targetModel.get("resourceProperties")
previous_resource_properties = request.hookContext.targetModel.get(
"previousResourceProperties"”

return _validate_bucket_encryption_rules_not_updated(
resource_properties, previous_resource_properties

)

elif "AWS::SQS::Queue" == target_name:
resource_properties =
request.hookContext.targetModel.get("resourceProperties")

previous_resource_properties = request.hookContext.targetModel.get(

"previousResourceProperties"”

return _validate_queue_encryption_not_disabled(
resource_properties, previous_resource_properties

)

else:
raise exceptions.InvalidRequest(f"Unknown target type: {target_name}")

P AT —PNEB BEM B E X Hook AWS CloudFormations

BEA B E X Hook AWS CloudFormation

BIEBEN Hook i , EE[MEEM AWS CloudFormation FEefEAE., AT & | RG] W0{A3T
SR EMIREIHook , AMEELRHI AWS IKF,

Package a Hook (Java)
MBREZA Java FF X8 Hook , EEH Maven X E# 17378,

£ Hook B B XF , BITU TS RMEE Hook , iIZ{T8 TR |, FIFWM B T2 R AT A T4 Hook
1232 % CloudFormation ¥R IARKY ST,

mvn clean package
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SEM—N B E X Hook
JEAHEE
1. (A& ) HENEIA AWS X BFEE N us-west-2 , HERRERIK configurei® 4.

$ aws configure

AWS Access Key ID [None]: <Your Access Key ID>
AWS Secret Access Key [None]: <Your Secret Key>
Default region name [None]: us-west-2

Default output format [None]: json

2. ("i&E)UTEHS BN AT A9 4T 2488 Hook 11 B .

$ cfn submit --dry-run

3. ¥ Hook EAHREY Hook CloudFormation CLI submiti&4E,
$ cfn submit --set-default
ZaSHRE TGS,
{’ProgressStatus’: ‘COMPLETE’}

ZR . BERIEMER Hooko

R &Y IK P o 2 A AT BTG [R] Hook
FIAER Hook £48 AWS Tk & BB IZEMM XS+ Al H,

1. ERIEER Hook , BEA list-typesin S 5 HIRFTEMEY Hook FHiRElE M7 E iR

$ aws cloudformation list-types

ZMTERENATHE , EREEERAIE AWS MK X8 HBUE 2 FF 7T Y Hooko

"TypeSummaries": [

{
IlTypell: IIHOOKII’

TERTES
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"TypeName": "MyCompany::Testing: :MyTestHook",

"DefaultVersionId": "00000001",

"TypeArn": "arn:aws:cloudformation:us-west-2:ACCOUNT_ID/type/hook/
MyCompany-Testing-MyTestHook",

"LastUpdated": "2021-08-04T23:00:03.058000+00:00",

"Description": "Verifies S3 bucket and SQS queues properties before
creating or updating"

}
]

}

2. TypeArnM Hook B1list-type#ii i 1 R HRE,

export HOOK_TYPE_ARN=arn:aws:cloudformation:us-west-2:ACCOUNT_ID/type/hook/
MyCompany-Testing-MyTestHook

BT HRNMEH Hook HLRER , HSF &M Hook ARG

Bl EEH
FERHZEMT Hook g , BHTLL AWS Tk~ B34S H &/ BEM R K E & 2/ Hook.

. EELSHKF SEE Hook , B SetTypeConfigurationi® e, MIRIER BAIEHLEMY
properties o FENNEHEM. EUTRAIF , ZminBucketsEHEERELIFRIZEE N

(® Note

BN EERK S /S A Hook , BI#R4Y Hook £ A& HY AWS Ik 7= B 7E LAY

PR, CloudFormation fEfF &N PRL 1% 4R Hook 28l , 2BBRTEEZHNNR.
CloudFormation 21X & =% Hook FA P 7EM F~ # /5 A Hook Z 8 , %£& & Hook RXBRH T
fi# fo1F Hook 8 BRLER R,

ER—NKF R RAIREME Hook I RIEEEBRE#HYE , AR AWS XiF,

$ aws cloudformation set-type-configuration --region us-west-2
--configuration '{"CloudFormationConfiguration":{"HookConfiguration":
{"HookInvocationStatus":"ENABLED", "FailureMode" :"FAIL", "Properties":{"minBuckets":
"1","minQueues": "1", "encryptionAlgorithm": "aws:kms"}}}}'
--type-arn $HOOK_TYPE_ARN

SEREH =
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/A Important

EF M Hook RES TR EHKRMNEE |, BSIETK FENABLEDH A H85E Hook 2
Ja , EiZHookConfigurationZpon FFRE N, HookInvocationStatus

AWS APIsTEACEEREFF R iR

WMRIEHY Hook AWS API EEEMALEREFFERT , I CEN-CLI 2 B3 tIZIAMBITABRE

#o hook-role.yamliZhook-role.yamlEiRE T Hook ML BREFT 2P AENEREF
EBENNR, RENLBRERFERZ--role-arntrk generatelR{E , MHER PN A S THEEH
FA1E Hook I ITA B,

BEXEZEER , ESFAWS APIs)ERZER FE,

hook-role.yaml #&#x

@ Note
MREEFCBRECHHITAR , RMBABRWEEREKENREN , BMIX AV L

ZBhooks.cloudformation.amazonaws.comfMresources.cloudformation.amazonaws.com.

AT #EARERIAM, Amazon S3 F 5#SQSH R,

AWSTemplateFormatVersion: 2010-09-09
Description: >
This CloudFormation template creates a role assumed by CloudFormation during
Hook operations on behalf of the customer.
Resources:
ExecutionRole:
Type: 'AWS::IAM::Role'
Properties:
MaxSessionDuration: 8400
AssumeRolePolicyDocument:
Version: 2012-10-17
Statement:
- Effect: Allow
Principal:
Service:
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- resources.cloudformation.amazonaws.com
- hooks.cloudformation.amazonaws.com
Action: 'sts:AssumeRole'
Condition:
StringEquals:
aws:SourceAccount: !Ref AWS::AccountId
Stringlike:
aws:SourceArn: !Sub arn:${AWS::Partition}:cloudformation:
${AWS: :Region}:${AWS: : AccountId}:type/hook/MyCompany-Testing-MyTestHook/*
Path: /
Policies:
- PolicyName: HookTypePolicy
PolicyDocument:
Version: 2012-10-17
Statement:
- Effect: Allow
Action:
- 's3:GetEncryptionConfiguration'
- 's3:ListBucket’
- 's3:ListAllMyBuckets'
- 'sgs:GetQueueAttributes'
- 'sqgs:GetQueueUrl'
- 'sgs:ListQueues'
Resource: '*'
Outputs:
ExecutionRoleArn:
Value: !GetAtt
- ExecutionRole
- Arn

EYRHY Hook Hllis B & X Hook AWS Ik

BAREBLZ B TS AAANNWLERE , BFLRIHRIE CloudFormation ik ENAREI B E X

Hook T o

FAIL#ISR CloudFormation BiRAREA U TRBEE S3 F#iE , NIEHEABERXFRER :

-« Amazon S3 FEBMEERE.

- ERZEMBZ AT Amazon S3 FHEBE.

« 7 Amazon S3 FREBIRENNBE ERATENERE X,
« % AWS Key Management Service i ID BiX &,

it
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EUTREIF , SIE—NBRAPENR , E#¥kmy-failed-bucket-stack.ymlE#HAmy-hook-
stack , ZERTEER EHER A ERREEZAFL,

B3 A& Ak R Hook
R~ BLE MR
BTSSR HER

1. BIE—MEZE S3 FRMAER, fHla , my-failed-bucket-stack.yml,

AWSTemplateFormatVersion: 2010-09-09
Resources:
S3Bucket:
Type: 'AWS::S3::Bucket'
Properties: {}

2. GIEHRK | RSE AWS Command Line Interface (AWS CLI) H5 EEER, LT REIF |
FHHERBMIEE Amy-hook-stack , FEMRB#IEEImy-failed-bucket-stack.yml,

$ aws cloudformation create-stack \
--stack-name my-hook-stack \
--template-body file://my-failed-bucket-stack.yml

3. (k) BUEEHKBEMREFHEKIE, EUTRAF , EEMHEK R Fmy-hook-stacko

$ aws cloudformation describe-stack-events \
--stack-name my-hook-stack

BIEBFE @R |, FHdescribe-stack-eventsBEEFEH AN, UTRZG S H H RO,

"StackEvents": [

"StackId": "arn:aws:cloudformation:us-west-2:ACCOUNT_ID:stack/my-hook-
stack/2c693970-f57e-11eb-a0fb-061a2a83f0b9",

"EventId": "S3Bucket-CREATE_FAILED-2021-08-04T23:47:03.305Z",

"StackName": "my-hook-stack",

"LogicalResourceId": "S3Bucket",

"PhysicalResourceId": "",

"ResourceType": "AWS::S3::Bucket",
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"Timestamp": "2021-08-04T23:47:03.305000+00:00",
"ResourceStatus": "CREATE_FAILED",

"ResourceStatusReason": "The following hook(s) failed:
[MyCompany: :Testing: :MyTestHook]",
"ResourceProperties": "{}",

"ClientRequestToken": "Console-CreateStack-abe7lac2-ade4-
a762-0499-8d34d91d6a92"

iy

£ R : Hook AAMEMHIREELAN , HELTREREER.

f£ A CloudFormation 4@t Hook I&iE

1. EQIEH#HFEE Hook Bif , EEMER , £ENRREAMEN S3 FiER. LWRHIER my-
encrypted-bucket-stack.yml #1x,

AWSTemplateFormatVersion: 2010-09-09

Description: |
This CloudFormation template provisions an encrypted S3 Bucket
Resources:
EncryptedS3Bucket:
Type: 'AWS::S3::Bucket'
Properties:
BucketName: !Sub 'encryptedbucket-${AWS::Region}-${AWS: :AccountId}’
BucketEncryption:

ServerSideEncryptionConfiguration:

- ServerSideEncryptionByDefault:
SSEAlgorithm: 'aws:kms'
KMSMasterKeyID: !Ref EncryptionKey

BucketKeyEnabled: true
EncryptionKey:
Type: 'AWS::KMS::Key'
DeletionPolicy: Retain
Properties:
Description: KMS key used to encrypt the resource type artifacts
EnableKeyRotation: true
KeyPolicy:
Version: 2012-10-17
Statement:
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- Sid: Enable full access for owning account
Effect: Allow
Principal:
AWS: !Ref 'AWS::AccountId'
Action: 'kms:*'
Resource: '*'
Outputs:
EncryptedBucketName:
Value: !Ref EncryptedS3Bucket

(® Note
TN BRI A Hooko

2. BIBRHRAEELNER. ZLRAIFP , #HXBFHAImy-encrypted-bucket-stacko

$ aws cloudformation create-stack \
--stack-name my-encrypted-bucket-stack \
--template-body file://my-encrypted-bucket-stack.yml \

3. (Wit ) BIEEHKBMREFHRALE,

$ aws cloudformation describe-stack-events \
--stack-name my-encrypted-bucket-stack

fffdescribe-stack-eventsm S EEMWR, LA TR describe-stack-events SR

Blo

"StackEvents": [

"StackId": "arn:aws:cloudformation:us-west-2:ACCOUNT_ID:stack/my-
encrypted-bucket-stack/82a97150-f57a-11eb-8eb2-06a6bdcc7779",

"EventId": "EncryptedS3Bucket-
CREATE_COMPLETE-2021-08-04T23:23:20.973Z2",

"StackName": "my-encrypted-bucket-stack",

"LogicalResourceId": "EncryptedS3Bucket",

"PhysicalResourceId": "encryptedbucket-us-west-2-ACCOUNT_ID",

"ResourceType": "AWS::S3::Bucket",

"Timestamp": "2021-08-04T23:23:20.973000+00:00",
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"ResourceStatus": "CREATE_COMPLETE",

"ResourceProperties": "{\"BucketName\":\"encryptedbucket-us-
west-2-071617338693\",\"BucketEncryption\":{\"ServerSideEncryptionConfiguration\":
[{\"BucketKeyEnabled\":\"true\",\"ServerSideEncryptionByDefault\":{\"SSEAlgorithm
\":\"aws:kms\",\"KMSMasterKeyID\" :\"ENCRYPTION_KEY_ARN\"3}3}1}}",

"ClientRequestToken": "Console-CreateStack-39df35ac-ca0-
b7f6-5661-4e917478d075"

I
{

"StackId": "arn:aws:cloudformation:us-west-2:ACCOUNT_ID:stack/my-
encrypted-bucket-stack/82a97150-f57a-11eb-8eb2-06a6bdcc7779",

"EventId": "EncryptedS3Bucket-
CREATE_IN_PROGRESS-2021-08-04T23:22:59.410Z",

"StackName": "my-encrypted-bucket-stack",

"LogicalResourceId": "EncryptedS3Bucket",

"PhysicalResourceId": "encryptedbucket-us-west-2-ACCOUNT_ID",

"ResourceType": "AWS::S3::Bucket",

"Timestamp": "2021-08-04T23:22:59.410000+00:00",

"ResourceStatus": "CREATE_IN_PROGRESS",

"ResourceStatusReason": "Resource creation Initiated",

"ResourceProperties": "{\"BucketName\":\"encryptedbucket-us-
west-2-071617338693\",\"BucketEncryption\":{\"ServerSideEncryptionConfiguration\":
[{\"BucketKeyEnabled\":\"true\",\"ServerSideEncryptionByDefault\":{\"SSEAlgorithm
\":\"aws:kms\",\"KMSMasterKeyID\" :\"ENCRYPTION_KEY_ARN\"3}3}13}3}",

"ClientRequestToken": "Console-CreateStack-39df35ac-ca00-
b7f6-5661-4e917478d075"

},
{

"StackId": "arn:aws:cloudformation:us-west-2:ACCOUNT_ID:stack/my-
encrypted-bucket-stack/82a97150-f57a-11eb-8eb2-06a6bdcc7779",

"EventId": "EncryptedS3Bucket-6516081f-clf2-4bfe-a0f0-cefa28679994",

"StackName": "my-encrypted-bucket-stack",

"LogicalResourceId": "EncryptedS3Bucket",

"PhysicalResourceId": "",

"ResourceType": "AWS::S3::Bucket",

"Timestamp": "2021-08-04T23:22:58.349000+00:00",

"ResourceStatus": "CREATE_IN_PROGRESS",

"ResourceStatusReason": "Hook invocations complete. Resource creation
initiated",

"ClientRequestToken": "Console-CreateStack-39df35ac-ca0-
b7f6-5661-4e917478d075"

iy
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}

28 . CloudFormation BRI GI#EME, EERERIFEZE , Hook KB B IE
TAWS::S3: :Bucket®RERABEERSF[/iHMNE,

w2 BB
BB S ARk

1. BME—NMEE S3 FRMAVEMR, BN aes256-bucket.yml,

AWSTemplateFormatVersion: 2010-09-09

Description: |
This CloudFormation template provisions an encrypted S3 Bucket
Resources:
EncryptedS3Bucket:
Type: 'AWS::S3::Bucket'
Properties:
BucketName: !Sub 'encryptedbucket-${AWS::Region}-${AWS: :AccountId}'
BucketEncryption:

ServerSideEncryptionConfiguration:
- ServerSideEncryptionByDefault:
SSEAlgorithm: AES256
BucketKeyEnabled: true
Outputs:
EncryptedBucketName:
Value: !Ref EncryptedS3Bucket

2. BIEHK  HEFEECLENENR AWS CLI, TEUATREIF | FHRBZFHIEEImy-hook-
stack , fHERBEFIEE Naes256-bucket.yml,

$ aws cloudformation create-stack \
--stack-name my-hook-stack \
--template-body file://aes256-bucket.yml

3. (Wit ) BIEEMKEBENREFHLERE. EUTROF , BEHEK B Hmy-hook-stacko

$ aws cloudformation describe-stack-events \
--stack-name my-hook-stack

PIEFE@E , FHdescribe-stack-eventsiEEEFEEHNEM, AT E2ZHHHH L R,
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"StackEvents": [

"StackId": "arn:aws:cloudformation:us-west-2:ACCOUNT_ID:stack/my-hook-
stack/2c693970-f57e-11eb-a0fb-061a2a83f0@b9",

"EventId": "S3Bucket-CREATE_FAILED-2021-08-04T23:47:03.305Z2",

"StackName": "my-hook-stack",

"LogicalResourceId": "S3Bucket",

"PhysicalResourceId": "",

"ResourceType": "AWS::S3::Bucket",

"Timestamp": "2021-08-04T23:47:03.305000+00:00",

"ResourceStatus": "CREATE_FAILED",

"ResourceStatusReason": "The following hook(s) failed:
[MyCompany: :Testing: :MyTestHook]",
"ResourceProperties": "{}",

"ClientRequestToken": "Console-CreateStack-abe7lac2-ade4-
a762-0499-8d34d91d6a92"

iy

Z£R : Hook AAFEMREEAN  HELTRRER, BT SIS EEEMFBEEFER |, Hikk
W EHXEREZTEERFMEEFEHAaws : kmshtEHAES256,

£ CloudFormation #4x&id Hook % iE

1. E0IE#RIFBED Hook Wil , EEMENR , £ENETREAIMEN S3 FEMR. LREIER
kms-bucket-and-queue.yml 1R,

AWSTemplateFormatVersion: 2010-09-09

Description: |
This CloudFormation template provisions an encrypted S3 Bucket
Resources:
EncryptedS3Bucket:
Type: 'AWS::S3::Bucket'
Properties:
BucketName: !Sub 'encryptedbucket-${AWS::Region}-${AWS: :AccountId}"’
BucketEncryption:

ServerSideEncryptionConfiguration:
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- ServerSideEncryptionByDefault:
SSEAlgorithm: 'aws:kms'
KMSMasterKeyID: !Ref EncryptionKey
BucketKeyEnabled: true
EncryptedQueue:
Type: 'AWS::SQS::Queue’
Properties:
QueueName: 'encryptedqueue-${AWS::Region}-${AWS: :AccountId}’
KmsMasterKeyId: !Ref EncryptionKey
EncryptionKey:
Type: 'AWS::KMS::Key'
DeletionPolicy: Retain
Properties:
Description: KMS key used to encrypt the resource type artifacts
EnableKeyRotation: true
KeyPolicy:
Version: 2012-10-17
Statement:
- Sid: Enable full access for owning account
Effect: Allow
Principal:
AWS: !Ref 'AWS::AccountId'
Action: 'kms:*'
Resource: '*'
Outputs:
EncryptedBucketName:
Value: !Ref EncryptedS3Bucket
EncryptedQueueName:
Value: !Ref EncryptedQueue

(@ Note
TN BRI A Hooko

2. BIEHRAEELNER. LRGP , #HRBFHAImy-encrypted-bucket-stacko

$ aws cloudformation create-stack \
--stack-name my-encrypted-bucket-stack \
--template-body file://kms-bucket-and-queue.yml

3. (Wit ) BIEEHKBMREFHRALE,

it
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$ aws cloudformation describe-stack-events \
--stack-name my-encrypted-bucket-stack

fEfldescribe-stack-events@® S EEMM, LA TR describe-stack-events S8 HIR

Blo

"StackEvents": [

"StackId": "arn:aws:cloudformation:us-west-2:ACCOUNT_ID:stack/my-
encrypted-bucket-stack/82a97150-f57a-11eb-8eb2-06a6bdcc7779",

"EventId": "EncryptedS3Bucket-
CREATE_COMPLETE-2021-08-04T23:23:20.973Z2",

"StackName": "my-encrypted-bucket-stack",

"LogicalResourceId": "EncryptedS3Bucket",

"PhysicalResourceId": "encryptedbucket-us-west-2-ACCOUNT_ID",

"ResourceType": "AWS::S3::Bucket",

"Timestamp": "2021-08-04T723:23:20.973000+00:00",

"ResourceStatus": "CREATE_COMPLETE",

"ResourceProperties": "{\"BucketName\":\"encryptedbucket-us-
west-2-071617338693\",\"BucketEncryption\":{\"ServerSideEncryptionConfiguration\":
[{\"BucketKeyEnabled\":\"true\",\"ServerSideEncryptionByDefault\":{\"SSEAlgorithm
\":\"aws:kms\",\"KMSMasterKeyID\" :\"ENCRYPTION_KEY_ARN\"3}}13}}",

"ClientRequestToken": "Console-CreateStack-39df35ac-ca00-
b7f6-5661-4e917478d075"

},
{

"StackId": "arn:aws:cloudformation:us-west-2:ACCOUNT_ID:stack/my-
encrypted-bucket-stack/82a97150-f57a-11eb-8eb2-06a6bdcc7779",

"EventId": "EncryptedS3Bucket-
CREATE_IN_PROGRESS-2021-08-04T23:22:59.410Z",

"StackName": "my-encrypted-bucket-stack",

"LogicalResourceId": "EncryptedS3Bucket",

"PhysicalResourceId": "encryptedbucket-us-west-2-ACCOUNT_ID",

"ResourceType": "AWS::S3::Bucket",

"Timestamp": "2021-08-04T723:22:59.410000+00:00",

"ResourceStatus": "CREATE_IN_PROGRESS",

"ResourceStatusReason": "Resource creation Initiated",

"ResourceProperties": "{\"BucketName\":\"encryptedbucket-us-
west-2-071617338693\",\"BucketEncryption\":{\"ServerSideEncryptionConfiguration\":
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[{\"BucketKeyEnabled\":\"true\",\"ServerSideEncryptionByDefault\":{\"SSEAlgorithm
\":\"aws:kms\",\"KMSMasterKeyID\" :\"ENCRYPTION_KEY_ARN\"3}3}13}3}",
"ClientRequestToken": "Console-CreateStack-39df35ac-ca00-
b7f6-5661-4e917478d075"
},

{
"StackId": "arn:aws:cloudformation:us-west-2:ACCOUNT_ID:stack/my-

encrypted-bucket-stack/82a97150-f57a-11eb-8eb2-06a6bdcc7779",

"EventId": "EncryptedS3Bucket-6516081f-clf2-4bfe-a0f0-cefa28679994",

"StackName": "my-encrypted-bucket-stack",

"LogicalResourceId": "EncryptedS3Bucket",

"PhysicalResourceId": "",

"ResourceType": "AWS::S3::Bucket",

"Timestamp": "2021-08-04T23:22:58.349000+00:00",

"ResourceStatus": "CREATE_IN_PROGRESS",

"ResourceStatusReason": "Hook invocations complete. Resource creation
initiated",

"ClientRequestToken": "Console-CreateStack-39df35ac-ca0-
b7f6-5661-4e917478d075"

I

£ 8 . CloudFormation BRI 6|2 #k, FERERIFEZ8 , Hook BB B iE
TAWS: :S3: :Bucket ®RERBEZERE [ IHINE,
BB E X Hook

FEH B E N Hook f2F7E CloudFormationsE i3k R 124 Hook A IEIT RS,

EFHEEN Hook , FBE AT HRFFEMIEIT IRIERR Z| CloudFormation ¥tk CloudFormation
CLI submiti&{E.

$ cfn submit

B I8 E Hook FBRIARRA |, & A set-type-default-versiondp S HigERE, KR ZHAARAE
ID,

$ aws cloudformation set-type-default-version \
--type HOOK \
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--type-name MyCompany::Testing::MyTestHook \
--version-id 00000003

ERFEHEX Hook IRAME L |, EEMA list-type-versions.

$ aws cloudformation list-type-versions \
--type HOOK \
--type-name "MyCompany::Testing: :MyTestHook"

MIEM R AP EUE M B E X Hook CloudFormation

BUHEM B E X Hook & B BARAHPRIEH CloudFormation ¥} Z&RDEPRECATEDHFHIRRAS |, iX
2FEMNEDERATMBR. BEN Hook —B#FH , BT EE CloudFormation #4EFRER,

@ Note

FEEUHEM Hook 28 , AN BMBUEEMZT BRNFIE EEESIRE. BEXELEER , 5
%] DeregisterType.

EHUHEM Hook , A deregister-typelREFH 18 E LM Hook ARN,

$ aws cloudformation deregister-type \
--arn HOOK_TYPE_ARN

B
& *n Hook 2 A EH

BERENHMNE=T Hook , BIFEH Hook FEARFAET B. RE, AWS Xifi EBMRELFT B
EFHEARS :

1. 1E5EM R B FER Hook CloudFormation SEMAFET E.

2. MR &M Hook , TR E % 27 CloudFormation SEMERP X HFHAAESEER,

3. &K Hook % # & CloudFormation ¥t %K.
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® Note

EAEXEBAGEATBZA , XAEEZMEEKIMAT BEHGE. ERNESNMXENIT
LR 4E |, 1525 AWS CloudFormation CLIFIF 188 FRYE A StackSetsTEZMNXIiF AT
BEF,

FERHFEMT Hook f , B LLFHMERNE=F L HT B A M E CloudFormation ¥tk , FHEEE
CloudFormation A P /AT,

NHEE =7 Hook EEEEH 1L CloudFormation AFEEEZ B X E AWS RREE. 5FHF Hook
—# , 23 Hook B4R 5 X 5 within X H) AWS 1Ef7 Hook #8[E CloudFormation,

EAEEMRVESR XA EEMER AWS X BFFE CloudFormation BF &N, AR , B
FAUEEKFPBEZNYT BERF , NMEREREEIRPER, BXEZEER , 555 (AWS
CloudFormation AFF1E®) FH “fEfH CloudFormation S RPN E=FLHET E”

i 2 AR BV B E X Hook

ERFLOEIMWBEEN Hook , EXLMBIE N EE LHAENIRER, LT RFENBEX Hook £
NEB=ZFY BZBMENERIIX,

BMNCEBEREFNEFRHELE N, —XRASUCCESS , —IXRAFAILED,

« X3 FSUCCESSHE R R A

o RAEBIRSUCCESS,

- FERREHIRRB,

- MRBEE , WAFEFEREERNOW,
« 3 FFAILEDWE R 24

o RAHSMRFAILED,

o HAPUREILEIRKBE,

- %MEHBENE R,

- MRBEE , WAKFEFERZENOW,
¥ FIN_PROGRESSH R A :

- FERREHIRRB,

« ResultFS7ENE R AR B F B
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EERT &N AL

RINBERT , EHRIEEE Hook 22 E X AR 4 A 5l AJ8 3k CloudFormation #1T& €9
He BER , KZH Hook HIEFEELR , LETHTFM BRI EFT R EHEKNMABMEEE T HETEE
HER. ATERXANEE | RO IEEERITELYN RS CloudFormation I Ao
CloudFormation 12 7 B fh 5 3£ 818 EE AT E LN ot B BV AU -

- BEXH

FRHoverridesXHRHT —MEEFN HEREEREFEREN M ATTEpreCreate
CloudFormation SAMEfE 2 4ENi®preUpdatefpreDelete®R/EN X H B E

- WA

EUATERT , BEAUEAZ M input XHREESLN =i ATIE
- BREFRFENCE, EMNRBRREEETRNEARE  E NN IREETRHE.
- BREEES /N TRNVBARES.

£ B R E E W AR

LA & Amazon S3 Hook fEfiZoverrides X444 A BIER RO,

"CREATE_PRE_PROVISION": {
"AWS: :S3: :Bucket": {
"resourceProperties": {

"/BucketName": "encryptedbucket-us-west-2-contractor",
"/BucketEncryption/ServerSideEncryptionConfiguration": [
{

"BucketKeyEnabled": true,

"ServerSideEncryptionByDefault": {
"KMSMasterKeyID": "KMS-KEY-ARN",
"SSEAlgorithm": "aws:kms"

}
},
"AWS: :SQS: :Queue": {
"resourceProperties": {
"/QueueName": "MyQueueContract",
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"/KmsMasterKeyId": "hellocontract"

iy
"UPDATE_PRE_PROVISION": {
"AWS: :S3: :Bucket": {
"resourceProperties": {

"/BucketName": "encryptedbucket-us-west-2-contractor",
"/BucketEncryption/ServerSideEncryptionConfiguration":
{

"BucketKeyEnabled": true,

"ServerSideEncryptionByDefault": {
"KMSMasterKeyID": "KMS-KEY-ARN",
"SSEAlgorithm": "aws:kms"

}
}
]
1,
"previousResourceProperties": {
"/BucketName": "encryptedbucket-us-west-2-contractor",
"/BucketEncryption/ServerSideEncryptionConfiguration":
{
"BucketKeyEnabled": true,
"ServerSideEncryptionByDefault": {
"KMSMasterKeyID": "KMS-KEY-ARN",
"SSEAlgorithm": "aws:kms"
}
}
]
}

iy
"INVALID_UPDATE_PRE_PROVISION": {
"AWS: :S3::Bucket": {
"resourceProperties": {

"/BucketName": "encryptedbucket-us-west-2-contractor",
"/BucketEncryption/ServerSideEncryptionConfiguration":
{

"BucketKeyEnabled": true,

"ServerSideEncryptionByDefault": {
"KMSMasterKeyID": "KMS-KEY-ARN",
"SSEAlgorithm": "AES256"

L

L

L

RInEH
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]
I
"previousResourceProperties": {
"/BucketName": "encryptedbucket-us-west-2-contractor",
"/BucketEncryption/ServerSideEncryptionConfiguration":
{
"BucketKeyEnabled": true,
"ServerSideEncryptionByDefault": {
"KMSMasterKeyID": "KMS-KEY-ARN",
"SSEAlgorithm": "aws:kms"

}
.
"INVALID": {
"AWS: :SQS: :Queue": {
"resourceProperties": {
"/QueueName": "MyQueueContract",
"/KmsMasterKeyId": "KMS-KEY-ARN"

158 7 a0 A\ S 4 E Bl A BRI

L

FERinput XHRIEEEFANTRIEXENH ALIE - preCreatefi A, preUpdatefii AR T4
Ao CloudFormation SfHEAE LM X4 PIEE, BETURNEANRIEE S AR ALIE,

EREEEESANRFERANIinput X |, BTE Hooks T B B B FHH I — N inputsXHX,

CloudFormation A5 7 1N& Y 5 A LA
FRAUTHRAEEENNHEZESHMmALUE  HPhn & :

. inputs_n_pre_create.json : AT ApreCreatet BREFHNXHREEA TEERRNA

Ao

« inputs_n_pre_update.json : AW BpreUpdatebBREFHW X 4RIEERA TEHR R RN A

Ao

« inputs_n_pre_delete.json : AT BpreDeletelt B FFHY 443K 15 TE M BREIREY 56 A o

« inputs_n_invalid.json: AFIEEZEN K TR A
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EREANRNIEELHMARE , BEMNXEEFHNEBRUN M ABBEHTHR. 6w, &

W — A AR E B Ninputs_1_pre_create.jsoninputs_1_pre_update.json,
Minputs_1_pre_invalid.json. BT —HLEHE

Hinputs_2_pre_create.json, inputs_2_pre_update.jsoninputs_2_pre_invalid.json,

M, RIS HE,

BN AXHBRE —MEE R TN & RE MR ISONI 4,
LT EERMANEinputs Amazon S3 18 E i A BB R HI B F.

inputs_1_pre_create.json

LR Rinputs_1_pre_create.json&BNiXHI R,

{
"AWS: :S3::Bucket": {
"resourceProperties": {
"AccessControl": "BucketOwnerFullControl",
"AnalyticsConfigurations": [],
"BucketEncryption": {
"ServerSideEncryptionConfiguration": [
{
"BucketKeyEnabled": true,
"ServerSideEncryptionByDefault": {
"KMSMasterKeyID": "KMS-KEY-ARN",
"SSEAlgorithm": "aws:kms"
}
}
]
.
"BucketName": "encryptedbucket-us-west-2"
}
},
"AWS: :SQS: :Queue": {
"resourceProperties": {
"QueueName": "MyQueue",
"KmsMasterKeyId": "KMS-KEY-ARN"
}
}
}
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inputs_1_pre_update.json

LR Rinputs_1_pre_update.json& RN R,

{
"AWS::S3::Bucket": {
"resourceProperties": {
"BucketEncryption": {
"ServerSideEncryptionConfiguration": [
{
"BucketKeyEnabled": true,
"ServerSideEncryptionByDefault": {
"KMSMasterKeyID": "KMS-KEY-ARN",
"SSEAlgorithm": "aws:kms"
}
}
]
1,
"BucketName": "encryptedbucket-us-west-2"
1,
"previousResourceProperties": {
"BucketEncryption": {
"ServerSideEncryptionConfiguration": [
{
"BucketKeyEnabled": true,
"ServerSideEncryptionByDefault": {
"KMSMasterKeyID": "KMS-KEY-ARN",
"SSEAlgorithm": "aws:kms"
}
}
]
1,
"BucketName": "encryptedbucket-us-west-2"
}
}
}

inputs_1_invalid. json

LR Rinputs_1_invalid. json& B RHE,

"AWS: :S3::Bucket": {

RInEH
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"resourceProperties": {
"AccessControl": "BucketOwnerFullControl",
"AnalyticsConfigurations": [],
"BucketEncryption": {
"ServerSideEncryptionConfiguration": [

{
"ServerSideEncryptionByDefault": {
"SSEAlgorithm": "AES256"
}
}
]
1,
"BucketName": "encryptedbucket-us-west-2"

},
"AWS: :SQS: :Queue": {
"resourceProperties": {
"NotValid": "The property of this resource is not valid."

inputs_1_invalid_pre_update.json

LR Rinputs_1_invalid_pre_update.json& BN H =B,

"AWS: :S3::Bucket": {
"resourceProperties": {
"BucketEncryption": {
"ServerSideEncryptionConfiguration": [

{
"BucketKeyEnabled": true,
"ServerSideEncryptionByDefault": {
"KMSMasterKeyID": "KMS-KEY-ARN",
"SSEAlgorithm": "AES256"
}
}
]
1,
"BucketName": "encryptedbucket-us-west-2"

1,
"previousResourceProperties": {
"BucketEncryption": {
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"ServerSideEncryptionConfiguration": [

{
"BucketKeyEnabled": true,
"ServerSideEncryptionByDefault": {
"KMSMasterKeyID": "KMS-KEY-ARN",
"SSEAlgorithm": "aws:kms"
}
}
]
1,
"BucketName": "encryptedbucket-us-west-2"

EXEZELR , 521 ( AWS CloudFormation CLIFIF 1) FHNAGYT BEFUGEHATHANXE
Ho

H AWS CloudFormation ooks BYZE#JiE £S5 E

AN EHATFFF A AWS CloudFormation Hook BYZBHIRYIE %,

Hook ‘B#&H JSON 23 Hook 4 B F R KM Hook 3T, BIEHE X Hook HIEE— 3 X E Wi
HMREBMNEM®TEE, A CloudFormation CLI initis 5 #1%81Y BE X Hook T B &Y , R &1
B — Hook 38332 #F. £ LLZRAGSER E L E E X Hook HYFLIR TR LAVEE R0

2B E
AT 2% 2 Hook HIEEHA,

{

ypeName": "string",

"description": "string",
"sourceUrl": "string",

"documentationUrl": "string",

"definitions": {
"definitionName": {

}
},
"typeConfiguration": {

"properties": {
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"propertyName": {
"description": "string",
Iltypell: "String",

},
I
"required": [
"propertyName"

1,
"additionalProperties"
I
"handlers": {

"preCreate": {

"targetNames":

1,

"permissions":

]

},
"preUpdate": {

"targetNames":

1,

"permissions":

]

},
"preDelete": {

"targetNames":

1,

"permissions":

]

}
I
"additionalProperties":
}
typeName

&8 Hook HYME— & o N Hook IEEH =8 D AKM

. false

false

f0rganization::Service: :Hook#ER 7,

(® Note

UTARGEZRETE , FaEA TER Hook KB AR

Z=E , HE

RGBT
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N[ a-zA-Z0-9]1{2,64}::[a-zA-Z0-9]{2,64}::[a-zA-Z0-9]1{2,64}%

» Alexa
« AMZN
* Amazon
» ASK
o AWS
* Custom
* Dev
ME 2
B=E:
&/ME : 10
BAE: 196
description

CloudFormation ##l& A & /REY Hook HYRIE IR

NE 2

sourcelrl

Hook JRABEIMLUL ( MER LT ) o

RHE B

BRA{E : 4096

documentationUrl

R4 Hook %483 #5RY TTEIRY URL,

VE R

B=R : Ahttps\:\/\/[0-9a-zA-Z]([- . \w]*[0-9a-zA-Z])(\:[0-91*)*([\?/#].*)?$

B&AIE : 4096

RGBT
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® Note

RE Hook M NEETEMABNEEIER | BELAEHZdocumentationURLIE M
NAFREEZEFAEE , 2RO, BANEMiERAEE,

definitions
ERZdefinitionsHRIBHEZM Hook B 2R,

fEAZdefinitionsEB o RKE X AIEEH Hook KHEEMPHZMIEFERANERNTERIANR—
fhER{ESKER, AE , LA JSON $84H1E Hook KB ZEMHMENMES|I AiZTHR,

typeConfiguration
Hook Bt B &M E Lo

properties

HEWHNEM, Hook WATEE EEAMERM P RIE, F Hook RUE M SHEMRBER BRI,

@ Note

FTRUERABRERY. HR , HdefinitionsTEHENEARERY , RieEASrefis
HEMENEEFSIAE.

BRI XU TEY :

« default-BHEMERIAE,

+ description-X&E RN,

« pattern— ATRIFR AN ENFRAXER,
« type— AIEZHEMERE,

additionalProperties

additionalProperties #JiZEN false, Hook BIFTEBMH L MERWFRIE : FTAGTHE
B A
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BEME : false

handlers

WIBREFIEE AT LS s 3R R E LK Hook KYIRYE | fl4 Hook A K. I , preUpdatelb 32
FREAERFPAEEEAGHNENREZTRAAN,

EME : preCreate | preUpdate | preDelete

® Note
BRRALEEFEEED —ME,

/A Important

SHRB N HERIEEUpdateCleanupF @A Hook, Hlf , EATHMNFREHR , T2
A Hook MipreDeletetEBREF :

. WEBIRABBR—NERE , #REATH,
o TERRE R E AR TR

targetNames

Hook B/EMR B Z N FERFBEA, Hla , MR preCreateBEFBAWS: :S3: :BucketH
¥R, MEAFEMEER BN Amazon S3 FERIZT.

 TargetName
NEBPEXRUNLEEFEEEDL —NBEHFRBM.
B=E : "N[a-zA-Z0-9]{2,64}::[a-zA-Z0-9]{2,64}::[a-zA-Z0-9]{2,64}$
&/ME @1
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/A Warning
SSM SecureString Fl Secrets Manager 3175 5| A E &% 48 Hooks 2 Bl To & BT o

permissions
— N FRHEHRE  eEERAALERFAEN AWS NR,

additionalProperties

additionalProperties 4R E N false, Hook HWFTEBMHEMAMERHPRIE : FAYE
EH A,

EME : false

Hooks Z8#4 7= 45l
T~ 1

Java fl Python @A FERAUATRBERHl, L TREFW Hook B RHIL#mycompany-testing-
mytesthook. json,

"typeName":"MyCompany: :Testing: :MyTestHook",
"description":"Verifies S3 bucket and SQS queues properties before create and
update",
"sourceUrl":"https://mycorp.com/my-repo.git",
"documentationUrl":"https://mycorp.com/documentation",
"typeConfiguration":{
"properties":{
"minBuckets":{
"description":"Minimum number of compliant buckets",
"type":"string"
},
"minQueues":{
"description":"Minimum number of compliant queues",
"type":"string"
},
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"encryptionAlgorithm": {
"description":"Encryption algorithm for SSE",
"default":"AES256",
"type":"string",
"pattern": "[a-zA-Z]*[1-9]"

}
},
"required":[
1,
"additionalProperties":false
1,
"handlers":{

"preCreate": {
"targetNames":[
"AWS: :S3::Bucket",
"AWS: :SQS: :Queue"
1,

"permissions": [

I
"preUpdate":{
"targetNames": [
"AWS::S3: :Bucket",
"AWS: :SQS: :Queue"
1,

"permissions": [

},
"preDelete": {

"targetNames": [
"AWS::S3::Bucket",

"AWS: :SQS: :Queue"

1,

"permissions": [
"s3:ListBucket",
"s3:ListAl1MyBuckets",
"s3:GetEncryptionConfiguration",
"sgs:ListQueues",
"sqs:GetQueueAttributes"”,
"sqgs:GetQueueUrl"
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}

iy

"additionalProperties":false

T~ 2

LUR R 2 —AMERSTACKH CHANGE_SET for targetNames REM KRR E NERENEN,

"typeName":"MyCompany: :Testing: :MyTestHook",
"description":"Verifies Stack and Change Set properties before create and update",
"sourceUrl":"https://mycorp.com/my-repo.git",
"documentationUrl":"https://mycorp.com/documentation",
"typeConfiguration":{
"properties":{
"minBuckets":{
"description":"Minimum number of compliant buckets",
"type":"string"
},
"minQueues":{
"description":"Minimum number of compliant queues",
"type":"string"
},
"encryptionAlgorithm":{
"description":"Encryption algorithm for SSE",
"default":"AES256",
"type":"string",
"pattern": "[a-zA-Z]*[1-9]"

}
I,
"required":[
1,
"additionalProperties":false
I,
"handlers":{

"preCreate": {
"targetNames": [

"STACK",

"CHANGE_SET"
]I
"permissions": [
]

}I
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"preUpdate":{
"targetNames": [
"STACK"
1,
"permissions": [
]
},
"preDelete": {
"targetNames":[
"STACK"
1,

"permissions": [

iy

"additionalProperties":false
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= HAME A AWS CloudFormation Hook

AEBNABUWNAER Hook AREFEBH , LERPBLEEELENKF LT EIRS. SRFEETS
Hook F#MER T RAER BN , 28 Hook 2REH.

EENKFPPERANERAES (BHE)

TSR K P EE A Hook

1. %&3F AWS Management Console 3 7£ https://console.aws.amazon.com/cloudformat ion E$TF
AWS CloudFormation 2% & .

ERBMIBHSMEE L | & Hook FI1E AWS XiF B E.

NS E #&H%EF Hooks.

EREXEANEHNE .

FEHFAEENEL  EREHENANNERZRY.

SR TREBWEIAR | &R BRRAEN

o o b~ w0 DN

BB R ERZEAR Hook

1.  %&3F AWS Management Console 3 7£ https://console.aws.amazon.com/cloudformat ion E$TF
AWS CloudFormation %] & .

EREMIHNSMmEZ L | %2 Hook FIFE AWS XiF B E,

MEME R F%EEFE Hooks.

ERERRANEHRN B

EEAFAEEREL  EFREHEHANNE AR,

HIRREBEIAR | EE BRAEN

o o b~ w0 DN

ZRANBREN (28A) 160
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FEEMKF 2R B RAEHS (AWS CLI)

/A Important

RATEZAFE A Hook B AWS CLI i & Hook BLE B H --configurationit M+ 15
ENE. WREENEN , AETXERmHN , XASLEMEFLERENAFTRE. EEEY

DD

BB EBIE , B EA describe-type 5,

ZEREH

FERLTRE set-type-configuration® % H 18 EHookInvocationStatusDISABLED 2 A Hook,
RENBEESR LU,

aws cloudformation set-type-configuration \
--configuration "{"CloudFormationConfiguration":{"HookConfiguration":
{"HookInvocationStatus": "DISABLED", "FailureMode": "FAIL",
"TargetOperations": ["STACK", "RESOURCE","CHANGE_SET"], "Properties":{}}}}" \
--type-arn "arn:aws:cloudformation:us-west-2:123456789012:type/hook/MyTestHook" \
--region us-west-2

E#EAKAERA/ Hook

FERALUT AR set-type-configurationin & H 8 EENABLEDEHookInvocationStatusE#/E A
Hook. A4S EEER SNV,

aws cloudformation set-type-configuration \
--configuration "{"CloudFormationConfiguration":{"HookConfiguration":
{"HookInvocationStatus": "ENABLED", "FailureMode": "FAIL",
"TargetOperations": ["STACK", "RESOURCE","CHANGE_SET"], "Properties":{}}}}" \
--type-arn "arn:aws:cloudformation:us-west-2:123456789012:type/hook/MyTestHook" \
--region us-west-2

BRREZER , SR EHEERWIEESE.
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EHREEREESE

AT AR T A THEE Hook FIZR#iE%:., CloudFormation £ H VA Hook B , FEE{TR{ERA A ELR

. AWS K

EF S Hook BE IR EHRMEE , FEHookInvocationStatusER MK /= it 3 EsEE

HJENABLED/EHRE N -

ES

s HEHRERMEMN

R E R

AWS CloudFormation Hooks 4% 4% 5133 i€ 88

AWS CloudFormation ¥££4 B #r3d JE 88
EAW A Hook BFrBAFMAIBE AT

(® Note

Hook W ELE A] AR RV S KEHEE 9 300 KB, 1
£ KA %M FE SetTypeConfiguration#®R{E,

EHEERYEE
ST %432 Hook BB A9 41,

"CloudFormationConfiguration": {
"HookConfiguration": {

"HookInvocationStatus": "ENABLED",

"TargetOperations": ["STACK"],
"FailureMode": "FAIL",

"Properties": {

}

XEXConfigurationi&ERSEIE MM FTE

EHRBERGEY
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HookConfiguration
EHEE XS EHERRIBEDEFEA Hook, HEEANEHREME.
Hook BLE X IF A T E .

HookInvocationStatus
$8 & Hook 274 NENABLEDZDISABLED,

A& : ENABLED | DISABLED

TargetOperations

1B E Hook FREt KV RIEFTIR, BXESZER , B R BEE.

BEME : STACK | RESOURCE | CHANGE_SET | CLOUD_CONTROL
TargetStacks

AATHE#RS. HookInvocationStatusti M.

MBERRENALL , MFE, SHDELETERFIRERE | 4 NNATEKS PTG H
#. CREATE UPDATE

MR IREFINONE |, MDA E R TR PRy HER,

BME : ALL | NONE

FailureMode

L F R IRIRSS {4 2 Hook #fE,
- MEENXIZERNFAIL , BEHEK , N RAKE EFEILERERRHERERK,
o MREFXIZEANWARN , BEHEW , NETHEAFHEREHE RESTHE

BME : FAIL | WARN

Properties

EE Hook Z1TEIE . EAIR S Hooks R IFHIE MR AR ITES.

B E R
AXMEREE Hook #RHI AWS CLI , HBHLIT&ET -

- BUEEME (AWS CLI)

R E R
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« BUE Lambda 4 ()AWS CLI

AWS CloudFormation Hooks 4% 4% Bl 33 €25

YRAILATE CloudFormation Hook AN K BT IEES , BB ¥R BN ACEMISENHEKR, R
BEZSNERFEREMNMERK , BR Hook EHA TISERMERE |, ML RE R,

AT EA TIX LR THERE | HREE T B LUBTERY R A,
REHER R B TEIER Hook BEEMNEAZEHUMTAR :

{
"CloudFormationConfiguration": {
"HookConfiguration": {
"HookInvocationStatus": "ENABLED",
"TargetOperations": [
"STACK",
"RESOURCE"
1,
"FailureMode": "WARN",
"Properties": {7},
"TargetFilters": {
"Actions": [
"CREATE",
"UPDATE",
"DELETE"

BXHookConfigurationiBZMNEZER , FEREWNRERWIEESE,

EF MR RBIFIERS  BETARM—/NStackFilters®4AHookConfiguration,
ZStackFiltersHAE —NMNLEHAMBANATER R

e FilteringCriteria ( 4% )
« StackNames ( @i )
 StackRoles ( @i )
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StackNamesZ{StackRolesEH R i, B2 , BULTEEESFEL—NEH.

WERERIZE T L Cloud Control APl #4E9 B #8#9 Hook , NPT HEik 9 5l 8933 I8 25 BB R 45 2 B

FilteringCriteria
FilteringCriteriaRIEEMET AN LIESE, TELFHEHIEE NALLEANY,
« ALLINRFFAEIEZSERTE. , M@ A Hooko

« ANYZNRPUEEM —NFiERR , WiEA Hooko

StackNames

E1E Hooks ELEHF — NS MR BIIEE N LIRS , BEMALT JSON £ :

"StackNames": {

"Include": [
"string"

1,

"Exclude": [
"string"

]

}
B TIEEAT &I —

« Include : ETEMHERBEMRIIR. RABWIKRPIEENHERT XA Hook,
- KRB FRBEHRA
- BEXRY)mBE:50
- BOYmA
« Exclude : EHERRIVHERBITIR, BRILA T H MR | FrE#EREIFEA Hook,
- R FPHEHA
KD m¥&:50

DYIE:

o

o

IncludeMExcludeBA AP BN HER BB LTS UTERXNNKEER -

- = : A[a-zA-Z][-a-2zA-20-9]*$
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- BRKE : 128
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StackNamesXFEHMHER BN TENBERSTCE ., EEEFEHABRMTN RS  BSHERATE
Hook B ¥r&ME BB -

StackRoles
EE Hook BEEHFF— NI ZAN IAM BEIEENFIESRY , EEHALT JSON &1 :

"StackRoles": {

"Include": [
"string"
1,
"Exclude": [
"string"
]
}

BMTHEEATEIZ—

« Include: ARNs AT EMNEXEAGXEKNMERN IAM BE%KR, RERXEARZIAMKRIRE
F 2 A Hooko

- KRB FRHEHA
- RAYImEE:S0
- ¥
« Exclude: BEHBRI IR ARNs Y IAM A5k, Hook FERRIEEA BB MR ZANFIEH#
% ERA,
- KB FRBEHA
. RARYImEHE:S0
DY

Sn

IncludeMExcludeBAHPHENERACHLIETUTEXNEKEER -

« B :arn:.+:iam::[0-9]{12}:r0le/.+
- RRXKE : 256

StackRoles RFELLT ARN B0 ERBES :
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 partition
 account-id

* resource-id

EEER ARN EERBD P ERABEMAN RS , E5H. £AHE Hook B & MHYEE A

Include # Exclude

FEILRS ( StackNamesFStackRoles ) #A—IncludeF|RHMExclude?

o StackNamesZAHlF | Hook REEEIncludeFIRFIEER MR EFAH, RR
FExcludeFRPIEEMKZ B , MNEREEXcludeFI R PR ERBZES. MREMEE
TIncludeMExclude , M Hook £ #IncludeFIRFHANE , MFARExcludeFIRFHAR,

plan | RiRREEA#E A B, CH Do

e "Include": ["A","B"]7 A #1 B £AHA Hook

« "Exclude": ["B"]%E A. C # D LA Hook

e "Include": ["A","B","C"], "Exclude": ["A","D"]%£ B #1 C LM Hook

« "Include": ["A","B","C"], "Exclude": ["A”,"B","C"]1TEE(IHik LA Hook,

MR GOI E 25 Bl
ATRME T —RA] |, BATLUIRBIX L RBIFH AWS CloudFormation Hook B2 4% 4 33 2 88 .
1 BRISENHERK

LR RBIBBET —Include’lzk, Hook REEFER Astack-test-1, stack-test-2FIstack-
teSt—3EI‘JiE$£J:iEIFﬁo

{

"CloudFormationConfiguration": {
"HookConfiguration": {
"HookInvocationStatus": "ENABLED",
"TargetOperations": [
"STACK",
"RESOURCE"
1,

Include # Exclude
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"FailureMode": "WARN",

"Properties": {},

"StackFilters": {
"FilteringCriteria": "ALL",
"StackNames": {

"Include": [
"stack-test-1",
"stack-test-2",
"stack-test-3"

w2 BEBRIGEHER

MRBN R B MEIExcludedlRkp | N SEEFRD MK LA Hookstack-

test-1, stack-test-28stack-test-3,

"CloudFormationConfiguration": {
"HookConfiguration": {
"HookInvocationStatus": "ENABLED",
"TargetOperations": [
"STACK",
"RESOURCE"
1,
"FailureMode": "WARN",
"Properties": {7},
"StackFilters": {
"FilteringCriteria": "ALL",
"StackNames": {

"Exclude": [
"stack-test-1",
"stack-test-2",
"stack-test-3"

HER RIS IR AR R
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}

=~ 3 B TENBERR

WMRKIEEINcludeMExcludeFlk |, M{XEExcludeFFRPFKRIncludeBERH LA Hooks
ELLTRAIF | Hook X1E LA Astack-test-3,

{
"CloudFormationConfiguration": {
"HookConfiguration": {

"HookInvocationStatus": "ENABLED",

"TargetOperations": [
"STACK",
"RESOURCE"

1,

"FailureMode": "WARN",

"Properties": {7},

"StackFilters": {
"FilteringCriteria": "ALL",
"StackNames": {

"Include": [
"stack-test-1",
"stack-test-2",
"stack-test-3"

1,

"Exclude": [
"stack-test-1",
"stack-test-2"

R4 RERERNAGBALLIFENESES S

AT Hook B =MEREBHM —NERAG, BHTHEEFilteringCriteriaNALL , R RAE
B B ITE AR B PR A IR B AR A RV AR 2T A Hooko

{

"CloudFormationConfiguration": {
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"HookConfiguration": {
"HookInvocationStatus": "ENABLED",
"TargetOperations": [

"STACK",
"RESOURCE"

1,

"FailureMode": "WARN",

"Properties": {},

"StackFilters": {
"FilteringCriteria": "ALL",
"StackNames": {

"Include": [
"stack-test-1",
"stack-test-2",
"stack-test-3"
]
},
"StackRoles": {
"Include": ["arn:aws:iam::123456789012:role/hook-role"]

R 5 RERERTAEEANYIEEE S

LN Hook BRE=ENHERBMM — N EKRAR, HTIEEFilteringCriterialANY , k&N EHR
DT Big ek B ek IL B Ak A B M AR T8 A Hook,

"CloudFormationConfiguration": {
"HookConfiguration": {
"HookInvocationStatus": "ENABLED",
"TargetOperations": [
"STACK",
"RESOURCE"
1,
"FailureMode": "WARN",
"Properties": {},
"StackFilters": {
"FilteringCriteria": "ANY",
"StackNames": {
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"Include": [
"stack-test-1",
"stack-test-2",
"stack-test-3"
]
.
"StackRoles": {
"Include": ["arn:aws:iam::123456789012:role/hook-role"]

AWS CloudFormation ¥:4£4 B frid jE 88

ARETIRM AR AWS CloudFormation Hook Bt & B #5 i3 8 SS/VIER. B o] LAEA E*TLJ”%%%E#%
4 3t 372 5 4n] Bt DA % 7 TR LE R R £ Hooko SEAIUABLENERY , MR ARERENIFEE RN
FRER BEMBARARAE

E7E Hooks BEEHH — MRS MERBMIBEEN LIRS , BETABRM—NTargetFilters®

£HookConfiguration,

TargetFiltersXEBEUTE M.

Actions

—NFHEHE  ATEEEEMNNEE. BXRH, BSARH 1 EXERLREES,

B{E : CREATE | UPDATE | DELETE

(@ Note

X FRESOURCESTACK, FICLOUD_CONTROLB#% , Fﬁﬁﬁﬁﬁwﬁ%ﬂéﬁ}%o x4
FCHANGE_SETE#R , RBECREATEREF ER. BXEZEER , SR HEE R,

InvocationPoints

—NFHEHE , ATEEEAEM target.
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B (& : PRE_PROVISION

TargetNames
—NEHEHE  CHEEEEVNAERERLZH , HIIAWS: :S3: :Bucket,

BERENFEANERBENNTBNEEFCE. AXEZER , B5H £ATHHE Hook BIRH
PREVEEC AT o

B=E : "Na-zA-20-9]{2,64}::[a-zA-Z0-9]{2,64}::[a-zA-Z0-9]{2,64}$
BRAXE : 50
Targets

—MNNREKA , CIEEATBIRFER B RFIR,
targets AP W ENERFEBEUTEM.
Actions

X5 E B VIR 1E,

B{E : CREATE | UPDATE | DELETE
InvocationPoints

EEBHRNBEAR

B3{E : PRE_PROVISION

TargetNames

BEEMHTREERR.

® Note
TeERIRTEETargetsH R A MTargetNamesActions, BInvocationPoints#4d,
MREFAX=/THEMTargets , WAITF (IS EETargetsHRHKAHR, BXTH , &
SRRH| 2 : FHTargetsII REA,

B RS 28 7

ARFTIRM T — RG] |, B LURBRIX L RHIH AWS CloudFormation Hook #l2 B #ridiE S,
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w1 AR BRRTIEER

ESEMETHERRRENEARBIRFILS  BEATHActionsHH P TargetFiltersX
Ko UTEHRBEREENNIEEN BHRRE (EARFIF I FDeleteSTACKIRYE ) A Hook on all
Create, RESOURCEH actions, Update

{
"CloudFormationConfiguration": {
"HookConfiguration": {
"HookInvocationStatus": "ENABLED",
"TargetOperations": [
"STACK",
"RESOURCE"
1,
"FailureMode": "WARN",
"Properties": {},
"TargetFilters": {
"Actions": [
"Create",
"Update",
"Delete"

Gl 2 : fERATargets X REKA

ERBESHNIIRR , BAUFEATargetsHRBERIEIFENBR, BRENFARESE. AT
B AR LR B B A A 2 SRV S LUK XY S3 FfE#MCREATER DynamoDB &kHUPDATE#RE, BEHA
FSTACKFRESOURCE#R1E,

{
"CloudFormationConfiguration": {
"HookConfiguration": {
"HookInvocationStatus": "ENABLED",
"TargetOperations": [
"STACK",
"RESOURCE"
1,
"FailureMode": "WARN",
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"Properties": {7},
"TargetFilters": {
"Targets": [
{
"TargetName": "AWS::S3::Bucket",
"Action": "CREATE",
"InvocationPoint": "PRE_PROVISION"

.

{
"TargetName": "AWS::S3::Bucket",
"Action": "UPDATE",
"InvocationPoint": "PRE_PROVISION"

},

{
"TargetName": "AWS::DynamoDB: :Table",
"Action": "CREATE",
"InvocationPoint": "PRE_PROVISION"

.

{
"TargetName": "AWS::DynamoDB: :Table",
"Action": "UPDATE",
"InvocationPoint": "PRE_PROVISION"

}

]
}

{£AT A Hook HFr& HHBEA

IR LAE FBECRFE N BARB MM — 8 0. EW L Hook BB ERABER (*HM? ). ES (%)
RANFHANERLS. B5 (?) KREFMENFZRF, TUEBREHRREARAS N N?ZH,

Example : Hook Z2#3H B #5% #1 8 Bl AT Y R 5

AT RBIE X Amazon S3 XIEFMFTE RIRIER,

"handlers": {
"preCreate": {
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"targetNames": [
"AWS: :S3: . *"
iF

"permissions": []

LT RBITE A &8 B EIREKEBucket' £ 8 FE,

{
"handlers": {
"preCreate": {
"targetNames": [
"AWS::*::Bucket*"
1,
"permissions": []
}
}
}

AWS: :*: :Bucket* AT AT Jy LA TR — fh ERRY BIRRHE -

« AWS::Lightsail: :Bucket

* AWS::S3::Bucket
 AWS::S3::BucketPolicy

* AWS: :S30utpost: :Bucket

* AWS::S30utpost: :BucketPolicy

Example : Hook Bt E 2R3 &Y B #5 & FRB B~

AT RBIEE A A Hook kiNITFTE Amazon S3 RIRFEEMUPDATERME , URXIFIEmERAIRE
B ( flaAWS : :DynamobDB: : Table® ) AY#E4#E, CREATE AWS: :Glue::Table

"CloudFormationConfiguration": {
"HookConfiguration": {
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"TargetStacks": "ALL",

"FailureMode": "FAIL",

"Properties": {3},

"TargetFilters":{

"Targets": [
{

"TargetName": "AWS::S3::*",
"Action": "CREATE",
"InvocationPoint": "PRE_PROVISION"

.

{
"TargetName": "AWS::*::Table",
"Action": "UPDATE",
"InvocationPoint": "PRE_PROVISION"

}

LT REIEEABAFE Amazon S3 BIRFE R MIEHCREATEFUPDATERE , AR FIE B R BIRE

B ( BIEnAWS : :DynamobDB: : Table= ) BICREATEFUPDATER/E, AWS::Glue: :Table

"CloudFormationConfiguration": {
"HookConfiguration": {
"TargetStacks": "ALL",
"FailureMode": "FAIL",
"Properties": {3},
"TargetFilters":{
"TargetNames": [
"AWS::S3: %",
"AWS::*::Table"
1,
"Actions": [
"CREATE",
"UPDATE"
1,
"InvocationPoints": [
"PRE_PROVISION"

EABEEA
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}

Example : Include 4 EH#

LT RBIFBET —NIncludedlk, REHHERBIHRUUTF LR , T2 Hook stack-test-,

"CloudFormationConfiguration": {
"HookConfiguration": {
"HookInvocationStatus": "ENABLED",
"TargetOperations": [
"STACK",
"RESOURCE"
1,
"FailureMode": "WARN",
"Properties": {3},
"StackFilters": {
"FilteringCriteria": "ALL",
"StackNames": {
"Include": [
"stack-test-*"

Example : Exclude 4 E##%

LT RBIFBET —MNExcluded| R, HEHTUEEMTRUFLAMHER EAHstack-test-,

"CloudFormationConfiguration": {
"HookConfiguration": {
"HookInvocationStatus": "ENABLED",
"TargetOperations": [
"STACK",
"RESOURCE™"

15
"FailureMode": "WARN",

EABEEA
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"Properties": {3},
"StackFilters": {

"FilteringCriteria": "ALL",

"StackNames": {
"Exclude": [
"stack-test-*"

Example : A& IncludefMExclude T4 E /I HE

WMRIEE T IncludeMExcludedl®k , MXEExcludeFIRFPFIEE IncludehY 3tk £ A Hook.
ELUTRAIF , BRTERN. MMHEHKstack-test-9 , i stack-test-1stack-test-2, Fk
K% #B S8 A Hook, stack-test-3

"CloudFormationConfiguration": {

"HookConfiguration": {

"HookInvocationStatus":

"TargetOperations": [
"STACK",
"RESOURCE"
1,
"FailureMode": "WARN",
"Properties": {3},
"StackFilters": {

"ENABLED",

"FilteringCriteria": "ALL",

"StackNames": {

"Include": [
"stack-test-*"

1,

"Exclude": [
"stack-test-1",
"stack-test-2",
"stack-test-3"

EABEEA
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}
}

Example : Include ¥ EHE

UTRBIEET —MncludeBERMNBEFERMN IR, F—NKBFHL hook-role any
and FF kBRI A €iE1T Hook account-id, partitionFE=AEBRAIEMEFTFHNEETHE
filpartitionAi=1T any account-id 123456789012,

{

"CloudFormationConfiguration": {
"HookConfiguration": {

"HookInvocationStatus": "ENABLED",
"TargetOperations": [

"STACK",

"RESOURCE"

1,

"FailureMode": "WARN",

"Properties": {3},

"StackFilters": {
"FilteringCriteria": "ALL",
"StackRoles": {

"Include": [
"arn:*:iam::*:role/hook-role*",
"arn:*:iam::123456789012:role/*

Example : Exclude $$E& &

RTRRBIEET —MNExcludeBERNBRAERXN IR, HABWEHexempt®H any and any
B, B— N B RS Hook partition B9#ifTaccount-id. HEFHACEHKRIEE—REHR

B, BZANRB BT Hook #1197, account-id 123456789012

{

"CloudFormationConfiguration": {
"HookConfiguration": {

"HookInvocationStatus": "ENABLED",

EABEEA
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"TargetOperations": [
"STACK",

"RESOURCE™"

1,

"FailureMode": "WARN",

"Properties": {3},

"StackFilters": {
"FilteringCriteria": "ALL",
"StackRoles": {

"Exclude": [
"arn:*:iam::*:role/*exempt*",
"arn:*:iam::123456789012:r0le/*

Example : A& IncludeMExcludeft X4 EHEH ARN EX

WREETIncludeMExcluded| R , MXESExcluded|RFPInclude N EEH A & ITEIAYHERR £
WA Hooke ELATRHIF , Hook BRIEHKRIBEESRFEAEEpartitionaccount-id. MroleB#
HBAKN , RIFEZABE TiZABaccount-id123456789012,

"CloudFormationConfiguration": {
"HookConfiguration": {
"HookInvocationStatus": "ENABLED",
"TargetOperations": [
"STACK",
"RESOURCE"

1,

"FailureMode": "WARN",

"Properties": {3},

"StackFilters": {
"FilteringCriteria": "ALL",
"StackRoles": {

"Include": [
"arn:*:iam::*:role/*"

1,

"Exclude": [
"arn:*:iam::123456789012:role/*"
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Example : {3k BN ACSMERENRLES

BAR Hook B —/MNMEREBMBEMFN —NEXRBABEBER. HTIEEFilteringCriteriaNALL ,

At R BRI EBEEStackNameMEEStackRoles ik =+ &8 A Hooks

{
"CloudFormationConfiguration": {
"HookConfiguration": {
"HookInvocationStatus": "ENABLED",
"TargetOperations": [
"STACK",
"RESOURCE"
1,
"FailureMode": "WARN",
"Properties": {3},
"StackFilters": {
"FilteringCriteria": "ALL",
"StackNames": {
"Include": [
"stack-test-*"
]

iy
"StackRoles": {

"Include": ["arn:*:iam::*:role/hook-role*"]

Example : &5 StackNames }StackRolesfF & 1E{A#r A

BAR Hook @ —MNMERBEMBE/FN —NEXRABEBER, HTEEFilteringCriterialANY ,

Rtk &R EBiStackNames R LB AY HE4% B FH Hook StackRoles,

EABEEA
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"CloudFormationConfiguration": {
"HookConfiguration": {
"HookInvocationStatus": "ENABLED",
"TargetOperations": [
"STACK",
"RESOURCE"
1,
"FailureMode": "WARN",
"Properties": {3},
"StackFilters": {
"FilteringCriteria": "ANY",
"StackNames": {
"Include": [
"stack-test-*"
]

1,
"StackRoles": {
"Include": ["arn:*:iam::*:role/hook-role*"]

EABEEA
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£ A CloudFormation#&#x 1|7 Hook

ATTHM T Hooks B R4 CloudFormation #ix ML RS E = B EEEE,

B3 fEH CloudFormation R 8I2 Hook , BRI LLEE FAERK —HEEE #1&8E Hook, iXfh53%
ARUFRE N —IRIRH) Hook , REEZAN AWS IkF XA —EX — BB EERE R Hooko

CloudFormation A 8IZ A3 F1 Lambda HEHERE T U T T EIRER,

Task

BIEErHE

B2 —
Lambda 44

BRRTT B

fEAAWS: :CloudFormatio
n::GuardHook &IRIEE T
SERhPES,

fEAAWS: :CloudFormatio
n::LambdaHook &IEEFGIZERM
BUE Lambda #4£4,

HEHE
HEAER
BARSZE

BEAER
BARSE

CloudFormation A2 LA T RIRE R | & 7] LUIE AR AR AR A (5 B X LRSS B Sk 0 22 B E X Hooko

Task

EM

REEHNEE

i% & Hook HYER
TARR A

RHERYK S I
7 Hi kR

BRRTT B

fEAAWS: :CloudFormatio
n::HookVersion ®EREHFTHTE
X Hook HY#TRRA =X 58 — MR K T
B CloudFormation’Efft &

fFEFAAWS: : CloudFormatio
n::HookTypeConfig ®WiREHIE
EQESL Hook E’JEEEO

fEAHAWS: :CloudFormatio
n: :HookDefaultVersion TR
KAEEBEN Hook B ERIARRA,

fEFAWS : :CloudFormatio
n::Publisher ®WEFXHEZM

HEHE
RBIER
BRSZE

R

BARSE

R BIEHR
BRSE

BRSZE
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Task

NFF &4 Hook

BUE AR, =
B Hook

FRIRTT R

CloudFormation & AR RFI&EY K 7 0
MALNHET B (EH., ERATERESE
HYNEHE,

fFEAAWS: : CloudFormatio
n::PublicTypeVersion &R
AR MY B E X Hook 4%
HEANDHEBE=F Hooko

AWS: :CloudFormatio
n::TypeActivation ®&iR:E

B E5AWS: :CloudFormatio
n::HookTypeConfig ®iREHE
R, IEENIK, PRIEARW
=7 BE X Hooks

HEHE

BRSZE
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AWS CloudFormation Hooks FA PSRRI LR A R id &

TRERT B L)X &% AWS CloudFormation Hooks AKX X AP MM EEE N, BEIREBE A
FEHEA |, L0 LUT ) RSS Feedo

- BRFTMAYERT 0 2023 £ 12 A 8 Ho.

TE

HEAR R

AWS Z=imiz&l APl Hooks &

X

AWS CloudFormation Guard
4

AWS Lambda 43

L

NEEMERRINZFER , A
Y& A CloudFormation
Hook Ri¥{h#TiE4R , 3 AJ6ERR
IE AR R E R 1T,

Hook B#£ 25 Cloud Control

/AP, AT EFEREZ A
f# i CloudFormation Hook
IRERRNEE. WREIN

REHBRIE , Hook EALFER
EXRMHBIERRESR L B4

REBEH AT BREMRE

i

AWS CloudFormation Guard
=—RFRNBAGEE A
BS (DSL) , fRATLAA R4
policy-as-code, Guard Hooks
A AR B & 2 B 1T =12 HIAP
F CloudFormation #4E , LA
RERENRE. MRRXIAR
SRR , Hook EAFRE
KMABELERRER , EAK
HE S H R TR E RS
1T,

AWS CloudFormation Lambda
Hooks A FEBIEECHBEE

B #

2024 £11 A 13 H

2024 £11 A 13 H

2024 £11 A 13 H

2024 £11 A 13 H
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Hooks FA 8/

XA EE CloudFormation
=IEHEIAPIHRIE, 2#9 Hook A
CARH IERER SR 1T |, HE @
RWAEZERHBESHANTREHS
1T,

AWS CloudFormation Hooks
AP EENYRRAE, B
BIEHFOEN, ATDELS,
BUSMARE, HERR P HIE
DURBEXRFERFZH. REM
CloudFormation Hook FF % 9
B EH,

2023 12 A8 H
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