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MARERITEITIRE, PowerShell B A LAERA.NET Coreiz{THt,

&R LURFAEA Shell I S0ET Shell 200 A& 8 XA RN E A TR K git IRAE IR B iR AN 12 36 17 A
FEd,

BXESER , BEHA AREN KA,
HEEB L EE Shell IREAH R AT AHHVERM 2

=8 , AWS CloudShell AF#iBsudofX PR , AIMMBBITZEHH. BXEZELR | ESH £ Shell
HEhREE = M4,

K eEBBRE AP E AWS CloudShelld AT ATV #R1E 2

AIBL, &R LA2H A 7 £ AWS CloudShell R ATHUITRYIRAE, Bl | BRI BLAVFR P iER AWS
CloudShell B2 1E fE{17E shell TR EEHTEHXMH. WE , BT EE LA TR AWS
CloudShell, BEXEZEE , B2 £/H IAM FEEEE AWS CloudShell 7R F A 1ER

R AT T & 324 AWS CloudShell g ? 10



AWS CloudShell AFiEmE

MRREFXNERNER AWS Xig VB , M NENE B ZH B EHIE AWS
CloudShell ?

& AWS CloudShell TN — X3 AWS X 3|5 — MK , B - PMXENERFHNA
BATEHIEHITEN , ARMNZEE LEIS - IMXEBNEEF, BEXEZER , B HE . &F
# i E AL 2 B & HZ XHAWS CloudShell,

® Note
EEMTHEIMAFZRF AWS CloudShell VPC hiE,

IKBEEE I AWS CloudShell X A 7 5&3) i BRI R & 2

MBMR AWS CloudShell fERRERISHHTRE , MABLFFEAL 20-30 HH/EEHLEE,
EfEETHBEREARE, MFE CloudShel NALN M, EFESNENTRIT , HiE 584E
5148 0 R B 61

B0 R A8 45 A AT B (B BB RS AT E T L% AWS RS NES |, RINBUEERARIMNETEH IDE
AWS Cloud9 , 5& 83 HiEEE| Amazon EC2 £,

7T L AWS Console Mobile Application MERE 78] AWS CloudShell
g ?

= , /A LL AWS Console Mobile Application &3d & Console Mobile Application #1758 AWS
CloudShell , EXEZEE , EZ 1 (AWS Console Mobile Application A $8F)

FEBFBE AWS CloudShell £ AWS Console Mobile Application ?
BRI R T B £ 2 — B3 AWS CloudShell :

1. IR SMAZEEH AWS CloudShell E#R.
2. FERRS K E Lk FE AWS CloudShell,

(® Note
Bal , BLEEDRIERZ3N VPC B AWS Console Mobile Applications

MRBEERROEA AWS Xig L E , AINEH E B FHBZHEIE AWS CloudShell ? 11


https://docs.aws.amazon.com/cloud9
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AccessingInstances.html
https://docs.aws.amazon.com/consolemobileapp/latest/userguide/what-is-consolemobileapp.html

AWS CloudShell AFiEmE

£ i0OS 1 Android 8% AWS CloudShell F{EREEN , REERER B
# ? AWS Console Mobile Application

=R, BAILAFE i0S M Android B2 EEREBME, BXESEE , BSH AWS 2H B NAE
FREEE.

FKEES Y AWS CloudShell i£T1F & R0 K Z N kIT+ AWS Console Mobile
Application ?

T, BRBEEEBINARR LIEZ1TZ 4 AWS CloudShell T+,

E AT LAER TN IRE AWS CloudShellConsole Toolbar L1805 ?
A LA, BT EERTIEE AWS CloudShell Console Toolbar £ 178,
KL i VPC CloudShell WEARZ A 2

EEDENIE VPC ARETHNRFRRERN, 3B VPC NNHBFEEHESSHEEN VPC K2
F, B CloudShell 85 VPC B By 4z 1% % 52 A 5 24 81 CloudShell 22 R #8[E.

BRETHRIFREN IAM ZHEAQEZ VPC SMERNRFIES IR NUL 2

T, RTBE. EB&ZReEtlEMA VPC IR,

1£ iOS #1 Android %% AWS CloudShell F RS ER , REEBFEREHE 2 AWS Console Mobile 12
Application


https://docs.aws.amazon.com/consolemobileapp/latest/userguide/what-is-consolemobileapp.html
https://docs.aws.amazon.com/consolemobileapp/latest/userguide/what-is-consolemobileapp.html

AWS CloudShell AFiEmE

Al'lT AWS CloudShell

ARAMMHEOER RMNMAEER shell G5 1TREE 3N AWS CloudShell MITRBES,

B % , 8% AWS Management Console Fi£R— AWS XiF, AFE , U A EFNNKESED
CloudShell FEz) , HEFREFERANINFTRE,

BTXR, #XBAFRHPRBR-MHXHRX , RAENEBITEN EE - N NXHRZXHR, ENGTITH
ZXMHENRFET 2  BUUERMZENRERLEN S, &F , LA AWS CLI 60
Amazon S3 M , FRHER XAHE RN N RIRINEZFE R

TR

IAM X BR

&AL AWS CloudShell B fF LA T AWS EE R INZERH IAM B 6 (FIAF., ARE4A )
RIR BN PR -

« AWSCloudShellFullAccess : B FRMHEX AWS CloudShell & E Ih&EH T2 1/ R XER,
EARYES | LA E2HEE AWS k. EEMAME | B LUET 12 S3 FEEH O iZFE

BRI HFKE Amazon S3 #TRXE, B0 IAM BHFEE—NEDEF s3:CreateBucket M
s3:PutObject MIRAIZKRE,

BXxEZEE , B2 (Amazon Simple Storage Service M) HF# Amazon S3 #1E,

5N

W EBE LEMEE— N XM, REESTITREPHEIXMAENRFET. EXREITEN LT
AR Ym B RR F AN T A8 B

import sys
x=int(sys.argv[1l])
y=int(sys.argv[2])
sum=x+y

print("The sum is", sum)

FRAXHA add_prog.py REFZXH,

TR 13


https://docs.aws.amazon.com/AmazonS3/latest/dev/using-with-s3-actions.html

AWS CloudShell AFiEmE

2

« 1% . % AWS Management Console

« 2% BEBXIH AWS CloudShell , B3 Fi%EFENF
« £35 : NPT AWS CloudShell

« 45 XA LEEE AWS CloudShell

« £55F  NPBEKRXH AWS CloudShell

- FR6: BEFAFRENH

« S| 7 . EFEF Shell £iF

- SR8 : MIBR Shell 2FEEEHF

« RO REXHRBANGTITET

« SR10: FAFXHEEIXNRAEIM AWS CLI E| Amazon S3 77

% 1% . 3% AWS Management Console

WERBIERALEH IAM AP EEBLLGR AWS Management Console, JIRBEZERHAF |, BBk

EFSR 2,
o BUILAMER IAM AR SR URL HREMEEEFZRERIFGR., AWS Management Console
IAM user sign-in URL

o ITFRBEEEH M AUTESRE URL, ¥ account_alias_or_id BN EE RZMHMK S B
BHKF IDo

https://account_alias_or_id.signin.aws.amazon.com/console/

o WAZH IAM BREIE , REIER &%,




AWS CloudShell AriEE

Sign in as IAM user

Account ID (12 digits) or account alias

account_alias_or_id

1AM user name

Password

Sign in using root user email

Forgot password?

Main sign-in page

« FTFF https://aws.amazon.com/console

- MREZIXBERALNEREFRY , WLEREEFRAHE, &F IAM AP, WAKS 318
HIKS ID, REERET—F,

% 15 . &3F AWS Management Console 15


https://aws.amazon.com/console/

AWS CloudShell AriEE

Sign in

O Root user
Account owner that performs tasks requiring
unrestricted access. Learn more

(®) |AM user
User within an account that performs daily tasks.
Learn more

Account ID (12 digits) or account alias

- MREZHELL IAM AP BHERT , XIEIRATESIEE AWS K/~ IKF 31 & K
ID, MRRX—ER , WMALH IAM BFEIL , RFEE BF,

Sign in as |AM user

Account ID (12 digits) or account alias

account_alias_or_id

IAM user name

Password

Sign im using root user email

Forgot password?

%1% . &F AWS Management Console 16
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® Note

LU UNBERAF S0 &R, WEHAUESHERKSPHAERER AWS RS MRR.
BR , BIBENBWETEFARASKITEERS , IMEREEES., Hk , HERE
RERBRAF IZERE - IAM AF NV &REXEK.

28 2 & . &FXHE AWS CloudShell , Bz HiEFENTR

EWT RS | &5 AWS CloudShell N2 HI AR EZ 3 , EFETAM shell AWS X5 , AT EE

M B & shellBash , {5140 PowerShell., =Z shell,

1. EREAWS K ETHNXKE B4 B 28 | RERBEEHN XS AWS K,
(TAKHREER. )

/A Important
MRERXE , MAERRIF , AL AWS XiF WEHRRETREDTITXEN LR,
ANINERF AT 2= R VPR B U B E R — AWS XA A, MREERXE , WIJ—IL)\
73 7] 7~ [ Y 1746k 22 [ 1 324

/A Important

MR CloudShell £ EHE T BB BT CloudShell EATEXIBARAA , MIBRIAXE
BENRIFAAMEXHNXE, Console Toolbar@ Al LUETZW S , Zm S EMAEESEIA
XiFFERPWXEFEBRRNNE, BXEZER , 55 IFHEEFIVE AWS X1,

Example

ANl

WMREERROMN ( BT ) |, eu-south-2BFERKM ( FEIEST ) CIoudSheII T—Iﬁﬁeu-
south-2 , MERIAXEFIRE N KM ( B/R=Z ) eu-west-1 , BN ( IS ) BRifeu-
south-2,

88 2 & : EEXIF AWS CloudShell , B3 HiEEIAF


https://docs.aws.amazon.com/IAM/latest/UserGuide/

AWS CloudShell AFiEmE

ERHERABRIAXERMN ( ZR2E ) WIRSEH |, eu-west-1H AFEMEHXIREHEREN S
CloudShell i, BERIAXIHATAESE R , CloudShell X %288 O HFEHE,

MH AWS Management Console , # A LA CloudShell BidiEFE A T ET 2 —K/E3 :

1. TS ML | %&FEBCloudShellr,

£ R EFH , A “CloudShell” , RfFi&#FCloudShell,

BRI ERE” #4F , %FCloudShell,

1%$%CloudShell# #Console ToolbarAZ T A,

« E{FES CloudShell FHNEE , BHE=,

- EREM CloudShell 2 FIRBI 2 FER | F 2 E EFNRETMFHITH iR,

:'>.0°!\>

aws 522 Services | Q Search [Option+S] 3] AN ® N. Virginia ¥ n

© CloudShell

ConSOle Home i ‘ Reset to default layout ‘ + Add widgets

i [Recently visitedinfo

AWS Health Dashboard [4

AWS Budgets

E aws Orgizations Support
E s

CloudSearch

EN ‘ambda

Cloudshell

View all services

i AWS Health info

i Welcome to AWS

Privacy  Terms Cookie preferences

[>.) CloudShell | Feedback  Language © 2023, Amazon Web Services, Inc. or its affiliates.

HRGEETWORTAN , k7T shell EQHERME , AIUHITRE

52

% : %FEXHE AWS CloudShell , B3I HiERENAFR 18
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® Note

MREBREBERIBEI RS Z2RER A AWS CloudShell , HEHREEFFEE LIRS
F R RIX L [r] B FE HEBR AWS CloudShell,

3. EMEEMAMMEE Shell, BEBTITRIEFRMANTREFENZ—

Bash
bash
MR E Bash , MG HTRRAFLCHFSFHEFTRH $o

® Note
Bash2{RB 3N EFEZE1THIERIA shell AWS CloudShell,

PowerShell
pwsh

MR LN# 2| PowerShell , M TR REFLHNAFSHEFHT PS>,
Z shell

zsh

WMRIRE] Z shell , MG TRRFLHFEHETR %o

BREM shell REFTRLENRAEMNESR , FS60 AWS CloudShell it EHEEHY sh ells &Ko

$£ 3% : NP TEXH AWS CloudShell

® Note
WETMTER T VPC #HE,

% 3% : MNP TEIUH AWS CloudShell 19
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LB RIES BT T H XTI RE,

1. ETHXM , BRIEE  ARNREDEE T,

FERTH T EE,
2. BETHXHNEFES , mAETHHNXHFHOERR,
Download file X

Download files from your AWS CloudShell to your local desktop. Folders are not supported.

Individual file path

You can copy the file path from the command-line and paste it below.
Shome/cloudshell-user/subfolder/mydownloadfile.txt

myfile tet or ffolder/myfiletxt.

(® Note
EEETHNXHE , aTAEALXNBERENBE, N THENKRES , BRABRT /
home/cloudshell-user/ @ BaIRMEIFFL, EHit , ETEH AN mydownload-file
WX, UTANMNERB2ERARE
o HXIEREE : /home/cloudshell-user/subfolder/mydownloadfile.txt
« MAXIBE®R : subfolder/mydownloadfile.txt

3. EETH.

MRXHBREER , N2ER—IMNEE, SUNERALNEEEIRINNARFITF X4,
EH, BALLR M HRFI AT EN LR EA XK

(® Note

Y IRIE CloudShell LEZIET |, “T & &I A 1] A Console Toolbar, &R LAM CloudShell ##l
AEHEA Chrome MER KB TH . BEXMATHIHNEZERE , BSHETE I NT
#3244 AWS CloudShells

583 % : NPT EXH AWS CloudShell 20
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% 4% X E&E AWS CloudShell

(® Note
WIETAERA T VPC Bk,

LR AWM EEXH  RAEFHEBEEE ZHNHE Fo
1. EREHFNIERSR , BERTITHANTSRS

pwd

L IRIE Enter @AY |, Shell 2IREE LG THER X ( flf0 , /home/cloudshell-user ),
2. ENXHLEEZER, BREREHMNERDEER FEXH,

N E R A XX FEE,
3. 1%&# Browse,

4. HERGNXM EENEES , ERENAKHIE (add_prog.py ) BIBINXAIM , REIEFT
o

5. & L& EER , EFRMH.
HEZSRELEZER. MREERD , W&ER—%EE , ¥\ add_prog.py ERMEIE
KRB FH,

6. ERNXHBIEEBF , B A make directories B8 : mkdir mysub_dir,

7. ENEENXHENEEFRNRERBHIFER , EEA v S

mv add_prog.py mysub_dir.
8. ENIHBEZREXNHEZR, BWA cd mysub_dir,

TR TIASCENFURPALEERIFE R,
9. EEFYRBEZ mysub_dir WARE , BWA 1s B,

FIHTHEBEFHNE. XSTIEERIR LML/

% 4 % I3 E1£E) AWS CloudShell 21



AWS CloudShell

g 5% NHBERXHF AWS CloudShell

e BRIT 4R G0 M A I BR 324+ AWS CloudShello

RAriEmE

1. EMNFMIERH AWS CloudShell , EEAHRA shell %, Hla0rm ( MIER ) o

rm my-file-for-removal

2. EBRZIMISEERMNXMY , HET find &5,
LTREIMERT BB SRR pd PIE X

find -type f -name '*.pdf' -delete

® Note

RIRIEIF 1L AWS CloudShell EEFEHEFER AWS Xifl, ARfF , ZXEVFEEF#EPH
BEFEEENEREEINR. ESER  FSREAMER,

|6 : IBEERREN
1. GIREGIM
X B R2 RN AR,

HOME_BACKUP_DIR=$(mktemp --directory)

BRMERNTHEZ —BIRZ 0 -
a. fEA tar BIERH X4
EFEMA tar QIR XM, BRANTSHS

tar \
--create \
--gzip \
--verbose \
--file=${HOME_BACKUP_DIR}/home.tar.gz \
[--exclude ${HOME}/.cache] \ // Optional

% 5% : NPBBRIH AWS CloudShell 22
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${HOME}/
echo "Home directory backed up to this file: ${HOME_BACKUP_DIR}/home.tar.gz"

b. A zip BIERHXH

EFEH zip SIBR O XH , BWMAUTGS

zip \
--recurse-paths \
${HOME_BACKUP_DIR}/home.zip \
${HOME} \
[--exclude ${HOME}/.cache/\*] // Optional
echo "Home directory backed up to this file: ${HOME_BACKUP_DIR}/home.zip"

2. FEHXHHEWEISME CloudShell
SR BAME R A TR Bz — /& 40 XA R Fn 2 S0 ER CloudShell :
a. FROXHTHIFBITEN L

BAUTHELENSBRAEN X4, BXUAMNP TEXENEZEE CloudShell , 3
¥ T 8324 AWS CloudShell,

E TR X EED , MAE TR XAAIEEE (I, /tmp/tmp.1A99tDILI8/

home.tar.gz ).

b. FFMXAERE S3

BANFHEE, BRAUTHS
aws s3 mb s3://${BUCKET_NAME}
£/ AWS CLI XX HEHIF S3 & -
aws s3 cp ${HOME_BACKUP_DIR}/home.tar.gz s3://${BUCKET_NAME}
(® Note
AR WEBIEA R TR,

3. EEZMNE S3EMM

HE6: QIEFEFEND 23
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EEEZNE SIEHEE , FRANUTH T :

aws s3 cp \

${HOME}/ \

s3://${BUCKET_NAME} \

--recursive \

[--exclude .cache/\*] // Optional

TR 7: EXRD Shell &%

(® Note

RN —DZzeEk  IREKNEFTEARENIEHS Shell #1TRE , NEESBIHFL,
KREZTHRERSBIFLE,. BXEZER , FSM Shell £1iF,

1. EBEE#B3 Shell &iF , FRFRME, EF/E 31 AWS CloudShell,

REQBHIE , EF B2 AWS CloudShell fF1EZHHT AWS KB ATEEZI21F,
2. EW\, FEEREHED.

BEOER—%HE , &R CloudShell HEIMRIEEF L, IRFLEAEFEF , LALUIFHRE
MeEPEARST.

(® Note
EREERAT  MREHMBHARFEE/ LD HEE,

$I1% 8 : MBR Shell €FEFXB =

@ Note
HEMAER T VPC ik, ER VPC HERY , HE B FRFHMIER,

S|, 7 EFEF Shell &iF 24
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/A Warning

MERER KR -—AATENRE , IFEEEE XPNAERERBKARER. B2 , #AT
R , S8R LAE B AE A LI TN

o BARIRHS R T U BT E1H B AWS CloudShell itEIRE, BIBRENIEB FZ4S AWS
CloudShell 1k E HERIARE,

« &% AWS CloudShell B\ IBRFFEE IR, WREE L AWS CloudShell EEEA AWS
X ER , Nk XA FZ#GERE LR BaMIER |, BRIFEIEZ#X AWS CloudShell E
g =F) 8

MREBEERKIEMEH | FZEMFERE Amazon S3 2 KM RS CodeCommit,

1. EMBR shell &iF , BiEFRME , BB AWS CloudShell B 3.
RELBHE | MBR AWS CloudShell X B 2l BR 2 5l F 4% £ 889 AWS CloudShell 38 BV PR
IR,

(® Note
& BERUH LR 1E
2. EWIABRERE , FEXNETWAZEPRAMLERN , REEE BBk,
Delete AWS CloudShell home directory X

Deleting your home directory will delete all data currently stored in your AWS
Cloud5hell environment. This action cannot be undone. AWS CloudShell stops all active

sessions in the current AWS Region and creates a new environment immediately.

To confirm deletion, enter delete in the text input field.

delete

AWS £ CloudShell Z1E H BT FIEESI21E AWS X5 H 7 EISIZRFINE,

$1% 8 : MiBk Shell 2FEB & 25
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F iR Shell 21F

ERAGSIT , BZALURE Shell 2FEHEM exit mBHTEH. A, BAREERENERE
HMZEH AWS CloudShell,

S| mENARBHEAWTITIEIT

S FERNAERATMZEN Vim RESRNKOEX M, RE , EAUUMNSSTHEXAHENEFE
7o

1. ERBEEL—SPRPLENNHE , BRAUTHS :
vim add_prog.py

Shell AHEFRIFTLALE R Vim REEES.
2. EfEVimHRENXH , BRI B, UERENS , UEFE=/KFEMTR2ARNEFEEN,

import sys
x=int(sys.argv[1l])
y=int(sys.argv[2])
z=int(sys.argv[3])
SuUm=x+y+z

print("The sum is",sum)

(® Note

MREF XA R RERTHABATZEHEE , MLER—FREE, EHNSTX
AARBEEBEME, £RRLEW TR , BUNERYE 2RI TENNAE, WRE
NXARZEREHER , FEHE,

3. RBERFE, BT Esc#AVIMmTTER, RE, A :wq i SREXH , HEHRES.

® Note

MBLTHE Vim SHEK | —FRTELENRRES SEKXEALR 2 E PR,
REXHMBLEARFHEAGIER, BAFIAREABEARR. BEAGAR

S| RENHRBHERGSTET 26
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XN, BRI ERHAGSES | B&R Esco BXRVIMHEENEMTEMNERZELR AWS
CloudShell , &R & TEH Shell SERAREF,

4. EEWTITREL , ETUATERHEEERAN=EAETF. BEO TR,
python3 add_prog.py 4 5 6

WETEREFHE : The sum is 15,

S 10 FEHEEXHEERNNRAIN AWS CLI Bl Amazon S3 1@
th

US| | ZIF0IE— A Amazon S3 448 , RIS A PUtObjectss EIF B/ R BB STAHE N X §OF
MENZ I REAE T

(® Note
ERZHBERT , S LMER I 2 REYBRS R X 123X CodeCommit | ki 2412 I 1Y 17 i
B, ABBENBUWMMAER AWS CLI £ AWS CloudShell 5E At AWS IRF#HITRE., EAL
FER , TETHRLZREMHEHMER, A, BT EL%E Shell Ft1T T BRI, Hit#E
HTRA 2T REERIL.

1. EEEENTFE\ETUETER AWS X8, FRANTH T

aws s3api create-bucket --bucket insert-unique-bucket-name-here --region us-east-1

(® Note

MRBETRE us-east-1 K2/ BIREFMEM , 5 LocationConstraint S50
create-bucket-configuration AIEERXT ., AT RRHIE %,

$ aws s3api create-bucket --bucket my-bucket --region eu-west-1 --create-
bucket-configuration LocationConstraint=eu-west-1

MRFARY , SHITHERKRERSHMWAL , i H 5T,

HEA0 : A/ HER T RIF I AWS CLI F Amazon S3 #F##&H 27
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{

"Location": "/insert-unique-bucket-name-here"
}
@ Note

MRBAREBTFHEZEEBEHOAN , ME&ERUT4EIR - A CreateBucketi2 fERT B4R IR
(InvalidBucketName) : 18 & B 176 #8 o o

2. EEARXHHFZIXHEANSOFNEER CIZNF&SE , FHEA PutObject 5%,

aws s3api put-object --bucket insert-unique-bucket-name-here --key add_prog --body
add_prog. py

IR E4EF] Amazon S3 FHERBE , $RTIERREBSOME , XEFUTHH :
{"ETag": "\"abl23cl:w:wad4a567d8bfd9al234ebeea56\""}

ETag REFINRNIGHE, SUERLRFER LE £ E Amazon S3 (I RV TEM,

MR £

« FEFEAAWSERSAWS CloudShell

o HEE  ERMITENRZ B EHZ A XHAWS CloudShell
« ¥#E . CodeCommit FEF EHAWS CloudShell

« 5... 64 AWS CloudShell

EHI¢REIAWS CloudShellZ i

X & 28


https://docs.aws.amazon.com/AmazonS3/latest/dev/BucketRestrictions.html#bucketnamingrules
https://aws.amazon.com/premiumsupport/knowledge-center/data-integrity-s3/

AWS CloudShell AFiEmE

AWS CloudShell #7&

UTHEFEREBEEAN RN TR TIEEMERK. AWS CloudShell

£l

- BE  ERMITENN 2B E HZ A XHAWS CloudShell

- H#E . CodeCommit £ FEHAWS CloudShell

- HiE . FAUTREN Amazon S3 N RWINLEHE URLAWS CloudShell

o B . EEEME Docker BEEAWS CloudShell [ E #3X F Amazon ECR F#E
- BIE : FAHE Lambda EE AWS CDK

HE | EAMITEYN 2B E$ S XA4FAWS CloudShell

/1% CloudShell 0 , & LAEARMITEYLF shell FFE 2 B — X LEH FEHENXHF, BEE
CloudShell5a& s it EYlZ BB E 2N — :

+ Amazon S3 : TEARMITEN Mz BEHIX4Et |, FH S3 FEIERF N CloudShell,
s EEXH  BE2INNHERBE —NESEXHEFF |, ATEAEA CloudShell 5HE &S T EHIX LT,

(® Note

BT CloudShell F AT & ANEBRMRE , BT EFERAE WNscpirsyncZEN WS
At T E LA CloudShell it &R 5 2 B & H 2N,

A Amazon S3 LENTEHZ N4
FRFMH

EFAFEHBINR , EFE— IAM RERR THITELT Amazon S3 APl RERR :

* s3:CreateBucket
* s3:PutObject
* s3:GetObject

g SRS 29
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BX Amazon S3 BEMTEIIK , HZH (Amazon Si mple Storage S3 S3 : API ZEF#f) PR
1E

AWS CloudShellff B Amazon S3 FZ M4 L& Z|

1. TEHAWS CloudShell , B ZTA T s3m S EIE S3 176541 :

aws s3api create-bucket --bucket your-bucket-name --region us-east-1
WRBAKY , B FTHERRKE S3 RFHIEAL :

{
"Location": "/your-bucket-name"
}
2. FARIFEND B FPHXH LERFER. UTE—:

« AWS Management Console : FiF drag-and-drop R 324 f 324 E£ B 1Z6E .
« AWSCLI : EAR#ITEN L 2R ZTENRAE , EFAWSTEXHN XXX EEEFZER,

Using the console

« @3 https://s3.console.aws.amazon.com/s3/ ¥TFF Amazon S3 24l &,

( NRIRIEEFEAAWS CloudShell , RN ZELEFEIZHEE, )

s EEMSMMEES |, £ B uckets , RFEREN HRI XG4 LEFNE#H BB B
# 7] LA T 3% 3% Create bucket RO B kRN FER,

- ERBREFENXERMXHER | % Upload ( L& ) . RE , HEERHN A4 RIEK
FFHEMRFEEEPRNRWZEFEED , REERBFIN TSR INTHR,
Upload (Lt 4%) T2 HE L5 Prisk 3 4

o« EPEEEIE RERMKY ST,

o EFPMESXHERMEBIFHME , FEER LA,

£ Amazon S3 EEMTEH S 30


https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObject.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObject.html
https://s3.console.aws.amazon.com/s3/

AWS CloudShell AFiEmE

® Note

BXFEARGANEAVNEBIET , 1§50 WA SRR EE 2] S3 744 2
£ % Simple Storage Service A IEEF

Using AWS CLI

® Note

EFEANEN , FEEEAMITEN ELEZAWS CLITE | HEE A TiHHAAWSHR
EWMEPE, BXEZER , i§5 AWS Command Line Interface A 1EE .

« BEZAWS CLITEHZ1T Taws s3®T , FEENEEERSA I EH L 2E 8 FKH0
ABRY :

aws s3 sync folder-path s3://your-bucket-name
MREZ Y, WERFMEFEBOE IR LELEE.
3. iR[E CloudShell i ST HBM AU TS , ¥ shel REHRHWEBERE S3 FHENNERS

aws s3 sync s3://your-bucket-name folder-path

® Note
BRI LIEsync@ BRI - -exclude "<value>"#--include "<value>"ZHA
PATHEREER , ARSI BEREN XS IXT R,
BEXESER , 85/ (AWS CLImmS5E) P/ “HibR” M “B8iikss” WER.

MREEZ R, WEERFMEFEBETHREZEZNEN AN TEES
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https://docs.aws.amazon.com/AmazonS3/latest/user-guide/upload-objects.html
https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/cli/latest/reference/s3/index.html#use-of-exclude-and-include-filters

AWS CloudShell AFiEmE

® Note
£/ sync i , AEFMBAMERNN X4F 2 MR B FiE 5 E 2 B 7.

AWS CloudShellf£ Amazon S3 T&HZ X4

1. {EFAWS CloudShellis ST AL Taws s3m 5~ S3 F#EEE shell MEFRYFIEZKNABE
&

aws s3 sync folder-path s3://your-bucket-name

(® Note
BE T LAEsync@ B HRM--exclude "<value>"#--include "<value>"ZHLA
PITENXTE , LRSI TERFEN 4RI R,
BEXEZER , F2H (AWS CLImmSZE) Bl Bl F “G8iFiEss NER.

WMREAFZKY , WLERMIFFERNSI RN ELEFHR.

2. FE@EBOABTRIEHIZRP, BT Amazon S3 EFHEAFTZHTHZ IR , ALEEERE
AZERERMITEN EWAWS CLITE,

EAWS CLITEMSHSITE , BTUATE—:

aws s3 sync s3://your-bucket-name folder-path

MREE KLY, BFITRERERERPERIAMMB BN N THEE.

(® Note

EFAEN | SEEELAMITEN L LZEIZAWS CLITE | HEEHA TABAAWSERSH
ifH, BXEZEELR , 3 AWS Command Line Interface FAF1ER,

£ Amazon S3 EEMTEH S 32
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fE A ES X R EEMTHRSA XM

£ A ziplunzip ERRRF , BUUNERFRPHS I, XEXHTUAN BN, XESRAERF
Bl £ 2% CloudShell it EHFEH,

BRMEZRTENESZER , FSRT L TEN Shell XAERF

AWS CloudShellf£ F FE 48 XX =G 2 AN X4 L& F)

1. ERMITEN L, FE AN XERMNEESSIHR,

2. Azh CloudShell , REERRE , L&,

3. TE LA MRS | &R EERXH, RFIERER ST OIERNESR SR,
4, FE“EENXH XHEES , EF L NANESXERMNE shell TR,

5. 1E CloudShell a8 H1TH , BITU T TFF zip FENANEBERIEER & :

unzip zipped-files.zip -d my-unzipped-folder

AWS CloudShellff A ERB X H#HF T HZ N4
1. 1E CloudShell S8 51TH , BITU TS Y e B ZHMFTE SUH R INEE 48 UK -

zip -r zipped-archive.zip *

2. EEBRBRE, THEXMH.

3. HETEXH WEEP , WAESREXHRNERE ( /home/cloudshell-user/zip-folder/
zipped-archive.zipfltn ) , REEE “TH

ASREBRARIERS | R bE 3R EAR R MIT T E 48 UM R B R B A 1T E ALY IR
4. EFRMIUTEN L , SUEATURESR T B ERXHRBNE.

#FE . CodeCommit £ A ffE FHAWS CloudShell

CodeCommit 2 — T EFE Git BHENZTE. SEUT ENREREH RS, FHAAWS
CloudShell , #&1] LAf# F iZgit-remote-codecommit3E A2 FE @ 1T CodeCommit LA, ZXAE
FEMEZEEAWS CloudShellit EIRER |, #H 7 —FM CodeCommit 17 4# B #E X MIRE BB R R
FiE. WEARFBELY E Git kXTI BEWN, EXEZER , HZH AWS CodeCommit AF#ER.

SER R4 XXk AR T H S 4F 33
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RAriEmE

AREIEN B8 CodeCommit F46EE H N H = &R EAAWS CloudShellitEIRE, BIAFZI M

MEXHEFHRRFRRNFRE  AREFEERIE CAWS loud FERNITRFHE,
TERFAF

BX IAM AFZFEEANNRNESAWS CloudShell , BZREAHEFHERZHH D, &

IAM X BR = BEfEF CodeCommit,
WA EFBeE , FREBREUTRYG
o X Git o5 FMR AR H 8 2 0 B AR 2

 shell EBFHHN MY, TURRII T NZEFEE, EXRHEP , EEBHImy-git-Ffile,

ST 1 BIENREFME CodeCommit FE

1. 1E CloudShell &8 STHRES , AU T codecommit @S LABIEE A CodeCommit 124

FEMyDemoRepo,

aws codecommit create-repository --repository-name MyDemoRepo --repository-
description "My demonstration repository"

MERBEIBEFEE , W TT2ERRS @,

"repositoryMetadata": {
"accountId": "111122223333",
"repositoryId": "@dcd29a8-941a-1111-1111-11111111111a",
"repositoryName": "MyDemoRepo",
"repositoryDescription": "My demonstration repository",
"lastModifiedDate": "2020-11-23T20:38:23.068000+00:00",
"creationDate": "2020-11-23T20:38:23.068000+00:00",

"cloneUrlHttp": "https://git-codecommit.eu-west-1.amazonaws.com/vl/repos/

MyDemoRepo",

"cloneUrlSsh": "ssh://git-codecommit.eu-west-1.amazonaws.com/vl/repos/

MyDemoRepo",
"Arn": "arn:aws:codecommit:eu-west-1:111111111111:MyDemoRepo"
}
)

2. FERASBTT, ATHFEREECEFER  AEFRHRENTHFE R,

TR

34
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mkdir my-shell-repo
cd my-shell-repo

3. EnEmBEfFM#E , HEMgit clone®®, (EMEMAM git-remote-codecommit , EHEMH
HTTPS (GRC) MR ) .

git clone codecommit::eu-west-1://MyDemoRepo

MRBNZEF#EE , NS T2ERRSHMAL,

Cloning into 'MyDemoRepo'...
warning: You appear to have cloned an empty repository.

4. ESMI=ENEEE  BEMAdB.

cd MyDemoRepo

B2L EEARXNMNG , REFEHEIETF4 CodeCommit FE

1. A Vim HmEES R X L& TR Bmy -git-file A9 X R INEZ X H#MyDemoRepok
AWS CloudShell, 7@ uMERMHEE , HSRAIHIE,

2. EFXHEEIEREF , BIEZ{T gitadd @5,
git add my-git-file

3. ERBEXHRBEEFEHHERRER , HE1T gitstatus BT,

git status

my-git-fileSIAFHNHEHAUEZEBNAEER , KRFEERFRER
4. FURANEFXHRIEFEE,

git commit -m "first commit to repo"

B2H  HEARIXMN , RBFHEHEIZRFH CodeCommit B 35
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® Note
MRERCEHUEEERUATHER , HEAUTEN,

$ git config --global user.name "Jane Doe"
$ git config --global user.email janedoe@example.com

5. BENENZEFEESALFHEPMNERES  HBREREES LD X

git push

I  FRUTEEDN Amazon S3 WHRWFZHE URLAWS
CloudShell

IR ERVIRVEN Amazon S3 XY REY Amazon S3 S5 Amazon S3 WHRM., AT RAAESE
EHENSEEECHZSIES , A MREIMZER URL B9 AZB R LAEABRAY A B A 77 R1Z N Ro

FRZM

« BEHAWSCloudShellFullAccessk B 1R #8915 R X BEHY 1AM A,
- BEXRUEBTZRE URL FFEMN IAM IR , BRI SR EFERSAFEEYNSHEAREN R,

TE1: 82— IAM A€ |, %15 Amazon S3 F#EEN IAM A€
1. EFRWMAUUHEEN IAM FHRELR , EMFAAget-caller-identity@FAWS CloudShell,

aws sts get-caller-identity

BCIDSRUBA T SR BUA T SR BB T RABUA T R TR TR R BT R T R TR TER
PUA TR TR BB TSR T R T RBA TR T

"Account": "123456789012",
"UserId": "AROAXXOZUUOTTWDCVIDZ2:redirect_session",
"Arn": "arn:aws:sts::531421766567:assumed-role/Feder®8/redirect_session"
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}

2. REBEL—SHRENAFEER , HEEFIMEIAWS CloudFormationt&E 4R H,
IAM &, AALENIMEERFREZERRAKENRR,

Resources:
CollaboratorRole:
Type: AWS::IAM::Role
Properties:
AssumeRolePolicyDocument:
Version: 2012-10-17

Statement:
- Effect: Allow
Principal:

AWS: "arn:aws:iam::531421766567:role/Feder@8"
Action: "sts:AssumeRole"
Description: Role used by my collaborators
MaxSessionDuration: 7200
CollaboratorPolicy:
Type: AWS::IAM::Policy
Properties:
PolicyDocument:
Version: 2012-10-17
Statement:
- Effect: Allow
Action:
- 's3:*!
Resource: 'arn:aws:s3:::<YOUR_BUCKET_FOR_FILE_TRANSFER>"
Condition:
StringEquals:
s3:prefix:
- "myfolder/*"
PolicyName: S3ReadSpecificFolder
Roles:
- IRef CollaboratorRole
Outputs:
CollaboratorRoleArn:
Description: Arn for the Collaborator's Role
Value: !GetAtt CollaboratorRole.Arn

3. FFAWS CloudFormationtE R FEB NP X HFHtemplate.yaml,
4. FERERFEHZHABEIFAAdeploymn T olE IAM A&,

LEAE AR B2 8

ST BE—NIAM A& |, RIGA Amazon S3 FEEHN IAM A&

37



AWS CloudShell

RAriEmE

aws cloudformation deploy --template-file ./template.yaml --stack-name
CollaboratorRole --capabilities CAPABILITY_IAM

ERTZEE URL

1. EREAEHNHRERRAWS CloudShell , MMM TG, tABYET —4 URL , ZMiLAEKRER

PR HEEZ G R RAWS Management Console,

import urllib, json, sys
import requests

import boto3

import os

def main():

sts_client = boto3.client('sts')

assume_role_response = sts_client.assume_role(
RoleArn=os.environ.get(ROLE_ARN),
RoleSessionName="collaborator-session"

)

credentials = assume_role_response['Credentials']

url_credentials = {}

url_credentials['sessionId'] = credentials.get('AccessKeyId')

url_credentials['sessionKey'] = credentials.get('SecretAccessKey')

url_credentials['sessionToken'] = credentials.get('SessionToken')

json_string_with_temp_credentials = json.dumps(url_credentials)

print(f"json string {json_string_with_temp_credentials}")

request_parameters = f"?

Action=getSigninToken&Session={urllib.parse.quote(json_string_with_temp_credentials)}"

request_url = "https://signin.aws.amazon.com/federation" + request_parameters

r = requests.get(request_url)

signin_token = json.loads(r.text)

request_parameters = "?Action=login"

request_parameters += "&Issuer=Example.org"

request_parameters += "&Destination=" + urllib.parse.quote("https://us-
west-2.console.aws.amazon.com/cloudshell™)

request_parameters += "&SigninToken=" + signin_token["SigninToken"]

request_url = "https://signin.aws.amazon.com/federation" + request_parameters

# Send final URL to stdout

ERFALHE URL
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print (request_url)

if __name__ == "__main__":
main()

2. FRBEREFERANXFFshare.pyo

3. BTUTEREN IAM A& Amazon BREZ# ( ARN ) AWS CloudFormation. fAJg , EHIZAH
FRATIES , EPythonHI AR IREUS L 2IEH,

ROLE_ARN=$(aws cloudformation describe-stacks --stack-name CollaboratorRole --query
"Stacks[*].Outputs[?0utputKey=="'CollaboratorRoleArn'].OutputValue" --output text)
python3 ./share.py

ZHAIRE —/ URL , §1EE ATLUEE R T2 Mk A ZAWS CloudShellRitAWS
Management Console, FE#ZT3RE 3,600 B (1 /0et ) A, BEE LT 24| Amazon S3 77
&P myfolder/ XX, EPFE—DNEIH, ElZE , GEEELEBEHEZEHE
o

g . EEEME Docker A88AWS CloudShell H & E #ix 3
Amazon ECR 72

AHEMER RANMAE N MHEE Docker BEFAWS CloudShell 735 EH # 3% 2] Amazon ECR F&E,
SR

o BATIRBLENNPR S 8ERIE Amazon ECR 76 FE H F H #1A F| Amazon ECR F#E. BxfE
F Amazon ECR WE#ENEZEER , 5 LS¥ ECR AFIERM) ¥# A mazon ECR #AF
FiEE. BXMER Amazon ECR #IEBGMENRNEZES , 152 Amazon ECR AFEEH
A HEE R BRATER IA M R,

HERERF
AT #F28R T tnfa A 1% CloudShell # O0%39% Docker B85 I H #31% ) Amazon ECR Zf .

1. HENEBRPEER-MHIXXHX,

mkdir ~/docker-cli-tutorial
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2. SMIEIRNXM4K,

cd ~/docker-cli-tutorial

3. BIE—1Z8 Dockerfile,

touch Dockerfile

4. flfnano Dockerfile , FRANAERESRITHAXHHFUTABRMMEEIEH,

# Dockerfile

# Base this container on the latest Amazon Linux version
FROM public.ecr.aws/amazonlinux/amazonlinux:latest

# Install the cowsay binary
RUN dnf install --assumeyes cowsay

# Default entrypoint binary
ENTRYPOINT [ "cowsay" ]

# Default argument for the cowsay entrypoint
CMD [ "Hello, World!" ]

5. Dockerfile BIEEZFHE, BIE{TRHEREEdocker build, A easy-to-type BMIFIEA
2% , LMETE future (s S HEH,

docker build --tag test-container .

BHELBREHENE ().
6. I7E , BB URERER B IEEIZITAWS CloudShell,

docker container run test-container

7. BIRREZBE—NIEFIZITH Docker B2 , IREENE#IXE| Amazon ECR & E, MR EE
& Amazon ECR F#FE , W LABKS L IR,

BT T T AEHELE Amazon ECR &,

ECR_REPO_NAME=docker-tutorial-repo
HRERERF 40
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aws ecr create-repository --repository-name ${ECR_REPO_NAME}

8. #IE Amazon ECR Ff /5 , &7 LA Docker BeERtEIA B ZFMES.

ZT AT 5 3REN Docker B9 Amazon ECR & &1,

AWS_ACCOUNT_ID=$(aws sts get-caller-identity --query "Account" --output text)
ECR_URL=${AWS_ACCOUNT_ID}.dkr.ecr.${AWS_REGION}.amazonaws.com

aws ecr get-login-password | docker login --username AWS --password-stdin
${ECR_URL}

9. A B Amazon ECR FEFEARCIRE |, AR E X ZFME.

docker tag test-container ${ECR_URL}/${ECR_REPO_NAME}
docker push ${ECR_URL}/${ECR_REPO_NAME}

NREEZHTERAHEMNBIFRIBIRZ , FSHAANERA SEERE 50 LEIREFE B,

i

W1 |, EBE KIS Docker ?é?%ﬁ"‘ﬁ% FIRE Amazon ECR FER ., EMNEMAWS CloudShel PR E A
i BRIGIE AR RSB |, BETUATHSR,

cd ~
rm -rf ~/docker-cli-tutorial

« fIER Amazon ECR .

aws ecr delete-repository --force --repository-name ${ECR_REPO_NAME}

I - FRAIPE Lambda & ¥k AWS CDK

AR SR R AN Lambda EEEERB R EHIIK . AWS Cloud Development Kit (AWS CDK)

BE 7
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FRF M

- 5| SEMK/S AT, AWS CDK BEXEMSISHESAWS CDK , B5H v2 FFREEBEHPHAWS
CDK5| &, MRREZESISKF , fRAJAM¥cdk bootstrapit%, CloudShell

- BEREAFTRARDEINENK,VENNR, BUEREREANR,

HERERF
AT E8HR 7 e E 2B E T Docker 288 M Lambda B%k., AWS CDK
1. TEENEBRHEIE—NTXHE,

mkdir ~/docker-cdk-tutorial

2. SMEEIRNHR,

cd ~/docker-cdk-tutorial

3. TEAR#ZRAWS COKAFITL,

npm install aws-cdk aws-cdk-1lib

4. FEIEGIERXHFRPEIE—-PMEXAWS CDKILE,

touch cdk.json
mkdir 1lib
touch lib/docker-tutorial.js lib/Dockerfile lib/hello.js

5. flfnano cdk.json , FRAXKEESRTFXEHFFUTHREEERHE A,

{

app": "node lib/docker-tutorial.js"
}

6. FTH1lib/docker-tutorial.jsXHHFMUTARMMBIEA,

// this file defines the CDK constructs we want to deploy

FRFZ M 42
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const { App, Stack } = require('aws-cdk-1lib');
const { DockerImageFunction, DockerImageCode } = require('aws-cdk-1lib/aws-lambda');
const path = require('path');

// create an application
const app = new App();

// define stack
class DockerTutorialStack extends Stack {
constructor(scope, id, props) {
super(scope, id, props);

// define lambda that uses a Docker container

const dockerfileDir = path.join(__dirname);

new DockerImageFunction(this, 'DockerTutorialFunction', {
code: DockerImageCode.fromImageAsset(dockerfileDir),
functionName: 'DockerTutorialFunction',

1)

// instantiate stack
new DockerTutorialStack(app, 'DockerTutorialStack');

7. FTFlib/DockerfileHFHUTHAMMEE A,

# Use a NodelS 20.x runtime
FROM public.ecr.aws/lambda/nodejs:20

# Copy the function code to the LAMBDA_TASK_ROOT directory
# This environment variable is provided by the lambda base image
COPY hello.js ${LAMBDA_TASK_ROOT}

# Set the CMD to the function handler
CMD [ "hello.handler" ]

8. #IFFlib/hello.jsXHHFUTRERBEEIEF,

// define the handler
exports.handler = async (event) => {
// simply return a friendly success response
const response = {
statusCode: 200,

HiEERF 43
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body: JSON.stringify('Hello, World!'),

};
return response;,
};
9. fHFH CAWSCDKLI &I E HEPBER. BARBIENKF,

npx cdk synth
npx cdk deploy --require-approval never

10. @A Lambda BE#1THIAFR L,
aws lambda invoke --function-name DockerTutorialFunction out.json
jg . out.json

MiE , BELERAKIEE T ET Docker 88HY Lambda &%, AWS CDKEXMWEZEEAWS
CDK , 52l AWS CDKv2 FF X & M. MREEESRTRAHEMNBIERNEZEE |, F5

FASIERERY “EEMERRE BB BAIRENEE BY

BB
CEFERAKIIEE T E T Docker 81 Lambda B %k, AWS CDKIEAWS CDKI B NS

ok, &
BT AT 85 A BRI ER AV BR . RETIT 1R R IG5 LA BR

) npx cdk destroy DockerTutorialStack
TEAHTE B 0 B89 SR IR MIERIAWS CloudShell BRE I BR | KX

rﬂ
PERN
di
N
-
=)
4

- BfE

cd ~
rm -rf ~/docker-cli-tutorial

EE
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E... &1 AWS CloudShell

AENBMMELZFNRARFRE AWS CloudShell #1745 EiR4E,

£}

« X RE AWS CloudShell
« £ AWS [Xig

o REBEXHFIFE

- f#/ Docker

¥ % 5B E AWS CloudShell

A LAM AWS Management Console F1H51 5 CloudShell SLE ZI&EConsole Toolbar,

UTREEEERT JLANXEN AWS CloudShell SEEIHEE,

221 senvices | Q Search [Option+5;

Il
®

Console Home i« Reset to default layout + Add widgets

e '
[cloudshell -usereip- NN 15 I-

=

© 2024, Amazon Web Services, Inc. or its affiliates.

1. AWS CloudShell @5 1THE , AT EMAELE shel ZTHT. %5 Shell XEAH TR REFE T
2. RiIBET+ | ©FEAYB AWS CloudShell NiE1T AWS X185 7 &

Y S E AWS CloudShell 45
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3. BERE  EHFXRERE. FHMLAHA. BB AWS CloudShelFHE AWS CloudShell
B SHET .

® Note
HIRTE CloudShell EFzh8t |, “T & %W 7] A Console Toolbar,

4, RN B BRPITIFEB+ |, REL R HE CloudShell £iERIIEDI,
5. BETUET , AT HEX Shell %,
6. EEPI=RM LI T ED ¢
« CloudShell MCloudShellB¥rE 31,
- BERBEREERR, EREERIORBERE  FNEHNTL , AEERRR,
- BRI CloudShell , HiEFLATIEIZ — :
- M#2#H B B3 CloudShell i ‘R, RIMERNITFL , RAEERRR.

« %&#ECloudShelliz#l &£ T ARIConsole Toolbar , AFEFR “EFX K BF RN+ ITFF BFR
‘R, AMERNITIE , REERFRER,

® Note
HIRTE CloudShell EFzh8t |, “RAR” IR 7] F Console Toolbar,

« THRBNHBARBERMERRR , FEEX Cookie B,
7.+ BIRR—ANTHEE  SFCE. ESMMBIERIFRAIEDL

£ AWS X5

& AWS X EEETHEBE R NETR,

£ AWS X1 46
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B3 CloudShell

+

[cloudshell-usereip- | -5 1

B BB A XA R SR R E KR AWS XiF EEH X, EXEGE , HE/ Shell
SEEEINELEEXFGRSITHARITERRN , RESRH.

/A Important

s BANFHEZERSAMER 1 GB WKAF#HZHE AWS Xifl, HAMFERRTFEENERF
($HOME) A, XERBEFMELNER ZTNEMDIAXMF. BR. BEFIHAEHVTE—
N AWS XEiH, o, ENSALTEERFEFERETEXEPHBLEXHRE.

XHEFBAMEETIN KRB EREXEEEN, BXEZEE |, SR SAMFMH,
o KAF@HEARERT AWS CloudShell VPC &,

EEZMEIA AWS Xig E AWS CLI

B LAMERMREEERIEETR AWS RS FrENEEEIMETRE AWS CLl, HSZEMNFHRFEXES
At , REEXEEEES AWS CloudShell FIEFE—NETART |, FEPIRE AWS XiF ATIEE shell
SFERIANEWIRETZE, AWS Management Console

INETEMR L THENN AWS CLI EEX Faws configure, Ht , BFEX121T aws configure
BERENHAETEEENXE, R, EEHX AWS CLI s S HBRIAXE , & 9AWS_REGIONIRE
TEBRE, EUTROIF , F us-east-1 B AEMEN X,

Bash or Zsh

$ export AWS_REGION=us-east-1

EEZBRIA AWS X5 E AWS CLI 47
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REFEXECFREANE , BER Shell 2ESRF L ZEERENHMEN, BIE Shell
MEFMAFIRELTE  IEEEEARNSIEPRETN,

PowerShell

PS C:\> $Env:AWS_REGION="us-east-1"

SR 1E PowerShell IR RFFLIREBEHETE |, NI BEFTEREYINSENFENBRNREZE. =
F , WU LB EEZERNBEZH PowerShell N A REHH RN FIE KK PowerShell &£F 18 E1ZE
E, BXEETETENEZEELR , 5 @PowerShell 3244,

EHIAECERRIAXSE , #H&Taws configure list@HSLLERYAIH AWS CLI BB iR,

(® Note

NFHE AWS CLI t s , BUMEARSTRMBERIAXE--region. BXEZER , &
£ AWS Command Line Interface A F#ERH# Command line options.

P USER QL IRER

£/ AWS CloudShellf SH |, &7 LURF X4 EAZ E shell 345, B ATBAM shell IR TE X #F. BX
THEMEEXHNESZER , HZH AT AWS CloudShell,

NTHREFMNEAXHERXBERFDATR , R ZAEFAMFEN G FE 2B XS,

- KRR BRHFHZREBE 1 GB AWS XiF, FAMEREEHERFRH,
- IGETEME IR FRZEESESRARER, BRFEECTEEZR2ANE RS,

/A Important

BHREEREFATHRY Shell 2ENXAREFELHEEFRH. Hl , RREELZIT mv
WETHENXABHER R, RE , T Shell 2FEL R , ZXHREEW,

A3 3T A4 R A Ak 48
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£ Docker

AWS CloudShell TEZ 3l BB 7] 52 X & Dockero {RATLAEEE AWS CloudShellE X, #FEH
1=1T Docker B85, ZAILUEE AWS CDK TE G EBEE T Docker BWEIR , HlE1E T Docker BRERHY
Lambda BE , th AT LAMIE Docker B85 H 183 Docker CLI FFE#3£ E| Amazon ECR EfE, XM
AZETXANBENEASE , FSRUTHE -

« IR : FHIE Lambda B ¥ AWS CDK
o #i2  EEEME Docker &85 AWS CloudShell FFHE #3%X %] Amazon ECR 2 E

BT AKEA Docker H AWS CloudShell L BR &I FNBR &

« Docker EIEHRHZRIGR, MREHENMRBRK , REMEFETEN Docker BT % | N AT&E
28 HELENE, WESETEHMBRGI RE, HXx Docker WEZEE |, 5 H Docker #4315
.

« RELXEXHF Dockero AX Docker XEFHLEXFHHESR , BSH Dock er XiF,

o WREEEA Docker BHEZ A AWS CloudShell , S FAIEEH “SEHEALS 9 , THRNAHE
RIX LR &,

R Docker 49
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£ A AT 15 [R] f£Zh BEAWS CloudShell

AREBN B WA E R FTEB I EECloudShell, ZBAILAERARENETE LARENTE, EEAUEE
M HIAMCloudShell , BIFEFARA/NFFEEH,

#7 SfinCloudShell

EXRRNELARENTE , 5K Tab,

CloudShell& s T FES Ih &k
RAAERTabEL TR TR A -

« ZHEN (BN ) — EHEXT , Kir2BHRENTabBERR A, MELKELKLE , HTabXih
R 48 um B ZhBE o

« SMER— ERERXT , Kin R EHRENTabB AR A, ETabR K NE LARENTE,
EFERGREANSMERN 2B , FEC+M, YIREEZE , #1F : SMEIEREF |, RALUE
FiTabA T3 5 T E R 8.

BRELIHER |, FECUrI+M, HE , BEXZUIERE : S,

(® Note
B8l , CloudShel X iniBI hEETE B BI1RZ LR AT Ao

EREEZEKR/PDFFEEFEZCloudShell
A LA B E XS CloudShell BASE B IR B 0 58 R 1 o

o FERKP— NFEERTRD , D, FE X5, URBANLKBIHNZEAKRD, BERAXERFEERDDY
B Z{ELR |, 5 Mthe section called “B L FE KN,

s FH_HEFREBZREEXFNBEAEET, EXEXFTHETTNEZEE , S Hthe section called
“ERREET,

##4 SfnCloudShell 50
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£ EAAWSHERSAWS CloudShell

) —NEEHFLAWS CloudShellZ , EAIUEAENRSTAEEEAWSES . XERELLEEE
THMNLETEREARMEEILPH, BEEFAWS CloudShell , 2RIE—MNELZEUTAWSHSITIE
MY it EIRE

AWS CLI
AWS Elastic Beanstalk CLI

* Amazon
AWS SAM

mE , HTERELEFAWS , AU TEEEARS 2 EAMEELNIEF. SATERNIERHE
AWS Management Console X ZAWS CloudShell,

MREF N EAMNERIAAWSXIFHAWS CLI, M AT A E R 5 B4 AWS_REGIONIMRZEENE, (BXE
2EE , BSH BELHNEIA AWS XiF 8 AWS CLI, )

AEBWEHRI D EROAFFBEFAAWS CloudShellff ST 5AMEAWS RS #H TR,

AWS CLIFTiEAWS RS HY a5 = 17 2~ 5l

U ROUR AR E AT LAEFAWS CLINRA 2 R REHN S TEANRZAWSRSHH -0, BXTE
P&k , ESH AWS CLI iS5 %,

« DynamoDB
« AWS Cloud9

« Amazon EC2
« S3 Gla

DynamoDB

DynamoDB R —HI5t £ EH NoSQL BIEFE RS , REREM A N EEE , BRI LT R,
ZARSEH NoSQL LM X IFRE M X EBIEL W,

LA TFcreate-tablefn S8l —MEUERAWSIKF iy &MusicCollection® NosQL B &K,

aws dynamodb create-table \

AWS CLIFF%EAWS RS 89 655 17 =l 51
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--table-name MusicCollection \

--attribute-definitions AttributeName=Artist,AttributeType=S
AttributeName=SongTitle, AttributeType=S \

--key-schema AttributeName=Artist,KeyType=HASH
AttributeName=SongTitle, KeyType=RANGE \

--provisioned-throughput ReadCapacityUnits=5,WriteCapacityUnits=5 \

--tags Key=0Owner,Value=blueTeam

BEXREZEER , 52 M (AWS Command Line Interface i FF#§R) AWS CLIF#Y “fEF DynamoDB”,

AWS Cloud9

AWS Cloud92 —#ETEHNEKF ZRHE (IDE) , TATEINRBEAFRE, STHEHRB, %
HREEARBEEER. BilsRmNLRE

LA TFcreate-environment-ec2is S EMAEEREQIZEAWS Cloud9 EC2 FAHE, ©RH
Amazon EC2 3£ , REMNEHIEEFIRE,

aws cloud9 create-environment-ec2 --name my-demo-env --description "My demonstration
development environment." --instance-type t2.micro --subnet-id subnet-1fab8aEX --
automatic-stop-time-minutes 60 --owner-arn arn:aws:iam::123456789012:user/MyDemoUser

BEXEZEER , HSFEAWS Cloud9mi$ 175 %,

O

Amazon EC2

Amazon Elastic Compute Cloud (Amazon EC2) 2 —1 Web ;% , Rt Z£ BBV RITERE,
ZIRFSEERBEMNZAERTITENEE, AJHE M4,

LA Frun-instances#n S VPC IEEFM P EZ) t2.micro L4 :

aws ec2 run-instances --image-id ami-xxxxxxxx --count 1 --instance-type t2.micro --key-
name MyKeyPair --security-group-ids sg-903004f8 --subnet-id subnet-6e7f829e

BEXEZEER , 2 (AWS Command Line Interface B ERFY AWS CLIHEY “fFH Amazon
EC2",

S3 Glacier

S3 Glac# S3 Glacier Deep Archive e  —fh& £, A B AMRIKA Amazon S3 Glacer

Ll TFcreate-vault@sIBT — 1M XHE , —MNEATEHMENES

AWS Cloud9 52
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aws glacier create-vault --vault-name my-vault --account-id -

EXEZEELR | i5ZHAWS Command Line Interface P #8EAWS CLIFHYEH Amazon S3
Glacier,

AWSElastic Beanstalk

AWS Elastic BeanstalkCLI 12t TR E , UFR{LMNEREHECE, EFMEERENGIITR
H, EXMERT , MEREEITNARFRANAWSHERNES,

LA Rcreate®<1E B E X Amazon Virtual Private Cloud (VPC) 812 — NIk,

$ eb create dev-vpc --vpc.id vpc-0ce8dd99 --vpc.elbsubnets subnet-
b356d7c6, subnet-02f74b0c --vpc.ec2subnets subnet-0@bb7f0cd, subnet-3b6697cl --
vpc.securitygroup sg-70cff265

N

EXEZEER |, 52 (AWS Elastic Beanstalk F X A R¥EF)Y H M EB CLI i HSE,

Amazon ECS CLI

Amazon Elastic Container Service (Amazon ECS) i {THH (CLI) BEHZANERT T, XERSE
EELAARFTF KRR ECE, EMMNEREERNTSHERE. (Amazon ECS £H# RIS HRSHZ
HoEH, )

AR configure@i¥ Amazon ECS CLI BEE NI B NIVER Bl Becs-cli-demo. WHEMERF
FAFARGATE#E R HFecs-cli-demoE B EMINE K B us-east-1 region,

ecs-cli configure --region us-east-1 --cluster ecs-cli-demo --default-launch-type
FARGATE --config-name ecs-cli-demo

BEXEZEE |, %2 Amazon Elastic Container Service FF X AR IEREF B Amazon ECS 5175
Z,

O

AWS SAM CLI

AWS SAMCLI 2 —F#EAWS Serverless Application Model# M N A FRE LETHHTIE,
BUERAECRITZIES, ERE8FEERMER Lambda BB, NENERSSHBNAEFCIEDE
BURFENT RS BB AREFEBEEAWS =K,

AWSElastic Beanstalk 53


https://docs.aws.amazon.com/cli/latest/userguide/cli-services-glacier.html
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https://docs.aws.amazon.com/elasticbeanstalk/latest/dg/eb3-cmd-commands.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/ECS_CLI_reference.html
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UTinitd S EALTNSBIENSBELERNBLHTE SAMIE :

sam init --runtime python3.7 --dependency-manager pip --app-template hello-world --name
sam-app

BXEZEER , 551 (AWS Serverless Application ModelFF X A R 15F) K AWS SAMCLI @75
&%,

AWS SAM CLI 54
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https://docs.aws.amazon.com/serverless-application-model/latest/developerguide/serverless-sam-cli-command-reference.html
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TE HREYAWS CloudShell& [

RET LB E AR AT IS EAWS CloudShell 2%

- BERR  ROTITREFI ANZINZIT.

« FHhARD  BEBTITXAHKRN,

- BeER: EReNRE T ZFETIHR,

o RERW  FRRKA TR , ZWREBEREGERW ST oI E#TRIE,
« Tmux BISEIRE : A tmux JRIRERE , ERREZNIFFHNRS

RAT LB AT AR RIRM shell TR R 3 B C VRHENIE RS 3 shell BIAS,

M HITERD S MNET R

BYMGTITRERDI NS IERRSEITZSIBT.

tl
gl
i
S

(® Note

IFAZMNRERE , BB R HAEERPHNERMNERERE — P BLENET+, &7
BB GE R “RABRIF"xFE , LTt XEMHZL,

ERITHUARUA TR —HRERR:

o FTEIRTF AR TRERSHEIF FL RN —MEET .
© ORAT @ EHBDESARE T F BT RN — NI
« DS  EEHEUEINATRF LM F PRI — R TR .

WMRZEEFE , TEREEREMETF , BRIEFBEMETF, BRANEES REKRN DR
&, REEREHHES BB A/NRE MR DEB KN

Bl F RN

AR/ T AT SR E P E R AR KD,

FHBTERD RS NETF 55



AWS CloudShell

RAriEmE

1. EEHAWS CloudShel & iRiRE , BIFIRE , BiEI.

2. BEXFAN. FELERRD D, FE, A5 URBAM.
B EESR

ESSTRENZENREEEZRIR,

1. EEHAWS CloudShell & , sIFIRE , BiET,
2. EBRIEALRBE,

X ZATXAER L2/

Safe Paste —HZ 28 , CRIERMRBIEEMIEE shell PR ZITXARE S
TR EHINXATESERBHNRE , XEREDLMEANFTIEFTHNEINITN.

B, MNE=

“REMW XNEEETEEFIHEMRNTEXR, NRENTFERENKRRBIEAE , HIARME.

Warning: Pasting multiline text into AWS CloudShell

Text that's copied from external sources can contain malicious scripts. Verify the text

below before pasting.

import sys
x:int[;.ﬁ. MU T
y=int(sys.argv[2])

2:int{§}f§. HB]}
total=x+y+z

print("The total is"total)

Always ask before pasting multiline code

BANEWER A Safe Paste UHRMATNEEREXK, BUUBELEFEIT BHXALLIREERR

B, BRZEHENERRZE/H,

EAREER
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FEAtmuxE|&iEiRE

AWS CloudShellfE A tmux HEANHZ MR B|/ETF LMELTE, MRERFFN L LD+ |, ©F
MELHNLE  EFXETNFEDIRES. BRESZEE , TERLERE

FEAtmuxE|&iEIRE 57
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AWS CloudShell £ 5% VPC R {E A

AWS CloudShell E#FAE = (VPC) E&EEB E VPC 812 CloudShell 3£k, XT84 VPC IR |
A S B — VPC, BIMFRURRBKEZSENLZE4H, AWS CloudShell #75& VPC BIMKXELE |
8% 5 VPC R EAB T IRER — 1 F M AWS CloudShell 2 A HEEIIXLERIR.

&8 Amazon VPC , B L EEE YN EZERENEUMEHEZ AWS BiR, XNMEUMZEEE

BIREAROLFEITHESEMNEIREMEL , AR GREEAN T EEMREANMLE AWS, X VPC
NEZEER |, BESHEIS# Virtual Private Cloud,

R AERR

AWS CloudShell VPC ¥EH LT BRE :

« BN IAM ZERARZAUGEREA VPC 3HiE,
« BEZALLA VPC BB AENLTS4A,
o IBFEETE VPC SREBEFRER “RE” EEF M CloudShell E&MTEIEIR,

® Note
AT BAM VPC 3R EEH TH XM , XEREAUUBENLEAM CLI TEBRIEBRMAO/M A,

* VPC MEFXFKAFHE. FREREELN, BHREXELERE , HIENE B FFHEMER,
&8 AWS CloudShell IMERBHEFE VPC FMHFaEEET BB,

® Note

EINERT , @ CloudShell VPC SMEDELAE IP sk, ERAE FRHGIERN VPC 3HRE
MBRAXREBENGFAERERBE Internet Gateway , M EFR AL EEN  BEET
P 4& th hk #5302 (NAT) INFAE FR AT AR N BERM, ELEFAE FR A AIZEMN VPC IR
FaLlipR AR BEERMN,

o BREMIKFIEMEIEE CloudShell 348 |, AWS ATAHIRE T E EHE E X AT BRSS B M & 15 8] 41X
PR -

« Amazon S3

« VPC i =

RIERS 58


https://docs.aws.amazon.com/vpc/latest/userguide/what-is-amazon-vpc
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¢ com.amazonaws, <region>.ssmmessages
¢ com.amazonaws. <region>.logs

¢ com.amazonaws. <region>.kms

* com.amazonaws, <region>.execute-api

* com.amazonaws, <region>.ecs-telemetry
¢ com.amazonaws, <region>.ecs-agent

¢ com.amazonaws, <region>.ecs

¢ com.amazonaws., <region>.ecr.dkr

* com.amazonaws, <region>.ecr.api

¢ com.amazonaws. <region>.codetalyst.packages
* com.amazonaws., <region>.codecatalyst.git

« aws.api.global.codecat

ETTEBIE R VPC B B R R HIXY X L w1 KRRV AR

#]% V CloudShell PC ¥
FREM

BN ERERXIIRMESEN IAM RS REGIZE VPC I8, B<BHEIZ CloudShell VPC IR EHI X R
HNEZEE |, FSthe section called “BIEZFME A CloudShell VPC HEFFER IAM R,

#]7 CloudShell VPC #}i&

£ CloudShell #ZHl&THE L |, i£# + Bfr , RENTHUREFEECE VPC HE,
62 VPC BMERE L , ERFEP R AL VPC M B,

MERFE R (VPC) THIFIRF |, EHFE—4 VPC,

M FR ThFIRSP | ZE—-NFH,

MNE2BTHIRD , ERESEEEN VPC BN — MBI RL4A,

o & 0N~

® Note
BERZALEREE MR EH,

6. EFECIEUGIREN VPC iR,

#12 V CloudShell PC 8 59
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7. (TR ) EERRME, AREREFFAFEAEEFCEN VPC IENEHAFE. £H VPC IR
BH P it B RERTITRRATF,

BXRER VPC IMEMER , BRI HBER,

SIEZFBFEA CloudShell VPC HBFTFER IAM R

EH|ZMFE A CloudShell VPC I8 |, IAM EXE R AMAFIFREIEETF VPC B Amazon EC2 X fR, &
THEHTRIERMER VPC BREFMEM Amazon EC2 R,

EHE VPC I8 , 2L LNAEN IAM FHBATDELLT Amazon EC2 R :

* ec2:DescribeVpcs

* ec2:DescribeSubnets

* ec2:DescribeSecurityGroups
* ec2:DescribeDhcpOptions

e ec2:DescribeNetworkInterfaces

* ec2:CreateTags
* ec2:CreateNetworkInterface

e ec2:CreateNetworkInterfacePermission

BINNERWEIE

» ec2:DeleteNetworklnterface

@ Note
WA REAR 2NN | BiIX2EEH CloudShell 4|2 ENI %R ( 3 CloudShell VPC #35

BIZ# ENI ¥ EManagedByCloudShellZ4A#RiC ) FTAEN, MERBALNE , NXARAES
)X CloudShell VPC SREME A G FaEE ENI BiRo

BIEHM A CloudShell VPC FMEFTER 1AM X IR 60
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RF 52 CloudShell JHRIAPR ( 21& VPC 1HEIAER ) BY IAM KR

LTREIERIAERAZEMNR , BFEX VPC B1ARIR CloudShell :

"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowCloudShellOperations",
"Effect": "Allow",
"Action": [
"cloudshell:*"

1,

"Resource": "*"

"Sid": "AllowDescribeVPC",

"Effect": "Allow",

"Action": [
"ec2:DescribeDhcpOptions",
"ec2:DescribeNetworkInterfaces",
"ec2:DescribeSubnets",
"ec2:DescribeSecurityGroups",
"ec2:DescribeVpcs"

1,

"Resource": "*"

"Sid": "AllowCreateTagWithCloudShellKey",
"Effect": "Allow",
"Action": [
"ec2:CreateTags"
1,
"Resource": "arn:aws:ec2:*:*:network-interface/*",
"Condition": {
"StringEquals": {
"ec2:CreateAction": "CreateNetworkInterface"
1,
"ForAnyValue:StringEquals": {
"aws:TagKeys": "ManagedByCloudShell"

}
iy

& F5E£ CloudShell 77 EX PR ( ‘@23F VPC iHRIXFR ) B9 IAM KB 61
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{

"Sid": "AllowCreateNetworkInterfaceWithSubnetsAndSG",
"Effect": "Allow",
"Action": [
"ec2:CreateNetworkInterface"
1,
"Resource": [
"arn:aws:ec2:*:*:subnet/*",
"arn:aws:ec2:*:*:security-group/*"

"Sid": "AllowCreateNetworkInterfaceWithCloudShellTag",
"Effect": "Allow",
"Action": [

"ec2:CreateNetworkInterface"
1,
"Resource": "arn:aws:ec2:*:*:network-interface/*",
"Condition": {

"ForAnyValue:StringEquals": {

"aws:TagKeys": "ManagedByCloudShell"

"Sid": "AllowCreateNetworkInterfacePermissionWithCloudShellTag",
"Effect": "Allow",
"Action": [

"ec2:CreateNetworkInterfacePermission"
1,
"Resource": "arn:aws:ec2:*:*:network-interface/*",
"Condition": {

"StringEquals": {

"aws:ResourceTag/ManagedByCloudShell™: ""

"Sid": "AllowDeleteNetworkInterfaceWithCloudShellTag",
"Effect": "Allow",
"Action": [

"ec2:DeleteNetworkInterface"

]I

"Resource": "arn:aws:ec2:*:*:network-interface/*",

& F5E£ CloudShell 77 EX PR ( ‘@23F VPC iHRIXFR ) B9 IAM KB 62
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"Condition": {
"StringEquals": {
"aws:ResourceTag/ManagedByCloudShell": ""

£ VPC SRR IAM A4 HE4HR

WA LATE VPC REEHEA CloudShelisE&RMHZER , NEMN VPC INERMFANNRRIZS], Bk
LHEE VPC MR LAERAMTeEEAN FRANZ LA,

CloudShell 7£ IAM REEHR ZIF AT R448 -

e CloudShell:VpcIds— AFHIEL -2 VPC

e CloudShell:SubnetIds— AFHEL —PHZNFH
« CloudShell:SecurityGroupIds— RFHIEL — I RZINLLA

(@ Note

MEBEH T BRI E 2L CloudShell FRER B B9 BR LA 18 A0
F¥cloudshell:createEnvironmenti@EMBRS , M41AR R LAH R HIEH A HIFE,
BR , MREEBIEREFLRHE IAM K HZBMAIXNINE 2 HIRFER T RAPR , A5 E
FERIZREIER IAM KBE , RAEEREIKS PHEA CloudShell AP #EE A CloudShell Web
P RME (324 - MR CloudShell 338 ) FoIBRIMAE LN HIRE,

A AT VPC REM AR RO K

T ROVERIAFRGEREAT VPC RE, cIZEAMERFINKEETE , NERASSAGH I
REEEA,

FRAFXEIE VPC SRR FHIEL SR LN HINE
ABRAF REEBIE VPC TR | BEAELRR , AT RHIFTR :

{

#E VPC HE R 1AM 542 4A 63
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"Statement": [
{
"Sid": "DenyCloudShellNonVpcEnvironments",
"Action": [
"cloudshell:CreateEnvironment"
1,
"Effect": "Deny",
"Resource": "*",
"Condition": {
"Null": {
"cloudshell:VpcIds": "true"

LA FRSEN VPC, FRRZLA

EE4 AP IGRYSE VPC , E# A StringEquals & cloudshell:VpcIds 4B, AT RHI
164 P iBRlvpc-1Fvpc-2 :

"Version": "2012-10-17",
"Statement": [
{
"Sid": "EnforceOutOfVpc",
"Action": [
"cloudshell:CreateEnvironment"
1,
"Effect": "Deny",
"Resource": "*",
"Condition": {
"StringEquals": {
"cloudshell:VpcIds": [
"vpc-1",
"vpc-2"

HHAT VPC REM R REY REIK 64
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B AP BRI E VPC , i A StringEquals % cloudshell:SubnetIds &AM E, T
RBIIEL A F ik Rlsubnet-1fsubnet-2 :

"Version": "2012-10-17",
"Statement": [
{
"Sid": "EnforceOutOfVpc",
"Action": [
"cloudshell:CreateEnvironment"
1,
"Effect": "Deny",
"Resource": "*",
"Condition": {
"StringEquals": {
"cloudshell:VpcIds": [
"vpc-1",
"vpc-2"

BELAFIBRYE VPC , iB# A StringEquals 8% cloudshell:SecurityGroupIds $&4HY
B, UTROIIELAFARIsg-1Msg-2 :

"Version": "2012-10-17",
"Statement": [
{
"Sid": "EnforceOutOfSecurityGroups",
"Action": [
"cloudshell:CreateEnvironment"
1,
"Effect": "Deny",
"Resource": "*",
"Condition": {
"ForAnyValue:StringEquals": {
"cloudshell:SecurityGroupIds": [
"sg-1",
nsg-2"

HHAT VPC REM R REY REIK 65
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RIFRAFEEERSE VPC BERRR

EATAFIBRYE VPC, StringEqualsiEFEAK Ecloudshell: VpcIdsHRH4ME. UTRHIA
FHRPERvpc-1Fvpc-2 :

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "EnforceStayInSpecificVpc",
"Action": [
"cloudshell:CreateEnvironment"
1,
"Effect": "Allow",
"Resource": "*",
"Condition": {
"StringEquals": {
"cloudshell:VpcIds": [
"vpc-1",
"vpc-2"

EATAFHRYSE VPC , StringEqualsiEfEAR Ecloudshell :SubnetIds&HME. UT R
5 7 B P if Al subnet-1fMsubnet-2 :

{
"Version": "2012-10-17",
"Statement": [

{
"Sid": "EnforceStayInSpecificSubnets",

HHAT VPC REM R REY REIK 66
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"Action": [
"cloudshell:CreateEnvironment"

1,
"Effect": "Allow",
"Resource": "*",

"Condition": {
"ForAllValues:StringEquals": {
"cloudshell:SubnetIds": [
"subnet-1",
"subnet-2"

EATAPBRSBE VPC, StringEqualsiE®EAK Ecloudshell:SecurityGroupIds&HH
B, UTRBIAFAFIAESsg-1Msg-2 :

"Version": "2012-10-17",
"Statement": [
{
"Sid": "EnforceStayInSpecificSecurityGroup",
"Action": [
"cloudshell:CreateEnvironment"
1,
"Effect": "Allow",
"Resource": "*",
"Condition": {
"ForAllValues:StringEquals": {
"cloudshell:SecurityGroupIds": [
"sg-1",
nsg-2"

HHAT VPC REM R REY REIK 67
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AWS CloudShell VPC Xz #5HY X1

AWS CloudShell {R AT XiE 2% VPC 3%

- XEFR (BXR)

o XEKRE (HERLMILER)
- XEEE (BBRM )
« TAMKX (FX)

« TAMKX (EKE)

« WAMX (FIK )
 Asia Pacific (Tokyo)

- MEKX ()

- BMX (EZRE)
- BMX (ZRZE)

- BUMX (2F)

« BN (BE)

- MEM (ERF )

AWS CloudShell VPC X ##Y X 18 68
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&4 AWS CloudShell

=Z £ M —BE=R Amazon Web Services (AWS) WEHFZE, EN AWS BF |, BaLIZRTERAHRE
REPLREPBRBEALNERMEENBRERONMEEY, RN FHEHAE AWS HRE, =E
HEEXFHERNENZEMNZPHN LS,

TRE — AWS AREFE1T AWS ZHRFENFAAERSWEMENY , AN ERBAULREEHNR
Fo BIMNZeREREHZE AWS |, ENAWS &M RIN—8 % , E=F =it IHE RN A MEKIE
BNRZEN BRI,

DiRRE — BCHREBHEERN AWS REUAREMRZFRE , SFEHEAHBE, AANERUK
TR R EENEA

AWS CloudShell B3 & X#FREE AWS BRFER/ D IEREER. AX AWS BFREER &
PFIAWS BRFSZEXHERAEMER T E AWS M TESEEAKIAWS RS,

&

LT EB@EENBUNAHITEE AWS CloudShell BUH 288 Z 2 A H M B #Ro
£

s PEEIERT AWS CloudShell

« @A T AWS B Identity and Access & CloudShell
o BFMEEE AWS CloudShell

o SHHERIE AWS CloudShell

« )7 AWS CloudShell

- FREAZEZEZ S AWS CloudShell

o PREEFMIEE D H AWS CloudShell

s UTHHENEZEHESEEK AWS CloudShell

« AWS CloudShell &4 & I 7] & R 2

I EHIERD AWS CloudShell

7 AWS EREERER T HHNEIERF AWS CloudShell, MIAERFTIR AWS | ARRFIZITAE

NEHERERMZHY AWS Cloud, BRFTLEF W REFMLEMBEN ENABTNERS, LEATERE
Y AWS BRS MEEBEENEERES. BXBBERMNESEE , FSRBERLEILRE, BX

BiRR 69


https://aws.amazon.com/compliance/shared-responsibility-model/
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RONEBIRRIPER |, B3 8 AWS Security Blog £ AWS Shared Responsibility Model and GDPR
BEXE,

HFBEERF BN , RIONEBUUERT AWS Ik ZIEHEH AWS IAM Identity Center 2% AWS Identity

and Access Management (IAM) RENARAF. X , 8MNAFPRREBETHIERRAMENNR,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_variables.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_your_service.html#your_service-policy-keys
https://docs.aws.amazon.com/service-authorization/latest/reference/list_your_service.html#your_service-actions-as-permissions

AWS CloudShell AFiEmE

ABAC AIREBKWIMEHPIERH , AERKEELFEBAER T AT R ER .

ERETHRZIEHERE , BEEMFEH aws:ResourceTag/key-name, aws:RequestTag/key-name
= aws:TagKeys ZRUHBERBANZHTEPREFRZIER,

MRENMRSN TENRRREBIIGAEX=A&MGE  WNTZRS , ZEAR. IRENRSX
NT WO RBRREZBFRAEX=ZAZAHE , WZENTD.

BX ABAC WEZER,EZHR (IAM AFiEr) FMHTALZE ABAC?, EEFIRE ABAC TRV
2, BESHE IAM BFER) dMERETEMEMHE MRS ( ABAC) o

m BHiE 5 CloudShell

X FFim et EIE =

HREA IR R R , BL AWS RS TRER. AXESER , SEWLE AWS RS ERTIE
BHES |, B IAM BFEBFHNAWS S 5 IAMBEEANER.

MREEABRAF B MBB AN EM S EZEF , W AWS Management Console £ A 2 IGBHE$,
flan |, HI® AWS AL TR E SEF (SSO) sEE#tTihReR |, Z3BSBatIBIRFHESR, HE
AP amaREfs  ARYMRAGH  BESEHARIGHEILE, BXURABGHNEZER , HSH
(AM AFER) PTBREIAE (2BFE ).

IETIBAEA AWS CLI 5 AWS AP Fa1 12 IREHE R, RJE , 87T S A X LI BHE B 34T 15 9]
AWS, AWS BUEEHAERGIES , MAREARBLREA. BXEZEER , 55 H IAM £
I B %2 £ XK

LIREIR A G | RISEATRNIRE, BTFEER— AWS CloudShell SRE R A E,
¥ X5 £ 1% CloudShell

XEFERIBEKE (FAS) a

HEER IAM BFRBeEFRITRIEN AWS , EEUANERA. EARLERSH , AT —
MRIE , ARMREEEMBEBRSHEH S —MEE. FAS ERAAAZRANNRUKE AWS RS @ T
RS R HIERBER. AWS REIAFIRFSKIFESHM AWS RS REFRXE S BESTRRIER
B, F2RH FAS iR, EXMBERT , BLMEBERITXAMRENNIR, BXAKH FAS 1EREH
RS , BERER TR S,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html

AWS CloudShell AFiEmE

CloudShell WIRS A&

xEFERFAE )

RE AR —TRSEE, KRREWTREN IAM A€, IAM EER AT IAM RO, SR
BRERSAG. BXESZER , E5H (IAM AFERE) PHIER AWS BRSERNENAE.

/A Warning

ERRS AR ATEL M CloudShell 2188, RATE CloudShell IR R EIE S 1T = 4RiE
BEAE,

KRS H < A CloudShell

XFRFSHEXAG )

REEXAERE-—MEEINBESAG. AWS BRSERESFSTURARRENITRENAE, RSEX
AEHRELEND AWS K/ , HFEARSHE, IAM EE R ATUERENEREBERSHEXS BN
PR o

AWS BT BB K& =45 CloudShell

RINERT , BRNARLTNEIERIE N CloudShel &R, A1t FEEHR AWS Management
Console, AWS Command Line Interface (AWS CLI) & AWS API }11TE%. ERFRAFRAERR
PATIRENNIR , IAM EE G AT UG IAM Kk, EEABSANOMAGRM IAM K& | AR AR
AAE,

BT R fERAX LIRS JSON REEXAHBIRET IAM FH MK | 28 IAM BFEREHr 612
IAM KR,

BXH CloudShellEXHIREMEBREE (SFESHEREXEMN ARN XX ) WiFHAEE , E5 R
EZEBNS#E) CloudShellF#) AWS #B4E, FRIEMEZHZAE,

£}
- REERESKE
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_your_service.html
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 f£/ CloudShell#Z %l &
- AFAFEREMITESHNR

REERIEREK

ETHNNERBRE T EARSWAEENIKSH I, HEMER CloudShell BiR, XLEERERRE
SfF AWS IKFFERA. tIZREEET S HONREEN |, HEEUL T ERMEI

- FaER AWS RERBEH EORKENRNE — EFBEAAFMIEARR TR , EERANTFS
ERAFIRFRRHAWS EEREE, SIEMRBRARTH AWS IKF, BRITEEEDE LAY
BEABIEN AWS BEFRREREKH —DHPONR. BXEZER , E55H (AM AFERE) B
AWS FEE RIS T/EIRBEMNAWS EE K.

o BIARIENIR - EFEA IAM REZENRE , BRBRFHRITESAENNRE. At , BELENX
ERERHTIUNEBERFRINTWRE , tHMNRENRREFT, BXRER IAM NAXRBRHNESE
B, BEZH (IAM AFiEmE) T8 IAM PR FRR,

« R IAM SRBE AR A9 SR 3 — 25 BRI 15 18] AR — 483 AT LA 8] 5% B 78 00 5 44 SR BR 46 3 R AE RN B R A9 15 180 o
Bl |, AT LURE R4 RIEESAMER SSL EREFIEHER, NMERSBRERBEIBENSNE
FAEY | Ut BT BASE R R SR IR T30 IR SSHRAERY U7 (BRI BR AWS BRSS |, 30 AWS CloudFormation. &
XEZEER , EZ2H (IAM AF1ERE) P/ IAM JSON RETE | &,

- M IAM Access Analyzer BiEZH) IAM KB | UBFRN RN LM IhsEM — IAM Access
Analyzer 2B UEFT RS MM B R , LARIXBAS IAM REEIES (JSON) M IAM FEXREK. 1AM
Access Analyzer 12t 100 ZTRBREM AIRIENEN , UBHEFELL ATIEMHRNER, &
XEZEER , B2 (AM AF1ER) B IAM Acess Analyzer RS,

- FRZEHHRIE (MFA-OR AWS KF BN ZRFE IAM AFSRAS , BEA MFA RE X
2, EEEAA AP BRENEE MFA | B MFA REFMEIZHN KT, BEXESER , B3
51 <IAM A $ER) PREES MFA R HY API T51F,

BX IAM AHSEESBRIESES | 528 (AM AFER) i IAM R4 SETE,
£/ CloudShell¥ 4l &

Ei7[F AWS CloudShell & |, B4ARE —EARENR, XERRLAAFETIHNERTFTXEN
CloudShell BRIREVIFMES AWS K, MRGIBLEMFENRZENREAN=HRNET HORIRE , N T
BN T ZRREHISEAE ( AP RAR ) | BHESRTEERTHIERET,

NFREA AWS CLI 5t AWS API WA, BEFNEREFEEZHENR, R , _IRFHREH
ZIAMITHY API RVEM TE RV IRAE,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
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RNERAFPMAGMATLUER CloudShell #2444 |, EEERF CloudShell
ConsoleAccess@ReadOnly AWS EE R INEIEE, BEXREZELR , FZH (AM AFE
Y FE AP RIER,

RTFAFEFMITE S KR

ZRBIRER T BRI KRS LAY IAM AR EEHRMNAERAF SN ABRMITE R, WERES
FEERS A LSRR AWS CLI 58 AWS API BURTE S 5T BRI IRER R,

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

I
{

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,

"Resource": "*"

}
]
}
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console
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Xt AWS CloudShell & 15 #1177 8] 3# 17 X FE HEBR

AL TEERBEE W FAIEEEFER CloudShell 1 IAM B AJREXE S /Y 32 I 18] &2,
£ Ui

« BRENIELULTMNERITERIE CloudShell

o BRIEINIT iam : PassRole
o RAEARFREIUINA AWS Tk 151RFK K CloudShell &R

EERELLTLERITIEIE CloudShell
MRBRFNEIRIETR | REETUATEMNRE | WEXAEIHEB A FRITIZERE.

% mateojackson IAM AR ZREAEGEHAEEETEEXEM my-example-widget BRNIFHAEFER ,
BFHEEN awes: GetWidget RS , 2K EUUT REI4EEIR,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
awes:GetWidget on resource: my-example-widget

FELBERT , BIERH mateojackson AFKIKE , LAVHER awes: GetWidget BAEEE my-
example-widget &iRo

MBBEERE  FHRRAEHWAWS EEG, FNEEBRASRHEFZEILEN A,
LI 1T iam : PassRole

MREBWEEERBEE , BTRETLNMITiam: PassRolelRE , MIAMEHFREHNKBUALA T RN AL
i# 45 CloudShell,

BE AWS S AR AGKEL1ZRS , MAREIBRMNBRSALIRSHEXAR, it ,
BB MERF A LS RSINR.

HERNW IAM AP marymajor=idEAEG A EPIITEREN , 2HILAT REIEE X CloudShell, B
=, REYMEERSASARTHNRS JHTIERAE. Mary TEEFAGLE SRS HRR,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole
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EXMERT , XIEH Mary B KB L A F#EINAT iam: PassRole #1E,

MBHREEHE | BHREN AWS TER, FHNTER ZEMEIEITNA,
EERLITFRUNA AWS IKF 5 R I CloudShell &R

FAatE—1Ae  WEEMKFPHNAFSIEELANARTUERZABKRGRIEHRIR, &0
LUEEWESER , TUEEAG. X TXHETRFMNRBEHHFEFZIR (ACL ) KRS , &R
£ X LR B A 2R T8 R IRAY U5 R X o

ETHREZER , BZRAUATHRE :

- ETHED CloudShell X#EFXLIhEE , FSRAWS 2017 CloudShell 5 IAM &,

s ETHRIMIEMNSBENZGENIFENE AWS KPR |, 5[ 1AM AFEETRH [ EEE AWS
KPS —1 IAM B PR E AR,

« ET7RINAMEE = FRETEH RN IFRINEE AWS K/ | 556 IAM BFiEET N mE=H12
BiARIBR, AWS K

- ETHRIMBENKE SEHRIERMAHENR , F5H (IAM AFERE) FH AL SN E PRI
BAF (BRESHRIE ) BEFRIE,

- ETHEAACNETRRNRBIHTERKFFEZBENES , E5H (AM AFER) 8 1AM
rh Y K PR G 1R .

£/ 1AM REEEIE AWS CloudShell 58] FERAER

f&Bh AWS Identity and Access Management (IAM) IR G RIEERR , EEATME IAM AFRKRT
PR, XA , XL PR A BLA R AWS CloudShell M AR ERIHEE. BEAEATUBREE , 8
MR R EIEEIX L P A BATE Shell FRE 1T HRLRE,

EEAMAFARTIHENRARREEZRET AWS HERMK, AWS HEXEKE 20 AWSHENE
ERIM KM, ATH AWS EEXRM AWS CloudShell TTEAF INE 1AM & 145 -

« AWS CloudShellFullAccess : &ZF R , 3 AWS CloudShell EEX B IEER ST £ 15 R
BRo

ZAWS CloudShellFullAccess R EABERF (*) kTTF IAM 54 ( AP, ABH
¥4 ) X CloudShell MIZhEEMN EL T RNRE, BRLEFRBNEZEE | HSHRAWS
CloudShellFullAccess {AWS EXKHBAFEE)
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSCloudShellFullAccess.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSCloudShellFullAccess.html

AWS CloudShell AFiEmE

@® Note
WA LB EFLUT AWS EERKKEH IAM 51 CloudShell, B2 , XLERRIBME T I ZHIR
R, At , RINBWENEXLERENT IAM APFNIELEEM4TTLHNBERTFEFIXLEER
B o

- BER N IAM AFRHEZEEHRNR , FAVEEIE S TURSS M7 R E RN R
AWS,

- FRESHAF : £ IAM AP gEBRITNARFTRES , SIBNEE X AWS BAE N
AR R R RS

BXUNA/REERBHNBENZENESZER , F23H 1AM AP BB IAM 55
PR (#ZHE).

AWS CloudShell £ B E KB EE R TFHIRIE

EEE |AM A T BUAITHYIRIE CloudShell , 812 A CloudShellPolicy ¥ & B85 M1 B
NEKREE, BE , REBBRAEEXIAM B (AP, 4586 ) PR RBEKE,

Bilgn , EELLR Y IAM B 15 1R CloudShell |, {BFE LE 413 & B T2 %K CloudShell BMEIE+ AWS
Management Console,

/A Important

E AWS CloudShell M/E31 AWS Management Console , IAM F P EE#HITLL T IRERN
bR :

e CreateEnvironment
e CreateSession
* GetEnvironmentStatus

e StartEnvironment
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html#jf_administrator
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html#jf_developer-power-user
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-attach-detach.html#add-policies-console
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-attach-detach.html#add-policies-console

AWS CloudShell AFiEmE

IR ANEY KBS RBATE AAFH A —TURME | MIELZ R B SIRE IAM RRHEIR
CloudShell,

AWS CloudShell #XB&

A X 2R TR R EEF3 CloudShellld ?
cloudshell:CreateEnvironmen #12 CloudShell 3735 | =
t £ £ CloudShell iFFF A

RRRAFE , HHEkE
Web BEABFHNIHEHE
RIFEFW. WRERAH
B *{H{XResourcey H#f
Ry {Ethe section called
“SERAT IAM K&K R

CloudShell”,
cloudshell:CreateSession MiE#Z| CloudShell 3~ =

¥ AWS Management

Console,
cloudshell:GetEnvironmentSt EEY CloudShell SMEHIR 2
atus o
cloudshell:DeleteEnvironmen Ml ER CloudShell ¥53%&, ra

t

cloudshell:GetFileDownloadU ERALEEMW Amazon S3 &
rls M1t , AF CloudShell &
& CloudShell MTREE T
HX ., XFERTF VPC
%,

cloudshell:GetFileUploadUrl ERALEZMN Amazon S3 &
S M1t , AF CloudShell &
& CloudShell Tt 5@ £
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AN Xt B 1R F R &Y Rk FEZ3) CloudShellld ?
X, XFERATF VPC
HiE,

cloudshell :DescribeEnvironm HIRINE, B

ents

cloudshell:PutCredentials FHATERNERRE B

& AWS Management
Console |, CloudShell

cloudshell:StartEnvironment B E{= LR CloudShell =
RiE,
cloudshell:StopEnvironment ZIEIEFEIEITHY B

CloudShell ¥3%,

EAT IAM KBEH R4 CloudShell

LA 7R 4515 BR 4] ) 22 5% B Sk PR I 1 BT LUK [R] CloudShell, X LE/RBIE £ /R AJ 7 Shell FEHHAITHIR
.

BT BURE HI T2 E48 1517 CloudShell R EIhEE,

{
"Version": "2012-10-17",
"Statement": [{
"Sid": "DenyCloudShell",
"Effect": "Deny",
"Action": [
"cloudshell:*"
1,
"Resource": "*"
1]
}

LT AR IAM BF 15 , CloudShell B2 IE{1ER B F X4 LEMTHNWTAZE URL, AR
AT LU S AR BERE | BlInfEA wget EEF iR,
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"Version": "2012-10-17",
"Statement": [

{

"Sid": "AllowUsingCloudshell",

"Effect": "Allow",

"Action": [

"cloudshell:*"
1,

"Resource": "*"

"Sid": "DenyUploadDownload",

"Effect": "Deny",

"Action": [
"cloudshell:GetFileDownloadUrls",
"cloudshell:GetFileUploadUrls"

1,

"Resource": "*"

]

PR 3R BE Ao 1AM A P #4718 CloudShell, B2 , ZREEZILHEATEZINEREZ X AWS
Management Console | CloudShell 3858, ERALLERHN IAM AFRFZETHPFHEEILED
CloudShell,

"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowUsingCloudshell",
"Effect": "Allow",
"Action": [
"cloudshell:*"

1,
"Resource": "*"
b
{
"Sid": "DenyCredentialForwarding",
"Effect": "Deny",
"Action": [

"cloudshell:PutCredentials"
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RAriEmE

]

]I

"Resource": "*"

LU SR BE 7 1F IAM A P2 812 AWS CloudShell 3%,

BIZFHEA CloudShell VPC FHErFER IAM X R

"Version": "2012-10-17",
"Statement": [{

]

"Sid": "CloudShellUser",

"Effect": "Allow",

"Action": [
"cloudshell:CreateEnvironment",
"cloudshell:CreateSession",
"cloudshell:GetEnvironmentStatus",
"cloudshell:StartEnvironment"

1,

"Resource": "*"

EHEZMFE A CloudShell VPC /48 |, IAM B R XA AT IHBEIEET VPC B Amazon EC2 R, 4

THHTREMEER VPC BREFTER Amazon EC2 R,

EHE VPC B |, 9L LNAEN IAM FHBRATDELLT Amazon EC2 R :

ec2:DescribeVpcs

ec2:DescribeSubnets

ec2:DescribeSecurityGroups

ec2:DescribeDhcpOptions

ec2:DescribeNetworkInterfaces

ec2:CreateTags

ec2:CreateNetworkInterface

ec2:CreateNetworkInterfacePermission

fE /A IAM FHEE AWS CloudShell I RIFEAER
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BINNERW IR

* ec2:DeleteNetworkinterface

® Note

HAUBR T 2RI | 85X 25EE A CloudShell 2289 ENI %R ( 1 CloudShell VPC FRig
B2 # ENI #8EManagedByCloudShellZ4A#R12 ) FTAFEN . MRAKREALNERE , WA RES
X CloudShell VPC REME A fEF3EE ENI BiRo

BT £ CloudShellif [B)4XBR ( 21E VPC HRIFER ) B IAM KB
UTFREERTHMBAZENR , FEX VPC K915 R PR CloudShell :

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowCloudShellOperations",
"Effect": "Allow",
"Action": [
"cloudshell:*"

1,

"Resource": "*"

"Sid": "AllowDescribeVPC",

"Effect": "Allow",

"Action": [
"ec2:DescribeDhcpOptions",
"ec2:DescribeNetworkInterfaces",
"ec2:DescribeSubnets",
"ec2:DescribeSecurityGroups",
"ec2:DescribeVpcs"

1,

"Resource": "*"

"Sid": "AllowCreateTagWithCloudShellKey",
"Effect": "Allow",
"Action": [
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"ec2:CreateTags"
1,
"Resource": "arn:aws:ec2:*:*:network-interface/*",
"Condition": {
"StringEquals": {
"ec2:CreateAction": "CreateNetworkInterface"
},
"ForAnyValue:StringEquals": {
"aws:TagKeys": "ManagedByCloudShell"

"Sid": "AllowCreateNetworkInterfaceWithSubnetsAndSG",
"Effect": "Allow",
"Action": [
"ec2:CreateNetworkInterface"
1,
"Resource": [
"arn:aws:ec2:*:*:subnet/*",
"arn:aws:ec2:*:*:security-group/*"

"Sid": "AllowCreateNetworkInterfaceWithCloudShellTag",
"Effect": "Allow",
"Action": [

"ec2:CreateNetworkInterface"
1,
"Resource": "arn:aws:ec2:*:*:network-interface/*",
"Condition": {

"ForAnyValue:StringEquals": {

"aws:TagKeys": "ManagedByCloudShell"

"Sid": "AllowCreateNetworkInterfacePermissionWithCloudShellTag",
"Effect": "Allow",
"Action": [
"ec2:CreateNetworkInterfacePermission"
1,
"Resource": "arn:aws:ec2:*:*:network-interface/*",
"Condition": {
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"StringEquals": {
"aws:ResourceTag/ManagedByCloudShell™: ""

"Sid": "AllowDeleteNetworkInterfaceWithCloudShellTag",
"Effect": "Allow",
"Action": [

"ec2:DeleteNetworkInterface"

]I

"Resource": "arn:aws:ec2:*:*:network-interface/*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/ManagedByCloudShell":

£ VPC BEHER IAM &2

AT LAE VPC REHEA CloudShell i EFRMHZES , WM VPC IMEREMANNIRES], LETT
BUETE VPC IR RILUMERAMTREAN FRANEZ 24,

CloudShell 7 IAM KB TR LA T SR4F52

« CloudShell:VpcIds— AWFHRIEL — N Z4 VPC
« CloudShell:SubnetIds— AFHIEL —PHZNFH
« CloudShell:SecurityGrouplds— ARFIHRIEL — N2 NEL4A

® Note

MBEHR T ARG E 2 3£ CloudShell TRERY F F B9 AR BR LAIE A
Xfcloudshell:createEnvironmentiREMPRSE , A1PAT GBI EM BN HIRE,
BR , MBLBEHEAE B IAM HHE 2B BNHIE LA RIRBLF AR | WAFR%
{EFEIZFE%JE%? IAM KB | REHRIENKF FHEA CloudShell A #8fEMA CloudShell Web
R 5E (324E > MIBR CloudShelliiE ) FEMIBRI AR A HIFE,
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RAriEmE

wHEAT VPC REM R BRI R BI R

LT REERIMTFFAEAT VPC RE. IZEAMERFNKREEAST , NERASNAGH I

REIE A,
R X2 VPC IMEHIEL 0|2 N HINR
NERAF RBERE VPC HE | BEMELNIR , MU T REIFAR :

{
"Statement": [

{
"Sid": "DenyCloudShellNonVpcEnvironments",

"Action": [
"cloudshell:CreateEnvironment"
1,
"Effect": "Deny",
"Resource": "*",
"Condition": {
"Null": {
"cloudshell:VpcIds": "true"

ELAFBEBEN VPC, FMHREH

EIEE A GRS E VPC , i A StringEquals % cloudshell:Vpclds &#HHE, AT R

164 B B Rlvpc-1Fvpc-2 :

{
"Version": "2012-10-17",

"Statement": [

{
"Sid": "EnforceOutOfVpc",

"Action": [
"cloudshell:CreateEnvironment"

1,

"Effect": "Deny",

"Resource": "*",

"Condition": {

fE /A IAM FHEE AWS CloudShell I RIFEAER
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"StringEquals": {
"cloudshell:VpcIds": [
"vpc-1",
"vpc-2"

B AP IFRE VPC | i A StringEquals % cloudshell:SubnetIds &AM E, T
RBIIEL A FisRlsubnet-1fsubnet-2 :

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "EnforceOutOfVpc",
"Action": [
"cloudshell:CreateEnvironment"
1)
"Effect": "Deny",
"Resource": "*",
"Condition": {
"StringEquals": {
"cloudshell:VpcIds": [
"vpc-1",
"vpc-2"

EEAAF GRS E VPC , i A StringEquals £% cloudshell:SecurityGroupIds S&4HY
B, UTRBIELAFHEsg-1Msg-2 :

{
"Version": "2012-10-17",
"Statement": [
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RAriEmE

L

{
"Sid": "EnforceOutOfSecurityGroups",
"Action": [
"cloudshell:CreateEnvironment"
1,
"Effect": "Deny",
"Resource": "*",
"Condition": {
"ForAnyValue:StringEquals": {
"cloudshell:SecurityGroupIds":
"sg-1",
"ngg-2"
]
}
}
}

AR EZERRE VPC BEEMNINE

ERATAFIBRYE VPC, StringEqualsiEFEAK Ecloudshell: VpcIdsHRH4HE. UTRHIA

HHRPERvpc-1Fvpc-2 :

"Version": "2012-10-17",
"Statement": [
{
"Sid": "EnforceStayInSpecificVpc",
"Action": [
"cloudshell:CreateEnvironment"
1,
"Effect": "Allow",
"Resource": "*",
"Condition": {
"StringEquals": {
"cloudshell:VpcIds": [
"vpc-1",
"vpc-2"
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]

EAFRAFIERSEE VPC , StringEqualsiEfEAKEcloudshell :SubnetIds&HHE. AT R
Bl A P iBE subnet-1Msubnet-2 :

"Version": "2012-10-17",
"Statement": [
{
"Sid": "EnforceStayInSpecificSubnets",
"Action": [
"cloudshell:CreateEnvironment"
1,
"Effect": "Allow",
"Resource": "*",
"Condition": {
"ForAllValues:StringEquals": {
"cloudshell:SubnetIds": [
"subnet-1",
"subnet-2"

EAFHAFIHRYE VPC , StringEqualsiEfEAK Ecloudshell:SecurityGroupIds&HHy
B, ATRBIAFAFEESsg-1Msg-2 :

"Version": "2012-10-17",
"Statement": [
{
"Sid": "EnforceStayInSpecificSecurityGroup",
"Action": [
"cloudshell:CreateEnvironment"

1,
"Effect": "Allow",
"Resource": "*",
"Condition": {
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"ForAllValues:StringEquals": {
"cloudshell:SecurityGroupIds": [
"sg-1%,
"ngg-2"

7 AR AWS BRSS

CloudShell fE &R T2 FH IAM iE$H AWS Management Console,

@ Note

EFAEHATEFXN IAM iE$H AWS Management Console , #4471
Acloudshell:PutCredentialsiXfR.

WYX T T & 10 K IEZh BE CloudShell B F /A AWS CLI, ER , IAM AFMAZEBEL ST AWS
RS ARE AR,

plan , Rig IAM AP FE G Amazon S3 FREBA TG XHENXNR LEAXEF#HE, B L6E
R ATFXERENRE. IAMEZ2HARET I REXTULFmESR , ATHESHE JSON X8
REEXHENERE, IRREE , SULCRENINRAEXE IAM 54 (AP, 4:E88 ).

BXRUNMEREEREHMBIECHEZENEZER , 5SH IAM AFEREPRHAN IAM B4R ( #54
a),

ZE K AWS CloudShell
R EBA B A ic FMEEE AWS CloudShell SEZI FIMEEE CloudTrail,

ER L3253 CloudTrail

AWS CloudShell 5 AWS CloudTrail— I RFERK , ZRFEEAF. AGH AWS RS FHVIEHERD
% AWS CloudShell, CloudTrail ¥ API @3k AWS CloudShell &4, #HIRMWIAAIERE
AWS CloudShell &% & /Y iE B FX AWS CloudShell API AR E H.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-attach-detach.html#add-policies-console
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MREBETIRE , WAL AR CloudTrail 4354845 1 20 2 8] 2 72 6% AR S5 (Amazon S3) 1
. XSFELLTESN : AWS CloudShell.

MREAREERE , BMARTLE CloudTrailiZHl &8 “SHALIER FEERMNWEN. £
Y sRBY (S 2 CloudTrail , AR IMAXRFERNEIHEL. HlH0 , EALBWER AWS K HIYIER
CloudShell , ATBAT SR HIERAY 1P b, #AH T ERURMAELH,

AWS CloudShell £ CloudTrail

TR E TREFEE CloudTrail BEXHFHH AWS CloudShell &4,

(® Note
AWS CloudShell SE3193F :

s *RAXZ—NIEER (RiE) B APIEA,
e X/MAEnvironmentS5iEE shell AR M iTEREN E R EAEE X,
« XMAA B Layoutk&E CloudShell s H B FT A X YT B8R IE T+

CloudShell F#3&3) CloudTrail

EHBWNR iR
createEnvironment £ 6% CloudShell 38Rt & 4,
createSession 24 CloudShell 3MEMIEER £ 4 AWS

Management Console,

deleteEnvironment TEMIES CloudShell ISRERT & 4,
deleteSession 1£ 2480 %5 88 CloudShell &Ik #1117 BY & IR

R AR R R

getEnvironmentStatus* EH &K CloudShell SRR & 4%
getFileDownloadUrls* 4 A T& CloudShell CloudShell R TT 5 H

TEXHHTMLEE Amazon S3 MR R &,
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EHEWN iR

getFileUploadUrls* SR A TFEHA CloudShell B TT R L& U4
L E Amazon S3 PitEf &%, CloudShell

cloudshell:DescribeEnvironments HIRER IR

getLayout* ERRETFHATH CloudShell BT & £,

putCredentials LA TEFRIHERE CloudShell # AWS

Management Console ¥ & B & 4.

redeemCode* £ CloudShell® E AR RFIFT T A TERE
WM RE, BB EputCredentials @
SHEALSEXTERE CloudShell 35,

sendHeartBeat BT #iL4 CloudShell 4L F5EFNIRDS
startEnvironment £ CloudShell R E B BB K £
stopEnvironment 1£1&1T CloudShell B 1IERT A& &,
updatelLayout RFERIR Web NARFHN IR BN KE,

BE MR —ANEHLIRE CloudShell& i F #9 P A X 58S IE T+
EventBridge AWS CloudShell {Ta1# 0

£ H EventBridge N , LA LAIEETE EventBridge W EI S AN ICE A9 E 40 R ENAY B FrigiE, &7
PAE S —%AN , BFE CloudTrail BEXHHIEFHEHH AWS CloudShell BEXRIEEEXEM B
WRERAE,

Bl | AT Aput-Tule® 612 EventBridge #Ml, AWS CLIFput-ruleMM4MEDEE
EventPattern 2 ScheduleExpression. XMW ERE|CENEHET , 2A1&HH EventPatterns BN,
EventPattern X F AWS CloudShell 5&3f :

{ "source": [ "aws.cloudshell" ], "detail-type": [ "AWS API Call via CloudTrail" ],
"detail": { "eventSource": [ "cloudshell.amazonaws.com" ] } }
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BXEZEER , i5ZH Amazon EventBridge A 18R EventBridge F FY 4 FEHE,

MM IE AWS CloudShell

ERBZANEAITRIN—EBD , E=AFFITHIFH AWS RFHEZE AWS RS,
AWS CloudShell ZF& A T &M itRI -

SOC

AWS REMALREH] (SOC) HRERMVUMNE=FRERE , ATRFNM AWS SZTXBSMIZHH
B #Ro

AR S5 SDK SOC1, 2, 3
AWS CloudShell CloudShell v
PCI

TRHFTULBEZSIRE (PCIDSS ) RHPCIZEHMEZRAEENTEEELRSNE | ZEA &
H*EEI=&. Discover Financial Services. JCB International. Worldw MasterCard ide#1Visa Inc.fl
Mo

ARSs SDK PCI

AWS CloudShell CloudShell v

ISO #1 CSA STAR AUEM ARSS

AWS B3k ISO/IEC
27001:2013. 27017:2015. 27018:2019, 27701:2019. 22301:2019, 9001:2015 #1 CSA STAR
CCM v4.0 B9 EHIAIUE .

AR S5 SDK ISO 1 CSA STAR TAUER ARSS

AWS CloudShell CloudShell v
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https://docs.aws.amazon.com/eventbridge/latest/userguide/eventbridge-and-event-patterns.html
https://aws.amazon.com/compliance/soc-faqs/
https://aws.amazon.com/compliance/pci-dss-level-1-faqs/
https://aws.amazon.com/compliance/iso-certified/
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FedRamp

BRABREERNEEITR (FedRAMP ) R—IIXEBRREEMNIT , CRE—IRESERN ™ m
MEBRFHTLZEEITE, RNARSREE,

BRS5 SDK FedRAMP #% ( & FedRamp High ()
BB/AER ) GovCloud
AWS CloudShell CloudShell v v
DoD CC SRG

EP5Ef (DoD ) ZITELX£FERIERM (SRG ) NEIRFRMEE (CSP ) #E 7T —MRELAIT AR
i , REEHTHIEE RN, ibtilse® h Bl & RS .
i@ DoD CC SRG e MBRMHWBSFHERUTRE :

- B=ZHIFEALR (3PAO) i : ZRS B EEZEZERANNE =514 AW iTHE,
- REBNERS (JAB) 58 : ZRESEHELEES JABFE,
- EEEMHEERSERE (DISA) FE : ZRFEHEREES DISA BE,

ARS5 SDK DoD CC EfsECcC EpEBCC EREECC  ESE
SRG SRGIL2() SRGIL4() SRGIL5() CCSRG
IL2 (Z&&B/ GovCloud  GovCloud  GovCloud IL6 (%
PEEB ) HXE )

AWS
AWS CloudShell 3PAO & TEH FERA FER FERA
CloudShell
HIPAA BAA

1996 FH (BERAKRABESTIEZER) (HIPAA) 2—TEFH AR , BXRGIEEBRMENRT BN ER
HRRER  BRUREEERZLBERETABNER TERIKE.
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https://aws.amazon.com/compliance/dod/
https://aws.amazon.com/compliance/dod/
https://aws.amazon.com/compliance/dod/
https://aws.amazon.com/compliance/dod/
https://aws.amazon.com/compliance/dod/
https://aws.amazon.com/compliance/dod/
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AWS f£32 HIPAA YR ZERERE WS RFEBREMWLE, FHENCHIRTIREER
(PHI)o E5h, B 2013 £ 7 A2 , AWS NULRE P RAESRHECHI AL KM F (BAA).

AR S5 SDK HIPAA BAA
AWS CloudShell CloudShell v
IRAP

BEERREEMITMA TR (IRAP) , RANTERFEFESRIDESNZHERET N , FBE
EYHFTEER , LURRRAFLMZ LR L (ACSC) &mElH CRARLBAFEELRLFM) (ISM)
HIE XK,

RS A= E* IRAP Z{R1P
AWS CloudShell TEHR v

*n A ZEE A B RIRBIRER RS . AWS fla0 , ELIER IAM KEERY , £ Amazon BIRA M
(ARN) 3i2EX AWS CloudTrail B .

MTCS

LREERS (MTCS) & — T A REN T Ik L4 EI47H ( SPRING SS 584 ) , &F 1SO 27001/02
SERLBEERE (ISMS) 4k,

RS SDK XERI Z<ERIP ZEEHF ZEBIP  FHOE BHR
(BxzEB (BFE (HBSX  (dtmnF
M) A4 M) BRI )
I8 )
AWS CloudShel v v v TER FERA FEH
CloudShel |
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C5

SitEEMMtES B X (C5) RRBEERFEEREDANE (BS!) AEEH LA — T HEEBUT XK
WIETTY , EERPEILEEERFN TRAFZ2BIUHAENEREA RSN , R REWE
EERHEBEEAMEREHNEEERE.

RS SDK c5
AWS CloudShell CloudShell v
ENS High

ENS ( Esquema Nacional de Seguridad ) IAETTXIBA €A AHEEEE CCN (EREBFH L)
HEHIE, XBEXRIRPEEFALENERFENMNFEER,

RS SDK ENS High
AWS CloudShell CloudShell v
FINMA

WRETERMMZEER (FINVA) RETHRIUNESHMHIZEENE, AWSHE FINMA ERRAR(EF
SN THERTEMBRSEENENESFNcRSEREBRENESHE,

AR S5 SDK FINMA
AWS CloudShell CloudShell v
PiTuKri

AWS B PiTuKri ERREF—HBXRATBIINFRFTZREMEE B TraficomMN =RFIREHESHHA
E SRS,

RS SDK PiTuKri
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BXRBESHITLEE AL AWS BFFIXR , BSHBREMITRIR S AWS SEE RV RS AWS BE
Mitkl. BX—MER , FSHAWS M it XIAWS,

ERILAER THE=ZSFiTHRE AWS Artifacte BXREZER |, HSHE AWS Artifact F R RS

&2 AWS CloudShell R EMRERUR T BN BTENBRME, RATNEN BIRUKERRER
FEM. AWS BE T U TR RERNRFBHSNI S

« ZESEHAMREANTEENRTREEESEN , ARRTELEABEARZENERNUEANER
HEERENS R, AWS

« HIPAA Z2 E5HEMARY — AARBHERT 2B IAERAR AWS SIZFFE HIPAA FRERT R
AR,

-« AWS EAWS #IER — lt TEZBNIERmETREER TEMNT L MATEDX,

- EFAAWS Config FF & A R IER B ANITE(E R R — % AWS Config RS EEN T REBES K
BELRENIRE, TULgNFEM,

« AWS Security Hub— Itk AWS JRE A2 H T BN RZREMRS AWS | BHERERBFTARETIL
FRAEF B ESR R,

# 1 E AWS CloudShell

AWS £k EfiRERE S AWS XEEMTAXHEN, AWS XERMAS N EREEMEE A A

X , XEAXBESKIER, SAHENSERNRNNEREE, MATAHARX , BHLLRITHREETH
Xz ELHh it BRI AR EBNNARFNREE, SEENENRZSNBEFLEMIZEML
ATAXEEESHAAME, FEMENATT B,

AR AWS XEMAAXMNESEE , BESRAWS £REM IR,

BR AWS £ IKERLIRHESN , & AWS CloudShell ZEFEZIRE , U FEMNBIEHMENZHFER,

o BREQNEHRFMBNNXH AWS CodeCommit, X2 —I Amazon Web Services & B bR 4512 &
RS, AU ESHFRANEENERRS, XEFEFASEXH, FRBMN-#ExH, EXES
E8 , FSH #iE . CodeCommit £+ EHAWS CloudShell,

« £/ AWS CLI BAEHRIEEET B FHM AWS CloudShell X4 , FFEeM1ERITRIFINE Amazon
S3 FEF, BXT0l, ESHE AIEE.
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R EA iR R £ AWS CloudShell

R —FEE MRS AWS CloudShell , & AWS 2IKMEZLLMWRF . BX AWS L2 RS UK 04T
AWS RF EMBRRVEE , BZHAWS =22, EFAEMRELENRESERIZITEN AWS IR
¥ , #2019 S AWS ecurity Pillar Well-Architected Fram ework H1 By &A1& R,

B LAMER AWS EX WY API A AWS CloudShell Bid & #TiHEl. B RSAZFUTHE

« BREREMEDI (TLS) RANEREH TLS 1.2, BWEM TLS 1.3,

- EER2EBRE (PFS) WEBEH , #la0 DHE ( Ifist Diffie-Hellman ) 5 ECDHE ( IIfi Bt & #h 4%
Diffie-Hellman ) o« XZHIMKRSE (W Java7 RESRAE ) BZFXLEER,

B, BAERGRIZL ID N5 IAM EERBRHBRHEBARNBERHITER, 2E , EAIUFEH
AWS Security Token Service ( AWS STS ) £ K IRt Z 2 F RN BFRFITER,

(® Note
IAMEIL T , AWS CloudShell BEI R ITEHRREN RETRELREH T,

B 1y i B MR 2 4t AWS CloudShell

AWS CloudShell A AR EBARMAIEITTEREPRENEARERLI B FL T RICRES.

LT HFHNZ £ &ESSE AWS CloudShell

UTREXRKRE-BRESEY , ATRKRTBREBRIR, ATXEREXKRATEFTESENTFRR
THRRENRRER , HREANERANERRESE , WETEUJJT;'PJ'J

LT HE—ER2&KESKE AWS CloudShell

- {FA 1AM PR R RESRIZHISRIMNFR , AWS CloudShell HHARA S REERITHABERNIRE
(PIMTHEMEEXH ). BEXEZERE , B5H £/ 1AM XBEIE AWS CloudShell 1 8] A
Bifo

- BOELEHN IAM EHEFIERRBEE , SRR, ABHLEFERM.

- BR‘REZEHWIIEE , MBRMATREFH X APWEEZENR, BRIAMERT , “REH
W FERARS. BXEZER , BSR NS ITXAERALZE /ML,

Hitgzen 107


https://aws.amazon.com/security/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/infrastructure-protection.html
https://docs.aws.amazon.com/STS/latest/APIReference/Welcome.html

AWS CloudShell FAF $57
« WMRIEE AWS CloudShel N ITEHRBEHRLRETE=ZSNARERF , BT HABZFTEERN,

« ERBESFMAF Shell A% K Shell AR Z 8] , BHAERFERIE,. BXEZELR | BSE FHE
&K Shell,

s FEHRBLZLHFEMEMRSESRSEH , W AWS CodeCommits

AWS CloudShell Z£ & N o) T2

BxIt AWS RSN R M E R EBEEE,

- B3B3 shell 2F B EA T BLE AWS 42 CloudShell MIEA ?
- BEALURMLHEFRESN CloudShell ?

o RAILLEEMNEB CloudShell FRENG ?

-« &K $HOME H FEFr EEFMHTE AWS Cloud F It Aith J5 2

« AANEIEA $HOME B &M ?

- REEEXEMN $HOME BRI THRBEM 2

B M E 30 shell £iFRER T HLE AWS FifE CloudShell Fl3 AR 2

Z 5Bt AWS Management Console , BEEwH ALK IAM AFIE$H, WA , & CloudShell M4l
ARERIN , XEERFATERANRSCIEITEIREN CloudShell APl, REANITERECIE -
AWS Systems Manager 1% , 3 CloudShell (iZ&iFRKETR T,

REZEEN RS #EES &

=AU LU LG R BRHIA CloudShell ?

NTFRHHE | RAIgERBIMETR, MRERBIMEHE , NBHERREIE VPC HERRRH1E
@B LAHTE,

BXESEE , F2HBRASNXEE VPC IMNEHIEL 6| N HIFR,

3t F CloudShell VPC 35 |, MEiRE A B ER VPC, CloudShell 7 VPC A F A LU F 18K
CloudShell VPC IRE R W & 175 R AR o
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KA LA BE N FEHB CloudShell ¥R3E MG ?

BT LN ER CloudShell MR THMEZEXARFMEME=SRMH. REREE $HOME B FHHK
HF2ELFZARE,

BIFEAWS TEHBEEANENL , EAENARENNRARFRITLENEENEE,

REIZ 4 E 6B FE xR
K $HOME B FEFr EFZ#ETE AWS ClouddH M+ AL ith 5 ?

SNFAHIRE  ATEPFEHKENEMIZHEE Amazon S3 124, $HOME

FF VPC 3 | HEH VPC IREHRT ( 20-30 D8 FIEENRSZE ) |, B HEMBRREFH
BEat | EHI$SHOME B 4 M R o

BEZS %NS REHE
AT ANZER R $HOME B %M ?

AL, AAJEEF B C W Z4A N SR SHOME B . B RENEM$HOME B A A F £ Amazon S3
Fat &3t E CloudShell 347053,

BEZ 4 % AR &
REEEB TR SHOME B ZHTHESHI 2

B e, FoEXIERY $HOME B R TREAHE, NN IFEEFZT,

/

BE RS EERETIR
REERTRFENBIEA L EHD ? CloudShell

ERHAARHA , RATEWEREA VP CloudShell C R, HEM VPC IR (20-30 584 T
IEMREZF ) , RELEHBRRERHERN , VPC IR SHOME B FRWMIBR. 7 “RIE" K2
F, EEMTRERERT VPC 3,

/

REZEENEBEESIR

EALLEE L FEHK CloudShell 3RE MG ? 109


https://aws.amazon.com/compliance/shared-responsibility-model/

AWS CloudShell AFiEmE

AWS CloudShell it &35 AR MEMHF

B3 BfAWS CloudShell , 35812 —/NEF Amazon Linux 2023 it ERIERIEE shell (K%, ZIFE
BETIHERR (vCPU FWNEF) , HEHTARETNTHITREHENMEZER T, BETUBEE R
R A FE X Shell BIASSKED B ERIAIRIE

ITEIRERIR
N AWS CloudShell itEHEE 2B 7 AT CPU FINEFERIR :

« 1M VCPU ( Bl RAIESR )
+ 2 GiB RAM

mB , ARERE T UTE#EE :
- 1GBEBEAMERZTE (QEFEREEHZHNMERE )

BREZER , FERABALEMH !

CloudShell R E R

WebSockets

CloudShell BURTWebSocket ¥ , xtH 72 A F#Y Web 3 i 2FMAWSZ % CloudShell fRS5 2
E#TNEARERNBRE. MREEETAMZPERAN KR , WREBERSENL NIBARETEL2Y
B EEXM, WebSocket BEEEAINELRIEMBEINERSHF. BRERELBRIT , KERSHL
WebSockets PRIEIEE T, MRBIPLEE , BE CloudShell FEOFIRE LU T4EIR : Failed to
open sessions : Timed out while opening the session,.

MREERREHN |, FSRHRERSRFNNA , BRFEEEN 1T WebSockets, & , A LS
MENREEERKR,

(® Note

MREEN AFHHISE URL SREXBHANPR , N ATLURIMAWS Systems Manager£ i i3k
FTFF A F &0 A M0 B WebSocket E#2H9 URL B9 —EB4%.  ( #8H9 AWS CloudShell
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X &R AWS Systems Manager z35# AWS XEH XA |, FIMEERED ( B H
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https://docs.aws.amazon.com/cdk/v2/guide/cli.html
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RAriEmE

=1

Amazon ECS CLI

AWS SAM CLI

DU
B, ERMMBEERENRER
W

EXEBCLI WEREER | iF
2 #AWS Elastic Beanstalk Ff
RARIERETPIERA Elastic
Beanstalk a8 51T 5LHE ( EB

CLl) ,

Amazon Elastic Container
Service ( Amazon ECS ) &85
T8@E (CLl ) BEHSHEST ,
BAfRI A 1t TF & 038 FR SR B A
ESHeIE, EMMkEE,

BEXEZER , F2H

Amazon Elastic Container
Service FAARIEEFH
Amazon ECS w175 %,

AWS SAM CLI @ — /N 1T
TE , A% AWS Serverless

Application Model &4 1 57 F
BREABLET. BaURIT
ZMES. HPIEER M
A Lambda B4¥. AL ==
NMARFAUESED , URF
BN ERSENARFHESR
AWS =i,

BXEZER , BHSHAWS
Serverless Application Model
FREAREEHFHAWS SAM
CLIETZE,

MRAME B

ecs-cli --version

sam --version
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https://docs.aws.amazon.com/elasticbeanstalk/latest/dg/eb-cli3.html
https://docs.aws.amazon.com/elasticbeanstalk/latest/dg/eb-cli3.html
https://docs.aws.amazon.com/elasticbeanstalk/latest/dg/eb-cli3.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/ECS_CLI.html
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https://docs.aws.amazon.com/serverless-application-model/latest/developerguide/serverless-sam-cli-command-reference.html
https://docs.aws.amazon.com/serverless-application-model/latest/developerguide/serverless-sam-cli-command-reference.html
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AWS Tools for PowerShell

DU

AWS Tools for PowerShelliX
Lt PowerShell R 2N FF
M Thae Eal - B RAWS SDK
for NET. fEFAWS Tools

for PowerShell , & 7] LUE S
PowerShell Ti 51T/ BEAWSH
RIRERIZ,

AWS CloudShell fii &% AWS
Tools for PowerShell By R (b,
WA (AWS.Tools).
BEXEZER , HSHEAWS
Tools for PowerShell i F 57
PowerShell R 9 £/ AWS T

=
>=o

MRAME B

pwsh --Command ' Get-
Module -ListAvai
lable -Name AWS.Tools
.Common''

BT RS AWS ##H#F X T ES : Node.js # Python 3

BT RGN AWS RAEFRITES

=L

Node.js ( # npm)

Node.js JavaScript ) SDK

DU

Node.js @ —“* JavaScript 1=
I8t , EEFLR T RER
RWRNA. BXEZER , &
&7 Node.js B 7 M EHIXX
o

nom 2— NS EER , BMHX
JavaScriptiE IR 1 & X AT =AY

R, BXEZER , BHSH
EGit Mt L# EGit 324,

BRHYFFREH (SDK) B
NEBFELSE S3, G
EC2. DynamoDB FL 5 i#h

TENEL

* Node.js: node --version

* npm : npm --version

npm -g ls --depth 0
2>/dev/null | grep
aws-sdk

BT RSN AWS B4 F % TES : Node.js # Python 3
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https://docs.aws.amazon.com/powershell/latest/userguide/pstools-using.html
https://docs.aws.amazon.com/powershell/latest/userguide/pstools-using.html
https://nodejs.org/en/docs/
https://nodejs.org/en/docs/
https://docs.npmjs.com/
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Python

SDK for Python (Boto3)

iR

SWF £ AWS FRE 124
JavaScriptft R , MM # B & {b
W, BXEZEE BN
AWS SDK for JavaScript FF &
AREM,

Python 3 B & FENFTHRE
F{EH, Python 3 EHKIAN
B IZREE S HBIARA (Xt
Python 2 X # 2 F 2020 &
1B4R), BXEZER,
&S H Python B A ML X
=R

WA FENE Pip, X2—
FEA T Python NEHBZR
RiEF, BuERALGST
BEFRMNELERS| (Hlin Python
BERFEE5| ) FE&K Python
#Ha, BXEZER , BFSH
Python 3T B BRI X
=R

Boto 2 Python FF & A & A
¥, BEMEE AWS
BR%5 ( #5170 Amazon EC2 #
Amazon S3 ) WHHFAITE
‘A (SDK) ., SDK 2t THEM™
FTRE APl BAR 3 AR5 R
PR, easy-to-use AWS R

EZEER |, 55/ Boto3 X
Ho

MRAME B

* Python 3: python3 --
version

* pip: pip3 --version

pip3 list | grep boto3
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https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://www.python.org/doc/
https://www.python.org/doc/
https://pip.pypa.io/en/stable/
https://pip.pypa.io/en/stable/
https://boto3.amazonaws.com/v1/documentation/api/latest/index.html
https://boto3.amazonaws.com/v1/documentation/api/latest/index.html
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FTRITERN Shell ZHRERF

FRIEAM Shell SHERF

=1

bash-completion

CodeCommit S F Git BI=E
AIE

iR
bash-completion Z—> Shell
E%&mn 5 bitFjEijE Tab "f}g

BTN BANG ST
S, BAILAE /usr/shar
e/bash-completion/
completions HKE
bash-completion 3z 1% #9514
Do

gﬂgiﬁkﬁ:@H’Jﬁ%lﬁl_ﬁﬂm
FRINEE , AAIREVZIEF XX
. @IJZIEI Ejj Git T HiIRE
B3 TR INEE , iE%E .bashrc
FORIAT —1T , XHEFHE
#Y AWS CloudShell £i&F 1A
B, ZITheeE A A

source /usr/share/
bash-completion/
completions/git

MREFEHABENLTEHREA
BREeiAmaEFAEER
3% ($HOME) & , REEEM
.bashrc F3 KT,

BEXEZEER , BSRZWHE
B README TWH. GitHub

git-remote-codecommit & —4
SAIE, eRET—fEL
¥ & Git M\ CodeCommit ##fi&
FErp A R E LS

MRAME S

dnf info bash-comp
letion

pip3 list | grep git-
remote-codecommit

F % T E Shell EARF
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https://github.com/scop/bash-completion#readme
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Git

iputils

iq

kubectl

make

DU

Ho RRXBFERAKSIEME,
SO REEF NG EIEE T
EENEER .

EXEZEE , B2 (AWS
CodeCommitF P #5w)
git-remote-codecommit

B HTTPS EENRED

¥, AWS CodeCommit

Git £— 3 HRRA ISR
5, TEES X TEREAR
BEEXBARRMAT KR
B, BXESEL , ESH Git
&5 ML TR E,

iputils 2 22& AT Linux
B EARER. xRt
SHARFNEZER , BSH
E® iputils 7. GitHub

ja SRR F#ENT JSON &=
WERE  NERAWSITER
wEANRE, BEXEZE
B, BZRAEEW jq Ft.
GitHub

kubectl B — M GITILE
BT EH Kubernetes APl 5
Kubernetes 5 &Y 42 il T ot
TEE.

make SXAEFEA
makefiles BHzZIHITESFE
HAELRBRZF, BRESE
B |, 55 GNU Make X #4

MRAME B

git --version

iputils TEMRH| : arping -
Vv

jq --version

kubectl --version

make --version
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https://docs.aws.amazon.com/codecommit/latest/userguide/setting-up-git-remote-codecommit.html
https://docs.aws.amazon.com/codecommit/latest/userguide/setting-up-git-remote-codecommit.html
https://git-scm.com/doc
https://git-scm.com/doc
https://github.com/iputils/iputils
https://stedolan.github.io/jq/manual/
https://stedolan.github.io/jq/manual/
https://www.gnu.org/software/make/
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man

nano

procps

SSH & F i

sudo

DU

man S RHBSITEAER
MIEWNFMI, a0, man

1s REFIH B FARH 1s o
THFMR. EZEE , BES
¥ Wikipedia B man 18k,

nano 2 — R/ NEBERAFPRE
B, ETFXEAAENRES
BEXEZER , HSH GNU
nano 314,

procps = —NMNREEEXLARE
F, IR F%ENEIESEE
EZTHHE, BXESER
, B2 R %I ] LAE R procps

SE1THT2 ) README X
#e

SSH & imfE A &£ Shell
S ZEITENBHITINE
BS, OpenSSH 2% %
# SSH Bk, BXEZE
B | {55 OpenBSD 4£#'HY
OpenSSH Mk,

£/ sudo AR , AFA
DUEREMAS (BERBR
AP ) NEZE2NRETER.
HEBRFEEURAEERBNE
KNFAREFA , Sudo EEE
B. BXEZER , B5H
Sudo Fift.

MRAME B

man --version

nano --version

ps --version

ssh -V

sudo --version
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https://en.wikipedia.org/wiki/Man_page
https://www.nano-editor.org/docs.php
https://www.nano-editor.org/docs.php
https://gitlab.com/procps-ng/procps/blob/master/README.md
https://gitlab.com/procps-ng/procps/blob/master/README.md
https://gitlab.com/procps-ng/procps/blob/master/README.md
https://www.openssh.com/
https://www.sudo.ws/man/1.8.14/sudo.man.html
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tar

tmux

unzip

vim

wget

zip/unzip

DU

tar R — M SITXARER , A
ATFE2ANAXHD AR EANT
R (BEFA tarball ) F
- BXEZEE , BZH GNU
tar X4,

tmux 2— MR SR ERASE ,
AATESANEARRMEZETT
FENEF. BXEZER

, BSFFEENSE tmux W1
.

BXELEL , 59 zip/
unzipo

Vim 8 —NAl B E X 4wEE
2, B LBENE T XAH
RES5ZXRE, BEZER , &
28 vim.org IR KRR
Ro

wget @ — I ENERF , AT
MIBTITHIIRKIEEN Web
BRSBERENRT. BXEZE
B, i5% GNU Wget 3T #4,

zip/unzip EREFERAFERX
B, IEFEXRBENE
RTRETHRBEES. BH
zip SR H ELE R
BAEXP, A unzip HF
B R EREIEE B F
.,

MRAME B

tar --version

tmux -V

vim --version

wget --version

unzip --version

zip --version
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https://www.gnu.org/software/wget/manual/
https://www.gnu.org/software/wget/manual/
https://www.hamvocke.com/blog/a-quick-and-easy-guide-to-tmux/
https://www.hamvocke.com/blog/a-quick-and-easy-guide-to-tmux/
https://www.vim.org/docs.php
https://www.vim.org/docs.php
https://www.gnu.org/software/wget/manual/
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2% iR MAE B
Docker Docker e—1MRATFH X, kX docker --version

B FIE 1T N AR R TR
Ao Docker &7 LR A
EFRSEMEMDTT , UE
RIBRFH M. ©EIREE
EAEBHIE DockerfilesAWS
CloudShell , ¥ CDK #3
E Docker &7, B> Docker
THEBPEXBHNER , FSH
Dock er X, fREIZAIE ,
Docker IR RV Z H B R
o MREMENEBRK ,
E S 1FIEM Docker E 533
%, NS HEE, BX
Docker WEZEER , HSH
Docker X435/,

%% AWS CLI Bl B %

5 CloudShell R R Z RN ERRM —# , ZAWS CLITESANERERARMEZ LT MR
EEFRABNRS up-to-date FRAAWS CLI , AIBMERENASTEFNERRPFHIREZTE,

/A Important

BREEEBFAWS CLIRFFHRERA , UMETXE3) CloudShell 2ERN A M. ZFTEAHRE
leR¥ , RRNETH Shell 2 , FME $HOME 2K B S SIEFEMIBR. 1o %
It AWS CLI BIAXfE , ET2 B ER. RAUEHR , EEFEMNL 24T REN TR,
BXEZER , F5H AWS SHEHBEX P HIFERT AWS CloudShell,

ERE AWS CLI, BWITUTHE

1. £ CloudShell i =1TH , fEAcurldm & FAWS CLIE Z %M E 4 gl A& 5 2l shell :

Z%E AWSCLI BIEB & 120


https://docs.docker.com/guides/get-started/
https://docs.docker.com/get-started/overview/
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curl "https://awscli.amazonaws.com/awscli-exe-1linux-x86_64.zip" -o "awscliv2.zip"

2. NWEMIXRH‘THEES

unzip awscliv2.zip

3. ENIERMBIEEXMX , BT AWS CLI ZERF :

sudo ./aws/install --install-dir /home/cloudshell-user/usr/local/aws-cli --bin-
dir /home/cloudshell-user/usr/local/bin

MRLZERY , BTITRERUTHEE

You can now run: /home/cloudshell-user/usr/local/bin/aws --version

4. ATHEEL , BRMNBWERNEH PATH IREEXE | XFEET aws i SRR EELEN

REBE -

export PATH=/home/cloudshell-user/usr/local/bin:$PATH

® Note
WMRBCEN PATH X —F X, MIAXAEEREN aws oo B FERIAEH AWS CLI B9
BERRA

£ Shell RERRERFE=FHHF

@ Note
HANBWIEFE [ AWS CloudShell WiITERRLRREME=FNARFZH , AEELER{TE
HBEEK

ZRINRET , FTE AWS CloudShell A% sudo PR, Eit , B LAER sudo SR %% Shell
TTEREFE T TRANERMYE. Bl , /RATLAER DNF 8EBSAREFsudoTZE , eo%ER—%
WEH ASCH ZRE Fcowsay , LHEE—FKHEE :

7t Shel MEREEE= HHM 121


https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/shared-responsibility-model/
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sudo dnf install cowsay

Rig , WA LUBEE® A echo "Welcome to AWS CloudShell" | cowsay REBZHZEHNE
Fo

/A Important

Package EXE T E | ffltn dnf FREFLZEEBFP (HIW0 ) /usr/bin , HIRE shell 2iFLE
REP, XEEFSEEIR, XEREEEE /N ENEM ELRANERAEMBEKE,

55 A I Z<4& 2k Shell

MREEERERIAR Shell 3R |, ATLA4REE RS 3) Shell IRERTEXIEZ1TH Shell B4, SHERIA
bash shell B8t , .bashrc BIARELIE1T,

/A Warning

MREERMABN T .bashrc XM, WEAFAREFLELRIZH Shell IRE, EREXHZ

Hl , REFEFME— B XHEIER, BEFLESRE bashrc BB ITIF B4 Shell REEIEKX
. WREE— Shell PREFRINE , MBATAEFRES — Shell , H B AT EREME
o

MREELIRIEN .bashrc SEMEMXHFEHERKRET HRERIRER , W ETSOEE M ERE B
39 AWS CloudShell 18 2R iAR B,

EHERED |, BFEBXR .bashrc BIA , UEEH Shell IME B I Y1REIZ1T Z shell,
1. ERAXARYmESR (HIW0 Vim ) TF .bashrc :

vim .bashrc

2. HEHRESRAEF, ZIRBFREE , RAERMUTAZR :
zsh
3. EREHRERBEEH .bashrc X , 18 Esc HA Vim i SEXHBWMAUTHSA :

1wq

fEAMZAIEH Shell 122
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4. fEF source D EHINE .bashrc X# :

source .bashrc

URSTAEBXATAN  BRESCERN S RREWEEEEH Z shell,

AWS CloudShell M. Amazon Linux 2 i¥# %] Amazon Linux 2023

AWS CloudShell & F T B Linux 2 (AL2) , EFBETL D7 Linux 2023 (AL2023), BX<E %=
B | &2/ Amazon Linux 2023 A FEEHRH 1+ A2 Amazon Linux 2023 (AL2023),

5 AL2023 , B LAE RIS TEME G RIIA CloudShell #3% CloudShell, BXATATE
NWEZEE , ESRMETEN Y,

AL2023 WH X T E#1T T ZW# , BIEEFRANEMST , Hl40 Node.js 18 F Python 3.9,

@ Note
£ AL2023 # | #&#9 CloudShel3i R R B Python 2,

B X Amazon Linux 2 # Amazon Linux 2023 ##ER&E 2 B EZRWIFMEL , 55 (Amazon Linux
2023 AFIEFE)Y P EE Amazon Linux 2 1 Amazon Linux 2023,

WMREEEAEER , EKR AWS Supporte LA BATE AWS re:Post LB REFRMEMEIR, ZH&H
A AWS re:Post Bt , ATEE2 BEREEFEF] AWS,

AWS CloudShell X% & I 5| B fR &

U RBEXREM AWS CloudShell M AL2 i E| AL2023 By — L5 WA BT R E

- WAEBRELXFWRNEMEM AWS FIR , FilanfE AL2 £iZ1TH Amazon EC2 K4 ?
« ERBE| AL2023 EfRFEBLERES ?

« RALUERTERE ?

- BEEARNEM AWS CloudShell SREBEZ D ?

M Amazon Linux 2 E# %] Amazon Linux 2023 123


https://docs.aws.amazon.com/linux/al2023/ug/what-is-amazon-linux.html
https://docs.aws.amazon.com/linux/al2023/ug/compare-with-al2.html
https://aws.amazon.com/contact-us/
https://repost.aws/tags/TA5ZaPf1NkT4uNitnWVitlyQ/aws-cloudshell
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WAIREESEMENEMEM AWS TR , flinfE AL2 EiZ1TH Amazon EC2 3£
£l ?

BR T &89 AWS CloudShell BB 25\ | SR BEMARSHARZIHAIBHEE, XSEETEEE
AWS CloudShell REB QIS 5 RN TR, S0, WRECET —ME AL2 LiE1TH Amazon EC2 3%
B, MZRPIRFFEBE AL2023,

FBE AL2023 f§ , MERHGESIEETEIL?

AWS CloudShell REHFIBIEMLZEN M. ETHMRERGNTEIR , FSAMELENRY.
AWS CloudShell 442 331X L 548 |, Python 2 BRSh. BX AL2 1 AL2023 IR HE 2RI
BXH , HSELEEK AL2 1 AL2023, X FIEBE AL2023 FEBERHSINMAERTBESIHEZ
MEF, BRITEWBR AWS TEHBITRIBE,

B LLUEER TR ?

o}

EEBTEM. AWS CloudShel# 2 HEEAWS |, Eitk , FAIEREE E A SR E AL2023,
REED KRB AWS CloudShell S BRI EZ 4 ?

AWS CloudShell S#&REAFEEF, BXEZFER , B5H RFMERHFAWS CloudShell, 2R
BHEEXMRPEE TEAXGREE , ARRENHGERD , FERTE6 : SIBF B FEMD.
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https://docs.aws.amazon.com/cloudshell/latest/userguide/vm-specs.html#pre-installed-software
https://docs.aws.amazon.com/linux/al2023/ug/compare-with-al2.html#package-changes
https://docs.aws.amazon.com/cloudshell/latest/userguide/limits.html#persistent-storage-limitations
https://docs.aws.amazon.com/cloudshell/latest/userguide/getting-started.html#home-directory-backup

AWS CloudShell AFiEmE

HMEEHEBR AWS CloudShell

fEFA BT AWS CloudShell , R AIgESBR|BIE |, HlaEA shell ST REE SN CloudShell St {TxE
A5, AENENEERE AR RGBSR — L E N\ &

BXEMRIBMER CloudShell , I FAWS CloudShell E LA @##E, &k IEAWS
CloudShell Léiztﬁ?'é%ﬁ*ﬂﬁiﬁlﬂxﬁo LI ARICIER | ATRESERIEE R AWS, BH B
BEERERBEA

2 IE£51R

HEBBR A TEMARSIHIRE , AIERAUT#RRG RRMERIXLEHER,

£}

- BEBFHHIE, BER , ERFTNRRRBET LT BIE. “EFE3" KEFE3) AWS CloudShell
- BEBFHE, LXEMENNR. EXREN IAM EERZEF AWS CloudShell#y 7 7 1% bR
« Fo3EIE R AWS CloudShell i85 1T

« 7o3& ping S0 3B IP bk

- EREANARNEE T — L8

« BIKBEPFEAIEE I E PowerShell

« FAXFH Web EEFLSHFIERBZ) CloudShell £

« TES A AWSPowerShell.NetCore &3k

- f£/ Docker B &I=Z1T AWS CloudShell

« Docker WHEZHRELATT

« docker pushiE £ H H—EREEFR

o ZEMNEH VPC IREAH R V AWS CloudShell PC I &R

« AWS CloudShell T3 VPC IMEH ENI RIEFER

« {XEH VPC ®3ECreateEnvironmentfX FRHY A /= t A LA [A] 22 2 AWS CloudShell 3135
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https://aws.amazon.com/cloudshell/faqs/
https://repost.aws/tags/TA5ZaPf1NkT4uNitnWVitlyQ/aws-cloud-shell
https://repost.aws/tags/TA5ZaPf1NkT4uNitnWVitlyQ/aws-cloud-shell
https://aws.amazon.com/contact-us/

AWS CloudShell AFiEm
TEBHNE, BEER |, BRIFTNRES BT RR RE. “EFEI kE
/230 AWS CloudShell

B YHIEZiE AWS CloudShell ME 3BT AWS Management Console , BIMEZIRE T 1AM BE R 1Y
FRENR , HEZERFEERREH CloudShelli53) , B BIEL A

fRRFZ - BRR AWS Support,

( E2ITHER )

TEBHE, BREMENNE. EREH IAM EEART AWS
CloudShell#9 i3 [ £ BR

B ;. &%=k AWS CloudShell ME 38+ AWS Management Console , R4t & 3548 1815 7] H 38 &8
SRBPTERR,

RR : £ATIHRK IAM 54 AWS CloudShell f4>HEH IAM X BR,

FRRBR  BREN IAM BEER A ERBUENNR, ATRISUELF MK MK AWS T8 K
(AWSCloudShellFullAccess) B A XN RBEKSZIML BN, BEXEZEL , HSH F£/A 1AM K
&1 AWS CloudShell i 8] F4E A 1E)R o

( EETHRER )
Fo3Eim | AWS CloudShell B85 4T
B BRITEREFEANHEF |, B EERIHEGS T AWS CloudShell,

BRRAFR : MREHTH . bashrcBFAHMXH4E R ETHRINRE , N7 LUEI M BRE B F AWS
CloudShell3k X E HERIANIRE

( EEITE )

7o3£ ping ZAER IP bt

B . \Nan ST (Bl , ping amazon.com) iE1T ping B8 S E , BEWBILLTHEE,

ping: socket: Operation not permitted

TEBHIIR, BEW , ERFNERDBEDEE BE". “EFBF" REFHF3) AWS CloudShell 126
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FERA : ping XARFER Internet #BHEEMHIY (ICMP) @ BREV LA EZBEBFERBIFEET. ©oEEFH
FPEEEE, BTFHRZH ICMP #1L AWS CloudShell , Bt ping SRR F L EENTHITEIR
BHIETT.

RRFE : BTF A% ICMP AWS CloudShell , BRI LUS{TUA T 65 L% Netcat, Netcat 2 —3K
TENMESAERF , BTEH TCP 5 UDP BB A M iR,

sudo yum install nc
NC -zZvV www.amazon.com 443

(EEHE )
ERENRIRETIEE T —LERE

[E& : i AWS CloudShell £ Microsoft Edge X ¥ 2883 1T [EIAT , YRFCEB 3 shell &1iF , H Bl
WEQER—FBRER

=h

FRE : BERHRA AWS CloudShell 8 Microsoft Edge T3 &E. BRI LAER X FH X HEN&HUA
FERAF TR AWS CloudShell o

fRRIT R © M Microsoft Wik ZREFIRAHK Edge X 585,

( EIETHRER )
BIKEERTTEIEE I /E PowerShell

BB FEFRESD , SO LEASTLRIESSTRE , HREABEGSH LIS, BER , ERLRMR
Z#Y PowerShell on F3R &5k %8+ AWS CloudShell , ATfE2 4L iR HF &,

JRA : 7£ Linux Li=1THY PowerShell 7.2.x A |, ik BE XA EFENBELZE —NEHBE,

BRAR  ERBRMERETLBITANE LTS , B4R PowerShell BLE X HHF$PSStyleTEIRE
FPlainTexto

1. £ AWS CloudShell a5 51TH , I AL T i AT FHEL & X5

vim ~/.config/powershell/Microsoft.PowerShell_profile.psl

(® Note
MBEERERBESED PowerShell , B AT LAMER U TS ERBITITHEE X4,

HZEBWAIRBE T —&E @ 127


https://www.microsoft.com/en-us/edge

AWS CloudShell AFiEmE

vim $PROFILE

2. HEREHT, RIXMAABNAEINKRE , BiZABBARX | RBEFMUATE,

$PSStyle.OutputRendering = 'PlainText'

3. BTG BT Esc #ABTEN, TR, FRMAUTHSREXMH , RABRHEER.

1wq

(® Note
SR B U FORTF st £ PowerShell,

( B 2THER )

TXIFH Web EEF LS HFTER 3 CloudShell 213

F& : =E 3B AWS CloudShell , BaREWEFILATELE : Failed to open sessions :
Timed out while opening the session,

R &A: CloudShell BURFWebSocket tHi¥, E L FEZHIWebR| WM 2 B H TN E R BERBEE

AWS CloudShell. 1R EEERAMERFERARNKESE , MRKERSSEMNHAIETEE TRLIBEE
BXM, WebSocket BEBEANUELRAMBINERSSE. B2, ERELEBERT , RERSS
WebSockets To3EIE&E T/E, IR HI IR |, N CloudShell ToiEB3h shell 21iF |, EEZHBL LB
;N

FRRTF R ¢ EEGHER ATEE R H A X WebSockets UARY E R 528, MR RBIXFER , & RIF
CloudShell 88 51T SR EPRER N KERRE O,

MRRFEMHAHINERER | FSHAREBRSSFHXXR, B  FHRENRERSS[CEHENAT
WebSocket, & , FELENENREEEAKR,

TXIEM Web EEFLEBTIERF) CloudShell £1F 128
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® Note

BRIREAEBET AT EHFE URL RENLFBHNR, Ea] LUK AWS Systems Manager £1i%
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