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]q\’gect a repository provider

your project.
account).

CodeCommit O GitHub
Use a new AWS CodeCommit repository for Use a new GitHub source repository for
your project (requires an existing GitHub

O

@ The GitHub repository provider now uses CodeStar Connections

create a new one. Learn more

To use a GitHub repository in CodeStar, create a connection. The connection will use GitHub
Apps to access your repository. Use the following options to choose an existing connection or

Connection
Choose an existing connection or create a new one and then return to this task.

Q. arn:aws:codestar-connections:us-east- X | or Connect to GitHub

@ Ready to connect
Your Github connection is ready for use.

Repository owner
The owner of the new repository. This can be a personal GitHub account or a GitHub organization.

v
Repository name
The name of the new repository.

cs-dk-gh

Repository description
An optional description of the new repository.

© PFublic

9. NTFEHEFEE , BiLR GitHub ARHEH A GitHub Bk,

h. #ZE“F&ESN B, I GitHub FEESR , W AHME T

i ER QHIRE,

(® Note

E AWS Cloud9 BREFF KRB |, 2% P ublic.

.o () EEMEHRT , B GitHub 7 FERV iR,

S 1 : 812 AWS CodeStar T H
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® Note

MR EIEFR Alexa Skill 11 B 4R , NFEERE Amazon FEAARKF ., BXx WA
Alexa Skill MEWEZER , BHSH & : P OIE Alexa B eI B AWS CodeStar,

9. MRELMIECEBRLS# EC2 324l , HHZEAHTENR , FELILBEEFHELHNT L #
EC2 EC2 :£4l, flgn , el AMIN B #9 o] B Kl B h it 1T

(® Note
T EH Amazon EC2 EHIRBRMFARRANITERESD , HETREEFEANEXEE. B
REZER , FSRILTH EC2 SEHIKAMT I E EC2 B
W R ETE Amazon Virtual Private Cloud R 8|2 7 ZAMERFE = (VPC) HZNFH ,
TR EFERAN VPC MFM, BR , REERZFNE A EC2 67X #EFH Amazon 3
IR | W FEEFRFIFREREN T AN VPC,
BXEZER , HSHEMALE Amazon VPC ? ME ASSBIEXREE,

EZAR S | EREEDOIEMN Amazon EC2 B4AXNE 4 &5 : I AWS CodeStar Il B 61
Amazon EC2 Z4A %, &R EBEINFEK AN R FAEH X,

10. iij:%—lt_ﬂ;_o
1. EFRFENEEFHAER.
12. %3 Next = Create project, ( EREVIEFEURTEHNTIEER, )

SIRIE (BEF#EE ) TREE/LD HatHE,

13. EMBRBEEHES B NERFEEREREEX CHHRNR, EREESRPIEERE
& IDE , REFBRERS [T E AR ARG o

PR 2 1 NIEW AWS CodeStar AFBLEXHFARIMERER

ERIEm AR , BRENMEERNNEIME B, MRXZEE—IXEHA AWS CodeStar , NIFEER
f#t -

- EERGEMBAFNEREN,.
- EERGEAMR AR FER k.
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https://aws.amazon.com/ec2/instance-types/
https://aws.amazon.com/ec2/pricing/
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_Introduction.html
https://docs.aws.amazon.com/vpc/latest/userguide/dedicated-instance.html#dedicated-howitworks
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LSS A T8 AWS CodeStar AFNMAREH, AFEREXHTIRBETHEN , EXETFENMX
. AWS BLAELEMENESNIE AWS XEHZRAFNMARH, MRERE , S EHEXHT
BETENER,.

WMARFPEMBFEpibat , RARERT -5,

(@ Note

I A P & A B FeB 44 st ik F F 4889 AWS CodeStar AP BB X . IREHIINE 6 H 2B
R AWS (B0 | GitHub ZEFEDR Atlassian JIRA FREI[EE ) | MIiXLEFRIZHE AT
FECHAFREXH  AFEME 4t TR, BXESELR , HSHTREHENX
B,

FB] 3 EFENTE

£ AWS CodeStar TIE HE L , BMENEANATAEETT B RRAVAS , SRMENEHRR, F&
R REVRB UK EFIRHEE. BEEFARAXERFENESREE , TMNSMERERANNTE,

EHBMBEH  SMELEUTRHE :

- BIRNEIESEXRENTMBES)., TEFRMIME README R AN EE.

- IDE WEA T &0 B EERERRTF X E (IDE) MER, NidMELXFRRBER. e8EFD
GitHub AWS CodeCommit 7Zf# EE IDEs BYEL & % B LA R B R IER AWS Cloud9 SMEREE,

- FREMEERENFEEFAGE  2BBN, BHE, EXBRFEAMTE URLs, BETUE
EREXREMEXNESRS , AEFMEIBAEER,

- EENMHSREXZEEN CI/ICD EE. BUUEEEEHAGE , flnEH, JIEMNREMR
Do BUNETBEENLRERARTER. BETUEETEERETNIREVRES.

- BETHEHRBREZNDEGEE R Amazon EC2 = AWS Lambda 845, filf0 , ©E R"BERHNEM
Amazon EC2 3£l AWS Elastic Beanstalk =& E & Y CodeDeploy AR CPU EAZR, £
AKITE R AWS Lambda , ©&E 7~ Lambda EEH A A M RER. WEEERDNETR, IRE
FEAHREPER TR AWS CodeStar Tl B #81x , AL &N ARERF 8RB FiX L3248t |
BRZAEBEEDAERE, BUURFEEUEFEZNEMZETRRNER , X ATH B ¥E [ 3
I EZSHRNER,

- A E A TRHER AWS CodeStar 1B & Atlassian JIRA TN B 5. Bt & LR NG 1 6 SRR I
B EABA 825 M I B 12 HIE AR ERER JIRA R,

W3 BRELENIME 13
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EREHAEMNNSMERT , EUNEDE, HANIRER B S,

T4 BRRXEX

B, ERUEHEENRARE, ERESNINESVEEARERNRAERF , IUEFENARFHN
AW, EHRP Web RREFFERENE QSN KEB[/IRLERF, X2 AWS CodeStar HZMEFEH
T B Rl

MREEEEFENRE , FESMEPERE#E, EREFEHES M TR | SN E FHESERNE
MFEHEOHRITH, SEEEEEN BRXH (README.md) AR , REXHXEXHNRE,

ERXNSRD  BFEIRE , ASREREERIFEEF, BN TR —ITIIRE
- MR B MRS FEE CodeCommit S 74 GitHub B , WIATLAEA AWS Cloud9 E#M Web 3l

WERALEND , ERLEEMNITE, AXEZER , B2 W HWE 8/ AWS Cloud9 3%,

- R ENWRBEMEERE CodeCommit EH , H EERKE T Visual Studio = Eclipse , M A AfE
F AWS Toolkit for Visual Studio 2t AWS Toolkit for Eclipse ER#\#hiEZRRB, BEXEZELR
%25 F IDE 5 AWS CodeStar, f1R;&F Visual Studio = Eclipse , §% % Git 2% , RFIK
RS IR 5 AV 15 B BT IR 1E,

- MR E VKRB FEEFM GitHub EER | M ATLAGEA IDE #Y T B 1T#E# GitHub,

« X¥F Visual Studio , e LAEHE M0 Visual Studio GitHub ¥ BRREFZ2EN I E, BXEZER ,
1EZ [ Visual Studio GitHub ¥ B Muh LA ELATTE MM s _EAY Visual Studio All.  GitHub
GitHub

« XIF Eclipse , fREJLAEF#E M Eclipse 2K EGtW I E, BEXEZEE , FS 1 EGit Mt Lk
HIEGItX #4,
- BXxHMELR IDEs , FEM IDE I,
- WTFHMEXBWRBFEE  BSRAFHEERMSEN T,

LU 3B T B a3 R TR EE X

BRELZBWITEVLURERER (IAM AF)

(® Note

FHIREF , BOBRED B HRBEME CodeCommit FEEHR ., N TFHMEBWRIDFME
FE, FERAFEERHBNXYE , AEEBRE T - NIRRT B Fi#EAFEITER,

SB4: BRERK 14


https://visualstudio.microsoft.com/vs/github/
https://github.com/github/VisualStudio/blob/master/docs/getting-started/index.md
http://www.eclipse.org/egit/documentation/
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MR FEMES CodeCommit HFBEBELXEMEA , CodeCommit HEBZEH AWS
CodeStar ##1A R B 612 AWS Cloud9 F A8 | N EERHTEZEE, BHEATHET—
MNEIRBREDE FREHFRITENR,

1. ELHAR#ITEY LR Gt
2. BF AWS BEIZFHA HITH IAM #2F|& , Wik https://console.aws.amazon.com/iam/.

UIAM BPFR B0&F | ZAPSER Git EILEZEREM AWS CodeStar T H B FE
CodeCommit,

3. HEIAM EZFENSMERT , EEAF , REMAFFIRPIEREDN IAM AR,

4. HERAFRAGEEREL , ERZSIUEHETF , RAFEN HTTPS Git £#EH CodeCommit , i&
BEK.

® Note

BAREER Git SR BECHEREIL, BXEZELR , BSHAE Git EM HTTPS 5—
#FE A CodeCommito

5. S#lIAM AEBERNBFZEIL, BRI L% Show , R FIHEBREHIFRMETI A it & W
ZeNHH | A B%#EE Download credentials SREL .CSV MR THILER., BEEZEES
BEIE#2%E] CodeCommits

REFEWEILS , %£# Close,

/A Important

XREREERFIUENE NS, NMRERREF , TUMN IAM ZHEEFHAFR , BTE
ERFD, e, ELMEEED , RERFE.

REEWITENURERER (KEFHAF)

BT LAE RS B XX LA FRE , A BER Git NERN AR ITEIIHITERE. REERNZ
RER , BREUTLSRER Git NEN AT EIERFREEHRITRE,

BSR4 BREH 15


https://git-scm.com/downloads
https://console.aws.amazon.com/iam/
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_ssh-keys.html#git-credentials-code-commit
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_ssh-keys.html#git-credentials-code-commit
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® Note

FEHEREF , BARED B HNRBEMEE CodeCommit FEEH ., XN T HAXBNKIDFE
B, B REMERMHENE , ARMEE T — NI BRED B FHEHHTEL,

1. EENAITEY £ R Git,
2. & AWSCLI,

3. NBEBEMAFREBRNZSETF, BXEER , 5 CodeCommit £ EM IG5 BN, IEat
EIFEFE

« AWS 17 8] B2 4H
« AWS 4R
- 2ETHE

BXIGFHEPHNEZSEER |, BSRMNIR GetFederationTokens,

4. fERA AWS CLI ZilBYFEERNENOE, BXEL , BSHFER CLI EREFHBIEEE
Linux, macOS 5 Unix Li%E#2%| CodeCommit TZfEER HTTPS iRELZ B AWS £H CLI EIF
#3BHBS1E Windows Li%3# %] CodeCommit I ER HTTPS iR B4 AWS

5. LA /R5135% BA an4a]iE 32 2 CodeCommit 174 B 3t [ HH#EIX 2 3T,

| IR FREEARTEXR

® Note

R B WA B RBFEEEREREHITEN , ERHE® index. html X4, &
ERERHEERITEFEE. FHEED , BINRIREHTE KRB FEEFHE CodeCommit FE
F, AEGERNES TN Git TR, N THEMRENNBEEFRTE , ESARME
PR, THRIMAREFEE, B, REHERD,

1. MREMER AWS CodeStar 4|4 A E 612 AWS Cloud9 FAHE | BEHFAFXHE | Ak
EARATEFRNLIR 3, BEITHFZFRKE |, 55 E NI E ITFF AWS Cloud9 #hiE,

R4 BREH 16


https://git-scm.com/downloads
https://docs.aws.amazon.com/cli/latest/userguide/installing.html
https://docs.aws.amazon.com/codecommit/latest/userguide/temporary-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_control-access_getfederationtoken.html
https://docs.aws.amazon.com/codecommit/latest/userguide/setting-up-https-unixes.html
https://docs.aws.amazon.com/codecommit/latest/userguide/setting-up-https-unixes.html
https://docs.aws.amazon.com/codecommit/latest/userguide/setting-up-https-unixes.html
https://docs.aws.amazon.com/codecommit/latest/userguide/setting-up-https-windows.html
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£ AWS CodeStar 2HIAFITHAMBRE , ESMELER “F#E ., £ “RE URL # , hERE
A IE R B E MY CodeCommit , AR EHI6EEE, Hlun , MREZBI —SEPHNT R AIE R
B Git £iF CodeCommit , iHi%&# HTTPS,

2. EAXR#MUENL  TIFLGREHBTITED , RAEHEZELNIGR B F. Z1T git clone 885 LUF

ERERBEIEHITEN. MUMEHINSEE, Fl , XF CodeCommit fEF HTTPS , FHITHA
TR -

git clone https://git-codecommit.us-east-2.amazonaws.com/vl/repos/my-first-projec

HEE-REEN , REQRTFERMZEFRENZTREIL, XT CodeCommit , FH ABEL—
MEEPTHN Git FUEBRFEIL.

3. SMBEUENLHN=EER, AEMNITHENAR.

4. 477 index.html X# (ELHXXHRF ) , RENZXHEHITER. S, &£ <H2> HREFR
=1 Eo%E , W

<P>Hello, world!</P>

REFEZXHF
5, HEAMIBTRIFT , RNEREHXH , ARRIHAMEENER :

git add index.html
git commit -m "Making my first change to the web app"
git push

6. EFMERNEL 6 EFEEHTHNER. ENED , CEALNREXER T FRENREXALIC
¥, SFEREHE. AEENHL , BUNEIEERIENEHERTHER , FFTHWENI
EE. BF Web NARRFE , BANEREENARFUEETEENEN,

(@ Note
MREFAEENBRETRY , FSRUT ARRERAFERE

s WFEMER , 52 AWS CodeCommit AP I8 F K AWS CodeCommit/a] B HEZ,

- WTFHEME , EZH AWS CodeBuild AF#EEH Y AWS CodeBuildE] B HFE,

SH4 . BRER 17


https://docs.aws.amazon.com/codecommit/latest/userguide/troubleshooting.html
https://docs.aws.amazon.com/codebuild/latest/userguide/troubleshooting.html
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« WFEHEMER , 55 AWS CloudFormation A F#EFF# AWS CloudFormation|a] &
BEE,

- BXEAEMRE , ESHBELEER AWS CodeStar,

HBR 5 ANINEZHE AR R

1 AWS CodeStar TIBE # 2L EE T =4 AWS CodeStar B, E/BEEHNTERERENE
SR ERAR

« FREE  WAIIMMIEREIBA R R . 3B kT B 2 EAR AR M BR BT E .

- WEE  MRKRBEEES , WA LE XM B YRR HH TS CodeCommit , B R EERM I ER
FIRABL R ERMIBRTI B . XRERZAN AWS CodeStar T H FH XK SHE K REFENHE,

- BEFE  TUERTEMNER, NERSB (MRABEFEME CodeCommitdh ) LRI RS , BF
RETETLE NERRP B, RMBBEREIR,

/A Important

MR BB FERANISRER AWS (i, GitHub Zf#EESR Atlassian JIRA FEJRIER ) |
M3 X L6 8RRV G R R R E RS, MARARRRMEERES. AWS CodeStarEXxE%
BE , BZARRREEN X,

EABE N E AWS CodeStar i B H A& AT LAE A AWS CodeStar #2#I& 15831 B 27k AWS
B 5Z1 B X EIR.

AWS CodeStar 7 /o 51 B B RA B 2 2 511 B W #H5< AWS Cloud9 FF X3k, EAFHARA
RAZSESHENE  BF2HA50EFARKAHLE AWS Cloud9 &,

EXAINFIE AEMNEZEELR , 55 AWS CodeStar FRA & 1E.

@] AWS CodeStar 1 B A MNEIBAR & ( #2515 )

1. 3$TF AWS CodeStar ##|& , it A https://console.aws.amazon.com/codestar/,
2. MNSMBEKRFIEEDE K AREELENTE,
3. HFEWMBEMMSER , EFER.

S5 HMEZHABK R 18


https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/troubleshooting.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/troubleshooting.html
https://console.aws.amazon.com/codestar/
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4. 7£ Team members TN HE L , #%#¥ Add team member,

5. 7t Choose user 1 , 1T 3iREZ— :
- MRERNMHVAREE IAM AP | EMNFIRFPEEZ IAM AFE,

® Note
2N INEE M AWS CodeStar T E WA PN EREINHE AWS CodeStar AF 5|k A+,

EWEARH , NIZAFER AWS CodeStar B2 ( FIEE. S5&RE8EFE ). XER#EH
MBEFBEEERN AWS CodeStar ME R AR, HNAT IAM AFE , ZAGEMIER AWS
CodeStar T B &RFTENFIENR. ENATREFHEE IAM FRABUENERE Git TR
CodeCommit £ IAM # A E4& Amazon EC2 SSH Z4AFT ERI RS,

/A Important

BRERESER IAM AFNERENREFHAEE , RFLELUZAFSHER
BiEHE, AXESZFER , BHSF EE AWS CodeStar AP NMARRHNEREER -

3R AN DR BARK &R o

- MRFAMFMEHARRE IAM AP, BIEFEIER IAM AR, SFREE@E IAM 2]
A, ILNEREDCIEMN IAM BF, BXESZEERE , B2H IAM BFEREHPHEIE IAM A,
B2 IAM B fa , BB AWS CodeStar 2% & |, RIFAF SR , RAEMNTRHIIRPIEFEE
9 IAM AF. MAZNATHHAFH AWS CodeStarE REH, BFEf4ibit MM B AR ,
SRIRIESEE “ANINEIBABL R o

® Note
NTETER , NOED—NAFSETZMENFAEE AG,

6. MBFMEARKRAKREATER

o #RM) AWS CodeStar M B HEZES.

- MBRKBEFEMED CodeCommit , MBI EFE A Git WM M 1T E A5 ]
CodeCommit 174 &,

S5 HMEZHABK R 19


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_create.html#id_users_create_console
https://docs.aws.amazon.com/codecommit/latest/userguide/setting-up-gc.html

AWS CodeStar AFEE
- BXAFPMAERHREEREM., BFHRH4thut A Amazon EC2 SSH NMAMER , AR FER
& H9 AWS CodeStar AP ARE S

- —RMEZEBNEREE  REREAFREREA AWS | ABRLENZARGE IAM RS, 1t
ZENEAFERRREIH. AFSHEERE - RER.

. EE
yg?l%6 . /B

HEL | CEXRARE. NRETRASERHIUTE KRR, NAFRBE , U %REEH
AWS B I 3E

EMBRFAYIE AWS CodeStar

—

$TFF AWS CodeStar ##|& , Mt A https://console.aws.amazon.com/codestar/,
2. ESmMBE®KD , EEWE,
3. EEREMBRMIE , REIEEMER,

HETHIE , AERFHEEMNNSMERPERRE, AT B FAFER L | %8 Delete
project,

4. FERRBATES , EERER, MREEWERIME BIR , FEPWERTIR. EEMWER,

AREFRERTR/L D Haved B F sEMFRIE . MIBR/E , ZB B FABHIE AWS CodeStar #2H &
HYBL B FI&R Ao

/A Important
MRSV EEANRITRIR AWS ( Hlin , GitHub Ff%EE=E Atlassian JIRA HHIIL
B ), MEMEERER T iZERE |, XLEFR BT MR,
MR ERHEM AWS CodeStar TE R F oM INEI3E IAM AFNAE |, T ERREN
HH,. MRESHDENEERKMMIRKESHRAINAE | NAM LD BRI M
BB, BXESELR  H58 222

W7 AEFIRER T ENTE

BRI EfE , SR, MiAMNBBRB, EEUTEXELEFHERL4PENINENEES
m :
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https://console.aws.amazon.com/codestar/
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- EENNARFAEANKBINANT HETFELZERESRK, BXEZER , BSH AWS
CodeStar BRHNZ £ HKIEXE,

- EFEERT AN EEESHEENRERE,

REDR
LUTR—EEM TR LIRS BIR T 8 AWS CodeStar :

- ERAMNIE#IE . £ AWS CodeStarF RIE M EE LRSS EIE A P HYZ B0 E I E M LR
%, AWS Lambda # B ] LAiEIS Amazon API Gateway 1 #9 APl B,

« AWS CodeStar 1 B4R STA TSI ZHWEMERWINE,
« 5 AWS CodeStar FI\ S EREE R BiFMAS T B WER,

ZIE . £ AWS CodeStarF |2 MEE T RSS2 B

EARHIER |, B EHA AWS CodeStar AWS ERF s AREFER (SAWS AM) BIB—/4\TE , A
EEREFH AWS Lambda Web RS BIZEMEIE AWS &R,

AWS CodeStar fEFAAKHIHY AWS SAM Kzt —felZMEE I AWS BIRAELFZE AWS
CloudFormation , ‘@3& Amazon AP| Gateway APIs, AWS Lambda B¥(#1 Amazon DynamoDB %*.
( kb3 B FfE B 1E{ Amazon DynamoDB %K. )

BXEZEER , BRI LWAWS TRFHEMAEFESR (AWS SAM), GitHub

FREZMY : THRIZE AWS CodeStarF I F B,

(® Note

Al REA MERH AWS K P INELS AR RNZH , BFEFERN AWS REHN TR AWS
CodeStar, BXxEZEE , i5SHEAWS CodeStar EHT

- SR 1: 0IEWE
- ZIR 2 JHTE AR

ICEE2 S 21


https://github.com/awslabs/serverless-application-model
https://aws.amazon.com/codestar/pricing

AWS CodeStar AriEE
« SR 3 Mk Web BRS

o B4 REBAM TR LURBIE KD

« S5 : [ Web RFEHRMNEBE

« SR 6 MiAEEE Web RS

« ST 7 . [ Web IR MNE TN

- SR8 EFERANHLR

- 95 BR

- BETR

1V
Ik

EAHES , 84
1. AWS CodeStar A TRIZE A AWS SAM 2B E T Python B Web FRFHITIE . LEMEIRS
&1 Amazon API Gateway # AWS Lambda , AI3&1Y Amazon API Gateway # 1Ti5 1M,
2. MMMBMEERR , HH3E -
« AWS CodeCommit 75 B IR BN F#EE, RRABEE Web IRFEZEHE L T HXH AWS
TR
- BaERUREEE AWS CodePipeline B, ZEEMEH AWS SAM kA2 MIPEBEHE AWS
Lambda , £ Amazon API Gateway F8IZHxE API , HF1Z AP EZ T ZEE,
- EPEBEIHEE AWS Lambda.
« 7£ Amazon API Gateway 1 8|EH# API,
3. M Web BRSS LABEIA R B IZTH AWS CodeStar EMEBE T Web i,
4, REZAH TSk ET B KRB,

5. AR TEEEHRT B WRNAE, HEREIE RRIN—NEE, RAENERHIERRABE
AWS CodeStar FEFHWEMEFHIE Web RS

6. BRI Web BRS , #IAERH AWS CodeStar EFHEMEFHHE.

AR THEREERE TN , AN SRS s FNH, HE#ESE TR , & AWS
CodeStar EFHEMEFEE Web lRE Hiz TR TR,

ERERNHNSES R,
REBIE . LB RAABEER M SR AWS IKF RIS A HEE R EA.
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FE 1 RIEIB

HEHSTRF |, ERFER AWS CodeStar 12§ & 0IETE,

1. BR AWS EBEH A HITHF AWS CodeStar ##H1& , Mtk Fhtips://console.aws.amazon.com/
codestar/,

® Note

BT AWS BEEEGA FRESESERERRINFE IAM AP XBKNIEPEFIZRE AWS
CodeStar, AP AT AWSCodeStarFullAccess IEE XK,

2. REBRERHTCIETARERRN AWS X,

BXTH AWS XEWEER |, S RAWS —RSZHH XM LT 2, AWS CodeStar
3. FEEGIEmMAE,
4. FEEBRTMBEBERTEL :

- NTFRNARFER , %&F Web RS-
« NTHREIES , &HF Python,
« XTFAWS RS , & AWS Lambdas
5. BEBREMEBIXNMNMNE, EET—F,
6. XNTMBEM , MATEMNER (w0, My SAM Project ) . MREFEAFRRE T REIFTANA
B, FEREFFEEFEREATE.

£ “WH ID” # , AWS CodeStar i£# b1 B B AEXFRIREF ( Hl20 , my-sam-project ) » MNEEFEZI
TRIFRAFFAVIE ID , BESLEARHEFERFERAT,
F AWS CodeCommit RERNIEFIRES |, TEERFM#ERZHE,

7. jij:¥-|:_$o

8. REMLWIRE K REEFRVEIB,
MRXZEEHRX AWS EiZXEH |, BEE RBMME FEBH AWS CodeStar i AR AWS
CodeStar EHT IAM AF W E RBHME Fabribut, EEBET—F,

9. IEFE AWS CodeStar BI2IE , FMHiR, XATREFE/LD MR, FERFSEETE SE
BRI fa B LR
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https://console.aws.amazon.com/codestar/
https://console.aws.amazon.com/codestar/
https://docs.aws.amazon.com/general/latest/gr/rande.html#codestar_region
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HIR 2 X E 7R

AL ZBRAP |, BRI ETE B E AN AWS BHREA T #3501 B Y THERE .

AWS CodeCommit 7T B IR XIBIV M E. AWS CodeStar I FEEISE R my-sam-
project , EHimy-sam-projecth I B & o

£ CodeBuild #1 AWS SAM £ AP| Gateway F BaI 2 M EE Web BRSSH Lambda EEEF API
# AWS CodePipeline Ei&, AWS CodeStar 1 Ei&E@r#& my-sam-project--Pipel ine , EFmy-sam-
project2I B #Y 1D,

BEMEIREZBEN Lambda BB, AWS CodeStar A A& F awscodestar-my-sam-project-
lambda-HelloWorld-RANDOM_ID , E b :

« my-sam-project2 I B # ID,

* HelloWorld2 7 AWS CodeCommit Zf& Etemplate.yaml XHHIEEREER ID. FBERFX K%
X,

« RANDOM_IDR AWS SAM RE¥ 5 ERIRENL ID , AR Bh iR ME — 4,

AP| Gateway F#J API AT LLE R ¥ A Lambda %, AWS CodeStar APl @8 & 1
awscodestar-my-sam-project--lambda , EH'my-sam-project21 B #9 1D,

EEAFH KRR FERE CodeCommit

£ AWS CodeStar #ZHIAHITHIE 5 , TSMEE &R “FRE"

EFHEFAEEPIRBRIEOEN CodeCommit 1Ff#ERIEERE (My-SAM-Project).

£ CodeCommit #ZHI ARy “XF8” WHE £ , FERIE WIRABXXH

 buildspec.yml , E CodePipeline &7/~ CodeBuild fE R ERERA , A AWS SAM IT&
Web HE%O

« index.py , @& Lambda B¥IIZE, LEBRAHEFFE Hello World & ISO R MY AT
B &

» README.md - 8B XEFREN—KRELR.

« template-configuration.json, @8HF B SMNUANIE ARN , ATEATE ID fRic%
i

- template.yml , AWS SAM AT XIS Web IR H1E APl Gateway H8IE API,




AWS CodeStar AriEE

aws; Services ~ Resource Groups ~ *
Developer Tools X Developer Tools CodeCommit Repositories My-SAM-Project
CodeCommit 5

My-SAM-Project

v Source * CodeCommit

Getting started .
My-SAM-Project info

Repositories

Cod
oee Name
Pull requests
Commits L tests
Branches [ buildspec.yml
Tags
[ index.py
Settings
] README.md
» Build * CodeBuild
[l template-configuration.json
p Deploy « CodeDeploy
[l template.yml

» Pipeline » CodePipeline

EERENMXHHIAS , BNIIRPIEFEZ

BXFEH CodeCommit B ANEZELR |, 5 (AWS CodeCommit AFIERE) .

ERFEIE CodePipeline

1. EEEEXEENESR , T HE AWS CodeStar 4| AFITHANERT |, BESHE LERE
B, AnEIEEEE
+ Source M E& - M CodeCommit JREUE XS,
 Build M E% - £ CodeBuild HZ R,
. SBEMER , BTER AWS SAM HEHEANRABR AWS HR.

2. EETERXEENEZER , BEEEFHAGRED , BEEMNEE UL CodePipeline & & H4T
FFEE.
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https://docs.aws.amazon.com/codecommit/latest/userguide/
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RAriEmE

BXEH CodePipeline EHIEMWEER , HZH (AWS CodePipeline AFERE) o

£ B UmE X Em B ESF AWS RSB EIR

1. 71 AWS CodeStar # &l AT EMNIME |, RENSMEFIER Overv iew,
2. BEFWMBEHMNME BRYIXK.

£ Lambda A %8 B Bk

1. 71 AWS CodeStar B &FRITHIME F , M ES ML LiER Overvie wo
2. HEWEBE®IRM ARN %5 | % Lambda BIEAYEEEE,

B £ /R1E Lambda 2% &,

BX{EH Lambda B4 ANEZELR |, 5@ AWS Lambda FF A A RIEFE.

£ API Gateway 3l & API

1. 71 AWS CodeStar B#&FRITHIME F , M ES ML LR Overvie wo
2. EWH®RK ARN Fild | i%£3F Amazon API Gateway API I $5#%,

Z AP| B &R ERTE AP| Gateway & & F,

BHXMEM APl Gateway 4| ANEZE R |, HS 1Y APl Gateway FF & A R EF,

ZPR 3 Wik Web ARSS
SRS | LI AWS CodeStar RIRITRZMHBEN Web RS

1. BE-—IPHBERARTANERT , ESME LIEREE,
2. BRFE WENHENRETEHKY , REBHE, XAEFER/LDHAVETHE,

® Note
MREAMBREREY , BSEAUATHNRIREEEHFEHL

« XFIRMER , ES8 AWS CodeCommit A FEEHH AWS CodeCommitia] B HEE,

S 3 it Web RS
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https://docs.aws.amazon.com/codepipeline/latest/userguide/
https://docs.aws.amazon.com/lambda/latest/dg/
https://docs.aws.amazon.com/apigateway/latest/developerguide/
https://docs.aws.amazon.com/codecommit/latest/userguide/troubleshooting.html
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- XXTHEME , iS5 H AWS CodeBuild AP #EREHH AWS CodeBuildE &,

o SWITFEEMER , 525 AWS CloudFormation AP 38R FH AWS CloudFormation|[a] £
&,

- BXRHEMRFEA , FSHRHBESER AWS CodeStar,

3. LRERNAER

£ Web RIMEBRHITFHFIRZER L , Web RS ERA TN HHE

{"output": "Hello World", "timestamp": "2017-08-30T15:53:42.682839"}

SR 4 REA M TRV IR E TR 5D

ERSERD | FREARM T/EY , LMESHRE AWS CodeStar I B RIS, Aih THELATUARIZIT
macOS. Windows =% Linux BI¥I3E =R E LT E H,

1. BEE-—THPHNBEDNARITFANERT , ITUTERE
- ESMAERF , &E IDE , RAREIT U RERIE KRB,
« EEGTITRETAINERRESA,

MR ZH T Visual Studio = Eclipse , Mk 7iE$E Visual Studio 5 Eclipse THWEF IR , &
RIZAHRITRE , AFE ZE] 5 . @ Web REHFINZE,

2. BRBUEBAZTHUTES :

a. TEAH#h TS EiRE Gito

b. fEA IAM 2 A REH 1AM BF £ Git i,

c. fFUiE M CodeCommit 17 B e IE B &MY A it T4ESL £,
3. EEMESMmES , EFWE , REZIWAE R,

SR 4 RERB T RETE KRB
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https://docs.aws.amazon.com/codebuild/latest/userguide/troubleshooting.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/troubleshooting.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/troubleshooting.html
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RAriEmE

FPR 5 [ Web IRSRINZRE

ERTSRS | FEAA TG Web BREHFNELE. EERE , FHHIN—1 Lambda B , AEH

HiE$#ZZ) AP| Gateway Y API,

1. EX#THENE, RILSRENRRBEF#EENE .
2. HUWBFRF, 0EEN hello.py HXH. FMUATREE , REREFXH :

import json

def handler(event, context):
data = {

'output': 'Hello ' + event["pathParameters"]["name"]

}

return {
'statusCode': 200,
'body': json.dumps(data),

'headers': {'Content-Type': 'application/json'}
}

LIRS F AR Hello RBAH KIXBI B F R,

3. ER—B%H, {7TFF template.yml X4, FUTRBRMEIXXGERE , ARRFXH :

Hello:
Type: AWS::Serverless::Function
Properties:
FunctionName: !Sub 'awscodestar-${ProjectId}-lambda-Hello'
Handler: hello.handler
Runtime: python3.7
Role:
Fn::GetAtt:
- LambdaExecutionRole
- Arn
Events:
GetEvent:
Type: Api
Properties:
Path: /hello/{name}
Method: get

SR 5 [@ Web RS A INE 5
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AWS SAM f# A LR F37E Lambda &I , £ APl Gateway RRIMFT 5 ERM API B8 |, RlE
e 75 AT B BE BRI F R

(® Note
ERRKBHERERERE, WRANMNKBERRABEEMNER , BAURLTEEBYER
Bo

4. BT gitadd ., SXHERAMIEZEFRENLEEFRXE. TESLEER (), ERTMIAEE
S B 32

(® Note

WA Visual Studio = Eclipse MA R 1T , NERA Git WK AEEBM AR, #ES
¥ Visual Studio =% Eclipse 34,

5. 1217 git commit -m "Added hello.py and updated template.yaml." LA$2 33 52 & 17 1 B AP B9 & 17 34
6. 1Z1T git push LU R H#IX B m B 76 E.

(® Note
RETHSRETREAAZHAZERNEREIL, ERRABASEEEHERENBIR
RER, ANERLENEE Git ZIUEEESR. a0 , £ macOS = Linux £ , ATLAE LR
FZ 1T git config credential.helper 'cache --timeout 900" , IERERIERNERABET
15 24, HE , LATLLET git config credential.helper 'store --file ~/.git-credentials’ 7K X
KRR, Gt FEEUAXFERFHEEETERFINENEAIHF, BXESZER , S
7 Git Mt L/ Git TE - FiEfF64,

AWS CodeStar ® MBI HEIXT , EL1ER CodePipeline £ CodeBuild 1 AWS SAM EE M EHHE
Web RS, B EEENH LLEEREHE,

AWS SAM FF3# B ¥ # & 7 awscodestar-my-sam-project-lambda-Hello-RANDOM_ID , H & :

 my-sam-projectz2T B9 1D,
* Hello  template.yaml X#HEENEEK ID,
* RANDOM_ID AWS SAM Jj I — 14 5 BL 45 B KAV BEAL D,

SR 5 [@ Web RS A INE 5 29


https://git-scm.com/book/en/v2/Git-Tools-Credential-Storage
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SR 6 MiAEEE Web RS

U SETRA |, LRRTFE LS PRMAYZEEN IR AWS CodeStar #ZMEBERYERE Web IS5,

1. HEBWINE {H7E AWS CodeStar ##I & HRITFF AT , ESMEE LR Pipelin eo

2. BREEEBRET , BR, HENTEMNREREAY , RAEBHRE, XAEFER/LD I
I8 o

® Note
MREAMBREREY , BSHEAUATHNRIREEEHERL

« XFIRMER , ES8 AWS CodeCommit A F B HH AWS CodeCommitia] B HEE,

« WFHEMER , 55 AWS CodeBuild AF M+ AWS CodeBuildial #iH#EZE,

« WFEEMER , 5 AWS CloudFormation AR AWS CloudFormation|a] &
HE,

o BxEMEE  BESRBEHER AWS CodeStar,

3. EBREBNMAER.

£ Web RIMEBRHITHFNFIRZER L , Web RFERATINHH

{"output": "Hello World", "timestamp": "2017-08-30T15:53:42.682839"}

4. ERTFHuES | [FEKE/hello/FRHNAEFZRMBIMULHIRE (5l
i, https://API_ID.execute-apic REGION_ID.amazonaws, com/Prod/
hello/YOUR_FIRST_NAME) , k¥ E nter,

WRENEFE Mary , Web RS FFE R T IE R7 4

{"output": "Hello Mary"}
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https://docs.aws.amazon.com/codecommit/latest/userguide/troubleshooting.html
https://docs.aws.amazon.com/codebuild/latest/userguide/troubleshooting.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/troubleshooting.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/troubleshooting.html
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HBR 7 ;[ Web BRSS AN 0 Tl i

LS TRP |, LA A TR INTE Web BRSS £ AWS CodeStar E4THY MR, LR RFEUR 2 Al
I Y F 3

1. EFX#ITHLE  BRITERENRABERENE R,
2. HEWEFRF , BIERRN hello_test.py I, FMUUTREE , REREH,
from hello import handler

def test_hello_handler():

event = {
'pathParameters': {
'name': 'testname'
}
}

context = {}

expected = {
'body': '{"output": "Hello testname"}',
'headers': {
'Content-Type': 'application/json'

I,
'statusCode': 200
}
assert handler(event, context) == expected

B E Lambda BB HREANTHER. WRR , MAEHKI. &N, Wit KK,
3. HERE—BFY , $TF buildspec.yml X, ERARTREBRIHEAR , REREFXH.

version: 0.2

phases:
install:
runtime-versions:
python: 3.7
commands:

HPRT7 1 1 Web BRSS A INE TR 31
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- pip install pytest
# Upgrade AWS CLI to the latest version
- pip install --upgrade awscli

pre_build:
commands:
- pytest

build:
commands:
# Use AWS SAM to package the application by using AWS CloudFormation

- aws cloudformation package --template template.yml --s3-bucket
$S3_BUCKET --output-template template-export.yml

# Do not remove this statement. This command is required for AWS CodeStar
projects.

# Update the AWS Partition, AWS Region, account ID and project ID in the

project ARN on template-configuration.json file so AWS CloudFormation can tag
project resources.

- sed -i.bak 's/\$PARTITION\$/'${PARTITION}'/g;s/\$AWS_REGION
\$/'${AWS_REGION}'/g;s/\$ACCOUNT_ID\$/'${ACCOUNT_ID}'/g;s/\$PROJECT_ID\
$/'${PROJECT_ID}'/g' template-configuration.json

artifacts:
type: zip
files:
- template-export.yml
- template-configuration.json

F4miIEMEIE T CodeBuild FF Python MiX4ESR pytest ZRFHMBIFZF, CodeBuild £
pytest Riz1T# TiK, MEIEHHERES SURMERE,

4. fER Git FIXEERHIARZRF®E.
git add .

git commit -m "Added hello_test.py and updated buildspec.yml."

git push

HPRT7 1 1 Web BRSS A INE TR 32
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RAriEmE

SR8 EREERNHLR
HELSWT | B BTN TR LM,

1. HEHI B H1E AWS CodeStar $2#| & RITH A |, £ S Lk Pipelin e,
2. FHAREECBXEZT , ARBHE, XUREEER/LoHHETE,

MRBEFTTNHAT , MR BREREA,
3. EEFEANAERNFAES , BE WE" HrEREFECodeBuildiE .

4. 7 CodeBuild #2#|A# B uild Project: my-sam-project REIN AR LB FKH |, B REHW “ER

Z1T" B REEE,
5. fEmy-sam-project:BUILD_IDTNEMERK BEH , EREFEN B S,

6. 7E£ Amazon Lo CloudWatch gs #Z#l&7H , FAEMEPEFERUTUTRBENNRER, EUT

AWHE RS, WiAES :

platform linux2 -- Python 2.7.12, pytest-3.2.1, py-1.4.34, pluggy-0.4.0

rootdir: /codebuild/output/srcl23456789/src, inifile:
collected 1 item

hello_test.py .

WMRMAKY , BEBHPNIEHARES , AIHBEHTRELHE,

E 9% AR
EUSBF | FEEWE | SURME £ ST E XN RA,
MBABMRERUTE TSR , ETHLLAREEN AWS KK,

1. HEMWI B H7E AWS CodeStar 25| &R FTFE |, ESMEE E%FE RE
2. EWMBREFMEERL , EEMRERIAE,
3. HA delete , ILMIBRERAEL FiEFIRS , AEIEZMBR,

LW BEREETNHAER
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/A Important

WMERERRILEIEAE | NI B 12 M MIBR AWS CodeStar , B3 B B9 2 AWS &R
LWRE, TR AWS K AT sE S B4 {17,

WRMERLBE AWS CodeStar B12# Amazon S3 Fik#E , HRBUT S RFEMER,

1. 3TFF Amazon S3 ##l1& , Wit A https://console.aws.amazon.com/s3/o

2. TEEFE#BEIIRP , % aws-codestar-REGION_ID-ACCOUNT_ID-my-sam-project-- pipe 358 #IE
Pr, Hp:

« REGION_IDR & MM BREYIN B Y AWS X1 ID,
« ACCOUNT _IDE#H AWS KF ID,
« my-sam-project;2 &N Rl BRI B B9 1D,

3. EEBEFETFHME. MATHEREN , RABEERIA
4. EEBBRTFER. MAREBSEN , AFEEREIA,
Es

Zlt , BEETRAHE , BWEEFUTERR :

« &RAITAWS CodeStar#HREZFERA—1I B , A TRIEMZFEE Amazon KHl LZ1THET Node.js
# Web NAREF, EC2

« AWS CodeStar 1 B M E T ARIENHMERHTAE,

« 5 AWS CodeStar FH A &1E MM A UMMAIRIEMASEERHNIE,

# %2 . AWS CodeStar fEHt|ZEIME AWS CLI

AYBELQEZBRRNMAEANREIS ROIRABA RG] T ELEERA AWS CodeStar TH., AWS CLI
AWS CodeStar ft & CloudFormation TE&##E R IEEN AWS Btz IAM &R, MEEEIE
PR LA BE FNERBIRHT

AWS CodeStar CloudFormation A THZMIBEN REIKBE. LRERKBAYUET N EERE
Amazon API Gateway FHIMERRSS , AWS Lambda # A& Amazon APl Gateway #1758,



https://console.aws.amazon.com/s3/
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FRFA

o FTHIZE AWS CodeStarF i L,
o BB BIE Amazon S3 FiEN. EAHES , B RAFRARBMTEEER EEBIVE,

® Note

Al REA ERH AWS K INEVSAHIEBRN TR , SIEFEHB AWS RS AWS CodeStar,
BEXEZER , HFSHEAWS CodeStar Effto

£

- SR 1 TEHAEFRHIFRKIG

« SR 2 TERAI T EHEER

« B35 EPNHEN T E4ER CloudFormation
- R4 FRENFRERBANIEEER

« SB]5: EHHAIETE AWS CodeStar

HB 1 TEAERREIRAT

EXRHED , E—zip XHEAHTH. ©328 Lambda it EF & EH Node.js 7515 AREF KRBT
R, FRABREFERESRGE , EXHFRNAFM TR

tests/

app.js
buildspec.yml
index.js
package.json
README .md
template.yml

HERGIRABHARRTUATHE TE :

* tests/: NI B CodeBuild B REMNE TN, KXARITSERHIRBH , BEET20/E
1B Fr &4 B R o

- app.js: MBWNARFRKBE,

S| TRABRRIRRD 35


https://aws.amazon.com/codestar/pricing
samples/nodews.zip
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 buildspec.yml : CodeBuild BRHHEM RNHEIRA, X4 EE CodeBuild BRI E
BERTAERN,
« package.json : MAREFRABHKBIER

« README.md : @& 7EFiE AWS CodeStar T B RN E B X 4, XU EERBANREF , EBEE
TREBUEFISEN,

 template.yml : FiE AWS CodeStar 1 B F &3 S E MR IER X4 SAM ERXH, XF
BT AEAKEEE AN I A% template.yml, XHIEERFARBF , BEEF2EIEmME T4
=1 08

SR 2 . TEURNMI T EEERAR

NAYERRBN G TEEERLE T 76 F (CodeCommit), Ei& (CodePipeline) MM EAES
(CodeBuild) , 3 AT CloudFormation & RRIBEEEE] Lambda F&. BRTIXLERFREZHN , EF
— YA AT RIS TRIMENRG IAM A, BTF#EFFINEMN Amazon S3 FEE , URATHE
T D HE XX B 1768 EE T A0 % BB TR CloudWatch BIE4#INI, CodePipelinel 7T &4 AWS IAM &
EXRE , BRI RAIFENN I ESAEHNRIKTEE,

TEHBEELS YAML AWS CloudFormation #& =K RGIHEHR .

A ZHEIZIT create-project i T Y , LLAEMRIFFE CloudFormation P BT HE X TEEER
o BXREAHEFLENERNESZELR , i3 H AWS CloudFormation FAF1ER LT XA -
« ZAWS::CodeCommit::Repository CloudFormation &R 8|2 CodeCommitiEf&

« ZAWS::CodeBuild::Project CloudFormation &R 812 T —4 CodeBuild &1 B ,

« AWS::CodeDeploy::Application CloudFormation &R 1% CodeDeployR A2,
 ZAWS::CodePipeline::Pipeline CloudFormation BRI T —4 CodePipeline & &,

* ZAWS::S3::Bucket CloudFormation BRI BN EEHN THE#EE.

« ZAWS::S3::BucketPolicy CloudFormation RSN ENEEN THEHBLIR THEEHEERK,

« ZAWS::IAM::Role CloudFormation &R #/2 CodeBuild IAM TEAGR AR |, ZAE AWS
CodeStar £ FEIERM CodeBuild ¥3Z IR B RI R,

« ZAWS::IAM::Role CloudFormation &R 8|2 CodePipeline IAM THEARAE , ZH/E AWS
CodeStar &% F 2| ZE B XFR,

« ZAWS::IAM::Role CloudFormation &R €12 CloudFormation IAM T#EA R AE , ZAE AWS
CodeStar &R FRI 2T R INR.

HPR 2 TEURAI TEERER 36


https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
samples/toolchain.zip
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-codecommit-repository.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-codebuild-project.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-codedeploy-application.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-codepipeline-pipeline.html
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-s3-policy.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-iam-role.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-iam-role.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-iam-role.html
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« iZAWS::IAM::Role CloudFormation &R 812 CloudFormation IAM T#EAGAE |, iZAE AWS
CodeStar % F 6 2 & R R,

« iZAWS::IAM::Role CloudFormation &R 812 CloudFormation IAM T#EAGAE , ZAE AWS
CodeStar % F 6 2 & R VR,

« ZAWS::Events::Rule CloudFormation &JE 8|2 CloudWatch E4#N| , AFSECEFNHIES
#,

« AWS::IAM::Role CloudFormation %R 812 CloudWatch &4 IAM &,

F 3 EHRNHER T ESEER CloudFormation

EHEEN T ESEERZE , AL TE CloudFormation #3889 T E 8548 4 I 8 ) RE{A 48 1% .

1. FEFENERREIARBITEY L , RFITF CloudFormation 2&l &, LB AIEM K, BNE
HIRFEIHER.

2. BFEEANMRPESFELMHERGUBER,

3. EMRTRE , BRI

® Note
B A BRERR T P BIZB M FTE RIR CloudFormation, &N , Y& E Y |, ATRELIB
R REMEEHNEIR,

SRR 4 EAAERVRATEN TR

E6lE AWS CodeStar T B , @ATERFRERBITEEK.zip X , REREBA Amazon S3 A,
AWS CodeStar fFAXERNBNBILERE. HBE AWS CLIFETm S USRI AR |, E# A4+
RIEE B,

18E M 4 toolchain. yml M4 H I EHIE Amazon S3 F1, HERIETEDER A EIEM
BEY , (RAERAXEFIEELME AWS CLI

HEZRRAEN T EEER

1. ATROIXHEHETEAZHERN LEANREXGNTEEER, ROIKRBIE
template.yml X, FidE , kXHE toolchain.yml X#FE,

%3 % . EHPNLEEHN T A4 R CloudFormation 37


https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-iam-role.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-iam-role.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-events-rule.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-iam-role.html
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1s
src toolchain.yml

1s src/

README . md app.js buildspec.yml index.js package.json
template.yml tests

2. BIEBFERBXHH zip.
cd src; zip -r "../src.zip" *; cd ../
3. A cp mBHIBEXMHENSE,

TR zip SXBFH toolchain.yml E4£%] Amazon S3.

aws s3 cp src.zip s3://MyBucket/src.zip
aws s3 cp toolchain.yml s3://MyBucket/toolchain.yml

BLE & HY Amazon S3 FEEFB UK ZEMIERTD

- HBHTENRRBNITEEEFME Amazon S3 |, EILEATLUER Amazon S3 171l #f R B F XY R
ACLs R¥fREAM IAM B /5 AWS K/ A BURE SR ROIGIEZTE . AWS CodeStar #{R 12
B E X1 B #9124 A 7 #R AY LAV [RMtb ) AR 2 A Y T B RUR XD o

ERFEFAAERENRY , FETUATHS :

aws s3api put-object-acl --bucket MyBucket --key toolchain.yml --acl public-read
aws s3api put-object-acl --bucket MyBucket --key src.zip --acl public-read

FB5: EHEIZEDTE AWS CodeStar

ERAUTSREOZERNTAR

/A Important
FSLEPEEFIE AWS X5 AWS CLI, EHNBEREPEEN AWS XEHEIER AWS
CLl,
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1. 1B1T create-project i HEE --generate-cli-skeleton $%K :

aws codestar create-project --generate-cli-skeleton

BEHPFETR JSON BANWBIE. FEESHIUT A ITEN R LEEF EHEMIER AWS
CLI XX ( flfinput.json) . RBTHAMTMERESNEE , HRFENER, N EREBEN
7 myBucket B9E 7 MyProject BT B &l & It i A ST

« BREM roleArn S, WTEENER , MAKEPHNROER , ELTRUEE. KAG
KRB RNETS R 2 . TEHRHITEEERPIEENRERRHNR.

« RIZIE stackParameters T2t Projectld 8. A AHBRUN RIERETENS
o

"name": "MyProject",

"id": "myproject",

"description": "Sample project created with the CLI",
"sourceCode": [

{
"source": {
"s3": {
"bucketName": "MyBucket",
"bucketKey": "src.zip"
}
3,
"destination": {
"codeCommit": {
"name": "myproject"
}
}
}

1,
"toolchain": {
"source": {
"s3": {
"bucketName": "MyBucket",
"bucketKey": "toolchain.yml"

iy

SB 5 EFLIETEB AWS CodeStar 39
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"roleArn": "role_ARN",
"stackParameters": {
"ProjectId": "myproject"

2. YIRIBTELENFTRENIHNE R , ARFHBIRIZIT create-project i . @& --cli-input-
json ¥,

aws codestar create-project --cli-input-json file://input.json

3. WMRKRY , AHPFEREUTRARRCUAEKIE

"id": "project-ID",

arn :

arn

- MHESEEXHMEANEE
- id fBERTIEAE ID,
« arn fEXRTIIEH ARN,
4. {EH describe-project i TR EEWI B BIBRES. 88 --id B8,

aws codestar describe-project --id <project_ID>

BEUTARRUNBERE RERLF

{

"name": "MyProject",

"id": "myproject",

"arn": "arn:aws:codestar:us-east-l:account_ID:project/myproject",

"description": "",

"createdTimeStamp": 1539700079.472,

"stackId": "arn:aws:cloudformation:us-east-1l:account_ID:stack/awscodestar-
myproject/stack-ID",

"status": {

"state": "CreateInProgress"

}

}

S5 EPO|EIME AWS CodeStar 40
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- RHTEEXHMUENER :
« id ERRE—IE ID,
- state EXRTIEB BIBIRE , W CreateInProgress 5 CreateComplete,

EOEM BN , BUMMMNGFITREFE AL IDE N E F6&EH &R REE T FER.

IR . TP BRI Alexa FeEm B AWS CodeStar

AWS CodeStar 2 —TE T =T LRSS AWS |, ERUHTREF X, HEMNBENAEFAENT
8, AWSfE AWS CodeStarB , BRAINE/LDHAREBNFERINITEHE , NMERBFT B A
KRG, LMER Alexa HBEM B MR AWS CodeStar FRRAESHZ/LTEIATM B S AWS Ik 622
—/MEEH Hello World Alexa HigE. XERMECIE—NEXRTPEEE , FEREBTRERFEER
(Cl) TERFKH#ITHBET Ko

MBI Alexa HBERIEE LA AWS CodeStar 2 , LA FFIREREETF R , AWS FHREH
Amazon FF R EMFXEREITE , BN AWSHFREERBIF RN R, LETLIRE - RER AT A
HERE (C) BE , kEEREA—1NEeMBENAMAERRBNF#EE, EUERAEIE IDE BB
B, NEAEREN TR AIERRE

FRZM
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BRALUEFRARTEEZFENRETEEENERE. BXESEE , BSHRTHE

REE,

]:gect a repository provider

CodeCommit
Use @ new AWS CodeCommit repository for
your project.

GitHub

Use a new GitHub source repository for
your project (requires an existing GitHub

account).

create a new one. Learn more

@ The GitHub repository provider now uses CodeStar Connections
To use a GitHub repository in CodeStar, create a connection. The connection will use GitHub
Apps to access your repository. Use the following options to choose an existing connection or

Connection

Choose an existing connection or create a new one and then return to this task.

Q, arn:aws:codestar-connections:us-east- X

or

Connect to GitHub

@ Ready to connect
Your Github connection is ready for use.

Repository owner

The owner of the new repository. This can be a personal GitHub account or a GitHub organization.

Repository name
The name of the new repository.

cs-dk-gh

Repository description
An optional description of the new repository.
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8, TATXNEENARFESNERER. BINBEENRBRSF. ZEBAEM Team wiki'#
WBHEEE, BEXERNEE. NBSHERERERGERFEHERKRHENES. EFFRAFERN
IRASRES |, ZEI AR LAE B INEI T B F R ESEREIET B MY MIT R, BEETENHET , ZHRR
HARMEZH AR RZIFERBE,

EH eI E AWS CodeStar

&R LAER AWS CodeStar 2| A 8I2TE ., MREER THEER , EFNEREMFENTR. %
BARE 2 IE ARG R T B RS Ry R AR

EHEIME |, § AWS BIEE4S FHEBAWSCodeStarFullAccessHE S EZEMNRR IAM A F
E%, BXEZEE |, 85 ®& AWS CodeStar,

(® Note
EZERAETBMNLIBR A , BUMTER RE AWS CodeStar FHIZ R,

&
« 1£ AWS CodeStar FRIZEI B (#H &)
« £ AWS CodeStar (AWS CLI) 821 B

£ AWS CodeStar F a2 E ( #4518 )
£/ AWS CodeStar #2#| A BI2IE .
EEHEIEIE AWS CodeStar

1. EFX AWS BEEEZFA , REELITHF AWS CodeStar # 4 & https://console.aws.amazon.com/
codestar/,

BRAEGECEZRINECHSTQENE RERFEN AWS XiZ, 0, EEEZERI (HBXEMN ) €
EWmA , #HASERE AWS ZXig, BXTH AWS KEFENEE , HSHEAWS —5EHPHX
WML iHT 2. AWS CodeStar

2. 1£ AWS CodeStar mME L , &R EIEIE,

3. FE“RBRMEER TEL , NI BERFIFRDEERE AWS CodeStar T B R, &0 FH IF L 58
NHERBHSEE. a0 , ER A Node.js BEM Web N AREFI B HBRIL Iz EC23L4l , &
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& Web BIFATER. Node.js fl Amazon EC2 Ei%£4#E, BE/E , N A TR IENER P 1TiE

%

BEXEZELR |, 55 AWS CodeStar 1 B &1k,
4. iij:%-lt_io

5. HMBEBEMMXERAFTRY , WABBWEN , flWMy First Project., EHE ID# , BIH
Ry ID IREB LB R B , BRHEIN 156 MFEH.

fflgn , FA My First Project WIIEHKIBRIA ID 9 my-first-projec. LIWH ID 25U H
KENFIERRN B ERM. AWS CodeStar fFALLIE ID #ERRBEME URL I —3% ,
K IAM AHEXLZLGRIACNRBNEMNN —H2. IBWAG , B IDBLXEER. EEL
BUEzamBWE D, EEHE IDAmAEFERADN ID,

BRI E B EREIMNEER IDs , HSFPREE AWS CodeStar,

® Note
8K AWS IKFEREAN AWS XEAF T IDs LA —1,

6. EFRIFMEEIRME , AWS CodeCommit=GitHub,

7. WMRIEEET AWS CodeCommit“ZEERZ I , BIEZEIAMW AWS CodeCommit EAEEZ |
REMAHMER. RERELE 9,

8. MWRER GitHub , NEEEFRHCBEERR, REBCHERE  FEEREDERZERE., &
n, ZENRIEFIERE, £ Connect t GitHub o,

BIREETHEMERE R,

® Note
RelRERE , B4R B - GitHub 1K/, BLMRARAMBEET RN ARCIRIER,
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Create a connection i

Create GitHub App connection info

Connection name

Connect to GitHub

a. T “BlZ GitHub NARERFERE T , £ EEBZH MAXKZERYF , mAEENER, ®#
Connect t GitHub o,
Connect t o GitHub WHEFE RH E R “GitHub AR FE&.

b. £ “GitHub RIFARERE" T , EENABRFZEIER ‘REFNARRF KIE -1,

(@ Note

BULNERERUEFNMAERZE—INAEF, MRESLEZET GitHub
RIRERF AWS E#2R |, FIERTCH RIS R,

c. F “RIE AWS EH:R GitHub” MH L , B BERRNAEFIIKS

(® Note

MRECHERETNARR , WAILLEREE  HEH ANARFRENBRR
H , LA AERARRZRARE R ZH A,

d. WRETR “BWIAZFBIUKE” TH , FR ALK GitHub 8B , REEEFE “BFR",
e. 1 “Z%K AWS iE#E] GitHub” WAL , REBBRINME , RAFER ‘R,
f.  71£ Connectto GitHub MH £ , FiZEMNZ % ID £ REGitHub B ARFXAXBAFERH,

BIEEEER , 7 CodeStar §lZW B NHF , HERHEE HERELE
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® Note

BRLUEFRARTEEZFENRETEEENERE. BXESEE , BSHRTHE
REE,

]q\’gect a repository provider

CodeCommit O GitHub
Use a new AWS CodeCommit repository for Use a new GitHub source repository for
your project. your project (requires an existing GitHub

account).

@ The GitHub repository provider now uses CodeStar Connections

To use a GitHub repository in CodeStar, create a connection. The connection will use GitHub
Apps to access your repository. Use the following options to choose an existing connection or
create a new one. Learn more

Connection
Choose an existing connection or create a new one and then return to this task.

Q. arn:aws:codestar-connections:us-east- X | or Connect to GitHub

@ Ready to connect
Your Github connection is ready for use.

Repository owner

The owner of the new repository. This can be a personal GitHub account or a GitHub organization.
v

Repository name

The name of the new repository.

cs-dk-gh

Repository description
An optional description of the new repository.

© PFublic

9. NTFEHEFMEE , EiLR GitHub ARHEH DA GitHub Bk,
h., & “FEMERN F , BZBRIAN GitHub F#ERH , Sm AEMBEF,
i &kEOHIFE,

1€ AWS CodeStar F I (2HA )
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® Note
E AWS Cloud9 BEFF M8 | M FU%E$F P ublice

. (Fik ) EEMEEHRT , WA GitHub FfE R,

® Note

IR IEEF Alexa Skill T1BE A , MFEEXE Amazon FEAARKF, BXuAER
Alexa Skill IMEWEZEER |, BHSH & : P OIE Alexa B eI B AWS CodeStar,

9. MREMNIMECHEINL D EC2 Rf| , A HLBHTER , FETIREEFEREELENT I H
EC2 EC2 K, flan , & AT B 8y AT A SR ISR B fp it 1T IR 1%

® Note
TEH Amazon EC2 SRfIZEBEMTERFINITEEESD , HETREETRNEXRKSE. B
XEZER , BRI EC2 EHIXE M D EC2 EM.
W R BIE Amazon Virtual Private Cloud R8T ZAMERFE = (VPC) HZNFH |,
EEREFEAN VPC MFM, ER , MREIERNET A EC2 RHIF XM Amazon 3£
2R | MFTEEFSSHIEERE RN TR VPC,
AXEZER , HSHEM 4R Amazon VPC ? ME A ELREE,

EZAXNTF | EEREBEFRIERN Amazon EC2 Z4AXI 5 4 & - 3 AWS CodeStar 1 B 6| 2
Amazon EC2 Z4AXt ., EFREEIARB G RIFALA X,

10. iij:%-lt_io
1. EFRFRNEEFAER,
12. %3 Next =% Create project, ( EREVIEFEURTFEZHTIEER, )

SIRIE (BEF#EE ) TREE/LD HatHE,

. ENERREMER  BUAEAF#EREREEN ENHTRNER. ERAEESRTEZERE
& IDE , REFIBRERT @D E RIS o

1

w

EOEMB N , B MMNGTTREFE A IDE N E F6&E A& R REE T FRER.
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£ AWS CodeStar (AWS CLI) F 8|21 5

AWS CodeStar B 2 RRBMABEREMUENRRNEAS, BHEWE, ZHANHBENKRE
NWRBREASMNIEHRR. EL/EBWMBER , CloudFormation HRATE ( ELLintegration/continuous
deployment (CI/CD ) BB H B &K TEFERR.

SeERREAtIRTE RN | HAKCETEERENR, EHETEN , BI6ZEATZ I EERRN
TEg&ER, AWS CLI

TENTREFEUTHENRIR

1. BEEHENREH CodeCommit B GitHub 12,
2. BE NS W EEE R CodePipeline &,

a. H&EA CodeBuild iZ1TE TN HFLEN AT , ANBWEEEER NINEER ERACIENE
TH

b. RIMNBWEEEERRN—NEBMNE , 2B A CodeDeploy 2 CloudFormation 43
BIHMNMRERBIHBIZTREMEEM,

(@ Note

HTEEFED CodePipeline EEMMBER , 7F BB — M BRLFRIRMER , FTARM
—MNMYEEIFE ERIENE =N,

AWS CodeStar T B4 E Y 7 CloudFormationt& 4,

BRIFAIATERESFNREROIEROEIE | 55 H%FE . AWS CodeStar fFEASIZEIME AWS
CLl,

FRFM

HEeBM B , HRAXGRREUTSH, URREHUTRE , W AWS CodeStar |3 —/NZE
oA

- BB, MRESBIEEENBERP , WEEHXTNITIE T EEER,
- BHRABAREEETHEMENNARFAE,

- BRRKRBLNIEFMELENEE XM , $120 CodeBuild I B #9 buildspec.yml A T IEBH
appsec.yml, CodeDeploy

o RATAERABFPMAMEI R |, flaN3ET B4R BRXHHER.yml. AWS
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- TEHER, FNITEEERSAENIMENEEEEEN AWS &R IAM €,

« RiUE, MRENTEEERNBNTEERR , WLAARBVE, FENFRXHEN T EEER LZ

2| Amazon S3 7%, AWS CodeStar R EZEX4HEACINICIZIE,

/A Important
BEHEFERHEEIE AWS X8 AWS CLI, Z£HNTEEETEEMN AWS Xigih 6|2/ AWS

CLlo

1. 1B1T create-project i HEE --generate-cli-skeleton 2K :

aws codestar create-project --generate-cli-skeleton

BHEPHETR JSON BXHERE. FREEHFHIVT A ITENHZERF LHEMIEN AWS
CLI XX ( flfinput. json) . B THEMRMEREFNWEE , HRFENE R,

"name": "project-name",
"id": "project-id",
"description": "description",
"sourceCode": [
{
"source": {

IIS3II: {
"bucketName": "s3-bucket-name",

"bucketKey": "s3-bucket-object-key"

}
}I

"destination": {
"codeCommit": {

"name": "codecommit-repository-name"

},

"gitHub": {
"name": "github-repository-name",
"description": "github-repository-description",
"type": "github-repository-type",
"owner": "github-repository-owner",

"privateRepository": true,
"issuesEnabled": true,

65
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"token": "github-personal-access-token"
}
}
}
1,
"toolchain": {
"source": {
"s3": {
"bucketName": "s3-bucket-name",
"bucketKey": "s3-bucket-object-key"
}
I
"roleArn": "service-role-arn",
"stackParameters": {
"KeyName": "key-name"
}
},
"tags": {
"KeyName": "key-name"
}
}
BHMIUTREA :

- project-name : %%, It AWS CodeStar Il B B R 5 & #Fo
« project-id: %%, LI BHK AWS CodeStar T8 ID,

® Note

EORTER , BLTMEAHE—NTA ID, WRERINBWAXHHHNIE ID EF
i, WK EHEIR.

« description : Ali%, % AWS CodeStar Tl H HY #iif

« sourceCode : ik, AIERHEHNFERBHEEEE. Bal , NEXFED sourceCode X
Ko, BPMsourceCodeNREBMBETEERRFRNBAIME AWS CodeStar MIEFRABHY B Y
HEHEE,

e source : F, XENEFHRAB LETNNE, H—XFHXRIREZ Amazon S3, AWS
CodeStar ERIEBMEE , RERERBHGEHEEEEEES,

« S3: Ak, BMREMAEM Amazon S3 L&,
« bucket-name : BEENRREBHNEFEEE,
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* bucket-key : EERBTELRRRBW . zip XN FEBIIBRNIRZH (H)
W, src.zip) o
« destination : Ali%, ERIZTM BN , FENFERABEXINERVE. BRI IEFN
B+ CodeCommit 1 GitHub,

ERERBETERNIET I — :

« codeCommit : E—XENEMERNIEEMNFRABA CodeCommit FEEN B, TF
fEERIERY T EEEIRA,

(@ Note

XF CodeCommit , BAMIBHETEEHMKRPENNFHEENEH. AWS
CodeStar £ A7 Amazon S3 FIREHERBABILLLIEMEE.

* gitHub : X REKFEIE GitHubFfEEHEHRRB N EBHAENEE. NREEREF
GitHub 7 /& , MFEZEL T E.

® Note

X F GitHub , BREEIBEI A GitHubTZEE. AWS CodeStar N &EBIE —NHfE
A& L& F Amazon S3 BVIRRBIER L FMEE, AWS CodeStar FRAUATEEE
RIS FME GitHub,

« name : %&F. B GitHub FREEMNE M.

« description : %%, GitHubFEERNER,

« type : %5F, GitHub FHENZKE, HXREN User 5 Organization,

« owner : %%, CEMBEEN GitHub AF 8. MRFHENA GitHub HLAMRE |, B

HABLMEF,

« privateRepository : #&F. BHELENFEERLENERLAEN. BXRENR true 5
false,

« issuesEnabled : T, 2BEBALE#EESRH GitHub [F&, BHEN true =
false,

« token : A%, X2 AWS CodeStar A TiAEEH GitHub IKF VN ATGRIGH. Bt
SRU4MEELLTEE : F#E. AP adminrepo_hooke BN A EN ATH RIS HE

GitHub , 52 GitHub Mt R SITElEAD ATH RS,
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(@ Note
MREFEH CLI 8128 %H GitHub R EMIE , Ml AWS CodeStar EREN S
2B OAuth N ARBFIFEEFE#E, NREFEREHA 2SS GitHub REME
EMIE |, W AWS CodeStar fEAEZERR , ZBRER GitHub M AR EE
FE,

« toolchain : BXGIEMEREIREN CI/ICD TEHNES, XBEELETEH
EARAL B, #EARFEIE CloudFormation itk  EhEEEN T AR R, XEEHE
CloudFormation E5| AN EASHBEAR A T OIEHKRNAE®, AWS CodeStar K F1E
#H CloudFormation F Fiz1Ti% &R,

« source : #F. BITEEEMRNWULE, Amazon S3 BME—ZFXFMNIRILE,
« S3: Ak, BRI EHEEREZEMN Amazon S3 L&,
* bucket-name: 5 S3 F#EREE o
 bucket-key : IEERITEERHN TEFEEMRA . yml = json XHHFHEBBIRFX RE
7 (#lw, ), files/toolchain.yml
« stackParameters : Hi%, ‘@E%i%EZ| CloudFormationfy{-EX, XERENW T B4
BIRRENSIANSH (WRE ).
« role: Wik, ATEENKFFOEIESRRFRNAC, AERMXEDN , WTAHAR
- MEXREHZAE , WMREITE4E AWS CodeStar R AN , U AWS

CodeStar fEARENKFAIZNBRINBRS AR, NRENKFATREERSAEE |, &
AUBER—1, BXELR , BRI RE 2 : 8] AWS CodeStar REEE,

s MRELFEHFEHECHWBEEN TEHEER , MIXMRHARG, BLRE AWS
CodeStar REABHNERBZACE—INAR, BXUKREFHNWRE , ESH
AWSCodeStarServiceRole B3k,

 tags : Ak, KiANZEIEE AWS CodeStar 11 B BIHRZ,

(@ Note
RERER LM INETE P EENHIR.

2. IRIITEENFTRENIHNE R , ARHIXIZIT create-project i . @& --cli-input-
json ¥,
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RAriEmE

aws codestar create-project --cli-input-json file://input.json

3. MRERKY , MHEPREREUTRERCAHEE

"id": "project-ID",

arn  :

arn

- BHEBEEXMMENES :
- idfBERRIWME ID,
« arn ERTIEH ARN,
4. {EH describe-project in TR EEWT H CIBRES. 88 --id S8,

aws codestar describe-project --id <project_1ID>

BEUTRARRUNBERE RERL S

{

"name": "MyProject",

"id": "myproject",

"arn": "arn:aws:codestar:us-east-1l:account_ID:project/myproject",

"description": "",

"createdTimeStamp": 1539700079.472,

"stackId": "arn:aws:cloudformation:us-east-1l:account_ID:stack/awscodestar-
myproject/stack-ID",

"status": {

"state": "CreateInProgress"

}

}

- HHIEEXFMWENEER
« state ERTIHEGIEIRS , W CreateInProgress = CreateComplete,

EORT AR , BAUMNGSITREE AR IDE NI B 176 B 0L 7 3 E & 17 R R

1£ AWS CodeStar (AWS CLI) &2 H
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RAriEmE

¥ IDE 5 AWS CodeStar

f$ IDE E£ K/ AWS CodeStar , B USEE B RN ERRENFXRB. BXEIFMHIEADB

Bt

F

, BT E &L B E1E AWS CodeStar T B H,
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B
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AWS Cloud9 ##t{#EH AWS CodeStar

& O LAfE £ AWS CodeStar I B # AWS Cloud9 BT ERFMAF K84, AWS Cloud9 2 —4
1£4 IDE , BA[LUEE Web XK EF1FRIE, 1Z IDE BREFENRBRELAR  NZHREEESNET
RAREFHNZEURRNELR R, E/EA , Amazon EC2 EHI3EE AWS Cloud9 FF A HRiE, LhIRER
it T AWS Cloud9 IDE #%t AWS CodeStar 1 B KRB XHHHENR, BEXELEL , HSH AWS
Cloud9 BF#ER, https://docs.aws.amazon.com/cloud9/latest/user-guide/

A LAEF AWS CodeStar 24| A3 AWS Cloud9 1241 & h Z# BRI A )22 AWS Cloud9 FF X
R348 CodeCommit, XI FFiEEHAEBH AWS CodeStar T B GitHub , & R gE{#EH AWS Cloud9 4l
Bo REFNBTXFAMEFHENER S Z.

EH AWS Cloud9 , REE :

- BENHABRKRARIME AWS CodeStar B K IAM A,
- 18R AWS CodeStar I B HERABEMHES CodeCommit , N IAM FFRHE AWS iE$,

£

- JTE AIE AWS Cloud9 3135

- RIE FTFF AWS Cloud9 i

- ST AR A LE AWS Cloud9 35
- MINE FHiBR AWS Cloud9 335

* GitHub &£/ AWS Cloud9

JIn B 613 AWS Cloud9 I3g
REBLLT S BN AWS CodeStar I B 62 AWS Cloud9 FF X HR3E,

1. MREGEFHE , FER QETE SR TRE,

2. 7 AWS CodeStar #2#|AHITHIE ., ESMEL | %F IDE, EREQIEHE K RARMITUTS
B

/A Important

MR B TF AWS Cloud9 A #FH AWS X1 , M| S #1= LR IDE AWS Cloud9 &I
THFFEREILED, B2 , EALUEA AWS Cloud9 2% 8 €8T R ¥R |, FTFFIHE |
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R

M

REFNEEZETT B K AWS CodeCommit ZEE. BEUTEE , FSEAWS Cloud9
APEETNaETRE, ITFHERNM AWS CodeCommit =fl, BxZiFH AWS XiF 5|

*®,

FHZSFEAWS Cloud9® BYAmazon Web Services — iS5 %,

812 AWS Cloud9 35+ |, BE LB BRIAE.

1. BEERATREHRN Amazon EC2 SRHIRIRRIARE | E 1 KAIRBEEFELHIRE,

2.  AWS Cloud9 £ & AWS Ik F s #9E I3 Virtual Private Cloud ( L 5% VPC ) 5EXX4I&E. 18
EBIEH AWS Ik P FiZiE Amazon VPC AR |, ITULTE—#81E,

Zk 2
BrEHE
VPC , B
% VPC &
EEL—

MFH?

a

X

X

fim

& AWS
Cloud9 &
£ A K
R EYRRIA
VPC g ?

fim

fim

7|

ZVPC R HFEWITIZRE
XL )
M2

— MRFFHE VPC, MElE—1. BFAMNERE, Xt

FR% (VPC) #iZ 0|2 VPC , RIS H TUE L #9588
B1E, BXEZEER , EFSE AWS Cloud9 AF#E
BEHH AN AWS Cloud9tlZE Amazon VPC,

WMRFE VPCERBFN , HRIB—NMFN. B
FMKIRE. AMSE (VPC) EFRCIEFM , RiGER
GEAERE, BXEZEE , 525 AWS Cloud9 AF
EEFH 7 AWS Cloud9t|E F M.

BER S EHPHILSIR 4o ( AWS Cloud9 ERTH R
N FREERIA VPC, )

fim

7|

NFFM , EFEFE AWS Cloud9 Tl SEIEFEATERIA
VPC HRERN TN,

fim
L
i)

X FMLE (VPC) , B3R AWS Cloud9 EfE AR
VPC, FFM , %% AWS Cloud9 E7£i% VPC
FERNTFN,

AWS Cloud9 #ELfE£H AWS CodeStar
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BEXEZEER |, iB5SFEAWS Cloud9 AF#EEHABAWS Cloud9 FF X3 EH Amazon VPC &,

3. WAWERWN , AWEFENMIFEHR,

® Note
BIMNAPHMEB LN RE—1,

4. BEICREMHER AWS Cloud9 XFAEHNIMIAREE , TR TEAEXRE" , RAFERR

o
5. EFEGIRIHFE,

BATFFME | RSN T E 77T AWS Cloud9 35,

G MER LIRS TRK AT B QIS NRR, i, BAgeHLEERA —NIMERAE - H 5 K588 , £

S—MHEBEITRIRERLER -2 K8,
J I E #T7F AWS Cloud9 3%

BRBLLTSRITHE RN AWS CodeStar 1 B 12/ AWS Cloud9 7 X%,

1. 7£ AWS CodeStar £#l5H#THIE B , ESME Li&F IDE,

/A Important
MR B WRERABEFEEF GitHub , WFSESMIEZELEER IDE, BR , BAUEH
AWS Cloud9 28T ARHE, BEUEENAERES , A AWS Cloudd A1
EHRITFFEM GitHub #E£A AWS Cloud9,

2. XFIEH AWS Cloud9 FRESHZ AWS Cloud9 B8 | i H EITFFHIERE %R Open IDE,

& A LAE A AWS Cloud9 IDE M ENFF 354381 B AWS CodeCommit I EHRHN KRB, BAXES
E8. , F3M AWS Cloud9 AFIERTMINER O, HmiBss. BN ENERURLLE , &8 AWS
CodeCommit AFIEEFMER Git 5,
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https://docs.aws.amazon.com/cloud9/latest/user-guide/vpc-settings.html
https://docs.aws.amazon.com/cloud9/latest/user-guide/open-environment.html
https://docs.aws.amazon.com/cloud9/latest/user-guide/tutorial.html#tutorial-environment
https://docs.aws.amazon.com/cloud9/latest/user-guide/tutorial.html#tutorial-editor
https://docs.aws.amazon.com/cloud9/latest/user-guide/tutorial.html#tutorial-terminal
https://docs.aws.amazon.com/codecommit/latest/userguide/how-to-basic-git.html
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510 B FRAR & = AWS Cloud9 g

53 AWS CodeStar I B 612 AWS Cloud9 FF X355 |, BAILUEE AWS IKRF R EHMAF (B21Fm
BEBAKR ) HRZHFR, INENEEZERINER  HAFRIMEFARREENRD , ABIREHLER
N FHBRTEEPRNERREREEN. RERATUFERALE AWS Cloud9 IDE EFRBRESR
FREETHESMNHNANKBER , AEEBNEEMK AT FIX,

B B SR IE AR B & B3 A % R 55 % B (L% AWS Cloud9 FF &I, EMiET H
AR BEAENRSE  CEERCERNFERRBAAS  XASRA AWS HEEH | A5
BOEZA P MABTE, BXESEE , 5 AWS Cloudd AP ERETI A TFHRERR A
SR AM A AL TS,

HGBIE L E BB G 5 EIT1 B fYIRERT , AWS CodeStar I & miZE K G B RIFR, ZHERE
EREIE AWS CodeStar 2| A IDE &I~ LR “HEHF" FlRP, BEERIIIFR , AIEFARKEK
AELRHEFITZIE , RAEESMEPIER IDE,

/A Important

MRL ENRRBEEEP GitHub , MIF2ESMELEE IDE, B2 , BALUFER AWS
Cloud9 ##| &% AWS Ik FHEMAF ( 2EMEAK R ) HEHE, At , SRR
EREPM GitHub #EE /A AWS Cloud9 , ¥ % AWS Cloud9 AFEERHIX THRER AT
0] & RS IAM AP MABRRE,

R A LUBE R 2T B AR AR A PG RIERR, fln | BAse R E AL BT B MRBERE X
B M EMIGRNR. EBFEHEBEAF |, 25 AWS Cloud9 AFERPHXTIRERA LR A
EFEIE IAM AP IALHIRE, HERBER2UE HABKAENAF B A IRER |, ZAF AR
fE/ AWS Cloud9 #2445k HZHRE. BEXESEL , $5H AWS Cloudd F P I8y T T 5

5.

MIN B F IR AWS Cloud9 #i&

LR MP IR B R EFTE AWS &IRET AWS CodeStar , 5 AWS CodeStar 4| & 62 AT EE
X AWS Cloud9 FF &M Eth S # IR B o3RRS . & v LAMIBRIN B F T £ 08 | M AMIBRITE .

1. 1€ AWS CodeStar B#HIAFRITHMBEF , ESMEH %R IDE,
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https://docs.aws.amazon.com/cloud9/latest/user-guide/share-environment.html#share-environment-member-roles
https://docs.aws.amazon.com/cloud9/latest/user-guide/share-environment.html#share-environment-member-roles
https://docs.aws.amazon.com/cloud9/latest/user-guide/share-environment.html#share-environment-invite-user
https://docs.aws.amazon.com/cloud9/latest/user-guide/share-environment.html#share-environment-member-roles
https://docs.aws.amazon.com/cloud9/latest/user-guide/share-environment.html#share-environment-member-roles
https://docs.aws.amazon.com/cloud9/latest/user-guide/share-environment.html#share-environment-invite-user
https://docs.aws.amazon.com/cloud9/latest/user-guide/share-environment.html#share-environment-member-roles
https://docs.aws.amazon.com/cloud9/latest/user-guide/share-environment.html#share-environment-member-roles
https://docs.aws.amazon.com/cloud9/latest/user-guide/share-environment.html#share-environment-invite-user
https://docs.aws.amazon.com/cloud9/latest/user-guide/open-environment.html
https://docs.aws.amazon.com/cloud9/latest/user-guide/open-environment.html
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/A Important

RN B RRBEMKED GitHub , IFREESHMEZLEF R IDE, ER , B EH
AWS Cloud9 #Z#| & MR £ E, Bt SEBHE RIS , S0 AWS Cloud9 A F 5
I R B9 I BRER IR

2. 1E Cloud9 SEHEREMBRIVIRE | RFIEFMRBR
3. WA delete BABIAMIBRIT RIFR |, AREIEFEMIBR.

/A Warning
FRAFEMBRETERE, RPAEREINABELE R/ E K,

GitHub #&HL £ H AWS Cloud9

3 F 174 7 RABE AWS CodeStar BB GitHub , AWS CodeStar 24| &8 X FEZFEH AWS
Cloud9 FF &8, B |, BAI LR AWS Cloud9 #4114 k4B GitHub FEES AR/,

1. M AWS Cloud9 4| & 612 AWS Cloud9 FFX¥iE., BXELR , {52 AWS Cloud9 Fig
BRI EIRE,

2. {5 AWS Cloud9 BHI&HFF LXHE, BXELR , ESHE AWS Cloud9 A F 18RI IR
R

3. 7 IDE & , FRAKARASIEEES GitHub E#E (1 ZEEBHAIRE ) ., MRKIKAFEREIT , BE
IDE RIS FREEN, MELR, BXATRE GitHub EENTS , HSH GitHub #
B 3t b 1Y 52 FE A7 6

T AWS CodeStar #2414 S TF T B 18R T SME GitHub FREBEMNET , WENE SFHR L
4% R

4. £ IDE RHARE BONGBELTFEE, FUNRERB. BXFSEL , B5H AWS
Cloud9 FF R M E OGBS, T HE 1A,

5. 1 IDE WAWSFEHRMER Gt FRBEXNHEINEHE B EHMNEEENIREMATTREBH
B, BEXEZEER , BS BN EHIXRTREFEENRIUTEFMEE, GitHub Bx
Git a8 , iI5SH GitHub #BBIN L LM Git 52,
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https://docs.aws.amazon.com/cloud9/latest/user-guide/delete-environment.html
https://docs.aws.amazon.com/cloud9/latest/user-guide/create-environment.html
https://docs.aws.amazon.com/cloud9/latest/user-guide/open-environment.html
https://docs.aws.amazon.com/cloud9/latest/user-guide/open-environment.html
https://help.github.com/articles/cloning-a-repository/#platform-linux
https://docs.aws.amazon.com/cloud9/latest/user-guide/tutorial.html#tutorial-environment
https://docs.aws.amazon.com/cloud9/latest/user-guide/tutorial.html#tutorial-editor
https://help.github.com/articles/pushing-to-a-remote/
https://help.github.com/articles/fetching-a-remote/
https://help.github.com/articles/git-cheatsheet/
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® Note

R T BALE Git EEANCESFHE R BB AR RERE A GitHub B FXEIE | {RATLAE
BAEIEBF, BXEZEL |, 51 GitHub HEBBIMIE LM 7E Git FE4F GitHub 218,

HbE R
BEXFEANEZEE AWS Cloud9 , i85 (AWS Cloud9 AAFERE) PHLUTHRA :

- B
o QIR
- f£A IDE
- =f

£ Eclipse & AWS CodeStar

BRI LAE A Eclipse U B PERKBMFA X M. AWS CodeStar A LAEA Eclipse 4w AWS
CodeStar BB , AGRIXEFIIFHHEXZIME WREME. AWS CodeStar

(® Note

AETHRPEENERATEHEERAEH AWS CodeStar T H CodeCommit, H1REH AWS
CodeStar 1 B HFRRBFEMED GitHub , W AT LAE A 0 Eclipse 2K EGit T E, Bx
EZEE | B5H EGit Wiy EWEGIt XY,

R AWS CodeStar Il B HRRBFMER CodeCommit , M AL R IFHRA AWS
CodeStar, AWS Toolkit for Eclipse & AMR EEMAERTEE A BN AWS CodeStar Il B H BA
B 5o

EFf Eclipse , BEEE :

- BENEBRRFRINE AWS CodeStar T E & IAM AP,
« R AWS CodeStar Il B F H R B EME CodeCommit IAM A Git if$ ( BFiIiEH ) &,
- BEEBHIRESEN AT E L AWS Toolkit for Eclipse £ %% Eclipse o
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https://help.github.com/articles/caching-your-github-password-in-git/
https://docs.aws.amazon.com/cloud9/latest/user-guide/tutorial.html
https://docs.aws.amazon.com/cloud9/latest/user-guide/environments.html
https://docs.aws.amazon.com/cloud9/latest/user-guide/ide.html
https://docs.aws.amazon.com/cloud9/latest/user-guide/samples.html
http://www.eclipse.org/egit/documentation/
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FH

- ST 1 . BF AWS Toolkit for Eclipse

- 2% . FRHI AWS CodeStar 1B & A F| Eclipse
« % 3 . 1 Eclipse B4w%# AWS CodeStar Il B X5
H], 1. &% AWS Toolkit for Eclipse

Toolkit for Eclipse & —MNAIAINE Eclipse W4 2. THEZEMNIEEH RS Eclipse FHEHM R4

]
B

1.

o & w0 DN

o

o 1% AWS CodeStar TEGEE % Eclipse TEEH,
A EREY Eclipse Toolkit for Eclipse AWS CodeStar

FEARHITEH L 23 Eclipse. Eclipse B3 X FRA3HE Luna, Mars F Neon,
T8 H L% Toolkit for Eclipsec BXEZEE , B35 AWS Toolkit for Eclipse Al 136/,
£ Eclipse # , % Help , #A/F1%&# Install New Software,

£ Available Software # , #%&# Add.

£ Add Repository A , #%&# Archive , X EZR7TF zip XHWNLE , REITF X, FENE
T REERHEE,

ERRARGS , BRLENERE AWS BOEBETEMFARARTER  RRGERET—F,
EREFAEEF , EET -5,

£ Review Licenses & , EBHIF I, ERREZIFAHDNHRR , RRERTK. EFE
3 Eclipse.

5 2 25 : FYRIY AWS CodeStar I B § A % Eclipse

Z % Eclipse B Toolkit for Eclipse & , ATEL AWS CodeStar M IDE 5 AT H AR iwEE. RXFM#AEE
KB,
® Note

& ] LATE Eclipse 2 A AWS CodeStar T H R IMEI BN TEX |, BN —NT1E 1R E 5
— AN B, AEFHI A &
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https://docs.aws.amazon.com/AWSToolkitEclipse/latest/GettingStartedGuide/setup-install.html
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S A AWS CodeStar M B

1. M AWS FEHEFIER “S A AWS CodeStar BIB”, & , i£1F File , AFEE Import, ik
B BIF AWS |, AFi%EE AWS CodeStar T H .

iij:%-lt_io

2. TEAWS CodeStar Il B i&#EH | &R EH AWS N AEEF AWS CodeStar I B 1 E£E AWS X
B, MREWITEN L)&E AWS BLEHRZANLERANEEXH |, H1EF “BE AWS ik
P RIS TR BRI B B TR A,

1E1%$E AWS CodeStar T B FMFE@EEF | ERER AWS CodeStar BB, £ Git EiEAF |, ALK
NIBETE N EEEMERNBFRELE, (MRERE Git il , BSRAFHBER, ) EEBET—
i

fF Eclipse & AWS CodeStar 78



AWS CodeStar

RAriEmE

= AWS CodeStar Project Checkout

AWS CodeStar Project Selection

Select the AWS CodeStar project you want to checkout from the remote host.,

Select AWS account and region:

Select Account: ’default vl Confiqure AWS accounts...

Select Region: ’US v]

Select AWS CodeStar project and repositony:

Project Mame ProjectID Project Description
My First Project ry-first-projec AWS CodeStar created project

Select repository: | my-first-projec

Comfigure Git credentials:

You can manually copy and paste Git credentials for AWS CodeCommit below. Alternately, you

can import them from a downloaded .csv file, To learn how to generate Git credentials, see Create
Git Credentials for HTTPS Connections to AWS CodeCommit.

Lser names;

Password:

[ Show password

Import from csv file

Mext = Finish Cancel |

3. BMERT , MANERENTES ZHLTRORE, NRATASA— ARSI 5L, HER
i&_‘ﬂ::B*E ) %Eﬁj::% Nexto

4. EXRBHIRR , ERESAOSHEENTEN LABRER M FHEENBIRMLE , RARERTH.

5.

EDERREERP , BITH A KLU AWS CodeStar T E RIS #F,

fF Eclipse & AWS CodeStar
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% 3 % . 1 Eclipse H¥w%E AWS CodeStar I B 15

£ AWS CodeStar T B § A Eclipse TEXJG , BRI LURBZMB AR , REEXR , UREXRE
FHFHHEXTNZIN B NREME. XE5/RER Eclipse EGit #H4 M EM Git 7 EFMERNEEMEE,
BXEZEER , 555 Eclipse Mt EWEGIt A8/,

BB BB H B IXIR X E] AWS CodeStar I B YR 71# B

1. EUMBRREESRED , BFAUWEMLUNE AWS CodeStar T B HHI X 4,
2. RE—INHEZMBEXHHREER,
3. HERFHFREXEWE , ITHZXHN ETXEE | % Team , REEE Commit,

MREEHEDMBEMAE I Git EFED , WA B LR,

4. HECGtERFYP , BIFEANXHBHIEFNERFREFER. ERBETRMARIHEE |
RBRFRZ A,

fF Eclipse & AWS CodeStar 80


https://wiki.eclipse.org/EGit/User_Guide
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index.html 23 O (5] Task List &3
3 <nav c%ass="wehsite—nav"> - = v|<3gg—: | & | i
9 <ul>
A ¢lix<a class="home-1link" href="https://aws.amazon.com/"* =
1 <lix<a href="https://aws.amazon.com/what-is-cloud-comput Find S » Al P Acti
2 <lix<a href="https://aws.amazon.com/solutions/">5ervices e - ~ et
3 <lix<a href="https://aws.amazon.com/contact-us/">Contact
4 </ful>
5 </nav:
6 </header>
3 «div class="message">
) <alclass="twitter‘—1ink" href="http://twitter.com/home/?status=I EE Outline 52 - =
2 <div class="text":>
1 <h1>Congratulations!</hl> An outline is not available,
2 <h2»¥ou just created a Node.js web application</h2:
3 <h3»And I made a change in Eclipse!</h3:] |
- </dive 3
5 £fdive
6 £fdive
3 <footers
9 <p class="footer-contents">Designed and developed with <a href="http ~
4 1 F
¥y Git Staging &2 7 3
Filter files & B [E
= my-first-projec [master]
Unstaged Changes (1) 1= Commit Message & =
¥ .project Updated index.html with a new h3
Author: Mary Major <mary_major@example.com:

Staged Changes (1)
Committer:  Mary Major <mary_major@example.com:

gy index.html - public

I " Commit and Push...] [ =1 Commit

EEENBEUNMNE , FREMBENZHER, BXESELE  FSRA TR 3 . EFENTE,

HMwt THEZEE AWS CodeStar

& A LA Visual Studio £ AWS CodeStar 1 B F# TR B E XM X E 4

(® Note
EAT Mac B Visual Studio 7%#iZ AWS TES , Ak EFES—REH AWS
CodeStar,

AEBPWEEMEATEEEBERBH AWS CodeStar B1B CodeCommit, HREH AWS
CodeStar 1 B F HRABFEMEET GitHub , M AT LAEHE M Visual Studio GitHub ¥ B2
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ZEWIE, BXEZEE , HZSH Visual Studio GitHub ¥~ R 2 7 M 3k L #9428 7T 8 A ) 35
£ ® Visual Studio All. GitHub GitHub

E M Visual Studio 4% AWS CodeStar 1l B /R 174 E BV 58 AWS Toolkit for Visual Studio , 44
MEZFEZFFH A AWS CodeStar, AW MEREBEERAEE A RN AWS CodeStar I B H RAHY
5o

EF A Visual Studio , BREEE :

- BENHABKRARIME AWS CodeStar B K IAM A,
« AWS &8 IAM B FEVIES ( Hlan | EBEHRZBPMARERN ) o
- ERBHNRELSNAMITEH, AWS Toolkit for Visual Studio %% Visual Studio F1#,

Toolkit for Visual Studio 2 AT LARINZE Visual Studio ¥ — N4 8. SHRZEMNIEEF RS Visual
Studio R E A ZHEE,

RREHFIZ AWS CodeStar #ERH Visual Studio Toolkit for Visual Studio T EA X &3 B 176 E
Y 175 8] 4 BR

1. TEEHAMITEN L% Visual Studio.

2. T EHZE Toolkit for Visual Studio 34§ .zip XHRFEI AR X 4R B F, £ “AI'TIERM AWS
Toolkit for Visual Studio” WE L , # AHS ALK AWS FiE , REEEFE “REFHKRA

3. 7E Visual Studio #3JFF Team Explorer. £ Hosted Service Providers (3t & RS R EHE) & , 2
CodeCommit , A/F1%£# Connect (JE#),

4. £ Manage Connections # , 1% Clone, EFZNIM B N EHEEUREENFHEREIIN R
TTEHXHR , REEEEE,

5. MRRGRTECRE Git FiE , FEE Yes, ZTEIFZHAARECREIE, REIUENXHRE
IRENNE, FRERFXEFIINE—H2, WRTEIEREAREIREIL , RELEE
TE , BALLTOEARKEECH Git RiE. AXREZER , FEHRELN T EVLUERE
B (IAM A7) SIRRIELE RRE.

RESIB G , FUAILAFFIB1E Visual Studio FEERB T , AFRERIEHHFEAEXRINE F6
EEH CodeCommit,
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https://visualstudio.microsoft.com/vs/github/
https://github.com/github/VisualStudio/blob/master/docs/getting-started/index.md
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¥t AWS CodeStar T B AEY AWS IR
HEhOIETE § AWS CodeStar |
ZEFNREENR

T&5IHE T AWS CodeStar M B H 3 B AWS HREX.

RAriEmE

B A LA Bt AWS CodeStar 7 inEI1ZI0 B B ERIA AWS RIRE.

B
| R in—NgE A AWS CodePipelines
B X Elastic Beanstalk ¥} 5% &,

£ Amazon API Gateway &k AWS Lambda
HBHARBRKRE, HIAM SERH AP,

B AWS Lambda I B R INERHT BRI
BMBEFER.

CodeDeploy H AWS Lambda ZhgeR i &4
B,

I AWS X-Ray X%

YmEET B B9 buildspec.yml X LURINEZETH
BTN ER . AWS CodeBuild

HECH IAM SEFNEENTA .

B IAM ABE L,

& IER Lambda T B LUZR D& U9 Ko

& i&m EC2 11 B LUR IR Ko

&R Elastic Beanstalk I B AR & ik T &=

o

4RI ERYINE LRI Prod B R AL um T Ko

=

BES R HE &R ME AWS CodePipeline,

H2H #Ek AWS Elastic Beanstalk SR &% &,

B R EURNREFH AWS Lambda BIE

FSH HRFAMITE .

B E % AWS Lambda BB R £,

FZ0 5 A RER.

FZALTRSRMEHEFNLS R 7 : [ Web
AR5 A N & T i

#SH ERE RN IAM BE,

NTNARFERPENNAG®, BLEEERT
B 855} CloudFormation ik ENXH AT,

HZH & Prod Br ML inT SR MEIT AR

BRI B #IR
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B £

£ AWS CodeStar B RZ £ fEAH SSM & HZ 7 the section called “ET B R &L £ F A

%, SSM £ AWS CodeStar’s
AEXEUTENR,

- YIRBIEHMIBBEIR (HlW , MEENH b EE B F5 AWS Elastic Beanstalk A+ 2 AWS
CodeDeploy ) o

o AIEFH Web LT KRB Mo
« Bk CodeCommit 771 FEE T ( X TEEEIR AWS CodeStar T B CodeCommit )

« X TFEEHM AWS CodeStar T B GitHub , BiFf GitHub FEMNERE , AR SEHEENEEZS
ZIE |, EGEMEMFEEEEZEENZIE, EEER CodePipeline S ource M E , A AR
AWS CodeStar #Z#l5& ( T=REZEHE ) A EZEHAENERE, GitHub B2 , IR EFF S ourc e B EX
BEFEZED HA GitHub 74 FE |, N7EW B 89 AWS CodeStar YRS |, “IEEE" M “[@) " #y
WESTREERI ST, M GitHub FHENZEZET 2 ZFMERNEEM AWS CodeStar T H
U FRIRAV IR R E M GitHub RIBEERPMIBR, EHEREER , EFEA GitHub MILZEA GitHub M
AWS CodeStar T B 7RI FI PR, EHOE G RN , 7 GitHub Mk LA GitHub Ik~ B RHEE
THEKFER OAuth R ARFIS .

- W CodeCommit FZfEE ( X FEREFIA AWS CodeStar I B CodeCommit ) , RS N1FMEEEH
EEFZIE , EHMEAEAATEEEERZIE,

FFEE A7 IE AWS CodePipeline

B L @ ET B F AWS CodeStar B|EH EEBRMFM B, BXEZELR , HSH AWS
CodePipeline AAF 8K E AWS CodePipelinef {REE B,

® Note

un R ER A E T AWS CodeStar KRB AWS BR , NEBETRESF I, X2E N
INERT , 3 AWS CodeStar 812 IAM £ AWS CodePipeline AJ8E T E 1 81X £ 4 TR
E2i [ AWS CodeStar AR BIZEH AWS HIRER T AWS CodePipeline 75 R IXFR , & 8EFE
EUOIEN IAM B8, AWS CodeStar A #FHIRE , RAEXNT B HITEREHMRER |
AWS CodeStar A gEMIBRIEH IAM BABE X,

FFEARME AWS CodePipeline :


https://docs.aws.amazon.com/codepipeline/latest/userguide/pipelines-edit.html
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BTl AWS Elastic Beanstalk 1 81& &

& T LA SRfE T B A2 Elastic Beanstalk AWS CodeStar FRERIRE, HliN , LA ER NI A
AWS CodeStar FHIERIA Elastic Beanstalk SMEM R EHIT SN Az Fi. Fit , BEDENWEMRE
YR8 template.yml X, BAEEEEE N E TELEABCHNIR, EEHEAERER AWS
CodeStar # 7 #& CloudFormation BiB &R 5.

BXYmiE template.yml XHMNEZER , BZH FH Template.yml XHEXNARFER. B
3% Elastic Beanstalk SMENEZEE. , 3% AWS Elastic Beanstalk FF & A R IERHH AWS Elastic
Beanstalk SMEEEBZEGIA,

BUURARBFH AWS Lambda Bk

& T LA 721 B & AWS CodeStar #1228 Lambda %, H IAM A& API Gateway AP| B9X#3
HRiRE, Ak, BRINBWEFER AWS ThRGHBENAEFER (AWS SAM) BIKEITE CodeCommit 17
fEESR N template.yaml 3, It template.yaml XHE X APl Gateway I ERERBEFR, LB
FF. 2176, IAM A APl, BXEZEER , 55 GitHubM s W A S AWS AM B2 T AR
SEEMAER.

5 R A BRER

AWS X-Ray 2R , TAT oo mXRARFNMEEETR (Hlan , MR EIEER ) . [ AWS
CodeStar 1 E R MIRERE , EAILUER AWS X-Ray 54| A EF N AR R G 566,

(@ Note
AR TRIRATEFEUATHEXBEANER T IR TIE :

« {£{@ Lambda I H,

« XtF AWS CodeStar 2018 &£ 8 A 3 H2 /G 8IZM I 5# EC2 = Elastic Beanstalk I B |,
B F#ES/template. ymlEE T — N3,

S/ AWS CodeStar EiRE TS — M A TEERAREF AWS iz THHKHEI X R CloudFormation 3
%, BIINBAEERM Lambda ¥R, WXHEHEREEEDH /template. yml XHH,

B LUEE N AWS X-Ray BIEAINEZResourcesE o RS STHLURMIRER, RF , B LU
I B #Y IAM X BR CloudFormation A A F IR IR, BXRERTRFEXNEER , S AWS FIR

RBESE,
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https://docs.aws.amazon.com/elasticbeanstalk/latest/dg/environments-console.html
https://docs.aws.amazon.com/elasticbeanstalk/latest/dg/environments-console.html
https://github.com/awslabs/serverless-application-model/blob/master/HOWTO.md
https://github.com/awslabs/serverless-application-model/blob/master/HOWTO.md
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-template-resource-type-ref.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-template-resource-type-ref.html
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LT R B E LSRN ERE SERNBED R,

1. 581 & IAM PREB T HELRES B UERER

SR 2 . NIREFIE KR template.ym| X4

R 3 ABRREIFHIEENERER

B 4 NIRERYIE AWS CloudFormation 4k B #t

N

@ N
N N

FBWAEIAM PREIELEAGUERIR

BTN EBRRBFOEZIRERTIR 1 M4, LTRER T4 Lambda 1 B fRAY =B,

(® Note

WMRENTE B FRE BN R SRS, WA SABEIS it B PR
XF 2018 F 12 A 6 BAFFE TR 2581 AWS CodeStar WIE |, BRI B B EN R
KR,

1. &% AWS EBEZ#A HFTH AWS CodeStar #Z#l& , Mtk A https://console.aws.amazon.com/
codestar/o

2. f£A template.yml file RIEWEREFENETAR , RAEITFWEBERRERME,

3. EUDGBERR T, BERERIEXRDIKEIN CodeStarWorker /Lambda BELIEH IAM &, AEHE
MEBELL T : role/CodeStarWorker-Project_name-lambda-Function_name. #%&#
AR ARN,

4. HAGFNE IAMBHEPRITHF., EEMMEKE. B3R AWSXrayWriteOnlyAccess KB , &
TEBMNAE , RRIERH MK,

H 2 . WIRBRE N template.ym| X4

1. 3#TFF AWS CodeStar ##|& , Pt 7 https://console.aws.amazon.com/codestar/o

2. EREBHERSB[IE K ARRITARBRE. EENEEENTE , REHFHE template.yml
X#. 1 Resources T , F&REMIEE| Properties F5H H,

Tracing: Active
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https://console.aws.amazon.com/codestar/
https://console.aws.amazon.com/codestar/
https://console.aws.amazon.com/codestar/
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TR RHIE R EBREIER

Resources:
GetHelloWorld:
Type: AWS::Serverless::Function
Properties:
Handler: index.get
Runtime. nodadeded
Tracing: Active # Enable X-Ray tracing for the function
Role:
Fn::ImportValue:
1Join ['-', [!Ref 'ProjectId', !Ref 'AWS::Region', 'LambdaTrustRole']]
Events:
GetEvent:
Type: Api
Properties:
Path: /

gat

S 3 NREERIHHEAZHERER
o EBXHHIX template.yml XHEFHER,

® Note
XEBHENEE, MBLEEER IAMNBEZRRRIER , NENE
CloudFormation & EfIBFIEIR , HEMREHFAER, IRAX4E
IR, REEHBHENEE,

BBz, AWS
XFER |, FEIEN

SR 4 RIEEREIEE AWS CloudFormation 3% 58 7

\|

-

AWS CloudFormation i E# £ B E8/83h Deploy M RIS TR, EEEMKETNRS | iF
£ AWS CodeStar ## #|E R LB EEFH AWS CloudFormation Bt ER,

R PR E T AWS CloudFormation IREI4E iR | 55 M P REEMRZIEFLAWS
CloudFormation : HF#AIR |, K GIEEER, MRIELEAGRINR | BREHNE
B/ Lambda THELEACNERE, BSH TH 1 : £ IAM hRETIELZEAGUERER,

2. HERARHERERENEENRITHK. AEELENNARERF LERRE.
3. BEYE Lambda #2H| & P EFLHNRBNFAEERRIEREER AR,

4. AENTMEERNABRFLRETR. SRESENNARFHITHLRE, BALE AWS X-Ray
EHEPERREES
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Trace list

1D Age Method Response Response time
315e2d41 4.7 min 200 270 ms
88c0civc 12.8 sec 200 23.0 ms

IR AMEIB B

FrETL B W& AWS CodeStar #EREHH —NATEERARERF AWS E1TRHKBI R
CloudFormation 3 f , BltnE3EE KM Lambda B, WIEFE#HERFEETRH /template.yml X
e,

@ Note
AR TRIRATETEUATHE XBEANER T IR TIE :

o {F{a Lambda I B,

« XF AWS CodeStar 2018 &£ 8 A 3 H 2B 8IZZ# I S# EC2 = Elastic Beanstalk T B |,
KW B E#EES /template. ymlEE T — X4,

A LUE [ iZResourcesEB A N CloudFormation BIRRME UL X, gk template. ymlX
% £ AWS CodeStar FHF# &R CloudFormation R MZEIEHNIME ., FEFRRERENIAE
CIoudFormation NIEARACRREFNNEMNIE, BEXRERTENEANER , FSH AWS &

BRESE,

EEREXTRWEERRMBME G, U TREENERFAERNHMES R, X
CloudFormation B®IREEMERMMNIIEK , BSHAWS HREHSZE,

1. 5%, 1 : 72 IAM H %% CloudFormation THEA R HE (MMEHKE )
2. B, 2 . 18X template.yml X4

3. R 3 R MIEBHERER

4. 5B 4 : ¥ AWS CloudFormation ##% B #t

5. F& 5 : EARERREFINFFRXR

N

N

N
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A AT F S BRIE HIER AWS CodeStar BT H BIREURINER , RETE IAM A RBIN

B CloudFormation TEA R AR, FEHRHIH , AWS::SQS::Queue IR E 7N
Bltemplate.ymlX#HF., WEHSE3B3IEE AWS CloudFormation , M a1 &I B 70—
A Amazon f&i 5 BA 1 AR S5 BA 5,

FHI 1 : £ IAM B 4R%E CloudFormationTEA R A&

\|

BTN EBERBREZSREITLSR 1M 5,

@ Note

WMRIERYINE O FREC B RID SRS |, AT BABKT It 53R
NTF 2018 £ 12 A 6 B AP FETE 25612 AWS CodeStar WINE |, FH B B ENRL
SR

1. B AWS BEEFH A HFTFH AWS CodeStar #H| & , Wik A https://console.aws.amazon.com/
codestar/,
2. f£A template.yml file QIR B SEFRIEWE , AFTHIARRRAE.

3. EMBERRE T, ERRIKRFIKEIN CodeStarWorker/AWS CloudFormation & &6
EHIAM AR, ABBEMERITHER : role/CodeStarWorker-Project_name-
CloudFormations.

4. WAERFE IAM 2H AR, ERRETF ENRERRETS , BT EHNRS A EREAAEN
17, RIEIERIRE R,

5. 1&# JSON &I~ LA4mEE KA,

@ Note
MitnE THELEARMEKIE N CodeStarWorkerCloudFormationRolePolicy,

6. 7£ JSON FEH , £ Statement TEFRMUTRIEIZ A,

{
"Action": [
"sqgs:CreateQueue",
"sgs:DeleteQueue",
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sqs:GetQueueAttributes",

"sqs:SetQueueAttributes"”,

sqs:ListQueues",
"sqs:GetQueueUrl"

1,

"Resource": [

"gn
1,
"Effect": "Allow"
}

7. ERERRBIUBRKBTLSEMER

S|, 2 : 18K template.yml X4

1. $TF AWS CodeStar #Z#l& , Wit A https://console.aws.amazon.com/codestar/,
2. EBRLBNTHRSHME , ARHTFRBIE. &

B

RBIERREFER

WEHEENTRES , i2T template.yml 911

3. EAXRFEMEDMEM IDE, BHARBTTTREFHEEDH template.yml X, FRIEREMILEE

Resources oA, FELRHIAR , FEFLAT XA , 2700 Resources 7o

Resources:
TestQueue:
Type: AWS::SQS: :Queue

BT RBIEREBRER :

Resources:
HellolWorld:

Properties:
Handler: index.handler
Runtime: python3.6
Role:
Fn::ImportValue:

Events:
GetEvent:

Type: Api
Properties:
Path: /

Method: get
PostEvent:

Type: Api
Properties:
Path: /

Method: post

TestQueue:
Type: AWS::5Q5::Queue

Type: AWS::Serverless::Function

1Join -, [!Re rojectId', !Re WS : :Region’,
1Join ['-', [!Ref 'ProjectId’, !Ref 'AWS::Region’

'LambdaTrustRole’]]

FRIRAMEBE
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PR3 BRAMERECHERER
- BIXIHAMEEBEDSR 2 PR7FW template.yml XH4FHER,

® Note

XLBHENEE, MREBEEH IAMNXBEZIRERER , WENEERBEs , #8
AWS CloudFormation & EFHSBRHEIR , NS BEREHRER. WREXEXTE
o, BEENR , AREFBIENEE,

S8 4 . Y5 AWS CloudFormation HE#R E#T

1. YMBEWEERD BB M ERES , AWS CloudFormation R EFHMASTTE. {RAILUE AWS
CodeStar X Ftx LR EE PN AWS CloudFormation B EX k&= & HXRFE .

R HERR

MRBROAERFENR , NHEREHRAKLMK, £ AWS CodeStar U RIRME T EFIH EEBM X
WOIR Ao

EEEW ‘S8 M ERikECloudFormations%iE , LU{ETE AWS CloudFormation 2| & &5 ¥ & i
THER, EERFANSEHIRS | ERENTE UEEHK B IEIMAEE. BE—FE8ELANKiE

MEEMHE, ERAIF |, B4 sqs:CreateQueue R,

b 0B3TA1 UTCOT00  UPDATE_ROLLBACK_COMPLE AWS:CloudFormation:Stack awscodestar-dk-sqs-rad-lamb
TE
08:37:11 UTC-0700 DELETE_COMPLET AWS: Jueue
b 083708 UTC-0T00 UPDATE_ROLLBACK_COMPLE AWS:CloudFormation:Stac
TE_CLEAMUP_IN_PROGRESS
b OB:3T.06 UTCO700 UPDATE_COMPLETE AWS:
* 083T:03UTCO700 UPDATE_ROLLBACK_IN_PRO AW T n::Sta aw
GRESS da

b OB3T02UTCOT00 UPDATE_FAILED AWS: Lambda: Function HelloWarld
083701 UTCO700 CREATE_FAILED AWES05Queue TestQueus

B mEHINZEITE AWS CloudFormation TEA R AGBHNRKERINEMARENIE, FSH
S 1 £ IAM F45% CloudFormation T/EA R A,

2. HELENEERINZITE , I AWS CloudFormation & R elZF R, ENERIEFS AWS

CloudFormation , EF N ZMIL B S22 RIR. FELERAIF , TestQueueBAFIFE “HIR” o H 5

o

RA%ll URL aJfE##% %] AWS CloudFormation., PA%l URL EBEL T :

‘HJ /J?/;ij]l] UIF' B
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https://{REGION_ENDPOINT}/queue. |api-domain|/{YOUR_ACCOUNT_NUMBER}/
{YOUR_QUEUE_NAME}

BEXEZEER , S A% Amazon SQS JEE.. M Amazon SQS BAFI#EWCE EFM Amazon
SQS BAFIMBRH B o

HUR 5 ¢ fE A NEBR KBS D0 BR PR

B @ AP A ERNINE S NB R SRR FHE AR A X BN ARN T RNER, HEMBER
REBBEEANMNR. BERTUTER , BUNEERNEAF. KRN EEBERAFPSHELES
AdministratorAccess HEREFFVREEHN IAM AP RBKERAFREXIIEFH A,

£/ JSON 2R B 4w 4E Bx O 2 SR B

1. &xX AWS EEZ#A HITH IAM 2#lE |, Mt Ahttps://console.aws.amazon.com/iam/
2. EEMMSMERTR , EFRE,

MRXBEEERERE , W2ERREHRLEXNRETE. EEFTHRER,
3. HERHEMINE , EFIR K,
4. HERBEYREISRIDD , % JSON LT,
5 WAL JSON FKEEXH :

{

"Action": [
"sqs:CreateQueue",
"sqs:DeleteQueue",
"sqgs:GetQueueAttributes",
"sqs:SetQueueAttributes"”,
"sqs:ListQueues",
"sqgs:GetQueueUrl"

1,

"Resource": [
nin

1,
"Effect": "Allow"

}

6. iij:¥-|:_$o
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AWS CodeStar AriEE

® Note

&R LARE R FE AT AL{E A JSON mEERRIAT R 2 A E]#, AN , MREHTERHETMR
LRIESRPIEFET -5 | IAM RS AR RS X T LRBRRRTMHIL. BXE
ZER , FZH (AM BFER) PRIABRERKEN.

7. HEFRFUBRNEL  AEEQENRBEHARBEANNER (7L ) . EFLREEHE LA
[RUAEE KRR THNR,

8. IEFROIEREE T RIFERH KL,

B 51 B 700 1AM B &

MAREFESE 2018 £ 12 A 6 AFfth , BRI NERNAREFH#K (template.yml) FEXBESHWAEF
KB, T RENBRARNBIRERENRE  BEERZCENEN IAM EEEET B B ENNR
MR, MREEEESMNHEEMN Lambda 1B , REFANENHKLIE—D IAM A&,

B &RV IR A0 1AM A

1. RBENIBEM template.yml X,
2. 7£ Resources: o H , FATH PRI FINEE IAM BIR :

SampleRole:
Description: Sample Lambda role
Type: AWS::IAM::Role
Properties:
AssumeRolePolicyDocument:
Statement:
- Effect: Allow
Principal:
Service: [lambda.amazonaws.com]
Action: sts:AssumeRole
ManagedPolicyArns:
- arn:aws:iam::aws:policy/service-role/AWSLambdaBasicExecutionRole
PermissionsBoundary: !Sub 'arn:${AWS::Partition}:iam::${AWS: :AccountId}:policy/
CodeStar_${ProjectId}_PermissionsBoundary'

3. BUEBEER®EMENR , ARIEREKI,

EIE A IAM B 93


https://docs.aws.amazon.com/IAM/latest/UserGuide/troubleshoot_policies.html#troubleshoot_viseditor-restructure

AWS CodeStar AriEE

X Prod M R & um 11 RN HIIEIT B

FERLE D FHNERE | FHNER (Prod) BMEBORINEIENEE |, HEEZWEER Deploy f Prod M E&
ZERM— N FHFHRNR. XEXEENMEE EL??ETﬁUE—AﬁJﬁ91~E’J IR,

(@ Note
EUATERT , BRUERAXEYRE !

« 3¥F 2018 £8 A 3 AZECIEMIME , BEMAUE AWS CodeStar 171& & H 1Y 34 Bl E &
#IL 5% EC2. Elastic Beanstalk 3 Lambda /template.yml I H,

« WF 2018 F£ 12 A 6 HAFEFESHZ/ERE AWS CodeStar WU E |, iF 71 B B E R
0 R

i AWS CodeStar I B #Bf | — > CloudFormation R34 R 2 RN AREFH AWS 3= 1TEHK i<
% , 5130 Linux S246IF0 Lambda BEE. /template.yml XHEFE#HELNREMFED,

£ /template.yml ¥ , £/ Stage S¥ Ul B EiE P EVETH BRI — NGRS

Stage:
Type: String
Description: The name for a project pipeline stage, such as Staging or Prod, for
which resources are provisioned and deployed.
Default: ''

Z Stage ZHNATEERERHSIAMNIE ID WAIBEERR. i, ATHABEMEERPWIE
ERIR :

RoleName: !Sub 'CodeStar-${ProjectId}-WebApp${Stage}’

SeRF M
5/ AWS CodeStar #2#| & FHEHE T SIZRIE .
BREN IAM BAFRFEB TR :

« iam:PassRoleXxF I B CloudFormation &,
- MBEIEHAMK iam:PassRole,

e cloudformation:DescribeStacks
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RAriEmE

* cloudformation:ListChangeSets

{XiE AT Elastic Beanstalk RN E#IRE EC2 :

+ codedeploy:CreateApplication

* codedeploy:CreateDeploymentGroup
» codedeploy:GetApplication

» codedeploy:GetDeploymentConfig

+ codedeploy:GetDeploymentGroup

* elasticloadbalancing:DescribeTargetGroups

FH

« HE 1. 7 ({XPR Amazon EC2 I H CodeDeploy ) FRIZEFHHIZH
« SPR 2 : 3 Prod B BRI DETHY B E R B

« ST 3 . AMFFRHER

« S|4 HEEAFRH K AWS CloudFormation HE4% E 3

S 1 £ (1XBR Amazon EC2 B B CodeDeploy ) FReIZFHA I BH

IR IER CodeDeploy MAREF , AREARINSHLBEIXERAVFTEREA

® Note
WREHIE £ Lambda =% Elastic Beanstalk TN B , o] ABkI 58,

1. £ https://console.aws.amazon.com/codede ploy £3TF CodeDeploy ##l&
RIREFRQET B i A IE £ R CodeDeploy B ATEF AWS CodeStar,

1 Deployment groups T , 1% Create deployment group.

EHBABHHD , A <project-id>-prod-Env,

ERSAGH , AIEH AWS CodeStar AR T EHTHEAR,
HEERBRAT |, EEFER M,

ERERET |, %3F Amazon EC2 SEflIEIF,

N o g &~ e DN

¥ Prod BrER ML T URNIMEITE
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8.

10.
11.

ERZSATHRET , ¥ aws:cloudformation:stack-name, £ “E” T , i&
fawscodestar-<projectid>-infrastructure-prod ( EJGenerateChangeSetiRE ]2
AYHEER ) o

EEBIREF , % CodeDeployDefault.Al1AtOnce,

BRIER AT,

ERCEITFA,

nE , ENE-NHBBLEHECR,

PR 2 : 7 Prod BB INFTRY BB/ ER

AIN—NE&1 B § Deploy MrEREE —HMERIHBIRENFMNE. #la0 , Amazon EC2 Tl B BV #
Prod B EXEVIRMERI 5 11Z30 B BIZ /Y Deploy B ERMEE.

M Deploy it R EFIS BN F &

1.

2
3.
4

£ AWS CodeStar T B &M+ |, EFEBEIFHAE B LLE CodePipeline 25| & R ITFHF BN EE,

EERE.

£ Deploy BB , EIRREH R,

1%£#¥GenerateChangeSetiRfE LN RBEF. L TUTFERINE. ELIBEWHIRER |, FFE
FlIX LE{E,

o KRB

- BUREEN

- EiR

- BiREE

- WMAH

BIFSHR , RARESHT , EFENTE NS, FXESHMWIERFIRE, Sl , L JSON
BAEHILE RS

« Lambda Infg :

{
"ProjectId":"MyProject"

}

- W5 EC2 I H :
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"ProjectId":"MyProject",

"InstanceType":"t2.micro",

"WebAppInstanceProfile":"awscodestar-MyProject-WebAppInstanceProfile-
EXAMPLEY5VSFS",

"ImageId":"ami-EXAMPLE1",

"KeyPairName":"my-keypair",

"SubnetId":"subnet-EXAMPLE",

"VpcId":"vpc-EXAMPLEL"

+ Elastic Beanstalk 1 B :

"ProjectId":"MyProject",
"InstanceType":"t2.micro",

"KeyPairName":"my-keypair",

"SubnetId":"subnet-EXAMPLE",

"VpcId":"vpc-EXAMPLE",

"SolutionStackName":"64bit Amazon Linux 2018.03 v3.0.5 running Tomcat 8 Java
8",

"EBTrustRole":"CodeStarWorker-myproject-EBService",

"EBInstanceProfile":"awscodestar-myproject-EBInstanceProfile-11111EXAMPLE"

}
6. HEMBREEERT , EEHEIUH

EAREVFR Prod £ & L 812 GenerateChangeSet Zh1E

(& Note
A REREENLTHRERIN , MREFMITAMBRELTHRE  WTRTRERRLEF
B, BETREEIUTHA : #4L stack-name T F#E
BERT AL SREFEE, ER , BEXRRINFE , S4B BRH BXRINHTRIE. REF
METEER , #RRSSHRBANSRTAER A,

1. MBHEHEEMAETR , M AWS CodeStar I B X KAk %42 Pip eline Detail s SATE# 414
ITHENEE,
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©® N o a0 K~ b

10.
11.

12.

13.
14.
15.

RS

EREEED , EF + RN .

MAMERBM (B2 Prod ) , ARBIER + BINREAL.
EREEMH , MAEN (Sl GenerateChangeSet ) .
N FERERERRF |, %F AWS CloudFormation,
EREERSD , ERIERBREUREL,

EHXRBHT |, MAZEDILIREREMN CloudFormation R EF B#. ME Deploy ik & Fr
ZEMHENBMITR , AEARM -prod :

* Lambda I H : awscodestar-<project_name>-lambda-prod

« MG EC2 # Elastic Beanstalk 1B : awscodestar-<project_name>-
infrastructure-prod

(® Note
et B IRA ML LL awscodestar-<project_name>- FFik , BNHEK IR S KM,

EEREENT , WASIE Deploy rERPIRENEREBMHEREN B (S0 pipeline-
changeset ) .

FEWATE |, ERHETE,

EERS , W ASIE Deploy Br P REMVERBMMERN B ( HI20 <project-ID>-
BuildAxtifact::template.yml ),

HEEMREED , A5 Deploy BrERFREMENESURREE XM B HEBN BT ( HlA0 <project-
ID>-BuildArtifact::template-configuration.json) .,

fEIhEEH |, 1% CAPABILITY_NAMED_IAM,

E/BEMF |, EFEIMEB M CloudFormation TELEA KB,

BFSR  ARESH h , HANTEBESH, HTDH EC2 W E FIILALL JSON HRER
HIStageS ¥ :

{

"ProjectId":"MyProject",

"InstanceType":"t2.micro",

"WebAppInstanceProfile":"awscodestar-MyProject-WebAppInstanceProfile-
EXAMPLEY5VSFS",

¥ Prod B B A& w5 SR INEI 51 B 98



AWS CodeStar AriEE

"ImageId":"ami-EXAMPLEL1",
"KeyPairName":"my-keypair",
"SubnetId":"subnet-EXAMPLE",
"VpcId":"vpc-EXAMPLE1",
"Stage":"Prod"

(@ Note
BRAZTEKERESH , ITRXRFSHRHEEEETANSH.

16. EERHRTF.
17. £ AWS CodePipeline B H , &R “‘REEEBER , AFER “REEX,

(® Note
AEEAET—FHE | BHREE RN E RS HMMIERAA N, BINEEHBRERBENT
_io
EECEHFNEE,

ELREVET Prod 84 £ 613 ExecuteChangeSet zhfE

1. MBEEAEFEEE , HM AWS CodeStar Tl B X TR £ Pip eline Detail s LATEZRH| & T
FENEE,

TR HRE.

EFH Prod MY B , #E#H GenerateChangeSetzi{fEZ 5 , &8 + RNINIREL,

EBREBHRFR , MABN (HlW0 ExecuteChangeSet )

NFRERMRERF |, % AWS CloudFormation,

EREENT , ERENTERSE.

EHRBIP |, B ABE GenerateChangeSet #EFH AR CloudFormation kYA F5 (

il , awscodestar-<project-ID>-infrastructure-prod) .

8. HEUAKEWT , WASHENRPEANERES BRI B ( HA0 pipeline-

changeset ) .
9. EETM.

N o ok~ Db
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10. £ AWS CodePipeline B H , &R “‘REEEBER , AFER “‘REEX,

@ Note
ARKER—FEE , BAGE SN R S WM ERFR M. BINEEHSEAHENT
_Z’Fo
BERECDEFNEE.

EFH Prod M ER 82 Dep CodeDeploy loy #4E ( XBRIL Zi# EC2 I H )

1. HEZW Prod MR HFTIRERE , EF + B1F,

EREBMP , AR (Hl0 Deploy ) »

X TFRERERER |, £F AWS CodeDeploy.

ENRARFAMT , NEKTE % CodeDeploy M AT FHY A o

7t Deployment group (FREB4H) # , IRBEELSER 2 R RIZERIFT CodeDeploy EBEHM B 5.
ERATIES , ERENEMERPEANERMNED AR,

EFE TR o

£ AWS CodePipeline B/ , &R “REEEEXR" , AGERE “REEN, EECEHMNEE,

©® N o g bk~ w0 D

HUR 3 ININFIHRLHER
FERBEXR , EENHESH REIERMIFIFHH B,

—

BELR , EREE.

EENEERZPH Deploy M Prod EPEBMEXZ A |, & + NN ER,

EREMEL , MAMBREF (Hl0 Approval ) , RFERE + RINREL,

EREBMP , MARBM (HlW Approval ),

1£ Approval type 1 , #%#F Manual approval,

( /& ) EEETH SNS & ARN # | IFREE0IZEHTFHMN SNS £&,

1%£$F Add Action,

¥ AWS CodePipeline E1&H , it “REEEER , RAGER ‘REEX . EECEHMNEE,
ERXAMNERHTREENE , BERAENR , RARERKXT.

© ® N o a b~ w0 Db
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SR 4 WIEFE XA AWS CloudFormation 3% 5 $7

1. ZHENEEGITR , B LR AL B S TRR R ERHT B B AV 3 Ml i S B2 T 2

2. EE 53 Deploy MrE&Et , AWS CloudFormation ##EH M AT th. YRATLLE AWS CodeStar
TR IR EEF B AWS CloudFormation YRS REFH K ENEH, EEFHKRCIEF
HMEER , FERFENSHIRPEFRENIE,

3. RYEREER , BREFEEN AWS CloudFormation etk 8|2, £ AWS CloudFormation #%
FlEP , AENIMBEREMENHER, HRBHEAUTER

13

* Lambda I H : awscodestar-<project_name>-lambda-prod

« 5% EC2 # Elastic Beanstalk 1B : awscodestar-<project_name>-
infrastructure-prod

£ AWS CloudFormation 4l &8MERINERF , EFNENIME RIENER. ELREIF , KW
Amazon EC2 EHI & RTE “BIR” &5

4. HRIBHEFHEBENLET R

« XIF Elastic Beanstalk 1 B , & &2 41A AWS CloudFormation 3T #iititk H B RiR. ik
% Elastic Beanstalk R FATEF, IEEE2FITTF Elastic Beanstalk ##| &, EEBHIE, £ URL
%R URL , BMEER RSP IT LR

« X¥F Lambda I B , {51 AWS CloudFormation &l & FITHFHER A BT EIR. %R API
Gateway &R, Z#EE[FE APl Gateway EHIEFITHF. &R ER. A URL HiEE
URL , BAME7ER] 5 88 4T FF K iR =

« WFILE¥ EC2 W H , {51 AWS CodeStar 4| &K B BRI KR PR FHNIL L# EC2
2B, ZEEBFTE Amazon EC2 #HIE K “SEHI” TWE LT, EF R &I+ , S0t
DNS #FH URL (IPv4) , RIETERXI MBS HITH URL,

5. RIEIZHNERRBEIE,

EBE L2 FEH SSM &% AWS CodeStar

T ZE P H LT Systems Manager Parameter Store S E#IRER |, fIMEIE, M , B
£ AWS CodeStar T E A R £ FAIX LS, il , £ T E4%H#K (template.yml) FE LN ARERF
#5R CodeBuild REE YN ARFRRN |, LA geAEREMENTHER SSM S,

E1£ AWS CodeStar I B F £ SSM S , 47 fEFH AWS CodeStar B ARN FHfricix kS
¥, Bk AWS CodeStar TE4E THEA G A GIR AR S 8EH RIEIRICH S,

EWE L2 ER SSM 23 AWS CodeStar 101


https://docs.aws.amazon.com/systems-manager/latest/userguide/sysman-paramstore-about.html
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TTIRBIRY AR T

- BIEFHFIRBIIME Systems Manager S8 , EFBELREHEHNER,
- BELEMFEAMN AWS CodeStar B , HHFCIE—MFHIE,

« 18T CodeStar B H ARN, BELIFUATASA : arn:aws:codestar:region-id:account-
id:project/project-id

5/ AWS CodeStar Tl B ARN #$ricS K

BXROFIES , HSHRIC Systems Manager %,

1. £+ , i A awscodestar:projectArn,

2. £ , W ATIEB ARN 3K H CodeStar:, arn:aws:codestar:region-id:account-
id:project/project-id

3. BERRF.

P , BALUE template.yml X5 SSM 28, MREFHETEETRLEAC—BER , &
HREERTEMANR,

B FEEH AWS CodeStar I B T B8P FARIZS BRI EE

(® Note
XESBIGERATEAEEESHI 2018 £12 A 6 B2 E0IENTE,

1. ST FFEEFE AR CodeStar T B AWS IR B = 4ImER.

BRTENERCENRARIR , AR T EETELEAR, ERE—1NIAM HIR , EEHHKN
A : role/CodeStarWorker-project-id-ToolChain,

£ IAM 28| &P T ARN U HEATI,

mEHE | %2 ToolChainWorkerPolicy HEF €.
BB R,

f£ Action: T, WIBATAT

N

I e

ssm:GetParameter*

7. R HERRE  RERHREER

EWE L2 ER SSM 23 AWS CodeStar 102


https://docs.aws.amazon.com/systems-manager/latest/userguide/param-create-console.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/sysman-paramstore-su-tag.html
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NTFHEAFFESH 2018 £ 12 A 6 BRI tIZNME , EFEFUATHRERAFME SRS H TEL
BAE,

"Action": [
"ssm:GetParameter*"

]I

"Resource": "*",
"Effect": "Allow",
"Condition": {

"StringEquals": {

"ssm:ResourceTag/awscodestar:projectArn": "arn:aws:codestar:region-
id:account-id:project/project-id"

}

}

¥¥ AWS Lambda M B WRE

AWS CodeDeploy X AWS CodeStar TThR$8551 B A AWS Lambda BV Eﬁ&}‘ﬁzlﬁ%%o AWS
Lambda SPELXFEAREMNIE Lambda HEEBEEH S Lambda BEBARA, EAIeEHZEN R
BEHHY Lambda BE# , FERHERMMRAE , AFHHERREE—MEE (HURFE ) 0

AT P S BRIS IR AWS CodeStar 1 B i H EHEH CodeStarWorker B&H7 IAM X
R, WFESKEFEEEBZIME AWS CloudFormation , #2518 AWS Lambda B %k , ABIETR AWS
CodeDeploy i 2 BRI EIMRIIFE,

(® Note
OBEE 2018 £ 12 A 12 B2 HitlE T AWS CodeStar 1B , FRETTRIX LS R,

AWS CodeDeploy HE=NHEED , AFERNRERBIINARFPH AWS Lambda BEARZ :

* Canary : REFNEIWRZEHTES, SUUNRENNSLERFRTHEE | XERTEE
HEE-REBEFRBIEHEN Lambda HBIRANREBT D LU R A D #H A BUNER ; AEE
EREEZREEFRBRRNRE,
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- ZUHNE  RECHEENIEERE K E802E8 AR D HEHERE. &0 UNTUE XL ML
M ITIER  XEETEEEEXAEETEBNRET I LUREBRIBEC AN D8, REFEH
HENEERYE K E8XEEHERN D HEHEE. SUMNE LRI APHITIER | XE
EMEEEEXAEETEBNRET S LUREXRIEE WD #HE,

« Zll-at-once : FTEREH S AIMNEZEHH Lambda BEEEB I EH G Lambda BBUARZA,

e =Py Lid]
Canary10Percent30Minutes
Canary10Percent5Minutes
Canary10Percent10Minutes
Canary10Percent15Minutes
Linear10 10 10 PercentEvery Minus
Linear10 1 PercentEvery Minute
Linear10 2 2% PercentEvery
Linear10 3 7% PercentEvery

AllAtOnce

HXTE AWS Lambda It EF & E AWS CodeDeploy BN EZEL , 555 AWS Lambda itE ¥
=R OE

AHX AWS SAM WEZEER |, 25 EMAWS GitHubT RS 22 M AR FHE R (AWS SAM),

TR

HEIBERSH/DME BT, HIAFREA Lambda TR FAENEMERER, ELTUEER B HEFKTRER
1T PR 4-6,

ST 1 15 SAM EHRLUR I AWS Lambda A S B S K

1. ¥TFF AWS CodeStar #2F|& , Bk A https://console.aws.amazon.com/codestar/o
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https://docs.aws.amazon.com/codedeploy/latest/userguide/deployment-steps.html#deployment-steps-lambda
https://docs.aws.amazon.com/codedeploy/latest/userguide/deployment-steps.html#deployment-steps-lambda
https://github.com/awslabs/serverless-application-model
https://console.aws.amazon.com/codestar/

AWS CodeStar AriEE

2. f£HA template.yml XH4RIBRTBSRERINEWME , AGHTARBERNEH, EEEENTES , 12
TEERHE RN template.yml B SAM EIRP LB,

3. ITFF IDE S FE#EEFK template.yml X, S THEMN XA EZXHEF R Globals
oo AHEPRHRHIXAIEE CanarylOPercent5Minutes £,

Globals:
Function:
AutoPublishAlias: live
DeploymentPreference:
Enabled: true
Type: Canaryl@PercentS5Minutes

LRBIE R T A Globals &% EH E8ER :

AWSTemplateFormatVersion: 2818-89-89
Transform:

- AWS::Serverless-2816-18-31

- AWS::CodeStar

Parameters:
ProjectId:
Type: String
Description: CodeStar projectId used to associate new resources to team members

Globals:
Function:
AutoPublishAlias: live
DeploymentPreference:
Enabled: true
Type: Canaryl@PercentSMinutes

Resources:
HelloWorld:
Type: AWS::Serverless::Function
Properties:
Handler: index.handler
Runtime: python3.6
Role:
Fn::ImportValue:
Join [*-", [!Ref 'ProjectId’, !Ref 'AWS::Region’, ‘LambdaTrustRole’]]

BXEZEE , 550 SAM #ERAY Globals #0ZZERM,

S8 2 : 4REE CloudFormation £ & LU R

1. BFx AWS BEEZFH A HITHF AWS CodeStar ##1& , ik https://console.aws.amazon.com/
codestar/,
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https://github.com/awslabs/serverless-application-model/blob/master/docs/globals.rst
https://console.aws.amazon.com/codestar/
https://console.aws.amazon.com/codestar/

AWS CodeStar AriEE

® Note

B AWS EEEGHE ERSEEPARNIRGIMN IAM AP RERWIEREFIEE AWS
CodeStar, IttA %72 AWSCodeStarFullAccessHiiN& N AWS & KB,

2. ERENIBTRSFHIE , RAEHTTHE RRRE,

3. TERRT , %&$# A CodeStarWorker /& 6|2 H IAM AWS CloudFormation &, LttAGEE
IAM 25| & F T,

4. 71E Permissions W+ L& Inline Policies A , IR EH RS AR KEEFIEITH A Edit Policy, 1%
$# JSON £+ LA4m%E JSON XA R RE

(® Note
B RS ABEB N CodeStarWorkerCloudFormationRolePolicy,

5. 7£ JSON FEH , £ Statement TEFFMU T RGBT, FregionMid G AFEIR N ERH
XA 1D,

"Action": [
"s3:GetObject",
"s3:GetObjectVersion",
"s3:GetBucketVersioning"

1,

"Resource": "*",

"Effect": "Allow"

},
{
"Action": [
"s3:PutObject"
1,
"Resource": [
"arn:aws:s3:::codepipeline*"

1,
"Effect": "Allow"
1,
{
"Action": [
"lambda:*"
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RAriEmE

]I

"Resource": [

"arn:aws:lambda:region:id:function:

1,
"Effect": "Allow"

"Action": [
"apigateway:*"
1,
"Resource": [
"arn:aws:apigateway:region: :*"
1,
"Effect": "Allow"

"Action": [
"iam:GetRole",
"iam:CreateRole",
"iam:DeleteRole",
"iam:PutRolePolicy"

1,

"Resource": [
"arn:aws:iam::id:role/*"

1,

"Effect": "Allow"

"Action": [
"iam:AttachRolePolicy",
"iam:DeleteRolePolicy",
"iam:DetachRolePolicy"

1,

"Resource": [
"arn:aws:iam::id:role/*"

1,

"Effect": "Allow"

"Action": [
"iam:PassRole"

1,

"Resource": [

i n

* 11

#% AWS Lambda I B 8937
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RAriEmE

1,

"Effect": "Allow"
},
{

"Action": [
"codedeploy:CreateApplication",
"codedeploy:DeleteApplication",
"codedeploy:RegisterApplicationRevision"

1,

"Resource": [
"arn:aws:codedeploy:region:id:application:*

1,

"Effect": "Allow"

I
{

"Action": [
"codedeploy:CreateDeploymentGroup",
"codedeploy:CreateDeployment",
"codedeploy:DeleteDeploymentGroup",
"codedeploy:GetDeployment"

1,

"Resource": [
"arn:aws:codedeploy:region:id:deploymentgroup:*"

1,

"Effect": "Allow"

I
{

"Action": [
"codedeploy:GetDeploymentConfig"

1,

"Resource": [
"arn:aws:codedeploy:region:id:deploymentconfig:*"

1,

"Effect": "Allow"

6. EREFRMUBARBTIESHER, YRBEBLTIRN , ERREFEYR.

E3Y  BRAMEEREHRAFH AWS Lambda MR
1. RIAUEEBEDSRE 1 PRFH template.yml XHHWENR,

=i
(L]

#7% AWS Lambda I B #9357
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® Note
XEBHENEE, MREBEEH IAMNBEZIRERER , WENEERES , #8
AWS CloudFormation & EF BRI ENREREFNE IR, WRAXEXTER , BEE
ERBREEFSHENEE,

2. AWS CloudFormation ##% E# 1 B EE/53) De ploy Y EREIFF iR, EESBEBF AN EETHRE
F@EA |, iB51E AWS CodeStar #Z#IE R LR EEHH AWS CloudFormation M ER.

EHREHEE , AWS CloudFormation BZ1EHMBE &R , M TR :

« AWS CloudFormation &3 812 51 & 8 Lambda E¥. EHEHFERRKL
Etemplate.yml X,

« AWS CloudFormation ¥ Lambda 3k | 2 iZ B ¥ 89 #T iR AR o
« AWS CloudFormation £|2 AppSpec X #HHHA AWS CodeDeploy ##RE.

BXTE SAM F R MBI B R Lambda BN EZER |, HZ5H AWS TlRSENAEFER
(SAM) #HRk5%E, HX AWS CodeDeploy AppSpec XHHEHEMNERNESEER. , S
AppSpec “HER” &5 ( XFERAWS Lambda =& ) M Lambd a AWS ZBEH “EHAppSpec ” &

3. EENEERINTERE , &7 AWS CloudFormation & FEIEF R, £ E REMNIE R
RIIKRF  EFRNTE BIEM AWS CodeDeploy B FAFEF. AWS CodeDeploy &4 AWS
CodeDeploy BRF A EHE IR

4. ERIBFRA , BERFMEEDPH Lambda B, FHIBBHFRIE SAM EiRFIERHNIPBREF
IHEBRE, EEFLERBIFHRANRERS , BETNERE LI A RRIIEZHD , &F
AWS CodeDeploy ZBE #8532,

5. EBEFEEMEITNFHARFER , BEMBITRT , %&FIEM@ AWS CodeDeploy B 4H Ky,

6. TEARMBTHEEZZSD , B AWS Lambda B TERHFESRREME 6 E. AWS
CloudFormation X AWS CodeDeploy SRA#HHN A REE T —MEITHR. BEXEFHBE, FLEH
B3R Lambda SPBIEZELE , i85 Lambd AWS a it EF & LHEE,

FFI&HY AWS CodeStar I B i JE 2 &£ 7= 45

EEEH AWS CodeStar B BIZN FATEFH 7 # AWS CodeStar IREHHAB2E , BAIGEEE
FENTMEBETERE~HiE, XN ENN—f 22 FNARFN AWS BFREHIE AWS 25
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https://github.com/awslabs/serverless-application-model/blob/master/versions/2016-10-31.md
https://github.com/awslabs/serverless-application-model/blob/master/versions/2016-10-31.md
https://docs.aws.amazon.com/codedeploy/latest/userguide/reference-appspec-file-structure-resources.html
https://docs.aws.amazon.com/codedeploy/latest/userguide/reference-appspec-file-structure-hooks.html#appspec-hooks-lambda
https://docs.aws.amazon.com/codedeploy/latest/userguide/reference-appspec-file-structure-hooks.html#appspec-hooks-lambda
https://docs.aws.amazon.com/codedeploy/latest/userguide/deployment-steps.html#deployment-steps-lambda
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CodeStar, ZNAEZEEFHEE, WEMB, BEEMIHE , BEE5HLE AWS H & CodeStar BIE , TufE
F CloudFormationE# a2 E 11,

(® Note

B StfEM AWS CodeStar IRIZEARIZHEFTRUME , RRFEAELB KT B WER ,
DR ESFRNTRNER  XARaBREHRE.

AWS CodeStar T B 2 RRBM I BEREMAENTRNAES, BHEWE, AHNHEENKE
NWRBRESMNIEHRR. EQIEWMBEAR , CloudFormation HRATE ( ELEintegration/continuous
deployment (CI/CD ) EEHEEESHN T EERIR.

HIEERESACIRM BN , FAECERTREEENR, £RACETEN , BItIZRA T2 TEER RN
TEg#&ER, AWS CLI

TENTEHFEUTHENTR

1. BEEHENREH CodeCommit B GitHub 12,
2. BEE N ST B EE XN CodePipeline Bi&,

a. H&fEM AWS CodeBuild E1TETTMIAHERN AT , HATEZWIEEEE PRI Z[H R
BHEmE,

b. BANEMUEEEERRM—NEBNE , ZHEBM M CodeDeploy 3 CloudFormation fF#4
EBETHNRRBIHERE TR EMEN,

@ Note

HTEEPRZES CodePipeline EERIMME , HAE I ERAARIRMER , FTEAURD
—NIER BN ERERNE K EL,

£}
- SIEFM GitHub F

Bl 76 GitHub

BB EE T EERRPE YL GitHub FRERCIRF#E., BRESLNTSRREN ZIP X444
BTMNE , UEALUHAE LERFREE, A BUREELEFURETMIABGRITE , GitHubSE
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RAriEmE

AWS 1L GitHub RFREHITIERE., BRTHNMABRSES GitHub |, & AN E AR CodeX R

Bs3.GetObjectiXPR,

EREELH GitHub FM#E , BEPHN T E4EERF CloudFormationZinan K,

GitHubRepo:
Condition: CreateGitHubRepo
Description: GitHub repository for application source code
Properties:
Code:
S3:
Bucket: MyCodeS3Bucket
Key: MyCodeS3BucketKey
EnableIssues: true
IsPrivate: false
RepositoryAccessToken: MyGitHubPersonalAccessToken
RepositoryDescription: MyAppCodeRepository
RepositoryName: MyAppSource
RepositoryOwner: MyGitHubUserName
Type: AWS::CodeStar::GitHubRepository

ZRBEEUATEER

- BEGENRBHNE , ZEBXMRZ Amazon S3 FEHE.
- BB EE GitHub F#E LB AW,

+ GitHub FHEEREBNRLELE,

- ZOIEM GitHub M ATH RIS,

- BEVENFRENEZR., BHNAEE,

BEXREEEWEEENTEFHAEFE , H55 (AWS CloudFormation A F 15
&) AWS::CodeStar::GitHub5 #J Reposit orys

ERERAD ERZ AWS CodeStar

£ AWS CodeStar/ , ATLA N T B }Ex#5E, XA BB EBmMB, Hlan , &
M ITHEMI BR8N Release, ijg Beta M#RZ,

I-‘] kﬂ.//\

A AR

SERAY B R
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-codestar-githubrepository.html

AWS CodeStar AriEE

EIRTNERAYIIE e

1. % AWS CodeStar Z#I&HITHAME 5 , ENESMEEFEE RE",
2. HEREH , ERHRE.

3. ERYP, AARINEN. ERPAARINE.

4. (EDE ) RBERIFFL , URINESIRE,

5. AMEHRER , ERERF.

MILE i BRFR

1. 1 AWS CodeStar #Z#I&FITHLE G , ENESMERPIER RE",
2. EREH , EERE.

3. EMZHRIEBRNGTE , ATERBRITZ,

4. EERRE

FREVIN B PR 5 &

AWS CLI f#iz1T AWS CodeStar list-tags-for-projectin® , IEEM B W B F

aws codestar list-tags-for-project --id my-first-projec
MERY , HEHPHETRHLIR , RUTFUTAHAS

{
"tags": {
"Release": "Beta"

}
}

i B& AWS CodeStar I B

MBELSBEEEANME , N ATHIBRIELIN B & HRFRUERE AWSH A= EEMEFNTH. BIKR—
ANIME R, EMBRZIME FWFFEFARK R . 1N IE BREMN IAM AR 8E , EERAFE
B X H AWS CodeStar XFE K, LA LAEH AWS CodeStar #4143 AWS CLI BIBRITE . MIBRIA

[LRY=PrAYiiEa e —



AWS CodeStar AriEE

B EE AWS CodeStar RS A aws-codestar-service-role , ZABUIMALZEX B HIBFE.
AWS CodeStar

/A Important
MiBRPEITLE AWS CodeStar TTERUH. BIABERT |, 251 B BIFTE AWS RIRERMER
AWS K= IR | 24E
- BIEH CodeCommit Fi FEUAR FHEEZFREPHNEAHRNS.
« 79 AWS CodeStar T B & H % REERV I E A &MMEX IAM K,
- HZU B BIEMEM Amazon EC2 K4,
- BRENARFNMXEEIR , flan
« CodeDeploy R ATEF KRB IEBH,
« —/ AWS Lambda BEE X EXH APl Gateway APIs,
« AWS Elastic Beanstalk R %5 F<BRHIRE,
- I E ML I EEE CodePipeline,
- 5118 fHX# AWS CloudFormation 3##£.

. {#F AWS CodeStar 1241 & 022 1E/a AWS Cloud9 FF £33, FRERFIERIERHRE
BEMEREK,

ERBRAAET A BIRUAKRIE |, BEPHRTREEE, WREFRILIED , NFE P BIERZ
B1E AWS CodeStar , # B IAM R A F X ERRNTE A€ |, ErE it 7 IRES
REB, £ , B REAMENIXLRFENR, AWSHREREFRBEEXLRFRHMN —PR
ZENRE , MAMFHEEMR,. BXEZEL , B55H MEME : AWS CodeStar T HE
HigR , BRBRPAEE

MRLREER BRI B RRERR , FARESKEK , BEHTE F4A(
B—X , BHREEAENAMERERENIZR , BIFME FTBEE,

BERHHARTIR, X

ol

« 1&£ AWS CodeStar FliBRINE (25 )
- MiER AWS CodeStar (AWS CLI) F I E

BRI B 113
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F£ AWS CodeStar HfiBRIIR ( #2=H& )

AT LAfE Al AWS CodeStar 241 &M E .
EMBRF AR E AWS CodeStar

1.  3TFF AWS CodeStar #2#lA& , Mk A https://console.aws.amazon.com/codestar/,
2. HESMBE®RD , EEIWHE,
3. EBREMBRMOINE |, REIEZEMER,

REITHUE , AERHEENHNSMERPIEFRE, EHERARFEE L , &#F Delete

project,
4. EMBRBATES , EENR. DREEHBAEHR , BEPHRER. EEME
AREFEERTR/LD MRt E T EMERIE . BERE , 0B FABHIE AWS CodeStar #2415
HYI B SR,

/A Important

MEEIE FERANRAIERIER AWS ( Flan , GitHub & ED Atlassian JIRA FREYIX
), MBEMESRER TZEEE , XERRET MR,

MR 2FEM AWS CodeStar EE R F oM MEIIE IAM AR AE |, WFTERBREN
NEH, MRESNMENEERBHMNERSIOAFNAE , AT LD B RS T BE
BRIBE, BXEZER , 55 277

fil Bk AWS CodeStar (AWS CLI) F YT B

A LA A AWS CLI kMR E -
EMBRFAYIE AWS CodeStar

1. FEZUR (Linux, macOS = Unix ) R HIRRAL (Windows) , 1E1T delete-project i , ‘BIFM
BHEF. Hln , EMBER ID RAIE |, BHRITmy-2nd-project AT RE :

aws codestar delete-project --id my-2nd-project

ZTRIRERCUULTRENE S

1£ AWS CodeStar FRfilBrI1E ( #ZHI14 ) 114



https://console.aws.amazon.com/codestar/

AWS CodeStar AriEE

{
"projectArn":"arn:aws:codestar:us-east-2:111111111111:project/my-2nd-project"
}
11 B < 3 BN ER o

2. 1217 describe-project i5 s , BIFMEB MW B, Bl , ERE ID AW B KRS , B0
Tmy-2nd-project A FI24E :

aws codestar describe-project --id my-2nd-project

MREABERIE , M SRERUTUATATNE L

"name": "my project",
"id": "my-2nd-project",
"arn": "arn:aws:codestar:us-west-2:123456789012:project/my-2nd-project",
"description": "My second CodeStar project.",
"createdTimeStamp": 1572547510.128,
"status": {
"state": "CreateComplete"

MRMERTHE , Mt S REERUTUATARNE L

An error occurred (ProjectNotFoundException) when calling the DescribeProject
operation: The project ID was not found: my-2nd-project. Make sure that the
project ID is correct and then try again.

3. 1&1T list-projects v S HEIACHERNIE FTEEHIES AWS IK - XBHIE B HIRF,

aws codestar list-projects

B AWS CodeStar (AWS CLI) FREYIR B 115
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5 AWS CodeStar HBAEE

ERIBRFAMA R , BREEQHMARTHENRAEH#ITIHE, £ AWS CodeStar , 8/NIH
#HME—NMEH, —PMHPITLUETZ AWS CodeStar BB , #BESANTME HEETEH AWS
CodeStar A€ ( HtEBTRMMNR ) o £ AWS CodeStar #2#|AF , AR TUAEESEMH AWS Ik
FPREXWNFIETE , B REEFNLEBEMAI2ARKRANTE .

AR AT EAN B 2R —NRF B, MIERT RIS FaRFith it | DUEE b RA B R BX R 4o
TRAIABENHARR AT EEREEDTE PR AWS CodeStar B,

RSN E AWS CodeStar #iE=/A® :

AWS CodeStar 1 B R #Y & & F PR

ABEN EFTEZEFE  Add/Remove/ ANDI/MIBREIRA R HIERTTE
PRARAS AccessBIE #R &

E% X X X X

mEE X X

EFE X

- FIEE  WEURMMBRRIEAEARAK A , MRRBEEED B FHED , WA LRI E 764 FE R
X8 CodeCommit , 1% FoRIELE H Ath B BA pX 52 I #2175 [RIE A2 17 5 1% 51 B <BXAY Linux B9 Amazon
EC2 24l , BB B #HmEMAR , URMERTE .

o TERE : WTLURIMABERMURRER (Hln JIRA BNy ) , MRRBEEETEEZ#EES , NEE
B FERBAHE CodeCommit , HENRMHIHITEERE, TERMBMEREAMK R, RFRIEL
FERBEHZBHRAREMBRIE, XRNAASHEAMRKLRIEBRNAR,

- BEFH  ALUEFTHMER. FEEFPH CodeCommititiB , IR EMERREUM LEEMBERHE
TREVRTS .

/A Important
WMRBH TN B AN ERRY AR AWS (B30, GitHub &SR Atlassian JIRA FEY[EE ) |
XX LR E B R REEERS , MARHATRREMAEES, AWS CodeStarBXxEZ
FR , FZREREHEN N,
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ERABENGIR AWS CodeStar 1 B B AZB A LAE A AWS CodeStar 2% & 5 R E 27k AWS
B EI B R ER,

AWS CodeStar £ Bz A 17U B H AKX A S 551 B WEAMER< AWS Cloud9 FF &K, ER
FERARASERZRE , HSH 5T E HARAK A #£Z AWS Cloud9 33,

BB AEEXRE— IAM R, LERBHNENTNEHRTEENUARMERER, ARIXLRIERN
EZER |, 1§55 AWS CodeStar ET 54K K8 =01,

TRERESNAE®ES AWS CodeStar I B Z A< R,

e
féf::;} AWS CodeStar
0

AWS CodeStar AWS CodeStar project
project resources
+
omare Q:D .% <#> IF
) =
members _ Project
instances

;.i.a(_b I — |

— urce code
. repository
Contributors Project
dashboard
e v 'r
. . Froject
. extensions Other AWS resources for
Qﬁ the AWS CodeStar project

Viewers

T

+ @ AWS CodeStar I B 7 0B A B 5

- E AWS CodeStar B RAE & B X R

« M AWS CodeStar I B H % BRE RA 5L A
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@ AWS CodeStar I B 778 1N BA B, &

WRIZTE AWS CodeStar B FHEMEE AT EfFAWSCodeStarFullAccess K& R B T &M
IAM B, MTJ LA E A IAM AP RINEIIE HRR. X2—NEAF A AWS CodeStar A€ ( FiE
EZ, REBERNEEFEE ) WHELE, SEAGETE/MBHACHITEEN, Al , B A PR
& F AR B RIREEMNNRTEERRE TIHE B P REMERRK AN EREFNWNE, —1NEHRA
RATEDMEHFREE—1MNACR, EEAMN—NARKRAR , L&A T ENEAGEME XN R 5EE I
B# TR E,

AWS CodeStar A& & HRA KX 5 F &1 b 21 -

o BEEE IAM R REARK A FIHEENR,

o BOLIBRWERHERAKGZEEIE B RNBR D

- RESAPREAKAR , 1= 887 AWS CodeStar 2% &P 15RITE .
- AFEANTE RRREAEE L.

BXHBAF AWS CodeStar BB EZEER |, i5S R 5 AWS CodeStar FAR S /EME &R AWS
CodeStar AP PMAEE .

Eo HARMEARAK G |, B4 EZIE AWS CodeStar WFTE&E /&
5{AWSCodeStarFullAccessk g,

/A Important

NINER AR B T2 $ 0% R B X3 SN SRR AWS ( flan , GitHub 124 Atlassian JIRA
FRFEIR ) BiFREINR, XEHENREEARRREEFZESN , MARHARRREEFZEFN
AWS CodeStar, BEXEZELR |, ES AR RIEMHE X,

ERBERIH B AWS CodeStar Tl B FJ AEB AT LAEA AWS CodeStar #2#| & 1518123 B 2 4\
AWS {B 5% B #5< 1Y 8 R

I B AN RA B R A2 B3 AT 1Z K RS 5%5 B BERIHEX AWS Cloud9 FRIE, ER
THEMBRASERFINE , ESFH 50 8 FAKKAEZE AWS Cloud9 5,
RIREFMAFXT A M5 RRS R FF AWS CodeStar FiEE, RMEREEERER
BFHMMEKRESMAFARANAR, BXESER , B8 RS A HRER AWS
CodeStar,

£}
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AWS CodeStar ArfEm
o AIEBKRE (EHE)
- AMAMEFERKA (AWS CLI)

AR BAEX B ( #2HE )

A LAE A AWS CodeStar 24| &8 FEARKARMEEHNIMBE ., MRERMWAREE IAM AP,
NAARMZ IAM BF, &N, S AERZA R RMEIE 8 h EelZ 1AM BF,

@ AWS CodeStar B B R INEARAA R ( #2HI& )

1. 3TFF AWS CodeStar ##|& , it Fhttps://console.aws.amazon.com/codestar/,
2. NEMmERPEREDE 6 RAEERENDTE,

3. EWMBMMNSHESR , EZEERA,

4. £ Team members WH L , i%&# Add team member,

5. 7 Choose user 1 , 4T 52— :

- MREBAMWARESR IAM AP, BNFIRPIEEREZ IAM AF &,

® Note
2R MBI H At AWS CodeStar I B B A PR E R7E “BIE AWS CodeStar A" 55k
Fo

EWEARH , NIZAFER AWS CodeStar B2 ( FIEE. S5&8REEFE ). XER#EH
MBEFBEEERH AWS CodeStar ME R AR, HNAT IAM AFE , ZAGEMIER AWS
CodeStar M B RRFTENFIENR. ERATAFHE IAM FRARBUENERE Git IER
CodeCommit £ IAM Ay Fi P E4& Amazon EC2 SSH Z4AFTEMI KB

/A Important

BRERESER IAM AFNERENREFHAEE , RFLELUZAFSHER
BiEHE, AXESFER , BHSH EE AWS CodeStar AP NMARRHNEREES -

R AN DR BARX &R o

NINEIRABL R (( #26E ) 119


https://console.aws.amazon.com/codestar/
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6.

- MRFAMFMEHARRE IAM AP, BIERIER IAM AR, SFREEDE IAM 2]

A, ILNERED IR IAM BF, BXESZEERE , B8 IAM BFrEREHPHEIE IAM A,
B2 IAM B fa , BB AWS CodeStar 2% & |, RIFAF IR , RAEMNTRHIIRPIEFEE
9 IAM AF. MAZNATHHAFH AWS CodeStarE REH, BFEf4ibit MM BE AE
SRIRIESEE “ANINEIBABL R o

® Note
NTETER , NOED—NAFSERTZMENFAEE AG,

E#E B R RIELTEE

« #&8H9 AWS CodeStar I B HiEEE R,
- MBRKBEFEMED CodeCommit , MBI EFE A Git WM AR M 1T E A5 ]

CodeCommit F#FE .

« BXRAPNMERAEERE, BT84t Amazon EC2 SSH 24AMER |, MARFTARER

8 AWS CodeStar AR PMNAEE

- —RMEBNEREE  REEAFREREA AWS | ARLENZARCE IAM AF. 1t

ZEFEAFEREREIH, AFSTAE— I HEB,

SFIFZEEFAER (AWS CLI)

SERBAME R EIBAR 2 AWS CLI AR INE SR BB FIA . BRI AEBR /X E PHIMBRERK AN E

l%\
N INERA X 5
1. ITHAKIESHpSED,

2.

B{T#% A --project-id, -user-arn fl --project-role ¥ # associate-team-member

MH. BAEAELEE --remote-access-allowed 5 --no-remote-access-allowed &

BREEAFREERNT B XAIRIZETERER, Flu

aws codestar associate-team-member --project-id my-first-projec --user-arn

arn:aws:iam:111111111111:usexr/Jane_Doe --project-role Contributor --remote-access-

allowed
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b= IR EME A5 o

EEFREHEBER (AWS CLI)

1. ALK EHIDED,

2. BfTWHE --project-id S list-team-members . B0 :

aws codestar list-team-members --project-id my-first-projec

oS AEERMLTARNRS -

"teamMembers": [

{"projectRole":"Owner", "remoteAccessAllowed":true, "userArn":"arn:aws:iam::111111111111:use
Mary_Major"},

{"projectRole":"Contributor", "remoteAccessAllowed":true, "userArn":"arn:aws:iam::1111111111
Jane_Doe"},

{"projectRole":"Contributor", "remoteAccessAllowed":true, "userArn":"arn:aws:iam::1111111111
John_Doe"},

{"projectRole":"Viewer", "remoteAccessAllowed":false, "userArn":"arn:aws:iam::111111111111:v
John_Stiles"}

]

}

EIE AWS CodeStar H BA K 5 BIFLBRE

o] LAUBE B R BA X 53 B9 AWS CodeStar &3k E {18V IXPR . £ —> AWS CodeStar BB A
BIHAK A REEDTEH—1MNAE , EUEFZAF7REAR—1MNAt, ELEHA AWS CodeStar
P&l A5 AWS CLI SREER R,

/A Important

EFHAMK AN AR , BAHEIZIE AWS CodeStar WFfE &AM
FAAWSCodeStarFullAccessK R,

EEERNR =
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5 ol A RA B 5 B9 AR PR R & S i B BA AR A I AR A SR8 JR AWS ( lgn , GitHub F 4 EE Sk
Atlassian JIRA A& ) B iFRIXPR. X L5 R PR A & RiZ 4 & M 3E AWS CodeStari®
flo BXEZEER , FEARRREMREN M,

EB R AWS CodeStar T B B A& AT SAE A AWS CodeStar #1 & 17815 B 2 7
AWS B 5z B X &R,
FRHAMKAETEANACRT2EIATFRMEILZKAS 5120 B WEMR AWS Cloud9 FF &
iR, EATSMELEAMNKASERZNEG | HSH 5T HFAB KA EZ AWS Cloud9 315,

&R LA A PR FI R R 51201 B KB Amazon EC2 Linux SKAIRIINER, 1EER T IR
B, AFP4REEEHFEHBTE R # AWS CodeStar AP AR BIXERH SSH 4. ERINERE
F Linux 36| , AFZMEEA T EN LEE SSH # RFRAEHR,

£33
. SEEAURE (HHE )
. SEEABME (AWS CLI)

EBEA MR (254 )

B LAEA AWS CodeStar BHIAREEHRIN AR, EEUEEBERANNKRA RS W LLERETA
B #1910 B <BHM Amazon EC2 =4,

EREARRANAE

$TFF AWS CodeStar ##|& , Mt Jhttps://console.aws.amazon.com/codestar/,
MNESMBRPERIE , RRERENTE,

FEUE M SmEF | ERER

EARRATEL , EEFEEARKR , RAEEERRE.

EHMEBAGY  EREQZAFR TN AWS CodeStar B (FiEE., RBMEREEE ) .

o & 0N~

BX AWS CodeStar AR ENPRHNEZELR | ESRE AWS CodeStar FH A& 1E,

LR YR EH BB R o

& & RA BX, B2 3% F X4 Amazon EC2 SE4IHY 2 17 18 #X R

1. $TF AWS CodeStar ##|& , it A https://console.aws.amazon.com/codestar/,
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2. MNSMBERFGRETE A REERENTE,

EIE KM SMES | ERER

HERKATE L , EREARKR , RiEitERE.

LR VXS E KHIREIT SSH 1hiR , RREERRBEAKR

( |3k ) BAERARR R b1 RiZ 9 H AWS CodeStar i L4& SSH 2MA ( IR b4 18 Rix #
)., BXEZELR , BB EEM AWS CodeStar AN AFERFIRMAE o

2

B IR B RAXBR (AWS CLI)

BRI LAERAR AWS CLI EE S EAEAMRKRNTE A, SAUEAMARKN AWS CLI i mREEZ
I BA B 33 B A Al BUZ A2 15 (R S48 T B X BX#Y Amazon EC2 34,

2 P BA R 3R Y AX PR

1. I FAKARHIDHEL.

2. BfT#WHE --project-id, -user-arn fl --project-role SHH update-team-member &
S, BEAEITEE --remote-access-allowed B --no-remote-access-allowed &%
REEHAFRAEEXNIE XRHIMNZEFRNERE, Hlan , EEFH AN John_Doe Y IAM B FHYIN

BEAEFRANRERNTEZRILRIME Ama EC2 zon SEHINEFE , BHITUTERE !

aws codestar update-team-member --project-id my-first-projec --user-arn
arn:aws:iam:111111111111:user/John_Doe --project-role Viewer --no-remote-access-
allowed

ZTRIREXRCUUTHENE L

{

"projectRole":"Viewer",
"remoteAccessAllowed" :false,
"userArn":"arn:aws:iam::111111111111:usex/John_Doe"

}

M AWS CodeStar I B # # BRE R\ B &

M AWS CodeStar B #BBRAFE , ZAF MU ERE FRENRIALIERP , BEEBT
[A] CodeCommit 7 EESEMEMIME RIR , SIMHEEE. (HANNHNBPRREERTFHIXLE

B RAFR (AWS CLI) 123
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RROFRN RO EMEREEN IAM AR, ) ARFEEBHRMBMNRERR , HAZMBTBHIERAFR &
AWS CodeStar YRR =B ZIWI B HKRFP, B LLEA AWS CodeStar 12 &l & M E HRAFR AWS
CLI BBRARAK H o

/A Important

REFEKRMNIA R FBREIELIZEHETE Amazon EC2 Kl , BFRXMIZAFME
AEFE SSH &K,

BERER KR T2 ZE KR T RISMNBEM IR AWS ( fldl, GitHub FHEFESR
Atlassian JIRA REYRIE ) o XL EIXRZ B EFR A ELEN , TR ERREHE2E
i AWS CodeStar, BXEZEE , ESARFRREHEEN M,

MIN B A BREABA AL 3 T 2 B Bl BRIZ A BA AR R f9485X AWS Cloud9 FF R8T | th S &FR 1L
B RS EHAZBMAREFEX AWS Cloudd FFRFH. BRI RRE , HSHENTAE
Bk AWS Cloud9 %45, EMEIEFARKRSEHZERE , BSHESTEHRKFEEXE AWS
Cloud9 # 4.

EFARK AN B RBRR |, EBATIAEIZIE AWS CodeStar WFTE & A RIH
ZAWSCodeStarFullAccessBEMN A TERNK,,

F3

o MIBREARAK G (#2FH A )

- MIBREABAAL 5 (AWS CLI)

R BREABARK 52 ( Z=&IE )
BT LAE A AWS CodeStar &l & MI1 B B BA A 8 BREF BA X 5 o
M B i BREF B X 52

1. 3$TF AWS CodeStar #£#|& , ik A https://console.aws.amazon.com/codestar/,
2. MNEMERPERIME 6 ARERENIE,

3. EWMBEMNSMmi=D , EEEAR.

4. HEHAKATEL , BFEARKR , REEEBR,

HIBREABR AR B ( #BHIA ) 124
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I BREAL RA S R (AWS CLI)

BT LA AWS CLI R BA AKX 52 I B F RA F R
BERAR K 5
1. ALK EISGETEL,

2. 1B1T# --project-id # -user-arn B disassociate-team-member 5%, 0 :

aws codestar disassociate-team-member --project-id my-first-projec --user-arn
arn:aws:iam:111111111111:usexr/John_Doe

I TRIRERCULTRENE S

"projectId": "my-first-projec",
"userArn": "arn:aws:iam::111111111111:usexr/John_Doe"
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fE R AWS CodeStar AP NMNAEE

&K AWS CodeStar AR BRI S5ER IAM P HEXE, LEBEEXHEEE RAMAE FEpAtur | A
TFIEFRE I FTE AWS CodeStar BB, B EEZEEENEESXH XK SSH A28 %, AR
BEEEDSEE AWS CodeStar 11 B < Bx#Y Amazon EC2 =4t #Y SSH A FAZR4AXT By — 20
o

® Note

XEFTAWEELUREIEM AWS CodeStar AP PMARE . WREH I B A ISR EIR
AWS ( fln | GitHub Zf&FE S Atlassian JIRA R EIE ) | NXEFRIBEETESFERB
CHWAPEREENH  XEREXNHTEEETENRE. BXEZEE , BSRBAREHREN
X4,

FI;
« B AWS CodeStar BFPMABREMNEREER
o T£I&H) AWS CodeStar AP PN A BRI RN 4H

&1 AWS CodeStar AFPMAERMNIEREER

&I LAE A AWS CodeStar ##H| &3 AWS CLI EZAF M AR P E RB P B o 4t ak,
RAPREEXHTRETIE. EEEN IAM AFXE , ANATEEEN AWS i XPIER AWS
CodeStar M B . MREETZM AWS XMW E , MELMBAFNARTR.

& A BETE AWS CodeStar ##IAFEBBHCHAPPMARR, NREHEE
ZAWSCodeStarFullAccessBE , M LAER AWS CLI REENERE HME & X H.

(® Note

REBHWEBSUREIZH AWS CodeStar AF M AT E, WNREHIIB £E SNSRI F IR
AWS ( f5l#n | GitHub Zf&EE SR Atlassian JIRA R ) |, MX LR RIEEETRESFER S
CHWAPEEXH  XEREXHITEEETRNRE, BEXEZEE , BSRARREHREDN
X,

EEERER 126
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- EEENAPEEXH (BHE)
. EEASEE XA (AWS CLI)

BEEHWAPEENH (2FE )

S&T LAFE AWS CodeStar 2 HI & R EBENAFMARE , FERSMEMEMEREAKK A KT E #
ERENNIMARRER. BTRAFEEXHRBETRAFN  MARKETHEN , RitEHRAFEE
MHEERSHIEERAKRKAR AWS XEFHFNTE

/A Important

EFRABHAERAFNERER , B40L0Z IAM AFNEH#TER, EAEMAEF, | 8D
FREHFIMHE AWS CodeStar FTEE A BN HAAWSCodeStarFullAccessKIEH AP |, #B
TEERENE RER,

EFUEN AWS KEANFMBEHRENERMEE

1. 3$TF AWS CodeStar #£#|& , it A https://console.aws.amazon.com/codestar/,
MNEMERFERTE , RAREEEENAKRKZFTETHIE.

FEU B M SEF | EEER

EHAKAREL , &% IAM AP, REERERE.
REIRENA/SEFER |, REEREBEBK A

o & w0 DN

(® Note
EREBMMB FopHF M ELEN, EXEZEER |, 55 RE AWS CodeStar,

EE A B E XX (AWS CLI)

BRI LAERAES AWS CLI IZMEBEN AN AR R AWS CodeStar, EEAIAEREEENAF
MBREER , UREFEEN AWS X A AWS lKFEBEENFFIERAFPMARE. AWS CLI

BREN AWS PARREHNEECE, EEFEFALMARBNXERITRE.
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B A P B E S

RAriEmE

1. ITHAXIESapSED,

2. &{T%A user-arn, display-name # email-address K create-user-profile 5. 4l

-

aws codestar create-user-profile --user-arn arn:aws:iam:111111111111:user/
John_Stiles --display-name "John Stiles" --email-address "john_stileseexample.com"

ZTRIREXRCUUTHENTE L

{

"createdTimestamp":1.491439687681E9,"
displayName":"John Stiles",
"emailAddress":"john.stiles@example.com",
"lastModifiedTimestamp":1.491439687681E9,
"userArn":"arn:aws:iam::111111111111:usexr/Jane_Doe"

ERENETREER

1. IFLRFABTER.

2. 1&1T®H user-arn S describe-user-profile i . B4 :

aws codestar describe-user-profile --user-arn arn:aws:iam:111111111111:user/
Mary_Major

Za T RIEEELU TR L

"createdTimestamp":1.490634364532E9,
"displayName":"Mary Major",
"emailAddress":"mary.major@example.com",
"lastModifiedTimestamp":1.491001935261E9,
"sshPublicKey":"EXAMPLE=",
"userArn":"arn:aws:iam::111111111111:user/Mary_Major"
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ERENERER

1. ITHAXIESapSED,

2. B{T% user-arn SENMEETUNEENHSE (0 display-name % email-address)
#9 update-user-profile 5. el , MR EREFNH Jane Doe WAF FEFHE REMRERN
Jane Mary Doe :

aws codestar update-user-profile --user-arn arn:aws:iam:111111111111:usexr/Jane_Doe
--display-name "Jane Mary Doe"

ZTRIREXRCUUTHENTE L

"createdTimestamp":1.491439687681E9,
"displayName":"Jane Mary Doe",
"emailAddress":"jane.doeeexample.com",
"lastModifiedTimestamp":1.491442730598E9,
"sshPublicKey":"EXAMPLE1",
"userArn":"arn:aws:iam::111111111111:usex/Jane_Doe"

5 48 AWS K R EA AWS X FTE B P DA R

1. ALK IEHIGETEL,

2. 1&1T aws codestar list-user-profiles %, 0 :

aws codestar list-user-profiles

ZTRIREXRCUUTHENTE L

"userProfiles":[
{
"displayName":"Jane Doe",
"emailAddress":"jane.doeeexample.com",
"sshPublicKey":"EXAMPLE1",
"userArn":"arn:aws:iam::111111111111:usex/Jane_Doe"
b
{
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"displayName":"John Doe",
"emailAddress":"john.doeeexample.com",
"sshPublicKey":"EXAMPLE2",
"userArn":"arn:aws:iam::111111111111:usexr/John_Doe"
},
{
"displayName":"Mary Major",
"emailAddress":"mary.major@example.com",
"sshPublicKey":"EXAMPLE=",
"userArn":"arn:aws:iam::111111111111:user/Mary_Major"

}I

"displayName":"John Stiles",
"emailAddress":"john.stiles@example.com",

"sshPublicKey":"",
"userArn":"arn:aws:iam::111111111111:user/John_Stiles"

]
}

81 AWS CodeStar PPN ARE RN 4R

AL RN SSH ZHAENECIZNEEN L B-LEBHNN -2, BWUERAL SSH 25 %
AXEIZAT Linux WIESE EC2 K6, MRMBAAECSAERTEEHRMNR , BALREETFR
AL EI B RERHYSSfl, ZAILAER AWS CodeStar #2HI & AWS CLI REBEMN A,

/A Important
AWS CodeStar MBFTEE AR FUMBEMESE. TEMEMEFEXNIE B Amazon EC2 E4
B SSH AR , BERENMA (FIEE. RHEREEFE ) THIRE SSH FH. EHITIE
£, AR YIMUNAFTESE., IBERNEFEINER.
AWS CodeStar 7 & AWS Cloud9 I~ 5E/ SSH %4,

FB
- EERENAEEA (BHE)
- EEEBHAEBHE (AWS CLI)

- FERENFAAERES] Amazon EC2 SE4
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BELENLAREH (2F8 )

M"‘%&E?"‘“%ﬂ"‘ﬂlﬂiﬁk \ﬂ\{n‘fﬂﬂ‘l BRERBIR— , REETEH AWS CodeStar &%
HENRAPEEX AN -SRI RNHEE,

EEEWNNE SSH B

1. TELWN Bash (FER/EOH , 11T ssh-keygen i F , AELAIA 1T E AL L4 K SSH NR-Fh
BEHAX, AL Amazon RFREAENEKTH EC2, AXRAEZIBANELR , BEHAN
CECHAHS AT D EC2, BERBERT , HEK—1TEH , ER—1XA OpenSSH K
SSH-2 RSA %4 , 8= 2048 fu, ZLERAFEET REN .pub X HH,

2. $TFF AWS CodeStar ##|#& , Wit R https://console.aws.amazon.com/codestar/o

EE—NMEENERAK R BITE .

HESMEET , EEHR

EREKATEL , %2 IAM AFRNER , RRERRE,

HmEFAR A RENZREEET , BRAVFXIE B XF#1T SSH 1517,
£ SSH AMER , MM  RBEREEEAXA.

o a0 bk~ w

® Note

BB BRI F AR IBE R AR BT ZAREREN L EHH, SR UETRIBR
L7 R A B R B w1 E BA B 52 SR BR N B 4R

LEERRMBAEBAN | CEETRASREH . XFREIMAENER. BFENBHS
BEXAAE  ELOREERBAMBNFERES | ZRAPTER (REME ) .

1 BR SR B9 2N 4R S M BR B X FRE T B iz 1T Llnux B Amazon EC2 EHI8V A RINER |, X LRI F
B FIZRBHRNRNAMETNE ., ER , XTaXAFERZZANEMITHM SSH £21&, &
BRIXAMEIT AN ASE,

BEN B E4 (AWS CLI)

&R BAER AWS CLI REBFENAFBEXH—8 28 SSH 214,
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AWS CodeStar AriEE

EELENLNBENR

1. ZE4I45 Bash (FEBEOH | 517 sshkeygen B , SUEBH AT EH LR SSH A%B-Fh
BEAN. LT Amazon AFWEMRRERES EC2. AXTHIRANES | WSHT
EESHARSATDH EC2. BEHRT  FHER—1EH , BRE—1RA OpenSSH K
SSH-2 RSA B84 , 3% 2048 {i, HAHBAEHETREN pub WIHH.

2. E7f AWS CodeStar AFEEXHHRRMFENR SSH M |, HiE1TH --ssh-public-keyS#
#update-user-profilefi . a0 :

aws codestar update-user-profile --user-arn arn:aws:iam:111111111111:usexr/Jane_Doe
--ssh-key-id EXAMPLE1l

ZTRIREXRCUUTHENTE L

{
"createdTimestamp":1.491439687681E9,

"displayName":"Jane Doe",
"emailAddress":"jane.doeeexample.com",
"lastModifiedTimestamp":1.491442730598E9,
"sshPublicKey":"EXAMPLE1",
"userArn":"arn:aws:iam::111111111111:usex/Jane_Doe"

}

£ IS I FAERIERE S| Amazon EC2 E45

BRRECZE|ET Amazon EC2 X, ERFENLHFARMEEHWAFRMN ANREH AWS
CodeStar, ERIZEZRLANT , ESHE 4 & - 7 AWS CodeStar I B 67 Amazon EC2 Z4A% ., BN
NEFHARMBECHAFPEREXY , BSHAREETRHEHA R,

£ AR FAEAE R S#k EC2 Linux L4l

1. 71£ AWS CodeStar BHlAHRFTHIE E , TSMEEHIEE P roject,

FMBRR P, EE KB R LY EC2H”, “BF LUEHIFFKHITTHE ARN £,
ELS# EC2 BHIEH |, %£$F Connect,

R BRE BB AV KB EAE P R UL B R4

> w0 D

RP&WER ec2-user, MREER THIRNWAFE , MEEEESIKH,
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o A PUTTY M Windows iE#2] Linux SE41
o FHAEEIER Linux E4] MindTerm
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TREEAWS BREHZE, fFN AWS B , BAUZRTENREARSHZ BB EALANERMY
BRBAER UMM LR,

ZERNA AWS WHERE. TERBENREHERNZNREENZPNRZ SN

« TRE — AWS AIFRRIE AWS =HIEIT AWS BRENERMZEN, AWS ERERHAIULZSE
ARBRS. fERAWS EMITRIEMITRIENITRIEH —E0 |, 58 =7 11 E HN = F I B4
ZENERE. ETHEERATHAEMITR AWS CodeStar , 155 AWS ZEHMITRIRENTE R
AWS ) o

s TIHREE-BNETHEEAN AWS BSARE, EEAZEENHMRENT , SREENHTBHER
., BRBNERUREANEEZEN,

AR AI BN IR T R AE E A Rt N Rz F 9 I8 TRAEAE B AWS CodeStar, AT E B[N 48 an a3 1T He
E AWS CodeStar LUBEE BN L2 MEMNME B Ir. BEFES AR EM AWS BRSS KREBBE S5
R ER AWS CodeStar AR,

£ B2 B E LR H £ ARPRIL SLBYT AWS CodeStar , IR FHATESAENNR , HFRE
BEAH/NEERAR , NTERSENRAGRNR, HB5LEEMTE KR BRENTEPHNER , §
NARKARTFEN AWS CodeStar TE N RMNR, REMERNEIKAWE-—NTHEK?, , A
ERZKFIEETAGHNITEENR,

flan | O] LAGE R # 3N Cont AWS rol Tower with Organiz AWS ations 2 HI RSN DevOps BH4A T
WENMREABGEREKS,, RE , EUUNXEKSHENR. SENREATKS , EAFNIE
IR BRI BRE R

BEXFEAZKFREERE AWS BRHFENBEIFRNENEZEE , i5ZS R Control Tower AWS A F
EEPMERXH AWS ZK - K,
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I EIERI AWS CodeStar

TE AWS HEESEATF AWS FHEIERDP CodeStar, MAEEFTIR AWS |, ARRFEITAHERN
B2 IKEMZEN AWS Cloud, BAREFNEETLEMEW ENABHES, BEATEMER
B AWS 5 NZRL2BENEETS. BXBERMNESER , BSHABERLENLRE, XK
MNBRERIPWEER , 5SS R AWS Security Blog £ AWS Shared Responsibility Model and GDPR 1§
BNE,

HFHERERPFEHN , RINEBUERI AWS Ik ZIEFHEH AWS IAM Identity Center 3% AWS Identity

and Access Management (IAM) ZRENARAF, X , 8MNAFP RRBETH I ERRAMENNR.

REWEBES AT AR EIEE

s NEBNMNKFERZESHRIE (MFA)

- f£EF SSL/TLS ERFERF. AWS EAITERFEA TLS 1.2, BWEA TLS 1.3,

- EAIRE API MAF7E3) BE AWS CloudTraile
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iz,

- MREE AWS BE G SITRES AP #TIHEINEELT FIPS 140-3 RIEM INZER |, EER
FIPS iR, AXAAN FIPS mRMNEZER , SR (ZEKIPEELERE (FIPS ) 5 140-3
BR) o

BB N ENEEERBBERS ( MEEF B FER4iti ) RARSHBEHERNXAFER
(MBHFER ), XBIELEMEREFA. APl CodeStar HEAEH b AWS RS AR EREH A AWS
CLI. API Zff AWS SDKs, EATEMHNRLH BEHEBRRAXAFZERP A AN EABESRTE2ATIT
BRLHBAE. MREQABRSH[REEMNY | BUBWEFEEMNU P IEEIEE R RBIENZRS
2B R,

R R $3E %32 AWS CodeStar

BMINBERT , AWS CodeStar 2 EFENAEXENTENEEHTINE, BRTHA ID 2ANFRE
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AWS CodeStar BRUIATER T , E2XEHPNEERITMNE., #SNESEHTFNBESFIFTERFR
.

EATF AWS B Identity and Access & CodeStar

AWS Identity and Access Management (IAM) AWS R3S AIEEBHEIE R 22 iR FHIX AWS BIRAV 7R
R, IAM EE R 2B FHRIE ( BF ) AKX (AENR ) A AWS CodeStar &R,
B LAERA IAM AWS RS , TEXFEAEA.
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- ERASHHITHEHRIE

- EARKEETH

- AWS 7] CodeStar 5 IAM B & £
AWS CodeStar I B 4 5 #& TR
AWS CodeStar & F & 17 19 K #& =
« AWS CodeStar & 4 #i7 7] 53 R E

2

B EH A AWS Identity and Access Management (IAM) @8RG , E4AEURFIEE AWS HFT
& T4E CodeStar,

RSP — mREFER AWS CodeStar RS 5T T , NRHEE R < IR HATERUER RN
R, LHIBFEMAEZ AWS CodeStar HAERTERK TIERT , BAIREEEFANNNIR, T A NMAIE IR A
RESTEOEERERBEREESHNR. MREFLEHE AWS AHEDIHEE CodeStar , ESFHAWS
CodeStar & 3 815 7] 5E MR E o

REEER — MREHTL T AWS CodeStar BIR , M ATREHA X AWS T2 15 R R
CodeStar, & TR E MRS A P BiiA R B AWS CodeStar THEEF B IR, AE , BAME
IAM BEERREXBERUAFURSAFHNRE. BEFZAHELNESUTH IAMWELXES., EiFA
T RN T E AWS HfEA IAM CodeStar , i5ZFEAWS 147 CodeStar 5 IAM BL& 1 H.

IAM BB R — NREZ IAMEER , WIEFEFATHRNAIEERREE AWS BiGRER
CodeStar, EEF&E AL TE IAM FEHR CodeStar ETF 54 H) AWS KB RH , §SH. AWS
CodeStar E T B 7 #Y 5K #E =4I

HOMGEEE 136



AWS CodeStar ArfEm
FEREMHITEHRIE

BNBIERE AWS FASHEIRFNAR. BXT IAM AR BHHETE AWS KRB E
IAM Be3TEHRRIE (Z2FAWS ),

EA A EABEY & MREENEREIL AWS BRE 5105 F. AWS IAM Identity Center ( IAM Identity

Center ) AP, RLOFIMNEREZH MR LAKREN Google = Facebook EIRMEKE F 108 =l

LB E B EREN , SNEERLGER IAM BERET BHRKESRIE. HIRERKSHR AWS
i, IRRRERERE-INAE,

BRIFEWAFRE | B LIEF AWS EEEZHE HLAWS HRIF. BXBERNESFEE AWS | 1§
Zi (AWS & AFER) PR NAE RIS AWS IKF Y.

WMRIE AWS BURIEHFRTIR , W& AWS RERATT R EH (SDK) Man w170 (CLI) , MEERE
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(DB EEE#RS T AEIERE) PIIHRZEF TR (ACL) Bl

HREgRE

AWS XIFHMAARERAREERE, XERBRBTIREER ANKBRBEQER FHRANR.

- RRLA  NRLAR-NERBE, AT REETSOREBEALN IAM X4& (1AM AFHA
2 ) BFHNRANR, BANKBRENRLR. SEERNRRXEET HOHRBERENRIL R
MX&E. & Principal FEERAFRACHETHRNVRBEAIZNRLARS, E-TRBEFHE
RNELFEZ AT, BRANRLANESEE , FSHEIAM AP ERTH IAM EERRERD 5,

« PR IEHITKEE (SCPs)- SCPs RIBEHMAHALH{y (OU) BB ANPRA JSON KEE AWS
Organizations, AWS Organizations = —BA T ENELAENZ AWS K/ DT o HAMER
EENRS. MREEAALTNAETIRE , WAL RS K (SCPs) NA T ENEARAE
Mk, SCP PR&IAK A MK FH Stk (B1EE AWS Ik AR Sk ) AR, A< Organization
SCPss MINEZE L |, 219 (AWS Organizations 15/ YIRS 32 HI R,

- 2EERK  SERBRELAEURELFANBERKE A/ IR 2EMENSBUL BN S KK,
ZRAFENNREAFIBENETHHNRBMNSERBHTE, NREBALKEETHRAK
B, E—TRBEPNENELFEEAT. BXEZER , FSH IAM AFEEHRNSERE,

FEARKEERR 140


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/acl-overview.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session

AWS CodeStar AriEE
ZNERERR

SN REWRBEA T —MERE , ERORREMERNELIRR, BT HRESRSHRBEER
WA AWS ER B AWER , FSH IAM AP EE R R ITEEE,

AWS #{a] CodeStar &5 IAM Bt & E H

EEH IAM BIEX AWS Bi5 B E 28 CodeStar , &Ri% T AWML IAM Ihgea BT AWS
CodeStar, £ 7 # AWS CodeStar M E i AWS REZ A5 IAM Bi&EA |, 55 IAM BAFE
EHRHE IAM B FEANAWS RS,

£

« AWS CodeStar EF 5B BUEER

« AWS CodeStar E T &R BUE

- EF AWS CodeStar FrZHEINX

« AWS CodeStar IAM A&

- 1AM B3 AWS CodeStarf9 i 8] X BR
- BREA AR AWS CodeStar

« £ AWS A IEETES CodeStar

- RSHEXAE

- RSAE

AWS CodeStar EF 5 BER

&8 IAM BT SRR , BALUEEA T RIELNIRENER , URAFRIELIRENSZHE. AWS
CodeStar RREVIEZNMNET HHHIEM , AWS CodeStar R FHEMBBENCIEZNEER R,

AWS CodeStar AWS CodeStar XS ENRIE. RIRMFMHE, E7H#HE JSON XEHPFERANME
TE , FZMH (IAM AFERE) HH IAM JSON KB TRSE,

BR1E

EIE R A LAER AWS JSON REERIBEW ARG RMF L. HHRY , BN EAEATLIMT AR RINITER
1, UREFARHETHIT,

JSON REEHY Action TEMRTA THERKEP AFTIEL B RINRE, REBREEESXEKN AWS
AP BRERE. B—EHINER , HlIRBITE APl BENNBRNR B1E, & -LREFTEETRK
RRITSNMEE. XEMIRERINERERE.

AWS #{d] CodeStar & IAM BL&1E A 141


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html

AWS CodeStar AriEE

R L EREUR FHATRERENRR,

AWS A SKRGIRETE R 4ERT CodeStar AL TR : codestar:. #li , ERAFEEWN IAM AF
YR58 AWS CodeStar MEWEM , fIMNE B #R |, BAUAERUTEHRESEHR

{
"Version": "2012-10-17",
"Statement" : [
{
"Effect" : "Allow",
"Action" : [
"codestar:UpdateProject"”
1,
"Resource" : "arn:aws:codestar:us-east-2:project/my-first-projec"
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RTFHRESMAFPNENIENHRNIR , FZ2NESENAMEE. IHENEEERERRMHNMEA
FHAER, FEEREEFEYURINNE. 5IAM BFFE , B4TNEKE S0 HFFaH Mo
EREXRR, XZERTEPHEARKR S B D ENRE AWS CodeStar, ERHITIXEDSR , BUME/E
REBAFL. WEFH IAM EERAAFSHEEGXERW AdninistratorAccess EE RN ER KR
1AM AP SEBRE AP EFREEHE,

FRFM
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp.html

AWS CodeStar ArfEm
- BUNCLERBCHIEEREEMALPKANINERE,

- BUFAEERTHINRED. MNEMAEE, THRENEEEACHIEERBERANENIENE
TABHNR.

+ f5#) AWS CodeStar T B AR IR, EORTE 25 , EERME IAM FFTA,

1. FF IAM #2&H1E5, ESMERFP , ERFRE,

2. EERFRPEMALHIE D, APREREENTE CENREEYN , FEARBRENEFRE
o BULRITZRIEAES KIS AR INR,

3. GEREP-ITRERK. ARRBZULHREE , REERBIRETEER M.
4. HEREREL , BEXBRRERTIF. &EF i,

5. EMMEBAELNERFRY  REARSHOAFNAC, RTAGENZLNE , AEEEH
DNRBE, B HNAYSRAK LT R B RET Y AR SR4E

& AWS CodeStar TEXHBERSRAFARDE

FEMIBR AWS CodeStar T B 28l , BAFFHI DB MBBKREA-BENPMERERE, ERITXES
R, BUMEEARAF, KPP IAM EERAFHEEBXREKMN AdninistratorAccess 8
RERNERREHN IAM AFRRERE AR BEZIEFE,

1. 17 IAM £HE. ESMERT | EFRE,

2. ERRFERPRMALNIEAE ID.

3. EBRRMEUNERE , ABERBKIRMETERMH M,

4, EREREL , ERRKEEETFR,

5. ERRFERY , BEBRESOAFPNAR, ERSE,

F AWS Cloud9 EE R INEBKESAFNAR

MREFERE R AWS Cloud9 FFRFHE |, FBIIFAWSCloudUser BE R MEIA AN AE
RFEFHREAFHEZAENNR. 5 IAM AFTR , BXARNRESHAFFHH N2
REXRE, ERTXESR  BXTEERNRAF. KFEPW IAMEERAFPSIEEGXREN
AdministratorAccess EEXRBIERREN IAM ARG AR B REEHA,

FTRFM
- BUAECRACRERRSENAFRKANARTAE,
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« BT ABER THINEBRES

« AWSCloud9User EEREEATFAFHITUTRE -

. BIEHDH AWS Cloud9 FF X IFE,
. REEXRHENEE,
- EUREMRE,

« AWSCloud9Administrator TEXRKAFAF, N BT ARITULTEE -

- BIEIRE,

- REEXHENER.
« MIBRERIR

- ERHENIRE,

77 1AM 2515, ESMERTD , ERXRE,

EERFERPAMARBEN, WEFEREEERE , FERBEREN AWS £E. BAURTZ
R ERRBEFAPHINR,

EREP-—NMEERE, ERRBEZINERE , AEERBERETERM,
EREREL , ERRERKMERTF, & i,

EMMRBERELNERFERSD , FARKSEORASNAR, RTABENZLNE  REEEH
DR B, B HNAYSRAK LT R B R ET B AN A SR4E

¥ AWS Cloud9 HEXRMEREAFAGIE

MBEBFEHK R AWS Cloud9 FAIRE | o] LLUET £ 8 8% F 15 [0 I PR Y R BE SR B BREX S B F 3 HiZER
BHHRINE, BERTXLESE  SXAMEERBAF. KPHH IAMEEBRAFPREEEGXREN
AdministratorAccess HEREFFVREHN IAM AP RBKERAFREZIIEFH A,

1.

2
3
4.
5

77 IAM 258, ESMERT , LR,
EEZFERTEWAENIE Ao
ERREZDNEE , REERBRETEERI,
EREREL , SEXERRERTR,

HBRFERTD K MERSSHRAFNA®, ERSE.
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£ AWS A {EFIReTiE$ CodeStar

A LAER IR ZIERFTHRESEHARIEES , 2K IAM B2l 9 REKF AR, ETLUEN
FAssumeRole= Z K AWS STS API #4ERIR B it Z2 £ iF  GetFederationToken,

AWS CodeStar X #EAIBHES , {8 AWS CodeStar BIRA R THEEFEA TE S iHE. AWS
CodeStar FIRARK 5 THEEX 2354 IAM B P AR B & o

RSHERAE

AR5 HEX A B RV AWS RS HRHEMRS PR FRURRETHRIRE. REEXHEETRE IAM K
P, FRZRSHE. EERAANES , BFRERSHAXABHNNR,

AWS CodeStar T Z#FRESHEXAE,
REAE

LR AFRSAREEERS AL, kABAWFRSHEEMRS FHRBRARKRETRRE. KBS
ABERE IAMKSF , AFEZKFE. SEREEER JUERLABHNIR, B2 , XHEMT
RE MRS Y ThRE.

AWS CodeStar X#FRF A, AWS CodeStar E N NI H I EMEBRRENFEARS AR, aws-
codestar-service-role B xEZELR |, HSH IAM AR EEHHN A RKEFNEE,

/A Important

LY ERARFSIRKS FNERTROUBUERS AR, BEXESZEE , BSHIAM AR
EEPHNRERGE  ZRNRAPEIEURNBENE N EERARFN4A,

HAGEESERERCET A RNEEN AWS CodeStar, REZABREBLEHITUTIERE :
- SIEEECIERIN B ERNERIR,
« £ AWS CodeStar Il B (xR E R EXXERFRENE L.

A EEELEENE RRHARERITERE, BXLEFEBEFHBNRE |, E5SHE
AWSCodeStarServiceRole B3,

A ELBREWE RKE AWS CodeStar BIZZMFETIMHMWAERSFZ A, CloudFormation FH&H
BN BRBENETIEEAR,
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https://docs.aws.amazon.com/STS/latest/APIReference/API_AssumeRole.html
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« CloudFormation & AWS CodeStar 5t CloudFormation i[RI # AWS CodeStar I B 61| 2 F1{&
o e o

- TEHA® AWS CodeStar RiFiH R EM AWS RS , NIER) AWS CodeStar I B I Z SR
Ro

AWS CodeStar I B 4% 2R B& F X R

BRI B RS , AWS CodeStar €2 EET B RIFFIRN IAM BEHNKM, ZRBEDH=KH

- HE@EBE KRR IAM KB,
- HETHELESSH IAM K,
« HESTEHMTASH IAM K.

TH] [ A RA 5% 53 B9 |AM SR B

BB EBE R , 2AMESE. REENEFEXNTE WIHRNPE AWS CodeStar SIE=/NEFEEX
B, FiA AWS CodeStar Bl B # B2 XX =M HRIF B IAM KA, XLEiHERBIRGE T
BH , HEBREBHHN IAM BERBEN , HFproject-idR AWS CodeStar B #Y ID ( #i
W) :my-first-projec

* CodeStar_project-id_Owner

* CodeStar_project-id Contributor

* CodeStar_project-id_Viewer

/A Important

XEBKRARESEUATRERMALETE AWS CodeStar, TR FEIRETA]. NREERMD
BEWARR , B EAMAREN M IAM BF,

EFABK A (IAM AP ) RMEITE HEBRE R KRB , BRI R ME IAM AP, ¥EH

FRFAFELNRRBETNBE RR. AZHBERT , BFAEEXE IAM P EZH NN E R RIESHN

BR. FEEIFI[E IAM A F M AWS CodeStar 5 1R 55K BE ., MRS E |, Y8 AWS CodeStar
FRIRFRBNIT , BUUCEECHNREEREINEKER  FECHNREIINAT IAM AR,
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XERBAEMCERE TR E RFENEERE, FHRFRNIEMRAHERE | WREK R K
RXEFENFRRE 2 — , M4 AWS CodeStar = 31 5 5 1 BA B 5 R B SA 2 48 17 9] 37 5 R R A BR

(® Note

AWS CodeStar T B F 5B RE NV RBELCEA T ZIME. XEBTHRERF REEEH
HAGRENR S EEFMIIAERAREIHN AWS CodeStar MB 52X EH, REHIE AWS
CodeStar I B 89 B 7 F B S A R FiF B E AWS CodeStar BRHI KRS |, FTTiCW B w4,

FiB AWS CodeStar 15 R4 5| R ER S FAEE , E4ABURT 515 REK B XBAI B E XEBKE AWS &
R 5EA AWS BRSFRE , MRETM B HRREEAFNQIBMERTE , WFEELXLERE, &
b, RBAENAEE, TRMENERTERLERK,

AWS CodeStar FTE&E B BBEER

CodeStar_project-id_OwnerZFFREREATHAF T ZRHEIMhHIT AWS CodeStar T B FHIFr
BiRE. XRATAF MM BRE AL BRI ME— KB, ZRBEHWABREI B XKW ERMRF. AX
R, HSH AWS CodeStar FiE & A BEBE.

HELREER IAM AP LA ITIE B FTE AWS CodeStar 1 , BEE/EH
ZAWSCodeStarFullAccessKEEM IAM AP AR , ZAFPLEBEMB, codestar: *IXREHEE
NRFHEHERR ( 5% AWS CodeStar I B ID XEXHIIE )

AWS CodeStar iR A B BBER

CodeStar_project-id_Contributor EFREXRKATAFSSUE MEXI B #=HIHIR , B
RARFRPAINSEMEREARKR R . ZERBEHARRESIME XKW ERMR. BXxH6, H5HE AWS
CodeStar T & AR K,

AWS CodeStar &5 H A BEBUEK

CodeStar_project-id Viewer BEF HE R ATFHAFE AWS CodeStarF&EEFINE , EFATE
WHAR , B R AFRMBMBREAK R . ZREIWABZREWM B XN ERMT. BXRYl , SR
AWS CodeStar BB E A BBUR .

HE TELEAER IAM K

WMREE 2018 £ 12 A 6 BAFFE S Z/E8I2 AWS CodeStar 1B , AWS CodeStar ¥
BIEFENITHEARABCodeStar-project-id-ToolChainflCodeStar-project-id-
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CloudFormation, THEARBBRNZELRS M AWS CodeStar BIZHFETIE K IAM A&

B, TERFNR , UERS TAEER AWS CodeStar T B E T X HEIBRRRMNITIRIE, TEET
EARABSTEHRS (Hl0 CodeBuild CodeDeploy, ) B T{EEX%., CodePipeline® i H
FRAR R ( FIEENTEE ) BF THENRULS ITELEACEZRIITFE T HRS. BXitAGHRK
BXRBE A BRI RG] , iS00 AWS CodeStar TEHMTEARAGBEE ( AFFESH 2018 £12 A 6
BZE) o

CloudFormation T/EA R ABBIEN X IFHNIEE R FRHR CloudFormation , AR EZH R AREF
HPEIE IAM AR, SENRKBHUNER, BXEE5EI TEEXR CloudFormation, 73 T BERMXREE
FRBIREIRERIXEE , CloudFormation BBREEE -4 , EREEMIGEHELRPIENED
IAM 2k ( AP AR ) BLMEEMBERFENNRLR, BXEACHNBKKEEERANTE , 5
¥ CloudFormation T/EA R BEBEBE,

¥F 2018 & 12 A 6 H 281 AWS CodeStar 82 AWS CodeStar B , K FFEHRTE

73 CodePipeline CodeBuild, #1 CloudWatch E4E T E#ERFRUEMNATEARAR , R
CloudFormation HAIBZXHERERENITEARAE, HPNEN NACEEMENRSEILTEEX
R, AT BHEAR (FTEENTME ) URHM—ETHELEACKRTHRNRITZA LSS
BETIHERS. TELEACHIREE —MAREKREPENN , ZRRXENEACERETACAX
—A B RFERTH—AERERE, XENRRHESN. SIIEATARMENIERETE PN ER ,
BFRSETEPRMT HRRNHTERH. BXRXEREFHHORG , BSH

« CloudFormation R TAGBE ( KFFESH 2018 £ 12 A 6 HZHI)
« AWS CodePipeline A TAGBHE ( A FESH 2018 £12 B 6 HZHI)

« AWS CodeBuild R TABBER ( AFFEDK 2018 £12 A 6 HZH)
« Amazon Ev CloudWatch ents TYEA R BEBE ( KA FESH 2018 F£12 A 6 HZH )

HERITAERN IAM KB

F 2018 &£ 12 A 6 B AFEE S 2/E CodeStar SIEZMWIE , AWS £EEH N AR FHERF R R
FlmECIEZBRARTAR, ZAGEANRLA KRG EACERETHNNT A RIR. £ BRFIm
BeEt , B LAB2ZEH M IAM &€ | CloudFormation ABKBERFERANRILAE N XLEABNTE ,
LUBRBRAR, BEXEZELR , BSE OHE RN IAM A€,

FFE 2018 F£12 A 6 HAFFESHZAIGIZERN Lambda B1H , AWS CodeStar 8| —MNRAEN

BRRBEH Lambda HITAE , ZABEEXNT B #KPHRRNTERENNER, AWS SAM HFHEIR
WINEl SAM #EiRET , MR RRBIFHRFREREZ — , M4 AWS CodeStar ZiX EFH Lambda
TABEBIUSEXNHERAINR,
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IAM X PR 57

AFEFESHI 2018 £ 12 A6 AZfE , HEAIEBI AR , AWS CodeStar 2BIEEFRERE , T
ZRBEERN IAM RN AP BELTE FHY IAM BB, AWS CodeStar ER1E R ARk P BIZ NPT
B IAM SEMENRILR, NRIREHAGTEGNREANE , EFAACRMEMNE, NRE
BEXABHNER, XEKRE , TICAAGRNSLT|ANR , FARZAGHEMAZBLERITNERG
RO SWREZHNEMREE, BXROMITENRRBEFNNRLANER , FHSHE IAM AFiErRES
M SR ER 1T (B 5

AWS CodeStar £ A1 B 45 E X PRIA R KBHF IENBR ALK BN B 2 A EIR. AWS CodeStar X RSB
B2 ARNs B &R, BXIKEEFEBINRE | ESEAWS CodeStar X BRIN KB,

LR EE N AR (template. yml) FEI B PRI BER L IFH BRIRET , AWS CodeStar ¥4
E A

1AM X R R A MBI BB

WMRIEH AWS CodeStar T H 2 2018 £ 12 A 6 BAFFETH ZAI0I2ZHN , MNFHHTME FHY
IAM BERMRRLR. FARESXEK , BEWUEERATERENIR (REBSTME FHHIR ) SUER
RERBFAFTE 2 AN TR, HRUTSRER AWS CodeStar RENRL R , ZLRA2BEETEH
KRBT ER

1. &3 CloudFormation #£#l& , EIH PR B T B4R ER, HERER

awscodestar-project-id,
2. REFENR , EBRIRE | RFIREZETE Designer PEEF/REBER.
3. %l Resources #5 , HELBIVTRH ISR T REBE.

PermissionsBoundaryPolicy:
Description: Creating an IAM managed policy for defining the permissions boundary
for an AWS CodeStar project
Type: AWS::IAM::ManagedPolicy
Properties:
ManagedPolicyName: !Sub 'CodeStar_${ProjectId }_PermissionsBoundary'
Description: 'IAM policy to define the permissions boundary for IAM entities
created in an AWS CodeStar project'
PolicyDocument:
Version: '2012-10-17'
Statement:
- Sid: '1'
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
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Effect: Allow
Action: ['*']
Resource:
- 1Sub 'arn:${AWS::Partition}:cloudformation:${AWS: :Region}:
${AWS: :AccountId}:stack/awscodestar-${ProjectId}-*"

RO REEEFIH IAM PR T BEM CloudFormation 12l & B #THE4% ,

4. (k) MRZEZRBBETNRAERN IAM AE , FERLSER. £ IAM ZHEF , EFHHMNE
B CloudFormation A& HNEKKE , FHEEUATHE, BUEFETNN IAM BRREHE
B o

"Action": [
"iam:PassRole"

1,

"Resource": "arn:aws:iam::{AccountId}:role/CodeStar-{ProjectId}*",
"Effect": "Allow"

"Action": [
"iam:CreateServicelinkedRole",
"iam:GetRole",
"iam:DeleteRole",
"iam:DeleteUser"

1,

"Resource": "*",
"Effect": "Allow"

"Action": [

iam:AttachRolePolicy",
"iam:AttachUserPolicy",

iam:CreateRole",

iam:CreateUser",

iam:DeleteRolePolicy",

iam:DeleteUserPolicy",

iam:DetachUserPolicy",
"iam:DetachRolePolicy",

iam:PutUserPermissionsBoundary",

iam:PutRolePermissionsBoundary"
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1,
"Resource": "*",
"Condition": {
"StringEquals": {
"iam:PermissionsBoundary": "arn:aws:iam::{AccountId}:policy/
CodeStar_{ProjectId}_PermissionsBoundary"

}

1,
"Effect": "Allow"

5. BB B EEHIEER , JAME AWS EAE LR CodeStar EFNRL R,

BREZER , FSH @WE RN IAM A,

AWS CodeStar & T & 5 1Y K B 7~ 41

BIAMBERT , IAM AR AGRLTRIERKIEHK AWS CodeStar &R, i1t EEHR AWS SEIEiE 4|
A AWS CLI, = AWS API {TES . EERMLFEIE IAM policy , LMER A F A R TR Fr
ENEERBRIITEEN API B4, AFE , BEE A MTUFX LRI MBI EEXLERER IAM AP
4,

ETHRNMAERXL RS JSON K62 IAM ET S0 K , 38 (AM AFER) 91 &
JSON 31+ L 6 2 K.

£

- REEREXEK

« AWSCodeStarServiceRole BUE

+ AWSCodeStarFullAccess BUE

« AWS CodeStar FTIEEABBUEE

« AWS CodeStar T & A & K1

« AWS CodeStar EEEABBUE

« AWS CodeStar TE@&THEARBEBE (AFFETH 2018 £ 12 A6 AZE)
« CloudFormation T{EA R BEHE

+ CloudFormation R TAGBE ( A FESHK 2018 £12 A 6 HZHI)
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AWS CodeStar ArfEm
« AWS CodePipeline A THBBUIR (A FETH 2018 £ 12 A 6 HZHI)

« AWS CodeBuild A THABEEK ( A FFESHI 2018 F 12 A 6 HZHI)

« Amazon Ev CloudWatch ents TfEARABEE ( K FESH 2018 £ 12 A 6 HZHI)
« AWS CodeStar X FRif 5 K B

S E KR

£/ AWS CodeStar ##l&

- AASEEMIBA SRR

« E¥ AWS CodeStar T H

« @31 B 7 HnE RA L R

« SIS AWS I RERE A AN AR B

- RIFERZLEE AWS CodeStar T H

« AWS CodeStarAWS & SR BE By E 37

R R fE SRR

BT SHNERRATEEEATUESNIK S FEI2, WESRMEB AWS CodeStar &, XLBIAET
BB AWS PR, tIEREEET SHNERE | HEREUTEENEY

. FFaEER AWS RERBH ERKRENRENRE — EFBEAFMIEARR TR , EERARNTFS
ERAFIRFRRHAWS EEREE, SIEMRBREIRTH AWS IKF, BITEIEEDE LA
RGN AWS EFRERKERE—SHINR. BEXEZELR , BESH (AM AFERE) $H
AWS FEEX KR = TEIREERAWS FEE XK.

- NRASERR : £EA IAM REERENRE |, TR TFHRITESAFONR. At , EATREL
Eﬁi%#T—IJ«XR‘IﬁEJ\;J??MTE’JEJE WA RENRIFA. BAxER IAM NARXRNEZ(E
, B2 (IAM R FiEm) R IAM F Y REE AR

o fEF IAM SREE AR BSR4 — S PR FITH R AXBR : 8 0] LA[E) 58 BE 7 NS A4 SR BR XS #RAE R R IR AV 17 18]
flan | WA LURE RS RIEEXTMER SSL XEFFEER, MRBRSBEREIFENHXE
FAEY , )t ] BAGE A SR SR 1R T 30 BRSS 1R /ERY 5 BRI AXBR AWS BRSS , f5l30 CloudFormation, BXE
ZEL , BZHA (IAM AF#E®™) 1 IAM JSON ErTER &4,

« £/ IAM Access Analyzer BUE/ERRY IAM KB , AR RN T2 EMINEEM - IAM Access
Analyzer 2KIFFH REEMIMB KR , LBRKRERS IAM KEIES (JSON )  IAM HESE
B, IAM Access Analyzer 2 100 ZTRBEREMTIRENEI , URBEHER L BEEMEN
K, BXEZER , HZSH (AM AFER) P/ IAM Acess Analyzer FKEEKIIE,
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- FEZEHHRIE (MFA)-OR AWS IKFENZRFE IAM AFSRAFS , BEA MFA RS X
aft, HEEEREMA AP RERFEE MFA | 1 MFA R4 AMEIEHN KBS, BXEZER  #S
B C(IAM AP iERE) RREES MFA RIH) APl 175,

BX IAMHHREIRNESER , 250 (IAM AFERE) #1 IAM F R HEXE,

AWSCodeStarServiceRole Bk

Zaws-codestar-service-role R rgHt N AWS CodeStar Zl /o i i A RS ITIRIEN RS A
B, BIXEFEAR AWS CodeStar , EI8IERS AR, RECE—X. SIBZRSACE , RE2ED
FI R MEZAE,

"Version": "2012-10-17",
"Statement": [

{
"Sid": "ProjectEventRules",
"Effect": "Allow",
"Action": [
"events:PutTargets",
"events:RemoveTargets",
"events:PutRule",
"events:DeleteRule",
"events:DescribeRule"
1,
"Resource": [
"arn:aws:events:*:*:rule/awscodestar-*"
]
.
{

"Sid": "ProjectStack",

"Effect": "Allow",

"Action": [
"cloudformation:*Stack*",
"cloudformation:CreateChangeSet",
"cloudformation:ExecuteChangeSet",
"cloudformation:DeleteChangeSet",
"cloudformation:GetTemplate"

1,

"Resource": [
"arn:aws:cloudformation:*:*:stack/awscodestar-*",
"arn:aws:cloudformation:*:*:stack/awseb-*",
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
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RAriEmE

"arn:aws:cloudformation:*:*:stack/aws-cloud9-*",
"arn:aws:cloudformation: *:aws:transform/CodeStar*"

"Sid": "ProjectStackTemplate",

"Effect": "Allow",

"Action": [
"cloudformation:GetTemplateSummary",
"cloudformation:DescribeChangeSet"

1,

"Resource": "*"

"Sid": "ProjectQuickstarts",
"Effect": "Allow",
"Action": [
"s3:GetObject"
1,
"Resource": [
"arn:aws:s3:::awscodestar-*/*"

"Sid": "ProjectS3Buckets",

"Effect": "Allow",

"Action": [
"s3.*"

1,

"Resource": [
"arn:aws:s3:::aws-codestar-*",
"arn:aws:s3:::elasticbeanstalk-*"

]

"Sid": "ProjectServices",
"Effect": "Allow",
"Action": [

"codestar:*",
"codecommit:*",
"codepipeline:*",
"codedeploy:*",
"codebuild:*",

"autoscaling:*",
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"cloudwatch:Put*",

"ec2:

* 10
’

"elasticbeanstalk:*",
"elasticloadbalancing:*",

"iam:

ListRoles",

"logs:*",

"sns:

* 11
’

"cloud9:CreateEnvironmentEC2",
"cloud9:DeleteEnvironment",
"cloud9:DescribeEnvironment*",
"cloud9:ListEnvironments"

1,

"Resource": "*"

"Sid": "ProjectWorkerRoles",

"Effect":
"Action":

lam:

lam:

lam

lam:

lam:

lam:

lam:

lam:

lam:

lam

lam:

lam:

lam:

lam

lam:

lam:

]I

"Allow",

L
AttachRolePolicy",
CreateRole",

:DeleteRole",

DeleteRolePolicy",
DetachRolePolicy",
GetRole",
PassRole",
GetRolePolicy",
PutRolePolicy",

:SetDefaultPolicyVersion",

CreatePolicy",
DeletePolicy",
AddRoleToInstanceProfile",

:CreateInstanceProfile",

DeleteInstanceProfile",
RemoveRoleFromInstanceProfile"

"Resource": [

"arn:
"arn:
"arn:

aws:iam::*:role/CodeStarWorker*",
aws:iam::*:policy/CodeStarWorker*",
aws:iam::*:instance-profile/awscodestar-*"

"Sid": "ProjectTeamMembers",

"Effect":

"Allow",
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"Action": [
"iam:AttachUserPolicy",
"iam:DetachUserPolicy"

1,
"Resource": "*",
"Condition": {
"ArnEquals": {
"iam:PolicyArn": [
"arn:aws:iam::*:policy/CodeStar_*"

"Sid": "ProjectRoles",

"Effect": "Allow",

"Action": [
"iam:CreatePolicy",

iam:DeletePolicy",

iam:CreatePolicyVersion",

iam:DeletePolicyVersion",

iam:ListEntitiesForPolicy",

"iam:ListPolicyVersions",
"iam:GetPolicy",

iam:GetPolicyVersion"

1,
"Resource": [
"arn:aws:iam::*:policy/CodeStar_*"

]

"Sid": "InspectServiceRole",

"Effect": "Allow",

"Action": [
"iam:ListAttachedRolePolicies"

1,

"Resource": [

"arn:aws:iam::*:role/aws-codestar-service-role",
"arn:aws:iam::*:role/service-role/aws-codestar-service-role"

"Sid": "IAMLinkRole",
"Effect": "Allow",
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"Action": [
"iam:CreateServicelLinkedRole"
1,
"Resource": "*",
"Condition": {
"StringEquals": {

"iam:AWSServiceName": "cloud9.amazonaws.com"
}
}
I
{

"Sid": "DescribeConfigRuleForARN",

"Effect": "Allow",

"Action": [

"config:DescribeConfigRules"

1,

"Resource": [

T
]
I
{

"Sid": "ProjectCodeStarConnections",

"Effect": "Allow",

"Action": [
"codestar-connections:UseConnection",
"codestar-connections:GetConnection"

1,

"Resource": "*"

},
{

"Sid": "ProjectCodeStarConnectionsPassConnections",

"Effect": "Allow",

"Action": "codestar-connections:PassConnection",

"Resource": "*",

"Condition": {
"StringEqualsIfExists": {
"codestar-connections:PassedToService":
"codepipeline.amazonaws.com"

}
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AWSCodeStarFullAccess Bk

£ i & AWS CodeStar B |, F¥& N AWSCodeStarFullAccess HIZKREHT MNENEH IAM B,

L ERRE S BE Ao B P A AWS CodeStar 5% AWS Ik P < BXBIFrE 0] | AWS CodeStar BIRHITFT
BEUARE, XTECNEMBPIFRIE, AT RAAR MR AWSCodeStarFullAccess REEHY
FB. ERREBSEMTRE , EABRTEEFF BT AWS CodeStar 1 B B IE R HIER

%8 Birtkcloudformation: :DescribeStacksH &R TH# T A , AWS CloudFormation
FEcloudformation: :ListStacks3kBiF .

RRFAE R
R EE LA TRENNR

ec2— RFEHX EC2 RHIME S LALIE AWS CodeStar T E .
cloud9—K EHX AWS Command Line Interface FREHE B
» cloudformation— ®FEHE X AWS CodeStar T B H%H1E ..
« codestar— £ AWS CodeStar I B F 1T,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "CodeStarEC2",
"Effect": "Allow",
"Action": [
"codestar:*",
"ec2:DescribeKeyPairs",
"ec2:DescribeVpcs",
"ec2:DescribeSubnets",
"cloud9:DescribeEnvironment*"

1,

"Resource": "*"

"Sid": "CodeStarCF",

"Effect": "Allow",

"Action": [
"cloudformation:DescribeStack*",
"cloudformation:ListStacks*",
"cloudformation:GetTemplateSummary"
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1,
"Resource": [
"arn:aws:cloudformation:*:*:stack/awscodestar-*"
]
}
]
}

BUREAEEMAAIERFEFRHIGRINE, ik , S AFERAHREENINE A7 E RXEER,
AWS CodeStarix & &2 F 3% AWS CodeStar Tl B WS ER IV HEINE , EZHUT :

- IEE
- ERE
- BEH
AWS CodeStar FTEE BB

AWS CodeStar FTE E AR AT A P TRFINIT AWS CodeStar T B FHIFTE®RE. AWS fF
#ZCodeStar_project-id_OwnerB X CodeStar M FH#4E & RN PRR BIHIIT B EARARL & o

{

"Effect": "Allow",

"Action": [
"codestar:*",

1,

"Resource": [
"arn:aws:codestar:us-east-2:111111111111:project/project-id",
"arn:aws:iam::account-id:policy/CodeStar_project-id_Owner"

]

},

{
"Effect": "Allow",

"Action": [
"codestar:DescribeUserProfile",
"codestar:ListProjects",
"codestar:ListUserProfiles",
"codestar:VerifyServiceRole",
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]I

"Resource": [

"

]
},
{
"Effect": "Allow",
"Action": [
"codestar:*UserProfile",

iF
"Resource": [
"arn:aws:iam: :account-id:user/user-name"

AWS CodeStar T Hl & A BRI

AWS CodeStar 1l & A &K 1A - 1B i 5Tk H FE i B R4 AWS CodeStar ¥
#ZCodeStar_project-id_ContributorREEN AT EEREE HFRNRERANNIE HARK R, &
EREEFRNRA A, T E RNINAAH A EIEHIEAR , 88275 b0kl BREBA B & o

"Effect": "Allow",
"Action": [

"codestar:Describe*",
"codestar:Get*",
"codestar:List*",
"codestar:PutExtendedAccess",

1,

"Resource": [
"arn:aws:codestar:us-east-2:111111111111:project/project-id",
"arn:aws:iam::account-id:policy/CodeStar_project-id_Contributor"

]

},
{

"Effect": "Allow",

"Action": [
"codestar:DescribeUserProfile",

ET 5 R R 164



AWS CodeStar AriEE

"codestar:ListProjects",
"codestar:ListUserProfiles",
"codestar:VerifyServiceRole",

]I

"Resource": [

"

]
},
{
"Effect": "Allow",
"Action": [
"codestar:*UserProfile",

]I

"Resource": [
"arn:aws:iam: :account-id:user/user-name"

AWS CodeStar E5 & A BXK

AWS CodeStar EEEABEXBATAFE AWS #&EET B CodeStar, AWS
#CodeStar_project-id_Viewer Bk CodeStar N T EEEEE I ENRRKBIHII B B K
R, HEEEENRHNAFTLE AWS AEEFET B CodeStar , {87855 St H %% 7 =57 hn =5 il BR B BA
X

=il

o

"Effect": "Allow",
"Action": [

"codestar:Describe*",
"codestar:Get*",
"codestar:List*",

1,

"Resource": [
"arn:aws:codestar:us-east-2:111111111111:project/project-id",
"arn:aws:iam::account-id:policy/CodeStar_project-id_Viewer"

]

},
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{

"Effect": "Allow",

"Action": [
"codestar:DescribeUserProfile",
"codestar:ListProjects",
"codestar:ListUserProfiles",
"codestar:VerifyServiceRole",

]I

"Resource": [
Hxn
]
},
{
"Effect": "Allow",
"Action": [
"codestar:*UserProfile",
1,
"Resource": [
"arn:aws:iam: :account-id:user/user-name"
]
}

AWS CodeStar TESTHEARABEBER (AFFESHN 2018 F 12 A6 BzE)

STF 2018 £ 12 A 6 B AFEFE S8t 2/G CodeStar 812K AWS CodeStar I EH , AWS 2R ITHEA
RAGAEBNEER  UWEEEMAWS RSP HENTHARER, HERNKNBERFERFAIZEN
MEER, UTRERRG., BEXEZER , 520 @O IT/ELEAEMN IAM EE,

"Statement": [
{
"Action": [

"s3:GetObject",
"s3:GetObjectVersion",
"s3:GetBucketVersioning",
"s3:PutObject*",
"codecommit:CancelUploadArchive",
"codecommit:GetBranch",
"codecommit:GetCommit",
"codecommit:GetUploadArchiveStatus",
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"codecommit:GitPull",
"codecommit:UploadArchive",
"codebuild:StartBuild",
"codebuild:BatchGetBuilds",
"codebuild:StopBuild",
"logs:CreatelLogGroup",
"logs:CreatelLogStream",
"logs:PutLogEvents",
"cloudformation:DescribeStacks",
"cloudformation:DescribeChangeSet",
"cloudformation:CreateChangeSet",
"cloudformation:DeleteChangeSet",
"cloudformation:ExecuteChangeSet",
"codepipeline:StartPipelineExecution",
"lambda:ListFunctions",
"lambda:InvokeFunction",
"sns:Publish"

1,

"Resource": [

g n

1,
"Effect": "Allow"

"Action": [
"iam:PassRole"

]I

"Resource": [
nin

1,
"Effect": "Allow"

"Action": [
"kms:GenerateDataKey*",
"kms:Encrypt",
"kms:Decrypt"

1,

"Resource": [

i n

1,
"Effect": "Allow"
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}

CloudFormation T#EA R B BEBEE

3F 2018 £ 12 A 6 B AEFESH 2 /G CodeStar 622 H AWS CodeStar BB , AWS &R TEA
RAGHNERNEEE , AT HEH AWS CodeStar I B 12 CloudFormation &R, %K KNAIE

RFEHTEFFENRRRE, UTREE R, BXEZEE , F50H @R ITELEAEN IAM R
BEo

{
{
"Statement": [
{

"Action": [
"s3:PutObject",
"s3:GetObject",
"s3:GetObjectVersion"

1,

"Resource": [
"arn:aws:s3:::aws-codestar-region-id-account-id-project-id",
"arn:aws:s3:::aws-codestar-region-id-account-id-project-id/*"

1,

"Effect": "Allow"

1,
{

"Action": [
"apigateway:DELETE",
"apigateway:GET",
"apigateway:PATCH",
"apigateway:POST",
"apigateway:PUT",
"codedeploy:CreateApplication",
"codedeploy:CreateDeployment",
"codedeploy:CreateDeploymentConfig",
"codedeploy:CreateDeploymentGroup",
"codedeploy:DeleteApplication",
"codedeploy:DeleteDeployment",
"codedeploy:DeleteDeploymentConfig",
"codedeploy:DeleteDeploymentGroup",
"codedeploy:GetDeployment",
"codedeploy:GetDeploymentConfig",
"codedeploy:GetDeploymentGroup",
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"codedeploy:RegisterApplicationRevision",
"codestar:

SyncResources",

"config:DeleteConfigRule",
"config:DescribeConfigRules",

"config:ListTagsForResource",
"config:PutConfigRule",
"config:TagResource",
"config:UntagResource",

"dynamodb:
"dynamodb:
"dynamodb:
"dynamodb:
"dynamodb:
"dynamodb:
"dynamodb:
"dynamodb:
"dynamodb:
"dynamodb:
"dynamodb:

CreateTable",
DeleteTable",
DescribeContinuousBackups",
DescribeTable",
DescribeTimeToLive",
ListTagsOfResource",
TagResource",
UntagResource",
UpdateContinuousBackups",
UpdateTable",
UpdateTimeTolLive",

"ec2:AssociateIamInstanceProfile",
"ec2:AttachVolume",
"ec2:CreateSecurityGroup",

ec2:createTags",
"ec2:DescribeIlamInstanceProfileAssociations",
ec2:DescribeInstances",

"ec2:DescribeSecurityGroups",

ec2:DescribeSubnets",

"ec2:DetachVolume",

ec2:DisassociateIamInstanceProfile",

"ec2:ModifyInstanceAttribute",

ec2:ModifyInstanceCreditSpecification",

"ec2:ModifyInstancePlacement",

ec2:MonitorInstances",
"ec2:ReplacelamInstanceProfileAssociation"
ec2:RunInstances",

"ec2:StartInstances",

ec2:StopInstances"”,

"ec2:TerminateInstances",

"events:DeleteRule",
"events:DescribeRule",

"events:ListTagsForResource",
"events:PutRule",
"events:PutTargets",
"events:RemoveTargets",
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"events:TagResource",
"events:UntagResource",
"kinesis:AddTagsToStream",
"kinesis:CreateStream",

"kinesis:

"kinesis:DeleteStream",
"kinesis:DescribeStream",

"kinesis:

"kinesis:RemoveTagsFromStream",
"kinesis:StartStreamEncryption",
"kinesis:StopStreamEncryption",
"kinesis:UpdateShardCount",
"lambda:CreateAlias",
"lambda:CreateFunction",
"lambda:DeleteAlias",
"lambda:DeleteFunction",

"lambda

"lambda:GetFunction",

"lambda

"lambda:ListTags",
"lambda:ListVersionsByFunction",
"lambda:PublishVersion",
"lambda:PutFunctionConcurrency",
"lambda:TagResource",
"lambda:UntagResource",
"lambda:UpdateAlias",
"lambda:UpdateFunctionCode",

"lambda
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:

CreateBucket",
DeleteBucket",
DeleteBucketWebsite",
PutAccelerateConfiguration",
PutAnalyticsConfiguration",
PutBucketAcl",
PutBucketCORS",
PutBucketlLogging",
PutBucketNotification",
PutBucketPublicAccessBlock",
PutBucketVersioning",
PutBucketWebsite",
PutEncryptionConfiguration",
PutInventoryConfiguration",
PutLifecycleConfiguration",
PutMetricsConfiguration",

DecreaseStreamRetentionPeriod",

IncreaseStreamRetentionPeriod",

:DeleteFunctionConcurrency",

:GetFunctionConfiguration",

:UpdateFunctionConfiguration",
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"s3:PutReplicationConfiguration",
"sns:

"sns:

sns

"sqgs:
sgs:

sns:
"sns:
sns:

sns:
"sns:

CreateTopic",

DeleteTopic",
GetTopicAttributes",
ListSubscriptionsByTopic",
ListTopics",
SetSubscriptionAttributes",
Subscribe",

:Unsubscribe",

CreateQueue",
DeleteQueue",

"sqs:GetQueueAttributes"”,
"sqgs:GetQueueUrl",
"sqs:ListQueueTags",
"sqgs:TagQueue",
"sqgs:UntagQueue"

1,

"Resource": "*",

"Effect": "Allow"

"Action": [
"lambda:AddPermission",
"lambda:RemovePermission"

1,

"Resource": [

"arn:aws:lambda:region-id:account-id

1,
"Effect":

"Action":
"iam:

1,

"Allow"

L

PassRole"

"Resource": [

"arn:aws:iam::account-id:role/CodeStar-project-id*"

1,
"Effect":

"Allow"

"Condition": {
"StringEquals": {

"iam:PassedToService": "codedeploy.amazonaws.com"

:function:awscodestar-*"
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I

"Action": [
"iam:PassRole"

1,

"Resource": [
"arn:aws:iam::account-id:role/CodeStarWorker-project-id-CodeDeploy"

1,
"Effect": "Allow"

"Action": [
"cloudformation:CreateChangeSet"

]I

"Resource": [

arn:aws:cloudformation:region-id:aws:transform/Serverless-2016-10-31",
"arn:aws:cloudformation:region-id:aws:transform/CodeStar"

1,
"Effect": "Allow"

"Action": [

iam:CreateServicelLinkedRole",

iam:GetRole",
"iam:DeleteRole",

iam:DeleteUser"
]I

"Resource": "*",
"Effect": "Allow"

"Condition": {
"StringEquals": {
"iam:PermissionsBoundary": "arn:aws:iam::account-id:policy/
CodeStar_project-id_PermissionsBoundary"

}
iy

"Action": [
"iam:AttachRolePolicy",

iam:AttachUserPolicy",
"iam:CreateRole",

iam:CreateUser",

iam:DeleteRolePolicy",

iam:DeleteUserPolicy",
"iam:DetachUserPolicy",
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CloudFormation R TABEHE ( K EFETH 2018 £12 A 6 HZHl)

"iam:DetachRolePolicy",
"iam:PutUserPermissionsBoundary",
"iam:PutRolePermissionsBoundary"

1,

"Resource": "*",
"Effect": "Allow"

"Action": [
"kms:CreateKey",
"kms:CreateAlias",
"kms:DeleteAlias",
"kms:DisableKey",
"kms:EnableKey",
"kms:UpdateAlias",
"kms:TagResource",
"kms:UntagResource"

1,

"Resource": "*",

"Effect": "Allow"

"Condition": {
"StringEquals": {

"ssm:ResourceTag/awscodestar:projectArn":
"arn:aws:codestar:project-id:account-id:project/project-id"

}
.
"Action": [
"ssm:GetParameter*"
1,
"Resource": "*",
"Effect": "Allow"

WRIEH AWS CodeStar I H 27 2018 £ 12 A 6 B A ¥ E SR 281 CodeStar 8I2H) , FA

AWS £ 7 CloudFormation T EA R ARAIENEKE, THHNXRESEZ —NRH,
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{
"Statement": [
{

"Action": [
"s3:PutObject",
"s3:GetObject",
"s3:GetObjectVersion"

1,

"Resource": [
"arn:aws:s3:::aws-codestar-us-east-1-account-id-project-id-pipe",
"arn:aws:s3:::aws-codestar-us-east-l-account-id-project-id-pipe/*"

1,

"Effect": "Allow"

1,
{

"Action": [
"codestar:SyncResources",
"lambda:CreateFunction",
"lambda:DeleteFunction",
"lambda:AddPermission",
"lambda:UpdateFunction",
"lambda:UpdateFunctionCode",
"lambda:GetFunction",
"lambda:GetFunctionConfiguration",
"lambda:UpdateFunctionConfiguration",
"lambda:RemovePermission",
"lambda:1listTags",
"lambda:TagResource",
"lambda:UntagResource",
"apigateway:*",
"dynamodb:CreateTable",
"dynamodb:DeleteTable",
"dynamodb:DescribeTable",
"kinesis:CreateStream",
"kinesis:DeleteStream",
"kinesis:DescribeStream",
"sns:CreateTopic",
"sns:DeleteTopic",
"sns:ListTopics",
"sns:GetTopicAttributes",
"sns:SetTopicAttributes",
"s3:CreateBucket",
"s3:DeleteBucket",
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"config:DescribeConfigRules",
"config:PutConfigRule",
"config:DeleteConfigRule",
"ec2:*",

"autoscaling:*",
"elasticloadbalancing:*",
"elasticbeanstalk:*"

1,

"Resource": "*",

"Effect": "Allow"

},
{

"Action": [
"iam:PassRole"

1,

"Resource": [
"arn:aws:iam::account-id:role/CodeStarWorker-project-id-Lambda"

1,

"Effect": "Allow"

.
{

"Action": [
"cloudformation:CreateChangeSet"

1,

"Resource": [
"arn:aws:cloudformation:us-east-1:aws:transform/Serverless-2016-10-31",
"arn:aws:cloudformation:us-east-1:aws:transform/CodeStar"

1,

"Effect": "Allow"

}

AWS CodePipeline AR TRABHE ( KEFETK 2018 £12 A 6 HZal)

MR IEH AWS CodeStar T B 27 2018 £ 12 A 6 B AP ¥E SR 2 H CodeStar 812 |, AL
AWS £ CodePipeline TEA R AGGIERNERE, TEHHNRESEHERE—MNRA,

"Statement": [
{
"Action": [
"s3:GetObject",
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"s3:GetObjectVersion",
"s3:GetBucketVersioning",
"s3:PutObject"

1,

"Resource": [
"arn:aws:s3:::aws-codestar-us-east-1l-account-id-project-id-pipe",
"arn:aws:s3:::aws-codestar-us-east-l1-account-id-project-id-pipe/*"

1,

"Effect": "Allow"

"Action": [
"codecommit:CancelUploadArchive",
"codecommit:GetBranch",
"codecommit:GetCommit",
"codecommit:GetUploadArchiveStatus",
"codecommit:UploadArchive"

1,

"Resource": [
"arn:aws:codecommit:us-east-1:account-id:project-id"

1,

"Effect": "Allow"

"Action": [
"codebuild:StartBuild",
"codebuild:BatchGetBuilds",
"codebuild:StopBuild"
1,
"Resource": [
"arn:aws:codebuild:us-east-1:account-id:project/project-id"
1,
"Effect": "Allow"

"Action": [
"cloudformation:DescribeStacks",
"cloudformation:DescribeChangeSet",
"cloudformation:CreateChangeSet",
"cloudformation:DeleteChangeSet",
"cloudformation:ExecuteChangeSet"

1,

"Resource": [
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"arn:aws:cloudformation:us-east-1:account-id:stack/awscodestar-project-
id-lambda/*"

1,
"Effect": "Allow"
},
{
"Action": [
"iam:PassRole"
1,
"Resource": [
"arn:aws:iam::account-id:role/CodeStarWorker-project-id-CloudFormation"
1,
"Effect": "Allow"
}

AWS CodeBuild A TAGKE ( KEFET 2018 £12 A 6 HZHl)

WMRIEH) AWS CodeStar T B 27 2018 & 12 A 6 B K FE w828 CodeStar SIER |, A
AWS £ CodeBuild TEA R ABRIERNEKER, THHNRKFHAR —NRE

{
"Statement": [
{

"Action": [
"logs:CreatelLogGroup",
"logs:CreatelLogStream",
"logs:PutLogEvents"

1,

"Resource": "*",

"Effect": "Allow"

1,
{

"Action": [
"s3:PutObject",
"s3:GetObject",
"s3:GetObjectVersion"

1,

"Resource": [
"arn:aws:s3:::aws-codestar-us-east-1-account-id-project-id-pipe",
"arn:aws:s3:::aws-codestar-us-east-1l-account-id-project-id-pipe/*",
"arn:aws:s3:::aws-codestar-us-east-1l-account-id-project-id-app",
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"arn:aws:s3:::aws-codestar-us-east-l1-account-id-project-id-app/*"
1,
"Effect": "Allow"

"Action": [
"codecommit:GitPull"

1,

"Resource": [
"arn:aws:codecommit:us-east-1:account-id:project-id"

1,
"Effect": "Allow"

"Action": [
"kms:GenerateDataKey*",
"kms:Encrypt",
"kms:Decrypt"
1,
"Resource": [
"arn:aws:kms:us-east-1:account-id:alias/aws/s3"

1,
"Effect": "Allow"

Amazon Ev CloudWatch ents TIEARBEBHE ( AFEFESI 2018 F 12 A6 A2
)

WRIEH AWS CodeStar I H 27 2018 £ 12 A 6 B A ¥ E SR 281 CodeStar 8I2HY , A
AWS CloudWatch 28BS TEA R AGGIRRNEKE, THHNRBEEHER—NRA,

"Statement": [
{

"Action": [
"codepipeline:StartPipelineExecution"

1,

"Resource": [
"arn:aws:codepipeline:us-east-1:account-id:project-id-Pipeline"

1,

"Effect": "Allow"
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WMRIETE 2018 £ 12 A 6 B AR EE S 2G5 8I CodeStar # AWS CodeStar B , AWS £ EH
I E SN PRID KA, LR IENBRARITME AN ERFR, ER—IISER  BHENKE
MEH. LREBONBERTEFMUIENIMBRRE, UTREKXBERH,. BXEZEL | HSH IAM
BRIt 2,

"Version": "2012-10-17",
"Statement": [
{
"Sid": "1",
"Effect": "Allow",
"Action": [
"s3:GetObject"
1,
"Resource": [
"arn:aws:s3:::*/AWSLogs/*/Config/*"

"Sid":. "2",
"Effect": "Allow",
"Action": [
" n
1,
"Resource": [
"arn:aws:codestar:us-east-l:account-id:project/project-id",
"arn:aws:cloudformation:us-east-1:account-id:stack/awscodestar-project-id-
lambda/eefbbf20-c1d9-11e8-8a3a-500c28b4e461",
"arn:aws:cloudformation:us-east-1:account-id:stack/awscodestar-project-
id/4b80b3f0-c1d9-11e8-8517-500c28b236fd",
"arn:aws:codebuild:us-east-1:account-id:project/project-id",
"arn:aws:codecommit:us-east-1:account-id:project-id",
"arn:aws:codepipeline:us-east-1:account-id:project-id-Pipeline",
"arn:aws:execute-api:us-east-l:account-id:7rlst5mrgi",
"arn:aws:iam::account-id:role/CodeStarWorker-project-id-CloudFormation",
"arn:aws:iam::account-id:role/CodeStarWorker-project-id-CloudWatchEventRule",

arn:aws:iam::account-id:role/CodeStarWorker-project-id-CodeBuild",
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"arn:aws:iam::account-id:role/CodeStarWorker-project-id-CodePipeline",
"arn:aws:iam::account-id:role/CodeStarWorker-project-id-Lambda",
"arn:aws:lambda:us-east-1:account-id:function:awscodestar-project-id-lambda-
GetHelloWorld-KFKTXYNH9573",

"arn:aws:s3:::aws-codestar-us-east-1-account-id-project-id-app",
"arn:aws:s3:::aws-codestar-us-east-1-account-id-project-id-pipe"

]

1,
{

"Sid": "3",

"Effect": "Allow",

"Action": [
"apigateway:GET",
"config:Describe*",
"config:Get*",
"config:List*",
"config:Put*",
"logs:CreatelLogGroup",
"logs:CreatelLogStream",
"logs:DescribelogGroups",
"logs:PutLogEvents"

1,

"Resource": [

i n

B I B #Y R

R RGIF | &8 @ AWS IkFHEEE IAM AP & F 5 H AWS CodeStar I B &RV 75 B R .

"Version": "2012-10-17",
"Statement" : [

{
"Effect" : "Allow",
"Action" : [
"codestar:ListResources",
1,
"Resource" : "arn:aws:codestar:us-east-2:project/my-first-projec"
}
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]
}

£ AWS CodeStar 4|4

7518 AWS CodeStar 12 #I AT FEERFENNIR , ERBRIEEMBAWSCodeStarFullAccessKEED
AWS CodeStar B Az — : FiEE. ABEREEE , SNEBTLEMEAEANEE. Bx
AwWSCodeStarFullAccess NEZEER , S AWSCodeStarFullAccess B, BxIE R 5K
MEZER , BSHERFBK AR IAM K,

NFMEA AWS CLI 2 AWS API BWAF , BEENEHBREREZRH AR, Hk , RATFHASE
2 IITH API R VEME ITE AV R 1E,

AP ERMIE SR

ZORBIGER T BRI |, LAY IAM AP EER MBI EAS S ONNERANEE R, LR
DREEREE LZEA AWS CLI X AWS API MU4wiE 75 = 5e B LR AR IR

"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
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"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,

"Resource": "*"

B ¥ AWS CodeStar ImH

LRI | 848 @ AWS K REVIEE IAM AP R F4EBIUE B ( H120 AWS CodeStar U1 B #
7 ) BRI BR

{
"Version": "2012-10-17",
"Statement" : [
{
"Effect" : "Allow",
"Action" : [
"codestar:UpdateProject"
1,
"Resource" : "arn:aws:codestar:us-east-2:project/my-first-projec"
}
]
}

a1 3 B 77 00 B BA 5K 3R

EREIF | BHEERFIEEN IAM AFRERADIEB ID [a AWS CodeStar 1 B 75 N E BA 5% 5 B9 4X
BRmy-first-projec , B EEAIEL % - BBRE AR & IR -

{
"Version": "2012-10-17",
"Statement" : [

{
"Effect" : "Allow",
"Action" : [
"codestar:AssociateTeamMember",
1,
"Resource" : "arn:aws:codestar:us-east-2:project/my-first-projec"
1,
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{
"Effect" : "Deny",
"Action" : [
"codestar:DisassociateTeamMember",
1,
"Resource" : "arn:aws:codestar:us-east-2:project/my-first-projec"
}
]
]

Bt 5 AWS Tk S BE A = A A BRI

LRI | BRI AR T R EEH IAM B 5 HE AWS Ik P RBRIIFTE AWS CodeStar A F°
MAEE -

{
"Version": "2012-10-17",

"Statement" : [

{
"Effect" : "Allow",
"Action" : [
"codestar:ListUserProfiles",

1,

"Resource" : "*"
}
]
}

BIEIRZEZEEF AWS CodeStar I B

B AMERET 5 0 R RARFERLIREI AWS CodeStar TN Wi, It RAIHER T 2040
PEATEEMENEKE, BR , NIHTMEHRZ Owner WENZAFNAFEN , 2B FHNR.
LE SRR R T2 H & £ TR R ER B ENR,

"Version": "2012-10-17",
"Statement": [
{

"Sid": "ListProjectsInConsole",
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"Effect": "Allow",
"Action": "codestar:ListProjects",
"Resource": "*"

"Sid": "ViewProjectIfOwner",
"Effect": "Allow",
"Action": "codestar:GetProject,
"Resource": "arn:aws:codestar:*:*:project/*",
"Condition": {
"StringEquals": {"codestar:ResourceTag/Owner": "${aws:usernamel}"}

}

BRI DU Z R B M N E IR~ RV IAM AR, MREBANAFrichard-roe=i#&%& AWS CodeStar
WA , MABFZIM B fRi2NOwner=richard-roezowner=richard-roe., &N , FFELEH
B, FUHRZE Owner IEEL Owner Ml owner , RAZRMHBEMRFTX DK NE, BXREZER | BS
i IAM FAF s /Y IAM JSON REETE - &4,

AWS CodeStarAWS & RBEHEHT

EF CodeStar BiZBRSFRIBIFRXLEHRLRIT AWS AWS HEXRBNEFRMNFAEE ., BERME
XILETHZENENIREE |, 57 AWS CodeStar X #4f £12F R E LT RSS 1€,

B DU Sy

AWSCodeStarFullAccess B
R-FE#H AWSCodeStarFullAcc
ess BUE

AWSCodeStarServiceRole B
R-BE# AWSCodeStarService
Role BU&

AWS CodeStar 5] BB E
BMEEHN. ZBHRNERZ
—## , {8 Rcloudformation
X EE ListStacks HtNAE
DescribeStacks , XEB& 2 &

=,

AWS CodeStar RE A BRIK
MOEH , BEIE 7 RKKEHEHA
B T REBAE,

2023 3 A 24 H

2021 9 A 23 H
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/codestar/latest/userguide/history.html
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EK DU B
IRSS AR o AWS

CodeStar [RE KRB ITIRIE

o

AWS CodeStar FFIRIREREE  AWS CodeStar FFIRIRERE 2021 £9 A 23 H
AWS FEEREMNETE,

AWS CodeStar B 3 117 [7] 5 Mk R &

FEALLTEERBBE LK INIEEEFEHR AWS CodeStar M IAM B AT REB ZI A F W[ &,
B
« BENIE AWS F#ITIEIEE CodeStar

o BRILHINIT iam : PassRole
o RAE AR AWS Ik A A5 EFER B AWS CodeStar AR

EELNE AWS HITE{TRIE CodeStar

R AWS EEEZF A FIFEETNMTEIURE , BHRAENEER I RHEY, ENEERRREH
BREIEN A

R mateojackson IAM AFZHERAEHAEFERX widget WIFHAER , BEE
codestar:GetWidget fR , M4 HIMLAT ROIEEIR,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
codestar:GetWidget on resource: my-example-widget

EXMERT , Mateo ERMMEER A EMERKRE , LA codestar: GetWidget BAETHE
my-example-widget %R.

R LRI AT iam : PassRole

MRSRBEIREE |, BRELAINITZiam: PassRolegfE , MIAMEHREN R UAFETAE
t£i% 45 AWS CodeStar,
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BE AWS RS A ERIIAEABKEL1ZRS , MTARAIRMNBSAGIRSHEXEE, it ,
BBMEBF A LSS RSINR.

HEB N IAM AP marymajor= R EAEH B AWS FHITREN , SHIU T RHIEIR
CodeStar, B2 , RELMEARFHABARTFHRRS TIITIIRE, Mary TEBERAGEZZEIIR
SRR,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EXAERT , XMEH Mary BYREE S b 4T iam: PassRole #1E,
MREEEHE  FHRRENAWS EER, ZHNEERRREMUEZEIENA,
AT AWS K A A TR R K EY AWS CodeStar %R

At 2—1Ae , MEAEMKSPNAFREALNNARTUERZAGKILREN TR, &7
BIEERESEY , AIURAAG, X TXHETRIFRA R EZEHFIXR (ACLs) WIRS , &R
158 P 3 L5 SR B 1) AAT1 4R T 1 ) S8 B9 BR AV AR BR

ETHREZER , BZRAUATREA :

« BT AWS 7 CodeStar XX L IHEE |, ESEAWS 2047 CodeStar 5 IAM EL &,

« ETHRIMIEBRHNSRAENEENIFENERE AWS IKF | F35H IAM AP EERH O EEAE AWS
K BB —1N IAM AP REFRERR.

« ETHNAMEE=ZHRAEEHZRENIFRIE AWS IKF | ESE IAM BFREETWNEE =512
HiFRENR. AWS K

s ETHIMIBEN SMRBRERITREHFENER , FSH (IAM BFRERE) P ALINIT S HEIEN
AF ( BHRBRERIE ) BEFEINER,

- ETHERACNETRRNRBHATER,FRIZENZS , 25 (IAM AFERE) 8 IAM
R ISR PR R A o

£ i2 & AWS CodeStar APl {8 /A AWS CloudTrail

AWS CodeStar 5 AWS CloudTrail —TlRF &R , ZRFREREAF,. AEH AWS RFEFRITHER
YERYIC F AWS CodeStar, CloudTrail $FrE API id A%k AWS CodeStar RE4., HEMNARIFE
& B AWS CodeStar 4| & 898 B X AWS CodeStar APl 2ERNRIBEH., MBEEMETERE , W
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
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AL A S3 E#EIEEAMEN , BEMEH AWS CodeStar, CloudTrail 1 REAREERE |, &
AT LATE CloudTrail ##H| 5N EHHELIERPEERHTNEN. FRHKENEER CloudTrail , &AL
¥ E M BNER AL H AWS CodeStar, KX HiERE IP sk, A H TiER, A& HiERUAREA4iF

éﬂi 1§ ,§\ o

ETHEZEE CloudTrail , i5ZRAWS CloudTrail A8/,

AWS CodeStar /4S5 E CloudTrail

CloudTrail FE#& 812 AWS IKFRIEELNIKF EEH. Y&z X EE BT AWS CodeStar |, iZ5E3IS
EH 1 AWS RS CloudTrail B —RiICRESHHFIERF, BUUEEBCH AWS IKFHEE, 2
ENTEBRIOAENEN., BEXEZELR , FSREASHH LIZFEFESE CloudTraill =4,

BRI FRE AWS IKFFNSEH , SFENSEH AWS CodeStar , E0IERER. BMABRT , Y&EE
HAEPQERREREN | ZBRESNATAE AWS X, BEICE AWS 2 XAmAEXENES , A
EXHEABIRIEEN S3 F#. BB ERM AWS RS |, LU —F 2 ML E CloudTrail B
PIRENSEHEIE, BXEZEE , BZRTIAR :

o B2 IR ERELA

* CloudTrail Z#5#IRSS FERK

« B2® Amazon SNS EXI CloudTrail

« MZAMXE W CloudTrail B &AM Z ANk F#2UR CloudTrail B &34

P AWS CodeStar & H APl £Z12% CloudTrail #1231 AWS CodeStar APl SZ/, flin
XfDescribeProjectUpdateProject, #MAssociateTeamMember{EHI A S7E CloudTrail B
FXHPEREKE

BONEHRASREBEEERERFRNVARAGE. SOERIHEDEHEUTRE

. BREGHBRASSIEEL AV BREIELEN.
- EREFEAAGTEHAMASNIBNES TR,
. ERETHEMAWS BE KL,

BREZER , 52 H CloudTrail userldentity T,
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html#cloudtrail-aws-service-specific-topics-integrations
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/getting_notifications_top_level.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.aws.amazon.com/codestar/latest/APIReference
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html

AWS CodeStar AriEE

T ## AWS CodeStar HEXH%H

CloudTrail BEMXHBE—1MHZMNEAERE. EHRRKEEMARFENENMER , BEEXEBERN
BE, BENBBMETE, BHRSHZENELS., CloudTrail BENXHFENHE AP AANEFHRER
B, Bt e FTL2REASERFHI,

LTRRBIERT —/ CloudTrail B&EREB , Z%BERT EEZRAMNCreateProjectiffE AWS
CodeStar :

"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAJLIN20F3UBEXAMPLE:role-name",
"arn": "arn:aws:sts::account-ID:assumed-role/role-name/role-session-name",
"accountId": "account-ID",
"accessKeyId": "ASIAJ44LFQS5XEXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2017-06-04T23:56:57Z"
},
"sessionIssuer": {
"type": "Role",
"principalId": "AROAJLIN20F3UBEXAMPLE",

arn": "arn:aws:iam::account-ID:role/service-role/role-name",
"accountId": "account-ID",
"userName": "role-name"
}
},
"invokedBy": "codestar.amazonaws.com"
},
"eventTime": "2017-06-04T23:56:57Z",
"eventSource": "codestar.amazonaws.com",
"eventName": "CreateProject",
"awsRegion": "region-ID",
"sourceIPAddress": "codestar.amazonaws.com",
"userAgent": "codestar.amazonaws.com",
"requestParameters": {
"clientRequestToken": "arn:aws:cloudformation:region-ID:account-ID:stack/stack-
name/additional-ID",
"id": "project-ID",
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"stackId": "arn:aws:cloudformation:region-ID:account-ID:stack/stack-
name/additional-ID",
"description": "AWS CodeStar created project",
"name": "project-name",
"projectTemplateId": "arn:aws:codestar:region-ID::project-template/project-
template-name"
},
"responseElements": {
"projectTemplateId": "arn:aws:codestar:region-ID::project-template/project-
template-name",
"arn": "arn:aws:codestar:us-east-1l:account-ID:project/project-ID",

"clientRequestToken": "arn:aws:cloudformation:region-ID:account-ID:stack/stack-
name/additional-ID",
"id": "project-ID"
},
"requestID": "7d7556d0-4981-11e7-a3bc-dd5daEXAMPLE",
"eventID": "6b0d6e28-7ale-4a73-981b-c8fdbEXAMPLE",
"eventType": "AwsApiCall",
"recipientAccountId": "account-ID"

&M AWS CodeStar

AWS CodeStar FEE AWS EHITRIKSEE A,

BRBESHITUEE AL AWS RFFIXR , BSAREA TN HTERNHAWS RS, BX—HK
R , 28 AWS MM itl.

BOLAERATEE=Z S FITIRE AWS Artifact, BXEZEE |, iI5SRE Artifac t 7 AWS TEiHh .

¥ AWS CodeStar

AWS £k EfRERE S AWS XEEMTAXMHEN, AWS XERMAS N EREEMREEN A
X, X&EAXBESRIER, SFAHENSERRNNERE, MATAHAX , BHL0RITHREETH
Xz ELHh it BRI AR EBWRNARFNREE, SEEANENRSNMNBEFOLEMEMMEL
AAXEEESHA A, FEMENATT Bt

AR AWS XEMAAXMNESEE , TERAWS £REM IR,
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https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://aws.amazon.com/about-aws/global-infrastructure/
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PR EMIZEEZ S AWS CodeStar

ER—IEERS , AWS CodeStar Z3 AWS £ERMNBZL LR . BX AWS RL2RF UK M
AWS R ERIRENES , BEHAWS %2, EfAEMIRERSNRESKENRIZITEN AWS IR
5, 1BSH S AWS ecurity PiIIar Well-Architected Fram ework A9 B A 1Z FERT o

BRI LAER AWS E XY APl A CodeStar B ME# TR, BEFRAMIFUATAR

- RREREMDIL (TLS ) . BINERER TLS 1.2, BIWUEA TLS 1.3,

- EERLMAERE (PFS) WHEIWEH , #lin DHE ( 58T Diffie-Hellman ) 8 ECDHE ( I B4 [ 4
¢ Diffie-Hellman ) o AZHIARE (W0 Java7 RESRA ) X IFXLEER,

o, HAERF RIS ID M5 IAM EAEXBKAORZRR B BHARNBERJTZE. E , BUTUER
AWS Security Token Service ( AWS STS ) £ R IEAT R £ EIERITER#ITESR,

FIABR T , AWS CodeStar T RERFRE. BRIFLBBILSHE EC2, API Gateway 5 Elastic
Beanstalk Fa1 &5 A& E , BNEEA AWS CodeStar SI2H T B HE AR EBRMFF K, XREEIR
T, BOUREEEES R D% EC2, AP|I Gateway = Elastic Beanstalk HEiFRIEE , BFEELE
B BEBMiGE,

AWS CodeStar BIAER T A X VPC LixT7 & (AWS PrivateLink) , {B& T AE BB &R L&
Bz
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https://aws.amazon.com/security/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/infrastructure-protection.html
https://docs.aws.amazon.com/STS/latest/APIReference/welcome.html
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RAriEmE

FRE1 AWS CodeStar

TRIER T PRIBR%I AWS CodeStar, AWS CodeStar I B ‘&R T Hitb AWS RS,
HARE LA LER, BEXAUUEXRNRENER ,

I E 8%

IAM B P A LU AR AWS CodeStar 1 B #H 2

B IDs

I=E=E

I B #iR

AWS CodeStar I B A #9 &l BA B 5

APBEEXHRHEREH

PP BC I8 324 R Y B F R At b

XL AR S5 PR

BEZH AWS ARS5 BRI,

—NAWS IKFHHRZEE 333 M., EFRE
BB AE , EABURTHAMRS AP RE
&5 (Flan | BE AWS K CodePipeline 5t
THWERAEERE ).

BRMH 1AM AP &Z 10 1

B & — AWS K7 IDs BIRME—RY, BT
B IDs #MEDN 2 MNFRHETEET 15 MNF
F. RHNFHEHE

BFOEI(BRFHIMHEF) .
BHRFRF - (BT )

TRAWERAEAEMFR , MABEFR, =
B, . (AR). @5, _( TXl%),

T EBMNKETEET 100 M2F , #EF
BELAZEMEIT KGR

EEFHAE , KEE 0 2 1,024 NFERFZE,
Tl B #iR R iEm

100

EEFHEE , KEE 1 5 100 MFEHFZHE,

EREMBAEDLEE —NFH. ZFHFTEER
ik, RREBMTRAZETARERE.

B FERF It MM B E — 1 @ FAUBMREY
RELE
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https://docs.aws.amazon.com/general/latest/gr/aws_service_limits.html
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XU BR B I3 BF 17 18] A% R

F, FEIL AWS CodeStar & root K/,
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WEEHEER AWS CodeStar

DT E B #5 By &40 28 AWS CodeStar  #Y & LRI &,
£}
- BBIEAM : ROIEWE

- DEGE  BECEIENZH41E Amazon EC2 BiE R & F4HiR

- JEMBER : AWS CodeStar Tl H EMIBR , BERDARTFE

- FABNEEEAM : TEF IAM A5 AWS CodeStar T B # #Y F RA

- BRXMK : BRERAF AT E AWS CodeStar 31 B

- BRAY  BRERFTET RIS A AWS Cloud9 35

- ALK : BRE A A ABIE AWS CodeStar T H , BEAEEETH RR

- REACEE  TEUERSAG

- BSAGHE : RFEABTHEHIRE

- IBAG®EE : AWS CodeStar i B F3EHIHIZ1T AWS Elastic Beanstalk JRIZ K & KK
- EAGOE  MEAGTHRRMREL

- BBV R BAEEES JRA

* GitHub: TE B LENRI A LIEFK, BARKE

« AWS CloudFormation : TR , #RIEERR

+ AWS CloudFormation X #£ Lambda PassRole LT iam: 1T A &

- TN GitHub FHEERIEERE

THBEXRY : REVEDAE
B SRR , SEE—RIELARAMGEE,
TEMBERE : SHAMMBELRRS .

« W AWS IKFAHREFEERZ ID WIE |, ATeefu T H M AWS XI5,
- WMATFEZRNIAM BF AWS BG4 SENERTIBFENNE,
+ AWS CodeStar RFABRD —NRZNMNAENNER,
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- BEREWE —NRSNERNERARS (5110 IAM, Amazon S3 FHEBRINEEFNEFLKE
KEEHIBRHI CodePipeline ) o

EREBIMB 28, FRIFEEES ST AWSCodeStarFullAccess RN ATEN IAM AP, BXxE
ZER , 3 AWSCodeStarFullAccess B,

EREZI B |, FHERIDE—/ , HFAFBE AWS CodeStar B3R, FESikd “AWS CodeStar %
HREBRREEE AWS BRHE” EiE4E,

EfEREAME A | {F3TFF CloudFormation 2 #14 , AEIXGIEBRNINE &FBMHK , RAEER “SH &
M+, —/\E e S Kk, KRB awscodestar- 3k, [FIRME ID, HikmgefT
Deleted fEIEMBE T, EFMRZHPIEMERBOEEHY EAERIXLE XM RERES HA BB,

IH 82 : ZRELETE =148 Amazon EC2 Bl &R/ & Z45ix

[FIER : B eI 2EE P %RE Amazon EC2 B EIATIRY , 2B FHIREBRIREEI , HF BT AL
BIRIE

TRNEERER  SEEREENREILRRS :

« AWS CodeStar I B #ixF# VPC ( BRIA VPC 3453 Amazon EC2 BLERERH VPC ) EE %L H
SSBIFEE , TARMTR IR, FEES —PRFIEEH S —4 Amazon VPC,

- &1 AWS K H3& % Amazon VPCs. EAEEMIBRBRIA VPC , H ERGIBEMEAM VPC, $TFF
Amazon VPC #4#l|& https://console.aws.amazon.com/vpc/ VPCs , B &K , HBREZLEE
T—"NVPC, MIR&E VPC , BERIE—1 VPC, BEXEZER , S H Amazon Virtual Private
Cloud #% ## Amazon VPC AI1ER,

« Amazon VPC X B MM, HEFES—1 VPC , ENZ VPC RIEFM, BXESZEER , FS
59 VPC ¥ M EA A,

I B MBER : AWS CodeStar Il B EMIBR , B ERDATFE

@& : AWS CodeStar W B EMiIER , B RZIME QIR FRNMAELE. BRIABERT , AWS CodeStar
I BRI B Bt BRI B BR. BENEER IR IR R R EEAE | BERIR (420 Amazon S3 FEHE ) t
FRE , AAE#EURESEE.

AIREMIEE 7 3% : FTFF CloudFormation $#2%|& |, BB FRIZT B K — M=%/ CloudFormation #
Ko HWREZMIU awscodestar- 7k, FRIE ID, XLEHEKLAIREL T Deleted fFEMNB T, BF
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https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/AmazonVPC/latest/GettingStartedGuide/ExerciseOverview.html
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_Subnets.html#vpc-subnet-basics
https://console.aws.amazon.com//cloudformation
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E# BN EHIRI NI B IEN TR, EEIE AWS CodeStar T1E #Y AWS XFEHITF E1
RRNEHE , REFIIRRX LRI,

A RERE VI E RRSHE

+ Amazon S3 FI— N Z/NME F#iF. SEMTMBRERE , &+ “BET B — M ER<EKE AWS
BB Ei%MER , Amazon S3 1/ AWS CodeStar I B 17 @ T~ 2 4 Ml & .

$TF Amazon S3 #2#|A , MULA https://console.aws.amazon.com/s3/.
« FIN B KYR 171 E CodeCommit,

$TFF CodeCommit #2#|& , Mt A https://console.aws.amazon.com/codecommit/,

- ATENTENEIE CodePipeline,

$TFF CodePipeline ##1& , Pt R https://console.aws.amazon.com/codepipeline/o

« CodeDeploy F#Y N ATREF MBI EEB A,

$TFF CodeDeploy ##l& , ik Fhttps://console.aws.amazon.com/codedeploy/s
« AWS Elastic Beanstalk® B 51 Fi 2 7 FI R BR AV IRIR

$TFF Elastic Beanstalk ##l4& , Wit Fhttps://console.aws.amazon.com/elasticbeanstalk/o

« AWS Lambda/ By B %K,

iTFF AWS Lambda ##|& , Bt R https://console.aws.amazon.com/lambda/,
+ API| Gateway APls B —PEHZ1,

17T API Gateway ##15& , Mtk https://console.aws.amazon.com/apigateway/o
© IAM FH—PMHSZ 1AM RBEHE 6,

BEx AWS EEEFA HITH IAM #2E& |, Mk https://console.aws.amazon.com/iam/s
« Amazon FH—M3EHl EC2,

$TF Amazon EC2 ##|#& , Wit A https://console.aws.amazon.com/ec2/o
s FH—PHZNFTKIFE AWS Cloud9,

ZEE. HRIMEREFRHE , BT AWS Cloud9 #2415 , Wit R https:/
console.aws.amazon.com/cloud9/,
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https://console.aws.amazon.com/codecommit/
https://console.aws.amazon.com/codepipeline/
https://console.aws.amazon.com/codedeploy/
https://console.aws.amazon.com/elasticbeanstalk/
https://console.aws.amazon.com/lambda/
https://console.aws.amazon.com/apigateway/
https://console.aws.amazon.com/iam/
https://console.aws.amazon.com/ec2/
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https://console.aws.amazon.com/cloud9/
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MRS EFERANRASRR AWS ( Hlin | GitHub fZf5FE ] Atlassian JIRA FEIIE ) |, WIENGE
EHT “BE CodeStar T B — A2 Ml BRx BV R EiEAE |, X AWS HIR T 2WMIER.
AEIB KR - o3& IAM PR NE AWS CodeStar It B A #Y H
RA HA

B EERFALRNITEN , BFI—KEREE | BEHRINEK,

TRENEBERER  SHZERNEERLRER , AR EXETE IAM RE A - AN EERBHR
#o MREHEZEIRMAFE AWS CodeStar BB HRAMBEEAG , & IAM A T EES S HM
BR , Mtk AT RE 2 KB4 IR
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