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]:gect a repository provider

account).

CodeCommit O GitHub
Use a new AWS CodeCommit repository for Use a new GitHub source repository for
your project. your project (requires an existing GitHub

@ The GitHub repository provider now uses CodeStar Connections

To use a GitHub repository in CodeStar, create a connection. The connection will use GitHub
Apps to access your repository. Use the following options to choose an existing connection or
create a new one. Learn more

Connection
Choose an existing connection or create a new one and then return to this task.

Q. arn:aws:codestar-connections:us-east- X | or Connect to GitHub

@ Ready to connect
Your Github connection is ready for use.

Repository owner
The owner of the new repository. This can be a personal GitHub account or a GitHub organization.

v
Repository name
The name of the new repository.

cs-dk-gh

Repository description
An optional description of the new repository.

© PFublic
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S, REIEER AWS Cloud9 EAFFRIE | M BFUERLH,

i (FE ) NTEEERHR | BN GitHub R ER AR,
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® Note

MR EIEFR Alexa Skill 11 B 4R , NFEERE Amazon FEAARKF ., BXx WA
Alexa Skill IMEWEZEER , 55 #iE : £ AWS CodeStar F 82 Alexa F eI H

9. MBEEMINE EEEE] Amazon EC2 3£l , # BEB#HITEN , 1 Amazon EC2 Bl EH i E &
B Amazon EC2 324, 150 | &7 LAMIR B #Y 7] A Se5128 B rh gt 1T 1R 4R

(® Note
T EH Amazon EC2 EHIREFREFER BN ITERE D , H EATEEE TR KKK
X, BXEZELR , H2H Amazon EC2 LI A M Amazon EC2 Ef.
W R ETE Amazon Virtual Private Cloud R 8|2 7 ZAMERFE = (VPC) HZNFH ,
BAEREFEHAN VPC MFM, BE , MREEEE FAEH EFXFH Amazon EC2 3£
IR | MFTEEFHEHFBFTIRERNZTHNB VPC,
BXEZER , HSHEMALE Amazon VPC ? ME ASSBIEXREE,

EZAN D | EBRE SB® 4 - - AWS CodeStar I B 62 Amazon EC2 Z4AXT 612K Amazon
EC2 AN, EBRRBIARENIH AT X,

10. iij:%—lt_ﬂ;_o
1. EFRFENEEFHAER.
12. %3 Next = Create project, ( EREVIEFEURTEHNTIEER, )

SIRIE (BEF#EE ) TREE/LD HatHE,

13. EMBRBEEHES B NERFEEREREEX CHHRNR, EREESRPIEERE
& IDE , REFBRERS [T E AR ARG o

PR 2 1 NIEW AWS CodeStar AFBLEXHFARIMERER

ERIEm AR , BREAMEERNNEIME A, MRXZEEHXEA AWS CodeStar , RESER
IR

- EERGEMBAFNEREN,.
- EERGEAMR AR FER k.
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LIS BORHE &M AWS CodeStar AFBENHREM. AFEEXHTIRBETHEN  MEXZRT
AWS X, &S AEERTHPIENEN AWS KgHeZ-—PMRAFREXH. MREER , 81
BEEXHAIETERNES.

MARF BB FERribat | AREET—F,

(® Note

&K AWS CodeStar AFBIE X RERALLA R Z B Fopfhitut, RTMEFER T AWS B
SNBIER ( BI40 GitHub Zf5E SR Atlassian JIRA AR E & ) | iXEFRIEEETEEEAD
WAFREXH , ZEREEXHEETENAFBAME Fipttibit, BEXEZELR , BSRESE
RIR A E B 3T,

SR 3 EFENTE

&#9 AWS CodeStar 51 B WH 2 Al &M EHNHREE T B HRIVRSHLE , 2ETE WHRFHRR
R, BEXNEENRSUREKLINERE, BEERRXERRNESEFER , FNSMEFEEANH
o

EHBES , SMESSUTRE :

- BIRTMEBEEXENIEES, BERFEMIE README ABHER.

- IDE MWEA TN B EZINERRFTFLIFE (IDE) gk, MiMHEXFERBER. ©e2ER
GitHub %1 AWS CodeCommit 14 FEELE IDE B BI AR B X EH AWS Cloud9 SEHEE.

- FRENHETENFHEEAEE , @FEEH. RMUE. LXEXEMRE URL, BEATUE
EAXRRFEINER , HESEMLIENEER,

- EERNEAEREXBEEN CIICD EE, BALEEEEFAEE , HlMEH,. RIENBRENR
Do BALEEEEMLRERHAENER, BEAUEEEEFENTRIVIRE,

- BUEREBFEENIEBEEE R Amazon EC2 5 AWS Lambda $8%r. i , EE RHEEEFHN
AWS Elastic Beanstalk 2 CodeDeploy % R EBE Z|Y1E{ Amazon EC2 ZfI#y CPU FIAZR, EE
F AWS Lambda BWIIE # , E2 &7 Lambda BEH A FEIRER. LEERRINER, IRE
AT AHRPRIUA AWS CodeStar T B #ER , NEEFNARFERBBEXLEXHINNEE
SESFHIBENIEE, BUURFERUAEEENEFIETRRMNER |, X 74 B &1 E [ =X
BEZRRNER,

AR E A TIFER AWS CodeStar BT B 5 Atlassian JIRA T B &£ /K, B B I i b 15 5 48 N 48 B9 T
B H BABESS MT B 12 FIE AR ERER JIRA [R1RR,
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EREHAEMNNSMERT , EUNEDE, HANIRER B S,

T4 BRRXEX

BE O EFUWMEBEHIENRMRB, EMESMANEIENEEREENAER  AINEENAERFN
AWM, BERHI Web NARFNEREFE O KS[IFZTH, X2 AWS CodeStar HEH BB
B R4,

MREEBEERB , FESMEDERERE, ERFHESM TR  SNTE FHERNEHNIE
MFEHEOHRITH, SEEEEEN BRXH (README.md) AR , REXHXEXHNRE,

EXNTRS | BNERRE , AEEESUHERFEMEE, TUEEUTARN 2 —HITIIRME -
- MBI EMKBEEE CodeCommit B GitHub FEEH , MR AT LAEH AWS Cloud9 EIZEM Web

MR ERALEND , MEFLREEMIE, BXRXESZEER , BSRANTE 6/ AWS Cloud9 3K,

- MR B WRIBEFEME CodeCommit FEEHR , HE LK T Visual Studio = Eclipse , MIEA AWS
Toolkit for Visual Studio 2, AWS Toolkit for Eclipse AIE B ihiE#ERB. EXEZEL , BSHANY
AWS CodeStar 5 IDE Bl &, MR&HE Visual Studio = Eclipse , %% Git B i , REIRE
5B 5 T RV i B BT IR 1E,

« WRTE B FHE GitHub FMEFE |, AT LMER IDE R T EiEH GitHub,

« XIF Visual Studio , AT LA A GitHub Extension for Visual Studio £T &, EXEZELR , T5H
GitHub Extension for Visual Studio M4 E#Y Overview T HE & GitHub M4 LAY Getting Started
with GitHub for Visual Studio,

« XIF Eclipse , AJLAfEf EGit for Eclipse T B, BXEZER , BSH EGit Mt LK EGit X
- X FHEHHM IDE , S FER IDE X4,
- NTHMEBNKRBEREE , BSRFEEREEHNN,

LU 3B T B a3 R TR EE X

BRELZBWITEVLURERER (IAM AF)

(® Note

FHIREF , BOBRED B HRBEME CodeCommit FEEHR ., N TFHMEBWRIDFME
FE, FERAFEERHBNXYE , AEEBRE T - NIRRT B Fi#EAFEITER,
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MRRBEFEMIE CodeCommit R H BB EEFEH CodeCommit , HREESEH AWS
CodeStar # 4|8 R B GIZE T AWS Cloud9 F A |, NIEEHMEE, HEaiHkET—4
SRR ED B 746 FEHH1TE R,

1. EZENAR#ITEN EZE Git
2. &3FAWS Management Console , A/t LA T MutITFF IAM #ZHI& : https:/

console.aws.amazon.com/iam/,

LURHE A Git I RE BB E CodeCommit FHY AWS CodeStar T B ZEEMN IAM B 54 %
Fo

3. HEIAM ZFENSMERT , &R AP RARMAFFIRPIEREN IAM AP,

4. HERAFRAGERL , ERZ2FILATF , A/F1E CodeCommit By HTTPS Git FiEAH |, EFEE
Bo

® Note
BARBER Git EILEBRBCHEREI, BXEZEER , BSRN Git RIEN HTTPS 5
CodeCommit B & A,

5. S#|IAM AEBERNBFZEIL, BRI Show , R FHEBREHIFRMETI A1t &4 W
ZeNHH | A L% Download credentials 3REA .CSV MH R THIUEE., BFEEXEER
T BEETER| CodeCommito

REFEWEILS , %£# Close,

/A Important

XREREERFIUENE NS, NMRERREF , TUMN IAM ZHEEFHAFR , BTE
ERFD, e, ELMEEED , RERFE.

REEWITENURERER (KEFHAF)

BT LAE R B XX LA FRE , A BER Git NMERN AR ITEIIHITERE. IREERNZ
RER , BREUTLSRER Git NEN AT EIERFREEHRITRE,
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https://git-scm.com/downloads
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® Note

FEHEREF , BARED B HNRBEMEE CodeCommit FEEH ., XN T HAXBNKIDFE
B, B REMERMHENE , ARMEE T — NI BRED B FHEHHTEL,

1. EENAITEY £ R Git,
2. & AWSCLI,

3. NEABMAFPEEBIKNETLEILE, AXER , 53 HIEaTi5E CodeCommit FEE, IFEHEIE
oE

« AWS 51 %4A
- AWS A EH4H
- SEDHE

BEXIGREIENEZELR |, 5 GetFederationToken HIIER

4. 5/ AWS CLI ZitHBEEFEEISNE#E, BXEER , iS5 HE Linux, macOS = Unix £
ffEA AWS CLI EiEBYFiREF CodeCommit F6&FER HTTPS iEZMN PR 1E Windows £
AWS CLI EIEBIFi% B Z| CodeCommit FiEEH HTTPS &N LB

5. AT REIERM{AZEREZ] CodeCommit 174 B [ H#EIXE R,

| IR FREEARTEXR

® Note

R B WA B RBFEEEREREHITEN , ERHE® index. html X4, &
FREWHEITEEFEE, EHEES , RINBEWN B HABEFMRE CodeCommit 774 &
B, AEBMNGTITER Git FFhim. N THAXRENKBERERLE  FSRHEHBHX
B, THROMREEEE, Bt RRHEERE.

1. MWMBREEEH AWS CodeStar ##HI AR B 6122 T AWS Cloud9 FF XHE | FITHFIZF LHE |
ARERIMIEPNLER 3, BEITHZAFLRKE |, i5SRE NIE ITHF AWS Cloud9 #hiE,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_control-access_getfederationtoken.html
https://docs.aws.amazon.com/codecommit/latest/userguide/setting-up-https-unixes.html
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£ B £ AWS CodeStar #ZHIAFHFRNERT , ESME LIRREFM#E, E5FE URL &, 1EF
&7 CodeCommit % BRVEZRBWIMY , REEHIIZEEE, fl , WRERITE —NIEFH
SBA CodeCommit IRE T Git FZif , iFiE#E HTTPS,

2. EAXR#MUENL  TIFLGREHBTITED , RAEHEZELNIGR B F. Z1T git clone 885 LUF
i FEREEEHITEN. MUERrEHeEE, flm , X FEM HTTPS 89 CodeCommit :

git clone https://git-codecommit.us-east-2.amazonaws.com/vl/repos/my-first-projec

HEE-REEN , REQRTFERMZEFRENZTREILE, XT CodeCommit , FH ABEL—
FTEM Git FIERFRREIL,

3. SMBEUENLHN=EER, AEMNITHENAR.

4. 4T index.html X# (ELHXHRF ) , RENZXHHITER. S, &£ <H2> HREFR
=1 Eo%E , W

<P>Hello, world!</P>

REFEZXHF
5, HEAMIBTRIFT , RNEREHXH , ARRIHAMEENER :

git add index.html
git commit -m "Making my first change to the web app"
git push

6. EFMERNEL 6 EFEEHTHNER. ENED , CEALNREXER T FRENREXALIC
¥, SFEREHE. AEENHL , BUNEIEERIENEHERTHER , FFTHWENI
EE. BF Web NARRFE , BANEREENARFUEETEENEN,

(@ Note
MREFAEENBRETRY , FSRUT ARRERAFERE

s NFREME , 52 AWS CodeCommit AF B K AWS CodeCommit [BEHEE,

- NTFREME , 555 AWS CodeBuild AP #EREHH AWS CodeBuild [BI#EHEE,
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« SNFEPEMER , i5SH AWS CloudFormation B3R H K AWS CloudFormation [&] &
#E.

- BXEAEMRE , ESHBELEER AWS CodeStar,

HBR 5 ANINEZHE AR R

8/ AWS CodeStar B 2& & T =/ AWS CodeStar &€, S MABEMUNTERETENBE SR
B89 15 (B A BR

« FREE  WAIIMMIEREIBA R R . 3B kT B 2 EAR AR M BR BT E .

« TWEE - WERW B 2HERMEARRE (WRABEFEME CodeCommit 1) , {EFBEZR IS BR
FIRARL R EMBRIIE . XRERFE AWS CodeStar T E A RSHERR R EFENHE,

- EFE  WEEWMERFER, NERE (WRABEFME CodeCommit 1 ) LARTEKVIRE |, B
TREETE ZHIEARF B3, AN BRI .

/A Important

MRBEFERAT AWS B ERIR ( Hl40 GitHub 77 FE =X Atlassian JIRA FREYEIER ) | XX
Lo RAY T B R RIR H E M IE AWS CodeStar $24l, BEXEZEL , BFSARRERENX

=
B iHE AWS CodeStar 1 B BY{E{A] A EBREE B AWS CodeStar ##I& H R TF AWS LLSE
Sm B BXxNRR,

AWS CodeStar £ 2 51 B HBA X 2 S 551 B WEMMEX AWS Cloud9 FF A5, EAVH
AR S EHXERE | &S 55 H FHABK R L E AWS Cloud9 3%,

BEXERNTEABGHNESER , 5 M5 AWS CodeStar HRAME,

FFEARABY B3 7~ INE] AWS CodeStar T B ( #2#15 )

1. FTFF AWS CodeStar #2#l& , #dik : https://console.aws.amazon.com/codestar/,
2. MNSMBEKRFIEEDE K AREELENTE,
3. HFEWMBEMMSER , EFER.
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5. 7t Choose user 1 , 1T 3iREZ— :
- MRERNMHVAREE IAM AP | EMNFIRFPEEZ IAM AFE,

® Note
2R IE %S —4 AWS CodeStar BB AP EREINE AWS CodeStar AF 53k
o

EMBAEYT  EFEEWRAFH AWS CodeStar A2 ( FTEE., ABEREEE ). XRR
BETIE FrEEE M AWS CodeStar ME R AE, WABENAT IAM AP R4 TR
AWS CodeStar Tl B BRFIENAMENR. CaNARITUTREMENERRE : EIAMBAE
% 1£ CodeCommit FHIRBRIZFNERE Git &£UE , R1E IAM R AP E4& Amazon EC2 SSH
4R,

/A Important

BREEREREHR IAM AFHNERBHNREFIHEEE , RIELCKUNZAFPSHESR
FiEGlE, BXEZELR  ESHEEE AWS CodeStar AFREXHNE RELR -

3R AN DR BARK R o

- MRFAMFMENARRE IAM AP, BIEFEIER IAM AR, SFREEDE IAM 2]
A, ILNEREDCIEMN IAM BF, BXESZEERE , B2H IAM BFEREHPHEIE IAM A,
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9 IAM AF. MAZNATIHAFH AWS CodeStar 2 REH, BFERFiHiUtNMEBE AR ,
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® Note
NTETER , NOEDS—NAFSETZMENFAEE AG,

6. MBFMEARKRAKREATER
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HIR 6 : BER

RER | BETHAHE, MREFBREFAHTB REER , WACREBER , UEEXEHN AWS
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1.  FTFF AWS CodeStar #2#l& , #dik : https://console.aws.amazon.com/codestar/,

2. ESMERP , EFWMA,

3. EEEMRNIIE , AEEFEMRER.

RETFAUME , AEZFNSEMNNEMERPEFRE, ERBEFHAFEER L | %8 Delete
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4. EMBREINTES , EEMER, NREERBRMT B FR , BEPMERE R EZEMHER

AEEEER Lo RIFEEMRERINE ., MIERME F , BB N FHBEERTE AWS CodeStar 124l
ARHIE RS,

/A Important

MBI B AT AWS SRR ( HIE0 GitHub 145 EE sk Atlassian JIRA FREg[EIER ) |
ENfEE A I EIRAE | B RS BRIX LR IR,
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- EPNNARFEMEANKBINAMNTHEFEZSREXR, EXEZELR , BSHEAWS
CodeStar BRI Z 2 &IERE,

- EHGIRIE N RIEE S FIEENIMERE.

s
TEHE2AHEE T ## AWS CodeStar By — L HM'E IR -

- H#E . /£ AWS CodeStar FRIZMEELRFZFIE FH—NOIZEFIFE Web IRSHIE |, It
Web BRS5 A AWS Lambda F#YE%E , A@iT Amazon API Gateway 8 API B,
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- 5 AWS CodeStar FRAHMER M B B iEM A S L B KE S

#IE . 7£ AWS CodeStar A @|ZFERE LARSZ I E
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M AWS BIR , @1EF Amazon AP| Gateway APl, AWS Lambda B %1 Amazon DynamoDB %,
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BEXEZER , ESH GitHub L AWS ERSENAREFER (AWS SAM ) ,
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- BIWERABA AWS CodePipeline &, WEEFEA AWS SAM SIZEHBHNEHIEEE
AWS Lambda, £ Amazon AP| Gateway 812X API , REFZ API EEZEZERH.

- EBEBE AWS Lambda BB %,

+ 7£ Amazon AP| Gateway F 8|2 API,
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FE 1 elEIE
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5 EREMEBEIXNMNNE, EFT—F,
6. WFWMERH , MATIENSEF (/20 , My SAM Project ) . MEFEATEF RHIFTHANE
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 API| Gateway F AT A EHA Lambda BEEH APl, AWS CodeStar J1iZ API I8E R
awscodestar-my-sam-project--lambda , E# my-sam-project I B #9 ID,
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« template.yml , AWS SAM EHETE Web IR F1E API Gateway H&I& API,

aWS.’, Services v Resource Groups v *
Developer Tools X Developer Tools CodeCommit Repositories My-SAM-Project
CodeCommit

My-SAM-Project

w Source * CodeCommit
Getting started .
My-SAM-Project info
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Code

Name
Pull requests
Commits - tests
Branches [l buildspec.yml
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[ index.py
Settings
[ README.md
» Build + CodeBuild
[ template-configuration.json
» Deploy « CodeDeploy
] templateyml

» Pipeline « CodePipeline

BEEFENXMHHIRAE , BMIRPEFRZHF

B % CodeCommit & EMNEZELE , H5 5 AWS CodeCommit A #ER.

£ CodePipeline H 3| i &&

1. EEEAXEEMNESR , £ HE AWS CodeStar B4 AFITANERT , BESHEZ LERE
B, EIEEEE
o R ER - M CodeCommit FKEUR/AH
. MEME - £H CodeBuild f9ZRK,
+ Deploy B E% - £/ AWS SAM SPEHEFHRAB R AWS &R,
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https://docs.aws.amazon.com/codecommit/latest/userguide/

AWS CodeStar

(AFER)

2. EEFRAXEEMNESZER  BEEERHARGE T , BB EX CodePipeline #2#| &8 FITFFHE

B

Bk CodePipeline EHIEMWER , 5SS R AWS CodePipeline AF I8/,

EBETRELEXET B ES R AWS RS EIR

1. 71 AWS CodeStar &I AT EMNINE , ANSEZFIERELIS,
2. BEFUWBEINIBE BRYIEK,

1£ Lambda A3 % B EK

1. W B AWS CodeStar ###IEFITHHERT , EM S LIREH8,
2. HFEUWEB®RIRK ARN Fd | % Lambda BRIEAYEEEE,

R EHE & /R1E Lambda #HI A F,

BXfEH Lambda 24 ENEZELR |, H5E AWS Lambda FF & A R 5.

£ API Gateway 3%l 5& API

1. 7TEUH 7 AWS CodeStar #H A HFITHANERT , M S LR E8N,
2. TEWE®IRA ARN FlA | 1%£$F Amazon API Gateway API By §E#2,

Z AP| B &R E R API Gateway 2 & & H,

BHXMEM AP Gateway B4 ANEZE LR |, HS1Y APl Gateway FF & A A FEF,

S8 3 M Web RS
ELSES | F0it AWS CodeStar NIRI Y32 FZFEH Web RS .

1. BE-THPHNBIEMAITANERT , ESME LIEREE,
2. BRE. HENBENRETEKRI  RAEEHSE, XTURERR/LDHREE,

® Note
WMREAMBREREAY , BSEAUATHNRIREEEHFERL

S 3 it Web RS
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https://docs.aws.amazon.com/codepipeline/latest/userguide/
https://docs.aws.amazon.com/lambda/latest/dg/
https://docs.aws.amazon.com/apigateway/latest/developerguide/
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TR ER , 155 AWS CodeCommit FAF#ERHH AWS CodeCommit [A]ZHEE,

X FHIEBER , FZ 1 AWS CodeBuild AR H#Y AWS CodeBuild [FIFHFE,

S FEEMER , 1525 AWS CloudFormation A P 3§FF#Y AWS CloudFormation [8] &
&,

BXRHEMREA , FSHHBESER AWS CodeStar,

3. LRERNAER

£ Web RIMEBRHITFHFIRZER L , Web RS ERA TN HHE

{"output": "Hello World", "timestamp": "2017-08-30T15:53:42.682839"}

SR 4 REA M TRV IR E TR 5D

ERSERD | FREARM T/EY |, LMESHRTE AWS CodeStar I B HIRKIE, A THELATUARIZIT
macOS. Windows =% Linux BB =K E LT E H,

1. BEE-—THPHNBEDNARITFANERT , ITUTERE
- ESMAERF , &E IDE , RAREIT T RERIE KRB,
« EEGTITRETAINERRESA,

MR ZH T Visual Studio = Eclipse , Mk 7iE$E Visual Studio 5 Eclipse THWEF IR , &
RIZIAHRITRE , AFE ZE] 5 . @ Web REHFINZE,

2. BRBUEBAZTHUTES :

a. TEAH TR ERE Git

b. fEM IAM 2 &R EH IAM B E Git i,

c. fFUiE M CodeCommit 771 B 52 ME B A T 43k £,
3. ‘EEMSMmEzSF , ERIAE |, RE T B SR,

SR 4 RERB T RETE KRB
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https://docs.aws.amazon.com/codecommit/latest/userguide/troubleshooting.html
https://docs.aws.amazon.com/codebuild/latest/userguide/troubleshooting.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/troubleshooting.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/troubleshooting.html
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FPR 5 [ Web IRSRINZRE

(AFER)

FERSTE | FEAR TR Web RZRMBE, B4R , FRM—1 Lambda BE , REH
HiE$#ZZ) AP| Gateway Y API,

1. EX#THENE, RILSRENRRBEF#EENE .
2. HUWBFRF, 0EEN hello.py HXH. FMUATREE , REREFXH :

import json

def handler(event, context):
data = {
'output': 'Hello ' + event["pathParameters"]["name"]

}

return {

'statusCode': 200,

'body': json.dumps(data),

'headers': {'Content-Type': 'application/json'}
}

R R FRF R Hello RAA S XX BB FHFE,
3. ERE—BZFY , 77 template.yml XH. FUATREBRIMEIXHERE , REREFXH :

Hello:
Type: AWS::Serverless::Function
Properties:
FunctionName: !Sub 'awscodestar-${ProjectId}-lambda-Hello'
Handler: hello.handler
Runtime: python3.7
Role:
Fn::GetAtt:
- LambdaExecutionRole
- Arn
Events:
GetEvent:
Type: Api
Properties:
Path: /hello/{name}
Method: get

SR 5 [@ Web RS A INE 5 28
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AWS SAM FHE Mt TE Lambda 812 — N EKER , [@ APl Gateway FEY APl M —N#T 75 5%
MERE |, AR T EM B R EEIFH R

(® Note
ERRKBHERERERE, WRANMNKBERRABEEMNER , BAURLTEEBYER
Bo

4. BT gitadd ., SXHERAMIEZEFRENLEEFRXE. TESLEER (), ERTMIAEE
S B 32

(® Note

WA Visual Studio = Eclipse MA R 1T , NERA Git WK AEEBM AR, #ES
¥ Visual Studio =% Eclipse 34,

5. 1217 git commit -m "Added hello.py and updated template.yaml." LA$2 33 52 & 17 1 B AP B9 & 17 34
6. 1Z1T git push LU R H#IX B m B 76 E.

(® Note
RETHSRETREAAZHAZERNEREIL, ERRABASEEEHERENBIR
RER, ANERLENEE Git ZIUEEESR. a0 , £ macOS = Linux £ , ATLAE LR
FZ 1T git config credential.helper 'cache --timeout 900" , IERERIERNERABET
15 24, HE , LATLLET git config credential.helper 'store --file ~/.git-credentials’ 7K X
KRR, Gt FEEUAXFERFHEEETERFINENEAIHF, BXESZER , S
7 Git Mt L/ Git TE - FiEfF64,

AWS CodeStar # M Z#E%X /T |, 48R CodePipeline £ H CodeBuild #1 AWS SAM Bz EHWENME
FTEBE Web R, BALEEENH LEFREHRE,

AWS SAM H #F B EIB B FF awscodestar-my-sam-project-lambda-Hello-RANDOM_ID , Heh :

« my-sam-project I HHY 1D,
* Hello  template.yaml X#HEENEEK ID,
» RANDOM_ID B—/NBEWL ID , AWS SAM [EEE S Bt ID KA RME — 4%,
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https://git-scm.com/book/en/v2/Git-Tools-Credential-Storage
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SR 6 MiAEEE Web RS

FLZERSP |, FFNL AWS CodeStar £ T L —FHRMAEBEHENILENEBRE Web RS

1. T B HTE AWS CodeStar Z#HIAEHRITFNIRRT , ESME LEREE,

2. BREEEBRET , BR, HENTEMNREREAY , RAEBHRE, XAEFER/LD I
I8 o

® Note
MREAMBREREY , BSHEAUATHNRIREEEHERL

« XFIRMER , ES 8 AWS CodeCommit A FEEEHHI AWS CodeCommit [A] B HEE,

o WFHEMER , 55 AWS CodeBuild AF# M+ AWS CodeBuild [a B HZE,

« WFEEBMER , 5 AWS CloudFormation 38R # AWS CloudFormation [8] &
HE,

o BxEMEE  BESRBEHER AWS CodeStar,

3. EBREBNMAER.
£ Web RIMEBRHITHFNFIRZER L , Web RFERATINHH

{"output": "Hello World", "timestamp": "2017-08-30T15:53:42.682839"}

4. FZREWibHED | FEE /hello/ MEMEFHRMNE URL KE
( #il3n , https://API_ID.execute-api.REGION_ID.amazonaws.com/Prod/
hello/YOUR_FIRST_NAME ) , $Rj5#% Enter,

WRENEFE Mary , Web RS FFE R T IE R7 4

{"output": "Hello Mary"}
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https://docs.aws.amazon.com/codecommit/latest/userguide/troubleshooting.html
https://docs.aws.amazon.com/codebuild/latest/userguide/troubleshooting.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/troubleshooting.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/troubleshooting.html
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HBR 7 ;[ Web BRSS AN 0 Tl i

LS ERP |, A A TR AWS CodeStar Xt Web BRSSE1THIM i, I =45 BUAR 2 A o
By F3h

1. EXRTIERL  BRISTERENRABEMEENE .
2. HEWEFRF , BIERRN hello_test.py I, FMUUTREE , REREH,

from hello import handler

def test_hello_handler():

event = {
'pathParameters': {
'name': 'testname'
}
}

context = {}

expected = {
'body': '{"output": "Hello testname"}',
'headers': {
'Content-Type': 'application/json'

I,
'statusCode': 200
}
assert handler(event, context) == expected

B E Lambda BB HREANTHER. WRR , MAEHKI. &N, Wit KK,
3. HERE—BFY , $TF buildspec.yml X, ERARTREBRIHEAR , REREFXH.

version: 0.2

phases:
install:
runtime-versions:
python: 3.7
commands:
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- pip install pytest
# Upgrade AWS CLI to the latest version
- pip install --upgrade awscli

pre_build:
commands:
- pytest

build:
commands:
# Use AWS SAM to package the application by using AWS CloudFormation

- aws cloudformation package --template template.yml --s3-bucket
$S3_BUCKET --output-template template-export.yml

# Do not remove this statement. This command is required for AWS CodeStar
projects.

# Update the AWS Partition, AWS Region, account ID and project ID in the

project ARN on template-configuration.json file so AWS CloudFormation can tag
project resources.

- sed -i.bak 's/\$PARTITION\$/'${PARTITION}'/g;s/\$AWS_REGION
\$/'${AWS_REGION}'/g;s/\$ACCOUNT_ID\$/'${ACCOUNT_ID}'/g;s/\$PROJECT_ID\
$/'${PROJECT_ID}'/g' template-configuration.json

artifacts:
type: zip
files:
- template-export.yml
- template-configuration.json

I EHEIE R CodeBuild MR EH L% Python MiXAEZR pytest. CodeBuild £ pytest 1=
TR, WEISENERIS 5L aHEE,

4. fER Git FIXEERHIARZRF®E.
git add .

git commit -m "Added hello_test.py and updated buildspec.yml."

git push

HPRT7 1 1 Web BRSS A INE TR 32
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SRS EFERANEHER

ERISERD  HEETNHKNER KK

1. BB BT AWS CodeStar #2H A FITFWIBERT , EEME LEEEE,
2. FRAREECEBRET, AEBHE, XRFER/ LD HAEIHE,

MRBEFTTNHAT , MR BREREA,
3. EEFEANHERNEAESR , BEWEBERFIEE CodeBuild 884,

4. 7 CodeBuild ##|& ™ , FEMWEI B : my-sam-project WHE EWHWEFA L iERkS |, EBERNYEE
TR,

5. 1£ my-sam-project:BUILD_ID MEMMERAEF , EREEFTE A EHLEE,

6. 7£ Amazon CloudWatch Logs ##HlAaH , ZFAEREPERELXLCUTABTHNNRER, AT
HRERD | MiHES

============================= test session starts ==============================
platform linux2 -- Python 2.7.12, pytest-3.2.1, py-1.4.34, pluggy-0.4.0

rootdir: /codebuild/output/srcl23456789/src, inifile:

collected 1 item

hello_test.py .

WMRMAKY , BEBHPNIEHARES , AIHBEHTRELHE,

E 9% AR
EUSBF | FEEWE | SURME £ ST E XN RA,
MREEHEEAMTE  TUBIX—% | BEH AWS K/~ THELMEITHE,

1. TEW BT AWS CodeStar #2#H & HRITHANBERT , ESMELEFRE
2. HEWMBEFMAEERL , ERBIRIE,
3. A delete , iEMIBRFIFRAEL TIEFIRS |, REEZEMER,
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/A Important

MEBRRLAE | FFM AWS CodeStar FIIIERIIE 123k , BHE KIS AWS BIREBFR
Ho 188 AWS K I RER EA S T NN A,

R %A AWS CodeStar JILIK 8122 Amazon S3 1FiE# , HMITA TS RITEMER :

1. B AT MuLiTFF Amazon S3 #2#& : https://console.aws.amazon.com/s3/o

2. TEEFE#EBEIIRF | % aws-codestar-REGION_ID-ACCOUNT_ID-my-sam-project--pipe 3538 H &
Pr, Hp:

« REGION_ID = MiMIIEReyIN B K AWS X1,
« ACCOUNT_ID 2 AWS K/ 1D,
* my-sam-project 2RI X il BREY T B /9 1D,

3. EEBEFETFHME. MATHEREN , RABEERIA
4. EEBBRTFER. MAREBSEN , AFEEREIA,
Es

Zlt , BEETRAHE , BWEEFUTERR :

- FFEAEA AWS CodeStar #HREFER — M OIZEMEBZBE T Node.js ¥ Web MNAEFHIE , Ltk Web
N RATEFIZ{TE Amazon EC2 =4l E,

« AWS CodeStar T H &1 ST A TUBENEMERNINE,

« 5 AWS CodeStar FBAME T A IMAIRIEMMASSERHNIE,

#T2 . 5H AWS CLI £ AWS CodeStar eI ZEIn B

ARYBEQENFUMMAER AWS CLI BY RORARB ARG T E4EE R 612 AWS CodeStar I
H. AWS CodeStar it & AWS CloudFormation T E&#E P II58ER AWS EfigERM IAM &R,
MEEREIEHRRUABENTBRNAB,

AWS CodeStar £ H AWS CloudFormation HEZFMIFB REINKB. WREAKBLIEILEE AWS
Lambda & # A1 @it Amazon AP| Gateway # {Ti5RIHY Web BRS-



https://console.aws.amazon.com/s3/
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FRFA

o T IRE AWS CodeStar RIS E,
o BWAMEBIE Amazon S3 F#E, EAHES | B RONEREMN T EEER LAV E,

® Note

BB AWS K A BEF= E EARHIEM XN H , 23 AWS CodeStar £ AWS IREH A,
BEXEZER |, FZ@ AWS CodeStar EfT

£
« ZB] 1 TEHHAER RHIRNKG
« P2 THRHITEEER

: £ AWS CloudFormation Fillis & /) T B 454E 4R
- FEEHRABAN T E5EER
% : £ AWS CodeStar 6217 §

[ ]
N
s Qe
b SE OIS
B W OIN

Nl
e

#
o
\f

HB 1 TEAERREIRAT

EXRHED , E—zip XHEAHTH. ©328 Lambda it EF & EH Node.js 7515 AREF KRBT
R, FRABREFERESRGE , EXHFRNAFM TR

tests/

app.js
buildspec.yml
index.js
package.json
README .md
template.yml

HERGIRABHARRTUATHE TE :

* tests/: NI B CodeBuild B REMNE TN, KXARITSERHIRBH , BEET20/E
1B Fr &4 B R o

- app.js: MEMMNARFERRE,

S| TRABRRIRRD 35


https://aws.amazon.com/codestar/pricing
samples/nodews.zip
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* buildspec.yml : CodeBuild BRI EM ERMNEREFEA, WXH4HRITE CodeBuild BRI T B
EARFT A EN

 package.json : NARFRABNKRIER.

 README.md : @E#FiB AWS CodeStar Tl B T E AR . XHIEERGHIRBEH BT
TR BT AERN.

« template.yml : @EEFME AWS CodeStar Tl B AR B R R RS 45 SAM R XXHF, XF
BT AEAKEEE AN I A8 template.yml, XHIEERFNRBF , EEF2EIEmME T4
= 08

SR 2 THROITEEENR

NAYERREAN RG] TEEERAEZF#E (CodeCommit), EE (CodePlpellne) MERSE
(CodeBuild) ¥ AWS CloudFormation &R IBIBE R Lambda £&., RTXERERZ , &
FEITATREZITHMENNECTEN IAM A€, CodePipeline FH?T?%"‘E’JW%W B # Amazon
S FHBNATEAGREHERFHENAKEELIEN CloudWatch Events N, I THE
AWS IAM FERE |, BR/ DL REIPENN T EESCHNRKSTE,

THEHBES YAML X8 =46 AWS CloudFormation #4x.

FEAHIZFEIZT create-project v H AT , LLIEMRIFIE AWS CloudFormation FEIZUTEEN TR
BER, AXEFYERUENTRNESZEE , S AWS CloudFormation AR PR T E
&

« AWS::CodeCommit::Repository AWS CloudFormation &R 812 CodeCommit Ffi#EE,

« AWS::CodeBuild::Project AWS CloudFormation &R 1% CodeBuild 421 B .

« AWS::CodeDeploy::Application AWS CloudFormation % JR €% CodeDeploy M ARERF.

« AWS::CodePipeline::Pipeline AWS CloudFormation %R ]2 CodePipeline Ei&,

« AWS::S3::Bucket AWS CloudFormation % R B2 & E BN 47 .

« AWS::S3::BucketPolicy AWS CloudFormation &R 7 & & & i #3472 & 45 21 B M4 764 SR B

« AWS::IAM::Role AWS CloudFormation ‘&R |72 CodeBuild IAM TELEAR | ZA®A [ AWS
CodeStar #FEE &M CodeBuild Y3211 B KR,

« AWS::IAM::Role AWS CloudFormation & JR 1% CodePipeline IAM T/ELEEAE |, ZAET [
AWS CodeStar & F I B &N EBHNR,

« AWS::IAM::Role AWS CloudFormation &R 812 AWS CloudFormation IAM T4 AR , ZA®
Al [a AWS CodeStar 3 5 6l 2 81 &R HER AR,

HPR 2 TEURAI TEERER 36


https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
samples/toolchain.zip
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-codecommit-repository.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-codebuild-project.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-codedeploy-application.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-codepipeline-pipeline.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-s3-bucket.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-s3-policy.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-iam-role.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-iam-role.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-iam-role.html

AWS CodeStar CAPiEm)

« AWS::IAM::Role AWS CloudFormation ‘&R |72 AWS CloudFormation IAM T#ELEAR , ZAB
Al [a] AWS CodeStar 1% 5 022 & 19 7R AR IR .

« AWS::IAM::Role AWS CloudFormation ‘&R |72 AWS CloudFormation IAM T#ELEAR , ZAB
Al [a] AWS CodeStar 1% 5 622 & 19 7R AR IR .

« AWS::Events::Rule AWS CloudFormation %R 8225128 1F6E E M HIXZEH/ CloudWatch
Events # M,

« AWS:::IAM::Role AWS CloudFormation &R A T /2 CloudWatch Events IAM &,

$HI2 3 - £ AWS CloudFormation A i & #) T B 6548 4R

e 454 T BAEEATZ 81, THLE AWS CloudFormation /289 T B AR BOR(E MEI,

. FEFOEAREFEABIUEA | 3TFF AWS CloudFormation 814, HIBLIRHER, LM%
ELE R

2. BEGMMERPREFEEAHLIRER,

3. ENHRAE , BHBRHER,

® Note

B RMER T EHHAL R AWS CloudFormation REIBZHFIERIR. BN , HEGIEIM
BE , AFgERBRRAFRAHESEANEIR.

SRR 4 EAAERVRATEN TR

E 32 AWS CodeStar BB , L E LRERVRABIT 2R zip X , RIEHFERE Amazon S3
o AWS CodeStar FERXENBMRILENFEE, HEHE AWS CLI FETR T UIET AR
ERAXFREERME.

8B A L4 toolchain. yml 43 EHIE Amazon S3 H1, HIEE AWS CLI RiE{Ta S U812
WER , EWAXGERIEELYE

HEZRRAEN T EEER

1. ATROIXHEHETEAZHERN LEANREXGNTEEER, ROIKRBIE
template.yml X, FidE , kXHE toolchain.yml X#FE,

S 3 : £ AWS CloudFormation Bl R /Y T B 85484y 37


https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-iam-role.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-iam-role.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-events-rule.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-iam-role.html
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1s
src toolchain.yml

1s src/

README . md app.js buildspec.yml index.js package.json
template.yml tests

2. BIERA XA zip.

cd src; zip -r "../src.zip" *; cd ../

3. fEM cp BT HESXHENSE

LT &aR zip XM toolchain.yml E4£%] Amazon S3.

aws s3 cp src.zip s3://MyBucket/src.zip
aws s3 cp toolchain.yml s3://MyBucket/toolchain.yml

&HY Amazon S3 FEBA R ZEHIRAH

«  ERERABI T ELEFMEE Amazon S3 |, FTEARTLAER Amazon S3 FE @RI R
ACL SRR E M IAM AP AWS K AT AN SR ROIBIZTE ., AWS CodeStar AI R BIER
EXMEWEMAFSENF R EfFAN T EEMR,

ERTEFAACREH RS, EETUATHS :

aws s3api put-object-acl --bucket MyBucket --key toolchain.yml --acl public-read
aws s3api put-object-acl --bucket MyBucket --key src.zip --acl public-read

5 5% : 7£ AWS CodeStar F 8|21 B

ERAUTSREZERNTR

/A Important
H{R1E AWS CLI FEE H1E AWS XiF, £ AWS CLI FEERN AWS XigH | 2EMNTE .

% 5% : £ AWS CodeStar H8|ZIM B 38



AWS CodeStar CAPiEm)

1. 1B1T create-project i HEE --generate-cli-skeleton $%K :

aws codestar create-project --generate-cli-skeleton

BHPFETR JSON BAWEIE. FEESHB Rt EN LRELE AWS CLI 4] E R EL
WX (B0 input.json ) F, RBTHEHMRMENEFNEIE  HREFENER. N EEBER
7 myBucket B9E 7 MyProject BT B &l & It i A ST

« BREM roleArn S, WTEENER , MAKEPHNROER , ELTRUEE. KAG
KRB RNETS R 2 . TEHRHITEEERPIEENRERRHNR.

« RIZIE stackParameters T2t Projectld 8. A AHBRUN RIERETENS

%&O
{
"name": "MyProject",
"id": "myproject",
"description": "Sample project created with the CLI",
"sourceCode": [
{
"source": {
"s3": {
"bucketName": "MyBucket",
"bucketKey": "src.zip"
}
3,
"destination": {
"codeCommit": {
"name": "myproject"
}
}
}
1,

"toolchain": {
"source": {
"s3": {
"bucketName": "MyBucket",
"bucketKey": "toolchain.yml"

iy

% 5% : £ AWS CodeStar H8|ZIM B 39
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"roleArn": "role_ARN",
"stackParameters": {
"ProjectId": "myproject"

2. YIRIBTELENFTRENIHNE R , ARFHBIRIZIT create-project i . @& --cli-input-
json ¥,

aws codestar create-project --cli-input-json file://input.json

3. WMRKRY , AHPFEREUTRARRCUAEKIE

"id": "project-ID",

arn :

arn

- MHESEEXHMEANEE
- id fBERTIEAE ID,
« arn fEXRTIIEH ARN,
4. {EH describe-project i TR EEWI B BIBRES. 88 --id B8,

aws codestar describe-project --id <project_ID>

BEUTARRUNBERE RERLF

{

"name": "MyProject",

"id": "myproject",

"arn": "arn:aws:codestar:us-east-l:account_ID:project/myproject",

"description": "",

"createdTimeStamp": 1539700079.472,

"stackId": "arn:aws:cloudformation:us-east-1l:account_ID:stack/awscodestar-
myproject/stack-ID",

"status": {

"state": "CreateInProgress"

}

}

% 5% : £ AWS CodeStar H8|ZIM B 40
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- HHTEEXHWENEER -
« id ERRE—IE ID,
- state EXRTIEB BIBIRE , W CreateInProgress 5 CreateComplete,

EOEM BN , BUMMMNGFITREFE AL IDE N E F6&EH &R REE T FER.

#F2 : £ AWS CodeStar 12 Alexa ¥ eI B

AWS CodeStar & AWS EH—IME T =MW KRS , ERERME AWS LHREF R, WENBPEN
BAREFFAENEHMIE, #B) AWS CodeStar , BAILIE/ L9 HARI TENBERINFITESE , A\
LERNEEFBEGRE, FIA AWS CodeStar L#J Alexa HAET B &R , BRERF/LTEIA £
REY AWS Tk = 8 2 5] 8 B9 “Hello World”Alexa iBE. XEBRHESIR—NEXRPBEE , FRED
FHAERIFEER (Cl) TERRIHTRAETT R,

M AWS CodeStar t2 Alexa REEN T EHFA R |, LA LUM AWS FIFIR#EITHRBETT K H FHER
Amazon FFR ARMKFEERITE , MEEEMN AWS FRaEEHBRT R R, L& LIRE —MEER
AANEE C) B, hEERA-IMNIESTBENRAERRBAFRE, S AEMAELR IDE BEL
TriEE , NEREHAZN TR KREE,

FRZM

« B3 F https://developer.amazon.com XA Amazon FEARKF . EMERTZN. LK
BHEM Alexa HBE,

« WMREERE AWS K, BERAUTEEIEZ -1

A AWS

1. $TFF https://aws.amazon.com/ , SR/FiEFEBIE AWS K,

(® Note

MRECHEFER AWS KFRAF EIEE S AWS Management Console , iHiEE &
FHAMKS, MRECHEMEA IAM ZIEEZRHE , BEREFER AWS IKFRAF &
RS, EFARHH AWS K.

2. REREFLNEBARITERE,
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/A Important

B2 Alexa HEET B G , (NETE FHERRHTAERE. BNEVETEFRAETMHMD
Alexa Skills Kit T& ( iz ASK CLI 2 ASK F X A REEFIE ) BEFEELFEE, XETER
LETMBEMEER. FRACNaSBEENFHERBTRS,

S 1 BT HEREN Amazon FE A R KF

EAXRHREF , BFAEAE AWS Lambda LIZ1THY Node js Bl RE, W THMBES KU , RSP
IREMERE , BREEMKBATE, BXEERNBETEERNEAES , BSHTE FREFH
README.md X .

1. &% AWS Management Console , A/FEE LA T MutFTFF AWS CodeStar 2% A& : https://
console.aws.amazon.com/codestar/,

2. BREAREDHEMNE REFRN AWS Xif, Alexa REEZITRELT AWS XA :
« AKX (KR)
RN ( BRZ)
« XEFRI (HAERLMILE)
- XEBEE (HEBRM )
3. BEECIEmE,
4, EEBRTEERTE L :
a. NTRARFER , EF Alexa FEE.
b. ¥ FwEIEE , 1£#F Node.js.
5. IR BT BTN M AVAE.

6. WFMERH , MATBEMWE (HlE , My Alexa Skill ), MELFEATRENEH , FHER
EXRHEFRBLMERAE. AWS CodeStar F AT E ID iEF LI B BAEXIRIREF ( 120 my-alexa-
skill ) o MIREFEFRTFRAFTANIE ID, BEMEAKEFBEFERAT,

7. EERHRE D AN FHEILEE AWS CodeCommit , 3 EFEE 17 EE R E.

8. EFEHE Amazon FFEA R LLEEZEI A THRE RN Amazon FRARKF, MMREEE
Amazon FEARKF , BEBE—NKF , ABTE Amazon FF & A A& ST IEM

9. £ Amazon F X ARFIEHRHITE TR, REBEAYT , RABREBINLTERIERE,
10 MREBEZNE Amazon FEARKPRBEANHERE ID , HEAREATHMEWN ID. BREFHE
EEARFAXARACHIKS,
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12.( Wik ) RXREE —IREL AWS XA AWS CodeStar , &% A FZE AWS CodeStar A
FEH IAM AP E RSB B Fif i, EFET—F,

13ZF%F AWS CodeStar 8I2TH, XAIREFE/LDHAVEIRE, FHEE T B SEEMIE R BHRLE,

SR 2 : £ Alexa BRI H G aE

HHE—HH , AWS CodeStar ENEBIE —MREEH CHEAEER Alexa REFT KM B, ETX , &
FHE Alexa #EHELER M X E#E.

1. £ AWS CodeStar ZHIAHNTIE F , EBREBTNARERF. X[F7E Alexa ERZBEFITFF — /N FTHIED
+o

2. FRAECESR 1 FEEITE MK, Amazon FF A A RFEIE#HTE R,

3. BT , EFBIF A LE AN,

4. B A ask hello node hello., ZHHEEMEIAEA BN hello node,

5. BHVHBERI IR Hello World!,

£ Alexa BRIEEH S AZEEER , X AESEMEIEN Amazon FFEA RKF B X3 Alexa V1%
ZLRAATE, BEEEE ENMNAEHEEE |, 153 Alexa, ask hello node to say hello,

BX Alexa BN ESER , BSRAEF KA ARSI S PINH SN EEE,

SB 3 NIEEBHIB RR

ERTRE BT A —EB2 , AWS CodeStar EREKEGIET AWS BiR. XERFREBEFEH
CodeCommit BYI B 7% FE. £ CodePipeline BB EER AWS Lambda B, EHUMG
FHELIXLEER, Flun , EREFE#ES I REX CodeCommit FEMNFHAFE, EUEEEREF
EEEEDNBERS. BB ERSMETNBMKEREFTENMBEN -9 01N AWS BRI TE
ik, HIIRTEERAENEROEE,

SR 4 EERVERBERN BN FHITE R

LT | BRI BRI R Rk (T AL E A 7 R AR,

1. ESMESD , EREREE. ERTFHEESHTHERE  SNNEFREREFNEDNFREQF T
Fo. EHEESEWEME (buildspec.yml), AWS CloudFormation B Fif2 73tk (template.yml),
BRXHUARKARZESKN (MESEH ) MERENRKARE,
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2. SR lambda > BEX > index.js ( 18R 2 Node.js ) » X4 EA ASK FF 4 T EIWE
KRB R,

ERRE

56 24 TP FHRFHE Hello World! BN FHFHE Hello. How are you?.
[ TR B NHRE. BAEE S B FEb it & AR IRITE R,
ERRERERUE SRR EF®E,

IR[El AWS CodeStar FHBIBHEEEENH. HELNEFIEEEETE.

BEETRIBBE , 7 Alexa BEZSRFEMNRBH L, BN EENERFEA Hello. How are
you? Ht 1T R

©® N o a bk~

HIR 5 REER AU TN BUEEEIERY T B 1768 &

28I, BEM CodeCommit ZHAEZENFERBHTTLVEENR, BEHIRFT , BEARM THEKE
B EFME , MERNTTITHER DE GBENEERBE, ATHSREANMREFSITIE,
1. MBME , SHE AWS CodeStar FHIII B 12 %I E 4R,
2. ES S |, %# IDE,
3. EGRIEMIERBF , EEWSITRE THNIRHA,
4, RBEHATHUATES :
a. M Git TEHEMILNT Git REERH AR TS,
b. Z% AWS CLlI, BXEER , #ZR%Z%E AWS S 1THR M,
c. ERZM IAM AP iARIZA MG ZHERE AWS CLI, BXEL , HSHEEE AWS CL,

d. FUEBE#H CodeCommit FEERERI A T L, BXREZELR | FSRIEREE CodeCommit
TR,

RS I]R
AHEN BT RERERE L, BAREHEET R, HSAU TR,

@I 1E Alexa Developers YouTube 558 EME Alexa 88 T/ERE R HAMINAK T #F 5 sE 09 B At A
o

- BYEFEHEEOEN., B NN EENEIWEI R T RENFEN S MAH4,

. BIEF Alexa Skills Kit #1 ASK FF & T E SR ARG R A8 2 T B H Bl
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2 . B/ GitHub JERBECIZRI B

£/ AWS CodeStar , BAILLREFM#E , LMESTE AR —E 62, FEMSHNEER.

EXRHES BB -1 IE , HH 88 GitHub B ESH RE Web X ARRFRAE. ATIE
FUNEBURESHRENARERFN EC2 3£6l, MBEMEBERE , A¥ESOER RUASENE
H# GitHub FIEUESK , AEHEH Web RARBFHER,

FH

- ] 1: BIEIE HAIEEN GitHub 172655

- B0 BERNRE

« S 3: Bl GitHub PIEUESR

SR BIEI B H AN GitHub F4#

FELFZRD |, FREFA IR B H 02 E5R GitHub FRENER, EiHEEN GitHub Fi#E |, &
FEE— AWS CodeStar A TEE GitHub RNMEZET IR, tIEZTER , RESNERETE W
HM %R

1. &3F AWS Management Console , RFEIE A TRt 3TFF AWS CodeStar #&& : https:/
console.aws.amazon.com/codestar/,

2. EREFTHPOZEMBE RETRHN AWS XiF,
3. 7£ AWS CodeStar mE L , &R EIEIE,

4. FEEFUIEERTEL , &+ Web B AR, Node.js fl Amazon EC2 %4, BE , N\ATAT
LRI R AR AR P TR

BEXEZER , S HAWS CodeStar 1 H 4R,

5. &EET—%,

6. MTFMBEBMH , MATEMNAB (W0, MyTeamProject ) . MELFEAHMEN , FBRRELR
HEFBREERAT,

7. HEBMBFHEET , &8 GitHub,

8. MWRMEiLEF GitHub , NFEBEFRH G BEERIF, MRLCHEE  FEEREFEFZEE,
BN, SFELA 62 — N ENERE, EFREESD GitHub,

SIRERTEMEELE R,
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® Note
Ea|@iEE XA GitHub kP, BXMRHALPEE TN HLDCIEERE,

Create a connection i

Create GitHub App connection info

Connection name

| Connect to GitHub |

a. B2 GitHub NAREFERNEZEBNSD , MAERN B, EHEEEE GitHub,

EEE GitHub THEHSHIM |, HE R GitHub RARFFER.

b. % GitHub NAEFT , B —IMNABRFZRIERLZRFTNAEFRUIBZ-—MNAEFE
*o

(® Note

BA RN ESEREEFNMEEERZRE—IMNARRF, NRECKXLET AWS
Connector for GitHub SRR , EETH BT LR,

c. TEZRZE AWS Connector for GitHub WHIH , kB EEHFLZENAEFNIKF,

(® Note

MRECHERETNARR , WAILLEREE  HEH ANARFRENBRR
H , LA AERARRZRARE T ZH A

d. WMRERBINZFBUHSETE , BmALRH GitHub 18 , AR ERE X,
e. TEZRZ AWS Connector for GitHub TWEF , REFFERIARE , RARERRE,
f.  TEEEZR GitHub WEL , fiIREWNIER ID FE RE GitHub AR FET.,

IR @E RS , 7 CodeStar@| 2T E"NHS , FEREREEER.
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® Note

BAUEFEARTE BHAN RE TEEEE. AXESFER , HSRAKER
EE,

]q\’gect a repository provider

CodeCommit O GitHub
Use a new AWS CodeCommit repository for Use a new GitHub source repository for
your project. your project (requires an existing GitHub

account).

@ The GitHub repository provider now uses CodeStar Connections

To use a GitHub repository in CodeStar, create a connection. The connection will use GitHub
Apps to access your repository. Use the following options to choose an existing connection or
create a new one. Learn more

Connection
Choose an existing connection or create a new one and then return to this task.

Q. arn:aws:codestar-connections:us-east- X | or Connect to GitHub

@ Ready to connect
Your Github connection is ready for use.

Repository owner

The owner of the new repository. This can be a personal GitHub account or a GitHub organization.
v

Repository name

The name of the new repository.

cs-dk-gh

Repository description
An optional description of the new repository.

© PFublic

9. NTFEHEFMEE , EiLR GitHub ARHEH A GitHub MK,
h. WNTFEEERN , BEZIRIAN GitHub E#EZH , S AR MEZ TR,
i &kEOHIFE,

HR] A GIETE I REH GitHub FEE

a7
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® Note
WMRIEEMER AWS Cloud9 tERFF RIFE | MIATUERE — DN AHFHEE.

jo (FNE) WTEEEMRR , ER GitHub FHEER AR,

9. MREMBE SEFER Amazon EC2 EHIHH BEB#TE N , 7 Amazon EC2 B E H EL B R
Amazon EC2 K6, i , &7 AT B §9 7] A SR IR B Ap 4TI 4%
EZAX R, EBE ST 4 . I AWS CodeStar T1 B 82 Amazon EC2 Z4AXT 82 Amazon
EC2 Z4AXt, BEBEBRWINERBRIG R FAHA X4,

10. BT —F,

11. EERRNEEFHES.

12. %3 Next = Create project, ( EREERBURTEHTIEER, )

F&Lo% , TE 20E8%E,
13. QIEBEE  AREENABRFIUESTEN Web NAERF

S 2 EFRNY
ERSHRE  SFEERRBATAFRE#ENTE,
1. EUEOSHET  REFRE
E1E GitHub REERXFIR , WEBREERK. KHE GitHub RITF AN R £ iE%.

EESEFRZ , HEARMEMAZETN £, EE GitHub REIZEFRIE | FikEeI2Z GitHub [[&,
XfFE GitHub FITH SN EEERBRE,

2. HEEMEELETIFET K 2BREEEEHTOEE SN B FEENEFNETNFREQPITH, It
FHESEEmMENERERDE,

FHIR 3 : B2 GitHub HIEUESR

ERTSEF | SENRABHTHMERH IR ISR,

1. # GitHub § , EEHER IR —MHHNED X, BEEDXTHFR , REERN feature-
branch WFEBRHPRMAFN D X, BFRGEFDI X, ZOXENECEHLH,

SR|2 . EFRARD 48
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2.

£ GitHub # |, 7£ feature-branch X HHITER, ITHLAHXHRHITH index.html X
%,

WMEFE GitHub HEIEIWENER , B AWS CodeStar 2 HI WA EIERT , EFIEREE R,
XRFE GitHub FITF IR F M EREERKRE, 7 GitHub 1, IR HEEIRREE M.

HI Congratulations! ZJ/& , NIIFHFE Well done, <name>! ¥ <name> R EH
BF. EERRXER, NERERRIENIIED X,

£ AWS CodeStar #2FI&8H , EFENTE, ERFHEFEIETF, ENEERD , EFBIVE
B3R,

REME GitHub FITH . HEFTXBEEM I X, BELEBRNRP , ERENDEST X, EEE
Fo

£ GitHub # , R IENEE R, REFOIE—E R Update index.html BRI EVE R,

£ AWS CodeStar #2FI&8 7+ , EFEMVNEER, EFEHEYR , NESURREEFME |, [/

MERSGERENEDZEH

IR[E AWS CodeStar PV B A EBEEENH. NELNEBIEEEERE.

BIRMEB G , EREFNARFUERTEN Web AR,
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AWS CodeStar I B #& 4k

B AWS CodeStar T B 4R , BA UM —NMREINARFITG , £RSLEIEN AWS BRIREFEZ

MARRF , UXFENFTRIMEB ., SEEF—1 AWS CodeStar 11 B xR EY , RGN ETEE R

RREFRE, RREESMITETE., tIEZEH Web NAERF. Web RS , Alexa FAEMEHA M T AY I
B BERREINARFERNBCHNARER.

£ AWS CodeStar BIZM B /5 , B MR ZHENARFERFH AWS HIR, AWS CodeStar 5 AWS
CloudFormation B8 , A FEFERARBESUBRIEFERS RS [/ LRSI/ FEE. BB AWS
CloudFormation , A FENEMIRBEEE — DN XEXHF+,

FB

« AWS CodeStar I B X4 M &R

o AIT ;%R B ER

o H{AXTIERY AWS CodeStar I B #1TE X

AWS CodeStar I B X4 F &R

AWS CodeStar T B 2 RABAMANBERBMEIEZNERNAS, BBEHE, ZHhNPELEHNRB
NARBRESHMNIELRER, 02T B HE , AWS CloudFormation xS T E&4 R REEE —
L E R /AL ERE (CI/CD) BiEH,

BIFELLE AWS BRIWAZRKKE , o ABIHM S XEA AWS CodeStar 8| B

- HEEREFECETER , AWS CodeStar 2N ECIRZERFRENTEERR , FRATRONA
BEFRBNEE XHERFEE, EAZESETRE-AMEBEHTERIIRERERFHE .

o HEHEA CLI RIEWM AR |, SFRMEAE T B4 RIRHN AWS CloudFormation AR F N AREF RN
B, f£A CLI Bt 2 AWS CodeStar MEMRBIZETNE , REARBINRBERFMEE,

— N EHE - S K AWS CodeStar B, BRI LAMEREESIATHCIEIE [ SRERFWAE,
ARG, TZIE BEEEEAMNNRMERNIMMELE, BXEZER , BSHEMTALRE AWS
CodeStar? ,» H&FEHE4IS50ET BN , &FENRABENTOKBIEM  FLHE02 CI/ICD
TEHERR

ERFHEFEET BT , AWS CodeStar L &L T HIR :
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 GitHub 2 CodeCommit P RIB1EM .,
- IMHEFEMESH README . md X4 |, R X4 B XAV FHAEE,

- B FMEFH template.yml XH , FRNAREFZITRMERNESL A LXFRINTAE T
BTIESFRNMBE AR , WA TEA, BIEEXEE, HEMBRERN AWS iR

- SEE-EZ0EMN AWS IRESMEIR , 10 Amazon S3 ¥4 Z##. Amazon CloudWatch Events &
HEXHRS AR,

- EARERRBALE HTTP KT RB—NMETHHREINAREF.
- AWS itE#RIR , BT AWS CodeStar Tl B &R H

« Lambda B ¥,

« — Amazon EC2 34,

« —/N AWS Elastic Beanstalk ¥}1&,
c BAEXESH 2018 £ 12 H 6 AR :

« —MXRLSR , ERATRENIE RFENLRNER IAM KiE, BINBRT , ERL M nE
RMBEFPNAG, BXESZEERE  FEHIELEAGH IAM XRILHR,

- ATF#EH AWS CloudFormation #2111 B % JR# AWS CloudFormation IAM &€& | EAhEIEFAE
AWS CloudFormation XFHRIR ( 2 IAM B € ) IR,

- TEEIAM B8],
- BARFHKRPENLN Lambda WHITAER , BEMEHE,
- EAFFESH 2018 F£12 A 6 A#l :
- AT OIE5 B ®RIRH AWS CloudFormation IAM A& , X#&—4HHBMRH AWS CloudFormation %
Ro
- FAF8IZ CodePipeline ®REH IAM A,
- AT 8IE CodeBuild BRI IAM B,
- AT 8/2 CodeDeploy ®EH IAM &€ ( MREAFTENMBEER ),
« FAT8I% Amazon EC2 Web NAFH IAM A& ( IREATHHNMBERRE ),
-« FF 8% CloudWatch Events & REY IAM B,
 Lambda WHITAE , AIISMERN S22 BIRE,

ZWMESREAEENE , HPERTRES , eFE0HNEENEE, E0 IDE 7 FiRE
SRR FREDRABERNERALIER, WA, BETLUER T EREZFNLEERRTE

(40 Jira ) o
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Al &R E R

EZEH B HIER AWS CodeStar B B |, BN EERHIKBINE RN —AFMEEEMPHITIER ,
DUEFRIEA [T, XLEETH AT BER, 8/ AWS CodeStar TIEEIRHERIZIES. NARFEEEN
TELEEAK. ZTMBBRIRAZEERNAESHE,

EERRITEF S

BIMERBLEEATUHERERE 2 —

o HITIEIFE AWS Elastic Beanstalk Il B i , G EBFEEI =+ Amazon Elastic Compute Cloud 35l £
#) AWS Elastic Beanstalk ¥ 5,

o LIEIEFE Amazon EC2 B BF , AWS CodeStar 2617 Linux EC2 EHIUAE=HIEE LN R AE
Fo ZHYIN B B RABK R AT AT [EIX Le sl |, H BRI B RAfE B R IR 1145 SSH R4 IE B EIBH
Amazon EC2 3£#l, AWS CodeStar & £745 £ F H BA B & A PRKR EE Z A X EERIEE SSH,

o HIRIEE AWS Lambda BF , AWS CodeStar 2812 i&E33 Amazon API Gateway 1 8 89 o R 55 858
5, AP EXMISRSSR , TEHITHEY,

EEERNAERER
FMNERAEBEUATRARFRRE S — .
« Web RS

Web RS TFERAZTHES ( WWAA APl ) . £ AWS CodeStar &2 R4 Web [RFZIE 5 ,
AT UL R L iRT R URL & Hello World il , BUNAREFRENTEARTRAERSRE
(Ul)o LEEBIHEY AWS CodeStar Ul B # 1k X #£/A Ruby, Java, ASP.NET, PHP. Node.js %4
BIESHITHIT R,

« Web MRARERF

Web R AREFIEM Ul, £ AWS CodeStar 8|25 Web RARFIME G , B UL
KiFTRURLEEXRER Web MR, 5 HH AWS CodeStar I B #E 4k 215
Ruby, Java, ASP.NET, PHP. Node.js EHREiESHITHIT K.

- BRI

MREFETE AT HTML M5 , FIER IR, R FE AWS CodeStar T B #8432 358
HTML5 B1THIFT K.
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« Alexa ¥ g

MEEREFEEMAEEE AWS Lambda BEH Alexa HEEMINE |, BiERIER, HEGIEFEETA
it , AWS CodeStar £iREI A BERS IHSH Amazon BIREF (ARN), BXEZER , BSHK
EBENFEEEN AWS Lambda B ¥

(® Note

NEERI (HBEFFLILE ), ZEEIP (HEBX ). BN (BRZE ) T A#X (RKR)
X5 % #F Alexa £ BERY Lambda B %K,

« Config # N

MREFLETME AT —1 AWS Config M ( AIELIKF Y AWS R E BaTAN ) | Bk
BEAEAR . SBR[ AT A AEFL A9 R 55 48 4w 17 AT ARNG

IEFRIRRIETE

][]

LARIERIN B EARE | FER—fEIEIES , W Ruby, Java, ASP.NET, PHP., Node.js &,

At IR B9 AWS CodeStar T H #{TE X

A BET XA TARREMRENTE

- ATENARFHROIRBINREES TR,

- BHRANTFBENAEFNEMRZEMISNAR (BRERSE. SHENABRFANRS. BESBA=IT
BEYEA ), BOLTE template.yml XHFERNABRFRER. XEXNZNARFNIZTIRINER
{TE#EM AWS CloudFormation 34,

(® Note

MREFERAR R Alexa 8 AWS CodeStar T B , MIFEEXS AWS CodeStar JR 1M FE 2 S\ B9
FAE ( CodeCommit 5 GitHub ) #{TE R, MRIEHE Alexa FRXARITFhREREE , NE
WARERFHEERTAL , HERIMREAFTEL,

BEERRRES 53
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BEURNARFRABHAMEENR

ERERROIRAKD, MAREMNARFRXA , FEIE T B RSB IR E P S

« 1£ CodeCommit =% GitHub R A REER
- £ IDE ( 1 AWS Cloud9 ) 3T E .
s EXRMREEEE K ARRXHHEEENER, EXEE B TR 4 BREL,

£/ Template.yml XHE XN ARFEIR

TEFHEREMIRERR , MEFEHA AWS CloudFormation X M AR FIE TR AR#HTEEH N
LAERE,

BRI BE BT FEEFTH template.yml X4 , HIE{TRHERPERSIRIMEAREFRIR (W0
Lambda B% ) . &AILLF 1A B4 AWS CloudFormation %RV E A& IR

EE Y AWS Lambda HHBWRBHIRE , HSHAFHFEAMEITE

BRI B FEERR template.yml X4 , SURIMYEN NARFRIRHN AWS CloudFormation
BROKE, YENNABRFERANE template.yml X4 Resources 2Bt , AWS
CloudFormation 1 AWS CodeStar 2 &I %R, HX AWS CloudFormation BR&X HAFERE MM
HIR , BS AWS BRRERSE, BXEZER , BSRISE 1 £ IAM 4% CloudFormation T
EL AR LR,

f&B) AWS CodeStar , 7 LN N ARFETNFEHTRENZE , NTIRBREME.
M EEE RN AR IR R

& fEA AWS CloudFormation R IIZ4T 8 R AREF R IR ( 40 Lambda B ) BF , AWS
CloudFormation THELEAGUUFERAECENNE, X TRELEZTHNNABRFRER , B4MEFoH
A AWS CloudFormation THELEAGKNNIRE , AEEHE template.yml X4,

BXE N AWS CloudFormation TELESEWINRWN RG] , BSEIE 5 FHRNBERRINER
R,
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AWS CodeStar R{EScEE

AWS CodeStar 5Z M= RMBEFSERE—E. UTI/LTNET AWS CodeStar AKX ™= mMARS
MY Bx 3R B%

F&:

« AWS CodeStar BRI Z £ RIERE

« BEXRKBIUEBRAKZESR

« AWS CodeStar iR M A RidFREXEK

AWS CodeStar BRI Z L RIEXE

BRZERFNNARFEANKBIN AN T HFELZSRESER, FAUTZEREIRREHE
B REIRIBHEEFNER LN BHNINE

- REZNEERNSEZSLNENERT,

- EEBME 2H , BEBANENERFEANRERE,

s EHFEELNERNGKBMHREZEHRITEN.

« 81 AWS CodeStar BB EEATENEEESNEE KA, BSRENTIENRE#EESHN
README .md X,

s ENREMBRBENRESE | F#H AWS CodeStar FHIZ 4 AN BN S K KRBT
AWS H IR BRI AR 15 =] 4 PR o

BRAEBINIR E R S EREK
&H AWS CodeStar T B RV ROIRRBERRFMEEFR package. json X 5| HEY I

FERBREXR , HEFENKRBIIRENEAFERSR, XHANEERE, BUFSERRAREN
latest , AR 5| AAIRERBABI P EH N AR TRV ER.

AWS CodeStar BRIV ISIEN B FEICHRESE

BATLAMER AWS R B RIS EKIAERBEEA P EENIK Pt T T Whetiesdk | IRER T WLEER,
HEXHER :
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- BRIERRTEF B HA,

o BENRIP bk,

- BTIRT R M AMAIRME,

AWS CloudTrail AJAA FiEFHEN AWS kP X HBARRIZKF & HE AWS AP R MAEXEH,
EXEZER |, B5ZHEH AWS CloudTrail i3 AWS CodeStar APl @A,
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(AFER)

£ AWS CodeStar 41N B

EEA AWS CodeStar 11 B & xAT |

- REEE
- WERE

- HMEMITE

° —E*EE'LH =

RIR

BANRENREERAFERFRRENRE , 2%

BRiREEIFEROIRNRE , RSB iR EREHNIE .
EWBTEE , IAMSBMERER, BEEHNTE 2 ERREEH’E.

THEESRT AWS CodeStar I B A E X TERRE.
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8, TATXNEENARFESNERER. BINBEENRBRSF. ZEBAEM Team wiki'#
WBHEEE, BEXERNEE. NBSHERERERGERFEHERKRHENES. EFFRAFERN
IRASRES |, ZEI AR LAE B INEI T B F R ESEREIET B MY MIT R, BEETENHET , ZHRR
HARMEZH AR RZIFERBE,

£ AWS CodeStar a8l B

&R £ AWS CodeStar 2| A 8I2TE ., MREER THEER , EFNEREMENTR. &
Mok 2 48 vl I A T I e 4R a8 Ay R IR .

EHEIWE , HLLEH AWSCodeStarFullAccess KR EFNEHN IAM AP 56 & AWS
Management Console, BXxEZEER |, BHZRXE AWS CodeStar,

(® Note
EZERAETBMNLIBR A , BUMTER RE AWS CodeStar FHIZ R,

F&
« 1£ AWS CodeStar FRIZEI B (#H &)
« 7£ AWS CodeStar F 8|21 E (AWS CLI)

£ AWS CodeStar F8IZ2T1 B ( #&Hl& )
£/ AWS CodeStar #2#| A BI2IE .
1£ AWS CodeStar F 8|22 B

1. E3F AWS Management Console , fA/G&EE L T Mt FTF AWS CodeStar 1A : https:/
console.aws.amazon.com/codestar/,

BRECEZEAHGCEMB REREN AWS Xig, flin , EEEXZEERI (BZBMN ) FaE
ME , HFRKRECEIER AWS XI5, Bx AWS CodeStar FEFRATAKN AWS KIBWEER |, E5
AWS — %5 Z /Y X 13 # s o

2. 1£ AWS CodeStar mME L , &R EIEIE,

3. HERIEMBEEMRTEL , M AWS CodeStar T B R FIRAFEFTMBE R, BAFEHRBEZSR
NTERBHSEE. Bl , I FEIZFEE Amazon EC2 3£44l, A Node.js /RER Web B T2 FI

Bl H 58
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B , #Ei%&sd Web MNATEF. Node.js #l Amazon EC2 E%1E. FE/E , MAI A F bR & MY E AR &
BITIER

EXEZEE |, 5 HAWS CodeStar Ul B #£4x,
4. iij:%-lt_io

5. EMBRBMNAMAFZERY  mAMBWEN , flisrsssss, EWMB IDA , BN ID RER
WIME &% , BREHN 15 NER,

Blan | B R#r#sn##I B BERIA ID B my-first-projec, WA ID 5B XBKWIER
RE BRI EARE, AWS CodeStar FAILIE ID #ERNRBEMEE URL W—3F5 , LK% IAM F#f
REZHEABGNRENEHN o, CIZMBE , BB IDELEER. EEVEWME 284
BB ID, HHEWME ID FRAZEFERAN ID,

BXIBEMNIE ID WRHEMES , i§35H AWS CodeStar FHIR .

® Note
X3 TR AWS KR, BUE ID FEREAD AWS Xt —.

6. EFRIFMEEIRME AWS CodeCommit B GitHub,

7. WMREEERT AWS CodeCommit , NI FEMERF , i5EZEIAK AWS CodeCommit 1F6EFE
B, RWMAEMENR, RERELE 9

8. WRMEILE GitHub , N FBERHGBEERIF, MRALCHEE  FEEREFEFZEE,
BN, MENCIRRMIERE, EFIEESD GitHub,

BIREETHEMERE R,

® Note
EOEER | B4JAA GitHub 1K/, BXMRARMEE S RN AR RERE,
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Create a connection i

Create GitHub App connection info

Connection name

| Connect to GitHub |

a. HESIZE GitHub NARFEETEEBMNAANKZERS | MIAEZEN BN, EEREED
GitHub,
EEE GitHub THEHHIM |, HE R GitHub RARFZFER.

b. % GitHub NAEFT , B —IMNABRFRZRIERLZRFTNAEFRUIBZ-—MNAEFE
*o

(@ Note

BU RN ESEREEFNMEEERZRE— M ARRF, NRECKXLZET AWS
Connector for GitHub B FAREF , EETH BT LR,

c. TEZRZE AWS Connector for GitHub WHIH , B EEHFLZENAEFHNIKF,

(® Note

MRECHERETNARR , WAILLEREE  HEH ANARFRENBRR
H , LA AERARRZRARE R ZH A,

d MREFEIANFBLUSETE , TR ALK GitHub 13 , AREFEZEF,
e. TEZZ AWS Connector for GitHub WEAH , REFFAERINRE , AR GRERLE,
f.  1E3%EED GitHub THE L |, fTLEMNERE ID FERE GitHub R ARF I AH A FERA,

BIRERER , 7 CodeStar@|2WE"NHY , FEREREZHER.
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® Note

BRLUEFRARTEEZFENRETEEENERE. BXESEE , BSHRTHE
REE,

]q\’gect a repository provider

CodeCommit O GitHub
Use a new AWS CodeCommit repository for Use a new GitHub source repository for
your project. your project (requires an existing GitHub

account).

@ The GitHub repository provider now uses CodeStar Connections

To use a GitHub repository in CodeStar, create a connection. The connection will use GitHub
Apps to access your repository. Use the following options to choose an existing connection or
create a new one. Learn more

Connection
Choose an existing connection or create a new one and then return to this task.

Q. arn:aws:codestar-connections:us-east- X | or Connect to GitHub

@ Ready to connect
Your Github connection is ready for use.

Repository owner

The owner of the new repository. This can be a personal GitHub account or a GitHub organization.
v

Repository name

The name of the new repository.

cs-dk-gh

Repository description
An optional description of the new repository.

© PFublic

9. NTFEHEFMEE , EiLR GitHub ARHEH A GitHub MK,
h. WNTFEEERN , BEZIRIAN GitHub E#EZH , S AR MEZ TR,
i &kEOHIFE,

1€ AWS CodeStar F I (2HA )
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® Note
o, REEER AWS Cloud9 EAFFRIFER |, M AFUERANH,

i (AR ) WTEMEERHR | B GitHub 7 ER ARR,

® Note

IR IEEF Alexa Skill T1BE A , MFEEXE Amazon FEAARKF, BXuAER
Alexa Skill IMEWEZEER , 55 #iE : £ AWS CodeStar F 82 Alexa F eI H

9. MBEEMINE B2 EE] Amazon EC2 34| , BB #HITEN , B Amazon EC2 B EH f B &
B Amazon EC2 =4, flan , eI LA B B9 7] SR HIE B A gt 178 #R,

® Note
TE#H Amazon EC2 LI B RMFRRFNITERE D , HETREEETREIMNKERK
X, BXEZELR , F2 5 Amazon EC2 212K A Amazon EC2 Ef.
W R BIE Amazon Virtual Private Cloud R8T ZAMERFE = (VPC) HZNFH |,
RAEREFERAN VPC MFM, BR , MBRSREREALH EAXEN Amazon EC2 3£
IR | WTEEFRHEHFAETIEERNZTHB VPC,
AXEZER , HSHEM 4R Amazon VPC ? ME A ELREE,

EZAN D | EBRE FB 4 - - AWS CodeStar T B 62 Amazon EC2 Z4AXT 612 H Amazon
EC2 Z4ANt, B RBIARE NI R T XK,

10. iij:%-lt_io
1. EFRFRNEEFAER,
12. %3 Next =% Create project, ( EREVIEFEURTFEZHTIEER, )

SIRIE (BEF#EE ) TREE/LD HatHE,

. ENERREMER  BUAEAF#EREREEN ENHTRNER. ERAEESRTEZERE
& IDE , REFIBRERT @D E RIS o

1

w

EOEMB N , B MMNGTTREFE A IDE N E F6&E A& R REE T FRER.
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£ AWS CodeStar H1 8123 B (AWS CLI)

AWS CodeStar T B R RRBAMABERBMEUENETRNAS, BEEHE, XHHNBBENKDB
NRBEESHMNITESRERE, ERIETMBHE , AWS CloudFormation AN T ES4 R EMEEE —
B ER /IS4 ERE (CI/ICD) B,

UEERARHANRTARN , SN EURT EEER. YOEM AWS CLI QIRTE , tlZAT ol
#58 T SAERRH T B4R

TENTREFEUTHENRIR

1. BEERNRARBH CodeCommit = GitHub 1F4& .
2. EE RN MITFEMEEE XN CodePipeline B8,

a. HEEM CodeBuild :Z{TR TN A NERN AR |, BUIERE EE R RINGER R GZREY
o

b. BIEEEEFFIMER CodeDeploy 5 AWS CloudFormation 24 FRA B IBER)Z 1T
B EL A 1% HERY SR B MY ER o

(@ Note

& H CodePipeline EREEFELEERIME , HEAE - NN EBRLARFRME , AT
BAMEERIBEM BRIERNE IR,

AWS CodeStar T B4 E Y CloudFormation 1R,

BXRUEH ISR ES R ERGTRRNEIE , BSHEBEE - F£H AWS CLI £ AWS CodeStar 4
BIE,

FRFM

HE0BME R , HRAXHRREUTSH. WRREHUTSH , AWS CodeStar & —12E
oA

- BB, MRESBIEEENBERP , WEEHXTNITIE T EEER,
- BHRABAREEETHEMENNARFAE,

. BHRKRBLNIEEMTEREXH , I CodeBuild I B # buildspec.yml 8 CodeDeploy Zf&
#9 appspec.ymlo

« BALERARBHEE WA , 21 README sH3ET B4 AWS #FIREY template.ymlo
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- TEHER, SN IEEERTMEEERNENTE EEN AWS ZREM IAM £,
c BB, MREHNMEBEBERABMN T EEER  NATURBENE, NEMNFRSUHMN T E8EER 4
Z| Amazon S3 &, AWS CodeStar R EXHHERATHI0ETR,

/A Important
H{R1E AWS CLI FEEEEN AWS X5, £ AWS CLI HEEHN AWS XiFH 6l &I
B,

1. 1B1T create-project i HEE --generate-cli-skeleton 2K :
aws codestar create-project --generate-cli-skeleton

W PRE R JSON AN BTE, FHRESEFT AT EN ERNEE AWS CLI K| R ELL
B3 (W input.json) . R THEHARNMEREFNEE , ARFENER.

{
"name": "project-name",
"id": "project-id",
"description": "description",
"sourceCode": [
{
"source": {
"s3": {
"bucketName": "s3-bucket-name",

"bucketKey": "s3-bucket-object-key"

}
}I

"destination": {
"codeCommit": {

"name": "codecommit-repository-name"

},

"gitHub": {
"name": "github-repository-name",
"description": "github-repository-description",
"type": "github-repository-type",
"owner": "github-repository-owner",

"privateRepository": true,
"issuesEnabled": true,

1E AWS CodeStar F 81 H (AWS CLI)
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"token": "github-personal-access-token"
}
}
}
1,
"toolchain": {
"source": {
"s3": {
"bucketName": "s3-bucket-name",
"bucketKey": "s3-bucket-object-key"
}
I
"roleArn": "service-role-arn",
"stackParameters": {
"KeyName": "key-name"
}
},
"tags": {
"KeyName": "key-name"
}
}
BHMIUTREA :

- project-name : %%, It AWS CodeStar Il B B R 5 & #Fo
« project-id : %%, It AWS CodeStar TN B KR ID,

® Note

EORTER , BLTMEAHE—NTA ID, WRERINBWAXHHHNIE ID EF
i, WK EHEIR.

« description : Hi, It AWS CodeStar Il B Fy iR,

« sourceCode : ik, AIERHEHNFERBHEEEE. Bal , NEXFED sourceCode X
R, 8 sourceCode WREBEEHKX AWS CodeStar R ZBERBHBIRRBHNIES B IR
EB,

e source : F, XENEGRAB LEINNE, H—ZXFHREZ Amazon S3, EEIE
BMINE f5 , AWS CodeStar RRRREHNEISHEEHED,
« S3: Wk, AR Amazon S3 L&,

« bucket-name : @EEHRRBIEFEEE,
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« bucket-key : FEEBEEHRNREE zip X4 (B0, src.zip ) WEEBB RN
RE,

« destination : Alik, ERIEM BN , FENERBEXINWERLE. ENRERREBHNZX
B HRE CodeCommit F GitHub,

ERERBRTERAMNETZ — :

« codeCommit : H—HIVEBURENBIELHFRNRBH CodeCommit FEEMNB. F
fEEENTE R T B s E R,

(® Note

*F CodeCommit , IRAIRHIE T EeEHKR P E U EEENZ . AWS
CodeStar £ A& Amazon S3 FIREMRA BB IFMEE,

* gitHub : LI RKFEIE GitHub FREFEH ERRA N EMHAENES ., MRLERE
GitHub 7 & , MEELL T E.

(@ Note

NF GitHub , B EIEEI A GitHub Ff#E. AWS CodeStar 2 A& 612 —/
FEEHEAE £ 3 Amazon S3 BRKBIERE. AWS CodeStar AU TE
B GitHub R eIBZEN1EM#E,

« name : %F, B GitHub Z6&FEMN B o
« description : %E, &K GitHub FEEMNHER,
. type : %5, GitHub FEMNEE, ERENRN User = Organization,

e owner : XFE., BNEEEMEEN GitHub AP &%, MR F#ER A GitHub A4
B, EREHALEWH.

« privateRepository : %, BHELENFEEERILENERLEN. BREN true =

falseo
« issuesEnabled : HE, BWEBFEE GitHub X FEEERARBA, BXENRN true
= false,

« token : Wik, X2 AWS CodeStar A TiFRIEH GitHub Ik PN ARG, o
AR FBEUTSERE ; F#E. AP M adminirepo_hook. EM GitHub 8 EAN ATH RS
b ES R GitHub Wbk FRI N ST A A RIS,
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(@ Note
MREMEH CLI AIBBE GitHub JREFE#HEMNIE , Il AWS CodeStar £ &
THEBES OAuth NARFIFRIFME. MREFHAEH SR E GitHub JRF
fEERIE , W AWS CodeStar EREZRR , ZRBRET GitHub NAREFA
8] 770 B o

« toolchain : BXERXGIET B TREMN CI/CD TEENESE, XBELLETEHEER
WLE, EARFEIZE AWS CloudFormation #1# , ER 888N TEERER, XL iEH
AWS CloudFormation 5| A SHBEMA T ol 2#N AR, AWS CodeStar 1 RE
#HEFH AWS CloudFormation 5= 1T 4R,

« source : #F. BITEEEMRNWULE, Amazon S3 BME—ZFXFMNIRILE,
« S3: Ak, BRI EHEEREZEMN Amazon S3 L&,
* bucket-name : Amazon S3 TFf##EH B o
« bucket-key : EEMBEEN T ELEERA .yml =K json XH ( Hlw , files/
toolchain.yml ) BB BIRFIN RE.
« stackParameters : i, ‘@E%EZE AWS CloudFormation F&-EX . XL& &/
TESERRENSIANSH (NRE ).
« role: Wik, ATEENKFFOEIESRRFRNAC, AERMXEDN , WTAHAR
- MRKEMAE N AWS CodeStar £ T E4EH AWS CodeStar TR/ s EIRET 7

EBHKFBEZNERARS AR, MBEENKFHREFEERSAR , BUBIE—1N, B
XER ,FSHE HE® 2 tlE AWS CodeStar A,

s MRELFEHFEHECHWBEEN TEHEER , MIXMRHARG, BLRE AWS
CodeStar REABHNERBZACE—INAR, BXUKREFHNWRE , ESH
AWSCodeStarServiceRole k.

 tags : Ak, KiANZEIEE AWS CodeStar 11 B BIHRZ,

(@ Note
RERER LM INETE P EENHIR.

2. IRIITEENFTRENIHNE R , ARHIXIZIT create-project i . @& --cli-input-
json ¥,
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aws codestar create-project --cli-input-json file://input.json

3. MRERKY , MHEPREREUTRERCAHEE

"id": "project-ID",

arn  :

arn

- BHEBEEXMMENES :
- idfBERRIWME ID,
« arn ERTIEH ARN,
4. {EH describe-project in TR EEWT H CIBRES. 88 --id S8,

aws codestar describe-project --id <project_1ID>

BEUTRARRUNBERE RERL S

{

"name": "MyProject",

"id": "myproject",

"arn": "arn:aws:codestar:us-east-1l:account_ID:project/myproject",

"description": "",

"createdTimeStamp": 1539700079.472,

"stackId": "arn:aws:cloudformation:us-east-1l:account_ID:stack/awscodestar-
myproject/stack-ID",

"status": {

"state": "CreateInProgress"

}

}

- HHIEEXFMWENEER
« state ERTIHEGIEIRS , W CreateInProgress = CreateComplete,

EORT AR , BAUMNGSITREE AR IDE NI B 176 B 0L 7 3 E & 17 R R

1E AWS CodeStar F 81 H (AWS CLI)
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¥ AWS CodeStar 5 IDE it & 1# A

X IDE & AWS CodeStar 5 AT , BAI NS E LN ERRRHREMT RAB, SIEIMHEE

REGE |, EBATE E REFE2E7E AWS CodeStar I B H,

index.html 23 O [ Task List &3

<nav class="website-nay"> - f v|GE)=_:| @ | *® ]
-

(Yo e ]

<ul>
¢lir<a class="home-1link" href="https://aws.amazon.com/">

]

<lix<a href="https://aws.amazon.com/what-is-cloud-comput Fnd G » All b Acti

2 <lir<a href="https://aws.amazon.com/solutions/">Services
3 <lir»<a href="https://aws.amazon.com/contact-us/">Contact
- <ful>
5 </navz
6 </headers
8 <div class="message">
9 <a class="twitter-link" href="http://twitter.com/home/?status=I U= Qutline 57 - o
@ <div class="text":> == -
1 <h1>Congratulations!</hi> - An outline is not available,
2 <h2>¥ou just created a Mode.js web application</h2:>
3 <h3>And I made a change in Eclipse!<fh3ﬂ
4 </div> :
5 <fdive
6 «fdivz
3 <footer:
9 <p class="footer-contents":Designed and developed with <a href="http =
1| i | 3

]
3
m

slorer &GitStagingE@ J | Error Log 3
Filter files SEE

| = my-first-projec [master]

Unstaged Changes (1) |=  Commit Message 5>
|3 .project Updated index.html with a new h3
Author Mary Major <mary_major@example.com>
Staged Changes (1) v el g

Committer:  Mary Major <mary_major@example.com>

iy index.html - public

[ 4 Commit and Push...] [ =1 Commit

£

« ¥ AWS Cloud9 5 AWS CodeStar £ & £
AWS CodeStar 5 Eclipse Bt &£ A

« ¥ Visual Studio 5 AWS CodeStar —#2{£

£ AWS CodeStar & IDE E &
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% AWS Cloud9 5 AWS CodeStar &£ &M

£ AWS CodeStar BB H , £ A AR AWS Cloud9 RE HRBMF L H. AWS Cloud9 =R AIE

& Web R 2515 RIRYEL IDE, 1% IDE #HFENARBEREFRR , X SHERIESNETHARER
MXFURRNEBER K, /& , Amazon EC2 SLHIFHEE AWS Cloud9 FF x5, HIRFERHE AWS
Cloud9 IDE BAK ¥ AWS CodeStar 1 B KB X HEITIE, BXEZESR , 1§56 AWS Cloudd A1
o

& A LA AWS CodeStar #41& 5 AWS Cloud9 #2444 £ CodeCommit R 1EERIBAYIA B 4
#E AWS Cloud9 FF &3 E, X F7E GitHub FRFiEHABH AWS CodeStar B , B REEFEH AWS
Cloud9 ##|&, ZXEFNA T XA MNMEFENER G E,

E#H AWS Cloud9 , BREE :

« —ZEERNERAR G RIEI AWS CodeStar I B # IAM B/,
« TR AWS CodeStar 11 B [ H R B FEMEE CodeCommit F , MEEZ IAM AFH AWS &Eil,

F&

- JTE I AWS Cloud9 ¥$3F

- RABLETH AWS Cloud9 335

- 5T E AR KR FZE AWS Cloud9 ¥
- MILE F Bk AWS Cloud9 %4

- ¥ GitHub 5 AWS Cloud9 &4 H

- HiRR

JIn B 613 AWS Cloud9 I3g
REBLLT S BN AWS CodeStar I B 62 AWS Cloud9 FF X HR3E,

1. MREGEFHE , FER QETE SR TRE,
2. 7 AWS CodeStar #2#|AHITHIE ., ESMEL | %F IDE, EREQIEHE K RARMITUTS
B

/A Important

MR B F A X% AWS Cloud9 #5 AWS XEH , il §it=EH IDE ETF/HFER
AWS Cloud9 %31, {82 , /A LAEMA AWS Cloud9 #£#I1 5 82— N T RIHE | T X—

F AWS Cloud9 & AWS CodeStar & & & H 70
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AWS CodeStar

(AFER)

IR | RERFHEEESITIE A AWS CodeCommit FFEFE. Bk A THZER , HSHAWS
Cloud9 AIFEmRMF RV RIZIRE, TFFHEM AWS CodeCommit "l BXRZXFEFH

AWS XiZHI 5% |

&2 % Amazon Web Services —f&2#£ 8 AWS Cloud9,

812 AWS Cloud9 35+ |, BE LB BRIAE.

1. BEERATREHRN Amazon EC2 SKHIRIRRIARE | ERAIRE PR FESLHIRYRE,

2.  AWS Cloud9 £ & AWS Ik F £ #9 Amazon Virtual Private Cloud (Amazon VPC) 53<4il# 1Ti@
5. BITFELE AWS Ik Amazon VPC WiRB A |, BT RIIEREZ—,

ZKF = BFEE
58EF AWS
VPC , B Cloud9 f£
ZVPC& H®H VPC

BED— =T R

NFR? ARy
A VPC?

Fi —

= =

= =

ZVPC R HFEWITIZRE
XL )
M2

— MREREFE VPC , NBIE—, BAFREZKE, X
FR% (VPC) #iZ 0|2 VPC , RIS H TUE L #9588
B¥E, BXEZEE , 15Z® AWS Cloud9 AF#8
B H AWS Cloud9 ]2 Amazon VPC,

WMREFE VPCERBFN , HRI2—NFN. B
FMKIRE. AMSE (VPC) EFRCIEFM , RiGER
VEAERE, BXEZEE , 525 AWS Cloud9 AF
EEFH I AWS Cloud9 Bl F M,

BREASENTSE 4. ( AWS Cloud9 EARIA VPC
RHEHBEANFM, )

fim

7|

NFFM , EFEFE AWS Cloud9 Tl SEIEFEATERIA
VPC HRERN TN,

F AWS Cloud9 & AWS CodeStar & & & H
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AWS CodeStar

(AFER)

ZIKF = BFL
®EHR AWS
VPC , H Cloud9 &£
ZVPCE& AMVPC

BEL— ==K
NFR ? AR ER

ik VPC ?
= B

% VPC 2
BEREAN
FM?

fim
g
iyl

BT ZIR A

NFML (VPC) , EFEFE AWS Cloud9 fEARY
VPC, T FM , &£FEEFHL AWS Cloud9 EiZ
VPC FREREIF M,

EXEZEER |, 15 AWS Cloud9 AF1EREAHE AWS Cloud9 Fr £ 3EH Amazon VPC 1%

B,

3. WAWERWN , AWERNMIFEHR,

® Note

BORAPNHRER LI ME R/,

4. EFEH AWS Cloud9 HIMEREERAFHRERANRINSTEE , BRAXATERE , RAEE

RiZiRE

5. EEGIRIFE,

EITHRE | BSRE AW EITFHF AWS Cloud9 3HiE,

A UER LIRS RK AT B QIESNRRE, Sl , BageFLER —NIMERAE -5 K58 , £

S—MHEBEITRRERLER -2 K8,

AR TFF AWS Cloud9 3%

BREBLTSBRITHE A AWS CodeStar I B #1228 AWS Cloud9 FF £ H3E,

1. #EBUE £ AWS CodeStar #2#I & RITFWEFR T , ESME Li1EEF IDE.

F AWS Cloud9 & AWS CodeStar & & & H

72


https://docs.aws.amazon.com/cloud9/latest/user-guide/vpc-settings.html
https://docs.aws.amazon.com/cloud9/latest/user-guide/vpc-settings.html

AWS CodeStar CAPiEm)

/A Important
MR E YRR BEME GitHub & |, BESME= LRETE IDE. B2 , £AIUER
AWS Cloud9 #Z£H| & RITFMBHE, BIUIENERIS , 20 AWS Cloud9A F 5
MR TR F GitHub 5 AWS Cloud9 E&H.

2. XFIEH AWS Cloud9 FREEHZ AWS Cloud9 38 | B H EITFHIERE %R Open IDE,

A LAfE A AWS Cloud9 IDE I ENFF #4430 B B9 AWS CodeCommit i EFHRE, BXES
E8 , 5@ AWS Cloud9FFISEAFMINEE O, 4miEss. MM FMBERUR LK , 58 AWS
CodeCommit AFIEEHFHER Git 55,

511 B AKX 7 HZE AWS Cloud9 345

59 AWS CodeStar T B |2 AWS Cloud9 FFRHEfG , BRI LLGBEIETE AR A EANEMAF
B AWS kPG RIZIME. XNEXNEEFNEA  HARIEFREREERDB , HEIREHRED
M TFMHEIEEFRIMEERBREEN. RERATUEARZH AWS Cloud9 IDE EXBRERS

FEFRHETHN, EMNNAFMBHRBER , R ERBHENSHEMK A ITXFIR,

FERRAFMANE FLEH AN ERRS 5 ETE WEMEX AWS Cloudo FEFH, ERHER
BERRABAMEWFE  CEERTEBVRERABAAES, XA HA AWS EERH
MR EAPHAGNRE, BXESES , WEH AWS Cloudo iR H5 F AR A A
B 1AM B AT

W RE T B B RA KK 5 5 8131 B B ERIERY | AWS CodeStar #4| & miZ A KR S RFE, XS
ERHEWM B AWS CodeStar #4|A % IDE &I+ LMW HEZHREH RS, EEREIIR , TJiLFHARRRA
EEEIARITFHZME  RARESMEFIER IDE,

/A Important

R B WIRRBEME GitHub 1, BESMEZ LREFE IDE, B2 , B LER AWS
Cloud9 2| & KB iF 2ET B AR R EREMAFE AWS IKF I RITE, Nk, F55
ZIEEFMPH F GitHub 5 AWS Cloud9 &/ , #2 8 AWS Cloud9 AFERHTHXTHE
FX 3 17 6] & B M F IAM AP A SHIRE,

R LGBER R E AR AR AF BRI, Sl , B seFER et EW A NABEREZ
T EAEMERNR, ZRFWREAS , §5H AWS Cloudd AP B RIX THEK A 1517 £

F AWS Cloud9 & AWS CodeStar & & & H 73


https://docs.aws.amazon.com/cloud9/latest/user-guide/open-environment.html
https://docs.aws.amazon.com/cloud9/latest/user-guide/tutorial.html#tutorial-environment
https://docs.aws.amazon.com/cloud9/latest/user-guide/tutorial.html#tutorial-editor
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https://docs.aws.amazon.com/codecommit/latest/userguide/how-to-basic-git.html
https://docs.aws.amazon.com/cloud9/latest/user-guide/share-environment.html#share-environment-member-roles
https://docs.aws.amazon.com/cloud9/latest/user-guide/share-environment.html#share-environment-member-roles
https://docs.aws.amazon.com/cloud9/latest/user-guide/share-environment.html#share-environment-invite-user
https://docs.aws.amazon.com/cloud9/latest/user-guide/share-environment.html#share-environment-member-roles
https://docs.aws.amazon.com/cloud9/latest/user-guide/share-environment.html#share-environment-member-roles
https://docs.aws.amazon.com/cloud9/latest/user-guide/share-environment.html#share-environment-invite-user
https://docs.aws.amazon.com/cloud9/latest/user-guide/share-environment.html#share-environment-member-roles
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https://docs.aws.amazon.com/cloud9/latest/user-guide/share-environment.html#share-environment-member-roles
https://docs.aws.amazon.com/cloud9/latest/user-guide/share-environment.html#share-environment-invite-user
https://docs.aws.amazon.com/cloud9/latest/user-guide/open-environment.html
https://docs.aws.amazon.com/cloud9/latest/user-guide/open-environment.html
https://docs.aws.amazon.com/cloud9/latest/user-guide/delete-environment.html
https://docs.aws.amazon.com/cloud9/latest/user-guide/create-environment.html
https://docs.aws.amazon.com/cloud9/latest/user-guide/open-environment.html
https://docs.aws.amazon.com/cloud9/latest/user-guide/open-environment.html
https://help.github.com/articles/cloning-a-repository/#platform-linux
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https://docs.aws.amazon.com/cloud9/latest/user-guide/tutorial.html#tutorial-environment
https://docs.aws.amazon.com/cloud9/latest/user-guide/tutorial.html#tutorial-editor
https://help.github.com/articles/pushing-to-a-remote/
https://help.github.com/articles/fetching-a-remote/
https://help.github.com/articles/git-cheatsheet/
https://help.github.com/articles/caching-your-github-password-in-git/
https://help.github.com/articles/caching-your-github-password-in-git/
https://docs.aws.amazon.com/cloud9/latest/user-guide/tutorial.html
https://docs.aws.amazon.com/cloud9/latest/user-guide/environments.html
https://docs.aws.amazon.com/cloud9/latest/user-guide/ide.html
https://docs.aws.amazon.com/cloud9/latest/user-guide/samples.html
http://www.eclipse.org/egit/documentation/
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1. EXRMITEN EZZ Eclipse. Eclipse B2 X EMAEHE Luna, Mars Fl Neon,
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3. £ Eclipse # , #%&# Help , AA/F%# Install New Software,

4. £ Available Software # , i%£#F Add,
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£ Add Repository A , #%&# Archive , X EZR7TF zip XHWNLE , REITF X, FENE
, REEEEE,

ERTRRMF  EESRUERE AWS RUEEBETEMARARTE  RARERT -
7. EREFAEEF  ERT-F,
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= AWS CodeStar Project Checkout

AWS CodeStar Project Selection

Select the AWS CodeStar project you want to checkout from the remote host.,

Select AWS account and region:

Select Account: ’default vl Confiqure AWS accounts...

Select Region: ’US v]

Select AWS CodeStar project and repositony:

Project Mame ProjectID Project Description
My First Project ry-first-projec AWS CodeStar created project

Select repository: | my-first-projec

Comfigure Git credentials:

You can manually copy and paste Git credentials for AWS CodeCommit below. Alternately, you

can import them from a downloaded .csv file, To learn how to generate Git credentials, see Create
Git Credentials for HTTPS Connections to AWS CodeCommit.

Lser names;

Password:

[ Show password

Import from csv file

Mext = Finish Cancel |

3. BMERT , MANERENTES ZHLTRORE, NRATASA— ARSI 5L, HER
i&_‘ﬂ::B*E ) %Eﬁj::% Nexto

4. EXRBHIRR , ERESAOSHEENTEN LABRER M FHEENBIRMLE , RARERTH.

5.

EDERREERP , BITH A KLU AWS CodeStar T E RIS #F,
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2. RE—INHEZMBEXHHREER,
3. HERFHFREXEWE , ITHZXHN ETXEE | % Team , REEE Commit,

MREEHEDMBEMAE I Git EFED , WA B LR,
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index.html 23 O (5] Task List &3
3 <nav c%ass="wehsite—nav"> - = v|<3gg—: | & | i
9 <ul>
A ¢lix<a class="home-1link" href="https://aws.amazon.com/"* =
1 <lix<a href="https://aws.amazon.com/what-is-cloud-comput Find S » Al P Acti
2 <lix<a href="https://aws.amazon.com/solutions/">5ervices e - ~ et
3 <lix<a href="https://aws.amazon.com/contact-us/">Contact
4 </ful>
5 </nav:
6 </header>
3 «div class="message">
) <alclass="twitter‘—1ink" href="http://twitter.com/home/?status=I EE Outline 52 - =
2 <div class="text":>
1 <h1>Congratulations!</hl> An outline is not available,
2 <h2»¥ou just created a Node.js web application</h2:
3 <h3»And I made a change in Eclipse!</h3:] |
- </dive 3
5 £fdive
6 £fdive
3 <footers
9 <p class="footer-contents">Designed and developed with <a href="http ~
4 1 F
¥y Git Staging &2 7 3
Filter files & B [E
= my-first-projec [master]
Unstaged Changes (1) 1= Commit Message & =
¥ .project Updated index.html with a new h3
Author: Mary Major <mary_major@example.com:

Staged Changes (1)
Committer:  Mary Major <mary_major@example.com:

gy index.html - public

I " Commit and Push...] [ =1 Commit

EERNBERNNE , FEOTMAEWEFER. BXESZER  FSALKR3 . EFLNTE,
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E1£ AWS CodeStar I B ) R1ZE E P A Visual Studio SRREERE |, BHMELETIF AWS
CodeStar B9 AWS Toolkit for Visual Studio &4, EBUM2EEMEER T E /RN AWS
CodeStar 1 B FBABI X 5 o

EF A Visual Studio , BREEE :

s —ZEERNERAR R FRIMEI AWS CodeStar I B # IAM B/,
« IAM BFHY AWS &EiE ( Bl | G R B4R MFE R ) o
o EERAMITEH, _EZRZE Visual Studio 1 AWS Toolkit for Visual Studio B 2% ER.

Toolkit for Visual Studio 2 AT LARINZE Visual Studio ¥ — N4 8. SHRZEMNIEEF RS Visual
Studio R E A ZHEE,

A E AWS CodeStar 3R Toolkit for Visual Studio F e & X I B 174 FE 9 i/ (8] i BR

—

EEH A 1T E ) £ 2% Visual Studios

T £ H %% Toolkit for Visual Studio ¥ .zip XHRFEIAR 4R B F. £ AWS Toolkit for
Visual Studio AITHEL , ARS ALK AWS EiF , RAEERBRREFHXA,
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.

4. £ Manage Connections # , 1% Clone, EFZNIM B N EHEEUREENFHEREIIN R
TTEHXHR , REEEEE,

5. MRRGRTECRE Git FiE , FEE Yes, ZTEIFZHAARECREIE, REIUENHRE
IRENNE, FRERFXEFIINE—H2, WRTEIRERARELIREIL , NELEE
TE , BALLTOEARKEECH Git RiE. AXREZER , FEHRELN T EVLUERE
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FXFUTER,
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o BIMKEFH Web LinT LA Mo
- Bk CodeCommit 771 FEB 5 ( X1 FiE#EE CodeCommit B AWS CodeStar IiH )
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DR FRIBR L FHERNGE R, EMERILEER |, BEA GitHub Mt AM AWS CodeStar 11 B ¥
GitHub 95 1R, EHEHEANR |, B GitHub Mt EEAEH GitHub Ik A EHME B IRETNEH
HYERE OAuth R FEH D -

- WiFF CodeCommit & EERE ( X FiE$EZE| CodeCommit B9 AWS CodeStar M B ) , R NEME
EEFEZINIME , SE RO E#EEEZESILIE,
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A LA[@ AWS CodeStar £ B R RIZMNEEBRNFMN R, BXEZER |, 5 AWS
CodePipeline AAF 8B H K 7E AWS CodePipeline F4wEE B,

(® Note

R M B E AWS CodeStar KRB HIEM AWS &R , MEETREL DR, X2RN , B
INERT , AWS CodeStar 3 AWS CodePipeline 812 IAM £ & 7] B oA i 7] iX L7 R
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FEE KR AWS CodeStar BIEH IAM B, XAZXF , B AWS CodeStar AIRER EX T
BT E A E#R EHBREX IAM BN ER,

[ AWS CodePipeline s I 2 83


https://docs.aws.amazon.com/codepipeline/latest/userguide/pipelines-edit.html
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&AL 2 AWS CodeStar £l B 8122/ Elastic Beanstalk SMERIRE ., #l0 , B sEEEN
AWS CodeStar U1 B BV BRI Elastic Beanstalk SR EM“E — K" ER N “AFEGE, Ak , BEEWME
WIEMEERRE template.yml X4, BAREFEEENIE TELAERACHNIE, EEMEERE
/5 , AWS CodeStar 1 AWS CloudFormation &7 & & & R.

BXximiE template.yml XHNEZFEER , BZH £H Template.yml XU ESNAEFER. B
3% Elastic Beanstalk sMENE ZEE |, H5 1 AWS Elastic Beanstalk FF X A R I8 HF K AWS Elastic
Beanstalk SMEEEE A,

FUURARBFH AWS Lambda Bk

BT LAE X Lambda BB HIRE , & AWS CodeStar U1 B R 8IEMNE IAM AR API
Gateway APl, At , BIUEFER AWS TRES|PMAREFIER (AWS SAM) BAR I H B CodeCommit
FEESM template.yaml X4, It template.yaml X#E X API Gateway REIERERZ#, &b
EREF. 5176, IAM A& APl, BXEZEER , 555 GitHub MG LM A EH AWS SAM 612
TRFENAER.
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AWS X-Ray 2t TRE , TRToMo M ANARFMEETRH (Fl0 , R EZER ) ., [ AWS
CodeStar B E R MIRERE , EAILAER AWS X-Ray # 4| A EF N BRI R G 566,

(® Note
BULHTRASRATETEATHEXFERNFER T LIZNUATHA :

« {£{@ Lambda B B,

« XF1E 2018 &£ 8 A 3 HZatlEM Amazon EC2 = Elastic Beanstalk 1 H , AWS
CodeStar £ B FEFTEE 7 /template.yml X,

1 AWS CodeStar I B # k39825 — AWS CloudFormation X4 , iZ3X4FB T H &N A
EFH AWS ZITRMEBIN ( IBIEFERM Lambda B3 ) BE, WXHEEEREEETHN /
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https://docs.aws.amazon.com/elasticbeanstalk/latest/dg/environments-console.html
https://docs.aws.amazon.com/elasticbeanstalk/latest/dg/environments-console.html
https://github.com/awslabs/serverless-application-model/blob/master/HOWTO.md
https://github.com/awslabs/serverless-application-model/blob/master/HOWTO.md
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SB] 1 & IAM PRE TELREAGUERER
BYTANEERGDERTERITEIR 1 M4, WTRETRT %% Lambda T B RERHY =B,

@ Note

MREWIE EFNELENPRD R KR |, N T AR P BR
NFEARFFEESH 2018 £12 A 6 BZERIEZMWINE , AWS CodeStar B &I B Fle
EWEEE -

1. E3xE| AWS Management Console , A/FEI LA TMiLFTFF AWS CodeStar #2&|& : https://
console.aws.amazon.com/codestar/,
2. f£A template.yml file RIEWEREFENETA , AEITFAUWBERRERME,

3. EWMEARRT , ERFRINKRFHEIN CodeStarWorker/Lambda A& LIER IAM £, HEZFH
EBELTHEN : role/CodeStarWorker-Project_name-lambda-Function_name. i&$Zitt
AER ARN,

4. HAGFNE IAM B EPRITHF., EEMMKE. B3R AWSXrayWriteOnlyAccess i , &
TEBMNAE , RRIERH MK,

S 2 HIRBRE N template.yml X4

1. FTFF AWS CodeStar #2#|& , #dk : https://console.aws.amazon.com/codestar/,

2. EREBHERSH[IE K ARRITHARBRE. EENEEENTE , REHFHE template.yml
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-template-resource-type-ref.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-template-resource-type-ref.html
https://console.aws.amazon.com/codestar/
https://console.aws.amazon.com/codestar/
https://console.aws.amazon.com/codestar/
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Tracing: Active

BT RAIEREBRAIER

Resources:
GetHelloWorld:
Type: AWS::Serverless::Function
Properties:
Handler: index.get
Runtime. nodesede
Tracing: Active # Enable X-Ray tracing for the function
Role:
Fn::ImportValue:
1Join ['-', [!Ref 'ProjectId', !Ref 'AWS::Region', 'LambdaTrustRole']]
Events:
GetEvent:
Type: Api
Properties:
Path: /

gat

SR 3 NRRERAMIEENERENR

RBRHHIE template.yml XHEFHER,

@ Note
XEBHENEE, NMREBEEH IAMRZERXEN , MEHNEELF) , AWS
CloudFormation % EHSIBFIEEIR , HAMKEFSER, RAEXTER , BEIE
R, RAREHBHENEE,

SR 4 NIBERISIE AWS CloudFormation % 58 57

N

ELENTENEESIBEM ERET , AWS CloudFormation Xk EFH B3, EEEFHERFEHNIR
A, iIBfE AWS CodeStar ##IHiR Lk FRENEEFH AWS CloudFormation Bt E&.

R AWS CloudFormation H YR EFTIREI S8R |, 5 AWS CloudFormation : B F &4
R |, XA EC B RTHNHELEREE. MRIELELAERONR | BREMN NI E B
Lambda TELEACHNERK, BSRISE 1 £ IAM ARETELESCUERER,

EREHEREEENEENRNTH. AEEENRRAERF LBRRER.
BEE Lambda #H &P EFENEHBNFAFEERBRIEIREER AR,

B AT B R R
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4. AENTMEEENABRFLRETR. SRESENNABRFETHILRE, &RLE AWS X-Ray
2EHaREEREKES.

Trace list

1D Age Method Response Response time
315e2d41 4.7 min 200 270 ms
88c0civc 12.8 sec 200 23.0 ms

IR AMEIB B

FrE I B &S AWS CodeStar ##R9EE —1 AWS CloudFormation 34 |, iZX 4T R IEH
MARFH AWS ZTRMEBIN ( BIEERHM Lambda B3R ) B, WEFE#HEREEEDHN /
template.yml X#H,

@ Note
AR TRIRATEFEUATHE XBEANER T IR TIHE :

e {4 Lambda I B,

« XF7 2018 &£ 8 A 3 H2/atlZEH Amazon EC2 = Elastic Beanstalk Z1 8 , AWS
CodeStar ZW B F#EFMBEE T /template.yml X#4,

& A LUBIS ¥ AWS CloudFormation R NZE] Resources F o KGR X4, &k
template.yml X#F 2iF AWS CodeStar 1 AWS CloudFormation & R AMEEWIE ., —
RREE S H AR INZIIM B B9 CloudFormation TELREA RN EK, AXBERTENERN
B8 , BSH AWS BREKRE S E,

EEREEXTRWHLERRERMBME G, U TREENERFAERNBMES R, 55X AWS
CloudFormation ®ERELEBMNIIEK , BSH AWS BREHESE,

.1 £ IAM 4548 CloudFormation TE4LIEAE® (MAXKE)
: {& K template.yml X4

BRI HIERNERER

. W52 AWS CloudFormation 4% &

. {50 F PR B 3R B 7R I B R AR BR

i
5
N

i
5
SN

I N e
N
QA
R
w

N
S
o
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-template-resource-type-ref.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/template-guide.html
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BRI D P RIS KB AWS CodeStar Il B #iRLURINEIR , REE 1AM Ry BIE

# CloudFormation TE4L B AN, ERHIH , & AWS::SQS::Queue FIRAINE
template.yml ¥, ILERE AWS CloudFormation A /331 Amazon Simple Queue Service
RA S N2 2B 1 B Y B 3 I R,

S8 1 1T 1AM F 458 CloudFormation TELEAE®

BYALNERR BHERIREMITSR 1M 5,

® Note

MREWIE EFNELENPRD R KR |, W] AR 255,
NFEARFEFEESH 2018 £12 A 6 BZEGIEZMWINE , AWS CodeStar B &I B Fle
EWEEE -

1. &3 AWS Management Console , R/ LA T M1uLFTF AWS CodeStar # & & : https:/
console.aws.amazon.com/codestar/,

2. f#£M template.yml file BIEWMEREFRNEBWME , REITAMEBE RIRAME,

3. EMBERERT , EREIKRDPEEN CodeStarWorker/AWS CloudFormation A& A|EH IAM £
B, ABRBAMERLUTHER : role/CodeStarWorker-Project_name-CloudFormation,

4. LABFHE IAMZFEFITF, ENRETRFEHRNEKERES  BRITENRSHEREAAEN
17, RIEERIRE R,

5. 1%&$#F JSON &I~ A4 RIE,

(® Note
B TELEA KRR CodeStarWorkerCloudFormationRolePolicy.,

6. 7£ JSON ZFEgd |, £ Statement TEPRIMLUTERIEIEA,

{

"Action": [
"sqgs:CreateQueue",
"sqgs:DeleteQueue",
"sqs:GetQueueAttributes"”,

FRIRAMEBE
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-sqs-queues.html
https://console.aws.amazon.com/codestar/
https://console.aws.amazon.com/codestar/
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"sqgs:SetQueueAttributes",
"sqgs:ListQueues",
"sqgs:GetQueueUrl"

1,

"Resource": [

i n

1,
"Effect": "Allow"

7. EREFERBUBREBTESEMER  RABERREER

HI8 2 - {EW template.yml X

1.  FTFF AWS CodeStar #2#|& , #dk : https://console.aws.amazon.com/codestar/,
2. EBRLNTHRSHMAB , ARHTFRBIE. &

o

3. EAXRMFMEEFFER IDE, BHADR

Resources:
TestQueue:
Type: AWS::SQS: :Queue

LU R B E R EBRAIER

Resources:
HellolWorld:

Properties:
Handler: index.handler
Runtime: python3.6
Role:
Fn::ImportValue:

Events:
GetEvent:

Type: Api
Properties:
Path: /

Method: get
PostEvent:

Type: Api
Properties:
Path: /

Method: post

TestQueue:
Type: AWS::5Q5::Queue

Type: AWS::Serverless::Function

1Join -, [!Re rojectId', !Re WS : :Region’,
1Join ['-', [!Ref 'ProjectId’, !Ref 'AWS::Region’

'LambdaTrustRole’]]

WEMEENTED , I8 T template.yml BT

REBEMEETDR template. yml 34, HAEFRKEEE
Resources #po A, FELRHIFR , FEFLAT XA , 2700 Resources 7o

FRIRAMEBE
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https://console.aws.amazon.com/codestar/
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PR3 BRAMERECHERER
- BIXIHAMEEBEDSR 2 PR7FW template.yml XH4FHER,

® Note

XEBHENEE, MBEEBEEH IAM #XFEZHU&&EE& nNEWEESZ , #8
AWS CloudFormation R EFHMSBRHEIR , XSSBEHEREMER. IRXEXTE
o, BEENR , AREFBIENEE,

SIR 4 ; ¥ AWS CloudFormation 34k 58 37

1. EENTIENEERIEM e , AWS CloudFormation R E#FH B, B E AWS
CodeStar #&IHE#x L kRSN EE P AWS CloudFormation B ERAE B HR EH .

R HERR

MRRDFAFRFNR , MR EHF RN, EHENEEN AWS CodeStar ZHIHRAB HE
B RBRE.

EREEWEZM ERFH CloudFormation #53% LA1E AWS CloudFormation 2 &l & H Xt 5k U 1T 7]
e, EEEIANE4NERT | RSN E UEEHKRUEFAESE., BE—RKEERMFAS
BHHE, ERAIH | B4 sqs:CreateQueue PR,

b 0B3TA1 UTCOT00  UPDATE_ROLLBACK_COMPLE AWS:CloudFormation:Stack awscodestar-dk-sqs-rad-lamb
TE da
08:37:11 UTC-0700 DELETE_COMPLET AWS:SOS: Queu TestQue
b 083708 UTC-0T00 UPDATE_ROLLBACK_COMPLE AWS:CloudFormation:Stack awscodesiar-dk-sqs-red-lamb
TE_CLEANUP_IN_PROGRESS da
» OB:3T.06 UTCOT00 UPDATE_COMPLETE AWS:Lambda: Function HellaWorld
» 08:37.03 UTCO700 UPDATE_ROLLBACK_IN_PRO AWS: CloudFormation::Stack awscodestar-dk-sqs-red-lamb  The following resource(s) falled to creat
GRESS da
b OB3T02UTCOT00 UPDATE_FAILED AWS: Lambda: Function HelloWarld 38
08:37:01 UTC-0700 CREATE_FAILED AWS:SOS: Queue TestQueun AP

B4R INZEI B #9 AWS CloudFormation THELEA BN FRKBERRNIMERRINNE, ES
FLZH 1 £ IAM F45%8 CloudFormation T/E&EA B,

2. HEZEWEERINZITE , 1 AWS CloudFormation #ik i 6lZ2 %R, £ AWS CloudFormation
HERIERD K EFRNENTBE AR AER, EURHIFR | TestQueue BAFITERIRER D A 5,

AWS CloudFormation F 12 7BA%) URL., BA%| URL BAE &3 :

FRIRAMEBE 90
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https://{REGION_ENDPOINT}/queue. |api-domain|/{YOUR_ACCOUNT_NUMBER}/
{YOUR_QUEUE_NAME}

BEXEZEER , S A% Amazon SQS JEE.. M Amazon SQS BAFI#EWCE EFM Amazon

SQS BAFIMIBRE S .

HUR 5 ¢ fE A REBR R B I0 F R PR

B @ AP A ERNINE S NB R SRR FHE AR A X BN ARN T RNER, HEMBER
REBBEEANMNR. BERTUTER , BUNEERNEAF. KRN EEBERAFPSHELES
AdministratorAccess HEREFFVREEHN IAM AP RBKERAFREXIIEFH A,

£/ JSON 2R B 4w 4E Bx O 2 SR B

1. BFAWS Management Console , R/FET LA TMuLFTFF IAM 21 & : https:/
console.aws.amazon.com/iam/.

2. EEMNSMERT , EFERE.

mMRIX 2B EIRIESE Policies , M4 & R Welcome to Managed Policies TUH. EFFFAER,
3. HEWEMINE , G 6I2 K,
4. TERMEREIRIDD , EHE JSON BT,
5. HALLT JSON ZRRBEITHY -

{

"Action": [
"sqs:CreateQueue",
"sqs:DeleteQueue",
"sqgs:GetQueueAttributes",
"sqs:SetQueueAttributes"”,

"sqs:ListQueues",
"sqgs:GetQueueUrl"
1,

"Resource": [
nin

1,
"Effect": "Allow"

FRIRAMEBE
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https://docs.aws.amazon.com/sdk-for-net/v2/developer-guide/SendMessage.html#send-sqs-message
https://docs.aws.amazon.com/sdk-for-net/v2/developer-guide/ReceiveMessage.html#receive-sqs-message
https://docs.aws.amazon.com/sdk-for-net/v2/developer-guide/DeleteMessage.html#delete-sqs-message
https://docs.aws.amazon.com/sdk-for-net/v2/developer-guide/DeleteMessage.html#delete-sqs-message
https://console.aws.amazon.com/iam/
https://console.aws.amazon.com/iam/
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6. ii?%jt_io

® Note

&R LARE R FE AT AL{E A JSON mEERRIATI R 2 A E]#k, AN , MREHTERHETMR
LRBERTERT—F | IAM AR FHRENRBE UM TR LmERETILIL. B
XEZER , FZH (IAM AFEmR) PRIAEEREN.

7. BEEFAUERREL , WEECENREEHARBEMNER (L ) . EFWREEHE AR
RAEE EHYR IR T HINER

8. A BIEREE A REENIRE,

M A IAM A&

MK FESH 2018 £ 12 A 6 BFF A , B LA EN ARFHERK (template.yml) FEX B AR
KW, N THBRAERBEARMBIREIRENXRIE  EEERNECENED IAM S2EFRET B 5 ERRR
DR, MELEESEZ/MNEEMW Lambda B |, RFASMHKIE—N IAM A6,

ORI E 7N 1AM A

1. RELZHIMEM template.yml X,
2. 1f Resources: o , FATHIHAZRIFINER 1AM BFIR

SampleRole:
Description: Sample Lambda role
Type: AWS::IAM::Role
Properties:
AssumeRolePolicyDocument:
Statement:
- Effect: Allow
Principal:
Service: [lambda.amazonaws.com]
Action: sts:AssumeRole
ManagedPolicyArns:
- arn:aws:iam::aws:policy/service-role/AWSLambdaBasicExecutionRole
PermissionsBoundary: !Sub 'arn:${AWS::Partition}:iam::${AWS: :AccountId}:policy/
CodeStar_${ProjectId}_PermissionsBoundary'

EIE A IAM B 92


https://docs.aws.amazon.com/IAM/latest/UserGuide/troubleshoot_policies.html#troubleshoot_viseditor-restructure
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3. BUEERMEHNENR , ARIEREI.

X Prod M R & um 11 RN HIIEIT B

FERALID TR | NFNES (Prod) BYEORIMB G EE , HIEZNEEM Deploy # Prod M R
ZERIM— N FHFERM R, IEAELRNTIEEEET HT@UE NI B IR R

® Note
EUTRRT , S ERXENRE

« WFTE 2018 £ 8 A 3 AZERIEMIE , AWS CodeStar BT B M ES RN IEHN
Amazon EC2, Elastic Beanstalk 2 Lambda Il B fifit & — /> /template.yml X4,

s WFEAFEFEESH 2018 £12 A 6 BZ2EBIEMNIE , AWS CodeStar E R &EHINE
i B X PR SRR B

B AWS CodeStar T B £ —“> AWS CloudFormation #ixX 4 , ZXHERA TR ENRAREFEN
AWS Z1THMKEIN ( 20 Linux SEHIF] Lambda B4 ) 24, /template.yml XHFREENRIFME
E,

£ /template.yml X#H | 5 Stage S NI B &R RIFH BRI — N RIRHER

Stage:
Type: String
Description: The name for a project pipeline stage, such as Staging or Prod, for
which resources are provisioned and deployed.
Default: ''

Z Stage SHNATEEARRHSIANIIE ID WAERERR. Hli0 , A TACEM2EIRFIE
ERIR

RoleName: !Sub 'CodeStar-${ProjectId}-WebApp${Stage}’

SRS
£ AWS CodeStar & & PR ERIE TSI ZIE .
FRIEH IAM AR EBLLTR :

¥ Prod B B A& w5 SR INEI 51 B 93
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« IMHE AWS CloudFormation A&H# iam:PassRole.
- MBETEHAEM iam:PassRole,
* cloudformation:DescribeStacks

* cloudformation:ListChangeSets

{X& B T Elastic Beanstalk & Amazon EC2 Il H :

* codedeploy:CreateApplication

» codedeploy:CreateDeploymentGroup
+ codedeploy:GetApplication

* codedeploy:GetDeploymentConfig

* codedeploy:GetDeploymentGroup

* elasticloadbalancing:DescribeTargetGroups

F&
« B 1 : 1 CodeDeploy ##EZEL (XBR Amazon EC2 IR )
- SBR 2. 7 Prod BB INFTHYE B R

D ANINFE B Y Y
- HEEE RS AWS CloudFormation H#EAR B #T

L]

N
o |9 |8
BN (S )

Nil
B

HPR 1 : £ CodeDeploy H#TEEBE A ( XPR Amazon EC2 T H )

EFRIEHY CodeDeploy NRAERF , RBEMMEHKGIRERNHEBFEL.

® Note
RSN B £ Lambda =% Elastic Beanstalk 31 H , A AR 58,

1. M https://console.aws.amazon.com/codedeploy $TF CodeDeploy ##|& o
1%$R1E AWS CodeStar H | 211 B 8Y 11 B 4 B #Y CodeDeploy N AR,
1 Deployment groups T , 1%#F Create deployment group.
EHBABZHD , A <project-id>-prod-Env,

A LD

¥ Prod BrER ML T URNIMEITE
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https://console.aws.amazon.com/codedeploy
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ERZAEST , BB AWS CodeStar TIE R T B TIELREAR,
EEBRAT | EBERM,
ERERET |, %% Amazon EC2 324 &I+,

ERZHETHZRAT , %8 aws:cloudformation:stack-name, EET , i&#
awscodestar-<projectid>-infrastructure-prod ( )} GenerateChangeSet &{ESIZE
R HERR ) o

EEBIGEF , %$% CodeDeployDefault.Al1AtOnce,

. RRRER TR
11.

gtz nlle =822

E , ENE-NBBLEHECR,

PR 2 9 Prod BrERANINHTHY EEHER

I — NS48 E | Deploy Bt R BB — AR SR BB RFRVFBER. HIA , Amazon EC2 T B RIFTHY
Prod i BRI 5N 2T B 6 2R EEHN REBHEERIRE.

M Deploy B EFIS BN F &

1.

MIEHY AWS CodeStar Tl B #ZHIE MR+ , EFEEFHE B LLTE CodePipeline & R ITHFEH
EiE,

TR

£ Deploy M Bt | EERHBEM R,

1% GenerateChangeSet #{E LN RERIR. L TUTFERPNE, ERENHEREN | &
FX LE1E

- HREWR

- BEREER

- EiR

- BREE

- B

RIFGSR , ARESHP , SHENTENS . HXESHRELENFIRE. Fim, B IJSON
BREHMLETRHNSH -

« Lambda Im g :

¥ Prod BrER ML T URNIMEITE 95
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"ProjectId":"MyProject"

« Amazon EC2 I g :

"ProjectId":"MyProject",

"InstanceType":"t2.micro",

"WebAppInstanceProfile":"awscodestar-MyProject-WebAppInstanceProfile-
EXAMPLEY5VSFS",

"ImageId":"ami-EXAMPLEL1",

"KeyPairName":"my-keypair",

"SubnetId":"subnet-EXAMPLE",

"VpcId":"vpc-EXAMPLEL"

+ Elastic Beanstalk 1 B :

"ProjectId":"MyProject",

"InstanceType":"t2.micro",

"KeyPairName":"my-keypair",

"SubnetId":"subnet-EXAMPLE",

"VpcId":"vpc-EXAMPLE",

"SolutionStackName":"64bit Amazon Linux 2018.03 v3.0.5 running Tomcat 8 Java
8",

"EBTrustRole":"CodeStarWorker-myproject-EBService",

"EBInstanceProfile":"awscodestar-myproject-EBInstanceProfile-11111EXAMPLE"

6. EMBREEERTD , EHEIUH

EFH Prod M B2 817 GenerateChangeSet ##1E

(® Note

AINFIRESEENML FREERN , WREFITFHIEEHTRE , WTEFS
B BETREERILLT AR : #4R stack-name FEFE

Em
ol
!
IIE
it

¥ Prod BrER ML T URNIMEITE
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HHEIRT2EILEBREFEE, BR , ERRRIONTFER , SATMIERH EFRINFRIE, RF
METEER , HERSHRIRAINBRT2ER LN,

1. WMRKRETREMNEE , MM AWS CodeStar T B BHEMRF , R EEFMESUERH AT
FENEE.

EERE.

EREEED , E&F + RN .

WMAMBREN (HIM0 Prod ) , AFIERE + BINRIEL.

EREEMH , MAEBN (Sl GenerateChangeSet ) .

FERERME S |, %3F AWS CloudFormation,

EREERSD , ERIERBRESRL,

EHRERD |, INEBEIHIEELEMN AWS CloudFormation ki A — N EH. N5
Deploy #ik BT LHERMBHITLE , RAEHRM -prod :

©® N o a bk~ Db

* Lambda I H : awscodestar-<project_name>-lambda-prod

« Amazon EC2 Al Elastic Beanstalk Tl B : awscodestar-<project_name>-
infrastructure-prod

(® Note
Hetk B IS MTEL L awscodestar-<project_name>- FFik , BNHEK IR S KM,

9. EEXEENT , MAEIH Deploy BrERFREHENERELMMEEN B (HIW pipeline-

changeset ),
10. EWMATE &, BEHEDAR,

1. BRRF , M ASIAE Deploy BB P IREMNERB AR B (Sl <project-ID>-
BuildAxrtifact::template.yml ),

12. EEREET , WAL Deploy Bt X PR ERRIRELEXHF B HEEAI BN ( HIW <project-

ID>-BuildArtifact::template-configuration.json).,
13. 7EThEEH , 1%#F CAPABILITY_NAMED_IAM,
14. EABEMH , EERETEK AWS CloudFormation TELEA BN BT,

15. BASHR , ARESH &+ , hIENWTBE LS. 77 Amazon EC2 B @& Stage ¥ ( btk
FIRA JSON ¥ )

¥ Prod B B A& w5 SR INEI 51 B 97
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"ProjectId":"MyProject",

"InstanceType":"t2.micro",

"WebAppInstanceProfile":"awscodestar-MyProject-WebAppInstanceProfile-
EXAMPLEY5VSFS",

"ImageId":"ami-EXAMPLEL1",

"KeyPairName":"my-keypair",

"SubnetId":"subnet-EXAMPLE",

"VpcId":"vpc-EXAMPLEL1",

"Stage":"Prod"

(® Note
BRAZMEHBERESH , M XNXEFSUREREE LN S,

16. EBRRE.
17. £ AWS CodePipeline s , R REEEENR , AFERREEXR,

(® Note
AREAER—FHEE | BHSERRNERSHBMERFRM. BINEEHBRERHENT
_io
EECEHFNEE,

EFH Prod B BXH 812 ExecuteChangeSet 2/E

1. WREEHKRERENEE , WM AWS CodeStar T B #2FIERF , £EEEFMHEENEEHA
I FENEE.

EERE.

EIEHFT Prod BB | E#TH GenerateChangeSet R/EFGHE , %&£ + FINRIEL
EREBMH , MAEN ( HIW0 ExecuteChangeSet ) ,

FERER MM |, % AWS CloudFormation.

EREERD , ERMITERE.

2 i

¥ Prod BrER ML T URNIMEITE
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7.

10.

EHRBIF |, M ARTE GenerateChangeSet EH 3 AB AWS CloudFormation 4% 89 1 & #7
( 40 awscodestar-<project-ID>-infrastructure-prod) .

HEREENT , WASHENRPEANEXSEBVERENER (HIM0 pipeline-

changeset ),
EFRT Ko
£ AWS CodePipeline B , BRRTFEEENR , ARERREER.

@ Note
ARESER—FHE , BASE QRN FRESHBMERARFM, BIEHEHABRERKENT
_50
EECENNEE,

£ Prod B EBX #8172 CodeDeploy £8& 11 ( /XBR Amazon EC2 1M E )

© N o o bk~ 0D

&M Prod B BR P AVHTIRMEIE |, £ + B,

EREEBRD , WMABH (S0 Deploy ) .

FERERARED | 132 AWS CodeDeploy,

ERARFAEMTB , REHWLE %EE CodeDeploy N AREFE M.

EHEBAPR , EFEESR 2 PeIZERIF CodeDeploy EBE AR & o

ERADBD , ERENENERPEANHERYEDE,

EFE TR

£ AWS CodePipeline B#&H , ERRFEEENR , ARERRFENR. EFCENNEE.

HUR 3 ANINFBHALER

ERNRESKE | AR AT B BB E R0 F 30 5 4R BR.

1.

2
3.
4

EELR , ERRE.

ERINEER KRR Deploy # Prod EBEBMEXZ 8] |, & + H N ER
ERBMEL , MAMBRABR (20 Approval ) , RFIER + RNREL,
EREBWP , AR (HlW Approval ),

¥ Prod B B A& w5 SR INEI 51 B 99
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© © N ©

1 Approval type # , 1% Manual approval.

(A% ) FEBLE T SNS & ARN # | EFREDQIZH TN SNS £,

1%$% Add Action,

£ AWS CodePipeline B 7 , EREREFEEEN , ARERREENR. EEEEFNEE,
ERXAMMNERATREENE , BTERRHAER , AREERT,

S 4 HEIEFE RS2 AWS CloudFormation 4R & 5t

5.

HENEBZITH |, 87 SUE A ALY 25 BRR BR BRET B ER AV HEAR M i [ BI 2T 2

EE BB Deploy M EtEt , AWS CloudFormation i EF B30, BRI LATE AWS CodeStar 12
HIE R £ R RSN EEF B AWS CloudFormation MTER , UEFHKEFEH, EEFHKME
HHER  BEEFESNEHIIRPERENIE,

EENEEBRITRG , &E AWS CloudFormation #4812 %R, 7£ AWS CloudFormation
BHAER  ERENTIENWEMIREER, HEREMIXAUATER
* Lambda I H : awscodestar-<project_name>-lambda-prod

« Amazon EC2 A Elastic Beanstalk I B : awscodestar-<project_name>-
infrastructure-prod

£ AWS CloudFormation ISR RIIFZH , EFENEHNIE BN RIER, EARGD |, K
Amazon EC2 =6l B RERIRZR D A,

RSN EF RN A RT R

« XtF Elastic Beanstalk M B , & AWS CloudFormation 12#| & RIT A EFHER B &R, &
& Elastic Beanstalk R ATEF. L85G ITIF Elastic Beanstalk #8414, &FHE, £ URL &
R URL , AMEER B PIT A LIHT =,

« XF Lambda J B , i AWS CloudFormation 2%l & R ITH MR H BT &R, %&F AP
Gateway iR, ZEE[{E APl Gateway EHIEHITHF., EFEMBR. EEA URL HiEEF
URL , SAMEEN B P ITHFLIET =

« XF Amazon EC2 I B , 57 AWS CodeStar 24| &K T B AR 5IR P %ZFFHFH Amazon EC2
S, ZEEEIFIE Amazon EC2 B | A KT E P ITH, EFBRHBAEI+ , EH/2F DNS
(IPv4) Y URL , RIFTEN K EFHITH Z URL,

RN ERRECEE.
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£ AWS CodeStar Bl A Z £ E A SSM S,

2B P EAS1E Systems Manager Parameter Store S8 P E#EVZEE |, FIUEIE, ME , B
£ AWS CodeStar BB &2 ERXLESH. Hlw , BAEEFEEN CodeBuild WEMER , HE

£ T B4 (template.yml) FE XN AREFRENER SSM 23,

E £ AWS CodeStar I B £ SSM S , A9fEH AWS CodeStar Il EH ARN Fah#ri2SE, &

B4R AWS CodeStar TESE THELEACIREELUNNER |, LUARIEFIZHNS .

FEawTRY AR T4E

- BIEFHSHIRBIIMAE Systems Manager S8 , EH B EEEHENER,
- BELBEFEAH AWS CodeStar T B , HAIEFHIME .

« 12T CodeStar T H ARN, B©ELUFILTHZA : arn:aws:codestar:region-id:account-
id:project/project-id

58 AWS CodeStar Tl B ARN #$ricS %k

BXHPFES , HSREFIC Systems Manager S

1. 8% |, @ A awscodestar:projectArn,

2. 7EEH , #i A CodeStar B9 H ARN : arn:aws:codestar:region-id:account-
id:project/project-id,

3. BERF.

BE , B LA template.yml XEHF 5| A SSM S8, MRENESTES#TFELAEAG—EEA ,

HEERTHMANR,

RFNRAEER AWS CodeStar T1 B TE&HEAIRICHNSH

(® Note
XESRUERTEAFFESH 2018 £ 12 A 6 BZFRIENIE,

1. RIEEFERANI B FTFF AWS CodeStar I B 2 &I E 4R,

7R
A

1£ AWS CodeStar 1B FZ £ i SSM S,

101


https://docs.aws.amazon.com/systems-manager/latest/userguide/sysman-paramstore-about.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/param-create-console.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/sysman-paramstore-su-tag.html

AWS CodeStar Gl
2. R A UEFAENERIIEK , AR TEETHELEAG, ER—NIAMBR , HEHHWERX
A : role/CodeStarWorker-project-id-ToolChain,

£ 1AM 2 H & P 2o ARN SURFE T,

# % ToolChainWorkerPolicy # B E ( IBXE ),

B ERmERE,

£ Action: T, WIBATAT :

o o b~ ow

ssm:GetParameter*

7. RHERRE  AEREEREER

NTFHEAFPFESE 2018 £ 12 A 6 HZEltIZNME , BFZFUATRERAFMEZNRSH THFEL
BAG,

"Action": [
"ssm:GetParameter*"

1,

"Resource": "*",
"Effect": "Allow",
"Condition": {

"StringEquals": {

"ssm:ResourceTag/awscodestar:projectArn": "arn:aws:codestar:region-
id:account-id:project/project-id"

}

}

% AWS Lambda TIE AR E

AWS CodeDeploy %% AWS CodeStar TS 2851 H FHY AWS Lambda ERERHI BB A B, AWS
Lambda EBE Al fF& AREMIE Lambda EHEEB R EFH Lambda EBMRA., EAIsEFENHE
¥THY Lambda BH¥ , FERIEBRMEER , AEFHHBERIE—MEIE (MRFE) .,

BRI EB 9 Y P BRIE S AWS CodeStar 1 B # 4k 7 F # CodeStarWorker &8 IAM X FR, Itk
£ 7 AWS CloudFormation /21 B2 31 AWS Lambda W EzIMER , REIET AWS
CodeDeploy R EH BRI EHMIRE,
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® Note
NYHZTE 2018 £ 12 A 12 H2 B 2812 AWS CodeStar TIEHI1E R T REIX LSRR,

AWS CodeDeploy B=ANHFBED , AFENRERBIINARRFEPH AWS Lambda BEEARZ :

* Canary : RENBEIFASEHTHEE, EAUMNNEXNELERFRTPILE , XEETAEE
HE-REETFRBIEHREHN Lambda WBRANREBT D LEUR AN BNNER ; RiEHE
EEF-ZRBEFERBRRNRE,

- KMAE  REEAESNEERE AR HEZERREN D HBEER. ERSMIE L% HiE
DR TIER  SERTEEESAEETRBNREG S LUREBREEZ AN D HH. REEH
MENEERE  E8B R ZARREN D HHBAER. EIMRE LA LRI P TER , XE
RIEEESANETERBNRER D LEURSIHEEZRN D HE.

o —RMEE  FRAERESMEREL Lambda BB — XM R B EIE /G Lambda BBARAS

e =Py ALl
Canary10Percent30Minutes
Canary10Percent5Minutes
Canary10Percent10Minutes
Canary10Percent15Minutes
Linear10PercentEvery10Minutes
Linear10PercentEvery1Minute
Linear10PercentEvery2Minutes
Linear10PercentEvery3Minutes

AllAtOnce

AX AWS Lambda itE ¥ A L# AWS CodeDeploy BN EZE L , 555 AWS Lambda itE ¥
& LNEEE,

#% AWS Lambda T B f R E 103


https://docs.aws.amazon.com/codedeploy/latest/userguide/deployment-steps.html#deployment-steps-lambda
https://docs.aws.amazon.com/codedeploy/latest/userguide/deployment-steps.html#deployment-steps-lambda

AWS CodeStar

(AFER)

Bx AWS SAM WEZEE | {55 GitHub £ AWS LR M ARFER (AWS SAM ) .

FTRF

HOZTIRSERITE B, FHRFEMEM Lambda i1 & F & WAEMELR

1THR 4-6,

S, 1 15 SAM EHREUR I AWS Lambda A S B S K

1. 3$TF AWS CodeStar #Z#l4& , #bilt : https://console.aws.amazon.com/codestar/,

MINVETE R B0 B R REM

2. f£A template.yml XH4QIBZTBSERINEUME , AGHTARBENEH, EEEENTES , 12

TEERHE RN template.yml B SAM EIRWLE,

3. TF IDE SR FEEF template.yml X, EHI TEY AL EZ XA H 7RI Globals

. AHFZ A RBI L AERE CanarylOPercent5Minutes %M,

Globals:
Function:
AutoPublishAlias: live
DeploymentPreference:
Enabled: true
Type: Canaryl@Percent5SMinutes

WREIE R TR Globals o FH IS HE

AWSTemplateFormatVersion: 2818-89-89
Transform:

- AWS::Serverless-2816-18-31

- AWS::CodeStar

Parameters:
ProjectId:
Type: String

Globals:
Function:
AutoPublishAlias: live
DeploymentPreference:
Enabled: true
Type: Canaryl@PercentSMinutes

Resources:
HelloWorld:
Type: AWS::Serverless::Function
Properties:
Handler: index.handler
Runtime: python3.6
Role:
Fn::ImportValue:

BXREZEER , 5 SAM BERHY Globals 5 SEIERE.

Description: CodeStar projectId used to associate new resources to team members

1Join [*-", [!Ref 'ProjectId’, !Ref 'AWS::Region’, ‘LambdaTrustRole’]]

#% AWS Lambda B KR E
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https://github.com/awslabs/serverless-application-model
https://console.aws.amazon.com/codestar/
https://github.com/awslabs/serverless-application-model/blob/master/docs/globals.rst

AWS CodeStar CAPiEm)

SB 2 : YR\ AWS CloudFormation & & LUR MR

1. E3xE| AWS Management Console , A/FEI LA TMiLFTFF AWS CodeStar #2&|& : https://
console.aws.amazon.com/codestar/,

® Note

B TERSE RE AWS CodeStar R OIEZFARIRA IAM A P xERRVEIUEE F AWS
Management Console, Lt F 47T &7 AWSAWSCodeStarFullAccess Y 1%
ERBE,

2. ERLENIBELRSHME , AT FRNBFRITHE.

3. ERRT , &R CodeStarWorker/AWS CloudFormation A& 6IEKN IAM &€, tAESE
IAM 2 & P T T

4. 1E Permissions &I+ £ Inline Policies & , %F 2K RS A G KBEPTEITHH Edit Policy, 1%
£ JSON &I~ LA4m%E JSON A HI KMK

(® Note
EH RS ABABEN CodeStarWorkerCloudFormationRolePolicy,

5. 1£ JSON FEH , 7 Statement TERRMUATREEE D, F region M id SUFEHRFE
A9 X1 F K 1D,

{

"Action": [
"s3:GetObject",
"s3:GetObjectVersion",
"s3:GetBucketVersioning"

1,

"Resource": "*",

"Effect": "Allow"

3,
{

"Action": [
"s3:PutObject"

1,

"Resource": [
"arn:aws:s3:::codepipeline*"
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https://console.aws.amazon.com/codestar/
https://console.aws.amazon.com/codestar/

AWS CodeStar

(AFER)

iy

1,
"Effect": "Allow"

"Action": [
"lambda:*"

]I

"Resource": [

"arn:aws:lambda:region:id:function:*"

1,
"Effect": "Allow"

"Action": [
"apigateway:*"
1,
"Resource": [
"arn:aws:apigateway:region: :*"
1,
"Effect": "Allow"

"Action": [
"iam:GetRole",
"iam:CreateRole",
"iam:DeleteRole",
"iam:PutRolePolicy"

1,

"Resource": [
"arn:aws:iam::id:role/*"

1,

"Effect": "Allow"

"Action": [
"iam:AttachRolePolicy",
"iam:DeleteRolePolicy",
"iam:DetachRolePolicy"

1,

"Resource": [
"arn:aws:iam::id:role/*"

1,

"Effect": "Allow"

#% AWS Lambda I B 8937
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{
"Action": [
"iam:PassRole

15
"Resource": [

i n

1,
"Effect": "Allow"

"Action": [
"codedeploy:CreateApplication”,
"codedeploy:DeleteApplication",
"codedeploy:RegisterApplicationRevision"

1,

"Resource": [
"arn:aws:codedeploy:region:id:application:*"

1,

"Effect": "Allow"

"Action": [
"codedeploy:CreateDeploymentGroup",
"codedeploy:CreateDeployment",
"codedeploy:DeleteDeploymentGroup",
"codedeploy:GetDeployment"

1,

"Resource": [
"arn:aws:codedeploy:region:id:deploymentgroup:*

1,
"Effect": "Allow"

"Action": [
"codedeploy:GetDeploymentConfig"
1,
"Resource": [
"arn:aws:codedeploy:region:id:deploymentconfig:*"
1,
"Effect": "Allow"

6. EREFRMUBARRBTIESHR, YRBEBLTIRN , ERREFEYR.
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ST 3 BRHAMIXERERLUE S AWS Lambda iRAN#: 55

1. EXHAMELEDSR 1 PREMN template.yml XHHHER,

(® Note

XEBHENEE, MREEEH IAMRBEZERIEX , NENEE2RS , #8
AWS CloudFormation & EFSBRIERHEREHNE IR, IREXEXTER , BEE
ENREEFBHENEE,

2. EEMNTENEEREEBMERET , AWS CloudFormation X EH BE., EESEBEHNETH
REFEH , iBHE AWS CodeStar 12 4|EH iR L kRSN E B AWS CloudFormation B ER.

EHER EFHHAA , AWS CloudFormation 2 BZIEFHME ®BF , MTFFR :

« AWS CloudFormation B3 82 5% 8 Lambda BIZ. EHEHRFMERKLE template.yml
X,

« AWS CloudFormation ¥ Lambda 3k £ 2 B E A9 T hR A o
« AWS CloudFormation |2 AppSpec X #H A AWS CodeDeploy k&R E.

BXRTE SAM F R MBI B/ Lambda BN EZER |, BSH AWS LTRSS SHEMAREFER (SAM)
RS #E, HX AWS CodeDeploy AppSpec XHFMNEHEHMMNERNEZEE , EFSH
AppSpec B “resources’ &8 ( X PR AWS Lambda #=& ) MA T AWS Lambda ZE# AppSpec
#9“hooks" 2B %

3. EENEEMRINTERE , &1 AWS CloudFormation &8I F R, M E NEH LNTE R
JREIERS | &EF AWS CodeDeploy M ATERF. AWS CodeDeploy 2B 4R LA K 1 &K I B I 2 1Y
AWS CodeDeploy FRFBEE IR

4, ERIBFRA  BEREMEDH Lambda BB, FEBBFFEE SAM EiRF IS RHNIPBREF
IHEBRE. EEFELERBIFRANRERS , BETNERE LI ERRIIKRHD , &F
AWS CodeDeploy ZBE#Y 451,

5. EBEFEAEXBMEITNIFMAEER , BEMBITT , % AWS CodeDeploy B 4H BV 4E1E,

6. HEEMAMTERFZF , BULUEHR AWS Lambda R H HERIER R E 6 E, AWS
CloudFormation X AWS CodeDeploy AMEAXEE T —MEIT., BEXEHHE. FLEHER
Lambda SPBHNEZFEE. , HSH AWS Lambda it EF & LHWHE,
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https://github.com/awslabs/serverless-application-model/blob/master/versions/2016-10-31.md
https://docs.aws.amazon.com/codedeploy/latest/userguide/reference-appspec-file-structure-resources.html
https://docs.aws.amazon.com/codedeploy/latest/userguide/reference-appspec-file-structure-hooks.html#appspec-hooks-lambda
https://docs.aws.amazon.com/codedeploy/latest/userguide/reference-appspec-file-structure-hooks.html#appspec-hooks-lambda
https://docs.aws.amazon.com/codedeploy/latest/userguide/deployment-steps.html#deployment-steps-lambda
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SIREY AWS CodeStar Il B ## &£ 7= A%

£ AWS CodeStar Tl H SIZN AR FEHEE AWS CodeStar BEHHARE , BEE NI B iR
NEF AR, ST BARE —F A E 2 AWS CodeStar S\ E &I AR AWS &R, &5
REEEME, WEDEB., EEMIE , (ELXFELL AWS CodeStar FEGIE |, B LUER AWS
CloudFormation EXtIZE1 1.

(® Note

B EfEHRE— AWS CodeStar TRIEAIISIEBEREFLLINE , FEAEELECHINE NENR
LRRSEMENTREMEKR | XA ESBFTHEE,

AWS CodeStar T B R RRXBAMABERBMEUENETRNAES, BEEHE, X HNBBENKEB
NRBEESHMNITESRE, ERIEZTMBHE , AWS CloudFormation AN T ES4 R EMEEE —
B E R /IS4 ERE (CI/CD) B,

HieERREFAtIRT B |, FALCETEEER, HEER AWS CLI @ZTBE R , tIZA T2
&M T B8R BIRAY T B 8RR,

TENTEEFEUTHENRR

1. BEENFERIEH CodeCommit 5 GitHub 174,
2. BLE R F 6 EE XA CodePipeline BEi&,

a. HEMEM AWS CodeBuild E1T 8 UM INERN AR , BUUEE EE P MNIERM BRI eI Y
B,

b. BiEEEEFRIMEER CodeDeploy 3% AWS CloudFormation 24 FRAB I BERNEIT
At BB 1% e Y SR B B BR o

@ Note

B4 CodePipeline EREEFELE/THANNE , FEE B RLTMRRHM R |, AT
EARMZ R ERFERNFE =B R

&

 BIE GitHub 7R

FIEH) AWS CodeStar I B #2047~ A% 109
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Bl GitHub FfE

B BEEE TEEERPEN GitHub EXRAIEE, BRECLNTERNBH 2IP XHCIET
B , MER USRS LESEHEE, AL, BS4AELRE GitHub RRIE T MABE S , UE
AWS A AR &RIEEREE GitHub, BRT GitHub N ANBRIGES | BEXLMEFEZ AR Code WHRH
s3.GetObject PR,

EEELNH GitHub F#E , BN TRBRMNE AWS CloudFormation F#) T B &£+,

GitHubRepo:
Condition: CreateGitHubRepo
Description: GitHub repository for application source code
Properties:
Code:
S3:
Bucket: MyCodeS3Bucket
Key: MyCodeS3BucketKey
EnableIssues: true
IsPrivate: false
RepositoryAccessToken: MyGitHubPersonalAccessToken
RepositoryDescription: MyAppCodeRepository
RepositoryName: MyAppSource
RepositoryOwner: MyGitHubUserName
Type: AWS::CodeStar::GitHubRepository

ZRBEEUATEER

- BETENRBHILE , ZLEXSFR Amazon S3 7.
- RBEEX GitHub Fi#EE LS AR,

* GitHub FEERBNFE,

- BB GitHub P AT RIS,

- BEBNEFRENER, EHNAEE,

BEXEEEMEEFEENTEIFAEFER , ESH AWS CloudFormation FAFEFEHRY
AWS::CodeStar::GitHubRepository.,

B2 GitHub 126 E 110


https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-codestar-githubrepository.html
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£ AWS CodeStar P AT B 5 &

£ AWS CodeStar # , ATLAUA I B REFE, A HBBEEEMB, Hla0 , BRI [m AL R iz ki
M ITHREMIN BRI N Release, BN Beta WX,

61 3 B AN DAR S

1. #IE & AWS CodeStar Z#HIERTFWIERT , ENSMERFEERE.
2. HERLEH , ZERE.

3. HRED A6 mARZNER. ERPRAGRENE.

4. (EDE ) EBERIFRL , URINESIRE,

5. AmEAER , EEERF.

MBI B il BRARE

1. #&IEE AWS CodeStar Z#HIERTFWIERT , ENSMERFEERE.
ERER |, EREE,

EREFRIEBERIIRE | REEREBERIRE,

HEREF.

> w0 D

FRENIN B BRI &
£ AWS CLI i21T AWS CodeStar list-tags-for-project i 5 , I8EIMB B -

aws codestar list-tags-for-project --id my-first-projec
MERY , EHPHERHLZIR , RUTFUATARS :

{
"tags": {
"Release": "Beta"
}
}
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i B& AWS CodeStar I B

MREFBFEERENWME |, WATHERETE R AT RUERE AWS PR~ EMIHATZA. BBR—
ANRE R, SWERIZIE PWFTERERK . XEMEABKRZE IAM AR RRIBRETBEAE , EFXS

EQHHE AWS CodeStar FHIAFEEX . EAILAER AWS CodeStar #24| A 3 AWS CLI Bl BRI

B, MBI EEE AWS CodeStar [RE A aws-codestar-service-role , iZABUMEREZE
o , ¥ BT LLH AWS CodeStar X A,

/A Important
M AWS CodeStar F il FRI1 B X —BRERTEHEN . BMINERT , B WAE AWS FIRER
FMNER AWS T R IRR | B4
- B K CodeCommit FiEFEUR ZFHERERNMERNS,
- AT ARERREEN AWS CodeStar I B A& FMXERH IAM KB,
- FIE IZEMFTE Amazon EC2 41,
- BRENARFMXEREIR , fila
« CodeDeploy M AR FMK<BELAIEBBA.
« AWS Lambda BESEM<EHY AP Gateway API,
- AWS Elastic Beanstalk i fi %2 7 f X< BRI IRE,
« CodePipeline Il H IS4 B EE,
- 5Ii B XBK AWS CloudFormation 4%,

.« {# AWS CodeStar 1241 & 8221 1Ea AWS Cloud9 FF £33, RERFIERIERTHRE
BEUEREK,

EMBRAAEIE RFARIE |, BiEFHERAREEE, MEBRIED , FM AWS
CodeStar FBRBIE , FM IAM FRIBRIFHEXLEFRNTE A , BREREMBEHMER
Ro AWS RRXLRRATRESRE=ERA, IREBAETBFEXLERRFH - PHZANRE
R, WBRFHRERER. BXREZEE , S RTEMER : EMER AWS CodeStar T E |, {8
RBDEE.

MRIEREEM BRI E NARERR , FANREREK , HEHTE 541
XK, BFREERENMAEREFENICR , BIERE FTBFE,

BERHHARFIR, X

ol
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« 1£ AWS CodeStar FHIBRINE (###HE& )
« £ AWS CodeStar MBI E (AWS CLI)

F£ AWS CodeStar HfiBRIIR ( #2=H& )

Al LA{E A AWS CodeStar 25| &M
£ AWS CodeStar Rl B

1. 3TFF AWS CodeStar ##|& , #uiit : https://console.aws.amazon.com/codestar/,
2. ESMBE®RD , EEIWHE,
3. EREMBROINE |, REIEZEMER,

REITHUE , AERHEENHNSMERPIEFRE, EHERARFEE L , &#F Delete

project,

4. FERRBATES , EERER, MREEMERIE BIR , FEPWERTIR. EEMWER.

ARERERT/LD HAVeS B F MR . MBRHE 5 , LB HFBERHE AWS CodeStar 124
BFRNTAESIRF,

/A Important

WMRIME AT AWS BRI ( flI0 GitHub Zf&EE =R Atlassian JIRA HEIEIER )
BRI B IEAE , B RAMIBRIX LR,

WREST AWS CodeStar FEE RIS F M MNEISE IAM BFHAE |, MFTER BRER
B, MREEFMENEERKITMBBKSSOAFNEE , AT DB RIS M BR
ME. BXESELR , B2H22%

£ AWS CodeStar IR E (AWS CLI)

A LA A AWS CLI fERINE .
1£ AWS CodeStar il gr11 B

1. TEL% (Linux, macOS = Unix ) S F R AL (Windows) , 12T delete-project ai s , ‘ZIEW
BHE . Hln , EMBER ID A my-2nd-project BIEB , BHAITUATIRME :

1£ AWS CodeStar FRfilBrI1E ( #ZHI14 ) 113


https://console.aws.amazon.com/codestar/

AWS CodeStar CAPiEm)

aws codestar delete-project --id my-2nd-project

ZTRIREXRCUULTHRENTE L

{
"projectArn":"arn:aws:codestar:us-east-2:111111111111:project/my-2nd-project"
}
1 B &< BV ER.
2. 1217 describe-project iF T , BIFMEB M B, Bl , ®E ID H my-2nd-project WU E HIR
j‘( .

BN .

7

aws codestar describe-project --id my-2nd-project

MREABERDE |, MR TERERXUTUATATNE L

"name": "my project”,
"id": "my-2nd-project",
"arn": "arn:aws:codestar:us-west-2:123456789012:project/my-2nd-project",
"description": "My second CodeStar project.",
"createdTimeStamp": 1572547510.128,
"status": {
"state": "CreateComplete"

MRMERTHE , Mt S REERUTUATATNE L

An error occurred (ProjectNotFoundException) when calling the DescribeProject
operation: The project ID was not found: my-2nd-project. Make sure that the
project ID is correct and then try again.

1£ AWS CodeStar FfilBrTTE (AWS CLI) 114
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3. J&1T list-projects s B HHIACHBRAIE FHEEINES AWS K <BKAIE N HIERA,

aws codestar list-projects

1£ AWS CodeStar FHilBRITE (AWS CLI)
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5 AWS CodeStar HBAHE

ERIBFRWMAB R K SHEEQHMARTFHENRAERITHE, £ AWS CodeStar 1, §4N I
BEE—NEHK. —MNAFAE T2 AWS CodeStar T B HESANI B FHREFRE AWS
CodeStar A€ ( AMBETRMNR ) . £ AWS CodeStar #Z#H|&AH , AR TEEEEH AWS K
XEWATETE , B REEENL BT HE KA IBLTE,

FRR R AN B ER —MNRF B WAIETLARINE Fif 4t | SAEH b BA B & BR R 41,
TRAIABENHARR AT EEREEDTE PR AWS CodeStar B,

AWS CodeStar FH BN MBIE =186 :

AWS CodeStar 1 B R #Y & & F PR

ABEN EFNBEEEE  AHU/BERAFEBL RI/MERERE  BIBRTE
PRARAS B &R &

E% X X X X

mEE X X

EFE X

« FREE  WRIAMBEBREAERAKRR , A5 E FEERARD ( MRRBF#E CodeCommit
), BFIIEL H M B R XIETT Linux B 5T E XEXHEM Amazon EC2 EHIMZZETF |
Be B U1 B 42 | E AR SA R M BRI E o

o WERE : AIAINAIM BRIRGIEARFR (20 JIRA BiNG ) |, @Y B FEERARD (WRRBE#EE
CodeCommit F ) AR SEFHHRTERE, T ERNMBMBERARKR, RTFHIEL I FIRATVIZE
TRIHEMBRDE . XRHNAXRSHEAKRKZAEENBE,

- BEFE  EEWAZEFER, K8 (WREMEE CodeCommit 1) BAK 2 HIEHRELNE EB1E R H
RIREVRES.

/A Important
MRIMEFEAT AWS LUK EIR (530 GitHub Ff%EESR Atlassian JIRA FREJEE ) |, FTiX
Lo SRRV G R R RIR B M IE AWS CodeStar $24l, BXEZER , BFSARREHRENX
B,
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B AWS CodeStar Tl B FEM A Z AT LA AWS CodeStar #2&l & H R T AWS B
BERIE B XN ER.

AWS CodeStar £ Bz A 17U B H AKX A S 551 B WEAMER< AWS Cloud9 FF &K, ER
FERARASERZRE , HSH 5T E HARAK A #£Z AWS Cloud9 33,

BB AEEXRE— IAM R, LERBHNENTNEHRTEENUARMERER, ARIXLRIERN
EZER |, 1§55 AWS CodeStar ET 54K K8 =01,

TRERESNAE®ES AWS CodeStar I B Z A< R,

e
féf::;} AWS CodeStar
0

AWS CodeStar AWS CodeStar project
project resources
+
omare Q:D .% <#> IF
) =
members _ Project
instances

;.i.a(_b I — |

— urce code
. repository
Contributors Project
dashboard
e v 'r
. . Froject
. extensions Other AWS resources for
Qﬁ the AWS CodeStar project

Viewers

T

+ @ AWS CodeStar I B 7 0B A B 5

- E AWS CodeStar B RAE & B X R

« M AWS CodeStar 1 B A il BR Bfl RA 5% 5
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(AFER)

@ AWS CodeStar I B 778 1N BA B, &

WMRIEIE AWS CodeStar AR EEFIEEABRE N AWSCodeStarFullAccess KR AT IAM
AP, NEM IAM APRARMEmEEK. X2— M AWS CodeStar A€ ( FIEE., RMERE
EE )NATAFPNMEDRE, XEAEETS/MNNEHECHTEEN. fl0, B A PHREE
HRAK AN B REENNRAERETHE B PR ERARK AN BREGHWNR, —MNEBAK A
EWMBEHRREE—1NAR, EEFM—MNEKASG , A ATIZEESGHREX LR SE/ A #
IXRE,

AWS CodeStar A& & HRA KX 5 F &1 b 21 -

« BEHFHE IAM P RHEARKR FRHEENR.

« ST LA IAE KE AR R BB/ /Y B TR AREI R

« BFPRIERERARL R Bt 8E7E AWS CodeStar ##&| & R I5RITE ,
- AFEANTE RRREAEE L.

BXHBAF AWS CodeStar BB EZEER |, i5Z R 5 AWS CodeStar FA R HER &R AWS
CodeStar AP BLE M o

EoW B RMEARKR , BAMEBIEMW AWS CodeStar FREEABHER
AWSCodeStarFullAccess KB,

A

£}

Important

DN BA AR B3 R 20 L B 52 17 18] AWS BASKNE B R ( fl4a0 , GitHub 776 SR Atlassian JIRA
HIEE ) . XL RN ERERIZMHREMIE AWS CodeStar 24, AXEZEL , FSHRR
RALE B IR,

BRiH B AWS CodeStar I B Y E A BT LA A AWS CodeStar #§| & 15 RI{ZF AWS B
BEIm B BXNEIR,

FFEARARL R INEIT B A2 B3 AT ZK &S 5120 B WEAHEX< AWS Cloudd FF &K, E
AFENMRRASEHRZRE | FSH 50 EHBABK R HEZ AWS Cloud9 &,
BFESEMAFXT A IERMNRS %S AWS CodeStar FiEE, REEREEERLE
REFHMMBREFMAFFRANAR, BEXESZER , BSRAKESSHASX AWS
CodeStar B9/ [R] I BR .

&) B 78 50 BA & 3R
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- AMEAKE (BHE)
« AMAMEFBHARAKZE (AWS CLI)

ANIEARK R (#2FIE )

&R LAE R AWS CodeStar 12| & @15 B A NER KR . MRZARMHARER IAM A5, WA
ZIAM AP, BN, BRI ZA R ARINEIB B A E 6 IAM R

FFEARABY 537~ INE] AWS CodeStar T B ( #2#158 )

1. FTFF AWS CodeStar #2#l& , #dik : https://console.aws.amazon.com/codestar/,
2. MNEMBERPERIE 6 ABEERENIE.,

3. HEHMENNSMES | EEEAR.

4. £ Team members WH L , %&#HF Add team member,

5. 1E Choose user 1 , 1T 5B EZ2— :

- MREAMWARESR IAM AP, ENIIRPIEEREZ IAM P&,

@ Note
2R ME %S —4 AWS CodeStar B B AP HEREINE AWS CodeStar AF 53k
Fo

EMBAEYT  RFEEWAFH AWS CodeStar B2 ( FTEE., ABEREEE ). XRR
BERT B FTEEE R/ AWS CodeStar B R AR, LABENAT IAM A/ R
AWS CodeStar Tl B BRFIENAMENR. CoaNARTUTREMENERRE . EIAMBAE
&£ CodeCommit FHIRBEIEMER Git £iE , HIE IAM F R A F E4& Amazon EC2 SSH
4R,

/A Important

BIERMIER IAM AFNEREMNHBEFIHEE , BRIELEEUZAFFHER
FEHE, BXESZER , BSHAEE AWS CodeStar AFBREXHNETEER .

AN NEE BARK 3

NINEIRABL R (( #26E ) 119


https://console.aws.amazon.com/codestar/
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6.

- MRFAMFMEHARRE IAM AP, BIERIER IAM AR, SFREEDE IAM 2]

A, ILNERED IR IAM BF, BXESZEERE , B8 IAM BFrEREHPHEIE IAM A,
B2 IAM B fa , BB AWS CodeStar 2% & |, RIFAF IR , RAEMNTRHIIRPIEFEE
1AM AF. MAZNATIHAFH AWS CodeStar 2 REH, BFERFiHitNHEBEAS ,
SRIGIEFEANINEIBARR R

® Note
NTETER , NOED—NAFSERTZMENFAEE AG,

E#E B R RIELTEE

« #&8H9 AWS CodeStar I B HiEEE R,
o AT MNAEHITENIGBE CodeCommit FEFEMMEA Git EiFREIHENRAVIREA ( WRIFERBE

7#f#7E CodeCommit # ) .

- AXAPMAEREEREM, BFERAFIRNE Amazon EC2 SSH ZHANER , W1 £/

&) AWS CodeStar AP BLE X AR,

- —RMBRBAERER  REAFRBERER AWS , HELENZARVE IAM B, WE

BREAFEREZESH. AP LR - MHED,

SFIFZEEFAER (AWS CLI)

&I LAMEA AWS CLI @51 B BRI RA RS R o S&E AT AE BB X E AT A HEBA K & BV E R

N INERA X 5
1. ITHAKIESHpSED,

2.

B{T#% A --project-id, -user-arn fl --project-role ¥ # associate-team-member

MH. BAEAELEE --remote-access-allowed 5 --no-remote-access-allowed &

BREEAFREEANT B XAIRIZETEMRER, Flm

aws codestar associate-team-member --project-id my-first-projec --user-arn
arn:aws:iam:111111111111:usexr/Jane_Doe --project-role Contributor --remote-access-
allowed

b= AR EME AR
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_create.html#id_users_create_console
https://docs.aws.amazon.com/codecommit/latest/userguide/setting-up-gc.html
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EEFREHEBER (AWS CLI)

1. IFLHRFIHFED,

2. BfTWHE --project-id S list-team-members . B0 :

aws codestar list-team-members --project-id my-first-projec

oS AEERMLTARNRS -

"teamMembers": [

{"projectRole":"Owner", "remoteAccessAllowed":true, "userArn":"arn:aws:iam::111111111111:use

Mary_Major"},

{"projectRole":"Contributor", "remoteAccessAllowed":true, "userArn":"arn:aws:iam::1111111111

Jane_Doe"},

{"projectRole":"Contributor", "remoteAccessAllowed":true, "userArn":"arn:aws:iam::1111111111

John_Doe"},

{"projectRole":"Viewer", "remoteAccessAllowed":false, "userArn":"arn:aws:iam::111111111111:v

John_Stiles"}
]
}

EIE AWS CodeStar H BA K 5 BIFLBRE

B E R RARK A BY AWS CodeStar AEBRERENE, £ AWS CodeStar BB H , SMNEHABRK R R
BEPELA—INAR K MANZAMNAFRIBAR—A®, S LIER AWS CodeStar #4143 AWS CLI
EENER,

/A Important

EFUHARKEAN AR , BUMEFIZTER AWS CodeStar TEE AR ENH
AwWSCodeStarFullAccess KB,

55 ol BA AR R B A PR AS 820 1tk A BA AR B 15 18] AWS BASABI AT 85R (Bl | GitHub 24 EE =
Atlassian JIRA Y [RIA ) , XL RINRERRREMEMIE AWS CodeStar #2#l, HEXEZS
BE , BZRARREMHEN Y,

EEERNR =



AWS CodeStar CAPiEm)

B iAE AWS CodeStar 11 B BEAI AEZBREE A AWS CodeStar 2 &I & TR T AWS S4B
Shm B BXNER,.

FRMBEWHASK R ABTSB3 AFHMEIEZE RS 51Z B #ET AWS Cloud9 FF &
B, EATRMLARKREASERERE | BRI 50E FR KA HEE AWS Cloud9 35,

&A@ A PR FIE 2 T B 551 B B ME/T Amazon EC2 Linux SRBIRIR R, EERF U R
fa, ARZ4A ELEEEEMBHEABIIE /) AWS CodeStar A P BLE X#FXEBXH SSH X BEHH. B
IEED Linux 3561, ARSMEEZ4A It EH LA E SSH A EBREER.

£
EEHFANR (2HE )
- EEFBAXR (AWS CLI)

EERBAXIR (Z=HE )

O] LAEFH AWS CodeStar B A EEHK AN AR, BETUEEHARKARTEENEmME X
BXHY Amazon EC2 =48V =2 5 B FR,

EFRHARRANAE

1.  FTFF AWS CodeStar #2#l& , #dik : https://console.aws.amazon.com/codestar/,

2. NEMBERFERTE , REEEENTR

3. HEHENNSMES , EEEB

4. HEHARKAREL , EREAKRKE , REEERE,

5. EUmBAeY  ERERTUHAFKN AWS CodeStar B& ( FTIEE. RTEHEREEE ) .

BX AWS CodeStar AR ENRHNEZEEL |, ESRES AWS CodeStar FBATHME,

R Ym B E AR &R o

B & RA BX, 52 32 F 34 Amazon EC2 SE4IHY =2 17 18] #X R

1. FTFF AWS CodeStar #2#l& , #dik : https://console.aws.amazon.com/codestar/,
2. NEMmBERPERIE 6 ARERENTE,
3. HEIMBMNSMmES , EFEEHR.
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AWS CodeStar CRPER)
4. HEHARKANEL , EZFEMRKR , RAEERERE.
5. &P AR B KFIFIT SSH FR , AREEBREERAK R

6. (k) BHERKRMNNE AWS CodeStar Fif~ L2 SSH X BEM ( RERZXEM ) . BX
BEZEER , BEARNAEERARMEERN AWS CodeStar A B & X4

B IR B RARXBR (AWS CLI)

O LAER AWS CLI BB EBELAANMNBRANTIE AR, B LIERMEEN AWS CLI S EEiZERA
KARBEEXNEW B XK Amazon EC2 SEHIRIZFE 1 B R,

& 12 B BA BX R B9 AR
1. ALK IHRHEHSELD,

N

B{T®A --project-id, -user-arn Hl --project-role ¥ H update-team-member @
T, BETEIEE --remote-access-allowed B --no-remote-access-allowed S
KRIEEAFREEEXNT A XHINZRHRMNR. Fln, EFHFEHN John_Doe K IAM FAF IR
At ANHENBEEXRN L EEZRFGRBE Amazon EC2 EHINEEE -

aws codestar update-team-member --project-id my-first-projec --user-arn
arn:aws:iam:111111111111:usexr/John_Doe --project-role Viewer --no-remote-access-
allowed

B R REEXYUA T AR -

{
"projectRole":"Viewer",
"remoteAccessAllowed":false,
"userArn":"arn:aws:iam::111111111111:usex/John_Doe"

}

M AWS CodeStar 11 B = il BREA RA B, 7

M AWS CodeStar BB HiBR—MNAFE , ZAFDEREN B FRENRIXALIERF , BEFE
B E CodeCommit P FESEMEMIME FIF (Flan , MBEEE ) . (HANBFINERIRES
RPN XEFRNHRNRYEMREN IAM AR, ) ZRAFPTEBATMEZEER , AANETH
T RERAF & AWS CodeStar #Z2H|HEHR EEZIMBE FIRP, EAILUER AWS CodeStar 2| &
AWS CLI M35 B B BA 7 i BREE BA AR R

B RAFR (AWS CLI) 123
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/A Important

BARMIAE FHIBREIAR R 24E4 3 E Amazon EC2 SESIRIZERRFE , EFREXAZAFH
EBEHE SSH &1iF,

i Bk ] A B 53 S S0 1kt B A B 52 1 18] AWS BASKBYAERIESR (Bl |, GitHub 12t EE R
Atlassian JIRA FEYEIER ) , XLETG R PR B ERIZHE MIE AWS CodeStar ##l, BEXEZ
EE , BSARREMRSEN T,

MIR B =il B —ANEA RA B B 2 B 3h M BR 1% I BA B B f9 A8 5% AWS Cloud9 FF & IR E SRR 1E %
R 282 5EMMEX AWS Cloud9 FFEIFE, BRI AHE , TSN E £l AWS
Cloud9 ¥#38, BHIEFARRASERENRE | FHSRE5TERARRK R £ Z AWS Cloud9
.

ENIE B MBREIBAR 2 , B4 EF1ZIE MW AWS CodeStar FTE&E A BB
AWSCodeStarFullAccess KRR A FENIKF,

£}

- MIBREARRA (#2#HE )
- MIBREABAAL 5 (AWS CLI)

MEREAR R (2 & )

O] LAEFH AWS CodeStar #2 #i| & M I B B BA 5 i BREF BA 5% & o

MIR B ol BREA BA AR 5

1.

2
3.
4

$TFF AWS CodeStar #4#|A& |, #i3it : https://console.aws.amazon.com/codestar/o
MNEMBRFERTE , RRERENTE,

LB M SHEp |, E2EB

EAMRKRAREL , EFEARKR , RAEEEBR.

I BREABA X 52 (AWS CLI)

O] LAGEF AWS CLI M5 B A BA A i BR A RA AR 5 o

HIBREABR AR B ( #BHIA ) 124
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AWS CodeStar

T Bk 1 BA R 52

(AFER)

1. ITHAXIESapSED,

E{TH --project-id M -user-arn # disassociate-team-member @5, HI40 :

aws codestar disassociate-team-member --project-id my-first-projec --user-arn
arn:aws:iam:111111111111:usexr/John_Doe

ZE T RREERLULTREN A

"projectId": "my-first-projec",

"userArn": "arn:aws:iam::111111111111:usexr/John_Doe"

HHIBREF BA X B2 (AWS CLI)
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AR/ AWS CodeStar BBl X4

&9 AWS CodeStar AFBLE X581 IAM AP HEXE, EBEEXHIEELEFTBENAE AWS
CodeStar W1 B R{EANE RBHME FERHFiut, B LEBSENEEXFXEP SSH 28R
o NERARELERES Amazon EC2 £l ( S&FRIEM AWS CodeStar 1 B X< Bk ) B FTfE A #Y
SSH X B/ABEAXN—&87 .

(® Note

XL F BB EESURESH AWS CodeStar AFEBEN . MRMEMEHAT AWS U #E
R (B30 GitHub 77 FE =k Atlassian JIRA FIRIER ) |, XERREHETEEABSHAS
BEXH  XEREXHAEEATEANRE. BXESELR , BSARRREHE NN,

FI;
« &M AWS CodeStar AF B E N HNERER
o TJNEZHARMMENIEE AWS CodeStar A B & X4

&I AWS CodeStar AFEBEEXXHMNIE RER

&R LAER AWS CodeStar 2 &3 AWS CLI REXAFEREX PR E RSB ME FEbfFibit,
FREXHFFAEFETIE. ©5EN IAM AP AXE , NAT AWS XEIREE TH AWS CodeStar
HH, MREBTZN AWS XEHHME | SREFEMNVAFEE XM

B A BETE AWS CodeStar BHI AP EEECHWAFPEE A, MRMEHE AWSCodeStarFullAccess
ERE , M A EH AWS CLI ZEE BB H M fi B 4,

(® Note

AEBHHEBSURZ BN AWS CodeStar AFEEX . MRIMBFERT AWS B EIR
( 0 GitHub 7% BE = Atlassian JIRA FRYEIER ) |, XL R FREMEAREERABCSHWAFE
BN  XERBEXHTREEETEANRE. BXESZFEE , BSRARRRMEENXH,

2
- BREHAFRE (255 )

EEERER 126
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- BEASEEH (AWS CLI)

BEEHWAPEENH (2FE )

B S SN ERAR R VM B HAERENEEXHESR , LAILIE AWS CodeStar 2] & H
ERENRAFEEXH. ATRAPEEXHRBRETAFAFMARBETHE , ENAFEENHERH
LRTE AWS X AR4E N B BABK & B9 BT E

/A Important

EFARFAERAFNERER , BX4LLZ IAM AFNEMRHITER. FIEREMAF (B
ZREHBWM B/ AWS CodeStar FiIE & BB E M A AWSCodeStarFullAccess KEEHY A
P ST EERENERES,

E—NAWS KRN RAR B FERENERES

$TFF AWS CodeStar ##|& , #dk : https://console.aws.amazon.com/codestar/,
MNEMERFERIE , AGERLENDARKAFRE THIE.

U B M SR |, EEER.

EERRATRE L | %F IAM AP , RAREERE.

RS RBVA/SE TRt |, AR RBEBRK A

o K~ wDh =

® Note
EREMME FE it R LEN. BXREZFEEL , FSHAWS CodeStar HEIRH,

EEAFBENXH (AWS CLI)

£ AWS CodeStar # , AIfEA AWS CLI ¢IEZMNEBEENAFPEE X . BETLAER AWS CLI &£F
CHRAPBREXHER , AEFNEE AWS XigH K AWS K- BB W ArE B P i E S0,

BRENECEEHSOE, EEHEFAFREXHIXHEESEN AWS BEEXH#.
SRR EENH

1. IFLBRFEWFED,

EEENAFREX (2HE ) 127


https://console.aws.amazon.com/codestar/

AWS CodeStar CAPiEm)

2. &{T%A user-arn, display-name # email-address K create-user-profile 5. 4l

-

aws codestar create-user-profile --user-arn arn:aws:iam:111111111111:usexr/
John_Stiles --display-name "John Stiles" --email-address "john_stileseexample.com"

ZTRIREXRCUUTHANTE S

{

"createdTimestamp":1.491439687681E9,"
displayName":"John Stiles",
"emailAddress":"john.stiles@example.com",
"lastModifiedTimestamp":1.491439687681E9,
"userArn":"arn:aws:iam::111111111111:usexr/Jane_Doe"

ERENETREER

1. IFLRFABTER.

= +HH

2. 1&1T%H user-arn S describe-user-profile tn . B4 :

aws codestar describe-user-profile --user-arn arn:aws:iam:111111111111:user/
Mary_Major

Za T RIEEEUU TR L

"createdTimestamp":1.490634364532E9,
"displayName":"Mary Major",
"emailAddress":"mary.major@example.com",
"lastModifiedTimestamp":1.491001935261E9,
"sshPublicKey":"EXAMPLE=",

"userArn":"arn:aws:iam::111111111111:user/Mary_Major"

ERLENERER

1. IFRGBHBTED.

BEEAFEEXH (AWS CLI) 128
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2. B{T® user-arn SN EETUNEENHSE (0 display-name % email-address)
#9 update-user-profile 5. el , MR EREFNH Jane Doe WAF FEFHE REHRERN
Jane Mary Doe :

aws codestar update-user-profile --user-arn arn:aws:iam:111111111111:usexr/Jane_Doe
--display-name "Jane Mary Doe"

ZTRIREXRCUUTHANTE S

"createdTimestamp":1.491439687681E9,
"displayName":"Jane Mary Doe",
"emailAddress":"jane.doeeexample.com",
"lastModifiedTimestamp":1.491442730598E9,
"sshPublicKey":"EXAMPLE1",
"userArn":"arn:aws:iam::111111111111:usex/Jane_Doe"

I SRR AWS IKP iR AWS XA R A P BB S

1. ALK IEHIGETEL,

2. 1&1T aws codestar list-user-profiles %, 0 :

aws codestar list-user-profiles

ZTRIREXRCUUTHANTE L

"userProfiles":[
{
"displayName":"Jane Doe",
"emailAddress":"jane.doeeexample.com",
"sshPublicKey":"EXAMPLE1",
"userArn":"arn:aws:iam::111111111111:user/Jane_Doe"
b
{
"displayName":"John Doe",
"emailAddress":"john.doeeexample.com",
"sshPublicKey":"EXAMPLE2",
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"userArn":"arn:aws:iam::111111111111:user/John_Doe"

1,

{
"displayName":"Mary Major",
"emailAddress":"mary.major@example.com"
"sshPublicKey":"EXAMPLE=",
"userArn":"arn:aws:iam::111111111111:user/Mary_Major"

iy

"displayName":"John Stiles",
"emailAddress":"john.stiles@example.com"

"sshPublicKey":"",
"userArn":"arn:aws:iam::111111111111:user/John_Stiles"

]
}

B REANINEIEH AWS CodeStar AFBE S

B LA L2208 SSH BHRENCLIZNEEN LA B-REEANN -0, EERAL SSH 2 B-LBE

Ch

A FE)IZ1T Linux B Amazon EC2 3R4l, tMIRIMEMEEZECMERFIZBELRNER , BBLEREER
B AR 510 B < B SEf, R AI LA AWS CodeStar 12414 = AWS CLI SRE B /N E 240,

/A Important

AWS CodeStar B FIEE T URTFIMEBMEE. REENEFEXNTEM Amazon EC2 L4l
# SSH G RIMNR , BERENA (FTEE. RMEREEFE ) WEIRE SSH F4. ERITHER
£, ARYBUNAFTEE,. AHMESIEFTEINESR.
AWS CodeStar & AWS Cloud9 ¥ ER SSH 4R,

£l

- EBENANEER (EFHE )

. SEEMHAEEE (AWS CLI)

- EAFMERAERES Amazon EC2 L4
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BELENLAREH (2F8 )

RELTEEZFNEPERLNBFAERAX , BETAUERMAE—1 , REET AWS CodeStar 2

Gl

REENAFEEXHN -SRI RNHEE,

EEEN/NE SSH 4

1.

o a0 bk~ w

4IRS Bash (FEEE O |, 21T ssh-keygen &% , UIEEBH AT EH EEK SSH 8-
MEBAX . BAILAEA Amazon EC2 A TR MR ERZEH. BEXTEINREINER ,
BSRNEE SN AERES AZE Amazon EC2, BEBERT , HER—1MZH , eR—1XH
OpenSSH %X # SSH-2 RSA Z4f , HEE 2048 ., ZLEZPEHEET BB R pub WX H
H,

$TFF AWS CodeStar ##|& , #uiit : https://console.aws.amazon.com/codestar/,

EE—NMEENERAK R BITE .

HESMEET , EEHR

EREKATEL , %2 IAM AFRNER , RRERRE,

HmEFAR A RENZREEET , BRAVFXIE B XF#1T SSH 1517,
£ SSH AMER , MM  RBEREEEAXA.

® Note

BB BRI F AR IBE R AR BT ZAREREN L EHH, SR SUETRIBR
L7 R A B R B w1 E BA B 52 SR BR N B 4R

HEERIMBFELAREZAN , CUEERAFBEEX . ZTREMNENER. HTENRAE
BEXMXRE  HEERBZREBRNRNABERNE F , ZBAEIER ( ZHEMER ) -

B ER BN N B RARELCIRETE L RNRFFE T E M EREXZ1T Linux 89 Amazon EC2
KBINHRINR, BR , XTSRAERZBANEMITTN SSH 2iF, BRARXRAPMBITITH
2.

EELZNLBHEH (AWS CLI)

&R BAER AWS CLI & SSH N R ZHREN AP EEX Y —3B o #ITEE,

EEENLERN (2HE) 131
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AWS CodeStar CAPiEm)

EELENLNBENR

1. HELRIKH Bash (FEB/EOF , B1T ssh-keygen 9 , UELH AT EH £ K SSH A F-
MEBAX . BRI LAEA Amazon EC2 A TR RN ERZEH. BEXATEINRINER ,
BSRMEE SN AERES AZE Amazon EC2, BEBERT , NER—1ZH , eR—1XH
OpenSSH %X # SSH-2 RSA Z4f , HEE 2048 ., ZLEZPEHEETEBEB R pub WX H
H,

2. EREEH AWS CodeStar AFBEXHFRMKER SSH XEER |, BEZ1TE8E --ssh-
public-key S## update-user-profile T8, a0 :

aws codestar update-user-profile --user-arn arn:aws:iam:111111111111:usex/Jane_Doe
--ssh-key-id EXAMPLE1l

ZTRIRERCUUTRENGE S

"createdTimestamp":1.491439687681E9,
"displayName":"Jane Doe",

"emailAddress":"jane.doeeexample.com",
"lastModifiedTimestamp":1.491442730598E9,
"sshPublicKey":"EXAMPLE1",
"userArn":"arn:aws:iam::111111111111:user/Jane_Doe"

£ AFE ZAEEE] Amazon EC2 £l

BRESBIE Amazon EC2 X, ML BEZHARIE AWS CodeStar FHVAFEEX 4, EQ|ER
X , FSELSE 4 : 1 AWS CodeStar I B €12 Amazon EC2 ZX . BERFAEZRANNEEHA
FEEXH , BSRAAEBRHEHAIREA,

55 I8 AL B B 4AE ] Amazon EC2 Linux <41

1. HEEMNBBATE AWS CodeStar 12 A FTFFRESWERT , ESMERFEFIA,
T B RBRFR , NFEEH Amazon EC2 BB instance FFLHI1T |, 1E£#F ARN 43,
£ Amazon EC2 #2#l& |, EFERE,

BRRIE BRSO EE TR A RE,

> 0D

AP BWMER ec2-user, MREER THIRNAF R , MEEREZSIKH,

fiE FFAE B4 EEE] Amazon EC2 3£ 132
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BXREZER  FSHEMT Linux A8y Amazon EC2 AAFERH AL T BIR

o fEF SSH iE#Z Linux 3245l
« /8 PuTTY M Windows 3% Linux &4l
o fEM MindTerm iE#Z] Linux SE4451

fEAFE Z4BEREER Amazon EC2 3E41 133


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AccessingInstancesLinux.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/putty.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/mindterm.html
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AWS CodeStar P HIZ 424

AWS + 2 EM R, FN AWS HF , BRNENBAEASHELLHBE LUK BERMITENHK
BEHROMMERY PR,

ZEMRAWSHEHWHERE. SEHBERNEHRNCHNZEMNZPINRT SN

s THRLM - AWS TR E AWS ZHIET AWS RSB ERZERE, AWS EEEEHTLLER
RS, 1ER AWS EMHITRIN—2 , E=AFITARSESNENBIIRSBEAENME, E
T#EERTF AWS CodeStar FIEHEITR |, FS A EITREE AT D # =R RS .

- THHNZSY - EHREHREERAN AWS RS RE, EEEENHECREAT , SEENBIENEH
B, BATNERUKRERNEEEN,

L SRS EE BN IR T R N{A] £ E FH AWS CodeStar B R FATRERBER U T EBTiHANMEE AWS
CodeStar AL BN Z M MEN B IR, BiESTHRNMEAET AWS RS UAE B & KM &P
AWS CodeStar &iR.

£ AWS CodeStar H 812 A E LR HEANRL R , BRBRFHITESFAEHNR , FHRRE
BN BRRR , NIEREERRO B ENR, N EAWTE KRG REHTE PHER , F
NALBKARTFEHN AWS CodeStar T E K RINR, KEMERANSIEUANEZ-—NTHEKS, , A
BEREZKFIEETAGKNITERRR,

flan | T LA A ¥ 40 AWS Control Tower with AWS Organizations Z 2 # RS DevOps A T HI&E
MNEREAGREKS,. AF , BAUIXEKF, 2 ENR, SAENEERATEKS , EAFAXIE LB
BIRE AR RER.

BXREAZKSREEE AWS BRKENRELANBRNESEE , HZS5 AWS Control Tower A~
EEPHEREX AWS ZIKS KK,

FA

« AWS CodeStar I EIE R

- JEFAT AWS CodeStar K & 4 H 1/ R X PR E B

- £ AWS CloudTrail id35 AWS CodeStar API &
« AWS CodeStar Y& # 1 UE

« AWS CodeStar # I #FE X S BE

« AWS CodeStar FEYE M % LT =%
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https://docs.aws.amazon.com/controltower/latest/userguide/aws-multi-account-landing-zone.html#guidelines-for-multi-account-setup
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AWS CodeStar F I IE R

AWS TTEHEEER T AWS CodeStar FREKIEBRT . MZEXPFFIR , AWS ARRIFEITAT
B AWS Cloud £ XEM g, SAREFPXNEETHEMRE EHNRABIWES, BEATEMRE
K AWS RS WEZLBENEERTS. BXRBERMNESEE  BSRAKERLENDE, BX
MONBERFAER , BSH AWS Z2HBE EWBEXE AWS Shared Responsibility Model and
GDPR,

HFHERPEHN , BNBUUERT AWS Ik EIEHEH AWS IAM Identity Center 2, AWS Identity

and Access Management (IAM) REENAF ., ¥ , SMNAFRRESETHIFIRIAMENNR,

BIEBWEBIUT AR RIPHIE -

« WENKFERSES BRI (MFA)

- £/ SSL/TLS 5 AWS BR#ITERF. RINNERFEA TLS 1.2, BWEA TLS 1.3,

- f£A AWS CloudTrail iRi& API A &3 B &2,

- {EF AWS MBZHERFRUKR AWS BRSE PHFTEERIAR =24,

- FRABREELZZRKRS ( H110 Amazon Macie ) , EB BT ZIMRF F47E Amazon S3 R BIRR
B

« MRBEBIGTITRER API 3R AWS HEELZLE FIPS 140-2 WIFM INZEKR |, 1EER FIPS
. BXAAM FIPS RNESEE , B2 (XEBKRFESLERRE (FIPS) 5 140-2 i) .

BB VENZ7HIZEERBRAEE (MEFFHNE T4t ) RARERBHEAXEFTER
(MEMRFER ) . XBIELAE CodeStar HHM AWS RS BEREFIA. API, AWS CLI 5 AWS FF
RIEQ, EATEMNREHEABANEAZRTRANEAHRESTESATIT RIS AL, M
REENMRS /AN | BABNBWEFEEM U HESFILE R RBIEXN ZRS R ER.

AWS CodeStar & #y #iE Nz

BIABERT , AWS CodeStar X HEFHNAXTENEEHITNE. BRTHME ID ZHANEAETHE
SHATHRAME |, flan , TIE B, HAMAFEFE4, BRFDMACEBRAENIE ID F. KA
BT , AWS CodeStar ZLMBREZRMAPNEE, BENBHEHPNEGTIETERT T RE.

EATF AWS CodeStar B9 & 5 B R EIE

AWS Identity and Access Management (IAM) 2 —I1 AWS RS , TARIBI B I8 R &£ th I H5T
AWS BRETEE. IAM EE ARG UEN B MR ( &F ) MREBEN (AR ) kEA AWS
CodeStar B#IRHAR. IAM 2—IEFHFAZAEAERAN AWS BFH.

HERT e


https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/data-privacy-faq
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https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/
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Z AR
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RS AP - tNREA AWS CodeStar RFRTERES , MENERE R RN EREPTFEHNEIENN

PR, HIBFEAESZ AWS CodeStar THEERSTER TIERT , BAIEEEEZNR, 7RI EE 17 B
REBTEOERRABRESHNR, MREFLZLTFR AWS CodeStar HEIIHEE , ESH HEE AWS
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REEER : IRBELTAREE AWS CodeStar BIR , NETTEEEHF AWS CodeStar BT 21518
MR, BEREBHESLNIRS AP RGE B AWS CodeStar WEEME IR, AE , B4 [E IAM EE
AERRBERUFUABRSAFHNR. BEFZNELNERUTHE IAM WEXES. ETHEXEN
B E{AHF IAM 5 AWS CodeStar #EFERAMNEZER , 55 AWS CodeStar #{i5 IAM B &£
A,

IAM B R : IRER IAM BEER |, BuEFETHEXNIEEREIUEEX AWS CodeStar B4
RINRAFAEE. EEFEAE IAM REAMN AWS CodeStar BT S MR RH , BSH AWS
CodeStar ET 5 BV R rE =B,

£ B 02 1T B IR AE

BHRITIRFERAEHEILIER AWS WEZE, BX4IT4ERN AWS IKFAERAF. IAM AP SiEEEE IAM
BEHITENRIE ( BFE AWS) .
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HEUBREGHERN  EERUNER IAM ABRE T SHKERIE. HEEARSFHRIETH
AWS Bt , ERREEZEAAAE,

BIFBAPER | HA LB FE AWS Management Console 5 AWS 5|71, AXEFI AWS WEZ
BE , BZH (AWS BF AFER) PHNAEFREEN AWS 1K/,

MRBLURIEF NG AWS |, T AWS FFREHHFF AT ES (SDK) MES1THRME (CLI) , LMEEH
BRETUNBRFREBEMNER, MREFERA AWS TE | NMXABITHIERER, BXxERKE
WAEEEITEBERNEZEE , F25 (AM AFPER) RAZEE AWS AP| &R,

TieERAMEHRIESZE , BEHAEESERHATLZSER, 0, AWS BNEFERAZESHRIL
(MFA) RIZEKFH LM, ETHREZRFEER , 5H (AWS IAM Identity Center A1/ W Z
EHH/REIUEM IAM BF1ERE) RIE AWS FERZESHKIE ( MFA) .

AWS ik~ 1RAF

B2 AWS K/ B, REEABR—INIKSHAE AWS RS MR FERETEHRNRNE RS

7. WEHMN AWS IKFIRAF , ERECIRK/ AT AN EFER it MBRBER , BIWREZS
7. BAUBWETEEARAFRTREES. AFFRAFEIL , AEARXEFUERPITRRAS T
BRITHES . BXREURRAFEHEZRNESHTRIIR , 20 (AM AFER) PHEZER
AP FIENES,

IAM B P #A

IAM A2 AWS Ik AR EMARRRARFELERENRN - 50, ETERNERT , BUE
RGeS, MARREE KR (MEBMNLREHR ) B IAMAF, BR , ARG/ -LERHE
WERRREERMEIENR IAM A BUARKRTHSESA. GXESEL , #3538 (AM AFE
) FONTEERMEINERLSERRRIERET.

IAM AR —NMEE—4A IAM AP B R, BTEEAFANENESR, BUUFEREARXR—KERZAN
BAFREENR,. MREEXERF  FABATUERMMEERFNER, flin , B&agEEg—18H
IAMAdmins B4 , HRZEARFNRUEE IAM &R,

AFREAGTE., AFE—#SEMNAARINARFXRK K MACEEILEECHEMAEE. AFE
BXRAMKHEL , mMAGRHIGHREIE,. ETHRESER , B25H (AM AFEE) PH A2
IAM AP (MAREE ).

IAM B

IAM S22 AWS Ik PEERENRN ST, BELUT IAM AR , BEREARTXEK. BN
BEY®RAE , &£ AWS Management Console FE B IAM A&, B LLEA AWS CLI 5 AWS
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https://docs.aws.amazon.com/IAM/latest/UserGuide/root-user-tasks.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
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API BRERERABELMNUURABE, AEXEABENTENESEER , H2H (AM AFERE)
MR IAM A,

BRI FEIER IAM SeEU0TERTRER !

- REAFPER -ERKESHIENE , FLUEAEGHNACEUNIR, HKESFHHTEHRIE
B, ZEONEACHEXBRAER FTHLEARELHNR. BEXEKESSORINBENESRS , B5H
(AM AFfER) PR E=1rEHREBEAR, MREMA IAM Identity Center , N EEHK B
NRE, ARFHSFHEHTEORIERTRIABMHNAZR , IAM Identity Center FFXREES IAM 1Y
AEHEXEK. BXRNRENESR , HS5 (AWS IAM Identity Center A 1ER) FMNRE.

o g8t IAM AFPRR - IAM AFRABTRA IAM A8 |, LENRESHNBEESHTENR,

- BIKFEE - SR LMER IAM e AT FRKSHHEDA (TEESE ) HRENIKS RHR
o AERRTERKSFERBHEESR. BR , X TELE AWS RS , BT LU R EEH N
BRR(MAREABCENER ). ETHERTEKFFRNAGNETRFENREZENES | 1§
Z5 (IAM BFiEm) #1 IAM BB 5ETRFENEBEFATE,

- BRSIEHE - FLE AWS RS EREM AWS RS RRVHFE, flW , SEEENRSHHTEA
Y , ZBRSZSEE 2 Amazon EC2 FIZ{TNAREF I Amazon S3 REMXN R, RS ATRELMER
RHBFANEANNR, EARSASHERRSHEXABRNITIHEE,

- BREGRIKE  SEEA IAM AFRSHARE AWS RHITREN , BFER AN EE, EARLR
SE, BARSWT—NMEE  MBERBETERSHEH S — MR, FAS EREKAR
AWS BRSS BIRUR , S8 1ERMN AWS BRS , AT HERSRHER. AEERSKIFTESEM
AWS RS REREF RETARRIERE , T 2R FAS #HR, EXMBERT , BLEHERRIT
XA MRENNR, BXAKH FAS EREWBERFEE , BSRERL A 21E

- RFSAG - RFAGERSAREBELNIKF RRITEREMEIN IAM A€, IAM BB R 0T
IAM 622, SRFMBRBS AR, BXEZEL , H55 (AM AFIER)Y B6EE AWS iR
EERNXBNAEE,

« BEHEXAE - REHEXACRE AWS RSXBN—MRSAE, RS TUIBERARENITERE
MAEE, REEXACERESN AWS K+ , HEHZRSHA. IAM EER AT LEE{E A
BRSHEXABHRR,

- £ Amazon EC2 L E{THN AR - BALAEA IAM AREEE EC2 X4l Liz1TH X AWS CLI
= AWS API BRI ARG EIE. XL THE EC2 SKflhFR TR ZEHR. BN AWS A6
DELLE EC2 EPIHEHEINZEFWFIERNARER A |, &0 602 — /N 0 EISE 518 KB E E XX
#, ZHBREXHITEAE , HEEC2 X LETHREFEBRREBGNZIE, BXELERE , B
1} <IAM AR HiER IAM B3 Amazon EC2 SE4l LT N ARFEFNR,
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https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_compare-resource-policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
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BETHECER IAM ABER IAM AR , H2H (AM BFfEE) FRAEeIZE IAM B8 (MAEA
F)o

£ F SR = IR 1 )

1T B SR R ALY AN E AWS B TBHR , BURE AWS RETEF, KRB AWS FRINR ; £5
SOWAREREKEN , REELEMNWNR, EX4 A/, BRAFIARLE ) RHEFERR , AWS
RTAXLRE, REFHNRBERATERIELER, KSHBRKE AWS FEMEA JSON X
B, BHX JSON KB XHENEHNNENESZEER , H2H (IAM AF1Em) F# JSON FKEEHLK,

EIE R A LAER AWS JSON REERIEEW ARG AT ARR, B , B EET X LT IFRR
1THRE | UREMALAFHTNIT.

RIABERT , AFHNAESENR. ERTFAFXNAMERRNITRENNIR , IAM B2 A o L8 E
IAM policy, A5 , EERATLAEA®RM IAM policy , ¥ BERAFTURAAE,

IAM policy & SIRERR , ToxFEERA MM S ERITRE, il , RIEE - AT iam: GetRole
BENKRE, B ZEKHN AP AWS Management Console, AWS CLI 5 AWS API SRER& &

R
ET BRI RS

ETSONREIIMMEFH (WIAMABFR., AFASAERE ) B JSON I RREE XY, XL
BEERAFNAS T EMMPEG T LR RHITHLERE, ETHNANEET SHNEKEE , HSH
CIAM A F1ER) FHEIBIZ IAM policyo

ETHONRBEALSE —SARNNRRBEHITERKE, ABRBEERARINAF, HREARAE
. RERBRALMMIEAWS KRS AF, ANASKNIMMRE, HEXRKIE AWS £
EXARBNESERERE, BETHOMEEERBNARRE CERTERE , BSH (AM AFE
M) PHERERBEERNEREME 2 RFITEE,

BT RIRM R

E TR H M RHNEI AR JSON HMH, ETF RN ERITHDIE AM £ 6 EE BT
Amazon S3 FEHERER. EXBETFRARNERGESST  BSEER TR CNREHN 2R
BT, X T4 ELoR BB 0 O | SR TE SRR 4 T B B RAAT TR R AR U R AE A A Sl
THIT. CAMEETARNERERIEEEMH, TATLAEKS, AF. A6, BSAFSAWS K
%,

EF AR ER RO T HRS T ONBKER, STREETRRNERSEARE AM 6 AWS &
I
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose_role
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose_role
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#access_policies-json
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#choosing-managed-or-inline
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
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HEEFIF]R (ACL)

REFIFIR (ACL) BEMLE A (KFKR, AFRAE ) ARBARF. ACL SE T HIRAYRE
RO, REENFER JSON RSB,

Amazon S3, AWS WAF ] Amazon VPC % # ACL WIRF ~fl. ETHBEXRACLHNEZER | B
25 (Amazon Simple Storage Service F X A RIEE) FHIILARH 5K (ACL) K,

HREgRE
AWS ZFEFFIMNY, TAEARRKERE, XERBRETUIREETE ANRBERER TFHRANR.

- RRLA -NRLAR-—NBERBE , ATREETHOHNRBEALR IAM K4 (1AM AP R A
&) BFHNRANR, BAUNTERENRLR. SEERNRIXECET H 0/ RN ENRD
RHIRE, £ Principal ZRFEEAFRBEHNETHRIVREAIZINRL RS £—TURE
FHEXELFEZ AT, BANRLANESZREE |, H2H (IAM AFERE) PRI IAM SRR
PRI 5,

- RFEFIZKRE (SCP) — SCP 2 JSON KR |, & THARA L #{ (OU) £ AWS Organizations F
B RIXPR. AWS Organizations RS AT A EFMEFEBEN AW FEHZN AWS IKF K,
MREEALABATARERML , NN EERE IR, MRS EHIZEEE (SCP), SCP FR$IK 5 Mk
FPAHREE (BEESN AWS IkFRAF ) BWIPBR. &% Organizations f1 SCP WEZEE |, 55K

{AWS Organizations FIF#EmM) FH SCP W TIEFE,

- RERE - AERBREYTUREARNACIRESAF RN SENEASHARNSREK
B, FRAFNNRRAFSACHETSOHNRBISERBHRE, NREALUKBETREN
KEg, F—MRBPNENIELFHEEAT. BXEZER , 5850 (AM AFER) PHLER
B o

ZANEREIER

MENKRMFRBAT —MNERN | ERMONREMERMELIER, BTHAWS NABEESR
SRERXBNEFTAFER , B30 (AM BRIER) hHERIT5EE,

AWS CodeStar 1A 5 IAM EL &£

EEH IAM EEX AWS CodeStar RYi5 B 28I , &R 7 BEHRLE |IAM ThEeal 5 AWS CodeStar &4
R, ERT## AWS CodeStar ME A AWS RS WA S IAM — 2R , BZHEIAM AFERTHNS
IAM BLEE AR AWS BRF

ES}
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https://docs.aws.amazon.com/AmazonS3/latest/dev/acl-overview.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_about-scps.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
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- AWS CodeStar T 5K KRB

« AWS CodeStar EF &RA KB

- EF AWS CodeStar ¥rZHIZ

« AWS CodeStar IAM A€

« 1AM B3 AWS CodeStar #9i5 [R1 X R

- BKEBMAFX AWS CodeStar #9i7 E X R
 FimetEIEA T AWS CodeStar

- REHEXAE

- RFAE

AWS CodeStar ET 5 91K

BY IAM ET SRR, S EEAFSIELNBRENETR , URAFIELIEENTE, AWS
CodeStar 2R REVEZ/NE T BHIKREE | XLEFEE 2 YF AWS CodeStar £ AWS CodeStar I B
SEENBIEMEERR. AWS CodeStar TIFIFEMNIRIE, RIEMEZHE. E T JSON KEEHE
RWrFERE , 2 (AM AFER) FH IAM JSON R TESE,

BR1E

B R A LAER AWS JSON REEREEWANBRFTARNE, B2 , BADEME AT LARIR
WATHRE | UREFAFHTNIT.

JSON KHEHY Action TEMART A TERKH AL T RNERE, RKREBEESHAREKN
AWS API #ERE. B—E£BIAMER , BIHLRBITE AP BENRRNRRE, 2F - ERFEFER
REEFIMITSNEE, XL IRER N AXRE,

HREEFLEREUR FHRATRERENRR,

AWS CodeStar FHRIEIRIEEIRERIERALLTHIS : codestar:. Bl , EATFREN IAM BF 4%
%8 AWS CodeStar MEMEM ( MEMBER ) , B AU TRIESEH :

{
"Version": "2012-10-17",
"Statement" : [

{
"Effect" : "Allow",

"Action" : [
"codestar:UpdateProject"”
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html
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]I

"Resource" : "arn:aws:codestar:us-east-2:project/my-first-projec"

}
]
}

FHE QLIS E Action I NotAction JtE., AWS CodeStar EX T —HBESHIEE , LUERE
AT AERIZRSHITHES.

EESENBADEESWMRE  BEAEZSYENRT , TR :
"Action": [

"codestar:actionl",
"codestar:action2"

CW T MERBES (%) EESMRE, FlW0 , BEIREEURE List FFKHMERE , SFUTRE

"Action": "codestar:List*"

E&F AWS CodeStar 2/EFIXK , HS 1 IAM AP AWS CodeStar & X B2 /E,

RIR
EER WLER AWS JSON REEREEHRARILRFTLARAR. MW , BNEE AN ARIR
WATIRE | BIREAAFH THIT.

Resource JSON KB TEZRREEQMHENAREN —IPHZ IR, BIXTEE Resource |
NotResource JTHE., ENZERXRE |, HFEHAHE Amazon BEEH (ARN) EERFR. MW FXEFEBER
FRERE (R RBRBRRNR ) BVIRE | BT LIRIT IR E,

XN T AXEFRRRENROERE (WIHRE ) | FEABERMS EREINATHRERR.

"Resource": "*"

AWS CodeStar T B #FEEEF LT ARN :

arn:aws:codestar:region:account:project/resource-specifier

Hx ARN XN EZEE | BSH Amazon BFEBEF (ARN) # AWS IR an & ZE 1A o
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https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awscodestar.html#awscodestar-actions-as-permissions
https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html
https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html
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Fln | LTARAREECEME AWS X3 us-east-2 FF AWS K/ 111111111111 9B R my-
first-projec By AWS CodeStar i H :

arn:aws:codestar:us-east-2:111111111111:project/my-first-projec

DTHEAEESEME AWS XiF us-east-2 FF AWS Ik~ 111111111111 BWEAEFR my-proj FF
LB 4E{T AWS CodeStar T B

arn:aws:codestar:us-east-2:111111111111:project/my-proj*

R AWS CodeStar R1E ( flm0 , FILTE ) TEEARF LT, EXLERRT , ELAER BN
()

"LisProjects": "*"

E&EFH AWS CodeStar BHIREE KR H ARN B9%51% , 555 IAM AR 8B+ A AWS CodeStar & L HY
HiR. BT MRIET LAEWLIREFIEESNREMN ARN |, iES 1 AWS CodeStar E X AR,

SR

AWS CodeStar TREEMBFIETRFHFM4R , EXBEAZLELRFM4E. BEEFHME AWS £/
&t F5HE (AM AFERE) P/ AWS 2B 5M4F LT3R,

=l

EEEH AWS CodeStar ET BRI RG] , $Z 8 AWS CodeStar £ T 5 134 KB =B,

AWS CodeStar & T &R KB
AWS CodeStar T X FE T ERI KL,
BT AWS CodeStar FrZRI R

B LR B AN E| AWS CodeStar T H , REX AWS CodeStar FIiERHPEEHFRE, EETHRE
HEIER , EEMFEA codestar:ResourceTag/key-name, aws:RequestTag/key-name B
aws:TagKeys RHZHERBHZHTEFREFZLRFEE . HXH AWS CodeStar FiF N INIFZH
EZ{EE , S the section called “FEHI B HRE",

EEEETHONERTE , THRUOMAET AWS CodeStar Tl B MR PR $I3H %51 B 895 B AR |
BSHAETHREEE AWS CodeStar T B .
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IAM £ & 288 AWS IKF A — PN E B R ERRASEE,

&R LA AWS CodeStar 453 IAM AFE . BR&RBF. RAFIRKARGHER. FIBEAEEINR
MAFRERIUTUEER AWS BIRINIE MR , 8 AWS CodeStar 2 B3I EE IAM A~ #y5E X
[Ro IAM EZEHANACETHEAGRZAFRTFRRMBRNR EFTAER IAM 2§ & el 2 H MR
&K@ IAM A7 5B AWS CodeStar FIH AR,

Blan | EAREHE AT AFESE AWS CodeStar TIHBREEHITE R, EXMPERT , @ AWS
CodeStar M BRMEEEFEEAEN IAM AF . 81 AWS CodeStar 1 B #8 —H R BE SR & BY &322
BN E B R, BN | ST LRI ERLE A P A RA Rl AWS CodeStar,

R IAM BFRFERE 5 AP LB AWS CodeStar 15 RIREHN A X TE, X IAM B F AR 2| R A,
ERNIAM AFRFBEFXNIMEBNNR , EULLEARANEMEARAFANAFR2EBEAR, ERKEEH
APEFNTENRE , £ UFE AWS CodeStar T H AN IETE XM MEBRKS SHRAFRNA
&,

TREETUTRATEMRENTRNITE,

PR Th ik IAM AP B&RAF RAF
BT =215 " Amazon EC2 F1 Elastic Beanstalk I B #9 SSH v

FERE

AWS CodeCommitSSH /&l v

AWS CodeStar B IAM AR v

FHEENTE MR v v

A P o] 4E 9 B BA X 53 75 N 21 B = v

IAM B 3% AWS CodeStar 915 8] 1 BR

MREIA B R IAM B AR AFERAGE , AWS CodeStar S EZIm I IAM BN AEYHNE
B, XF IAM AF , BFEERE IAM P EZMNHEEREHNPR, BXE AWS CodeStar 1 B 750
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IAM AFHEE |, EZS R AWS CodeStar B IFIIFARK 7 « BXM AWS CodeStar I B A fifll Br
IAM AFBIER | i39I AWS CodeStar 1 B il BREFIBARL & o

FRERRBE M NZ] IAM AP

L@ E RMAFE , AWS CodeStar I Bz AT E M MTEAF AN IREERE., SFAFHAE
M AWS CodeStar FEERBEF oM NE IAM AP . BIETEMR 2T K AWS CodeStar T H FHY
IAM B P X BREV R BE ( AWSCodeStarFullAccess BR4N ) » MREREQIZMKMIME S WKL |, ES
5 1AM A P 15 R R R DA BR 1AM & 154X BR

K& 54 APX AWS CodeStar 8917 8] £ R

BRI AR BIE IAM AP SERARBAF , M2 AKX B AWS Directory Service, &y AF B
x. Web SR ERHEBIRASEHN IAM AFHNAFR G, IIEHAIKRESEBRAF,

BRFBE 5 AP EH AWS CodeStar I B B A RINR |, HiE2 ™ AWS CodeStar I B 4 51 B9 26 B
FMABERFIRNIEERBEFSMMBAFM IAM B8, £ AWS CodeStar 8|2 E/ I B &REM IAM £
BZEMNMEE. AMEREEFTERKE,

TR

- BHAMERESHRERE, flw, BALLRE SAML S HRMHEH BT ZRHEERE AWS FHE
if, ARXREFHRUBNESFLR , FSMHEE IAM S HREMHRE, BX SAML RESHRIENE
ZER , BSHAXTET SAML 2.0 HEXE S H BRI,

- TEESHREFFERGANRN  E4ACRRSFHAFERANAEG, STS FERBUM
MMBEAFKREEHRAFRAAGHNAG. BXESER , H5H IAM AFEEPNERESHAS
M,

o IRAINEBIE AWS CodeStar I B HAHEIE ID,

BXRXNEHREFURACGHNESEE  FAHNE=SSHREBIERAS (RES ORI ),

& AWSCodeStarFullAccess T E R MBIKEEHAFN AR

BT K AWSCodeStarFullAccess HERRKRFEHESEHAFCIEI B NNR, BERITXLES
B, BMMEERBAP., KPFH IAMEEBAAFREESXEMN AdninistratorAccess &
KREREVEREN IAM AR RBREAFEXIZREHE,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp.html
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® Note
ERBMERE , T8y NALNIEMEENR, RBEENINEBK AWS CodeStar EF

EIRBE/MEERERBHMIRSSBACNAEHIR , FAXNENKS EAEENR
MAE , MmAEERERRE,

1. #F IAM #2&1E5, ESMERFP , ERFRE,

2. EEZRFERPH A AWSCodeStarFullAccess, AR RIZFKEEH , HEHKREER R AWS
E, UL RAZEBUEERBEEHDPHNER,

3. ERRMBUNERE , REERBRETEEMH M,
4. EREBENEL , ERXBKERTF, SRR,

5. EMNXBRAELNERFTERS A MERSSOAFNAG, ETACENBZUNE  REEFH
PNERRE. B HNAYSE A LT 5 B R E B AN A SR

FHERVTE B AWS CodeStar EF B/ E/FIEERERBHM MRS SHAFHNAR

BRFREFMARNENTBENHENER , FERFEENAMEE. IBEIEFERE R MNE A
FHAER, FEEREEFEYURINNE. 5IAM BFFE , B4TNEKE S0 HFPFSH Mo
ERERE, XZEXT M@ AWS CodeStar FHIERAK A D BT E R, BERITXLESR , B4TEE
RBAFL. KEFH IAM EERAAFHEEGXEW AdninistratorAccess EE RN ER KR
1AM AP SREBRE AP EREEHE,

FTRFM

- BUAECRACRERRSENAFRKANIARTAR,

« BUFAEERTHINRED. MNEMAEE, THENEEEACHIEERBERANEHNIENE
TAEHNR.

- &BH AWS CodeStar Tl B M E B, FERIZWE 28 , TERKE IAM AR,

1. 177 1AM 2§15, ESMERSD | ERXREK,

2. EERFRPBWMALHIE D, AREREENTE CENREEYN , FEARBRENEFE
o B LRITZRIEAES KSR INR,

3. GEREP-—IRERK. EERBZULHEE , REERBRETEEMHM.
4. EREBENEL , EREXBRKRERTF, EEFH M,
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5. EMNKXBRELNERFTERY A MERSSOAFNAC, ETAGENZUNE  REEEH
DNER B B HNAYSRAK LT R B RET Y AN AY SKAE

MNEREBSBAFNAESE AWS CodeStar FE K&

EMIBRIER) AWS CodeStar TN B 2 8l , BAAF 9 BEH MBS F0 AN A BNEAIE
EXREE, ERITXELSER  SXMSERNBRAF., KFPFHH IAMEERAFRREEGXEN
AdministratorAccess HE R ZFVRIEHN IAM AP RBKERAFREZIIEFH A,

1. 177 IAM 285, ESMERD , BERE,

2. HEEBRFRTWALNIE ID,

3. GEERREEZUHNEE , RARERBIRETEEMR M.
4. EREBENEL , EREXBRXEETF,

5. HEERFRY , GEARKSFOGAFNAR, BRI,

¥ AWS Cloud9 fEE R INEBRESFHAFNAE

MEBEEAEZE AWS Cloud9 FF X IME | HET N AWSCloud9User EEXRHMMEIAF AG®K
BFHRE5MAPXNIZENIFRNE, 5 IAM BFPTRE , B4ARNBRE S0 REPFH NN
ERERE, ERTXESR  SXACERRAF. KAPH IAM EEGAFRREEBXEKH
AdministratorAccess EEXRBIERREN IAM ARG AR B REEHA,

FRF

- BUATCHBRACKEERSEOAFRRANINEGAR,
- BAMABERFHRRRF
« AWSCloud9User EE R ATFAFHMITUTERE
- BIZ BT H AWS Cloud9 FF &R,
- REVEXRRENELR,
- BEOUMEMIRE,
* AWSCloud9Administrator HERMAFAF, N ECHMARITUTRE :
. DIEIRE,
- REVEXRIREMER.
- MIBRIRIE,
- ERHEBIRE,
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1. 17 IAM 285, ESMERP | EFERK,

2. HEERFRTPWARBEN. WPHERLEERE , FARERERN AWS £E. BAURTZ
R ERRBEFRAPRNR,

3. ERHPIHEXRK, ERRBIINEE , RAEERBRETEEHN,
4. HERHERMEL , EHERBRKMFETR. EHEH,

5. EMNKBRELNERFTERY A MERSSHAFNAC, ETAGENZUNE  REEEH
DNER B, B HNAYSRAK LT R B RET A AN AY SK4E

MEREEHRAFNAEDE AWS Cloud9 & Kig

MBFAKE AWS Cloud9 FFAIRE | AT LUES 2 B 1% F 17 () X BR B9 38 BE SR BREX & B 9 B P X iZ
BRENHRINR, ERITXLESE  SBXMEERBERF. KFHH IAM EERAFSEEGREN
AdministratorAccess TERBHENEREN IAM AP S BEERAFPEXIEFH A,

1. 3TF IAM #25E, ESMBEET |, ERRK,

2. EERFERHEALHIE B

3. ERXHEINERE , RAEERKIRETEERM .

4. EBETEL , EFRABSEERTF,

5. EERFRY K BEKEEHVAFNAR, ERIE,

5 I1m B EUE A F AWS CodeStar

AILAE A IR EIEHTHRE S HRIEESR , KA IAM AR ABEKF A6, JUBIEAAWS STS
API #4E ( a1 AssumeRole % GetFederationToken ) 3R 5@ A R £ &EiE,

AWS CodeStar X ## A I aHEIE , {8 AWS CodeStar BIRAK R ThREFEA TE&iHEl. AWS
CodeStar B BARX 5 ThREAN 3545 IAM F P70 R ERBA X 2 o

RSHEXAE

AR5 HAX A B R FAWSERS 15 R H A AR S5 PRV R RETERIRE. BRSHEXARERE IAM K
F, ARZBRSHE. EEATNES , EFREERSHAXHSEHNR.

AWS CodeStar TXFRSHEXAE,
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https://docs.aws.amazon.com/STS/latest/APIReference/API_AssumeRole.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_GetFederationToken.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
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RSB

BHREATFRSRARERARSAE, Jtl:ﬂ@;mlﬂ& R E RS PR R R AR R ETRIRE, RS
AEERE IAMK,H , AFZKFE, SERBEEEATUAERLAEHNR. BR , XHEMHA
AE = FP T AR S5 Y ThBE

AWS CodeStar ZZFRFAE, AWS CodeStar EREHNT B SIEMERRREN , FRAKRSZAE aws-
codestar-service-role, BXEZEER |, ESH IAM AP EREPH A ERIEFMEEE,

/A Important

EURN EERRFREKS SHBRTRNRLBESAC, BXESEL , BSAIAM AP
R R 0 (IR BRI - AR R B IR A 55 — N BRI

& EIRTE AWS CodeStar R eI B M2 N EeIBEAE, RSABKRRKREPITUATRE
- BIREECIRIE AR R IR,
* £ AWS CodeStar Ui B 2 #|HiRFE RBERXEFRESR.

WA eRELEERD B BRI RERITERE. BXUKREFHWRE | ESH
AWSCodeStarServiceRole .

S, AWS CodeStar 2 2RIEMBEXRE  CEZMSETHMENRS AR, 2ATNMBEXRBE
AWS CloudFormation BT E#4 AR,

« AWS CloudFormation & 501 AWS CodeStar 58] AWS CloudFormation , LAU{E R IE/Y AWS
CodeStar I B 6|32 fM{& ik,

- TE&AB®ATF AWS CodeStar R H M AWS BRS , LAoIE &K AWS CodeStar I B B %R

AWS CodeStar I B 4% Il #9 2% B& R R

ELIZT B Rt , AWS CodeStar 28| 2 EBENINE RFEFTEN IAM BEMNEKRE, ZEXKBIHN=E
B

- HETEHAKRR IAM KB,
- HETELESBR IAM XK,
« HEZTRHTAGH IAM K.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_identity-management.html#intro-identity-first-time-access
https://docs.aws.amazon.com/IAM/latest/UserGuide/getting-started_create-admin-group.html
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TH] [ A RA 5% 53 B9 |AM SR B

AR B BY , AWS CodeStar FRIE=AEZFREXE , 23 ATHREE. ABMENEFEXNWAE
#i5E, FrE AWS CodeStar T B B EH XX =M ERFE IAM KB, XLEFRKFIZT A %
EW , HH IAM EERBEERFRHEBRHEN , HF project-id & AWS CodeStar B #Y ID ( 4l
W, my-first-projec) :

* CodeStar_project-id_Owner
* CodeStar_project-id Contributor

» CodeStar_project-id_Viewer

/A Important

AWS CodeStar IJgEfERT E X LR, TNFIHREBECH]. NREBERNNFESNR , 5F
HaRrEM o2 1AM B,

EFABK R (IAM B/ ) AMEITE HIEREFRIKBIA , B REFHME IAM B, 3
APRF-HESWRRRRETE RR. ASHBERLT , BFEFER IAM P EZK NN ER R
WNPR. BIUAERF AWS CodeStar 7RI 51 KB F M NEl IAM AP, WIREXNHE , 5 AWS
CodeStar TR BI KNI T , B EECHIREEREI AR REUTEESRAINNRNAT
IAM B,

XLEREAEATERE T E RRNSERME, EREFRMNBEA IR , AWS CodeStar
SRR EMEAMNK R RSN HEFRNHENR (MREINBEIXIFNRFREZ— ).

(® Note

AWS CodeStar 1 B RV G R R B RELCER T1ZM B, XAAEBBARASREFSIHAGRH
BEMNERINENEZRIN AWS CodeStar MBEHAE 2R E, XA LA R EIE AWS CodeStar I B
B A F R AR FTE AWS CodeStar BIR ( AE W B W11 ) BYKEE,

AWS CodeStar 1 RIRBIKEETMEE , EABRTEIHRRBIFT<BKE DB BXEKHN AWS BR, 5
Hftt AWS RS AE , MR EMBRBELALEERHNCEMNEHRIME , MFEAEXEERR, Ak, &F
HBENEE, ABEREEERLERKE,
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AWS CodeStar FTE & BB KK

CodeStar_project-id_Owner B E R A AFTE AWS CodeStar Tl B 1 3Z PR &l b 1T P
BiRE, XRAFHFRMSMBRE AR & R ME — KB, ZRBEHWABREM B XKW ERMR. BX
= , 29 AWSCodeStar FfE & A B FEK,

BHIEREEN IAM AP R AR B RITATE AWS CodeStar #1E , EEEEF
AWSCodeStarFullAccess REEH IAM AR FRE , BIELEBIEIE, codestar: * IXREHEERE
HRFERR ( 5B ID xBH AWS CodeStar I H )

AWS CodeStar k& £ &K1

CodeStar_project-id_Contributor EFREEXBATHAFSSMB MERWM B ZHER , B8
FARVFAF RS EREBAR A . ZEBHNERST B XBRNRRMT. BXT6, HZH AWS
CodeStar il & A B KB,

AWS CodeStar E5 & A B XK

CodeStar_project-id_Viewer EFRE XK AFAFE AWS CodeStar F&EFIE , EFAHF
ERHRR , B FAFRMBMBREAK R . ZREWABZREWM B XN EREMR. BXRHl , S
% AWS CodeStar EFE A EEE .

HE TELEARKN IAM K

MREBEKRKFEFESH 2018 F 12 A 6 /582 AWS CodeStar B H , ] AWS CodeStar &4
BEANIELEA® | Bl CodeStar-project-id-ToolChain #l CodeStar-project-id-
CloudFormation, TE4LEABE AWS CodeStar B|ZMNIMB S EN IAM A€ | WABFHERA
B, SRFNR , LERSEBERRHE AWS CodeStar B E T X TIRIE, TEHET
4 EARS T ESERS ( HlI0 CodeBuild, CodeDeploy 1 CodePipeline ) Z B2 TEEXR. [
MEFENRRE (FTEENRERE ) BFTHRNBEUS IELEACERIAETERS. EXxtAR®
BB KB BER RG] | B3 00 AWS CodeStar TE4 THEL R AGER ( A EESH 2018 F 12
B6BZE)

CloudFormation T4 S B EE AWS CloudFormation XiFHEE R RINNR , URIENAREFHE
BABeE IAM AP, ANKEFIENNPR, ©i&5 AWS CloudFormation B3 TEEXR. RTH
{RABR F R AN BRI IR ER KBS , AWS CloudFormation B®EREEE T —IMN&H , ZREERHTE
RiZHEMER PR ENEN IAMEE ( AFRAR ) BB BENNRIR, XxitAEHNRNEKRRE

FEAWRE] , S AWS CloudFormation T4 TR A @R,

SNFARAFEESE 2018 F£ 12 A 6 H 2RI/ AWS CodeStar B , AWS CodeStar &7 T E 4%
%R ( 5130 CodePipeline, CodeBuild 1 CloudWatch B4 ) 23l Z 2NN TELIEAR® | EaR
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AWS CloudFormation |2 — M THELEAGRIF-ABRNER. ETNEI NACH5HENERSE
MTEEXRR. AWBEEAMRKR (FAIEENTREE ) UREM - ETHELEAGRTIHRRRUGZA
BEEIAET RS THELEAGHNRERE—TARREHELLY , ZRRRENEREERE
TAETXN —AM B RFRTH —HERRE, SENREHSH, SNEATHENENEESEIE
PRRR , BERSETE FRNT HRFREETER. BRXERBFHAN TS , FSH

« AWS CloudFormation T#ELEAERE (AFFESHR 2018 F£12 A 6 HZHI)

- AWS CodePipeline THELEAGKR (KX FETH 2018 £ 12 A 6 HZHI)

- AWS CodeBuild THE&RRAGER ( AT EESH 2018 £ 12 A 6 A28 )

« Amazon CloudWatch Events THELEAGEKER ( KA FETR 2018 £ 12 A 6 HZHI)

HERTAERN IAM KB

NFAREFESE 2018 £ 12 A 6 HZ/GRIEMNU A , AWS CodeStar &7 N T2 Fr #4719 R 510
BRlZ—MHTAC, ZAGEANERIARNERACERE THEMNIA RR,. £V BREIIE
B, SN RIEFARN IAM € | F# H AWS CloudFormation £ KB ERFEANBRILAREXLELE
WEE , LBENRAR. EXEZER , BSHOUE RN IAM S,

FNFAREEESH 2018 £ 12 A 6 A2 AIBIER Lambda 1B , AWS CodeStar 28| —1 Lambda
RITAE , ZAGKMT — /N HEEKR , EXTXNIE AWS SAM #ik P H R IRETREMENN
R, TERFRBEAIME SAM #EiREt | AWS CodeStar 2F iR E#H Lambda U ITABRKBLULEEXNHE
BHRR (MMREMNERZIZFNRREREZ—),

IAM X BRi2 57

AFFEDR 2018 F12 A6 Bz , HEBIBRM AR , AWS CodeStar 2BIE—NEFEEREK

B , A ZREIERN IAM RO A D ELTE PH IAM B8, AWS CodeStar ERTER AR FHik
ROIEMNAE IAM EHEHENRER. NRLAERFHAGTEENREANR , EFEASREEMAN
R, SNIRKRBEENABHNIRE, XEKRE , TiCABSRMSLTANR , FHZACHEMARBELE
RATRRE AP B ENREZANEMRE, BXROATENREBNNRLANEES , FSHE IAM
RAPEEPHERITEZE,

AWS CodeStar £ A1 B 43 E WX BRI R KBH IENBR ALK BN E 2 AV EIR. AWS CodeStar X R
REEWERFEN ARN, BXILEBEBEN RS , S HAWS CodeStar H PRl R ERE,

B NARFHK (template. yml) I E RN P MIBRZ X0 B RAT , AWS CodeStar #
BREFEMIL R,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
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/1AM R ERG SRR MBI BT E

MREBEEXRFEFESH 2018 £ 12 A 6 B2 B BIZH AWS CodeStar I B |, &R ZF N RE R
AINEITE F8 IAM B8, EARESR  BiUEFERATESENLIR (XRIEWMEHFHNEIR ) LR
ENREAZWME 2ANERIR. HBUTSREAEENE ZREMEHE AWS CodeStar T ENXRA
7,

1. &% AWS CloudFormation #2#| & F # £ 3 U1 B 4y T B e AVIER. HERE R

awscodestar-project-ids.
2. EFRER , EFRRE  RIFIEREE Designer FEFR/REER.
3. ¥ E| Resources #5 , AEUIFIHREB IS U TRIBER.

PermissionsBoundaryPolicy:
Description: Creating an IAM managed policy for defining the permissions boundary
for an AWS CodeStar project
Type: AWS::IAM::ManagedPolicy
Properties:
ManagedPolicyName: !Sub 'CodeStar_${ProjectId }_PermissionsBoundary'
Description: 'IAM policy to define the permissions boundary for IAM entities
created in an AWS CodeStar project'
PolicyDocument:
Version: '2012-10-17'
Statement:
- Sid: '1'
Effect: Allow
Action: ['*']
Resource:
- 1Sub 'arn:${AWS::Partition}:cloudformation:${AWS: :Region}:
${AWS: :AccountId}:stack/awscodestar-${ProjectId}-*"

RO REEEFIH 1AM PR T BEM AWS CloudFormation 124l & B 57tk .

4, (k) MREBECEBBETHNAEFN IAM B  BEERELSE. M IAM 2EH &5 | EFMMNE
I B B9 AWS CloudFormation B ANEEREUEZEUTRBE, BUEEEHNN IAM BIFRFKE
FREE,

"Action": [
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"iam:PassRole"

1,

"Resource": "arn:aws:iam::{AccountId}:role/CodeStar-{ProjectId}*",

"Effect": "Allow"

},
{

"Action": [
"iam:CreateServicelinkedRole",
"iam:GetRole",
"iam:DeleteRole",
"iam:DeleteUser"

1,

"Resource": "*",

"Effect": "Allow"

},
{

"Action": [
"iam:AttachRolePolicy",

iam:AttachUserPolicy",

iam:CreateRole",

"iam:CreateUser",

"iam:DeleteRolePolicy",
"iam:DeleteUserPolicy",
"iam:DetachUserPolicy",

iam:DetachRolePolicy",

iam:PutUserPermissionsBoundary",
"iam:PutRolePermissionsBoundary"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"iam:PermissionsBoundary": "arn:aws:iam::{AccountId}:policy/
CodeStar_{ProjectId}_PermissionsBoundary"
}
},
"Effect": "Allow"

5. @B

\.
63

RHYIN B EEHEIEE R , LUE AWS CodeStar £ A& LR EREHNRL R,

BXEZER , BSEOWMERN IAM &6,
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AWS CodeStar EF 5 131 K #& =451

RINBERT , IAM AR M AGEEIERIEH AWS CodeStar BIRHIR. BIIEFTEEAAWS
Management Console, AWS CLIZAWS API #1715 . BIE R LM EIE IAM policy , AER AR
BRI RUNFENEERRRIITIEEN APl BE, AR5 , BEAMTUNIX LR MIEEX
LA PRAY 1AM A R,

ETHNAFERIXL RS JSON REEXHGI2 IAM ET S HHNXKRE , 38 (AM AFER) 91 &
JSON &I~ E 6| E 5K

£l

- RBREXE

+ AWSCodeStarServiceRole Z

« AWSCodeStarFullAccess &

« AWSCodeStar FiE & A K

+ AWS CodeStar i E A B KB

+ AWS CodeStar E5 & A BFKK

« AWS CodeStar TE&#THELXEAEER (AL FESHN2018F 12 A6 HZE)
+ AWS CloudFormation TYE4 T2 A &R B

» AWS CloudFormation THELEACKE ( AFFESHR 2018 £ 12 A6 HZHI)
+ AWS CodePipeline THELEABRR (A FETHR 2018 £ 12 A 6 HZHI)

« AWS CodeBuild T ELEABER ( A FEFESH 2018 £ 12 A 6 HZH)

» Amazon CloudWatch Events TELESEFKEE ( K FESH 2018 £12 A 6 H2H)
« AWS CodeStar X PRi% R KB

« SIHIEWRR

- £ AWS CodeStar ##l&

- RATASEEMIE SR

« ¥ AWS CodeStar I H

@I B R IE R R

« S5 AWS K P R EREY A P BLE X4

« ET#HEEE AWS CodeStar T H

« X AWS HERXKMH AWS CodeStar E#i
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html#access_policies_create-json-editor
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html#access_policies_create-json-editor
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S S RO

ETHONRBAEEEMARE AR, RS EREKS P H AWS CodeStar B, XLERET
RERfE AWS IKF = ERA, IR REET FHMRER , HEEATENMZ

- AWS REARBRFZAKENRFAAN - EFREASMIEARR TR , BHERA AWS £E
ARBRANFZSEILERAGRETNR, ERILE AWS K/~ hHRIIXLERE, BUUBTEVEE
TENERZRE AWS BEFEBEARKRE-DRINR. BXRESZER  H5H (AM AFE
Y I AWS EX KM TN AWS BEX KK,

- BARKIKNIR - EEA IAM policy i BNRAT , BNRFHRITESFIEHNR. At , BABEX
ERERGTUUNBERRINTHRE , SHEARENREFT, BXEA IAMBEANRHNESE
B, #ZH (AM AFER) B8 IAM R SRR FIR .

« {E8 1AM policy = #Y 54 3 — 25 PR i 175 (8] AU PR — 48 ] LA 6] 5% & 7 I 5% 44 SR BR 41 X R 4E R 38R A9 15
[, Blin , WA LURE RS REESLMER SSL XEFMEER. WRBENIZE AWS RS ( 4l
#n AWS CloudFormation ) E ARG IRIE , Bk JAMERAFRAXRE FHRSBRENHRNE. BXE
ZEE , B2HA (IAM AF#E®™) 1 IAM JSON ErTE &4,

« fE/ IAM Access Analyzer BIE#&#Y IAM policy , LAFBRINPRIY 2 £ FITHAEM — IAM Access
Analyzer 2BIEF KM B RKE , LEBRKXBERS IAM policy IS ( JSON ) M IAM FH{ESE
o IAM Access Analyzer 12 100 ZIRBRLEN TIRENEWN , B THIEZS ATsEMREAE
B, BXEZELR , EZH (IAM AFIE™E) FH IAM Access Analyzer EREEK I,

- FESEFHRIE (MFA) - IREFAANZREREN AWS K FF IAM BFRSRAF | FE
A MFARiZER2M, FETAA API RENFEE MFA , 51 MFA RERMBEHREH, BX
BEZEER , F3H (IAM AFER) FHEES MFA RIFE AP 51E,

BX IAM FHREIENESELR , F5HE (AM AFER) F8 IAM AR 2 SEXEK.

AWSCodeStarServiceRole F B

aws-codestar-service-role BRI INE /2% AWS CodeStar X EMIRFZHITIRIEN RS A
B, BRE% AWS CodeStar it , EECIZUHEREFZTACR, RECE—X, AIBZRFZA/CE , R
B R B Z A E,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "ProjectEventRules",
"Effect": "Allow",
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
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"Action": [
"events:PutTargets",
"events:RemoveTargets",
"events:PutRule",
"events:DeleteRule",
"events:DescribeRule"

]I

"Resource": [

"arn:aws:events:*:*:rule/awscodestar-*"

"Sid": "ProjectStack",

"Effect": "Allow",

"Action": [
"cloudformation:*Stack*",
"cloudformation:CreateChangeSet",
"cloudformation:ExecuteChangeSet",
"cloudformation:DeleteChangeSet",
"cloudformation:GetTemplate"

]I

"Resource": [

"arn:

"arn:

arn:

arn:

aws
aws @
aws
aws @

cloudformation:
cloudformation:
cloudformation:
cloudformation:

*

*

*

:*:stack/awscodestar-*",
:*:stack/awseb-*",
:*:stack/aws-cloud9-*",
:aws:transform/CodeStar*"

"Sid": "ProjectStackTemplate",

"Effect": "Allow",

"Action": [
"cloudformation:GetTemplateSummary",
"cloudformation:DescribeChangeSet"

]I

"Resource": "*"

"Sid": "ProjectQuickstarts",
"Effect": "Allow",
"Action": [
"s3:GetObject"
1,

"Resource": [
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"arn:aws:s3:::awscodestar-*/*"

"Sid": "ProjectS3Buckets",
"Effect": "Allow",
"Action": [
"s3.*"
1,
"Resource": [
"arn:aws:s3:::aws-codestar-*",

"arn:aws:s3:::elasticbeanstalk-*"

"Sid": "ProjectServices",
"Effect": "Allow",
"Action": [
"codestar:*",
"codecommit:*",
"codepipeline:*",
"codedeploy:*",
"codebuild:*",
"autoscaling:*",
"cloudwatch:Put*",
"ec2:*",
"elasticbeanstalk:*",
"elasticloadbalancing:*",
"iam:ListRoles",
"logs:*",
"sns:*",
"cloud9:CreateEnvironmentEC2",
"cloud9:DeleteEnvironment",
"cloud9:DescribeEnvironment*",
"cloud9:ListEnvironments"
1,

"Resource": "*"

"Sid": "ProjectWorkerRoles",

"Effect": "Allow",

"Action": [
"iam:AttachRolePolicy",
"iam:CreateRole",

ET 508 RA

158



AWS CodeStar

(AFER)

jiam:DeleteRole",
iam:DeleteRolePolicy",
iam:DetachRolePolicy",
iam:GetRole",

jiam:PassRole",
iam:GetRolePolicy",
iam:PutRolePolicy",
iam:SetDefaultPolicyVersion",
iam:CreatePolicy",
iam:DeletePolicy",
iam:AddRoleToInstanceProfile",
iam:CreatelInstanceProfile",
iam:DeleteInstanceProfile",
iam:RemoveRoleFromInstanceProfile"

1,

"Resource": [
"arn:aws:iam::*:role/CodeStarWorker*",
"arn:aws:iam::*:policy/CodeStarWorker*",
"arn:aws:iam::*:instance-profile/awscodestar-*"

"Sid": "ProjectTeamMembers",

"Effect": "Allow",

"Action": [
"iam:AttachUserPolicy",
"iam:DetachUserPolicy"

1,

"Resource": "*",

"Condition": {

"ArnEquals": {
"iam:PolicyArn": [
"arn:aws:iam::*:policy/CodeStar_*"

"Sid": "ProjectRoles",

"Effect": "Allow",

"Action": [
"iam:CreatePolicy",

iam:DeletePolicy",

iam:CreatePolicyVersion",
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iam:DeletePolicyVersion",
"ijam:ListEntitiesForPolicy",
"iam:ListPolicyVersions",
iam:GetPolicy",
"iam:GetPolicyVersion"
1,

"Resource": [
"arn:aws:iam::*:policy/CodeStar_*"

"Sid": "InspectServiceRole",

"Effect": "Allow",

"Action": [
"iam:ListAttachedRolePolicies"

1,

"Resource": [
"arn:aws:iam::*:role/aws-codestar-service-role",
"arn:aws:iam::*:role/service-role/aws-codestar-service-role"

"Sid": "IAMLinkRole",
"Effect": "Allow",
"Action": [

"iam:CreateServicelinkedRole"
1,
"Resource": "*",
"Condition": {

"StringEquals": {

"iam:AWSServiceName": "cloud9.amazonaws.com"

"Sid": "DescribeConfigRuleForARN",

"Effect": "Allow",

"Action": [
"config:DescribeConfigRules"

1,

"Resource": [

i n

iy
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{

"Sid": "ProjectCodeStarConnections",

"Effect": "Allow",

"Action": [
"codestar-connections:UseConnection",
"codestar-connections:GetConnection"

]I

"Resource": "*"

"Sid": "ProjectCodeStarConnectionsPassConnections",

"Effect": "Allow",

"Action": "codestar-connections:PassConnection",

"Resource": "*",

"Condition": {

"StringEqualsIfExists": {
"codestar-connections:PassedToService":

"codepipeline.amazonaws.com"

}
}

AWSCodeStarFullAccess FB&

£ 1%i& AWS CodeStar B | I BN AWSCodeStarFullAccess BIERBEH INRIZHY IAM AP,
WREEAATAFERES AWS Ik <BExBYATE AT A AWS CodeStar % JRTE AWS CodeStar H#1T
FMIETREE, XTREVUNEFNBRIE . T RHIR—MUKRMERN AWSCodeStarFullAccess KB
B A B, SEBRERBE R BZh#T AWS CodeStar 1 B BE R A E R T =0

E5EBRHERNERTAB cloudformation: :DescribeStacks Bt , AWS CloudFormation &
E cloudformation: :ListStacks PR,

KR FHE R
LRGBS LT RENNR

« ec2 : REHX EC2 LHIRE R L 8IE AWS CodeStar T H .

« cloud9 : ®FEH>* AWS Command Line Interface SFEME B
« cloudformation : #3%&HE X AWS CodeStar I B & H1E .
- codestar : 7 AWS CodeStar I B R ITIRIE,

ET 5 R R 161



AWS CodeStar CAPiEm)

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "CodeStarEC2",
"Effect": "Allow",
"Action": [
"codestar:*",
"ec2:DescribeKeyPairs",
"ec2:DescribeVpcs",
"ec2:DescribeSubnets",
"cloud9:DescribeEnvironment*"

1,

"Resource": "*"

"Sid": "CodeStarCF",

"Effect": "Allow",

"Action": [
"cloudformation:DescribeStack*",
"cloudformation:ListStacks*",
"cloudformation:GetTemplateSummary"

1,

"Resource": [
"arn:aws:cloudformation:*:*:stack/awscodestar-*"

]

}
]
}

WU REAEEMMBERAPRFILIGRINE, BALAEH AWS CodeStar EEIN B A €75 N1 B H
R, XLABIIZFI AWS CodeStar T B H4ESER BB HRIMNIR , BT :

- hEE
- TEE
- BEFE

AWSCodeStar Fi 5 & A K

AWS CodeStar FiiE & & & 58 L1 FI £ AWS CodeStar W1 B R R Z R #l ITFI AR HE, AWS
CodeStar ¥ CodeStar_project-id_Owner KEENATEBMEEHRIRFEIE HARK R o
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"Effect": "Allow",
"Action": [

"codestar:*",

1,

"Resource": [
"arn:aws:codestar:us-east-2:111111111111:project/project-id",
"arn:aws:iam::account-id:policy/CodeStar_project-id_Owner"

"Effect": "Allow",

"Action": [
"codestar:DescribeUserProfile",
"codestar:ListProjects",
"codestar:ListUserProfiles",
"codestar:VerifyServiceRole",

1,

"Resource": [

"y n

"Effect": "Allow",
"Action": [
"codestar:*UserProfile",

1,

"Resource": [
"arn:aws:iam: :account-id:user/user-name"
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AWS CodeStar TTHl & A R

AWS CodeStar T E B RRKBATAFSEHE , HERU B ZFIEMR. AWS CodeStar &1
CodeStar_project-id_Contributor REENATEEITEEFRIKAINIMBAK G . EFTTH
EGRIREY A P A @5 BRI A H AT E SR FIE R |, BB BRE B &

"Effect": "Allow",
"Action": [

"codestar:Describe*",
"codestar:Get*",
"codestar:List*",
"codestar:PutExtendedAccess",

1,

"Resource": [
"arn:aws:codestar:us-east-2:111111111111:project/project-id",
"arn:aws:iam::account-id:policy/CodeStar_project-id_Contributor"

"Effect": "Allow",

"Action": [
"codestar:DescribeUserProfile",
"codestar:ListProjects",
"codestar:ListUserProfiles",
"codestar:VerifyServiceRole",

1,

"Resource": [

i n

"Effect": "Allow",
"Action": [
"codestar:*UserProfile",

1,

"Resource": [
"arn:aws:iam: :account-id:user/user-name"
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]

AWS CodeStar E& & AKX

AWS CodeStar EEE A X AT HAFESR AWS CodeStar M B, AWS CodeStar
CodeStar_project-id_Viewer RBNATEREEFZEHRILFINWIMEAMKA. EEEFEHR
NREYAF AT LAEE AWS CodeStar I E , B EZERERIR |, tFoiE7 =Ml BREBA B 57 o

"Effect": "Allow",
"Action": [

"codestar:Describe*",
"codestar:Get*",
"codestar:List*",

1,

"Resource": [
"arn:aws:codestar:us-east-2:111111111111:project/project-id",
"arn:aws:iam::account-id:policy/CodeStar_project-id _Viewer"

]

},
{
"Effect": "Allow",

"Action": [
"codestar:DescribeUserProfile",
"codestar:ListProjects",
"codestar:ListUserProfiles",
"codestar:VerifyServiceRole",

1,

"Resource": [
nan
]
.
{
"Effect": "Allow",
"Action": [
"codestar:*UserProfile",
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]I

"Resource": [
"arn:aws:iam: :account-id:user/user-name"

AWS CodeStar TESTHLAREAGKKE (A FFESHN2018F 12 A6 BZE)

NFARFEFESHE 2018 F£ 12 A 6 A2 502K AWS CodeStar B , AWS CodeStar hH TELRRA
& (hAeHATERMAWS REHPNEWIERERTR ) IR ERR, HRENARBURTEFE
BWmBRE, UTREB R, BXEZEE , ESREEITELESEHN IAM K,

"Statement": [
{
"Action": [
"s3:GetObject",
"s3:GetObjectVersion",
"s3:GetBucketVersioning",
"s3:PutObject*",
"codecommit:CancelUploadArchive",
"codecommit:GetBranch",
"codecommit:GetCommit",
"codecommit:GetUploadArchiveStatus",
"codecommit:GitPull",
"codecommit:UploadArchive",
"codebuild:StartBuild",
"codebuild:BatchGetBuilds",
"codebuild:StopBuild",
"logs:CreatelLogGroup",
"logs:CreatelLogStream",
"logs:PutLogEvents",
"cloudformation:DescribeStacks",
"cloudformation:DescribeChangeSet",
"cloudformation:CreateChangeSet",
"cloudformation:DeleteChangeSet",
"cloudformation:ExecuteChangeSet",
"codepipeline:StartPipelineExecution",
"lambda:ListFunctions",
"lambda:InvokeFunction",
"sns:Publish"

]I
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"Resource": [
nan
1,
"Effect": "Allow"
},
{
"Action": [
"iam:PassRole"
1,
"Resource": [
"
1,
"Effect": "Allow"
.
{

"Action": [

"kms:GenerateDataKey*",

"kms:Encrypt",
"kms:Decrypt"
1,
"Resource": [

g n

1,
"Effect": "Allow"

AWS CloudFormation T/ELEAEFE

FNFAREFESH 2018 F£ 12 A 6 HZ/E8IEH AWS CodeStar T H , AWS CodeStar I TELEA
& (lLAEHR AWS CodeStar 1 B €2 AWS CloudFormation &R ) SIZB R, ZREEHN AR

RTENTMEFMENRFRRE, UATRRB R, BXESEER,

%O

"Statement": [
{

"Action": [

"s3:PutObject",
"s3:GetObject",

FSHAEE TELEAEH IAM K
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"s3:GetObjectVersion"

1,

"Resource": [
"arn:aws:s3:::aws-codestar-region-id-account-id-project-id",
"arn:aws:s3:::aws-codestar-region-id-account-id-project-id/*"

1,

"Effect":

"Action": [

"apigateway:
"apigateway:
"apigateway:
"apigateway:
"apigateway:
"codedeploy:
"codedeploy:
"codedeploy:
"codedeploy:
"codedeploy:
"codedeploy:
"codedeploy:
"codedeploy:
"codedeploy:
"codedeploy:
"codedeploy:
"codedeploy:

"Allow"

DELETE",

GET",

PATCH",

POST",

PUT",
CreateApplication",
CreateDeployment",
CreateDeploymentConfig",
CreateDeploymentGroup",
DeleteApplication",
DeleteDeployment",
DeleteDeploymentConfig",
DeleteDeploymentGroup",
GetDeployment",
GetDeploymentConfig",
GetDeploymentGroup",
RegisterApplicationRevision",

"codestar:SyncResources",
"config:DeleteConfigRule",
"config:DescribeConfigRules",
"config:ListTagsForResource",
"config:PutConfigRule",
"config:TagResource",
"config:UntagResource",
"dynamodb:CreateTable",
"dynamodb:DeleteTable",
"dynamodb:DescribeContinuousBackups",
"dynamodb:DescribeTable",
"dynamodb:DescribeTimeToLive",
"dynamodb:ListTagsOfResource",
"dynamodb:TagResource",
"dynamodb:UntagResource",
"dynamodb:UpdateContinuousBackups",
"dynamodb:UpdateTable",
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"dynamodb:UpdateTimeToLive",
"ec2:AssociateIamInstanceProfile",

ec2:AttachVolume",

"ec2:CreateSecurityGroup",

ec2:createTags",
"ec2:DescribeIlamInstanceProfileAssociations",
ec2:DescribeInstances",

"ec2:DescribeSecurityGroups",

ec2:DescribeSubnets",

"ec2:DetachVolume",

ec2:DisassociateIamInstanceProfile",

"ec2:ModifyInstanceAttribute",

ec2:ModifyInstanceCreditSpecification",

"ec2:ModifyInstancePlacement",

ec2:MonitorInstances",
"ec2:ReplacelamInstanceProfileAssociation",
ec2:RunInstances",

"ec2:StartInstances",

ec2:StopInstances"”,

"ec2:TerminateInstances",

"events:
"events:

"events

DeleteRule",
DescribeRule",

:ListTagsForResource",
"events:
"events:
"events:
"events:
"events:

PutRule",
PutTargets",
RemoveTargets",
TagResource",
UntagResource",

"kinesis:AddTagsToStream",
"kinesis:CreateStream",

"kinesis:

"kinesis:DeleteStream",
"kinesis:DescribeStream",

"kinesis:

"kinesis:RemoveTagsFromStream",
"kinesis:StartStreamEncryption",
"kinesis:StopStreamEncryption",
"kinesis:UpdateShardCount",

"lambda
"lambda
"lambda
"lambda
"lambda
"lambda

:CreateAlias",
:CreateFunction",
:DeleteAlias",
:DeleteFunction",
:DeleteFunctionConcurrency",
:GetFunction",

DecreaseStreamRetentionPeriod",

IncreaseStreamRetentionPeriod",
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"lambda

"lambda
"lambda
"lambda
"lambda
"lambda
"lambda

:GetFunctionConfiguration",
"lambda:
"lambda:
"lambda:

ListTags",
ListVersionsByFunction",
PublishVersion",

:PutFunctionConcurrency",
:TagResource",
:UntagResource",
:UpdateAlias",
:UpdateFunctionCode",
:UpdateFunctionConfiguration",

"s3:CreateBucket",
"s3:DeleteBucket",
"s3:DeleteBucketWebsite",
"s3:PutAccelerateConfiguration",
"s3:PutAnalyticsConfiguration",
"s3:PutBucketAcl",
"s3:PutBucketCORS",
"s3:PutBucketLogging",
"s3:PutBucketNotification",
"s3:PutBucketPublicAccessBlock",
"s3:PutBucketVersioning",
"s3:PutBucketWebsite",
"s3:PutEncryptionConfiguration",
"s3:PutInventoryConfiguration",
"s3:PutLifecycleConfiguration",
"s3:PutMetricsConfiguration",
"s3:PutReplicationConfiguration",
"sns:CreateTopic",

sns:DeleteTopic",

"sns:GetTopicAttributes",

sns:ListSubscriptionsByTopic",

"sns:ListTopics",

sns:SetSubscriptionAttributes",

"sns:Subscribe",

sns:Unsubscribe",

"sqgs:CreateQueue",

sqgs:DeleteQueue",

"sqs:GetQueueAttributes"”,

sqs:GetQueueUrl",

"sqs:ListQueueTags",

sqs:TagQueue",

"sqgs:UntagQueue"

]I

"Resource":

i n
’
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"Effect": "Allow"

"Action": [
"lambda:AddPermission",
"lambda:RemovePermission"

1,

"Resource": [
"arn:aws:lambda:region-id:account-id:function:awscodestar-*"

1,
"Effect": "Allow"

"Action": [
"iam:PassRole"
1,
"Resource": [
"arn:aws:iam::account-id:role/CodeStar-project-id*"
1,
"Effect": "Allow"

"Condition": {
"StringEquals": {

"iam:PassedToService": "codedeploy.amazonaws.com"
}
3,
"Action": [
"iam:PassRole"
1,

"Resource": [
"arn:aws:iam::account-id:role/CodeStarWorker-project-id-CodeDeploy"

1,
"Effect": "Allow"

"Action": [
"cloudformation:CreateChangeSet"

1,

"Resource": [
"arn:aws:cloudformation:region-id:aws:transform/Serverless-2016-10-31",
"arn:aws:cloudformation:region-id:aws:transform/CodeStar"

1,

"Effect": "Allow"
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}I
{

"Action": [
"iam:CreateServicelinkedRole",
"iam:GetRole",
"iam:DeleteRole",
"iam:DeleteUser"

1,

"Resource": "*",

"Effect": "Allow"

"Condition": {
"StringEquals": {

"iam:PermissionsBoundary": "arn:aws:iam

CodeStar_project-id_PermissionsBoundary"

}
iy

"Action":

na
"iam
na
na
"iam
na
na
na

1,

lam:

lam:
lam:

lam:
lam:
lam:
lam:
lam:

[
AttachRolePolicy",

:AttachUserPolicy",
CreateRole",

CreateUser",
:DeleteRolePolicy",
DeleteUserPolicy",
DetachUserPolicy",
DetachRolePolicy",
PutUserPermissionsBoundary",
PutRolePermissionsBoundary"

"Resource": "*",

"Effect"

"Action":
"kms:
"kms:
"kms:
"kms:
"kms:

"kms

"kms:
"kms:

1,

: "Allow"

[
CreateKey",
CreateAlias",
DeleteAlias",
DisableKey",
EnableKey",
:UpdateAlias",
TagResource",
UntagResource"

::account-id:policy/
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"Resource": "*",
"Effect": "Allow"
1,
{
"Condition": {
"StringEquals": {
"ssm:ResourceTag/awscodestar:projectArn":
"arn:aws:codestar:project-id:account-id:project/project-id"

}
.
"Action": [
"ssm:GetParameter*"
1,
"Resource": "*",

"Effect": "Allow"

AWS CloudFormation TELEAGER ( KL FESHR 2018 £ 12 A6 HZH )

WRIER AWS CodeStar B BEAFFESH 2018 £ 12 A 6 BzZuitlER , B84 AWS CodeStar
£ 7 AWS CloudFormation T#E&EAGAIENEKRE, TEANKEBEFHIE—NR,

{
"Statement": [
{

"Action": [
"s3:PutObject",
"s3:GetObject",
"s3:GetObjectVersion"

1,

"Resource": [
"arn:aws:s3:::aws-codestar-us-east-1-account-id-project-id-pipe",
"arn:aws:s3:::aws-codestar-us-east-l-account-id-project-id-pipe/*"

1,

"Effect": "Allow"

},
{

"Action": [
"codestar:SyncResources",
"lambda:CreateFunction",
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"lambda:DeleteFunction",
"lambda:AddPermission",
"lambda:UpdateFunction",
"lambda:UpdateFunctionCode",
"lambda:GetFunction",
"lambda:GetFunctionConfiguration",
"lambda:UpdateFunctionConfiguration",
"lambda:RemovePermission",
"lambda:1istTags",
"lambda:TagResource",
"lambda:UntagResource",
"apigateway:*",
"dynamodb:CreateTable",
"dynamodb:DeleteTable",
"dynamodb:DescribeTable",
"kinesis:CreateStream",
"kinesis:DeleteStream",
"kinesis:DescribeStream",
"sns:CreateTopic",
"sns:DeleteTopic",
"sns:ListTopics",
"sns:GetTopicAttributes",
"sns:SetTopicAttributes",
"s3:CreateBucket",
"s3:DeleteBucket",
"config:DescribeConfigRules",
"config:PutConfigRule",
"config:DeleteConfigRule",
"ec2:*",
"autoscaling:*",
"elasticloadbalancing:*",
"elasticbeanstalk:*"

1,

"Resource": "*",

"Effect": "Allow"

"Action": [
"iam:PassRole"

1,

"Resource": [

"arn:aws:iam::account-id:role/CodeStarWorker-project-id-Lambda"

1,
"Effect": "Allow"
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},
{

"Action": [
"cloudformation:CreateChangeSet"

1,

"Resource": [
"arn:aws:cloudformation:us-east-1:aws:transform/Serverless-2016-10-31",
"arn:aws:cloudformation:us-east-1:aws:transform/CodeStar"

1,

"Effect": "Allow"

}

AWS CodePipeline T{ELEABKE ( AFETH 2018 £ 12 A 6 HZHI )

MR B AWS CodeStar I H BHEAFFESE 2018 &£ 12 A 6 B ZHiBIER |, BBL AWS CodeStar
£ CodePipeline TELEAGAIENRKE, TENREFHR —INRO,

{
"Statement": [
{

"Action": [

"s3:GetObject",
"s3:GetObjectVersion",
"s3:GetBucketVersioning",
"s3:PutObject"

1,

"Resource": [
"arn:aws:s3:::aws-codestar-us-east-1-account-id-project-id-pipe",
"arn:aws:s3:::aws-codestar-us-east-l1-account-id-project-id-pipe/*"

1,

"Effect": "Allow"

I
{

"Action": [
"codecommit:CancelUploadArchive",
"codecommit:GetBranch",
"codecommit:GetCommit",
"codecommit:GetUploadArchiveStatus",
"codecommit:UploadArchive"

1,

"Resource": [
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"arn:aws:codecommit:us-east-1:account-id:project-id"

"arn:aws:codebuild:us-east-1:account-id:project/project-id"

1,

"Effect": "Allow"
I
{

"Action": [
"codebuild:StartBuild",
"codebuild:BatchGetBuilds",
"codebuild:StopBuild"

1,

"Resource": [

1,

"Effect": "Allow"

},
{

"Action": [

"cloudformation:
"cloudformation:
"cloudformation:
"cloudformation:
"cloudformation:

]I

"Resource": [

"arn:aws:cloudformation:us-east-1:account-id

id-lambda/*"

1,
"Effect": "Allow"

DescribeStacks",
DescribeChangeSet",
CreateChangeSet",
DeleteChangeSet",
ExecuteChangeSet"

:stack/awscodestar-project-

},
{
"Action": [
"iam:PassRole"
1,
"Resource": [
"arn:aws:iam::account-id:role/CodeStarWorker-project-id-CloudFormation"
1,
"Effect": "Allow"
}
]
}
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AWS CodeBuild TELEZARKEE ( A FESHR 2018 £12 A 6 HZH )

MRER AWS CodeStar T H 2 EAFFETH 2018 F£ 12 A 6 AZHIBIZER , AL AWS CodeStar
£ CodeBuild TEA R ABLIRABKRKE. THRRBESHR—NRH,

"Statement": [

{

"Action"

3 [C

"logs:CreatelLogGroup",
"logs:CreatelLogStream",
"logs:PutLogEvents"

:aws-codestar-us-east-1-account-id-project-id-pipe",
:aws-codestar-us-east-1-account-id-project-id-pipe/*",
:aws-codestar-us-east-1-account-id-project-id-app",
:aws-codestar-us-east-1-account-id-project-id-app/*"

1,

"Resource": "*",

"Effect": "Allow"

"Action": [
"s3:PutObject",
"s3:GetObject",
"s3:GetObjectVersion"

1,

"Resource": [
"arn:aws:s3::
"arn:aws:s3::
"arn:aws:s3::
"arn:aws:s3::

1,

"Effect": "Allow"

"Action": [
"codecommit:GitPull"

1,

"Resource": [
"arn:aws:codecommit:us-east-1:account-id:project-id"

1,

"Effect":

"Action":

"kms
"kms

"Allow"

L

:GenerateDataKey*",

:Encrypt",
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"kms:Decrypt"
1,

"Resource": [
"arn:aws:kms:us-east-1:account-id:alias/aws/s3"

1,
"Effect": "Allow"

}

Amazon CloudWatch Events THELEA KR ( AL FESHR 2018 F12 A6 B2
Bl )

WRIER AWS CodeStar B BEAFFESH 2018 £ 12 A 6 BZuitlER , B84 AWS CodeStar
47 CloudWatch Events THELEAGAIENEERE, TENEBERAE -4 T,

{
"Statement": [
{
"Action": [
"codepipeline:StartPipelineExecution"
1,
"Resource": [
"arn:aws:codepipeline:us-east-1:account-id:project-id-Pipeline"
1,
"Effect": "Allow"
}
]
}
AWS CodeStar X PRiz SRR B

MREBEXKEFESH 2018 £ 12 A 6 B2 /5812 AWS CodeStar BB , AWS CodeStar & 7 &Y IR
B AIENRIL AR, WREEAPFIENBRARFTME 2N ER. E-R—IISEKE , BMBENWEEM
B#. WERBHARBRTEFMIBNMERE, UTEXRB R, BXEZER , BSHRIAM BUE
BH,

{
"Version": "2012-10-17",
"Statement": [

{
IlSidll: II1II’
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"Effect": "Allow",

"Action": [
"s3:GetObject"

1,

"Resource": [
"arn:aws:s3:::*/AWSLogs/*/Config/*"

]
.
{
"Sid": "2",
"Effect": "Allow",
"Action": [
"
1,

"Resource": [

"arn:aws:codestar:us-east-1l:account-id:project/project-id",

"arn:aws:cloudformation:us-east-1:account-id:stack/awscodestar-project-id-

lambda/eefbbf20-c1d9-11e8-8a3a-500c28b4e461",
"arn:aws:cloudformation:us-east-1:account-id:stack/awscodestar-project-

id/4b80b3f0-c1d9-11e8-8517-500c28b236fd",

arn:aws:codebuild:us-east-1:account-id:project/project-id",
"arn:aws:codecommit:us-east-1:account-id:project-id",
arn:aws:codepipeline:us-east-1:account-id:project-id-Pipeline",
"arn:aws:execute-api:us-east-l:account-id:7rlst5mrgi",
arn:aws:iam::account-id:role/CodeStarWorker-project-id-CloudFormation",

"arn:aws:iam::account-id:role/CodeStarWorker-project-id-CloudWatchEventRule",

arn:aws:iam::account-id:role/CodeStarWorker-project-id-CodeBuild",
"arn:aws:iam::account-id:role/CodeStarWorker-project-id-CodePipeline",
arn:aws:iam::account-id:role/CodeStarWorker-project-id-Lambda",

"arn:aws:lambda:us-east-1:account-id:function:awscodestar-project-id-lambda-

GetHelloWorld-KFKTXYNH9573",

"arn:aws:s3:::aws-codestar-us-east-1-account-id-project-id-app",
"arn:aws:s3:::aws-codestar-us-east-1-account-id-project-id-pipe"

]
},
{
"Sid": "3",
"Effect": "Allow",
"Action": [
"apigateway:GET",
"config:Describe*",
"config:Get*",
"config:List*",
"config:Put*",
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"logs:CreatelLogGroup",
"logs:CreatelLogStream",
"logs:DescribelLogGroups",
"logs:PutLogEvents"

1,

"Resource": [

"

]
}
]
}

B T B B 7R

FRREBIH | BFEN AWS IKF HRRVEE IAM AR TR RNER | BA3IH AWS CodeStar T B By %

3
o

{
"Version": "2012-10-17",
"Statement" : [

{
"Effect" : "Allow",

"Action" : [
"codestar:ListResources",

]I

"Resource" : "arn:aws:codestar:us-east-2:project/my-first-projec"

5/ AWS CodeStar #2414

BATTE AWS CodeStar BH AT EERENR , BER , BRIFBEHF AWSCodeStarFullAccess F
BE=, AWS CodeStar ME R ABZ— (FiIEE. AMEREEE ) , B, BREERTERNEHR
MIR4E, BXx AWSCodeStarFullAccess WEZER , 52 AWSCodeStarFullAccess k&, B
XMBRINFEENEZEL , BSHE AR AN IAM KB,

XNTRFZEFH AWS CLI X AWS API AP , EENEHRHUFEEHENR. B , AR IRE
BZEHMITH AP RIEAR TRV ERE,
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ARFAFEEMITE SRR

ZORBIGLER T A R |, ARV IAM AFEER B EAF B ONNERANEE R, LRKS
FErEE A LRI REREURES &R AWS CLI 3t AWS API TR IR,

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1)

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

b
{

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,

"Resource": "*"

}
]
}

E ¥ AWS CodeStar InH

L ROIF , BFRERN AWS IKFHFHVIEE IAM AP FIHRIRER , L4 AWS CodeStar T E &
Pl HITE #R
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{
"Version": "2012-10-17",
"Statement" : [
{
"Effect" : "Allow",
"Action" : [
"codestar:UpdateProject"
1,
"Resource" : "arn:aws:codestar:us-east-2:project/my-first-projec"
}
]
}

[E1 I B 7 b0 RA B 5

HEHERGH  BHFEERTFEE IAMAFRXRE , #FEEE@WAE ID A my-first-projec ¥ AWS
CodeStar 1 B 7 iNE BA AL R KYRE S |, 1B BRTAIELE % A 7= Ml BREF RA B¢ & B BE

{
"Version": "2012-10-17",
"Statement" : [
{
"Effect" : "Allow",
"Action" : [
"codestar:AssociateTeamMember",
1,
"Resource" : "arn:aws:codestar:us-east-2:project/my-first-projec"
}
{
"Effect" : "Deny",
"Action" : [
"codestar:DisassociateTeamMember",
1,
"Resource" : "arn:aws:codestar:us-east-2:project/my-first-projec"
}
]
]
}

ET 508 RA
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FIHE AWS 0K < Briy A P BB S

FERRBIH | BRI T LEREERY IAM AP SIS AWS MK RERI P E AWS CodeStar AP ELE

XH

{
"Version": "2012-10-17",
"Statement" : [

{
"Effect" : "Allow",
"Action" : [
"codestar:ListUserProfiles",
1,
"Resource" : "*"
}

HFHZEEEFE AWS CodeStar I B

BRNUEETHONRBRERAZNE , LEETHRZEFN AWS CodeStar W B #Y AR, 1t R 451157 B3
TUAeZATEREMBNRE, BR , XHETMEHRX Owner WERNZAFPNAFEN , T2RFIL

R, BERBGER TFEES A LRI RFN S ERR,

"Version": "2012-10-17",
"Statement": [
{
"Sid": "ListProjectsInConsole",
"Effect": "Allow",
"Action": "codestar:ListProjects",
"Resource": "*"

"Sid": "ViewProjectIfOwner",
"Effect": "Allow",
"Action": "codestar:GetProject,
"Resource": "arn:aws:codestar:*:*:project/*",
"Condition": {
"StringEquals": {"codestar:ResourceTag/Owner": "${aws

}

:usernamel}"}

ET 508 RA
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]

}

B LA Z R RE M AN B 8K - A Y 1AM P, B1R B A richard-roe WAFZIAESE AWS

CodeStar T B , N A4JURE #R18H Owner=richard-roe = owner=richard-roe., & ,

?E%Eifilﬂ ZMHREHR Owner IEEL Owner M owner , RARHGRBEMTRX D K NE, BEXREZE
, BZH (IAM A1) HHY IAM JSON KB TE | &4,

X AWS FEE X KBEH AWS CodeStar E#

BEEHXAMBSTRERIXLEEHRE , AWS CodeStar B AWS HERFEHEHMMWIFHAEE., Xt
THEHEXRNBIIER , FI1TH AWS CodeStar X #4f $£ 10 F W HE LM RSS iR,

B 1, BF H HA
AWSCodeStarFullAccess BT AWS CodeStar 5[] 2023 F£3 A 24 H
KB : EH AWSCodeSt BREE, ZRBHNERE—#

arFullAccess R B , {8 & cloudformation BR 7

22 EEM DescribeStacks 2Z
HAEEE ListStacks,

AWSCodeStarServiceRole AWS CodeStar [REAEMWE 2021 F£9 A 23 H
KB : EH AWSCodeSt MO EH , BIFE 7RI FERAH
arServiceRole K BTSRRI E,

R AGEKE IF AWS

CodeStar [RFRFREHITIRIE

o

AWS CodeStar EFZIREE  AWS CodeStar A E AWS % 2021 9 A 23 H
B¢ EXNRBTAR T REER,

BEZ AWS CodeStar & 3115 8l /Y 8] &

FEALTEE RS LW FAIEEEFER AWS CodeStar M IAM B AT REBEIHY = WL 81 &,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/codestar/latest/userguide/history.html

AWS CodeStar Gl o
« RFENIE AWS CodeStar FIITIRIE

- EFEBIIT iam:PassRole

- RBEARTFEMN AWS KPR ZAWAF G REIEK AWS CodeStar iR

EFTIE AWS CodeStar F# 1T

ﬂﬂﬁﬁ AWS Management Console HiF# , BERBITENRE , BHRRENEERA I REBY., BHE
BERERHEZZIENA,

= mateojackson IAM AFZHFERARGEHAEEEX widget WFEHAEER , EFEHR
codestar:GetWidget XREY , R RELT RAIEH IR,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
codestar:GetlWidget on resource: my-example-widget

EXMIFERT , Mateo ERMAVEIE R EMERE , LA TFMER codestar: GetWidget BIELIH
my-example-widget &R

TR 1T iam:PassRole

MRBUE| —NEIR | RIPBTLINIT iam:PassRole B4 , MIAMEFHRBELUAF RS ACBERS
AWS CodeStar,

BE AWS S AP RIAACEKEEIZRS  MARUEMBESACIRSAXAE, At , L&
MEBRABEEDRSHNR,

AN marymajor B9 IAM AP = FERAEH A E AWS CodeStar RIITIRERT , 2R E LT REIEE
Ro B2, REXMEERFSACIHBRTFHWNRERES ATHITHIRIE, Mary FTEERABZIEFRSFHN
BR o

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EXFMERT , XIEH Mary FISRBE LA R F B3 1T 1am: PassRole #&1E,

MREFEHY , BHRAWS EER, ENEEARRHEREIEN A,
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REZARTFERN AWS IKF 25 \B A PG R FEEY AWS CodeStar %R

At 2—1Ae , MEAEMKSPNAFREALNNARTUERZAGKILREN TR, &7
IEERESED , AURAAR, X TXHETRFNREHTFREHFIER (ACL) RIBRS |, &7 2
158 PR 3 L SRS 1) A B 3R T X AR B B R B 1 R A

ETHREZER , BZRAUATHRE :

« BT AWS CodeStar BEXFXLINEE , S AWS CodeStar 215 IAM BL& .

- ETHINAREEEN AWS kP PR RFRREFRENE , 560 (AM AFER) PR NSRS
% —1 AWS IKF B IAM A PR A1 B R,

- ETHMMARE=S AWS K RUEESHRFENFRNE , E50E (IAM AFER) FRAE=H
BEN AWS K- R=REH ERER.

- ETHIMELFHERERIERMFRNR , F2H AM AFERM) PHALINTSHRIEN
AP ( BRBKERIE ) EHEHRNR,

- ETHEAACNETRRNRBEHTEKFFRZBENEZS , §3H (AM AFER) F8 1AM
AESETRENEBEMTE.

£ AWS CloudTrail it AWS CodeStar API

AWS CodeStar 5 AWS CloudTrail £/ , F& 2 AWS FiExKAF. A®%® AWS CodeStar BRSSP
WATRER RS, CloudTrail ¥ AWS CodeStar BIFTE APl AENEHER. BRNAAEEXRE
AWS CodeStar &l & #918 A 3T AWS CodeStar APl #EHNKBIEA, NREOEEIRICHE , W
LA CloudTrail B4 iS4E4£1%2 %) S3 12651 ( 248 AWS CodeStar WEH ) . MBEZETEERE , N
A 1E CloudTrail #H&A&FHNEHFTLIBRPEERHTEH. £ CloudTrail KEMNER , BRI UHE
FE[M AWS CodeStar X H T AER, KHIERD IP tist, MALXZHHER, BEROLZHFEURE

CIEAES

ET7#AEX CloudTrail WEZEE |, 55 (AWS CloudTrail HF M) o

CloudTrail 89 AWS CodeStar &

FEELIE AWS Ik 8T, FFEZKF £E A CloudTrail. 2 AWS CodeStar R 4SER BT |, ZESR[FIE
R1E CloudTrail B4 , HE5HM AWS RSEH—RREFESHALIER B ETE AWS K
hEE, BRATHEHEH. EXEZELR , BSHAEA CloudTral EXH L IEFEESH.

ERFZIEFE AWS KRRV EH (248 AWS CodeStar BVSE 4 ) | BRIERIR, BIAMBRT , 24
AROEZRERN |, LIRERSATE AWS Xifl, RERE AWS 2 XFIEFKAMEXEHRNES |, HF
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_compare-resource-policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_compare-resource-policies.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
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AN EEERIEERN S3 F#Ef, BALEERM AWS RS , #—F 941 CloudTrail BEH IR
SENEHBEHARIER. BXRESZER , BSRATIARE :

- BIERERBLRE
» CloudTrail XFHRFMER
* A3 CloudTrail Biti& Amazon SNS & 4!
« NS Xig#EW CloudTrail B EXHFMZANIKF #I CloudTrail B &

CloudTrail i23%Fi & AWS CodeStar #4E , AWS CodeStar AP| SZH 48 7iX gk, flam ,
DescribeProject, UpdateProject M AssociateTeamMember R/EMEH A CloudTrail B
B EREZE

BIMNEHHETREBESEXRERBFRNARGR. BOEETHBEHEUTRR

- BRECFARAFEZIIZER IAM AFREIEAXHW,
- BRERGEAACKRKSEMAFPNIGNZLEELHMN,
- HFREFHHET AWS BE K H.

BXEZER , iHS 5 CloudTrail userldentity T3,

T 2 AWS CodeStar BEX#H%H

CloudTrail BEMXHEZE—NHEZNMNHEREB, —PMEHRRIRBEMAERHN—NMER , BEEXFEXR
WigE, BENBBAETE., BRSHBHEFEWEE, CloudTral BEXHETEAA API BEANEFHE
KEBRE , Bt Te2REAZEIRFE R,

T RBIER— CloudTrail BERE , %% B EAR T IEFE AWS CodeStar #iE A #Y
CreateProject 1&4E :

{

"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAJLIN20F3UBEXAMPLE:role-name",
"arn": "arn:aws:sts::account-ID:assumed-role/role-name/role-session-name",
"accountId": "account-ID",
"accessKeyId": "ASIAJ44LFQS5XEXAMPLE",
"sessionContext": {
"attributes": {
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html#cloudtrail-aws-service-specific-topics-integrations
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/getting_notifications_top_level.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.aws.amazon.com/codestar/latest/APIReference
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
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"mfaAuthenticated": "false",
"creationDate": "2017-06-04T23:56:57Z"
},
"sessionIssuer": {
"type": "Role",
"principalId": "AROAJLIN20F3UBEXAMPLE",

"arn": "arn:aws:iam::account-ID:role/service-role/role-name",
"accountId": "account-ID",
"userName": "role-name"
}
},
"invokedBy": "codestar.amazonaws.com"
},
"eventTime": "2017-06-04T23:56:57Z2",
"eventSource": "codestar.amazonaws.com",
"eventName": "CreateProject",
"awsRegion": "region-ID",
"sourceIPAddress": "codestar.amazonaws.com",
"userAgent": "codestar.amazonaws.com",
"requestParameters": {
"clientRequestToken": "arn:aws:cloudformation:region-ID:account-ID:stack/stack-

name/additional-ID",
"id": "project-ID",

"stackId": "arn:aws:cloudformation:region-ID:account-ID:stack/stack-
name/additional-ID",

"description": "AWS CodeStar created project",

"name": "project-name",

"projectTemplateId": "arn:aws:codestar:region-ID::project-template/project-
template-name"

iy

"responseElements": {
"projectTemplateId": "arn:aws:codestar:region-ID::project-template/project-
template-name",
"arn": "arn:aws:codestar:us-east-l:account-ID:project/project-ID",
"clientRequestToken": "arn:aws:cloudformation:region-ID:account-ID:stack/stack-
name/additional-ID",
"id": "project-ID"
I
"requestID": "7d7556d0-4981-11e7-a3bc-dd5daEXAMPLE",
"eventID": "6b0d6e28-7ale-4a73-981b-c8fdbEXAMPLE",
"eventType": "AwsApiCall",
"recipientAccountId": "account-ID"
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AWS CodeStar By & I8 F

AWS CodeStar A7 E{A AWS &t RIASEE R,

BXBESAMITIEEANAWSERS IR , FSREAMITUEEAMAWSES . BX—KRIE
B, BZHAWSEM ML,

BT LAERA AWS Artifact FTEE=ZFFitikt. BXEZELR |, S T AWS Artifact FHIIRE

AWS CodeStar Ry # B ik 2 gE

AWS£ IKEM R EESAWSXFMATAXHE, AWSKERHUZSANEME LMY BARENTAKX , X
LEMAXERERK, FHESATRESHMEGSERE -, MRTAKX , BRI MRAEE T A
Xz BTt B RO REEBHNARFNRERE. SEANENHSMREFOEMIREHEL |
TARERESHN AL, REENTT BX.

BEXRAWSKIBHMATARNEZEELR , S HAWSE REM & HE,

AWS CodeStar PFHVEM T £

ER—TIRERXIRS , AWS CodeStar F AWS £ERMEZELZ LR, HX AWS Z2 RS UK AWS
MERPEMEHNER , BSHE AWS =24, ERBEMIRERZ S RKESSRIRITEN AWS 38 | &
S (L& MZHE AWS Well-Architected Framework) H#) ERHZ R

ISR LAMER AWS R HY APl i B M4 15[F] CodeStar, B\ IMMAMRIFUTRE

« FREZEMP (TLS) BATERFERH TLS 1.2, BiUEA TLS 1.3

- EXLMEFERKRE (PFS) WEBEM , #ilin DHE ( I8k Diffie-Hellman ) 5 ECDHE ( It B4 [E B4
Diffie-Hellman ) o KZHIAKRE (W0 Java 7 RESHRA ) BZFXLER,

o, HIERFRIZS ID M5 IAM ZRAXBKNBEZLRIZARNERBTESR, REF , LA LUE
FA AWS Security Token Service ( AWS STS ) K If BT Z & Z IR FERH#TES,

FIABR T , AWS CodeStar T 2RERFRE. A AWS CodeStar BRI B H @2 BB FT
M, BRIEBFHEUES Amazon EC2, API Gateway = Elastic Beanstalk B4 [EiR B, X2 EEIR
T, B LURIEEEIS Y Amazon EC2, API Gateway B Elastic Beanstalk FE 5 [RIZE |, 2IEE
PR B BEBMIGIA,
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https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://aws.amazon.com/about-aws/global-infrastructure/
https://aws.amazon.com/security/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/infrastructure-protection.html
https://docs.aws.amazon.com/STS/latest/APIReference/Welcome.html
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ERINER T , AWS CodeStar A% #F VPC i = ( AWS PrivateLink ) , {E& T LA EZEI B &R LB
BiZX#E,
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(AFER)

AWS CodeStar A #Y R &l

TRNET AWS CodeStar FRIFES], AWS CodeStar 4k #i T1 B AR H it AWS RS .
PR&EIMAE LA LIER, BXxTUERNREHEINES ,

B &

— N IAM AP AJLAE T8 AWS CodeStar I B
5

H ID

B E &5

7= m iR

AWS CodeStar 11 B A Y = BA 5% &

AP EEX 4 FH RSB

X LRSS
BHZB AWS RS BR.

—/N AWS Ik P R EY R KT E #8333, SEBR
B il R L At AR S5k B I A 4% 31l T 3= (51 N SR Y
AWS ik 7t B9 CodePipeline IR K EE
).

BENEME IAM AF&RZ 10 1

— N AWS IKFRREYIE ID 47—, R ID
HNRELREDN 240FFF , BFEET 15 1
F. RTNFHEE

BHRFRF - (BT )

TRAEREAEMATR , IXREFR, =
B (AR). @S5, _(TX%),

B EMNKETEES 100 MR, BT
BELAZERRIT X HEE.

ERFAHEE , KEE 0 2 1,024 NFERFZE,
PR R AEN.

100

ERFAHLEE  KEE 1 5 100 MERFZHE,

EREMBAELEE —NFHF. ZFHTEER
ik, EREBMTBEUZERITXRERE,
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https://docs.aws.amazon.com/general/latest/gr/aws_service_limits.html
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P P BC B 324 A Y B F R A st b B FHR it MM B E — 1 @ HUBRET
REER

% AWS CodeStar HE& G RIMXER, BRIKF 15 AWS CodeStar Z#F8& & 17 B 7~ #6E A it it
i) A BR 2, I3 BF 15 1] 4% R HEEIE, REICE AWS CodeStar A T 181K
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IAM & FinE IAM AENEAEERBTINZTRS
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(AFER)

WEEHEBR AWS CodeStar

LATEEaI# B4 AWS CodeStar FEY & I ja) &,

FH

- MBBIEAM : REOIEWE

- MEGE  BENETBNEEPZHIRE Amazon EC2 FLiERt , Il —MEIR
- TEMIER : ©MBR AWS CodeStar B H , B & FRNHEE

- FRAEELRM : TEF IAM AR El AWS CodeStar I B #7119 I BA

- HEXK  RESHAFEEHE AWS CodeStar I B

« BEEAR  RESOASTETHRREIE AWS Cloud9 S5

- FEAWK : BRE S AFAILBIE AWS CodeStar T H , BEEZEETH AR

- BSACHE . BAERSAE

- BFAGRE  REFABTHIIRE

- MBA®AE : AWS CodeStar 11 B FHISEHIRY AWS Elastic Beanstalk iz TR & kW

- MEAGRYE : A ACERIRRE

- BV B : TEEZE JRA

* GitHub : A RIFRENRRALILE, BBRKIG

« AWS CloudFormation : H FRANIR , #HRSIE S ER

« AWS CloudFormation X fE Lambda 1T A& LT iam:PassRole
« TR GitHub FHEFERIEIERE

IE AW : REZETE

B EREHCIBRIAEN , £FI —FRIEHUEXMWER.

ARENEERE  SHAMNEELRES :

o Hik ID WIE EFETEN AWS IKF P |, BRIGEN T S —1 AWS XiFiH,

. AT R AWS Management Console # IAM fI R E A 8IET B FRE R

+ AWS CodeStar REFABHRD —NRZNFIENR,

s BEFFTMEN—NRSNERENFARS (HlI, X IAM AN EF SERKEE
&R CodePipeline FHEERIRE ) .

. Amazon S3 7

TIE BRI : REJETE
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EREBIMB 28, FRIFEEER ST AWSCodeStarFullAccess RN ATEN IAM AP, BXxE
Z{ER , 53 H AWSCodeStarFullAccess F B,

EREWM BN , HHER ID 2K— , HEHZE AWS CodeStar R, #HFH4E1EH AWS CodeStar
would like permission to administer AWS resources on your behalf £i%4E,

EHEHM A |, FITFF AWS CloudFormation ###1& , A ZZIXGIENIN B LB HK L REERE
BRI+, — /B TR SN K., KB awscodestar- Fk |, JFIRM A 1D, HEARATRE(L
F Deleted FEEME T, EFHRBH D AEMRKBOE B H Y IEERIX L & M A R E 5 H /9 @3,

UH eI : REEMBENEIEPZHSE Amazon EC2 BLERT |
H I — AR

IR : 0B I BT EFRE Amazon EC2 EL BT , BEE —FREREESRELED , A BTE
BSERIE .

ARENEERER  SEEREENKRELRRESR :

« AWS CodeStar 1 B ##xF# VPC ( BRIA VPC =4%E Amazon EC2 Bt ErtE K VPC ) EF LT H
SEIFER , FETRAEMAFRXIFZEMIRE, BFEES —PEHIEBERS —1 Amazon VPC,

- BH AWS K% HE Amazon VPC, ZRTEECMIBRERIA VPC , F B RGIZEMEM VPC, Bid
https://console.aws.amazon.com/vpc/ FTF Amazon VPC 2% & | iR &K VPC , HIAREDE
E7T—/ VPC, MIR&E VPC , FRIE—1 VPC, BXEZELE , 55 Amazon Virtual Private
Cloud 8% ## Amazon VPC AIJ$ER,

« Amazon VPC & EFAFMN, HERE—NVPC , HERZVPCHUEFN, BEXxFEZER , HS
7 VPC FF M E A 500,

O

I B MR : S MBER AWS CodeStar B |, B&BRIEE

A& . EMBER AWS CodeStar T E , ERZIM B IR ERDEFEE. RIAERT , ERBRIE
Bt , AWS CodeStar BRI B #IR. BIfERA P& MR TREEE , FLRIR ( HlI0 Amazon S3 77
) RRE , AN EEE TR EEIE.

ATBEMIEE 18 1E - FTFF AWS CloudFormation #2#l& , AEREATAEIMBE N — B AWS
CloudFormation #1%, ##%Z# 2L awscodestar- 3k , FIRIE ID, XML AL F Deleted
FIENET, EFESHKRIRNEHURINIMEB QIR RR. EELIET AWS CodeStar T B 1Y
AWS X A EIERITHESE |, RS FhMFRiXLE R,
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https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/AmazonVPC/latest/GettingStartedGuide/ExerciseOverview.html
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_Subnets.html#vpc-subnet-basics
https://console.aws.amazon.com/cloudformation
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A RERE VI E RRSHE

+ Amazon S3 A —ANHZ N B FEH. SHMIEB ®IEFRRE , Amazon S3 RV E F#EEIE
R BR S<BX Y AWS ZIRUA K AWS CodeStar I B &% 1E fg T2 M BR.

A AT MEITFF Simple Storage Service ( Amazon S3 ) ##I& : https:/
console.aws.amazon.com/s3/.

« CodeCommit F I B MR F 6

$TFF CodeCommit %A (https://console.aws.amazon.com/codecommit),

+ CodePipeline R Il B W EE,

£ https://console.aws.amazon.com/codepipeline/ 3T FF CodePipeline & &

« CodeDeploy F iy N AREF MBI EEA,

M https://console.aws.amazon.com/codedeploy/ ¥TFF CodeDeploy & #15 .

« AWS Elastic Beanstalk A #I R T2 F F KRBV ERIE,

M https://console.aws.amazon.com/elasticbeanstalk/ 3T FF Elastic Beanstalk ##|& o

« AWS Lambda FRI B,

B https://console.aws.amazon.com/lambda/ ¥ FF AWS Lambda &1 5
+ API Gateway F#— =21 AP,

iTFF API Gateway ## &5 , M4E) : https://console.aws.amazon.com/apigateway/o
© IAM FH—PMHZ 1AM RBEHAE,

&% AWS Management Console , A58 A TMuLITHF IAM $#2H & - https:/
console.aws.amazon.com/iam/.

« Amazon EC2 H ) —/ 3241,
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User: arn:aws:sts::id:assumed-role/CodeStarWorker-project-id-CloudFormation/

AWSCloudFormation is not authorized to perform: iam:PassRole on resource:
arn:aws:iam::id:role/CodeStarWorker-project-id-Lambda (Service: AWSLambdaInternal;
Status Code: 403; Error Code: AccessDeniedException; Request ID: id)
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{
"Action":[ "iam:PassRole" ],
"Resource": [
"arn:aws:iam::account-id:role/CodeStarWorker-project-id-Lambda",
1)
"Effect": "Allow"
}
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