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WMRMARTEERE , MFBKR AWS Support , FRIFEEIRE LESTHIRERS (0S ) mERKUATHE
HAR,

Linux/Unix

« HERIRETHITHRE (CLI) FIRELIP thut MR HEE, RIEMEFEO RS EDE IP ik | LAIKREE
HRFEBSHMNEEERIAMK A BRIAK A,

ip address show
ip route show

- BEF , MRRFERTE iproute2 B ip S FA AR, BEANUTSHS

Ap

ifconfig
netstat -rn

« W% DNS fRE21EE. SR ETRH N nameserver XEFFF LM IP ok,

cat /etc/resolv.conf
o WEEREENANEH, & default_gateway_address E# R 2 EAERIAF<E IP it

ping -c 5 <default_gateway_address>
ping -c 5 s3.amazonaws.com
traceroute s3.amazonaws.com

o WEHTTPS EEMNHNHH, U T SMNERKHE Amazon S3 K HTTP 200 OK ME R,

curl -i https://s3.amazonaws.com/ping

Windows

« EMTRRFTIREIP ik, BREAH DNS RERERE. RIEIMKZIFEORBTECHE IP tit, 2EE
PB S DNS RS2 , URBHARFREBSHANEEERIAM Kbt I BRIAM A,

ipconfig /all
route print
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- ERPRETIETREEREZN XMW, ¥ default_gateway_address ik 2 B A BRIAK
XY IP bk,

ping <default_gateway_address>
ping s3.amazonaws.com
tracert s3.amazonaws.com

« 7 PowerShell R E HTTPS EZEN XMW EH. UTHSNER HTTP 200 0K MR,

Invoke-WebRequest -Uri "https://s3.amazonaws.com/ping"
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- £/ AWS CloudTrail Z& APl MIAFEs) BidlkidF. BXEA CloudTrail lRERKEIR AWS JE3H
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BT,
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EREYREERALIREES AWS RSN AR, BBV ERERBERINE (HWTLS 1.2 M
1.3 ) E#EE AWS BR%5.

fflan | @I FE Amazon S3 FERREEFEH aws:SecureTransport & , NERABET
HTTPS ( TLS ) BUNZER: , MM TENFE B R P AT Ro

{
"Version": "2012-10-17",
"Statement": [{

"Sid": "RestrictToTLSRequestsOnly",

"Action": "s3:",

"Effect": "Deny",

"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/"

1,
"Condition": {
"Bool": {
"aws:SecureTransport": "false"
}
1,
"Principal": "*"

]
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BRFBEHNAFER | EALIEF AWS Management Console 2 AWS 5T, BXREFET AWS #Y
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MRELUEBREFNIGE AWS |, Il AWS FREEARHEFRXITESD (SDK ) MasHTRME (CLI ) , AERE
BENELEUNRFREBENER. NREFRER AWS TE | MM BITHERER. BXxFEAHE
ENSZETEEERNESER , 5250 (AM AFER) FHATEE API BRI AWS LA
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PREIENES.

RE &40

FERBEXER  ERAKRAFS (2RFTEEEABRANRNARS ) §8EARS S HRIENS B RHARE
Fr, DAMERA Im R EUESR TG R AWS BRSS .

ReEsMEXELULAFBE R, Web H1RMEF. AWS Directory Service, Identity Center B 3kH#Y
BAF , MEAFERES S OREMNEIERGE AWS RFHAF . HEKE5415R AWS KPR, f
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EEFREBIHRINE , BWWEFER AWS IAM Identity Center, & A BLFE IAM Identity Center AR 813 F
FHME , S EEARSEEECSHNEMRFN —ERAFPNEAUBMAE AWS KPR AERERA.
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Em PN TEEKPESIENAS , NESENEMFRZH,

IAM AR —NMEE—H IAM AR B K, BFeEEREAN S HESR. BUFERAR—XIERZN
BAFRIEENR. MEEXERAF , FRATUERMERRFNR, flin , BuEEE -8R
IAMAdmins B4R , R ZA R FRUEE IAM &R,

AFREAGFE., AFE—ESEMNARBRNARFXEK K MAREEILEECHNEMAKRA. AFE
BAKANKBEL K mAeRHRNZE. ETHEZEER , BEZH (AM AFER) 98 1AM AR
RS ESA

IAM B

IAM B AWS IkFHEERENRNE M. BELT IAM AR , EEREARTKEK. EE AWS
Management Console @A X A IAM A€ , AIAMNAFYIRE IAM B (258 ) . BaLliEA

AWS CLI 5 AWS AP| BERERABEXMIUURALAR, BXEABECNFENESER | BSH
(AM AFER) PR ABEBN S Z.
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, mZHE IAM AFER) PRHNE=F SO REBUERAE (KESHRIE) . ﬂﬂ%i&?ﬁﬁﬁ
IAM Identity Center , NI ZEEFRENRE. N EFHENSHEHTEMRIUEETRIHERANE ,
Identity Center FHXPRES IAM A B BHEXEK, BXNRENEE , ESH (AWS IAM Identlty
Center AF1EF) FHNRE,

- et IAM BFRGR : IAM AR ERA IAM AFS AR | LERREHNBEESHNTENR,
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- BRSFIERE : B AWS REEAHEM AWS IRF P, fll , YEEENRSHHTRAR ,
ZRFBEE 21 Amazon EC2 Hi21T R AEFZE Simple Storage Service ( Amazon S3 ) H 17
NR, RETEELFEARERANEANNER, FARSAGSHEARSHEXABRKNITILESE,

« RRBFIRE (FAS) : HEER IAM AP A GE AWS FIITRER , LREANEE, £
RELRSE , BURSHIT—MRE , ARRBREEEMRSHED S —MEE. FASERAE
FEA AWS RFHNR , FEERHB AWS BSS , A THERFAEER. REERFBRIFES
Htt AWS RS R FRREFRETAREFRE , F2RE FAS #HR, EXMIBERT , BL4HER
WATXRBURENNR. BXAKH FAS BRIETWRIFEE  FSRAER TR 21E,

- BSAG - RSALERSAREELNIKS PRITREM D RN IAM BE, 1AM EE R ATLE
IAM FEI2, BRABBRESAC, BXESER , 28 (AM AFERE) 9 6IER AWS AR
FSERRENEE,

« BREHEXAE  REHEXACRE AWS RS KB —MERS A, RETUARARKRERITER
AR, BRSEXACERELN AWS K/ 1, FHRZBSHE. IAM EERATUERET
REmIEIRSS X A BHNR,

« ¥ Amazon EC2 LIEZfTHINARERF : B UER IAM SE&EE#E EC2 X6l LZ1TH K H AWS CLI
5 AWS API RN AR FI IR EIE, XL THE EC2 KR F#ILAER. EF AWS A6
B4R EC2 EPIFHEEX ZEPINFIERAREF A | &7 L6 — B inE 3K 6l 8y 3K 5 B & XX
fro ZPMBEBXHETE/E , HE EC2 P LZTHEFEBREENEIL. AXESER , F5
59 <IAM AFiEr) FER IAM A8 EHE Amazon EC2 L6 LiETH M AREF & TR,

£ F SR E IR 17 )

R RI R RBEFRFEM IR AWS BHHAIR , Li=E AWS R EHE, KR AWS FHRXNR ; £5
SORAREREKEN , REEXLENWRR, £X4 A/, BAFIARLE ) RHEFERR , AWS
X LR, REPHINRBERALTERELER, KSHEME AWS HFM#H JSON X
B, BHX JSON RBXHENEHNNENESZER , 28 IAM AFEEHH JSON FREEEIK.

EE R WLAER AWS JSON REERIEEHERRIBEFALARNST. WHEY , WA EAET X LARIFRR
1THRE | UREMALAFHTNIT.

RABRT , AFNAERENRR, ERTHPNARERRRTRENNR , IAM EE 7 62
IAM K, EERABETUAEAENMIAM K , BRAIURABE,

IAM SREEE IRERNNR , TXFEFERAMR G EZHITRE. 0, RIREF—NAY iam:GetRole
BRENKK, EEZFERNAF UM AWS Management Console, AWS CLI 28 AWS API 3XEXE &
1%’%‘0
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ET 508K

ETEHNRBETMMESZH (0 IAM A, AFASAE ) 1Y JSON SRRREE A, XLRE
EHERFMASAEMPRA TN BLERRIITHBERE, ETHRNTOERET HHRRE  FSH
(AM RF$Em) FHVEAESEERBE L EE YL IAM IR,

ETEHNRBALR -SARNAKRKEREEX KK, ARKBEERALENAS, AHABH,
RERME ALK MNE AWS K- d S A/, ANAENMYRRK, EEARKIE AWS £ER
RBEMEFITERE. E7THIOMEEERBNNRRE 2 BHTERE S0 (AM AFER) #
MERERBENKER 2 AHITER,

BT HRM R

BT RN RHNE ARG JSON BHH, BT RRNERNTHDIE AV £ 6 EERRT
Amazon S3 MR, EXRETARNERNESS® | BSEER TUEACNRBST K2R
WOV, X T2 ELeh B AN SE R MO SR | SRR TE SR 4 A LR SR RAT IR R AR U R A A S
THAT. BAMEETARNERERIEEEMH, TATLAEKS, AF. A6, BSAFARAWS K
%,

EF AR MR T RS RN, STREETARNERSEARE IAM ) AWS &
RHE W

HEEFIF]R (ACL)

RRHE SR (ACL ) BHHLEEAE (KFKA. AFSAR ) ARGARAR. ACL EETHFNE
BEREL , REEMTEEM JSON R,

Amazon S3, AWS WAF #l Amazon VPC 23X #F ACL MRS R"6l. ETHAEX ACLMNESEE | 18
2% (Amazon Simple Storage Service FF R AR IEE) FHITIFIZHIZIER (ACL ) BiM.

AT

AWS ZHEFNE, TAERRRKRE, XERKRBALIREE R AR G ER THHRAN
PR,

- RRLA : NRLAAR-IERBE, AT REETSORERBALN IAM K& (1AM BFHA
&) BFHNRANR, BANXERENRILR. SEEZRNREXECET HHHRBERENRILR
MRX%&E, # Principal FEEAFRAGHETHRNRBAZINRD A RS, F-TREFHE
ANELFEZ AT, ARANRLANESEE , FZHIAM BFEMFH 1AM EERRERD .
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
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- IRF1EHIZERE (SCP ) - SCP 2 JSON KB |, #8E THLRHHALH T ( OU ) &£ AWS Organizations
FE R AR, AWS Organizations FRE AL DA FMEFEBEN DL IBEHNZND AWS KF K
Fo MRELALANEBATHAERME , MAXNEERRLIPK - B ARSEFIKE (SCP ). SCP R
TR AP (SEENAWS KFIRAF ) WRBR. BXELT SCPNEZER , HSH
{AWS Organizations AAF{EmM) I ARSIZHIREE,

- BIR{EHFIKEE (RCP ) - RCP 2 JSON KB , B ERACINEEKF FERNKARANER , ™
TEEFHHMBERENENERN IAM KEE, RCP BRH| T KA. P ERNNPR , H laES 0
54 (3EAWS KFRAF ) HERNER , TieXEHHRERE THEMNAL, BX Organizations
M RCP ( @¥EX¥% RCP Wy AWS [R5 5%k ) WEZER |, i5Z 1 (AWS Organizations User
Guide) HHJ Resource control policies (RCPs),

- 2EERE  RERBREIAEURELSANBERKRES A/ IR 2EMEN SBUE BN S KK,
GZROFENNREAFIAENETHHNRBNS BRI RE, NREAILUKEETHRER
B, E—URBHPNEXNELFEEAN. BXREZER , H5H IAM AP EEPHSERE,

ZREERE

SN RBEPWRBEEA T —MERE , ERORREMERNENRE, ETH AWS NABEED K
SMERBERENREATER , BSHIAM A EE PR RE T EEE,

HREERLRNAE IAM BES6ER

EER IAM EEN BFEE WA RN G RRRE , ERZ% T BHL IAM Zhee v A THIEA WML IR.

IAM i BEERAR IR
ET 5 H0RMK 2
BT R RM &
HERAE =
B BB =
R R 2
ACL :

ABAC (REEHRIFRE )

7|
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_rcps.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html

AWS BifE &L iR RAriEmE

IAM 431E BIEEmAR IR
F AR D
BEAe %
RFZHEXAE =

EARBTHEBEERMAIREMEM AWS RSUNAEXRZEH IAM SHEEEEER |, 558 (AM AR
B R EA IAM B AWS RS .

HiEEwLRET BRI RE

XBETHEHRE : 2

ETHONRBETMMNESM (W IAM AP, AFASAER ) B9 JSON RRRM I, XLRK
EHAFANASAEMAMES T BLERFNITHLERE, BETHRNTEETSHNKRE , 5K
(AM BFiERE) FEATT EEAFRE LB E X IAM &R,

LR IAM BT 5 HHRN | EANERAFRIELWRERNDRUR A FRELRIENRIE, ©
FEREETSONERPEETS  RACEATEMNGALRAE, BTHTE JSON HHh(E
RWFAERTE  WEH (AM FFHER) B IAV JSON S THEEI A,

HFEABLIRET 5080 KRG

EERUFEARLRET SHNRBN RS  F5H AWS BIEERLIRE T 5B KK R,

BEERLRANET RIRYRE

XFETRRRE : &

ETRIFHREE M N FRAY JSON KM, ETRFMNRENRESE IAM ABEERKEM
Amazon S3 FHRMERE., EXFETHRNRBHRS T , RSEE R JMER CINREHII 4 E R
BREVEE. N THEERMIMKRBEHO TR , REEE IS EEMAE AN 2R RNTHREREAREF LSRN
THIT, BLTEETRFENRBHRIEEE AR, TETULEKS, AP, A6, REAFH AWS R

Fo
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
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ESABK/ER , SR LHEANKSSHEMKS P IAM XEEEANE T RFRNREHOEE, &

SRS ERFMBETRFENRBARBUGEXRRIEN—¥ME. HAEEMERLT RN AWS
BKF e, MEEKF P IAM EERESARTEAIE (AFRAE ) WEFRHHENR, MH14]
BEFETSMNRBHIMBIKNEUR TR, ER , RETHRVKBEDE —NKS R EERT
WERR , WFREZINNETEONRE. BEXESER , 558 (IAM AFERE) P/ 1AM B8

B K = B R 5 ]

AR WA IRRY R IRE
XEFRBEERE R

EIE R A LAER AWS JSON REERIEEW ARG AT ARR, B , B EET X LT IFRR
1THRE | UREALAFHTNIT.

JSON ZKHEHY Action TEMEARTATERP AIEL L RNRE, KEREEEEXREKN AWS
APl BERE. B—EHINER , HlIRBTE APl RENNBRNR RE, & -LREFEETRMK
PRITSNMEE. XEMIRERINERERE.

ERE P IS REURFIITRERBENR,

EEENREARAKIRIRIENTIR , 538 (Service Authorization Reference) H1# Actions Defined by
AWS Data Transfer Terminalo

HEAMAETHRBREERENERAATIR

datatransferterminal
EEaMEAPEESTRE  BERAESFHelRT.
"Action": [
"datatransferterminal:actionl",

"datatransferterminal:action2"

]

ESERREEHARETEONRBIRG | H5H AWS BEEAKIEET SRS R,
PR RMA RN R ER
TEHEBRR . 2
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_your_service.html#your_service-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_your_service.html#your_service-actions-as-permissions
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EE R WLAER AWS JSON REERIEEHERRIBEFALARNST. WHEY , WA EAET X LARIFRR
1THRE  UREMALAFHTNIT.

Resource JSON KB TEZREEQMHENAREN —IPHZ IR, BIHXHEBE Resource H
NotResource THE., EANREXE , EFEHAHE Amazon BEEF (ARN ) EARR. N TFIXEFHE
BREE (MABRRER ) BIRIE |, BT LURITILRE,

HTFZHRBRRIURNBRME ( WFIHRE ) | BEAERY (*) BREANATHRELR,

"Resource'": "*"

EEERREARARNARRERE ARN 1931k , 1S (Service Authorization Reference)
B Resources Defined by AWS Data Transfer Terminal, 2 7 & 0] LUEF BLEREREES N ERN
ARN , 2 AWS BiE& ML IRE L BRE,

EERREARLRET HONRBN TG , HSH AWS BFEEAALHE T S HHNRERE.

BEE WA IR R R R

XEFRETRSHRESRGR : B

EE R WLAER AWS JSON REERIEEEHERRIBEMFARNST. WHAEY , WA EETT X T LARIFRR
1THRE  UREALAFHTNIT.

£ Condition Jt¥& ( = Condition R ) & , AL EBAERMNEH. Condition TERWIE
W, BUNUEFERAZGZER (W, EFTHNT ) BEHRER , UERBPHNFEESERPHE
FITEL

MREE—MEAHIEEZN Condition THE , FEES Condition TEHRIEEZNE , I AWS
2 AND ZEIFEE . WRENBENRKHERIEESNE , W AWS FEHZ5 OR EERIFMEE
. EEFIBEUNNE 2B ATH EFTENSME,

EEESRGN , St aUER SVSTE, flin, REEFEH IAM BFEHRIE IAM Bt , 8 8ER
HRFIHEBRBREHONE, EXEZEE , SR (AM AFERE) BH IAM R TE - TEFHRZ,

AWS XEF2RFHBVRBETRSHZMHR. EEFME AWS 2REZMHE , F5H (AM AFE
) P AWS £FHEMA LT XHE,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_your_service.html#your_service-resources-for-iam-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_your_service.html#your_service-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_variables.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
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EEERREAMARKGBMNIGIER , BSH (Service Authorization Reference) H#Y Condition Keys
for AWS Data Transfer Terminalo, BT 2 0] LA BRLRERGRERAKMR | BS AWS BUE®Z
£ um E LAV 1E,

EERNEAALRET HONRBNRG , HSH AWS BFEEABLHE T S HNEERE.
BiEEmLIRPRY ACL

*EACL: B

mEEFIFIR (ACL ) EHIBLEAE (KFARA, AFRAG ) ARLARKR. ACL EETHIRAEK
B3R EL , BEEMAER JSON MR,

B BIEE m L umidt 1T ABAC
% ABAC ( EBFMRE ) : &

ETEMMGRES (ABAC ) B—RERNERE , ZRKBETEMERENR, £ AWS 1, XEFEMH
MAIRE, BAILURFREHIINE] IAM SSHE ( AP RAR ) BURk AWS BiR. #RZSEEMRIFER ABAC
ME—H, RFIRIT ABAC Kl , SIETHENHFRE SN2 15 R R FRE B A R RE,

ABAC HIREBKWIMEHIERH , AERKEELFEBAER T AT R ER .

ERETHRZEGHERE , BMEEMFEH aws:ResourceTag/key-name, aws:RequestTag/key-name
% aws:TagKeys FUHBERMBANZHTEPREFRZIER

MRENMRSN TENRARREBEIGAEX = &MER  WNTZRS , ZEAR. IRENRSX
NTEHIRRREIGAMEX =GR, WZENBD

BX ABAC WEZER , 5K (IAM A 1ER) FHVEM ABAC BRRNEXRR, BEEFIRE ABAC
S|OHE , FSH (AM AFER) FHEAETEMA T RAREREZES (ABAC) .

T B35 1% a0 48 Ui o 66 A i B A E
XGRS : =R

HiEAWS RS L FERAIGRETIERZRNTEEEIR, EXEZELE |, 81 AWS RS 5iGsHEIE
BEER , 555 IAM BFREESER IAM B AWS RS,

MRERFEH AP S MZEmHAEMS EEFXE AWS Management Console , A £ I i &EIE, 4l
W, YIEERRLTIMNE DSBS (SSO) gEE AWS B |, ZEENESIBIGREIT., MEUA
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https://docs.aws.amazon.com/IAM/latest/UserGuide/list_your_service.html#your_service-policy-keys
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_your_service.html#your_service-policy-keys
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_your_service.html#your_service-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_your_service.html#your_service-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
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FEOERESNE , ARRACN K28 RIGNZIE. BEXURBENESEER , F5H
(AM FFisRE) MRS IRE IAM A6 (258 ) .

AT LAE A AWS CLI 2 AWS API Bl IGEHEIE, 2f5 , S AMERX LiFatEiEi5E
AWS, AWS BWEHTER G EILE , MAREAKBPIHRZH. BEXEZELE , 58 IAM F1
IS Bt & 2 &I,

BIEE R um Y 5 IR S =X BR
TEERBELE (FAS) &

HEER IAM AFRHAGBE AWS FIITRER , ZREANEEK, EFARLRSE , BAELIT
—NMEE  RBRRFEEHMERS PRI 5 — MR, FAS ERAEMAEA AWS BRSHNR , 5518
REY AWS BRSS , B RS R EER. REERSVIFTESHM AWS BRSIERXE S BETTRAEY
BERE, F2KE FAS BR, EXMERT , ELAEFRITXAIURENNR, BXAKH FAS R
ERREEE , TR TR L,

BREARARNERSAE
XEREAR &

RE AR -—TRSEE, KRRENTREN IAM A€, IAM EER AL IAM PO, SRl
BRESAR. AXESER , 2R (AM AFERE) FHVEIER AWS RSZERIENEE,

/A Warning

FEURSACNNRABRSBABIBEE LRI, NIABEARRGRREHREXESH T RE
RS AE,

BREAMARIRSEXA R
XERSHEXAG &

BRSHEXRABR—TE AWS IR HXNERS AR, BETURARKRENTRENAR. RSEX
AEERELN AWS K/ F , FRHZEBSHE, IAM EERATUERENEREBERSHEXS BN
PR o

BXREUBRFEERSHERACHEFAEE , FSHAEEES IAM EEEHE AWS RS, ERTPERR
SHXABIFTEE Yes IR, ERREREIEFZRSHIRS AKX BB,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html

AWS BB B4 BriEE
AWS BIEE R L mE T 5 1719 KB R

HKABERT , AFNAXECRIBRBBEERMAIRTRANR. MHI1BTEFER AWS
Management Console, AWS Command Line Interface (AWS CLI) 5 AWS APl $117£%. ERFH
PXFrREFRMATRENNR , IAM EE R A6 IAM Kt EERBETUEAEFMIAM R
B, AFAURABE,

BT RUNMAERXL RS JSON REXHEGIEZET IAM HHNEE , 56 (IAM AFiERE) P/t
2 IAM KB (258 ) .

BX EXHRENTRRENFAGE , S/BHRREXEMN ARN B3 |, FS6 (Service
Authorization Reference) H#J Actions, Resources, and Condition Keys for AWS Data Transfer

Terminal »

F&

- RESEREK

- ERABEARLREHS

- AFAFERMITESHRR

R R fE SRR

ETHENNRBEEENART IR, HESBREKS PHBEEALRTR, XERETES
£ AWS kP FERA, ISR EBETHHRER , BERATERENRIL

« AWS REXRBRFZAKENRIFAAN - BEFREASMIEARR TR , BERA AWS £F
ARBRKATZSELERAZRR TR, EUTUE AWS IKF FRIIXLERK, RMNBIEIER
BETENERZRN AWS EFREARBERE-—SHIONR, BXESZER , FZ6H (AM AF
B P AWS HEX KM THEREN AWS REX KK,

- NMAZENR : £FEA IAM R ENRE , BB FRITESAENNR. At , BAILE XL
EREFRGTUUNBERBRINTHRE , SN RENRFT, BXEA IAM EANBRHNESE
B, #F5H (AM AFERE) 8 IAM R REFRR,

o {F8 1AM KRR SR — S BREIHRIAR 4577 LA ) 58 B 7 O 540 SR BR I XS R 4E RN SR A 17 ) o
filgn |, EWELURERBEARIEESLTMER SSL XXFEE R, MREIEE AWS RS ( filan
AWS CloudFormation ) SEARSFIRIE , BEAUERAZGRBETF RS BEENHERNR. EXES
B8, #ZH (IAM AF{ERE) F# IAM JSON RrTE | &,

* £ IAM Access Analyzer BIEZHY IAM KEE | LUBRRRHZ S MEMIDEEM - IAM Access
Analyzer 2K IEF REEMIM B KR , LIBERBERAS IAM KBEIES (JSON ) M IAM HESE
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_your_service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_your_service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
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B2, 1AM Access Analyzer 12 100 ZTURBERL EMAIRENEI , HBBEFIELZ S BINREMRN
KB, BXEZER , H5H (AM AF#ER) PR IAM Access Analyzer 3iF 5 B .

- FESESHRIU (MFA)  MREMUNZREREN AWS K- F8 IAM AR SRAF | BE
A MFA XiEeZet. EEERA AP RERNTEE MFA |, 55 MFA 24 MEBIBHIREEF, BX
FZELR , H5E (AM AF#Em) FHEH MFA & APl Ih[E,

BX IAMHHREIRNESER , 20 (IAM AFER) #1 IAM F R 2 HEXE,
E A SEEm LIRS A

ZipE AWS BiEARMLIRESE |, BXTEE - HSENNR, XERRAAAFEIHANEEEX
& AWS KPP KPR BEEHARTRNFAGE, IRIEBEEXENEENRENKRNET S
DRV, N THMT ZRKBNXGE (AFRAE ) |, BHERTEERMBAERET,

XTFREFZEAH AWS CLI 5 AWS API AP, TENERAKEZHENR, AR , AR ERE
HZRMITH APl IREMETE A ERIE,

NBRAFNACHTERREARARDHE | ERMTREERLE ConsoleAccess &
ReadOnly AWS FEERERFINEISA., BXESEL  H3H (AM BFIERE) RN AL IR
R

ARFAFEEMHIIE SRR

ZORBIGER T BRI |, SRV IAM AP EENR MBI EAS B ONNERANEE R, R
BIREEERS A LRI RERELUREET NER AWS CLI 5 AWS API FRER R,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

}I
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console
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{

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,

"Resource": "*"

AWS #hE4E f 8 i 5 17 M 15 B SR BEBR

BRMERNTER , BBZHMNESECRAREARLREN IAM B A EESINER R,
F&

« BEREBFEE WA R PHRITIRE

« BABERTVFEAY AWS 0K BASNAY A 1 17 3 B 209 4% a0 48 i B R

BEREBFEEWLRPHRITRE

MRETEE AWS BIEAALIREHAETESHNLHNE , WARRXAEMENNR, BHRRKSE
HEREE IAM B RE , &TETGRRRMMENMERR,

BARERTFEAT AWS IKF U AT B 3R By B dE 42 48 um R R

FBADBE—1NAE  UEREMKFPHNAFPSEZELANARTUERZARRGRIENRIR, &7
DEEH#ESREY , AURAAE, X TXHETHRRNRBERIGEEHFIER (ACL ) BIRS , BT
£ X LR BE 0] A R RT3 1889 FIR AV U5 R X o

ETHREZER , BZRAUATREA :
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AWS BHELE b K i AFiEm

- ETHBREARKIRREIEHXEDRE , BSRNBEARKXIFNAS IAM B EH,

- ETHRIMARNEREN AWS KPR ERIEZEB RN | H58 (AM BFRERE) FHHEEEN
52— AWS KPR IAM B PR A5 BIAR .

s ETHIMAIAE=F AWS K REZNERERNIFRNR |, F20 (AM BFER) FMRAE=5H
AR AWS Ik 2415 B R,

s ETHRIMIEN SMRBRESRITREFENER , FSH (IAM AFERE) PN ALSAIT S HEIEN
BAF ( BHRBRERIE ) BEFEINER,

- ETHREAACNETRRNREHTEKFHRZENZES , 36 (AM AFIER) F8 1AM
BB S P R 18] o

BEA WL APl & | BENTIR

B2 AWS Identity and Access Management ( IAM ) KB&AS | tbTRE AT #EBYIE T #2 AWS BIBE ML
i AP R 1E, BURFHITRRON MIRELRETRFNRN AWS BR2BEHNXR,

BE , BT RO REMNBEE WA IR R E

« £ Action TEHIEEERE, ZESIE datatransferterminal : BIEH API &ELFr, a0
datatransferterminal:CreateTask,

* £ Resource TEFEESREMERH AWS RF,
R A EBEE WA R P ER AWS MR, Bx AWS BN TRIIXR , F2H IAM BAFiE
el R
BIEE WL in AP BRERX RAVRE
CreateTransferTeam
##1F : datatransferterminal:CreateTransferTeam

&R : None

GetTransferTeam
#1E : datatransferterminal:GetTransferTeam

WK . arn:aws::$Partition:datatransferterminal:$Region:$Account:transfer-
team/$TransferTeamId
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html#AvailableKeys
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UpdateTransferTeam
¥ 1E : datatransferterminal:UpdateTransferTeam

WK : arn:aws::$Partition:datatransferterminal:$Region:$Account:transfer-
team/$TransferTeamId

DeleteTransferTeam
#21E : datatransferterminal:DeleteTransferTeam

WIR . arn:aws::$Partition:datatransferterminal:$Region:$Account:transfer-
team/$TransferTeamId

ListTransferTeams

#1E : datatransferterminal:ListTransferTeams

B®iR : None

RegisterPerson
#1E . datatransferterminal:RegisterPerson

WK - arn:aws::$Partition:datatransferterminal:$Region:$Account:transfer-
team/$TransferTeamId

GetPerson
$#4E : datatransferterminal:GetPerson

WK . arn:aws::$Partition:datatransferterminal:$Region:$Account:transfer-
team/$TransferTeamId/person/$PersonId

fAx¥4E : datatransferterminal:GetTransferTeam

KBUARIR - arn:aws: :$Partition:datatransferterminal:$Region:
$Account:transfer-team/$TransferTeamId

DeregisterPerson
1€ : datatransferterminal:DeregisterPerson

WK : arn:aws::$Partition:datatransferterminal:$Region:$Account:transfer-
team/$TransferTeamId/person/$PersonId
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tBX184E : datatransferterminal :GetTransferTeam

HBEIR - arn:aws: :$Partition:datatransferterminal:$Region:
$Account:transfer-team/$TransferTeamId

ListPersons
$#4E : datatransferterminal:ListPersons

BB . arn:aws::$Partition:datatransferterminal:$Region:$Account:transfer-
team/$TransferTeamId

CreateReservation
#4E : datatransferterminal:CreateReservation

iR - arn:aws::$Partition:datatransferterminal:$Region:$Account:transfer-
team/$TransferTeamId

fAx¥E4E : datatransferterminal:GetTransferTeam

KPURIR - arn:aws: :$Partition:datatransferterminal:$Region:
$Account:transfer-team/$TransferTeamId

FH<#4E : datatransferterminal :GetPerson

RBUAIR - arn:aws: :$Partition:datatransferterminal:$Region:
$Account:transfer-team/$TransferTeamId/person/$PersonId

H}IR4E : datatransferterminal:GetFacility

KBEIR - arn:aws: :$Partition:datatransferterminal:::facility/$FacilityId

GetReservation
#1E : datatransferterminal:GetReservation

WK - arn:aws::$Partition:datatransferterminal:$Region:$Account:transfer-
team/$TransferTeamId/reservation/$ReservationId

tBX184E : datatransferterminal :GetTransferTeam

MERIR - arn:aws: :$Partition:datatransferterminal:$Region:
$Account:transfer-team/$TransferTeamId
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UpdateReservation
¥ 1E : datatransferterminal:UpdateReservation

®iR - arn:aws::$Partition:datatransferterminal:$Region:$Account:transfer-
team/$TransferTeamId/reservation/$ReservationId

FH<#4E : datatransferterminal :GetTransferTeam

IRFUAIR - arn:aws: :$Partition:datatransferterminal:$Region:
$Account:transfer-team/$TransferTeamId

A< 4E : datatransferterminal :GetPerson

RBUAIR - arn:aws: :$Partition:datatransferterminal:$Region:
$Account:transfer-team/$TransferTeamId/person/$PersonId

DeleteReservation
#4E : datatransferterminal:DeleteReservation

®IR - arn:aws::$Partition:datatransferterminal:$Region:$Account:transfer-
team/$TransferTeamId/person/$PersonId

tHX¥B4E : datatransferterminal:GetTransferTeam

KRR - arn:aws: :$Partition:datatransferterminal:$Region:
$Account:transfer-team/$TransferTeamId

ListReservations
$#4E : datatransferterminal:ListReservations

®IR . arn:aws::$Partition:datatransferterminal:$Region:$Account:transfer-
team/$TransferTeamId

ListFacilities
¥ 4E : datatransferterminal:ListFacilities

IR . None
GetFacility

¥ 1E : datatransferterminal:GetFacility

APl & 41



AWS BifE &L iR RAriEmE

W/ . arn:aws::$Partition:datatransferterminal:::facility/$FacilityId

GetFacilityAvailability
¥ 1E : datatransferterminal:GetFacilityAvailability

iR - arn:aws::$Partition:datatransferterminal:::facility/$FacilityId/
availability

FXIR4E : datatransferterminal:GetFacility

REURIR - arn:aws: :$Partition:datatransferterminal:::facility/$FacilityId/
availability
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