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- FEEEEMIREERH ST Amazon DataZone SHEFE FHEFREERNRET KAR,
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)
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# DataZone B %/ , #8122 S # DataZone U1 B RAE Z 4 AWS Ik REIEIE. Tk <BkiE
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Data Catalog @ Amazon Redshift Warehouse ) Z [BIZ1iE#E , N FEEREBIREBEARTHIE , 2
BREW., JBMNBIERE, BEICIBREER , BETLZHBRERET , £ Amazon |2
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=

1T REER
£ 5 DataZone , i B#ER 21 Si# DataZone Ul B 4 AUEBH RIET RERBXN B ER~MH
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B
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Asset type
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AR SRR A RIERMEIF =M, LEERRIBEPNX LR 1T 0 RIIEEI X
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form-type. #. suggestion-form-type
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BEEIES AWS RFER , MREWEITE IAM A€, BIEH. BIEMME,. Amazon S3 E#EFEH
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ERGEFEKRINEK, BXEZER |, H5H AWS F£EFRB | AmazonDataZoneFullAccess,

o (W) N IAM PR BIEE B E R | AL D% DataZone BRSIEFI AN A GAIE,
o (A% ) 79 Ident AWS ity Center X PRAIZE B E XK , NEREE A $ &% (SSO),

o (W% )N AWS B O NRAIZEBE KR | LURIMAEER SSO A M SSO BH4A X IR
Ama DataZone zon B85 B AR

4. 1%&$F Actions (B1E ) , A& Attach ( Kitn )

5. “ERENEMHMENAS, AAG. B LFER Fiter ( HIERHY ) FENEREXRFEZR
AKEIR, REAF, ARNARE , EERHNEKEK,

BB A D DataZone BELEIAFTEHN IAM R 20


https://console.aws.amazon.com/iam/

Amazon DataZone

RAriEmE

R IAM R 617 B & KR LUS B Amazon DataZone [RE 124 & F{L A6
e e

SERATETRUGIEZBENHNEKRE |, LUIRBLEMWIR , ik Amazon DataZone R FRIEE AWS EE
BHAERGESLENAR,

1.

o o kw0 N

BExk AWS BIEZE A HITF IAM #2414 | MikR https://console.aws.amazon.com/iam/e
ESMERT , ERAFSAFE,

EHRP , FEREETHPBRARBH A REAN B,

% Permissions (1XPR) W+ , RSB I Permissions policies (fXFRKHE) 2p0 ( MEXE ),
1127 DA PR 0 01 22 PO BR SR R BE 3%

EOERMERNRMRERIDH |, EF JSON,

EALAT JSON IFABIZRuENA , RBFEFET—F,

"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [
"iam:CreatePolicy",
"iam:CreateRole"

1,

"Resource": [
"arn:aws:iam::*:policy/service-role/AmazonDataZone*",
"arn:aws:iam::*:role/service-role/AmazonDataZone*"

"Effect": "Allow",
"Action": "iam:AttachRolePolicy",

"Resource": "arn:aws:iam::*:role/service-role/AmazonDataZone*",
"Condition": {
"ArnLike": {

"iam:PolicyARN": [
"arn:aws:iam: :aws:policy/AmazonDataZone*",
"arn:aws:iam::*:policy/service-role/AmazonDataZone*"

]

1AM IR 612 B E X E R LS A Amazon DataZone fRG 241 & #1L A @12 21
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7. EEEXBREL K WARBNER. NRENZEERBEHFEE | 5% Create policy (BIEEK
). BARRENDBHVAEFSEEETEIR. EERENHEMER,

HNEEE Amazon DataZone 1% < Bk B9k 7~ BV X BR B 22 B & R BE

SERATIREUAEBE X ABRKE |, FxB AWS IKFHEH, ESFELETFRAZMENN
R, AREXRKF,FFER. RENZANEER, EXEREEHEES A IERN Amazon DataZone
REEsHAERCABYE | BEXTUXHEMA IAM PR 61 B E X EBE LS A Amazon DataZone R
SEHEFRCABME .

1. BF AWS EEEFHAHITF IAM 2&1E |, Wikl https://console.aws.amazon.com/iam/o
ESMmERF  EEAFSAFE

EHRP , FEREEEPBRARBH A REAN B,

1%$% Permissions (fUBR) £+ , AAJGEIT Permissions policies (fXPRFKEE) T ( MBHSE ),
T2 DAY PR A0 01 22 P BR SR R 6 4%

EREREFEENRIERIESRI D P |, EFE JSON, FEALT JSON BRI , ARk
?%T_io

o o A w0 N

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"datazone:ListEnvironmentBlueprintConfigurations",
"datazone:PutEnvironmentBlueprintConfiguration",
"datazone:GetDomain",

"datazone:ListDomains",
"datazone:GetEnvironmentBlueprintConfiguration",
"datazone:ListEnvironmentBlueprints",
"datazone:GetEnvironmentBlueprint",

AEEE Amazon DataZone 338 X BRI K P~ AR R 022 B & LR 22
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RAriEmE

"datazone:ListAccountEnvironments",
"datazone:DeleteEnvironmentBlueprintConfiguration"

]I

"Resource": "*"

"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": [
"arn:aws:iam::*:role/AmazonDataZone",
"arn:aws:iam::*:role/service-role/AmazonDataZone*"
1,
"Condition": {
"StringEquals": {
"iam:passedToService": "datazone.amazonaws.com"

"Effect": "Allow",
"Action": "iam:AttachRolePolicy",

"Resource": "arn:aws:iam::*:role/service-role/AmazonDataZone*",
"Condition": {
"ArnLike": {

"jam:PolicyARN": [
"arn:aws:iam: :aws:policy/AmazonDataZone*",
"arn:aws:iam::*:policy/service-role/AmazonDataZone*"

"Effect": "Allow",
"Action": "iam:ListRoles",
"Resource": "*"

"Effect": "Allow",

"Action": [
"iam:CreatePolicy",
"iam:CreateRole"

1,

"Resource": [
"arn:aws:iam::*:policy/service-role/AmazonDataZone*",

AEEE Amazon DataZone 338 X BRI K P~ AR R 022 B & LR
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"arn:aws:iam::*:role/service-role/AmazonDataZone*"

]
},
{

"Effect": "Allow",

"Action": [
"ram:AcceptResourceShareInvitation",
"ram:RejectResourceShareInvitation",
"ram:GetResourceShareInvitations"

1,

"Resource": "*"

.
{

"Effect": "Allow",

"Action": [

"s3:ListAl1MyBuckets",
"s3:ListBucket",
"s3:GetBucketLocation"

1,

"Resource": "*"

},
{

"Effect": "Allow",

"Action": "s3:CreateBucket",

"Resource": "arn:aws:s3:::amazon-datazone*"

}

7. EEERBREEL K AARBHNEN. NRENZEREBBFEE | 5% Create policy (BIE%K
B). BMARBENDBWLEFEE L REIR, FERSHEAHEIR,

( A& ) 7 Ident AWS ity Center i(XFRBIZZ B EN KK , N ENEEAER
&3 (SSO)

ERATTRUCEEE X NEREKE , LIRBLENNR , UESAL IS AWS IAM &4 503 A
B &% (SS0O), DataZone

1. BF AWS EEEH A HITIF IAM 2HIE , Mk https://console.aws.amazon.com/iam/o
2. ESMBERT , EFEAFRIAF4A,

( AIi%& ) 79 Ident AWS ity Center fX PRAIEE B E XK , AEMNIEE A $ESEF (SSO) 24
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3. B®IXRY , BEREEHEPBRARBNAFSRNEANEN,

4. % Permissions (1XPR) &I+ , AREEFF Permissions policies (X PRZEERE) T (MBEMSE ),
5. EFRINRA G RERR RS,

6. EREXMERHNRERERBOF , %EF JSON,

EALAT JSON IF AR BRI , RBFEFET—F,

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"sso:DeleteManagedApplicationInstance",
"sso:CreateManagedApplicationInstance",
"sso:PutApplicationAssignmentConfiguration"

1,

"Resource": "*"

}
]
}

7. EEERBREL K AAKRBNEN. NRENIZREREFEE | i5iE# Create policy (BIEXR
B). BERRENDBHLEFZEE REIR, FERSHEMER,

( ATk ) N AWS B RO REIZER B E KR , URIMFAMBER SSO AF#
SSO BEAN#H Ama DataZone zon $E 8915 R R o

FERUATZRAGIE B EXNERREE , BERERMABIER SSO AF M SSO AN ER Ama
DataZone zon 15 /Y 175 8] #X FR AT & Y X FR

1. BF AWS EEEHIEHITH IAM #2H & , Mik) https://console.aws.amazon.com/iam/.

2. ESMERT , EEAFSAFE,

3. ‘EIXRYP , FEREEHPBMARBH A RNAN BN,

4. % Permissions (1XPR) &I+ , ARABEFF Permissions policies (fXPRZERE) T (MBEMSE ),
5. IEFBFINN RN IR BRI,

( FTiE ) 3 AWS SRR EIE BE LR , BURIMABER SSO A SSO BN Z/ Ama 25
DataZone zon 13 K95 BRI HX R .
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6. HRIERBRERHRERER[IEDH , EHE JSON,

ER LT JSON EASIBRIE Y , RERET—F,

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [
"sso:GetManagedApplicationInstance",
"sso:ListProfiles",

sso:GetProfiles",
"sso:AssociateProfile",

sso:DisassociateProfile",
"sso:GetProfile"

1,

"Resource": "*"

7. EEEXRBREEL K WMARBHNEMN. MREXNZREREHEE | 5% Create policy (BIR2%K
B). BMARRBEMDBWLEFPZEIERER. BEERSHEAEIR,

( ATt ) FEH IAM ZEEABINMAZPAAF , FRAFAEERS (KMS) A
AWS E F EEZ4A 0|2 &/ Amazon DataZone 15

HEEALLERFERABHAEERRS (KMS) FHEFEEE (CMK) €12 Amazon DataZone H 28l , &
SERATEER , F280 IAM ZREAKREH KMS ZEHHAF. AWS
1. BF AWS EEEGHEISHITIF KMS #8H& , Wikl https://console.aws.amazon.com/kms/.

2. EEFLAKFHEHCOIENEENER  BESMERKPIERE Customer managed keys (BF#E
EEH).

3. & KMS Zfi5I&xAH , RBEEREMN KMS BHAN 3 BHEH ID.

( ik ) FHEH IAM ZRAFMARBAF , FARAEERS (KMS) 7K AWS BEF EEZA S EEN 26
Amazon DataZone 1


https://console.aws.amazon.com/kms/
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4. BFMAMBEARS  URAFRRILAD AWS KPR KMS 4, BEARERAAS
ey, B AT SUEMERIE (WS, M, ERMEAERBIREE ) PEA KMS
Gl

BLiE fE A 5% DataZone BIEITFFTER IAM X R
F{TAR E £ FHAmazon DataZone BIEIFHEZRNAF, BASACHLMEBTFENNIR,

&
« FHENFEBHMBAL, BASAELG BT D% DataZone FHIEIF
- MAF, BASKAGK NGRS E DataZone B FHPTE R KIS

- IRENBEEABAEERS (KMS) WEFEBRAME , NFALERHNE AWS B/, &
ARABITH RS # DataZone HIEISHA F

FABOERKMBA S, BARAEUFRTDH DataZone HKIEN1

BRI AR AWS FIE S 8 &K (SSO) FUE 1A R S # DataZone BIEI 1. RBUTEH 2 HHVER
A% E A EN AWS ERHRIBIFEFFIENNR. BXF Amazon DataZone 5 SSO Ei&#E Y
EZEER , BSHANTEZEEE AWS IAM 54 F 1 DataZones

@ Note

RBEEHE AWS IKF HEY IAM ZREAST R EZENBETS. KREHM AWS KFH 1AM
ERATETEZEBETS

SERUTERE , MArENREmEAr, dfAte, EXEZEER , 58 AWS Amazon BITE K
% DataZone,

Bxk AWS EEZF A HITF IAM #2414 |, MikR https://console.aws.amazon.com/iam/s
ESMERT , &F AP, “AFA R AR

EYRD , EREEHPFRARBHAS, A5i88HNEH.

%3 Permissions (fXPR) W+ , RSB I Permissions policies (fXFRKHE) 2o ( MEXE ),
IE RN DA PR 0 0 22 PO BR SR BE 45 3%

ERRREFEENRIERIESI TP |, EFE JSON, EALT JSON BRI , ARk
?%T_io

o a0 A w N~

Bl B A D% DataZone BRI ATEM 1AM R 27
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{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"datazone:GetIamPortallLoginUrl"
1,
"Resource": [
i
]
}
]
}

7. EEEXRBREL K WARBNER. NRENZFEERBEHFEE | 5% Create policy (BIEXK
). BARBRENHHNAEFEEETEIR. FEEREHEMEIR,

mAF., AN MG R SE DataZone B ZRFTEN KL

(® Note

REZEE AWS IKFFH IAM ZREAFEEHRNZIEMN B X, KEHEHAM AWS IKFH IAM £iE
ATEHRNZIEM B o

BRI LB U T ERF T EN IAM B4ET APl MIEHF £ TEIHREH Amazon DataZone 53
BRHNR, MREFEXL IAM B85 A Amazon DataZone BIEIIF , TR IRE LIRE R
BEGXENRRIMBIAS., BAmAGLER % DataZone BIEITF, BXEZER , HSH
AWS Amazon W EE B DataZone,

1. BXAWS EEEEHEHITI IAM &4 , Miukl https://console.aws.amazon.com/iam/,
2. HESMBERD , EEERE,

3. EXBIERT , EBRFIEZBHAmazonDataZoneFullUserAccess# ik iR40, &1L
5/ Filter FEMBRERFERBEIR. BXEZER |, BHSH AWS EE K :

AmazonDataZoneFullUserAccess,.

BAF, BASAGH NG R D% DataZone B FATER KL 28


https://console.aws.amazon.com/iam/

Amazon DataZone ArfEm
4. 1&FF Actions (B1E ) , AFEE Attach ( Bthn ) .

5, BRERENEZRAZTINERE  ARENRBEHRMIGAS, ARNF/E, EAUER
Filter ( fit skt ) REMBRERMEAZIEAZMAIR, REAF, ARAGE , EEMMNE
B

MBENIEEFERARBEERS (KMS) WEFEEZMAME |, MR iR
FionE AWS AP, BA=mAE L E RIS DataZone BRI B &

MREFERB S KMS ZACIEA THRIFEMER Amazon DataZone 1 , Nk X761 B H LU TR
B9 M BRSR B ST B MBI RH IAM ZREA |, BEMATTT BRI S# DataZone HIE A= A .

1. BF AWS BEEEHIE HITFHF IAM 25 & |, MikJ https://console.aws.amazon.com/iam/.
ESMERP , EFE AR, ARA R AR

EHRD , EREEHPFHRARBHNAF, A5iB88H0 B

1%£$% Permissions (fUR) £+ , AAJSEIT Permissions policies (fXPRKEE) T ( MBHSE ),
R DA PR AN 01 22 PN BR SR B B 4

ERIERERENRBERESRIBo P |, EE JSON, AT JSON BAGIEREE Y , Rk
1:=2F-F_$o

o g A~ W b

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"kms:Decrypt",
"kms:GenerateDataKey",
"kms:DescribeKey"
1,
"Resource": "*"
}
]
}

7. EEEXBREL K WAKRBNER. IRENZEXBERBEHFES | Fi%E Create policy (BIEEK
B). MARENDBWLEFEZEL REIR, FERSHEAHEIR,

MREHHEERATAERRS KMS) WEFEBEAME , W IEREKME AWS A, BHARA 29
@ LSRN S DataZone #IE1FEE &


https://console.aws.amazon.com/iam/
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RIS E AWS IAM B4 50 DataZone

(® Note

AWS AMEEER Amazon DataZone BB B/ AWS XiZiFRA S0 Bal , AWS B
B REEEREAN AWS XEE R,

WA LA AR R B % (SSO) FiEsk AWS Zibih[E I S # DataZone BIEI 1. EBATHHHAN
T 5#hiZE AWS IAM &% %0 DataZone, Bx AWS ZiF A Amazon DataZone IEZEE. | iF
S E AT D% DataZone BIEIEH S MEMN IAM R,

MR EDZEEQE Amazon DataZone HH[E— AWS Xigi/g A X EE T AWS IAM Identity
Center ( AWS 2 QEFHMEE ) , WA BkE ART ISR,

ERUTSBRUEA AWS IAM BB/ ( AWS ESBROMEE ),

1. ZEJSH AWS IAM Identity Center , R 4f£ F#&H Organizations EEIKF AWS HIEREFE
BizdlA, AWS /A Organizations 5 & K~ HIE$H & FE , BT EF A IAM Ident AWS ity
Centero BEXEZEE , 2% (Org anizations FIFF{5/m) FHEIEMEE AWS A4,

2. 3TFF AWS IAM Identity Center ( AWS # a B FHHEE ) 2454 , ARFERARITSREFHN
AWS X R ERE R EEH A 81 Amazon DataZone 13 X 13,

3. EikEE BA.
4. ERENEHHKIR.

FIABRT , BRI LIRS |IAM Identity Center 776 , AEREBREMEEAF, HE , BAUK
NEBARSHRERE. THIRHD , BIOEABRAN IAM FH 076,
BXREZER , FSRLEREN SRR,

5 EIAM B OLSMERD , REREHE  RAREZFAERHE, MAFEBRSMHERE,

6. T IAM B LSEMBERD , EEAF.

7. EARMAFRBL WMAFREREGR  AREROAFRETESFHRREFANE TG, AN
SWF -HXTREERES RN E FH4.

8. BEET—F 8B4 GAEMENHE  REEE HTWAF. AP NRE —HBEwER
SSO W FHR#F, EXHEFHL4F , NFEEEREZIBFHRERD,

P L7IEE AWS IAM & 4570 DataZone 30
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#1225 DataZone HB G , BrILUE AT D% AWS B/ /0 HEER SSO AF DataZone #
SSO B#ARMBIHRNE, BEXEZEER , ESHE B A Amazon B IAM 53 #4 DataZone,

R E AWS IAM & 13 74 DataZone 31
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FriafEH

AT FHE S R E T 18 A Amazon DataZone, MR EFRHE Amazon DataZone , &L HEH
N B2 FRIEAmazon DataZone RiEFEE S,

RATEB DB S ETHRELT Amazon DataZone RIE AT TEFRTE

£

« L5k DataZone REA ] Glue AWS #iE

« YDA D% DataZone Redshift ZIERIE AL
o ERARGIEIZAL Amazon DataZone HREAI]

/A Important
EFHRIXHMREATITEREZPNEA—NTRZE , BATHREEN RE" BoPHE
RN TSTR, MREFEANZLIH AWS K/, W AMEE F AL S# DataZone EEEZEH &
FIENNPR, MBREFEHMN AWS K28 AWS Glue BB FX KR , NE SR D7 HEE
Lake Formation X BE DataZone,

I 53 DataZone RIZE A ] Glue AWS #iE

£

« % 1 %-6l2 Amazon DataZone i3& FMEEII P
- B2 5-BBRMIE

o SR 3-BIBINIE

« BAS-ERBEUAERR

« 255 %-M AWS Glue U & T ¥R
- Fo - BEARABIERS

- SRTBERTHREIMNIE

- SR B-DIEHRED MR

« SR O-BRHIEB FHITHALE
%10 S-#UEITTFER

I 5%k DataZone 1RIEA[T Glue AWS ¥3E 32



Amazon DataZone AriEE

« B 11-7 Amazon Athena 82 &) 3 2 R

28 1 -8 Amazon DataZone 138 FIHIEI]

AENER I TERTEBIZE Amazon DataZone BMEIEITF NS E,

SERLULT ZEELEI2 Amazon DataZone 1%, B> Amazon DataZone HEZWEZER |, 5
% Amazon DataZone 7RiE FL=:

1. SMEBILS# DataZone ##|& https://console.aws.amazon.com/datazone , B , REEF 6
BigA,

(® Note

MREBENTERERFEHAIEAE Amazon DataZone 8% |, HFEABREEEE L ABER
EFEANEE  ARRERTUREAMBENSE 2 &,

2. HEOIEEEREL , WUTFRREME

« BR-NENFEBEE-—NEH. BETEREMS , EURLEEREN “EH"

o HR-1E TE ARV EHR

- BENE-RAERT , ENHREEANE AWS HENEENBARITMNR. X THAH , &
AR ERIANBEMEFRRE

i

EXFEAEFREZIANEZEER |, 5 HAmazon BESIIE % DataZone,
MEEFEABSH KMS &%ﬂ)&ﬁ?&ﬁbﬂ& , MAREBRIANEREEUTIE

AlAmazonDataZoneDomainExecutionRoleo

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"kms:Decrypt",
"kms:GenerateDataKey"
1,

"Resource'": "*"

}

% 1 %-8/2 Amazon DataZone EH& MKIEITF 33
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]
}

Sin RN R-ERIANER TRIEFMERN “EARKIANAE” B,

® Note

MREEN TERERFERAIMAE Amazon DataZone 8% , MAT LR “FERANERSES A
B %M, RAENTHREGEERMEEE,

I ROERE T, B3 BB UERRE AR, WETUS AN BN Amazon BB

HMMBIELE DataZone BEE , AN ZKFEEFRFERNNR, RIR. RMIATE SARRIATIREHH

BIEOERERE X4, BX Amazon DataZone BRI EZE LR , E3 ¥ Amazon DataZone
T i
. REF NRIFE THERFZERTLE,

® Note

MRBEHF Amazon DataZone & , N A LLER “ERMNEBRS AL &I , REMN
Glue EEi5 R A, Redshift EBpRAGNEEACHN THXEFERIEAR,

« RE RE THFEERTE,
- EERIEE,

3. RInGIEEE , &FtE  AREZEMNHEERELIE T ZENEEITF URL, &R LA
URL 5 R14&# Amazon DataZone BiEIT1F , UERIL THEREFNERS R, S bUEid ik
BRITABEFPRSEMBIBEITF.

® Note
ELHBTRAK Amazon & DataZone , —BERIEB T8 , ML E SRR BRI ERA URL,

HEURTRBE/LS BT TR SHANRSEN TA", REBLRT -5,
2 5-plERHIE

AENBRAMTERECEZEXFMEMENTR,

B2 SRR HBUE

34
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1. TRLRE 1 SHAEEERE , BFER REOKRBLS# DataZone ! EH, EHBEOF |, ik
FolEmE,

il , RZITERBIEEME B , BN HdH SalesDataPublishingProject , AEFHRTF
BREFFET , REEEF Q&

N

HIR 3-RIEHIR

AENBRNETERECEREFIENS R,
SR ERSER 2 HEAZMB G , BNER “CHMEBSEZREA B0, EHEOP |, EFELER

—

%,
2. HOIENRBETNEL , BEUTAHAR , REEECIEKRE,
RAUTEWMIEEEE :

- BN-BERENENH. EAESLT |, {RAILLAHEDefault data lake environment,

o HIR-RINEIEEHIR,

o REFE X F-1EB DatalLakeProfile MEBL B X4, X EREE 12tk TR E DataZone R EH
T SR AL BT T#h S3, AWS Glue Catalog #1 Amazon Athena B EHE,

- ERRGT  BREERTEFE,
4. EEBIH,
% 4 T-E BB MR

ATNNBERBELRTEREFRBNBEMFENSR.

—

SR LIRS 3 55 , fESalesDataPublishingProjectM B A , EAMEIRM “2HF TE”
T , %3 Amazon Athena, XfFERAI B KWEREITIF Athena BEWRES[HTHHRIE. R
£ Amazon SME T R HIRFIER T IBM A DataZone g | HIZREHRESFHHN SN ER
T <environment_name>%_pub_db#EE,

2. TEARELGH , BEFER RIERAEXR (CTAS) EHHIAKEIRE % /7 E Amazon BIHT
£, DataZoneEEHREITT , 1T CTAS BIASK 22 — AN A] LK 4 F Al 18 FZ AT 5
Mmkt_sls_tableZ&.

CREATE TABLE mkt_sls_table AS

HPR 3-BIEHIR 35
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SELECT 146776932 AS ord_num, 23 AS sales_qty_sld, 23.4 AS wholesale_cost, 45.0 as
Ist_pr, 43.0 as sell_pr, 2.0 as disnt, 12 as ship_mode,13 as warehouse_id, 23 as
item_id, 34 as ctlg_page, 232 as ship_cust_id, 4556 as bill_cust_id

UNION ALL SELECT 46776931, 24, 24. 46, 44, 1, 14, 15, 24, 35, 222, 4551

UNION ALL SELECT 46777394, 42, 43, 60, 50, 10, 30, 20, 27, 43, 241, 4565

UNION ALL SELECT 46777831, 33, 40. 51, 46, 15, 16, 26, 33, 40, 234, 4563

UNION ALL SELECT 46779160, 29, 26. 50, 61, 8, 31, 15, 36, 40, 242, 4562

UNION ALL SELECT 46778595, 43, 28.4, 49, 47, 7, 28, 22, 27, 43, 224, 4555

UNION ALL SELECT 46779482, 34, 33, 64, 44, 10, 17, 27, 43, 52, 222, 4556

UNION ALL SELECT 46779650, 39, 37. 51, 62, 13, 31, 25, 31, 52, 224, 4551

UNION ALL SELECT 46780524, 33, 40. 60, 53, 18, 32, 31, 31, 39, 232, 4563

UNION ALL SELECT 46780634, 39, 35. 46, 44, 16, 33, 19, 31, 52, 242, 4557

UNION ALL SELECT 46781887, 24, 30. 54, 62, 13, 18, 29, 24, 52, 223, 4561

~ ~ ~ ~ ~ ~ ~ ~ ~

E R I R S B R S R e )

~

BWRELME “KRNUE" 29 KB mkt_sls_ table &, M , BB T AULEHE Amazon
DataZone B X RBE~,

28 5 F-M AWS Glue W ETHIE

EENBRZITEREMN AWS Glue WETHIENS T,

1. ERLERSE 4 /5 , £ Amazon DataZone BIEITF & | i&
#SalesDataPublishingProjectiiB , REER “BFE EW+ , RARELENERPER ¥
R,

2. “RRENRECEIEPOIENR.

3. &FEBRAE THXREZUM 217", REIEE RFH EZl. BRRETTHE , BF/RmME

Amazon DataZone EFH,

6 LT-BEFRMBIER™

ATNBENRIERAEFTEBNAGBRBEASNS R,

—

SERRERER 5 fF , £ Amazon DataZone BB TP H |, B EE L —SF a2
MSalesDataPublishingProject@ B , i&#F “BiE" &M+ , EEMERFIEFE ‘FEFHE",
AREHEImkt_sls_tablekig,

2. T7Fmkt_sls_table®R=MFMEENE , EFHDERNATER, EF ‘B ERN THE
B AT EE R FEMIIN B ERNER. SUNRIREIFIELENIEN , BT LUER 282"

% 5 %5-M AWS Glue WETHIE 36
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IR FRERN B, BE , Bl TRANTBERERFNBEBHE=F | HEFFRICRARIEFR
SRR 1T K,
3. ER‘EBMER LAEMiZmkt_sls_table® IR,

SRR 7-0IBHTHESHHIE

ATNNECEATHRESMNTENSR. IRETFERBEPRIBEERESRNTH,

1. TRLERLSE 6 5, 7£ Amazon DataZone 2IEI 1/ , MNIIE THEEFEIFCIZETE,

2. HEHEWMEREL , EEWMERN, fla , BAREIERRE
MarketingDataAnalysisProject , AEFHERFBRRFFE , %FJEJ%@'JEO

SR 8-t BEIE D IR

RHNBOZBED MR SR,

1. ERELRSE 7 /5 , £ Amazon DataZone BIEITF & | i&
#EMarketingDataAnalysisProjectW B , AEEFHEET+ , REEFCIEIFE,

2. HEEHRERNEL 6 BEUTRE  REEFLIRNER,

- BEM-EEENRENEN. BERESSD , FRALLEAEDefault data lake environment,
o FR-NIFFIEERR

o PRERE X H-1% B A B DatalakeProfile MEHELE 4,

- BEFELGH , FREARFRIAE,

SR 9- B REHE B FH T RAEHE

RN BERHSEE FATABEN SR,

\

1. TERERFHE 8 F , EIL 5 DataZone HIEITFH |, &R T# DataZoneBHr , ARBTEL S
DataZone R FET , FRABEIIFEREZHDINRER (Hlm BR RN HE ) BREBES,

MELE , NARARSHF , REFREERERE  BUTERERTHFZE~HHEAERR
o

2. HEEFHEBHEASFNEAGSENEL , &FEITH.
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3. TETH MBEES , NTHHIRDEREMarketingDataAnalysisProjecttH B EIME |, REEE
TTHEERNERER , AFEE THE

5 10 Z-#LEITTRER
REN BT HERO SR,

1. TERLERLSE 95, & Amazon DataZone BIEI I H |, BERF A B A
#9SalesDataPublishingProject¥l B .

EREBIELRDF , RARERESAMHEE , AREFEEAER.

3. W, BUUEINEFEEMAENTERMMENTT. EF ‘EFER . REAEES , REEFE#AE,

N

$1 11-7£ Amazon Athena A2 &8 H 0 i #dE
ME , BERINFE~ X E| Amazon DataZone B ZRHITHE TiZE~ |, BRI L HE#EIT O,

1. FEILD# DataZone BHIEIF o | B EHMarketingDataAnalysisProjecttH B ZETE , REMNE
MEARE “oMMTE” T , %32 Amazon Athena By “EBEHIE" 6%, XFERAME N S HRIEE
iE3TFF Amazon Athena E4iEER. MEBREETH Amazon Environment TR % &P iEEF
FMarketingDataAnalysisProject® DataZone ¥3% , &Afg<environment_name>%sub_dbM#K
FBETHIRPERENTE,

2. D, BALUNEITANKRETER, SAUM KRMAE" FRERE , RRIERE TR, &
BERFTLET select EH, BITEHRUERER,

I 5% AL % DataZone Redshift Z83ERIE A ]

FH

« 5 1 %-812 Amazon DataZone & FEKEIIF
- F2F-BIERMIE

- ST 3-BIENE

- F4T-ERBIEAERR

- £ 55— M 5# Redshift WE T EIE

- F6L-BEARMBER™

- SR7T-BERATHRES fTHNIE
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- SR 8-BIERIIESMINE

- R -BRIIER FHTHEE

« %10 F-#ETHEBER

« £ 11 -1 Amazon Redshift F 82 & 3 5 T EdE

% 1 -8 Amazon DataZone 158 FEHE]

SERUA TS BRI Amazon DataZone 188, BX Amazon DataZone BB EZER |, 5
] Amazon DataZone RiEF#E 2

1. SMBIT 5% DataZone #4I#A https://console.aws.amazon.com/datazone , &k , REEEFE 6
BigA,

(@ Note

MBEEEN TEREBRFEAIME Amazon DataZone 8% , FRBREFEE , AF %R
EHERANERE K ARRERTUELAHRIMENE 25,

2. EOIEFSEREL , WUTFRREME

c BN-ANEHNBREE-NER. HTHIFERENEN , £TLERAEMarketing,

« HR-1ETE ARV EE L

- BENE-RABRT , ERBEEANE AWS HENEENBARITNE, ERERED , B
SR E RIARY BRI RIE

EXFEAEFREEZIANEZEELR |, 5 Amazon WEASIIEINZ DataZones
MREFERABCH KMS Z4ARTHIEMNS |, MIARERNERZTEUATIE
AlAmazonDataZoneDomainExecutionRoleo

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"kms:Decrypt",
"kms:GenerateDataKey"

% 1 %-8l2 Amazon DataZone & MEE 1~ 39
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1,
"Resource": "*"
}
]
}

« REHRNR-ER “FREENRSARG” &I, A
J&AmazonDataZoneDomainExecutionRole \ T $I 3% 2 Fh ik %,

o fEBURIRE” T, kB RBHKPUERAMNEARIE, iETUSHARNEN Amazon i
HWABIELE DataZone BN , HELETHK I TEREFEHRIBMENNRBRNER, X
Amazon DataZone IERHNEZE LR , 558 Amazon DataZone RiEF#EE =,

s RENREFEASEMRETHERZRLET |, REIEFCESE,

3. BINGIZEE , &FEE , AREZENFEERE LB T ZENEEEITF URL, &AL
URL 51888 Amazon DataZone B#EI1F , LRI TEREFNERT R,

(@ Note
HE S BIARAE Amazon # DataZone , —BRIZ THl , A ZE N BT/ EKH URL,

HENRTREE/LSHT TR SHEANRSEN ‘TA", REBL/ET 5,
B2L-HIBAMIE
AT E 2 NMAER TERRS OB RFIE SR,

1. TRFB1E, FRAKIEF URL BiiZE Amazon DataZone #iEI1F° , ARERAE A EF
(SSO) = AWS IAM FUE &,

2. ®FEQEWMBE”, BEMBEEN , fli, RZITERBIEEWME B
SalesDataPublishingProject , AEFERFBRREIFFLE , RBERE Q&

SR 3-8l INE

NTFBANBELTEREROUEFENSIR,

1. TS 25, 7£ Amazon DataZone 2B H |, B EEL—SFRIE
MSalesDataPublishingProject@ B , REEFHREET~ , R EFCIEIFER,
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2. HEEHRERHEL 6 BEUTRE  REEFLIRIER,

- BM-EEERBENET. EAELHP , {RATLLAAEDefault data warehouse
environment,

o HR-AREIEEHR,
o IRIBELE -1k FDataWarehouseProfile IR 35 Bt & 345

« RHEEM Amazon Redshift SV E I, BIEFRB AR FHEBIENIL D Redshift SEEEI
2 ARN,

® Note
H{R¥RTE Secrets Manager FiY AWS AT EUTHE (B/fE)

o XTI T% Redshift E£8f——datazone.rs.cluster : <cluster_name:database name>

X+ Amazon Redshift 7Bk 5588 T 4E4A——datazone.rs.workgroup :
<workgroup_name:database_name>

» AmazonDataZoneProject: <project|D>

« AmazonDataZoneDomain: <domainlD>
BXEZEE , BESHE S AWS ecrets Manager R EEBIBEEZRE
#BTE S AWS ecrets Manager R ItV BIEEA R LM EGBR AP R,

F 4 T-ERBBAEK D
AT AT L TR £ RER R BIRN SR,

1. ERSR3 G, ELS# DataZone HIEITFH |, ##F¥SalesDataPublishingProjectW g ,
AREEANERY 2 TE” T , %8 Amazon Redshift, XfFE AT E K & B RIEZIEITH
Amazon Redshift Eif14RE 2.

2. TEARELGH , BEFER RIERAER (CTAS) EHHIAKEIZRE % /7 F Amazon BIFT
£, DataZoneEEHREITT , 1T CTAS BIASK 22 — N A LAK 4 H Al 18 Z AT 5
Mmkt_sls_tableZ&.

CREATE TABLE mkt_sls_table AS
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E5%

SELECT 146776932 AS ord_num, 23 AS sales_qty_sld, 23.4 AS wholesale_cost, 45.0 as
Ist_pr, 43.0 as sell_pr, 2.0 as disnt, 12 as ship_mode,13 as warehouse_id, 23 as
item_id, 34 as ctlg_page, 232 as ship_cust_id, 4556 as bill_cust_id

UNION ALL SELECT 46776931, 24, 24. 46, 44, 1, 14, 15, 24, 35, 222, 4551

UNION ALL SELECT 46777394, 42, 43, 60, 50, 10, 30, 20, 27, 43, 241, 4565

UNION ALL SELECT 46777831, 33, 40. 51, 46, 15, 16, 26, 33, 40, 234, 4563

UNION ALL SELECT 46779160, 29, 26. 50, 61, 8, 31, 15, 36, 40, 242, 4562

UNION ALL SELECT 46778595, 43, 28.4, 49, 47, 7, 28, 22, 27, 43, 224, 4555

UNION ALL SELECT 46779482, 34, 33, 64, 44, 10, 17, 27, 43, 52, 222, 4556

UNION ALL SELECT 46779650, 39, 37. 51, 62, 13, 31, 25, 31, 52, 224, 4551

UNION ALL SELECT 46780524, 33, 40. 60, 53, 18, 32, 31, 31, 39, 232, 4563

UNION ALL SELECT 46780634, 39, 35. 46, 44, 16, 33, 19, 31, 52, 242, 4557

UNION ALL SELECT 46781887, 24, 30. 54, 62, 13, 18, 29, 24, 52, 223, 4561

~ ~ ~ ~ ~ ~ ~ ~ ~

E R I R S B R S R e )

~

BRI BI2 mkt_sls_table &k, TE , B8 7 0 LLA#H E| Amazon DataZone B ZHHEIER
o

ML 5% Redshift Uk & T 33E

T E DN EMNT D% Redshift & TEHIBEN ST,

SRR 4 f5 , 7 Amazon DataZone B#E 17 , #%EFSalesDataPublishingProjecti
B, REEF BE &0+ , RAEER BER.

LR ENR T E 2R,

R BE THERESZIMN 9217, AREE ‘R #d. BRRESITERE , BEFRME
Amazon DataZone EFH,

£ 6 Z-BEARBBER™

UTEHANAETERITEREPRIMNEGBERTHNIR,

1. SEREE 5% /5 , £ Amazon DataZone BIE[ TP H |, %E#FSalesDataPublishingProjecti
B, RARERBEED+ , EBEFHRIE , A5KEnkt_sls_table&kig,

2. $TFmkt_sls_tableBF~MIFAEETHE , EEEHIERN TR, LR “BoERN THE
BERATEERERENINEIERNNEN. BULRRESHELTNEN , B TLUER ‘3 ES"
LXF'J%EEJZH’\J%*"\O HE , BEALLRATANTBBERERNMEEHNE=F | HEFRPCRARER
NBITEHIT DK,

®5% 5 Redshift & T E 42
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3. & kW LLRMmmkt_sls_table® iR,

SRR 7-0IBHTHESHHIE

UTE MAELTEREPZATHRESMNIE NS R,

1. TREFE 65, 7£ Amazon DataZone #iEI 1P | &F6IZTE,

2. EQEWAB"NEY , EEMEEN , flW, BiZIERRESE MarketingDataAnalysisProject ,
RERHERFERREAT , RAFERE Q2"

SR 8-t BEIE D IR

UTHINAELTEREFCIER THRIES THIREN TR,
1. ERP]WT7 5, & Amazon DataZone BIEINFH | EBELEE L —SHAIE
fMarketingDataAnalysisProject B , REEFHFEERIF , REERBHRMIFE,
2. EQIEMEREL , HEEUTAER , AEEFCIERE,
- BEM-BEERRNEN. EAESET , RANEAEDefault data warehouse

environment,
o HIR-NIMBEIEERR
- EE B X -1k DataWarehouseProfile PR 5% Bl & 3 45

. TEF“‘E’J Amazon Redshift EBHZ . BIBEZHRURE#BIEN T Z# Redshift EEFFH R
# ARN,

(@ Note
H{RIRIE Secrets Manager Ffy AWS Z4ITEUTHRE (B/H)

o XWFIE# Redshift E£8f——datazone.rs.cluster : <cluster name:database name>

X F Amazon Redshift 7555 88 T #E4H——datazone.rs.workgroup :
<workgroup_name:database_name>

+ AmazonDataZoneProject: <projectiD>

« AmazonDataZoneDomain: <domainlD>

BXEZEER , 55 HE S AWS ecrets Manager F B IEE EE.
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&7 S AWS ecrets Manager iRt BIEERA P L NEFBHR A~ NR,

« EREEGH  FREERFRFE.

SR O- B REE B ST HEIE

T80 M REENER FMTRABEN SR,

1. LR 8 G , EIL Dk DataZone BFENFH , EAKEIFERERHNXREE (Sl BFR
% HE ) BREBERS

WAKE  NRARESRIEF , RAFREERER™E , DAERERITTZASNELESR
[T

2. EFmEEREAFNEAFEEREL , ERITH.
3. HEMNEESR , NTHIIRFERENERERNE , REBRBERNER , REEFEITH.

5 10 Z-HEAETFER

UTEA N AELTEREDHAITREROISER,

1. TREE 9SG , 7 Amazon DataZone BB I/ | BRAF AT A~
#y SalesDataPublishingProjectf B .

2. OREBRBIELETIF, ERXBBENEABER,

3. GEEFEREE , RAGEREHE,

2 11 -7 Amazon Redshift Bl & H 2 AT 5 3E

WME , BERNEFEF X E Amazon DataZone B FHiTH 7T i%&™= , EBa] LA E#IT O,
1. HEL ¥ DataZone HIFEIIF NG AN EMR L , #£5 Amazon Redshift $8#%, XG4 ADE #Y
BRI EIFITFF Amazon Redshift Z2if]4R%888.

2. W, BULNEBITRNREZITENR (select B ) » BAILLE TR ( three-vertical-dots i%
)  ARERMKUERERER LETIEREG, WITERAUEFER.
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FE ARG AB Amazon DataZone RIEA|]

AT E DN AT HAET Amazon DataZone AP BYRGIBIZA | &0 LASE X LI AR ER A T ES

£

+ BI# Amazon DataZone 3% MR-
- PIERMIE

- DIEIREE X4

« M AWS Glue W& Tt ¥

- BEBENRHBERS

- BREEEFHATHEBIE

- HibERANTHIHZ

f12Z Amazon DataZone & MIEITF

BRI LAME R LT RAI A 6122 Amazon DataZone 18% . B Amazon DataZone HEHNEZEE | &
2 Amazon DataZone RiE f# 5.

import sys
import boto3

// Initialize datazone client
region = 'us-east-1'
dzclient = boto3.client(service_name='datazone', region_name='us-east-1')

// Create DataZone domain
def create_domain(name):
return dzclient.create_domain(
name = name,

description = "this is a description",
domainExecutionRole = "arn:aws:iam::<account>:role/
AmazonDataZoneDomainExecutionRole",

)
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B LAE R LA T ROIBIAIE Amazon F 812 % %I H DataZone,

// Create Project
def create_project(domainId):
return dzclient.create_project(
domainIdentifier = domainlId,
name = "sample-project"

BIEINE R & X
Ba] LA LT RGIATE Amazon H 8 2 IR1E fig & 324 DataZones

VA CreateEnvironmentProfile API BHER LA T RABITE :

Sample Payload

{
"Content":{
"project_name": "Admin_project",
"domain_name": "Drug-Research-and-Development",
"blueprint_account_region": [
{
"blueprint_name": "DefaultDatalLake",
"account_id": ["@66535990535",
"413878397724",
"676266385322",
"747721550195",
"755347404384"
1,
"region": ["us-west-2", "us-east-1"]
.
{

"blueprint_name": "DefaultDataWarehouse",
"account_id": ["@66535990535",
"413878397724",

"676266385322",

"747721550195",

"755347404384"
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]I

"region":["us-west-2", "us-east-1"]

Lt RGIEIZASA A API : CreateEnvironmentProfile

def create_environment_profile(domain_id, project_id, env_blueprints)
try:

response = dz.list_environment_blueprints(
domainIdentifier=domain_id,
managed=True

)

env_blueprints = response.get("items")

env_blueprints_map = {3}

for i in env_blueprints:
env_blueprints_map[i["name"]] = i['id"']

print("Environment Blueprint map", env_blueprints_map)
for i in blueprint_account_region:
print(i)
for j in i["account_id"]:
for k in i["region"]:
print("The env blueprint name is", i['blueprint_name'])
dz.create_environment_profile(
description='This is a test environment profile created via
lambda function',
domainIdentifier=domain_id,
awsAccountId=j,
awsAccountRegion=k,

environmentBlueprintIdentifier=env_blueprints_map.get(i["blueprint_name"]),
name=i["blueprint_name"] + j + k + "_profile",
projectIdentifier=project_id
)
except Exception as e:
print("Failed to created Environment Profile")
raise e
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RAriEmE

X2 CreateEnvironmentProfile API EH % HAERH :

{
"Content":{
"project_name": "Admin_project",
"domain_name": "Drug-Research-and-Development",
"blueprint_account_region": [
{
"blueprint_name": "DefaultDataWarehouse",
"account_id": ["111111111111"],
"region":["us-west-2"],
"user_parameters": [
{
"name": "dataAccessSecretsArn",
"value": ""
}
]
}
]
}
}

BIEHER

&0 LAfE F LA ROIBIA4E Amazon #8I 2N E DataZone.

def create_environment(domain_id, project_id,blueprint_account_region ):

try:

#irefer to get_domain_id and get_project_id for fetching ids using names.

sts_client = boto3.client("sts")
# Get the current account ID

account_id = sts_client.get_caller_identity()["Account"]

print("Fetching environment profile ids")

env_profile_map = get_env_profile_map(domain_id, project_id)

for i in blueprint_account_region:
for j in i["account_id"]:
for k in i["region"]:

print(" env blueprint name", i['blueprint_name'])
profile_name = i["blueprint_name"] + j + k + "_profile"

BIEIRE
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env_name = i["blueprint_name"] + j + k + "_env"
description = f'This is environment is created for
{profile_name}, Account {account_id} and region {i["region"]}'
try:
dz.create_environment(
description=description,
domainIdentifier=domain_id,

environmentProfileIdentifier=env_profile_map.get(profile_name),

name=env_name,
projectIdentifier=project_id

)

print(f"Environment created - {env_namel}")

except:

dz.create_environment(
description=description,
domainIdentifier=domain_id,

environmentProfileIdentifier=env_profile_map.get(profile_name),
name=env_name,
projectIdentifier=project_id,
userParameters= i["user_parameters"]
)
print(f"Environment created - {env_name}")
except Exception as e:
print("Failed to created Environment")
raise e

M AWS Glue W EE T iE

SR LAE R L RBIBIAS A AWS Glue WETTEIE, BHIAZERETRIET. SN REIIAR PR R
SHHRERNERSH. ERARERBEREIE, HMENE ID. AWS Glue HIER 2 PR AT E €

BFZEITH |, T AERIZAE cron S #ITEH.

def crcreate_data_source(domain_id, project_id,data_source_name)
print("Creating Data Source")
data_source_creation = dz.create_data_source(

# Define data source : Customize the data source to which you'd like to

connect
# define the name of the Data source to create, example: name
='TestGlueDataSource'

M AWS Glue W TR
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name=data_source_name,

# give a description for the datasource (optional), example:
description='This is a dorra test for creation on DZ datasources'

description=data_source_description,

# insert the domain identifier corresponding to the domain to which the
datasource will belong, example: domainIdentifier= 'dzd_6f3gst5jjmrrmv'’

domainIdentifier=domain_id,

# give environment identifier , example: environmentIdentifier=
'3weyt6hhn8qcvb'

environmentIdentifier=environment_id,

# give corresponding project identifier, example: projectIdentifier=
'6tl4csoyrgléef!’,

projectIdentifier=project_id,

enableSetting="ENABLED",

# publishOnImport used to select whether assets are added to the inventory
and/or discovery catalog

# publishOnImport = True : Assets will be added to project's inventory as
well as published to the discovery catalog

# publishOnImport = False : Assets will only be added to project's
inventory.

# You can later curate the metadata of the assets and choose subscription
terms to publish them from the inventory to the discovery catalog.

publishOnImport=False,

# Automated business name generation : Use AI to automatically generate
metadata for assets as they are published or updated by this data source run.

# Automatically generated metadata can be be approved, rejected, or edited
by data publishers.

# Automatically generated metadata is badged with a small icon next to the
corresponding metadata field.

recommendation={"enableBusinessNameGeneration": True},

type="GLUE",

configuration={

"glueRunConfiguration": {
"dataAccessRole": "arn:aws:iam::"

account_id
":role/service-role/AmazonDataZoneGlueAccess-"
current_region

+ + o+ 4+ o+

domain_id

mnn
+ ’

"relationalFilterConfigurations": [

{
#

"databaseName": glue_database_name,

M AWS Glue W TR
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"filterExpressions": [
{"expression": "*", "type": "INCLUDE"},
1,
# "schemaName": "TestSchemaName",
},
1,
},

iy
# Add metadata forms to the data source (OPTIONAL).

# Metadata forms will be automatically applied to any assets that are
created by the data source.
# assetFormsInput=[

# {
# "content": "string",
# "formName": "string",
# "typeldentifier": "string",
# "typeRevision": "string",
# I
# 1,
schedule={
"schedule": "cron(5 20 * * ? *)",
"timezone": "UTC",
},
)
# This is a suggested syntax to return values
# return_values["data_source_creation"] = data_source_creation["items"]

print("Data Source Created")

//This is the sample response payload after the CreateDataSource API is invoked:

"Content":{
"project_name": "Admin",
"domain_name": "Drug-Research-and-Development",
"env_name": "GlueEnvironment",
"glue_database_name": "test",
"data_source_name" : "test",
"data_source_description" : "This is a test data source"
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BEEM A mREE

#58 BA5E P A T I A AE Amazon DataZone HEEM & HBIR AT

25T A6 PR BA T AR SR 88 B T R

def create_form_type(domainId, projectId):
return dzclient.create_form_type(
domainIdentifier = domainlId,

name = "customForm",
model = {

"smithy": "structure customForm { simple: String }"
iy

owningProjectIdentifier = projectld,
status = "ENABLED"

SR LAMER AT R BRI AR 612 B E R RE

def create_custom_asset_type(domainId, projectId):
return dzclient.create_asset_type(
domainIdentifier = domainlId,

name = "userCustomAssetType",
formsInput = {
"Model": {
"typeldentifier": "customForm",
"typeRevision": "1",

"required": False

iy

owningProjectIdentifier = projectld,

ST LAER AT RBIRN AR 6122 B E LR

def create_custom_asset(domainId, projectId):
return dzclient.create_asset(
domainIdentifier = domainId,
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name = 'custom asset',
description = "custom asset",
owningProjectIdentifier = projectld,
typeldentifier = "userCustomAssetType",
formsInput = [
{
"formName": "UserCustomForm",
"typeldentifier": "customForm",

"content": "{\"simple\":\"sample-catalogId\"}"

18R] BAE R AR R IR AN SR B 32 1RC 3%

def create_glossary(domainIld, projectId):
return dzclient.create_glossary(
domainIdentifier = domainlId,
name = "test7",
description = "this is a test glossary",
owningProjectIdentifier = projectld

S5 AR BT R BB AR B R C JRE -

def create_glossary_term(domainId, glossaryld):
return dzclient.create_glossary_term(
domainIdentifier = domainId,

name = '"soccer",
shortDescription = "this is a test glossary",
glossaryIdentifier = glossaryld,

ERMERA T REIMAERREEL N R~ RECIRR™ :

def create_asset(domainId, projectId):
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return dzclient.create_asset(
domainIdentifier = domainlId,
name = 'sample asset name',
description = "this is a glue table asset",
owningProjectIdentifier = projectld,
typeldentifier = "amazon.datazone.GlueTableAssetType",
formsInput = [
{

"formName": "GlueTableForm",

"content": "{\"catalogId\":\"sample-catalogId\",\"columns\":
[{\"columnDescription\":\"sample-columnDescription\",\"columnName\":\"sample-
columnName\",\"dataType\":\"sample-dataType\",\"lakeFormationTags\":{\"sample-
keyI\":\"sample-valuel\",\"sample-key2\":\"sample-value2\"}}],\"compressionType\":
\"sample-compressionType\",\"lakeFormationDetails\":{\"lakeFormationManagedTable
\":false,\"lakeFormationTags\":{\"sample-keyl\":\"sample-valuel\",\"sample-key2\":
\"sample-value2\"}},\"primaryKeys\":[\"sample-Keyl\",\"sample-Key2\"],\"region\":
\"us-east-1\",\"sortKeys\":[\"sample-sortKeyl\"],\"sourceClassification\":\"sample-
sourceClassification\",\"sourceLocation\":\"sample-sourcelLocation\",\"tableArn\":
\'"sample-tableArn\",\"tableDescription\":\"sample-tableDescription\",\"tableName\":
\"sample-tableName\"}"

}

18R] LA AT 7R 51 P A SR 01 32 B RS 1T M 5 B AN EDC R ARTE

def create_asset_revision(domainId, assetId):
return dzclient.create_asset_revision(
domainIdentifier = domainId,
identifier = assetld,

name = 'glue table asset 7',
description = "glue table asset description update",
formsInput = [
{
"formName": "GlueTableForm",

"content": "{\"catalogId\":\"sample-catalogId\",\"columns\":
[{\"columnDescription\":\"sample-columnDescription\",\"columnName\":\"sample-
columnName\",\"dataType\":\"sample-dataType\",\"lakeFormationTags\":{\"sample-
keyI\":\"sample-valuel\",\"sample-key2\":\"sample-value2\"}}],\"compressionType\":
\"sample-compressionType\",\"lakeFormationDetails\":{\"lakeFormationManagedTable
\":false,\"lakeFormationTags\":{\"sample-keyl\":\"sample-valuel\",\"sample-key2\":

BENRARER™
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\"sample-value2\"}},\"primaryKeys\":[\"sample-Keyl\",\"sample-Key2\"],\"region\":
\"us-east-1\",\"sortKeys\":[\"sample-sortKeyl\"],\"sourceClassification\":\"sample-
sourceClassification\",\"sourceLocation\":\"sample-sourcelLocation\",\"tableArn\":
\'"sample-tableArn\",\"tableDescription\":\"sample-tableDescription\",\"tableName\":
\"sample-tableName\"}"
}
1,

glossaryTerms = ['"<glossaryTermId:>"]

B AMER AT REIRARZ B RIR

def publish_asset(domainId, assetId):
return dzclient.create_listing_change_set(
domainIdentifier = domainlId,
entityIdentifier = assetld,
entityType = "ASSET",
action = "PUBLISH",

BRUE B FAT HEHSE

18R] BAE A AR TR B R A SR8 TR B8R B R AT R 2R

def search_asset(domainId, projectId, text):
return dzclient.search(
domainIdentifier = domainlId,
owningProjectIdentifier = projectld,
searchScope = "ASSET",
searchText = text,

&R LA A AT R BB AS SRERBUA 7= BY5E 2 1D

def search_listings(domainId, assetName, assetId):
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listings = dzclient.search_listings(
domainIdentifier=domainId,
searchText=assetName,
additionalAttributes=["FORMS"]

assetlListing = None
for listing in listings['items']:
if listing['assetlListing']['entityId'] == assetId:
assetlisting = listing

return listing['assetlListing']['listingId']

SERBAMER T RBIBAERF R ID IZITFEER

create_subscription_response = def create_subscription_request(domainId, projectlId,
listingId):
return dzclient.create_subscription_request(
subscribedPrincipals=[{
"project": {
"identifier": projectId

1,

subscribedListings=[{
"identifier": listingId

1,

requestReason="Give request reason here."

M create_subscription_response L& 3% , 3REUTE] subscription_request_id, &
JaE R LA TR B0 s 32 2 /L AETT 3

subscription_request_id = create_subscription_response["id"]

def accept_subscription_request(domainId, subscriptionRequestId):
return dzclient.accept_subscription_request(
domainIdentifier=domainId,
identifier=subscriptionRequestId
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HbE A KRG A
£ Amazon R EBEAER | & T BAE A LT R GBI AR 5T X & i E S5 DataZones
FERAUT REIAS| HEER Amazon DataZone EH A :

def list_domains():
datazone = boto3.client('datazone')
response = datazone.list_domains(status='AVAILABLE')
[print("%12s | %16s | %12s | %52s" % (item['id'], item['name'],
item[ 'managedAccountId'], item['portalUrl'])) for item in response['items']]
return

AT REIAS HI AR Amazon DataZone I E :

def list_projects(domain_id):
datazone = boto3.client('datazone')
response = datazone.list_projects(domainIdentifier=domain_id)
[print("%12s | %16s " % (item['id'], item['name'])) for item in response['items']]
return

AL T REIAS HIER Amazon DataZone JTHIERE -

def list_metadata_forms(domain_id):
datazone = boto3.client('datazone')
response = datazone.search_types(domainIdentifier=domain_id,
managed=False,
searchScope="'FORM_TYPE')

[print("%16s | %16s | %3s | %8s" % (item['formTypeltem']['name'],
item['formTypeItem']['owningProjectId'],item['formTypeItem']['revision'],
item['formTypeItem']['status'])) for item in response['items']]

return
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EIE Amazon DataZone % 1 7 15 R X R

£}

- BIEEE

- REEA

- MiBREH

- BF Amazon #J IAM & 1 DataZone

- 2/ Amazon #9 IAM & 10 DataZone

« £ Amazon DataZone Z#l &P EBEHF

« 1£ Amazon DataZone &1 P EER PR

Bl A

(@ Note

W RIEE A DataZone H AWS F 9/ 8 Amazon K@ SSO AP MEFA IR G EIREE |, T
MATEMIT D% DataZone EAMEER AWS F 4 OSEHFFE— AWS X,

Amazon DataZone , BB —NMNALXE | BT EEENE>=., AP RETBE, EXEZEERE |, BS
%] Amazon DataZone RiEFELSE,

E8|# Amazon DataZone % , BUMEKF PR EEEEENEN IAM A6, BEFERT D
DataZone B EI AFTER IAM BUE LAIR B I IH AT EN KIERE,

Amazon EEH A IAM A DataZone FeERREGRMIABRENFHAFHITRIE, SR

BRI EIX L IAM B , A Bk Amazon 14& DataZone BIEE (], MREFE Amazon

DataZone EiHBACIBRE RPN ECEXL IAM A€ , BLAECRE , BXTHETEEAEL

ENRE IAM &, F2H B IAM KR IE B E L KM UUE A Amazon DataZone RS2 E &

B AEeE , RIFEHNEREILER | Amazon DataZone FHECIBRZHNHH IAM A

€ : AmazonDataZoneDomainExecutionRoleAmazonDataZoneGlueManageAccessRole, AmazonDataZone

FlAmazonDataZoneProvisioningRole,

SR T S ERELBIE Amazon DataZone 8% .
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1. @) https://console.aws.amazon.com/datazone S B D% DataZone 2414 |, RS TRSE

SRR XA R RIERENE AWS X,
2. ERGIEBEMEANUATZERREMNE

« BN-AEBREE-NMRERW. —BRIBTHE , REAEERLE .
o R (k) EESHER,
o BEME-EIL D E DataZone H#A ., THFEMHEHEHR AWS ZHEERS (KMS) ERAE

B S B MY R EA 1T INE DataZone, EALFRIEEREMEA AWS HERHAEREREH
s AWS KMS 4R,

EXFEAEFREFIANEZEER |, S HAmazon HESEIE IN%E DataZone,
MREEAECH KMS BARTHRIEMNE , MAMERAEFSEUTIE

alAmazonDataZoneDomainExecutionRoleo

"Version": "2012-10-17",
"Statement": [
{
"Sid": "Statementl",
"Effect": "Allow",
"Action": [
"kms:Decrypt",
"kms:DescribeKey",
"kms:GenerateDataKey"
1,

"Resource": [
nen

]
}
]
}

BRES15 B A BR-1% 3 21k Amazon DomainExecutionRole 1 #& DataZone #IZFE A EFHH 1AM £
& K EARERIEN IAM A6,

PIRIGE- ( T3k ) Wik EEE | b DRSS DataZone RBHIE HEM LB IAE
MM E R IFFIRER. W DataZone FRIZ=/" IAM AGATERE. BERNEEXN G
AWS ue H Amazon Redshift IRV TG RIRE , 812 —NETEY Amazon S3 774 , QIEEE
DataZone WL S# I H , AR W EBIEHMKGECER ALK B ERNERE X 4.

BIEEHA
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« PRE- (k) RIEIEE AWS R (BHNEX ).
- RIBIBEABG , BHX KR NRIF LLE RIEMEH Amazon DataZone HAEE T H,

YR A

£ Amazon # DataZone , B8R —MNALXME AT EEENE™., AFRREB, BXEZER ,
{H2 ¥ Amazon DataZone RiEFM# S

£12 Amazon DataZone $8i/5 , B UBEREBZFE I . EUER. A IAM Identity Center LAR R
., wESMBRFSZEREEBE. EE Amazon DataZone 155 , BUAEKF P EEEEENIR
B IAM B, BEEEALS# DataZone EEZEH A FTHEHN IAM PR IR S4B 15 AT & 1 SRR,

BERBEHE  FERATHR

1. BF AWS BEZFH A HITFH L S# DataZone #2H|& , MikH https://console.aws.amazon.com/
datazone,.

2. EBREEEBE K RAEMNIRPERBE. ZEHRR—NEEE.
EEENFHAEEREL , EFRRE.
4. -« wEHER,
« RE | AM BHHPRE, BEFA THRIXLRE , FZRANLSHIZE AWS IAM S5 5H 0
DataZone,

« A, REIBERIRERREE,
5. mEZHR , ARENHSA.

il B35

£ Amazon ¥ DataZone , HE R —PMAAXEK , AT EZEENEF~, AFRFRHEB, BXEZER
iH5 ¥ Amazon DataZone RiEFHE 2

BRI B V1T H R RAWN . BERREFS TS M BRE N Amazon DataZone K& |, BIFHITBIR.
mE. BB, B, RERMOBERE., BIERT2MBRILS# DataZone AIRERHBBIERCIEMNIETL S
# DataZone AWS &R , 40 IAM A€, S3 ZiEM. G AWS lue BIEFE LUK BEII = LakeFormation
Redshift 8 FHITHERN, WREFTEFEXLERIR , EEMEMN AWS IRS 5 E Bk,

AR AEER RIS |, RSB ZELDHM IAM EEXPR DataZone , BAILAER 1AM 3 1THL
B, AL AZARBREE , MIBREE FEZH AHIARE ( £ Amazon DataZone ZHI&H )
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RAriEmE

EMEREBE , FERATER

1.

EF AWS B4 & HITF I 5% DataZone #2#lA , MikA hitps://console.aws.amazon.com/

datazone,
REERHR  RARMIRPEEERZ, ZBWR —NEE&E,
EFE IR HEEEEHES,
BABBRONAE , UHAGEERIXLESE, EEMRER,
/A Important
I BR ISRV 3B B — T ARV IRIE | BREETERE. AWS
(@ Note

MRS ISR I PRI B PRI IRIER , Amazon DataZone £ 1E 8KV 18 B o< Bk P Al 2
AWS BR |, REAENEAFRHIIEE, AT 2 Amazon DataZone RJgEN & iE VI B 6722
B AWS BRI RUAKZ BRIANBEFR. MIBRIE B H T M BRIE AWS Ik - RV EM 3 AWS BIR,
+ <environmentld>IAM &£ : datazone_usr o

« <environmentName>Glue 3 : (1) <environmentName>_pub_db-* , (2) _sub_db-*,
REZXBFERBEEE , Amazon DataZone R MNEFE ID,

« <environmentName>Athena T4 : -*, MBELFERSR IELH , Amazon DataZone ¥
WNINEREE ID,

« CloudWatch B4R : datazone_ <environmentld>

/8 i Amazon B9 IAM & = > DataZone

(® Note

ERRIEERE , BHRESER Amazon DataZone B/ AWS XiEE A IAAWS M 5%
Ft

B A Amazon # IAM &3 5.0 DataZone
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A LR AWS IAM 408 SSO AP MEA R 5B E/H Amazon DataZone #3E[1 7 HIX
R, TRRENTL#IZE AWS IAM B 1 DataZone , &AL AR FIER SSO AP MELA FEIEH
Amazon DataZone & H%IEITF.

EF M Amazon DataZone BB EEBER IAAWS M SR H L |, BHRAEKFFHEEEEENER
N IAM B, BEEfALSE DataZone EEEHEI BFEN IAM XRH 1 IAM RO B E LRI
LAjg i Amazon DataZone fRE#2 46 & FE{L A ELIE REBE A IAM B0 LMEFE Amazon LT
FEWRENPR DataZone,

SERUA T SE S A Amazon AWS B9 IAM & 199 4 DataZone,

1. B AWS BB & A HFTFF124] DataZone & , M1t https://console.aws.amazon.com/
datazone,

2. EREFRGSR , AEMIIRPEREE, ZBUH2—DESE
3. HHEBNWRINEL , E&RER,

- &5 E IAM BRFROERAR SikE,
s ERHAFSEERZEHTER, —ERESNEREFRF TENEE  UERTENHHITE

X
- BERXAFOE , £ARMBIERN IAM 5450 B FHAF &G R E/ Amazon
DataZone 1,

- FREXAFPIE , £ M IAM Identity Center B FZHRMNISE R REE , Hbi1RES
Bl 428 Amazon DataZone EBHNR. #/E , 45 7E Amazon DataZone &l & & 575 i A0 B&
XLERAFMEEA,

4. XEHERRIRERE  BREEHREHA.

£ Amazon B9 IAM B {5 H{» DataZone

=M AWS Amazon DataZone H& K IAM &4 0 FEGEPTAE SSO A F /YA BIER.

(® Note

Z2H IAM BHRFO0FLELED SSO AF TS, Ef£1E[M SSO AF1T% | BAME B E
EAM], TREBEIAFEANAIK, EEAAF , i85/ E Amazon DataZone £ &l &
FEEAP,

£ H Amazon B IAM &3 /4 DataZone 62
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BT LAER AWS IAM B350 SSO A F MEFA R M5 R E/H Amazon DataZone FHEIT] F BIX
BR., MMRZEEEAERT Amazon AWS B IAM Identity Center DataZone , M AT AT EZEAFRERAF
B9 175 18] A PR o

B2 H AT Amazon DataZone 158 IA AWS M B3 /0 |, IEAMIENKF i E E A5 EERAY
IAM B&, EEFALDZ DataZone EEZH AFIFHN IAM R RH J1 1AM R 61 B E RIS
Fl Amazon DataZone fRF#Z2H& F{L A L2 REBEA IAM F 4 0FE Amazon EERAMENRIE
PR DataZone,

SERUATSERAER Amazon AWS B9 IAM & 187 4 DataZone,

1. BFK AWS BEIRRF| A HFTFF 24| DataZone & , Wit https://console.aws.amazon.com/
datazone,

2. EREFGE , ARMIIKRPEERE, ZBHR2—DESE

3. <regionName><accountld><domainName>%& Hl& 15 & WL S BT IRE M (ARN) , ZB TR
arn: aws: datazone::: domain/ FF 3k,

4. 3TFF IAM B OESIE |, Wik https://console.aws.amazon.com/singlesignon/s
5 EERENARRF.

6. EFREEEM AWS IAM Identity Center #9388 , XIFBUEATE SSO A P X &SR] 89 15 R4
BRo SETTLAGE A TRl 328 IR SRAE SR I itk B R 72 1 1l 3K

7. MR EHEdagE 2R,
8. SSO AP FE17 1A Amazon DataZone Ao

9. E} Amazon DataZone IHEH B A AWS IAM 54 F 0 , FERBRENHEHRSH AWS IAM H 14
RO, REN “BE E2EE SR

£ Amazon DataZone 4|5 EEAHF

EBHWRAFATAERE AWS FiF s [ &5 (SSO) EiE 1B & # DataZone ¥R, BEELS#
DataZone2#l & R &I L7 DataZone MW AF | BAREKF HIHEEEEENRN IAM A€,
Fii & {6 U 3% DataZone BRI &I AFTER IAM BUE LLIRB 7 Amazon DataZone 24| AFEERA
FPRrENRENRE.

N

EB
- BB IAM AEFAF
- EIE SSO AF
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- B SSO #4

EE IAM #EHAF

IAM BEFAFER AWS SEMIGEERE (IAM) 812 | HIBEiS KM YA BR 177 8 889 DataZone L
OHigE., BXEZELE , BSH BiEF AT D% DataZone HIEITFFIER IAM RXBR. 7E 81 MRA
# Amazon # DataZone , Sk B 5 # DataZone HEFMEEK AN EERA AU NBEKFAHRHAFR
KEK P A AFAE IAM AP ANARE, TD# DataZone HBAFTEEKFNEE R b LUFIA

APPRDREN BP0 X RO (WEPBEIARDEAEALS# DataZone ) , REBEHEF
REARERAF.

1. B AWS EEEE A HITF 4] DataZone & , Wik H https://console.aws.amazon.com/
datazone,

2. EREFRHSR , AEMIIRPEREHE, ZBH2—DESE
3. HEMNKEAFEREL K ERAFEE,

4. E% Amazon DataZone HEA A EK S SXEK S FARMAF IAM RF |, HEFERM , REik
BaAmIAM AR,

5. EARMAFREL , ERIYFKSHIKREKKS  FRAEXRAFNAFRACFTREREZFMNA
P, REEERNIAF.

6. EEFUAR IAM AFIRS , BEAFEERENAFRETARERERE IAM AP

‘B SIETR IAM AP S AEH ARN,

« MBFEREH IAM AR A SN LIRS

- EEE IAM AF B D EEAIT S # DataZone,

- “ROB RTEBUHIEE IAM AFFERALS#, DataZone

EECEEKE IAM AFPSACERAA API, XSS (BEGSITREA ) RiFRETEHEH
Amazon DataZone (17 , # BEBEERZAFPNITHSTHE,

- FRAEKE IAM AP S ARG ER Amazon DataZone i,

7. EERAHECEREN IAM AFSAR  BEPZAFRZHNEIRE  AEMN B XeahikF
“Y2=A”, APfKEX Amazon DataZone BV A RINPR. AP AKENEZSE AR A RE R,

8. EFCEYRCEFAMNIAMAFRSAR K BEFZAFPZINERE  REMN BE XR2FER
“BUE”. IR IAM AFEAEGEHMWNIR , IZAFFHIREX Amazon DataZone 1389 15 8] X
PR, NEHAHBAAFITHE,
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EIE SSO AF

SSO AF 2T AWS IAM Identity Center R BIEH , RESEZN SR RHEERL. AXRXEZEFELR | B
SEAHMLEEEE AWS IAM &4 4 DataZone /g Al Amazon B IAM & 4 # 0 DataZone A /g A #l
EEEAT Amazon B AWS IAM &3 /0 DataZone, BAIAEE D ELLIZEM SSO AFFIXR, &
in SSO AF Mkx SSO AR,

1. B AWS BB & A HFTFF124] DataZone & , Mt https://console.aws.amazon.com/
datazone,

2. EREFRGSR , ABMIIRPEEHE, ZBHR2—DNESE
3. HEMNFEAGEREL K mTRIARFERFEE.
4. NTRFRE  &#H SSO AFLEF LR SSO AFSIX.

« “B¥ FIER SSO AR,
« REFEREF SSO AP HBIRE,

- EPEKRTER SSO AP ELiZE. Rit , A/ L5 R S# DataZone, X5 &
HNEEN S HRUFENRENEXSEN , T 2EALRE.

. BEUERR SSO AF B iARIZIEK Amazon DataZone 17 , # BEBEERZAFPWITRA
%, RSB ERAE,
- FRHEKE SSO AFPXNEEHBITFANGRSAELE, ZAF ST H iGN PREEFHH
B RR4 R,
- BEBKBREKE SSO AP 2B WMo BRI ZE , BEMIIFR 2B REBRT .
5. BIEEERMARIAFRRIM SSO AF, MEFHBRENRRXALSE , MK ERFATH |, X
ERE B oA B P& T LA Rl iZAmazon DataZone 13,
- ERMAFRTELE  BREFMOVAFNIE, BRETHAFHIA-—NESEECHEMANHIER,
 EEERMBAF, N2 REASEHNEERET S,
s MREBRERPVAFIRBEFE  BEBERMAF,
s AR EEIRESN “E2 B B Amazon DataZone 13,

- YAPEXHREHWHEEITFE RSTEEXRN ‘BBUE , HIT B EEWER -7 R %
A,
6. EREXHEM SSO AP HM e Xt “2H  UBKRZAF. Bit , BPAEX
Amazon DataZone B A RINRE, AFPARSEERR B8R, RGEHRENRIXAF S
B, &I A A
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7. BEEREBUEN SSO AP HMN “BF XEadikR “EH” REAZAF. Bt , ARX
Amazon DataZone 1B A BRI RN E LR H AL, APNITHZANSEIAK. APRRSE
ERABEA,

8. BEERCEAMN SSO AFHMN ‘B X iR “BUE” RBUEZAF. Bk , AFPNEHIRK
B3t Amazon DataZone HE A RINPR, TSI ENF /. APFERRN “BBE

EIE SSO #4

SSO AR AWS IAM SR HFLF RN , ESENEHRMUBRY. BXELZEE , BSHIT
R E AWS IAM &% # 4 DataZoneH /3 | Amazon B IAM & #4 DataZone LA /3 A MEL B EH
F Amazon 9 AWS IAM B 190 DataZone, & LAEE 2 B4R ZIFHY SSO AFIK, Hhl SSO 4

FMIBR SSO A,

1. B AWS BB & A HFTFF124] DataZone & , Mt https://console.aws.amazon.com/
datazone,

2. EREFRHSR , AEMIIRPEREHE, ZBH2—DESE
3. HEMNFAGEREL K BTRIAREFERFEE.
4, WTRAFERE | %EF SSO FHAUEF LA SSO FHAx.

« “B# FIE R SSO AMIAE .
« MAINEREH SSO AN HARA.

- EPBEKRTEN SSO AR ESLZE. Kt , BFARFRE R E8 A LA RZER HEET]
P (BRERAFEEA) .

« RO EEWRE SSO AENEHMER. HATHNAFTEBSEEZFHATNER F 51 R Z
BB

5. BITEBARMARMBLLERFIM SSO B, MEFRRBEANRIXAFLSE , WHERRTH |, X
BERBELICEHAR R RBOA , F4HHFTE A& AL B Amazon DataZone 3,
- EAMEARNEL  BREMHFLANIIE. ERETHARHEA - ML SEECERN TR,
« EEERMOEFAE, NN EFENEBEAERERET S,
- MRENERMNBFAIIRBIHEE | BB RMEL,
« XEFAWSEIRSH “E2E” B Amazon DataZone 1,

- HRARATEBENEREIFE  RSFEFEDN ‘BRE", HITHEEWENZ A /91T HE 5
Mo
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6. EEEHEM SSO FA , AN ‘B XRhEF BUESE , IUBRZEFA. At , %84
FF LA B Amazon DataZone & . BHNWRSFHE RN “RHB". DataZone BT iZ%FF4H YL
RABEIRBAmazonA BN R A PR ETHRINR, MEFHRENRIXAFLSE , WEETF
AR, EELENREUES BLEA MM ERHRNRAOAFITS | ETREFEEFIHEFEHER M)
WAPNABR

£ Amazon DataZone #IE[ TR EE A F IR

EHBTRAM Amazon H DataZone , BRIARDYLEI L FIL Sk DataZone BT EZ S B 3R UERY A
P (IAM 1 SSO ) ¢lBM B, £ E heIBSSEM#ITER, MERANUIETRELIEENIAE
MEESRMESSEACR FHIINNER,
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£ Amazon DataZone ABIEHE

AR ENEREN THEMBEIE WK A ELE Amazon DataZone B FH Y R 7= 8t 7] LA B Y
TEMRS. £YATMRAK Amazon & DataZone , EUATHEEH :

- BIEHER
- BIECEER
- W5 SageMaker HEE

£
- 7388 Amazon DataZone 18 AWS ZHIK PR BN EBEEF
« FL 5% SageMaker ¥ER AIE RS A MNEHE L T3 DataZone HE K AWS K 1

£38H8 Amazon DataZone 5, AWS ZEHIK AP EANEER

ATFRBRENEREN THEMEIE MWK R ELE Amazon DataZone B FH R R~ B ] LAE AR
TEMERS,

EHBIMRAK Amazon A DataZone , BEJLMNAEBER : BIEHER., HIELEERMNT D
SageMaker &,

- BENERTEZIMEE —HRS (AWS Glue, AWS Lake Formation, Amazon Athena ) A%
HNERAL DB FPNBIERE~HNEL, DataZone

- RO EERSEBNEE —ARS ( Amazon Redshift ) BEN , LAAMERT D E ZHH
I 5 Redshift %75, DataZone

- W5 SageMaker BT E B MEE —4ARSS ( Amazon SageMaker Studio ) AR AFEAL S
# DataZone B FH KL i SageMaker 5 7= E Lo

BEXEZEELR |, {55 Amazon DataZone RiEF S,

812 Amazon DataZone fEAt , SO LLUEREEAGEBEEF B3 B ARIANGTFEHNRIABFECENEE
FIPRRIRE, RFIREZEAIUFERXENEERNECIZEIRINNEE B XA MBRINLE,

MREESIRIT T DataZone 3Z B B AR EFRIFIZE | W 7T LAEH LT S BREF UL
DataZone H& W AWS IkFHREZATHANANEER, HAEBRAXLENEER K RETEFERTCIE
I i5 B R IR B B SO FER R
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E@EI T D% DataZone BIR#R 4| A5 E T D% DataZone B EANBER , B4 EKF P EES
EENREN IAM A, BEFERAILD% DataZone EEREISFTER IAM N RUREBREN IR,

£ Amazon DataZone B B AR B ERF

1.

I T

JEIY https://console.aws.amazon.com/datazone S EE % DataZone ##l& , REEHEHN
K A B K,

REEFEE  AGEREERPFEA - 1MHZ I NEERIE,

EEBFAEENEL , SMEERBREDF,

MNIERF|RA | %£B, DefaultDataLakeZ Amazon SageMaker 5B, DefaultDataWarehouse
EFEERNFAEERE L , ERELKSHEA.

£RRAMER TEL , EEATAE :

- WMREEF HADefaultDataLakelZ® , 5N Glue EEFENRBEIEE —PNHFHNRINE RS
At | ZAfT DataZone B FL IR FMEEX G AWS lue f La AWS ke Formation F &R
5 8] 4 PR A9 A o

- WRBEF ADefaultDataWarehouseli & , 577 Redshift B iF RN RAGBIEE — NI
BENRSFS AR , ZA® DataZone T L IREVMEE X Amazon Redshift FEVEIERE,
AWM B 77 17 PR o

- MREBEF AT D SageMaker’ER® |, 5 SageMaker BB 15 H] £ &I E — NI E IR
AR  UEFIDMEE FA5HTDE SageMaker 2i3E#H DataZonetX PR, ©i&HEF I 5 i#
& Fi5 8 DataZone PR FE T S 7E B FH SageMaker & i B9 & 7= 89 15 [0 I R AV A PR o

/A Important

&S AL S# SageMakeriEE AT , W 5i# DataZone 2K EXH A K~ Mt X RS
DataZone ZELLT Amazon B9 IAM B, NMBXLEHEFRFEAE , Amazon DataZone
2838 EeM].

» AmazonDataZoneGlueAccess-<region>-<domainld>

» AmazonDataZoneRedshiftAccess-<region>-<domainld>

s WTHREAE® , BEE— NN ENRSAE® , ZA® DataZone & F Amazon FERE MK
F# X1 AWS CloudFormation H & F €1 2 F & & P 5 & R Y R4

- MRIBEN SageMaker-Glu e BHIERM Amazon S3 Fi# /5 AL L7 SageMakeriZH |, 518
E AWS K T B SageMaker SMEZEE K Amazon S3 FiE. BIEENEMMEIRL
MU TZ—:
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- TEHEHEX"

» datazone-sagemaker*

» sagemaker-datazone*

» DataZone-Sagemaker*
» Sagemaker-* DataZone
+ DataZone-SageMaker*
« SageMaker-DataZone*

7. EREREHN,

BRMEEERE , S RFBET B AU EREKS PHNERKRZREREEN ., BALELHE
EWBEsEsERNEERIILEN.

EEACEANER LEEBIME

1. @3 https://console.aws.amazon.com/datazone §#i B &% DataZone #&1A , REEREN
MK P AEIE R,

2. R ‘EFRE , AREBRENMAERNNEER B N,

3. BERERGEI+ , RAEEREFANER,

4. BUABRT , SAMNFELE 8 LAE A K- P8 DefaultDataLake 5
DefaultDataWareshouse Amazon SageMaker IEE R BIEIMER E X, B2 , BB HE
BB 7BRAERRRHX—R. EFAMNERDNE , FERERERNME , AEMNTRXEERF
EFMAEBEMENIE , AREREFRERIAE,

£ AWS Ik F /i3 A DefaultDataWarehouse 5B g , BRI AOEREEFRRNNSHE, SHER—A
BNE , ET 0% DataZone 5 # Amazon Redshift EEE R FEFAHLEN , AT OEHELER
B, XESHITIEEH Amazon Redshift EBMN B, BIEEURREEFHEIEN AWS Z4A,

6 DefaultDataWarehouse 1 B 7R IS E e

1. @3 https://console.aws.amazon.com/datazone S 2|1 &k DataZone ##|& , REFEREH
T P A B R

2. &R ‘BEREE, ARERERAMSHENSE,

3. EFREREIF , RFEE DefaultDataWareshouse ER L ITH ERFMAE SR H,

4, HREFFAGENHNSBELETFT , ERUEBSHE.
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- NEPERBE—IEW,
- (HiE ) RESHENEIR,
o EFE-IMXE
« 1%&# Amazon Redshift &85 L S Redshift Serverless.

« ERREFEFTIE Amazon Redshift £8#5, Amazon Redshift RS 88 TEAZIERY AWS 2R
ARN, AWS Z4A4FMAAmazonDataZoneDomain : [Domain_ID]#R&E#ITHRiE , T AR
BESBERFER.

- WMREZKEBENE AWS Z4 , A SUBTERF QB ER KEIEH AWS B4, XFHT
FF—ANEE , BUUEEPRERANEN,. APBNENE, &F Q2% AWS B4A”
J& , Amazon F1E Secr AWS ets Manager RS H DataZone®lZZ— N2 4A , H R ZE
FERLZHA RS HENFHHITIRC,

« MREBELIRSBEAHIEFET Amazon Redshift 528 | BBLAIEBEMNTHRIFIRPEZF—NEE,
MRS E RS ED%EFE T Amazon Redshift T4EH , BBAIMEBFEMNTHHIRPER—NITHE
4,

« I APT% Amazon Redshift ££8¥5, Amazon Redshift Serverless T #E4H F B 3B E S #io
- ERBIESHE,

£I8H9 AWS Tk # /5 B Amazon SageMaker ERJE , BRI EMEREER R NSHE, SHER—

HigHE , RIS BSEMWITSE DataZone SageMaker B EEFFAERN , AT 612 sagemaker ¥r

R

[a] Amazon SageMaker & B3 Hi s

1. &3 https://console.aws.amazon.com/datazone S EII 5 i# DataZone 12414 , RAEFEREN
KRB %,

2. 1%$#% View domains , AEERTEERMMSBEN S EAERNE,

3. BEBERBRTF , REEE Amazon SageMaker EER LT A BERKFMAEE R E,

4., EERFAGENEHNZHELETFT , EFRUESHE  AREEUATHER :

- NEBERE-IER.

- (W& ) WSBERMHER,

- ¥ Amazon SageMaker H & F M RIEXRRE, EALERE IAM = 1AM &40 (SSO),
- BE AWS XiF,
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5.

. NEIRMBISE AWS KMS B4, ZIMEENETHRRTEE.
- ERESH T, HELTARE

« VPC ID-#2 A T & # SageMaker SR EH) VPC 19 ID., EAILUIEEINE VPC HEIEH
VPC,

o FW-8H VPC HRERIRN— R IP ity — N Z4 1D,
« MEIIA-IERF “{XBR VPC” & “NRAHEERM,
- Z2A-FE VPC MFMRERANZEH,
« EBERSHE T, ERIUTE®EIZ—
« AWS {X[R Glue
« AWS Glue + Amazon Redshift Serverless, fRIEFIIET , FIREATHE :
- EERFFTIE Amazon Redshift S£EEZ UL AWS B2 ARN, AWS E4A 240

FAmazonDataZoneDomain : [Domain_ID]#rZE#HITHRIC , TERBESHEDE
B

WMRLEEINE AWS F4] |, LA UEEER “QIBF A" ROIEH AWS Z4H, XFHT
F—ANEE , ZANEEPRUEZANESR. AR ENEB, EF “QIEH AWS Z47”
/& , Amazon fF1E Secr AWS ets Manager iR55# DataZone Sl —MNTE4 , HEBRIZE
AEALZHBSHEN I TR,

- BEEZELEFENFEAMN Amazon Redshift TE4A.,
- EEERQEBRIMENEANBERE (E8EENITHEEAD ) BB,
« AWS {XBR Glue + L B3 Redshift 58
- IEERFATIE Amazon Redshift SEEZ UL AWS #Z ARN, AWS ZE4A 240

FlAmazonDataZoneDomain : [Domain_ID]#r&EHITIRIE , TERIBESHESME
Ao

MREEBINE AWS F4] |, ] UBT%F QB ZA” RAIEH AWS B, XFH
F—AMXEE , BN EEHPRERANENR,. AFBNEE, && G2 AWS Z4R”
J& , Amazon ¥7E Secr AWS ets Manager RS DataZone 8|2 —MNF#4H , HBRIZE
AERALZHR RS HENEH TR,

- BEEECIBRINERNMEHMN Amazon Redshift E£&,
- BEEERMBMERNFERNBIEE (EEEBRNERD ) NE#.
R CIESHE,
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RS # SageMaker /£ A[{EBRF A MNEIHHE L S # DataZone 15
B AWS I F F

MREEFEATLE# SageMaker 5E , NE XTI E TR SageMaker J331L 53 N EPH AT E RS 2 —
DataZone, Akt , EEHRUATTIE :

1. &) https://console.aws.amazon.com/datazone S Si# DataZone #2414 , ARFEREN
T P AR B R

2. %R BFE , AREEFEITE 2B SageMaker B,

3. ‘B MERS , ARF%EE Amazon SageMaker , REEE ‘B’

U 53 SageMaker ¥E1 FI{E RS R INEIHE L B # DataZone HAE K AWS K~ 73
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£ Amazon  AWS & A E #l k%5 15§ DataZone

E O e DataZone , BENX AWS REER R IFEBEE DataZzone ML HEENFEREECEHE
PARIEENIE AWS BRFMIBRIER (IAM) BEF AWS RS , ML ERER MK,

AT 6122 Amazon DataZone UM IERE X T RS ATE S B HA R E4LHE Amazon DataZone B &
AR B B3 7= B BT AR A R T B RBRSS . 1E HBIARANHY Amazon ' DataZone , B THEBER :

. BEWEE

- 5% SageMaker HEE

f&Bh Amazon DataZone E#l AWS FRFER , & LA 243 &L B £ AL FREA AWS RS
HITERWRENITE, EEEENER , B LR Amazon WA BN EBIEEE DataZone F , 5
ERGHEENFEANEN IAM AEREBNEMZERENKE , HHLSITRIFTHE,

£

- BABEN AWS RFEH

- FAEENY AWS RESERBIZERE

- EEEX AWS IREIFEHBIZIRIE

- U B R ARINE B EN AWS REHE

- E AWS RS HIEPEEHIER

- £ AWS RS IEPEEITE B #5

FRBEN AWS RFEHR

TR T SRUEENEFEREENL AWS RFER.

1. BFAWS EEEHAHITHF L% DataZone BEEIREH A , ML hitps:/
console.aws.amazon.com/datazone,

2. “RBFE 6 AREREEHIBHABEN AWS RFEEMIE,
3. %“EEREWF , AEMNTHAERIKRPIEZFEAWS RS bluepint , RFIEE “BRA"

BABEX AWS RFEHR 74
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Amazon DataZone RFiERE
EAEEN AWS RS EE Q|2 IHE

TR TERE , EABEEX AWS RSER SRR,

1. B AWS EBEEH A HITH LS ¥ DataZone BEZH A , Wit https://
console.aws.amazon.com/datazone,

2. EERBFE  AREEBEHABEN AWS RFEEE,
3. ®“EEREWF , REEREBRAMNAWS BRS bluepint , ARABEREFE “BIERE",
4. FEHIBMETEAL , EEUTAHAR , RAEEREQNEFRE -

. BR-EEEMBENBE.

o HR-EEEMBEWHIR,

- MIB-AREREFNRINENREME, MEFE—FHAFEBRIN., X6, iTRAMER
Amazon HF Y& DataZone, ZAENAHIEEMBNFIERAFER. FIERERMAERFE
BIGRNZIMERIN B FrE .

- RREHAE-EE—INE IAM AE , ZASFHRTFILSHEILIREF DataZone HREHNIE
AWS BREFER ( HlEn Amazon S3 F AWS Glue ) B FR,

(® Note

Amazon DataZone & HWEBEENK AR, B4ARE—/IE IAM B | ZAGRES
EREENIMER B RANIE AWS RS MR RER,

BRI IAM BEEFMENRENR , RAEFE , EEH DA RNRHEEEZ LIRS
B R/ AWS BR S5 F 3 REY 15 F AR

* AWS region-i5E B2 HF G2 ILIFEA AWS X,

EBENX AWS RSB ERBIEIRE
SERUTSRUEEEN AWS RSN EFQIRIZE, BEIEBEEN AWS RESINEFQIRIEE | &1
LAf$#8 @ Amazon DataZone BRI 1P A RESEERMNEZHRER AN M T E,

1. BFAWS EERGIAHITALS# DataZone EEEEH A , MR hitps://
console.aws.amazon.com/datazone,

2. ER'EEE A ABEERESABAEX AWS RFERME,
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3.

%42 Bluep rints T+ , RFEE DB AMAWS RS bluepint , REIEBREEH P FNEEN
AWS RFIFE,

£ AWS BH A8 ETTE L, M RINEE = “BEX AWS 1% 0 PikFE AWS §5 5% (%
£ ) , LAB B DataZone M B#EIE 1 B @ &R Amazon S3 7i&4. Amazon Athena
AWS T/EA, Glue EEHIZMES AWS HEH M B E IR H & RIFEIREFEIE,

ZID%"‘EFHEI:%%‘,E’J “BE HoPNBENFSEZEERENFRSMBLRE  WAESHTT
B85 T BB MARZE B

FMBLE KR AR BEX AWS BRSSHE

SR EER , R0 E R RINE AWS RS HRR

1.

BExk AWS BEEZF A HITFH I S# DataZone B A , Mit7 https:/
console.aws.amazon.com/datazone,

EER BE”RTF , REE AWS RS EHERZQEPRNKZNTE .

EERRM , REEFNKARELERHARFINKE IAM AP, SSO A SSO HANKR . &
ESENTBE AN FRIEE R S5E . TRERNBINRARE , BEFMER

£ AWS RS ERIR R B B IR IR

FTRUTER |, £ AWS RSE P E B BT R,

1.

BF AWS EEEEA HITH L D% DataZone BIEIR4IA |, Wit H https:/
console.aws.amazon.com/datazone,

ERERIZETF , REERAENL AWS BFEH,
£ EQIEBMRE T, REFEPEERERN AWS RSHE.
R CBEER R, &R RN, BENATARR , AFER R,

. BH-BIRBRE .
. HIR 1% AWS Glue 3 Amazon Redshift.
« X¥F AWS Glue , BIEERRBIERE.

« XF Amazon Redshift , IEFEFHR LRSS , AEIBE Redshift Fif , BIEHHRINEL
AWS #4], BB ENEFANERRLTRSEITHELE. BT ENEFRNBIEENURE
EHREEREM,

FUE K ARMEIBEX AWS BRFHE 76
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« NR-BEE—IEEBHRAR , ZAGFNRNXIS# DataZone EFEEX La AWS ke
Formation FRMFRINE (EATF GAWS lue ) , HERFILIDHREMSEX T I 7
DataZone Redshift A ZR &Y 1 [A] I R BV R o

« ATHIEHETE-ELD#E A DataZone , W H X 5 7] ABE 1T 5 B #5 DataZonefE A¥IE |, T S
FERITHE BFRRiGEEEE RITENEE. EERE T HEERAINAITEB .

£ AWS RS IR R ELETT Y B #5

FTRUATER , £ AWS RSIEHEEIT HE B 7.

1. B AWS BB AHITH LS DataZone BEZH A , Wit https://
console.aws.amazon.com/datazone,

2. GERBEEEIF , REkE AWS BFEH,
. EEBRIEMIME T EREEHPEEITE B FRH AWS BREHR,
4. EFETEBR EBF , &F RN, BEATAR , REGEE B0

- B-1THE BB Mo
. IR i%£$E AWS Glue = Amazon Redshift,

« XTF AWS Glue , BIEERRBIERE.

« X¥F Amazon Redshift , IR EFHRTRFEE , AFIEE Redshift Kl , SIFEHHIMEDN
AWS 4., SIERSENEFANERITRSHFIFL. BN ENERANBEENARE
EBREEFHEN,

c NR-EE—NMNEBHRAER , ZASFIRNIL S DataZone IREVFEEXS La AWS ke

Formation FRMFRINE (EAF GAWS lue ) , REZRFILIBHREMTEX T %
DataZone Redshift A Z B9 17 [A] 1 PR BV R4 6

- AT EIEE -7 Amazon F DataZone , &7 LUBH £ ¥ 12 BUT B MY B3 R 58 & A8 B K
REEXSP, BEEREWFULITE B FRAMNHHER,

E AWS BRSIEREELTFE B 7 77
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{58 A R BRIK 7 & 4 ME R 2 diE

FHEH AWS Tk = 58/ Amazon DataZone B & XEKfE , AR AKX A M EA XL AWS K
HBE. REKFXBRE=ATR.

- BHE , BEERXBRGEHEEME AWS IKFHE, MRKF5HE AWS IKFRE , TS
DataZone £/ AWS &BR1H R EEES (RAM), AWS Ik <Bk R8EH Amazon DataZone 138 %
#o

« HIR , UKFPABEEEZXERER,

- B=  UKFAEESAMENMREER., BEERER , KRFEE N MR AP RETEK
FHEIZEMIGRER (HlIn AWS Glue BIEER Amazon Redshift ££8F ) FTEM IAM BB F & RE
=

£l

. EREHM AWS Ik KB

« ¥ XKH Amazon DataZone B Ik P XBERH B ANEEHR
« E4 R BT D% DataZone 3B& B IK PP < BXiE SR

- EXEKAWS KRB ARIEEH

« 7EXEX AWS JK P & SageMaker ¥ Amazon 1R AT{E RS

o BERXEIK,

HRE M AWS B 5B

(® Note

B EEM AWS IkF RERBRER , BRIEMEA Resource Acc AWS ess Manager (RAM)
EHfth AWS IkF HEEMNE, HFXRESHANIKS ID WEHEY,

EAET L% DataZone 4l iEREH M AWS Ik FXEIT D% DataZone iHH , BAMEIZIKF F
BEEEEENEN IAM A€, EEFEHITD#H DataZone BEEEIAFTER IAM R LR 158 B & Ik
FPREFTENRIERER,

TR T ZBUEREE AL AWS IKF REX.

BREHEAM AWS Ik KB 78
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1. BFAWS EERFIAHITFALS# DataZone EEEH A , MR hitps://
console.aws.amazon.com/datazone,

EREEEHE , ARMNIRPERTE, ZBME —NEEE,

B NRE “XREIKF” R+, REEE BERXEK

MALEERREKWIKFH ID, MRENKS ID JIXRBEFE | FEFRIEFRXEK,

£ RAM RBET | I5EMKFXEH RAM KB, BAI LAk
FAWSRAMPermissionDataZonePortalReadWrite BNk P 35 o i < B IK 7 9T Amazon
DataZone API i 81 2k3E 1~ AWSRAMPermissionDataZoneDefault , t A LAk o i < Bk

K X .47 Amazon DataZone API M A RMEIE T~ A FXR, DataZone Af5 , LWE#EHRARE
#9 K = £ Resource Access Manager F 812 AWS BRHAE | HFMANIKS, ID ERZEA,

6. BLIBAEM AWS KFNAREEIZENER, BFREL (7) RKEIH,

o &> oD

RHUNENZFEEN KMS ZHKS H R R

Amazon DataZone HIR ETtHERMEZN , ELR2 (RIANERT ) FRBEESEENZHEHIITMNE
AWS | & ( Tk ) FALSEEABRHREE FRMAN AWS BABEERS (KMS) FNEFEER
., MRENEEAZFEENZANE , TREUTSREXEKKS R FEHA KMS B4R,

1. B AWS BB A HITH KMS #8444 , Wik A https://console.aws.amazon.com/kms/o

2. EEFLAKFHEHCOIENEENER  BESMERKPIERE Customer managed keys (BF#E

EEH).
3. EEFLAKFHEHCOIENEENERS , BESMERKPIERE Customer managed keys (BF#E
EEH).

4. I KMS ZHFIRF , BERBEREN KMS ZHANBIBHEHN ID.

5. EAWREIIAE AWS KR KMS 247 , FEAREEM AWS KSR vt XLEK
FHEIAM ZEA ( REEFEHH KMS IR ) ATENRRERER KMS B |, flaninzs.
=, EMMBENERBEZR,

12k B Amazon DataZone Bl K F R}EXER HZ AHIEER

EET D% DataZone BIRiE4l A P S 5T D% DataZone R XE , BHAEKF DI EEEEE
MERRY IAM A, FEE{EAT D% DataZone BIEIRE A FTER IAM R AR B RENE,

SERA TR 1ELUEE S 5 Amazon DataZone 35 % HI X< Bk,
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1. BF AWS BEERFE HITF L S# DataZone EEEEHIA , MR hitps://
console.aws.amazon.com/datazone,
2. ER“EBEHEFER , ABMIRDERBEE, BERSKR “BER. &E “EFFR,

3. ERRBREAMUNGENN/RBFELENMRTER , FEREREREREPREP —NEIEE, R
A BAE B

- BIEHHRBEERMFESAFEBCIEMERE AWS Glue. Amazon S3 1 Amazon Athena &R ,
DENBEE B E R AMER,

- BIECENEERMSEEAFEBLENMEE Amazon Redshift &R , MEMNKIESCES X H
5/,

4. MRBEFEFE-PTHIMARRER , BEEUATRERMNEIR.

- BEEHENR IAM SEOLSRREMANIR , £5AF DataZonefEBIRIMAEEX & ( Hla0 G
AWS lue 1 Amazon Redshift ) YRR, &A1 LLEEFELE Amazon DataZone B2 R {E A #THY
IAM & | LI BUNIE 1AM A’ SR B3 TEE,

- BB IAM B[ A mazon IZEMER DataZone , s AP EEB QI EMNEBNREIR |, Hl0
AWS Glue #iEFE., &EaLLUER1LE Amazon DataZone S FERFHH IAM €& |, th e AN
B IAM A RPIHITIEE,

« AT EIENH Amazon S3 F#E 2 E A 7 FE%IE A EIER I 5% DataZone R AN FMEHE
WER, BAILUERT SENE RN ERIAEM#S , DataZone LA LUBEN 1 A HER R F A B RKIEE
B2 HIAE Amazon S3 (R, MREERBECH Amazon S3 & , MEEEH IAM KEELL @
I 5 #h DataZone 2 A ZER AR NIR,

5, MREXNHEERIAE , FABREZIHEEXK.

¥4 5k 5L B DataZone 158 B MK 7= < BX B K

E#HT 5% DataZone EEEHI A FIEL KB D DataZoneBHIKXEKER , BARE LK, PIE
SHEENRN IAM At, EEfAL D% DataZone EEEH EFHERN IAM R IR ERENR,

SERUATRE |, B4k B L 5% DataZone HHY < BxiE K,

1. BF AWS BEEIEH A HITHF I D% DataZone BB A , Wikh https:/
console.aws.amazon.com/datazone,

2. &R BEFBEXR, RAEMIIRFERBEE. BiERESMN BEKR", &R ELXEK, &R 4B
HRER", BIARHIER,

$E4 5k B D% DataZone 2% B K 7 < Br i K 80
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FEXER AWS IKF /5 SR EE R

E 1 Amazon DataZone EEZ4I AT EANEER , EXAEKFS PHEEEEENRHN IAM &
B, BEFALDZ DataZone BEZEFHIAFTERN IAM R LR B HEN R,

SR T IRELERBRE /5 AEE.

1. BF AWS BEEEH A HITHF I D% DataZone BEEIEHE A , Wik h https:/
console.aws.amazon.com/datazone,

2. IFEMSMEARFERREKEE.
3. GERENHBRANEEEE,

4, MNEEFIERG | it#¥DefaultDatalLakesk DefaultDataWarehouse SageMaker, Amazon = iE
AWS BRFEE.

(® Note
MRESHBEY AWS RFER , I EEREEEBHHNAG, BEX AWS RS
bluerpint WX R MBI FI R EEFERALERCIERERLEN, BXEZES , BH5H
FRABEENY AWS REERMIERE,

5. HFMEEEMFAFEEREREL , REERKSHER,
6. & “NRANAR NEHL 6 EEATAR :

- WMREEF ADefaultDataLakelZ® , 5N Glue EEFENRBEBIEE —MHFHNRINE RS
AT  ZAR DataZone BFL LI FMEEST G AWS lue 1 La AWS ke Formation F3RH
7 18] A PR 19 246

« WMREEF HDefaultDataWarehouse¥ 5B , 7 Redshift EB IR INRARIEE — MR
ENREZ AR |, ZA® DataZone T S IREVAEE X Amazon Redshift FEIEIEHRZ,
AW E T R PR

- MREBEF AT DL SageMaker’ER® |, 5 SageMaker BB i H] A& I5E — NI E IR
AR  UEFIDMEE FA5HITDE SageMaker 2B DataZone R, ©iEZ FIL 5
& Fi5 8 DataZone P PRFFE T S 7E B FH SageMaker & i B9 & 7= 89 175 18] I R AY A PR o
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/A Important

2B AL S# SageMaker#EE AT , W 5i# DataZone 2K EXH B K- Mt XA R E
DataZone ZELLT Amazon B9 IAM B, MR XLEHEFRFEAE , Amazon DataZone
2838 EeM].

» AmazonDataZoneGlueAccess-<region>-<domainld>

» AmazonDataZoneRedshiftAccess-<region>-<domainld>

- WTFBEAR® 6 FEE—IMFNIINENRS AR , ZAE DataZone RF Amazon TEFRE K
F#MXiF AWS CloudFormation A f S 2 M B EFRE TR RN

- MRIBEN SageMaker-Glu e BIERM Amazon S3 Fi# /5 AL L7 SageMakeriZH |, 18
E AWS Ik = R FTE SageMaker SMEEEFE AR Amazon S3 Fi#EH. BEENFHEMER %’%M\
MU TZ—:

- ToEHHEX

» datazone-sagemaker*
» sagemaker-datazone*
» DataZone-Sagemaker*
» Sagemaker-* DataZone
» DataZone-SageMaker*
» SageMaker-DataZone*

7. ERBREHE,

BRMMEERERE , B LUEFMER B AUERAEKSPHERKRNBINERENF, EATUBIHE
BB BRAERNEERIILBEN,

8 E1£ & /8 B DefaultDataLake =% DefaultDataWarehouse & & Ii H

1. @3 https://console.aws.amazon.com/datazone &1 ZII & ¥ DataZone #24|& , REFERER
[ S AR

2. FAEMSHERHER KRBT , RAEEREEEFRNNEED B WE,

3. EREBEEGEIF , RFi1EE DefaultDataLake = DefaultDataWareshouse & E,

4. BINBRT , BAWFEDE BRI LAERIKF ARH DefauItDataLake =} DefaultDataWareshouse
ERRGBRERENH, ER , BULUBINEENE I RAERXRBRHIIX—8, ERNEEINR
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B, FAREREERNE , AN TAREREFEEFMNNEEMENTE , RAEEFEFEERR
Bo

1£ AWS Ik 7 /1 /3 A DefaultDataWarehouse 5B G , Bl mEREER R INSHE. SBER—4
BEBHNE , 2L 9% DataZone 5/ Amazon Redshift EB IV EN , AT OEKIELER
B, XLESHIIEEM Amazon Redshift EB B, BIEEURREEHEIIN AWS F4A,

[6] DefaultDataWarehousels B R NS H &

1. @3 https://console.aws.amazon.com/datazone &1 Z|I & ¥ DataZone #24|& , REFERER
L ANE -

2. FENSHERFER KBRS , AREREEEPRNSHBENSE,

3. MEBERGEIF , R5iEE DefaultDataWareshouse R LT E R FMAE S RHE,

4. EEEFHAGENEMNSHELTMFT , ERIESHE,

- NEPERB—IEWR,

( Wk ) REUESHENER,

o EFE-MXE

« 1%&# Amazon Redshift £85Il S Redshift Serverless.

o ERRIEFTIE Amazon Redshift E£8£ 5, Amazon Redshift T IRSS 88 T ER EUEHY AWS FUZR
ARN, AWS Z4AX4FFHAmazonDataZoneDomain : [Domain_ ID]#RZE#1THRIE , T ER
WESHEPRFEA,

- MREEENE AWS 4 |, A SUETIER “BIBR 4 REIEIH AWS F4H, X [T
F—NNFE , BUUEEPRUEFRANER. AR NZE, &2 “QIEH AWS Z4E”
/& , Amazon F1E Secr AWS ets Manager AR$5# DataZone 8|2 —MNESR , HARKRZELR
FREZHANESHRENEH1TIRIC,

 1%# Amazon Redshift £85I I # Redshift ToARS-88 T4,

« H AFTIZ Amazon Redshift &85 Amazon Redshift Serverless T 48 F I ERIEE S Fro

- EE QIESHE

K AWS Ik # /5 B Amazon SageMaker ER /5 , B MEREERRNSHE, SHER—
HigHE , RIS BSEMITSE DataZone SageMaker B EEFIAERN , AT 612 sagemaker ¥r
R
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[6] Amazon SageMaker & B/ nS Hi s

1.

JEIY https://console.aws.amazon.com/datazone S EE % DataZone ##l4 , REEHEHN

b AN RS

%4 View domains , AR EFRTEBERMSHBEN B AEENE.
HBERIRT+ |, REEE Amazon SageMaker IEE LT IERMNIFEMAEETNE,
EERFAGERENSHRERNFT , ER0ESHE  AREBEEUTAER

NSBERBE DB
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3. RIGIERENAERAGENEMNKNR, RERITREHERREEIE.
4. REIMNENBHAELR  REEERREFER.

il BRER IR

£ Amazon DataZone BIE# |, MEREBERRHVES ( Hl0 , Amazon S3 7. AWS Glue ¥
FEESR Amazon Athena THE4H ) , HRAN—ALEN IAM ZERA ( EESENTEENR ) AU X
ERRHITRE, BXREZEER , 1521 Amazon DataZone RiEF#E .

A EHFRHETTFPPAENRNIL D% DataZone A P #B AT LA B A il BRI &b DataZone %,
ENRINERE | BERXATETE,

1. SMZE Amazon DataZone ##EI 17 URL , REEAE SLE R (SSO) HEIEEF AWS . INRE
= 5% DataZone BEE & , M A LUEI https://console.aws.amazon.com/datazone S EE S
# DataZone 12#14& |, EHAEEOIE AWS K/ & F  REERBITFEEIT,.

2. MIEBMSMERTERE NAHE" , RAEEFSSEMERNIFEHIE
3. RIEFERENAHFAGENEMNIE  RERITHREHEEMN RIS,
4. & BIBRIR BHEOF , BIEFRDelete PR ARBIAMIBR , AEEFE “WERIFR"

REEMBRMERB T ZINENRE G , TRRIIMERIZTE, EMERIE , KRERBRERE
FERHBAER AT 5 B #Ro

I TE

EXN S DataZone , B FE—HAFEB RIS AGRHTHME , XERGIERER. £, 1T
FE M ERT S# DataZone B ZXHWERET, BXEZEEL |, 5 Amazon DataZone 7R iE F 4k

PN
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FREBHEHETPAAENRENT L% DataZone AP E A LA 6|2 &% DataZone W H

BEOEFIE , BERATER,

1. $#1E Amazon DataZone ##&1/° URL , R A& JE % (SSO) HEIEEF AWS . MRE
2 5 DataZone BE & , M AT LUEI https://console.aws.amazon.com/datazone S E LS

# DataZone 12414 |, FRABEOIE AWS K/ B3 F |, REERITFBIEF,
2. TEN L DataZone BRI & |, ®kEFEQIEIE,
3. AUTFEREEE, RAEEE CEZmB”

- BF-TLE B

o HR-T1E R,

YmiE TN B

ELS# A DataZone , B FE—AAFEBMETLSRAOBTIME , LRSS R AR, KW, iT
EFE AL S ¥ DataZone B ZXHAHBBET., BXEZEER , 155 Amazon DataZone RiZ F
2o EYR%E Amazon DataZone B H , B4R ZMBENAEENTEZTMENFHBENHAEER.

BRBIBTE , TERAT TR,

1. S ZE Amazon DataZone ##E[ 17 URL , AEFEAE SLER (SSO) EIEEF AWS , HIRE
2 5% DataZone EEH , MATLUE https://console.aws.amazon.com/datazone SMEITL S

# DataZone ##l& , EAFEAECIE AWS KF B R , ARERITFEEIT,.
2. EEREHA,

3. ERERBNIME. REEMBIRPEFIE , WANESE ‘ERME” FRPEEME R
MR ITE R

4. BT B, REGE REWE
5. BE#TEBHRNER , RFIEE “RE

il B 51 E

EX O e DataZone , MBFE—HAFEBS R SAGFHTIHME  XERGIRER. £, 1T
%) /=R E AL 3% DataZone B ZHPHIBIER™, BXREZEELR , 5/ Amazon DataZone R iE Al

=0
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HIBRTIE WITH R &L, MRS FIHEEBERIE MRS , SBHEEBR. R, &=, ALKRMNx
BiERE, LS# DataZone 44 DataZone 7 I B # &S Lake FormationflAmazon Redshiftx £ &
B RREIFNED . MIBRIA B A2 MR D% DataZone FJAERS BHIG 612 A IETL D% DataZone AWS &
Ro MREFBEFEIXL AWS BIR , BEMERK AWS BRS Mk 7 A EL IR

Z Mk Amazon DataZone M B , UM RZIMBWEE,
ERBRMEIE , BERAUATER,

1. S ZE Amazon DataZone ##Ei1F URL , AEFEHE R EF (SSO) REIEEFR AWS . IAM &
FEARLUE https://console.aws.amazon.com/datazone S B 5 # DataZoneiZ &l & |, A
HEBE AWS P B R, REEBITHEEITF,

2. MIRERSME IR XTI E

3. ERENRMNME. MREEMBIRHPEFIE , WALERE ‘ERME" FRHPEERE A
PRRETR R,

4. BITBE, REGEE WERIA.

EREAEXMBKIENEEXRNNERES
5. WMREEIEE , BRAWIAXE , REEERER.

/A Important
BRI B B — T AR AV IRIE | BREETERE. AWS

® Note

MRS ISR I PRI B PRI IRIER , Amazon DataZone £ 1EEHY 18 B o< Bk P Al 2
AWS ﬁ;ﬁ ﬁ"ﬁiﬁﬂ"é‘ﬂﬁﬁﬁﬁ)ﬁ'hﬁi\% BEo J«)\T% Amazon DataZone ® _I“"?J I E ﬁ'JEE’\J AWS

 <environmentld>IAM & : datazone_usr_,

« <environmentName>Glue B3 : (1) <environmentName>_pub_db-* , (2) _sub_db-*,
RELEFERBEIEE , Amazon DataZone FHRMERE ID,

« <environmentName>Athena T4 : -*, MBELFERSR I/ELH , Amazon DataZone ¥
WNINEREE 1D,
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« CloudWatch B4 : datazone_ <environmentld>

BT E

#EIL 5# A DataZone , M B FE—ABAFEB MRS SBAOMRTIHME , XLEAFSR AR, KM, iT
FE M ERLS# DataZone B ZXHWEEERT, BXEZEELE |, 5 Amazon DataZone Ri& F4#E

A
/&N 0

ERHUDABYE , BERA TSR,

1. §MZE Amazon DataZone ##E[1/ URL , RIGEA R RE R (SSO) HEILEER AWS , HIRE
= 5% DataZone B R , M A LUET https://console.aws.amazon.com/datazone S EIT S

# DataZone ##l& , ERAEEGIE AWS K B F , AFERITAREIF,
2. MRERSMERPIEE ERTE" , REEFEHE,

3. EBRLEETWHE., REEMBIRPEAIE , WABEIHE ‘EXRIE” FRPEENR
BUMRETER,
4. BT B, REGEE BAWE

B B R A B

EN O DataZone , MBE—HRAFEBREZH LS AGFHTHME , XERGERER. £, 1T
FEMERL D% DataZone B ZXHWEBER", BXEZEEL |, 15 Amazon DataZone Ni& F 4L

/&N 0

EOTERMKR , ELARTMBEBENTEE. ELH SSO #H#4H. SSO AP IAM EHEA
(BEeHAFT ) RMATMB KA.

EQWUBMERINRA , BEFTREAT SR,

1. SMZE Amazon DataZone ##EI 1/~ URL , REEAE [LEF (SSO) HEIEEF AWS . INRE
= 5# DataZone B R , M A LUEE https://console.aws.amazon.com/datazone S EIL S
# DataZone ##|A , FHHBCE AWS K/ &R |, REEFRITHFBIETF.

2. MIHSMBEERPEEFE EEFEWE", AFERTAE,

3. EREMHEMIKANTE, MREEHNEIRFEFET , NALIBEIE EXRIE" FRHAE
EUE B MKREITER,
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4. EWMEMNFMAFEETEAEL , EF HRA" &I+, ARER ‘MMERL” ' Ro
5. EUWBRAETFH , EFFMEA

6. EEWMBERAIRABHEAS , EEERNAFAEEMRNERETNAG (IEEISS
EF) , REEEFIRR.

® Note

MR IAM ZEAKEH EH Amazon DataZone AR ER |, N LURZZEFE AR NI B
MR, HLE#EEITF. API = CLI KI5 IAM £ZF AR ER , © DataZone £ B3
NZBECNBAFNR, BLZERN IAMZERANEZAPNMNATR, WIR IAM £ ARNE
F&EIMAE Amazon DataZone AAFEHR , WEF IAM ZERARMATME KR , BEER

£ 1AM #2 &) A AmazonDataZoneDomainExecutionRole & 3 & B =R ML R F AN IAM X

BR : iam:GetUserMiam:GetRole, F/ , EFEFEHINITIEE , IAM ZREA LTI E MY
IAM #XBR = BEF AT L 2 1R 4E

MILE PR R

EN O e DataZone , MBE—HRAFEBREZH WS AGFTHME  XERGERER. £, 1T
FEMERLS# DataZone B ZHWEBER", BXEZEE |, 15 Amazon DataZone Ni& F 4L
o ENMBEHBRAA , BX4NRMEMEE.

ENANBTMBEFBEREA , BERATER.

1. f$H DataZone &1 URL S ZE Amazon BIEITF , RAEEREK SSO =5 AWS ZiEE
FKo MREETL# DataZone BE G , W 0] LUES F A €122 5% DataZone & # AWS Ik F
5 1E)E 5% DataZone #4#| & https://console.aws.amazon.com/datazone SRIREVERIEIT] P~ Mt .

2. MRERSMERPIERE ERIE" , REEFEDE,

3. EREBKREANIE. MREEMEIIRPEFIE  WALNBLE ERME” FRPEEN
B & RETER,

4. HEHEMNFAGSEREL , & ‘A ‘T F , REEE FFERR" TR
. HETE RATRTFH  EREMNABRFBEBRARA  REEE B
6. HE“BRARBHEAP , EE BEREA" IR,
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£ Amazon 8| FEF & 1 I DataZone

AN BEERITHESNER , UEELDZ ERIEKIEESE , DataZone H7EIL Sk £ & 46 HiE

DataZone,

EERAL D SR EIE DataZone #1703 , BULMAFENEBIE (&= ) FNTEEFFIL DS #
DataZone, AREMEGIEER , MABFZMENRAFRERIX LR, BRFABRT , BNHFE
RSB AFBAUERR/BIRAERTMBBRER™, CIBTEFRE  BEMEEITLES RIS
BB (B MEY ) . IR (AFENMEY ) . BB, WLR (AFNEY ) AxHhERE | &
RAEN LS THEREEFRS

£ Amazon DataZone SN BTFEHIT RN T — SR UEBE AR AIUKRIET BN ERFA>~, &A
OB R BE 7 % 7= K 0 2] Amazon DataZone B FERMEIX— K. RESFBRENEFR=TURHE
B3P , M BFPREEFHRANRAIL TEIRES, MREFASERH L D% DataZone B
ERTTEH , WANBRABABZEFRER , MERFRALIAERI] B K4,

£}

« AL S#EE Lake Formation &R DataZone

- BIERENERE

« JABIE H=1T Amazon DataZone $#EE AWS Glue Data Catalog

« AW L@ Redshift 813 =171 5% DataZone EHIEIR

- EEIAEM Amazon DataZone HIER

« FU1 B EFF M E &M 2| Amazon DataZone B &

- EEEFNEERS

. FHOIRR

« M Amazon DataZone B FHEUHE A&

« HiBRIL 5 # DataZone &=

« F B3 Amazon FIE1THEIEIR DataZone

« Amazon FH &= £1] DataZone

« Amazon W##EF & DataZone

- EAYSEFEIMER A

« Amazon FHHIEIL R DataZone ( FSEAR )
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RIS #ELE Lake Formation fX PR DataZone

HIRFERARNEN BRI HIER (DefaultDatalLake) BIZIFER , 27 Amazon DataZone H % i1—4
AWS Glue ##EE , TR ZMRRETREN - 2. MREMI AWS Glue BIEFEAH RS> , WEH
H A PR

BR , MREER MR~ HITHFET LD DataZone R Z I AWS Glue Ei#EE
RO, MABA#E @I 5% DataZone AL 15 EILLSAER AWS Glue BIEEHRRHINR, 7
It , ¥RATIE AWS Lake Formation FERIA TIRE |, H L ER Lake Formation #XBR S 0
FAmazonDataZoneGlueAccess-<region>-<domainld>,

- £ Lake Formation X REX TR E L RERNE AWS Lake Formation H 9 & B 3E B &
Amazon S3 VB, RTHEZEE , S https://docs.aws.amazon.com/lake-formation/latest/dg/
register-data-lake .html,

- MIEG# DataZone &¥EIAMAllowedPrincipalsiXPREY Amazon Lake Formation 3 5 & BRI
R, RTMEZEER , 55 M https://docs.aws.amazon.com/lake-formation/latest/dg/ upgrade-glue-
lake-formation-background.html,

« JFLLT AWS Lake Formation X BR Fff inEIAmazonDataZoneGlueAccess-<region>-<domainld> :
« Describe ARNFERNWBIEEMNDescribe grantablefXR

« Describe, SelectDescribe Grantable., . A EBIEFEH & DataZone ERREEEH
BlSelect GrantableiXPRAVFFE RHIFR,

(® Note

I B DataZone 3 AWS Lake Formation JE&1# 3, Lake For AWS mation JE& & L iF
YRIF 153833 Lake Formation BEEIREY Glue BIEBEFRIVR |, B AT RIFXIX LR ML
BENTMAINE IAM R, BXREZELE , BZHIL %5 AWS Lake Formation JE&1E =
DataZone £/

BEXEZELR , H5 WIS AWS Lake Formation X PR3 1T & FEHEER DataZones

I 5% 5 AWS Lake Formation J8 &1 = DataZone £

I % DataZone E5 La AWS ke Formation JESENEK . XFPE K FEREEY B W @ T 5% &
HAMHEZIER AWS Glue R , DataZoneM L E %7 AWS Lake Formation F5EME(]l. BEER A
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EIF 18 @ 3 AWS Lake For AWS mation B Glue REINIR |, AR S#ERIEN XERNEMNE

IAM PR,
B, A LLfE Amazon DataZone BB 12 %l & A /3 fADefaultDataLake 5B T BB M EEMHEE.

B A5 AWS Lake Formation ;28R &R

1.

o & 0N

o

B3 https://console.aws.amazon.com/datazone SR EITL L # DataZone ##l& |, REEREH
JH&F 1IE§%O

EREFE  ARERBREREFRFHE AWS Lake Formation JESE R E R,
EERFHAEENTEL K SMEER®RINF,
MIE B 5l &K ik #EDefaultDataLake s B,

#1R DefaultDataLake EEEBH. MEXRBH , BRBHINISRELN AWS IKFHEHRE
Amazon DataZone 1§, AWS KPR EHANEERSEB A,

£ DefaultDataLake #4EETNEA L , T FEEET+ , AREBRTHA LANREZRH,
T BEMEEMR T, &P EEELS ARELEFM.
WFHEVEEEA® S L0|EHHN IAM BEFERINEN IAM A€, L D% DataZone fE

AltAtiET Lake Formatlon RE T EAE R B X N BIE LR Amazon S3 FHERRIR/BEN
BRo. AWS BXEZEE , B2 AmazonDataZone<region>S3Manage--<domainld>,

HE , MREBFLFLETNIRERSERXT BaNEMEL Amazon S3 # DataZone , NI BT LAEEE
FEBEREN. Akt , BERUTSER :

o IERYIIRIRE LABEBRISERY Amazon S3 S,
o BEEEHRRM Amazon S3 FE@E URI,
- ERIMEMEFE#E  HERAMN S3 NE,

® Note

Amazon DataZone X L iFHERR S3 BB, S3 RIUERENHIEM S3 LE&HFEB
BEBRTE SE AT B 2 Fho

« EERFREFER.

£ AWS KPP ERABEMNEEMHEERS , SHECAAEITHET IAM XREREEHN AWS Glue KA ,
I 55% DataZone N B &£ LUREEEMIZERM Amazon S3 L& , AAFEIL La AWS ke Formation &

T 5# 5 AWS Lake Formation JE&# =X DataZone £/ 104
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BERONR , ABFEEAERTFHRRR, XF AT UBERERRRTH La AWS ke Formation X R4
ZEFERLN IAM KR , MA2PEEAIE TERRE.

EX 55 B AWS Lake Formation JB & 18 =\ & B AT 20{a 4L X hNZZ R NE %k S3 &
DataZone

MREFEANREAETFFE AWS ERIEE KMS B MR Amazon S3 L& , N
AmazonDataZoneS3Manag e BB X4MENER KMS ZAMBZENEZIIE , E KMS F4A KL S
[61% A &% F 2450 E AR,

MREH Amazon S3 L EER AWS HEZMAME |, B[
ZAmazonDataZoneDatalLocationManagement& & 78 i LA T N BX KBS -

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [
"kms:Encrypt",
"kms:Decrypt",
"kms:ReEncrypt*",
"kms:GenerateDataKey*",
"kms:DescribeKey"

1,
"Resource": "<AWS managed key ARN>"

WRIEH Amazon S3NEEBFEAZEFREZHAMNE , BRITUTRE -

1. FTFF AWS KMS ###|& , Witk https://console.aws.amazon.com/kms FHEL AWS & 15 #1158 &
B (IAM) EER PR AT MERA T MEVEN KMS ZAKRBHAF & 608 R,

2. ESMERT , EREFEZEERRRS  REEEMEN KMS BHAN B,

3. EKMS ZHAFAFGENHEL , EBRARKETF , RAERITUTE—RESENEENABS
Lake Formation FREZHXABEFIMA KMS Z4HF -

- MRETREBRANIE (SFE BHREER", “BHABER. “BHREAF M “Hit AWS K~ 885 )
B1E ‘BB P 9 T A lAmazonDataZoneDatalocationManagement & &,

T 5# 5 AWS Lake Formation JE&# =X DataZone £/ 105
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- MRERZEARKE (JSON) , ERERBEUME AT ERABR NRR
BlAmazonDataZoneDatalLocationManagement& & | #LL R RAIFT R

"Sid": "Allow use of the key",
"Effect": "Allow",
"Principal": {
"AWS": [
"arn:aws:iam::111122223333:role/service-role/
AmazonDataZoneDatalocationManage-<region>-<domain-id>",
"arn:aws:iam::111122223333:user/keyuser"
]
1,
"Action": [
"kms:Encrypt",
"kms:Decrypt",
"kms:ReEncrypt*",
"kms:GenerateDataKey*",
"kms:DescribeKey"
1,
"Resource": "*"

iy

@ Note

R KMS Z4A= Amazon S3 VB SBEE ZAER—1 AWS IKF /B | EZEE AWS K
SEMINZRHY Amazon S3 1 & F #9 5 BE Bt TR 4E,

IEBAENFERE

£ Amazon 2 DataZone , BFERKRGSERENHBFERR , SINBIEER. BHERIVFZIEE,
N T HEERE REFRHMRE—BMMNIRE , Amazon DataZone 48 —H B =R B KE VR =E
BRAHRTIFR, AFERBEENRERBEBR~NWEY, ARBREF—AXENMEN TS T
FERBLA (HlI GovForm = GovernanceFormType ) o Amazon HFEE =K E DataZone At
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B, SIRR>r , SREEASRE (BERKRIRAE ) EXHREANERTRIE , MRIEENSHT
R, BB R R M

RE® KA -Ama DataZone zon MEBRFSHEMNRER=EKE ( B GlueTableAssetType
GlueViewAssetType RedshiftTableAssetType, RedshiftViewAssetType, #
S30bjectCollectionAssetType ) ARG FRE XA ( BE DataSourceReferenceFormType
AssetCommonDetailsFormType, H SubscriptionTermsFormType ) o TiERBRERTEE,

BEXAFRE-ZORBAENATRE , AR BREREMFN THREREREMELE , UE
ERBERBDPER, RE , EULBEIEERR, HRNXERKOTHERERGVUBAELE~RE , X
LERETURLFEN , LA LR AEN,

NTIELEWBTENATRE  ERTHEEINIFPHPAOIIEY , BT
FRelationalTableFormType@¥IFRMEARTEIE ( BIESE., ERMBIELRE ) |, HERARM
SRl &R | BEARBH, WILRREBEMBENREXN, ColumnBusinessMetadataForm

EELBENFUZEELR=RE  FERATHR

1. $M#iE Amazon DataZone &1/ URL , AEEA L K& % (SSO) HEIEFEF AWS ., MRE
= 5% DataZone B R , M A LLEE https://console.aws.amazon.com/datazone S EIT S

# DataZone %A , RS GIE AWS Kk B, AREFRTFARE.
MNIESMERFEE GREME” , AREREEHPCEZAE LR~ RENTE,
SHET A/ BE R,

MEMSMERFERERFRE | REEFCQRE~RE,

BEUTAR , REIEE 8"

o bk~ @D

- BEM-BENRFRENEN

- HR-BENEFLRENIER,

o ERPMABERE  FABBEREFMIL B E LA =EKE,
6. BIBRBENEFRERF , BUUFERHERIER™,
EBT AP QIBEENEFRE  BXHAUATTR :
1. BXiAMA CreateFormType APl IR{ESIR THIER B EH,

LR 2 Amazon B9 SageMaker =41 :
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m_model =

structure SageMakerModelFormType {
@required
@amazon.datazone#searchable
modelName: String

@required
modelArn: String

@required
creationTime: String
}
CreateFormType(

domainIdentifier="my-dz-domain",
owningProjectIdentifier="d4bywm@cjaldbb",
name="SageMakerModelFormType",
model=m_model

status="ENABLED"

)

2. ETR, B LUES A CreateAssetType AP RERQBARSTRE, SRAEFERATANRK
SikBEAB (SubscriptionTermsFormTypefE AT RAIF ) B ENKELEET Amazon
DataZone API BB &=XKH, W TRERERA  KBZFHMIEF Lamazon.datazone,

CreateAssetType(
domainIdentifier="my-dz-domain",
owningProjectIdentifier="d4bywm@cjaldbb",
name="SageMakerModelAssetType",
formsInput={
"ModelMetadata": {
"typeldentifier": "SageMakerModelMetadataFormType",
"typeRevision": 7,
"required": True,
},
"SubscriptionTerms": {
"typeldentifier": "amazon.datazone.SubscriptionTermsFormType",
"typeRevision": 1,
"required": False,
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RAriEmE

iy

UTRAGHICHFECNER=REN A

CreateAssetType(
domainIdentifier="my-dz-domain",
owningProjectIdentifier="d4bywm@cjaldbb",
name="0nPremMySQLAssetType",
formsInput={
"OnpremMySQLForm": {
"typeldentifier": "OnpremMySQLFormType",
"typeRevision": 5,
"required": True,
b
"RelationalTableForm": {
"typeIldentifier": "RelationalTableFormType",
"typeRevision": 1,
"required": True,

},

"ColumnBusinessMetadataForm": {
"typeldentifier": "ColumnBusinessMetadataForm",
"typeRevision": 1,
"required": False,

b

"SubscriptionTerms": {
"typeldentifier": "SubscriptionTermsFormType",
"typeRevision": 1,
"required": False,
},
.

3. I, BULEAELRSRPEIENBE LA RERGBE>,

CreateAsset(

BIEBEEE KA
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domainIdentifier="my-dz-domain",
owningProjectIdentifier="d4bywm@cjaldbb",
owningProjectIdentifier="my-project",
name="MyModelAsset",

glossaryTerms="xxx",

formsInput=[{

"formName": "SageMakerModelForm",
"typeldentifier": "SageMakerModelForm",
"typeRevision": "5",

"content": "{\n \'"ModelName\" : \'"sample-ModelName\",\n \'"ModelArn\"
\"999999911111\"\n}"

}

]

R ROIF , BEECBERCBIRE

CreateAsset(
domainIdentifier="my-dz-domain",
owningProjectIdentifier="d4bywm@cjaldbb",
name="MyModelAsset",
glossaryTerms="xxx",
formsInput=[{

"formName": "RelationalTableForm",

"typeldentifier": "amazon.datazone.RelationalTableForm",
"typeRevision": "1",

"content": ".."

},

{

"formName": "mySQLTableForm",
"typeldentifier": "mySQLTableForm",
"typeRevision": "6",

"content": ".."

},

{

"formName": "mySQLTableForm",
"typeldentifier": "mySQLTableForm",
"typeRevision": "1",

"content": ".."
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71812 H1=1T Amazon DataZone $#EIR AWS Glue Data Catalog

£ Amazon = DataZone , &R LA 82 AWS Glue Data Catalog 28R , MEMND S ABBEBERNK
RITEIE AWS Glue, ERNRFMBIER AWS Glue Data Catalog , REIEESLMEEZEETF AWS Glue,

BIZEFIZIT AWS Glue BHERET , %R AWS Glue BIEE K E =R INEFEH Amazon DataZone
MENEED, BULREENRERRIREIZIT AWS Glue HIER , LEIBREFA=NRR T
B, ERERETHE , B LLERREN R XM E Amazon DataZone B , NTEFTEEH A &
BERIIXLREF=, BEAUEEBINERFRERATNLSABBEERMIXLER>~, AR TUERMNELI
BRMEF , FRFITRXER™,

N AWS Glue #hiER

1. §#MZE Amazon DataZone #IE[ 1~ URL , RIEHEA L K[LE R (SSO) HEIEEFK AWS , IRE
2 5% DataZone BEE G , M AT LAUEI https://console.aws.amazon.com/datazone S EE S

i DataZone 4|4 , FREABGIE AWS IKF & F , REERRITFAKE,.
MBS ERFPIEFRE EEMB" , RAREREQHEPRNBERNTE,
SME A “BIE ET T,

MNEMSHERFERERIER , RAREFUERTER.

BENTFE :

o & DN

- BWN-BIERE .
o FHR-BIERER,

6. T “BIERRE"T , £EFAWS Glue,

7. EUEEBHER T , BEEEHEDP KA AWS Glue RHHIE,

8. TEHFEERET , BMH—1 AWS Glue BIEEH M AEHREFRIE. HlI0 , MREERE Inclu de
H# A*corporate , NBIEEFSIEIELLZ AL ERIRKR corporate,

IER M TR FI R PIEE — D AWS Glue BIERFE , A BIBABEEFER. THIRBERITK
B . RABEENRENITRBERE. NRENTZHMRIEZNBEEFEDRIAS |, MaAmeE
ABEENENR , MARNTRIIRFHTIER

F B HIETEHIER AWS Glue Data Catalog 111
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BE DA EANBFEERNRANSNESMBERAN, B LER RINE AR RE" LA
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2 5% DataZoneBEE R , W AT LUEE https://console.aws.amazon.com/datazone S F L 5
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REMUERBRHBER , ARPDMATLUTEEN]. BR , AR EFELHZERRERENEH. RIMNEE
EFRRBEFBEEMBIER , AEBFEMBR,

(® Note

BRAMEBREFER EWMEARSE , ARTEHEMBR, EXEZEER |, 55 £ Amazon #
KIL, 1T R FEE A EIE DataZone,

i BR B diE SRR

1. EWE/ B &IFE  NENSMERPIRE BER.
2. IERERBROBIER.
3. IERRME , BIERBIEIRA B INRIBR.

51 B EFEF I E” &% E Amazon DataZone B &

O LURIN B B R AL 5% DataZone A= R E T HIEA A BN 5i# DataZone B FF, BREEGEHE
TR RFTRA R A E FAH,

WEBER T


https://console.aws.amazon.com/datazone

Amazon DataZone AriEE

HERRAEEFRE , FERUTEM :
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information or help, reach out to your administrator.
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Amazon FHEIER EEHR DataZone , BIEFEA B AU AL E=MIINBIERE S I , MNMHEBHE
MNEATA T ARRNBENEE.

FREZHER IAM ABTE

R EE AR EAmMazon DataZone B AWS FEERE , W EFHRTHMUOEESR , HEXLERE
RECHIEMUZIFHERE, REXNACHER B SR KIRF Amazon DataZone 5% #F
RS BIREFTEAIR , MIAMEFHHMEIX LA GHKRR , UIXIFREHH AWS Glue BiER
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APl ETRRBE=ZARENBIEREER. BXEZER , 828 AWS Glue HEFR EMEBIE R ZH
AWS Glue BIERE AT,

BRI LB LT AR N ER Amazon DataZone &= B ABIBEREEF :
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B 5% DataZone BHEITF B A AWS Glue BB RMEBIERE,
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BIERI LA AP AFT S BN BIERE ARERE, it , B
HCreateDataSource=UpdateDataSource #’FfautoImportDataQualityResultSEiZE N
“True”s

BERBERER , EUUEFHEUNETHER. 8RSITHRZAUNEIA5IA 100 M
ro ERZEERESHERER , TEFHCUBREIPMER. BFR2HE , WBRERERLAHR
MEEH (BFRAEAN &K 30 MER ) FRREFARERENFTLER. e, BFR&EM—
NHEIERR , M BAMEFRD, TEEMRAZE~RTRIEREREEZFN D o

NEEMRFREGARERE

BT LAE A Amazon DataZone APl AEHEMBEN KBRS ABERE, EXEZEE , BSR
THIARAE :

» PostTimeSeriesDataPoints

» ListTimeSeriesDataPoints

* GetTimeSeriesDataPoint

* DeleteTimeSeriesDataPoints

LUTESBRIBM T EH API 5 CLI £ S /b 1 IRH R = 5 A = HIE#R#Y Rl DataZone :

1. BT HRBA PostTimeSeriesDataPoints API :

aws datazone post-time-series-data-points \
--cli-input-json file://createTimeSeriesPayload.json \

BREFEWOT -

"domainId": "dzd_5007xzoqltu8mf",
"entityId": "4wyh64k2n8czaf",
"entityType": "ASSET",
"form": {
"content": "{\n \"evaluations\" : [ {\n \"types\" : [ \"MaximumLength
\" 1,\n \"description\" : \"ColumnLength \\\"ShippingCountry\\\" <= 6\",\n
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\"details\" : { },\n \"applicableFields\" : [ \"ShippingCountzry\" ]1,\n
\"status\" : \"PASS\"\n 3}, {\n \"types\" : [ \"MaximumLength\" 1,\n

\"description\" : \"ColumnLength \\\"ShippingState\\\" <= 2\",\n \"details
\" : { },\n \"applicableFields\" : [ \"ShippingState\" ],\n \"status\" :

\"PASS\"\n 3}, {\n \"types\" : [ \"MaximumLength\" ],\n \"description
\" : \"ColumnLength \\\"ShippingCity\\\" <= 8\",\n \"details\" : { },\n

\"applicableFields\" : [ \"ShippingCity\" ],\n \"status\" : \"PASS\"\n 1},

{\n \"types\" : [ \"Completeness\" ],\n \"description\" : \"Completeness \
\\"ShippingStreet\\\" >= 0.59\",\n \"details\" : { },\n \"applicableFields
\" : [ \"ShippingStreet\" ],\n \"status\" : \"PASS\"\n 3}, {\n \"types\" :

[ \"MaximumLength\" 71,\n \"description\" : \"ColumnLength \\\"ShippingStreet\\
\" <= 101\",\n \"details\" : { },\n \"applicableFields\" : [ \"ShippingStreet
\" 1,\n \"status\" : \"PASS\"\n 3}, {\n \"types\" : [ \"MaximumLength\" ],\n

\"description\" : \"ColumnLength \\\"BillingCountry\\\" <= 6\",\n \'"details
\" : { },\n \"applicableFields\" : [ \"BillingCountzry\" ],\n \"status\" :

\"PASS\"\n 3}, {\n \"types\" : [ \"Completeness\" 1,\n \"description\" :

\"Completeness \\\"biLlingcountry\\\" >= 0.5\",\n \"details\" : {\n

\"EVALUATION_MESSAGE\" : \"Value: 0.26666666666666666 does not meet the constraint

requirement!\"\n },\n \"applicableFields\" : [ \"biLlingcountzry\" ],\n

\"status\" : \"FAIL\"\n 3}, {\n \"types\" : [ \"Completeness\" 1,\n

\"description\" : \"Completeness \\\"Billingstreet\\\" >= 0.5\",\n \"details
\" : { },\n \"applicableFields\" : [ \"Billingstreet\" ],\n \"status\" :

\"PASS\"\n } 1,\n \"passingPercentage\" : 88.0,\n \"evaluationsCount\" : 8\n}",

"formName": "shortschemaruleset",
"id": "athp9dyw75gzhj",
"timestamp": 1.71700477757E9,

"typeldentifier": "amazon.datazone.DataQualityResultFormType",
"typeRevision": "8"

1,

"formName": "shortschemaruleset"

B LB AL T GetFormTypeiRERIREUL B MM :

aws datazone get-form-type --domain-identifier <your_domain_id> --form-type-
identifier amazon.datazone.DataQualityResultFormType --region <domain_region> --
output text --query 'model.smithy'

2. BWMTAXIBAA DeleteTimeSeriesDataPoints API :
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aws datazone delete-time-series-data-points\
--domain-identifier dzd_bqqlk3nz21zp2f \
--entity-identifier dzd_bqqlk3nz21zp2f \
--entity-type ASSET \

--form-name rulesET1 \

ERLERE S FMERKT Al

(® Note

H Amazon Bedrock 2t X% : AWS X Bz EARN, HTILZBFXFHRATIEEN AT
E 32 DataZone & £ Amazon Bedrock 2 L8y , EIL B P 44 T Amazon Bedrock
IHENEEIER  LREIRITES, ZRNATEHERA TSR,

£ HHIARZAH Amazon # DataZone , AT LAEF Al #EERIRIhEER B2 K I F 4R B HidE. Amazon
SHER T Al FIHLESH S M ISR E =M% DataZone B T iR, 7] SUE X L4858 o $h3E 7 hall
SERHAEERERENSN , XEPTREHERNER.

£ Amazon Bedrock AR BESERHNWFET , Amazon PHIIHIFEBR=RIBH A TEEEWA
DataZone # B EHRENHBIESZ TERBEZ T A, ATBENENE N BIBERREM T HRMEXN DT
MARRF. BIRDFHIERESHBELNBESRAREEI , B3)E R HEIR A LA B iR g a iz
WA EE K SAREHBDONERKIENZI , NiniRM LB\ S REK,

/A Important
£ = BI#Y Amazon DataZone hixAsH |, AT Xig < Al #EEFHIRIHEE
« XEFRE (FERLMILER )
- XEES (HRBRM )
o BUM#X (EZRE )
+ Asia Pacific (Tokyo)

UTERBN AR Sz RERK Al #3%F DataZone :

FERANEEEIMERR Al 126
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1. ST SE DataZone HIEITF URL , REEHE I EF (SSO) HIEMH AWS FiE
B, MRERITTE DataZone BEER , HSMEIL S# DataZone #2H| & https:/
console.aws.amazon.com/datazone HEAE B AIE AWS Ik #E R , AEERITHALEE]
Fo

2. TEMIPSMEKRT , % Selec t project , R EFRTEENHEK Al HELUH THIRK E =1
mE,

3. SMEITE “BIR ETF,

4. EEMSMERS  EREFRE K REERENELER A EENETBHN , UE~ R E
o

5. EAFNEAGENEHNLS THEED+H |, EHERER.

6. HWRLERE , BUAEE., BEIFELER, B EDERNBER- THEHESZSLHEREZE
BtR, HASABRETFH , BALLEARBIERNBEZSULNEZEER , AGEREE, &
ZHIELRALBERNHER, BT LUEE “£EER” N 2HEL” ET , XERTEEFNS
THIRERT R R RERERE , NTIXNFATR B 3£ KB #HRRATEER R,

HE , BALUERE B R+, REBET RN —FEREREERR , REEE E2 H
B RENCE BT ERNER, £ R ETFH , BHEALLER 28RS W £EE
4>, MXI P8 B 3h 4 BBV R AT T 84

7. BENARSERNER-ERAIBERP , AR RHARF , ARE AR F BHEOHRE
POREFE RAWAR, BINLLERE.

® Note

MREFEIPIELANRETUE~ERWER , RERHIZES , NEREFZH B EK
MTHEFT2E28EERTHBERSF.

Amazon Y EIEE R DataZone ( Fi¥EhR )

/A Important
B8l , Amazon Y EIEIE R IhEE DataZone &b F i ¥ A A

Amazon RV EIERR DataZone & —1Ul APl lXzHY. OpenLineageiR A INEE , T A BHEM
OpenLineageX I REMNRERET AP HRMAMCERSEMH , NMERERBTFERIR, RERFRNE

Amazon FHIEIEE R DataZone ( FAYKAR ) 127


https://console.aws.amazon.com/datazone
https://console.aws.amazon.com/datazone

Amazon DataZone ArfEm
EBRHLANBIEEZEER. ENEGRETHBFEE~NEAUE , LEFRBTWRERLERZE, R
BIESEE XL S# DataZone L FHIEE FKIEFINER , BEEXEE RS, XEF~NITHEE
RER API UL RNHEROILSHIEE R AKX ERNEHNER.

FA ST S % DataZone OpenlLineage3 & H AP| , BIEE A MBEEQEE T UABENFZHBEH LI
A ASEE A it RE 4 DataZone , ‘@1& Amazon S3. G AWS lue M EMRS PR, XABEEA
ERET2ENUE , ASBMBIMREN B RENEL , MBBEEFENTEYS THRE~NERE
MR ER =L E M, S , Amazon DataZone IRASENEHRIE—3 , AP EBEEAR
BRIt mER LR BEF=RESHELNFKIR, XMHELBRAUERAL T HHEELNMETH | X
N T HEHERR, FIHANBREERNEEMHEEXREE,

EBEIERR | T LATE Amazon DataZone KA TES :

« THHZENNRER  BY THSENRE, KBCRNEGR  BULUEE T BBEARIR, KBXR
M , NMEEAMNNBENEE. STHEAEFETHEBEHREREREK,

- THRHEEETENZE  SNHBEEEHTERN , ATUERAERRIAZGZ B KWAFRE THH
BE, SEPTHEETPEXBHRERNBER TRITER.

- BEHFEREBRFNRARRE : MRETFREPRVBBFERERZ , WAAERER (LEZES
RIER ) RIEMBIE (EIIR ) , OFRIBEH R HARR. X0 AFHBHETE MR NEER
Ao

- REHFRENSNML  JIFERTA TIERETRIESEMBILER. S, IRERTHATER
BRHYE (0PI ) NFEVENR T ESIPRILEL R,

Amazon FI M & T 23K A DataZone

¥ Amazon 1 DataZone , HFEREFEEEFEARKRVNABN T KPP, RE\ETWEN LT, HINEHK
BOFPMBEEEAEENTE , SHFEATUENEREFNERTNAES  MERERRETCRHH
B, BRAERFHFAGEERNEPITITHRIETRE , REHEETIARBETERENERT K@ L
H T ESRAER.

LA & Amazon DataZone XEFHHIEMS T 3K R .

s BEETR-UTRRBAEEXRBFERRETHIRBELERER.
- @& 5% DataZone B ZH KX HH AWS Glue 5 Amazon Redshift =X EENHBET =
BEEFERN , TahEEHMMN G AWS lue = Amazon Redshift B#x.

« @EAR%E Amazon DataZone B RHF R AN AT FEENBEET RBEHEER (HEE ) Fah
B, ABRT SAERIAEELR~ERR TR

Amazon FHM% T KK E DataZone 128
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« Job (run) TR-LTRRBERELHEAGE , BRFEFLNEHETERMNSESTHET. TR
ESWEREFSNZIRET , JUETREAGEN ALER BT FHFES, EAUETRETR
BIEREFTRANEAEE.

MR RPN RBEMSE

ERTRFHsourceldentifierBMRTBBERRKENSEMH., RV Rsourceldentifiery
A RREENRRAR (R/MEE ), TATELST SR LEFIBRITH %, Flin, FeEEmAm
ST REESMHEBEMsourceldentifierffiy Re U TRFEXET Sfsourceldentifier{ER
Bl -
s NTFEEHNBBEEXRENBEETR

« %7 : amazone.datazone.asset/ <assetld>

- B® (BAMAE ) : amazone.datazone.listing/ <listingld>

« AWS <region><account-id><database>Glue table : arn: aws: glue:: table//<table-name>

 <redshift/redshift-serverless> <region><account-id><table-type (table/view etc)
><clusterldentifier/workgroupName> <database><schema>ll & # Redshift table/view : arn:
aws::::: :/ll/<table-name>

« XtFBEMA open-lineage EBITEHS ANEMEMEBWHBEET S , [HEA
<namespace><name>iZ 5 =B 5 A /4 H BB LR/, sourceldentifier

« XTI

* <jobs_namespace>X} T open-lineage ETEHF AR T K , . <job_name>AEIRIFIR
o

« XIFEFET:

« <jobs_namespace>X} T open-lineage E1TEHF AWEIIZEITT R , . <job_name>/
<run_id> A ERFRR .

NFEH createAsset APl BIZHA7= , sourceldentifierfEA createAssetRevision
AP| #1TEH , TEEREFIRE B EBFEEIR,
AL B3E R

Amazon DataZone WA~ FENEUREAFRENKIFE LR , ETEMEI EFS T HENBIERR.
BREFMAEETHEHERUATIHEERNKEEE :

HRTIPHREEY 129
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« FIRER  IREBTEETRPTR , W RIIFER, MPRIEETH , IFEHERE LFER
THEBREET KREIXR.

- FIBER  HHBHEMINE TN 10 8F, WRIER 10 4, MELBES TASMB AR, BERES
ERES , AUEMSIHERIINBEET R LRITER,

s REBHEETR  URBEYRNINEFRBESEERTR/AREHFLT R, WALERERRERSR
ELANTFUREARE  AGRRNERBEET RIET, XRMNERPBERABESTR , #
AWEMRRBREET R, FIE  SFERABBEET K , BRITED LFESTERTT.

- FRERER BT EMRTR/E , BEBRAZTHFHAEE.

- BEET/RE-MHAGEER  BTERELSENHABANZTRBRNAMEEFHAGEE. MK
BETREE 3 MGREF , B RELE”, 2" M ALRIER ‘TR, ALETRIETHZ
T RERNOESHNREMRAE. M AP HROAERAGESHEATHERESN JSON EFHR

& Ro

« Job TRE—NMFAGEER , ATERHFRATFHFLEARGSE , B FLESNHLIER,
HAGEERELHREFLESTIBRHHRANEBAFIRER, “ALIEFK EBTRINH T HizEl
HIROTRRAWELIZITEF. MAPI BROAMBFAFEEHIEATHERERN JSON EFER

& Ro

« MRAIEBIF : Amazon DataZone HIEE R FHAAAEHRT QBMERA RS, ¥ TEIMBEET K
LT R, MRABEBERANALIEEK , EEERBETRNREZBESH , ABEREENENEBER
£ THER(L, FMNRAFBLERITEFITF MR+ , AHEB LRI,

Amazon Y EEE R E RN DataZone

E AR R-ER it ZEIE X E Amazon DataZone , 4T E—N IAM B | ENREEIIEXS
PostLineageEvent APl FIALLOWH#RME, Lt IAM RIUKETE API Gateway &,

BREUXBR- B NRIE : GetLineageNodeFlListLineageNodeHistory @&
f£AmazonDataZoneDomainExecutionRolePolicy#EEF A , EiIt Amazon DataZone 15 H#Y
AR ER A SR X R AEREA BB IERE,

Amazon F I EIER L RHI4KL DataZone

0] LAGE A BE 0 R BIHER X WA T ## Amazon FRIEIEIL R DataZone , BIREEHFERE FIE
A LR, RBERAMFIRER.

SERUTEE |, £ Amazon Fid A ROIBE L RAL : DataZone

Amazon I EIERFRFZ N DataZone 130
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1. SM#ZE Amazon DataZone ##E[ 17 URL , AEFEAE [LER (SSO) EIEZEF AWS , HIRE
= 5% DataZoneBE & , WA LUEN https://console.aws.amazon.com/datazone SR EIL &

# DataZone ##l& , RS GIZE AWS K/ B R, AREFTFARE.
2. EBRAR AR ABYVBE R LT A B FRERTE,
. ERFNFAGFEENEL , ER R IETF , RFIERE TR, RERE 2EHERER
4. HEBFEERBHEOSD  EEFEEISABEER 2R,

e FER—NMEEANSEENFEZENERIEATF, BABBEERRZVNETHNERE (£
HERTHR ) BE—NNRER 1 NEELAT S, EUUNRERT BRI EHES Tk, SIESMaH®%
B, AEFOAWMMAREL T 2o

LRI H R fEH Amazon DataZone BIEiL R

E £ Amazon F{EAEIEMS IhEE DataZone , & LLAA LT API -

» GetLineageNode

 ListLineageNodeHistory

» PostLineageEvent

L2 H R A Amazon DataZone L& 131


https://console.aws.amazon.com/datazone
https://docs.aws.amazon.com/datazone/latest/APIReference/API_GetLineageNode.html
https://docs.aws.amazon.com/datazone/latest/APIReference/API_ListLineageNodeHistory.html
https://docs.aws.amazon.com/datazone/latest/APIReference/API_PostLineageEvent.html
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£ Amazon R &I, 1TFEMEAEIE DataZone

£ Amazon 1 DataZone , —BRF= KA EENMERE , iTRAER TUARINZE = HB\ERITEZE~, 1T
RS TITRAEE RN EFURBMNEEN R, ELS# DataZonel 17 ML £ |, ffi1iE#F
BERXEGEREFEARANEANITRERRITEAE>. Re , BEXAHDUPHNEN , TRt EEST
BiFRNER, i1 A ESRIELER,

BRFITRE , SABREBITRE , LA EITHEBEHBRES, ERHEENR-HREGHMEEES . IS
BERWE = MIETL Z# DataZone BB R~ RZEHIFEIEER, DataZone

« BERF — L5 DataZone AIABEEBIEE R ~WEIEZFAR , a0 AWS Glue F#&F Amazon
Redshift RA&FWE,

« FRERT — LE#ETDHE DataZone X SENREMXIESH (Sl , #LAETHIE
R ). EventBridgef&AJ SME AR LR ESHEHM AWS REHE=ZFHERAERER , UXKIEE
MERKo

ES}

- RUOBIE

- TRAHBE

- BF BRI EARER
- HEHBIE

RINBHE
LUTFESHERT £ Amazon B X IIEIRMN & Fh )5 7% DataZone,

EF&

- EERPEBRVIEFR™

HEEXRFERNEER”™

Amazon DataZone 12 7 —#E{L NV BIRER AR, EMENHREBIETF L SE DataZone A F
AT LAET D DataZone B HFHERET , ABERTEHNMOBAMINN TIE, SUELSESR
HEFEMEENHERFAEET RS,
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® Note

EERFRTUESNRGREE  BLARTRZAS , AELNITRHERARTFHRANR. B
XEZER , BFSH T HEE,

HEBERFERE™

1. §#MZE Amazon DataZone #IE[1F URL , REHEAEILE R (SSO) HAIEEF AWS ., INRE
2 5% DataZoneBEIEF , M ATLUES https://console.aws.amazon.com/datazone SR ZEIT S
#h DataZone ##l& , RSB GIE AWS Ik &R , REERBITHAHREITS

2. BUNEBEINFEINBREPEAZEERNE~NER,

3. ENNwHEZER , EMNINHALAEFRERUTFER, ZERREHET —MoEERER , B
BEERENBEFREEMEALRREBZENRZERERE,

4, HEEHP-NMEREPRACHERA, STERE , BUUNARHFERRKRE N ERTE. HiE
KHBERFERB, KRR MAE= AWS X5 FIEIKS .

5. EEERERFNEMAGERE , FERZEFUTARFAGENH. FAGENHIEUTESR

. BB, BIER ( AWS Glue Amazon Redshift 8 Amazon S3 ), & (&R, MEH S3 X
x). FEMKD,

o XEFERIHEIR,

- HEIRANBRREITR, PiEE. THAREEEHE FEZRANEFALIER.

o “BIRETF , SIEFCRAREMTHITFERE,

o —ANRH KT, EREFNEY  SEINLSHEARSIFF, BIELBALSHER, R
R F AT RMAE AN ( Amazon S3 FWRATAM )

« TEETF , HPaEZEniTEE bR,
« FARIEFKETF , ERESRF Y EBITHIIR,

1T A=
LUTFESIE M T B Amazon DataZone RiJE A~ HFHER,

ES]

S . S S

o BLESIELITTIER
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Amazon DataZone A5
- WHEREITH

- BUHITHEER

- BUBIT &=

- EAIA IAM A5 KISi# DataZonei] [

AR 1T B9 52 7=

I 5% DataZone AWERERK, HEMEMLD# DataZone B FHHHE=, HEEBEFHRIEHFR
R, BEITHEZE , XFIRITHEBER, RE , #tEETUHERBERENER.
AR INE AR S BERRIEIT 1251 B R B

T B =

1. SM#ZE Amazon DataZone ##E (17 URL , AEFEAE [LER (SSO) EIEEFR AWS , HIRE
2 5% DataZoneBEE R , W AT LUEE https://console.aws.amazon.com/datazone S F L 5

# DataZone ##l& , RS GIZE AWS K/ B R, AREFTARE.
2. HRABRREERAREEITENAS  RFIEE TR
3. ‘EJA EHERAS , BEMTER :

- BEITTHR~HIE,
- BBEITRNEEEH.
4. EEITH.

HERBEHEENBERN , BLEBET AP BRIBA,

EERITRAFERORES , FREFERGTAZESWIE, SMEWMBR "B ETF , RENE
M-S EEPIERE BROBIE . LREHHTHE SRERBRNAS, S URERRETFEI R,

HEESHELE T F 15 5K

I 5% DataZone R iFEEK. FRIMEAT D% DataZone B FHMET, HLEEHZFHFHRIERHF
HEFER , BT RNZEE , XStIBITRER, AR, #EE UL ESIEL ERER,

BYMRABIE ( RAWEFHIE ) WK |, et/ ESRELIT FHER,

BT 8= 134
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BUESIRLEIT FER

1. SM#ZE Amazon DataZone ##E[ 17 URL , AEFEAE [LER (SSO) EIEZEF AWS , HIRE
2 5% DataZoneBEE R , W AT LUEE https://console.aws.amazon.com/datazone S F L 5

# DataZone %A , RS GIZE AWS K/ B R, AREFTFAREI.
EBEIFH G NEMBFIR , REEFESITHERNE~NIE,

SME BT R+ , RENEMSMERPIEE “EAFR

REERAZEERER, BR FLOE #HITHE , LNEFDLTHARESNER,
EFITRBRNTAERR , ARRERELRIEL,

(A ) MAEE , HEALREIRIELBERNER,

it 1 A 1L

N o o~ w0 Db

ERNMBEAE , BUUENBHEITE. AXESZEEL , 2 the section called “HHEI BT,

EEEMAITFER , 55432 Amazon DataZone E4FE &1,

BEIAIT R

T 5% DataZone RFEERK., HRIMEALDE DataZone B FHFME~T, HEEBZFRIERHRE
HE= , BEEITRZES , XEEITHRER. RE , #ESTTHESRBEREHER, ERAEITE
B, BUREEEMMEITE  XELARRAMESIR , ELRARNITHELRNBEEHRIZAS.

BYBMRFIEIE ( RMAFWIE ) BIXR S BEBE TR,
BAHT

1. SM#ZE Amazon DataZone ##E (17 URL , AEFEAE [LER (SSO) HEFIEZF AWS , tIRE
= G DataZoneBIE R , M ATLLUET https://console.aws.amazon.com/datazone S EIL 5

# DataZone #£#l& , FREEGE AWS K B R, RARERTAREIF,

MRS MERFERE ERETR" , RARERITSERENITENIE,

SE “BE &I+, RAENEMNSMEBHIERE “EABER

RIEERENITRE  REEEERITH,

(k) BRZEREAARFITHEFSE~REENEWITRERT. THBEREXN—HFR5
A, EXERRP , TRNBETUERREPER.

o M @b

MREBHEHCEITR B AR E=HHRNER |, M AMIEH AWS Lake Formationi 1T IlL R 1E,
6. IEFE “WOHITE,

BEIEITH 135
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BAHTHRE  EEAEFRAAZITE. THEXABRITEZAR | B I ERE>.
BUHLT RE K

I 5% DataZone R iFEERK. HRIMEATDE DataZone B FHMET, YEEHFZHRIER
ME= , EEITRZAE” |, XHCEBITRBER, AR, #tEETURERBERENER, BUEEE
BUHBFAEMITER , XURERRANEEIRERER TIZER , IZFRNETEEENIZ R ™ IEEN
BR o

EHUHITHRER , BLARTEFFEERTEE,
HUHIT B 1E R

1. SMZE Amazon DataZone ##E 17 URL , AEEAE [LEF (SSO) HEIEEF AWS . INRE
= 5% DataZoneBIE R , M AT LUES https://console.aws.amazon.com/datazone SR EIT S
# DataZone $##lA |, FAEBABAIE AWS K/ & F |, REERBITHAHRET,.

2. MNIBSMERTEE GREHE", ARERESITHBERNIE.

3. SMETMEBEM ‘BE ET+ , ABNENSMERFERE FROHE . LREIHIETHEER
RBRIWE.

4. RBER BE , REFNLTHLEREHNER. REERHAEREFER.
EFTHBERFEEBUEHE.

WMREEEMITEZR ™ (HEAMBE™ ) , 1§S[the section called “FRIBETT %",
BUHE T B & 7=

I 5% DataZone R iFEEHK. FRIMEAT D% DataZone H FHFMET, HEEHZFHFRIERHF
ME~=R , EEITRZEAE” | XHCEBITRBER, ARG, #HEETURERBEREHER, BAIEEE
BUBITREME” , TEARRANZHERITRAARETHE , EARANETBEEMNIZE AU
PR

AR B B R S BEBUHIT A E P — TR =,
BUHIT B3 7=
1. SMZE Amazon DataZone ##E 17 URL , REEAE S E R (SSO) HEIEEFK AWS ., INRE

= G DataZoneBIE R , M ATLLUES https://console.aws.amazon.com/datazone S EIL 5

# DataZone ##l& , FAFEAEGIE AWS IKF 5 F , ARERITHFEEIF.
2. MNIMBSMERTEE EERNE , AEERESEIHITHNRRNIE.
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3

SMETMB R “BE RTF , RAEMNEMNSMESPER “FROBE . LRES/EHTHESE
RGBT o

REHE ik, NEFCHAENER. REBERAEEEEITH,

EE TR EFERUEIT R,

MREEEFHITRZE> (REMEF ) , ESHthe section called “BBiFIT FH ="
FEAME IAM AT 5% DataZonei] [#

FEHEIMRAF , Amazon DataZone XFHEERAIMEWN IAM BEKIGRIEIE. Fit , B LE Amazon
DataZone FMEHAIZ A T ERITHAMNITHE B R, EEEA —PRE AWS KPP RIERITHEEB
R, ATAERANTSER

%15 BREM Amazon DataZone HABAFEHANE RAM KEEAARA 2 HE S RA

N -

w

N o g A

£ AWS RAM #2H| 8 SME “BHE : BRAZ" WH,

BT AWS RAM BRIRHREFETRE AWS X+ , Rt ENRH &A LA TR SIRFEEE
RIEy AWS XiH,

EREZH Amazon DataZone HEAN N RRHAE , ARERER, BOLERAEHENA
#E ID kiR 3] Amazon DataZone B RAM £ | KA 8122 RAM =& H:DataZone-
<domain-name>-<domain-id>,

BE T RET—F | FRHTUKRE RAM R RA N H# T8 R

R RAM REEAIMRA N RAE 2 REGRA. MRFE , BEA THIRERRE 2 REGRA.
T BRELR 4L ERENEH

REEHRRERE

HPR 2 B RERIK P 21T R B #5

ELBIMRAH , Amazon 1R DataZone Z#EH APl ST B4R, U TR —EEROAEH R,
IBAT LA SRBIZIT B B AR , SUBZEH AWS Glue XH#EF Amazon Redshift REMENITH, &
KEZELR |, iS5 CreateSubscriptionTarget,

AWS Glue KY1T 5 B #r R A1

"domainIdentifier": "<DOMAIN_ID>",
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"environmentIdentifier": "<ENVIRONMENT_ID>",

"name": "<SUBSCRIPTION_TARGET_NAME>",

"type": "GlueSubscriptionTargetType",

"authorizedPrincipals" : ["IAM_ROLE_ARN"],

"subscriptionTargetConfig" : [{"content": "{\"databaseName\":
\"<DATABASE_NAME>\"1}", "formName": "GlueSubscriptionTargetConfigForm"}],

"manageAccessRole": "<GLUE_DATA_ACCESS_ROLE_IN_ASSOCIATED_ACCOUNT_ARN>",

"applicableAssetTypes" : ["GlueTableAssetType"],

"provider": "Amazon DataZone"

I 53 Redshift ®1T 7 B xR

"domainIdentifier": "<DOMAIN_ID>",
"environmentIdentifier": "<ENVIRONMENT_ID>",
"name": "<SUBSCRIPTION_TARGET_NAME>",
"type": "RedshiftSubscriptionTargetType",
"authorizedPrincipals" : ["REDSHIFT_DATABASE_ROLE_NAME"],
"subscriptionTargetConfig" : [{"content": "{\"databaseName\":
\"<DATABASE_NAME>\", \"secretManagerArn\": \"<SECRET_MANAGER_ARN>
\",\"clusterIdentifier\": \"<CLUSTER_IDENTIFIER>\"1}", "formName":
"RedshiftSubscriptionTargetConfigForm"}],
"manageAccessRole":
"<REDSHIFT_DATA_ACCESS_ROLE_IN_ASSOCIATED_ACCOUNT_ARN>",
"applicableAssetTypes" : ["RedshiftViewAssetType",
"RedshiftTableAssetType"],
"provider": "Amazon DataZone"
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O3 DataZone T2tIB L BIEE, CEBREERL R A BN ILHIEERE CREATE
TABLE X R,
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FROM old_table;

ER—/NRAIMVTHIE{LF |, 8K SELECT iIBAEEIE WHERE FA, EXMPERT , EHFRIMNERF
%% E WHERE FAIRT :

CREATE TABLE new_table AS
SELECT *
FROM old_table WHERE condition;

EI 5% Athena RIS # Redshift R &EIRERIE 144


https://docs.aws.amazon.com/athena/latest/ug/tables-location-format.html
https://docs.aws.amazon.com/athena/latest/ug/create-table-as.html

Amazon DataZone AriEE
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CREATE TABLE new_table AS
SELECT column_1, column_2, ... column_n
FROM old_table;

B — RO ECNS N REOEETICIZR

CREATE TABLE new_table AS
SELECT column_1, column_2, ... column_n
FROM old_table_1, old_table_2, ... old_table_n;
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1.

o & DN

£/ DataZone ¥/ URL S ZE Amazon BIE(1F , REMEAEK SSO H AWS FiF &
Fo MREBRTL S DataZone BEE R , M A LAECIET i DataZone RIFHE K AWS K 15
| & # DataZone & & https://console.aws.amazon.com/datazone , SREVEIEITTF Mtk

RHEMNFF, EERRI-ASHNBHED , FRBREBREZUHHEER.

R BRI UEFMASMH. EUNBETERE ‘5 AN FREXABHAEERBES.
REATIY A HEEBEER,
EREMAENSHUSMBTUERZEHFAGTERNLE.

B Amazon EventBridge ERIA B kAL IBEH

BRTFEERZBBEIIFA RN ERWRHEREIN , DataZone & o] LAEFIEE L T # DataZone 1R15 5 #Y
B — AWS Ik P X 558 B R % RS E 5% EventBridge BRINEH B4, XAILISSIIEHRFINBEF
t, BIMiTRBITREHMTENBENLER. BUUMIESEZ AN % EventBridge S4FHITELRY
AN, e REEL D% EventBridge B AR#H TR, —FAMATLFE—NEHLEEZNEFRR ,
RIEIXLE BRI HITIETT,

LTFR—ATROIEH

"version": "Q",

"id": "bd3d6239-2877-f464-0572-b1d76760e085",
"detail-type": "Subscription Request Created",
"source": "aws.datazone",

"account": "111111111111",

"time": "2023-11-13T17:57:00Z",

"region": "us-east-1",
"resources": [],
"detail": {
"version": "655",
"metadata": {
"domain": "dzd_bc8elez8r2a6bxz",

"user": "44f864b8-50al1-70cc-736f-c1f763934ab7",

"id": "5jbc@lie@sr99j",

"version": "1",

"typeName": "SubscriptionRequestEntityType",
"owningProjectId": "6oy92hwk937pgn",

"awsAccountId": "111111111111",

"clientToken": "e781b7b5-78c5-4608-961e-3792a6c3ffad"
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},
"data": {
"autoApproved": true,
"requesterId": "44f864b8-50al-70cc-736f-c1f763934ab7",
"status": "PENDING",
"subscribedlListings": [
{
"id": "ayzstznnx4dxyf",
"ownerProjectId": "5a3se66qm88947",
"version": "12"
}
1,
"subscribedPrincipals": [
{
"id": "60y92hwk937pgn",
"type": "PROJECT"
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+ Amazon WYL & FE)E 2 #T DataZone

NI 532 By B BE@ R 37 DataZone

2 AWS BFREEER TS BIERY DataZone, MARHFTR AWS |, ARKRFEITAER
BHVEREMEN AWS Cloud, ERFTLEPNITER I EME EARNBTNRES], BE T EFRER
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https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/shared-responsibility-model/

Amazon DataZone ArfEm
B AWS RS L2 MBENEETS. EXREERAMNESER , FSRANERAENLRHE, XK

MNBERIPWELR , 55 H AWS Security Blog £#9 AWS Shared Responsibility Model and GDPR 18
BXE,

HFHEERF EH , RIONEBUERT AWS Ik ZIEHEH AWS IAM Identity Center 2% AWS Identity

and Access Management (IAM) RENARAF. X , 8MNAFPRREBETHIERTAMENNR.

RINTBWEBIUT AR EIE -

- NBNKFERAZSESHBRIE (MFA) .

« £/ SSL/TLS ERFEFS. AWS BRMNERMFEA TLS 1.2, BiUERA TLS 1.3,

- EARE API MAFE3) BH&E AWS CloudTrail,

- £ AWS MEMRAFRAREPNFIERINLZLEH AWS RS,

- FABRIEEZLRS (HlI Amazon Macie ) , ©EBIT XIMMRI Z#1E Amazon S3 HEV U
iz

- MREE AWS BEBSTRES AP #THENEELT FIPS 140-2 RIEMMZER | EFEH

FIPS it 2. BXx<THAMN FIPS MRMNEZEER |, TS (EEBKIBEELERAE (FIPS) 5 140-2
W) .

BARZNB WGV ZEERBRELE (WEEFWETI bt ) RANSREHERN XA FER
(WEBMTFER ) . XTEELR AWS RS FERAEGIA. API DataZone B AWS SDK & Amazon = H At
NMHEEENER. AWS CLIEATEHNRZIR BEAERA X EAFE DM AN TABEERTESATit
BHLHBAE. MREEABRSH[EEML | BB WETEERUFIEEIEEBRRRIEN ZRS
BHER,

6k

ERFAURE | BERERIFREN WL Amazon DataZone FRIARR. EAUXLERREARL
AUNBERE. Alt , CHNBEFATESFHBORR. JERERREENFRILZSRBURT
HEERREEEEERNNYNEXEE,

BAmE

ZINERT , Amazon fERARE AWS HEMEEHNAWS ZHAEERS (AWS KMS) %43 DataZone
NBENFREHIE, BETLERSET AWS KMS B 2403 2457 Amazon DataZone B &
B IEHE 1T IR
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https://aws.amazon.com/compliance/data-privacy-faq
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/
https://aws.amazon.com/compliance/fips/
https://aws.amazon.com/compliance/fips/
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
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£ Amazon F 8|22 1E AT DataZone , BRI SUET %S “HIFEMZE” TH BENMBRE (SR )" Fib
B SRR H IR M KMS Z4AREMRMBRIRE,

& %8 R &

Amazon DataZone EAEZHE RS (TLS) MEF A imMEXN LWL EHITINE . 5 Amazon DataZone
WIBERABT HTTPS #17 , Ht BN BEEA AT EPHEL T MERES,

BEXM &R ERRFA

RNTHRP K ZBHIERE |, Amazon DataZone EARSAEH IAM BERXKZLHIEZETFFIKF HA
REFPRITERE,

FB

« Amazon I ERASEIE INZR DataZone

- FRAEATISHMNEND VPC Kik¥ & DataZone

Amazon M EEREIE % DataZone

RABERT , BSBENZED TRERFPBRBBBENRETENERYE. BN , EXEIFHENE™
BINBRESAMNEEERNZ2NARRF,

Amazon DataZone A EIA AWSHENZH B MBENEBRSHIE, B EER. EEfHFZ AWS
BEZANERBER. BXEZELR , HFSRAWS BEEZH,

BAREBTLEEANMBESIEREMMBRER | (BT LIE S Amazon DataZone & A REFE
EWZA  MNMENE AWS HEMNINZZRA LRINEZZEME, Amazon DataZone X #5AX #REY

EFREERE , B LGE, HENEEXERE , £IE AWS BEANMZENEM ERANEENER,

HTETUTESEFLENZRE , R UEERRTUTES

. FIERMY4RBBUER

. SIERMLER IAM FREFIZA

- BRAMZRAZRAERR

. BRIRZA MZEM B

o NIFRZE

- SIEZRPRAE
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https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#aws-owned-cmk

Amazon DataZone AriEE

T RIERIBRYEZ A

BREZER , FERESEENEH.

@ Note

Amazon /8 AWS B %48 DataZone EEIEABRASME , NI R REFESBIE,
AWS EREFEEHAEXMNKVS BA. EXENNESEL , HSHAWS BHEERS
Efo

Amazon f{A#E AWS KMS 1 DataZone {EH# 1€

Amazon DataZone BEE=MENFEFEALNEFAREEZHR. SLUEBEATFREZAMEN
Amazon DataZone &K , I &# DataZone 2B @ AWS KMS &% CreateGrantig KRR TR A
BANBIEMF RN, AWS KMS I A F &R F I % DataZone 17 &0k HY KMS Z4A#94X
BR. Amazon DataZone B TERN , UEALNE~REBAHITUTRIERE !

—IEN , ATMEENSHSHE , ATUTERE:

- [ AWS KMS & i%DescribeKeyifR , A IETE 812 Amazon DataZone BE S AN ME 1
& KMS %48 ID EB5EX.

« XJ*xGenerateDataKeyrequestsZ| AWS KMS B A K HENEFIEEZHAMBZNEBIFER.
[ AWS KMS RIAEZERUBBEMENBIREZN , WECSITARTNBENEIE.
« RetireGrant7E il Br 15 % B3 BUH R 1%

IR TRRANRIEN BRI AL

- ¥BIE2:
 DescribeKey
» GenerateDataKey
Nz, &%, ReEncrypt
- CreateGranty WERE A AWS BRS1% 31 JLE 4 € DataZone.
» RetireGrant
- #BIE 3

» GenerateDataKey
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https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#customer-cmk
https://aws.amazon.com/kms/pricing/
https://aws.amazon.com/kms/pricing/
https://docs.aws.amazon.com/kms/latest/developerguide/grants.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_CreateGrant.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_DescribeKey.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_GenerateDataKey.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_Decrypt.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_RetireGrant.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_DescribeKey.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_GenerateDataKey.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_Encrypt.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_Decrypt.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_ReEncrypt.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_CreateGrant.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_RetireGrant.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_GenerateDataKey.html

Amazon DataZone AriEE

» Decrypt
* RetireGrant

B BERHER T IHRNR , IBRRSHEFREEZRNHRNR. WREXHEM , Amazon F
DataZone AR AEFREEBAMBHEMEE , X&EWKBZBENRE, fln, MRES

i®3REL Amazon DataZone Foi& 1A B BIE R = #1415 , MiZREFREIAccessDeniedExceptionh
Ro

HEEFREEH
SR LAER AWS EEIZH AT AWS KMS API Sl MR~ IEEER,

Eﬁﬂﬁiﬁ’“@?ﬁ 24 FERR (BHEERSTRARER) PLENMESEE AWS BHNS
**#O

FHRE-ZRRBEFNEFRESHANTENR, BIMNEFEFREEXNBHMLNRE—NHHBER
FEEEEHAUAERAZAURNAERZANER, SIEEFREXRHAN ‘JWEEE@’%HE&%O ‘ﬁ‘
XEZER , TSR (RPEEBRSALARER) PTHWEBEFEER AWS R HIE R,

EFNENEFIEE R SEMN Amazon DataZone BR—E£EH , BHABEDP LM AFLLT API 2
E -

« kms: CreateGrant — B FEEZARMTEN. BFXNIEE KMS ZEARVEHHRENER , M
1A F Amazon DataZone ZRWIRIE, BXEABRNNEZER |, 55 AWS ZHREERSIT
b ONE T

« kms: DescribeKey — & F T E BHARFAE R UL Amazon DataZone BiFZ 4R,

 kms: GenerateDataKey — IR B — N — By XS FRER IR 22 40 AL 7E AWS KMS ZAMEA,

« kms: decrypt — 2 H KMS &‘%ﬂﬂﬂ&‘ﬂ’\]&‘jlo

AR 2R LA Amazon 78 N BUER 75 BB 7R 45| DataZone :

"Statement" : [

{
"Sid" : "Allow access to principals authorized to manage Amazon DataZone",
"Effect" : "Allow",
"Principal" : {
"AWS" : "arn:aws:iam::<account_id>:root"
},
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https://docs.aws.amazon.com/kms/latest/APIReference/API_Decrypt.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_RetireGrant.html
https://docs.aws.amazon.com/kms/latest/developerguide/create-keys.html#create-symmetric-cmk
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_CreateGrant.html
https://docs.aws.amazon.com/kms/latest/developerguide/grants.html#terms-grant-operations
https://docs.aws.amazon.com/kms/latest/developerguide/grants.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_DescribeKey.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_GenerateDataKey.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_Decrypt.html

Amazon DataZone AriEE

"Action" : [
"kms:DescribeKey",
"kms:CreateGrant",
"kms:GenerateDataKey",
"kms:Decrypt"

1,

"Resource" : "arn:aws:kms:region:<account_id>:key/key_ID",

(@ Note
B4t KMS KB ARE A T&3T Amazon DataZone #IEIT 1~ H RIM AR,

BRERBAEENENESER , H2H (AWS BHEERSTRARER) -

BREALARERENESER , HSH AWS ZHEERSTRARER,

A Amazon EEZFEE %4 DataZone

Amazon DataZone &L 5
mZETYXR—ATENEEN , @ 8EXBENEMA ETXEER.,

AWS KMS EAME L FXENFNANEE SHRIENBERZFELSSHRIENNE, YEEMER
BHERPIEMELTXE , AWS KMS £/ INE L TXHERMBHE. ERRHIE , S40E
ERPESHEME LT

Amazon DataZone AL T INZRIE -

"encryptionContextSubset": {
"aws:datazone:domainId": "{root-domain-uuid}"

}

FRAMBRRER TR E-HEREARMEFITE R NZ Amazon B} DataZone |, && A LAEFITIE R
MBEPFEAMNE LT CRIRAIBEFREEZANFERAER. NE L TXELETRE AWS CloudTrail 5%
Amazon Logs £ # CloudWatch HEH,

Amazon I EESEIE % DataZone 159


https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.aws.amazon.com/kms/latest/developerguide/policy-evaluation.html#example-no-iam
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#encrypt_context
https://docs.aws.amazon.com/crypto/latest/userguide/cryptography-concepts.html#term-aad
https://docs.aws.amazon.com/crypto/latest/userguide/cryptography-concepts.html#define-authenticated-encryption

Amazon DataZone AriEE

SERINER £ ORI & 1 E R AR U7 R A R- S8 A BAGE A A SRR AN IAM SR R Y D38 | 324k
NEBEFRNHELEEBZALRNBRNSFES. SHAIUERTHERMNE LT XAIR,

Amazon ERNH DataZone A MNZ £ T XFRFISRIZFHIX BIK it X A E P EE RPN HRIRER,
BNARERBNATWREFERIEEN NEZE LT3

LTREBEARKFATRS , ATRTFXREMZE L TXNEFEEZANERANR, LERBEATPHF
HERBENEFEENE L TXHME LT XAR,

"Sid": "Enable DescribeKey",

"Effect": "Allow",

"Principal": {
"AWS": "arn:aws:iam::111122223333:role/ExampleReadOnlyRole"

},

"Action": "kms:DescribeKey",

"Resource": "*"

b

"Sid": "Enable Decrypt, GenerateDataKey",

"Effect": "Allow",

"Principal": {
"AWS": "arn:aws:iam::111122223333:role/ExampleReadOnlyRole"

},

"Action": [
"kms:Decrypt",
"kms:GenerateDataKey"

1,

"Resource": "*",

"Condition": {
"StringEquals": {

"kms:EncryptionContext:aws:datazone:domainId": "{root-domain-uuid}"

}

SRR Amazon 122 %248 DataZone

LRETL S DataZone BIRFFEH AWS KMS B RE BN , WAL
FAAWS CloudTrail>R iR BRIl S # DataZone [6] AWS KMS &IAMER, AT RHI
xCreateGrant, GenerateDataKeyDecrypt. FDescribeKey'¥## Amazon DataZone J9 /8]
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
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HZNEFREZAMBOHRIEMRAN KMS #4%E AWS CloudTrail FE4., HEFEH AWS KMS &
FREZRPNZENIT Z# DataZonetd B8 , I # DataZone 2 RKREKIETHH IR AWS MK ARy
KMS Z4AfICreateGrantif>R. Amazon DataZone BIZMRIISE TS AWS KMS BEFIEE R X
BV IR. AN, HEMIBRIZ B R , Amazon & DataZone £ iZRetireGranti@ERMIBRIZMN, LA
T RBIEHIERT CreateGrant B :

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAIGDTESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@l",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE3",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAIGDTESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@l",
"accountId": "111122223333",
"userName": "Admin"
},
"webIdFederationData": {3},
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2021-04-22T17:02:00Z"

}

},

"invokedBy": "datazone.amazonaws.com"
},
"eventTime": "2021-04-22T17:07:02Z",
"eventSource": "kms.amazonaws.com",
"eventName": "CreateGrant",
"awsRegion": "us-west-2",

"sourceIPAddress": "172.12.34.56",
"userAgent": "ExampleDesktop/1.0 (V1; 0S)",
"requestParameters": {
"constraints": {
"encryptionContextSubset": {
"aws:datazone:domainId": "SAMPLE-root-domain-uuid"

}I
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"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",
"operations": [

"Decrypt",
"GenerateDataKey",
"RetireGrant",
"DescribeKey"
1,
"granteePrincipal": "datazone.us-west-2.amazonaws.com"
.
"responseElements": {
"grantId":
"Qab0ac0dOb000f00eaddcc0adeddfcOdbce@ddc000f0000000cObcPa®d@@aaafSAMPLE",
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
.

"requestID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",
"eventID": "ff000af-00eb-00ce-0e00-ea®00fb0fba@SAMPLE",
"readOnly": false,

"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,
"eventType": "AwsApiCall",

"managementEvent": true,
"eventCategory": "Management",
"recipientAccountId": "111122223333"

BIE W RN AWS Glue B ZMIE AR

ESLAHS | HEERMZEN AWS Glue B A&t , 4018 F3F Amazon DataZone BRSS9 17 7] X BR
FTREFERZNEFEEN KMS 41, Akt , B UEFHFEEN KMS FEHEFZHPRIMNRL, ER
F 5B 5 # DataZone ARG HIINPRIALLEEINZE AWS Glue B ZHMEIE , BRI TIRE -

« FUUTRBERNIENBAENL KMS B, BXEZEER , FHHERERABE.
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https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying.html
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{

"Sid": "Allow datazone environment roles to use the key",
"Effect": "Allow",
"Principal": {
"AWS" . "EM
I
"Action": [
"kms:Decrypt",
"kms :Describe*",
"kms:Get*"
1,
"Resource": "*",
"Condition": {
"StringlLike": {
"aws:PrincipalArn": "arn:aws:iam::*:role/*datazone_usr*"
}
}
}

- U THRERMBIAMN B EN KMS B4, BXESEL |, BSHERNERE KMS BN
R

key: AmazonDataZoneEnvironment
value: all

FAEATFIE®NED VPC LY & DataZone

MREEATSBEUFLES (LEE VPC ) £E AWS TR , N AELENIT S VPC ML Sz
|8 2 31 iE ## DataZone, & DataZone TEBEBN LNH BEMEIT 5 Amazon i IlLiEEE,

Amazon VPC RF&ZEBENELMEHZZ AWS RIR., AILER VPC ZFIEHMNEIRE , a0 IP
USEE. FM, BRAXRMMEMNX, BX VPCHEZEFER , $Z M (Amazon VPC A #ER) .

ENFEH Amazon VPC E#EZIT D% DataZone , BAMBELEN —NED VPC KiET a |, XS
A LR VPC 5HM AWS lRFEEER, Zin_RETARAEAY BWiEE , TEEKRMMX,

P 4% 1k 3542 (NAT) 5418 VPN £, BXUNMEIR2 VPC KT RNEZEENFALR , F5H
Amazon VPC BAFEEF R ED VPC LixT & (AWS PrivateLink).
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https://docs.aws.amazon.com/kms/latest/developerguide/tag-authorization.html
https://docs.aws.amazon.com/kms/latest/developerguide/tag-authorization.html
https://docs.aws.amazon.com/vpc/latest/userguide/what-is-amazon-vpc.html
https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html
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/A Important
FEVPCH , AT RREE—FMETRRENERR , B LUFHEM R VPC LimTr =, S|
L AWS ZREATUFERZLHT AR ES. AWS
£ HAIRZASKY Amazon F DataZone , AR AL IR T RIRIEKRE ML M EAER Amazon
VPC FIL 55 2 [8] #Y3%E#2 DataZone, Amazon DataZone 8 & Bk &t T 1 IR S 5l & X HY
RAM BEZE R IAM EEKRE,

£ Amazon H X DataZone

Amazon DataZone HY SR EIH N 2FRIEE 24 & AWS F3ERE A Web MARRE (BETFA A
o

AWS B 5 a] LU A Amazon DataZone B2 | & # 1T top-level-resource API , EIERIEMNE
HHE, XL AWS KPP XBRUURGERNF R EEZEAL T O EIER DataZone, A LUEH
Amazon DataZone EEZH A EE N HBPBEER AWS IKF @ Amazon DataZone BRFEIRIGEE
BREIFMENME IAM SeHEE, Amazon DataZone HiE(1F 2HEE SSO AFKE—H AWS &
BRUONARER. MRBA , MEREBRNN IAM ZREA B TSR ZES S RKEHIEITF , MT2E
A SSO 51,

Amaz DataZone on BRI EEMHZL AWS IAM Identity Center INIERI A FER |, BB HIEMN
HRIARPITHERS. K. ITENDTES.

£ Amazon DataZone 24| & b 1T

Amazon DataZone #Z2#| A RNERFER IAM BN, EBRATEFAZEHAHITIRE. Amazon
DataZone A EE R AWS IKFFIRK 5 AWS Ik P EVEBLS: | FrEIX LK P ERE AR 6 AR EE
Xx% , FANEE AWS AR AR,

Amazon DataZone [ M4 # pY 2

Amazon DataZone BETFRNEHRE—M9E ACL , EEEEEEANEEEEANBRSACGERE

(BREBXH ). i, AFTUABEEEEREARAFRPN N AR, EELS , UG HAFIBENK
FErmEE, ENEEHE , ARAUREESREE., XEEEXHIUERENRMEE 22— AP
BdA, AR , XEREXHNFSEMTE XK , XENRVRSTFHEEXKEKF,

EXFRNERXH |, Amazon DataZone RIFHAFEBAFMNBEANR, AFEBEME KA RE., BiF
MERAEEMERR TR, AP AHEE. EXBRITHAESR. ITRBEEMMAITE,
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SRAFWBENFEFIRIER Amazon RIEMH P ERSED B HMEPH AR AR DataZone £ KHY
IAM 2AFIERE , AP ERETN R FRITRES 1. KSEREEBRTHFNER , htaFESE
TBEMNER. AR, AF#A Athena 5 Redshift RERHEXKE , IEKE IAM THEHBETEHMR
Ko

Amazon DataZone MPAE R AR

RPBEZSHRIEE 245 0RIEN ETORRHFAFEEXH 1D, WAFREXHTUAESA
TRNXE (MEFMAE. BEERE ) K ATHRAPRITEN. M (flW, MEMEE. 5E
BERE ) MEAET L TXHWRELEZFZDINNR, flm , EEEHEER KKK A A6 2 b , 7T
NizBIEEMEEER SR AERSHZT B EiR. DB AEE TN ETE RSB ERIAE K
B, I EEeIR R AN, FRFERE R BEP,

£/ 1AM 2 HEIX L S # DataZone B R KY 7 [
YREZE AWS Identity and Access Management (IAM) RERUA T ELZ 2 HRWES -

- EENTOIRAFFEE AWS K,

- ARETHESMNAF B —HNZEIES AWS K,

- BEISNRPER AWS BRRIITESHNR,

- RAEMAPHEE AWS K B AWS &R

- AEGBRAE AWS K/ HEXTUBEXESEHAFHRS.
- ERAGLHNIAESHEFER AWS BRIFRHITESHR

BXRIAMNESER , BT XX

» AWS ldentity and Access Management (IAM)
« Al
- IAM FiF$Em

DTE&THRTIZRE Amazon R HAHFIFER KEE DataZone FIR |, Hlanis ( 23EE ) . REIK
. MEMBER. BXEZEER , 1555 Amazon DataZone RiEFEE =,

AR
« AWS Amazon H3EE B DataZone
« Amazon By IAM B DataZone
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https://aws.amazon.com/iam/
https://docs.aws.amazon.com/IAM/latest/UserGuide/getting-started.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/
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* IEBIEF

< EHERR

AWS Amazon FYIEE B3R DataZone

AWS EERBEHLIENEENILT KK AWS, AWS RERBEENTZENLABIRHNR , UE
BRUFBRANAF, ANBESENR,

FicfE , AWS RERB AT NENBEASRTFRENRNR , BAENTHAE AWS FFE
A, BINBWBIEHETENERAZSNES EERRERE -SRI NR,

BIEERAWS HERKPENHNE, 1R AWS B AWS HEXBPENLHNE , WFEHLE
MiZEREFTRERNFTEZRAGH (AR, ANAR ), AWS RETREERIEHN API HIE RS T
LA #E AWS RS B9 API IRERTEFT AWS EE KRR,

BXREZER , FZMA (AM AFER) B AWS EE A KK,

AR
« AWS FEEF B : AmazonDataZoneFullAccess
« AWS EEZFB : AmazonDataZoneFullUserAccess

+ AWS EE KB : AmazonDataZoneCustomEnvironmentDeploymentPolicy

+ AWS EE KB : AmazonDataZoneEnvironmentRolePermissionsBoundary
+ AWS EE KB : AmazonDataZoneRedshiftGlueProvisioningPolicy

+ AWS FEE KR : AmazonDataZoneGlueManageAccessRolePolicy

+ AWS FEE KR : AmazonDataZoneRedshiftManageAccessRolePolicy

« AWS EE KR : AmazonDataZoneCrossAccountAdmin

+ AWS EE KB : AmazonDataZoneDomainExecutionRolePolicy

« AWS EE KB : AmazonDataZoneSageMakerProvisioning

+ AWS FEE KR : AmazonDataZoneSageMakerAccess

+ AWS FEE X B : AmazonDataZoneSageMakerEnvironmentRolePermissionsBoundary
+ W%k DataZone B 7 1 AWS EBUR

AWS EE KB : AmazonDataZoneFullAccess

B LURF AmazonDataZoneFullAccess KEEKEMNE IAM 514,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#customer-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
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ABUR /o VF DataZone B LA T A G AL S i# AWS Management Console,

RERFHER
ZERBEBEUTNR :

« datazone— BFZH A DataZonel®EE Amazon HE£1HEINPR. AWS Management Console
o kms— ARFEFE AT A NFREA,

© S3— AUERAERNENQEN S3 F##EKEFM Ama DataZone zon #iE.

- ram— RYFZEI A DataZone EHE Amazon HH., AWS Ik

« iam— R EFEATIEHNESH B HIREKRE,

« sso— AWZEIEAIREERF AWS IAM Identity Center F Y X5,

« secretsmanager— AWZERARE, HRIEMIEHFTERENRNER.

"Version": "2012-10-17",
"Statement": [

{
"Sid": "AmazonDataZoneStatement",
"Effect": "Allow",
"Action": [
"datazone:*"
1,
"Resource": [
" n
]
},
{

"Sid": "ReadOnlyStatement",

"Effect": "Allow",

"Action": [
"kms:DescribeKey",
"kms:ListAliases",
"iam:ListRoles",
"sso:DescribeRegisteredRegions",
"s3:ListAl1MyBuckets",
"redshift:DescribeClusters"”,
"redshift-serverless:ListWorkgroups",
"ec2:DescribeSecurityGroups",
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"ec2:DescribeSubnets",
"ec2:DescribeVpcs",
"secretsmanager:ListSecrets"”

1,

"Resource": [

i n

"Sid": "BucketReadOnlyStatement",
"Effect": "Allow",
"Action": [
"s3:ListBucket",
"s3:GetBucketLocation"
1,

"Resource": "arn:aws:s3:::*"

"Sid": "CreateBucketStatement",

"Effect": "Allow",

"Action": "s3:CreateBucket",

"Resource": "arn:aws:s3:::amazon-datazone*"

"Sid": "RamCreateResourceStatement",
"Effect": "Allow",
"Action": [
"ram:CreateResourceShare"
1,
"Resource": "*",
"Condition": {
"StringEqualsIfExists": {
"ram:RequestedResourceType": "datazone

"Sid": "RamResourceStatement",

"Effect": "Allow",

"Action": [
"ram:DeleteResourceShare",

ram:AssociateResourceShare",

ram:DisassociateResourceShare",

ram:RejectResourceShareInvitation"

:Domain"
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1,
"Resource": "*",
"Condition": {
"StringlLike": {
"ram:ResourceShareName": [
"DataZone*"

"Sid": "RamResourceReadOnlyStatement",
"Effect": "Allow",
"Action": [

"ram:GetResourceShares",
ram:GetResourceShareInvitations",
ram:GetResourceShareAssociations",
ram:ListResourceSharePermissions"

]I

"Resource": "*"

"Sid": "IAMPassRoleStatement",
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": [
"arn:aws:iam::*:role/AmazonDataZone*",
"arn:aws:iam::*:role/service-role/AmazonDataZone*"
1,
"Condition": {
"StringEquals": {
"iam:passedToService": "datazone.amazonaws.com"

"Sid": "IAMGetPolicyStatement",

"Effect": "Allow",

"Action": "iam:GetPolicy",

"Resource": [
"arn:aws:iam::*:policy/service-role/

AmazonDataZoneRedshiftAccessPolicy*"

iy

]
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{

"Sid": "DataZoneTagOnCreateDomainProjectTags",
"Effect": "Allow",
"Action": [
"secretsmanager:TagResource"
1,
"Resource": "arn:aws:secretsmanager:*:*:secret:AmazonDataZone-*",
"Condition": {
"ForAllValues:StringEquals": {
"aws:TagKeys": [
"AmazonDataZoneDomain",
"AmazonDataZoneProject"

.

"StringlLike": {
"aws:RequestTag/AmazonDataZoneDomain": "dzd_*",
"aws:ResourceTag/AmazonDataZoneDomain": "dzd_*"

"Sid": "DataZoneTagOnCreate",
"Effect": "Allow",
"Action": [

"secretsmanager:TagResource"
1,
"Resource": "arn:aws:secretsmanager:*:*:secret:AmazonDataZone-*",
"Condition": {

"ForAllValues:StringEquals": {

"aws:TagKeys": [
"AmazonDataZoneDomain"

},

"StringlLike": {
"aws:RequestTag/AmazonDataZoneDomain": "dzd_*",
"aws:ResourceTag/AmazonDataZoneDomain": "dzd_*"

"Sid": "CreateSecretStatement",

"Effect": "Allow",

"Action": [
"secretsmanager:CreateSecret"
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1,
"Resource": "arn:aws:secretsmanager:*:*:secret:AmazonDataZone-*",
"Condition": {
"StringLike": {
"aws:RequestTag/AmazonDataZoneDomain": "dzd_*"

}

B E 10 PR Hl
iZAmazonDataZoneFullAccessBU R A HE KL INEE,

- MREFEABCH AWS KMS Z4A 6132 5% DataZone & , N AABWEK
el AR |, A ZEBATEEAEM Amazon DataZone API ( 4
WlistDataSources# ) KX PRcreateDataSource, kms:CreateGrant
kms:GenerateDataKey kms:Decrypt i B #&iE XMIE1Z AR RIFR KB kms : DescribeKey
#Bkms:CreateGrantkms:Decryptkms:GenerateDataKey, . FPFR,

MREEARANBRSHEN KMS B8, WA FEXHM.

BXEZEE , HSH AWS Key Management Service,

- MNREIEE Amazon DataZone EHIEFFEANENEMABIEE , MWXTEFE
BERANRFIEFUE IAM AN G2/ EHRBEAAEN IAM R, FIEHNNERI
}Eiam:CreateRole, iam:CreatePolicy, iam:CreatePolicyVersioniam:DeletePolicyVers:
HMiam:AttachRolePolicy#XBR,
- MREEBTE AWS IAM Identity Center AP B FH1ER TEIL S# DataZone & #T
HE , RENMREN TS BFRNNEE B BEZIHE DataZone , WABHFHE L TR
PR : sso:CreateManagedApplicationInstancesso:DeleteManagedApplicationInstance,

FMsso:PutApplicationAssignmentConfiguration,

« E1E Amazon E£#% AWS kP xEkiEK DataZone , 844
ram:AcceptResourceShareInvitation3RBi¥F .

AWS IEEHBS : AmazonDataZoneFullUserAccess

L BER R T3 Amazon E 215 EIMXER DataZone , BER A EEIRE. AP HREKK,,
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RERFAE R
{
"Version": "2012-10-17",

"Statement": [

{

"Sid": "AmazonDataZoneUserOperations",
"Effect": "Allow",

"Action": [

"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:

"datazone

"datazone

"datazone

PostTimeSeriesDataPoints",
ListTimeSeriesDataPoints",
GetTimeSeriesDataPoint",

DeleteTimeSeriesDataPoints",

GetDomain",
CreateFormType",
GetFormType",
GetIamPortallLoginUrl",
SearchUserProfiles",

:SearchGroupProfiles",
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
:GetAssetType",
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:

GetUserProfile",
GetGroupProfile",
ListGroupsForUser",
DeleteFormType",
CreateAssetType",

DeleteAssetType",
CreateGlossary",
GetGlossary",
DeleteGlossary",
UpdateGlossary",

:CreateGlossaryTerm",
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:

GetGlossaryTerm",
DeleteGlossaryTerm",
UpdateGlossaryTerm",
CreateAsset",
GetAsset",
DeleteAsset",
CreateAssetRevision",
ListAssetRevisions",
AcceptPredictions",
RejectPredictions"”,
Search",
SearchTypes",
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"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
:DeleteEnvironmentBlueprint",
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
:DeleteProject”,
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:

"datazone

"datazone

CreatelListingChangeSet",
DeletelListing",
SearchlListings",

GetListing",
CreateDataSource",
GetDataSource",
DeleteDataSource",
UpdateDataSource",
ListDataSources",
StartDataSourceRun",
GetDataSourceRun",
ListDataSourceRuns",
ListDataSourceRunActivities",
ListEnvironmentBlueprintConfigurations"
CreateEnvironmentBlueprint",
GetEnvironmentBlueprint",

UpdateEnvironmentBlueprint",
ListEnvironmentBlueprints",
CreateProject",
UpdateProject",

GetProject",

ListProjects",
CreateProjectMembership",
DeleteProjectMembership",
ListProjectMemberships",
CreateEnvironmentProfile",
GetEnvironmentProfile",
UpdateEnvironmentProfile",
DeleteEnvironmentProfile",
ListEnvironmentProfiles",
CreateEnvironment",
GetEnvironment",
DeleteEnvironment",
UpdateEnvironment",
UpdateEnvironmentDeploymentStatus",
ListEnvironments",
ListAccountEnvironments",
GetEnvironmentActionLink",
GetEnvironmentCredentials",
GetSubscriptionTarget",
DeleteSubscriptionTarget",
ListSubscriptionTargets",
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]I

"Resource":

"Sid":
"Effect":
"Action":
"Resource":

"datazone:
"datazone:
"datazone:
"datazone:
:RejectSubscriptionRequest"”,
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
:GetSubscriptionEligibility",
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
:ListSubscriptionGrants",
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:

"datazone

"datazone

"datazone

CreateSubscriptionRequest",
AcceptSubscriptionRequest",
UpdateSubscriptionRequest",
ListWarehouseMetadata",

GetSubscriptionRequestDetails",
ListSubscriptionRequests",
DeleteSubscriptionRequest",
GetSubscription",
CancelSubscription",

ListSubscriptions",
RevokeSubscription",
CreateSubscriptionGrant",
DeleteSubscriptionGrant",
GetSubscriptionGrant",

UpdateSubscriptionGrantStatus",
ListNotifications",
StartMetadataGenerationRun",
GetMetadataGenerationRun",
CancelMetadataGenerationRun",
ListMetadataGenerationRuns",
ListLineageNodeHistory",
GetLineageNode",
CreateAssetFilter",
DeleteAssetFilter",
GetAssetFilter",
ListAssetFilters",
UpdateAssetFilter"

i n

"RAMResourceShareOperations",
"Allow",
"ram:GetResourceShareAssociations",

i n
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AWS IEEXRRE : AmazonDataZoneCustomEnvironmentDeploymentPolicy

BRI LMERL R REFRERABEXERZNIMENEE, EERETATI2 Amazon DataZone
1T 58 B AR M E 3R R

RRFHRER

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "AmazonDataZoneCustomEnvironment",

"Effect": "Allow",

"Action": [
"datazone:ListAssociatedAccounts",
"datazone:GetAccountAssociation",
"datazone:GetEnvironment",
"datazone:GetEnvironmentProfile",
"datazone:GetEnvironmentBlueprint",
"datazone:GetProject",
"datazone:UpdateEnvironmentConfiguration",
"datazone:UpdateEnvironmentDeploymentStatus",
"datazone:CreateSubscriptionTarget",
"datazone:CreateDataSource"

1,

"Resource": "*"

}
]
}

AWS FEEEEE : AmazonDataZoneEnvironmentRolePermissionsBoundary

(® Note

R ENRDR, MR REET MR LM IAM AR FHNHEANR, BFRNE
1TER A I Amazon DataZone X PRSI SR B, W S DataZone X BRiA 5 5% & SIAX Fft h 2

I 5# DataZone TE AR, EXANRILRANESZER |, BSH IAM AFEEFH IAM £4&

Ry BRIA 5o
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Amazon DataZone AriEE

M IREIT Amazon DataZone ZIEI1F BIZIRER , Amazon &FF A RIL R DataZone A FEAIE

INEHR AR IAM &6, NPRILEEST Amazon DataZone BIEZHN AR FERINNEAAEBNE
Bl

Amazon DataZone £ flAmazonDataZoneEnvironmentRolePermissionsBoundary#t &R BER
BREIEMIXBKNTAEE IAM EFEA. ZERATURXALG# DataZone AURKRAERBA A/ H S
MRS (Bl ) BEN AP AENFERAWS Glue , RAERITIRERLESRE | FlIM Amazon S3 iE
BABEABESREZEIT. AWS Glue [ERZF

ZAmazonDataZoneEnvironmentRolePermissionsBoundary B R F I &b Xt i 030 & #h
DataZone S3 AWS Glue. . Amazon Redshift F1\ML 5k Athena ZFRF VBN, AWS Lake
Formationi% SR B& & @ f X LIRS Pr B R LB IRER IR ( HIMEEDOM AWS KMS 4 ) BF
EEMNBR,

I 5 # DataZone fFAmazonDataZoneEnvironmentRolePermissionsBoundary AWS 1T & KB
RIAAPRBIL S DataZone IMEHAE ( IEEMITME ) HNRL R, NRL/FXLESEREH
R ALVFIG R MR PR R BV SR M A AR AE

B RIFELLT JSON EFT :

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "CreateGlueConnection",

"Effect": "Allow",

"Action": [
"ec2:CreateTags",
"ec2:DeleteTags"

1,

"Resource": [
"arn:aws:ec2:*:*:network-interface/*"

1,

"Condition": {
"ForAllValues:StringEquals": {

"aws:TagKeys": [
"aws-glue-service-resource"
]

}

}

},
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{

"Sid": "GlueOperations",
"Effect": "Allow",
"Action": [

"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:

*DataQuality*",
BatchCreatePartition",
BatchDeleteConnection",
BatchDeletePartition",
BatchDeleteTable",
BatchDeleteTableVersion",
BatchGetJobs",
BatchGetWorkflows",
BatchStopJobRun",
BatchUpdatePartition",
CreateBlueprint",
CreateConnection",
CreateCrawler",
CreateDatabase",
Createlob",
CreatePartition",
CreatePartitionIndex",
CreateTable",
CreateWorkflow",
DeleteBlueprint",

DeleteColumnStatisticsForPartition",

DeleteColumnStatisticsForTable",
DeleteConnection",
DeleteCrawler",

Deletelob",

DeletePartition",
DeletePartitionIndex",
DeleteTable",
DeleteTableVersion",
DeleteWorkflow",

GetColumnStatisticsForPartition",

GetColumnStatisticsForTable",
GetConnection",

GetDatabase",

GetDatabases",

GetTable",

GetTables",

GetPartition",
GetPartitions",

ListSchemas",
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"glue:ListJobs",
"glue:NotifyEvent",
"glue:PutWorkflowRunProperties",
"glue:ResetJobBookmark",
"glue:ResumeWorkflowRun",
"glue:SearchTables",
"glue:StartBlueprintRun",
"glue:StartCrawler",
"glue:StartCrawlerSchedule",
"glue:StartJobRun",
"glue:StartWorkflowRun",
"glue:StopCrawler",
"glue:StopCrawlerSchedule",
"glue:StopWorkflowRun",
"glue:UpdateBlueprint",
"glue:UpdateColumnStatisticsForPartition",
"glue:UpdateColumnStatisticsForTable",
"glue:UpdateConnection",
"glue:UpdateCrawler",
"glue:UpdateCrawlerSchedule",
"glue:UpdateDatabase",
"glue:UpdateJob",
"glue:UpdatePartition",
"glue:UpdateTable",
"glue:UpdateWorkflow"

1,
"Resource": "*",
"Condition": {
"Null": {
"aws:ResourceTag/AmazonDataZoneEnvironment":
}
}

"Sid": "PassRole",
"Effect": "Allow",
"Action": [
"iam:PassRole"
1,
"Resource": [
"arn:aws:iam::*:role/datazone*"
1,
"Condition": {
"StringEquals": {

"false"
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"iam:PassedToService": "glue.amazonaws.com

"Sid": "SameAccountKmsOperations",
"Effect": "Allow",
"Action": [
"kms:DescribeKey",
"kms:Decrypt",
"kms:ListKeys"
1,
"Resource": "*",
"Condition": {
"StringNotEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"

"Sid": "KmsOperationsWithResourceTag",
"Effect": "Allow",
"Action": [
"kms:DescribeKey",
"kms:Decrypt",
"kms:ListKeys",
"kms:Encrypt",
"kms:GenerateDataKey",
"kms:Verify",
"kms:Sign"
1,
"Resource": "*",
"Condition": {
"Null": {
"aws:ResourceTag/AmazonDataZoneEnvironment": "false"

"Sid": "AnalyticsOperations",
"Effect": "Allow",
"Action": [
"datazone:*",
"sqlworkbench:*"
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]I

"Resource'

}I
{

Te nxn

"Sid": "QueryOperations",

"Effect":
"Action":
"athena
"athena
"athena
"athena
"athena
"athena
"athena
"athena
"athena
"athena

"athena
"athena
"athena
"athena
"athena
"athena
"athena
"athena
"athena

"athena
"athena
"athena
"athena
"athena
"athena
"athena

"Allow",
L

:BatchGetNamedQuery",
:BatchGetPreparedStatement",
:BatchGetQueryExecution",
:CreateNamedQuery",
:CreateNotebook",
:CreatePreparedStatement",
:CreatePresignedNotebookUrl",
:DeleteNamedQuery",
:DeleteNotebook",
:DeletePreparedStatement",
"athena:
:GetDatabase",
:GetDataCatalog",
:GetNamedQuery",
:GetPreparedStatement",
:GetQueryExecution",
:GetQueryResults",
:GetQueryRuntimeStatistics",
:GetTableMetadata",
:GetWorkGroup",

"athena:
"athena:
"athena:
"athena:
"athena:
"athena:
"athena:
"athena:
"athena:
"athena:

ExportNotebook",

ImportNotebook",
ListDatabases",
ListDataCatalogs",
ListEngineVersions",
ListNamedQueries",
ListPreparedStatements",
ListQueryExecutions",
ListTableMetadata",
ListTagsForResource",
ListWorkGroups",

:StartCalculationExecution",
:StartQueryExecution",
:StartSession",
:StopCalculationExecution",
:StopQueryExecution",
:TerminateSession",
:UpdateNamedQuery",
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"athena:UpdateNotebook",
"athena:UpdateNotebookMetadata",
"athena:UpdatePreparedStatement",
"ec2:CreateNetworkInterface",
"ec2:DeleteNetworkInterface",
"ec2:Describe*",

"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
:NotifyEvent",

"glue

"glue:
"glue:
"glue:

BatchCreatePartition",
BatchDeletePartition",
BatchDeleteTable",
BatchDeleteTableVersion",
BatchGetJobs",
BatchGetPartition",
BatchGetWorkflows",
BatchUpdatePartition",
CreateBlueprint",
CreateConnection",
CreateCrawler",
CreateDatabase",

Createlob",

CreatePartition",
CreatePartitionIndex",
CreateTable",
CreateWorkflow",
DeleteColumnStatisticsForPartition",
DeleteColumnStatisticsForTable",
DeletePartition",
DeletePartitionIndex",
DeleteTable",
DeleteTableVersion",
GetColumnStatisticsForPartition",
GetColumnStatisticsForTable",
GetConnection",

GetDatabase",

GetDatabases",

GetTable",

GetTables",

GetPartition",
GetPartitions",

ListSchemas",

ListJobs",

SearchTables",
UpdateColumnStatisticsForPartition",
UpdateColumnStatisticsForTable",
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"glue:UpdateDatabase",
"glue:UpdatePartition",
"glue:UpdateTable",

iam:GetRole",
"iam:GetRolePolicy",
"iam:ListGroups",
"iam:ListRolePolicies",
"iam:ListRoles",
"iam:ListUsers",
"logs:DescribelogGroups",
"logs:DescribelLogStreams",
"logs:DescribeMetricFilters",
"logs:DescribeQueries",
"logs:DescribeQueryDefinitions",
"logs:DescribeMetricFilters",
"logs:StartQuery",

"logs:StopQuery",
"logs:GetLogEvents",
"logs:GetLogGroupFields",
"logs:GetQueryResults",
"logs:GetLogRecord",
"logs:PutLogEvents",
"logs:CreatelLogStream",
"logs:FilterLogEvents",
"lakeformation:GetDataAccess",
"lakeformation:GetDatalLakeSettings",
"lakeformation:GetResourcelLFTags",
"lakeformation:ListPermissions",
"redshift-data:ListTables",
"redshift-data:DescribeTable",
"redshift-data:ListSchemas",
"redshift-data:ListDatabases",
"redshift-data:ExecuteStatement",
"redshift-data:GetStatementResult",
"redshift-data:DescribeStatement",
"redshift:CreateClusterUser",
"redshift:DescribeClusters"”,
"redshift:DescribeDataShares",
"redshift:GetClusterCredentials",
"redshift:GetClusterCredentialsWithIAM",
"redshift:JoinGroup",
"redshift-serverless:ListNamespaces",
"redshift-serverless:ListWorkgroups",
"redshift-serverless:GetNamespace",
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"redshift-serverless:GetWorkgroup",
"redshift-serverless:GetCredentials",
"secretsmanager:ListSecrets"”,
"tag:GetResources"

]I

"Resource": "*"

"Sid": "QueryOperationsWithResourceTag",
"Effect": "Allow",
"Action": [

"athena:GetQueryResultsStream"
1,
"Resource": "*",
"Condition": {

"Null": {

"aws:ResourceTag/AmazonDataZoneEnvironment": "false"

"Sid": "SecretsManagerOperationsWithTagKeys",
"Effect": "Allow",
"Action": [
"secretsmanager:CreateSecret"”,
"secretsmanager:TagResource"
1,
"Resource": "arn:aws:secretsmanager:*:*:secret:AmazonDataZone-*",
"Condition": {

"StringlLike": {
"aws:ResourceTag/AmazonDataZoneDomain": "*",
"aws:ResourceTag/AmazonDataZoneProject": "*"

},

"Null": {

"aws:TagKeys": "false"

I

"ForAllValues:StringEquals": {
"aws:TagKeys": [

"AmazonDataZoneDomain",
"AmazonDataZoneProject"

}
iy
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{

"Sid":

"DataZoneS3Buckets",

"Effect": "Allow",
"Action": [

"s3:

"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
1,

AbortMultipartUpload",

DeleteObject",
DeleteObjectVersion",
GetObject",
PutObject",
PutObjectRetention",
ReplicateObject",
RestoreObject"

"Resource": [

"arn:aws:s3:::*/datazone/*"

"Sid":

"DataZoneS3BucketLocation",

"Effect": "Allow",
"Action": [

"s3:

]I

GetBucketLocation"

"Resource": "*"

"Sid":

"ListDataZoneS3Bucket",

"Effect": "Allow",
"Action": [

"s3:

]I

ListBucket"

"Resource": [

"

1,

"Condition": {
"StringlLike": {
"s3:prefix": [

"*/datazone/*",
"datazone/*"
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"Sid": "NotDeniedOperations",

"Effect":

IlDenyll ,

"NotAction": [
"datazone:*",
"sglworkbench:*",

"athena
"athena
"athena
"athena
"athena
"athena
"athena
"athena
"athena
"athena

"athena
"athena
"athena
"athena
"athena
"athena
"athena
"athena
"athena
"athena

"athena

"athena

"athena
"athena
"athena
"athena
"athena
"athena
"athena
"athena

:BatchGetNamedQuery",
:BatchGetPreparedStatement",
:BatchGetQueryExecution",
:CreateNamedQuery",
:CreateNotebook",
:CreatePreparedStatement",
:CreatePresignedNotebookUrl",
:DeleteNamedQuery",
:DeleteNotebook",
:DeletePreparedStatement",
"athena:
:GetDatabase",
:GetDataCatalog",
:GetNamedQuery",
:GetPreparedStatement",
:GetQueryExecution",
:GetQueryResults",
:GetQueryResultsStream",
:GetQueryRuntimeStatistics",
:GetTableMetadata",
:GetWorkGroup",

"athena:
"athena:
:ListDataCatalogs",
"athena:
"athena:
"athena:
"athena:
"athena:
:ListTagsForResource",
"athena:

ExportNotebook",

ImportNotebook",
ListDatabases",

ListEngineVersions",
ListNamedQueries",
ListPreparedStatements",
ListQueryExecutions",
ListTableMetadata",

ListWorkGroups",

:StartCalculationExecution",
:StartQueryExecution",
:StartSession",
:StopCalculationExecution",
:StopQueryExecution",
:TerminateSession",
:UpdateNamedQuery",
:UpdateNotebook",
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"athena:UpdateNotebookMetadata",
"athena:UpdatePreparedStatement",
"ec2:CreateNetworkInterface",
"ec2:CreateTags",
"ec2:DeleteNetworkInterface",
"ec2:DeleteTags",
"ec2:Describe*",
"glue:*DataQuality*",
"glue:BatchCreatePartition",
"glue:BatchDeleteConnection",
"glue:BatchDeletePartition",
"glue:BatchDeleteTable",
"glue:BatchDeleteTableVersion",
"glue:BatchGetJobs",
"glue:BatchGetPartition",
"glue:BatchGetWorkflows",
"glue:BatchStopJobRun",
"glue:BatchUpdatePartition",
"glue:CreateBlueprint",
"glue:CreateConnection",
"glue:CreateCrawler",
"glue:CreateDatabase",
"glue:CreateJob",
"glue:CreatePartition",
"glue:CreatePartitionIndex",
"glue:CreateTable",
"glue:CreateWorkflow",
"glue:DeleteBlueprint",
"glue:DeleteColumnStatisticsForPartition",
"glue:DeleteColumnStatisticsForTable",
"glue:DeleteConnection",
"glue:DeleteCrawler",
"glue:DeleteJob",
"glue:DeletePartition",
"glue:DeletePartitionIndex",
"glue:DeleteTable",
"glue:DeleteTableVersion",
"glue:DeleteWorkflow",
"glue:GetColumnStatisticsForPartition",
"glue:GetColumnStatisticsForTable",
"glue:GetConnection",
"glue:GetDatabase",
"glue:GetDatabases",
"glue:GetTable",
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"glue:GetTables",
"glue:GetPartition",
"glue:GetPartitions",
"glue:ListSchemas",
"glue:ListJobs",
"glue:NotifyEvent",
"glue:PutWorkflowRunProperties",
"glue:ResetJobBookmark",
"glue:ResumeWorkflowRun",
"glue:SearchTables",
"glue:StartBlueprintRun",
"glue:StartCrawler",
"glue:StartCrawlerSchedule",
"glue:StartJobRun",
"glue:StartWorkflowRun",
"glue:StopCrawler",
"glue:StopCrawlerSchedule",
"glue:StopWorkflowRun",
"glue:UpdateBlueprint",
"glue:UpdateColumnStatisticsForPartition",
"glue:UpdateColumnStatisticsForTable",
"glue:UpdateConnection",
"glue:UpdateCrawler",
"glue:UpdateCrawlerSchedule",
"glue:UpdateDatabase",
"glue:UpdateJob",
"glue:UpdatePartition",
"glue:UpdateTable",
"glue:UpdateWorkflow",

iam:GetRole",
"iam:GetRolePolicy",
"iam:List*",
"iam:PassRole",
"kms:DescribeKey",
"kms:Decrypt",

"kms:Encrypt",
"kms:GenerateDataKey",
"kms:ListKeys",

"kms:Verify",

"kms:Sign",
"logs:DescribelogGroups",
"logs:DescribelogStreams",
"logs:DescribeMetricFilters",

"logs:DescribeQueries",
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"logs:DescribeQueryDefinitions",
"logs:StartQuery",
"logs:StopQuery",
"logs:GetLogEvents",
"logs:GetLogGroupFields",
"logs:GetQueryResults",
"logs:GetLogRecord",
"logs:PutLogEvents",
"logs:CreatelLogStream",
"logs:FilterLogEvents",
"lakeformation:GetDataAccess",

"lakeformation:GetDatalakeSettings",

"lakeformation:GetResourcelLFTags",
"lakeformation:ListPermissions",

"redshift-
"redshift-
"redshift-
"redshift-
"redshift-
"redshift-
"redshift-

"redshift
"redshift
"redshift
"redshift
"redshift
"redshift

data:ListTables",
data:DescribeTable",
data:ListSchemas",
data:ListDatabases",
data:ExecuteStatement",
data:GetStatementResult",
data:DescribeStatement",

:CreateClusterUser",
:DescribeClusters",
:DescribeDataShares",
:GetClusterCredentials",
:GetClusterCredentialsWithIAM",
:JoinGroup",

"redshift-serverless:ListNamespaces",
"redshift-serverless:ListWorkgroups",
"redshift-serverless:GetNamespace",
"redshift-serverless:GetWorkgroup",
"redshift-serverless:GetCredentials",
"s3:AbortMultipartUpload",

"s3:DeleteObject",
"s3:DeleteObjectVersion”,
"s3:GetObject",
"s3:GetBucketLocation",
"s3:ListBucket",
"s3:PutObject",
"s3:PutObjectRetention",
"s3:ReplicateObject",
"s3:RestoreObject",

"secretsmanager:CreateSecret"”,
"secretsmanager:ListSecrets",
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"secretsmanager:TagResource",
"tag:GetResources"

]I

"Resource": [

"

AWS IEE R : AmazonDataZoneRedshiftGlueProvisioningPolicy

ZAmazonDataZoneRedshiftGlueProvisioningPolicy Uk 1% F 1 & ¥ DataZone & AWS Glue #
Amazon Redshift B EFTE R,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AmazonDataZonePermissionsToCreateEnvironmentRole",
"Effect": "Allow",
"Action": [
"iam:CreateRole",
"iam:DetachRolePolicy",

iam:DeleteRolePolicy",

iam:AttachRolePolicy",

iam:PutRolePolicy"
1,

"Resource": "arn:aws:iam::*:role/datazone*",
"Condition": {
"StringEquals": {
"iam:PermissionsBoundary": "arn:aws:iam::aws:policy/
AmazonDataZoneEnvironmentRolePermissionsBoundary",
"aws:CalledViaFirst": [
"cloudformation.amazonaws.com"
]
}
}
},
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{
"Sid": "IamPassRolePermissions",
"Effect": "Allow",
"Action": [
"iam:PassRole"
1,
"Resource": [
"arn:aws:iam::*:role/datazone*"
1,
"Condition": {
"StringEquals": {
"iam:PassedToService": [
"glue.amazonaws.com",
"lakeformation.amazonaws.com"
1,
"aws:CalledViaFirst": [
"cloudformation.amazonaws.com"

]

}
}I
{

"Sid": "AmazonDataZonePermissionsToManageCreatedEnvironmentRole",

"Effect": "Allow",
"Action": [
"iam:DeleteRole",
"iam:GetRole"
1,
"Resource": "arn:aws:iam::*:role/datazone*",
"Condition": {
"StringEquals": {
"aws:CalledViaFirst": [
"cloudformation.amazonaws.com"

]

}
}I
{

"Sid": "AmazonDataZoneCFStackCreationForEnvironments",

"Effect": "Allow",

"Action": [
"cloudformation:CreateStack",
"cloudformation:TagResource"

1,
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"Resource": [
"arn:aws:cloudformation:*:*:stack/DataZone*"
1,
"Condition": {
"ForAnyValue:StringlLike": {

"aws:TagKeys": "AmazonDataZoneEnvironment"
},
"Null": {
"aws:ResourceTag/AmazonDataZoneEnvironment": "false"
}
}
I
{
"Sid": "AmazonDataZoneCFStackManagementForEnvironments",
"Effect": "Allow",
"Action": [

"cloudformation:DeleteStack",
"cloudformation:DescribeStacks",
"cloudformation:DescribeStackEvents"

1,

"Resource": [
"arn:aws:cloudformation:*:*:stack/DataZone*"

]
I
{

"Sid": "AmazonDataZoneEnvironmentParameterValidation",
"Effect": "Allow",

"Action": [

"lakeformation:GetDatalLakeSettings",
"lakeformation:PutDatalakeSettings",
"lakeformation:RevokePermissions",
"lakeformation:ListPermissions",
"glue:CreateDatabase",
"glue:GetDatabase",
"athena:GetWorkGroup",
"logs:DescribelogGroups",
"redshift-serverless:GetNamespace",
"redshift-serverless:GetWorkgroup",
"redshift:DescribeClusters"”,
"secretsmanager:ListSecrets"

1,

"Resource": "*"

},

{
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"Sid": "AmazonDataZoneEnvironmentLakeFormationPermissions",

"Effect": "Allow",

"Action": [
"lakeformation:RegisterResource",
"lakeformation:DeregisterResource",
"lakeformation:GrantPermissions",
"lakeformation:ListResources"

1,

"Resource": "*",

"Condition": {

"StringEquals": {
"aws:CalledViaFirst": [
"cloudformation.amazonaws.com"

]

}
}I
{

"Sid": "AmazonDataZoneEnvironmentGlueDeletePermissions",
"Effect": "Allow",
"Action": [

"glue:DeleteDatabase"
1,
"Resource": "*",
"Condition": {

"StringEquals": {

"aws:CalledViaFirst": [

"cloudformation.amazonaws.com"

]
}
}
I
{
"Sid": "AmazonDataZoneEnvironmentAthenaDeletePermissions",
"Effect": "Allow",
"Action": [
"athena:DeleteWorkGroup"
1,
"Resource": "*",

"Condition": {

"StringEquals": {
"aws:CalledViaFirst": [
"cloudformation.amazonaws.com"

]
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}
},
{

"Sid": "AmazonDataZoneEnvironmentAthenaResourceCreation",

"Effect": "Allow",

"Action": [
"athena:CreateWorkGroup",
"athena:TagResource",
"iam:TagRole",
"iam:TagPolicy",
"logs:TaglLogGroup"

1,

"Resource": "*",

"Condition": {
"ForAnyValue:StringlLike": {

"aws:TagKeys": "AmazonDataZoneEnvironment"
},
"Null": {
"aws:ResourceTag/AmazonDataZoneEnvironment": "false"
3,

"StringEquals": {
"aws:CalledViaFirst": [

"cloudformation.amazonaws.com"

]
}
}
1,
{
"Sid": "AmazonDataZoneEnvironmentLogGroupCreation",
"Effect": "Allow",
"Action": [
"logs:CreatelLogGroup",
"logs:DeletelLogGroup"
1,
"Resource": "arn:aws:logs:*:*:log-group:datazone-*",

"Condition": {
"ForAnyValue:StringlLike": {

"aws:TagKeys": "AmazonDataZoneEnvironment"
},
"Null": {
"aws:ResourceTag/AmazonDataZoneEnvironment": "false"
3,

"StringEquals": {
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"aws:CalledViaFirst": [
"cloudformation.amazonaws.com"

]

}
I
{
"Sid": "AmazonDataZoneEnvironmentLogGroupManagement",
"Action": [
"logs:PutRetentionPolicy"
1,
"Resource": "arn:aws:logs:*:*:log-group:datazone-*",
"Effect": "Allow",
"Condition": {
"StringEquals": {
"aws:CalledViaFirst": [
"cloudformation.amazonaws.com"

]

}
}I
{

"Sid": "AmazonDataZoneEnvironmentIAMPolicyManagement",

"Effect": "Allow",

"Action": [

"iam:DeletePolicy",

"iam:CreatePolicy",
"iam:GetPolicy",
"iam:ListPolicyVersions"

1,

"Resource": [
"arn:aws:iam::*:policy/datazone*"

1,

"Condition": {

"StringEquals": {
"aws:CalledViaFirst": [

"cloudformation.amazonaws.com"

]

}
}I
{

"Sid": "AmazonDataZoneEnvironmentS3ValidationPermissions",
"Effect": "Allow",
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"Action": [
"s3:ListAl1MyBuckets",
"s3:ListBucket"

1,

"Resource": "arn:aws:s3:::*"
I
{

"Sid": "AmazonDataZoneEnvironmentKMSDecryptPermissions",
"Effect": "Allow",

"Action": [

"kms:GenerateDataKey",
"kms:Decrypt"

1,
"Resource": "*",
"Condition": {
"Null": {
"aws:ResourceTag/AmazonDataZoneEnvironment": "false"
}
}
I
{
"Sid": "PermissionsToTagAmazonDataZoneEnvironmentGlueResources",
"Effect": "Allow",
"Action": [
"glue:TagResource"
1,
"Resource": "*",

"Condition": {
"ForAnyValue:StringlLike": {

"aws:TagKeys": "AmazonDataZoneEnvironment"
},
"Null": {
"aws:RequestTag/AmazonDataZoneEnvironment": "false"
}
}
I
{
"Sid": "PermissionsToGetAmazonDataZoneEnvironmentBlueprintTemplates",

"Effect": "Allow",
"Action": "s3:GetObject",
"Resource": "*",
"Condition": {
"StringNotEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"
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I

"StringEquals": {
"aws:CalledViaFirst": [
"cloudformation.amazonaws.com"

]
}
}
.
{
"Sid": "RedshiftDataPermissions",
"Effect": "Allow",
"Action": [

"redshift-data:ListSchemas",
"redshift-data:ExecuteStatement"

1,

"Resource": [
"arn:aws:redshift-serverless:*:*:workgroup/*",
"arn:aws:redshift:*:*:cluster:*"

]

I
{

"Sid": "DescribeStatementPermissions",

"Effect": "Allow",

"Action": [
"redshift-data:DescribeStatement"

1,

"Resource": "*"

I
{

"Sid": "GetSecretValuePermissions",

"Effect": "Allow",

"Action": [
"secretsmanager:GetSecretValue"

1,

"Resource": "*",

"Condition": {

"StringLike": {

"secretsmanager:ResourceTag/AmazonDataZoneDomain":

"dZd*"
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AWS IEE XK : AmazonDataZoneGlueManageAccessRolePolicy

ZHEEFLDHE B FXH AWS Glue #IEM DataZone PR, ©i&1EF I 5% F i 8 DataZone
MRS B RP EX M AWS Glue BB BRI AUR

{
"Version": "2012-10-17",
"Statement": [

{
"Sid": "GlueTagDatabasePermissions",
"Effect": "Allow",
"Action": [

"glue:TagResource",
"glue:UntagResource",
"glue:GetTags"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"
},
"ForAnyValue:StringlLikeIfExists": {
"aws:TagKeys": "DataZoneDiscoverable_*"
}
}
.
{
"Sid": "GlueDataQualityPermissions",
"Effect": "Allow",
"Action": [
"glue:ListDataQualityResults",
"glue:GetDataQualityResult"
1,
"Resource": "arn:aws:glue:*:*:dataQualityRuleset/*",
"Condition": {
"StringEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"
}
}
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}I
{

"Sid": "GlueTableDatabasePermissions",

"Effect": "Allow",

"Action": [

"glue:CreateTable",
"glue:DeleteTable",
"glue:GetDatabases",
"glue:GetTables"

1,

"Resource": [
"arn:aws:glue:*:*:catalog",
"arn:aws:glue:*:*:database/*",
"arn:aws:glue:*:*:table/*"

1,

"Condition": {

"StringEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"
}
}
},
{

"Sid": "LakeformationResourceSharingPermissions",

"Effect": "Allow",

"Action": [
"lakeformation:BatchGrantPermissions",
"lakeformation:BatchRevokePermissions",
"lakeformation:CreatelLakeFormationOptIn",
"lakeformation:DeletelLakeFormationOptIn",
"lakeformation:GrantPermissions",
"lakeformation:GetResourcelLFTags",
"lakeformation:ListLakeFormationOptIns",
"lakeformation:ListPermissions",
"lakeformation:RegisterResource",
"lakeformation:RevokePermissions",
"glue:GetDatabase",

"glue:GetTable",
"organizations:DescribeOrganization",

"ram:GetResourceShareInvitations",
"ram:ListResources"

iF

"Resource": "*"

iy
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"Sid": "CrossAccountRAMResourceSharingPermissions",

"Effect": "Allow",

"Action": [
"glue:DeleteResourcePolicy",
"glue:PutResourcePolicy"

1,

"Resource": [
"arn:aws:glue:*:*:catalog",
"arn:aws:glue:*:*:database/*",
"arn:aws:glue:*:*:table/*"

1,

"Condition": {
"ForAnyValue:StringEquals": {

"aws:CalledVia": [
"ram.amazonaws.com"

]

}
}I
{

"Sid": "CrossAccountlLakeFormationResourceSharingPermissions",
"Effect": "Allow",
"Action": [
"ram:CreateResourceShare"
1,
"Resource": "*",
"Condition": {
"StringEqualsIfExists": {
"ram:RequestedResourceType": [
"glue:Table",
"glue:Database",
"glue:Catalog"
]

},
"ForAnyValue:StringEquals": {

"aws:CalledVia": [
"lakeformation.amazonaws.com"

]

}
}I
{

"Sid": "CrossAccountRAMResourceShareInvitationPermission",
"Effect": "Allow",
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"Action": [
"ram:AcceptResourceShareInvitation"

iF

"Resource": "arn:aws:ram:*:*:resource-share-invitation/*"
iy

"Sid": "CrossAccountRAMResourceSharingVialakeFormationPermissions",

"Effect": "Allow",

"Action": [
"ram:AssociateResourceShare",
ram:DeleteResourceShare",
ram:DisassociateResourceShare",
ram:GetResourceShares",
ram:ListResourceSharePermissions",
ram:UpdateResourceShare"

1,

"Resource": "*",
"Condition": {
"StringlLike": {
"ram:ResourceShareName": [
"LakeFormation*"
]
},
"ForAnyValue:StringEquals": {
"aws:CalledVia": [
"lakeformation.amazonaws.com"

]
}
}
I
{
"Sid": "CrossAccountRAMResourceSharingVialakeFormationHybrid",
"Effect": "Allow",
"Action": "ram:AssociateResourceSharePermission",
"Resource": "*",

"Condition": {

"StringLike": {

"ram:PermissionArn": "arn:aws:ram::aws:permission/AWSRAMLFEnabled*"
},

"ForAnyValue:StringEquals": {

"aws:CalledVia": [

"lakeformation.amazonaws.com"

]

}
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}
I
{
"Sid": "KMSDecryptPermission",
"Effect": "Allow",
"Action": [
"kms:Decrypt"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/datazone:projectId": "proj-all"
}
}
},

{
"Sid": "GetRoleForDataZone",

"Effect": "Allow",

"Action": [
"iam:GetRole"

1,

"Resource": [
"arn:aws:iam::*:role/AmazonDataZone*",
"arn:aws:iam::*:role/service-role/AmazonDataZone*"

]

I
{

"Sid": "PassRoleForDatalocationRegistration",

"Effect": "Allow",

"Action": [

"iam:PassRole"

1,

"Resource": [
"arn:aws:iam::*:role/AmazonDataZone*",
"arn:aws:iam::*:role/service-role/AmazonDataZone*"

1,

"Condition": {

"StringEquals": {
"iam:PassedToService": [
"lakeformation.amazonaws.com"
]
}
}
}
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]
}

AWS IEE X : AmazonDataZoneRedshiftManageAccessRolePolicy

ZBERAFL DTS DataZone # Redshift BIEA AR B £, ©i& AT ST FiEE
DataZone X RS 4EX B £ 2 X ML D% Redshift 5 Amazon Redshift Serverless %R 15 8]
PR =R IBHE 15 7] PR o

{
"Version": "2012-10-17",
"Statement": [

{
"Sid": "redshiftDataScopeDownPermissions",
"Effect": "Allow",
"Action": [

"redshift-data:BatchExecuteStatement",
"redshift-data:DescribeTable",
"redshift-data:ExecuteStatement",
"redshift-data:ListTables",
"redshift-data:ListSchemas",
"redshift-data:ListDatabases"

1,

"Resource": [
"arn:aws:redshift-serverless:*:*:workgroup/*",
"arn:aws:redshift:*:*:cluster:*"

1,

"Condition": {

"StringEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"
}
}
},
{

"Sid": "listSecretsPermission",

"Effect": "Allow",

"Action": "secretsmanager:ListSecrets",

"Resource": "*"

},
{

"Sid": "getWorkgroupPermission",
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"Effect": "Allow",
"Action": "redshift-serverless:GetWorkgroup",
"Resource": [
"arn:aws:redshift-serverless:*:*:workgroup/*"
1,
"Condition": {
"StringEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"
}
}
},
{

"Sid": "getNamespacePermission",
"Effect": "Allow",
"Action": "redshift-serverless:GetNamespace",
"Resource": [
"arn:aws:redshift-serverless:*:*:namespace/*"
1,
"Condition": {
"StringEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"
}
}
I
{

"Sid": "redshiftDataPermissions",

"Effect": "Allow",

"Action": [
"redshift-data:DescribeStatement",
"redshift-data:GetStatementResult",
"redshift:DescribeClusters"

1,

"Resource": "*"

I
{

"Sid": "dataSharesPermissions",

"Effect": "Allow",

"Action": [

"redshift:AuthorizeDataShare",
"redshift:DescribeDataShares"

1,

"Resource": [
"arn:aws:redshift:*:*:datashare:*/datazone*"

1,
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"Condition": {
"StringEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"
}
}
.
{
"Sid": "associateDataShareConsumerPermission",
"Effect": "Allow",
"Action": "redshift:AssociateDataShareConsumer",
"Resource": "arn:aws:redshift:*:*:datashare:*/datazone*"
}
]
}

AWS ITE R F B : AmazonDataZoneCrossAccountAdmin

#0] LA 1% AmazonDataZoneCrossAccountAdmin SKESKI IIREH IAM 514,

ZIER S B P £ Fl Amazon DataZone <BIK o

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"ram:UpdateResourceShare",
"ram:DeleteResourceShare",
"ram:AssociateResourceShare",
"ram:DisassociateResourceShare",
"ram:GetResourceShares"

1,

"Resource": "*",

"Condition": {

"StringlLike": {
"ram:ResourceShareName": [

"DataZone*"

]

}

}
},
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{

"Effect": "Allow",

"Action": [
"datazone:PutEnvironmentBlueprintConfiguration",
"datazone:GetEnvironmentBlueprintConfiguration",
"datazone:DeleteEnvironmentBlueprintConfiguration",
"datazone:ListEnvironmentBlueprintConfigurations",
"datazone:ListDomains",
"datazone:GetDomain",
"datazone:GetEnvironmentBlueprint",
"datazone:ListEnvironmentBlueprints",
"datazone:ListEnvironments",
"datazone:GetEnvironment",
"ram:AcceptResourceShareInvitation",
"ram:RejectResourceShareInvitation",
"ram:Get*",
"ram:List*"

1,

"Resource": "*"

AWS IEE X : AmazonDataZoneDomainExecutionRolePolicy

iX 2 Amazon DataZone DomainExecutionRole FRE A EMNEBRIAKRE, ILRFEALAR®
DataZone X 5 DataZone HHF M EIE#H TP L, KI., BE, HENMIH., ZACRMUNFEAK
TP PEMNTE Amazon DataZone APl BYiGRIAER , AR X #7E N 5k DataZone 15 A {58 A < B ik
P RAM R,

& 7] LU % AmazonDataZoneDomainExecutionRolePolicy BUER K il E &
#YAmazonDataZoneDomainExecutionRole,

"Version": "2012-10-17",
"Statement": [

{
"Sid": "DomainExecutionRoleStatement",
"Effect": "Allow",
"Action": [

"datazone:ListTimeSeriesDataPoints",
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"datazone:
"datazone:
"datazone:
"datazone:
:CancelSubscription",
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
:CreateEnvironmentBlueprint",
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
:CreateProject",
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:

"datazone

"datazone

"datazone

"datazone

"datazone

GetTimeSeriesDataPoint",
DeleteTimeSeriesDataPoints",
AcceptPredictions",
AcceptSubscriptionRequest",

CreateAsset",
CreateAssetRevision",
CreateAssetType",
CreateDataSource",
CreateEnvironment",

CreateEnvironmentProfile",
CreateFormType",
CreateGlossary",
CreateGlossaryTerm",
CreatelListingChangeSet",

CreateProjectMembership",
CreateSubscriptionGrant",
CreateSubscriptionRequest",
DeleteAsset",
DeleteAssetType",
DeleteDataSource",
DeleteEnvironment",
DeleteEnvironmentBlueprint",
DeleteEnvironmentProfile",
DeleteFormType",
DeleteGlossary",

:DeleteGlossaryTerm",
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
:DeleteSubscriptionTarget",
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:

DeletelListing",
DeleteProject",
DeleteProjectMembership",
DeleteSubscriptionGrant",
DeleteSubscriptionRequest",

GetAsset",

GetAssetType",
GetDataSource",
GetDataSourceRun",
GetDomain",
GetEnvironment",
GetEnvironmentActionLink",
GetEnvironmentBlueprint",
GetEnvironmentCredentials",
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"datazone:
"datazone:
"datazone:
"datazone:

"datazone

"datazone:
"datazone:
"datazone:
"datazone:
"datazone:

"datazone

"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:

"datazone

"datazone:
"datazone:
"datazone:
"datazone:
"datazone:

"datazone

GetEnvironmentProfile",

GetFormType",

GetGlossary",

GetGlossaryTerm",

:GetGroupProfile",

GetListing",

GetProject",

GetSubscription",

GetSubscriptionEligibility",
GetSubscriptionGrant",
:GetSubscriptionRequestDetails",
GetSubscriptionTarget",

GetUserProfile",

ListAccountEnvironments",

ListAssetRevisions",
ListDataSourceRunActivities",
ListDataSourceRuns",

ListDataSources",
ListEnvironmentBlueprintConfigurations",
ListEnvironmentBlueprintConfigurationSummaries"
ListEnvironmentBlueprints",
ListEnvironmentProfiles",

ListEnvironments",

ListGroupsForUser",

ListNotifications",

ListProjectMemberships",

ListProjects",

ListSubscriptionGrants",
:ListSubscriptionRequests",
ListSubscriptionTargets",

ListSubscriptions",

ListWarehouseMetadata",

RejectPredictions"”,

RejectSubscriptionRequest",
:RevokeSubscription",

"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:

Search",

SearchGroupProfiles",
SearchListings",
SearchTypes",
SearchUserProfiles",
StartDataSourceRun",
UpdateDataSource",
UpdateEnvironment",
UpdateEnvironmentBlueprint",
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AWS £E KB . AmazonDataZoneSageMakerProvisioning

]I

"Resource":

"Sid":
"Effect":
"Action":
"Resource":

"datazone:
"datazone:
"datazone:
"datazone:
:UpdateProject"”,
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:

"datazone

UpdateEnvironmentDeploymentStatus",

UpdateEnvironmentProfile",
UpdateGlossary",
UpdateGlossaryTerm",

UpdateSubscriptionGrantStatus",
UpdateSubscriptionRequest",
StartMetadataGenerationRun",
GetMetadataGenerationRun",
CancelMetadataGenerationRun",
ListMetadataGenerationRuns",
GetEnvironmentAction",
ListEnvironmentActions",
ListLineageNodeHistory",
GetLineageNode",
CreateAssetFilter",
DeleteAssetFilter",
GetAssetFilter",
ListAssetFilters",
UpdateAssetFilter"

g n

"RAMResourceShareStatement",
"Allow",
"ram:GetResourceShareAssociations",

i n

% AmazonDataZoneSageMakerProvisioning Bl K % F L 5 i# DataZone 5 i SageMaker B # 1k

{

o EQ*XBEO

&

"Version":

{

"2012-10-17",
"Statement": [
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"Sid": "CreateSageMakerStudio",

"Effect": "Allow",

"Action": [
"sagemaker:CreateDomain"

]I

"Resource": [

"

1,
"Condition": {
"StringEquals": {
"aws:CalledViaFirst": [
"cloudformation.amazonaws.com"
]

},
"ForAnyValue:StringEquals": {

"aws:TagKeys": [
"AmazonDataZoneEnvironment"

]
},
"Null": {
"aws:TagKeys": "false",
"aws:ResourceTag/AmazonDataZoneEnvironment": "false",
"aws:RequestTag/AmazonDataZoneEnvironment": "false"
}
}
I
{

"Sid": "DeleteSageMakerStudio",

"Effect": "Allow",

"Action": [
"sagemaker:DeleteDomain"

1,

"Resource": [

i n

1,
"Condition": {
"StringEquals": {
"aws:CalledViaFirst": [
"cloudformation.amazonaws.com
]

1,
"ForAnyValue:StringlLike": {

"aws:TagKeys": [
"AmazonDataZoneEnvironment"
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]
I
"Null": {
"aws:TagKeys": "false",
"aws:ResourceTag/AmazonDataZoneEnvironment": "false"
}
}
I
{

"Sid": "AmazonDataZoneEnvironmentSageMakerDescribePermissions",
"Effect": "Allow",
"Action": [
"sagemaker:DescribeDomain"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:CalledViaFirst": [
"cloudformation.amazonaws.com"

]

}
}I
{

"Sid": "IamPassRolePermissions",
"Effect": "Allow",
"Action": [
"iam:PassRole"
1,
"Resource": [
"arn:aws:iam::*:role/sm-provisioning/datazone_usr*"
1,
"Condition": {
"StringEquals": {
"iam:PassedToService": [
"glue.amazonaws.com",
"lakeformation.amazonaws.com",
"'sagemaker.amazonaws.com"
1,
"aws:CalledViaFirst": [
"cloudformation.amazonaws.com"
]
}
}
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}I
{

"Sid": "AmazonDataZonePermissionsToCreateEnvironmentRole",
"Effect": "Allow",
"Action": [
"iam:CreateRole",
"iam:DetachRolePolicy",
"iam:DeleteRolePolicy",
"iam:AttachRolePolicy",
"iam:PutRolePolicy"
1,
"Resource": [
"arn:aws:iam::*:role/sm-provisioning/datazone_usr*"
1,
"Condition": {
"StringEquals": {
"aws:CalledViaFirst": [

"cloudformation.amazonaws.com"

1,
"iam:PermissionsBoundary": "arn:aws:iam::aws:policy/
AmazonDataZoneSageMakerEnvironmentRolePermissionsBoundary"
}
}
I
{
"Sid": "AmazonDataZonePermissionsToManageEnvironmentRole",
"Effect": "Allow",
"Action": [

"iam:GetRole",
"iam:GetRolePolicy",
"iam:DeleteRole"

1,

"Resource": [
"arn:aws:iam::*:role/sm-provisioning/datazone_usr*"

1,

"Condition": {
"StringEquals": {
"aws:CalledViaFirst": [

"cloudformation.amazonaws.com"
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"Sid": "AmazonDataZonePermissionsToCreateSageMakerServiceRole",
"Effect": "Allow",
"Action": [
"iam:CreateServicelLinkedRole"
1,
"Resource": [
"arn:aws:iam::*:role/aws-service-role/sagemaker.amazonaws.com/
AWSServiceRoleForAmazonSageMakerNotebooks"
1,
"Condition": {
"StringEquals": {
"aws:CalledViaFirst": [
"cloudformation.amazonaws.com"

]

}
}I
{

"Sid": "AmazonDataZoneEnvironmentParameterValidation",
"Effect": "Allow",

"Action": [

"ec2:DescribeVpcs",

"ec2:DescribeSubnets",

"sagemaker:ListDomains"

1,

"Resource": "*"
},
{

"Sid": "AmazonDataZoneEnvironmentkKMSKeyValidation",

"Effect": "Allow",
"Action": [
"kms:DescribeKey"

1,
"Resource": "arn:aws:kms:*:*:key/*",
"Condition": {
"Null": {
"aws:ResourceTag/AmazonDataZoneEnvironment": "false"
}
}
I
{
"Sid": "AmazonDataZoneEnvironmentGluePermissions",
"Effect": "Allow",
"Action": [
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"glue:CreateConnection",
"glue:DeleteConnection"

]I

"Resource": [

arn:aws:glue:*:*:connection/dz-sm-athena-glue-connection-*",
"arn:aws:glue:*:*:connection/dz-sm-redshift-cluster-connection-*",

arn:aws:glue:*:*:connection/dz-sm-redshift-serverless-connection-*",
"arn:aws:glue:*:*:catalog"

1,
"Condition": {
"StringEquals": {
"aws:CalledViaFirst": [
"cloudformation.amazonaws.com"

AWS IEE XKL : AmazonDataZoneSageMakerAccess

ZBIREFL S S SageMaker B 7= K 2 B & DataZone R, &R T ILS# R Fi5(H
DataZone RS x I Db 1E B & SageMaker & 7 B9 % 7= B9 175 (0] X PR AU A PR o
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{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "AmazonSageMakerReadPermission",

"Effect": "Allow",

"Action": [
"sagemaker:DescribeFeatureGroup",
"sagemaker:ListModelPackages",
"sagemaker:DescribeModelPackage",
"sagemaker:DescribeModelPackageGroup",
"sagemaker:DescribeAlgorithm",
"sagemaker:ListTags",
"sagemaker:DescribeDomain",
"sagemaker:GetModelPackageGroupPolicy",
"sagemaker:Search"

1,

"Resource": "*"
},
{

"Sid": "AmazonSageMakerTaggingPermission",

"Effect": "Allow",

"Action": [
"sagemaker:AddTags",
"sagemaker:DeleteTags"

1,

"Resource": "*",

"Condition": {
"ForAnyValue:StringlLike": {

"aws:TagKeys": [
"sagemaker:shared-with:*"

]

}
+
{

"Sid": "AmazonSageMakerModelPackageGroupPolicyPermission",

"Effect": "Allow",

"Action": [
"sagemaker:PutModelPackageGroupPolicy",
"sagemaker:DeleteModelPackageGroupPolicy"

1,
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"Resource": [
"arn:*:sagemaker:*:*:model-package-group/*"
]
I
{

"Sid": "AmazonSageMakerRAMPermission",
"Effect": "Allow",

"Action": [
"ram:GetResourceShares",
"ram:GetResourceShareInvitations",
"ram:GetResourceShareAssociations"

1,

"Resource": "*"

I

{

"Sid": "AmazonSageMakerRAMResourcePolicyPermission",

"Effect": "Allow",

"Action": [
"sagemaker:PutResourcePolicy",
"sagemaker:GetResourcePolicy",
"sagemaker:DeleteResourcePolicy"

1,

"Resource": [
"arn:*:sagemaker:*:*:feature-group/*"

]

1,
{

"Sid": "AmazonSageMakerRAMTagResourceSharePermission",
"Effect": "Allow",

"Action": [
"ram:TagResource"

1,

"Resource": "arn:*:ram:*:*:resource-share/*",
"Condition": {
"Null": {

"aws:RequestTag/AwsDataZoneDomainId": "false"

}

}

},

{

"Sid": "AmazonSageMakerRAMDeleteResourceSharePermission"

"Effect": "Allow",
"Action": [
"ram:DeleteResourceShare"
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1,

"Resource": "arn:*:ram:*:*:resource-share/*",
"Condition": {
"Null": {

"aws:ResourceTag/AwsDataZoneDomainId": "false"

}

}

I

{

"Sid": "AmazonSageMakerRAMCreateResourceSharePermission",
"Effect": "Allow",

"Action": [
"ram:CreateResourceShare"

1,

"Resource": "*",

"Condition": {

"StringLikeIfExists": {
"ram:RequestedResourceType": [
"sagemaker:*"

]
},
"Null": {
"aws:RequestTag/AwsDataZoneDomainId": "false"
}
}
I
{
"Sid": "AmazonSageMakerS3BucketPolicyPermission",
"Effect": "Allow",
"Action": [

"s3:DeleteBucketPolicy",
"s3:PutBucketPolicy",
"s3:GetBucketPolicy"

1,

"Resource": [
"arn:aws:s3:::sagemaker-datazone*",
"arn:aws:s3:::SageMaker-DataZone*",
"arn:aws:s3:::datazone-sagemaker*",
"arn:aws:s3:::DataZone-SageMaker*",
"arn:aws:s3:::amazon-datazone*"

]

I
{

"Sid": "AmazonSageMakerS3Permission",

AWS REFKH

216



Amazon DataZone

RAriEmE

"Effect": "Allow",
"Action": [
"s3:GetObject",
"s3:ListBucket"
1,

"Resource": [
"arn:aws:s3:::sagemaker-datazone*",
"arn:aws:s3:::SageMaker-DataZone*",
"arn:aws:s3:::datazone-sagemaker*",
"arn:aws:s3:::DataZone-SageMaker*",
"
]
},

{

"Sid": "AmazonSageMakerECRPermission",
"Effect": "Allow",

"Action": [

"ecr:GetRepositoryPolicy",
"ecr:SetRepositoryPolicy",
"ecr:DeleteRepositoryPolicy"

arn:aws:s3:::amazon-datazone*"

1,
"Resource": "*",
"Condition": {
"Null": {
"aws:ResourceTag/AmazonDataZoneEnvironment" :
}
}
I
{
"Sid": "AmazonSageMakerKMSReadPermission",
"Effect": "Allow",
"Action": [
"kms:DescribeKey"
1,
"Resource": "*",

"Condition": {

"ForAnyValue:StringEquals": {
"aws:TagKeys": [
"AmazonDataZoneEnvironment"

"false"
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"Sid": "AmazonSageMakerKMSGrantPermission",
"Effect": "Allow",
"Action": [
"kms:CreateGrant"
1,
"Resource": "*",
"Condition": {
"ForAnyValue:StringEquals": {
"aws:TagKeys": [
"AmazonDataZoneEnvironment"
]

iy
"ForAllValues:StringEquals": {

"kms:GrantOperations": [
"Decrypt"

AWS F£E KB . AmazonDataZoneSageMakerEnvironmentRolePermissionsBoundary

(@ Note
WREEZNBRDR, NEDRZEET S HHREERLAM IAM EERTFWRANRE. BFNE
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I 53%h DataZone BEAE., EXNRUANESZFEER , F5H IAM AFREBETH IAM E4£
By BRIA 5o

LY BE T T S# DataZone HIEIF BIE T S SageMakerhERT | T 5#h 4 DataZone LA FRIA
ARNATEAUNESEHRERN IAM A, NRBFARHT Amazon DataZone S A & FE R
WEMAGHEE,

Amazon DataZone f&
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(flm ) BENRAFAENER | RBERITRERLCERIEAWS SageMaker , 4l MAmazon S35,
Amazon RedshiftiE BRI EAIE , HEIZ1T AWS GluelCH,

ZAmazonDataZoneSageMakerEnvironmentRolePermissionsBoundary B & F I &b X3 L
S SageMaker, AWS Glue, Amazon DataZone S3, La AWS ke Formation, Amazon Redshift
MAmazon AthenaZ lRFHIIREN R, XK ERFEAXLERSAMENRELEEMIZHEERE TFIREN
BR , Bl &2 0, Amazon ECR 125 EHM AWS KMS %4, ©i&E A iF RIS SageMaker 72
& , HlaAmazon SageMaker Canvas.
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ERMNANRBL LS DataZone IEAE ( IEENTEME ) WNRLF. KNRIFIEAE
PR &I AR S Vi RIFR R PR Y R IR AL BV R 4E,

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "AllowAllNonAdminSageMakerActions",

"Effect": "Allow",

"Action": [

"sagemaker:*",
"sagemaker-geospatial:*"

1,

"NotResource": [
"arn:aws:sagemaker:*:*:domain/*",
"arn:aws:sagemaker:*:*:user-profile/*",
"arn:aws:sagemaker:*:*:app/*",
"arn:aws:sagemaker:*:*:space/*",
"arn:aws:sagemaker:*:*:flow-definition/*"

]

b
{

"Sid": "AllowSageMakerProfileManagement",

"Effect": "Allow",

"Action": [
"sagemaker:CreateUserProfile",
"sagemaker:DescribeUserProfile",
"sagemaker:UpdateUserProfile",
"sagemaker:CreatePresignedDomainUrl"

1,

"Resource": "arn:aws:sagemaker:*:*:*/*"
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}I
{

"Sid": "AllowlLakeFormation",

"Effect": "Allow",

"Action": [
"lakeformation:GetDataAccess"

1,

"Resource": "*"

},
{

"Sid": "AllowAddTagsForAppAndSpace",

"Effect": "Allow",

"Action": [

"sagemaker:AddTags"

1,

"Resource": [
"arn:aws:sagemaker:*:*:app/*",
"arn:aws:sagemaker:*:*:space/*"

1,

"Condition": {

"StringEquals": {
"sagemaker:TaggingAction": [
"CreateApp",
"CreateSpace"

]

}
I
{

"Sid": "AllowStudioActions",

"Effect": "Allow",

"Action": [
"sagemaker:CreatePresignedDomainUrl",
"sagemaker:DescribeApp",
"sagemaker:DescribeDomain",
"sagemaker:DescribeSpace",
"sagemaker:DescribeUserProfile",
"sagemaker:ListApps",
"sagemaker:ListDomains",
"sagemaker:ListSpaces",
"sagemaker:ListUserProfiles"

1,

"Resource": "*"

iy
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{

"Sid": "AllowAppActionsForUserProfile",
"Effect": "Allow",

"Action": [

"sagemaker:CreateApp",
"sagemaker:DeleteApp"

1,
"Resource": "arn:aws:sagemaker:*:*:app/*/*/*/*",
"Condition": {
"Null": {
"sagemaker:OwnerUserProfileArn": "true"
}
}
1,

{

}
{

"Sid": "AllowAppActionsForSharedSpaces",
"Effect": "Allow",
"Action": [
"sagemaker:CreateApp",
"sagemaker:DeleteApp"
1,

"Resource": "arn:aws:sagemaker:*:*:app/${sagemaker:DomainId}/*/*/*",

"Condition": {
"StringEquals": {
"sagemaker:SpaceSharingType": [
"Shared"
]

}

’

"Sid": "AllowMutatingActionsOnSharedSpacesWithoutOwner",

"Effect": "Allow",
"Action": [
"sagemaker:CreateSpace",
"sagemaker:DeleteSpace",
"sagemaker:UpdateSpace"

1,
"Resource": "arn:aws:sagemaker:*:*:space/${sagemaker:DomainId}/*",
"Condition": {
"Null": {
"sagemaker:0wnerUserProfileArn": "true"
}
}
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},
{
"Sid": "RestrictMutatingActionsOnSpacesToOwnerUserProfile",
"Effect": "Allow",
"Action": [
"sagemaker:CreateSpace",
"sagemaker:DeleteSpace",
"sagemaker:UpdateSpace"
1,
"Resource": "arn:aws:sagemaker:*:*:space/${sagemaker:DomainId}/*",
"Condition": {
"ArnLike": {
"sagemaker:OwnerUserProfileArn": "arn:aws:sagemaker:*:*:user-profile/
${sagemaker:DomainId}/${sagemaker:UserProfileName}"
},
"StringEquals": {
"sagemaker:SpaceSharingType": [
"Private",
"Shared"
]

}
},
{
"Sid": "RestrictMutatingActionsOnPrivateSpaceAppsToOwnerUserProfile",
"Effect": "Allow",
"Action": [
"sagemaker:CreateApp",
"sagemaker:DeleteApp"
1,
"Resource": "arn:aws:sagemaker:*:*:app/${sagemaker:DomainId}/*/*/*",
"Condition": {

"ArnLike": {
"sagemaker:OwnerUserProfileArn": "arn:aws:sagemaker:*:*:user-profile/
${sagemaker:DomainlId}/${sagemaker:UserProfileName}"
.

"StringEquals": {
"sagemaker:SpaceSharingType": [
"Private"
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"Sid": "AllowFlowDefinitionActions",
"Effect": "Allow",

"Action": "sagemaker:*",

"Resource": [

"arn:aws:sagemaker:*:*:flow-definition/*"

1,

"Condition":

{

"StringEqualsIfExists": {
"sagemaker:WorkteamType"

"private-crowd",
"vendor-crowd"

Sl

]
}
}
},
{
"Sid": "AllowAWSServiceActions",
"Effect": "Allow",
"Action": [

"sqlworkbench:*",
"datazone:*",
"application-autoscaling:
"application-autoscaling:
"application-autoscaling:
"application-autoscaling:
"application-autoscaling:
"application-autoscaling:
"application-autoscaling:
"application-autoscaling:
"application-autoscaling:
"application-autoscaling:

DeleteScalingPolicy",
DeleteScheduledAction",
DeregisterScalableTarget",
DescribeScalableTargets",
DescribeScalingActivities",
DescribeScalingPolicies",
DescribeScheduledActions",
PutScalingPolicy",
PutScheduledAction",
RegisterScalableTarget",

"aws-marketplace:ViewSubscriptions",
"cloudformation:GetTemplateSummary",

"cloudwatch:
"cloudwatch:
"cloudwatch:
"cloudwatch:
"cloudwatch:
"cloudwatch:
"cloudwatch:
"codecommit
"codecommit
"codecommit

ListMetrics",

"codecommit:List*",

DeleteAlarms",
DescribeAlarms",
GetMetricData",
GetMetricStatistics",

PutMetricAlarm",
PutMetricData",
:BatchGetRepositories",
:CreateRepository",
:GetRepository",
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ec2:CreateNetworkInterface",
"ec2:CreateNetworkInterfacePermission",
"ec2:DeleteNetworkInterface",
"ec2:DeleteNetworkInterfacePermission",
ec2:DescribeDhcpOptions",
"ec2:DescribeNetworkInterfaces",
ec2:DescribeRouteTables",
"ec2:DescribeSecurityGroups",
ec2:DescribeSubnets",
"ec2:DescribeVpcEndpoints",
"ec2:DescribeVpcEndpointServices",
"ec2:DescribeVpcs",
"ecr:BatchCheckLayerAvailability",
"ecr:BatchGetImage",
"ecr:Describe*",
"ecr:GetAuthorizationToken",
"ecr:GetDownloadUrlForLayer",
"ecr:StartImageScan",
"elastic-inference:Connect",
"elasticfilesystem:DescribeFileSystems",
"elasticfilesystem:DescribeMountTargets",
"fsx:DescribeFileSystems",
"groundtruthlabeling:*",
"iam:GetRole",

"iam:ListRoles",

"kms:DescribeKey",

"kms:ListAliases",
"lambda:ListFunctions",
"logs:CreatelLogDelivery",
"logs:CreatelLogGroup",
"logs:CreatelLogStream",
"logs:DeletelLogDelivery",
"logs:DescribelLogGroups",
"logs:DescribelogStreams",
"logs:GetLogDelivery",
"logs:GetLogEvents",
"logs:ListLogDeliveries",
"logs:PutLogEvents",
"logs:UpdatelLogDelivery",
"redshift-data:BatchExecuteStatement",
"redshift-data:CancelStatement",
"redshift-data:DescribeStatement"”,
"redshift-data:DescribeTable",
"redshift-data:ExecuteStatement",
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"redshift-data:GetStatementResult",
"redshift-data:ListSchemas",
"redshift-data:ListTables",
"redshift-serverless:GetCredentials",
"redshift-serverless:GetNamespace",
"redshift-serverless:GetWorkgroup",
"redshift-serverless:ListNamespaces",
"redshift-serverless:ListWorkgroups",
"secretsmanager:ListSecrets"”,
"servicecatalog:Describe*",
"servicecatalog:List*",
"servicecatalog:ScanProvisionedProducts",
"servicecatalog:SearchProducts",
"servicecatalog:SearchProvisionedProducts",
"sns:ListTopics",
"tag:GetResources"

1,

"Resource": "*"

},

{
"Sid": "AllowRAMInvitation",

"Effect": "Allow",
"Action": "ram:AcceptResourceShareInvitation",
"Resource": "*",
"Condition": {
"StringlLike": {
"ram:ResourceShareName": "dzd_*"
}
}
I

{
"Sid": "AllowECRActions",
"Effect": "Allow",
"Action": [
"ecr:SetRepositoryPolicy",
"ecr:CompletelLayerUpload",
"ecr:CreateRepository",
"ecr:BatchDeleteImage",
"ecr:UploadLayerPart",
"ecr:DeleteRepositoryPolicy",
"ecr:InitiatelLayerUpload",
"ecr:DeleteRepository",
"ecr:PutImage",

"ecr:TagResource",
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"ecr:UntagResource"

1,

"Resource": [
"arn:aws:ecr:*:*:repository/sagemaker*",
"arn:aws:ecr:*:*:repository/datazone*"

]

},
{

"Sid": "AllowCodeCommitActions",

"Effect": "Allow",

"Action": [

"codecommit:GitPull",
"codecommit:GitPush"

1,

"Resource": [
"arn:aws:codecommit:*:*:*sagemaker*",
"arn:aws:codecommit:*:*:*SageMaker*",
"arn:aws:codecommit:*:*:*Sagemaker*"

]

I
{

"Sid": "AllowCodeBuildActions",

"Action": [
"codebuild:BatchGetBuilds",
"codebuild:StartBuild"

1,

"Resource": [
"arn:aws:codebuild:*:*:project/sagemaker*",
"arn:aws:codebuild:*:*:build/*"

1,

"Effect": "Allow"

I
{

"Sid": "AllowStepFunctionsActions",

"Action": [
"states:DescribeExecution",
"states:GetExecutionHistory",
"states:StartExecution",
"states:StopExecution",
"states:UpdateStateMachine"

1,

"Resource": [
"arn:aws:states:*:*:statemachine:*sagemaker*",
"arn:aws:states:*:*:execution:*sagemaker*:*"
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}
{

}
{

}

{

}
{

iF
"Effect": "Allow"
"Sid": "AllowSecretManagerActions",

"Effect": "Allow",

"Action": [
"secretsmanager:DescribeSecret",
"secretsmanager:GetSecretValue",
"secretsmanager:CreateSecret"”,
"secretsmanager:PutResourcePolicy"

1,

"Resource": [

"arn:aws:secretsmanager:*:*:secret:AmazonSageMaker-*"

]

’

"Sid": "AllowServiceCatalogProvisionProduct",
"Effect": "Allow",

"Action": [

"servicecatalog:ProvisionProduct"

1,

"Resource": "*"

’

"Sid": "AllowServiceCatalogTerminateUpdateProvisionProduct",

"Effect": "Allow",

"Action": [
"servicecatalog:TerminateProvisionedProduct",
"servicecatalog:UpdateProvisionedProduct"

1,

"Resource": "*",

"Condition": {

"StringEquals": {
"servicecatalog:userLevel": "self"
}
}

’

"Sid": "AllowS30bjectActions",
"Effect": "Allow",

"Action": [
"s3:AbortMultipartUpload",
"s3:DeleteObject",
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"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
1,

DeleteObjectVersion",
GetObject",
PutObject",
PutObjectRetention",
ReplicateObject",
RestoreObject",
GetBucketAcl",
PutObjectAcl"

"Resource":

"arn:

"arn:

"arn:

]
}I
{

"Sid": "AllowS3GetObjectWithSageMakerExistingObjectTag",

"Effe
"Acti

"s3:GetObject"

]I

arn:

arn:

arn:

arn:

Ct" 0
on":

aws :
aws @
aws :
aws @
aws :
aws @
aws

s3::
s3::
s3::
s3::
s3::
s3::
s3::

L

:SageMaker-DataZone*",
:DataZone-SageMaker*",
:Sagemaker-DataZone*",
:DataZone-Sagemaker*",
:sagemaker-datazone*",
:datazone-sagemaker*",
:amazon-datazone*"

"Allow",

L

"Resource":

"arn:aws:s3:::*'

1,

"Condition":
"StringEqualsIgnoreCase": {

"s3:ExistingObjectTag/SageMaker": "true"

}
}
iy
{

"Sid": "AllowS3GetObjectWithServiceCatalogProvisioningExistingObjectTag",

"Effe
"Acti

"s3:GetObject"

1,

ct":
Onll 0

L

"Allow",

L

"Resource":

"arn:aws:s3:::*'

]I

"Condition": {

L
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"StringEquals": {
"s3:ExistingObjectTag/servicecatalog:provisioning":

}
}

},

{
"Sid"
"Effe
"Acti

"s3:
"s3:
"s3:
"s3:
"s3:

]I

: "AllowS3BucketActions",
"Allow",

ct":
on":

L

GetBucketlLocation",
ListBucket",
ListAl1MyBuckets",
GetBucketCors",
PutBucketCors"

"Resource": [

"arn:

"arn:

"arn:

]
+

arn:

arn:

arn:

arn:

aws
aws @
aws
aws @
aws
aws @
aws

s3::
s3::
s3::
s3::
s3::
s3::
s3::

:SageMaker-DataZone*",
:DataZone-SageMaker*",
:Sagemaker-DataZone*",
:DataZone-Sagemaker*",
:sagemaker-datazone*",
:datazone-sagemaker*",
:amazon-datazone*"

"Sid": "ReadSageMakerJumpstartArtifacts",
"Allow",

"Action": "s3:GetObject",

"Resource": [

"Effe

"arn:

"arn:

"arn:

"arn:

"arn:

]
iy

{
IlSidll

arn:

arn:

arn:

arn:

arn:

ct":

aws
aws @
aws
aws @
aws
aws @
aws
aws @
aws
aws @

s3::
s3::
s3::
s3::
s3::
s3::
s3::
s3::
s3::
s3::

:jumpstart-cache-prod-us-west-2/*",
:jumpstart-cache-prod-us-east-1/*",
:jumpstart-cache-prod-us-east-2/*",
:jumpstart-cache-prod-eu-west-1/*",
:jumpstart-cache-prod-eu-central-1/*",
:jumpstart-cache-prod-ap-south-1/*",
:jumpstart-cache-prod-ap-northeast-2/*",
:jumpstart-cache-prod-ap-northeast-1/*",
:jumpstart-cache-prod-ap-southeast-1/*",
:jumpstart-cache-prod-ap-southeast-2/*"

: "AllowLambdaInvokeFunction",

"true"
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"Effect": "Allow",

"Action": [
"lambda:InvokeFunction"

1,

"Resource": [
"arn:aws:lambda:*:*:function:*SageMaker*",
"arn:aws:lambda:*:*:function:*sagemaker*",

"arn:aws:lambda:*:*:function:*Sagemaker*",

arn:aws:lambda:*:*:function:*LabelingFunction*"

]
1,

{

"Sid": "AllowCreateServicelLinkedRoleForSageMakerApplicationAutoscaling",
"Action": "iam:CreateServicelLinkedRole",

"Effect": "Allow",

"Resource": "arn:aws:iam::*:role/aws-service-role/sagemaker.application-

autoscaling.amazonaws.com/AWSServiceRoleForApplicationAutoScaling_SageMakerEndpoint",
"Condition": {
"StringlLike": {
"iam:AWSServiceName": "sagemaker.application-autoscaling.amazonaws.com"

}

}

},

{

"Sid": "AllowSNSActions",

"Effect": "Allow",

"Action": [

"sns:Subscribe",
"sns:CreateTopic",
"sns:Publish"

1,

"Resource": [
"arn:aws:sns:*:*:*SageMaker*",
"arn:aws:sns:*:*:*Sagemaker*",
"arn:aws:sns:*:*:*sagemaker*"

]

},
{

"Sid": "AllowPassRoleForSageMakerRoles",

"Effect": "Allow",

"Action": [

"iam:PassRole"

1,

"Resource": [
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"arn:aws:iam::*:role/sm-provisioning/datazone_usr_sagemaker_execution_role_*"

1,
"Condition": {
"StringEquals": {
"iam:PassedToService": [
"glue.amazonaws.com",
"bedrock.amazonaws.com",
"states.amazonaws.com",
"lakeformation.amazonaws.com",
"events.amazonaws.com",
"sagemaker.amazonaws.com",
"forecast.amazonaws.com"

]
}
}
I
{
"Sid": "CrossAccountKmsOperations",
"Effect": "Allow",
"Action": [

"kms:DescribeKey",
"kms:Decrypt",
"kms:ListKeys"
1,
"Resource": "*",
"Condition": {
"StringNotEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"
}
}
},
{

"Sid": "KmsOperationsWithResourceTag",
"Effect": "Allow",
"Action": [
"kms:DescribeKey",
"kms:Decrypt",
"kms:ListKeys",
"kms:Encrypt",
"kms:GenerateDataKey",
"kms:RetireGrant"

1,

"Resource": "*",
"Condition": {
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"Null":

"aws:ResourceTag/AmazonDataZoneEnvironment": "false"

}
}
3
{

{

"Sid": "AllowAthenaActions",

"Effect":
"Action":

"athena
"athena
"athena
"athena
"athena
"athena
"athena
"athena
"athena
"athena

"athena
"athena
"athena
"athena
"athena
"athena
"athena
"athena
"athena
"athena

"athena

"athena
"athena
"athena
"athena

"Allow",
L

:BatchGetNamedQuery",
:BatchGetPreparedStatement",
:BatchGetQueryExecution",
:CreateNamedQuery",
:CreateNotebook",
:CreatePreparedStatement",
:CreatePresignedNotebookUrl",
:DeleteNamedQuery",
:DeleteNotebook",
:DeletePreparedStatement",
"athena:
:GetDatabase",
:GetDataCatalog",
:GetNamedQuery",
:GetPreparedStatement",
:GetQueryExecution",
:GetQueryResults",
:GetQueryResultsStream",
:GetQueryRuntimeStatistics",
:GetTableMetadata",
:GetWorkGroup",

"athena:
"athena:
"athena:
"athena:
:ListNamedQueries",
"athena:
"athena:
"athena:
"athena:
"athena:

ExportNotebook",

ImportNotebook",
ListDatabases",
ListDataCatalogs",
ListEngineVersions",

ListPreparedStatements",
ListQueryExecutions",
ListTableMetadata",
ListTagsForResource",
ListWorkGroups",

:StartCalculationExecution",
:StartQueryExecution",
:StartSession",
:StopCalculationExecution",
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"athena
"athena
"athena
"athena
"athena
"athena

]I

:StopQueryExecution",
:TerminateSession",
:UpdateNamedQuery",
:UpdateNotebook",
:UpdateNotebookMetadata",
:UpdatePreparedStatement"

"Resource": [

"

]
}I
{

"Sid": "AllowGlueCreateDatabase",

"Effect":
"Action":

"Allow",
L

"glue:CreateDatabase"

]I

"Resource": [
"arn:aws:glue:*:*:catalog",

"arn:aws:glue:*:*:database/default"

]
iy
{

"Sid": "AllowRedshiftGetClusterCredentials",

"Effect":
"Action":

"Allow",
[

"redshift:GetClusterCredentials"

1,

"Resource": [

"arn:aws:redshift:*:*:dbuser:*/sagemaker_access*",

"arn:aws:redshift:*:*:dbname:*"

]
}I
{

"Sid": "AllowlListTags",

"Effect":
"Action":

"Allow",
L

"sagemaker:ListTags"

]I

"Resource": [

"arn:aws:sagemaker:*:*:user-profile/*",

"arn:aws:sagemaker:*:*:domain/*"

]
iy
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{
"Sid":
"Effect

"AllowCloudformationListStackResources",
": "Allow",

"Action": [
"cloudformation:ListStackResources"

1,

"Resource":

.

{
"Sid":
"Effect

"AllowGlueActions",
n : "AllOW" ,

"Action": [

"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:

GetColumnStatisticsForPartition",
GetColumnStatisticsForTable",
ListJobs",

CreateSession",

RunStatement",
BatchCreatePartition",
CreatePartitionIndex",
CreateTable",
BatchGetWorkflows",
BatchUpdatePartition",
BatchDeletePartition",
GetPartition",

GetPartitions",

UpdateTable",
DeleteTableVersion",
DeleteTable",
DeleteColumnStatisticsForPartition",
DeleteColumnStatisticsForTable",
DeletePartitionIndex",
UpdateColumnStatisticsForPartition",
UpdateColumnStatisticsForTable",
BatchDeleteTableVersion",
BatchDeleteTable",
CreatePartition",
DeletePartition",
UpdatePartition",
CreateBlueprint",

Createlob",

CreateConnection",
CreateCrawler",
CreateDataQualityRuleset",
CreateWorkflow",

"arn:aws:cloudformation:*:*:stack/SC-*"
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"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
1,

GetDatabases",
GetTables",
GetTable",
SearchTables",
NotifyEvent",
ListSchemas",
BatchGetJobs",
GetConnection",
GetDatabase"

"Resource": [

i n

]
iy
{

"Sid": "AllowGlueActionsWithEnvironmentTag",

"Effect": "Allow",
"Action": [

"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:

SearchTables",
NotifyEvent",
StartBlueprintRun",

PutWorkflowRunProperties",

StopCrawler",
Deletelob",
DeleteWorkflow",
UpdateCrawler",
DeleteBlueprint",
UpdateWorkflow",
StartCrawler",
ResetJobBookmark",
Updatelob",
StartWorkflowRun",
StopCrawlerSchedule",
ResumeWorkflowRun",
ListSchemas",
DeleteCrawler",
UpdateBlueprint",
BatchStopJobRun",
StopWorkflowRun",
BatchGetJobs",
BatchGetWorkflows",
UpdateCrawlerSchedule",
DeleteConnection",
UpdateConnection",
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"glue:GetConnection",
"glue:GetDatabase",
"glue:GetTable",
"glue:GetPartition",
"glue:GetPartitions",
"glue:BatchDeleteConnection",
"glue:StartCrawlerSchedule",
"glue:StartJobRun",
"glue:CreateWorkflow",
"glue:*DataQuality*"

1,
"Resource": "*",
"Condition": {
"Null": {
"aws:ResourceTag/AmazonDataZoneEnvironment" :
}
}
I

{

"Sid": "AllowGlueDefaultAccess",

"Effect": "Allow",

"Action": [

"glue:BatchGet*",
"glue:Get*",
"glue:SearchTables",
"glue:List*",
"glue:RunStatement"

1,

"Resource": [
"arn:aws:glue:*:*:catalog",
"arn:aws:glue:*:*:database/default",
"arn:aws:glue:*:*:connection/dz-sm-*",
"arn:aws:glue:*:*:session/*"

]

},

{
"Sid": "AllowRedshiftClusterActions",

"Effect": "Allow",

"Action": [
"redshift:GetClusterCredentialsWithIAM",
"redshift:DescribeClusters"

1,

"Resource": [
"arn:aws:redshift:*:*:cluster:*",

"false"
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"arn:aws:redshift:*:*:dbname:*"
]
},
{
"Sid": "AllowCreateClusterUser",
"Effect": "Allow",
"Action": [
"redshift:CreateClusterUser"
1,
"Resource": [
"arn:aws:redshift:*:*:dbuser:*"
]
},
{

"Sid": "AllowCreateSecretActions",
"Effect": "Allow",

"Action": [
"secretsmanager:CreateSecret"”,
"secretsmanager:TagResource"

1,

"Resource": "arn:aws:secretsmanager:*:*:secret:AmazonDataZone-*",

"Condition": {
"StringlLike": {

"aws:ResourceTag/AmazonDataZoneDomain": "dzd_*",
"aws:RequestTag/AmazonDataZoneDomain": "dzd_*"

I

"Null": {
"aws:TagKeys": "false",
"aws:ResourceTag/AmazonDataZoneProject": "false",
"aws:ResourceTag/AmazonDataZoneDomain": "false",
"aws:RequestTag/AmazonDataZoneDomain": "false",
"aws:RequestTag/AmazonDataZoneProject": "false"

},

"ForAllValues:StringEquals": {
"aws:TagKeys": [
"AmazonDataZoneDomain",
"AmazonDataZoneProject"

]

}
}I
{

"Sid": "ForecastOperations",
"Effect": "Allow",
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"Action":

"forecast
"forecast
"forecast
"forecast
"forecast
"forecast
"forecast
"forecast
"forecast
"forecast
"forecast
"forecast
"forecast
"forecast
"forecast
"forecast
"forecast
"forecast
"forecast
"forecast
"forecast
"forecast
"forecast
"forecast
"forecast
"forecast

L

:CreateExplainabilityExport",
:CreateExplainability",
:CreateForecastEndpoint",
:CreateAutoPredictor",
:CreateDatasetImportJob",
:CreateDatasetGroup",
:CreateDataset",
:CreateForecast",
:CreateForecastExportJob",
:CreatePredictorBacktestExportJob",
:CreatePredictor"”,
:DescribeExplainabilityExport",
:DescribeExplainability",
:DescribeAutoPredictor",
:DescribeForecastEndpoint",
:DescribeDatasetImport]ob",
:DescribeDataset"”,
:DescribeForecast",
:DescribeForecastExportJob",
:DescribePredictorBacktestExportJob",
:GetAccuracyMetrics",
:InvokeForecastEndpoint",
:GetRecentForecastContext",
:DescribePredictor",

:TagResource",

:DeleteResourceTree"

1,
"Resource": [
"arn:aws:forecast:*:*:*Canvas*"
]
I
{
"Sid": "RDSOperation",
"Effect": "Allow",
"Action": "rds:DescribeDBInstances",
"Resource": "*"
I
{
"Sid": "AllowEventBridgeRule",
"Effect": "Allow",
"Action": [
"events:PutRule"

1,
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"Resource": "arn:aws:events:*:*:rule/*",
"Condition": {
"StringEquals": {
"aws:RequestTag/sagemaker:is-canvas-data-prep-job":
}
}
},
{

"Sid": "EventBridgeOperations",
"Effect": "Allow",
"Action": [
"events:DescribeRule",
"events:PutTargets"
1,
"Resource": "arn:aws:events:*:*:rule/*",
"Condition": {
"StringEquals": {

"aws:ResourceTag/sagemaker:is-canvas-data-prep-job":

}
}
}I

{
"Sid": "EventBridgeTagBasedOperations",
"Effect": "Allow",
"Action": [
"events:TagResource"
1,
"Resource": "arn:aws:events:*:*:rule/*",
"Condition": {
"StringEquals": {
"aws:RequestTag/sagemaker:is-canvas-data-prep-job":

"aws:ResourceTag/sagemaker:is-canvas-data-prep-job":

}
}
}I

{
"Sid": "EventBridgelListTagOperation",

"Effect": "Allow",
"Action": "events:ListTagsForResource",
"Resource": "*"

iy

{
"Sid": "AllowEMR",

"Effect": "Allow",

"true"

"true"

"true",
"true"
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"Action": [

"elasticmapreduce:DescribeCluster",
"elasticmapreduce:ListInstanceGroups",
"elasticmapreduce:ListClusters"

]I

"Resource": "*"
}I
{

"Sid": "AllowSSOAction",

"Effect": "Allow",
"Action": [

"sso:CreateApplicationAssignment",

"sso:AssociateProfile"

1,

"Resource": "*"

I

{

"Sid": "DenyNotAction",
"Effect": "Deny",
"NotAction": [
"sagemaker:*",
"sagemaker-geospatial:*",
"sglworkbench:*",
"datazone:*",
"forecast:*",
"application-autoscaling:
"application-autoscaling:
"application-autoscaling:
"application-autoscaling:
"application-autoscaling:
"application-autoscaling:
"application-autoscaling:
"application-autoscaling:
"application-autoscaling:
"application-autoscaling:

DeleteScalingPolicy",
DeleteScheduledAction",
DeregisterScalableTarget",
DescribeScalableTargets",
DescribeScalingActivities",
DescribeScalingPolicies",
DescribeScheduledActions",
PutScalingPolicy",
PutScheduledAction",
RegisterScalableTarget",

"athena:BatchGetNamedQuery",
"athena:BatchGetPreparedStatement",
"athena:BatchGetQueryExecution",

"athena:CreateNamedQuery"

"athena:CreateNotebook",

’

"athena:CreatePreparedStatement",
"athena:CreatePresignedNotebookUrl",

"athena:DeleteNamedQuery"

"athena:DeleteNotebook",

’
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"athena:DeletePreparedStatement",
"athena:ExportNotebook",
"athena:GetDatabase",
"athena:GetDataCatalog",
"athena:GetNamedQuery",
"athena:GetPreparedStatement",
"athena:GetQueryExecution",
"athena:GetQueryResults",
"athena:GetQueryResultsStream",
"athena:GetQueryRuntimeStatistics",
"athena:GetTableMetadata",
"athena:GetWorkGroup",
"athena:ImportNotebook",
"athena:ListDatabases",
"athena:ListDataCatalogs",
"athena:ListEngineVersions",
"athena:ListNamedQueries",
"athena:ListPreparedStatements",
"athena:ListQueryExecutions",
"athena:ListTableMetadata",
"athena:ListTagsForResource",
"athena:ListWorkGroups",
"athena:StartCalculationExecution",
"athena:StartQueryExecution",
"athena:StartSession",
"athena:StopCalculationExecution",
"athena:StopQueryExecution",
"athena:TerminateSession",
"athena:UpdateNamedQuery",
"athena:UpdateNotebook",
"athena:UpdateNotebookMetadata",
"athena:UpdatePreparedStatement",
"aws-marketplace:ViewSubscriptions",
"cloudformation:GetTemplateSummary",
"cloudformation:ListStackResources",
"cloudwatch:DeleteAlarms",
"cloudwatch:DescribeAlarms",
"cloudwatch:GetMetricData",
"cloudwatch:GetMetricStatistics",
"cloudwatch:ListMetrics",
"cloudwatch:PutMetricAlarm",
"cloudwatch:PutMetricData",
"codebuild:BatchGetBuilds",
"codebuild:StartBuild",
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"codecommit:BatchGetRepositories",
"codecommit:CreateRepository",
"codecommit:GetRepository",
"codecommit:List*",
"codecommit:GitPull",
"codecommit:GitPush",
"ec2:CreateNetworkInterface",
"ec2:CreateNetworkInterfacePermission",
"ec2:DeleteNetworkInterface",
"ec2:DeleteNetworkInterfacePermission",
ec2:DescribeDhcpOptions",
"ec2:DescribeNetworkInterfaces",
ec2:DescribeRouteTables",
"ec2:DescribeSecurityGroups",
ec2:DescribeSubnets",
"ec2:DescribeVpcEndpoints",
"ec2:DescribeVpcEndpointServices",
"ec2:DescribeVpcs",
"ecr:BatchCheckLayerAvailability",
"ecr:BatchGetImage",
"ecr:CreateRepository",
"ecr:Describe*",
"ecr:GetAuthorizationToken",
"ecr:GetDownloadUrlForLayer",
"ecr:SetRepositoryPolicy",
"ecr:CompletelLayerUpload",
"ecr:BatchDeleteImage",
"ecr:UploadLayerPart",
"ecr:DeleteRepositoryPolicy",
"ecr:InitiatelayerUpload",
"ecr:DeleteRepository",

"ecr:PutImage",

"ecr:StartImageScan",

"ecr:TagResource",

"ecr:UntagResource",
"elastic-inference:Connect",
"elasticfilesystem:DescribeFileSystems",
"elasticfilesystem:DescribeMountTargets",
"elasticmapreduce:DescribeCluster",
"elasticmapreduce:ListInstanceGroups",
"elasticmapreduce:ListClusters",
"events:PutRule",

"events:DescribeRule",
"events:PutTargets",
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"event
"event

s:TagResource",
s:ListTagsForResource",

"fsx:DescribeFileSystems",

"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:

SearchTables",
NotifyEvent",
StartBlueprintRun",

PutWorkflowRunProperties",

StopCrawler",
Deletelob",
DeleteWorkflow",
UpdateCrawler",
DeleteBlueprint",
UpdateWorkflow",
StartCrawler",
ResetJobBookmark",
UpdateJob",
StartWorkflowRun",
StopCrawlerSchedule",
ResumeWorkflowRun",
DeleteCrawler",
UpdateBlueprint",
BatchStopJobRun",
StopWorkflowRun",
BatchGet*",
UpdateCrawlerSchedule",
DeleteConnection",
UpdateConnection",
Get*",
BatchDeleteConnection",
StartCrawlerSchedule",
StartJobRun",
CreateWorkflow",
*DataQuality*",
List*",
CreateSession",
RunStatement",
BatchCreatePartition",
CreateDatabase",
CreatePartitionIndex",
CreateTable",
BatchUpdatePartition",
BatchDeletePartition",
UpdateTable",
DeleteTableVersion",
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"glue

"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:

"grou

lam:

lam:

iam:
"iam:
"kms:
"kms:
"kms
"kms:
"kms:
"kms:
"kms:
"lake
"lamb
"lamb
"logs

"logs:
"logs:
"logs:
"logs:
"logs:
"logs:
"logs:
"logs:
"logs:
"ram:AcceptResourceSharelInvitation",

"rds:
"reds

"redshift:GetClusterCredentials",

:DeleteTable",

DeletePartitionIndex",

BatchDeleteTable",
CreatePartition",
DeletePartition",
UpdatePartition",
CreateBlueprint",
Createlob",
CreateConnection",
CreateCrawler",
ndtruthlabeling:*",
CreateServicelinkedRole",
GetRole",
ListRoles",
PassRole",
DescribeKey",
ListAliases",

:Decrypt",

ListKeys",

Encrypt",
GenerateDataKey",
RetireGrant",
formation:GetDataAccess",
da:ListFunctions",
da:InvokeFunction",
:CreatelogDelivery",
CreatelLogGroup",
CreatelLogStream",
DeletelLogDelivery",
Describe*",
GetLogDelivery",
GetLogEvents",
ListLogDeliveries",
PutLogEvents",
UpdateLogDelivery",

DescribeDBInstances",
hift:CreateClusterUser",

DeleteColumnStatisticsForPartition",
DeleteColumnStatisticsForTable",

UpdateColumnStatisticsForPartition",
UpdateColumnStatisticsForTable",
BatchDeleteTableVersion",
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"redshift:GetClusterCredentialsWithIAM",
"redshift:DescribeClusters"”,
"redshift-data:BatchExecuteStatement",
"redshift-data:CancelStatement",
"redshift-data:DescribeStatement",
"redshift-data:DescribeTable",
"redshift-data:ExecuteStatement",
"redshift-data:GetStatementResult",
"redshift-data:ListSchemas",
"redshift-data:ListTables",
"redshift-serverless:ListNamespaces",
"redshift-serverless:ListWorkgroups",
"redshift-serverless:GetNamespace",
"redshift-serverless:GetWorkgroup",
"redshift-serverless:GetCredentials",
"s3:GetBucketAcl",

"s3:PutObjectAcl",

"s3:GetObject",

"s3:PutObject",

"s3:DeleteObject",
"s3:AbortMultipartUpload",
"s3:CreateBucket",
"s3:GetBucketLocation",
"s3:ListBucket",
"s3:ListAl1MyBuckets",
"s3:GetBucketCors",
"s3:PutBucketCors",
"s3:DeleteObjectVersion”,
"s3:PutObjectRetention",
"s3:ReplicateObject",
"s3:RestoreObject",
"secretsmanager:ListSecrets",
"secretsmanager:DescribeSecret",
"secretsmanager:GetSecretValue",
"secretsmanager:CreateSecret"”,
"secretsmanager:PutResourcePolicy",
"secretsmanager:TagResource",
"servicecatalog:Describe*",
"servicecatalog:List*",
"servicecatalog:ScanProvisionedProducts",
"servicecatalog:SearchProducts",
"servicecatalog:SearchProvisionedProducts",
"servicecatalog:ProvisionProduct",
"servicecatalog:TerminateProvisionedProduct"
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"servicecatalog:UpdateProvisionedProduct",

"sns:ListTopics",
"sns:Subscribe",
"sns:CreateTopic",
"sns:Publish",

"states:DescribeExecution",
"states:GetExecutionHistory",

"states:StartExecution",
"states:StopExecution",

"states:UpdateStateMachine",

"tag:GetResources",

"sso:CreateApplicationAssignment",

"sso:AssociateProfile"
1,
"Resource": "*"
}
]
}
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Amazon BY IAM & DataZone
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* AmazonDataZoneProvisioningRole-<domainAccountld>

« AmazonDataZoneDomainExecutionRole

* AmazonDataZoneGlueAccess-<region>-<domainld>

* AmazonDataZoneRedshiftAccess-<region>-<domainld>

* AmazonDataZone<region>S3Manage--<domainld>
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AmazonDataZoneProvisioningRole-<domainAccountld>

AmazonDataZoneRedshiftGlueProvisioningPolicyfft
tAmazonDataZoneProvisioningRole-<domainAccountId>T, WA S# DataZone %

¥ 5 AWS Glue 1 Amazon Redshift B2 {EFFEM R,

ERiATER T Ff flAmazonDataZoneProvisioningRole-<domainAccountId> T LA RIS(EEEE :

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {
"Service": "datazone.amazonaws.com"

.
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "{{domain_account}}"

AmazonDataZoneDomainExecutionRole

AmazonDataZoneDomainExecutionRole B AmazonDataZoneDomainExecutionRolePolicy i il AWS
FE X, Amazon XF&KIE DataZone BB AE, XN THIFEIFFHELEIE , Amazon DataZone
FHEAEBZACHKFPFETHAE , HREZAGEBAEIITIZIERME,

IEEZRR Amazon DataZone 1% B9 AmazonDataZoneDomainExecutionRole B & 2 A FEM ., AWS K
Pt AeEEZ 622 Amazon DataZone E & it Bz G612,

2% i\ AmazonDataZoneDomainExecutionRole B & EH LL T EEFK B,
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"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {
"Service": "datazone.amazonaws.com"
},
"Action": [
"sts:AssumeRole",
"sts:TagSession"
1,
"Condition": {
"StringEquals": {
"aws:SourceAccount": "{{source_account_id}}"
},
"ForAllValues:StringLike": {
"aws:TagKeys": [
"datazone*"
]
}
}
}

AmazonDataZoneGlueAccess-<region>-<domainld>

ZAmazonDataZoneGlueAccess-<region>-<domainId>#
fAmazonDataZoneGlueManageAccessRolePolicyMiT T, AR FILD#HEE FAH AWS
Glue ##E#Y DataZone X [R, ©EEFILL#EE F15F DataZone MIRFMHEN BHRHPERKTH AWS
Glue 7= kY7 B £ BR A AX PR

ZRiAAmazonDataZoneGlueAccess-<region>-<domainId>&A &M T A TEERKEE

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "datazone.amazonaws.com"
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}I

"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {

"aws:SourceAccount": "{{domain_account}}"
.
"ArnEquals": {
"aws:SourceArn": "arn:aws:datazone:{{region}}:
{{domain_account}}:domain/{{root_domain_id}}"
}
}
}
]
}

AmazonDataZoneRedshiftAccess-<region>-<domainld>

ZAmazonDataZoneRedshiftAccess-<region>-<domainId>#
f8AmazonDataZoneRedshiftManageAccessRolePolicyMi# 7. WABREF I Ik
DataZone B & &KW I 5i#h Redshift BB R. ©iE AT S# R F i E DataZone PR HEEXT B
FHELHHIED# Redshift 5 Amazon Redshift Serverless %R B9 i 18] 4% PR 2 180 17 =) £ BR o

ZRiAAmazonDataZoneRedshiftAccess-<region>-<domainId>& @I T LA T REINPREREE -

{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "RedshiftSecretStatement",
"Effect":"Allow",
"Action":"secretsmanager:GetSecretValue",
"Resource":"*",
"Condition":{
"StringEquals":{
"secretsmanager:ResourceTag/AmazonDataZoneDomain" :"{{domainId}}"
}
}
}
]
}
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ZRINE R T M flAmazonDataZoneRedshiftManageAccessRole<timestamp> 7 LA FEEREE :

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "datazone.amazonaws.com"
},
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "{{domain_account}}"
1,
"ArnEquals": {
"aws:SourceArn": "arn:aws:datazone:{{region}}:
{{domain_account}}:domain/{{root_domain_id}}"
}
}
}
]
}

AmazonDataZone<region>S3Manage--<domainld>

L 5 # B <region><domainld> DataZoneH La AWS ke Formation SE ML 5 i#h (8] # 75 BR &5
(Amazon AmazonDataZone S3) 7'J&E#Y , £ S3Manage- AWS Lake Formation 7£ 1 [R11Z ¥ & #Y 2K
BEmERN N Ee, BXESZER , BEHATIME L SHNAERER,

LA e T AT MBI BR R B

"Version": "2012-10-17",
"Statement": [
{
"Sid": "LakeFormationDataAccessPermissionsForS3",
"Effect": "Allow",
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"Action": [
"s3:PutObject",
"s3:GetObject",
"s3:DeleteObject"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:ResourceAccount": "{{accountId}}"

"Sid": "LakeFormationDataAccessPermissionsForS3ListBucket",
"Effect": "Allow",
"Action": [

"s3:ListBucket"
1,
"Resource": "*",
"Condition": {

"StringEquals": {

"aws:ResourceAccount": "{{accountId}}"

"Sid": "LakeFormationDataAccessPermissionsForS3ListAl1MyBuckets",
"Effect": "Allow",
"Action": [
"s3:ListAl1MyBuckets"
1,
"Resource": "arn:aws:s3:::*",
"Condition": {
"StringEquals": {
"aws:ResourceAccount": "{{accountId}}"

"Sid": "LakeFormationExplicitDenyPermissionsForS3",
"Effect": "Deny",
"Action": [

"s3:PutObject",

"s3:GetObject",
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RAriEmE

"s3:DeleteObject"
1,
"Resource": [
"arn:aws:s3:::[[BucketNames]]/*"
1,
"Condition": {
"StringEquals": {

"aws:ResourceAccount": "{{accountId}}"
}
}
},
{
"Sid": "LakeFormationExplicitDenyPermissionsForS3ListBucket",
"Effect": "Deny",
"Action": [
"s3:ListBucket"
1,
"Resource": [
"arn:aws:s3:::[[BucketNames]]"
1,
"Condition": {
"StringEquals": {
"aws:ResourceAccount": "{{accountId}}"
}
}
}

AmazonDataZoneS3Manage-<region>-<domainld>Fi# 7 A T EEBER :

"Version": "2012-10-17",
"Statement": [
{
"Sid": "TrustlLakeFormationForDatalocationRegistration",
"Effect": "Allow",
"Principal": {
"Service": "lakeformation.amazonaws.com"

},

"Action": "sts:AssumeRole",
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"Condition": {
"StringEquals": {
"aws:SourceAccount": "{{source_account_id}}"

}

AmazonDataZoneSageMakerManageAccessRole-<region>-<domainld>

AmazonDataZoneSageMakerManageAccessRolef
fAmazonDataZoneGlueManageAccessRolePolicyfffAmazonDataZoneSageMakerAccessBAmazon
M, WBBRFLIBAMNEERTEN, BIELEN Amazon Sagemaker % =1T [F#Y DataZone X

BRo

ZAmazonDataZoneSageMakerManageAccessRole & &kiin 7 LA T A BR KBS -

{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "RedshiftSecretStatement",
"Effect":"Allow",
"Action":"secretsmanager:GetSecretValue",
"Resource":"*",
"Condition":{
"StringEquals":{
"secretsmanager:ResourceTag/AmazonDataZoneDomain" :"{{domainId}}"
}
}
}
]
}

ZAmazonDataZoneSageMakerManageAccessRole A &M T LA NS(EREE :
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"Version": "2012-10-17",
"Statement": [
{
"Sid": "DatazoneTrustPolicyStatement",
"Effect": "Allow",
"Principal": {
"Service": ["datazone.amazonaws.com",
"sagemaker.amazonaws.com"]
},
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "{{domain_account}}"

iy
"ArnEquals": {
"aws:SourceArn": "arn:aws:datazone:{{region}}:
{{domain_account}}:domain/{{root_domain_id}}"

}

AmazonDataZoneSageMakerProvisioningRole-<domainAccountld>

ZAmazonDataZoneSageMakerProvisioningRolef
AmazonDataZoneRedshiftGlueProvisioningPolicyfft
#AmazonDataZoneSageMakerProvisioningfl, ZA®EIL S#HEF5 AWS Glue., Amazon
Redshift #1 Amazon Sagemaker B {EFTER DataZone X IR,

ZAmazonDataZoneSageMakerProvisioningRole & &N 7 LA~ ABRKREE -

"Version": "2012-10-17",
"Statement": [
{
"Sid": "SageMakerStudioTagOnCreate",
"Effect": "Allow",
"Action": [
"sagemaker:AddTags"

1,
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"Resource": "arn:aws:sagemaker:*:{{AccountId}}:*/*",
"Condition": {
"Null": {
"'sagemaker:TaggingAction": "false"
}
}

#ZAmazonDataZoneSageMakerProvisioningRole B &N T A TEERE -

{
"Version": "2012-10-17",

"Statement": [

{
"Sid": "DataZoneTrustPolicyStatement",

"Effect": "Allow",
"Principal": {

"Service": "datazone.amazonaws.com"
},
"Action": "sts:AssumeRole",
"Condition": {

"StringEquals": {

"aws:SourceAccount": "{{domain_account}}"

s B 1E F5

HIEEAFNER R R , EE AWS RSTEEM. AXEZELR , SEME AWS RS A€M Inat
E$ , HZH IAM AFERETPHE IAM BLE EARNAWS RS

MREEARAF B NEBZHNNEMSEZEF , U AWS Management Console {5/ #9 2 I BHE .
flgn | H&AWS FRALTINE QR (SSO) iE#THEN , ZEIEL B IRIRAER. HE

15 B 262


https://alpha.www.docs.aws.a2z.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html

Amazon DataZone AriEE

RPghEREdse  RARURAGH , SBE2E30IRIEREILE. AXURABNESER , F5
5 IAM B F$ER) SR UREAE (BH5 ).

BRI LAERA AWS CLI 2 AWS API FEIIZIGEHES, RSE , &0 LUE X IR EHE B #TIHE
AWS, AWS BIUZHBERIGFHES , MAREAKBH IR ®HHA. BXEZELR , BESH IAM FHY
IS Bt &2 2 EAE

EHR

HEER IAM BFRBeEFHITREN AWS | EEANEREA. KBEOEFERTNR, EAFELR
SE, BARSWT—NMEE KB ERABETRRS MRS —MRE, EXMERT , B4RER
MITEXANRENNR. EEERXNREREFERBPNEMAXEE  F5H (RSENSE) #
Y “AWS XHEBESRVRE., RIEMFAER",

Amazon & MR IUE DataZone

ETHRABTRESAIUTRAEE , FSHAWS RS “REAIT XKD AEE"" , RFEFERN
BHEMITR. AWS RS AX—KREE , BSHAWS ST HAWS,

A AEA FRE=HFIHRE AWS Atifact, BXESEL | WSHHM TRIFE" FH AWS
Artifact,

EHEMER AWS RS TN EATEBR T ENHREN BN, RLOFANENBRUARERNERNE
Mo AWS RE T U T HRIRKAEBNIMEMME

« ZESEHMREANTVER — XEBBERITHE T EMETESTM , FEMTEXEERM E AWS I
BEUZEMNMEAMNESNEHERBENSER,

- £ A@@ mazon Web Services E#E HIPAA Z2 5654 — AQREPERT E LA WNFAIEH
AWS REIZHFE HIPAA BRIZHRIARRF,

(® Note
HIEFTE AWS RS ABRFS HIPAA Big, BXEZEE , BSRAS HIPAA EXRH RS
5E,

« AWS &M HERAWS — It THEBNIERmE s ERA TEMENT LM E# X,

« AWS BEFEHliEE — MNENAETHEEHLEEN, XLERELE THRIFWRESEK |, AWS RE
HEEEMRHEEZMER ( BEZEERINESEARTZEE (NIST), XFFTILEZEREZEAS
(PCI) MEFRTALAL (1SO) ) Mz 24,

F MR 263


https://alpha.www.docs.aws.a2z.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://alpha.www.docs.aws.a2z.com/IAM/latest/UserGuide/id_credentials_temp.html
https://alpha.www.docs.aws.a2z.com/IAM/latest/UserGuide/id_credentials_temp.html
https://alpha.www.docs.aws.a2z.com/service-authorization/latest/reference/reference.html
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://aws.amazon.com/quickstart/?awsf.filter-tech-category=tech-category%23security-identity-compliance
https://docs.aws.amazon.com/whitepapers/latest/architecting-hipaa-security-and-compliance-on-aws/welcome.html
https://aws.amazon.com/compliance/hipaa-eligible-services-reference/
https://aws.amazon.com/compliance/hipaa-eligible-services-reference/
https://aws.amazon.com/compliance/resources/
https://d1.awsstatic.com/whitepapers/compliance/AWS_Customer_Compliance_Guides.pdf

Amazon DataZone AriEE

- EAAWS Config FF & A & f5F F AN T4 %R — % AWS Config RF TSN B REEE S K
BELRENIRE, TLENFEM,

« AWS Security Hub— X AWS BRSs AILA2H T RN Z£IRAS AWS, Security Hub B3 R£ 24
HEEN AWS BRAREHREFESLETURENRESR, BXIXFEREREHNYIEK , B
2 Security Hub ###43#£,

« Amazon GuardDuty — BB EZEH AWS IKFIMERREFE IRNEEED , K AWS RS
BNEHN ITEAR., RHENIBEDRGNBERM. GuardDuty BIHEREESHMERAEHAR
RUER , JUBSHEFEEEHEMNEER , filan PCIDSS,

« AWS Audit Manager— iX AWS RS AT AR BB R4 s it AWS EAER , M E{LX R EE K
X EAMITUFRERSHE,

Amazon Z£ 5{E£3X& DataZone

Amazon DataZone IRt T FZ2Z 2 , HEEHENERBECHEZERBREZR, UTHRESER
—RIESEN , ATRREEBLZ2HBRIERE, HTXEREXRAETESLNRESTHEEENINE
ER BAICFERAEANZERENFARBH,

3K e Bz AR AR BR 173 7]

EEFNERERN , BRRTEEGHREXN WL Amazon DataZone BRI IR, BAI XL R EBESHEE
ARTFNEBERE, Bt , BRNBRFRITESHMENNR, KERFENRFRX FR/DNZ X R T
EHERREEEREANENEXEE,

FH IAM A&

BIEBNEFHNARFSNEEEREUL S BETH B Amazon DataZone &RiR. BRI AWS IEHE
BEEHEEFRNARFSE Amazon S3 FiERET., XEETFS2EHF RN KEEL , IREIZ IR
E AL EEEE RN,

Mk, ERIZER IAM A EREREN IZRMEF in N AREF RIS DataZone# R #Y I B iE
F. EFEAACKR , ZEFXERAKEELE (WAFBENEBERHEZA ) KiGREIEMGE IR,

BXEZER , B2H IAM AFEEPHNUTER .

- IAM B
- HXNBENERNEE A, NAEFMNRS

RERETER 264


https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-controls-reference.html
https://docs.aws.amazon.com/guardduty/latest/ug/what-is-guardduty.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/what-is.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios.html

Amazon DataZone ArfEm
SEHEMIE R H B9 AR 55 85 i AN 28

BABUERN L M P BIE R LAE Amazon #1702 DataZone,

CloudTrail A F %= API 1§ A

DataZone Amazon 5 AWS CloudTrail—IRFERK , ZRFAIEZAF,. ACREH AWS RESET S
P ITHY IR E DataZone,

BEWENER CloudTrail , BAILFEEBIT SR HEER DataZone, R HERK IP ik, #RH
B3R, ABHEHERAREMFRER.

Amazon Ky DataZone

AWS £ REMIRERE S AWS X TRAXHERN. AWS XE RHS/IMMERENRENTAKX ,
XETAXEHRLEER, SELHENSETRIMEERZ, MRATHX , BAMLRITNREETAXZ
BTl B SRMAMBE BN ARFNBEE, ERENEITSNEREHOEMIREARL  TH
XERESHN AL, RELENTT BX.

BX AWS X MATAXNESER , BSRAWS £IRERM K,

BRY AWS 2IKERE IR , Amazon & DataZone RS I RERAE B R IF BN BFERMNZHF
Ko

F&

- BIEREN

- BrEEM

« BFERBENTBELREM
- ACRFM

- 2IRBREM

o iTFE5E %

-« IRIESEE

- MIGIERE M

- DIEME

- RAM 3%

- AFEEXHEREM

5% e A 2 B PR 35 B D _


https://aws.amazon.com/about-aws/global-infrastructure/

Amazon DataZone AriEE

. HERM

HiERE

£ Amazon DataZone T4 E#HAA , DataSourceFESFEHER , &K 24 Mid, MRESH
FHREBLHRMAEM , MakH—1DataSourceRunFailed®E 4, MR Amazon DataZone HEE
AmazonDataZoneDomainExecutionRole 7 KMS #4f , ¥ BEESETHELEBEZES , WiE1T
FFLUZINACCESSIBLERASE R MXE KMS L RIMNBRSG , B F 3 EHES AR @ 7] FIRASH I E

e

£ Amazon H DataZone , BR=BRAEZEHIH, MRAFHEMRAFTERR , WA UEAL—MRE
RAH RN ERRIRA . TREMEFRRA, BRIFEXTIHRE , SUNTEREERRNERMRAR, T
THREEANES (XRBLT ). ATHIENEIVEFRHTHITE , AIBUEERAIZE™., BUERME
BARSNIBIT R LN, MBRE FAGM R 1ZERAFIERE MR, IR E KRR 4505 30 A
BRo REEEEITHMER T F 8EM BRE RN E & M ARA,

R RE M TR R

f£ Amazon # DataZone , BFRBEMTHBERERXBIRAEHN, MERREEFERAE —&~X
B ONTENEMER, MRERFXBERE~EEFATKERERE | WEESEMBR. MRERT
metadata-form-type 2B BFERNBATERR , RRANUZAEN] , ZFaEWEELMmENRNE,

FEC R

1£ Amazon ¥ DataZone , IR REBRFMALRANBEEFER D |, ML EFEMBR, WRARTEEHIES
ERESCRBEARBRABHTERE | RULLHEEZER  XT&2RWE LM NBNEICRRIFE LK.

SIREREM

£ Amazon ¥ DataZone , TUABN £ Xk EREAIACKMNEF ( XBBEE ) . AIBIEER M RIR
RERZEFRNEM. BCERARBETLEWIABTITN. BIEHFEAFERMNRR , LU ZERE
REZABRNBERE, XFELEMMNEITH,

ANIE: Bk

£ B3# DataZone , SubscriptionGrant BUEFE XM 2 BIE R FRNERK. MREEXMK , M ARAFHHH
BIERF BEE iR, R Amazon DataZone Fo &R TT FAXBR , MMBRITHEATeE S KM, RiZEREEN

BERE M 266



Amazon DataZone AriEE

iR, RH/EATLLTE DeleteSubscriptionGrant APIHREFREAiZretainPermissionskrERaE
# MAmazonfil Br1R4X , DataZone ML B NR.

R Amazon DataZone HEE T KMS %40 , H# AfESubscriptionGrant TERBEHR LT RIZE
48 , MlAmazonDataZoneDomainExecutionRole&FRiZIZMNINACCESSIBLE, 1&E KMS ifalf R
&, DTMBRHEFHGIZINACCESSIBLERA,

28 k- 3

W8 Amazon DataZone gL AmazonDataZoneDomainExecutionRole T KMS %48 , HB&EH
BIEREBRLEHEZZS , MREFHEIRIZINACCESSIBLE, RE KMS HEIRRE , SFMIBRH
B OIZINACCESSIBLERR, MREREFEAMZ I HARIRE, WMRRM , W45 F 305 EZ Ml

BRIEE. MERRET/ERBERAN , BREFHAKXBRS, ot , REEGEMBBRHEFHCIE,

208 Wik R

#£ Amazon ¥ DataZone , IR FEEAERHREERE XM , W EMBRIFRER,
I B 55814

#£ Amazon ¥ DataZone , fRU1 B G E2EAHE , WFEMER,

RAM 3% 4

Bx RAM #ME R | S https://docs.aws.amazon.com/ram/latest/userguide/ security-disaster-
recovery-resiliency .html,

RAFEEXFERRM
BXAPREXARENES  BSHAWS SR,
1258 1%

1£ Amazon ¥ DataZone , MIRFRZ T ST H HEIER , N T E 5 E MR

Amazon HWEM & it %&£ DataZone

ER —MIEE RS , Amazon DataZone ZF| AWS £IRMERLMWRY, BHXx AWS R RF UK
fil AWS RFERNIRIENESR , BSHAWS %%, EfFAEMIRERT SN RESSEKRITEN AWS
IRE | ESH S AWS ecurity Pillar Well-Architected Fram ework F 89 E 1% B4R 3

IRE 267


https://docs.aws.amazon.com/ram/latest/userguide/security-disaster-recovery-resiliency.html
https://docs.aws.amazon.com/ram/latest/userguide/security-disaster-recovery-resiliency.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/resiliency-regional-behavior.html
https://aws.amazon.com/security/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/infrastructure-protection.html

Amazon DataZone AriEE

&I LAMER AWS E XY API 18 A DataZone BEM AT WL Lk, FFWBMZIFUTAR

- BRBERSMEMDI (TLS) BAEREH TLS 1.2, BIWEA TLS 1.3,

- EER2EHRE (PFS) WEBEH , #la0 DHE ( Ifist Diffie-Hellman ) 5% ECDHE ( IIf Bt (& #h 4%
Diffie-Hellman ) . KZHIAKRRE (W0 Java 7 RESHRA ) BZHFXLER,

Lo\, HAERTGRIZES ID M5 IAM EAEXBRAORZT B BARNBERH#TZEE, HE , BUUER
AWS Security Token Service ( AWS STS ) £ Ifit Z £ FIERITFRFITZEE,

W 5@ 5 RSB E T Bl FFibh DataZone

BEREREAR-IMREMEE , DFTEFRFENITRROS A ARSIBEERTES MR KEHRIT
ZRE, R AWS , BRFEGTRLSBERIANBIFRE, — MRS ( FURS ) A% —TURS
( BRYARSS ) Bt , ATRESREBRSEL ., TTEURIER RS UERENERXY 5B — NN ERET
B, BNZBRSFINETHRMNR, N THIEXFER , BRI AWS ZH# T -ETH | BEEERFAE
RSHBIE  SERSEEACHER T EEK S HEIFRANER.

RINBWERBREKPER aws: SourceAccount £ B &M T X E4AR R 4] Amazon DataZone [6
ZRBIEMNEMIRSHNR. SourceAccount IR A8 A Z K PN EMERSERSFERHMEX
B, B aws,

Amazon Vi i& iR 2 4 DataZone

AWS A BEAXRNZ£ES , SlEFEFHIRERS (0OS) MBTEEEI. BHABRENRERE, XL&
RECESHNE=FFEMIANL, BXEZELR , HSRIEE AWS HBEE,

I 52 Y 85 AR 5508 % 7 BIF FiBh DataZone 268


https://docs.aws.amazon.com/STS/latest/APIReference/Welcome.html
https://aws.amazon.com/compliance/shared-responsibility-model/

Amazon DataZone AriEE

ZRINE e VF HI R AT B

EF D% DataZone IEI 1 REB 5 B D% DataZone RS |, AU LA T ERINBIEIE TP =i
WRNZ RSB R4 EH R TSR A,

« * api.aws

e *_on.aws

269



Amazon DataZone AriEE

151230 5% DataZone

5243 Amazon DataZone FEHYE M AWS SRS RSN, TTHAMMMENEEZHRE D
AWS MU TIKETE | ATY%M Amazon DataZone , EEM BB HTHRE , AEEYNBEZE
B -

« Amazon £358} CloudWatch#5 #2828 AWS BRMEZIT AWS R FAREF. S UKEMRER
BN, IZEENHEGTE , UKk REBRAEIEEN IS ZEIEER B E 5B &S K EUE
M, N |, A LA CloudWatch BRERIEH Amazon EC2 SEfIEY CPU A RFHMIESR , HEEE
B EMEFRA. BXEZER , HS Amazon CloudWatch AP #ERE.

« Amazon CloudWatch Logs /&2, F#EMIGRIK B Amazon EC2 SEHIFE kR B E
. CloudTrail CloudWatch BEA LS BEXHFRWEER , HELFESERERBHE, BiE&T
UESEAME#HPRREN AERE. BXEZEEL | EZH Amazon CloudWatch HERF 5
Mo

 Amazon EventBridge T F£3 AWS RS B3It , HEF MM RESH |, fla0RAREF AT A%ER
TRAFREHR, KB AWS BREHEHJLFEAF EventBridge &% E], &0 LURE &£ A H IR
TREXRINEL , AETEESHCEHEANMRITHEZLERE. BXEZEE , 2 Amazon
EventBridge 15/,

« AWS CloudTrail¥iZk R K P HAA RS AWS K BETH AP BRMEXEY |, FFEEH
R B RIEER Amazon S3 FiEME. BAILURBIBRLE A - Mk 714237 7 8BiE AWS, & HFEILHYR
IP ik AR FEIY R AR ETEl, BREZEER , 55 AWS CloudTrail {AFIERE) .

WD Db R Y 0 5%k DataZone E4 EventBridge

& LATE P 52 Amazon DataZone =4 EventBridge , EARMERBEBECHNARERF. software-
as-a-service (SaaS) MARF M AWS [RFWEREIER. EventBridgeZHEHBBEIBEAR , fla0
AWS Lambda M Amazon fE £ BH RS . XLEH5 Amazon Events & 7~ CloudWatch HE 418
[E , Amazon Events £&# A AWS B RELAIEFEHNNRESH R,

BXEZEER , 551 @3 Amazon EventBridge BAIA B &A=,

fE A= 5# DataZone APl 8B AWS CloudTrail

DataZone Amazon 5 AWS CloudTrail —TiRF &R , ZRFAIEKAF, A% AWS RFEL
O h TRV IR 4E DataZone, CloudTrail I S FRE AP| 8 B3R DataZone R EH., IR

LR 270


https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/
https://docs.aws.amazon.com/eventbridge/latest/userguide/
https://docs.aws.amazon.com/eventbridge/latest/userguide/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/

Amazon DataZone AriEE

# V8 A B3>k B L 5%k DataZone 2 #| & WA ML S# DataZone APl BEMNARBEA, MRE
BRI TRER , WA LA CloudTrail S-S &M% Amazon S3 F#F , BIEANILS#HNEH
DataZone, MR EREBRE , SR TLUE CloudTrail &40 “BEHFLER P EERFTNE
., BYWEMNEE CloudTrail , BRI ERT S & HEVER DataZone, K HERK IP bk, #
REFER, AetREERAREMFHRER

ETHMEZEE CloudTrail , & ® (AWS CloudTrail AFEF) o

I 5% DataZone {§ 2L T CloudTrail

CloudTrail TEEBIZIKF AWS IKF B EEEBHNIKF LS A, 2 Amazon DataZone B4l AF X E
SEHN , ZEFSEHM AWS RS CloudTrail B4 —RiICRESZHAHFLiIEFZH P, BUlEHESR, £
BENTHEIOLAENEH AWS IKF, BEXEZER , BSRAFERASEHMRIZFEESE CloudTrail &4,

S0 REMN AWS IKFEH (21F Amazon WEH ) DataZone , HRIEBRER, BERAN
CloudTrail ff B & X H& i El Amazon S3 FEf. MIRBERT , EEEH AP OIRRERICRA |, IRER
IBRMATAE AWS XiF, RERIZR AWS 2 XAMEXENEHS , ¥ A EXHEETEEEN
Amazon S3 1Ff#E @, AL, BAILIEEH M AWS RS , LU —F 2 FLE CloudTrail BEFUKE
WEHBE, BXEZER , BSATIAS :

- BIERIRICFEEAR

» CloudTrail XFHRFMER

« BiE Amazon SNS &4 CloudTrail

- BEUWCkBZAMXIEH CloudTrail BEXHMERRBEZNK, W CloudTrail AEH

Amazon BIFfE DataZone E/EEH 2% CloudTrail.

T &% DataZone f§ 8L F CloudTrail 271


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/configure-sns-notifications-for-cloudtrail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html

Amazon DataZone

RAriEmE

XA 5 b3t 1T FE HERR DataZone

MRIEE S Amazon S1ERTBRIT R BIEL R B HELIR#E , DataZoneiBFESHE AT H EE,

L B AWS Lake Formation #X PR3 1T FEHEER DataZone

AT I EFREIEZIRT 0] aEIE B #Y 0] B HY £ ME #7214 BA v U I %0 fi (& Lake Formation X PR DataZone,

BRI PHERER
TEBERETRAR,

HAEF AR E L ENNRRIEIREZHITHE
HY B 7= B TR

BrER—MRIESEE, Amazon DataZone X%
BT R R a5,

BT H La AWS ke Formation B,

BRRTT B

3 Amazon DataZone 7o & RIR IR 1E K
F?DefaultDataLakeBlueprint= 5 F &% F #Y
AmazonDataZoneGlueDataAccessRole , | &
SRR, EFRIMEE |, FiHREHNHE
BEFFEKF BH AWS IAM 284 |, HBR
5 Amazon DataZone AR%5Z #£ AAmazonDat
aZoneGlueDataAccessRole 5 IE I S1F
X%, BXEZELR , H5 AmazonDat
aZoneGlueAccess-<region>-<domainld>,

% Amazon DataZone FXZh#8{EiZAmazonDat
aZoneGlueDataAccessRole & &8 Z f &%
BEXENNRER , eE THER. EBE
A, EFERIENBER~FERSHH
AWS IAM 2#|& , H R 1% A& EAmazonDat
aZoneGlueManageAccessRolePolicyff il
ZHIE. BXEZELR , 3% AmazonDat
aZoneGlueAccess-<region>-<domainld>,

VM2 AL MBT SRR~ 28 [ AWS Gl
DataZone ue XM B REEERN , ME T RIS
iRo

IR R R AT B E X IR =BT AWS
Lake Formation IR, EULTER T AEES X
X IER

XHE i AWS Lake Formation X FR#t {THEHERR DataZone

272



Amazon DataZone AriEE

HEFRNERER FRIRTT R

« ZRFHLSE S3 IERTE La AWS ke
Formation i Efft. EffREE , FEAR
M PTTERY K = & R I8 M L AWS ake Formation
BEE , ARETE L AWS ake Formation =
FEAER T EM Amazon S3 V&, Bx
EZEE |, 55/ Registering an Amazon
S3 location ( ¥t Amazon S3 L& ). B
IMBEREEHR—TBR. HPIEMNE
# AmazonS3 FEEHBE KT S3 7R A
Glue B FZE& AWS , EXAERT , &L
FEEHKMS f/= S3RE, BXEZER

&2 # Registering an encrypted Amazon
S3 location,

« Amazon S3 {Z & B AWS Lake Format
AllowedPrincipal ion 3 T , B2 IAM
ERMEIRONBRF. EFRILEZ , &7
AllowedPrincipal ARV R P EBR IAM |, 15
AERESERN TEM S3 L&, E?&E%’Mn
B, BZHEXxTHHE Lake Formation X R
1‘%’*“ MREH SIUEEIE , ;& S3

B 5&H AWS Glue RILTFRRINIKFH |
ERBEMMNZR Amazon S3 Fll i = I #Y
AR ITIRE,

XL % AWS Lake Formation X PR#E1T#FEHEBR DataZone 273


https://docs.aws.amazon.com/lake-formation/latest/dg/register-location.html
https://docs.aws.amazon.com/lake-formation/latest/dg/register-location.html
https://docs.aws.amazon.com/lake-formation/latest/dg/register-encrypted.html
https://docs.aws.amazon.com/lake-formation/latest/dg/register-encrypted.html
About%20upgrading%20to%20the%20Lake%20Formation%20permissions%20model
About%20upgrading%20to%20the%20Lake%20Formation%20permissions%20model
https://docs.aws.amazon.com/lake-formation/latest/dg/register-encrypted.html

Amazon DataZone AriEE

HEFRNERER FRIRTT R

BIRH R ARZELERN Lake Formation fXfR  1t4EiRAmazonDataZoneGlueDataAcces

1R F X 1% B8 = 19 15 R PR o sRolexH , & A T 10K~ DefaultDatalLakeBlu
eprinth /5 AW , TEZ L S# DataZone &
BERAMATNRHAENR, &0 UEER
BI0AmazonDataZoneGlueDataAccessRolefE
A AWS Lake Formati AmazonDataZoneGlue
DataAccessRoleon BIE G 5[0 BX A~ #%
F AT R R f# R (R R,

o« HERM RS B = AR IEE R TR T AR
o HR, AR, ERTRTNR, EEXNHEE

FRERFWARFNER , XER=REHFE
Ama DataZone zon X REEER T E) R,

XL % AWS Lake Formation X PR#E1T#FEHEBR DataZone 274



Amazon DataZone

RAriEmE

U 52 fig & DataZone

&Y AWS KPP X BI AWS BRSERABRIAEER , LRI NRSl. BRIFEZHHA , BN

BAFER

Amazon DataZone B LA T L& F R #lo

IR

HERTRE

BER

HCE&

& AR AR E

BRI R

DU

£ — DataZone A LAt
BNBRABERTREKE

A LAfE —4 Amazon DataZone
BHEENRABBESHE

RAI A — M IR R K
Al EC R E

BANE-—MEFENZEK
A S5EPCRARE B2

— Amazon DataZone 1/
HNEKXNEHE

1000

100 7

1000

10000

500

, BEERKX

275



Amazon DataZone AriEE

Amazon DataZone A F 5B X4 £ 18 x

TRERT Amazon KK X+ DataZone,

TE 1%, BA A Hf
AmazonDataZoneExec Xt AmazonDataZoneExec 2024 £ 6 A 27 H

utionRolePolicy JA K
AmazonDataZoneFull
UserAccess -BUR B35

AmazonDataZoneGlue
ManageAccessRolePolicy -
REH

AmazonDataZoneFullAccess -

R SE#

utionRolePolicy H #Y 5% k& # 1T
7 B % AmazonDataZoneFull
UserAccess , JA/8 X $3E
YRR MRLE I B2 5] API B
XH, BXEZER , FZH
Amazon X AWS FE&E R BEH
DataZone E#,

#AmazonDataZoneGlue
ManageAccessRolePolicy
BEREFHIEM T LS 5By
TR IhBEFT SRR 1AM XIR |
DataZone LA4& /)N T pE B %
FHIXREE. /A EBTH
Thae , ReemEinE M miRER
FHEERNR, BXRESE
B, #E2 Amazon X} AWS
KE R DataZone E o

/Y B3R E #AmazonDat
aZoneFullAccess {#15
Amazon DataZone E 24|
AEEB KA FEREMm
BiRZR|EZH. 23F/A
HEHEMEEKFNEER
BEHXRERKFHIK P RBORAS
Bram:ListResourceSh

arePermissions . A
XEZER | BESHE Amazon

2024%6H14H

2024%6H14H

276


https://docs.aws.amazon.com/datazone/latest/userguide/security-iam-awsmanpol.html#security-iam-awsmanpol-updates
https://docs.aws.amazon.com/datazone/latest/userguide/security-iam-awsmanpol.html#security-iam-awsmanpol-updates
https://docs.aws.amazon.com/datazone/latest/userguide/security-iam-awsmanpol.html#security-iam-awsmanpol-updates
https://docs.aws.amazon.com/datazone/latest/userguide/security-iam-awsmanpol.html#security-iam-awsmanpol-updates
https://docs.aws.amazon.com/datazone/latest/userguide/security-iam-awsmanpol.html#security-iam-awsmanpol-updates

Amazon DataZone

RAriEmE

AmazonDataZoneDoma
inExecutionRolePolicy -BUR &

il

AmazonDataZoneSage
MakerProvisioning -¥7 B

AmazonDataZoneSage
MakerEnvironmentRo
lePermissionsBoundary - Y

R 5

X AWS & KB DataZone
E#.

Y B 2K B #7 9 AmazonDat
aZoneDomainExecuti
onRolePolicy Y B #3707
K API DataZone , fEfF &g
%R EI S DataZone i
BRERE, BXEZER , F
S % Amazon X AWS &R
B&HY DataZone E o

B R B EEAmazonDat
aZoneSageMakerProv
isioning#® DataZone F I & i#h
51 O SageMaker B EFT
TR, BXEZER &
S % Amazon X AWS EE X
B&HY DataZone E#o

AN RGE R ERA
AmazonDataZoneSage
MakerEnvironmentRo
lePermissionsBoundary, &
BN B# DataZone $iE()
F Bl 5# SageMaker ¥ 35
B, WE#h 4 DataZone ikt
N PRA 5N A T 022 MR
BERH IAM A, NRALR
BR#| T Amazon DataZone €l
BRAGHEAMNEMAAL
WEE. BXEZER , FS
¥ Amazon ¥ AWS L& KB
#) DataZone E#.

2024%6H14H

2024 54 A 30 H

2024 54 A 30 H

277


https://docs.aws.amazon.com/datazone/latest/userguide/security-iam-awsmanpol.html#security-iam-awsmanpol-updates
https://docs.aws.amazon.com/datazone/latest/userguide/security-iam-awsmanpol.html#security-iam-awsmanpol-updates
https://docs.aws.amazon.com/datazone/latest/userguide/security-iam-awsmanpol.html#security-iam-awsmanpol-updates
https://docs.aws.amazon.com/datazone/latest/userguide/security-iam-awsmanpol.html#security-iam-awsmanpol-updates
https://docs.aws.amazon.com/datazone/latest/userguide/security-iam-awsmanpol.html#security-iam-awsmanpol-updates
https://docs.aws.amazon.com/datazone/latest/userguide/security-iam-awsmanpol.html#security-iam-awsmanpol-updates
https://docs.aws.amazon.com/datazone/latest/userguide/security-iam-awsmanpol.html#security-iam-awsmanpol-updates
https://docs.aws.amazon.com/datazone/latest/userguide/security-iam-awsmanpol.html#security-iam-awsmanpol-updates

Amazon DataZone

RAriEmE

AmazonDataZoneSage
MakerAccess -3 B3R

AmazonDataZoneFullAccess -

R B #T

AmazonDataZoneS3Ma
nage-—-#1 & <region><
domainld>

B N HF B AmazonDat
aZoneSageMakerAccess#®
DataZone ¥ &# &% F AP
AL B SageMakerifiiz
PEMERFIENNR, BX
EZEER |, 555 Amazon X
AWS REE XK DataZone &
o

2024 54 A 30 H

¥t AmazonDataZoneFull 2024 £4 A 30 H

AccessIREERIERT , BT

DescribeSecurityGr

oups BREFRMNER , URBE

WREEREANATAMY , &
APEEERMGetPolicy
BENSREEXRIEERE

RENEE. BEXESZER,

#Z5 Amazon Xf AWS &

RBEH DataZone E .

&7 AmazonDataZoneS3Ma 2024 %4 A1 H
nage- <region>M¥ &
<domainld>f F I &b 3
DataZone B AWS Lake
Formation JEM L 55 & £ 77
% BR% (Amazon S3) # =,
AWS Lake Formation £/ d]
ZNBNBENIEXN A
B, BXEZEER , FZH
Amazon X AWS FE& K&K
DataZone E#

278


https://docs.aws.amazon.com/datazone/latest/userguide/security-iam-awsmanpol.html#security-iam-awsmanpol-updates
https://docs.aws.amazon.com/datazone/latest/userguide/security-iam-awsmanpol.html#security-iam-awsmanpol-updates
https://docs.aws.amazon.com/datazone/latest/userguide/security-iam-awsmanpol.html#security-iam-awsmanpol-updates
https://docs.aws.amazon.com/datazone/latest/userguide/security-iam-awsmanpol.html#security-iam-awsmanpol-updates
https://docs.aws.amazon.com/datazone/latest/userguide/security-iam-awsmanpol.html#security-iam-awsmanpol-updates
https://docs.aws.amazon.com/datazone/latest/userguide/security-iam-awsmanpol.html#security-iam-awsmanpol-updates
https://docs.aws.amazon.com/datazone/latest/userguide/security-iam-awsmanpol.html#security-iam-awsmanpol-updates

Amazon DataZone

RAriEmE

AmazonDataZoneGlue
ManageAccessRolePolicy -
REH

AmazonDataZoneDoma

inExecutionRolePolicy LA
K. AmazonDataZoneFull
UserAccess -BUR B3

AmazonDataZoneFullAccess -

BURE#

AmazonDataZoneDoma
inExecutionRolePolicy -BUR E
il

¥ 3 T AmazonDataZoneGlue 2024 %4 A1 H
ManageAccessRolePolicy LA /3

BX 7t ¥ Amazon DataZone

B & MR R R A

ROXEF. BXEZER &

S % Amazon X AWS EE XK

B&HY DataZone E o

¥ # T AmazonDataZoneDoma 2024 %3 A 29 H
inExecutionRolePol

icy M AmazonDataZoneFull

UserAccess3A g A XY

CancelMetadataGene

rationRun APIHIX

¥. BXEZER , BZH

Amazon X AWS & F K

DataZone E#.

B#7T , A AmazonDat 2024 £3 A 13 H
aZoneFullAccess HEWTE

Amazon DataZone EE#Z#| &

FEEBCSHNE. £F. vpe

MFR | R SEXARAEHE

Aefl. BXEZER , S

¥ Amazon ¥ AWS T & KB

#) DataZone E#.

T T A E R L T P A RN
MXEER , B TUER
X3 B2 IR EC B AT R

ListEnvironmentBlueprintCon

202452818

figurationSummaries API 932
¥. AmazonDataZoneDoma
inExecutionRolePolicy B X &
ZEE , BZH Amazon X
AWS REERBEH DataZone B
o

279


https://docs.aws.amazon.com/datazone/latest/userguide/security-iam-awsmanpol.html#security-iam-awsmanpol-updates
https://docs.aws.amazon.com/datazone/latest/userguide/security-iam-awsmanpol.html#security-iam-awsmanpol-updates
https://docs.aws.amazon.com/datazone/latest/userguide/security-iam-awsmanpol.html#security-iam-awsmanpol-updates
https://docs.aws.amazon.com/datazone/latest/userguide/security-iam-awsmanpol.html#security-iam-awsmanpol-updates
https://docs.aws.amazon.com/datazone/latest/userguide/security-iam-awsmanpol.html#security-iam-awsmanpol-updates
https://docs.aws.amazon.com/datazone/latest/userguide/security-iam-awsmanpol.html#security-iam-awsmanpol-updates
https://docs.aws.amazon.com/datazone/latest/userguide/security-iam-awsmanpol.html#security-iam-awsmanpol-updates
https://docs.aws.amazon.com/datazone/latest/userguide/security-iam-awsmanpol.html#security-iam-awsmanpol-updates
https://docs.aws.amazon.com/datazone/latest/userguide/security-iam-awsmanpol.html#security-iam-awsmanpol-updates

Amazon DataZone

RAriEmE

AmazonDataZoneGlue
ManageAccessRolePolicy -

REH

AmazonDataZoneFull
UserAccess A& AmazonDat
aZoneDomainExecuti
onRolePolicy - B & #

AmazonDataZoneEnvi
ronmentRolePermiss
ionsBoundary -BUR B #

E# T AmazonDataZoneGlue
ManageAccessRolePolicy LA
B X AWS Lake Formation
BEEANIEF. BXEZE
B, #25/ Amazon X AWS
KE R DataZone E o

202312 A 14 H

I 5# DataZone E#

7 AmazonDataZoneFull
UserAccess#lAmazonDat
aZoneDomainExecuti
onRolePolicy Bt % , A #F
G DataZone H A T EEEIX
BN ERRBITERRIIE. B
XEZEER , ESH Amazon
X AWS & K rEH DataZone
R

2023 £ 11 A 28 H

Amazon XfAmazonDat 2023 £ 11 A 17 H
aZoneEnvironmentRo

lePermissionsBoundary#E &%

B DataZone H{TTE#H , &£
FaEfEREResourceTag %

HREMNF HAathena:Ge

tQueryResultsStrea

m R, BEXEZEE , BES

¥ Amazon X AWS & RBE

#) DataZone E#.

280


https://docs.aws.amazon.com/datazone/latest/userguide/security-iam-awsmanpol.html#security-iam-awsmanpol-updates
https://docs.aws.amazon.com/datazone/latest/userguide/security-iam-awsmanpol.html#security-iam-awsmanpol-updates
https://docs.aws.amazon.com/datazone/latest/userguide/security-iam-awsmanpol.html#security-iam-awsmanpol-updates
https://docs.aws.amazon.com/datazone/latest/userguide/security-iam-awsmanpol.html#security-iam-awsmanpol-updates
https://docs.aws.amazon.com/datazone/latest/userguide/security-iam-awsmanpol.html#security-iam-awsmanpol-updates
https://docs.aws.amazon.com/datazone/latest/userguide/security-iam-awsmanpol.html#security-iam-awsmanpol-updates
https://docs.aws.amazon.com/datazone/latest/userguide/security-iam-awsmanpol.html#security-iam-awsmanpol-updates

Amazon DataZone

RAriEmE

AmazonDataZoneReds
hiftManageAccessRolePolicy -

R B #T

AmazonDataZoneFull
UserAccess -BUR B35

AmazonDataZonePrev
iewConsoleFullAccess -BE 2

#H

AmazonDataZonePort
alFullAccessPolicy -BlE B F
A

I &% DataZone T

7 AmazonDataZoneReds
hiftManageAccessRo
lePolicy 2R , BUE T X%
Zredshift:Associate

DataShareConsumer &
ERNARRSHIRE, XFER
BEBTE AWS AL RHER
R. BXEZEER , BH5H
Amazon X AWS & F K
DataZone E#.

I &b DataZone EFT T
BT S T4 5B R
#YAmazonDataZoneFull
UserAccessBl DataZone ,
BFRAFERESE. AFP=x
KRIKF, BXEZER ,ES
B T3 AWS FEEBE
DataZone E#,

I & DataZone EF

A AmazonDataZonePrev
iewConsoleFullAccess, B
EZEER , BRI SHX
AWS & DataZone R E
o

I & DataZone EF

A AmazonDataZonePort
alFullAccessPolicy, BEXE%
FR , TSRS AWS
& DataZone KGRI EH o

202311 A 16 H

2023 10 A 2H

2023 9 A 29 H

2023 9 A 29 H

281


https://docs.aws.amazon.com/datazone/latest/userguide/security-iam-awsmanpol.html#security-iam-awsmanpol-updates
https://docs.aws.amazon.com/datazone/latest/userguide/security-iam-awsmanpol.html#security-iam-awsmanpol-updates
https://docs.aws.amazon.com/datazone/latest/userguide/security-iam-awsmanpol.html#security-iam-awsmanpol-updates
https://docs.aws.amazon.com/datazone/latest/userguide/security-iam-awsmanpol.html#security-iam-awsmanpol-updates
https://docs.aws.amazon.com/datazone/latest/userguide/security-iam-awsmanpol.html#security-iam-awsmanpol-updates
https://docs.aws.amazon.com/datazone/latest/userguide/security-iam-awsmanpol.html#security-iam-awsmanpol-updates
https://docs.aws.amazon.com/datazone/latest/userguide/security-iam-awsmanpol.html#security-iam-awsmanpol-updates
https://docs.aws.amazon.com/datazone/latest/userguide/security-iam-awsmanpol.html#security-iam-awsmanpol-updates
https://docs.aws.amazon.com/datazone/latest/userguide/security-iam-awsmanpol.html#security-iam-awsmanpol-updates

Amazon DataZone

RAriEmE

AmazonDataZoneDoma
inExecutionRolePolicy -3 BUR

AmazonDataZoneCros
sAccountAdmin -HTBE

I 3 DataZone 30T —
AN BB E AmazonDat
aZoneDomainExecuti
onRolePolicy, X
DataZone AmazonDat

2023 9 H25H

X & Amazon

aZoneDomainExecuti
onRole BRFAGHERIA
K, LERFERALAR
DataZone X\ & # DataZone
BHHBEHITOE, K

m, g8, =MD,

& LU iZAmazonDat
aZoneDomainExecuti
onRolePolicy BEKMIE
&K AmazonDataZoneDoma
inExecutionRole ., BX
F2ELR |, HSH Amazon it
AWS HERMH DataZone ¥
o

Il 5% DataZone N7 — 20239 A 19 H
& B EFT B AmazonDat
aZoneCrossAccountAdmin ,

A A PRI S# DataZone

REXEKRKF, BXEZE

B, 25 Amazon X AWS

EE XK DataZone E#,

282


https://docs.aws.amazon.com/datazone/latest/userguide/security-iam-awsmanpol.html#security-iam-awsmanpol-updates
https://docs.aws.amazon.com/datazone/latest/userguide/security-iam-awsmanpol.html#security-iam-awsmanpol-updates
https://docs.aws.amazon.com/datazone/latest/userguide/security-iam-awsmanpol.html#security-iam-awsmanpol-updates
https://docs.aws.amazon.com/datazone/latest/userguide/security-iam-awsmanpol.html#security-iam-awsmanpol-updates
https://docs.aws.amazon.com/datazone/latest/userguide/security-iam-awsmanpol.html#security-iam-awsmanpol-updates

Amazon DataZone

RAriEmE

AmazonDataZoneReds
hiftManageAccessRolePolicy -

B

AmazonDataZoneReds
hiftGlueProvisioningPolicy -3
BUR

AmazonDataZoneGlue
ManageAccessRolePolicy -1
BUR

I 5% DataZone ™7 — 2023 9 A 12 H
& BT B AmazonDat

aZoneRedshiftManag

eAccessRolePolicy , iZB&

#&F DataZone R iFILE# G

REAE & 5 M 17 B X PR YA

BR. BEXEZER , HZH

Amazon X AWS FEE R BEH

DataZone E#.

I 5% DataZone ™7 — 2023 9 A 12 H
& BT B AmazonDat
aZoneRedshiftGlueProvisioni

ngPolicy , B R @ 5 #h
DataZone$® ¥ 5 X M EHIEIR
HITERIEFMENNR, BX

EZEER |, 555 Amazon X

AWS FERBEH DataZone &

o

I 3 DataZone 0T —I1
&7 “AmazonDataZoneGlue
ManageAccessRolePolicy$% ¥
I S5 E B F A AWS Glue
BAEH DataZoneitX fR” HIETIX
Ko, EXERTFLLS#HIRTFIHE
DataZonefX BREZHEE XTI B &
FEXMH AWS Glue B~
R PRIINR, BXREZE
B , %2/ Amazon X} AWS
KERIEH DataZone E o

2023 9 A 12H

283


https://docs.aws.amazon.com/datazone/latest/userguide/security-iam-awsmanpol.html#security-iam-awsmanpol-updates
https://docs.aws.amazon.com/datazone/latest/userguide/security-iam-awsmanpol.html#security-iam-awsmanpol-updates
https://docs.aws.amazon.com/datazone/latest/userguide/security-iam-awsmanpol.html#security-iam-awsmanpol-updates
https://docs.aws.amazon.com/datazone/latest/userguide/security-iam-awsmanpol.html#security-iam-awsmanpol-updates
https://docs.aws.amazon.com/datazone/latest/userguide/security-iam-awsmanpol.html#security-iam-awsmanpol-updates
https://docs.aws.amazon.com/datazone/latest/userguide/security-iam-awsmanpol.html#security-iam-awsmanpol-updates
https://docs.aws.amazon.com/datazone/latest/userguide/security-iam-awsmanpol.html#security-iam-awsmanpol-updates

Amazon DataZone

RAriEmE

AmazonDataZoneFull
UserAccess -#T B %

AmazonDataZoneFullAccess -

B

AmazonDataZoneEnvi

ronmentRolePermiss
ionsBoundary -3 BUR

REBRXREH

I 3 DataZone 30T —
& BT B AmazonDat
aZoneFullUserAccess , %K
KA DataZone B EIE]
PR ERNE S, BXE
Z{ER |, {5 H Amazon Xt
AWS FERBEH DataZone &
o

I 3 # DataZone 30T —
& BT B AmazonDat
aZoneFullAccess , DataZone
B AWS EEEG A R4
T B TELABRER, BX
EZEER |, 555 Amazon X
AWS FERBEH DataZone &
o

Amazon DataZone 7T —
& BT B AmazonDat
aZoneEnvironmentRo
lePermissionsBoundary , i%
BURBR S 7 H TR BRI T EL &
IAM £FEA. BEXEZER
B2 Amazon X AWS &
REEHY DataZone E#o

¥ AmazonDataZonePrev
iewConsoleFullAccess FEE &
BHEH. BEXEZELE , #F
S % Amazon X AWS &R
B&HY DataZone E o

2023 9 H12H

2023 9 H12H

2023 9 A 12H

20236 A13 H

284


https://docs.aws.amazon.com/datazone/latest/userguide/security-iam-awsmanpol.html#security-iam-awsmanpol-updates
https://docs.aws.amazon.com/datazone/latest/userguide/security-iam-awsmanpol.html#security-iam-awsmanpol-updates
https://docs.aws.amazon.com/datazone/latest/userguide/security-iam-awsmanpol.html#security-iam-awsmanpol-updates
https://docs.aws.amazon.com/datazone/latest/userguide/security-iam-awsmanpol.html#security-iam-awsmanpol-updates
https://docs.aws.amazon.com/datazone/latest/userguide/security-iam-awsmanpol.html#security-iam-awsmanpol-updates
https://docs.aws.amazon.com/datazone/latest/userguide/security-iam-awsmanpol.html#security-iam-awsmanpol-updates
https://docs.aws.amazon.com/datazone/latest/userguide/security-iam-awsmanpol.html#security-iam-awsmanpol-updates
https://docs.aws.amazon.com/datazone/latest/userguide/security-iam-awsmanpol.html#security-iam-awsmanpol-updates
https://docs.aws.amazon.com/datazone/latest/userguide/security-iam-awsmanpol.html#security-iam-awsmanpol-updates
https://docs.aws.amazon.com/datazone/latest/userguide/security-iam-awsmanpol.html#security-iam-awsmanpol-updates

Amazon DataZone

RAriEmE

REBRXREH

777

¥t AmazonDataZoneProj
ectDeploymentPermi
ssionsBoundary £ & R B&HY
B, BXEZEER , BN
Amazon X AWS L& K&K
DataZone E#.

I 5% DataZone ( FAMEAR )
B EEN A BERA,

2023 4 A3 H

2023 3 A 29 H

285


https://docs.aws.amazon.com/datazone/latest/userguide/security-iam-awsmanpol.html#security-iam-awsmanpol-updates
https://docs.aws.amazon.com/datazone/latest/userguide/security-iam-awsmanpol.html#security-iam-awsmanpol-updates

Amazon DataZone AriEE

AXETHRBERE, EARXANBEREBERERXFEER , W —EUERXEXX RN,

celxxxvi



	Amazon DataZone
	Table of Contents
	什么是亚马逊 DataZone？
	我能用 Amazon 做 DataZone什么？
	Amazon 如何 DataZone 支持其他服务并与其他 AWS 服务集成？
	我怎样才能访问亚马逊 DataZone？

	Amazon DataZone 术语和概念
	亚马逊 DataZone 组件
	什么是 Amazon DataZone 域名？
	Amazon 的 DataZone 项目和环境是什么？
	什么是亚马逊 DataZone 蓝图？
	Amazon DataZone 库存和发布工作流程是什么？
	创建项目清单资产
	将项目库存资产发布到 Amazon DataZone 目录

	Amazon DataZone 订阅和配送流程是什么？
	Amazon 的用户角色 DataZone
	亚马逊 DataZone 术语

	Amazon 有哪些新内容 DataZone？
	2024
	亚马逊 DataZone 推出数据血统功能
	亚马逊 DataZone 推出定制 AWS 服务蓝图
	数据源创建流程的增强
	亚马逊 DataZone 启动与亚马逊的整合 SageMaker
	亚马逊 DataZone 推出与 L AWS ake Formation 混合访问模式的集成
	亚马逊 DataZone 推出与 Glue 数据 AWS 质量的集成
	Amazon 中描述的 AI 推荐正式发布版 DataZone
	亚马逊 DataZone 推出亚马逊 Redshift 集成增强功能
	AWS Amazon 的 Cloud Formation DataZone
	直接将 IAM 委托人添加为 Amazon DataZone 项目的成员
	Support 支持来自数据门户的自定义资产类型

	2023
	删除域名
	混合模式
	HIPAA 资格
	Amazon 中描述的 AI 建议 DataZone（预览版）
	DefaultDataLake 蓝图增强


	设置
	注册一个 AWS 账号
	配置使用亚马逊 DataZone 管理控制台所需的 IAM 权限
	将必需和可选策略附加到用户、群组或角色以访问 Amazon DataZone 控制台
	为 IAM 权限创建自定义策略以启用 Amazon DataZone 服务控制台简化角色创建
	为管理与 Amazon DataZone 域名关联的账户的权限创建自定义策略
	（可选）为 Ident AWS ity Center 权限创建自定义策略，为您的域启用单点登录 (SSO)
	（可选）为 AWS 身份中心权限创建自定义策略，以添加和移除 SSO 用户和 SSO 群组对您的 Ama DataZone zon 域的访问权限。
	（可选）将您的 IAM 委托人添加为密钥用户，使用密钥管理服务 (KMS) 中的 AWS 客户管理密钥创建您的 Amazon DataZone 域

	配置使用亚马逊 DataZone 数据门户所需的 IAM 权限
	将必需的策略附加到用户、群组或角色以访问亚马逊 DataZone 数据门户
	向用户、群组或角色附加访问亚马逊 DataZone 目录所需的策略
	如果您的域名使用密钥管理服务 (KMS) 的客户管理密钥加密，则将可选策略附加到 AWS 用户、群组或角色以访问亚马逊 DataZone 数据门户或目录

	为亚马逊设置 AWS IAM 身份中心 DataZone

	开始使用
	亚马逊 DataZone 快速入门 Glue AWS 数据
	第 1 步-创建 Amazon DataZone 域名和数据门户
	第 2 步-创建发布项目
	步骤 3-创建环境
	第 4 步-生成数据以供发布
	第 5 步-从 AWS Glue 收集元数据
	第 6 步-整理并发布数据资产
	步骤 7-创建用于数据分析的项目
	步骤 8-创建数据分析环境
	步骤 9-搜索数据目录并订阅数据
	第 10 步-批准订阅请求
	步骤 11-在 Amazon Athena 中创建查询并分析数据

	亚马逊使用亚马逊 DataZone Redshift 数据快速入门
	第 1 步-创建 Amazon DataZone 域名和数据门户
	第 2 步-创建发布项目
	步骤 3-创建环境
	第 4 步-生成数据以供发布
	第 5 步——从亚马逊 Redshift 收集元数据
	第 6 步-整理并发布数据资产
	步骤 7-创建用于数据分析的项目
	步骤 8-创建数据分析环境
	步骤 9-搜索数据目录并订阅数据
	第 10 步-批准订阅请求
	第 11 步-在 Amazon Redshift 中创建查询并分析数据

	使用示例脚本的 Amazon DataZone 快速入门
	创建 Amazon DataZone 域名和数据门户
	创建发布项目
	创建环境配置文件
	创建环境
	从 AWS Glue 收集元数据
	整理和发布数据资产
	搜索数据目录并订阅数据
	其他有用的示例脚本


	管理 Amazon DataZone 域名和用户访问权限
	创建域名
	编辑域名
	删除域名
	启用 Amazon 的 IAM 身份中心 DataZone
	禁用 Amazon 的 IAM 身份中心 DataZone
	在 Amazon DataZone 控制台中管理用户
	管理 IAM 角色和用户
	管理 SSO 用户
	管理 SSO 群组

	在 Amazon DataZone 数据门户中管理用户权限

	使用 Amazon DataZone 内置蓝图
	在拥有 Amazon DataZone 域 AWS 名的账户中启用内置蓝图
	将亚马逊 SageMaker 作为可信服务添加到拥有亚马逊 DataZone 域名的 AWS 账户中

	在 Amazon 中 AWS 使用定制服务蓝图 DataZone
	启用自定义 AWS 服务蓝图
	使用自定义 AWS 服务蓝图创建环境
	在自定义 AWS 服务环境中创建操作
	将项目成员添加到自定义 AWS 服务环境
	在 AWS 服务环境中配置数据源
	在 AWS 服务环境中配置订阅目标

	使用关联账户发布和使用数据
	请求与其他 AWS 账户关联
	提供对您的客户管理的 KMS 密钥的账户访问权限

	接受来自 Amazon DataZone 域的账户关联请求并启用环境蓝图
	拒绝来自亚马逊 DataZone 域名的账户关联请求
	在关联 AWS 账户中启用环境蓝图
	在关联 AWS 账户中 SageMaker 将 Amazon 添加为可信服务
	移除关联账户

	使用 Amazon DataZone 数据目录
	创建、编辑或删除业务词汇表
	创建、编辑或删除词汇表中的术语
	创建、编辑或删除元数据表单
	创建、编辑或删除元数据表单中的字段

	在 Amazon 中处理项目和环境 DataZone
	创建环境配置文件
	编辑环境配置文件
	删除环境配置文件
	创建新环境
	编辑环境
	删除环境
	创建新 项目
	编辑项目
	删除项目
	离开项目
	向项目添加成员
	从项目中移除成员

	在 Amazon 中创建库存和发布数据 DataZone
	为亚马逊配置 Lake Formation 权限 DataZone
	亚马逊与 AWS Lake Formation 混合模式 DataZone 集成
	在亚马逊启用 AWS Lake Formation 混合模式集成时如何处理加密的亚马逊 S3 位置 DataZone


	创建自定义资产类型
	为创建并运行 Amazon DataZone 数据源 AWS Glue Data Catalog
	为亚马逊 Redshift 创建并运行亚马逊 DataZone 数据源
	管理现有的 Amazon DataZone 数据源
	编辑数据源
	删除数据源

	将项目库存中的资产发布到 Amazon DataZone 目录
	发布资产

	管理库存和整理资产
	将其他元数据表单附加到资产
	策划后将资源发布到目录

	手动创建资产
	从 Amazon DataZone 目录中取消发布资产
	删除亚马逊 DataZone 资产
	手动启动在 Amazon 中运行的数据源 DataZone
	Amazon 中的资产修订 DataZone
	Amazon 的数据质量 DataZone
	为 AWS Glue 资产启用数据质量
	为自定义资产类型启用数据质量

	使用机器学习和生成式 AI
	Amazon 中的数据谱系 DataZone （预览版）
	Amazon 中的血统节点类型 DataZone
	世系节点中的关键属性
	可视化数据沿袭
	Amazon 中的数据沿袭授权 DataZone
	Amazon 中的数据沿袭示例体验 DataZone
	以编程方式使用 Amazon DataZone 数据谱系


	在 Amazon 中发现、订阅和使用数据 DataZone
	发现数据
	在目录中搜索和查看资产

	订阅数据
	申请订阅资产
	批准或拒绝订阅请求
	撤销现有订阅
	取消订阅请求
	取消订阅资产
	使用现有 IAM 角色完成亚马逊 DataZone订阅

	授予数据访问权限
	授予对托管 AWS Glue Data Catalog 资产的访问权限
	授予对受管理的亚马逊 Redshift 资产的访问权限
	为已批准的非托管资产的订阅授予访问权限

	消费数据
	在亚马逊 Athena 或亚马逊 Redshift 中查询数据
	使用亚马逊 Athena 查询数据
	查询和分析您订阅的资产
	创建新表
	根据外部 S3 存储桶的查询结果 (CTAS) 创建表

	使用 Amazon Redshift 查询数据



	处理 Amazon DataZone 事件和通知
	通过 Amazon DataZone 数据门户中的专用收件箱处理事件
	通过 Amazon EventBridge 默认总线处理事件

	Amazon 的安全 DataZone
	亚马逊的数据保护 DataZone
	数据加密
	静态加密

	传输中加密
	互联网络流量隐私
	Amazon 的静态数据加密 DataZone
	Amazon 如何在 AWS KMS 中 DataZone 使用补助金
	创建客户托管密钥
	为 Amazon 指定客户托管密钥 DataZone
	Amazon DataZone 加密环境
	监控您的 Amazon 加密密钥 DataZone
	创建涉及加密 AWS Glue 目录的数据湖环境

	使用适用于亚马逊的接口 VPC 终端节点 DataZone

	在 Amazon 中授权 DataZone
	在 Amazon DataZone 控制台中进行授权
	Amazon DataZone 门户网站中的授权
	Amazon DataZone 个人资料和角色

	使用 IAM 控制对亚马逊 DataZone 资源的访问
	AWS Amazon 的托管政策 DataZone
	AWS 托管策略：AmazonDataZoneFullAccess
	政策注意事项和限制

	AWS 托管策略： AmazonDataZoneFullUserAccess
	AWS 托管策略： AmazonDataZoneCustomEnvironmentDeploymentPolicy
	AWS 托管策略：AmazonDataZoneEnvironmentRolePermissionsBoundary
	AWS 托管策略：AmazonDataZoneRedshiftGlueProvisioningPolicy
	AWS 托管策略：AmazonDataZoneGlueManageAccessRolePolicy
	AWS 托管策略：AmazonDataZoneRedshiftManageAccessRolePolicy
	AWS 托管式策略：AmazonDataZoneCrossAccountAdmin
	AWS 托管策略：AmazonDataZoneDomainExecutionRolePolicy
	AWS 托管策略：AmazonDataZoneSageMakerProvisioning
	AWS 托管策略：AmazonDataZoneSageMakerAccess
	AWS 托管策略：AmazonDataZoneSageMakerEnvironmentRolePermissionsBoundary
	亚马逊 DataZone 更新了托 AWS 管政策

	Amazon 的 IAM 角色 DataZone
	AmazonDataZoneProvisioningRole-<domainAccountId>
	AmazonDataZoneDomainExecutionRole
	AmazonDataZoneGlueAccess-<region>-<domainId>
	AmazonDataZoneRedshiftAccess-<region>-<domainId>
	AmazonDataZone<region>S3Manage--<domainId>
	AmazonDataZoneSageMakerManageAccessRole-<region>-<domainId>
	AmazonDataZoneSageMakerProvisioningRole-<domainAccountId>

	临时证书
	主体权限

	Amazon 合规性验证 DataZone
	Amazon 安全最佳实践 DataZone
	实施最低权限访问
	使用 IAM 角色
	实施从属资源中的服务器端加密
	CloudTrail 用于监控 API 调用

	Amazon 的弹性 DataZone
	数据源弹性
	资产弹性
	资产类型和元数据形成弹性
	词汇表弹性
	全球搜索弹性
	订阅弹性
	环境弹性
	环境蓝图弹性
	项目弹性
	RAM 弹性
	用户配置文件管理弹性
	域弹性

	Amazon 的基础设施安全 DataZone
	亚马逊的跨服务混淆了副手预防 DataZone
	Amazon 的配置和漏洞分析 DataZone

	要添加到允许列表的域名
	监控亚马逊 DataZone
	监控亚马逊中的亚马逊 DataZone 事件 EventBridge
	使用记录亚马逊 DataZone API 调用 AWS CloudTrail
	亚马逊 DataZone 信息位于 CloudTrail


	对亚马逊进行故障排除 DataZone
	对亚马逊 AWS Lake Formation 权限进行故障排除 DataZone

	亚马逊配额 DataZone
	Amazon DataZone 用户指南的文档历史记录
	

