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{BiX R EETE Detective RISEE REMRIZZ , MABEIEALBE R EMRICIZo
Detective B2 G K&

HAEBKFEENXEPALTHAENEERKTHNKS. BXEZELR , HZH the section
called “1§E Detective BIE R K",

Detective B A AT FIERBREK - 2 AWK o




Amazon Detective AriEE

MRZEKFTARALNEEKS |, N Detective BB 5 ik 7 t1 2 Detective in Organizations BV RINE
ERAKF,

Detective JRZkiE

LTEREERTELATINENEHLEER
« REHAWSERSH AL , HIEIAWS CloudTrail B E&H Amazon VPC 7 A&
« GuardDuty AELER

Detective £ Detective JEHIBIERITHNE. N T X¥F Detective 047 , Detective ‘&£ 1714%
Detective JREIEN RIZA,
LK

MERERAY B PR ENEY B B o

BORBEE—PRE | ARFREAARHINREKE, KAERBEFYREEHE IP ik, Amazon
EC2 KBIMAWSH

KA U REEENAWSHIR , LA UREEMNRIRZERINE IP it
XNTENKE  RRECHATERSGEE. BEEATUEZMNRICEKPRER , A UES MR
FCE,

BERN

Amazon %M F —PNE L@ GuardDuty.
BELZUEA

SR —EH4HZERFMHEWERBFELI, SAMERNES., Detective ETREMNEEE
JEBERBELINEFA,
Detective iE#E

Detective 2 BFELRET E 45 RNIWENTHEFNEIE , R3l5RERIMEFAMEXHN EMIERE,

ZIEREN—AELXINEYL  HFEEHENEE, THEREETHHER  REERTERAELN

BENTRUTENZEZIRRATH. MIURINHEVESETRERIEERNNEEN API i

AME—NMF, BEl, XL REEHE Detective FEEF |, THEAIXZ] Security Hub CSPM,
EHRHR

REAXFERINEERENENTE,

FERAGLRLSRAERIMFISROKAII R, BAIUMIIREEN SRR EE X4




Amazon Detective ArfEm
BELXABRELZE—NMEMACSEERR , HEhEEAELANE M.
Rt 252K

E—BNEERAEABHMIAETRRAIMAREHMTAE I ERNSIE, S, —NEC23K
PIRTEEAR BB IP HutpER, ERHEE T Detective AT ARMKIRE.

Y B e eE B EEBKEE R |, Detective 2BEHAF,

BEXEZER |, 5 (Amazon Detective AFIEE) PN EFEARELANIFMAES,
&

X AEHIOERERNRITOR  BERLTE , KHERERER , ARBENMHERTRAE,
FX 3 K

EERAKPBEOTHETEMBE, AWS KFELALITAESF , HAKS A ELR Detective EE R
K P 4E N AR R K P 2 RV R IK P

ZERAKSAUESTHERE , ANTHEFRBRECSHK,. BXESZER , 85H the
section called “X TR A MK S : BIEBBFMK R FTHE

AAKPFAREREEARTHRPHK A TK.
FERAKSPEAUEEREKSEERABENTHIEFHERESR.

15 A E b5 E 4T 7 B R R.
ALRITH

Detective EEERAKFHENITHE, ALEEIKFIEE Detective BEERKF, BXEZER | 15
27 the section called “}¥& %€ Detective B G IKF",

HALITAESF |, Detective EE R IEHARKF RENKAKST . ARAKS FEMARTH
FHEREC.

Detective B Rk & ol LAUBE Ha K iR ALRTHE,
Bl & X 4

RUSKEEIERNBETRCESH RN TE,
NTRERR  BEXHEBTIMARBEFERNREES AEBMRERIRR.
BEXARHNEE TN FERANFERN AR EINEEHET,



https://docs.aws.amazon.com/detective/latest/userguide/high-degree-entities.html
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B & A E AR

BEXH ENE—THt. SMEEXHFERBEEEDEE —IHZSMIEWEZ , B
ARBITRE,

EEXHERATESREN. K&, EH, REESGEVER.
xR

EENKE 2 BRENTED . XRRBEMNEANRSBEH RN,

xR pl , RERBE—MEE  BFRRAS RN EEEBMERE SO, <RZEXBHW—NREIZ2
E#E| Amazon EC2 SE4I8Y IP #biit,

S B /]
ATHERENHLERHNBETCENREED,
AE X E AT E AT B BR T MEB AIEE RS E — IRV R /G —IRETE,
SKAREC B SR ER A ST E B (R 2 Al 24 /e,




Amazon Detective AriEE

FF 146 FH Amazon Detective

RHRENE T Amazon Detective, #RFZE ) A HLREY AWS K F 5 B Detective, #RE[ =) Al
if Detective & EFF MR AWS Ik P 2BV IR H N EHEREMRN T RIE T,

L {R/5 A Amazon Detective B , Detective 812 —MNAYREYIK 7~ 7 B 32 5 1K~ B9 Region-specific 1T
NE. ZRITHETBNE—IK/T, AR5, EEAKS ATLUREEM AWS KN EBIETEREITH
., BSREEKF,

BX B AKX A Detective R AIFFA N 30 KWITHRZRRILHA. MRiZKFEZEA Detective ARG H
RER , MEERERFIRA. 1§25 ¥the section called “1THE % 5k A EN7,

REBERAPERE , THRFHNSNKFHENERENBIES R, EEAKS IRERERER |,
EFHEMTIEEARBMN 30 KAVt EEA. BEXEZEER , 5 H the section called “E¥E A
KEEABRIMZA . RAKFANRREMBETHENERABRNMItERA. EXESEER , 5
%] the section called “B A FEAERRE .

FH

- REBIRH AWS K

- B A Detective FIRTIREAH
- 3 F Detective BYEIL

- /3 F Detective

WEREY AWS JK

J8 i Amazon Detective Z 8 , M4 E AWS K, INREEE AWS 1k | BEKAT SRR GIE
_/I\[I]&FO

SEMZREL AWS K

BIHER AWS | IREE— AWS 1K, B3 IRIESR AWS I/ | B8 (AWS K EE 2
E8) AWS IR TSR,

/& A Detective BV BIIRR 4

£ /3 A Detective 28 , HFHRERBREUTER,

®wE 11


https://docs.aws.amazon.com//accounts/latest/reference/getting-started.html

Amazon Detective AriEE

B FFrEM Detective IR

1£ /3 A Detective 28I , AR IAM 4B EFTER Detective R, EHETLUREEFERANINE
ArRSiAate ol eBHN AP A M Detective EH

JEM Amazon Web Services (AWS) Ja , P Ea3EMATE AWS Bk , @3 Amazon Detective,
B2 , ESAMEA Detective , B H E£XLMIZE L F AR Amazon Detective #2511 & F API
BENNER, At , BREWNEER ATLER AWS Identity and Access Management (IAM)
fFAmazonDetectiveFullAccessiEE R M MBIZH IAM £ A , NTIR FXFTE Detective
YEEY T R AXBR, MERIZBIXL IAM R , M AL AWS EHI A EE D etective A TTH. Rt ,
EARMXENRRZE , BHEFT2ERMEMAEDIRE , IEZERSER R

¥ AWS Command Line Interface fRZ<

E A AWS CLI k#0117 Detective £55 , FTEMNRERAN 1.16.303,

/8 A Detective FIZEIY
£ /5 A Detective 2 81 , HZREFUTEIN
B W5 GuardDuty FMXJ5F AWS Security Hub CSPM

MR EEM GuardDuty F1 AWS Security Hub CSPM |, FATEIIZHIK F B 71X LIRSS MY B 2 A fk
Fo MRAEZIRSHEERAK,MER , WA TERILRMBEIRFZIT,

£ A1 GuardDuty By Security Hub CSPM A , &% GuardDuty FEL RN IFME 6T, BRI
MNERERFAGEEHRIMRFELE REE XM,
« 7£ Detective 1 , £ZE GuardDuty ZILEY , YRATLLUEE R Z A I F R IEDL,

MRIEFT GuardDuty # Security Hub CSPM EFREINEE A K, , RIMNBWUERBEEMEFEANRS
RIFEREER K,

« MNRMA GuardDuty ESMEMER , EFEH GuardDuty B & itk J5 A Detective,

MREFEAEEKS , AWS Organizations 15 GuardDuty B & tk F #5E N A LM Detective &
BRAMKS,

- MRREMEFEA Security Hub CSPM , B £ Security Hub CSPM B3 & tk = I8 A
Detective,

B FFTER Detective R 12



Amazon Detective AriEE

MR IEAEH Organizations SREEMKF , i&4F Security Hub CSPM B 5 ik F 18 & 7 iZ4H 4210
Detective EXE G MK

MRETEZEMBRS P EAERBNERRKS |, NS A Detective fa , TRERCIZEKS AR,
ZABHETEE R KSR E MK RER.

BXR IAM A FHRBENESR , FS0H IAM AFEER N EHEEr EM AWS IKF 8 1AM A
FREH R,

GuardDuty CloudWatch & &5 R i B I EFH

£ GuardDuty , RN ESELE T Amazon CloudWatch BASAE K AFHRELXDNEEES. XBR
@] Detective ZIXE4,

BRIANBRT , SME R 6 Pit, XEKRE , MFE—TREANEEHIZR , HFHIWERBES 6
N Z BT 2 RBRTE Detective H,

N T 4848 Detective BUWHX LEE#AYATE |, FHA1E I GuardDuty EIE R ik P HIF N SR BE RN
15 D4, HEE , EREETLFMAEAKZA GuardDuty,

BRIEBEBAMENER , B2 RILS# GuardDuty AFEREFR AT L% CloudWatch SE4F 1415
GuardDuty & &,

/2 A Detective

B LUETE Detective #2414 . Detective APl 2 AWS Command Line Interface/& A Detective,

BESNXIE R 8ES H— X Detective, MMRBERRZXBHRENMNTAIENEERAKS, , MFTEEZ
X 15 BX /3 B Detective,

Console
EF A Detective ( #2HIA )

1. BFE AWS EEBEFIG. AR Detective #2HE , Mk R https://
console.aws.amazon.com/detective/,

2. IEEITIA.

GuardDuty CloudWatch & F5 % K 2L E#H 13


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
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3. 7 “/B A Amazon Detective” WH L , MFEEAMKS, ( #EF ) i#FF T 7 Detective GuardDuty
F Amazon 2 B[ I EE A K HE I AWS Security Hub CSPM, &S [fthe section called
“B 15 GuardDuty F1¥35F AWS Security Hub CSPM”,

4. “HEH0IAM R B A EEETE IAM 2E 5 AT HEN R, S UERFHEENE
B& B ANEI A T Detective WEFE A, MERZBE IAM 25| & PIREAINIR , W AT LAEARFEX
R & KA Amazon BIREH (ARN) , REREMS IAM EER. 47T SAREM K
B

HINFTER 1AM KB B & KR,
5. SEEBUBEARIFREER D M7 BARIIRE,

ERMIRE | FHATUTERAE

a. IEERIFIRE,
b. XT8# , WARZRE .
c. WFE, mARENE.

EMIRRIRE | B R ZIRZ IR R BR LI,
6. % E A Amazon Detective,
7. JBH Detective [ , MAILUEERAKFHRIITHIE,

ESRMIKFEENH , BEARIEANKA. BXBERAKFWEESR |, 5 the section
called “EREZ B AMK,”,

Detective API, AWS CLI
A LB Detective APl 8 AWS Command Line Interface/8 A Amazon Detective.

=3 A Detective ( fili#k ) APl , AWS CLI)

« Detective API : £ CreateGraph &4E.

« AWS CLI : @574 , 51T create-graph %,

aws detective create-graph --tags '{"tagName": "tagValue"}'

LA T & /5 A Detective ¥ Department #REMEIRE RN Security,

/2 F Detective 14


https://docs.aws.amazon.com/detective/latest/APIReference/API_CreateGraph.html
https://docs.aws.amazon.com/cli/latest/reference/detective/create-graph.html
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aws detective create-graph --tags '{"Department": "Security"}'

Python script on GitHub

YRAT LA A Detective Python B 2S5 Al B X i#k , GitHub.Detective B2t 7 — N IREIZA
GitHub , B ARITUATRE -

- RNEEXEHI|ERFPWEERKS S A Detective

o RN EKFIRBMBERBBNTHEF

o [BFR B K 5 &% BE BB F R4

- BHEZIHAKF RS

BRruAEERNEA GitHub BIZARME S , 23 Mthe section called “YI Zi#h Detective Python il
",

& Detective 2& EEMNRIFERENESE AWS K

/& A Detective & , ERFFIRMIRE AWS Ik PR EUEIE N HIERERNIT AR,
NTFARER , HEEESE 2 /MTRERETHIEF,

K& Detective & [EEREEIER —Fh 757527 Detective BRI H L &R RBIE.
ExERTHLLEERGIE

1. @i https://console.aws.amazon.com/detective/ 3T F Amazon Detective & & o
2. ESMERP  ERER
3. MERRBHED HEE-FIMERE,

HREROIESTHRBEPEERBEIMAFHELE,
MREIRONE , R ABBECEWREARNIITHES,

& Detective 28 [EERIHKIE 15


https://console.aws.amazon.com/detective/

Amazon Detective AriEE

Detective 1T B EIE

1£ Amazon Detective Ff , A LAffEA Detective T HERHFWEHIEHTRAE, EARTH , BAILL T #
Detective 1T B AN OEITEIR , AR Detective WAl FIREIEH 1THE T,

THERMN—NEZ Amazon Web Services (AWS) Ik /7 R/ Detective JREIE4E R K — A X Bk
.

1T BERRBTERITATERE,

- RETHRE, AP AR EREER#ERT~ENTERR
- WREFEDRTERAN DN , BT EZFER H I E =
- FaRER-S#HRLLFRTEXNFERI], KEMIEEEXEKER.

FER , THEBENMARR, BEENSMBRESN N RIMTHEN L TXHHRITH,

BMIAIBERBEERE PRSI NKFOBIE, H—NKF S A Detective B, EaRATHENE
BAKFE , HATHEERRAK, . —KITHEKRZEEE 1200 MNRAKF . BXEE 5 K- 047
ETHEGTEERAKFNESR , 5 H1E Detective P EIEMK

AR

« Detective AEFITHE

« ¥ Detective 178 BRI 51| Hf

o THERBELEEEHR

« Detective 173 B = £ A 1Y R =

Detective Z{AE 1T H
RNTRARAERMEBHKIE |, Detective SLETREEN AWS RERHEMKRENEE , 35 -

- BEBE , BT Virtual Private Cloud ( lZ &% VPC ) 1 AWS CloudTrail
- RBELS#HHAEL R GuardDuty
- AELRRE AWS Security Hub CSPM

EFMATHEITARPEANREE  FSRTHEFERANERESE,

Detective Z1MA[EEFEITH 16
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Detective 20{al4b BB R I

BEEF BRI |, Detective EARBM DM AE SN FERERTHNE,

CloudTrail
logs
VPC flow
logs
Processed by Armnazon Updates Behavior Populates I;\eT:czt?ne
—— . —— ——— Iv
GuardDuty . graph Console
findings lAnaIyzed by
SecuAr:::{SHub ] CloudTrail
findings Runs algorithms / logs Populates

over graph data

Detective 12

REVRERENMRFARANFET, REAMUVEAR LR  “BHHIXBEHEN , UXPREN S XE
REREHITHEBE

Hilan | £ AR Detective REIBICZUREEE— N IP #hiit, WRE |, Detective 2 FHZIERTIHER
BIZEFH IP i SEASEFHRMEN IP k3L,

Detective 70 #T
PTHRE—MEEZNEZ  BIoBIERRA T BSRMARBKNED,

Bl , H—# Detective D MBI EITEERDITESI R ERIMR, N T RH APIHERKSKAE | Z&EE
LERZRMFBEETXMEMN APHER. ZEZESER APl BRRXHE KigIEE,

DB I N DM RBRABRAZRRIGFEE , A BLERTERBER AN KA B X4 E
o

Detective 21A4LEIREIE 17



Amazon Detective o
¥1 Detective 177 B Y 51| HA

—HEERINAERERNAERIEENERAESSRNFFERN R ENEIRITLR.
BART MR L3S 4955 3h 7T BB 58 7] £¢o

— L& Amazon Detective FtE XA HIRSRHE REREXI A — TN AMERNES), —EERHE
NHEHEE RELE , EREBENEZE 45 KNFEEED, S8E B 2RE1E — R E N ES)
BE,

BEE MRS SN BIREERIBIITAES |, Detective RBEE Mty T fFH QP IFLEER R IEFER |, L
EHRTIER,

B2 , E8EXKE , Detective ERHHEDWEANEIE, Detective T HTHIKRE th 2 FEE1THE
T 7= ¥ 2 1Y 18 h0 T 48 A0

BE Detective EH BT MM NI, ELLEE | EENEEDE 2N ES#ETHRNEE X
HHEIREE R—%EER , £ Detective IEEEZ N4,

FEIHAHA |, Detective BIWEETHNEHRMRAESHK AT, X7 Detective 1214 7 ERRIE
Bt , EHAESE M T ARALMNIERETED,
T HBRBREEHBR
THRBEEHNEL TREMD T BENEN, BEELT MHRBERSETHE,
THEBREEHPRITERE
THEBREEHBAATEETERARK.
KA
KAR M Detective JREIEFIREIE .

FIRGEEHE—IRE , ARFREAARINREE, KARENRHIDHE IP ik, Amazon
EC2 EBIF AWS B,

XNTFENKME  RRECHATERXGEE,. BEEATUEZEMNRICEKPRER , A UES MR
FICE.

REBUHREMREBEIESELAR. FlN, X¥T EC2 £f| , Detective £ IRERSZHIRYR B AL 2
B EF T

AT HEE I 18



Amazon Detective

RAriEmE

B [ /7 5 & 1% AT B BR — ER AR R BYSE S . B0, X3 F EC2 3K6l , Detective & BEi& B [A] Y #E RS BR Bx

HERAME—iwH,
xR

KARTENRMEZARENES), KRWEM Detective IREIE PRI

EXRERE, XZBE-IRE , ATHRRAAPRNKERBEMEET @, RRRXEH—NREZ

BEREER| EC2 LBI/Y IP #biit,

NTEMNEIMPRR , HIAEEISESRFIREE IP it , Detective 2 IRER—ERETE AR ENR

Mo

THEBELEHPRYKERE

ITHEBREEHBRITUTREASSENMKRRBARK !

- REREEMERABERSES. P tatMAFRE
- REREEFEAN AWS A, Ak
« RER AWS IRE IR EEZE MR NBER

THEBEEEE ST RRER,
AWS Jik 7

AWS Detective JRBIEHRZEENKF,

NFENKF |, Detective FAEZJ1LANRI -

- ZIKFEER T WL APIEA ?

- ZKFERTHLERFRE?

- ZKFFERTHEEAERAHLE (ASOs) ?

o XK A RLE 3 BB BAL FIRBRIRAS 2
AWS A&

AWS & T Detective BEHIEFH AR,

SNFENAR , Detective FAEZJLANRI -

- ZAGERT WL APIEA ?
- ZABRERTWHERAFRE ?

THEBEE PR RAFER



Amazon Detective AriEE

« XNABER ASOs THA?
o ZAETEHRL IR B T IERIRA ?
- MERFERATZAR?
- ZAGHARATHELAE?
- ZAGHRBLAEBIRT ?
AWS A F

AWS 727 F Detective JBRHTBEBFHAF.

NFENAF |, Detective HLEZ LB :
- ZAFERTHE APIAA ?

- ZRAFEATHBLERFRRE?

o ZAFTERRLE i BB B AL FIEERIRAS ?

- ZAFRKATHLEASR ?

- ZAPSRBLAEIKT ?

BRERAFNES, BReAFNRA3EE -
- FAZEWERICIES (SAML) RN 575
- FARESHRERIEZERNEH

NFEMERERAF |, Detective B EIZ LT EA :
- ZBEEAFREBIWN S HRUBIITE ORI ?
- ZEREAFNZIXREME ? IXALURFIBERKEAFNRNESHSEHBNARR,
- ZBAAPEMLEIENBL T IFRIRS ?
- ZERERFERTHERFRE?
- BRERAFfERA ASOs THA?
- ZBRREAPRATHERE?
- ZERERAFP S RBLEABIRT ?
EC2 24l

Detective JREXEF FEH EC2 EHl,

3F EC2 3245l , Detective A B ZJ1LANRI -
o BRLE P oht SEHIHIT T IEE ?

THEBEE PR RAFER 20



Amazon Detective RAFtEmE
- ERT WLR O 5XEEE ?
« NEOIRENZEBNBIERRS D ?
- B4 VPC @EZEH 2
« % EC2 SZBIER T WL API AR ?
« % EC2 RBIERTMERFRIE?
« Z EC2 LPIER T WL ASO ?
% EC2 LHIEMRL BV BAL TIRHURA ?
« ZEC2RHIRATHESE?
AR

RKABENRFXG, EMNAGLEHRHARIMAFNSEFBHIRR,

SNFENAR , Detective FAEZJ1LANRI R -
s ZABSIUHFRMLERR ? RAFR , RATHLAG , ALBRRATZAR?

IS NTEKFNARRKA | Detective TRIRBIRAZABHRR,
- ZABXEFER T L APIER ?
- ZABLEMCMATHERAFRE?
- AEBAEFER ASOs THA?
- ZAGBATFERLEBEBEMEL TERRS ?
- BMNAFRACHRTZAGRIE?
- BEABLERMNZACXIETHN ?
RERN

5 IFEL R GuardDuty B3 A F|Detective VR EIEH,
NFBWMBEEKXRIN , Detective MRIMIRPERINER, KRMBERIVEINRE D,
CRELFRERELNEXNBEGE , HIURNIEEDIPIRNARE IP ik,
IP b4k
Detective JREUE R FIER IP ik,

STFEA IP #bit |, Detective #FHABZJLANEIZE :
- HuHHEER T WL APIEA ?
- HuHHEER T Wi ?

THEBEE PR RAFER 21



Amazon Detective AriEE

- MERFMRASREFERT IP #uk ?

o P bk TE WRLE 3 IR (U B AL TIRERRA 2

« % IP kB 5 EEME EC2 KRFIH 5 ZBIE ?
S3 1

Detective JREEHHY S3 FHEM.

XT84 S3 F6#EH |, Detective #SEIELL TR :

- MEFHE S3 FRBEHTTRE?

« X S3 FERERETT T WL API A ?

o EHRMNBRL IRV EX S3 FEMHEIT T API AR ?

- ERTHERFREE S3 FRBEITRE?

« B3R ASOs & S3 WX EMNRTA?

AT LAMIBR S3 7R , RAEERAMRAMEIZIMNF#EME. BT Detective £ S3 7 1H B MRAR

1R S3 M, A ERXEFMBEMNEAN S3 FHMARME, EXEREXHT |, tlEERSE
— RIS E R ) R S 89 M BREY B o

EEEFMAELERNMNEREYS | HReERENRE N AR BT S |, BIERE SR, £ APl EA
ERERMEXHEIRL , ERCEMBEAESNIFMAEE. MIEEZ R Create f Delete 53EH API
5%, 1S Hthe section called “API BB E &7,

RAFRE
Detective RETEHFENAFARE,

FHFEMNAPNKRE | Detective #HLEZKUTHE :
- AFRIEMER T WL APIEAR ?
- MEAFMAGERTHFRRE?
o TBLE 1P it ER T AR ?
EKS &£&

Detective JREIEHFER EKS £F,

(® Note
EEEZRERENTBERARFE , LXFUBRATER EKS #Fit HEHEKREF, BXESE
B, SR A ERERIR

THEBEE PR RAFER 22
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Amazon Detective A5
NF B EKS &8 |, Detective X EZELL TR :
- EZEHFHPIZTT WL Kubernetes AP i ?
o EFPEWL Kubernetes AFFREIKS ( 4 ) & FIRERIRAS 2
- WWEBPRDY THLERIR?
- ERABLRGKREH ZHETNER?
Kubernetes & &84 ( pod )

Detective JREIEH FTEM Kubernetes BE54 (pod )

@ Note

EERZRARBENZTREEFMES , X005 AAEN EKS Fit B EBEKRER. BXESZE
B, BS 5 LA BIERKIR

FHFEANEREFA (pod) , Detective LB Z LT R :

- ZBERYE (pod ) FHMEARRREEENKSHRER ?

« HXIZBERE (pod ) EWRLEES) ?

o ZBER4A (pod) FIEIT T HRLERES ?

- ZBBRA (pod ) PARKEIMRERNKAFREERL ?

- THEAFNWEMBERE (pod ) FEBTEWLERES ?

- ZBERA (pod ) PREBIEATMNEMBRA (pod ) FRENFERR?
AERR &

Detective IR ¥ E P 7N BRI B

® Note

EEFZEMARENTERAREE , KNG ATIEN EKS Fit BEBERR, BEXESZE
B, BS A BIENRIF

NFHNBERMRE |, Detective HLEBIZLL T H A :
- ENSEBEFEREEMRGESHRGHREHBNEEESIEMEK ?

THEBEE PR RAFER 23
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Amazon Detective AriEE
s BN EBEHREEEITZRENZDEIAR?
Kubernetes &

Detective JREXIEF FEM Kubernetes £, Kubernetes TB AP HRES K,

® Note
REFZRGRENZRBFMES , KA TIEN EKS Fif B EBERER. AXRESE
B, BT AR RIERIR

FFEANER |, Detective BLEZ LA TR :
o WRLE |IAM EHEBERIUERNZEBR ?

- MERPELRNEZEBHEKRE ?

- ZEBFERANIWL IP it ?

Detective 177 B A &£ F KV IR T E
EEFITHABE , Amazon Detective 2R BITHBRERE & K F K 52 K F B REEE.

£ Detective , BHRZFAAFR —FHNAEEHHE, XERETEL-ATMLERETR , FEE
HREERR , FEIRRBENHRERETE{, Detective FXLEZE{L T GuardDuty HEL REKRE

Ko
Behavior graph
data structure

Uses ot
g2

0585 'S
Region Belongs to Behavior graph Uses data from ——» e
| account
| L
I
|

Uses data from m \
Creates ! [
Member

1
I
| account
1
I

Member
account

Administrator

account

Adds and removes
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Amazon Detective AriEE

BXRITHEBEEWNFHAES , 528 (Detective AFIEFE) HRITHEBUIESEIAE,

Detective 1B /0 B FERIRAKE

Detective MIA TR AWS BHEFIREEIE :

« AWS CloudTrail H&
« Amazon Virtual Private Cloud (Amazon VPC) jit H&
- [EREER IPv4 # IPv6 i23% , B R XEEH Elastic Fabric Adapters &£ X MAC 12 %o

« Hlog-statusFERMELTFOKRSHIZEMBEERIER. BXEZEL , HZH Amazon VPC AF
EEPHREELR.

« VPCs {iBEUE X L3245 1= 4THY Amazon Elastic Compute Cloud SRR B &, TEAH
%R |, lEn NAT W%, RDS E4I= Fargate 55,

- RREESNEELNTRE.
o JWFEMBAKF |, Detective E 2EX GuardDuty FEL R, GuardDuty

Detective fEA IR CloudTrail MIZEE/FHEM VPC i BERN VPC i B EREFERM CloudTrail VPC 7
BEESH, IEFRIAL2ENHEHRENINE CloudTrail 1 VPC i BERE., St TN LR
SHIMERES BT A,

Detective A A[IEEIERIFERIKE

BR T Detective /OB HFRMEN=AKER ( %02 2$E AWS CloudTrail &, VPC i BER
GuardDuty &4 R ) 4\ , Detective IR ALEMNIR T, TABER S 3 Z LT 0 BB A& EIERIR
o

Detective A EMNXEFHAAEZ OMAERSIRME 30 REFZIXA.

(® Note
Detective 2R ENENMNRBEXR R KRBV EHE , HZRE 1 £,

BRI RN T RS

- EKS #ifB&
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% AT %k B Bh 3B SR A Ao iF Detective EBEVIRE & EKS £ IFMAESR |, X EHIERMBITRH
1, Detective SFAFEES AWS CloudTrail BIEE#4x<E#E¥ | MK ES S Amazon VPC 7 B
EXBER K MEELFHEARFEHXERE, AXFHAEE , H3H L% EKS & EE,

- AWS Z4FEL

XA AER EEIR S /L 1F Detective M Security Hub CSPM 1REREE |, H X EHIE N IMBRIT
NEF, BXREAER  BEHAWS 22 REE R,

B EF 1L AIEBIERIR

1.  FT7F Detective #2#|& , Mk Hhttps://console.aws.amazon.com/detective/o
2. MRETHSHMEHREREMN,

3. EAERET , &REH. AGEREEANKERE  SECHEEER ARERRNEIRE , H#
BREEHREXNC S ANBEREFEL.

@ Note

MREFLEAEFHBHEBEREF  RESFREXH LETHHEE2HAZH. BHAER
REFERX—ZH , RREFEBRRFLHNEER, EHNEHHIENRIEFEN |, Detective FLIEH]
BREUBIRE

I 5 EKS &% A&

Amazon EKS it BER—NEMNBIERIRSE , ATLURINE] Detective TTHEH, LB EZEEHI&
HYi% B W E = Detective API EF U AN TR IR EEKF FHRES,

ZBBERFRM 30 RERAH. BETHESEE , BRI AEBERENRFIAM.

/B8 A Amazon EKS ®it B&JG , Detective B AT LAEIT N A RN MAEXEH Amazon EKS BIZ K FIR
FRABEE., ZBBEBRFRERETATRENBERUTRMAEEHWEER | EKS £8. Kubernetes Bes4
(pod) . BEMEF Kubernetes &,

A, MREEHE Amazon FEH EKS it BEMERHIER , GuardDuty M AT LA EE
Kubernetes HELE R FMES . GuardDutyBxBRAUKBERNEZEL , GuardDuty FSHRTLE
# A Kubernetes fR# . GuardDuty

L5 EKS ®iB&E 26


https://console.aws.amazon.com/detective/
https://docs.aws.amazon.com//guardduty/latest/ug/kubernetes-protection.html
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® Note

2022 £ 7 A 26 Bz ROIEMNFHITHEER NS ALEBENRR, T 2022 F7 A 26 Bznitl
BWNITHE , BAFHER.

A DN BRAE N AR B3R RIRAY Amazon EKS it B :

1. 3T Detective $##l14 , Witk A https://console.aws.amazon.com/detective/,
2. MRETHShEREREN,

3. HFEET , &&E EKS it BEUBEALBERR. WREEA , FHERER , F105F EKS #Fif
AERIETHEF,

AWS Z2PELER
AWS T2 BFELERE — N TENHEFD , THRMIIRE Detective TR A,
AT LB R4l A R0 IR B A S Detective API 258 1 f 1 WA R SR H MK A RS

ZBBERFRM 30 RERHA, BETHRESER  FEANLERERFENRFZHA,

BRAWS Z2 &4 R o Detective £ H Security Hub M L3RS #5C B A9 Security Hub CSPM
REUMNER  RA—EHR AWS 228X (ASFF) WIiREREERERN , N EEHITENIERE
BRI, RE , CENENREINEERIBHTXEK , MBEREEZRBHMK LR

AN BR AWS T2 R IUERN ALERIER

(® Note

2023 £ 5 A 16 B2 ERIBMFITHBRERIABH AWS Z£ X IBIBR. XF 2023 F£5 A 16
BalflBNITHA , “AFHEH.

1. 3TFF Detective #2H|& , Wit R https://console.aws.amazon.com/detective/,
2. MNEETHSREREREMN,

3. HRE T ,&EAWS ZeRILEALEER, MREEA , FBERERE , FILF AWS 22
HERUMEN (ASFF) BERIZMEIITHEH,
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B2 EE LI

Detective M\ Bz BRI ARSS HREL T Security Hub CSPM R HIFfE ASFF AEL R , &, AWS

- EEEIHNRSERSIE , ESH AWS Security Hub AP iSRRI AT AR AWS BRE &l
- BXIFNRIRIIK , 55 < AWS Security Hub AAFIER) HHER.
« AWS REFEARBRENFAILEDEEXEL SR ERNBSRAELERT2WRE,

Detective NI EXF 1= 6 IR ENHE

3 A Detective /& , Detective 2FFIEMNT A EEE A K BREURKE. SRR HERNETHEF
it , Detective thFF3AfE Ak BiX L% 5 K 7~ B B8 o

Detective REBEHE WL MA T BN RIBEBRMAARK. 77T X# Detective 747 , Detective &
174% Detective JREIBHIEIZA

Detective R E SREHIEREE Detective JREIE T A Amazon Simple Storage Service
(Amazon S3) FEEH . HFHRBIERAR , Hi Detective A FNEIEH T HRIZIF 2R
B, BXEZER , 52 (Detective AF1E™M) FH Detective WAIFEAREIEERITHE,
Detective ZI{AIA1T1T 0 B RY £ 4E £ Bl 2

Detective M ENMNTHENWHBEEHEIENEFREH, BIEERIBEE XA A Detective 171 BRI EIE

=
= =)

MEIE RIKF /5 A Detective MR A MKFEZZEMAITHERE |, Detective FiaITIX ELELER,

- MREERAKFBRNBEIEERT 10 TB , NEE KK %2 A Detectives
- MERAKFIEBEMHOBIBEELCSBITANRERES 10TB, T EEHZEAKF

THENBEEE BTSN RN ERT B RE K, Detective BRMARETHENKIEE K BRHE
TEYEH.

MRTHEBFEEZIIEM , Detective 2EZRHEE R —FRESTHE . NBREHEH , 7T MIBRK
A

MRTHERFEESRES 10 TB , WL EETHERRMIAKLR K

MRTHEBIEESREN 15 TB , M| Detective i FIE@ITHEFFEEEIE, X 15 TB WELHEL
T EENHEE K tRMTEFEENKEE, RINETE , FT2ETHRREREAHERE , 12
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https://docs.aws.amazon.com//securityhub/latest/userguide/securityhub-internal-providers.html
https://docs.aws.amazon.com//securityhub/latest/userguide/asff-resources.html
https://docs.aws.amazon.com/detective/latest/userguide/behavior-graph-population-about.html
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£ A Detective FHEMN TR

£ A Amazon Detective ARy “RE” EHIHMRK IR ZERET £ 24 /DaTRIESN IRV SE
&, Amazon Detective i B HIHAR T H BN S EX BN R EEFIHEXNEE, XZ2IPEMNL
MNHRERERZ—

EER “BE HMR , i57E Detective SBEEPIERE “WE”, BIXITF Detective BHI AT , HEEIA
ERBE BHE,

£ RE AURRP , BRLURBIFE AT REHIEE
- &R Detective RN BELRLEHFNFE

o SEFMMEINAY# IR E K £ RYEBN X SR
- K APl BRARBEZEZHESE

- RERKKMH EC2 =4l

- BRVERZNEREH

EBN “BWE URRERTD , B UEN BIEER AN EE N,

EEREMNRMRE , EUSLRAREETE , AEFTE 365 RAMEM 24 /Nefef ESEEANES . E
HFT iR BEANEY R/ , 455k B BAAIetE & B 3 E# o FmE T metE /SR 24 et

£/ Detective , BRZANFR —FWHEEHHE, XEHRFEAEL—HITRILRRER , TIEE
WETEBEON |, SENERNBEBLE TEL, Detective FiX L5 GuardDuty HEL BB R i
*Ko

B X Detective HIRBBENEZELE , HS AT HEPEANREIE.

LEES

HEREE R Detective RMWEELZE2EMH, B REHRL , EAUEREXBEEUREREN —
BNEAANZIRZLEA4LRNAEN AWS SENAF, BELE THEEN , UHBEE AWS BRE
BEETARRABRERTAREZRNREED,

RBREEMARE , UEFRERY, 2RFERNANRFFAEE , N\TMELZLFE, BIEFIE
HENESEEERAE., SRR ETE , LEEEIE 365 XA 24 MHRE, BANEEREREX
BEE , EEFANRAERS.
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MRERAEAN AWS AGKAFCITFELES , NAINEZEM BE” BRI ZAGHIAS L
HEPE, RIAEHAF  AGETHTRENERBERS, AXNBFEFIAFETRER , ZAL
FAFRBESFERTF,

MELZFTA BV IE

FMRINMBVERBERTEZE 24 MR REFDNBEME | BELZATRIELEEBRRX
BRI L IBVE,

ZERZZAEE 100 MbIBNE, X [JEBE EFRIS , HERE T HRNREPIIE,
XNTFEMEBEME , ZRERTEE 24 PAMNZBENVER B KKK AP R

BAILRIT M ENE , EFMNZBEVERE AP AANAFNARIIR, ZRIETEINEHK
RSB MKERAY AWS Ko

MRERDENTRAFHAGUFIRE , WANEZNEREIAFNAGKEXHF , #H#THE, B
HRIFENMLENHS , HEER P HA KA,

Detective £ MaxMind GeolP ZEEHEFRMLE. MaxMind RE AR E R AR~
KBEREMR , EENEER—RNWBENEBEMIEES. BXANESZEE MaxMind , ESH
MaxMind IP #h3EE{l, WREINNEM GeolP BIEFER , AJLUEN “E E#IEEHIE" @ Maxmind 12
R EMaxMind IE#EXR, 1P2

BE 7 RNERNFERDEA

BE7 RNERNFERNFASE R RENBRAREERNEFTH Detective PEXRIL, SKAEHIE
BMEXEE, SESESTRRABRSITHANFERIEXEK. BEMERRKZERANMAE , B
B LAERN X RANARITHF.

BRLUERER, K/, BRNAERAARTNE , EFESHARE.

BRMEMBERNFL, NREHETHRNAERATHE , WA SUERIRE R I FABRE XA
HAHRE , #EHTEE,

RH&Z AP BHENAGMAF

AHEZ API BAENAENAS RBIELE 24 MR RE AP ARAXBEZHAFNAE,
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ZHRKRZAUEE 100 MAFHNAR, TRS2HASMNAFSIAGHRE (AFRAE ) MXEKNIK
Fo BETNEREZAFRABELE 24 PHRNR BN APHBRREK.

RABRT , 2RERERSAXBENAR®, SERFAXNARAEK™EXE AWS CloudTrail &3 ,
XEBMREEHR -FEENEA, BUNEREXA ‘ERRFHERAR” , NEENURRAEFIFEL S
BSHAXNEE,

BA S HE S kERPHENES 2 RE (.csv) X,

WA FRETE 7 XK AP HRENR A, NEMETEBEZEAN AP HHEERERE,
MBBENENAFRECN AP BAAECFLE , MR LEZMNEREDBAFSA R B U | 4
EHTHE, ERTUEESAFPIACXBENKFEEXYH. ZEEEENMERENH , FEEAF. A
&R Ik AR

RERFR KK EC2 L4

WERAW EC2 =B ER £ 24 /MR ERER AR EC2 3241,

ZHEMRZ S AEHE 100 N EC2 K61, XTHA EC2 3561 , BEALUEFREHIK S UAKRET 24 Nty
AVEZTH, HUBEFTHEMEFTH

BRI S HEEZERPHENEZES 2 RE (.csv) X,

REHIAMEREE 7 RAWMHERENR R, HEMAYTHE R EC2 XFNRERE R
Fo

MRIERDEAN EC2 RHIBTRAARE , NI NERMNERKEE EC2 KHIREXHHALFE, K&
UEEHA EC2 RAINKFNEEX . EEFEMREX M , HiEHF EC2 ZHIFHK S #RIRAF.

B &% Kubernetes B854 (pod ) WA BREST

B2 Kubernetes B854 (pod ) RZMAREHTREET X 24 PIRETRASRRZHNER.

ZHERTIESZIE 100 MEH | REZKBNAELNRINEREEY, XTHINEE , BUUEEX
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£ AP ARERZHNACGNMAFUEKRERZRAN EC2Rfld , MRENMERFEEES (%), MRTFEE
RNIEPE, EXESFSFTHATERE.

HIXMERRRE AN Detective £ T — A ERITESNI RN ERRBHRE. ERERNE L , &SREIER
ﬂg _/J\Hq-o

Detective 21t E&/NEIREZAR 1000 MNA/., ABHM EC2 XFINERE. ETNBEERAS. A
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/

MREANRFARIER 1000 & , BRRER 1000 & , WZRFENITERETRNSEMERE. T
BIEARIE AR 1000 & BB i) [ FR A 254

FEE  XMMGERATHERE. AF. A6 EC2 RAINEEXHRETHRBENFAEE.
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w{al s A Detective #H{THE

Amazon Detective AIRM 04T, HEMPRIRFINZ L BEL NN AIEEEHWEARER, Detective 1214
TXEHENMNABELIENITE, Detective FHABERIUMIBAELRN, AEXMEBARTHEF A,

Detective B EZEM E&

{£47] Detective AETEEH R IA T :

ﬁJ\

2
<
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WEIEXBEERSXEENWAELAN , AEIBRFART. flH , BEERBETL S
GuardDuty FlAmazon Inspector& RE A MM £ R HE R,

EDERMER , EWMERANZEDREMY (EENERED ) CRREMAY (EBERSXERTE
) o BIRATBMEXRMAERIES |, Detective BLE XM AN 7R RBRMAZFH
N T EMMRRG , ERMERHE AT —B R
SEESRE
EEERAENER , sMAREBERSZHS XK ECEARBARERER,

SEERAETUEEZFUATERAEER

- MERZHAFZE T EE?

- WHEKNRLEBE 2

- WHFET ZKAE?

- EEEMMEXEDNEZRIABG ? i, MRREEEENRGEPRIEE , iR 0REXLE
BiEH 2

Detective AL BB F¥ES R R ZF L MA H AT,

0je] Rz

RE—SRNREMHEEE , JELEKRE  FRABRISE , HHLEROREBRRE,

Detective &M =

Detective FHB—MRAEHE —MELANEEAR. flH0 , BAELXFEIE—MERERN Amazon
GuardDuty = AWS Security Hub CSPM BEZ R, S#E , BB 0EN IP it HAREES,
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HAENAEEREIIFERNFAEEL R GuardDuty MM Detective JREHE H 1R ENHY L4,

M EIRY 45 R GuardDuty

GuardDuty EFAEH BEHTFERZI TR EESSMEESN M, Detective IRMEHNEIRB B TER
BEXLRERN,

NFBIWIAELI |, Detective HLIRMHRIKMNIBAELAMIFMEE ., Detective BB R T SRAELRMEK
RYSE{ER | flan IP #utF0 AWS IKF .

KRG, BRI RAXKENES , UBEENBERA PRV EDREEES AEMR,

BEXEZEER , HS the section called “IFZE X TR,

AWS H Security Hub CSPM SCEHNZ £ PEL

AWS Security Hub CSPM 5k BT RAEL RIEMENRLRELE RLER — M |, HAEREMH
AWSZ RS LEMAE, Security Hub CSPM BB TABRBESNMNERBHAELINERN, ©
AL EBEMNESHME AWS Ik, BRMIEAREZTLFIENE . Detective IR RREBT

FREXERELRIN,

NFBIWIAELI |, Detective HLIRMHERIKMNIBAELAMIFMELR ., Detective BERT SRAELRMEK
BISE4R | BlE0 1P H#oukF AWS K

BEXEZEE , BS 5 the section called “F&E & TR,
M Detective JREHE # 12 EVAY LK

Detective MERELHY Detective JREIEHIREN IP it AWS AP &ERK, BulEREF—NMERE
BHER

Detective Rt B X ZRMAMN —RIFMEER |, fl0 1P KA E, CEERETHEXEHHILIERKNF
M. Hla0 , Detective AT BAUIREEAN KA B TR, SUOEESERAREM IP ik,

EXESEL | BSHE 9k,
Detective A& F 2

AT LAEE ) Amazon Detective RAZE EC2 £Hlzk AWS AP &k, B aliAERZSEEARN,

MmE2z , TERERT Detective IHER TR,
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NHEME A HECEN,
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AHLARERESRAEHEXEES . BUUERAIETICARRERZ , LBEXFEIRER
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FFBREAMAELIN , B LFHER, 7 Detective 1, FRATLAERS GuardDuty AELE R, WNE
THEZEE , 28 E/ Amazon GuardDuty HE4 R,

BN, LFERIELERKRBRFAREHBBER K. Sl , EUEEEERENRRNEE.

Detective A&

&R LA R Amazon Detective Investivation £ it BIEFRRKIAE IAM AP 1AM A6 | XA LAAEBD
TLRELZLEHFREIRER, WBER (10C) REMNE, RASIRERNRIN -4 7
(L BEEE ) RIEBZEIRNEZLEH. 188 Detective Investivations , A IR ARE#IRS N
R BEIETEZ2REM , HEREHQREEND,

Detective Invertivation AR F I ERNEMBEIR B3I 5 AWS SREHRPRIR , SURBIBENLZ S
=, BT, BaUEF. SRERAE Detective ITHRZ LHENBIHUKRRKELLIZE, FH
Detective Investivation , fRATAFERHHKEE, T HEERMRIT. FRICH IP b FFREFH. ©HITH
SLLRESBHALER—PIRE , EXHAH Detective IRBIMXEE , BB THREZLEBHH X E
=S4,

*
 #1T Detective B&E

- &F Detective HERE
B Detective AEIRE
« Detective BERERHE
« THMRAERS

« 1744 Detective HERE

[

# 4T Detective A&

ERARTEERDN IAM AFH IAM BESRFAERBERS. ERNBREFAGEA TRABESR
ENRETH.
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BB TS EBEH Amazon Detective 24| &M “BE” TEFTOIFRAZE,
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1.

B %3E AWS EEEZFIE, ARSI Detective #2E| & , P H https:/
console.aws.amazon.com/detective/,

ESHMERT  LEAL,
£ BE AT ARG AN ETRE.

fORRAR B9, ETUBE=RARMTHE. RTULEN Detective HEM RRLIT
BE, CTUNBEAILTEE. LTSN Detective BRTEBEAR.

1. Choose a recommended resource— Detective RIEEERAELE RN AN/ NAHHES
KEFRR. EXY Detective HENRFRHITRE , BEMERRRPEREFEN TR,
HERRRRBRHEUTHAGE :

« IR ARN — BRN T 53R REH (ARN), AWS
- AERE  ERAERFRHXBRER, Detective BIAERFENEREEMT :
- BE 24 PRASFEMHRERNSRER,.

« IE7 KRAMEBIWRELXNAHT S KRR, Detective AEXMAFERREBRES
BEZEEHHEXNZICES ., BEXEZFMAEE |, 5 Hthe section called “F # &
4,

« IX7 XKRBPERII R AR,
- RBERI  ZFFERINLETRIFEESIRIE.
- BIRRE  FMARIRRRE, Flmn, AWS AP EAWS A,

2. Specify an AWS role or user with an ARN— A LLEE AWS A& AWS A
P, REXNEERRETEE,

FRREATHIREFERENRFRRE,
a. NERRFRBETHIIRSD |, 1£F AWS A5 AWS AP,

b. @A IAM BRI ER ARN, BEXERNEZFMEE ARNs , 5SS IAM AFEERFH
A mazon BIRE#: (ARNS),
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BBUTESRN BR THEERR.
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b. ERRXRTES , XK IAM HiRo.
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API
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DHMAXRAZEEN TR ATENENALEENXBRERIEEN,

FEFEMHEITMNETFEIRAIEMRRAANTE, &, P, BIEE

NMEEZRBIEENTE RN TELENAE , LER—SRE  RACNEETERT
Detective XM B &ML £ @B,

« R4 XEBFEBERXRFEFRMINBEXCNFAEE . BLEXER AWS 1k, GIE0HF M A
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IEfZ Detective AERE

Detective Investivations IR &5 5IH 7T R ENZENTHAREZEINHE, ©E5H T Detective
KR £ X TmiE HAEW,

EERERE ID AN NN EERS

1. BFE AWS BEEEFE, ARBEITIH Detective #H|E& , Mk https://console.aws.amazon.com/
detective/,

2. ESMERT , ZRFE.

& E Detective IAERE 40


https://console.aws.amazon.com/detective/
https://console.aws.amazon.com/detective/
https://console.aws.amazon.com/detective/
https://console.aws.amazon.com/detective/

Amazon Detective AriEE
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Admin report summary o )

We observed anomalous behavior for the role from indicating potential compromise. The role invoked CloudTrail management actions mapped to
Impact MITRE tactic(s). The role was also involved in Findings that map to the MITRE tactic(s) Discovery, as well as other tactic(s). The role was also involved in 10 findings, 1
finding group, 170 impossible travels, 3 new geolocations, and 5 new user agents.

Scope time Indicators of compromise Recommendation

05/25/2023 13:00 UTC - 05/31/2023 19:00 UTC 5 Tactics Based on our investigation, we recommend you take
0 Flagged IP action to mitigate what we've found on AWS role

role 170 Impossible travel Admin. Please review Security Best Practices in IAM [
1 Finding group to secure your AWS resource.
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Summary - new Info

Credentials exfiltration from i-0e5f7e596391b28eb using role
privilegedRole

Instance i-0e5f7e596391b28eb had newly observed API calls and user agents
for role privilegedRole.

Credentials for role privilegedRole on i-0e5f7e596391b28eb were exfiltrated
and used from account and IP

The exfiltrated credentials were used to access S3 bucket private-bucket-

i-0e5f7e596391b28eb was vulnerable to CVE-2021-44228 and
CVE-2021-45046.

H ©
EREHERBARE

RABERT , AERNANAERNARELTEARS, THEERERAREDENETFTUEA
FR7ERBE , LA UGB A TR AWS EEZFEH IAM A 21EERE,

AP %3 iR H

FANFIA Detective WA IREBCWRE , R EHEERAREIIE, R ELRHEFMHEILE
o X IR AL I & T BRIE

ERRHERFARE

1. T Detective £ #1& , Mk https://console.aws.amazon.com/detective/o

ERRHEXRFARE 54
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Amazon Detective AFiEmE
2. ESMBERF , RBEIET,

3. EREXRVALARBET , ERERE.
4. XKWEHA.

5. EFERF.

ET IAM AEEEREERE

B ESA T ihE Detective B9 1AM B |, UL ZAAFEREERAEREWLRE, NZAR
fdetective:InvokeAssistantiXBRAIN “E4” &AM ILFIEBEN ZA G5 R Detective B9 A
FERAERABETE , N LEESEXEHBEABERAKRE, RS, AT BhRR AR 3I8
ERIEHSBRHATERE B ILEE REESK,

R IAM IERFERFARE

1. XA TFiFR Amazon Detective #9 IAM A&,
2. MABAKBMEARdetective: InvokeAssistanti®EDeny R RH IAM FREFE A,

BRRBERINARE
MRBZAERTEAETKRFARERESREE , WUERERSAEN.
ERRERINERE
1. ¥TFF Detective $#2#|& , Witk https://console.aws.amazon.com/detective/,
ESMERT , EFHET,
HRAERDARET , ERRE.

2
3
4. fIFEA.
5. &ERREF.

S [X 13 4 1

Detective & BaIEFEFEHIE AWS KEINHREXERLBENRAAHFEAEXBE, XHA
UeEARESRSTHTERRNERTHAYE , ARKSENEFSER. CHNEREABRENEHEERE
BEROREXEF , B2 , EREABFENLEERTRKEZXBAHRITLE, AERFEYEILS
R 2R BT INEL W
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Detective FIERVEBFER L LB BIER R LN HEXFANATRITERR , T RATR.

5 [X 320 £ 72 3%

% Detective H#IE{ B Detective X1 H#E B [X 3

xHE us-east-1 us-east-1, us-east-2. us-
west-1, us-west-2

us-west-2 us-east-1. us-east-2, us-
west-1, us-west-2

Y eu-central-1 eu-central-1, eu-central-2, e
u-north-1, eu-south-1, eu-
south-2, eu-west-1. eu-
west-2, eu-west-2, eu-
west-3

B ap-northeast-1 ap-northeast-1, ap-northeast
-3

SRR X

BT AWS KRt EXRFLARE.

. ZERE (BERTMILL )
. ZEAED (RYN )

- WABK ()

- BN (A2 )

714 Amazon BY GuardDuty &4

HRTERXN T S#EE GuardDuty £RMBESR , RALFR Amazon Detective HIEE R, X7
#EE T HIIRE GuardDuty #HITEMMHM . FRAZEAIRTECELTER TN ZRERINAE
&,

XX 56



Amazon Detective ArfEm
REHREN R 5 GuardDuty BEL RXEIkF# GuardDutyEE Gtk P Bt , = BE7E Detective

PEEHZAESR. MRETE GuardDutyEERKFAHAZREFHAESR , U GuardDuty & /R
xo

Z#4 GuardDuty AELZE R

1. BFE AWS BEEEFE, AEITI Detective #H|E& , Mk hitps://console.aws.amazon.com/
detective/,

2. 1 Detective 2H AV BERMNFAFEEERF , EREFEHBAERI,
3. MRBREIA , BEREH,

& LAE GuardDuty #2#|AhEFEFEMM GuardDuty BEE R, FRMNERS REE GuardDuty

Hohf7#% 00 X , ELLEARI AJLARERN &EE, fRALATE GuardDuty EHI AP EERBENERER , /5

ERMNERERKRPIER ‘CEMA , B LAUEE GuardDuty API £/ service.archived & F true #9
findingCriteria 4R A/ ListFindingsAP| REERBMNERER. ETHEZEER , 525 (Amazon
GuardDuty AIF$EF) RHVELEHN,

1744 GuardDuty HEZER 57
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https://docs.aws.amazon.com//guardduty/latest/ug/findings_suppression-rule.html
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Amazon Detective AriEE

2 ¥ Amazon Detective H R34k

SAERMNEHERRIENMNT R, R~EIEFEISEN IP ik, Amazon EC2 =4I AWS IKF, Bx
SLREARFIR | FSHthe section called “1TH B EIESE P Y SRR,

Amazon Detective SSABLEXH R — N EMINE , REEXZEZEREFINFHMESR. BUE2E
ARAEREXHRFIBAELAMNZFFE , IEN—RIEEIEITN -5,
AEN

- EAEAKEE XM

« &F Detective MARRHERHASZEHT)

s EESMESEAREXHRBFERITLR

- MNEEXHEREES — M EFEE

s ERBXHERLENKEENFHAES

- EESUEAIE

* 7£ Detective FEFHXRIANFHEE

* £ Detective PEFEAXEXZHFNFHER

{58 FA SR L & S
BRHATUTRIEZ—8 , ReE RERAFEEXH
« 7£ Amazon GuardDuty Z#l&F , EFRESERAELS REXEERIEDT,

&2 Hthe section called “M 2 — M2 &l &5 E@E7,

« Bi{E Detective M3t & & SR HL & 3045,

&2 [Fthe section called “fE A M #H TS/,
+ {5/ Detective #Z#| A FH Detective B REKEH LK,
o MEMSSAE B X4 s iAE & DBLA ik 348 B So 4k Bl B ST Y B

SRR B & ARV SE [l A [

EARAEEAEER T EESREISKEERE XA |, SEEITERIREN 8T 24 T,

AR AEEXH 58
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M5B =N REEE X SMEBISSAER B XX 4R |, HaniRAEE R REREFE.
MRERARR S MBI RAEE M |, EEREXRENFERNSNEED,
BXREAEEENRARFZAEEXH LERNBENER , FSHAEETENE,
KRR PRIR AT IR A

BLE AR TRED R SRARPRIRRF M SRR RE, B SSARSREEHE — X NAYER | BURHE B XA RER
Ao

HRENBERIN
SIREXHHLERRAEEEN AR RO BERANTIR,

BALUERENEERUNFAES  EXCCENEAARRBAERINNEEA , FHABERAHL
UEHREABHEX TR,

H5 Fthe section called “BE &AW IBPE LN,
W RZR KRB ERXINEA
BINEENHHITE—NREMENRAERMEAYIEX,

HERUNEAHR Detective WEFIMNFAERI, KAMLERFEAR , NARFENRZERERRES LT
XER

EXRPAERINBHANEZEE |, 5 Hthe section called “F K E4A",
DEXRBEFEMEEN DL ROVEE X HEHR

B EEXHHEE —AHZMETF. SMEIFHEE —IHSIMEREXHER. SIMEEX
HERBEESHTHEEFEERN XA TRLCART. BENER-FNREEXHFEREZBEX GCREE
BEHI,

NFRSHRE , E—PEAFNBHERSBHABERZKRENERBERES.

HtREXHERUNREERT FRKRENES, N THRBPELINOEMLE , REAEEXHERLHE
EREESIFIRE , SR RE. SMEXMHERFREEXNAFHAEENES. BXES
E8. , i1 the section called “{ AL B S EARIEE",

BXREENHER. EFIESNRBERALUREZXRENTRETINEZFMAEE , H5@the section
called “F M ER,

XN LN SE B ] 59
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HERAE BN A S

— N RGEEXHHELE —ARSMETF, ENERFHLE - ITRSIMEEXHER. BIMEEN
HrERSBEEHTHEREERN XA TR,

HEO TR ANTEEXFETRE , ATEEMERERE X4 :

Y T3]
. IR

o SEEATE

Detective » Search > AwsAccount;

Scope time Info

AWS account Info 12/12/2023 20:00 UTC > 12/12/2023 21:00 UTC

Successful calls 97.10% of scope time call volume (9.78% more than typical activity)
Scope time: 12/12/2023 20:00 - 12/12/2023 21:00

12/09/2023 20:00

& F Detective NPABRHIRH S 2ED

Amazon Detective £ #l & LN BN EAEEXHEH —HEEXHERAK, BEXHFHEHRE—FT
TR  RE-—BEFAGSEIRHERSERERBEKWEEETS, REXHEREATREREW TR
EARNKEIFREXBEWER, SIHETLRMHIEQHMIFMAE S REMMEE UV EEE,

BMEENHERBEERDIMARRIBREREXBKEINRERNENER, XERBHESR
B TEHEHXTZEIREMEEERBISIL,

REXAERERTRERN T EXRESATAXEHEL.
Be 8 3 A AR B 15 Bk E

BB XA ERE R REA T REHIE.
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HE AR B ER A DU
BRBERAFKENERE SEEHERRERETERXEH-LEEFRER,

BN

FEEERLITENERROSERRFF. 15, XRENGEH
o

Role details o
AWS role Principal ID AWS account

Created by Created date Last observed
09/20/2022 16:46 UTC

Role description

REZWRMEEEX B2 ZRENE B ER.
—EREIRIRE BB B8R4 R SRAR — BB E) AUE S RY B A B
XARBEWEARATUSE T #XEEEESEHBRBNITH.

Scope time info

D

ole Info | 09/19/2022 18:00 UTC » 09/20/2022 18:00 UTC

Overall API call volume nfo

Overall volume of API calls issued by this resource around the scope time.

Successful calls 66.65% of scope time call volume (15.87% more than typical activity)

.
-

A EEEEEEEEEEN.
x

.

(& 8 (NN NN MR RN E N

09/17/2022 16:00 UTC - 09/17/2022 20:00 UTC
M Successful calls: 429

Failed calls 33.35% of scope time call volume (15.87% less than typical activity)

* .
200

To see more details, choose a time interval bar or | display details for scope time

EAF 2 Detective Bl B X HEAR IR AH — LR ERIRRHI

« SRR T I APIRE 1Y
o AMFHILVPCE

BREDENEIRE ETRRBEEDANKIKEIRE.
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RAriEmE

AR B E R A

R FESE B B [B) A I 4R B9 5 3

DU
&I AFEEC23R IR BL B X+ £ B BIX MR B AV ED B A HE AR

BEXMHERE RERHERSRE KRBT Mk A EREC23E4
B FVPCH B S HIEE.

Average VPC volume for common ports -4

Linear

WTTPS (445}

Hypertext Transfer Protocol over S5L/TLS (443)

5
[—— ||1.. .

T R—— wmuﬁr;ﬁﬂ
AR T

HEEEHE , TEBEEDEERENNEEERNTTHRAE
B, X—RFEEE

Bl , REEUBM KRR IHAPIEFE, BEVEFHFKE?

Newly observed AP calls

ot

 ——

MRTAEMLEFINSGES  NEEXHFEREE R —FBEAHE
B, Y3THERETEDHFEANRER , ZEERSEMER, &
XINGEERXNWEZER , {53 Fthe section called “F 1778 BHI I

”
SGH.

BEEXHER LHESRE
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RAriEmE

AR B E R A

FEUEEREREEEL
Y &SN

DU
ExeE s EARSEAL |, B iE S EAR t 7] SR 7R S8 B A (R R i &
EERTLHED,

Blan , AP AT B AEMAPHRITILRBEIE, MRE—AFRAE
—RXAZREEMARNEA , XARRREERENILE,

| ealls with inereased valume

MBTHEMLEFNEGES  NEEXHERSE R —FBEHAHE
B, HTHERETELDHANBERS , ZEERSHMER. &
XINGERAMWEZEL |, 1S Wthe section called “F717 7 B HI I
ZRER”,

Be B S A EAR AT AL RSB
REXHERARTARAUTRRZ—

QIEI R4 ic
REX

DU
REENAHCRBER -AREN,
FERNHKAEESHRERENERZE L RO,

Role details info

AWS role Principal ID AWS account

Create d by Create d date Last observed
09/20/2022 16:46 UTC

REXNE AT EEMRENERMNEAWBES,

EREXERT , MIREMEEENKEOIRAN |, WAL
FHEHEEX M.

BUE XA EAR TR FEE

63



Amazon Detective AriEE

A LA DU

& REZ—IRIRENSEDE FIXR,

Observed IP address assignments based on VPC Flow

These IP addresses were assigned to this EC2 instance and also had traffic with the instance

Q Filter by IP CIDR 1
IP address v First observed v Last observed v
10.101.0.118 04/27/202115:19 UTC 09/20/2022 17:45 UTC

B RAEFITHEF. IR,

BOLERBRNE RNWEZBERHE, 1S the section called “HiL &
XA EAREY BRI,

MRRFHENMERENAEIIRRRF , METURIEEEX
o

B} () B 1R 4 AT 40010 B 7R — BR et 1) PR E S Y Bt D[R] P S S B

Scope time Info
AWS role Info | 09/19/2022 1800 UTC » 09/20/2022 18:00 UTC

Overall API call volume nfo

Overall volume of API calls issued by this resource around the scope time.

[ ] or |

Successful calls 66.65% of scope time call volume (15.87% more than typical activity)
Scope time: 03/19/2022 18:00 - 03/20/2022 18:00

-1 1 EEEEEEEN i
(& 8 (NN NN TN RN

09/17/2022 16:00 UTC - 09/17/2022 20:00 UTC
M Successful calls: 429
Baseline: 212

Failed calls 33.35% of scope time call volume (15.87% less than typical activity)
To see more details, choose a time interval ba
& time: 09/19/2022 18:00 - 09/20/2022 18:00

200
o | | | | | _ |

To see more details, choose a time interval bar or | display details for scope time

ERHMRHER T SRR e E , ALECEREZiMZE
MEANE R Z R, AEREZN B NSTE R AE R T
ETFXER.

HERREFEEEAN T EER LT ERZeEERANRERE,
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A LA DU

CEm:E A BREEE T RGNS E o

User agent Internal call count External call count

v 0 59
09/13/2022 19:00 - 09/20/2022 19:00
X
09/19/2022 20:00 UTC - 09/20/2022 00:00 UTC
M internal: 0
29 External: 21

AL sa R R — K R4
B REFITHEF. IR,

B LERBRNETRNEZEHE, S the section called “BELE
XA EAREY BRI,

REEALRTE—1T , ERZTRENNEHTREAR,
FEE FEBRED AL SHE.

AR BEE RO T REILEE — PN RIEERE RERTES BY AT [E
o

Average VPC volume for common ports -4

Hypertext Transfer Protecol over S5L/TLS (443)
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RAriEmE

DU
—KEBEEMEULEFAERNRSE,

Amazon Detective

DIEI Rl £ic
#h I IS

IRV ERE R R KRS N BREBEMEREE REIE

=
Be &

K. BEA
o /A A
ewly observed geslocations v

, Detective &KL SEENS

FER , EAEE AN BERERN
HEARNERE— L.

RATEREXFERABTHEEEN

EREREXHERNARN , FEIBUTEM
REENFERRRECEE, BFSH

IEUTBBEES
HEERE , BTEANBEEAKX , ITBIRENTIE A2 HI,
ERRIUITBELHER  BRIBEE. EMIX—K , &f

the section called “& 235 E A8,

BREBNEHRHTEEAEA
Detective 2FMELEEENSHEAR MR E—1.
M 2021 £ 7 B 14 BF %R , Detective RIBRKRITFNAPIERFEN RS . 3 Detective £ RAPIA

Detective R RAPIEENF N K E T
ER, ERAE RKRENERS. EETRAPIRIEENEEXXHEIRLE , FIUBRAKERERS A, X

T Detective 1% B I BIRENTIE , BREBHIN RAKRS

66
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FE#MN 2021 F£7 A 14 B , R TFERFANAE | “BAEAPIBFEERE X4 ERAKIDEESEAE
EFTBERAHBEFENRR. TP | Detective 2EREHFAANES. (HFHAR ) HIRR
. WFAE  Detective 2E RABLSIENIRREF. X TF Detective £ 2021 F£7 A 14 AZHIX
EWBIE | ZRRAY ARG R,

7 F 8 RAPIFMSIROE B XA ER , X AHAREERITER ENR AR N 2021 F
7B 14 BFRRHET , BEEHE Detective L H AN LR,
1% 18 B 1 34 TE AR Y B T

XTEEXHER , SrUBEDEENBBEXNEATREELEEXHER SN TE LERNIT
o

REREKE
NTAERERATT REBNEEXHER , ETURBEESRN LERHTH

REENBRURERENRT .

1. #TF Amazon Detective #2#|& , it Fhttps://console.aws.amazon.com/detective/,
2. 7t Detective SMERFIRET , EEFEEHIEI,

3. HEAMNEMNRBKET , £EHHE.

4. ERBEEBNLERHREITH

5 ®“ERE.

REATEIBEN

NFEEXHER , BUEERBBEEIER | ZEETENATF Detective R EMNAMAF
IAM £ & 19 FiT 8 B 18] B o

(® Note
BB B N ERT A ERA TEA AWS K

RIE A R B Y BT,

1. #TF Amazon Detective #2#|& , it Hhttps://console.aws.amazon.com/detective/o

BOiE A EAREY B 67
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Amazon Detective AP s
2. 1E Detective SMEMFHIRET , EEHIEI,

3. EEHLATNEMNNBEBELEMT  EENEXMENRAENEEI RAR.

4, BIABRT , HRABBRREN., UTCEERE , RSN X,

f5izn -
Example
UTC-09/20/22 16:39 UTC

A1#b-2022 £ 9 A 20 A 9:39 (-07:00) UTC
5. EEFF.

E S M EISKAE B XA HFERIEIT

ERAMN TR 2 — AT E#ESHE Amazon Detective B SR EL B X H S BE R IBLIL

« M Amazon GuardDuty 5#& AWS Security Hub CSPM , #RA LAM GuardDuty 82 45 5 % 248 R 1Y
Detective KIIHZE,

o O LULYR Detective Mt , A TR IBAERISE I |, Hi%EEMEHWTEE,

B LR R B M Amazon GuardDuty EBEHR S AWS Security Hub
CSPM

#£ Amazon GuardDuty #Z#I&H |, BRSNS HEL RAXVRERSHEREE,

I&E A LAM GuardDuty 1 AWS Security Hub CSPM #2418 S MBI EHRBIE . XERE T X4
SSARER B S 4

LR TRILAERE., B LREER Detective EREXRBKNEEED , HAEEEZEL R, R
B, MRAERIRIRKR , WALLEERFY , S lE-SRATE , BERSNCE,

wWn{aI#: 2| Amazon Detective 124 &

FrEAZE GuardDuty £ERIFIEFEREE, GuardDuty E AT EERZRSMEIZAREXHERSME
EREGRBR,

SRS B 68
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M GuardDuty EH41#F Detective

1.
2.
3.

$TF GuardDuty ##|& , itk 7 https://console.aws.amazon.com/guardduty/,
MEXE  EEENSHERTHREELRI,
£ GuardDuty REZERTE L , ERRBEEER,

HERNRAEEERERERERNIKRBAEM,
HERERNFMHEEERL , 1EEE Detective PHITHE,

GuardDuty & 7R Detective ]t ZE#Y 7] A ¥ @ 51l kK.

ZYIREE ISR (Bl IP thatsk EC2 3541 ) , BB RERI,
EREXERBERI,

Detective 2| & FFT FF# VAT, 2% &I RERBERINE E X4,

SR KB A Detective , MBI AT F —MNEEETE |, 124 Detective BIELR, BRATEIIER
/2 F Detective,

M Security Hub CSPM #2 &l & ¥[8 Detective

> WD

$TF AWS Security Hub CSPM &I & , Mk A https://console.aws.amazon.com/securityhub/.
MELE , ERENSMERFHNFERI,

1t Security Hub CSPM BEZERTE £ |, &£F — GuardDuty FELE R,

EFAEEERYP , KIR1E Detective FHITRE , ARERMNRERNHITRE,

HEEENFERNATRER , EHBIETFHRFHTI Detective 285, THEHE , EFF
ERIBR,

EMEMNRAEX TG , B RITH Detective #HlA , ERBELIARENXE, BXRBAELIN
REMEZEL | 5519 (AWS Security Hub BFER) FHEBEXERSFELI,

WRIERIF A Detective , NPYFITH#E4|E& , B R Detective BX M H., BA[TELL/S A Detective,

X #% (6] ¢ PR HE BR

BEEREOIEE , BTHRBA TR Z—

MB =Mz aFE 69


https://console.aws.amazon.com/guardduty/
https://console.aws.amazon.com/securityhub/
https://docs.aws.amazon.com/securityhub/latest/userguide/finding-aggregation.html

Amazon Detective ArfEm
o kP AIBER Detective WEERAIKF, , U2 ERONBRSNEERIKS,,
- ERABKFAE , ZACKRTFEEAKS, HRTHERBNR,

BXAEREEAKFPNBUNEZEER , 2SR5 Amazon RF—HHE W GuardDuty Fl AWS
Security Hub CSPM,

MRFEENETRER , TREUTRE,

« BETHEF , ZRERIRETRETERANKANKS 7 MRRERKF REGETE LK R K 8 54017
FIAE, WITHERREE RS BBEE,
MR Z B AW REZBIE , WITHEPTES LK HIE,

- RERINREFH ? Detective RAWEIRBMNFHBEELR GuardDuty,

« X—REXUNRE XL Detective FFRFHIES AT HBZH ? 1R Detective RENKIEFTEF
EZRAEXRD , T HEPRTEEEREIE,

- FERIREREEBHXE ? SMTABRBHN —IXE, THETELEREEBXEHNHE,

£ F M 31k S 2 SRR B E XA SR E R TLER

E S F Amazon Detective FHEMHEE X4 FELINBR | Bl LAFERRHEZEZANUE, N
WAHRRIAERMB M, SEAEEEREXH L EANEERE, Detective RZUREFE—FMH
AR EHHIE,

BLE XA M3k RY AR K

(® Note
MREFERANRIBMUER |, Detective 2 BFIEEMBIFMut, MuttyIEEKZE -

https://console.aws.amazon.com/detective/ZR ? region= Region
#typelnamespacel/ ? instancelID parameters

BLE S AFMAULAYRTAR AT -

« X4 F3E{E- https://console.aws.amazon.com/detective/ =TT ? region= Region
#entities/namespacel/? instancelID parameters

18 A M1 HE 1T SR 70


https://docs.aws.amazon.com/detective/latest/userguide/detective-setup.html#detective-recommendations
https://docs.aws.amazon.com/detective/latest/userguide/detective-setup.html#detective-recommendations

Amazon Detective

RAriEmE

- ET7#AELER— https://console.aws.amazon.com/detective/ [EIZ ? region= Region

#findings/? instanceID parameters

Mt FEELTE,
Region

LEEANXE,
type

FLESHMBINEBE XN IE KB,
« entities - RRBIEES M BISAARE E X4
« findings - R "B EESMEBPELRIER

namespace

MNFRE a8 = ERRARBEN AR,
* AwsAccount

* AwsRole

* AwsRoleSession

* AwsUser
 Ec2Instance

* FederatedUser

« IpAddress

* S3Bucket

* UserAgent

* FindingGroup

* KubernetesSubject
* ContainerPod

* ContainerCluster
* ContainerImage

instancelID

HE R M KAERSZHIARIRR

fE A MU # 1T S
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« XF GuardDuty ERLER , WEIK GuardDuty & RIRRF.
« XXF AWS K= , RIKF D,
- XIT AWS AENAF , EACIAFHNERA ID,

- WFBEERF , IBRABAFHEN ID, £48ID A <identityProvider>:<username> B
<identityProvider>:<audience>:<username>,

o XF IP stk , BN IP bk,

- XTFAFPRKRE , BAFREZ.

« XF EC2 3=l , BISEHI ID,

« NTFABKE , BLERRAK., QERRFEAER

<rolePrincipalID>:<sessionName>,
« X S3 kW, BEERE
« XIF FindingGroups , —/ UUID, f5l#N , ca61@4bc-a315-4b15-bf88-1c1e6099883
« WTF EKS BIR , BEAUTHER :

« EKS &8 : <clusterName>~<accountId>~EKS

* Kubernetes Pod : <podUid>~<clusterName>~<accountId>~EKS
 Kubernetes @ : <subjectName>~<clusterName>~<accountId>

- BXE8E® . <registry>/<repository>:<tag>@<digest>

FERIARNFELASTRHEFEEABIKS BRI,

MR AT LB EUTES S , AT iRECENE, BXxCENEUARENAEREENFREANES
{E8 , {52 Fthe section called “& 235 F B 8",

scopeStart
TR E X HHEAREE BN ReTE . FFiRefRAMED X 365 XA,
ZEREHREE.

MRIGRM T I saeE | ER B RS ReTE |, WIS E B AR E 24 BB R 45 2R

scopeEnd
T B B 344 0 455 PR Y 3 BB B [ B 45 SR BT D
ZEREHNREE.

155 F R 11 #E AT S 72
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MRERM T EReTE |, ERBFREATTEEE |, NS E B 25E 45 Red B 2 5 AT B iE

MREREECTEEE , W ERARANEEEE.

- XTFREELXDM , RIATENEFEAMERFEXIESNE —XMNKRE—XETE,
o XWFRE, BRIASTERTEZET 24 DA,

LA 2 Detective Mt R4 :

https://console.aws.amazon.com/detective/home?region=us-east-1#entities/
IpAddress/192.168.1.17?scopeStart=1552867200&scopeEnd=1552910400

BRI LR T LU 5 ER

« SR IP #bik 192.168.1 By SRR B 3245,

- FEAMGMT2019 E3 A 18 B ( 28— ) L4 12:00:00 & , 21 GMT 2019 £ 3 A 18 A ( £
— ) T4 12:00:00 £ R #9358 FE BT A,

X3 P41k 4 B B B
MBI KR ERTEREX  FEAREMUREEAT EBNER , UREHRNERSTER.

- ERFERATERMMIUL (findings = entities ) ?
RREETEHNMmRZER ?
- REEMT EBAIREAE?

MRBELER , BETATUREUTRE,

- BTHEY , ZRERVLXZAREETERAMNKAIKS ? MRXERIK 7 ARB6EIE UL A K /Y
BOHETHE , MTHRR RS EZRKSWEE,
WMRZBR AR REZRE , WITHRPFIE XK HBIE.

s WFRELM , ZAELIREFR ? Detective T2WEIR BT L7 M7 HEL R GuardDuty,

« X—FERALKMAERE KL Detective FIRFBIES AT HEZA ? 1R Detective REMNEKIE
PAFEZBEERARESE , WITHEFR TS ERREKIE.

- REANIXAERERBEBHXE ? 8MTIBHEXN —MXE. THEFIERBEMXEH
B

18 A M1 HE 1T SR 73



Amazon Detective AFiEmE
#£ Splun URLs k FRINMURBAELE R

Splunk Trumpet 31 B A F 55BN AWS BRSS &% 2] Splunko

IET LU Trumpet T B BLi& 5 2 B Detective for Amazon URLs B9 GuardDuty HEL R, RiE , /RA
LUE A EA1E#EM Splunk 1t URLs 2|48 RHY Detective KIIRYZE,

Trumpet T B AT AEL T M3k 8 GitHub o https://github.com/splunk/splunk-aws-project-trumpet

£ Trumpet BIE MELETNE L , M “AWS CloudWatch B4 #i%$# Detect iv GuardDuty URLs e.

MELE X FHERFLE S — A

XTF EC2 £Hl. IAM AP M IAM A€ | BUTNEZNFAEEREXHERSMEIMENMNESRE, 2
HERHNEETUANENZERERTES WA

£ EC2 RHIFAMEEREREXHER L , EC2 LI IRAFEEREE] Amazon EC2 #2415,
ERPEAEEREXHERL , AP AEES IAM 2548,
EACFAGERENHEIRL , AGBEES IAM 2F5,

MEL & XA AR B 5 — N SRARELS &

YR EXHERTEFTEXRMECHWIRMRAFN , ©BERELIZRAE B SUHEERE, ISR EC2
26, 1AM AP IAM AR EXH LK Amazon EC2 # IAM 4| &£4512, 153 Mthe section called

R T L=

Blan | ERIBAM IP #ruk SR AP ERIFE P it VBB . XHERATUT RREEE EME S AT UFH
BIETERIAE.

FE L & S A E AR X SRS F E R
ERERE |, ATEEDE— S WEEARE0EHER,
ELTREXHESS , ST TEDFAELRE -

- APl AREE , BAFREEE X4 £ WEEE X4 ERBR A

- MERFFA IR E

« VPC W ERE

« NTFEEANIP bt XM FAERI , #HAELIN IP it VPC RE

£ Splun URLs k HRIMTRIBELE R 74


https://github.com/splunk/splunk-aws-project-trumpet

Amazon Detective AFiEmE
- ABRFHAEFER

- £ VPC RE

« Kubernetes API (I ESESNE

SEB IS AT LAE B AT SR B A )

- £/ T WL IP it ?

o XL P Hhhb{y FHRE ?

o BN IP bt ERAA T HRLE AP, BAKIX LEE Ak B WL ARSS 2

o fE/A T WL ARG R ZRIRIREF (AKIDs) KIZITBIE ?

o AT WMLEFRFERETRA ?

- #HITTZLRAEAR? HPHAEAMBERAZTESZ DR ?

o RIZFEIEA IP MW EA IP st KA VPC REBEBREERS D ?
- HEHTEER, MEHERE (pod) B, BLERBELTFEHRS ?

£l

- APl EEMESFHRER

- WENVBNESFHER

- VPC B RENEFFHAER

- WK EKS £& M Kubernetes API &3 B &

APl A EERESNHAEE

API A B BIES EAE SRR T EEENSEN R HN AP A,
BERENREARBKEDFAES  WLERR EONERR.

2o R YASENANEDEAES  EEEERERANANEAES.

HEE | Detective M 2021 F£ 7 A 14 HEF R EFHENER APl HRANEKRS . ZEHSEREN
HrEARES A EREE R, N TEZBBZARENES , REBHARARS.

EHFAFEENAET (HF. AR, KF, ABXE, EC2Xfpl. S37#HA )
ST IAM A, 1AM BB, KF, B84, EC2 KAIA S3 FHEE  EHEMELTEUTESR

APl AREE 75



Amazon Detective ArfEm
- BNMNEMFHRMEFMENBESEERN R EHN AP BAENES.
X F S3 FEN , RESRM T S3 FMEBHITH AP BA.

APl BRAZRARAECINRESHITHH. T S3 FHME , RFHBL R Amazon S3., R Detective &
ZEEAHBANRS , WiZBAFIERAES T,

- WFBAKE ,EHFAFEEETRIMEAMANFRARE. MEEN IP bt FEE RSN IP i
b7 R VAT

- BNMNRBBETHTARAENER. NTKF, , EHFAEETATHEEAFSIAC. XTAEM
S EHHAGEETATHREACSE. N TAFNARKE , EHFHARFERIRRA T HBZBRIREF
(AKIDs)o

BEE, B2021F7 A 14 B, WTFKFER , BHEFBERNRAFHAR® , MAR AKIDs,
NFACEEXH , FHEFAEEETHNEREARATE , MAR AKIDs, XF 2021 F7 A 14 BZHl
KEWES , AREBIINRIER,

FEHFAGEEEEUTERF
MELRHY IP bk
BUSTATAE APIARWN IP bk 5|3,

A LRI A IP bt |, ERMIZ IP ik & HEY AP BASIR. AP AAZRERCAINRS#H 1T
P, WF S3 F#EME , RSIHBL R Amazon S3. MR Detective TEHE A HIERAMERS , W%
RN ERARS T,

RE  EALRFEN APIBA , ERREE P #uARENE. RETANEEH AR
ETRRAFE, AG, AOAFERAKD,

Showing activity: 07/08/2021, 00:00 UTC - 07/08/2021, 04:00 UTC | Eedit

rds
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Amazon Detective

BRARS X 289 APl J57%

RAriEmE

RYERER LN APHEANSIR, APl AARAHARNERSHIT2A. NT S3 76##E , RS
¥R R Amazon S3, #NR Detective ToAEWER M ANRS , NZBA/IERARS T

BRI BB APl 5%, ERKRKHIEAR IP ik 5K,

R, BRI IP it BLE RN Z IP ik & iz AP AR FI&R. AKIDs

Showing activity: 07/08/2021, 00:00 UTC - 07/08/2021, 04:00 UTC | Edic

Successful calls »

TR G R #4H 1D
RNERAF, A, AeSFEAT A AKIDs 1 AP BAMNAF %%,
B RABNMNIRAE , ERFARAERL APIBAR IP it 55K,

RE , BULLBRFEAN IP it | ERZAABEMNZ IP it &% HEY APIHBENYIR, APl ARKRA.
HiERANRSHTOHE, T S3 F#ME , RSHBL R Amazon S3. R Detective TT3EBRE X H
WHAMNERS , WZERRMERMES T

Showing activity: 07/08/2021, 00:00 UTC - 07/08/2021, 04:00 UTC | Ea

sssssssssssssss

AP BRASE
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Amazon Detective AriEE

SESFMAERENANE (IP k)

NTF P it , EHEFMAEELEATEE

- BMERIFEREFTENESEERN RN APIHERENES . AP ARZERHEANRSHTS
A, MR Detective TTEWEXR L BHANRS , MZ@ARIERMERS T

s NTFBANEKE , FEFFAES TR T & KA E X,
EFEAEESEUTEIRF ;
RIR
BAE M IP sk & H API 8 B B RIR IR
NFEHRE , IRBEFBERBH. XM AWS KF,

BEULRFBMAR , ERZEFEM IP ik & ey AP AR SIR. AP ERZEER LA RS
T4, R Detective TTEWER HFANRS , MZBAARIIERABRS To

Showing activity: 07/08/2021, 00:00 UTC - 07/08/2021, 04:00 UTC | edie

Resource w

BRARS X 289 APl J57%

ROEREXEHMN AP BRANSIER, APIBARAEHBRNERSHITOA, WR Detective o3
EXHBANERS , WiZBAAHIERMBS T,

ERBIRFFEA APHEA |, EREMENEERAM IP it & AP BRBRRSIXR.

APl AREE 78



Amazon Detective AriEE

Showing activity: 07/08/2021, 00:00 UTC - 07/08/2021, 04:00 UTC  Eci

APl mathed v

X4 3E B 1 15 B AT HEF

&R AR B R P AV EA — FIXES A E BRTHEF.

ERE—FIETHEFE , AVTREFIRETHEF. RIERFIRBLERINN AP BRAXBIEF.
s SE S A E R

R LME R R R ERREEDRACEPRTIIVEINBEFEH L H.

HEFFRIRI E#0 LAREE S — 5 h R AE RS &R,

AN DN Ik 2R

1. EEHIERRE.
2. MBS 6 RREATHRENEM.

3. REATRENE, MESSIEHoE. Fli , & APl FE#ITRIER |, RZ%
Instance # 1Tk , MIERMASBERZHFEE Instance WA APl 24E., K

It , ListInstanceAssociations #l UpdateInstanceInformation &BEEPTHL,
NFRF B, API FERM IP bk | BAIEE —MEHER - I HNETRESR.

FNFEH AP TZHFE , BEBERTRERBEN FFZ/FE | 0 List, Create = Delete, &
N APl FEB R ERLURMESR RIS,

F CIDR #EZ , B LR RIENH IP bk, FAF IP it H54%E CIDR EX TE R IP iy
Hk,

APl AREE 79



Amazon Detective AriEE

4. EEFEM/REERBResourceD Service : @ ! : 7388 ; RAPI method=f IP address =
ETR!  FETREIIEES

( Q. Search ]

Properties

Resource

3st-1 AWSrole (
APl method )
IP address
Service

> ) "~ AWSrole ( )

EMRRTEIESE | ERBRZA AN x FFig.
EERFTEHRIEE , HEREREIESE,
FIESNIFEHE Bk FEatESEE

BRERENFAEEN , BESEE 2T E A B SOEER BTSRRI, & A E dUES i A1E SR EESE
Elo

BEEQUET FAE SR REE
1. REERE,
2. HERENEEOL , EREFEANFTBMEREE,

EReRE N RENEEXHFHRINEE R E , FEFRENRICEEE.
3. EEEHREEMD.

EFIFAE SN ESEEEREXFERE R EREE TR,

APl HREE 80



Amazon Detective AriEE

Scope: 07

AR RN AR [T TTTTTT e
- Ee N _m _}; N ok ow |
[t AR [ 77 (0[] Mammind;
BRFEKRAE
Amazon Detective 5 Amazon Securlty Lake £, TERELTUERFNKRE Security Lake &K

R BEHE. ARUEERNESEER IFﬂDetectlve SE&£MEMK.

ERILER , BRI LM Security Lake REXFHUA T RRKRENERAEEEH,

« AWS CloudTrail EEE4MA 1.0 REFMRA
« W5 Virtual Private Cloud ( IL&# VPC ) i A& 1.0 RESRA
« 53k Elastic Kubernetes Service ( I &i# EKS ) ## HEMA 2.0

® Note

£ Detective FEHRBHIEAETFETNEH, Hih AWS ;RS ( 23 Amazon
Athena ) BIfE A B 1R 0 B9 Bt RUKER,

EiRFRK AR

1. EEERNESEENIFAER.

2. TEiA , BRFHBRERREBE

3. ERKALSHMBERYT , B EFEEITEN Security Lake BHIER RN BENEH, BXEHRE
HHENEZEFMER , B LLEF Amazon Athena & RHVEIE.

EBEHFRBBEERRFP  BULECEERIER , £ Amazon Athena FEFER , HTHER [T
NESDRE (.csv ) XH].

WMRIETE Detective FEFBE , BEWRBREE[ER , MATERHETUTREMSIE.

APl HREE 81



Amazon Detective AriEE

- R BETBER ETE Detective PO A , AREF & /RTE Security Lake BEXRHP, BHHREER.

- Security Lake FAIEERD A&, MREESFTRENME , MRR Security Lake PP BEK, EfFR
ZEB |, EERREM Security Lake EE R

BV EREFMAES

R BENVERENFAEEE R T ECENERANEIEVER HE APIEA. APIER2HE
M B ERHNARERA, BN TRTEABERANEEXHRMENEA. XXT S3 F#iE , E3h
HRARX S3 FHMEHEITH APIEA,

Detective £ MaxMind GeolP ZEEHEFRMLE. MaxMind RE AR ERM AR =X
KBEREMR , EENEER—RANWBENEBEMIEES. BXANESZEE MaxMind , E5H
MaxMind IP #hEE, MREINFEM GeolP HIFEFIEH , JLAURE “FE#EHIE @ Maxmind 12
R EMaxMind IE#ER, 1P2

APl AHZRAHBANERSHITDA, NTF S3 FMM , RFHBLE Amazon S3, R Detective o3&
BELXHBANEKRS  WNZBARNINERMBRS T,

BEEREIFMEER , BRITUTHREZ—:

- EE ERRE- M HENE,

- EHIRAF , EEMEBENERNFARES

EHFAEEENR T HEMNESR, BROIENESIR , BRAREDIMELE R

BEE |, Detective M\ 2021 F£7 B 14 BEFHBEEFMNER API BRANRSEF. N THEZBHZH
RENES , BREBEHARANES.

SEHFMAEENRNE

FMETFHIZE TEE R ARG E L HNFTE AP HEANES.
NTFEA Pk, FIRM API 5% |, FIRE SRR KMWA AP iE AR
SEFAEREITEUATERF ¢

MEFH 1P Hhak

RS RATMEIEMNER H AP BRARY IP ik 5%,

IRAE 82


https://support.maxmind.com/hc/en-us/sections/4407519834267-IP-Geolocation
https://support.maxmind.com/hc/en-us/articles/4408252036123-GeoIP-Correction

Amazon Detective AriEE

AR A IP it , ERMNZ IP bR H APHBRNEIR. SIRERRFREH. BEEREHK
ID, TRERBFERM L.

RE , BAUBRFENER , S TZERMNZ IP it & HH4EE APl BA. APl EARA HEA
MRS #HITOH, XNT S3 FE#E , REHKBLE Amazon S3, WR Detective TTEBEEXR BB
RS , WiZ AR ERMEBS T,

Successful calls ¥

RIR

RS RMATEEEMVER H APHEANRRIIR, SIREREREN. BEEFERKID, FEEN
LEFE—T. NTEMER , BRETNFESERKEKE AWS IKF,

BAURABNMNAFPSA® , ETRZERXEN APl HRANIIR, APl EAREHERANRS#HT
P, NTF S3 FEWE , RFZHBA R Amazon S3, MR Detective TZBEX B BANRS , MiZ
BRI ERMES T

RiE , BULIRFTEAN APIER |, ERERAH API AR IP #hit 5k,

IR E 83



Amazon Detective AriEE

X$5E B S R HATHEF

& T AR B R R VR — BIRES A E SR ATHEF .

A% —FRTHFN , ANTRFIRETHF. RIEEFIREKZERINN AP FIRBBEF.

TRIEERFFAER

SR LA A LR TR ER MR RAGE R R RRIEINREFEHNGH.

HEFTAIET - & W SR YESE — 5 h R ETFIL SR,

VAYIIEBYiA-r
1. EERIFIESRE,
2. MNEMYH , ERERATIHENEE,
3. REATHENE. MERIIGWBEE. FlW, & API FE#HITIHERN , MRR
Instance # 1Tk , WERBMLBTEREMPEE Instance WET API #E, A
It , ListInstanceAssociations # UpdateInstanceInformation EBEEPCHEL,
NFIRS B, API 53 IP it |, BAIEE —MEREERE — PR ERFIEES.
FNFER AP TFE/HFE | FEBRRTBEXBNTFAS , 0 List, Create = Delete, &
N API B FREB RSB TF L,
¥F CIDR X , BRI EFERIELNHE IP bk, FAH IP bt 545 E CIDR X TERY IP i
Ht,
4, MBEEZAIFIRES | B Boolean ETIRIRBIX L FFkBFHIEZE S R,
5. EERIEIES , BEERZE LA x #Rid.
6. ERERRFTAERILSS , BIEFERIFIESS

IR E 84



Amazon Detective AriEE

VPC B RENEFHAER

T EC2 k4l , VPC MEARENESFAEEE R TEENEBEANZ EC2 K415 IP #hit 2 RIA R
BER

3 F Kubernetes A28 , VPC WEREE RFTE B4R IP #3tHY Kubernetes 8348 ( pod ) 7 ELHY
IP it HFE T EE, £ hostNetwork:true BY , Kubernetes B854 ( pod ) B IP ot 2 M —
W, EXFBERT , ER2ETINEEHREREENHMAEEA (pod ) WREUREEECINT K.

XF IP ik , VPC WERENEDFAFSEZS R TEERBESEEAZ IP it 5 EC2 XHlz MR E
%/Ro

EERENNEERREDNFAES  FERERR LOEBER,
ERRHEEENBERNENFAESR  FERESEEN BN FAFE
EHFAEERNAR

2 e BR i a2k B S Bl R RSB 30

NF EC2 k6l , FEHFMAFETE IP ik, KAibiwO, ZRIKO., UM AFRNBINE—HEHFK
B

NF P Ht | SESEFAFETE EC2 K6, Aibiw O, EREHO. MMXFERNS I E—HENF
B

BMKEMERAURE, HWREUARGRBERRBESIERREL, FRERIAREXH L, F
RISER IP it AN S e EERIMER,

uuuuuuuuuu

XA {E B ATHE
AT DR TR I — BIXE B 1 1S B T HE R
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MINBRT | &S FAGEEEARBIREEF , REREBAMRERRF

RIETES AR R
EXCERERED , BARN TEREEHHMES

- |P it EC2 L4l

. ARERED

. HH

. P

. EREWESTRRIES

2775 00 A0 A BR 57 348 2=

1. EFREIRRRE.
2. MNEMH K ZREATHENEM.
3. REATHENE. MEmFHEHDE.

B IP it #THE  BAINEE —MESEE -MRETFIERR,

MTF CIDR B , LA LUERREELH 1P ik, FF IP it NE4E CIDR RXTER IP i
ik

4, WMRELHZNHILRR , 1EIERE Boolean ETIKRIR EIX L TFERNEEZ SR

Q

Protocol: TCP X and & | Directionality: Outbound > Clear filter

and

Remote Inbound Outbound

IP addr O Local port + - .
P port v traffic traffic

and not
4444 596 B 9.43 kE

5. EMIREIEE  BREFRZE LA x FRid.
6. EEMRPTAMLSE  BIERERELEDSE,
FIEZNIFEHE Bk FEatESEE

BRETESFAEEE , iESEE REE A E SR ER T EE R, &R UE SRS A E SR EEE
Elo

VPC HWERE 86



Amazon Detective AriEE

EFWESDFAE S M ESEE

1. EEHRE,
2. HEEBENEEOL , RREEERNTHBNERE,

EREREQRENEEXHFHRINEERE |, HEFRENRINTEEE.
3. EEREHREEMR,

EFFAEENNENEEEREXFERER EREE R,

111111 Leg

Inbound traffic

Scope: 07719, 2

Outbound traffic /

- I \. . |
 NENNNNNNENNNNNNNNNNNNNRS | WENENNENENEEEEEEE.

T RIEEITHIRE
HEWETRMBNT , RUMEERR LERXETE —RITEANRE,

NTEMBERPHET , FRAPZELRE, NTEENEST  REEAURHBERREERI—5F

%o
Cutbound traffic
Soopec G2/ ¥, 1700 - 021 G20X
aing 1164 00 0218/ a0 Pe
-] Anectatioen ¥
o 4 D
o =

X
if

EXIFMERENRE , EUURBEERE. EETHRBLERE , FURERE.

¢

X
i

VPC W ERE 87
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Amazon Detective AriEE

Outbound traffic

wing activity: 02/16/2021, 17:00 UTC - 02/18/2021, 02:00 UTC  £en O Overail wrathie

£ R EKS &8 VPC RE

Detective AJLAZE & Amazon Virtual Private Cloud (Amazon VPC) RE B & , XERAERR T FiHl
Amazon Elastic Kubernetes Service (Amazon EKS)EF IR E. X T Kubernetes &R , VPC A K
MWABEURT EKS BT EENBR/MEED (CNI) .

EIABCE R EKS &£FF A Amazon VPC CNI . BXEZIFHMEE , EZ 5 (Amazon EKS A F

/) FHEE VPC CNI, Amazon VPC CNI FE#EAAEEA (pod ) B IP it KIXEANIFRE |, H
SR IP #h RN T S8 IP s LU 1T INERIEIS . Detective AI LA RN REH FEXKIEBHNE
2940 (pod) , BEEFTEBRATRE,

IR IEBE Detective BB XKINAER4A ( pod ) KIFZB % , BB AAIRIRM L it sk (SNAT). B
A SNAT EHRRERMEMNRR. BXEZHAEE , 7% (Amazon EKS AiF#Em) FHBESHRE
( pod ) SNAT,

MREFEATRE CNI @4 | Detective 3T EH hostNetwork:true A4 ( pod ) BT AR
LFZFRH, WFIXLARIRAE (pod) , VPC REHERSETRKTASA (pod ) WY IP it BIFFER
o XBEBENT AMNHRE , UREMEE hostNetwork:true BN TR EREFA ( pod ) B

o

o Hmlm

[

Detective 7£ EKS ZE4A ( pod ) # VPC HBERT S RN T EKS £ERE BN
- £E87% Amazon VPC CNI iV ERH , @ @BE VPC ARERENESRE
hostNetwork:false FI&2R4 (pod) o

« £EFA Amazon VPC CNI &4 MEE AWS_VPC_K8S_CNI_EXTERNALSNAT=true RYEEE T , £
EEE VPC AKX ETREMNESA hostNetwork: false WARFA ( pod) o

. FIEBBE hostNetwork:true IAERAH (pod ) » KEZTRNRESCSKEEMEREE
hostNetwork:true WASE4A (pod ) WRERESE —iE,

VPC W ERE 88
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https://docs.aws.amazon.com//eks/latest/userguide/external-snat.html

Amazon Detective AriEE

Detective T2 7 VPC REERFPE RA TR RE -

« £E%A Amazon VPC CNI &4 FMEE AWS_VPC_K8S_CNI_EXTERNALSNAT=false RYEE T , {F
e &8 VPC ALK EFRENE BB E hostNetwork:false FIBESH (pod) -

- E%BEF Kubernetes By Amazon VPC CNI @4 EE+ | EMEBEE hostNetwork: false
E’\J?é:%ﬁéﬂ ( pOd ) o
s HAEEEER—TAFNE —INBRALEERENESREA (pod) -

ERHEZH Amazon BJ VPC 7 & VPCs
Detective JUAEELHAEN L EHEMMER (L S# VPC ) R BE VPCs :

« MR Detective X FMKTHABHLE Amazon VPC , BixH H it IE Detective K FEHLE VPC |, NI
Detective ¥ #%X BiZ VPC WAFTERE , HIEHAEXZ VPC AFBEREN ATMIL,

o MBHEEHLEZ Amazon VPC HE—/ Amazon EC2 32| , BEHE VPC FrEE TR £ Detective X
, | Detective A2 4%IEXBH1Z VPC WEAARE, NMREEEEF VPC ANRE , ML
Amazon VPC FrE &R 1A Detective BRI 5 o

W N EKS £8 1) Kubernetes API SEZI B &

WK EKS 8 H Kubernetes APl BEIFESNFAE R IR T IR ER HSEE WA H 8K ThFl &
MK Kubernetes AP 8 AR E,

EETREHABRNESNFAEE , HEEER LM EER.
ESTYMEENANEDFAEE  HRREEFEERBNFARR.
EHFAEENAR (KH. %4 (pod) . AP, AR, ABRT)
N FHERE, BB (pod) . AF. AGHAGLE  EHFAFEEEUTESR
- BMETFEHRAPDENEEENL LN AP HASHER,
NTEE, AP BAREEERN,
NFHEREA (pod) , APIARMARRA (pod ) B4R,

NTHAF, AeMNABLE , APl AARHAS BHRRIENZAF. S8 AEBLIEMN Kubernetes
AP XHE,

Kubernetes API A 5 & 89



Amazon Detective

RAriEmE

« WFBANKE , FHRAFESMEREI, KW, RERNMZELAEHIREK.

- XLEEETHE P Hiik, Kubernetes IAARRE, ZEAEMAEA RS TEBNER ( RSKF R
BAF) . NEFEAERS , BaLD IP i, TEMI HMSEAH & E X,

SEHEFAERDEUTIEIF
&
KRR THT AP iE AR IRS K S AP 3%
BRURFEBNMNRSKAMAF , ERZKFSHAFHT APHERAR IP it 5lxR,
R, BRSNS IP i, ERZKFSA T MiZ IP itk & HEY Kubernetes API A

BRI Kubernetes API ] , & requestURI LABEBEZTHKEERE,

Showing activity: 05/09/2022, 23:00 UTC - 05/10/2022, 23:00 UTC Edit
IP address Kubernetes API call
a 1 2 3 >
Subject = Success ¥ Failure ¥ Unauthorized % Forbidden %=
v
L
*
L]
* 1
*
|P b ht

BYEREH AP EAK IP it HI5K,
WA LRFENEA , ERAHIZABAKN Kubernetes B ( REKEMAF ) JIRK,
RE , B UEESNETY B 1ZEBEEE B ANHTH AP HRAXRT|K,

RBFF APl BREE | EE requestURI ABE B R IVIRE,

Kubernetes API A 5 & 90



Amazon Detective AriEE

Showing activity: 05/09/2022, 23:00 UTC - 05/10/2022, 23:00 UTC Edit

Subject F 1 Kubernetes API call

IF address % Success w Failure ¥ Unauthorized ¥  Forbidden # Location =

L Coyi _"" _..-"'I_.\

Kubernetes API 18 A
B#E R Kubernetes API i 3117 %1 &,
BRI BT B AP 1AL E REZREURIs KERHE R,
RE , B LLRTF S requestURI , EF# 1T API M Kubernetes £ ( REKB A, )

RITEBUAEE IPs ZEBERBEAHITT AP AR,

Showing activity: 07/08/2021, 00:00 UTC - 07/08/2021, 04:00 UTC | Ea

Observed IP addresses

XEBFAE BEITHF
& T AR B R R VT — BIXES A E B R ATHEF .

ERE—FIETHFE , AVTREFIRETHF. RIERFIRBLERINN AP BRAXBHEF.

Kubernetes AP| i B & 91



Amazon Detective

RAriEmE

TR ERFFAER

BRI LMERABEETFERREEDIRACEPRRIEINBEFEH L H.
HEFFEIRIF £ A BUREE S — 5 h R AETFE SR,

JEBNF (S BE R ESEE

BRETESFMAEER , iESEERTE A E SR ER B ERE. & UESUESFAE SR EE

Elo
BEEQUET FAE SR REE
1. REERE,

2. HEEBENEEOL , RREEERNTBNERE,

BERERE A RERNEEXHFHRINETERE |, HEFRENRITEE.

3. EEREHREEO,

mEFFAEENNEEEEREXAERER EREE R,

Successful calls 90.55% of scope time call v [0.30% Less tha eypicat activiny)
Scope: 07/08, 1300 - 07709, 13:0¢
(e ]
Failed calls %65% of scope " ¢ [0.30% maee thin typical activity)
- = N _ N _ [ ] =il

] | JERm

Showing activity: 07/06/2021, 00:00 UTC - 07/08/2021, 04:00 UTC di

/

HHEHRFEREENFHEIRER

BAOREXAFERES EENERTREN D MHAXKEED S HIANSERBREER.
NEBNMEENHHEREARNEEFHTERIIXLEER,

BLE XA ERIERAERAN H B —ET k. AEEEAERA TERLEESOHTE,
EEFHEBRNEFAERE , FMNARITEFERESES. W BEREREREDEES.

SIS A LRAUTRENEE -

Kubernetes AP| i B &

92
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- HARRABER

« ORI {5 P TED AR 120 5 4R 5 (B

- BREERBUNEESR

‘S 1B 30, E B (8]
B E X AT R &ISE4E B 4 £ BRI EBIER S E B E .

SAREXH LETHER, HEMNEMKESE T YMEEME, STEERSRAE —REERN
HE R E, ©ETE Amazon Detective BH AP EMIEXHN A LA, XEER, NEHMEM
AMCAR LERNBEET CENE., N TREREXHER , EEENEZ 82528 nE e
B AR fit £ 38R . 7E Detective F , FT AR EIEBERIAZLL UTC ExR. BABESEXNEFHHIE
TSR IE R AU AT X, EFEHETEIEEIED , B2 Fthe section called “IRER [EEFEX",

Detective D EREREEFNERTENE. DMREBRICCENERNNES , AEREEEEN
B2 Bl 45 RAKTESHITLER. ©EFAIX 45 RAVESRIMERRERTES ELL,

HERAEXUBRS | BENERRTSE-XNZE—XNEINZAELXTMHE., EXAEXMBHRA
T ZELR |, 5 fthe section called “BZ&E & LR,

BRI ERITHENARTENE, Sl , MRSV IMETE-RNES , WETRFEFHELEK
H-Af—1A. EXNNEEYTEEF G THEIRFESEREALRRE,

R AR ESTERE , FESHRKENRERKAE R NAETE,
HEEFICEE AR | Detective 2RFFAVEE R EE ST HEHE ROEIE,
SEE A RIABERE T — /et , B RBERT — 5, JFiaetia ML RedE SN B AL
RIEEFNFTia ML R B HAR BT E]

&I A Detective & &R ESTE MBI FRME R B .
ERNFWTEEEREEEN T RS RETE

1. BH https://console.aws.amazon.com/detective/ ¥ FF Amazon Detective 2% &
2. EXHEENHL | EFTEEE,

3. HEETENBERNTHRT , NEEREZREFNTTHE B BNEE, N THOTHRTE , £1F
i AN
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4. H‘ERT , DB EEEIMAVERBHMETE, N THNEREE , BRFEERNDE, FRETE
IR LLTT S6 Bt [ B = D — AN

5. wWEZHKRE K ERFEXAEFMESNYE  FEREFCEHE,

YmEESE E B B R B (B K
& EEE R KRR |, Detective 235558 M B E13% B J9 M 24 BT B 18] 242 4 £ 6] .
T4 R ST A A A

1. JB3 https://console.aws.amazon.com/detective/ ITF Amazon Detective 2 & & o
2. EXRHEENHL , EFTEEE,
3. ERBUEREERNGAESEE , EFETENBERNNERKE,

EENEEESEMTHMERIRE.
4. RBEERE  ERFEIHEMEROBSE  BEFEERCENE,

Bt ENEERNEE AT EEAQ

BNMAERABE-—IMXBENNAER , ERRTE-RNMBEE-XURINZEERANE, EFRE
BERIBR , SEENAXERXNBERIMBEEA.

EREEEXFF , B LURERE A SRBRIFEERINEE ORE—B. XHER T ARERX R
B ARERTE

EFEENEASAERANAE ORI — B  BEXAKBERANER LEELBEANAELI,
Detective 2ERERABXARMEL , FHFTENHRENBERANAE D,

T 2 H R B ST A (]

EEREAEN  SUNABTENN , UEET X 365 KNEE 24 DI E ERHED,
EEREAE L REEENE

1. 1B https://console.aws.amazon.com/detective/ ¥ FF Amazon Detective 2% &

2. 1f Detective SnBEEH , EEHE,
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3. HEEEEAERNBEESY , S UERITE BBNMeIE, FaetEasmEdE 365 XA,

ERFF R BBAMNEG , SREBHMNE B ERAFOET R EERY 24 et

(® Note

5 Detective , R ZAILAHRI—FHNH L EHEIE, Bk Detective HRBIENEZE
B, ESL1Th B ERNREE,

4. RETRE  ERFEXAEMETRNEE  BEREICENHE,

£ Detective FEFHKX XMW IFMHER

BIRMFEEXHBEE - N RBRAERANER , HPFIH T EHEERBRSRIZRENAER
Ro —IMEREBBEIABGH—NERRESRTZMAERN, AERIMAVREEATUILEADRAT #EFE
BXRIFETIRE,

XRAERIWERE REXFFAEEEREEERNET S,
NTEMIELRN , ZREEATER

- FERIRE , bRIEQRERNERE EEE,
- BiRESRXEKE AWS K/, R I8 [IK 57 R Y g4
- HERUKE,
- REURIX—FERIAIEE
R —XMEEX — B ER I AV [E]
- BERINTEN

EERBAERTNAERDFAEGE , TR ZAERXTNEILIZHM, Detective EXTEAMMBE
KIFMEEHEM, Detective JEH,EEIETIETJ FUNEAERUNEEOD, XHEMRAIUEETFXERRERN
KERED,

MRENBELIEASHIEARE L WLEADHEEZAELANE TAELANEAEE.
EREANEMELT  ESHERRELIER | BhESEFREHRXIE,

BEA R RERNFE. UETRESIFE , B2 M T Amazon GuardDuty BES R,
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#t Detective PEFE AEXFHIFHEE

EITHE S , Amazon Detective IRERSRAZ B R R, Hli0 , BMTHEREBLRE AWS B F et ¢l
2 AWS ALK EC2 SEHIARERES IP fhil,

M — AR E— BT EINA KRS KX ERE |, Detective TEFHATE X R, WRE YT EE AR LLEIX
&R |, Detective B4R, Detective BB T AESLAEHIMP K,

TARKESRK?

HAENNEERRA , SRR ARERNEINE M, fln, — EC2 RpIAREREHET
NP Hbak R EEE,

Detective X 1EE/NETE B R A AT LA IEZERERERH ., MRMMELIZES] , U] Detective &
EFZETE 6 FE RN B ERE,

Fln | RS EtEERAREIN 1 20N %R, MR EC2 S24lE—ERetEEEREET 122 IP b
HEE$#EE | W Detective &E FiZAT 8] 8] b N AV IERE,

BR , BHiFaUBERRSE —IRHNSSARDITIZESD . HERFIKIE | BR— EC2 EH|JgEERE
BB IP ik |, BEA P hiEERIMN EC2 RHIBEELBZ, 84 IP it EXHEHIBEE
X% IP st FTEIEM EC2 SEHIMFMER,

EEREXHF LEFEREAKEA

MRBER N TAEE X AHEE A RS2 KRB R EERE | U Detective 2 FE LRI H AR
BEXHNTIHBER—FBHN. A TRAERABREXMH , BRI ERSEN,

ZEMNPIEEEERMNEREBHXRIIER. FNYIREZE BT EX X RAVEIR LR B KT E B R 2
1]

BREREERARRAFEAREY . BETHRENRETBEEMES , TR EEE QR EE RN
B[R e b o KB SEAAE &N 2 45 S0 Bl B [ 1R (B S % B[R] 8] Fre Y 3 T

BT ST B ) I I 9 R At i) [ g

1. HEREREBHG | EEatEIER.
2. fEEENAFREL  EBRNATCEE.
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EF LR E A E NN KEREFI R
KRS T A 24 15 B D P R 1 (R PR ISR B
EERABRRATE

1. X https://console.aws.amazon.com/detective/ ¥T 7 Amazon Detective 2 #1 &,
2. 1f Detective S B+ , EEKXEXM,

JIRPHVENZBEEBESUTER

o BT R] B PR B 2 4R At [E]

o SERHIFRIRATRIER

o RERWER | FlI IP #bubEER EC2 L4

A LR A — B3 B R AT IR R BEF . &t 7] LS fin BUHE R SRR RY SRR L B XU 45
E & B SRR BB SO

1. EREXEIIRF , GRBENFSMBIT.
2. ERFEABKEENRESREXHF.

HEEER LR SMERAEEXHFrT |, SEERERENT

- SEE R EIMNE KSR EFRERET 30 R H.
o ST A i) FE R AN () (] PR 45 SR BT 45 3R o

EE L ESEE N E R KESSESIR
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1£ Detective 8 3R & I 5 324K

5/ Amazon Detective 3R INEE , WA LB RFELMA LR, NIBRLERA | BT LLS M B SERE
EXA4REELZMER, MRERRENSERERT 10000 4 , M{XERET 10000 MNER, EHEFIR
FEUTREMER,

BA LR ERERSHNESHRE (csv) X, ZXHBERZNTHTRENHBE, BELLESH R
B (CSV) XS H. SHEENXHBERER detective-page-panel-yyyy-mm-dd.csv X, EAT L
FRAHEMSZEFECSVEANAWSEES., BE=ANABFREFREEFRBIEE K MNOEFEEHNEE

B,

® Note
MREFEES LR , FFESHEKEER AT L RAKIE.

TR

EXRER  FRREERVIARE, RERHBIUIRANTREREERS * W ? WA/, BER
—EBER IP it , B SMEACIDRERF S, FSHUTERFZFRERA

NF P ek

c1.0.*.*
«1.0.133.*
+1.0.0.0/16

* 0.239.48.198/31

X3 TR bR B AYRAK

* Admin
+ ad*

« ad*n
. ad*n*
* adm?n

* a7m*

TERER 98



Amazon Detective

RAriEmE

* *min

XN T HMPRERE | BMIIFLUTARAN

« NTRELR , REHRFRFRER Amazon FIRE TR (ARN),

XF AWS K, BIKF Do

« X¥T AWS B&HM AWS BF , TSR ZER A ID. BHAARN,
- WTRB[ER , EAEHBNBTARN,
- NTERHBRE , IFEREITFTRENTERE.

X F 285 Pod = Tasks , & 8% Pod UID B9 & #5, Pod HY,

« XYTEC23RH , FEMAKHIFRIRRFHARN,
- XTREERAHFE , FERABLARRF.

F IP st , FEFACIDRE 25 KRR M3,
X F Kubernetes £4& ( REMFHAF ) |, BEI&E#.

- NTABLE , BUNERNLTEAERTER

- ABELERAN,

ABASERRFERER <rolePrincipal ID>: <sessionName>,

LR —NRH : AROA12345678910111213:MySession,
- AE4E ARN
- REEH
- FIMRARBHERID
- MIRANAEBHNER

« XTF S3 7, N FEBENTFEBARN,

- WTFEBRERAF , XA IDHAFA., £ ID R <identityProvider>:<username> =

<identityProvider>:<audience>:<username>,

- NTHARE , AP REEM.

ERRPERIH KA

1.

BFE AWS EEBIEH A, ARBFTI Detective ##IA , ik Fhttps://console.aws.amazon.com/

detective/,

TERER
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2. HESMBERT , ERER
3. MERREXREH  RBELEEHRMNTERE,

FER  GRAPE , BB R AWS AP REREAF,
BEROILETHEHBEPEEREIATNEERE, EERET-—PMROINEENXH , HEEH
ZNGES

4. WAEBRNBYIRATRE BEEAFRRRT,

BRFAXDARNE,
5. EERBRIEHWA.

EHERE

SR EE |, Detective 22 R—MNEE %% 10000 MEEERNIIR, N FEAHE—RRFNESER
Rﬁ_/|\ EEE@E%O

ENGRPRNERAEEXHRFERIBRE , HEFRIAR.

NTERRER, A6, HFMEC2KS , BRERSEXRKNKS . ESMIZKFNEEXH | Bik
BIKF PR,

12 RHEHEER

2R Detective A FERIMHEKM , FEREMANRRATREER, MRIRARFER , L5872
REUTAR

s ETHAYF , ZAERINSZHEREETESANKAKS ? 0RXERIK P RE5EE LK A K #Y
S/RHERTAR , WITHRPRITEZKFOEBE.
MRZFH AR AREZBEE , WITHRPRIEZKFOEBE.

« WFRELM , ZPAELIREER ? Detective T2 BIRB T LM 744HE L R GuardDuty,

« X—RAERNGEMERER KETE Detective FFENHBES AT HEZE ? WR Detective REMEIE
PARBEEZFERAGESE , MITHEPRT IS HEREIE.

- AERIIEZFEREREEBHXE ? SMTHIBBBET AWS X, THRFTESXREHMBXE
I EHE,
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1£ Detective HEIE K

H—NIKF /S A Detective B, EQRATHENERAKS , ARNTHEERERAKF. EEAKS
ALGBBEKRSMATRIE, HKFESZBIERN |, Detective 2FZKFBARNKAKS , BITEIE R0
KIR R IK P AT AMAT A B BRE S .

H—NKFHERAANKAKSTE | Detective ETT 1A REN A REUZ K R K B BIREEIT HE S,
BMIANBRBEERE —NHSNMNKFHHE, —KITNEKRZALE 1200 MEAKS .

MREEEER AWS Organizations , MAREEIK - 2R ZHLIEE Detective EERAMK, . AT,
% Detective EERAKF A NALTHAENEERIKS . Detective EERKFEARTHNRPERE
ERRAKFEANARKS ., AAKSRENARTAETRBRES.

Detective 2B TEENKF A MTHRREANBEVREEZER, EXETHIRFRESNMNKFHORIEE
MEER , FSEFNF%3E Amazon Detective B2,

AEN

« Detective FEYIK 5 BR &l F1 E 1L

« £/ Organizations EIE1T 1 &K~

- NHALREE Detective EXER

- KA ARE

- BEKFIIR

« LA Detective XA K K & 0 EIRA LK™
« %£ Detective FEE Z B H IKF

« NTRAKS : EBITHEABBEBNRR B
- KPEBRENTHENEE

« £ Detective Python B A& Ik 7

Detective HHINK = PR Hl F1 22 1

E ¥ Amazon Detective FEIIK BT |, EEE AT BREIFEZIL,
KAKFHRABE

Detective R FBNMNTHEFHRZE 1200 MR AKF

RANEL o
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MR EEFH AWS Organizations BRI , BIAERT , Detective 2EKFEERNHA LETRES
5000 MR AMKST . MREEEMAKS , FERMBAAEKS . BROMELRAREE/LD M.

K 7= A X 35

MREER AWS Organizations BEKF , MALEE K 2 NHALIEE — Detective BEE R,
Z Detective EERAKF A NALRITHENEERIKS,

FRE XM Detective B2 R IKF S FAHE, HLAEEIKFEESMNXE 2 5l3EE Detective B2 [ Ik
Fo Detective BEERAKFEDAIEEESMNXBHARITHRMBEAKF,

NTELBERAXAKS , ERA-KARKRERHBENXECE, EEAKSSAEFIEX
/5 A Detective , BB MXEBMERIMNITHE. RE , EEAKS QBESNKSENZXE
B3R K P #E 1T R BR o

—MNKFALRE-XBASMIABNKAKS . 8MNXBEREF-—NMIABNEEAKS . — MK
FARRTEXENERERKS,

B R ik 5 Security Hub CSPM &3 — 2 A& GuardDuty

FERE Amazon AWS Security Hub CSPM #1 Amazon B9& K IRF] GuardDuty 31T , AV IIEFT
BEXERFSHEAR—NMNKFERNEERAKS,,

&S H#the section called “E1i¥ 5 GuardDuty 13357 AWS Security Hub CSPM”,
RTFEEAKFTENDNR

ERREEAKFIAEEBHETHERMEMNNIR , B AmazonDetectiveFullAccess FEEIE
EEBEANE] IAM E 4,

# Detective F R BRA LN HZ IS

HANERT LB RBRTE Detective o

FNFARZHER , MFEAMPBRALMK T |, Detective AIREFE — NN F BER BB AL,
3} Organizations 15 EH Detective B I 7 Ik 7 3t 17 AT EM A BT RIRE

{# F Organizations EE1TH R IKF

AREE— T IENTHE , EF S ESFHRENRAKS . MRESFEM AWS Organizations , &
FRAUTSBRMER Organizations REAMEERAKF, , MARFERAFHBERE :
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1. NALIEE Detective EERAMKST . XFOIRALITHE,

2R Detective EERAKF ER/ITHE , MiZITHERERNARTAE,
2. ERALKFENERTHEPHRAKS.

MRALRTHEPAENRAKTNALAKS |, NXEKF2B3E A,

TEERTIERMRTHESLSH,. Organizations FHYELE ML E/GHI1TH EIKF S R8L,

Before transition Organizations After transition
Account 4 Account 1 Account 4
(Administrator [r— — (Organization (Administrator
account) | management) account)
| Designates | |
Account 1 Account 2 ACC?;I‘:II: L

(By invitation) | organization)

I
I
I
I
I Account 3
I
I
I
I

Account 2 ACC?B”:t 2
(et Lk datel) | organization)
| Account 4 |

(Detective
— _..

Account 3 administrator ACCE)B”:': 3
(By invitation) account) organization)
Account 5 Account 5
(By invitation) (By invitation)

FALOIETE Detective EE R MK,

AAEEKFIEE T EBFFEALEM Detective EERKF . ESthe section called “}§7E Detective &
BRAKF,

R T E{LIEE |, Detective BUUER Y BINEIE R IKFERNIZA LM Detective BEERIKF,

#N R Organizations A Detective WENEEAKS , MARAFERAZK - RAREEKSER
Detective BEXE R IKF,

BN, BEREE—NEHAEEKF,H Detective EE AMKF BT , Detective 218 A Organizations , ¥
ZIK & N Detective IIENEERIKF
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B AR K P 4E B R TK

Detective EIERIKF E2ALNRTHNENETERMK,, Detective EE AP EHLTHERDEREENK
R ERANEARKF, FS#Ethe section called “BEEAL K G KF”,

EMKF T1H , Detective B A IKF Al LG RIFFBEHRIKF,

R Detective EERAKF EEZREMTNBNEERAKS , MZITHERSENARTHAR, EiZT
NEFERKMAKFWARKF A EAANRAKS, HMALKSHRSNIERR.

WA RB N BAS | BMEETI AR IR N R A K & R Wik,
BT AR B R I 02T ol

KREERNEERMST Ba1EAMALKRK,ED , I EHRKSFAMEALRBEA. ESHthe
section called “/8 AFTEVA LK 7, ZIEMEHR DL T RARS.

Detective EEERAKFEAERKFEENHN , 2ER—REEEAMEBEALAKFIRMEAER, &
BREAMBEALAKFE , Detective @MITUUT84E -

- BRAMBEHMARAKSTENRRKS .
- TFF B3R AFERK ST,

BRI B RFER -1 APAELAK R,

RN IETE Detective BEER
FEAMITHED | Detective BB R M/ ST A LK 89170 B R B B,
I{TEIE Detective BHE R ik - AASEIKS HEN AWS KA EIUREER K,

fF Detective EE R Tk FIRENZHEE A MK — Detective B 5 ik - th¥F XA Detective WERE
¥ R ik 7 AWS Organizations, MIRHALEEIKF B2 IEEN Detective EE A , ME FHISANE
Mo HALEERNKF FHER Organizations P ERLEER,

£ Organizations FiIRBEHEEAKFE , ALEEKF RAERREXEEAKFAFRE WK/ ER
Detective EERIKF . BINBUEMEXEEREREERAKS,

BIEMNMEBALNTHIE — HALSTENK LR Detective IR A MK BT , Detective 2Rz 6l —
NI AER. ZITNER_RARITHNE,

2R Detective EERAKFRUBTHENEERKS , WZTHERSRNALRITHE,
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Detective EXE AP EALAT AR ERBEENRAKF BHANEHELAKF,

Organizations Detective
Account 4
_ OACCO".'ntt,l (Detective
r rEqa?: néznz:‘g administrator
| 9 account)
1
Designates ‘ |
! Account 1
| Account 2 (Member
| account)
| ‘ |
|
| Account 3 Account 2
(Member
| ‘ account)
| Account 4 |
| (Delegated
- —  administrator Account 3
account for (Member
Detective) account)

Detective B RAMKF ARG AE FiZALANKF XixBiE, BXEZELR , 5 Hthe section
called “BE¥E4H L BX 5 K 77" Fthe section called “BEZEK 2K,

BLi& Detective EE AR FIENNIR — NARALEEIKFEBEE Detective EERMKS , &
AT LU AmazonDetectiveOrganizationsAccessitE & B M INEIEHY AWS Identity and Access
Management (IAM) SE4&,

18 E Detective BIE G
4HQERERNK - ] LAE A Detective %] A RIEE Detective BE R IKF

EEIE Detective BB AMKF , TEE A Detective, EA LM B A Detective WHE I Detective B
RBIKF,

Enable Detective page (Console)
EMNM ‘BRI WEIEE Detective BER , BERBUTSRIEKE,

1. BX https://console.aws.amazon.com/detective/ ¥ FF Amazon Detective 2% &

2. &EEF®R.

3. EEEAKFMENRERY , NEENKFRTFXENNR , FHEEB/ERN Detective BT
R BMHITIRE , HELBMNIHR Detective FIFTEERE. EUEER SMHHTRE , &
TV AmazonDetectiveFullAccess ZRBEHEINEI E 4k,
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4. EFEMIAM MK | BEEE IAM BHEREEFHENRE,
5 RIEFEE IAMEZEHEPRERENR , BRUATISREE

« MREHRE IAM 25 8 RRTIRE |, BRIEFN R INZE AT Detective AYEM,

« MRETIE IAM 25 & PR TIRE |, FEHREEH Amazon BIRE S (ARN) HF 54
IAM B R, ARfE , A5 A AR EM IR,

6. EZEREEAT , 1&#F Detective EERAMKF,
Al AR TEUR F 2 5 A Detective in Organizations WZEIEEBE K,

- WRIEZHE Detective in Organizations WEREERAKF, , B AZKFHNIKSFRRF | &
HiIEE N Detective EERIKF,

BARCLARERAKS , ABSFHIBBERFRETTHIE. RERXH , BITEWH
ZIK P HEE R Detective EXE A MK,

MR YR Organizations for Amazon 5 Amaz GuardDuty on Macie 8 —MNEEEE 7 Ik
PP, BBA Detective 2R RIRIEFEHEF—MKF ., AWS Security Hub CSPME ] LA AR [E
IR~ o

- WREIAE Detective in Organizations WEREERAKS, , MREQXRREFRZKSHEN
KF. BNBENEFMEXEERZEREEAKS,.

7. ERZERE.

R EJS A Detective , HERIABITHEFHRAKS , WA BMERTEIEE Detective EE R
1,9l

General page (Console)
EMN “EH” WHEHIEE Detective BEER , BIRBUTSREE.

1. BN https://console.aws.amazon.com/detective/ $TFF Amazon Detective 12 #1&,
2. 7E Detective SMBEBHPHIRET , EEFEEM,

3. EREXFERERT , B —F 7 # Detective TIENFBEIEERN TR, BAUBRRESE
AP 7E Detective FUITHIRIE , MK B FHLENNIR, BEUBSER SH3H1TRE , RIE
¥ AmazonDetectiveFullAccess SRE&HMINR] 3 44,

4. REFEE IAMEZHEFRERENR , FRUATSRIRE

« WMREBE IAM 25 & PR TIRE | BFRHEEN KB MNEI A T Detective I E44,
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« MRETRIE IAM 25| & FRTIRE | BEFIRBEA Amazon BIRE M (ARN) FHiRHt4
IAM B R, ARfE , A5 AR EM IR,

Al AR TEUR T 25 A Detective in Organizations FWEZIEEB K,

- WRIEZE Detective in Organizations WEREREEAKF, , B A XK HWIKSFRREF , F
HIEE N Detective B FMKF

BB ELBEEEAKS, , HEIFIRBRBEEFRE TIT IR, IREXH , NERMNEBW
FiZk P38 E N Detective BIERIKF,

MR AR Organizations for Amazon = Amaz GuardDuty on Macie F B — N EREE A K
PP, BBA Detective 2B RIRIEFEHEFA—/NKF . AWS Security Hub CSPM ] LA AR [E
MK

- WREIE Detective in Organizations WEREEEAKF, , NRESR RIERIZK S IEH
KF., BMNBNEFMEXBEREREERAKF,

5. &EZEH.

Detective API, AWS CLI

Ei8%E Detective BEE AN, , AILAEA APl A= AWS Command Line Interface, #AZ0fEF4H
MEE MK EUE,

MR EL$E Detective in Organizations ZEEERIKF |, MATUERZIKFREHNKS |, RIE
WEREREEAKF,,
EiT Detective BE R K/ ( Detective APl , AWS CLI )

- Detective API : £/ EnableOrganizationAdminAccount &4, AR Detective EE R
WP H AWS IR FARIREF. EIREUK A HRIRSAF , 1T ListOrganizationAdminAccounts
BYE,

« AWS CLI : @ $ 174 , iE1T enable-organization-admin-account &5,

aws detective enable-organization-admin-account --account-id <admin account ID>

=~
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aws detective enable-organization-admin-account --account-id 777788889999

& Detective BIE R K S

4R L0 E IR P A] LA BR X 33 & 24 BT AY Detective BEERAMKF . MIBR Detective B2 R IKF RS |, Detective
RAeNENSFXIGFAMBER,. ©F2FE K Organizations FHZEEEERA K,

M 4H O EIRIK M BRE N X Y Detective B2 G IKF RS |, Detective 2MIBRALITHE. SMIBRAY
Detective B i ik~ 22 A Detective,

EIER Detective HEITNEREE AN, , FEMFEH Organizations APl, ik Detective in
Organizations ZHEE G MK /5 , Detective 2MIBRPIEZFEEE LMK Detective B R Ik HY4H
LITRE. ERAALAEERIKFIERN Detective EBRAKFNARITHRFTSZ IR,

Console
A] LALM Detective #2#l & MilBR Detective EE G K

I B& Detective BIERMKF /5 , X iZIKFZ A Detective , FMIBRALITHE ., XIE 250 X3+ M
BR Detective EERAIKF

/A Important
i BR Detective B & i F RS20 Organizations FHRZERXEERAKS,

ZEIER Detective BEXER MK ( /3 A Detective TWH )

1. BX https://console.aws.amazon.com/detective/ ¥ FF Amazon Detective & &
mET IR,

ERNEERT , &FEA Amazon Detective,

FEWIAXEED |, M A disable , R/FIEFEZE A Amazon Detective,

A L DN

Eff Bk Detective EEAMKF ( EH M )

1. i https://console.aws.amazon.com/detective/ ¥ 7 Amazon Detective & #1&
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Amazon Detective RAriEmE
2. 7E Detective SMBEBHPHIIRET , EEEM,
3. EBNEEAT , EHEZEA Amazon Detective.
4. FEWINITFEED , A disable , AFEFEZE A Amazon Detective,

Detective API, AWS CLI
EMIER Detective BEEAMKF , ATLAER API @A AWS CLI, A7 {F AL SR EIL,
I BR Detective B RIKF S5 , MXZIKF 2 Detective , HHIBRALITHE.,

/A Important
Ml EX Detective B 5 Ik F° R <&M Organizations P ERXEERIKF,

EEBR Detective BXE G MK ( Detective APl , AWS CLI )

« Detective API : £/ DisableOrganizationAdminAccount 4,

£ Detective API fllB& Detective B RAMKF B , REEE A H API A S ds o /Y X i3 A il BR i ik
Fo

« AWS CLI : @ S1T4 , 1317 disable-organization-admin-account &5

aws detective disable-organization-admin-account

BREREERKS

il B Detective B & Ik F° < H 3 MIBR Organizations FHIBNER R K, EMIBR Detective B %
NEERNKS , AILAEA Organizations API,

MIBRRINEE AR A, XSMBRBRNEE A, N Detective EXERAKFWAMBEALKTHIE, BES
FHIXLXEF K- B Detective ThEE,

BBRERNWEE RS ( Organizations APl , AWS CLI )

« Organizations API : fEf DeregisterDelegatedAdministrator g, HHIRMH Detective B
IE 5 I P B K AR IR AT A Detective BYARSS 4K |, BD detective.amazonaws. coms
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« AWS CLI : @174 , 1317 deregister-delegated-administrator %,

aws organizations deregister-delegated-administrator --account-id <Detective
administrator account ID> --service-principal <Detective service principal>

=~

aws organizations deregister-delegated-administrator --account-id 777788889999 --
service-principal detective.amazonaws.com

M = B9 o] AR 1

SRR G, LA R BT Detective B4, REMBMEEFUTE N :

o EfA—iZWK " AIX[E — Detective EIE R K~ T RIFTE K 1T 4
- BE—ZKF REEx B B HIK S MATERE,
o WIS () —ZIKP TREHATIRF,

FEAHLITHAES |, Detective EERMKF REFWLLALKF BSHANERIAKS, . A1 LLEL & Detective
FHALKF BB RAAKAKS, , W FHEHALK,,

EEAKP ATLBERSRAITHEFHRAKS . SRAKFEZBEHEAE , Amazon
Detective B & TT 14 RER A MK B E A FERIETHE S,

NTARITHELUANITAR , AERAKSEHEZBKS

TRIETEER MR K HRIARR, S ER B ELIAMKEEHE — 2 RH3 Detective 45 1EM
ThRERY 5 AL

B®’4E EEAKS (A EEAKS (& KA (4H4R) R (B )
1) F )
EEKS, EfA EfA B (E5EE HSH (EFEE
R ) R )
i BR X 3R K EfA EfA - 8BS
2 M BR 32 58K 7
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RAriEmE

R’

7 ho =R Al BR BT 3
HEERRE

% H Detective
EFTHEEE

B RS A ATk
R BIENRIR 2

EFKFIIR

B G0k A LAE R Detective 2#HI A5 APl REEFK SR, ZHRATEEIIE

EERAKPS (4
4

E R RRA LK
RER

£ (REEA
TR BRI
F)

8BS

£

i

ERRAKS (#
#)

£ (REEA

F PR AR K
)
BE
=0
£

=0

R (AR)

- BEEAKFBEMATAENKS . XLEKSHRE N RBE.
« WTFHER{THE , DALAFHRAEKS, XEKFRENRAL,

MR (B )

ZRTEFELBEREEAKFENTHNEPRBRNZBEAKS . ENSEEBUTRSHIKS,

IEERUE

NTFZEBIKF |, Detective 1 RIEBIE < BIKRUEMK 7~ #Y B FER 433k

NFALAMKF |, Detective EFERIFZKF REE TZHLR, Detective IELIIUE R A = Detective
EBRKFBERTZKF,

KIE R

BIFAW, BERKE , RELAAKSRERAIRA.

(=% 87

ERATEBKS,. BEERE  BERAKFEREE.

BERKFSIR
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TREF

ARATHABRPNARKS, ZALKKS BRI FARRAKS . EFKEARITHERARIE.
EEH

X FRBIKS |, BRI 82808 5 @170 B R E R

X THLATHEFHNEALMKS | Detective EERWKST SR ZKF B ANRAKS . ZK/T EARIT
B RHEHTE,
KB A

NTFZEBK,  KAKFEZ TRIE , BLEEB A
NFALTHERPHALIKF | Detective EERAKF KBS HZKF, , BLEBEH.

FFZBIKF | Detective AR ERAKFHEHE, THRNKRAKAKFER 1200 1. WMETH
BE2EE 1,200 NEAKFE , WEEBBAFKF

Detective 2R EMRNBBER B EMAERET 2N, RAITHEWEIEE LN/ T Detective LFRY
BAXE, NMRLEFBINEREESITHIEBIEES K 10 TB B9BRF| , W Detective R T S &5 HN
HAup A ko

SIHIKF (2FHA )
EAER AWS BB A REENHBENK 1%,

EERKFIIR (£FE)

1. BFF AWS BEEEHIE, ARBITF Detective ##1E , Wik https://console.aws.amazon.com/
detective/o

2. 1E Detective SinBEEH , EKFEE,

BEMKFIIREBEATKS

o 18H K
« SBBIEEATH B RHEBIEAKS
- BARTHES , MIENALRKS

XNTFENMKS  FIR2ERUATEER :

SIS (EBFHE ) 112
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RAriEmE

« AWS IKFFRIRSo

« WTFHERAMKPS , BIKS B

- IKPRE (ERBERRAR )

« WFRBIKS , BIK R B Eb e,

« IKPRES.

- IKFHNEBEBIEE. Detective TERREARBANKAKFNIKSHIER.
o EREFIKFRSH B

A BAME A RASTRERR IR+ |, BRIERAKFRETFRS R BNRTFEHEREENKRKSHE.

- BEREE  EEMBERIAKS
- RECEANERRSHERRANKS,
« EBERBANERRSTREEANKS,.

3R] B B 5 UK P B 3% AR AN DN EL At R i SR 4

BE@THERKS I RNNEILRS (2FE)

1.

2
3
4,
5

IR IEIRRRAE

EER T iREFIRAS

XTFHEENS  RRERTIHENE,

EMIBRIFER  FIEREA LA x BR.
EFEARMRSEEREMIIR , FIERA LANRIFHER,

SRV & R K5 ( Detective APl , AWS CLI )

Ba LAE A APl i AWS Command Line Interface ARETHE ST EE K &K, IR,

ERMEEFRPEAMNTHERD ARN , i56A ListGraphs &4,

ER TR AN F&K ( Detective APl , AWS CLI )

 Detective API : £ ListMembers 4., EHEMHBNTIE , BHEEITHE ARN,

IR & RS ( Detective AP, AWS CLI )
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RAriEmE

Amazon Detective

FER , N TALKTHE , ListMembers FRIRER/G AN R KFHELRIKSHMITHEFERR
FRERHVALATKF .

« AWS CLI : @S 1TA , 11T list-members .

aws detective list-members --graph-arn <behavior graph ARN>

~

aws detective list-members --graph-arn arn:aws:detective:us-
east-1:111122223333:graph:123412341234

EITHEDPREEXRBERAKFNIFHER ( Detective API, AWS CLI )
« Detective API : £ GetMembers B{E, IEERRAKF AT HE ARN FK P ARIREF5IK,

PN

- AWS CLI : E@H1T4 , IE1T get-members o

aws detective get-members --account-ids <member account IDs> --graph-arn <behavior
graph ARN>

-

aws detective get-members --account-ids 444455556666 123456789012 --graph-arn
arn:aws:detective:us-east-1:111122223333:graph:123412341234

LA Detective FX 5 M = By 5 15 & BR4H 4R 0K /=

EALITHAEAF | Detective BEIERAIKF RENMLALAKFZRAANRAK, . BRIANBERT |, FEHRK
PrREtERRAKFPER. IS MREIER A, Detective EIE G Ik~ A LAELE Detective EHLR 1T
NEHBEEAFHAKFENRRKF

Detective B2 i O] LA Detective BLE N B S AT AERKFENRAKF, MR EEFESHEHA
AN, WHFKFARMBIALART | Detective MATHRNEENRAKF B, Detective 28 A i

KERANWNEAHLAK,,
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WMREFELENEAFMWALNKS | Detective AIAFzEAARKFEAKAKS . tAETF )
BEREBUEXRBRIARIKS, MRALITHEELERT &S 1,200 MK , M Detective B R T
FMALRKFBERAANRRKST . EXHERT , ARKFAVRSMAERR

Detective B R & Al AEUHARIKF SHRQTHEMNRE. BEIEMNBLITHEPRALIKS REEK
2, TUEBREZKFHXRE. ZKFNAEHESREET ARG,

AR

- BHAFNALNKFIERN Detective X5 TK
- BRHLANKFYERN Detective B 5 K

« BUHA LMK S Detective X R K 7 #Y < Bk

B AT A RN~ YEN Detective BX 5 Tk F

Detective B ¥ 5 M /= Al LAEL & Detective EHRATHET B EAMALKFERNRAKS,,
FKFARMBELR S, EMN2EANIKFERERENSIRF . HTAHRAK, , RERRAL,
BRINERT , ALK TEARRKFBA. NS BRIERA.

WMBEFEEASIE ALK, | N YK RINEILE LT |, Detective AT HRNEENRKAKSE
. Detective T2 AERSHANMBLHLRIK,,

REITHENZAKAKSEN 1,200 87 , Detective FREE ALK ENK ALK . MRTHE
HEEE 1200 MEAKS , WFTES AHKS .

Console
ERFEERNEL , B EAFALKFREREREERKFBOMMBIALAR B31ERXLEKF,
ENHALK; B3E R AR A K,

1. JBi https://console.aws.amazon.com/detective/ T F Amazon Detective ##H & o
2. 7E Detective SMEHH , EREK/-EE,
3. FEIBANEAAKFIRIEFEME,

DetectiveAPI/AWS CLI

ERERESBEI B AFMNALKFIERN Detective KA MKF , EHE R MK A LAEH Detective API 5

AWS Command Line Interface,

B AR A LK P 115


https://console.aws.amazon.com/detective/

RAriEmE

Amazon Detective

ZEENEERE , XFURMTHIE ARN, EIRELARN , A ListGraphs #1E.

EEREHIERALKAKS N ZRIEE

« Detective API : £/ DescribeOrganizationConfiguration #&4E,

EEEH  NRBFIBHTHALKS , I AutoEnable 5 true,

« AWSCLI : E@ 174 , 1217 describe-organization-configuration @,

aws detective describe-organization-configuration --graph-arn <behavior graph ARN>

=~

aws detective describe-organization-configuration --graph-arn
arn:aws:detective:us-east-1:111122223333:graph:123412341234

EBERATALRKS,

« Detective API : £ UpdateOrganizationConfiquration 4. ZEEEHAHMALKF |
™ AutoEnable i®EXR true,

« AWS CLI : @ $ 174 , 11T update-organization-configuration #%,

aws detective update-organization-configuration --graph-arn <behavior graph ARN>
--auto-enable | --no-auto-enable

=~

aws detective update-organization-configuration --graph-arn arn:aws:detective:us-
east-1:111122223333:graph:123412341234 --auto-enable

B RALLNKF4ER Detective B R K
MRIEREBHBRAFARKS, |, NAUFHERXEKF, BELRAFSEHCHERRIBEAKS,
WERESIUBAKF

ZZD%QH,,\?T?JIEFEFHMKFE’JJ:BEﬁJ 1200 A, MEEFARKFBERAARAKS, EXMHERT ,
AAMFAPRSMAIERR . ZIKF FE1THERHAKE,

BAARAIKFER Detective B 5K
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—BRAMKFATLAERA | Detective MBI FMAKITRSERINEER. Hlan , MREE R bk~ M
BREAMAR R MK SMERN KB HZEE , MK A KSRSRESRN BEA

Console

ERFEERE , JCRARKSENRRAKS BB,
B3 RA LMK AERN BRI

1. BH https://console.aws.amazon.com/detective/ ¥ FF Amazon Detective 2§l &
2. 1 Detective &MERYP , BEKSEHE,

3. EEFYRMARBANKSIR , BEEREA,

4, FBALUARBENALAKE , OB AMBLELRAKS.

ERRAEENARKS

a. ERESANSNMEAKS.
b. EEEBERKS

ERRAMBALKS, |, BEEEAMBEALKS,

Detective API/AWS CLI

O] LAE A Detective APl S EALTHESTEHALKFEARAKF . AWS Command Line
Interface ERMEBAEBERPEANITHEN ARN , iEEA ListGraphs &4,

EZHAALRKFERR K,

« Detective API : i CreateMembers B, BAIIREE ARN,

NENEKFEERSIRRRT, ARITARPHNALAKFF2RERE, ELFREBE FHR4ut
FHMBEEE.

« AWSCLI : E@T1TA , 1317 create-members %,

aws detective create-members --accounts AccountId=<AWS account ID> --graph-
arn <behavior graph ARN>

=~
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aws detective create-members --accounts AccountId=444455556666
AccountId=123456789012 --graph-arn arn:aws:detective:us-
east-1:111122223333:graph:123412341234

BUHA LMK P 5 Detective 5% & M F /Y < Bk

EFEMNALITHERDNALKS BIEE |, TURREZKS XK, ZKFOAEHRERREET
NE T,

HUERERALK AN, G , ZIKFEPRSFESR N “FERA". Detective FEFFR BIZIK R HHERE
FRNITHES, ZKFHABARENREETHEF , ZKFDHREETIRSP,

Console

WS EENE , 87 AR ERA LK 40 B 2K 8 < Bxo

1. B3 https://console.aws.amazon.com/detective/ ¥TFF Amazon Detective 12 &l &
2. 1E Detective &MERY , BEIK/FEHE,

3. ERTEEANKFIIE, EEEERA.

4. EREBRBRXERANEBNKSHERE,

5. EERME, RAREERZAKS.

EEFBRIERIK S IK RS E RN IERR

Detective API/AWS CLI
ERMERBERPEANITHEN ARN , iEEA ListGraphs &4,
/ﬁéﬂ,,\J‘KFEQH,,\ Tﬁﬁ"]*ﬁ*

+ Detective API : £ DeleteMembers ##4E, I5EEMBRIEAAVAK &K BB ARN K F FRiR
SEIE S

« AWSCLI : E@S1TA , 1217 delete-members 5,

aws detective delete-members --account-ids <account ID list> --graph-arn <behavior
graph ARN>

R BRLELA K P B < Bx 118
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Bl

aws detective delete-members --account-ids 444455556666 123456789012 --graph-arn
arn:aws:detective:us-east-1:111122223333:graph:123412341234

1£ Detective R EE Z 8K A K

Detective EEE AP A A EETHRFBERFRAKAKS ., —KITHARZRZALLEE 1200 MK
BKF., YRAKFESZRZREHSHAE , Amazon Detective TP AR ER A IKF R FHIZER
BT REH,

BEBBEMAKS , EUAFHEEEBFHRAKSRERETRITHESR, WRERMEK R K5
®, TLUERRE—Nosv X, HR IS ERFMATHENEAKS IR,

NTALTAEUANITAE , MERZAKSERZEIKS . Detective BEIE 7 MK/ th 7] LU IS IFH R
TP I DA AR IT R E,

fEmEe , BEKSMATABRBNRENT,

1. N TFTERMNENKAKS , EFEAKSEHRELMS AWS KSR IRFMARA P B Fof 4t it
2. Detective W UE M BB FERAFitb It R B N K VAR B 7R fFibat, RIKFERAB N , Detective
B2 M B A K RO BB
Detective AT L3 UE 3R [6 BT #th (X Y BY 3R MK F= 2R 3% B8, F BB 448815
. AWS GovCloud ( £ER ) K
- AWS GovCloud ( £EFSE ) X5

WNFEMXE , RALADisableEmailNotification{# A Detective APl BJCreateMembersig
., MRKEDisableEmailNotificationy true , M Detective A LMK R MKF Kix&iE,
NTEHREBNKF, , X2—1MNEANRE,

3. RAMK/SEZHIELEIE

BEEERKS A REBIER FERA , AR IKF B A5 E S 5&IE
4. AP #EZBIER , Detective T Ia4F M A K -~ Y BARRENEIIT A EF,
5. — B AKFREREASZY |, Detective LB RHAKFREERXNERE A
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Plan | REE R K WEREABR R K SEAK B HZEE , WRRKSRSHERRN B
i

WMRZNKF LT RERIRE |, M Detective 2EFRBFINFEAXLEKS . REREREAEMKRE
R PR EF &/ EHET — R

EEAKFETUFHEAKSE K MASLEFEIRE. N, EBERAKFEEEEREZ AN
Kr. BAxMABARAKFNEES | 53 Fthe section called “BRAKE ARG K,

BEE , Detective F 2021 F£5 A 12 BRREIEHARBANKF., Bz RkBANKF RS
BaERH. BEEAKFXAFIBEREAN].

EEAMS TUMTHEFBREEAAIKS, Detective FEMTHEFHREANERE , BN 1T
TR T 4 AR B 2R

mE

. BEDAKE MAGTNH B

- BERAKSHRMATHEAR

- BAKEBHRRAIK

+ TR BB AR K

BIENAKSIMAIT A B R
AU FHEEERE N TN ERGSIRO R RS
Console

£/ Detective 24| 4 F it B ERER RIS

1. B3 https://console.aws.amazon.com/detective/ ¥ F7F Amazon Detective & &
2. 1f Detective &MERY , EEKFEE,

3. BEEREBRME, AREFRBBEKS,.

4. HERMKST , EEHODAKS,

5. ENRAKFRMBZESR , BRITUATEIR.

a. IEFERMIKF
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b. FAWS IKF ID 51, A AWS K/ 1D,
c. X T FEbfFiut , AR K, 89 B F ol bt
6. BEMIIRAMBRENKS , FHIZKSIERRBR.
7. EMECBEFETHA4T  FMEESERFBFHEFNEELAR.

g, TUAMERAZXERHRRES . RECRATKREEXAKS | CIIFZHAEFN IAM X
BESMBEIEAFRAE , AT REZEIE.

8. MAINKS IAM KEEEEKAKSAE IAM REEH XA, BF4EBEF LSRR, B
EFIRBEXA | FIEEEH,

9. &EEEIF,
Detective API/AWS CLI

YRA] LAfE A Detective API 2% AWS Command Line Interface $8i& & & S EHIETIITH
B, ERMEEFERPFEANTHEN ARN , FEMA ListGraphs B,

BiER A MK S BT A B ( Detective APl , AWS CLI)

« Detective API : £ CreateMembers 84, BAIIREE ARN, RHENKFIEEK P FRRE
FAR A P e F R4 bk,

MR AAB @R G K &L BIEE FER4 |, 555 DisableEmailNotification iRERN true. 2k
1A DisableEmailNotification 7 falseo

MREBRISBEEFERM | WA SUEZRR A BT AR N2 B B F iR,

« AWSCLI : E@S1TA , 1217 create-members M,

aws detective create-members --accounts AccountId=<AWS account
ID>,EmailAddress=<root user email address> --graph-arn <behavior graph ARN> --
message '"<Custom message text>"

=~

aws detective create-members --accounts
AccountId=444455556666,EmailAddress=mmajor@example.com
AccountId=123456789012,EmailAddress=jstiles@example.com --graph-arn
arn:aws:detective:us-east-1:111122223333:graph:123412341234 --message "This
is Paul Santos. I need to add your account to the data we use for security
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investigation in Amazon Detective. If you have any questions, contact me at
psantos@example.com."

ERXRRTORAKF KIEBEBEFHHEF , 28 --disable-email-notification,

aws detective create-members --accounts AccountId=<AWS account
ID>,EmailAddress=<root user email address> --graph-arn <behavior graph ARN> --
disable-email-notification

=l

aws detective create-members --accounts
AccountId=444455556666,EmailAddress=mmajor@example.com
AccountId=123456789012,EmailAddress=jstiles@example.com --graph-azrn
arn:aws:detective:us-east-1:111122223333:graph:123412341234 --disable-email-
notification

B KA KT I RMAITHEE
ATBAM Detective I &R — 1 .csv X# , R BEEREMATH RN RIKF 5,

NHENE—TRFRET. RARNE/NKFEMY—1T,. BMNAKF KB EIZTE AWS KF ID FKF
B9 root F BB FHR 43t

-

Account ID,Email address
111122223333, srodriguez@example.com
444455556666, rroe@example. com

Detective TEALEE X #AT , 2 ZMEBBEHNIKS |, BRIEWFRSHRIERM, ZRERHA , HIZKF R
AV FHERAF it K AR A P B TR AR s it AT, EXFER T |, Detective 2MIBRIRIABE
REBRZ I B 7 B4 3t 1k H R X BB

ZIETUA IR T 7] A T 21220k F 5 RAVER
M .csv FlIsk (#BHA ) BERAKF,

1. @i https://console.aws.amazon.com/detective/ ¥TFF Amazon Detective #2#l &
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£ Detective SMERKRH , EEK/FEE,

ERRE, RREFRBEKS,

TERMKFT , EFEM .csv iR,

ETHECANERXHYE , FEETH csv ER.

BRFEEWR, RN | BERFIERE csv X

EEERAK, T , RiF Detective 723044 H 48 M F#9 5L & Ik = 51l &
EMECBEBFEREGT , ANMETEEREFLFHETHEELAR,

© N o o bk~ w0 N

g, TUREERRER , NIREKAKFIEZFEN IAM K,

9. MANKF IAM KEEESKAKSAE IAM REEH XA, BFEBEFTSHRBIE, BEEH
REEXA , FEREEH,

10. EFBF.

s hnEs X mY B 5 0K P 51 &
Detective £/ GitHub 2%t 7 —4NFFIR Python BIAS | REFRIVITIATIRE -

- EEENXEIRT , FEENRAKFIRFMEEERKFBITHEF,

- MREEAKFERNKFHEETHE , WiZEAR L5 A Detective HEZXEFIEITHE,
. [N R KSR IE RIS B FE 4

- BEEZAHAKFRBIE,

BXRAEERER GitHub BIZAME R |, S Rthe section called “TI & 3#h Detective Python 7",

JB R R 8 Ry B R IK P

2 RAKF##EZBIES , Amazon Detective 2R ER A WHE, THERNZEAKAKF A 1200
N MRITHEFEIE 1200 MEAKS , WEERSAFKF, R Detective TEBAKAKS |
N&FFRAKFRDIREN KRB,

KB AWK G KF T2 RTHRREEEE,
Detective 2B BT HE BB AKF, .

WA LRIRAFHEAREAKAKSHRAKS . Sl , ALRRIAENEAKS , RO BEE, 5
HERFAYEFBAKS , TO2RXERARERABKAKS.
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Console
RAKFIIRESE—NED , ISAREANEERAKS
ESAREANKAKF

1. i https://console.aws.amazon.com/detective/ ¥T 7 Amazon Detective 2 #1 &
2. 1f Detective S BE®K+ , ERKFEE,
3. EBMRAKST , EHERSANESMNNAKS RN SIEE,

REEBFARSAKRBRANKAKF
4. EEBRAKF

Detective RERBUABAKAKF ., MEAUBAKAKS, , NASEERXRNER A
Detective API/CLI

O LAEA APl AWS Command Line Interface BB A ARBHAMNENKAKF, . ERNEEE
RAPEANTHEN ARN , E6EH ListGraphs #1E.

EZ ARG ARG K

« Detective API : {8 StartMonitoringMember APl g4, HAIRHEITHE ARN, EiR5IK R
WP, EER AWS KPR,

« AWS CLI: iIE{Tstart-monitoring-member &%,

start-monitoring-member --graph-arn <behavior graph ARN> --account-id <AWS account
ID>

Hlgn -

start-monitoring-member --graph-arn arn:aws:detective:us-
east-1:111122223333:graph:123412341234 --account-id 444455556666

MATAE R BERK A K

IR 53 K P T LABE B AT 9 PR R R BR 32 38R R K P o
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https://docs.aws.amazon.com/cli/latest/reference/detective/start-monitoring-member.html
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Detective & B3Il BRI F AWS AWS GovCloud ( XEZRE ) 1 AWS GovCloud ( XEFEEB ) it
XEY AL A K o

MITHEFRBRZBRAKSE , 2RELTHER,

o ZRAMKFEMNIEE KR K Al ER o
« Amazon Detective 2% 1F M) B M BR B9 K /12 BN Zh3E .

Detective T MITHEFRBREMABEE , RATHERICE T ERAMKS VBT,
Console

BRI LAER AWS EIREFI A FRBEATKS NTABRHBER,

EMBRE AR (ZHE )

1. @XM https://console.aws.amazon.com/detective/ TFF Amazon Detective 12 #1&,
2. 7t Detective SMEKH , EKFEE,
3. EKFIIERP | EFREMERE T KR KF NS IEE,

ToEMBIRPHIERE S HIKF
4. EFRE, REERERKS.

Detective API/CLI

YRE] LA{E A Detective APl 2 AWS Command Line Interface S BRAKPNT IR BEKR, E
RBEBEFRFEANTHEN ARN , BEER ListGraphs B,

MITHE R BRI BERKS ( Detective APl , AWS CLI )

+ Detective API : £ DeleteMembers #4E, 15EZEMIBRAYAK 520K VB ARN FIK P ARiREF 5
o

« AWS CLI : @S ITA , 11T delete-members 5,

aws detective delete-members --account-ids <account ID list> --graph-arn <behavior
graph ARN>

-
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aws detective delete-members --account-ids 444455556666 123456789012 --graph-arn
arn:aws:detective:us-east-1:111122223333:graph:123412341234

Python script

Detective T FiRH T —MNFIRMAS GitHub, AT LAE Rt MIAS B R 1K B 1T 0 B R AP BRE TE
X5 &k PRI TE AL R K Fl R

BRUOMEBRMEA GitHub BIAMEER , S Hthe section called ‘NI 5 i# Detective Python i
R,

XNTRAKS : EBITAEBENKR R

Amazon Detective &1/ R IKF BB R HI ST HEFBERNRERA.

BB R AV A K B R BT B EE R

AN EORRKES TUSEANEEMN0BE. £IETUATHERRRE S 0K,

NFTALRTHE  AAKF T ERHEKSRERNRAKS . Detective BE R MK A& RS ANEA
AAKFENRETKS .

AES

- RRAKFFIERN IAM K%
- BEETHEEBEIE

- BETHEEE

« 1779 & P i BRIK P2

X 53K P P EERY 1AM R BE

ERAKFUULEENEERRE A , AIEFTEN IAM EBHMMNBEE4E, TETUARINEAFH
At  SHLSEFRNAFRA R Detective

BRBAT , EEAKSHN IAM B3 & <M AT &R R

BAKF IAM KB 01158 Amazon Detective B B K F R 1E. 1T BB Fop4 B EZFE1Z
IAM R B& By ST
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EFHIER | H<behavior graph ARN>E#HE ARN,

JSON

"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"detective:AcceptInvitation”,
"detective:DisassociateMembership"”,
"detective:RejectInvitation™

]I

"Resource": "arn:aws:detective:us-east-1:123456789012:gxaph/*"

}I
{
"Effect":"Allow",

"Action":[
"detective:BatchGetMembershipDatasources",
"detective:GetFreeTrialEligibility",
"detective:GetPricingInformation",
"detective:GetUsageInformation"”,
"detective:ListInvitations"

1,

"Resource":"*"

}

BEE ALATHRFHALKFFLWREBE , T EZECEEK S SHRTHENKE, WREINT
BTHMTHE , MWRAERS ListInvitations R, ListInvitations AFMIIEFBTHEN
BEEAKF, EEBEMEUERBERATEONBEERATESBEREBHNRATE,

BERTHARRBIIR

&3 Amazon Detective 244 . Detective API 2# AWS Command Line Interface , 22K AL F
BB IT R R REE,
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ERTHREBIE (2F85)

AT LB T 0 ERE AWS BEEHA,
TEE TR ERE (2 )

1. BFF AWS BEEEHE, ARBITF Detective ##1& , Wik https://console.aws.amazon.com/
detective/o

2. 1£ Detective SnBEEH , EKFEE,

ERKFEENEL , ENERAKFIEELSXEPENANCEZINTHIRBEE. N THLAK
FPLBRNEERERAKFEESHATHE,

MRKFBEALTRBHAY , ZNEERERERHAABHRRIE
ZIIRPFAELESELNBIE, BHAOKR FAEREE R K MR R R T
BMEFHRETEEAKS, EZBEH B HREERN S8R,

o XN TEAREENRF , RSHEBIE
- NTEEZIWEIE , RENEBATKEMA.

MERBRNEER , NIKF 2@1THERAKE,
MERBRAREBA , WIKF R 2@1THERARE.

BHIK FPIRSRYNREN “KRBHA” , ™ Detective 2R BEREALE GuardDuty BA , IREH , I
REZNKFERBERXSBITHNRNKIEEET Detective ELH,

WRKFFRESBITHNEBHEH , Detective 2K RESEHNEREH. BN , WE/RFR R
B

HITHEEBTNAKFHBIERER | Detective 2EFEEMNEE M. HlM , EERAKSTES
MIBREABEL RIS , LESRAKS. EERAKS A LFIHERAKS,

BEETHABEEIE ( Detective APl , AWS CLI)

A LUE T Detective APl 2% AWS Command Line Interface %l H 177 B8 iE

EETHARBE 128


https://console.aws.amazon.com/detective/
https://console.aws.amazon.com/detective/
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RBTNEHITFRMEEZEIEFIR ( Detective APl , AWS CLI)

« Detective APl : i ListInvitations &4,

« AWSCLI : @574 , iE4T list-invitations &%,

aws detective list-invitations

B E1THERE

HIRERBEE |, Detective 2R ERAKFHHE. THERNZAKEKS A 1200 1. WRTH
BHEEE 1200 MEAKS , MFEES AHKS .

EZEER |, SRS BfFE A Detective, Detective AR BRNRFEERSHEMFREF <N, HRALT
FEEIEE ST T Detective RIFN R AE, MRYBRNETESTEXR 10 TB WERE |, NFE*
WIEZMKF |, Detective 2 1L — S HREEIE. Detective EHIELER—FKBA , EHBIFEEAK
BREMA “RBEA"

MRIELBIE , NIZBERLMBIEFIRFMER , Detective th R &FEST 9 B o £ A K /= BIE
EETHERBE (ZEFHE)

B LMERE S BT ER 48 | R EISM Detective 4 AREEE, AWS BEiEHA RERER
AH BB EIE.

EEETHRBE (EHE)

1. @XM https://console.aws.amazon.com/detective/ TFF Amazon Detective 12 #1545,
2. 7E Detective S B , EFEKFEE,
3. EEBNEBEEAKF,T , EEZIBEHFHROATHIERMEKE , FiEFESEE,

EIREBIEHREMTIRPMER |, HRFEL,

B 3717 7 B #iF ( Detective APl , AWS CLI)
A LUE T Detective AP 3% AWS Command Line Interface @& 171 B&iE
EZ 1T HEEIE ( Detective AP, AWS CLI )

« Detective API : {8 AcceptInvitation B, E%MIEER ARN,

BEE1THRRE 129
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https://docs.aws.amazon.com/cli/latest/reference/detective/list-invitations.html
https://console.aws.amazon.com/detective/
https://docs.aws.amazon.com/detective/latest/APIReference/API_AcceptInvitation.html
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« AWS CLI : @174 , 21T accept-invitation &%,

aws detective accept-invitation --graph-arn <behavior graph ARN>

-

aws detective accept-invitation --graph-arn arn:aws:detective:us-
east-1:111122223333:graph:123412341234

T34 175 B@3#iE ( Detective APl , AWS CLI )

« Detective API : il RejectInvitation ¥, BHTIEER ARN,

« AWS CLI : E@H1T4 , IE1T reject-invitation &%,

aws detective reject-invitation --graph-arn <behavior graph ARN>

Bl

aws detective reject-invitation --graph-arn arn:aws:detective:us-
east-1:111122223333:graph:123412341234

MAT F0 B R A BRI

BEBERE , LR MNITHEFMIERKF . MITHEFMBRKF B | Amazon Detective 15 1E MK
FrR{THRFERE. AERENREETHES,

REZBKFAENTHIERHBRE SRS, AAKFFEMNALRTHIETHERESHKS,,
MNEFHE BB (2HE )

BRI AR AWS EEEE A FENKFMNTHERBPEER,

ENTHEPBIBRKS, (12HE)

1. @M https://console.aws.amazon.com/detective/ ¥ FF Amazon Detective & &l &
2. 1£ Detective S B+ , EBKFEE,
3. EBMEEAKS,T , XN EZERENITIE , EFEH,
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https://docs.aws.amazon.com/cli/latest/reference/detective/accept-invitation.html
https://docs.aws.amazon.com/detective/latest/APIReference/API_RejectInvitation.html
https://docs.aws.amazon.com/cli/latest/reference/detective/reject-invitation.html
https://console.aws.amazon.com/detective/

Amazon Detective

RAriEmE

MITH E i BRIRE K ( Detective AP, AWS CLI )
YRE] LA{E A Detective APl 2 AWS Command Line Interface FREI K MITH B P B,

RS MITHEFBER ( Detective API, AWS CLI )

« Detective API : £ DisassociateMembership &E, EATIBEER ARN,

« AWSCLI : E@H1T4 , 1317 disassociate-membership &%,

aws detective disassociate-membership --graph-arn <behavior graph ARN>

-

aws detective disassociate-membership --graph-arn arn:aws:detective:us-
east-1:111122223333:graph:123412341234

i Ime: XIS
X L2 4EA X Amazon Detective BI 3R 5 B =4 U T &0,
Detective 2%

MEIE F K2 Detective B , @HIMUTHER :

° ﬂﬂ“pﬁ'/fi—ﬁgo
« Detective /& 1E \NEIE R K Mi%1T 0 BB R K P P REEEE,

FX 5L = 2 AT 9 B A A B

MIT BB RS | Detective &80 NiZIK P BEHIE.
FHEFHAERBTZHM.

WFSROKF | B FAREY B R IK P B B

NTALTAEFWARKST , KAORSERNEK A

T P R AR S0
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https://docs.aws.amazon.com/detective/latest/APIReference/API_DisassociateMembership.html
https://docs.aws.amazon.com/cli/latest/reference/detective/disassociate-membership.html

Amazon Detective AriEE

R K PR H4H 4R

HARAKFREARY , 2 REUTER :

o ZIKFEMNALRITHE IR KRR IKF 5 & A #lER.
+ Detective 25 IE M IZTK P BREUEIE

FHEFHAERBETZHM.
AWS Ik EEF

EERARSEPRELFER AWS | ZiK7 R’ K EFH Detective FEFITHNEIRINR, Detective F1IE@ETT
B AR,

HXR K EPWEFET AWS |, Detective 212 1L RREUZ K F I EHE.

90 Xja , RS FRERNEFNBE. EEAKPHENBER , & Detective RERFFIX
£, Detective RIREMZIKF BRI IE. KAKFWERMERS , Detective KMEMIZIK P BREVEK
=

AWS [ = B X ]

AWS MK <[ f5 , Detective &3 <A 70 T [E R,

- WFEERKF , Detective 2MIBKRTHE,
« SWFHRAMKF , Detective £/FiZ MK M1TH B F K,

AWS BEERKFXAERZBE , FKFHEERBERE 90 X, £ 90 RHIRLERET , AWS KA
T BRiZ K P B9 PR R B 3R

- EFFELXIERE 90 KU E | ATLUFRIEER, SR LAERTA EventBridge MM B E N IRE
FEUEREME S3 EEEH,

« REAWS RERBHIE , HLEHMTFEXANKSN , RSFZKFEHR AWS 2ENRSEE
B IR E %K P B BR S5 SR BdE

- BXESER , FERXAKT

AAMKFIRHALR 132


https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/close-account.html
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/A Important
*F AWS GovCloud (US) &#: X EF :

« EXRAKSE , FOFMEBRKS TR, XAKSE , FABREEBRNR,

{# F Detective Python B A< &1 ik

Amazon Detective £ GitHub ZfEEFRME T —4HFFR Python BlZ&xamazon-detective-multiaccount-
scriptso XLEMARFEE Python 3,

WO AERENMITUTES
- BRABXEMNERERAKF Detective,

J& A Detective & , R A A @MITH B2 BEIREE,
- EBEXEH , CFRAKSRNEIEERKFWITHES,
« AEEREARRKS KX BEFB TR, BEALUERBE RN T RIEBIE B T4,
- EBEXEH , NEEAKFHTHEPBREAKS.

- BRABXEMNEREGAKS, Detective, HEIERIKFZHA Detective i , BNMNXIBAHERRIKF AT
NEREBSWER,

enableDetective.py BIZA#LA

enableDetective.py BIZMITIATIRE
1. EBNMEEXB A EE RIS A Detective , BIIR21ZEE A K 4 R E1Z X183 A Detective,

FERAMZA S A Detective /5 , BRAUMITHE P EIFEE,
2. MEBENEERKF QEMNMTHIRNIEER R K, XIE&E,

BIFRFEHEEEERARINEERNE , TEAENL.

S8 T LU E SR EL B 9 T K IE 8 BT aB 4o
3. BIEZ KA KRS,

HTHMASBE3)EZBE , RILEAKS T2 KX EHEE,

I 3%k Detective Python Bl 4S 133


https://github.com/aws-samples/amazon-detective-multiaccount-scripts
https://github.com/aws-samples/amazon-detective-multiaccount-scripts

Amazon Detective

RAriEmE

BNBUERRRARAKS , BAGT B3 EZEBIE.

disableDetective.py HA#iR

disableDetective.py MIALBIBRIEEX N EE AT HEPNIEEKIKS .

A RRETEEEXSEANEAEE RS Detective RIIET,

RIZR T B PR
XLRIATEEEE RS ARSI BRI PR K R Ik R FER AWS A8,
® Note

FRIEKF PR B EEHRLMMEE,

IAM FEEHENSEREIEFERASESIMAR, ERTHADCIERE, SRR MG EPFMRK
RAMTERE , FTENNER

: CreateGraph

: CreateMembers
: DeleteGraph

: DeleteMembers
. ListGraphs

o iR :
o« R

ListMembers

Acceptinvitation

ABEEXRR

ABEEXRRLAATRFRIEBFTIERANZAE,

JSON

"Version":"2012-10-17",

disableDetective.py BIZA&#R
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"Statement": [

{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::123456789012:usexr/john_doe"
}I
"Action": "sts:AssumeRole"
}

MREZBLEFERNRNEBERAAE® , WSAFEEINKAKFHER-IMELEEXENRN AR, &
EAFEEEAKFPERAE,

RGN , FRANITUTERE

- EENKFHPERERNARER.
- ELERMFAENNR ( #%E ) SikEAmazonDetectiveFullAccess T & KB,
o WMEFTR , FMAGBEEXRENR,

ERFHRTIHERE |, B LAEAEnableDetective. yaml CloudFormation #1x, BT iZEiR 2 6%
2RAR , AT AEEAXEIET,

A Python B A% Bz 1T E

B LAEE EC2 SEHISk A tth 1T EHIZITRIZAR,
B MEE EC2 L4
BT —Rh 5 A RM EC2 SRBIE1THIZA,
ERHFEE EC2 L4l

1. EEEBAKFPE3 EC2 £6l, BEXUMME3) EC2 ZHINEFMER , HSHITS#% EC2 AFIE
BHH Amazon EC2 Linux SEHI AT

2. AXRBIIM—NIAM BE , ZAGRAEAEHEEEAKS RNEA AssumeRole KIXIR,

WMREEAHiZEnableDetective. yaml CloudFormation 4y , Il & 8l 2 & & X4
#EnableDetective NHEHIA G,

A Python BIZARiE BiZ1TIME 135


https://docs.aws.amazon.com/detective/latest/userguide/security-iam-awsmanpol.html#security-iam-awsmanpol-amazondetectivefullaccess
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EC2_GetStarted.html
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BN, AxUEXFAECNESR  BSABEXXEEM EC2 BH A B IAM A& E RS i1 Z
A EC2 X6,

3. REMENRMGE :

* APT : sudo apt-get -y install python3-pip python3 git
* RPM: sudo yum -y install python3-pip python3 git
 Boto ( &{ERZA< 1.15) : sudo pip install boto3

4. FEEERMEE EC2 L6,

git clone https://github.com/aws-samples/amazon-detective-multiaccount-scripts.git

B B it E L RETHIZA
BRI A T EAL LB TR,
ER BRI EHRETHA

1. BREEXHITENLRETEERAKFZIL , ZEFIEEFIEA AssumeRole IR,
2. REFIENEH :

* Python 3
+ Boto ( KA 1.15)
* GitHub B 7
£ & TR
Windows 1. &% Python 3 (https://www.python. org/downloads/wind
ows/)e
2. IS RRR,

3. ZX% Boto , EI=1T : pip install boto3

4. M GitHub (https://github.com/aws-samples/amazon-dete
ctive-multiaccount-scripts) T &I AR,

A Python BIZAZ Bz 1T E 136


https://aws.amazon.com/blogs//security/easily-replace-or-attach-an-iam-role-to-an-existing-ec2-instance-by-using-the-ec2-console/
https://aws.amazon.com/blogs//security/easily-replace-or-attach-an-iam-role-to-an-existing-ec2-instance-by-using-the-ec2-console/
https://www.python.org/downloads/windows/
https://www.python.org/downloads/windows/
https://github.com/aws-samples/amazon-detective-multiaccount-scripts
https://github.com/aws-samples/amazon-detective-multiaccount-scripts
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T4 R
Mac 1. 23 Python 3 (https://www.python. org/downloads/mac-
0sx/)o

2. I B TRR.
3. EZ%& Boto , {HIE1T : pip install boto3

4. M GitHub (https://github.com/aws-samples/amazon-dete
ctive-multiaccount-scripts) T &I AR,

Linux 1. ER% Python 3, BETU TS Z— :
* sudo apt-get -y install install python3-p
ip python3 git
* sudo yum install git python
2. E%% Boto , iHi=&1T : sudo pip install boto3

3. M 5 I AR X 8B https://github.com/aws-samples/am
azon-detective-multiaccount-scripts,

SIZZRMBMBREY . csv R KF HIR
NEEERMETHEIMITARIRBRAORAKS , EFEERUE-—NTERFIIRN . csv X
FEANKFEWH—1T, BMNRAKFZEHTE AWS KF ID FMKFH root F P B8F R4t
BS WL R

111122223333, srodriguez@example.com
444455556666, rToe@example. com

JZ1T enableDetective.py

AT LAM EC2 I A it EHIZIT enableDetective. py BI7,
iZ1T enableDetective.py

1. ¥ .csv XHEFHIF EC2 EHIHAM it EH LA amazon-detective-multiaccount-
scripts B,

BIEEZRMBIMBRE .csv RAKFFIE 137
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https://github.com/aws-samples/amazon-detective-multiaccount-scripts
https://github.com/aws-samples/amazon-detective-multiaccount-scripts
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2. t0#%| amazon-detective-multiaccount-scripts BH%,

3. J21T enableDetective.py BIZ,

enableDetective.py --master_account administratorAccountID --assume_role roleName
--input_file inputFileName --tags tagValuelList --enabled_regions regionlList --
disable_email

EITHIZAR |, HEHRUTE
administratorAccountID

EER AWS K BIKF 1D,

roleName

EEEEAKSNSNKAKS H AWS RN BB B,

inputFileName

BEEMMBEERKFTHEOKAKS TR . csv XHEHNERR.
tagValuelist

(Lt ) BLES2RHREEIR , ATAMTHEIEFRSEE.
BMREENERAN key=value, flHN

--tags Department=Finance, Geo=Americas

regionlList

(Lt ) LESZRHXESIER , ATHEAKSANEERAKSWTHIESG,

--enabled_regions us-east-1,us-east-2,us-west-2

EERKF AR ARERENXE P A Detective, HEXMIFRT , ZMA2/3 A Detective A NE
ERAKSRIEFTHIE,

MRERREHXEFIER | WX AR Detective XIFHNABEXBAET.

--disable_email

( A1k ) MBI E |, Detective T[E MK A MK &I B E B FHR 4

J21T enableDetective.py 138
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Amazon Detective

11T disableDetective.py

BRI A EC2 EHI A th it EHIZ1T disableDetective. py BIZA,

1217 disableDetective.py

1. ¥ .csv XHE#IF| amazon-detective-multiaccount-scripts B %o
2. EffFH .csv XHPMBREEXREIRPEREAKSITAEFPIEARAKS, , BRATSRIZT
disableDetective.py H#I7s :

disabledetective.py --master_account administratorAccountID --assume_role roleName
--input_file inputFileName --disabled_regions regionlList

3. EEMAEXBZAEERAIKF,R Detective , iHE{TH A --delete-master &M
disableDetective.py BIZ,

disabledetective.py --master_account administratorAccountID --assume_role roleName
--input_file inputFileName --disabled_regions regionlList --delete_master

T AR | EERUTE
administratorAccountID

EER AWS IKFHKF ID.
roleName

EEEEAKSNSNKAKS H AWS RN B BH B,

inputFileName
BEENEEAKFTHEPRIBRE KA SR . csv XHRNERR.
BNEZE A 7 Detective , AR E . csv X,

regionlList

(Al ) LESSRIWEXEYIR , ATHITUT®REZ— -
s NEEAKFHTHEPHBEREAKS
« MMREBE --delete-master ¥5& , iIHZEH Detective,

Blgn -

1217 disableDetective.py 139
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--disabled_regions us-east-1,us-east-2,us-west-2

MREREHEXEFIER , WM AR Detective XIFHNAMAE XBAEIT.

1217 disableDetective.py 140



Amazon Detective AriEE

Amazon Detective 5 D& 5K

Amazon Security Lake 2 —HIZ £ R EN LT 2 BIE MRS . BT LUER Security Lake B3I K H
AWS IR, SaaS RHE, AER. ZRNE=ARENZLEREEDIEHEEKS DN EAK
o, AWS Security Lake AIAB BRSO MEZLHUE | L EFLH THRENMNELANZ SRR, &
B Security Lake , Bk A AREX TEAE. RMARFANBIENRT.

Amazon Detective 5 Amazon Security Lake &5 , XEWRE R AL ERMK E Security Lake &MY
R4 B AR,

ERALLER , A LM Security Lake RAEZIFH T RIRKE AEFEH, Detective HZHZIFIRIMR
&2 (OCSF1.1.0) .

« AWS CloudTrail EEE4RA 1.0 RESRA
« WG ¥# Virtual Private Cloud ( IE&i# VPC ) A& 1.0 RESRAK

- T 5% Elastic Kubernetes Service ( IL i EKS ) @& A ERAK 2.0, — EFEH Amazon EKS #it
BEERFRER , B4R Mram: ListResourcesE IAM X RH, BXxEZEMER , HSHEE
HYIK PR INFTEE B 1AM R .

A% Security Lake 2 B FR B RAEIFH AWS REH B B4 N OCSF £RIMiFEME
B , #2 A mazon Secur ity Lake A1/,

fF# Detective 5 Security Lake &£ /g , Detective FFIAN\ L £ IRES AWS CloudTrail EXEE#M
Amazon VPC RBEMHXNERKBE, BXEZHHAEE , BSHERRKES.

J& A Detective 5E&Z 2RI ER

EJ¥ Detective 5 Security Lake £ , SRAATRATE R,
1. FF a2 A

£ A Organizations BIEK RN EHELIEE —NEFEM Security Lake BEXE R, BRZEHEE
A, HEIAL £ IEEM AWS CloudTrail EEEH ML S#EEFAE = (Amazon VPC) i A&
WE B EMNEH,

NTELRESERREF -, Detective BIUEA BEFHK, , HERFEARES T EKA#HIT
Security Lake &,

2. BIEZEPITHE

BRER e


https://docs.aws.amazon.com//detective/latest/userguide/securitylake-integration.html#iam-permissions
https://docs.aws.amazon.com//detective/latest/userguide/securitylake-integration.html#iam-permissions
https://docs.aws.amazon.com//security-lake/latest/userguide/open-cybersecurity-schema-framework.html
https://docs.aws.amazon.com//detective/latest/userguide/profile-panel-drilldown-overall-api-volume.html#drilldown-api-volume-time-range
https://docs.aws.amazon.com//detective/latest/userguide/securitylake-integration.html#Prerequisites
https://docs.aws.amazon.com//detective/latest/userguide/securitylake-integration.html#securitylake-subscriber
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E# AR B Amazon Security Lake B B EMEH |, AN Security Lake ITH AP, RBUTS
B m Detective kP EE AR FERNR.

3. NIEK 1AM B3R INFTER AWS Identity and Access Management (IAM) R
o ANINBATFHBRLARIZE Detective 5 Security Lake £/ :

o FhxLE AWS BHEMGRIEE (IAM) SR INEEN IAM B, BXEFEMAER , BSRMEEN
K PR INFRERY |IAM R 2B o

o Bk IAM FROR IR AR iR B T 4£3% CloudFormation RS A &M IAM EHEAPR, BXELF
WEE , BSEBEN IAM ZF AR EZ S .

- MRIEEEFF Detective 5 Security Lake 58 , MEFALKR , BFIXL (IAM) BRI EH
IAM &, BXEFMAELR , FSEABEHIKFRMAERN IAM SRR .

4. BZRFRHZ ARNBBEHEAEK

/A8 AWS CloudFormation #E#xi& B 8|2 M EE Security Lake 1T ENE MR RRFTEN S,
BXROBHERMNFALSE , S HEH AWS CloudFormation i bl 2k, SIBTHRE K EAE
o

EE R AIE A Detective # 4] A ¥F Amazon Detective 5 Amazon Security Lake 5% , FWE LT
3 : Amazon Detective 5 5 % £ 5 R—— AR &E-->
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https://docs.aws.amazon.com//detective/latest/userguide/securitylake-integration.html#iam-permissions
https://docs.aws.amazon.com//detective/latest/userguide/securitylake-integration.html#iam-permissions
https://docs.aws.amazon.com//detective/latest/userguide/securitylake-integration.html#cloud-formation-template
https://docs.aws.amazon.com//detective/latest/userguide/securitylake-integration.html#iam-permissions
https://docs.aws.amazon.com//detective/latest/userguide/securitylake-integration.html#resource-share-arn
https://docs.aws.amazon.com//detective/latest/userguide/securitylake-integration.html#cloud-formation-template
https://www.youtube.com/embed/73ZurSZCZwA
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£ FF #5844 Detective 5 Security Lake

KEBNENS L] |, IR IEHHELAER Security Lake BIEF . HIEM Detective B &tk /3 A
Security Lake AR I Security Lake 2 & EEKE A EMNEH,

Security Lake 5 AWS Organizations £/ , AIBBHLFZSNKFHWASERE, ERALFER
Security Lake , ##) AWS Organizations &Ik /= 2440 5t 7 IRV 4H 4R FE & — B ZIRAY Security Lake &
BR., AE , M Security Lake B G %4/3 A Security Lake , AL PR A K, S A BEH
EHRE.

£ 4% Security Lake & Detective S22 8l , E#RE 7 Detective BIE Rtk /5 A Security Lake.
BRTEEERATSREFEEATRSRREERE N REH REBTWRE, BXUMEA Security
Lake BF4E IR , 52 (Amazon Security Lake FAF1ER) AT,

A, IERIE Security Lake & IEEM AWS CloudTrail EEE4FL SR ELFAE = ( Amazon
VPC ) RBZFZHRWERENESH, EXZLHPARKRENESFHAFE , S H Amazon Security
Lake AAFEEHIIMN AWS BRSESEE.

% 1% : 1£ Detective FEIELZ L MITHE

RERANF WA E A Detective ##]A €12 Security Lake iR &,

EfE Ak B Amazon Security Lake By BEME4 | BABA Security Lake TR AF . iTHEAF AT
Eif)FiAE Security Lake IWERHNEIE, EEEWNIRAVITRE o LUE A #E I Si# Athena Z KR
FEEELDHE L FHKRS (Amazon S3) FE AP &R AWS Lake Formation k. ERNITFEA
P, Security Lake B R AN ERMEAFEEREIT AT HAFHENER. BXEE R NIRRT
WIRENEER , FSH (Amazon Security Lake FAF1ER) FHEIEZESERNRNITEAF,

BT SR Security Lake 1TF]%& , SA{E[@ Detective B A Tk 7 &R FEHRNIR,
£ Security Lake #8% Detective i [ A F

1. ¥TFF Detective $#2#|& , Witk https://console.aws.amazon.com/detective/,
2. ESMBERP , EREM
3. 7t Security Lake iTHAFE®EH , i TIK/~ ID FMSAER ID .

it Security Lake B & IDs EAEA1% :

« 1£ Security Lake F #8612 Detective iT F A,
- FTHRAFREN EEEANR,
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https://docs.aws.amazon.com//security-lake/latest/userguide/getting-started.html
https://docs.aws.amazon.com//security-lake/latest/userguide/internal-sources.html#cloudtrail-event-logs
https://docs.aws.amazon.com//security-lake/latest/userguide/subscriber-query-access.html#create-query-subscriber-procedures
https://console.aws.amazon.com/detective/
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- EREIZEESE Lake Formation X BRAY Security Lake EH#ITRAF , iB1E Security Lake |
A ik $E Lake Formation ¥E R BRI E Ao

¥ Security Lake B R N EGIZEITIAF 8T , Security Lake 2R IEERK — Amazon BREEE
ARN, EREE R It ARN RIXLHE,

4. 7£ Security Lake T AP BE#&H i A Security Lake BE A RHHNERLEE ARN,

W E Security Lake B B EREZ ARN J5 , 7£ Security Lake T AP B ERLE ARN
EHHEA ARN,

% 2 25 : 1 Detective AR [E{REV MK F R INFTER 1AM X R

AEBUR T EAFRIMNBIEE IAM B 138 AWS Identity and Access Management (IAM) X PR 5K B& By
"L¥2E1§z§so

=3 A Detective & Security Lake BIEER , BAIUFELT AWS Identity and Access Management
(IAM) X PR BE BT DO ENEHY IAM B 45

FTENRNBREREMNB AR, MREEERHBSMW Amazon S3 F#ERFM Athena EHER | 15
§¥ athena-results-bucket HiNIERN Amazon S3 FEREB . MREHLE Detective BBIERK
Amazon S3 7R 1E i Athena BEHER |, M IAM KBS ER2EP S30bjectPermissions,

MRERB R REEHINEER IAM B OFENNR |, BERREN AWS EER, NRERBMEN
[RELIMEE , FSH IAM AP EEP R SR RIBHEL HIRES.

JSON

"Version":"2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [
"s3:GetBucketLocation",
"s3:ListAllMyBuckets"

1,

"Resource": "*"

},
{
"Sid": "S30bjectPermissions",

%25 RMFTEN 1AM PR 144


https://docs.aws.amazon.com//IAM/latest/UserGuide/troubleshoot_access-denied.html
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"Effect": "Allow",

"Action": [
"s3:GetObject",
"s3:PutObject"

1,

"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"

"Effect": "Allow",

"Action": [
"glue:GetDatabases",
"glue:GetPartitions",
"glue:GetTable",
"glue:GetTables"

]I

"Resource": [
"arn:aws:glue:*:123456789012:database/amazon_security_lake*",
"arn:aws:glue:*:123456789012:table/amazon_security_lake*/

amazon_security_lake*",

},
{

"arn:aws:glue:*:123456789012:catalog"

"Effect": "Allow",

"Action": [
"athena:BatchGetQuexyExecution",
"athena:GetQueryExecution",
"athena:GetQueryResults",
"athena:GetQueryRuntimeStatistics",
"athena:GetWorkGroup",
"athena:ListQuexyExecutions",
"athena:StartQueryExecution",
"athena:StopQuexyExecution",
"lakeformation:GetDataAccess",
"ram:ListResources"

1,

"Resource": "*"

"Effect": "Allow",
"Action": [

%25 RMFTEN 1AM PR
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"ssm:GetParametersByPath"

]I

"Resource": [
"arn:aws:ssm:*:123456789012:parameter/Detective/SLI"

]
}I
{

"Effect": "Allow",

"Action": [
"cloudformation:GetTemplateSummary",
"iam:ListRoles"

]I

"Resource": "*"

}I
{

"Effect": "Allow",

"Action": [
"organizations:ListDelegatedAdministratoxrs"

1,

"Resource": "*",

"Condition": {

"StringEquals": {
"organizations:ServicePrincipal”: [
"securitylake.amazonaws.com"
]
}
}
}

REBNAMEH AWS CloudFormation EERIEZ RFEHLZ ARN BiEHPSR , X2 A Detective 5
Securlty Lake EZ BN A FEL R,

E M Security Lake 175@ FRRHBEEE , BAFES Security Lake B 57 8121 Security Lake |93
HHRBERERE, BEFTEREEKFRIEZM AWS Lake Formation fXR, Btk , BB ATEIER
AIERRRERH ,.,\EI’J Amazon Simple Storage Service ( Amazon S3 ) Z&#.

ET—2%H |, &£56H AWS CloudFormation iR A A TR A RIEHK  EZERHLE ARN EiF. €l
EE AWS Glue [BRRZEF BIRFMZEF AWS Lake Formation B G X R,

S]|3 . EIRFHE ARN BiE 146



Amazon Detective AriEE

EZRRLE ARN BiFH B AER

1. A CloudFormation R1x 812%#7 CloudFormation ik, BXEZHMER , HSHRER
CloudFormation 181 8l 2 #4k o

2. QIETHIRE , &E BHEMR” LS A Detective 5 Security Lake BIEERK o

£ CloudFormation &4k €2 4%

Detective 12 7 —4* CloudFormation #84x , &7 LA R iZERRIZRE QIR EE Security Lake 1] 5
ERERFRNEMENS .

S8 1 : 8lE AWS CloudFormation R A&

P83 CloudFormation FRS B & T 8E{E A CloudFormation ik Iz #tk, MBEBEEUNERRSE A
BFFENNER , FEB R Detective BIERAKFHEE R, X AWS CloudFormation RS AN EZE
B &2 AWS CloudFormation fRE A€,

1. BT AWS BEEEGHA HITH 1AM #&& |, Wik R https://console.aws.amazon.com/iam/o
2. EIAMEFIENEMERTD , ERAG , ARERUIEAR,

3. WTFEFEAERM, EHFE AWS RS

4. 1% CloudFormation, RFBIEET—F,

5 WMAABMWEM, Bl CFN-DetectiveSecuritylLakeIntegration,

6. FTHAABKEKRBHMEAR, <Account ID>ERNEM AWS IKF ID,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "CloudFormationPermission",
"Effect": "Allow",
"Action": [
"cloudformation:CreateChangeSet"
]I
"Resource": [
"arn:aws:cloudformation:*:aws:transform/*"

1
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-iam-servicerole.html
https://console.aws.amazon.com/iam/
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"Sid": "IamPermissions",
"Effect": "Allow",
"Action": [
"iam:CreateRole",
"iam:DeleteRole",
"iam:AttachRolePolicy",
"iam:DetachRolePolicy",
"iam:UpdateAssumeRolePolicy",
"iam:PutRolePolicy",
"iam:DeleteRolePolicy",
"iam:CreatePolicy",
"iam:DeletePolicy",
"iam:PassRole",
"iam:GetRole",
"iam:GetRolePolicy"
]I
"Resource": [
"arn:aws:iam::111122223333:x0le/*-ResourceShareAcceptorLamb-*",
"arn:aws:iam::111122223333:r0le/*-SsmParametersLambdaRole-*",
"arn:aws:iam::111122223333:x0le/*-GlueDatabaseLambdaRole-*",
"arn:aws:iam::111122223333:role/*-GlueTablesLambdaRole-*",
"arn:aws:iam::111122223333:policy/*"

"Sid": "S3Permissions",

"Effect": "Allow",

"Action": [
"s3:CreateBucket",
"s3:DeleteBucket*",
"s3:PutBucket*",
"s3:GetBucket*",
"s3:GetObject",
"s3:PutEncryptionConfiguration",
"s3:GetEncryptionConfiguration"

]I

"Resource": [
"arn:aws:s3:::*"

"Sid": "LambdaPermissions",
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"Effect": "Allow",

"Action": [
"lambda:CreateFunction",
"lambda:DeleteFunction",
"lambda:GetFunction",
"lambda:TagResource",
"lambda:InvokeFunction"

]I

"Resource": [
"arn:aws:lambda:*:111122223333:function:*"

]
}I
{
"Sid": "CloudwatchPermissions",
"Effect": "Allow",
"Action": [
"logs:CreatelLogGroup",
"logs:DeletelLogGroup",
"logs:DescribelLogGroups"
]I
"Resource": "arn:aws:logs:*:111122223333:1og-group:*"
}I
{
"Sid": "KmsPermission",
"Effect": "Allow",
"Action": [
"kms :Decrypt"
]I
"Resource": "arn:aws:kms:*:111122223333:key/*"
}

F 25 NIER 1AM EEABRINR,

BEEUTHRTREFEAEEL—SF0IEM CloudFormation RS A GIEMERK ., FUT IAM KR
INEET R B F£3% CloudFormation RS A K IAM ZIE A, EFERIRIXAN IAM E4ROIEHEK,
WMREEAER IAM KBEFTENAR |, i8R Detective EBERAKFNEER,
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® Note

ELUTEREF | RNRBEHPFEHAR CFN-DetectiveSecuritylLakeIntegration 218
M Creating an AWS CloudFormation REAGBLRHCIENAR, WRFT—H , &

REEUNEEZNSRAPMANABER.

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "PassRole",
"Effect": "Allow",
"Action": [
"iam:GetRole",
"iam:PassRole"

1,

"Resource": "arn:aws:iam::111122223333:xrole/CFN-

DetectiveSecuritylLakeIntegration"

},
{

"Sid": "RestrictCloudFormationAccess",

"Effect": "Allow",

"Action": [
"cloudformation:CreateStack",
"cloudformation:DeleteStack",
"cloudformation:UpdateStack"

1,

"Resource": "arn:aws:cloudformation:*:111122223333:stack/*",

"Condition": {
"StringEquals": {
"cloudformation:RoleAxrn": [

"arn:aws:iam::111122223333:xrole/CFN-

DetectiveSecuritylakeIntegration"

1

"Sid": "CloudformationDescribeStack",

SR 3 I RRHLE ARN BiF
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"Effect": "Allow",

"Action": [
"cloudformation:DescribeStacks",
"cloudformation:DescribeStackEvents",
"cloudformation:GetStackPolicy"

1,

"Resource": "arn:aws:cloudformation:*:111122223333:stack/*"

"Sid": "CloudformationListStacks",

"Effect": "Allow",

"Action": [
"cloudformation:ListStacks"

1,

"Resource": "*"

"Sid": "CloudWatchPermissions",
"Effect": "Allow",
"Action": [

"logs:GetLogEvents"

1,
"Resource": "arn:aws:logs:*:111122223333:1og-group:*"

%% 3 : £ CloudFormation B 4|l&HiEEEENE

1.
2.

M Detective ## A AWS CloudFormation 124l &,

(AE ) MAMRET. HEREHREFERN ., BAILUFHERENER N SR THERBER TR

Y& #Ro
WALLT S

AthenaResultsBucket— MR &R AE , M ERSEK — Amazon S3 Fi#EH. MRE
BEABECHEER  BRAEEM Athena ZEHERNERBEEH. UREFEAECHEE
W, ERAEERSRRAZ ARN A TE—Xif, MREFEABCHEER , TRERIEEW
LakeFormationPrincipals EEREFE#HBEANKMMNEHEFIREI RN E. BXFMH
BENEZFAEE , 555 (Amazon Athena A IER) PN E AL RN HIEEH,

DTRegion— Lt FEBREMEEE, EFAEEIMFERPRIE,
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https://docs.aws.amazon.com/athena/latest/ug/querying.html
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*

+ LakeFormationPrincipals— # AR ERFHEAZTEHERNNRE IAM ZEA ( Hla0
Af ARN) B9 ARN , LUES 2R, XLEAERIRNEZE 0 ITHEEA Detective E’Jzzéﬁz
i,

BRAREFERAZHTELSE [Step 2: Add the required IAM permissions to your
account] HHNT IAM IXPREY IAM 4%,

+ ResourceShareARN-lt FEREFLEE, BAEERFERANE,
PR

IAM B : %R EE Creating an AWS CloudFormation Service Role SRHGIEMN A
B, HE , TLNHEBZE (WRENZHH IAM BEEE Creating an AWS CloudFormation
Service Role SBRHMFIEXLENR)

EEALRPARBINERE R holBERERE, AXESHARFR , BEBTBNELEHMN
T 1AM &R,

ResourceShareAcceptorCustomResourceFunction

- ResourceShareAcceptorLambdaRole

- ResourceShareAcceptorLogsAccessPolicy
SsmParametersCustomResourceFunction

- SsmParametersLambdaRole

- SsmParametersLogsAccessPolicy
GlueDatabaseCustomResourceFunction

- GlueDatabaselLambdaRole

- GlueDatabaselogsAccessPolicy
GlueTablesCustomResourceFunction

- GlueTablesLambdaRole

- GlueTablesLogsAccessPolicy

% 4 % . Amazon S3 FEM KRR NEl IAM £ A LakeFormationPrincipals

( ATk ) MRELL BRI BER AthenaResultsBucket , N AFUF AT SR EEHT N EY
LakeFormationPrincipals ## IAM EA4%k,

{

"Sid": "S30bjectPermissions",
"Effect": "Allow",
"Action": [
"s3:GetObject",
"s3:PutObject"

S]|3 . EIRFHE ARN BiE 152
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]I

"Resource": [

"arn:aws:s3:::<athena-results-bucket>",
"arn:aws:s3:::<athena-results-bucket>/*"
]
}

athena-results-bucket&Bi#tNAthenaResultsBucket&#., AthenaResultsBucket® EATE
AWS CloudFormation 24l & £k Z :

1. ¥E https://console.aws.amazon.com/cloudformat ion £¥TF CloudFormation 2% & .
2. BEHEHMHERK,

3. BEHEHRFETF,

4. ¥ RiBE ID AthenaResultsBucket H#EHHYE ID,

B X Detective £ B &

MREFE XA THF Detective 5 Security Lake EFRIEASE , AN E#THRE K AEBAERE
Ko BT LA4%%%EE CloudFormation BARAELA T ER TEHMS ALER !

« EEH Security Lake T , BRI SAIZFMANITEAF , A LALLE Security Lake EE R EFHAFIT
58] B B4 KR o

- EEATEMERBRERNBENEM Amazon S3 F#ERE.

- J8EH M Lake Formation 4%,

E#1/5 A Detective & Security Lake IERKAT , B LURBHRRLE ARN , HEEF IAM R, Ef
i IAM IR , A BAM Detective ¥ % IAM #2# &, BB LURE 5L BITE CloudFormation AR AR 4
ANE, EBXTMRINA CloudFormation kA EFH A EEC T EEH S AEMK.

E#1/8 A Detective 5 Security Lake B SR

1. $TFF Detective #H|& , Wik https://console.aws.amazon.com/detective/,
2. HESMBERTP , EFERK.
3. ZBALUFEAUTE—SIREBEMN :

« £ Security Lake B1&H , &R HE.
* 1 Security Lake Bi&H , EEFEUNE. EUBTEY , EERE.
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https://console.aws.amazon.com/cloudformation/
https://console.aws.amazon.com/detective/
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4. WAFHEREZE ARN , LU XiZ A B B 3E kR o

5. EEYEIAM PR , HEE IAM #HE ( MBEEERE IAM R ) .

6. 4Ym%E CloudFormation #Eix P HIE.

1. TRl | BFERBRIN AKX, DREFHIBRNEHKRASRER — XS 2HHE
¥, WENBEREEK. BXEZHHAEE , BSHEMERH CloudFormation 1%,

1. BIZF CloudFormation 1k, BXEZIFMEE , SR EA CloudFormation &R 672
o
7. ERBRER.

X 57 Detective X2 MERKR AWS X1

PRA]LATELLT AWS X4 Detective & Security Lake £/

X i3 & X5 I =2 1738
EERE ( HZEM us-east-2 securitylake.us-east-2.amaz HTTPS
) onaws.com

EZERE (HFERL us-east-1 securitylake.us-east-1.amaz HTTPS
MAEER ) onaws.com

EERS (dmRE us-west-1 securitylake.us-west-1.amaz HTTPS
=) onaws.com

XEEIP (BB M us-west-2 securitylake.us-west-2.amaz HTTPS

) onaws.com
TWA#X (&X) ap-south-1 securitylake.ap-south-1.ama HTTPS
zonaws.com
TWA#BKX (BR) ap-northe securitylake.ap-northeast-2 HTTPS
ast-2 .amazonaws.com
o ARHEX (T3 ) ap-southe securitylake.ap-southeast-1 HTTPS
ast-1 .amazonaws.com

TEH AWS X5 154
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X1 & 75

LA K (ER )

TAMK (5 )

EKXR ( RE)

RN X (SEZ AR

)

KK X ( TBR=)

ROM X (123K )

MM X (D )

KKt X ( Hr fE R

B )
rEEM (ERT )

X5

ap-southe
ast-2

ap-northe

ast-1

ca-central-1

eu-central-1

eu-west-1

eu-west-2

eu-west-3

eu-north-1

sa-east-1

=

PANNY

=3
E

securitylake.ap-southeast-2
.amazonaws.com

securitylake.ap-northeast-1
.amazonaws.com

securitylake.ca-central-1.a
mazonaws.com

securitylake.eu-central-1.a
mazonaws.com

securitylake.eu-west-1.amaz
onaws.com

securitylake.eu-west-2.amaz
onaws.com

securitylake.eu-west-3.amaz
onaws.com

securitylake.eu-north-1.ama
Zonaws.com

securitylake.sa-east-1.amaz
onaws.com

1£ Detective FEHREKR B E

f# Detective & Security Lake &84 /g , Detective FFIAN\ R £ H1RENS AWS CloudTrail EEE4FL
OHELFIESR (L% VPC ) Hi B SMEXHNEE B,

(® Note

[/

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

£ Detective FEHRHBR BETETEIMNER., SHEIL D Athena ER B E M AWS RS
FERAFNIRAHFRERWEL,

1£ Detective F &R AX
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AWS CloudTrail EEBEEM4ER T U TEESXH :

- AWS Ik

- AWS BF

- AWS A

- AWS ABXiE

« Amazon EC2 =4l
- W5 S3 FiEHE
 |P it

- Kubernetes 55
 Kubernetes &A254 ( pod )
- Kubernetes &
- IAM B

- IAM BELE

- IAM AP

Amazon VPC FLow BEBERFAUATEE XK :

« Amazon EC2 =4l
 Kubernetes &A254 ( pod )

1£ Detective F &R AX 156
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EE N AIE A Detective 2% & ¥ Amazon Detective 5 Amazon Security Lake £ , EME LT
35 . Amazon Detective 51 B #HZ £ MER—AIFER-->

Eif) AWS KRR B &

1. FTFF Detective 2% & , Mk Hhttps://console.aws.amazon.com/detective/o
2. ESmERP | ERER, AFE R AWS account,

3. HEAPIARERERSH , ERERCENERFHAESS.

4. TEUA , BALTFREARKB S,

il

1£ Detective F &R AX 157


https://www.youtube.com/embed/A_EWd2lvVW0
https://console.aws.amazon.com/detective/
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Detective » Search » AwsAccount/714603721603

. 714603721603 Scope time Info
(BN ([ 12/21/202318:00UTC > 12/22/2023 18:00 UTC |
Activity for time window: 12/21/2023 18:00 UTC - 12/22/2023 18:00 UTC £ Q. Query raw logs ‘
Observed IP addresses APl method by service Resource
Q Search 1
IP address v Successful calls v Failed calls v Location v Actions
4 6 2
> 2 1 -
| 2 1 0

ERBBEESME RS | B LEFEIEN Security Lake BIER ZZINWBENEH, BXRBEHAR
ENEZFMEER |, B LLEFE Amazon Athena . E REVEIE,

Raw log preview: CloudTrail X

View raw event logs that were retrieved by querying data from Security Lake. For more details about the raw event logs, you can view the data displayed in Athena.

Raw log preview (500+) 1 2 3 4 5 6 7 .. 5 »

date_time v requestor_arn v account_id v region v source_ip v service v api_
2023-12-22 09:58:38.000 UTC us-east-1 s3.amazonaws.com GetE
2023-12-22 09:59:49.000 UTC us-east-1 sts.amazonaws.com Assu
2023-12-22 10:00:13.000 UTC us-east-1 ec2.amazonaws.com Desc
2023-12-22 10:00:13.000 UTC us-east-1 sts.amazonaws.com Assu
2023-12-22 10:00:13.000 UTC us-east-1 iam.amazonaws.com Getl
2023-12-22 10:00:13.000 UTC us-east-1 sts.amazonaws.com Assu
2023-12-22 10:00:13.000 UTC us-east-1 sts.amazonaws.com Get(
2023-12-22 10:00:13.000 UTC us-east-1 autoscaling.amazonaws.com Desc
2023-12-22 10:00:14.000 UTC us-east-1 ec2.amazonaws.com Desc
2023-12-22 10:00:14.000 UTC us-east-1 ec2.amazonaws.com Desc

Close ’ See results in Athena [ ‘ Download results

EEWRKRBERT , SO LBUEE#RIER |, 7 Amazon Athena FEEER , A THER [THNIE
PPEE (.csv ) X

MR IRIE Detective FEEIHE , EEWREREEIMER , NARERBHTFUTERMmSIEH,

1£ Detective F &R AX 158
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« R BETBES K TE Detective FATA |, AR5 ERTE Security Lake BERA, EHEER.,

* Security Lake R AGERAD A&, MREZFSFTRKETE , MR Security Lake FRD BE&. EffIR
ZEE |, EERIEM Security Lake BEE R,

L]

- B AWS ABHNRKAE

« &) Amazon EKS £EMNERAE
« &) Amazon EC2 EfIEH BE

i) AWS SEHRKBAE

MBEAE T RFIBNE D AWS ABHES) , ATLATE Detective 24| & P 1TIR4E,
Eif AWS BENREBREE

1. 3TFF Detective #2#|& , Wit R https://console.aws.amazon.com/detective/,

£ Detective Summ ary WEM “FTMBZWHEBNE” F2 , I8 TiZ AWS €&,
ESMERP , EEER , AFEER AWS role,

XFZAWS At , B RRUERZEFEMNZ IP it & HEVEE API B,
ﬁ?%%ﬂﬁﬂﬁ APl RSN ARREER , ITHRBAEMER,

Activity for time window: L

o & w0 b

Observed IP addresses APl method by service Resource
Q, Search 1
IP address v Successful calls v Failed calls v Location v Actions
> 289 284
» 63 0
> 42 0
> 21 0

Ei AWS BEHNRKHBE 159
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£ Amazon EKS B EREB A E

1. 3TFF Detective #2#|& , Wit R https://console.aws.amazon.com/detective/,

M Detective I ETTHBIER pod ZREZHWAR[EHBS , FME Amazon EKS £F.

£ Amazon EKS B FEREY , #£#F Kubernetes AP SEZIET,

f£3%5 R bk Amazon EKS S8 HY Kubernetes API BEZI 0 7 |, RSB SR S RiE#ES.
AL |, WAL IRERRIR B E.

o > 0N

#1 Amazon EC2 LRV R B &

1. §TH Detective ##l& , Wik Fhttps://console.aws.amazon.com/detective/o

2. ESMERT , EFEEER , REEE Amazon EC2 instance,
3. EVPCHERERS , EREREN API BAZSLNERXERE , ST RK BEMK R,
4. TRkt , BAIUFHERREEBE
Activity for time window: 11/21/2023 11:00 (UTC-08:00) - 11/22/2023 11:00 (UTC-08:00) .~ @ Toggle overall traffic
| Q Filter ‘ 1 2 3 4 5 6 7 .. 888 )
O IP address v Local port v :::“E v It’::f:i:nd tor:::su"d v Protocol v Directionality ¥ ::;:':I v Actions
O 22 - 44.7 kB 57.7kB TCP Inbound Accept E
O 22 - 2408 480 B TCP Inbound Accept Q
O 22 - 61.1kB 75 kB TCP Inbound Accept Q
O 22 - 59.6 kB 70.8 kB TCP Inbound Accept Q
(] 22 - 2408 540 B TCP Inbound Accept Q

ERBBFEMERT , BUUEEBEIEN Security Lake BHIBEBRRIIWBENEH, AXERHBEHRHH
ENELSEFMER |, RO LLEE Amazon Athena & R EIE,

EERRBAZRRT , BRI LLHUEERFER , £ Amazon Athena PEFLER , HTHLER [THAE
2 bR {E (.csv ) XH].

®H Detective 524 HERK

MREE R Detective 5 Security Lake FVEER , MITSEBM Security Lake &R A EMBHEIE.

#i Amazon EKS 8RB B & 160
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Amazon Detective AriEE

2 H Detective 5 Security Lake BIEE K

1. 3TFF Detective #2#|& , Wit R https://console.aws.amazon.com/detective/,
2. ESMERP , EEEMK

3. MERIMAEHK. BXREZFMER , BSEMBRME CloudFormation %,

4. TEEH Security Lake £ EEH , EBEH,

fiIBR#E CloudFormation 1%

MRETHBRIMNA HE |, NER — XE A EFHERGT RN, B CloudFormation 12 #l & = A
AWS CLI B CloudFormation 3%

fiiB& CloudFormation 4k ( #2&I& )
1. £ https://console.aws.amazon.com/cloudformat ion =37 AWS CloudFormation 2%l &
£ CloudFormation 2| & #LTNE L | EFREMEREV K. ZHERGLTL TETRES.

2.
3. GEHRFMAEEESRD  EEMEE.
4. FERGIRTE, EERMIERHER,

(® Note
R BRFF RS |, BT EE LR M BRIR/E, 4Rt A DELETE_IN_PROGRESS IR%S,

HERBIRSEERZE , #i%S4F DELETE_COMPLETE A%,
BEE HERR M BR SR

WMREBIEE FDeletetrfiFailed to delete stackigBEEZHE HIMKREIR , MRRER IAM
A BT CloudFormation AU BRI, BB RIBHI K - EIE & LA BRERR o

fiBR CloudFormation 4% (AWS CLI)

EAWSCLI RAEFMWMALUTHGS :

aws cloudformation delete-stack --stack-name your-stack-name --role-arn
arn:aws:iam: :<ACCOUNT ID>:role/CFN-DetectiveSecuritylakeIntegration

i Bx#E CloudFormation # 161


https://console.aws.amazon.com/detective/
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CFN-DetectiveSecuritylLakeIntegration R Creating an AWS CloudFormation

Service Role ZEHBIEBNRFZAE,

B3 CloudFormation 1% 162
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FUM A U5 328 Detective B

N T HBBYIERIRER Detective &30 , FABRITHE R T HERNENTITEA.

- WTFEEAKF , FRABRAHE RBMTHNERNBEENAITRA,
« WFRAKS , FABRAEE R TANERENTAEPEKSVBEENTTRA,

Detective ¥ 3% AWS CloudTrail B E 12 %,

AE

- THERSFRHARENT

« U5 Detective B R itk PR ERTER
« Y512 Detective B G MK/ Y AR

« Amazon Detective 11t E it & A

ITHAERRAR T

Amazon Detective A BN XN ENKFRME 30 RKWERIZA. ENMNKFHNERIRAANBEREEN
TREZ -,

o EAKFJS A Detective 5 , e NITHRNEEAKS,

« EANKFHIEERN AWS OrganizationstA42 /Y Detective BEXE R IKF , F B EXB A T Detectives

« 1R Detective EEAMKF EBISEZRIE2L B AT Detective , MZKF AT HRFH 30 XREFHIA
Ao

« WPESBERNTHAERTHORAKS , HENKAKFER,
« AR A Detective EERKFENK R K, E M.

MEBESEE |, R BRIA AR 30 X, ZKFEERN ZHRLBNEMABIES TR, AL RE |, Detective
FraEkFWERERTHRERAOEE, BXMMERE Detective 5E3), MIEFEABRNEEMIT A
HEZER | BESRFTUNA KR Detective AN, BXRXENMNEZEELR | HESH Detective Efflo

ZXFWAETHEBEAERN 30 XAM. flm , —NKFHEERAATHIBRHREKS .. XHITH
730 RW#AFHHAA. 10 Xg , ZKFFEAR—XENE=NMTHIE. XTE=MTHE |, ZKF
FIRE 20 RW R R BIE.
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R RESTIFAL

- EE RS ALUNE Detective WAFEMZhAEE , AR IEEMME,

-« EIE R MAK R MK W BATE Detective FFRmE AT R <8l , MIEHIRENTAELTZA, FS[the
section called “& & 5 I /8 B 15)% #1 3% " FMthe section called “B G M P F 1B )R B ER .

AHARFERRN %R

Detective ¥t 73 I BB R IRIRM 30 KRR FIXA, ZRFiXAAE5EXRE A Detective B 3 #&%0»
Detective BiiE R RIZHM R FZIZXATE,

@ Note

MREFEBRATEBERREE 7 RAFHER , WRBIREM |, Detective 2 — XA
EEZBERREHERIAA.

ESHAREATENERERIR , 5@ Detective R A A EIERIFEAREE,

U5 Detective BIE Bk P BB R

Amazon Detective 2@ 8Nk WEIZK BN S NMTARFEANEENTZR, TieHERFREND
{7 , Detective NFTEHIRIZ T GB 7R —HERINTHE,

XNTEBRRAKS , B Detective ZHI EMNEMABTRITME , AILERT X 30 RARHBIERIFIIRIK
FPERENBEE, EEAKPETUETEKSMBNMTHIEEHRE 30 RAWTITEA.

E&EF Detective WERABERER

1. BXF AWS BB E. ABITTF Detective B&IEH , Mt A https://console.aws.amazon.com/
detective/,

2. & Detective SMMBEEFWIRET , RBFEABER.
3. ER—/NEWF  EREERRIZRKFEEFERBER ZBHITER,

FNKF A BIEE

BAGKS X2 RNESIHTHNEFERKS . X250 H S MBRRI B R K,

AR RIESRIRAY e 271 A 164
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XTFENMKS  REHREFIREHUATER.

« AWS K P HRIRFFA root A 7 BB FHR 4R ik,
- KPFBAITHERREHEEN B,

NTFEEBRAKF , X2iZKF /3 A Detective B9 B Hi,

NTRAKS |, X2WFEZBEEE AN RRKSE B,
- ZKPFETE 30 RAKRBRHNHER, SBSEMANRREKE,
« ZEKFYHARBLTRBHAH, TR TRBHABHIKS |, IIRLKERRRRE.

WRFABEKFHBFERZHRAHAN , WFEREFRHRRSE,

ITHAENTLTEA

ZKFNTITRAERERAKS 30 REFENTIUTREA. MITRAETEEAKSNEH FERE,

/A Important

X—HFRAEMITHEA. EFNTHAEN 30 XRNBEENEEAKFBENLETZA. E=2EE
B 30 KW EABRITEHFRM, S the section called “Detective #1{A1T E it B,

ITHAENTITEA

FIAKFHMITRAERTEMNMTINE 30 REENTNITERA. MITRARBRESNMNKINEHTH
REITERN.

/A Important
X—HBRARMITRA, SN THAEY 30 XRFEBERNTHEBENLESZA, ©21B1Eq 30
RKEOERAERITEHRN, MITZRATSENTHIERRBRAKAKS, . ESH the section
called “Detective t1{Ai+&E it A",

RERMHNHER

BEZREERTHEFEANTRIREAS LA BERNE,

THEHNmITEA 165
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FEKFHUNETACKINXERE, EEAKFIUEEESHR , HRAFHENKANER
B, EFFHEMBREYRAKS

Detective &>

Detect@@ ive #/OEMRE R T % 30 KK M Detective #/03KIR ( BCloudTrail &%, VPCHi#E B
EM GuardDuty REL R ) IV HIEE.

EKS #it B&

EKSE# BEERE RE % 30 KWMEKSHEITHERIZEMEBIEE, RERNTHEESH TEKSH
ZBXE , WEEWERF TH.

1512 Detective KA TKFHERER

Amazon Detective £E &Nk WEZIK P ATENENMT B ERANBRENZR, TRBERREN
i , Detective T B IEZEE GB 2 R5G —HERK K,

NFRAKF , FABERRENE RZKFHOEFEENTAITH 30 XEH,
E&EF Detective WERERER

1. BFF AWS BEEEHIE, ARBFTF Detective ##1& , Wik https://console.aws.amazon.com/
detective/o

2. & Detective SMMBEKEFWIRET , REBEFEAER.

BMTHERNREE

ZWFHEINEIE T ZRAKFRENTAR, EFBTELEBER R FARREE 2K BIBRE R 2
B
HTENMIAE , ZIIRQEBEUTEE
- EERAKSNKSES
« B X 30 RAMNZEAKF RN HEE, SEBEEAERREKE,
- BRTHENKEKSE BB,

B G P 6 R 1RO BR B 166
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Amazon Detective ArfEm
BT HNEBNmIT A

ZKFNTITRAERT ZKAKSERERHOFAETHIES 30 REENTITRA, MitRARRE
AP &R FEORBERITERN,

/A Important

X—HFREMITHEA. SN THEAEN 30 RBEENEEAKFPHBIENLETHA, E2RE
Bl 30 RWERAERITE RN, 1§25 the section called “Detective Tt E i+ E A"

Amazon Detective f{a 1t & i1t %% A

EHEEFEABANHELE RNt HE , Detective 2HITUL T RE,

1. BEETHEPIREMAKFATITEEA |, Detective 11T 7 LA T 4E,
a. TESRXNFERIEE, ©EMEZRRABNBIEEMAM |, RERUKFHERKE.

MRZIKFE 30 RATBA , WARHN 30, MREZKTEFE 30 RATEA , WrhEEZZAE
R R

filgn , MREKFE 12 XAIBA , W Detective 231X 12 RN KIFEEMEMN , RS FEHERI
12,

b. FFiZMKk 8 B FHEERL 30, XRZKF 30 KWFitEAE.
c. FRHENMERITENIT 30 XEAEMNIT 30 X%,
2. BRBITHEAWTITERA |, Detective 2T TIRE :
a. 8T HEPMEKFHNMIT 30 XEAE.,
b. FAHEMERITEMIT 30 REAEMNTIT 30 REZRH.
3. EETHESPIREUK A HFIT S5 A |, Detective AT TIRME -
a. 8HMETHEPFMITH 30 XEALE.
b. FAEEMERITENTIT 30 XEAEMNTIT 30 KEZEHA.
4. MRIEFEAHRHLE Amazon VPC , Nl Detective S BFUEEFITETITRA., BRINBWEESF
BE T RN RAEN I KA.
a. IR Detective X A B HLE Amazon VPC , BE B H M Detective WP FERZHEE
VPC , M| Detective FiE#EKRH1Z VPC WFIARE. £AEMMKAFEM |, Detective FFiE#
VPC AFFERER AL,

FINEBTITER 167
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b. MR FEEHLE Amazon VPC BIE— EC2 L4l , BEEZEMEETE Detective KR , N
Detective A 2K #XBiZ VPC WEMRE , mMABFERAEMEANRIK, MREEEESFR VPC
AR E |, NAEF Amazon VPC FrEE RN Detective BRI A -

Detective 1A it & it 3% A 168
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Amazon Detective FRYZ 24

TEEAWS REFZE, FNAWS FF , BAUZRT TN REASHEZEHBREALNERMHY
BRBAE R UMM LZRY,

RERMFHEEE AWS WEE, REREEXFEBERAIZHN Z2MNEh WEEH

« BEE — AWS TR E AWS ZHIEIT AWS RS EAEN, AWS EHERREATUZEER
Y BRSS o

ERAWS EMMIT RN —EBS , E=ZFFRARFEPRN XN RIELZSHN BN,

E T ##E AT Amazon Detective FIEM TR , FS50 AWS MM RISEE N H RS .

- TIREE-ENREHREERDN AWS BFERE, EEFENEMRRNT , SFELENETFHHR2
. BRANERANERREREN,

I AR RS B8 T SR a0 £ £ A Detective R R ARAEHRBEN, U TEBE YA UMME E Detective
DEMBHRZEEMERAEB IR, BENTET WAEAEM AWS BRSREBBIE L EMFRT 2N
Detective %R

AE

+ Amazon Detective F R BRI

+ Amazon Detective #J 5 1 #1157 & 8

+ Amazon Detective K& H R

+ Amazon Detective F Y FE RS BE

« Amazon Detective PV BRI B L &4

» Amazon Detective F$Z 10 VPC LT & (AWS PrivateLink)

« Detective HE & RIERE

Amazon Detective FHIEIE{R I

AWS 2 EFER K D EA T Amazon Detective FHVBIERY . MAEEFTIR AWS | ARRIIZIT
FIEARNEIRERSENH AWS Cloud, BRREFXNREFTREMEN LNRABRNERGH., LERATRE
FREERRY AWS BRSS MZEBEMEERMES. AXBERANESEE | B REERLE N B HM#
ZEAWSH M. BXRMNBFERIPNER , BESRBEASERY &M (GDPR ) Hb.
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https://aws.amazon.com/compliance/programs/
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https://aws.amazon.com/compliance/data-privacy-faq/
https://aws.amazon.com/compliance/data-privacy-faq/
https://aws.amazon.com/compliance/gdpr-center/
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HFHEERF L , RIONEBEUERT AWS Ik ZIEHEH AWS IAM Identity Center 2% AWS Identity
and Access Management (IAM) RENARAF. X , 8MNAFPRREBETHIERIRAMENNR.
REWEBIE AT AR EIE

s NENMNKFFERZESHRIE (MFA)
« FAF SSL/TLS 5 AWS BREE. BAERFER TLS 1.2, B TLS 1.3,

- FAHRE API AP EZI BE AWS CloudTrail, Bx{# A CloudTrail BRERIEHIR AWS JEFIHNEER
BHZ R (AWS CloudTrail BF#ER) REFEAR CloudTrail &,

- FH AWS MZERAFRUREFNFFIERIANZSEH AWS RS,

- FABREEZLERS (HlI Amazon Macie ) , ©EBIT XIMMRI F#1E Amazon S3 HEV U
R

- MREE AWS BEGSTRES APl ##HTH R EELZT FIPS 140-3 RIFMINZER | E6EH

FIPS ih k. BXAAM FIPS InRMNESZEE , B5H (XEBRHEELERE (FIPS ) 5 140-3
RR) https://aws.amazon.com/compliance/fips/o

BABRWE /N BEESHBER (WEEFNE TR ) RAREHEABANEFR

(WEBMRFER ) . XTEIRAWS RS £AEFIE. API T SDK 5 AWS Detective S E At A & 4T,
AWS CLIFER TE ML B R A XA ZRFHANEAHERTERSATIT RIS AL, W
REENEMRS /AN | BABABRWEFEZE MU B FILE B RBIEEX ZRS R/ FR,

Detective X¥ HLAL B M 17 & Y P B B SN M BIE R AT I

ok

« Amazon Detective B Z34A &

Amazon Detective B340 & I

BT Detective FEEEMAIRANMASHNESHE , BLEER AWS HEAXEH,

XMEEM KMS BEARESANKFFER. HZH (AWS Key Management Service FF A &EEFE)
B3 AWS BE BN EIR,

XFEAH KMS ZEATF ( KN 365 X ) B, H56 (AWS Key Management Service 7 &
ARERE) PNEARIRNIER,

FHREE 170


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-trails.html
https://aws.amazon.com/compliance/fips/
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Amazon Detective AriEE

Amazon Detective B & 15 F1 i 8] & I8

AWS Identity and Access Management (IAM) AWS fR$s T #EIEE R T2 iR HIX AWS BIRY 5]
R, IAM EERZEHTUBESFHRIE (B2F ) RN ( EENR ) FARENAR. SRR
IAM AWS fRS5 , TREXMNEAATER,

N

KA 0%

2

ERSHHITEHRIE

fEA R E 1

 Amazon Detective #1{A5 IAM thE T4

« Amazon Detective & T & 13 #9 5K B Rl

« AWS Amazon Detective LB BE

 f£H Detective WIRFSHEXHE

« Xt Amazon Detective 5 13 F 15 [a]# 17T S FEHERR

Z AR

BRI EH H X AWS Identity and Access Management (IAM) Ri&H AR :

s RSAF : MREBTEHREINEE , BMNEE R ERNR (iFSHEX Amazon Detective 5 14 #117[8]
HITHEHERR )

- RSEER - BERAF BRINBRARINERER ( FZHAmazon Detective 25 1AM 1 [E T4E )

- IAM BER  RERTEBRHENRNER (1ESFAmazon Detective ET 5K R R4 )

£ & 21T & IR AIE

SHRIERE AWS FRAFHEIERRN AN, BLTL IAM AF FH#TH AU AWS IKFRA
P, EBETEE IAM Ae# 1T ORI,

& LAME RISk B 54 RIVIEPH AWS IAM Identity Center ( 5120 ( IAM Identity Center ) , B REXE
B EAIE® Google/Facebook iE$ , ABXE F B R, BXREZNEZER , S (AWS &% AF
B PRMAEFEN AWS IKF,

MNFREHRE , AWS 1214 SDK H CLI KN FER#ITINELE. BREZER , F5H (IAM AR
M) FMERT APl ERAWS LE A 4,
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https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_sigv.html
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AWS K F root FiF°

Bl AWS K/ , BRSBE—1NEN AWS K™ root AFNEREH , ZEHATUZLFEMER
R AWS BRSS MR R, BIBENBVUFAEEABRAFRTEEES. BXERRAFKILENGES |, #
Zi (IAM RiFiERE) FIEZRASTIENES.

IAM AP M4

IAM AP RN EMNARBINARFEERENRN — 156, BWERKNFIE , MFEEFKHMEIE
B IAM A, BXEZER , BZH IAM AFERmPHNERARASERASHREFNRE S HKBIE
F 88 AWS £ A s BHIE F #E 1T 15 1) o

IAM (HIEE—4H IAM AF , ETERNMMN KERAFP#HITNRERE, BXEZER , 551 (AM A
FIE™Y BH IAM B EREA,

IAM B

IAM AEREERENRNEH , TREKNEIE. SUEINASHRE IAM A (255 ) R
A AWS CLI 5t AWS API RERRAB R, BXESEER , BZH (AM AFERE) FHEEAE
By 5 %

IAM X FEBREAFE, me IAM BFRR, BIKFiGE, BRSHRILAKRE Amazon EC2 Liz
THRAREFHEEER. BEXEZER , 558 (AM AFEE) B8 1AM F Y EIK P &R,

FHAREEERR

IEREL AWS B el 2 R TR EM IR AWS SR SR FEREZEFFHHRNR, REELTESHGHR
RFERKETNER, AWS EEZERARHBERMITPAXLERR, KSHERBEELL JSON XHHE AWS ¥
AFHEEP. AX JSON KRBXHENESZEE , FZH (IAM B Em) F 8 JSON REEHIR,

EEREARE , BYE B EE AT UEA A4 TR BLERRIITHEREREEERNGRMT
Ao

RABRT , BRNAERENR, IAM EERE IAM REFHREFNBEEH , REAFTNUE
EXEAE, IAMRKBEXNR , SHITREMANG ETLR.

ET 508K

ETHMNRBEEMMBSH (AF, ARNAR ) B JSON NRKM A, XEREIZH S5 7
BRATH ZRE, NMEFTRITAREFLAZRAETIT. ETHOMCIRET BORNKRE , B55H
(AM FiFiEE) FNEATMEEARKE L BE X IAM RR,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/gs-identities-iam-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage-assume.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage-assume.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#access_policies-json
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html

Amazon Detective AriEE

ETEHNRBAILRARKER ( ERRAZNENSHP ) REERKE ( HMNBSANFOHIRIER
B ) o BETHROAEREERBNABRERE 2 RRITERE , BSH (AM AFER) PHERERRS
MR R B 2 R AT

E T RIFRAYREE

ETRIFHREE MR ZRAY JSON KM, R~PIEHE IAM B EEEREN Amazon S3 M
Kb, EXHETRARNKBORST  BSEEAAUERACIREFNBERRNG R, BLME
E T RIFH RS I8 E £,

ETHRRVRBEEN T ZRSFHAKREKE, ETREETHRAREPER IAM Y AWS £EXR
B

TR 2H 5 &k (ACLs)

REFIFIR (ACLs) 2 HBLEREA (KFKA, ARZA. ) BNBRER, ACLs SETHIRM
REERL , REECMTEM JSON RME K,

Amazon S3 #l Amazon VPC i X FH RS =¥l ACLse AWS WAFE T EZ{SE ACLs , E5H
QIS fE 2 F RS A EIERE) P ERIEF 5IR (ACL) BHiR,

HREgRE

AWS X HMREER  XEFHERATUREFENNRBEERERFHRANR

- NRLR - REETHNNRBALRT IAM ZENEARR. BXESZEE , 20 (IAM A/
) B IAM EER PR,

o PRSIEFIKRE (SCPs)-FEHFIBEALARALN B HZR AR AWS Organizations, EXREZER , B
2% (AWS Organizations FIFF 18R ) HHY RS 15 6 KB,

o BIREFIKEE (RCPs)-REKF A RFENHZRAATANE. BXELEE , FSH (AWS
Organizations FIF1E/) PR RZEFIFKE (RCPs).

- 2ERE -ENACIRSAFCRGNSER , FASBEENSRER, BXELER  BS
F <IAM FF$ER) PHLIEFRR,

S RBERE

SN RBEPWRBEEA T —MERE , ERBORREMERNELIRE, ETHRESRSHRIEER
M AWS BERBAWER , F5H IAM AP BTN R ITEEE,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/acl-overview.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_rcps.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html

Amazon Detective AriEE

Amazon Detective Z0AI & IAM th[E T 4E

BRIMBRT , AFAAERECIESIENR Amazon Detective BIRINR, M1tbToEFER AWS B
EiEE A AWS CLI, 5 AWS APl #T1ES . Detective B 5 %4734 AWS Identity and Access
Management (IAM) 8 , &£F IAM AR A SN MIAMFENEERFRNITIHE AP BENRR, A
B, BEAMTURNX LR IS F EX LN R EM,

Detective ERE T IAM H {3 RIREE N AT RE WA P MIRER TR -

- EEAK, - EBAKPRITHENRESE , THREARKS FHRE. EEAKS ALEERR
P RITHBRRERE. EBAKSEAUERTHERD RNFESXLEKS KRR RANER.

ALLREREE , ATERAKSMANAFRITAIERENES. o, EBAKSFIAFATER
EREEMAKFHNR, HtAF AR BEEATHRRITHERNNR.

« AKFE — AAKFRZBETHERERENIKS . XRAKSBREELEN, EXBEE , X
G P BT BAMAT 9 B AR R BREL K 7 o

E 27 ## Detective MEM A 2047 AWS RS A IAM |, F5H IAM BFPEEHR “/£ JSON” £
+ EBIEFRRE,
Detective T 5 15 HY 3K B

BEFERA IAMETFERNEKE , AIUEEATFSIELNREMNTRERUR A FSRIELIRENS
. Detective ZIFIFENIRE, HREMIZMHR,

ETH#R1E JSON R ERAMFIATE , F5H (AM AFER) S8 JAM JSON KB TESE,
BRI

EE R WLER AWS JSON REERIEEHERRIBEF L, BRER , BN EETUANT AR FRITER
1, AREMAAZKHETHIT,

JSON R Action TEBER T A TERKP AWHIEL L RINRIE, ERBPFIESREUARTR
ITREIRERI R,

KB AMHMNBE Action 2 NotAction jtE., Action JTEYIH 7R A FRIIEME. NotAction
TTEYH T T RIFRIRE,

7 Detective E X HIIR/ER MR T AT LA{E FH Detective UITHI{ES . Detective P RBSIZEET LTI
%% : detective:,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html#access_policies_create-json-editor
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html#access_policies_create-json-editor
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html
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Bl , EFFEH CreateMembers API 2ERBIER G K F R THERONER , RO
detective:CreateMembers BEMAEFKRES,

EREMEOUPEESTRE , BEMAESFHENRIT. flin, XTRAKS , ZXKBaESFE-A5EE
BB MR AVRE -

"Action": [
"detective:ListInvitations",
"detective:AcceptInvitation",
"detective:RejectInvitation",
"detective:DisassociateMembership

]

A LAMERBES (*) EESMRE, flm , EERTAEPEANEIE , Detective PRIEE R MK/ &4
MEEBHATUATES -

- EFEMAIHVRAKFHIFR (ListMembers),

« JRENEXPTIEA A K HE R (GetMembers),
- BERAKSEETEHITHE (CreateMembers),
« FRAMNEITHEFHER (DeleteMembers),

A AR F XA A Members W4 RAVIREMNHENIR , MAXEIMF HX LR E, XA EMVBEKRTEE
SIELLTRE -

"Action": "detective:*Members"

EEE Detective BIEENFIK | HS R (RFZRINSE) FH Amazon Detective TE X HVIEIE,

N

i
EERWLER AWS JSON REERIEEHEARIBEMF L, B2 YR , BNEETUNT LR FERITER
1, UREMFARHETRIT,

Resource JSON R TEIREEMENAREN —IMNHZ AR, FAZRESE , HFEHAE Amazon
HREET (ARN) EERR. WTFAZEBFRERNEWIREE , EEABERA () ERBEANATHMER
Ro

"Resource'": "*"
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https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazondetective.html#amazondetective-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html
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HRERXWEZEE ARNs , FS I Amazon FFEAFR (ARNs) #l AWS RS @& 2818,

¥t F Detective , BE—HRFERBEZTHE, Detective FHTHERERFEELT ARN :
arn:aws:detective:${Region}:${AccountId}:graph:${GraphId}

Bl THEERLUTE:

s THEMWKXIE R us-east-1,
- EERIKF IDWIKF ID 2 111122223333,
« THEKWE ID & 027c7c4610eataacaf®b883093cab899,

E £ Resource iIBAFIRBILLITHE , ATLAERALLT ARN :

"Resource": "arn:aws:detective:us-
east-1:111122223333:graph:027c7c4610eataacafOb883093cab899"

E7 Resource BAREESZIMNRAR , BERAESZREN,

"Resource": [
"resourcel",
"resource2"

Flan | ESNTHES |, AEELBIER AWS — NKP R AR RS, Ei%K R KPR
i, Resource BN 5I B Z&IBRBNITHIE,

"Resource": [
"arn:aws:detective:us-
east-1:111122223333:graph:027c7c4610eataacaf@b883093cab899",
"arn:aws:detective:us-east-1:444455556666:graph:056d2a9521xi2bbluwld164680eby416"
]

R L Detective #&1E ( HlIBIRTHE, JHTHEMINETHEEBE ) FT2ERETHELINIT. E
PATIX LR 4E | Resource IBAIAIERBESR (%)

"Resource": "*"
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https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html
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X T EE AW | Detective IRALRIERHBERNAFREETEXWITHENEERAK . X
TRAMKFIRE | Detective HEALRIFRHERNAFRER THAKS, . BIME IAM REER FXTH
BMNERNR , EMRAFFETEBOKS , W ERITRAE,

NFEBETHRLRITHOFERE , IAM KR IIEEMN ARN, B ARN AIfE/FRM,. Hla , H—
AN 8RS8 A Detective BY , #1248 IAM REE2EHE ARN WiBE R FTE Detective BT
RIPR. X , AFRMAIEFBRERRAKS , AEETHAEGHTRERE, QIBTHIRE , TUE
TR B LURINE ARN,

e

EE R WLER AWS JSON REERIEEHERRIBEMF L, BR2WR , BN EETUANT AR FERITER
1, ARIEMHAZRHETHIT,

Condition TERBENNFMHEEEFEVMERNIT. BALGIRBERAZEZER (FlW, ST
T ) BEARER , MERBPHFAESERDINVEETE. BEEERE AWS £R&HE , 51
IAM AFEREPHAWS £ 554 £ TXEHA.

Detective FTEMX BN —4H&HR, cHIXEFERLREZHR. EEEME AWS £R&HR | &
27 1AM BPIEEEHRHNAWS £ 558 LT %4A,

ETHEAUURBLRENTRERARZREE , B3 Amazon Detective E IR 1E,

Bl

EEF Detective ET B HVREEH RO , S Amazon Detective E T 5 49 K BE =6,
Detective E T RIRHKREE ( TXXHF)
Detective T X ZFE TR IRH K,

E T Detective T HERZHIFTR
AUAEMNMT AR BEREE, TUERGEUFERAXERLEEREE T HNRNHGA,
NS ENZHEAERAUATER,

{"StringEquals"{"aws:ResourceTag/<tagName>": "<tagValue>"}}

I | 4 Department FREMEN Finance B , EAUTRBRAGFRIELIRIE,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazondetective.html#amazondetective-actions-as-permissions
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{"StringEquals"{"aws:ResourceTag/Department": "Finance"}}

BXRERARRFEENRKIERA , 1§23 HMthe section called “EE A K, : RFIFEERFILE",

Detective IAM B
| AM A& 2EH AWS ik E B4 ENR Y K4,
5/ Detective BYIfS BHEIIE

ALAERA G RIERITRESFHRIEER , KA IAM A2FAABKS A6, EET
FAssumeRolesZ 3K AWS STS API #1ERIREXIG BY %2 £ IE+ GetFederationToken,

Detective Sz 5 F I Bt 1k o
REXBEKAE

AR5 HEX A TRV AWS RS HREMRS PR FURRETHRIRE. REXKACETRE IAM K
P, FRZERSHAAE. IAM EEA JUERETREFERS KA EHNR,

BB HEE Detective REHEXBERNIEFMER |, iHSHthe section called “FARS X EAR,

BEAG ( TXE)

BREATFRSARERARSAE, LABAFRSHRIEMERS FHTRUARETHRIRE. RS
ABETRE IAMKSF , HAZKFRE. XEWE , IAM EERATUERZAGHNRIR. BR , X
B AT BE & P T AR S5 HY Zh e

Detective T X #ERZ B,

Amazon Detective & F & 1989 K B 7~ 451

RIAMBERT |, IAM AP AEEE RS EH Detective BRINR, i1 EER AWS BB
& AWS CLI, = AWS API #11T1E%.

IAM E3E R A2 1AM Kk, MENAFNASRFRRUNAFENEERFRITEEN APl £
B, RiE , B R XERMHINEFEXERRN IAM AFEA,

ETHRNMAERXL RS JSON REEX#6I2 IAM ET S MK , 28 (AM AFER) BHNE
JSON 31+ L 6 2 5K
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_AssumeRole.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_GetFederationToken.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html#access_policies_create-json-editor
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html#access_policies_create-json-editor
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£}

- RBHEXE

- {# /A Detective £#lA

- ATHAPEEMHAITIE SR

- EEAKE ETHEPEERAKS
- EEAKS  FRTHIEH#ITRE

- RAKS : EETHEBIENRREE
- BEEAKFE  REFSERSEFE

R R fE SRR

ETHBHNEHBBAEENMNARSUUGIE, HREEMBRIK . FEH Detective IR, XEIRETRESME
AWS IKFF=4E A, SIERREET BMNREEN , BERUTIERMEI

- JFHAER AWS RERMHA RO RENBENR — BEFHOAFPMITERBER TR , #EANTS
FIRAGIRTRRNAWS HE R, ENEMRNRERITR AWS IKF, FITZUEET E LEXS
BRI AWS ZEFRERBRAE-DBINR. BXESZEE , HZH (IAM AFERE) F/Y
AWS FEEFREH TFRAENAWS FEE KK,

- NASENR : £EA IAM RERENRE , BREFRITESENNR. it , EAIER
EREFRG T AUNBERFERTHRE , SR NRENRFA. BXEM IAM NARBRNESE
B, #Z5H (AM AFER) 8 1AM R RN RR,

o {8 1AM KBRS — S BREITH RIAR ;48 AT LA [ 5K B 7 00 5% 44 Sk BR A1 X R AE RN FR A 17 ) o
Bl | WA LURE RS RIEEMXTMER SSL XEFEER, MEBRSBEREIZRENSXE
FARY , JUlth AT BAGE R SR SRR T 3 AR SS#RAE R T (R AX R AWS BRSS |, #5l#0 CloudFormation, HXE
ZER ,1B2H (IAM AAF1EmME) FH IAM JSON EEITE | &4,

- M IAM Access Analyzer BiEZH IAM KB | SUAKRNEHN LS HEMINEENY  IAM Access
Analyzer 2K IEF RIEMIM B KR , LIBERREAS IAM REIES (JSON ) M IAM HESE
B2, IAM Access Analyzer 12 100 ZTRBEREMTIRENEI , LRBEBHER S BEEMREN
Kig, BXEZER , HZ5H (IAM AFEM) FHFEH IAM Access Analyzer BiE KB,

- FRZEHFHRIE (MFA-OR AWS KFENZRFER IAM AFSRAFS , BEA MFA UREZR
2, EEEREA AP BENTFE MFA |, B MFA R4RMEIEN RS, BXESER , B2
59 <IAM A $ER) HREA MFA R APl 5HE,

BX IAM AR REIRNESELR , H2H (AM AFER) #1 IAM AR £ HEXEK,

BT 558K e =P 179


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
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£ A Detective 4|45

E# A Amazon Detective %5 , AR RA@LFERNIGE S AP| /191 B8 /E48 T EL 89 AB R R 4E,
EZ A Detective HFBRATHBRNERRAKF, , XA AFRAB[ERIZF CreateGraph BIENR,

E{F A Detective BHISHITEMNEERK/IRE , XAMAFRARRF ListGraphs EENR,
ERBRFTMAMENEERAKFRRITHENNR, &AM MR FHITHEEE R KFRENN
PR

BEEAKFREANRERETHRTEEXRAKSTIEK , AEATHRRTREE,

s BEEFTHRPIRAKS,IIEK , XMEESERE T ListMembers BRIEMER,
s EETHED#TAE , BMOE4KFEF SearchGraph REMNER,

EEA Detective 2 HIBMITEMRAKFRE , XOOAFPHAE®REF ListInvitations EEW
MR, XERFEEFETHEBBENNRE, AR ATLIRFMI145E K 2K IRENNER,

ARFAFESHINE SR

ZORBIGEA T MBI KRS, U IAM AR SR EA S SO NBRNTERE, LREBaE
FEEHlA LS ER AWS CLI 38 AWS API BURTE 5 =5 AL IR E AR .

"Version": "2012-10-17",
"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
.
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
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"Action": [
"iam:GetGroupPolicy",

iam:GetPolicyVersion",

iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",

jam:ListUsers"

1,

"Resource": "*"

BEAKFS  BITHEPEERRKS

ROIREERTRAREETHEDEANRRAKTNERRKTAF, ZRBEATAFEEER
55315 R Detective, ZRBEREFERATHEHAITHENNR,

JSON

{"Version":"2012-10-17",
"Statement": [
{
"Effect":"Allow",
"Action":
["detective:ListMembers", "detective:CreateMembexs", "detective:DeleteMembers", "detective:D
"Resource'":"arn:aws:detective:us-
east-1:111122223333:graph:027c7c4610eastaacaf@b883093cab899"
}I
{
"Effect":"Allow",
"Action":["detective:CreateGraph","detective:ListGraphs"],
"Resource":"*"
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BEAKS  FRTHARRTRE

HRBIREERTRERTHERTRAENEERAKRKSAF. WL EETHNRPEERFER K,
LIE

JSON

{"Version":"2012-10-17",
"Statement": [
{
"Effect":"Allow",
"Action":["detective:SearchGraph"],
"Resource":"arn:aws:detective:us-
east-1:111122223333:graph:027c7c4610eataacaf@b883093cab899"
}I
{
"Effect":"Allow",
"Action":["detective:ListGraphs"],
"Resource':"*"

BAKS : EETHERBBENKE RS

RBIREERTE THRAKSHNAS, EROP , KAKFETHANMIAIE, ZEBERTOEBEM
AT 9 B R I BR B B T = B AR BR o

JSON

{"Version":"2012-10-17",

"Statement": [

{

"Effect":"Allow",

"Action":
["detective:AcceptInvitation"”,"detective:RejectInvitation","detective:DisassociateMembexs

"Resource": [

"arn:aws:detective:us-

east-1:111122223333:graph:027c7c4610eakaacaf0b883093cab899",
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"arn:aws:detective:us-
east-1:444455556666:graph:056d2a9521xi2bbluwld164680eby416"

]

}I

{
"Effect":"Allow",
"Action":["detective:ListInvitations"],
"Resource":"*"

}

]
}

EERKS ; RERS BRI

MEITHEK SecurityDomain #rEEAFH SecurityDomain #REMCHE , MM TRE A TR E
RTHE#ITREE,

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"detective:SearchGraph"
1,
"Resource": "arn:aws:detective:*:*:graph:*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/SecurityDomain": "aws:PrincipalTag/
SecurityDomain"
}
}
},
{

"Effect": "Allow",
"Action": [
"detective:ListGraphs"

1,

"Resource": "*"
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MEBETHEH SecurityDomain FREERN Finance , ML TREZILAFFERTHEBTRE,

JSON
{
"Vexrsion":"2012-10-17",
"Statement":[ {
"Effect":"Deny",
"Action":["detective:SearchGraph"],
"Resource":"arn:aws:detective:*:*:graph:*",
"Condition": {
"StringEquals": {"aws:ResourceTag/SecurityDomain": "Finance"}
}
} 1]
}

AWS Amazon Detective IEE B K

AWS RE R EHAEMEREAINIL R AWS, AWS RERMEEN TS ELABIRMANR , LUE
BRIBF AR, ANBesENER.

FiclE , AWS RERB AT NENBEASRTFRENRNR , BAENTHAE AWS FFE
Ao BINBVBIEFETEARMNES EERREKE - SR NR,

BT EEHN AWS HERBPE LR, MR AWS B AWS RERBPELNNR , MEHLE
HiZREATRBNATEZERASH (AP, ANBE ). AWS REAREERIFHN API HIERS A
LAER# AWS RS B9 AP IR4ERTEE T AWS HEE R,

BRESER , F5H (AM BFER) B AWS EEA KK,

AWS ITEFBE : AmazonDetectiveFullAccess

B A LURF AmazonDetectiveFullAccess EEEHIINZE] IAM 515,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#customer-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
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WEREEFEENR , AFEARTLIFRIFTA Amazon Detective #1E, ATLEEANEKF S A
Detective Z 8l , FZREEHI MBI XK, ©ELIMINE A FI121T Detective Python Rl 7 LA 6 2 M & 38
THENAG,

PEXLERRNEATUEERAKS , AHTHBARMIREL |, FEH Detective #HITIRE, A1ER
LAfZ#Y GuardDuty BE4 R, ZEKKIEM T Detective 24|14 S RE Ik 80K~ & FTERIRR AWS

Organizations.
RERFHAE S
ZERBIEU TR :

+ detective— RFFMATLIFRFTAE Detective #E.

+ organizations— R¥FEMAKM AWS Organizations FKERERALAKFWEE. MRKFETE
ANELA | NIX LAY PRS2 iF Detective 2% & & RIKF BFAK S,

« guardduty— SRR KM Detective FAEZBIRELA1FRS GuardDuty IEL R,
+ securityhub— RFRKM Detective WEFIREX Security Hub CSPM HIRESE R,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"detective:*",
"organizations:DescribeOrganization",
"organizations:ListAccounts"
]I

"Resource": "*"

"Effect": "Allow",
"Action": [
"guardduty:ArchiveFindings"
1,
"Resource": "arn:aws:guardduty:*:*:detectoxr/*"

},
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"Effect": "Allow",

"Action": [
"guardduty:GetFindings",
"guardduty:ListDetectors"

1,

"Resource": "*"

"Effect": "Allow",
"Action": [
"securityHub:GetFindings"

1,

"Resource": "*"

AWS IEE KB : AmazonDetectiveMemberAccess

AT LU AmazonDetectiveMemberAccess FEEKIMNZEIREY IAM SE4&,

ZRBE R K R RN Amazon Detective B/ 181 £ BR FH BR E X 32 H & B9 75 [ A FR o

A BRI It SRR

« & F Detective B A B BIE HIZEZTHIELMLIXLBIE,
- BEEAEITELEEE Detective PHESN MM MER ZRSHEA,
- EEHIEHRA TR,

ZREBRTRENR , AFE—EBEAF Detective 2% &,

RRFHER
ZERBEEE TR :

« detective— R R AR Detective,

AWS REFKH
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JSON

{
"Version":"2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [
"detective:AcceptInvitation”,
"detective:BatchGetMembexshipDatasources",
"detective:DisassociateMembership"”,
"detective:GetFreeTrialEligibility",
"detective:GetPricingInformation"”,
"detective:GetUsageInformation"”,
"detective:ListInvitations",
"detective:RejectInvitation"

1,

"Resource": "*"

AWS IEE R : AmazonDetectivelnvestigatorAccess

AT LUK AmazonDetectiveInvestigatorAccess KBS MNEIRAY 1AM 4K,

ZEBNFEAARMIT Detective FREZH 1A RN PR HPREXS Detective #H|& Ul KBIAY 75 A X R o
IR BE IR F1E Detective 7 IAM AFH IAM &€ /5 A Detective HEHNNR, BALIBEIS BAERE
REENR , fINERARERENAERN , ZRERMEXZLERNSTHNLE, ZREEFERE
BHITHER |, mERE R A Detective NIT A MMABZIBEN . EALUERZIRE R\ E R RIS
SME LR,

RRFHRER
SR EE TR
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« detective : R E&KIFAE AR iFR Detective #24E , B Detective AEHEHARELTARE,
 guardduty— ARFREM Detective FEZBIREXMFRS GuardDutyHELE R,
« securityhub— ARFREM Detective REFIREX Security Hub CSPM HiA&EL R,

« organizations— RAFZEFLAM AWS Organizations P RERALHIKFWELE, WRKFE
FEAMAL | NIXLERPR A F Detective BHI A ERKF ZBHAIKS

JSON

"Version":"2012-10-17",
"Statement": [
{

"Sid": "DetectivePermissions",

"Effect": "Allow",

"Action": [
"detective:BatchGetGraphMemberDatasources",
"detective:BatchGetMembershipDatasouxces",
"detective:DescribeOrganizationConfiguration",
"detective:GetFreeTrialEligibility",
"detective:GetGraphIngestState",
"detective:GetMembexs",
"detective:GetPricingInformation",
"detective:GetUsageInformation"”,
"detective:ListDatasourcePackages",
"detective:ListGraphs"”,
"detective:ListHighDegreeEntities",
"detective:ListInvitations",
"detective:ListMembers",
"detective:ListOrganizationAdminAccount",
"detective:ListTagsForResouxce",
"detective:SearchGraph",
"detective:StartInvestigation",
"detective:GetInvestigation"”,
"detective:ListInvestigations",
"detective:UpdateInvestigationState",
"detective:ListIndicators",
"detective:InvokeAssistant"

1,

"Resource": "*"
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"Sid": "OrganizationsPermissions",

"Effect": "Allow",

"Action": [
"organizations:DescribeOrganization",
"organizations:ListAccounts"

1,

"Resource": "*"

"Sid": "GuardDutyPermissions",

"Effect": "Allow",

"Action": [
"guardduty:ArchiveFindings",
"guardduty:GetFindings",
"guardduty:ListDetectors"

]I

"Resource": "*"

"Sid": "SecurityHubPermissions",

"Effect": "Allow",

"Action": [
"securityHub:GetFindings"

1,

"Resource": "*"

AWS IEEXRRE : AmazonDetectiveOrganizationsAccess
AT LLYF AmazonDetectiveOrganizationsAccess REEHI INEIERY IAM SE4E,

ZERBEFEALANS AFMEE Amazon Detective IR R, AJLAEEMNAL N E A Detective HEE
Detective WX EEAKF

RRFHER

SR EE TR
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- detective— AW EMHHFHE Detective BRI,
 iam— }§EFE Detective i EnableOrganizationAdminAccount B 8IERFZHEXAE,

+ organizations— RFZELAM AWS Organizations P REXALF K HEE. MRKF
BTEMNEEL , NXLE R AW Detective BH A ETRKFBEMNK S, ZF AWS BRFERK , &
HTRHEENAKFIMANEZEREERANIHAEM “T2BF" , AR ERARZHMZ LIRS (6
i Amazon Detective, Amazon GuardDuty, Amazon Macie f ) FHZERXEERAKF, AWS
Security Hub CSPM

JSON

"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"detective:DisableOxganizationAdminAccount",
"detective:EnableOrganizationAdminAccount",
"detective:ListOrganizationAdminAccount"

]I

"Resource": "*"

}I
{
"Effect": "Allow",

"Action": [
"iam:CreateServicelLinkedRole"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"iam:AWSSexrviceName": "detective.amazonaws.com"

}
}I
{
"Effect": "Allow",

"Action": [
"organizations:EnableAWSServiceAccess",
"organizations:RegisterDelegatedAdministratox",
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"organizations:DeregisterDelegatedAdministrator"
]I
"Resource": "*",
"Condition": {
"StringEquals": {
"organizations:ServicePrincipal”: [
"detective.amazonaws.com"

}
},
{
"Effect": "Allow",

"Action": [
"organizations:DescribeAccount",
"organizations:DescribeOrganization",
"organizations:ListAccounts"

1,

"Resource': "*"

},

{
"Effect": "Allow",

"Action": [
"organizations:ListDelegatedAdministratoxrs"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"organizations:ServicePrincipal”: [
"detective.amazonaws.com",
"guardduty.amazonaws.com",
"macie.amazonaws.com",
"securityhub.amazonaws.com"

AWS REFKH
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AWS ITEFBS : AmazonDetectiveServiceLinkedRole

To3E 5 AmazonDetectiveServicelLinkedRole KEEHMIANE] IAM S24F, L INRIRSZ X A B
K& 1T Detective KREBHITRIE, BXEZEL |, 155 the section called “fEA RS <A,

ZRBRTEENR , ATRFEXFERRA[NIKFEER.
RERFAE R

ZERBEZ A TR :

- organizations— KWRALKNK,EE.

JSON
{
"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"organizations:DescribeAccount",
"organizations:ListAccounts"

1,

"Resource": "*"

}
]
}

Detective Xt AWS & R HY E 3T

BERHZBRS T RRERXLE R AR Detective AWS HEXRMEFHNFHARFS . BXRENEEXRNE
RR , HITH XEFH LIS FAE LW RSS FRIR.
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B DU Sy

AmazonDetectivelnvestigator £ AmazonDetectiveInv 2023 11 B 26 H
Access : Xt H K E& K EHT estigatorAccess REGAHETIE

T Detective AEMPAEXRINABE

B4k,

XEREATRS. REMEH
Detective A& ; LA& M Detective K
BREEAELXTANHE,

AmazonDetectiveFullAccess  Detective fEAmazonDet 2023 5 A 16 H
F AmazonDetectivelnv ectiveFul

estigatorAccess - MEREEE  1Access FlAmazonDet

# ectiveInvestigator

Access REEHIRIT Security
Hub CSPM GetFindings k.

iX L2 4E fo F M Detective RIEBIREX
Security Hub CSPM HIEL R,

AmazonDetectiveOrg Detective ¥ 01 7 AmazonDet 2023 3 A2H
anizationsAccess : HTERE§ ectiveOrganization
sAccess KB,

ZERBEFEALANGRANER
Detective HITX R

AmazonDetectiveMem Detective 11T AmazonDet 2023 1 A 17 B
berAccess : ¥EREE ectiveMemberAccess R,

2R BN R R RN Detective B
Al PR BREF 2 & Ul REIIAY

L
AmazonDetectiveFullAccess  Detective Z£AmazonDet 2023 1 A 17 H
- NI E R EH ectiveFullAccess HEHR

1Y GuardDuty GetFindings 1T

3,
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BX iR HHA
X L3R 4E fo ¥F M Detective RIEBIREX
GuardDuty &L R,

AmazonDetectivelnvestigator — Detective %1 T AmazonDet 2023 1 R 17 H
Access : #T R E& ectiveInvestigator
Access KRB,

Z KB o F £ TE Detective AT

BE,
AmazonDetectiveSer Detective N EHRFSHEXBEAFMT 2021 £ 12 A 16 B
viceLinkedRole : ¥k — I 37 SR B

ZRBEATRSHEXBECRREREA
LK RER.

Detective FF 1R IR IR E BN Detective FFIRIRERE AWS EE X 2021 £5 A 10 H
BE Y 1o

5 A Detective WIRZ KRB E

Amazon Detective £ AWS Identity and Access Management (IAM) fRESHEx A G, RFXBKABRE
— 5 Detective E#HHXHIHE IAM BAEEKE, RFEXRHBEH Detective MEXN , BHIERFKE
BRAHEM AWS RSFTENFTE IR,

R XA EAEE Detective WIREZXBERS , RANTLFIHRMATENR, Detective E X E RS M
XAEBHKIER , BRIEZHEN , BN RE Detective IR AZAR, EXHNESIFEERENNER
KL, AR T REMT DN B1EAT E At IAM SEARBY X PR SR B

RAETEEENREXERE , B RMERRSRBEAE, XHF TR Detective HIR , AN FLTE
F R BR 3o B R B 5 R AR PR

BXXERSHEXAGHEMRSNES , F2HA5 IAM BEEEA AWS RS , HERRSHEXA
BHRARERS. RER , TEIEFTZRSNVRSHEXA B EE,

EABSXRAL =


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html

Amazon Detective AriEE

Detective BV RS MK B BNIR

Detective &3 AWSServiceRoleForDetective— St IR TR TE Rl AWS Organizations 1§ .89
RSHEXAE,

AWSServiceRoleForDetective RS AXABETUTREZRKRAAZAE :

 detective.amazonaws.com

AWSServiceRoleForDetective lRZHXxARFERIEER
B&AmazonDetectiveServicelinkedRolePolicy,

AxAmazonDetectiveServicelLinkedRolePolicyBEREFHMFMEE , 5SS Amazon
Detective ¥ AWS HEXBHNEH . EREBEXEABERLTENBNIRE , BT Detective X HHA £
FIUHE LM RSS RE,

BATMBEENR , 2F IAM R4 (S, AAE ) 212, REIBRESKEAG. BXESE
B, #FZH (AM AFER) B RSHEX A SRR,

#l12 Detective WIRZHXAE

EEFHUERBRSAXAE, SIRE AWS EEEZH A, FAWS API R AALRETE Detective EE R
K 7= Bt AWS CLI , Detective 2 ARBIBRSHEXAE,

MREMERZBRSKEAR K AREEBRCME  SULGEHAMEREEKFHERCELAR, AE
MNALAIETE Detective BIERIKF BT |, Detective 2B X BIERRESHARAE,

YR%E Detective WIRS KRB E

Detective 2 F R4 AWSServiceRoleForDetective FRE XA, tIERBES<BKARE , 5%
TERACHEN , AATREZHSAS| AZAR., BRTLUER IAM REAGIEAR, EXEZE
B, #ZHR (IAM AFEE) AN RERSHEXAE,

i BR Detective RS HHK BB

MRTBREECAENFTERSAXACNBFEIRS , RINEBURBRZAC, IEMIXBERREDR
BHEFHRERARE. B  LALBRBRFEXBENER , REXERFINRE

BRARSXHAS o


https://docs.aws.amazon.com//detective/latest/userguide/security-iam-awsmanpol.html#security-iam-awsmanpol-updates
https://docs.aws.amazon.com//detective/latest/userguide/security-iam-awsmanpol.html#security-iam-awsmanpol-updates
https://docs.aws.amazon.com//detective/latest/userguide/doc-history.html
https://docs.aws.amazon.com//detective/latest/userguide/doc-history.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#service-linked-role-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#edit-service-linked-role

Amazon Detective AriEE

® Note

MRE BB ERA RS Detective FRFEXEFERZAR , NREREFETERSKRM, MRREX
MR, BEF/ Lo HEER,

i B& Detective A Detective &R AWSService RoleForDetective

1. MIBR Detective BEER MK, 1§ Hthe section called “¥§E Detective EHE R K7,

2. I8 Detective EERAKFNEBMNXBEEZIRE.

£/ IAM Fah I BRARSS KBk B &

£ IAM #4l& AWS CLI, 5 AWS API #flB& AWSServiceRoleForDetective [R5 Ex A, BXE
ZER | BSH (AM BFEE) THRERRSEXAE,

Detective REHX B BN Z XHFXE

Detective XIEFERZUTANWMEXREFEARSHEXAR®], BEXEZEER |, HSHR AWS XiFHlim
o

/AN 0

¥ Amazon Detective & 12 F1f 833 1T S HERR

FERALUTEETHEE LW AIEEE SR Detective 1 IAM BRI ATREIB RN E W RIB, WNRETEFEH
AWS Identity and Access Management(IAM) B IEE 5 R 4% B4 R B K ULRE |, 5SH IAM AF 8
M IAM SFHEREEH,

K TLIE Detective L 1TIRE

WR AWS EEEZFE FIFEETIMITEIURE , WLABRREER FRHED, EERARERHA
FEMBBHAR

% mateojackson IAM AFZHFEAREHAEZTHRNKAKFEE K BEFER
detective:AcceptInvitation IXRE , 2 K E LT RAIEHEIR.

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to
perform: detective:AcceptInvitation on resource: arn:aws:detective:us-
east-1:444455556666:graph:567856785678
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https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role
https://docs.aws.amazon.com/general/latest/gr/rande.html
https://docs.aws.amazon.com/general/latest/gr/rande.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/troubleshoot.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/troubleshoot.html
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FEXFERT , Mateo ERMEE R EHMERKE , LATFMEA detective:AcceptInvitation
EBETEIA arn:aws:detective:us-east-1:444455556666:graph:567856785678 &R

LA AT iam : PassRole

MRIKZEEIRER , KRBT iam: PassRole B , MAMEFHKRE | i@ Detective 1£i%
ﬁ@'o

BE AWS 7S AR AGBRKZEALIZRS , MTAREIRMNBRSALIRSHEXAR, Hit,
HMEBR A EELE D RSHNR,

&R marymajor Ky IAM AR 2 E A5 &% Detective FIITIR/ER , 2R AT RAIEE IR,
BR , RELTEERSHCHERTFHRERS AMTIHRE, Mary TEENAGEZIEEIRSZHR,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EXMERT , HAMEFH Mary KBS F 1T iam: PassRole #1E,
MRGEEHE K FHRRENAWS EER, ZNEERRREMEZEZIIN A
EE AT AWS kP 2 /A ATFE]FBY Detective %R

BRLGE— I Ae  WEHMaKSFNRAFREALNNARATUERZARKBREN TR, &7
DEEH#EREY , AURAAE, X TXHETHRNRBEHIEFZH TR (ACLs) KBRS , &RIE
158 P IX L5 SR BE (0] ATV R T 175 (R 8B B R A A PR

ETHRESZER , FZEAUATRA :

« BT Detective BB IFIXL4FE , S ¥ Amazon Detective 21{i1 5 IAM i [E T4E,

o ETR@RINARETSEENERN I EINE AWS K/ | 555E IAM AR igEnmEima AWS
K B3 — 1AM B PR R ER .

« EBTRIMAGE=HEETEHERTREINE AWS IKF | FSHE 1AM AP ERTREE =518
HiFER. AWS Ik

- ETHRIMBENSHBEARIERMAHRNIER , H5HE (IAM AFERE) FHALENHEHRIERN
A ( BHRBERIE ) BEFEINER,

- ETHEAACNETRERNRBITEKFFEZBENES , E5H (AM AFER) 1 1AM
Y B K PR R 1 o
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html

Amazon Detective AriEE

Amazon Detective BJ& M 1456 30F

Amazon Detective & T AWS REITXINERE. BXEZEER , 5 Health Information Trust
Alliance @A % 4422 (HITRUST) CSF »

AXHESAHMEEAN AWS BEFIR , BSREAMITRINS HBE N HAWSAWS S AN
itil, BX—BES , FSHAWS SRt HAWS,

BRI AER TEHE=ZAFITIRE AWS Artifacte BXEZER , BSRE Artifact F FEIREE AWS
Ar o

AWS 24 T LU TR RRBEIEZIME MM

« ZESEHMREANTVEE — R 5ANMERITHE T EMWIEEM , AR THBURZEHENE
MENEQINEEIREN SR AWS,

« EFAWS Config 7 & A R 35 F B IEE 3R — % AWS Config BRSIFEEN R REEES K
BELRERNIBRE, TALAENFEMR,

« AWS Security Hub CSPM— It AWS RS T £H T RENZ SRS AWS | BPZREREHER
TR ENREXER,

Amazon Detective 7R #[E ik & Bt

AWS £IRER R 2R S5 AWS XEMATAXMEN, AWS KRS NI ERENREN A
X, XETAXBIREE, SFHENSENROMNERE, MATAX , BULUEITRREETH
X2 ELHhiiit BRI AR EBNNARFNREE, SEENENRSMNREFOLEMIZEML
ATAXEEESHTAYE, REEINATT B,

BXAWS XEMAAXMNESEE , BSRHAWS £REM R,

BRT AWS £IRERiZ e/ , Detective R AL 5 # DynamoDB L 5 i#h 8] 3 7% AR S5 (Amazon
S3) MAEM M, BXEZEELR |, 155 H Amazon DynamoDB H #5814 1 7 Mk & LA K T 520 {5 2
RS PR EM,

Detective ZR#EREB KM £ o] F XAVHFE, XMHIEIRERE D RNIETE Detective 1, TEEIETE
o
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https://aws.amazon.com/compliance/services-in-scope/HITRUST-CSF/
https://aws.amazon.com/compliance/services-in-scope/HITRUST-CSF/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://aws.amazon.com/quickstart/?awsf.quickstart-homepage-filter=categories%23security-identity-compliance
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://aws.amazon.com/about-aws/global-infrastructure/
https://docs.aws.amazon.com//amazondynamodb/latest/developerguide/disaster-recovery-resiliency.html
https://docs.aws.amazon.com//AmazonS3/latest/userguide/disaster-recovery-resiliency.html
https://docs.aws.amazon.com//AmazonS3/latest/userguide/disaster-recovery-resiliency.html

Amazon Detective AriEE

Amazon Detective PV EM R LT &M

EHR—mIEERS , Amazon Detectlve ¥ AWS £HMEBZLNRF . BX AWS B2 RS UK 01
AWS RF EMBRRNEE , BZHAWS =22, EFAEMRELSNRESERIZITEN AWS IR
5,82 S AWS ecurity Pillar Well-Architected Fram ework 5 B9 E & FE 4RI o

BALAER AWS BEX M API BB MG Detective;, BEFIBAMITIFUTHE

- RRRREMMIL (TLS ) . BINEREA TLS 1.2, BIWUEA TLS 1.3,

. BEEESHEAESE (PFS ) HWEMEL , 6110 DHE ( K55 Diffie-Hellman ) 3 ECDHE ( I 48 & #
% Diffie-Hellman ) « XKZEIMKRRE (WM Java7 RESRAE ) BIFXLEEK,

Amazon Detective f# O VPC £ ixT & (AWS PrivateLink)

FEA OB A E O VPC KinT KIEZEM VPC M Amazon Detective Z BB FAEERE, EOIR
H—IRAREMH TR AWS PrivateLink , ZEARER APIs TEEEBRMMX, NAT ®%Z. VPN ﬁ?&:ﬁ‘c
Di AWS rect Connect 12BN AT FAZRiF [A] Detective. 8 VPC FHEBIRAEELNE IP it BA &5
Detective &1 APls. #&#) VPC # Detective Z B RETR LB T I I #h M 4E,

BMEORK/EHAFNAHN—PNHSNEEMNEEORT,

BXEZER , HSH AWS PrivateLink I8RO0 VPC iim s (AWS PrivateLink).

Detective VPC KT S B =EIN

1£7 Detective 1% E# N VPC KiHT A28 , IHF L EFAWS PrivateLink IEEHZEOXIET 28
14 F BR 1

Detective X¥EMAREY VPC BB EFTE API #24E,
Detective £ T XiF % FIPS :

. EERE (HERIMILE )
. ZERE (BZEN)

. EEFES (NFERD )

. ZEFEL (RBRM )

. &K ()
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https://aws.amazon.com/security/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/infrastructure-protection.html
https://aws.amazon.com/privatelink
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-eni.html
https://docs.aws.amazon.com/vpc/latest/privatelink/vpce-interface.html
https://docs.aws.amazon.com/vpc/latest/privatelink/vpce-interface.html#vpce-interface-limitations
https://docs.aws.amazon.com/vpc/latest/privatelink/vpce-interface.html#vpce-interface-limitations

Amazon Detective AriEE

A Detective 81220 VPC KixT R

&AL E R Amazon VPC ?"“%ﬂ"‘:ﬁ AWS Command Line Interface (AWS CLI) 3 Detective RS 612
VPC KipTim, BXRXEZELR , 551 (AWS PrivateLink ¥/8) T 620K =,

FERAUT RS BN Detective 83 VPC KipT = -

« com.amazonaws. region. {iiR

* com.amazonaws. region.detective-fips

Bl | MRENLET LS AFE DNS , WA BAE A XL 5T 2RI B IA DNS & #5[@ Detective &
APl #E3Rapi.detective.us-east-1.amazonaws.com. BXEZEL |, HSHEF M Amazon

Ll =

Detective & i T mAmazon Web Services —fix& &,

EXEZEELR , 5% AWS PrivateLink 18/ HE T # 06 5B RS
79 Detective 812 VPC KRigT R KB

AT U L iR T UK BE BT AN B4R HIXY Detective 9T EIAPRAY VPC KT R, ZEIBEUTEER

« AHITIRENES,
« AHATRVERAE,
« ANERITRENTIR.

BXREZEER | BZSRE AWS PrivateLink 8B E R VPC in 232 51X IRSSHY A 18]

Al AT Detective #EH VPC Kim T L KB

LU 2 Detective His KBS RO, LHiEREI G SA , WERBAFFMEZRABRMERR LY HE
Detective 4k,

"Statement": [
{
"Principal":"*",
"Effect":"Allow",
"Action": [
"detective:ListGraphs",
"detective:ListMembers"

A Detective B1Z# 0 VPC LiwT & 200


https://docs.aws.amazon.com/vpc/latest/privatelink/vpce-interface.html#create-interface-endpoint
https://docs.aws.amazon.com/general/latest/gr/detective.html
https://docs.aws.amazon.com/general/latest/gr/detective.html
https://docs.aws.amazon.com/vpc/latest/privatelink/vpce-interface.html#access-service-though-endpoint
https://docs.aws.amazon.com/vpc/latest/privatelink/vpc-endpoints-access.html

Amazon Detective AriEE

]I

"Resource":"*"

HEFR

BRAESERENTABR, A, BURMBR VPC HA, B2  ATLESARENTRHBE
Al VPC ##5, 3% VPC #EM{E8  #2H (Amazon VPC A5/ M5 EMIKS£Z VPC,

Detective W&Z £ & {E3Xi

Detective R T EEFRXNEXKEEHCHELRBIIFEERNABRE R, UTHERKRE—KE
SR, ATKRTBLZEHWRAR, IEBEXKRAETESHREIFHARIMRER , BRHEANE
R EZEERREmT2BH.

X F Detective Kiii, , T RIEXREETHIRDERIK R,
Detective B G tk F Y &£ #UE
BiE R AIKS A Detective T HEE |, BB ELRLEBHIKS.

FREIFRIITHE. #EIZAmazonDetectiveFullAccessK B F 7] LA F X Fr& Detective B4EH A
BIR, WEXLENRNEGCTUERKAKS, , A ETHBFINIEE | HEH Detective #H1THE,
HAFRERERTHEN I AEERAKFHAMERELRN, XENRELRNTELREHRBHN
ZE2EE,

R A K Y B fE 3R ik

HEWBTHENBIER |, BELWIERENRR,

KREREBENEERKSNIKFFRST. AWS BIAGHMEZKFETHE , AEBBKFEESER
BIRENREWIE,
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https://docs.aws.amazon.com/vpc/latest/userguide/vpc-sharing.html
https://docs.aws.amazon.com//detective/latest/userguide/security-iam-awsmanpol.html#security-iam-awsmanpol-amazondetectivefullaccess

Amazon Detective AriEE

£ Amazon Detective 12 ZAPI&iEF AWS CloudTrail

Detective 5 AWS CloudTrail—IRFZERK , ZRFEEAF. S8 AWS JRF7E Detective AR EX
MiEENIES, CloudTrail 3 Detective AT BEAPIBIFEIE RN EH., HHRNTISIER B Detective
R A 8T B AT T ERAPHR ERNRBIE R,

« MREHEBTRIER , ML AR CloudTrail B4 F4&4E ] Amazon S3 7Fi&#E , ‘2IE Detective

NS4
- MREBREERER , BMATLUE CloudTrailiZ & B0 “SHALIEK PEERFMNEH.

FEHAWEMEER CloudTrail , BAMBEATHE :

- [@ Detective & H#ER

« RHERK IP bt

- KHEEBERHOAR

« R HERKETE

« BRZBERNWHEMFHAEE

ETMEZ{EE CloudTrail , i5Z2RAWS CloudTrail B,

Y Detective 1§ £ CloudTrail

CloudTrail TEZ 812 AWS IKF R EEZNK, LB A, % Detective R A &EEFIAY |, iZ CloudTrail 5&
B EHM AWS RFEH —RBIEREESHAHLIERKTF, BULUE AWS IKFHEE, ERNTHENSE
H. BXEZER , BSRFEAEHHFIEFREE CloudTrail E4,

EFEI0% AWS IKFHRMEH | BFE Detective WEH |, BRIZRER, REAW CloudTrail I HEX
H-1£%%] Amazon S3 & #@,

FRERT , EEEHAPCIERERN | BRIENATFMAE AWS Xif, BERiZRE AWS 2 XHFmMEXiE
NEH |, A EXEEXTEIBEN Amazon S3 F#EfE. BT LUEBHM AWS RS, A —%
DA FN4L I CloudTrail HEFRIWENSESHEIRE.

BREZER , FSHATIAE !

- SIEREREIR

I H Detective 155 CloudTrail 202


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html

Amazon Detective RAriEmE
« CloudTrail ZEFHRFZFER

o FUTEUIEELS#HSNSEAH CloudTrail

« BUCRBZAXEH CloudTrail B & MEWR B S NKS#Y CloudTrail B &34

CloudTrail id3%F & Detective I#/E , XLIREIERE (IUIRAPISZE) H,

ffltn , 3¥CreateMembersAcceptInvitation, FDeleteMembersiE{EW A <TE CloudTrail B
BEXHFEREKE

BANEHRALCKRBHBEEERERBERNAREGE. SOEEEDTEHEUTRR

« BEXRZMEH root & AWS Identity and Access Management (IAM) A FEIEX H
- BREEAACERKEAFNGRNZEEIULRHN
- ERESHHEM AWS RFAH

BXEZEER , S CloudTrail userldentity st

T i Detective BEN 4% H

BRE—FEE , AFSSEH4ERNBEXHEHIIEIEEN Amazon S3 Z##. CloudTrail BEX 4
FE—INHEBZNMNEEXEB,

EHRTFIKREEMENENER, BHTEAXRBERVEE. RENBBNE, BERSHUENER.
CloudTrail BEX TR AHKAPIEANE FH#RRE , Rib&RE TBRERFERNIRF HT,

AR RBIERT & RZAcceptInvitationi®/ERY CloudTrail BER B,

"EventId": "f2545ee3-170f-4340-8af4-a983c669ce37",

"Username": "JaneRoe",

"EventTime": 1571956406.0,

"CloudTrailEvent": "{\"eventVersion\":\"1.05\",\"userIdentity\":
{\"type\":\"AssumedRole\",\"principalId\":\"AROAJZARKEP6WKJI5JHSUS:JaneRoe\",\"arn
\":\"arn:aws:sts::111122223333:assumed-role/1A4R5SKSPGGY9V/JaneRoe\",\"accountId
\":\"111122223333\",\"accessKeyId\":\"AKIAIOSFODNN7EXAMPLE\",\"sessionContext\":
{\"attributes\":{\"mfaAuthenticated\":\"false\",\"creationDate\":\"2019-10-24T21:54:567
\"},\"sessionIssuer\":{\"type\":\"Role\",\"principalId\":\"AROAJZARKEP6WKI5JIHSUS
\",\"arn\":\"arn:aws:iam::111122223333:role/1A4R55KSPGGOV\",\"accountId\":
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html#cloudtrail-aws-service-specific-topics-integrations
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/configure-sns-notifications-for-cloudtrail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.aws.amazon.com/detective/latest/APIReference/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
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\"111122223333\",\"userName\":\"JaneRoe\"}}},\"eventTime\":\"2019-10-24T22:33:26Z
\",\"eventSource\":\"detective.amazonaws.com\",\"eventName\":\"AcceptInvitation
\",\"awsRegion\":\"us-east-2\",\"sourceIPAddress\":\"192.0.2.123\",\"userAgent
\":\"aws /3 aws-sdk-java/1.11.648 Linux/4.14.133-97.112.amzn2.x86_64 Open]DK_64-
Bit_Server_VM/25.201-b0@9 java/1.8.0_201 vendor/Oracle_Corporation exec-env/
AWS_Lambda_java8\",\"errorCode\":\"ValidationException\",\"requestParameters\":
{\"masterAccount\":\"111111111111\"},\"responseElements\":{\"message\":\"Invalid
request body\"},\"requestID\":\"8437ff99-5ec4-4bla-8353-173be984301f\",\"eventID\":

\"f2545ee3-170f-4340-8af4-a983c669ce37\",\"readOnly\":false,\"eventType\":\"AwsApiCall
\",\"recipientAccountId\":\"111122223333\"}",

"EventName": "AcceptInvitation",

"EventSource": "detective.amazonaws.com",

"Resources": []

iy
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Amazon Detective AriEE

Amazon Detective [X i3] H¢ Zl

f£F Amazon Detective B |, i&3FZiX LEEIF,

Detective X 15 fli% =
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