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o 7224:7200 — R EIEIN
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us-east-1

Corporate data
center

us-east-1 VIFA
VIFB
| Db
\ VIF C Corporate data
Direct Connect gateway center

us-west-1

MEFHRVIFCH CIDRSEEEE , MET VIFC CIDRCEMNKESFEA VIFC , ANEEERKH
U

« VIF C ( fZF us-west-1) 2% 172.16.0.0/24 , H AS_PATH EH 65001
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) FHEREIA IAM Identity Center B 5 BLi& B F 17 RIAXER
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AWS BRENBERANENEEBRER QD ATREEERR 72 /e, ELHE , BAE2WE —H
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Z |Pv6 ik,

BGP W& 42FEEE IPv4 £ IPv6 #1T,
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£ Public virtual interface settings (A BRERLZEORE) T , MITUTERE :
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EXEZEER |, {52 M AWS Direct Connect iE#,

EZREEERE

BATSETE AWS Direct Connect B #H|AFEZ ZIEEERE  RETEUEERED, WPBRIGEAT
EEE,

mEZEEEEDO

1. FTFFAWS Direct ConnectiZE#ll& , Mty https://console.aws.amazon.com/directconnect/v2/
home,

2. HESMBE®KS , %E# Connections (W K|35 = VPN E3E),
3. EEREREEE K ARERRER,

1E$E Accept (%),
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( THE# ) Z8], 3 TH LOA-CFA

EERBEREER , RINEAESREEBIOEPNEZREZDE ( LOA-CFA ) #ETH , BT B FHp4
EREREZFERE. LOA-CFA BiEEE AWS RFEANEN , ENREERHEREHNMEREEEL
XXM E&ESE ( cross-connect ) R EE W FE,

T & LOA-CFA

1. FTFFAWS Direct ConnectiZ#l& , it https://console.aws.amazon.com/directconnect/v2/
home,

2. TESMBE®KS |, %F Connections (W R EU R VPN #E3E),
3. ®EFEE , RFERE View Details (BFHMAFER).
4. EFETH LOA-CFA,

LOA-CFA BL PDF X ##EX THEENITEN A,

@ Note
MR KRG HAEEE | Nl LOA-CFA WA AHETH, EFENEFIYE , THEESEXRRS
BHEZER, MRNATHR , KEFLE 72 Mt EHARB SIS o34 | FBR AWS
Support,

5. #H&ETE LOA-CFA LG , BITUT#EZ—:

- MRMBIEEE AWS Direct Connect R FERMFZREEEH , BrMEA1KIE LOA-CFA |, BL
fE fib{18EH £ AWS Direct Connect LB N ZITMR XiERE., MRMAITENEITWREE
A LAE BRI EREE,

- WMRIETE AWS Direct Connect L EFIRE , BHRRAEVNFEERMHUBRRII MK ERE, BX
MARERNEANEF ., kXM Eti1RARIGERES AWS BB LOA-CFA |, MU KiERE
EIEHNEFTERNE R,

ER Z ALK 5 H B AWS Direct Connect & (40 , Equinix DC1-DC6 & DC10-DC11) g B H K
E. IREHEHPMEREFNWRFLTHAE-—URP , BALERREESFFIENIRD , BIfE
Zim O TREIRNFEIZERD .
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Bl X #% 1 7 8 4~ AWS Direct Connect VB, EXIM A AY , FEESTE AWS Direct
Connect L BEHERE,

NREREWREREBHERINBERSEINE  FSAHFSE 1 E (N2 ) WL,
T4 QBELED

EFRERAEN AWS Direct Connect £ , BXARBE—NERED, BB - MABEELED
RIEZZIEW VPC, BE , B UE—MEBELED |, BUEESRITE VPC HH AWS 2F R
%, SIEE5 VPC WRAEERIZEON , £RFEMEEZEINE VPC HABERED, il , BFE=
NFAEEIE OEREEI =1 VPC,

HEF 2z , FRRECSHBUTES -

IR
Connection
EEEOZR
EEEOMREE

(XERFBEM
o) &R

VLAN

FREBER

i}

ERNHEHGIEELIEOK AWS Direct Connect IEERFEERESA (LAG) -
EEEONBEMR.
MBEERNE—MKFCIBELED  SEEEMKFH AWS K 1D,

EEFETE— AWS XKFHFH VPC , BEE VPC HWEMAEMN*X, BGP &1F
Amazon 3 ASN MERIFAE Mx ik, HBABEDARBEMXE , A L5
EBCHFAE ASN, &M , Amazon SZMERIA ASN, BEXELEER , S
% {Amazon VPC AAF{ER) PMCIEENFEMN*X, EE Direct Connect
MXEEER| VPC , BFEE Direct Connect W%, BXEZEE. |, i55 1 Direct
Connect M%<,

BHERE LR EANKE —ELUREMN ( VLAN ) #i15, ZEXLAN T 1
4094 28 , HFELTAFESUAAR 802.1Q #rH. FMZLXT AWS Direct
Connect ZEZENREHLNE WAL,

MR EAIEEERE | 49 AWS Direct Connect S1EMXEASIRMHIELE, BIEE
PEORE , TEEHE,
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R FRiER
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S P ik EilEO R IPv4, IPv6e SiEH —4 ( Xk ) B BGP X&4iE, BOEH
St IP (EIP) ZiM Amazon Pool F B IP #itik (BYOIP) REIE A HELED
o BETEER—NMNELIEOLAE— IP it R56IE S/ BGP 21, IP Hbit
SEE 2 ELE BGP NESFEEIIZEONE — iR,

* |Pv4:
s (XEXEE#RED ) BXNEELRENE—LF IPv4 thit, BEATUR
UTz—:

- BEF AR IPv4 CIDR

XL P ALUREMLAE IP(EFHBZH AWS 214 ) |, BEXIZF IP
AWS BHBXNE IP XERAHEBN FMER, flm, mMRESE—
N /31386 , kb0 203.0.113.0/31 , NATLASF 203.0.113.0
ATXEFIP, 4 203.0.113.1 AT AWS & IP, &¥E , tIR&ES
fi—4 /24 58E , kb0 198.51.100.0/24 , WA LACK 198.51.10
0.10 ATFXZEIP, £ 198.51.100.20 AT AWS X% IP,

« AWS Direct Connect &5 ISP #EH IPSEE , A% LOA-CFA
S0

- AWS 12#H /31 CIDR, Bx%& AWS Support , iHER—NAF IPv4
CIDR ( A EEHERPRE—NAH )

(® Note

BIFTERIEREBHEN AWS REILE IPv4 IR FTE S
Ko

(XPRFAEELED ) Amazon AL BEKFLAE IPv4 sk, INREE
EBCHW CIDR , HHARN N HEHEFEO M AWS Direct Connect #0015
EFLE CIDR, 0 , BOEEAREMERWEM IP thit, SLNEER
BEORL, X% IP M AWS BRHEXNE IP XAFEAMEEN FMEE,
Flan | MREDBEB—1 /3058 , ki 192.168.0.0/30 , WA LA
192.168.0.1 AFTXZE IP, ¥ 192.168.0.2 HT AWS Xt IP,
* IPv6 : Amazon £ B3l AE DB —1 /125 IPv6 CIDR, & EEISE B S HIXY
% IPv6 Hdit,
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(XBRAERER
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i}

BGP X & &iEREN IPv4 iE = IPv6 #1T,

« X —if% BGP 2N LAEHAEBRAMKMHDIL (BGP ) BARES (AS
N)., MBEEHANELNE ASN , MIAFIBEEREN., MREFERHNETA
B ASN , AT LA B EHE S ASN B, XF 16 fiZ ASN , ZESMIE 64512
Fl 65534 SEEIN. XF 32 {2 ASN , ZEXITE 1 B 2147483647 SEE Ao
MBLENANEELZEOMFHRIE ASN , N BARS (AS) MBEFTRER,

« AWS BRIAB A MD5, &FcEME bt %10,

« MD5 BGP &/ RKiEH, BUURERBECSHEHRIEFSR , WAl lit
Amazon RIBER—NZEH.

Eid BGP AW AE IPv4 BT IPV6 B8H. B4MER BGP 200 H —4
B4R , &% 1000 PET&R.

e IPv4 : HLLTRE—IR true B , IPv4 CIDR AIEESE A AWS Direct
Connect 2% —/NAF IPv4 CIDR EE :

- CIDR RETRM AWS X, BERELBR ELNA BGP #XIRrX,
« HEBEEI/WAHEEFRELE ASN 8, ATLUER AS_PATH,

BEXEZER , B2 HARKAERKH BGP #X,

- IPv6 : IEE /64 ERHNRIBEE,

o BAL@IMENLE VIF RINFAWBIE , HEKR AWS support 2 fix L
HIR. EENIEFRAP , BRUEESFERME NS VIF HHT LM HA
CIDR BI4&%13%,

« ZA[LAIEX Direct Connect AR O EEEANERKE. IPv4 NX# /1
- 132 Z [E{EfI{E , T IPv6 RIZ$ /1 - /64 Z IV E{I{E,
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RIR FREBER

(XBRFBERL.  AWS Direct Connect EBIETHHRARERE T (MTU ) o ERIAF 1500, FFE

0O ) ER PO MTUIRER 9001 ( EEM ) TRESSBEMREYEERE (WRTE
ZBAREHUZIFERN ) , EMEZESPHEEEXBENAMEENZEONN
BiEE KKK 30 ®. ERMIGERTM AWS Direct Connect 1% B 2%
B, MRERBARPRMEBELQAELDIAERRNBRSEA , WEIBRSKHBEE
HRENFER 1500 MTU Ki%, EREEEIEMZEOSAIFERM , FE
AWS Direct Connect #Z#H AP RHER  AEEEMZEOEANRE N E LK
B FE R,

(IXBRHPEHERL.  AWS Direct Connect EBIETHHRARERE T (MTU ) . BRI 1500, HFE
0O ) ER g0 MTUIRE R 8500 ( EEM ) TRESSBKEYEEEEH (WR2
BHAREFAZHFERN ), ENEESPHSEECBRNMEELEONME
E$E | &RKAE 30 #, Direct Connect &% %3 8500 MTU HWE B i, £
HMXEEARPEENBRIEKHNEGERHEIFERN , 3EES VPC #
DEHKRFEW EC2 EHIMPHEMXERE, EREEEIEMNZEOREIREE
i , 17 AWS Direct Connect A FHEF , AEEELIEOENE
ENHLRIZFEERDN,

MRENABEIRH ASN BETEN ISP BINBEZER , RNKERERHHEMES . XAURERAL
BRI |, AT BARKR AN FAEANA TRIEZM 4 Z/ASN 7] sE & E AR B B4,

NFRAERLMEOMNEELED , MEEENFRERE T (MTU) 2ALUET EZARNBESW
BRAWRN (ULREFHEN ), ERXAEZOKN MTU TR 1500 5 9001 ( B8N ) , hEEERIE
O MTU TTLLE 1500 5 8500 ( BRI ) » A LAEAIEREEORHEE MTU |, th AT S fE 612 O S0
HBTEH, HELIZEON MTU &EX 8500 ( EE M ) =X 9001 ( EEM ) At 2 SBEFHKEYE
EE (NMRECZHAEHRUAZEHERM ) , EMEESTHMSEEXKNMERLEONMEERE ,
BEKAAIOH., EREEEIELMIZEOREXIFERM , i57E AWS Direct Connect 2§15 P H%E
B, RAEEREEIF LR B X FE R,

S - MR ELEON , AWS TTRFEKE 72 N REZMALEZRRER,
BB 53k VPC RS AN A ABELED

1. ¥TFFAWS Direct ConnectiZ#l#& , Wit https://console.aws.amazon.com/directconnect/v2/
home,
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2. TESMBEKTP , % Virtual Interfaces.

3. i&#% Create virtual interface (BIZZE#LED),

4. £ Virtual interface type (B#\ZEORE) T , W TF Type (EH) , & Public (28).

5. £ Public virtual interface settings (A BEEZEORE) T , AT TRE -

a. Xt F Virtual interface name (B#MZEOZ) , m AELEO B,

b. F Connection (E#) , EEZEA T LZE O Direct Connect iE#,

c. X¥F VLAN , AL EM B (VLAN) B ID 5,

d. X¥F BGP ASN , B AFELZOMN A3 SR ARSI RAMX ML EARERS .

BMERN 1-2147483647,
6. 7E Additional settings (g &) T , ITATRE :

a. ZEE IPv4 BGP = IPv6 & |, BIITUTIRE :

[IPv4] ZEE IPv4 BGP W% |, Bt IPv4 , REHIT FHIREZ—

- EHTEEIXLE IP #ik , XF Your router peer IP (BB EHZEXNZ IP) , %A Amazon [
ERIEF|H B ¥R IPv4 CIDR i,

« XF Amazon BRHZRNF IP , AR THREREE AWS # IPv4 CIDR ik,

[IPv6] ZEELE IPv6 BGP X & , BiE#E IPv6. X% IPv6 tthtit M Amazon Y IPv6 tthiiksth B 3)
DB, BITEEEBEN IPv6 bt

b. ZRMEHSH BGP 24 , F ALK BGP MD5 %4,

MRETRMAE , RIFEK—1 BGP ZH,

c. FHIR N E Amazon , X1 F Prefixes you want to advertise ((EELA WM BIR) , WMABSE
PIEONRERBIIMN IPv4 CIDR Biritit ( AiEE DR ) -

d. ( °i& ) RN BRIRZ

A IFRE] £ Add tag ( RIFRE ) |, RERITUTIRE :
« WF Key () , mABEM,
- XNTE, WmARE

[ BRFR ] FEHRZSE | 1% Remove tag (M BRIRZ),

7. i&#E Create virtual interface (BIZZE#IED),
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1.

o b~ w0

$TFFAWS Direct ConnectiZ#l& , Mt 7 https://console.aws.amazon.com/directconnect/v2/
home,

ESMBERKH , ER Virtual Interfaces,

%% Create virtual interface (BIZZE#LEED),
FEEDBEOXRET , NFRE | EENLE.
EREEBEORET , ITUTERE

c o

© o o

—h

¥t F Virtual interface name (EEMZEO R , W AELIEO BN,
¥¥F Connection (%) , IR EMA T O K Direct Connect iE#,
NFMRKE | EREVRBMXH Direct Connect M,
NTELIZEORMES , ERHEM AWS IKF , REHWA AWS K,
NTFEUREMX  EREATHEONELFEMNR,

XF VLAN , B AEHEBEM (VLAN) 1 ID 5,

. 3F BGP ASN , S AFTELIZOMN A3 ERBARNLRZAMEDPILEBRES,

BERERN 1 3 2147483647,

EMMRET , AT TERAE

a.

ERE IPv4 BGP 5 IPv6 W F , AT TRE :

[IPv4] EEE IPv4 BGP X% , Bk IPv4 , REWITTIREZ— -

- ERTEEIXL IP st , XF Your router peer IP ((EHIEEHIXE IP) , %A Amazon FR

JIL

EXIEZ|AE PR IPv4 CIDR b,
« XtF Amazon BEHEEXNZE IP , WA TRRELEZE AWS B IPv4 CIDR ik,

/A Important

MEEAFAWS BB 2B IPv4 thatk | NIYFRHIE RFC 3927 M 169.254.0.0/16 IPv4
Link-Local 4 B¢ /29 CIDR LA {TiE#E, point-to-point AWSTN RIGIT EF A& 8§
REXE IP it fER VPC REAFEF/ZH B W , MARIWEA LR, BNZE
FI RFC 1918 S H 4t , H BITIEEH L,

« BEX RFC1918 WEREE , 5SS RFAE BEMAY bt 2B o

« X RFC 3927 WEZEER , BS IPv4 85 A it W SEE
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[IPv6] ZELE IPv6 BGP X & , %% IPv6. X% IPv6 tthtit M Amazon B9 IPv6 tthiiksth B 3f
DB, BITEEEBEN IPVv6 #hitt.

b. EFHZAMELHEIT (MTU ) M 1500 ( FRIA ) Bk 9001 ( E&EMn ) |, WHikFEE RN
MTU ( MTU K7 9001 )

c. (A& ) “BA” T SiteLink , 1%#F “/5 A" LU/Z A Direct Connect A R Z BRI EEIEE,
d. ( °i& ) AR ERIRZ

[AIFRE] £ Add tag ( RIFRE ) |, RERITUTIRE :
« XWF Key () , mABBEM,
- XNTE, WmARE

[ BRFR ] FEHRZSE | 1% Remove tag (M BRIRZ),
%% Create virtual interface (BIZZE#LEED),
BEEMA BGP RBRLMATLE VIF EENME,

]S THERHSB[EE

IR AWS Direct Connect E#ESIE TERIZEOR , AIUTHEHI[EEX K. ZXHESTHENE
HEREENATENAESR L EEMEOMENT S,

T HAREE

1.

o & 0N

$TFFAWS Direct ConnectiZ#l& , Mt https://console.aws.amazon.com/directconnect/v2/
home,

ESMEKD |, iR Virtual Interfaces,

RRIERE | RFER View Details (BEFHFMAEE).
i%£$# Download router configuration (N £ HFEE).
WNFTHEHREE , AT THRE !

a. XTF Vendor (LRiF) , B EHEHBWEFTE,

b. XF Platform , EFELNBEHFRS,

c. XtTF Software , 1EFEHY B B 2R EAFRRA,

EETE , AREAEEENBEHARNEE , LUBKRETSIERES AWS Direct Connect,
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BRFBIEENXH , BSR RO MEEEE X,

ERiELNEHEE , ELUEONRDEER UP, MRELEO RS H BEFLEXAWS Direct
Connect REZ WX E IP thut 4T ping BR1E , BSRSEE 2 F (BUEER ) M8, WRER AR
£ IP Hut AT ping IRYE , BSRPEESE 3/4 F (ME/MEH ) B8, MR BGP WELEERIELETL
ERBRE  BEREERH BB,

FHR 6 WINEHNELED

#E37 F AWS Cloud = Amazon VPC FWE#IZEOLE , AU TIRRIEEN AWS Direct Connect
R,

ERIFENELEORTERES AWS Cloud

1Z1T traceroute H i\ AWS Direct Connect ¥riRFE MK EERTE N,

ER N ELEO RS ERESE Amazon VPC

1. ERATAHIT ping BIEHY AMI ( EbI0 Amazon Linux AMI ) |, FEEZSIEFEMNXH VPC F 53
EC2 3:fil, HETE Amazon EC2 BHIA R EALHIZ s ESAT , RIE/S shETF PR Amazon
Linux AMl, BXEZEL , HZ5H GEAT Linux E4I# Amazon EC2 AAF18R) FME3IE
Bl BREXPIXBKNEZLEAITEAT ALY ICMP RENHRN (ATRAUEBER ) .

2. YPIFHIETIE , REVETLE IPv4 ik (I 10.0.0.4). Amazon EC2 #2414 B RM 4R
it RIS B8 — 25

3. Ping #AF IPv4 thiit HIREME R,
(HE)SR7: BEETRER

NTRUPKRBER |, RNBWEBERARERMEES AWS BT HERE , ITEMTR, XEEEXE
b2 Lo sl: i Rl = A R =l <
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MREMERANTAEE , WU ABTEEEER
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—MIBHERASNMEMZEONSER  REETREEEOZEAEG9E., MR- NEETTH ,
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BNMAEREEZEATHMITR , ERAFMERRE , MZRBREWNAERMEZARRRE, RINEW
SR BB E N TR BRI

MRIEMER VPN EESIUAR , FRARIE T STRARENBEXBIH . WREEAUATE-E
B, NEERERHREHUEEIFNMEED,

- BEABCHXFIRITES , FINSSFIR KENER,
- BERBSHRAILIE VPN Ek,

EXNSUAM , BIEVEEEESTRE AWS Direct Connect i & BViE$E,

% AWS Direct Connect BN EZEE |, iES 3 AWS Direct Connect 314 21,

AWS Direct Connect #E &Mz

AWS Direct Connect #4 TE G MER EHABARESEZMEREEYURENELZEOERE, TR
mS /5 , f£A AWS Direct Connect #1 T EGLXUEBNIRXE BGP WELE , LMERIERERSD
BHEIHEF—PNTRELED , AEZEHWEEER,

FANRBREELSZEOFLRSH , TESAREMZEORHRE, TUBTERELED, BGP
FNELFEARETN R ERB N R, AWS FATEELIED BGP NELFE T RIAMS, H#E
O FEORSH |, REMNZEBEI TRELEORSE., IRENEETSEEIANITRIEE , Il BGP X
Z2ENALM , HEFTLEKBERE, HNETKE , ELEFIHELNEN , AWS FIXE BGP £
FEo MiZRKE , ATLAER AWS Direct Connect ##4 T EGQFRENEE,

(® Note

¥ )4E Direct Connect &4 BSR4 , RAELP MARLY 2 /5 , BOP 2FTH
5t B

A= B8

AWS FF1E 365 RIGMIBRM R FA EiEFK, NidHALIEFBIEERE BGP WF LEITHNHARE, 7
SREFRIENHT WL BPG WELTE, FFARME R E RN RS , TUARUTEEE :

o EFEHTH - NHAHFEEZST,
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EEEMER LT HNER.
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1. FTFFAWS Direct ConnectiZE &l & , Mty https://console.aws.amazon.com/directconnect/v2/
home,

2. EFEELEO,
3. GEEERED , RAEMREEEE. XH BGP,

AILELNE. AESEARELNED EETM6R,
4. TEFFHRMEN R IERES , AT TRE -
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b. Mt E EPRA | AN ST 28,
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ZRIAER 180 25F (3 /AT ) o
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BASI B4 1B 3

HUFA R 63


https://console.aws.amazon.com/directconnect/v2/home
https://console.aws.amazon.com/directconnect/v2/home

AWS Direct Connect

RAriEmE

£/ AWS CLI B3l 0 R RHE N

{# A StartBgpFailoverTest,
BEELEOREZRBMENEIER

AT LAE A AWS Direct Connect 2 #|& 5 AWS CLI EFERIIEOHEXRBN R F Fid%,
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MAC Z£ ( MACSec ) 2—1 IEEE #:/ , TIIREHEENZYE, BETEEHNBERREEXS S, &7
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] & . éﬁ}) o “I"

=

MACSec enabled

MACsec #5:

LT R MACsec WEEM S :

« MAC £#% (MACSec ) : —1i IEEE 802.1 % 2 EtrfE , AR HHENEZMY, HETEENKEEX
REXM, BXZMUNEZEESR |, 851 802.1AE : MAC Z%£ ( MACsec ) »

+ MACSec %48 : — TR ZER4A , BT EZEFPAMEEHEEMN AWS Direct Connect (U BRI EEIKRO 2
B2 MACSec iE#. BHARHEERRNIRZERERAMS AWS HEIRZ LTHERN CKN/CAK
FERE,

o EEFPEBH (CKN) FHEZEXRBKZS (CAK)  XNZAFNERTFER MACsec Z4H, EALL
HRIE , FEN15 AWS Direct Connect %<8k , 71 AWS Direct Connect & $ R i Y18 £ 1%
£ E#HITME,

MACsec #:= 66
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AWS Direct Connect AFiEmE
X ERERE

MACSec EX BEZ LA H, BXMMAITMF MACsec HIEZNEER |, 5 AWS Direct

Connecto

FaELT HiEZ EEH MACsec

LURES ] & B8 243& AWS Direct Connect T FiE$#E LY MacSec, £/ MacSec YW EVERIEI 7\ 5%
=8

ELTHEELEE MacSec 281, FEEUTILA :

- EEAMSHK 10Gbps H 100Gbps & A Direct Connect £ X1 MACsec, X FiXtEiE#E | T#FLL
T MacSec ZBBEH :

« XF 10Gbps E# , EEMA GCM-AES-256 l GCM-AES-XPN-256,
« X¥F 100 Gbps KyE# , EEA GCM-AES-XPN-256,

o {XX¥f 256 {iZ MacSec #4H,

« 100Gbps EEEEMAT BBEBHES (XPN). 3 F 10Gbps &E#E , Direct Connect E Az 1%
GCM-AES-256 1 GCM-AES-XPN-256, =iRiE$#Z (a0 100 Gbps W& AiE#E ) ATEBRER
MacSec &#1#) 32 U BIE DRSS ZHE , XNERESR/L0 MR —IRNEZHA T RN IERE
xBo. N TERXMIER , IEEE Std 802.1AEBW-2013EERSIA T BNBIEIRS , FHEEE
BB BG4 , NTILEE T ZARBRNW R MHEER,

- RLBERRA (SCl) B4ED , XITFHEITH., WRELLRE,

« X IEEE 802.1Q (dot1g/VLAN) $rZfm&/dot1 g-in-clear JFVLANIRE B H I A R Ao

&>k Direct Connect 1 MacSec WEZ{EE |, ESHEN A BHAEM MacSec 249 . AWS Direct
Connect

FH

- MACsec ER&EH

RSHEXAE

« MACsec it = CKN/CAK ZE BB
TE1: BIEERE

(FliE ) SR 2 BIESERESA (LAG)

XEFHERE 57
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- H, 3 : FF CKN/CAK 53E# LAG X Bk

- S|4 BERIEEHSE

« S|5: (AHE ) MIER CKN/CAK 55 LAG 2 8B < Bk

MACsec &R

ELTRERELEE MACsec 281 , BREATES.

« N MACsec %A 81— CKN/CAK X¥,
O LAE R BN E T EQNEIZX, & SAIUE B the section called “FH 4 : BlE A EHER" &
BENEKR,

- BRIEEKEEERF MACsec ik &,

o T T REBEIRRAF (SCl),
« X33 256 v MacSec % , RIEZHH S RBF R

RSHEXAE

AWS Direct Connect £ AWS Identity and Access Management (IAM) RE XA, REHER
AR —MMEZEEXEN IAM A€ I4FXKAE, AWS Direct ConnectlRESMHEXxABHRFZTE X
AWS Direct Connect , @iFZRFRREFAEM AWS RFZFMENFMENR. RFEXACFERE
1§ AWS Direct Connect EINE S , RRERLFAARMBERNNFR. AWS Direct Connect EXH
REBRABHNE , RIESHEN , &N AWS Direct Connect REEEBEH AR, EXWNRBIES
ERBE AN REE , M ENRRETEM MEMEAHEE IAM =2k, BXEZER , BZH the section
called “BREKERAE",

MACsec FiilH = CKN/CAK ZR4AE S EIN

AWS Direct Connect £/ AWS & CMK fEN 5iE#® LAG REKHN X ZF4., Secrets Manager
FETMAZH CKN F CAK Xt , 7157 Secrets Manager REHAMENEH, BEXEZSEFEL , BSH
{AWS Key Management Service FF R AR 1E®) FH AWS F£E CMK,

EHENZAERIT LR RN |, BRI LIEER S AWS ecrets Manager BH| 8= APl ZHtE=+X
BRI RR . HRITRIMIBRET , FoSEIREN CKN |, X ATREL MM ZERE, REXMERN , RITSXAN
THN -

o« MEEEALTHFLERS , BISHEER CKN EEEZAKEK,

MACsec Jt R4 68
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« MREELTARRS , RII2ELBFHEBAEEAEE, WREE 30 RAARREEM[ITH ,
B2 BRER CKN EEERIKRE,

HRMNMBBREZE— CKN 5N xE , HAEZNBEERNIZEN DAMEZR , BMNSTGERXEE
F“should_encrypt” , LABFIERARES,

S SIEERE

EFRERA MACsec , HMTEBIE T FIEEN T BI1ZINEE, BXEZEER |, 15 H the section called
“f5f i E?ﬁﬁvﬁlﬁiﬁﬁ o

(W% ) S 2 : QIEREERAA (LAG)

MREERASNEESIIMITER , N T L8R T MACsec B LAG, BXEZELR |, i3 the section
called “MACsec ;EEZEIM” M the section called “8]%2 LAG”,

HIR 3 . ff CKN/CAK 5iE#ED LAG XxEx

B2 X 3F MACsec UIEIES LAG & , EEF CKN/CAK 5iE#EXEK, EXEZELE , BSRAUTEY
Z—

+ the section called “}¥ MACsec CKN/CAK EiE#ExEx”
« the section called “ MACsec CKN/CAK & LAG <Ex”

HUR 4 BLE A BR 2R

£/ MACsec XA E B A g BT, A% HES EFMiZ AWS Direct Connect {ZiEHY MacSec #
AMTMITH ., BXEZELR , iS5 the section called “ N & & HESEL & S,

S5 (k) MIBR CKN/CAK i3 LAG 2 |8 By < Bk

MREFEMER MACsec A EERET LAG 2 BAHWXE , BZRUTHREZ—

« the section called “Mil Bk MACsec Z24A FiE 2 2 (Bl B < BR”
+ the section called “MiB&k MACsec Z4AF1 LAG 2Z |8 Y < Bx”

HEA : BIEER 69
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AWS Direct Connect iE#

AWS Direct Connect & 8EM £ IR M EZFME F —4 AWS Direct Connect L& Z B2 T A MK
ERE,

AR EREE

- TREE . ERENEPXBRNYEIUAMER. EF ALUEY AWS Direct Connect ##l& . CLI 2
APl BREREE, BXEZER , BSH the section called “& FiEE",

- ®EE&EHE . AWS Direct Connect SERFRREFRENWEUANERE., ERBEIERR AWS
Direct Connect SEFHITXIPFARMBEZNSEUKE , REREEEE. EXEZELR , FEH

the section called “}EEEEE",

T Tz
Ef|Z AWS Direct Connect TRERE , BEELTEER
AWS Direct Connect L&

SE&8EN#EITRI B E AWS Direct Connect S1ENHE1E |, BEBIBTEE A AWS Direct Connect th =
EEABESRL, DAEREEREZEBRIIMNELER, ML ABBESZVEHRBNIRER
BEEETHE., EXEZEER , 525 APN &1E4 £ %# AWS Direct Connect,

s R E

AIRERY{E N 1Gbps. 10Gbps F 100Gbps,

BIBEREERZE , FEEERRORE, BEERRAOREE , BLACEHEENNIEE,

B LA REER S CIRER | WA L8| Classic E#, FAEERS , B A FEARMERICRIEE
EE, IREREF-INREEE  BWEARS, WREEE , JLUEA Classic 8% % one-at-a-

time, MREBEEFEFNMEZENIERE , BIUEMA Classico BRI SICIRIMHIERE , B QR ERE
SREEMK B LAG <B, MBEMNERES LAG KBk, IPRERE LAG g EMNHER R O REMN
BEXRCIBZIEE,

EEBEREER , RINSRGREARPEPNIEZIZZ 28 ( LOA-CFA ) HETE , il B Fob4
MREREZER, MEREKIREHELEFEENER , BX0E 7 BARE , ENEHIERIZER. LOA-
CFA BiEENRN AWS , B NEZRUHERBITMRERE, WMREIEZ AWS Direct Connect it
REERE  WELERENBSITHRREE,

THREE 70
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LTRETATEAESE :

« the section called “ERAEERS OIEEE"

+ the section called “81% Classic ¥

« the section called “EEENEEFHER"

+ the section called “EHiE#E

« the section called “f§ MACsec CKN/CAK S #XBk”

+ the section called “Mil Bk MACsec %47 M 2 2 8] 9 < BX”
+ the section called “Mil BRiE 2"

B LR T AEEAMESERSE (LAG ) , XELTRSMEENN —MEE, BXER , §5
5 FHEES LAG Xk,

BIEERET , AEZELIEOLUEREIIAENIE AWS BR, BXxEZELE , 52 AWS Direct
Connect EE#\#E O,

IMRIEEFE AN AWS Direct Connect i RUEHIRE |, 1B FZBHR AWS Direct Connect &1t I+ 89
AWS Direct Connect §1E{kf#. BXEZEER , HS APN &1/E{L££%3F AWS Direct Connect,

MRECEFEH MAC T2 ( MACsec ) HiE$E | BECIBEEZECHEEARZY. BXEZER | iF
25 the section called “MACsec %R EH 7,

£ FE R [ 5 B 2 E

AFH N B WAEFEZODSEIERE, NREFEBE Classic E1E , 1S the section called “F
2 : &3k AWS Direct Connect T HiEE dHPS R,

BEOREERSER

1.  $TFFAWS Direct ConnectiZ#l& , Wit A https://console.aws.amazon.com/directconnect/v2/
home,

2. ESMERT , GREE RAGRERIREE,
3. HOIEEENELHEETWRET  EREZERS,
4. NENMEEEEFERERD . BUERIATURATRAz— :

- RAEM
- B

fEFE R S B REE 71
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10.

o FFRFMR

BARXLHEMFRIINNERNEZFMEE |, 5SH F£H AWS Direct Connect 38T E AT,
iij:%-lt_io
EREEETEL , BHUTEFEHAEER.

a. N R THFIRAP | RBEEMENTIL. ATLZ 1Gbps £ 100Gbps 2 AR EfIE.

b. £ “(LE&” & , %£FE K AWS Direct Connect B , RAFEBRE—VERZIEMEHDE , BT
WA B R E R AE RN RS R,

c. ¥FE=/MIE , AWS Direct Connect £/ MUEBEERFRHENWNVE , REERE-MIER
ZIREDN  EBRANFENMIENEZEHEEZENERSIEES.

d. (W% ) NIEFEEE MAC 22 ( MACsec ) » EEMIRET |, EFEREE MACsec B
Ho
MACsec {RE&Z AiE#Z LA,
(AR ) EBRIBRS LURN IR MEXY |, LAt — SR BIIR Bt iE S,
« WF Key () , mABEM,
- WFE, mARE,

D

EMBRAERE |, FERZNE , AEERERBRRZL, RETEAZE,
®ET—5,
EEFEHCERNE L , RibEE, ANEEERTHOEANGITTEREARMAANBEERTA,
%R B,
TEEHRPUEBMERREDE (LOA-CFA) , BXEZER , H5H the section called “T &k

LOA-CFA”,

ﬁﬁﬁ L;{-Fﬁ%Z_O

 create-connection (AWS CLI)

» CreateConnection(AWS Direct Connect API)

fEFE R S B REE 72
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B2 Classic i

NF T HIEE , B9 LER AWS Direct Connect B #| AR RIEEER, W FHEEERE , 55 AWS
Direct Connect S E KSR BIREERE, BREEFUTER

- BEENHRORE, NTETHEE  CABEEBERENEEEXNRORE, XNTHEEEE , £1
AWS Direct Connect §1E{K AT LA BUEE

o EIEMLLIE AWS Direct Connect &,

® Note

B BEMER AWS Direct Connect 2 H| A ERITEEERE, ik , BHRRUURNEBOIEZEEERE
B AWS Direct Connect §1EU ¥ , ARBIEZ ZEE, BUNUTEIRHAKEE I EEE
.

B2 AWS Direct Connect £

1. FTFFAWS Direct ConnectiZ &l & , Mk https://console.aws.amazon.com/directconnect/v2/
home,

2. £ AWS Direct Connect R& L , 1£ Get started (FFIA®ER) T , i£3F Create a connection (8IZiE
#).

1%£$% Classic.

XtF Name (B#F) , W AEENE R

3 F Location (L&) , 1%E#FEZHM AWS Direct Connect fZi&.

WMERERM , 3T Sub Location (Sub &) , B RIFELREHNNERUBWES, HETTE
BNBEERRYNZ IR EDRELCENE (MMR) 7 A,

X F Port Speed (i OEE) , R EZET R
8. XFARMs , HEEHIIEREKERZBNBED O | E£BET AWS Direct Connect 1K EIERE,

9. WTFRKIEMR , i5i%EE AWS Direct Connect SN, MREBFERANESENETEIRS | iF
%% Other (EAth),

10. WMRENBSREEEERE T H , WX T REABRHUEHEN , FWARERNSHERFENBR.
11, (A& ) EFBFARMIRELURIEMEX | bt — & BhiR Bl xR,

o o bk~ ow

~

« WF Key () , WmABE,

B Classic #E# 73
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- WFE, ARE,

ERBRINERE , BERBZFRE , RAEEBRBBRFE., RETRENZE,
12. %3 Create Connection (BI2E ),

RZAGREE 72 /Mo AWS FEEFRZEMIFRANENEREB RO, FLHE , EARSKE —H
BT HPESAXENERARFSEEMNENESFERNER. EFERFREIEEMIER
R F iR at AWS, BHBME 7 BREE |, BN R ZESE,

EXxEZEELR |, {55 AWS Direct Connect iE#,

T %k LOA-CFA

ERMNOCEENEREERG , £9LLUTE LOA-CFA, R XE A , ) LOA-CFA EAAH#E&ET
H. ERELMNEBETHE , TRREEERERHER,

Him O TERSH LOA LR 90 K5 ( AEREN& ) , FEDTFHITR, EBUERH LOA XX
& 90 XA, &R BAMIERIR O, BUBRIT 3R,

MRIEHVERETE 90 REIAREIM , B LOA-CFA HARER , RITFEERE—H B Fof4 , RELZZ
i ORAE 10 RAEMIER. MREREETAN 10 RBRNBERD , Zin D HEEIMER , BFE
EFEamOEEE,

® Note

BEXENMNESZEE , S HAWS Direct Connect Effte MNBREEFH X LOA-CFA Z2EF
BETERE  ATBTHRILERE, BXEZEL |, B5H MERER,

Console
T & LOA-CFA

1. 3TFFAWS Direct ConnectiZ#|& , MitH https://console.aws.amazon.com/directconnect/v2/
home,

2. HESMBE®KS , % Connections (M K|35 = VPN E$E),
3. %FEE, RAREREFEHEER.

T#; LOA-CFA 74
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4. &EFTE LOA-CFA,

® Note
MERBAEEE , I LOA-CFA MAAMEETH, LRENUE-INXZEZFRM , FRE
HEZELR, EEREEBERHALEERE , BRI & LOA-CFA, MRPATHTA | &
BX& AWS Support.

5. ¥ LOA-CFA £ EZIMEZRUBLTHITERMEDS , LEERNBITURIiERE, SREHND
NEBRAREAELTE, BXEZEER , 5 /£ AWS Direct Connect &MY E 1E R 2 ik
.

Command line
FEABSITH APl T LOA-CFA

+ describe-loa (AWS CLI)
» DescribeLoa(AWS Direct Connect API)

ERTER
SR A A T RS A

. EENBE
« EEM MACsec IZER,

® Note
MACsec XE&Z FiE#Z LA,

BRER :
* should_encrypt
* must_encrypt
FHMBEXRENZERT , MEXRATERE BT,

* no_encrypt

EETEE 75
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RAriEmE

Console

ERTIEE

1. FTFFAWS Direct ConnectiZ#l& , M1t https://console.aws.amazon.com/directconnect/v2/

home,

2. TESMBE®KS | %F Connections (W R EU R VPN %E3E),

3. GEREE K REERERHE.
4. BEE

i

[EXAF] X T Name (BF) , AFEEE

[RINPREE] 145 Add tag ( AAIIFRE ) |, REMITUTRAE

T Key () , mARBEM.
MNTFE, mARE,

[ BRFR ] FEHRZSE | 1% Remove tag (M BRIRZ),

5. 4% Edit connection (4R¥BIERE),

Command line
EFE A ST M BRIRE

+ tag-resource (AWS CLI)
» untag-resource (AWS CLI)

EFEABTITH API EXTIERE

» update-connection ( AWS CLI )

» UpdateConnection(AWS Direct Connect API)

$¥ MACsec CKN/CAK EiE#ExEx

Bl X3 MACsec RVIEREST , B BUFF CKN/CAK 53EH#EKEX,

£ MACsec CKN/CAK 5325 Bk

76


https://console.aws.amazon.com/directconnect/v2/home
https://console.aws.amazon.com/directconnect/v2/home
https://docs.aws.amazon.com/cli/latest/reference/directconnect/tag-resource.html
https://docs.aws.amazon.com/cli/latest/reference/directconnect/untag-resource.html
https://docs.aws.amazon.com/cli/latest/reference/directconnect/update-connection.html
https://docs.aws.amazon.com/directconnect/latest/APIReference/API_UpdateConnection.html

AWS Direct Connect AriEE

® Note
£ MACsec B SEEXREE , BLEENEBRTER. MREEEEHZRYE , EFERRBHSE
BEHXRE  RARENFRAEEREXK, BXBIBRXENEELR | ESH the section called “Mil &
MACsec %240 FiE 2 B #Y < Bk,

Console

E MACsec i 5iE#E Bk

1.  3TFFAWS Direct ConnectiZ#l& , Wit A https://console.aws.amazon.com/directconnect/v2/
home,

EEMBESD , EFEE,
HREE  RREREFEFMAES.
ERXRBRER,

# A MACsec 4,

o M w0

[/ CAK/ICKN X] i ZZ4AX , RBEHITUTRE

o NTEEXKEH (CAK) , @A CAK,
o WTEEXBREHARBI (CKN) |, A CAK,

[ I %34A] 32 A Secret Manager 243 , REX T%48 , % MACsec F4H,
6. EFEXEKEH,

Command line

E MACsec Z4A 5iE#x Bk

+ associate-mac-sec-key (AWS CLI)

» AssociateMacSecKey(AWS Direct Connect API)

i Bx MACsec 20 MZE 42 (B Y < Bk

&0 LA BRIZE R MACsec 248 2 |81 B < Bk,

B} MACsec %40 FliE 52 2 8] #9 < Bk 77
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Console

E | BRiEEEF MACsec 4R 2 A1 /Y < Bk

1. FTFFAWS Direct ConnectiZ#l& , M1t https://console.aws.amazon.com/directconnect/v2/
home,

EEMERP , EFEE,

EREE  RAREREFFMAEER.

R EMERE MACsec Z4A , ATRIEEMBRELAXEK.
FEWEIAXTEES |, WA disassociate , RFIERHEBRRE,

o o A W N

Command line

E | RiEEEF MACsec Z24R 2 1A /Y < Bk

 disassociate-mac-sec-key (AWS CLI)

» DisassociateMacSecKey(AWS Direct Connect API)

EIEE
E |2 AWS Direct Connect IEBiERE , BEELUTER
AWS Direct Connect L&

S&ENEITR P H AWS Direct Connect AWS Direct Connect §1ENEE1E |, BBIBREEAN
AWS Direct Connect it SR SN BIBEF O, DAEREEREZERILMNELE K, 1157 AR BY
E5ZNBHEBNIRENREEIEEZR, EXEZEER , FS6 AWS Direct Connect & 1EX
o

(® Note

&L EE AWS Direct Connect 12| BB RIEEERE, B2 , AWS Direct Connect 54
REMUR SR BN EREEE. BETRE , EEAHINERHEPHEZBERKF,
BUTEZZREEE , ARTERAE. BXEZER , HSH the section called “#%
REEE

REEE 78
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iy O R

NFREERE , TeENER

50Mbps, 100Mbps. 200Mbps., 300Mbps, 400Mbps, 500Mbps, 1Gbps., 2Gbps. 5Gbps
 10Gbps, BEEIE , REHEIFEERM AWS Direct Connect SRS BERIZE 1 Gbps, 2
Gbps. 5 Gbps = 10 Gbps HWIEE £,

HEEUATILE :
- EREROEE REEBRER AWS Direct Connect SE A E R, EREREMHORE , BHRRAEER
I EEEMN AWS Direct Connect & 1%,

- AWS MIEEERFEAREBES , XRREIRBERRIBEENZARERN , ZROVEFEE
Fo ZURKSFBREIRENEFLERTIERARE.

« JABEKWE AWS Direct Connect TEREEZ L EARNFEEEZLIEHAER N, MBRERERELX
BRERM , NETMEREEEBLERDH.

FBERAEZREEER , JBITUA TR ARE

« the section called “EEEEEFHER"
« the section called “TF & "
« the section called “fil BRiE 2

BEZEER , QBEMZEOUEREI A AFNIE AWS BiR. BXEZEE , i5ZH AWS Direct
Connect [E#\#E O,

EZREEEE

MREENBMLIEEERE |, N AHMEER AWS Direct Connect S 4E4L 1T XI5 # AWS Direct
Connect §1EMk##, ZEENRFELNEHREERE, REEET , EE2HIE AWS Direct Connect
H A PREEEET,

EETFREAREEER , MIIEZIZERE,
Console

1. FTFFAWS Direct ConnectiZE#ll& , Mty https://console.aws.amazon.com/directconnect/v2/

home,



https://console.aws.amazon.com/directconnect/v2/home
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RAriEmE

2. TESMBE®KS | %F Connections (W R EU R VPN %),

3. LRIEEEE , AERBEEFFHARFE.
4. ERPHEINERE  REERES

Command line
FEABSITEH APl EZIEEIERE

 confirm-connection (AWS CLI)

» ConfirmConnection(AWS Direct Connect API)

BERENEREFARERE

WU LB R YBNIERRS, BETUEFERE ID (/M0 , dxcon-12nikabc ) HRIFE E& T

W T #AY LOA-CFA L/Y%ESE ID BETEHE,

BXRGEEEENER  BSREE,
Console

MMEREENFARER

1. 3TFFAWS Direct ConnectiZ & , Wit https://console.aws.amazon.com/directconnect/v2/

home,
2. EEMBE®RD , EFEE
3. EREE K AREEEFFHAEFE.

Command line
ERABSITE AP| R ERE

 describe-connections (AWS CLI)

» DescribeConnections(AWS Direct Connect API)

EREENEREAEE
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i BR 3% $2

REEESEEEREDED , SR UTURRIZEEZ. BRENEERFELLEZENMERO/NNEA
BEMUREFERXEZESIMEBIRTEA (W TX ), AWS Direct ConnectB iz A SELZD
Bx, BXRIMAMBRELZEONFAEE , TSR BIBRENED,

ERRERZ R, FTIHESEKFEEMNEEDN LOA | XEER AT LIIREAE X EEMITH B
XMEE, BAXTEIERE LOAWLR , iESH the section called “TF#, LOA-CFA”,

HIEMIBRERER , AWS SRR ERMMMERNBEILLE LR T RAARIIEREBL | WM 2R
£1% %/ 5 Direct Connect BEHESMIERE, AWS ER , BRI E R BIREHE MR BWER X
EEFASNEERER , RAREZEBHAEMEZIBHMNEER, XERREESASDirect
Connectx , XA fERALOAFHEEMIEERERIEMBEUEX LR A,

MREZEREERSA (LAG) NW—82 , WELTEMRERE , RAXFEH LAG ETHREN&/ M
ITIEBER

Console
il B iz 42

1. FTFFAWS Direct ConnectiZE#ll& , Mty https://console.aws.amazon.com/directconnect/v2/
home,

2. TESMBE®KS , %E# Connections (W R E|35 = VPN E3E),

3. EBERE , AFIEE Delete (HIER).
4. 1 Delete (MIBR) #&IAXTEAE S , 1%£4%F Delete (HBR).

Command line
FERAMSTH API Bk i

+ delete-connection (AWS CLI)
» DeleteConnection(AWS Direct Connect API)
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https://docs.aws.amazon.com/directconnect/latest/APIReference/API_DeleteConnection.html

AWS Direct Connect AriEE

£ AWS Direct Connect E/MIBIFR R X iE#E
5.

EETET (BAUEBMEEZZDE (LOA-CFA)) BT R X MEEE (BIREE) .
MREBEEEAN AWS Direct Connect th R ZRE TIRE , FHRRENNRERHEUEHRRERE. BX&
MNEHNEMKER , FSHA TR, BARXXEEEN , FRRAEWHNRE, BUREERSE , JUFEH
AWS Direct Connect 2% & 8|2 E L 57 H.

—ENVERENEX, EXEZEE , SFEEMENTRAZRE , 52 H AWS Direct Connect L&,

MR IBIEFE A AWS Direct Connect it RIEREIRE , M LLEESEMRENLE (APN) I AWS S1EH)
PEEVE, AR BIIREREZ] AWS Direct Connect 4B, BEXEZER , 5 APN 8B
AWS Direct Connect, AN MEFIEHHBEHEZ LOA-CFA |, SMEIRF5E K 3K ZOE#E,

AWS Direct Connect ZEZ O] U REN HBXERRNIFRNE. EXEZEE , BSHEIHAZE AWS

(@ Note

MR RRIEREE 90 KAAKRTHK , LOA-CFA BFHNRFM LK. EEFHE RN LOA-CFA |
o] LAM AWS Direct Connect BHIEBXTHE. BXEZEE |, 85H N5 LOA-CFA,

FHHEE

- XEFRIF (BEXEM)

« XEXRS (FERIMILHE )
- ZEA (JtmFERI )
- US West ( Oregon )

- IEM (FFER)

o WoAHEX ((HEME )

s AKX (&X)
s TA#X (BER)
« WAHKX (FHE )
s TAMKX (EE)

» Asia Pacific ( Tokyo )
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AWS Direct Connect

RAriEmE

* Canada ( Central )

« FE (X))

- HE (TE)

s B X (GEZRE)

« BUMEX (ZRZ)

o FUOM#X (KR=)

o RMHX (£F)

o ROMHX (B2 )

s BOMMX (HIESRE )

« BOM (FRERMH )

« el (BSh%EX)

« B (BH)

s PR (PUBREE )

* South America ( Sdo Paulo )
+ AWS GovCloud ( EEZ%EZR)
+ AWS GovCloud ( EEEEB )

KERER ( Fwz@M )

Cologix COL2 , B4
Cologix MIN3 , BA f& Pl 552 FI i
CyrusOne West Il , {REfi7
Equinix CH2 , ZinsF

QTS , Zm&

Netrality Zu#E /O , 5= Hi 3
B= KR 1102 5

LRGSR pESE

B33 sales@cologix.com Bk % Cologix.

BT sales@cologix.com Bk % Cologixo

ERAESTI. MRS,

Bt % Equinix , BBFER awsdealreg@equinix.como

BXZR QTS , #RFE N AConnect@qtsdatacenters.com,

EX R Netrality Zx#E 0 , BRFER support@netrality.como

KERD (HE=EM )
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KERE (FFEILIMILHE )

& WA R R E 1
165 Halsey Street , AR % B KI5 B T4 = operations@165halsey.coms
CoreSite 32k , 44 fEACoreSite EF IR TiT#, THRKRET , BREITENHER

t, REEAMETELITE,

CoreSite VA1-VA2 , Reston ECoreSite EF 1P FIT#E, TREXER , BREITENER
% REEAMMEFERITE,

WEEM™= ATL1 M ATL2 , I Bt X Digital Realty , B84 amazon.orders@digitalrealty.com,
FE KR

Digital Realty IAD38 , f{tZ4~  BX3 Digital Realty , BR588 amazon.orders@digitalrealty.como

Equinix DC1-DC6 #1 DC10- Bt R Equinix , BRFER awsdealreg@equinix.como
D12 , Ashburn

Equinix DAA1-DC3 #1 DC6 , Bt R Equinix , BRFER awsdealreg@equinix.como
IR HR

Equinix MI1 , iE[% BX R Equinix , BRFER awsdealreg@equinix.como
Equinix NY5 , Seacaucus BX X Equinix , BRFE N awsdealreg@equinix.com,

KIO Networks QRO1 , EFE B X KIO WL,

HEET
Markley , One Summer NFHUEF , BEAZLISEER, W TFHER , BEKR
Street , LW sales@markleygroup.com,

23 MMR —# Netrality 038 B3R Netrality 53 0 , BBFEH support@netrality.com.
=2 7)Y

QTS ATL1 , I4$2£K BXX QTS , #B%E R AConnect@qtsdatacenters.com.
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mailto:awsdealreg@equinix.com
https://www.kio.tech/en/#formcontacto
https://support.markleygroup.com/
mailto:sales@markleygroup.com
mailto:support@netrality.com
mailto:AConnect@qtsdatacenters.com
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RAriEmE

LEFES (NRERT )

CoreSite , LA1 , &8l
CoreSite SV2 , Milpitas
CoreSite SV4 , = HHL
EdgeConneX , JEfE e Hi
Equinix LA3 , IR/)RERZ

Equinix SV1 # SV5 , EfaE

PhoenixNAP , 3EfE 7= Hf

US West ( Oregon )

vE

CoreSite DE1 ,

Digital Realty SEA10 , FHE
BEHTT KE

EdgeConneX , jK4%=

LRGSR Pt

£ CoreSite E 17 FiT 8, ERKRER , BREITT RN AR
t, ReEAMEFELHITE,

fEACoreSiteE 17 TFiT 8, TRREF , FREITLMNERH
t, REEAMEFELITE,

fEHCoreSite EF 1P TiT#, EEERZXREE , BREITENE
Wt , RS A MyCoreSite M ubt 1T #E A,

£ EdgeOS EFITF MU T8, EEERFRMKE , EdgeCon
neX FRM — MRS IT R RUAMRE, BT LUR ) B A A F
cloudaccess@edgeconnex.coms

BX & Equinix , BBFE7 awsdealreg@equinix.como

Bt % Equinix , BBFER awsdealreg@equinix.como

BX X phoenixNAP Provisioning , BBFE provisioning@phoen

IXNap.Como

LRGSR pES

fEfCoreSite P FiT#. ERKREE , FRET R ER
t, REEAMEERITE,

BEX R Digital Realty , BBF3 amazon.orders@digitalrealty.com,

£ EdgeOS EFIIF MM TE, EERERKRNEE |
EdgeConneX fFiRfit — 3 BRSSIT S R ALt ., BALLFRIBE AR
1% %l cloudaccess@edgeconnex.come

EEBE® (JmFERIL )
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RAriEmE

E
Equinix SE2 , FAHE
Pittock Block , jE4522

Switch SUPERNAP 8 , 4
piE:

TierPoint 78 Ht &
FEM (FER)
NE

EH Internet Exchange/

Teraco HIBEF

Teraco JB1 , FEIEANMAHTE

WA X ( FEDNIE )

vE

DCI JK3 , Kk

NTT 2 O, BN

LRGSR pES

EX R Equinix , BB support@equinix.com.

B B FEp A & XERE crossconnect@pittock.com , BE B
+1 503 226 6777,

Bt R Switch SUPERNAP , #BF§9 orders@supernap.coms

@ TierPoint sales@tierpoint.com Bk R

LRGSR pESE

BX X Teraco , BBFEA support@teraco.co.za ( 3 FE A Teraco
&P ) =5 connect@teraco.co.za ( HFHEF )

BX X Teraco , BBFER support@teraco.co.za ( X FIHE Teraco
) & connect@teraco.co.za ( M FHEF )

W] R R R

BRRENEEFEIL DCI , HBFEH jessie.w@dci-indonesia.com.
com.

BXZ& NTT , 88584 tps.cms.presales@global.ntt,

IEM (T3

I#
s

)
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RAriEmE

TA#X (EF )

&
Equinix , &%

NetMagic DC2 , BEiNF /R

Sify Rabale , &3
STT DelhiDC2 , ZEE
STT GDC Pvt. Ltd. VSB , 8%

STT Hyderabad DC1 , #B&EH]
)

WAMX (BR)

VAT
Digital Realty ICN1 , 7R

KINX Gasan Data Center , &

R

LG U+ Pyeong-Chon Mega
Center , 7R

WL A3 X ( RTHN3K )

(VA

EquinixHK1 , &E451TEX
EEHR

LRGSR ptE

BX & Equinix , BB awsdealreg@equinix.com,

#E#£ 3T 18001033130 = marketing@netmagicsolutions.com %

FREX R NetMagic SHEMEHER .

BX X Sify , BBFEA aws.directconnect@sifycorp.com,

mESENE | BB R STT, AWSDX@sttelemediagdc .in

mAESEN | iHBR STT, AWSDX@sttelemediagdc .in

mESEN | iEBR STT, AWSDX@sttelemediagdc .in.

LRGSR pE

BX R Digital Realty , BBF83 amazon.orders@digitalrealty.com,

BRR KINX , BEBFEH sales@kinx.neto

£ LOA CH41R 3 E kidcadmin@Iguplus.co.kr 1 center8@k
idc.net,

A0 4A BRI T 4

BX X Equinix , BRFE N awsdealreg@equinix.com,

WAMX (F=X)
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RAriEmE

(VA
Equinix SG2 , #Thni%

Global Switch , #7h03%

GPX , &%

iAdvantage Mega-i , FEE A

Menara AIMS , & &R

TCC #FEHL , ER

TA#X (&R )

(VA

CDC Hume 2 , E3EHI
Datacom DH6 , B33
Equinix ME2 , &R
Equinix SY3 , &JE
Global Switch , 3&JE
NEXTDC C1, i
NEXTDC M1, &RZ&

NEXTDC P1 , a8y

LRGSR pES

BX & Equinix , BBFE awsdealreg@equinix.como

BX & Global Switch , BBF§ salessingapore@globalswitch
.COM,

B3R GPX ( Equinix ) , BBF§9 awsdealreg@equinix.com.

BEXX iAdvantage , BBFE RN cs@iadvantage.net , 5& £
iAdvantage 1T £ B FRIE TH,

WEANMS ERAUBEEFRSIIFEEIREI£EREK
BERRIGEEITE, MEFEAFEIBER service.delivery@a

ims.com.my X iFK,

BX % TCC Technology Co., Ltd , BRFEA gateway.ne@tcc-tec
hnology.com,

o FRRE
¥R CDCEFIEME LENES,T .

&Y Datacom O rbit —BR 75 2 BEX R HIEEE.

BX X Equinix , BRFE N awsdealreg@equinix.com,

BX X Equinix , BRFE N awsdealreg@equinix.com,

EX R Global Switch , BBFEH salessydney@globalswitch.coms,

X3 NEXTDC , EBFE nxtops@nextdc.com,

B3R NEXTDC , EBFE nxtops@nextdc.com,

BX®& NEXTDC , EBFE nxtops@nextdc.com,

TARK (ER )
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RAriEmE

vE

NEXTDC S2 , &JfE

Asia Pacific ( Tokyo )

vE

AT Tokyo Chuo Data Center ,
KRR

=HBEH , Aadt
Chunghwa Telecom , &1t
Equinix 0S1 , KBk
Equinix TY2 , KR

ENFE NEC , EIF

Canada ( Central )

vE

Allied 250 Front StW , 2%
Cologix MTL3 , F4&FIR
Cologix VAN2 , ;254

eStruxture , F4EFFIR

LRGSR pES

EXXR NEXTDC , EBFE nxtops@nextdc.com,

LRGSR Pt

B at-sales@attokyo.co.jp k& AT TOKYO,

EX R Chief Telecom , BRFES vicky_chan@chief.com.two

BEX% CHT Taipei IDC NOC , BBFEA taipei_idc@cht.com.tw,

BX & Equinix , BBFEJ awsdealreg@equinix.como

BX & Equinix , BBFE awsdealreg@equinix.como

BXZENPE NEC , BBFE9 connection_support@ices.jp.nec.coms

LRGSR Pt

BXR driches@alliedreit.com,

B33 sales@cologix.com Bk % Cologix.

B33 sales@cologix.com Bk % Cologix.

BX & eStruxture , BBFE A directconnect@estruxture.com,

Asia Pacific ( Tokyo )
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RAriEmE

PE (dR)

vE

CIDS Jiachuang IDC , 4t
Sinnet Jiuxiangiao IDC , Jt=X
GDS No. 3 Higmht , b8

GDS No. 3 ##EH L, R

FE(TE)

NE
TR IDC , FE

DL IDC , TE

MM X ( EZRE

vE

CE Colo , #ERMmH#

DigiPlex Ulven , BRHfRE , #REL

Equinix AM3 , far= iR HT 45 553

Equinix FR5 , £ 515
Equinix HE6 , #i/RFE
Equinix MU1 , ZER

Equinix WA1 , &%

WN1A] R R E

BXR dx-order@sinnet.com.cn,

B3R dx-order@sinnet.com.cn,

Bt % dx@nwcdcloud.cn,

B & dx@nwcdcloud.cno

W1AT R R R

B FR dx@nwcdcloud.cn,

B & dx@nwcdcloud.cno

LRGSR Pt

EX& CE Colo , BRFE) info@cecolo.com,

#EX DigiPlex helpme@digiplex.com Bt o

BX & Equinix , BBFE awsdealreg@equinix.como

Bt & Equinix , BBFE awsdealreg@equinix.como

BX X Equinix , BRFE N awsdealreg@equinix.com,

BX X Equinix , BRFE N awsdealreg@equinix.com,

Bt % Equinix , BBFE A awsdealreg@equinix.com,

FE (ER)
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RAriEmE

(VAT

Interxion AMS7 , PR Hi 45 53
Interxion CPH2 , FAM54R
Interxion FRAG , X 54E
Interxion MAD2 , &R
Interxion VIE2 , 44
Interxion ZUR1 , 7322t

IPB , 4k

Equinix ITConic MD2 , &8

UM X ( BR= )

(VA

Digital Realty (UK) , B33k X

Eircom Clonshaugh

Equinix DX1 , ##&

Equinix LD5 , &2 (Slough)
Interxion DUB2 , #B#H#k

Interxion MRS1 , 3%

LRGSR pES

BX X Interxion , BBFER customer.services@interxion.com.

Bt X Interxion , BBREN customer.services@interxion.como

BX X Interxion , BBFEN customer.services@interxion.com.

BX R Interxion , BBFE N customer.services@interxion.como

BX R Interxion , BBFE customer.services@interxion.como

EX R Interxion , BB customer.services@interxion.com,

BXXR IPB , HBFE N kontakt@ipb.de.

BXx X Equinix , BBFEJN awsdealreg@equinix.com.

nqal R iE E

EX R Digital Realty (UK) , BBFE>8 amazon.orders@digitalrealty
.COMo

Bk R Eircom , BBFE awsorders@eircom.ie,

Bt % Equinix , BBFE A awsdealreg@equinix.com,

BX % Equinix , BBFEN awsdealreg@equinix.com.

BX R Interxion , BBFEN customer.services@interxion.como

BXR Interxion , BB customer.services@interxion.com.

Bl X ( BRZ)
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AWS Direct Connect

RAriEmE

MM (KL )

vE

CDLAN srl Via Caldera 21,
Milano

Equinix ML2 , EAXFIXK2

=

oM X (23 )

vE

Digital Realty (UK) , F83kX

Equinix LD5 , &2 (Slough)
Equinix MA3 , £#1H745

Telehouse West , &3

=

M X (B2 )

B
Equinix PA3 , 22
Interxion PAR7 , B2 %2

Telehouse Voltaire , B2E

LRGSR P

B sales@cdlan.it 5 CDLAN Bx %,

BX % Equinix , BBFEN awsdealreg@equinix.com.

A04A R T 4

EX R Digital Realty (UK) , BBF8>8 amazon.orders@digitalrealty
.COMo

BX X Equinix , BRFE N awsdealreg@equinix.com,

Bt % Equinix , BBFE 7 awsdealreg@equinix.com,

BX R Telehouse UK , HRFE A sales.support@uk.telehouse.neto

LRGSR pES

BX X Equinix , BRFE N awsdealreg@equinix.com,

BX R Interxion , BBFE 7 customer.services@interxion.como

A “BrREA)” WEBKR Telehouse Pari s Voltaire.

RN (K= )
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AWS Direct Connect

RAriEmE

KM #E X ( HT SR

Interxion STO1 , EffESF/RE

KM (7 2R )

vE

Equinix ZRH51 , s+ Ba{a4
Hr 45 MRAR

el ($Fh4EX )

MedOne , &%

EdgeConnex , faiz% FIL

R (BHK)

AWS B# DC53 , EHZE

AWS Bt DC52 , ZHZE

2 )

LRGSR P

BX R Interxion , BBFEN customer.services@interxion.com.

LRGSR pE

BX X Equinix , BRFE N awsdealreg@equinix.com,

WN1AT R R E

B MedOne support@Medone.co.il Bt R EK A

#1833 EdgeConnect info@edgeconnecx.com Bk &A1

WN1A] R R E

ERROEE  BU LSRN Y 1 MR A E N BRI
EE. RE , £99 AWS & Support Cent er IRt M IR HRTH
BF (LOA)s AWS AWS FE LAY B 5T AR 3R XGE

ERRERE  BUUSRIN YN EREEEIENESERIL
EE, AR, £ AWS B3 Support Cent er IR E IR EEH
BF (LOA). AWS AWS FE LAY B 5T AR 3R XGE RS,

ROM it X ( ETEREFREE )
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AWS Direct Connect AriEE

R ( FUBRES )

vE A04e R T T 4

Equinix DX1 , FIBXEEFE BX & Equinix , BBFEN awsdealreg@equinix.com.

B2 EEFRPMERBEMIEFE  BHET IntISales- C& WS@etisalat.ae Bx ZFIiRF=H4F SmartHub
$74% SmartHub ZEH O BEER L

South America ( S&o Paulo )

(VA WA B EE

Equinix RJ2 , BARARK S~ BX X Equinix , BRFE N awsdealreg@equinix.com,
Equinix SP4 , 2R % BX X Equinix , BRFE N awsdealreg@equinix.com,
Tivit BX X Tivit , BBFER aws@tivit.com.br,

AWS GovCloud ( ZEEXRER)

SEToET W X E AP RV

AWS GovCloud ( ZETEE )

vE WN1A] R R R

Equinix SV5 , £ BX R Equinix , BBFE N awsdealreg@equinix.com,
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AWS Direct Connect AriEE

AWS Direct Connect & #1# O
HBIE T EED (VIF) 2—FseFaE A ERIAWS Direct ConnectiE #%,

- EERED  NERAAEEREAFRERTE IP #utfy Amazon VPC,
- NEELED  ABFELZEOTFRERAE IP it A AWS 28 kS,

o hEEERLED  FEELIED AT EE Direct Connect Mx KB — N Z 4 Amazon VPC i
M, BATLUR A3 E I O BEAEE/R AWS Direct Connect EAASRIEE EZE—RFEH, X
Direct Connect WxBLERE R , S Hthe section called “Direct Connect Fx”,

EEMA IPv6 ubiEEEFIHAL AWS RS , BERRS XAURIEREXHE IPv6 F i,
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). EBFAEREOMN MTU TTELE 1500 5 9001 ( B2 ) , FEEBEON MTU AR 1500 =%
8500 ( E&MN ) , EBALAERIZEOMIEE MTU , I ESIBEOBXNERITER. HELEON
MTU REJ 8500 ( E&Ei ) = 9001 ( E&Em ) AR SHENREYWEEE (NMRTCZBAREH N
THERM ), EEESPMEERERBENAMEELMZEONNKEE  SEKUTXRII0W, EREEE
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HEMEOREXIFERN , 151 AWS Direct Connect #Hl AR HIEF , REEMEETF LK
I FHEHM,

/A Important

MR EMKXE—NTHZ 4 Direct Connect Moxx Bk , M5 MK F Direct Connect <
FRANBEBRES (ASN ) HATFE, Hlan , REXS R %H Direct Connect M {8 F B
AHY ASN 64512 , M RBRE K[ kM

73 Direct Connect M%< Bt & %% iz #l 4% O

1. $TFFAWS Direct ConnectiZ & , M#EH https://console.aws.amazon.com/directconnect/v2/
home,

ESMEKD |, iR Virtual Interfaces,

%% Create virtual interface (BIZZE#LEED),

£ Virtual interface type (£ OXE) T , XF Type (X&) , 1%&$F Transit (P ).

£ Transit virtual interface settings (PH#ELIZEORE) T , MITUTRE -

o A 0N

a. Xt F Virtual interface name (B#MZOZ) , m AELEO B,

b. F Connection (E#) , EERZEA T LZE O Direct Connect iE#,

c. NTEEEOMEE K MRELIFEOATEN AWS IKF |, NEEFKRN AWS IK-,
d. X¥F Direct Connect M>x , 1%#% Direct Connect M3,

e. X¥F VLAN , W AL E B (VLAN) B ID 5,

f. XIF BGP ASN , % A#T R 38 O f9 A ity 37 5% H 2R M0 R XML BSA RS S

BMIEN 1 B 2147483647,
6. TEMIRET , FUTUL TR

a. ZEE IPv4 BGP = IPv6 & |, BIITUTIRE :

[IPv4] ZEE IPv4 BGP W% |, Bt IPv4 , REHIT FHIREZ—

- EHTEEIXLE IP #ik , XF Your router peer IP (BB EHEEXNZ IP) , %A Amazon [
ERIEE|H B ¥R IPv4 CIDR i,

« XF Amazon BRHZRNF IP , AR THREREE AWS # IPv4 CIDR ik,
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/A Important

MEEALTFAWS BB 2B IPv4 ik , NIFFARYE RFC 3927 M 169.254.0.0/16 IPv4
Link-Local 4 B¢ /29 CIDR LA {TiE#E, point-to-point AWSTN RIGIT EF & 8§
HEXE P #hutER VPC RENRF/ B |, MFBWEALET, MK , R
RIiZfER RFC 1918 Sk HMF ik ( IFRFC 1918 ) , A HCIEEMUL,

- BXRFC1918 WEZEE |, ST E BB it 5 B

« X RFC 3927 WEZEER , BS IPv4 85 A it W SEE

[IPv6] ZEELE IPv6 BGP X & , BiEi#E IPv6. X% IPv6 tthtit M Amazon B9 IPv6 tthiiksth B 3)
DB, BITEEEBEN IPv6 it

b. EXFHAMEHE T (MTU) M 1500 ( BRIK ) EXN 8500 ( E&MT ) , #Eik#E Jumbo MTU
(MTU size 8500) (E& i MTU (MTU X/ 8500)),

c. (A& ) “BA” T SiteLink , 1%#F “/5 A" LU/Z A Direct Connect A R Z BRI EEIEE,
d. ( °i& ) AR BRIRZ

[AIFRE] £ Add tag ( RIFRE ) |, RERITUTIRE :
« WF Key () , mABEM,
- XNTE , WmARE

[ BRIRE] FTEARESE | %1 Remove tag (Ml BRHRZE).

7. i&#E Create virtual interface (BIZZE#EED),

SIRELIZEN R , BUUANRZTHRBEREE, BXEZEL , FEN THEAFEENH

ERWTITH AP QIR EENED

* create-transit-virtual-interface (AWS CLI)

» CreateTransitVirtuallnterface(AWS Direct ConnectAPI)

FEABSITR APl Z2F K t1ZE| Direct Connect M>< By EE #1320

« describe-direct-connect-gateway-ki ¥ () AWS CLI

» DescribeDirectConnectGatewayAttachments(AWS Direct ConnectAPI)
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T 8% R R L B XA
OIREREOEBEORBNETH | TS THE B0 b SR E 4

MRIERF A TR 2R A T IS MACsec WERIED |, RIS BFI N ENRHBFOEEE X

3S—=/

« 1217 NX-0S 9.3 HE SMRAFHH Cisco Nexus 9K+ R 532 #R M
+ 1217 JunOS 9.5 RE SRAEHHY Juniper Networks M/X R 51|38 85

1. FTFFAWS Direct ConnectiZ#l#& , Wit https://console.aws.amazon.com/directconnect/v2/
home,

ESMERKF , %$F Virtual Interfaces.

EBEED |, REER View details (BEFFHAER).
%% Download router configuration (T £ HREE).
NT FEERAREE , MITUTRE

o k~ w0 b

a. XF Vendor (ftR7E) , EFEMRBFHEE,
b. X F Platform , &R ENEEHFES,
c. XtTF Software , & EHEE B BRI RRA,
6. EETH , ARERAESENRARINEE , UBRETTLUEREE] AWS Direct Connect.

MACsec ;X =ZEIN

WMRFEN MACsec FHHIERBERMHER , F5E T &Ko

2 ik

CKN K XE— 64 TARBIFH (09, AE) FHE, BALKTRAREBES
BT AREML,

CAK KE XE— 64 TARBIFH (09, AE) FHE, BALKTRAREBES
B Y AREML,

EEE AES_256_CMAC

SAK BIEH

X F 100Gbps #E# : GCM_AES_XPN_256
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4 DU

X¥F 10Gbps iE#: : GCM_AES_XPN_256 3 GCM_AES_256

PR ILEH 16
nZRB 0
ICV i8R B

SAK B &4ART PN R3h>
[E]

EERELEOFHAESR
EANEEEMED NSRS, FAEREE .

o EERS

- B

- UE

* VLAN

- BGP 45 R
« W& Ptk

MAEERXELZEONFEAREE

1. 3TFFAWS Direct ConnectiZ#|& , MitH https://console.aws.amazon.com/directconnect/v2/
home,

EEMSEHSR , EREMEQ,
EREMED , RFIERE View details (BFFHAEFE).

w N

ERWSITH AP RERER

* describe-virtual-interfaces (AWS CLI)

EEENEOFARS —
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» DescribeVirtuallnterfaces(AWS Direct ConnectAPI)

s IS BR BGP Xt &4k

X SR RY R S8 QR NI BR IPv4 B IPv6 BGP Xt & 4 1F.

EEZEOTUZFEAN IPv4 BGP RELFEMEA IPv6 BGP X E£iE,

BFEN IPv6 BGP NELEEELBSHNF IPv6 ithit, Amazon B3I RESE—1 /125 IPv6
CIDR,

FXEFZMIU BGP, IPv4 M IPv6 EELE O HNIHRER TET.

AWS ERIAB A MD5, BT E& ek,
il BGP 3 &4k

ER LT SR A AN BGP XY E 44,

il BGP Xt &4

1.

o

$TFFAWS Direct ConnectiZ & , MitH https://console.aws.amazon.com/directconnect/v2/
home,

ESMBERKH , BER Virtual Interfaces,

EREED |, REEE View details (BEFFAEL).
RN INIT E 48,

(FABEERZED ) R IPv4 BGP XE& , BIITUTRE

« & IPv4,

« BERTIEEIXLE P it , 3FF Your router peer IP (JEHBREHEEXTE IP) , %A Amazon ’HE&
KIZZEIH B ¥r IPv4 CIDR #zdit, XFF Amazon BEHEEENE IP , AR TRRELREE AWS B
IPv4 CIDR i,

( RBEERED ) 2R IPv4 BGP NE & |, BHITUTRE

o XNTENRAERNF IP, WAMKIEREN IPv4 CIDR BHritbit.
« XF Amazon BRHZRXF IP , AR TRREREE AWS 89 IPv4 CIDR it
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/A Important

MREAYF AWS B2 E IP ik , MASM 169.254.0.0/16 2B /29 CIDR, HRIEIT
EFEAEFBASENE IP i ERNREMNRMBSR , I AWS TEUFERLIETR, &
MiZfEA RFC 1918 st HAF 4t , H BTIEEU, EX RFC 1918 HEZER |, TS
%) FA 7 BBk B ik 5 i o

7. (FABELLAEEREED ) ESM IPv6 BGP & | HiER IPv6, XTE IPv6 it & M Amazon Y
IPv6 Hbiitith B 0B ; BT EIEEBE N IPv6 Mk,

8. XF BGPASN , W AFELIZEONA I EEASZND AN BEBRES,
NFABELIED , ASN XAARER S EELIZONATFIRS,
BEMERN 1-2147483647,

BIEE , MBRBRERAE , RN E8PE—ME,
9. ERMHLBECH BGP 4 , X1 T BGP SR Z4R , A EK BGP MD5 %4,
10. ERRIIXS S48,

FERAHSTH API 82 BGP 3 &k

 create-bgp-peer (AWS CLI)
+ CreateBGPPeer (AWS Direct Connect API)

Tl BR BGP Xt 244

MREHELIEOE IPv4 M IPv6 BGP WEHXE , BT LUMIER—/> BGP XM F&1E (BT 8EF & &M
BR)o

iR BGP Xt 44

1. FTFFAWS Direct ConnectiZE#ll& , Mty https://console.aws.amazon.com/directconnect/v2/
home,

2. TESMBEETF , %R Virtual Interfaces,
3. BEBERED , RFIER View details (BEFFAEFE L),
4. 71E Peerings (&) T , BZRER RN EFME |, AF %R Delete (HIBR)o
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5. 1 Remove peering from virtual interface (MEE 1182 O AP BRI Z4K) XHiEMEH |, &8 Delete (M
Bﬁ)o

FEABSITI API 1R BGP 33 4K

 delete-bgp-peer (AWS CLI)

» DeleteBGPPeer (AWS Direct Connect API)

AREEAEOLPEEDEDREMSE MTU

AWS Direct Connect #8882 X ¥ 1522 5 9023 FTTHYLAAMMIAR /N (14 FTTLUAMIRK + 4 FH
VLAN #Ri2 + IP BiEHREIFT + 4 FT FCS )

R EEN R A EREN (MTU) REBES ZEREEZNBEAAATFRBEBSHRND (UAFTHE
). EBRFAEHEOMN MTU ATLLZ 1500 51 9001 ( E&MI ) , FFEELIEOR MTU ATLLZ 1500 5
8500 ( E& ) , MAINERIZEORIEE MTU , BT ZQIBEO XN HHTER., FMEMEON
MTU iRE > 8500 ( E&M ) 2 9001 ( E&M ) AIRESSBEMKEWIEERE ( MREC A AREHRN
XEERM ), EMEESPHMSEERBRNAMAELIEONMKERE KKK 0¥, EREEE
HEMEOREXIFERMN , 151 AWS Direct Connect ZHl A FHIET K REEMEETF LK
FXEFEERM,

AAEERPREOSFRENZEOSAERNE , RRENESIFERMMERESR LAG KBk, EEF
EINFA B M= Direct Connect < IFABEEMEND | S&EE$EZ Direct Connect F< i A5 B 032
OXEERN, IREERNMNHHERBHEEARE MTU BENRAEELED , AFNREELHE
BB SSI S VPN, MR 1500 MTU,

/A Important

E B ii{E A F8d AWS Direct Connect BY& 1 HFIEN P HE M X EESEHR, PHEMX
FHE R 8500 F17,

MR EC2 EHFZIFER M |, fFM Direct Connect i BRE &b, Bk C1, CC1, T1 F M1
S\, FiE EC2 LKA IFER M, BXEZFERE , 5 H (EAT Linux E4I# Amazon
EC2 AAF#ER) M EC2 RHIMMEHZREHE T (MTU)

NFREERE , AR Direct Connect RFEREZ L BAMNTEEAER N, MREERE
BErREHERM , WEEMEE LBLELEER.
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REMRFELDEON MTU

1. FTFFAWS Direct ConnectiZ#l& , it https://console.aws.amazon.com/directconnect/v2/
home,

2. TESMBEKTP , % Virtual Interfaces.
3. EEBEELEO  ABER Edit (RE8).

4. 1£ Jumbo MTU (MTU size 9001) (E & (MTU KX/ 9001)) 5 Jumbo MTU (MTU size 8500) (E
i MTU (MTU k/) 8500)) T , 3%3% Enabled (28 ).

5. £ Acknowledge (F1A) T , #%#% | understand the selected connection(s) will go down for a brief

period (BRAE , FTiLEEFEE AT B AMKIT). EMTRE , EREAREN pending.

FERTSIEH AP REREELIZOMN MTU

 update-virtual-interface-attributes (AWS CLI)

» UpdateVirtuallnterfaceAttributes(AWS Direct ConnectAPI)

AN DS BR BE #L 4% O AR5

BRERE—FAERMRELIEOD, MREEELFEONKFFIEE , W BURINEM BRIRZ

D0 BR A O AR

1. 3TFFAWS Direct ConnectiZ & , Wit https://console.aws.amazon.com/directconnect/v2/
home,

2. TESMBETP , % Virtual Interfaces.

3. EEELED  ABER Edit (REB).

4. BINRBPERIFE,

[RINPRZE] 148 Add tag ( AAIIFRE ) |, REMITU TR
« XtT Key(8) , WAREBW
- NTE, AARE.

[ BRIRE] TEARESE | 1£1F Remove tag (Ml BRHFZE).

5. i&#% Edit virtual interface (4REEREIED),
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EE A S ITRIMAMMB ERIRE

+ tag-resource (AWS CLI)
» untag-resource (AWS CLI)

Al B R 5L 4% O

MR —NRZBAERIED, BAIEMBRELIED | REFEMRERE, BHREMEOSKZLIENEEL
O #HE5< AWS Direct Connect 2kiE (& 5k %%,

i BR A #0452 O

1. FTFFAWS Direct ConnectiZ#l& , it https://console.aws.amazon.com/directconnect/v2/
home,

2. EEMERP  EFELEO,
3. MEBEHMED , RIS1EE Delete (HER).
4. 71E Delete (MBR) B8IAIEAES , i%£3F Delete (HIBR).

FEABSITR API BIBREREO

+ delete-virtual-interface (AWS CLI)
» DeleteVirtuallnterface(AWS Direct ConnectAPI)

SIEEELNED

BRI AE, PRIMARERNZED., TR , FRREMRT ENEDON KREMEP

gL,
SERENEELIZO
SIREEIERIED

1. FTFFAWS Direct ConnectiZ#l& , it https://console.aws.amazon.com/directconnect/v2/
home,

2. ESMBEHED , E£4F Virtual Interfaces,
3. 1%&$® Create virtual interface (BIZ2E#£L#EENO),
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AWS Direct Connect ArfEm
4, HEERPEORBET  NTFRE  EELE.
5. EREEREORET , ITUTERE

a. X F Virtual interface name (EE#MZEOE) , WmAELIEOBMN,
. X¥F Connection (i£##) , EEFER T LT O M Direct Connect E#,

XN TEMZEAMEE  EFRHM AWS K/ X TEMZEOMEE , M ARAENEORIK
F= 1D,

. JF VLAN , S AEREMREM (VLAN) B ID 5.
. XF BGP ASN , fi ARTRE#L3E O At 3 FERHERN LRI BRRE S,

(on

o

o

0]

BEMERN 1-2147483647
6. HEMIZKET , MITUATERE :

a. ERE IPv4 BGP = IPv6 W& |, HMITUTRE :

[IPv4] EELE IPv4 BGP X & , iR IPv4 , RIFHIT TR EZ— -
- ERTEEIXL IP st , XF Your router peer IP (EHIBEHBTXE IP) , %A Amazon i
EXAZEIH B FR IPv4 CIDR ik,

« X¥TF Amazon ERHZNF IP , AR THRERZEE AWS #Y IPv4 CIDR ik,

/A Important

MRE ARG AWS B HE IP bk , NS M 169.254.0.0/16 2 & /29 CIDR, R
FHEERAEFERBEBRNE IP it ERRENFRFE AR , U AWS FTEWSEA ik
W, R , IRNZAEMA RFC 1918 S EM I 1k ( EF RFC 1918 ) , A EHCEEM
ft, HX RFC 1918 WEZE R |, HSHLE BB MA it o o

[IPv6] ZEELE IPv6 BGP X & , BiE#E IPv6. X% IPv6 thtit M Amazon B9 IPv6 Hthiiksth B 3)
DB, BITEEEBEN IPV6 bt

b. ENHRALHEITTT (MTU ) M 1500 ( BRIk ) ERR 9001 ( BB ) | HIEFEE R R
MTU ( MTU A7) 9001 ) .

c. (A ) AINTMIERIRE,
[RINFRZ] £ Add tag ( FINFRZ ) |, RAERITUUTERE
« WF Key () , mABEM,

BB BN , T 5 —
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[ BRFR ] FEHRZSE | 1% Remove tag (M BRIRZ),

7. EREEDEOGEMAWS IKFHREEEZ)E |, BAT T R H R E XX

ERWTITH AP QIR ERFELED

» allocate-private-virtual-interface (AWS CLI)

 AllocatePrivateVirtuallnterface(AWS Direct ConnectAPI)

tIEREEABERED

BIEREEAEELNEO

1. FTFFAWS Direct ConnectiZ#l& , it https://console.aws.amazon.com/directconnect/v2/
home,

ESMEKD |, 14 Virtual Interfaces,

%% Create virtual interface (BIZZE#LEED),

£ Virtual interface type (E#MEARE) T , X T Type (KH) , 1£F Public (88).

£ Public Virtual Interface Settings (A EERUIZOIRE) T , T TERE -

o A 0N

. X F Virtual interface name (EEZEO B ) , MAERIZEOB R,
. X¥F Connection (3E#) , IEFER TIt#E O M Direct Connect E#.

XN TEMZEOMESE , &FEHM AWS K/ X TEMZEOMESE , M ARBENEORIK
F 1D,

. X F VLAN , @ AEHE LB EM (VLAN) B ID &,
. 3F BGP ASN , S AFTERIZOMN A3 E R AR LRZAMALDPILEBRES,

o o

o

o

D

BRIERN 1-2147483647,
6. ZEFE IPv4 BGP 5 IPv6 X% |, EHITUATRE

[IPv4] ZEE IPv4 BGP W% |, Bt IPv4 , REHIT FHIREZ—

- ERTEEIXL IP st , 3TF Your router peer IP (BB HZIXE IP) |, A Amazon [FRE
£3AZ|H B #5 IPv4 CIDR ek,

« XF Amazon BRHZRNF IP , AR THREREE AWS # IPv4 CIDR ik,
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/A Important

MREAYF AWS B2 E IP ik , MASM 169.254.0.0/16 2B /29 CIDR, HRIEIT
EFEAEFBASENE IP i ERNREMNRMBSR , I AWS TEUFERLIETR, &

MiZfEA RFC 1918 st HAF 4t , H BTIEEU, EX RFC 1918 HEZER |, TS
%) FA 7 BBk B ik 5 i o

[IPv6] ZELE IPv6 BGP X% , i #F IPv6. X% IPv6 thiit &)\ Amazon B IPv6 it sth B zh %
fii. BREEEBENL IPV6 ik,

7. ENEIRAFE Amazon , X F Prefixes you want to advertise (BN HHIBILR) , f AETE L
EOSRERmEN IPv4 CIDR Biritiit ( BEES 2R ) o

8. ERMEBZMEHALURIE BGP «1F , iF7E Additional Settings (Fi iR E) T , 7 BGP
authentication key (BGP ®iF Z4) i A ZZE 4.
MREFwMAE , BIFER— BGP A,

9. (W& ) AN ERIRZ,

A IFRE] £ Add tag ( RINFRE ) |, RERITUTIRE :
T Key () , mARBEM.
MNFE, mARE,

[ BRIRE] FTEARESE | 13 Remove tag (Ml BRHFZE).
10. 4% Create virtual interface (812 E £\ENO),
1. TREEDEOREM AWS IKFHFTEEERE , BT N80 B2 0 E X,

ERWTITH AP QIBRE A ELED

« allocate-public-virtual-interface (AWS CLI)

* AllocatePublicVirtuallnterface(AWS Direct ConnectAPI)
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SIEFEEPHRENED
IR EFERENED

/A Important

MREFFhEMKXE—NTHZ4 Direct Connect Moxx Bk , M5 MK F Direct Connect M 5x
FRANBEBRES (ASN ) HHATFE, Hlan , REXS R %H Direct Connect M {8 F B
AHY ASN 64512 , M RBRE K[ kM

1. $TFFAWS Direct ConnectiZ®#l & , Wik https://console.aws.amazon.com/directconnect/v2/
home,

ESMEKD |, iR Virtual Interfaces,

%% Create virtual interface (BIZZE#LEED),

£ Virtual interface type (£ OXE) T , XF Type (X&) , 1%&$F Transit (P ).
£ Transit virtual interface settings (PH#ELIZEORE) T , MITUTRE -

o A 0N

a. X} F Virtual interface name (EEEMZEOE) , WmAELEOZM,
b. F Connection (E#) , EERZEA T LZE O Direct Connect iE#,

c. WTEMEFEOMEE K GEHEM AWS KF , W TEMEOMREE  AARFILELEONIK
F 1D,

d. X¥F VLAN , AW ELLFBEMN (VLAN) B ID &,
e. XF BGP ASN , i AFTEEIZON RN SR AEN D EFMALBILBEBRES,

BMEN 1-2147483647
6. HEMIZKET , MITUATERE :
a. ZEE IPv4 BGP = IPv6 & |, BIITUTIRE :

[IPv4] ZEE IPv4 BGP W% |, Bt IPv4 , REHIT FHIREZ—

- EHTEEIXLE IP #ik , XF Your router peer IP ((BHIBEEHEXNZ IP) , %A Amazon [
ERIEE|H B ¥R IPv4 CIDR i,

« XF Amazon BRHZRNF IP , AR THREREE AWS # IPv4 CIDR ik,

BB EPHEELED 120


https://console.aws.amazon.com/directconnect/v2/home
https://console.aws.amazon.com/directconnect/v2/home

AWS Direct Connect AriEE

/A Important

MEE ALY AWS B 2B IP #bik , W SM 169.254.0.0/16 2 & /29 CIDR, R
BITEFEREFRHENSE IP it fEARENFERFMBESR , I AWS TR A ik
W, &RIZEA RFC 1918 i HMI ut , HFBITIEEMUE, BX RFC 1918 WEZE
B, BSHAEEBRMAY M5B,

[IPv6] EELE IPv6 BGP X% , 1§i%#F IPv6, X IPv6 it M Amazon §9 IPv6 ik ith B 3h
P, BIREIBEBEN IPv6 i,

b. EXFHAMEHET (MTU) M 1500 ( BRIK ) EXN 8500 ( E&MT ) , %% Jumbo MTU
(MTU size 8500) (E& i MTU (MTU X/ 8500)),

c. [AI&E] AIRE . AT THRE

[ARINFRZ] £ Add tag ( FINFRZ ) |, RAERITUUTERE
s WF Key () , WmABEM,
- NFE, BARE,

[ BRIRE] RS | #£#F Remove tag (Ml BRHFZ),

7. i&#E Create virtual interface (BIZZE#LEED),
8. EREERZEOMHAM AWS WFWFEEESE , BT FHEHEREE X,

AW TITH AP QIR E R ELED

+ allocate-transit-virtual-interface (AWS CLI)
 AllocateTransitVirtuallnterface(AWS Direct ConnectAPI)

EXEEENEA

EFREAREELEOCE , XA ESZELED, XTFRAEELED , BEXMEE —PNELFA
EM x5 Direct Connect W%, SN FHHEELIED , BELHMEHEHEMKXER Direct Connect Mx,

MEREEELERN

1. FTFFAWS Direct ConnectiZ#l& , it https://console.aws.amazon.com/directconnect/v2/
home,
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RAriEmE

2. TESMBEKTP , % Virtual Interfaces.

EERENED , AFIERE View details (BFFHAREFSR).

3
4. 1E$E Accept (EX),
5. XERATAEERMEOMPEELEO,

( PEERLIEED ) £ Accept virtual interface (S EREO) XHFMEH , £ Direct Connect M

X, RIFE$E Accept virtual interface (EZE#IZO),

(RABERERIED ) 7 Accept virtual interface (IEZELIED) SFEER , EREBFAEMNKD
Direct Connect M% , SR/Fi%# Accept virtual interface (I E#EO),

6. ELRESHEEEMEN ZE , AWS Direct Connect EZNFIEEAT THEBHBEEXH, TEHE

HERB IR EZ R EEMEONKS T A,

ERWTITH AP EZRELRFELED

 confirm-private-virtual-interface (AWS CLI)

« ConfirmPrivateVirtuallnterface(AWS Direct ConnectAPI)

ERWTITH AP EZREQFELED

* confirm-public-virtual-interface (AWS CLI)
» ConfirmPublicVirtuallnterface(AWS Direct ConnectAPI)

ERAWTITH AP SEZREREELED

 confirm-transit-virtual-interface (AWS CLI)

» ConfirmTransitVirtuallnterface(AWS Direct ConnectAPI)

ERELEO

MREWNTUATE—ELEOTBRE , BEALEE .

- FEEMEEXBNNAELZEOTIBE S -1 LAG.
- FEEANRA LAG XEWIAEMZOIBIH LAG.
« FEEMEEXBNNAELZEOTIBE S —MEE,

FEREED
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® Note

« BALCREMEOTIBIE - XERNNHTERE  BREFEN - IMXEEED 5 —MXE,
HUBEAZEOTIBHREKIFEZEN  EXEEMEOXRKNEESHEARN, EFR
L, A EEE LA RERE  ARERH BGP K&

o« BEEN VIF \A—MREEEZTIBR S —NMEEIERE, VLANID 2 —/ ; Btk |, LUx#b
FRIEB VIF EKE VLAN REH, SEEMBRIERESR VIF , REEREZEM VIF HHEBRH
VLAN EF6IZ,

/A Important
EEEOSEE XA, BRMNBWEELEPBERITIHERE,

FRELED

1. FTFFAWS Direct ConnectiZ &l & , Mty https://console.aws.amazon.com/directconnect/v2/
home,

ESMERKT , &R Virtual Interfaces,
ERERED , RAEER Edit (RE).

¥F Connection (iE#£) , iH1E#E LAG i,
%32 Edit virtual interface (4w EIEO),

o k~ w0 b

FERBSTHR API EBELED

* associate-virtual-interface (AWS CLI)
+ AssociateVirtuallnterface(AWS Direct ConnectAPlI)
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HEEREA

A LMERA S MEREREMATAHR, SEREAA (LAG) R—MEEED | FHERRESEEIMHIL
(LACP) &£ — AWS Direct Connect &7 QAR EZMNERE , NTATEFXLEZEAN—IEE
EE, LAGHELTEIRE , BN LAG BEEA TAPMEER.

(® Note
AWS T X #EFZH5E LAG ( MLAG ) »

ETEYF , BEONERE , SMBERMNEE. BUUALLEER—AWSEEFHEE BN EREL
B LAG , RABEAMAN LAG MA R/ MEEATREMEE,

(‘b Direct Connect Location 1 Customer Data Center

Customer Data Center

BN BEEGE LAG , BB EMERE, 02 LAG 25 , B RIAER (TRRMIELESE
=REA LAG W —&7) & LAG XEko

BUTFHNER -

s FIEEZERSNMR2ETRER , WAOZEEN 1Gbps, 10Gbps = 100Gbps.
« LAG FHFMBEEH L NFERAEBNTR,
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« ELAGH , BRZAUEHN 100G E# , IO MNHORERERT 100G HiERE. LAG FHENERE
it A X BAE RS,

« LAG FH B EZEH ML IE T E— AWS Direct Connect LK im T Ko

- FPBEMEORE (2F., BENPHE ) #ZHK LAG.

B2 LAG B, &0 BAM AWS Direct Connect #2258 2 B A S NFYEBIEZ T EH (RGEP MEE
®%Z DB (LOA-CFA)) » BXEZER , ES M T LOA-CFA,

FiE LAG BB -1 EM , ZBMBEEEL LAG £A5E1T , LAG HAMEITHERNR/ M HE. BiA
BRT , # LAG WIELEMIRERN 0. B EH LAG UEETRMNE , IHMERSE , MRSTEER
RTUEE , B LAG R EET, LEMATRATHIESEERRRERE,

LAG R AE L X 3/ E R KB 1T,
® Note

HIRQE LAG B MNEES LAG KEE |, BRI ATEETERIELA E AWS Direct Connect £
whREERBEHTRAKO,.

MACsec T =ZEIN
EE LAG LEE MACsec Bt , IEZEUTILE :

- HENIBEEELE LAG 1Y , RILMERFTE MACsec ZHA EEENI KRB, AE , BRIVHERRM
2| LAG , 34 LAG MACsec B4R 5iX LiE K B,

- TEFUMAEES LAG XKER |, H515 LAG XBH MACsec At 5 ZiEREREK, ALt , BIE
MACsec 4 EiE MR ER |, FEEARNME LAG , AEH LAG MACsec Z4A 5iE XX,

213 LAG
S5 TE B BAE AR A ML ERE LAG,
H0SRIX S BAE X B B AOE R, METT R FIFHE R 02 LAG,

ENNAEZVE LAG , EESLAMNTE— AWS &% £ ( 7R — AWS Direct Connect i S 1E ) 6
AL TERAEBNT R, NWRBIRZEZESBURE LAG BTHRENS/NETEER , WETEMN
A LAG TBIEHE,
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/A Important
NTFREEE , 5 AWS HEENELIE LAG B,

Create a LAG with new connections using the console
FIAFIEZOIE LAG
1. 3TFFAWS Direct ConnectiZ#|& , MitH https://console.aws.amazon.com/directconnect/v2/
home,
2. ESEMBE®KD , EF LAGs (LAG).
3. EEMIE LAG,
4. 7 Lag creation type (Lag B H) T , EFERIEE , ARRAUTER -

« LAG name (LAG & #5) : LAG BI&#.
* Location (fZi&) : LAG L&,
- WORE  EENKOEE,

- FTERY  BEOENIERNRE. HiROEEN 16 H 106G i, RS ATUEMEMNERE ; 5
¥ FRE N 100G BY , &S A AR NEE,

( ATk ) AIEEBE MAC 242 (MACsec ) » EEHMIZET , &R EREZEF MACsec Hi%
e

MACsec RE T AEZELTHA,

( 'k ) AN BRI

[AIFRE] £ Add tag ( RIFRE ) |, RERITUTIRE :
« WF Key () , mABEM,
- XNTE, WmARE

[ BRFR ] FEHRZSE | 1% Remove tag (M BRIRZ),

5. EHGIE LAG.
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Create a LAG with existing connections using the console
BEINAEEZENE LAG
1. FTFFAWS Direct ConnectiZ#l& , M1t https://console.aws.amazon.com/directconnect/v2/
home,
2. HESMBEHKP , %&EF LAGs (LAG).
3. ERBIE LAG,
4. 7f Lag creation type (Lag BI2RE) T , ERFEAMNEERE , ARRMUTEES .

« LAG name (LAG & #5) : LAG BI&#.
- MAERE : AT LAG # Direct Connect i,

o ((HE ) FEEK  ZOIRAVIERS. HiwWOEERN 16 X 10G i , HRSALAENE
B SimOEERN 100G B, &S A UERMNERE.

- BR/DEEH : EiL LAG A ETMATETHERNR/ N HBE. WREREEE , BRINF
D BERRINE 0o

5. (A& ) AHNERMBRER

[RIARAE] 4% Add tag (IR ) | REHATH TR -
+ XF Key (#) , WAREM,
. XFE, WARME.

[ BR#REE] FEFRZSE |, %E#F Remove tag (Ml BRIRZ),

6. EFEBE LAG,

Command line
FRABTTH API 812 LAG
+ create-lag (AWS CLI)
+ CreateLag(AWS Direct ConnectAPI)
FEABSITER APl #3R LAG

+ describe-lags (AWS CLI)
» DescribeLags(AWS Direct ConnectAPI)
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RAriEmE

FEHBSITH APl T LOA-CFA

» describe-loa (AWS CLI)
» DescribeLoa(AWS Direct ConnectAPI)

IR LAG & , BRI LUEREE LAG XERS@BR—ENXRE. AXEZER ,

B RIBIEIES LAG BY%EE -

BE LAG FHAER

BELAG T , B UEFHFHES,
Console

EERXEW LAG HIER

BESH FEES LAG X

1. FTFFAWS Direct ConnectiZE &l & , M1ty https://console.aws.amazon.com/directconnect/v2/

home,

2. HESMERKT , & LAGs (LAG).

3. B LAG , ARBERE View details (BEFEFMEER),
4. BALLEEF LAG WHEXEER , GFH ID FiEREL LR AWS Direct Connect i 5o

Command line
EFFABSTH APl 2F LAG NHEXER

+ describe-lags (AWS CLI)
» DescribeLags(AWS Direct ConnectAPI)

EHT LAG
EEUES A TEERSA (LAG ) Bt

d LAG E’g%%o
o Eil LAG A B 21T AIUS TR /IIEZER,
« LAG #J MACsec INZE =

EE LAG H#HFEE
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MACsec X E&Z FiEZ LA,

AWS FILESESLE T LAG NEEE,

BRERN :
* should_encrypt

e must_encrypt

FMFEKRENZET , BRI EE B PRT,
* no_encrypt

- R

(® Note
MRBRBERPDSTERBORE , FRAFNET2SB LAG RTHRREHF BXBEEE
1To

Console

E# LAG

1. FTFFAWS Direct ConnectiZ#l& , it https://console.aws.amazon.com/directconnect/v2/
home,

2. TESMBE®RD , EF LAGs (LAG).
®E LAG , REREBRE,
4. 1EH LAG

[ERBF] N T LAG B, MAFE LAG B,
[(AR&/PMEEY XN THRNMEEYR , HARNSITEER.

[ARIIAPRE] 18R Add tag ( FINFRE ) |, RAERITUTERE
NF Key () , mAREBW
NFE, WARE,

[ BR#RE] TEFREE | £ Remove tag (I BRIFZ),
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5. i%&3% Edit LAG (4338 LAG ).

Command line
FERAGSITH API BT LAG

* update-lag (AWS CLI)
+ UpdateLag(AWS Direct ConnectAPI)

EE AT ITRIMAM ERIRE

+ tag-resource (AWS CLI)
» untag-resource (AWS CLI)

FEEE LAG kB

BARIAERES LAG XB, ERETURMYK , LAl LEHM LAG BV —H5 . ERELALTE—
AWS R& L , FEMAERES LAG HENHR, MRERESSE — LAG XE , A BRREEFS
R LAG R TH&/MEITEERBNRE , WETEEFMRBKIZELE,

FMENMEES LAG XE , 2 A3 FEEMEOERKEKE LAG,

A Important
EEES AWS 22 31 HY7E 2085 1 < B i) R

Console

FHEES LAG KB

1. FTFFAWS Direct ConnectiZE#ll& , Mty https://console.aws.amazon.com/directconnect/v2/
home,

ESMBEEF |, %F LAGs (LAG).

% LAG , AREREFFAGR.

EEET , ERXBREE,

FFER | RBERT LAG B Direct Connect &1,

o M @b
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6. EFERERER,

Command line

EABSITH AP REERE

 associate-connection-with-lag (AWS CLI)

+ AssociateConnectionWithLag(AWS Direct ConnectAPI)

RERIEIEE LAG BB

BRBREMNMERS LAG 2HMXER |, A ZEER RN IR ERR, MRBBRIRERNFSH LAG KT
HENESTEERNEE , NEEFRIEK.

BRRREMNMERS LAG WXERT 2 B BBRXBREMELIEA,

/A Important
ERRBRRERET |, 85 AWS KEET 2.

Console

FRRRERES LAG RYXEX

1.  $TFFAWS Direct ConnectiZ#l& , Wit A https://console.aws.amazon.com/directconnect/v2/
home,

EEMEBRS , &EEF LAG,

% LAG , AR EREFEFAE S,

EEED , NITREREIIRTIERERE , ARERIUEXEK,
FERIAXIFEES |, 1%3% Disassociate (BUH<EX).

o ~ w0 Dn

Command line
FEABSITER AP| fRBR BT

« disassociate-connection-from-lag (AWS CLI)
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» DisassociateConnectionFromLag(AWS Direct ConnectAPI)

¥ MACsec CKN/CAK 5 LAG *<Ek

B8 X% MACsec 15 LAG 7 , BRI LUF CKN/CAK EiE#Ex Bk,

® Note

ff MACsec 45 LAG XBt G , B ERNE#TEHR, WREESRF  THRFHEE
BEHXRE  RAEENBRAEEREXK, BXBIBRXEWEER | ESH the section called “Mil &
MACsec 2401 LAG Z B KRB,

Console

E MACsec ZH#HE LAG xEk

1.

o ~ 0D

$TFFAWS Direct ConnectiZH|& , ML H https://console.aws.amazon.com/directconnect/v2/
home,

ESMBEED , EF LAGs (LAG),

TR LAG , RBERE View details (BEFEFMEER),
ERXEREA.

# A MACsec Z4A.

[/ CAK/ICKN X] ‘& ZZAX , REHITUTRE

o WTEEXKEH (CAK) , BA CAK,.
o X TEERKERENH (CKN) |, #iA CAK,

(5 A Z4A] £ R IE Secret Manager 40 , AEX THB4H |, %8 MACsec A,
EFERERE

Command line

Ef MACsec 415 LAG xBk

+ associate-mac-sec-key (AWS CLI)
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» AssociateMacSecKey(AWS Direct ConnectAPI)

MIBR MACsec Z4AM LAG Z BBy X< EX

&7 LA BR LAG 1 MACsec Z24A 2 I8 B9 < BX .
Console

ZMBR LAG 1 MACsec %40 2 [RIHY X Bk

1. FTFFAWS Direct ConnectiZE &l & , Mty https://console.aws.amazon.com/directconnect/v2/
home,

ESMBEESD , EF LAGs (LAG),

%R LAG , RE1ESE View details (BEFEFAEE),

EF EMIBREY MACsec 41 , AREFRBRBEH R,
FEWEIAXTERES |, WA disassociate , RFIERHEBRREK,

o & 0N

Command line

ZMIBR LAG M MACsec Z4A 2 [RIRY < EX

+ disassociate-mac-sec-key (AWS CLI)

» DisassociateMacSecKey(AWS Direct ConnectAPI)

i ER LAG

MREFTBEE LAG, AIUMIKREI]. MR LAG EEHXBEMELIED , NETERMBRE., B493E
MBRERIED  EFELIZEOSHM LAG SiEEREK. BB LAG ToMBR LAG RV ERE ; B4M
BITHIRRXLERE, BXEZER , BN MERER,

Console
il BR LAG

1.  3TFAWS Direct ConnectiZ &l & , Wit A https://console.aws.amazon.com/directconnect/v2/
home,

2. HESMERT , &E LAGs (LAG).
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RAriEmE

3. &E LAG , RFEEMIBR.
4. FEEINHEES |, EEFRBR.

Command line
FERAGSITEH API HIBR LAG

+ delete-lag (AWS CLI)
+ DeleteLag(AWS Direct ConnectAPI)

il ER LAG
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£ F Direct Connect M ><

AT LAfEF Amazon VPC 2% A 5 A AWS Direct Connect M AWS CLlI,

AFN

« Direct Connect %
o EEFAE M X KER
o PEMIKER

- RATFWHIRRE

Direct Connect M >x

f£ A AWS Direct Connect M<EIZER VPC, J& AWS Direct Connect Mx 5L T{E—MxKEX :

- HEER-XEAZ VPC BT EM X
- EEAEMX

B AR FAERRT BA X, WEEA TSt XiEgRBE VPC E#ZE Direct
Connect M3<, Direct Connect M><iE %X 15 #Y Direct Connect LB, ZAiti¥#EH U EF 5 Direct
Connect {1 Ei% #/ Direct Connect E#, BXEZER , 152 (Amazon VPC AAF1EE) FHE
A Direct Connect P> 177 [7] 25 ih [X 15

Direct Connect X2 £ XA HER. BRI LEA Direct Connect MxEER € REMX I, X2IE
AWS GovCloud (US) BERE$E AWS HE X1,

X+ F £ A Direct Connect B VPC HAI I RFTHAXNEF |, JELE TR H Direct Connect IE S E
BEO,

THE#R T AT LAE A Direct Connect WxHiz =,

Direct Connect X St i F @ — Direct Connect Mx EHIMXREBAAEXIERE (Flan , EHLFA
BEMXEEE S —NEMREMRK ) . 2021 £ 11 ARENX—HANE —RFINER , EFN RS
NVPC EATWEM | XL VPC EZNEMREMX ( VGW ) XBkEIR — Direct Connect W< H 7 F
B—EflEO L, EXMERT , VPC Al Direct Connect is R E B[S, 0 , MRELNHIE
P ( 20 10.0.0.0/8 3 0.0.0.0/0 ) 53| Direct Connect M3 ( 40 10.0.0.0/24 1 10.0.1.0/24 )
WVPCEE , AU TR —ELEO L , MiXL VPC JRAMNEH At MEEBE.

Direct Connect M 5% 135


https://docs.aws.amazon.com/vpc/latest/userguide/Extend_VPCs.html#access-local-zone
https://docs.aws.amazon.com/vpc/latest/userguide/Extend_VPCs.html#access-local-zone

AWS Direct Connect AriEE

W RIEAIE Direct Connect MxAELE VPC E| VPC KIE(E |, BEHMITUTIRE :

1. # VPC FRRAIMHEMTR LIREZSALMELE VPC 2HNRE , b Al SUFFEAE VPC HEUIA
ZREAN—HD

2. BRNE VPC EBNAMEZNMEBEMN, ik , BUMTE VPC EBRYZA i B 452310 15 E /Y 3§
Ho

3. REEEINA MM EHEN VPC g — 4 Direct Connect W% , MARRNZA VPC EHRE—
Direct Connect M3, il , FERF XML VPC EHE A Direct Connect Mx , MR EN
VPC f & 34# Direct Connect W%,

Direct Connect MX R 2PRIETREMN — PN KB ZIZE E—MxxEk ( Flan | HEEF — N ibiE Mg
HEEREBMXKBRNBIARN ) , MRENEEPEZA VPC E#F 5[ — Direct Connect M5Bk
B RS | MIXLE VPC A UABHTEE. EFfLE VPC &S , BFARKRERE T blackhol e JEIIHY
VPC BBk,

TE#R T A LA Direct Connect X7 %,
=

« REIFAE MK KB

- BIKFHEBFAE M XX Bk

o PEMXXE

o BBIKFHY AR R o0 K BR

- B3 Direct Connect M

- HiBR Direct Connect M

« MEIIFAE M XIEE E Direct Connect M

FE SUFATR P Sk < BR

ZETEH , Direct Connect < R FERERAEXERE ( FFEILMILH ) XEH AWS Direct Connect
EE, HEEKFPUTEERD (FERILMILE ) MEEAZ (JtmFERL ) XKEFHH VPC,

B4 VPC #MBE—NELXFEM X | ZM XA E L FAE M xKBZEEE Direct Connect M3k, Direct
Connect < FAFAE B #1380 iE 1% AWS Direct Connect b 5. MZUBEIZEFPHIEFLE—D
AWS Direct Connect iE#,
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US West (M. California) US East (N. Virginia)

10.0.0.0116 172.16.0.0/124

@ @ Customer network

Virtual private ggteway gssociatio . .
Direct Connect connection

{‘;ﬁb Private virtual interface
=
8

Direct Cannect gateway

5 K 7 Y BE L AL W ok Sk Bk

#Z £ Direct Connect Mx#HEHE ( I Z ) #5E Direct Connect MxWItiz S, KF A FIkF~ B BE
£/ Direct Connect W%, MK/~ A Mk~ B FEHMEIKS, Z RIERBKEN. K/ Z 21BN, H
(k) EFK, A WELFABEMXRKS B WEBFAEBMXHP ATHNEIR, KF Z BIRNUE |, K
F A FKF B o] LURERE M HE #1FAE M >< 3% B E Direct Connect %, K/ Z L BRI EFIVEE
B, BAKFE Z HBELMX,
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RriEmE

Account A

Account B

®

Virtual private gateway
associations

Virtual private gateway association
Direct Connect gateway

Account Z

@

Private virtual interface

Customer network

AP R SR Sk Bk

1% BB 20833 Direct Connect Mk 813 — ko[t B FrE VPC /Y | Direct Connect E R #

_EEO

"

&>

L

S Customer Network
Transit Gateway Q/ Transit Virtual = Direct Connect
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ESMBE KT , %R Direct Connect Mk , AJFi%#E Direct Connect M,
BEREREFRAEE.

1%£3F Gateways associations (M3<3<EX) , R/F1%#F Associate gateway (<EA® ),
FFMK |, EFRERBRN P EMX,

EAFHEIERT , A Direct Connect RXxEAEBIFEBR OB ( AES2RIIRIT) -
BEAATWEIBNEZEER |, B3 the section called “AIFMBIETE,

7. IERFERBAMKR

o a0 bk~ w DN

B LUB £ Gateway associations (< x<Bk) &F & Direct Connect M3 < Bk Y Fr B M 3<,
EBRREPEMX

1. FTFFAWS Direct ConnectiZE#ll& , Mty https://console.aws.amazon.com/directconnect/v2/
home,

e =S =
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ESMEKS |, i£4% Direct Connect Wk | AAF%#E Direct Connect M>x,

3. BEBREFHMARFES.

4. % Gateway associations (MXxXEk) , REEBHEMXK,

5. 1&EFEBUHXEK.

N

ERTPEM X R TFRYBIR
$8 0] LA e Fp 3 B 5 7 DN Sl BR 72 VR B BT 4R

1. 3TFFAWS Direct ConnectiZ & , MilH https://console.aws.amazon.com/directconnect/v2/
home,

2. HESMBES , % Direct Connect Pk | RFIEFEE T HR MR /2 B BIZRAY Direct
Connect M>%,

3. EEMFIKBATIFR,
4. BRREEBAVMX , REERRE.

5. EATWEIRH , # A Direct Connect Mx @A BIBEBR LA R. N TFZNEIR , BRAE
S9RENEE , FENNBRETN —1T. BHRNNEIBNEREERNILEMXH Amazon
VPC CIDR Efit, BEXAFNBBNESZEE , 5 the section called “AIFHBI B EH,

6. EERBEXREK,

EMXREED , REEREEEH. TAE , RSFEREXEK.
7. EFREHUHXREK.
8. BIREFRMRIEKUEIAEEMBERREM R,

EMAXEED , REEREEBBRXE, THRE , RER-FREIHER , FRXRFMZER 2 BB,
X AIREE B L0 B E E KA E F BEST o
EEATTITH API XERFHMX

- create-direct-connect-gateway-th4 (JAWS CLI

» CreateDirectConnectGatewayAssociation(AWS Direct Connect API)

EFHB ST APl & 5 Direct Connect M55 < BXHY FR 35 5%

« describe-direct-connect-gateway-#& (JAWS CLI

R BRI Bk 5 Bk 3 R 5% 152


https://console.aws.amazon.com/directconnect/v2/home
https://console.aws.amazon.com/directconnect/v2/home
https://docs.aws.amazon.com/cli/latest/reference/directconnect/create-direct-connect-gateway-association.html
https://docs.aws.amazon.com/directconnect/latest/APIReference/API_CreateDirectConnectGatewayAssociation.html
https://docs.aws.amazon.com/cli/latest/reference/directconnect/describe-direct-connect-gateway-associations.html

AWS Direct Connect AriEE

» DescribeDirectConnectGatewayAssociations(AWS Direct Connect API)

EFEABTITH APl BBERXER M X

- delete-direct-connect-gateway-ffr& (JAWS CLI

+ DeleteDirectConnectGatewayAssociation(AWS Direct Connect API)

EFEABTITH API EFHEMX A FNEITR

« update-direct-connect-gateway-fr< (JAWS CLI

» UpdateDirectConnectGatewayAssociation(AWS Direct Connect API)

213 F| Direct Connect W<y F R E#l#ED

EfF AWS Direct Connect HEZBIEZEMEMM X , XM NEZEEELMED, IBEEIEZESFIMN Direct
Connect WM<,

/A Important

MR REMKXE—NEHZ4 Direct Connect Moxx Bk , M%< F Direct Connect 5%
FERANBEBRES (ASN ) HATE, Hlan , wREXS R %H Direct Connect M {8 F B
IAHY ASN 64512 , M RBxE K[ kM

A Direct Connect M <L & 4L E 1O

1. FTFFAWS Direct ConnectiZE &l & , Mty https://console.aws.amazon.com/directconnect/v2/
home,

ESME®KD , &R Virtual Interfaces,

%% Create virtual interface (BIZZE#LEEN),

£ Virtual interface type (£ ZOXE) T , X TF Type (EKH) , 1%$F Transit (FF).
£ Transit virtual interface settings (FRELMZEORE) T , MITUTRE :

o & 0D

a. X F Virtual interface name (E#\ZOEH) , WmAELIEOBMR,
b. ¥F Connection (E#) , EERZEA T LE O/ Direct Connect iE#,
c. NTEEIEOMEE K MRELIZEOERATEN AWS IKF |, HEFERN AWS K-,
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d. XY F Direct Connect M>x , 1%#% Direct Connect M,
e. X{F VLAN , W AZMELLEEM (VLAN) B9 ID 5,
f. XIF BGP ASN , % A#T R 38 O f9 A ity 37 5% H 2R M0 R XML B A RS S

BMIEN 1 B 2147483647,
6. TEMIRET , FUTUL TR

a. ZEE IPv4 BGP = IPv6 & |, BIITUTIRE :

[IPv4] ZEE IPv4 BGP W% |, Bt IPv4 , REHIT FHIREZ—

- EHTEEIXLE IP #ik , XF Your router peer IP ((BHIBEEHEXNZ IP) , %A Amazon [
ERIEF|H BFR IPv4 CIDR i,

« XF Amazon BRHZNF IP , AR THREREE AWSH IPv4 CIDR i,

/A Important

MEE LT AWS BB 2B IPv4 Hisik | NIFFARHE RFC 3927 M 169.254.0.0/16 IPv4
Link-Local 4 B¢ /29 CIDR LAB1TiE#E, point-to-point AWS N REITEFEHE
BEEHEEXE IP utER VPC REAEN/ZH B it , MARIEAET, K ,
YREIZMERA RFC 1918 S H A F 4k ( F RFC 1918 ) , RGBS EE ML,

« X RFC 1918 WEZELR , TS WFE BB MY 1k 2 Fo
- X RFC 3927 WEZEER , BS IPv4 85 A it W SEE

[IPv6] ZEELE IPv6 BGP X & , BiE#E IPv6. X% IPv6 tthtit M Amazon B9 IPv6 thiiksth B 3)
DB, BIEEEBEN IPv6 it

b. EXFHAfEHE T (MTU) M 1500 ( BRIK ) EN 8500 ( E&MT ) , %% Jumbo MTU
(MTU size 8500) (E& i MTU (MTU X/ 8500)),

c. (A& ) & “BA” T SiteLink , 1% “/5 A” LA/Z A Direct Connect A R Z BRI EEIEE,
d. ( °i& ) RN BRIRZ

A IFRE] £ Add tag ( RIFRE ) |, RERITUTIRE :
« WF Key () , mABEM,
- XNTE, WmARE

[ BRAR ] FEAREE | 1%#F Remove tag (MIBRIRZ).
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7. i&#E Create virtual interface (BIZZE#LEED),

SIRTEAENR , EUMUNRZITHRAREE. AXREZFER , F5H T M EHREKE X,

ERWTITH AP QIR EENED

» create-transit-virtual-interface (AWS CLI)

» CreateTransitVirtuallnterface(AWS Direct Connect API)

FEABSITR APl Z2F K t1ZE| Direct Connect M>< Y EE #1320

+ describe-direct-connect-gateway-Kf# (JAWS CLI

* DescribeDirectConnectGatewayAttachments(AWS Direct Connect API)

5 T 7 < Bk o A R 51

B LU AR Direct Connect M x s #THY Direct Connect W< 54 AWS ik /= 384 1Y 4% % M < 48
XxBk, REMXPFTEEIEXEIEI , Direct Connect WX FTE & S TIES I X BRIR I,

BB A EEREMX AIFNBIZR. Direct Connect X ATEE AT LLUARE S XKW FHNEM
BRI BIR,

SETFRY BT R

X F MK KER , BATLLTE Direct Connect Mk ETRE AT EIRSIR, ZIKRA TERENAKi
B AWS BEmMK | EMEEZEREHmMNXH VPC B 2B CIDR th2#Mtk, Direct Connect P
AFHRIIFRPHBIZIREE Direct Connect Mk , HAMREIARME, BXATFHEIRINAEHHEN
KMERAENARENEZEER , 55 the section called “SLIFHEI B A,

5

- SIEREMIIERIEN

< BEZPIELRHEMRRBKEN
« APERIKERERH LTI EIR
« MBRAP MK KB ERIL
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B A F MR REIRIL

MBEHERENI , N A ERXEIBI, &R HIIERETE AWS IKF 1 VPC 5

VPN, Direct Connect XM FFE & %L = Direct Connect <8 ID R E AWS K8 1D, 1E012
WG , Direct Connect PIREIFRE & AIEZ MBI , LUELREEH BT AWS Direct Connecti 7] 4
P 4K

B RERIR I

1. FTFFAWS Direct ConnectiZ#ll& , Mty https://console.aws.amazon.com/directconnect/v2/
home,

2. HSMERT , EEDEMX , AEEFEPERNK,
3. BREEEBFARFR.

4. 1%3$F Direct Connect gateway associations (Direct Connect <k Ex) , Af51%£#R Associate Direct
Connect gateway (3<Bx Direct Connect FX),

5. 1£ Association account type (<ExIk KR T , X F Account owner (IKFFrE &) , 1E£#F
Another account (EL Ak ),

6. XITF Direct Connect MXFIE®E , % A#HE Direct Connect PI<fI K~ ID,
7. 1E Association settings (REKi&RE) T , UITATIRE :

a. X F Direct Connect gateway ID (Direct Connect % ID) , %i A Direct Connect M><#Y 1D,
b. ¥ FEMFEOMEE , MAMBELED U ITXERNKS ID,

c. (k) BEREEREMXATHNIRIIE , BHAKMNEANERT , AFESDTRE , W
BENITHRA

8. 1&#%E Associate Direct Connect gateway (<Bx Direct Connect FX)s

ERAWTITH APl BB XERRIL

« create-direct-connect-gateway- 212 % (JAWS CLI

+ CreateDirectConnectGatewayAssociationProposal(AWS Direct Connect API)

EE IR PR MR RBRIEIL

MBLHA Direct Connect P , LAREEXHIRNT BLOIRHT, LT LULBIBLRKIRYL
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EZREREW

1. 3TFFAWS Direct ConnectiZ#|& , MitH https://console.aws.amazon.com/directconnect/v2/
home,

ESHMBEEF , %$F Direct Connect P 3<,
R EBEFERIA Direct Connect M3 , A/F1%EE View details (BEFEFAEE).
£ Pending proposals ({FE1RIN) W~ L |, EFREI , AFIEEFE Accept proposal (EFZIRIN).

(A ) EREFEMXATWAIRIIER , FRIKZFNBANINRP , HAESSR , REE
HATH R A

6. %3 Accept proposal (EZEiI),

o ~ 0D

B4 R ERIR I

1. FTFFAWS Direct ConnectiZE#ll& , Mty https://console.aws.amazon.com/directconnect/v2/
home,

2. HESMEKTP , % Direct Connect MK,

3. EFREBFERIA Direct Connect Mk , RfFi%$E View details (BEEFHMER).

£ Pending proposals (fFE#RI) T+ , EFEREM X , ARE1EF Reject proposal (412
W)

5. 1£ Reject proposal (JE4RI) XiFEH , WA Delete , R/F1%EF Reject proposal (IELRRIL).

B

AT HITH APl EFXEKREN

» describe-direct-connect-gateway-th£ 2% (JAWS CLI

» DescribeDirectConnectGatewayAssociationProposals(AWS Direct Connect API)

A HITEH APl #32 XERIEWN

» accept-direct-connect-gateway-h <32 %E (JAWS CLI

» AcceptDirectConnectGatewayAssociationProposal(AWS Direct Connect API)

EAWHITE API B4 R BRIRIL

+ delete-direct-connect-gateway-t &2 % (JAWS CLI
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» DeleteDirectConnectGatewayAssociationProposal(AWS Direct Connect API)

ANHERNRREBEH A TR
& o] LAY Direct Connect Wk E#T AR # Wk L IF BV B4R

MREEhEMALHATEE , FHE— Direct Connect M < FEE HAFAE M > 6l 2 #7H) < B IR |, FHig
E AR ETER

R B RZ Direct Connect MxMATEE |, BELEZ REKENREBNNEXRRKER A AR EH
RFREIE , M TR

EARTTR AP ATIEXBRER AT ETR

+ update-direct-connect-gateway-t#< (JAWS CLI

» UpdateDirectConnectGatewayAssociation(AWS Direct Connect API)

) B 2 R 5 Sk BR AR 1L

R Direct Connect Mk XERIB I FEERS , WA R B FTE & ] LA BRiIZIR I, #FIRIL
&, BT EEEBE  BETLABRFPEMXS Direct Connect MXZBIM <K, BXEZER | &
2% the section called “B %2 F1 5 W 3 < B IR,

il BR < B 32 1

1. FTFFAWS Direct ConnectiZ#l& , Mty https://console.aws.amazon.com/directconnect/v2/
home,

2. ESMBERD , REPERNX , REERPENX,

3. BURBREFRFHMEE.

4. 1%# Pending gateway associations (FEHI 3K BX) |, 1E#F LX< B} %1% Delete association (i
BRICEX)o

5. 7t Delete association proposal (il BR<Bx$R1X) XY iEEH , Hi A Delete , RF1%#F Delete (M
BR)o

AW TITH API BIBREFER KERIEW

+ delete-direct-connect-gateway-t &2 % (JAWS CLI
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» DeleteDirectConnectGatewayAssociationProposal(AWS Direct Connect API)

RIFHRI R E

THRATNINRNAEPENKNELMENKARE, BXEZEELR , HSH the section called “BH
KB BGP X",

RE SAFATR P R R Bk

BIR%YIFE (IPv4 1 IPv6 ) tERTHEIERS , A FAEREIRY CIDR E/NEER CIDR 224 El Direct Connect
Mx, EBURFFRIBIRENE VPC CIDR SRAAEI S L R E RSB E .,

@ Note
RN IRNERTHERRNER , FERBXEKHN VPC CIDR F 21 W EFEF MK,

BEERUTHER : E%E CIDR 10.0.0.0/16 B VPC Hi B ER B M XK,

- HAWHRRIKIREN 22.0.0.024 8t , BF 2K BEAERE , A 22.0.0.0/24 5 10.0.0.0/16 &
B, HELEEER.

- HAWHRRIKIREN 10.0.0.024 ¢ , BF 2K BEAEEH , EA 10.0.0.0/24 5 10.0.0.0/16 &
i

- HATHARIKIREN 10.0.0.0/15 &f , H2UH 10.0.0.0/16 , B itk IP #hikkk 10.0.0.0/16 &

=
Ul o

I BRER AN AT BIRRT , AERAZIENRETRALZETL, EFEHFIRES , IRSM associated
ZH updating, EXIMERRRAELEEFERZIBRNRE,

AR B SR Sk Bk

X FARER KB |, A LATE Direct Connect Mk EFRE R IFMBIR YR, HFRFGFIRTF Direct
Connect xRt R ER BB P HEMK |, BIFEEZFIPEMNXH VPC KL B CIDR, AFHBIET
EBFRXATRE , EEEURTRRIEHR .

o WFHEMRKE , LERANATFIRS2LMEARM, XEFHRGE RHAXKE Direct Connect
P> ASN,
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« WTELRAEMX  MANAFIRT L MER , R FHERZHENE CIDR.

BERIXHFWNIZSE  F— CIDR 7 10.0.0.0/16 B VPC &2 h M,
« HATWEIRYIRIZERN 22.0.0.0/24 & , BEPEELED L@ BGP W E 22.0.0.0/24, &1 4
W#E 10.0.0.0/16 , RARMNEELE L IFHN ISR ER P EISR.

« HATWEIRYIRIZERN 10.0.0.0/24 & , BEPEELED L@ BGP W E 10.0.0.0/24, &1 4
W#E 10.0.0.0/16 , RARMNEELE L IFNEIZR5ER P EISR.

- HATMWEIRIIKRIRERN 10.0.0.0/8 B , BEFHELED LBEF BGP WEF 10.0.0.0/8,

LN hEE M5 Direct Connect MxxEBkEY , FTAFHIAA TN IRESE, flm , WEREF -
hEMXHATFIIRYIIRETE 10.1.0.0116 , ME-NHEMXHAFHIRYIRSTE 10.2.0.0/16 F
0.0.0.0/0 , MEFBEFE AN HEMKIXEKRIZEN 0.0.0.0/0, BT 0.0.0.0/0 TIEFTE IPv4 L |
H bt an R AN M X 5 Direct Connect W< x<Bx , M FEBLE 0.0.0.0/0, REMREHEIRER |, &
RAYFHIEE B S Direct Connect Mk L — N SN NENWAFHRHES,

BIERSA AR R , TEAZIZNREFTLZIRE, EEHIEF , IRKEM associated
T H updating. ST B MR AREEREA X RN RE,

A~ RFERERNREE AR IR

ZEUTERE : EFNTEN AWS XEHEEZEEFHR A TDHBERONES, N TUHEE , ATAEAR
&R :

s ENMNXEWHRERXK,

R EERE,

Direct Connect M,

HfF—ANFERMX (us-east-1 FHIMK ) 5 Direct Connect M5k 2 [8] By AR #5 I 5 < BX o
SRE A #: B AWS Direct Connect LB R ERIEO,
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« Direct Connect M>< : f ASN iREN 65030, BEXEZEELE , HZHthe section called “BIE Direct
Connect X" :

- FEERIED : F VLANRER 899 , FF ASN REH 65020, BXEZEE , HZHthe section
called “BI2 2| Direct Connect WX P HEELED" :

« Direct Connect Mx5H#H M xxEk : FATFHEIZRIRENRN 10.0.0.0/8,

Itk CIDR B ZEF N VPC CIDR R, BEXEZELR , 55 Hthe section called “J<Bx F % B o< B HH 4
K"

« VPC i&H : E}HXE 10.2.0.0 VPC HWiRE , B VPC BEXR+PESIEZ—1BM#} 0.0.0.0/0, B
FRAPERX ID BEH. BEXEBEHIPEMRNEZEE |, 55 (Amazon VPC AAFIERE) A
B A< B H .
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7 AWS Direct Connect &R RINFRE

HRERBRAEEDBLAE AWS Direct Connect BIRNZ R, BIMNRIHITELRELHN —NEF—
AEE. IR RAEERTEAR (Hlw , EHARFIHFE ) X AWS Direct Connect & R# 175
X, XELRAEFZRXEFTFERBRER - B LUBRESBEA R RIS TIRIRBIEERR,

Flin | E— X F AR AWS Direct Connect i£3% | 8MNMEELTAENNVE, EiE
dxcon-11aa22bb RIRFEFRENERE , EELED dxvif-33ccssdd KRBk, E#E dxcon-
abcabcab BRUTR ( &7 ) E#E , EELIEND dxvif-12312312 #xE, BOLUERBAUTAHR R
EENEDEORNRERETXS

®IRID ¥RicE4A FRigE
dxcon-11aa22bb B # &=

LE el 48 Eir 4% 73
dxvif-33cc4sdd =f £
dxcon-abcabcab =f: i)

vE EERE
dxvif-12312312 B %10

BNEBUEHFNEXERZIT—ANRE , UHERENEE, FA-4AEENRIE  EBRERASEM
B, ¥rZEX AWS Direct Connect S8 BEMBENEN , NEHRZEFREHITHN. BN , REFTLE
NP EELNERR. BAILUEBHRENZHEMNE , E TR BRERNRE, BALUFRSHEIRA
THFRR  BERETREHEAZEE, NREFNOFRENESIZES LNERIHNEMERE , FER
LBEIRE. MRBRER , BRAFIERS MR,

T LA AWS Direct Connect ###]&. AWS Direct Connect AP, AWS CLI, AWS Tools for
Windows PowerShell 2 AWS SDK #ri2LL T AWS Direct Connect BiR. ZHEMEHXL T EEEIR
Zat | AR FIRIEE Amazon BIRBF (ARN), HX ARN WEZELR | 20 (Amazon Web
Services —fi¥5Z&) FH Amazon EFEAF (ARN) .
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Direct Connect & & B B

ZES

R BRI

THRERTHRENMN MRS

- BONRRHVRAIRER : 50

- RAZAKE : 128 /N Unicode &
- ZAXEKE : 265/ Unicode Z#&F

- RERNEX D KNE,

« aws: BIREIIMEM AWS E£H, SREEFT aws: AIRNIRERE | BRTEREIMRIFE
MENE. AW aws: FIRNRZRIIRET T AN R IRRREHRS,

« RAFEANFRAELETH UTF-8 BARTHFR, ZRNHT , URATHEFR +-=._:/@

- RERRPBEETORMSMBRIRE, S, MRE-—MEEERE , SERFITERMN. BERRE

ERZ,

o XFFEE, BiEM LAG FTXEREDEHREL. BXNAEREAERREATINER , SR
{AWS Billing and Cost Management AP 1§5) HHIFEHARA D EIRE,

B CLI 2 APl FAIRZE

ERAN TR, B, 5 HMBERTRRE,

PR BRI
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x5 API CLI

NI EBEE —PNHSMRZ, TagResource tag-resource
i BR — N R B MRZ UntagResource untag-resource
iR — MRS MR, DescribeTags describe-tags

R~
£ A tag-resource A S #R1CEHE dxcon-11aa22bb,

aws directconnect tag-resource --resource-arn arn:aws:directconnect:us-
east-1:123456789012:dxcon/dxcon-11aa22bb --tags "key=Purpose,value=Production"

£ describe-tags t IR EE dxcon-11aa22bb #5%,

aws directconnect describe-tags --resource-arn arn:aws:directconnect:us-
east-1:123456789012:dxcon/dxcon-11aa22bb

£ A untag-resource T S HIBRIELE dxcon-11aa22bb FEIIEE,

aws directconnect untag-resource --resource-arn arn:aws:directconnect:us-
east-1:123456789012:dxcon/dxcon-11aa22bb --tag-keys Purpose
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WATERE | UREMALAFMH THIT.

Resource JSON KB TEZREEQMHENAREN — PRI IR, BIHXTEE Resource |
NotResource JTHE., EANZEXER , HFEHAHE Amazon BEEH (ARN)IBERR. N TFXHEBHER
FRRE (R RARBERNR ) BVIRE | B LUIRIT R E,

NTFAXZFERBENRORE (WIHRE ) | BEABERY () EREIRATARERR.

"Resource'": "*"

E&EFE Direct Connect #REHE K E ARN 33X , i5Z @ AWS Direct Connect APl £ZH#J Direct
Connect EX M EIR, BT BETLUEBRLREDIRESNERIRMN ARN |, iS5 Direct Connect & X
Ry 1E,

E & F Direct Connect ET B HH K& RG] , S H Direct Connect EF 517 R BE R~ 1o

E&EE Direct Connect E T H# R KIE KRB , S Direct Connect ET BRI RG (FHET
HERNEHE) .
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Direct Connect By 544

XBRBETRSHRIERMAE CIP>A

EIE R A LAER AWS JSON REERIEEW ARG R ARE, R , B EET X LT IRR
1THRE | UREFLAFHTNIT.

£ Condition Jt¥k ( = Condition R ) A , BAILUEE B TERMFZMH. Condition TERAIE
o BRAIUEFRAXEHZER (W, EFHNT ) WEHFRER |, UERBAINFZEESERPIHNE
HMTE,

MRE-—MEAPEESZ A Condition THE , HEE/ Condition TEFEESMHH , M AWS
£ AND EEITMEEN]. IREBNENZHBHEESME , W AWS EMAEE OR EE KT
St ERTEANNRZAILIHEEFENSES.

BHALEEERGRERSVNTETE, flin , REEER IAM AR B2 IAM AR |, BFERE
BFHERRHENRE, EXEZELR , H25H (IAM AFEE) B8 IAM policy TE : TEMIFZ,

AWS XEFERFHBNBETRSHRGR. EEFME AWS 2/%48 , B5H (AM AFiE
) P AWS £FEMAF LETXE,

E & F Direct Connect £4#51K , i55 % AWS Direct Connect APl 2Z i) Direct Connect HI 54
B, ETHANEAZGEBNRENRR , 5550 (RFEMNSZE) H W Direct Connect RIE, &
TR S5

E&EFE Direct Connect ET BB K& RH] , S H Direct Connect & T 5 1989 K BE R~

Direct Connect F1#y ACL

X ¥ ACL a

mEEFIFIR (ACL) ZHMLERA (KFKR. AFSA® ) ARBAERR. ACL 5ETHIRAYRE
KM, REENFER JSON KB,

Direct Connect #J ABAC

X#F ABAC ( REEHHIIRZ ) i
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ETREMENTERNREZES (ABAC) B—HERIURE , ZRBETEMERELNR, £ AWS F , Xi&
BHEMARE, ERSUHREMINE IAM K& (AFSAR’ ) Uk AWS &R, RIEKENRRR
ABAC W% —%. REIRIT ABAC K , UEEHANIRESMAI]Z 75 RN TRRETE A R
.

ABAC EREBKWIAREFFERA , HERBERLSEIUNITR T R HEF .

BEHETHREEG R, EEMA aws:ResourceTag/key-name, aws:RequestTag/key-name =
aws:TagKeys RUZERERBAFZH EZPREFZEER.

WRENBRSEN TEMBERREBIFMAX=ARMEER , WX TZRS , ZENR. IRENRS
T BRREXFREX=ZAFRGEH , MiZENHD.

BEXABACHEZEE , BZHR (IAM AFEE) AT AL R ABAC? , EEFIRE ABAC SR
B, BESHE IAM BAFER) FNERETEMEMNIERREEZES (ABAC),

%} Direct Connect { F Ilf B AE

S 4 i B A E AL

HEAWS S EEARREEIERZRNEEEE I, BXRXEZELR , 21 AWS RS Sinrt it fl
SR, BSE (AM BFER) FER IAM B AWS RS,

MRERFEHAF B MZEMmHAEMS EEFREAWS Management Console , N A I8 ZiE, 45l
m, YEERARATNESBF (SSO ) &ZihE AWS i, I BN B IGRHEIE. HEURF
BREREHE , ARVRACKH , 228 RIGHEIL. BXURACNESZER , BH5H (IAM
AFEE) PHTRIAE (BHE).

LA LAE A AWS CLI 33 AWS API Bl IGEHEIE, 2f5 , B LMERX LiFatEiE 5 E
AWS, AWS BB ER M EILE , MAREAKBIARZA, BXEZELE , ESHR IAM F1
IS Bt 2 A,

Direct Connect B9 IR 55 £ 44X fR

XEFHRRBE2E (FAS) G,

Y4B IAM A RABEAWS FRTRIER | SRIN T, BARERSH  BTMEART—
MR, BRIERBETARS REH S —MRIE, FAS ERZHEA AWS RS IR | £
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B AWS BRSS , B RS A HIER. ARERFSREFTESEM AWS RS R FERXE T RETREE
RE, F2KH FAS HR, EXHBERT , ELAEFRITEHMRENNR, BXAKH FAS HRE
HBERER , BERER BRI S1E.

Direct Connect RS A&

XEFERFAE CIPA

RE AR -—TRSEE, KRRENTREN IAM A€, IAM EER AT IAM RO, SRl
RIS AR, BXESEEL , 20 (IAM BFERE) RHEER AWS BRSZERBHEE,

/A Warning

B UWRS AR A 8E 2 IR Direct Connect BIZhEE, 1X % Direct Connect R #tABx 35 S 1
FTIREBRS AR,

Direct Connect IR KB

XERSHEXAE AL

BSHEXRABR—TE AWS BREFHEXNBSHE, RS AILEBEARENTRENSE, RSHEXA
BETREELN AWS KFPH , HRZBRFHEE. IAM EER T UEEETREERSHEXACNNR,

BAREUZBFEERSAXBENFAEE , FSRELES IAM FBEEHA AWS RS, ERPERR
SHXABIFITE Yes KR, &EF Yes BEUEBTZRSHNRSHEXAE XN,

Direct Connect &F & 319 TR B& =451

RIAMERT , APNA®EE0ES SN Direct Connect BIRIINPR, 1t T E5FEH AWS
Management Console, AWS Command Line Interface (AWS CLI) 5 AWS APl $117£%. ERFH
FPXNEERPATRENIR , IAM EE A LI IAM policy. AJ5 , EE AT UEAENR IAM
policy , HERFAIURKAAE,

BT RUNMAERXL RG] JSON REEXHEGIEZET IAM BN EE |, 56 (IAM AFERE) P8l
£ 1AM policy.
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&K Direct Connect EXHIREMBFREXENFMAELE , SESHRFEREMN ARN &R | H2H (R
EZENS#E) P Direct Connect BViE/E. RIRFMEZMHFE,

£

- RMBEXE

« Direct Connect HR1E. BIRFMFZM

- {5/ Direct Connect %1 &

- ATAFPEEMHIIB SR

+ X AWS Direct Connect B9 2151/ 8] & BR

- ¥} AWS Direct Connect B £ 15 R R

« Direct Connect ET B RBE =Y (FRETHRENEM)

REERERXER

HETEMNRBREEZEARSYLUELWK, PRI, 7R HMIER Direct Connect BiR, XLERIET
BESRE AWS IKF A RA, tIESREE T EMRIER | HEBEUTAENFEIL

« AWS REXARBRFZAZENRFAAT—BFREAAFMITERBR TR , HERA AWS £
EARBRKANTZEALEAZRB TR, EUE AWS IKF PR IIXLERME, BUBTEXEE
TENERZRN AWS BEFEBEHRKERIE-DRINR,. AXESZER , HF5H (AM AFE
Y PR AWS EEX KM THEREEN AWS HEEX KK,

- RIARIKINPR - E££EH IAM policy RENRE , HURFHITESENNR. At , BELENX
ERERGTUIUNBERFRRITHERE , B NRENRIEFTT, EXEH IAM BMANRHNESE
B, B2 (IAM AFErE) R IAM F YR B IR

« £ IAM policy H Y S4Bt — 25 BR H 15 18] AR — 8 AT LA [6] 5% B 78 0 5 44 SR PR 461 3 R /E RN R TR B9 1
@, a0, WAIURERBERFRIEEXITMER SSL KEFTEER, MREIHEE AWS RS ( 4l
n AWS CloudFormation ) fEA RS IEE , BT UERAZAERBEFXNRSBRIENGRENE, EXE
ZER , B5ZHA (IAM AF#E®™E) Y IAM JSON KB TE | &%,

« f£/ 1AM Access Analyzer BIE#&HY IAM policy , LABBRINPRIY 2 £ FIHAEM — IAM Access
Analyzer 2BIFF KM B R , LUBRKERFS IAM policy 1IEE (JSON) F IAM &{EE
. IAM Access Analyzer 12 100 ZIRBLEMIIRENEN , BB THELZ S AREMRNEK
B, BXEZEER , EZH (IAM AF1E™E) FH IAM Access Analyzer EREEKIE,

- EEZEHHRIE (MFA) - MREFFALHZ S EREN AWS IKF 8 IAM BFRFSEAF |, B8 H
MFA RIEEZ2M, EEEA API BEREE MFA |, 58 MFA &5 MAIKESD, BXEZE
B, BEZR (IAM AFERE) RAWEES MFA RFH API 1510,
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BX IAMHHWRESSENESZES , 55H (IAM AFEE) B IAM A L2+ RERE,
Direct Connect B /E. HRIRMEZH

BEEA IAM ETBGHXRE , BUUEEATRELNRENRRUR AFRIELBENR
#F. Direct Connect XIFFEMERIE. BRMFZMHE. EETHE JSON REERERANMELE , BS
7 <IAM AF#Em) HHY IAM JSON K TESE,

1
& R TLUERA AWS JSON EMRIEERARBEANE, SRR, BT TR LR
HATIRIE | BURIEH AR bE THIT,

JSON KHEM Action TEMMIRAT A FTHEFRE D A FRIELIHRIWIRE, REBREETSHXEN
AWS API ERI&B. B—EHI5ER , flagBTE AP RIEMNBRXRIRE. &8 —LREEFEE
RHEPHRITSMNREE, XL IIRERN N R ERE,

R 2 ERFEUR FHATRBIRERIRR,

Direct Connect BYSREFIRVETEIRIERIEALLTRIZR : directconnect:, HlN , ERFEALE
F Amazon EC2 DescribeVpnGateways API #4247 Amazon EC2 SEHIMINER , &R
ec2:DescribeVpnGateways BEMAH KR, REEEQWLMIE Action = NotAction JT
%, Direct Connect EX T —HBECHERME , KEREAUERZRSHITHES.

AT RBIRBE R F 45X AWS Direct Connect FYIEEU R .

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"directconnect:Describe*",
"ec2:DescribeVpnGateways"

1,

"Resource": "*"

}
]
}

AT ROIKBE R F 43 AWS Direct Connect B T2 17 B4R,

{
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"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [
"directconnect:*",
"ec2:DescribeVpnGateways"

1,

"Resource": "*"

}

ZEF Direct Connect #1E51% , H5F (IAM A $88) H# Direct Connect E X B 1E,

RIR
EE R WLAER AWS JSON REEREEHRRIL T ARAST. HRIEWR , BNEE AN ALARIR
WATERME | UREALEMH THIT.

Resource JSON KB TEEEEQHNAREN —IPHZ IR, BAXTEBE Resource |
NotResource T&, ENZESXRE , HFEAE Amazon BREEF (ARN)IEERER. NFXEFEHER
TRER (MR RBRENR ) BVRE |, B ITILIRE,

X FAZFRRENRARE (MFHRE ) | BEABES () EEANATHRRERR.

"Resource": "*"

Direct Connect £ LLT ARN :
Direct Connect &R ARN
wRER ARN

dxcon arn:${Partition}:directconnect:
${Region}:${Account}:dxcon/${Con
nectionId}

dxlag arn:${Partition}:directconnect:
${Region}:${Account}:dxlag/${Lag
Id}
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RRE ARN

dx-vif arn:${Partition}:directconnect:
${Region}:${Account} :dxvif/${Vir
tualInterfacelId}

dx-gateway arn:${Partition}:directconnect::
${Account}:dx-gateway/${DirectC
onnectGatewayId}

AHX ARN RWEZE L |, HS19 Amazon BREEH (ARN) M AWS RS @& ZEiE,

Fltn  EEEAPIEE dxcon-11aa22bb #0O , HEHALT ARN :
"Resource": "arn:aws:directconnect:us-east-1:123456789012:dxcon/dxcon-11aa22bb
EEERE TR EKFWMEELED | EEABESR (%) :

"Resource": "arn:aws:directconnect:*:*:dxvif/*"

ToE S ERIRMITEL Direct Connect ##1E |, #lin | SIERFEHIRE, EXEBRT |, EH4HER
BEAF (%)

"Resource": "*"

E & F Direct Connect WREHKEHE ARN 5%k , 5SH (IAM AF#RE) #r AWS Direct Connect
EMWERER, BT RS LERAPBLRERESNERHN ARN |, 55 SERVICE-ACTIONS-
URL,

S

EIE R A LAER AWS JSON REERIBEW ARG R ARR, B , B EAET X LT IFRR
1THRE | UREMALAFHTNIT.

f£ Condition Jt¥& ( 2 Condition 3k ) A , BAIUEEBEAE MBI %M, Condition TER AL
B, BUGIERFERAZRGZER (il , FTFHNT ) BEHERER , UERBPHNREESERPHE
MTE,
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MBE—MEGHIEESZ Condition TE , RELE/ Condition TEFHIBEZNEH , W AWS
FRZE AND ZEIFEE ], REENRENZGRAEEZMME , Il AWS FHiZ%E OR ZE R iT(E
FF, ERFIBUHRRZ BT AT0H BT ENSME,

BHALEEERGRERSNTETE, flin , REEER IAM AP BHRE IAM AR, S ERHE
BFHERRHONE, EXEZELR , H2H (IAM BFERE) 8 IAM policy TE : TEMIRZ,

AWS XFHE£RFHBNBETRSHRMGRE. EEFME AWS 2/%48 , BZ5H (AM AFiE
) P AWS /&AL TXHE,

Direct Connect EX T —HEHCHZRMHR K EXFFERA—LLRZH4R, EEEFME AWS 2B&H
8 BE5H IAM BAFIERE) F AWS £ F& 4 ETE,

BALHFHRERERR-EERA. AXESEFER , FSHALM  RENEBEXE T,

E&EF Direct Connect &4 R%5IK |, B2 (IAM BF#E®™) F M Direct Connect 444, BT #IE
AT LAY BRLE R AE R R RE A S48 , 518 SERVICE-ACTIONS-URL,

&£ A Direct Connect 4| &

E 5[] Direct Connect #2#|& |, BATIRE —HRIENRR, XLERRAMAFESHMNEF Direct
Connect BIR ( L F&EM AWS Ik i ) NiFAER. MRV ENETEMNRBLERENBRERE™
¥, UNTFEEZERASE (AFSAR )  BH AN ERTHBIE,

EWFRIX LA A A Direct Connect #2#|A& |, LA @IS ML T AWS ER KK, BXEZE
B ESHR IAM BFIEEF IR AP RIR

directconnect

NFREZRHH AWS CLI = AWS API BWAF , TENEHRHAKEEZEHIANER, Hxk , RAFHRE
2R ITHY AP 2 4EHE ITE AV 1R 4E,

ARUHPERMIBE SR

ZORGIER T B MABIREKRE LAY IAM AFEERNIERAF SR ABKNITERK, LEKE
EERS A LERIRESELUREESXFEH AWS CLI 5t AWS API FrERI IR,

{
"Version": "2012-10-17",

"Statement": [
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RAriEmE

{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
1,
"Resource": ["arn:aws:iam::*:user/${aws
.
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}

3¢ AWS Direct Connect By R i1 8] X BR

LA RBISKRE R T 45T AWS Direct Connect HIIEEU R,

:usernamel}"]

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"directconnect:Describe*",
"ec2:DescribeVpnGateways"

1,
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"Resource": "*"

% AWS Direct Connect B 5415 B8] f fR

AT RGIR RS F 45X AWS Direct Connect #9524 17 A1 1 bR,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"directconnect:*",
"ec2:DescribeVpnGateways"
1,
"Resource": "*"
}
]
}

Direct Connect £ T S MR A ( FRETIRENSEM)

A A AR S SRR BIXS SR A E RV T 8], 3% AT LATE |IAM policy 5 A SRSk HI 2 & AT A
ERBFRRFRFEABERSR,

BRIMAE IAM REEPERRENEER , F5H (AM BFERE) R ERREEST R,

E FHrZE KRB Direct Connect EE#l3E 0

LU ROIERIETT A 012 B IR - (RSB IRRMMA S REFER |, F RFRKRELEE
Ho

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [
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"directconnect:AssociateVirtualInterface"
1,
"Resource": "arn:aws:directconnect:*:*:dxvif/*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/environment": [

"preprod",
"production”
]
}
}
.
{
"Effect": "Allow",
"Action": "directconnect:DescribeVirtualInterfaces",
"Resource": "*"
}
]

ETHREREXERNEHE

B LAE IAM KBS R ER S |, RIZHI T LAEFRIC AWS BRI ERFEREMBERICRBEN, AT
TEERT WAAERE , ZERNERSTERRBHAURMEFEREF~ENT A FFEHAWS
Direct Connect TagResource BR/ERFREM MBELEO, ENRESEER |, B ForAllValues &4
A5 aws:TagKeys &4 BESHEA , MERRATEBRRPEARIE,

"Version": "2012-10-17",
"Statement": {
"Effect": "Allow",
"Action": "directconnect:TagResource",
"Resource": "arn:aws:directconnect:*:*:dxvif/*",
"Condition": {
"StringEquals": {
"aws:RequestTag/environment": [

"preprod",
"production"
]
},
"ForAllValues:StringEquals": {"aws:TagKeys": "environment"}
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RAriEmE

}

RHIfRE R
&R BAE IAM policy FERFAREZEFHREAIUER RN ERPEABERSR,

BAUT RGBS R0l AT LA — N RBE | LR RER AR IRE N R TAn L@ INR

{

"Version": "2012-10-17",

"Statement": {
"Effect": "Allow",
"Action": "directconnect:TagResource",
"Resource": "*",
"Condition": {

"ForAllValues:StringEquals": {
"aws:TagKeys": [
"environment"

AWS Direct Connect RS <A

AWS Direct Connect £/ AWS Identity and Access Management (IAM) RS <A, REHERA
BR—MEREN IAM BE , ©5 AWS Direct Connect BI#18%. BREHEXAEH AWS Direct

Connect MENX , HEBEZRSAREAAEM AWS REFIEN — IR,

RS M < B AWS Direct Connect Wi EE R , RABTRAFIHRMABERNNPR, AWS Direct
Connect EXERZHEXBERHNE , BRIESITENL , BN AWS Direct Connect I AR A&,

E MR R SEEERBANRKE | URTREMMEEMEE IAM KERRR K

REEEEMBREXRTRRE , TEMBRRSHERA R, XFRFEH AWS Direct Connect FiR , BH

BT B MR BRAY G F R,

BEXAZFRSHEXAENEMERSNEER , BSHEER IAM B AWS JRSE HE K Service-Linked

Role ( REHXAE ) FIRETRN Yes (2 ) HIRF. FiERFE Yes EEFZRFHRSHEXA R

HYBEHE,

BSHAxAE
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AWS Direct Connect BIIRS < & R

AWS Direct Connect & 7 AWSServiceRoleForDirectConnect WIREHXAR., XA

AWS Direct Connect X RZK REFMHE AWS Secrets Manager F#) MACSec 4,

AWSServiceRoleForDirectConnect REZFHXABEEUTRSAKAZAE :

» directconnect.amazonaws.com

AWSServiceRoleForDirectConnect BRESHEX B BFEHITE R
AwSDirectConnectServiceRolePolicy,

HAEENR , AF IAMEE (AP, A4 ) 62, FEIMBRKRSHEXAR®, I TRINGIE
AWSServiceRoleForDirectConnect RE#xAE , T AWS Direct Connect Y IAM B 15 2470

EAMBENNR, ERTARHNR , EFUTREMRMNE 1AM 14,

{
"Version": "2012-10-17",
"Statement": [
{
"Action": "iam:CreateServicelLinkedRole",
"Condition": {
"StringLike": {
"iam:AWSServiceName": "directconnect.amazonaws.com"
}
},
"Effect": "Allow",
"Resource": "*"
.
{
"Action": "iam:GetRole",
"Effect": "Allow",
"Resource": "*"
}
]
}

BXREZER SR IAM AP EEPRRSHEXEBNR,

BSHAxAE
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3 AWS Direct Connect B2 RSHEXAE

BEEFHEERSZHRAER, AWS Direct Connect 2N EBIRIRS <A, 51T associate-
mac-sec-key LA , AWS FRIB—MNRFHEXAE , ZABATF AWS Direct Connect X FTRE

£ AWS Management Console, AWS CLI 5 AWS AP| 1 & Z %1 AWS Secrets Manager F#Y
MACsec %4,

/A Important

MREHEEAER LSBT RN RS FERENMRE | WRSHEXA BT HIEL
KPR, ETHREZER , BZHEN IAMKF P HIHAE.

MEBEMBRRSZAXAE  REEERBHTOE , WA AEAHEENIREESNKS P EHRCIZEL
A, AWS Direct Connect FBEIX N EBIRRSHXEE,

BdaLAGEA IAM 8 4]& 73 AWS Direct Connect AASIBI2RFZHEX<AEB, £ AWS CLI = AWS API
F , £/ directconnect.amazonaws.com [RFEMCERSZHEXAR, EXEZEE , FEZH
C(AM AF1ER) HWRIERZHEXAC, MRERMRTIRSHERAE , NAUEALEREER
REEAE,

A AWS Direct Connect ‘R ERSSHHRXAE

AWS Direct Connect & /2 84w % AWSServiceRoleForDirectConnect [REHXBE®. TR
ZHEXAEE , BELTEENRENEN , RNTREESHIASIAZA®, A3 , B EA IAM
REACGHNIHE, AXEZELR , F2H IAM APERTHNRERSHEXAR,

flBx AWS Direct Connect BIIREEX AR

T EFMBER AWSServiceRoleForDirectConnect At MBRBRSKEKABE , LM BREMEE
AWS Secrets Manager Web BRFHHFTEXERIR. £ AWS Management Console, AWS CLI 5%
AWS API # , AWS Direct Connect 2@ N & F B R RHMERRSHAAR,

LR LER 1AM 2E ERIBRRSHXAR. Al , XTUEFHFERSAXRABHER , RETEE
R ELIBR

(® Note

0 R fE R M BRE R ET , AWS Direct Connect RS EEFERZA® , NBIRRETES K
W, MBXZEXMIER , BEF/ Lo , RAEBXRERRE,
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iRk AWSSexviceRoleForDirectConnect FTAK AWS Direct Connect &R
1. MIERFFE MACSec ZRAFEREZ 2 BN XEK, BXEZEER , 55 Hthe section called “Mil B
MACsec Z4A FE#E 2 B 1 < BX”,

2. MIBRFTE MACSec %4 H LAG Z A XEk, BREZEE , 5 @the section called “fil B&
MACsec 48 LAG Z BRI REL",

£/ IAM FahHIEr BRSHEXAE

55 IAM #2=4l& , B) AWS CLI 2 AWS API & B AWSServiceRoleForDirectConnect RS #H
XAR, BXEZERE , HSH IAM APEREPORRESHEXAR®,

AWS Direct Connect REHEXBEBNZ XX

AWS Direct Connect X#F1E MAC Z2 e ARG AWS XiE RS HEXAR, EXEZE
B iFZ % AWS Direct Connect i 5o

& A F AWS Direct Connect B AWS & X KB

AWS I ERIEEZH AWS ¢IZMEEMNMIU KK, AWS RERBEEN TS ENABIRENR , UE
BRFBAAF, ANBE5ERNR.

FitE , AWS RERBIURT2NENRECAZIETRENR , RNl THMAAE AWS B/
A, BNBZBVWBIEHETEAZRNES EERRBKE -SRI NR,

BIEER AWS HERXFERPENHINERE, R AWS EHE AWS HEFKRPEVHNE , MEHF
S INZRBEFIMMBNMEEZEEH (AP, ANAR® ), HFH AWS RS BIEHFH API RIET
BATOERSH , AWS B AREEH AWS HEA KL,

BXREZELE , #35H (IAM AFEE) #H AWS EE KK,

AWSIEEHRES : AWSDirectConnectFullAccess

BT LUK AWSDirectConnectFullAccess REEHIINZE] IAM 517, HWEREERFAFZLEIHRE AWS
Direct Connect BIfFR,

EEFHRBEHNR , FS 5 AWS Management Console 1 #J AWSDirectConnectFullAccess,
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AWSIEEEHE : AWSDirectConnectReadOnlyAccess

B LAFF AWSDirectConnectReadOnlyAccess REEKIMNE] IAM &7, LLRBEERF AT RIEHE
AWS Direct Connect B FR.

EEFNFRHNR , HSH AWS Management Console F1#Y
AWSDirectConnectReadOnlyAccess,

AWSIEE XL : AWSDirectConnectServiceRolePolicy

LEERBE MBI N RS XA/ |, AWSServiceRoleForDirectConnect 5t #FAWS Direct Connectf{ &
184 & MAC Security Hl%, BXEZEE |, 2 Hthe section called “REHXAE”

EEFHRBEHNR , 25 AWS Management Console FHY
AWSDirectConnectServiceRolePolicy,

AWS Direct Connect E#1 T AWS £ & KR

EEE AKX AWS Direct Connect B AWS RERKEFHNFAEE (N ZRSTFHBREXEERF
). BXRETEEXMNESIETR , BT AWS Direct Connect R4/ 2R E LM RSS Ko

B i BA =p:
AWSDirectConnectSe R T XEMAC &2, Fm 2021 £ 3 A 31H
rviceRolePolicy : ¥R B T AWSServiceRoleForD

irectConnectfRZ XA E,

AWS Direct Connect FF/E T#R ~ AWS Direct Connect Xt & 2021 £3 A 31 H
BRER AWS REX KT B T REE
48

Direct Connect & 15 17 [A] [a] @ HE &

LATE BT # BRI W A& S 12 £ A Direct Connect 1 IAM B A] 828 A 2 0 (8] &H
E3

« & BT Direct Connect FHITIREN R

o RIEANIIT iam : PassRole
s BFBLEATFERMN AWS Ik LASNHI A R 15 R F Y Direct Connect ‘RIR

REFR o


https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/AWSDirectConnectReadOnlyAccess
https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/aws-service-role/AWSDirectConnectServiceRolePolicy

AWS Direct Connect AriEE

% B 1 Direct Connect FH#{TI2/ERI IR
MRFBRBERETR , RPELIITEMRE | WIE A E F R A FRITIZIRE,

% mateojackson IAM AP ZRAFERAEHAEFTEXREM my-example-widget BRIRNFHAEFE. |
BFRHBEEM directconnect: GetWidget RAY , 2K E LT RAEEIR,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
directconnect:GetWidget on resource: my-example-widget

EHBERT , BAEH mateojackson AFKIERE , LAFMEA directconnect: GetWidget #
YET B my-example-widget &Ko

MRBEERE , FHRRAWS BEEBR, FNEERRREHEZEIEN A,
R FILIN1T iam : PassRole

MRBUE| —NMEIR | RIPBTLINIT iam:PassRole B4 , MAMEFHRELUAF RS ABERS
Direct Connect,

BE AWS RS AP RIAAACEKEEZRS  MARUEFRSHCIRSAXEE, Akt , BH
MEBFABEEDRSHNR,

=& N marymajor Ky IAM A=A E A1 &7 Direct Connect HITIRVER , 2 RELUT RAIEE
%o BR , RELMEBTRSACHBRFHNRT AIMITILEE, Mary FTEBRABEZE RSN
BRo

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EXMERT , XEH Mary RIREE LR F bR 4T iam: PassRole #&1E,
MREBEERE  FHRRAWS EERA, ZFNEEBERRRMEEREILIN A
EHBELEATERN AWS IKF LLAEY A A 15 R 3K AY Direct Connect %R

gaptlE—1ae  UEREMKSPHAPREERANARTUERZABRIGRIEHNRIR, &0
LIEERESEY , AURAAR., X TXHETRFNREHTFEZEHFIR (ACL) RIBRS , &7
150 PR 3 L SR B o) A 5 3% T X AR B B IR Y 1 R A

ETHREZER , BZRAUATREA :
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« E T Direct Connect A X #FIXLEINEE |, 15 Direct Connect 811 5 IAM & & FE H,

« ETHRIMANEAEN AWS K A RFREFRENR |, FSE (IAM BFER) YR REEE
K% — AWS KPP R EY 1AM B PR R ER,

s ETHRIMAAE=F AWS K REESNEFENIFRNR |, FSE (IAM BFER) FMAIE=5H
AR AWS Tk~ 2415 RER,

s ETHRIMIBEY BMERERITRHEFRENIR |, FSHE IAM AP ERPI AL NI S HIIER A -
( BHREBEARIE ) REBRENR,

- ETHRERACNETRRNREHATERSFRIZENZS , H2H (IAM AFERE) $8 IAM
ABEETRBENRBEMATE,

AWS Direct Connect F Y H & 1o 514 1%

BRI LAEA LT Bahbiade T BskiS#E AWS Direct Connect 7 HE 45 iR AT R &

» Amazon CloudWatch iR : EEENBIRAEZEEMNER. ESNINRIBRNRERN TELEREN
B E , MIT—RNZSIIRE, BERM Amazon SNS TE XXM EH ., CloudWatch iR+ 4
WARE  BAXERELTEERS , ZRESYTNAEHEEERENNRBRN—BEREF. BXE
ZER | FSHEER Amazon #1742 CloudWatch,

« AWS CloudTrail BEYE : EKF2BREZAEXH , B BAEXHKIEE CloudWatch Logs
SRR SR CloudTraill BEX . BERUAER Java REBFLEBRNARRF , HRIEZHARE
#1£ CloudTrail RAERAEER. BEXEZER , 5 (AWS CloudTrail BF1ER) S £H
AWS CloudTrail 123 AWS Direct Connect AP| @ ffEH CloudTrail HEI 4.

AWS Direct Connect B4 # 1 3E

BETHEN AWS BSREERBESHAMITIEER , FSH SHMITXSEE RN AWS RS , REE
RIEBRMNBHEAEITX. AXEAFE , BSHAWS SMEITE

B LAEA AWS Artifact TEE=FFitikE. BXEZER , BHSRE AWS Artifact B TR

= =
P oo

BER AWS RS NEAMTEERATRENHRE. RARNENM BRURERKNERE
Mo AWS REUTHRKABBFZEMM
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- ZEMEEAMREANTEE—XERNBIEFD L TEMEEED , HREHTHE AWS LEHBUZL
E2MFEAMNERNEEREN TR,

« Amazon Web Services B HIPAA Z2 MR EMMERMIZIT - ZAR BB T LR MMAIEEHR AWS
BIBRFE HPAA FRENNARERF.

@® Note
HIEFTH AWS RS EBAFS HIPAA EXR, BXEZEER , BSRTA HIPAA ERWREES
%,

« AWS EFMER IR - bl FFMANEEESTRER TEMTULMLE,

- AWS EFEHER : NEHAETHRREHREEN, XLEMEL TR AWS RF WHRESSEK ,
AN EERHIBESMEEN LT LRS , BREZEERFESEARMZER (NIST) . IAFTLE
2EZERA S (PCl) MERRRAHALR (1SO) .

« AWS Config 7F & A G 38 mH /Y & A AL 145 3R — itk AWS Config BRS5 1EN SR A9 78 R B B X A 3R S8
B, TAERmAEANERER.

« AWS Security Hub——tt AWS RS m&RA AWS FR2REBSHNLHE B, Security Hub BiX %
24T HEN AWS BRAREHREBFERETURENRERR, BXAZTIHFRFSKIEHBS
% , 15 # Security Hub 2§25 %,

« AWS Audit Manager : It AWS RS A& B IRIFETEMN AWS EAER , UE{tEBRREUR S
MREATUAREN SRR H X,

AWS Direct Connect 7 g # & ik & A

AWS £ BREMIRHERE SAWSKEM AT AXHE, AWSKIBIRHSANEYE LMV ARENTARKX |, X
LEHARESERK, FHESATRMESHMESERE—E, FIATAK , B LUZITHREETH
Xz ELHh it B SRUMEEBNNARFNREE, SEENENRZNBEFOLEMIZEML
AAXEEESHA A, FEMENATT B,

AR AWS XEMAAXMNESEE , HSH AWS £ IREM R,

BT AWS ©IREMIZRE 25\ , AWS Direct Connect (B2t 7 Z#ThaE , LAHE B XIS BIEA
ZFHEKR,

BXUNME VPN 5 AWS Direct Connect —REHAMNEZEELR , 152 @ AWS Direct Connect Plus
VPN,
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KWE®

AWS Direct Connect M4 TEGRME T —NMNEEZ N EUHBENERES , JRBEITWET BERN
SR SLA B¥r. BAILLUER —/ N MER | AF AWS Direct Connect ¥4 T E R[5 SEBTRER
EEITHER, XM ER ETRERSESINEEEEYHENE AiEE.,

- BAEM  BYEAESMENTERSE LR IEAVRMERE | ST USKIXE TEARHA®E
o, ZEHEANRE, EEENTRUERESRME T,

- BEM . BIEAINSMENE ER  BUNXRIXBTEREN S, HERATH YR SLT
IR F MRS R EERER AR, EXRFBTHERTRUERE.

o FRANSE : BIEAE—MIENFTERE LL LM EIER |, B UZIEXRBIEABRNITR
MR, HEARERTHNRFEENRYE | EXFRE I ESEREE,

EXEZEER , B2 EH AWS Direct Connect #E T E& AT,

AWS Direct Connect PRV ERIEELT &M

ER —MIEERXIRS , AWS Direct Connect  AWS £ MK LZREFHRT . EBAILUER AWS

K H AP 8B M &5 R AWS Direct Connect, BFFIRSAXIFERERESM (TLS) 1.2 5
FERA, BIMNBWER TLS 1.3, BEFRELAXIFEETEMEIRE (PFS) WEBEH |, filw
Ephemeral Diffie-Hellman (DHE) =% Elliptic Curve Ephemeral Diffie-Hellman (ECDHE), AZEHIMA R
S (mMJava7 RESHRA ) BIFXLEEK,

A BAERERIZL ID N5 1AM ZEREAXBHBEZHRZARSERH#AITER. HE , BAILUE
A AWS Security Token Service (AWS STS) £ K i i Z £ EIE RN FERH#HITER,

&) LU R P 4% 42 B 1A R iX L2 API #24F |, 1B AWS Direct Connect X3 E F &R RIKEE , HF
AILLBEETIR IP it #yBREl, EIEALA#E A AWS Direct Connect SKHB& K12 415k B 45 E Amazon
Virtual Private Cloud (Amazon VPC) i R 45E VPC MihE, TX L |, XREE 77 AWS FEHRIM
¥ E VPC EI45E AWS Direct Connect BIRHIM G R, BXxRHl , iEEF the section called “ET &
12 0 R B R0

BRMKDPI (BGP ) 2%

BB WERARE H 8T BGP FRMMA RS 2 BINBKE{ES., BGP B¥hANE S SRBE R H
% BGP £)#F. ET#H AWS MARPEHNRERE BGP &35 , 25 AWS MR RS BB Mk
B,

RBEB 195


https://docs.aws.amazon.com/STS/latest/APIReference/Welcome.html
https://aws.amazon.com/blogs/networking-and-content-delivery/how-aws-is-helping-to-secure-internet-routing
https://aws.amazon.com/blogs/networking-and-content-delivery/how-aws-is-helping-to-secure-internet-routing

AWS Direct Connect AriEE

£ AWS CLI

o L& AWS CLI I {E B AWS Direct Connect &iRo

AT RI4ER AWS CLI #5012 AWS Direct Connect &1, B A LA TE (EBAGEBIEEZEE D
Bl (LOA-CFA)) g — M ABERLAEEREO,

EFsza , BARECELLEHEE AWS CLlI,, BEXEZEELR , 5 AWS Command Line
Interface A6/,

H33x

- BB BIEERE

« S 2 T&E LOA-CFA

- SR 3: BIEENED , REURHBERE

SR BIEER

F-FSREXEEER,. BREAEFFEN IR OEEFR AWS Direct Connect Y B, BXEZER | &
2B AWS Direct Connect &,

O

BIREREE R

1. WIREHF X HH AWS Direct Connect (LB, FEREIMNMES | IRKREBERILEENNVENNT
BRE,

aws directconnect describe-locations

{
"locations": [

{
"locationName": "City 1, United States",
"locationCode": "Example Location 1"

},

{
"locationName": "City 2, United States",
"locationCode": "Example location"

}
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}

2. DIBREEHEEEN. KAXREMULERDE, EREMNHET  CREEID. EFEZIDET—
#HIREN LOA-CFA,

aws directconnect create-connection --location Example location --bandwidth 1Gbps
--connection-name "Connection to AWS"

"ownerAccount": "123456789012",
"connectionId": "dxcon-EXAMPLE",
"connectionState": "requested",
"bandwidth": "1Gbps",

"location": "Example location",
"connectionName": "Connection to AWS",
"region": "sa-east-1"

HPR 2 . & LOA-CFA

EBEREER , BRUTLEER describe-1oa ST 3REL LOA-CFA, #iH 7 base64 {wiD, EATIR
EUFE<HY LOA RA. #1THRS H8IZ PDF X4,

£ Linux 2 macOS 3REX LOA-CFA

FEL RGP, RS — 52D A base64 KA T EMABRNAHFH KX E PDF X4,

aws directconnect describe-loa --connection-id dxcon-fg31dyv6 --output text --query
loaContent|base64 --decode > myLoaCfa.pdf

f£ A Windows 3REY LOA-CFA

EARGIG | HHFRENZEIBR N myLoaCfa.base64 I, F-ANmHMHEM certutil AT EMRE
BB 3 5 4 &% B PDF 304+

aws directconneawsct describe-loa --connection-id dxcon-fg31dyv6 --output text --query
loaContent > myLoaCfa.base64

certutil -decode myLoaCfa.base64 myLoaCfa.pdf
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T8 LOA-CFA 2ja , MEREIIMEREHERENEERMKEE.

FB 3 pIEENED  REUEHASFEE

iT % AWS Direct Connect Z #2505 , B4R EBIZAMUTTREM. SR EIEZ - MRBEMED
KIEEIEN VPCo HE , BEAUIR-—MBELED | BUEESITE VPC FHY AWS RS, &
AR X IPv4 =X IPv6 REMEED,

HEIF R/, FES R IO R SOREM R ERES

5/ AWS CLI SIZERIZEON SR EAKAHSREERESE. EUEBBETHMRENEHESE
& , 5 AWS Direct Connect ##l8. BXEZER , FSA TH B HFEE X,

SIEZMBEERIZEO
1. FREXEINEIE VPC IR EAFAE MY ID (vgw-xxxxxxxx). BEEZ ID E T —FIBERED,

aws ec2 describe-vpn-gateways

{
"VpnGateways": [
{
"State": "available",
"Tags": [
{
"Value": "DX_VGW",
"Key": "Name"
}
1,
"Type": "ipsec.1l",
"VpnGatewayId": "vgw-ebaa27db",
"VpcAttachments": [
{
"State": "attached",
"VpcId": "vpc-24f33dad”
}
]
}
]
}

2. QIBMAELED., BLFUEERM. VLAN ID Ml BGP B8RS4 = (ASN)o
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NTF IPv4 RE , BEEN BGP WEXEN T —IREEELSE IPv4 thit, BALIEEECH
IPv4 it , BRI BALE Amazon NEER M, AT REIP |, FHEERK IPv4 ik,

aws directconnect create-private-virtual-interface --

connection-id dxcon-fg31dyv6 --new-private-virtual-intexface
virtualInterfaceName=PrivateVirtualInterface,vlan=101,asn=65000,virtualGatewayId=vgw-
ebaa27db,addressFamily=ipv4

{
"virtualInterfaceState": "pending",
"asn": 65000,
"vlan": 101,

"customerAddress": "192.168.1.2/30",

"ownerAccount": "123456789012",

"connectionId": "dxcon-fg31ldyve",

"addressFamily": "ipv4",

"virtualGatewayId": "vgw-ebaa27db",

"virtualInterfacelId": "dxvif-ffhhk74f",

"authKey": "asdf34example",

"routeFilterPrefixes": [],

"location": "Example location",

"bgpPeers": [

{
"bgpStatus": "down",
"customerAddress": "192.168.1.2/30",
"addressFamily": "ipv4",
"authKey": "asdf34example",
"bgpPeerState": "pending",
"amazonAddress": "192.168.1.1/30",
"asn": 65000

}

"customerRouterConfig": "<?xml version=\"1.0\" encoding=
\"UTF-8\"?>\n<logical_connection id=\"dxvif-ffhhk74f\">\n <vlan>101</
vlan>\n <customer_address>192.168.1.2/30</customer_address>\n

<amazon_address>192.168.1.1/30</amazon_address>\n <bgp_asn>65000</bgp_asn>
\n <bgp_auth_key>asdf34example</bgp_auth_key>\n <amazon_bgp_asn>7224</
amazon_bgp_asn>\n <connection_type>private</connection_type>\n</
logical_connection>\n",

"amazonAddress": "192.168.1.1/30",

"virtualInterfaceType": "private",

"virtualInterfaceName": "PrivateVirtuallnterface"
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}

EQEYE IPve RENREERED | EFA LRSS H AN addressFamily SEIEE ipv6.
IBRBERN BGP WELFEREBHCH IPv6 #idlk ; Amazon B& 5B IPv6 it

3. EEE XMLEXWEHSEESEE , BRERZAIBZNENIZED, £ --query S HIRE
customerRouterConfig 55 , £ - -output S A ARHESIEI UFI R A2 RBEIITH,

aws directconnect describe-virtual-interfaces --virtual-interface-id dxvif-ffhhk74f
--quexry virtualInterfaces[*].customerRouterConfig --output text

<?xml version="1.0" encoding="UTF-8"7?>

<logical_connection id="dxvif-ffhhk74f">
<vlan>101</vlan>
<customer_address>192.168.1.2/30</customer_address>
<amazon_address>192.168.1.1/30</amazon_address>
<bgp_asn>65000</bgp_asn>
<bgp_auth_key>asdf34example</bgp_auth_key>
<amazon_bgp_asn>7224</amazon_bgp_asn>
<connection_type>private</connection_type>

</logical_connection>

IR AREMED
1. EQBRAFENED  BLMIEEEMN. VLANID M BGP HERSHS (ASN),

XTF IPv4 RE |, L& 4T BGP WEQXENE —REEELR IPv4 it | BUREEY BGP 2
WHRE IPv4 B, BLTRAEIN IPv4 RECIRABELED,

aws directconnect create-public-virtual-interface --

connection-id dxcon-fg31dyv6 --new-public-virtual-intexface
virtualIntexrfaceName=PublicVirtualInterface,vlan=2000,asn=65000,amazonAddress=203.0.113.1/
{cidr=203.0.113.4/30}]

{
"virtualInterfaceState": "verifying",
"asn": 65000,
"vlan": 2000,

"customerAddress": "203.0.113.2/30",
"ownerAccount": "123456789012",
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"connectionId": "dxcon-fg3ldyve",
"addressFamily": "ipv4",
"virtualGatewayId": ""
"virtualInterfaceId": "dxvif-fgh@hcrk",
"authKey": "asdf34example",
"routeFilterPrefixes": [

{
"cidr": "203.0.113.0/30"
},
{
"cidr": "203.0.113.4/30"
}
1,
"location": "Example location",
"bgpPeers": [
{
"bgpStatus": "down",
"customerAddress": "203.0.113.2/30",
"addressFamily": "ipv4",
"authKey": "asdf34example",
"bgpPeerState": "verifying",
"amazonAddress": "203.0.113.1/30",
"asn": 65000
}
1,
"customerRouterConfig": "<?xml version=\"1.0\" encoding=\"UTF-8\"?

>\n<logical_connection id=\"dxvif-fgh@hcrk\">\n <vlan>2000</
vlan>\n <customer_address>203.0.113.2/30</customer_address>\n
<amazon_address>203.0.113.1/30</amazon_address>\n <bgp_asn>65000</bgp_asn>

\n <bgp_auth_key>asdf34example</bgp_auth_key>\n <amazon_bgp_asn>7224</
amazon_bgp_asn>\n <connection_type>public</connection_type>\n</logical_connection>
\n",

"amazonAddress": "203.0.113.1/30",

"virtualInterfaceType": "public",

"virtualInterfaceName": "PublicVirtualInterface"

EREBYEF IPve REN LABERED | B LUEENES BGP A/ IPv6 BEH. BREANE
SIEIEE IPV6 i3k ; Amazon BIESE IPv6 ik, A TRHIA IPve RESIERAERELIED,

aws directconnect create-public-virtual-interface --
connection-id dxcon-fg31dyv6 --new-public-virtual-interface
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virtualIntexfaceName=PublicVirtualInterface,vlan=2000,asn=65000,addressFamily=ipv6, routeFi
{cidr=2001:db8:64ce:ba0dl: :/64}]

2. EEEFXMLERNNEHSEEESE , FERECIENELNED, £A --query SHIRE
customerRouterConfig 52 , A --output SEANEXAHH B AFIRF 2 RVITH,

aws directconnect describe-virtual-interfaces --virtual-interface-id dxvif-fghOhcrk
--query virtuallIntexfaces[*].customexRouterConfig --output text

<?xml version="1.0" encoding="UTF-8"7?>

<logical_connection id="dxvif-fgh@hcrk">
<vlan>2000</vlan>
<customer_address>203.0.113.2/30</customer_address>
<amazon_address>203.0.113.1/30</amazon_address>
<bgp_asn>65000</bgp_asn>
<bgp_auth_key>asdf34example</bgp_auth_key>
<amazon_bgp_asn>7224</amazon_bgp_asn>
<connection_type>public</connection_type>

</logical_connection>
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#FH AWS CloudTrail i23& AWS Direct Connect API & F

AWS Direct Connect 5 AWS CloudTrail &5 , FE=E AWS FiZRAF., A5 AWS Direct
Connect BRF T ITIREN RS, CloudTrail £ AWS Direct Connect BIFTE API i R{ER B4R,
FIRM AR S &%k B AWS Direct Connect % & M EY AWS Direct Connect API #{E1BA., IR
EOI 2 ERER , AT LABE CloudTrail ES4#F£24%1%E] Amazon S3 7 #8 ( ‘=@3E AWS Direct Connect #Y
EH), MBREFEBRERICS , M{AHTTE CloudTrail 84| A S Event history ( BEHARIEH ) &
BEEGHEM., A CloudTrail WEWEE , LA LAHEER AWS Direct Connect X H 7T 4A#ER, Xk
HiEREY IP bk, AAREER, FROKENBEIUAREMIFEMRER,

BXEZELR , 5 AWS CloudTrail HF#ER,

CloudTrail B AWS Direct Connect &

EZBIE AWS IKF BT | FFfE1Z K £E/F A CloudTrails 2 AWS Direct Connect & 45EFIET |, %
SED RS RTE CloudTrail B4/ |, HE5HM AWS BRFEH—ERFE Event history (B4 E1ExK)
., BANE AWS IKFHhEE., BRENTHENEH. BXEZER , HZEEA CloudTrail 47
FIEREEEH,

B4R AWS K IS4 (‘2FE AWS Direct Connect WE# ) |, HEIBBER, B BERIC

3% , CloudTrail Al ff BE X #4%1%E Amazon S3 F i, MIRERT , EEH AP OIZERER , IR
BRNATE AWS XiF, LERERIEEE AWS 2 XA IERAMEXEBHNEYS , HEAEX4HEEER
1EE M Simple Storage Service ( Amazon S3 ) #. LtHh , BAILIEEH M AWS RS , #—F 5
CloudTrail B EHIKRENBHBIBEBHRIITE, BEXEZERE , BSHATINE .

o BIEIREFELRE

« CloudTrail ZFHRFFER

* 3 CloudTrail Bit & Amazon SNS &4

o MZEANXF W CloudTrail BEXHMMZANIKF#UK CloudTrail BEH

CloudTrail i2%Fr& AWS Direct Connect #4E , AWS Direct Connect APl ZZ 48 7 ix i E, fi
W , 3 CreateConnection M CreatePrivateVirtualInterface BENEHA ST CloudTrail
BEXHEFERSEE,

BMNEHHETREBESEXRERBFRNARGR. BOEETHBEHEUTRER

- ERREHBRAFEIEERZ AWS Identity and Access Management ( IAM BF ) EiEX HEY,
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- BREFEAACERKASEMAFPNIGRZEEIELHMN,
- BEREEHHETE AWS RS A H.

BXEZELR , B3I CloudTrail userIdentity T,

T #82 AWS Direct Connect B EX#%H

RIFRE—HEE , THTESEHERNBEXHFEIEREREERN Amazon S3 #, CloudTrail BEXH#E

—/I\ER%/l\EIIW’REo —NEHRTRBEMRN—MER

, BREBXRERNVRE, RENBHM

BiE, EREBFHFEMNER. CloudTrail BEXHFTRAM APl AANEFHERRE , HitellF2

BREMSFEINFE R
LU & AWS Direct Connect B9 CloudTrail B&i2 & R4,

Example R4l : CreateConnection

"Records": [
{
"eventVersion": "1.0",
"userIdentity": {
"type": "IAMUser",
"principalId": "EX_PRINCIPAL_ID",

"arn": "arn:aws:iam::123456789012:user/Alice",

"accountId": "123456789012",
"accessKeyId": "EXAMPLE_KEY_ID",
"userName": "Alice",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",

"creationDate": "2014-04-04T12:23:05Z2"

}
}
.
"eventTime": "2014-04-04T17:28:16Z2",
"eventSource": "directconnect.amazonaws.com",
"eventName": "CreateConnection",
"awsRegion": "us-west-2",

"sourceIPAddress": "127.0.0.1",
"userAgent": "Coral/Jakarta",
"requestParameters": {

T & AWS Direct Connect B X445 B
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"location": "EQSE2",
"connectionName": "MyExampleConnection",
"bandwidth": "1Gbps"

.

"responseElements": {
"location": "EqSE2",
"region": "us-west-2",
"connectionState": "requested",
"bandwidth": "1Gbps",
"ownerAccount": "123456789012",
"connectionId": "dxcon-fhajolyy",
"connectionName": "MyExampleConnection"

iy

Example ;=] : CreatePrivateVirtuallnterface

"Records": [
{
"eventVersion": "1.0",
"userIdentity": {
"type": "IAMUser",
"principalId": "EX_PRINCIPAL_ID",
"accountId": "123456789012",
"accessKeyId": "EXAMPLE_KEY_ID",
"userName": "Alice",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",

"creationDate": "2014-04-04T12:23:05Z"

}
}
},
"eventTime": "2014-04-04T17:39:55Z2",
"eventSource": "directconnect.amazonaws.com",
"eventName": "CreatePrivateVirtualInterface",
"awsRegion": "us-west-2",

"sourceIPAddress": "127.0.0.1",

arn": "arn:aws:iam::123456789012:user/Alice",

T & AWS Direct Connect B X445 B
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"userAgent": "Coral/Jakarta",
"requestParameters": {

"connectionId": "dxcon-fhajolyy",
"newPrivateVirtualInterface": {
"virtualInterfaceName": "MyVirtualInterface",

"customerAddress": "[PROTECTED]",
"authKey": "[PROTECTED]",

"asn": -1,

"virtualGatewayId": "vgw-bb@9d4a5",
"amazonAddress": "[PROTECTED]",
"vlan": 123

1,

"responseElements": {
"virtualInterfaceId": "dxvif-fgq6lméw",
"authKey": "[PROTECTED]",
"virtualGatewayId": "vgw-bb@9d4a5",
"customerRouterConfig": "[PROTECTED]",

"virtualInterfaceType": "private",

"asn": -1,

"routeFilterPrefixes": [],
"virtualInterfaceName": "MyVirtuallInterface",
"virtualInterfaceState": "pending",
"customerAddress": "[PROTECTED]",

"vlan": 123,

"ownerAccount": "123456789012",
"amazonAddress": "[PROTECTED]",
"connectionId": "dxcon-fhajolyy",
"location": "EQqSE2"

}I

Example R4l : DescribeConnections

"Records": [
{
"eventVersion": "1.0",
"userIdentity": {
"type": "IAMUser",
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"principalId": "EX_PRINCIPAL_ID",

"arn": "arn:aws:iam::123456789012:user/Alice",

"accountId": "123456789012",

"accessKeyId": "EXAMPLE_KEY_ID",

"userName": "Alice",

"sessionContext": {

"attributes": {

"mfaAuthenticated": "false",
"creationDate": "2014-04-04T12:23:05Z"

}
}
I
"eventTime": "2014-04-04T17:27:28Z2",
"eventSource": "directconnect.amazonaws.com",
"eventName": "DescribeConnections",
"awsRegion": "us-west-2",

"sourceIPAddress": "127.0.0.1",
"userAgent": "Coral/Jakarta",
"requestParameters": null,
"responseElements": null

}I

Example "4l : DescribeVirtualinterfaces

"Records": [
{
"eventVersion": "1.0",
"userIdentity": {
"type": "IAMUser",
"principalId": "EX_PRINCIPAL_ID",
"arn": "arn:aws:iam::123456789012:user/Alice",
"accountId": "123456789012",
"accessKeyId": "EXAMPLE_KEY_ID",
"userName": "Alice",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2014-04-04T12:23:05Z2"

T & AWS Direct Connect B X445 B
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}
I
"eventTime": "2014-04-04T17:37:53Z7",
"eventSource": "directconnect.amazonaws.com",
"eventName": "DescribeVirtualInterfaces",
"awsRegion": "us-west-2",

"sourceIPAddress": "127.0.0.1",

"userAgent": "Coral/Jakarta",

"requestParameters": {
"connectionId": "dxcon-fhajolyy"

},

"responseElements": null

}I
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