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dp-1.storagegateway.region.amazonaws.com: 443
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« VMware ESXi EE\WIEIRERF (RA 7.0 8.0) : ¥ FHIRE , £FEE VMware vSphere & i
TREEZEREM.

« $%%k Hyper-V Hypervisor ( 2019, 2022 = 2025 & ) — E#HTHIRE , IRREEEE Windows &
Pimit & £ REMER Hyper-V BIEESFREE R,

« Linux Kernel-based E#\#l (KVM) — —fp & FTHFREL{LHE R, Linux 2.6.20 RESHRAFEHD
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B RAER AR ERB LT,

® Note
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« PGt FES EC2 MAXEE MM T B XM 5K Hh 68 I Bt il 22 77 6 B N B L AR & K

AEXRMHMEFEE
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BHFYER , —MMENANARSLQENE —MHEARENEFTRRE , N TEBIEEE,

ERELAELHENBEFERESLOEFWEN , FTHLIR , BB EMXRANEFEE (TEY
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/A Important

EIMAMKFMEFE , BHEMXEVE BN EZEFH Amazon EC2 K6 L eI RH#E
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IZES At iEN: 0 ZeR e
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® Note
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RERFER , BELUERZ AWS Storage Gateway RS LE &89 28 3t M = i N A R2 7 i 1R) L
TR =FM#.

W F Storage Gateway Hardware Appliance & , &I LAERAEH R R R AREMSE , IRHE
BEWBARIELEE AWS HEEREE, BEATSNEREEESREHRMERAN AWS tkFAMEXEB, £
BUEIRE S , JLAM Storage Gateway $##H| A /E3) S3 MK, FSx XHMx., R MR EN
Ko

ZENEERHIRE

1. Rack-mount 8% , HEABRRNMEEE. EXELZELE , P YELEEHES,

2. REHIREZ (W) REEBRMMURAE 4 (IPv4) Hhiit, BXESZEL | ESH BEEEEFIRE
M &S B

3. HEFIEEN AWS KN ENE4REFRRNTE LBEFEGRE, BXESER , BSH BER
By AWS Storage Gateway B4R %

4. EEHRZFLVUEBMX. BXEZEER , B35 BN,

EEHAIEE EIREMX AR SE VMware ESXi. Microsoft Hyper-V, Linux Kernel-based E& #
Hl (KVM) 5 Amazon EC2 L& EM <A X ME.

BnE A EF 7

LU LUSEARE LN T HAEEM 5 TB #BiNE 12 TB, XM LUREIER IH R P HIEREMETE AN
Z17 AWS, MREITHHWE 5TB BHE | NALAMER 1.92 TB SSD ( BNER ) |, N AEFEHFE
inZEl 12 TB,

KRG, BAILEREREAIRZ 28N SSD AMEBEHRE., MRECHEBRFRBAFEFREZ LN
ATAFMEEME 12 TB , HRITAT®RE -

1. FEARBEENH RE, AXRIMMARITIIRERNGEE , FEKR AWS Support,
2. FEA 1.92 TB SSD i MEHZEF,
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W £& 32 O <%0

BEETHNIRZES , ©A8EEHA 10 G-Base-T RJ45 #A4i = 10G L DA/SFP LRI+,

« 10 G-Base-T MFEE :

. XIF 10G , /A CAT6 &2 : W F 1G , 6/ CAT5(e) &4
+ 10G DA/SFP L EMFBLE :

- FAKEK 5 KM Twinax fATEELL

+ Dellllntel 37349 SFP+ %3483k (SR % LR )

- SFP/SFP+ AT 1 G-Base-T = 10 W4 ¥ & 88 G-Base-T

YL R EHIR %

(® Note

K1 EHIBA : B 2025 5 A 12 B2 , T BERMH AWS Storage Gateway BHiE%, FH
AWS Storage Gateway BHIRZNINEEZ - AT USEFERAHIREXFF , EF 2028 £5 A, 1
RERER , B LIERZ AWS Storage Gateway BRS 1E &89 25 3t F = 3 S A R2 7 15 1R J L
TR =176

BERZEF 1UAEAE  IREENSERBIZER 2 (IEC) FRAEMN 19 T HIRH,
FTRFM
BERFENEMREZ  FEUTEL

- BR&  AFE—R, BIUEARR,

s IEFHNEZAHL (BURTEAZEZFHPIIEHAMEIZEDO R (NIC) ) » Twinax Copper DAC, SFP+ %
B ( RAHEYER ) 5 SFP 24AR N AL BS, Base-T

- BENERSE , NBE. WIHNEBER (KVM) tIRERE R,

(® Note
ERITUTEF 28 , FRRIERE Storage Gateway FE4F1% % B9 W 4% 1 By A 15 25k AR #Y
Storage Gateway BHZ&WFIEER,
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VERFEMIRE

1.

FABEHREERE  HFERERIZSNRARE , BV R ELLZRRSH,

TERERTEHARENEE , TEHTE ?&EE/J?\\ BAM, ER88. USB #&M iDRAC HyiwO,
%ﬁlﬂiﬁﬂl Eﬁiﬁ‘ﬂﬁﬁﬁﬁxﬂﬁﬁiﬁ-u% Eo

T n-- Jlnnn----u'“',

?»1@ ggﬁb}El 23ee

e L

Power
em1 em3 Connection 1 Connection 2

A M 4 M B RIE BRI ENE A IRE —FHo

wEIFAANRFRAVEFRERE, TUMAEL - RRERE , BRMNBWE XA BREEREHRT
Ro

FFLAAMESTEA eml i O LUIRHIBAR T BH Internet iR, eml % O 25 EFAY TGN IE W 45 %
DH"J%_/l\ ( }‘AEEE ) o

(® Note

B EZF T VLAN Rk, AT EERAEZARBYIEORERNIEF L VLAN i
D o

HREZNE RBFHEA LR,

B ZEER LA Power (BIR) #HANRNRSR[/BE , MWTFER.
WA BRRHARSAE IR Z EH,

WA BRRHARSAE IR Z EH,

Tt

pEEREEE A
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mRIEFREEH S

(® Note

KIEEHIBA - B 2025 5 A 12 B , A BERMH AWS Storage Gateway BHiE%, FH
AWS Storage Gateway BHIRZMNINEF - AIUSEFERAHIREXFE , EF 2028 £5 A, 1
RERER , B LIERZ AWS Storage Gateway RS LE & 19 28 3t F =3 S A R2 /7 15 1R J L 7
TR =176

FITREARBNERE , ERsGFL2EREMRBEFE, BHRIEFHERM T —IMEHAT AWS &8
BEEERARD, BENHAMESHNTHZZFRENASRE AWS,

EFAEFREEHS , BEIEEMANEK , AFEA Up. Down, Right M Left Arrow #i%
ETHNARERELBS, A Tab BUERELEINFEAGBITE, N TFRELEE , EAUFEH
Shift+Tab BERIAFEEB3, £/ Enter BUREFEER , B EERRE LR,

BXHRNEFRZFEF AN  FERRERE , RESRTNENEERARFKFIRERD , REETHE
mEEE A

REEE R ZHD
ERRELHNEZEZEBRRL , PUTUTRE

a. XF SetPassword (iR E#B) , WMAZ , ARSI Down arrow.
b. XtF Confirm (#1A) , EFMAZE , AKF%EE Save Password (R7FHE),

BREFZBE , SERE4EHEET., TS Reml, em2. em3 Ml emd MEFEOMWNKES , HE
BLUTHEHRER :

- BEEML

- RS EHE
- EREB

- EH

- X EFESE

T—s%
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BEEHRZMESH

BLEBHFIRBEMEZSY

(® Note

K1 EHIBA : B 2025 5 A 12 B , T BERMH AWS Storage Gateway BHiE%, FH
AWS Storage Gateway BHIRZNINEEZ - AT USEFERAHIREXFF , EF 2028 £5 A, 1
RERER , BULIERZ AWS Storage Gateway BRS 1E &89 25 3t F = 3 S A R2 /7 15 17] J L
TR =76

EEARBEDFACEEHEFHATRETEEARFBZE (WHRBEHARZEFHEHAR ) 5, £
AUTEERBEEMEZSE , UEBHIRZ ATLUERES AWS,

R B P 45 3 ik

1. BERH , ZRERENS , ABREK Enter, FHIEKENERNHEH, EEMNLNEE REFRSE L
ANMEEOPEMEON IP M DNS 58 , ABBATHENEOEE DHCP ES it X
BT

2. NFemt O, FITUTREZ—:

« #£$¥ DHCP Fi& Enter , REMABNSENNEE NN ( DHCP ) Fr35 a5 50 B B W M 4% O &Y
IPv4 bk,

BiE T teibat | MEREEBELSRPFEA,
o EFREBAHIR Enter REEES IPv4 i,

N em1 MEEOMABR IP ik, FMED, MK DNS RSS2t

SRR, EBRRE , REE Enter RRFEE.

(@ Note
BRT em1 24\, A AEALSEREEENEED, NREREEMED , ME/1X4M
NERPIIHN AWS i RQRERMHEBN R A ELERE,
B H %% 5 Storage Gateway T X FFMEBHEMEELR SEHIHIL (LACP ) o
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BUARBRER - N FREEEZ/MMEED , RAXAER S HEHRZ,

MEHIREH BT

1. &HBIRE , AFIKE Enter RIREE,

2. EEFEH , ABK Enter RREIXGETRH,
T—%

BUEIREY AWS Storage Gateway B4R &

BUEREY AWS Storage Gateway AR %

® Note

KIEEHIBA : B 2025 5 A 12 B , T BRM AWS Storage Gateway BHi&% ., FH
AWS Storage Gateway B4R ZHNIABRE A A USEFERAHIREXS , EEI 2028 £5 A,
RERAR , B LAMERZ AWS Storage Gateway RS LE & A b F = s B A 12 7 17 18] L F
TR =FM#.

FLiE P itk f5 , AT BATE AWS Storage Gateway &I &2 #Y “FEA” TUE L ALL IP it BUBSEZRH
BHiRE, BEIRAMRETMEEN AWS K,

BRI LLAREEMA X FNEZREERNEAHIEE AWS Xigl, BXxXEFENHIR AWS XiF |, S+
# Storage Gateway BEH g% XFAWS — S #E,

EBEIRIY AWS Storage Gateway BHi% %

1. $TF AWS Storage Gateway Management Console , fEZER T 8RB A K P EiIEB1TE
Fo
(@ Note

MRRBOE , BIHRAT RS
s BN KR/LANELNBEHRZVTE ML L,
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o BHIBH R IE LM SLVFFE 8080 Im A EXFIRFE I AUERE T HTTP K El,

2. MREZENH SRR FERERS
3. EEBERZ.
4. T IP#bitd , MALBHEARZEEN IP it , REEREE,

BXREE IP it ESER , FEHERENESH.
5. EEMH , MABHFERRENENR. EMKERZH 255 MNF/H , HETHISRMIFH.
6. EEARFNXH , MAERMXKIBL TEABNEBNX  REERT -5,

B XIS A ER R LR EE |, BURR 2 QIERIITEFRRIN TR etE, BERRAT , mRet
KiREBIEH , MBIABRT , EFRERE THEBEQ2ARIT.

7. BEEEMARBFAGEHMINMESE. EUNEEL-PEOARBEFEHTER. B , F
R BOE A T BBUE
teat , A RFBBENE LI —MEE | BREA RSB ERSEE.

teEt , ZIRBESENKS XK, T—FPREMREZ LEEMNE3 S3 XHMX, FSx XHEMXK, BT
RR B,

=%

EEHRE LOEMX

EBEHFRE LEIEMX

(® Note

KIE EHIBA : B 2025 5 A 12 B , A BERMH AWS Storage Gateway BHiE%, FH
AWS Storage Gateway B4R ZHN BRI USREFERAHIREXE , BE 2028 F£5 A,
RERER , BULIERZ AWS Storage Gateway RS 1E & 19 28 3t F =3 B F R85 1R J L
T BRI =704 o

A ATE ZB 8 P H9fE ] AWS Storage Gateway BEH4Fi% % E8I2 S3 X#HMx., FSx XMk, R Mx
RBEM X,
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EREMiRE LOEMX

1. BF AWS BEEHIA HITIF Storage Gateway 24l & , Mt Jhttps://
console.aws.amazon.com/storagegateway/home,

2. 1RE Creating Your Gateway PRI TR |, RE., EEMEEEZE N Storage Gateway 3
#,

£ Storage Gateway #Z#| & RTR MK BIZESS , Storage Gateway LB ERHIRE LA BRZE
., MEEAHISENEEMNN (DHCP ) , MXAIGEFEE 5 10 S EERFEPFERNEL,
ENELENMX o EERS IP ik , 25 Configuring an IP address for the gateway.

EOELRENMRDE —NEES IP ik, ETREEHRBEMNKRHIMNEERD | UEEN R ARZRF A LE

AT,
T—s

R IRE LEEMX IP #hit

EEHFIRR EEEMx IP #hit

(® Note

i ETHEA - B 2025 5 A 12 BiEg , FTHBEIREM AWS Storage Gateway EHR®, FH
AWS Storage Gateway B4R ZHN BRI UREFEAHIREXE , BE 2028 F£5 A, 1
NERFR , BULUMERZ AWS Storage Gateway RS LG/ At M = % S A2 15 18] JL
TR =176%

EREEMHRZ2E , NEYEMKZZOSE - IP ik, BEBE R HEIRE LF3N T Storage
Gateway , IEBEENEEHIRE LiZ1TH Storage Gateway BN 2B S — 4 IP #tutt, EMEZR
REEMHER LMK D EERS IP itk , SMIZMXH AR ESEE P thut, NARF (W
NFS 2 SMB & i ) REZEZIL IP thit, AJUMNEHFRZZRSEERITHRSES S IETR RN
RAEMEE A,

FigZ LEE IP it UERNARRF

1. EEHEHEL  ERITHFRSESE , AFRK Enter RITFMXARtZF AN ERAE,
2. AWS Storage Gateway KRt H| 5B RN AR T EZRUBTAMEREMHEMIRE.,
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https://docs.aws.amazon.com/filegateway/latest/filefsxw/create-file-gateway.html
https://docs.aws.amazon.com/filegateway/latest/filefsxw/appliance-configure-ip.html

AWS Storage Gateway Amazon FSx X#MxAFigE

ERIAK 7 admin , BRIAZEE A password,

@ Note
BARNUEHRRIARE , HERE AWS Z&BE - BB X XL P RHMXEH & i AN R
T , REETT passwd . BXRIMASTZHTHER , FSREAMES & L
=17 Storage Gateway T, & AJBAM Storage Gateway 4| B8 BEHL, BEXEEZE
B , i3 M Storage Gateway £ #l &% B 13 ] & F13.

3. AWS iRZHUE - BEERHSEL TR LA

« HTTP/SOCKS RGEEE
- MBEE

o MM REREME

- ERRGAFERE

- REATRIEE

- WHLEER

- BRI

(@ Note
RERTRE N ENMIRBHENF S E R

WMAMMNAOBEUSHEMEEERE,
4. WMITUTEREZ—REEMX IP bt :
- EFEAAHPIDENEEMN ( DHCP ) RS2 EA IP it | FHBEE DHCP i ARSI
F,RBET—R L@ ABRH DHCP BEE L.

- BESEEHS IP it , BN TEESS IPWAMNNKT , REET - LAABMHN IP it
# DNS 5 8.

(@ Note
IBTELLALIEER IP ik MRS IRE BV B AT IP ity TARAYF M F.
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IR M XA 12 H &

B Crtl+] (A7ES ) B, B4Rs AL,

(® Note
XRERER AR MR A2 H 58— 53,

EEREHRELNEFRRRRE , RENETERFIEP, IE , JLUE Storage Gateway 12 #| & H
HERMITHXNIEBENEEIE. BXUHA , BSHEEEHN Amazon FSx XHM %,

MR F PR X B4

® Note

i FTBA : B 2025 £ 5 A 12 B2 , IR ERM AWS Storage Gateway B#Hik &, £H
AWS Storage Gateway B8 ZNIA TS T USSEFERH KRB , BT 2028 £5 A, #
RNERAR , BALAMERHZ AWS Storage Gateway RS LEIE# A b F = s N A 12 7 17 18] L F
TR =17

MRIETBEECPEEEHIRZ LIS E Storage Gateway , N AT AMBHIRZ R BRI G, B
BRMXEMEE , TUEREREMNESRBHAIMK , 2E M Storage Gateway 2 # & F I BRIEHIE & A
H. ENEWEHFEZFRBRMXERG , EFEAUTISER,

MIE IR A BR M 5%

1. §TFF Storage Gateway #Z#|& , itk A https://console.aws.amazon.com/storagegateway/home,

2. MERENEEMNNSRERPERES  AEXNTENPBRMXRANREEREFRES
o

3. MBRETHXEH  EEBRMX.

oAt & B R IAXHEE.
4. WIEENEENBHRZPBRMNXRYE , AEEBIMEFRARE remove,
5. ERBERIKABRMKEML,
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® Note

BIBRM X fE |, TERBEZRE, W TREMKRKE | BT EM R EXEBHE |, 55
RETFBIE. BAXBIBRRINESELR , FSEM RN X T BRREKE 7R,

BRI X T MR FI B BIRESHRE . BHREZFRE U RETHXBE,

IETEM BRYREY AWS Storage Gateway B4R &

(® Note
K FTHIEA - B 2025 F£5 A 12 AiE , FTBERMY AWS Storage Gateway B#4i18% . FH
AWS Storage Gateway B4R ZHNIABR A A USEFERAHIREXE , BE 2028 F£5 A, £
RERER , BULIERZ AWS Storage Gateway RS 1E &89 28 3t F = 3 S A 72 7 15 1R J L
TR =764

MREFTBEECLBUEN AWS Storage Gateway BHI&E |, M A LUFZIE R MNEH AWS Bk H5E
2 ER,

(® Note

ERRBBEHM AWS 1Kk 3 AWS X , BATRERUTSRGEBBR , RAEHTFTRKH
XBREAKRR XF UPITHREE. AXEZEER , BZREENMXHETHRES .

) BRAE 4 1R &

1. MREBHREFLRETRX , MAFERRMX , R ERRZIRE. BXRUOMMEFREF
TR BRI X BB | RSP EE IR & P B BRI K B Ao

2. £ Storage Gateway ##HANBEHTE L |, EREMEREHIZR,
. XF Actions (£1E) , i&# Delete Appliance (M BRi& %), WATSE REIAI EE,
4. WAEBIREENEHRE , AEEHAERREALF delete HIZZEMIER,

ERBREMFRER , ELBBRERE ERRNMRKXENAERER , EF2MBREHRE EASH
i,
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Bl M X

AT EMBLRET FENLA T Storage Gateway B BN EH THERE, BXFE M Storage Gateway #
HAEQEBERBIKH step-by-stepITE , BSHUTEA :

» Create and activate an Amazon S3 File Gateway
« BIZHBE Amazon FSx XM <

» Create and activate a Tape Gateway

» Create and activate a Volume Gateway

/A Important

Amazon FSx X#HMx A BRHEZFFFF M. FSx File Gateway FII A ZE o] LASKEE IE & 6F 1%
RS, BRE FSx XHMRELIWINEE , BHRLEEXE,

Rz - PSR ROE
MAXHEDERBMX  FEEEE AWS | AEEEEHREHWET.
RIE M X

Eig& & Storage Gateway , BEEFEQBHMKIEBEURATETRAXELRZFENENEE, AT,
BELAMMEFE A TEMXEMRZER , HHEBEINARINER, L& 7L Storage Gateway
HEANBELHEEOITENYEEHRE , AETHEBEN AWS =ZIFEHH Amazon EC2 3=,
HEMXEEZN , FEEEEIMLEN L2 B A Y BRI ZEE,

EEER AWS

T—ZREMREES AWS, Nt , FEXBZEZRERATRXELRZESTF AWS RS 2 BEBEE/
REImAKE, ATUMNLBEBEMIGR RS , A ARSI REEM Amazon VPC RIE R |, XEFER
AR RFHMNERERE, RE , BUUEEMXH IP it REBERA  BIERIIMRREZ L
RYZS 326l B B ARG X EE R
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REHBE

teat , BULREFMENMXNERAT , WAFE , AHTEN. REENFEREBF —IZE ., &
AEUBUERR, EFREREBENMX 2 , KFELRE - LHIMREF IR FE TR,

BRI - W< ELiE

BUE Storage Gateway f5 , BEERIT —ETANEE, FUSRYP , 7EHEEMXENTEES LE
ENYEEE  FHAESEREFIMXREN LEEHAX, ARG, BILUEA Amazon CloudWatch
H&EM CloudWatch BiRELE 1R E AR BNEZEMANEZTRR , HIBREZEERMRZUBEIRBIMNX,
EFBRERACRENCEENMNRZE , BEECNEFE TR

BR - 768 7R

BUEHBLE Storage Gateway f5 , RFEREBEZFRBRKRMEFEH, BESUENMNIER £
£ F Storage Gateway £ #I & 812E%. ®H = Amazon S3 = Amazon FSx XHHELEZ Xk, &
MRXKBBEAELS BN ERERELDEXRXBENREFHEEM IR , HHFEEAEPNHEESTRE
AWS =,

B2 FSx EA T Windows B Amazon X4 REEXH RS

EE AT I# FSx LMK AWS Storage Gateway , 55— 2612 FSx A F Windows #IE
DB NHREB/ NGRS, NRECTKXBET Amazon FSx XHRE , BEET—% |, SIEHBE
Amazon FSx X4,

(® Note
MIXHERFXE A Amazon FSx X RESR , FSx BEUTRE :

« &1 Amazon FSx FSx MR EMIHMKXxAFUHB— AWS IKFrrE , #BEMNTE—
AWS X1,

« BMNAXRALUZFRENMN MO XGRS, EEXHRER , Storage Gateway 2 Hl& 2BE A
BFIEMXRECEIETE, EXMERT , SAARBHMNARDEXHRS , RES
BEERES — MM,

« FSx File Gateway XFHEMEH ( YAFEIHKERHINALHES ) , BEFXIFERS
(B IEL4 B AR RAEHHMITEIERS ) o BR Amazon FSx BB R AP , MIEAFYX
BFHEH, BXREFREANESZEER , 525 (Amazon FSx for Windows X #5525
FAFigm) DM FHET.
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o BINTEWAEER Microsoft R4 RE (DFS) BEXHMIFAFEEOEIENITE
# FSx FSx X# R4, R , B DFS LB N EZEE@FL D# FSx XHRSE , AWS
Cloud #1¥E B #hhR Windows X #4RRSE AP B FE A DFS t & Z RN SN 4R 4 FSx
HAT 2 AP FR,

o XHMK EMEL FSx XHRE (HIMNTREAXHREGERNRENR ) TELSHZ /N XM
BE , NS HE FSx B9 Windows XHRFENXMHRE 110 AEET T, MRENXHRSE
RERBWMERERLCEEZNITENR , INXGREAREBBREEELR , RhELEE
BIEFZNTTAY /IO MARALELAIETNRE,

¥ Amazon FSx ##laH , EFHERNMERNE , EEENNHFRERERETE. WIR
=, B LYIRE| SSD 74, HEINEAE LS SSD IOPS KA EEHN TERR.

Bl FSx EA T Windows HI X ARS B8RS

1. $TF AWS BB &I A at https://console.aws.amazon.com/fsx/home/ , AREIXBREEE RGN
KHY X,

2. BB (LS% Windows X#HARSSERAFHER) FSxH Y ‘TS A7]” PRV ILEA FSx BATIRIE.

Bl 2 H8EF Amazon FSx XM <

FEERD & | ALK BB R M{AIFE AWS Storage Gateway 8128, B MIBUE UM< BB,
£l

« i%E Amazon FSx X#Mx%

« FEH Amazon FSx XM XIEEE AWS

- BFIEEHBIERHN Amazon FSx XM X

- BEEH Amazon FSx XM x

& Amazon FSx X&M<

REHFH FSx XHMX

1. 3TF AWS BB &l A at hitps://console.aws.amazon.com/storagegateway/home/ , REEIFE
BIEM>x AWS Xig B,

2. EFRIEMRRITFFIRIEMKXTME,
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3. EMXREHD , MITUATERE

a. XTF Gateway name (MXBH) , MAMKNEN ., QIEMXG , AIUBRILEN , LUEE
AWS Storage Gateway &l & F I HI R A E LR EEHMK,

b. XNWFMXX , EFEEHEPILE M b XY AR i X,
4. FEMREMEBD , XN FMRER | 1E3F Amazon FSx XHM %,
5. EFEEMIoH , ITUATRE -
a. NTEHNEE 6 EEETHPHBEMNXHWES. AFIRR Storage Gateway #ZEHIETNH LE
THFEEREHRARREENFEE, AIMNATERPHITER
« VMware ESXi— EA T, #BEFMEE M X E B VMware ESXio
« Microsoft Hyper-V - £ Microsoft Hyper-V T, ZBEFELE W< & LAH.

« Linux KVM - £/ Linux E TR ELYL (KVM ) T&, HBMEERXE L.
BXRXEUNBIEE , HSUIRMEN aws-storage-gateway .xml X4, XHM*
2.x, Volume Gateway 3.x 1 Tape Gateway 3.x EEZHA L £ B3H UEFI BHHER
( loader_secure=no ) o

« Amazon EC2 - BiEH B3 A T EEM KB Amazon EC2 354,
« BHRR — iTWEANYEFEAIRE AWS KIEELEH MK,
b. WFHINMREMX , EHERERBINESHFIENENEERTHRES R, LTBEFER

TRARZENFE,
6. I, EHNMRERETE , ELAEREBRENMREZNBRETRX AWS, BEET —H LI
%,

FHER) Amazon FSx X4 M iE#EE AWS
FEFTEY FSx SUHMRIEREER|] AWS

1. WMREERTHIRE Amazon XHMXFFORM PR |, ETRIZE Amazon FSx XM X HETR
HEB, TRE , %8B “T—%, £ AWS Storage Gateway 2% & HFITFF “Connectt o AWS” T
o

2. EZRTR/EIIBOH N TFRFLETR , EEFMOHATRENLRT RWEE AWS, TN
LU IR R #E1TIER

. AATIHE-ENEET AL AWS EBEME2EBE. NREELET  FEACEM FIPS 1
i R AR RIS R B ARG S B IEBAL IR (FIPS )
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(@ Note
MREE AWS BEwFITHRES AP #ITIHRINFEELT FIPS 140-2 BiEH NZE
BR | BEEA/TE FIPS RENRR. BXEZER , BSREZEHKRPEELERE
(FIPS) 140-2,
FIPS lRFim R XNERL AWS XiFH AT A, BXEZER , 55 AWS —kSE d 1
AWS Storage Gateway i S M B & o

« VPC £E — EHIMX AWS BEEZNELLE R (VPC) AR EEHRTERE , A FEE
HECSHMEIRE, MRLEFIET , NSAEERE VPC IR , FERM TR RPIERE
H VPC iR ID, ZEA HARMHE VPC i R3HE R4 (DNS ) B IP bk,

3. HEMXRELEITER D HESRTTR | EFENAE AWSHRIREN MK, MR TR PHITIESE

« IPibat - AR FRPRMEMKE IP ik, bt IP but RFAR AT, HE A UMEL AN
ZehipE , F RESHEEHIEN Web 3 M 3E 22 &b at .

B LLESMNERNEBREFEFIRERI MR A IR A RKIREF K IP it | M
Amazon EC2 £ iFEREE HIM>x IP #bit,

- BURERH - EHENFRPRMENKABIEZRN, S0 UERR KR AR 6 & R4ERBUEZEH.
WMRMKH IP it FEA | FEREFLIED

4. BIREBEZERTMXMEEFRN AWS | BBAZRKIBEMIK, EET —TUKE,

BEHIRE HBUEEM Amazon FSx XM <
BUEETH FSx XM <
1. MRERERUATEERIRNER , BAEATRXERERF :

« %8 Amazon FSx XM%<
o JFIEH) Amazon FSx XM REREE] AWS

TG , BT —% , £ AWS Storage Gateway 24| AFIT AR EHBCERHE.
2. BEENHELENESHNBEMXIFARS.
3. MEEANBHLEHER, FERRERREREMNREREHHITER,

EEHREHEELEMN Amazon FSx XM%< API kg7 2021-03-31 43
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4.

BLiE

/A Important
HUEM K G |, ETEB AR EERE

REZRETMX , ELTHITEIR , MES B A P 2 MECE B HicFk. & T—
HoAgkEE,

8 Amazon FSx XM <

FERT FSx XHFMX EMITEREE

1.

MRERFTEERATEBRABNERF , FETRXLERRF :

« i&E Amazon FSx XM
o FEBH Amazon FSx XM XIEREE AWS
« BEIREHBUEEMN Amazon FSx XM x

TG , BT —% , £ AWS Storage Gateway 24| AT FFEE M < T EH.

EREFMESD , FRATHIRNEFIRED —INBREEDN 150 TRKFT ( GB ) WA HERH
#H, AR HNABHENNTEEENEE LTEENYEEFR.

f£CloudWatch HEAZS , iEF M{ARE Amazon CloudWatch Logs LA M #2 M < BIE 1TIR R o
AT A T IR T AR 31T IE R
° ﬁUEﬁHlU\gﬂ iﬁl%%ﬁ-ﬂlg H/U\gE;E”)_?IIjE.R\EIJ Ix—x.l*o
- FANENBEEH  NENH TRIIKRFIEFENEAEAL,
- EHBXRIEFE-EDER Amazon CloudWatch Logs R4 #1289 B <,

® Note

E# W Storage Gateway E{TIRIR AE , BEHARFERBRLANFEA TR, F&
#ehighlighted sectionNEEBEMNISE BHEH ResourceARN &,

"Sid": "AWSLogDeliveryWrite20150319",
"Effect": "Allow",
"Principal": {
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"Service": [
"delivery.logs.amazonaws.com"
]
I
"Action": [
"logs:CreatelLogStream",
"logs:PutLogEvents"

1,
"Resource": "arn:aws:logs:eu-west-1:1234567890:1o0g-group:/foo/bar:log-
stream:*"
REELEEGNRERNNATENBETRAN , FEEFEH Resource’ T H,

4. 7ECloudWatch R4 , LT UM% E Amazon CloudWatch 1R , LWEEMXHIERREENL
KPR &IBHB AR, ATMEA TR AP BITIRE -

- B2 Storage Gateway W ## CloudWatch BiR-SIZMXE B 0IEFMBEHENER. BXxiH#t
EERNEZEER , BSH 7 # CloudWatch BR.

(® Note

LINEEFE E CloudWatch REERR , MX LN RFENTIEER Storage Gateway
2 RIKEN -2 B3R T. EZIHX0EHE CloudWatch BIRZ 8l , FRREN R
SRR FLUTR :

« cloudwatch:PutMetricAlarm - S22k
 cloudwatch:DisableAlarmActions - XFBIRIEHE
 cloudwatch:EnableAlarmActions - 3] FF &RIRE
 cloudwatch:DeleteAlarms - il BRE &

- BIEBENER-BEEFH CloudWatch iR , LUZWRE XM KIEIRNEH, %F “BIEE
#R” , £ Amazon CloudWatch 2% & E VIERHIEEBIRIRIE, BXiEHA , BSHTSH
CloudWatch AP igra Y& A Zi# CloudWatch iR,

- RER-EZERA CloudWatch BHRKREZW A XM IEIRAVEH,

5. (Hik) ERERD  REFNFIFEL , RERAXD KNENREN |, thBIEE AWS Storage
Gateway £ #| A PR RMFEIIZRTE LHIMR, EERTR , REZFEMNESHENITE,

6. (AL ) ERIU VMware SATAMEERSH , IRENMATHEEZRE T VMware & 7 A (HA)
&8 VMware B EH L | FEFRBIF VMware HA Bt HA BRB R B EHE T 16,
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® Note

WE D SGER T E VMwareEHFE & EE TR X,
ERMKREELSEFIZTER TSR, S LB ENIN HABRE, RIEEE/ Lo H
itHE , ARIEE#HZ 3 Storage Gateway FE #A#l,

7. EREERTAMKRH IR,

BEEEHMXIIRE , B AWS Storage Gateway 24 AKX BHATTH E# T E,

BERBET Mx , MWLM IN—MERKERANXHRSE, BXxE8E , SR Amazon f FSx
or Windows M RE 8 N HR 5%,

MBEEEEWMAVIIAE Amazon FSx XH RS |, NIAMEIE—1, BXxiiA , FSHE Amazon Al
FSxo

EEMLE =R ECER X

BOREARMEZNETZNFHEM R BB EERE., SULERANEZBENX , H
FHEEANLEFEI LN H Internet #HTEE BN HHEELBE AWS 7RSS, £H Amazon VPC AR
& AL EBENELFES (VPC) B3 AWS BR , BEMENEEOKET 8. BULUER
VPC RZFIMLRE |, Bl IP bt SBE., FM, RERMNEMNK, BXESZELR VPCs , HZH T
272 Amazon VPC ? £ (L 5# VPC AFER) o

E7E VPC FBUEERIM X |, BEA Amazon VPC ###| & ) Storage Gateway 2 VPC i = H3REX
VPC %R ID , REEREHBEMXIFIEEL VPCIFR ID, BXEZEL , HSANENT L7
FSx XHMRIEZE AWS,

B FSx MWHM<BLE N ET VPC tEHkIE , B4 T1E Amazon FSx for Windows X4 AR5588 VPC
FIERB M < 4E 2 B Z I VPN 5 AWS DirectConnect 3%,

(® Note
IRAIMTER Storage Gateway 172 VPC s 2 B FFER E — MK IBRBUEM X,
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9 Storage Gateway £/ VPC % =

ERXLIHAME VPC RinT R, MREELE AT Storage Gateway B VPC i = , W] LAE A%
Ui o

4 Storage Gateway t|Z VPC =

1. BF AWS EEEHS HITH Amazon VPC ##|& |, Pk https://console.aws.amazon.com/
vpc/o

2. ESMBEHKP , %&E Endpoints (KimT R) , AR/F1EEF Create Endpoint (BI2LiwT K)o

3. HEHEBRATEL , IIRSEBEE AWS R

4. WFIREEF , %2 com.amazonaws.region.storagegateway, a0
com.amazonaws.us-east-2.storagegateway,

5. XF VPC, &EFEH VPC HIEFHAAXHNMFM,
6. WIARIEF S A DNS B#5,

7. XTF Security group (Z£4) , EREERT VPCHZE£4E, BUEZIRINZEEH, RIEER
MWESEFERXRAFTUTAEN TCP %A :

« TCP 443

« TCP 1026
« TCP 1027
« TCP 1028
+ TCP 1031
« TCP 2222

8. LERHUEBIRR. KLinT /RNEIRSA pending (1F4LE), tIEKHT /8T, i2 TEN 62N
VPC £&iwmT =SB 1D,

9. HERIELKXIET 28, % Endpoints (RiFT R) , RAEERFHFH VPC KT =

10. EFREFREMNXE [N FAEBETFF , £ DNS &% T , EA
E—NARIEEAAXAE DNS E#5. &/ DNS BMBERLUTUTR
5l : vpce-1234567elc24alfe9-62gntt8k.storagegateway.us-
east-1.vpce.amazonaws.com

I, BT VPCIRR , BUNCIBHABENK. BXREZEE , FSRLIENEE Amazon FSx X #F
LESY
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BRIREGHCERANGER | BSRREFXABERH,
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Bt & Microsoft Active Directory 1315 [B]iX &

HEWSERP | BFEEHRHRE OB D# FSx UM< I A SEGES) B i3,
EfLE Active Directory 8B , BHITUTIRE :

1. 1E Storage Gateway #E#HIAH , NS L PIEFFSX XHREK,

2. %R M0 FSx XHRL,

3. EWIARXTTEL , NTRFELEFHEFREIMA Active Directory iHHI MK,
MREZEMK , MATBIE -, BREPMXT LM Active Directory HIRHIZFNE . B
KEE , BSRAEREM,

4. %A Active Directory REME :

® Note
MREBAMXEMASE , WEFEBRMA, EEHMITT—F,

. EEBR , MAZREFERM Active Directory BB

- BEEARY , MALERTHMRIMAER Active Directory BF &, AR SMEESHERNN
BR. BXEZEER , 21 Active Directory RSk P AR E R,

. EEFBYF  WMAZAFHEB,
« EALHE T (WIE) #, BOLUEE Active Directory FRIBBVH LR % 7T,

® Note

MEFHFEEZ , MMASSERATENES (T2 0U ) HalZ—1 Active
Directory TtEHIK "~ , HEAMHMX ID ERKF A (a0 , SGW-1234ADE )
LEIK P B R T E B E Lo

WMREE Active Directory PR E ESRIETR S 0122 IK - LAELIMA A RE , WEERA

BIZ LK,
MRIERY Active Directory SMERNFITTENNRIEE T OU , M7E 10 A BT LA I8 E 1%
ou,

- WABEGIER (Wik ) WE.
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AWS Storage Gateway

5. &E “T—Z T "M FSx XHRL” RH.

Amazon FSx XM < - i5r

T—5%

Bt £ Amazon FSx for Windows MRS 88 X R 58

AP kg7 2021-03-31 50



AWS Storage Gateway Amazon FSx X#MxAFigE

Bt £ Amazon FSx for Windows MRS B X H RS

MMFHE FSx BT Windows I XA IRFEEXH RS , RS seHIEREST FSx XHMX, MR
BRBEXHRS , WBRBIB—IPMXHRE. BXRUH , H5HE (LSE FSx Windows XX 4RSS 28 A 7~
B B SR IBRENXHRS

T—% 2% Amazon FSx XHREEREIIMx, YHBER Amazon FSx XHR&R , XHRE LBIAT
BEXHHEE A HI DE FSx XMk ( FSx UMK ) HIREE,

® Note
M Amazon File Gateway B A G # FSx X#HREHT , FELTRS : FSx

« &K Amazon FSx X RS FSx UM R AFHMAIFFE , AWS kP HFENTFE—1
XHEREH AWS X,

. BAREBSTLKHE K XHERE. EEXHERGN |, MBEFEMEEH | Storage
Gateway 244 &% HEH, EXWERT , BAELELUMERSEXHRE , K5
MBS — R,

- FSx File Gateway XS EHES ( YAS BIENERINAALREES ) , BRXH
EEM (BT ELE AT EREHRTRIERS ) . B Amazon FSx EERAS I , FiES
PETERER, SXRBEREANESES , #2558 Amazon FSx ISR M I E
.

o RIVFTBIUSER Microsoft 7 RN X 4R 4% (DFS) BE XXMM FRAFEEREEHNLS
# FSx FSx X#R %, R , B DFS BN EZEEMR L D# FSx XHRE , AWS
Cloud 3Nl B #h AR Windows X #- RS2 AP ER A DFS B ZEXN SN X HR 4 FSx
HAT 2 AP FR,

Mt hn Amazon FSx R4

1. 1E Storage Gateway #ZHIBFSx X H RS > M0 FSx MHRENE L , EBEFSX MHRER
ENTPHUATFE

« EFSXx XHREBMF , NTHLIIRAIEEZEM A XA RS
o XNATAR#RS IP it , FRATFRA TR EXHRSE EXHHZMN FSx X IP it
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® Note
o BIMAEHIIMXNENXHRSIEE IP ik,

« XF Amazon EC2 M%< , A LIS E EC2 SEHIMFAE IP it | BRIEZ Mt DA E b
XHURGEHER , EXHERT , BAMOMRFMFHIRLE U K REEBN*x, &
XEZER | 55 Amazon EC2 AFIEE IS IP thit,

« NFARMMX , BAILUEEEMEZED (55 DHCP ) Y IP bt , BRIFiZENLE
WHMXHREER, MREHAMXGREER  WAARMEEEONTER—F
MBS —NIP Hak , ZabFER R IP iR, BOFEA2ESEEOUN
FAIRMEEON IP ik,

2. ERFKFREDS , REEE Amazon FSx MHREXBKN RS K B FKEIL.

® Note

L BRSSP A B 588 Amazon FSx X4 R4} EkEY Active Directory BRS5 B9 &% 1912
ERNBREEBRENR,

/A Important

NTERIN X, 4R GABTFEEEEBONR , BUUSFLRS KA RE RN XH
REEERAANKR.

mRLRAERA AWS Directory Service 952 Microsoft Active Directory 1 Amazon FSx for
Windows X #RSS588 , MIBRSS K~ A2 AWS R FSx BEER AN R -

MR EE Amazon FSx for Windows X4 BRS588 LA B1TE XM Active Directory , FAl
BWZBRSKF AN ECENRI DB RENAXHRAEEEENEENLEIE FSx X
HREEERANKA,

MREEONE Amazon XUEREHIERTCEZBENER FSx XHEREEERA , MR
INANBEER, BAZALUERSKSRMELA |, BiXHEZESXER , AHFEIX
B

BXEZER , H5H (LEEhR Windows XHRFSEEAFIER) FH “BEH IS5
FSx FSx RS K 7=~ ZimAX PR

3. HEE&AEHTD , RFIUFATE K RRAREMTEENEN Amazon FSx X REH 15 R A
B, BEaUSIEFNATHE, MRETEUERRE  BABRZEABALRIER.
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4, WTEFEFRFTRE , WREFLEZFEIRF , EEFRRERIFRER , HIE5E 5 28EF 30 X
Z BRI R,

5. (W% ) BHRZEHD , EEFFRE , AN —MHENZANERFIZENRE,

6. %EENext( T—%) , AREFRE, BANESNMNBYPERRERFIRE.

7. FEBEE , & Finisho

T—%
R E A EH Amazon FSx XHHE
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B HFE ALK Amazon FSx XHHE

ERXHREEHIBEFIRE , E5F Amazon FSx XHERSEHRBTR ‘AT, EHNHFRE
&, B AT A E R ERY Amazon FSx XX ( FSx KM% ) o

ES}
- EEF W LEHEN SMB XHHE
o M EH FSx XM X

EE P m L ESEN SMB XHHE

HZLSRTD , 8 SMB XHAZFFERSF I FAIRAIHTRNEZ R, 2HaNXERXEDER
AT SMB FF IR ZXFER BT, BETK, BAUZH - EHMET,

IERBMER L TR 5 ARER SMB XHHE |, BfF

* net use MV ERREBZRBAEEL , BRIEEFER /persistent: (yes:no) Fx,
« CmdKey R 1TEARERF : tIETCHS SMB MHHEZ (EEBERE ) NI AMELE,

« EXHRRRPRIVMEZENER  FEER M A ZEREN EBRRNENEEABZREMAMNERE
iE,

« PowerShell script-AI AR K AR , HEEREN TUNEERZAT NI TR,

@ Note

MRIER Microsoft Active Directory AF , BB RENEE A LB RSEFT SMB XHHEE
HEAXMRE 2B BNHRZXHFHLE,
Amazon FSx File Gateway 1% SMB {5 SMB § BE1%.

£/ net use @ A Active Directory FIF#%, SMB X#H=E

1. 124 SMB XH-HRZEHIA MR IBREERFEZIHHRE,
2. XF Microsoft Active Directory s , BEWSRRFPHMANTSHS :

net use [WindowsDrivelLetter]: \\[Gateway IP Address]\[Name of the share
on the FSx file system]

EEFin EESEN SMB XHH=E API R4 2021-03-31 54
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E7E Windows £3*&% SMB XH#HE | F#FEAUT WS CmdKey

1. 3T Windows H 2 A cmd UEEHSEREELW,
2. ITASGSERINLETY (ARET )Xy  RAEEBRUEER BMHET
3. HANLTHS:

C:\>cmdkey /add:[Gateway VM IP address] /user:[DomainName]\[UsexrName] /
pass:[Password]

@ Note
Eﬁiﬁ:/\?—lﬁ 9 j@jﬁa%;&%)ﬁ%EFFE%EE;‘ZI1¢/\?—O

& A Windows File Explorer #£&; SMB X## =

1. T Windows M 7E# & Windows #EF i A File Explorer , & I&Z Win+E,
2. ESMBRFERXABEM, RE , EITEVEIFL | ERREMERNEE,.

3. EMFMEEzNEBIXNFED , RS EFEFEIIRS,
4

HNFXHR , A \\[File Gateway IPJ\[SMB File Share Name] , =33 ¥ LAY
1%11:':':’??4,1?] SMB I{q:/\?—o

(k) IREFLEHERREERERE , FERE RN EMEE,

6. (Wit ) MREFERHF A Active Directory BFHREKF AP B | HiEARFERAEMEIIE
.

7. ERTRUATRENER R

o

M EHY FSx XHM <

B LR M B FERFREHIIRF 2R, XL B3 EE IR FSx B Windows 3 #FBR S5 25 XX+
RE,

R 3HM Windows & F i £ 4% 2L 5% FSx

1. % Windows B/ iw L , SMEEEERXHHZNRR, B[EBNNERBEH X4HRER
o

2. RFXHHEFREHFER.

MR B FSx STHEM X API iRZ 2021-03-31 55
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® Note
NHEMXFZHFEXHRE FOIBEEERTSEE,
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EEEM Amazon FSx XML &R

DTRETREGXIMIEREN T S FSx XEMX ( XEMX ) BRNES , 8EEENIELD
#FSx FSx X RS LA KR BLE Microsoft Active Directory 1% &,

£

o TERMIRE

o TERMXHRGRS

- YRR FSx XHEMXHWEREER

- REMXHNEZLR 5

« YR8 FSx XHMXHEs B RIRE
. Y"%E Amazon FSx XHR SR E
 WiFF Amazon FSx X# %R %

T EEM RS

AWS Storage Gateway ZBE RN FNRKREHE —PREIRE , TEA—B 7R HFIFRMKRBEITIR
Mo REBERT , ZRERTMRETER , TEEXDEMAHERE. ERLERRT , KSERER
B, TRFEEMTHXEE  tURTEE.

IR ALATE Storage Gateway ZEHIEWMXNE L EFHER B INFXEVRS. MIRTEREMXHE
MELRVRESEF, BITEFENMXIRAN RUNNING,

TRIETEBINNREWER , UREREBNZBREZRSKEMERIERE, MXIEFERHAENIBLSR
KEB5 BF Bl R 3F RUNNING RA

Status e
RUNNING MXBLEIER , AEaER,
OFFLINE MAXATEEHT AT — N ZNERLF OFFLINE RZ -

« MARTEEE Storage Gateway RS i =0
o MXENKA,
« MXXBRNEBFHECHITERE., ERERTRERE,
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T BRGNS

BALBESEENHREWRERRETHHZTRR. WRRSEFTXHRESTER , WEFEX
BE[RE, MRRBERFERE , EUURTRAENAEREFEERIUER,

&R LAE Storage Gateway 2 #| B AR SEFEE XA REVRS. BITEEFNXHRGERTER
NERA" REBEBERT , BRI TUIRES,

TRIETXHHZRE, EEVURREEEXEIEE,
Status e
AVAILABLE XHREEETHEEE , JHERA, XREXHFREEEEITHIRAARS.
CREATING XHRGEKRTELEE , A THA, CREATING (EESIE) RARTE

RS, TERAUTH. MRNHREEFEIRES , WA= RN MK
VM BiFF T SR ERE AWS,

UPDATING XHREBEEEEEFH. ‘EEEFTREANIBERS. TEXEITII.
MBXHREBAXMIRE |, NEERE MK VM BT 7 SHEE
AWS,

DELETING FEMBRXHRSG, RENMEHRELEZS , FLEBBRXHRSE

AWS, DELETING RERIEERS , TERITEMERE,

FORCE_DELETING EEREIMRIHRE, XHRESILAMMER , BIESRSEER
AWS, FORCE_DELETING RERIEMRE , TERITEMRE,

ERROR NHERGATAERS. BERTRE. TerRE S RFEIESNER
R, EERBARXGREFRZEATR, EERSGBURSTERR
&, XHERSEHIREZ] AVAILABLE RS,

YRiE FSXx MAFMRBVERE LR

B LAE A Storage Gateway 2 H| B REBIAEMXNEREFE , LEMXEBX, BXF CloudWatch
HELH,

TBXHRERES API iRZ 2021-03-31 58
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REIBANKXNERESR

1.

2
3.
4

i%

fEhttps://console.aws.amazon.com/storagegateway/ZX F 3] FF Storage Gateway ###1&
EEMX , ARERENHEEREEREENMX,
MBRETHXEF | EREEMXER.

X F Gateway name (MXER) , AMKN BN, AIIEZRLEF , AEH Storage Gateway
BHEAEFRNSIRTE RSN,

® Note

X BTN T 2 Bl 255 NFRZE , HETRESERMI (\R /).
BB R S ERX MR BN FTE CloudWatch Bk, EEMEEER , BE
CloudWatchiZ#l & f GatewayName EF & N BRI,

NFMKEX | EFEE2EH P EPE M XA XA A A X,

EEFWMMANEE A ERAF |, ERW{ATIEE Amazon L CloudWatch ogs AN HIZ TR . &
MU R #ATER

- SIEFBEEYE  REFH ASHEAREREHMX,

- FRANBNBEEA  NMMENKH THIIRPERIEAETL,

- EHAAXRIBHE-BEDER Amazon CloudWatch Logs RISIEIEHI K,

TRIEREERNREN , EFRREER.

B M2 2R

IERBLN FSx XHMKEE SMB 2245 , MIEEMNX2HFERSEFHEEIR (SMB) £HE R SMB
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3.
4

fEhttps://console.aws.amazon.com/storagegateway/Zk F#T FF Storage Gateway 2 #1&,
EEMX  ARERERBH SMB RENMX,

MBRETHEEF | ERRE SMBRE , REEE SMB 22 E.,

Xt F Security level (E£ % 5l) , BEFETHETZ— :

BREMREZLERF API k7 2021-03-31 59


https://console.aws.amazon.com/storagegateway/
https://console.aws.amazon.com/storagegateway/

AWS Storage Gateway Amazon FSx X#MxAFigE

® Note
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SMB & F i,

® Note
FSx XA MX By BRINR 25 5l 58 F 05

5. &R

YR%E FSx XM AYES) B KIRIE

E i /922 B Microsoft Active Directory 3% AWS Managed Microsoft AD &3 F /= & 14 3 iE 15 [7] &
WL G FSx XHRS , BREMXH SMB 1% EHIRAEH Active Directory 3 UE, XBE AT LA
M><NA Active Directory 33 R VR IZIZHI B A 15 R XH RS,

(® Note
£ A Directory Service , BRI AE R OIEIEE R Active Directory RS AWS Cloud,
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2. EEMX , AEEREHREH SMB RENMX,

3. MEBAETHHESRSG  %BEHE SMBIRE , ARFiEEFActive Directory R iE,
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PE)o
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B,
WRIER Active Directory TMERN T ITEANRIEET OU , WA SIS TE Z
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o
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® Note
BRI RIFTRIFRETT 5 248 E 30 XZE.
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CloudWatch Efft. HXHEZEE CloudWatch , 2 Amazon CloudWatch FF#§F .
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« T f# CloudWatch BiRk-T fi#E>x CloudWatch BRMWEREES , BREMRSANHEERE,

« BIEHER CloudWatch ZR- 7 BT 7E File Gateway Fl#AiR BEI P RIE B B EFTE HER
CloudWatch 3k,
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BEER , AR BIRRSHZEBEH,
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T f# CloudWatch 23R
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EREENRBRASHEEZT(CESEARRE, BX CloudWatch BIRNWEZER , TSI L7
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FHER D B HELL TR E H notBreaching.

® Note
{RZH MR 7E CloudWatch HE ERIKIZTIRRBHN |, FREREETIRLBHAER.

XFET VMware S A ER VMware WENF A EBIMNK | MATEEBERABLEF SN CloudWatch
ZiR -

- ATAMEA: E5 28AFNF 1 MIES , AvailabilityNotifications >=1, BELER
i, RO BIELEIRE R notBreaching,

THRIEART CloudWatch BIRIRS,
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|mE ERIREXNEENNRETBEA,

Zik B FRAREHEHEE

BETE EWRNBs , SR AA , RERBIETZ LY
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HIERI R R B2 #EZE R CloudWatch B

£ Storage Gateway #ZHI & BIZEFFT MY , TLUEREVRRESEFR BN IEMEHEN
CloudWatch 1k, BEXEZELE , BSHREE LMW Z# FSx XHM*x, MBREBEERTHIRE
BRIAEMRINREFHEERN CloudWatch B3R , FEAUT SR,

AIMBEMRFINHEFHER CloudWatch Bk

(® Note
LEINEEFE E CloudWatch REERR , MXLENRFENTEER Storage Gateway T2 7[R
ERN—HoBHET, B2 R0EHEE CloudWatch B 28 , TEFEENLLERKE T
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« cloudwatch:PutMetricAlarm - 8|22 EIR
« cloudwatch:DisableAlarmActions - <AERIE/E
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« cloudwatch:DeleteAlarms - il BREIR
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BHRIMOIIE THEMKWAE CloudWatch BiR, HXE , BAILLERMMBIR — MRS NER,
FTTF Sk PR B R IR 1F AR B 2 #T Y B 4R

NIZAI M <12 B E X CloudWatch 1k
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6.

ERFITFF Storage Gateway 4| A https://console.aws.amazon.com/storagegateway//.
ESMERP , EEFMX , AGERENHIBEBIRAMXK,

ERMXFMAEEREL |, ERKREETF,

BT, EE QIEBIR LTI CloudWatch #2#15,

£/ CloudWatch 2 &I & 02BN BREE., BTGB TIREAER

- BEMERR  ETFLERNRERENER. YRR RRN TN RBREN |
BB EN BEORE

EQEBRASHEER , 558 Amazon CloudWatch AFERmANE T#SE{ECIE
CloudWatch Z31Rk.

- FERNER FERLNEZEELENERBEHCIRTMEER, ZUMAFERNBRERE -
ME , RIEERES CloudWatch £ ZRERBEZERN ‘ERE" EEEH. RESS , A~
AW EFEENEERA, SUMRENIERESTHRHESE, BETMHETSE , L=
HER 2 — R BUEER.

ENERERNEIR , i3 A mazon CloudWatch AF ISP HWE TR ER N 62
CloudWatch 23R,

o BIRBERAAER . ETHEREXHPFEAN PR ZNERNER, BEEEREX., HEM
TR ER

ENRBIEFRBFEREIRER , 5 Amazon CloudWatch AP IEREPWE TIERHFEREX 0
& CloudWatch 23R,

s EEER  BYGEHMAERNERRSRBEEHEBIRRSHNEIR, ESBRULRKBEREE
REF,

EHEBESEIR , H5 % Amazon CloudWatch AFEREHNBIEZE S &R,
£ CloudWatch 2%l & eI ER /G , IR[EF| Storage Gateway 2 #lA, B LUBEENITU TR
Ee—BEEFER
- ESMEBERT , EENMX , AREREEFHERNMX, ZHFAGEETFWERT , &
##CloudWatch 1R,
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BRNMARESIBBRERNEE , S EEDMER CloudWatch B,
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L& fFEH Storage Gateway 2% &M BRI <Y , 5iZMKXXEHFTAE CloudWatch iR th & B
zh il BR

BIRIERY MR

SERLAMER XHMXFMPREXER, BEATUGERA “ CloudWatch E4” X R ARG IR EE
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- A BFERR XHEMKIETIRRE B E CloudWatch
£ f I Di# CloudWatch $E#%

T RMXIER

TR KRG IERR
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A B EARE XHFMxETHRR BE CloudWatch
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BEWXBEEIR, A, LETLUER Amazon CloudWatch 1T iFESE SR BN EBEEEE. B
KREZEE , 125 Amazon CloudWatch FF 8 #9817 [ SEAf 40 38 B S8R,
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2. HESMBERKF , EF Gateways , REEFENHEE CloudWatch BEHB MK,

3. NFRE, EREFEBEMXER.

4. NTFEFNMAZERALRA , ERUTEZ — :

- BRI BHERALGIERFH CloudWatchBE4A,
- FRNEEXRAFEHREFEEN CloudWatch HEA,

MIRE BEARPEE-PMBEETAL,
- MREFEFA@@ BEAEEMX |, iHFA CloudWatch BE&E1ER,
5, ERREER.
6. EEEMXNETRRBE , BHITUTRE

1. ESMBRF , %&#F Gateways , RFIEFENHEE CloudWatch BEHB MK,

2. & EFMER T+ , RETE “Health Logs” T , i&# “CloudWatchA %", BEAFAE
E R EFE CloudWatch & AT F,

FE A 5% CloudWatch 5%

AT LAMEA AWS EE#24] A = CloudWatch API 3RER SXH M i B2 5E, BEABREkRE
CloudWatch API Y R BIEE R— R 5B K. 1% CloudWatch API 15 0] LUBEN H f —NAWS SDKsE,
Amazon CloudWatch AP| TEREH, RELNERER , AR TEARHESPERNEE ,
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X, Gatewayld
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TR RGIETR

ZAILETERIEXRITEXH RSN Storage Gateway ERNER. BNMNXHREIEEHXEKN
—fiER, RERETNHRENEREELERETRNXNERER. XEERARERESR , BHSE
EIBR T XX R 5,

RAEFRERIEEEFARNXERXHREIER. LHREAXHREIERN , BXMIBE File
system ID, ATHIRHFEEFHERNXHRE, EXEZELR |, HZH AT S# CloudWatch

® Note
REERERICR RN ERK T HBEN T 2RERER.

TRWAR T o] ARIKRE M HEZH<EER Storage Gateway 1847,

FEFR 88

CacheHitPercent EXBNHHRENNARFZERES , HER
RENIBREMSE . HARERSE BEHIS R
XA,

S XA ZRBWENET N AR FREURER
LR EN 100%.

B Aok

CachePercentDirty EMXEFHiEARGFACE AWSHEHTES |, X
HHREFENBIAES LG, BEAERESBHE
REFRA

FULERES Sum R BEEEER.
BIERRT , ERNARFEREKFE.
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1R 52 B

(® Note

EAM<M CachePercentDirty 1§
RREF M ARIFALE AWSH R X EF
:P=R AL

By Bk

CachePercentUsed BANNXEANBBEEFEFNE L. BEAERE
BHERMNEA. IMNXGHEEEEERBREN
BESHEMARXSEERRENEMERE,

B BOL
CloudBytesUploaded MREHRSEALEEH AWS EFTE

FUERES Sum RIHHELESFERATUIESS:
B  [FHE Samples SitBELESERATUE
IOPS,

B FH
CloudBytesDownloaded EREHAN , FXMFP AWS TEH I EFT 8.

FiEmRSSUnE T REEEFEAUEERT
B | NitigtrESamplesSiit BiiRE A LA
E&® input/output I2/EEK (IOPS),

By P
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B 15 BA

FilesFailingUpload LLIEFRIRER AR BE L 12 B AWSHI X5, XL
HRERZTRRBER , HPEEEXZFIEW
BEZER.

RULERS Sum ZUTHRESSER , AIBETR
LRI R LR AWSHISTHHER.

BA U
ReadBytes S SEHO R R A B R SRR B
FHH

FERS Sum St BELESFERATNEST
E  FHE Samples ZitHELSEATNE
IOPS,

By 2
WriteBytes HRERBHNEARZANBAEFNEFZTH

FiERES Sum R BEEESFERATNERT
B  FHE Samples SitHBELESERATUE
IOPS,

By P

TH XREHAE

Amazon FSx File Gateway ( FSx XM ) Wi B ER EREE XA AR X4 REXE PB4
XHRWFEAEE . BUUEAFRATREZAFED , HEXIREETIEXNNREMEAER, X
& B ENEX S Windows Server & BESHRLL , AT AT ELE Windows 22 EHWIAE AELE
TERS

B’

TRERT XWX B & RRE.
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BRIER EX

BRE IR 5358 Gl DI

BEARE ERXHHAR,

Create IR R AR IR,

Ewd EnRABTXMAHIMHK

il BR i BR ST 4 B ST K

EAEH BRI A REY TRAE (ACLs, FREE.

B4, )XR).

B

TRIEAR T FSx File Gateway T# B EXH 5 E 4.

& EX

securityDescriptor ERENREREMN BB AR5 R
(DACL) , f£/ SDDL &=,

sourceAddress MHREEFRITENN IP ik,

SubjectDomainName E P isK P FTE K Active Directory (AD) 13,

SubjectUserName EFiw#Y Active Directory AF &,

source IEFEF#HY Storage Gateway FileSyste

mAssociation H®Y ID,

mtime EHNEEINRHENE  BEFRIRE,
version B B BRI RRES

ObjectType EUNRBXHE—RXHRK,
locationDnsName FSx XM xR 45t DNS &,
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B E X

objectName RV STEREBEE,

ctime FELHEERNRENBRTHE , BEF R
B

shareName EEGRIBEZNER.

operation N RIGRREN BT,

newObjectName TINREWE LGN TBERE,

gateway Storage Gateway ID,

status BRAEAVRS, UEHER ( —RFIEREMK , B
LIEFHATRRBIELTSIZNAR ) .

fileSizeInBytes MHERD LFETREN , AR RENHIE
BHRIE,

BMREERNEY

TRER T B FSx XA FHREFICFERM File Gateway B# B ERE 1,

BH  EBA £l BE B Al EA EA EA EA
HE  BE  BX Xt AX KBx EBMH EXE B4 EHX

Hx i #HIX (¥  (chow (chmo (chgr
Hxr  #Hx ' n) d) p)
ACL )
securi X
escrifp
source X X X X X X X X X X
ress
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BER  EBA el tE B il BEA EBA EBA EA
BE  BE  BX X AX KBx EBMH EBEMYE B4 B4

Hx B #HIx (E (chow (chmo (chgr
Hx #Hx B¢ n) d) p)
ACL )

Subjec X X X X X X X X X X
mainNa
Subjec X X X X X X X X X X
erName
source X X X X X X X X X X
mtime X X
versic X X X X X X X X X X
object X X X X X X X X X X
e
locati X X X X X X X X X X
nsName
object X X X X X X X X X X
e
ctime X X
shareN X X X X X X X X X X
operat X X X X X X X X X X
newObj X
Name
gatewz X X X X X X X X X X
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Amazon FSx XM XA FiEr
BEEY BEA o ek B il EA BEA BEA BEA
BiE BiE EBX X ABX 37 -3 -3 &

Hx B #HIx (E (chow (chmo (chgr
Hxr  Hx ' n) d) p)
ACL )
status X X X X X X X X X X
fileSi X
nBytes
TR XeRAS
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i3l B S

43 Amazon FSx MHMX FEEH 1T — M4 UMK R, XEEFRAMBAMIRENERLE

%o

ANIEUATER , XEFBHA T 544 Amazon FSx XHMREXNELSMERF
£

- BEEMXERN : THRIMFBHRALTERH , LARAS RS M < By 437 i ER TR

o FRAARMEGARITETES | 7THNAERMRA IR &S RITHEFES,

o XAMKXELN : THREFEXARERMXELDYRIITES (HlUNERNEERFNANT )
BHZE Ao

o BMIIAH FSx XHEMx A—NHFEH . THRYECELER SR MATB MK BEAR |, anmEf
FSx XM B #3= 4.

o« MIBR < T BR o< B Y B R— T BNl EFH AWS Storage Gateway 2% & B BRM < HEEHRX R
TR, DA SR BRI 4R £ A X L 8% TR T U 2%

BRI R R

Storage Gateway HFEE=RFAUMMIRBZHMGAR , BRI UHBERH AWS =ZHH Amazon
EC2 £fl L, XA NMNAUBLEHEH. ATHPNETTIERTXLEFEHFHTE, MANASIIARN
AEBEPHMX LERESEREXNRE,

/A Important

RIf¥ Storage Gateway REMANFEERELAN , HEFNZHAEM AR FRIFEERHELES
NE. ZERFEAEE AWS FMXEMILGEANSE ( Hla SSM HERHNEBRREFTE ) %
K EFETARGITELXS B HIAHRE,

Storage Gateway & B3I EHE4MR B UL T2 M MIREM ., Storage Gateway & & £
Amazon Linux fE R HEMIBERS ., BHLE Amazon Linux Z2FO0EFRN BN E N IRE
MAEE (CVE ) [RIBAVIRA. 20 Amazon Linux Z2F/0FR , CVE (M THEXFE 30 X
BN, EMXLEFREERA , REENMRLTRIVRES , MeZRm4T .

Storage Gateway £ ## A cloud-init 3§ % F 31 E# Amazon EC2 WM<, MREFEAILS E
BHMX , WTRKXBEERESERE , £ETERERFEAMKIRE,
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EATINRATERITH

AWS BEEZEEEH=RIZAH K MAESNELBHUNKERFH . SHBHAMKIZTEZLWEILLTRE
I EH -

- 4 ERETHEN  OERERENBHAR. ATRARESE, HENZSENREEE | MU
e 33 i ShRERY 15 7] o

- RS XBEH , SFE2VAKRMXZS, MREIBAMNRBERENEE. RSEHTUEEM
FHMREH , A28 AT NI ERHR AR RS,

FIAEMBEANRREN , NAESFMXARIHFRE, BXREINENTESNECEANER , B
S,

FIEMXREEHHBUIRSHBSEL M, MXH VM ENEEFHRERER , BEMXREE
MMEHSHHE |, MXOFERNERFT A,

EHEABEMKG , FREMIANET BT ERITR. ATLABERME REF B BRIt R, Al AR EHT ,
BRVCHEFRFATERS,

(® Note
BfEEMEFEMEXA , B2 RBEF R BRITMNARZRER.

EREMEFNATEAMKZE , AWS &7 Storage Gateway ##|& EXE—FHEHBEBAE , R
JE#&8 AWS Health Dashboard, BEXEZEER , 55 AWS Health Dashboard, BEEWKERHEE
BB FER b | FSR (KPR EESZEERE) PREH AWS AWS K B2 AR A

EEEFTAN , FXFAGRENF2EREFER. TUAEFAGEEETFEERTNA L —IRKL
ERTHY B B ET A

TS % N 4 A

TREFEHE , MAXREEENEFNRITVEINAXEER. BRESZER , 55H Modify

the gateway maintenance window schedule,

MBEXRALFER , MXFTF2EINAXEER , BEATLURERNEA Storage Gateway #Z#I&. API
% CLI FHNAXLEH ., TRWRENT , HLENELRENENTRANARESER.

FEHMENMETA API kg7 2021-03-31 83


https://aws.amazon.com/premiumsupport/phd/
https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-update-contact-alternate.html
https://docs.aws.amazon.com/filegateway/latest/filefsxw/MaintenanceManagingUpdate-common.html#configure-maintenance-window-schedule
https://docs.aws.amazon.com/filegateway/latest/filefsxw/MaintenanceManagingUpdate-common.html#configure-maintenance-window-schedule

AWS Storage Gateway Amazon FSx X#MxAFigE

® Note

UTEBNABUMEEA Storage Gateway B HI BB HKRFAMKEFH. EFEMH API UEES R
EdIRE , HS W Storage Gateway APl £2ZUpdateMaintenanceStartTime #Y,

ZF M Storage Gateway 2| BT B RKI AL EF , BHRITUTRE

1. 3TFF Storage Gateway #&#l& , Mtk Jhttps://console.aws.amazon.com/storagegateway/home,
ESMERSD , EEMX  RAEERENHRELF EHHMX,

RRRE  ARERRBEFRE,

NTFEFER , FERFBEFTFEHKA,

TR, ERREER.

o ~ w0

A LATE Storage Gateway 2 &l & FRATEM XK FAFE RETF ERIFEEHNIRE.,
16 ok P o< 4E 37 B ER 1T X

MRFBETEPERH , MXRBEFNRITNEINAXLEEN . TREFERRENT , HLH
HE B4 BRI N A RS EH,

® Note

DRI B {aEA Storage Gateway 2 #l & KRG k4 i BitRl. EFERA API UEEA XN
EdIRE , HS W Storage Gateway APl £2ZUpdateMaintenanceStartTime 1 #Y,

ZE# [ Storage Gateway ##H| A ENEF B ERITR , BHITUATRE .

1. 3TFF Storage Gateway #&#l& , Mk Jvhttps:/console.aws.amazon.com/storagegateway/home.,
ESMERSD , EEMX  RAEERENHRELF EHHMX,

RERRE  ARERRBEFRE,

EEPRBRTRNET , AT TEAE .

0D

a. XNFitX  ZESAREAURELENHET &,
b. WMREEFE , FEREHNMTENE , LURERE T LY B BRI 1HRY BB R Ko

& UM <44 B R R API R4 2021-03-31 84
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WMREESA , BERBBMNENE , LRESNAPEF BT BN EAE K.

(@ Note
AN ABHPHE—RRENZAERN 28, TEFLEFITVIRENMNBE 20 ZEAH
31 FFA,
MELERELRENKISEIR , WgEEREMNXREEIH, ZRAFHEHTH
X, AR EHBEXREELEF IREITR,

5. ZERE , BRREER.

A LA7E Storage Gateway 2 #I & P ATEM By 415 BT+ LRIFEEHMNIRE,

FINHEN

WMRMKXEARANRGERH , WA RBUTIEFINAZEH. LFHEHMIELLBLER R
XA MLENN AERT , BME4F ER SR 2k,

(® Note

ATRERBNE T WfER Storage Gateway BHIEXRFHIRAEH . EFEA API BURREHF IR
TR 4E , 155 A Storage Gateway APl 32 UpdateGatewaySoftwareNowH #Y

E & A Storage Gateway #ZH| A FoNAMKGERN , BHITUTRE

1. $TFF Storage Gateway ##|#& , itk A https://console.aws.amazon.com/storagegateway/home,

2. HSMERL , EEMX , RAEEREEMHIMK,

MREAAESH , EHEFEMRFAEREMF LESECBAEE  HPBENAZERNGE
o

3. EFRIIENRI A SERT LA BN E TR < o

(® Note

WRESTELZREEHEPEMXINEE, ELLHIE |, Storage Gateway 12 &l & H HY R <
REBETHEL, ENMTREERE , AIXIREEEEZT , HRSEXN EREIETT.

FHRAERH API kg7 2021-03-31 85


https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateGatewaySoftwareNow.html
https://console.aws.amazon.com/storagegateway/

AWS Storage Gateway Amazon FSx X#MxAFigE

A LAEIE 7E Storage Gateway ###| A P EFMEMXHNFMERIETF , REIMEMXHRHFESEMER
FTRR AR,

fEA A ZF S MITHEFES

ATEEUATER , FEFFREEXRMACARMKREZR GRS RKITEFEISHNER. BALUE
I3 A 3t B2 AL SFEE MR IRE Y Amazon EC2 SEBIT5 B A2 6 & RITIXEMFES, ASHESHE
BNENFAEREEFHMY  BFE-—LER,

£

o 15[ IS AN 35 ) & - 7 R I BRI E 1E Linux Kernel-based E 4L (KVM), VMware ESXi
Microsoft M Hyper-V anager £ & £ R Z it o< I A b2 5 & .

o EELARMES S ERITES - THRNAFERAARBIZEFHARARBRAPTEREENSREEFE
%, BlIUEE HTTP R, EFERERBRIBETLIRDB T,

« 7£ Amazon EC2 M7= H & EHMITES « 7THRNMAIEFRI AR IZG A 5KN Amazon EC2 Mxii
TERNIENSREETS , SINEE HTTP R, EERXABRRRERETLRIREDG T,

7 B] P 5% 2 1t 428 1| &

IR VM B2 5 A 5 RBURFRMXx VM BEZNEERFWERR, E4XTH , B lKREE
RIMAEFA Linux Kernel-based E#A#l (KVM), VMware ESXi # Mic Hyper-V rosoft Manager 1/ [&] i
AL A b2 H AN ES.

£}
« £/ Linux KVM 175 [8] ) X A< it 322 &Il &

« A VMware ESXi if 7] W% 2 i 35 4l &
- £/ Microsoft i/ 8] M < 7 i 1%l & Hyper-V

fEA Linux KVM 58] < 2 i 122 &l &

EEE KVM LEITHWERNN S ESETRE , EABURTFAIERR Linux X1THR. BXNMGSITIHM
KVM Bt B TR BB I T A Re ARIELERH KVM =23 |, BT RES BRI AR,

£ KVM T3[R < B A3t 12 16 &
1. FEAURTHSSIH KVM F 25 7 AR ELAL.
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# virsh list

ZtiRE VM BIR , EREE8N VM Id. BHFRSEE. CTENHEHBIIMRA 1R
A1 VM 1 Id.

2. ERAUT®SHRAREEE,

# virsh console Id

TdERNEE E—SPIE TREMHIH 1D,

AWS & MR A2 H & 2R RNEE R UAERAMNEE ENHMIRE,
3. MAZHAFBENBHUBRZMAAIZHEHE, BXESELR , FEAE R AR KA IZH

Iy

xJg , FHIAWS REBE - BERE, TUMNRBRRMPHTIERRITHREEES. B
%

{£8 , 3 H Performing tasks on the virtual machine local console,

A VMware ESXi i8] R A #th i 4| &

£/ VMware ESXi 150 M x I A b2 & &

1. 7 VMware vSphere P imH , IEFEEHMK VM,
2. BEMX VM EFE.

® Note

WRMX VM EFE , INAREFEOEMNHN VM X ERERFLHRA—NHFE VM
RV EBEIKEMR, MREMX VM RFTE , NABSERVTNARFEORSN IR
EENEZeFIERFETE.

3. HENAEFEOAMNEFSERFEREHGETF,

FRIZE , AWS REZEMXAIZHE AR REEFUEIMZE EMHMEIRE.
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@ Note
MBRAIMEFEEOFBRRL , FR Cri+Alt,

MACHAFBANBBUAREMXRA R E, BXEZELR  FEAERENHEM KA 2

L
Ho

BXE , FHEYAWS RFBEE - REXRE, IUMNRRERTAHRTERRITRNXEEES. &

REZELR | S Performing tasks on the virtual machine local console,

5/ Microsoft 15 [R M x A #th#% &l & Hyper-V

TR MR MY A 32 | & (Microsoft Hyper-V)

1.
2.

M Microsoft M Hyper-V anager N2 & O Z Il 49 5B AN E AR A% 32 85 B < 18 2 52 #L4Lo
BRMXET B,

(® Note

WRMX VM EFFR , WENARFEOENHNELSNERT , VM BRI HHE R
Running, #RMX VM RFE , MAILLBERENAREFE A ANNRESKPIERD
HRFEITE.

MR AR PIEFREE,

XAt , 287 Virtual Machine Connection (E#\HiERE) BN, MRERFHRIEIED , BEAE
BEREFEEROEREHNEREIL,

F#AZE , AWS REZEMXAIZHE SR REEFUEIMEE EMHMEIRE.
MAZHAFBNBBUAREMXRA R E, BXEZELR  FEAERIHEM KA 2
VAN

Ho

BXE , FHEYAWS RFBRE - REXRE, AIUMRERTAHRTERRITRNXEEES. B

REZER |, 5 Performing tasks on the virtual machine local console,
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EEDHA RS & LHTES

NF AR EPBE ST , BASER VM VAR S RTATEFES. XEESE
VMware, Microsoft Hyper-V # Linux Kernel-based E#l#l (KVM) ERIHEEBREFHREEL

=

x

o BFIHEMAARMREE - THRNABRRIARBIEFHE  FUUERFAPEEMNANEZBENE
ERIA S,

o BB HTTP XIE-T R 20{AfF Storage Gateway BLE N BT RN ERS[HEHEME AWS IR E.

c BEMXMEKRE : 7HNAFMNKXEENEA DHCP ES IP ik,

o MIXPIREY M ERIERE © T B A0{ATfE A W < AR b 428 1) & SR 158 P 4% 42

« BEELHNMXRGHERRS | THRUAREMXHWERL CPU A&, BBX/HM RAM,

o BLERSHI PSR ETMY (NTP ) BRSSES - 7 M AR SEERF =V EF M4 M 2% AT A
W (NTP) RS BREEH RS EMK LRIETE,

« ERMIEF|E FIZ1T Storage Gateway i S-F I MMAZET AR F AW S RHBITRIFZHEAR. EiE
BHERETS. B

BRI MR A2 H a

VM HFEFERR  BEXRBEFETR. IRXRLEREFELDINAZEGE  BEAKNER
FUREF, BAIUERXLIREIERGR ARG S PR — LS | XL A KRE E M XML
REMNEXRZBE, YIBRAFARN admin , G ZE RN password, BRXBERNSLIMERZE,

B im et % 1E

1. EAWS REZBE -MEEXRESP | MAMENNBFREREMEH A,
passwd 8. BXIMAZTZWTNES , BSRAELR MRS A LiZ1T Storage Gateway

o

2. 1B1T
PN

d} —\\

Ap

M Storage Gateway 2§l B iIREA& #h 2 H & BB

B AT LB Storage Gateway EF Web MR H &R EE AR IRF SN EB, FHAET Web K125l
BRI EMNEZBRBEMXELDNN ARG AFEANER , SR RNER ( URENRERLE
X))o MRIEFILZBIMNZFRIMX , W BBEHIRELXEK,
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1t Storage Gateway 2 #| & Lig EA#h 1% 5l & 215

1. §TF Storage Gateway ##|& , Mk Ahttps://console.aws.amazon.com/storagegateway/home,
2. HESMES , EEMX  AGERENHRENZBHMNRK,

3. XTF Actions (3&4) , #%4% Set Local Console Password (iR E A b i2#l & Z),

4

£ Set Local Console Password (1% B2 12 ] & 218) JHFER |, AFHEE , BIAZEE , A
J5i%&$#E Save (1R 7)o

BB BEBHR L EE, Storage Gateway RFF2RF. FRIJICREE , MBI NZHBE
ENHZESEREIEDY , HEBERL M FEED,

(® Note
ZHANESRE FNERTN , KETURN 1 E 512 N7/,

BLiE HTTP X3

NHMRZIEFEE HTTP R,

(® Note
NHEMXZFHE—REEEN HTTP,

MEMXAIEARERSFES Internet BE , WEENMKEE HTTP REIRE, Ak, BAUR
ETRENENERE IP thutfliw 05, THILRIER , Storage Gateway BN SR IERS 2R H
B AWS in &, BIEREA HTTP RE , 2B X Mim /L2 BNBEE. BXMIHMZERHN
EE8 |, BSRMEMEF NEER,

NXHEMKEIE HTTP L
1. BRIIMRHAIRFEE

« BXREFEET VMware ESXi At HIAMEZEL |, BSEFEH VMware ESXi 17 10] < 78 b 128

Ha,
« BXE% Microsoft Hyper-V X2 H AN EZE LS , BSHEFEH Microsoft 1 8] X 5< 7% ih 122 i
& Hyper-V,
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« BXREH Linux Kernel-Based FE#IHl (KVM) AR H AN EZER , TS HEMEA Linux KVM
HRIMX AR E A

2. HEAWS RBHE - REEREF , WAMNIBFREREE HTTP RE,
3. HEAWS RFHE HTTP REEEXES , HASERTHESHNHHF

- BIE HTTP R - BFERHENBHMEORTREE,

- EFEYH HTTP REEE - WRKREE HTTP RE , W& ERHEE HTTP Proxy not
configured, IR HTTP KEEEE , MaE RRENENEHRMNRO,

- BERHTTP REBEE - E~HE HTTP Proxy Configuration Removed,
4. EF B3 VM KA HTTP BERE.,

BLEMxMEIRIE

R RRIAM S B E RS EVEE DI (DHCP), £/ DHCP &t , RESNEHIMKX B D E IP i
i, EELEBRT , BURFEFHFEMKM IP DENEHS IP ik , MTFATR,

WMEFENMREENERFHS P it
1. BRIMRHAIZFEE

« BXREFEET VMware ESXi KB HI AN EZELR |, BSHFER VMware ESXi 17 10] o< 78 b 128

Ha,
« BXE% Microsoft Hyper-V X2 H AN EZEE , BSE A Microsoft 1 8] X 5< Z< ih 122 i
& Hyper-V,

« BXREFI KM FHERFHENESER , BSHEA Linux KVM 15 8] MR A #1265 5 .
2. HAWS RBEHE - HEEXRES , WAMENRFREEMEEE,
3. EMBEEXRED , ITUTESZ—:

WATIAES FHATIRE

KRB XM EEB RN EE
W A BRI B SO B R E B AR

RER-—NMERFENIIER , HERELRTE
WA—NEEREWAEIM etho, MREEER
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RITHES BT IRE
BEER[EEFERD  BXZERS[NWTHIEER
28R

" RS (MAC) Hbit

IP ith ik
P 45 48 55

< 1P bk

DHCP 5 AR 7S

REHA P it RIREMAEHRNBREN |
{55 PR L AL ) B SE TR B8 8 e

B & DHCP & H
i A AR R R 7 RIEFELE DHCP,

RERREREFMEEOEE N ER DHCP,
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MATIAESS EHATIHERE

AMREEFAS IP #uk
AN B FRIEREEBRS IP,

REQRTEMATIEERURESRS IP it
HE

R 4& B EL 2R B

" Pt
2 T
SRIAR %
TEHZHSE (DNS) Mt

% Fi DNS bk

/A Important
MRM < EBE , MABM Storage
Gateway BHEXEHEBFMK , XH#F
REFT2EN, BXELER , F5H
< A R < RE A4l

MRMREAZSMMEED |, AT RRIEER
WEORENERA DHCP S#7 IP H#iit,

flan | BREZIMKX VM ERF BB DHCP
MEQ, IREWEF - M EORENBEDS P,
MEFERAS—NMED, EXMIBERT , BEREZ
2O, MR HRENES P,
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MATIAESS

AMREEENH

EEMXNENEBERE

FHHATIRE

MEFRMEOZNERENFERAEDS P HatH
Bz BERMRIEERNER DHCP , BBATH AN E
A& A DHCP,

MAMNNBFREREEENS

RERRECEEMNXRERAECEENHSE
& , E2EI DHCP = rDNS Bai3REREH
Ao

MREFBRS , WRGESRREREBRSEN
& , ffla0 testgateway.example.com
ﬁk Yy J’j\mﬁqmlﬁo

@ Note
MRAMKREEFRSENSE , FBAR
HOENBNCTFXMANE R, &5
/MFE DNS REH 61 A g , FRx
B IP it iEEEBSENR.

MAMNNBFRERETENEEE.

HWRSERMXHENE, FREUER, HH
Active Directory %,

EELHA R E ERITES

API R4 2021-03-31 94



AWS Storage Gateway Amazon FSx X#MxAFigE

MATIAESS FHHATIRE

MMXHNAEMEEEEESN DHCP
AN BFREFELEHTEERN DHCP,

FREMSEENGIRE N ER DHCP,

/A Important
MEMKXEBUE , MHBHM Storage
Gateway BHEXEHEBFMK , XH#F
REFTEN, BXRELEE , FS5H
< A MR R A 4Lo

REM XA ERINEG A E Bl 2R
AR B FRERRERINEESR.

RS E RAHMXERANERSR , REQRT
SR FEP—NMERERR | B0 etho,

4RIERXHY DNS BB
i AAE MR BRIk R 48 DNS ELiE.

R E R E DNS % A DNS AR5 2509 T A
figR. REFRTERHETMN IP i,

EFMXH DNS B iE
W ANB B FRIEFEEE DNS B E.
XRFERE DNS WM& A DNS RSB A RAE
[

® Note

S FREERAH VMware BEEREF , &
A ENE S R REER A S,
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MATIAESS EHATIHERE

ERRBER
AN RFRIEFETRKA,

R o< B RRIA RS B 2R Ro

A= P S Y P 4% 32 4k

ST LAE R MR By A b3 ) & SR IR P X 4, HHFEM XM FER , NS REA.
A st P 5% B P 485 32 5%

1. BFRIRRHABEHS

« BXREZFREF VMware ESXi A HIANEZEL | BSEFEH VMware ESXi 17 [0) < 78 ith 128

=R
« BXEX Microsoft Hyper-V K2 H AN EZE LS , BSHEFEH Microsoft 1 8] X 5< 7 ih 12 i
& Hyper-V,

« BXREBEFI KVM Eini2HlEMESZER |, TSREMEA Linux KYM 178 N A b2 &) & .
2. EAWSIRZRBE -BEXTFESEY | WAHNNEERIZEN I MNEIERE,

fr

MBENPMXELBE , MEZMR S H, N TFERBUBHMX , BLTIEELFHT RE
M AWS Xig , ST B RATIR

3. MRLHMXHEARBE , BAHNNBFREREMXHNHARE,

4. MREEFTAHKGET KR | FWAMNMNRTFLUEE AWS XiF ElH.,. BXXEN
AWS BRE LT = AWS X5 AR 7] LA 5 Storage Gateway B & EAMN RS KT RFIK | S
B BAWS Storage Gateway LT S MEHTAWS — S E,

FEENRNET , BNRRHMESER BB H [EXAN] , BT ARERERVRES

Message ;]
[PASSED] Storage Gateway B M & iE#,
[K ] Storage Gateway &8 M &iEE,

EED A IZS & ERITES AP 7 2021-03-31 96


https://docs.aws.amazon.com/general/latest/gr/sg.html

AWS Storage Gateway Amazon FSx X#MxAFigE

BEEEHNXRER RS

HEHMxEE , EQREHREL CPU A%, REX/PH RAM, RF , ELBREXERGHRRE
BRBIUMKEREZT. BAUENKINELZEGE EEFRRENER,

EERERBRRENRS

1.

BRIMKHN AR H A

« BXEFE VMware ESXi ZBHIANEZELR |, HSEEH VMware ESXi 1/ 8] W 3¢ 2 i 22 i
=

« BXE% Microsoft Hyper-V X2 H AN EZE LR , BSHEFEH Microsoft 1 8] X 5 75 ih 122 i
& Hyper-V,

« BXREFI KVM Eini2HIAMESZER |, BSREMEA Linux KYM 177 N < A8 it 12 &) & .

EAWS RZRE - MEEREF , MAMNNBFZFREREERGETRRE,

BIRRBER [EF]. [BE] H[KK] , HOTAREREZIVRE

Message i

[OK] ZRFBE T RERBERE,

[BS FRTAEEWKNER , BNXAIUSEIEET
{E, Storage Gateway £ R—FKEE , MR RIR
BRENE R,

[FAIL] BRABEREER, BHWMNXARELEEET
{E, Storage Gateway & R—5EE |, HRER
BRENE R,

Ll

EHaE2ERFRERLRIMZLE RERMETNHR

o

BB MR Ay PR RS [E ML ( NTP ) BRS5 88

BU L EAEERFINETENREMEZNENI (NTP) RS J[EEHRB LS LMK LA VM BE,
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EERGAE

1. BEFZRIBIMNKOARMIZEE
o AXREFREF VMware ESXi AR HI AN EZEER |, i5SEFEH VMware ESXi 175 8] 55 78 b $22

L=
« BXEZF Microsoft Hyper-V K12 H AN EZFE L , TSR FEH Microsoft 1 8] X 5< 7 ih 12 5l
& Hyper-V,

« BXREFRI KVM A2 EMWESER , BTSHEA Linux KVM 1HRIR KA #IZH & .
2. HEAWS REHE - REEXRESD , WAMNHRFRER RSN EEE,
3. HERLGHMAEERESR  WAHNNRFRATUATESZ—.

MATIAES EHATIHERE

& VM B RS NTP 25 8 A \ \
- WA T IL RS E NS R,

XFEER VM Y ETETE, B SXHRREE
EmM3% VM BETZE | NTP IR ESaT BB RIS
VM BHE S NTP BtEES,

WEHZITMRE , EELEERT , WX VM
B R ATRE IR E. Bl |, BRE M 45 A
B+ , HEENERREFENMMREEIRE
BRI EHT. EURRT , Mk VM et R 558
FRESERE, HHIMTEREN |, BE (WIRR)
REMTITEMBRERENEERNEZBSE
ER.

¥F VMware ESXi EEEHMX , REEER
FENEE VM NESENRS , B2
BRNARE. BXESZER , BZH T VM
B8l 5 VMware A EE %,

3 FEBEFE Microsoft LRI < Hyper-V , ¥R

ZEHMREELNHVNE. BEXEZELR , 5
1% 2 LAHLAT B8] 5 Hyper-V = Linux KVM E£#1
BB [E .
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MATIAESS EHATIHERE

XFEKVM EEHBHR S , BAIBAER KVM
B virsh i SITRAREHED VM BtEl,

438 NTP RS 2RECIE
i AR B RO R 4R R NTP BB

RO RIGRE EEMHEE NTP RS 25,
EE NTP IR REE MAMNNBFRIEEESR NTP BEE,

XFFE RIER NTP BRS5eRELE

AR H A £iE1T Storage Gateway 7S

Storage Gateway 1KY VM b2 H| & BB TIRMUZ £ HIFERE B M2 RIS @ B, /A A ith 2 &
BT, BUMRNTEFES , fINREFRER X5, &S

1. BRIIMRHAIRFEE

« BXREFE VMware ESXi KRG ANEZER | BHSHEER VMware ESXi 1 8] W o< 2 i 32

#a.
« BXEX Microsoft Hyper-V K12 H AN EZE L , TS HEFEH Microsoft 1 [[] X 5< 7% i 12
& Hyper-V,

« BXREBFI KVM Eini24lAMESZER |, TSREMEA Linux KYM 17 8] N A b2 &) & .
2. HEAWSIREZBE-BEXXED  WAHNHRERIERMKESE,
3. EMXREBHIEGSRIFLAEA h,

BHACETTHGTRE , EFIHTTRANGS :

we B
dig M dig e s SR 3# 1T DNS U FEHERR
exit REFBERKE,
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we B

h ERAANB IR,

ifconfig EERREMNSEED,
® Note

FAVEIUEH Storage Gateway #2414
RE ARG A R IETRE E W
KR IPIRE, XU , BSHREN
KMERE.

ip TONRAERR ., RF MBEE,

@ Note
EAVEIUEH Storage Gateway #2414
HNE ARG A R IETORE E W
KR IPIREBE, BXAEA , FSHEEN

KREZEE,
iptables AT IPv4 BIESR BN NATHEETE,
ncport MR 5 M4 E4SE TCP ik O MIEEE,
nping M nping W EE H H S 3 1T M B i R HERR .
open-support-channel Connect to S AWS upport, BXIAFFE AWS

XEFHRNRAEREEA |, FSAHE AWS A
5 3 B B HEBR EC2 WX R,

passwd EHEHRIESE,
save-iptables RE IP X,
save-routing-table RIFFAMAEAKFKE
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we B
tcptraceroute WEAXREE WK TCP fRER traceroute
Ll o
sslcheck IR B P& & B
® Note

Storage Gateway &£ i il & & i
iE, MAXE ssl BE, MRHFIR
[B] aws-appliance@amazon.com EA#k
WA E , WRITERNARFERIT
ssIRE, EXMERT , BRIMNEW S
Storage Gateway & & ssl B &,

4. EMXREBHAGTRIT  WAEERANDENENGS  RERREARTRE,

ETHEGS , BEDTIR R command name FHI A man +.
£ Amazon EC2 Mk A&z H & EITES

RSP ESFELREZITHET Amazon EC2 KAl EAIRKX AT B F R A IEF &, AT MEIAR
F A b 2 B F AT ES

EZ
« B FEF| Amazon EC2 xR i3 &l & : T #RIMM A Secure Shell ( SSH ) B imiEZEH B XE
Amazon EC2 EHIHI MR AR H A& -

« B HTTP REEHTE Amazon EC2 EEEH M %-T A £ZF B E Amazon EC2 3£ LRI %
AWS 2 HEEEZEFLZEMA 5 (SOCKS5) K,

o MAAMHMLERE ;7 B a0{AT 5 FH PRS0 A it 438 8] & SR i P 5% 5 4% Fdh o) 4% 33 R o2 [ 9 PR 48 T 482

- EELNNXRERTRS | THROAEAMRBEEARREMKHEL CPU A%, REXN
N RAM,

« 7£ Amazon EC2 WX M7 2 %l & Ei=1T Storage Gateway a5 : T BIMAIE{TARMIEFH AT T ,
DERITHMES , TWHRFHEHAE. EED 5%,
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o FlE Amazon EC2 MxMEZigiE : T REMMIfEE A A b iz $l A kEFH MELE Amazon EC2 324 LMk
KM EIRE |, 60 DNS MENB.

% FZ) Amazon EC2 WX A 4l &

I&ALAE A Secure Shell ( SSH ) & Fim & %% Amazon EC2 k4| LMK AR tinE &, BRiF4H
ER , 5 R (Amazon EC2 AIF#ERE) PHIEZREH:H, BUXMARIEE , BEEERIE
IRt ER SSH Z4AXt, HX Amazon EC2 ZHAXNMWEER , S H (Amazon EC2 AAFIERE) BW
Amazon EC2 Z4AXY,

BERMRAMIRE &

1. {#F SSHiE#%E| Amazon EC2 324l , HUUEE R AP B0 E S,
2. BXE,BEEIAWSREEE -BEXTESE  BUUBIXMNEEARITEES,

T RS BESF L E/

AMKREE HTTP X3 B HTTP RIEERE H7E Amazon EC2 EHEH
W%

NP KB E MR E Bt & Amazon EC2 XM KiEE

13t P o 1 2 1 158 P % #Y P 485

EERERRRE EEEHNMXRETRIRES.

11T Storage Gateway 4| &0 f£ Amazon EC2 MX AR H & LiE1T

Storage Gateway w5

EAHME , BHA 0,
ERHEEBEAE , BHA Xo
B HTTP REKHBE Amazon EC2 L EZRE ) W<

Storage Gateway X #7£ Amazon EC2 L#EHNMxE AWSZ B ELE Socket Secure R4~ 5
(SOCKS5) K&,
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MRMAXDAEARERSEES Internet BE , WEERIMKEE HTTP REBIRE., Nk, BN
ETRENENERE IP thutfiw 05, THILRIER , Storage Gateway BN SR IERS 2R H
FiE AWS Is B, BIfEMER HTTP RE , h & MBER X Miw K2 B HBEE.

A IR S ESEE H 5K Internet RE

1. BEFIRMRNAEH G, BXUHE , FSHEFE Amazon EC2 XA IZH &,
2. HAWS RBHE - HEEXREF , WHAMNNBFREREE HTTP KE,
3. EAWS RFBUE HTTP KEEEXREHR , HASERITHESH NNKT

- BE HTTP RE - EEERHRENBHARORTREE,

- BEYFHTTP REEE - WRKREE HTTP RE , W&ERHEE HTTP Proxy not
configured, IR HTTP KEEEE , MaE RRENENEHRMNERDO,

« BERHTTP REBE - £ ~HE HTTP Proxy Configuration Removed,

A st P 5C B P 45 3 3
ST BAE AR X A A b 32 ) & SR IR P X 4, HHFEM XM FER , NS REA.
A st I o< Y 2 45

1. BRIMRHAIRGE &, AXUEA , HSHEFE Amazon EC2 WX A IZH &
2. HEAWS RFHE - REERED , i AR BT REFREN R EEE,

=

MREHNMXELBE , MEEMNS AR, N TFEARBIENNX , BLTIEELRHT AXR
MAWS X , AT SERATR,

3. WMREBHIMXEREE , BWAMEMNBFRIEREMHRmR/KE,

4, MBEERTAHART LR | BEWAMMHHRFLOERE AWS XiF ZNEG, BRIEFHN
AWS RELiHT = AWS XiF AR I A5 Storage Gateway BB & EAMNBRES K InT /YK | S
F R AIAWS Storage Gateway L&l T R MEFMAWS — RS ZE,

EENHNZET , SMNERB2ER [BEBE] 3 [EXRY] , BUTIREREZNRE

Message i

[PASSED] Storage Gateway B M & iE#,
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Message 5% BA

(<] Storage Gateway &8 W &£,

BERLNMXRERFIRE

HIEHNXHEMRBEEE , EREHEN CPU AR, BREBXPMH RAM. RfF , ESBETRAREHR
RRBEBILMRIERET, BUUERANXALEFEREERERFRLENS R,
BEERGRROLENRS

1. &% Amazon EC2 X MK EHIARMIZH A, BRI , HSHEFE Amazon EC2 W< A ih
ZBEAE,
2. EAWSIRZRBE -BHEXTELEY  WAHNMNBEREIREEERERERE,

MXAEFEER [BE]. [BE] N [(KY], UERRRVRS , TR :

Message L

[OK] ZRFBEE T RERBERE,

(B 5] BRTREEWNER  BNXA UKL EET
B, MAEEREFELER—FHEHE , HERR
BRENER

[FAIL] REFTHEREER, BOMNXAELEEET
fE. MAFERFECER—FHEE , HERR
RENER

A ZHAECERRRERLRTZLEFERNESHRE.

£ Amazon EC2 MRy AR ith i | & Li=1T Storage Gateway #F T

AWS Storage Gateway & EB T HREMZHMXRBRHEZENIME, FREHSESS , &9
DRITHPES , fIRFEBHRIEET Z#H,
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BITERESR Y e S

1. BRIMROAERE G, BXRUEH , HSHEFE Amazon EC2 XA ZEHI &,
2. HEAWS RBHE - REEREF , WAMNHRFRERMKREH S,
3. EMXEHEBTRRFLHEA ho

BHSAETTATTXRE , HFETAANS®

Gkl R
dig M dig Y EE % i SR 33 1T DNS #FEHERR
exit REEEE R,
h ERAANTSIIR,
ifconfig EESEREMNSEOD,
® Note

BATERWSER Storage Gateway 2 #H| &
RNEANAM RS B KR ETREE M

& IPIRE, BXxiiA , BSHEEN
*lﬂén BiE,

ip B RARERE, REMEE,

® Note
BATE WA Storage Gateway ## &
RNEANARM RS B KR ETREE M
Ze IPIRE, BXxiiA , BSHREN

AMERE,
iptables AT IPv4 BIESRIIEN NATHEEITE,
ncport MiH EM L E4FE TCP i AMESE:,
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wE B3

nping M nping W& 5t SR 17 P B B PE HERR o

open-support-channel Connect to S AWS upport.

save-iptables RE IP X,

save-routing-table REFFAMEAEBEREZE

tcptraceroute WEAXRREE A TCP fREM traceroute
i o

4. EMXBHAEGTRRIGT  WAREANDIENMENSGT , RARRRUAHITRE,

ETHEGD , BEDSIR R command name FH A man +.
Bl Amazon EC2 WK MKk iE

O LAEA XA E A RKEFEMEE Amazon EC2 XHMKHIMEIRE,
BEEHMERE

1. &% Amazon EC2 X MK EHIARMIZE A, BRI , TS EFE Amazon EC2 W< A ih
ZE A,

2. EAWSIRZEE -BEEXEEY  WAHNMNBEZREENEEE,

3. TEAWSIRZBE - NEHREXED  WMASERTHWESHNAEFE

« Y%%8 DNS BE& : WxAhitsl A Z RE DNS RE 23 Mi#EEB) DNS RE SB[ AEESR. AE
ZH A SR REIREHN P t,

- BEE DNS & : MxA#thi2H & E/RE DNS RS MiEE) DNS MRS2r89 Al &AL RS

« BREENSR XA RFERTEEENXRERACEENBSENSE , ERET DHCP &
rDNS Bz IRIEN A,

(® Note

MREERAMKREERSENS , WAHIE DNS REF IR A B, FHMXH IP it
HHEMEBSENS
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- BEEINNBEE : MR tIZH A EREHN Amazon EC2 XHMAWEN B, REUER, =HH
Active Directory @i,

< A P o B #0471

BUREEEXAREFZIELNE T4 | flNEMELNEBEFNAANT i, S LAERELA
WSR2 R R E < R A #h P < EE AL | 58 Amazon EC2 244 <] Amazon EC2 324,

/A Important

MREFIEH B ER G F#EE Amazon EC2 Wk |, MIZM A AR, KEXMERE
FERRERTYEFGEHE., LRBXERARSGE, E—HNERGTZEMERZMK  REEH
#Y EC2 K| EBUE— M MK,

BERIAR FSx XHEMKX A —HTRH

FEEREMEREERNER , NERIEIBMXE AWS BH , EAILURIIAR S FX FSx XM
REBRNIRO, MREERMRIBIELFHNENFEHEHRN Amazon EC2 Kbl , EERIFIE
RARS 2R, W AT e T EX Ao

/A Important

XEHARERTERIZIT 1.x REIMXIRE, EFEERCINRIBZETRIRRAAIRKIR
Fo

(® Note

REEEMEERENMXZRARTER. fil , B EFRESBIEMN FSx XHEMKTBE S3
MR,

EFRIRAY FSx XWX HAMKAIMMX , EEFWE RN , MK ID JH

1. FLAEEEBEAINE FSx XHMXWBAEF, EFHMX ERENXGRGEXEKZE , BRIANE
BB+ EK CachePercentDirty ¥ #H 0.

R A% E AL API fRZ 2021-03-31 107



AWS Storage Gateway Amazon FSx X#MxAFigE

2.

£ AWS Command Line Interface (AWS CLI) B T T IRERBEMREE XA FSx X
HRXMAR X GRENEREES

a. MRT7F FSx XHMRHMKIBEERE S

aws storagegateway describe-gateway-information --gateway-arn
"arn:aws:storagegateway:us-east-2:123456789012:gateway/sgw-12A3456B"

Jtl:ﬁAﬁEﬁTtH—/\ JSON ®BiER , HhBSFXMRNTHSE , fIMELH, MagEO, B
BB XARS (MXRBEEEEIT) o

b. &7 FSx MHMXRIRSEREER (SMB ) RiE

aws storagegateway describe-smb-settings --gateway-arn
"arn:aws:storagegateway:us-east-2:123456789012:gateway/sgw-12A3456B"

i att—/ JSON BiER , EHhaE 2 MAMXE Microsoft Active Directory B3]
Zo

c. *RFE FSx MHMRRBENFINXHRENXHRERER

NEMKRO XA REER U TGRS,

aws storagegateway describe-file-system-associations --file-system-
association-arn-list "arn:aws:storagegateway:us-east-2:123456789012:fs-
association/fsa-987A654B"

i saE—1 JSON $iiER , EhEEEAXRXH4REHW THIEE , flnEME . B
BEBW, E2FRFHEME. BEE IP it IR,

EASIEMXMEENREMEE G EH FSx XHMX, MBELE , FSRESR 2 PRIFNE
Bo

ERAEEMX ERENXAREHARNRENEE , NFMXCIEFOXAHRERK, NMELE
BFSRAESR 2 PRENES

BWINENFHMXIZTIER | AF remap/cut AREESEHRENHAFENEFIRMIBXHREHER
BRI RS

BINENF MR EEZIT , REM Storage Gateway 2| & Sl BR 1B R >,
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/A Important

MER FSx XHMKX 2/l , FRARIAIXBENARF EEBEARZMNXBNESF, NMREEN
REABEBBRMKX |, M SERBTEE K.

/A Warning
T BRI X S5 E T ERE .

7. MIBRIBMX VM = Amazon EC2 =4,

A B P 5< 1 3 BR o< B 1Y B3R

MREFTEREFER BRI |, M ATSAEERBRZMR R EARR TR, BERER A8 RS E s
EANRR=ERAARBPBOENAEKENTA.

BIBRM KT |, ZMRXF R B HIE AWS Storage Gateway BIEZREA L, ERSEREBNEXA. A
KRR KHMER S ZEMERE ; B2 , BBEEMBRAMKAOLBE LR IZNXZBEBENNEN , BRIRE
S E N ABBREX IR,

W] £ A Storage Gateway 2 Hl A HIARES M ERM <, SR AETEHKRE B NAER Storage
Gateway | AHIBRMXHNER. MREURESXMBRMX , 1§55 AWS Storage Gateway APl
%,

{# F Storage Gateway 12 %I & Ml B& B <

FIARENMNXRBRSESRER, B2 RESEMROMKNRBELURIZMBEINEN , &9
RE LN IT NS F BEMI BR SRR AR SR B R R M BRI 5 5% IR M 5 Bl Sl 5 0 14T S R Y B R4
%

(® Note
XN FEPEE Amazon EC2 3Rl ERIMX |, SEHINSETFE , EFIEMBRE.,
NFEBFBEELA (VM) LR, BERBRRXE , MXx VM B FETENEBULIRE
. EBBREMY , iH6EA VMware vSphere & i, Microsoft M Hyper-V anager 3% Linux
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Kernel-based EE\H (KVM) B R imEEEIENHBRELN. FIFE K BLLEEFEACH
BREGRIBY VM SRBUEF R o<,

i BRI <

1. §TF Storage Gateway ###|& , Wik Ahttps://console.aws.amazon.com/storagegateway/home,
2. BEBEMX , RFEFE—NRSMNEBRIBREIF X,
3. XF Actions (I1E) , i5iL#E Delete gateway (HIBRFIX), LATE B REIATTFEE,

/A Warning

EHRTES Rz , FRAYINIENABRFEEAZIMXONE, WREEMKERHE
MERRISC |, MIATREE R ERIE R Ko RXMIBREETTERE.

4. WHNERBREENMX , RAEEBIMEPRALRF delete HIEZFMIBR.

5. ( "Lk ) MRESBREEEXCHBRMRNRSE , FERRBENEE , RELEERER. &N , Hi
Bk,

/A Important

MIBRMX G , BT ABRRESE , B Amazon S3 7F# M Amazon EC2 SKHIEHIR{IA
7. BERXMHMXIE , BRI LBERM X Amazon EC2 K46,
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AWS Storage Gateway Amazon FSx X#MxAFigE

PERERILL

AT BRACHER X EREN B S MR ESKEK.

£

- WEZRMEEER

- RILMKMERE

- BEAREMIES S XHMXAXELE

« 79 SQL Server BIFEFERMILIL S3 XHMX

HERMEREER

EATH , BALKEIBRN FSx XHEMXELHNEER4FER. RPFHHXFEERRA , X
"sE,

NIRGEMRE , YAFEFHERPDRABAZITEEN KD, EFAS IR HERITRFR , AN
BEATHRBERRESEALRE , AIRS IOPS.

(® Note
BMNBWETBEEAEEFE. AXEABEFMENESZRFR , BBRNEHF#ES EC2 MXx
ZafEM,

EEIXHMIIXHEREFENE FKNBUADRFAFNE R 1 T B EFX 4+
MxATE=EE 1 TNMNXHENER , BRI,

ETXRH , EEGFEIRENEFREN XHEIEFIER, EFERIFREZMN Amazon for Windows
XRS5 B IR LA X BB ik FSx HREY,

TRERT FSx XHMKE ERHB.

HERMREIERE API| A< 2021-03-31 111
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FSx Windows & F i £ BY 3O M < £ BE

AOIEE 7308 EAFHE (X ZKFoPERE KFEARGPFRR
HRNM1GB) e THE

R SMBv3 -1 NME# 162 MiB/sec (1.4 403 MiB/sec (3.4 288 MiB/sec (2.4

80 GB , io1 Gbps) Gbps) Gbps)

SSD , 4000

IOPS SMBv3 -8 Ni&E# 511 MiB/sec (4.3 571 MiB/sec (4.8 567 MiB/sec (4.8
Gbps) Gbps) Gbps)

RIFHIE - 2x2

TiB NVME

AP LEERE -

10 Gbps

CPU : 32 vCPU |

NTF : 244 GB

@ Note

EHMERTREENFAEENNETRMF. BEAFLEMRIMEE X/ NMERMERE ,
PN (DT 32MiB ) AIRIIN RS EHENFY 16 PN

LALRIX 1 BE

ST LAE T EHR B AR WAL MR MRERE B 18 W78 105 IR LA K% 16 B2 A 72 AR 55 82 AN D 3R = X
L5 SR,

FE P 5K A DN BT R
AU LT — R B R 77 SR P R IR IR B (L R % M B
ERES AR RS

ERCRKMEE , BULURINSHREHE |, FIANEIZNTEE (SSDs) MIZHER. NVMe EE AJLAE £
MEE XML (SAN) T2 Microsoft Hyper-V NTFS FREIHEZERES VM, HEMENRS

FSx Windows & F ¥ Lk #9 X P < 1 BE API fRZ 2021-03-31 112
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BEQHREFNBTLENEZHSR input/output BIEIRE (I0PS), BXRMBENEE , HS
FEEFNNEFFE,

ENERTE | B5fF ReadBytes M WriteBytes ¥##55 Samples Amazon CloudWatch 431tk
FEAMFER. Hlm , 5 2N EEEHA Samples #E#rH ReadBytes it HIERRLL 300 7T
LA IOPS, —#¢kif , EFEMAMIXLIERER , REBERETLENE IOPS B , UMEERE
7k PSR

(® Note
CloudWatch FIFFIEMX #IRHEIEEIR. BXRMKRERNES  BSREEREN XHEMX,

NI0 CPU BIRE &M< E 4

MxENRSBNREERRENELRS 2R, BRI , FRINDESMNX VM BN E
DAL EER RO AZRASTE. I FEINOREBHITREN CPUs FRSSEREY,

CPUs @M X EHRFBHJARMEMATE , TARSMRHLERE D, XHE—K , BRI H A
HATRL IR B AR FF B BE A B A 17 DA ROR X L 303 E A& BSE AFSx T Windows XX 44 AR
5ERMY XHFRRSSRR. HAth CPUs Rtk BB THARENMXRESHMAENAZENNREEBH

CPU &R VMs, RHEBH CPU HIRE T EEEEMAL BRIMR.

Storage Gateway X #5 CPUs EMXEHARF P EM 24, BALUER 24 CPUs REFREMX
MERE, BAMNBWERNMXENBRFIH/EAUTHXREE :
« 24 CPUs,
- 16 GiB 18 RAM A F X #M>%
s NFEFEXRNMTHEST 16 TIB IMX , il 16 GiB B RAM
s WFEBFEK/NMN16TIB £ 32 TiB WMk , 8 32 GiB £ RAM
s WFEFEKR/NA32TIB £ 64 TiB BIMK , FiEF 48 GiB ¥ RAM
o BEE 1 KMIMNBEERMLIESIZR 1, FROTARAERXER
- £/ NVMe ZFIBHNESEE,
- EELHME 1 LREMEEERSS 1 :
- FERAERNME 1 HF VMXnet3 (10 Gbps) LA FHEKEL
- EEBYIME 2 LEEMEEESS 2 :
« ERAELHRLE 2 FH5R VMXnet3 (10 Gbps) A FiERE, AWS

EMXHPRINEIR API| W< 2021-03-31 113
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{58 PR 3k 37 D B £ ST I R R AR

EFMEMXHEERN , RMBABNEFENERAREEYEFREEN AN FRENEN ERE.
Bl , 33F VMware ESXi , REVMEFHERFRRTINGEFMR. HFMX VM B, BALERARE
il VM XN BIER . EMEEDHER (S0, FREEERX ) | BUNHEMHEFHEE
5 VM HENBEFET , I UNHFRETRNBEF® .

MRERSINBEEME  WENBIHEENENREN S FHEEE - BEFEE. Xa—1
REVEEEXFNREFEAIRSSBMETRE. Sl , EEMALREERNFMRIREFH
ZEEFENELEEPXE, B , AEETASH RAID EE ( 20 RAID 1) XEFHNHIEF& T8
SHERE TR,

(6] Rz FA 72 Fr BR8N B2 TR
128 R AR RS SR M6 2 O 38

EREMxtE , FRRNABRFNMXZRANMEHFREAIHAEENMAREFER. EUUEAN
XH) ReadBytes Ml WriteBytes IEFKNELEKEFULE,

NTENNARER , BRUSHELESHENETLERITHER. IRNEFHE/NTHHEL
B, MAMRMERES , RENARFNMKENER T REME, B, S EMN VM H
A EZBNTR (WRENTREREEN).

6] N AR P MR AR I CPU &R

WMRENBARF A AERFIN CPU BIR , BRARINEZ CPU RIR CPUs AT AR B BRI BRI AR
Fi RE /0 7d,.

MK LR FEL FSx XHRE (HIMTREXHXREGERINRER ) JELSBZ N XHRE ,
NS B FSx B9 Windows XHRFEF|/XHRE /10 BT S, NRENXHRFEEEBHMN
BERRRAEBEN IR , MIXHRETREMBRETELR , RACTKRAEZERBFENTAMY 10
MARAELEERERNRE,

£ Amazon FSx ##l&% , EFLRNMERNEH , EELNNHFRERERETE. WRR , &7
LAYN# 2| SSD f7i%, EAEMLAE LTI SSD IOPS RALFEM THERE,

BEARREMIES S3 XHMKXELE

LTETIHBETEAREMIES NFS fl SMB Z 4%, S3 XHMxH Amazon S3 2 B EHEN&E
S, STHEUNESEDTESESEATHE, EAXEENHLARLEN , tFERHEEKH
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B, BElREREEBLAEENEFL , XF ATMNIRMEE S3 File Gateway HKH, EXFEM
A X LEZWET | BicE , 81 S3 XHMXIBHRRINGH , B ENE RSB AE,

S3 MHMXEMHT — D , BT EATIFRHE NFS 5 SMB X4 UEM M FE Amazon
SIMR , XHMMNRZEEFRE 1:1 BE, EAILUY S3 XHMXER B EBER VMwarely
Microsoft Hyper-V 2§ Linux KVM ¥R3Er | siEER T L7 EC2 RHIFBE AWS =F, S3 XHMx
HFRRITARTELERDUSR NAS, S3 XHMAELUXHRE , BEEF—2XHRE. £H Amazon
SIERBFARHEHELHETIN /O BIETRIANIE , itk , 5IE NAS IXHRFE|[HEL |, ¥4
S3 XHMXMREHTRERMLER,

MMXHBELESEF inEENVE

B S3 MHMXEMRZEFERATETEIL NFS I SMB FFmMNYENE , NTIRATRERER
EZRWMEHER, EAMKERMLERN , FERBUATER

- BRAEM<HREIEIRGBTIRS NFS 5 SMB FFimH tEae,

« S3 XHEMRKIRITHEEBREMAXES Amazon S3 ZHEBREHNMEIER , B L EBREMKIERZEFiRZ
B SR,

« X FEBETE Amazon EC2 H#Y S3 XHMKREH] , BICRFM<H NFS 5 SMB HFFimHER —NMNE

HMEHEP, BXREZEL |, 1219 (Amazon Elastic Compute Cloud A #E8) H# Amazon EC2
KB E R B

D1 IR 18 5| Ay R

RMNEBIEB Y% EI1ZIoWaitPercent CloudWatch $8#r , AFAERIBER T S3 UMK EFEME EE
MmS MBI, S CEMEERNMERER | FZEERUATILR :

« IoWaitPercent k% CPU £ R R EFHE R O [N FrE SRy et a5 BB B 2 L.

« H IoWaitPercent XF 5-10% Bt , XBERRE TRHAMSETEMSIEMXMERERT, ZIBFRN
RUTREIEIL 0% ( XERBEMX/LFNTEESSFHAML ) , NBBFHIL CPU BRENFER,

- A LAIoWaitPercentE Storage Gateway R HI A “K#” EW+ L HTEE , AEFHEN
CloudWatch BiRE B N EERREBRI S ERNER B ENE, EXEZER , B3R NEHNMx
BIEHER CloudWatch 1R,

o RATEWAER NVMe = SSD EANKN BB NEGEHE | UREARE#BDRXWIRHMEMNES
i IoWaitPercent,
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/placement-groups.html
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https://docs.aws.amazon.com/filegateway/latest/files3/cloudwatch-alarms-create-recommended.html
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{2 CPU, RAM M & FH4E /Y BE AW 3R 7 B

ZiR Lt S3 XHMAWERER EENER MK VM 2EZ2BHNER , 8 CPU, RAM MEF

Wif . 4 CPUs, 16GB RAM #1 150GB &= E#Z AN HKIEELRFEEREEMER TR/ ITER

Ho ERNRRKNIEATR D EELVERE |, BT TIRE

- BIFEK S3 XHMKERWEE CPU FAX | FoBEMNKRELINE 16 Bl 48 2B, CPUs &AL
£/ UserCpuPercent #ERKIE CPU FRAEX, BXEZEER , 821 7 HMXIET.

- FoBEH RAM 8B NE 32 GB £ 64 GB,

(® Note
S3 XHMxEMAK RAM T eI 64 GB,

- f£H NVMe = SSD fERN BB MNEFWE K HABRSEFEHEN KD , FEETTIBEANXBIEET
EHIEERE -, BXEZELR , 55 Amazon Web Services B 5 YouTube 5138 F#Y S3 XX
HMXEFRNABRFZETE,

c ARXRAMED 4 NEVERFHE  MAREAENABEE., ESNMEVHERZR-NMEEY
HHE K GUNRSHE , ERIENHMEMNTIRANKEYEME LH  HEESEERELX,

Flan | MREZE 12TB WERFE , WA LERAUTEREEZ—

- 4x3TB EFHE

- 8x1.5TB EFHi&

- 12x1TB EFR#&

BEXMAEN , BRTRSMEN , S UBENBNEBEERHEBRELY., BEETEAZNE

1t , BALUBRSENMEFHUENRENEAZFRE , BNULESNELRHE R FH XN ABERMX
Ry TR

BREZER  RERBEAHHUEFEE.

& S3 XHMXEE N Amazon EC2 3Lt , FHERBLLTEM :

« BERNKHIRBLEEFZEMKRMEE. Amazon EC2 HIFE S3 XHMXRHIN R RO ERME T
2B RIEME

o BXNA S3 XHMKHEFR Amazon EC2 KHIER | EFS X Amazon EC2 SEHIZER K EK,
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https://docs.aws.amazon.com/filegateway/latest/files3/monitoring-file-gateway.html#understanding-file-gateway-metrics
https://youtu.be/-ibL1eEcROI?si=dMAakj_dulZiG4Ln
https://youtu.be/-ibL1eEcROI?si=dMAakj_dulZiG4Ln
https://docs.aws.amazon.com/filegateway/latest/files3/decide-local-disks-and-sizes.html
https://docs.aws.amazon.com/filegateway/latest/files3/Requirements.html#requirements-hardware-ec2
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« IBAILLERIEE RS S3 XHMKM Amazon EC2 EHIZER, X AEE A LR EE Amazon EC2 &
HERMEREROE , LUK BB price-to-performancett £, EEHSLHIZERE | B Amazon EC2
RHITUTEER -

1. &1t Amazon EC2 34,
2. Bk Amazon EC2 SEfIZ &,
3. B3 Amazon EC2 34,

® Note
FIEFEE S3 MMM RGN PN 4HZILE, WELE , BEL RTI4TNt
Eﬁo

« Amazon EC2 SLfI#Y price-to-performancett R 2§ A EZ AN EIRBNITERED. BE , F1—K
B9 Amazon EC2 LR H price-to-performancett R HE , 5EE—RFIML , BHEH , 448
B, RAENREK, RHIEE, XEMEAERERZLLEMZLEER | ik , ABEIEARIER
EENES , HTFEIARARENRENIIEEEE,

HE SMB £ 47|

% SMBv3 it 1F SMB &M SMB % , XEMEMEZEMTEE —ENE, EAILELHE &
ALLFEMKRH SMB 2247 , EEER M IREZNKE T MELLIE, BXREZER , TSR
MR IRERZER .

HE SMB Z£4L I8t , FERUTEM :

« S3 XHFMRHBMINLZLRFINEHME ., HIRENEMIXHEHEN SMB & iniE #58 SIH 1T
EMEL  XERENFFRIMXNAEREBLINE, LREFZWMMXEINRE AWS ,
ZREBIRALL T NERES.

RRFEN BN E P imERER S — vCPU, fltn , tRERE 1 MMEFEF s , WEMER KK
DET ANHES v, ZEFIKCPUs L RBEER 14 vCPU, EItt , NEANEF RS S3 XHR X
MY INZEEN FIL 2B FE 7 40-60 MB/s Z A< H IR,

c MRENZEEBRAERMVNEE , WAHRZERNEINEFHE , XHFESEMH SMB &
HXEHE SMB &%, FRALKRE , EFRSMRNEZEATUFNAZ vCPUs , AR SRRESER

BEEe,
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® Note

E S3 XHMKXK SMB 2245/ , HMIE Storage Gateway #2H| & P E/HEXNHHER
BSNEEEFRERXNTA , ARMFTHEHIERE SMB T/ , MiRETEREN.

ERZMEENEF RRATHITEARE

BE —IRREM — NFS 5t SMB B ImKEA — N8 S3 XHMXRESIHZAFTHEMEE
RAMNEANBEFIRZINFEARBLERE, AR , BEUMNEA NFS 5 SMB B iREASMELER
HITBASANAXH , ARNEAZA NFS 2 SMB FFwEAE S3 XHMX , NMEXREMRES
MxBFHE,

FRSNEETULEREME, B2, FAFZLEFTEFZRARTER , URRXHK/PNTEEHEIE
AR, XTREANMEFEAEFM, TRBNIBS  BERNESKENET /UG , UK
BEHFNEHEMRE K ERREIMNXNEREHNTRRES . BUUXATRNELELR , UEHXI BN
EEGANMERE , TEREMRETRERAZ BRI HEFLE.
BSEUTKRTERIENER  XETERUBBENRLENEFIREE
- WA LAEAEW robocopy KN T EF—AXHEFEIMKR LW XHHE , NN ZSLEEAY
BE. BRIABEIR T |, robocopy EEFIXHEIER 8 N2 , BEKZALUIERE 128 MR,
E7E robocopy FERAZANEE , BEGSHAN /MT:nFx , Hbh n SEFRHNEER. Hi0 .
robocopy C:\source D:\destination /MT:64

oo R EA 64 MR TEHIRE,

® Note
ENRHRAELER , RINFTEWER Windows BIREEESRIEM Y , BRI EXER
TFEANEBRH L ETINFEFI3 4.

BXREZER , 555 Microsoft Learn M4 L& robocopyo

- BEAUERAELNEEEEN X TE (420 DISKSPD 5 FIO ) #4TMid, X&ET ERM T HEL
B, /0 REMEMBSHANED , AJLUREENEE THERRER.
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https://learn.microsoft.com/en-us/windows-server/administration/windows-commands/robocopy
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Amazon FSx XM < - i5r

DiskSpd 7o & - t S BB Bl IR R, Bl

diskspd -c10G -d300 -r -w50 -t64 -032 -b1M -h -L C:\testfile.dat

LR Bl S HAT A TR 4E

BREZER &

B — 10 GB MM ( -c1G)

Z4T 300 ¥ ( -d300 )

WATBEHL 1/0 i , 50% LEL 50% B A (-r -w50)
FH 64 NEFE (-t64)
FENEKENIIREREN 32 ( -032)

f£H 1MB FIXHR K/ ( -biM)
EREANBREERT (-h -L)

2[5 Microsoft Learn M5 E#Y Use DISKSPD to test workload storage

performance,
« FIO £/ numjobs ZEREZEFHTLENRE. Hl .

fio --name=mixed_test --rw=randrw --rwmixread=70 --bs=1M -- iodepth=64

--size=10G --runtime=300 --numjobs=64 --ioengine=libaio --direct=1 --

group_reporting

LR Bl AT AT RAE

PATREML 1/O M (- -rw=randrw)

AT 70% =EXH 30% EA ( --rwmixread=70)
£/ 1MB B XK/ ( --bs=1M)

IF 110 SRERER 64 (--iodepth=64)

£ 10 GB X L# 1T ( --size=10G )

B1T 5 2% ( --runtime=300 )

B2 64 NHITHEL (4%E ) ( --numjobs=64)
AR 1/0 5|% (--ioengine=1ibaio)
WERBITHHAUETF 2 ( --group_reporting )

BXEZEE , i%Z M fio Linux man TH,

ERSNMERMNBFIRRHATHITEARE
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https://learn.microsoft.com/en-us/azure/azure-local/manage/diskspd-overview?view=azloc-24113
https://learn.microsoft.com/en-us/azure/azure-local/manage/diskspd-overview?view=azloc-24113
https://linux.die.net/man/1/fio
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X B3 &7 RIE

BB B EERIFTOEE |, B S3 XHMX A B RIFETHEE , NMETRRAFSINAREFE
SHE#EEBEA Amazon S3 F##@ ( MARBEIMx ) WEN X EFMENENER. BXEZER | 1B
S RIE Amazon S3 BN REE,

RATHALRKRERE , BWEX Amazon S3 BT EIRIANEAZBEN S3 XHMxKNITHER
Erhx ALk IhEE,

EEREEDEFRIFE , FERUTEMR

- MRERNBEPINAFSINABRFERLEZEEA Amazon S3 MEEEA B EFRIF , MLE
WHERRLSHERORETEER TRV EER. BRRKNEFRFRERETROENKEE
FHAE R X FBERTH T HRERENRE.

Blan - MREN TERRATRES | FEIEFRFIREN 24 NMTTR 5 D8,

- REREERN 5 5. &EARERA 30 X

- MREBERREFREENEERF AR , BUENE NFS M SMB FFimdy B FX AR, FiIER
KEFFMENRESAEEN , EABRTER Amazon S3 FMEH XM T B RNKE.

180 Amazon S3 LEBFEKIEK

AN T |, S3 XHMKXH Amazon S3 BiE LZITTT 8 MR , I ASHHABBERFECLREHR
TREBH LfEgEN, B2 , MXEW NFS H SMB B/ inBiE AV RR AT 8e & T LAFR/HE 8 &i2reh £4&
2| Amazon S3 WIER | NS EA M E RS HEFME RS,

ERERRT , XiF UMK E Amazon S3 LALEMMEMN 8 HME 40, NMAWHITLEEE
ZHE. BREEHNHBRENTRANEMRER K XAUUEEFRS LEER AP TRIOXFENTHE
NHEFRENEFFMH,

BATBWEAZCachePercentDirty CloudWatch fE#RRIS I FHEEA N KX EFME LEMAL
2% Amazon S3 FVEIEE , HER X UKBHEEE M LEALBEBERT2IRS S3 XHMRH
EHE, AXESELR , BSHE T EMxIER.

(@ Note

HIREQHEFTANMK CPU RR. BIWEEMNK CPU AR |, AELETIE NS B
CPU &R

X B RERIF API fRZ 2021-03-31 120


https://docs.aws.amazon.com/filegateway/latest/files3/refresh-cache.html
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K SMB #Eti% &

4 S3 XHMFKFAXHEFIE SMB XHHZRT , SMB B inEEE KN ARER TRESEN,

EWFF SMB F/iwkY SMB 2@ IREZEKE 20 FHHEKNE , EAEBURT XHRPFARKH
BAREE, MIMERN 300% , B 5 78, BREZEER , BSREHMRZHFELRY , HAEX M x
HITEAR HIEIR.

AREBNNRAEFITBRFEE

BRINBERT , BIFH S3 XHMx#HEERREBE (oplock ) » ERENMARFHERRESE
i, ERHSNSMNRPVREEHBNEAWRE  XNEFLRH,. MXMMERERRET, MRE
FRNRIAZEFREAEEFHNNARER (20 Microsoft Office, Adobe Suite & ) , BT B R ES
E , XHALEERS M,

MREXRABREBE , NIFREUENNABRFITITF A (50 MB HEKX ) NEEBEEXES
%, ZFTAHIIXMIER , REAANMXE 4 KB B2 RERE  X2SBERHES /0 MK,

BIETHFEXGENRPDNEABRRIRE

MABESBEEMNREELIEFPUFETBENEANNGRE. RABERLT , MXEERE
N, XBERBEM KRS A7 500 FNXHRNTEHE, RAEAREESR  £ESNZIA P SNA
BER2GR—/NEED X, FTEABIE Amazon S3 FERIZEEHTZANR , MINREXN AZSHT
FEREMERFHIZET, XANHHRNTEE

MRENTHERBELETFEAT 500 FNMXHNITESE , NENFXFERNERTEFBHEE
XEBERFHEE RAM R REEREE L1/ /0 B4, HAMKXSM Amazon S3 FREUHT#IE |
PREAX B i 2 3 PR 5% M BE 7= £ UTE 20

AL SR IndexEvictions EARUBER THFECEMEFFBHNX4AHE  NMAMKBEBEZ
B, AREZER , BSH T BMXIER.

BiUFEA UpdateGatewayInformation APl REREINMXAE , FHEAB THEERPNIHHE
HEXIR, BXREZEER , 2 H UpdateGatewaylnformation.

(® Note
EMMXBEFTEZFIN RAM MRHERE.

« /N (500 FANHY ) BEEHEE 16 GB 9 RAM 1 80 GB KRR,
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https://docs.aws.amazon.com/filegateway/latest/files3/troubleshooting-file-gateway-issues.html#backup-job-fails
https://docs.aws.amazon.com/filegateway/latest/files3/troubleshooting-file-gateway-issues.html#backup-job-fails
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. (1000 FAXH ) AEZELEE 32 GB # RAM 1 160 GB HREI%E .
- K (2000 FANXH ) AEEE 64 GB 9 RAM # 240 GB MABREAE ,

7
7

/A Important
Mk B BTERD

NERNTEREEREZ MK

BURTHNIERARSHISINX , MTRELMADME LRSI THRET, Him, BT
B MERFEABRO XA RTERBBE—AMAL , THSMERFERREN XA AT EPHBE
- L,

EAMERFZS IR HAENEEN , FERUATILR :

« BARMXREXHHAZENEARABEN 50, ERMXEENXHHERELCKBMXNME, EXES
E5 , BSRERS M XM AZHNMKRHMREES

« B S3 XHMXR ENARBFFEXHREHEER , T2#THD
« FRAERNENXHAHZELTEM X LR HZAMEE,

(@ Note
BMNTERUMZ AR RRE FE — Amazon S3 UENSIMXHHRE | RIHPEDE
— P XHEHRERREN,

MZANFKRE I EE - M XAERITEARERETZEARIR , XURSSBBETEMLR
Ao

A SQL Server BIBERDILIL S3 XHFMx

BIEEZD R S XMW ERLNMEEEARS , ZUEERNRTEER B FMHEE Amazon S3 H , M

RULFIENEHRNKPERE , AR RESENROEIEBIREAERNERER. HEEILLAER
FR, B LAMER SQL Server Management Studio 1 Oracle RMAN EHiE T EF A3 il & 19 B A

BFHNER,

RERNITEAEDBES MK API| MR 2021-03-31 122


https://docs.aws.amazon.com/filegateway/latest/files3/Performance.html#performance-multiple-file-shares
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LTFERNABM S3 XHMAREBBENZESEK , WX SHE , FEFEREIIFHE TB &9 SQL
BREEZRD. ETHPRENESEYTESRESEMATHE, SAXLERWMBIRLEN , B FREME
By , BENREREBHVARNMEFD , & ATUNIAMEE S3 File Gateway HIKI, EX
FERN X LW |, FiCE , 1 S3 XHMXREFFHRMEGHN , HUENERARKBATE,

S3 MHMXREMT — MO , ATFEATLRE NFS 3 SMB X4 E M K R Amazon
SIXR , XHMNRZEERRE 1:1 BE, BRI S3 XHMxER B EEEE VMwarely
Microsoft Hyper-V =% Linux KVM 35/ | [REEN L D EC2 SLHIEBBE AWS =, S3 HM*
HFRRITARTLEERDUR NAS, S3 XHMAELXHRE , EEF—2XHRSE. £H Amazon
SIENBAEHEMQILBI /O BIEFRGANTTHE , ik , 5IE NAS RXHRS|ML | T4
S3 XHMXMREHTRERN LR,

WA EEEE SQL Server BN LE

EUFF S3 XMHMXEMRZEFFZBER AJEEFEIL SQL Server WYV E , NI ABERER & 2 BB
IR, ERNMIERMER , FERBUATEM :

- BEMKRHMEIEEEBTIRS SMB &/ im ( HI40 , SQL Server ) BIHEAE,

« S3 MHMXIZITHEEB BB MK S Amazon S3 ZEREHNMELR , EEEBBRNAEEFIHZ
BBy B HEIR

« NTFEFBIE Amazon EC2 K S3 XHMKXEH , BUCFMRF SQL Server IIER—NEHMEA
h, BXEZELR , 529 (Amazon Elastic Compute Cloud fF1E8) H# Amazon EC2 SEHIHY
BB

D1 IR E 18 5 8y R

BIMNBWE KR ZIoWaitPercent CloudWatch 3845 , AEERTREHR T S3 XHMX L7 HE RS
M-S BN EERT, SR CEHARRNEREREN , BERUATILR

« IoWaitPercent % CPU &3 BRiE s E /AR O] M B PR 16 B2 A9 Bt 8] 5 B SR B B 20 Lo

« & IoWaitPercent XF 5-10% Bt , XBERRAETRHAMETEMSEMKXMERI, ZIEFRN
RTUTBEREIE 0% ( XERBEMX/LFNTFTEESFHAEAMSY ) , N\MmABBTHIL CPU BIEWER,

- A LlIoWaitPercentE Storage Gateway £ HI A/ “WE#R” EWF L HTEEF , AEFHEN
CloudWatch BBl E N EEREBEBIFERNEN BEHNE. BEXRXEZEE , BRI EHMNX
BIEHER CloudWatch 1R,

o RIMEBWAFER NVMe 5 SSD EANAKMW BB NEFHE | UEAREMBLNAWIRHMENES
BiF ToWaitPercent,
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/placement-groups.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/placement-groups.html
https://docs.aws.amazon.com/filegateway/latest/files3/cloudwatch-alarms-create-recommended.html
https://docs.aws.amazon.com/filegateway/latest/files3/cloudwatch-alarms-create-recommended.html
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A% S3 XHMXELNA CPU., RAM MEFHE R RS E

ZiR Lt S3 XHMAWERER EENER MK VM 2EZ2BHNER , 8 CPU, RAM MEF

Wif . 4 CPUs, 16GB RAM #1 150GB &= E#Z AN HKIEELRFEEREEMER TR/ ITER

Ho ERNRRKNIEATR D EELVERE |, BT TIRE

- BIFEK S3 XHMKERWEE CPU FAX | FoBEMNKRELINE 16 Bl 48 2B, CPUs &AL
£/ UserCpuPercent #ERKIE CPU FRAEX, BXEZEER , 821 7 HMXIET.

- FoBEH RAM 8B NE 32 GB £ 64 GB,

(® Note
S3 XHMxEMAK RAM T eI 64 GB,

- f£H NVMe = SSD fERN BB MNEFWE K HABRSEFEHEN KD , FEETTIBEANXBIEET
EHIEERE -, BXEZELR , 55 Amazon Web Services B 5 YouTube 5138 F#Y S3 XX
HMXEFRNABRFZETE,

c ARXRAMED 4 NEVERFHE  MAREAENABEE., ESNMEVHERZR-NMEEY
HHE K GUNRSHE , ERIENHMEMNTIRANKEYEME LH  HEESEERELX,

Flan | MREZE 12TB WERFE , WA LERAUTEREEZ—

- 4x3TB EFHE

- 8x1.5TB EFHi&

- 12x1TB EFR#&

BEXMAEN , BRTRSMEN , S UBENBNEBEERHEBRELY., BEETEAZNE

1t , BALUBRSENMEFHUENRENEAZFRE , BNULESNELRHE R FH XN ABERMX
Ry TR

BREZER  RERBEAHHUEFEE.

& S3 XHMXEE N Amazon EC2 3Lt , FHERBLLTEM :

« BERNKHIRBLEEFZEMKRMEE. Amazon EC2 HIFE S3 XHMXRHIN R RO ERME T
2B RIEME

o BXNA S3 XHMKHEFR Amazon EC2 KHIER | EFS X Amazon EC2 SEHIZER K EK,

PR S3 XHEMAELHE CPU., RAM MEEFRHE TR E API| R 2021-03-31 124


https://docs.aws.amazon.com/filegateway/latest/files3/monitoring-file-gateway.html#understanding-file-gateway-metrics
https://youtu.be/-ibL1eEcROI?si=dMAakj_dulZiG4Ln
https://youtu.be/-ibL1eEcROI?si=dMAakj_dulZiG4Ln
https://docs.aws.amazon.com/filegateway/latest/files3/decide-local-disks-and-sizes.html
https://docs.aws.amazon.com/filegateway/latest/files3/Requirements.html#requirements-hardware-ec2
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« IBAILLERIEE RS S3 XHMKM Amazon EC2 EHIZER, X AEE A LR EE Amazon EC2 &
HERMEREROE , LUK BB price-to-performancett £, EEHSLHIZERE | B Amazon EC2
RHITUTEER -

1. &1t Amazon EC2 34,
2. Bk Amazon EC2 SEfIZ &,
3. B3 Amazon EC2 34,

® Note
FIEFEE S3 MMM RGN PN 4HZILE, WELE , BEL RTI4TNt
Eﬁo

« Amazon EC2 SLfI#Y price-to-performancett R 2§ A EZ AN EIRBNITERED. BE , F1—K
B9 Amazon EC2 LR H price-to-performancett R HE , 5EE—RFIML , BHEH , 448
B, RAENREK, RHIEE, XEMEAERERZLLEMZLEER | ik , ABEIEARIER
EENES , HTFEIARARENRENIIEEEE,

B FE S3 XHFMKNLZELKHIKRES SMB BEF ImnEHLE

% SMBv3 it 1F SMB &M SMB % , XEMEMEZEMTEE —ENE, EAILELHE &
ALLFEMKRH SMB 2247 , EEER M IREZNKE T MELLIE, BXREZER , TSR
MR IRERZER .

HE SMB Z£4L I8t , FERUTEM :

« S3 XHFMRHBMINLZLRFINEHME ., HIRENEMIXHEHEN SMB & iniE #58 SIH 1T
EMEL  XERENFFRIMXNAEREBLINE, LREFZWMMXEINRE AWS ,
ZREBIRALL T NERES.

RRFEN BN E P imERER S — vCPU, fltn , tRERE 1 MMEFEF s , WEMER KK
DET ANHES v, ZEFIKCPUs L RBEER 14 vCPU, EItt , NEANEF RS S3 XHR X
MY INZEEN FIL 2B FE 7 40-60 MB/s Z A< H IR,

c MRENZEEBRAERMVNEE , WAHRZERNEINEFHE , XHFESEMH SMB &
HXEHE SMB &%, FRALKRE , EFRSMRNEZEATUFNAZ vCPUs , AR SRRESER

BEEe,

BYHE S3 XHMANEZERHIKIES SMB B IHEFLE API| MR 2021-03-31 125


https://docs.aws.amazon.com/filegateway/latest/files3/security-strategy.html
https://docs.aws.amazon.com/filegateway/latest/files3/security-strategy.html
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® Note

F S3 XHMXxH SMB 2R 5FIf5 , %ITE Storage Gateway ZHI A FEEFXHEEZR
SMNEEEHFEXRNTAH , AT HEFHRIER SMB EFE , FZEFEEEN.

BN SQL FMFD A SN NHRIES SMB FFIREHE

- B —XXERA— SQL Server KEA—NXH4H S3 XHMXBHEINEAEFHEMRE , BAM
B SQL Server RIFEARELERE. HR , BIUMNEA SQL Server FAZNEEXRHATE
ASAXH , HEERAZA SQL Server EAE] S3 X#4Mx , NTTEAREESEMAELE,
NF SQL &1, MEFHBIFI NSNS, BN XU TUEALMNLE SN LETES
MNHRREBEA S3 XHMAXHHE, BAENELEYNS  FIEErINEUHERES , BERKEN
KA G MERE LR,

- SQL Server XFHE—RBHBBREPRNBEAZSANXXH, a0, ERILAFER T-SQL 7 H= SQL
Server Management Studio ( SSMS ) EEEZ N XHBir. BN XH4EARIMMNLREFRIEM SaQL
Server KIEFIMAXXHHE, XFFEALURES /0 FHE  MMEFRSZHERENRE,

BLE SQL Server & 178t , FESLLTEIM ¢
- BIRZROHFDNZNIXH , SQL Server EE R AT AL R BRI AER R EERBERFEEFR
%o

« ERANXHHRERRTRSFNEFHEENERER, I TAEEESEF , BUCRZHIKILNED
X, BN R/NE 10 GB F 20 GB 2 [H,

* SQL Server EMITREMDET , N AUBANXHREREBEMERS , ERFRRENE T FHEEHNK
FHASUKRRREER,
BXEZER , BSZH:

« BEEAZANNH , ¥ SQL Server NEMDREIRE T 43-67%
o FERANXHEMXEWE SQL Server & 1917 1E Amazon S3 A

BN SQL RBIFD RS ANNHKIRS SMB EFHELE API| W< 2021-03-31 126


https://www.brentozar.com/archive/2020/08/back-up-sql-server-43-67-faster-by-writing-to-multiple-files/
https://aws.amazon.com/blogs/storage/easily-store-your-sql-server-backups-in-amazon-s3-using-file-gateway/
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B K SMB BAIRIERF L XX HE HI KW

4 S3 MK FHAE sQL FMNHEH T SMB XHHER , SMB T/~ i 1E KA ARV /5 AT 68
2H8f, BV SQL Server SMB & iwHY SMB 2iF B IREERKE 20 5 HEKATE , E4AREUR
TXHRPHAMKHBENEE, BINMEH 300 , B15 54, BXESEER , FSHENMIZHE
AR, HEXNMKX#HTEANHIRER.

1811 Amazon S3 LERRFLEK

RINBERT , S3 XHFMKX A Amazon S3 g LAEITH 8 NI |, I ASHHARIBRIHERIR
HTEBH EIEEED, BR , MXIZEW SQL Server HIERIERRATREE T UIRHE 8 KI2RE D E4£F)
Amazon S3 FIERE A \NF B ARt R F AT HIZ R,

ERERRT , XiF LMK H Amazon S3 LALEMMEMN 8 HBNE 40, NMMAWHITLEE
ZHE, BEENHERENHFRANEGER  XUUEZRS LEME , A TR BN THE
NHEFFENEFFMH,

BATBWEAZCachePercentDirty CloudWatch fE#rRISHEHFHEEA N X EFME LEMAL
2% Amazon S3 FEIEE , HEXR X UKSBHEEE M LEALBEBERT LIRS S3 XHMKH
FHE, BXEZEE  HSH T HEMXIER.

(® Note
IRESTHFEFMIAIM K CPU B, BIUEEMNx CPU AR  AELERIENS BN
CPU &R
X P B 3h & 17 RIF

EBYE SN EERIFIHEE , B S3 XHRMXALLBSRIFETHE , N\MEDTHRAFSNAEFE
HEEEA Amazon S3 F#iE ( MARBEMNX ) HEWXHEFMENERNER, BXEZEER | iF
SRR Amazon S3 BHEBXNREE.

ATHARMKELE | BWEXN Amazon S3 FEBHNAARIMMEATBET S3 XA MK KMITHED
Frh XML ThEE,

EREEDEFRIFEN , FERUTEMR

B R SMB AT % B KBy LE K S E HI KK API| MR 2021-03-31 127


https://docs.aws.amazon.com/filegateway/latest/files3/troubleshooting-file-gateway-issues.html#backup-job-fails
https://docs.aws.amazon.com/filegateway/latest/files3/troubleshooting-file-gateway-issues.html#backup-job-fails
https://docs.aws.amazon.com/filegateway/latest/files3/monitoring-file-gateway.html#understanding-file-gateway-metrics
https://docs.aws.amazon.com/filegateway/latest/files3/refresh-cache.html

AWS Storage Gateway Amazon FSx X#MxAFigE

- MREANBEFINAFINARFBRLEEEA Amazon S3 MEEEA B EERFE , LR
WHERRWSEROAETEER WK RIETE RER, BAKHZT R EREB T M DEN K
FIE R4 MR FERITH THRERENRE.

flan : MRENTHEARATNES  NENRFRFREN 24 PEITRZ 5 248,

- RENEEREA 5 2%, KRAXERA 30 XK.

- MRBEFRREIFEENEERFEIR , BUENR SQL Server By B R SEAK. RIFHMXEEFA
MR E SRS , E4AEURTFEMN Amazon S3 F# 8 X4 7B XK E,

MEZNMRUE THERE

BINIEARSERIZNMX , Storage Gateway AIAZHEBER B/ SQL HFEE. £ SAQL
Server f1# A TB 2 M HIEMN KB INERN SQL &4,

EHREBEZ I MEHM SQL Server WEPEBRT , FEERUTILR :

s TERBHNE4ARENTRENERLT , BN NFXBESRXKZ U L4 20 TB, &R OB E M
Amazon S3 FEEFLERN , MUEHIRSESX 40 TB.

o BAVBUVGHTT proof-of-conceptM XA B EMBEH ZRIBBEHRHNAMELE, BE SQL FMH TR
NIEESFHER , BN EMXBELNFEEHNER,

s EABBEENHRENREENA D TRELHEENENHEBMEM , BIUUEERITHRRERNZERT)E
K, ERET BNXETHEMN IEAR , B UREZSEBBHNAMR,

ATHEEZ O TERRNEARIR

« fEFfF SQL Server & 3774 £ Amazon S3 F AWS Storage Gateway
o FERXHERXBEYE SQL Server & 19774 £ Amazon S3 F

+ AWS Storage Gateway i F1£ Amazon S3 F#Z4# Oracle HIEER 17
» Backing up Oracle databases to Amazon S3 at scale

« fEFfF SAP ASE BIEFEE K El Amazon S3 AWS Storage Gateway

« —ANAWS H A E A =ik AWS Storage Gateway % 17

» S3 File Gateway cache sizing best practices
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https://docs.aws.amazon.com/filegateway/latest/files3/SQL-Backup-Best-Practices.html#SQL-Backup-Uploader-Threads
https://docs.aws.amazon.com/filegateway/latest/files3/SQL-Backup-Best-Practices.html#SQL-Backup-Uploader-Threads
https://aws.amazon.com/blogs/database/storing-sql-server-backups-in-amazon-s3-using-aws-storage-gateway/
https://aws.amazon.com/blogs/storage/easily-store-your-sql-server-backups-in-amazon-s3-using-file-gateway/
https://aws.amazon.com/blogs/storage/using-aws-storage-gateway-to-store-oracle-database-backups-in-amazon-s3/
https://aws.amazon.com/blogs/storage/backing-up-oracle-databases-to-amazon-s3-at-scale/
https://aws.amazon.com/blogs/storage/integrate-an-sap-ase-database-to-amazon-s3-using-aws-storage-gateway/
https://aws.amazon.com/blogs/storage/how-one-aws-hero-uses-aws-storage-gateway-for-in-cloud-backup/
https://www.youtube.com/watch?v=-ibL1eEcROI

AWS Storage Gateway Amazon FSx X#MxAFigE

R Z £ AWS Storage Gateway

ZEE2AWS BREHZE, ENAWS BFF |, BAUZRTENRREASREZEBBREALNERMY
ERBAIER OMMLZENY,

ZERNTHEEE AWS B3 1E, TEHEERAFEERNZNZEUNZFNLLM

« TEE — AWS ARRIE AWS =HIETT AWS RS EMEEHE, AWS TR BIRE UL LFEA
WHRS . Third-partyfERAWS EMITRIEM TR EA TR EWN —Z5 , B itV E &N = MK IE KA
ZENEME. ETHEERT AWS Storage Gateway WEMITRI , FSRZEAITRRESEE R
HAWSAWS BRFEREMITRIES.

— il

- DIKEE-BNREASEAN AWS BRFRE, BEFTENHEMRARNT , SHELENBFEHHR
. BRANERUNERREREEN,

WX BB T & T B a{a7EE A Storage Gateway BT ARELEBER, UTEBH AP NAE B
Storage Gateway KEIEN R MM ENEB T, SR FE2I MAFEAEM AWS BRSRBBYE IS 1E
MR &M Storage Gateway &R

Y B IER I AWS Storage Gateway

=

TAEHBEERX AWS 5 EA T AWS Storage Gateway R BIE R . WAERETIR AWS | AR
EITFIAE AR 2 IKEMIEN AWS Cloud, BRFRLEFNEEELEMEN ENRNBRES, BER
TIEFERARN AWS RS NZ2BRENERES. AXBERMNESER  BSAKERILELR
BREEAWSER. BXMNBERFNELR , BSRBEAKERITEZS (GDPR) Hi.

HFHFERPEHN , RNBUUERP AWS Ik EUEHEH AWS IAM Identity Center 5 AWS Identity
and Access Management (IAM) RENARAF, X , SMNAFP RRBETH I ERRAMENNER,
REVEBEBLUT AR HIE

- NENMNKFFERZSESHRIE (MFA),

« AT SSUTLS 5 AWS BiRBEFE. BIMNERFEA TLS 1.2, BWEA TLS 1.3,

- FRIZE API MAFES BE AWS CloudTraile XA CloudTrail RER#HIR AWS SEFIMEER
EZ# (AWS CloudTrail HF1ER) HFHER R CloudTrail £

- fER AWS IFERE RUREPHABERINZ 224 AWS BRS.

- FAESRIEELZERS ( HI Amazon Macie ) , EEBIF AT MR Z4E7E Amazon S3 FEVBUR
B,

BE R AP W< 2021-03-31 129


https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/data-privacy-faq/
https://aws.amazon.com/compliance/data-privacy-faq/
https://aws.amazon.com/compliance/gdpr-center/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-trails.html
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o MREE AWS BN GSITRES API HITHRINEEZST FIPS 140-3 RWiIFM INZESR | EEH
FIPS it R, BXTUHAMN FIPS MRNEZEER , B5H (EERIPELLLEIRAL (FIPS ) 5 140-3
RR) https://aws.amazon.com/compliance/fips/o

BABWETNNENRESIBBER (NEEFWE FIRA ) RARZHEHBERAXERTE
(WEBEMTFR ) . XTFEREARFE, API ZBRHFTF X ITE ST AWS BRS FH Storage Gateway
Hith AWS - AT ETMNER. AWS CLIEATEMHRED B AR AT R B ANE AR
EHTREA TR LK AL, WREMATRSERREM URL , BRIENETEEMU R I SEIUE
= ERBIEXN Z RS 2R iE R,

£ A#IEME AWS KMS

Amazon FSx XHMx X SMB % , &EXF&H SMB v3.1.1 #I5E , @5 AES 128 CCM #
AES 128 GCM, RANEFIWN B FERMBHITEE, A, FSx XHMXES AWSHERT
Windows File Server B FSx #{Eattt & A SMB %, EXAMBEEIE M Direct Connect 51Z
AWS |, HiREHEMIREEL A SMB RENEEREET. AWS

mEXHRS

EXEZER , 51 (EHT Windows File Server 8 Amazon FSx A 188) $# Amazon FSx
R BRIE DN B

£/ AWS KMS tmn#E#dEet , WicEUTILR ¢

- BRBFEESPHITHRSMNE. BRMEY , &£ Amazon FSx AXBIEH 1T INE,

- IAM AP ZMEFRA AWS KMS APl REFMENINE. BXEZEE , BZH (AWS Key
Management Service FF X A R 3Em) FHEF IAM FBES AWS KMSEEFE A,

/A Important

£ AWS KMS ZHH TIRSEFImMEBR , BIUERXNME 4], Storage Gateway T Z#FIEXT
WH4., BXESZELR , BSH AWS Key Management Service 7 & A & 87 & 89 &£ F X3 #n
HIEX PR

BXMEZFEE AWS KMS |, HZFT A= AWS Key Management Service ?
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https://aws.amazon.com/compliance/fips/
https://docs.aws.amazon.com/fsx/latest/WindowsGuide/encryption.html
https://docs.aws.amazon.com/fsx/latest/WindowsGuide/encryption.html
https://docs.aws.amazon.com/kms/latest/developerguide/iam-policies.html
https://docs.aws.amazon.com/kms/latest/developerguide/symmetric-asymmetric.html
https://docs.aws.amazon.com/kms/latest/developerguide/symmetric-asymmetric.html
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
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Y B 19 #1158 & E AWS Storage Gateway

AWS Identity and Access Management (IAM) AWS fg35 AT # BN EIE R 22 iR HIx AWS BIRA 7R
R, 1AM B 5 32 1 AT DU 4T S 3000 ( B ) MR ( BR ) A AWS SGW &R, &AL
/A IAM AWS RS , TEIZFEANER,

- B

FH
2

o

- EFASOHITEHEIE

- ERARBEERH

« B{EXH % AWS Storage Gateway A1 5 IAM

« |dentity-based HYZEBE =5l AWS Storage Gateway
- [BIBHEE AWS Storage Gateway & 13 #1177 17 X BR
o fEARIEIRHIXY M 5 M B RAY 15 [

A

Z X

& A3 AWS Identity and Access Management (IAM) Rf&H AR :

- RFAF  MRETEHEITNEE , EMNEERALLERNR (EZH R EHEE AWS Storage Gateway
SHMIBRNR )

- REEER : BEAFHENBRHIERINRIER (ESHIRIES E AWS Storage Gateway Al 5
IAM )

- IAMBEER  wERTERGRINRRE (B2 HIdentity-based B B 5] AWS Storage
Gateway )

2 B 02 1T B IR AIE

SRBIIRE AWS FASMETIERFNAR. BXTEL IAM BF BHHTEHBIE AWS KR A
P, REBETEE IAM AeHTEHKIE,

& LAME ISR B 54 RIVIEPH AWS IAM Identity Center ( 120 ( IAM Identity Center ) , B REXE
B EIE® Google/Facebook iEF , ABXE F B R, BXREZNEZER , S (AWS X AF
B PHMAEFEN AWS IKF,

Identity and access management API W7 2021-03-31 131


https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html
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S FRIEFE , AWS 124t SDK Ml CLI KX FERFTINRZEE, BXREZELR , H3H (IAM AFE
B BHSERT APl IEREIAWS ZZ A 4,

AWS ik~ 1R

BIEET AWS K7 , BEESBE—1NEN AWS IKF root BFHNERSH , RSO AUTLIHRIAERIR
AWS RS MR R, BRIMBNBWAERERBRAFHITEERES. EXFTERAFRIENGES , BEH
(AM RF$Er) RIVEERA S TN ES,

oS- g7

FERBEXER , ERAXAFERESHRHAPNERKS 5 ORI 8 AWS RS R IGRHER#HITH
A

RESMREXRBENDIEFR, Web HA1RMEA A Directory Service , & AWS RS A%
BEHRNERHTHRNAF. ReFHRATRHERZIENAE,

EEGERFRIMNER , BiEA. AWS IAM Identity CenterBEXEZE R , 25 (AWS IAM
Identity Center A #§R) RV L =2 IAM Identity Center ?

IAM A P EF4A

IAM AP RMENMNARBNARFEFRENRN — 50, BUERAGNEIE , MIEEFKHPEIL
B IAM AP, AXEZER , B2H IAM AFERETHNERARASEAS O RHAENRES S HRIE
F B AWS i I B IE B AT 5 ] o

IAM (HIEE—4H IAM AF , ETERMMN KERAFP#HITNRERE, BEXEZER , 555 (AM A
FIERE) i IAM B E R =46,

IAM A&

IAM BEREERENRNSH , TRHEIKNZEILE. SABIMNAFTRE IAM A6 (2FHE8 ) R
H/A AWS CLI i AWS API ##ERRAB B, AXESZER , F5H (AM AFER) #HETAS
B 75 5%

IAM B FERREAFE,. met IAM BFRR, BIKFiGE, BRS G RILAKRTE Amazon EC2 iz
THRARERFEEER, BEXEZER , 558 (AM AFEE) B8 IAM R R EIK P &R
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_sigv.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/gs-identities-iam-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage-assume.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage-assume.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
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£ A RIS E IR 5[0

BT LA AWS B B2 R EE G EM IR AWS SO B RKZHPHHRNR, KEELTEHHH
BRRKENR, AWS EERARHBERFIFMEXLEBR. KSHERBEELL JSON X1y AWS £
ANFHEEP, BX JSON RBXHEHNESZEER , HZH (IAM BFEm) F# JSON KR,

EERAERARE , B E A E R B LS4 T BLE R RN T LR EREEERNIE R

o

N

MANBERT , AFMARRENR, IAM EER 62 IAM REFRERZ AT , REAFAILEE
EXEAG, IAMRBEENER , BHITREMANG ETX.

|dentity-based B

Identity-based KRB &M MBS ( A/, HAAE ) B9 JSON R FRE Y, XLREEH S0
DHATHABRE, IBMETFRRITUREFALAZETT. ETHRNMANERETSMHER  E35H
(AM BFRiEm) PEAEREBERRKEN HENL IAM R,

|dentity-based KREE AT AR AR REE ( EEBRAZENF GO ) AEERE (MBS NS HHIMIR
B ). BETRIAEXERBENAKKK I TER , FSH (AM AFERE) FRERERERKS
REX SR BE 2 R HE1T IR,

Resource-based B FE

Resource-based SR BE 2 & i0EI % JRAY JSON KEE M H, RHI2IE IAM BEEEEEEF Amazon S3
FHERE, EXRETERNERNERSH , RESEEBERAUUAERAEIREFSEXNEERRNGE, &
HAEERET R RA KRR IEE M,

Resource-based R EMN T ZBESTFHHNERK, ETFEEETRRNEBPER IAM 5 AWS #E
=

HREgRE
AWS X HAMFREER  XEFHERATUREEFENNRBERBERFHRANR

- NRILR -EBEETEMHNRBILURT IAM ZEHNRANR. BEXEZEE , E2H (1AM AF
/) S IAM SEEH PRI,

« PREILEIKRE ( SCP ) - I8 AWS Organizations AL RALE TR AR, EXEZELR | #F
2 (AWS Organizations FAF1§F) KRS =K

ERARKERER API fR7s 2021-03-31 133
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- RIRIZEFIREE (RCP) - REXNKFPRBENZAATANR. EXELEER , 555 (AWS
Organizations AAFEmM) PR EIFRZEHIFE (RCP) .

- RERKE - ENACHEKSAFCERRRSERN , FASBERENSHEKR, BXEZER , BS
5 <IAM BFPiEm) PRISERE,

S REGRE

SN RBEWRBEA T —MERE , ERORREMERNELIRRE, BT HRES RS HRBEER
WA AWS BER B AVER , HS5H IAM AP EE R R ITEEE,

#4755 AWS Storage Gateway Al 5 IAM

EER IAM EEX AWS SGW A RINBR 281 |, E% T HREWLE IAM TheET BT S AWS GW,

&) AR B FA Y 1AM ZhBE AWS Storage Gateway

IAM Zhgg AWS SGW % ##
Identity-based BUR =
Resource-based BE a

REHRIE =

EHEMRE (BETRS ) =

ACL &

ABAC ( RE§HPRIFRZ ) i
BRIEFRISE (FAS) =

BEAE =

Service-linked &

fim
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_rcps.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
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ELME T AWS SGW MEfE AWS IRFMASKSEH IAM HEEER &R , ESFH IAM AP SR+ H
5 1AM Be & ERAMAWS RS,

Identity-based HYEZR AWS SGW
XBFETEMNER: 2

|dentity-based I 2E AT LAKTINEI &4 ( Hlin IAM B, AFASRAE® ) B JSON R K THY,
X LSRRI E AP AR UEMEKAE TN LR FRTHERE, ETHRNNGUEZET SR,
BZHE (IAM AFiEmR) PREAZEFEERETRENBEN IAM R,

BEMEMA IAM ET S HKRE , BUEE R TRELNRENTRUAR A TFHIELBREENRSE. B
THATI#E JSON REEFEAMNFATE , S5 (IAM AFER) S8 IAM JSON KB T 5 H.

|dentity-based HY SR B& =B AWS SGW

EEE AWS SGW ET MM KM R , S, Identity-based KB =~ AWS Storage
Gateway

Resource-based RERBE AWS SGW

XFETRHRRRE : &

Resource-based B 2 &M NEIRIRA JSON KrE X, ETRFENREN RFITIE IAM BEEE
REEM Amazon S3 FEE X, EXHFETHERNEBNERS S , RSEE R AUEA SR EHFT
BERBHIER, N FEEPHMKRBEARIER , REENLEEEET U ZRBEHRITHEREUREM
AZHETINT. EXAEETRENRBPIEEETR, ZRATUIER,. AR, A, ReAFRR
AWS ARZ5

ESHABEKFHRE , BUEENKFHETCKF P IAM ZEEENETERNRBERN TR, B
XEZEER ,BSH (AM BAFERE) B8 IAM RV ETK - F IR .

RT3 AWS SGW
TRERIRE: 2

EER WLER AWS JSON REERIEEHERRIBEF L, BR2HR , BNEETUANT AR FERITER
1, URIEMAZRHETHIT,

JSON REEH Action TEBRTATERKP AWRIEL G RNVRIE, EXRBPISREARTFR
ITRERIRERVR,
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EEE AWS SGW #EFIx , FZH (RSBRNSE) HHY AWS Storage Gateway E X EV#E1E.

AWS SGW HRYRIEIRFEIRFRIEA L TRIR :

sgw
EEEMEAPEESIRE , BEAESRENRT.

"Action": [
"sgw:actionl",
"sgw:action2"

]

EEEF AWS SGW ET B ERERNRAl , BES . Identity-based # KB = AWS Storage
Gateway

Ry BUR IR AWS SGW

XEFRBER : &
EIE R A LAER AWS JSON REERIBEW ARG RMF L, HHRH , BNEAATLI AR RRITER
&, BAREA ARG TIIT,

Resource JSON R TEIBEEMENAREN —IMNHZ AR, FAZRESE , HFEHAE Amazon
BRABF (ARN) BBERR. N FAZERBERNRWIRE , BEABES ) ERBONATHMER
Ro

"Resource": "*"

EEFH AWS SGW BREEKH ARN B3k , HZH (RFENSE) HH AWS Storage Gateway
EMNER. BETHRETUEAMEREREESHRIERN ARN , B2 AWS Storage Gateway E
MBI,

EEF AWS SGW ET SRR RHB , i5ZSH, |dentity-based #Y KB =l AWS Storage
Gateway

M SRRE SR 88 AWS SGW
THBETRENRMEMAR 2
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_storagegateway.html#storagegateway-resources-for-iam-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_storagegateway.html#storagegateway-resources-for-iam-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_storagegateway.html#storagegateway-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_storagegateway.html#storagegateway-actions-as-permissions
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EE R WLAER AWS JSON REERIEEEERRIBEMF L, 2R , BN EETUANT AR FERITER
B, UREF ARG THIT,

Condition TERBENNRMEEFVMENIT. BALGIRERZEZEN (FlW, FFTHN0
T ) WEHRER , MERBPNFEEERPVERTE, EEEHME AWS 2R&ZHRE , F5H
IAM AFEREPHAWS £ 354 £ T XEHA.

EEE AWS SGW &H4#E4RYI%K , BZH (RFBEXSE) FH AWS Storage Gateway FHZE 4.
ETHEA L ERAZHRIVEENRR , 55K AWS Storage Gateway T LBV R E,

EEFH AWS SGW ET SR RH , 5ZSH,. |dentity-based #Y KB =65l AWS Storage
Gateway

W AR ACL AWS SGW
T ACL: B

mRRHESIER (ACL ) Z#FHMEEAE (KFKA. AFHAR ) ARGARAR. ACL EETHFNE
BESRAL , BEMIRER JSON B AEER,

ABAC with AWS SGW
X ¥ ABAC ( REEFRHARZE ) : 8RO

Attribute-based 7 H#2 % (ABAC) B —f RN KM , ERB|EUMNREMNBEERE LR, BRI LUFIRE
By ANE] IAM SRR AWS IR , RIE1RIT ABAC REESLAFEZR R ANIREERIR £ VFRE ICED At
1THRE,

EETHREEH R, BEEMFEA aws:ResourceTag/key-nameaws :RequestTag/key-name =
aws:TagKeys R4 EBERBNRHE TEZPRUFEER,

MRENMRSH TEMRBRREBXIEMEX =GR , WNTIZES , ZENR. NRENRSFN
NTHDFRREIESMBEX=AZMHR , MZENTD.

Ax ABAC MEZEER , B2H (IAM AIFiEm) FREA ABAC RAUEXIR, ZEEHIXE ABAC
SEHROHRE , wFSH (AM AFER) PRERAETEMBNTHRNREZES (ABAC) .

FimeHE$H 5 AWS SGW

Y EFImAEILE ; 2
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B IE IR A AWS RIRRVEHIHRINR , H ERELEARE OB TRACH B3I EIEN.
AWS BUEHSERIGEHES , MARERAKBHRZRHA, BXESEE , H2H (AM BFE
) FHYIAM PRV IGRS R FEMER IAM B, AWS RS

HRIpESTE AWS SGW
XEFERBEKXE (FAS) 2

HRFI2TE (FAS) A E A ZHFAINER AWS RS , Bt AWS RS @ T RS & HiERNE
Ko BXRAH FAS ERIFHEREFE , BEREREALE,

MRS A& AWS SGW
xBRFAG R

BEABGEH—TRFIEE. RREHTEEN IAM £, IAM EE R AT IAM R al22, S Fm
RIS AR, BXEZER , 52 (IAM BFER) PMalED AWS REZRNENAE,

/A Warning

FRRS A NIRRT AWS SGW BIIRE, X2 AWS SGW RHMEXIE ST RiE
BEAE,

Service-linked W& AWS SGW

XERSKREKAS : 2

REMHEXAERE—MERSHRIEN AWS BREREZAG, ZRSZTURBENITERIE, Service-
linked B EIMELL , AWS Ik HERRSE. IAMBEEBAAUESEFTERERS<KAR
HI PR o

EXUEREERSHEXACHNIFMAEE , BSHERS IAM HEFEHANAWS S, £XRPE
#Service-linked B 5|YesHFZENRSE ., EFRREEUEFTZRZVWRSHXH G R,

Identity-based H) KB R AWS Storage Gateway

BRUABERT , AFPNAEeXTREESIEH AWS SCGW BIR. ERTFAFNAERFRHITRENK
PR, IAM B 7 AT LI IAM SRR,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
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BT RMAERXLRSE JSON REXHLIEET IAM BHHERE |, 56 (IAM BFiEE) P8
2 IAM K (#2F8 ) o

BX AWS SGW EXWIRENBRELE (S FESHRRXEMN ARN XX ) WiIFHAER , E2H (R
SENSE) P K AWS Storage Gateway HIigE, FRERMEZERE,

£}

- RESEREK

- £/ AWS SGW #Z#|&

- AFAFERMITESHRR

R R fE SRR

|dentity-based REERERB B ATUEEWIK S FAIE, HE MR AWS SGW BiR, XEBRAET
BEAME AWS IKFFERAE, BIRNARERT SMONREERN |, HEFBUATERBMEIL

- FFHAER AWS RE R H RO RENBENR — BEFBOAFPNITERBR TR , BEANTS
ERAPIRTNRHAWS FHERE, SIEMRNRARTH AWS IKF, RMNBUEETELHN
EHRABIN AWS ZEFRERBRAE-TBINR, BXESZEER , BZH (AM AFERE) F/Y
AWS F£E R THERREERNAWS FHE R

- MARENR : EFEA IAM RERENRN , BRTFHRITESAENNERE. At , BEUEX
EREXRHETUUNBFERBRNITWIRE , SN RENRTFT, BXER IAM NANRRHESE
B, #EZH (AM AFER) B8 IAM R FIR.

« R 1AM SRRE AR Ay S 43t — S PR HIT5 R AN PR ¢ 8 AT LA [5) 5 B 7 BN S 44 SR PR I XS R RN A R BV 15 8] o
flan |, B LUREREZ M REESTER SSL KEMAEIER, MERFBERBEIBENSRE
AW, MBI AERARERE T RSFIEENTFRINER AWS BRS , il CloudFormation, BXxE
SEL , ESH (AM FF5R) 19 IAM JSON EMTE « &4,

 f£/ IAM Access Analyzer BiF&EY IAM REE , DUBERN BN Z MR IhEEM - IAM Access
Analyzer 2KIEF REEMIM B KR , LIBERRERFS IAM REIES (JSON ) M IAM HESE
B, 1AM Access Analyzer £ 100 ZTRBEREMAIRENEI , UHBBEREELS BINEEMREN
i, BXEZER , BH5H (AM AFEM) P IAM Access Analyzer BiE KB,

- FEZESHRIU (MFA)-IIR AWS IKFENZRFE IAM AFSRAF |, BEA MFA BIRE X
&M, EEEREA AP BENTFE MFA |, B MFA R4RMEIEN RS, BXESER , B2
59 <IAM A $ER) FRVER MFA RIP APl 514,

BX IAM AR REIRNESELR , H20 (AM AFER) #1 IAM R £ HEXEK,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
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£/ AWS SGW ##l&

Ei5a AWS Storage Gateway #2414 |, B4MHE —HARENR, XENBESLRAFEIHNEES
RIE AWS KBy AWS SGW ’ﬁiﬁﬂ’]lﬂﬂﬁn B, NMRELXENRENREARNETSHNER
B, JFHMT ZRBOZE (AFPHAR) |, BHERLTERMBEEEZT.

MFREA AWS CLI 5t AWS API WA, BEFNEREFEZHENR, R , IRFHREH
ZIHAMITHY API RVEM TE RV IRAE,

NEBERAFPMARMNMATLER AWS SGW #H & , EERF AWS SGW ConsoleAccess
HReadOnly AWS L E R INEIKE, BEXREZEER , HSH (IAM AFER)Y P8R AP A1
R

AFAFESHINE SR

ZRBIRER T SRR AR IAM AR EER NI EAF BN ABRFMTEE K, LR
AFEEERSE ESHEA AWS CLI 5t AWS API BURRE A R TR IR ERN R,

"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console
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"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,

"Resource": "*"

B B HEE AWS Storage Gateway & 14 F i @] 1 fR

ERUTERRFEBEZMAMESEER AWS SGW M IAM Bt AT BEIE B /Y & L [7)

IH
« RENELLTNERITERIE AWS SGW
o BRFEMINIT iam : PassRole
o REAFRIUNAWAFEA AWS IKF iHRIFKA AWS SGW ‘iR

REREU T ERITRIE AWS SGW
MRERBERETR | BALTARRTENMRE | W 2REH KA RATZIRAE.

% mateojackson IAM AP ZRAFERAEHAEFTEXREM my-example-widget BRIRNIFHAEFE. |
BFRFAEN sqw: GetWidget RA , 2K 45T RAIEIR,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
sgw:GetWidget on resource: my-example-widget

FERBERT , BIEH mateojackson AFHEME , LATER sqw: GetWidget BRI my -
example-widget &iRo

MBEEERE  FHRALHAWS EER, FHNEERARRHEREIEINA,
RN IT iam : PassRole

MBS BEIREE | BRETRIITiam: PassRoleigfE , MISAMAEF BN EUA FEEHEE
45 AWS SGW,
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BE AWS RS A ERIIAEABKEL1ZRS , MTARAIRMNBSAGIRSHEXEE, it ,
BBMEBF A LSS RSINR.

L& N marymajor MY IAM AP ZAER RS A E AWS SGW FITRIER , 2 RELLT RAOIEHIR,
BR , BRELAEARSACAHARTFHNRT AIHTIEE. Mary FTEAERARELEIRSHNR,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EXMERT , XIEH Mary B KB L A F#EINAT iam: PassRole #1E,

MREFEHDY , BHRREN AWS EE R, ENEEARRHEREIENA,
/A Important

Storage Gateway A LA A £ iam:PassRole REGIREZENIMNERS AR , EFXEE
A iam:PassedToService £ T XEAFMRIERSTIZFERSH 1AM KB,
BXEZEER , 55H (AWS Identity and Access Management A #EE) R TER :

« IAM : ff IAM B BEBLEE AWS RS
- BAFRTRABMEELS AWS RSN R
« IAM WA A &4

BRATRIUANAEA AWS 1K 1A EFEE AWS SGW B R

gapltlgE—1ae  LEREMKSPHAPREERANARTTUERZABRIGRIEHRIR, &0
UEEEESEY , AIURAAR, XTXHETRFMNRBEHTREHZIR (ACL ) KRS , E7 2L
150 PR 3 L SRS o) A B 3% T X AR B B IR Y 1 R0 A

ETHREZER , BZRAUATREA :

- ETH AWS SGW BREXFXLEEE , 58S HRIESE AWS Storage Gateway A5 IAM,

- ETHNARENESHENEFRNIHENRAWS K, B2H IAM AP ERTHEEHE AWS
TP 85— IAM AP RS R,

- ETHRNAEE=FREXNEHERAGRNE AWS KF , BHSHE IAM AR ERTHREE=4E
HiFER. AWS Ik

- ETHIMES HHERERIERMHBRNR , H2H (AM AFER) PHAILINTSHRIEN
B ( BRBRERIE ) BEHRRER,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_examples_iam-passrole-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_passrole.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_iam-condition-keys.html#ck_PassedToService
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
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- ETHEAACNETRRNRBHTERSHRZENES , H36 (AM AFER) B8 IAM
o Y S K P BR 5 ]

58 P S T 3 R ARG U5

ER X R FRRAMRENH RN , B AERAETHREMN AWS Identity and Access Management
(IAM) KR, &R AE R P Ap 5 R R AR

1. BIEM X TR £ VAR IRFIN X LR IR F

2. BHIFLE IAM 5 RFH PEERIRZ.
BXRUNMAERRSEFHHRNESR , TSR EARERS T,
BIER R LIRS 15 7]

ERGFHAPRAS TN MK B FRRITHRE , BUUERAMXTRENIRE, Sl , BaEHERE
NHEMX R IR LR RMEN R RIBEL N ZEFRRITIREN API #1E.

LFREIAFAFRACHIERRNIT ListTagsForResource, ListFileShares #
DescribeNFSFileShares &, REARAB LWHEFHEBIREN allowListAndDescribe HfF
BIREN yes B}, ZEXKMTEA,

JSON

"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"storagegateway:ListTagsForResource",
"storagegateway:ListFileShares",
"storagegateway:DescribeNFSFileShares"

]I

"Resource": "*",

"Condition": {

"StringEquals": {
"aws :ResourceTag/allowListAndDescribe":

yesll

}
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}
}I
{

"Effect": "Allow",

"Action": [

"storagegateway:*"

1,

"Resource": "arn:aws:storagegateway:us-east-1:111122223333;*/*"
}

BIE 1AM ER PRV PR 2 175 7]

ERE AP AN M B RATERE | EAIBURBERSE IAM RBERERZNE. fl, BTUEE
— KRB, SURIE A PGB R AN R T SHELMITIREN API B4,

EUTREHF  REEAFPEAEMRITIRENIRSHEET N Department ] Finance 8% , £ —
KBAFTATAFPCIRNx, EFEHZ AP BER | B LU ZRS R INEREERF,

REERXR ENIRENEEN S Department ] Finance LER , FE-KIBAFTAFHAFAENKL
BIEME MRS (NFS) RS EEER (SMB) XHHE, WA, AP ESTFRZRMEI G HE
B, FEFRZHWER/MEN AN Department # Finance, HERIEXHHER | B LR HMNE]
XHHER, FBENRNIT AddTagsToResource o RemoveTagsFromResource B4 , Eit , A
PRI AR PR 2 3 AT IX LR R,

JSON

"Version":"2012-10-17",
"Statement":[

{
"Effect":"Allow",
"Action":[
"storagegateway:ActivateGateway"
1,

"Resource":"*",
"Condition":{
"StringEquals": {
"aws:RequestTag/Department":"Finance"
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}

}

},
{

"Effect":"Allow",

"Action": [
"storagegateway:CreateNFSFileShare",
"storagegateway:CreateSMBFileShare"

1,

"Resource":"*",

"Condition":{

"StringEquals": {
"aws:ResourceTag/Department":"Finance",
"aws:RequestTag/Department':"Finance"

}

}

}

By &M UE AWS Storage Gateway

Third-party ERZNEMIT KB —EB% , it 572 14 AWS Storage Gateway FIZ £ AWS 4 #
EHE, HFIHE SOC, PCI, ISO, FedRAMP, HIPAA, MTCS, C5, ENS High, OSPAR #
HITRUST CS K-ISMS F,

BXRBESHAITUEE AL AWS RFFIXR , BSRBEEMITRIX S HEENHAWSAWS RFEEN
ik, AX—REE , BSHAWS &M HIAWS,

BALEATRE=HFIUHRE AWS Artifact. BXESER , BSEHN THIRE HH AWS
Artifact,

IR1E £ A Storage Gateway R EM M TEHEW BN BEME, BN ANESAME B RAREANE

BEARE. AWS REUTRFERFEEHZEAEER !

- ZEEAMHEREANVER — XERBEETHETRMWIEZESET , HERTELBBUZSHENE
AMNESNEERBENDS R, AWS

« HPAA Z2 58 RMBAES — AARBER T QA RAMAEARCIENAEF. AWS HIPAA-
compliant

« AWS EMEIRAWS — It THAEMIErI S v 883E A T PR E AV T L M PR 1E 3 X
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https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://aws.amazon.com/quickstart/?awsf.quickstart-homepage-filter=categories%23security-identity-compliance
https://docs.aws.amazon.com/whitepapers/latest/architecting-hipaa-security-and-compliance-on-aws/architecting-hipaa-security-and-compliance-on-aws.html
https://aws.amazon.com/compliance/resources/
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- EAAWS Config FF & A & f5F F AN T4 %R — % AWS Config RF TSN B REEE S K
BELRENIRE, TLENFEM,

« AWS Security Hub CSPM— 1tk AWS RS A2 H T RENZ LR AWS | BHMERERS
21T AR EMREKE,

Y/

HER

#FME1E AWS Storage Gateway

AWS £ REMIRIERE S AWS X1 7] A XHEN.

AWS X REEHRFEROREFEHASHNNEVLE, SEEBHEPOBN—ITAX (AZ). 8
NAWS X H— M EXEAEL=AMRLREEENE LS TNTRAXEARK. SEASRHBT
B, EEF - IMXEELNENKERC , MBS AWS X REFNZSTHXRITHRERHE
WL, BNTAXMERMYNER, SAMYELERE , HEBIAR, BEEREMNEIHITE
2, IRENHBEFEXRISTAYE , AUESNMTAXPEERSNAR , AXANEFNBEM,

AWS X HERERINEMBRZT2HE, SAMNBERY . TRAXZEHNMEREIENE, W
FMREAXRNTAR zENRLSES, TAXAUBMRNRS MR REITOXUASANSTAME, MR
S AR EFRTOX , WAL FRETEFORBENRY , UBLEZRER, Bh, EBX, i
EERENTE, TARSETHETAREYE LHRESENER , EMETARKRKIL 2 BHEETE
100 0B (60 EZE ),

BX AWS X MATARXNESZER , BSRAWS £REM %,

BRT AWS £IRERIZEMIS | Storage Gateway & X VMware vSphere & B At (VMware HA) ,
USBRFPER TEASAZES. RV EERFIMERENE N, EXELER , BSAY
VMware vSphere & ] Fi 15 Storage Gateway && .

R B iR i Z € AWS Storage Gateway

ER—IMIEERS , AWS Storage Gateway= &£ - AWS Well-Architected #2ZEF#IRHY AWS
LRNELZEREFNRT,

EAILAER AWS EX Y APl BB M &7\ Storage Gateway, BF RSN IFEMEL S D
W (TLS ) 1.2, BEFRELMZFEATEEFRE (PFS) NEBEN , fliE LR (DHE) Stk E #
4 55559 Diffie-Hellman (ECDHE), Diffie-Hellman AZBIARE (1 Java 7 REBMRA ) B
XL,

o, AAERF RIS ID M5 IAM EAEXRBKAORZRG B BARTBERHJITZE. E , BUTUER
AWS Security Token Service ( AWS STS ) £ R IFAT R £ EIERITERI#ITER,
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https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://aws.amazon.com/about-aws/global-infrastructure/
https://docs.aws.amazon.com//filegateway/latest/filefsxw/vmware-ha.html
https://docs.aws.amazon.com//filegateway/latest/filefsxw/vmware-ha.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/welcome.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/welcome.html
https://docs.aws.amazon.com/STS/latest/APIReference/Welcome.html
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® Note

&R AWS Storage Gateway IR Z WA FEEELN, , HFEFNEHMEM ARG RSB RE
TR, 2HEAREEMXEFINFUAN T EZLEARREIENRTARESD , TE2SH
P HIMEE , HApEEMEMNZFRBEERXNEED.

AWS EHiEE, 2 MEE CVE. (ENEERURAEANN -2 , RITXLERBENEBE
B4 A Storage Gateway ., XEBERFBEREITNNEFNBRRNENEERXEHFIE
W—HoRA. BXAMNXEFNEZEE , BSRERARHEEEMNXEFH. AWS Storage
Gateway

AWS Z 2 HEXE

AWS Rt TSR 2T HEEFIENXIREBCHEZERBNER., XEREIKRE —RAEN |, 5
TREZTENREWAIR, FEXRAETESLNHRITHRRENMEER , BREANEHAN
ZRAEMARES. BREZER , BEH AWS ZE2HEXEK.

BFRMEE AWS Storage Gateway

Storage Gateway 5 AWS CloudTrail—BiRF &K , ZRFREMEAF. A AWS RS Storage
Gateway B R EHIREMIERE. CloudTrail £ Storage Gateway FIFFE APl ARABRANEH. HIRH
HWHASEXE Storage Gateway 12 #| & A MY Storage Gateway API 2ENABRA, NREL]
BTRER , WAL [ Amazon S3 FiE L& i CloudTrail B4 , @3F Storage Gateway FI =
., MREKREERE , BMATLIE CloudTrail ZBHI AW “BHHLRER PEERFTNEH. £H
WEKE R CloudTrail , A LAFAE G Storage Gateway & HBViER, AHERMN IP ik, #AHT
BER, AEHEBERAREMIEAER,

ETHEZEE CloudTrail , & ® (AWS CloudTrail AF ) o

Storage Gateway 1 2z T CloudTrail

CloudTrail 72612 AWS K it 2R EMNIKF EBUE. 3 Storage Gateway PR AETESN |, ZEHS
EHAftst AWS IRSS CloudTrail B —REiZRESHNLIEFEF, BAUEHCSH AWS KFPHEE, #
RNTHRELENSEY, BXELER , BZRFEASHAEIEREE CloudTrail E,

B F% AWS KR IEH | B§E Storage Gateway HEH | HEIBBER, BE ALY CloudTrail
FEHEXEE Amazon S3 . BIABERT , YEEEH AP EREN  ZRESNAT
B AWS Xigf, WIRERIZRE AWS 2 XFiERMEXEFNES , AYEEXHREERIBEEN
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https://docs.aws.amazon.com/filegateway/latest/filefsxw/MaintenanceManagingUpdate-common.html
https://d1.awsstatic.com/whitepapers/Security/AWS_Security_Best_Practices.pdf
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html

AWS Storage Gateway Amazon FSx X#MxAFigE

Amazon S3 7. ULtA , EBrLiE EH M AWS RS |, U — S 2 M4 CloudTrail BEHUYE
NEEHE. BXEZEE  HSEATIRNE :

o B REREA

« CloudTrail KRS FERK

- BLi& Amazon SNS E4% CloudTrail

- ERXRBSZANMXER CloudTrail BEX 4 MEREK B ZMNKF R CloudTrail BE 4

FT B Storage Gateway BRIEFXIER Tk , HieRERIEEXEH, Hln,
FtActivateGatewaylListGateways., HShutdownGatewayiR{ERAA S CloudTrail BEX 4
RAER%E,

BIMNEHHATREBESEXRERBFRNAREGR. BHEEABTEHEUTRE !

- BHEREZMFEHIRIEBIER AWS Identity and Access Management (IAM) B FEIE % Ho
- BREFAACGKEEKREAFNENZLEIEREHMN,
- BERESHEM AWS BFEH.

BEXREZELR , {2 H CloudTrail userldentity Jt%,

T & Storage Gateway B EX#H%KB

BERE—MEE , AP SSESHERN BEXEFEHRNEEEN Amazon S3 7@, CloudTrail BE&EI 4
BE—NEZNMNEEREB. EHARKRRKBEMRENEMER , BEEXFRWRE, BENBHAR
B, ERSHENFELR, CloudTrail BEXHTREAH API BANEFHKRRE , HEtE1T2RE
A4S EMNIRE HI,

LT RGIERTERZIEIERN CloudTrail BESKE,

{ "Records": [{
"eventVersion": "1.02",
"userIdentity": {
"type": "IAMUser",
"principalId": "AIDAIISAUEPBH2M7JTNVC",
"arn": "arn:aws:iam::111122223333:user/StorageGateway-team/JohnDoe",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName": "JohnDoe"
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html#cloudtrail-aws-service-specific-topics-integrations
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/getting_notifications_top_level.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_Operations.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
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1,
"eventTime": "2014-12-04T16:19:00Z2",
"eventSource": "storagegateway.amazonaws.com",
"eventName": "ActivateGateway",
"awsRegion": "us-east-2",
"sourceIPAddress": "192.0.2.0",
"userAgent": "aws-cli/1.6.2 Python/2.7.6 Linux/2.6.18-164.el5",
"requestParameters": {
"gatewayTimezone": "GMT-5:00",
"gatewayName": "cloudtrailgatewayvtl",
"gatewayRegion": "us-east-2",
"activationKey": "EHFBX-1NDDQ-P@IVU-PI259-
DHK88",
"gatewayType": "VTL"
1,
"responseElements": {
"gatewayARN":
"arn:aws:storagegateway:us-east-2:111122223333:gateway/cloudtrailgatewayvtl”
1,
"requestID":

"54BTFGNQI71987UJD2IHTCT8NF1Q8GLLE1QEU3KPGG6FOKSTAUUR",
"eventID": "635f2ea2-7e42-45T0-
bed1-8b17d7b74265",
"eventType": "AwsApiCall",
"apiVersion": "20130630",
"recipientAccountId": "444455556666"

]

LURRBIE R T E R iZ ListGatewaysiZ4EH CloudTrail BE&E% B

{
"Records": [{
"eventVersion": "1.02",
"userIdentity": {
"type": "IAMUser",
"principalId": "AIDAIISAUEPBH2M7JTNVC",

arn": "arn:aws:iam::111122223333:user/StorageGateway-
team/JohnDoe",
"accountId:" 111122223333", " accessKeyId ":"

AKIAIOSFODNN7EXAMPLE",

}I

userName ":" JohnDoe "
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" eventTime ":" 2014 - 12 - @3T19: 41: 537 ",

" eventSource ":" storagegateway.amazonaws.com ",
" eventName ":" ListGateways ",

" awsRegion ":" us-east-2 ",

" sourceIPAddress ":" 192.0.2.0 ",

" userAgent ":" aws - cli / 1.6.2 Python / 2.7.6

Linux / 2.6.18 - 164.el5 ",
" requestParameters ":null,
" responseElements ":null,

"requestID ":"
6U2N42CU37KA08BG6V1I23FRSI1Q8GLLEIQEU3KPGG6FOKSTAUUG ",

" eventID ":" f76e5919 - 9362 - 48ff - a7c4 -
d203a189ec8d ",

" eventType ":" AwsApiCall ",

" apiVersion ":" 20130630 ",

" recipientAccountId ":" 444455556666"

3]
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HE&E Storage Gateway 3= 7] &

ETXR, BAUKEESMX, EHNFEE. XHRE., aTAME. BIEREFNIRBERORESSERUKRE
B EHEBRIE R . NibMAXHEBREERENBEEXFNELMLEAE LMK, &7 A BN
BEHERRIS B EE VMware vSphere & 7 A tE (HA) £ A& LiZ{THIMK,

£
o WIEHERR - MXBLEA : THRNMAY A ES MK L Storage Gateway ZHIEFERABLH

&) &

o HFEHEBR : Active Directory B : 7 R = 1849 X4 M >< 10 A E Microsoft Active Directory 13T ,
MR WEEEIREE ()20 NETWORK_ERROR, TIMEOUT = ACCESS_DENIED ) i%E 4.

o WEHER : MOBUERIE - T BESIREUE Storage Gateway BTN E| A ZR4E IR EHENER TiZEA
1o

o BUFEHERR : Aub <R E- T BEFAARBRMCN BT WA RE | URNAA T ZF EZFN
] LAHS Bt 1T S B HEBR o

o BUFEHEBR : Microsoft Hyper-V ZE R : T #EE Microsoft Hyper-V ¥ & L ##® Storage Gateway
B} A BE & 2 Y BE BY 8] &,

« WEHERR . Amazon EC2 WX A : BERBEXREFEAIEE Amazon EC2 £ #Y M < BY A] BEIE F #Y B8
Ha @ E R

o WIEHERR - WS R RE- T BRI RRESE R AWS Storage Gateway 58 44H1% % B 7] 8EIB 2 &Y 7]
i

o WUEHERR © XM <R FE-E R AR B T ## File Gateway CloudWatch B & HIIH B iR Fz1TIR
MBHINRERNER.

o WIEHERR : A AMRE- T #E VMware HA PR R E 8 A9 <8 B 9] AT iZ B L

M EEHERR : Storage Gateway 24 & X B Lk

FERAUTHEHRES , RBEZY AWS Storage Gateway 2 #l & & R KA FELRSZE L.
PMXATRERTUT M HEZNMNREMERAEL ¢

« MXTEEX Storage Gateway RS R0
- MREINXxH,
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« ERMXRXBENEFHE ST EZEREI B R , HELARRE.

BEMXREEL , BREHFBRSBAXBLNOEL,
RERERAYP NIHRAE

MRAECHMXEENERARE , KFEFMXETHAERE , FEEFRER BN HEAL, K
o By KB AR A LR & H Storage Gateway FREM MG i MRS iwR. BXEZEE , HSH
Network and firewall requirements,

SERABEENMXNREHRIT SSL REREHFEIRE

MRHFEENMRE 2 ARNMNERENIT SSL SURERFEZRE AWS , NENMX ATETESHR
MRS R REE, BEEMXMERL , LAEARE,

EEHMBINRHEEHMERE IOWaitB 77 LLIEFF

EERRKEERE , BENTEXAMRXL I0WaitPercent SHEEN 10 REA. XTHES
HMXEF R EFERE RAM HNEE, BXESES , BSEEEMS : £ CloudWatch 4
#7o

REEDHEEEFTH LRE LI FBHEHBE

W3 ML AR SIS RS | AR S BN BN A BT A8, 7R BIRA
REEESE |, MGERE R T,

MXIMEELSE , BFYXBIEREKMEHKTE. BXEZEE , 25 Best practices: recovering your
data,

REXHNEFHERTENE

MREMRKXBENEFUEBFELE -—MBER, EXAIABAN , HECEHRAE , UMK TRELKHA
B&RE.

MEMNERNEEEFENLBRT EETENETHE

1. RAMXK,
2. EFAMIZME
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https://docs.aws.amazon.com/filegateway/latest/filefsxw/Requirements.html#networks
https://docs.aws.amazon.com/filegateway/latest/filefsxw/troubleshooting-file-gateway-issues.html#gateway-not-responding
https://docs.aws.amazon.com/filegateway/latest/filefsxw/troubleshooting-file-gateway-issues.html#gateway-not-responding
https://docs.aws.amazon.com/filegateway/latest/filefsxw/recover-data-from-gateway.html
https://docs.aws.amazon.com/filegateway/latest/filefsxw/recover-data-from-gateway.html
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® Note
BRFHE N NEIE —MEET R

3. EFRIMX.

MREZEHETIR, WERBBEXD

BREBEAMSEOIERIE S3 UMK ARG E 2 PRKIREFHMRHMN AWS ZEH THE
FHERER.

HBEHERR - M < NA Active Directory B H B Y 8] &

FEALTHEHLRES , BEESHNEXHMX A Microsoft Active Directory 138 20 R U Z£5 1R 2
( {5130 NETWORK_ERROR, TIMEOUT =% ACCESS_DENIED ) ZEA M.

ERRXLEER , BRITUTREMEE.,
B IZ1T nping Ui SR8 TA B o< B] LA T (9] 4542 il 85
EE1T nping M |, ERMITUATIEE -

1. FRAEENEEEFEERH (VMware, Hyper-V % KVM ) ( B FA&#MX ) EH ssh ( AF
Amazon EC2 Mk ) , EZEFIMXAMIEHEE,

2. WAMMHHBFEREEMXLEHE , AFEA b UIEHMETAGS. ENR Storage Gateway
EENEEZENERE  BETUTHS

nping -d corp.domain.com -p 389 -c 1 -t tcp

(® Note

$F corp.domain.com E#th Active Directory 13, DNS & # , FHfF 389 B N IRMILE
B LDAP %A,
WA EB AERIT AT ERN RO,

LA R BI5ER nping MM , MXBER i BHE R FIRS
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https://docs.aws.amazon.com/filegateway/latest/files3/migrate-data.html#replace-instance-file-gateway
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nping -d corp.domain.com -p 389 -c 1 -t tcp

Starting Nping 0.6.40 ( http://nmap.org/nping ) at 2022-06-30 16:24 UTC

SENT (0.0553s) TCP 10.10.10.21:9783 > 10.10.10.10:389 S ttl=64 id=730 iplen=40
seq=2597195024 win=1480

RCVD (0.0556s) TCP 10.10.10.10:389 > 10.10.10.21:9783 SA ttl=128 id=22332 iplen=44
seq=4170716243 win=8192 <mss 8961>

Max rtt: ©0.310ms | Min rtt: 0.310ms | Avg rtt: 0.310ms

Raw packets sent: 1 (40B) | Rcvd: 1 (44B) | Lost: 0 (0.00%)
Nping done: 1 IP address pinged in 1.09 seconds<br>

AR nping iR RHIREAREE corp.domain.com BBV ER , EBFRXEMA

nping -d corp.domain.com -p 389 -c 1 -t tcp

Starting Nping 0.6.40 ( http://nmap.org/nping ) at 2022-06-30 16:26 UTC

SENT (0.0421s) TCP 10.10.10.21:47196 > 10.10.10.10:389 S ttl=64 id=30318 iplen=40
seq=1762671338 win=1480

Max rtt: N/A | Min rtt: N/A | Avg rtt: N/A

Raw packets sent: 1 (40B) | Rcvd: @ (@B) | Lost: 1 (100.00%)
Nping done: 1 IP address pinged in 1.07 seconds

¥Z&E Amazon EC2 Mx3k4l VPC B9 DHCP &I &

MR XHMXFE Amazon EC2 =4l £i=4T , NIAMAR S EWEE DHCP AT E |, FHEET TS LM
X3R4y Amazon Virtual Private Cloud ( VPC ) « BXEZER , 5 Amazon VPC F#J DHCP
T,

BILIEAT dig ERRE IR < 7] LUEEAT

WMBMRTTEBATE , MK T EMAE,

EizT dig Bl , BIITUTERE

1. EARMYSEERFEERM (VMware, Hyper-V 5 KVM ) ( BT A/ ) SifEA ssh ( AT
Amazon EC2 WX ) , EEFIMXAMIEHEE,

2. WMAMBHHEFREREMXZSEE , REHA h USHAETAG S, ENRAMXEETHETE

BETUTHS :
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https://docs.aws.amazon.com/vpc/latest/userguide/VPC_DHCP_Options.html
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_DHCP_Options.html
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dig -d corp.domain.com

(® Note
¥ corp.domain. com B EM Active Directory 15 DNS &,

LA 2 A Zh e B2 A9 R4

; <<>> DiG 9.11.4-P2-RedHat-9.11.4-26.P2.amzn2.5.2 <<>> corp.domain.com
;; global options: +cmd

;; Got answer:

;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 24817

;; flags: qr aa rd ra; QUERY: 1, ANSWER: 2, AUTHORITY: @, ADDITIONAL: 1

;; OPT PSEUDOSECTION:

; EDNS: version: @, flags:; udp: 4000
;; QUESTION SECTION:
;corp.domain.com. IN A

;7 ANSWER SECTION:
corp.domain.com. 600 IN A 10.10.10.10
corp.domain.com. 600 IN A 10.10.20.10

;; Query time: @ msec

;; SERVER: 10.10.20.228#53(10.10.20.228)
;; WHEN: Thu Jun 30 16:36:32 UTC 2022

;; MSG SIZE rcvd: 78

REFSZEFHRRENESES

WIAEREIRARIREN AR, FEAESEFRNACGEALENNR , AJibitENMAS, EX TN
i, FEERMX VM FrER VPC F M # B A IR S5 27 0 A H

REMZE S IARITHYEIES25
R B EERRE |, RIS MAE BB ERITMXRE 0I5, NRMTREMBIER , Mx

WRELEHE 20 WA EEHEGRERE  NEMAZESER, fli, IRMXRZFMLTEERE (#5
FEX4tER ) , AWS Xi MigiRFs A TIL AMX (#HK ) , WiZIETsELEN AWS X,
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® Note
i8N 20 WHRRIAEE , £ A AE AWS Command Line Interface (AWS CLI) HIZ4T join-
domain &5 H N INZEKAT B HY - - timeout-in-secondsiEM, & A LAFEA JoinDomain
APl B A A MTimeoutInSecondsSHRIEKATE ., HRABE{ERN 3600 ¥,
WMREEIZIT AWS CLI s T TR EIRR | BRAREEANREE AWS CLI iR,

#51A Active Directory TEBRIAALRHE T (OU ) FRIE THITENITR

#4R Microsoft Active Directory J& B E{AH KB RERIA OU AR ERNE I Z T THENLXT
R, HMXMA Active Directory 2 81 , BRIA OU HAMEFPITEVIXI R, FEL Active Directory
HIRAT EHEN OUs , MEIBWXNRQBEAMTRE. NEFRIRIAOU FEMX VM WFTITENXNR ,

BEFMXMAZS2H , ZERESEFSZLFIUNETENNR, SwAAEH AWS CLIZ1T join-

domain @85, ARE , #BE --organizational-unit %,

(® Note
R RN ROLER N TAEE.

EEEEFIRSEHEE

MREZR TR/ A HEENFIEEMRENRER DT RN MAL , BRESEFREHA
o EEHEHBENEAERHRTRERSTAEMER. BUANXEACIEREEHR,

HEHERR - W o<EUE HE B R &R 4 1R

Storage Gateway BUEERSLTREMER R, BRHAENEABTERBEL KO 80 EFEEIMX
B EE LA ( VM ) B Amazon Elastic Compute Cloud ( Amazon EC2 ) SEfll, 418 5% Bk 3h W BE5E %
R, MMXF 5 Storage Gateway i 2B E RIBUCHIEZH. MREMKXTFTZEEIR Storage Gateway Ui
R, M e B — N P EPER R E 208 R & 7 3

FERAUTHEERER , KBEEZIBUE AWS Storage Gateway 913 12 A U B A 245 1R 58 B RTZE
A

¥\ Active Directory ZEERIANELRE T (OU ) FAIR THEVITTENN R API WA 2021-03-31 156


https://docs.aws.amazon.com/cli/latest/reference/storagegateway/join-domain.html
https://docs.aws.amazon.com/cli/latest/reference/storagegateway/join-domain.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_JoinDomain.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_JoinDomain.html
https://docs.aws.amazon.com/cli/latest/reference/storagegateway/join-domain.html
https://docs.aws.amazon.com/cli/latest/reference/storagegateway/join-domain.html
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® Note

« BREMASRHEDHBREHRT SEAZRRE (AMI ) iRAEFFMBOIMNK, WREZR
BoEEAEE AMI IR | U 2B R EREIRE R

« ETHEAMI 28l , BHEXERENBNWEBMACER, SHMEEW.ova XHHBFE , F
E.Z:E.I-E}ﬂo AMls

FRORE A 08 U RBUE PR B BLRY AR iR
ERRERAERAMENXRAQREHR  BRTATRENEE.
R EFTHR AW O

SNFARMIEBHME | FREARMEAE EHNEORBERNITHIRS. N TFEHEBE Amazon EC2 324l £
WX  BREXIfZLSEA ENIKEORBENTTRS. EHINGORNTHFRS , BMARSSRHLEXN LN EHiR
RIE1T telnet 5B LRFF/HMERMKMU TR —FMHH, Fla0 , LT telnet S NREiwO 443 #Y
EE

telnet d4kdg@yaxexbo.cloudfront.net 443

telnet storagegateway.region.amazonaws.com 443

telnet dp-1.storagegateway.region.amazonaws.com 443
telnet proxy-app.storagegateway.region.amazonaws.com 443
telnet client-cp.storagegateway.region.amazonaws.com 443
telnet anon-cp.storagegateway.region.amazonaws.com 443

EWHARXAEREAUERRS , HiHRIMXP AL VM 25148 (ERATAEHEHNMX ) .
HAE , ATLUBN SSH EZEFIMXARF (ERTHBRE Amazon EC2 LWMXx )., ARfF , BTN
FEENE, WIANERE [PASSED]. BEXEZEE , S Testing your gateway's network

connectivity,

® Note
MxZHENBRINEFZAFE R admin , RIAZE A password,
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BRENELZEMEFTREINFMXZIEZE N E R[N EES

SSLRE, REHFEIREIHEEANHIIELLETRELSTRMRXKENBIEZ, MR SSL it
PHERERERTR[TMEBNERTE , W SSL EF LK. EWIANESEEEHTH SSLKRE ,
BEWO 443 LM EBUERS (anon-cp.storagegateway.region.amazonaws.com) L&E1T
OpenSSL o BAMNEMXMNUTFRE—FRPHITEN LEThaS

$ openssl s_client -connect anon-cp.storagegateway.region.amazonaws.com:443 -
servername anon-cp.storagegateway.region.amazonaws.com

(® Note
regionA{REY AWS X1,

MERBEEHRITH SSLRE , MZGTIFREEUT A THRMEA :

$ openssl s_client -connect anon-cp.storagegateway.us-east-2.amazonaws.com:443 -
servername anon-cp.storagegateway.us-east-2.amazonaws.com

CONNECTED(00000003 )

depth=2 C = US, 0 = Amazon, CN
verify return:1

depth=1 C = US, 0 = Amazon, 0OU
verify return:1

Amazon Root CA 1

Server CA 1B, CN = Amazon

depth=0 CN = anon-cp.storagegateway.us-east-2.amazonaws.com
verify return:1
Certificate chain
@ s:/CN=anon-cp.storagegateway.us-east-2.amazonaws.com
:/C=US/0=Amazon/0U=Server CA 1B/CN=Amazon
:/C=US/0=Amazon/0U=Server CA 1B/CN=Amazon
:/C=US/0=Amazon/CN=Amazon Root CA 1
:/C=US/0=Amazon/CN=Amazon Root CA 1
:/C=US/ST=Arizona/L=Scottsdale/0=Starfield Technologies, Inc./CN=Starfield Services
Root Certificate Authority - G2
3 s:/C=US/ST=Arizona/L=Scottsdale/0=Starfield Technologies, Inc./CN=Starfield Services
Root Certificate Authority - G2
i:/C=US/0=Starfield Technologies, Inc./0U=Starfield Class 2 Certification Authority

0w oR 0 R

=

MREE#IT SSLKRE , NI RERNIERE , XKUTUTRE .

R RFER N B IR RB0E R KB H IR R API hzZs 2021-03-31 158



AWS Storage Gateway Amazon FSx X#MxAFigE

$ openssl s_client -connect anon-cp.storagegateway.ap-southeast-1.amazonaws.com:443 -

servername anon-cp.storagegateway.ap-southeast-1.amazonaws.com

CONNECTED (00000003 )

depth=0 DC = com, DC = amazonaws, OU = AWS, CN = anon-cp.storagegateway.ap-

southeast-1.amazonaws.com

verify error:num=20:unable to get local issuer certificate

verify return:1

depth=0 DC = com, DC = amazonaws, OU = AWS, CN = anon-cp.storagegateway.ap-

southeast-1.amazonaws.com

verify error:num=21:unable to verify the first certificate

verify return:1

Certificate chain

0@ s:/DC=com/DC=amazonaws/0U=AWS/CN=anon-cp.storagegateway.ap-southeast-1.amazonaws.com
i:/C=IN/0=Company/CN=Admin/ST=KA/L=New town/0OU=SGW/emailAddress=admin@company.com

AU KRR S] SSLEHRF X SSL BF, XEMAE , MK iR/ HIERESARZME P
RIBHATHRE, XERETRERE SSL *\“E:SZ"”‘F%UE@*\“E

B EMKXEE [E L

FREREL KA S B SSL EFHiR. N TFABMX , TEAMKIARME VM 2H A RREN
KWERIES . HRARENT AT 60 ¥, BXEZER , S Synchronizing Your Gateway VM

Time,o

REEEBIETEFEE T Amazon EC2 ﬂ—{’iJJ:EI’J MAXAPFTH, AR Amazon EC2 RXEER IEH
b [E25 B8] , iEHEIA Amazon EC2 SEAI ] L@ 3% 0 UDP A TCP 123 E#E ST NTP RS2t 51
=

* time.aws.com

« 0.amazon.pool.ntp.org

* 1.amazon.pool.ntp.org

« 2.amazon.pool.ntp.org

« 3.amazon.pool.ntp.org
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R AREH Amazon VPC im SUBUE M o< B H I RY 45 1=

Ef# R Amazon Virtual Private Cloud ( Amazon VPC ) i SUBUE MK B HEL A BUESR IR |, BT
LTREMEE,

REFEMNRKAO

BRI ANIE (N TR IFBHOMK ) HELLA (XN TFEFE Amazon EC2 FHIMX ) R FTEIR
A4 FHFFIRS. TR xiEZE Storage Gateway VPC ¥ RFTER % O 55 M < E 12 5 0 8 i AT A
EWNIwOTRE, E#EEF Storage Gateway VPC i R EEL T iw A :

« TCP 443

« TCP 1026

« TCP 1027

« TCP 1028

« TCP 1031

« TCP 2222

BXEZEER , 55 H Creating a VPC endpoint for Storage Gateway.

A, BEREIEEE Storage Gateway VPC lis R Z 24, & EEU‘”‘ WERIAN L A RER X FTE
MmO, SIE— NN ZRLA | LKEMXIP ﬂﬁiﬂ:/E,El WREBNMERO. AE , FZRLHEE
2| VPC % =

® Note

£/ Amazon VPC 2| & RBIEEREE VPC ImR L £4H., NBEFIAEF Storage Gateway
VPC iR , REEFRLLHIETF,

EWIAFTEIR O4 FITFIRA , AJLAE Storage Gateway VPC i = Ei21T telnet &5 5o NS
KNUTFR—FHARNRSELETXERT, AUNE-—NRIEETAXH DNS HHETNH,
flan | LAF telnet @5 DNS & # vpce-1234567e1c24a1fe9-62qgntt8k.storagegateway. us-
east-1.vpce.amazonaws.com iz Ffr 55 #Y i 0 iE £

telnet vpce-1234567elc24alfe9-62gntt8k.storagegateway.us-east-1.vpce.amazonaws.com 443
telnet vpce-1234567elc24alfe9-62qntt8k.storagegateway.us-east-1.vpce.amazonaws.com 1026

fERFER Amazon VPC iy RUBUE W < i ELAY S8R API fz7s 2021-03-31 160


https://docs.aws.amazon.com/filegateway/latest/filefsxw/gateway-private-link.html#create-vpc-endpoint
https://console.aws.amazon.com//vpc/

AWS Storage Gateway Amazon FSx X#MxAFigE

telnet vpce-1234567elc24alfe9-62qntt8k.storagegateway.us-east-1.vpce.amazonaws.com 1027
telnet vpce-1234567elc24alfe9-62gntt8k.storagegateway.us-east-1.vpce.amazonaws.com 1028
telnet vpce-1234567elc24alfe9-62qntt8k.storagegateway.us-east-1.vpce.amazonaws.com 1031
telnet vpce-1234567elc24alfe9-62gntt8k.storagegateway.us-east-1.vpce.amazonaws.com 2222

BRHRIELZEET LB RN KL IEE Storage Gateway Amazon VPC ik R B EiEE

SSLKRE, REBFEIREJIHEHEANPH A ELZLMARESTFRMRNXRIENBED. R SSL 1E

PHERERSBERAFFTBANERARE , N SSL BF LMK, ERIAEEEEHRITH SSLEE ,

£ Storage Gateway VPC ¥ = LiZ1T OpenSSL i, \ﬂ\MEﬂ?H_\ﬂ:IE—?ﬂqﬂﬂ’ﬂl‘l‘%'ULJ:JEﬁ
Lo s. N8N ENKOSITHS :

$ openssl s_client -connect vpce-1234567elc24alfe9-62qgntt8k.storagegateway.us-
east-1l.vpce.amazonaws.com:443 -servername
vpce-1234567elc24alfe9-62qntt8k.storagegateway.us-east-1.vpce.amazonaws.com

$ openssl s_client -connect vpce-1234567elc24alfe9-62qgntt8k.storagegateway.us-
east-1.vpce.amazonaws.com: 1026 -servername
vpce-1234567elc24alfe9-62qntt8k.storagegateway.us-east-1.vpce.amazonaws.com

$ openssl s_client -connect vpce-1234567elc24alfe9-62qgntt8k.storagegateway.us-
east-1l.vpce.amazonaws.com:1027 -servername
vpce-1234567elc24alfe9-62qntt8k.storagegateway.us-east-1.vpce.amazonaws.com

$ openssl s_client -connect vpce-1234567elc24alfe9-62qgntt8k.storagegateway.us-
east-1l.vpce.amazonaws.com:1028 -servername
vpce-1234567elc24alfe9-62qntt8k.storagegateway.us-east-1.vpce.amazonaws.com

$ openssl s_client -connect vpce-1234567elc24alfe9-62qgntt8k.storagegateway.us-
east-1l.vpce.amazonaws.com:1031 -servername
vpce-1234567elc24alfe9-62qntt8k.storagegateway.us-east-1.vpce.amazonaws.com

$ openssl s_client -connect vpce-1234567elc24alfe9-62qgntt8k.storagegateway.us-
east-1l.vpce.amazonaws.com:2222 -servername
vpce-1234567elc24alfe9-62qntt8k.storagegateway.us-east-1.vpce.amazonaws.com

MERBEEEH#TH SSLRE , MZGa S HEREUTATHREHNEA

openssl s_client -connect vpce-1234567elc24alfe9-62qntt8k.storagegateway.us-
east-1l.vpce.amazonaws.com:1027 -servername
vpce-1234567elc24alfe9-62qntt8k.storagegateway.us-east-1.vpce.amazonaws.com
CONNECTED (00000005 )
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depth=2 C = US, 0
verify return:1
depth=1 C = US, O
verify return:1

Amazon, CN = Amazon Root CA 1

Amazon, OU Server CA 1B, CN = Amazon
depth=0 CN = anon-cp.storagegateway.us-east-1.amazonaws.com
verify return:1

Certificate chain

0 s:CN = anon-cp.storagegateway.us-east-1.amazonaws.com

i:C = US, 0 = Amazon, OU = Server CA 1B, CN = Amazon
1 s:C =US, 0 = Amazon, OU = Server CA 1B, CN = Amazon
i:C = US, 0 = Amazon, CN = Amazon Root CA 1

2 s:C =US, 0 = Amazon, CN Amazon Root CA 1

i:C = US, ST = Arizona, L = Scottsdale, 0 = "Starfield Technologies, Inc.", CN
Starfield Services Root Certificate Authority - G2
3 s:C = US, ST = Arizona, L = Scottsdale, 0 = "Starfield Technologies, Inc.", CN
Starfield Services Root Certificate Authority - G2

i:C = US, 0 = "Starfield Technologies, Inc.", OU = Starfield Class 2 Certification
Authority

MRIEEHIT SSLRE , NEAFE RERMIERE , KUTUATHE .

openssl s_client -connect vpce-1234567elc24alfe9-62gntt8k.storagegateway.us-
east-1l.vpce.amazonaws.com:1027 -servername
vpce-1234567elc24alfe9-62qntt8k.storagegateway.us-east-1.vpce.amazonaws.com
CONNECTED(00000005 )
depth=2 C = US, O
verify return:1
depth=1 C = US, O
verify return:1

Amazon, CN Amazon Root CA 1

Amazon, OU Server CA 1B, CN = Amazon

depth=0 DC = com, DC = amazonaws, OU = AWS, CN = anon-cp.storagegateway.us-

east-1.amazonaws.com

verify error:num=21:unable to verify the first certificate

verify return:1

Certificate chain

@ s:/DC=com/DC=amazonaws/0U=AWS/CN=anon-cp.storagegateway.us-east-1.amazonaws.com
i:/C=IN/0=Company/CN=Admin/ST=KA/L=New town/0U=SGW/emailAddress=admin@company.com

BoR R AR SSLIEPAT A #XZ SSL BF, XEKE , NXBIMRFERAE VPC in K H LR
ERZHMEHABHTHRE, XEREGERE SSLREJRERFEIRE.
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KEMXEE[EL

BRRER K253 SSL BEF4EIR, TR | ATLEAM A VM 245 ki 2 K
KWEtEIES ., NERENFT AT 60 ¥, BXEZEE , 55 Synchronizing Your Gateway VM
Time,o

RE B EBIETMEILE T Amazon EC2 24| ERIMKxH AR B, NHEIR Amazon EC2 RXBEB IEH
#[E 2 atE |, EHEIA Amazon EC2 SEHI AT LB i O UDP 1 TCP 123 EEZILAT NTP IRE855th 5
x:

» 0.amazon.pool.ntp.org
* 1.amazon.pool.ntp.org
« 2.amazon.pool.ntp.org

« 3.amazon.pool.ntp.org

KEHTTP REHABAXRBKNZEHRE

ERUEZH , BREZREER MK VM £ Amazon EC2 K HTTP REEENixO 3128 £H
Squid RE, EWERT , BIAUATEM

« ZE#E| Amazon EC2 £ HTTP REMNZEHMMEB ALAN, HAWBMN ST ERD 3128 £
FXRBMK VM 1 IP it #y Squid RERE,

o E#Z| Amazon EC2 VPC iR SR HALMEB AEHN, XL A Sh# N AR O
1026-1028. 1031, 2222 #1443 £x#EKH Amazon EC2 £ HTTP {RIER IP it HIFRE .

R RAE AN iR SUBUER X BE — VPC 58 Storage Gateway VPC i s Bt
I £8 iR

EffR7ER — VPC #8 Amazon Virtual Private Cloud ( Amazon VPC ) i REVER T AL E ik 2B
SEMXEHIMNER | BHITUATRENEE,

#51A Storage Gateway VPC im < L8 AFAHE DNS BRERL T B ARS
MREAFE DNS BT EARS , WEEBEMZ VPC B AE ik SRV EAM X,
EZ A DNS BWED , mITATRE -

1.  3TFF Amazon VPC 24l &,
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X T /5 AFH DNS £# , BBRA LRSS Ao
EFRENFE DNS EMKRREFRE,

2. ESMERP , EFRR.

3. i&#% Storage Gateway VPC &
4. EFBRIE,

5. EEEEFAE DNS B,

6.

7.

HFEHERR 253 ) 5< [F)

SR BAE T ER BB KRR A M < Bt 7 518 B oY B2 B [R) DA K a0 4] Se VF ST 35 JE SR B P < BARS Bt
ITHEHERIER

TRIE T IR A MK o] sEiE 2 /Y B A 3,

[R] & ERERIRE
EHRTEIMKH IP ik, FEASEEFEFWEEIN , UMEERMX IP i,

« XIF VMware ESXi , E#I4LHY IP #hit ] BAfE vSphere & FiwHY
“WE ET+~ L& E,
« X}F Microsoft Hyper-V , AIZFRA#IZH R EK VM B IP tbit,

MRIETARIELREIM K IP it

c REVM BREEFB. REVM EFENERT , IP bt 4%
[N O B

c ZHE VM ERET. NRERNFTFF VM , BBAMKAIREEE — L
BBl F RESE RS B3 1o

B T MR RS A 1 ] « AYERTREMNED,
Ao . MBGERAEREHAERGESBHMETE , NSARBH A

BAMBREHFUAATXERSHRE AWSHTHMBRF. BXME
M RIBERNESER , BTEHRMNEMEE MIEER,

LR B T Storage Gateway + REMX VM & B NE PR ping Bo
EEERF AP BE TR

EPEBERR AN #th 5% (A R API| W< 2021-03-31 164
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a) &2 EREIRE

HEt , MRMBIEEREAL. « RELZH VM BRECE Internet EXMKiERE, BN , CEERE

Mo SOCKS RE, BxRTIHRENEZELR | FSHE N W< K
BiEE.

- REXNHRBREER , TVEFEEE N SMHERE MY
(NTP) RS2 E31EE , AR M VM EI’JH'J‘IETJ BEH, BXED
ELHEERFENNREM VMsSHER , H3 M, BEMNXH
P& A [E M ( NTP ) BRSS 88

s MITIXESRE , B LA Storage Gateway &1 4 Mk B H
BUEM X mSEHZHMAETE,

- RELANELINREELDE 16 GB E’JWTS?O MRANEFLT 16
GB, MMXx5BAEM, BEXREZEL , BSH XHEMXEEE
Ko

LEERSNAFM AWSZ B LUFEBRMERZEERN AWS SEENAEFFIMX VM BR -+

&) B B o (NIC) B FFHI M L& EELBR (NIC) , M AWS BEMR KB H T o
MREBESTRIEE , AWSHARERGTRER , LHRERR
RREE  WXAXHEEREA. X TEELEIEARER , £
A[LAfE A Direct Connect £ 25t o< F1 AWSIHE 22 3 T A M L& iE #2,
ENENEHRXBIMEZET T AWS |, BFEAMXMCloudByte
sDownloaded #HICloudBytesUploaded #E¥r. BXARETEH
BEZER , B5H MEFL{t. ]S Internet EZEMEEE B THR
B LR B P XTRER,
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[R] &R ERERIR/E

FREMIXNELER N - 7£ Storage Gateway #Z &M IETF £ |, BUEMRELL
. WP it ERESFEAELYERREFE PR ( Bl VMware
vSphere & w8l Microsoft Hyper-V Manager ) EEI&Y IP #:3it 48
E. MR KIM IP st RN —F , M Storage Gateway 2 HI A E/F
Mk, mi<FAMXELN PR, EFJE , Storage Gateway 13l
BRMXET A IP it 5Kk N SENERRFEF R
FERR X IP #thukFAPTHE .
o XF VMware ESXi , £ IP ik AT BAFE vSphere & i
B RE R ERE
« XJF Microsoft Hyper-V , AI&ZA#hiRH AER VM B IP it
ik,
- REEWNRESMNIEE , AWS D FRRIE 5 B W EE 2,
s EEMYGEEREFERERFHTREMHNEEERFERE , HiE
REFEANFIEMXEOSEEE.

« EMXAIEFEPREMIHMNEERREE. BXiHA , F2
PIEL B P X M 45 1R B o

&I AM Amazon CloudWatch ##|AEFHHM AW EHRHE, X
MEBHFHMAWELENEZEE AWS |, BFSEMEENMLI,

£ Microsoft Hyper-V & BESH WEHER : Microsoft Hyper-V iR & , IR Microsoft
& A ( #% ) Storage Hyper-V EZEMKATEZIMEB 9 & W B BB 1T 7 %A,

Gateway BEZ! A1,

BB —%EE | BB MREHRKEIATEN S — N E AN TR RBRIZERN |, N
EAMXEBFNHERTZE L2KINHEE, IRFEXMER , FHR X
FEE AWSH”,

THIE X#F 15 R A PR LA BOXY A sth FE B Y W R BT U B BR

Storage Gateway £t 7T — AR iZH & , TATFRITZSMER IS , SEAYT XI5 HRIMK AR B
BRARAM K BB, BRIABERT , NEHMXH XiF R TRARS. S8 ENHAbEEHE S

TR B V5 IR AR PR UAAE BY HE BRI %+ PR API hzZ 2021-03-31 166
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AlipRNER, B X BREHFX  FEEZEVNNABEFE | SME Storage Gateway By#Z |
B, AREEIXFRSE.

FFRNMKRE Z#F 175 R RR

—

FEENREIZE A

« VMware ESXi — BXEZEE , BS LA VMware ESXi 18] M x4 125 5 .
« Microsoft Hyper-V - BXEZEE , S H A Microsoft 1 8] W< A # 32 %] & Hyper-V,
2. ERTRFLMAMMHEERERMESA,
. WA hITFTRGEHIIR,
4, BIRTUTEREZ—:

- MERMXEANRLAEIRS , BETHATSELT |, A open-support-channel XEEE
Storage Gateway H & F° ii’%o AW TCP #wO 22 , AMERTLUITIF AWSH X FEE., FiERE
BEFE P XAt | Storage Gateway 4%7]"‘"@3§1’—*:ﬁ150 B NN R,

- MRMXFEANR VPC iwA , BT AVAILABLE COMMANDS B , #i A open-support-
channel, MERBIEM , FIRHEERS Storage Gateway B X #FH VPC im x5 IP
ik, AW TCP WA 22 , MERTLUTH AWSH X IFBE, FEZEFIFF- XN |, Storage
Gateway Hﬁ"‘“ﬁﬂiﬁﬁﬁo BIE TN EZHFES,

(@ Note

BEEST 2 (1EHiZEH Protocol/User Datagram Protocol (TCP/UDP ) is O &, K , ﬂ
X £ 5 Storage Gateway JRS52522 31 Secure Shell (SSH) (TCP 22) iE# , #i2EHA
BN ISRE,

BAUXKERER , BRAREENZFBRSSH , X XF UERHEREDRTEL,

EXHLETRE , WA q UEFELE R, £ Amazon Web Services Support BB HLFE TR
28, BAXAZEE.

7. B A exit X%y Storage Gateway ##l&
8. REBRERBRMERHAMIESHSE,
WEEHERR : Microsoft Hyper-V iR &

TRIE 7 &4 Microsoft Hyper-V £ & L% Storage Gateway A AJ 2B E A B & jr) j,

HWEEHERR : Microsoft Hyper-V & & A1 API fR4s 2021-03-31 167
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[R] &R ERERIRE
BLE2HSFAMKARZIUT  HIARERNERDOT :

Ho0 Bl |

AERER . MREFEEARERMSORANRE TR, BES AR

“RERS AE LA & & AR EEPAEEMNENRE — 22 Ni%=2 AWS-Storage-Gatewa

FHRER. FAKM, EN Y o filgn

B [...] FRAEELNSA

4. XA Hyper-V 8l C:\prod-gateway\unzippedSourceVM\AWS-

BNSHEANE  Feeg  Storage-Gatewayl .

AERLHL, ” - MREEEKMBETMxX , BREESARLNNEEPEREEFE
EAALETUR S SIAT A SRR |, W72 % B 48 B9 R o< SRR L EE
BVM, HEEETEBMNEXMIES A, N THEELRAERA , HIRE
AN BERMCRXGEIAR | HREEFRFNME. [FHOQ
ERESARE %o

WRETIMN—IPERERN R VECIRSNIMK , M Ak
BREHELN , REESARDYINEEPIEFEHAREXHE,

BLZHSAMKARIIUT NMRECLMENXBHEERERFME T ELEE XA MELAL
HIRHER BLEXARRIA R | BBLASHBILEHIR, BEERRE , FE

Hyper-V iR EX EEAM ERY RS 88 T HEEMLE,
‘ST AR LA R £ AR

SRR, FAKM. %
AESTEMN[.] EFIX
f XHEFE. (0x80070

050 )’

BEZRASFARKHAWEILUT SAMKE , FRRKRES AR DX EHE Pk F 8 Sl 5E L&D H 1%
BiRER REHIFTE SXHHE |, Sk VM SIZFEVE— 1D,
“Zi85 AR AL &

ERSHFER. SAK
M. Import failed because
the virtual machine must
have a new identifie

ro Select a new identifier
and try the import again.”
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[R] &R

BB MK VM FH U E
BLTRHIRER

“SE13, /5 B %k TE Y RE AL A
HE, FORXAERRE
ERX7XATRE. ‘AWS-
Storage-Gateway o 3£ #I1A
te (EEMID[L.])”"

BREHBE MK VM FH U E
BLTHIRER

“SE13 I3 B %k TE WY BE B
BfH 48, ‘AWS-Storage-
Gateway' To=#1R1. ( FE
BALID[.]) TEEIES
X : RERFETR , BER
RRPTERIBRS . ( 0x80
0705AA )~

SERV IR IR M R < B BTN
HIlE 2 5MITHER T
o

BEENEERN
Microsoft Hyper-V Storage
Gateway B A XN X4
REiH,

EEEEERERFN , RS
RRER AL,

ERERIR/E

IR ATRER A TMXMERN CPU 5x41 CPUs EAIA CPUs HY
CPU ZRERM. HR VMK CPUNMNERE T EREBREFNX
o

FHSAXHEMKIREE

A% Storage Gateway ESRHWEZES |

SN
“JNo

EIRBARERZMXATRERN RAM FMEH EATAKN RAM Z R ZE
S EL LS

B < Storage Gateway ERHNEZFEL , BRI XHEMXREE
Ko

MX VM BBt Bh AT BE 2 MBS SKBRRV BT (] |, IXBRN BT EiRES, (ER A it
MRz H AR ETEIEHED , RERML E VM NEtE, BXESE
B, AN BEEMKHMERE I (NTP ) BRSSER.

5 R A Microsoft Windows BRSS2HI A NI E 4. Fl0 , 40
RERNKEZEEFENERN hyperv-server |, MAIEHALT UNC
% \\hyperv-server\c$ , EFRBRENHEMNMEN hyperv-se
rver , SIEAHE hosts X E N T ZAE o

DAZ 3 B3R 5 1 B 9 A Sconfig.cmd TEAEBRREF EHAMAF
U,

HBEHERR : Microsoft Hyper-V & & @] &
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[R] &R ERERIR/E

MR A Broadcom M4  BXBERIGENEE , HSH Microsoft X4 : Poor network
B ERHY Hyper-V EHLFF performance on virtual machines on a Windows Server 2012 Hyper-

BELZIAILAT (VMQ) V host if VMQ is turned on.
N ATREL T EFIMEERET

4+

=+ o

WEEHERR - Amazon EC2 M >< a3

EUTE DS |, SA R FIEFEAEIZEE] Amazon EC2 I XA ATASE TR E R, B Ei¥ 4 T 7
M XF Amazon EC2 REBHI Nk ZBIMNX 5 , SR 71 FSx XM K EF BRI Amazon EC2
.

x
- BT —&IJLEHRXHRBE

- BEXFIFIRPERTE EC2 MXEH

- BEEFF Amazon EC2 Serial Console i # ZI 4R #9 M >< =4
- B X BEITHELRH Amazon EC2 MXx#E

=

=it

C

T —4 LB M H AR BUE
£ Amazon EC2 #H| A R ELLTI :

- BESfIXBNZEAPEAKO 80, BXRAMEZLEANNESZFER , F5H (Amazon EC2
FAFERE) PHRmEEaHMN,
« FXEFILFRIZHrunning”’s ¥ Amazon EC2 &l A | SLHIMRASNIZE EEZIT .

- TREMN Amazon EC2 SRHIEEH 2 RKEER |, MEMEFRBAHR,

WiFzR@BE , BEREMBEMR, Nt , 1B FF Storage Gateway ###|& , i%£3FE Amazon EC2
LEBFHMX , AREFWASZOIN IP bt
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https://learn.microsoft.com/en-us/troubleshoot/windows-server/networking/poor-network-performance-hyper-v-host-vm
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-security-groups.html#adding-security-group-rule
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TSR IFIR PR TE EC2 M KH

MREZANIEHROIE T HEEREL , ARRRSXIOEEST , WREDHBIKFIREEHN, EX
MIERT , ATIATA TRERERM X KA

- REXHIHEEIF LW Amazon REBEG (AMI) B, BT Storage Gateway AMI BY =451 57 LA
aws-storage-gateway-ami ATk,

. MREBHANEHFETF Storage Gateway AMI , FEZEFLH /3 3065 A SRR E EB RIS A,

BEEF A Amazon EC2 Serial Console E B2 &Y N < 241

A LA Amazon EC2 Serial Console X#E SIS, MEEBEMEMAE, AXi%EMBEI KRR
7~ , 1551 (Amazon Elastic Compute Cloud 5/ ) F# Amazon EC2 Serial Console,

& X3 MEICHEEZR Amazon EC2 W< fE

Storage Gateway £t 7 — AR iZH & , TATFRITZMET TS , SREAT XiF HRIMK AR
FERMXEIE, BRINERT , WENMKH X3F BRI FRARS. BT Amazon EC2 izl &
B ALLIAE, i Secure Shell (SSH) & 2| Amazon EC2 A é| A, BE&EY SSH B R |, &
MRBIN L HXTMEFF K TCP %O 22 KHH N,

(® Note

MBFEHANFMBNELSA , WFANEATEAZZLANMESRS, BXxTZ2EUR
MARIMEZSEAMNNVEZES |, 55 (Amazon EC2 AAFIERE)Y M Amazon EC2 &4
4,

B X OEEREHMX , BFELEF Amazon EC2 SBHIRAibizE & |, SMBIF#EMRHNZEHE R
R AR,

HNEFEBIE Amazon EC2 Rl EHIWRFF B ZiF THRINER

1. B%Z| Amazon EC2 SEfIMy ARz A, AR , B2 (Amazon EC2 AAF{ER) HHIEE
EBHEHl.

FREANT G TERE EC2 RHINAMIEFIE,
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ssh -i PRIVATE-KEY admin@INSTANCE-PUBLIC-DNS-NAME

@ Note

PRIVATE-KEYREEEA T B3 Amazon EC2 £4I#) EC2 BAX KA BEIEHH . pemX
H, BREZER , 551 (Amazon EC2 AF#ERE) FHRRZANNLEZEH,
INSTANCE-PUBLIC-DNS-NAMERIZITMXH Amazon EC2 SKHIEY AHE & RE (DNS)
Z#. AENTE EC2 #2244 iR Amazon EC2 3Kl H 2 &5 BBk TR RIREUL N
DNS & %5,

2. TERTREL , WA 6 - Command Prompt RITFH XiF BEZRFI A
3. #HA h LL¥TFF AVAILABLE COMMANDS & H.
4. BEWITUTEEZ—:

- MERXEANRLAEIRS , BETHATSELT |, A open-support-channel XEEE|
Storage Gateway HWEF X#F, AU TCP A 22 , MEMETLITIF AWSH XIS EE, £
B|E P X |, Storage Gateway F A BB X FRS. Bie TENIEFRS,

- MEMKXEANR VPC KR , ETE AVAILABLE COMMANDS B O H |, #i A open-support-
channel, MERBEM , FIRHEERE Storage Gateway B X #FH VPC im x5 IP
ik, AW TCP WA 22 , MER LT AWSH X FBE, FEZEFIZEF XIE |, Storage
Gateway RN EDEXZFHRS. Bic TENXEERS,

(® Note

BESTR ( f£HiEHlProtocol/User Datagram Protocol (TCP/UDP ) i O&, #k , M
X £ 5 Storage Gateway IRE5252 31 Secure Shell (SSH) (TCP 22) iE# , HRMHA T
BENXZFBIE,

5. BUXERER , FORHMEHXIRSSH , T F UERHABEHRRAER.

6. EXBALETRE , WA q AUFHLE R, £ Amazon Web Services Support BHIZE X FSETK
28, BAXAZEE.

7. A exit XIiEH Storage Gateway ##l&,
8. BIEH A FKERERIH Storage Gateway =4,
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HEHERR . AR R RIE

® Note

KIEEHIBA : B 2025 5 A 12 B , T BERM AWS Storage Gateway BHi&% ., FH
AWS Storage Gateway B4R ZHNIABEE A A USEFERAHIREXST , EEI 2028 £5 A,
RERAR , BAILAMEMHZ AWS Storage Gateway RS A AR F =in N AR FRER JLFTE
PR #Y = 171 B9 175 (A1 A BR o

TR EBITL T EBEFEH AWS Storage Gateway B4R Z AT AT AEIB T AV R |, BAK A& X Lk o] @AY 2
o

£

- BEEWERS IP tbit

o WMEHITH BEE ?

- MARITEEER ?

 BIEM4LL3K1S Dell iDRAC X557

- BERTIEHEEZFIS

- EMLRBEHREXE

BT ERERS P #hit

HEREEIENERS , FHRARSEANRIZRSH IP it , MAREVH IP thut, FRFEFHSE
PEERS IP it , HEEHZ4EAPERETN IP thit, BFEEIEFRENEITE4R4E, B
MNEHIZHI A %R RS EH A |, 5% Open Service Console (3T FFIREZHIA).

wmAHITH EE ?

MREBFEMNRZWNITH BB , BIRUATZHEI2 FTiREKR AWS Storage GatewayiE 4% & HIBAF
REH

WMAMITIZREER ?

MREFEZRERRE , ALUEM DelliIDRAC EERERITIEME, BXEZEER , 125 Dell
Technologies InfoHub M5 E#Y i DRACO EHIEBJRIEHR : miEE S Dell EMC PowerEdge BR55 85,

WEEHERR | R R R AP W< 2021-03-31 173
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&L 1AL 3R 18 Dell iDRAC X% ?

# /R PowerEdge RSB EH AR /RIDRACEE O, BRMNBUMNITTIIRE

- MREFEH IDRAC EERE , MINEXRRINZE, BXIDRACEIENEZELR , 551
PowerEdge Bi/R——IDRACHIBRINBERERREM A ? -

. BREHE up-to-datey TBH LR 2R,

- J9 iDRAC MEZOBIEEEN (em) IwATEEL S B AER B RAE LR E EEET.

BRI EEHRRFYS
YR LAfE A Storage Gateway 1%l & #% Z| AWS Storage Gateway BHE R F 55,

EREFREBFIE

1. fEhttps://console.aws.amazon.com/storagegateway/Zk R $TFF Storage Gateway &1 5
2. MIEZENK SR PIEREES,

3. MIIRAEREHRE

4., HERENFHASEETFLRIEFISFER,

EAIRBEMHRE IS
AWS BB RENEHEENRALE | BEHXE,

% X AR AR BEREBUERFFRE , UZBHREHIR KRB, SKITFFTIT s OB AR/ <
WIEERE , EEHTRBHFENZETTF, EAUUMNEHFRFHAREXRFEE , I TENIEMT.

BT X508 AWS

1. FTFFBEHESA,
2. ERBAEHEETNRIBITAXERE , RAlEEK Enter,

MERE M EERP AFRR |, DEAYIR O S RZTE 30 WAHIL, il

RES - w0 19599 £
3. ETwmASHREREMRS <&

#N{a%k 45 Dell IDRAC X% API| R 2021-03-31 174


https://www.dell.com/support/article/en-us/sln306783/dell-poweredge-what-is-the-default-username-and-password-for-idrac?lang=en
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https://console.aws.amazon.com/storagegateway/
https://aws.amazon.com/contact-us
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HBEBERR © XMk R

LA LU SR X BB N B ESZ B B A Amazon CloudWatch BEA, BEBHFZE , BRI EXM
RUETIRRARE XK BRIV EMEEIRBERH, 0L CloudWatch B EF #H B A XX LR
BEITRREHNNER,

HUTERD &, SR FMEXERRFEEERAZSNERNER, STRE R AR A ##R[FIE,

F&
« iR . FileMissing
- faix : FsxFileSystemAuthenticationFailure

+ £51% : FsxFileSystemConnectionFailure

+ f85i% : FsxFileSystemFull

%1% . GatewayClockOutOfSync

o iR : InvalidFileState

+ 8% : ObjectMissing

=i% : DroppedNotifications
« B4 : HardReboot
- BHCER
- tMPEHERR : Active Directory i3 8] &
- BEMME . £/ CloudWatch 1545

£i% : FileMissing

FileMissing $#iR5 ObjectMissing SixRFML , FRERNTREER. SIEEXHRXUAAN
EASM Amazon £ HIBRIEEX AT , ATAEAFileMissing ISR FSx. HA/E4E E4£ B D
FSx ML B b FiZ I REBFF K FSx Mo

E#ER FileMissing £ i%

1. FXHHEFEIRREFE SMB EFRHNABXHRES (FEESR I FEFILIXH) .
2. fER SMB %77 i M 34 M 5% M BR 324

3. FSx £ SMB EFinEHIEEL R 1 Amazon RREN AR HFRA, BE XHMXHITILE
=

MEEHERR © SRR R API fR4s 2021-03-31 175
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Hix . FsxFileSystemAuthenticationFailure

HEFNHFRGEMREENSIESBHENRERHEN , 2H;

FsxFileSystemAuthenticationFailure i,
Ef# R FsxFileSystemAuthenticationFailure £51%

1. WIRTEIEEE Amazon FSx XH RS AT IR EIENAE R
2. WRAFPWAMN I Amazon FSx for Windows X 4IRS 88 RGP TR FIE L ENR,

Hix . FsxFileSystemConnectionFailure

I EMM X ITE YL B Amazon FSx RS EsRT |, BT AE
£FsxFileSystemConnectionFailurei@F44iR,

Efi# R FsxFileSystemConnectionFailure £5i%

1. WBRFIEHAER VPC FNE L FEMXITEN M Amazon FSx fRE88 2 B E I EE,
2. ¥R Amazon FSx RSB IEEIETT,

£1i% : FsxFileSystemFull

% Amazon FSx MHREH&E 2B T HEA AN |, JaEAFsxFileSystemFullHI4E IR,
EfE R FsxFileSystemFull £5i%

1IN Amazon FSx X RSN ZE M ZE ],

2i% : GatewayClockOutOfSync

2 A8 M B A 3 R SR A 5 AWS Storage Gateway BRFSE5IREHIRT B Z BE 5 2 F e EKATE A=
F0t , BagEalFlGatewayClockOutOfSyncéRiRE B, BI¥P[ED A1 B Al gE Xt P o< M 2 [6) By E 12
FEAmEN AWS, MEMXE#HRREL , NFS fl SMB EZAIRESHIL /0 4iR , #H SMB AR
ATRERIER & AR5 IR,

£51% : FsxFileSystemAuthenticationFailure API fRZR 2021-03-31 176


https://docs.aws.amazon.com/filegateway/latest/filefsxw/attach-fsxw-filesystem.html
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E R GatewayClockOutOfSync f&ix

KEMXM NTP RSB/ BANMEEE. BRELSMX VM BB MERH NTP RSHEENES
BR , BZHAAMXEEMSENEBI (NTP) RS8R,

2% : InvalidFileState

HIEEMKUNANBEASRERIEEN R ERHNIBEXHR , 2HI InvalidFileState iR
Hit , Pk EXXHRSERE Amazon AR TR FSx. BEEM Ama FSx zon L& K R4
BT RE K M,

Ef# )R InvalidFileState 4£i%

1. FXHHEFEEERFE SMB EF RN A XHRSET (FEESR 4 PESILIHF ) . R
Amazon FHIXHMRAS FSx REFTIRA , i§ FEIZARA, Hit , LR LUEREM SMB &/ in B

18 Amazon FSx %,
2. FSx EiZfE Amazon # il BRiZ S04
3. fEA SMB Z i M B < il BR ST

4. FEHEH SMB B , BEXHMIHEES R 1 PREN X HIFIRAE H E Amazon
FSx,

=1% : ObjectMissing

HEEXAHMR NN BEASRM Amazon FIIBRIEE X 4HEY , ATBELO0bjectMissing i H4EIR
FSx. fEfI/a%k LRI D # FSXxMIL D40 FRiZ X REPFFK FSx Mo

Ef# R ObjectMissing f8i%

1. PFNHNRFEIZNRES SMB B HENEAXERET (ZEEESE 3 FEHILLEXH ).
2. {5 SMB Z Ui M 3T 4 P o< 1l BR 3244

3. FSx A SMB BEFinEHIEELR 1 Amazon RREN XA RIIRAR, BE XHMXHITIE
.

£8i% : InvalidFileState API fRZ 2021-03-31 177


https://docs.aws.amazon.com/filegateway/latest/filefsxw/manage-on-premises-fgw.html#MaintenanceTimeSync-fgw
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£1% : DroppedNotifications

MRMXREE LW TRAEMEZE/NT 1GB, HEE 1 28 EBEAERNETRREAET 100 1,
Narge & EIDroppedNotificationstBiRM AR H ML EM CloudWatch AEFRE . EiXFE
M, ERTABAERE | MX&FEIE4ERIFMAR CloudWatch BEEH,

Ef## R DroppedNotifications 5%

1.

3.

£ Storage Gateway & ARSI~ L EFEHMKXHK Root Disk Usage 1E¥r , LMEHE
ATANREEZRRETE,

MRAAZEENT 1GB, BEMPAXBEFEHEUEN KD, BXRE , FESRAENEDVEERF
(OB E =

Ei8 0 Amazon EC2 MXBIBREE K/ |, i55H (Amazon Elastic Compute Cloud FIF1ER) A
By IE SR 3T 488 EBS B 1TIE N,

® Note
o3& AWS Storage Gateway B4R & BIIREEE K/,

EF B ENMX,

B : HardReboot

WX VM BEAEFRT , B2WEF HardReboot BAl, LLXEF AR EME, BHBESEMEH
SHW. XTF VMware M3 , vSphere S ATAMNARFHENEERE2SRMEH,

LUBRPPMXEXBENIFERIZITH |, §8 EHealthCheckFailure BHREFE , AEHELH
VMware BEH# B,

BH:ER

HEFBEIMX VM B , B2RFNEFBEH, SALUER VM EEREFEEZH A5 Storage
Gateway ZRHIBEFBIMK VM, BHEATUEMXLEF ABANERAMXREREFRS.

MRERNEEMKXNERELT TTHAIED 10 28K , NEEFTRREEN , HREREME
B, MREGREELEFNRZIN , BRERBEFHEHEIMK,

£81% . DroppedNotifications API WA 2021-03-31 178


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/requesting-ebs-volume-modifications.html
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HPEHERR : Active Directory 13 8] &

FSx X MK T2 Active Directory B[] ERFEN BEEE. MREFMXA Active Directory
HENEREE , FRATUATRE

. WIAMRE =R ERRiEER4I85 ( RODC ) EiAE,

- WIAMXELE I EMA EFA DNS RS2,

Flgn , IREIEEZFN Amazon EC2 WSkl A AWSFER Active Directory , i XIE 7 RHY
EC2 VPC RiEH DHCP M2 EBIEE T AWSIEEM Active Directory DNS fRE85.

8382 VPC DHCP & TR B R DNS ARSF 2[R A48 VPC I ATA EC2 K6, MRENENW
XIEE DNS Br5528 , M AT BAER ZM <8y EC2 A & Ri5E.
NFAMMK , AR ARG & 5KIEE DNS IR 8:.

s BEEMXARMIZEFHANG SRR FTETUTHSREBIENKMEEE, FREETHNEZEZRN
B ERB P HYSERRE A A IP #edk,

dig -d ExampleDomainName
ncport -d ExampleDomainControllerIPAddress -p 445
ncport -d ExampleDomainControllerIPAddress -p 389

- #IAE/Y Active Directory RS EBELENNIR, BEXEZEELE , S Active Directory RS
KRR ER,

« BINRXRIMAT EBVALRET (OU),

MASSERIANTENESE (= OU ) FEIE—4 Active Directory TTEHLIKF , HEAMKXH K
X IDERKFE (I, SGW-1234ADE ) ., KBTI ERE N,

MR IERY Active Directory IMEANFITENNRIEE T OU , MIEMAEET LIIEEZ OU,

MREEZAMAEEN OU BHBRTH B MHIEL IR , EEIWEH Active Directory IHEE R, &
BRAREEMAREMXNVITENKS , RAETEMAE. EXEZEE , BSHNAHEEN
Storage Gateway X #M < A 2B F Microsoft Active Directory & 31 iERYZRHB SR B 2 .

« MRXEIZHENBTRRF FTSITATSRS , BIATLIE DNS F@EMTMRXNENE, FRHE
THEEHERNEHMKHEZERENE

dig -d ExampleHostName -1 A

HE&E Active Directory 1371 5 API fR4s 2021-03-31 179


https://docs.aws.amazon.com/filegateway/latest/filefsxw/ad-serviceaccount-permissions.html
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https://aws.amazon.com/premiumsupport/knowledge-center/storage-gateway-domain-join-error/
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WMREAMKREE T HEXENE , WARFIHRMEEE IP #h3t# DNS A 125,

o TN R MR HIRR 2 A MR A T REREMN KT, MRMKXE 20 BRI EREIKR B iz
EREVIERL , M MNABHER LB,

WMREFEH JoinDomainCLI sy MR IMAE , M AT LURMZ - -timeout-in-secondsHrEFE
A B R ZE K B F& < 3,600 #,

« WIAZATRM< N AE® Active Directory A FF £85I A AT IR

W . £ CloudWatch FE#r

BRI ETHEHKREEXEALS# CloudWatchiE#R M Storage Gateway K R B M R IEHNE 2o
£}

- B R, BRFXRNEE

o J8HY X R IE B

« 87 Amazon XHREFERE FSx X4

- &7 Amazon FSx X REFETERIAMIRE

« ZBHM KM@ Amazon Z IR EE RIE FSx

- BHRMXZOELEK , KENMKXHTEAN HIE IR

5B FE, BHMXRNEE

WMRIER File Gateway HZTIstn B EN 5 B R R NEE , HREIndexFetchMIndexEviction
CloudWatch 35%5 :

« MREBEZETLs DN K EH FIViZIndexFetchi8Bfr AT 0, MENXHEMXBEHEEEXZ
EMEZTHNENEE , R ARiFRFSx BATF Windows XHRSZEN . BEHIHZEFHNENIT
YE RIS IR 3 1T 6

* 1R IndexEviction E#AT 0, WRTRXHFMXRERE SN TEEEZFHIEENATNRZK
H, BRBEAT , XHEMRXBAMNKIETH R KD B FRHBRE— LFEZEUES LB F. NRX
MEREEREHFBLFEMRE , BEHRR i

518 X# X Amazon FSx XHRENARHTINIE , ARE\ELHVASRERESHERNE.

£ CloudWatch 1473 1T # R HERR API hzZ 2021-03-31 180
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SEHY I 5% AR ) 2

MRIEHI A PIRRIBAL , FHHATA TR

- MRFEREESHHRHERN , HRE IOWaitPercent 1E#R. WIBREREE /0 BR KR HAT
CPU & TZERRESWEEE DL, EREEBRT , KHEWRSXERS (10 RNES ) , FRARSER
SRERYEMREA, EXERAT , XHEMXEFNRIEFERNHWES RAM 8, TTRE2 RRH
HRESEM LIRS, &0 ORI Jy AR BE 2 6 P S5 IR A D B Rl £ SR AR IR b ) R

- W3R MemUsedBytes $E#:5 MemTotalBytes E#sMEREIHJ/LFMEE , MXH4HMXFERTH
RAM, BRENXHEMAELEERENS/N RAM, MREHNXHEMXERIIHESR , NTTEERE
BIEASNERARGIEMNIRIMES RAM,

MEXHHEEZR SMB, BBt 2RERIXHHEN SMB BEFIGNHESEN, EEEFH
FAAER BEENE P IHRHE | HRE SMBV(1/2/3)Sessions Er. MREET ZNEP I ,
BABEFE M XM RINEZ RAM,

&1E Amazon XHRSEHE T E FSx X4

MRERIM K LB X R RRIE Amazon FSx X RS H |, i EIZFilesFailingUploadig
Ro MRZEMBERLENHLERY , FEFETRRBEH. X4 LEEXME , MXSERETRR
BA, HEREEEXZEENESFHAES

TE Amazon FSx X RSEHETEIRIBMIRER

MHMR ERNFEL FSx AR (SIMTIRAXHREGBHNRENR ) TRLSES I XHRE , M

M-S BE FSx B Windows MHRF|/IXHERL 110 ARTE &. MREHNXHRLEZE RBRIMEEERIR

REBEN TR , WXHRETERLBBRELEER , RN EREERRFENTAK /IO MARAE
FEITNRE,

£ Amazon FSx #24l&a+ K BEFEUENMETH A EELENIHREREAEESRE. MRE , Bl
P E| SSD F4%, EINFMEE D HIGI SSD IOPS KA EBEH TIEME,

EHIM < 8] Amazon & IR ERE RIS FSx

SRR XA MR [ Amazon FSx for Windows XA BRSS Brt2 i IR R ERIE , FMITELTR/E

« fRCachePercentDirty#EHET 80 RES , NEH 4R < @B EE ABIENIEE R T/
& £ 12 %] Amazon for Windows /RS 88 FSx BVIRE, A UAZERIBMMXHMX LERNTRE. &

/A CloudWatch 18R 1T FEHERR API fR4s 2021-03-31 181


https://docs.aws.amazon.com/fsx/latest/WindowsGuide/shadow-copies-fsxW.html
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M—ANHZANEFHE, BEEFRBEARE |, & IEINKXEKE Amazon for Windows X4 BR%535
FSx HEMHRE,

« MR CachePercentDirty JE#HBIK , HRE IoWaitPercent #E¥r. MR IoWaitPercent X
F 10, BHOXHMXAEZ IR BFHERENRS, RINBIERAARESRER (SSD) #E
ERNER , REFZE NVM Express (NVMe)o MRIELRBERATH , FRHAERARE LMY EEEN
SNERFRE RS HE.

BHMREFMEL RN, RETMKHITEAN HIAEHIR
MBTHMAEBEL KK, FENIHRHTEARN HRER , FRITUTRE

« W1 CachePercentDirty #EFN 90% RNES , WRANEFHE LW ATAZRTRE , XHEMXE
EEZINUENHBEARE, EEFENXHMX L F for Windows X RS EEFSx WRERZ
R , BEFZCloudBytesUploadediEtr, FHiZIEHRE WriteBytes ERHFTHER , XIFETR
BEPIHNXHEBEAXHMXNEE, MR SMB BFIHEASN XA EERT T L44& FSx for
Windows X4 RFBNEE , ERMESHEFHUEUZEDREROESFSH D, HF , BNtk

=+
Lo

« MBAXHES (Hlan , ZF44EN ) KK , B CachePercentDirty E#1KT 80% , M
B XM XATRERE T EFFRSFEN, T SMB , LR PowerShell fnSet -

SmbClientConfiguration -SessionTimeout 3QQEKILERIETE, ZETH T 2FBEHE
B 300 ®,

= RAEETRIREA

£ VMware vSphere & A fitf (HA) ¥ & LZETMXE , BAREKKEISTRREHN, BXETRRE
HMNEZEE , FSHABEHE - & AMERE,

HEHERR - S0 AR &R

MREEFTRAERZ , WEETEHERBXRERNVEENEE.
F&
« EBITRLBEA

& AMETIRREA API| WA 2021-03-31 182



AWS Storage Gateway Amazon FSx X#MxAFigE

BT EA

SH4R1E VMware vSphere HA EiZ21TM <8 , PR MK &2 @ EE ER Amazon CloudWatch BEHE
BRATETRABEH, XEBBAFEERZN AvailabilityMonitor B HERF,

- BH:ER
« BH : HardReboot

« JE# : HealthCheckFailure

« X : AvailabilityMonitorTest

BH:ER

EEHBIMX VM B, BLRINEREH, BUUEAR VM EEREFEERG AW Storage
Gateway ZHAEMBIIMK VM, EB A UERK LS ARAERMXREREH S 3.

HiE

MREENEEMKXNERELT THAED 10 28K , NEHRTEREREN , FREREME
B, MRERREHEEFHRZHN , BREZEGEFHIEHBIMX,

BE4H : HardReboot

LEMx VM BEANERRT , B2UWE HardReboot BAH, LLXER R EME., BHBEREMES
SHW. XTF VMware M3< , vSphere S TN ARFSEENEETE2SBILEH,

B

MR EXENRIERIZITH , HREHealthCheckFailure BHIREEFEE , HEFEL
VMware WEH B E.

BEH : HealthCheckFailure

¥ F VMware vSphere HA LHIMX , HETRARELXWHERER BRI , &
A A EIHealthCheckFailurei@Al, EH B LENRBREIAERGZEATRAMY (H
AvailabilityMonitorTest BHIETR ) . HUBERT , N&H HealthCheckFailure &,

EATIROR B8 A API fR7s 2021-03-31 183
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® Note
B HSUGERF VMware W3k,

oy

MBEWEHEERE , B85%F AvailabilityMonitorTest BH , ERELHN VM EMIREREF
KRS (F#, AEE ). NREEEEHMAEE , FHER i

A : AvailabilityMonitorTest

¥ F VMware vSphere HA LMk , HEBEFZTIAMENNAEFEZERSGN R |, &
£AvailabilityMonitorTestWE&E%l., VMware

=R

AvailabilityNotifications #B/REATAIEMx, LLIEFRRM <4 RS T AMME<ETIR
MBHE. FH Sum ZITHEATUNEMKXERER TEMNETAMHENESH. BXEBHNFHE
B, B&RAEEER CloudWatch HE4A,
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SRS Y B fE 3K Bk

ATGEUATER , XETBRUEXEAMX, XHHE, EEBARENSRESERNER. BI1E
WEBTRABEATHERNER , A EEXLIER , SUE#% AWS Storage Gateway IR, B
KW HBREERFBDAURBENELRNBENEZIES , FZHHFE Storage Gateway ZBE 0] #,

K
[

RIESSE . MEHIE
« E3#EE Amazon ENEZ M EIREBH RS FSx
 BFELAVENRR

SRBORE , BENMRDURLKIEIFUTNRENKE, XMHETRELHEDI (VM), RXA
5, @S EMUERE, MRHIKE , RONBWERRUTHNE 2 F /Y5 A RE SRR

/A Important

Storage Gateway T X FMER N EERRF A ZHNIRBRM Amazon EC2 Amazon RERE
(AMI) IREM X VM, MREHMx VM HIHE | MBCEHRMX , ARREUT R FEN
BIEIRE BZM X,

ME ALK A iR E

WMRERN VM BAKRA |, flEEFEERE , BHNXLEEFTLER, SEINMXERERER , &
HIMXEEBEBILRATREEET, THRLMEEBRENAYTREREN —LIR

« MRMTESHMBEZE , SUNHTHLRBERTHE. BRIV EZMZEZNEE , BS
158 00 3 P 5 9 ) 48 % 452

M H BB Y & 17 R 2 1k B SRRV B

NREFHEHARE  BINBWEREEABRRAUT SRIREHIE
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« MRWERFFEFHEMNECHENHBIRSEW , WXAMX , ENFNZHEE , REEFEIN
Ko

MAS AT 3[R B9 B3 ROV B S8 R B3R

MRENMAFBEHOHTEMRREBSTETR , EUHEEREILTARBEF LN S -
X Amazon EC2 Ef| EREMMK, WRETRFE S —MgEH L, MEWIE Amazon EC2 3£
Bl LRIZMKX, BERNITHSREURT EENFREHTFRIMRKE,

MTEE 5 7] B9 B8 R /0 R B9 ST P 51 R 8 3R

X F File Gateway , OO XHREBRGF B TS ERENRIEL Windows X 4IRS EFHY
FSx o

1. 7£ Amazon EC2 =W LRIBHBUEFNXHFMKX, BXEZEL , BSH N FSx WHMXZE
281\ Amazon EC2 E#1.

2. TERIEMN EC2MXLBB—IHNNXHRE, BXEZELR , BSHGIE FSx EA T Windows
NHRSEHOXHERS,

3. BEEFFRLIZELSHIHRES , HHEMRSF BT EEME N HIBEN Windows LIRS 258 FSx o
BEXEZEER  BSHEFHERAXHHRE,

E1% 7 Amazon ENE B IREHIRE FSx

EREFLT , BURFECARENEINZFHRIRBEZKE Amazon FSx X# R 5 LB BHE.
EXEERT , ASER M NARFN File Gateway ZEBIERBEARTR , XAEELSH FSx X
HRERTTE, NBENZOHIREBIXE Amazon FSx XHR ST HIEE , FEAU TSR,

(® Note

ERALEENZDHIRBFIRE Amazon FSx XHRSEE , HRIFMHE FSx XH4Mx LHE
AEFHIEEBF KK

RNTEBEENZDRIRBIRE Amazon FSx X4 R EEet HE A &R

1. {8 Storage Gateway ###|&4F Amazon FSx FSx X 4R EEXHMNX DB,
2. EEELEM Amazon FSx XHRE L MEZ MR,
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3. ¥ Storage Gateway %A Amazon FSx FSx X# RS EFE R STHM X,

BEALENRIR

ENERIESRER , BUUEHE Storage Gateway BiR , UBRFEEARTHENTEZA, flw, mREL

BRMXERTERGIINR , BEZRFEREELHIEZNBBPMER. ERTUTSRREEER.

ERTEENRIR

1. MREFBITEREFRAMX Hifikr,. BXEZEERE 25 BRI < M BB BRCBR A R
Bo

2. Mt EH A MR Storage Gateway VM, HIRIEFE Amazon EC2 3R] EBIEE T Mx |, EL1EZ
K61,
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H{th Storage Gateway &R

AFTEEUTET , XEFBRHEREFMFER AWS Storage Gateway B xHENEEFEIR

ES}

FHIRE T ERAOAN WX EBE M EEE LA E.

Ff Storage Gateway 5 VMware HA L& : T #RWM{A% & Storage Gateway LA VMware
vSphere & A A4 Ihge,

REVEUEZER © 7T HRSSBHM RN AT AERERIEEERUENBIERA,
£ A Direct Connect : T B I{AEAR MK S5 AWS = B8 T AMBIERE,

Active Directory fXIR : T fBER RS MK 7 %01 E & ML PR T sE L @B < A Active Directory
o

REMKIRZH P il THEBETUKRIIMXNELDNEN P it , BEFMXNFERHEZ
#uiko

TR RA AR ID-T R in{a AWS R3] Storage Gateway SIZ2H &R F &R
HICEWRR . THRNAFEATBERSRKN B RITIRHACHES TEE,
Open-source A4 : 7 #F F iR Storage Gateway ZHEERIEE =5 T EFMF AL,
Bodl : TSR REMER , SR REAR B FHEN TN ME KRS,

EEMEIEMX VM EH]

RTEBENMBAMKRREELNENF A,

F

il

N FSx MK ERRIA Amazon EC2 EH

N FSx XM X EBE B E XK Amazon EC2 4l

1 Amazon EC2 SE4l T g ik I

FEELWLATE 5 Hyper-V = Linux KVM E 41858 [& 25

F VM 8 5 VMware 48T E R 5

L ES e R

$F VMware vSphere High Availability & Storage Gateway & & 1
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A FSx XM xZFBE A Amazon EC2 E£4l

AEBHE T EARIAAEIE Amazon EC2 EHHIF IR,

& B LA7E Amazon Elastic Compute Cloud ( Amazon EC2 ) k4 L 388 f&5E Amazon FSx X4 M
KXo AWS Storage Gateway Amazon REGHE (AMI) S X AMI 21214,

® Note

AWSE & i #5542 X #F Storage Gateway X AMI, {RATLB R XA E R — AWSK N KIE
MR R,

1. EiRE Amazon EC2 3kf| , BEITERNFEREIMEB 2 K EHF A T HiEE Amazon EC2, B
Bl Amazon EC2 KBIMYILE , S & E Amazon EC2 FLISRIEE Amazon FSx XM %,

2. %EFEBHEH , £ Amazon EC2 ###I & HFITF AWS Storage Gateway AMI AR H B E X HAbig
B, flasKpIRE, MBRENEEFHE.

3. ZF , BALITE Storage Gateway 2l & FIEFREARINRE , AR IAEEREZE Amazon
EC2 =41,

FEAERINRERIZEM Amazon EC2 2l EBF U T BRIAME :

 SEfZER - m5.xlarge

- WMBRE
« XF VPC , EEREEHFIZIT EC2 KHIRY VPC,
- XFFW , BEEEHPF3) EC2 RHINFM,

® Note

HEE VPC EEBEHIAH N VPC FRBUET Ba10 B AFE IP iR EfS , VPC F
M aHIE TSRS,

« Auto-assign 2 F IP-BECE
- BHIE EC2 Z2HH 5 EC2 K<k, RLHAEFUT AvhiwmAMN :
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®

Note

ERXBERE , BEETHRO 80, EAEELAXMAZKO, E , REEETE
E VPC H R E Atk O k15 @) &8 EC2 £41,

ReeBE EMAMFR— VPC FREHRIFRIMX LR XHHREZ, MRFEM VPC
ZHANENFRIXGRE | MR EHENNZEAHRN,

BT LARERTRIB L 2 4E , HERSME Amazon EC2 St AEETH , kFEL s,
SMEZeHFAEEHEERRZLA D,

WO 17 XHRE
T

80 TCP AT B0E
B9 HTTP
5 [R) AR PR

137 UDP NetBIOS

138 UDP NetBIOS

139 TCP, UDP SMB

389 TCP LDAP

445 TCP SMB

- BEFM

BINRE AMIBRE HB2EF

REZEBH '/dev/sdb'
Size 80 GiB 165 GiB
Lo ¥l gp3 gp3
IOPS 3000 3000
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HUNRE AMIBRE HB2EF

a0 2 =
BR

BN a B
FHE 125 125

N FSx XHMKEE B E XK Amazon EC2 £l

&\ LATE Amazon Elastic Compute Cloud ( Amazon EC2 ) Sk L E828 fi85E Amazon FSx X4 M
Xo. AWS Storage Gateway Amazon REG & (AMI) B X AMI FE 1214,

@ Note

AWSE &k 1 # T2 X #F Storage Gateway #X AMIl, RAIAEFEI XM E R — N AWSELT K E
AYiR RS,

FSx X#HMx AMI ERANU T ENE. AMI BFHRFH NN IRES 2EE B MRENEHME
1k,

aws-storage-gateway-FILE_FSX_SMB-2.2.3

E82& Amazon EC2 EHIR#E£E Amazon FSx XM >x

1. JF#RfEA Storage Gateway ##EHI &K IZEFMKIMI, BXHE , HSHIZE Amazon FSx X4 M
Ko HEBHAFRZEIME S , EEHFEFIEE Amazon EC2 , ARRBUTTREH[FIEE
IR P < B9 Amazon EC2 3241,

2. EFERZEH, £ Amazon EC2 2 #I & FF AWS Storage Gateway AMI #&E4R , BT SAFEH A
BEHMIRE,

£ Quicklaunch kEz1 EEBINZEK Amazon EC2 E4l, B Amazon EC2 Quicklaunch Zt
INIEWESZEER |, iH3% Amazon EC2 B Quicklaunch Bt E M,

3. HEHBMH , A Amazon EC2 KBIMA—PBI. KOIFFBEKE , EUTUAERLER , &
Amazon EC2 #2#| & B I &R TUH L K ERHY KB,
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4.

9.

EXRGIRBERHRPIKBSRAP | AENEFERBEHEREE, BEHEEXTHEERELEFEERS
BEX MR, RINBIEEH LEFEH m5xlarge EHIER | ©HEMXEEESTHMENSEESH
ER, BREZEER , HSH X Amazon EC2 SEHIZER P ER,

MRFE , BALERHERBERMHRN, BXESZEER , 27 (Amazon EC2 A #E
) FREELLI AN,

(® Note
HEstfiEs  £HERIBEC2, FAMNRE NVMe SSD &, XAgEaERBIHF LN
BRXESBEIEIE ; flm , BRRLKEREFPHEIE. K12 CachePercentDirty
Amazon CloudWatch $E#r , REEZSH NN T BHREFEILRG0. ETHEXMKE
BN EZE R | 1§21 CloudWatch X#4H#) Storage Gateway JEFRM 4,

EZANBER) BoNBANER -LFEP , EREATREEEIMNBHN. WEXE,
BRI AN, BXEZER , H5H (EAT Linux 324I# Amazon Elastic Compute
Cloud AF#ERE) FHBIEZHAX,

EMZRELD D  REMEENREHERFEEREXATFE :

a. XFVPC-XF , FEBEEHEDPZ3) Amazon EC2 £I# VPC, B < Amazon VPC &
ZER , 2 (Amazon Virtual Private Cloud AP 188) FH Amazon VPC I T{ERIE,

b. (®&)XNFFM , FEFEREHPZ3 Amazon EC2 1K FM,

c. XFAuto-assign 28 IP , BEEZF A,

ERIRIE (REd ) FE9F , EEMEBNIRE. WRERE , IUERERNEMN Amazon
EC2 Ll BN FZ S ANBRINBHANER | b LLERNANAE Z 2 AT B XEERN,
FEALREHAMRN FEH S, R IIEANKITFEF iR TEZEEFINEDO. BHX Amazon
FSx XHMAFIERONESER , BSRIEOER, BXRFMBAEANNESZFEL |, ESH
(ER T Linux 32418 Amazon Elastic Compute Cloud A8/ HiIZ£HANI,

(® Note
Amazon FSx 3 #F o< BSR1E M o< BUE R N A SGR B M — IR HTTP 15 AT TCP s
O 80, BUESRE , BAIBAKMA LKA,
A BMFTFF TCP im0 445 FBETA A SMB , $77F UDP ¥wH 137 FEE1A[E] NetBIOS
#T7F UDP w0 138 F&EiH R NetBIOS , TFF TCP #w A 389 = gehiE] LDAP,

EERMERETHSF  RETRENRE , VEMRTER.
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10. EEEFMED , EERNFS , "HEEFINDFREH,

/A Important

BRTMEENREN , BEXRELHFMN—NEBEEDH 150 GiB #9 Amazon EBS BE
NEGEEH. ITREME  BINBUSEZ/N EBS BENEEEH , SMNEELDLHN 150
GiB,

M. EEREAEEDD  REMEENIRE , LPENFTER,
12. BB, FREEENIRE DB ET Amazon EC2 XL,

13. BERINEWFXRBTRINES , HSHMZE Amazon EC2 B4 AFHEFITRE , ARRBHERRL
WHFHEHl, BREFRBERAEEZTETEEZBEEREE , HBARRSREEETKAEREE
SiERIE,

14. NIFHAEERNEFIEREHG, NEHIHERSEFLE IP bk , ASFIRE Storage Gateway
BEAFRENXTE , $EEi&E R Amazon FSx XHM X,

& A LAE A Storage Gateway #2#| & &1 AWS Systems Manager S8z k@ EH T B3 SXHR
XxH AMI ID,

EWHE AMIID , BHATATE—1RE -

- FFEAER Storage Gateway #ZH| A RIZEFHHIMK, XA , FHSHEIZE Amazon FSx XHM
Ko HBH AT REII DA , %3 Amazon EC2 EREHNF A , REEZBBZHIEHILLE Amazon
EC2 %I & F3TF AWS Storage Gateway AMI &4,

ERBEEMS EC2 X AMI WHE , HZRER , BALE URL FEEIE AWS FrEXE AMI
IDo

« #if) Systems Manager 27, RATLAER AWS CLI 5 Storage Gateway AP| Zifj i & Z2 /8]
T# Systems Manager 2 #5#/aws/service/storagegateway/ami/FILE_FSX_SMB/
latest, 0 , AT CLI fHIRE AWS XiF BI85 EH ZH 51 AMI § 1D,

aws --region us-east-2 ssm get-parameter --name /aws/service/storagegateway/ami/
FILE_FSX_SMB/latest

Z CLI S T RREELUL TR @ H

{
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"Parameter": {
"Type": "String",
"LastModifiedDate": 1561054105.083,
"Version": 18,
"ARN": "arn:aws:ssm:us-east-2::parameter/aws/service/storagegateway/ami/
FILE_FSX_SMB/latest",
"Name": "/aws/service/storagegateway/ami/FILE_FSX_SMB/latest",,
"Value": "ami-033dledba5606cffb"

&2k Amazon EC2 345 7t #h3E 1% 10

KB TTBHEIRS (IMDS ) 23R4I EREH |, ATRAIN Amazon EC2 SKAITBIEH L L 151, SKHBITT A
BLE N IEZEA IMDS WA 1 (IMDSV1 ) B ATEIEER , REZERAE THIEEREEA IMDS
JRZAS 2 (IMDSV2 ) . IMDSV2 ERHEIESENER , AHE T SHRENFE , XERBTH TR
W8 IMDS, B> IMDSv2 HfEE , 2 (Amazon Elastic Compute Cloud A $§R) " #SEHIT
BIERSRE 2 WTERE,

EANEWFTEHE Storage Gateway B Amazon EC2 S2fI#EEMFE A IMDSv2, BIANERT , FAEH
B MREFIEEFEE IMDSV2, MIRIAEXHIPEENES IMDSVI TIEER , HSH (Amazon
Elastic Compute Cloud AAF#8R) R ERER IMDSV2 , 3k 7 5 6] T BRI UL E R FE F
IMDSV2 B8, RALERFTEEERZ%H.

R HA#LE (B8] & Hyper-V = Linux KVM EALA Bl [E 2

S F#E VMware ESXi LMK | REELVISEZEREF VB HFEELYVNBEEYES , B2
LB ERE. BXEZER , 55 & VM BB E VMware EALEE[EX, X FEBIE Microsoft
Hyper-V & Linux KVYM EHIRX | BINBWEERAUTSREHRR ERE LA,

B E R YL R RE B W < RE UL A B 18] HORF HL B 25 B M & BRI ( NTP ) ARS8
1. BRIEMKXOARIREEE
« BXEX Microsoft Hyper-V K2 H AN EZEE , TS HEFEH Microsoft 1 [A] X 5 7% ih 12 5l

& Hyper-V,
« HXEF Linux Kernel-based E##l (KVM) KR H ANEZER | ESEE A Linux KYM 15
B WA iR 4l A,

2. 1£ Storage Gateway BiEEXRERTE L , M AHNNRFLUERREREEE,

&8 Amazon EC2 34| st #r 3@ 1% I API| W< 2021-03-31 194
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https://docs.aws.amazon.com//AWSEC2/latest/UserGuide/instance-metadata-v2-how-it-works.html
https://docs.aws.amazon.com//AWSEC2/latest/UserGuide/configuring-IMDS-existing-instances.html#modify-require-IMDSv2

AWS Storage Gateway Amazon FSx X#MxAFigE

3. ERGHMEEEXRERTFL , WAMNNRFUEREEFTNEDS RERHE,

MxAiin4l A S RYMRSENE , FFEE NTP RESSBHREWEHTER , REUR NEA
REFRNEEZBENBIESR,

4. MPHNEZRATE0R , FEAy KRREREE NTP HERL, &M , F@A n,

w R S T B E — i,

= VM BE &5 VMware 863 E B %

BEAHEMX , BLAER VM BRASZHNERS , FEENNEREER, #4874, 88
FER VM BNBEEENNBERL, A, LRREZHNE , IRFE |, BAREE VI EF/FEN
BLE N B3 5P RE (NTP) BRS2BRES

/A Important
ERNBENX , EERL VM R M EHLATE,

WHER VM a5 EEEED
1. BEEZHN VM BFHE,

a. 7TE vSphere HEF A , ERNARFEOLCMHERY , AR E LMK VM BWEFRITHFEL
W REFR R K REEREBIRE.
“Virtual Machine Properties”3t & HE ] Ff o

b. EFETUEDF , RENEIY|RPIEEFE VMware TE,

c. EFERDHBEUEXNEEANSRT s FHNEENNEZHERBLIED , AFEREE.

VM BEESEH#HITRSL.
2. BEEZEHESE,

FER BRQRET EBNENNE, MREEREEEVAE , FHRTTISRETREFH
HE NTP lRS2RED,

a. 1 VMware vSphere EFiwH , IEFEZMERFH vSphere VTR , AFIEFEEIET
+o

b. EHRHERFTERNEEE , RAREREEEE.
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“Time Configuration”X} iF1E & 7Ro
c. TEBHEMETET , i®E vSphere ALY B HAFI BT (E],
d. FEHEENBzFENEIS NTP RERED.
i ENEEREXNEESR , EFIEW , AFENTP #RBFHFRERF (ntpd ) EITXHEEF | &
BREMERPH NTP RE,
ii. & Add BURINFET NTP ARS 28,

iii. #E Add NTP Server JiEAESF , A NTP BRS52RRY IP bt £ REFME , RiFik#
OK,

A LA pool.ntp.org A{EEA.
iv. £ NTP #HBRFHER (ntpd ) BTN FER , ERELENERFPHER.,
v. ERFSWHTT , ERBIHRBIIRS
FEE , MREHEEIUL NTP RFR/SELHFME — NTP RFHRSE , WEEER
AR5 = BEAE A # AR S5 27 o
e. 1% OK LAXH] NTP Daemon (ntpd) Options 33 i&4E.
f.  i%&# OK LAXFA Time Configuration XJiE4E.

T3 M 5% B i ) 4% S i 2=

Storage Gateway ERIAEA £ VMXNET3 ( 10 GbE ) M&EEERS , (BB LLNMXEB N EHA S
M&ERRR , AEAUBEZA IP it iR Mx, BRATEH LR TR THATIRME

- EXAREEMENELE  INEERFRANBIN , BAREFLEAREHEMNINELE,

- NARFXD - EURFEXTNARFEARIMIBNEN N, Hla, S BLERLEXBF4# N A
BRI SERAANMXEHN - MEEEER.

- MERE : EHNABRFHAETREREINHAAEREEIXEAENEIEFREE —NIEIN
Fp, ZMEERMKARE AWSBEHIMERE,

HHRANSEEGRAOF , I EEFREENNKEZBEHHEE AWS ( BIRIAMX ) o BRTXA
EERFZN , BIEFANEEEMEEXHAEZNERBVTR TP, BN , TRTESTE
BfRBERE. IREFEEERATEZBRENRE —ERRL AWS , NiZBIrNXHHEREN AWS R
BRRER —MEERR.
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ERLEBERT , B LU —MEBLESELE NIE#EF Storage Gateway ##H|& , REHRMS —NER
25, EHEBERT , Storage Gateway 2 B HKREENFAE - EHB[ENEERKHB, AR
B EZNEERMGEEE | ESRUTER :

e
« £ VMware ESXi £#l RN Z NIC Bl BEHIR K
« 7£ Microsoft Hyper-V EHLH 7 %4 NIC B &M X

£ VMware ESXi ¥l L% NIC Bl E &K M x

UTERFBRESHMNX VM EEN T —/ 1 NHKEE ST , Hi58E 7T WM@7E VMware ESXi LR INEELRS.
TR XE RN EHR VMware ESXi EHLAHM B — N K EHSE

1. XHAMX,
2. 7E VMware vSphere EFixH , IEFEH M VM,

VM TE LIS 2 AT RE AR BT B IR A
3. EEFIRYP,TAMKXVMHETX (HREE ) KE , R/F1EH Edit Settings (RBIRE).
4, HEEDNEMENFENEFEDFL | ERFMEFMEE,
5. & Add Hardware (R INEE4F) [@ SR INM & BB RS,
a. ¥t Device Type (iR %% H) BT |, iR Ethernet Adapter (LAARMSEERS) LURINEB S |
AREIESE Next (F—2F).
b. HEMELBERSD , BEINKBEEFFVNEE K REERT -5,

FRAVE VBN VMXNET3 M EEBLES S Storage Gateway —f A, BXAAELE RIEER
BIRPHERFEENELZELR | HSH ESXi M vCenter R 28 A4 H MK BB BTE

B,

c. 7%t Readyto Complete (EHZHFTK) BHEF , EFEFEE , AFIERE Finish (58

R)o
6. EEVMHEERIF 6 AREER IP it EZLWNEEF LI, EL IP it E A E RET LA
RIFRAREER IP ik, BIAE=A IP it B4 iZMR 5 H,

(® Note
ERFERERN VM BEEERIFH TREEEDVFRIEL
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7. 1£ Storage Gateway ##E#H|AH , I FF M X,

8. 1f Storage Gateway #ZEHI AN SMBERTR , BEMNX , AEEFREEHPRIMEEHB[HIMNK, ¥
A Details (F4BE2) IR FIH THE =/ IP ik,

AR VMware, Hyper-VH KVM EHERLN A =H SESHER , S EEDHAIZE & L
TES

£ Microsoft Hyper-V E#HLH 71 %4 NIC B &M

THSBRBEEHMAR VM EENL T — N EE RS , HEBRERME-NERET. IR
A Microsoft Hyper-V EHLFINEE S

FFM K ELE N E Microsoft Hyper-V 45 A HIH W & EE 25

—

£ Storage Gateway #EHl&EH , XHAMX,

2. 1E Microsoft Hyper-V B8 , M “EHAHL" ER IR EH B < E B4,

3. MEMX VM ERXH , FARESDT VM BMUITT L TXEE | REEEXA,

4. Right-click M>x VM B#ITHF ETXHE , RARERFRE,

5. EREXFEPWEGT , ERFMEL,

6. HEREXFEANAFINEHEARTD , EEMNEEESR , RARERFINRFMNRE

7. EEMEZERE , ABERE Apply (BA) UANARE.

8. HEREXFEMNEHT , BIAFTHMNEEEREAMIEFIRP , RAEEEFEBEE

9. f#H Storage Gateway ZHIBFEM%,

10. £ Storage Gateway £ HI AW SMERT , EEBEMNXx , RAREFEQEAFMN T EHI[HMN*<, ¥

IWFAFERRIFRIIETE=A P it

BX VMware, Hyper-VHl KVM EHERLHN AR ZEFEESHWER , TSR EELDYLZAHIZES & Lt
TES

$F VMware vSphere High Availability & Storage Gateway & & #H

Storage Gateway &Ei¥ —4 5 VMware vSphere High Availability (VMware HA) R K N BRRF K= 1T
WRERE |, £ VMware LIRS ITAM. KA ZEPTRIFPERIENREZEY, EERFIANSE
HWENEM, EXEMTH LRGSR fIEZEENNX4RESLETTH,
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B IXFhER , SEEARMA VMware S35 5 VMware Cloud IR AT LA AWS BN K ZHRS
FRrhiRE, LIREEEE 60 WHRTHK , HEFRSELREIE,

(® Note
MRBEHE VMware HA EEBE P EBE Storage Gateway , I ITLATIRE -

o REEHEHFTW—BEN LEBIE Storage Gateway VM B9 VMware ESX .ova 1] FEEF
Do

- EHE ova BFE , BRI FEZNAHNBEFE. MREA-—NAIHEENMEE
BRI BERE, MREERNREVNAHBERFE , MEVNRETHE , WHEEFHE
fe =N A RETE T R ZBIRR , AR WREERNBHERBRE — 8.

- EREHREN , MREN ova EFEHBIESR  FERSRETEXHEREE—GE
o REZHAUEZEFBIHETNENE,

LR EBNAB T W[IAE VMware HA S8 EF 2 Storage Gateway :
£
- BLEZH vSphere VMware HA £
- REEHMRER
- BBEMX
(A% ) AEF ERHEAM VM R HINE FIED
- BUEMX
« WiREH VMware High Availability Bt &

B E B K vSphere VMware HA £ 2

WMRE KRB VMware 8 |, BEAUE 1. BXUWARIE VMware EEHWEE |, i5Z R VMware
X4 E B2 vSphere HA S8,

ETk , BBBES Storage Gateway && A VMware £E,
BLiE VMware S8

1. 7 VMware vSphere #9 Edit Cluster Settings (fRBEFRE) RHE L , BRI VM MINAEF G
BE VM ¥S1E, At , BRAEMNETHEEUTE
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« Host Failure Response (EH# &N R7) : Restart VMs (EF /B3 VM)

» Response for Host Isolation (EALFRE#IIERL) : Shut down and restart VMs (< H EFH B3N
VM)

- Datastore with PDL (E5& PDL H##EF4) : Disabled (EZ )

- Datastore with APD (B8 APD H##E#Z4#) : Disabled (22 H)

« VM Monitoring (VM ¥#%) : VM and Application Monitoring (VM F1 5 F 2 7 15 42)
2. Fine-tune BYABU T ERBAERENRHE

- WEER - ARG , IRRKE VM BUES  NFEHFE3 VM,

- REEEETHRE-ZE VM FREZE VM TENRNESZE , SBEZSNEE.
« BNVMBRAREBRY - ERERAEENRANER VM BB RREK

« RREERBHNE - TESN VM HERXEERBB K.

MRETAEERENE , FEANUTRAIRE :

« Failure interval (&R FE) : 30 ¥

 Minimum uptime (&E EFIZ{THHE) : 120 ¥

« Maximum per-VM resets (B VM WERRKEBXRE) : 3
« Maximum resets time window (XK EEBAER) : 1 /A

MREEEHLETTHME VM, NTEEERTAEN VM REXLE, EM .ova HE VM 28T,
TEMITHERE, BEXREXEENESZEFELR , F2H (FiE ) MEFENEAM VM A NBEFIET,

WERH MR
BRBLULTERKIZEEMX
THEATEAMKEEM ova B
MNTHED 2 — T HMxEKEH .ova BE :
o MHMK : BIEHBUE Amazon FSx X4 M x
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EIEJZES

HEERBNERET , F ova REPEBIEHNEN 2 —. XA , i5S5H VMware vSphere 4 X
R EE OVF = OVA iR,

EREBM KX .ova &
1. ¥ .ova MEHRBREFHHINENZ—-

2. BRNBEUENEZFERNBEFEXNEHPNABEENTH.
(AN ) NER EWHEM VM HINE ZIED

MREHEERLETTHAE VM, NAERFELZNASN VM REEERHE, BXUHA , 558 VMware
vSphere T4 X HHY B E XL E AN E B Alo

NEH FHNEM VM R INBEIE

1. 7E VMware vSphere Ff Summary (M E) RE L , EFENEFLITAERFTE , AFER
Configure (BLE).

2. 1&#% Configuration (L&) =T+ , ARFIEF VM Overrides (VM BE).

3. ARIFH VM BRIETREXREZME.

A vSphere HA - VM & #2 T METUHRELL TE -

- VM K2 ERAESE - VM NN AR EE

- VM EBRHE  ERABE - VM AN AREFEE

- VM BEX

- WEHRE: 30 %

- REIEFIZITRE : 120 %

« Maximum per-VM resets (B4 VM B RKEBEXE) : 5
- RAREENR: 1/MEA

RE P 5%

£ VMware B EFE ova J§ , M Storage Gateway & &BUEMX, BXiHA , HSHEFRE
HBE Amazon FSx UM <,
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https://docs.vmware.com/en/VMware-vSphere/7.0/com.vmware.vsphere.avail.doc/GUID-CFD74742-26EA-4BED-A4FC-4E8F50A46C83.html
https://docs.aws.amazon.com/filegateway/latest/filefsxw/create-gateway-file.html#review-and-activate-fsx-file
https://docs.aws.amazon.com/filegateway/latest/filefsxw/create-gateway-file.html#review-and-activate-fsx-file
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MR IR E VMware High Availability B &

BUERRE , BAEENEE,
Mt VMware HA Bl &

1. §TFF Storage Gateway ###|A& , Mk 7 https://console.aws.amazon.com/storagegateway/home,
2. ESMBE®KL , % Gateways (X)) , REEBEH X VMware HA MU Y B <,

3. XF Actions (3#4E) , iBiE#E Verify VMware HA (RiE VMware HA),
4

£ £ =K Verify VMware High Availability Configuration (3iF VMware High Availability fit &) 4E
o, 1&F OK (AE).

(® Note
AR VMware HA BEEFEFBZIMX VM H i SERXBER, ZMNATERER/LD #
F HESE Ao

RN AT |, MEH A R iFAE BRI FHRFE R Verified (ERIE) R
5. B Exit (1BE ).

& A LATE Amazon CloudWatch BEEAF K EIB X VMware HA BEHMNER. BEXEZER |, 5SH
A B EHIRE R xIE1T4R0% B & CloudWatch,

R B < B R0E = 4R

ERRMRNEEZS , BRMKEL (VM) £ Web ER, VM REZEBEHHANEED , B
SEREAEN ActivateGateway APl RIENSEIz —151E , ATIEERNXNEE. EXEZEER , &
&7 Storage Gateway AP| & ActivateGateway$ i,

® Note
MRARER , MXBUSEARE 30 FHEEH,

FBEMx VM & B ERBEBEREN AWS X5, MEFEEGEREN URL BEHNR
activationkey WERFHESH ., LEAFHESHURLNBEEZH. LEAFFENERXAOT
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https://console.aws.amazon.com/storagegateway/
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ActivateGateway.html
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Fi7R : http://gateway_ip_address/?activationRegion=activation_region. Lt&EIRHY
2R EBUE X E M2 4R,

URL & 8#E vpcEndpoint , EMfEA VPC i SR AEEZEMN MK VPC i = 1D,

(® Note

AWS Storage Gateway B#Hi18 %, EEWLARGEIERF Amazon EC2 L S# REME (AMI) 2
B E T U N AT FTIR B RATER HTTP B, FERBFEWNEMX ERETE
AE MRS

F&

* Linux (curl

* Linux (bash/zsh)

« % Windows PowerShell
- ERAXMIEHE

Linux (curl)

AT REIEEE R E A Linux (curl) SREVBUE R4

(® Note
BREETHEBERNEHRXNRIFE, TESHENTHT :

« gateway_ip_address-ilfn , IREIMKHY IPv4 etk 172.31.29.201

« gateway_type-SLEBIENMAEE | HlAISTOREDCACHED, VTL, FILE_S3,
B FILE_FSX_SMB,

« region_code-BEBEMXHNXE, ESH (AWS — kS EZEmR) PHX RS, MRK
EELZSH , SIFRENEHEERNSERXHEFTE , NZGmSRHRMIAN us-east-1
X1,

» vpc_endpoint-filan | BB KH VPC LinT LB Fvpce-050f90485f28f2fd0o-
iep@e8vq.storagegateway.us-west-2.vpce.amazonaws.Ccom.

BRI AR [BERS  SHRITUTERE
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https://docs.aws.amazon.com/general/latest/gr/rande.html#regional-endpoints
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curl "http://gateway_ip_address/?activationRegion=region_code&no_redirect"
EIREVPC in SKVEUER , BT T®RE !

curl "http://gateway_ip_address/?
activationRegion=region_code&vpcEndpoint=vpc_endpoint&no_redirect"

Linux (bash/zsh)

R RBlEERER T Q@A Linux (bash/zsh) 3REX HTTP MRz, 4T HTTP #rk FIRBUBCE Z 4R

function get-activation-key() {
local ip_address=$1
local activation_region=%2

if [[ -z "$ip_address" || -z "$activation_region" || -z "$gateway_type" ]11; then
echo "Usage: get-activation-key ip_address activation_region gateway_type"
return 1

fi

if redirect_url=$(curl -f -s -S -w '%{redirect_url}' "http://$ip_address/?
activationRegion=$activation_region&gatewayType=$gateway_type"); then

activation_key_param=$(echo "$redirect_url" | grep -oE 'activationKey=[A-Z0-9-]+')
echo "$activation_key_param" | cut -f2 -d=

else
return 1

fi

%L Windows PowerShell

LT ROIEER R T WA {EH Microsoft Windows PowerShell 3kEX HTTP IRz, ##4T HTTP #rkF13k
BUBCE S

function Get-ActivationKey {
[CmdletBinding()]
Param(
[parameter(Mandatory=$true)][string]$IpAddress,
[parameter(Mandatory=$true)][string]$ActivationRegion,
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[parameter(Mandatory=$true)][string]$GatewayType

)
PROCESS {
$request = Invoke-WebRequest -UseBasicParsing -Uri "http://$IpAddress/?
activationRegion=$ActivationRegion&gatewayType=$GatewayType" -MaximumRedirection @ -
ErrorAction SilentlyContinue
if ($request) {
$activationKeyParam = $request.Headers.Location | Select-String -Pattern
"activationKey=([A-Z0-9-]+)"
$activationKeyParam.Matches.Value.Split("=")[1]
}
}
}

ERAAMEE A
AT RIS T O EAR R ARERNE REEHA,
MR st 32 51 4 SRR 3% B 0% 2247

NEERBREZERBEGE

BRALEAWS REZFRE - MEX LT | £F 0 RIEFRIBERA.

1% Storage Gateway 1EH M < R FIIE I,

HIRRE , MABREBERMX AWS XiE Wi E,

NFRBHRK, WAL, XIT VPCIwR , WA 2 FEAMER

NFERR , BA 1, X TEERDESLERA (FIPS) WA |, WA 2 FRIHRERE,

o a bk~ w0 Dhd =

&/ Direct Connect £ Storage Gateway

Direct Connect fF & #9 PO 38 P 45 45 352 B3 & # Web Services =, &I Direct Connect & Storage
Gateway BEE A , B CIEFESEHLETEARERNERE , NMERMNKXF AWSZ [H iRt
ERNMEERE,

Storage Gateway /NGRS, Direct Connect B E#EG , BRI MSIB—PMAHELIZED | LR
T REM BT Storage Gateway iR, ZARELIZOFTHEIEHMEZREZPH Internet RS IRH
. Storage Gateway ARZ5HY N H & iwTT R AI LL5 1% Direct Connect (L B F R —4 AWS X1 , 51
B FARER AWS XiF,

THEE R T % Direct Connect £ Storage Gateway B =%,
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P 4& 584 & 7R Storage Gateway £ AWS B ZiE BHEEEI =R

NTERBRELDUEERSITHMNX,

Z}¥ Direct Connect £/ Storage Gateway

1. HEENAE#EIEH O Storage Gateway Liwm T K2 A SIEHE Y AWS Direct Connect iE#. B
XM BB EENEZER |, 1535 (Direct Connect AFF#8®) I Direct Connect Al 7,

2. [EEAH Storage Gateway 1% & E 3£ % Direct Connect $§H 5,

3. BE—APAHERED  RAGHENBEESHALKREE, BXxEZELR |, 55 (Direct
Connect AF#E®) RWBIZEREO,

B XH1FE B Direct Connect , 21+ 4 £ Direct Connect? 7 {Direct Connect AF¥ER) .,

Active Directory fRS5TK P AU PR 3K

MR EIT R Microsoft Active Directory 1 Al FRREX G XH RS E TS & 4 KR 177 B R
AWS Storage Gateway , M| EEHREIA Active Directory RSk~ |, H HiZBRS kP E8FiHEN
MAZRN BN ERNR. BRSIKF =2 EZERNREKFITELIESRY Active Directory AF K, S8
Storage Gateway M AH Active Directory ZAY , BEERMULIK WA, B NBBEIL,

EEFMRMAR OU | &8 Active Directory BRE K FF ZiREA TR

- BEB AR MMERITENX R

- BEBEEZD

.« BEBEUNR

o« BEWSIRFIKF IREUAN B A KR
« RIFEIAMEAKS,RHIRIBED
- BRIEBEARS EHBHNEED
- BIFE A DNS EHE/BED

XERRARFITENXN KRIMAZIEM Active Directory ELEEBEZW —ANR, BXEZELR
BSRAFEBNEIR  HEZREFNIFEER AP EGITENMA SR G SF0T |, HRFIEL N
Microsoft Windows Server 344,
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https://docs.aws.amazon.com/directconnect/latest/UserGuide/getting_started.html
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RIS Z R IP ik

EEBRENHIBERR VM G , BRI LUEEHBENx, Atk , EEFEAMNK VM B P #ak, &L
MRIRBI A b3 E S IREN IP bk, BRI LAZ R B A3 E] & HMIZRE A R ETRSPIREL IP ok,

NFARIBEHMX , BEATUNERRFREIP ik, N F Amazon EC2 M , BRI LM
Amazon EC2 EIE#H| A 3KE Amazon EC2 SEHIHY IP thit, BT MMMAIRENMXH IP bt |, iS5
UTRBZ—:

« VMware £ : fEF VMware ESXi 1 8] 5% 28 #h 32 % &

 HyperV E4#l : £H Microsoft i8] M < 2 # 32 %l & Hyper-V

« Linux Kernel-based E#\#l (KVM) E#L : £4 Linux KVM 7 8] X 7 b 32 5 &

« EC2 E#1 : M\ Amazon EC2 EHIREX IP #bik

KE IP itz fF , HiETE. ARBEREZ Storage Gateway 24| A HIEEEH ADEAZ IP #it,
M Amazon EC2 EHIIREN IP ik

EIREA TEBEM XK Amazon EC2 SKAIMY IP sk , B FKE| EC2 SKHINAIZE &, REMEH
BN EERIRE P #hit, BXULEA , HSH.

& AT BAM Amazon EC2 BEEZRH AIREN IP ik, RMNBWERRE IP Hut#HTEHE. BRMAAE
IPiat , BEAERF 1, NREEZFEARMY P , TSHAERF 2,

BF1: ERARE IP i EEFIRX

1. FTFALTF https://console.aws.amazon.com/ec2/ # Amazon EC2 12#| &
2. TESMBHKT , %&E Instances (3E6) , AEEFEATEEM <K EC2 =4,

3. ERIKEEY Description (#iR) T+ , RAFIETLE IP bk, BOLAEAL IP b iERESIN
X. JREIF Storage Gateway & A HEBAZ IP H#bit,

MREBERAFM P it HATHOE |, ERAUTER
B2 AR IP hubEERIM X

1. 3TFFLTF https://console.aws.amazon.com/ec?/ B Amazon EC2 ##l& .

2. HESMERKF , &R Instances (Kfl) , REEFEA T HEMKH EC2 £,
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3. ERIKEEY Description (#iR) T+ , AFIET Elastic IP (1% IP) H. BAILAERALLEM IP i
HHEEZIM K, JREZ Storage Gateway #2414 FHBAEM P #it,

T & Storage Gateway FRF&EIR ID

£ Storage Gateway 1 , FERBERMX , Htt R BRXRBR M4 HRE, XHHAEMRIFEIR , BRIEX
BRBREMIKE , BUARFFE,

XEFRNFRREGSHXEKRME— Amazon BIREH (ARN ) , Wb RH AR,

HIRKE ARN # 3

M>< ARN arn:aws:storagegateway: region:account-id :gateway/ gateway-
id

XHH=E arn:aws:storagegateway: region:account-id :share/share-id

ARN

FERARIRE ID

EZABEENRIRET |, Storage Gateway 2 H1Z R IR DB —ME—RIR ID. &R ID 2R ARN #Y
—HD. BIRIDRAUTER : BRFRFEREFR , AR S NNFRERFNE—AS, fiw,
I3 ID BN sqw-12A3456B , HE sqw 2/ HE B AS.

Storage Gateway &R ID FAAEF&, ER , MRLFXLRIR ID 5 Amazon EC2 APl —i#2{#
A , M Amazon EC2 FEFERA/NEMNRIR ID. BXTFRR ID BERRNNEFEFHE EC2API£44
£/, fla , £ Storage Gateway # , F<HY ID AJEERsgw-12A3456B, MRETE EC2 APl ARfEMA
LD, M ATFHEHR N sgw-12a3456b, BN , EC2 API WITH AR AIREFRRFETE,

Frig Storage Gateway &R

£ Storage Gateway # , BRI AEAGEREBR TR, FIARE , &0 LA % R7% 0 7o B8 Fx &R
2K, UMEERMEERTC]. BMISIHFITELELHN —MNB-BEX, B EMx, BFE LR
WINFRE . BEBUREE R A AR S R TF 1 X L3R o

Bign | f&aT LA X LR SR IRA LR PR EFNERMEMM Storage Gateway HiR. & RIEEHN 2T EBEE
RAHRXFERFMELF TEOFRL : (key=department # value=accounting). RJg , &AL
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ERALARERATIIE , LEMRSUTHEANMAMNXNEHEALERBRERS. AXESER i
SRERRAS D EARENEA IR LR E R

MREFEET —PEMCHELET , NZMEHEFEPREENE, B , MREFHTHEMFHE
B25%—MX , MZFR S REERMR .

NFXHMK , BRI MERRSRENERNTE R BXOARTIRENEE , S0 EAREE
A3 R o< M B IR AT 15 R

BREERERMENENL , NENEZHFEHITEHEIN,
LUTR&IERTHRE

- RERNEX D KNPE,

- BNRRH R AIREHR 50,

o IREETEEL aws: FFk, HEIERRET N AWS EAMME,

- BEMNBERFRSE UTF-8 FENBF. ZRUREERFR +-=. _/H @.

ERRE

IBAILAE A Storage Gateway ##|& . Storage Gateway API 5 Storage Gateway @ 5175 H (CLI)
WIEHRE, THNSRNBNAEZRESE RN, HKEMNRBRRE,

AN HNARZE

1. 3TFF Storage Gateway ###|& , Bk https://console.aws.amazon.com/storagegateway/home,

2. HESMERT , EEERCHAR.

Flan | BEFRIEMK | B Gateways , AFEMRRFIRFIEBEIRICHM K,
3. &R “‘BRE, RABFEE “Add/editfrZ”,
4. TEAdd/edit FREITERES , EFCIERZ,

5. N Key BAF4 , 7 Value BAE, Bl , BT LUR A Department EAR4A , HEA
Accounting fEN1E,

® Note
IEA LU Value EEE ZE,
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https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/cost-alloc-tags.html
https://docs.aws.amazon.com/ARG/latest/userguide/tag-editor.html
https://docs.aws.amazon.com/cli/latest/reference/storagegateway/index.html
https://console.aws.amazon.com/storagegateway/
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6. &R Create Tag AARIMEZHRZ, EAIUEFERFMBZMEZL,
7. AhERERE , &F Save.

REBIRE

1. 4TFF Storage Gateway ##l& , Witk Jvhttps:/console.aws.amazon.com/storagegateway/home,
EREREEREN TR

%R L DT “Add/edithin & XFiHHE,

ERERENTZIZNVHERT , RARREZINE.

mETHEE , &% Save,

o M w0 b

T BRARE

1. 4TFF Storage Gateway ##l& , Mtk Jvhttps:/console.aws.amazon.com/storagegateway/home,
R E M BREARZ M R,

B L, RFIEE “Add/editbrE” BLITIT “Add/edit #r” I EAE.

ERERIBROFZZ D X B , RFEF Save,

w0 N

£ A FFIR4E 4 AWS Storage Gateway

AFHNBEANERME AWS Storage Gateway IRER FTREAY 58 = 75 T EFF Ak,
F

« Open-source Storage Gateway B4 4

« Open-source Amazon FSx X £/ By 4H 44

Open-source Storage Gateway BY4H 4

—EFE=FTEMFIIEATRAEMX, BHMNXHM Amazon S3 XM REINEE,
{8 A LA T 8542 T S M AWS Storage Gateway B F L FF RERAF A B BRI -

« XF7E VMware ESXi EEZEH Storage Gateway &% : sources.tar
« WFEBIEME LK Storage Gateway &% Hyper-V : sources_hyperv.tar
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https://s3.amazonaws.com/aws-storage-gateway-terms/sources.tar
https://s3.amazonaws.com/aws-storage-gateway-terms/sources_hyperv.tar
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« X FEBRBIE Linux Kernel-based E#\Hl (KVM) EBY Storage Gateway &% : sources_ KVM.tar

A7 @BEFEH OpenSSL B FF A AT OpenSSL TEA () 9% #, http://www.openss|.org/HB X Fit
BHRMME=1 TEMNMEXTFIE , HZ 0 Third-Party ¥ Al i,

Open-source Amazon FSx 3044 M 5< #y 48 44

— LB =5 T E Mol A FRHE Amazon FSx X#HM < ( FSx X#Mx ) That,

{58 P AT B4 TS 31 FSx STAF PSR BR 4 B 75 B9 32 L FHIR R 4B 4R BOIR XA

« SEAT Amazon FSx XM >k 2021-07-07 fRA : sgw-file-fsx-smb-open-source.tgz
« SEBAT Amazon FSx XM >k 2021-04-06 ARZS : sgw-file-fsx-smb-20210406-open-source.tgz

A7 B EFEH OpenSSL B FF XK A TF OpenSSL TEA () 9% #. http://www.openss|.org/xt F Fif
BHEXE=ZFTEMSRNGFRNE , ESHLTEEE

- EATILS# FSx File Gateway 2021-07-07 kR : ¥ 7], Third-Party
- EATILS# FSx File Gateway 2021-04-06 fR A : ¥ 7], Third-Party

KPR &I R B EN Amazon FSx XM <

Amazon FSx X4 R4 1Y BLan
T&RIIET Amazon FSx X RSH &/ F & KPR A B HL

R S Amazon FSx X ¥ X 5K BR #l
BRAFREH 50 MRE

B RN RRRES 90 X
BNMNKFAIRENEBERXKERENEAZHES 5 MES

EREK.

SSD M#RENR/NFREE 32 GiB

HDD X#REN TR/ NFHEEE 2,000 GiB
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TR £ Amazon FSx X# R Gt iy BRI
SSD Ml HDD X ¥ REMZAFHEE 64 TiB

RIEEWLEE 8 MBps

BRAELEESD 2,048 Mbps

Amazon FSx X HENF A 100000

fim

T3 PSR R LY 2 3t i 2 K/

TRHE T EE AWS Storage Gateway &N A5l 2 176 B K7D

RS 2= (&xME) ZF (®&ARE)
FSx XM%< 150 GiB 64 TiB
(® Note

BALNEFRE- MRS R  ERETEIRARE,
BIMA FSx XM RMEFR |, SHEERBEN ( B EIEEZEFH Amazon EC2 KA )
PElEHHE, MRENESHNAHESIBENET , WTEERXLEHEN KN,
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Storage Gateway By API &

BT EREEIAN , BETLUER AWS Storage Gateway APl URRE AR EBEMEBEHMNKT, &AF
4B AWS Storage Gateway BE., BHRIEEREBEMERLEE, BX Storage Gateway A I X
HME[MESR , BSH (AWS — k2 %) P AWS Storage Gateway Ui 2 FFELH .

(® Note

£ £ Storage Gateway & M 2F AWS SDKs & , th aJLAEH, AWS SDKs EA T
Java, .NET # PHP #9$1% 7 JKZH Storage Gateway API , &1t TR BRRRES . BXTH
FEAIEQENER , BSRRAIRBE,

£}

« AWS Storage Gateway 2418 E RHRk
- NEBERHITER

o EIRIE R

« Storage Gateway API| &4E

AWS Storage Gateway A& & R¥Rk

A ER D R IE IR [E) AWS Storage Gateway K% POST & Ret A EARIIRL, B84F HTTP #rLEE
ERHIRBIEXERNZHAGE , SELFERANRE, BROBHURKRTEREERKIZERN
EIJ1nzu~o *T?kl: j(/J\ y ,\/A}_‘_ngo

LR RIS R T Activate Gateway g £ 7 i F U FR 3K

POST / HTTP/1.1

Host: storagegateway.us-east-2.amazonaws.com

Content-Type: application/x-amz-json-1.1

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20120425/us-east-2/
storagegateway/aws4_request, SignedHeaders=content-type;host;x-amz-date;x-amz-target,
Signature=9cd5a3584d1d67d57e61f120f35102d6b3649066abdd4bf4bbcf@5bdof2f8fe2
x-amz-date: 20120912T120000Z

Xx-amz-target: StorageGateway_20120630.ActivateGateway
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AR 2 POST R 4 M EERFRE AWS Storage Gateway, FEERHIEL “x-amz” FF L B R
= AWSHERE, JIHNHEMATERLITRN HTTP ESHFERANEER L.

PR 15 BA
Authorization BRI BEEXRBERVILEKER , XLEFE L AWS Storage Gateway S

THEBERRENERENERERE. ZRAERD TR AWETH
B, NINTHRITH)

Authorization: AWS4-HMAC_SHA456

Credentials= YourAccessKey /yyymmdd/region/storagegateway/aw
s4_request,
SignedHeaders=content-type;host; x-amz-date; x-amz-targ

et,

Signature= CalculatedSignature

EEIEMIEZED |, B LU EYourAccessKey®E, AFH (yyyymmdd),
Xig ., CalculatedSignatureIRRXFRLIEH AWS V4 EEFEHNER
RE. EEMNFAGEREETE N BFRH#ITESR PHTITE,

Content-Type application/x-amz-json-1.1 FEFIEERNHNAERE AWS
Storage Gateway,

Content-Type: application/x-amz-json-1.1

Host £/ host ¥Rk EFERELZIEZIM AWS Storage Gateway Lix T mo i
Wl , storagegateway.us-east-2.amazonaws.com =EXER

BB ( Bz EMN ) KiEWiER. BXxALET RN EZEE AWS Storage
Gateway , iEZ I BIAWS Storage Gateway L im T 2 FMEFAWS — %
5%,

Host: storagegateway. region.amazonaws.com

x-amz-date IEAMAE HTTP Date #R3KkE} AWS x-amz-date #R3kAIREASE B
(ED HTTP B IREXHEF R UFEIRBDatetrk. ) MRFEX-amz-
date #rk , MSEFEREGRIELE AWS Storage Gateway ZBE{E
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PR iR
fIDatetrsk, Ex-amz-date HAHSMR YYYYMMDDTHHMMSS'Z

%3 1508601 HWE AKX, WRREIEADateMx-amz-date ¥ ,
N B BRI A4 =2 1SO8601,

x-amz-date: YYYYMMDD'T'HHMMSS'Z'

x-amz-target ZIRKIEE APl R R EEFRNEE, BHRRLEBISES APl IR
M API BMMER , EBRXWT,

x-amz-target: StorageGateway_ APIversion .operationName

BRIEBME ( HIW ActivateGateway “” ) ATLAM API 5|5k #F|, Storage
Gateway ¥y APl &

X R TES

Storage Gateway EXR B ER#ITZL , RIEFMEAENENERNEHR, BEANZRESEHEITE
BFELEE , NI ERER, MERFRREAANTREM -BHEENERK. NEFHEENBARNE
BIEEWBERIANRZ T O ZH. RHFRBREREE , B ZESEEERD , EAZE, ZZXE
RIBHERM Authorization ¥Rk —E %

HEWEIEHERSE |, Storage Gateway FEALA TN ZERH#ITEENR —BHEEHBNBAENITE
LE, MEMBZBEZERPHXZRMEMEE , U Storage Gateway LB iZiFER, BN , iFRGKIE
“

Storage Gateway X#FFEH AWS EH A 4 HITHHRIE, TELENIBRTIN=MES .

- £5 1 IEMEER

FIEH HTTP BREFHEI I AEHEN, DIFERAMEHEN , B Storage Gateway EEHFHITEZ
BUSZREENZEAH TR FERRE —HEER.

« %2 lBEEFHES
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AWS Storage Gateway

Amazon FSx XM < - i5r

HE-NFHE  FRZNEAEENNBEFRBAAETH 0. ZFHFERNFEFHE B
IRHEEEEN, ERAHY, FEEEFHFEUARRKE L—EFSHRATHERNES. ZICCEFHS

AERAH., XKEMRSESNES.
- E5 3 BIEZLE

ERMBERFEHBANENFERGELE  ZEBESIAREWAFRS

 FEFHBRNRERHA, RE

ZHNITERZRMNENLBHRZATS  AEERARIDIEFZHRER-RIETRR/EES

B IERS () HMACS,

LRI E R

LT RBIEISET N ListGateways I BE BN FMES . ZRAITAEREENERUTERENS

=
RBELTEI

. B RH9ETEEF “Mon, 10 Sep 2012 00:00:00°GMT,
mReEEERE (BXEMN ) XE,

BRABEREZE (S ISONIEX ) :

POST / HTTP/1.1

Host: storagegateway.us-east-2.amazonaws.com
x-amz-Date: 20120910T000000Z

Authorization: SignatureToBeCalculated
Content-type: application/x-amz-json-1.1
x-amz-target: StorageGateway_20120630.ListGateways
{}

NES 1 BIEFSTIERITENERIEER -

POST
/

content-type:application/x-amz-json-1.1
host:storagegateway.us-east-2.amazonaws.com
x-amz-date:20120910T0000002
Xx-amz-target:StorageGateway_20120630.ListGateways

ERIUTE R

API fRZ 2021-03-31 216


https://docs.aws.amazon.com/general/latest/gr/sigv4-calculate-signature.html
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content-type;host;x-amz-date; x-amz-target
44136Ffa355b3678al1146ad16f7e8649e94fb4fc21fe77e8310c060f61caaff8a

MOEBERNFE—TREREXNKBHE. T/, BIEANTERNE=TRZEN., XA
API ( S{E{d] Storage Gateway APIs ) ;& B EHS .

FF 2 SEGEFRE NEEFNTER

AWS4-HMAC-SHA256

20120910T000000Z

20120910/us-east-2/storagegateway/aws4_request
92c0effabf9224ac752cal79a04cecbede3038b0959666a8160ab452c9e51b3e

ARZZENFERNE-TREE , FTITRNAR , E=TRIELERE , BRE—TRES 1 #LEHE
REVEFHE,

XTF ES 3 HEER , REBHIATRTNA :

derived key = HMAC(HMAC(HMAC(HMAC("AWS4" + YourSecretAccessKey,"20120910"), "us-
east-2"),"storagegateway"), "aws4_request")

R AW A %4 wlalrXUtnFEMI/K7MDENG/bPXRfiCYEXAMPLEKEY , MITEHHEE R -

6d4c40b8f2257534dbdcad9f326f147a0a7a419b63aff349d9d9c737¢c9a0f4c81

BRALBHEWIE Authorization #rk. X FRHAIARIZR4A AKIAIOSFODNN7EXAMPLE |, #73k (59
TEFESE, FMTHRITRF) N :

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20120910/us-east-2/
storagegateway/aws4_request,
SignedHeaders=content-type;host; x-amz-date; x-amz-target,
Signature=6d4c40b8f2257534dbdcad9f326f147a0a7a419b63aff349d9d9c737c9a0f4c81
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. BE
. BERERE

- HiRMA

AT RMHBE X AWS Storage Gateway IS EFE S, XEHRUBEIRGINFIRE

BRRBRT. Hl0, UREREEFERAD , BASHIM API 1855 E 4R GIS
InvalidSignatureException, B2 , ActivationKeyInvalid{XiR[El ActivateGatewayAPI &Y
BREHRAB,

BIEEIRKEMIZR , Storage Gateway AIRERIREIfIF |, 2 A sEREIATIR B HIAMBER RRB, &
R AERTIRERRN RG],

78
THRIH T AWS Storage Gateway APl %, % AWS Storage Gateway & /EiR El451= g SIA , M

EXBEREFP—IRE, InternalServerError fl InvalidGatewayRequestException iRE
BREHRAE RUEBENRESRABN BEERRE HERABE) 2—

BN Message HTTP RASRE
IncompleteSignatur EENEERTL, 400 EHiR1ER
eException
InternalFailure HTELRANEIR, RESABESHIE 500 NZRS[E
SRADIE L W S
InternalServerError —NRESRARBEERERERNRE, 500 NERSER4E
i®
InvalidAction FTiE R VIR AE IR E TS 400 fBiR1ER
InvalidClientTokenId BNV IEZRP T EFEERMEA X509 it 403 Z 115 A]

FHH AWS B RIESA D,

InvalidGatewayRequ BREEIRAE PHRESRABEERE 400 HiX1EXR
estException Z—o
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Amazon FSx XM < - i5r

IE)N

InvalidSignatureEx
ception

MissingAction

MissingAuthenticat
ionToken

RequestExpired

SerializationException

ServiceUnavailable

SubscriptionRequir
edException

ThrottlingException
TooManyRequests

UnknownOperationEx
ception

UnrecognizedClient
Exception

ValidationException

Message

BITEHNEREZEERHNES
TfL, BEER AWS HEZAME
BIEo

FRPBRRT —NMREEREITSH

BRL4MIEFR ( SEM ) AWS
U5 %4 1D 5 X.509 iEH,

FRELS BRI ERTE (A 15
2 ERER) | SRR AEE RV AT R
it 15 2%,

FHl{HAE HBEiR, EFER JSON
MHEHMEST R,

BT ERSS 8 R £ IR S BFR KL
Mo

AWS R %4 ID FEITHZRS.

BREHE.
FREZ

BE T RHBIE, Storage Gateway
API 1E %I T B RHIRE.

BERPEENRZETEER.

MASHNETEBIEBHTE,

HTTP RS

400 (HiRER

400 HHiRFER

403 Z1E i [R]

400 HIRER

400 (HiRER

503 fRSS A A

400 #HiRFER

400 £BiRER
429 ERT %

400 HIRER

400 $BiRER

400 £FiRER

Ju
£
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AWS Storage Gateway
BREHERARE

THRETRT AWS Storage Gateway EREEIRKB R AT SURERES APIs B£8R 5 2 8] 1Y AR
5, REFFERERIRNE , BEREPMENAN—BKFE ( InternalServerError
InvalidGatewayRequestException) Z—.

Amazon FSx XM < - i5r

BEEIRNKB Message RE IR B RE
ActivationKeyExpired EENBEZAST ActivateGateway
5,
ActivationKeyInvalid EENBUEZHA TR, ActivateGateway
ActivationKeyNotFound KT EENRER ActivateGateway
.
BandwidthThrottleS EABEENTRR DeleteBandwidthRateLimit
cheduleNotFound il
CannotExportSnapshot TESHEENRR, CreateCachediSCSIVolume
CreateStorediSCSIVolume
InitiatorNotFound BIREEENBSHE DeleteChapCredentials
FFo
DiskAlreadyAllocated EEN#AE S P AddCache
AddUploadBuffer
AddWorkingStorage
CreateStorediSCSIVolume
DiskDoesNotExist EEN#ERFRE. AddCache
AddUploadBuffer
AddWorkingStorage
CreateStorediSCSIVolume
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https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddCache.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddUploadBuffer.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddWorkingStorage.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateStorediSCSIVolume.html
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Amazon FSx XM < - i5r

BREHEIRNKD

DiskSizeNotGigAligned

DiskSizeGreaterTha
nVolumeMaxSize

DiskSizelLessThanVo
lumeSize

DuplicateCertifica
telInfo

FileSystemAssociationEndpoi
ntConfigurationConflict

FileSystemAssociationEndpoi
ntipAddressAlreadylnUse

FileSystemAssociationEndpoi
ntipAddressMissing

FileSystemAssociationNotFound

FileSystemNotFound

Message
EENHAZEU GB
NEHL,
EEN#E X NER R
=B KN,
EENEEXMET &
=BKN,

EENIEBEERE
o

RBENHRGEXEKIER
BESEEREEFR,
15 E /Y U
AT,

KR IP HutEE

XHRERBImR P i
HEK,

RAREENXHRS
xExo

BAEEENXHR

5o

iR M I £R IR A RD AV IR AE

CreateStorediSCSIVolume

CreateStorediSCSIVolume

CreateStorediSCSIVolume

ActivateGateway

AssociateFileSystem

AssociateFileSystem

AssociateFileSystem

UpdateFileSystemAssociation

DisassociateFileSystem

DescribeFileSystemAssociations

AssociateFileSystem

BRAEEIRAE
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https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeFileSystemAssociations.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AssociateFileSystem.html
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BREERKE Message IRE HEIRBHRE
GatewayInternalError H M o B4R IR AddCache

AddUploadBuffer

AddWorkingStorage

CreateCachediSCSIVolume

CreateSnapshot

CreateStorediSCSIVolume

CreateSnapshotFromVolumeRec
overyPoint

DeleteBandwidthRateLimit

DeleteChapCredentials

DeleteVolume

DescribeBandwidthRateLimit

DescribeCache

DescribeCachediSCSIVolumes

DescribeChapCredentials

DescribeGatewaylInformation

DescribeMaintenanceStartTime

DescribeSnapshotSchedule

DescribeStorediSCSIVolumes

DescribeWorkingStorage

ListLocalDisks
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https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshotFromVolumeRecoveryPoint.html
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https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteBandwidthRateLimit.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteChapCredentials.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeBandwidthRateLimit.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeCache.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeCachediSCSIVolumes.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeChapCredentials.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeGatewayInformation.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeMaintenanceStartTime.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeSnapshotSchedule.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeStorediSCSIVolumes.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeWorkingStorage.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListLocalDisks.html
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BREERKE Message IRE HEIRBHRE
ListVolumes

ListVolumeRecoveryPoints

ShutdownGateway

StartGateway

UpdateBandwidthRateLimit

UpdateChapCredentials

UpdateMaintenanceStartTime

UpdateGatewaySoftwareNow

UpdateSnapshotSchedule
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https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListVolumes.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListVolumeRecoveryPoints.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ShutdownGateway.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_StartGateway.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateBandwidthRateLimit.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateChapCredentials.html
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BEEIRNRB Message IRE PR IRRBRIRE
GatewayNotConnected RBEEZEENMX, AddCache

AddUploadBuffer

AddWorkingStorage

CreateCachediSCSIVolume

CreateSnapshot

CreateStorediSCSIVolume

CreateSnapshotFromVolumeRec
overyPoint

DeleteBandwidthRateLimit

DeleteChapCredentials

DeleteVolume

DescribeBandwidthRateLimit

DescribeCache

DescribeCachediSCSIVolumes

DescribeChapCredentials

DescribeGatewaylInformation

DescribeMaintenanceStartTime

DescribeSnapshotSchedule

DescribeStorediSCSIVolumes

DescribeWorkingStorage

ListLocalDisks
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https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshot.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateStorediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshotFromVolumeRecoveryPoint.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshotFromVolumeRecoveryPoint.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteBandwidthRateLimit.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteChapCredentials.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeBandwidthRateLimit.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeCache.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeCachediSCSIVolumes.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeChapCredentials.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeGatewayInformation.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeMaintenanceStartTime.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeSnapshotSchedule.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeStorediSCSIVolumes.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeWorkingStorage.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListLocalDisks.html
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BESRKE Message IR [ R IR BB Y IR
ListVolumes

ListVolumeRecoveryPoints

ShutdownGateway

StartGateway

UpdateBandwidthRateLimit

UpdateChapCredentials

UpdateMaintenanceStartTime

UpdateGatewaySoftwareNow

UpdateSnapshotSchedule
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https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ShutdownGateway.html
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BREERKE Message IRE HEIRBHRE

GatewayNotFound KAEEENMX, AddCache
AddUploadBuffer
AddWorkingStorage
CreateCachediSCSIVolume
CreateSnapshot

CreateSnapshotFromVolumeRec
overyPoint

CreateStorediSCSIVolume

DeleteBandwidthRateLimit

DeleteChapCredentials

DeleteGateway

DeleteVolume

DescribeBandwidthRateLimit

DescribeCache

DescribeCachediSCSIVolumes

DescribeChapCredentials

DescribeGatewaylInformation

DescribeMaintenanceStartTime

DescribeSnapshotSchedule

DescribeStorediSCSIVolumes

DescribeWorkingStorage
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https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshotFromVolumeRecoveryPoint.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshotFromVolumeRecoveryPoint.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateStorediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteBandwidthRateLimit.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteChapCredentials.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteGateway.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeBandwidthRateLimit.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeCache.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeCachediSCSIVolumes.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeChapCredentials.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeGatewayInformation.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeMaintenanceStartTime.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeSnapshotSchedule.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeStorediSCSIVolumes.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeWorkingStorage.html

AWS Storage Gateway Amazon FSx X#MxAFigE

BREERKE Message IRE HEIRBHRE

ListLocalDisks

ListVolumes

ListVolumeRecoveryPoints

ShutdownGateway

StartGateway

UpdateBandwidthRateLimit

UpdateChapCredentials

UpdateMaintenanceStartTime

UpdateGatewaySoftwareNow

UpdateSnapshotSchedule
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https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListLocalDisks.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListVolumes.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListVolumeRecoveryPoints.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ShutdownGateway.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_StartGateway.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateBandwidthRateLimit.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateChapCredentials.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateMaintenanceStartTime.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateGatewaySoftwareNow.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateSnapshotSchedule.html

AWS Storage Gateway Amazon FSx X#MxAFigE

BEEIRNRB Message IRE PR IRRBRIRE
GatewayProxyNetwor EENMXKEMEE  AddCache
kConnectionBusy i,
AddUploadBuffer
AddWorkingStorage
CreateCachediSCSIVolume
CreateSnapshot

CreateSnapshotFromVolumeRec
overyPoint

CreateStorediSCSIVolume

DeleteBandwidthRateLimit

DeleteChapCredentials

DeleteVolume

DescribeBandwidthRateLimit

DescribeCache

DescribeCachediSCSIVolumes

DescribeChapCredentials

DescribeGatewaylInformation

DescribeMaintenanceStartTime

DescribeSnapshotSchedule

DescribeStorediSCSIVolumes

DescribeWorkingStorage

ListLocalDisks
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https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddCache.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddUploadBuffer.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddWorkingStorage.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateCachediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshot.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshotFromVolumeRecoveryPoint.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshotFromVolumeRecoveryPoint.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateStorediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteBandwidthRateLimit.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteChapCredentials.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeBandwidthRateLimit.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeCache.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeCachediSCSIVolumes.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeChapCredentials.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeGatewayInformation.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeMaintenanceStartTime.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeSnapshotSchedule.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeStorediSCSIVolumes.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeWorkingStorage.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListLocalDisks.html

AWS Storage Gateway Amazon FSx X#MxAFigE

BESRKE Message IR [ R IR BB Y IR
ListVolumes

ListVolumeRecoveryPoints

ShutdownGateway

StartGateway

UpdateBandwidthRateLimit

UpdateChapCredentials

UpdateMaintenanceStartTime

UpdateGatewaySoftwareNow

UpdateSnapshotSchedule
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https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListVolumes.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListVolumeRecoveryPoints.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ShutdownGateway.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_StartGateway.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateBandwidthRateLimit.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateChapCredentials.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateMaintenanceStartTime.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateGatewaySoftwareNow.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateSnapshotSchedule.html

AWS Storage Gateway Amazon FSx X#MxAFigE

BREERKE Message IRE HEIRBHRE

InternalError IR EB4R IR ActivateGateway

AddCache

AddUploadBuffer

AddWorkingStorage

CreateCachediSCSIVolume

CreateSnapshot

CreateSnapshotFromVolumeRec
overyPoint

CreateStorediSCSIVolume

DeleteBandwidthRateLimit

DeleteChapCredentials

DeleteGateway

DeleteVolume

DescribeBandwidthRateLimit

DescribeCache

DescribeCachediSCSIVolumes

DescribeChapCredentials

DescribeGatewaylInformation

DescribeMaintenanceStartTime

DescribeSnapshotSchedule

DescribeStorediSCSIVolumes
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https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ActivateGateway.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddCache.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddUploadBuffer.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddWorkingStorage.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateCachediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshot.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshotFromVolumeRecoveryPoint.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshotFromVolumeRecoveryPoint.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateStorediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteBandwidthRateLimit.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteChapCredentials.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteGateway.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeBandwidthRateLimit.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeCache.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeCachediSCSIVolumes.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeChapCredentials.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeGatewayInformation.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeMaintenanceStartTime.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeSnapshotSchedule.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeStorediSCSIVolumes.html

AWS Storage Gateway Amazon FSx X#MxAFigE

BREERKE Message IRE HEIRBHRE
DescribeWorkingStorage

ListLocalDisks

ListGateways

ListVolumes

ListVolumeRecoveryPoints

ShutdownGateway

StartGateway

UpdateBandwidthRateLimit

UpdateChapCredentials

UpdateMaintenanceStartTime

UpdateGatewaylnformation

UpdateGatewaySoftwareNow

UpdateSnapshotSchedule
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https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeWorkingStorage.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListLocalDisks.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListGateways.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListVolumes.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListVolumeRecoveryPoints.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ShutdownGateway.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_StartGateway.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateBandwidthRateLimit.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateChapCredentials.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateMaintenanceStartTime.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateGatewayInformation.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateGatewaySoftwareNow.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateSnapshotSchedule.html

AWS Storage Gateway Amazon FSx X#MxAFigE

BEEIRNRB Message IRE PR IRRBRIRE
InvalidParameters EENBERPEIELH  ActivateGateway
S
AddCache
AddUploadBuffer
AddWorkingStorage
CreateCachediSCSIVolume
CreateSnapshot

CreateSnapshotFromVolumeRec
overyPoint

CreateStorediSCSIVolume

DeleteBandwidthRateLimit

DeleteChapCredentials

DeleteGateway

DeleteVolume

DescribeBandwidthRateLimit

DescribeCache

DescribeCachediSCSIVolumes

DescribeChapCredentials

DescribeGatewaylInformation

DescribeMaintenanceStartTime

DescribeSnapshotSchedule

DescribeStorediSCSIVolumes
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https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ActivateGateway.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddCache.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddUploadBuffer.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddWorkingStorage.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateCachediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshot.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshotFromVolumeRecoveryPoint.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshotFromVolumeRecoveryPoint.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateStorediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteBandwidthRateLimit.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteChapCredentials.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteGateway.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeBandwidthRateLimit.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeCache.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeCachediSCSIVolumes.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeChapCredentials.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeGatewayInformation.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeMaintenanceStartTime.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeSnapshotSchedule.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeStorediSCSIVolumes.html

AWS Storage Gateway Amazon FSx X#MxAFigE

BREERKE Message IRE HEIRBHRE
DescribeWorkingStorage

ListLocalDisks

ListGateways

ListVolumes

ListVolumeRecoveryPoints

ShutdownGateway

StartGateway

UpdateBandwidthRateLimit

UpdateChapCredentials

UpdateMaintenanceStartTime

UpdateGatewaylnformation

UpdateGatewaySoftwareNow

UpdateSnapshotSchedule

LocalStoragelLimitE BB A i 4% PRl AddCache
xceeded
AddUploadBuffer
AddWorkingStorage
LunInvalid FEEH LUN TR, CreateStorediSCSIVolume
MaximumVolumeCount EEEHRAEITE. CreateCachediSCSIVolume
Exceeded
CreateStorediSCSIVolume

DescribeCachediSCSIVolumes

DescribeStorediSCSIVolumes
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https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeWorkingStorage.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListLocalDisks.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListGateways.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListVolumes.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListVolumeRecoveryPoints.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ShutdownGateway.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_StartGateway.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateBandwidthRateLimit.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateChapCredentials.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateMaintenanceStartTime.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateGatewayInformation.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateGatewaySoftwareNow.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateSnapshotSchedule.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddCache.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddUploadBuffer.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddWorkingStorage.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateStorediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateCachediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateStorediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeCachediSCSIVolumes.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeStorediSCSIVolumes.html

AWS Storage Gateway Amazon FSx X#MxAFigE

BEEIRNRB Message IRE HEIRBHRE
NetworkConfigurati EE MM KA E, CreateCachediSCSIVolume
onChanged

CreateStorediSCSIVolume
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https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateCachediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateStorediSCSIVolume.html

AWS Storage Gateway Amazon FSx X#MxAFigE

BREERKE Message IRE HEIRBHRE

NotSupported PR EFEENRE, ActivateGateway

AddCache

AddUploadBuffer

AddWorkingStorage

CreateCachediSCSIVolume

CreateSnapshot

CreateSnapshotFromVolumeRec
overyPoint

CreateStorediSCSIVolume

DeleteBandwidthRateLimit

DeleteChapCredentials

DeleteGateway

DeleteVolume

DescribeBandwidthRateLimit

DescribeCache

DescribeCachediSCSIVolumes

DescribeChapCredentials

DescribeGatewaylInformation

DescribeMaintenanceStartTime

DescribeSnapshotSchedule

DescribeStorediSCSIVolumes
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https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ActivateGateway.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddCache.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddUploadBuffer.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddWorkingStorage.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateCachediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshot.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshotFromVolumeRecoveryPoint.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshotFromVolumeRecoveryPoint.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateStorediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteBandwidthRateLimit.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteChapCredentials.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteGateway.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeBandwidthRateLimit.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeCache.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeCachediSCSIVolumes.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeChapCredentials.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeGatewayInformation.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeMaintenanceStartTime.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeSnapshotSchedule.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeStorediSCSIVolumes.html

AWS Storage Gateway Amazon FSx X#MxAFigE

BEEIRNRB Message IRE HEIRBHRE
DescribeWorkingStorage

ListLocalDisks

ListGateways

ListVolumes

ListVolumeRecoveryPoints

ShutdownGateway

StartGateway

UpdateBandwidthRateLimit

UpdateChapCredentials

UpdateMaintenanceStartTime

UpdateGatewaylnformation

UpdateGatewaySoftwareNow

UpdateSnapshotSchedule

OutdatedGateway EENMX BT, ActivateGateway

SnapshotInProgress EENRBEHITH, DeleteVolume

Exception

SnapshotIdInvalid EENRBE R, CreateCachediSCSIVolume
CreateStorediSCSIVolume

StagingAreaFull LEXEHEH CreateCachediSCSIVolume
CreateStorediSCSIVolume
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https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeWorkingStorage.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListLocalDisks.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListGateways.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListVolumes.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListVolumeRecoveryPoints.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ShutdownGateway.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_StartGateway.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateBandwidthRateLimit.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateChapCredentials.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateMaintenanceStartTime.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateGatewayInformation.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateGatewaySoftwareNow.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateSnapshotSchedule.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ActivateGateway.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateCachediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateStorediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateCachediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateStorediSCSIVolume.html

AWS Storage Gateway Amazon FSx X#MxAFigE

BREERKE Message IRE HEIRBHRE

TargetAlreadyExists EFEEEN R, CreateCachediSCSIVolume
CreateStorediSCSIVolume

TargetInvalid EEN BFiREM. CreateCachediSCSIVolume
CreateStorediSCSIVolume
DeleteChapCredentials

DescribeChapCredentials

UpdateChapCredentials

TargetNotFound KAEEEWN B Fr. CreateCachediSCSIVolume

CreateStorediSCSIVolume

DeleteChapCredentials

DescribeChapCredentials

DeleteVolume

UpdateChapCredentials
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https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateCachediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateStorediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateCachediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateStorediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteChapCredentials.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeChapCredentials.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateChapCredentials.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateCachediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateStorediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteChapCredentials.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeChapCredentials.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateChapCredentials.html

AWS Storage Gateway Amazon FSx X#MxAFigE

BEEIRNRB Message IRE HEIRBHRE
UnsupportedOperati NFXEMK , EEEHN  AddCache
onForGatewayType BETH.
AddWorkingStorage
CreateCachediSCSIVolume

CreateSnapshotFromVolumeRec
overyPoint

CreateStorediSCSIVolume

DeleteSnapshotSchedule

DescribeCache

DescribeCachediSCSIVolumes

DescribeStorediSCSIVolumes

DescribeUploadBuffer

DescribeWorkingStorage

ListVolumeRecoveryPoints

VolumeAlreadyExists ERFEEENS, CreateCachediSCSIVolume
CreateStorediSCSIVolume

VolumeIdInvalid EENBEN. DeleteVolume

VolumeInUse EENSEEEFERAD, DeleteVolume
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https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddCache.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddWorkingStorage.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateCachediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshotFromVolumeRecoveryPoint.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshotFromVolumeRecoveryPoint.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateStorediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteSnapshotSchedule.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeCache.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeCachediSCSIVolumes.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeStorediSCSIVolumes.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeUploadBuffer.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeWorkingStorage.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListVolumeRecoveryPoints.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateCachediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateStorediSCSIVolume.html
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