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1l:|/|:,\ y /lﬁl 1Ei$§'_t$§ﬁo

BRI fE AR E 18 F &R RBIAWS CloudFormation , 5
# AWS::KinesisFirehose:: DeliveryStream,

BfriRE

AEBNETERANBEFUERE, BXRXEFRTINESEFER , BZRETET.
£}

« % Amazon S3 ¥ENEH B R

« % Amazon Redshift £ &1 B #5

o NIEK B M Hbi%E OpenSearch fRS

+ RIEK OpenSearch B WYk R LRSS 25

« EE HTTP Iwm S EN BRI B An

« 1%£3% Datadog ER 2K B #5

+ %3# Honeycomb 1E R #&#Y B ¥R

« %&3$% Coralogix 41 B #%

+ % Dynatrace 1 &K B 5

« IEFEH LogicMonitor B HY s

+ %$F Logz.io ¥E RN EHY B ¥R

+ %# MongoDB Cloud ¥} & B #5

- &% New Relic #6738 B 45

- EREWENLEN B

+ %# Splunk ¥EN B #%

+ 3%3$% Splunk Observability Cloud Y #&#Y B #%
+ %$% Sumo Logic fE 7 #&H B 4%

« 1%$% Elastic fER EW B #5

BARE 10
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1%3#% Amazon S3 ERERY B #5

E#H Amazon S3 £/ Firehose BEEN B Wit , BAUITIEEATRE,

WAL T FERAVE,

S3 bucket

FRFE-—NMEABEN A TEIORBIEN S3 FMM. S LIeIE -5 S3 FREBNIERINR
HY S3 Ffk .

AT RA
SR LURHR R EC B N AR X R Amazon S3 (X RHAMIZRZERMF BT R/ A,

BEBRBER. ETEERE Amazon S3 W RAMIEFK 2 BIRNMFIT OB , BEBRER.
MRBITRIER Athena EWETERSICEMN SI IR |, FE A LLIER,

EEEAUERANREESS D X,
ZiERERE

ZICKEREBMEARRPHICS , AREERHN JSON EENRITRH I BIEXNTRE,

MRENZANEH. BERIERKRSE 2/ PutRecord # PutRecordBatch APl @A |, WA
RULERANEEDISSX. XTREHE , HEBAPET P XEt , Amazon Data Firehose &
BT IERHESN APl HARERZNEMH JSON IR, 3 Firehose FRBELE N Kinesis £
ERENRR |, BE T ELER Kinesis FIERSE (KPL) FHAEBER G . BIED XIsEEHIER
REHT. Bt , X API AAFHNESRIEFZBAUEHRETRA Amazon S3 BIR. Fik T
BAFIA Lambda BEER , EHED X2 BT TEMEMBR R ER,

/A Important

NMRBFERREN , WRBERTHREAREIRNADSI X, Bt , MREXNRE
BREEAISHIX , NSIEERZATEERAZIERER,

Firehose RIEUA TIRFHITA TR EL ] : KPL ( protobuf ) f83R 4. JSON B2 RFHER
4. Lambda 202, BESX. BEEXFEIRF Amazon S3 R 1J,

%3 Amazon S3 fERN IR B #R 11
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ZiRMERRE

WMREBBAT ZICFMHERINEE , MABNA Firehose HERBUEREGHEN . FATHXRE
£ JSON o ks.

P EX 8 AT

MEREAT R — M2 IGHILE , ATB R E Amazon S3 EBIE#H THS T XK. BEFEANIKE
MXRBREHRTHISSX , WATIEEBZREST XBNBFEERSH , ANSIMEEN T XEERE
H—ME, ERERERMEE R,

/A Important
MREE ERSTRPIEE T AWS Lambda BESRERIRIZS T , W AT LA A e B3O 48
EE S3WBEHITHIRSX , ARMATUBEE NEREM RS XEH, BIHSS
X , B A RNERFEM N Lambd AWS a MEKRBIE D XEH, HE , B AR
FARBX T A Lamb AWS da RECRBIE 2 X Z4H.

BOERBRNBEFREERAEDIST XEHOBREIERSEH , HER jo ERERIS DT X
{8, Firehose X% #F jq 1.6, BHRZALUEE 50 MNahA D XE. ERINA Firehose BB E
MADX , DAANBD D XEEHABTRN jg RixR,

S3 FFHERRIR

BRNBEZAS XE , 49 E Amazon Data Firehose o) H£i%X 9 X IEH S3 FiEHE
IR

NTEHEBEESSTKX , S3 FEBIRNHBELNSEED XBNHBEMRE,

BT LAfE A N BX BRAT SR IE EMY Lambd AWS a BRI RBEH T X, MREIEET AWS
Lambda BER A BRHIFECE D XZH , WATERAUTEXNFHEA S3 EHEBIR

{& : “Lambda: keyID” partitionKeyFrom, 1R&{EHANKREN N RBFEEES XZEH , W
AUEALTEXFIRA S3 FHEBETKE : “partitionKeyFromquery: keylD” , t AL
ERNANSS XBRZRACERADSS XB/EXN B3 ERK S3 FHEAR. EERANEKER
# = Lambda AWS X #i3Ei#t 1720 XaF , Bkl SAEEH S3 FHBIRPEAUTRER
F 3 ;! {namespace: value} , EEH a5 & 22 B A L2 Query partitionKeyFrom % Lambda,
partitionKeyFrom

%3 Amazon S3 fERN IR B #R 12
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S3 A S3 £ ix AT &YX

£ A mazon RGBS RWEENEIRFIEFZRAT BBHMSENNX, BRiIAER
T , Firehose £ M—MNA UTC REMVHIRTE RIS, MREEEHAFTEINKX , ATLAER S3

B 4% P A AV B X

ZHRT
Firehose 2 EZHEANHKYE , AEBEHEEEIEEENM, BAMVENBUEFX AN
RS REEMR,

S3 E4

1%&$F GZIP. Snappy. Zip 3 Hadoop &K Snappy BIEESR , REFER
&, Snappy. Zip l Hadoop #&Z&H Snappy E4E , &M F LA Amazon Redshift ¥E73 B #51
B B 1% 5o

S3 X BEBE Ak )

NFEIEE) Amazon S3 B EEBINRIEEXHT BEHEN. WREBALINE  NEENX
i REBNESRERA KRN S3 EFINEE (HIA0.parquet 2.9z ) T MBIRRIAXHFT B R
R EREENERS S3 ERRAEAR , FRAKE T EBOXHT BR. X4
BEBLABAR () FFL , FARAUNBEAWHNFR : 0-9a-z! -_* ()o XHF RETHEL
128 NFH,

S3 M

Firehose X#Ff£/A AWS Key Management Service (SSE-KMS) #9 Amazon S3 AR5 25 N
%, BTMBLD# S3 PRAAMHKIE. BAILUERER B4R S3 FHEHIEENRIAMBESE
B, LU RERLZIAAEN AWS KMS ZRFIRPHZARTINE, NREEAZAMER
&, WATLAE R BRIA AWS 38 AWS KMS #4H (aws/s3) REFIEEFH. BEXESEL | B
SHEA AWS KMS HERAMN RS 2/ N (SSE-KMS) R #IE.

%3 Amazon Redshift #7889 B ¥&
AN EEHAT D7 Redshift £ Firehose Ei& B fRrHIRE,

BIEEEEIAE Amazon Redshift & ££&t 5 Amazon Redshift Serverless TH#E4H |, EFLUTE—T

=

« Amazon Redshift 7l & &£ &
« Amazon Redshift Serverless T{E4H

3% Amazon Redshift 7 89 B #R 13


https://docs.aws.amazon.com/firehose/latest/dev/s3-prefixes.html
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Amazon Redshift 71 & & &

AT BEALD# Redshift FELEEBFEN Firehose E% BRI E,

- RMALUTZEERMNE:
&

Amazon Redshift £8f , S3 FE#EHIENEH R ZER, & Amazon Redshift £EEEE N 1]
INFF A 8] 3 AR BREF81T B5% Data Firehose IP #ilit, BEXEZELR | 51 £F L 5% Data
Firehose i8] 5% Redshift B BB R

AP

B\ Amazon Redshift ££8##9 Amazon Redshift A, ZH P %ZEH Amazon Redshift
INSERT IR FREFEITEM S3 F & #1Z| Amazon Redshift £,

R

BRGRISEFHHAFNHD,
HHEE

Amazon Redshift Z3EE |, BIENEFH 2 ZHIEE,
=

Amazon Redshift & , ZIENE #1FiZ &k,
1l
(Al ) REBES , BIEFEFHEZIEES, MR Amazon S3 WRHPEXWINED T
Amazon Redshift R BYFIZL | B8 A k&I,
FE S3 BFr
Firehose & B BB MEIEH S3 Fi&#@ , RAF A H Amazon Redshift &5 &5 IE &

BB S COPY Redshift &8 H., BEE—MUAENA TEICRBIEN S3 F#M. €
B S3 FEBSUARESMIRANFHEE,

FHIEMER R EH T D# Redshift £8#/5 |, Firehose T&FHMNEH S3 =M EH MR, &
AUERAETEARREEE S3 FRETPHNERE. BXESEE , 2 H (Amazon Simple
Storage Service AAF1ERM) PN REGAHEE,

3% Amazon Redshift 7 89 B #R 14


https://docs.aws.amazon.com/AmazonS3/latest/dev/object-lifecycle-mgmt.html
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FiE S3 FEMATR

( Wik ) EXF Amazon S3 W REFAERINGTR |, B ULEINE Z, Firehose 2 BZIX ERMAFH
Amazon S3 STRAEM YYYY/MM/dd/HH “” UTC BB AT BI &R, 7] LURF It 51 805 hn B FF
sk, BXEZER , 5 Amazon S3 W REFHIER.

COPY options

& LATE Amazon Redshift COPY i S HIEEN S, LA REECSHEERIBIREERAX
S, Hila , MRFZHT Amazon S3 BIEESE , MATER GZIP ., WREH S3 7764
W5 &K Amazon Redshift £EERER—/ AWS X5 , N HFIEE “REGION’, BXEZE
B , 2 (Amazon Redshift BIEETF XA RIEFE) FH COPY,

COPY command

Amazon Redshift COPY #%, BXxEZEER , 55 (Amazon Redshift 2iiEEF % A A g
) HH COPY,

Retry duration

MR EH COPY Amazon Redshift EE I EIE LI ME |, Firehose EifVIFLERSE ( 0—7200
# ). Firehose 8 5 7HER—X , BEFERSEMNELER, MRETEIXIFEMARER
0(%)#®, Firehose TELEBTAMAFCOPYEIR,

ZHRT

Firehose 2 EZHMEANKIE , AEBREAEIEEENL. BRUENEUE DX A/NE
RS REEm MR,

S3 E48

1%£3$% GZIP. Snappy. Zip 5 Hadoop &RZ&W Snappy BIEES , HETERHK
#&. Snappy. Zip # Hadoop &AM Snappy E4E , Fi& A T LA Amazon Redshift #E73 B #5:4L
B MR 5.

S3 XM BEBE (AL )

SIXHT BEBN ( Wik ) -NEIEE Amazon S3 BIrF#BAXNRIEENHT BEBR
WMREALIEE , NEENXHT RERNBSHIERA KR S3 EFHIhEE ( HM0.parquet
.9z ) MINBRRIAX 4T BE. EFLRSHBERNERY S3 ERESEAN , FHRE
BT EBNXHTRE, XA REBLANAGR () 7k, AETUNESATHZER : 0-9a-z !
(o XY BBTEEET 128 NFR

3% Amazon Redshift 7 89 B #R 15
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S3 &

Firehose X H AWS Key Management Service (SSE-KMS) 9 Amazon S3 BR%5 25 i il
%, BFmBRLT T S3 FRAHNEIE, B LUERER B4R S3 EMEEPEENRIAMESE
B WA SUEREREHEEN AWS KMS Z4A5IRFNEZABITNE, MREFHABHAMBER
2, WA SAEFABRIA AWS B AWS KMS 4 (aws/s3) REFREZ. EXEZELR B
SHER AWS KMS £ ERAN RS SRk % (SSE-KMS) R #iE.

Amazon Redshift Serverless T4

KITNE A Amazon Redshift Serverless T4ELHYER Firehose BiEBRRVIRE .

« HWAUTFERMNE :
Workgroup name (L4 & #r)

Amazon Redshift Serverless T4 , S3 FHEBHBIBEBFEH N ZITIEH, & Amazon Redshift
TBRS5 88 TR B E N AT AT G R H BRI 4 Firehose IP #hiit, BXESZER , BSHIE
%) Amazon Redshift Serverless FH“EZEI A A FF G RIB Amazon Redshift Serverless 35
B0 , AR “EFI 5% Data Firehose 1781 & i# Redshift B # i B ER 7,

RF&

B ®f B Amazon Redshift Serverless TYE4ARY Amazon Redshift BF, ZHAFSAER
Amazon Redshift INSERT X PR F BEFEkIEM S3 17418 & #12) Amazon Redshift Serverless
T1ELH,

H0
B A E Amazon Redshift Serverless T E4E BRI A F B %18,
WiEE
Amazon Redshift ##&E , HIEREH B ZBEE.
*®
Amazon Redshift & , B#FEFEFIFZ XK.
51

(i ) RVESES , BB HEF R ZBES, R Amazon S3 WRPE XL HIEHADTF
Amazon Redshift XA EI 5% |, 1565 &I,

#$% Amazon Redshift YE 3 #&#9 B #% 16


https://docs.aws.amazon.com/AmazonS3/latest/userguide/UsingKMSEncryption.html
https://docs.aws.amazon.com/redshift/latest/mgmt/serverless-connecting.html
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fE S3 BHR

Amazon Data Firehose B R R EIRL A ZIRM S3 F6M , ABE & H Amazon COPY
Redshift &5 S 3IE & BB D% Redshift TIRGS B/ IEH, BIEE—NECHENA T
WOREAER S3 ZMEME, QIEFM S3 FHEIEREYHENEMHE,

TR INE ZEH Amazon Redshift TIRSS 88 TELA ST |, Firehose T2 E MG S3 F#1@
FiER, EBRAIEREGARREEERE S3 FHBPIEE, BXEZER , BHZH (Amazon
Simple Storage Service AP g/ PN REWEAHEE,

FiE S3 FEMATR

( ATk ) E3F Amazon S3 W REFAERINGTR |, B ULIEINE Z, Firehose 2 BZIX ERAFH
Amazon S3 SRAEM YYYY/MM/dd/HH “” UTC BB AT BI R, 8 7] LURF It B 807 hn B FF
sk, BXEZER , 5 Amazon S3 W REFHIER.

COPY options

& LATE Amazon Redshift COPY i S HRIEEN S, LA REECSHEERABREERAX
LS, Hila , MRFHAT Amazon S3 BIEESE , MATER GZIP ", WMREH S3 7w
5128 Amazon Redshift Serverless TEHFER — AWS X , M AFIEE “REGION”,
BEXEZELR , 51 (Amazon Redshift IEFEFF X A RIER) F# COPY,

COPY command

Amazon Redshift COPY #%, BXxEZEER , 55 (Amazon Redshift 2iiEEF % A A g
M) HH COPY,

Retry duration
TR EH COPY Amazon Redshift Serverless T4E4H I #3E HINEKEE | Firehose EiffyiF4eat

B (0—7200 # ) . Firehose 8 5 7 EIR—X , EFERFENAL R, IREFERBEL
BHERERN 0 (F ) ¥, Firehose T&EM T AKECOPYER,

ZHRR
Firehose 2 EZHMEANKIE , AEBREAEIEEENL. BRUENEUE DX A/NE
RS REEm MR,

S3 E48

1%£3$% GZIP. Snappy. Zip 5 Hadoop &AM Snappy BIEES , ETERK
#&. Snappy. Zip # Hadoop &M Snappy E4E , Fi& A T LA Amazon Redshift fE73 B #5:4L

Be oy
i%£$# Amazon Redshift 1@% i’gviﬂ’ﬂ B #r 17



https://docs.aws.amazon.com/AmazonS3/latest/dev/object-lifecycle-mgmt.html
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S3 XMy BEBK (AL )

S3 XY BEK (AL ) -HZIEE| Amazon S3 BARFHBHXNRIEEXHT BEER.
MRBRALIhEE , NEEN XM RENESBIRKRA IR S3 K426 ( HIH.parquet
.9z ) MINKRIAX 4T BE. EFLRSHERERY S3 EARSEAN , FHARE
BT EBNXHTRE, XA REBLANAGR () X, AETUNESAWHZER : 0-9a-z !
() XY BBTREET 128 NFR

S3 &

Firehose X AWS Key Management Service (SSE-KMS) 9 Amazon S3 BRZ525 i i
%, ATMELE® S3 ARAFNHIE. BRI LUERFER BIR S3 FEEPEENEIAMESE
B WA SUEREREHEN AWS KMS ZASIRFNZABITNE, MREFRABHAMBZER
&, WATLAE A BRIA AWS £ AWS KMS 4R (aws/s3) RBFIREEZEH. BXESER , 18
ZRFERA AWS KMS HEBRANRS [ imINE (SSE-KMS) fRiF &R,

HIEE B 891k #E OpenSearch BRSS

AN EE B ER OpenSearch FRE KL,

BMALTZERIE :
OpenSearch fR% 1

B BEAME A OpenSearch BRI,
%5l

¥ IEZR 5| E| OpenSearch FRSS E BT K OpenSearch BRS E 5| & o

Index rotation

EE 2B OpenSearch RFRSIUARKENE, MRBH TR , Amazon Data
Firehose & HEN IS BB M IMEIIEENREIBEMHH#ITRIR, BXEZER , HSH
OpenSearch fR% B sV R 5| H#,

RH

FIEESIZ] OpenSearch BRFEER AR OpenSearch FRFEEEH, W T
Elasticsearch 7. OpenSearch x # 1.x , MR ReeE—1KE, MRLZHNEBEHME
HWMERSIIEEHMERE | Firehose FFEZETHIHRE IR,

RER B By ihi%$F OpenSearch RS 18



https://docs.aws.amazon.com/AmazonS3/latest/userguide/UsingKMSEncryption.html
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3¢ F Elasticsearch 7.x , EF L FERE =,

Retry duration

ME BN IRS EENREIERKY |, Firehose EiXAIIFELRTE (0—7200 % )
OpenSearch Firehose # 5 7H#EiR—X , EXEHFLENELS R, NREFEHISFLMNER
BN O0(F)#, Firehose T2ERSFERIMNER,

DocumentID K&

ERIRE R ID WAZE. XIFMFEE Firehose £ KR SHY ID 1 OpenSearchRSS 4 BB XX
D, RIZFEXH ID EAT , Firehose £ K HI X ID 23R IA%EI, OpenSearchi(E £ A RS
ERPXEID, RACEXBFEARERRE , SEAEI MM AAMEM | £ OpenSearchfi S
HAHHEEADN CPU RIER , NTRE MR

B 5 VPC 4

WMRIEK OpenSearch [RFEMNTFAE VPC & |, BHFEALIB P IEEZ VPC, RBIEELRH
£ Amazon Data Firehose 1 @&/ RS AL IXHIER EAN FMHMFH, OpenSearch®

A LAE A E OpenSearch RS EMHENZ A, MRBIEBEFRANZEA |, FREACIAT
OpenSearch FRFEZ AR HIE HTTPS RE, Bt |, ¥R OpenSearch RSB Z 4
RFFKBIBEEE Firehose BEERIBEENZ AN HTTPS RE. MREX Firehose EIEH
OpenSearch RFEHFEAR—NMNZ L4 , FHAZTSHNW AWM AT HTTPS RE, BXRZE
SAMNWEZEE |, FSH Amazon VPC XRIFHRHIZEHMN,

/A Important

EFAE VPC HIEE M BAvERBIEN 7MY |, FEAFMEFNPEEBHENRSE IP
thit, MRIBEFMAEEAANES IP it |, Firehose FELZENFAE VPC FHIEK
EA B AIESA ENI, H BEA&RSEFER KM,

ZHXER

Amazon Data Firehose 2% & EANHKIE K AEBNEZARIEEEN, BRNENEIL
SEMXA/PRERFSEEE R,

RIER OpenSearch B By R TR 25

AT N BIEE R OpenSearch RS EFHIE,

FIEH OpenSearch B B3t % 2 T AR S 85 19


https://docs.aws.amazon.com/vpc/latest/userguide/VPC_SecurityGroups.html#SecurityGroupRules
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BMALTFERNE :
OpenSearch TIRFB/ES

IR EH —4H OpenSearch THRE 2RI ML IHT o
%5

I IEFE 5| E OpenSearch LIRS EFE S EHAR OpenSearch TR 22 E 5B o
B #r VPC E#E

MREH OpenSearch THRFF|/ESNTIE VPC # , BEALIBPIEEZ VPC, HE
EEEFHE Amazon Data Firehose E B BN TIRSEFE S LIEBIEFE AN 7R F4A.
OpenSearch

/A Important

EFEB VPC HIEER BMEMBUIBEN Mt , FREMEFNIPERBHEN R IP
Hht, MBEEFNAESETHANRE IP it | Firehose FTLERNFAE VPC HHIHK
BAMAIZESRNIM ENI , HBERSFERRT KK,

Retry duration

MBI IEHNTERS BRESHESIERKXM , Amazon Data Firehose Eif Y IFLEATIE ( 0—7200
¥ ). OpenSearch Amazon Data Firehose & 5 7 H#EiX—X , BEEIERFENBLER, W0
REFNERFEMAENRERN 0 (= ) ¥, Amazon Data Firehose T aER5|ER KM EiR,

ZHXER

Amazon Data Firehose 2% & E ANKIE K AEBNELZRIEEEN, BRVENEIL
EMX K PRERRSEREET R

1% HTTP im 2 EN B/ B R

ATMABTERA HTTP im /4R B ARAVED,

% HTTP W REREH B AR 20
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/A Important
MBBER HTTP IR ERNBFr , BEFHIRR M - HTTP s 2 4& fiE SR A S H1SE Y
BA 3 1T HRAES
RHUETIZRNE :

HTTP I RE W ( ik )

RN HTTP mRIEE—1MNAFPREFNEM. Hla , My HTTP Endpoint Destination.
HTTP iw =< URL
BRUTHRAIEE HTTP i =K URL : https://xyz.httpendpoint.com, URL 212
HTTPS URL.
BRI Ak )

RRAWBR[AFMEEREUARIZHA (WRFE ) , UEEEB M Firehose [ Hif [SUE IR,
AT
Amazon Data Firehose A RRBRERBERNWEX , AEBHELEZ B, %&
GZIP 2A , B R/ZERBERNAERESB,
Retry duration

$§E Amazon Data Firehose EiR [ ER HTTP KinT R A X BBV EKE,

KIEBIERE , Amazon Data Firehose B &% HTTP KT S B . MREXEHIZHAIA
REWIAER S E R ZEE | Amazon Data Firehose 2831 B IFLEE 1T, SRTHE
i®, BERE AL EZIE, 25 , Amazon Data Firehose INA X 2EIRE M AW , HIFHIE
ZMR BB 7 S3 F6E .

2 Amazon Data Firehose 6 HTTP KifT R K IAHIER ( TERAAERERER ) , ©
BB EAENITBREBEHEEF HTTP KiET S

ENfEE i 154t 183 5 , Amazon Data Firehose P4 S5HIA , ERIWEEIASIE S HEIA BT
BfEl, fNREIAEET , Amazon Data Firehose R EE R ITHSBFRELERRTE, NEE
FRetE , eEBRERAESE Z2E , EFWEBIARBEE R E SR,

% HTTP W REREH B AR 1



Amazon Data Firehose FEANGIER
MR IEAR%HE Amazon Data Firehose Eid KA HIE |, HNLERE RN 0.
S8 (k)

Amazon Data Firehose & HTTP AR F & X LB EX . X LS B A LA BY &R B 1
48 40 B #7ro

ZHRT

Amazon Data Firehose 2% & E ANEKIE K AEBNELZRIEEEN, BRVENEIL
EMX K PRERRSEREET R

/A Important

XNF HTTP KiwT R E#R , MREE “ CloudWatch BE” HEEIR B B frim <K 413
MNERARE | 1B Firehose M EMNEHRTRKND , REER.

1%£4% Datadog 1EN #2RY B #7

I T A Datadog 1E N BIRRIED, B>k Datadog WEZEE. , S H https://
docs.datadoghqg.com/integrations/amazon_web_services/,

- RETIFERHNE:
HTTP i< URL

MTHEERH L TEBRIERE HTTP i< URL :
- Datadog A& - US1
 Datadog A& - US5
« Datadog A& -
 Datadog A& - GOV
- Datadog $E#% - US
- Datadog $E#x - EU
API Z4

BX & Datadog FKREX 2 F ML D% Data Firehose [8)iZ 4 i T s M HIEFTER APl %47,

1%$#% Datadog R &K B #R 22


https://docs.datadoghq.com/integrations/amazon_web_services/
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SES IS

Amazon Data Firehose A BRERERBERVEX , AEBNELELT BN, %%
GZIP SEZH , L R/ZRABERNANERRE,

Retry duration
$8E Amazon Data Firehose Eif [0i£ER HTTP Kin T S K EHIEM AT EKE,

KEBHES , Amazon Data Firehose B %EE HTTP KT Vi8I . MREXELEIRREIA
AEWIABEETETE P EIE , Amazon Data Firehose £ B Eif 4Lt A 1T 588, BT E
i®, BRERFERAEH, 25 , Amazon Data Firehose INRX 2EIBEEH AW , HHEE
ZM R BT S S3 FiE.

2 Amazon Data Firehose [ HTTP &G T R AAEHEN ( TeRVIRZEHERER ) |, E
HLBEHBHEIABNITRBHES HTTP KK SHHIA,

ENfEE 4t 83 88 , Amazon Data Firehose &% EHIA , BERIWBIEIAS AR IAB
BfE, MNREIAER , Amazon Data Firehose R EE R ITHBRFIREELERREE, NEHS
FRetE , SeEBRERAAEE Z2E , EFWEBIARBEE R E SR,
MR IBEARZLE Amazon Data Firehose Bid K% HdE |, HHERERN 0,

S8 (Wit )
Amazon Data Firehose £&/N HTTP IR HE X LR EN . XLSH T LIE B 2108 5 F
¢8 40 B #x,

SRR

Amazon Data Firehose 2% & E ANERIE K AEBNELZRIEEEN, BRVENEIL
EMX K PRERRSEREET R

i%£3# Honeycomb Y #& 1Y B ¥R

KT NE T A Honeycomb 17 BFRIVIEI, B Honeycomb WEZER |, S A htips:/
docs.honeycomb.io/ getting-data-in /metrics//aws-cloudwatch-metrics,

RETIFERWE :

%% Honeycomb E5 & B #5 23


https://docs.honeycomb.io/getting-data-in/metrics/aws-cloudwatch-metrics/
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Honeycomb Kinesis i &

BT HRIBEE HTTP i S8 URL : https://api.honeycomb.io/1/kinesis_events/{{dataset}}
AP| #48

Bt % Honeycomb REL /A iF ML B % Data Firehose [611Z % R A& BB FTEN API %47,
NAwB

Amazon Data Firehose R AREBRERIFERNWEX , RAEBNELET BN, %EF

GZIP LAG AR BB, X2 Honeycomb B FRHYHEEIEDI,

Retry duration
$8E Amazon Data Firehose Eif [@i£ER HTTP Kin T S K EHIEM AT EKE,

KEBHES , Amazon Data Firehose B %XEE HTTP KT Vi . MREXELEIRSEIA
REWIABEETETE P EIE , Amazon Data Firehose 2B Eif 4Lt A 1588, BT HE
i®, BREiRFERAEH, 2/5 , Amazon Data Firehose INRX 2EIEEH AW |, HHEE
ZFMEENLSH S3 FEN.

2 Amazon Data Firehose [0 HTTP &if T R AAEHEN ( TieRIRZEHERER ) , B
HLBEHBHBWIABNITRBHES HTTP KK SMHIA,

ENfEE {4t 83 88 , Amazon Data Firehose &% EHIA , BRI B IAS AR IAB
BfiEl, IEREIAEET | Amazon Data Firehose B EEiR It P 2B LB ERTE, MEH
FRetE , SEBRERAAEE Z2E , EFWEBIARBEE R EESEH,
MR IBEFRZLE Amazon Data Firehose Bid K% HdE |, HHERERN 0,

S8 (Wit )
Amazon Data Firehose £&/N HTTP A HE X LR EN . XLSH T LIE B 218 5 A
¢8 40 B xR,

ZEMiRR

Amazon Data Firehose 2% & EANKIE K AEBNELZRIEEEN, BRUVENEIL
EMX K PRERRSEREET R

%% Honeycomb E5 & B #5 24
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1%3% Coralogix 1R &89 B #x

KFINB T £ Coralogix ¥E8 B #RfV%EI, BX Coralogix WEZER , S https:/
coralogix.com/integrations/aws-firehose,

- RETIFERHNE:
HTTP i< URL

MTHEEH L TEBRIERE HTTP %< URL :
» Coralogix - US
» Coralogix - SINGAPORE
» Coralogix - IRELAND
» Coralogix - INDIA
» Coralogix - STOCKHOLM
HEEH

Bx & Coralogix 3REL /i M Amazon Data Firehose [BiZ 4 i T R £ BUIBRFTE N TA4A,
AR

Amazon Data Firehose A BRERERBERVEX , AEEBNELEB BN, %#F
GZIP LAG A RN BERIZ. X2 Coralogix B FREYHEERDL,

Retry duration
$8E Amazon Data Firehose Eif [0i£ER HTTP Kin T S X EBIEM AT EKE,

KEBHES , Amazon Data Firehose B %EE HTTP KT Vi8I . MREXELEIRREIA
AEWIABEETETE P EIE , Amazon Data Firehose 2B Eif 4Lt A1 588, BT E
i®, BREiRFERAEH, 25 , Amazon Data Firehose INRX 2EIBEEH AW , HHEE
ZFMEENLS# S3 FHEN.

2 Amazon Data Firehose [ HTTP &G T R AAEHEN ( TeRVIRZEHERER ) |, E
HLBEHBHEIABNITRBHES HTTP KK SHHIA,

ENfEE {4t 83 88 , Amazon Data Firehose &% EHIA , BERIW B IASIAE BB IAB
BfiEl, IEREIAEE | Amazon Data Firehose N EEiR It P 2B LB ERTE, MEH
o A et 33 H o =R S A IEE BT 3 4 T 5 35t At ] 2 B HA

Aoy 4] ST | B

NEIS st .-t A B8 -

prizes Coraloix1 RIEHE FR

25


https://coralogix.com/integrations/aws-firehose
https://coralogix.com/integrations/aws-firehose

Amazon Data Firehose FRARIER
MR IEAR%HE Amazon Data Firehose Eid KA HIE |, HNLERE RN 0.
S8 (k)

Amazon Data Firehose & HTTP AR F & X LB EX . X LS B A LA BY &R B 1
48 40 B #7ro

- applicationName : 1247 Data Firehose KYIR3E

- subsystemName : Data Firehose SR &

« ComputerName : IETE £ RY Firehose [EER & #i
ZEHRR

Amazon Data Firehose 2% & EANKIE K AEBNELZRIEEEN, BRUVENEIL
EMX K PRERRSEREET R

i£$# Dynatrace fE &Y B #R

AFWNE T EA Dynatrace fE7 B#rED, SR THREZER , iIHSH hitps://www.dynatrace.com/
support/help/technology-support/cloud-platforms/ amazon-web-services /integrations//cloudwatch-
metric-streams,

- RETIFERHNE:
HTTP #w =< URL

MTH % Gi%E HTTP ¥% & URL ( Dynatrace US, Dynatrace EU = Dynatrace Global )
AP| 518

4 ML S ¥ Data Firehose £ SEIEFTEM Dynatrace APl THé, MTHREZEER |, TS
https.//www.dynatrace.com/support/help/dynatrace-ap|/bas|Cs/dynatrace-apl—authentlcation/o

APl URL

214 Dynatrace ¥FEH APl URL,
NAYwB

Amazon Data Firehose A BRERERBERVEX , AEBNELELT BN, %%
GZIP SZH , L R/ZABERNANERRE,

138 Dynatrace fE 289 B #x 26


https://www.dynatrace.com/support/help/technology-support/cloud-platforms/amazon-web-services/integrations/cloudwatch-metric-streams/
https://www.dynatrace.com/support/help/technology-support/cloud-platforms/amazon-web-services/integrations/cloudwatch-metric-streams/
https://www.dynatrace.com/support/help/technology-support/cloud-platforms/amazon-web-services/integrations/cloudwatch-metric-streams/
https://www.dynatrace.com/support/help/dynatrace-api/basics/dynatrace-api-authentication/

Amazon Data Firehose FEANGIER

Retry duration
$8E Amazon Data Firehose Eif [0i£ER HTTP Kin T S K EBIEM AT EKE,

KIEBAES , Amazon Data Firehose B %% HTTP KR T SN, WREEHEIRREIA
RIEWINERTATE W EE , Amazon Data Firehose 253 B 34T H 1T 585, SRTHIE
i®, BREiRFERAEH, 2/5 , Amazon Data Firehose INRX 2EIEEH AW , HHEE
ZEBWL D # S3 FHE.

2 Amazon Data Firehose [0 HTTP &if T R AAEHEN ( TieRVIAZEHERER ) , B
BB EABNITBHEHEST HTTP KiET SN,

ENEE iS4t B HA , Amazon Data Firehose IS 1IN |, BERIUWREHIASIE R ¥ A B
BfE, R INER , Amazon Data Firehose HHEEE IR ISP RBEERIRITE, MRE
FketE , eHBEAERHAEEZZE , BEFWEBIASBEE LR S 2H,

WMRIEFFE Amazon Data Firehose Eid K #iE , HFHEIRERN 0.
S8 (Wit )

Amazon Data Firehose £&/N HTTP A HE X LR EN . X LS H T LIE B 218 5 A
¢80 40 B xR,

ZHRT

Amazon Data Firehose 2% & EANKIE K AEBNELZRIEEEN, BRVENEIL
EMX K PRERRSEREET R

EFRIEE LogicMonitor B Y ib

354 48 LogicMonitor A F B Kt T, M THREZELE , S hitps://www.logicmonitor.com,

RETIFERWE :
HTTP i< URL

BT HERIEE HTTP S A URL : https://ACCOUNT.logicmonitor.com,

%248 LogicMonitor B B3t 27


https://www.logicmonitor.com

Amazon Data Firehose FEANGIER

AP| %48
Bx R 3KHY LogicMonitor f8iF M Amazon Data Firehose [EiZ & ix T RERMBIEFTEN APl &
£,

MRS
Amazon Data Firehose FANBRIBRERERNVIEX , AEBRERET BN, &EF
GzZIP EA , U A/ZRAERNABRRES.

Retry duration

}§E Amazon Data Firehose Ei# [ ER HTTP KinT R A X BBV R KE,

KEBHES , Amazon Data Firehose B %XEE HTTP KT Vi8I . MREXELEIRSEIA
REWIABEETETE P EIE , Amazon Data Firehose 2B Eif 4Lt A 1588, BT E
i®, BREiRFERAEH, 2/5 , Amazon Data Firehose INRX 2EIBEEH AW , HHEE
ZFMEENLS# S3 FEN.

2 Amazon Data Firehose [0 HTTP AT R AAEHEN ( TieRVIRZEHERER ) , B
HLBEHBIEIABNITRBHES HTTP KK SHHIA,

ENfEE 4t 83 88 , Amazon Data Firehose &% EHIA , BERIWBIEIAS AR IAB
BfiEl, IEREIAEE | Amazon Data Firehose B EEiR It P 2B LB ERTE, MEH
FRetE , SeEBRERAEE Z2E , EFWEBIARBEE R EESEH,

WMRIELRZEE Amazon Data Firehose Ei K X HIE | FFHEIRE RN 0.
S (A )

Amazon Data Firehose T8/ HTTP A AT H#IEXLREX, XLS T LAEBIEIR B
48 40 B #7ro

ZHRT

Amazon Data Firehose 2% & E ANRIE K AEBNELZRIEEEN, BRVENEIL
EMX K PRERRSEREET R

1%£3F Logz.io tENEH B ¥R

KINETERA Logz.io EN BIRMIET. MTMEZEE , BS M https://logz.iol,

1% Logz.io ER B B4R 28


https://logz.io/
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® Note
BN (K= ) X , % Logz.io ER L B3 Data Firehose B Kyt

- RETIFERHE :
HTTP i< URL

BUTHRRIEE HTTP IS URL : https://listener-aws-metrics-stream-
<region>.logz.io/., N , https://listener-aws-metrics-stream-
us.logz.io/. URL &% HTTPS URL,

AR R
Amazon Data Firehose A RRBRERBERNWEX , ATBSELATI B, %&
GZIP REHR , LS A/ZABERNNBRE,

Retry duration
$EE Amazon Data Firehose Ei# [ Logz.io KEEKIER AT EKE,

RIEBIER , Amazon Data Firehose B £ EF HTTP KT S HIA. MREEHRIAIA
RIEWINER BB RN EE , Amazon Data Firehose & B3 B IFLRT A TTHER. ERNTFHE
it , BEREiRFLEEZIE, 25 , Amazon Data Firehose INRIX 2 HIFE R AW | FHHHKE
FEEBWIL D # S3 FHE.

3 Amazon Data Firehose 8] HTTP &inT R A X BEN ( TR RIXZHERER ) , ©
HLBHBHEIAB TR A LS HTTP Kin T SQEVHIA,

ENEE i< H , Amazon Data Firehose f&ZFEHIA , BRI BT IA K ZI 5 AR
B, MSRHEIAEE , Amazon Data Firehose FHHEEER TSP RS EERRTE, MREE
REfE , SNBRERHEEZZE , BEFWEBWIASBEEZ LR S 2H,

WMRIELRZE Amazon Data Firehose Eid K X HIE | HFHEIRERN 0.
S8 (Wit )

Amazon Data Firehose &/ HTTP AT HET S X LR EN . XS] LIES B 218 5
£8 40 B ¥R,

1%$% Logz.io fENEK B R 29



Amazon Data Firehose FEANGIER

ZHRT

Amazon Data Firehose 2% @& E ANEKIE K AEBNELZRIEEEN, BRVENEIL
EMX K PRERRSEREET R

i%£3% MongoDB Cloud 1 &8 B #5

AT T £ MongoDB Cloud #E BARrEVET, TR EZELR | ESH https://

www.mongodb.com,

RHT5FERIE :
MongoDB Realm webhook URL

BRUTHRIEE HTTP im S K URL : https://webhooks.mongodb-realm.com., URL #
M= HTTPS URL,

API| 4R

BX % MongoDB Cloud 3REL /o ¥F MIE B i# Data Firehose [811% i S 4E MEIRFTEN AP B4R,
A YmiE

Amazon Data Firehose A BRREBRERBERNWEX , ATBSELAT B, %&
GZIP REZEHR , LS A/ZABERNRNBRE,

Retry duration
$EE Amazon Data Firehose 7£ % B B A B i [al 1E E MY 58 = IR AR R & B3R,

RIEBIEE , Amazon Data Firehose B A& HTTP KT S HEIA. MREEERIAIA
KRIEWIABETETEI R ZE3E , Amazon Data Firehose @B a3 Eiis 4Lt it k85, ©RARHE
iR, BESE RSB R, 2/ , Amazon Data Firehose AN X BEIEEw AW , H IR
ZREENLTE S3 FHEM.

3 Amazon Data Firehose [6 HTTP AT RAAEHEN ( TieRIAZEERER ) |, ©
HLBMBEIABITRBEHES HTTP KK SNHIA,

ENfEE i rt<FIH , Amazon Data Firehose H2EFHIA |, B RIS IA A 25 A A At
B, MRFIAEE , Amazon Data Firehose FFHEE R It HEEPRBEERIRIE, NMREF
REtE , BEBRERAEE ZEE , ERWEBIARBEEE R E SR,

i%3% MongoDB Cloud E5 &/ B #x 30



https://www.mongodb.com
https://www.mongodb.com

Amazon Data Firehose FEANGIER
MR IEAR%HE Amazon Data Firehose Eid KA HIE |, HNLERE RN 0.
ZEHER

Amazon Data Firehose 2% & EANKIE K AEBNELZRIEEEN, BRVENEIL
EMX K PRERRSEREET R

S (Hik)

Amazon Data Firehose £&/N HTTP R HET X LR EN . X LS H T LIE B 210 5
¢80 40 B xR,

1%3$% New Relic fERN &8 B 45

AFNBT A New Relic B BFrEVIET, RTHEZELR |, S https://newrelic.coms

RETIFERWNE :
HTTP i< URL

MTHRBEH U TEDFERE HTTP im < URL :
« New Relic B& - US
 New Relic $§#r - US
« New Relic $§#5 - EU
API Z4H
#£ New Relic One Account R B AFAJUEZ4A (40 NFERNTAREFZHE ), EEAMN
Firehose [MiZin /A MEIE , EEIL API B4,
NA YD
Amazon Data Firehose fEFA A HBRERLBERNVEN , RAEBERERET BN, EF
GZIP A , LER/ZEABERNNERB,
Retry duration

¥§E Amazon Data Firehose Eiz[@] New Relic HTTP Kig T & & & B et E K E,

KIEBIESS , Amazon Data Firehose B & %F HTTP KinT SV IA, MBRXEHZHBEIA
REWIABEITETE P EIE , Amazon Data Firehose 2B Eif 4Lt A 1588, BT HE

1% New Relic fE 7 &8 B #x 31



https://newrelic.com

Amazon Data Firehose FEANGIER

i® , B EiAFErERE, 2/F , Amazon Data Firehose N\ iX BEIEEH AN , FHHFHIE
0 RNEHI T S3 F#AE.

2 Amazon Data Firehose [ HTTP &G T R AAEHEN ( TieRVIARZEHERER ) , B
BB EABNITHEHES HTTP KimT SN,

ENfEE iR FIH , Amazon Data Firehose &S FHIA |, B2 U EITE A S0E B A BT BT
B, MMRHEIAEE , Amazon Data Firehose FHHEEE IR it HEEP R B EERI R E, NMREF
RETE , SEBAERAEEZZE , EFWEBIASRBESIATE SR,
WMRIEFRZFE Amazon Data Firehose Eid KX HIE | HFHEIRE RN 0.

S8 (Wit )
Amazon Data Firehose T8/ HTTP A AT H#IEXLREX, XLES T LAEBIEIR B
¢8 40 B #x,

SRR

Amazon Data Firehose 2% & E ANEKIE K AEBNELZRIEEEN, BRVENEIL
EMX K PRERRSEREET R

IEEEWENENE NI

KN EFF Snowflake AT B Yt #93ET,
EERE

RETIIFRNE :

ETEIKS Mk

EE Snowflake $RHLAY X 150K 7= ML, F’FH*A’E%LEF Firehose 7~ X $57 5T hix 2 B9 & X 15
Mk, BxAEEESWKSMUERFEER , S Snowflake X, HlE0 : xy12345.us-
east-1.aws.snowflakecomputing.com, HZEE , FERIEE®OS , MM (https:/) =
AlERY .

RPEx

BEH T MEEIEN Snowflake AP, BERAFP BN EIER AZE Snowflake FRH .

ERERAENENE R 32


https://docs.snowflake.com/en/user-guide/admin-account-identifier#format-2-legacy-account-locator-in-a-region

Amazon Data Firehose FEANGIER

AEEHA
EERTEY Snowflake #1TH MR IEMZANHA T4, BERALARXA PKCS8 K. &
70 PEM TUB MITHERFASARY —EB 0. WRBEAWM D N Z1T , BHIRIRITRS

Passphrase (%)
REATELANBNBEZEAE. ORABARNE  WHLFREZ, AXER , BZHAEA
RN BRI MBI

AERE

EFERIA Snowflake A — MRIER LD |, Firehose AT E A ERIEELS
Snowflake, RIZERINBREMEFEEE. FRRRKIAACELNHIER AT Snowflake &RH .,

5 BE X Snowflake A — i AR EIE INE E Snowflake FAETH Firehose EEHIEERINE
T’E’ﬁ @'O

Snowflake &%

‘WA BB DI,
#./ VPCE ID ( A% )

Firehose 5 Snowflake #A T~ iE1Z# VPCE ID, HiE#&3 N com.amazonaws.vpce, [#
#] .vpce-svc-[id]#BEXEZER , {551 AWS PrivateLink & Snowflake,

® Note
EATFMKERE |, BFHRMRIRAY Snowflake WM& 2 1F 15 18] Firehose, EIRBIHRIRER |
BB R Firehose VPC 4% = AWS Support FINEEH AREFTR , REZRERL
B Snowflake S8 £ 2 M & KB,

BEEERE

EEH Snowflake ¥E Firehose B B it | BATIEELLTIRE :

« Snowflake ##EE — Snowflake FHIFTE B EREEHRES,

* Snowflake £t — BNMREEH — MRS NRWAK , IERHWRBFEENR ( HlmxM0N
) B SA

ERERAENENE R 33


https://docs.snowflake.com/en/user-guide/data-load-snowpipe-streaming-configuration#using-key-pair-authentication-key-rotation
https://docs.snowflake.com/en/user-guide/data-load-snowpipe-streaming-configuration#using-key-pair-authentication-key-rotation
https://docs.snowflake.com/en/user-guide/admin-security-privatelink

Amazon Data Firehose FRARIER

* Snowflake & — Snowflake PHIFTRMBEMEFHEEREERT , EEB LEWAFINITHE

PaN
Ro

&1 Snowflake K ERIE DO EIE N

- f£F JSON ®ERFIE
- ERAZES
- ARSB-ERPEEIS , REBELSTMEEZERP,
- THEHIE (TR ) -EXRPEEINR , HPLAMBTHERS S

i%£$E Splunk 1% B 7
RE D NEER Splunk ¥E B #REVIED,

® Note
Firehose [EELE T Classic AE SRR N AEF AT IGEZH Splunk EFEHEIE.

RHT5FRIVE :
Splunk cluster endpoint

ERELBTR , BSH Splunk XHFHELE Amazon Data Firehose LA Splunk F & &%
BT

Splunk endpoint type

ERZHIERT , Bk Raw endpoint, #E#FEvent endpointREFEAREHLREF
BIERIE AWS Lambda BIFEHREIKFLEEHE. BXEABIMMETINER , F5H
Splunk X #4H A ELE Amazon Data Firehose LA[E] Splunk A& &K% &,

BHRIESHE

EigE AT UM Amazon Data Firehose #ZWEHER Splunk LiwT R , iI5ZH Splunk XREHE
AT S# Data Firehose B Splunk i H ZEMBEERIR, REFEEN L Firehose B R
Eim SABTM Splunk SREMN TR , REFEFMEILAL:,

132 Splunk 1ER B4R 34


http://docs.splunk.com/Documentation/AddOns/latest/Firehose/ConfigureFirehose
http://docs.splunk.com/Documentation/AddOns/latest/Firehose/ConfigureFirehose
http://docs.splunk.com/Documentation/AddOns/released/Firehose/ConfigureFirehose
http://docs.splunk.com/Documentation/AddOns/released/Firehose/Installationoverview
http://docs.splunk.com/Documentation/AddOns/released/Firehose/Installationoverview

Amazon Data Firehose FEANGIER

HEC acknowledgement timeout

$8E Amazon Data Firehose &3 B Splunk &S| HIAZEEZKAtE, R Splunk #
KRB AT Rt B 2 BI& A K IEHIA , Il Amazon Data Firehose & EM A BTFEE M AR, A

J& , Amazon Data Firehose ELERAHIE , ELTHER 5 RER Amazon S3 F6EHE , BiE
BURF &g B E iR FLETEE.

Retry duration
$EXE Amazon Data Firehose Ei# @ Splunk ZIETFEA R EIKE,

KIEBIERE , Amazon Data Firehose B %% Splunk HHIA, MR L EERHBEINKRERIA
HEatet R A EIE , Amazon Data Firehose £ B3l EidiF&Ent At EER. SNTHER K BERE
RFLETRZIH, 25 , Amazon Data Firehose INAX ZEBA B AN , HEREZHEEH
T 5 S3 17 @,

% Amazon Data Firehose [ Splunk KIAHIE ( T RVIRZHERER ) it , ©EHSEH
B B I AT T 838 H Z4F Splunk BIHEIA,

ENEE At FIH , Amazon Data Firehose &S FHIA |, BB EITEIA ZIE 25 A Bt At
B, MRFEIAEE , Amazon Data Firehose B EER TP EEEERI RN E., MRER
REfE , SNBRERHAEEZZE , BEFWEBIASBEE LR S 2,

WRIEFRZEE Amazon Data Firehose Ei K X #HIE | HFHEIRE RN 0.

i%£3% Splunk Observability Cloud YE5 {&#Y B #%

KT NE T A Splunk Observability Cloud #E73 BARHVIET, M THREZER , BSH htips://
docs.splunk.com/observability/en/gdi/ get-data-in /connect/aws/aws-apiconfig.html # connect-to-aws-
using the-splunk-observability-cloud-api.

RETIFERNE :
ZEERS URL

& A LATE Splunk Observability & & BBl E 34> A LA">" KN BIERER KL |, KE
Splunk Observability Cloud #9354 i #E#EL URL,

i%3% Splunk Observability Cloud 4 #&#9 B #& 35


https://docs.splunk.com/Observability/gdi/get-data-in/connect/aws/aws-apiconfig.html#connect-to-aws-using-the-splunk-observability-cloud-api
https://docs.splunk.com/Observability/gdi/get-data-in/connect/aws/aws-apiconfig.html#connect-to-aws-using-the-splunk-observability-cloud-api
https://docs.splunk.com/Observability/gdi/get-data-in/connect/aws/aws-apiconfig.html#connect-to-aws-using-the-splunk-observability-cloud-api

Amazon Data Firehose FEANGIER

3 [F) 5 &

M Splunk Observability #Hl & “RE">“TFRIFHE"H , EHEHE INGEST EHCEEH Splunk
Observability 757 h&

NEYmi3
Amazon Data Firehose A BRERERBERVEN , AEEBNELEBBEWN, %#F
GZIP REH , LB H/ZABERNNERDE,

Retry duration

}§E Amazon Data Firehose Ei# [ ER HTTP KinT R A X BBV R KE,

KEBHES , Amazon Data Firehose B %XEE HTTP KT Vi8I . MREXELEIRSEIA
REWIABEETETE P EIE , Amazon Data Firehose 2B Eif 4Lt A 1588, BT E
i®, BREiRFERAEH, 2/5 , Amazon Data Firehose INRX 2EIBEEH AW , HHEE
ZFMEENLS# S3 FEN.

2 Amazon Data Firehose [0 HTTP AT R AAEHEN ( TieRVIRZEHERER ) , B
HLBEHBIEIABNITRBHES HTTP KK SHHIA,

ENEE At FIH , Amazon Data Firehose HaEFHIA |, BB SITEIA SIE 25 A At At
B, MRFEIAER , Amazon Data Firehose B EER TP EEEERI RN E., MRER
REtE , BEBRERAEE ZE2E , EFWEBIARBEE R E SR,
MR IBEFRZLE Amazon Data Firehose Bid K% HdE |, HHERERN 0,

S8 (Wit )
Amazon Data Firehose £&/N HTTP A HET X LR EN . X LS H T LUE B 218 5 A
A0 B R,

ZMiRR

Amazon Data Firehose 2% & E ANRIE K AEBNELZRIEEEN, BRVENEIL
EMX K PRERRSEREET R

i%£$¥ Sumo Logic EREHI B #R

ARFINB T A Sumo Logic fE8 BARrHVEI, SR TREZER , 55 hitps:/
www.sumologic.como
i%3% Sumo Logic 1ER & B #R 36



https://www.sumologic.com
https://www.sumologic.com
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RETIFERWNE :
HTTP i< URL

BUTHRRIEE HTTP im S8 URL : https://deployment name.sumologic.net/
receiver/vl/kinesis/dataType/access token. URL #4%i@ HTTPS URL,

AT
Amazon Data Firehose R ARRBRERBERNWEX , AFBEELAZ BN, ®&
GZIP 2A , B R/ZERBERNAERESB,

Retry duration

$&§7E Amazon Data Firehose Ei#[6] Sumo Logic XX EIFEH A KE,

KEBHES , Amazon Data Firehose B &R HTTP KinT SN, MRLZEHEIRSFEIA
REWIAER B E R ZEE | Amazon Data Firehose 2831 B IFLEE T, SRTHE
iR, BREiXFE A EH, 2/5 , Amazon Data Firehose AR X 2EIEEH AW , HHEE
ZMR BB T # S3 F6E .

2 Amazon Data Firehose 6 HTTP Kif T R KA HIER ( TRRAARERERER ) , ©
BB EAENITBEHEF HTTP KiET S,

BENfEE Xt FIH , Amazon Data Firehose & FFHIA , B U IAS0E 2B RS
B, WMERFIAEE , Amazon Data Firehose NHEEE R TP RELERREE, MEEF
REtE , EEBRERAESE Z2E , EFWEBIARBEE R E SR,
WMRIELRZHE Amazon Data Firehose Eid K X HIE |, B FHEIRERN 0.

S8 (Wit )
Amazon Data Firehose £&/N HTTP A HET X LR EN . X LS LA B 218 5 A
48 40 B xR,

EiRR
Amazon Data Firehose 2% & & ANEKE K AEBNELZRIIEEB N, Elastic B R
BUEARX A PEBRSREET R,

i%3% Sumo Logic 1ER & B #R 37
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1%3$% Elastic fE R ERY B ¥

ZN

48 7 £ Elastic YN B FrAVIZIN,

RETHIFZENE :
Elastic # = URL

BUATHRIEE HTTP %= URL : https://<cluster-
id>.es.<region>.aws.elastic-cloud.com, URL #4412 HTTPS URL,

API| 4R

BX & Elastic [RSSIKREL M Amazon Data Firehose [ RS MEIEFTEM API 47,
WA R
Amazon Data Firehose R ARRBRERBRNWEX , AEBHELAT B, %#F
GZIP ( BiAik#R ) RER , UBER/ZABERNABTRE,
Retry duration

$§E Amazon Data Firehose Ei# [a] Elastic £ A BIEN A KE,

KEBHEG , Amazon Data Firehose B &R HTTP KT SN, MRLZEHEIRIFEIA
REWIAER BT E R ZEE | Amazon Data Firehose 2831 B IFLEE T, SRTHE
iR, BREiRFEAEH, 2/5 , Amazon Data Firehose AR X 2EIBEEH AW , HHEE
ZMEEHIL 7 S3 6.

2 Amazon Data Firehose 6 HTTP KifT R K AHIER ( TERAARERERER ) , ©
BB EAENITBEBEHEF HTTP KiET S

BENfEE Xt FIH , Amazon Data Firehose & FFHIA , BRI U IA A 2B RS
B, WMERFIAMEE , Amazon Data Firehose NHEEE R TP RELEER RSB, MEEF
REtE , EEBRERAESE Z2E , EFWEBIARBEE R E SR,

WMRIEFFE Amazon Data Firehose Eid KIAHIE , BRI EIRERN 0.
S8 (A )

Amazon Data Firehose &/ HTTP A HE X LR EN . X LS LUES B 210 5 A
48 40 B xR,
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ZHRT

Amazon Data Firehose 2% & & ANEKIE K AEBNEZRIEEB N, Elastic B R
BWEHRXK/NA 1IMIB,

ZMNELRIRE
RKEBN B WA A Firehose EFEERPNSRIRE.,
ZMRE

Amazon Data Firehose £ Amazon S3 K& ©id BE X BEFTE B Bt FrE BRI N R 0 KW
Y BHE,

/A Important

REYYRH Firehose EIEHIKIRE Direct PUT = Kinesis Data Streams Bt , F X F& %1%
=,

WMRIEIEIFRT LU TRz — , MA LR Firehose EBIEE S3 MR E
o MBENF Amazon S3 RE N S EIE Firehose AT B MM | HixkFHEE Lam AWS bda EESK
HGBIEILR , B EBRERERTRNEIREIEREN,

« MREIF Amazon Redshift i& & 7 T D #IE Firehose 7K B B |, HikiFHEE Lambda B 3K
AWS RELEIEID R,

o MBRFUTEMIRSFIZRE R Firehose BEIER B s : I 5# OpenSearch ik
% . Datadog. Dynatrace, HTTP Endpoint, MongoDB Cloud, New Relic, Splunk 2 Sumo
Logic. LogicMonitor

AT & H Amazon Data Firehose £ 5N & 0% E -

« Amazon S3 FRURICRR 1 : MREEFEMB#RE S3 H Amazon Redshift , MR B RER
BRARBEZOEEGHER, NRHEMEMETFNRS ( S3 % Amazon Redshift Br7L ) iRE R
BERWE , N EEEREREZOMERKIELERNE D IAMAOEE,

« S3 £ 1FM#EM-1X 2 Amazon Data Firehose &3 I EIERY S3 1FMEH.
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- S3 ZFPEMEFFEIIR-1X 2 Amazon Data Firehose & 17 &K BB B BT & o
- SSROEMBHERBEINR : IERAMHNBIERZ M EL S3 FHBEIRAE LR,

« EIRR, EHMN MR L#1TE 9-Amazon Data Firehose £ Amazon S3 K& 4 © it B & X E &
Firik B Bt B FT B BRIE RN Z 10 K MBI B ¥E. Amazon Data Firehose TERHE AN BTERT ( B17)
B Tz S3 2 RIS EMITEM, EBATLLERE 1—128 WE X K/ MiBs 1 60—900 #9424 8]
fB. EFHEMNFHALARE Amazon S3 HITHIEAMNERE, NRESABERR , WEhE R
M Amazon Data Firehose W Z|## /5 H B3R 2B Amazon S3 EHEIENRE —E&EH. MRE@E
PR BIEE S T B A Firehose B EIE , Amazon Data Firehose £ zh 2538 i148 4 X K/ EAEE
t. WRERBTHERMEKIEEEZEE B R,

« S3 E4——%# GZIP, Snappy. Zip 3 %A Hadoop #9 Snappy BIEESR , RETHITHEE
48, Snappy. Zip  Hadoop FR&H Snappy E4E , 7&A T LA Amazon Redshift #E8 B AR ERY
&5 o

« S3XHTRERIN (AL ) -AEEE Amazon S3 B FREBHINRIEEXHT BEER. MRE
RLLRE , NEEN X4 BEHFESHIERNERIRE S3 EAHIEE ( HI40.parquet 5.9z ) K H0AY
RN BB, ERALRHETHERAERN S3 EAr , FRREE T EBNXHT BE.
MUY RELTEAR () T, ARTUNEEAFHNFH : 0:9az! -_* (). XU RETREY
128 NF o

« Firehose ¥ AWS Key Management Service (SSE-KMS) #J Amazon S3 lRE2=iwmMEZ , AF
I S5k S3 AR BIE. BULUERFERBR S3 FHEBPIEENIMIAMBRE | LA UER
FEREAERN AWS KMS ZA5 RPN BRAHTINE. WREEAZAMBZLHE , WTAERRIA
AWS £E AWS KMS Z4 (aws/s3) B FREZH. BXREZELE , BSHMEHA AWS KMS £E
HEAM RS 22w INZ (SSE-KMS) RIF B IE.

SRIRE
LA 248 Amazon Data Firehose {837 S HRIZE -

 BRZ 854 I #——Amazon Data Firehose AWS B3 A EERFZAWS (KMS) 3 F Amazon S3 AR
SERImINE , ATMEL D% S3 ARNNEBIE. BXELER , BSHEA KMS AWS EEH
YIRS B3 IR INZR (SSE-KMS) R Eiiz.

« fiRi12F-Amazon Data Firehose iZ {5 B M FEXMNE IR, I, BRAKIERRE , ©7
Lg% Lambda WA FFBEEMERKAXFBE, CloudWatch BXEZER , BSHAEA
CloudWatch H&E %1% Amazon Data Firehoseo
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/A Important

RBATE | BREZIEINIEREE Firehose BB HAEI S A Amazon Data Firehose £5i%18%. X
LT ARREIDRAEBERERMABNERT , BEAHRERFAESE,

o NR— LS EIE Firehose £/ IAM A EIRE Firehose EEMEMNFIENIR. S LUEERAIE
—NEIPEFMENENFHAE® , B LU%EER RN Amazon Data Firehose SIZ2HWINEBEA/ R, ZAG
T [ Firehose BFXN B MRS RINER , IEEH S3 FME. AWSKMS Z (MR BHAT
BIEME ) M Lambda BHE ( WRBRATHEER ) . BHEUCBRTEURANAG, BXESE
B, BZHALEIAM?,

o RZE-BAULURIFRERAL AWS R, BRERA AT 2 %175 B AR

MR&EECreateDeliveryStreamiBEFIEERZ , Amazon Data Firehose &%}
#Zfirehose:TagDeliveryStreamiEERITHIANIRN , SUIRIEA - 2EE N AIER
L, MRETREIRIR , NEIEFE IAM BRIREME Firehose R FHMERFF %
T , AccessDeniedException#ll FFfRo

AccessDeniedException

User: arn:aws:sts::x:assumed-role/x/x is not authorized to perform:
firehose:TagDeliveryStream on resource: arn:aws:firehose:us-east-1:x:deliverystream/
x with an explicit deny in an identity-based policy.

TR RBERT — AN VR P e &R R AR AT RS

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "firehose:CreateDeliveryStream",
"Resource": "*",
}
1,
{
"Effect": "Allow",
"Action": "firehose:TagDeliveryStream",
"Resource": "*",
}
}
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]

ERZONSRRES , BEBEMNILR , RFIER LR Firehos e EE.

¥THY Firehose BEREEE R A4 T “BIZ" MRABF A, 7£ Firehose BB T “E3)” MG , B UFF
MM H HIEE [0 B L& BIE.

ZHRET

Amazon Data Firehose 2 AFHEANRBTBEBEAHE —EXR/D ( B KR/D ) M—EEtE ( EFE
fB) , AEBNEEEREEENT, MREMEDE Amazon S3 RN K PNBRENXHEHESHRFELEN
AREFHMEE , NEEZWE Firehose WEABMERRULE BHREE , IFEFRARPET.

BRI ECIBFNERRAEEZ P AP NE AR, HEEFABXNRNEF X NDNEFER, &
WAPNAMB REMAE , BrERBUBDNEN, BR , MRENETz—EEEH , BELHAN S —
MeE, BENE - NEHPFH LMK Firehose XY #HE, MREAREERFE , NEHARKINE.

& 1] LLET AWS Management Console, AWS Command Line InterfaceZ # 4 & T B ZEL

& Firehose 4 iER. AWSX TIAER , BRI AEREZEH A PN RBEISER APl EFHE
BEEPETR , FHEEESEAHINE, UpdateDestination¥ FHEE , Bl LAMERREA

= CreateDeliveryStreamAPI FEAFRREENCIEMNERN —H0. ZEREZEHPX KD, &

fE CreateDeliveryStream=% UpdateDestinationAPI B B ¥r4FEDestinationConfigurationZ
¥IntervalInSecondsAi&ESizeInMBsHl,

® Note
A TREXRNAHINIER , SR NERAFTEFERRER, SRR TARBEENFTY
Bt , Firehose T&EA#IE , MRE/LWHAREHE. EREFRTIEINRENEZH ,
BEWENE , THAEXEBIRMN Firehose #EZ TR T,

(® Note
LIBEEMNE FatEERE DT 60 BLUREERMWIERR |, Firehose 23 S3 BFrERA DK £
t£, BT S3 B9 B L& , REIERMNE HetE BT 60 ¥ , M&FE S3 PUT API
A& BRI,
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BREMBENEHFRTEENMRINE , FSRATX

B PR iE

S3
Redshift

OpenSearch Ak
5Em

OpenSearch
Splunk
Datadog
Coralogix
Dynatrace
Elastic
Honeycomb
HTTP %S
LogicMonitor
BER
MongoDB
NewRelic
Sumolog

Splunk Observabi
lity Cloud

ZHXKN (LAMBAREN ) (FESHFHARMIAE)

1-128 (5)
1-128 (5)

1-100 (5)

1-100 (5)
1-5 (5)
1-4 (4)
1-64 (6)
1-64 (5)
1

1-64 (15)
1-64 (5)
1-64 (5)
1-64 (5)
1-16 (5)
1-64 (5)
1-64 (1)

1-64 (1)

BRRNBAE
EfE (FESHRAR

k)
0-900 (300)
0-900 (300)

0-900 (300)

0-900 (300)
0-60 (60)
0-900 (60)
0-900 (60)
0-900 (60)
0-900 (60)
0-900 (60)
0-900 (60)
0-900 (60)
0-900 (60)
0-900 (60)
0-900 (60)
0-900 (60)

0-900 (60)

ZHIRET
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& A RAIEHEN R 28 Firehose E1&

B LAE A AWS Management Console SRIZEUERI R Z1TEHIE. BHAELHKEEFESTHA
FFRBIEZRALRE Firehose BiEH, XELLFEKEHSHNREIEEI TN Firehose EIBAIEL
=

THRELBTELN —NRE)
{"TICKER_SYMBOL":"QXZ","SECTOR" : "HEALTHCARE", "CHANGE": -@.05, "PRICE":84.51}

BAEE , H&W Firehose RABMEBIERN , 2WEWRER Amazon Data Firehose 2 A , {BE &£ KR
N RWEERZER, EFIEFAEXERR | B0 LIBER MZFH & & I REIBER.

AE

- HEREH

¥ Amazon S3 £ BAR#E AT

« ¥ Amazon Redshift #E3 B #rit 17015,

- f£/ OpenSearch BRFEN B Fait 1T
¥ Splunk E9 B #5891,

TR

EFHm2al , ERIE— Firehose B, BXEZEER , 85 HAIE Firehose B,

¥ Amazon S3 1E B #rt 1703
FRAUTSRERT DB E2EZ#RS (Amazon S3) 7 BFrKNR &K Firehose B,
AL S# S3 Wik Firehose Ei%

1. FTFF Firehose #&&l& , it A https://console.aws.amazon.com/firehose/,

2. %% Firehose BEi%,

3. HEFERAERBEHTNET , EFFFHRREERKIER AT £ RO ZRBEIE.
4

RERFTLVHARIIRSEEFBEAME S3 F#F, FIE , REFEENETERE ,
FE/L7MEtE , INRIEERELNFHEED.

el
anp
(aTny
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5.

EMNRTRE , ERF RSB RBER T FELE~EEREA,

¥ Amazon Redshift £ 9 B #5317

EAUTSRERL S# Redshift £ B #RKMALRHY Firehose E#E,

£ AL T # Redshift JIli® Firehose E %

1.

o 0o~ Wb

~

©

{REY Firehose EEFLIRIIL L # Redshift £EFHPE —k, BT SQL #EOEEEF Amazon

Redshift , #Z T TEAUGIER —MEZ RABIEN XK.

create table firehose_test_table
(

TICKER_SYMBOL varchar(4),
SECTOR varchar(16),

CHANGE float,

PRICE float

)E

$TF Firehose ##1A , WitA https://console.aws.amazon.com/firehose/,

i%#% Firehose BE1&.

4748 Firehose EfEH BAiRFHE R LAIEM#F Gl firehose_test_tableM ik,
EEAERBEBH#HTUERT | EEFRAEETRBIEE T £ KRG ERBHIE.
RERSLNHARIRE FENREERIZNEK, HEE , REEIRE , THESE
B , MITTREEREEHNRF,

EMRTERSG , ERELRSERBENTELE=EERATA,

4518 Firehose BEIEM B FHAEEUIER S —K &K,

( ik ) MIBR firehose_test_table &,

£/ OpenSearch IRFER B Frit 170

FERUTSBR U 5% OpenSearch BRS 7 B FRKNZEH Firehose B,

FABRSNR Firehose IE1#% OpenSearch

1.
2.

$TF Firehose £ #|& , Mty https://console.aws.amazon.com/firehose/,

i%$% Firehose Ei%&,

BJL7 e e

¥ Amazon Redshift fE3 B ¥R 1T
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https://docs.aws.amazon.com/redshift/latest/mgmt/connecting-to-cluster.html
https://docs.aws.amazon.com/redshift/latest/mgmt/connecting-to-cluster.html
https://console.aws.amazon.com/firehose/
https://console.aws.amazon.com/firehose/
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3. HEMERMETREERTNRAT , BRI R LEEREEN TERROIRERDHSE.

4. BRBRRELWHBARIIHREREEEETEN OpenSearch R EH. BXEZELR | 55H (I
i OpenSearch fRFF X&) FHITE OpenSearch BRFE 18 R X,

5. ENHTKE , BREFILELXERBENAMFIE~EERTEA,

XF Splunk £ B #REY M =t
FERUTEBRER Splunk #E7 B #r3RMi% &K Firehose B,
5/ Splunk Nk Firehose E1%

1. FJFF Firehose #&#l& , Mk A https://console.aws.amazon.com/firehose/,

2. 1%&3% Firehose B,

3. HEFERERBEHTURT , EFF AR KEREIER AT 4 5 R PR R AR,
4. RERBEEFHIEERME Splunk 5|, Splunk FEYREIEZRFE R

sourcetype="aws:firehose:json" Ml index="name-of-your-splunk-index", BX

W1AFE Splunk FIERBHMEZEER , 1S Splunk XREHPRIEZF M.

MR R EIE R EHIELRD Splunk B5|H , HREEK AmazonS3 FHBFRE B XAKEH.
FESRABEREEE Splunk.

5. ESERMIEA , FiE#E Stop sending demo data LM IEF=4EERA A,

¥ Splunk £y B #REY 1 46


https://docs.aws.amazon.com/opensearch-service/latest/developerguide/es-gsg-search.html
https://console.aws.amazon.com/firehose/
http://docs.splunk.com/Documentation/Splunk/latest/Search/GetstartedwithSearch
https://docs.aws.amazon.com/firehose/latest/dev/troubleshooting.html#data-not-delivered-to-splunk
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[0 Firehose B #% & 1= 3R

BRI A E R T RRBENREHIE RIXE Firehose 7t : BAILIERARGF X TESEH Kinesis 2
TR, Kinesis KB i E#E Firehose APl, AWSIEtB R LA Amazon CloudWatch B,
CloudWatch B4 HAWS lIoTERBIEIR. WMRETEE Amazon Data Firehose , &6 BT E ZEH
NAWBLSFARIE, L2 DSEEIE Firehose ?

(® Note

HEAWSERS ReEmA T E— X Firehose ERREHENESH, IRENT I
CloudWatch B&., CloudWatch B4 sELE B #rAt , B8 Firehose EREARERNEIHEIAWS
loT , IBRWIEERM Firehose BEEREEHREMRZ M TR —XiF,

FH

« {#H Kinesis Data Streams B Al 5 Data Firehose
- AT I MSK EALS# Data Firehose

- £ Kinesis KEE AL Gk Data Firehose

- FRARGFARXIESEALLS# Data Firehose AWS
- A BEBEAN D Data Firehose CloudWatch

- FRHEHEALS# Data Firehose CloudWatch

« A Firehose E AL 5j# Data Firechose AWS loT

£ Kinesis Data Streams B Al 5% Data Firehose

B LURF Amazon Kinesis Data Streams Bti& 7 [@ Firehose EfEXIEE R,

/A Important

MR Kinesis Producer Library ( KPL ) FFEIEE A Kinesis #E#R , WA LAERARE
HEAiZ Kinesis BIERAV ISR, WMRERESEAIZBIERIERN Firehose ule’J*/ﬁ Amazon
Data Firehose £EFIEFAEE B iR oI EH#THRRAE, MREGERREE N HFIREK
=, Amazon Data Firehose &7EFIEFA5 X B 2 BI H#t TR E, AWS LambdaBxE
ZEE , BSRMEA Kinesis 812 & FEFF & Amazon Kinesis Data Streams |2 EMR S,
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https://docs.aws.amazon.com/streams/latest/dev/developing-producers-with-kpl.html
https://docs.aws.amazon.com/streams/latest/dev/kinesis-kpl-concepts.html#kinesis-kpl-concepts-aggretation
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1. B FAWS Management Console 3T 7l &3k Data Firehose ###|& , Mk A https:/
console.aws.amazon.com/firehose/,

2. 1EEBIE Firehose B, EEMARKERE L , AUTFEREME -

Firehose E#&& i

YREY Firehose EEH & #ro
R

&8 Kinesis JiKRELE £ A Kinesis BIERENBIERD Firehose fo AfE , BOJLAEH
Amazon Data Firehose B\ttt NEI B BIE R P IEEBIEH S E NS TN EH W ib,

EFEA Kinesis R RERNR , IBE Kinesis RIIKRAEFE—PINER , HIEBRFEUCIER
EI’J Kinesis ;&E/)Ibo ﬁ'ﬁi%ﬁ'uw}: , lij:*m%ﬁ , J’)\Eﬁ' Kinesis /J|L§|J13§o ﬂﬂiz{@ﬁkiﬂlg‘;ﬁ ) ﬂ
£/ Filter by name &£ 5K,

® Note

WM IBHT Kinesis BIERELE A Firehose FRHVIRAT |, D E3E Firehose MR EFHEE
. PutRecord PutRecordBatchfEXfER T , EFNHKIIFERMEIRE Firehose 7
/| 5 EA Kinesis Data Streams #l##4E, PutRecord PutRecords

Amazon Data Firehose FF#8 MRV Kinesis LATEST EEM B iEEkIE, B X Kinesis Data
Streams (L EME Z{E L , GetShardlteratoriEZ ¥, Amazon Data Firehose ¥ 8N D 5
A A Kinesis Data Streams GetRecordsi#{E— X,

AT LAME — Kinesis E#EHiEENZ A Firehose B, HAt Kinesis AR ( FHE ) LA
ME—NRPIEE, RKBEMA Flrehose BEESHMERENAEFNSXARSBIT A FHE
ERREIBRE, A THEZR , BNOITREHRARERF. BX Kinesis Data Streams FR#IHE
Z{ER , F2 5 Amazon Kinesis Streams R4,

3. 1%#F Next AUt EiZFHRAK IR TE,

FERT Z# MSK B AT 5% Data Firehose

O LU Amazon MSK BLiE A [a) Firehose EEXIEE R
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https://docs.aws.amazon.com/kinesis/latest/APIReference/API_GetRecords.html
https://docs.aws.amazon.com/streams/latest/dev/service-sizes-and-limits.html
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1. &% AWS Management Console 3] 7l & #h Data Firehose $##|& , Wik A https:/
console.aws.amazon.com/firehose/,

2. %&FBIE Firehose E#%,

EARHERERFRNBIRE2 , AATFRERE :
)

1%£# Amazon MSK kB E A 5 MSK 1E R BIRIRE Firehose o &0 LATE MSK &
EHM MSK TS EH B 1TIER, ARE , B LAMEA Amazon Data Firehose B ¥\ it )
SEM Amazon MSK EEMEBHIEEIIE , RABRTEMNFREEN S3 BirH,

BFrMVE

%R % S3 ¥ER Firehose EIEH B K,

EATTHNRRES S , AUATFRIZEHE

Amazon MSK & & iE i
BRIESWEHREE  EBRALESISRE (#HE ) ALELISRELET, 5|5 KERE Apache
Kafka BRI AREZEERNE S, AH5|SREBEEMABLFFIER AWS , MBS

REMNAFMNRERIHE . AWSHE>X Amazon MSK WEZER |, 5 Amazon Managed
Streaming for Apache Kafka,

EBIIESISREEEIMERTRS 2T Amazon MSK 8 | ZEFMLITHEREATHEE

Ko

o SRS TIEIRD.

o SRMIUR IAM ERHIBREH T EZ .

- AN IAM TS AR A% VPC B ERE,

o BHMEZERNNE T HRNRE , ZRBRTILDEBHHIE Firehose RS EHFALL
CreateVpcConnection # MSK API B9 BR,

EEN N B SREEZEITE Amazon MSK 8 , ZERMLTEZUTAHEER,

o SRS TIEIIRD.

o SRMIUR IAM ERHIBREH T EZ .

o SERMIARNTTEE,
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Amazon MSK & &

MNFMHEENKFZSE , BEE Amazon MSK 88 ARN , &# Firehose FiIS M IEEEIE,

BREKFZR , E5H XREL D MSK BYEIK - B,

ES ]

EELEEEHTMNPIRIBIEN Apache Kafka B, €2 Firehose BE#EfG , N EEH
WEH,

ETUEM Firehose ERRZHE D , AUTZRIBMHE -
Firehose E#E& i

FYREY Firehose E &S E & o

3. ETXR, BAUEREECEKERNCEBARRNTELSR. AXREZER , H5H CxER
Mg R,

£ Kinesis X E A 5 Data Firehose

Amazon Kinesis RIEZ— MUK Java HENARRF , AIMEASESI , BRI ANEREHFH
KIZE| Firehose, RESFEEIE—AXH , HEHBIELRIEXEEN Firehose BHIR. ZREERT
IMALE X kR, RESBENAMNER, eBRTHANTRE, RNMEEHNAXNISHE. E
X ERT WMAIKA CloudWatch $8FR A E i it MR RIEA S AN E#THEHER, ETHRESZER
#1518 awslabs/ amazon-kinesis-agent.

BRABRT , 2ETHRITH('\n'") DI X4FHIER. B2, BATNRRKEEEN DT ZTIER
(ESH KERBERE ).

EALEET Linux HIESBRE (1 Web H5 %, ARMSENMRERSE ) LRBURE, &
EREE , BIEEBRRN XA MBIEN Frehose AT H#TRE, BERERE , TARAEM
XA R SEIIR | AR RS Firehose IR

25

. SR

+ BiE

- BEMFURERERF
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« THARRAKE

- BEAEHKE

- REEERE

« BRSIMXHEEFZRABASIR

- EARERLERE

- KECLI @5

« BN RBEE

FRF M

BHIRERSZ A2 Amazon Linux 2 Red Hat Enterprise Linux 7 =& & R4S,
« KE 200 HESHRAER JRE 1.8 RESRAETIZIT, RE 1.1.x A JRE 1.7 HESREE T,
- MREMEH Amazon EC2 =17 E , /83N EC2 k41,

o BIEEM IAM ABHAWSIE R XIMEEFHIT Amazon Data Firehose PutRecordBatchiR ERVIXFR |
RIEBF BN BIE L E R EH Firehose o MREFNAREZ A CloudWatch 1% |, NEFERITIZ
CloudWatch PutMetricDatai#ERI IR, BXEZEL , HSHEFEH Amazon Data Firehose 12|17
]I PR 1542 Kinesis REBIZ{TIROR. M Amazon B B3 RRIE M5 R #2 4] CloudWatch,

L
ERAUTHEZ —EEER AWS Fil

- QIBAENEIUERMERF. BXESZELR , BSH the section called “HELEIEREER

- HEBEFHEHN EC2 KHIEEZ IAM BE,

- EEERER |, 5T AWS Eil ( i5Zfthe section called “REERBIRE THNEERTH
awsAccessKeyId #l awsSecretAccessKey %&H ),

« RE8 /etc/sysconfig/aws-kinesis-agent LAUEEZRM AWS XiZF AWS 158 4R.

« MREH EC2 KHIMLTAREWAWSIKF H |, FAIE— IAM BELURAX Amazon Data Firehose
BREHGRINR, EEENREMIEEIZAE® (S0 Assume Learn # IdassumeRoleExternal ) , fif
RERAEz— , RigEEMLKFPENREEZACHAFN AWS £ii,
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/auth-and-access-control-cw.html

Amazon Data Firehose FRARIER
HE VKL RERERF

FU U EEENEIIREAREF , HEATEREREP N Kinesis REBRMHE

KL M jar B : userDefinedCredentialsProvider.classname #
userDefinedCredentialsProvider.location. BXEXANEREBEREMNIRE , FSFthe
section called “KEA ERIE",

ENEAENEIIEMER , HEN —1ET AWSCredentialsProvider #OMZE , T HIFTFT,

import com.amazonaws.auth.AWSCredentials;
import com.amazonaws.auth.AWSCredentialsProvider;
import com.amazonaws.auth.BasicAWSCredentials;

public class YourClassName implements AWSCredentialsProvider {
public YourClassName() {
}

public AWSCredentials getCredentials() {
return new BasicAWSCredentials("keyl", "key2");
}

public void refresh() {
}

EHRMBAE — M T HSHRNHER .

AWS 2 TEHE AR A EUIRIMEFRNEILE. MRFEZUERHEEBFERBNEGAPARETREN
FiE , BELFZPISSATRHMTIENRE, HE K NREFEZREHS (FEYR ) RIENFTIERM
BF, WALt 5 ERENZE,

THARERE

B, BRGNS, BXESZEE , FSHERT Linux XK Amazon EC2 R BRI ESE
FENEE, WMREEEREERRE , 20 GERT Linux XBI# Amazon EC2 A #ER) &
RYSE B E R B S

BETX , BEAUTHEZ —ZERE,
« EM Amazon Linux FEEIRERE
A 3ESGEA T Amazon Linux 3561, AR THS :
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-connect-to-instance-linux.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-connect-to-instance-linux.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/TroubleshootingInstancesConnecting.html
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sudo yum install -y aws-kinesis-agent

RIE 2.0.0 RESHRALZEERERS N Amazon Linux 2 (AL2 ) WiTEH L, KREBRAZESR
% Java 1.8 RE SRR, MREKRLEFMEMN Java ik , REZEEFNELEE, X Amazon
Linux 2 WEZEE , B2 https://aws.amazon.com/amazon-linux-2/,

« M Amazon S3 i FiR BN E

WHZEMNLTFETRANFE#ELZENRE , RbiER T Red Hat Enterprise Linux JA % Amazon Linux 2
Xl FARTHS FTEHALEEFIREAWAE 2.x.x :

sudo yum install -y https://s3.amazonaws.com/streaming-data-agent/aws-kinesis-agent-
latest.amzn2.noarch.rpm

ERRBERFIHRE , FEFTHEERES, flH , ATHHHEEAE 2.0.1,

sudo yum install -y https://streaming-data-agent.s3.amazonaws.com/aws-kinesis-
agent-2.0.1-1.amznl.noarch.rpm

MRBFERANR Java 1.7 , BEREAHLE , WAL TEE Java 1.7 RBEMKE 1.xx, Hlal , ETHR
B116, aMEALTHES

sudo yum install -y https://s3.amazonaws.com/streaming-data-agent/aws-kinesis-
agent-1.1.6-1.amznl.noarch.rpm

AILAERU TGS FTHREMOAE 1.xx :

sudo yum install -y https://s3.amazonaws.com/streaming-data-agent/aws-kinesis-agent-
latest.amznl.noarch.zrpm
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+ M GitHub repo FiZERE

1. BX , BRECREFEN Java lRAEK , E4AEURTFRERA,
2. M awslabs amazon-kinesis-agent GitHub /17 E T &K E,
3. SMEITHEFRHESITUTHETRZENRE .

sudo ./setup --install

« 1£ Docker B iR ETE

Kinesis KB A LUEBRSEHIEIT , LA LUEE amazonlinux B2 EIE1T. FHLT Dockerfile , &G
1217 docker build.

FROM amazonlinux

RUN yum install -y aws-kinesis-agent which findutils
COPY agent.json /etc/aws-kinesis/agent.json

CMD ["start-aws-kinesis-agent"]

EEHEHNNE
WE B RE
1. I REREH (WREARAABERR , NSBRAS M HHRRIT ) : /etc/aws-

kinesis/agent.json

EUHEEXHS , EERBMNPIRESENXH ("filePattern") MR AREBERAHELZEHKIEN
Firehose RV B ("deliveryStream"), XH B2 —FMiEX , HF ERIEEBIRFI X 4RIk, &
PMASRRERA XS SR XHARETEEY —R, KRB HIE R EE kIS EEZRER
TR L 7 4 H 4 HIB BR B8 M) Firehose B, MRS I AR E A SRR BB —
R, REBFLEEBRX 29X L4,

"flows": [

{
"filePattern": "/tmp/app.log*",
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https://github.com/awslabs/amazon-kinesis-agent
https://docs.aws.amazon.com/AmazonECR/latest/userguide/amazon_linux_container_image.html
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"deliveryStream": "yourdeliverystream"

RN AWS X2 us-east-1, MRFEANRHEMKXE , #HfF firehose.endpoint RERM
FAREXH , AXBEELARTR. BXEZER , 20 REEERE,
2. FaHEmHNRE

sudo service aws-kinesis-agent start
3. (W) RREERENERSGEINED :

sudo chkconfig aws-kinesis-agent on
oz, REENRERFSEREET. CEREFEGENEEN XA HRBIERIESIEER Firehose o
RIBSEZHIERKIE /var/log/aws-kinesis-agent/aws-kinesis-agent.log #,

REEERE

REZFEHNVENTEIRE , Bl filePattern M deliveryStream , AR AT A F H A ThAEH ATk
BEIRE, B LAE /etc/aws-kinesis/agent.json FIEEMXEEEREM LR BIRE.

BLEABEXH , MATERAUATRSELBEHNRE !

sudo service aws-kinesis-agent stop
sudo service aws-kinesis-agent start

HE , BHALNERANTSHS

sudo service aws-kinesis-agent restart

— AR EREN T,
BEiRE B
assumeRoleARN AP RNABHAEH Amazon BREM (ARN), BXEZEE , B5H

(IAM AFRiEE) RRIER IAM A& FE AWS K ZiRiG B ER.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_cross-account-with-roles.html
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FRARER

EEIRIE

assumeRol
eExternalld

awsAccessKeyId

awsSecret
AccessKey

cloudwatc
h.emitMetrics

cloudwatc
h.endpoint

firehose.
endpoint

sts.endpoint

userDefin
edCredent
ialsProvi
der.classname

userDefin
edCredent
ialsProvi
der.location

REEREWT,

iR

WEE A UBEZASHNTERRT. AXESER,
) PRV EAINER IDo

BZH (IAM AR

BEIINFTIUERY AWS R ZH 1D, REMLETAREHMIIERMHRE
FFo

BEMINFILEN AWS 24, IIRERLETARAEREMEEILERHARER

CloudWatch 1R EBi&E , N AFKREREKIEIERR (true).
ERIAE : true

X4 im T | CloudWatch,

ZRIAE : monitoring.us-east-1.amazonaws.com
I &3 Data Firehose B9 X 13483715 =

BRIAE : firehose.us-east-1.amazonaws.com
AWS Security Token Service B XI5 8o

ZRIAE : https://sts.amazonaws.com

MREENBENEIERERERF  BEHALMIBRUEETERELE, TE
EEXBRRBEE .class.

MRENBENEINRMER  BEEALREEEESBENEITRERE
FH jar LI ERE, REBETEUTNEERK jar X : /usr/share/

aws-kinesis-agent/lib/

RERERE
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user_externalid.html
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FRARE

M

EEIRIE

aggregate
dRecordSi
zeBytes

dataProce
ssingOptions

deliveryStream

filePattern

initialPosition

maxBuffer
AgeMillis

maxBuffer
SizeBytes

iR

EFEAER|IER , RABEET —REREKA Firehose it , IBEE LR
B, RERENRFERSIEFEREFERBA Firehose EREZ BRI K
o

BiAME:0( TRAE

EBREBMTIICFKRILZE Firehose iz 8l , MATZIEFHLE LTS
®, XELABRMEBEEENINFRIT. BREZELR , F5H EANER
AR

[#41E] Firehose E#&H & 5.

[(AE] EERRBSZRN AN Glob, SHERXCENEMX4HSE
EHREIE ERHHTEE, N TEREEEXWAEXH |, EM aws-
kinesis-agent-user ®BFEEMNR, N TIEXEXHHNER, &
M aws-kinesis-agent-user RZFIEEVFIHITINR,

/A Important

REFERSHEXACRENEAXH. A TERERAEFTQERES
AW , BAEEFEN,

TR BT AV IR LB, BMMEN START_OF_FILE #H END_OF_FI
LE
2RiA{E : END_OF_FILE

REENHIEXRIEZE Firehose M2 AT EHHIBEH RN E , UEWRHE

137,
fE3EE : 1,000-900,000 ( 1 BE 15 444 )
ERIA{E : 60,000 (1 2% )

REBEFEEAIEZE Firehose RZBIXNERHTEHRNTZAKD , LETH
B,

RERERE
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FRARER

EEIRIE

maxBuffer
SizeRecords

minTimeBe
tweenFile
PollsMillis

multilLine
StartPattern

skipHeaderlLines

truncated
RecordTer
minator

EEPUN

3B : 1-4,194,304 ( 4MB )

ERIAME : 4194304 (4 MB)

RIBIEFHBIERIET Firehose 2 BIX Hit 17 E P R K IZFHK.
E38E : 1-500

BRIAE : 500

RERAND T ZEZNGPEESEFHENSEBER (AW )
EEE 1 REXE

BRIAE : 100

RATHRIRIERITHRNER, EFRHSENTERNITAREREX T TERE
I TITERK. BRENENRER. BRIAMERT , BEXHFNE—
AT EBH AT — 1B FR.

I Z UG 2 AT KBS 2 A B9 1T
EEE : 0 HEAE
BUAE:0(F)

Mg F AN Amazon Data Firehose ie & A/NR&IRT |, {RIB A RE M
EEMIC RN FERFER, (1000 KB)

BUIAE : '\n' (R1THF)

BESNMFERABASMNR

BIEESMRERERE ,

BUEEREUNSEZES N X4 E RHARBIRERERZS MR EATE

BERflg  REBUEERHNXHEHE R, FHBIED B A£E 3 Kinesis 2B H Firehose Fio. BRI LR
Kinesis Data Streams 1 Amazon Data Firehose $ 8 EFEMNART R , XHZHHIE R Firehose

RAA LT B/ - X,

{

BESINXHEERABASMR
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"cloudwatch.emitMetrics": true,
"kinesis.endpoint": "https://your/kinesis/endpoint",
"firehose.endpoint": "https://your/firehose/endpoint",

"flows": [

{
"filePattern": "/tmp/appl.log*",
"kinesisStream": "yourkinesisstream"

},

{
"filePattern": "/tmp/app2.log*",
"deliveryStream": "yourfirehosedeliverystream"

}

£ X7 Amazon Kinesis Data Streams FEARENEZFAEE |, HSHFH Kinesis REE A
Amazon Kinesis Data Streams,

£ A ET B HRE

REAUMGENZ B RGP FTNIER , RAEBFHEHRIATEDN Firehose BE¥EH, B
dataProcessingOptions Bt ERERMEIEH XHRALE ALkIhee, AURM— MRS MEEIE
T, XLk TR I8 E R IR0 1T o

REXBUTAEET, BTRELFIRN BT —SF XA BELEER, ETSM Kinesis
RIETFHAE,

AL R B
SINGLELINE

BEBRRTANEENESE  BSTIERERNBITIER.

{
"optionName": "SINGLELINE"
}
CSVTOJSON

FEEM D AT 2 BRI B R JSON =Ko
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https://docs.aws.amazon.com/kinesis/latest/dev/writing-with-agents.html
https://docs.aws.amazon.com/kinesis/latest/dev/writing-with-agents.html
https://github.com/awslabs/amazon-kinesis-agent
https://github.com/awslabs/amazon-kinesis-agent
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"optionName": "CSVTOJSON",

"customFieldNames": [ "fieldl", "field2", ... 1,
"delimiter": "yourdelimiter"
}
customFieldNames

(%] £Z1 JSON BRENTRERNFREN. HlM, MREEE ["f1", "f2"], Wi
inv1’ V2"4§$§jﬁﬂ9 {n.Fln : nvln , II.FZII : "V2"}o

delimiter

HEiERPRAETRETNFAR. MIAMERES (,),
LOGTOJSON

FiEFM BERX RN JSON B, XiFM B ERRN Apache Common Log. Apache
Combined Log. Apache Error Log #1 RFC3164 Syslog,

{
"optionName": "LOGTOJSON",
"logFormat": "logformat",
"matchPattern": "yourregexpattern",
"customFieldNames": [ "fieldl", "field2", .. ]
}
logFormat

(A7) BEZRBHN, UTRATEENE :

« COMMONAPACHELOG - Apache BRI BE®R. BMIABATENMNAEZBEHAUTE
RN : “%{host} %{ident} %{authuser} [%{datetime}] \"%{request}\"
%{response} %{bytes}’,

« COMBINEDAPACHELOG — Apache A& BEK N, RINERTENBERZEHIAT
B : “%S{host} %{ident} %{authuser} [%{datetimel}] \"%{request}\"
%{response} %{bytes} %{referrer} %{agent}’

« APACHEERRORLOG — Apache iR &R, RINBR TENAEXBEBALUTE
RN “[%{timestamp}] [%{module}:%{severity}] [pid %{processid}:tid
%{threadid}] [client: %{client}] %{messagel}’s

« SYSLOG-RFC3164 REHEKN. RIABRATEBNBEZBEHNUTE
N “%{timestamp} %{hostname} %{program}[%{processid}]: %{message}’s
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matchPattern

EEEENEHERINNBRIANER, MEAEXXBFEABENER , NTAERZIRERIAESR
BHmWE, MRIEZE matchPattern , EHAMIEE customFieldNames.,

customFieldNames

EZ JSON BENHAERNEELFEREW. LR EMLLIREE XM matchPattern #
REWENFTREN  IBEMEX ASERIRINFERE R

Example : LOGTOJSON E&

THER—1NHHHA JSON XK Apache BH HESKE R LOGTOISON EE&ERHI

{
"optionName": "LOGTOJSON",
"logFormat": "COMMONAPACHELOG"
}
23X T
64.242.88.10 - - [07/Mar/2004:16:10:02 -0800] "GET /mailman/listinfo/hsdivision

HTTP/1.1" 200 6291

g

{"host":"64.242.88.10","ident" :null, "authuser":null, "datetime":"07/
Mar/2004:16:10:02 -0800","request":"GET /mailman/listinfo/hsdivision
HTTP/1.1","response":"200", "bytes":"6291"}

Example : @8 BENXFEH LOGTOJSON E&E

THER LOGTOISON BLEM B —NRHAl :

{

"optionName": "LOGTOJSON",

"logFormat": "COMMONAPACHELOG",

"CUStomFieldNameS": [Ilflll’ Illel’ II.F3II, II.F4II, II.F5II, II.F6II, Ilf7ll]
}

EAtEERERN , E—NREIPHIE—1 Apache BA B EK B FM TN JSON & :

EARERLZHE &1
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{"f1":"64.242.88.10","f2":null,"f3":null,"f4":"07/Mar/2004:16:10:02 -0800","f5":"GET /
mailman/listinfo/hsdivision HTTP/1.1","f6":"200","f7":"6291"}

Example : ## Apache BA BE%B

UTREER — Apache BA HE&K B #i JSON BAREITIER ¢

{
"flows": [
{
"filePattexrn": "/tmp/app.log*",
"deliveryStream": "my-delivery-stream",
"dataProcessingOptions": [
{
"optionName": "LOGTOJSON",
"logFormat": "COMMONAPACHELOG"
}
]
}
]
}

Example : H%#Z{Tic%

LUTHREED W E —1TLL“[SEQUENCE="FF LM Z1TiEFK, BEMNCKEHBLN— N RITIEHK, RE , H
HETHRDBRHFNICKPRIE, RN EMRSZIEEN customFieldNames B , N2 JSON
BANETIER.

"flows": [

"filePattern": "/tmp/app.log*",
"deliveryStream": "my-delivery-stream",
"multiLineStartPattern": "\\[SEQUENCE=",
"dataProcessingOptions": [
{
"optionName": "SINGLELINE"
},

{
"optionName": "CSVTOJSON",

"customFieldNames": [ "fieldl", "field2", "field3" 1,
"delimiter": "\\t"
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Example : EHEEZENA LOGTOJSON EE

THR—MNERN JSON XK Apache BA A ESEH LOGTOISON BB RH| , HPEBETHRE—
NFE (bytes) :

"optionName": "LOGTOJSON",
"logFormat": "COMMONAPACHELOG",

"matchPattern™: "A([\\d.]+) (\\S+) (\\S+) \\LC[\\w:/T\\s[+\\-1\\d{2})\\1 \"(.
+2)\" (\\d{3})",

"customFieldNames": ["host", "ident", "authuser", "datetime", "request",
"response"]

}
Rt

123.45.67.89 - - [27/0ct/2000:09:27:09 -0400] "GET /java/javaResources.html HTTP/1.0"
200

L3 9=

{"host":"123.45.67.89","ident" :null, "authuser":null, "datetime":"27/0ct/2000:09:27:09
-0400","request":"GET /java/javaResources.html HTTP/1.0","response":"200"}

KB CLI &
RERFNEHEHRE !

sudo chkconfig aws-kinesis-agent on
RERBHRES

sudo service aws-kinesis-agent status
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IR -

sudo service aws-kinesis-agent stop
MUEAz B SRERERRY B &

/var/log/aws-kinesis-agent/aws-kinesis-agent.log
HERE

sudo yum remove aws-kinesis-agent

L e B R
B2 858 AT Windows B9 Kinesis {$IE ?

& T Windows B Kinesis R E&R T Linux SFAM Kinesis KB T EH 4.

RN A Kinesis REEE 18 B/ RecordSendExrors N ?

XBERZHBT Kinesis WRERKW. £F Kinesis Data Streams
MWriteProvisionedThroughputExceededE#r= Firehose E#ThrottledRecordsMiEFr.
XLEIEFRM O FHRMEIEMBERTIEEZRIMRRE. EXEZEE | S Kinesis ZE 7t bR Hl A1
Firehose ¥E -

HEBRTRE , 8 Kinesis REREBEBEENREXRE /DX, Kinesis REBREHTIXHRESBIER ,
It Kinesis RERRIFLE XX 4, ZHFEN BEXHE H AR,

A AELWE java.lang.0utOfMemoryError F& ?

Kinesis KBS B 2B HWHNEFERALE LN TERE, =8 /usr/bin/start-aws-kinesis-
agent F#Y JAVA_START_HEAP F1 JAVA_MAX_HEAP , HEH B RE,

N ALK LWE IllegalStateException : connection pool shut down &
7

Kinesis RIE& B 2B EZRAEBE LB TEAE, X7 /etc/aws-kinesis/agent.json By
EHMREEEIRE I maxConnections M maxSendingThreads, XEFERWEINER T AHIZE
TRRGAEEN 12 5. EXOIRERERENESEER , 152 AgentConfiguration.java.
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https://docs.aws.amazon.com/kinesis-agent-windows/latest/userguide/what-is-kinesis-agent-windows.html
https://docs.aws.amazon.com/streams/latest/dev/service-sizes-and-limits.html
https://docs.aws.amazon.com/firehose/latest/dev/limits.html
https://docs.aws.amazon.com/streams/latest/dev/service-sizes-and-limits.html
https://docs.aws.amazon.com/firehose/latest/dev/limits.html
https://github.com/awslabs/amazon-kinesis-agent/blob/master/src/com/amazon/kinesis/streaming/agent/config/AgentConfiguration.java
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AR Kinesis AR E b @] & ?

A[#E /etc/aws-kinesis/log4j.xml # /3 A DEBUG 45l B &.
&N IZ AR E Kinesis K ?

maxBufferSizeBytes i/ , Kinesis RERIEBTFENIMERMES. XAEREFE , RAXEDTIE
R mETE , B8N T ST Kinesis BWiER,

N1t 4 Kinesis KBS RIZEEIERK?

XEATXH4REFHERIEEERN. BREN fileFlow’s filePattern RIEHE —/NXX 4,
RIEEMSEAMN logrotate XL F copytruncate R |, hAlgE XA EXER. ZRFESXERR
BRINERBCEERNUBRES, EXNEBEEEZRNESELE , FSRLBEESILR,

FRAHHGF AT ESEBE AL D% Data Firehose AWS

YRE] LA Amazon Data Firehose APl fEFIAWSIEH F Java, .NET, Node.js. Pyth on = Ruby #Y
SDK [a] Firehose B &£ EHIE, MRBEFREHE Amazon Data Firehose , &6 S0t B KRN BRI
SMARIE, TARTLEBEIE Firehose ? BXREZER , BSEFKEH Amazon Web Services FF
Ko

XERPIFAFATERATESNRE , BRNENFT2REMBAENERE , AETXEREIRA TR
R WML,

Amazon Data Firehose API 12 7 Wi A F @ ¥REY Firehose BB XX BB IRE -
. PutRecordPutRecordBatch PutRecord( ) — NI &3 —%EiEIZ% |, H
BPutRecordBatch() AT LATE — NFEIY AR K 3X 24 BHR 1T o

FB
o BRXRE A#BR{EFEH PutRecord
- tEE AR{EFEH PutRecordBatch

BIRBEABEEMER PutRecord

MEHIEREE Firehose RAMFMFETEFX (<=1000 KB). HF Amazon Data Firehose £33 4
inEZEl Amazon S3 ZHI X ZRIBFHTHARE , AHEAREEERMCROBHF. ENBEERMK
A Firehose it , EFERAUTRE :
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https://docs.aws.amazon.com/streams/latest/dev/kinesis-record-processor-duplicates.html
https://docs.aws.amazon.com/firehose/latest/APIReference/
https://aws.amazon.com/sdk-for-net/
https://aws.amazon.com/sdk-for-python/
https://aws.amazon.com/sdk-for-java/
https://aws.amazon.com/sdk-for-ruby/
https://aws.amazon.com/sdk-for-javascript/
https://aws.amazon.com/sdk-for-java/
https://aws.amazon.com/sdk-for-ruby/
https://aws.amazon.com/sdk-for-javascript/
https://aws.amazon.com/developers/getting-started/
https://aws.amazon.com/developers/getting-started/
https://docs.aws.amazon.com/firehose/latest/APIReference/API_PutRecordBatch.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_PutRecord.html
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PutRecordRequest putRecordRequest = new PutRecordRequest();
putRecordRequest.setDeliveryStreamName(deliveryStreamName);

String data = line + "\n";

Record record = new Record().withData(ByteBuffer.wrap(data.getBytes()));
putRecordRequest.setRecord(record);

// Put record into the DeliveryStream
firehoseClient.putRecord(putRecordRequest);

BXEZRBLETX, 255 AWS SDK A EZ S REINKB, BXBERMNONIEENES , HSH
Firehose AP 2 EARAYHE X B,

HtEE A2 /E#E A PutRecordBatch

BMEHTERIFERM Firehose BIEZFMIZKFIR, BT Amazon Data Firehose 1E45 3044 Nz
Amazon S3 ZHI &N ZLRIBFFTHLE , AE e EERMNCEFORBRR. EFHEICEHERA
Firehose it , AU TR :

PutRecordBatchRequest putRecordBatchRequest = new PutRecordBatchRequest();
putRecordBatchRequest.setDeliveryStreamName(deliveryStreamName);
putRecordBatchRequest.setRecords(recordList);

// Put Record Batch records. Max No.Of Records we can put in a
// single put record batch request is 500

firehoseClient.putRecordBatch(putRecordBatchRequest);

recordList.clear();

BXEZRBLETX, H55 AWS SDK A EZ S REIRB, BXBERMOMNIEENES , HSH
Firehose API 2 {EFR YRR B,

FH BEEB AT 5% Data Firehose CloudWatch

CloudWatch B[ fE A CloudWatch iT B33 888 B £ EH X% % Firehose, BEXEZELR , B2 HE
A Amazon Data Firehose BY1T 5 5 ik 544

CloudWatch BEEHLAESRE gzip &N &% Z Firehose, MR EBFHREREH B ESHEIZE
Firehose B#x , AJLA#E M Firehose FVREMRIHEE B BES B, CloudWatch

HEE ABREMER PutRecordBatch 66


https://docs.aws.amazon.com/firehose/latest/APIReference/API_Operations.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_Operations.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/SubscriptionFilters.html#FirehoseExample
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/A Important
B &l , Firehose X #4¥ CloudWatch HEZ % EI S# OpenSearch fRF B 5 , B L 5k
CloudWatch % B &E4E H F|— Firehose i2%EH , ML S # OpenSearch IRE T EE
—REFHESZPAXTEL, ERBERFR , BALIEEE CloudWatch B &FE AT D%
OpenSearch BRSRYIT B IE R A

fi# £ H & CloudWatch

R IEEH Firehose 1234 CloudWatch BE , A HENBEREHNHEEAEEEZRRER , BEAH
Firehose Z3E &3 ( Parquet, ORC ) S0 X, AN Firehose 12I%5R /3 A #E E ThEE,

A LAE A AWS Management Console,  AWS Command Line Interface % AWS SDK /5 A2 E 4

(@ Note
MREGEER LERABERTEE R ZREITAT CloudWatch BEITFEEIREE , MA=
T Vended Logs. tIREERATRENXERLEMNEE CloudWatch BER R LS FAEELEI
g€ , M@ Firehosef®BXVended Logsi¥ kM. LtfEESEIhBE/NE A T CloudWatch B&,

i E A5 EHE EIEE CloudWatch

ERARESINGER |, B LUER S AEERE. FAEEIRIA , Firehose 2 MRESEH CloudWatch

FRERPHEHMEAKE , SlfrEE. BEA,. BERNEMTHE , A NUREMEEZERANK
B, MEEBEFHIELIEE Splunk BFF , MAFF ZEEIRENINEE |, Splunk FBEMEMTEIE. AT 2##
EHENHEERG , TitREFEAHEERIG

1 RIZHUH S YR 48 J5 1Y fa b R

"owner": "111111111111",

"logGroup": "CloudTrail/logs",

"logStream": "111111111111_CloudTrail/logs_us-east-1",
"subscriptionFilters": [

"Destination”

1,
"messageType": "DATA_MESSAGE",
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/CWL_OpenSearch_Stream.html
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"logEvents": [

{
"id": "31953106606966983378809025079804211143289615424298221568",

"timestamp": 1432826855000,
"message": "{\"eventVersion\":\"1.03\",\"userIdentity\":{\"type\":\"Root1\"}"
iy

{
"id": "31953106606966983378809025079804211143289615424298221569",

"timestamp": 1432826855000,
"message": "{\"eventVersion\":\"1.03\",\"userIdentity\":{\"type\":\"Root2\"}"

}I

{
"id": "31953106606966983378809025079804211143289615424298221570",

"timestamp": 1432826855000,
"message": "{\"eventVersion\":\"1.03\",\"userIdentity\":{\"type\":\"Root3\"}"

}
]
}

2 ERE B REGE TR E 48 5 A9 5 =Bl

{"eventVersion":"1.03","userIdentity":{"type":"Rootl"}
{"eventVersion":"1.03","userIdentity":{"type":"Root2"}
{"eventVersion":"1.03","userIdentity":{"type":"Root3"}

J5 R ANZE P 2 4R

& LAME A AWS Command Line Interface 5, AWS Bk F A TE QB RAMERAMBESRE. AWS
Management Console

FRAXNFOHERES ABEYS AWS Management Console
EEHBERLESAMBES , EFEH AWS Management Console

1. &% AWS Management Console 3] FF Kinesis ##l& , MutH hitps:/
console.aws.amazon.com/kinesis.

2. TESMBEKPIEERHIE Firehose,
3. EESIZERER.
4. £ EERBEMEMM T
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https://console.aws.amazon.com/kinesis
https://console.aws.amazon.com/kinesis
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RIERIR

YRV Firehose EBHIFRIR, ERUT KRz — :

o B PUT — &R ORIBREEENAREFEEEAMN Firehose e BAl , L TRE
Fire AWS hose F /) Direct PUT £ HIBES . REMFRRS

« Kinesis i : &R IR ] B B H Kinesis BIERENBIERH Firehose fio AJF , &1
LAfE A Firehose B\ttt NILE Kinesis BIERAPIEBEHNE MBI BN, EXRESZE
B |, 2 A Kinesis Data Streams B A Firehose

BFrMVE

YREY Firehose EEMN B With, EFEUATHREZ— !
* Amazon S3
* Splunk

EEBEWRT , WAERNE .

£ HRIEE” To-Ak

« 7£ “M Amazon CloudWatch Logs f@ERIER" Eo/H , BT EHER,
- MREEMERSFERAESRER , HER “BRAERRI,

FRAXNMEHERE ABEYS AWS Management Console

MREEF—/NH Lambda B Firehose FiRHITHRESE , W AT SUGHEER A Firehose R ESR
Ihee, EHREREZH , BEF LM Lambda WHERBUAEIACIAITRERSERIRI, &K
Lambda BRI EHEMN S E—TE 1 S8 2 PE R RAIZELL, R HFRERMEE, WA LER
THBE#HR Lambda BHH,

1.

FHILLTE B 84 B0 HY Lambda B3, FAER Lambda KBS BIRNEANBIBRERIER
BESR. CREEMABERESRES SNITHRES.

FERARNEM Firehose T /5 R EINRE | HITHIESR,

MREH Firehose B REA , 158 AiZ CloudWatch f§#5. WMIEER
CloudWatchProcessorLambda _ IncomingCompressedData H & iZIERTRNE, XBINKIEE
B Lambda BN FI B A BB EHES , HBETHFEE Lambda B,

BER Lambda BiEHEHR , RN LT BEECRBERENR.
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https://docs.aws.amazon.com/firehose/latest/dev/writing-with-kinesis-streams.html
https://github.com/aws-samples/aws-kinesis-firehose-resources/tree/main/blueprints/kinesis-firehose-cloudwatch-logs-processor
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FFAZ R EYSR AWS Management Console

EXANBERNBEES , BFEH AWS Management Console

1. &% AWS Management Console 3T FF Kinesis ##l1& , ML https:/
console.aws.amazon.com/kinesis.

£ S E AR PR R BURE Firehose,

EREBRENERER.

EERERE,

£ RRIER BoH , EERRE,

£ “M Amazon CloudWatch Logs SREJRIZR" T , /BR “HEMER" , REEERE ‘REEX .

I

= 0 0] B AR
MBEERERTREPLHE  FBIEAER?

R Amazon Data Firehose FoAEAIC T , MIBFFEERE ( UERER ) RIEEBECNEERR
FHEEMEIR S3 FHM. BRTIEFRA , KAV RESEHERABNERELS , XENRFRIEEE
Ny S3 FiEM R Bdecompression-failed, FEMRICFAMIE , Firehose AL B HAbIE R,

EIBESRE , MRLEBEELE , RBE2EHE?

B Amazon Data Firehose ERESREHNAEL R ( flUNzA 0 XMHFEER KR ) PHE |, MidR
NUEREREED BB EZHRARTIEENEIR S3 MM, BRTIEFRN , KENXNRESEHIRR
Eg*ﬂ%lﬁlﬁz@so

MRBIHRIFE , AEHE?

MBEERERSEFHIERIRE , WREBE CloudWatch B |, Firehose £ 451RHE
CloudWatch ig%E| BEH, bH |, Firehose & B &AL CloudWatch MR IEFR KX IEHR, BTl
LLiE BB #EFirehose &k HEV S PRI 2 3R

LputiBEFRREKH CloudWatch BER &K EMH A ?

MBEEFTREputsXkHE CloudWatch Logs , M &IREI L FEEIREE

Put to Firehose failed for AccountId: <accountID>, FirehoseName: <firehosename> because
the request is not originating from allowed source types.
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Firehose N EEEZRIhAE R fn 7 WRLEEHR ?

Firehose 2@ X HEFRICRNWBERIER. ERNZIEREAY (1 9% ). FUHE (LM ). AHER,
LU3kEXDecompressedRecords kM e A Ih =i kDecompressedBytes MBIV IR Bk, BXEZ(E
B , 2 CloudWatch it & & 4 5 %x.

FREHE AL L% Data Firehose CloudWatch

BT LLEE CloudWatch EZE4M NN E#x |, HIL 2 EE [ Firehose &% CloudWatch =&
#,

NERBEERRIESHNEFEAN 62 B $R CloudWatch

1. EFAWS Management Console 3T F7F CloudWatch ##I& , MitH https:/
console.aws.amazon.com/cloudwatch/,

2. EEBIEMN,

3. TSR QBN THLE , NF B, &8 BB, AB1ER Firehose Firehos e
%,

4. XIF Firehose E# , HxFM BT S HIEE Firehose 1£1E o

[}

BXHZ CloudWatch BE4HMNMWEZELS |, 1§55 Amazon CloudWatch =4 A,

£ Firehose BE A B # Data Firehose AWS loT

& T LUES AN IR EAWS loTRHME B BB 7 8 Firehose B X IXE L,
B2 @I A Firehose BEIEXEEHRIEE

1. £ AWS loT ZHIBFRIZANET , ZRIEANT ENRE— MRS MRET , EFFMRE,
B H B &% ZE] Amazon Kinesis Firehose o

1%£3$# Configure action,

EEHREMT , EEFEIEW Firehose B,

X F Separator , IR EEICFRZ EEAN D BRFER

NFIAM A  ERAEN IAM AE | SUERVEFAG,

TR NRE,

N o g & DN
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https://console.aws.amazon.com/cloudwatch/
https://console.aws.amazon.com/cloudwatch/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/events/CWE_GettingStarted.html
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BXRBIE AWS loT INNWEZEL |, FSHE AWS loT FNIZE,

£/ AWS loT #HITEARE 72


https://docs.aws.amazon.com/iot/latest/developerguide/iot-rules-tutorial.html
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Amazon Data Firehose F &4

ZEEAWS REFZE, N AWS BF , BRZBTITNREASHLReHRBEALANERMLE
Y BIR O M 45 28K

ZERNITHEEE AWS 951, REHREERAFEBERNTN Z2ENEH HEEM !

« TRE — AWS ERFE AWS THIEIT AWS RS EARIEH, AWS BEHEREATURZE&ER
BIBRSS . N AWS EMMITRIN—82 , BN ZeBRNERMEHRE=FF it ARTN M
Wik, BT #EMT Data Firehose WEMITHI , FSHZEMNIT XX 2 HEENAWS RS

« DIKEE-BNREASEAN AWS BRFRE, EEFTENEMARNT , SHELENBEHHR
e, AL BERURERBEEEN,

AR AYAIEE B2 T SR 1E £ A Data Firehose YA R AR BERE, UTEE@ERR T IR E
Data Firehose SU# R BN L2 MEM B IR, LoEFF S MR EM AWS AR5 R A By &G MR
& #Y Data Firehose &R

FH

W G3#h Data Firehose F Y BB R I

- {# 8 Amazon Data Firehose 2|/ 5] £ BR

o Y530 O #3E Firehose

+ W 5i# Data Firehose §)&# M I0IE

+ Amazon Data Firehose 5% 14

« Amazon Data Firehose FHI BRI T £

« W3 Data Firehose f Z £ {EKEE

I &b Data Firehose AR EIE{R I

Amazon Data Firehose £/ TLS MUY FIEE PR BBH TN, A, W FLABHREFE#EIRS
B4 RV EE , Amazon Data Firehose 2 ARE M IR NZEHHE , AWS Key Management
Service F {# AR M UF SR IF BIE BN,

MRIEEBHBHIE , N A LLEE A Amazon Data Firehose B8 RS 2w IEMNER, HMITHIRENS
RNEUR T ERNBIER.
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https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/services-in-scope/
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
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@® Note
MREE AWS BEGHTREDR APl #THRINEFEELT FIPS 140-2 BUFAY INZEHR |
BEA FIPS iR, BX<UAN FIPS maWEZELR | H5H (ZEEBKFEBLERE
(FIPS ) % 140-2 iR o

£ A Kinesis Data Streams 4y #3E KR #Y AR 55 25 4w I0 25

LI BIEMNBIEE KBS A XTI BIE RN |, Kinesis Data Streams 2EFHEBRASEIE 2RI EH AWS
Key Management Service AWS KMS() Z4AX B iE# 1TINE . SR S#EHE Firehose Firehose
TR BHE 7R P IREBER |, Kinesis Data Streams 2 5 B HHIE , ARNELEIT S B HE
Firehose, Amazon Data Firehose RIEZEENE PR RENFREAHE. ASFHEREBIR,
MALERS A N FHARMEBEHE.

BXR AR Kinesis Data Streams B AREZSR[IHMBZNEE |, i55H (Amazon Kinesis Data Streams
FERARIERE) FIEARS RN,

£ Direct PUT 3t H b £ & SRR RY AR 55 25 b o0 28

MR EERA G Firehose A ZEEIE PutRecordBatch , PutRecords & AWS loT Amazon
L CloudWatch ogs 2 CloudWatch Events ZIXEHE , W ] BAME A iZ IR 4ETF 5 BR S5 850w AN
. StartDeliveryStreamEncryption

E 1% 1k server-side-encryption , &£ F StopDeliveryStreamEncryptioni& 4k,

YR t3 7] LAFE 812 Firehose E#ERI/E A SSE. At |, iFiE
ZEDeliveryStreamEncryptionConfigurationInput{al i 8 Fi CreateDeliveryStream,

% CMK 7B AfCUSTOMER_MANAGED_CMK , & Amazon Data Firehose BR

% @A A KMSNotFoundExceptiona, a, a &% KMSInvalidStateException
KMSAccessDeniedException a M EMBRICE , MZBRBIHEZLEF 24 I (REBH ) FHE
RE B, KMSDisabledExceptionfIRRBHEE , B NAFE , RFaUIEIREBELERE
BWIER , AREFHIE. Amazon Data Firehose 14 7 LA T/ CloudWatch $8%5 , & 0] LAfE X
LEIEFRSRIRERIX AN AWS KMS R E -

+ KMSKeyAccessDenied
+ KMSKeyDisabled
* KMSKeyInvalidState

f# A Kinesis Data Streams &3 2(3E SRR 1Y AR 55 25 I N 2% 74


https://aws.amazon.com/compliance/fips/
https://aws.amazon.com/compliance/fips/
https://docs.aws.amazon.com/streams/latest/dev/server-side-encryption.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_PutRecordBatch.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_PutRecord.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_StartDeliveryStreamEncryption.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_StopDeliveryStreamEncryption.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_DeliveryStreamEncryptionConfigurationInput.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_CreateDeliveryStream.html
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+ KMSKeyNotFound

BXIX 4 MEFRNEZEER. |, 1§25 @the section called “f# 8 CloudWatch ¥E#rit 1T,

/A Important

EX M Firehose BEE# 1TNE |, iBEAXHR CMK, Amazon Data Firehose & X% 3EXT #7
CMK, BRNHMIEXNT CMK WER , BSRFRXEBEBEHRWNRTHHAMIERT# CM Ko
AWS Key Management Service

(® Note
W B P RS 240 (CUSTOMER_MANAGED_CMK) 4 Firehose 4% 3% 57 55 F BR <5 284 i
# (SSE) Bt |, Firehose RS AEFRAENZAMIEMZ LT, ATHNB ETXRRER
&/ AWS K RENBHANER , BkE2ERE AWS IKF AWS CloudTrail B4 BEH —I5
PHITIER. HNZE £ TXH Firehose RFERMR G, BHNATRX Firehose lRFIZE
N2 £ RS A B M A RIR.

£ 1 Amazon Data Firehose 2 &1 [7] £ fR

LA &5 A48 an ] 4232 45 33 48 89 Amazon Data Firehose ZREVIFRIFGRINR, SITEENESSE
wmEEENNARFIHENR , MEE A mEHNFirehose EE XX BIE, TIEHER T AR FIL
OB EFirehose i 8] & 1Y T I 2h (2] 22 174 AR SS- ( Amazon S3 ) Zi%#E. Amazon RedshiftSE 8 5{ 1L

L # OpenSearch RS EFANIRE , ARk #HADatadog. Dynatrace. LogicMonitor MongoDB, New
Relic, Splunkz{Sumo LogictE B ithBt AT RINR. &5 , BFERETFHRIE X NAEE
Amazon Data Firehose g™ , EHEEB FHIFEELAWEIE THM AWS IKFHN B Wi, EEMAIXL
XA H R Z AWS Identity and Access Management (IAM), B3x IAM WEZER , 5[
Az IAM?

AEN

- EENRAREFRTIHEEHN T IEIIE Firehose B IRHI R

« BF W S#h Data Firehose 15 B EHFAE T Di#h MSK EEHR

« fo¥F Amazon Data Firehose 8 IAM A

« ®FIS# Data Firehose 1 B fXBREL AWS Glue #1THIER R
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https://docs.aws.amazon.com/kms/latest/developerguide/symm-asymm-concepts.html
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#customer-cmk
https://docs.aws.amazon.com/IAM/latest/UserGuide/IAM_Introduction.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/IAM_Introduction.html
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FRARE

3]

« 51 5% Data Firehose 7[RI i S3 B AY 3t B R

+ ®F W 5i# Data Firehose 1581 i Redshift B BY it B A R

« ¥ 5# Data Firehose 1582 OpenSearch BRS B 4= HI X R

+ [ Amazon Data Firehose % ¥ VPC & OpenSearch IR B #x 8915 18] 1% FR

» &F Amazon Data Firehose i[A] /2 OpenSearch7c Bk 5585 B #r BV RUR

+ [8 Amazon Data Firehose % ¥} VPC & OpenSearch7 IR 25 B #8917 1R X BR

« #F WG ¥ Data Firehose 1R BR Splunk B #ith

- 7£ VPC ®ifid Splunk

« i5[A Snowflake = HTTP i &

» ¥ F Firehose 5 RIE ¢ B 89 it A9 PR

+ [@ Amazon Data Firehose %X HTTP & ixT = B AV 17 8] X R

« REWS# MSK KBS IKF Boix

o K {£%ZE) Amazon S3 B xR

« Bk X112 OpenSearchfRSS B At

o (EAPREIRHIT

AR N ARFR T IH RSN S #HBIE Firehose RIRHIXFR

Eit @K N AR ER Firehose EFNARR , BEMSARHIRLAIREE, ERILEZER Action
AN ERFRREZN AP REH#TIHE | B "firehose: *" MABERERFNR,

"2012-10-17",

L

"Effect": "Allow",
"Action": [

"firehose:DeleteDeliveryStream",
"firehose:PutRecord",
"firehose:PutRecordBatch",
"firehose:UpdateDestination"

"Resource": [

{
"Version":
"Statement":
{
1,
name"'
]

"arn:aws:firehose:region:account-id:deliverystream/delivery-stream-

B8 B R 5 32 T i B 48 9 L D #h B 3E Firehose RIRAIALR

76
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}

£ 5 5% Data Firehose 17 [RIEMFAE T T# MSK E£E IR
WREH Firehose BB R EFAHE Amazon MSK £8 | H A S RHIZECIAIFERE,

{
"Version": "2012-10-17",
"Statement": [
{
"Principal": {
"Service": [
"firehose.amazonaws.com"
]
},
"Effect": "Allow",
"Action": [
"kafka:CreateVpcConnection"
1,
"Resource": "cluster-arn"
}
]
}

f21F Amazon Data Firehose 81 IAM A&

AN BIRF Amazon Data Firehose MIRLIZER, 3 R B Fri% 5 308 BV IR M BUR

@ Note

MR EEFHEE S B2 Firehose BEREHEF AR AGHED , NS FFATEMNEERE AWS
MnZiZAe®, WREZHESLE Amazon Data Firehose ERAIIAW IAM BESHBECEIEA® | iF
FLATEEREM B ZAE® , LUE Amazon Data Firehose AJAIBEiZ AR, REBBER , &
# ID #####t AWS ## ID. BXUMAEHNABHNEEXRRZNESEE , BZHABRALE,

Amazon Data Firehose £/ IAM B2 XKREBEMRLCEBNRSHETFEMENMENR, BBREGUTE
EERHIINZEIZAE , LUE Amazon Data Firehose AJ LAB{EZ A&,

£ FW 5% Data Firehose HRIEHNFAE L D # MSK EBAI R 77


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage_modify.html
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FRARER

{
"Version": "2012-10-17",
"Statement": [{
"Sid": "",
"Effect": "Allow",
"Principal": {

"Service": "firehose.amazonaws.com"

},
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"sts:ExternalIld": "account-id"

ABEEAsts: External Id&H L T XHPXRBHERIRERB R AWS IKFH Amazon Data Firehose

SESTREIBEL IAM A, BXRBFLERZBNER IAM EENEZER

A EERE R,

R REFRT T MSK 465 Firehose ERBRYIR | M X404

, B2/ (IAM AiFEm) #

—/N IAM A& K#&RF Amazon Data

Firehose M#EEM Amazon MSK SEHREURHBEHNNIR, FEAFUATEERBHNEZAE , LUE

Amazon Data Firehose AIA#BFiZ &,

{
"Version": "2012-10-17",
"Statement": [

{
"Principal": {
"Service": [
"firehose.amazonaws.com"
]
1,
"Effect": "Allow",
"Action": "sts:AssumeRole"
}

foF Amazon Data Firehose 11 IAM & &
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https://docs.aws.amazon.com/IAM/latest/UserGuide/confused-deputy.html
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Amazon Data Firehose

BEHRRIZAEFETF Amazon Data Firehose MIEER Amazon MSK EEIZEURHRIENNR , ZAGE
FLLTRIER :

"Version": "2012-10-17",
"Statement": [{

"Effect":"Allow",

"Action": [
"kafka:GetBootstrapBrokers",
"kafka:DescribeCluster",
"kafka:DescribeClusterVv2",
"kafka-cluster:Connect"

1z
"Resource": "CLUSTER-ARN"

"Effect":"Allow",

"Action": [
"kafka-cluster:DescribeTopic",
"kafka-cluster:DescribeTopicDynamicConfiguration",
"kafka-cluster:ReadData"

1,
"Resource": "TOPIC-ARN"

]

& F I Sk Data Firehose TR PREL AWS Glue B 1TEIEE N #Kik

MR IR Firehose RMITHBHE AR | WEEIIE Firehose 25| AFEHEFHNRE L, AWS Glue
E[6) Amazon Data Firehose X ER A RIIRE AWS Glue , BEZLHBERPIRMUATERHE, A<M
MEHRXRIEHN ARN HELR |, FSHEE Glue BJFE AR AWS N,

[{
"Effect": "Allow",

"Action": [
"glue:GetTable",
"glue:GetTableVersion",
"glue:GetTableVersions"

1,

"Resource": "table-arn"

HEF LS # Data Firehose 17 B X BRI AWS Glue 3 {THIEE N iR 79


https://docs.aws.amazon.com/glue/latest/dg/glue-specifying-resource-arns.html
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I

"Sid": "GetSchemaVersion",
"Effect": "Allow",
"Action": [

"glue:GetSchemaVersion"

1,

"Resource": ["*"]

]

MERHEM RIRMEHHHEERBIBRRRE . BXEZER  BFEAFRAREREPHRFILEE
B IAM =¥, AWS Glue

® Note

HEl AWS Glue , &% (B4R ). WAMRK (ML ) RPR (FKE ) 1 XFZH,
MRBEELAMX (FEMR ) XK (P ) X EHATDEHYE Firehose , H5F 4

AWS Glue EHAI X FHXE 2 — R FENL S#EHIE Firehose THRINR. AWS Glue X#F
Data Firehose AWS Glue Mz BB XIiG EREME, BxZEHWXA AWS Glue EZEE
EZ B https://docs.aws.amazon.com/general/latest/gr/glue.html

T 5 Data Firehose 15 RINES# S3 B B9t AR

L& EH Amazon S3 B #rE} , Amazon Data Firehose &S 8IE& 2R M S3 F6&4@ , H AL
ERFERASIAEN AWS KMS 2 THIEME ., WREH 741%12% , Amazon Data Firehose i&
SFBFE L WA RAIEREM CloudWatch BEA M. 82 Firehose BEIER , BEEEHF IAM A
. Amazon Data Firehose Ei% IAM A€ HREXNIEEFMER. FH. CloudWatch AEHFREY
T E AR

ERALLT 7R 5K B L1 Amazon Data Firehose 5 R1#&HY S3 FEMZAH. AWS KMS IR E&E
S3 1FfE#ME , B s3:PutObjectAcl % 10ZE| Amazon S3 BEFIRAF, XA FFHBRAEETSIHR
B Amazon Data Firehose X {FHIXI &K,

"Version": "2012-10-17",
"Statement":
L

{
"Effect": "Allow",

"Action": [

& FI S # Data Firehose RIS S3 H #Y it fI X R 80


https://docs.aws.amazon.com/glue/latest/dg/schema-registry-gs.html#schema-registry-gs1b
https://docs.aws.amazon.com/glue/latest/dg/schema-registry-gs.html#schema-registry-gs1b
https://docs.aws.amazon.com/general/latest/gr/glue.html
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"s3:AbortMultipartUpload",
"s3:GetBucketLocation",
"s3:GetObject",
"s3:ListBucket",
"s3:ListBucketMultipartUploads",
"s3:PutObject"

1,

"Resource": [
"arn:aws:s3:: :bucket-name",
"arn:aws:s3:::bucket-name/*"

"Effect": "Allow",

"Action": [
"kinesis:DescribeStream",
"kinesis:GetShardIterator",
"kinesis:GetRecords",
"kinesis:ListShards"

1,

"Resource": "arn:aws:kinesis:region:account-id:stream/stream-name"

"Effect": "Allow",
"Action": [
"kms:Decrypt",
"kms:GenerateDataKey"
1,
"Resource": [
"arn:aws:kms:region:account-id:key/key-id"
1,
"Condition": {
"StringEquals": {
"kms:ViaService": "s3.region.amazonaws.com"
},
"StringLike": {
"kms:EncryptionContext:aws:s3:arn": "arn:aws:s3:::bucket-name/
prefix*"

"Effect": "Allow",
"Action": [

B F IS # Data Firehose 1781 5% S3 H §9 it IR 81
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"logs:PutLogEvents"
1,
"Resource": [
"arn:aws:logs:region:account-id:log-group:log-group-name:log-stream:log-
stream-name"

]
1,
{
"Effect": "Allow",
"Action": [
"lambda:InvokeFunction",
"lambda:GetFunctionConfiguration"
1,
"Resource": [
"arn:aws:lambda:region:account-id:function: function-name:function-
version"
]
}
]
}

FERERES — AR Amazon Kinesis Data Streams BJiE A, TR B A Kinesis Data
Streams fERETBRIR , ATAMBRIZIEG ., MEEFEH Amazon MSK YER IR , WA LARHZ = B Bk
AUTARA :

"sSid":"",
"Effect":"Allow",
"Action": [
"kafka:GetBootstrapBrokers",
"kafka:DescribeCluster",
"kafka:DescribeClusterVv2",
"kafka-cluster:Connect"
1,
"Resource":"arn:aws:kafka:{{mskClusterRegion}}: {{mskClusterAccount}}:cluster/
{{mskClusterName}}/{{clusterUUID}}"

I,

{
IlSidll : Illl’
"Effect":"Allow",
"Action":[

"kafka-cluster:DescribeTopic",
"kafka-cluster:DescribeTopicDynamicConfiguration",
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"kafka-cluster:ReadData"
1,

"Resource":"arn:aws:kafka:{{mskClusterRegion}}:{{mskClusterAccount}}:topic/
{{mskClusterName}}/{{clusterUUID}}/{{mskTopicName}}"

iy

{
IlSidll : Illl’
"Effect":"Allow",
"Action": [

"kafka-cluster:DescribeGroup"

iF
"Resource":"arn:aws:kafka:{{mskClusterRegion}}: {{mskClusterAccount}}:group/
{{mskClusterName}}/{{clusterUUID}}/*"

}

BRAVHEM AWS RS THHIEN AWS BRNEZEE , HSH IAM AR EETRH L E A G0
AWS RS ZERIXR

BT RN MEREMKS T Amazon Data Firehose B S # S3 BFRMIER , S, the
section called “B Mk F 1£ % F) Amazon S3 B #r”

&7 5 Data Firehose 17 [RI1E 5 # Redshift B B it B X R

EF AT D% Redshift B $RE1#E F 33 %k Data Firehose G RIER , FSEUTAR,
FB

« |IAM A &5 A K

« % Amazon Redshift il i& £ 8%, Amazon Redshift Serverless T#4 R/ VPC ijial

IAM 2 & F 5 [8) 5K B

LREH I D% Redshift B #RET , Amazon Data Firehose &8 IE/ERN PRI EZ MW EIRH S3 &
fEfm. TALUERFEREHEEN AWS KMS B THIEMZ . A/ , Amazon Data Firehose ¥
S3 FE P M BIE MR BIYRE Amazon Redshift FlEL B £ & 1L T # Redshift FTTARSS 88 TIE4H.
WMRF AT 4EIRIE% , Amazon Data Firehose & 2B E& IR ZIE B EH CloudWatch A&
%o Amazon Data Firehose £ A $8E/ Amazon Redshift Fi & M55 i R &K Tl B £ 8
= Amazon Redshift TIRGZE]T/EH , HER IAM A€ 1FRIEENFHE. ZH,. BEAFR.
CloudWatch % Firehose BiERY , BEFEEEEF IAM A&,
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£ A LA T 15 8] 5K 8§ S8 ¥F Amazon Data Firehose 5 [E#&#Y S3 B MEHR. AWS KMS INREFZ
S3 FHENAMASE , BIFEFMs3:PutObjectAclZ) Amazon S3 BEFIRT | XFEFEHERE
B &3 H Amazon Data Firehose RITHN R TLIHRINR, LLREEEE —NAREFIHE Amazon
Kinesis Data Streams HiE ), MREARFEA Kinesis Data Streams #E R EIERIR , 0 LUBIBR1Z1E
GIS

{
"Version": "2012-10-17",
"Statement":

L

"Effect": "Allow",

"Action": [
"s3:AbortMultipartUpload",
"s3:GetBucketLocation",
"s3:GetObject",
"s3:ListBucket",
"s3:ListBucketMultipartUploads",
"s3:PutObject"

1,

"Resource": [
"arn:aws:s3:::bucket-name",
"arn:aws:s3:: :bucket-name/*"

"Effect": "Allow",
"Action": [
"kms:Decrypt",
"kms:GenerateDataKey"
1,
"Resource": [
"arn:aws:kms:region:account-id:key/key-id"
1,
"Condition": {
"StringEquals": {
"kms:ViaService": "s3.region.amazonaws.com"
1,
"StringlLike": {
"kms:EncryptionContext:aws:s3:arn": "arn:aws:s3:::bucket-name/
prefix*"
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},
{

"Effect": "Allow",

"Action": [
"kinesis:DescribeStream",
"kinesis:GetShardIterator",
"kinesis:GetRecords",
"kinesis:ListShards"

1,

"Resource": "arn:aws:kinesis:region:account-id:stream/stream-name"

},
{

"Effect": "Allow",
"Action": [
"logs:PutLogEvents"
1,
"Resource": [
"arn:aws:logs:region:account-id:log-group:log-group-name:log-stream:log-
stream-name"

]
1,
{
"Effect": "Allow",
"Action": [
"lambda:InvokeFunction",
"lambda:GetFunctionConfiguration"
1,
"Resource": [
"arn:aws:lambda:region:account-id:function: function-name:function-
version"
]
}

BRAVEAM AWS BSFHREHN AWS BENESEE |, B2H IAM AFERHPHNEIEA G LE
AWS BRS5ZERXR

% Amazon Redshift il & ££8¥ 5 Amazon Redshift Serverless T{E4HRY VPC 15 H]

MREH Amazon Redshift FlE &£ = Amazon Redshift Serverless TEAMN FEMNFE= ( VPC)
B, MR UERANE IP it E#TATFIER. ok, BB S E IR Firehose IP it |
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FRARER

£ ¥ 5% Data Firehose A&/ D% Redshift FEL & 8= T 5% Redshift TARSK 88 T/EHM

™ BR. Amazon Data Firehose B 8] &/ 0] A X H— CIDR 3 :

- 13.
e 52.
- 13.
e 52.
- 18.

« 52

. 40

- 13
- 13

58.135.96/27 REXZEHRZ (HBXZEBEM )

70.63.192/27 REREERI ( HHFELMILER )
57.135.192/27 KREEAEZ (LmMFEEIL )

89.255.224/27 REZEHAEZB ( BREXM )

253.138.96/273F AWS GovCloud ( EEHKRZB )
.61.204.160/27%F AWS GovCloud ( =B )
. 35,
.176.98.192/27 @ AT MEXAER ( F/ARME )
- 18.
- 13,
- 18.
.- 13,
.228.64.192/27 KRRLWAMX ( F03H )
.210.67.224/27 RRIU AKX ( ERE )

183.92.128/27 REMEK ( HEP )

162.221.32/27 RERL AKX ( FE)
232.67.32/27 KRTA#X ( &X)
60.192.128/27 RELA#X ( BF/HE )
209.1.64/27 REL AKX ( HR )

« 108.136.221.64/27 RERLA#X ( KX )

- 13.
- 13.
- 52.

113.196.224/27 KRBT AKX (RR)
208.177.192/27 KFIL A#X ( KR )
81.151.32/27 REXAFE (=)

« 161.189.23.64/27 REXFE ( TE)

- 16

- 18

.62.183.32/27 REEUM ( 721 )
. 35,
« 52,
. 18.
. 35,
- 13,
. 15,
.228.1.128/27 R&EMEMN ( ZRF )
. 15,

158.127.160/27 KEREMN#X ( E=71E )
19.239.192/27 REMMX ( ZR=Z )
130.1.96/27 REREMbX (£ )
180.1.96/27 KERRMiHX ( B2 )
53.63.224/27 RERFMHEX ( HTER/RE )
185.91.0/27 RERHE ( BM)

161.135.128/27 REMBX ( K=)

5 5% Data Firehose 1781 &% Redshift B #9ith B9 X R
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« 13.244.121.224/27 REBIEM (FFERH )

+ 3.28.159.32/27 RFHFR ( FIBKE )

« 51.16.102.0/27 KRB (FHLEX )

« 16.50.161.128/27 RRIL A X ( B/RA)

B AAEUEME L IP #iE SIS | 550 (Amazon Redshift ATTHSRI) Hhis T i A £ A4
RHI ST,

BTG Data Firehose 157224t OpenSearch BRSS B FREVIX R

L& (FH OpenSearch RS B 458t , Amazon Data Firehose &5 3iE 4% #i 218 OpenSearch fR%
£& | ARFAMP XA XEZ D EERN S3 FHl. MRBATHIRIER , Amazon Data
Firehose & & HIBE£ AR XA T EM CloudWatch BEA AR, Amazon Data Firehose £ 1AM
A REER OpenSearchfRE 18, S3 %M. AWS KMS %4f. CloudWatch BEAMFA. Bl
Firehose EER , BEEEHF IAM Af,

£ F LA T 17 8] 5K B& 2 F Amazon Data Firehose 5 [E#8#Y S3 &%, OpenSearchfRF1EH AWS
KMS 4R, MMRET R SI FHBNMEE , BFHERMs3:PutObjectAclZEl Amazon S3 B&1ES
xH  XHRFEEBEEEXH Amazon Data Firehose RN R T HRINR, HEREEESE —
AN ARFIER Amazon Kinesis Data Streams FiE ., MREFEA Kinesis Data Streams 1 #i3E k&
R, ATAMIBRiZE A,

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"s3:AbortMultipartUpload",
"s3:GetBucketLocation",
"s3:GetObject",
"s3:ListBucket",
"s3:ListBucketMultipartUploads",
"s3:PutObject"

1,

"Resource": [
"arn:aws:s3:::bucket-name",
"arn:aws:s3:: :bucket-name/*"

}I
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{
"Effect": "Allow",
"Action": [
"kms:Decrypt",
"kms:GenerateDataKey"
1,
"Resource": [
"arn:aws:kms:region:account-id:key/key-id"
1,
"Condition": {
"StringEquals": {
"kms:ViaService": "s3.region.amazonaws.com"
},
"StringlLike": {
"kms:EncryptionContext:aws:s3:arn": "arn:aws:s3:::bucket-name/
prefix*"
}
}
},
{
"Effect": "Allow",
"Action": [
"es:DescribeDomain",
"es:DescribeDomains",
"es:DescribeDomainConfig",
"es:ESHttpPost",
"es:ESHttpPut"
1,

"Resource": [
"arn:aws:es:region:account-id:domain/domain-name",
"arn:aws:es:region:account-id:domain/domain-name/*"

]

},
{

"Effect": "Allow",

"Action": [
"es:ESHttpGet"

1,

"Resource": [
"arn:aws:es:region:account-id:domain/domain-name/_all/_settings",
"arn:aws:es:region:account-id:domain/domain-name/_cluster/stats",
"arn:aws:es:region:account-id:domain/domain-name/index-name*/

_mapping/type-name",
"arn:aws:es:region:account-id:domain/domain-name/_nodes",
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arn:aws:es:region:account-id:domain/domain-name/_nodes/stats",
"arn:aws:es:region:account-id:domain/domain-name/_nodes/*/stats",
"arn:aws:es:region:account-id:domain/domain-name/_stats",
"arn:aws:es:region:account-id:domain/domain-name/index-name*/_stats",
"arn:aws:es:region:account-id:domain/domain-name/"

]
},
{

"Effect": "Allow",

"Action": [
"kinesis:DescribeStream",
"kinesis:GetShardIterator",
"kinesis:GetRecords",
"kinesis:ListShards"

1,

"Resource": "arn:aws:kinesis:region:account-id:stream/stream-name"

},
{

"Effect": "Allow",
"Action": [
"logs:PutLogEvents"
1,
"Resource": [
"arn:aws:logs:region:account-id:log-group:log-group-name:log-stream:log-
stream-name"

]
1,
{
"Effect": "Allow",
"Action": [
"lambda:InvokeFunction",
"lambda:GetFunctionConfiguration"
1,
"Resource": [
"arn:aws:lambda:region:account-id:function:function-name:function-
version"
]
}
]
}

BRAFEM AWS RS THRIEN AWS BIRNEZEE , 55H IAM AFEETHeEA UG
AWS BRS5ZE R R
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E 7 ## a1 F Amazon Data Firehose 15 RI E Ik 7 # OpenSearch RS EHEHHINR , §Z . the
section called “B MK 7 3313 ) OpenSearchfRs5 B &Y itk

[@] Amazon Data Firehose #&F Xt VPC & OpenSearch RS B #8175 B £ PR

MR AEE OpenSearch BRI T VPC # |, 1§54 [ Amazon Data Firehose % F £ —T7 R IR AL
BRo Bboh , BFEE @[ Amazon Data Firehose R F UL TIXPR , SEEEEMR 17 249 OpenSearch AR 1HHY
VPC,

* ec2:DescribeVpcs

* ec2:DescribeVpcAttribute

* ec2:DescribeSubnets

* ec2:DescribeSecurityGroups

* ec2:DescribeNetworkInterfaces

» ec2:CreateNetworkInterface

* ec2:CreateNetworkInterfacePermission

e ec2:DeleteNetworkInterface

/A Important

BIEEERE , BOREXLENR, MEEBEXENR , MISHERSZHEARER ENI
it , B8 Firehose it MR Z 1L [ OpenSearch &Y AR S5 3% 15 B

/A Important

EFE VPC HiEE[ BFMEMBIEN 7MY | FREMEFNPEEBREN R IP thit,
MBIEEFMPEEAANRS IP it , Firehose JFLERNFAE VPC ML B I EIR
0 ENI, HB&mERRET LK,

BRIEREFEHHRN , BAILIEE—1NL£4 | it Firehose E &M OpenSearch BRE 13 & & FiERT
EH. A LAFEA OpenSearch RFEHFEANHERELAH , LA FEATENEZEEH. MREEEH

bz £4A | BERT R OpenSearch FREZH L AN HIE HTTPS RE. A , i5#R OpenSearch
RFEBHZE£HE A TREEERE Firehose BEREMIBEN LT LA HTTPS RE, WREXT Firehose

@ Amazon Data Firehose & FX¥ VPC & OpenSearch k5 B #r9 17 B8] £ PR 90
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BE#EF OpenSearch RFEEAHERBNZ LA , FHRERZSHAWBAN T HTTPS RE, BXTE4
HMNWEZEE |, 5S35 Amazon VPC X ZEEHMN,

&% F Amazon Data Firehose 17823 OpenSearch7C Bk 5525 B FREYIX R

L8 {F A OpenSearch TR 88 B #RET , Amazon Data Firehose &3 53E/& 2| OpenSearch EH T
REEBRES , HEMNGAMM X FTE XZ B EEH S3 FifE. WRBHATHIRIER , Amazon
Data Firehose i & IR £ W5 iIR XX B &K CloudWatch BEA M. Amazon Data Firehose i
A IAM A& i5R$EER OpenSearch LhRGEES. S3 F#EM. AWS KMS #41. CloudWatch H
SEMM. BIEE Firehose EiER , BFEEE IAM A&,

55 F LA T 15 18] 5K B& 2 Amazon Data Firehose G [RI#2#Y S3 7M. OpenSearchc RS 2518 %%
8, AWS KMS tIRETF 2 S3 FHMHAMEE , BRFERMs3:PutObjectAclE| Amazon S3 #&1E
FIRTF | XFRFEEBEHEE B Amazon Data Firehose XX R T L IHRINR, LtRIEES
— N A iFiER] Amazon Kinesis Data Streams B1E A, MRETE A Kinesis Data Streams £ #3E
SRIR , AT LA BRiZE Ao

"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [
"s3:AbortMultipartUpload",
"s3:GetBucketLocation",
"s3:GetObject",
"s3:ListBucket",
"s3:ListBucketMultipartUploads",
"s3:PutObject"

1,

"Resource": [
"arn:aws:s3:::bucket-name",
"arn:aws:s3:::bucket-name/*"

]

I
{

"Effect": "Allow",

"Action": [
"kms:Decrypt",
"kms:GenerateDataKey"

1,

"Resource": [
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prefix*"

iy

"arn:aws:kms:region:account-id:key/key-id"
1,
"Condition": {

"StringEquals": {

"kms:ViaService": "s3.region.amazonaws.com"
},
"StringlLike": {

"kms:EncryptionContext:aws:s3:arn": "arn:aws:s3:::bucket-name/
}

"Effect": "Allow",

"Action": [
"kinesis:DescribeStream",
"kinesis:GetShardIterator",
"kinesis:GetRecords",
"kinesis:ListShards"

1,

"Resource": "arn:aws:kinesis:region:account-id:stream/stream-name"

"Effect": "Allow",

"Action": [
"logs:PutLogEvents"

1,

"Resource": [
"arn:aws:logs:region:account-id:log-group:log-group-name:log-stream:log-

stream-name"

iy
{

version"

}I
{

]

"Effect": "Allow",
"Action": [
"lambda:InvokeFunction",
"lambda:GetFunctionConfiguration"
1,
"Resource": [
"arn:aws:lambda:region:account-id:function: function-name:function-

#F Amazon Data Firehose 1[a 223 OpenSearchT R %525 B #r BV PR
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"Effect": "Allow",
"Action": "aoss:APIAccessAll",
"Resource": "arn:aws:aoss:region:account-id:collection/collection-id"

}
]

BT LRFEREH | I8E MR Amazon Data Firehose BEi& 9 78 B3E 75 (9] SR B& o 9 BL A T RAKIER

"Rules":[
{

"ResourceType":"index",
"Resource": [
"index/target-collection/target-index"

1,

"Permission":[
"aoss:WriteDocument",
"aoss:UpdateIndex",
"aoss:CreateIndex"

}

1,

"Principal":[
"arn:aws:sts::account-id:assumed-role/firehose-delivery-role-name/*"

]

BxATFHEM AWS RFIHEEH AWS BRIENEZEL |, BSH IAM AFEREHRNEIEAGLLE
AWS BRFZFZEIMNEE.

[@ Amazon Data Firehose %X VPC # OpenSearchTciRs5 85 B R84 7]
PR

MR K OpenSearch TIRFEFE SN T VPC & |, S 2 [M Amazon Data Firehose ¥ £ —T i

REIPR, BESL | BWEZE @ Amazon Data Firehose I FULTINR , FEHAEH 159 &/ OpenSearch T
R EREEH VPC,

* ec2:DescribeVpcs
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* ec2:DescribeVpcAttribute

* ec2:DescribeSubnets

* ec2:DescribeSecurityGroups

» ec2:DescribeNetworkInterfaces

* ec2:CreateNetworkInterface

* ec2:CreateNetworkInterfacePermission

e ec2:DeleteNetworkInterface

/A Important

BIEEERE , BORHXLENR, MREHEEXLENR , NSYRSZAEHNHELH ENI
B}, #f Firehose RSB R I F LE [ OpenSearch &K AR S5 =15 X BIE

/A Important

EFAE VPC FIEER BFMEMBIEN FRET | FREAFMEFNIEZBREN ST IP #hit,
MBIEEFMPEEAANSR IP bt |, Firehose JFLERNFAE VPC PR MIEE B OIEIR
N ENI , #BEARERREH LM,

EREREFHLIRE , ALK Firehose EE—NMNL424A , SMEEM@MAER OpenSearch ToARS 25
EEXEBENMER, B LERE OpenSearch Serverless EAHEINZEZE4AH , b o[ AEATRER
e, IREBIEEHMZSA | FRRIZZELA AT OpenSearch TIRSBESHN LT LA H I
HTTPS fRE. WA , EHR OpenSearchEfRFBH|ESN R L H A TR BEERE Firehose BT
ENRLAN HTTPS RE. WREX Firehose E#EF OpenSearch Serverless £ FAR—1MN&2£
4, FRRZLAAWEHAN ARV HTTPS RE., BXRZEHAMMNESEEL , HZ Amazon VPC X
RRp S E@HN,

& F I G Data Firehose 7RI AR Splunk B B9t

LMREEF Splunk B#REY , Amazon Data Firehose &5 8iE 4% 5 EI#RHY Splunk HTTP B4 UtEERS
(HEC) KigTi M. EXELMIZIER M INEIEEN Amazon S3 748 , B ALUARERBECHAEN
AWS KMS Z34B# 1T Amazon S3 FRESBiINZ, MEBH THEIRIEHK | Firechose 2 HiEEREIRR
EBIRE CloudWatch B &R, &L AWS Lambda F FEIEH#,
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MEREER AWS REHEES | FRRT R Classic AEIIE S Application f1&i19#28, A |
£ Classic Load Balancer F /8 A E TiF4&nt B S1E , 22/ Cookie i3 iRt [E , Application
Load Balancer W BB BEIEEN &K (7 X ) « BXRUAHITIHIRIENEES , BEZH C lassic Load
Balancer = Application Load Balancer & FiF4Ert RIS E R

BIZEERRR , BEEEEA IAM B, Firehose H{Fi% IAM B HRENIEEFFB. 40,
CloudWatch B &4 MK 5 B R,

5 F LA T 15 18] 5K BE S5 F Amazon Data Firehose T [E/#8#Y S3 Zi#E#f. MRET R S3 FHEMIAT
A%  BEHEHPFMs3:PutObjectAcl®) Amazon S3 BEFIRF | X B FEERBHEEENH
Amazon Data Firehose XTI RN T LG RNR. ZBEKERF Amazon Data Firehose 7]
BB LA CloudWatch ¥ 1T481R12 R MEIEH AWS Lambda #t, IFEBEIEE — Y15 E Amazon
Kinesis Data Streams WiE 4., WMREBALAEH Kinesis Data Streams #EREIBEFRKIR , o LA ERIZAE
], Amazon Data Firehose A IAM k158 Splunk. Ei5E Splunk , EEFAEHN HEC T,

"Version": "2012-10-17",
"Statement":

L

"Effect": "Allow",

"Action": [
"s3:AbortMultipartUpload",
"s3:GetBucketLocation",
"s3:GetObject",
"s3:ListBucket",
"s3:ListBucketMultipartUploads",
"s3:PutObject"

1,

"Resource": [
"arn:aws:s3:::bucket-name",
"arn:aws:s3:::bucket-name/*"

"Effect": "Allow",

"Action": [
"kms:Decrypt",
"kms:GenerateDataKey"

1,

"Resource": [
"arn:aws:kms:region:account-id:key/key-id"
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1,
"Condition": {
"StringEquals": {
"kms:ViaService": "s3.region.amazonaws.com"

iy
"StringlLike": {
"kms:EncryptionContext:aws:s3:arn": "arn:aws:s3:::bucket-name/
prefix*"

"Effect": "Allow",

"Action": [
"kinesis:DescribeStream",
"kinesis:GetShardIterator",
"kinesis:GetRecords",
"kinesis:ListShards"

]I

"Resource": "arn:aws:kinesis:region:account-id:stream/stream-name"

"Effect": "Allow",

"Action": [
"logs:PutLogEvents"

1,

"Resource": [
"arn:aws:logs:region:account-id:log-group:log-group-name:log-stream:*"

"Effect": "Allow",
"Action": [
"lambda:InvokeFunction",
"lambda:GetFunctionConfiguration"
1,
"Resource": [
"arn:aws:lambda:region:account-id:function: function-name:function-
version"
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BRAVFEAM AWS BRS1HREN AWS BRIENESFEE , BZH 1AM AFERPHNEIEA G
AWS RS ZE R

£ VPC #1518 Splunk

MR Splunk FANTF VPC & , EXMEELE IP it BUAFF#HTIHR, A, BEXEST D HEE
Firehose IP #thtit , ¥ F I S Data Firehose 5B %28 Splunk & BYIXPR. Amazon Data Firehose
BaiERALLT CIDR #,

- 18.216.68.160/27, 18.216.170.64/27, 18.216.170.96/27 REXEBEFRIB ( HZBM )

. 34.238.188.128/26, 34.238.188.192/26, 34.238.195.0/26 RERZEFRL ( #ERL
MAEER )

+ 13.57.180.0/26 REXEEAI (dLMFIEEL )

« 34.216.24.32/27, 34.216.24.192/27, 34.216.24.224/27 REZETESR ( HBERM )
« 18.253.138.192/26XF AWS GovCloud ( ZEZFRES )

« 52.61.204.192/26X%F AWS GovCloud ( EEFEE )

« 18.162.221.64/26 RRIL AKX ( FHE )

« 13.232.67.64/26 RRLA#X ( #XE )

« 13.209.71.0/26 RERL AKX ( HR)

« 13.229.187.128/26 REIL At X ( F b0 )

« 13.211.12.0/26 RERIL AKX ( EfE )

« 13.230.21.0/27, 13.230.21.32/27 RRLA#X (KX )

« 51.16.102.64/26 REUEF (HFH4EX )

+ 35.183.92.64/26 KTRMEK ( HEB)

© 40.176.98.128/26EFTMEXRELS ( FRME )

« 18.194.95.192/27, 18.194.95.224/27, 18.195.48.0/27 REKMMX (EZL7RE)
© 34.241.197.32/27, 34.241.197.64/27, 34.241.197.96/27 REKMX ( BR=
« 18.130.91.0/26 REMMBX (LR )

+ 35.180.112.0/26 KEFMHEX (BE )

« 13.53.191.0/26 KERMKMt X ( BiBHFRE )

« 15.185.91.64/26 REXHZEK ( Bk )

- 18.228.1.192/26 REFEEM ( RZRF )
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¢ 15.161.135.192/26 REBBMHBX ( K=)

« 13.244.165.128/26 RFIEM ( FER)

« 13.208.217.0/26 RET|ILA#X ( KR )

« 52.81.151.64/26 RRFE (4R)

- 161.189.23.128/26 REXHE (TE)

« 108.136.221.128/26 RFT\IL AMX ( HEHIE )
« 3.28.159.64/26 &R ( FUBKE )

* 51.16.102.64/26 KFRIES (LX)

« 16.62.183.64/26 fR&REM ( 7R2RHE )

« 18.60.192.192/26 RERL A#X ( BHHAE )
¢ 16.50.161.192/26 RRIL A X ( B/RA)

18] Snowflake Z{ HTTP i &

M BFRR HTTP iw <5 Snowflake B |, & B4 EF Amazon Data Firehose B9 AWS IP it 3135 FE F
&%,

E ¥ Amazon Data Firehose 7 0ZE| Snowflake P& KB R RIFHIR BB 2N HTTP 5 HTTPS &
A, BEE YA AWS IP b E R ME S A O,

(® Note
BAHTEERBEHEXBKEITMERE AWS XM IP thit, BARAFEREXE AWS B IP
HhHSE .

& F Firehose 17181 E 1¢ B B9t AR

LRBEEF Snowflake £ B ByitbEt |, Firehose & ¥REY Snowflake Mk 7 P 1k 5 B 4iE 4% i 2l
Snowflake Ik, EREALFHRBEZHICEENLIRELFMHRSEER , BRETLUEERER
B2 B AWS Key Management Service B # 1T Amazon S3 fRS2ImNE. MREFH 7 HIRIE
% , Firehose & B#E& M IR KA F &K CloudWatch BER.

BlIZEEHRE , BEEHRE IAM Af, Firehose BEiZ IAM A€ HREXNIECHEERB. 4.
CloudWatch B EA TR TFENR. A TIHEEKEELE Firehose BEB H RIEH S3 FE, MR

58 Snowflake 3 HTTP it R -
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AR S3 ERBNAESE |, B Hs3:PutObjectAcliFMEIT L M 2 RS BETIRD | X
FRFEHEFIPEEX Firehose KT RWTLTHRNR. WEEKIERF Firehose A E4FIR1ER
CloudWatch®I X PR, ttFBEIER — o ¥FiF R Amazon Kinesis Data Streams B1E4, MREFFEH
Kinesis Data Streams fEREIEFRIR , AT LAMIBRiZiE A, Firehose M IAM 3ki5 8 Snowflake, B
1518 Snowflake , ©E2ERA{REY Snowflake K Url ] PrivateLink Vpce ID ( TR RFABEE ) .

{

"Version": "2012-10-17",
"Statement":
L

{
"Effect": "Allow",

"Action": [
"s3:AbortMultipartUpload",
"s3:GetBucketLocation",
"s3:GetObject",
"s3:ListBucket",
"s3:ListBucketMultipartUploads",
"s3:PutObject"

1,

"Resource": [
"arn:aws:s3:::bucket-name",
"arn:aws:s3:: :bucket-name/*"

},
{
"Effect": "Allow",

"Action": [
"kms:Decrypt",
"kms:GenerateDataKey"

1,

"Resource": [
"arn:aws:kms:region:account-id:key/key-id"

1,

"Condition": {

"StringEquals": {

"kms:ViaService": "s3.region.amazonaws.com"
I
"StringlLike": {
"kms:EncryptionContext:aws:s3:arn": "arn:aws:s3:::bucket-name/prefix*"
}
}
1,
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{
"Effect": "Allow",

"Action": [
"kinesis:DescribeStream",
"kinesis:GetShardIterator",
"kinesis:GetRecords",
"kinesis:ListShards"

1,

"Resource": "arn:aws:kinesis:region:account-id:stream/stream-name"
iy

{
"Effect": "Allow",

"Action": [
"logs:PutLogEvents"
1,

"Resource": [
"arn:aws:logs:region:account-id:log-group:log-group-name:log-stream:*"

BRATHM AWS RF1HREN AWS RENEZER |, 55 IAM AP ERTNAEA G
AWS BT IRINER o

@ Amazon Data Firehose #£2FXf HTTP &

—

v T R B PR U3 R A BR

&P LAE A Amazon Data Firehose S ##E % i E{ET HTTP 4% K B#5. Amazon Data Firehose
EaNXERFERAIEEENL S S3 FHEET , BULUEERFERAB S HEN AWS KMS 47
1T Amazon S3 FRSEIWME . MR F A T Hix12F , Amazon Data Firehose £ EIEE MR IR K IE
B|IR M CloudWatch BEFR. B AILL AWS Lambda A F¥iE#R,

B2 Firehose E#%At , BMEEEH IAM B, Amazon Data Firehose 18{Fi% IAM B & HIKEBIIEE
7. 48, CloudWatch B &4 RM7 A5 B BR,

5 A LAT 177 (R 5K & /o 1F Amazon Data Firehose 5 [RI& N BIER D IEERN S3 F#H. MRETRE S3
EHBNmAES , BEHEFMs3:PutObjectAcl®) Amazon S3 BEFIRD | XNBFEEREEE
&Y Amazon Data Firehose RITHN R TLIGRINR, ZBFEERE F Amazon Data Firehose
B fXBR LA CloudWatch 3 1T45 1R IC M EIEH AWS Lambda ¥, EREEER—N AR Amazon
Kinesis Data Streams WiE 4, WMREBAEH Kinesis Data Streams #EREIBEFRIR , o LA ERIZAE
a,
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/A Important
Amazon Data Firehose R E IAM HRIZXEFNE=ZFRSEEEFHEEN HTTP KT =

B#x , ©@%& Datadog. Dynatrace, MongoDB. New Relic LogicMonitor, Splunk 2% Sumo

Logico BRZXIFMNE=ARFREHEHANIEE HTTP LiwTi

B , BEZRSREHE

EER , IRELAYFM Amazon Data Firehose BIZIRSE M BIEFTER APl Z4A 51510 %48,

{

"Version": "2012-10-17",

"Statement":

[

{
"Effect": "Allow",
"Action": [
"s3:AbortMultipartUpload",

"s3:
"s3:
"s3:
"s3:
"s3:

1,

GetBucketLocation",
GetObject",

ListBucket",
ListBucketMultipartUploads",
PutObject"

"Resource": [

"arn:aws:s3:::bucket-name",

"arn:aws:s3:: :bucket-name/*"

]
.
{
"Effect":
"Action":
"kms
"kms
1,

"Allow",

[
Decrypt",

:GenerateDataKey"

"Resource": [

"arn:

1,

aws:kms:region:account-id:key/key-id"

"Condition": {

"StringEquals": {

+

"kms:ViaService": "s3.region.amazonaws.

"StringLike": {

com"

[ Amazon Data Firehose & FXf HTTP &% = B AR89 15 B AR
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"kms:EncryptionContext:aws:s3:arn": "arn:aws:s3:::bucket-name/
prefix*"

"Effect": "Allow",

"Action": [
"kinesis:DescribeStream",
"kinesis:GetShardIterator",
"kinesis:GetRecords",
"kinesis:ListShards"

]I

"Resource": "arn:aws:kinesis:region:account-id:stream/stream-name"

"Effect": "Allow",

"Action": [
"logs:PutLogEvents"

1,

"Resource": [
"arn:aws:logs:region:account-id:log-group:log-group-name:log-stream:*"

"Effect": "Allow",
"Action": [
"lambda:InvokeFunction",
"lambda:GetFunctionConfiguration"
1,
"Resource": [
"arn:aws:lambda:region:account-id:function: function-name:function-
version"

BRATHM AWS RF1HREHN AWS RENEZER |, 55 IAM AP ERTNAEA G LM
AWS RS ZE MR
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/A Important
B & , Amazon Data Firehose X #Fm VPC Y HTTP KinT S& Mz,

KB D5 MSK #Y B K P BLik

MRENGREEKTZR , BEM Firehose Ik ( HIAK S~ B ) SIRMEIER , MIEARIFER AWS
B—ANKS (K A) BE MSK &8, MSTHITUATEE :

KF A :

1. 7 Amazon MSK Z#HI&H |, EMENES , AREEE M,
2. ENBZIRET , BRE\EHITHZ VPC EE,
3. HEZRLIRET , kR REBEHEKE,

a. WMREBREKRBEBER , Bk EE Firehose BRE X4 H /3 A Firehose BIKF S3 £ 5,
AWS Management Console ¥ Bz 4 B 28 8 R R 89 R B o

b. MREHCEIETRE , BRNAREMNATNR :

"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::arn:role/mskaasTestDeliveryRole"
},
"Action": [
"kafka:GetBootstrapBrokers",
"kafka:DescribeCluster",
"kafka:DescribeClusterVv2",
"kafka-cluster:Connect"
1,
"Resource": "arn:aws:kafka:us-east-1l:arn:cluster/DO-NOT-TOUCH-mskaas-
provisioned-privatelLink/xxxxxxxxx-2f3a-462a-ba0@9-xxxxxxxxxx-20" // ARN of the
cluster
},

{
"Effect": "Allow",

"Principal": {
"AWS": "arn:aws:iam::arn:role/mskaasTestDeliveryRole"

iy

"Action": [
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"kafka-cluster:DescribeTopic",
"kafka-cluster:DescribeTopicDynamicConfiguration",
"kafka-cluster:ReadData"

1,
"Resource": "arn:aws:kafka:us-east-1l:arn:topic/DO-NOT-TOUCH-mskaas-
provisioned-privatelLink/xxxxxxxxx-2f3a-462a-ba@9-xxxxxxxxxx-20/*"//topic of the
cluster
.
{

"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::233450236687:r0le/mskaasTestDeliveryRole"

iy
"Action": "kafka-cluster:DescribeGroup",
"Resource": "arn:aws:kafka:us-east-1:arn:group/DO-NOT-TOUCH-mskaas-

provisioned-privatelLink/xxxxxxxxx-2f3a-462a-ba09-xxxxxxxxxx-20/*" //topic of
the cluster

iy
}

4. TE AWS =& T , WAIKF BBEM ID,

5. BEXET , BELEZEELHRMNPRIEBIEN Apache Katka £/, SlBEmARE , BETEER
LteEB,

6. i%#¥ Save changes ( REEX)

kP B :

1. 1E Firehose E#IA&H , EFEFEAKS B 0lZEEER,
2. TERT , 1%# Amazon Managed Streaming for Apache Kafka.

3. H®ERIREBT , 3F Amazon Managed Streaming for Apache Kafka 58 , BFEKS A A
Amazon MSK £ # ARN,

4., EEBT , EELEERARMNPRIINIEN Apache Katka £&, BIEEMARE , BELEEH
LEER,

5. HELWRABWNT , EERBARHB.

£ B FRIBERRN , BXTE—N 1AM A6 ( FARERIASIZE AWS Management
Console ) , ZABRF&AHR A BIKS Amazon MSK £& M E Bl &E B R,

LLR 2H AWS Management ConsoleELER N A :
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"Sid": "",
"Effect": "Allow",
"Action": [
"kafka:GetBootstrapBrokers",
"kafka:DescribeCluster",
"kafka:DescribeClusterV2",
"kafka-cluster:Connect"
1,
"Resource": "arn:aws:kafka:us-east-1l:arn:cluster/DO-NOT-TOUCH-mskaas-provisioned-
privatelLink/xxxxxxxxx-2f3a-462a-ba®9-xxxxxxxxxx-20/*" //topic of the cluster
1,
{
"Sid": "",
"Effect": "Allow",
"Action": [
"kafka-cluster:DescribeTopic",
"kafka-cluster:DescribeTopicDynamicConfiguration",
"kafka-cluster:ReadData"
1,
"Resource": "arn:aws:kafka:us-east-1l:arn:topic/DO-NOT-TOUCH-mskaas-provisioned-
privatelLink/xxxxxxxxx-2f3a-462a-ba09-xxxxxxxxxx-20/mskaas_test_topic" //topic of the
cluster

1,

{

"Sid": "",

"Effect": "Allow",

"Action": [

"kafka-cluster:DescribeGroup"

1,

"Resource": "arn:aws:kafka:us-east-1l:arn:group/DO-NOT-TOUCH-mskaas-provisioned-
privatelLink/xxxxxxxxx-2f3a-462a-ba09-xxxxxxxxxx-20/*" //topic of the cluster

.

ETR, BUNEREBCRERNMEEBRAERNTESR, AXESEFEE , BHSH CRERNE
R

kBT MSK HY 850K 7= i % 105
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BENK P 4&£ % 2 Amazon S3 B#r

& A LAE A AWS CLI 2 Amazon Data Firehose APl £ —/NK = 812 Firehose B , £ — 1
AWS ik = 12 Amazon S3 B¥r. A TERERERTEEKS, A B Firehose TR EIEL 5 B ik
7 B #iBH Amazon S3 FE @M RH,

1. AT Firehose TR S5 S3 B MR ERP ARSI , K, A TEIE IAM A6,

® Note
FEARBIF | FHRIKEHRIEEN Amazon S3 FEEHEIKS B A, BSANIGRKEH
# Amazon S3 #{Es3:PutObjectAclRMEIZIRF , ZKEEZE TS B X H Amazon

Data Firehose XTI R TEHRINE, BKFEZMEZRMNER, Amazon Data
Firehose $i& 3K LY x-amz-acl " ¥r3Ki&RE R “” bucket-owner-full-control,

2. EAWMZEIGERN IAM S&#RTHE , BUKS B 4012 S3 FRMRK, UTRBEFM
BERBN TG, BXESRER , FSRERFHEBRENA T KK,

"Version": "2012-10-17",
"Id": "PolicyID",
"Statement": [

{

"Sid": "StmtID",

"Effect": "Allow",

"Principal": {

"AWS": "arn:aws:iam::accountA-id:role/iam-role-name"

},

"Action": [
"s3:AbortMultipartUpload",
"s3:GetBucketLocation",
"s3:GetObject",
"s3:ListBucket",
"s3:ListBucketMultipartUploads",
"s3:PutObject",
"s3:PutObjectAcl"

1,

"Resource": [
"arn:aws:s3:::bucket-name",
"arn:aws:s3:::bucket-name/*"
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3. EALEDSR 1 PR IAM ABEKS A T2I2 Firehose E#E,

Pk 7 X {4+ B OpenSearchARS: B #Y i

& A LA AWS CLI 5 Amazon Data Firehose API £ —/ AWS Ik P A 8|2 Firehose BE1% , 3
S — Nk HelE OpenSearch fRSBE#R. UTIBERT —/4NRHA , WEAMMAEKRS A TRIE
Firehose R HEE N @K, B #iBH OpenSearch BRS B #rfE A B IR,

1. fEF the section called “#%F I 5% Data Firehose /823 3 OpenSearch RS B ¥R PR A AR
ROTERUAIKF A B0 1AM B,

2. BERWNEE LSl IAM BE#RTIHR , HEKS B T4/ OpenSearch RS KM, X
T JSON H4l,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::Account-A-ID:role/firehose_delivery_role "
},
"Action": "es:ESHttpGet",
"Resource": [
"arn:aws:es:us-east-1:Account-B-ID:domain/cross-account-cluster/_all/
_settings",
"arn:aws:es:us-east-1:Account-B-ID:domain/cross-account-cluster/_cluster/
stats",
"arn:aws:es:us-east-1:Account-B-ID:domain/cross-account-cluster/roletest*/
_mapping/roletest",
"arn:aws:es:us-east-1:Account-B-ID:domain/cross-account-cluster/_nodes",
"arn:aws:es:us-east-1:Account-B-ID:domain/cross-account-cluster/_nodes/
stats",
"arn:aws:es:us-east-1:Account-B-ID:domain/cross-account-cluster/_nodes/*/
stats",
"arn:aws:es:us-east-1:Account-B-ID:domain/cross-account-cluster/_stats",
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"arn:aws:es:us-east-1:Account-B-ID:domain/cross-account-cluster/roletest*/

_stats",
"arn:aws:es:us-east-1l:Account-B-ID:domain/cross-account-cluster/"

]
}
]
}

3. FALESE 1 FLIEN IAM BBEKS, A T8I2 Firehose Bi#%, 8|2 Firehose AT , B
F AWS CLI Il 5 # Data Firehose API , #}#§EiZClusterEndpointFB M2 ‘RF" F
E%., DomainARN OpenSearch

® Note
E7E— AWS i A2 Firehose B , ™ OpenSearch fRFZ BN TS — NS |, T4
JfEA AWS CLI 2% Amazon Data Firehose APl, &F8EfEHA AWS Management Console 3k
BB RBKFEE,

£ PRS2 HI 5 (A

AT LA 1AM SRSV AT EConditionst®k ( HConditionX3R ) |, RIFBFZBANEHAXS
Amazon Data Firehose BR{E A BINR. A T/DTHR T £ X FREH Amazon Data Firehose #
ERITHERE, BXEM Condition TRUREAEEHAFERANZEFTNESZER , BSH IAM
JSON KB TE . &t

CreateDeliveryStream

FF CreateDeliveryStream g4 , 5 aws:RequestTag M8, LT RHIH | MyKey F
MyValue RAENBMNNNE. BXEZEER , BZH BXRENERAA,

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "firehose:CreateDeliveryStream",
"Resource": "*",

"Condition": {
"StringEquals": {

Edekaees e | 108
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FRARER

"aws:RequestTag/MyKey": "MyValue"

TagDeliveryStream

31F TagDeliveryStream i&E , B aws:TagKeys &M, FELLTRAIF |, MyKey R RHBIFR

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "firehose:TagDeliveryStream",
"Resource": "*",
"Condition": {
"ForAnyValue:StringEquals": {
"aws:TagKeys": "MyKey"
}
}
}
]
}

UntagDeliveryStream

3 F UntagDeliveryStream i&4E , &M aws:TagKeys &8, ELUTRHIF , MyKey R RHI

RER,

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "firehose:UntagDeliveryStream",
"Resource": "*",

"Condition": {
"ForAnyValue:StringEquals": {

Edekaees e |
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"aws:TagKeys": "MyKey"

ListDeliveryStreams
BAENETHRENHEESIAT ListDeliveryStreams,
HA I & #h B 4E Firehose BR1E

FFBR, . MZHFTE T D% Data Firehose #4E CreateDeliveryStream
TagDeliveryStreamUntagDeliveryStreamListDeliveryStreams , i5fE
Faws:RequestTag&ktr. T RAIH |, MyKey Fl MyValue R EN MAVES

ListDeliveryStreams , ffffirehose:ResourceTags @ RIEZ Firehose B % LR RF
i B BR.

FELAT RIS , MyKey Fl MyValue RN BN NME, ZBENERTHREEN, BAN
Data Firehos MyKey e o MyValueBXETFTRFERLEHHRNBRHNELZEE , B2H IAM AFE
B R E ARSI EIXT AWS BIREY I R AR

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Deny",
"Action": "firehose:DescribeDeliveryStream",
"Resource": "*",
"Condition": {
"StringEquals": {
"firehose:ResourceTag/MyKey": "MyValue"
}
}
}
]
}
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5120 S 24 Firehose

Amazon Data Firehose &R Firehose BEBRH LB ITIEE, BXREZER , BSH KL,

VI 3% Data Firehose BY& 3 I8 iIE

ERZMEMRITRIN —EFD , F=HFFiti< ¥4 Amazon Data Firehose &£ 5 AWS §#ltt, H
FhaFE SOC. PCl, FedRAMP. HIPAA Kk Hfth,

BXBEESMITLEE AN AWS RFFIXR , BSHAREAIT NS HTERNHAWS BF. BX—HK
B8 , BZH AWS aMHitKl.

BRI LER THE=ZSFiTHRE AWS Artifact. BXEZER , HZHE Artifac t F AWS TEiIHRE

B FEH Data Firehose R EMREER T ENBENHRE. RLTNEMN BFRUARERNEEN
EM, WMRIEXT Data Firehose B E A SMAFE HIPAA, PCl 2 FedRAMP Zi5 4 | HIREFIRKHE
Bh : AWS

- ZE2E5EAMREANTER — XEFBEFMIMC TRWIESM , ARMTELHBURZL2HNE
MENER/NEERENSIR, AWS

« HIPAA Z2 E5HEMARY — AARBHERT 2B IAERAR AWS SZFFE HIPAA FRER R
RERF.

- AWS £ RIR — W TEBMIERE T 48E A T AP E T AL FPT1E 1,

« AWS Config— & AWS BRFITEEN R REEEL ARE LFEAMER, TULESHEHMZEMR,

« AWS Security Hub— It AWS RE A2 HE THRENZTSIRA AWS | BEEREREHFARELTIL
FRAEMRESRE,

Amazon Data Firehose By

AWS £IKERIRIERE LS AWS KEMATAXHEN, AWS XERHSMERENREN A
X, XETRAXBEIKIER, SELENSETRNMNEEE. MATAX , S LRITHREETH
XzBTZHhiit Az XANREEBHNNARFNRERE. SEENENHS M REFHOEMIREMEL |
TRAXERESHATRAE. REENTT B,

BXAWS XEMUAXNWESZER |, 5SRAWS £ ERERZHE,

BRT AWS £IREARHZRMS | Data Firehose E Rt Z I BER B B T IFEM HIER MM Z D FE R,
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https://docs.aws.amazon.com/pdfs/whitepapers/latest/architecting-hipaa-security-and-compliance-on-aws/architecting-hipaa-security-and-compliance-on-aws.pdf
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RIS

Amazon Data Firehose T LlRZ e ER 21T , HEIHTEHI TR REBRENESR, THXATAM
MEMASEMIRHEHEXHNEIE, X4EXMERE , Amazon Data Firehose AIHRIE R E KRR EIERY
15 )% T % Firehose o

Amazon Data Firehose VRS L £

ER —MIEE RS , Amazon Data Firehose Z 2| AWS £IKMEL LRI . HX AWS B2 RS L
Ef AWS RPERRENEE , BSRAWS =242, EFAEMRERZENRESTERIZITEN
AWS ;38 | S S AWS ecurity Pillar Well-Architected Fram ework H Y E &R o

B LAER AWS EA K API BB M58 Firehoseo B ImMAMEZIFUTAHAR :

- BRREREMHI (TLS) BMNEREA TLS 1.2, BIUEA TLS 1.3,

- BEAELMERE (PFS) WHBBEM | 6l DHE ( 58t Difie-Hellman ) 5 ECDHE ( e #8[E #h4%
Diffie-Hellman ) o KZHIAKRE (W0 Java 7 RESHRA ) BLZHFXLER,

WA, BAERGRIZL ID N5 IAM ZEREAXBHBZHRZARTER#TER. HE , B LUE
FA AWS Security Token Service ( AWS STS ) £ IfFt Z £ EIERNERH#ITER,

(® Note

5T F £ HK HTTPS i&3R , Amazon Data Firehose E —/ HTTP & , iZE4 B30k B irik
TENHS TLS HURA,

VPC i1 K (PrivateLink)

Amazon Data Firehose % VPC &% & () PrivateLinko BXEZEE. |, i3 & Amazon Data
Firehose 5 AWS PrivateLink,

I &3 Data Firehose W&Z £ R{ESE

Amazon Data Firehose 2t T ¥ 222 ThaE , HEEFIEMNEHBECH L LR EZE, UTHESE
BRE—BRESEN , HAARRETELZLHBRAR, HTXERESRUETESENRESLTHRZEN
REER  AUHEMAEANZEREMT2RH,
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https://aws.amazon.com/security/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/infrastructure-protection.html
https://docs.aws.amazon.com/STS/latest/APIReference/Welcome.html
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5K e B {ECAX PR 17 [

EEFIRER |, S LUREEFIREITELE Amazon Data Firehose &RV PR, &7 AN X L2 &R B
BHLEARTNEBERE. Filt |, BNREBFHRITESFHENNR, EKENREGERFR/DNREX
URAERARREEERERNERELREE,

FH IAM A

BIEBEMNEFFIRNAREFSMEEEREIES 8ETF A Amazon Data Firehose &%k , 3 BI&HY
Firehose A EFH R B EMEILE, BN AWS I B EERFHEEFFPmNARFIH Amazon
S FEEY, XERFRLBEIRMNKEEIL  MECMNZIRE , gL IS=EERE M,

Mk, ERZER IAM AEXREEREN CIZ[NEF iwS A REF U7 R Firehose AV IR BT IEF. £
A, EFLERKHEILE (AR NZBRRIFRENR ) RipEE 4R R

BXREZEE , F5H IAM AFEEFRNUATER

- IAM Bt
- HXNAENERLEE  AF, NAEFMRS

K HEM IR B P B9 BR 55 2R vim D0 22

B A BUE FN4E 5 P9 B03E 7T LA#E Amazon Data Firehose R#TN%, BXxEZEL |, HSEILS%
Amazon Data Firehose FHIZIB R,

CloudTrail AT %= APl 1§ A

Amazon Data Firehose 5—TRZEK , AidZAF AWS CloudTrail, A& AWS RS Amazon
Data Firehose F#1THIR 1,

BT W ER{E R CloudTrail , BRI LA E [ Amazon Data Firehose X HHIER., K HIERW IP #b
e, #RE TER, AREEERUAREMGFEAEE,

BEXEZELR |, iBSA the section called “fE 12 &I 5 # ##E Firehose API @A AWS CloudTrail”,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios.html
https://docs.aws.amazon.com/firehose/latest/dev/encryption.html
https://docs.aws.amazon.com/firehose/latest/dev/encryption.html
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I b E3E Firehose ZIE 45

Amazon Data Firehose A LU &HY Lambda BRBUCRE#1E AR EIE H H RSN EIRBEESIBE W
Mo, SBATEAERIZE Firehose B1%AT /B L S HIE Firehose BiiEikif,

BHEFRIRR

H{RJE A Firehose BiE ¥ ¥AY , Firehose 2B &Z ANEKE. EH K/ DMRETRNTTF 0.2 MB M 3MB
ZIE. BRT Splunk A Snowflake 24\ , FiE B #rKYBRIA Lambda & K/MEREH 1 MB,

XF Splunk 1 Snowflake , BRIAHIEHIR R A 256 KB, Lambda &4 EIfRIRRHIBETE 0 Z

900 ®2Z B, BT Snowflake LAAKIFTE B9tk , BRIA Lambda EFEIBRRAAATH. X TF
Snowflake , BRIAWE IR REIRHA 30 ¥, BRFBEHNX K/ |, EFEMAProcessorParameterif A
MBufferSizeInMBs#MIntervalInSecondsig& CreateDeliveryStreams} UpdateDestinationAPI
Y ProcessingConfigurationZ#, A5 , Firehose FARSAABERANENE AT S RAEEN
Lambda B, AWS Lambda #¥iRGHWHIEFM Lambda K% F| Firehose, AfE , HXEIEEMN BR
SMRNBEHERE (REREENE ) BT, Firehose FFH K% E| B #5.

/A Important

Lambda £ BAKRKX ER MK AKX NREIEGN 6MB, BRATEEBLEERNE
HARNNTFRET 6 MB |, F B EBORE HY [ 5t 7 6 MB,

B RARSER

FTERE Lambda HE#RICZE A MBS LTS , FN Amazon Data Firehose £1E4 X LS8 |, H#
FEO BRI KM,

% F Kinesis Data Streams #] Direct PUT :
recordld

EVHAHEIE , 123 ID M Amazon Data Firehose 1£i% %] Lambda, #i#EMidZ 4S8 SMEEIE
% ID. JRIAIEKM ID MEHRIZKN ID 2 BINMRERTE | 07 BIEER K,
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https://docs.aws.amazon.com/firehose/latest/APIReference/API_ProcessorParameter.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_CreateDeliveryStream.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_UpdateDestination.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_ProcessingConfiguration.html
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result

DR BIBHIRAVIRS . ATBEMEDR : Ok (iBRAThER#R ) . Dropped (AEEBEHEEFIER)
M ProcessingFailed ( IBREEHKR ) . WRIEFKHIRA N0k Dropped , M Amazon Data
Firehose £IARZIEZRERINLE, BN , Amazon Data Firehose 2 IA IR K M,

=
HHREN BN (£ basebd wiBZE ) o

LAF & Lambda 4 R H R4 :

{
"recordId": "<recordId from the Lambda input>",
"result": "Ok",
"data": "<Base64 encoded Transformed data>"
}

3 F Amazon MSK
recordld

EABAEE , iI2% ID 2M Firehose 5% %] Lambda, ##tEMicZ4ABEHEIEHE ID. REEiD
=K ID FEHIDEH ID 2B MRETRTE | [FHE 0N BIE R KB,

result

BRI BIBHIREVIRS. TEEMNENR @ Ok (IBFRATHEHR ) . Dropped (AEBEBEREEFIZR)
M ProcessingFailed ( IBRFTZERKMR ) . WRIEFKAVIRAFOkHDropped , Firehose 2IAN %
IBRERIAE, BN , Firehose RIAN HALE LM,

KafkaRecordValue

HIRENBIEAE ( £ basebd HmBZF ) o

LT & Lambda & 2% H R

{
"recordId": "<recordId from the Lambda input>",
"result": "Ok",
"kafkaRecordValue": '"<Base64 encoded Transformed data>"
}

BRRRARA R —
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Lambda &

XEERERT ASIZMER Lamb AWS da ERBCRERIEH Amazon Data Firehose B 7R P A B
=N

EFEREFEHPTANER AWS Lambda

1. E3F AWS Management Console }#TF AWS Lambda #£#l& , MitH https:/
console.aws.amazon.com/lambda/.

2. EECIERH K ARERERER,
3. EBE FERYP , BRXBFEATirehose A E &K Amazon Data Firehose Lambda &,

EE5Ix :

- AERIAFIT % Data Firehose it ( Node.js. Python ) fYig3k
LERRERT MAEA Lambda AWS 2B EH Firehose 2xiE7 A M B IB A E AR B,
¥ AITHH : 2016 F£ 11 A,

KATHREE : To
« KX3A%| Firehose H94: ¥ CloudWatch B &

HEECHFR. BXAEKIAF Firehose B CloudWatch BEWEER , BZRAFEAAEEA
Firehose, CloudWatch

« fF syslog #&3# Amazon Data Firehose BE&icxki#25 JSON (Node.js)
LLERBR T WANY RFC3164 R4t B EB XAV AR REIRF JSON,
R¥MAITHE : 2016 £ 11 A,

RATHH : Fo

EEEHR A AMNERE AWS Serverless Application Repository

1. ¥ 3 AWS Serverless Application Repository,
2. EEMNRAMBENARER,
3. ENARERFBEP, BRXEF firehose,
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https://console.aws.amazon.com/lambda/
https://console.aws.amazon.com/lambda/
https://docs.aws.amazon.com/firehose/latest/dev/writing-with-cloudwatch-logs.html
https://docs.aws.amazon.com/firehose/latest/dev/writing-with-cloudwatch-logs.html
https://aws.amazon.com/serverless/serverlessrepo
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BHAUERERAERNER T 62 Lambda B#., &2 @ AWS Lambda Al 7,

BRI R WAL B

MREE Lambda EREE A BT M ERBT R EXE Lambda AARSI M LK , Amazon Data
Firehose BRIASEIX =X M. MRFAKMK , Amazon Data Firehose fFBkT Z#tieF. BIH
BRI REHINAER IR, BALIEAD UpdateDestination APl EEHBHRE &
I, CreateDeliveryStreamX FItEEFE , &0 LU A IR1E2FXE] Amazon Lo CloudWatch gs #,
EXEZEER , B2 AFEREEYEZET DEEIE Firehose CloudWatch

MRIZFHOBIE RS A |, W Amazon Data Firehose £fFZid R R E &

M, ProcessingFailedXy TR IE , B LUEN Lambda B# @ Amazon CloudWatch H&
RFEEIRAE, BXEZELR , S HAWS Lambda FF X & ™ AWS Lambdad #1518 Amazon
CloudWatch B&.

MRHFHIRIW , MAREHIGENIZR2EREIBIE processing-failed XX S3 F%
Mo XEEREFUTHER :

{
"attemptsMade": "count",
"arrivalTimestamp": "timestamp",
"errorCode": '"code",
"errorMessage": "message",
"attemptEndingTimestamp": "timestamp",
"rawData": "data",
"lambdaArn": "arn"

}

attemptsMade

=R EREG

arrivalTimestamp

I 5% Data Firehose W ZIi2 F&AY8TE o

errorCode

Lambda JREIRY HTTP %K%,

errorMessage

Lambda R EIRYEiREH B,
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https://docs.aws.amazon.com/lambda/latest/dg/getting-started.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_UpdateDestination.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_CreateDeliveryStream.html
https://docs.aws.amazon.com/lambda/latest/dg/monitoring-functions-logs.html
https://docs.aws.amazon.com/lambda/latest/dg/monitoring-functions-logs.html
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attemptEndingTimestamp

Amazon Data Firehose £ 1t 2% Lambda A A # &t A,

rawData

234 base64 YwIBHYICFKENIE,
lambdaArn

Lambda B #H Amazon BEREZ# (ARN )

Lambda & F B9 5242 B+ (8]

Amazon Data Firehose X33k 5 44089 Lambda @A A, MMRER Lambda HHFERT 5 9
WIEETRK , MESWRILLT481% : Firehose £ Lambda FHEEEAT iR, AWS XN EAEE
et 5 o8,

BXRAEE MRS Amazon Data Firehose £ IIAIAEBWEER | 5, the section called “BiiE
o R W ab 2

R1CF %10

Amazon Data Firehose AILUNFI A R #ERA IS KB R A EEH S3 F#iE , B ERENICFRKE
ERBFr. BULAERIERREH Firchose BN EARICRKEZHD. EEARECRERZE , BT
ﬁ?o

Lambda 18 F B 42 aT 8] 118
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£ Amazon Data Firehose #1715 % X

BAD XEEEESFERABIETNZ (HlMtransaction_id®H ) X Firehose FHHEIEHR 1T
Z9 Xcustomer_id , AREFIRIX L% 4R 0 B I BIE AL 3% B 48 S AYIE I 520 5] 22 17 6% AR S (Amazon
S3) Simple S3 Service BI&RH, XEBEARTHRS ( FlAOLSEHAG, WIHFHEMR, Amazon
Redshift Spectrum ML S ) AJAERZRALN T S#SIFHRBFH TS EE. EERNERRND
#o QuickSightitts , EEEFTHNLEHN AWS Afld |, IR XA REFEEZHE Amazon S3 2
&, Glue AJAMITEEZRMNIZE, HRAMMEK (ETL) £5.

FNEBEHTIXAURZAREHED>HBHOBIESE |, (R sE | HBRIEE Amazon S3 EHITHTE
WH R, B RSN BIENBA LR Firehose Hif& % LA FHIREEHFEMNEEF Amazon S3
P, EXNRBFEBE D XLU#HITET Amazon S3 74T , BEE KT Amazon S3 FREBZEEITHX
MARRE , ARTRFEBERTIN , XA BERIBR,

BEzADKX , Firehose FANSHEBIEXNBEZRIFENEZRPHOBRBEHRITOAE , ARBHAN
BURE BB B Amazon S3 BTk, X#E AL time-to-insight WA JL 2 S0 s JL/N S, 38 AT BARRE B AR H
a1 3R,

&

x

N
-

X

- ATz %9 XH Amazon S3 F#MERIR
- REBENITD X

- [6 S3 L HBIERRMFTHNIT DR

- MABAFEDX

- PR XERLE

- BEZANPIEDX

y

X8

BEMNSDX , BAUURES XENBEHTIX , N S3REFECIRZERBES. 2XRBELSEBGR
BEREEREREE, fl, IREEFERERTS ID MER/MXHEERSE , WAL customer_id
MBEFEREEN —1N2XE , & country WBBEFREENS — 1M oXE. RE , BEREN (&£
AXENEN ) RENGED XBIRICRKEELMEIN S3 FREBEIR,

UTRXFOES XBNGE
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o NERFEAT-LL 75 AR Firehose WARE X FALE , B jg #EMTER , AT M JSON B BIFIEFKHR
BATHAXANEHA. Bal , BIMXEEjq 1.6MA,

« AWS Lambda BEEE-I 77 EFE AR ER Lam AWS bda BEUIREUHIRE 4 XFr BN BIEFE.

/A Important
BRBSHXE , BAEDBREES —MAERNBFEHTIX, EUAREHP —MHEK
EESXE , A UENEEXHSE.

5 F N ER AT 822 0 (X 52

ERARBIEENRBENISIEEE  XNERERES XBHNBBECRSH , ANENMEEW
7 XRRHE—ME,

UERMNE-TUATRPIBEILR , EENABINRENNEE L2 X8

{
"type": {
"device": "mobile",
"event": "user_clicked_submit_button"
b

"customer_id": "1234567890",
"event_timestamp": 1565382027, #epoch timestamp
"region": "sample_region"

}

Bl | BT LUERRTE customer_id S E event_timestamp SHIHBFEHTOIK, XEWREFE
HFLEFHASRIEEKDH customer_id S E event_timestamp SHMENRBEE M HEMEEID
XK S3 IR, BUAERRESH , IMRERN . type.device B device, BB D XiE
BUREERT SIS

Ny XBERBESHE , RSN SHRHEIEHN jg REX. TRETRTSHI jg RENARS

S8 jg ®ER
customer_id .customer_id
device type.device

A A EBRARAT 02 0 X2 120


https://stedolan.github.io/jq/
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B ja JERX

year .event_timestamp]| strftime("%Y")
month .event_timestamp| strftime("%m")
day .event_timestamp]| strftime("%d")
hour .event_timestamp]| strftime("%H")

Eiz1THt |, Firehose A LAV A REERICKHPHBIERTESE,
£ AWS Lambda BEZi0I 2 9 X 42

NFEFRMZHBITEILF , RER JSON ZAWEMHERNNEIE , BATAFEAERK AWS
Lambda HBMEECHEENRBRBES, BERERILR , UERNFRE S XFENKEF
B, XRXNIMEHE Lambda BT B , ZEEILEE Firehose PRI A, EAI IR, SBTHIRE
?&E—?—Eﬁ , RIEEAHEEBMN Lambda R THAD KX

LR 2 Python H#) Firehose AL RHI Lambda BB , ZEREEBMNA A S H S KIEEIEE ,
HMEFHIRE D XEH,

from _ future__ import print_function
import baseb4

import json

import datetime

# Signature for all Lambda functions that user must implement
def lambda_handler(firehose_records_input, context):

print("Received records for processing from DeliveryStream: " +
firehose_records_input['deliveryStreamArn']
+ ", Region: " + firehose_records_input['region']
+ ", and InvocationId: " + firehose_records_input['invocationId'])

# Create return value.
firehose_records_output = {'records': []}

# Create result object.
# Go through records and process them

f# A AWS Lambda BB 22 X & 121
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for firehose_record_input in firehose_records_input['records']:
# Get user payload
payload = base64.bb64decode(firehose_record_input['data'])
json_value = json.loads(payload)

print("Record that was received")
print(json_value)
print("\n")
# Create output Firehose record and add modified payload and record ID to it.
firehose_record_output = {3}
event_timestamp = datetime.datetime.fromtimestamp(json_value['eventTimestamp'])
partition_keys = {"customerId": json_value['customerId'],
"year": event_timestamp.strftime('sY"'),
"month": event_timestamp.strftime('%m'),
"date": event_timestamp.strftime('%d’'),
"hour": event_timestamp.strftime('%H'),
"minute": event_timestamp.strftime('sM')

}

# Create output Firehose record and add modified payload and record ID to it.
firehose_record_output = {'recordId': firehose_record_input['recordId'],
'data': firehose_record_input['data'],
'result': 'Ok',
'metadata’: { 'partitionKeys': partition_keys }}

# Must set proper record ID
# Add the record to the list of output records.

firehose_records_output['records'].append(firehose_record_output)

# At the end return processed records
return firehose_records_output

LA 2 Go #H Firehose #AL B /Rl Lambda BREX , ZERBEBMN @ AZ M HNERIERIEE , HM
ExRFIRID XZ4H,

package main

import (
Ilfmt n
"encoding/json"
"time"
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"strconv"

"github.com/aws/aws-lambda-go/events"
"github.com/aws/aws-lambda-go/lambda"
)

type DataFirehoseEventRecordData struct {
CustomerId string “json:"customerId"®

}

func handleRequest(evnt events.DataFirehoseEvent) (events.DataFirehoseResponse, error)

fmt.Printf("InvocationID: %s\n", evnt.InvocationID)
fmt.Printf("DeliveryStreamArn: %s\n", evnt.DeliveryStreamArn)
fmt.Printf("Region: %s\n", evnt.Region)

var response events.DataFirehoseResponse

for _, record := range evnt.Records {
fmt.Printf("RecordID: %s\n", record.RecordID)
fmt.Printf("ApproximateArrivalTimestamp: %s\n", record.ApproximateArrivalTimestamp)

var transformedRecord events.DataFirehoseResponseRecord
transformedRecord.RecordID = record.RecordID
transformedRecord.Result = events.DataFirehoseTransformedStateOk
transformedRecord.Data = record.Data

var metaData events.DataFirehoseResponseRecordMetadata
var recordData DataFirehoseEventRecordData
partitionKeys := make(map[string]string)

currentTime := time.Now()

json.Unmarshal(record.Data, &recordData)
partitionKeys["customerId"] = recordData.CustomerId
partitionKeys["year"] = strconv.Itoa(currentTime.Year())
partitionKeys["month"] = strconv.Itoa(int(currentTime.Month()))
partitionKeys["date"] = strconv.Itoa(currentTime.Day())
partitionKeys["hour"] = strconv.Itoa(currentTime.Hour())
partitionKeys["minute"] = strconv.Itoa(currentTime.Minute())
metaData.PartitionKeys = partitionKeys
transformedRecord.Metadata = metaData

response.Records = append(response.Records, transformedRecord)

f# A AWS Lambda BB 22 X & 123



Amazon Data Firehose FEANGIER

}

return response, nil

}

func main() {
lambda.Start(handleRequest)
}

AT a8 2 XH Amazon S3 17 # Bl &

ERIEFERATL D S3 457 B #RH Firehose Fibt , 4 ¥gE Firehose Al FAAMBUEN L % S3 1714k
o BT LA A Amazon S3 FMEAI R RALFME S3 FRBEHPHEIE. Amazon S3 FEERTIZRE
PFBEF, TN ELNNRSAE—E,

SBEEPX , B9 XEIEFEHEIEEH Amazon S3 BiE, MBERABAISHX , M A%ER
Firehose RIEE S3 FE@EAI%R. ER , MRZERBAISSX , NMAMIEE Firehose mELE D
X#IER S3 FRBRIR,

EEBRIAD XHWE Firehose it |, S3 FHBIAERETZRAHRNEES XZHANRERNA
Mo BXEREENEBIEICE RS , A LEELT S35 E , ZERET LAENN D XBHRE
AR :

"ExtendedS3DestinationConfiguration": {

"BucketARN": "arn:aws:s3:::my-logs-prod",

"Prefix": "customer_id=!{partitionKeyFromQuery:customer_id}/
device=!{partitionKeyFromQuery:devicel}/
year=!{partitionKeyFromQuery:year}/
month=!{partitionKeyFromQuery:month}/
day=!{partitionKeyFromQuery:day}/
hour=!{partitionKeyFromQuery:hour}/"

Firehose EE T ITE LIRRIAR, FEEAERITERN S3 SIRRAXVIERKIAEE —MREEH, A
J& , Firehose &SN BEEEZEET(EEH S3 IR, M S3 EEKIBEBEMNINEMH Firehose FE A
XiEEBERE, Hit , AN REIFHIZREEMBLT S3 TR :

ATFaA 2 XK Amazon S3 174 #8814k 124
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s3://my-logs-prod/customer_id=1234567890/device=mobile/year=2019/month=08/day=09/
hour=20/my-delivery-stream-2019-08-09-23-55-09-a9fa9%6af-e4e4-409f-bac3-1f804714faaa

MNFHBDKX |, BURIE S3 FHBAIBRPFFEAUTRERXKER : | {namespace:value} , H

WA ZEE A LR partitionKeyFromQuery = partitionKeyFromLambda , tBA[LARH
E, MREANBKRBHANFREEVWNRES X , WATIEE— S3 FHBIRE , ZEHRANUT
BXEENRERXNAR : "partitionKeyFromQuery:keyID", R A AWS Lambda &
BHNBRBELNRSXE  NAMIBEE— S3 FHBIRE , ZERATEREENRIEAXA
X : "partitionKeyFromLambda:keyID",

@ Note

& AT LA Hive BB RIEE S3 EHEMERIZRE , SN customer_id=! {partitionKeyFrom2
iﬁl:gF_lD}o

BEXEZEER |, S AIE Amazon Firehose A S S3 NRHEE L BRFH “H B By kFE
Amazon S3”,

REBENDISTX

BO IS XMATREHE (il , REEIEA PutRecord M PutRecordBatch API @A
MWEANEH, BERIER ) , EXTAENXEREH#HITHRR., EUUBELEAZIERBRRIVERES
& , BEEMTFirehose P MIE R FHAFHNIE., ZIEFRMRITLUR ISON £H | XEKEFIZRND
ERETHEME JSON H1TH., bR Delimited K&  XEWRECEZNIBREETEENEE
U BHERITH, ZEENLDBHLARE base-64 RBWERHFHR, flin , MREBFHUTZHFEER
BEM D RAF#### , MAFEL base-64 mBENIEEZFHR , FHERN, IyMjIw==

NTREHE , HEBAHED X, Firehose 2 ik , ARFBPEEN S CZBRRBESH
APl iR EHR A MA JSON X RH D RICF,

/A Important
MRBFEREREN , WRBEE RN HEH THERN T ENAIED X,

REBENDDT DX 125


https://docs.aws.amazon.com/firehose/latest/dev/basic-create.html
https://docs.aws.amazon.com/firehose/latest/dev/s3-prefixes.html
https://docs.aws.amazon.com/firehose/latest/dev/s3-prefixes.html
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/A Important

HIRIE Firehose RE AR RIIEER | NEHBERZAINABRES. & A Firehose BI%
B EUTIRFE#ITAIE R4S - B Lambda # 1T iERER - 2 XB4,

[B] S3 1& % & A AN T B 17 20 PR 45

ZAILB R ‘T RAT , LEEEHE Amazon S3 I RAMIEFZ RN MITNIT DR XX #
#r Amazon S3 FRIXIRBEH B, SANREBRBERADSS Xt , Xt EH , RAFENETTE
M—82 , ZIERERE (LALNRATREHE , AT EXNEHRTHED X ) 2MIEFHIERH
1To

mAEAmARDX

O LLETS Amazon Data Firehose B2 &l& . CLI = APl 3 Firehose BB Bz S5 X,

/A Important
REZ QIR Firehose BN , TREEAIT DX, BXRENEARBADIS S XHNIAE

Firehose /3 AaIA D X,

HRXIEBEHF Fire hose BB IN{AES Firehose EER4IABAMNEEIS ) XWEMALE | iF
Z A 8]2 Amazon Firehose Fio ZHRFFIAR N IR Firehose EIEISE BARAT |, B SIRR “HIRN B
¥rRi&EE Amazon S3 EHN BFR” B0 PV RHEITIRME , AN Hel , REFEH Amazon S3 #EH BHRH
Firehose BT XA 71 X,

&M Firehose M EBASA LT XfE , BAILIBIFMFH S XZARMBRIEM NG 2 XBHHAM
S HIBRRAIAREFMAEE. EH G , Firechose FF I E AN HAFIAY S3 AIRRIER,

/A Important
£ Firehose B L BRSO XE , MEZEEM Firehose B LZ2RAZHT DX,

6 S3 & H BiE B R IR 17 2 IR A 126


https://docs.aws.amazon.com/firehose/latest/dev/basic-create.html
https://docs.aws.amazon.com/firehose/latest/dev/basic-create.html
https://docs.aws.amazon.com/firehose/latest/dev/create-destination.html#create-destination-s3

Amazon Data Firehose FRARIER
A0 XEE IR

R Amazon Data Firehose o £ AT IR M Firehose RAMBIEICSR , RE T ZRIUEEN 2

4R, WA TME S3 AIREFIENRIER | NXLEEIE D FKFEHE U!SE@'JEFJ—“@ZJJ?S@‘EE’J
Firehose AT %S ER S3 fHIRTEM WA R, S3 FHIREMMIIB B S Firehose TEZIXZIEE S3
BARMATEIESR, XEERERBEEREXBEALAN, BRTIEFRN , RANNRESEEXRERNVER
LAHS B 38 £% R0 AR R 4R R

WRERN M Firehose "B AZIAD X , MAIH Firehose FRIETE S3 EiRFHE BRI R, WRETER
Firehose B AZIS DX , MIEE S3 HiRFMBAI R IEN,

BREFPNDISTX

Amazon Data Firehose 2 & AR RBIEZHE —EX DM —EBE , AEBNERRIEEEN
M, BAJLAERIERHTHY Firehose BERENEEZ P X K/PMEFBER , EEFHINE Firehose TREIEH
KOMEHER. EHAXKPWENRE MB , EHFXEIRNENER,

BRAZAD X , Firehose 2RBEENEARR ( K/ HEtE ) ZAMBERAETEED XHiZR
ARG BN LI RAIXEIEM Amazon S3 F#EM. I TRAERAKPHIFR , Firehose 7R ZBAEE
BT ZREH, HIt , —#123%M end-to-end R WTRE R BL B K E IR RETEIMN 1.5 5, XA&F
Firehose EEMNHKIEFEEE.,

FEHP XU HREMEARIESIPXNWER, fltl , IRFAIPXERNEVHIE 3IPPEX , HER
E—1MEHAXRERREE , 860 Wig — X f&m , BBLFEHEFHEE 180 NEF P X, WK Firehose
TENDXFNBERERER , NZ2RERNEFARPERANEST X |, BEITTLEERN L,

HRFPICFBIEFERM S3 sIRKRARNN S3 FIRITENHMEN , FEIB-IHIX. AENEFHDTK
R MERX, EAMEEITE S3 iENENERIERBREHIZEFIX, —BEPXAIE
HEXARPNREHE P EEEFE | Firehose MRtIZ2—NMESEFXBIEANR , FFHEEIIEEN
Amazon S3 Bl R, ERNRE , B0 XNEF XD XARSFHEMER , ANES D XIHBHBER, —
BHREEN D XHNEHRXK/NHEFR , Firehose ISFENEHEXBFENBINREE, —BED
2 XNBEEDFMEER 500 B LR |, Firehose MANHRIZKMLBEIEFIEEN S3 HEiR1FH
BWETR.
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£ Firehose R IEH A 10 K&K

ENEIEEE D D% S3 28 , Amazon Data Firehose AJ SARFERY 5 A BIEHI &M JSON %R
Apache Parq uet 5/ Apache ORC, Parquet 1l ORC 2%|X#FEHK , 5 JSON HTXEXMLt |
HUFEZaHEREEAER, MREBERLG JSON AN BAKR |, E52BE (CSV ) R
SRR | BELASEER AWS Lambda RFHEH RS JSON 8K, BXEZEER , B8SH HiERE
B

F&:

- BERBXFRRER

. %42 JSON fRR 85

- EFRBRTE

- HiMAEEER (BHE)
o BB AILRZER (API)

- BRBRERERLE

- IERBEXERTA

IO ERESK
Amazon Data Firehose EELU T =N TR REBRICZBEHER

o AT EEUE ALIE JSON R FHIbes — B UNFFERE N R F5ILEs P i%EE—F . Apache
Hive JSON 3 OpenX JSON, SerDe SerDe

@ Note

MEFZAN JSON XHEEHFIE —EFKHP , FEEAREHEMANULZIEFN JSON KXE
o JSON MHEAETRBE MM A

Flan | XREBBEMA : {"a":1}{"a":2}

mix 2= A : [{"a":1}, {"a":2}]

- ATHENMAERZBIENLEN  #H8 AWS Glue £ AWS Glue Data Catalog #2224, &
/& , Amazon Data Firehose 5| BiZRHEATCRBFRENEMALIE. B ERAHERKIEN
kB E Amazon Data Firehose MIZHN 2 HF. BEXEZER , HSH (AWS Glue FFRA R IR
) FHIEZ AWS Glue 3iE B .
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https://parquet.apache.org/
https://orc.apache.org/
https://cwiki.apache.org/confluence/display/Hive/LanguageManual+DDL#LanguageManualDDL-JSON
https://github.com/rcongiu/Hive-JSON-Serde
https://cwiki.apache.org/confluence/display/Hive/LanguageManual+DDL#LanguageManualDDL-JSON
https://github.com/rcongiu/Hive-JSON-Serde
https://docs.aws.amazon.com/glue/latest/dg/what-is-glue.html
https://docs.aws.amazon.com/glue/latest/dg/populate-data-catalog.html
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® Note

£ AWS Glue Data Catalog FRIZHEHN ZEMABIBEEMELTE, &0 , HRENEBIE
AT ERUPRIEENEME. MREFEHARE JSON |, FEEHRFERAATE S JSON I
EL K STRUCT £&, AxmAsEA STRUCT LB EH#HRE JSON WEER , BSHE
B,
- AT @ HiFEFERN BRIXEFEER (Parquet 2 ORC ) WFFI{LER — B SUEERFAMRE
K F%{LEs 2 — : ORC B Parquet, SerDe SerDe

/A Important

MREFAICFRENFER , NEEFIL S #HEIE Firehose B #71RE F L S # OpenSearch Bk
%, W 5# Redshift 3% Splunk. B AKX EERE , Amazon S3 2% H Firehose B A LA A
EI‘J HE_ E E’gi&o

BENER 18 F K% 2| Amazon Data Firehose 2 BISLE TiX g |, B AT AR RBIENIZ R,

1%$F JSON fE RS

SerDefN REM WA JSON A THAHETEIE , B1%EFE OpenX JSON :

« yyyy-MM-dd'T'HH:mm:ss[.S]'Z' , EF/ & ZE 9 11 , i
W 2017-02-07T15:13:01.39256Z,

* yyyy-[MJM-[d]d HH:mm:ss[.S] , EH/M&EZHE 9L, filf0 : 2017-02-07 15:13:01.14,
- B, LR R, fl0: 1518033528,

EW , UL KRR , i : 1518033528123,
- FRAY , UL RT, w0 1518033528.123,

OpenX JSON SerDe AJLUFAR () BRATHE (). ©RETLATER JSON &3 1T R BITLH
FHERNNE, BxRFSLESEIT Amazon Data Firehose RGN EZER |, TS
OpenX, JsonSerDe

MREAHEEERWNRFHIEE |, FEMA OpenX JSON SerDe , BRIERBEE AR XM EIE.
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https://docs.aws.amazon.com/athena/latest/ug/openx-json-serde.html#nested-json-serde-example
https://docs.aws.amazon.com/athena/latest/ug/openx-json-serde.html#nested-json-serde-example
https://cwiki.apache.org/confluence/display/Hive/Parquet
https://cwiki.apache.org/confluence/display/Hive/LanguageManual+ORC
https://cwiki.apache.org/confluence/display/Hive/Parquet
https://cwiki.apache.org/confluence/display/Hive/LanguageManual+ORC
https://github.com/rcongiu/Hive-JSON-Serde
https://docs.aws.amazon.com/firehose/latest/APIReference/API_OpenXJsonSerDe.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_OpenXJsonSerDe.html

Amazon Data Firehose FRARIER

MRSV RBEES 2R ENEXTRE , &M Apache Hive JSON, SerDei&ZILiFHEE ,
BAEEEFRANERER. Nkt , HEE Joda-Time DateTimeFormat X FEZFEMNERNIE
t. BXEZER , 153 DateTimeFormat,

R AEFASERE millis KB EE (ZW , UL RT ) . MREREE®ER , Amazon
Data Firehose ©java.sql.Timestamp: :valueOfBRIABEAZE R,

Hive JSON SerDe & A 1FHITUA TIRE -

« JIBHFHTR (L)

« AR uniontype WFE,

- BPEEHFEREEET JSON FHFHENFR, Hln , WREHZ (EH ) , ™ JSON
={"a":"123"} , Nl Hive SerDe &4 H&i=.

Hive SerDe T2 FH#iER JSON BN FRH, flw , MREH {"a":{"inner":1}} , BT 2F
{"inner":1} M A FERFHE,

EFEEBITLER

ERENBTRBRTENLZER, ETHBEXREXANFINFETMNESZER , i8ZH ORC
SerDe # P arquet, SerDe

RHiRH BRI (2HE )

ﬁ'JE:EE%ﬁ Firehose Bt , JAERFI & LB ABERN KR, BABEEIEKIRE , Amazon
3 BB LA Firehose BIERELEAIME— B AR, LA, Fﬁﬁﬁiﬁ’é}ﬁ&ﬁ RENER Amazon
S3 E48. 182 , Snappy EHLERN BaRRIEN —3B25 B3I## 1T, Amazon Data Firehose
EAG|REFAR Snappy 2R &R 5 Hadoop B, XZ "ik# I&TILAE A Snappy E4RHY
ZERHTE Athena P X LEBIEZEITER, BX Hadoop FIEEIEY Snappy BNEE |, 85

% .java, BlockCompressorStream

E N IIE Firehose 78 AHEHR N &k

1. BFZHFTF Amazon Data Firehose ###|& , Wity https://console.aws.amazon.com/
firehose/s, AWS Management Console

2. EEEFEHH Firehose BEE , LB ZRHANT RGBT Firehose Bk, €% Firehose E%
3. HEHBIEEEAT , HicEEAEBRIRENCEH.
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https://cwiki.apache.org/confluence/display/Hive/LanguageManual+DDL#LanguageManualDDL-JSON
https://www.joda.org/joda-time/apidocs/org/joda/time/format/DateTimeFormat.html
https://cwiki.apache.org/confluence/display/Hive/LanguageManual+ORC
https://cwiki.apache.org/confluence/display/Hive/Parquet
https://cwiki.apache.org/confluence/display/Hive/LanguageManual+ORC
https://cwiki.apache.org/confluence/display/Hive/Parquet
https://github.com/apache/hadoop/blob/f67237cbe7bc48a1b9088e990800b37529f1db2a/hadoop-common-project/hadoop-common/src/main/java/org/apache/hadoop/io/compress/BlockCompressorStream.java
https://github.com/apache/hadoop/blob/f67237cbe7bc48a1b9088e990800b37529f1db2a/hadoop-common-project/hadoop-common/src/main/java/org/apache/hadoop/io/compress/BlockCompressorStream.java
https://console.aws.amazon.com/firehose/
https://console.aws.amazon.com/firehose/
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4. ERIENREHER. BXRXXFAMEINESER , 15 Apache Parquet # Apache ORC,
5. 1% AWS Glue RERETERICRVEN, REXE., BIEE. RMKKRAE,

R AL FKE (API)

R YR8 1k Amazon Data Firehose FFYREV i ABIEHE M JSON ¥ Parquet 5% ORC , 87
extendedS3 = Extended DestinationConfiguration S DataFormatConversionConfiguration3 # g A
% t%E, DestinationUpdatefl R 1#&$E DataFormatConversionConfiguration , N3i&E A LA TR -

« 127 BufferingHints , 21R /B AIEFE RN , MFEESizeInMBSHERE NN TF 64, LI, IR
AERAKRNER , WEIAMEN 5. ERARNERE , ZEFER 128,

« {RFCompressionFormatiE extendedS3 DestinationConfiguration = extendes3 ik &
#. DestinationUpdate UNCOMPRESSEDCompressionFormat BIZRIA{EN UNCOMPRESSED,
H it , # A LAE ext en DestinationConfiguration dedS3 R ERB R RIEE, BINER
T , BB Snappy EERENBTILEEN -2 B2 ES. Amazon Data Firehose
EARFIRERAR Snappy ERIERE Hadoop A . XEWE , BAILAER Snappy E4H
£ R HE Athena AXTIXERIFEZETEM, B< Hadoop FIkHBiIHY Snappy BLEREN |, S
7].java. BlockCompressorStream S B H{T{LERET , WA LUERHMERNELSE.

ICRME A R IR E

% Amazon Data Firehose To &R R FLIC RS (Fln , HHBPBSREATEER ) , EaERE
RS HEE A Amazon S3, MR LLE A KM , Amazon Data Firehose FKIEEis , MME L —F
Rt WFH/REMKMIEFE , Amazon Data Firehose A ERA U TEMEE — JSON X4 :

"attemptsMade": long,
"arrivalTimestamp": long,
"lastErrorCode": string,
"lastErrorMessage": string,
"attemptEndingTimestamp": long,
"rawData": string,
"sequenceNumber": string,
"subSequenceNumber": long,
"dataCatalogTable": {
"catalogId": string,
"databaseName": string,
"tableName": string,

BB AL (AP) e


https://parquet.apache.org/
https://orc.apache.org/
https://docs.aws.amazon.com/firehose/latest/APIReference/API_ExtendedS3DestinationUpdate.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_ExtendedS3DestinationConfiguration.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_DataFormatConversionConfiguration.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_ExtendedS3DestinationUpdate.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_ExtendedS3DestinationUpdate.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_DataFormatConversionConfiguration.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_BufferingHints.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_ExtendedS3DestinationConfiguration.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_ExtendedS3DestinationUpdate.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_ExtendedS3DestinationUpdate.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_ExtendedS3DestinationConfiguration.html
https://github.com/apache/hadoop/blob/f67237cbe7bc48a1b9088e990800b37529f1db2a/hadoop-common-project/hadoop-common/src/main/java/org/apache/hadoop/io/compress/BlockCompressorStream.java
https://github.com/apache/hadoop/blob/f67237cbe7bc48a1b9088e990800b37529f1db2a/hadoop-common-project/hadoop-common/src/main/java/org/apache/hadoop/io/compress/BlockCompressorStream.java
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"region": string,
"versionId": string,
"catalogArn": string

}
}

I FRAE AR RAI

BxumAEAIREIEZERERN RBIAWS CloudFormation , &2 AWS::DataFirehose::
DeliveryStream,
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-kinesisfirehose-deliverystream.html#aws-resource-kinesisfirehose-deliverystream--examples
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-kinesisfirehose-deliverystream.html#aws-resource-kinesisfirehose-deliverystream--examples
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{# & AT Apache Flink I 2 EE RS

& Bh Amazon Managed Service for Apache Flink , 2 aJ LAfEf Java, Scala = SQL R4 F 25477
BiE, ZRSELEBHNRFERENZITRE , SATEREFI 24 | 155 S 42 &l AR A o 2 st e
=178

BXREERAT Apache Flink WL S L ERSERN B , TSR RH . BEAN ZEEIE Fire hoseo

FEARGIH | B[ AIE— Apache Flink B AR , ZBARF U Kinesis BIERERNR , &
Firehose TRIEN#ZEKER. B U AZEKERRIE Amazon S3 EEFRARFNMAE,

e al , EIREFFFEN ERFM

&M T Apache Flink NREFNEERSHAH
- TR EREMN
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https://docs.aws.amazon.com/managed-flink/latest/java/get-started-exercise-fh.html
https://docs.aws.amazon.com/managed-flink/latest/java/getting-started.html#getting-started-components
https://docs.aws.amazon.com/managed-flink/latest/java/getting-started.html#setting-up-prerequisites
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Amazon Data Firehose ZIE4E i

BIRRIEFEW Firehose EEfE , 2 BNEEIEEREN B .

/A Important

WMEFE A Kinesis Producer Library ( KPL ) J¥#IEE A Kinesis iR , WAILMERARE
kEHEAZ Kinesis BIERNIZ R, MRIEHEFERZEIERIEN Firehose BIERH

SRR , Amazon Data Firehose £EfFIEREEZ BRZ oI H#THRLE, WREF
Firehose FELE R F#B3E , Amazon Data Firehose & 7EfFIE FAA X R 2 g3 E 1T #ER AL
B, AWS LambdaBXxEZEE , HSH (Amazon Kinesis Data Streams FF X A R ¥§r)
B9 A Kinesis Producer Library 7 & Amazon Kinesis Data Streams Producer M# TR &,

£

- BiREAmER

- BURE MR

» Data Delivery Failure Handling

+ Amazon S3 W REHER

+ OpenSearch Bk BRI ER 5|5k

« HTTP &% S BARE AWS IKF R AWS Xig RS
- EEMICE

o MAEFEMIRE Firehose EREERE

BiER BN

NT @IS fE B F 4% BRSS (Amazon S3) Service 5 ¥IE |, Firehose SR IE& IR A LB 1E 1
L&E AT, ARE , FiERMER Amazon S3 X FiL 4% Amazon S3. BRIAER T |, Firehose iE#
NBFERNTHFETALRERF. NRETERZBEFERAFTNTIRER , WA LB Firehoseconsol e Bt
B3 API S8 S AiZIEERIR M 1T 2 A

A 7 [a Amazon Redshift £ E3E , Firehose B 5t 1% B8 8] [H 18 IR BV #& NAG4E A BUIR(Z X BIVREY S3
7. SRS , Firehose 2% H Amazon COPY Redshift 545 , JFEIEM S3 FE @ MNE 2T 5%
Redshift T fg & S8 = & # Redshift ITARSS 88 T/EH ., H{RTE Amazon Data Firehose %/ M&E AR

BRERER o


https://docs.aws.amazon.com/streams/latest/dev/developing-producers-with-kpl.html
https://docs.aws.amazon.com/streams/latest/dev/kinesis-kpl-concepts.html#kinesis-kpl-concepts-aggretation
https://docs.aws.amazon.com/firehose/latest/dev/create-destination.html#create-destination-s3
https://docs.aws.amazon.com/firehose/latest/APIReference/API_Processor.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_Processor.html
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FEREE Amazon S3 XN KRG , AILUFT G S3 M REFHIZIZRH Amazon Redshift i fl B £ &=L
O Redshift TIRE 8 TEA. EXEZEER |, 5 Amazon Redshift COPY i HIER NS,

79 7 18 OpenSearch BR%5# OpenSearch TEpR S 2R1& # kI , Amazon Data Firehose 2R IEERY

Firehose RHVE P E BERE HE ALK, RE , ELEK—1 OpenSearch ;5= OpenSearch o

RSt BiER | FESRIEHELIFER OpenSearch FRFEE S OpenSearch TREGB/ES, EF

12 & %)% %] Amazon Data Firehose Z 8 , HHEENIERZER UTF-8 B HARFE(L N E4T JSON X

Ro WAL, UK OpenSearch fRFEE M rest.action.multi.allow_explicit_indexi&In

REN true (BRI ) , TREEANBRIERRENEXRSIREZ#HEFR, BEXELER , FEH
{Amazon OpenSearch BRI K EIERE) P H OpenSearch FRFELE 5 Hik W,

79 7 18 Splunk &% ¥#E , Amazon Data Firehose EEEBRKIENFET ., MREELNKEFRER D
RAF (IMRITR ) |, BEMBITRAXESBRF. BRI Splunk BLE N BT EALE DB

ENZTXEFENE=ZFRFEEBSHEN HTTP Ik S EREBIER |, B LIEHERKA Amazon Lambda
RERIE—NEE , FEAREKERNSRSEAHEXRTHANE N CEHENEN, FRIALIERH
HTTP i REN B E=ZF RFIRMEE , THAXMINESINIEZERANEZELR,

WoE AR SR

S Firehose BB ECHBIEZRANE, BXEZEER |, BSREFET,

Data Delivery Failure Handling

S Amazon Data Firehose B #r#E B C B B IB4E 5 K MAL B 15 7%,
Amazon S3

B S3FHMHNBEAH IR TREERRAMAR. Flin , ZFEMAESTERE , Amazon
Data Firehose #EHY IAM A G AIRELEH R ZFMEA. NMEHIHERELCSH, EXHER
T , Amazon Data Firehose £3F&FiRX Kik 24 /Mot , BEEIR M Ih. Amazon Data Firehose #J
EEBIEEFEIER 24 pat, MRBIEERBAMES 24 /Mot , BTEFEKX.

Amazon Redshift

XTI S5 Redshift B#r , A LAE €12 Firehose B EEEEHNK (0—7200¥ )

FFBIEFE 2] Amazon Redshift FlE &85 Amazon Redshift Serverless TR , AJEESE H LA
TIAANREEMmMAM, Fla0 , &8 Firehose EEMERRE TN ER, SHITEALTEFR
A, REMNEHMHE, FEXFERT , Amazon Data Firehose £ 7E 8 E K BT A ER R E i 7 B
ZAERIXE Amazon S3 W R, BN RIEELLBREXHNEREREERN S3 EHEBHH
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https://docs.aws.amazon.com/redshift/latest/dg/copy-parameters-data-format.html
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/es-createupdatedomains.html#es-createdomain-configure-advanced-options

FRARER

Amazon Data Firehose

errors/ XHXW , BRI LUMAZFRE XA H#HITFHEE, ExNAFEREFERXMH4F3 COPY &
BHER , BSRAFEABEEEREXHY.
Amazon OpenSearch fR%5 #1 OpenSearch7c iR 5585

¥ F OpenSearch iR H OpenSearch TTARSSEF B #5 , WAL SIBZ MR IEEEiRIFEATH
(0—7200 % ) o

HFZMER , &K OpenSearch RS EEF S OpenSearch LIRS BESEMBUIBERES KM,
flan | &Y Firehose 7 A] BE1ZTE 5B =Y OpenSearch RS E &S OpenSearch TIREESHE
B, OpenSearch [EE4EF HIPRSS 5£8 OpenSearch LIRSS EEES. WEHMERELEH, £X
fER T , Amazon Data Firehose 2R EN N EERANEIR , ARSI ZBENRSIER, BIH
X EREBIEH S3 FEEF M AmazonOpenSearchService_failed/ X#RK |, &0 LR
RAe#TFahEE,

¥¥F OpenSearch fRS , BMNXEEEELLT JSON 1% -

{
"attemptsMade": "(number of index requests attempted)",
"arrivalTimestamp": "(the time when the document was received by Firehose)",
"errorCode": "(http error code returned by OpenSearch Service)",
"errorMessage": "(error message returned by OpenSearch Service)",
"attemptEndingTimestamp": "(the time when Firehose stopped attempting index

request)",

"esDocumentId": "(intended OpenSearch Service document ID)",
"esIndexName": "(intended OpenSearch Service index name)",
"esTypeName": "(intended OpenSearch Service type name)",
"rawData": "(base64-encoded document data)"

}

¥tF OpenSearch THRE 8 , BN EEEALLT JSON X

{
"attemptsMade": "(number of index requests attempted)",
"arrivalTimestamp": "(the time when the document was received by Firehose)",
"errorCode": "(http error code returned by OpenSearch Serverless)",
"errorMessage": "(error message returned by OpenSearch Serverless)",
"attemptEndingTimestamp": "(the time when Firehose stopped attempting index

request)",

"osDocumentId": "(intended OpenSearch Serverless document ID)",
"osIndexName": "(intended OpenSearch Serverless index name)",
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https://docs.aws.amazon.com/redshift/latest/dg/loading-data-files-using-manifest.html
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"rawData": "(base64-encoded document data)"

Splunk

% Amazon Data Firehose [@ Splunk KAZIER , ©2%4#F Splunk AT, MREXEHIR , FE
BIAKREBIAES A A ZEE | Amazon Data Firehose 2531 Eid G4 E1THER. S RTHE
iR, BBERIFERTERH, 2/& , Amazon Data Firehose i\ A X REIFEEH AN , FHHEEZH
BB S# S3 FEN.

)X Amazon Data Firehose [@) Splunk KA IER , TIERYARAZXERER | FLEFBHRIA
AT 8 ES. AE , F1F Splunk BWHETA, BIEERIFLERIEEHE , Amazon Data Firehose H&%

FHEIA , ERWEIFEIASOAEIFEIAER F L, MRBEIAER , Amazon Data Firehose 2@ TR ZE L
BEERITHETREEERRNE. MRERRNE , ©RERXERAEEZEE , EFIKREH

NS EE A E 2 2 H,

KRB BWIAH TR WLV - —RBEARER. AXEMARENBECRERNEER , BS
B9 Splunk HiEEHtEIR. MREHFEFNEAT 0, HABRECHERFIMEAEREE,

THR-MERIEFERA

"attemptsMade": 0,

"arrivalTimestamp": 1506035354675,

"errorCode": "Splunk.AckTimeout",

"errorMessage": "Did not receive an acknowledgement from HEC before the HEC
acknowledgement timeout expired. Despite the acknowledgement timeout, it's possible
the data was indexed successfully in Splunk. Amazon Data Firehose backs up in
Amazon S3 data for which the acknowledgement timeout expired.",

"attemptEndingTimestamp": 13626284715507,

"rawData":
"MiAyNTE2MjAyNzIyMDkgZW5pLTA1ZjMyMmQ1IDIx0C45Mi4x0DguMjEQIDE3MisxNisxLjE2NyAyNTIzMyAXNDMzZIE

"EventId": "49577193928114147339600778471082492393164139877200035842.0"

HTTP i< B 4%

2 Amazon Data Firehose 8 HTTP &A1 K B iR ZEHERN , E2EFZE RN, REE
AR, SRE I R 1E R R A A E] A 23K , Amazon Data Firehose 28 Eid &t AitHSE. ©
FAMER  BERERFEAZEIE, 2/5 , Amazon Data Firehose IN R X 2EIEEH AW |, HH
BEZDRENTL D S3 F6 .

Data Delivery Failure Handling 137


https://docs.aws.amazon.com/firehose/latest/dev/monitoring-with-cloudwatch-logs.html#monitoring-splunk-errors
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)X Amazon Data Firehose [@ HTTP K if T K B REKIER , TRERVAZERERER ,
HMEEFHEHOSBEATITEESE. RS, EERE HTTP ma BRI, BIMEE i iF4ntE

Hi , Amazon Data Firehose & FM R , B2 U S0 B2 % 3A 2 0e S RS 79 1k, 70 SR 0 57 68

B} , Amazon Data Firehose 2@ TR ELUBEE X ITHRFPRELEERRITE, MREERE , &
BREAAEEZSE , BEFREIMNSRBEEE A E ST H,

RUE UG B H R ME— TR R AN BIEEAEIREE, AXAMRENBECAERNER , B2
B HTTP s SEfE (L i fE iR

THR-MIRIERTH,

"attemptsMade":5,

"arrivalTimestamp":1594265943615,
"errorCode":"HttpEndpoint.DestinationException",

"errorMessage":"Received the following response from the endpoint destination.
{"requestId": "109777ac-8f9b-4082-8e8d-b4f12b5fcl7b", "timestamp": 1594266081268,
"errorMessage": "Unauthorized"}",

"attemptEndingTimestamp" :1594266081318,

"rawData":"c2FtcGx1IHIJhdyBkYXRh",

"subsequenceNumber":0,
"datald":"49607357361271740811418664280693044274821622880012337186.0"

Amazon S3 N RBZHIER

<uuid><file extension><delivery stream version> Firehose [6 Amazon S3 1& 5%k

TRt , SS WRFRPBMEBB/IUTHER |, <evaluated prefix><suffix>H R FRWERN R

<delivery stream name><delivery stream
version><year><month><day><hour><minute><second> R A LAE /& s RELE ( 0 , S3 FiEHH
B, EHRR, EBUARNE ) . BALEH Firehose ##|& = UpdateDestinationAP| R {ERSEH
HE®,

X F<evaluated prefix> , Firehose &N T RN BT BIBISR. YYYY/MM/dd/HHL BT 4RI 7764
HMPREBEREREN , HPSANERT () EREREHFRE— M5, BUBLEESTEEET
MItTENREXNNBEELERREULLEE, BXINABEBENIERNER , HSH Amazon HE
EHEBRISH RN EEX TR,
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BRINMERT , BFREERNNXR UTC , BETUFEERNECERNRX, il , R
A B ASRAERBEMARZ UTC , NATEAFE AWS Management Console 5 APl S#0% &
(CustomTimeZone) HIF8 XELE N LN/ ER. AT HIFRBEXZFFE Firehose FELE S3 BIZRAIAT
X :

Firehose #H1fy S3 BIRELE X FFHV AT X

Africa

Africa/Abidjan
Africa/Accra
Africa/Addis_Ababa
Africa/Algiers
Africa/Asmera
Africa/Bangui
Africa/Banjul
Africa/Bissau
Africa/Blantyre
Africa/Bujumbura
Africa/Cairo
Africa/Casablanca
Africa/Conakzry
Africa/Dakar
Africa/Dar_es_Salaam
Africa/Djibouti
Africa/Douala
Africa/Freetown
Africa/Gaborone
Africa/Harare
Africa/Johannesburg
Africa/Kampala
Africa/Khartoum
Africa/Kigali
Africa/Kinshasa
Africa/Lagos
Africa/Libreville
Africa/Lome
Africa/Luanda
Africa/Lubumbashi
Africa/Lusaka
Africa/Malabo
Africa/Maputo
Africa/Maseru
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Africa/Mbabane
Africa/Mogadishu
Africa/Monrovia
Africa/Nairobi
Africa/Ndjamena
Africa/Niamey
Africa/Nouakchott
Africa/Ouagadougou
Africa/Porto-Novo
Africa/Sao_Tome
Africa/Timbuktu
Africa/Tripoli
Africa/Tunis
Africa/Windhoek

America

America/Adak
America/Anchorage
America/Anguilla
America/Antigua
America/Aruba
America/Asuncion
America/Barbados
America/Belize
America/Bogota
America/Buenos_Aires
America/Caracas
America/Cayenne
America/Cayman
America/Chicago
America/Costa_Rica
America/Cuiaba
America/Curacao
America/Dawson_Creek
America/Denver
America/Dominica
America/Edmonton
America/El_Salvador
America/Fortaleza
America/Godthab
America/Grand_Turk
America/Grenada
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America/Guadeloupe
America/Guatemala
America/Guayaquil
America/Guyana
America/Halifax
America/Havana
America/Indianapolis
America/Jamaica
America/La_Paz
America/Lima
America/Los_Angeles
America/Managua
America/Manaus
America/Martinique
America/Mazatlan
America/Mexico_City
America/Miquelon
America/Montevideo
America/Montreal
America/Montserrat
America/Nassau
America/New_York
America/Noronha
America/Panama
America/Paramaribo
America/Phoenix
America/Port_of_Spain
America/Port-au-Prince
America/Porto_Acre
America/Puerto_Rico
America/Regina
America/Rio_Branco
America/Santiago
America/Santo_Domingo
America/Sao_Paulo
America/Scoresbysund
America/St_Johns
America/St_Kitts
America/St_Lucia
America/St_Thomas
America/St_Vincent
America/Tegucigalpa
America/Thule

America/Tijuana
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America/Tortola
America/Vancouver
America/Winnipeg

Antarctica

Antarctica/Casey
Antarctica/DumontDUrville
Antarctica/Mawson
Antarctica/McMurdo
Antarctica/Palmer

Asia

Asia/Aden
Asia/Almaty
Asia/Amman
Asia/Anadyr
Asia/Aqtau
Asia/Aqtobe
Asia/Ashgabat
Asia/Ashkhabad
Asia/Baghdad
Asia/Bahrain
Asia/Baku
Asia/Bangkok
Asia/Beirut
Asia/Bishkek
Asia/Brunei
Asia/Calcutta
Asia/Colombo
Asia/Dacca
Asia/Damascus
Asia/Dhaka
Asia/Dubai
Asia/Dushanbe
Asia/Hong_Kong
Asia/Irkutsk
Asia/Jakarta
Asia/Jayapura
Asia/Jerusalem
Asia/Kabul
Asia/Kamchatka
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Asia/Karachi
Asia/Katmandu
Asia/Krasnoyarsk
Asia/Kuala_Lumpur
Asia/Kuwait
Asia/Macao
Asia/Magadan
Asia/Manila
Asia/Muscat
Asia/Nicosia
Asia/Novosibirsk
Asia/Phnom_Penh
Asia/Pyongyang
Asia/Qatar
Asia/Rangoon
Asia/Riyadh
Asia/Saigon
Asia/Seoul
Asia/Shanghai
Asia/Singapore
Asia/Taipei
Asia/Tashkent
Asia/Tbilisi
Asia/Tehran
Asia/Thimbu
Asia/Thimphu
Asia/Tokyo
Asia/Ujung_Pandang
Asia/Ulaanbaatar
Asia/Ulan_Bator
Asia/Vientiane
Asia/Vladivostok
Asia/Yakutsk
Asia/Yekaterinburg
Asia/Yerevan

Atlantic

Atlantic/Azores
Atlantic/Bermuda
Atlantic/Canary
Atlantic/Cape_Verde
Atlantic/Faeroe
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Atlantic/Jan_Mayen
Atlantic/Reykjavik
Atlantic/South_Georgia
Atlantic/St_Helena
Atlantic/Stanley

Australia

Australia/Adelaide
Australia/Brisbane
Australia/Broken_Hill
Australia/Darwin
Australia/Hobart
Australia/Lord_Howe
Australia/Perth
Australia/Sydney

Europe

Europe/Amsterdam
Europe/Andorra
Europe/Athens
Europe/Belgrade
Europe/Berlin
Europe/Brussels
Europe/Bucharest
Europe/Budapest
Europe/Chisinau
Europe/Copenhagen
Europe/Dublin
Europe/Gibraltar
Europe/Helsinki
Europe/Istanbul
Europe/Kaliningrad
Europe/Kiev
Europe/Lisbon
Europe/London
Europe/Luxembourg
Europe/Madrid
Europe/Malta
Europe/Minsk
Europe/Monaco
Europe/Moscow
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Europe/0Oslo
Europe/Paris
Europe/Prague
Europe/Riga
Europe/Rome
Europe/Samara
Europe/Simferopol
Europe/Sofia
Europe/Stockholm
Europe/Tallinn
Europe/Tirane
Europe/Vaduz
Europe/Vienna
Europe/Vilnius
Europe/Warsaw
Europe/Zurich

Indian

Indian/Antananarivo
Indian/Chagos
Indian/Christmas
Indian/Cocos
Indian/Comoro
Indian/Kerguelen
Indian/Mahe
Indian/Maldives
Indian/Mauritius
Indian/Mayotte
Indian/Reunion

Pacific

Pacific/Apia
Pacific/Auckland
Pacific/Chatham
Pacific/Easter
Pacific/Efate
Pacific/Enderbury
Pacific/Fakaofo
Pacific/Fiji
Pacific/Funafuti
Pacific/Galapagos
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Pacific/Gambier
Pacific/Guadalcanal
Pacific/Guam
Pacific/Honolulu
Pacific/Kiritimati
Pacific/Kosrae
Pacific/Majuro
Pacific/Marquesas
Pacific/Nauru
Pacific/Niue
Pacific/Norfolk
Pacific/Noumea
Pacific/Pago_Pago
Pacific/Palau
Pacific/Pitcairn
Pacific/Ponape
Pacific/Port_Moresby
Pacific/Rarotonga

Pacific/Saipan
Pacific/Tahiti
Pacific/Tarawa

Pacific/Tongatapu

Pacific/Truk
Pacific/Wake
Pacific/Wallis

<file extension>E& itk 2 44 |

BE

HEEARKR  XKES

AR

BIERX R - ORC
E4% : Gzip

E4 : Zip

E4 : Snappy

BR

4 Ll\

REERERFER. BABBERNERIESS |, Firehose FFIRELRE
My BE. TXRIREA T Firehose MMM BRINX G RS :

XHTRE
. RAREE IR

.orc
.gz
.Zip

.shappy
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BE XHTRE

E48 : Hadoop-Snappy -hsnappy

& R LATE Firehose 2 HI A API FIEEBCERN XK BE. XHT REBLAUGR () T,
HAEULEEATNER : 0-9a-z! -_* (). XHT BETREET 128 NFH.

® Note

HIEEXHY RER , ©fE % Firehose /5 ABIERA HRHERE MM R N4 R
Bo

OpenSearch B B R R 5|31k

X T OpenSearch RS B#r , AN T ENED 2 —FIEEE THIEIMN RS 21%RiE
I : NoRotation, OneHour, OneDayOneWeek, =;OneMonth,

RIFFIRIZFEHIRIEDT , Amazon Data Firehose £ UTCEAR B BH — B0 M NEIERIEEN RS A
AR, HAER MR MR RZE. LT RAEIERT S OpenSearch ervice FENRSIFIHRIETEK
MREIEH  ERIEENREIBFHAmyindex , BIANEB N 2016-02-25T13:00: 00Z.

RotationPeriod IndexName

NoRotation myindex

OneHour myindex-2016-02-25-13
OneDay myindex-2016-02-25
OneWeek myindex-2016-w08
OneMonth myindex-2016-02

OpenSearch fR% B iRt R 3|5 147
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® Note

£/ OneWeek IETART , Data Firehose 23X <YEAR>-w<WEEK NUMBER> #&= ( {0
2020-w33 ) BEBIERS| , EFAKEFER UTC A HBRBEUATEZERGIITERN -

- —RANEH BT
- —ENE-RFAREX—FHEISEHRNE—F

HTTP KT S BAREE AWS K F ¥ AWS XiZi3 14

Amazon Data Firehose X1&F#% AWS K/~ @ HTTP KigT & B irE#m#E. Amazon Data Firehose
Firehose FM{RIERIEN B HTTP KRBT R ML FAEMNKAF, AWS

Amazon Data Firehose &z 335 AWS XiE@E HTTP LT 2 B irE MR, SR EEN—IMX
1 #Y Firehose REBE| S — AWS AWS XK HTTP KixT 2. &I o LUSFEHIEM Firehose itk
a2 AWS XA HTTP Kig T R B4r , HlESE HTTP S MIRENFIEB Wit | SR
HHERECHNARSER. EXEBRT , fNARRAFEMANNERTA, BXESER B

SRBREEMN THPNEEELZEIS .

EEMICR

Amazon Data Firehose £ at-least-once & X 1TH L M. ERELEBRT , Hla0 S5 mEnt
B, MR EBRBIEARIERFALET , Amazon Data Firehose B X EiX AJaEL 5| AEET, XEH
F Amazon Data Firehose X31FHFrA B rIEE,

WA MK E Firehose EI1EE 1%

7 Firehose FIRBZAERIG , WIRH A I HHEFFEAED BAR,. MRBIREFRE T HE
(B, BRI GPRERR ) | SURFEETNEFERELSRE  ATEFUEBRTAMNRE. T
EJLT TR TIRETT %

/A Important
HBERATRGEEFNMEEREN , ENEEEE , ELBIRIBFIERBUEIEE
Amazon S3 FRVEIRTFEE  MERBERUASEAEIN BN, XRZAENEARRYE , 2
FAARERXMER , RANBELEBRRESRERAGTEEFEI BN , HEBERN KK,

HTTP Kim¥ S B ¥rE5 AWS K M AWS X332+ 148
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T f# Firehose M4 334k

£ Firehose iR BT , X FiF 2% B ## OpenSearch , l#0 Splunk M HTTP KT & , &k
AILURE— S3 7 , ATRORERIFNEIE. WFEIFA T H# Firehose ﬂﬂﬂ’fis&ﬁ?&ﬂiﬁ‘f%ﬁ
BIE, BERABEREABMALE, BXUMARTFIHRNBRUAZARERFHEHEN S3 EHANES
ER , S RA&E T Firehose X Amazon S3 BFrEY G AI R, 2 Firehose (a) o & EIEZIZ R B
¥R, LUK (b) B FERABMMETENBIEEARZD S3 F#EN , EXRELE&EEREH , ERRET
DiEmEIERRB AR S3 LE,

%7 {Z Firehose EBEIE

E1E Firehose P EZEEELH |, 1B X8R Firehose &AM EA S3 FMLBEHRR, a0, a0
RIEBEEHH OpenSearch B RHEZIER , WA LBEEHMNBERKIM,. EXELER , AR
¥ Firehose 178123 # OpenSearch RS B FREIIPR

B s3:PutObject #REM "Effect”: "Allow" R , HEXFMN—FKIEG , ZIBAXNATEH
KMARHEY S3 MM s3:PutObject RN Effect”: "Deny" PR, ETX , XIAEHEHR
¥r (a0 , <P B ¥5 OpenSearch MiF ) , EBBR Firehose EA BFRINR. EEHEA B HYith
FIXBR , IBTE “E A Amazon Data Firehose &l RINXR” FEFEH B WIS, THRIXFHMRE
J& , Firehose FHZ 1L EWERE , /R LAER Fi rehose BYCloudWatch (PR 1TIE R,

/A Important

£ Firehose R EFEER , ZFEZHARGRIR ( HlE0 , £ Kinesis Data Streams = Kafka
RERSY ) Eﬂgﬁﬁ%ﬁﬁ BERERERMIPEHRFEEHBEFR L, NRKER
DirectPut , Firehose R B EIE 24 /N, R EBERFEZFHEI B 2ol RIRERHEHEK
&, Mg REBEEKX,

WYX & Firehose BY{E X F

EMELE  BEEMEZINEBBERAMNER , AERITFEREBRHBR Firehose B
BEEEET BN, ETXR, ERZIXNNAT S3 FHBHNRAEHER , U0 XM EH,
E 2 , MA s3:PutObject #4E "Effect”: "Allow" BIRR , HMIER s3:PutObject #
ERY "Effect": "Deny" NXIR , &M S FHMATEHLAMNZME. &5 , £H Firechose #Y
CloudWatch $E#R# TIEIE , UBIAERCREZ BN, EEFMRAXNEHTHELER , BEAE
T Firehose Byl 5# CloudWatch HEKE,
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https://docs.aws.amazon.com/firehose/latest/dev/basic-deliver.html#retry
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https://docs.aws.amazon.com/firehose/latest/dev/controlling-access.html#using-iam-es
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https://docs.aws.amazon.com/firehose/latest/dev/cloudwatch-metrics.html
https://docs.aws.amazon.com/firehose/latest/dev/cloudwatch-metrics.html
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5120 O @b B 3E Firehose

1

0N

A LAE A LA T ThgElS # Amazon Data Firehose :

ES ]

CloudWatch 23R &{E32

fEAER G I% 3 3E Firehose CloudWatch

15 R S 348 Firehose BY CloudWatch ¥E#x

fEA B E %2 I% 3 AE Firehose CloudWatch

RS # 3 3E Firehose B CloudWatch A&

1542 Kinesis XV EZITIAOR
5 A x5 #3E Firehose APl A AWS CloudTrail

CloudWatch ik &{Ex ik

EUTEFRBEEHRES (&K 15 24 ) B0 CloudWatch 1R :

DeliveryToS3.DataFreshness
DeliveryToSplunk.DataFreshness
DeliveryToAmazonOpenSearchService.DataFreshness
DeliveryToAmazonOpenSearchServerless.DataFreshness

DeliveryToHttpEndpoint.DataFreshness

A, REETUTERBFERENIEER,

« IncomingRecords (Sum per 5 Minutes) / 300 #ZJf RecordsPerSecondLimit B%

IncomingBytes (Sum per 5 Minutes) / 300 #2if BytesPerSecondLimit B4 tk,

teo

IncomingPutRequests (Sum per 5 Minutes) / 300 #if
PutRequestsPerSecondLimit BZ L.

RINBVUERNBELZHBERN S —1NEFRR ThrottledRecords,

CloudWatch 3k s {£35 8
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BREBEHA ALARM RENHTHEHFENER | FSREES R,

FERAIEFRIA 2T T w3 FE Firehose CloudWatch

/A Important
BES LSBT B N FIA CloudWatch fe4r /8 AR , UERERIEIR,

Amazon Data Firehose 51 5 CloudWatch 18#r&ERK , RULBAI LAY E, EF M DI Firehose EE
B CloudWatch¥g#r, Hltn , Al IncomingBytesflIncomingRecordsigsr , LABRERMEIE
4 X &R ELE] Amazon Data Firehose B #iE,

Amazon Data Firehose &% b I EE 1 & # — X CloudWatch ¥E#5. B2 , MR E AT R L IF4L
L8, N EZE—oHiERPE2BRH TN, XEE N CloudWatch IEFRZ2E—DHHM
Amazon Data Firehose SC /Y,

A Firehose BEEWENIERR R TN, BX Kinesis REIEMNESER |, 825 EIZ Kinesis K3
BT

£

« AL XIEFR CloudWatch

« BIEE S CloudWatch 4%

- BIEREUER

+ API %l CloudWatch BY354R

o BB CloudWatch $§#x5

+ CloudWatch i E M i5Hn

« #X1LEAL CloudWatch 1E#F

« PRZERUR % (SSE) $E#R CloudWatch
+ W53k Data Firehose By R <

« Amazon Data Firehose £ 235+

A2 X$E#r CloudWatch

MEBRATHASKX |, Nl AWS/Firehose & ZE B2 LT 1B,
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B iR

ActivePartitionsLimit ERBREAEREREMHE 2B |, Firehose AL HR K
SEE O X,
BT iR

PartitionCount EELENS XE , HEES 2 X, hHFE 1 MoK
T ERBR & 500 ( BRIA ) ZBZE1t,
B itk

PartitionCountExceeded WERERERAELE T P X1tHREH, BERAERE
#H&H 150,

JQProcessing.Duration IRE7E JQ Lambda BEE 1T JQ RXXFTTERIATE,
By ER

PerPartitionThroughput RABINXERELNENELE, SR EREB KGR

N EHNELE,
#{y : StandardUnit, BytesSecond
DeliveryToS3.0bjectCount FERIEEERAT S3 FHEBHIXRE.

B it

IEE 5 CloudWatch 18#r

AWS/Firehose @& ZHBFE AT RS R IEIr. WREFE

BackupToS3.Success., DeliveryToS3.Success, DeliveryToSplunk.Success, DeliveryToAma
% DeliveryToRedshift.Success WFIE/NME TR , XHAFTRREEHIEE XK. Amazon Data
Firechose 2BEAZEHIR , A HEICFRAIEEIEERN BIr& D S3 FREBZAT 2@ B3,

F
« %%t %l OpenSearch k%
« 3X14%) OpenSearch T R 25

« f&£# %] Amazon Redshift
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- {25 %] Amazon S3
- BELiEE Snowflake
« &% Splunk

- £HE HTTP W

1% % 2| OpenSearch IR

R
DeliveryToAmazonOp

enSearchService.Bytes

DeliveryToAmazonOp
enSearchService.Da
taFreshness

DeliveryToAmazonOp
enSearchService.Records

DeliveryToAmazonOp
enSearchService.Success

DeliveryToS3.Bytes

DeliveryToS3.DataF
reshness

iR
EREERNBEEBRAZES|Z S OpenSearch ervice H1F T 8,
By P

T B¢ #E Firehose A& & EIERKH Fig ( N AL S #h
Data Firehose I 7E ) . FAER L FRMVIZEREE R
# OpenSearch BRZEBI T,

By ¥

EIEER BN A OpenSearch RS E 5|18 KB
B H
BIBEYR5|IWiEFEBELEER RN IEREHK.

EIEERBERRERE Amazon S3 HF T, RE LR
FAFE X B A& %Et , Amazon Data Firehose 4% H
[lig:=2 7

B itk

I S ##E Firehose & B IE R FHR ( M AN T
Data Firehose EJH7E ) . FAKRTFHFRVIEIE/LE
El S3 7M. RESMRIMEXIHEEA&RAE , Amazon
Data Firehose = & & i L #E#R.

B R

BIE& % CloudWatch 1§45k
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E¥R HiR

DeliveryToS3.Records EIBER R RRNEEE Amazon S3 WiExkE. RELHMR
NAE RSB A& /e, Amazon Data Firehose &%
[lii=f 7N
BT T

DeliveryToS3.Success M IhH Amazon S3 put &35 2 M LLFTE Amazon S3 put

BEHNEMN, TR ALAMH AR HERNTE
XH4E A% , Amazon Data Firehose 8% 4 % H k15

Fro
DeliveryToAmazonOp S HRIE/RNEIR. BIE OS/ES £FH RN AR,
enSearchService.Au e _ "
thFailure 0 im)ﬁﬁl'ﬂfﬂo 1 %m%ﬁgﬂﬁE%Mo
DeliveryToAmazonOp ERBIE 4 EIR, BIE OS/ES £HXBEMNABNIR,

enSearchService.De

RE AR T 7
liveryRejected 0 RTKAE. 1 R7ERKRY.

32+ 2| OpenSearch RS 28

E¥R #HiR
DeliveryToAmazonOp I ERNT B EX 3R 5| E) OpenSearch Serverless By F 17
enSearchServerless.Bytes o

B 2
DeliveryToAmazonOp I 53 #E Firehose A& & EIEFKH Fig ( N AL S #h
enSearchServerless Data Firehose EII1E ) » FAETXNFIRVIEREBE X
.DataFreshness J% %] OpenSearch Serverless,

By ®
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1R

DeliveryToAmazonOp
enSearchServerless
.Records

DeliveryToAmazonOp
enSearchServerless
.Success

DeliveryToS3.Bytes

DeliveryToS3.DataF
reshness

DeliveryToS3.Records

DeliveryToS3.Success

DeliveryToAmazonOp
enSearchServerless
.AuthFailure

iR

B ERT B ERM 3R 5] B OpenSearch Serverless BYi2 %
o

B ITEK
RIBEYR5|IWiEFEBEEEZRNIERERK.

EEEMEBRNERHZE Amazon S3 WET ., RAEHLR
RNAFE X RSB A& 8t , Amazon Data Firehose 4%
[lig:=2 7

B4 iR

I G B 3E Firehose RER & B IC R ER ( MNBEATL S #
Data Firehose E|I1E ) o FAKTIHFRIIZRKE(ZIE
E| S3 ik, REHAMRNMBEXHEEAZ AT , Amazon
Data Firehose F & & tH it fE#x.

B4 B

EIEER B BRRERE Amazon S3 idFEH. RE LR
FATE X B A& %Et , Amazon Data Firehose T4 % H
[lig:=2 7

B itEK

M IhH Amazon S3 put &35 B M LLFTE Amazon S3 put
WEHEM, TeRNAEAMHNEBEAROERNFIE
X453 A& , Amazon Data Firehose A% & & H b 15
FRo

FHRIE/ENER. BiE OS/ES £HRMANAENR.
0 RIRBEE, 1 RAFHRIERW.
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1R DU

DeliveryToAmazonOp ERBIE 4 IR, BIE OS/ES £HXBMNABNIR,
enSearchServerless R _ .
DeliveryRasected 0 RFRAFM. 1 RFAREK.

&£ %2 Amazon Redshift

E¥R iR
DeliveryToRedshift.Bytes 5 E AT B ER N & /%) Amazon Redshift By F 15 #,
BT TR
DeliveryToRedshift I8 E R B ER N & /%) Amazon Redshift #9128 .
.Records .
BT TR
DeliveryToRedshift X I#Y Amazon Redshift COPY @ B FAHLLFTE
.Success Amazon Redshift COPY ¥ H EH,
DeliveryToS3.Bytes EEERRERRNERHEE Amazon S3 HWFTT#,
B FH
DeliveryToS3.DataF I 5 ##E Firehose R B IE K FEHR ( M AL T
reshness Data Firehose BIIMTE ) o FAKRTFRHERWIERKEELEE
S3 EFiEH.
BB
DeliveryToS3.Records EEENRBERNEHE Amazon S3 HidFkH,
BAT TR
DeliveryToS3.Success M Ih#Y Amazon S3 put a5 B MAELEFTE Amazon S3 put
ﬁ%ﬂglg\ﬂo
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BackupToS3.Bytes EIBERRBERRNEHE Amazon S3 #ITRBHETH.
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L IEAR.
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#| Amazon S3 F#EHITE R, BRANLE® S3 &4
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BackupToS3.Records EIBER B ERRNEHE Amazon S3 # TR MBHIERKE.
BRI S3 & /5 , Amazon Data Firehose 2%
H EIEAR
BT T

BackupToS3.Success X IIH Amazon S3 &3 put & B Y S F4ELEFTE Amazon

S3 &M put T ER, BRANILE® S3 &4
J& , Amazon Data Firehose &% H It 36%5.

f£ %1 2] Amazon S3

TRPWIERSTE Amazon S3 & Firehose EIEM T E BRI MERFH X,

ER iR
DeliveryToS3.Bytes EiEENEERRNERE Amazon S3 BIF T,
B FH
DeliveryToS3.DataF U B #4E Firehose & BB K FHR ( M AL G
reshness Data Firehose BIIMTE ) o FAKRFURHEFERWIERKEELEET
S3 EFiEH.
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DeliveryToS3.Records

DeliveryToS3.Success

BackupToS3.Bytes
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"The COPY command was unable to access the S3 bucket, Ensure
that the access policy for the provided IAM role allows access to the S3
bucket."

"Loading data into the table failed. Check STL_LOAD_ERRORS system
table for details."

"A column in the COPY command does not exist in the table, Specify a
valid column name."

"The database specified in the Amazon Redshift destination configuration
or JDBC URL was not found. Specify a valid database name."

"Conflicting or redundant COPY options were provided, Some options
are not compatible in certain combinations, Check the COPY command
reference for more info."

BXEZER |, 1§55 (Amazon Redshift HEEF XA RIEE) B/
Amazon Redshift COPY #5$,
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Amazon Data Firehose

FRARER

IR

Redshift.
MissingColumn

Redshift.
Connectio
nFailed

Redshift.
ColumnMismatch

Redshift.
Incorrect
OrMissing
Region

Redshift.
Incorrect
JsonPathsFile

Redshift.
MissingS3File

Redshift.
Insuffici
entPrivilege

Redshift.
ReadOnlyC
luster

Redshift.
DiskFull

HIRHENER

"There is a column defined in the table schema as NOT NULL without
a DEFAULT value and not included in the column listo Exclude this
column, ensure that the loaded data always provides a value for this
column, or add a default value to the Amazon Redshift schema for this
table."

"The connection to the specified Amazon Redshift cluster failed. R %
1% & o Amazon Data Firehose i&E#2 , 4R £ Amazon Redshift B #x
EliE=k JOBC URL HiIEENEFIHRELFLEW , HEEHTH, ~

"The number of jsonpaths in the COPY command and the number of
columns in the destination table should match., Retry the command."

"Amazon Redshift attempted to use the wrong region endpoint for
accessing the S3 bucket. Either specify a correct region value in the
COPY command options or ensure that the S3 bucket is in the same
region as the Amazon Redshift database."

"The provided jsonpaths file is not in a supported JSON format, Retry
the command."

"One or more S3 files required by Amazon Redshift have been removed
from the S3 bucket. Check the S3 bucket policies to remove any
automatic deletion of S3 files."

"The user does not have permissions to load data into the table, Check
the Amazon Redshift user permissions for the INSERT privilege."

"The query cannot be executed because the system is in resize
mode. Try the query again later."

"Data could not be loaded because the disk is full, Increase the capacity
of the Amazon Redshift cluster or delete unused data to free disk space."
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IR

InternalError

Redshift.
ArgumentN
otSupported

Redshift.
AnalyzeTa
bleAccess
Denied

Redshift.
SchemaNotFound

Redshift.
ColumnSpe
cifiedMor
eThanOnce

Redshift.
ColumnNot
Nullwitho
utDefault

Redshift.
Incorrect
BucketRegion

Redshift.
S3S1owDown

Redshift.
InvalidCo
pyOptionF
orJson

HIRHENER

"An internal error occurred while attempting to deliver data, FEiXR

f§; MRFRDPATE , WSRHEBREL L AWS FRER, 7

"The COPY command contains unsupported options."

"Access denied. Copy from S3 to Redshift is failing because analyze
table can only be done by table or database owner."

“k T E|7E Amazon Redshift B #rBt EPIEERI R, DataTableName
Specify a valid schema name."

"There is a column specified more than once in the column list. Ensure
that duplicate columns are removed."

"There is a non-null column without DEFAULT that is not included in the
column list. Ensure that such columns are included in the column list."

"Redshift attempted to use a bucket in a different region from the cluster.
Please specify a bucket within the same region as the cluster."

"High request rate to S3. Reduce the rate to avoid getting throttled."

"Please use either auto or a valid S3 path for json copyOption."
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IR

Redshift.
InvalidCo
pyOptionl]
SONPathFormat

Redshift.
InvalidCo
pyOptionR
BACAclNot
Allowed

Redshift.
DiskSpace
QuotaExceeded

Redshift.
Connectio
nsLimitEx
ceeded

Redshift.
Ss1NotSup
ported

Redshift.
HoseNotFound

Redshift.
Delimiter

Redshift.

QueryCancelled

Redshift.
Compressi
onMismatch

HIRHENER

"COPY failed with error \"Invalid JSONPath format. Array index is out of
range\". Please rectify the JSONPath expression."

"COPY failed with error \"Cannot use RBAC acl framework while
permission propagation is not enabled.\"

"Transaction aborted due to disk space quota exceed. Free up disk
space or request increased quota for the schema(s)."

"Connection limit exceeded for user."

"The connection to the specified Amazon Redshift cluster failed because
the server does not support SSL. Please check your cluster settings."

"The hose has been deleted. Please check the status of your hose."

"The copyOptions delimiter in the copyCommand is invalid. Ensure that it

is a single character."

"The user has canceled the COPY operation."

"Hose is configured with UNCOMPRESSED, but copyOption includes a
compression format."
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IR

Redshift.
Encryptio
nCredentials

Redshift.
InvalidCo
pyOptions

Redshift.
InvalidMe
ssageFormat

Redshift.
Transacti
onIdLimit
Reached

Redshift.
Destinati
onRemoved

Redshift.
OutOfMemory

Redshift.
CannotFor
kProcess

Redshift.
SslFailure

Redshift.Resize

Redshift.
ImproperQ
ualifiedName

HIRHENER

"The ENCRYPTED option requires credentials in the format: 'aws_iam_
role=...;master_symmetric_key=..."' or 'aws_access_key_id=...;aws_
secret_access_key=...[;token=...];master_symmetric_key=..."

"Invalid COPY configuration options."

"Copy command contains an invalid character."

"Transaction ID limit reached.’

"Please verify that the redshift destination exists and is configured
correctly in the Firehose configuration."

"The Redshift cluster is running out of memory. Please ensure the cluster
has sufficient capacity."

"The Redshift cluster is running out of memory. Please ensure the cluster
has sufficient capacity."

"The SSL connection closed during the handshake."

"The Redshift cluster is resizing. Firehose will not be able to deliver data

while the cluster is resizing."

"The qualified name is improper (too many dotted names)."
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Redshift.
Invalidls
onPathFormat

Redshift.
TooManyCo
nnections
Exception

Redshift.
PSQLException

Redshift.
Duplicate
SecondsSp
ecification

Redshift.
RelationC
ouldNotBe
Opened

Redshift.

TooManyClients

HIRHENER

"Invalid JSONPath Format."

"Too many connections to Redshift."

“PS M Redshift RQIException M|, ”

"Duplicate seconds specification in date/time format."

"Encountered Redshift error, relation could not be opened. Check
Redshift logs for the specified DB."

"Encountered too many clients exception from Redshift. Revisit max
connections to the database if there are multiple producers writing to it
simultaneously."

Snowflake B iE/E i dE 1=

Firehose AILURFLA T & Snowflake #XMI4E IR XX FIHE. CloudWatch

HIRAHE

Snowflake
.InvalidUrl

BIRHENER

“Firehose ToiEE#E] Snowflake, BRI Snowflake B #rELE A IEH
BETKF M, ”
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IR BirEHENER

Snowflake “Firehose ToiEIE1EE| Snowflake, BRI Snowflake B #riLiE # IEH
.InvalidUser BETHFP. ”

Snowflake “BENERACGTEFEIRREREN. FHRARZACERTFIEENAR
.InvalidRole

Snowflake “RENKR AT FERRELR

.InvalidTable

Snowflake “RENEHNFTFEIRERN

.InvalidSchema

Snowflake “RENBIEEFTFEIRLRN

.InvalidD

atabase

Snowflake “BENLAIZBLN. FIEE , BHAOLBANZRERH PEM RSA FA
.InvalidP A"

rivateKey

OrPassphrase

Snowflake ‘BTMABRBATRRDY , BABERGIEL, BRAFMEFTTRZHS
.MissingC EETEH

olumns

Snowflake ‘BT HEZ , mABERMEIELE, TRIEEXRPIAEEND
.ExtraColumns

Snowflake ‘HBTRABRINER , RITEK, BREMVEBAERERTAXATESH
.InvalidInput JSON #%="

Snowflake ‘HTF@MABRNEATTIORERBETER  XTEK. BREAAARFPIEE
.Incorrec # JSON {EfFE Snowflake RE N P FEBAH EhIEIE AL

tValue
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Splunk BIEE iR

Amazon Data Firehose AJLUREA T & Splunk XM R &% B B&. CloudWatch

IR HIREENER

Splunk.Pr “4n R BT Amazon Data Firehose fl HEC "Rz BB RE ( ELB HH

oxyWithou ftz ) , M40 JE AR E2IE T ek HEC ACK, ”

tStickySe

ssions

Splunk.Di "The HEC token is disabled. Enable the token to allow data delivery to

sabledToken Splunk."

Splunk.In "The HEC token is invalid. fEFAE MK HEC T EH# Amazon Data

validToken Firehose, ”

Splunk.In "The data is not formatted correctly, To see how to properly format data

validData for Raw or Event HEC endpoints, see Splunk Event Data."

Format

Splunk.In "The HEC token or input is configured with an invalid index., Check your

validIndex index configuration and try again."

Splunk.Se "Data delivery to Splunk failed due to a server error from the HEC node.

rverError MR A Db B3E Firehose F Y E iR #F42A9[E K F 0, Amazon Data
Firehose N EH K EHIE. MRMBEEFHA XK , Amazon Data Firehose
SFBERH LS S3, ”

Splunk.Di "Indexer acknowledgement is disabled for the HEC token, Enable

sabledAck indexer acknowledgement and try again. For more info, see Enable
indexer acknowledgement."

Splunk.Ac "Did not receive an acknowledgement from HEC before the HEC

kTimeout acknowledgement timeout expired, Despite the acknowledgement

timeout, it's possible the data was indexed successfully in Splunk.
Amazon Data Firehose £ ¥\ 2 HIK L S#h S3 HIFEHH TR
3o *
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FRARER

IR

Splunk.Ma
xRetriesFailed

Splunk.Co
nnectionT
imeout

Splunk.In
validEndpoint

Splunk.Co
nnectionClosed

Splunk.SS
LUnverified

Splunk.SS
LHandshake

Splunk.UR
LNotFound

Splunk.Se
rverkError
.ContentT
oolLarge

Splunk.In
dexerBusy

Splunk.Co
nnectionR
ecycled

HIRHENER

"Failed to deliver data to Splunk or to receive acknowledgment, Check
your HEC health and try again."

"The connection to Splunk timed out, This might be a transient error and
the request will be retried. 21 RFTE EiX &L W , Amazon Data Firehose
SPBEZHIL IS E S3,

"Could not connect to the HEC endpoint, ¥R HEC &KimT s Wit E% A
A& Amazon Data Firehose 18, ”

"Unable to send data to Splunk due to a connection failure, This might
be a transient error, TEf&# Amazon Data Firehose Bt & # 18 i1 E iR 54
Bt i) AT BARR LE e SR BT B R W, 7

"Could not connect to the HEC endpoint, EH 53 Z IR EAYIE BRI
B, BHARIEBMEVNRERN.

"Could not connect to the HEC endpoint, BERARIEBMENEE RN,

"The requested URL was not found on the Splunk server. Please check
the Splunk cluster and make sure it is configured correctly."

"Data delivery to Splunk failed due to a server error with a statusCode:
413, message: the request your client sent was too large. See splunk
docs to configure max_content_length."

"Data delivery to Splunk failed due to a server error from the HEC node.
Make sure HEC endpoint or the Elastic Load Balancer is reachable and
is healthy."

"The connection from Firehose to Splunk has been recycled. Delivery will
be retried."
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%i%{‘%ﬁg %%i;&/ﬁzux*[]tﬂ BN

Splunk.Ac "Could not get acknowledgements on POST. Make sure that acknowled
knowledge gements are enabled on HEC endpoint."

mentsDisabled

Splunk.In "Invalid characters found in HEC response, make sure to check to the
validHecR service and HEC configuration."

esponseCh

aracter

ElasticSearch &% Hi 55 i

Amazon Data Firehose AIBE4YF LA T ElasticSearch 4&ix &£ 3i% % CloudWatch B &,

%i%{‘%ﬁg %‘E‘i;&;\ﬁ /I_:\*I]{n 0N
ES.AccessDenied "Access was denied., Ensure that the provided IAM role associated with

firehose is not deleted."

ES.Resour “}YETEM AWS Elasticsearch B F~FE. ”
ceNotFound

HTTPS i R BHE/L M tE iR

Amazon Data Firehose AISU LA T 5 HTTP i SAEXMEIRRIEF AE, CloudWatch N Rix L4
R ELBEMRBERTE , MEIAEIRMT : "An internal error occurred while attempting to deliver
data. EEHRX ; WRERDAFE , WSFHREL I AWS FRER, ”

%1%1%55 %i;& ﬁ/h\*”{ﬁlﬂ_’\

HttpEndpo The delivery timed out before a response was received and will be
int.Reque retried. If this error persists, contact the AWS Firehose service team.
stTimeout
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HttpEndpo
int.Respo

nseToolLarge

HttpEndpo
int.Inval
idRespons
eFromDest
ination

HttpEndpo
int.Desti
nationExc
eption

HttpEndpo
int.Conne

ctionFailed

HttpEndpo
int.Conne
ctionReset

HttpEndpo
int.Conne
ctionReset

HttpEndpo
int.Respo
nseReason
PhraseExc
eededLimit

HIRHENER

"The response received from the endpoint is too large. Contact the owner
of the endpoint to resolve this issue."

"The response received from the specified endpoint is invalid. Contact
the owner of the endpoint to resolve the issue."

"The following response was received from the endpoint destination."

"Unable to connect to the destination endpoint. Contact the owner of the
endpoint to resolve this issue."

"Unable to maintain connection with the endpoint. Contact the owner of
the endpoint to resolve this issue."

"Trouble maintaining connection with the endpoint. Please reach out to
the owner of the endpoint.”

"The response reason phrase received from the endpoint exceed the
configured limit of 64 characters."
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FRARER

IR

HttpEndpo
int.Inval
idRespons
eFromDest
ination

HttpEndpo
int.Desti
nationExc
eption

HttpEndpo
int.Inval
idStatusCode

HttpEndpo
int.SSLHa
ndshakeFailure

HttpEndpo
int.SSLHa
ndshakeFailure

HttpEndpo
int.SSLFailure

HttpEndpo
int.SSLHa
ndshakeCe
rtificate
PathFailure

HIRHENER

"The response received from the endpoint is invalid. See Troublesh

ooting HTTP Endpoints in the Firehose documentation for more informati

on. Reason: "

"Delivery to the endpoint was unsuccessful. See Troubleshooting HTTP

Endpoints in the Firehose documentation for more information. Response

received with status code "

"Received an invalid response status code."

"Unable to complete an SSL Handshake with the endpoint. Contact the
owner of the endpoint to resolve this issue."

"Unable to complete an SSL Handshake with the endpoint. Contact the
owner of the endpoint to resolve this issue."

"Unable to complete TLS handshake with the endpoint. Contact the
owner of the endpoint to resolve this issue."

"Unable to complete an SSL Handshake with the endpoint due to invalid
certification path. Contact the owner of the endpoint to resolve this
issue."
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FRARER

IR

HttpEndpo
int.SSLHa
ndshakeCe
rtificate
PathValid

ationFailure

HttpEndpo
int.MakeR
equestFai
lure.Ille
galUriExc
eption

HttpEndpo
int.MakeR
equestFai
lure.Ille
galCharac
terInHead
erValue

HttpEndpo
int.Illeg
alRespons
eFailure

HttpEndpo
int.Illeg

alMessageStart

HIRHENER

"Unable to complete an SSL Handshake with the endpoint due to
certification path validation failure. Contact the owner of the endpoint to
resolve this issue."

“BTF URI @5 AT , HttpEndpoint i§3R %k . Please make sure all
the characters in the input URI are valid."

“BFIEE M BIEE1% , HitpEndpoint 53R kM. lllegal character \n' in
header value."

“BFIEZEMBIEEIR , HitpEndpoint 53R kM. HTTP message must not
contain more than one Content-Type header."

“BF IEENT R4S 1% |, HitpEndpoint R kM. lllegal HTTP message
start. See Troubleshooting HTTP Endpoints in the Firehose documenta
tion for more information."

I Ik OpenSearch RS #iE/L X iR

%tF OpenSearch BR% B #5 , Amazon Data Firehose £ RS IRE45 iR AT @ CloudWatch BE &% 4E

%, OpenSearch
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FRARER

BR 7 AT REM OpenSearch &R EIM4EIRIN |, BIETREIB R A T MEIR ¢

-« =A@ B #F OpenSearch [RGB FKAEHBIEN X & HHRIU/BRNE IR, XATERH TEMNREZR
/=Y &K Amazon Data Firehose B ¥r OpenSearch IRE ZiE B #HI& kAt BN B 8RR . Please
check the cluster policy and role permissions.

- BT HHRIE/BRAM , TE/HEIEEZIET B OpenSearch fRFER, XA RERH T[N
BR [B] B A/ =K 24 B #Y Amazon Data Firehose B #r OpenSearch AR 5513 Ee & 4% £ o A i 30 (8] BR it
#. Please check the cluster policy and role permissions.

IR

0S.AccessDenied

0S.AccessDenied

0S.AccessDenied

0S.AccessDenied

0S.Resour

ceNotFound

0S.Resour
ceNotFound

0S.AccessDenied

0S.Reques
tTimeout

0S.ClusterError

HIRHENER

"Access was denied. HRFTIRMEHN IAM £ BHEEREE LT Firehose
BEZAE® , HBEHRREAFHRIILSE OpenSearch RS AP, ”

"Access was denied, TRFTIZEH IAM A BHESEEREE L F Firehose
BEZAE , HAHREKEAFHRILSE OpenSearch RS AP, ”

"Access was denied, Ensure that the provided |IAM role associated with
firehose is not deleted.”

"Access was denied, Ensure that the provided |IAM role associated with
firehose is not deleted."

“IgEM I 7 OpenSearch FRZE R 1FIE,

“Ie ER L G % OpenSearch RE B AEE,

"Access was denied, T{RFTIZER IAM A BHEST R LT Firehose
BEZAE , HFEIFRIEXKEAFIHELS# OpenSearch fz% APl ”

“¥t Amazon Serv OpenSearch ice 883X OpenSearch TLhRF R E S
ERErt, Ensure that the cluster or collection has sufficient capacity for
the current workload."

“Amazon OpenSearch FRSFEEIRE T — M ARIEHMNE IR, ”
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BRI BIRHENER

0S.Reques “¥t Amazon OpenSearch fRS5EE /Y ERHERt, Ensure that the cluster
tTimeout has sufficient capacity for the current workload."

0S.Connec “YE$ZZ) Amazon OpenSearch fRSS & & 5 OpenSearch LR EFE S/
tionFailed HIMEB, Ensure that the cluster or collection is healthy and reachable."
0S.Connec “ToiE 5 S OpenSearch fRFERE = OpenSearch TIRFEBRESREF
tionReset ¥, Contact the owner of the cluster or collection to resolve this issue."
0S.Connec “Jo3£5 Amazon OpenSearch fR$ &85 OpenSearch TRRFB|EE R
tionReset #&E £, Ensure that the cluster or collection is healthy and has sufficient

capacity for the current workload."

0S.Connec “Jo3£5 Amazon OpenSearch fR$ 585 OpenSearch TRRFB|EE R
tionReset & $Z, Ensure that the cluster or collection is healthy and has sufficient
capacity for the current workload."

0S.AccessDenied "Access was denied, 1R Amazon S OpenSearch ervice £ L5 (]
KEZFHNEEHEBH IAM AR FRRER, ”

0S.Valida “6€ OpenSearch #iREl T —4 ES ServiceException, EEZ —_&E&#HE

tionException HREBRERSG 2x RESRAE , BREMNEE T TypeName S8, B
FRENZEFRFE TypeName REFURELRE , HE MR ERXNXHF
Type S ERE, ~

0S.Valida "Member must satisfy regular expression pattern: [a-z][a-z0-9\\-]+

tionException

0S.JsonPa “Y &% OpenSearch AR5 EEFIRE T JsonParseException. Ensure that

rseException the data being put is valid."

0S.Amazon “W G # OpenSearch fRZFEEIRE T AmazonOpenSearchServicePars

OpenSearc eException. Ensure that the data being put is valid."

hServiceP

arseException
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0S.Explic
itIndexIn
BulkNotAllowed

0S.ClusterError

0S.Cluste
rBlockExc
eption

0S.InvalidARN

0S.Malforx
medData

0S.Intern
alError

0S.AliasWw
ithMultip
leIndices
NotAllowed

0S.Unsupp
ortedVersion

0S.ChazxCo
nversionE
xception

0S.Invali
dDomainNa
meLength

HIRHENER

“TARTE L T RS £ BF 1 rest.action.multi.allow_explicit_index i% & H
true, ” OpenSearch

“Amazon Serv OpenSearch ice 585 OpenSearch TIRFJ|/ESIRE T
—MNRIEANEIR.

“6€8%IR[El T ClusterBlockException. It may be overloaded."

“IRIAYI 7 OpenSearch BRSS ARN £, BERERM DeliveryStream
BE. ”

"One or more records are malformed. Please ensure that each record is
single valid JSON object and that it does not contain newlines."

"An internal error occurred when attempting to deliver data. J EiX {3 ;
MREFRDAEE , WSFHEHREL L AWS FREFR,

"Alias has more than one indices associated with it. Ensure that the alias
has only one index associated with it."

“W % Data Firehose B 81 AW & ¥ OpenSearch kS 6.0, MIEE
ZER , iBEER AWS Support,

"One or more records contained an invalid character."

"The domain name length is not within valid OS limits."
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IR BIREERNER

0S.VPCDom “BEITF X VPC NIVIL S # OpenSearch fRE13, ”

ainNotSup

ported

0S.Connec “http BRSSBFZ SR 7R | BRI % OpenSearch RS EEE
tionError OpenSearch ARG B/ESWE TR, ”

0S.LargeF “Amazon S OpenSearch ervice £#F L TER , RAECIENFREE
ieldData RKFREFE, ”

0S.BadGateway “Amazon Serv OpenSearch ice 585 OpenSearch THRGERESHILET

BHXR , 8RR : 502 Bad Gateway, ”

0S.Servic “M Amazon OpenSearch fR$5 & & 3 OpenSearch RSB &E S W E
eException %o If the cluster or collection is behind a VPC, ensure network configura
tion allows connectivity."

0S.Gatewa “Firehose TEFE$ZE|I &% OpenSearch fRS E & OpenSearch TTARSS
yTimeout BREESFIER 7 BAEIR, 7

0S.Malfor “T 2 #3E Firehose X #F Firehose idZFH I &% OpenSearch BRE
medData #HE API BT, 7

0S.Respon "The response from the Bulk API contained more entries than the
seEntryCo number of records sent. Ensure that each record contains only one
untMismatch JSON object and that there are no newlines."

Lambda 1§ F 5 i%

Amazon Data Firehose AJ LUSFLAT Lambda AR A%Z| A&, CloudWatch

HIRRB HIZEENER

Lambda.As "Access was denied, FARFTIRMHA IAM B EWEEREE LT Amazon
sumeRoleA Data Firehose B{FiZ A&, ”

ccessDenied
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Lambda.In
vokeAcces
sDenied

Lambda.Js
onProcess
ingException

Lambda.In
vokeLimit
Exceeded

Lambda.Du
plicatedR
ecordId

Lambda.Mi
ssingRecordId

Lambda.Re
sourceNotFound

Lambda. In
validSubn
etIDException

Lambda.In
validSecu
rityGroup
IDException

%‘E‘&;‘ﬁ/u\*ur/u\

"Access was denied, Ensure that the access policy allows access to the
Lambda function."

"There was an error parsing returned records from the Lambda function.
H{RIR BRI R4 Amazon Data Firehose BERAVIRASER, 7

BREZER , BN BEERRIRSEE,

"The Lambda concurrent execution limit is exceeded. Increase the
concurrent execution limit."

BXEZEE B
Lambda PRl

2 (AWS Lambda FFRX AR ¥EmE) FH AWS

"Multiple records were returned with the same record ID., Ensure that the
Lambda function returns unique record IDs for each record."

BXELEL , #5H NESRARSER,

"One or more record IDs were not returned., Ensure that the Lambda
function returns all received record IDs."

BREZER  FEH BEBRRIRSEE,

"The specified Lambda function does not exist. Use a different function
that does exist."

"The specified subnet ID in the Lambda function VPC configuration is
invalid. Ensure that the subnet ID is valid."

"The specified security group ID in the Lambda function VPC configura
tion is invalid. Ensure that the security group ID is valid."
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IR

Lambda.Su
bnetIPAdd
resslLimit
ReachedEx
ception

Lambda.EN
ILimitRea
chedException

Lambda., FunctionT
imedOut

Lambda, FunctionE
rror

Lambda., FunctionR
equestTimedOut

Lambda. TargetSer
verFailedToRespond

%‘E‘&;‘ﬁ/u\*ur/u\

“J3EAWS Lambda I Lambda B #iZE VPC iHRIRE , AN —1=Z
NEEENFMEBE AR IP ik, Increase the IP address limit."

BEXxEZEER , 55 H (Amazon VPC BF¥Em) $# Amazon VPC R
# . VPC FFM,

“AWS Lambda T EXEIMEEORS , AT Lambda B EKELE H
FEEM VPC FalZE#MLIEN (ENI), Increase the network interface
limit."

BEXxEZEER , 55 % (Amazon VPC BF¥ER) /M Amazon VPC R
& - MEEO,

The Lambda function invocation timed out. Increase the Timeout setting
in the Lambda function. BXEZ{EE. , BHZ AL E BEEEN,

This can be due to any of the following errors:

+ Invalid output structure. Check your function and make sure the
output is in the required format. Also, make sure the processed
records contain a valid result status of Dropped, Ok, or Processin
gFailed .

* The Lambda function was successfully invoked but it returned an error
result.

« Lambda AR ZRIHELTE , BAXN KMS AN IGE 24EL., Check
the function's KMS key settings as well as the key policy. B XEZE
BZ AT R B EHERR.

Amazon Data Firehose £ Lambda B8 EI1E R R 5E K 2 B BB iE K
AL E4E1R. Revisit the Lambda code to check if the Lambda code
is menat to run beyond the configured timeout. If so, consider tuning

Lambda configuration settings, including memory, timeout. BxE %15
B, FSHEE Lambda EEGED,

Amazon Data Firehose 8% 7 f5i%. B#rRSE5EEA AWS Lambda R
B R BENE R 4R iR o
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Amazon Data Firehose

FRARER

IR

Lambda, InvalidZi
pFileException

Lambda., InternalS
erverError
Lambda, ServiceUn
available

Lambda, InvalidSe
curityToken
Lambda. Invocatio
nFailure

Lambda. JsonMappi
ngException

HIRHENER

Amazon Data Firehose InvalidZipFileException 78 A Lambda B %A
IBF T\, Check your Lambda function configuration settings and the
Lambda code zip file.

“Firehose £ Lambda Bg%5 InternalServerErrorfti@ 2| 7 I &% D
AWS ata Firehose, Amazon Data Firehose 1% E E X B E it &%
#&. You can specify or override the retry options using the CreateDel
iveryStream orUpdateDestination APIs. MMIR&RNMAFE ,
BB R AWS Lambda X #&5HBA

Amazon Data Firehose ServiceUnavailableException £ 8/ Lambda
AWS BRZEBE| 7 BB, Amazon Data Firehose 2B EXHE
RAEHBIE, You can specify or override the retry options using the
CreateDeliveryStream orUpdateDestination APIs. 1R4Ei%
MARETE , HEKR AWS Lambda XFA R

Cannot invoke Lambda function due to invalid security token. Cross
partition Lambda invocation is not supported.

This can be due to any of the following errors:

« Amazon Data Firehose £/ Lambda AWS BIEF]| T £8iR. The
operation will be retried; if the error persists, it will be reported to AWS
for resolution."

» Amazon Data Firehose J&%| 7 3k B InvalidStateException Lambda &Y
KMS, Lambda & ZIRFEEE , RRNFTAKN KMS Z4% T ERHEY
fEZIRZS, Check the lambda function's KMS key.

» Amazon Data Firehose J&%| 7 3k B AWS LambdaException Lambda
#. Lambda was unable to initialize the provided container image.
Verify the image.

« Amazon Data Firehose £ Lambda AWS BB F 7 B4 iR, X
MNRAEBENN 5 2. BXRXEZEER , BSHBEERRITIE,

There was an error parsing returned records from the Lambda function.
Ensure that data field is base-64 encoded.
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FRARER

Kinesis A F £5 1>

Amazon Data Firehose A LUSFLAT Kinesis AR &% 2| BH&. CloudWatch

HERD

Kinesis.A
ccessDenied

Kinesis.R
esourceNo
tFound

Kinesis.S
ubscripti
onRequired

Kinesis.T
hrottling

Kinesis.T
hrottling

Kinesis.A
ccessDenied

Kinesis.A
ccessDenied

Kinesis.K
MS.Access
DeniedExc
eption

BRHEHEMER

"Access was denied when calling Kinesis. Ensure the access policy on
the IAM role used allows access to the appropriate Kinesis APIs."

"Firehose failed to read from the stream. If the Firehose is attached with

Kinesis Stream, mesneamrnaynoteﬂstormeshamimayhavebeen

merged or split. ZZEI% Firehose =& DirectPut iX#2& | A Firehose A
RREETTFET.

"Access was denied when calling Kinesis. #{® 1 15 8] Kinesis E & &
ZEH 1AM A€ 21T 5 Kinesis AWS ,

"Throttling error encountered when calling Kinesis. iX A] 8£ 2 B T 2 51
FRFiEA T 5 Firehose EEMEREMN APl , L AJEER R ARBIE T K%
Firehose E#% 5 RMHEER Kinesis Fio ”

"Throttling error encountered when calling Kinesis. iX 7] 82 B T H 1 5
RAEFEA T 5 Firehose EfEHRERN APl , LATEERANREIET X%
Firehose B &IRHMERY Kinesis o

"Access was denied when calling Kinesis. Ensure the access policy on
the IAM role used allows access to the appropriate Kinesis APIs."

"Access was denied while trying to call apis on the underlying Kinesis
Stream. Ensure that the iam role is propagated and valid."

"Firehose does not have access to the KMS Key used to encrypt/decrypt
the Kinesis Stream. Please grant the Firehose delivery role access to the
key.
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FRARER

IR

Kinesis.K
MS.KeyDisabled

Kinesis.K
MS.Invali
dStateExc
eption

Kinesis.K
MS.NotFou
ndException

HIRHENER

"Firehose is unable to read from the source Kinesis Stream because the
KMS key used to encrypt/decrypt it is disabled. Enable the key so that
reads can proceed."

"Firehose is unable to read from the source Kinesis Stream because the
KMS key used to encrypt it is in an invalid state."

"Firehose is unable to read from the source Kinesis Stream because the
KMS key used to encrypt it was not found."

Kinesis 1 DirectPut AR

Amazon Data Firehose AJ LU LA T Kinesis DirectPut A IR XIEEIHE, CloudWatch

IR

Firehose.
KMS.Acces
sDeniedEx
ception

Firehose.
KMS.Inval
idStateEx
ception

Firehose.
KMS.NotFo
undException

HIRHEMNER

"Firehose does not have access to the KMS Key. Please check the key
policy."

"Firehose is unable to decrypt the data because the KMS key used to
encrypt it is in an invalid state."

"Firehose is unable to decrypt the data because the KMS key used to
encrypt it was not found."
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HIRE BiREEMER

Firehose. "Firehose is unable to decrypt the data because the KMS key used to
KMS .KeyDi encrypt the data is disabled. Enable the key so that data delivery can
sabled proceed."

AWS Glue A fEIx

Amazon Data Firehose AT LU LA T AWS Glue AR A% ZIAE, CloudWatch

HIREG

DataForma
tConversi
on.Invali
dSchema

DataForma
tConversi
on.Entity
NotFound

DataForma
tConversi
on.Invali
dInput

DataForma
tConversi
on.Invali
dInput

DataForma
tConversi
on.Invali
dInput

BREHENER

"The schema is invalid."

"The specified table/database could not be found. Please ensure that
the table/database exists and that the values provided in the schema
configuration are correct, especially with regards to casing."

"Could not find a matching schema from glue. Please make sure the
specified database with the supplied catalog ID exists."

"Could not find a matching schema from glue. Please make sure the
passed ARN is in the correct format."

"Could not find a matching schema from glue. Please make sure the
catalogld provided is valid."
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FRARER

IR

DataForma
tConversi
on.Invali
dVersionld

DataForma
tConversi
on.NonExi

stentColumns

DataForma
tConversi
on.Access
Denied

DataForma
tConversi
on.Thrott
ledByGlue

DataForma
tConversi
on.Access
Denied

DataForma
tConversi
on.Invali
dGlueRole

DataForma
tConversi
on.Invali
dGlueRole

HIRHENER

"Could not find a matching schema from glue. Please make sure the
specified version of the table exists."

"Could not find a matching schema from glue. Please make sure the

table is configured with a non-null storage descriptor containing the target

columns."

"Access was denied when assuming role. Please ensure that the role
specified in the data format conversion configuration has granted the
Firehose service permission to assume it."

"Throttling error encountered when calling Glue. Either increase the
request rate limit or reduce the current rate of calling glue through other
applications."

"Access was denied when calling Glue. Please ensure that the role
specified in the data format conversion configuration has the necessary
permissions."

"Invalid role. Please ensure that the role specified in the data format
conversion configuration exists."

"The security token included in the request is invalid. Ensure that the
provided IAM role associated with firehose is not deleted.”
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FRARER

IR

DataForma
tConversi
on.GlueNo
tAvailabl
eInRegion

DataForma
tConversi
on.GlueEn
cryptionE
xception

DataForma
tConversi
on.Schema
Validatio
nTimeout

DataFireh
ose.Inter
nalError

DataForma
tConversi
on.GlueEn
cryptionE
xception

HIRHENER

“AWS Glue EEEENXEE AT ; HEEEMXSE,

"There was an error retrieving the master key. Ensure that the key exists
and has the correct access permissions."

"Timed out while retrieving table from Glue. 1 REH KEH Glue R
X, ERI “glue:GetTableVersion” fBR ( #E#E ) Sl Bk ok 8 A 8 RAZAR
K, MRIBTE Glue FIFBEARERKE , IHELR Su AWS pport, ”

"Timed out while retrieving table from Glue. 1 RE&H KEMH Glue RIEHR
7, EAIN “glue:GetTableVersion” £ BR ( #E#E ) Sl BR R 68 A 8 RAGAR
K, MRIETE Glue FIFBERERKE , IHELR Su AWS pport, ”

"There was an error retrieving the master key. Ensure that the key exists
and state is correct."

DataFormatConversion i f &%

Amazon Data Firehose A LAfF LA T DataFormatConversion AR &XXE R BE, CloudWatch
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IR BirEHENER

DataForma "The schema is invalid."
tConversi

on.Invali

dSchema

DataForma "Column names and types must be non-empty strings."
tConversi

on.Valida

tionException

DataForma "Encountered malformed JSON."
tConversi

on.ParseError

DataForma "Data does not match the schema."
tConversi

on.Malfor

medData

DataForma "Length of json key must not be greater than 262144"
tConversi

on.Malfor

medData

DataForma "The data cannot be decoded as UTF-8."
tConversi

on.Malfor

medData

DataForma "lllegal character found between tokens."
tConversi

on.Malfor

medData

DataForma "The type format is invalid. Check the type syntax."
tConversi
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IR

on.Invali

dTypeFormat

DataForma
tConversi
on.Invali
dSchema

DataForma
tConversi
on.Invali
dRecord

DataForma
tConversi
on.Malfor
medData

DataForma
tConversi
on.Malfor
medData

DataForma
tConversi
on.Malfor
medData

DataForma
tConversi
on.Malfor
medData

HIRHENER

"Invalid Schema. Please ensure that there are no special characters or
whitespaces in column names."

"Record is not as per schema. One or more map keys were invalid for
map<string,string>."

"The input JSON contained a primitive at the top level. The top level must
be an object or array."

"The input JSON contained a primitive at the top level. The top level must
be an object or array."

"The record was empty or contained only whitespace."

"Encountered invalid characters."
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IR HIRHENER

DataForma "Encountered invalid or unsupported timestamp format. Please see the
tConversi Firehose developer guide for supported timestamp formats."
on.Malfor

medData

DataForma "A scalar type was found in the data but a complex type was specified on
tConversi the schema."

on.Malfor

medData

DataForma "Data does not match the schema."
tConversi

on.Malfor

medData

DataForma "A scalar type was found in the data but a complex type was specified on
tConversi the schema."

on.Malfor

medData

DataForma "ConversionFailureException"
tConversi

on.Conver

sionFailu

reException

DataForma "DataFormatConversionCustomerErrorException"
tConversi
on.DataFo
rmatConve
rsionCust
omerError
Exception
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FRARER

IR

DataForma
tConversi
on.DataFo
rmatConve
rsionCust
omerError
Exception

DataForma
tConversi
on.Malfor
medData

DataForma
tConversi
on.Invali
dSchema

DataForma
tConversi
on.Malfor
medData

DataForma
tConversi
on.Malfor
medData

DataForma
tConversi
on.Entity
NotFound

HIRHENER

"DataFormatConversionCustomerErrorException"

"Data does not match the schema."

"The schema is invalid."

"Data does not match the schema. Invalid format for one or more dates."

"Data contains a highly nested JSON structure that is not supported.”

"The specified table/database could not be found. Please ensure that
the table/database exists and that the values provided in the schema
configuration are correct, especially with regards to casing."
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HIRICES BiREEMER

DataForma "Could not find a matching schema from glue. Please make sure the
tConversi specified database with the supplied catalog ID exists."

on.Invali

dInput

DataForma "Could not find a matching schema from glue. Please make sure the
tConversi passed ARN is in the correct format."

on.Invali

dInput

DataForma "Could not find a matching schema from glue. Please make sure the
tConversi catalogld provided is valid."

on.Invali

dInput

DataForma "Could not find a matching schema from glue. Please make sure the
tConversi specified version of the table exists."

on.Invali

dVersionlId

DataForma "Could not find a matching schema from glue. Please make sure the
tConversi table is configured with a non-null storage descriptor containing the target
on.NonExi columns."

stentColumns

DataForma "Access was denied when assuming role. Please ensure that the role
tConversi specified in the data format conversion configuration has granted the
on.Access Firehose service permission to assume it."

Denied

DataForma "Throttling error encountered when calling Glue. Either increase the
tConversi request rate limit or reduce the current rate of calling glue through other
on.Thrott applications."

ledByGlue
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FRARER

IR

DataForma
tConversi
on.Access
Denied

DataForma
tConversi
on.Invali
dGlueRole

DataForma
tConversi
on.GlueNo
tAvailabl
eInRegion

DataForma
tConversi
on.GlueEn
cryptionE
xception

DataForma
tConversi
on.Schema
Validatio
nTimeout

DataFireh
ose.Inter
nalError

DataForma
tConversi
on.Malfor
medData

HIRHENER

"Access was denied when calling Glue. Please ensure that the role
specified in the data format conversion configuration has the necessary
permissions."

"Invalid role. Please ensure that the role specified in the data format
conversion configuration exists."

“AWS Glue EEEENXEE AT ; HEEHMXE, 7

"There was an error retrieving the master key. Ensure that the key exists
and has the correct access permissions.”

"Timed out while retrieving table from Glue. 1 RE&H KEH Glue R
A BRI “glue:GetTableVersion” X PR ( #EE ) S BR R 68 A 89 RAE AR
R, MRIETE Glue FIFBEARERKE , IHELR Su AWS pport, ”

"Timed out while retrieving table from Glue. MR &H KEH Glue RIEIR
X, EAIN “glue:GetTableVersion” £ BR ( #E#E ) Sl BR ok 8 A 8 RAGAR
K, MRIBTE Glue FIFBEREFRKE , IHELR Su AWS pport, "

"One or more fields have incorrect format."
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15 18] I B % 2 3E Firehose B9 CloudWatch A&

BT LAGE AL S b 3E Firehose B #| A iR Hl 5 EE 5T i Data Firehose i1 i kK MAHX A
'L?E H o CloudWatch TEE’J _j-&ﬁ ﬁuﬂﬁﬁﬁ W‘jﬁﬁ/ﬁlﬁlﬁj %ﬂ'li H Dro

£ 8 Amazon Data Firehose 5| & i Al ££i%

1. &% AWS Management Console 337 Firehose #£#l& , FitH https://
console.aws.amazon.com/firehose

2. HESMmEL , EE— AWS XiF,
3. %&#% Firehose BEBFAIBI{E Firehose BEiFiF BT,
4. 1%&$F Error Log EEEHEARHBEEXNERALENIIR,

f£ A CloudWatch ## A1 H4E IR B &

1. 3TFF CloudWatch ##|& , Mt A https://console.aws.amazon.com/cloudwatch/,
ESMESD , EE -,

ESMERP , EEBE,

EFRBSEANBER , EESHECRYUESXINFERBSHNIXK,

w0 N

B Kinesis KEIZ1TIROR

Kinesis VI & i % Z2 (B N B B E X CloudWatch $8#5. AWS KinesisAgent® a] AR B iF R ER R
EE , BRBEESHIEIRRE Amazon Data Firehose , H EHIECIE ST L EFEFENKEN CPU MK
BRR.

BMERXNIZERENFET R ENERT T 7THEARER Firechose RIEXHENERRIEEER, Xk

ERETHRMRE-ENEILHERENTR , TREAAFEEERNE, MEHERICEZTRRF
o BUWEN LR CPU MR ERURREHRITBESERTATERBECEZSRRERABR

ARENBENEERENERNRADN. &E , AEEREXERSRE , UABRAERERE,

REEHREREREBIRE cloudwatch.endpoint IEEMXFHiRE. BXELER , 2R KB
BERE.

MZA Kinesis B XY Cloudwatch IEFEREHEH .
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X FERINS A Kinesis KB A HIIESR , 2WEN—EMNER, BXEZEER , {558 Amazon
CloudWatch Effto

RS CloudWatch

Kinesis Agent A T #E#R &35 %], CloudWatch

EiR DU
BytesSent EIEER B R M &IXE Firehose FiH F 11 %,
LR 5]
RecordSen FEEEN I ESEEAX PutRecordBatch #— XA R ZIHAIEREK
dAttempts (E—X, HEERER )
B IR
RecordSen FEEE R AIBE AX PutRecordBatch MY — X8 A H iR Bl # FEAR A Y
dErrors iER¥ , BFEE,
BT TH
ServiceErrors EEENEBEEEAFERSHEIR (RIS RZANEMEIR ) B

PutRecordBatch iEHXH,

B HE

FEHIZF T Z#Ek3IE Firehose APl 8B AWS CloudTrail

Amazon Data Firehose 5—IRS&ERK , AIiEFKAF AWS CloudTrail, A= AWS BR$7E Amazon
Data Firehose H#1THIIE4#E, CloudTrail ¥ Amazon Data Firehose BIFFE API ARABIRAEH. &
KRR SERE LS #HHIE Firehose 2 #| & KA AR L S E3E Firehose AP RIEARIB A,
MREGNE T RER , WA LA GFRF CloudTrail E4FE&4E M E] Amazon S3 7@ , SIEEXT Amazon
Data Firehose FWE#, MREREEBRER , BHATLE CloudTrail EHI AW “SHHLRER PESF
BFHNEYS, BIWEMNESR CloudTrail , A LA E @ Amazon Data Firehose & BV iER, KH1E
KREY IP bk, #IRE TER, ARHBERUAREMIFEAES,

ETHEZELR CloudTrail , SENMAEEMNBSAT , 55 EAWS CloudTrail A F 18/,
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https://aws.amazon.com/cloudwatch/pricing/
https://aws.amazon.com/cloudwatch/pricing/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
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I 52 ¥ 3E Firehose HHY{E 2 CloudTrail

CloudTrail & 8122 AWS IKF R EEEMNKF ESH. 2 Amazon Data Firehose 1 HEl X I E 4
EFN  ZEFSSHM AWS RS CloudTrailE#H—R2iIEREEHHLIEFKF, B LITE AWS K
FEE, BENTHETENG, EXELZEE , BSRAEASHERRIEFESE CloudTrailE4,

B RN AWS Ik FEH | 21 Amazon Data Firehose BIE4 |, BOIEEBER, BREAW
CloudTrail ¥ A & #2512 Amazon S3 FiEfE. BINBERT , HEERH AP AIZRERN |, ZR
R A TAE AWS XiE, RERIZRE AWS 2 XHMEXENESH , HE A EXHEETEEEN
Amazon S3 FE#E. WAL, BRI IEEHM AWS RS , Ut —F 5 A FLLE CloudTrail B & U EE
WEHBIE, BXEZER , BZATIANE :

B2 IR BR LR

CloudTrail X#5H RS ALK

fii @ Amazon SNS #&Al CloudTrail

BRKEZANXEH CloudTrail B EXHMEWK B Z AN KT # CloudTrail BEX 4

Amazon Data Firehose X LA T REENEHICRKTE CloudTrail BEX 4 -

* CreateDeliveryStream

» DeleteDeliveryStream

» DescribeDeliveryStream

» ListDeliveryStreams

» ListTagsForDeliveryStream

» TagDeliveryStream

+ StartDeliveryStreamEncryption

» StopDeliveryStreamEncryption

+ UntagDeliveryStream

» UpdateDestination

BENMNEHFIAEKKXEBIEERENBERVARAGE. BNEEEHTEBEUATAR :
o BEREMFEHABIEFRER AWS Identity and Access Management (IAM) B FEIE. H o

s FREFAACERKEAFNIGRNZEE TR EHN,

- FREAHHM AWS RF K.

T 37 3 Firehose HRYS 2 CloudTrail 211


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html#cloudtrail-aws-service-specific-topics-integrations
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/getting_notifications_top_level.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_CreateDeliveryStream.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_DeleteDeliveryStream.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_DescribeDeliveryStream.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_ListDeliveryStreams.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_ListTagsForDeliveryStream.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_TagDeliveryStream.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_StartDeliveryStreamEncryption.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_StopDeliveryStreamEncryption.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_UntagDeliveryStream.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_UpdateDestination.html
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EXEZER , HEZWCloudTrailAF 5B Tt E,
A~ - I 5% Data Firehose HEX 4% B

BEE—MEE , AFNEHENBEXGERIEIEERN Amazon S3 7##E. CloudTrail BEXX 4
BENEENMNEEFEZEB. BHRKRRKRBEMRENEMER , BEEXFERWIRE. BEN BB
B, BRSHENFER, CloudTrail BEXHTREAH API BANEFHRRE , R T2RE
A4S ER IR H I,

DTRRBIERT —NE
~CreateDeliveryStream, . DescribeDeliveryStreamListDeliveryStreamsUpdateDestinat
MDeleteDeliveryStreami®EM CloudTrail HE%E,

"Records": [
{

"eventVersion":"1.02",

"userIdentity":{
"type":"IAMUser",
"principalId":"AKIAIOSFODNN7EXAMPLE",
"arn":"arn:aws:iam::111122223333:user/CloudTrail_Test_User",
"accountId":"111122223333",
"accessKeyId":"AKIAI44QH8DHBEXAMPLE",
"userName":"CloudTrail_Test_User"

},

"eventTime":"2016-02-24T718:08:227",

"eventSource":"firehose.amazonaws.com",

"eventName":"CreateDeliveryStream",

"awsRegion":"us-east-1",

"sourceIPAddress":"127.0.0.1",

"userAgent":"aws-internal/3",

"requestParameters":{
"deliveryStreamName":"TestRedshiftStream",
"redshiftDestinationConfiguration":{

"s3Configuration":{

"compressionFormat":"GZIP",
"prefix":"prefix",
"bucketARN":"arn:aws:s3:::firehose-cloudtrail-test-bucket",
"roleARN":"arn:aws:iam::111122223333:role/Firehose",
"bufferingHints":{

"sizeInMBs":3,

"intervalInSeconds":900

}I
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"encryptionConfiguration":{
"kMSEncryptionConfig":{
"aWSKMSKeyARN" :"arn:aws:kms:us-east-1:key"

I
"clusterJDBCURL":"jdbc:redshift://example.abcl23.us-
west-2.redshift.amazonaws.com:5439/dev",
"copyCommand" : {
"copyOptions":"copyOptions",
"dataTableName":"dataTable"

iy
"password":"",
"username":"",

"roleARN":"arn:aws:iam::111122223333:role/Firehose"

1,
"responseElements":{
"deliveryStreamARN":"arn:aws:firehose:us-

east-1:111122223333:deliverystream/TestRedshiftStream"

1,

"requestID":"958abf6a-db21-11e5-bb88-91ae9617edf5",

"eventID":"875d2d68-476c-4ad5-bbc6-d02872cfc884",

"eventType":"AwsApiCall",

"recipientAccountId":"111122223333"

"eventVersion":"1.02",

"userIdentity":{
"type":"IAMUser",
"principalId":"AKIAIOSFODNN7EXAMPLE",
"arn":"arn:aws:iam::111122223333:user/CloudTrail_Test_User",
"accountId":"111122223333",
"accessKeyId":"AKIAI44QH8DHBEXAMPLE",
"userName" :"CloudTrail_Test_User"

I

"eventTime":"2016-02-24T18:08:547",

"eventSource":"firehose.amazonaws.com",

"eventName":"DescribeDeliveryStream",

"awsRegion":"us-east-1",

"sourceIPAddress":"127.0.0.1",

"userAgent":"aws-internal/3",

"requestParameters":{
"deliveryStreamName":"TestRedshiftStream"
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},

"responseElements":null,
"requestID":"aabea5ed-db21-11e5-bb88-91ae9617edf5",
"eventID":"d9b285d8-d690-4d5c-b9fe-dlad5ab03f14",
"eventType":"AwsApiCall",
"recipientAccountId":"111122223333"

"eventVersion":"1.02",
"userIdentity":{
"type":"IAMUser",
"principalId":"AKIAIOSFODNN7EXAMPLE",
"arn":"arn:aws:iam::111122223333:user/CloudTrail_Test_User",
"accountId":"111122223333",
"accessKeyId":"AKIAI44QH8DHBEXAMPLE",
"userName":"CloudTrail_Test_User"
},
"eventTime":"2016-02-24T18:10:00Z2",
"eventSource":"firehose.amazonaws.com",
"eventName":"ListDeliveryStreams",
"awsRegion":"us-east-1",
"sourceIPAddress":"127.0.0.1",
"userAgent":"aws-internal/3",
"requestParameters":{
"limit":10
I
"responseElements":null,
"requestID":"d1lbf7f86-db21-11e5-bb88-91ae9617edf5",
"eventID":"67f63c74-4335-48c0-9004-4ba35ce00128",
"eventType":"AwsApiCall",
"recipientAccountId":"111122223333"

"eventVersion":"1.02",

"userIdentity":{
"type":"IAMUser",
"principallId":"AKIAIOSFODNN7EXAMPLE",
"arn":"arn:aws:iam::111122223333:user/CloudTrail_Test_User",
"accountId":"111122223333",
"accessKeyId":"AKIAI44QH8DHBEXAMPLE",
"userName" :"CloudTrail_Test_User"

I

"eventTime":"2016-02-24T18:10:09Z2",

"eventSource":"firehose.amazonaws.com",
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"eventName":"UpdateDestination",

"awsRegion":"us-east-1",

"sourceIPAddress":"127.0.0.1",

"userAgent":"aws-internal/3",

"requestParameters":{
"destinationId":"destinationId-000000000001",
"deliveryStreamName":"TestRedshiftStream",
"currentDeliveryStreamVersionId":"1",
"redshiftDestinationUpdate":{

"roleARN":"arn:aws:iam::111122223333:role/Firehose",
"clusterJDBCURL":"jdbc:redshift://example.abcl23.us-
west-2.redshift.amazonaws.com:5439/dev",
"password":"",
"username":"",
"copyCommand" : {
"copyOptions":"copyOptions",
"dataTableName":"dataTable"

I
"s3Update": {
"bucketARN":"arn:aws:s3:::firehose-cloudtrail-test-bucket-update",
"roleARN":"arn:aws:iam::111122223333:role/Firehose",
"compressionFormat":"GZIP",
"bufferingHints":{
"sizeInMBs":3,
"intervalInSeconds":900
I
"encryptionConfiguration":{
"kMSEncryptionConfig":{
"aWSKMSKeyARN" :"arn:aws:kms:us-east-1:key"
}
},
"prefix":"arn:aws:s3:::firehose-cloudtrail-test-bucket"
}

},

"responseElements":null,
"requestID":"d549428d-db21-11e5-bb88-91ae9617edf5",
"eventID":"1lcb2le@b-416a-415d-bbf9-769b152a6585",
"eventType":"AwsApiCall",
"recipientAccountId":"111122223333"

"eventVersion":"1.02",
"userIdentity":{
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"type":"IAMUser",
"principalId":"AKIAIOSFODNN7EXAMPLE",
"arn":"arn:aws:iam::111122223333:user/CloudTrail_Test_User",
"accountId":"111122223333",
"accessKeyId":"AKIAI44QH8DHBEXAMPLE",
"userName":"CloudTrail_Test_User"
},
"eventTime":"2016-02-24T718:10:127",
"eventSource":"firehose.amazonaws.com",
"eventName":"DeleteDeliveryStream",
"awsRegion":"us-east-1",
"sourceIPAddress":"127.0.0.1",
"userAgent":"aws-internal/3",
"requestParameters":{
"deliveryStreamName":"TestRedshiftStream"
I
"responseElements":null,
"requestID":"d85968c1l-db21-11e5-bb88-91ae9617edf5",
"eventID":"dd46bb98-b4e9-42ff-abaf-32d57e636adl",
"eventType":"AwsApiCall",
"recipientAccountId":"111122223333"
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"Sid": "Allow-only-specific-PrivateAPIs",

"Principal": "*",

"Action": [
"firehose:ListDeliveryStreams"

1,

"Effect": "Allow",

"Resource": [

i n

"Sid": "Allow-only-specific-PrivateAPIs",

"Principal": "*",

"Action": [
"firehose:DescribeDeliveryStream"

1,

"Effect": "Deny",

"Resource": [

"y
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1%£3$% Create function (BIZ &),

EFEM LTI 04,

WARBEH , RSN Runtime (iZ178) iRE R Python 3.6,

£ Permissions (fXBR) T , BFF Choose or create an execution role (ER I EHRITAR),
£ Execution role (}1TA®) FIFRAP , & Use an existing role (FAIAEAE),

£ Existing role GREA®) JxRH , EREETVENAL,

TR BB,

# Function code (BH¥REB) T , MM LA TR,

import json

import boto3

import os

from botocore.exceptions import ClientError

def lambda_handler(event, context):
REGION = os.environ['AWS_REGION']
client = boto3.client(

'firehose',
REGION
)
print("Calling list_delivery_streams with ListDeliveryStreams allowed
policy.")

delivery_stream_request = client.list_delivery_streams()
print("Successfully returned list_delivery_streams request %s." % (
delivery_stream_request
))
describe_access_denied = False
try:
print("Calling describe_delivery_stream with DescribeDeliveryStream
denied policy.")
delivery_stream_info =
client.describe_delivery_stream(DeliveryStreamName='test-describe-denied"')
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except ClientError as e:
error_code = e.response['Error']['Code']
print ("Caught %s." % (error_code))
if error_code == 'AccessDeniedException':
describe_access_denied = True

if not describe_access_denied:
raise
else:
print("Access denied test succeeded.")
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15. BIRERE Test (M), XFHEZHBET, EMITERERZE , BT Details (FHER) , F ¥
BEHESHBRBETHER, AWER2ERZXEA Firehose ERFHIRUKATHE :
Calling describe_delivery_stream.

AccessDeniedException

Access denied test succeeded.
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* Project: Project name

* Owner: Name

* Purpose: Load testing

* Application: Application name

* Environment: Production
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L, MREFEHLENER , NSETHH IAM BEIRZEHE Firehose R4 ARHERFF K
M , AccessDeniedException®l FFRo

AccessDeniedException

User: arn:aws:sts::x:assumed-role/x/x is not authorized to perform:
firehose:TagDeliveryStream on resource: arn:aws:firehose:us-east-1l:x:deliverystream/x
with an explicit deny in an identity-based policy.

R RBERT — AN VR P e AR N AR AT RS

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "firehose:CreateDeliveryStream",
"Resource": "*",
}
},
{
"Effect": "Allow",
"Action": "firehose:TagDeliveryStream",
"Resource": "*",
}
}
]
}
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ErrorCode: HitpEndpoint.DestinationException
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"deliveryStreamARN": "arn:aws:firehose:us-east-1:123456789012:deliverystream/

ronald-test",

"destination": "custom.firehose.endpoint.com...",

"deliveryStreamVersionId": 1,

"message": "The following response was received from the endpoint destination.
413: {\"requestId\": \"43b8e724-dbac-4510-adb7-ef211c6044b9\", \"timestamp\":
1598556019164, \"errorMessage\": \"Payload too large\"}",

"errorCode": "HttpEndpoint.DestinationException",

"processor": "arn:aws:lambda:us-east-1:379522611494:function:httpLambdaProcessing"
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"deliveryStreamARN": "arn:aws:firehose:us-east-1:123456789012:deliverystream/
ronald-test",

"destination": "custom.firehose.endpoint.com...",
"deliveryStreamVersionId": 1,
"message": "The response received from the specified endpoint is invalid.

Contact the owner of the endpoint to resolve the issue. Response for request
2de9e8e9-7296-47b0-beab-9f17b133d847 is not recognized as valid JSON or has unexpected
fields. Raw response received: 200 {\"requestId\": null}",

"errorCode": "HttpEndpoint.InvalidResponseFromDestination",

"processor": "arn:aws:lambda:us-east-1:379522611494:function:httpLambdaProcessing"
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hose E{&

WMREM hose L TEFERES , BREUTEM

« RER MSK £8EEL TEIRE

- RERTBREET. NRTTHMBRHEFRCIZE , WX LT BRHEFHEIZ Firehose Firehose E
.

hose &

%8S BytesPerSecondLimit /N9 X & EEMNZRIEREBREBRF LT,
DataReadFromSource.Backpressured BIERNH 1,

- MRIRK[FT , BytesPerSecondLimit i54 & DataReadFromSource .Bytes i8R H ERIZ SR F,
- ®&EH CloudWatch &, BARIEFR, BIBERIRIER RN ERIEIRAEE R,
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https://docs.aws.amazon.com/msk/latest/developerguide/aws-access-mult-vpc.html
https://docs.aws.amazon.com/msk/latest/developerguide/public-access.html
https://docs.aws.amazon.com/firehose/latest/dev/controlling-access.html#access-to-msk
https://docs.aws.amazon.com/msk/latest/developerguide/mvpc-cross-account-permissions.html
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BIEHGEETER

HEHeEELTTIER

* Firehose REAEMAICEKMN N ABRITERFEHREE, N THRREFEFECERE

£ Kafka BV B ERICRILEN RS | 5~ Katka TENRBREREREN
message.timestamp.type=LogAppendTime,

MSK &% 30 &

DU BEIARIE S MSK 8 MER, BXIRE aneificbevikrdel I & i# MSK & F im i 415

B

BN

B2 GEAT Apache Kafka BYII BB E R IBEATT X BIEF) FH Amazon MSK A Al T,

KWiE 5 MSK S8RV ESE

1.

BIZE T UNIX ( &RFR2 AL2 ) B Amazon EC2 3:fl, MREHNERFH LNZHAT VPC i&E#E |, B

RIZH EC2 RBIER— VPC HiE1T, —BEXHIFTA SSH E#ZFZEHl. BXEZER , HSH
GERAT Linux =618 Amazon EC2 AAF1ER) HFRIAHIE,

BEETUTHEER Yum R 2B L% Java, BXEZEE |, 15 Amazon Corretto 8

AFEETHRERA,

sudo yum install java-1.8.0
BEETUTRTREAWS &b,

curl "https://awscli.amazonaws.com/awscli-exe-1inux-x86_64.zip" -o "awscliv2.zip"
unzip awscliv2.zip
sudo ./aws/install

ET LT 9 T8 Apache Kafka & i 2.6* AR,

wget https://archive.apache.org/dist/kafka/2.6.2/kafka_2.12-2.6.2.tgz
tar -xzf kafka_2.12-2.6.2.tgz

#3 kafka_2.12-2.6.2/1ibs B , RABRETUTHSLTEH Amazon MSK IAM JAR X
#%,

wget https://github.com/aws/aws-msk-iam-auth/releases/download/v1.1.3/aws-msk-iam-
auth-1.1.3-all.jar
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https://docs.aws.amazon.com/msk/latest/developerguide/getting-started.html
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6. 7£ Kafka bin X#XHtlEclient.propertiesX#,

7. awsRoleArnEi N IETE Firehose FEAK AR ARN |, SourceConfigurationfAERIEIE$H
B, RUFEH AWS FEFAFKRAA®awsRoleArn, AWS B iR A SRR A B IS
ENAE,

[ec2-user@ip-xx-xx-xx-xx bin]$ cat client.properties

security.protocol=SASL_SSL

sasl.mechanism=AWS_MSK_IAM

sasl.jaas.config=software.amazon.msk.auth.iam.IAMLoginModule required

awsRoleArn="<role arn>" awsStsRegion="<region name>";
sasl.client.callback.handler.class=software.amazon.msk.auth.iam.IAMClientCallbackHandler
awsDebugCreds=true
ssl.truststore.location=/usr/1lib/jvm/java-1.8.0-
openjdk-1.8.0.342.b07-1.amzn2.0.1.x86_64/jre/lib/security/cacerts
ssl.truststore.password=changeit

8. BITLAT Kafka s R 3IHEH, MBEAEZERNHE | BEFEAL RIS Bootstrap R85, R
TBHERELEY |, BFEAALE RS Bootstrap RS E5.

bin/kafka-topics.sh --list --bootstrap-server <bootstrap servers> --command-config
bin/client.properties

MRFERRL , BN ZSBERLTUT RO @EH,

[ec2-user@ip-xx-xx-xx-xx kafka_2.12-2.6.2]1$%$ bin/kafka-topics.sh --list --bootstrap-
server <bootstrap servers> --command-config bin/client.properties

[xxxx-xx-xx 05:49:50,877] WARN The configuration 'awsDebugCreds' was supplied but
isn't a known config. (org.apache.kafka.clients.admin.AdminClientConfig)
[xxxx-xx-xx 05:49:50,878] WARN The configuration 'ssl.truststore.location' was
supplied but isn't a known config.
(org.apache.kafka.clients.admin.AdminClientConfig)
[xxxx-xx-xx ©05:49:50,878] WARN The configuration 'sasl.jaas.config' was supplied
but isn't a known config. (org.apache.kafka.clients.admin.AdminClientConfig)
[xxxx-xx-xx ©05:49:50,878] WARN The configuration
'sasl.client.callback.handler.class' was supplied but isn't a known config.
(org.apache.kafka.clients.admin.AdminClientConfig)
[xxxx-xx-xx 05:49:50,878] WARN The configuration 'ssl.truststore.password' was
supplied but isn't a known config.
(org.apache.kafka.clients.admin.AdminClientConfig)
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[xxxx-xx-xx ©05:50:21,629] WARN [AdminClient clientId=adminclient-1] Connection to
node. ..

__amazon_msk_canary

__consumer_offsets

9. MREHEZITZRIHANBEIMEMFAIE , FRIEGRHNSI SRS /RS UELEER AT
o ALt , ié‘\_wl_l:ﬁ#ﬁﬁﬁ telnet ELWKARF , MU TR BFIR.

sudo yum install telnet
telnet <bootstrap servers><port>

MRERAY , BFRBUATREH. XEWEERTLUEES A VPC 71 MSK &5 , ¥ B5|%
REF|EEERHD LETER,

Connected to ..

10. MRFERFRY , 88 VPC ZEHMAWMN, Hlan |, BRI EAWEAN EERLTE
o

Type: All traffic
Port: Port used by the bootstrap server (e.g. 14001)
Source: 0.0.0.0/0

ME—FMR, B telnet E#E, NMREBMATEEEDR Firehose EZPAIM , BHRREIFA
. AWS

Hty
£
 fEHRA A A CloudWatch HZE. CloudWatch 45, AWS loT 24EM B4R
s BIEFEEERERKIAR HBEREERR
« IBFREAE N Apache Parquet kK
- REEWREY , BEWRERIE
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& %A o F{E CloudWatch B, CloudWatch 458 AWS loT B/ B
FR

i AWS RS ReEm{ TR — AWS X8/ Firehose £1E R R IXHEMNEH . BWIAER Firehose 1&
WARSEMRSNTER—XE,

AR BRI KRR R e B 156

BRFEEATHELZNBRBREEARTNRTEE, CREMATRENERBICENER , N
Firehose BEVIERY BB BIINFE, Firehose IR 7T A F Y EHBHHEENIEIr,. EBEREBIFHN
WIS E ISR , 155 Wthe section called “{E A CloudWatch IE#R# 1T 42",

MRENFFESHIMBEXEEAEN , FEEA N EMNBEREERER . —MATEER , 5—1
AT &A1,

MRREHBEHEEER , WEREEZARIEARNEH, HT2BIEBEARIUXBEAEARK
Er, 2REXMER.

MRBEF G EERETHIEM , NERKEREERAES, XARRATUATRERZ—.

- BFRELER EEAmER, R Firehose AEREMBEIENMHER , RN ITESEF. XAEXR
4TS S3 LA B Wit ( OpenSearchBR%. Amazon Redshift 2 Splunk 2 FJ 8K 4 X #1F
n) . BRENEFEERBNRIERLEERZARE.

- BFRIEER. MR Firehose BEIFER , BHERNHUELEG. MIZEBEIFWIERER.

« Lambda EHBZTEE., XAESHBFELAHERERTRBRNVBIFEEEOER, WRTRE , B
= Lambda BB RE, fl0 , MREHBLERSE 10, BEASNLELFS 10 KEMHTE.,
AL, FRE I Lambda BN F A/ , AMEMEN#IEI CPU £ 8. XARERX MR Lambda KV
ARE, BXxfE Lambda BEMER , BZHBLE Lam bda AWS BE¥,

- ERELEALEDHIHE, BXxAER Amazon Logs ¥ #245i% CloudWatch BEER | 5
Elthe section called “fE f CloudWatch HE# 1T,

o MREHROBIERFER Kinesis BIER , WA REAFEERGERL. BE
ThrottledGetRecords, ThrottledGetShardIterator #l ThrottledDescribeStream
fEbR. MBEZNMEAEMINE Kinesis HIER , HFERUTEM :

« MR ThrottledGetRecords # ThrottledGetShardIterator E#rIEES , RINBWEIG
MABERMEERN 2D H .

- MRThrottledDescribeStreamAE , BMNBIUENFEEN B/ LR
fikinesis:listshardsiXPRKinesisStreamSourceConfigurations

&R AT F4E CloudWatch B, CloudWatch B4£88 AWS loT #4ER B #5 245


https://docs.aws.amazon.com/lambda/latest/dg/resource-model.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_CreateDeliveryStream.html#Firehose-CreateDeliveryStream-request-KinesisStreamSourceConfiguration
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- BREARRIRK, XARELEM Firehose FEFIR B WHbAIRE , NI ATEES HELXER, ER
BAREFRTHNE. BXEZER , HZHBufferingHints.

- HERMBREN , RENERASENETREL2SHEWES. ZRE/DNERFLEMNE, A, K
BiRAZ DX LEHEIR. BXUOAEA Amazon Logs ¥ #2455 i% CloudWatch HER. , S the
section called “ff F CloudWatch B & 1T,

- MEBEFA Splunk # B DeliveryToSplunk.DataFreshness &% , {8
DeliveryToSplunk.Success HXT4 , Nl Splunk EFAIEERIC, WMRATEE , HERH Splunk
£8, RE\E , BHER AWS ZEFH , BHREH Firehose AT 5 Splunk EFHBEHNRERE.

D FE R #E# A Apache Parquet kK

MREIRIMBESetiZEEM DynamoDB #IE , B Lambda FHEHBRXNAWMBMEHR , REEANIE
K& R Apache Parquet , AWS Glue Data Catalog M| & & 4 X #1857 o

% AWS Glue Crawler § DynamoDB SE##E¥X #StringSet ( NumberSet, BinarySet#l ) 4wl
REI , ERFEN D B FEELIEE FHSET<STRING> , BISET<BIGINT>, M, SET<BINARY>{E
2 , Eit Firehose FTFHIFIZF N Apache Parquet 13, , ©FEE Apache Hive BUIEERE, HTE
KA HIFFME Apache Hive BIERE | FRIHRIR XN, EFITRIIER , EEA Apache Hive B
FERAFHBIEL K. At , BRI LUEHIEE XF M set EXRN array.

EHEE FarrayFsetF— ML ZHHFERBMNERH AWS Glue

1. &3 AWS Management Console 7#3TF AWS Glue #2#|& , MikA hitps:/
console.aws.amazon.com/glue/,

2. EEMBRFHREERIRET |, EHFEXR,

ERIRT  EREFEZEX—IPRSINBERENRNEN. SSFEESEZRNEAFER
[T

w

4. EFFMAEENHALANRERTEY,

5. EBIERBHIF  EFEHE - set BIERE,

6. HEIRBTHRIKD , FiZEKBM set EXN array,

7. RIEFEZHArraySchemaip EM BN EIEL B array<binary> , EZFERF
Warray<string>A., @M. array<int>

8. EEREH.

9. EEZHIMNSE  HHM set KBHIRN array XK,

10. EERF,

BB N Apache Parquet KK 246


https://docs.aws.amazon.com/firehose/latest/APIReference/API_BufferingHints.html
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FRAGIER
REEWRE , ERRXBHE
MELERBEERNE | ANEHRRHWIERERRTE , ALEARTETIRE  FRERR

FRIZIE, WEREHIRIEREBBNAAERE.
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M & 3#b Data Firehose Bt #i

Amazon Data Firehose BEiE 0T

« LS MSK ¥ Firehose fHEIKIR , A Firehose MBI INE N B2 XAVIZEELE 10
MB/® , & RIEFA/NN 10MB. & AT LAGE 18 hn AR S5 EC R 15 SR I KiRERVEL & 10 MB/
WHIBABLER

« LI 5# MSK ¥ Firehose EIEMRIR , 2R /E A AWS Lambda , M & KiZFK/NH 6Mb ; 40
REH Lambda , M&KIiZFEFK/NHA 10Mb, AWS Lambda fFEE AiExZ EBRF 6 MB , Amazon
Data Firehose fFi#813 6Mb #9183 X 48 1R S3 F##. MEZM Lambda , Firehose &fFH /%
ANIEFKBR#IR 10 MB, #158 Amazon Data Firehose ML &i# MSK W EI#Yi2F KN AKF 10MB |
ML S # B HE Firehose 2fFbie FZIXE S3 HiRTFHM , HERMIK/S X H Cloudwatch 3§
¥ro BX AWS Lambda REINEZES , iHSH : htips://docs.aws.amazon.com/lambdal/latest/dg/
gettingstarted-limits.html,

- EEMRLBRISS XE , A ZARREIE 500 NES 2 XORIABH, FrXit 2k
RMEAXAES DXL, fln, MRHEZSXEREVHE IINPX , HEERE—IMNEHXE
REE , 560 WMLk —X&WH , BBLAFEENEE 180 MNE P X, 0 XPEREERS , 29K
PFRBLTFEIRES. B LMER Amazon Data Firehose R &3 % BRi5 R I E A8 B S NA ELE
BT 5000 NEH DX, MREBFEESHX , WAILIGIBES AR , HEXEEAHRR B2 EE
5 X,

- ERARELBERIESDXE , BMED T XIBFNEAEFLHENEY 1GB,

- BNKSESNXIEH Firehose ERME LB TEER !

- XEFR (HEFRLMILE ). ZEREP (BEXEM ). XEAEZ (BBRMN ). KX ( ZR
Z), ITA#X (FRZR) : 5000 MR

BN (ZEEXRE). BN (RFH)., AKX (FK), TAX (FE ), TAHKX (H
R), TA#KX (ZX ). AWS GovCloud ( EETEEF ). MEKX (FZF ). MEKX (HIP)
2,000 MEIETR

o BN (BZ) ., BM (K=)., M ( FHEFRE ), TA#HX (FE), AKX ( XK) .
MEMN(ZRF )., PE(TE)., PE (=), FF (B ). AWS GovCloud ( ZEER
B ). FEM (FFER) : 500 MRIER

o RUM (FERM ). BN (AT ), TAMK (BENE )., TA®KX (#NE), TAHX (£
RA ), PR (FBREE ), UEF (FHEX )., MEXEI (FRME ), MEX (PEH)
100 MEER
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https://support.console.aws.amazon.com/support/home#/case/create?issueType=service-limit-increase&limitType=kinesis-firehose-limits
https://docs.aws.amazon.com/lambda/latest/dg/gettingstarted-limits.html
https://docs.aws.amazon.com/lambda/latest/dg/gettingstarted-limits.html
https://docs.aws.amazon.com/firehose/latest/dev/dynamic-partitioning.html
https://support.console.aws.amazon.com/support/home#/case/create?issueType=service-limit-increase&limitType=kinesis-firehose-limits
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- MRBEHIEF , A CreateDeliveryStream £ 52 LimitExceededException &, &
RAEE , LA Service Quotas ( MR ZBFTELNXEFAA ) . BXFEARSRIANE
B, BZHEREMEH, MREMENMXZERSEM , BRI LUEA Amazon Data Firehose
PR il 2= 5 BRI EC A

« ¥F Direct PUT Bt W EIEIRAET , 84 Firehose i PutRecordMPutRecordBatchif sRIZH LA 4
SEE
e | N

« WFXREFRD (HFERLMILER ) . XEAER (BBRM ) MBPMEX ( F/R=) : 500,000 %&id
/%, 2,000 NMERA , SMIB/,

- TATEERI (BXBEBMN ). ZEEIP ( MAEELILE ) . AWS GovCloud ( EEFRER ) .
AWS GovCloud ( XE@EZ ). ITA#HKX (&), TA#KX (ZX)., TA#HX (BER). T
KX (M) . hE (LX), BE(FE). TASK (EE). TABK (FX). M
EX(FE) . MEXEI (FRME ), BM (EZZRE ). M (L), BN (BR)),
ROM (HTER/REE ). R (BH ), BmEM(R2RF ). IEM (FER) MBOM (K=)
100,000 %ki2%/#. 1,000 XiER/F. 1 MiB/#,

EREEMNEE , B6EH Amazon Data Firehose [REIFR £, X=NEFRLLBT B, Fla , (RS
XERI (FHFREMILE ), ZEEZ (BREBXIM ) FRMX ( ZRE ) WEHLEEFIE NE
10MiB/® , Bt MNEL &S 4 3118 112 4,000 NiFsR/FF 1,000,000 FKicF/#.

/A Important
MRBNNEFZE TZTHRE , X2SHERT BRAHRRD, MNERBERET ,
ASHERRSHRAS R, FRERXNBEHNSITHREMEINER , FEREE e

J\E_iiﬁ%ggaéﬁo

/A Important

BEE , BBEIEREY |, BRAME. Firchose EEUENE T ELEIRSHHBTFIZEZHK
B, RUBRIEFHA/D , IEFEAZKEILW 5KB (5120 F1 ) » Atk , 8 ALKIE
E(FN)HEANERT , IRMARCKNKRELS , “FENREAREBS, flw, 0
REANEHEEN 5MIB , MESFEH 1,000 FieFEAEHBHENHERL | KEES
5,000 &idEkH 5MiB BN AES. BEXEZEE , BZRITESETH Amazon Data
Firehose, AWS
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https://docs.aws.amazon.com/firehose/latest/APIReference/API_CreateDeliveryStream.html
https://console.aws.amazon.com/servicequotas/
https://docs.aws.amazon.com/servicequotas/latest/userguide/request-increase.html
https://support.console.aws.amazon.com/support/home#/case/create?issueType=service-limit-increase&limitType=kinesis-firehose-limits
https://support.console.aws.amazon.com/support/home#/case/create?issueType=service-limit-increase&limitType=kinesis-firehose-limits
https://docs.aws.amazon.com/firehose/latest/APIReference/API_PutRecord.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_PutRecordBatch.html
https://support.console.aws.amazon.com/support/home#/case/create?issueType=service-limit-increase&limitType=kinesis-firehose-limits
https://aws.amazon.com/kinesis/data-firehose/pricing/
https://calculator.aws/#/createCalculator
https://calculator.aws/#/createCalculator
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® Note

$F Kinesis Data Streams Bt & A HIE R |, WEE &R , Amazon Data Firehose A LA
SR&MtE LERE T B,

« 8 Firehose R\ Z W17 24 N EHIEICR , UBEEBENFTH BRAATA, DirectPutil
RIF R Kinesis Data Streams ( KDS ) , BEfRUERTA , NHEFBEELN KDS B EREH,

« 1f baseb64 w28l , X% %] Amazon Data Firehose FJid FZH & A K/ 1,000 KiB.
« PutRecordBatch S X E A A4 E 500 ki2xH 4 MB , LR/NE R, T EESULEE,
s UTHRESHRZILIRME 5 XAR (EHRE

%)) : CreateDeliveryStream, DeleteDeliveryStream, DescribeDeliveryStream, ListDe.

F StopDeliveryStreamEncryption,
- ZFEIRREREE : 60 % - 900 ¥,
- EMI G Data Firehose 1% i EIT & # Redshift , XX A FF 75 A1 AL S Redshift &,
« Amazon Red OpenSearch shift f1IRF RV ERIFLERESEEM 0 ¥ F 7,200 1 EF,

« Firehose X3 Elasticsearch R4 1.5, 2.3, 5.1, 5.3, 5.5, 5.6 , ARPFIHE 6.* F 7.* lRAUK
2.11 Z BT E9IE & OpenSearch BRS 2.x0

- YEFRNLE? S3, TS Redshift B OpenSearch fRE AT , Amazon Data Firehose RFEN %
F&% 5 RKERM Lambda @A, XF Splunk , BBEIREND H 10 X AKRERH Lambda B A,
o IEA[LAEH CUSTOMER_MANAGED _CMK 3E#E# CMK % %3k 500 MEHHo
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https://docs.aws.amazon.com/firehose/latest/APIReference/API_PutRecordBatch.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_CreateDeliveryStream.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_DeleteDeliveryStream.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_DescribeDeliveryStream.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_ListDeliveryStreams.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_UpdateDestination.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_TagDeliveryStream.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_UntagDeliveryStream.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_ListTagsForDeliveryStream.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_StartDeliveryStreamEncryption.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_StopDeliveryStreamEncryption.html
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B % - HTTP 3% = 4% 515 5K F0 0 B2 H1 36

7 71k Amazon Data Firehose I EEEHEIBENL HTTP KinT R , XL LT L AT E A4
EML S E3E Firehose HRMBBENIEZERHAREWN, RTNELDEEIE Firehose RS @
BEMN HTTP LinT KUKIEN HTTP BRNEXAE , URLSEHHKIE Firehose IRFHAER HTTP I
BRIty RSB, 7 Amazon Data Firehose BEHERZ 8 , HTTP K% T KB 3 7Y A 8] 5k e B %18
K. Amazon Data Firehose A& EHEEXNE SN RE XK,

F&:
o EHEREX
o MERIHEN

HRER
BEM URL S8

HZEERENED URL FEEM —2B4% . Amazon Data Firehose BB R EEAN] , TEBH. X
¥ # https BFro URL ﬁE%UE"gﬁuwﬁﬂgﬁﬂlﬁjrﬁﬁo

(® Note
BEl, HTTP im RBIEE RN im0 443,

HTTP #rk - X-Amz-Firehose-Protocol-Version

AR A TFERBER/MNUEXWIRE, BaE—WREZ 1.0,
HTTP #r3k - X-Amz-Firehose-Request-Id

AR ER —NTERR GUID , TR TRARMNESHEMR, WRATERNE , RSN ISHK
RXARAWE , BRERDMERMBER, EZR2RE—ERE , HR ID RETE,

HTTP #r3k - Content-Type

Content-Type ¥rkHIEIR 7 application/json.
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HTTP %5k - Content-Encoding

A LUK Firehose RELE RN EAEERIIER GZIP ERIEX., BRAERG , REBIRAER
7% , Content- Encodlng PRV ERRE RN gzip, MRKRBAESE , N Content-Encoding ¥Rk Fi 5T
=R EE,

HTTP #r3k - Content-Length

BEBRETER,
HTTP #rk - X-Amz-Firehose-Source-Arn :

LA ASCIl 2B AR TH Firehose EER ARN., ARN Xt [Xig, AWS IKF ID FiR B HE 1T
BB, i |, arn:aws:firehose:us-east-1:123456789:deliverystream/testStream,

HTTP #r3k - X-Amz-Firehose-Access-Key

HARLEE API ZAHHEHMEU, BRI EHMERRN , BRI LIQIRHER AP Z4R ( XN
©h ) » Amazon Data Firehose fFi5 7] 247 89 K/NR &I 7E 4096 F17 LA, Amazon Data Firehose
FRZRAE AL NERILZR. BENZRAFEFEF D HARLNESR,

NATUREEN , THERR JWT ¥ ACCESS_KEY, MREMKAFTELFREIL (WAFBHN
%), NRFmMEFBRNENR S TEFNERX (JSON & CSV) —iﬁ{%ﬁi/\lﬁllﬂ&ﬁqﬂ
MBFRBEABRTRZHEE , AT b FER# 1T base-64 4718, Amazon Data Firehose T2 1&K
MR mBEENE , MRREEEANS.

HTTP #rk - X-Amz-Firehose-Common-Attributes

WAL EEEBMERN/BBERDPAEEEHERNLAOELEYS (THE ) . XLEHELECE
Firehose BER EZEEN. LEMNEHRIENEBLITEMH JSON FR :

"$schema": http://json-schema.org/draft-07/schema#

properties:
commonAttributes:
type: object
minProperties: 0
maxProperties: 50
patternProperties:
"AL{1,2563%":
type: string
minLength: @
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FRARER

maxLength: 1024

AT

"commonAttributes": {
"deployment -context": "pre-prod-gamma",

"device-types":

IEX - RARK/N

BRAEXK/PHEEE , EFHEIHRAKTIE 64MiB,
IEX - 2849

EXBE— JSON X , ZXHEHFLLT JSON £ ( A YAML RE )

"$schema": http://json-schema.org/draft-07/schemai#

title: FirehoseCustomHttpsEndpointRequest
description: >
The request body that the Firehose service sends to
custom HTTPS endpoints.
type: object
properties:
requestId:
description: >
Same as the value in the X-Amz-Firehose-Request-Id header,
duplicated here for convenience.
type: string
timestamp:
description: >
The timestamp (milliseconds since epoch) at which the Firehose
server generated this request.
type: integer
records:
description: >
The actual records of the Firehose stream, carrying
the customer data.
type: array
minItems: 1
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maxItems: 10000
items:
type: object
properties:
data:
description: >
The data of this record, in Base64. Note that empty
records are permitted in Firehose. The maximum allowed
size of the data, before Base64 encoding, is 1024000
bytes; the maximum length of this field is therefore
1365336 chars.
type: string
minLength: @
maxLength: 1365336

required:
- requestId
- records

AT

"requestId": "ed4acda5-034f-9f42-bbal-f29aea6d7d8f",
"timestamp": 1578090901599
"records": [

{
"data": "aGVsbG8="
3,
{
"data": "aGVsbG8gd29ybGQ="
}

] 7 4% =X
S BTV BRIATT
MR ARRFELLTER | Firehose RE BT EMNIRATB R 500 , SREIEI,
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RSN

HTTP SR LML 2XX, 4XX = 5XX SEE Ao

Amazon Data Firehose RSB FER/EEM ( XX RAKRTE ) » RLEMWNATE 200 F 4 A K I
FiEFREAME HTTP/EP, MRS 413 (BHAD ) BARAKALK , HHRRFRIHAFTELKIEELE
XFEE (NREEE ). MEEMENABEOEANTERNER , AZIBENENERER
BEMA R,

Rk - NAER

ME— A EZHAREEZ application/json,

HTTP #7k - Content-Encoding

T8 A Content-Encoding. 1IEXMAMRKRERIRS,
HTTP #r3k - Content-Length

MRMRBAEIEX , MHAHMAE Content-Length F53k,
EX - &RAKND

MR B2 1E TR KN AN TFZEF 1MiBo

"$schema": http://json-schema.org/draft-07/schemai#
title: FirehoseCustomHttpsEndpointResponse

description: >
The response body that the Firehose service sends to
custom HTTPS endpoints.
type: object
properties:
requestId:
description: >
Must match the requestId in the request.
type: string

timestamp:
description: >
The timestamp (milliseconds since epoch) at which the
server processed this request.
type: integer
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errorMessage:
description: >
For failed requests, a message explaining the failure.
If a request fails after exhausting all retries, the last
Instance of the error message is copied to error output
S3 bucket if configured.
type: string
minLength: 0
maxLength: 8192
required:
- requestId
- timestamp

AT

Failure Case (HTTP Response Code 4xx or 5xx)

{
"requestId": "ed4acda5-034f-9f42-bbal-f29aea6d7d8f",
"timestamp": "1578090903599",

"errorMessage": "Unable to deliver records due to unknown error."
}
Success case (HTTP Response Code 200)
{

"requestId": "ed4acda5-034f-9f42-bbal-f29aea6d7d8f",
"timestamp": 1578090903599
}

FEAR A RI40 22

ERBEHIRERT , Amazon Data Firehose fRF2R# 2 EABHRBEEZENZ HAEEBERIXN
Bk, BERFEABRIREN (15%) BHBRERE (18 ) #HTRE , BENEREREBFERATE
Bz (initial-backoff-time * ( &% (2) A retry_count ) ) #1THRE . BR8] #Y & A8 B BR %I
N2 S, Bl EE n R Eide , EEEY = MAX(120sec, (1 * (2*n)) * random(0.85, 1.15).

EXAPEENSHAELEETIL, BXEREEE LR FERNEABEIERE, &FAEER
B, RBMEIEDL |, ESHE AWS Firehose X#4,

EREENEXRERD | FRICENFRZAN/REFRATEASEIEERGN Firehose RElEMA L
3 {t. Amazon Data Firehose [RESURIMANN SR EEXFFEAEBNIERES. &iE—WI8E
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FRARER

AT HTTP in LIRS SR TESHENRR. MREAFNHRKEE (ET Firehose REE ) 2

R AREIEER , M A BRI R B B R IC FAR X B IR T8

=~

kB CWLog HYiER KA :

"requestId": "ed4acda5-034f-9f42-bbal-f29aea6d7d8f",
"timestamp": 1578090901599,
"records": [
{
"data": {
"messageType": "DATA_MESSAGE",
"owner": "123456789012",
"logGroup": "log_group_name",
"logStream": "log_stream_name",
"subscriptionFilters": [
"subscription_filter_name"
1,
"logEvents": [
{
"id": "0123456789012345678901234567890123456789012345",
"timestamp": 1510109208016,
"message": "log message 1"

"id": "@123456789012345678901234567890123456789012345",
"timestamp": 1510109208017,
"message": "log message 2"

ayt]|
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