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« AWS Management Console— =2 A FFi5R AWS FIS 9 Web R H. EXEZEL , BSREH
AWS Management Console,

« AWS Command Line Interface (AWS CLI) — 73833 AWS FIS EAH & AWS RFEMS S ,
£ Windows, macOS M Linux L2 X, BXEZEE , i5ZH AWS Command Line Interfaces
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1. PASKE M BAREE - BEMRRBEHFRTE, TDBEUEERRXKB NRES SN ARG,

2. EENAREFRENY  YITMBRRERRATENMHNMENAERFASH. BIMRESRE, BXE
ENAEREN, BENAERFNTE , E58 AWS Well-Architected Framework,

3. EXRERDMTN  REFAMUSZSTHNERESR (MR, CPU Ek. BoHEFRBIREK.
ERRBINENSEE ) , EXRENRBRERSITN

4. RHRBRR : RIREXRERPRETHAROME(L, FEREATHRARHRR
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2 £/H AWS FIS AL LR E 3

BT LAE R AWS Fault Injection Service (AWS FIS) , ik B A2 F {4 BL =1t B 3h. BEEE
BIESLRENR , HET AWS FIS aws:ec2:stop-instances REZENMEESEHI,

TERFAF
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- ERFHREHFEN EC2 WiAkHl, RE , i THADEHIA ID,

- B IAM B8 , BUE AWS FIS IRERKREHIT aws:ec2:stop-instances BE., BXEZE
£, #20 EAT AWS FIS B 1AM A,

- BREBNIFR AWS FIS, BXEZER |, SR AWS FIS KRB,

HhR 1 BEXRRER

£/ AWS FIS 24| 5 e ZKRER. BUUERRFIEERTRE , 23 RIFET=2%, F—M|
BRIESFLIE AWS FIS BEHLERZRRY — MK A, F-TURIELF LA NIASKH,

BIERRER
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WMAREBR. HlW0 , %A stopOneInstance,

T FIRERR | %R aws:ec2:stop-instances,

3 F B, IRE AWS FIS HERIEH B #F.

NTFRESH  ERENBERFRIRG , I5E 3 28 (PT3M),
ERRT.

6. XTFT B, FHITUTRE
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f

NF AWS FIS #E—FHEFHCEN B , EFERE.
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BIERRERIEIE N aws:ec2instance,
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EERF

7. EBRAMBERR, REHRITUTERE:

a
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e.

a.

b.

d.

e.

WMABREMN. Bl , M A bothInstances,

N FRFREE | EF aws:ec2:instance.

NFEHRAE, EEBERRID, RAEERHMNUAEHIH 1D,
NFEZFER | EFELE,

EFRRT

8. BUBRMESD , EERMBEE, MITUTHRE

FNFEH, WARIERT. HlW0, # A stopBothInstances,
T FIRERR | %R aws:ec2:stop-instances,

NFHRETFHE , ERERINNE —TRIE (stopOneInstance),
FNFERF , EBRERMNE_-NEBEFR (bothInstances),
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9. WFRFZFRMNE , EBFEANE IAM £ , AR EREIRBAKELREZEHFIRGIZEN IAM
A, IRERNIKAR® BRIIERTFEEMVENEERR. BXEZELR , 5N the section
called “XRAE",

10. ( ANk ) WFHRL , BEMNFRE , AEERSBNREE, ERNNREHNATXRE
M, A RNATERAERZTRIER.

1. BEEIRER. YRFRETEBEIAR , WA create , RFEFIEIXBRENR,

( ik ) EF JSON MM KR AIR

RS HIETR, UTRBTREHSREFGIER JSON RHl,

{
"description": "Test instance stop and start",
"targets": {
"bothInstances": {
"resourceType": "aws:ec2:instance",

"resourceArns": [
"arn:aws:ec2:region:123456789012:instance/instance_id_1",
"arn:aws:ec2:region:123456789012:instance/instance_id_2"

1,

"selectionMode": "ALL"
},
"oneRandomInstance": {

"resourceType": "aws:ec2:instance",

"resourceArns": [
"arn:aws:ec2:region:123456789012:instance/instance_id_1",
"arn:aws:ec2:region:123456789012:instance/instance_id_2"

1,

"selectionMode": "COUNT(1)"

}

.
"actions": {
"stopBothInstances": {

"actionId": "aws:ec2:stop-instances",
"parameters": {
"startInstancesAfterDuration": "PT3M"
.
"targets": {
"Instances": "bothInstances"
},

"startAfter": [

SR 1 AIEKBER 10
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"stopOneInstance"
]
},
"stopOneInstance": {
"actionId": "aws:ec2:stop-instances",
"parameters": {
"startInstancesAfterDuration": "PT3M"
.
"targets": {
"Instances": "oneRandomInstance"
}
}
},
"stopConditions": [
{
"source": '"none"
}
1,
"roleArn": "arn:aws:iam::123456789012:ro0le/AllowFISEC2Actions",
"tags": {3}
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IERBAE A B2 RV SRR AR RTT 18R Ko
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1. BRZNTRIRIZEREERVFAFTERNE, BN , FEEIRER , RAEEEXBER
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4, BEBRTHIE. SRERTEHIAN , A start , AREEFHIR,

SR 3 REXKRHEE

A RERIEESTHREHRE , BEEIXBEK. FLEHKK.
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KIEKBER
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EXRRER,

2. HESMBERTR , EF EH,

3. HE-—TREMNRSNSLEERRNEEZIT (AWSFIS #ZHIE ) ot , MEP—DEFREHEIR
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4. =Z0HE , F-TRENE-TRENRISLIIEXNEERMEEZET , ANS—NEIRESH
NRBXERANERFL,

5. =Zoh#fE, FE-HRENRSEXNESENK , BERFRZFANRESERNEEET , FRRSEANBE
Ko

HI 5 BER

MRTBFENAHECNER EC2 MIALA |, w7 LUREMIBR.
48 1K

1. BT MULITFF Amazon EC2 ##1& : https://console.aws.amazon.com/ec2/,
2. ESMBEHKS , %EF Instances (EH1).

3. EEFANMNRES , REMIXERE Instance state ( EFIRES ) . Terminate instance ( 48 1E3E
il ) o

4. HRERREWEINR , EHRLEL,

B4 WIERBLER 12


https://console.aws.amazon.com/ec2/
https://console.aws.amazon.com/ec2/
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MREFBFREXBENR , ATLURFEMER,

£/ AWS FIS #2| & I BRI E R

1. & LAIAE) https://console.aws.amazon.com/fis/ , ¥TFF AWS FIS & &
2. ESMERP , EFZHER,

3. EERZRER , ARMKERRENDBRIEER,

4, HRZERTEWEIAN , WA delete , REIERMBRELRER,

#IE . A AWS FIS 3£ 4 L5217 CPU E M

&ALAE A AWS Fault Injection Service (AWS FIS) , Ml B A2 F A48 CPU EH., REFESIE
SRIEMR , HiBEN AWS FIS SEHEESESI 21T CPU EAMRM L E SSM X%, LtbHESTES=H
9 CPU FIARENEERER , FAFLEZHUEILEER,

BEXEZEER , B3 the section called “TRSEE B H AWS FIS SSM X7,

FRFMF

FRABEUTERENSE , BEA AWS FIS 51T CPU E DO,

Bl IAM AE

BIEAEHM MK , £ AWS FIS KRBT aws:ssm:send-command B, BEXEZER | iF
S0 5EHAT AWS FIS SR M 1AM &,

K UEXS AWS FIS B 177 [B] £ R

BREBNIFR AWS FIS, BXEZER | ESH AWS FIS K RO,

& EC2 AL

- REEMEE SSM XM ESR |, 8 Amazon Linux 2 = Ubuntu /83h EC2 324,

« LERBIATE SSM B, ERIUFSEHIE2EH SSM F£E |, MFTH Fleet Manager 2 &1A, TR
EHIFRHE SSM BEEN , BRIIREBFELE SSM RE |, UIRIZEFHIE2EFEMIMESR A mazon
ManagedinstanceCore SSM REEH) IAM A€, ERIECLTERW SSM RIE | MEEFEKFIHETUT

AL
AP o

Amazon Linux 2

ERH) EZ1T CPU E s 13


https://console.aws.amazon.com/fis/
https://console.aws.amazon.com/systems-manager/managed-instances
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yum info amazon-ssm-agent

Ubuntu

apt list amazon-ssm-agent

- WRHIGARALE, KRESBRHENK 1 28NEE  FEFNSR. EEREXRM , REHKR
ERRE, BENRESEE  UREERAKE,

FB]R 1 NELLEFHAE CloudWatch B

BLE CloudWatch B#R , LAE7 CPU EARETEIEENRER A UFEIESKE, UTFIER B REH
By CPU RIREBMEREN 50%. AXESZER , HZR FLE N

SIEEIR , 588 CPU R ARMeTELRE

BN LA T ML 3THF Amazon EC2 ##l4& : hitps://console.aws.amazon.com/ec2/o
ESMERKT , % Instances (3E4l),

EEBREG , REERRE. MEANKEHR. E2 CloudWatch B1R.
NTFEHRBEH , EALIRZARA Amazon SNS EAH,

WNTFERRE , BEAUTRE :

o ~ w0 Dhd =

- BARDEKE ZKAE
- EXENBERR . CPU M AR
- A7tL: 50
- BEH : 1 Minute
6. MEXTERRE A6 EFRIE,

SR 2 SlEREENR

£/ AWS FIS 25| A | ERRER, EERP , BULIEEBEETHIATERME : aws: ssm: s AWSFIS
end-command/-run-cpu-Stress,

Bl XK RR

1. AL R hitps://console.aws.amazon.com/fis/ , $TFF AWS FIS ##l &,

SE|A1 . REIEZRHEFEIE CloudWatch iR 14


https://console.aws.amazon.com/ec2/
https://console.aws.amazon.com/fis/

AWS BEDE RS Tt
2. HESMBERKT , EEXBER,

3. EEBIEXBENR,

4. XNTHEABMBFR , B ARRYEIR N B FRo

5. NWT&RME , BHITUTERAE

a. EFBRMMEE,
b. HWARERM. H , WA runCpuStress,

c. X FIRMERRE  HEEF aws: ssm: s AWSFIS end-command/-run-cpu-stress. ItiRES B3IE
Document ARN 711 SSM 3 #4#7 ARN,

d. XTFB#r, RE AWS FIS N EGIEH B #r.
e. NTRESH , XHSH , WAUTRAR

{"DurationSeconds":"120"}

f. XNTFRESH , FENE, 8ER 5 28 (PT5M).
g. ﬁ#:%ﬁﬁo
6. XNFB#R, BRITUTERE

a. XFTAWSFIS ZEL—FSHEFHCENBH , ERERE.

b. FERMNBHEBERNEEHRMENEN, Sl , WA testInstance,
c. WIFFREBEREN aws:ec2:instance,

d. XFE#HFEZE, EFRRID, REEFENHESG D,

e. NWFEREX 6 EFELE,

f. ERRT.

7. WFRSFRMNE , RBEANE IAM £ , AR ERERBAKELRZEFFIRRIZERN IAM
A, IRERNIKAE BERIIEEFEEMVENEEXRR. BXEZEE , 5N the section
called “ER A",

8. XNTELEZFH , FEREESE 1 FEIEMN CloudWatch iR,

9. (HIE)XTHE , EBEMIFHREL , RAEHEERERMIREE, SRMNRFNATXREE
R, MARNATEALERESITHISR,

10. EFCIEXBER.
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EESHET R, T R2ELERESER2FIZR JSON R,

{
"description": "Test CPU stress predefined SSM document",
"targets": {
"testInstance": {
"resourceType": "aws:ec2:instance",
"resourceArns": [
"arn:aws:ec2:region:123456789012:instance/instance_id"
1,
"selectionMode": "ALL"
}
.
"actions": {
"runCpuStress": {
"actionId": "aws:ssm:send-command",
"parameters": {
"documentArn": "arn:aws:ssm:region::document/AWSFIS-Run-CPU-Stress",
"documentParameters": "{\"DurationSeconds\":\"120\"}",
"duration": "PT5M"
.
"targets": {
"Instances": "testInstance"
}
}
1,
"stopConditions": [
{
"source": "aws:cloudwatch:alarm",
"value": "arn:aws:cloudwatch:region:123456789012:alarm:awsec2-instance_id-
GreaterThanOrEqualToThreshold-CPUUtilization"
}
1,
"roleArn": "arn:aws:iam::123456789012:r0le/AllowFISSSMActions",
"tags": {3}
}

HIR 3 FTIRRE

&R BAME A B2 RV SRR AR R TT 1 R

SR 3 FFRRE
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FraRRE

1. BRZUTRINGZNIBRERNFASEERNE, BN , FEEXBER , REEEZBRER
ID, IFFAEERTE.

2. BEBHFHBER,
3. (") ERAXRANGE , FEBANFRE , REMANRSEBIREE,
4. FEBRFHRIEE, YRERRHETHEIAR , @A start. BIEBRFHZER,

SR 4: BREKBRHERE

BAUBREESTHNRHAE , BEEXBTR, FLEHEK.
BRERSRI

1. BNZNMTRIFHEHXEHFAERRE, EN , FEEXE , RAEEEXN ID THAEAEER
o

EEEXERS , BEFAGEERTRERS. BXESEE , BEAXERS.
AXWRENERETH , BET—F,

N

HEE5 WUESKBER

BRI AR ETHIA MR SE IR CPU IR, CPU MIARKXEFENSMRER , XRBL2RE
A TEFLE.

RSN S

1. EREFLEFAET+F, FEUENZEAERBRRRTERBANEREN 0K, LLURFERE
H, IFERANERR , BEPAHREFEEBRK.

SB 4 RIEESBHE 17
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(» awsec2-i-09bdF23950830e01c-Gre. o

Enlarge

100.00 Refresh

View in metrics [4
CPUUtlization == 50 for 1 datapoints within 1 mi...

50.00
View in resource health [A
View logs [A
. View in alarms [
19:00 20000 21:00

2. HCPURNMAREZHEN , FLFHRETIFHFRXERIEHNIENBRNSER , RIERRSE
EXH ALARM, HAGEERTHNXBRESERNEF L. WRERIRE , WLERKBRF
IEZHMFLLRE R

& awsecE—i—DdeEESQﬁDSSQEQ1c—GreaterThanOrEq...E

100.00

CPUUlization == 50 for 1 datapoints within 1 mi...

50.00

20:30 2045 21:00 21:15

3. HCPURNRARBREIRNEUTH , 2EREZENUENAEER , RREHRRSEEHRN 0K

4. (W) ENAHREPEREBRPES, XFTIT CloudWatch 24| & FHBERIFMAEER
H , B UEEPRIBEXERNES FAGEREEERRE,

SRE: RIEREER 18
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HP 6 FE

MEEBFTBEFEENKRRCIEN EC2 MR LF] , T U EMIER,

1R HI

1. B AT MuLiTFF Amazon EC2 #2#1& : https://console.aws.amazon.com/ec2/,
2. TESMBEHES , EFF Instances (£H1),

3. EENREH , REMIEZEEZFIRS ML -6,

4. HRZEREHEIAR | EBLIE,

MREFBEEXRER , TOUTEMBR,

2 AWS FIS 2] & i BR SR R AR

1. & LATAE) https://console.aws.amazon.com/fis/ , ¥TFF AWS FIS #2# &
2. ESMERP | EFEIBER,

3. EBRIRER , ARMOKERBRENDBRIEER,

4. HREPREWEIAR , WA delete , AREIEZEMBRTIEENR,

ZIE . £ AWS FIS M 3= 4 B 261 A BB R

ENEXSIEANRETHN EC2 #REE , BREEMMEL , IZZ S 90% ##THl. { Amazon
EC2 AL EFRERE R PN EKG], EEAZTNEIPIR | BATN AIRER 4 89 P BT MUF
&, BXEZEE , HZ Amazon EC2 AP B ZEN E LA FUIEIR.

EALAE A AWS Fault Injection Service (AWS FIS) , izt 57 FA 2 7 i 4b BB 3= 1 BU S5 R TSR o 3%
HECIRXRENR , HiBid AWS FIS aws:ec2:send-spot-instance-interruptions R{EFHT
EANZMBIAH,

& , EMEA Amazon EC2 #H|8B3IXK , 55 Amazon EC2 R IERHH E31 M B KA+
o

FRZM

BRABEUT RREM , BEM AWS FIS BT B KA,

TH6: BE 19


https://console.aws.amazon.com/ec2/
https://console.aws.amazon.com/fis/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/spot-interruptions.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/initiate-a-spot-instance-interruption.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/initiate-a-spot-instance-interruption.html
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1. 82 IAM B &

BIRABHH MR , £ AWS FIS {FREHNIT aws:ec2:send-spot-instance-interruptions
B, BXRESZEE , FSI EAT AWS FIS KK IAM B,

2. BWUEXS AWS FIS 1/ [BX PR

BHREBNIFR AWS FIS, BXEZER |, BEZH AWS FIS KRB,

3. (Wk ) BIRFTMEAIFER

MRERNXRFEAFENEEXS , EETERZNEEHIMN run-instances 5. BRIAEZMELHi
WrREH L I, MBRFHUTITHRERN stop , MATRFERIZERN persistent, BAELAHKEF N
FHTITHIRE N hibernate , X& M ENE KRR,

aws ec2 run-instances \
--image-id ami-0ab193018FEXAMPLE \
--instance-type "t2.micro" \
--count 1 \
--subnet-id subnet-1234567890abcdef® \
--security-group-ids sg-111222333444aaab \
--instance-market-options file://spot-options.json \
--query Instances[*].Instanceld

LLF R spot-options.json XHH R,

{
"MarketType": "spot",
"SpotOptions": {
"SpotInstanceType": "persistent",
"InstanceInterruptionBehavior": "stop"
}
}

ROl THH --query BIEL G TREZNEEH ID, TEZREIHH,

"i-Qabcdef1234567890"

4. BIFRE | LAME AWS FIS A BAUFRIR B #RZE N B2 61

TR 20


https://docs.aws.amazon.com/cli/latest/reference/ec2/run-instances.html
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JZ1T create-tags i Fs , NEH BFRFEMN B KL HIZ I Name=interruptMe 7%,

aws ec2 create-tags \
--resources i-Qabcdef1234567890 \
--tags Key=Name,Value=interruptMe

HhR 1 SIEXEER

£/ AWS FIS 24| & 0| ZSKRER. BTN ERRFIEEZETHERE. LBEELPHTEREERE
MENBEKXG, MRBS D HFRRIRENZNEKXSG] , AWS FIS KR ETEF -1

B EREARR

1. $#AILAIGE https://console.aws.amazon.com/fis/ , ¥TFF AWS FIS #2# &
2. ESMERP , EEIHRER,

3. EFRMEIBER,

4. WNTHRMEBR , W AER R E R

5. XTF#&ME, BHATUTERE:

LN IR E,
MARIERBF, Bl , MA interruptSpotInstance,
c. XNFBRMHESER  FHi%R aws: ec2:, send-spot-instance-interruptions
d. XFE#, RE AWS FIS FEQIEHN B #5.
e. XTRESH , hUinIFERE , IEEN 2 24 (PT2M).
f. BEERRF.
6. XNTFBE#HR, BMITUTERE

o o

a. WFAWSFISEL—SHBEHRNENES , EERE.

b. FMERANBMBRNEEHRENEM. Fl0, B A oneSpotInstance,

c. WIFHRXBEZARN aws:ec2:spot-instance,

d. XFE#HEZ, ERERGE., MEXRENSE.

e. NWFREHRZL , EBRFMFREL , AR ARIENREE, FAZIZENEIHIFMIIRE
HATHHT | AKER LRFEFIIR,

f. XNTFRREHERYE  EFERMFFESRGE , AFH A State.Name ENBEEH B A
running fER{E,

SR 1 AIEKBER 21



https://docs.aws.amazon.com/cli/latest/reference/ec2/create-tags.html
https://console.aws.amazon.com/fis/

AWS #FEE A RS AFEE
g. FWFEBERX  EBITEH. XTERKE @A 1,
h. &BRE

7. JNFREFENER , EBREAIE IAM AR | ARRBEBIZBAHELRSZEHFHRCIZEN IAM
A, IRERKAE BERIIHEEFEEGEVENEERR. BXEZEER , 5N the section
called “*RA®",

8. (HiE)XNTHE, EBFINFHE , AGEENRSRBNREHE, BRMNNERSENATERE
R, MARNATEALERZITHER,

9. ERPELREIR, HRFEREFIAR , A create , RAEIEF 0 ELKER,

( Tik ) EF JSON HR MKW

RS HIRTR, LT RBETREHSREF6IZR JSON R,

{
"description": "Test Spot Instance interruptions",
"targets": {
"oneSpotInstance": {
"resourceType": "aws:ec2:spot-instance",
"resourceTags": {
"Name": "interruptMe"
},
"filters": [
{

"path": "State.Name",
"values": [
"running"

}
1,
"selectionMode": "COUNT(1)"
}
1,
"actions": {
"interruptSpotInstance": {
"actionId": "aws:ec2:send-spot-instance-interruptions",
"parameters": {
"durationBeforeInterruption": "PT2M"
1,
"targets": {
"SpotInstances": "oneSpotInstance"

SR 1 AIEKBER 22
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}
}
},
"stopConditions": [
{
"source": '"none"
}
1,
"roleArn": "arn:aws:iam::123456789012:ro0le/AllowFISSpotInterruptionActions",
"tags": {
"Name": "my-template"
}

S 2: Xk
£ LG A B AT (O SRR ABAR T 2R SR8
FFa3R30

1. BRZNMTRIRIZEREERBFAFTERNE, BN , FEEIRER , RAEEEXBER
ID , T FAERTTE,

2. FIREFHERE,
3. (Wit ) BAXKARMIRE , BRBERNFFL , RARWARSENFSE.
4. FEREFHIXR, SRERTEWHINE , WA start , RREEFHRIR,

S 3 RERWHE
BAMBIREEETHRBHRE  BHRBER, FIEREK.
B ERSRI it

1. BRZNUTRIFHEAZHRNFAFTERE. BN , FEREXE , AFERESKE ID, TIFFHEER
J\Eo
2. EBEFEFERS , BEFHEEERPLERRS. BXEZEER , BERZEKS.

3. HXWREBNEREEBITH , BET—F,

B2 FFIERE 23
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HR 4 WUEKE L

K

B
.1

=

I8 E

1.
2

BRETHRE , FHIALUTHER

HRENEXRFISWE —FEFEHFEHEL.

Amazon EC2 & It TN BELHHZ L BIR 28 , KIEFEMN ELSHI P EE A,
DHRELEREEFNERSH,

EfEaE , B AWS FIS FLEHNZENELGF —BEL TELERES.

XK RE LML A)

BN LA T M4 3TFF Amazon EC2 #%|#& : hitps://console.aws.amazon.com/ec2/.

MNERBE®RD | ERMHX EEFEIFHE O+ ITH Spot Requests ( M ELSLHIER ) H
Instances ( 3=l ) .

F Spot Requests ( EMBLFIER ) , BB ZZNEEHIER, MHRESN fulfilled, 3K
KEREHRSTNT :

« terminate : RAZE N instance-terminated-by-experiment,

« stop: IRB%ZE N marked-for-stop-by-experiment , REZE N instance-
stopped-by-experiment,

NFEHI, ERZENEKH, IR HF Running, ERRBIZNELFIFBHAEH 28 , K
BEBRBEPEITARELTEA

« stop:IRBEZER Stopping , REERN Stopped,
« terminate : MRAKLZE R Shutting-down , REZERN Terminated,

oL B8

MRETBEFEEY stop FMITHANKKGIZNZMENIASLH , W AT ABUEZNEXGERALLE
MBI,
£/ AWS CLI BUHERH £ 1£ K6
1. fEMcancel-spot-instance-requestsin S BUH Z M & L6 iE K o
aws ec2 cancel-spot-instance-requests --spot-instance-request-ids sir-ksie869j
2. J&1T terminate-instances @ , & 1E3E4,

SE;4

WUFSRIEER 2


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/rebalance-recommendations.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/spot-interruptions.html#spot-instance-termination-notices
https://console.aws.amazon.com/ec2/
https://docs.aws.amazon.com/cli/latest/reference/ec2/cancel-spot-instance-requests.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/terminate-instances.html
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aws ec2 terminate-instances --instance-ids i-0Oabcdef1234567890

MREFBREXBENR , ATLURFEMER,
£/ AWS FIS 2| & i BRI E R

1. S&ALAIA A https://console.aws.amazon.com/fis/ , TFF AWS FIS &l &
2. ESMERP , EFZRER,

3. EBEIBER , REKIERBEENDRIEER.

4. HRFERREEIAR , WA delete , REEFM ERZIER,

HiE  EREESH

&R LAER AWS HFEIE A BRSS (AWS FIS) RIEELL ZHEZESH. AWS FIS BEUTHR 2 —HLER
RIERRELOERESH

- all : ELEFRBEET FMARE, BES , AT AT FRNARE , SBREERT FRPMNEEON

IBE
IMEo

« availability-zone : #EEFRTFHMTAXFMH VPC AR
« dynamodb : L FIRTF ZHFXiFH DynamoDB Xifiin R R E.
- prefix-list : ELEFRTFIEEMNRIIRNHRE,

« S3: HEEAIRTIHEXEF Amazon S3 Xigiim SEVRE.

- vpc : ELFRT VPC R E,

W

FEAARHELEXRENR , ZERMEH AWS FIS aws :network :disrupt-connectivity B4EE
B FMH 5| A5 Amazon S3 BYEZHHT,

£l

- KREMH

- $B 1 81 AWS FIS ERKEHR

« S, 2 : 3 Amazon S3 iR I1T Ping ##4E
3 & FFRIREY AWS FIS 3£

- £ 4% BEREAWS K FIS ERE

BRELEESEH 25


https://console.aws.amazon.com/fis/

AWS #EEE A RS s
o B 5 : IHIF Amazon S3 M 4E A i
- SB5: FR

FRF M

EFBABEZH , BEEELNACHFHEHENNE AWS kP , HEE—MNiX Amazon EC2 38
Bl -

ERHPIHENRNAE AWS K
BIE—NBEHMIN—KBEE | £ AWS FIS fEB A REHTaws :network:disrupt-

connectivity#,
IAM SEEELL TR :

« AWSFaultlnjectionSimulatorNetworkAccess— & F AWS FIS BRZ7E Amazon EC2 Bx R FI H b4 5F
RS IR , AT EMEER IR EINERX AWS B FIS B1E,

@ Note

REREN  KHEEHA AWS EEXE, TLHENENETRAMAIMENRIEKESNR,
BEXRUMMAIBIE IAM BENEZES |, FSE | AM AFERTHA AWS T FIS R/ IAM &
& (AWS CLI) el IAM At (#3EHA ).

Amazon EC2 iz 32 51

B3 HiEE Amazon EC2 MiAEHl, BRI AERAUTHER S AERET T EC2 K4 : i : W@
EC2 AFEEF ML 5% EC2 Linux SEHI AT

HPR 1 Bl AWS FIS KRR

£/ AWS FI AWS Management Console S 8|23 ¥ &Mk, AWS FIS #EixBz{E. Bir, FLEEH
MEBABEK, BXERTERENESEFEE , BSMEAT AWS FIS BSEKBER,

HEFFtRZ Bl , FREREMFUTES

- BEEELENEN IAM A6,
« —/ Amazon EC2 34,

TR 26


https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/service-role/AWSFaultInjectionSimulatorNetworkAccess
https://docs.aws.amazon.com/fis/latest/userguide/getting-started-iam-service-role
https://docs.aws.amazon.com/fis/latest/userguide/getting-started-iam-service-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EC2_GetStarted
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EC2_GetStarted
https://docs.aws.amazon.com/fis/latest/userguide/experiment-templates
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« Amazon EC2 =485 FM™ ID,

BB E R
1. 3TFF AWS FIS ##l& , Mt https://console.aws.amazon.com/fis/o

2
3
4.
5

EEMNSMERP |, EFKBER,

EFR BT ER,

M AMEARIR | 20 Amazon S3 Network Disrupt Connectivity,
ERET |, EERMRE.

a. XFHBF , WA disruptConnectivity,

b. XFRMEXRR | iEF aws:network:disrupt-connectivity,
c. ERESHET , SREENRENREN 2 minutes,

d. EEBET , &#&F s3.

e. BEETBHREF.

EBHRT , E2FINEAFCENBIF. EREREE.

a. WIFRFERBIEN aws:ec2:subnet,

b. HBHRFZET , BERRID, RERBEELRFZHIRPEIE Amazon EC2 KHIrYE MY
™o

c. WiIFEEHEENNEE,
d. EEERREF.

ERZFENRT | R EIRBAKELREZEFFAAGEN IAM A6, IREREEE | BFR
THEREEVENERERR. BXRXEZEEL , 1§51 the section called “SER A7,

( Tk ) & “EIE” £HT , BA LR — CloudWatchB#R , WEEZHEHIRELEXR, BX
EZER | 558 AWS FIS =154,

(k) E“BE T, BULEE— Amazon S3 EE4 , & F AEXZEE CloudWatch #1T

KK,

10. EFRVEZRERER , YRERTEHIAR , WA create, EFCEIBER.

HIR 2 - X¥ Amazon S3 % =IN1T Ping R1E

U ERY Amazon EC2 £4|gEA 1518 Amazon S3 ¥R

S, 2 . X Amazon S3 i ST Ping 21E 27


https://console.aws.amazon.com/fis/
https://docs.aws.amazon.com/fis/latest/userguide/fis-tutorial-disrupt-connectivity.html#disrupt-connectivity-prerequisites
https://docs.aws.amazon.com/fis/latest/userguide/fis-tutorial-disrupt-connectivity.html#disrupt-connectivity-prerequisites
https://docs.aws.amazon.com/fis/latest/userguide/stop-conditions
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1.

BRI o RS TR R R Amazon EC2 3R41,

HATHEEEERR , 28 Amazon EC2 A F 15 F HY LB iE SRR HERR .

EFLHRG AWS XiF FIENE. BAILFE Amazon EC2 #E| AR RBEIETUA TS THK
LR AE,

hostname

Flan |, HIBIE us-west-2 HZ3h Amazon EC2 324l , AT EUTH .

[ec2-user@ip-172.16.0.0 ~1$ hostname
ip-172.16.0.0.us-west-2.compute.internal

Ping #&2# Amazon S3 LixT R AWS Xig, [ AWS ## BN EHXiT,

ping -c 1 s3.AWS ##.amazonaws.com

BoERMBERPEIEITEN 0% W Ping B4E , BT REIFTR.

PING s3.us-west-2.amazonaws.com (x.x.x.x) 56(84) bytes of data.
64 bytes from s3-us-west-2.amazonaws.com (x.x.x.x: icmp_seq=1 ttl=249 time=1.30 ms

--- s3.us-west-2.amazonaws.com ping statistics ---
1 packets transmitted, 1 received, 0% packet loss, time Oms
rtt min/avg/max/mdev = 1.306/1.306/1.306/0.000 ms

% 3 & : FFERIRAY AWS FIS 3

152 FA I W1 €1 22 39 SR IR R AR T 38 3K 3

1.

$TFF AWS FIS #2#l& , Mt A https://console.aws.amazon.com/fis/o
EEMNSMERSD | EFETHRER,

ERAEMERENR ID , T FAEENE.

- prite g cioN

(Al ) EWIAREF N KRN INRE,

EWARES , EREFHRER,

2
3
4,
5
6
%

3% : FFERPREY AWS FIS £38 28


https://docs.aws.amazon.com/fis/latest/userguide/fis-tutorial-disrupt-connectivity.html#disrupt-connectivity-prerequisites
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/TroubleshootingInstancesConnecting
https://console.aws.amazon.com/fis/

AWS HFEE A BRST RAFtEmE
£ 44 BEREAWS B FIS LW E
ZALRREEETORBHE , EFRBER. FLEREK.

1. BRZNUTNIFHREZEHNFMREERNE. 5N , HEREXE , ARERSER D, THHFHAE
'u\J\Eo

2. EEETHRRDS , BEFHAEEBERPERRS. BXEZER , BERZRKS.
3. HEXRRENEEEBTH , BET—F,

S8 5 BWiF Amazon S3 4% H
&R LYY Amazon S3 i [RIAT Ping B4E , ARMIESRH# E,

o  BAILUES Amazon EC2 341 , X AWS XEH Y Amazon S3 i RI1T Ping #1E. 1§ AWS ##
BRNEBHXE,

ping -c 1 s3.AWS ##.amazonaws.com

BLERHERPEINETENRN 100% KM Ping 84 , 0BT ROIFTR.

ping -c 1 s3.us-west-2.amazonaws.com
PING s3.us-west-2.amazonaws.com (x.x.x.x) 56(84) bytes of data.

--- s3.us-west-2.amazonaws.com ping statistics ---
1 packets transmitted, @ received, 100% packet loss, time Oms

FB|5: 8
MRLTEBMEA N SER A Amazon EC2 SEHIZR AWS FIS 14k |, AT LU E MR,
fil & Amazon EC2 &4

BN LA T M4t 3TF Amazon EC2 %A : https://console.aws.amazon.com/ec2/.
ESMBEESP |, %$F Instances (EH1).

EFRNAES |, AREHIRERSEFHRS ML 3261,

MRRETREBEIAR | EBLL,

R A

$£4%5 BEEAWS W FIS RBHE 29


https://docs.aws.amazon.com/fis/latest/userguide/experiments.html#experiment-states
https://console.aws.amazon.com/ec2/
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£/ AWS FIS #2| & M BRI E R

1. 7 AWS FIS #&l& , Mty https://console.aws.amazon.com/fis/.
2. ESMERP , EFEZHER,

3. EBIRER , REMIERBRENMRIZEER

4. HRERTEWIAR , A delete , RAFIEZER BREEIENR

HE . RPEEHXR

EAILAE A AWS Fault Injection Service (AWS FIS) , X AWS TEAZHRITHEEARR, XLEXER
BITEENRLE  HPEEEEEEBRLETH - ZWRE, MREFERH Amazon EventBridge ,
A AR HEER A — X EESRERES

FRAAHRECEER 5 24217 —1 AWS FIS 2K #E4#RH EventBridge itXlo

%

- EREH

- S/ 1 82 IAM BEHNKE

- ST 2 . 8l# Amazon EventBridge i E 5
o S 3 RIUFKE

« S|4 FR

FRF M

BEEHEBERITRIZITH AWS FIS ERENR , BRAGERAEE, MREETHANRER | F
B4R ID f1 AWS X, BN , LA LUIL the section called “Jif 3L 41{= 1 M B 307 #9115 B8 0 18
], REIREARHIE,

SE 1 0 IAM ABFEKRE

Bl IAM B &K

1. @XM https://console.aws.amazon.com/iam/ TFF 1AM 2 &1 &,
2. EENNSMERY  EFAC K RARLEFCEAR,
3. EBRBENGEERE , RAEBAUTRBE , ¥ Amazon EventBridge AESRARERARE,

ZHEHRE 30


https://console.aws.amazon.com/fis/
https://console.aws.amazon.com/iam/
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{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "scheduler.amazonaws.com"
},
"Action": "sts:AssumeRole"
}
]
}

BiEE Next ( T—%F ) o
4, TERMREBT , EBREIERE,

5. %% JSON X , REWALUT KRB, FiZyour-experiment-template-idEE#RR ER%E
HEBRPEHAER 1D,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "fis:StartExperiment",
"Resource": [
"arn:aws:fis:*:*:experiment-template/your-experiment-template-id",
"arn:aws:fis:*:*:experiment/*"
]
}
]
}

B URFIRER , FEAZTEEREMRSEN AWS FIS 2%, flf0 , L TREE[AAAE AWS
FIS SR EMRITEF StartExperiment X PR , ERHEAESERZ1THE Purpose=Schedule ¥
ZHIRK,

"Version": "2012-10-17",
"Statement": [
{

HEA : AE 1AM BB TR 31
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"Effect": "Allow",

"Action": "fis:StartExperiment",
"Resource": "arn:aws:fis:*:*:experiment/*"
.
{
"Effect": "Allow",
"Action": "fis:StartExperiment",
"Resource": "arn:aws:fis:*:*:experiment-template/*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/Purpose": "Schedule"
}
}
}

BET—F 7%,

BET—F ¥,

EEERBET , R %M FIS_RecurringExperiment , REEFRCIEER,

ERINRT , AEHAGRKRI FIS_RecurringExperiment ¥l , RERET—F,
ERB. REHGUET , ®B A B FIS_RecurringExperiment_role , RAFER SR AR,

© © N o

F] 2 : 812 Amazon EventBridge 8 E 25

#]2 Amazon EventBridge VE %

1. 3L E# EventBridge ##& , k)Y https://console.aws.amazon.com/events/o
2. EEMNSMERD  EFEITL,

3. RWIHERAE AWS FIS SKRERER THER AWS X,

4. EFVEIX , AREEUTHRE :

o EIXIBIHT , A FIS_recurring_experiment_tutorial,
EURIEXT | EEEHITX,

FEURIERET | ERETRERRHITX,

£ Rate RIART , & 5 D4,

ERENBEEOT , EFXMA,

$I% 2 : 8l Amazon EventBridge AE 25 32


https://console.aws.amazon.com/events/

AWS HBEE A RS AP s
(A& ) ERESEET |, ERENNEX,
- FHEE Next (FT—%F ),
5. HGEFERT , &EMAE AP, REER AWSFIS,
6. 1E#F AWSFIS , A/Fi&#EStartExperiment.

7. TEWAT , BALT JSON XMW ERAHE. FZyour-experiment-template-idEERR
XK HENR ID. ClientToken RFAEBRNME —FRRARF. AHEFEARZE Amazon EventBridge
BWEBMATNLETXKBT., BXEZEEL , i5ZH Amazon EventBridge AP BRI AN L
TXE M,

"ClientToken": "<aws.scheduler.execution-id>",
"ExperimentTemplateld": "your-experiment-template-id"

BEE Next ( FT—F ) o
8. (M%) HERET , REFHXMK, JEE/SI (DLQ) MMEBRE, EWALUREBERINME,
9. ENRT , &EEHAANEALR , AFEE FIS_RecurringExperiment_role,
10. HIEE Next ( T—F ) o
M. EEEHCEUXT , EFBESFNEFARESE , RAREFRIERITX,

SR 3 WIERE
WiE AWS FIS KB RF &It 1IE1T

1. & LAIAE) https://console.aws.amazon.com/fis/ , ¥TFF AWS FIS #2# &
2. EEMSMBERD , EEXR,
3. BIEUNEIHE , BFLFIEEETHER,

Nil

Z 531%4)\%/\

B

£ Amazon EventBridge 8 E 85

..|

1. FTFIL S EventBridge ##|& , Wik https://console.aws.amazon.com/events/o
2. EEMSMBERS , EEITX,

HR 3 WIEKE 33


https://docs.aws.amazon.com/scheduler/latest/UserGuide/managing-schedule-context-attributes.html
https://docs.aws.amazon.com/scheduler/latest/UserGuide/managing-schedule-context-attributes.html
https://console.aws.amazon.com/fis/
https://console.aws.amazon.com/events/
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HyiR4/E AWS FIS

BREREAER AWS Fault Injection Service (AWS FIS) 7 B #8 LB THEEIREANESN. AWS FIS AiE
AWS RSN BEXRENBEREMEENRE. BAUNZRERBINERE , RAEERAKERIZITE

¥

nE

- BEFRRA

- BESEK

« AWS FIS 31E2#

« ¥ Systems Manager SSM X#45 FIS — & H AWS
- {#f AWS FIS aws: ecs: task 12/E

« {EM FIS aw AWS s: eks: pod ##&4E

- EA%IE AWS FIS 4 AWS CLI

BRAEFPRIRAT
B AWS FIS BRIEHE —MrREF , HEX0T -

aws:service-name:action-type

Bltn | AT 4E4= EIZ1T Amazon EC2 B3R :

aws:ec2:stop-instances

BREFENZEIIR , B2/ AWS FIS FIESE. EEARMIIEK AWS CLI, BEZH I H3h{E.

BRIESH

BLE AWS FIS BFEARETZRENEMSH. SESHATHEREEZIT AWS FIS iHa HELEE
2

BAEPRIAST 35



AWS HESE A RS e
AWS FIS X3 EAREEENHERRE  Zaws:ssm:send-commandig/EEH SSM KEH SSM

WA E B RS LI EHESR M., aws:ssm:send-command EESE documentArn S8 |
SSM X #4H Amazon BIRBF (ARN) fERNE. HAXKREHRINRER | BAIIEESHIE.

BXA aws:ssm:send-command BEEESHNEZEER |, HSHE 1T aws:ssm:send-command
BiE. .

BU LR TREMIRESHMm ARREE (B NEERE) . FERETNERERERREZITZIHN
RS, WRESERERENANEENREET. HEMBRESIBEEERE, flu , BLERE
RIBEL LR Amazon EC2 3241,

BRAEBR
SITEEEEN BERAR LNRE, EXLERE , BUEE URERIEERER.

"targets": {
"resource_type": "resource_name"

}

AWS FIS BREZIFIREBFRAVEL T BHRKE ¢

- B 4B4A - Amazon EC2 B 44

- 1Zf&# : Amazon S3 FiEH@

- 58 . Amazon EKS &£#

- &8 . Amazon ECS &85k Amazon Aurora ¥iEFE &£ 8

o BIRESH : Amazon RDS $3E E =4l

- MZEW2FEER : Amazon DynamoDB ; FAZEFHEERPHITNBZN LB R
« 2F% — 5% DynamoDB ; £F%&

« X%l : Amazon EC2 &4l

« R4 : Amazon EKS T R4

- B854 (pod) : Amazon EKS EH Kubernetes 254 ( pod )
« ReplicationGroups— ElastiCache Redis & 4

- AR IAM A
« Spotlnstances— Y & EC2 34 & 3L 4
« ¥ : VPC + ™

BB 36



AWS H0E A BR S A 457
+ %5 : Amazon ECS F%

+ TransitGateways— 23X M3

« % : Amazon EBS &

BxRH , iHSHthe section called “IRVERHI",

AWS FIS zhES&

RSERRTPHNERRME AWSFIS , SFEEXBRESHAMEN IAM RERHVER. BHAIUFER
AWS FIS #%|& 8 AWS Command Line Interface (JAWS CLIF#Y list-actions &35 5l 2 35H9 AWS
FIS &1k,

BXEZER , F5H WiE/E AWS FIS 1 AWS #Ex A RS A5 IAM BL& 5 H,

B’4%E

. WEEEARE

- E591E

« WE#H CloudWatch 1730
« Amazon DynamoDB &£
+ Amazon EBS g

« Amazon EC2 &1k

« Amazon ECS #4E

+ Amazon EKS &1E

« W 5# M ElastiCache 173
- MEBRE

« Amazon RDS &

+ Amazon S3 ##4E

+ Systems Manager ##1E

HUEE AN RAE

AWS FIS X #BUT 8EE A RE.
BRAE

BRHESE 37


https://awscli.amazonaws.com/v2/documentation/api/latest/reference/fis/list-actions.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/fis/list-actions.html
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 aws:fis:inject-api-internal-error

 aws:fis:inject-api-throttle-error

» aws:fis:inject-api-unavailable-error

aws:fis:inject-api-internal-error
FEBHR IAM AKX HWERPEAANIBE IR,
o) et

e aws:iam:role

« duration : F£EatE , N—o8EF] 12 DT EF, £ AWS FIS API #F |, iZ{E R ISO 8601 ¥ FRF
B, Bl , PTIM KEX—2 5. £ AWSFIS B&IAH | BalLim AR, 28BN,

- service— B¥s AWS APl i B Z=EiH), XIFWEN ec2,
* percentage : FARBEFEENEAABZ L (1-100).
- operations : EABEFENRIE , AEE59R. BX ec2 R ZTZHEM APl REFIXK , 5SH

Amazon EC2 APl & IR 1E,
RRR

 fis:InjectApiInternalError

aws:fis:inject-api-throttle-error
B IAM AR HHERFEATRE R,
g Egit]

* aws:iam:role

¥

« duration : $F£ERtE , N—28EF] 12 M FRZE, £ AWS FIS API # |, iZER ISO 8601 A FRF
B, Hln  PTIM RE—2 5. £ AWS FIS #25|&r | AU AR, 28HEEE,

T ARE 38


https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_Operations.html

AWS HEEABRS

RAriEmE

- service— B¥r AWS APl s B ZE[H, XFWEN ec2,
- percentage : FAMBEEFEENAABE S L (1-100).

- operations : FABEEENRE , HiES 9K, BXxec2 MBZE
Amazon EC2 APl & IR 1E,

PR

« fis:InjectApiThrottleError

aws:fis:inject-api-unavailable-error
EB# IAM AR HBNERFPIEATTAER,
RIRRH

e aws:iam:role

e

« service— B¥r AWS APl in B Z=ElE, XIFMWER ec2,
- percentage : FAMEFENBAAB DL (1 - 100),

- operations : EAWEFEENRIE , AES9E. BXec2 WEZE
Amazon EC2 APl & iR 1E,

PR

« fis:InjectApiUnavailableError

FFE
AWS FIS XU TEFRE,
aws:fis:wait

IZ1T AWS FIS E#: 514,

duration : #F&ERt[E , M—2 8 El 12 pEISFZF, £ AWS FIS API #
F, B, PTIM RE—24. £ AWSFIS BHlAF , &l s AR,

SEI Y API #24E5IK |

S[E A APl #24E5I&K |

BSH

BESR

 Z{ER 1SO 8601 AW EH
pa ik, RN

EEME

39


https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_Operations.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_Operations.html
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5%

* duration : #F£2afE , A—2# 3 12 Nt ARF, £ AWSFIS API F | ZER ISO 8601 K FHF
B Pl PTIM RE—240. 7 AWS FIS RHAT , EALBADR, 4R N,

BUR

.

I Z3#H CloudWatch 1730

AWS FIS Z# LT Amazon CloudWatch #4E,
aws:cloudwatch:assert-alarm-state
RiIIEEEREELTREERRS 2 —.

RIRRE

« alarmArns : ik ARN , AEE59R. BHRZUUEEEINER,

+ alarmStates : BIRIRA , HiE5 0 R, BRIRASTEER OK, ALARM F INSUFFICIENT_DATA.

4

PR

* cloudwatch:DescribeAlarms

Amazon DynamoDB ##4E

AWS FIS %# LTI 3% DynamoDB 4.

aws:dynamodb:global-table-pause-replication

HEOEAREIA RN Amazon DynamoDB £ 5 &R E#l. BRIEFIBE , RURLAREH RS 5 5.
AR B9 3745 HK N2 B #8 DynamoDB £ /3R KEE S -

I 379 CloudWatch 1T3h 40
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"Statement": [
{
"Sid": "DoNotModifyFisDynamoDbPauseReplicationEXPXXXXXXXXXXXXXXX"
"Effect":"Deny",
"Principal":{
"AWS":"arn:aws:iam::123456789012:role/aws-service-role/
replication.dynamodb.amazonaws.com/AWSServiceRoleForDynamoDBReplication"
I
"Action": [
"dynamodb:GetItem",
"dynamodb:PutItem",
"dynamodb:UpdateItem",
"dynamodb:DeleteItem",
"dynamodb:DescribeTable",
"dynamodb:UpdateTable",
"dynamodb:Scan",
"dynamodb:DescribeTimeToLive",
"dynamodb:UpdateTimeToLive"
1,
"Resource":"arn:aws:dynamodb:us-east-1:123456789012:table/ExampleGlobalTable",
"Condition": {
"DatelLessThan": {
"aws:CurrentTime": "2024-04-10T09:51:41.51172"

LT E A& a0 25K inE B #5 DynamoDB £ 5 RN ERE RS .

"Statement": [
{

"Sid": "DoNotModifyFisDynamoDbPauseReplicationEXPXXXXXXXXXXXXXXX"

"Effect":"Deny",

"Principal”:{
"AWS":"arn:aws:iam::123456789012:role/aws-service-role/

replication.dynamodb.amazonaws.com/AWSServiceRoleForDynamoDBReplication"

},

"Action":[
"dynamodb:GetRecords",

Amazon DynamoDB & 1E 41
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"dynamodb:DescribeStream",

"dynamodb:GetShardIterator"
1,
"Resource":"arn:aws:dynamodb:us-east-1:123456789012:table/ExampleGlobalTable/

stream/2023-08-31T09:50:24.025",

"Condition": {

"DateLessThan": {

"aws:CurrentTime": "2024-04-10T09:51:41.511z"

MR BRRIFRBEAM NN FREKE , MSEXRBHRE IR R FRE  FEXBRLE R BB,

BN, FREVRAAZNAERES L MEFNABRBEIRITEMEMBER. RS, EXRE
B, SRR 7S B RF A SRS AR R BR

S 3 SHe
HwRER

+ aws:dynamodb:global-table

e

« duration— £ AWS FIS API # |, iZ{E R 1SO 8601 AWM FEFE, i , PTIMRKR—24., &
AWS FIS #24|& | S lm AR, 28BN,

PR

* dynamodb:PutResourcePolicy

dynamodb:DeleteResourcePolicy

* dynamodb:GetResourcePolicy

dynamodb:DescribeTable

* tag:GetResources

Amazon EBS #

AWS FIS £ LT Amazon EBS #4E,

Amazon EBS #/E

42
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aws:ebs:pause-volume-io

1% EBS BB LM 110 B, BEBMINTR—TARXA , FBXAHMINEIHERE Nitro RS LE
BSEHl, BT EM INE Outpost EAISEAI,

E A Amazon EC2 #84|& B z132% |, 55 1¥ Amazon EC2 AP EEH R Amazon EBS #Eiix,

RIRRE

* aws:ec2:ebs-volume

e

« duration : F£ERTE , A—FE 12 PEIFRZE, £ AWS FIS API /|, iZ{E 2 ISO 8601 X F A
£, fln, PTIMARR—24% , PT5SS REEAH , PT6H REAN/DE, £ AWS FIS 2| A/F |, &7
D AR, 28BS/ . MRFLEMNEIRE (W0 PT5S) |, MEEEFLENBRNERE /O, B8
HTABCEREERE , Rt TEEEF KA A R ER,

PR

 ec2:DescribeVolumes
 ec2:PauseVolumeIO

* tag:GetResources

Amazon EC2 #&

AWS FIS %3 LT Amazon EC2 #4E,

BR1E

» aws:ec2:api-insufficient-instance-capacity-error

» aws:ec2:asg-insufficient-instance-capacity-error

* aws:ec2:reboot-instances

» aws:ec2:send-spot-instance-interruptions

* aws:ec2:stop-instances

* aws:ec2:terminate-instances

Amazon EC2 &1 43


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ebs-fis.html

AWS HFEE A RS A m
AWS FIS E X #F@Eid AWS Systems Manager SSM B # 1T 8 FEE A R4E, Systems Manager £/

B SSM XHYEN T EHE EC2 =4 EMITHIRE, EBALUERABEAEXREABENHE , WAl LiFER
FBLER SSM XH, BXEZEE |, 15 the section called “f£F SSM X #4”,

aws:ec2:api-insufficient-instance-capacity-error

B IAM AL HHEREA InsufficientInstanceCapacity SRR, XIFMNEER
Runinstances, . CreateCapacityReservation Startinstances, CreateFleet ., FXEFEEES
MNTAXFHEBTENER, KBREFTXHEATRFE, BEFXGERSHE N B IR,

SR 3 SHe
HwRER

* aws:iam:role

« duration— £ AWS FIS API # |, ZfE 2 I1SO 8601 XMW Z/FE, fHln , PTIMRR—28., &
AWS FIS ##|A 5 |, EALlm AR, 288 /e,

- availabilityzoneldentifiers : JUES 2R AT A XSk, X#FXE ID ( fl@0 "usel-azl, usel-
az2" ) MXEFEF (HlE "us-east-1a" )

- percentage : FAREBEFEENAABS L (1-100),

PR

« ec2:InjectApiError , &% ec2:FisActionId HIREN aws:ec2:api-insufficient-
instance-capacity-error , ec2:FisTargetArns &H4EIRE RN B IAM A,

BXRERBRO , HSRARH . F£H ec2:InjectApiError 4%,

aws:ec2:asg-insufficient-instance-capacity-error

FEFRBEHT BEARHBHNIERZEA InsufficientInstanceCapacity iR, MIRENZIEE
AEHERNBZT BH. ETHREXKFIBTEFTZHERNESEER , HSH Amazon EC2 AIF 5
o

34 3 e
miRFER

« aws:ec2:autoscaling-group

Amazon EC2 #24E 44


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/troubleshooting-launch.html#troubleshooting-launch-capacity
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/troubleshooting-launch.html#troubleshooting-launch-capacity
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5%

« duration— £ AWS FIS API # |, iZ{E2 ISO 8601 BXMFRFH, Hlw , PTIMKXR—S . &
AWS FIS #2H| &/ , B M AYR, 2HHEPEE.

- availabilityzoneldentifiers : LUES R AT A XSk, X#XE ID ( flf0 "usel-azl, usel-
az2" ) MXFEMH (Fl "us-east-1a" ) o

« percentage : Alit, BFBT BEANBIHBERPFIAKENET DL (1-100 ) . ERIAESR 100,

PR

« ec2:InjectApiError% 4 ec2: FisActionld fHIREN , aws:ec2:asg-insufficient-
instance-capacity-errorec2:FisTargetArns%&481&&E R B #F Auto Scaling 4.

* autoscaling:DescribeAutoScalingGroups

BREBTH , FSHARA : A ec2:InjectApiError &H4E,

aws:ec2:reboot-instances

1£ B ¥r EC2 3£flRebootInstances Li=4T Amazon EC2 API #&#4E.

RIRRE

e aws:ec2:instance

PR

 ec2:RebootInstances

* ec2:DescribeInstances

AWS IEE R

« AWSFaultlnjectionSimulatorEC2Access

Amazon EC2 #24E

45


https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_RebootInstances.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSFaultInjectionSimulatorEC2Access.html
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aws:ec2:send-spot-instance-interruptions

FTERENEXH, EPHEIA D , A ERENESAREZNE SLF P RTE R, & EetE RIEE
H#FEL a8 BeforelnterruptionS A E. EHMER 2 , ENE XL IEHFIE , BEABURT I
TH. HAWSFIS FIENENELFL—BERBEFILRS , BEEER,

BaigER , BRI R E —5& ST EC2 LHIMNEN ., MREETE T F4LE
Beforelnterruption , MEBFHE UM P EEX 2 B ATERX B IR,

BXREZEE |, BZSH the section called “NHAFZ N B EHIPRIE R, & , EFEH Amazon EC2 1%
& BEEW |, 53 Amazon EC2 B8R /Y B 3 =40 B S5 Fh i,

RIRRE

» aws:ec2:spot-instance

S

- durationBeforelnterruption : FMTSEBIBIRYZ4FaTE , M 2 B 15 289 FZF., £ AWSFISAPI H |, Z
ER ISO 8601 XN FRF &, flan , PT2M REXF o, £ AWS FIS ZEI&H |, LAl A 5 &
08

R

* ec2:SendSpotInstancelnterruptions

» ec2:DescribelInstances

AWS IEEEKRE

» AWSFaultinjectionSimulatorEC2Access

aws:ec2:stop-instances

£ B #% EC2 %£4iStopInstances_Eiz1T Amazon EC2 AP 24k,

S
BRI

* aws:ec2:instance

Amazon EC2 #&4E 46


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/spot-interruptions.html#spot-instance-termination-notices
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/rebalance-recommendations.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/initiate-a-spot-instance-interruption.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSFaultInjectionSimulatorEC2Access.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_StopInstances.html
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5%

startinstancesAfterDuration : Ali%, BaIEFIEIHNEFRE , N—28E 12 PRI FE, £ AWS
FIS APl /1 , iZ{E=2 ISO 8601 &N FRF&E, fHltn , PTIM KEKk— 258, BALIFE AWS FIS #54l
BHRRMARK. 7M. MREFEEGMNER EBS & , MAJ @A T INRZEHN KMS &
AT AWS FIS iR , RENZRABRIME KMS ZHKEEF,

completelflnstancesTerminated : AJi%&, MR R true , # A startInstancesAfterDuration t
7 true , M Z B ¥R EC2 L4 FIS 2 AN B IMBERAL LB EERI , WiREFTSXK, W, &
WREZH 28 , Bty BATRESLLEHEF THESLLE EC2 3=6l, BRIAER false.

PR

ec2:StopInstances
ec2:StartInstances
ec2:DescribeInstances : Ali%, EEMFH “STHIfiInstances4X 1b” R U 18 VE 45 SR A AY SE B4R

o

kms:CreateGrant : A%, FEFHEFInstancesAfteriF Lt EIkREREH B INBRBHEH,

AWS IEE X

» AWSFaultlnjectionSimulatorEC2Access

aws:ec2:terminate-instances

£ B #8 EC2 £l Terminatelnstances_EiE4T Amazon EC2 API &4k,

RIRRE

aws:ec2:instance

PR

ec2:TerminateInstances
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AWS HEEABRS

RAriEmE

ec2:DescribeInstances

AWS £ E KB

A

AWSFaultinjectionSimulatorEC2Access

mazon ECS g&1E

AWS FIS Z3#FLLT Amazon ECS #1E,

1:75"%

1

aws:ecs:drain-container-instances

aws:ecs:stop-task

aws:ecs:task-cpu-stress

aws:ecs:task-io-stress

aws:ecs:task-kill-process

aws:ecs:task-network-blackhole-port

aws:ecs:task-network-latency

aws:ecs:task-network-packet-loss

aws:ecs:drain-container-instances

i=1T Amazon ECS API #4EUpdateContainerinstancesState AR BirEH LIEERA S ENER
Amazon EC2 341,

h
4
iy

%

E4

RRE

aws:ecs:cluster

#

drainagePercentage : B %'t (1 - 100)

« duration : F£ERtE , N—2 8 F 12 NI FRZE, £ AWS FIS APl A1 | iZ{ER 1SO 8601 XM FRF

Bo Bl , PTIM RKR—2 8. £ AWS FIS ZFIa7 , BRI M ARK, 7Bt
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AWS HEEABRS RAriEmE

PR

 ecs:DescribeClusters
* ecs:UpdateContainerInstancesState
e ecs:ListContainerInstances

* tag:GetResources

AWS £ E KB

* AWSFaultinjectionSimulatorECSAccess

aws:ecs:stop-task
JZ1T Amazon ECS AP #4EStopTask A= 1E B #5:E 5
R

» aws:ecs:task

PR

 ecs:DescribeTasks
e ecs:ListTasks
* ecs:StopTask

* tag:GetResources

AWS IEE R

* AWSFaultinjectionSimulatorECSAccess
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AWS HEEABRS RAriEmE

aws:ecs:task-cpu-stress

EBHRES LETT CPU EAMIRA, A AWSFIS-run-CPU-stres s SSM X#4, S 4AHEEE AWS
Systems Manager. BEXEZEE |, S 1T ECS EF B,

S2 3 SHe
wRER

* aws:ecs:task

« duration : AN RFLEETE |, X9 1ISO 8601,

. percent: Alit, BARATRBEDL , M0 ( ZH ) B 100 ( #F ) TF., BRIAER 100,

« workers : Alit, EFEANEDRKE. MIAN 0, EAMBEDR,

* installDependencies : A&, WREN True , N Systems Manager 27 sidecar &85 L7 SSM 1

BREVERBD (WREZE) . BRIAMEN True, KBITN stress-ng.
R

* ssm:SendCommand
* ssm:ListCommands

* ssm:CancelCommand

aws:ecs:task-io-stress

EERESLET 110 EAMiK. /A AWSFIS-run-io-stress SS M X 14, & S4MEBEE AWS
Systems Manager. BEXEZELE , S 1T ECS 5Bk,

34 3 e
riIREH

* aws:ecs:task

e

« duration : ENHKFFLERTE , #&A 1SO 8601,
 percent : AliE, EEDMREE , XHRELFERANZERZRBES . BRIAR 80%.
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AWS HEE A BRS g
 workers : Alit, THEEFHE. THEEFQIIBEIITRIBERE (FRE, REIBRENNETREE
) . BHESRIEMEEMREE. SNFHEXNE -DXAHMITFER /0 8B1E. BIA K 1,

- installDependencies : A%, MRERN True , Nl Systems Manager &7 sidecar 8§ L SSM
BERVEMBI (MAKREZE ) . BRIAMERN True, KPS stress-ng.

PR

¢ ssm:SendCommand
* ssm:ListCommands

* ssm:CancelCommand

aws:ecs:task-kill-process

BT killall 855 , BFILEESHWIEEHRE, FH AWSFIS-Run-Kill-Pro cess SSM X#4, SAEESE
X AfF pidMode &7 task. EZSHMAHEE AWS Systems Manager. BEXEZELR | HSH 1T
ECS &%k,

RIRRE

* aws:ecs:task

e

« processName : #5{Z L HEZRIE K

* signal : A&, EEWS—RBRIENGES. XLEFRER SIGTERM ( EKEATLAZENE )
SIGKILL ( #EWKWETEZBIE ) . BRIAEF SIGTERM,

* installDependencies — Ali&, fMR{EHN True , M| Systems Manager £ sidecar &5 L1 SSM X
BRELERBD (MRLE ), MINMENR True. KBTUH killall,

PR

* ssm:SendCommand
 ssm:ListCommands

* ssm:CancelCommand
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AWS HEEABRS RAriEmE

aws:ecs:task-network-blackhole-port

ZEBEEDNMIFEAOMALHHIEFTE, A AWSFIS-Run-Network-Blackhole-Port SSM 3 #4, #%R
EESEN P pidMode &7 task. EFHIHEE AWS Systems Manager, EBFEEEFTENX
& networkMode ®A bridge. BXEZEEL , 5K HIT ECS E5E&RE

RIRRE

» aws:ecs:task

5%

« duration : MiRAAYRFEERTE , 483K 1SO 8601,

« port : IgAF,

« trafficType : MEXE, AJEEMEN ingress M egress.,

* protocol : Ali%&, . AIRERYIEN tcp F udp. BRIAR tcps

* installDependencies — Ali%, MR{EHN True , M| Systems Manager 27 sidecar 228 L1 SSM 1%
BLERENBEMRBIN (MAKREZE ), BRIAMERN True, KBS 512 atd, dig # iptables,

PR

* ssm:SendCommand
* ssm:ListCommands

* ssm:CancelCommand

aws:ecs:task-network-latency

FHAtc ITE , AERTRHREXRENREAMMEZEOMNIERME S, FH AWSFIS-Run-Network-
Latency-S ources SSM X#4, HMEESFE L pidMode IR task. EFHIHEE AWS
Systems Manager. ZBREEEEFENLFIF networkMode &7 bridge. BXEZELR , HEZHE
17 ECS E&#B1E,

RIRRE

* aws:ecs:task
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AWS HEEABRS RAriEmE

5%

« duration : MiRAAYHFEERTE , 47 1SO 8601,

* interface : A%, MEEO., BIAER etho,

- delayMilliseconds — A[i%, #ER ( #17 : E® ) . BRIAR 200,
- jitterMilliseconds : Ali%&. #zh (2L : R ). HRIAER 10,

« sources : AJi%&, KR , HiES 0 MR, EAEER : IPv4 ik, IPv4 CIDR 3R, #%. DYNAMODB #
S3, MRHEEME N DYNAMODB = S3 , NIGEA FH e XA XiEgina, 2R 0.0.0.0/0 , AJE
BATE IPv4 SHE,

* installDependencies : A&, WMREN True , N Systems Manager 27 sidecar B85 £ SSM
HREXERBD (MNARE ). BIAEN True., KEW 2 52 atd. dig. jg M tc.

PR

* ssm:SendCommand
* ssm:ListCommands

 ssm:CancelCommand

aws:ecs:task-network-packet-loss

FHtc IR, ANEZEORMES, FEA AWSFIS-Run-Network-Packet-Loss-Sour ces SSM 34,
PHEESEN B pidMode ] task. EFHIMAHEE AWS Systems Manager. EFBEEES
EXHH networkMode &7 bridge. BXEZEER , HSH 1T ECS F51&1E,

S 3 e
miRFER

* aws:ecs:task

¥

« duration : i BYIFLLetE , KX HF 1SO 8601,
* interface : Alit, WEZEOD, BIAERN etho,
+ lossPercent - Alit, E3E, BIAN 7%,

Amazon ECS /€ 53


https://console.aws.amazon.com/systems-manager/documents/AWSFIS-Run-Network-Packet-Loss-Sources/description

AWS HEEABRS RAriEmE

» sources : A%k, KR , AE5 9 ME. EARER : IPv4 #biit, IPv4 CIDR 3R, #5%. DYNAMODB #l
S3, MRIEEME N DYNAMODB =% S3 , M{EA T Y XE M XiEmS. BRIAN 0.0.0.0/0 , AJEE
Eﬂﬁﬁ'ﬁ IPv4 ﬁ%o

+ installDependencies : &, RERN True , N Systems Manager 27£ sidecar 8§ £ SSM X
BLERVERBI (MREZE ) . BRIAMERN True., KB % 52 atd. dig. jq M tc.

PR

* ssm:SendCommand
* ssm:ListCommands

* ssm:CancelCommand

Amazon EKS 1#&1E

AWS FIS Z3#FLLT Amazon EKS 4k,

R

» aws:eks:inject-kubernetes-custom-resource

* aws:eks:pod-cpu-stress

» aws:eks:pod-delete

» aws:eks:pod-io-stress

* aws:eks:pod-memory-stress

« aws:eks:pod-network-blackhole-port

* aws:eks:pod-network-latency

* aws:eks:pod-network-packet-loss

« aws:eks:terminate-nodegroup-instances

aws:eks:inject-kubernetes-custom-resource

EHE/NBIREE FIiZ1T ChaosMesh 5 Litmus k36, &40 B RS L% ChaosMesh 5
Litmus,

EREBXREIRHEN aws:eks:cluster BWEREER | FHFANFIIREEMEEAND Amazon &BIR
B (ARN) ., WIRETTRERARRRE, BEFXEISHE LB IR,
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AWS HEEABRS RAriEmE

Z %At ChaosMesh , s EM N B ERIEZ1TH . M Amazon EKS kA 1.23 &2 |, HERIAEITEIM
Docker Bl containerd. MARZS 1.24 frAS#2 |, #ilEk Dockers

RIRRE

» aws:eks:cluster

S

- kubernetesApiVersion : Kubernetes B E & REY APl lRA, {ERI8ER chaos-mesh.org/
vlalphal | litmuschaos.io/vlalphal,

 kubernetesKind : Kubernetes BE N HWRER, EBURTF API ki,

« chaos-mesh.org/vlalphal : fEA 82 AWSChaos | DNSChaos | GCPChaos | HTTPChaos
| I0Chaos | JVMChaos | KernelChaos | NetworkChaos | PhysicalMachineChaos |
PodChaos | PodHttpChaos | PodIOChaos | PodNetworkChaos | Schedule | StressChaos
| TimeChaos |

« litmuschaos.io/vlalphal : fEA 8= ChaosEngine,
+ kubernetesNamespace : Kubernetes @3 %8 |8
« kubernetesSpec : Kubernetes BE X & RH spec #84% , X JSON,

« maxDuration : TR B LRITHRKENE , A—2%F 12 It FE, £ AWS FISAPI H# |
Z{ER 1SO 8601 AW FERFHR, i , PTIM RKER—28., £ AWS FIS BHAF , BA LM AR
B}, DHHRE/NE,

PR

WIRETEE AWS B RGREE (IAM) IR, B RBAC #&1X , Kubernetes A2 &I 1T LR VEFT
EHNPPR. BXREZEELR , 5 Kubernetes B H XRAR#EFH RBAC &M, BX Chaos Mesh By
EZ{EE , 12 Chaos Mesh B A X4, AX Litmus WEZEE |, BSH Litmus B 5 X4,

aws:eks:pod-cpu-stress

HEFRAERA (pod ) £&1T CPU EXWH, BXEZER , HSH 1T EKS FEE4A (pod ) .

4R S
RIRER

» aws:eks:pod
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AWS HEEABRS RAriEmE

5%

« duration : E X NHFLLRTE , #X R 1SO 8601,
« percent : A[it, B¥rAHEE DL , M0 ( 25 ) E 100 ( % ) TF. BIAER 100,
« workers : AJit, EFEANENREE. RIAR 0, FAMEBEEDR.

+ kubernetesServiceAccount : Kubernetes BRZIKF . BXFIENRMEER |, FSHthe section
called “Bit & Kubernetes BRE M7,

- fisPodContainerlmage : ik, BAFRIEMEEIARETAE (pod ) WASRMSG, RIAERRENESG
AWS FIS, BEXxEZ{EE , 12 the section called “BA254 ( pod ) BEEMRE,

« maxErrorsPercent — AJit, ARELLWEFAERAMMW BRI BE DL, BRAIAER 0,
« fisPodLabels : Ali&, KfANZE| FIS BIZHN M IERBER ST LAY Kubernetes #7%5,
« fisPodAnnotations : Ak, FKipNZEl FIS €I HERIERET LA Kubernetes &,

- fisPodSecurityPolicy : A%, AT FIS Migrf BRI BN BIELHRBER2RHY Kubernetes Z 2 rEXR
B, TWREME Nprivileged, baselineflrestricted. WRESHERBRIIES,

PR

» eks:DescribeCluster
e ec2:DescribeSubnets

* tag:GetResources

AWS £ E KB

» AWSFaultinjectionSimulatorEKSAccess

aws:eks:pod-delete

MIERBFREEE4E (pod) « BEXESZEER |, BSH 1T EKS B84 ( pod ) 1k,

RIRRE

» aws:eks:pod
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AWS HEEABRS

RAriEmE

5%

« gracePeriodSeconds : Ali%, HEAR4H (pod ) EELKIEHIFERTE (22 B )., MRERNO,
WA EMHATERE, WMRER nil, NEABERE (pod ) WERATIRE,

« kubernetesServiceAccount : Kubernetes BRZKF . BXFIENRMWEER , FSfthe section

called “Bit & Kubernetes BRE K7,

- fisPodContainerimage : %, FATFRIZHEEIAREAE (pod ) ARG, RIAMERAREENE K
AWS FIS, BEXEZER , 3 H the section called “A854H ( pod ) BEEM &,

« maxErrorsPercent — AJit, AJRELLHEFAERAMMWESRN B D L. BRMIAMER 0,
- fisPodLabels : A[i%&, KfiNZEl FIS SIEZMNHIERBERES LM Kubernetes 7%,
« fisPodAnnotations : A%k, FKipNZEl FIS SR B ERIERET LA Kubernetes &,

- fisPodSecurityPolicy : A&, AT FIS Migrf BRI BNHIERBER M Kubernetes Z &R ER
B, AIREMIE Nprivileged, baselinefrestricted, WRESFIERBERIIRE,

PR

 eks:DescribeCluster
» ec2:DescribeSubnets

* tag:GetResources

AWS IEE R

» AWSFaultinjectionSimulatorEKSAccess

aws:eks:pod-io-stress

EBRARRA (pod ) £EFT /0 EXNHL, BEXEZER

S
miRFER

» aws:eks:pod

5%

* duration : EA NIV IFLEERTE , #X A 1SO 8601,

HSH 1T EKS BER4 (pod ) #1E,

Amazon EKS ##1E
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AWS HiFESE A BRSS FF- 15T
- workers : Ak, THERFHE. TERBFRQRENTI/ERE (IRFRE. BIRENNFHRSER
£) . BRERSRENRERIRRE. SNFHENE —NXHFRITRER 1/0 B1E. BN 7 1.

* percent : A[i%&, EEADMIHEE , XERELEANZERNZR B D, FRIAN 80%.

« kubernetesServiceAccount : Kubernetes lRSTKF . BXFTENRIELR |, S [F@the section
called “Big & Kubernetes BRE M7,

- fisPodContainerimage : %, FAFRIBHEIARIEE (pod ) WASRMEGE, BRIAEARENESG
AWS FIS, BXxEZEE , 525 the section called “A254H ( pod ) BESM &,

« maxErrorsPercent — A[i%t, ARELLBHEFAER AWM BN B D L. BRIAER O,
« fisPodLabels : A[i%&, KINZEl FIS SIZMNHIERBERES LM Kubernetes Fr&,
- fisPodAnnotations : A%k, FiHNZE| FIS Bl M ERERST LK Kubernetes %8,

- fisPodSecurityPolicy : Ali%, AT FIS Migrf BRI BN BIEHRBER2RHY Kubernetes Z 2R EXR
B, TREME Nprivileged, baselineflrestricted. WRESHERBRIIES.

PR

» eks:DescribeCluster
 ec2:DescribeSubnets

* tag:GetResources

AWS FEE KB

» AWSFaultlnjectionSimulatorEKSAccess

aws:eks:pod-memory-stress

HEBERBRRE (pod ) LETREFEEINR. BXESER , F5H 1T EKS B4 (pod ) Bk,

RIRRE

» aws:eks:pod

5%

« duration : E XN HKEFLLRTE , # R 1SO 8601,
- workers : A&, EFANELRKE. B\ I 1,
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AWS HEEABRS RAriEmE

percent : A%, EAONHBAEEEANEURNFED L. FRIAH 80%.,

kubernetesServiceAccount : Kubernetes RESTKF . BXMMENBRHEEL |, 55 Mthe section
called “Bt i Kubernetes BRE K",

fisPodContainerimage : Alik, AT SIEHEETAREE (pod ) WASSMEG, RIAEHRERENES
AWS FIS, BXxEZEE , 555 the section called “A254H ( pod ) BESM &,

maxErrorsPercent — IJi%t, TRELLBEFAER KM BRI B DL, BRIAER O,
fisPodLabels : Ak, FiiNE FIS IR B IERPER ST LM Kubernetes 17,
fisPodAnnotations : Ak, FfINZE| FIS B2 IERBER ST LAY Kubernetes 3£ %,

fisPodSecurityPolicy : AJi%, AT FIS Mgt R IEN B ERER M Kubernetes ZEARHER
B, TREME Nprivileged, baselinefrestricted. WRESHERBRIIES.

PR

eks:DescribeCluster
ec2:DescribeSubnets

tag:GetResources

AWS IEE X

AWSFaultlnjectionSimulatorEKSAccess

aws:eks:pod-network-blackhole-port

EHFBEDUFMFEOAONAMREIERE, X5 Kubernetes Z2 bR EBERE, privilegedEXES
S8 , B30 #1147 EKS B854 ( pod ) #24E,

RIRRE

>

E4

aws:eks:pod

"

duration : MR BYIFLERTE , #3KX 1SO 8601,
protocol : Ali%&, i, AIEEMEN tcp M udp. BRIARN tcpo

trafficType : JREERE, AI8ERM{EN ingress # egress,
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AWS HEEABRS RAriEmE

« port: WO S,
« kubernetesServiceAccount : Kubernetes BRZIKF . BXFIENRMEER |, ESfthe section
called “Bit & Kubernetes BRE K7,

- fisPodContainerlmage : ik, BAFRIBRMEEIAREAE (pod ) ARG, RIAEARENESR
AWS FIS, BEXEZE L8 , 55 the section called “BE84H ( pod ) BEEME,

« maxErrorsPercent — A[i%t, TRELLBEFAERLAMMW BN B D L. BRIAER 0,
- fisPodLabels : A[i%&, KfINZEl FIS SIZMNHIERBERES LM Kubernetes Fr&,
« fisPodAnnotations : A%k, HihNZEl FIS Sl ELREIEREE LK Kubernetes &,

PR

» eks:DescribeCluster
 ec2:DescribeSubnets

* tag:GetResources

AWS IEE R

« AWSFaultinjectionSimulatorEKSAccess

aws:eks:pod-network-latency

FHAtcIE , "ERTHERENRENMMEZZONERMBG, X5 Kubernetes Z 2 FrHEBR %
B, privilegedBXEZER , BHZH 1T EKS Bes4 ( pod ) B1E,

RIRRE

» aws:eks:pod

S

« duration : XAV EFELETE , &R 1ISO 8601,

« interface : Ak, MEENO, BRINMEN etho,

- delayMilliseconds — Ali%, #ER ( 217 : E® ) . BRIAR 200,
« jitterMilliseconds : Ali%, Bzh ( £1L : 2R ) . BIAEN 10,
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AWS HEEABRS RAriEmE

 sources : AJi%&, KR , HiES 0. EAEER : IPv4 ik, IPv4 CIDR 3R, i3%&. DYNAMODB A1
S3, MRIEEME N DYNAMODB =% S3 , M{EA T Y XE M XiEmS. BRIAN 0.0.0.0/0 , AJEE
Eﬂﬁﬁ'ﬁ IPv4 ﬁ%o

« kubernetesServiceAccount : Kubernetes lRESTIKF . BXMMENRMELR |, FS[F@the section
called “Bi¢ & Kubernetes BRE M7,

- fisPodContainerimage : %, FATFRIZWEEIAREAE (pod ) ARG, RIAMERARERENEK
AWS FIS, BEXEZ{ER , 3 H the section called “A854H ( pod ) BEEM &,

« maxErrorsPercent — AJi%t, TRELLBHEFAER KM BRI B D L. BRIAER O,
- fisPodLabels : A[i%&, KfINZEl FIS SIEZMNHERBERES LM Kubernetes 5%,
« fisPodAnnotations : A%k, FipNZEl FIS SR B ERIERET LA Kubernetes &,

PR

 eks:DescribeCluster
 ec2:DescribeSubnets

e tag:GetResources

AWS IEE R

« AWSFaultinjectionSimulatorEKSAccess

aws:eks:pod-network-packet-loss

FAtc TE , ANKEOFMESE, X5 Kubernetes Z£brHEBERER. privilegedBXESZE
B, B3 T EKS B84 ( pod ) B1E.

34 3 e
RiIREHR

» aws:eks:pod

S

« duration : iKY IFLERTE , ¥R 1SO 8601,
« interface : A1k, MKEO, BIAERN etho,
+ lossPercent — AJit, EEFX, BIAN 7%
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AWS HEEABRS RAriEmE

sources : AJi%&, XK , BiES 2R, ETRER : IPv4 #ik, IPv4 CIDR 3R, 35%. DYNAMODB A1
S3, MRIEEME N DYNAMODB =% S3 , M{EA T Y XE M XiEmS. BRIAN 0.0.0.0/0 , AJEE
Eﬂﬁﬁ'ﬁ IPv4 ﬁ%o

kubernetesServiceAccount : Kubernetes BRE MK F . BXFIENXBRMEER , 55 fthe section
called “Big & Kubernetes BRE M7,

fisPodContainerimage : fli%, A FRIEMEFZARETA (pod ) HWEESMG, RIAERARERANESG
AWS FIS, BEXEZER , 3 H the section called “B854H ( pod ) BEEM &,

maxErrorsPercent — IJi%t, TRELLBEFAER KM BRI B DL, BRIAER O,
fisPodLabels : A%, FKiiNE FIS BIRMHIEHRIER ST LM Kubernetes #7%,
fisPodAnnotations : Ak, FfNZE| FIS BN M IERBER ST LAY Kubernetes 3£ %,

PR

eks:DescribeCluster
ec2:DescribeSubnets

tag:GetResources

AWS IEE X

AWSFaultlnjectionSimulatorEKSAccess

aws:eks:terminate-nodegroup-instances

BT S48 Terminatelnstances EIiE4T Amazon EC2 API ##1E,

RIRRE

=

=

aws:eks:nodegroup

#

instanceTerminationPercentage : B ILMEHIE 2Lk (1 - 100),

PR

* ec2:DescribeInstances
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AWS HEEABRS RAriEmE

* ec2:TerminatelInstances
* eks:DescribeNodegroup

e tag:GetResources

AWS IEE X

» AWSFaultlnjectionSimulatorEKSAccess

I 5% 89 ElastiCache 1730

AWS FIS X ELT ElastiCache #1E.

aws:elasticache:interrupt-cluster-az-power

H i B 45 Redis SERIAFEETAXATRBNEN, MRFENMTT/AEN B, WESITHEGE

RENHANARBTFEREANET K. EREERE , EETHXANRRBARERFRE L |, X
KiE B IR ERIARNZITRESRER.

il

0

~

R S
TIRER

» aws:elasticache:redis-replicationgroup

e

« duration : F£eatE , N—o8F] 12 DT E, £ AWS FIS API # |, iZ{ER ISO 8601 XK FRF
B, #ln , PTIMKR—24%, & AWSFIS &A% |, Bu Ll AR, 28N,

PR

* elasticache:InterruptClusterAzPower
 elasticache:DescribeReplicationGroups

* tag:GetResources

R 4% R 4

AWS FIS Z#FELT MG R 1E,

I 5 # K ElastiCache 173h 63


https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSFaultInjectionSimulatorEKSAccess.html

AWS HEEEABRS A 457
BRI

» aws:network:disrupt-connectivity

« aws:network:route-table-disrupt-cross-region-connectivity

« aws:network:transit-gateway-disrupt-cross-region-connectivity

aws:network:disrupt-connectivity
ELOMBRFMRIEIEERE. FRAME ACL,
R

* aws:ec2:subnet

e

- scope : BIE4AMRERE, MREETRall , NME ACL B AREE N 20, AJEENES
5E
« all  ELEMBFRTFMNRE, BEE , LEMATFMARE , 3FEFERTFRPMNLED
HRE.
« availability-zone : EEEFRTFHMAAXFMH VPC ARE. VPC A AEMNHZRKF
Mi&ijj 300

« dynamodb : 4 FIRTF L FXiHH DynamoDB Xigiis R B R E
« prefix-list : ELEFRTIEENRIIRNTRE,

« 3 EEAIRTHEXEF Amazon S3 Xigiim RHVRE.

 vpc : ELFRT VPC WRE.

« duration : $F&EatE , N—2 8 E] 12 /NEFFRZE, £ AWS FIS API # |, Z{ER 1SO 8601 &M FHF
B, Bl , PTIM REX—24%. £ AWS FIS B&IAmH | Balm AR, 28BE /.

« prefixListldentifier : SIRBE R prefix-list , MREF BRI RWIMRET., BALUHEESR
#. ID % ARN, BIZFIRHZEZAEUE 10 MN&E.

PR

- ec2:CreateNetworkAcl : 828 managedByFIS=true XML& ACL.
« ec2:CreateNetworkAclEntry : M4& ACL #471# B managedByFIS=true 5%,

 ec2:CreateTags

RS E 64
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« ec2:DeleteNetworkAcl : M4& ACL @7t B managedByFIS=true ¥r%,
» ec2:DescribeManagedPrefixLists

* ec2:DescribeNetworkAcls

* ec2:DescribeSubnets

» ec2:DescribeVpcs

* ec2:GetManagedPrefixListEntries

* ec2:ReplaceNetworkAclAssociation

AWS IEE R

« AWSFaultinjectionSimulatorNetworkAccess

aws:network:route-table-disrupt-cross-region-connectivity

FBIERBBRFRAREEEXSNRE. CIZC2ERENXENMERHANEHRRK,. EAWF FIS
BIEIXLEHBRER | B Amazon VPC Bi#iiRSroutes per route tableZ 250 i EIMAERHERF
M HBE,

RIRRE

* aws:ec2:subnet

S

- region : EfRFREN XA (FlM0 , eu-west-1)

« duration : BERFEMNETEEKE, £ AWS FISAPI 1 | iZ{EL 1SO 8601 X FHFH, fi
m, PTIMRER—20%., £ AWS FIS #B#AF , Bl AR, 28 ERE/aTE,

PR

* ec2:AssociateRouteTable

* ec2:CreateManagedPrefixList t
 ec2:CreateNetworkInterface t
* ec2:CreateRoute T

 ec2:CreateRouteTable t
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» ec2:CreateTags t

* ec2:DeleteManagedPrefixList t
 ec2:DeleteNetworkInterface t
 ec2:DeleteRouteTable t

« ec2:DescribeManagedPrefixLists
* ec2:DescribeNetworkInterfaces

* ec2:DescribeRouteTables

* ec2:DescribeSubnets

* ec2:DescribeVpcPeeringConnections
* ec2:DescribeVpcs

* ec2:DisassociateRouteTable

* ec2:GetManagedPrefixListEntries
* ec2:ModifyManagedPrefixList t

* ec2:ModifyVpcEndpoint

 ec2:ReplaceRouteTableAssociation

t £ FA#rE managedByFIS=true FRESEHE

AWS FEE KB

« AWSFaultinjectionSimulatorNetworkAccess

aws:network:transit-gateway-disrupt-cross-region-connectivity
BRLERB B EMXINEEEA KRR EXENRE.
RIRKH

* aws:ec2:transit-gateway

e

« region : ERENXEHNAHE (FlW , eu-west-1)
« duration : BEREZEWRTEIKE, £ AWSFISAPI 1 |, Z{EL 1SO 8601 KXW FEHE, Hi
wm, PTIMRKEK—2%. £ AWSFIS BHIER , B AR, 28BN

RS E 66


https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSFaultInjectionSimulatorNetworkAccess.html

AWS HEEABRS RAriEmE

PR

* ec2:AssociateTransitGatewayRouteTable

* ec2:DescribeTransitGatewayAttachments

* ec2:DescribeTransitGatewayPeeringAttachments
* ec2:DescribeTransitGateways

* ec2:DisassociateTransitGatewayRouteTable

AWS IEE X

+ AWSFaultinjectionSimulatorNetworkAccess

Amazon RDS #1E

AWS FIS %3 LT Amazon RDS #1E,

BR1E

* aws:rds:failover-db-cluster

* aws:rds:reboot-db-instances

aws:rds:failover-db-cluster

1£ B % Aurora 3iIEFEE£E Fi=1T Amazon RDS API #4E FailoverDBCluster,

et

» aws:rds:cluster

PR

» rds:FailoverDBCluster

» rds:DescribeDBClusters

Amazon RDS &/E 67
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AWS HEEABRS RAriEmE

* tag:GetResources

AWS £ E KB

« AWSFaultinjectionSimulatorRDSAccess

aws:rds:reboot-db-instances

1£ B REIEE S L1=9T Amazon RDS API #4E RebootDBInstance.

RIRRE

e aws:rds:db

S8

+ forceFailover : Alik, MRERN True , BXRFIRAZATAHARX , NEBFHN—NMNTHAXHEEES S —
E.I-Fﬁ IXO %ﬁi}\{ﬁﬁg falseo

T

* rds:RebootDBInstance
* rds:DescribeDBInstances

* tag:GetResources

AWS IEEEKRE

» AWSFaultinjectionSimulatorRDSAccess

Amazon S3 #

AWS FIS Z#F LT Amazon S3 #1E,

BR1E

» aws:s3:bucket-pause-replication

Amazon S3 #2/E 68
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aws:s3:bucket-pause-replication

FENBMBEEEBIEN N EHENES, BENHEEBTUMTREN AWS XiF , t T SREE
ERBAUTE—XER, REFRE , IERNKRUESSEEFHRZ— NN, HIRENIBFRIFEBE
B#r. ETHE>X Amazon S3 EFINEZEER , 5% Amazon S3 AAFIER,

RIRRE

* aws:s3:bucket

S8

* duration : #£RtE , \—2 40 E] 12 MR E. £ AWS FIS API # | iZfER 1SO 8601 XM FHF
Fo Hltn , PTIM REK—2 %8, £ AWSFIS ZHIEF , BAUEM AR, 28D,

- region : Bt FREBATEN AWS X,

+ destinationBuckets : A&, LUES 2 EH B Wit S3 FiEM 5K,

« prefixes : Wik, EFHMMUFEERAFPLLES 2B S3 W RBEIRFIR, FEAETRIRNFEERMGE
By B AR i AR E R E o

PR

« S3:PutReplicationConfiguration , &4 S3:IsReplicationPauseRequest REN
True

- S3:GetReplicationConfiguration , &## S3:IsReplicationPauseRequest iZE&EN
True

* S3:PauseReplication
* S3:ListAl1MyBuckets

* tag:GetResources

BXFTE , HSHETRH - FH aws:s3:bucket-pause-replication &4,

Systems Manager ##/E

AWS FIS X#F LT Systems Manager #1E,

BRI
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e aws:ssm:send-command

* aws:ssm:start-automation-execution

aws:ssm:send-command

£ B#r EC2 £flSendCommand _E£i=1T Systems Manager API #4E., Systems Manager X#4 ( SSM
X)) EXHELLH ERITHRE, BXEZER |, BSH 17 aws:ssm:send-command £, .

S2 3 SHe
HwRER

* aws:ec2:instance

S8

« documentArn : 3 #4H Amazon BIREF (ARN) ., E#EEHAG | MBEMN BRIERE dikRE—4
Efi A ER AWS FIS SSM XX RNE , MR ETRILES .

« documentVersion : Ak, XHHMRAR, WMRAZE , ME1TERIARE,

« documentParameters : ILIREIRBESRMG, XRHESHXESHMAESH, YREKXH JSON %
N, BN FRFE , EAFTEEIFRFBEHA,

« duration : F£EatE , N—28EF] 12 DT E, £ AWS FIS API # |, iZ{ER ISO 8601 K FRF
$F, fl, PTIMRRR—24%, £ AWSFIS 24l&ad |, BaLlm AR, 28I,

PR

* ssm:SendCommand
* ssm:ListCommands

* ssm:CancelCommand

AWS IEE KR

« AWSFaultlnjectionSimulatorEC2Access

aws:ssm:start-automation-execution

1Z1T Systems Manager API #{EStartAutomation#47 .

Systems Manager /€ 70
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AWS HEEABRS RAriEmE

RIRRE

-

- documentArn : B3t Amazon BIRE R (ARN) .
« documentVersion : A&, XHERA, WRNZE , MEITERIARZA,

« documentParameters : LIRERE R, NHEESZHAESHATESH, WHREX 7 JSON #%
X, BANEFSE , ENEFEEREZFEHA,

« maxDuration : RFTR B LRITHHERERE , N\—28Z] 12 PEFFRE, £ AWS FIS APl & |
Z{ER 1SO 8601 AW ERFH, flwn , PTIM KEXR—2 8. £ AWS FIS BHAEF , BALAAR
B, DHRE/NE,

PR

 ssm:GetAutomationExecution
e ssm:StartAutomationExecution
* ssm:StopAutomationExecution

« iam:PassRole : Ali&, MR B ARAAE | MR AED,

AWS IEE X

+ AWSFaultlnjectionSimulatorSSMAccess

FF Systems Manager SSM X5 FIS —i#2fEH AWS

AWS FIS &3 AWS Systems Manager SSM B AWS FIS B{EX 5B E L #bESR
A, aws:ssm:send-command 8] A T 8|2 FE WL FEE AN IRENTIEER Systems Manager SSM X 14
( SSM X 1% ) AJ¥ERN BL-BI BT K 0 3t AWS X41R . AWSFIS

SSM RE 2 —F Amazon 5 # , AT BA1E Amazon EC2 324, i RS 28 HE EIL (VM) LR FFE
B, HLLsefEIRIEEE Systems Manager £, RIBHTLE Systems Manager FHIER , REHE
BRBEEANIZT. EALUMABCH SSM X1 , LUEABENHE , B A AS#E Amazon HENE
M,

/A SSM X #4 71
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B3R
NTEEMER SSM REF S E Bir EMITHRE | FREBRATRME

- ENERRERE, SSM ABEELRIANZEEL IR HEMRE (AM) £, B , BAUREHRE
SSM R, BXEZELE , HSH AWS Systems Manager AIF s F L ERT EC2 3£
flEy SSM K EE,

+ Systems Manager B B EHIHITIRIE, BB S IAM ZHIREXHR FIHRINE. BXE
%ZER , 152 H AWS Systems Manager f im0 2235 A T Systems Manager # IAM E4i
it B SO AR CFF IAM SE45I B i ST 4B inEl EC2 3245

1T aws:ssm:send-command &4E,

SSM X H4E X Systems Manager X &I E L HIHITHIIRIE, Systems Manager & K EFMf & X
¥, BOA BT, BXRBTEIE SSM XHHEZFELR |, 155 H AWS Systems Manager
AFEEPHLIE Systems Manager 314, BX SSM EM XN EZELR |, HSH AWS Systems
Manager Fi P8R HI AWS Systems Manager 3 #4,

AWS FIS 2B ER SSM X, RAJLAE AWS Systems Manager 3241 A8 ‘X8 TEFME
B SSM X 1Y : https://console.aws.amazon.com/systems-manager/documents, &I LAM AWS
FIS EHI AN —RITNEEX T HITIER, BXEZER , HZH MEEERN AWS FIS SSM X
(=B

EE AWS FIS SERAER SSM XA |, B LAERIRE, aws:ssm:send-commandlbRIESTER B #r
S| EFREVFEE SSM XA HIZE 1T

EXREIRPNIT aws :ssm:send-command BIER | XMAMIREEEREMSE , BRUTSE

 documentArn — 4%, SSM X4 Amazon BEIRE ¥ (ARN) .

» documentParameters : IIREIRBESRM. SSM XHEZWLESHMTIESHE, FRERX N JSON
B, #ANENSR , EAEHFERERZFEHRA,

« documentVersion : A%, EZ{TH SSM R
AT LB Systems Manager 2 #l A FITEE SSM XEEER ( @BFEXHSH ) .

ERAEHAERERX SSM XHNER

1. #TFF AWS Systems Manager ##|& , MHEJ https://console.aws.amazon.com/systems-
manager/o

#1117 aws:ssm:send-command & 1E. 72
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AWS #EE AR il
2. ESMERT , ‘B,
3. BEEXH  RBRRFEFARFESRIF,

BT HIT , EEAX SSM XHEHWER
£/ SSM iR B XA E T o

FiSE B ERY AWS FIS SSM X #H

BRI LU R BCE AWS B FIS SSM X5 RKERH M aws : ssm: send-command#REE &£
R

« ABEUTHRERS X AWS FIS REMTIEE SSM X#

« Amazon Linux 2023, Amazon Linux 2 1 Amazon Linux
* Ubuntu

« RHEL7, 879

« CentOS7, 89

« {X#E EC2 £ L% AWS FIS REMNTIEE SSM X, HMRBENRET R (MAHRSER ) H
PRI SR H,

E#% ECS EHFXRPFEMAIXLE SSM 1Y |, BEEAMMM the section called “Amazon ECS #1E", #l
o, Xt aws:ecs:task-cpu-stress BYEfE A AWSFIS-Run-CPU-Stress X 44,

XA

* AWSFIS-Run-CPU-Stress

* AWSFIS-Run-Disk-Fill

* AWSFIS-Run-IO-Stress

* AWSFIS-Run-Kill-Process

* AWSFIS-Run-Memory-Stress

* AWSFIS-Run-Network-Blackhole-Port
* AWSFIS-Run-Network-Latency

* AWSFIS-Run-Network-Latency-Sources
* AWSFIS-Run-Network-Packet-Loss

* AWSFIS-Run-Network-Packet-Loss-Sources

LB ER AWS FIS SSM XX 44 73
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AWSFIS-Run-CPU-Stress

£/ stress-ng TEEXHI L1217 CPU EAOMIR., £A AWSFIS-run-CPU-stres s SSM X #4,

BAERE (NREFE)
aws:ssm:send-command/AWSFIS-Run-CPU-Stress

ARN
arn:aws:ssm:region::document/AWSFIS-Run-CPU-Stress
DR

« DurationSeconds — %%, CPU E D MAAFLERE (2147 : 8 ),
« CPU: E_riio gﬁﬁﬁﬁ'ﬂ CPU Ebjﬁﬁio %ﬁi*?‘j 0 , Eﬁﬁﬁﬁﬁ CPU Ej]; No
« LoadPercent : AJik&, BH#s CPU fAEBLE , MO ( 23 ) &l 100 (%K ) %, EIAER 100,

* InstallDependencies : A[i%£, fRENRN True , M| Systems Manager 271 B #5356l L ZE L E KB
W (REEE ) . BRIAMER True, KIINRN stress-ng.

PRNERSELRIEIE P

{"DurationSeconds":"60@", "InstallDependencies":"True"}

AWSFIS-Run-Disk-Fill

EXRPIRS Lo EHEZR |, RAEE EHANHE, £ AWSFIS-Run-Disk-Fill SSM X1,

MESFANBENEZREESILE , TRRFHERBEIFLEEZHEFL , AWSFIS #iazid@IEUEERE
IZ1THY SSM XH4REIR, BNRRAKESE N HRER RN AREFEHS R ZRE 2% , U Systems
Manager AIRETESE K BUEIRME, Leit , IREF LR , FHADMEMEZ=E,

BEXRE (NREHE)
aws:ssm:send-command/AWSFIS-Run-Disk-Fill
ARN

arn:aws:ssm:region::document/AWSFIS-Run-Disk-Fill

B BRI AWS FIS SSM 3T 74
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NS

« DurationSeconds — 4% . BEIEFRNMZAVFFLERE (£ F ),
 Percent : A[i%, FEHFERNXBES2ENEET 2. BRIAH 95%.

- InstallDependencies : Ali%, MERENRN True , M| Systems Manager &7 B #r32 6l £ Z R L EKH
M (WMAEE ), BRIAMERN True, HKBII 2 52 atd ) fallocate,

LT ZRERGITmAZREE,

{"DurationSeconds":"60@", "InstallDependencies":"True"}

AWSFIS-Run-10-Stress
£ H stress-ng TEEXHI L2917 10 ELMH. A AWSFIS-run-io-stress SS M X4,

BIERE (RREHA )

aws:ssm:send-command/AWSFIS-Run-10-Stress

ARN
arn:aws:ssm:region::document/AWSFIS-Run-IO-Stress
NS

« DurationSeconds — %%, 10 EOMHAAFLERTE (B2 F ),

« Workers : ik, EEWMITER/BRE (IRFRE. BIRENNFRITRE ). BERSERENEE
BBRIREN TEEFHE. SN FHEXNE—MXHFRITAER /0 RE. BRIA R 16

« Percent : Ali%, £ 10 EAOMRHE , XHRELERANZERZRB S L. BRIAN 80%.

- InstallDependencies : Ali%, ERENR True , M| Systems Manager &7 B #r32 6l £ Z R AL EKH
I (WAREZE ) . BRINMERN True, IKBITA stress-ngo

LT ZRERGITmAREE,

{"Workers":"1", "Percent":"80", "DurationSeconds":"60", "InstallDependencies":"True"}

AWSFIS-Run-Kill-Process

BT killall i85, BLESRFIFHIEEHE, R AWSFIS-Run-Kill-Pro cess SSM 3 #4,

B ER AWS FIS SSM 314 75
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AWS HEEABRS RAriEmE

BRAERE (NREEHA )

aws:ssm:send-command/AWSFIS-Run-Kill-Process

ARN
arn:aws:ssm:region::document/AWSFIS-Run-Kill-Process
NS

« ProcessName — #FE, EEIEWHERER .

- Signal : W%, E5MT—RBEAENES, XLEETHER SIGTERM ( ZWETLLZEHNE ) M
SIGKILL (EWEBTBERREINE ) . BRIAEHN SIGTERM,

« InstallDependencies — A%, WERERN True , M| Systems Manager &7 B ¥r3E 4l £ R L E KB
Il (MARERE ) . BRINMERN True, KBIIA killall,

LT ZRE R AZREE,

{"ProcessName" :"myapplication", "Signal":"SIGTERM"}

AWSFIS-Run-Memory-Stress

£ A stress-ng TEEXRHI EZTRFELNH, A AWSFIS-Run-Memory-Stres s SSM X #4,

BRERE ({XREFHA )
aws:ssm:send-command/AWSFIS-Run-Memory-Stress
ARN

arn:aws:ssm:region::document/AWSFIS-Run-Memory-Stress
XS

- DurationSeconds - %#&F. WFEDNHXBIRFLENE (247 : ¥ ),
« Workers : AJi&, BERL\ATFEDRHOHBE. FHiAH 1.
« Percent- 4%, EAEEAINHBREFANELANEFE DT,

« InstallDependencies : A%, WREN True , M| Systems Manager &7 B #r3E 6l £ R X E MK
I (REE ) . BRIAMER True, KIIMA stress-ngo

B ER AWS FIS SSM 314 76
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LT FRE R T ARSI A,

{"Percent":"80", "DurationSeconds":"60", "InstallDependencies":"True"}

AWSFIS-Run-Network-Blackhole-Port

£ iptables TEEF MU IE AW AU HHIERE. A AWSFIS-Run-Network-Blackhole-Port
SSM X4,

BRAERE (NREFE )
aws:ssm:send-command/AWSFIS-Run-Network-Blackhole-Port

ARN
arn:aws:ssm:region::document/AWSFIS-Run-Network-Blackhole-Port
NS

* Protocol - %4&F. . AT8EMENRN tcp M udp.

« Port- %%, WO,

* TrafficType : Ak, RERKE, AEEMIERN ingress M egress. BRIAHN ingress,

« DurationSeconds — #&F . WM& BRNMIAVFLENE (22 %),

- InstallDependencies : Ali%, ERENRN True , M| Systems Manager &7 B #r32 6l £ TR L EKH
I ( NARREE ) o BRIAMERN True, KFI 5 5l= atd. dig F iptables.

LT ZRERGITamAREE,

{"Protocol":"tcp", "Port":"8@80", "TrafficType":"egress'", "DurationSeconds":"60",
"InstallDependencies":"True"}

AWSFIS-Run-Network-Latency

5 tc TENMFZFEOEMEER, A AWSFIS-E1T-M%%-4EE SSM X #4,

BERE (NREFIE)
aws:ssm:send-command/AWSFIS-Run-Network-Latency

ARN
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arn:aws:ssm:region::document/AWSFIS-Run-Network-Latency
BEL 21

* Interface : Ak, KO, BRIAERN etho,
- DelayMilliseconds — AJi%, #ER ( #£17 : ¥ ) . ERIAN 200,
« DurationSeconds — &, MEIERNAVFLENE (£ ).

« InstallDependencies : i, MRER True , M| Systems Manager &7 B #r3E 6l L ZHE LB 4K
I ( MARE ) . BIAERN True, KB 2 B2 atd, dig # tco

PRNERSEERIEIE P

{"DelayMilliseconds":"200", "Interface":"eth®", "DurationSeconds":"60",
"InstallDependencies":"True"}

AWSFIS-Run-Network-Latency-Sources

FRtc TE  AFRTHERRNRERNMMEZONEEMEZN, FEH AWSFIS-Run-Network-
Latency-S ources SSM X 44,

BERRE ([XBREHE )
aws:ssm:send-command/AWSFIS-Run-Network-Latency-Sources
ARN

arn:aws:ssm:region::document/AWSFIS-Run-Network-Latency-Sources
D=

« Interface : ik, MEEO, BRIAENR etho,
« DelayMilliseconds — AJi%, #ER ( £ : % ) . EBIAF 200
- JitterMilliseconds : A%, #zh (£ : ¥ ) . BIAMER 10,

« Sources - #E, KR, AES SR, BEABER : IPv4 ik, IPv4 CIDR &, 5% . DYNAMODB #
S3, MRIEEME N DYNAMODB = S3 , NISGEA T 24 8 X35 A 1Y XI5 ik R o

* TrafficType : Alik, RERKE, AEEMIERN ingress M egress. BRIAHN ingress,
- DurationSeconds — %4 &, PEZIERNHXAIRFLEAE (247 : ¥ ),

B ER AWS FIS SSM 314 78
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- InstallDependencies : Ali%&, MERENRN True , M| Systems Manager &7 B #r32 6l L Z R LB KB
I (WMAEE ). BRIAMERN True, KI5 52 atd, dig. jq M tco

UTZFRRETmARESE,
{"DelayMilliseconds":"200", "JitterMilliseconds":"15",

"Sources":"S3,www.example.com,72.21.198.67", "Interface":"ethQ",
"TrafficType":"egress", "DurationSeconds":"6@", "InstallDependencies":"True"}

AWSFIS-Run-Network-Packet-Loss
FRtc TE , ANEEORMED, F£H AWSFIS-Run-Network-Packet-Los s SSM X 4,

BT ({UREEHE )

aws:ssm:send-command/AWSFIS-Run-Network-Packet-Loss

ARN
arn:aws:ssm:region::document/AWSFIS-Run-Network-Packet-Loss
=

* Interface : A&, M&KEO, ERIAENRN etho,
 LossPercent- mJit, EFE, BIAN 7%,
« DurationSeconds - 4FE, MEEINIRWFLERE (22 ),

- InstallDependencies : Ali%, RENRN True , M| Systems Manager &7 B #r32 6l £ Z R AL EKH
I, BRIAEN True, KEIL% 5I=2 atd. dig # tc.

LT FRE R T ARE &,

{"LossPercent":"15", "Interface":"eth®", "DurationSeconds":"60",
"InstallDependencies":"True"}

AWSFIS-Run-Network-Packet-Loss-Sources

FRtcITE , ANKFORNES , UAEBFRTHEEXRRNRE. F£H AWSFIS-Run-Network-
Packet-Loss-Sour ces SSM 3 #%,

BAERT ([URBHE )
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aws:ssm:send-command/AWSFIS-Run-Network-Packet-Loss-Sources
ARN

arn:aws:ssm:region::document/AWSFIS-Run-Network-Packet-Loss-Sources
NS

* Interface : Ak, MEHEO, BRIAERN etho,

 LossPercent— Alit, EBE, BIAN 7%-

 Sources - %#%F. KR , AiES oM. EHEER : IPv4 #isit, IPv4 CIDR 3R, 15+, DYNAMODB #
S3, WRIBEME N DYNAMODB = S3 , MIUE A T 2 i X1 # Y X i3 3% = o

* TrafficType : Ak, RERRKE, AEEMIERN ingress M egress. ERIAHN ingress.

« DurationSeconds — %, MEESDNIHNFLENE (22 : ).

- InstallDependencies : Ali%, MERENRN True , M| Systems Manager &7 B #r32 6l £ Z R L BB
M, BIAMERN True, KHI % 52 atd, dig. jg M tco

LT ZRE R T mAZREE,

{"LossPercent":"15", "Sources":"S3,www.example.com,72.21.198.67", "Interface":"eth@",
"TrafficType":"egress", "DurationSeconds":"6@", "InstallDependencies":"True"}

]

BXRER R , 1S5 the section called =17 EHE B AWS FIS SSM 3744”7,

BRROIBE  WSRERHLET CPU E N,
B ER

FREUAT SREATRIBHE,

HEE SSM A [R)&

1. $TFF AWS Systems Manager ##I1& , MiEH https://console.aws.amazon.com/systems-
manager/o

2. ESMERT , fHOERTREENEZTHT.
ESHLEFETFL , FABERGERXEETER.

4, EEWHSID, HFFEMMESTE,

ayt]| 80


https://console.aws.amazon.com/systems-manager/
https://console.aws.amazon.com/systems-manager/
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5. &EXHIID, EFEZFNMSRNVAHLERNER,

£ AWS FIS aws: ecs: task &4

O LA1T aws:ecs:task #YE , ¥ Amazon ECS £5&F A E,

XLIREREA SSM REER Sidecar BEEFRIZIT SSM XY |, XEXHFMITHEEA |, HBEL
Sidecar &85 Amazon ECS F5% 8 SSM &=, BEfFRXLERE | BEEEFH Amazon
ECS S ENX , ¥ SSM RIEFMNA Sidecar Beg , UEFHETWESEM I SSM TEXH, 4
181217 AWS FIS £ E{uAtaws :ecs:task , AWS FIS & ARSI ELHIM F RIS G S
AWS FIS SRR #ENR L35 EHR B #5 Amazon ECS FEMETE—4H SSM EE XA, ECS_TASK_ARNFRZE
BEERHIT SSM R4 < Bk Amazon ECS F5589 ARN |, E L1712 173K 50 B 7 Bi i BR o

BR1E

+ the section called “aws:ecs:task-cpu-stress”

» the section called “aws:ecs:task-io-stress”

the section called “aws:ecs:task-kill-process”

the section called “aws:ecs:task-network-blackhole-port”

« the section called “aws:ecs:task-network-latency”

* the section called “aws:ecs:task-network-packet-loss”

BR 75l

- UTREFTERT AWS Fargate :
» aws:ecs:task-kill-process
» aws:ecs:task-network-blackhole-port
» aws:ecs:task-network-latency

» aws:ecs:task-network-packet-loss
- HIEEBAEZ A ECS Exec , FBEHITILR R,

R

- 8 AWS FIS 26 £ @3RI FAUR -

AT ECS £55121E 81



AWS HEEABRS RAriEmE

* ssm:SendCommand
* ssm:ListCommands
* ssm:CancelCommand
7 Amazon ECS W{ES IAM A &R TR :

e ssm:CreateActivation

* ssm:AddTagsToResource

« iam:PassRole

EEE , BULUREEXRFIAGH ARN FEXERN iam: PassRole &R,
« BIE Amazon ECS F5#1T IAM A H 0 A mazonECS TaskExecution RolePolicy ¥£& K.
o AKMTMELSEM A RERPINES LNRERFAFMEL TR :

 ssm:DeleteActivation

+ ssm:DeregisterManagedInstance

* ¥ AmazonSSM ManagedInstance Core 1£& KR INENEM R FEE BN ES PR T E =4
AeH,

« JHIFE L E MANAGED _INSTANCE_ROLE_NAME iR BN FEELHACRHE .
« N ECS S ENHRM SSM RERR, AN ECS &M A IEE =M,

{
"name": "amazon-ssm-agent",
"image": "public.ecr.aws/amazon-ssm-agent/amazon-ssm-agent:latest",
"cpu": O,
"links": [1,

"portMappings": [],
"essential": false,
"entryPoint": [],
"command": [
"/bin/bash",
noen
"set -e; yum upgrade -y; yum install jq procps awscli -y; term_handlex()
{ echo \"Deleting SSM activation $ACTIVATION_ID\"; if ! aws ssm delete-
activation --activation-id $ACTIVATION_ID --region $ECS_TASK_REGION; then
echo \"SSM activation $ACTIVATION_ID failed to be deleted\" 1>&2; fi;
MANAGED_INSTANCE_ID=$(jg -e -r .ManagedInstanceID /var/lib/amazon/ssm/registration);
echo \"Deregistering SSM Managed Instance $MANAGED_INSTANCE_ID\"; if ! aws
ssm deregister-managed-instance --instance-id $MANAGED_INSTANCE_ID --region
$ECS_TASK_REGION; then echo \"SSM Managed Instance $MANAGED_INSTANCE_ID

=R 82


https://docs.aws.amazon.com/AmazonECS/latest/developerguide/task-iam-roles.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/task_execution_IAM_role.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AmazonECSTaskExecutionRolePolicy.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AmazonSSMManagedInstanceCore.html
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failed to be deregistered\" 1>&2; fi; kill -SIGTERM $SSM_AGENT_PID; }; trap
term_handler SIGTERM SIGINT; if [[ -z $MANAGED_INSTANCE_ROLE_NAME 1]; then
echo \"Environment variable MANAGED_INSTANCE_ROLE_NAME not set, exiting\"
1>&2; exit 1; fi; if ! ps ax | grep amazon-ssm-agent | grep -v grep > /dev/
null; then if [[ -n $ECS_CONTAINER_METADATA_URI_V4 ]] ; then echo \"Found ECS
Container Metadata, running activation with metadata\"; TASK_METADATA=$(curl
\"${ECS_CONTAINER_METADATA_URI_V4}/task\"); ECS_TASK_AVAILABILITY_ZONE=$(echo
$TASK_METADATA | jq -e -r '.AvailabilityZone'); ECS_TASK_ARN=$(echo $TASK_METADATA
| jg -e -r '.TaskARN'); ECS_TASK_REGION=$(echo $ECS_TASK_AVAILABILITY_ZONE | sed
's/.$//'); ECS_TASK_AVAILABILITY_ZONE_REGEX='A~(af|ap|calcn|eu|me|sa]us|us-gov)-
(central|north|(north(east|west))|south|south(east|west)|east|west)-[0-9]{1}[a-z]
{1}$'; if ' [[ $ECS_TASK_AVAILABILITY_ZONE =~ $ECS_TASK_AVAILABILITY_ZONE_REGEX ]1];
then echo \"Error extracting Availability Zone from ECS Container Metadata,
exiting\" 1>&2; exit 1; fi; ECS_TASK_ARN_REGEX='"arn:(aws|aws-cn|aws-us-gov):ecs:
[a-z0-9-]+:[0-9]{12}:task/[a-zA-Z0-9_-]+/[a-zA-Z0-9]+$"'; if ! [[ $ECS_TASK_ARN
=~ $ECS_TASK_ARN_REGEX ]]; then echo \"Error extracting Task ARN from ECS
Container Metadata, exiting\" 1>&2; exit 1; fi; CREATE_ACTIVATION_OUTPUT=
$(aws ssm create-activation --iam-role $MANAGED_INSTANCE_ROLE_NAME --
tags Key=ECS_TASK_AVAILABILITY_ZONE,Value=$ECS_TASK_AVAILABILITY_ZONE
Key=ECS_TASK_ARN, Value=$ECS_TASK_ARN Key=FAULT_INJECTION_SIDECAR,Value=true --
region $ECS_TASK_REGION); ACTIVATION_CODE=$(echo $CREATE_ACTIVATION_OUTPUT | jq
-e -r .ActivationCode); ACTIVATION_ID=$(echo $CREATE_ACTIVATION_OUTPUT | jq -e
-r .ActivationId); if ! amazon-ssm-agent -register -code $ACTIVATION_CODE -id
$ACTIVATION_ID -region $ECS_TASK_REGION; then echo \"Failed to register with AWS
Systems Manager (SSM), exiting\" 1>&2; exit 1; fi; amazon-ssm-agent & SSM_AGENT_PID=
$!; wait $SSM_AGENT_PID; else echo \"ECS Container Metadata not found, exiting\"
1>&2; exit 1; fi; else echo \"SSM agent is already running, exiting\" 1>&2; exit 1;

fi"
1,
"environment": [
{
"name": "MANAGED_INSTANCE_ROLE_NAME",
"value": "SSMManagedInstanceRole"
}
1,

"environmentFiles": [],
"mountPoints": [],
"volumesFrom": [],
"secrets": [],

"dnsServers": [],
"dnsSearchDomains": [],
"extraHosts": [1,
"dockerSecurityOptions": [],
"dockerLabels": {3},
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"ulimits": [],
"logConfiguration": {3},
"systemControls": []

BXRANEMERBAKMA |, E23 7 the section called “BIASZ /iy A&7,

« $4T aws:ecs:task-network-blackhole-port, aws:ecs:task-network-latency
aws:ecs:task-network-packet-loss R , BFSLEAUTEDZ — , E ECSEFENX
PEH SSM RERSR.

o JEIN 1 ANIN4FER Linux ZheEE,

"linuxParameters": {
"capabilities": {
"add": [
"NET_ADMIN"

iy

« IEIN 2 : ANHMFTE/ Linux ThEE,

"privileged": true,

« 4T aws:ecs:task-kill-process, aws:ecs:task-network-blackhole-
port, aws:ecs:task-network-latency # aws:ecs:task-network-packet-loss &k
Bt , ECS & E AP pidMode RE N tasks

MRS A
UTRBREBO,HPEEMEENBARE , fHESE,
#!/usr/bin/env bash

# This is the activation script used to register ECS tasks as Managed Instances in SSM
# The script retrieves information form the ECS task metadata endpoint to add three
tags to the Managed Instance

# - ECS_TASK_AVAILABILITY_ZONE: To allow customers to target Managed Instances / Tasks
in a specific Availability Zone

# - ECS_TASK_ARN: To allow customers to target Managed Instances / Tasks by using the
Task ARN
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# - FAULT_INJECTION_SIDECAR: To make it clear that the tasks were registered as
managed instance for fault injection purposes. Value is always 'true'.

# The script will leave the SSM Agent running in the background

# When the container running this script receives a SIGTERM or SIGINT signal, it will
do the following cleanup:

# - Delete SSM activation

# - Deregister SSM managed instance

set -e # stop execution instantly as a query exits while having a non-zero

yum upgrade -y
yum install jq procps awscli -y

term_handler() {
echo "Deleting SSM activation $ACTIVATION_ID"
if ! aws ssm delete-activation --activation-id $ACTIVATION_ID --region
$ECS_TASK_REGION; then
echo "SSM activation $ACTIVATION_ID failed to be deleted" 1>&2
fi

MANAGED_INSTANCE_ID=$(jg -e -r .ManagedInstanceID /var/lib/amazon/ssm/registration)
echo "Deregistering SSM Managed Instance $MANAGED_INSTANCE_ID"
if ! aws ssm deregister-managed-instance --instance-id $MANAGED_INSTANCE_ID --region
$ECS_TASK_REGION; then

echo "SSM Managed Instance $MANAGED_INSTANCE_ID failed to be deregistered" 1>&2
fi

kill -SIGTERM $SSM_AGENT_PID

}
trap term_handler SIGTERM SIGINT

# check if the required IAM role is provided

if [[ -z $MANAGED_INSTANCE_ROLE_NAME ]] ; then
echo "Environment variable MANAGED_INSTANCE_ROLE_NAME not set, exiting" 1>&2
exit 1

fi

# check if the agent is already running (it will be if ECS Exec is enabled)
if ! ps ax | grep amazon-ssm-agent | grep -v grep > /dev/null; then

# check if ECS Container Metadata is available
if [[ -n $ECS_CONTAINER_METADATA_URI_V4 1] ; then

# Retrieve info from ECS task metadata endpoint
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echo "Found ECS Container Metadata, running activation with metadata”
TASK_METADATA=$(curl "${ECS_CONTAINER_METADATA_URI_V4}/task")
ECS_TASK_AVAILABILITY_ZONE=$(echo $TASK_METADATA | jq -e -r '.AvailabilityZone')
ECS_TASK_ARN=$(echo $TASK_METADATA | jq -e -r '.TaskARN')

ECS_TASK_REGION=$(echo $ECS_TASK_AVAILABILITY_ZONE | sed 's/.$//')

# validate ECS_TASK_AVAILABILITY_ZONE
ECS_TASK_AVAILABILITY_ZONE_REGEX='~(af|ap|calcn|eu|me|sa|us|us-gov)-(central|north]|
(north(east|west))|south|south(east|west)|east|west)-[0-9]1{1}[a-z]1{1}$"'
if ' [[ $ECS_TASK_AVAILABILITY_ZONE =~ $ECS_TASK_AVAILABILITY_ZONE_REGEX ]] ; then
echo "Error extracting Availability Zone from ECS Container Metadata, exiting"
1>&2
exit 1
fi

# validate ECS_TASK_ARN
ECS_TASK_ARN_REGEX="'"arn: (aws|aws-cn|aws-us-gov):ecs:[a-z0-9-]+:[0-9]{12}:task/[a-
zZA-Z0-9_-1+/[a-zA-Z0-9]+$"
if ! [[ $ECS_TASK_ARN =~ $ECS_TASK_ARN_REGEX ]] ; then
echo "Error extracting Task ARN from ECS Container Metadata, exiting" 1>&2
exit 1
fi

# Create activation tagging with Availability Zone and Task ARN
CREATE_ACTIVATION_OUTPUT=%$(aws ssm create-activation \
--iam-role $MANAGED_INSTANCE_ROLE_NAME \
--tags Key=ECS_TASK_AVAILABILITY_ZONE,Value=$ECS_TASK_AVAILABILITY_ZONE
Key=ECS_TASK_ARN, Value=$ECS_TASK_ARN Key=FAULT_INJECTION_SIDECAR,Value=true \
--region $ECS_TASK_REGION)

ACTIVATION_CODE=$(echo $CREATE_ACTIVATION_OUTPUT | jq -e -r .ActivationCode)
ACTIVATION_ID=$(echo $CREATE_ACTIVATION_OUTPUT | jq -e -r .ActivationId)

# Register with AWS Systems Manager (SSM)
if ! amazon-ssm-agent -register -code $ACTIVATION_CODE -id $ACTIVATION_ID -region
$ECS_TASK_REGION; then
echo "Failed to register with AWS Systems Manager (SSM), exiting" 1>&2
exit 1
fi

# the agent needs to run in the background, otherwise the trapped signal
# won't execute the attached function until this process finishes
amazon-ssm-agent &

SSM_AGENT_PID=$!
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# need to keep the script alive, otherwise the container will terminate
wait $SSM_AGENT_PID

else
echo "ECS Container Metadata not found, exiting" 1>&2
exit 1
fi
else
echo "SSM agent is already running, exiting" 1>&2
exit 1
fi

KSR R A

LU & the section called “aws:ecs:task-cpu-stress” #B/EHI RIE R R B,

{
"description": "Run CPU stress on the target ECS tasks",
"targets": {
"myTasks": {
"resourceType": "aws:ecs:task",

"resourceArns": [
"arn:aws:ecs:us-east-1:111122223333:task/my-
cluster/09821742c0e24250b187dfed8EXAMPLE"
iF

"selectionMode": "ALL"

.
"actions": {
"EcsTask-cpu-stress": {
"actionId": "aws:ecs:task-cpu-stress",
"parameters": {
"duration": "PTIM"

I
"targets": {
"Tasks": "myTasks"
}
}
},
"stopConditions": [
{
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"source": "none",
}
1,
"roleArn": "arn:aws:iam::111122223333:ro0le/fis-experiment-role",
"tags": {}

£ FIS aw AWS s: eks: pod #£1E
A LARAT aws:eks:pod #4E , 7 EKS EFHIZ1TH Kubernetes B854 ( pod ) EAE,

B1E

 the section called “aws:eks:pod-cpu-stress”

* the section called “aws:eks:pod-delete”

 the section called “aws:eks:pod-io-stress”

+ the section called “aws:eks:pod-memory-stress”

* the section called “aws:eks:pod-network-blackhole-port”

+ the section called “aws:eks:pod-network-latency”

 the section called “aws:eks:pod-network-packet-loss”

PR 751

o UTERETERT AWS Fargate :
» aws:eks:pod-network-blackhole-port
* aws:eks:pod-network-latency
» aws:eks:pod-network-packet-loss

« UTREFREZSR bridge MEER :
+ aws:eks:pod-network-blackhole-port
+ aws:eks:pod-network-latency

» aws:eks:pod-network-packet-loss

o BEAEERARR ARN HFFHFRE | EREEHRPHRIR aws:eks:pod KB B IR, HDAERALERIR
SBRIRR B #R.

1T EKS B854 (pod ) B1E 88
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« 24 aws:eks:pod-network-latency # aws:eks:pod-network-packet-loss AR EAE—
BEH (Pod ) NEMRHTEIT. RIFEIEEN maxErrors SHE |, ZIRETAEE TR K BUR
DER .

« MR maxErrorsPercent 7 0 ( BRIAE ) , MZBREFUARBRTL R,

o BN, KMAFE I maxErrorsPercent ME., MREXMAENRBARIAERMEHN maxErrors ,
NZREFUEZERRSLE R,

- BAILIMNBHRERE (Pod ) FEANIRN AR BEFIRBIHXERK, ©FEK, HER
Exit Code: 16,

« ¥R1E aws:eks:pod-network-blackhole-port AR EHMEE —&EF4H (Pod ) NEIRHER
HE trafficType WEREHTET. XFEATRARERENH1TERE,

« AEH B pod WIRERNET , FIS FREMIEHFEE AsecurityContexthyiR
. readOnlyRootFilesystem: falselREBIEE , FTE EKS 24 ( Pod ) REEN X
Mo

2R

- EEMITEN AWS CLI ER%E, REMCERFEMEM AWS CLI 8l IAM BEHNER. BXES
BE , BSRALELESH AWS CLI,

« EiHEN LR kubectl, HIRENERATEN EKS £ EXEERLEEMNARFNER. &
XEZEE , 5 https://kubernetes.io/docs/tasks/tools/o

- HBEIXEFH EKS SARRMRAR 1.23,

A Kubernetes IREZ K BIERS A,
ABRERERSACH IAM A, EXEZEE |, BZSH the section called “SEE AR,
Bt & Kubernetes ARSIk 7

BLi& Kubernetes IRSIKF , EAIEE Kubernetes i & ZEE I BARIZ1TER . LA R BY BRSS K
FF A myserviceaccount , ti AR A ###. HEEE , default 2 — TR AR Kubernetes 5% 22 [Eo

Ei & Kubernetes RS K /=

1. BIB—/NENR rbac.yaml BXH , HAHBMUATHE,

kind: ServiceAccount

ER 89


https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://kubernetes.io/docs/tasks/tools/
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apiVersion: vl

metadata:
namespace: default
name: myserviceaccount

kind: Role
apiVersion: rbac.authorization.k8s.io/vl
metadata:
namespace: default
name: role-experiments
rules:
- apiGroups: [""]
resources: ["configmaps"]
verbs: [ "get", "create", "patch", "delete"]
- apiGroups: [""]
resources: ["pods"]
verbs: ["create", "list", "get", "delete", "deletecollection"]
- apiGroups: [""]
resources: ["pods/ephemeralcontainers"]
verbs: ["update"]
- apiGroups: [""]
resources: ["pods/exec"]
verbs: ["create"]
- apiGroups: ["apps"]
resources: ["deployments"]
verbs: ["get"]

apiVersion: rbac.authorization.k8s.io/vl
kind: RoleBinding
metadata:
name: bind-role-experiments
namespace: default
subjects:
- kind: ServiceAccount
name: myserviceaccount
namespace: default
- apiGroup: rbac.authorization.k8s.io
kind: User
name: fis-experiment
roleRef:
kind: Role
name: role-experiments

Bt B Kubernetes RS K 90



AWS HEEABRS RAriEmE

apiGroup: rbac.authorization.k8s.io
2. BITUT&HS,

kubectl apply -f rbac.yaml

325 A @R Kubernetes AF

BITUATGHS , IRBGHRS, BXESELR , HSH eksctl XREFHEE IAM AFHAE,

eksctl create iamidentitymapping \
--arn arn:aws:iam::123456789012:role/fis-experiment-role \
--username fis-experiment \
--cluster my-cluster

A3 (pod ) BRI

AWS FIS R BEREBITE T Amazon ECR A, M Amazon ECR A 5| FIBR&RS , A ERHTEHN
R URI,

AWS X1 &/ URI

ZERI (HXZE) 051821878176.dkr.ecr.us-east-2.amazonaws.com/aws-
fis-pod:0.1

EXERS (FFREL 731367659002 .dkr.ecr.us-east-1.amazonaws.com/aws-

MAEER ) fis-pod:0.1

EERS ( MAERE 080694859247 .dkr.ecr.us-west-1.amazonaws.com/aws-

T AEER ) fis-pod:0.1

ZEFEIB ( FHEIX M 864386544765 .dkr.ecr.us-west-2.amazonaws.com/aws-

)
JEM (FFER)

TA#X (FE)

fis-pod:0.1

056821267933.dkr.

aws-fis-pod:0.1

246405402639 .dkr.

fis-pod:0.1

ecr.

ecr

af-south-1.amazonaws.com/

.ap-east-1.amazonaws.

com/aws -

T3R50 A ST B Kubernetes A
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AWS X1

TA#X (H£X)

TAMR (ER )

M AH X (FTH03RK )

AKX (ER )

TWAMX (R )

MEX (HER)

KRN X ( SEZ AR

)

KRN X ( FBR=)

ROM X (23 )

BRI X (K= )

KR X (B2 )

ROM X ( Hi SR

)
IR (B

&% URI

524781661239.dkr.

aws-fis-pod:0.1

526524659354 .dkr.
.com/aws-fis-pod:

316401638346.dkr.
.com/aws-fis-pod:

488104106298 .dkr.
.com/aws-fis-pod:

635234321696 .dkr.
.com/aws-fis-pod:

490658072207 .dkr.

aws-fis-pod:0.1

713827034473 .dkr.

aws-fis-pod:0.1

205866052826 .dkr.

fis-pod:0.1

327424803546 .dkr.

fis-pod:0.1

478809367036 .dkr.

aws-fis-pod:0.1

154605889247 .dkr.

fis-pod:0.1

263175118295.dkr.

aws-fis-pod:0.1

065825543785 .dkr.

aws-fis-pod:0.1

ecr.

ecr.

0.1

ecr
0.1

ecr.

0.1

ecr
0.1

ecr.

ecr

ecr.

ecr

ecr.

ecr

ecr

ecr

ap-south-1.amazonaws.com/

ap-northeast-2.amazonaws

.ap-southeast-1.amazonaws

ap-southeast-2.amazonaws

.ap-northeast-1.amazonaws

ca-central-1.amazonaws.com/

.eu-central-1.amazonaws.com/

eu-west-1.amazonaws.com/aws-

.eu-west-Z.amazonaws.com/aws-

eu-south-1.amazonaws.com/

.eu-west-3.amazonaws.com/aws-

.eu-north-1.amazonaws.com/

.me-south-1.amazonaws.com/

BNERA (pod ) BEFM B
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AWS [X13

AEM ( ZRF )
AWS GovCloud ( 3%
EZREB )

AWS GovCloud ( 3%
EFEE )

KR AR R

&% URI

767113787785 .dkr.ecr.sa-east-1.amazonaws.com/aws-
fis-pod:0.1

246533647532 .dkr.ecr.us-gov-east-1.amazonaws.com/
aws-fis-pod:0.1

246529956514 .dkr.ecr.us-gov-west-1.amazonaws.com/
aws-fis-pod:0.1

LA & the section called “aws:eks:pod-network-latency” 4 #9 SE 36 48 H R 51

"description": "Add latency and jitter to the network interface for

pods",
"targets": {

"myPods": {

"resourceType": "aws:eks:pod",
"parameters": {
"clusterIdentifier": "mycluster",
"namespace": "default",
"selectorType": "labelSelector",
"selectorValue": "mylabel=mytarget"

}I

"selectionMode": "COUNT(3)"

iy

"actions": {

"EksPod-latency": {
"actionId": "aws:eks:pod-network-latency",
"description": "Add latency",
"parameters": {

"kubernetesServiceAccount": "myserviceaccount",
"duration": "PT5M",

"delayMilliseconds": "200",
"jitterMilliseconds": "10",

"sources": "0.0.0.0/0"

the target EKS
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"targets": {
"Pods": "myPods"

}I

"stopConditions": [

{

"source": "none",

1,
"roleArn": "arn:aws:iam::111122223333:ro0le/fis-experiment-role",
"tags": {

"Name": "EksPodNetworkLatency"

A% H AWS FIS ##4E AWS CLI

& T LAE A AWS Command Line Interface (AWS CLI) Z2& &% AWS FIS XM ENER.
EREH

EEWITENL AWS CLI ER%E, EFARMER |, E5H AWS Command Line Interface A8, BX
WEHNESZER AWSFIS , 5 (AWS CLI h55E) HM fis.

T~ B REN B
BRI LUZETLLT list-actions 5 , JIHFrEREN B .

aws fis list-actions --query "actions[*].[id]" --output text | sort

THRRHHEH,

aws:cloudwatch:assert-alarm-state

aws :dynamodb:global-table-pause-replication
aws:ebs:pause-volume-io
aws:ec2:api-insufficient-instance-capacity-error
aws:ec2:asg-insufficient-instance-capacity-error
aws:ec2:reboot-instances
aws:ec2:send-spot-instance-interruptions
aws:ec2:stop-instances
aws:ec2:terminate-instances
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/cli/latest/reference/fis/index.html
https://docs.aws.amazon.com/cli/latest/reference/fis/list-actions.html

AWS HEEABRS

RAriEmE

aws:
aws:
aws:
reks
:elasticache:interrupt-cluster-az-power
fis:
fis:
fis:
:fis:

aws
aws

aws @
aws :
aws @

aws

aws @
aws :
aws @
aws :
aws @
aws
aws @
aws

ecs
ecs
eks

:drain-container-instances
:stop-task
:inject-kubernetes-custom-resource
:terminate-nodegroup-instances

inject-api-internal-error
inject-api-throttle-error
inject-api-unavailable-error
wait

network:disrupt-connectivity
network:route-table-disrupt-cross-region-connectivity
network:transit-gateway-disrupt-cross-region-connectivity

rds
rds

:failover-db-cluster
:reboot-db-instances

s3:bucket-pause-replication
ssm:send-command
ssm:start-automation-execution

™ ERERRRENER

ERAREENG , BAILEITHUT get-action 6% , EERAXBRENFHES.

aws fis get-action --id aws:ec2:reboot-instances

THEHR R,

"action": {

"id": "aws:ec2:reboot-instances",
"description": "Reboot the specified EC2 instances.",
"targets": {
"Instances": {
"resourceType": "aws:ec2:instance"

},
"tags": {3}

BB
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https://docs.aws.amazon.com/cli/latest/reference/fis/get-action.html

AWS HEEABRS RAriEmE

AWS FIS BYSEE R R

IRERTEXRHNEDEEEEBRLETH - AHSTRE, EPFELSHEIEIBBRNEILRSE,
IR BAME A B2 BV SRR R IRE TR

AR A 4
AT 49 I F A9 R AR
RIEE

EZ1TH AWS FIS #1E, BRETUREIEENINFEZT , B UENET. BXEZER , S
5 BRIES,
B R

HATBEIRIEFEIRN AWS R, BXESEL  B5H B,
IR

EN N AREFRET TEZHRER CloudWatch Bk, MRESRNKZEITRAMA TEESRH
AWS FIS fHEIEXB ., BXREZER , FSH FiLEENK.
XpAE

—MNIAM B8, AWS E[ FIS BFAFRHNER , FHEATUAREGETER. BEXEZEE , BS
5 SR A,
SRR % T

2

KREERNIET, BXREZEE , HSH ZRET,

IBHIKF B S AWS FIS xmEH. Hla , SMKRERTFIRE TREXBRTA. AXEZER 1B
S BEHEMRH,

RARE &

BUTR —RBAEREIE .

"description": "string",
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"targets": {3},

"actions": {3},

"stopConditions": [],

"roleArn": "arn:aws:iam::123456789012:role/AllowFISActions",
"experimentOptions":{},

"tags": {}

BRAH , B RESHIER,

i fER

EfF 2K EIR AWS Management Console , &5 [ 8] 2 LK E 47,

EF AR ENR AWS CLI , FSEAWS FIS LW #E R0,

AWS FIS WI1Tzh &

EOENRENR , MATE N — MR SR EUFRIRIES. BX AWS FIS R TUE IRESIX
B RERE,

KI0 HE) REEH T —IKiRME, BRER—MRBHZRETE— AWS FIS #4F |, BEATENRIFE
ZIRA B

AEN
- BIEEE

- BRAEFLRH
- BERA

BAEE L
BREEXAUTELEER :
"actions": {
"action_name": {

"actionId": "aws:service:action-type",
"description": "string",

T 1E A 97



AWS HEEABRS RAriEmE

"parameters": {

"name": "value"
},
"startAfter": ["action_name", ...],
"targets": {

"resource_type": "target_name"

BEENREENRBEUTAS :
action_name

BB

actionld

BIERIRAS
description

ALERY HER
parameters

FIRIES T
startAfter

WATRFI ST TR ERE, BN, T AKREHIT LR,

targets

EMAERME B Fro

BXRH , 55 #the section called “IEVERHI",
RAER Rt A

NRRETETATEERESENBRNSH , WBRIABRAT , AESTMMBRER , TeelABRE
ERR. MBEEEHF emptyTargetResolutionMode SRRIRTRE N skip , WY KREATIEM B4R
i, BEFEER , RS R BB, flm , MREFFEMBIEER 5 2% , I AWS FIS £1AR
BRIEES pHETR. ARELNBRERGFHET —IURE , EBIZRAAERE,
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FEnt A W LR BRER A LR K, AT URIEREIER K, flI , EIEENFENREMZEALR, 3
TIEFBEeTRVIRERE (ML IESRPI ) | HEEERLRE B RS RE RSt

NMRRESHHEERYPRE , WINEREZREBRITEHEAE. EHRFENANTREEREEERE
YRR AT E B T —BURERY T i ) Z RS AEESR ( INSREAMREHE T , W okh BRI Y 45 R At
8 ) o

BRAETR A
RBIRIEM TR,
al]

« {1t EC2 3£4i

o PHTFEMNESKHI
- FHIRLRE

« #£1F EKS Worker

APl fF 1k EC2 34

UTHREFELZETEY targetInstances BFRIRBIM EC2 3:46l, MoHEES BAREH,

"actions": {
"stopInstances": {

"actionId": "aws:ec2:stop-instances",

"parameters": {
"startInstancesAfterDuration": "PT2M"

b

"targets": {
"Instances": "targetInstances"

}

| R RS HI

LTFREFELERE NN EMRRNENEESltargetSpotInstances, WA EBHRIZMNE
=61,
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"actions": {
"interruptSpotInstances": {
"actionId": "aws:ec2:send-spot-instance-interruptions",
"parameters": {
"durationBeforeInterruption": "PT2M"
1,
"targets": {
"SpotInstances": "targetSpotInstances"

R R ERE
UTHRERELERTHEREMTHX FRBNRE,

"actions": {
"disruptAZConnectivity": {

"actionId": "aws:network:disrupt-connectivity",
"parameters": {
"scope": "availability-zone",
"duration": "PT5M"
},
"targets": {
"Subnets": "targetSubnets"
}

R~ & 1E EKS Worker

AR RVEF4L I EKS 8 EA B targetNodeGroups K B #rFriREY 50% B9 EC2 32461,

"actions": {
"terminateWorkers": {

"actionId": "aws:eks:terminate-nodegroup-instances",
"parameters": {
"instanceTerminationPercentage": "50"
},
"targets": {

"Nodegroups": "targetNodeGroups"

BRERH
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}

AWS € atEIRILE B 5

BFR2—NHZN AWS &R , AWS BEEARS (AWS FIS) 3R H AX X LR FEHRITERE, Bir
AEXBRNMTFRE— AWS K/ , B M FARRNKS (FASKFAER ) . EiFEM THENAUTRE
T FRERABR , BSRZSKFER,

R O 2 KRR E L B PR, & MUE SRR AR R XY S TUREGE R AR R /Y B 47,

AWS FIS ESERFHBITIRBIFTE BA: , REBH BRI EEFNEMEIE, AWSFIS FRENEANE
BERNBERER. ARKBEIR , MR LMK,

B %

- BFREE

- BRIFRE

« FRRAERRIR
« RIRTEIERM
- RRSH

o EEEF

« ROIEFR

« RBITEIESRA

B#REE

BARE RN T RO

"targets": {
"target_name": {
"resourceType": "resource-type",
"resourceArns": [
"resource-arn"

]I

"resourceTags": {

B#r 101
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"tag-key": "tag-value"
.
"parameters": {
"parameter-name": "parameter-value"
},
"filters": [
{
"path": "path-string",
"values": ["value-string"]
}
1,
"selectionMode": "value"
}
}
}
EENEBWE , BEERMHUTHEA :
target_name
B ARRY & #o
resourceType
IRRE,
resourceArns
B ERRH Amazon BREZFR (ARN),
resourceTags
NMATHERRNIRE,
parameters
HREERERMENBIRNS .
filters
BRmEZRGERARERMRES IR B G RNEE,
selectionMode
BiR B BRIREFE,
BXRH , S Hthe section called “R~4I B Fr7,
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RIRFER

8B/ AWS FIS BFMEERERN AWS BFRRE LHTH. EXBIRN , REEE-—MRFKE, &4
R E RIS R IRREEN B o

AWS FIS XL TRIREKE :

« aws: dynamodb: global-table — Yl 5 DynamoDB £ ¥k
« aws:ec2:autoscaling-group : Amazon EC2 Bzh¥ 484

- aws:ec2:ebs-volume : Amazon EBS &

- aws:ec2:instance : Amazon EC2 &4

- aws:ec2:spot-instance : Amazon EC2 & 3L 4l

« aws:ec2:subnet : Amazon VPC ¥

+ aws:ec2:transit-gateway : F¥HMx

- aws:ecs:cluster : Amazon ECS &£

- aws:ecs:task : Amazon ECS %

- aws:eks:cluster : Amazon EKS £ &

- aws:eks:nodegroup : Amazon EKS 7 =4

- aws:eks:pod : Kubernetes 234 ( pod )

- aws: elasticache: redis-replicationgroup — —“ Redis £ #l4 ElastiCache
- aws:iam:role : IAM A€

- aws:rds:cluster : Amazon Aurora BB £ &

» aws:rds:db : Amazon RDS ##&EE L4l

- aws:s3:bucket : Amazon S3

PR B IR AR

£ AWS FIS Z2H &R EX BIReY , AILLUAREEVNERE AWS R (BERFRKE ), SE , &7
BAiE AWS FIS RIBERHIRE RS — AR K.

EMRERRR , BANEEATREA :

- ®RIR ID-BEFRN AWS BIR ID. FIBEHRIR ID BARRMEEREN R IR,
« BRFRE-RATHE AWS BIRAIIRE,

=

P
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- BRFERNG  RABERENARNEBENE. AXESELE , H5MH BRMER,
- RRSW : RAFABREMENTRNSH. AXESZEER , H2H BFESH.

EREW

« BRRERTAME B EERR ID MR FRRZL,
« BARERFTAME B EER R ID MR IRIEIESAF.
- EAENEERFREATERTEERN. MREREEEFEERERMEIREEN TR,

R Ik S

RFFERERBREEM RS BFATRANER, AWS RELAEENRREKE , FIS FEANATE
2 AWS FRAEHIRR APl RENAH, BIEXFEEBHEEEREEN TR,

FIERESRHIEIRTABMBEENTENE, RERHAKPBNTERY , A THERERERRE
R ERIAREENRER, IERRNERRENGEXAREXXNNE , BN TREHLIAXA
Pascal $5%. i , BifERA AvailabilityZone ( A= availablityZone ) fEAEBMTE,

"filters": [
{
"path": "component.component.component",
"values": [
"string"

]I

TREOETATHEINEHRRERVMNSTIE RN API B/EF AWS CLI 5. AWS FIS KREEITIX
iR ELIN ISR ENTIERS. HNNXEERTERHPERINESN AR, Fln , £RP e SinH
£ 132 45|#Y Describelnstances A& XY,

RIRSE AP 4 AWS CLI &7 55
aws:ec2:autoscaling-group DescribeAutoScalingGroups describe-auto-scaling-groups
aws:ec2:ebs-volume DescribeVolumes describe-volumes
aws:ec2:instance Describelnstances describe-instances
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https://docs.aws.amazon.com/autoscaling/ec2/APIReference/API_DescribeAutoScalingGroups.html
https://docs.aws.amazon.com/cli/latest/reference/autoscaling/describe-auto-scaling-groups.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeVolumes.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/describe-volumes.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeInstances.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/describe-instances.html

AWS HEEABRS

RAriEmE

RRE
aws:ec2:subnet
aws:ec2:transit-gateway
aws:ecs:cluster
aws:ecs:task
aws:eks:cluster
aws:eks:nodegroup

aws:elasticache:redis-repli
cationgroup

aws:iam:role
aws:rds:cluster
aws:rds:db

aws:s3:bucket

LT E8EERTAARIRmIESRS

. HEZMHAEE : OR
o BIFEZRMHHIE - AND

API ##4E

DescribeSubnets

DescribeTransitM <

DescribeClusters

DescribeTasks

DescribeClusters

DescribeNodegroup

DescribeReplication&f4A

ListRoles

DescribeDBClusters

DescribeDBInstances

ListBuckets

BX R~ , 5 fthe section called “RBITEESA : 76

RESHLBFERERERIR B R TR,

ATRBRREXEZFSH

aws:ec2:ebs-volume

AWS CLI 5%

describe-subnets

describe-transit-gateways

describe-clusters

describe-tasks

describe-clusters

describe-nodegroup

describe-replication-groups

list-roles

describe-db-clusters

describe-db-instances

list-buckets

« availabilityZoneIldentifier : @ BHEMWATAXNKE ( W us-east-1a ) »

FRR B AR AR
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https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeSubnets.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/describe-subnets.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeTransitGateways.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/describe-transit-gateways.html
https://docs.aws.amazon.com/AmazonECS/latest/APIReference/API_DescribeClusters.html
https://docs.aws.amazon.com/cli/latest/reference/ecs/describe-clusters.html
https://docs.aws.amazon.com/AmazonECS/latest/APIReference/API_DescribeTasks.html
https://docs.aws.amazon.com/cli/latest/reference/ecs/describe-tasks.html
https://docs.aws.amazon.com/eks/latest/APIReference/API_DescribeClusters.html
https://docs.aws.amazon.com/cli/latest/reference/eks/describe-clusters.html
https://docs.aws.amazon.com/eks/latest/APIReference/API_DescribeNodegroup.html
https://docs.aws.amazon.com/cli/latest/reference/eks/describe-nodegroup.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_DescribeReplicationGroups.html
https://docs.aws.amazon.com/cli/latest/reference/elasticache/describe-replication-groups.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_ListRoles.html
https://docs.aws.amazon.com/cli/latest/reference/iam/list-roles.html
https://docs.aws.amazon.com/AmazonRDS/latest/APIReference/API_DescribeDBClusters.html
https://docs.aws.amazon.com/cli/latest/reference/rds/describe-db-clusters.html
https://docs.aws.amazon.com/AmazonRDS/latest/APIReference/API_DescribeDBInstances.html
https://docs.aws.amazon.com/cli/latest/reference/rds/describe-db-instances.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListBuckets.html
https://docs.aws.amazon.com/cli/latest/reference/s3api/list-buckets.html
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aws:ec2:subnet

« availabilityZonelIdentifier : @B FRHNAAXNKRE ( 10 us-east-1a ) A AKX
ID ( 40 usel-az1)

- vpc : BEBRFHH VPC, BNMNKF XFREE—4 VPC,
aws:ecs:task

« cluster : @8 BEHESHEE.

- service : A BEIREFHIRS
aws:eks:pod

- availabilityZonelIdentifier : Wi, BEB/AEA (pod ) WATAHKX, 4l , us-
east-1d, IEHBENLLHRAZA (pod ) B hostlP MEE FME CIDR BET AKX,

« clusterIdentifier - %&F. EKS BIREHNBHH ARN,
- namespace - #F, BHEE4A (pod ) B9 Kubernetes a5 ZE[H),

« selectorType - &%F., EF|HIEE, TJREMEN labelSelector. deploymentName H
podName,

« selectorValue - 4%F., EFEBHE, LLEBRT selectorType KB,

« targetContainerName : Alit, BES4H (pod ) AP ENWEREEEH. RIAZRENER
BEH (pod ) MEHFENHE—IPMAEE,

aws:rds:cluster

- writerAvailabilityZoneldentifiers : Ali%t, BIEFEEHEASRNITAKX, AEHNE
N BES 2B A ARXRIRAESIE , all,

aws:rds:db

« availabilityZoneIdentifiers : Ak, SEMABIFEEXFINTARX, ABENERN : HUE
52 FEH AT A XFRRAFSIER | all,

aws:elasticache:redis-replicationgroup

« availabilityZoneIdentifier - #%. @2 BHRT RN THXNKE ( &0 us-east-1a ) A
AKX ID ( %1 usel-az1) o

EEFEE
BA LB IS ERFEXRKBES IR BRAEE. AWSFIS XEFEUTEBRER
« ALL : EFRE B EHITIRE,
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« COUNT(n) : \BIR5I B R BEVLIE RS EHREN BRI ITIRME, 0 , COUNT(1) 2EBREANE
1250 B #7o

« PERCENT(n) : MERBI BARPRENLERIFE B 2 Lbiy B #RBUAITIRIE, fltn , PERCENT(25) &%
& 25% 2R3 B Fro

MR BERBEBRNTBHIEE 50% , Il AWSFIS 2B T& A, il , MRERMESD Amazon
EC2 kBl#ERNBHR , SEEHN 50% , Ml AWS FIS 2B TE2ARFANEN, TEIEENTF—INERNET
o, BN, IRERMIYN Amazon EC2 324 , BSEE N 5% , M AWS FIS ToiEIEFESEH,

MREEAMEENBIRERREELSNER , U AWS FIS AIBLZ R FEMEE R FR.

Wit EEN |, RAEEEEERARFMEARR , KEEHF KK,

I B AR

FHIBHFMT.

]

+ 8% VPC R HEER S/ A

E
- ERRESHRNES

R B VPC R B REERER A

RBITTRELAREE VPC HF A env=prod #x & Amazon EC2 k4 B ¥R, EFEXIEE AWS FIS
BEVLEFRH P —NBFR,

"targets": {
"randomInstance": {
"resourceType": "aws:ec2:instance",
"resourceTags": {
"env": "prod"
.
"filters": [
{
"path": "VpcId",
"values": [
"vpc-aabbccl1223344556"
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}

1,
"selectionMode": "COUNT(1)"

M EREESHNES

LRI EE A BB IR E B M ARSTHY Amazon ECS £558 B#r. EHEENIEE AWS FIS BEHLIEREH
¥R

=B R
{
"targets": {
"randomTask": {
"resourceType": "aws:ecs:task",
"parameters": {
"cluster": "myCluster",
"service": "myService"
},
"selectionMode": "COUNT(1)"
}
}
}

IR IESRAT
FOIBRAEM T,
]

-« EC2 L4l

Rl EC2 k41

YR AZHr aws: ec2: instance AIRFLHWIRERERIER 4R , AWS FIS £ Amazon EC2

describe-instances 55 ¥ B A 1% 25 K12 5l B #5.

RPITFEIESRA

108



AWS HEEABRS RAriEmE

£ describe-instances I HIREIR JSON ftH A , 1 KHIER Instances T —1NEH, LATE
PHREFIE#HFER, IEFRAFERXLEZERM JSON HHEWHIEERHREN T,

{
"Reservations": [
{
"Groups": [1,
"Instances": [
{

"ImageId": "ami-00111111111111111",
"InstanceIld": "i-@Qaaaaaaaaaaaaaaa",
"InstanceType": "t2.micro",
"KeyName": "virginia-kp",

"LaunchTime": "2020-09-30T11:38:17.000Z",
"Monitoring": {
"State": "disabled"

I,

"Placement": {
"AvailabilityZone": "us-east-1la",
"GroupName": "",

"Tenancy": "default"
b
"PrivateDnsName": "ip-10-0-1-240.ec2.internal",
"PrivateIpAddress": "10.0.1.240",
"ProductCodes": [],

"PublicDnsName": "ec2-203-0-113-17.compute-1.amazonaws.com",
"PublicIpAddress": "203.0.113.17",
"State": {
"Code": 16,
"Name": "running"
},
"StateTransitionReason": "",

"SubnetId": "subnet-aabbccll1223344556",
"VpcId": "vpc-00bbbbbbbbbbbbbbbbb",

iy

1,
"OwnerId": "123456789012",

"ReservationId": "r-aaaaaabbbbbl111111"
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}I

BEEARRMERMEERRFETAXPRSES , FHEE AvailabilityZone WEMBREMLATAKX
R IBENE, Bl

"filters": [
{
"path": "Placement.AvailabilityZone",

"values": [ "us-east-1la" ]

1,
BEARFRBERFERGE FNPRISES , FEE SubnetId WEMHERENFM ID FRHE. B0 :

"filters": [
{
"path": "SubnetId",
"values": [ "subnet-aabbccl11223344556" ]

1,

EEELTRHESRFRBAES , FIEE Name WEMRFFUT —FRSBEHENE : pending]
running | shutting-down | terminated | stopping | stopped. 540 :

"filters": [
{
"path": "State.Name",
"values": [ "running" ]

]I

5 - Amazon RDS $£8 ( BUIEESEE )

HIB N T HF aws: rds: clust er BRIRFE B WIRIERREMIE SRR , FIS & AWS J21T Amazon RDS
describe-db-clusters &% 7 5 552 855K 1R B B #7.

describe-db-clusters IF S 2 A BN BBEEEFHRLEELTFUTHAEN JSON . ATHomE+ 3
EHHFE, MO IRMHEMERXLEFEREM JSON wH LM IEER EREN R,
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"AllocatedStorage": 1,
"AvailabilityZones": [
"us-east-2a",
"us-east-2b",

"us-east-2c"

1,

"BackupRetentionPeriod": 7,
"DatabaseName": "",

"DBClusterIdentifier": "database-1",

"DBClusterParameterGroup": "default.aurora-postgresqlll",

"DBSubnetGroup": "default-vpc-01234567abcl23456",

"Status": "available",

"EarliestRestorableTime": "2020-11-13T15:08:32.211Z",

"Endpoint": "database-l.cluster-example.us-east-2.rds.amazonaws.com",
"ReaderEndpoint": "database-1.cluster-ro-example.us-east-2.rds.amazonaws.com",
"MultiAZ": false,

"Engine": "aurora-postgresql",

"EngineVersion": "11.7",

ENAMNREFERABEREESI ZNBBEEFEEFNTRTESRY , BREUTRE , EEBEERENRN
Engine #EEME N aurora-postgresql,

"filters": [
{
"path": "Engine",
"values": [ "aurora-postgresql" ]

1,
ENAMREHETAXFREESEFNRRFELESS , BREAT R , EEREBENE,

"filters": [
{
"path": "AvailabilityZones",
"values": [ "us-east-2a" ]

1,




AWS HFEE A RS BAFiEm
AWS FIS BI{= 1E & &
AWS #BEF ABRS (AWS FIS) ARG EHIEHIFPE | FRESE TEAR LZ2LETER, AWS

FLEZHR —FERK X FEE LA Amazon CloudWatch BRH R{ERF LKA HEl, MMREKK
HiEfR TFEIERE , AWSFIS FEFEILEXE, B ZRECHF LXK,

ERBRELEH  BAANARFIRSENRERD. RERSZENARF LI REMERALS
HMEARIEIR. FlE0 |, EIR, CPU ARREFiX A, FBLFERARERSEIZE CloudWatch R , L&
W ARERRS A E MR TIESHRAN , BUNERAZERRELI®, BXEZEL , 55
7L 5% CloudWatch AP BRI FE A S# CloudWatch BiR.

IKPIRBEFIESFABERS , BAMEXRERPEERZSF. AXESZER , HSH AWS #EZEA
ARSS BV BB A BR 1

F LSRR

BIESTRERE |, BAILUBRIEEEQI2H CloudWatch B RIEE — NS MELLZH.

{
"stopConditions": [
{
"source": "aws:cloudwatch:alarm",
"value": "arn:aws:cloudwatch:region:123456789012:alarm:alarm-name"
}
]
}

BT ROIRARBRRAIEEF LR

{
"stopConditions": [
{
"source": '"none"
}
]
}

THREZEER

BRERIMMAEIE CloudWatch BRM @ KWRRRINE L FANHRE | BSREXH LE1T CPU E
pap RN
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html

AWS HEEABRS RAriEmE

BX AWS FIS XA REEM ATA CloudWatch IEFRNEZEE , BSHAUTRE :

o fE A% RIEH K CloudWatch
« 5% ECS CloudWatch ¥E#R
. {FAA# Amazon RDS #E#r CloudWatch

- ERKEETHSIEFR CloudWatch

EATF AWS FIS 2K IAM B &

AWS Identity and Access Management (IAM) 2 —# AWS RS , AT B EE R T4 i 5% AWS
HRMGR, EEH AWSFIS , NAZEIZE N AWS FIS BFAFERRRHN IAM A& | LUE AWS FIS
BEBUZNEHTRER, ZAUEEIRERMNEELXRAR, NTEKFIR , EATERA
B IAM RELTR TR , AEESIEZRERFEENBFHNRR. X TZKFAXR , SRAEN
6 Orchestrator A& ZFAENEREKFRA IAM AR, BXEZELE , H3M 2R
YA BR o

T DR W E TR T RENRNIMERENEK, BANERKEPEERERR ARN TARE |, UK
[ A=]: 8

NEBERIZEATTAWS FIS , WE# A AWS REXRE , BUUEQEIRABHEEXLERMK,
HE , BEALECETEABRRE AN EAXEREENER,

&

- KREH

« R 1 BIESSI A FHKI I AWS FEE KR
o RIN 2 ; BIESCL A @ H A I PN B SR RE ST AY

FRF M

BRI AWS CLI F BIZLBEERE , ReBTmiRMFE,
A

R

=% AWS CLI

EFB2E , BLEHBEE AWS CLI, BE AWS CLI Bt , RELEBREWMA AWS &Eif, &AIE
PR REBELEEBEFRIAXTG. BN , FAESIGEHRM --region &M, EXEZER | &
SHEREREH AWS CLIFEE AWS CLl,
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-cloudwatch.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/cloudwatch-metrics.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/monitoring-cloudwatch.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/monitoring-cloudwatch-metrics.html
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-configure.html

AWS HEEABRS RAriEmE

BIREERREKE

KA ENIEN AT AWS FIS RERABBMHEEXR, B2 fis-role-trust-
policy.json XARXHHRMUTEEXRREKE,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": [
"fis.amazonaws.com"
]
1,
"Action": "sts:AssumeRole"
}
]
}

BIEBEA aws : SourceAccount M aws:SourceArn £HERLEBIVESRIEAEE, Rk
FREBMAEE , ME ARN 23K ARN, Hl0 | ERCRF A T &RERRMBEERE,

"Condition": {
"StringEquals": {

"aws:SourceAccount": "account_id"
Iy
"ArnLike": {

"aws:SourceArn": "arn:aws:fis:region:account_id:experiment/*"
}

AIMRABIRKFABHNR (RERSZKFER )

FNFZKRFRE , BEEHA AW Orchestrator IKRF KA BIRIKF BENERE, B LMERAT R
Bl HFERIMARNEREXEURABRKFAG

"Effect": "Allow",
"Action": "sts:AssumeRole",
"Resource": [

FRFZ M 114


https://docs.aws.amazon.com/IAM/latest/UserGuide/confused-deputy.html

AWS HEEABRS

RAriEmE

"arn:aws:iam::target_account_id:role/role_name

ET 1 RIESKBAGAM I AWS & K

£/ AWS FIS FE A —I1 AWS FEERBREA,

BIESRI A BN AWS FEE KRS

1. RIEXBPREFER AWS FIS RIEFEE R, BN , BEERNVEZTENNERRE, BXES
{E8. , 3 I the section called “AWS & K",

2. 1B1TELF create-role % , BIEAGBH RN RZHHOIENESERE,

aws iam create-role --role-name my-fis-role --assume-role-policy-document

file://fis-role-trust-policy.json

3. fER L T attach-role-policydn 4 M INFEAWS & K EE .

aws iam attach-role-policy --role-name my-fis-role --policy-arn fis-policy-arn

A\ Rfis-policy-arnABRZ—EHE :

arn:aws:iam:
arn:aws:iam:
arn:aws:iam:
arn:aws:iam:
arn:aws:iam:

arn:aws:iam:

:aws:policy/service-role/AWSFaultInjectionSimulatorEC2Access
:aws:policy/service-role/AWSFaultInjectionSimulatorECSAccess
:aws:policy/service-role/AWSFaultInjectionSimulatorEKSAccess
:aws:policy/service-role/AWSFaultinjectionSimulatorNetworkAccess
:aws:policy/service-role/AWSFaultinjectionSimulatorRDSAccess

:aws:policy/service-role/AWSFaultinjectionSimulatorSSMAccess

LT 2 1 BRI A & AN 0 R B R B SCA

LR TUER T RZEERBNVRE , INITERESRAFINR.

O 32 KU 5 75 B PR Bk R B ST A

1. JZE1TLLT create-role a5 % , RI2A G RFIMERZHEFRIENEERE,

BRI 1 BIEKK A G AWS FEERR
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https://docs.aws.amazon.com/cli/latest/reference/iam/create-role.html
https://docs.aws.amazon.com/cli/latest/reference/iam/attach-role-policy.html
https://docs.aws.amazon.com/cli/latest/reference/iam/create-role.html
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aws iam create-role --role-name my-fis-role --assume-role-policy-document
file://fis-role-trust-policy. json

2. Bl fis-role-permissions-policy.json XA HRINNPRREE. B AERE S
KEEHRO , BERANLATAR,

o WEEARE  NMAT RIS,

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "AllowFISExperimentRoleFaultInjectionActions",

"Effect": "Allow",

"Action": [
"fis:InjectApiInternalError",
"fis:InjectApiThrottleError",
"fis:InjectApiUnavailableError"

1,

"Resource": "arn:*:fis:*:*:experiment/*"

}
]
}

« Amazon EBS #1E : NATBEREF 1A,

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [

"ec2:DescribeVolumes"

1,
"Resource": "*"

.

{

"Effect": "Allow",
"Action": [
"ec2:PauseVolumeIO"

]I

"Resource": "arn:aws:ec2:*:*:volume/*"
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}

« Amazon EC2 #1E — MAWSFaultlnjectionSimulatorEC2AccessBUERFF 18

« Amazon ECS #4 — MAWSFaultlnjectionSimulatorECSAccess R B FF 18

« Amazon EKS #&{E — MAWSFaultinjectionSimulatorEKSAccess BURFF 18 o

- MERVE-MMAWSFaultinjectionSimulatorNetworkAccess R BEFF 1A o

« Amazon RDS & — MAWSFaultinjectionSimulatorRDSAccess &K B FF 18 o

- Systems Manager & {E-MAWSFaultlnjectionSimulatorSSMAccess & B FF 18
3. fEALL T put-role-policy@s &R IR TE £ — & &SI 2 BV K BE

aws iam put-role-policy --role-name my-fis-role --policy-name my-fis-policy --
policy-document file://fis-role-permissions-policy.json

SLI6 k I

KEIETRRPH TIRRE, BTN EXRERR EELFE LSRR, HIRITHKEN , 2IREEABK
Wik,

LT REERBER EE LSRG £,

{
"experimentOptions": {
"accountTargeting": "single-account | multi-account",
"emptyTargetResolutionMode": "fail | skip"
}
}

MREE BB R RIS EFEMKEIED , N ER S METAI R IAE.

LT REEFBRIRARENSSEIETIEE,

"experimentOptions": {
"actionsMode": "run-all | skip-all"

SHER 17


https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSFaultInjectionSimulatorEC2Access.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSFaultInjectionSimulatorECSAccess.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSFaultInjectionSimulatorEKSAccess.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSFaultInjectionSimulatorNetworkAccess.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSFaultInjectionSimulatorRDSAccess.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSFaultInjectionSimulatorSSMAccess.html
https://docs.aws.amazon.com/cli/latest/reference/iam/put-role-policy.html

AWS HEEABRS RAriEmE

MRIEEF BB AT RIEEEMSERIEIN |, run-alllEHERIAE,

oS
© RPEA
- Z AT
* BFRR

K = TE {2

MREEZN AWS IKFHBEREESRPEMA IR , WA SUERK S E M SSRETUE L 0K - S8

¥, B LAER— Orchestrator IkKF ZTEZMFER , X2F WS NEHRKS PRRR. HiEEMK

FH#E AWS FIS SERERFRK ., BHRKF2IENMNA AWS IKF , ERIRATEESZ E AWS FIS 3R
VW, BXEZSER , BSH NWZK/ K AWS FIS,

BB EE B RIKF REABRERNVE, SRRERMEREEBRKS
o BIKF : BIAME. KEFHRETIIZIT AWS FIS SKIAY AWS K 8 B R o

- ZIKF  SKRBEB LSS AWS IKF R EIR 7 B 5.

B Rk B iE

EEITZKPRR , SMEL—PNHZNMNERKFEE. BFiRkFEERNRTRAEE BIRRRHNEAN K
F 38X accountld, roleArn f#ER, RRERN BFRKFEERK, ID L0H—,

B2 Z0K SRR |, SRR ERRRE —MNRIEFE targetAccountConfigurationsCount ,
BN AR P FrE B ARk B Y 1T 3K,

B ARIK BB R B R M T AR

{
accountId: "123456789012",
roleArn: "arn:aws:iam::123456789012:role/AllowFISActions",
description: "fis-ec2-test"

}

SIEBERKFEERN  SRERUUTHE :

ik = E L 118
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accountld

BArIKFHY 12 2 AWS IKF 1D,

roleArn

— N IAM B8 | RTFEBIRKS FHITRERN AWS FIS R,

description

AlERY IR,
ETHREXNAEHABERKF,FERBNESZEER |, 55 Mthe section called “{EHZ MK S,
ZZ B IR TR X

ZAR R W LR R BNE B AR R R ATt R TSR

o KW BUNME. MRRNEFEMEARER , MKRERIALILE  RSH failedo

o B REERNEFRBRIR , NSRIFHER 1T |, HBSE KRN B IRWIRE, TeEMIEH
ME—FRIRAF (20 ARN ) E L BFrfViRE, MBRRBIFEAE —FMRFENLHBIR | NSRRI BIL
1IEIRE R failed

BRI

BRERXR—NESH , EUUEFAIBHEEZSE. BUREREERIREN |, skip-allll

EEMERTREAFRZIEXBRAL, BHFRAREATFERIEATAR

- BEFKREREENHNEHENT R, FHRAKBEFEHXNNXREGERRATERETRRTE , BN
RRATBELXWEBER, EHIRAF

- B ETEEREILER.

s WTZKFAXRE , BEENEIENRKIEEERIRET IAM A6,

(® Note
Zskip-all1RXFAFERIER S REEREIT AWS FIS KM B IRMITERIEFRFEHN
38
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BREEASBUZZLITE :

« run-all- ( BN ) SEREX B AR &R RET3.
« skip-all-SER-FBEE X B W BRI AT BRI,

EiFA T HNAETFBXBINRENFEERNSH , B HAREXBERE K E R,

£ AWS FIS LR R
EELER AWS FIS ZHARSDTHRAEEIRER, GTLERRNRBBIRETRR,

5

- SIEXWER

- EEXRER

« RIFEXBEREK B FRTAE
- BYBRRIAHRE

< EHREEER

« FRIEKBER

« MIBRSSIREAR

BB RRBARR
Fh 2l , RN TES

< RIEE.

« BIE—IAM BEBRET AWS FIS RERREBRTERAENRR. BXESZER , FSRA EAT
AWS FIS XRE 1AM B,

o BREALAFR AWS FIS, BXEZER |, SR AWS FIS KRB,

LR A IR KK R

1. 3TFF AWS FIS #8#l& , Mit7 https://console.aws.amazon.com/fis/o
2. HESMBERKT , EFEZRER,
3. EFOEXRER,
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https://console.aws.amazon.com/fis/

AWS HEEABRS RAriEmE

4.

5
6.
7

8.

(k) TP EN , HERESNKS UERESKS KBER.

NFWKFEMN , HEEEIA,

X FHBMBFN |  ARARE HEBRH B 5o

X THRAE , NERIEE —ABRE. N TEIURE , EEFINREHTRUT SR

- WTEH, MAREBN.

R EAFRRFZFZRN. EFZF () MTHL ). BMBIAUFRIFL, FAFEAZERE, BEIR
R MRIEE MR LIRME—H,

o (FE ) TR mARERLR. FAKER 512 M FER.
« (TR ) NTZEFHE, RREERPELN S —TURE  HSRELRRETHBIITH. &

W, EFFRRB AT ERE.

o WFRESRR | EE AWS FIS #B4E,
s WFBEH , EBREBEEHFRBL,HELNEIR. MBEERNLEBEENLBR, AWSFIS £1&

B — % B 4R.

- XNTRESH , BERESH. XH AWS FIS R#EEFSHE , T2ERUET
- EEFREF.

WFEH, EXHITHEBREMENBHRER, BUAEEEL—NER ID KEFFEER B o
RRRERE AWS FIS E E—S5Hh HEBIENB IR , REEERMEIR. IENBFRRTUTER
=

« XXTER, WABFRB.

R EAFRRFZFZRN. EFZF () MTHL ). BMBAUFRIFL, FAFEAZERE, BEIR
FHREN BB RS AR 8,

« WTRFERE | ERREIIFHTRRE,
« WTEHEZE, BITUTREZ—

« EEFIR D, REEFRIRINEIR Do
« ERRFIRE, WEFGENSH , RERIFAENIRENFLRME, BXESEE , BEH

the section called “4riR BFREIR

« NTFEFERX  ERUH, NEEHEN SR BRHRTRE , IFEREIL , IERI B

MIEEE D LEITRE, BIANAA IR B HRMITHRE.

- EEFREF.

EFETETT oY



AWS HEEABRS RAriEmE

9. EFALUENERENRE , BERETRIIERE  &REE K AEEHMEIF. BULHNZ
TR EME AR B 47,

10. (XBRZKFER ) W FERKFEE , BASNPERKSANAE® ARN MALEHER, B EET
B CSVXHWBRKFAE ARN , BERENMEERKS LEAHAE ARN , REEFEEFE .CSV
X

1. WFRSFENER , EBEANE IAM A) |, REIRREBRBAKIE XRZEFFHRAIZRN IAM
At, MAERIAE BRIIEETEGVENEERR, BXEZEER , 155 the section
called “SRR A",

12. (WiE ) N FELERG |, ERFELEEHEFERE Amazon CloudWatch ik, BEXEZEER , SR
AWS FIS BV = 1L &4,

13. (®LE ) XNTFEE , BEENMET, EM S3 E#BAERE , BEELEE Amazon S3 EfiE
B, ARRAEEBINNET R, EFEEXEE CloudWatch BE |, Ei&#E &% F CloudWatch
BEH@ABEE,

14, (W& ) NTFHE , EBEFNFRE | RAEERENIBNREE, ZBANNRINNATERE
R, MARNMATEALEREITHER,

15. EIROETBER, YREETREWEIAN , HA create , RAEEROESRENR,

£/ CLI BlEZRI AR R

£/ create-experiment-template %

&R LAM JSON X H i K R AR

/A --cli-input-json .
aws fis create-experiment-template --cli-input-json fileb://<path-to-json-file>

EXEZEELR | {55 AWS Command Line Interface AP IEET M AR CLI B4 ER, BxRAE
], iHSE AWS FIS SEXE MR R,

EEXRRERR

B EE EC BN SSRER,

EREFEEEXHRER

1. 3TFF AWS FIS #8#l& , MitJ https://console.aws.amazon.com/fis/o

EEXRRER 122


https://awscli.amazonaws.com/v2/documentation/api/latest/reference/fis/create-experiment-template.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-usage-skeleton.html
https://console.aws.amazon.com/fis/

AWS BEDE RS Tt
ESMEET , EEXBER,

BEEERRBERRNESR | HIEESZRENR ID.

BRI FAE S By EFRRERNEF LS4

EERXRERVRAE , BRFERE.

EEEXRERBN BT , FEFEBR.

EEEXRERHRFL | FRERL,

N o a0 &~ DN

£/ CLI EFXKER

f# Alist-experiment-templatesip FIREUGR I B R FI T |, H 1 A iZget-experiment-templateis HIREVE <
BEXRBERNELS,

RIFEZBABERE K B ARTK
EFHERZE  ETNERBFRY  ARTEEWIRERLTCREN HNRBAR, FHEHS

BRI ERATESTHREFNRRTE , BAFTRAURSMBENBER, EMIRSE, ERERTRT
i, BaB3 — NI A REN KK,

® Note
AR BRTMEAFATFLRIERCREEENRRMITREMENNR,

£ FEH & B3 B R

1. 7 AWS FIS #&l& , Wity https://console.aws.amazon.com/fis/.
ESMBET | EESREIR,
EEEXRERNESN , BEEE R

ERIEKPERGBRRR , FEF ERTR . STXEN , KERTEF A EFRNEHXR
Y B FRo

> LD

£/ CLI B3 BFrfN
BITUTESERGT. AEACHEBRIMEE,

aws fis start-experiment \
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/fis/list-experiment-templates.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/fis/get-experiment-template.html
https://console.aws.amazon.com/fis/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/fis/start-experiment.html

AWS HEEABRS RAriEmE

--experiment-options actionsMode=skip-all \
--experiment-template-id EXTxxxxxXXXXX

B R AR 8K
257 LG A B SRIR AR TT 4 SR 38

FaRKet , TSRS NEEERBRBAREATARRRE. Fitt , ERWHE N ERFIEITH ER/
HH R T LW EEETHER,

HIETTIRRWEY , AWS FIS 2RARBEB-—NMNERFSHERNAECR, BXESEE , B3 1 AWS &
FEEARSERARSHEXAE,

FTRRBfE |, IRATLABERHF LSS, BXRESZER |, HEH FLXEK,
EREH AT HRRE

1. $TF AWS FIS #&I& , Wit https://console.aws.amazon.com/fis/o
2. ESMBERKRT , EFEXRER,
3. (k) BEERTMKEURIEEZHNER , BIITUTRE

© AR B
¢ R ERT

4. EBFRBEE  REEETHER,

5. (Wit ) ENEWFNGE , BEEFIRE | AER A RERAREE,

BESFARR. YRARTOWUN , BA start | ARBEFT AR,

o

£/ CLI FFiaskie

1Z1T start-experiment 5%

BT SRRmRER

BANEHMAERER, EHTREREN |, PR E RN 208 EEER RS TSR,

o

£ 25 & EFHRBRR

1. 3TFF AWS FIS ##l& , Mut7 https://console.aws.amazon.com/fis/o
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https://console.aws.amazon.com/fis/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/fis/start-experiment.html
https://console.aws.amazon.com/fis/

AWS HEEABRS

RAriEmE

2. ESMBERD  EERIBER.

3. EERRER , REROERBENETSRER.
4. BEFTEEEREAGE , AREREHZRENR,
£/ CLI EHTRKER

A update-experiment-template 5

PRICKRIR AR R

BRI LU B SRS R A TRRER , UEHTEE, BETUERETIAEN IAM KB | BHIXIE

6 48 A B9 175 [7] A BR

EAEE SRR BRER

1. $TF AWS FIS ##|& , Mt https://console.aws.amazon.com/fis/o
ESMBERP , EEZBER,

2.
3. BEEXEER , RAEMRNERRENEERE,
4. BERFREL , FRBRMFRE , ReEERNE.

EIBRIRE | EIEERMIER.
5 EE®RE.

£/ CLI Frid R E R

PO

JIZ1T tag-resource 5o
il BR SR 38 #E AR

B LR BEANKIRER, KREFTSEMEEEAMERSTHEMNER, SBLRE

BRI FEREFLE, ENEHENIRAE L , TEERCHBRAXRER.
15 FA 2 51 & B BR SR B8 AR AR

1. $TF AWS FIS ##|& , Mt H https://console.aws.amazon.com/fis/o
2. ESMEBERT , EFEXRER,
3. EEIRENR , REAERREFNMBRSSEER

e

1Z17

FRZSRR R AR
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/fis/update-experiment-template.html
https://console.aws.amazon.com/fis/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/fis/tag-resource.html
https://console.aws.amazon.com/fis/

AWS HEEABRS RAriEmE

4. HERGEIRTEWIAN , A delete , ARFIEFEM BRI IER,

£/ CLI M BRSRILAE AR

{# /A delete-experiment-template &%
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/fis/delete-experiment-template.html

AWS HEEABRS RAriEmE

AWS FIS EI & Rl

WMRIEEER AWS FIS APl 51T TERGIZESKWAER , WA LA JavaScript X RFRE (JSON) 14
BER. AXXRERAHNESER , BFSH ERAH.

EFEAEPENROERFITER , HFHERFEN JSON XH (10 my-template.json) , FHiF#
#ENURFEBRNEECHE , RBEETUT create-experiment-template fH

aws fis create-experiment-template --cli-input-json file://my-template.json

RBIER

« RIFEFEEZRMEEL EC2 K4

- FLETIEEHEN EC2 K4l

- BITHEEERN AWS FIS SSM X4

- BEITMENNBaLIETF M

- EABRIAM SERE EC2 LAl LK API B

+ X Kubernetes SEBfH VA4 ( pod ) CPU #1THE Mz

BIETFESFMAFLE EC2 K4

EIEE VPC MEEXEH , AT RAKFLESITREFTEEERLERN Amazon EC2 k6l, Mo H#HE
EF=H,

"tags": {
"Name": "StopEC2InstancesWithFilters"
},
"description": "Stop and restart all instances in us-east-1b with the tag env=prod
in the specified VPC",
"targets": {
"myInstances": {
"resourceType": "aws:ec2:instance",
"resourceTags": {
"env": "prod"
},
"filters": [
{

RI|EFEIRSAFFIE EC2 K4 127


https://docs.aws.amazon.com/cli/latest/reference/fis/create-experiment-template.html

AWS HEEABRS RAriEmE

"path": "Placement.AvailabilityZone",
"values": ["us-east-1b"]

},
{
"path": "State.Name",
"values": ["running"]
},
{
"path": "VpcId",
"values": [ "vpc-aabbccl11223344556"]
}

1,

"selectionMode": "ALL"

},
"actions": {
"StopInstances": {
"actionId": "aws:ec2:stop-instances",
"description": "stop the instances",
"parameters": {
"startInstancesAfterDuration": "PT2M"

I
"targets": {
"Instances": "myInstances"
}
}
},
"stopConditions": [
{
"source": "aws:cloudwatch:alarm",
"value": "arn:aws:cloudwatch:us-east-1:111122223333:alarm:alarm-name"
}
1,

"roleArn": "arn:aws:iam::111122223333:role/role-name"
FIZETIEERER EC2 =4
LT REIEREEREFIE=NEAF, AWS FIS EEERHIELNFERS ., moBHEERRM,

"tags": {
"Name": "StopEC2InstancesByCount"

FIEETEEHREN EC2 =4l 128
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RAriEmE

},
"description": "Stop and restart three instances with the specified tag",
"targets": {
"myInstances": {
"resourceType": "aws:ec2:instance",
"resourceTags": {
"env": "prod"
I
"selectionMode": "COUNT(3)"
}
},

"actions": {
"StopInstances": {
"actionId": "aws:ec2:stop-instances",
"description": "stop the instances",
"parameters": {
"startInstancesAfterDuration": "PT2M"

I
"targets": {
"Instances": "myInstances"
}
}
},
"stopConditions": [
{
"source": "aws:cloudwatch:alarm",
"value": "arn:aws:cloudwatch:us-east-1:111122223333:alarm:alarm-name
}
1,

"roleArn": "arn:aws:iam::111122223333:role/role-name"

Z{TREEER AWS FIS SSM X #4

LT ROMERATE EH AWS FIS SSM X #4-run-CPU-stress £1EER EC2 £ Li=1T CPU #EE A

60 ¥, AWSFIS AWS FIS X{3L30 1T T M 20 e AV S o

{
"tags": {
"Name": "CPUStress"
1,
"description": "Run a CPU fault injection on the specified instance",

ETHEBER AWS FIS SSM (1Y
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"targets": {
"myInstance": {
"resourceType": "aws:ec2:instance",
"resourceArns": ["arn:aws:ec2:us-east-1:111122223333:instance/instance-
id"],
"selectionMode": "ALL"
}
I

"actions": {
"CPUStress": {
"actionId": "aws:ssm:send-command",
"description": "run cpu stress using ssm",
"parameters": {
"duration": "PT2M",

"documentArn": "arn:aws:ssm:us-east-1::document/AWSFIS-Run-CPU-Stress",
"documentParameters": "{\"DurationSeconds\": \"60\",
\"InstallDependencies\": \"True\", \"CPU\": \"O\"}"
I
"targets": {
"Instances": "myInstance"
}
}
},
"stopConditions": [
{
"source": "aws:cloudwatch:alarm",
"value": "arn:aws:cloudwatch:us-east-1:111122223333:alarm:alarm-name"
}
1,

"roleArn": "arn:aws:iam::111122223333:role/role-name"

ZATIE B B 3L 1T Fift

LA RBIfEF Systems Manager =285z 1TF M (AWS-PublishSNSNotification) , 8] Amazon SNS %
HEEH, ACXMERREE SNS A M BEHNR.

"description": "Publish event through SNS",
"stopConditions": [
{

"source": "none"
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}
1,
"targets": {
.

"actions": {
"sendToSns": {

"actionId": "aws:ssm:start-automation-execution",
"description": "Publish message to SNS",
"parameters": {

"documentArn": "arn:aws:ssm:us-east-1::document/AWS-

PublishSNSNotification",
"documentParameters": "{\'"Message\": \"Hello, world\", \"TopicArn\":
\"arn:aws:sns:us-east-1:111122223333:topic-name\"}",
"maxDuration": "PTIM"
},
"targets": {
}
}
},

"roleArn": "arn:aws:iam::111122223333:role/role-name"

FEHABW IAM AR EC2 24| EK API #24E

BT ROIBRE THREE LA BIRENHREERN IAM SE&%HA AP AR 100% K API B A,

(@ Note

MREAEE{E T Auto Scaling AR A K EC2 3£ , BEEMA aws: ec2: asg-EHIBRETF BEEIR
¥1E , A Auto Scaling AEN BHr. BXREZER , BSH

S ERBEST BAXHNBEREA InsufficientInstanceCapacity &M,
WRENZHERABIERNEDT . ETHEXEFIBTEFTEHRNESER ,
2% Amazon EC2 B F{E/,

ERA B #r IAM B ERE| EC2 56| L#Y API #1E 131


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/troubleshooting-launch.html#troubleshooting-launch-capacity

AWS HEEABRS RAriEmE

RIRRE

» aws:ec2:autoscaling-group

3%

« duration— £ AWS FIS API # | iZ{ER I1SO 8601 1§ FRFH, flal , PTIM K
R—DH, £ AWSFIS Z£Had , BB ARE, 2#HHE/ N,

- availabilityzoneldentifiers : LLUES 7 FEH Al A X 5|5k, X3XE ID ( a0 "usel-
azl, usel-az2" ) MXFEH ( HlMW "us-east-1a" ) o

- percentage : Ali%, BBz T BANBHERFIEAKMENE DL (1-100) . 2R
IAME N 100,

R

« ec2:InjectApiError%#4 ec2: FisActionld HIREJ , aws:ec2:asg-
insufficient-instance-capacity-errorec2:FisTargetArns&HEZRE
79 B #5 Auto Scaling 4.,

* autoscaling:DescribeAutoScalingGroups
BREWRE , ESRRA : FH ec2:InjectApiError £H4E,

{
"tags": {
"Name": "ThrottleEC2APIActions"
b,
"description": "Throttle the specified EC2 API actions on the specified IAM role",
"targets": {
"myRole": {
"resourceType": "aws:iam:role",
"resourceArns": ["arn:aws:iam::111122223333:role/role-name"],
"selectionMode": "ALL"
}
b,

"actions": {
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"ThrottleAPI": {
"actionId": "aws:fis:inject-api-throttle-error",
"description": "Throttle APIs for 5 minutes",
"parameters": {
"service": "ec2",
"operations": "DescribeInstances,DescribeVolumes",
"percentage": "100",
"duration": "PT2M"

},
"targets": {
"Roles": "myRole"
}
}
I
"stopConditions": [
{
"source": "aws:cloudwatch:alarm",
"value": "arn:aws:cloudwatch:us-east-1:111122223333:alarm:alarm-name"
}
1,

"roleArn": "arn:aws:iam::111122223333:role/role-name"

X Kubernetes SEFF PV A 854 ( pod ) CPU # 17 E M

LURRBIER Chaos Mesh X Amazon EKS Kubernetes S8 HI R854 ( pod ) CPU #1T— 24P E

ap i
{
"description": "ChaosMesh StressChaos example",
"targets": {
"Cluster-Target-1": {
"resourceType": "aws:eks:cluster",
"resourceArns": [
"arn:aws:eks:arn:aws::111122223333:cluster/cluster-id"
1,
"selectionMode": "ALL"
}
I

"actions": {
"TestCPUStress": {
"actionId": "aws:eks:inject-kubernetes-custom-resource",

3t Kubernetes £8P HIARESA ( pod ) CPU #1TE Hlikt
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"parameters": {

"maxDuration": "PT2M",

"kubernetesApiVersion": "chaos-mesh.org/vlalphal",
"kubernetesKind": "StressChaos",
"kubernetesNamespace": "default",

"kubernetesSpec": "{\"selector\":{\"namespaces\":[\"default\"],
\"labelSelectors\":{\"run\":\"nginx\"3}},\"mode\":\"all\",\"stressors\": {\"cpu\":
{\"workers\":1,\"load\":50}},\"duration\":\"1m\"}"

},
"targets": {
"Cluster": "Cluster-Target-1"
}
}
I
"stopConditions": [{
"source": '"none"
1,
"roleArn": "arn:aws:iam::111122223333:role/role-name",
"tags": {}

LA RBIEEA Litmus X Amazon EKS Kubernetes SEB¥ YA 254H ( pod ) CPU #1T— 28 E LN
iR

{
"description": "Litmus CPU Hog",
"targets": {
"MyCluster": {
"resourceType": "aws:eks:cluster",

"resourceArns": [
"arn:aws:eks:arn:aws::111122223333:cluster/cluster-id"
1,

"selectionMode": "ALL"

1,
"actions": {
"MyAction": {

"actionId": "aws:eks:inject-kubernetes-custom-resource",
"parameters": {
"maxDuration": "PT2M",
"kubernetesApiVersion": "litmuschaos.io/vlalphal",
"kubernetesKind": "ChaosEngine",
"kubernetesNamespace": "litmus",
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"kubernetesSpec": "{\"engineState\":\"active\",\"appinfo\":
{\"appns\":\"default\",\"applabel\":\"run=nginx\",\"appkind\":\"deployment\"},
\"chaosServiceAccount\":\"litmus-admin\",\"experiments\":[{\"name\" :\"pod-cpu-hog
\",\"spec\":{\"components\":{\"env\":[{\"name\" :\"TOTAL_CHAOS_DURATION\",\"value\":
\"60\"}, {\"name\" :\"CPU_CORES\",\"value\":\"1\"}, {\"name\" :\"PODS_AFFECTED_PERC\",
\"value\":\"100\"}, {\"name\" :\"CONTAINER_RUNTIME\",\"value\":\"docker\"}, {\"name\":
\"SOCKET_PATH\",\"value\":\"/var/run/docker.sock\"}1},\"probe\":[1}}],\"annotationCheck
\":\"false\"}"

},
"targets": {
"Cluster": "MyCluster"

iy
"stopConditions": [{
"source": "none"

11,

"roleArn": "arn:aws:iam::111122223333:role/role-name",
"tagS": {}

31 Kubernetes S£E I AEI4H ( pod ) CPU #4171z =
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HY % 0k 3238 AWS FIS

BEZK/XE , RANEEBE-PMXERSZN AWS KFHWNARF LIRENSITESNHREZ R,
W LAE A — A Orchestrator IKF? 272K XK |, XEEWENBRKS FHRIR,

YUBZTZKFRB | BEZEMERN BRI ESTE AWS Health Dashboard Y E@A |, ik
BFREKPFRAS THRER. BEZKFPER | AL

- FREENDRZBEFPE  EESANKFHNARRFELZTHSSHREN AWS FIS HEiG S,

- FREERAMRMNIRZN IAM AERENENEFFRNTEE , ANMEEZIKF SRR,

« MB&E AWS Management Console 1 AWS FIS H7& AWS FIS R&EFREFESNKF FAHITHIR
(=

- BWEMTIT AWS B4NKFF AWS FIS #17H AP A CloudTrail,

NI A F By IR TT IR B K P SR
F&

- ZKPXBHBE

- BRI ERES

- ERAZKSXE

Ed L= OF - A
LTREBKFPEEMNFERS :
Orchestrator M /=

Orchestrator IKF Y P RIKS | ATFHE AWSFIS B4l APEEMEELRURES HEIZFK, HF
RIKF#A AWS FIS SEE R FISELK

B FRIK P

BARIKS RIS A AWS Ik | AR TALAZE AWS FIS Sk KB M,

]
&b
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BRIKFEE

EYEXRERPAMBERKFEERECKEFHERFRKS . BRKFEERXBRERFH -1 T
L ZAENTERFAIRRLEN. BB REKFS ID. IAM AGM AEHR N B R AWS
K P E SL—NK P o

Z 0K SR HY SRR A

BEESKPXRPEAFLSS  KCALEBREEKSER. IAM AERECIESKS, KBEREE X
B SR ZER BRI XEN IAM A,

P
« BIKFRBHRE
. BIKFRBHEL &M (T )

Z K SR RN R

ZIKFPERMER IAM AE4E1% [ AWS FIS BFINR |, AMEX Bk PN ERRITERE, T2k
PR, B LES/NBFRKF M Orchestrator IKF IR E IAM A, XL IAM ABEREHRKF
5 Orchestrator I 7 2 [8] LA & Orchestrator /5 AWS FISZ B EEX R,

B H IAM A8 RBERITREFMENNR , XEAGEZBIRME FRKFEE KRB ER
BIEM ., BRI LR Orchestrator IKFRIZE—N IAM &6 | ZABAURABHRKFHNAR® , 5 AWS
FISEMEEXR. 1% IAM A BEIZRENRMN roleArn,

ETHAXACHEENESZEE  B2H (AM AFERE) FHASRENSE.

TEUTREIF , B457 Orchestrator Ik A RENR , UMEREBERKS B R£A aws:ebs:pause-
volume-io BE1TX%K,

1. Bk BH , FRSTZRIEMENNRUIE—N IAM A€, BXBHNREMEBENNER , H5H
the section called “igESZE", LT RHOIETRT BFRIKF RZ1T EBS E£4 10 B4E the section
called “aws:ebs:pause-volume-io” & F I PR,

{
"Version": "2012-10-17",
"Statement": [

{

BRIk R E 5


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html

AWS HEEABRS RAriEmE

"Effect": "Allow",
"Action": [
"ec2:DescribeVolumes"

1,
"Resource": "*"
I
{
"Effect": "Allow",
"Action": [
"ec2:PauseVolumeIO"
1,
"Resource": "arn:aws:ec2:region:accountIdB:volume/*"
},
{
"Effect": "Allow",
"Action": [
"tag:GetResources"
1,
"Resource": "*"
}

2. TR, EIKF B iRl —MEERE , SEIREKS A NEEXRR. AKF AR IAM BE1EF
—NEBW, BFESRI PEIRE,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "AccountIdA"
b
"Action": "sts:AssumeRole",
"Condition": {
"StringlLike":{
"sts:Externalld": "arn:aws:fis:region:accountIdA:experiment/*"
},
"ArnEquals": {
"aws:PrincipalArn": "arn:aws:iam::accountIdA:role/role_name"
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}

}

3. EKF A AR IAM A, ZAGEMUNELESHE 2HNEEXEBIIEENACGHETE, BNS
NKFHEER B , BALUE Orchestrator B FNBEURKAZTNAR, UTREETRTES AKA
K B IR, MRESBEBEMBRKS, , WEEELFERDFIMEMAE ARN, BENEHRKFR
BEE— 1A’ ARN,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "sts:AssumeRole",
"Resource": [
"arn:aws:iam: :accountIdB:role/role_name"
]
}
]
}

4. I A BYiZ 1AM B & BHESSKRERAY roleArn, L TFRHAIETRT IAM AEHRENGFEEERE |, Z
RERTFAAKS A (DEBRKS ) B9 AWS FIS R,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": [
"fis.amazonaws.com"
]
},
"Action": "sts:AssumeRole"
}
]
}
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IR T LA StackSets BB EZ /N IAM B, EFH CloudFormation StackSets , #&E
£ AWS Ik~ i B X EH StackSet R, ETHREZER , S F A AWS CloudFormation
StackSets,

ZIKF RN F LS (7R )

FLEEH B—ESBEINENNERFENFELESERHNE, ERNZSKPSREEFELERE , T
LIERBEKFER, YMESNERKFRERAE | FaEMFEH RIEMNPRE Orchestrator Ik 1R
e HEF , B LUERABHRRZESHARXRETRBERKFNIER. AR , ERUTLUFHEBERA N AR
= 1E R,

ETHAXBEKFEFHERNESER , FSHTHNERABEKTIEE, CloudWatch

e Z MK ki

EALUER AWS FIS BHARHHTHURAEES KA SRR, ST UBTHIKS E 1 RRIB TS
R "multi-account" , AEFMA K RERNRSHS R0, CAUEAYRNSKS KK
BIRETRR.

ok

© BIKPRRBERE

. BRI R

- ENBHEKSRE

- BB RE

S0P K & ESREk
DT REASKS KR RIERE -

- WEKFXREERRN , BUEEME BHFKFFER - BN RRFEEREEB TR, AWS
FIS SRE- BB BARIKF PARE — BV AR, BR TR emptyTargetResolutionMode REN
skip BISRBHA , —TRELABNEMERKSFRNEL —IPERER , BUREK, RFERHE
KPR, MREBEZFIR ARN REEBHRER , NSTUREN 2K REEEER.

- ERSHIAFEFEREBE - IRSMNTRAXFHEFRREFRN , NMEETAX ID, MFRATAXSA
Mo AKX ID BEKFHWTAXHKE—B—SHRRT, ETHROAEKSFHFERTAXHTAX
ID , EZEEH AWS BRNATAK ID,
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IR Z K KRR

B2 MR RENR , 5B AWS Management Console

BS M BlEERER,
£/ CLI BIEZRIE R

1. 3TFF AWS Command Line Interface

2. EFEARFH JSON XHGIEXE |, FHKS EMKIRETIRESN "multi-account” (2 my-
template.json) , Bff## SUKFEZERNEEEHNE , RABEITUT create-experiment-
template 5

aws fis create-experiment-template --cli-input-json file://my-template.json

RN R IR B SR ER, MIBRIFRES id , BISKEERA 1D,

3. 1&17 create-target-account-configuration a5 , 5 B ¥Rk P ELE R NBISREAERF . Fas SO
EERNECECHNE  FASEKR 2 HH id ERN --experiment-template-id SHWE , RE
BT TS, --description ZHRE %N, NEMNERKFEERT R,

aws fis create-target-account-configuration --experiment-template-id EXTxxxxxxxxx
--account-id 111122223333 --role-arn arn:aws:iam::111122223333:role/role-name --
description "my description"

4. JB1T get-target-account-configuration i e , AR RFEB K EENFAEE.

aws fis get-target-account-configuration --experiment-template-id EXTxxxxxxxxx --
account-id 111122223333

5. AhEFIEBHRKFEERS , # A LUST list-target-account-configurations S S REE RS E A
EENKFEE.,

aws fis list-target-account-configurations --experiment-template-id EXTxxxxxxXxXxXx

B A LB IZ 1T get-experiment-template i B RBIEEBERME K EE., ZERHRE —
MNREFE targetAccountConfigurationsCount , ZFBEE2XHRER LAMEERKFEE
i 88

6. HEEMERT , B LIER start-experiment SR IETERER,
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/fis/create-target-account-configuration.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/fis/get-target-account-configuration.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/fis/list-target-account-configurations.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/fis/get-experiment-template.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/fis/start-experiment.html

AWS HEEABRS RAriEmE

aws fis start-experiment --experiment-template-id EXTxxxxxxxxx

B BERKFEE

MREBERKFHIAE ARN SR, WA LEFRAEBIRKSERE, EFNERKSEER , AT E
R & $20E IE 72 5 A R ARIZ 1T Y A (TSR

EFFHERKFEE , HFH AWS Management Console
TFF AWS FIS #2%l& , Mk https://console.aws.amazon.com/fis/o
ESMEBRSD , EEIXRER

1
2.
3. GEEXBEER , RAEMRNEREENEHRKBER.
4. BRENKFEE  REEFEENKBER.

£/ CLI EFEHRKFEE

1217 update-target-account-configuration @ % , f## SNUAFESHRAEECHE, --role-arn M
--description RHEZSH , MRAIFELEA , FF2EH.

aws fis update-target-account-configuration --experiment-template-id EXTxxxxxxxxx
--account-id 111122223333 --role-arn arn:aws:iam::111122223333:role/role-name --
description "my description"

il B B PRI 7 B B

MREFBFEENEHRKSEE , WATLORERER. BEREFRKSEER , EEERZERSITHE
AXKBALIHE, XRLREZT , EBTRHFL,

EER BRIk B E , A AWS Management Console

1. $TF AWS FIS #&I& , Wik https://console.aws.amazon.com/fis/o
2. ESMBERKT , EFEIXRER,

3. ERXRER , ARMERBRENER,

4. TEENKFEET , X TEBRRBESRKSAE ARN |, HEFEM R,

£/ CLI HIBR B #rk BB
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1217 delete-target-account-configuration @5 , FM## SNUFEERNEBCSHWE,

aws fis update-target-account-configuration --experiment-template-id EXTxxxxxxxxx --
account-id 111122223333
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AWS FIS 7=

XEGRELTEFTRTUHNARFREENEARENS  NESTHRBRFITERFEP K. AWS
BIEHMAERLEGR , TSN ELNNARFRBENERETE N BFNRERE (MFELETEDT
RAF 30% HIKH ) , EAREMBDTEZRNNEETH,

F B

- f3E AWS FIS 358

- BREFH AWS FIS 75

« AZ Availability: Power Interruption

» Cross-Region: Connectivity

-3 AWS FIS 7=

Ko RE BRI AN RERM | HET AWS FIS SRERET, ERRERETNNR  £EE
MEHERGE  REEESTAARTAESACENSH | BEGHiEE2ENSREREEIK
e,

0]

. BEGE

. ERGE

- SHBF

EBUR
ERBHAEESR

1. 3TFF AWS FIS ##1& , ik R https://console.aws.amazon.com/fis/o
2. ESEMBERY , BETRE,
. EBEFEXBEGENEE , BERZRFHUITH TS EiR,.

« WA LENHEBWIFSERNERENFPEENZENEEER, BETUKELEREZHN
HERE , HhaemEERERNBEEUR N EZ BRI SN GRS XN ERRE,
Bjg , BULEEERZSEENMRENESER , AEFEARINRERINZITRR AT/ H
BEEatE,
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o SET]BAME TUE R AR I 0 EAREY A BRI+ I B A7 R 2RSSR ERBV AR D BT
« B LVERERE 2 ERAFERESETNFHRIMAKEZROEAGR, Hhagas

BRIMABEZRZTHFENFARER. LB THEBPLEERTUMENFESA  ARHETUNRXE
REENARNYE (WRER ) . &E , ERREGEXRNTT BERNZBEREL,

(R R
ERBHIAERGR

1. 3TFF AWS FIS ##|& , Mt Hhttps://console.aws.amazon.com/fis/o
2. ESMBERD , ERGRE,

. EEFEXREDENEE  BERFSEFHRUTFHF2EKR

4. EEAGR , ARG R FHERERAZSAIEER,

5. BERIEXKRERUEF , EEMBRANIE,

a. BUUEREZSTIXNSNMEERERZARENSHHTHERE., LIENEEESIRE
(BRESHERBUERIITENR ) BAH. EEALLIIE , FEARRERESTIRY, ®REST
WESH , RREEFREFRE.

b. RESSRERTRRIDIERBIISH , FESHRLKESIHENBERFHF LREE R, EEE
KRR NRBIRE , FIREAER , RAEEREFH ELNRTFRY,

c. TEERBEAZRSHRARNTAG. EULNEANEAR , AXRERFTEAG,

d. BNEUOETIEEIMAE AWS CloudWatch BIRRKEN — MNRZANA®RNELEZHE, THREX
AWS FIS HEIL &4 REZER., MREZBEREBER , N AT LURBE A Amazon CloudWatch
Alarms REV AR ITIRE |, BHEEFZRER,

e. RAMNBW L T# CloudWatch BEE Amazon S3 FE @S ARESSKR AL, THAE>X AWS
FISHERAZIEFE NEZER, NRZHKREESENARR , WA A EREEFTZRER,

6. ERIEXREMRP |, R VUEXRENR,
7. £ AWS FIS 5| AR ERME A |, EBEFHRE, THREXR AWS FIS HER MESEE,

SR

GREBRMGERTERHE, ZRROATREER , EXHATTEMEE , CREESA AWS FIS, R
B FRARMB BLRES , WA LERATRMEEZ—

1. RBHNEAZSSREEBRE AWS FIS KRR FH F HiZER.
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2. BREE= NSWIHPNLR , EHRNBETFHNZRANBHRE , ARFHRMRINS
., e BARKREER.

mEEFH AWS FIS 75

SETNZSEERTEFARE , HhSERN ERZGNTERERBINAT S RFAENIR
AODTMEﬁX“ﬁEthﬁhEﬁE A UEAHESHEERARRKIETEINE (ESH
FRHZ) .

ASEHRT AWSFIS ZREFNENG R, EHAIUER AWS FIS 25 &85 H X FNT =,
BXEZEERE , FEHAEAT=.

AWS FIS X#EL T Amazon EC2 78, XEFRERAFEKREE B#rskfl. LAUERABSHRE ,
A ERAZETEENRINGE, Hb -8 46 H SSM X,

« EC2ED : ROIHME : FiE—MHS A EC2 £, IRESNHIHRE~LERIRE,
EVHAIXEAEERERENRG, FitzRd  DIEELEITRE , A ERFFSERBES
NEFEA , BIAN 5 58,

- EC2ED : #E  RRUAR ARG MY EC2 MARFHIIE,

EZRS  TDEFEMSE XEPTRREREN EC2 X6l FiltZRP , BANBE TR

& RINE B AR EC2 RAFAMRBSNHEN AR  SIHIEEHRFEASEEIRIAN 5 2
o

-« EC2 &£} : CPU : % CPU #inxt EC2 R AR &,

FitZEHR , IDREEMYFIXEPTERIERSH EC2 =6, Fltizs "“JL;LQESLEE
ERErt BN B Fr EC2 RHEABKBESH CPU EH , 3 CPU E LR 1’EE’JHT|ﬂi’:JEJuMJ 5 %
o,

« EC2ED : 77 : RERAEFFRAREMX EC2 MARFH I,
EZRS  LDEFEMSE XEPTRREREN EC2 X6l FiltZRP , BANBE TR

&SRR G B AR EC2 RAFAMRBENRTES , BRAFENRFENEEIRIAN 5 2
o

- EC2 £ : MBRHIR : IREMEFUERE NN EC2 N ARFHIIE,
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REEMMEIERAE,

"Version": "2012-10-17",
"Statement": [
{

"Sid": "AllowFISExperimentLoggingActionsCloudwatch",

"Effect": "Allow",
"Action": [

"logs:CreatelLogDelivery",
"logs:PutResourcePolicy",
"logs:DescribeResourcePolicies",
"logs:DescribelogGroups"”

1,

"Resource": "*"

"Effect": "Allow",

"Action": "ec2:CreateTags",

"Resource": "arn:aws:ec2:*:*:network-acl/*",

"Condition": {
"StringEquals": {

"ec2:CreateAction":

"CreateNetworkAcl",

"aws:RequestTag/managedByFIS": "true"

"Effect": "Allow",

"Action": "ec2:CreateNetworkAcl",

"Resource": "arn:aws:ec2:*:*:network-acl/*",

"Condition": {

ER
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"StringEquals": {

"aws:RequestTag/managedByFIS": "true"

"Effect": "Allow",

"Action": [
"ec2:CreateNetworkAclEntry",
"ec2:DeleteNetworkAcl"

1,

"Resource": [
"arn:aws:ec2:*:*:network-acl/*",
"arn:aws:ec2:*:*:vpc/*"

1,

"Condition": {

"StringEquals": {

"ec2:ResourceTag/managedByFIS": "true"

}

}

"Effect": "Allow",

"Action": "ec2:CreateNetworkAcl",

"Resource": "arn:aws:ec2:*:*:vpc/*"

"Effect": "Allow",

"Action": [
"ec2:DescribeVpcs",
"ec2:DescribeManagedPrefixLists",
"ec2:DescribeSubnets",
"ec2:DescribeNetworkAcls"

1,

"Resource": "*"

"Effect": "Allow",

"Action": "ec2:ReplaceNetworkAclAssociation",

"Resource": [
"arn:aws:ec2:*:*:subnet/*",
"arn:aws:ec2:*:*:network-acl/*"

R
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iy

"Effect": "Allow",

"Action": [
"rds:FailoverDBCluster"

1,

"Resource": [
"arn:aws:rds:*:*:cluster:*"

"Effect": "Allow",

"Action": [
"rds:RebootDBInstance"

1,

"Resource": [
"arn:aws:rds:*:*:db:*"

"Effect": "Allow",

"Action": [
"elasticache:DescribeReplicationGroups",
"elasticache:InterruptClusterAzPower"

1,

"Resource": [

"arn:aws:elasticache:*:*:replicationgroup:*"

"Sid": "TargetResolutionByTags",
"Effect": "Allow",
"Action": [

"tag:GetResources"

1,

"Resource": "*"

"Effect": "Allow",

"Action": [
"ec2:StartInstances",
"ec2:StopInstances"

1,

"Resource": "arn:aws:ec2:*:*:instance/*"

R
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{

"Effect": "Allow",
"Action": [
"ec2:DescribeInstances"

]I

"Resource": "*"

"Effect": "Allow",
"Action": [
"kms:CreateGrant"
1,
"Resource": [
"arn:aws:kms:*:*:key/*"
1,
"Condition": {
"StringlLike": {
"kms:ViaService": "ec2.*.amazonaws.
},
"Bool": {
"kms:GrantIsForAWSResource": "true"

"Effect": "Allow",
"Action": [
"ec2:DescribeVolumes"

]I

"Resource": "*"

"Effect": "Allow",
"Action": [
"ec2:PauseVolumeIO"

1,

"Resource": "arn:aws:ec2:*:*:volume/*"

"Sid": "AllowInjectAPI",

"Effect": "Allow",

"Action": [
"ec2:InjectApiError"

1,

com
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"Resource": [

i n

1,
"Condition": {
"ForAnyValue:StringEquals": {
"ec2:FisActionId": [
"aws:ec2:api-insufficient-instance-capacity-error",
"aws:ec2:asg-insufficient-instance-capacity-error"

]
}
}
1,
{
"Sid": "DescribeAsg",
"Effect": "Allow",
"Action": [
"autoscaling:DescribeAutoScalingGroups"
1,
"Resource": [
nakn
]
}

BEAR

DTARABENLTHR, AJURFL JSON , HHHEE AWS 5 51TRE ( AWS CLI ) FH create-
experiment-template I S E S EAUCIESLKIER. BXZFRNRIRE , FiGM FIS BHEFH
mEE,

{
"targets": {
"IAM-role": {
"resourceType": "aws:iam:role",

"resourceArns": [],
"selectionMode": "ALL"

},
"EBS-Volumes": {
"resourceType": "aws:ec2:ebs-volume",
"resourceTags": {
"AzImpairmentPower": "ApiPauseVolume"
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iy
"selectionMode": "COUNT(1)",
"parameters": {

"availabilityZoneldentifier": "us-east-1la"
},
"filters": [
{
"path": "Attachments.DeleteOnTermination",
"values": [
"false"
]
}
]

iy
"EC2-Instances": {

"resourceType": "aws:ec2:instance",
"resourceTags": {

"AzImpairmentPower": "StopInstances"
1,
"filters": [
{
"path": "State.Name",
"values": [
"running"
]
},
{
"path": "Placement.AvailabilityZone",
"values": [
"us-east-1la"
]
}
1,
"selectionMode": "ALL"
1,
"ASG": {
"resourceType": "aws:ec2:autoscaling-group",
"resourceTags": {
"AzImpairmentPower": "IceAsg"
},
"selectionMode": "ALL"
},
"ASG-EC2-Instances": {

"resourceType": "aws:ec2:instance",
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"resourceTags": {

"AzImpairmentPower": "IceAsg"
},
"filters": [
{
"path": "State.Name",
"values": [
"running"
]
I
{
"path": "Placement.AvailabilityZone",
"values": [
"us-east-1la"
]
}
1,
"selectionMode": "ALL"
},
"Subnet": {
"resourceType": "aws:ec2:subnet",
"resourceTags": {
"AzImpairmentPower": "DisruptSubnet"
I
"filters": [
{
"path": "AvailabilityZone",
"values": [
"us-east-1la"
]
}
1,
"selectionMode": "ALL",
"parameters": {3}
},
"RDS-Cluster": {
"resourceType": "aws:rds:cluster",
"resourceTags": {
"AzImpairmentPower": "DisruptRds"
I

"selectionMode": "ALL",
"parameters": {
"writerAvailabilityZoneIdentifiers": "us-east-1a"
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},
"ElastiCache-Cluster": {
"resourceType": "aws:elasticache:redis-replicationgroup",
"resourceTags": {
"AzImpairmentPower": "DisruptElasticache"
1,
"selectionMode": "ALL",
"parameters": {
"availabilityZoneIdentifier": "us-east-1a"
}
}

iy
"actions": {
"Pause-Instance-Launches": {

"actionId": "aws:ec2:api-insufficient-instance-capacity-error",
"parameters": {
"availabilityZoneIdentifiers": "us-east-1a",

"duration": "PT30QM",
"percentage": "100"

I
"targets": {
"Roles": "IAM-role"
}
I
"Pause-EBS-I0": {
"actionId": "aws:ebs:pause-volume-io",
"parameters": {
"duration": "PT30QM"
},
"targets": {
"Volumes": "EBS-Volumes"
I
"startAfter": [
"Stop-Instances",
"Stop-ASG-Instances"
]
},
"Stop-Instances": {
"actionId": "aws:ec2:stop-instances",
"parameters": {
"completeIfInstancesTerminated": "true",
"startInstancesAfterDuration": "PT30QM"
},
"targets": {
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"Instances": "EC2-Instances"

iy
"Pause-ASG-Scaling": {

"actionId": "aws:ec2:asg-insufficient-instance-capacity-error",

"parameters": {

"availabilityZoneIdentifiers": "us-east-1a",

"duration": "PT30QM",
"percentage": "100"

I
"targets": {
"AutoScalingGroups": "ASG"
}
I
"Stop-ASG-Instances": {
"actionId": "aws:ec2:stop-instances",
"parameters": {
"completeIfInstancesTerminated": "true",
"startInstancesAfterDuration": "PT30M"
I
"targets": {
"Instances": "ASG-EC2-Instances"
}
I

"Pause-network-connectivity": {
"actionId": "aws:network:disrupt-connectivity",
"parameters": {
"duration": "PT2M",
"scope": "all"
I
"targets": {
"Subnets": "Subnet"

.
"Failover-RDS": {
"actionId": "aws:rds:failover-db-cluster",
"parameters": {3},
"targets": {
"Clusters": "RDS-Cluster"

}I

"Pause-ElastiCache": {

"actionId": "aws:elasticache:interrupt-cluster-az-power"

"parameters": {
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"duration": "PT30M"

I
"targets": {
"ReplicationGroups": "ElastiCache-Cluster"
}
}
},
"stopConditions": [
{
"source": "aws:cloudwatch:alarm",
"value": ""
}
1,
"roleArn": "",
"tags": {
"Name": "AZ Impairment: Power Interruption"
},

"logConfiguration": {
"logSchemaVersion": 2

1,
"experimentOptions": {
"accountTargeting": "single-account",
"emptyTargetResolutionMode": "skip"
1,
"description": "Affect multiple resource types in a single AZ, targeting by tags
and explicit ARNs, to approximate power interruption in one AZ."

}
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LRAEH ISR XEAHH D ynamoDB /%, BIABRT , ©EEZLE N DisruptDynamoDb, f&
7 Allowed BTN BFR, BALLRUMRERMEIRS |, WA SEXBRERS A B S HIRE BRI IAR
., MABRT , MIRERFIANBTRHNER/E , MBI RE,

PR 1
- WHRTBEELRE. HVERTENARENEREEREFMERBERS,

2R

* [ AWS FIS X5 & &SR & IR,
o BIRFEFERERATREHNBIRER. EMNAUEREECSHRSEAE , A MEAZEPENN
ARIAFRE

PR

LUK BE$EF AWS FIS #£ Cross-Region: Connectivity 375 A TSR AT BN R . ATV I SR BE Bt
MEERAE,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "RouteTableDisruptConnectivityl",
"Effect": "Allow",
"Action": "ec2:CreateRouteTable",
"Resource": "arn:aws:ec2:*:*:route-table/*",
"Condition": {
"StringEquals": {
"aws:RequestTag/managedByFIS": "true"
}
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},
{
"Sid": "RouteTableDisruptConnectivity2",
"Effect": "Allow",
"Action": "ec2:CreateRouteTable",
"Resource": "arn:aws:ec2:*:*:vpc/*"
},
{
"Sid": "RouteTableDisruptConnectivity21l",
"Effect": "Allow",
"Action": "ec2:CreateTags",
"Resource": "arn:aws:ec2:*:*:route-table/*",
"Condition": {
"StringEquals": {
"ec2:CreateAction": "CreateRouteTable",
"aws:RequestTag/managedByFIS": "true"
}
}
},
{
"Sid": "RouteTableDisruptConnectivity3",
"Effect": "Allow",
"Action": "ec2:CreateTags",
"Resource": "arn:aws:ec2:*:*:network-interface/*",
"Condition": {
"StringEquals": {
"ec2:CreateAction": "CreateNetworkInterface",
"aws:RequestTag/managedByFIS": "true"
}
}
},
{
"Sid": "RouteTableDisruptConnectivity4",
"Effect": "Allow",
"Action": "ec2:CreateTags",
"Resource": "arn:aws:ec2:*:*:prefix-list/*",
"Condition": {
"StringEquals": {
"ec2:CreateAction": "CreateManagedPrefixList",
"aws:RequestTag/managedByFIS": "true"
}
}
},
{
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iy

"Sid": "RouteTableDisruptConnectivity5",

"Effect": "Allow",

"Action": "ec2:DeleteRouteTable",

"Resource": [
"arn:aws:ec2:*:*:route-table/*",
"arn:aws:ec2:*:*:vpc/*"

1,

"Condition": {
"StringEquals": {

"ec2:ResourceTag/managedByFIS": "true"

"Sid": "RouteTableDisruptConnectivity6",
"Effect": "Allow",
"Action": "ec2:CreateRoute",
"Resource": "arn:aws:ec2:*:*:route-table/*",
"Condition": {

"StringEquals": {

"ec2:ResourceTag/managedByFIS": "true"

"Sid": "RouteTableDisruptConnectivity7",
"Effect": "Allow",
"Action": "ec2:CreateNetworkInterface",

"Resource": "arn:aws:ec2:*:*:network-interface/*",

"Condition": {
"StringEquals": {
"aws:RequestTag/managedByFIS": "true"

"Sid": "RouteTableDisruptConnectivity8",

"Effect": "Allow",

"Action": "ec2:CreateNetworkInterface",

"Resource": [
"arn:aws:ec2:*:*:subnet/*",
"arn:aws:ec2:*:*:security-group/*"

R

164



AWS HEEABRS

RAriEmE

{

iy

"Sid": "RouteTableDisruptConnectivity9",
"Effect": "Allow",
"Action": "ec2:DeleteNetworkInterface",

"Resource": "arn:aws:ec2:*:*:network-interface/*",

"Condition": {
"StringEquals": {
"ec2:ResourceTag/managedByFIS": "true"

"Sid": "RouteTableDisruptConnectivitylQ",
"Effect": "Allow",
"Action": "ec2:CreateManagedPrefixList",
"Resource": "arn:aws:ec2:*:*:prefix-list/*",
"Condition": {
"StringEquals": {
"aws:RequestTag/managedByFIS": "true"

"Sid": "RouteTableDisruptConnectivityll",
"Effect": "Allow",
"Action": "ec2:DeleteManagedPrefixList",
"Resource": "arn:aws:ec2:*:*:prefix-list/*",
"Condition": {
"StringEquals": {
"ec2:ResourceTag/managedByFIS": "true"

"Sid": "RouteTableDisruptConnectivityl2",
"Effect": "Allow",
"Action": "ec2:ModifyManagedPrefixList",
"Resource": "arn:aws:ec2:*:*:prefix-list/*",
"Condition": {
"StringEquals": {
"ec2:ResourceTag/managedByFIS": "true"

R
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{

"Sid": "RouteTableDisruptConnectivityl3",
"Effect": "Allow",
"Action": [
"ec2:DescribeNetworkInterfaces",
"ec2:DescribeVpcs",
"ec2:DescribeVpcPeeringConnections",
"ec2:DescribeManagedPrefixLists",
"ec2:DescribeSubnets",
"ec2:DescribeRouteTables",
"ec2:DescribeVpcEndpoints"

1,

"Resource": "*"

"Sid": "RouteTableDisruptConnectivityls4",
"Effect": "Allow",
"Action": "ec2:ReplaceRouteTableAssociation",
"Resource": [
"arn:aws:ec2:*:*:subnet/*",
"arn:aws:ec2:*:*:route-table/*"

"Sid": "RouteTableDisruptConnectivityl5",
"Effect": "Allow",

"Action": "ec2:GetManagedPrefixListEntries",
"Resource": "arn:aws:ec2:*:*:prefix-list/*"

"Sid": "RouteTableDisruptConnectivityl6",
"Effect": "Allow",
"Action": "ec2:AssociateRouteTable",
"Resource": [
"arn:aws:ec2:*:*:subnet/*",
"arn:aws:ec2:*:*:route-table/*"

"Sid": "RouteTableDisruptConnectivityl7",

"Effect": "Allow",

"Action": "ec2:DisassociateRouteTable",

"Resource": [
"arn:aws:ec2:*:*:route-table/*"
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1,
"Condition": {
"StringEquals": {
"ec2:ResourceTag/managedByFIS": "true"

"Sid": "RouteTableDisruptConnectivityl8",
"Effect": "Allow",
"Action": "ec2:DisassociateRouteTable",
"Resource": [

"arn:aws:ec2:*:*:subnet/*"

"Sid": "RouteTableDisruptConnectivityl9",
"Effect": "Allow",
"Action": "ec2:ModifyVpcEndpoint",
"Resource": [
"arn:aws:ec2:*:*:route-table/*"
1,
"Condition": {
"StringEquals": {
"ec2:ResourceTag/managedByFIS": "true"

"Sid": "RouteTableDisruptConnectivity20",

"Effect": "Allow",

"Action": "ec2:ModifyVpcEndpoint",

"Resource": [
"arn:aws:ec2:*:*:vpc-endpoint/*"

"Sid": "TransitGatewayDisruptConnectivityl",
"Effect": "Allow",
"Action": [

"ec2:DisassociateTransitGatewayRouteTable",

"ec2:AssociateTransitGatewayRouteTable"

]I

"Resource": [

R
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"arn:aws:ec2:*:*:transit-gateway-route-table/*",
"arn:aws:ec2:*:*:transit-gateway-attachment/*"

]
I
{

"Sid": "TransitGatewayDisruptConnectivity2",

"Effect": "Allow",

"Action": [
"ec2:DescribeTransitGatewayPeeringAttachments",
"ec2:DescribeTransitGatewayAttachments",
"ec2:DescribeTransitGateways"

1,

"Resource": "*"

I
{

"Sid": "S3CrossRegionl",

"Effect": "Allow",

"Action": [

"s3:ListAl1MyBuckets"

1,

"Resource": "*"

I
{

"Sid": "S3CrossRegion2",

"Effect": "Allow",

"Action": [

"tag:GetResources"

1,

"Resource": "*"

I
{

"Sid": "S3CrossRegion3",

"Effect": "Allow",

"Action": [

"s3:PauseReplication”

1,

"Resource": "arn:aws:s3:::*",

"Condition": {

"StringLike": {
"s3:DestinationRegion™: "*"
}
}
},
{
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"Sid": "S3CrossRegion4",

"Effect": "Allow",

"Action": [
"s3:GetReplicationConfiguration",
"s3:PutReplicationConfiguration”

1,

"Resource": "arn:aws:s3:::*",

"Condition": {
"BoolIfExists": {

"s3:isReplicationPauseRequest":

"Sid": "DdbCrossRegionl",

"Effect": "Allow",

"Action": [
"tag:GetResources"

]I

"Resource": "*"

"Sid": "DdbCrossRegion2",

"Effect": "Allow",

"Action": [
"dynamodb:DescribeTable",
"dynamodb:DescribeGlobalTable"

1,

"Resource": [
"arn:aws:dynamodb:*:*:table/*",

"true"

"arn:aws:dynamodb:*:*:global-table/*"

"Sid": "DdbCrossRegion3",

"Effect": "Allow",

"Action": [
"kms:DescribeKey",
"kms:GetKeyPolicy",
"kms :PutKeyPolicy"

1,

"Resource": "arn:aws:kms:*:*:key/*"

R

169



AWS HEEABRS RAriEmE

}

BREAR

UTHBENTHR, AURFL JSON , HFHEHES AWS (s B4T5E ( AWS CLI ) HH) create-
experiment-template I S ESEAUBESZKER. BXZZENRIRA , FiGE FIS BHEFH
R,

"targets": {
"Transit-Gateway": {
"resourceType": "aws:ec2:transit-gateway",
"resourceTags": {
"TgwTag": "TgwValue"
I
"selectionMode": "ALL"
I
"Subnet": {
"resourceType": "aws:ec2:subnet",
"resourceTags": {
"SubnetKey": "SubnetValue"
},
"selectionMode": "ALL",
"parameters": {3}
I
"S3-Bucket": {
"resourceType": "aws:s3:bucket",
"resourceTags": {
"S3Impact": "Allowed"
},
"selectionMode": "ALL"
},
"DynamoDB-Global-Table": {
"resourceType": "aws:dynamodb:encrypted-global-table",
"resourceTags": {
"DisruptDynamoDb": "Allowed"
I

"selectionMode": "ALL"

+
"actions": {
"Disrupt-Transit-Gateway-Connectivity": {
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"actionId": "aws:network:transit-gateway-disrupt-cross-region-

connectivity",
"parameters": {
"duration": "PT3H",

"region": "eu-west-1"
},
"targets": {

"TransitGateways": "Transit-Gateway"
}

iy

"Disrupt-Subnet-Connectivity": {

"actionId": "aws:network:route-table-disrupt-cross-region-

connectivity",
"parameters": {
"duration": "PT3H",

"region": "eu-west-1"
},
"targets": {

"Subnets": "Subnet"
}

},
"Pause-S3-Replication": {
"actionId": "aws:s3:bucket-pause-replication",
"parameters": {
"duration": "PT3H",

"region": "eu-west-1"
},
"targets": {

"Buckets": "S3-Bucket"
}

}I

"Pause-DynamoDB-Replication": {

"actionId": "aws:dynamodb:encrypted-global-table-pause-

replication",
"parameters": {
"duration": "PT3H"

},
"targets": {
"Tables": "DynamoDB-Global-Table"
}
}
I
"stopConditions": [
{
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"source": "none"

]I

"roleArn": "",
"logConfiguration": {
"logSchemaVersion": 2

1,
"tags": {
"Name": "Cross-Region: Connectivity"
1,
"experimentOptions": {
"accountTargeting": "single-account",
"emptyTargetResolutionMode": "skip"
1,
"description": "Block application network traffic from experiment Region to

target Region and pause cross-Region replication"

}
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AWS FIS RY3RI6
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R AER LT EE T sER GRS

« EAWSFIS 2#H A EFLNXR. AXRXEZER , HEHR EFXK.

s EXRHEFBEIRTFEHNILEE CloudWatch i8R EE AWS FIS FHiER. BXEZER | 5
¥ £/ CloudWatch #{Tia3E,

FFasREe 173



AWS HEEABRS RAriEmE

- BAXKBALRRER , MEEXRETHHEREXFHAEE. BXEZEER , H5H SR HEIEH,

>

EE LK

2

BANEREAETHNRNEE , WA UEFEEK. EFLEHERMAER,
BRI FORE 120 RIEBEFMIRETK. BEFLERERMEIKE,
EREF A EE B

1. #TFF AWS FIS #&l& , Mty https://console.aws.amazon.com/fis/.
2. ESMERF , EEXK,

3. &EEXE ID, T FHAEERME,

4. BATHUT NS MEE -

- ERERAGENRS , TEXERES.

« RRREFRTF , TEAXXBRRENEER.

- BEEREDF , THAXIRAFNER.

o EREEHETR |, RIFTFT AL RETE BN 2 PX L RE
£/ CLI EFXK

IZ1T list-experiments A FIREVER 5K , H1E1T get-experiment i TREBEXFTEEZHRHVE .

KERES

U T A4 T A TRFIRES -

- FAE KR IEFLE,

- EERD  IRIEAERTTHR.

« EHIET : XREHEZSIT.

- BREMK : FTEXRKREEGEIRFTE K.

« EEFL  FLEFHERMRIKIBREFIFL,

- BFL  IAEESITHALENIREFEERFLL,

- BAN : BTREBRAEHIEEFNEREFHIR  KRELKM.
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BAFIRS

BRAETTREAL T AT HHRORA

« FAE  HTFXREMAFHRIBEETESREHFH | RFEELFEHLERS.
- EERY : BELEERITH,

- EHEET  REEEET,

- BREH : BECIRFIZ K.

- BEUH : EREFHE , SRREFL,

- BB BB IZIRE,

- FHEEFL : BEEEFL,

- BFL  MIAEEETHFLENIRIBHEHLHERFL,

- BAM : HFRRFAERBZTFEBEE S IHER , BECLEAM,

PRICEER

RN SR M RARE , UERE, SEFTLUKBETIRER IAM K |, 251X KB T RRR,

fEREH APRICRE

1.

2
3.
4

$TFF AWS FIS #&l& , Mt A https://console.aws.amazon.com/fis/o
ESMERP | EEXR,

EERE  ARRNERBRENEERE,

ERMFHE | BERFNFRE , AEERNE.

EMERIRE | R EIBR.
EERT.

£ CLI #RrigsE1%

1= 1T tag-resource fp

ALA
T o
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EARN

BT LARERF L EEEITHIRK, FIEREE , IERTERNEERFHBIEIRFELI TR, BTE
REEFILERRE,

EREH A F LXK

$TFF AWS FIS #&l& , Mt https://console.aws.amazon.com/fis/o
EEMERSD , EEXR,

EEXR , RAREREFELXR,

EENEES |, EFEEFLEXE,

A

£ CLI Z 132

1217 stop-experiment T

B i S BEATHY B A5

BRI E BB S REEEXR T ERENTBRNER.

EREFHEESCHENBR

1. 7 AWS FIS #8&l& , Mty https://console.aws.amazon.com/fis/.
2. HESMERP  EEXIE,

3. ERXK , AEERRE

4. ERBETERECHENETHER.

£/ CLI EF C#E B R

# A list-experiment-resolved-targets &%
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Xt

IEAT L@ AWS Fault Injection Service (FIS) X AWS TERE#H ITHEEARE, XLEXRET
EERLE  HPESEEEEARLETHN - ZuWRE. NE , BULUEA FIS 2FH A FKR
TR —XEESHI B ERES. BRITIIANSA , FIS BRIERBEEHFWRAENLE. FISHETES
EventBridge AERFERK , HRREVEMN . EventBridge Scheduler 2 — LRGSR RAERF ,
AFEBET —NMNPREERFOE, STNEEES.

/A Important

Y AWS Fault Injection Service K% it XIFZF7E AWS GovCloud ( ZEZREB ) M AWS ( £
Efash ) P ARAA. GovCloud

ES ]
7t

YR fE A

- ZHEFIS XK
EREH & EHIT X

« EFKREITY

- EREHEERRIMERERIHIT

FaafER

HITAERE AWS Fault Injection Service 7 7 5 EventBridge AE SRR B R ILEH AL B3 FIS
KB MIEEN IAM A, BT LUERRREEH INE Lt A € LR F EventBridge I ERF A FIS K1
MR, A THZRIER T i oI 2K HITAEFR EventBridge 1T/ 31355 Y KB,

ffEF AWS CLI SlEZFERAR
EventBridge EEf ALt IAM AGBREXREF IR,

1. EHLAT JSON BXWABKR AR , R fis-execution-role.json RERIARM, LE
£ B L EventBridge AE R R RGBT ZAE,

{
"Version": "2012-10-17",
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"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "scheduler.amazonaws.com"
.
"Action": "sts:AssumeRole"
}
]
}
2. £ AWS S S{THRE (AWSCL) F , MAUTHERAEBNG T, §
FisSchedulerExecutionRole B A EARFHA RN E .
aws iam create-role --role-name FisSchedulerExecutionRole --assume-role-policy-
document file://fis-execution-role.json
RUMEBHRE K EREIUATHEAS :
{
"Role": {
"Path": "/",
"RoleName": "FisSchedulerExecutionRole",
"RoleId": "AROAZL22PDN5A6WKRBQNU",
"Arn": "arn:aws:iam::123456789012:role/FisSchedulerExecutionRole",
"CreateDate": "2023-08-24T17:23:05+00:00",
"AssumeRolePolicyDocument": {
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "scheduler.amazonaws.com"
b
"Action": "sts:AssumeRole"
}
]
}
}
}
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3. ZH|E ¥ EventBridge AESRAAXKRFRE , FEFIELT JSON HFERERN fis-
start-experiment-permissions.jsonZitt, A THE LT S EventBridge cheduler X1 &k
FPHUFESEER#ETFis: StartExperimenti® e, MENARRE N LN LRENR , NIGEH
BRI HENREY ID , £ "arn:aws:fis:*:*:experiment-template/*" WIKIpERR *,

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": "fis:StartExperiment",

"Resource": [
"arn:aws:fis:*:*:experiment-template/*",
"arn:aws:fis:*:*:experiment/*"

]

}
]
}
4. IBITUTHS , ENRPRER, & FisSchedulerPolicy iR B8R F I KB,

aws iam create-policy --policy-name FisSchedulerPolicy --policy-document file://fis-
start-experiment-permissions.json

WRAY , FRFRATHE. 12 TRE ARN, BFET —FHEMAL ARN ST SR X B E HA
HMITAE.

"Policy": {
"PolicyName": "FisSchedulerPolicy",
"PolicyId": "ANPAZL22PDN5SESVUWXLBD",
"Arn": "arn:aws:iam::123456789012:policy/FisSchedulerPolicy",
"Path": "/",
"DefaultVersionId": "v1",
"AttachmentCount": O,
"PermissionsBoundaryUsageCount": 0,
"IsAttachable": true,
"CreateDate": "2023-08-24T17:34:45+00:00",
"UpdateDate": "2023-08-24T17:34:45+00:00"
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5. B IZERBEIMEIEBHNRITAR  FETUTHS.  your-policy-arn B AE LS H el
KSR ARN, & FisSchedulerExecutionRole E#t N EHITHBHE TN,

aws iam attach-role-policy --policy-arn your-policy-arn --role-name
FisSchedulerExecutionRole

attach-role-policy BEFLEG ST LIREMAL,

6. BAILARKFAES , FERAETEERENRESEN AWS FIS £, il , AT REE NPT
B AWS FIS XREHRIFF fis:StartExperiment MR , ERFBERRETHEE
Purpose=Schedule #r&HIKK

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "fis:StartExperiment",
"Resource": "arn:aws:fis:*:*:experiment/*"
.
{
"Effect": "Allow",
"Action": "fis:StartExperiment",
"Resource": "arn:aws:fis:*:*:experiment-template/*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/Purpose": "Schedule"
}
}
}
]
}

ZHE FIS 3550

BEEXNMZHFA —NHZN XHRER , FRERHERK, EUUERIAR AWS FIRSHE R

N
o

ZH FIS K 180



AWS HEEABRS RAriEmE

PIRKRERG , £ HRE  ARERTHIR., ENEENERHIRAE. REFHEEEITIE
Fho

RITMEXNFONER , BFE-RMEESRERES . EELXETH SMENR.

aws 2% Services ‘ Q Search [Option+S] ® L (0] Select a Region ¥

& S3 & Amazon EventBridge @ AWSFIS & CloudFormation @ CloudWatch 1AM @ Ec2 8 Aws Organizations &% Application Composer

Schedule pattern

Occurrence  Info
You can define an one-time or recurrent schedule.

@ One-time schedule ‘ ’ O Recurring schedule ‘

Date and time
The date and time to invoke the target.

’ YYYY/MM/DD | [ hh:mm ‘ ’ (UTC -04:00) America/New_... ¥ ‘

YYYY/MM/DD Use 24-hour format timestamp (hh:mm) Timezone

Flexible time window

If you choose a flexible time window, Scheduler invokes your schedule within the time window you specify. For example, if you choose 15
minutes, your schedule runs within 15 minutes after the schedule start time.

Select v

Schedule state

Enable schedule
You can choose not to enable the schedule now. You will be able to enable the schedule after it has been created.

@ Enable

RECHRMIAR AT RIRS, R MRZEATTIRE , BABEEZLIZTIHH , REBT LXK,
AWS FIS KK E2RE M EEventBridge §ERRZ L. BANSEXH | TRIISHEFITHIZRE,

EAZEE e EHITK

1. 3TFFAWS FIS #2414,

2. EEMSMERSD | EEIRER.

3. EBREBIEITRIMZHRER,

4. BEBRE  RAENTHIRPIERZHER,

CEURERT , BHEXRER.
CEUKERT | EREHITR.

CHEITRIRET , AU LUERETERNITN , BSEITRIEE,
d. &£ Rate RIAX T , EBELZEHITHRIERNER |, 05 548,
e. ERNEREET , EFEHRX,

f. EFFR AEMTET , IEEF %R B AT E,
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g. EERBHANERET |, IEEL R B EAMETE
h. BT RPRST |, P1#RE At RIED,
i. ERNRT , EREEHANEAE , AFEER FisSchedulerExecutionRole,
. EBEBT—%,
5. AR EFHARITN , EERERNFARFE , REEFCEITX,

EHXEIT X

U LLEFHRRITR , FEZHRESEERN B HAFETE,
FREHAEEHRERINT

1. TFF Amazon FIS &l &,

2. ESMBET | EEREIR,

3. EEFERFRE . XBENR , ERERBIRITRI,

4. SEERWKRE ID, REFME TR AT+,
5. RERBFEESXEXEMIAF/ITK, EEXEKITY , AR HEMITIRE,

{5 A 42 ) & 22 A S BRSR IR 04T

ERIESRBEITHPITREIT , TURBRIEALAN, TSRS EMBRIEAKZRIHIT,

i B = 25 AR A U

1. $TFF Amazon FIS 2 H &

2. EEMERYD , EEIBER

3. EFHIRRE  XREHR , ENLERGIEITX,

4. REERBKE ID, AFSMEITRIEDF,

5. RERBFEEREXEKNIMAITTR, EEXRKITN , AL EEMRITIIRA.
6. BHITUT#HREZ— :

a. EMERITR , EEFEBIBRITHIANSZHRE. BA delete , ARG EEMBRITRIRE.
b. BRI , BEREERITIMNEZAEE. A disable , ARELEREAITRIZHE,

BRIt
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#5¥2 AWS FIS

WA AR T TR | ¥ AWS Fault Injection Service (AWS FIS) 3236 49 33 B F 520,
AWS FIS #%|& F AWS CLI

/A AWS FIS 4|83 AWS CLI , ¥ FEZTHIRNHE, BAUEEFXER P ZIUIRENIR
ARER, BXEZELR |, 53N the section called “EEF LR,

CloudWatch &£ 15 R I8 ¥R FE R

£/ CloudWatch fEFHEEFrR 7T B EK PN RIRFEAER. AWSFIS FRBRERS AWS RS
BREIX R, SRR EER , UMEAEBEERSRFAMNQERXHER. EXEZEE , BSR £H
CloudWatch 317432,

IBIE T LB 812 CloudWatch BRRE LSRR AR ER , NTAWSH FIS SRR BIEBE L&KM, —
B RER , SHMEFEL, BXELZER , B0 154, BX6IE CloudWatch BiRIWEZ
5 , 2% Amazon CloudWatch FIFERHP I E T RS HELIE CloudWatch B METHE
B2 EHR, CloudWatch

AWSFIS 5% A &g

BERAZXBAZLEE , MEEXRETHHEREXFHAEE. FXESZEE , H5H R HEIEFR,
KBRS ERSEH

Amazon EventBridge &8 6E% BN R AEH B RIFEER. AWSFIS 2EZRRBERK
AR EBEH, BAIAAREEHRIEAN , AFESANNEHEEERNITHNESLIREE, HI
N, @ Amazon SNS FB AR X BHHNIEA Lambda . BXEZEE |, BN LUEEH
EventBridge.

CloudTrail B&

AT #3RAWS CloudTraillE< AWS FIS API AARFAEE , HFEENBEXEEHEE
Amazon S3 #, CloudTrail E&IEFZMREFEZEITERN A RNRS API WiEA., B UFERIX
L CloudTrail HERWEEKIT 7 WM, FIREEHAE IP sthut, ERIT T EE, ARKTT
TR0

AWS Health Dashboard & 41

AWS Health 2] LARERT E BB RREMEREAR AWS [RSFK T AM., HEFTFHRE
et , AWS FIS £m&E# AWS Health Dashboard & Hi@H, ZBHMAEXSRIGEH LSBT
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AWS HiFESE A BRSS FF- 15T
EEOEXRR (2EZKFAZER ) PHERBERNENKF B, MAITHE2EERNIRE (W
aws:ssm:start-automation-execution #l aws:fis:wait ) HZBKFER ALK HBA,
BXATATXRENACGHERFIEZERNERT. E7#BEX AWS Health Dashboard B E
ZER , BHZH (AWS Health AF#E/) K AWS Health Dashboard,

(® Note
AWS Health R & AMEE ZEEH,

£ Amazon CloudWatch % AWS FIS Y {E A E RIS+

& LAfE A Amazon CloudWatch |, Y53 AWS FIS SEI8 3T B AR 0, & AT LA AWS FIS BER1E
o

AXBEXRRENESEL , B0 252,
B AWS FIS K50

EAR AWS FIS KB et , EHIRA K AT A TARIRKE B RARRENE AR RERSH CloudWatch
EiR. TTRKKSE |, B USRS R AR FTiL B 488 CloudWatch $8#R.

BX AWS FIS X #EFH B EIRRXEMN A A CloudWatch ERNEZEE , FERUTRE :

/A CloudWatch ¥ 3£4l

« Amazon ECS CloudWatch $E¥5

« f£H CloudWatch ¥ 1% Amazon RDS 1E%5
- f£/ CloudWatch ¥ Run Command 1g#x

AWS FIS £ HERfEFR

&R LAERA CloudWatch E AR EEFRRIBEK 7 BHREABRN AN 4, XLEEFRTE CloudWatch
BRMEHER EER 2T Y/ RSERER.

AWS FIS EAERIEIRE AWS IREBERHFXI R, EBAUREER , WEAEBLRSESNEELH
EiR, BX CloudWatch BIRWEZEEL. |, {55 Amazon CloudWatch B8/,

AWS FIS £ AWS/Usage tr & ZRIHP KM T LT IER.
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1R

ResourceCount

UT4ERTMRILE AWS FIS XN EARIRIER.

%EZ

Service

Type

Resource

Class

DU

LK PETHEERRNEHE, BREAERE
PRARBEREVAEE TE Lo

PO

BEZEIRN AWS BRFHET. X T AWS
FIS ER1ERIEHR , £EEN FIS,

[ETERERRARET, Bal , AWSFIS EH
BRIEIRHI M —BR{E S Resource,

FHEBETHRRHERE, SSRERMBTHER
WESD B TTAERN ExperimentTemplates #
ActiveExperiments

REBLERE , LB RKER,

£ AWS Amazon % # FIS 3£ EventBridge

HXWRBSEETE , AWSFIS 2k HiEA, XEEABET Amazon AEHF KR EventBridge
( BAHI#R9 CloudWatch B4 ) . AWS FIS @REAB H R MIXLEH, IEFKAET EventBridge ith[a

HREEH.

£/ EventBridge , &7 LA B2 AR AL BRENENEFHMN, Flan , ST LEEMN , LUIE A
SNS EBAIEE FHRFBEA , HE A Lambda EEHITR LR,

BHXxEZ{EE EventBridge , &

AL
ﬂ”o

UTREERSEREMHIIEE -

{

Ilversionll. n n

’

&5 (LS EventBridge A/ #8RF) EventBridge Y “YI L A

"id": "12345678-1234-1234-1234-123456789012",
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"detail-type": "FIS Experiment State Change",

"source": "aws.fis",
"account": "123456789012",
"time": "yyyy-mm-ddThh:mm:ssZ",

"region": "region",

"resources": [

"arn:aws:fis:region:account_id:experiment/experiment-id"

"experiment-id": "EXPaBCDlefg2HIJkL3",
"experiment-template-id": "EXTalb2c3de5f6g7h",

"new_value",
"reason_string"

"old_value",
"reason_string"

1,
"detail": {
"new-state": {
"status":
"reason":
},
"old-state": {
"status":
"reason":
}
}

experiment-id

RSB KA 1D,

experiment-template-id

K30 P A SRIRAEAREY 1D,

new_

value

KR, T BRI -

old_

completed
failed
initiating
running
stopped
stopping

value

KU £ — MR, TRHESHE

WM 2 EventBridge
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* initiating
* pending
* running

+ stopping

AWS FIS By3:36 B &g

BAAERSSR ARIER , AEEXRESTRBIRAEXFAFS.

LEEZRESSHATENRBEXBRAREAFREATRARLERK. BXELZELR , HSH Amazon
CloudWatch B ( £ “NBREE, BE, $EBE T ) M Amazon S3 Ef,

PR

BATRTF AWS FIS PR , THEMEEN S NMNAXEBNHRERER, BXEZEER , 5 Amazon
CloudWatch Logs AFERHPHATRE :

o XIXZIBEM CloudWatch A&
« &i%%| Amazon S3 KB &

B &R

SR AKIRREAUTEY, HRERXARE 2, ATF details WFERBURT log_type B, AT
resolved_targets WFEREURT target_type B, BXEZEER , HS M the section called “H
FIEFE RO,

"id": "EXP123abc456def789",
"log_type": "experiment-start | target-resolution-start | target-resolution-detail
| target-resolution-end | action-start | action-error | action-end | experiment-end",
"event_timestamp": "yyyy-mm-ddThh:mm:ssZ",
"version": "2",
"details": {
"account_id":"123456789012",
"action_end_time": "yyyy-mm-ddThh:mm:ssZ",
"action_id": "String",
"action_name": "String",
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"action_start_time": "yyyy-mm-ddThh:mm:ssZ",
"action_state": {

"status": "pending | initiating | running | completed | cancelled |
stopping | stopped | failed",
"reason": "String"
I
"action_targets": "String to string map",
"error_information": "String",

"experiment_end_time": "yyyy-mm-ddThh:mm:ssZ",
"experiment_state": {

"status": "pending | initiating | running | completed | stopping | stopped
| failed",
"reason": "String"
I
"experiment_start_time": "yyyy-mm-ddThh:mm:ssZ",
"experiment_template_id": "String",
"page": Number,
"parameters": "String to string map",
"resolved_targets": [
{
"field": "value"
}
1,

"resolved_targets_count": Number,

"status": "failed | completed",

"target_name": "String",

"target_resolution_end_time": "yyyy-mm-ddThh:mm:ssz",
"target_resolution_start_time": "yyyy-mm-ddThh:mm:ssZ",
"target_type": "String",

"total_pages": Number,

"total_resolved_targets_count": Number

R A5 B
« RE2B|AT :

« target_type FE , #¥F resolved_targets FEBM ARN JIREH AT R
F. resolved_targets WRNWERFEREURT target_type B , BNE R EREE,

« action-error f target-resolution-detail EHEE (HFM7T account_id FE& ).
o YITRARA AR 1,

AR
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AWS HFESE AR A
H&EB it

AWS FIS Z#f B EAE R B AT B At

« —/N Amazon S3 1@
« Amazon CloudWatch B&4

S3 BEf&H

XEREXEMEILTVE,

bucket-and-optional-prefix/AWSLogs/account-id/fis/region/experiment-
id/YYYY/MM/DD/account-id_awsfislogs_region_experiment-id_YYYYMMDDHHMMZ_hash.log

BERE/LDHEERHEFHEME,

CloudWatch B B &E&H

X HESEEE /aws/fislexperiment-id BERF

AESE—7HUARNERE LA,

B&1E xR Gl

AT BEALIEER T £ EC2 324 £i=4T aws:ec2:reboot-instances R ERI L A FIEF R,

8%

experiment-start

* target-resolution-start

* target-resolution-detail

 target-resolution-end

* action-start
* action-end
* action-error

* experiment-end

experiment-start
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AT R experiment-start B4/ RAIEF.
{
"id": "EXPhjAXCGY78HV2as4A",
"log_type": "experiment-start",
"event_timestamp": "2023-05-31T18:50:45Z2",
"version": "2",
"details": {
"experiment_template_id": "EXTCDh1M8HHkhxoaQ",
"experiment_start_time": "2023-05-31T18:50:43Z"
}
}
target-resolution-start
LA R target-resolution-start B4 RAIIZRE,
{
"id": "EXPhjAXCGY78HV2as4A",
"log_type": "target-resolution-start",
"event_timestamp": "2023-05-31T18:50:457",
"version": "2",
"details": {
"target_resolution_start_time": "2023-05-31T18:50:45Z",
"target_name": "EC2InstancesToReboot"
}
}
target-resolution-detail
LR target-resolution-detail EHMRAIIEFRK, MERBHFRDHRLW , MidFHiEEF
error_information FE&,
{
"id": "EXPhjAXCGY78HV2a4A",
"log_type": "target-resolution-detail",
"event_timestamp": "2023-05-31T18:50:452",
"version": "2",
"details": {
"target_resolution_end_time": "2023-05-31T18:50:45Z2",
"target_name": "EC2InstancesToReboot",
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"target_type": "aws:ec2:instance",
"account_id": "123456789012",
"resolved_targets_count": 2,
"status": "completed"

target-resolution-end

MREFRDPWERLW , MiEFZFIEHE error_information FE&, MR total_pages KF 1,
NERREFENTMEFPBEERLE —FIEZHKRNES, 2EHMTEFRREHERERY target-

resolution-end i2%.

LAR 2 EC2 #1E target-resolution-end EBHH RHIERK,

{
"id": "EXPhjAXCGY78HV2as4A",
"log_type": "target-resolution-end",
"event_timestamp": "2023-05-31T18:50:45Z7",
"version": "2",
"details": {
"target_resolution_end_time": "2023-05-31T18:50:46Z",
"target_name": "EC2InstanceToReboot",
"target_type": "aws:ec2:instance",
"resolved_targets": [
{

"arn": "arn:aws:ec2:us-east-1:123456789012:instance/
i-0f7ee2abffc330de5"

}
1,
"page": 1,
"total_pages": 1

LATF 2 EKS #24E target-resolution-end E4#YRHIIEH,

"id": "EXP24YfiucfyVPIpEIn",
"log_type": "target-resolution-end",
"event_timestamp": "2023-05-31T18:50:452",
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"version": "2",

"details": {
"target_resolution_end_time": "2023-05-31T18:50:46Z2",
"target_name": "myPods",

"target_type": "aws:eks:pod",
"resolved_targets": [

{
"pod_name": "example-696fb6498b-sxhw5",
"namespace": "default",
"cluster_arn": "arn:aws:eks:us-east-1:123456789012:cluster/fis-demo-
cluster",
"target_container_name": "example"
}
1,
"page": 1,
"total_pages": 1
}
}
action-start

AT R action-start B4 RHACHEK. MRSBERIEE TIRESHK , NicFHPEE

parameters FE,

{
"id": "EXPhjAXCGY78HV2a4A",
"log_type": "action-start",
"event_timestamp": "2023-05-31T18:50:56Z7",
"version": "2",
"details": {
"action_name": "Reboot",
"action_id": "aws:ec2:reboot-instances",
"action_start_time": "2023-05-31T18:50:56Z7",
"action_targets": {"Instances":"EC2InstancesToReboot"}
}
}

action-error

LT R action-error EHMRHIERK, ABREFERUA ST 2BREZEH, BEXMBESNMNKFHS
RENZEHS
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{
"id": "EXPhjAXCGY78HV2a4A",
"log_type": "action-error",
"event_timestamp": "2023-05-31T18:50:56Z2",
"version": "2",
"details": {
"action_name": "pause-io",
"action_id": "aws:ebs:pause-volume-io",

"account_id": "123456789012",
"action_state": {
"status": "failed",

"reason":"Unable to start Pause Volume IO. Target volumes must be attached

to an instance type based on the Nitro system. VolumeId(s): [vol-123456789@abcdef@]:"

}

action-end

AT R action-end BH4HRHIEF.

{
"id": "EXPhjAXCGY78HV2as4A",
"log_type": "action-end",
"event_timestamp": "2023-05-31T18:50:56Z2",
"version": "2",
"details": {
"action_name": "Reboot",
"action_id": "aws:ec2:reboot-instances",
"action_end_time": "2023-05-31T18:50:56Z",
"action_state": {
"status": "completed",
"reason": "Action was completed."
}
}
}

experiment-end

LA 2 experiment-end E4MRHIIER.

EEARE SN
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"id": "EXPhjAXCGY78HV2a4A",

"log_type": "experiment-end",
"event_timestamp": "2023-05-31T18:50:5772",
"version": "2",

"details": {

"experiment_end_time": "2023-05-31T18:50:577",
"experiment_state": {

"status": "completed",

"reason": "Experiment completed"

FERXKRBAFTIEFH

BUZAXKAERIERK. ERWIERARILEK , B4NBEEA T AR RERNZRERKESRE., W
RENTREENEA —IMUBIARATHESERNE M , NYEERETZREN , RISFUER
HERLY 15 ¥, ER B EEE N LRIt B A,

EREH A B AXK B SIER

1. S&T LA A https://console.aws.amazon.com/fis/ , $TFF AWS FIS =&l &

2. ESMERP , EFEZHER,

3. EBRXRER , ARMNERRENEMZBLER,

4, WTHEE, K BEBMNMIED, B[ S3FHEBAIEARE , HEEFERIEER Amazon S3 F#E , AE

WMAFEREHRNNE. EFBEELREET CloudWatch B |, iH%B X% %E| CloudWatch B &5
ABE4E,

5. EBREHREENR,

£/ AWS CLI BARK A&FIZR

£ Fupdate-experiment-template i & H 15 & A & BB

ZAXKAFILR

MBTEAFEWER BE , WTNEHRE B FER.

{Eﬁﬁjﬁ‘ﬂ%u = thﬁﬁ ﬁ'g_l_ H /L/\lai

1. S&A LAY A https://console.aws.amazon.com/fis/ , $TFF AWS FIS 2 &1 &

BHRX®ARIEE 194


https://console.aws.amazon.com/fis/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/fis/update-experiment-template.html
https://console.aws.amazon.com/fis/

AWS #BESE A RS Ar s
2. ESMERP , ERTHRER,

ERRBER , RRROERBRENERTZRER.

NFEE, B “KiXE| Amazon S3 & M “&XiXF| CloudWatch BE7,

R EH R AER,

o bk~ ©

£/ AWS CLI ZAEK AFigx

f# FAupdate-experiment-template@s & H I E 2= HEE &,

£ AWS CloudTrail id3 API id A

AWSHFEE A RS (AWSFIS) 5AWS CloudTrail —Hl RS ER , ZRSERERF. ABHAWSRSTE
AWS FIS F REIHIRERIIEF. CloudTrail ¥ AWS FIS WA APl ARERAEH. XEFASE
kB AWS FIS ##|A8ERA , LRI AWS FIS APl 2ENRB AR, MRECIRRER , WA AAHF
fF CloudTrail B4 54155 %E] Amazon S3 774 , 21 AWS FIS WEH, MREKREBRE , &1
A ALATE CloudTrail BHI &M “SHAELIER PEFRHNEH. FAKENER CloudTrail , &7]
LIEER AWS FIS X HHAIER, KHERM IP sk, #IRH THER, AHEHERUR EMiFAE

=|

/CN 0

ET7THMEZ{EE CloudTrail , 52 (AWS CloudTrail AF#ERE) .

£ CloudTrail

CloudTrail & RIEIKFAWS KPR EEENIKF EEA. 2 AWS FIS R REZEFR |, ZEHEE
HfAWSERSS CloudTrail S —RIERESHALIERF. BANE AWS K- FEE, BEMTH
RMEN. AREZER , FSREASHALICRES CloudTrail £

EREZIR AWS KPP FHEH (B8 AWSFIS B4 ) | B8I2RE. BERAY CloudTraill FHAE
XH1&5HE] Amazon S3 7M. MIRIBER T , G A& T LIRRERA |, IRERNATAE AWS X
. LERERIZREE AWS 2 XHIERAMEXEBHNEY , HFAEX4EZIEZEEIEER Simple Storage
Service ( Amazon S3 ) 7. I , BRAINEEHEMAWSHERS , St — S 2 FLE CloudTrail B
SHRENEHEIE. EXESZER , BZHATIANS :

o NI AWS K/ 02 IR ER,
* CloudTrail X358 BRSS M AL

« BEE Amazon SNS EHI CloudTrail
o FEWKBEZANXIEH CloudTrail B EXAFIZRK B ZANKF B CloudTrail B &4
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FTE AWS FIS 2EHH (MEZARS APl &) i23% CloudTrail Hi2FE CAWSHFEF A RS
APl SZ) t, BXREERARLIMTHIRIEE  BEEHEZRRNREH APl SEX#, 5
W, HXT1E Amazon EC2 4l L ITHIIRIE , S8 Amazon EC2 APl &%,

BIMNEHHBALEKFEHELEARERBERNAREE. SOCEREHTERENATAR
- BREFEARZTIEERAFFIERH/TY,

- BREEAACERRKSAFNERNZEFIERHMN,

- FREBTHHET AWS RF KR H,

BXREZER |, 2 H CloudTrail userldentity JtH&,
T AWS FIS BENH%H

RER—MEE 6 AFUSHERNAEXHEEEIEIEERN Amazon S3 M. CloudTrail B & XX
BE—NEENMNEEEZE. BHRAKRRKREBEMRENEMER , BEEXFERWIRE. BEN BB
B, ERSHBEFNFES. CloudTrail BEXHFE2LHE AP RANEFHEKRRER , Akl fT2RkE
A4 E IR HI

LA 218 AWS FIS StopExperiment E# CloudTrail B&% B =l

{
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAIOSFODNN7EXAMPLE:jdoe",
"arn": "arn:aws:sts::111122223333:assumed-role/example/jdoe",
"accountId": "111122223333",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAIOSFODNN7EXAMPLE",
"arn": "arn:aws:iam::111122223333:ro0le/example",
"accountId": "111122223333",
"userName": "example"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2020-12-03T09:40:427",
"mfaAuthenticated": "false"
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}
}
},
"eventTime": "2020-12-03T09:44:20Z2",
"eventSource": "fis.amazonaws.com",
"eventName": "StopExperiment",
"awsRegion": "us-east-1",

"sourceIPAddress": "192.51.100.25",
"userAgent": "Boto3/1.22.9 Python/3.8.13 Linux/5.4.186-113.361.amzn2int
Botocore/1.25.9",
"requestParameters": {
"clientToken": "1234abc5-6def-789g-012h-ijklm34no56p",
"experimentTemplateId": "ABCDE1fgHIJkLmNop",
"tags": {}
},
"responseElements": {
"experiment": {
"actions": {
"exampleActionl": {

"actionId": "aws:ec2:stop-instances",
"duration": "PT10M",
"state": {
"reason": "Initial state",
"status": "pending"
},
"targets": {
"Instances": "exampleTagl"
}
},
"exampleAction2": {
"actionId": "aws:ec2:stop-instances",
"duration": "PT1OM",
"state": {
"reason": "Initial state",
"status": "pending"

I

"targets": {
"Instances": "exampleTag2"

}

}
},

"creationTime": 1605788649.95,
"endTime": 1606988660.846,
"experimentTemplateId": "ABCDE1lfgHIJkLmNop",

.x86_64
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"id": "ABCDE1fgHIJkLmNop",
"roleArn": "arn:aws:iam::111122223333:role/AllowFISActions",
"startTime": 1605788650.109,

"state": {
"reason": "Experiment stopped",
"status": "stopping"
},
"stopConditions": [
{
"source": "aws:cloudwatch:alarm",
"value": "arn:aws:cloudwatch:us-east-1:111122223333:alarm:example"
}
1,
"tags": {3},
"targets": {
"ExampleTagl": {
"resourceTags": {
"Example": "tagl"
},
"resourceType": "aws:ec2:instance",
"selectionMode": "RANDOM(1)"
I
"ExampleTag2": {
"resourceTags": {
"Example": "tag2"
I
"resourceType": "aws:ec2:instance",
"selectionMode": "RANDOM(1)"
}
}
}
I

"requestID": "labcd23e-f4gh-567j-k1lm8-9np01q2341r56",
"eventID": "1234a56b-c78d-9e0f-glh2-34jk56m7n890",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",
"eventCategory": "Management"
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AR 2 AWS FIS 88 FIS BEMNKHEAMN API BEN KB CloudTrail A
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ABETRAABIRE. userName RERRKABBNE, X8 ID (EXP21nT17WMzA6dnUgz) 24F
NHEAAE ARN —E2 , HIE principalld A,

RAriEmE

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROATZZZ4JPIXUEXAMPLE:EXP21nT17WMzA6dnUgz",

"arn": "arn:aws:sts::111122223333:assumed-role/AllowActions/
EXP21nT17WMzA6dnUgz",

"accountId": "111122223333",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROATZZZ4JPIXUEXAMPLE",
"arn "arn:aws:iam::111122223333:role/AllowActions",
"accountId": "111122223333",
"userName": "AllowActions"

1,

"webIdFederationData": {3},

"attributes": {
"creationDate": "2022-05-30T13:23:197",
"mfaAuthenticated": "false"

}

3,

"invokedBy": "fis.amazonaws.com"
3,
"eventTime": "2022-05-30T13:23:192",
"eventSource": '"ssm.amazonaws.com",
"eventName": "ListCommands",
"awsRegion": "us-east-2",
"sourceIPAddress": "fis.amazonaws.com",
"userAgent": "fis.amazonaws.com",

"requestParameters": {

"commandId": "51dab97f-489b-41a8-a8a9-c9854955dc65"
.
"responseElements": null,
"requestID": "23709ced-cl19e-471a-9d95-cf1la®@6b50eeb",
"eventID": "145fe5a6-e9d5-45cc-be25-b7923b950c83",
"readOnly": true,
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"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"
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B ERRMBETHRNKEBARBUGERRIFN —F¥ME. HERXANBRRLETFEMER
AWS IKF |, AI{EIKF HREY IAM EEERESABELEASZME (AFRAR ) RFLRFRANER. 1B1]
BEHETHONRBEHINBKEUR TR, BR , MRETRIRVREEE— MK, PR EEHR
FHANR , WAEBRFNNET HOHRE. AXESZER , F5H IAM A EETRNEKS 15 E
IAM = Y 5 R

AWS & B IE R AL BERITE)

X RIERE =

EE R WLER AWS JSON REERIEEHERRIBEF L, BRER , BN EETUANT AR FRITER
B, AREMAAZRHETHIT,

JSON KHEHY Action TEEARTATERBP AN RIELIFENRE, RRBEBEEEXEKN AWS
APl BERIE. B—LHISMER , GIAEETE AP BRENNRNR 81, &8 —LREZZERE
RIITZ MR, X LM NREFR R B RIRE,

ERE P IS REURFIITRERBENR,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html

AWS HEEABRS RAriEmE

EEE AWS FIS B#EHR , E5H (RFBENSE) HH “ AWS HIEF RS E LAV ERE,

AWS FIS ERBIRIFEIRERIERA LT AR -
fis

ERBEMEAUPEESTRE , BEMAESFHENRT,.
"Action": [

"fis:actionl",
"fis:action2"

BUTLERBES () BESMRE. Hln , BEIRELLRIE List FFANFEERE , SFBUTE
=

"Action": "fis:List*"

AWS & B IS HRAL I B BUER R IR

XEFRBEAIR =

EIE R A LAER AWS JSON REERIBEW ARG RMF L. WHRYN , BN EME T AT IFRR
1THRE  UREFLAFHTNIT.

Resource JSON KRBT RIEEEQHNAREN —IRZ MR, BAXNEE Resource
NotResource T&, ENRESXER , BHEAE Amazon BREEH (ARN) BEER R, N TXEHEBER
BEE (MR RBERINR ) WIRE , B UBRITHERE,

NFAZFRRENRIRE (WHHEE) | EEABRS () BRBANATHRERR.
"Resource": "*"
R AWSFIS APl #EXHFZHRR. EEE MEAPEESIMER , BEAES 2R ARN,

"Resource": [
"resourcel",
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https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsfaultinjectionservice.html#amazonec2-actions-as-permissions
https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html
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"resource2"

EEE AWSFIS BIRERERE ARN WX | HSR (REFRNSE) FH “ AWS HIEFARS” E
NHEFRER, BETHBREULERBLIREREBEESHEFREN ARN , TSRAWS #HET A RS E LK
R1E.

FIS BVBUR &4 AWS %41

XIFRE T RS RIS A5 =

EIE R A LAER AWS JSON REERIBEW ARG RMT L, HHRYH , BN EAEATLM AR RINITER
E , UREMFARHETHIT,

f£ Condition Jt¥& ( = Condition k) # , AT EBAERMNEM. Condition TEETE
o BRAINEFRAXUZER (W, EFHNT ) WEHFRER | UERBAINFZEEERPHNE
HMTE,

MREE—MEIHPEEZN Condition TE , HEE Condition TEFEBEZNE , ] AWS
EFZ% AND EE ¥ HEl]l. MRBHNENZUHRIBEESZ/ME , WFERZBEORZER AWS %
H, ERFIBIHNR 28I AI0% BEFTESRMH,

EEESHAN , ZOAUERASURFEE, 6, REEEA IAM AFEHRIE IAM BFE , B8

NERTFHEARFEHNR. BXESZEE , EZH (IAM AFEE) F8 IAM policy Jt& | EE MR
at

X0

AWS X EERFHEZANBETRSHFMHENR. BEEEME AWS 2/FH4R , F5H IAM A
MTHNAWS £REH L TXEHR,

EEE AWSFIS M RFIK , SR (RSRNSZE) P “AWS BEZEARS WERHEEH. BT
A MERASFARIBRENRIR , BSRAWS #EEA RS EXNERE,

EER AWSFIS ET BRI RS , 5SH. AWS #FEE A RS R iR 5

FIS /Y AWS ACL

X ¥ ACL

7|
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https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsfaultinjectionservice.html#amazonec2-resources-for-iam-policies
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsfaultinjectionservice.html#amazonec2-resources-for-iam-policies
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsfaultinjectionservice.html#amazonec2-actions-as-permissions
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsfaultinjectionservice.html#amazonec2-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_variables.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_variables.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsfaultinjectionservice.html#amazonec2-policy-keys
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsfaultinjectionservice.html#amazonec2-actions-as-permissions

AWS HEEABRS RAriEmE

REFIFIR (ACL) BEMLEA (KFKR, AFRAE ) ARBARKF. ACL SET HIRAYRE
R, REENFER JSON RSB,

#=H FIS 89 ABA AWS C

¥ ABAC ( REEHHIFRZ ) =3

ETREMENIERES (ABAC) B —HIRMNKE , ZRBETEMERENNR, £H AWS , XEEMEF
NERE, BALE IAM X ( AFHAE ) M2 AWS BRIRKINIRE, FRICSSENRIRE ABAC B
F—F, ARIRIT ABAC Kl , LEEHEIREEMATZ 15 R # FIRRE FTE A 7o VR4

ABAC HREBKHWIMEHIEERA , AERKKEELZFEBAER T AT IR HEA .

BEETHREEGHRE , BEEMFEA aws:ResourceTag/key-name, aws:RequestTag/key-name
= aws:TagKeys ZRUHBERBAZHETEPREFRZIER,

MRENMRSN TENRARREBIGAEX=ARMGR  WNTZRS , ZEAR. IRENMRSX
N T Mo RBRREZFRAEX=ZAFARE , WZENETD.

EX ABAC WEZELR,EZHR (IAM AFiEr) FMH AL ZE ABAC? ., EEFIRE ABAC TR
2, BESH IAM BFER) FNERETEMEMN GRS ( ABAC) o

EEFETHONRERE , UARBEFEFRSRFFTREBRNR , FSHE =0 EAREESIRIRE

£ AWS FIS A & A lIf B E

S $ e B A AE =

HIREAIGFHEP R R , BL AWS RS TRER. BXESZRER , SBFEWLE AWS RS ERTIE
BHES |, B IAM AFERPHAWS S 5 IAM BEEANER.

MREEARAF B NEB 2 ANEMRAEERER , Il AWS Management Console {8 F B =2 I BB
filgn , H&EAWS FRALTINE QEF (SSO) iE#THEN , ZEIBL B IRIEER. HE
AP eMhEREHE  ARYKRACKH K BB CIBRENEIL, BXURABNESZEER |, S
5 IAM fAFiEm) i RIAE (EHE ).
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html

AWS HEEABRS RAriEmE

BRI LAMER AWS CLI 5 AWS APl F 8| BIGEHER ., AE , EALMER X LIS EHE R HITIH
AWS, AWS BUZHBERIGEFHESR K MAREAKBHRZRA. BXEZELR , BFSH IAM F 1
I Bt &2 2 EALE

FIS YIS ARSS £ 4 AWS R

X FERIIE21E (FAS) =

HIEER IAM AP RBeEFHITREN AWS | BHEANEREA. EAELERSEH , EWSHIT—
MRIE , ARHBREERMBRSHEH S —MEE. FAS ERRAAZRANNRUK AWS RS @ T
RS R HERBER. AWS RERFHRZFBRIFTEZSHM AWS BRSS HARRKES BESTTHIIER
B , 2K H FAS B3R, EXMERT , BLMEERITIHMRENNER, BXRKH FAS iHRETHY
REEFE  FEAEREHE 2,

EAT AWSFIS RS AR

XERSAS =

RSABRA—TRSFEME. KREHPITEREN IAM A6, IAM EE R T E IAM R oI, S
BREESAEE, BXESEER , 2R (AM AFERE) FHEIER AWS RSZERENEE,

FIS WARSS XA AWS

XERSHAXAE =3

BSHAXABR -SRI AXKN AWS BSRFAR. BREAUMARRERTRENEE, RS
EXASHAELENT AWS K/ , FEBBRSHAE. IAM BEERTUESETREERSHEAXAGS
YA PR o

BXRUEHEE AWS FIS RSHEXAGHFAEE , HSH. I AWS BEEARSEARSHEXA
=}

AWS #FEF A BRSS SR BE 7R 45

RINBERT , BRFMARLTNEIRIIEH AWS FIS &R, i1t FTEER AWS Management
Console, AWS Command Line Interface (AWS CLI) 8 AWS API $#11T1E%. ERFAFNMERR
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html

AWS HEEABRS RAriEmE

PATIRERNR | IAM B8 G A L8| Z IAM policy, EERAME A A@A®RFM IAM KBE |, BFR L
RAAB,

ETHRINAFERIXL RS JSON KRG HEET IAM SHBHKE , S8 IAM AFEREFHN 8l
IAM ZERE,

AR AWS FIS EXHREMBERRE ( 2B ARKEN ARN KX ) WiFAEFEE , BZH (B
SRNZSZE) P AWS HEEARS” BYIRE, FRMEAE,

NE

- RREXK

- =Pl : EF AWS FIS ### A&

- =fl : FIHATA AWS ) FIS #84E

o Rl AEERECIEIRER

o Rl FHRER

o R FEAGSEHRRERE

- Tl BIBRFERERSHNZRER
« Rl RAFAPEEHCSHNXER

« 1 : fEF ec2:InjectApiError SF5E
« 5 : fEFH aws:s3:bucket-pause-replication k44

REERIERE

ETEHNRBRE T EARBAUELHNIKS P, 5RZMER AWS FIS #iR. XERETTEE
£ AWS Ik =4 A, IR ER T HOMNERKEN  HEEU T HEEMEW

- JTRER AWS RERBARBRENBRNE — BEFBEAAFNTEREER TR , BEAN TS
ERLAPIRTFNRHAWS FHERE, SIEMRNRARTH AWS IKF, RMNBUEEEELHN
LR RAPIE AWS BEFEERBKHE—SRINR, BXESEE , B2 (AM BFERE) HH
AWS F£E R 5 THFREERIAWS EE R

« MARKENR - F£EH IAM policy REMNFRAE , FRERTFHATESAFNNR, Hik , BAINEX
ERERGT AAUNBERRRTHRE , RN RKERRTFT, BXER IAM NARBRNESE
B, #FZRE (AM AFERE) P IAM PR R FNER .

« £/ IAM policy HHY S5t — 5 FRFI U5 [RI A PR — & AT LA /@) SR BE 78 0 5% 44 5 BR X #88 4F A 3R 8
WE, Hlan, BRRERBRERIEELNER SSL REFMAER, MRBSREREY
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsfaultinjectionservice.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html

AWS HEEABRS RAriEmE

BENHXNFEAN , N ERRHRRE T RS RENHRNE AWS RS , a0 AWS
CloudFormation. BXEZELR , 51 (IAM AFIERE) F#H IAM JSON KEETE : &4

« fE/ 1AM Access Analyzer BiE#&#Y IAM policy , LABBRINPRY 2 £ FIHEEM — IAM Access
Analyzer 2K IEF REEMIM B KR , LUBERKRBERS IAM policyiEE (JSON) F IAM HESE
B, IAM Access Analyzer 12 100 ZTRBEREMTIRENE , URBEBHER S BEEMEN
e, BXEZER , HZH (AM AFER) F 8 IAM Acess Analyzer FREEKIIE,

- FEZEFHRIE (MFA)-INR AWS IKFZNZEFE IAM AFRSRBRAF , EFEA MFA RS %X
2, ZELEAMA AP BERNEE MFA |, B8 MFA £ERNBEHNERD, BXEZER | 55
7 <IAM AFiEm) P/ BLES MFA RIFEY API 1A,

BX IAM FRREIRNESELR , H2H (AM AFER) #1 IAM AR HEXE,

T~ EH AWS FIS #8445

EiGR AWS HEFARSESE , B4R E - HHENR, SERRLARFEEFIENERS
X AWS FIS BIRHVIFAER . AWS IKFUIRGIZLMKFENRERBREN=RNET HHHERRK , X
THIT ZRMEEEE (BFARNAR ) | BHERTEERMHERET,

X FARFA AWS CLI X AWS API IR, BEFANEREFEZHFHENR, R , IRFHREH
ZEHMITHY AP RVEME ITE VIR AF

LT RAIRBERFERA FIS ZHEFHEMNEEMAE AWS AWS FIS HIRHXFR , BEFRRFCIRE, EH
FHEBFXLERR, EERTFEEVEXRRERPIEENRE AWS FIS BR4EFR 6/ 87 A7 R R,

"Version": "2012-10-17",
"Statement": [

{
"Sid": "FISReadOnlyActions",
"Effect": "Allow",
"Action": [
"fis:List*",
"fis:Get*"
]I
"Resource": "*"
}I
{

"Sid": "AdditionalReadOnlyActions",
"Effect": "Allow",
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html

AWS HEEABRS RAriEmE

"Action": [
"ssm:Describe*",
"ssm:Get*",

"ssm:List*",

"ec2:DescribeInstances",

"rds:DescribeDBClusters",

"ecs:DescribeClusters",

"ecs:ListContainerInstances",

"eks:DescribeNodegroup",

"cloudwatch:DescribeAlarms",

"iam:ListRoles"

1,
"Resource": "*"
.
{
"Sid": "PermissionsToCreateServicelinkedRole",
"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "*",
"Condition": {
"StringEquals": {
"iam:AWSServiceName": "fis.amazonaws.com"
}
}
}

B HIHTTA AWS B FIS #

LU REERF 5] AWS FIS B2EMR.

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"fis:ListActions"
1,
"Resource": "arn:aws:fis:*:*:action/*"
}
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}

T~ A EREAEREER
LT EMIETH aws:ec2:stop-instances RGBS E AR,

"Version": "2012-10-17",
"Statement": [
{

"Sid": "PolicyExample",

"Effect": "Allow",

"Action": [

"fis:CreateExperimentTemplate"

1,

"Resource": [
"arn:aws:fis:*:*:action/aws:ec2:stop-instances",
"arn:aws:fis:*:*:experiment-template/*"

]

},

{
"Sid": "PolicyPassRoleExample",

"Effect": "Allow",
"Action": [
"iam:PassRole"

1,
"Resource": [
"arn:aws:iam: :account-id:role/role-name"

T~ FFRRR

MTRERTEREEN IAM AGMKBERTBRBHNER. ©7EARF AWS FIS KKRAF 62k
MXAB, BXESZER , B5H H AWS HE I ARSEARSHEXEE,

"Version": "2012-10-17",
"Statement": [

{
"Sid": "PolicyExample",
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"Effect": "Allow",
"Action": [
"fis:StartExperiment"
1,
"Resource": [
"arn:aws:fis:*:*:experiment-template/experiment-template-id",
"arn:aws:fis:*:*:experiment/*"

]
},
{
"Sid": "PolicyExampleforServicelinkedRole",
"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "*",
"Condition": {
"StringEquals": {
"iam:AWSServiceName": "fis.amazonaws.com"
}
}
}

T ERRSERERE AR

UTXRBERFERA®AE Purpose=Test IENWEREHRZITERIWNE, EFRFEUEHEHERE
WRORER , B TR FEALTEERSEREITERINR,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "fis:StartExperiment",
"Resource": "arn:aws:fis:*:*:experiment-template/*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/Purpose": "Test"
}
}
}
]
}
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T I BRTE B B ER SR SRR AR R
LA TR FHIBR# A Purpose=Test RN ERAIER,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"fis:DeleteExperimentTemplate"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/Purpose": "Test"
}
}
}
]
}

R~ RTAFEREECSHNR

ZRGIGER T A A KR |, LAY IAM AR EEMNBIERAF S ONRNBMTERRE, LERKES

FEEES A ESHAER AWS CLI 5 AWS API LURTE S =52 B IR ERY IR .

"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
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"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,

"Resource": "*"

Rl : EH ec2:InjectApiError i@

AT RAIKEEER ec2:FisTargetArns R4 ERBEEBHRERABE. ZBERAYTF AWS FIS
EXETalaws:ec2:api-insufficient-instance-capacity-errorflaws:ec2:asg-
insufficient-instance-capacity-error.

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "ec2:InjectApiError",
"Resource": "*",
"Condition": {
"ForAllValues:StringEquals": {
"ec2:FisActionId": [
"aws:ec2:api-insufficient-instance-capacity-error",
1,
"ec2:FisTargetArns": [
"arn:aws:iam:*:*:role:role-name"

"Effect": "Allow",
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"Action": "ec2:InjectApiError",
"Resource": "*",
"Condition": {
"ForAllValues:StringEquals": {
"ec2:FisActionId": [
"aws:ec2:asg-insufficient-instance-capacity-error"

]I

"ec2:FisTargetArns": [

"arn:aws:autoscaling:*:*:autoScalingGroup:uuid:autoScalingGroupName/asg-name"

]
}
}
1,
{
"Effect": "Allow",
"Action": "autoscaling:DescribeAutoScalingGroups",
"Resource": "*"
}

5l 5 aws:s3:bucket-pause-replication S

AR RBIRBEEAS3: IsReplicationPauseRequest B Z4AR A

HPutReplicationConfigurationHGetReplicationConfiguration{X3 FIS £ AWS FIS

BENETXHEANSF AEF. AWS aws:s3:bucket-pause-replication

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [
"S3:PauseReplication”
1,
"Resource": "arn:aws:s3:::mybucket",
"Condition": {
"StringEquals": {
"s3:DestinationRegion": "region"

}I
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{

"Effect": "Allow",

"Action": [
"S3:PutReplicationConfiguration",
"S3:GetReplicationConfiguration”

1,

"Resource": "arn:aws:s3:::mybucket",
"Condition": {
"BoolIfExists": {
"s3:IsReplicationPauseRequest": "true"

}

"Effect": "Allow",
"Action": [

"S3:ListBucket"
1,

"Resource": "arn:aws:s3:::*"

Iy
{
"Effect": "Allow",

"Action": [
"tag:GetResources"

]I

"Resource": "*"

A AWS HEEARSEARSHEXEE

AWS #BEE ABRSEH AWS Identity and Access Management (IAM) fRE X AR, REHEXAR
R—M5 AWS FIS EfEXBHMEN IAM B, REEXAEH AWSFIS IEX , EhE SRS
REBLFAEM AWS RS FIENFTERIR,

RSHEXRABBAUERMMIRE AWS FIS , BN ERLFIHHNSENNRREE KA G RN EIR
EE, AWSFIS EXHRFHEXAGHNER , RIESZEEN , BNRE AWSFIS AJHEFHAE,
EXHNRBEEERBANRERRE , MEANRRETEMINEEREE IAM K4E,

BRIRESMERAEN |, BEMKTIEE—D IAM A€ | BFNKZKRERFIEE N B bR R RIS SR,
BEXEZEER | BESH ERT AWSFIS ERH IAM A€,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role

AWS HEEABRS RAriEmE

REELHREX BRE , TEMBRERERSAXAE, XTURFPEAWS 1 FIS BIF , ANETRET
B P BR A (R L2 B R A AR

FIS WARSS M X B BN R AWS

AWS FIS {E & NI BRS X< Bk B ®AWSServiceRoleForFIS3 & HE S I8 1Y e $22 F &Rk %
AWSServiceRoleForFISIRFHKRABREEUTRESRRAZAE :

e fis.amazonaws.com

AWSServiceRoleForFISARS % & & F T B KB AmazonFi ServiceRole s UK, ZBRE AWS

FIS e EE XM IS N A ERIER. EXRXEZEEL , 551 (AWS F£EServiceRole RS E) FH
AmazonFis By,

BB ENR , A IAM R (AP, A5AR ) 812, RESNRESHE<AR, ERINE
EAWSServiceRoleForFISIRE B At |, BEH AWS FIS Y IAM SRS TMEEMENNR, ERTF
FTEMNNR , BGLAT R ME 1AM 514,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "*",
"Condition": {
"StringlLike": {
"iam:AWSServiceName": "fis.amazonaws.com"
}
}
}
]
}

BREZER , F5H (AM AFER) RHRSHEXA SRR,
A FIS SIZARSHEXRAE AWS

BEEFHCERRESHRAR, HEBE AWS Management Console, = AWS APl H1/33) AWS FIS 3£
et AWS CLI, AWSFIS 2@/ BEIERZMEXAE,
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https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AmazonFISServiceRolePolicy.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AmazonFISServiceRolePolicy.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#service-linked-role-permissions
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MREMBRZBSAXAE K RAEFTEBRUE , KUUERARREEKFHEHNBLEAG, H&
FFiR AWS FIS SRR , AWS FIS 2B N ZBIZRFHEXAE,

4%%8 FIS WARSS XA E AWS

AWS FIS F AT BmEAWSServiceRoleForFISIRZ X AR, SIERZIHEXARE , BT EER
ACNEN , ARATREEZHXAS|I AZAR, ERTLUERH IAM REACER, EXEZELR B
2 (IAM AF1EmR) FNRERSHEXAE,

fBR FIS BV BRSSHEX AR AWS

MRTBEECAENZTERSAXACHNIIEIRS , RNEBWERBRZAC. XHERKBREED
BEERNEFHREASKME, B , #AEBRBSHAXAGHNER , REFTEFIMERE.

(® Note

MREZHBFERRE , AWSFIS BRFEEEAZAE , WEEARAAK, MRREXH
BR , FEF/LOHEER.

BIEMEA AWS B FIS &R AWSServiceRoleForFIS
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