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« SEATAM MQTT RS EFHNME L (EC) 4. BRT RSA ZBHZH , A MQTT RS 8FiE
X EC B4, (TieHARBMA , MQTT BRSSP HEE SHA-256 RSAZE, ) &
XEZELR |, {5 the section called “E£ZEE A7,

BRI E o -
. BB NERIEE,

1.8.4
EBETEFRINRZ LD EEREMEZEN R,
FA MR MNEIRIEES.

AWS loT Greengrass &/ iR A 8


https://openwrt.org/

AWS loT Greengrass FRARIERE , A1

1.8.3

EAMREREMEIRIEE.
1.8.2

EA R HENEIRIES.
1.8.1

EAMERERHENERESR.
1.8.0

FIhek -

« YA Lambda K T E BEERINGE F 10, X—HRFRERER FI=1T Lambda EEH R
AR, BAILUEEAF ID #/=H4A ID. F Lambda BT A B E HAMNBRIAT R &4
BEXEZER |, 58 the section called “NAFH Lambda BEGREERIN G B & 157,

- B0 443 W HTTPS &, HTTPS BEWUEE MBI RO 443 ( MAREIAE O
8443 ) H 1T, X4NE T X NABMIUMLE (ALPN) TLS ¥ EH AWS loT Greengrass 3
¥, HAFFTAE Greengrass SHERE (2 MQTT # HTTPS ) RO 443, EXEZE
B, B2 the section called “Bd im0 443 =M EARIBHITEE

- AILATN a5 N IDs AT AWS loT EENEF . WEXNEAX T AWS loT Device
Defender #1 AWS loT 4@ B EEHNZE , At , BB XEE, WAER. THMAKRER
SHITHSHERERN, TN G & E T AERANESEECIEZE IDs (w0, RIFIE
PEMEOIET FEREER ) . BXEZEER , 1S M the section called “ IDs AT MQTT &
EHEFim AWS 0T

HiRIEE MG
- BETRFESNRZILEDHEEREMEENRE,
- BAGRENEIRIEE

1.7.1

FTIhEE

 Greengrass E#ZR M SR EMEN, REFDYU AWSHEMERFHANEER. BXE
ZEE , B2 ERAEERSRS M INERK.

« AWS loT Greengrass ¥[8 AWS Secrets Manager E|#& 0% |, X FiE#EFH Lambda B
AUEAZNEE, SENMEGNE, fAaNgESTHBAELENE., BXEZELR | F5
7] FEABERRK D

AWS loT Greengrass #& /U4 R4S 9


https://docs.aws.amazon.com/iot/latest/developerguide/life-cycle-events.html
https://docs.aws.amazon.com/iot/latest/developerguide/pub-sub-policy.html#pub-sub-policy-cert

AWS loT Greengrass FRARIERE , A1

s TRAEEHBREZLET, BXEZEER , 55 R the section called “BHZEMHER,

- REMMNRIRE , £ Lambda BRETET Greengrass RSB R T&1T , HAWEREER
PRANNR, BXEZEE |, 25 the section called “¥2 %] Greengrass Lambda B
1T

« {RATLATE Docker &858 ( AWS loT Greengrass £ Windows, macOS 3 Linux Lt ) FI=E1T ,
FERNE Greengrass ARENEFHITARLNBERTZE1T. BXREZEE , S the
section called “ AWS loT Greengrass 7£ Docker BasHIz1T"

« w0 443 EEANARFEDIUDE (ALPN) SiFERBIEZEN MQTT HEELZE, BXES
E8 , IS the section called “Bid i O 443 =M KR IBHITIEE

- SageMaker Al Neo REZ 170 , ©X#FH SageMaker Al Neo REZF 3 4miFss{L LI
B IEA, BX Neo REFIETRMELR |, i3 the section called “AF ML #E =
TRAE"

« X %7 Raspberry Pi #%0i& % £/ Raspbian Stretch (2018-06-27).

A, BEARAIE R AL LA T ThEE -

« B9 AWS loT i&&Mix8§ AWS loT Greengrass , {RAILA A ERKIEIREY CPU 1, AZEE
MIBHEFRBREIEE T/ AWS loT Greengrass, BXEZEE |, HSH FHAEZHAT AWS
loT Greengrass V1 # AWS loT i&%& ik 25,

« AWS loT Greengrass #0444, Cor AWS loT Greengrass e SDK #l Mach AWS loT
Greengrass ine Learning SDK @ AI@ I W B3 T & CloudFront, BXEZEE , HZH the
section called “AWS loT Greengrass T

1.6.1

¥ThEE -

« £ Greengrass #/ L2 T =3 HI 3 HY Lambda AIHRITX 4. EAERAT C £ % C AWS
loT Greengrass ore SDK £ C fl C++ 85 Lambda AT ITX . BEXEZER , BSH
the section called “Lambda AT#47 X447

s MIENAEFEHEEEE , JUEEFBINKAREFEXERE, BN
MQTT BEBREBEFMRIRE. EXEZLELR , S H the section called “MQTT JEEBAFI",

s EROEEMARN IR ERGAENERER AR, BEXEZEEL |, 5 #the section called
“AWS loT Greengrass #Z/U Bl E X4 H# mgttMaxConnectionRetryInterval B,

o EHLE /proc BZRP AW ERIGENR. BEXREZELR |, BSH HREIARHE R,

AWS loT Greengrass #& /U4 R4S 10



AWS loT Greengrass FRARIERE , A1

- AEEBMNEAB . CAWS loT Greengrass ore B AT AZER RiEMEENE, EXES
8., 3 the section called “FEEE A B &’

RS E Mok

- 128 T £ Greengrass &0 AR IR & MO 2 B K H BB,

« WAL THEAFEN Lambda EEAERM AEFMENITERR.
1.5.0

FIhEE :
« AWS loT Greengrass Machine Learning (ML) #I2I S 1IEX#EH, EELE AWS loT

Greengrass & L EAEZHPHENNGHWERRIT AL ML #E, BEXEZELE , B5H
RATHER S S,

« BRT JSON B4 |, Greengrass Lambda BB IR IFN —#HEIBBEENMARR. EF
RtThae | BAMARE AWS loT Greengrass BEE SDK A 1.1.0 , B LLMAWS loT
Greengrass B& SDK FEITE FEHIZRA

HBiRIEE Mok
- BETEARNEFSAZH,
- FHEREBmERE o,
« XTI, Device Certificate Manager Fl OTA E T E #9 M4 BE RT3 E M ot
- REHRIEE,
1.3.0

#Ihek -
* Over-the-air (OTA) EFRIEBEB LB RIHIER Greengrass BFEF . ZRERER /

greengrass/ota BRTHEIN, BXEZER , HSH AWS loT Greengrass B /LAY
OTA E#fi.

o ZHERIRTE R ZhAE U Greengrass Lambda BB G RIA#RTR |, IABEREME, BXES
£8 , 2K FH Lambda BEHIEERS 15 7] A8 0 8RR

1.1.0

#TheE -
« ATLUBIMIBR Lambda B, 1TTRMBEEREECSHEN AWS loT Greengrass B4, Bx
BFZEE , B3 the section called “EEZE",

AWS loT Greengrass /0B RRA 1



AWS loT Greengrass FRARIERE , A1

« BX Python 2.7 A4\ , &% #F Node.js 6.10 F Java 8 Lambda iz {Th,

EMNFEHTRAEI A AWS loT Greengrass #iE% , BHITUTIRE :
« JHEBM /greengrass/configuration/certs X#HRE#HZE /greengrass/certs,

- J¥ /greengrass/configuration/config.json &#l%| /greengrass/config/
config.json,

« 1217 /greengrass/ggc/core/greengrassd M3IF /greengrass/greengrassd,
o FHAZPBRIFTHIRZ N
1.0.0

B R

AWS loT Greengrass &4

Greengrass AR —R5&REMAH , Hli0 Greengrass &4, RFZMITH, AATFENRETBHE, 4l
m, —NMATFRERTERNYN—F., —WFEIBNRT . TEERT LMK Greengrass A
A,

Group definition

/:-:..\"; Lambda functions

.| Subscriptions

AWS ToT Core

S AWSToT
Greengrass

AWS Lambda

Connectors
% | Devices
B C
a_ A
S Y

Settings

................

BEEB

Core

H

@ Resources

ELEEAF

AWS loT Greengrass B4 12



AWS loT Greengrass FRARER , BRA 1

A :

Greengrass A& X

BXRAREMAHHEER.

: Greengrass Hi% &

XEESaE

+ Greengrass A€,

o UEP AR LA RN i E R E
- Greengrass Z/NEEE R

« BRI\ Lambda Z1TRIHRNE, BXEZEER , 1551 the section called “FE4H F1& & Lambda B %}
HERIAR BRI,
« CloudWatch MA& b BEBE, BEXEZEL , S the section called “FlF AWS loT

Greengrass H & 1T

: Greengrass &/

X% Greengrass #&%/0H AWS loT Rt (1I8% ) - BXEZEER , S the section called “Fil &
K AWS loT Greengrass ¥,

: Lambda E#E X

B EAR#IZ1THY Lambda BRBISIR |, @ EXxBNEERIE, BXEZER , B5H 2174
Lambda B %,

CITRIE X

AVWER MQTT BERITERFNITRASIR, ITREXT :

- SHERFHEEBIR. ENATAREFKIRE. Lambda B AWS loT Core, E#ERRM A5 F
RS

- AT HEEENE>R,

EXEZEER , i5Z¥ the section called “MQTT HE/EE TERTHIEEIT,
EERRTE L

Bb LR THIERSBRNIIR  SEXBNEERE. AXESEER , BEH CAEESRERS

P ERK o
CIRBTEN

J& T Greengrass 44 AWS loT EY) ( MABFHIRBRIZE ) WilEK , URMEXNEEHRE. &
REZER , S the section called “FEYIZE AWS loT Greengrass”s

AWS loT Greengrass B4 13



AWS loT Greengrass FRARIERE , A1

H: ®BREENX

Greengrass &/ E AR, NSEFEIRBENZHRRENIIER , S EXRNEELRE. EXES
B2, BZABRAM TR, PITHSEFIHENSEATEIRZ .

EEBESS , Greengrass AFE X, Lambda E¥, E#Es. ARMITHXNEF B OEEZEP, EXE
ZER | SR #& AWS loT Greengrass &4,

Y% % AWS loT Greengrass
Greengrass A B ERMMEBMNIZE © AWS loT
Greengrass &/

Greengrass P& 2 —fIE T/ 04 AWS loT Greengrass Hi8% , EATESRSEEEE.
AWS loT Core AWS loT Greengrass A#&E B2 HIRZIEH , AT#1T AWS loT Core &R,
THE—MEEEFH AWS IoT Core 5EM&k P — 1% B ., Greengrass ARIZ{T A Lambda iE
frad, EBREM P #hutiRERRR , AT AWS loT Greengrass RS X IP autE 8 , Ml A ¥F
EFREEEIENHANZOEZER. BXEZEL , B3 the section called “BEL&EH AWS
loT Greengrass %’

(® Note
—/N Greengrass A %R FEE — Mo

EPiRiRE

BEFmRE (B AEKMIRE. Greengrass REHIZE ) =BT MQTT iE#E| Greengrass &%/
MigE., BB AT AWS loT Core HHPRIEMIRZIED. REFFHM AWS IoT Core *
MEPHEZE, BEFRIIRZ TLUEIT FreeRTOS SEMA AWS loT BEZF X TESH AWS loT
Greengrass &I AP| , AIREXVA TiEEFMEUEE — Greengrass A OB AIMER, BT HAIM
EH AWS loT B#H & FHMBME EZE Finik® AWS loT Greengrass , 5 fthe section called
“HEIR 4 : 5 AWS loT Greengrass AN EFImIZERE", HE , BXHENMAER N E L
BANEEEFHIREZH RE AWS loT Greengrass , 25 (AWS CLI &555#) create-device-
definiton®#, AWS CLI

£ Greengrass B4 H , BALGIRITE , ATFEFFIRRZFET MQTT SE84A K Lambda B,
EESENEMEFREZEURI AL FRSHTERS. AWS loT Core MQTT JEERI1E B/

FH9i&%& AWS loT Greengrass 14


https://docs.aws.amazon.com/freertos/latest/userguide/freertos-lib-gg-connectivity.html
https://docs.aws.amazon.com/cli/latest/reference/greengrass/create-device-definition.html
https://docs.aws.amazon.com/cli/latest/reference/greengrass/create-device-definition.html

AWS loT Greengrass FRARIERE , A1

MREBEZEERENEE , BERFHEZIUESI A EMEREHRTEE, BEFHIEERNNFT—,
BEETHEHSBZN/NEEE  EXEERE, BE , —1 Greengrass &R ZAIEZE 2,500 N&E
FPifiRE. —MNEFRERERZSUUZE 10 MK R,

® Note
OPC-UA R—HM AT T UBEFNFEERIRIFE. Z1 Greengrass W& LKIFT OPC-UA
K2 |, RATLAME Y BR WEH28S . SiteWise ZEZRTN T & & HIEM OPC-UA RS 28
KEF R E~EM. AWS loT SiteWise

TRERT7TXERZRENMERMA,

Certificate o o

loT Policy ° 0
loT Thing 0 Q

Sensor and/or

Device use Gateway Actuator
Software AWS loT Greengrass Amazon FreeRTOS /
Core Software AWS loT Device SDK

e © L
membership
Functions outside a
Greengrass Group

AWS loT Greengrass MR ZFFEBEEERMLE

FHIZE AWS loT Greengrass



AWS loT Greengrass FRARIERE , A1

« /greengrass-root/certs PR LRZIEH, BE K BORZIIPHENR
hash.cert.pem ( I8 , 86c84488a5.cert.pem) . LB /LEEE] AWS loT Core F AWS loT
Greengrass fRS5EY , AWS loT P iREAIER#HTHE S BRIE,

- /greengrass-root/ggc/var/state/server Y MQTT lRFEFIEFH. MQTT BREFJ|EBE R
server.crt. LLIFFA T MQTT BR5 85 ( £ Greengrass #%0» £ ) # Greengrass iR & Z [BIHY
HEHAKIE,

® Note
greengrass-rooti~ C AWS loT Greengrass ore B EBHIRE LWL REKE, B
L

¥ ,X& /greengrass B,

SDKs

LA AWSIRHEI A A SDKs AT £/ AWS loT Greengrass :

AWS SDK

A AWS A X I ETWETSEM AWS REREMMARERF , 218 Amazon S3, Amazon
DynamoDB AWS loT, AWS loT Greengrass. &, EHE =T AWS loT Greengrass , & Al LATE
TFEBH Lambda EE R ER AWS 4 F AT EQEZBARATM AWS kS, BXEZER , FS
%] AWS SDKs,

(® Note

PR IEE T Greengrass FVIR{EW ATE APl AWS SDKs M El, AWS loT
GreengrassAWS CLI

AWS loT REZFHRHFT X TES

AWS loT &% SDK A& Bhi% % E# %] AWS loT Core 1 AWS loT Greengrass. BEXEZER
BEZH (AWS loT FF X EHERM) SDKsHEIAWS IoT g%,

E PRI E A LAEREM AWS loT &% SDK v2 F AR &I Greengrass AIIEEER, EFEE
B

- BFURIR%E IDs FIB M Greengrass BFH K — 1.

SDKs 16


https://docs.aws.amazon.com/greengrass/v1/apireference/
https://docs.aws.amazon.com/cli/latest/reference/greengrass
https://docs.aws.amazon.com/greengrass/v1/apireference/
https://docs.aws.amazon.com/iot/latest/developerguide/iot-sdks.html

AWS loT Greengrass FRARIERE , A1
o BNEMA Greengrass /O IP ik, XL HFR IR OIR o

« A CAIEPE , BEFERAZIEBSROFITNEMEHRIUE, EXEZEE , HSH the section
called “iFFIEETIERE

(@ Note
£ AWS loT 8 %&H v1 1 SDKs , R C++ #l Python FEIRERNEN AT .

AWS loT Greengrass 0B F AT ES

AWS loT Greengrass #&/UDE 4T & T BB Lambda BREEEH 5 Greengrass B/ORE, [ A s
EITRSEAMHEE, SAMETRERE AWS loT, HAAEMEIEMN Lambda B R
ZRR. LLBRHEF LI EGH AWS loT Greengrass %4 LIZ1TH Lambda BEfER. EXESE
B, &2 AWS loT Greengrass U EHFF % T B,

AWS loT Greengrass Machine Learning

Mach AWS loT Greengrass ine Learning SDK f# Lambda E¥eeB ERIERN PR FEI REHE
3| Greengrass #/UOHIHERFEIEAE, £ AWS loT Greengrass B0 EETHER HEBERSKXE
# Lambda BHBIEAL BT ATEGD, BEXEZEE , i5ZH AWS loT Greengrass Machine
Learning.

XEFHSE A MER

LATR#®IMF5H T AWS loT Greengrass Core B X iFMF A MER,

(® Note
B LAM AWS IoT Greengrass #& /D F 4 T8 A FEHAWS loT Greengrass #& /D E

GGC v1.11
XEFENTA:

« 31 : Armv7I
o BERS : Linux
« BERS : Linux (OpenWrt)

FENTEEMER 17


https://openwrt.org/

AWS loT Greengrass FRARIERE , A1

« ZR¥J : Armv8 () AArch64

o BERS : Linux

- BYERS : Linux (OpenWrt)
« B3 : Armvel

« BERS : Linux
- Z2¥J : x86_64

o BERS : Linux

+ Windows, macOS # Linux & A BAfE Docker AWS loT Greengrass B&sHia1T. BXEZE
B, %2 the section called “ AWS loT Greengrass £ Docker BE8HIE1T"

=R

- E/» 128 MB ®#& ZE [ A £ AWS loT Greengrass BEE A EH. MREBEFEH OTA EEFH
=, W&/MEFR 400 MB,

- 2 Bt4s AWS loT Greengrass O AR 128 MB BfE. BAREESRE , &R/ RAM K

198 MB,
(® Note
WMRIEEH AWS loT #Z#| & LAY “BRIABFA Q22" ETURBIE Greengrass &4 , MIBKIA
BRTaEABEEEER.

» Linux PIBZARA
- EEMEM Linux FRZMRZA 4.4 RE SRS BESZIF AWS loT Greengrass A B 281217,

- FEMEA Linux NEZIRZA 3.17 RESMAFEEXFF AWS loT Greengrass TR #RIZ1T. UL
BLEH , Greengrass AKIERIA Lambda BN B RRL A MIRE N TR ER. BXULHA , ES M the
section called “FE4 & & Lambda EEEIBRIARBR1L 0

« GNU C E (glibc) RAx 2.14 RESERA. OpenWrt Z1TAREE musl C FEARZ 1.1.16 E SR
K,

« REEMMFRE /var/run B,

- /dev/stdin, /dev/stdout l /dev/stderr X#HAME2 AT,

o ATEIRE L5 AEEEENREERERT, BN , AWS loT Greengrass REEFEH -itrEEFR LT L
BERXTIET,

o MAIEIRE EBAUT Linux AEE :

XEFHFAEMER 18


https://openwrt.org/
https://www.gnu.org/software/libc/
https://www.musl-libc.org/download.html

AWS loT Greengrass FRARIER | IR 1
- WEZER:
« CONFIG_IPC_NS
« CONFIG_UTS_NS
« CONFIG_USER_NS
 CONFIG_PID_NS

« Cgroups :
« CONFIG_CGROUP_DEVICE
« CONFIG_CGROUPS
« CONFIG_MEMCG

RSP EFF cgroups. EABERIZIT AWS loT Greengrass it , EEHEATER :

- BB HEE memory cgroup LA AWS loT Greengrass i% & Lambda EIE I A 1F
BR 1,

- MREAEERMFRIFRNRH Lambda BEITHF &0 8 % LB AWS loT Greengrass X
%, WABE A HLZEIZRE cgroup.

- Hith:
« CONFIG_POSIX_MQUEUE
« CONFIG_OVERLAY_FS
« CONFIG_HAVE_ARCH_SECCOMP_FILTER
» CONFIG_SECCOMP_FILTER
« CONFIG_KEYS
+ CONFIG_SECCOMP
+ CONFIG_SHMEM
« Amazon S3 BARIE+H AWS loT BAFEE T REGERME T,

- BRTEZAXH AWS loT Greengrass ORHRFEERI , REEREEE Java 8 BTHRNED
70 MB By RAM, H&1E AWS loT #2514& EEABRIABACIZIETN , EREERRIALTER
)ljt?&o OpenWrt ﬁ?fmiZ:i%IE%EEE%o

o NEBEEERMIZITH Lambda BEEFTEMN AWS Lambda iZ1TAHEM XM E, FIEHNENLR
REEROLEHRNME PATH IREZEH, ER—&% O LEATUREZNE,

- EATEA Python 3.8 ZTATHIBIEEY Python iRk 3.8,
- EMATEA Python 3.7 ZTETHI B EEY Python AR 3.7,
=50 REM T £ Python 2.7 TR EEREY Python IRA 2.7, 19



https://en.wikipedia.org/wiki/Cgroups
https://docs.aws.amazon.com/lambda/latest/dg/lambda-runtimes.html
https://www.python.org/
https://www.python.org/
https://www.python.org/

AWS loT Greengrass

FRARER , BRA 1

- BEATEMA Node.js 12.x ZTAITRIBEH Node.js hRAS 12.x,
- EATEA Java 8 BITIRMVEEE Java lRZA 8 BHE &R

(® Note

BAFTXIFE OpenWrt KITHR EZE1T Java, B2 , MR EH OpenWrt iRz

Java , MIATLATE

BH1%% £i21T7H Java R B/ Lambda %, OpenWrt

BX AWS IoT Greengrass ¥ #F Lambda ETRHNEZEE , S, E1744 Lambda Bk
+ (OTA) EFREEZELLT shell sntover-the-air ( 2 BusyBox &4 ) :

wget
realpath
tar
readlink
basename
dirname
pidof

df

grep
umount
mv

gzip
mkdir

m

1n

cut

cat

« /bin/bash

GGC v1.10

XENFAE:

XEFHFAEMER

20


https://www.nodejs.org/
http://www.oracle.com/technetwork/java/javase/downloads/jre8-downloads-2133155.html

AWS loT Greengrass FRARIERE , A1

224 . Armv7

« BERS : Linux

« RS : Linux (OpenWrt)
2819 : Armv8 () AArch64

« BERS : Linux

- BYERS : Linux (OpenWrt)
2244 . Armvel

o BERS : Linux

Z8¥3 : x86_64

« BERS : Linux

Windows, macOS # Linux & A LAfE Docker AWS loT Greengrass BegHiz{T. BXEZE
B |, {25 # the section called “ AWS loT Greengrass £ Docker B&§H iz 1T

ER:

ZE4 128 MB B Z2H A it AWS loT Greengrass BE BB FE A, MREEMFEH OTA EFHK
B | NS MEN 400 MB,

P BELLE AWS loT Greengrass /OB RIK 128 MB AF. BRAREERRE , &/ RAM X
198 MB,

(® Note
WMRIEFEH AWS loT #B#| & LAY “BRIAFFA Q22" ETRBIE Greengrass &4 , MIBAIA
BRAT2ERAEEESESR.
Linux PIBZARAS :

« BEMA Linux AR 4.4 HESRAE T BEXFF AWS loT Greengrass £ A 21 1T

« BEMA Linux ARIRZA 3.17 HESMRAF 8EXH:F AWS loT Greengrass TR RIE T, Ut
BLiEH , Greengrass HRIBRIA Lambda BB B BR L LMIRE N T BB, BXEA , HSMH the
section called “FE4AH iR B Lambda BRI BRIABEF1L"

GNU C F (glibc) M2 2.14 SESMRA, OpenWrt KITHRFEE musl C FERRAE 1.1.16 E SR
Ko

RE EMTIFE /var/Tun B Fo
/dev/stdin., /dev/stdout M /dev/stderr X4 HMEATHAH,

FENTEEMER 21


https://openwrt.org/
https://openwrt.org/
https://www.gnu.org/software/libc/
https://www.musl-libc.org/download.html

AWS loT Greengrass FRARIERE , A1

- MRERE LS AESHENMREEERY . BN, AWS loT Greengrass REEEA - isFEETR LS
R TS 1T

« HIMIEIREZ EBALT Linux RZEE :
« AN

+ CONFIG_IPC_NS

« CONFIG_UTS_NS
« CONFIG_USER_NS
« CONFIG_PID_NS
« Cgroups :
« CONFIG_CGROUP_DEVICE
« CONFIG_CGROUPS
« CONFIG_MEMCG

MU ZHF cgroups. EABEIEZEIT AWS loT Greengrass i , EEHFZUTER :

- MAMEJZ A HESR memory cgroup LAt AWS loT Greengrass & & Lambda EEHI A 1E
BR 1,

- MRFEAEERMFERIGENRN Lambda BEEITFF %00 %% £ AWS loT Greengrass X
B, MATUE AHREIZRE cgroup.

- Hfth :

« CONFIG_POSIX_MQUEUE
« CONFIG_OVERLAY_FS
+ CONFIG_HAVE_ARCH_SECCOMP_FILTER
* CONFIG_SECCOMP_FILTER
» CONFIG_KEYS
+ CONFIG_SECCOMP
+ CONFIG_SHMEM

« Amazon S3 HIARIE+H AWS loT XABEETFREEEEME T,

- BRTEZH AWS loT Greengrass OBMHERNFERI , REEREFE Java 8 ETRMED
70 MB B9 RAM, Hf&FE AWS loT %16 L ERRINGFACIZETR , EREERRMIALTEA
RE. OpenWrt RITHRF X IFEBEERR.

SRR FHIRINE PATH RET B, R —b L INRESA E,


https://en.wikipedia.org/wiki/Cgroups
https://docs.aws.amazon.com/lambda/latest/dg/lambda-runtimes.html

AWS loT Greengrass

FRARER , BRA 1

- SR T Python 3.7 Z{TETHI B EREY Python R 3.7,

TR BB Python KA 2.7,
SR B Node.js BRAS 12.x

ZITI BB Java iR 8 RESMRA,

- SEAFEHA Python 2.7 3
- ERATF A Node.js 12.x 12
- BT Java 81

® Note

B A FTXZEHE OpenWrt XK1ThHR LIZ1T Java, B2
Java , M AEZHIE%Z £i21TH Java /REH Lambda EE%, OpenWrt

A< AWS loT Greengrass X # Lambda i
- (OTA) EFREEELT shell d5Fover-the-air ( =2 BusyBox Zff )

BITHHNESER

RHY OpenWrt AR 37 3%

121725 Lambda BIEK

wget
realpath
tar
readlink
basename
dirname
pidof

df

grep
umount
mv

gzip
mkdir

m

1n

cut

cat

/bin/bash

E%W¥Aﬁiﬁ'
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https://www.python.org/
https://www.python.org/
https://www.nodejs.org/
http://www.oracle.com/technetwork/java/javase/downloads/jre8-downloads-2133155.html

AWS loT Greengrass FRARIERE , A1

GGC v1.9
TENEAE:
o ZBF : Armv7I

« BERS : Linux

« RS : Linux (OpenWrt)
2243 : Armv8 () AArch64

o BERS : Linux

- BYERS : Linux (OpenWrt)
2849 : Armvol

o BERS : Linux

28§39 : x86_64

- BERS : Linux

Windows, macOS 1 Linux & A LA7E Docker AWS loT Greengrass BEsHiET. BXREZ(E
B | 55 # the section called “ AWS loT Greengrass 1£ Docker B2 HIE1T"

=R

=4 128 MB Bi& Z= 8 Al £ AWS loT Greengrass BB S A FEH. MREEMSEH OTA EFK
=, W&/MEFR 400 MB,

PB4 AWS loT Greengrass /U RV S IE 128 MB 7%
Linux PIBZhRZS :
- ZEMA Linux IRZIRZA 4.4 REGRA T BEX K AWS loT Greengrass A& #1217,

« BEMA Linux AR 3.17 HESMRAF 8EXH:F AWS loT Greengrass TR RIE 1T, Ut
BLiEH , Greengrass HKIERIA Lambda BB B BRILLAMIRENTTE SR, BXEA , HSMH the
section called “FE4AH iR B Lambda BRI BRIABEF1L

GNU C F (glibc) M2 2.14 SESMRA, OpenWrt KITHRFEZE musl C FERRAE 1.1.16 E SR
Ko

%% EWMIEE /var/Tun B,
/dev/stdin. /dev/stdout ¥ /dev/stderr X4 HMER A,

MHAER R LB RS R, B0 , AWS loT Greengrass REEfEA-itREEFR LTS
BXTE1T,

XEFHFAEMER
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o HMEREZ EBALT Linux AZELE
- BRZEME

CONFIG_IPC_NS
CONFIG_UTS_NS
CONFIG_USER_NS
CONFIG_PID_NS

» Cgroups :

MBI ZFF cgroups., EABRSRIEZ

CONFIG_CGROUP_DEVICE
CONFIG_CGROUPS
CONFIG_MEMCG

1T AWS loT Greengrass Y , EEHEUTER :

- AIE B HER memory cgroup LA AWS loT Greengrass i% & Lambda B ¥ A 1F

. Hith:

PR,

- MREAEERMFRIFRNRH Lambda BEITHF %08 % LB AWS loT Greengrass X

%, W AAE A HEZEIRE cgroup.

CONFIG_POSIX_MQUEUE
CONFIG_OVERLAY_FS
CONFIG_HAVE_ARCH_SECCOMP_FILTER
CONFIG_SECCOMP_FILTER
CONFIG_KEYS

CONFIG_SECCOMP

CONFIG_SHMEM

« Amazon S3 WIRIEH AWS loT XAEFEET RS EFEFE P,

o NIBBEBEARMIZITH Lambda BEFTER AWS Lambda 1z 1T IR XA E,

LRRERZD EHFME) PATH IMEEZEEH, ER—&% O EANRRESNE,
 EAT A Python 2.7 :IZ{TETHIEIERAY Python hRZ 2.7,

- EAT A Python 3.7 iIZ1TETHIEERAY Python AR 3.7,

 EATHEA Node.js 6.10 IZ1TER B IR Node.js fiRAS 6.10 HE SIRAS
- EATEMA Node.js 8.10 IZ1TRTHI B BT Node. js lR 7 8.10 HEF A,
- EATHERA Java 8 IZITATHIBIERR) Java hRA 8 S E ShRA,

TR Y B 70

X FAMER
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® Note

B AP XZIFE OpenWrt X1THR EIE1T Java. 1BR , MIREH OpenWrt R4
Java , M LATE K& % Liz1TH Java 4R EH Lambda E%, OpenWrt

BX AWS IoT Greengrass X # Lambda ETRHNEZEE , 2. E1744 Lambda B
« (OTA) EFREBEZELLT shell a5 Bover-the-air ( 2 BusyBox 3 )

* wget

* realpath
e tar

* readlink
* basename
* dirname
* pidof

» df

* grep

* umount

* mv

* gzip

* mkdir

e Im

* 1n

* cut

* cat

GGC v1.8

- XENEA:
o ZBKY - Armv7l ; BERSE : Linux

o 2885 : x86_64 ; BIERS : Linux
TRENTENER 26




AWS loT Greengrass FRARIERE , A1

« 2213 : Armv8 (AArch64) ; BERS : Linux

» Windows, macOS # Linux & ®J LA7E Docker AWS loT Greengrass BesHiz1T. BXE%

§8 , 128 the section called “ AWS loT Greengrass £ Docker B88H iz 1T

o Linux F& q LAE A Greengrass R AWS loT Greengrass BIiZ1TZheE B RRVARZR |, IZRE T

B Snapcraft k185, BXREZELR , S the section called “AWS loT Greengrass 1R F& %k

- BELTHA :

« £ 128 MB #EZ 2= B At AWS loT Greengrass B¢ B EH. MREEFEH OTA EFHL

=, NS /MEF 400 MB.
« DEi4 AWS loT Greengrass /O HHRIK 128 MB A7F,
* Linux A#ARZS :

« FEMEA Linux ABMRZ 4.4 HESMRA S BEZXHF AWS loT Greengrass £ & 81217,
« FEMFH Linux AR 3.17 ESRAT BEXIF AWS loT Greengrass %ﬁ%ﬁiﬁo "fd_:

WELEH |, Greengrass ARV ERIA Lambda BRI AL AMIEE RN L REE. BXRIRHA ,
Elthe section called “IE4A F1& & Lambda K ERIAB 2L,

- GNU C £ (glibc) K7k 2.14 BB,
o IRBE EMIMIFRE /var/run B,
« /dev/stdin. /dev/stdout # /dev/stderr XHSAETTAH,

o MTEIRE L5 AR EE R, BN , AWS loT Greengrass REEFE A -itnEHEFTZ

ERATIETT,
« BAEIRE EBRET Linux RIEEE
- WHZEME :
« CONFIG_IPC_NS
« CONFIG_UTS_NS
« CONFIG_USER_NS
« CONFIG_PID_NS
» Cgroups :
« CONFIG_CGROUP_DEVICE
« CONFIG_CGROUPS
« CONFIG_MEMCG

SROTERER A cgroups. EABEIEST AWS loT Greengrass Y , BEFHZUTER :
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- B A HER memory cgroup HL A AWS loT Greengrass i%& Lambda BEZKEY A
TR

- MREAEERMFEFRIGRNRA Lambda BEEITFF & 0R8% LB AWS loT Greengrass
X, MBS A HREIRE cgroup.

- Hith:
« CONFIG_POSIX_MQUEUE
« CONFIG_OVERLAY_FS
« CONFIG_HAVE_ARCH_SECCOMP_FILTER
« CONFIG_SECCOMP_FILTER
« CONFIG_KEYS
+ CONFIG_SECCOMP
« CONFIG_SHMEM

« Amazon S3 WIRIE$H AWS loT RMEE T REEFEFE P,
s BRUGHEZELTIE :

NGB EEARMIZITHY Lambda BNEPTER AWS Lambda ST RMEZIENE, FIERNEL
MBEFEERD EFHFME PATH REZEH, EFE %O LAIURRESNE,

- EATHEMA Python 2.7 Z1TETEIEEREY Python R 2.7,

- EAT A Node.js 6.10 iIZ1TETHIEEHY Node.js hRZS 6.10 B E S RA,
- BATEA Java 8 BITETHIBEEM Java kA 8 HE FIRA.

(OTA) EFHREEELLT shell fitover-the-air ( 772 BusyBox 4k ) :

* wget

* realpath
* tar

* readlink
* basename
* dirname
* pidof

- df

* grep

*HHFANEIEMouNnt 28
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* gzip
s mkdir
e Im

* 1n

* cut

e cat

Bx AWS loT Greengrass Bt#l ( FR#l ) WEER , iHSHEF M S ervice Q uotas Amazon Web
Services — &%,

BXEMEER , 55 AWS loT Greengrass E#H AWS loT Core EHo

AWS loT Greengrass T &

BHLERNLTERRERHATEH TS AWS loT Greengrass&E & £ AV 4

£

» AWS IloT Greengrass #& /U4

» AWS IloT Greengrass REBE#

« AWS loT Greengrass Docker % #

+ AWS loT Greengrass ZU0EBHGEF AT ES
. XEFNLEEF ] ETNAE

 AWS IoT Greengrass #1885 > SDK

AWS loT Greengrass &/ 8k 4

AWS loT Greengrass Core 3% AWS ZhaEdT B E| AWS loT Greengrass B/ % |, FEAR#IZ R EE
% R IE H £ Y B E# 1T AR i IR 1k,

v1.11
1.11.6

HiRIEE MG
« O T ARB R IE R ARMT R ATV IRE RES o

AWS loT Greengrass T £ 29


https://docs.aws.amazon.com/general/latest/gr/greengrass.html#limits_greengrass
https://aws.amazon.com/greengrass/pricing
https://aws.amazon.com/iot-core/pricing
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- BE T REERBIEMIR A LE AWS loT Greengrass Core 342 zh#Y 7 &,
- BETEREERTHFF R TEEEIZ O RE,
- BETREESREMTEEE . log WEIE,

1.11.5

HRIEE M

- EMtsEdH B REE.
1.11.4

HRIEE M

- BETEBEER[SHTEARE AWS loT Greengrass /O v1.11.3 BRI, MRIEF
AREESRNEESHI TR , WRERLER OTA EFRREMN v1.x lRAH C AWS loT
Greengrass ore B H %K E| v1.11.4,

- EAMRIHENEIREER,
1.11.3

HiRIGE MG

- {887 S Ubuntu %% ERIFIZITHY C AWS loT Greengrass ore B 1E1R & RAME T
1% LE 0 1 A9 [ /L

- BET—ANRE , ZRBSHE K E4EFN Lambda BEEEE MQTT JE S HIEER,

« BET—ANRE , ZRBTEH maxWorkItemCount EHIRB N AT 1024 BT EEBEIZE
MQTT JEE.,

c BET—/NRA , ZRBSH OTA EFRNREZE config. json B keepAlive BHFIEE
B MQTT KeepAlive B,

- BAMRIHENEIREER,

/A Important

NMRECHEAREESTRESHIRER , BAENRKREN vIx REALKE C AWS loT
Greengrass ore Ff v1.11.3, MREBRBREAEBEES , RMNBNBWELLE
BFTIRAH AWS loT Greengrass Core #4f.

1.11.1

HiREE Mo
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AWS IoT Greengrass FRARIERE , R 1
- BETSBREERERAFEREEANRE,
 18& 7 7 Greengrass &%/ iR & XA BT EIEIT time-to-livef& ER (TTL) REIEORTREY , EHE
EERSFERNFISEENNRE,
« BET—NEE , ZRBESBREERLTELERFLEEHZHFHES HE AWS Cloud.
1.11.0

#TheE -

 Greengrass &/ EHIENREBRERMZENBIEHFHEEAE, AWS CloudER FiEN HIE
LAt —H 408 | Z A LL8IE Amazon EventBridge MU HiTH Bir. BEXEZER |, H5
M AWS loT Greengrass &/ i% & WE RSz THRORIEN BIE

« ZRith HTTP API IR [E /3 37 9 A it TEHFR B9 H BIRSIRER AWS loT Greengrass, BXE
ZEE , BSREAXRMETRERE AP,

« REERSBNFEIES HE Amazon S3 H AWS loT SiteWise,

BN AEESSH , BUNEHUENRHAEEFIMELRES L.
« XEFERL EIE1T Python 3.8.x Lambda B,

- config.json AEE—NHH ggDaemonPort B , ATATFBE & Greengrass #1» IPC ¥
05, ERiAixOS5 8000,

config.json FEBE—NFH systemComponentAuthTimeout B , WA TEE
Greengrass %0 IPC S KIERY B AR, BRIAEA R 5000 ZE#.

« & AWS loT Greengrass 44 AWS loT 8 & & AKEEM 200 EINF 2500,

BANAMNITFEEE ERM 1000 EE 7 100000

BXEZEER , B55H AWS loT Greengrass i S M B E o

HiRiEE Mokt

« BHITTEHMI , TLARIK Greengrass RS HENWRNER AR,

- FNETREESEH (mountAllBlockDevices) /i Greengrass fEiRi& OverlayFS &
FABEERIMAERRZERIETSEF. WHEERRT /ust TE / BREM TS
Greengrass &b& &MY A&,

- BETMR/tmpRAFSHE , NS AWS loT Greengrass #% /0 MY 8] &L,

- EET —/NRIA , #F Greengrass EBBRE WM mlmodel_public XHKHBERAK BN
BFIERTH,

- EFMgEUUH B IRIEE.
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https://docs.aws.amazon.com/greengrass/v1/developerguide/telemetry.html
https://docs.aws.amazon.com/greengrass/v1/developerguide/health-check.html
https://docs.aws.amazon.com/general/latest/gr/greengrass.html
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E1£ AWS loT Greengrass #/0i& & L &% Core B , B TITHEA T ENEHANRERS (OS) W
2a  ARERR (AITER) PHSRH#TRE,

® Tip
AWS loT Greengrass &2t 7 A T %% C AWS loT Greengrass ore F {4/ H ik I,
fBlan |, BELAEA Greengrass R &R EXE B RN INEH ZRRHRAH Core B,
AWS loT Greengrass H#& , £ X8 Debian F A& L , {RATLUER APT Hi4H @B EEERE
R ALK AWS loT Greengrass Core ¥iff. BXEZER , 551 the section called “&
% AWS loT Greengrass B0 84

2R BRIERS B
Armv8 () AArch64 Linux T8
Armv8 () AArch64 Linux (OpenWrt) T
Armv7I Linux T
Armv7I Linux (OpenWrt) T
Armv6l Linux T8
x86_64 Linux TE

Extended life versions

1.10.5

v1.10 B IHEE -

- ATFAMAERERFBEINESHE AWS Cloud R EIESS, LIhEEEE Greengrass %
g% LK Java 8, BXEZER |, BSH EEHEER.

- AFEZIER EiZ1T Docker R FHIFT Greengrass Docker B R FEfBIE#ERS. X
EZER |, 55 the section called “Docker R AR FIE",

o —FEEYELM SiteWise EIZES , AT T W IRZHIEBMOPC-UARRE B A ETTHN AR
., AWS loT SiteWiseBEXEZEE , 57 the section called “YELM SiteWise”,
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https://d1onfpft10uf5o.cloudfront.net/greengrass-core/downloads/1.11.6/greengrass-linux-aarch64-1.11.6.tar.gz
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https://d1onfpft10uf5o.cloudfront.net/greengrass-core/downloads/1.11.6/greengrass-linux-x86-64-1.11.6.tar.gz
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o TEARBITARCWER TIZITH Lambda B AT LA [A] Greengrass A HIAEREI BIR. B

XEZEER |, i5S ¥ the section called “iFEIHLEEF S AR

* Support ¥ MQTT A1, AWS IoTEXEZEE. , S the section called “5 AWS

loT Corefd MQTT X H4E,

« AKith MQTT RERNET RN O 8883 LAY IR e 5. BXEZER , HZH the section

called “AFAH#EEW A MQTT iwA7,

« AWS loT Greengrass Core A X TE TP B EHFH queueFullPolicy %Il , AT ATE

& Lambda BREX AT SEb & AR EH B

o XEFERD LIZ1T Node.js 12.x Lambda B

RIRIEE MUt -
« Over-the-air ATLAEF OpenSSL 1.1 BiBEEEH T L ERINAEMN (OTA) EF.

B T BR e I R UE h N XY M BERAR,

- BETSEMEA Linux A% 5.1 RESRANIRE ERELERBAYRZ,

config.json FH)—#imgttOperationTimeout B , ATHESZEEN MQTT FiREX
A, ITFEMBUET REENERE, AWS loT Core

- BETSBREERNFEREE RN R,

config.json FEE—/NFM systemComponentAuthTimeout B , ETATEE
Greengrass &%/ IPC H 4 KR ERTETE. BRIAERTR 5000 .

BET—/NEE , ZEFESH OTA EMNRELE config. json B keepAlive BHHIEE
B MQTT KeepAlive B,

 BET —ANAEA | EZEES 3 maxWorkItemCount EHIEB RN KT 1024 BT EIEFAIE

MQTT JE R
BET —ARA , ZRES KGR EEFR Lambda E#EIE MQTT JHER HIIER,

- 88 7 S 3E Ubuntu %% EHRIEZITH C AWS loT Greengrass ore BAEEIR &R RANT BT

= 15 I R B9 =) &L
EH MR R IEE.,

E1E AWS loT Greengrass & /0% % L &% Core B , BT HEA T ENEMNRERS
(OS) e , REER (AIIER) TR RITERE,

2R BIERS B3
Armv8 () AArch64 Linux T8
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https://d1onfpft10uf5o.cloudfront.net/greengrass-core/downloads/1.10.5/greengrass-linux-aarch64-1.10.5.tar.gz
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22 BERS B

Armv8 () AArch64 Linux (OpenWrt) T8

Armv7I Linux T

Armv7I Linux (OpenWrt) T

Armv6l Linux TE

x86_64 Linux T8
1.94

AR 1.9 REYRTINEE

% Python 3.7 1 Node.js 8.10 Lambda =1T8Y, £/ Python 3.7 l Node.js 8.10 iZ1T B HY
Lambda BREINE AT LAFER B L1217, AWS loT Greengrass ( AWS loT Greengrass #4E%
¥ Python 2.7 #1 Node.js 6.10 2178, )

£1LT MQTT #E#2, Greengrass #/05 AWS loT Core 2 HEERR D, W TFEFIEER
AU 2% | LEE XA LARRIKIZE Ao

ERT A MQTT RSS2 E fhk (EC) %4, BRT RSA B2 , &Rttt MQTT RS ERiE
S EC B, (LRFBPRENM , MQTT RSEFIUEPEEE SHA-256 RSAXE, ) B
XEZER |, i3 the section called “B£ZEHE A,

Support fo OpenWrtr. AWS loT Greengrass &/ v1.9.2 B SRA AT AR EERA
Armv8 () AArch64 1 armv7L 28#3#9 OpenWrt % 1THR E. B &1, OpenWrt "X #F ML #
H,

% armv6L, AWS loT Greengrass #&/DE v1.9.3 RESMRA AT AL ETE armveL £ &
#9 Raspbian &Z1ThR Lt ( %l , 4 Raspberry Pi Zero i & £ )

OTA im0 443 £ ALPN #TEH. £AWwO 443 #1T MQTT REHR Greengrass
AZIMEZE (OTA) HHEH. over-the-air AWS loT Greengrass £ F 1 E M &
(ALPN) TLS ¥ BRI AXLERE, EXEZER , BSH AWS loT Greengrass /0 FAHEY
OTA E#1 Mthe section called “iBid i O 443 S MERIBH 1TEE

E1E AWS loT Greengrass #/10i& & E R % Core B4 , B THER TENEMMNIRERS
(0S) B a , RERRB (AITER) PSR TERE,
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https://d1onfpft10uf5o.cloudfront.net/greengrass-core/downloads/1.10.5/greengrass-openwrt-aarch64-1.10.5.tar.gz
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https://openwrt.org/
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&3 BRIERS B
Armv8 () AArch64 Linux T&
Armv8 () AArch64 Linux (OpenWrt) T&
Armv7I Linux T8
Armv7I Linux (OpenWrt) T
Armvel Linux T8
x86_64 Linux T
1.8.4
- FTIEE :

« YA Lambda R AEERIN BRI B G, X—HRFHREBER TFTIZ1T Lambda B

HBRIAPR, EBATLURERF ID M/sR4A ID. &4 Lambda BREAT A B = HANERIATFF]
5. BXEZELR , 1§54 the section called “HNAHFH Lambda E#hi& BE NGB &
1"

- BEIHO 443 B HTTPS Ji&. HTTPS BETUEE RN BEIIRO 443 ( MA2ERIAKO
8443 ) MITIE M, XM % T X MARDPIUMLE (ALPN) TLS ¥ EH AWS loT Greengrass
X4, HAWFIE Greengrass JHERE ( 23 MQTT M HTTPS ) fFAIwA 443, BXE
Z{ER , 55 H the section called “Eid % O 443 =M ERIBH1TIEEE S

- AT AR IDs AT AWS loT E#ENE ik, tESCRFEAX T AWS loT Device
Defender M AWS loT £ B SHNXZRE , Bt , B HERE., WFEE, TTHENR
RECHITASEHEZREN, NN GEETUERMNEREENEEE IDs (Hlln,
RIFIEPEELRITIRRENR ) . BXEZEER , i5ZH the section called “ IDs AT
MQTT E#HNE /s AWS loT",

HiREE Mo
- BETRFESNRZILEDEEREMEENRE,
- EAMRIHENEIREER,

E1£ AWS loT Greengrass B /0% % L &% Core B , BT HREA T ENEMNRERSE
(OS) W tra , REER (AITIER) FHTRITERIE,
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22 BERS B
Armv8 () AArch64 Linux T&
Armv7I Linux T8
x86_64 Linux T8

TEH BB EIR RIER ZEGreengrass Core 344 1F Al H1,

BXEIRZ ERE AWS loT Greengrass Core MW EMIETIHNEE. , 2 Hthe section called ‘&%
AWS loT Greengrass & /U4,

AWS loT Greengrass REB 4

AWS loT Greengrass snap 1.11.x E&EEB ERER{L AWS loT Greengrass S EF BT EEN 4D
DR B S ENKRRIUZE1TE RRAR.

(® Note

% AWS loT Greengrass R#EHF AWS loT Greengrass BE&E 4 v1.11.xc AWS loT
Greengrass &7 v1.10.x RHIRB, TEZXGEHNMEF2RIERIEERER
AWS loT Greengrass RBBF X FiE S MILEIES (ML) #HE,

BXEZEER , 55 H the section called “IRiEiE1T AWS loT Greengrass "o
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AWS £t T Dockerfile #1 Docker %% , WLRAIAE E M 7E Docker & 88 AWS loT Greengrass
E1T,

Dockerfile

Dockerfiles @& A THEBE X AWS loT Greengrass %‘r‘%ﬁ RENIRAB, IXREGHTER , N
ETRNFEAEH LETRRPDBREN KD, BXEHA , SR B R4,
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TE &/ B ¥R AWS loT Greengrass Core 4R,
v1.11
« EATF v1.11.6 B Dockerfile, AWS loT Greengrass

Extended life versions

v1.10

BT v1.10.5 B9 Dockerfile, AWS loT Greengrass
v1.9

ERATF v1.9.4 B9 Dockerfile, AWS loT Greengrass
v1.8

BT v1.8.1 B9 Dockerfile,  AWS loT Greengrass

Docker B {5

Docker &7 % Linux 2 (x86_64) # Alpine Linux ( x86_64, armv7L = ) BEatM&E L L& T
AWS loT Greengrass #/UOEAF AN, AArch64 & ] LA A A 2 K R &FF A =2 AWS loT

Greengrass,

/A Important

2022 £ 6 A 30 B , & AWS IoT Greengrass 43R 7 X & 10 2L & #h 58 4 A 25 E M &
(Amazon ECR) #1 Docker Hub B9 AWS loT Greengrass #& /U4 v1.x Docker 85 5 1Y 4t
. IBELASKEE M Amazon ECR # Docker Hub F#IX £ Docker B& , BEE 2023 & 6
B30 (B4 ER1FRF) Nk, B2, £2022 56 A 30 BEFLERE , AWS loT
Greengrass /U v1.x Docker BT BWEI L2 T HEIRIEE, WREBETHEF-
TERZHAMB TIXL Docker B , BAVBRIWEFEHIREA Dockerfiles ¥32 B 2 #9 Docker
B, AWS loT Greengrass EXEZELE , 25 AWS loT Greengrass Version 1 447
B,

M Docker Hub 3% Amazon Elastic Container Registry (Amazon ECR) # T £ i ¥ 2 B & .

« XF Docker Hub , A versiontr&E FHIFEMR M Greengrass Docker &%, EEHRFAEH
FEIIRE | i5E & Docker Hub £ Tags TWH,
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https://d1onfpft10uf5o.cloudfront.net/greengrass-core/downloads/1.11.6/aws-greengrass-docker-1.11.6.tar.gz
https://d1onfpft10uf5o.cloudfront.net/greengrass-core/downloads/1.10.5/aws-greengrass-docker-1.10.5.tar.gz
https://d1onfpft10uf5o.cloudfront.net/greengrass-core/downloads/1.9.4/aws-greengrass-docker-1.9.4.tar.gz
https://d1onfpft10uf5o.cloudfront.net/greengrass-core/downloads/1.8.1/aws-greengrass-docker-1.8.1.tar.gz
https://hub.docker.com/r/amazon/aws-iot-greengrass
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- &R Amazon ECR , i latest #sZ T & Greengrass Docker BUGHI & F W AR, B
KB AT ARG ARAFIM Amazon ECR THBRENEZFEE , ESHEAWS loT Greengrass 1£
Docker B2 FIZ1T,

/A Warning

M AWS loT Greengrass &0 v1.11.6 FF#8 , Greengrass Docker BT~ B a3 &

Python 2.7 , B3 Python 2.7 2F 2020 £# 1 , TEEREZLEM. end-of-lifetll RIFE

B EFNXL Docker Mg , RNBWEENENBBRESREZZA , ERIEINAEFR

T—IJ«Mﬁﬁﬁ%ﬁE’J Docker B, TR {E A Greengrass Docker BUERHI N FAFEFEE Python
, =] LU{& 2k Greengrass Dockerfile , A& R AT F &S Python 2.7,

AWS loT Greengrass 8 AWS loT Greengrass & E4 v1.11.1 4 Docker &%,

(® Note

ERINERT , alpine-aarch64 #l alpine-armv7]l BMEREEE T ARM BWEH L=E
7. E7E x86 TH LEBEITXLEMEG , LA LIRE QEMU HEEH EHEH QEMU E, 4l
m

docker run --rm --privileged multiarch/qemu-user-static --reset -p yes

AWS loT Greengrass 0BG F X TES

Lambda B ER AWS loT Greengrass & /DT X TEBERM S AWS IoT Greengrass & /Uit 1T
RE, XATEEEN Lambda BEIAIT :

- B MQTT JEE. AWS loT Core

5 Greengrass A WEREEE. B WmRENHEAM Lambda BEERR R MQTT JEE.
EXMEFRERE,

A A H AR A Lambda B

R ZEEA R IR

EREEHERE,
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https://www.qemu.org/
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MATEEAFEBIIESHFEAH AWS loT Greengrass Core SDK GitHub,

« AWS IloT Greengrass & A F Java %/ SDK
» AWS loT Greengrass Node.js B9#%/0» SDK

« AWS loT Greengrass & f T Python B9&/1x S
« AWS loT Greengrass & T C #9#/ SDK

BXEZEE , HSH AWS loT Greengrass /O AT &% T E S,

XEFHALERE S BT ME

=7 Greengrass B/ EITHE | BTN ML BRB KRB RREYFFISITRRE,

\

AWS loT Greengrass X#5A T ML AR B R, AIUAEAXLEEERERERNAANERLBNZEFE
BREETHHIENER.

« REFIE1TH (DLR)
+ MXNet

* TensorFlow

HlEe= > ROl

AWS loT Greengrass #eft T AT XX #HH ML ST FEN KB, XL RHFI7E Greengrass Core Fiff
LT &M,

Deep learning runtime (DLR)
THERATREZFERRA

« &M T Raspberry Pi # DLR R~
« NVIDIA Jetson By DLR Rl TX2
« ERATF Intel Atom B DLR R4l

BxFE A DLR REINHIE , F3Hthe section called “tn{afic E4E{L B HE5 5 ) #HE IR,

XEFHLERE BT A E 39


https://github.com/aws/aws-greengrass-core-sdk-java/
https://github.com/aws/aws-greengrass-core-sdk-js/
https://github.com/aws/aws-greengrass-core-sdk-python/
https://github.com/aws/aws-greengrass-core-sdk-c/
https://neo-ai-dlr.readthedocs.io/en/latest/install.html
https://mxnet.apache.org/get_started/?
https://www.tensorflow.org/install
https://greengrass-release-license.s3.us-west-2.amazonaws.com/greengrass-license-v1.pdf
https://greengrass-release-license.s3.us-west-2.amazonaws.com/greengrass-license-v1.pdf
https://d1onfpft10uf5o.cloudfront.net/greengrass-ml-samples/dlr/dlr-py3-armv7l.tar.gz
https://d1onfpft10uf5o.cloudfront.net/greengrass-ml-samples/dlr/dlr-py3-aarch64.tar.gz
https://d1onfpft10uf5o.cloudfront.net/greengrass-ml-samples/dlr/dlr-py3-x86_64.tar.gz
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MXNet
TREATREFANORA -

« MXNet i ERAYREA
« MXNet NVIDIA Jetson B4 TX2
« MXNet Z457R )% 3 Y R 51

BAFEHIZ MXNet ROIZIE |, FSHthe section called “tN{A L BA25 5 ) #HEE”,

TensorFlow

TEHEATERZTAEMN Tensorflow Rl. BtRFIER T Raspberry Pi, NVIDIA Jetson TX2 Fl%#
BRED

AWS loT Greengrass #2823 SDK #4

AWS loT Greengrass Machine Learning 4 E# Lambda BERRER EA A b2 IR | HfF
BIERIEE ML RIREESR AT AR,

v1.1.0

 Python 3.7,

v1.0.0

« Python 2.7,

BIMNFETEEERFEI

BB BB MR, BEBRRBA] , BRI AWS re:Post H R AWS loT Greengrass #r&,

Z % AWS loT Greengrass /U E4F

AWS loT Greengrass Core ¥#1F AWS Zhaed B E| AWS IoT Greengrass /O g% , (£ H#1R % BE
BARYE H 4 Y BAR# 1T AR R 4E,

AWS loT Greengrass #1255 SDK ## 40


https://d1onfpft10uf5o.cloudfront.net/greengrass-ml-samples/mxnet/mxnet-py3-armv7l.tar.gz
https://d1onfpft10uf5o.cloudfront.net/greengrass-ml-samples/mxnet/mxnet-py3-aarch64.tar.gz
https://d1onfpft10uf5o.cloudfront.net/greengrass-ml-samples/mxnet/mxnet-py3-x86_64.tar.gz
https://d1onfpft10uf5o.cloudfront.net/greengrass-ml-samples/tf/tf-py3.tar.gz
https://d1onfpft10uf5o.cloudfront.net/greengrass-ml-sdk/downloads/python/3.7/greengrass-machine-learning-python-sdk-1.1.0.tar.gz
https://d1onfpft10uf5o.cloudfront.net/greengrass-ml-sdk/downloads/python/2.7/greengrass-machine-learning-python-sdk-1.0.0.tar.gz
https://repost.aws/
https://repost.aws/tags/TA4ckIed1sR4enZBey29rKTg/aws-io-t-greengrass
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AWS loT Greengrass it 7 JL/N& % AWS loT Greengrass /0 HHHYEIR -

o TEHMBES tar.gz X
« J&17 Greengrass IR &R BHIA,
« )\ APT FHEEZ R,

AWS loT Greengrass &2t 773217 C AWS loT Greengrass ore B4 B ES{LIRE,

« AWS loT Greengrass £ Docker BEFFIE1T-
« RIFEIZIT AWS loT Greengrasse

T & HMEE AWS loT Greengrass /U0

NIEWFE B IEFE AWS loT Greengrass & H M | FHEAERN tar.gz X THEHRERIELNREZ L, &
A THBRENRFRE. BXEZEER |, {55 M the section called “AWS loT Greengrass 1%/
.

&1T Greengrass R & iR BRI A

1Z1T Greengrass IR R ZEEF KA ELRRIRE , BRI AWS loT Greengrass S #THI Core MRS |
HEJLDHAEBE Hello World Lambda B, BXREZEL , iS5 H the section called “BRIEA[T :
Greengrass 8 & ZEERF.

M APT ZfEEEZ % AWS loT Greengrass /U4

/A Important

B 2022 %2 A 11 B, BTLEBEM APT EEEZREREH AWS loT Greengrass /0K
. TERD AWS loT Greengrass FEFERNIEE L, DANKRIIFZPBERIFMEE. M APT
BHESTZHRHNREZSFREEEER, RINBWEER tar X EH AWS loT Greengrass
Core B,

TEHBES tar.gz X H 41
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REH APT 176 E AWS loT Greengrass BIEULTHRHS :

- aws-iot-greengrass-core. &% AWS loT Greengrass &/

« aws-iot-greengrass-keyring, TEATIRHBFHEEHITIEEMN GnuPG (GPG) B4,
AWS loT Greengrass

T HEIR RIER ZEGreengrass Core 34 1F Al 1

£}

« £/ systemd BIAE I Greengrass ST 2 £ /A H
- £/ APT 12 EHIE AWS loT Greengrass /U4
« BBR AWS loT Greengrass &/ Ei 4 174 FE SRR

£ systemd BIZNEE Greengrass SFIEFE B EAH

Zaws-iot-greengrass-core R BELET AT EE AWS loT Greengrass B UHH ( FHE
F) £% AN systemd 7R,

- BiE5|S3BHFE3 Greengrass STHREF , BHITUTRIE

systemctl enable greengrass.service

« E33) Greengrass SFHERF , BHITUTRE :

systemctl start greengrass.service

« E{Z1t Greengrass TR , BHRITUTRE,

systemctl stop greengrass.service

- ERE Greengrass TFHEFIVIRE , BIITUTIRE :

systemctl status greengrass.service

M APT ZiEER S

42


https://greengrass-release-license.s3.us-west-2.amazonaws.com/greengrass-license-v1.pdf
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/A APT 1265 E HEk AWS loT Greengrass &/ &4

EN& AWS IoT Greengrass & /U E T |, A UL R AR B & Z MR AWS loT Greengrass #/0DEHH
BEEFE , flIgFiEH., AEEMBEH,

H% AWS loT Greengrass OB HREBHREEE

o BT TS LAMER AWS loT Greengrass &R HBIHFEEFE ERBE/greengrass R
H,

sudo apt remove aws-iot-greengrass-core aws-iot-greengrass-keyring

EHE AWS loT Greengrass #&Z/UE 4 H I BRELEE R

1. BITHUTHSHBER AWS loT Greengrass #&/UE 42 H M HIBRECE E S /greengrass
folder,

sudo apt purge aws-iot-greengrass-core aws-iot-greengrass-keyring

2. MEKRIRFIFZAPBER AWS loT Greengrass M OHHGF#E. BXEZER , BSH B AWS loT
Greengrass &/ AT EXRIR.

¥ AWS loT Greengrass /0844176 FE KR

UIETBEEMN APT FHEPLZEREH AWS loT Greengrass /O E4FRT |, a7 LAMIBR AWS loT
Greengrass OB EHERER, 2022 F£2 B 11 B2E , BARNEHEENKRIRFEBER , L&
£i21T apt update BFH4E,

MEKIRFIFR P MBR APT FiEE
o BT T @S AWS loT Greengrass #& /O E 44174 FE MR 51 2R A 1 BR o

sudo rm /etc/apt/sources.list.d/greengrass.list
sudo apt update

M APT FHEEER R 43
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AWS loT Greengrass 7£ Docker B2 IE1T

AWS loT Greengrass 2% T Dockerfile 1 Docker 4% , LRI LLE R ¥ 7E Docker BEFHIZ
AWS loT Greengrass %0, BXEZEER |, iS5 the section called “AWS loT Greengrass
Docker 4",

(® Note
BT LATE Greengrass #/[0M% & £i21T Docker AR, Ak , RifEA Greengrass Docker
N AEFEEEERS.

HRIEIZ 1T AWS loT Greengrass

AWS loT Greengrass snap 1.11.x £ B E AL AWS loT Greengrass FEF B EREN 4D
R FE S ENKRBIUZ1TE RRAH

2023F12H318 , AWS loT Greengrass f$4 R 7Esnapcraft.io L & H) AWS loT Greengrass #%/Un 3K
FFHJiZM 11.x SnapBI 4, HANETT Snap NIRBNEEBRETFEZE , EESTEH. B2 , 4
Z£3RE , AWS loT Greengrass #/U Snap FARBREIZLINT REIRIEE.,

Snap .=

THESRT —LEAKW Snap B, TIEHBIR T MR AWS loT Greengrass Snap :

Channel

—N Snap A , BT ENZEBMRAM snap HIRFEEFH ., Snap 2SEFEHE YHEMEN &
AR,

&0
—A Snap A , AFRFAMENAF XHSRFEOHRARR,

=117 AWS loT Greengrass 1R , BAUEENAT#EO, HEE , B EKERE greengrass-
support-no-container , #HREBERITERE,

- greengrass-support-no-container

AWS loT Greengrass #£ Docker BEgHIE1T 44


https://snapcraft.io/aws-iot-greengrass
https://snapcraft.io/aws-iot-greengrass
https://snapcraft.io/docs/channels
https://snapcraft.io/docs/interface-management

AWS loT Greengrass FRARIERE , A1

- hardware-observe
- home-for-hooks

- hugepages-control
- log-observe

- mount-observe

- network

- network-bind

- network-control

- process-control

- system-observe

HftrE O R Tk, MREH Lambda BBEBHAREHER , N T EBEEFMEMNED,
ik}

Snap 2B EH. snapd HEFIEFZ Snap BEES , RINNERREFTHR., BREH
REMA—IRRHF. SRFRER K HEFPREFQEL , B8 Snap 28# , ARHETFER
BEHE,

BXEZEER |, iBSR Snapcraft Mk,
s AWS loT Greengrass nap v1.11.x B ETi8h&E

LLTRABENEBT AWS loT Greengrass Snap iRAS 1.11.x FHIEHE M E LA ThEE,

o MWIRAXEZEL snap_daemon AF , EEIMAAF ID (UID) F4A (GID) 584788 I
o AN ZFIER LY Lambda B %,

/A Important
AT IR Lambda MBS K ZR —NAF (snap_daemon) , Et Lambda BIE{K
W EEERE. BXEZER , FSRMEALASENE EEF Greengrass Lambda B ¥k
HIRAT .

o MRRAXZHF C, C++, Java 8. Node.js 12.x, Python 2.7, Python 3.7 Hl Python 3.8 1178,

(® Note
R T Python Z1TRI TR , Python 3.7 Lambda BAEkSERR iz 1THI 2 Python 3.8 i&1T
B,
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https://snapcraft.io/docs/managing-updates
https://snapcraft.io/
https://docs.aws.amazon.com/greengrass/v1/developerguide/lambda-group-config.html
https://docs.aws.amazon.com/greengrass/v1/developerguide/lambda-group-config.html
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Fea{ERA s AWS loT Greengrass nap

DT HZRAIBYEEIRE L REMBE AWS loT Greengrass snap.
=R
=17 AWS loT Greengrass RER | A ITATIRE -

o FEXFEH Linux £1THRE AWS IoT Greengrass fRi&iz1T , fl#0 Ubuntu, Linux Mint, Debian
Fedora,

. EERMIEE R snapd #ESTHRERF. snapd HESFHFEFEE snap TE , JAXRERLEZ L
# Snap ®iE,

BXRIZEFH Linux KITRIIRF LI , FS5 Snap XHEFH L3 snapd.
ZEHBLE AWS loT Greengrass R ER

DT#HEOERR T MMAEIRE ELRERMBEE AWS loT Greengrass snap.

(® Note

- REAHEFHILD# EC2 354 ( x86 t2.micro Ubuntu 20.04 ) , {BYRA] LAE Y IR0 4
( Hl40 Raspberry Pi ) i24T AWS loT Greengrass R &,

« snapd #EFHEFEMALETRE Ubuntu £,

1. BEFEREFNKIRPETUTHSREE corel8 snap :

sudo snap install corel8

corel8 Snap R —f &t Snap , AEITRMRRMHE TEAMNE. 1tk Snap & T Ubuntu 18. 04
LTS #9E#1,

2. BUETUTHSRAL snapd :

sudo snap install --channel=edge snapd; sudo snap refresh --channel=edge snapd

3. EfTsnap list@TUKREREBLET s AWS loT Greengrass nap.
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https://snapcraft.io/docs/installing-snapd
https://snapcraft.io/docs/base-snaps
http://releases.ubuntu.com/18.04/
http://releases.ubuntu.com/18.04/
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LR R RE R snapd EAL %% | {8 aws-iot-greengrass MARZE,

Name Version Rev Tracking Publisher Notes
amazon-ssm-agent 3.0.161.0 2996  latest/stable/.. aws# classic
core 16-2.48 10444 latest/stable canonical# core
corel8 20200929 1932 latest/stable canonical# base
1xd 4.0.4 18150 4.0/stable/.. canonical# -

snapd 2.48+git548.9929ccfb 10526 1latest/edge canonical# snapd

4. EBRLTEIZ —KZ% s AWS loT Greengrass nap 1.11.Xo

« EZR% s AWS loT Greengrass nap , IHETUTH T :

sudo snap install aws-iot-greengrass

I R

aws-iot-greengrass 1.11.5 from Amazon Web Services (aws) installed

« EMNBEHRAEBE VI M X REFNSFTH TR TRAR , BEITUTHS

sudo snap refresh --channel=1.11.x aws-iot-greengrass

SHMIRB—F , AWS loT Greengrass REFEAMEREERXERA, Snap 2B EMEZHHE
STER ST A AR, Hlin , MREIEE--channel=1.11.x , MK AWS loT Greengrass R
R EHHE v1.11.5,

YRATLAE{Tsnap info aws-iot-greengrasstn & RIREVA] ASMER 5|k AWS loT

Greengrass,
@ RL
name: aws-iot-greengrass
summary: AWS supported software that extends cloud capabilities to local devices.

publisher: Amazon Web Services (aws#)

store-url: https://snapcraft.io/aws-iot-greengrass

contact: https://repost.aws/tags/TA4ckIedlsR4enZBey29rKTg/aws-io-t-greengrass
license: Proprietary

description: |
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AWS IoT Greengrass seamlessly extends AWS onto edge devices so they can act
locally on the data

they generate, while still using the cloud for management, analytics, and durable
storage.

AWS IoT Greenrgrass snap v1.11.0 enables you to run a limited version of AWS IoT
Greengrass with

all necessary dependencies in a containerized environment.

The AWS IoT Greengrass snap doesn't support connectors and machine learning (ML)
inference.

By downloading this software you agree to the Greengrass Core Software License
Agreement

(https://s3-us-west-2.amazonaws.com/greengrass-release-license/greengrass-
license-vl.pdf).

For more information, see Run AWS IoT Greengrass in a snap

(https://docs.aws.amazon.com/greengrass/latest/developerguide/install-
ggc.html#gg-snap-support) in

the AWS IoT Greengrass Developer.

If you need help, try the AWS IoT Greengrass tag on AWS re:Post

(https://repost.aws/tags/TA4ckIedlsR4enZBey29rKTg/aws-io-t-greengrass) or connect
with an AWS IQ expert

(https://iq.aws.amazon.com/services/aws/greengrass).
snap-id: SRDuhPJGj4XPxFNNZQKOTVURAp@wxKnd

channels:
latest/stable: 1.11.3 2021-06-15 (59) 111MB -
latest/candidate: 1.11.3 2021-06-14 (59) 111MB -
latest/beta: 1.11.3 2021-06-14 (59) 111MB -
latest/edge: 1.11.3 2021-06-14 (59) 111MB -
1.11.x/stable: 1.11.3 2021-06-15 (59) 111MB -
1.11.x/candidate: 1.11.3 2021-06-15 (59) 111MB -
1.11.x/beta: 1.11.3 2021-06-15 (59) 111MB -
1.11.x/edge: 1.11.3 2021-06-15 (59) 111MB -

5. Ei5E Lambda RBFIENBERR , B LUERER H4b#EEO,

BITLT @R BA3REL s AWS loT Greengrass nap X#EFHEO 5k :
snap connections aws-iot-greengrass
A5 R

Interface Plug Slot
Notes
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camera aws-iot-greengrass:camera -
dvb aws-iot-greengrass:dvb -
gpio aws-iot-greengrass:gpio -
gpio-memory-control aws-iot-greengrass:gpio-memory-control -
greengrass-support aws-iot-greengrass:greengrass-support-no-container
:greengrass-support -
hardware-observe aws-iot-greengrass:hardware-observe
:hardware-observe manual
hardware-random-control aws-iot-greengrass:hardware-random-control -
home aws-iot-greengrass:home-for-greengrassd -
home aws-iot-greengrass:home-for-hooks :home
manual
hugepages-control aws-iot-greengrass:hugepages-control
:hugepages-control manual
i2c aws-iot-greengrass:i2c -
iio aws-iot-greengrass:iio -
joystick aws-iot-greengrass:joystick -
log-observe aws-iot-greengrass:log-observe :log-
observe manual
mount-observe aws-iot-greengrass:mount-observe
:mount-observe manual
network aws-iot-greengrass:network
:network -
network-bind aws-iot-greengrass:network-bind
:network-bind -
network-control aws-iot-greengrass:network-control
:network-control -
opengl aws-iot-greengrass:opengl
:opengl =
optical-drive aws-iot-greengrass:optical-drive
:optical-drive -
process-control aws-iot-greengrass:process-control
:process-control -
raw-usb aws-iot-greengrass:raw-usb -
RIBZ 1T AWS loT Greengrass 49
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removable-media aws-iot-greengrass:removable-media -
serial-port ) aws-iot-greengrass:serial-port -
spi ) aws-iot-greengrass:spi -
system-observe ) aws-iot-greengrass:system-observe

:system-observe -

WRIETE Slot FIFBEREFHR (-) , MRTFHENEDEREE,

6. IREBZIE AWS loT Greengrass B/OBERBIE AWS loT E¥). Greengrass 4. X#F AWS loT
Ee#HTREBENZERRUK AWS loT Greengrass O EBHE B X, BB X424
Econfig.jsonT Greengrass OWEE , fIINEHXHNUENRZHIE RS . AWS loT

® Note
MBEF A TRHBEMIRE | BFEBU SRR AHZHE AWS loT Greengrass #& /4R
#o

7. XF AWS IoT Greengrass fRER , FE5AEHT ¢ onfig.json X , TR :

« FicertificateIdBNSRHIEHRNUEH M EZ A AR ARFHIIES ID,

« MRETHEKNLSEHR CA EBARRETF Amazon & CA 1iEH , B
AmazonRootCAL. pemBNKBIFR N LS # 4R CA XHHE K.

{
"crypto" : {
"principals" : {
"SecretsManager" : {
"privateKeyPath" : "file:///snap/aws-iot-greengrass/current/greengrass/
certs/certificateId-private.pem.keyy"
.
"IoTCertificate" : {
"privateKeyPath" : "file:///snap/aws-iot-greengrass/current/greengrass/
certs/certificateId-private.pem.key",
"certificatePath" : "file:///snap/aws-iot-greengrass/current/greengrass/
certs/certificatelId-certificate.pem.crt"
}
3,
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"caPath" : "file:///snap/aws-iot-greengrass/current/greengrass/

certs/AmazonRootCAl.pem"

}I

"writeDirectory": "/var/snap/aws-iot-greengrass/current/ggc-write-directory",
"pidFileDirectory": "/var/snap/aws-iot-greengrass/current/pidFileDirectory"

}

8. BT THTRRFMEN AWS loT Greengrass ilf 5 F &R B T4 :

sudo snap set aws-iot-greengrass gg-certs=/home/ubuntu/my-certs

EBE
AT

Al

Lambda B %k

NAWMAFEFEEN Lambda BEEEEE E| AWS loT Greengrass Snap £,

mportant

AWS loT Greengrass snap v1.11 XX FFARER{LH Lambda B,

1. BT TS E3 AWS loT Greengrass SFHEF :

sudo snap start aws-iot-greengrass

5 R

Started.

@ Note

MEEFREIR , BOLUEA snap run S RREBIFANEIRES . BXREIWEHRNE
ZEER 15%'*@%%1% C TEPRATUATRES : -5 snap ” BIBRSS ["greengrassd"] iz 1TIRSS
P “start” ( [start aws-iot-greengrass snap. aws-iot-greengrass.greengrassd.service]
KW, IBHIRZS 1 : Job for snaps aws-iot greengrass greengrassd.service %k

W, AR EFHER N HIHEIRKB. BZH “systemctl KRR, aws-iot-

greengrass.greengrassd.service” #l “journalctl-xe” THRES. )o

2. BITUTEHS , UMBAHEBETHPREFERET

PRIEZIT A
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snap services aws-iot-greengrass.greengrassd

I R

Service Startup Current Notes
aws-iot-greengrass.greengrassd disabled active -

WREBER 3 (139 ) : AWS loT Greengrass E#Y Lambda BRI AR |, FrEAGIZ MR
Hello World Lambda B %k, {E1EEE Lambda B¥Z 8l , BATH TEHEX—%.

HRIEH Lambda BEBUA snap_daemon AR BB ELRBRIER T1E1T. EE#H Greengrass &
HIRE |, BEEHASPMITUTRE . AWS loT Greengrass

a. &3 AWS loT Greengrass 2#l&

b. 7£ AWS loT #HASMEERNEERT , B Greengrass 8% , REEFREFAH (V1).
£ Greengrass 4T , &E B #rd,

d THEREERNELNSMERD , EE Lambda EBUET<.

e. TERRIA Lambda BEBUZITRIIMET |, EE&RE , RARWMITUTRE !

o

i. ERARSAFPMAS , ERHEMAF IDA D, AEERSHF D (BF ) NRG4
ID ( ¥ ) F &% A 584788,

i. XFERIA Lambda EEASRL , BEBELRES.
ii. ERRE

{Z1E AWS loT Greengrass SF 12 F

BT LMER snap stop R RELRS

E= 1 AWS loT Greengrass ST REF |, BT T
sudo snap stop aws-iot-greengrass

DA

n S MIRE Stopped..

ERERERINELT Snap , FETUTHT :

snap services aws-iot-greengrass.greengrassd

HIRZIT AWS loT Greengrass
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AWS loT Greengrass FRARIERE , A1

B IR R

Service Startup Current Notes
aws-iot-greengrass.greengrassd disabled inactive -

HE HRE AWS loT Greengrass

E %] s AWS loT Greengrass nap , HETUTHH :

sudo snap remove aws-iot-greengrass

B R

aws-iot-greengrass removed

3t AWS loT Greengrass R B8 3 17 # FE HEBR
F AL TE B REBBIEER AWS loT Greengrass RER A&,
W B PR 4 HE 48 45

BRAR  NRHBIELERNERBERRDED, NERAEONFIRIFANKEHERESR , &£
LAfER snappy-debug T &,

BITATHTRERZLE,

/

sudo snap install snappy-debug

I R

snappy-debug 0.36-snapd2.45.1 from Canonical# installed

I WL IRREDIZT sudo snappy-debug 5. ZREN —BEFEDHIMNREIELLE RN
1k,

flan |, fNR Lambda E#E=iREE $HOME B RPN H |, BRI BRI TIEA

INFO: Following '/var/log/syslog'. If have dropped messages, use:
INFO: $ sudo journalctl --output=short --follow --all | sudo snappy-debug

RIEIZIT AWS loT Greengrass 53



AWS loT Greengrass FRARIERE , A1

kernel.printk_ratelimit = @

= AppArmor =

Time: Dec 6 04:48:26

Log: apparmor="DENIED" operation="mknod" profile="snap.aws-iot-greengrass.greengrassd"
name="/home/ubuntu/my-file.txt" pid=12345 comm="touch" requested_mask="c"
denied_mask="c" fsuid=0 ouid=0

File: /home/ubuntu/my-file.txt (write)

Suggestion:

* add 'home' to 'plugs'

RBIEREI2 /home/ubuntu/my-file.txt XHS BT NREIR, ©ERWEE plugs FHM
home, B2 , kBN HTEM. home-for-greengrassd #l home-for-hooks plug {R#EF RiE
DALY ES

BXEZEER , 55 Snap X snappy-debug Snap.

iR TERITULTES ;- snap “ BIBRSS ["greengrassd"] B1TRS &+ “start” ( [start aws-iot-
greengrass snap. aws-iot-greengrass.greengrassd.service] &M , IR HIRZ 1 : Job for snap. aws-
iot-greengrass.greengrassd.service XM , EREFI#HZR HA HIERRE, BESH “systemctl IR
AMRER”, aws-iot-greengrass.greengrassd.service” # “journalctl-xe” T f#i¥15. )

fRRF R : Hsnap start aws-iot-greengrass@ LR3I C AWS loT Greengrass ore ¥4
B, B2 B IR,

BEXRESHEHRER  BETUTHS

sudo snap run aws-iot-greengrass.greengrassd

RGIE R
Couldn't find /snap/aws-iot-greengrass/44/greengrass/config/config.json.

W RBIE R AWS loT Greengrass £ E|iZconfig. json3 ., EA LR & B B FIEH X4

Ivar/snap/aws-iot-greengrass/current/ggc-write-directory/packages/1.11.5/rootfs/merged 7~ ;& 48 X B& £

CUESECE 338

R : AWS loT Greengrass REBX X IFIEAER{LEY Lambda B, HRER Lambda BREETL
REERTET. BXEZEE , B2/ (AWS IoT Greengrass Version 1 FF & A RIERE) HHEE
Lambda BB AR 2R LT AT E BT,

RIEIZIT AWS loT Greengrass 54
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AWS loT Greengrass FRARIERE , A1

#1217 sudo snap refresh snapd i85 /g , snapd HEFHF BEFETEZEHE .

BRAR . RBHNLER 6 ZEHEE AWS loT Greengrass & ZF 8 ¥ AWS loT Greengrass iE$
MEE X INE AWS loT Greengrass tRERH,

7784 AWS loT Greengrass &/ R

FREIFRAHE AWS loT Greengrass Core FifFet , AISAF LI RENMRE, XFREBELHTHL
RINR , Bk , BRI AER —EH LN TR RE, XEFEERED HTEARERELERIENEF
PERR A

FHEEEREH TR

1. THEEAHRIIE AWS loT Greengrass Core B ZEEF o

2. [UBRFIEHDBIFRZORE . BXERINAEEXHNEE | BSRLESR,

(® Note
MiE , BRINNIED, BANEEXHEFIFN LR,

ERORELREmT , EUATSRPIETER
3. 1R Greengrass ST HBELNKINER LELE,

a. EREHETFEFRBLEREIT , BHITUTERSE
ps aux | grep -E 'greengrass.*daemon'

MRHHIZE root B /greengrass/ggc/packages/ggc-version/bin/daemon %
B, NxkrHETFFERFERZET,

(® Note
IR RERIZRE AWS loT Greengrass Core i B &% 7E/greengrass B %
H,

b. FIt #HEFTHFERF :

cd /greengrass/ggc/core/

RROBRHRET 55
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sudo ./greengrassd stop

4. JHYBT Greengrass IREZBEHME %,

sudo mv /greengrass /greengrass_backup

5. MHHNHHBERBZIER L, B SHPMos-architectureMversionG i fF,

sudo tar -zxvf greengrass-os-architecture-version.tar.gz -C /
6. FEFEHEIES, BRANEEXHEFIFNRE.

sudo cp /greengrass_backup/certs/* /greengrass/certs
sudo cp /greengrass_backup/config/* /greengrass/config

7. BITFHER:

cd /greengrass/ggc/core/
sudo ./greengrassd start

WE , BUURT-MERBRN TN RE, NREIAKE , EAUEREFENEER,
EREFENRE

1. FBLESFHPER.

2. MIBRFH /greengrass B

3. ¥ /greengrass_backup BF#E /greengrass,
4. BHRBFFREF.

BLEMA AWS loT Greengrass #%

AWS loT Greengrass /OB EIMER T L ELBIHMKRM AWS loT R (1RE ) . SHA
AWS loT &&—# , ARFEET EMERTS , EEREEF , AERRZIUEHNT AWS loT Core Mit4T
F 0 8UE AWS loT Greengrass. &/ &% 1217 AWS loT Greengrass Core i , IMEH AT IEE
Greengrass A At #HE | BFE. L FETMSEIR,

AWS loT Greengrass #& /U R LT IhEE :

o E#EA Lambda BBV ZBB M A #1Z1T

ELiE M AWS loT Greengrass # 56



AWS IoT Greengrass FRARIEE , BRA 1
- EAXRMGERER , HBE3SHE AWS Cloud.

FEREEITREI AR MEE RS, EESET Lambda B Z B#HTH MQTT JEE&Z,
FEREEITREIRE. EESE AWS loT # Lambda EEZ E# 1T MQTT 58 2%i%,
®&E5 AWS Cloud EARE & HRIEMBEN 2 AN L 2EE,

RENEE FEL. EFAERENES AWS CloudEF,

o WARMIREFERRNZEIFE,

- ATETAHEENSINSHSFIRENTE,

- FIRREEH X Greengrass MR ZHES) IP ik,

- EFNREFMVEARENETIE, THRERRER  RUOREFEIER.

« XYAFEMNH Lambda E## 1T & £ over-the-air (OTA) BHE#,

- RiWFANRTL, MBENFEAREZESRN Lambda BEE# TR Z2IGE,

AWS loT Greengrass #& /OB B X4
AWS loT Greengrass OB HHEE X R config. json, BN F /greengrass-root/config

B %,

(® Note

greengrass-rootz i~ C AWS loT Greengrass ore BRI E LN LZRKE, BF ,
IX;& /greengrass B,

MREER AWS loT Greengrass 1251 & PRIBRIAA CIZEED , Mconfig. jsonXH/FET
ERAH B & RE,

BALLETUATHTUERTZNHNAR

cat /greengrass-root/config/config.json

THEHR— config. json RfI3X . X2RM AWS loT Greengrass 2§ & 0 B 8%/ 4 BRI AR
,

GGC v1.11

{

AWS loT Greengrass /0Bt & 34 57



AWS loT Greengrass FRARER ,

"coreThing": {

"caPath": "root.ca.pem",

"certPath": "hash.cert.pem",

"keyPath": "hash.private.key",

"thingArn": "arn:partition:iot:region:account-id:thing/core-thing-name",
"iotHost": "host-prefix-ats.iot.region.amazonaws.com",

"ggHost": 'greengrass-ats.iot.region.amazonaws.com",

"keepAlive": 600,
"ggDaemonPort": 8000,
"systemComponentAuthTimeout": 5000
},
"runtime": {
"maxWorkItemCount": 1024,
"maxConcurrentLimit": 25,
"lruSize": 25,

"mountAllBlockDevices": "no",
"cgroup": {
"useSystemd": "yes"
}
I
"managedRespawn": false,
"crypto": {
"principals": {
"SecretsManager": {
"privateKeyPath": "file:///greengrass/certs/hash.private.key"
I
"IoTCertificate": {
"privateKeyPath": "file:///greengrass/certs/hash.private.key",
"certificatePath": "file:///greengrass/certs/hash.cert.pem"
}
},
"caPath": "file:///greengrass/certs/root.ca.pem"
},
"writeDirectory": "/var/snap/aws-iot-greengrass/current/ggc-write-directory",
"pidFileDirectory": "/var/snap/aws-iot-greengrass/current/pidFileDirectory"

config.json X#HXFUTEM :

coreThing

AWS loT Greengrass # /0Bl B X4



AWS loT Greengrass

FRARER , BRA 1

Field

caPath

certPath

keyPath

thingAzrn

iotHost

DU

AWS loT 18 CA #83¢
F/greengrass-root /
certs B ZMEE,

BB R AEPBAARF
/greengrass-root /
certs B XM BEZE,

BB BHANEX T
/greengrass-root /

certs B XHBREZE,

&3 AWS loT Greengrass #%
MR E I AWS loT Y14k L
O B IRE R (ARN)o

WY AWS loT LimT Ko

=

NTEEFHRE 1.7.0 ZBTHIIR
Ko H crypto WREFEER ,
ZE S 2R

(® Note

BRENKGKTRE
UE S A R

ATEERE 1.7.0 ZHHAR
X, H crypto NRFEH ,
ZE MR 2R

AT EERE 1.7.0 ZHHAR
A, H crypto NRFER ,
%R MR AR 2B

£ AWS loT Greengrass i
Al "N THZ1T CL aws
greengrass get-core-

definition-version
| A RERBHRON
ARN,

£ AWS loT #ZHIAH “i%
B’ TEE1T aws iot
describe-endpoint

--endpoint-type
iot:Data-ATS CLI s &3k
BERLRT Ko

&SRR E Amazon Trust
Services (ATS) &lwmT R B
XEZER , "EARSHES
U S,

AWS loT Greengrass /0Bt & 34


https://docs.aws.amazon.com/cli/latest/reference/greengrass/get-core-definition-version.html
https://docs.aws.amazon.com/cli/latest/reference/greengrass/get-core-definition-version.html
https://docs.aws.amazon.com/cli/latest/reference/greengrass/get-core-definition-version.html
https://docs.aws.amazon.com/cli/latest/reference/greengrass/get-core-definition-version.html
https://docs.aws.amazon.com/cli/latest/reference/iot/describe-endpoint.html
https://docs.aws.amazon.com/cli/latest/reference/iot/describe-endpoint.html
https://docs.aws.amazon.com/cli/latest/reference/iot/describe-endpoint.html
https://docs.aws.amazon.com/cli/latest/reference/iot/describe-endpoint.html
https://docs.aws.amazon.com/iot/latest/developerguide/server-authentication.html
https://docs.aws.amazon.com/iot/latest/developerguide/server-authentication.html

AWS loT Greengrass

FRARER , BRA 1

Field

ggHost

iotMqgttPort

iotHttpPort

&9 AWS loT Greengrass £
T R

ik, ATE MQTT BE/
AWS loTiwm A5,

ik, ATFEIZEE AWS loT
B HTTPS EEN iR O S,

=

(® Note

BRENKETRE
UE P REN Mo
BREN K5
AWS X1 3 B,

XK iotHost 4
wm R, HEVEIR
TR N greengras

s (flfN | greengras
s-ats.iot

. region.amazonaw
s.com ). EAEZ AWS
Xi% #EiotHosto

(@ Note

BRENKRETRE
EHE iﬂsﬁm
BREN KaE5
AWS l:ijsn‘}*o

BMEN 8883 H 443, ERiIA

fﬁﬂj 8883, BXEZEER ,
S B s O 443 MK

ﬁIEJ_ﬁJE?%o

BMENRN 8443 B 443, BRIA
fEﬂJ 8443, AXEZER ,

ZH Bl O 443 HME
ﬁﬁﬁ TEE

AWS loT Greengrass /0Bt & 34
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AWS loT Greengrass

FRARER , BRA 1

Field

ggMgttPort

ggHttpPort

keepAlive

networkProxy

mgttOperationTimeout

ggDaemonPort

DU

Titie AT BUAMRLERT
MQTT BRI S

Ak, AT OIZEE AWS loT
Greengrass R HTTPS
EENRAS,

A%, MQTT KeepAlive
AR (AR R EAL)o

Hik, — IR, EENLEE
EINRERS R

A%, S Greengrass &/
£5 AWS loT Corefy MQTT
EERTERAM. THEIEBUE
TR ER RS (AR R &

i),

A%k, Greengrass & IPC
Uz JNES

=

BREN 1024 F) 65535,
ZRIAE N 8883, BXEZE
B , 15/ the section called
“F T A E B R R MQTT

BMERN 8443 K 443, BRIA
BN 8443, BXEZER ,
BSH Bk O 443 A%
REFITIEE

BEREEE 30 2 1200 B2
H, BRINEN 600,

RERSERAUR HTTP , t
AR HTTPS, AXEZ(E
B, 5K BEiRO 443 K
W &R TEE.

MINER 5. H/IMENR 5o

LLE 1 AWS loT
Greengrass v1.11.0 RE S iR
PNl )

BRETE 1024 % 65535 2
B, RIAER 8000,

AWS loT Greengrass /0Bt & 34
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FRARER , BRA 1

Field

systemComponentAut
hTimeout

runtime

Field

maxWorkItemCount

maxConcurrentLimit

lruSize

mountAllBlockDevices

DU

A%, FfLiF Greengrass core
IPC 5T & 350 UE f BtR] (A
ERRENM)

EPU

Ali%, Greengrass SFHEF
— IR AT BAKLEBR H Bx K TAEIR
B, B LRGN ERGER
B o

THETMNSIRRSGHEE, AF
E X B Lambda BREUFNIE #2358

H=,

Ali%, Greengrass SFH'#2
FRRAENHEREE
Lambda TELENHRABE
o BAILMEE — N ENEHR
REBEEHSE

ik, M E&R/IME

maxConcurrentLimit o

A%, AWS loT Greengras
s 7EiR & OverlayFS /7 , foiF
FEANEESNMAERREE
BB BH=\P.

=

BT AWS loT
Greengrass v1.11.0 iE & iR
ApHH,

BM{ETE 500 F 5000 Z[H,
AIAER 50000

Y
EE

AMINER 1024, HEAEZR
EHEHRE,

it ESE M AWS loT
Greengrass FAMNNE, W
REFEROERKE MQTT
SHERE , WA SUEMtE.

HRINERN 25, &/MEH
lruSize &,

AINER 25,

LLEME AWS loT
Greengrass v1.11.0 RE S i
A EH,

BHENRN yes M no., EBINE
A no,

AWS loT Greengrass /0Bt & 34



AWS loT Greengrass

FRARER , BRA 1

Field

postStartHealthChe
ckTimeout

cgroup

useSystemd

crypto

A%, Greengrass SFHIEF
ERIEEFETRIARER
IR E ( AZRREBEANL) .

BERENREREER

systemd,

FE
WMREN /ust BEXRFTE/EB
REMZT |, BHLERERN
YE€So

ERINERTESE R 30 ¥
(30000 Z# ) ,

BMENRN yes H no, 1=
{Tcheck_ggc_dependen
cies R 1 K HIA
DEEENEZERBFEH

systemd,

crypto B8 —LEM , XEBEMEN PKCS # 11 MARAFH I FELHZTSER (HSM) £HY

MERAFH. AXESER

&2 [Rthe section called “Z£ZE 3 A", the section called “TEH4 %

EMERMEZALEI R D, XFXHFRE L HSMs IXHFREFNILAFREE,

FBR

caPath

PKCS11

DU

AWS loT 18 CA 4XY B,

#x

DA AT #& 2B S04
URI : file:///absolute/
path/to/file o

® Note
BRENKIRT S5

UEBRBEX M,

AWS loT Greengrass # /0Bl B X4
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AWS loT Greengrass

FRARER , BRA 1

F

OpenSSLEngine

P11Provider

slotLabel

slotUserPin

principals

IoTCertificate

IoTCertificate
.privateKeyPath

IoTCertificate
.certificatePath

DU

A[i%, OpenSSL 5% .so X
# ( BT OpenSSL L EH
PKCS # 11 X ) B4 XT3

4
%o

PKCS#11 k1Y libdl-loa
dable FERY 48 X B4R,

AT FRR B EIR BV FEIRE

ATFXEHRE Greengrass #%
DT H R AP PIN,

=
IR R ARG LAY ST RYBR

4
%,

R EFEH Greengrass OTA
EMRERINEGZLM
NtEERLEN. BXE
Z{EE , BZ M the section
called ‘Bt & OTA E#i's

IR R ARG LAY LRI BR

4
%,

MIFE PKCS # 11 FREM

-‘|-|-
o

MIMEH EBHINRT 8E
FEARENAEBANT
C_Sign,

%O AT 1 AWS loTR HiERIEBFABEFH,

BORE BANEE,

BARFIE PR L N B

NFXERGFH

PR A TR X

URI : file:///absolute/
path/to/file

T HSM Z6E |, 2T
EXNRIFZM RFC 7512
PKCS#11 B4R,

AR LA #& 2B S04
URI : file:///absolute/
path/to/file

AWS loT Greengrass /0Bt & 34
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AWS loT Greengrass

FRARER , BRA 1

F

MQTTServerCertific
ate

MQTTServerCertific
ate .privateKeyPath

SecretsManager

SecretsManager
.privateKeyPath

DU

=

ik, BONFEH MQTT BRFEB|[BMAXMFHIEBLESERAR

MREH,
Aty MQTT BRSS 220 B 4H
R BE AR

RFATHNENBREEZANLERR. AXESER

REAREI RO,

7 Secrets Manager FAE &
SARVERER,

ERALER A MQTT RS
FREEEEHCSHMEER.

NFXERGFH#

DR A TR X

URI : file:///absolute/
path/to/file

XF HSM F6E |, 2T
EXN RIFZM RFC 7512
PKCS#11 BB1%,

MRERUEYE , MRBEW
AWS loT Greengrass K3 i%
B ZEH, MREE , BF
AT RAFITRIR,

ESH

X% RSA B4,

NFXERGFH

DR AT R X

URI : file:///absolute/
path/to/file

XF HSM 776 |, HO24E
ENRIFEM RFC 7512
PKCS#11 B, HEHA
PKCS#1 v1.5 B HLHI 4 &K
HEZHA.

AWS loT Greengrass /0Bt & 34

65


https://tools.ietf.org/html/rfc7512
https://tools.ietf.org/html/rfc7512
https://tools.ietf.org/html/rfc7512
https://tools.ietf.org/html/rfc7512
https://tools.ietf.org/html/rfc2313

AWS loT Greengrass

FRARER , BRA 1

A EFBUTRERY :

Field

mgttMaxConnectionR
etryInterval

managedRespawn

writeDirectory

pidFileDirectory

Extended life versions

iR

[, £ MQTT ZE# M as
MR AREZEERER (BN
By),

A&, R OTA REEEHM
ZHREBITEEX AL,

A%, AWS loT Greengrass
BIEMER/ERRNEAER
o

A%, AWS loT Greengrass
FE#RE ID (PID) FiEEL B
* T

S
EE

MZEEENEFSER. A
AH 60,

BRERN true B false,
BEXEZEE , BESH AWS
loT Greengrass 1%/ 54 #Y
OTA E#f.

BXESEL , B3H R
ftiE 5 A B3 AWS loT
Greengrass.

ZRIAE R /var/Tun,

AR RRZA<HY AWS loT Greengrass Core BifF4 FIEKFEAF W B, HESRXHESE,

GGC v1.10

{
"coreThing" : {
"caPath" :
"certPath" :
"keyPath" :
"thingArn" :
"iotHost" :
"ggHost" :

"root.ca.pem",
"hash.cert.pem",

"hash.private.key",
"arn:partition:iot:region:account-id:thing/core-thing-name",

"systemComponentAuthTimeout": 5000

}I

"runtime" : {

"maxWorkItemCount" :

1024,

"host-prefix-ats.iot.region.amazonaws.com",
"greengrass-ats.iot.region.amazonaws.com",
"keepAlive" : 600,

AWS loT Greengrass /0Bt & 34
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AWS loT Greengrass

FRARER , BRA 1

"maxConcurrentLimit" : 25,
"lruSize": 25,
"cgroup" : {
"useSystemd" : "yes"
}
I

"managedRespawn" :

"crypto" : {
"principals" : {
"SecretsManager" : {
"privateKeyPath" :

1,

"IoTCertificate" : {
"privateKeyPath" :
"certificatePath" :

}

false,

I
"caPath" :

config.json X#HXFUTEM :

coreThing
Field iR
caPath AWS loT 1R CA #x¢
F/greengrass-root /
certsHRMEREZ,
certPath BAMR BB AEX T

/greengrass-root /
certs B RHEBRZ,

"file:///greengrass/certs/root.ca.pem"

"file:///greengrass/certs/hash.private.key"

"file:///greengrass/certs/hash.private.key",
"file:///greengrass/certs/hash.cert.pem"

#x

RNTEERE1.7.0 28K
WA, 3 crypto WREE
B, B 2R

(® Note

BRENZETLE
EPREN N,

RNTEERE 1.7.0 ZHH
RAS, ¥ crypto WRETE
B, ZE IS 2

AWS loT Greengrass /0Bt & 34
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AWS loT Greengrass

FRARER , BRA 1

Field

keyPath

thingAzrn

iotHost

DU

BOFAE B HNEX T
/greengrass-root /

certs B XHBREZR,

&3 AWS loT Greengrass
Mg E B AWS loT ¥148RY
I 5 3R B R (ARN),

W AWS loT LimT Ko

=

RNTEERE1.7.0 28K
WA, & crypto WREHE
B, B 2R

£ AWS loT Greengrass
HlEB ‘W& FTHIEIT CL

aws greengrass get-

core-definition-
version | MHREREHN
#ZOHY ARN,

£ AWS loT #ZHIA K “i%
B’ TEE1T aws iot
describe-endpoint

--endpoint-type
iot:Data-ATS CLI &3k
E?iégﬁﬁ:ﬁ_l\\\o

It 5B Bl Amazon Trust
Services (ATS) KimT =,
BXEZER , BSARS

2r & D I UIE 34,

(® Note

BRENKETRE
PSRBT Mo
BREN KRE5
AWS X35 3t R,

AWS loT Greengrass # /0Bl B X4
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FRARER , BRA 1

Field

ggHost

iotMgttPort

iotHttpPort

ggMgttPort

DU

&HB AWS loT Greengrass
LinT Ko

ik, ATE MQTT BER
AWS loTiwm A5,

Ak, AT EIZER AWS loT
M HTTPS EENKO S,

ik, FTEE A i 453t
T MQTT BENKO S,

=

X2 iotHost 4
wm R, HEVEIR
TR N greengras

s (it | greengras
s-ats.iot

. region.amazonaw
s.com ). EAEZ AWS
Xi% #HEiotHost,

(® Note

BRENEKETRE
PSRBT Mo
BREN K5
AWS X35 3t R,

BME RN 8883 T 443,
iMEﬂJ 8883, AXEZ(E
B EZR BYiwO 443 5
Xé’éﬁIEJ_ TEE,

BMER 8443 K 443, BR
NMER 8443, E?&E%E
B, EZH BYdisO 443 5
P 45 AR 2 3 1 n%?%o

BEMEN 1024 F| 65535,
ERINE N 8883, AXEZ
f§8 , B3 the section
called “A T ith )5 B R HY
MQTT %",
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AWS loT Greengrass

FRARER , BRA 1

Field

ggHttpPort

keepAlive

networkProxy

mgttOperationTimeo
ut

runtime

Field

maxWorkItemCount

maxConcurrentLimit

DU

A%, ATRIZES AWS loT
Greengrass fREH HTTPS
EENROS,

A%, MQTT KeepAlive
B (AR R4,

Hik, — IR, EEXE
EEFRRERS R,

Ak, foIF Greengrass #
DIEE AWS loT Corefy
MQTT EZEPTHKM.
TS BUE T F R ER B[]
(A REN),

DU

A[i%, Greengrass SFH1EF
— XA ARG BB Y B K LT
.o Tk BRI HY i R AF 4
2Bk

THEMBAYIRRGEEHH. A
FEMHK Lambda BEFE
EHRAZ,

A%, Greengrass P12
FRLAENHRREE
Lambda TELENR AR

=

BERER 8443 B 443, BR
NER 8443, BXEZE
£ ,#B5iH BdwO 443 5
R 48 4% TR 3 1T 2

BRCEETE 30 2 1200 B2
B, FINER 600,

RERS ] ALLE HTTP
WA R HTTPS, BXE%
B8, BSH BdixO 443
R R R IE AT IE S,

LB MM AWS loT
Greengrass v1.10.2 FF#a 1]
=8

AMINEN 5, &/IMEN 5,

Y
EE

AMINER 1024, HEAREZR
BHEHBRE,

Eintk{E <8 AWS loT
Greengrass £ AR 7o
MREBFERVERKE
MQTT HERE , WAL
hniE,

HRINERN 25, &R/MEH
lruSize &Y,
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AWS loT Greengrass FRARIERE , A1

Field iR EE
2, BAUEE-—NMNTEN
BBRBZLSH,

lruSize Ak, EXHHR/NME ERINE R 25,
maxConcurrentLimit

postStartHealthChe Ali%&, Greengrass SF#'#2 ERIAERTESE N 30 B

ckTimeout FEBEEFETRAR ( 30000 E#' ) .
EEKNE (ULAEZERRE
i),

cgroup

useSystemd ERENEZEREER BEMER yes B no, &
systemd, 1Tcheck_ggc_dependen

cies W 1 Y B
LEEENEREEEEH

systemd,

crypto

crypto @& —%EM , XEFMET PKCS # 11 MR RAFE I IFEH L 2ER (HSM) L
NIEZ4AFER, BXEZEEL |, {55 Mthe section called “B2ZFE A", the section called “T&
HLEZeHERFMHRBHBEZ D, XEXHRSE L HSMs I XHFREHNAPAFEEEE,

FE iR &x
caPath AWS loT 18 CA B4 XY & AR LA #& 30 B S04
=, URI : file:///absolute/

path/to/file
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AWS loT Greengrass

FRARER , BRA 1

F

PKCS11

OpenSSLEngine

P11Provider

slotLabel

slotUserPin

principals

IoTCertificate

Ali%, OpenSSL 5% .so
X# ( AT OpenSSL L
BRI PKCS # 11 %13 ) 94
pOf N

PKCS#11 kK& libdl-loa
dable R4 X3 IR 4%

AT RREAE R ER
%,

A TFIIHERH Greengras
s %OHITH ORI AR
PIN,

=

® Note

BREN AT A5
KA R,

J\nzjﬁ:%abtm I'ﬁ:m
Eﬁ‘f:to

R EFEA Greengrass
OTA EF R ERLIMEH L
£t NtEMERLEN,
BEXEZER , 55H the
section called “Eii& OTA &
o

J\nzjﬁ:%abtm I'ﬁ:m
Eﬁ‘f:to

DG PKCS # 11 FrZH
o

BEZBHNRS 8
Eﬁmﬁmﬂﬁﬁﬁmﬁ
C_Sign,

BT E AWS loTR HiEREIEB MR B EN.
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AWS loT Greengrass

FRARER , BRA 1

F

IoTCertificate
.privateKeyPath

IoTCertificate
.certificatePath

MQTTServerCertific
ate

MQTTServerCertific
ate .privatek
eyPath

SecretsManager

DU

BORE BANEE,

BONRFIE LT B R,

=

NFXERGFH

PR AT B X

URI : file:///absolute/
path/to/file

F HSM 176 , MRS
EXNRIRZM RFC 7512
PKCS#11 B&1%,

DA BA T #& 2 B S04
URI : file:///absolute/
path/to/file

Wik, BONFEE MQTT BRS 2R M X M HiE H 455 5 A

HFE R4,
A MQTT RS 25 FAE % 4A
HIBR#R,

EALER AR MQTT RS
SREELECHARBEER.

NFXERGFH

IR AT X

URI: file:///absolute/
path/to/file o

XIF HSM =% , BRI
EXRIFER RFC 7512
PKCS#11 B4R,

MRERUEY , MRER
# AWS loT Greengrass HE
HiRBERERA. WRE
E, BEFRARXNZBART
Bk,

REFRATNENBEZANLEEZER. BXEZER 5

53 REZAREE KD
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FRARER , BRA 1

F

SecretsManager
.privateKeyPath

o BREFEUTERERY !

Field

mgttMaxConnectionR
etryInterval

managedRespawn

writeDirectory

GGC v1.9

{

"coreThing" : {
"caPath" :

DU

A #h Secrets Manager A8
R KR,

DU

Ak, £ MQTT EH M T e
MEREZERRER (LB
NEHL) .

A%, IER OTA REEFEH
2B EEZTEENRE,

A%, AWS loT Greengras
s BIEFTB IR/ ERFENEA
B %,

"root.ca.pem",

=
= #F RSA B4,

NFXERGFH
N 5= OB

URI : file:///absolute/
path/to/file o

1 F HSM 4 | BARIE
Xt R AR & RFC 7512
PKCS#11 B&1&, fER
PKCS#1 v1.5 1B HL &l & 5K
B EH.

S
EE

RMZEEENEFSEBHY,
AIAA 60,

BRERN true B false,
BEXEZEER , S AWS
loT Greengrass /O 4 HY
OTA E#1,

BXESEL  #H3A N
BEE A B3 AWS loT
Greengrass.
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AWS loT Greengrass FRARIERE , A1
"certPath" : "hash.cert.pem",
"keyPath" : "hash.private.key",
"thingArn" : "arn:partition:iot:region:account-id:thing/core-thing-name",
"iotHost" : "host-prefix-ats.iot.region.amazonaws.com",
""ggHost" : "greengrass-ats.iot.region.amazonaws.com",
"keepAlive" : 600
},
"runtime" : {
"cgroup" : {
"useSystemd" : "yes"
}
I
"managedRespawn" : false,
"crypto" : {
"principals" : {
"SecretsManager" : {
"privateKeyPath" : "file:///greengrass/certs/hash.private.key"
I
"IoTCertificate" : {
"privateKeyPath" : "file:///greengrass/certs/hash.private.key",
"certificatePath" : "file:///greengrass/certs/hash.cert.pem"
}
},
"caPath" : "file:///greengrass/certs/root.ca.pem"
}
}
config.json X#HXHFHUTEMY :
coreThing
Field iR %x
caPath AWS loT 48 CA Xt ATEERE 1.7.0 ZAH
T/greengrass-root / &, H crypto NREE
certs B FHERE, B, ZE M 2R
(® Note

BRENKETRE

UEPRBX M,

AWS loT Greengrass # /0Bl B X4
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AWS loT Greengrass

FRARER , BRA 1

Field

certPath

keyPath

thingAzn

iotHost

EEPUN
B BIEBAEX T

/greengrass-root /

certs B XRHBEZR,
OB ZRBWENTF

/greengrass-root /

certs B XM BE,

&3 AWS IoT Greengrass
BOig& B AWS loT ¥4k
I 53 %R E # (ARN),

BB AWS loT LimT Ko

=

RNTEERE1.7.0 28K
WA, & crypto WREE
B, B 2R

ATEERE1.7.0 Z81H
A, ¥ crypto WREFFHE
B, 2B M AR

£ AWS loT Greengrass 2
H AW ‘A TEHiE1T CL

aws greengrass get-

core-definition-

version | MEREKREN
#0819 ARN.

£ AWS loT ZHI 81 “i&
B” FT=iE1T aws iot
describe-endpoint
--endpoint-type
iot:Data-ATS CLI &%
BHRLIRT Ro

Wt fFiR E Amazon Trust
Services (ATS) &iFT Ko
BEXEZER , BZHARS
25 5 19 38 10F TR

® Note

BRENKETRE
EHE iﬂiﬁm
BREN KR5
AWS [Xig Rj‘r“o
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AWS loT Greengrass

FRARER , BRA 1

Field

ggHost

iotMgttPort

iotHttpPort

ggHttpPort

keepAlive

DU

&HB AWS loT Greengrass
LinT Ko

ik, ATE MQTT BER
AWS loTiwm A5,

Ak, AT EIZER AWS loT
M HTTPS EENKO S,

A%, AT OIZEE AWS loT
Greengrass R HTTPS
EENRAS,

A%, MQTT KeepAlive
B (AW BN,

=

X2 iotHost 4
wm R, HEVEIR
TR N greengras

s (it | greengras
s-ats.iot

. region.amazonaw
s.com ). EAEZ AWS
Xi% #HEiotHost,

(® Note
BRENKET RS
UEPFE BN N,
BREN KRE5
AWS XiF Xt Rz,

BMERN 8883 = 443, B
iMEﬂJ 8883, AXEZ(E
B EZR BYiwO 443 5
Wéﬁﬁiij_ TEE.

BRERN 8443 B 443, BR
INMER 8443, BXESZE

, BSH BYwA 443
Héﬁﬁﬁﬁi TEE.

BRER 8443 B 443, BR
iMEﬁJ 8443, AXREZ(E
B #ZH BYimOA 443 5
Wé%ﬁii TEE

BEREEE 30 2 1200 Wz
H, BRINEN 600,
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AWS loT Greengrass

FRARER , BRA 1

Field

networkProxy

runtime

Field

maxConcurrentLimit

lruSize

postStartHealthChe
ckTimeout

cgroup

useSystemd

crypto

DU

Hit, — IR, EEXE
EEIRRERS R,

EPU

A[i%, Greengrass SFH'#2
FRRAENHEREE
Lambda TE4 MR ALK
B, BULEE-—NMNTEHN
BEREBZLSH

%k, EXHHR/NME
maxConcurrentLimit

o

Ali%&, Greengrass SFH#'#2
FEBHFEEFETRER
BREEMNEE (UAZERDRE

i),

BRENRRREER
systemd,

=

RERSEB]]ALLE HTTP
WA R HTTPS, BXxE%
E8 , ESHRBES®O 443
o R BRI AT IE S,

==
EE

HRINERN 25, &/MEH
lruSize &,

AIAERN 25,

RN E RN 30 ¥
( 30000 Z# ) .

BMENRN yes = no, 1=
{Tcheck_ggc_dependen
cies R 1 HH HA
LEEZNISRREER

systemd,
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AWS loT Greengrass

FRARER , BRA 1

FEV1.7.0 PHFET crypto W R, EEIAT —LEM , XEEMET PKCS # 11 WA HAF

i IFEA T2 ER (HSM) LNARERAEFRE. BXESEERE,

&2 #the section called “&%

Z1E A, the section called “EHZ £ MER FMIFZAT BRI 0o TRXHRS E HSMs 5

NHERGEPNLAFREE,

FER iR

caPath AWS loT 48 CA KV T &
%,

PKCS11

OpenSSLEngine Ali%, OpenSSL 5|2 .so

X# ( AT OpenSSL k£
B PKCS #11 %1% ) 94
POf N

P11Provider PKCS#11 kiERY libdl-loa
dable FERY 40 X4 B 4%,

slotLabel BT PR @A IR Y R
=%

M0

slotUserPin ATXERE Greengras
s OB ITHHRIEWAF
PIN.

gx

QIR AT 1B X4
URI : file:///absolute/
path/to/file .

@ Note

BRENLIHT R

UEPBRBEX N,

IR ARG LY STAFRY
BREE,

MREEA Greengrass
OTA EFRERIMEH L
=, NtEERSEN,
BXELZEER , F5H the
section called “BtiE OTA &
o

HIRB TR ERSTHW
iz S
IS PKCS # 11 Fr&M

-\l-l-
SBo

PVIMEE RBHNRSEE
FEARENAEBANT
C_Signo
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AWS loT Greengrass

FRARER , BRA 1

FB
principals
IoTCertificate

IoTCertificate
.privateKeyPath

IoTCertificate
.certificatePath

MQTTServerCertific

ate

MQTTServerCertific

ate .privatekK
eyPath

=

%O AT 1 AWS loTR HiERIEBFABEFH,

BORE BANERE,

BMRRZIE P LN B

NFXERGFH#

DR A TR X

URI : file:///absolute/
path/to/file

XF HSM F6E |, 2R
EXN RIFZM RFC 7512
PKCS#11 BB1%,

AR LA T #& 2B S04
URI : file:///absolute/
path/to/file

Hik. BONFTE MQTT BRSERM X MF HIE B4 S 6 A

MALBESR.
i MQTT BRS5 25708 %A
R B

EALER AR MQTT RS
FREELBECHABEER.

NFXHRGFHE

PR AT B X

URI: file:///absolute/
path/to/file

F HSM 176 , X ARIE
EXNRIFZM RFC 7512
PKCS#11 BB 1%,

MRERUEY , MRER
# AWS loT Greengrass HE
HiRBEREER, WRE
E, BEFRARXNEART
B,
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AWS loT Greengrass

FRARER , BRA 1

F

SecretsManager

SecretsManager
.privateKeyPath

o, EREFEUTERER 4.

FE

mqgttMaxConnectionR

etryInterval

managedRespawn

writeDirectory

DU

=

REFBATMENBEZANLEEZEN. BXEZER , 5

53 REZAEEF R

A #h Secrets Manager A8
AR KR,

PN

Ak, £ MQTT ZE £ M 7T e
MEAREZERRER (LB
NEHL) 6

A%, R OTA REEEHM
ZHREEEITEEX L,

A%k, AWS loT Greengras
s BIEFTBIR/ERFENEA
B %,

X% #F RSA 4,

NFXERGFH

IR AT X4

URI : file:///absolute/
path/to/file o

1 F HSM 4 | BARIE
Xt R AR & RFC 7512
PKCS#11 B&1&, fER
PKCS#1 v1.5 1B HL &l & 5K
B EH.

N =
=

MZEEENEFSEHY.
AIAA 60,

BRERN true B false,
BEXEZEER , BESH AWS
loT Greengrass /U4 #Y
OTA E#fo

BXESELR B3R %
fiiE 5 A B3 AWS loT
Greengrass.
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AWS loT Greengrass

FRARER , BRA 1

GGC v1.8

"coreThing" : {
"caPath"
"certPath"
"keyPath"
"thingArn"
"iotHost" :
""ggHost"
"keepAlive" : 600

1,

"runtime" : {

"cgroup" : {
"useSystemd" : "yes"
}

I

"managedRespawn"

"crypto" : {
"principals" : {

"SecretsManager" : {
"privateKeyPath"

"root.ca.pem",
"hash.cert.pem",
"hash.private.key",

. false,

.

"IoTCertificate" : {
"privateKeyPath"
"certificatePath"

}

o
"caPath"

config.json XHZHFUTEM,

coreThing
Field iR
caPath AWS loT 48 CA #8XY

F/greengrass-root /
certs B ZHBEE,

"file:///greengrass/certs/root.ca.pem"

"arn:aws:iot:region:account-id:thing/core-thing-name",
"host-prefix-ats.iot.region.amazonaws.com",
"greengrass-ats.iot.region.amazonaws.com",

"file:///greengrass/certs/hash.private.key"

"file:///greengrass/certs/hash.private.key",
"file:///greengrass/certs/hash.cert.pem"

#x

ATEERE 1.7.0 2811
A, ¥ crypto WREFFE
B, ZE MR AR
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AWS loT Greengrass

FRARER , BRA 1

Field

certPath

keyPath

thingAzn

EEPUN
B BIEBAEX T

/greengrass-root /

certs B XHBEZE,
ZOFAEH AR T

/greengrass-root /

certs B XHEE,

X3 AWS loT Greengrass
BONgE B AWS loT ¥14ERY
I B3 % 5RE R (ARN),

=

(® Note
PRI LR T R
UE 5 R BIR M

NTEEHRB1.7.0 2HH
RAS, ¥ crypto WRETHE
B, ZE S AR

RNTEEHRE 1.7.0 ZHH
RA, ¥ crypto WREFHE
B, ZE SR 2R

£ AWS loT Greengrass 12
HEW ‘A TEHiE1T CL

aws greengrass get-

core-definition-
version | HREHREN
OB ARN,
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AWS loT Greengrass

FRARER , BRA 1

Field

iotHost

ggHost

DU
I&EH AWS loT Lim i Ko

5

7GN

28T

i) AWS loT Greengrass

I\\\ o

=

£ AWS loT B K “i&
B” THIE1T aws iot
describe-endpoint

--endpoint-type

iot:Data-ATS CLI 8 H3¥k
ERAHT 2o

L@ ¥FIR E Amazon Trust
Services (ATS) LT Ko
BXEZER , BZHARS
25 5 0 10E X,

(® Note

BRENABTAS
EHRATRL, PR
EHY A5 AWS
X33, Xt Rl

X2EH iotHost £
U D= EE*JIHIJ?E
FFE# A greengras
s ( flf |, greengras
s-ats.iot
. region.amazonaw
s.com ). EAEZ AWS
X13 tBEiotHost,

(® Note

BRENKHTAS
ERLBTI, B
1 BAS AWS
X4, 3
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FRARER , BRA 1

Field

iotMgttPort

iotHttpPort

ggHttpPort

keepAlive

networkProxy

runtime

Field
cgroup

useSystemd

DU

A&, ATE MQTT BER/Y
AWS loTis A5,

mik. AT EIEE AWS loT
M HTTPS E#EMN KOS,

Ak, ATEIER AWS loT
Greengrass IR H HTTPS
EENEROS,

A%k, MQTT KeepAlive
B (AW EAL),

Ak, — IR, EENE
EEINARERS R,

BRENRRREER
systemd,

=

BEMER 8883 = 443, BR
AMEF 8883, AXEZ(E
£ ,#B5H BdwO 443 5
R 48 4% TR 3 1T 2

BRER 8443 H 443, B
INER 8443, BXESZ(E
B BZH B0 443 5
R 48 4% TR 3 1755 32

BRERN 8443 H 443, BR
INMER 8443, BXEZE
B, B2 BdiwO 443 5
PR 48 4% TR 3 1THE 32

BXCCEE 30 2 1200 ¥z
B, RIAMER 600

RIBRRSBRAI LR HTTP
WA LR HTTPS, BXES
ER , FZRBELKO 443
M SRR ITIERE

#iE

BRERN yes B no, 1=
{Tcheck_ggc_dependen
cies R 1 HH M
DEFLNEZREEEA

systemd,
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AWS loT Greengrass

FRARER , BRA 1

crypto

FEV1.7.0 FHFET crypto R, EEIAT —LEM | XEEMET PKCS # 11 WA HAF

i IFEA T2 ER (HSM) LNARERAFR. BXESEERE,

&2 Hthe section called “&%

Z1L A, the section called “EHZ £ MER T ZAT BRI 0o TRXHRS E HSMs 5

NHEREPHLAFREE,

FER iR

caPath AWS loT 48 CA KV 3T &
%,

PKCS11

OpenSSLEngine Ali%, OpenSSL 5|2 .so

X# ( AT OpenSSL k£
B PKCS #11 %13 ) 94
POf N

P11Provider PKCS#11 ki&RY libdl-loa
dable FERY 4 XY B 4%,

slotlLabel B TR @A IR Y &R
=%

M0

- pEs

IR AT 1B X4
URI : file:///absolute/
path/to/file o

@ Note

BRENLIFT R

UEBRBEX M,

IR ARG LR STAFRY
BREE,

MREEA Greengrass
OTA EFRERLMEH L
=, NtEERXEN,
BXELZEER , B5H the
section called “BtiE OTA &
o

IR ARG L R STAFRY
BREE,

IS PKCS # 11 Fr&HM

-\l-l-
SBo
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AWS loT Greengrass

FRARER , BRA 1

F

slotUserPin

principals
IoTCertificate

IoTCertificate
.privateKeyPath

IoTCertificate

.certificatePath

MQTTServerCertific

ate

DU

BT ERM Greengras
s RO ITHHRIENWAF
PIN.

=

MIMEH EBHIN RS 8E
FEARENAEBANT
C_Sign,

%O AT 1 AWS loTR HiERIEBFABEFH,

BOFE BANERE,

BMRBIE B RL N B

NFXERGFH

DR A TR X

URI : file:///absolute/
path/to/file

T HSM Z6E |, M2
EXNRIFZM RFC 7512
PKCS#11 B2,

AR LA T #& 2B S04
URI : file:///absolute/
path/to/file

Hik. BONFTE MQTT BRSERM X MF HIE B4 S 6 A

MALBESR.
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AWS loT Greengrass

FRARER , BRA 1

F

MQTTServerCertific
ate .privatek
eyPath

SecretsManager

SecretsManager
.privateKeyPath

A EXFUTERERMY

DU

=

i MQTT BRSBFMRER  FERAERNEE MQTT BRS

R B AR

FRIEELBECHABEER,

NFXERGFH

IR AT X4

URI : file:///absolute/
path/to/file o

F HSM 126 , MRS
EXNRIRZM RFC 7512
PKCS#11 B&1%,

MRERUEY , MREFER
# AWS loT Greengrass K
HiRBERLEHR. WRE
E, BEF AR BARHT
B,

FRFRATNENGEZANLEER. AXEZER  FF5

53 REZARBEI KD

i Secrets Manager #AF XX #F RSA B4,

R EE.

NFXERGFH

PR A TR X

URI : file:///absolute/
path/to/file

XF HSM =i , BRI
EXNRIFZH RFC 7512
PKCS#11 &, SMEHA
PKCS#1 v1.5 HEE A E £ R
AEZH,
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AWS loT Greengrass

FRARER , BRA 1

MZEEENEFSEHR.
AIAA 60,

ARENRN true = false,
BEXEZER , ESH AWS
loT Greengrass /U5 AEHY
OTA E#f.

BXESEL , B8E N
fLiEE A B AWS loT
Greengrass.

Field iR
mqttMaxConnectionR A%, £ MQTT E#ERFFad
etryInterval NRKXEZERRER ( AR
NEHLL)
managedRespawn A%, R OTA REBEEH
ZEEEZETEENRBE,
writeDirectory A[i%, AWS loT Greengras
s RIEPAR/ERFRNEA
B %o
GGC v1.7
{
"coreThing" : {
"caPath" : "root.ca.pem",
"certPath" : "hash.cert.pem",
"keyPath" : "hash.private.key",
"thingArn" : "arn:aws:iot:region:account-id:thing/core-thing-name",
"iotHost" : "host-prefix-ats.iot.region.amazonaws.com",
"ggHost" : "greengrass-ats.iot.region.amazonaws.com",
"keepAlive" : 600
1,
"runtime" : {
"cgroup" : {
"useSystemd" : "yes"
}
},
"managedRespawn" : false,
"crypto" : {
"principals" : {
"SecretsManager" : {
"privateKeyPath" : "file:///greengrass/certs/hash.private.key"
},
"IoTCertificate" : {
"privateKeyPath" :

"file:///greengrass/certs/hash.private.key",

AWS loT Greengrass /0Bt & 34
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AWS loT Greengrass

FRARER , BRA 1

"certificatePath" :

}

I
"caPath" :

"file:///greengrass/certs/hash.cert.pem"

"file:///greengrass/certs/root.ca.pem"

config.json XHXHFUTEMY

coreThing

Field

caPath

certPath

keyPath

thingAzn

iotHost

.

I+

AWS loT 18 CA #xt
F/greengrass-root /
certs B XA EZR,

BRI AN T
/greengrass-root /

certs BXHEE,
ZOFEZHENEN T

/greengrass-root /
certs B XM,

&3 AWS loT Greengrass
BONgE B AWS loT ¥148RY
B 5 5RE R (ARN),

R
=t

E
=

W AWS loT

2
7
o]

IV

#iE

ATEEFERE1.7.0 2518
RA, ¥ crypto WREFE
B, R A AR

(® Note
BRENZIET RS
UE 5 R BR M

RNTEEHRE 1.7.0 ZHH
A, ¥ crypto WREFHE
B, B2

NTEEHRE1.7.0 ZFH
A, ¥ crypto WRETE
B, ZE M 2R,

£ AWS loT Greengrass
FAN ‘W& TEiz1T CL

aws greengrass get-

core-definition-
version | R REREHN

¥/ ARN,

1E AWS loT 24 A 0 “i&
B” TRETT aws iot
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AWS loT Greengrass FRARIERE , A1

=

describe-endpoint

r%;

Field #

--endpoint-type
iot:Data-ATS CLI &K
BHRLIRT Ro

=R E Amazon Trust
Services (ATS) LiHT Ko
BEXEZEE , BSARS
25 5 19 38 0F TR o

(@ Note

BRENAET A5
EHEBTRL, R
B wE5 AWS
X35, 33 Rl

ggHost &89 AWS loT Greengrass X2EM iotHost &
KR Ko wmT R, HEYER

HEiA greengras
s (it | greengras
s-ats.iot
. region.amazonaw
s.com ). FEAEZ AWS
X5 #HEiotHost,

(® Note

BRENKETRE
EPRBEX R, BR
BH wmR5 AWS
X4 X Ko
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AWS loT Greengrass

FRARER , BRA 1

Field

iotMgttPort

keepAlive

networkProxy

runtime

Field
cgroup

useSystemd

crypto

DU

A&, ATE MQTT BER/Y
AWS loTis A5,

A%, MQTT KeepAlive
B (AW RN EAL).

Hik, — IR, EEXE
EEFRRERS R,

BTRENERREER
systemd,

=

BEMER 8883 = 443, BR
AMEF 8883, AXEZ(E
£ ,#B5H BdwO 443 5
R 48 4% TR 3 1T 2

BERCEEE 30 2 1200 Wz
B, FINMER 600,

RERS ] ALLE HTTP
WA R HTTPS, BXE%
EE , BSHRES®O 443
o R BT AT IE S

BMENRN yes H no, 1=
{Tcheck_ggc_dependen
cies R 1 K HIA
DEEENEZERERFEH

systemd,

crypto MR ( EMA 1.7.0 FiiM ) 5IAT —LEM , XEEMET PKCS # 11 MAi#th #4A

FHEIXBEGLTLER (HSM) LNAEERAER. BXEZEER,

HZ Fthe section called “Fg

HREMER MNZATEINR D FXHRE L HSMs X REFWAAFREE.
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AWS loT Greengrass

FRARER , BRA 1

F

caPath

PKCS11

OpenSSLEngine

P11Provider

slotLabel

slotUserPin

principals

IoTCertificate

IoTCertificate
.privateKeyPath

DU

AWS |oT 18 CA HY4E XY B8

4
%,

Ali%, OpenSSL 5% .so
X# ( AT OpenSSL Lt
B2 PKCS # 11 %1% ) 194
poizx e

PKCS#11 £/ libdl-loa
dable FERY4E X B4R

AT FRiR B EIR BV FE AR
£,

A TIIHERE Greengras
s OB ITEMRIENAF
PIN.

=

DA AT #& 2B S04
URI : file:///absolute/
path/to/file o

@ Note
BRENLIHT R
UE R BIXS B

AR X R G LR SR
BB,

R EFEH Greengrass
OTA EfMRERIIMES =
i NtEERLEN,
BEXEZEER , B3 the
section called “Bti& OTA &
o

TR X R G LR SR
BB,

WIAFFE PKCS # 11 #rEM

-‘H-
o

PDIMEE EBHNRTEE
FEARENAERANT
C_Sign,

BT E AWS loTR HiERIIEB MR B RN,

BORE BAN B,

NFXHREFE
IR BAT 18T HY 34

AWS loT Greengrass /0Bt & 34



AWS loT Greengrass

FRARER , BRA 1

F

IoTCertificate
.certificatePath

MQTTServerCertific
ate

MQTTServerCertific
ate .privatek
eyPath

SecretsManager

BONRFIE LT B R,

&
URI : file:///absolute/
path/to/file o

F HSM 176 , AR
EXNRIRZM RFC 7512
PKCS#11 B&1%,

DA BA T #& 2 B S04
URI : file:///absolute/
path/to/file

Wik, BONFEE MQTT BRS 2R M > M HiE 45 & 6 A

HFE R4,
A MQTT RS 25 FAE % 4A
HIBR#R,

EALER AR MQTT RS
SREELECHABEER.

NFXERGFH

DR AT R X

URI : file:///absolute/
path/to/file

X T HSM =% , BRI
EXRIFER RFC 7512
PKCS#11 B4R,

MRERUEY , MRER
# AWS loT Greengrass HE
HiRBERERA. WRE
E, BEFRARXNZBART
Bk,

REFRATNENBEZANLEEZER. BXEZER 5

53 REZAREE R
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AWS loT Greengrass

FRARER , BRA 1

F

SecretsManager
.privateKeyPath

o BREFEUTERERY !

Field

mgttMaxConnectionR
etryInterval

managedRespawn

writeDirectory

GGC v1.6

"coreThing": {

DU

A #h Secrets Manager A8
R KR,

DU

Ak, £ MQTT EH M T e
MEREZERRER (LB
NEHL) .

A%, IER OTA REEFEH
2B EEZTEENRE,

A%, AWS loT Greengras
s BIEFTB IR/ ERFENEA
B %,

"caPath": "root-ca-pem",

=
= #F RSA B4,

NFXERGFH
N 5= OB

URI : file:///absolute/
path/to/file o

1 F HSM 4 | BARIE
Xt R AR & RFC 7512
PKCS#11 B&1&, fER
PKCS#1 v1.5 1B HL &l & 5K
B EH.

S
EE

RMZEEENEFSEBHY,
AIAA 60,

BRERN true B false,
BEXEZEER , S AWS
loT Greengrass /O 4 HY
OTA E#1,

BXESEL  #H3A N
BEE A B3 AWS loT
Greengrass.
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AWS loT Greengrass

FRARER , BRA 1

"certPath":

"cloud-pem-crt",

"keyPath": "cloud-pem-key",
"thingArn": "arn:aws:iot:region:account-id:thing/core-thing-name",
"iotHost": "host-prefix.iot.region.amazonaws.com",

"ggHost": 'greengrass.iot.region.amazonaws.com",
"keepAlive":

"mgttMaxConnectionRetryInterval": 60

iy

"runtime":

"cgroup": {

"useSystemd": "yes[no"

}
}I

"managedRespawn": true,

"writeDirectory": "/write-directory"

(@ Note

MRIEFER AWS loT Greengrass 2§l & R BRIAH B2 ED , Mconfig. jsonX
FUEERIAREN TERSHBBEREE

config.json X#HXFHUTEM :

FER

caPath

certPath

keyPath

5+

.

AWS loT & CA HMEX T
/greengrass-root /

certs B XHBEZR,

AWS loT Greengrass /1
PN F/greengras
s-root /certsB FME
£,

HWXF/greengrass-
root/certs HEH AWS
loT Greengrass #%/UFA5H 5%

/
=,

A=

X REFE
/greengrass-root /
certs H,

MzXHREFE
/greengrass-root /
certs A,

iz RFE
/greengrass-root /
certs /i,
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AWS loT Greengrass

FRARER , BRA 1

FE

thingAzrn

iotHost

ggHost

keepAlive

mqgttMaxConnectionR
etryInterval

useSystemd

managedRespawn

DU

£ 2k AWS loT Greengrass
MR EZ B AWS loT #14KRY
T 53 B JRE 5 (ARN),

By AWS loT Lim T Ko

&H) AWS loT Greengrass
Kim T Ko

MQTT KeepAlive EHf
(AR R4,

£ MQTT EEMIT T &
REZERER (AR

i),

BRENREREMER
systemd,

X2 — T A[%ERY over-the-
air (OTA) E#IheE , ©&HA
OTAREEFEEEZEHZHIZ
TEENXRE,

)=5

£ AWS loT Greengrass 12
HEW ‘A THiE1T CL

aws greengrass get-

core-definition-
version | R REREHN
OB ARN,

£ AWS loT Z£HI a1 “RE”
T, XREBEIIET aws iot
describe-endpoint CLI
WERKIE,

ZIEMEMA greengras
s.iot. region.amazonaw

s.com X, FHAS
iotHost M[ERY X1,

XE2AEE, MIAN 600,

MZEEENEFSEHR.
XRAHEE. MIAKA 60,

BEMERN yes = no, 1=
{Tcheck_ggc_dependen
cies R 1 HH AR
DEFLNEZREEHA

systemd,

BRERN true = false,
BEXEZER , ESHE AWS
loT Greengrass 1%/ 5 AEHY
OTA E#f.
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AWS loT Greengrass FRARIERE , A1

FER iR EE
writeDirectory AWS loT Greengrass 2 XEAEE. BXEZE

FIER/BERRNEAR . B, B5H NEEEAEXR
AWS loT Greengrass,

GGC v1.5
{

"coreThing": {
"caPath": "root-ca-pem",
"certPath": "cloud-pem-crt",
"keyPath": "cloud-pem-key",
"thingArn": "arn:aws:iot:region:account-id:thing/core-thing-name",
"iotHost": "host-prefix.iot.region.amazonaws.com",
"ggHost": '"greengrass.iot.region.amazonaws.com",
"keepAlive": 600

1,

"runtime": {
"cgroup": {

"useSystemd": "yes/[no"

}

1,

"managedRespawn": true

config.json XL TF /greengrass-root/config FHBEUTSE

FE iR £
caPath AWS loT #& CA KHEXF B X RFE

certPath

/greengrass-root /

certs MHRHBREZE,

AWS loT Greengrass %/
EBMENF/greengras
s-root /certsX#RH
PR,

/greengrass-root /

certs XH#XT,
TSR TFE

/greengrass-root /

certs X#XT,

AWS loT Greengrass # /0Bl B X4
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AWS loT Greengrass

FRARER , BRA 1

FE

keyPath

thingAzrn

iotHost

ggHost

keepAlive

useSystemd

managedRespawn

DU

WX F/greengrass-

root/certsMHXH AWS

loT Greengrass #&/UFA5A 5%
.

&3 AWS loT Greengrass

BB R AWS loT ¥4H

I 5 3R B R (ARN),

W AWS loT LimT Ko

&HY AWS loT Greengrass
é&J.IJ-I-"'-,

N\ O

MQTT KeepAlive EH
(AR 7 2 1A1),

;E T\IU\H,J-LX%IEE EFH
systemd,

X2 —I Al ERY over-the-
air (OTA) E#IheE , ©&HA
OTA REFEXZEH Zalz
TEENRE,

=
MU RERE

/greengrass-root /

certs X#HXT,

£ AWS loT Greengrass %
H AW ‘A THiE{T CL

aws greengrass get-

core-definition-
version | MHREREHN
#ZOHY ARN,

£ AWS loT #ZHIAH “i%
B ThH , RFBELIZTT
aws iot describe-
endpoint WHRKEE

ZEfEH greengras
s.iot. region.amazonaw
s.com %X, FAS
iotHost fHEIM X,

XET%EE, BRIAER 600

BMERN yes = no, 1=
{Tcheck_ggc_dependen
cies R 1 K HIA
DEEENEZERBFEH

systemd,

BXEZER , S AWS
loT Greengrass # /O 4 #Y
OTA E#i,
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AWS loT Greengrass

FRARER , BRA 1

GGC v1.3
{
"coreThing": {
"caPath": "root-ca-pem",
"certPath": "cloud-pem-crt",

"keyPath": "cloud-pem-key",

"thingArn": "arn:aws:iot:region:account-id:thing/core-thing-name",
"iotHost": "host-prefix.iot.region.amazonaws.com",
"ggHost": '"greengrass.iot.region.amazonaws.com",
"keepAlive": 600
},
"runtime": {
"cgroup": {
"useSystemd": "yes/[no"
}
3,

"managedRespawn": true

config.json X#HF /greengrass-root/config FHIEUTSH :

FR

caPath

certPath

keyPath

DU

AWS loT 18 CA BV#EXF
/greengrass-root /

certs XH4RHEEE,

AWS loT Greengrass #/t
RN F/greengras
s-root /certsX#K#
B&E,

WX F/greengrass-
root/certsMHXH AWS
loT Greengrass #%/U\FA5H %
%,

&x
MU HRERE

/greengrass-root /

certs X#XT,
FHXHREFE

/greengrass-root /

certs X#XT,

F X REE
/greengrass-root /

certs X% T,

AWS loT Greengrass # /0Bl B X4

100


https://docs.aws.amazon.com/iot/latest/developerguide/server-authentication.html

AWS loT Greengrass

FRARER , BRA 1

FER iR &x
thingArn RE®Z D AWS loT HWEY YRATLATE AWS loT
L B3 3R B 75 (ARN), Greengrass 2| & FIRIELR
AWS loT Greengrass ) AWS loT KA E XK E
XAME,
iotHost BB AWS loT LT R YRATLATE AWS loT ##HI A /Y
“RE” THREIXAMES
ggHost &9 AWS loT Greengrass YRATLATE AWS loT 2 4l
Kim T Ko B “RE" FTHREXA
{8 , greengrass. BIEA
CIE: S
keepAlive MQTT KeepAlive B X2 AEE, SRIAMER 600
(AR 1), ¥o
useSystemd “HERE (WRENIREZE  {EHF yes W no., FHE
AT systemd). R PAYRBIIA A ]
DEEENREREFEAT
systemd,
managedRespawn X2 — I A%/ over-the- BXREZER  ESH AWS
air (OTA) B Ih&E , ©XRBA  loT Greengrass & /U HY
OTAREFEXEMZAIE OTA E¥f.
ITEHEXRB,
GGC v1.1
{
"coreThing": {
"caPath": "root-ca-pem",
"certPath": "cloud-pem-crt",
"keyPath": "cloud-pem-key",
"thingArn": "arn:aws:iot:region:account-id:thing/core-thing-name",
"iotHost": "host-prefix.iot.region.amazonaws.com",
"ggHost": '"greengrass.iot.region.amazonaws.com",

"keepAlive": 600
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AWS loT Greengrass

FRARER , BRA 1

1,
"runtime": {
"cgroup": {

"useSystemd": "yes/[no"

}

config.json XHALTF /greengrass-root/config FHEEUTSE

FE&

caPath

certPath

keyPath

thingAzrn

iotHost

ggHost

.

I+

AWS loT & CA HMEX T
/greengrass-root /

certs MHRAREEZR,

AWS loT Greengrass &/
EHHEXNF/greengras
s-root /certsX#RH
BE,

WX F/greengrass-
root/certsX#XH AWS
loT Greengrass #&/UFA5A 5%

4
%,

R T AWS loT HNEY
R L 53 8RB 75 (ARN),
AWS loT Greengrass

EH AWS loT LimT Ko

&Y AWS loT Greengrass
LI TT Ko

&
R HRERE

/greengrass-root /

certs X##XT,
FHXHREFE

/greengrass-root /

certs X#XT,

R X RIFHE
/greengrass-root /

certs X#HXT,

YRAJLATE AWS loT
Greengrass 12l & P RFELR
) AWS loT ZRERE IR E

XAME

fRE]LATE AWS loT 2 &I &1
“RE” FTHREIXME,

YRETLAFE AWS loT 24
A RE” TREEXA

{8 , greengrass. BIEA
B4R
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AWS loT Greengrass FRARIERE , A1

FER iR s
keepAlive MQTT KeepAlive JEH XEEE. RIAMER 600
(AR 2 11), ¥
useSystemd THEIRE (WREVREE  {ERH yes H no. FEAE
AT systemd). A R KB A< R R]
DNEFLENREREEAT
systemd,
GGCv1.0

£ AWS loT Greengrass Bt& v1.0 F , config.jsonBEEE|, greengrass-root/

configuration
{

"coreThing": {
"caPath": "root-ca-pem",
"certPath": "cloud-pem-crt",
"keyPath": "cloud-pem-key",
"thingArn": "arn:aws:iot:region:account-id:thing/core-thing-name",
"iotHost": "host-prefix.iot.region.amazonaws.com",
"ggHost": "greengrass.iot.region.amazonaws.com",
"keepAlive": 600

1,

"runtime": {
"cgroup": {

"useSystemd": "yes/[no"

}

}

config.json XHNF /greengrass-root/configuration FHEEUTSEH :

FE iR %ix
caPath AWS loT 48 CA KIMEXTF T XA RIFE
/greengrass-root / /greengrass-root /

AWS loT Greengrass /0Bt & 34
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AWS IoT Greengrass

FRARER , BRA 1

FE

certPath

keyPath

thingAzrn

iotHost

ggHost

keepAlive

useSystemd

iR
configuration/certs

MHFRE B

AWS loT Greengrass &/
RN F/greengras
s-root /configur
ation/certs X#X#H
iz KN

WX F/greengrass-
root/configuration/
certs M#RH AWS loT
Greengrass &% /U FAfA B R

KT AWS loT HWEY
AL B 52h R B 5 (ARN).
AWS loT Greengrass

A9 AWS loT KimT =,

BH AWS loT Greengrass
égﬁﬁ_-l'-ﬁ_l\\\o

MQTT KeepAlive AHA
(AW R B4,

ZHFEIRE (WRERRE
AT systemd).

&
configuration/certs

MHERT
MU RERE

/greengrass-root /
configuration/certs

MHERT.

R HRTFE
/greengrass-root /
configuration/certs

MHERT

YRE[LATE AWS loT
Greengrass 2 & & 1Y hing
EXTHREXA AWS loT
&,

IRTTLALE AWS loT 281 & 8
R TREEME.

YRATLAFE AWS loT #24i

B “|E THREXAD

{8 , greengrass. BIEA
IR 8

XRAEE. AIAMES 600
¥

EH yes = no, EAE
A AR A< A]
NEELNREREBEAT

systemd,
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AWS loT Greengrass FRARIERE , A1

RS iR RLMEIR CA IEHREPCHE]

&9 AWS loT Core 1 AWS IoT Greengrass i R AN 5% % LR CA EBAEFH KRBT B, R
KRIEPRBRITE , WIZZHM AWS loT Core =2 [EH & B3I =13 fF KM AWS loT Greengrass.
BXREZER ,BSH (AWS loT FEARER) PHRSESHRIT,

ﬂﬂ%ﬁ?ﬁ’ﬁﬁ%ﬁﬁﬁ Amazon Trust Services (ATS) 18 CAEH ( it H%E ) , MR ELTER ATS
R TIEREBNANBIEEERE, ATS WRBfEatsD & , LT AWS loT Core i RIBEFT
o

prefix-ats.iot.region.amazonaws.com

(@ Note

RNTEFEFHRE , AWS loT Greengrass B BIE R LERAAP X FE SRR VeriSign 1B CA iEHF
% AWS X R, MREFERAIRIFR VeriSignik CA iEPH , RITBWERE ATS IR H XA
ATS 1B CAiEH, BN , FHRAEAENNIBRKER. BXEZEE , 25 (Amazon Web
Services —fi§2&) R ZENIHRRKS.

config.json F AL iRT R

£ Greengrass #%/0i&%& £ , KIFT 2R config.json XHHM coreThing X RAIEEM,
ZiotHost/BMMA T AWS loT Core iR ZggHostBHEMR T AWS loT Greengrass s Ro FEAA TR
BlREBS  XEEMEET ATS LinT Ko

{
"coreThing" : {
"iotHost" : "abcdel234uwxyz-ats.iot.us-west-2.amazonaws.com",
"ggHost" : "greengrass-ats.iot.us-west-2.amazonaws.com",
1,

AWS loT Core &% &

BRI LUBN 21T B MR - -endpoint -typeSEHY aws iot describe-endpointCLI @5  RIREX
AWS loT Core &3 &

R 5% 1% S AN AR AL 3 B I G 105
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AWS loT Greengrass FRARIERE , A1

- EIRME ATS £EMNLRT R , FBIT:

aws iot describe-endpoint --endpoint-type iot:Data-ATS

ER[E |[HAR VeriSign E&wmR |, HET :

aws iot describe-endpoint --endpoint-type iot:Data

AWS loT Greengrass £ i =

BB AWS loT Greengrass &Ain T R2E W LiotHostin TR , HENIREHRR greengras So
flan , ATS LRKLIHT K2 greengrass-ats.iot.region.amazonaws.com, X#EHA5&
#9 AWS loT Core & i1 SR X1,

BN O 443 PSR E#H 1TiE#
I IhEEE AT AWS loT Greengrass B & v1.7 R E & MRAS,

Greengrass A& fEH AWS loT Core #8 TLS BEFHFHRIEMN MQTT HEMHTERF. KRR
Bl , EF TLS ¥ MQTT A 8883, 1R , fFAN—TLLEH , REMEIRIEATRE [ AL H ik
FREREE —MR/W TCP imOSEE, Hltn , pFXIETRgES R HTTPS FEH Fis O 443 , B
AREADUERANEAMRED , fSlAT MQTT REMIKO 8883, HMREIMIFEAEERFERE
£ /B HTTP RIEEEEE Internet,

B St E AEE |, i AWS loT Greengrass R F#TUTEE

« HEURA 443 31T MQTT BER TLS B WS MK, MRMEKAVFERESIRO 443 , AT LU/
BAOEERNERRO 443 ( T3ERRIAMR A 8883 ) #1T MQTT BfE. XA LR ERND 443 N EREE
2, U RBEE M ERERS SRAERE,

AWS loT Greengrass 5 A ZEHIU M4 (ALPN) TLS ¥ B3R AtEE, SRIAEE—# |, w0
443 FHETF TLS ¥ MQTT £RAE FIEBHNEF % & AR,

HERENEASHO 443 MBEEEERN , W& over-the-air (OTA) AWS loT Greengrass S &
o WLXHEE AWS loT Greengrass B& v1.9.3 RE SR

« B URO 443 B1T HTTPS BfE. AWS loT Greengrass BIAER T , B ixw O 8443 KX HTTPS
RE , BETULHEHEENFERwO 443,

- BYMZREERE, S LEE —PMNERIERS KT HEET Greengrass ROHEN . XE#HF
BEXREGHBIELR HTTP 1 HTTPS R,
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REBEBET http_proxy. https_proxy M no_proxy IETE£REL A ENH Lambda &
¥, AFENHE Lambda BREUAIERX LA ARNIRE S EES REBHTIERE, Lambda BEAT
B EENNBE (5130 boto3 5 cURL # python requests 2FE ) BEBRIAFERXLNIET
E, R Lambda BEFUEEEE TIXEAHRRIFEEZE , Il AWS loT Greengrass A eZB&T 1o

/A Important
EERNFEAMENREN Greengrass OAF X OTA FH#,

B O 443 BE MQTT
IhEEEE AWS loT Greengrass Bt & v1.7 HE & MR AN,
S 2 E Greengrass #/UREB A% O 443 5 AWS loT Core#t T MQTT B &%,

1. BT T @ HLUZLE Greengrass HESFIREF

cd /greengrass-root/ggc/core/
sudo ./greengrassd stop

2. 3TFF greengrass-root/config/config.json BMER su AP #THRE.
3. 7£ coreThing & , %10 iotMqttPort B , HFZEMMWEIREN 443 , WA T RHIFT

o
{
"coreThing" : {
"caPath" : "root.ca.pem",
"certPath" : "12345abcde.cert.pem",
"keyPath" : "12345abcde.private.key",
"thingArn" : "arn:aws:iot:us-west-2:123456789012:thing/core-thing-name",
"iotHost" : "abcdl23456wxyz-ats.iot.us-west-2.amazonaws.com",
"iotMqttPoxt" : 443,
"ggHost" : "greengrass-ats.iot.us-west-2.amazonaws.com",
"keepAlive" : 600
I
}

4. BITFHER.
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AWS loT Greengrass

FRARER , BRA 1

cd /greengrass-root/ggc/core/
sudo ./greengrassd start

B O 443 BLE HTTPS
LLIHEEFEE AWS loT Greengrass B & v1.8 RE S RA
ZEREROEENEA 443 #1T HTTPS BfS,

1. BT T@SLUZLE Greengrass HEEFIREF :

cd /greengrass-root/ggc/core/
sudo ./greengrassd stop

2. #JF greengrass-root/config/config.json BAMENR su AF# TR,

3. 1E coreThing X&RH , %Il iotHttpPort M ggHttpPort B , AT RAEIFT R

{
"coreThing" : {
"caPath" : "root.ca.pem",
"certPath" : "12345abcde.cert.pem",
"keyPath" : "12345abcde.private.key",
"thingArn" : "arn:aws:iot:us-west-2:123456789012:thing/core-thing-name",
"iotHost" : "abcdl23456wxyz-ats.iot.us-west-2.amazonaws.com",
"iotHttpPort" : 443,
"ggHost" : "greengrass-ats.iot.us-west-2.amazonaws.com",
"ggHttpPort" : 443,
"keepAlive" : 600
1,
}

4. BHHBTHER.

cd /greengrass-root/ggc/core/
sudo ./greengrassd start

B IRA 443 AMEREHRITERE
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, BRAS 1

BB MR E
IhEEEE AWS loT Greengrass B & v1.7 HE & R4S,
3358 AWS loT Greengrass S ¥F&EIS HTTP s HTTPS M&XREEZSIFEM,

1. BT TS LUZLE Greengrass ST :

cd /greengrass-root/ggc/core/
sudo ./greengrassd stop

2. #JF greengrass-root/config/config.json BAMENR su AF#1THREE,
3. %&£ coreThing & , %N networkProxy SR , 20LA R REIFT R

"coreThing" : {
"caPath" : "root.ca.pem",
"certPath" : "12345abcde.cert.pem",
"keyPath" : "12345abcde.private.key",
"thingArn" : "arn:aws:iot:us-west-2:123456789012:thing/core-thing-name",
"iotHost" : "abcdl23456wxyz-ats.iot.us-west-2.amazonaws.com",
"ggHost" : "greengrass-ats.iot.us-west-2.amazonaws.com",
"keepAlive" : 600,
"networkProxy": {
"noProxyAddresses" : "http://128.12.34.56,www.mywebsite.com",
"proxy" : {
"url" : "https://my-proxy-server:1100",
"username" : "Mary_Majox",
"passwoxd" : "pass@wordl357"

+

4. BIHHBEFHER

cd /greengrass-root/ggc/core/
sudo ./greengrassd start

B IRA 443 AMEREHRITERE
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networkProxy ¥ &R

£/ networkProxy M REEEXMERENEFEE. EXNREGUTEM.

FER iR

noProxyAddresses ik, FEAREN IP it NENBHNIES 2
RIS

proxy EEZNRE, REEBUTEM.

- url, fREBRSERAY URL , B3N

scheme://userinfo@host:port
« scheme, HXR. %A http =H https.
« userinfo., Alit, AFEBNEBES. W
RiEE , NZRE username F password
FE,
* host, RIEBRRSFSJ|HEN A IP i,
« port. A%, WwOF, MRKRIEE , {E
RELTERIAE :
* http : 80
* https : 443
« username., A&, NREBRFH[HTEHHR
R ERANAF S,
« password., AliE, WRERFH|HTHHE
IERY PR E Y 288 .

ARFLIHFT R
Greengrass i%%& AWS loT Core fl/Z 2 B BESMAN FHKIE. AWS loT Greengrass It & 175

IEETIEMH X509 RZULEFBMMEZR. EATLSHRIUENBERBEIRNEMLTEHMMNE , Fi
U TR T Ko
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Endpoint

greengrass.

prefix-ats.iot.

S.com

G

prefix.iot.region.amazonaws.com

greengrass-ats.iot
. region.amazonaws.com

region .dMazonaws.com

region.amazonaw

L

443

MQTT : 8883 T 443

HTTPS : 8443 = 443

8443 =, 443

DU

RATHITAE
EEtEm
B,

ATREEE
BB P IR
# , Bl
EER

AFNEAH
R —NE R
[ B 152 F X 7
MNEg , &
HEEURT &
OE AN F
BEFIRRER
£ Amazon
Trust
Services ( B
1% ) 48 CAiE
&R ER
IB=X4R CA iE
H,HER
EEtE A
., BXE
ZE8  BS
% the section
called “BR%
wRMBNS
UFPFE AT
[TV

ATRERI
B,
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Endpoint
/)

greengrass.iot. region.amazonaw

S.com

iR

AT RERAHE
HR— AN B
[ B 162 P IX 7R
Mrs, B
HEEUR T &
ARz MR B F
BEFmEER
£ Amazon
Trust
Services ( B
1% ) 48 CAiE
B, ERER
IBxX4R CA iiE
+,HER
EIEtE A
., BxE
ZE8 | BS
% the section
called “BRS
i RS S
EPHRBT
[TV

(® Note
G
.

443
k=
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Endpoint i O iR
ZDY

hE
(ALPN)
TLS

¥

R,

#B

RAIR

1=
ProtocolN
amelist
4k

N
ProtocolN
ame

f£3%

X =

amzn-

ht

tp-

Cao

B

2=

B
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FRARER , BRA 1

Endpoint

* .s3.amazonaws.com

logs.region.amazonaws.com

NBEEE A B AWS loT Greengrass

I IhEEE AT AWS loT Greengrass B8 & v1.6 KB & RS,

Ll

iy H

443

443

DU

RATEERE
F1 over-the-
airE#. &
NEFE* F
&, BALim
TRBIZHEA
TpiEE , H
BrgERERT
X

mg
Greengrass
HEENE
ABRE, N
IR,
CloudWatch

EIAERT , AWS IoT Greengrass Core 4 EBEE R MEEXT , AWS loT Greengrass A T
TAIEEMMEBEARE, B2 , B LUBE AWS loT Greengrass R{EFA £ B ZHATFAEBEAR

£, SR/OIEE ZMXH, EARHFIH | AWS loT Greengrass fEA NN B % :

« iZgreengrass-rootB% , BALFHEHRENEBERES , A UERFHIENRE, ©8E AWS
loT Greengrass &/OREMEMEZITINNRFTAEZNXELEYE , FILEFRF, config.json

- BEENBEABR, EB8UERNR , MBE,

ZEENERUATBREN,

Greengrass 18 B %

greengrass-root/
|-- certs/

RAEE AR EFN A/ EXLH Lambda B,

BEEEABRX
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FRARER , BRA 1

| -- root.ca.pem
| -- hash.cert.pem
| -- hash.private.key
| -- hash.public.key
| -- config/
| | -- config.json
|-- gg9c/
| | -- packages/
| -- package-version/
|-- bin/
| -- daemon
| -- greengrassd
| -- lambda/
| -- LICENSE/
| -- release_notes_package-version.html
| -- runtime/
|-- java8/
| -- nodejs8.10/
|-- python3.8/

| -- core/

write-directory/
| -- packages/
| | -- package-version/
|-- ggc_root/
| -- rootfs_nosys/
| -- rootfs_sys/
|-- var/
-- deployment/
|-- group/
| -- group.json
| -- lambda/
| -- mlmodel/
-- var/
|-- log/
|-- state/

BEEEABRX
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BEEEARX

1. BT TS LMZLE AWS loT Greengrass STHEF :

cd /greengrass-root/ggc/core/
sudo ./greengrassd stop

2. 3TFF greengrass-root/config/config.json BMER su AP #THRE.
3. AflwriteDirectory MENSHHIEEEBREREBR , WA T ROIFITR.

{
"coreThing": {
"caPath": "root-CA.pem",
"certPath": "hash.pem.crt",
1,
"writeDirectory" : "/write-directory"
}
® Note

B LR BT ENINEEH writeDirectory iR B, EFREF , ETXB3H AWS
loT Greengrass ERAMIEENBEABER , EF2EBEMNEABRFHAR,

4. Wi, CNBEABRCEERSE , BUN%ENZgreengrass-root B Fi& N ik, HXUE |
EZ RN Greengrass BB FIEEE N RiEBE X,

&N | B3I AWS loT Greengrass ST :

cd /greengrass-root/ggc/core/
sudo ./greengrassd start

f¥ Greengrass BERIEENREA R

REAEEHN Greengrass IRERIEENREZBE RN , TREFAXESR, EFBZEH , XTOHEEA
B %,
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1. RFEXIER FZHTHENER

a. W config.json FIEEREFEENR,

sudo chmod 0600 /greengrass-root/config/config.json

b. F ggc_user ¥§E R certs  system Lambda B ZHFIEE.

sudo chown -R ggc_user:ggc_group /greengrass-root/certs/
sudo chown -R ggc_user:ggc_group /greengrass-root/ggc/packages/1.11.6/1lambda/

(® Note

ERIAER T , ggc_user # ggc_group IKF AT Z1THR 4 Lambda BNE. MMRESE
EHRBNEIRANG RS HREATFDNOKS , MR KN @ZAF (UID) #4 (GID) &%
FRBR

2. FALNEENSINZgreengrass-root B Fig&H Rik,

® Note

fiZgreengrass-root B R RN RAEN — T HLER2FZEFREZRAIRE, B2, BEF
over-the-air (OTA) BN AT 2% & B X+ H AWS loT Greengrass &/ HE , BM
RHBZER , AREEFEEFER. BALLXL umount M mount BAERIE
ota_pre_update #l ota_post_update MiA&#, BX OTAEHNEZER , ES
[Fthe section called “Greengrass OTA E#T{X3E"#Mthe section called “fEF OTA EFTHIIE
& Respawn’,

3. BITFHERF.

cd /greengrass-root/ggc/core/
sudo ./greengrassd start

MRREBRESR 1 PHNR , WF2BIHTFHERF
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EiE MQTT RiE

£ AWS loT Greengrass MEH | AR FE Finik %, Lambda E¥, EZESBNRESEAHTLUMHEERE ,

A S 2 EBE. AWS loT CorefiEBEBZ TR , Kb TEEATEITAZ HE MQTT B1E
BiT B

BXEULUAEEEN MQTT iR EHE S AWS loT Greengrass , BSRUT & :

+ the section called SEERFRE”

« the section called “MQTT B ERAFI”

+ the section called “5 AWS loT Coref] MQTT HAMLE

« the section called “ IDs AT MQTT E#ZMNE ik AWS loT”

- AT AHEEREAN MQTT w0

« the section called “7&£ MQTT EEF &4, 1T, BUEIT BB IERY BT ETE AWS Cloud”

@ Note
OPC-UA R—MATIULBENEEXRRIFE, E1E Greengrass A& EKIF OPC-UA X%
B, fRAIAE AR MiE RS . SiteWise ZIEZESSN Tl iR R EHIEM OPC-UA BRF B KL E
P E~EME. AWS loT SiteWise

HERSRE

AWS loT Greengrass X#FRGSAE (QoS) %5l 0= 1, EAEURTEMNEBEUARBEB =M

[, Greengrass #&%/UJEZ AWS loT Core 5 MEBENEFmMA TEAREMNE LB ENEER

H,

EE MQTT RE
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D
QoS
Cloud sources Greengrass
and targets < 7 core

@ Greengrass group
internet =

QoS 0

QoS 0

QoS 0

or

QoS 1

( persistent)
sessions

AWS loT

A% MQTT f1 QoS MESES | H2H MQTT Wik LW AT,

5.
- HYHEAEER QoS 1

7538 AWS Cloud

MZEA QoS 1 KA K E AWS Cloud BFrHISEE. AWS loT Greengrass £ MQTT SEERA
BIRALEBIX LS, REBEERBETEIAAWS loT , AXEERTEELE  LEREE
Ho MRASIER , MEEFTEE R, HEAREIA T AH B & K RE R 2 8 &% % S R A
EEX.

BT AWS loT £/ QoS 1 WHIEHE |, Eitk Greengrass N &% E B & XERREURT A&
BEZEMWIER, AWS loTEXZLEZEER , EHELZER AWS loT BIVEREEBEAE T —
SOHE, Bl mMBERAKEEZEMNEIRRE AWS X5 F 50 Z2F |, MAREY RS AURZE
20 XHE, EIEFZOERE AWS Xig VB , BZRXITH. BRARE loT HFEEIWI
AWS Cloud , &R LR E R

B% MQTT BEUFINESEL | SENARETURERE AWS Cloud BRI B A
%217 , E3 M@the section called “MQTT EERAFI",

AVSEEMEA QoS 0 ( BRiA ) = QoS 1

BIAMBERT , &L QoS 0 iTEKE AWS Cloud IRFVER . MREERAFALE , MO
L QoS 1 #1T1T . XAMTHRAREMHDRABRMEEEERNBIEER, EEEXETHN
QoS , FEAMEELEREFRGAENF LBREFAMRE,

EXELZER , AFNAEROEEB S AWS Cloud BFREILFRALE , 5 #the section called
“5 AWS loT Corefy MQTT FAMESIE

EE MQTT RE 119


https://mqtt.org/getting-started/

AWS loT Greengrass FRARIERE , A1

573 B R =

FIEABEEHER QoS 0, OEiREAMBIFRAIEEE , ZBHRTLLR Greengrass Lambda
M, EERRELWIEZ. ROTFEREHER ﬂl’f’éiﬁl}\ﬁeﬁo SHEAETASZBNEMN
=

@ Note
H R Lambda B2 AINEEBEFETER MQTT HEWE , BT HEMARE.

= BFFRY MQTT SE S BAS

K 4E AWS Cloud B#rHY MQTT JES ISR E . HRRARYE SRR ST (FIFO) IR 174k
B, QHEHEFRERMEG AWS loT Core , iZHERFMBASIH il BR.

ERINER T , Greengrass /0 &IXE| AWS Cloud BRI KRB EEFHERNES., B LIEEX
DUBRAEREFEBEFPFERLCENER. SAFEEETRE , At FREFESEROERERE
3 (i, EREARBRRZERZRE) | IJH: AWS loT Greengrass AJ LAKLE4NEH B, BT
DARL B 176 K7D

/A Warning

Greengrass /O E R EEENATRESFEEN MQTT SHEMABSH | X2FE 7 Greengrass
BOSTE MQTT ERARN R EBEN 2 s Eid — X R A ERE, Ef_%r\ﬁﬁ?ﬂ’] MQTT EEE
=, 154&1‘?&\5’] keepAlive HEE N /N FH mqttOperationTimeout EW—¥, BXE
Z{ER , 5 ® AWS loT Greengrass #&/U LB 4

AWS loT Greengrass fEAEALBEFREHH (Lambd GGCloudSpooler a BN ) REEHER
5, BALAERALLT GGCloudSpooler MMET EREBFEMHIRE.

« GG_CONFIG_STORAGE_TYPE., HEBRFIIE., BEXREE :

* FileSystem, FRUAEBAHEFHENERORBUE LN FRHEFT, EROVEFED
B, RREBHAREERATAE, HAERF |, FHERER.

« Memory (BKiAE). ENFHEFHKLEN KL, EROEFEDN  FROBLGEL.

ZORTRH N BB ZREMH RN REMN . EEAZEERN , RIMNEBWERBANERS P
ROHNBERTEMBHRE,

fE MQTT iRiE 120
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« GG_CONFIG_MAX_SIZE_BYTES, F## XN (AFTHEN ), ZEUUREAXRTFRET
262144 (256 KB) HIFES R ; B/PEIAR/NEPEIE AWS IoT Greengrass Core B a3, BRIAK/D
N 2.5 MB, TEIXRFRNDRHIE , HENHEREERERIFER,

® Note

L IhEEE R T AWS loT Greengrass B & v1.6 RESMA, ERRAFEARNZEFRFMH , HFARK
HIKPNRA 25 MB, BEENRFHRAEEFHIZRE.

EARMEFRAETHS

BT LABLIE N AWS loT Greengrass fSHEEEFIXHRS , XECIIMAEROERBRRE

FE, Akt , BEEHE—NMEBENMA , HF GGCloudSpooler NG FEMERZENR
FileSystem, BXAHER AWS loT Greengrass AP| RELE A it 176 B1F. BTEEERFAPHITIZ
BiE,

LT3R create-function-definition-version CLI sp S EEBE B4 ERFE , LUEISHERA
K EHEREIXHRES, BIEHE 2.6 MB RABIA/N,

1. 3REXBE#F Greengrass & |Ds AMBERA, LEEREXRHHTHVAMARE, A TEHFERE
BRI OIZEA,

aws greengrass list-groups --query "reverse(sort_by(Groups, &CreationTimestamp))

[0] n

RE , BHUALRENER, REFTERAENEE -, FIATRSEESZANA,

aws greengrass list-groups --query "Groups[?Name=='MyGroup']"

(® Note

WA LATE AWS loT 258 FRIBIXLEE, H 1D EREAMRETE L. BAMAEE R
IDs TEEFA M BT I+ L,

2. MBHFHERAES Id M LatestVersion {Eo
3. REZHFWARA,
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https://docs.aws.amazon.com/cli/latest/reference/greengrass/create-function-definition-version.html

AWS loT Greengrass FRARIERE , A1
« ¥ group-id BRAEFH Id,
« ¥ latest-group-version-id Bt R EHIM LatestVersion,

aws greengrass get-group-version \
--group-id group-id \
--group-version-id latest-group-version-id

4. MmiHFfDefinitionM KA , EHIBR ARNs 2 S\ FTE HAbH A 4
BCoreDefinitionVersionArnfMFunctionDefinitionVersionArn. 78I HAYLERAEK
B, RHERXEE,

5. TEHHM FunctionDefinitionVersionArn & , E4IEHHENK ID, i%Z ID & ARN Y
functions EREEH GUID , TILA R RABIFTRo

arn:aws:greengrass:us-west-2:123456789012: /greengrass/
definition/functions/bcfc6b49-beb0-4396-b703-6dEXAMPLEcu5/
versions/0f7337b4-922b-45c5-856f-1aEXAMPLEST6

® Note
HE , BALUBIIZEST create-function-definition S UBIE—PERBEN , &
BN R EHIZ D,

6. FEERBUENXFHRIM—NEHEE R,

« function-definition-idABRIdNEEE X E ISR,
« arbitrary-function-idBRNEHMEMN , fliispooler-function,

- FEEZRAFITEMEM Lambda BEERMNE functions HAH, ERUFEA get-
function-definition-version s s MNIB W EEE LRAHIREL Greengrass Lambda
B,

/A Warning

#4R 7 GG_CONFIG_MAX_SIZE_BYTES EEATHET 262144 WE. BRIHWRT LM
IE AWS loT Greengrass Core #4230,
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https://docs.aws.amazon.com/cli/latest/reference/greengrass/get-function-definition-version.html
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AWS loT Greengrass FRARIERE , A1

aws greengrass create-function-definition-version \
--function-definition-id function-definition-id \
--functions '[{"FunctionArn":
"arn:aws:lambda:::function:GGCloudSpooler:1", "FunctionConfiguration":
{"Environment": {"Variables":
{"GG_CONFIG_MAX_SIZE_BYTES":"2621440","GG_CONFIG_STORAGE_TYPE":"FileSystem"}}, "Executable":
"spooler", "MemorySize": 32768,"Pinned": true,"Timeout": 3},"Id": "arbitrary-
function-id"}]"

(® Note

MR 2 BIFFGG_CONFIG_SUBSCRIPTION_QUALITYIRZERE N ZIFFALIE
AWS |oT Core , BRI E IS EHREEHIH,

7. MRHFPEHEBELHRAN Arn,
8. tIE—1NEE&ERS Lambda BEHY AR,

« group-idEMRIdANIZEFAN.
« core-definition-version-arnBiRENEHFEAMRA S E &I AR

A, CoreDefinitionVersionArn
« function-definition-version-arnBiRAIRATNRFREBUE X RAE 18 B,
. BMENERFAREPEFNHEMAAY ( H

ISubscriptionDefinitionVersionArngDeviceDefinitionVersionArn) . ARNSs

s BIBREMARERNSE, Hlin , MBAREKTIEFTARE , BEMBR - -resource-

definition-version-arn.

aws greengrass create-group-version \

--group-id group-id \

--core-definition-version-arn core-definition-version-arn \
--function-definition-version-arn function-definition-version-arn \
--device-definition-version-arn device-definition-version-arn \
--logger-definition-version-arn logger-definition-version-arn \
--resource-definition-version-arn resource-definition-version-arn \
--subscription-definition-version-arn subscription-definition-version-arn

9. MHHFEH Version, XEFHAMREH ID,
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10. A#TARASERE,

« group-idBBRAMRNIdZEHLASHIR,
« group-version-id&¥#FIRVersion N FEFARAE HIHY AR,

aws greengrass create-deployment \
--group-id group-id \
--group-version-id group-version-id \
--deployment-type NewDeployment

BEEHEMHIRE , BT LUMER AWS loT Greengrass AP BIZZHTHNERIE VRAE , Eh 8 E8EHE
EHGGCloudSpooler B, FETRK , WEBMENRAFMBFWARAE (AREMALAHE )P, A
BEEBIZANRA, MREXEFREBRINERE , BUUHBFREBE GGCloudSpooler BENEHIBEREUE L RA,

EHAERFERXNMRE Lambda B, T3 , EREEFNBSEHARES , eI ENESRE
EENISED (RIFEEER AP BRI R ZEE ) -

5 AWS loT Corefy MQTT HFAMLXE
I IhEeEA F AWS loT Greengrass Bt & v1.10 RE S RA

Greengrass O SHERBEIZFEASTE, AWS loT HFALER —MIFEERE | AFROMER
EROBLNAENER . ROBEEPHNEF IR,

EBHALEDR , AWS loT BEREBELSREROEEZEHEHTHMEITR., WRERZOWMITEE , N
AWS loT HEREBLE#ABINNEHENIERN QoS 1 £HmH K EAM B (HlE Lambda BEFEFF
Mg ) WINEE. HRMOEEERN , BASFETRE , AWS 0T HEREUESY 10 XEENR
REREBORIEFHEIER . KASTEWRIAZIHRE R 1 /08t , WHEEAR RN B0 M I E 2
RFBER, BXEZELE , BSHAWS loT FXAREEHN MQTT HAMEL1E,

AWS loT Greengrass EFAE A4 BREFRSEHH ( Lamb GGCloudSpooler da EEY ) BIZELMERIR
BT, AWS loT B LAEALLT GGCloudSpooler MBETXEXREBIFAMSE,
« GG_CONFIG_SUBSCRIPTION_QUALITY., LAt ARIEH AWS loT iTHRRE. EXES

« AtMostOnce (RRIAE). BEAKAMESRE, 1TTHEMEMA QoS 0.

« AtLeastOncePersistent. BEBFAMLIE. & CONNECT BEHH cleanSession Fr&iR
BN 0, HU QoS 1 #HTiTH.
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MEZOWEEEE R QoS 1 &% , MARIEE2I%EiX Greengrass SFH # 2 77+ T4ERA

S, ERGEERMBIAIG , OLBINES. MBAFIZ|ZAH B #5 ( 4]20 Greengrass Lambda B
B, EESTRE ) WELBEFEMF QoS 0 &iX, AWS loT Greengrass T RERIE—ERfF4A 74
b B #7 o

® Note

O LAEA C maxWorkltemount BLiE & tESR32 & THETRA SR K, Hilan | mBEHT
EHHREEREN MQTT RE , WAL IR I KN,

BRABALER , ARELSTA—MENANERE , ATS MQTT EEXR#R, AWS IoTEXES
{E8 , 155/ the section called “ IDs T MQTT & FFim AWS loT”,

BLE MQTT HAMLE

BT LAEL B AWS loT Greengrass N fEAIFAL1E AWS loT Core, Hitt , BEEILE —MNEHEE LR
7, B GGCloudSpooler BEUFITRMEIRE N AtLeastOncePersistent, WiRBEEATER
AWS loT Core (cloud) ERRAFTEIT IR, BAIER AWS loT Greengrass APl RELERF A 21F,
BITEERH & PIITZIRE,

UTERBEA create-function-definition-version CLI i &GN BEREFERENFAEA
21, BFZEEH , BB ELEEHFINEEANZTHFARETNEE,

1. 3REXB¥% Greengrass #f IDs HFFFARA. EEEBREXSHFNWANARE, U TEAFHRE
BRI OIZERA,

aws greengrass list-groups --query "reverse(sort_by(Groups, &CreationTimestamp))

[0] n

gE , BHUANRENER, REFCERAENEE -, FIATRSEESZANA,

aws greengrass list-groups --query "Groups[?Name=='MyGroup']"
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® Note

A LATE AWS loT #2H| APk BIiIXEE, A ID EREANRERE L, BARETETR
IDs FEEFAR “HPF" BT+ Lo

2. MHHFHERAES Id M LatestVersion {E.
3. REFZHFWARRA,

s ¥ group-id BRRAEFH Id,
« ¥ latest-group-version-id BN EHIM LatestVersion,

aws greengrass get-group-version \
--group-id group-id \
--group-version-id latest-group-version-id

4. MHiHPfDefinitionMRAH , EHIBR ARNs 2B FTE HAabH A 4
M CoreDefinitionVersionArnMFunctionDefinitionVersionArn. £ &Y RRZAS
B, R ERXEE,

5. TEHEH FunctionDefinitionVersionArn A , EHIEKENH ID. % ID & ARN K
functions EREEK GUID , LA T RHEIFT R,

arn:aws:greengrass:us-west-2:123456789012: /greengrass/
definition/functions/bcfc6b49-beb0-4396-b703-6dEXAMPLEcu5/
versions/0f7337b4-922b-45c5-856f-1aEXAMPLEsf6

(® Note

HE , BALUBITIEST create-function-definition S URIE—IPEBEN , &
BN P E#iZ ID,

6. HEERBUENXLFRMN—NEEE LR,

« function-definition-idFRBIdNEREE L E HIMN iR,
« arbitrary-function-idBRNEHMEHN , fliispooler-function,
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s BMERZREAPSEMNEM Lambda BEERIE functions A H ., EAILUEA get-
function-definition-version s s MIB W EEE LRAHIREL Greengrass Lambda
EX 8

aws greengrass create-function-definition-version \
--function-definition-id function-definition-id \
--functions '[{"FunctionArn":
"arn:aws:lambda:::function:GGCloudSpooler:1", "FunctionConfiguration":
{"Environment": {"Variables":
{"GG_CONFIG_SUBSCRIPTION_QUALITY":"AtLeastOncePersistent"}}, "Executable":
"spooler", "MemorySize": 32768,"Pinned": true,"Timeout": 3},"Id": "arbitrary-
function-id"}]"

(@ Note

MREZHIRE T GG_CONFIG_STORAGE_TYPE 5 GG_CONFIG_MAX_SIZE_BYTES %
BTEREVUFHRE  BEHESEEZEREEFITF,

7. MaHFPEHEBE LHRAN Arn,
8. BIE—NEERL Lambda REHIARRA,

« group-idEMRIdANIZEFAN,
« core-definition-version-arnBiRENEHEAMRA G E &M AR

A&, CoreDefinitionVersionArn
« function-definition-version-arn&ANIRATn N FEEE LIRASE HIH B,
. BMENERFAREAPFEFNEMAAY (B

WSubscriptionDefinitionVersionArn=zDeviceDefinitionVersionArn) ., ARNSs

- BIBREMARERNSH. Hla, MRAREFLEEARTR , FMER --resource-

definition-version-arn.

aws greengrass create-group-version \

--group-id group-id \

--core-definition-version-arn core-definition-version-arn \
--function-definition-version-arn function-definition-version-arn \
--device-definition-version-arn device-definition-version-arn \
--logger-definition-version-arn logger-definition-version-arn \
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--resource-definition-version-arn resource-definition-version-arn \
--subscription-definition-version-arn subscription-definition-version-arn

9. MHHTFEH Version, XR2FAMREH ID,
10. AFARKEGRA,

« group-idBBRAMRNIdZEHASHIR,
« group-version-id&¥#FIRVersion N FEARAE B AR,

aws greengrass create-deployment \
--group-id group-id \
--group-version-id group-version-id \
--deployment-type NewDeployment

1. (&) BIOEEXHFE C maxWorkltemount B . X AT LARE BhRZ DL IR B INEY MQTT
MEUR S B IRNEE.

EFAXERETFREFTAR , B LUER AWS loT Greengrass API BIEFTHERBENIRA , EfF G
EEEEHEEANGGCloudSpooler i, FETXK , FEHEENMAFMEBIFWAHMRA (AR HibH
Hik ) B REHBIZEREK, MREEFRBRINEE , B AGIEFSEE GGCloudSpooler BNEHIER
BE LR,

EHARFEREXANRESE Lambda B, T , ENFESEFNISHEARES , ©HISEMESHA
EENHBh (RIEERER AP BRI BRZERK ) .
IDs A+ MQTT EZENZEFiw AWS loT

I IhEesE A F AWS loT Greengrass Bt & v1.8 RESRA,

Greengrass AR AN E FRIS ML PEBFIRMEITIF MQTT E3E AWS loT Core » X FiXLEERE |, U
£ IDs BEXROEYBEMER TN E Fis, TN E PG IDs TS, FitMENhEE—
#EEMA , 2%F AWS loT Device Defender AWS loT A @ EHIE#, &IE T LAE S FUM 49 % 3% IDs
(Bl , EFIEBEMENIT I RBER ) 0l2EE,

GGC v1.9 and later

M Greengrass REHMITIF 7 MQTT iE#EE. AWS loT Core XA M FERAUTER IDsHiERE
B P,
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FRARER , BRA 1

7’

HE

1T

BIESAN MQTT &£ , FEAUTARN :

EFim ID &N
core-thing-name
il - MyCoreThing

MZEFuw ID A TERE, MTERE, TR
BUHIT B4t B E B A,

core-thing-name -cn
il - MyCoreThing-c01

nZ—1MM 00 FFIRIES , SHI—/NFE
B, XNEYRSEE  &RAERN 250, EE
HEEHASE AWS loT Core BIFZ HE F
REWEZHHE (BAKAKENRN 2,500 )
URAHRER cloud ERERVITRNKE
( BHEKAEERN 10,000 ) KAE,

EEAEREFRREHHS AWS loT Core iEE
DEERRFEARIRITAER. ERLER
Bk 7t H A & F RS MIREIEH AWS loT
Core EIESR Z [H RIRHEHNKE,

number of MQTT connections per group = number of connections for

Deployment Agent + number of connections for Subscriptions

Hep,
- HEREEEL =1,

o ITHRIMERES = (2 subscriptions for supporting certificate generation
+ number of MQTT topics in AWS IoT Core + number of device shadows

synced) / 50,

« Hrh  50= 8 MNEE AWS loT Core AT LA M| KT K.
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® Note
MREERFESFERHITITE AWS loT Core , MIAREDQITH —NANNEEUA TR

ARiE, REAHTIXBFRARE , A ENTERFZEE,

ATRD MQTT EZNREH R BRERE , BULEA KRN Lambda RBTEL SR AHKE. A
B, IBEREABIELZEE AWS Cloud, It , BEFRFERAN MQTT EZELD, AWS loT CoreF
REZEER , S BAWS loT Greengrass EH

GGC v1.8

JL/ Greengrass REA 4T LLE AWS loT CoreZ23I MQTT E#, XLHAHFEALTES IDs 1
EEEREF R,
BHE E i ID &R
BhE core-thing-name
il : MyCoreThing

MZEFiw ID ATEE, WiTERE, TTRA
BUHIT 4w EAE4EA,

5 MQTT JEE 3 AWS IoT Core core-thing-name -spr
il : MyCoreThing-spr
EFEL core-thing-name -snn
4%l : MyCoreThing-s01

nn 2—NEH , M\ 00 18 , BEES N FNEE
WIEEiRE K KFAERN 03. EEHHEHY
REBTWEZHE (BEHKRZ 200 ™MEF )
RE AWS loT Core ( BNMNEZEHZ 50 MT
5 ) o

RELTPEE core-thing-name -dcm

&%l : MyCoreThing-dcm
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® Note
EEHEES IDs FANEER MR A RS SBUEEM T EENTRER. IRE —MIBER
BAEAROREBWMENEEPNE G ID, WABREXMER. BXEZER , ES5H
e BBEES R,

Greengrass 1% &5 5 AWS loT Device Managementfy S BIEE RS RS T2 ER, XHEEE I LARYE
ZHRNREEY. FFRENEERSNRZHITRSIFMIER, HlW0 , Greengrass BEEDEI—N
FREYBMENEFR ID WERE , Bt |, B AERRZEERSIRADML Greengrass iR %Y
B 25 AWS loT Corei S MiFT iE#E, BXREZER , HZHAWS loT FleetWise FF XA RIEFEH
HIBA I,

N E B W ABE MQTT w0
IhEEEE AWS loT Greengrass B & v1.10 HE S ARA,

Greengrass &% /U7 H A H#h Lambda BI%K, EEB[NE S imiE Z BN MQTT JHEARIER A #H 2
B, MABRT , ®OERIRO 8883 KEAMAMMLE LW MQTT RE., BAEFEENRRO , LR
% 57w 0 8883 LiZ{THIH MM R EF R,

BLEZORATERAL MQTT REN KOS

1. BTUT@HLEL Greengrass 2T T :

cd /greengrass-root/ggc/core/
sudo ./greengrassd stop
2. 3TFF greengrass-root/config/config.json BMER su AP #THRE.

3. 1£ coreThing M&RHF , #il ggMgttPort BHHFEIRENEFANKOST, ERER 1024
F 65535, AT RAIfFim OSiZEN 9000,

{
"coreThing" : {
"caPath" : "root.ca.pem",
"certPath" : "12345abcde.cert.pem",
"keyPath" : "12345abcde.private.key",
"thingArn" : "arn:aws:iot:us-west-2:123456789012:thing/core-thing-name",
"iotHost" : "abcdl23456wxyz-ats.iot.us-west-2.amazonaws.com",
"ggHost" : "greengrass-ats.iot.us-west-2.amazonaws.com",
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"ggMqttPort" : 9000,
"keepAlive" : 600
3,

}

4. BIHHBEFHER.

cd /greengrass-root/ggc/core/
sudo ./greengrassd start

5. MRNKOGERTEHZ PR , WEEETK.

MERBABES PR , MBRHEHFRZONEEES . IATEFRIRZELXINRERRZEWRE
WHiR OS5 | SURBUZ ERE R, B LAER AWS loT #2445 AWS loT Greengrass API 3k
BEFROERESR, EURED  EREFEEMROS. BONAM IP it REFE

EHMRONEREESR (2F 8 )

1. FEHBREREL , %#F Greengrass &L

2. EROCEMAEETHEL , & MQTT RER[UETF,
3. EREBIRR[IETF , ABFEFEHMNES,
4

WABYETR AR P it FF IR OS, UTROHRE IP #ik 192.168.1.8 HNigA&
9000,

5. BRIMWRS 6 REERER

ERTZOREREES (API)

- f#H UpdateConnectivitylnfo #4E, AT RHIEAR AWS CLI #Y update-
connectivity-info 5 IP #isif 192.168.1.8 REWAS 9000,

aws greengrass update-connectivity-info \

--thing-name "MyGroup_Core" \

--connectivity-info "[{\"Metadata\":\"\",\"PortNumber\":9000,
\"HostAddress\":\"192.168.1.8\",\"Id\":\"localIP_192.168.1.8\"}, {\"Metadata
\":\"\",\"PortNumber\":8883,\"HostAddress\":\"127.0.0.1\",\"Id\":
\"localhost_127.0.0.1_0\"}]1"
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® Note

LR B EANZAT MQTT SEEM AWS loT Corelii 0. BXEZER , HSH the
section called “@id i O 443 FMEREH 1TIEE",

£ MQTT E#EHR AMm. T, BUBT FRERNBEAE AWS Cloud
LIhBEFE AWS loT Greengrass v1.10.2 SE S RAHF AT F,

& T LABL B fo1F Greengrass #%/0ES AWS loT Core®d MQTT EEF SR KM, iTESECHITRR
YEREtE ( AR N BN ) . MREFTRRHHSERESBIRERN , ZAFERABNHEE, B
config.json MHHEEMIRE , EE coreThing HRHPHFMFE K mqttOperationTimeout &
M. Hlan

{

"coreThing": {
"mqttOperationTimeout": 10,
"caPath": "root-ca.pem",
"certPath": "hash.cert.pem",
"keyPath": "hash.private.key",

.

}

HIAEE R E R 5 B, BOMBRER 5B,
BUEEB IP N

IBALABLE AWS loT Greengrass A /0 1F Greengrass A& P iwiR % B3I &I Greengrass NiZo
BAE , ARGYME IP thiut (b, MRt REFT , ROFRAEFHO U TR, SEZOMIT
[E— Greengrass A& Fimig & AT LAE A X Lt

(® Note

EPIRIZEH AWS loT REEAHZ Fgreengrass:Discover RIFRBR R ODIEZEEEN
MR, BXRBBANESZER , S Hthe section called “AIFTN"
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EM AWS IoT Greengrass &l & B ALLIIEE , 17 HIXEPE Greengrass FHARIERE “BaiN", &
A AR ERE LS ARERAMIIEE , HiERERE Lambda BBUETIF , RFER IP RMEF. 0
REREHIRMMNEBZE MQTT REHSK , WBHAE3 IP &,

EF A AWS loT Greengrass API EE Bz AT , BAFEEIPDetector R4 Lambda ¥, T
SREHEBUMMAER create-function-definition-versionCLI S EL B Greengrass R B3I XM,

1. 3REXBE#F Greengrass # |Ds AMBHRA, LEEREXRHHTHAMARE, A TERRERE
BRI OIZERA,

aws greengrass list-groups --query "reverse(sort_by(Groups, &CreationTimestamp))

[0] n

HE , BEUURENER. REFTERAEHEE—N , FIAATRSERE SN,

aws greengrass list-groups --query "Groups[?Name=='MyGroup']"

(® Note

AT LATE AWS loT #2255 FHKBIIXEE, A 1D EREANRERNE L, FARKTETR
IDs FEBFARY “HPF” BRI+ Lo

2. MmHFTHBEIRAEHl Id M LatestVersion B,
3. FREVEFWAMA,

o ¥ group-id BRRAEFW Id,
« ¥ latest-group-version-id BN EHIM LatestVersion,

aws greengrass get-group-version \
--group-id group-id \
--group-version-id latest-group-version-id

4. MmEFMDefinitionFMRA , EFIBR ARNs 2 AN FIEH A A4

BCoreDefinitionVersionArnfFunctionDefinitionVersionArn. 7E8IZEFTRYLARRA
B, SEAXLEE,

5. MHIHTH FunctionDefinitionVersionArn , E5IEHENH ID MEHELRA :

BEED IP R 134


https://docs.aws.amazon.com/cli/latest/reference/greengrass/create-function-definition-version.html

AWS loT Greengrass FRARIERE , A1

arn:aws:greengrass:region:account-id:/greengrass/groups/function-definition-id/
versions/function-definition-version-id

(® Note
BA LU IRIZEST create-function-definition S UBIB—MNHEEN , REMNGE
HeEFiZ 1D

6. ffM get-function-definition-version @& AIRENY BIE RS, A function-
definition-idEEHIMNENEBENL . HIM , 4d941bc7-92a1-4f45-8d64-
EXAMPLEf76c3,

aws greengrass get-function-definition-version
--function-definition-id function-definition-id
--function-definition-version-id function-definition-version-id

ERTIHNEKEE. ZOEFTNEBE SRR , CEEERXEHHEE , U LEERLEE
BV E iRIE
7. HEERBUEXFRIN—NEREEE R,

« function-definition-idBBIdHNEEE N EHINERR, Hl
W, 4d941bc7-92a1-41f45-8d64-EXAMPLEf76¢c3,

« arbitrary-function-idBRAEBKIE , fllauto-detection-function,

- FEIESHELMRAEHNAE Lambda BEEERINE functions HAH |, Hlal L —HHHIHAY
EAEE

aws greengrass create-function-definition-version \

--function-definition-id function-definition-id \

--functions
"[{"FunctionArn":"arn:aws:lambda:::function:GGIPDetector:1","Id":"arbitrary-

function-id","FunctionConfiguration":

{"Pinned":true, "MemorySize":32768,"Timeout":3}}]"'\

--region us-west-2

8. MHHPEHHEBE LA Arn,
9. BIE—/1NEEERS Lambda BRI AR,
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« group-idBMRIdAZEFAN.
« core-definition-version-arnBi N ENEHFEAMRA S E &M AR
A, CoreDefinitionVersionArn
« function-definition-version-arnBRNIRATn R FEEUE LRSS HH B3,
- BREMNFEIERETPEFIRNEAAHGT (5
WSubscriptionDefinitionVersionArnzDeviceDefinitionVersionArn )., ARNSs

« BIBREMARERNSH. Sl , MRAREFLEEMRR , FMER --resource-

definition-version-arn.

aws greengrass create-group-version \

--group-id group-id \

--core-definition-version-arn core-definition-version-arn \
--function-definition-version-arn function-definition-version-arn \
--device-definition-version-arn device-definition-version-arn \
--logger-definition-version-arn logger-definition-version-arn \
--resource-definition-version-arn resource-definition-version-arn \
--subscription-definition-version-arn subscription-definition-version-arn

10. MBI E 4l Version., iXEFHARAM 1D,
1. AHEARASERA,

« group-idBMRAPRAIIZEFAEAEH,
« group-version-idBRAYRVersion I FHEFHMAE S HIRIRA

aws greengrass create-deployment \
--group-id group-id \
--group-version-id group-version-id \
--deployment-type NewDeployment

MBEFFHH A Greengrass %08 IP st | WA SAMEREMT IS IPDetector BRIV ERENE LK
SER LR, 1XORFPR LA M BN BE 1L H B 3 8 A SE MY Greengrass #/0 P #biik,

Lambda #Z#H AR R ERXMNRE Lambda BB, ERNEBONMBISRIAMRAT , BRIEEER AP &
BREBBRIZEE  ENESHEIEENZH EEENIBES,
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BE R RE LS 3 Greengrass SFHEF

RIEMER , BURICRZRENESISHRIB 3 Greengrass SFHER , LHREBEEBAEREZN,

® Note
MREEBRaptLFES AWS loT Greengrass Core 4 , NI A LAE A systemd BIZA)E B 3h
BBz, BXEZELR |, iS5 the section called “/F A systemd BIZAEE Greengrass 73
EFLEmEAR .

BEETEXRBMMHBILRS (W initd, systemd H SystemV ) , HFEAENERELNEES
AR R RAT systemd BARS X #F. Type SHIREN forking , B greengrassd ( AT /E3)
Greengrass ) 51 Greengrass SFHFREFHERRE D X , M Restart ZHIREN on-failure IR
systemd 7£ Greengrass I A FEIRZSET E#T/S 30 Greengrass.

(® Note
EEFLMNREREMEA systemd , BRBER 1 PATRIZIT check_ggc_dependencies
A, RiE , EFEHA systemd , iR useSystemdconfig.json FHY SHIEERN
YE€So

[Unit]
Description=Greengrass Daemon

[Service]

Type=forking

PIDFile=/var/run/greengrassd.pid

Restart=on-failure
ExecStart=/greengrass/ggc/core/greengrassd start
ExecReload=/greengrass/ggc/core/greengrassd restart
ExecStop=/greengrass/ggc/core/greengrassd stop

[Install]
WantedBy=multi-user.target
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BiEZH

ft 4= AWS loT Greengrass ?

the section called “XXIFHFEAEMER"
Al7l AWS loT Greengrass

the section called “4H 3} REF BER”
the section called ‘B4R EMEK”
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AWS loT Greengrass Version 1 43 BUR

fEF Lt AWS loT Greengrass V1 43P BUR K 7 ## AWS loT Greengrass V1 BR$ 1 AWS loT
Greengrass U EH vi.x W RESEFMEFHRS.

FH

« AWS loT Greengrass WRA 32 &l 5 =

« AWS loT Greengrass #&/U B EERAR Ean B E &

« AWS loT Greengrass Core 345/ 43 BUR

- FARBEX

« Greengrass &M% % £ AWS Lambda ZhEEH) XIS UK

« AWS loT 8 & Mk 25/ Support BIER AWS loT Greengrass V1
- EFLERINAIE

AWS loT Greengrass hRANIZ§| 75

AWS loT Greengrass X AWS loT Greengrass B/UDE B ERE L RAZEF, B L ARAEE
major.minor.patch 45 X%, MRITEEM API EXEZHINEEZRARTRS , MERES[EE, m
RRAFE T OEREIIGE , WRERASHEE, NIRRLEMANT HEIREE |, W T RESFE
B, BEFE—NPEEMA v1.0.0 AR , AWS loT Greengrass BEZ£ %% 7 11 NREBRAH AWS loT
Greengrass BEEH M vi.x , HF v1.11.6 REFRE ., FMNEWIRFEF AWS loT Greengrass Core 344
EMIFSEHAAMRE , SR AFIEE, ERENENERIEE.,

2020 £ 12 A, AWS IoT Greengrass & T HE—NEEREEH. LEFHZFE AWS loT
Greengrass V2 R C AWS loT Greengrass ore 348 2.0.3 fRo XN THNARRF , BRA1BEIUE
&5 AWS loT Greengrass Version 2 AWS loT Greengrass Core #i4f v2.x. A 2 @E#HhEE , &
VI WFEXEIEE , AXBHMFS  CXRFBERNBIARERE. AXEZEE , BSHEMA4LRE
AWS loT Greengrass V2 7?

AWS loT Greengrass #/0 43 ERRZASEY 4 an B B BT B

AWS IoT Greengrass Core RN BN ETERABEUAT =EMNEENEGAEM B, SNETBEEM
BENBREMBHZEN —BNBRNRETERBINLEF,

« RIWHE — AWS loT Greengrass AJRES X LN EH -
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AWS IoT Greengrass FRARIERE , R 1
« RERAEFH , NIOBERMEFINEER LA INEE
o AINTHRAEH , REZEMXNT NERIEE

o P B ER- AWS loT Greengrass AJRES KX 4N T MRAEH |, REZ 24T MELBIRIEE, AWS loT
Greengrass &P BT X M FEER X I B THEERY I8 A ThEE,

o £mAHERME — AWS loT Greengrass T2 X iRt IhaE, I AEIREIEE, T4 T REEIR(E
ENEH., B2, AWS Cloud i M APl BEFRFAIARS , HIBIEAWS loT Greengrass i
SERNIEIT. 1B1T AWS loT Greengrass Core # 4 v1.x BY1Z & AT ASKEEE$E AWS Cloud }#iz
1T

FEMAWEKEMEAIL RS AWS loT Greengrass , AWS Cloud i 2 #1 APl RENEFRETB
Al A, =17 AWS loT Greengrass Core 34 v1.x B B[ To %R AWS Cloud FREZHITIRE,

AWS loT Greengrass Core 344y 430 BUER

AWS loT Greengrass #2084 vi.x F 2023 £ 6 A 30 Bt AEKFEAFHME., EILEHZE , C
AWS loT Greengrass ore B vi.x G TFEKFERAEFTHNE , EESTEA,

C AWS loT Greengrass ore B v2.x BRIt TEAME , e —BLATEAAHE , EESTEA.
AWS loT Greengrass 4% C AWS loT Greengrass ore 4 v2.x N INFHAER 858 Thae, Hlm | %
C AWS loT Greengrass ore 3 ##7 v2.5.0 /1 AWS loT Greengrass £# T Windows X1, AWS loT
Greengrass BA 2 BRED 1 EFRNAMFTE C AWS loT Greengrass ore V2. x XBRANZ 24T
MEBRIEE, BXEZELE |, BSH AWS loT Greengrass V2H B T8 I &L,

43 B BB E] R

2023 £ 6 A 30 B, AWS loT Greengrass #&/ODDEH v 11.x WEF RS R, 2022 F3 A 318,
AWS IoT Greengrass & UDHH v1.10.x WEF B BER. EL AWS loT Greengrass Core ¥4 v1.x
IRATHNENEFMBRGEXLEAZEER. BXESEE , BSH 4P ERE R,

MREH AWS X3 it%l , C AWS loT Greengrass ore 3 v1.x N4 B BRF 2 F MR AWS i
TR, BIEEEFMEBRERE , BHETUMEITIF AWS X Zif, MRBEEMARRINER |, Bk
RIBH AWS 3 BRR A , REMFEH AWS loT Greengrass FR&E1E AWS re:Post 12 H R,

# B rta &

Bal, ZBITXIELLZEF AWS loT Greengrass B0 # vi.xo AWS loT Greengrass V1 i = API
BENRETA  EERTEH. AWS loT Greengrass B0 4 v1.11.6 EF 2023 £ 6 A 30 Bt
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AEKFERFGINER, EHMER , 51T C AWS loT Greengrass ore 54 v1.x BYi% % AT LAk 4R E 125
% AWS loT Greengrass V1 [RF#ITRIE , EE S TEA,

IR AWS loT Greengrass V1 future & ILR % , W AWS IoT Greengrass HE X EXFER
ZERe 12 MNARHBAH, XFRBEITREEANNARER AWS loT Greengrass V2 Hl AWS loT
Greengrass & /UDH M v2.x WEHT. BXIIFRAREFENE V2HESEER , BSHEMN V2 B AWS

loT Greengrass V1 £ V 2,

Greengrass #%/0:&% £ AWS Lambda Zh8ERY TIFBUER

AWS loT Greengrass ffREEHB 7 10T %% Liz1T AWS Lambda BEE¥{, AWS Lambda 2 7 X #

KEEMEtEIR , ATHEX Lambda BT X . AWS loT Greengrass?t Lambda 1= T4 E|

TEMEBRERE , AWS loT Greengrass L IEXZE TN X, BXEZEL , ES AWS
Lambda FF R A RIEEHHIZITH 2R,

¥ Lambda E{TRA L , BLEVNEBREHREAZIZITIRA Lambda . B2 , BRI LI4kER
FFixLE Lambda B EEBE £ Greengrass &%/ R % , B AT AR FH S EER Lambda BE. RNEBE
&R F AWS loT Greengrass V2,

AWS loT & &M 85HY Support BLZ AWS loT Greengrass V1

AWS loT BYi%&Mix8% (IDT) AWS loT Greengrass V1 fE&REER I IERH AWS loT Greengrass %
BHAEHREETEEAWS Partner BZ B FH. B 2022 F 4 B 4 B , ¥ AWS loT R & N i 25
(IDT) AWS loT Greengrass V1 THAERZEBANEIRIRE. BFEHFET AWS loT Greengrass V1 1%
B R EINE TR FAWS Partner 8% 5 A “AWS &% B ", BAIRT LIRS Greengrass V1 i %
HRHE |, (BARTTLAGKEEE A IDT KNXRH Greengrass V1 &%, AWS loT Greengrass V1 &A1&
WEFERAERT AWS loT Greengrass V28 IDT R# 1T HE&INUEHE AWS Partner %% B ZH 5 7R
Greengrass &%, BXEZEE , BHSE AWS loT i8Z MK 25H Support BIEE AWS loT Greengrass
V1,

L RATE R

T&RFIET CAWS loT Greengrass ore v1.x THFINgEN 4P ERBH, MEENEFITRBKRE
5R) , BEAR AWS HEERI T,

¥ ZhsE 43P 45 R B

Greengrass APT & E R % 2022 %2 A 11 H

Lambda EEHY KIS BUR 141
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https://devices.amazonaws.com/
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AWS IoT Greengrass

FRARER , BRA 1

=R Thee

ML B0 K E =R

ML X3 R4 % 32238

ML R IREESS

AWS loT Analytics 25

Twilio B HE 2R

Splunk SR IEERS

ERITIE RS

ServiceNow MetricBase & /X iE#z5
Raspberry Pi GPIO & #2858

AWS loT Greengrass /D44 v1.10.x

AWS loT Greengrass &%/ v1.x Docker £
5

AWS loT Greengrass /D84 v1.11.x

AWS loT Greengrass /U84 v1.11.x Snap

AWS loT Greengrass % /U3 v1.x Docker B EF 245

43P 45 R A I

2022 £ 3 A 31
2022 £ 3 A 31
2022 £ 3 A 31
2022 ¥ 3 A 31
2022 ¥ 3 A 31
2022 ¥ 3 A 31
2022 % 3 A 31
2022 £ 3 A 31
2022 £ 3 B 31
2022 £ 3 A 31

2022 6 A 30

2023 6 A 30

202312 A 31 H

H

H

H

H

2022 #£ 6 A 30 B , & AWS IoT Greengrass 43R 7 X & 1 2| & #h 58 4 R85 )E MR (Amazon ECR)
F1 Docker Hub 9 AWS loT Greengrass B0 E4F vi1.x Docker S&HV 43, AT LA4REE M Amazon
ECR #1 Docker Hub T#{iX £t Docker Bif& , EZE 2023 F£6 A 30 ( ENHF LR 1 F/F5) hik, B
=, 172022 % 6 A 30 BEHLRE , AWS loT Greengrass #0844 v1.x Docker B& T B E
T2 TRERIEE, MRBZETHE THEARKH TIXL Docker &5 , RANEBWUEFEARMA

#) Dockerfiles #3% H © i Docker %%, AWS loT Greengrass BEXEZEE , EZS I AWS loT

Greengrass Docker %4

AWS loT Greengrass /U v1.x Docker BG4I B LR

142
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AWS loT Greengrass Core 314 v1.x APT FEENEF 24 R

2022 £ 2 A 11 B, AWS loT Greengrass 41t 7 )\ APT Ff&FE %% AWS loT Greengrass &/
B vIx BETI 4, APT FRECSTZEHBE , RULETEBER APT FREEEH AWS

loT Greengrass /DA SIEFTIRE &% AWS loT Greengrass Core 4, TE70 AWS loT
Greengrass FEENRE L, BANKFRIRPBERFEE, RINBEWEER tar XHEH AWS loT
Greengrass & /O FF v1.xo

AWS loT Greengrass Core % v1.11.x Snap W4 24

2023%F12H31H , AWS loT Greengrass f$4 R fEsnapcraft.io L X Y AWS loT Greengrass &/ 5k
HERRAR1.11.x SnapfV4EH . HBIIETT Snap NI R N REZEEZE , EESTHEA, B2 , #F
L3R5, AWS loT Greengrass #/U Snap FABREIZ£NT REBIRIEE.,
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https://snapcraft.io/aws-iot-greengrass
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AIT AWS loT Greengrass

RANHEBEILNMER | EEOEER AWS loT Greengrass E i ZiR H & BHI&FF A6 AWS loT
Greengrass, A¥EREM TNELREE -

 BLE AWS loT Greengrass #%/0F4,

« EiB4321T AWS Lambda EEHI BB LR,

« FHAZFHIZZHIRZIEZEET AWS loT % AWS loT Greengrass /tro

o RIRBITREMNARFARM Lambda BE, BFIRIREZE MBI MQTT BfE. AWS loT

R AT R EFH AWS loT Greengrass

BRLLERMAEASHEREEN R ORE

o ERDIRE LIE1T Greengrass BB RERRF , AFE/LoHEIA KM AWS loT Greengrass R K
I E M Hello World Lambda BIERI IR TE. MEIAEIER 1 EIER 3-1 PSR,

_ERE—

o BIWHATEIR 1 B 31 APPSR , UEFHAMRBE Greengrass HERFRRE. XESRT
FIRBENREE, SIEMEEZSE Hello World Lambda BE#{#Y Greengrass B4 , UR I E
Greengrass B4, BE , XEE—R NN T RET K.

SR AL ] 144
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Quick Start: Greengrass Device Setup

Module Module Module Module Module Module Module Module
1 2 3-1 3-2 4 5 6 7
GREENGRASS LAMBDA CONNECTED ACCESS SIMULATED
ENVIRONMENT FUNCTIONS DEVICES AMAZON SERVICES HARDWARE
SET UP SECURITY

Quick Start ( HIEAIT )

Greengrass 88 ZEEF A B BB &% 0 RE M Greengrass #iR. BIZ
« &% AWS loT Greengrass #k#ix &,

THE CA LB R OREZIEHNEH.

EENIER ETH, ZEMEE AWS loT Greengrass Core ¥,
&g %E £ B3 Greengrass ST H R,

MBREE QBN FEH Greengrass RS A,

B2 Greengrass A #] Greengrass #/Uro

( AT ) 1% Hello World Lambda BiZ{, 1T R A A A K IZRKEE.

( A% ) Z=F Greengrass 4.,

IR 1 RAEIR 2

EHR 1 MESR 2 IR T g EERIRR, (HFE , A Greengrass B R ZERREF RN EEITIX
LERER, )

« 7 Greengrass BB MR

BT ER R,

B2 Greengrass A # Greengrass #/Uro

M tar.gz XHTEHHZERZHH AWS loT Greengrass /O E -
&g %E £Bzh Greengrass ST # TR,

EFRWMEA] 145
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® Note

AWS loT Greengrass G124t 7 Z% AWS loT Greengrass /ORI E ik |, BIETE
> ## Debian ¥ & LaptZ%E, AXEZELR , S the section called “&Z % AWS loT
Greengrass /U0 E 4,

IR 3-1 A 3-2

FEHR 3-1 FMIER 3-2 #HR T A E A AL Lambda B, ( 5% , fEA Greengrass 1% &% 2%z
FRANBBITER 31, )

« EFBI2 Hello World Lambda E#, AWS Lambda
« J¥ Lambda BEURINEIERH Greengrass 4.
- BIEAFE Lambda BEEF ZE#H 1T MQTT BEMITHE. AWS loT
« 71 Greengrass R&EH M Lambda B EE A ik H Fid Ko
- BERFTE Lambda BB FITFH Greengrass 4.,
« FREAAM Lambda BBAERRIES], AWS loT
o MAEAZAH Lambda BEIE. AWS loT
« MRZEFMKEZITHEE
ER 45

B 4 RRTEPRIRZFIOMEREIZOFARERRS.

EIR 5 BR T BRI W5 A B 2R BIIR A
« SEMFEE AWS loT 8% (AT BITLIRERT ) o
« &% AWS loT Device SDK &A T Python B9, BFIHIRZFFEHAEREI Greengrass ¥/,
o FEFIHIZEZRNMEEH Greengrass 4.
- BIEARY MQTT BEMITI.
- BEEFIEEFFIHIZZH Greengrass A,
« Mi# device-to-devicelBfE,
« MIABARRSER
BEiR 6

ER 6 B/RT Lambda BE {5 @ AWS Cloud.
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« B2 Y15 R Amazon DynamoDB &JR# Greengrass A&,

« J¥ Lambda BEEURINE| Greengrass 4. WWEEFERAERT Python B AWS REF R ITEESE
DynamoDB # 17X H,

- BIEAY MQTT BEMNITH,
« Mit5S DynamoDB R E,
B 7

R 7 BRT WAIE ERNEHAZEER (HSM) LUE S Greengrass &0 — A,

/A Important
HERERNATERENDEN R, ETERTEAMENE AR,

- REANEEETHM4MN HSM MFLER,
- BLE Greengrass %O AFERABEHR LM,
- MHEGREMERE,

S
ERREHRE , BFE

« Mac. Windows PC =35l UNIX IR 4,
« —NAWS K, WR&H |, 55 Hthe section called “BI2E —/> AWS K7,

- ERAXIER AWS Xi3 AWS loT Greengrass. BxXiFHX1F%I5% AWS loT Greengrass , HES (R
FIVAWS Lin T QAIEEIAWS — RS ZE,

&

(® Note

IETREY , AWS K ARREFHBEPHELN—HEAT, MREEHE AWS XE F1]
o, WETRIXLEDS RIS AT RELIBE R,

- T/ 8 GB microSD & Raspberry Pi 4 Model B = Raspberry Pi 3 Model B/B+ , =& I &j#h 3t
fil, EC2 ATEAEERLT AWS loT Greengrass NESYEEBHLESFER , Bitt , RNEBVEFEH
Raspberry Pi,
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https://en.wikipedia.org/wiki/Amazon_Web_Services#Availability_and_topology
https://docs.aws.amazon.com/general/latest/gr/greengrass.html
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@ Note
Z 1T R a5 B 3REX Raspberry Pi FE S .

cat /proc/cpuinfo

FESIREEPFIE , FEIHIET Revision BHEMNE , REZEF Which Pi have | got? &, 4l
o, WR Revision WEN a02082 , EFFiZKRAAZ Pi K 3 Model B,
BT TEHNGS , LBESRK Raspberry Pi AR LER -

uname -m
EARHREF , BERNZATHET armv71,

o ERZZE Python,

REZARHIE 5 E7E Raspberry Pi AWS loT Greengrass £i&1T , {8 AWS loT Greengrass th X H b
P A, BREZEE , HSH the section called “ZiIFHWFAMER",

22— AWS K/

MBLSRE AWS IKF | WU T SBOIRHRE AWS K/
SEMIREL AWS fiK /=

MBLSRHE AWS IKFP | WRAUTSEROE— A,

E3E AWS Ik

1. $TF https://portal.aws.amazon.com/billing/E A
2. ERERELNHARE,

FESEME , REIEERRIERS  EREABFERERNA —INRIES,

HEOEMET AWS 1K, IR BIZAWS IKFRAF —1~ BRAFERGRIZKS RFRE AWS
RS MAR. FAREREREK , FHIAFTEERLAMRR , FARAEABRAFRKRNITEER
AP R BENES.

BIE— AWS Ik 148


https://elinux.org/RPi_HardwareHistory#Which_Pi_have_I_got.3F
https://portal.aws.amazon.com/billing/signup
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
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AWS FEEER GBS RIE—HEIASL IR, B SBERAIE https://aws.amazon.com/HiE#F
‘BHIKF" , EFSLSNKFEHERENIKS,

SIEEREETRNRNAF

AEME , FRIPENZS AWS IKF AWS KPR AP AWS IAM Identity Center , /5 A SI2EEH
P, XEERT 26 root AFHITHEES,

R IREY AWS Tk 7= 48 A 7

1. %3 Root A i AZK AWS IKF B FapfFihit , UKFFRIEENSHEF. AWS
Management Consoleft F— £ , i AEH L,

ERIMEABRAFRERIENEE , B35/ (AWS &% AF#ER) H M Signing in as the root

usero.

2. RENBAFPBRZESHRIE (MFA),

BXEA , B IAMAFEETRHNN AWS K- BRAF (246 ) BAEL MFA R&.

CIREAERERNRNAF

1. J3 A IAM Identity Center,

BXUE , BSE (AWS IAM Identity Center FiFF1§8) ##Y Enabling AWS IAM Identity
Center,

2. £ IAM Identity Center 7 , FAFP R FEEIH RN,

BXREA IAM Identity Center B & fEN S RNHE , 25 (AFIERE) 1AM Identity Center
B A B9 A BRIAMREELEAWS IAM Identity Center FA P 17 R4 R

UERERBRNRNAFSHER

EE A 1AM Identity Center A B 0% % , BEERSBELIZE IAM Identity Center i P BT &%
B SR B B T MR 44 b 1k Y B Fe P Ak

BXMEH IAM Identity Center AP 2 ZH#HE , BZHAWS 2% AP EEFHER AWS iHE)|T]
o
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https://aws.amazon.com/
https://console.aws.amazon.com/
https://console.aws.amazon.com/
https://docs.aws.amazon.com/signin/latest/userguide/console-sign-in-tutorials.html#introduction-to-root-user-sign-in-tutorial
https://docs.aws.amazon.com/signin/latest/userguide/console-sign-in-tutorials.html#introduction-to-root-user-sign-in-tutorial
https://docs.aws.amazon.com/IAM/latest/UserGuide/enable-virt-mfa-for-root.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
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RHRIR RS B ss H b A P

1. %E IAM Identity Center 1 , B2 —MXIREE , ZNPREE RN A RIENRH FKAEHMOE,

BXRUHA , HSHE CAWS IAM Identity Center A $8R) Y Create a permission seto
2. HNARSEE—1ME , RAERNZESEE L BFZIFRNE.

B , H30 (AWS IAM Identity Center FAF#ER) ##Y Add groups.

/A Important
EXRHESD , BRIEBEELN IAM BAFRKF EEEE R 5 RIR,

BIE A : Greengrass R & LZEEF

Greengrass BB REZ— NI UE/LOHRNREXROCRZNOMAE , XHRBRAUTFHRERAT. AWS
loT Greengrass{E A LL A< 7] LA

1. BLBIBIIRE H L% AWS loT Greengrass Core #i4f.

2. REET=MRIR.

3. ("% ) FE —NFH Hello World Lambda BIEEY Greengrass # 4 , ZE A TR LOAHEHRIE
MQTT B2, AWS loT AWS loT Greengrass X% E 0 T B Fi~# Greengrass ¥HiE,

RIEAIT : Greengrass iR & LEREF 150


https://docs.aws.amazon.com/singlesignon/latest/userguide/get-started-create-a-permission-set.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/addgroups.html

AWS loT Greengrass FRARIERE , A1

ad

Internet
AWS loT Greengrass Core
__ AWS loT Core

I
| MQTT topic o (\\
® A= o K

message | hello/world | t

Hello World GGC SDK I "

Lambda function
—— Core device

=R

Greengrass BB LZEBFEEUTER :
s BHRROVEZEMLAERAIENTE, BRMONZETEINRGIEES . apt. yum = opkg,

o BITHIZARM Linux AP AMEFLL sudo B3z 1THINER,

o BATIRMBIRM AWS IKF Eif, BXEZEER |, 55 the section called “121 AWS K/ &
1IE o

® Note

Greengrass BB LZEREFRERE LLESHMA AWS loT Greengrass WEEEHH. &
% AWS loT Greengrass & /DA EN &R RIERBE Greengrass & O HF AT,

BX 151


https://greengrass-release-license.s3.us-west-2.amazonaws.com/greengrass-license-v1.pdf
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1217 Greengrass R B ZEREF

BREJLNSRENAIZEIT Greengrass B ZEEF, EEREM AWS KF EEE , ZHASEBEEZHN
Greengrass &% & , HEJ/L DA EZBE Greengrass B, HEEHRRR LK IREOFEITU TS

'I'Jo

® Note
TS8R é’dﬂﬂﬁ’fif‘cﬁ*ﬁ'ﬁ?iﬁﬂﬂlﬂi XRRTEMASEZTMNAAE, BXRUANE
BRAXNEITHANELR , i35 the section called “fE TR R Fiz1T Greengrass i & &
EEF .

1. REFU, EhEES , RMNBELRHAENZE2EIEENTREE,

export AWS_ACCESS_KEY_ID=AKIAIOSFODNN7EXAMPLE
export AWS_SECRET_ACCESS_KEY=wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
export AWS_SESSION_TOKEN=AQoDYXdzEJrl1K...o50ytwEXAMPLE=

@ Note

R {RTE Raspbian OpenWrt I F & £i=1T Greengrass R & ZREF , BEHIXLMH
'I'Jo E%ﬁEdJTX%E y aléﬁ)\ﬁ;ih{/\ 'ﬂ-.lo

2. TEHBIHA, BELUFEA curl 5 wget TEB,

wget:

wget -gq -0 ./gg-device-setup-latest.sh https://dlonfpftl@Quf5o.cloudfront.net/
greengrass-device-setup/downloads/gg-device-setup-latest.sh && chmod +x ./

gg-device-setup-latest.sh && sudo -E ./gg-device-setup-latest.sh bootstrap-
greengrass-interactive

curl:

i£1T Greengrass iR & REREF 152
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curl https://dlonfpftl@uf50.cloudfront.net/greengrass-device-setup/downloads/
gg-device-setup-latest.sh > gg-device-setup-latest.sh && chmod +x ./gg-device-
setup-latest.sh && sudo -E ./gg-device-setup-latest.sh bootstrap-greengrass-
interactive

3. EmTRTHFTHRZEHAE, B Enter BEAMINE , ETRABENE , REH Enter.

ZHAROTAREHRSEEREAL

HEFSEERERREAEE engrass D e Setup v1.0.0 #ERHEHEHEREERENE
The . Se ) rap log is available at: /tmp/greengrass-device-setup-bootstrap-1575933831.1log
Usi a :

Using runtime:

Installing a

Validating and 1

The Greengrass Se e i ati c & arting the Greengrass environment setup...
Forwarding command-line parameters: houf,trap-greenh -interactive

Validating the dey environment. ..
Validation of the device environment is complete.

Running the Gr s environment setup...
The Greengrass nment setup is complete.

Configuring cloud-based Greengr group management. ..
The Greengrass group configuration is complete.

[Greengra avi 8 Preparing the Greengr core software...
[GreengrassDaev The Greengrass core software is running.

[GreengrassDevi Configuring the group deployment...
[GreengrassDevi The group deployment is complete.

4. WMBEHZOIZZIZITHR Raspbian 5 OpenWrt , BHE BB RN EHE RS , BHENE
B, REEHRB IR,

a. HRREHFBIEEZN , BETUTHETZ—H
%t F Raspbian ¥ &

sudo reboot

X F OpenWrt £ A& :
reboot
b. RBEEFHBE , TALRHRBENEIUMERNREETE,

export AWS_ACCESS_KEY_ID=AKIAIOSFODNN7EXAMPLE
export AWS_SECRET_ACCESS_KEY=wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

iZ1T Greengrass RE R ERF 153
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export AWS_SESSION_TOKEN=AQoDYXdzEJrlK...o50ytwEXAMPLE=

C. E;iigijég iﬂbﬂﬁﬂ34:<>

sudo -E ./gg-device-setup-latest.sh bootstrap-greengrass-interactive

d. HREFREAL-NTLFFNHRAEERSIFRER , WA yes LEEFERTMAE,

(® Note
EFEEMRINFA L, E—P2EFPNRAE ( TIERN ) B FEE

GreengrassDeviceSetup.config.info X#H,

iEE%gE;%;]ji}%% , g%sﬁﬁﬁféi_lL_7I§21u-T_fuf7]§EKJ4j(/LA/\ /BAO

Your device is running the Greengrass core software.
Your Greengrass group and Hello World Lambda function were deployed to the core device.

Setup information:

Device info: Linux-4.14.152-

Greengra
Greengra

43b6-8612-al18b418e8bda

:/greengrass/groups/6f5c8416-f3a6-43a2-acf3-33158el8fb8e/vers
ole_muilv
y log
orld Lambda funct 1 atus-west-2:0: @:function:Greengrass_HelloWorld_uNTf2:1
subscriber topic: hello/ irrld

You can now use the AWS IoT Console to subscribe
to the 'he world® topic to receive messages published from your
Greengrass core.

5 REZMAERASRMENH ABEERZHF Greengrass 4.

a. TEZERITEHAWS Management Console E&FHFTFF AWS loT #245IA.

(® Note

BWRERB A AWS XiF FIEENSEA TEE Greengrass SMENER, BRIAER
T, XEAEEEE (HBRM ),

b. ESMBEEF , BFF Greengrass &% , RABIEERA (V1) LERFTQIEMNA,
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https://console.aws.amazon.com/

AWS loT Greengrass FRARIERE , A1

6. WREZET Hello World Lambda B % , Wl Greengrass 8 & R ERF 2N Greengrass A E
BN OIRE ., BN Lambda B , REE THNAMNAFBER Lambda HEBHWELR |, EH
82225 A TEEHEIR 3-1 A the section called “WiF Lambda BB E B ERZ/LEE LIE1T .

(® Note

BWREEF A AWS XiF RiEFEN 5 A TEE Greengrass RN HEE. BRIABERT ,
XEnEEREE (FREBRM ).

WMREZRBEE Hello World Lambda Bi#k , ATLAEIE B C /Y Lambda BO = H At
Greengrass ZhgE, BN , AT LA Docker NAREFHEEZBAMEA , HEA TN Docker B
BB I BHANEE

B
B LAE BT S 2R R AWS loT Greengrass & & 1% 8 /.
#i% . 7 F Python (python3.7), EAEZRARE. .

fRRAFZE  7EEA Amazon EC2 SEflat , B EEL BRI IR, MR /usr/bin/python3.7 X
RHEERE Python , M@K E IR, EMRXMEIR , HERE Python FREBIERNAE R
B

sudo 1n -s /usr/local/bin/python3.7 /usr/bin/python3.7

H s EHERR
EffR AWS loT Greengrass REZREFHHAMFAIB , JUREAEXHHRERFHEE

« BX Greengrass REZEREFEENRIE , FEH /tmp/greengrass-device-setup-
bootstrap-epoch-timestamp.log X,

« BX Greengrass AT VIMERENRB , FERE gg-device-setup-latest.sh BFHE
RISEMEFH GreengrassDeviceSetup-date-time.log X4,

MEFESREMERE , BSRAHREHRKESR re AWS : Post EHJAWS loT Greengrass #1725,
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https://repost.aws/tags/TA4ckIed1sR4enZBey29rKTg/aws-io-t-greengrass

AWS loT Greengrass FRARIERE , A1

Greengrass 1R & T &= F Bl E &I

BRI LAELE Greengrass R &% ELLGE AWS B &R HZE Greengrass &,
R4t AWS Ik EUE

Greengrass RZEREMEA AWS K/~ EHNEFERBRENRF. AWS BXF IAM AFKHFIER
IAM AR IR Z2 &,

B %, FREVENEIL,

- EFAKMBEIL , BN IAM BAFE4FEZ4E 1D MRBRIFHRRE., GxtZipnKREER4EnNE
B iBZH IAM AFiER FWNERE IAM AP E R,

- EFRAIRNESEE (#E) | FREABREN IAM B€NIERZE ID. REHEZANSFESHE,
BXM AWS STS assume-rolem TREUGHRZLIERHWELR , 56 IAM FF1ER AWS CLIF
H 6 F Im Bs R 2 UE P

® Note
EAHEF , RIBE IAM AFPS IAM AGEEERE R 5 R NR.

KRG, BYIUTHE#M AN Z—A Greengrass IR ZFRBIRMHEEHNEIL :

« ERIBETE, ERIIMAEAZBNKE AWS_ACCESS_KEY_ID. AWS_SECRET_ACCESS_KEY
AWS_SESSION_TOKEN ( MR FEE ) IMEZE |, Mthe section called =17 Greengrass 1% & T &1z
FHRRSER 1 iR

- ERNRAE. BIMEE  EBEELETRAGRESR ID, BEHRZANSETE (NRFE)
=

Greengrass B & ZEEFTRRERFHENEIE.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html#using-temp-creds-sdk-cli
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html#using-temp-creds-sdk-cli

AWS loT Greengrass FRARIERE , A1

R AE

EXBEERT |, Greengrass REREREF LR REREMBWMAE., EWiR Enter BEARIAE , bR
ABENE , RFE Enter, EERTERT , B ESSIHAFRME AE,

i AE
AWS 15 [R1Z4A 1D

KR In 22 EIEFRNTERZ ID. NYBFREZIEENRBETEN | FFHETUEE N EA
B, BXEZEE , H3 1 the section called “12 AWS Ik~ ZiE7,

TRTERXIEME © --aws-access-key-id
AWS #8175 B & 4A

KBS IR Z X IEFNRZHRZRE, NYBTREZIEENNETEN | FFIIRTIEE N &
AMB., BEXEZEE , 3 the section called “I24 AWS K ZiF",

TRMERXWIRMBF : --aws-secret-access-key
AWS iETHE

I ZEZIEFNLEFTE, RYUBTREFIEENNETEN | TRHLETEEN RAE, BX
B Z{ELR |, 1§51 the section called “24 AWS K EiE7,

TRTERNIETMEZF : --aws-session-token
AWS X35

YR8 AWS X5 BRE B2 Greengrass Bf . BXxZHFMHIFR AWS XiF , S HFHAWS loT
GreengrassH f§Amazon Web Services — 5%,

ZRIAE : us-west-2

TRTAERXWIZEME © --region
HE

Greengrass A& o
ZR1IAE : GreengrassDeviceSetup_Group_guid

TRRAERNWIEMABEF : --group-name
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https://docs.aws.amazon.com/general/latest/gr/greengrass.html
https://docs.aws.amazon.com/general/latest/gr/greengrass.html

AWS loT Greengrass FRARIERE , A1

BB R

Greengrass DM B #R. %O RIE1T AWS loT Greengrass B/ R AWS loT 8% ( RE ) o
B ERINE AWS loT JEM R Greengrass A, MREBMHAR , NIZBHE AWS K- FA
IR ME—H AWS [XiF,

SRIAE : GreengrassDeviceSetup_Core_guid

TR REXWIEIMEA - --core-name
AWS loT Greengrass /U B LK E

REXHRERBELRLE AWS loT Greengrass Core HHFHILE,

HiAfE : /

TRRAEXNWIEMEHN : --ggc-root-path
Hello World Lambda %k

B REABTE Greengrass AHAE Hello World Lambda B, ZERBEEREPME hello/world
FEEH—% MQTT HE.

ZHMAEFPCIEMA MR R ENXH Lambda B# , AWS Lambda ¥ E R NEEH Greengrass
BAd, ZHEAELEAPLE—MTHA , ZITHEALFEED AWS loTRIE MQTT EHE.

@ Note
X2 — Python 3.7 Lambda B ¥k, MRZHF LKRZE Python 3.7 BRATER S , NI
AEELXRIFDEE —REIREE, BNZ Lambda BHREEEAS , BAFFHLE Python
3.7 AEFEIMA, EGIETEE1Z Lambda EEA Greengrass 44 , FEFHB A |
HERTREIEZEHKARAA no.

ZRIAE : no
TRTERWIEMEZF : --hello-world-lambda - WWETUEEE., MRECEEE , BNES
EEGTH.

BB & At

Greengrass ¥ & ZREFF LR E Greengrass AEERSZ AR . NH4A3E Hello World
Lambda BEN¥AT = EALLIIEE, B , FLEFEA.
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AWS loT Greengrass FRARIERE , A1

ERE BT R BUR T Y MR, MRMIERE |, &7 LA Nt E.

2RIA{E : 180

TRAERXWIEIMER : --deployment-timeout
HERR

‘@& Greengrass AL NEEBREMKEENAEHNMLE, FHLBETI Greengrass 4
Mz AR E IS T2 B S # 5B 2 A H b (7] B 1T BUEBERR

BiAE: ./
TRRAEXNWIEMEHR : --1log-path
HHEE

ERENAZTHREEELRPHNFEANBTEE, EAUERALEENRERZREFRITHE
BEERo

HiA{E : no
TRTENXWIEIMEZHR : --verbose - WETUREE. MREBITNFMABERES , BHEITEED

T,

E LR TEN TIE1T Greengrass R & ZEEF

B L ETRRER TIZ1T Greengrass BB RERRF , MEHAFT 2R TEMATAE, EEELRR
BRTIEIT , BEBIMAFIEE bootstrap-greengrass XM AE, MREFH@ AEBENIR
AME , M AE 5 AE,

ZEBERRTERERIMA 2o AR BN EH AWS K FiE , ERERIMAERFEAEN
AERE,

RUEFIEENRRZE

1. RELGHEIEFENFRRZE. AT REASEHBREIE  EFSEXETHE,

export AWS_ACCESS_KEY_ID=AKIAIOSFODNN7EXAMPLE
export AWS_SECRET_ACCESS_KEY=wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
export AWS_SESSION_TOKEN=AQoDYXdzEJrl1K...o50ytwEXAMPLE=

Greengrass R & RERF O EET 159
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® Note

IR YRTE Raspbian OpenWrt ¥ & £i=1T Greengrass RERZEERF , BEFIX L
To EFBRERE , MTBREHREN.

2. TEABIHAE, REFERMMAE. S
- EFEAMBMIAME , FIITTRAE

wget -q -0 ./gg-device-setup-latest.sh https://dlonfpftl@uf5o.cloudfront.net/
greengrass-device-setup/downloads/gg-device-setup-latest.sh && chmod +x ./

gg-device-setup-latest.sh && sudo -E ./gg-device-setup-latest.sh bootstrap-
greengrass

- EREEENE , BIITUATERE

wget -q -0 ./gg-device-setup-latest.sh https://dlonfpftl@uf5o.cloudfront.net/
greengrass-device-setup/downloads/gg-device-setup-latest.sh && chmod +x ./

gg-device-setup-latest.sh && sudo -E ./gg-device-setup-latest.sh bootstrap-
greengrass

--region us-east-1

--group-name Custom_Group_Name
--core-name Custom_Core_Name
--ggc-root-path /custom/ggc/root/path
--deployment-timeout 300

--log-path /customized/log/path
--hello-world-lambda

--verbose

(@ Note
EfFA curl TEHAX , FESSHE wget -q -0 BHRA curl,

3. WMREHNROIREZIZITH R Raspbian & OpenWrt , FEHIERNEFSHIRE , BHENE
1, REEFBEIZA,

a. HRTEFEIREN , BETATHTZ—H

%t F Raspbian ¥ A& :
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AWS loT Greengrass FRARER

, BRAS 1

sudo reboot

3t F OpenWrt £ A&

reboot

b. REEMREIE , I FRGEFARBENEIEFENFREE,

export AWS_ACCESS_KEY_ID=AKIAIOSFODNN7EXAMPLE
export AWS_SECRET_ACCESS_KEY=wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
export AWS_SESSION_TOKEN=AQoDYXdzEJrlK...o50ytwEXAMPLE=

C. E%ﬁﬁ a]ﬂﬂ]zko

sudo -E ./gg-device-setup-latest.sh bootstrap-greengrass

d. HREFREAL-NTLFFNHAEERSITRER , WA yes LEEFERAAE,

(® Note
EETEFEHINTLEL , E—PLFRNBAE (FERS ) BN FHE

GreengrassDeviceSetup.config.info X#H,

RERAE  AREE TN TAROREN L

Greengrass R & RERF O EET
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AWS loT Greengrass FRARIERE , A1

Your device is running the Greengrass core software.
Your Greengrass group and Hello World Lambda function were deployed to the core device.

Setup information:

up_Core_d46a0ead-18ae f44-4a504cdeaces
fefabeasea3c9f2bo7fla @a248faaBe@59cel9dc58f4adced3b77
Jaf@-43b6-8612-al18b418e8bda
10:/greengrass/groups/6f5c8410-f3a6-43a2-acf3-33158el1efb8e/vers
arn:aws:
1her :plL hello/world

/ use the AWS IoT Console to )seribe
/world' topic to receive messages published from your

4. WMREBET Hello World Lambda B %k , N Greengrass 18 & Z&REF 21F Greengrass A&
BEBH R R, EME Lambda B3, REE TR INAMAFBER Lambda MEBMEE |
£ 3) AITHIEEIR 3-1 B # the section called “IF Lambda BB R BEZOIEE LE ﬁ”o

(® Note

WREES A AWS X FIEFEN 5SS TEE Greengrass SRR, BRIAVERT ,
XiFHEZETI (BRBRM ) .

WMRIEZ A BE Hello World Lambda E# , AT 632 B /Y Lambda BB S H
Greengrass Thag. Bl , BRI LA Docker N AR FEEEZESRRMEE , HEATH Docker B
BB R

REZIEFENRAE

1. TRERABRIMAR, BRHENTIEMEEREENEMEMEAE. ST REI5 R AR I I
HpaEEohME,

BEEAMBRIANE , BIITUTERE

wget -gq -0 ./gg-device-setup-latest.sh https://dlonfpftl@Quf5o.cloudfront.net/
greengrass-device-setup/downloads/gg-device-setup-latest.sh && chmod +x ./
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gg-device-setup-latest.sh && sudo -E ./gg-device-setup-latest.sh bootstrap-
greengrass

--aws-access-key-id AKIAIOSFODNN7EXAMPLE
--aws-secret-access-key wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
--aws-session-token AQoDYXdzEJrl1K...o50ytwEXAMPLE=

- EREEENE , BIITUATERE

wget -gq -0 ./gg-device-setup-latest.sh https://dlonfpftl@uf5o.cloudfront.net/
greengrass-device-setup/downloads/gg-device-setup-latest.sh && chmod +x ./

gg-device-setup-latest.sh && sudo -E ./gg-device-setup-latest.sh bootstrap-
greengrass

--aws-access-key-id AKIAIOSFODNN7EXAMPLE
--aws-secret-access-key wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
--aws-session-token AQoDYXdzEJrlK...o50ytwEXAMPLE=
--region us-east-1

--group-name Custom_Group_Name

--core-name Custom_Core_Name

--ggc-root-path /custom/ggc/root/path
--deployment-timeout 300

--log-path /customized/log/path
--hello-world-lambda

--verbose

® Note

W SR {YR1E Raspbian OpenWrt ¥ & £i=1T Greengrass B EREREF , BEFIRIVIE
., EFRRERG , KABREHREN,
EFEA curl TERMA , FERSHN wget -q -0 BHRA curl,

2. WMRENKZIRERIZITHR Raspbian 2 OpenWrt , HE LR RN EHRBHRE , BHENE
&, RREFHBIBIA,

a. HETREHFBIRFBEN , BETATHTZ—

%tF Raspbian ¥ A& :

sudo reboot
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AWS loT Greengrass FRARIERE , A1

33 F OpenWrt £4 :

reboot

b. EFBIMAE, BLAERTHIEENEL , EFTHEHMEMAE, Flw :

sudo -E ./gg-device-setup-latest.sh bootstrap-greengrass
--aws-access-key-id AKIAIOSFODNN7EXAMPLE

--aws-secret-access-key wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
--aws-session-token AQoDYXdzEJrl1K...o50ytwEXAMPLE=

c. HRTFEREAL-NTLFFNHAEBERSINLER , WA yes LEEFERAMAE,

(® Note
EREEFEDNFAL , LI 2BERNBAE (IR ) BB EHE

GreengrassDeviceSetup.config.info X#H,

RERAE  AREE RO THROREH L,

Your device is running the Greengrass core software.
Your Greengrass group and Hello World Lambda function were deployed to the core device.

Setup information:

Device info: Linux-4.14.152
Greengras
Installed G

[}
5

(1]

1]

=
o

3

w

w

[

ficate locatio
ey locatio

d Greengrass group name: Greengr i ©-43b6-8612-al8b418e8bda
d Greengrass group ID: 6f5c841
d Greengrass group ver : ar = = :/greengrass/groups/6f5c8410-f3a6-43a2-acf3-33158e18fb8e/vers

e role: - iam: iroley e_muilv

etup log locat = 9= log

rld Lambda funct ] F - st-2: 91@: function:Greengrass_HelloWorld_uNTf2:1

scriber topic: hello

[

]

T OG0 0O00

You can now use the AWS IoT Conso
to the 'hello/world’' topic to receive m
Greengrass core.

3. WMRMEITET Hello World Lambda B %k , | Greengrass 8 & Z&EEF 2N Greengrass AZE
BB ORE . EME Lambda B3, EE 7T RINAMA R BER Lambda HEBWER |, 154k
23] ANHIEER 3-1 FH the section called “IiF Lambda BB E B EZOIEE LIE1T
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AWS loT Greengrass FRARIERE , A1

® Note

HWREES A AWS X FIEFENSE A TEE Greengrass SRR, BRIAVBERT ,
XA EETZ (BBRIM ) .

MREZEIE Hello World Lambda B %k , AIBIE B2 Lambda BT HAt
Greengrass H8g, flan , &aJLASF Docker N AR FEIEEREESAMEIA , HEA TR Docker &
BRI B BB RE

ER 1 : Greengrass BWEREIRE

ZSHE R [6) 18 R TR 1Al R 3 out-of-the-box Raspberry Pi. Amazon EC2 3245 sf H 1% % B4 AWS
loT Greengrass #%/{vi%%. AWS loT Greengrass

® Tip
RE , EFARNBIEER O RRIRIA | S Rthe section called “BRIE AT : Greengrass i%
BLRER

RERNIZFETE 30 2 H#EIATSTR.

HEIRE , BRIBRABENER, RE  BRTIEE 2 - RERBEE, NERERTHROR
BRENEHE,

F&:
 i%i& Raspberry Pi

« i%i{& Amazon EC2 34
- FEHMIEE
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AWS loT Greengrass FRARIERE , A1

® Note

ETFEIAERETEN Docker BEFH AWS loT Greengrass 21T , {55 [, the section
called “ AWS loT Greengrass 7 Docker A& Hiz1T”

% & Raspberry Pi

RBRATBFHLSRIZE Raspberry Pi ¥fE8 AWS loT Greengrass R,

® Tip
AWS loT Greengrass A 1=2# 7 AT %% C AWS loT Greengrass ore ¥ {F#y E AL, 451
m, BELAERA Greengrass &I EXREEERNINMEH RERIRAEHN Core BfF. AWS
loT Greengrass 5% , £ ## Debian £& L , {RULAER APT 2 EEERZERF+
% AWS loT Greengrass Core #i#f, EXxEZEER , S # the section called “&% AWS loT
Greengrass O,

MREREIXIRE Raspberry Pi, MAARKATAAEIXLELSR, SN, TRELSE 9, FiF , BRATEW
BERLER 2 PENER 1’!5%%26?7""[3’] Raspberry Pi EF I &,

1. T#EH %% SD +HKRXLEF , Hl@ SD Memory Card Formatter, ¥¥ SD =# AREHITEH
F, BHIRFHEREHEA SD FHR3IEF. ALUX SD FHITHREE R,

2. T zip XH#E K Raspbian Buster ##ER S,

3. A SDFEATIE (I Etcher) , BT EMNHAFTERR zip XHEHE SD £, H
TFRERZRERK , At , ZTRUEFTE—LatE. NEWITENFEE SD + , R
microSD =& A #&# Raspberry Pi £,

4. WFFE—RB3 , RINEBWEN Raspberry Pi EZT MMEE (BY HDMI), BEMEBEIR. ET
X, AR PiERZDIHE USB IR , AAS Raspbian BIERSFH B3,

5. LUREELRE PINREMRR , REHEHRE., Fit , FEEL LA Raspberry BFr , Bk
Preferences (B i£M) , AREIEE Mouse and Keyboard Settings (BARFBEIRE). ETXK , £
Keyboard (‘iﬁiﬂ) IF L, %% Keyboard Layout (BEHR) , RAREREYHNEZEN.

6. TR, BN Wi-Fi M%F Raspberry Pi E#E Internet SE& B AR BN ITIZIRE,
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https://www.sdcard.org/downloads/formatter/
https://downloads.raspberrypi.org/raspbian/images/raspbian-2020-02-14/
https://etcher.io/
https://www.raspberrypi.org/documentation/configuration/wireless/desktop.md

AWS loT Greengrass

FRARER , BRA 1

®

7. AR

Note

fF Raspberry Pi ZEZZITTENAMEZNMERE WE , HEMKRITENLH Raspberry Pi 8E9% 15
@] Internet , AREEHE, MRETEREPREMTHAESE , TEFEN P FMITE
WIEEBIREML , MERMERER—NE L, B2 , XMFERELAMFITEN SR
H LG RIR (B0 Intranet ) MO, —MERAREN PiEETRE Wi-Fi & | Fit
BEHLEZRIRE Wi-Fi MEHB BEUKMEREZT AL, FEEES , iTEN

RIiZAER B IS RE Wi-Fi M4&ERES] Raspberry Pi, 33833 LA A P 88,48 12 182 B 2 b X 48 7%

I\o

nDTJZ

sudo raspi-config

BREBEIUTHE :

4| Raspberry Pi Software Configuration Tool (raspi-config) I—

1 Change User Password Change password for the default u

2 Hostname Set the wvisible name for this Pi

3 Boot Options Configure options for start-up

4 Localisation Options Set up lanquaqe and req;onal sett

6 Overclock Configure overclocklnq for your P

7 Advanced Options Configure advanced settings

8 Update Update this tool to the latest ve

9 About raspi-config Information about this configurat
<Select> <Finish>

RE Pi LM SSH Faeizf@E#EEIT. &M Raspberry Pi £, FIFLHREOHEITAT

6] 3Rz FHi%#R Interfacing Options , AFIER P2 SSH, RERRAT |, %R Yes, (FEH Tab

B8 6 ARBE Enter)

Enter. 203 Raspberry Pi REZER , BFETUTHS :

sudo reboot

8. TE&H Raspberry Pi £ | FRIGHBEITUTHS :

SSH iﬂEEiZEEFﬁ ERHEE, FH Tab 8% Finish (EK) , RERE

% & Raspberry Pi

167


https://en.wikipedia.org/wiki/Secure_Shell
https://www.raspberrypi.org/documentation/usage/terminal/

AWS loT Greengrass FRARIERE , A1

hostname -I

X IR E & Raspberry Pi #9 IP it

@ Note

NTFTEHNRNE , R E ECDSA BEAELUEE. (Are you sure you want to
continue connecting (yes/no)?), IEH A yes. Raspberry Pi WERIAZ L=
raspberry,

MRFEANR macOS |, FIT ALK IRE O H@MA :

ssh pieIP-address

IP-address2{RfEMAhostname -IdH3R1SH Raspberry Pi B9 IP #biit,

MBREBFEH R Windows , N BEELZEMEE PuTTY, EBIF Connection (E#E) , i£#¥F Data (B
), HAHREERE Prompt (17R) :
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https://www.chiark.greenend.org.uk/~sgtatham/putty/latest.html

AWS loT Greengrass

PuTTY Configuration

FRARER , BRA 1

Category:

= S_ession

- Keyboard

- Features

= Window

- Appearance

-- Behaviour

- Translation

- Selection

- Colours

= Connection
[pata]

P[{)xy

- Telnet

- Rlogin

+H SSH

- Serial

Data to send to the server
Login details

Auto-login username ‘

name is not specified:
_____ O Use system username (k)
Terminal details

Terminal-type string

‘)cterm

Terminal speeds

‘38400,38400

Environment variables

Variable | Add

Value |

‘ nemove

About Help

ET R | i£#%F Session (£1F) , #iA Raspberry Pi 89 IP i3t |, AAFFEAZRINIRBIEE Open (3T
7)o

% & Raspberry Pi
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AWS loT Greengrass

FRARER , BRA 1

Category:

PuTTY Configuration

= S_ession

Basic options for your PUTTY session

= Window

= Connection

- Keyboard
- Features

- Appearance
-- Behaviour

- Translation
- Selection

- Colours

.Data
P[{)xy
- Telnet
- Rlogin
H SSH

- Serial

About Help

Specify the destination you want to connect to

Host Name (or IP address) Port
‘1!}2_168_91 1486 | ‘22
Connection type:

(ORaw () Telnet () Riogin @) SSH () Serial

Load, save or delete a stored session

Saved Sessions

Default Settings

Load

Save

Delete

Close window on exit:
(OAways () Never  (® Only on clean exit

MRER PUTTY Z2EIR , H1EE Yes ().

ERIA Raspberry Pi 2R EB MZHE 2517 pi M raspberry.

% & Raspberry Pi
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AWS loT Greengrass FRARIERE , A1

g‘? pi@raspberrypi: ~ — O X

(® Note
MR EAER VPN EEFIREMLE , W AT REMELAER SSH Mt EHLZE#EE Raspberry
Pi,

9. HfE , B LU HEIZE Raspberry Pi AWS loT Greengrass 7. B % , iEMAS#: Raspberry Pi &
%@Dj SSH Qf %:DE TJ«)\-Fup-n .

® Tip
AWS loT Greengrass &2t 7 FF &% C AWS loT Greengrass ore 3% 489 H £,
flan |, BE]LAER Greengrass IR & 1&EXRE B BN INEH ZRZHIRAH Core Fiff,
AWS loT Greengrass H#& , £ X358 Debian ¥ A& L , {RATLUER APT B2 EEEER

ZERIHAR AWS loT Greengrass Core FifF, BXEZEER , 55 the section called
“Z % AWS loT Greengrass &/,

sudo adduser --system ggc_user
sudo addgroup --system ggc_group
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10. ATHRE PIRBLNZ 2N | FERINERERS LS AEEENRERE (symlink) &R,

a. SMZ 98-rpi.conf X#,

cd /etc/sysctl.d

1s

(@ Note
MREZEEE 98-rpi.conf X , FIRE README . sysctl X R
(=

b. EANXAKEmESES (W Leafpad. GNU nano = vi ) FUTHITRMEIXHFHNRE. BUREE
M sudo R REMHTHRE (W0 , sudo nano 98-rpi.conf),

fs.protected_hardlinks = 1
fs.protected_symlinks = 1

c. ER Pi

sudo reboot

EH 1 0%E , A SSHEES Pi, RARBITU TR HRBIAEXR :

sudo sysctl -a 2> /dev/null | grep fs.protected

BIMELEE fs.protected_hardlinks = 1 # fs.protected_symlinks = 1,

M. WESTITEIIXH , LBRAAEHAFERG4A, X AWS loT Greengrass 5 ¥ Lambda B
REBERER%, Cgroup EFEE AWS loT Greengrass EEBIAW B LER TIE1T,

a. SmEEH boot B .

cd /boot/

b. ﬁﬁﬁiﬁﬁ?ﬂ%ﬁﬂﬁ cmdline. tXto FUTHBEMMBIMEBETHRE , MARERNFTT. &
FEMFA sudo MR UBRF B ITHRE (HIW , sudo nano cmdline.txt ).

cgroup_enable=memory cgroup_memory=1
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12.

13.

c. MEEZ Pis

sudo reboot

&1y Raspberry Pi BIERI1ZE N AWS loT Greengrassfiif % o

Ak, REMEEEMEN Java 8 B1TH, LHBBIAEAREES  ECHEARABRTER
TREEERM Default Group creation (BRINABIEE) TER. EIBAHEZH , FRALTSERORE
t#%& Java 8 BTN R EZEAREES. ERIPRUTEXZAREESN A,

sudo apt install openjdk-8-jdk

NBEREBEMBLFENERBI , BN TEIFMEE THHIZIT Greengrass B ERF. AWS

loT Greengrass GitHubiX 454 HE Downloads B FH i EFMETHRBIIR ERFHIZA,

® Note
IR BZ1THI = Raspbian RZIMRA 5.4.51 , N{EKBIR ERR T RES KM, LEMRATEE
BZEATF cgroup. XAIH bé%;’éﬁl'ﬁ:ﬁéﬁﬁf"ltiiﬁﬂ’ﬂ Lambda BIEUE M,
BXEFNZNEZE L | 15517 Raspberry Pi Sz N FFJa KR M Cgroups

cd /home/pi/Downloads

mkdir greengrass-dependency-checker-GGCv1l.11.x

cd greengrass-dependency-checker-GGCv1.11.x

wget https://github.com/aws-samples/aws-greengrass-samples/raw/master/greengrass-
dependency-checker-GGCv1l.11l.x.zip

unzip greengrass-dependency-checker-GGCvl.11l.x.zip

cd greengrass-dependency-checker-GGCv1.11.x

sudo modprobe configs

sudo ./check_ggc_dependencies | more

HI more BY |, % Spacebar BULE RE —RX A,
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/A Important

RHIEEE Python 3.7 BITRI F BEIZ 1T AL Lambda . BRAREERE , CFEE
Java 8 1T}, MR check_ggc_dependencies BIA4E IR R A X E SR IZITHRE
BE  BRALZEC], AEBHE, B ZKENROEMAIEEZTHNES,

EIRBE X modprobe I FWEE , FELEHHIZTT man modprobe.

1&H Raspberry Pi BB BT M. #&Ethe section called “/E3R 2 : %% AWS loT Greengrass /05
.

1’ B Amazon EC2 L4l
RBAZTTHNSRIZEEERE AWS loT Greengrass /U8 Amazon EC2 =4,
® Tip

RE , EFEAMARIRELENIMEH NELRE AWS loT Greengrass Core B# |, FZ[the
section called “BRIEA[] : Greengrass BRERZEEF

REETLAER Amazon EC2 SEHISEEA#IE , 1B AWS loT Greengrass RIFSYEBE4—EEM,
BABWERABEIRE Raspberry Pi, T A =ZE/A Amazon EC2 3:fl, tnREFEAK =R Raspberry
Pi, MITTERBATBHRNSRIRE,

1. BFAWS Management Console ¥ A 5 # Linux AMI B3I B# EC2 L6, BXI S
EC2XRHIMER , FZ5H (L 5# EC2 AI'THER) o

2. &K Amazon EC2 RHIiE1T/E , B A O 8883 LLAVFE AR MQTT BIS , LEHEMIZZ AL
S&0EE, AWS loT Greengrass

a. 1£ Amazon EC2 #H|EMNSMEEH , kiEZTLH,
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Dedicated Hosts

- IMAGES
AMIs
Bundle Tasks

=| ELASTIC ELOCK STORE

n

Volumes

Snapshots

= NETWORK & SECURITY

Security Groups

Elastic IPs

Placement Groups

Key Pairs

Network Interfaces
= LOAD BALANCING

Load Balancers

Target Groups

b. EFRENINISHRIKFNEZEE , RFERABANETF,

c. EBRBAEAN,
ERAIRA 8883, BNMZLARMBEN TCP MM, BXEZER , HZH Amazon
EC2 AFEmPHIEZ AN,

d. EHRFBAWANTEL , EFEFMAN  MANTRE , RARERERT,

FF Type (A ) |, #%4® Custom TCP Rule ( EEX TCP #M )
X T ASEE , fA 8883,

« XTF Source (IR ) , BiEEF Anywhere ( FANE ) .

TR |, %A MQTT Communications.

3. EEIEMIL D EC2 K61,

a. HESMBEHKP , % Instances (EH) , EFREBIESH , RF1EF Connect ((E1E).
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b. 1&& Connect To Your Instance (E#ZEZIERISHI) ME LM EBAERE , £/ SSH MEBHNFE
B X E B B BB R

A AN Windows £/ PUTTY , Xt macOS AL ix. BXEZEE , H3H (L 5% EC2 A
FIEr) I SEZBIEM Linux SE67,

MIE , B LARREER Amazon EC2 3£ 7 AWS loT Greengrass.
4. TFE$EZE Amazon EC2 k4ilf5 , #12ggc_userFggc_grouplkf :

sudo adduser --system ggc_user
sudo groupadd --system ggc_group

® Note
MR adduser MEERSELEARTH , FEAUTH S,

sudo useradd --system ggc_user

5. ATRELRLM  FHAERIINE Amazon EC2 RAINRERS LB AESENREE (K5
g ) RIP

® Note
BRBEEZENRERRFNIRARERSM R, B3 REMNKITHRE X,

a. BITUTHTURERTER T EEEMURERRY

sudo sysctl -a | grep fs.protected

MRBEEEANRERREN 1, WENRPELEBEA. #EHTLIR 6,

@ Note
4EERELL fs.protected_symlinks &RRo

b. MREEFANREEARREN 1, FEAXERY, SMBENREEREH.
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cd /etc/sysctl.d
1s

c. FRAZLRERNAEEERS ( Leafpad GNU nano = vi ) ST RITHRINEI R G B &34
BRE. £ Amazon Linux 1 £ , X2 00-defaults.conf ¥, £ Amazon Linux2 £ ,
iX& 99-amazon.conf X4, @T%%EEE&HF& ( £ chmod % ) AR X HHITE
A, BEA sudo i LAB BB #THRE (HII0 , sudo nano 00-defaults.conf ),

fs.protected_hardlinks = 1
fs.protected_symlinks = 1

d. EJE Amazon EC2 =4,

sudo reboot

BowE , £ SSHEERIENXRS , AEBITU T TRBIAER.

sudo sysctl -a | grep fs.protected

IERZE B RS BN EEIREN 1,

6. REFEITUATHIABIES Linux #2414 (cgroups). X AWS loT Greengrass ftiFy Lambda B
BIRBMNFRE, Cgroup EFEE AWS loT Greengrass ERRINH AL EX TE1T.

curl https://raw.githubusercontent.com/tianon/cgroupfs-
mount/951c38ee8d802330454bdede20d85ec1c@f8d312/cgroupfs-mount > cgroupfs-mount.sh
chmod +x cgroupfs-mount.sh

sudo bash ./cgroupfs-mount.sh

&8 Amazon EC2 SEHIFNFE M iZ EHEZ R4 AWS loT Greengrass.

7. W%, REMEEZEMEN Java 8 2178, HBIFIEAREESR , ECHEARABERTER
TREEESH Default Group creation (BRIAHBIE) THER. ERBLEZH , FRALGTSER MRS
%% Java 8 BT REAREES. ERIPFRUTEXZAREESN A,

o SW¥FETF Debian HKITHR :

sudo apt install openjdk-8-jdk

« XTET Red Hat WRITHR :
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sudo yum install java-1.8.0-openjdk

8. NEREWEMBELENKBI , BMNROIEME FHIIEIT Greengrass KBTI EER. AWS
loT Greengrass GitHubiX 6653 AJ fE S8/ Ama EC2 zon SEHlF T8, MBESRHZTHRBIMKE
RIS,

mkdir greengrass-dependency-checker-GGCv1.11.x

cd greengrass-dependency-checker-GGCv1.11.x

wget https://github.com/aws-samples/aws-greengrass-samples/raw/master/greengrass-
dependency-checker-GGCv1l.11.x.zip

unzip greengrass-dependency-checker-GGCv1l.11l.x.zip

cd greengrass-dependency-checker-GGCv1.11.x

sudo ./check_ggc_dependencies | more

/A Important
RYIEFEE Python 3.7 BT F EEIZ 1T AL Lambda . BRAREERE , &5
Java 8 iz170Y, MR check_ggc_dependencies B4 BIRRER DX L AR IZITATHY
BE  BRALZRECN , ARBHE, BuULZRERRODEMAEESITROES,

&) Amazon EC2 RHIE B E K. #&Ethe section called “/E3R 2 : 2% AWS loT Greengrass /0
L

BRBAFTHNSRIZEZHAE AWS loT Greengrass /UM% %E ( Raspberry Pi B ) o

® Tip
HE , EFEAMARIZEERNIRER REZE AWS loT Greengrass Core 84 , S [Hthe
section called “BRIE A7 : Greengrass IR & ZEEF"

WMRBRZAZE AWS loT Greengrass , BATEIWESE A Raspberry Pi 3% Amazon EC2 SEfI4E N #% /0%
&, ARBESHRENZEES RH TR,
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MRIRITEME Yocto Project WEET Linux WEEN RS , IRELAERZIE 9 AWS loT
Greengrass Bitbake Recipe. meta-awsit3 AR AJ AR BNIETF R XM A XN ARERF AWS B &84
WEHF &, Bitbake IRAATEEMNIRE LRE, BEEH B31E1T AWS loT Greengrass Core ¥,

Yocto Il B
—ANFRMEIE |, IHBENBRARNARFHERT Linux WBEX RS , Tie@H4ZE4A
i, BXEZELR , HSH Yocto T H,

meta-aws
— MR Yocto RiEHI AWS HEETH ., RAIAMERAX LR SEEAM Yocto Project IEMET

Linux I RZEHFF & AWS &5 4 OpenEmbedded, BEXx XX ENNENEZELR | H5HE
EHBImeta-awsI B GitHub,

meta-aws-demos

SEWMHEE RN AWS ITEmeta-awsT B, BXERTIENEZ R , HSHEFHWmeta-aws-
demosInB GitHub,

EFEATEANRZFRAZZGNTE , FREAZFHRNIREE.

1. WMREHZOIRE R NVIDIA Jetson 8% , MAM%FER JetPack 4.3 ZEREFRIFEH, NMRE
BEEFENIRE , BUESRE 2,

(® Note

BEEAR JetPack ZERRFMAE T &1 BHFR CUDA Toolkit iRA, LA B EH
JetPack 4.3 1 CUDA Toolkit 10.0, BXERAES R RZNRANELR |, ESHE NVIDIA
X PR AR 3 Jetpacks

a. 71T Ubuntu 16.04 ESRAMYIERE L , R NVIDIA XTI TEHIMZE JetPack
(JetPack 4.3) F ATk |, £/ 4.3 ZEREFRIFEH,

RREZEEFTPNEBESEMERGFSNEBINEZEE Jetson iR L |, FESIET Micro-B &
BIEEIEHE,

b. NEERAXERLEHNER , A —MERREEIER.
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https://github.com/aws-samples/meta-aws-demos
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® Note
£/ SSH E#2 Jetson tREt , BEARIAAF R (nvidia) FBRIAZEE (nvidia),.

ETUTHSUBEAP ggc_user MA ggc_group. BFEHEEZ LLZENHE , STHI®
SREMTE,

o MBEBHZEEIEFEIZIT OpenWrt , BEITUTHS :

opkg install shadow-useradd
opkg install shadow-groupadd
useradd --system ggc_user

groupadd --system ggc_group

« BN, BEITUTHE

sudo adduser --system ggc_user
sudo addgroup --system ggc_group

® Note
MR addgroup HHERELFTA , BEAUTHES.

sudo groupadd --system ggc_group

ik, REBEEEMEN Java 8 E1TH, LHBBEFFEAREES , EeEARAMERTER
TREEEEM Default Group creation (BRINABIZE) TR, EHBALH 2 , FRALBTSERORE
t&% Java 8 BTN HREAREER, HR 3RV TEXRZAREESENRHA,

« X FET Debian HE T Ubuntua B9 R1THR :
sudo apt install openjdk-8-jdk
« 3 FETF Red Hat B9 &Z1ThR :

sudo yum install java-1.8.0-openjdk

NEREWEFTE L ENKRBIN 1ﬁM/T\{§UT¥{1%‘J?=FT$JZ9=F1_1T Greengrass fkBi I &EeR. AWS
loT Greengrass GitHubiX a5 5 i E FZ T B IR B F R,
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mkdir greengrass-dependency-checker-GGCv1l.11.x

cd greengrass-dependency-checker-GGCv1l.11.x

wget https://github.com/aws-samples/aws-greengrass-samples/raw/master/greengrass-
dependency-checker-GGCv1l.11.x.zip

unzip greengrass-dependency-checker-GGCv1l.11l.x.zip

cd greengrass-dependency-checker-GGCv1l.11.x

sudo ./check_ggc_dependencies | more

@ Note

#check_ggc_ dependenciesﬂfl]ZISTj': AWS loT Greengrass X T A LIZ1T , FEH
EHW Linux RETT. BXEZELE , BSRAKBIKRERFN BRI,

5. REABIRERFRENER K ERFLZEMELENKRIBTL. X TERDH AR B4R
I, B R EEMEENK. ERE Linux BHIH (cgroups) , BRI LLZE1T cgroupfs-mount
A<, X AWS loT Greengrass /21 Lambda EEIRE RN FBRFl, Cgroup EFEE AWS loT
Greengrass ERIAN B2 LERX TIE1T,

MEBEHH A HIEIR |, W AWS loT Greengrass BiZAEB E IR E LK INIETT,

/A Important
RYIEFEE Python 3.7 BT F EEIZ 1T AL Lambda . BRAREERE , &F

Java 8 E1THY, #ME check_ggc_dependencies BIZA4 F 1R R A IX L AR IZ TR HY
BL  FERRAERETN] , AEBS4E, EAUZKBRRETRROEMTESITHNNES.

B} AWS loT Greengrass ZRFKBix R FIEK , S Fthe section called “ZHHNFAHE
R

ER 2 - 2% AWS loT Greengrass B/ 4

AR IR 6 I8 R R AR FE it ik & £ 2% AWS loT Greengrass Core ¥i#, TEULIERF | BE %4
E— Greengrass A%, RE , BERURZ LT, BREMNBZHME. HX AWS loT
Greengrass Core I EZE R , S Mthe section called “ELi& A AWS loT Greengrass ¥,

Fraza , FRREENAMERZTHRER 1 PHREDSR,
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® Tip
AWS loT Greengrass H 21t 7 FF %% C AWS loT Greengrass ore 548 £, 4l
W, EABAERA Greengrass R &R EKREBEEWIMNEH LEZIMAR Core #i#F, AWS
loT Greengrass W& , X ## Debian ¥ & L , fRAILAER APT R EEERmRLTESF
2% AWS loT Greengrass Core Biff, BXEZEE , HZ I the section called “&% AWS loT
Greengrass Z/U0E 4,

AERNZEFETRE 30 2 HEN T TR

E&

« BLE—1 AWS loT ZRFA1E Greengrass &/

o AROBIE—/ AWS loT Greengrass ‘)N

« ERIRE AWS loT Greengrass L REHIETT

BlE— AWS loT R %8 A {E Greengrass &/

G reengras s A RETR OB REER L YELM AWS loT Greengrass RENIREF. BEiRE
Greengrass &0 , IEFEEGIE AWS loT B RERTRIEEE AWS loTHIR B BB HBRBE
it AWS loT E48Y , ZiRF AILMER AR RN BFIEBMELR AWS loT, EAERAWS loT
KR AFIRES AWS loT M AWS IoT Greengrass IR E(E.

EARTH | BFEEZEMA— AWS loT B&RP8 |, FEAE Greengrass &
B AWS loT =4

1. SMZE AWS loT #4#l4,

2. EEET , BIAMARE , RARLEESY.

3. 1 Things ( &% ) WE L , 1% Create things ( 8IEZEY )
4, EQEBYREL , &R QBRENEY , ARERE T—%,
5. E EEBYEM TEL , BITUTERE

a. EBEYEHF  WA—NBHRRTENIREZ , H20 MyGreengrassViCore,
b. ﬁ?%jt_io
6. EEERZFUEBNEL , EET-F,
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AWS loT Greengrass

FRARER , BRA 1

7. EONERBEHMENER TELE , fITTIEREZ—
EERTFROMBENRNNGERE , RAEEFESY.

XRTHF —MEDS , HETHIRZ A TEES AWS Cloud Mz O IEHMEHA.
DI — N REE , IR TFRAORENR. HATUTHRAE

a. EEOIERK,

BEEPRIERTIATI R AT SR RS U .
b. EHEREREL , HITUTHRAE

i EERBENP, WA NBHRRMERZEKE , §lI0 GreengrassViCorePolicy,
i. TERBITAEDNFHERBEXET |, EHF JSON,
iii. WAL REENY, LR AR UG AWS loT Core IRFEE

. BREBEFRELU

&5 AWS loT Greengrass BRS5EE. B X WAREE G A7 = RS R EEHY 7

EREBRHELR , TS HAWS loT Greengrass /W& & K&K AWS loT BUR,

{
"Version": "2012-10-17",

"Statement": [
{

"Effect": "Allow",

"Action": [
"iot:Publish",
"iot:Subscribe",
"iot:Connect",
"iot:Receive"

1,

"Resource": [
ngn
]
Iy

{
"Effect": "Allow",

"Action": [
"iot:GetThingShadow",

"iot:UpdateThingShadow",

"iot:DeleteThingShadow"
1,

"Resource": [
nmin

FiiE — 1 AWS loT &= 7 FAI{E Greengrass &
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]
iy
{
"Effect": "Allow",

"Action": [
"greengrass:*"

]I

"Resource": [

"

]
}
]
}

iv. 1%£$F Create ( B2 ) LABIE KR,
c. REFEITF TR MEED NEAXNEI[/FRZTA, RITUATRE :

i EERBIRP , EFREIENEE  FlA0 GreengrassV1CorePolicy.

MEZEERRE , BEBERFIRE,
i. 1%&$F Create thing ( BIZZEY ) .

KR F—MES , HETEROATEES AWS loTRIEBMESA.
8. IREIFITF 7 R R HEH AN BNUEH TE AR S BRIRLE A, MATEA TR -

a. TEXREEIIFRF , EFEEER , HlI GreengrassV1CorePolicy.

MRZEEINRE |, BEFRIFIZE,
b. i%$F Create thing ( BIEZEY ) .

XTI —MEDS , HET %O TEEES AWS loTHIERMEHA.
9. ETHEBNEZERARST , TRHIRFWIESR,

/A Important
BFATHREER , RRHEIERE Ko

AT T84 -
a. HERFIERTF , BETHUTRHIZRFILES,

FiiE — 1 AWS loT &= 7 FAI{E Greengrass &
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b. EXAXHF  ERETHUTHZIEBN LA,
c. TERAXHH , EFTHUATHRIZIELHFALR M

d. EFAWS loT FAAREEPHRSSESHRIE , RAEEFHEMNR CAEH. RINEBEWE
£/ Amazon Trust Services (ATS) iR ATS 18 CAE+H, R CAIEBT , 45118 CA
EPIEETH.

e. ii#%;% \o

ETRFUEPMBAXHEZERELNIES ID. HEEHFTEAITE,

NI — AWS loT Greengrass /NA

AWS loT Greengrass A @B xHAHNRENEMES | HlNEFF KRR, Lambda BEHMIEE
. ~MENARNWEE , SEHAHFNATHEERE,

HEAED R, LA OBIREE,

® Tip
BXRBERA AWS IoT Greengrass API BIZFEBEAMN ~BI , S H L/ gg_group_set up ##
&P, GitHub
AR BIEE A

1. SMZE AWS loT #4148,
2. HEEHET , BF Greengrass &% , RFEREA (V1)o

(@ Note
MREETE Greengrass REFE , BERXNXZFN. AWS X5 AWS loT Greengrass
VIBXZRFHN XK , 550 AWS —#Z5%E HH AWS loT Greengrass V1 xS A EC
o YRAMIE R XA HIRAZOLIE AWS loT P, AWS loT Greengrass V1

. TE Greengrass ATAH L , EFCIRA,
4. TEBIE Greengrass AW £ , T TIRE -

a. XITF Greengrass A% , HMAHWRAKNAZF: , /20 MyGreengrassGroup.
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b. XF Greengrass &/ , HIERIRZBIGIER AWS loT %7 , Lkl MyGreengrassV1Core.

EH a2 N SEREYRREIESR,
c. EHGIEEA,

R RE AWS loT Greengrass LR EHIZIT

(® Note
AHIERNIBIRH T 7 Raspberry Pi £i21T AWS loT Greengrass Core BBV 88 |, {BIRTT LA
FREMZEFENRE,

EART A | YRIFFE AWS loT Greengrass &0 & LEE., RERFMIZIT Core s
ELZEHIEZ1T AWS loT Greengrass

1. MZEIEEEMAWS loT Greengrass /D HA4EBS , T8 AWS loT Greengrass OB HRED, &
BEREEROIRER CPU 3, RITIRNBERSENLZED.

« ¥F Raspberry Pi , B FEHERT Armv7l 2 F Linux BERZH RG4S,
« NFLS#E EC2 £l , ETHEAT x86_64 £#F Linux BIERZHN R4,
« XF NVIDIA Jetson TX2 , & T &&EA T Armv8 (AArch64) 22 Linux BERSHERHE .
« XIF Intel Atom , & FEIEA T x86_64 MH Linux BERFEHNLZES,
2. EZEWNSTRP , EDFENINXETRIITEN
« greengrass-0S-architecture-1.11.6.tar.qgz— WEHXHFZEE AWS loT
Greengrass &% /WM& & LIEITHZOEHF
« certificateld-certificate.pem.crt - ®R&FIEHXH-
« certificateId-public.pem.key —i&&ZiEH K248 X4
« certificateId-private.pem.key — RZIEHHFHAIH.
« AmazonRootCAl.pem — Amazon RIEHM & ¥ (CA) X

HEWSTP |, LRI EN PR E XL BB ORE, AT TR

a. WRETRHE Greengrass ZOREHW IP #illt |, FERRE LITHALKBEHEITUTH S

EROIEE AWS loT Greengrass LR EHIFIT 186




AWS loT Greengrass FRARIERE , A1

® Note

WS HRELTENRELRZREERN IP thit, FSHREFNXEURFRIRE IP i
ik

hostname -I

b. FMItENPHXEXHEBERREZ. MEERHTREBEITENNREREMEMTE.
ERENBRERS , TR AR S A& HEl Raspberry Pi iR &SR,

@ Note

Xt F Raspberry Pi , BRINAF &R pi , BRIAEIE N raspberry,
XFF NVIDIA Jetson TX2 , BRINAAF & Anvidia , BRIAZF B Hnvidia,

Windows

BEFER XM ITTENL 5 ZE Raspberry Pi #%/0:&% , £/ WIinSCP =% PuTTY pscp
WPEIE, EfFMHpscp T, BHEITEN LT AGSRERAEOHESITUTHGS :

cd path-to-downloaded-files

pscp -pw Pi-password greengrass-0S-architecture-1.11.6.tar.gz pieIP-
address:/home/pi

pscp -pw Pi-password certificateld-certificate.pem.crt pi@IP-address:/home/
pi

pscp -pw Pi-password certificateId-public.pem.key pieIP-address:/home/pi
pscp -pw Pi-password certificateld-private.pem.key pieIP-address:/home/pi
pscp -pw Pi-password AmazonRootCAl.pem pieIP-address:/home/pi

@ Note
tan S R MRAR B %95 C AWS loT Greengrass ore 34439 AR A< T
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macOS

B E 4 M Mac £ 52| Raspberry Pi #&/0i%% , BEITEN LITHALKIREND |, Hiz
TUT®T,. BEpath-to-downloaded-files~/Downloads,

(® Note

ARESR TR ATNEL, NMREXHENIE , F—NBBAT Mac B9 sudo @
o, 5=/ 2 Raspberry Pi Z1,

cd path-to-downloaded-files

scp greengrass-0S-architecture-1.11.6.tar.gz pieIP-address:/home/pi
scp certificatelId-certificate.pem.crt pi@IP-address:/home/pi

scp certificatelId-public.pem.key pieIP-address:/home/pi

scp certificatelId-private.pem.key pi@IP-address:/home/pi

scp AmazonRootCAl.pem pi@IP-address:/home/pi

(@ Note
WS HHRES SIS C AWS loT Greengrass ore 34 BRI R A H TEL,

UNIX-like system

BN ES X HNER T EN LR E Raspberry Pi %08 % |, BELSHWITEN LITF 14K
WwE AR EITUTHS

cd path-to-downloaded-files

scp greengrass-0S-architecture-1.11.6.tar.gz pieIP-address:/home/pi
scp certificateld-certificate.pem.crt pieIP-address:/home/pi

scp certificateId-public.pem.key pieIP-address:/home/pi

scp certificatelId-private.pem.key pieIP-address:/home/pi

scp AmazonRootCAl.pem pi@IP-address:/home/pi
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@ Note
tan S RS %405 C AWS loT Greengrass ore 4439 AR A< # T

Raspberry Pi web browser

MREFEA T Raspberry Pi B Web RSB RTEERXH , XHEMZALT Pi kY ~/
Downloads X#3X ( 51t /home/pi/Downloads ) #, &HN , EESXHRNTF Pi 89 ~
XK (Bl /home/pi ) Ho

3. 7t Greengrass &/ R%E £, T KR , RAESMEIZE AWS loT Greengrass &/ HMIEH
WX R, path-to-transferred-filesBHRABEZDZE LERXHNEBR, W, £
Raspberry Pi £i=4T cd /home/pi.

cd path-to-transferred-files

4. FERRFZ EIFFF AWS loT Greengrass O REFN B, STU TR SREREHIZOIER
MERHGNR, kS EA -C / SHEROMRENRXM4XHP 42 /greengrass XX,

sudo tar -xzvf greengrass-0S-architecture-1.11.6.tar.gz -C /

@ Note
tan S R MRA S %95 C AWS loT Greengrass ore 3443 AR A< # T

5. FEBMEZLFEE AWS loT Greengrass Core B XXX, EBITUA TS RIEPRIEX MR | H*
FHEBMBABEZH R, path-to-transferred-filesBiNIEERKOIRE LEH 4
HERRR |, HcertificateIdBHRAXHBFMIES ID, N , 7 Raspberry Pi £ |, path-to-
transferred-files&i#tH /home/pi

sudo mv path-to-transferred-files/certificateld-certificate.pem.crt /greengrass/
certs

sudo mv path-to-transferred-files/certificateId-public.pem.key /greengrass/certs
sudo mv path-to-transferred-files/certificateId-private.pem.key /greengrass/certs
sudo mv path-to-transferred-files/AmazonRootCAl.pem /greengrass/certs
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6. CAWS loT Greengrass ore B4 FER N RHIEES BB B X, LEELE S4B EUE B XA 3
HEERMEFEAR AWS Cloud iR, ELLSBRP , B AWS loT Greengrass #&/UBI B0
HEEX . BT TERE

a. REUZLARH Amazon BIRBFR (ARN). AWS loT #ITELTFRAE

i. TEAWS loT #H|&EHEEE,. Greengrass RE T , ®EHBH (V1),
ii. 7 Greengrass ATMH Lt , EFEZACIBNA,
i. TEBLRT , %&# Greengrass B/

iv. EROFMAEEREL , EHAWS loT EY ARN , AENEKRELIE AWS loT
Greengrass &% /U ELE B FER.

b. ZREXHHEIXE AWS T PSR AWS loT REBIFEBLE T R, REEALHES AWS R
AWS loT EYHITERE. MITHLTRE

i. 1EAWS loT #Z&HlAaF |, ERIEE
i. FRFBERIT , EFEmK , REFHARFIUE AWS loT Greengrass Core Bl & X4

REEA,
c. BJZ AWS loT Greengrass B/OHHEEX . Hla , BRILLUETUA T wRAER GNU
nano R8IZ& X4,

sudo nano /greengrass/config/config.json

HXHHRBTZERNELT JSON 3,

{

"coreThing" : {
"caPath": "AmazonRootCAl.pem",
"certPath": "certificatelId-certificate.pem.crt",
"keyPath": "certificateId-private.pem.key",
"thingArn": "arn:aws:iot:region:account-id:thing/MyGreengrassV1Core",
"iotHost": "device-data-prefix-ats.iot.region.amazonaws.com",
"ggHost": "greengrass-ats.iot.region.amazonaws.com",
"keepAlive": 600

1,

"runtime": {
"cgroup": {

"useSystemd": "yes"

}

1,
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"managedRespawn": false,
"crypto": {
"caPath": "file:///greengrass/certs/AmazonRootCAl.pem",
"principals": {
"SecretsManager": {
"privateKeyPath": "file:///greengrass/certs/certificateld-
private.pem.key"

iy
"IoTCertificate": {

"privateKeyPath": "file:///greengrass/certs/certificateld-
private.pem.key",

"certificatePath": "file:///greengrass/certs/certificateld-
certificate.pem.crt"

}
}
}
}

REWRITUATRE -

- MRETHMLS#E CAIEPRFRETF Amazon 18 CA1iEH , BF
WAmazonRootCAL. pemB N RHIER N L SR CA XLHH B,

« fWcertificateIdBNEFHERNIUERBFNBHAXHBFPHILES ID,

« arn:aws:iot:region:account-id:thing/MyGreengrassV1CoreB#R 2R E
W OABH ARN,

« MyGreengrassVlcore AR ODHIEREN B F Bk,

« device-data-prefix-ats.iot.region.amazonaws.comE#R I H{RIZH AWS
loT R & BIEiwH <o

- BifiregionRIRHY AWS X1F,

EXERBEXHHAIEENEBETIEMESR , 5 AWS loT Greengrass # /O ELE L
#.

7. WRENZOREDEED Internet. RS, BROIRE LE3 AWS loT Greengrass

cd /greengrass/ggc/core/
sudo ./greengrassd start

BRI EE Greengrass successfully started JHE. 123 PID,
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® Note

BN R ZRIREN AWS loT Greengrass RSB 3IRTE3) , 15 #the section called
“ERG 5| Sa1E3N Greengrass”,

B LB T A T a5 3RH 1A AWS loT Greengrass /0 4 ( Greengrass SFHIE2F ) REEFEE
1To PID-number A{RHI PID & :

ps aux | grep PID-number

BREE PID W&B , HPF I EEMIEEIZITH Greengrass SFHEFHEE (Hlw | /
greengrass/ggc/packages/1.11.6/bin/daemon ) . MREBEFATIBEIEE AWS loT
Greengrass , B2 [ FEHEBR,

B3 (%159 ) : FFE Lambda B % AWS loT Greengrass

AIERE IR RN Z NI BMRZ R R KE MQTT HEH Lambda E%. AWS loT Greengrass
AERNBT Lambda HEE. AT A MQTT EHEABNIT RN ZEZHIE,

FEER 3 (5 2 5 ) WE T HER O E AWS loT Greengrass & TR ER MK FHF @ Lambda Bz
& B X 50,

EFFazE , BRAREBEARTR THER 1 MER 2 | #ABIEEZTH AWS loT Greengrass #/0\i%
%o

® Tip
HE , EFEANERER O REHEIZA | 1S Hthe section called “IRIE A : Greengrass 1%
BRERR . ZHZAE ] LI ZERMEPE LR P ERB Lambda B,

AERNIZFEKRN 30 DT EET Ko

&

- BIEHFTE Lambda B

« ¥ Lambda EREELE N AWS loT Greengrass
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- FailEZHBE Greengrass &0 g%
« Kif Lambda AR B ERNREZ LETT

BIZ H3ITE Lambda B

LR B A Python Lambda B ¥R G A& T Python B9 AWS loT Greengrass &0 & TES XK
A MQTT JEE,

UL SERF | &

- f$EA T Python 9 AWS loT Greengrass #» SDK TEEIRIV BN ( =2 AWS loT Greengrass
BORE ) o

- HIREEHBABNKBIL Lambda WEHBEREF Lo

- £/ Lambda # &l & 12 Lambda BHH M LEHERF S,

* &% Lambda B ARAS F 0 2 48 B XM AR B & o

ETRAER | XMERKOIRE LR EE Python 3.7,

1. MAWS loT Greengrass ZOBHEF X TEITEHRE , FEA T Python B9 AWS loT
Greengrass Bf& SDK TE EI{RAYEBAN L,

2. BESATHMWEFILUIRE Lambda MBRBARHEFRIED,

AHER B Lambda REER

« examples\HelloWorld #1#J greengrassHelloWorld.py X#. X2&EM Lambda B
KRB, ZHBE 5 WNARAUTENEE2—%HE hello/world EF—X,

« greengrasssdk X#X, XRURHIFRXIES,

3. ¥ greengrasssdk X#HXRE#IEEE greengrassHelloWorld.py # HelloWorld X #3k
.,

4. ZEQ|E Lambda HEEBEFE , B greengrassHelloWorld.py X## greengrasssdk
XHFFEFEIB AN hello_world_python_lambda.zip BIESR zip ¥, py XH4H
greengrasssdk XHRAANTFiZB FHBE FH,
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H greengrassHelloWorld.py
I greengrasssdk
¥ hello_world_python_lambda.zip

£ UNIX R4 (235 Mac K5 ) £, BAEANTHHIT SRR

zip -r hello_world_python_lambda.zip greengrasssdk greengrassHelloWorld.py

(® Note

RIBEHRITIR , TEEEEARE zip (HIW0 , BIFIEST sudo apt-get install
zip ) o BHRITRINRIREG T AIBERE,

DELRCHEEFOREN Lambda WM LEBBREF S,
5. #T7F Lambda #£#l& |, EFRIEEK,
6. EEMLIFHAIE,
7. NEHNEBGE N Greengrass_HelloWorld HiRBHEHRFE , MITFAAR

s WFETRRE , 1% Python 3.7,

« TR, EREMKARE. XFOIE—PMRTFER Lambda R ITAR, LLABKRESE
A AWS loT Greengrass.,

%% Create function (BIZ &%),
8. Ltf% Lambda HEFHEBRH4S

a. HERBETFENRBERET , EFEELEEH NTHRIIRFPERE zip X,

Code Test Monitor Configuration Aliases Versions

Code source info ‘ Upload from a ‘

 zip file )
File Edit Find View Go Tools Window Changes deployed

Amazon 53 location

Q =

b. & L& | RERBEMW hello_world_python_lambda.zip FBE, RiE , EERE
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c. HEEHHBNRBET <4 , FETHRETERERE K RAERAUTE,

o XNTFE{TRIRS , 1E$F Python 3.7,
- WF4AEREF , A greengrassHelloWorld. function_handler,

Runtime settings info

Runtime

Python 3.7 v

Handler Info

greengrassHelloWorld function_handler

d. EERREF.

® Note

AWS Lambda E#Hl LK N AR EH TLEIhEE. AWS loT Greengrass #%
DEBRHETF R T EIRIEREES A BINILIZ1T Greengrass Lambda EEFT EHIE
R, AWS Lambda XL ( #l40 greengrass_common ) 27EEKIBE F R
Greengrass &/ Z FRMEEECNIN.

%% Lambda B2 :
a. HENETNZIRERE | RERMEFRAE,
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Throttle || Copy ARN | Actions &

Publish new version

'

Create alias

Export function
Capabilities
Deploy to Lambda@Edge

Delete function

b. NFRAHR , HA First version , REEFELXM.

Publish new version from $LATEST

Publishing a new version will save a "snapshot" of the code and configuration of the $LATEST version. You will be unable to
edit the new version's code. Please click to confirm.

Version description

|| First version |

10.
# Lambda E#RA QI E) % -

(® Note

Greengrass AT LAEBI A ( #EF ) RAS| A Lambda B, FABNE , BRAIUEREN
EBABER , AASEEREHRABN , FTAERITHARIAENL. Mk , BREF
7l & 18 E B B BUR AR,

a. MIUETREVERERES  EECIRE.
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Throttle || Copy ARN || Actions A |

Publish new version

]
<>
[

Export function
Capabilities
Deploy to Lambda@Edge

Delete function

b. {FBEHEN G6_HelloWorld , FIRAREHN 1 (MM TERRAAFHIEL ) | ARLER
.

® Note
AWS |oT Greengrass X #f SLATEST MrZA#) Lambda 5l %&

Create alias

Alias configuration

An alias is a pointer to one or two versions. Choose each version that you want the alias to point to.

Name

GG_HelloWorld

Description - optional

Version

1 v

P Weighted alias

197
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£ Lambda BIEELE W AWS loT Greengrass

WMIE , BWEHEZIF N AWS loT GreengrassELiE &Y Lambda B %K,
EWSTRE | &

« £ AWS loT # 4| A% Lambda BBV INEIEH Greengrass B4,
« A Lambda B EERE THMWRE,

o BZARMITE , £ Lambda BEEKE AWS loT& A MQTT S E.
- BEZANAEHBAERE,

1. 7E AWS loT #HASMEKRNEET , BFF Greengrass 8% , REEFFAH (V1).
2. 1 Greengrass AT , IEFEEER 2 POIBN4A,

3. E4ABRENHEL , %8 Lambda REUETF , ARE TR FFEE Lambda REE D , Rk
BRI Lambda B,

4., EREEL—SHOIEMN Lambda BEBHI B ( Greengrass_ HelloWorld , MA25IE ) o
5 XFhA , FiEFHE : GG_ HelloWorld,
6. 7t Lambda BBEES D+ , BITUATEXR :

- MRGEAFPMARENFERARIAE,

« ¥F Lambda BRI IRE N FHARIANE,

- NEIZERN 25 %, bt Lambda MEBEEXAARSKE 5 #,
s NTFEBEE , &H#F True,

(® Note
K&F® (REE ) B Lambda ERERIEB 3 E AWS loT Greengrass 3183 , H#EHER

CHARRFIHIZIT, X5EE Lambda HEHER , BEERANE , A EXEEZTHE
EfELE, BXEZELR |, 1555 the section called “Efm A A E",

7. & 30 Lambda BUEAREFEENE R, HX Lambda BBEMNER , FZH the section
called “#2#l Greengrass Lambda BREUA T
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9.

BTk, SlZ— AW Lambda BEIEX [@ AWS loT Core&3E MQTT SEEMIT R,
Greengrass Lambda BRE AT AE LT RRK MQTT HE :

- Greengrass HHHIEE,
- HAPWIEESR,

- AFEM Lambda B,
* AWS loT Core.

« Kb FRS., BREZEE | FSH the section called “4ER 5 : 5REEFXH,

ZAAE AT RREZHX LKA T UMNMAEEERE, TREETMMNREN-—RLZ2H,

THEBEER. BRMNEEAR. RREENEZES , BENR2EENENT, EBATFERIENERRIZE
B BFRBIE. R BRI LLR Greengrass %% . Lambda B%K, EiZ8s. RFE T AWS loT
Core,

(® Note
TAREMN , URBHERAKELE : NEREIBFR. EAYREER , B4HRE
AT B

(® Note

Bal , TREEREZFAATE-—NEEREASZSD + 6. TRAMERIANTFEEEN
ZRE-1# 7.

Greengrass_HelloWorldLambda EEE{X @AM hello/worldEBEEHEE AWS loT Core ,
Rt IB R EM Lambda EREBIZE —NMTFEEIT, AWS loT CoreR [ A E T —FSH I LITH,

HARBRES , EFITRGETF , REEERMNITE,

BRBEROMAEHLRITFM RE AWS CLI , S H (AWS CLI @i 55%E) create-subscription-

definition®H #Y

TERRE G | 1%F Lambda B , X TIR , %$#F Greengrass_. HelloWorld

10. WTFBEMRRE |, EERS , XTER, & loT &=,

fF Lambda EEELE 79 AWS loT Greengrass 199


http://mqtt.org/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/greengrass/create-subscription-definition.html
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M. NFEERFEZRGFERT , A hello/world , AFEFITH,

12. BEHAMWAFTIERKIRE. EXRYHEF , LB E AWS loT Greengrass REHBFMAFE LW
Lambda B , SUFBEB AR MERH B RS,

a. HEABREREL , &FEBTRTF,
b. HEXMBATERERNS , EEF RE.
c. HEHREARBSHEENEFED , REBSRIINFENPNRINE , RAEEERE

AL R B F\EﬁﬁﬁiLﬁZIK%&ET—I BEBRIMNIEMRIE, EHEERBN , B g B EITER
FEHRNFR, BEXEZEER , 5§ the section called “IHRIXHFRLEBHE,

13. MEBEREOIRE EARELE Java 8 BITH , BUMLZECREZEAREES.

(® Note

WHERFERAREES , ETHEARIANERTERREZESEMN Default Group creation
(BRIANE Q) TER. WREEAREES , BAR%LEK Javas8 , NABBFEAK, EXE
ZEE , BSRAREERENR,

EXRAREESR , FHITUTERE

a. TEHRENEL , % Lambda RBUED =,
b. ERZ Lambda REED T , B REERS , ARGRERE,
c. EREZER K AREERT

=B EEE S Greengrass B0 RE

1. H{REW Greengrass B g & EiE#EE Internet, il , ZHKBSMEIMRI,

2. TR Greengrass SFHHBEZEENZORE LiZ1T. BEENRORBZLIRPETUTHERRE
HETFEFREEESITHARIE (MRFE) .

a. ERNERETHREFRETERET , FHITUTRE

ps aux | grep -E 'greengrass.*daemon'
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mMRHHEEE root B /greengrass/ggc/packages/1.11.6/bin/daemon B , M&
RERFHRERFEEET.

b. BIHBTHFER

cd /greengrass/ggc/core/
sudo ./greengrassd start

NEZE KRN Lambda BEEAIT FEE 3 F 28/ Greengrass B %%

£ AWS loT ZHIESMERNWERT , BJF Greengrass 8% , ARBEEFEFFA (V1).
£ Greengrass AT , EREEER 2 POIENA.

FHARENEL , EEFEHE.

f£ Lambda BEEUETI R RS Lambda BEEED D, %4 IP RS,

RRRE , AREBREIRNANEE MQTT KBRS, XESIRE T BRI O NEREE
B, il P ik, DNS MixO5. BWEABEMN , i AWS IoT Greengrass B X FF 315
ENRR. REEGXRIBAN , REFTLRTEERERINAE,

N o o bk~ w

BE-XBEARFE/ LS, HAMBERE , BN ZERERELAVRASIIPEIEKRNTK

(@ Note
HERSEERERNERR LWEABRRT S,

BXRBHERE |, S HWELR,

UF Lambda MR B EX RS LIE1T

1. 1 AWS loT Z#HESMBEERTINRTH , & MQTT iR E Fim,
2. ERITREZERIF,

3. EXTIFEFFH A hello/world , AREFHMEE,

4., WMAEUATERHIHHEER :

« XTRSFHE , && 0,
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« XF MQTT payload display (MQTT H1&E7R) , %&$#F Display payloads as strings (JAF &F &
XERAH).

5. EEITH.

fRE Lambda BRBIEEIR®E £&1T , ©X M@ hello/world EBRHHEE , MTFAR :

Subscriptions hello/world ‘ Pause || Clear H Export || Edit ‘

hellofworld € X

» hello/world April 29, 2021, 17:35:40 (UTC-0400)

1

"message”: "Hello world! Sent from Greengrass Core running on platform: Linux-4.9.38-

v7+-army7l-with-debian-8.8"

}

RE& Lambda ¥ a4 mhello/worldEBAIE MQTT EE , BEREEILSFIFERF. AWS loT
Greengrass HRERZERECEEZETHERTHREN,

& 7] LU 4R = | BREQ BR AT 59 -
- EABRETNHMN Lambda REUETIF T |, EIFERBERE Lambda B , REEEREBR.
s HABENEAPANITRIEIFT |, EBITH | AEIERBIER,

ET—NARREHR , oM OB EREHBANIT .

ER 3 (5 2% ) : FF/a Lambda BE AWS loT Greengrass
FERFEN T ERO LETHEREZEEBNKHZTH Lambda BBz EHX 5], AWS loT Greengrass

I8l , HIE1T Greengrass R&E X3 MAHBRECTHIER 1, BEIR 2, MER 3 (£ 1 5
A)o

RER P IZFEARL 30 DS BET Ao

R 3 (255 ) . 7B Lambda B AWS loT Greengrass 202
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£

- BIEFITE Lambda Bk

« RNEUATIE B KEFERN Lambda B AWS loT Greengrass
« NA-KETE4EFH Lambda BN

« BRENMA Lambda B ¥R

BIZEMITE Lambda B %K
EWTERS | &

. QEEESRBEABAEBINN Lambda REEEBREF 2.
« fE/A Lambda 1244 6122 Lambda B LEPBEFE,
+ K% Lambda BERERHY MR H I 2 8 [0 1 Z RSB BB -

1. HERVEBRLE |, HEMREER 3-1 P THRHFREAEA T Python the section called “BIEH T2
Lambda EIE” B9 AWS loT Greengrass #/» SDK,

AERP A Lambda BREER -

« examples\HelloWorldCounter H#Y greengrassHelloWorldCounter.py X#, X2
&9 Lambda BRERES,
« greengrasssdk X#*, XRHRH4EF XTI EE,
2. Bl Lambda BHHERF D

a. ¥ greengrasssdk X#XREFIZE|@E greengrassHelloWorldCounter.py #
HelloWorldCounter X #%H,

b. ¥ greengrassHelloWorldCounter.py M greengrasssdk X#RREFE
%7 hello_world_counter_python_lambda.zip B zip 3. py X#4H
greengrasssdk XXX TFiZ B ZHWIRE FH,

H greengrassHelloWorldCounter.py
P greengrasssdk
V' hello_wo rld_counter_python_lambda.zip
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HEOZRE zip B3 UNIX K& (28 Mac K ) £, B MERAUTHSHEXEM X4
¥*

zip -r hello_world_counter_python_lambda.zip greengrasssdk
greengrassHelloWorldCounter.py

MIEEE R FOEEN Lambda BB L& HERF .
3. T7F Lambda #£%l& |, EFLIEEHK.
4. EFEMNLFFHBIE,
5. JHEMEESGE N Greengrass_HelloWorld_Counter HiREERFE , MM TR :

o NFEZETRRE |, %&$#F Python 3.7,

« TR , EREFANRE. XFOE-—MRFER Lambda REEHWIHITAR, LLABRESE
FA AWS loT Greengrass. & , BRI LESFERAEER 3-1 HAIENAE,

% Create function (B E%).
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Basic information

Function name
Enter a name that describes the purpose of your function.

Greengrass_HelloWorld_Counter
Use only letters, numbers, hyphens, or underscores with no spaces.
Runtime Info
Choose the language to use to write your function.

Python 3.7 v

Permissions info

By default, Lambda will create an execution role with permissions to upload logs to Amazon CloudWatch Logs. You can customize this

default role later when adding triggers.

P Change default execution role

» Advanced settings

6. L{&E2H Lambda BB BHHA S,
a. TEREENFEMRBBERT , EFEEE. NTRIIRFAIEE zip X4,

Code Test Monitor Configuration Aliases Versions
Code source Info ‘ Upload from a ‘
( .zipfile )
“« File Edit Find WView Go Tools Window m Changes deployed i
Amazon S3 location
Q g=!
b. %EB & REEFEEM hello_world_counter_python_lambda.zip HESE. RE ,
ERRIF.

c. HEEHBNRBET < , FETHRETERERE K RAERAAUTE,

s NFIETIIRE |, &#F Python 3.7,
s WFLAIEREF , #iA greengrassHelloWorldCounter. function_handler,
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d. EERREF.

® Note

AWS Lambda E#Hl LK N AR EH T LEIhEE. AWS loT Greengrass #%
BB A T BRI EREES A BINIIEIT Greengrass Lambda BB FT EHIE
R, AWS Lambda XL ( 40 greengrass_common ) 27EEIKIE T R
Greengrass &/ Z ERMEENIN,

7. RWEBEE—DIRA

a. ENHNZNBREXE L  EREXMFRA, XN THRAHER , @A First version,
b. EEXM,

8. NEHEBMASESZ.
a. MIETNMZIHIREREES  ERECIEFAE,

| Throttle || Copy ARN | Actions & |

Publish new version

f_
Create alias)
{E_ s

Export function

Capabilities
Deploy to Lambda@Edge

Delete function

b. XFA&# , f#H A GG_HW_Counter,
c. XTFRRA, &EFE 1,
d. EERE.
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Create alias

Alias configuration

An alias is a pointer to one or two versions. Choose each version that you want the alias to peint to.

Name

GG_HW_Counter

Description - optional

Version

1 v

P Weighted alias

5 Al B Lambda BB — N8 —3E4K | O] Greengrass R & 1T . X# , XIS HEE
B, BT SERAFE Lambda MBS EH#HIT .

NUTME EKEZEER Lambda B AWS loT Greengrass

MIE , BEEZF N AWS loT GreengrassELiE &/ Lambda B,

1. 7E AWS loT #HASMEKXNEET , BIF Greengrass 8% , REEFFAH (V1).
£ Greengrass AT , EFEBEEIR 2 hOIENA.

FHBRBERE L , &% Lambda MEBUETI+ , AFEEM Lambda BE T EF R,
XF Lambda &%k , 1Ei%# Gre HelloWorld engrass_ _Counter,

XF Lambda BEBURZA , EFERAHIMRAEHBIE .

NFEE (%) , #A 25, It Lambda BEEES XA KEE 20 B,
NFEBEE , E#F True,

REFMBHMFRAMINE , AFEEFRI Lambda B

©® N o o bk~ w0 DN
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MR BT B £ 17/ Lambda B4

UROBIHHERENEE (DR ) HIE1TH AWS loT Greengrass , £#F @ H) Lambda HEEBF
B3, RBEERBLEBEEFASENNMEEZENTNEZSE , ATRHLCEEFNESXER, BEL
BREFNZREARASHR , BERRTEAEAEA,

RPN greengrassHelloWorldCounter.py RIBEN T EEAL B F I\ SRHY
my_counter &,

(® Note

YRA] LA#E AWS Lambda #4| & =5& A F Python BIAWS loT Greengrass % SDK F&EER
5 GitHub,

ERLSTEF |, BFIEA Y Lambda EEFI R MQTT HE AWS loT BiTH. RE , BEAHEHF N
B,

1. EAREREL , &F T8 , AEEEHN,

2. & REE"T , &#F Lambda B , RFI1EEFE Gre HelloWorld engrass_ _Counter,

3. HEBWREET , EERSF , &EE 0T &,

4. XtTF Topic filter (EBFEIEFRH) , B A hello/world/counter,

5. EFRIEITH,

W8 —iTRXEI— A B AR : M Greengrass_HelloWorld_Counter Lambda EIEKF|,
AWS IoTEN=H AR ( 2K ) It Lambda B3k , AR R 5 EETE,

6. BREBIR1EZS5FMB—NMIE , EFEAUTE, LITFEAAT Lambda BEEM AWS loTHEBUHE
B ZEM AWS loT 518 KX AR ZEBEERR |, BA UER LT,
- TR, EERSF , AFER loT =,
« XXFEH , 1%F Lambda BE , R/F1%EEF Gre HelloWorld en grass_ _Counter,
- WFEBFIEZRMY , WA hello/world/counter/trigger,

AEBFERHEFEAT /trigger TR, EREQBRTRMIE , FHRLEEMNEME T
7. R Greengrass #EFHFREFEEET , I FoBEHEIZOIEE FAR,
8. HHAERENEL , &FEHE.
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9. IPBEM/G , IRE AWS loT 24| & E 0 HEE N,
10. BLENATFE :

« XJF Subscription topic (1T #E£#) , # A hello/world/counter,
- WFRERE , %&# 0,

- XF MQTT payload display (MQTT fa#E7R) , 1%#F Display payloads as strings (AF&F &
HXERAR).

1. EEFEITE,

SERNE 1 B FRE , ERITH hello/world/counter Zj5 , BERMEBEFMHE L, X
EENKXHME hello/world/counter &M greengrassHelloWorldCounter.py B
FERELABEREFY , ZEBLCERFXERAEEN S E1T.

EERSD | BEE T Greengrass_HelloWorld_Counter Lambda Bi%k , 2 EUFI LA
hello/world/counter/trigger N EBM MQTT JE 2T RHEREA,

Greengrass_ _Counter t HelloWorld o lo T Cloud iT R A FiZIheERE L E B XRZETHEE,
AWS loT hello/world/counter%ﬂ*ﬂz: B Greengrass_ HelloWorld _Counter T [ /i AWS
loT [EZIAEREB X ZEEAHEE, hello/world/counter/trigger

12. ENHABREKWEGTETY , 58S M@ hello/world/counter/trigger B &M EE XA
Lambda B %, ZAAERAERINER,

Subscribe to a topic Publish to a topic

Topic name

The topic pame ideatiBacthe me<cage. The message payload will be published to this topic with a Quality of Service (QoS) of 0.
Q, hello/world/counter/trigger »

Message payload

» Additional configuration

{ Publish
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® Note

% Greengrass_HelloWorld_Counter & ZBFHIZEVEEN NS, BERET
function_handler FHIEE , ZARB 4@ hello/world/counter EBMEIEHEE,
RATLAfE E BB EA T Python BIAWS loT Greengrass #/8 SDK A H9IX ERfXE3 GitHub,

TR EE %% % hello/world/counter/trigger EBAf , my_counter TEHLE
1, WARITTHEREM Lambda BBAKZENEEFR, HTERHELEREFETE 20 ¥V EEREH
(time.sleep(20)), At R EfRALERFXFEREB AWS loT Greengrass PRI IE R HERA

Subscriptions hello/world fcounter | Pause || Clear H Export || Edit |

hello/world/counter Q X

¥ hello/world/counter May 03, 2021, 10:05:00 (UTC-0400)
1

"message”: "Hello world! Sent from Gre e running on platform: Linux-
4.9.38-v7+-army7l-with-Debian-8.8€ Invocation Count: 3"
h

v hello/world/counter May 03, 2021, 10:04:40 (UTC-0400)
1

"message”: "Hello world! Sent from Greengr gre running on platform: Linux-
4.9.38-v7+-armv71-with-Debian-8.8& Invocation Count: 2"
h

¥ hello/world/counter May 03, 2021, 10:04:20 (UTC-0400)
1

"message”: "Hello world! Sent from Greengr ore running on platform: Linux-
4.9.38-v7+-armv71l-with-Debian-8.8¢ Invocation Count: 1" 3
h
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BENMR Lambda B %k

2% Lambda BMBENEE LR LI TFEF = AWS Lambda HBE . T Lambda BEEHY 2 K8 A AT 2
HTIE1T. Lambda RBAACIZ RN BRULERR , IFERBFATNESEANENESE. &
BIERSFN , TeREEEBLERFIABENNEAEEHTALE,

1. E4HEEEBERELEL , %#FLambda EBUET .

£ “BMY Lambda BB T , #%# Greengrass_HelloWorld_CounterLambda B%{,

EFM#EMN Greengrass_HelloWorld_Counteri¥ S ST H , B %&RiE.

EEEES , & False , REEERRF.

FARBEREL , EEFBH,

HBERIG , IRE AWS loT ##H & EHERNR.

BEUATFER :

N o o b~ W b

« XJF Subscription topic (IJ @ E*®&) , A hello/world/counter,
s WFRERE , 1% 0,

« XF MQTT payload display (MQTT fa# £ 7R) , 1%#F Display payloads as strings (AF&F &
HXERAR).
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Subscribe to a topic Publish to a topic

Topic filter Info

The topic filter describes the topic{s) to which you want to subscribe. The topic filter can include MQTT wildcard characters.
R —
hello/world/counter

w» Additional configuration

Mumber of messages to keep
The MQTT test client keeps this many of the most recent messages published to a topic that matches this topic filter.

-
-

100

Quality of service
When subscribing to a topic, quality of service 0 will be chosen by default.

uality of Service O - Message will be delivered at most once

' Quality of Service 1 - Message will be delivered at least once

MQTT payload display
Auto-format JSON payloads (improves readability)

@)isplary payloads as strings (more accurate)
. Display raw payloads (displays binary data as hexadecimal values)

8. EEITH,

@ Note
BETRZE BTN EIEMER.

9. ENRZEFEMAH , HBEIME hello/world/counter/trigger EBA M HEERAAZK
o EWALMERARIANER

a. WREBGEE &fF =X, BXBELIVHNRTERY.
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Subscribe to a topic Publish to a topic

Topic name

The topic Gl i <cage. The message payload will be published to this topic with a Quality of Service (QoS) of 0.
Q, hello/world/counter/trigger »

Message payload

» Additional configuration
P <

BRARHBLERARBLERFANERAMCE-—IBH, EEZRMRZEEET , TR
iR iEIEE AT, ARNENEE Lambda HBEHEH SN AR/ID R,
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Subscriptions hello/world/counter | Pause H Clear H Export H Edit ‘

hello/world/counter QX

v hello/world/counter May 03, 2021, 10:14:13 (UTC-0400)
1

"message”: "Hello world! Sent from Greengrass Core running on platform: Linux-
4.9.39-U?+-armv?1—with—Debian—S.Bw
h

v hello‘,‘world'fr_ounter May 03, 2021, 101412 “JTC-Oq-OD:l
1

"message™: "Hello world! Sent from Greepgra gre running on platform: Linux-
4.9.3B-v?+-armv7‘l-with-Dehian—S.B
h

¥ hello/world/counter May 03, 2021, 10:14:11 (UTC-0400)
1

"message™: "Hello world! Sent from Greengra ore running on platform: Linux-
4.9.3B-v?+-armv?l-with-Dehian—S.E’A
h

b. FHFKL 30 , AFEE Publish to topic (R EIEE), EAITHAEES 2, XEHAEE
ERTMEERGENSSR , FEF#E T RBLERFINTNTLELE,
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Subscriptions hello/world/counter | Pause H Clear H Export H Edit ‘

hello/world/counter QX

v hello‘lfwgrld'fcﬂunter May 03, 2021, 10:14:40 {UTC—O“DD:'
{

"message”: "Hello world! Sent from Greengrass Core running on platform: Linux-
4.9.3B-v?+-armv?l-with-Dehian—S.E’A
¥

¥ hello/world/counter May 03, 2021, 10:14:11 (UTC-0400)
{

"message”: "Hello world! Sent from Greengrass Core running on platform: Linux-
4.9.3B—v?+—armv?1—with—Dehian—S.B
¥

BIIERIZ T #R T I 7E AWS loT Greengrass #/0 EIZTH A EE Lambda BE. T—MER |
BIiER 4 |, EERE Rt YIER 1% % 14 7E AWS loT Greengrass B4A P #H TR E,

ER 4 : 5 AWS loT Greengrass B4R EFIHIRERE

AEREERRABYEMIZEEZ (MABFFWHIRZRIRE ) WAEZE AWS loT Greengrass &%/ %
BHEZBEFE., EEE AWS IoT Greengrass R & Fimi& & & AWS loT Greengrass A —ZB
2, AIELZ5 AWS loT Greengrass fwiEEN, EHERT | —NEFIHIZREF @ Greengrass HAHHY
B —NEFiRR & Ki%E“Hello World B &

IR 4 . 5 AWS IoT Greengrass AT EFIHKIRERE 215
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FRARER , BRA 1

: Discovery ﬁl&
I (required once)
] AWS 10T Core
' A~
:
"
- :
'
'
' :
|
LilLd

E[S5): .

K mmrry 3 L

Fublisher MQTT protocol

device AWS loT

Greengrass Core

=3 Route of "Hello World" message
====3% AWS IoT Discovery Service

€mmmmmmmmmmma

Discovery :

(required once) i

1

|

1

|

|

|

|

|

|

Lilll
P |55
rrry
MQTT protocol Subscriber
device
GI’EEI'IQ rass gqroup

HEITI2 8l , HIE1T Greengrass RE ZREFMAHTRER 1 MIER 2, HERFOIERMENUF

PiRiRE, BEFEMBAFTIRZ
RERNIZFETE 30 D HBEIATSERK.

FA
» f£ AWS IloT Greengrass B FSIEE P iRk &
o BLEITE

« &% AWS loT Device SDK i& A F Python 9
- MRABE

IR 4 . 5 AWS IoT Greengrass AT EFIHKIRERE
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£ AWS loT Greengrass B4 BIEE P ImiR %

EEZERD | SEHNEFIRIRZFINE SN Greengrass H, WEREBIEREEIMN AWS loT =
¥, UREEIEBMZRAUATENERE AWS loT Greengrass.

1. EAWS loT BHESMBERNEET , BIf Greengrass &% , REEZFFA (V1),
EFEBFRE,

EABRBRES , EREFWEE , AFEREXEK,

£ OREFIRRESIEEXEK B H |, EF “QIEEH AWS loT B9

> w D

LERPRERTIAT R R IT FCIR S ME.
£ OIRSYREL  &F BENEY , REEE T—F,
EEESYEMEREL  MibEFFiwiRZEM A HelloWorld_Publisher , RREHRET %,
EREERFIEPRE L , B T—F,
£ OFHERBHMEES REL , T TIREZ—
ERERTFEFRXZFAENRVAARE , RAGERUIRE,

©® N o o

FTH —MEX |, B EE P T EORE A TEZENBOIEF AWS Cloud M#E4A.
B INR T &P iniR B RAVET R A, BATEATRAE

a. EHREXMK,

BERPRFERTIA TR P 3T SIS U E .
b. HERIERMIEL , T TRAE

i.  ERBEEHRP , WA -DBWRRERZEKE | Fl0
GreengrassV1ClientDevicePolicy,

i. FERBIFAEMFHRBEXET |, & JSON,

iii. BMALTRBEXN, WERATEFIRIRE XM Greengrass B OHFAE MQTT
FEH#ITEB. BXUMARFLRBILRNRBAEES , BZRREZESHRIUEFEN
AWS loT Greengrass,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
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"Action": [
"iot:Publish",
"iot:Subscribe",
"iot:Connect",
"iot:Receive"

1,

"Resource": [

i n

]
iy

{
"Effect": "Allow",

"Action": [
"greengrass:*"

]I

"Resource": [

"

]
}
]
}

iv. 1%£$F Create ( B2 ) LABIE KR,
c. REEITF TR MERERNEAXEIJ/RENA, HITUATRE :

i EERBIRF , ERECIEMEKRRE B0 GreengrassV1ClientDevicePolicy.

MREEFERE , BEFRFIZRE.
i. i%&# Create thing ( RIEZEY )

FHTF —MER |, ST ER THIZE B FIEZNROMIESH AWS Cloud M
.

9. ETHEBNEZERARST , TRHIRFWIEFR,

/A Important
BFETHRERR , AEBEE Tl

WMATEATRE -

1£ AWS loT Greengrass &4 FE8IZ R F iRk & 218
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a. HERFBIUEBF , BRTHUTHZRFZIES,
b. ELHMHEF , EETHIUATEZERNLH,

FEFANFF |, EE T T HIZIEFHRFEA XA

d. EBAWS loT FRAREEHANERSHESHRIE , AFEBHENNRE CAIEH, RINBWE
£/ Amazon Trust Services (ATS) iR ATS 18 CAE+H, EHR CAIEBT , 45118 CA
ERIEETH,

e. ii#%;% \o

o

ETRFUEPMBAXMHEZRELNIES ID. HEEHFTERAITE,
10. BREFITH TREFIRIRE S A RBRESA R EFIRE T, MITUTHRE

a. XTTFAWS loT BB , i£+#F HelloWorld_Publisher{ReIi& I R P

MRRBEEIEY , BEERIFRE.
b. EHEXEK
1. EEZREF F10F , LELAPRME-NEFHIRZ,

T E iR 82 N HelloWorld_Subscriber, FEFHREZWIFTPMBHA TEHIEMITE
H&, B8, iI2T HelloWorld _Subscriber 8% X4& FE RRIEPS ID,

MTE , B Greengrass PR IZERNEFIRIRE -

« HelloWorld iR
« HelloWorld_iT &
12. BEENITEN LB — PN NHFRRREXEFEFIRIFENEZSEIUL, FiEPNZ4P E 6 2tk ST

*o
BoiE 1] %]

EESES | B LS A HelloWorld _Publisher B Fiwi&#& @ _Subscri HelloWorld ber & Fimig & X
% MQTT B E,

1. RARBERET , &&F THRE-F , RFIEF H.
2. HGEBITHERS , JUTUATRENUEETH :

a. XNFRER  ER“BFRIRR” , RF%EF HelloWorld_Publisher,
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b. E“BFEHER T, &R ‘BEFIRIEE" , AB%EE HelloWorld_Subscripters
c. XIF Topic filter (EBFIESZRH) , B A hello/world/pubsub,

(® Note
SET] DAR BR BT ET AR AR VAT B, EAMITRIRE £, ERERBRVITE , K5k
M BRo

d. ®EEGIBITHE,
3. BREBATAFIKNM , LAE Greengrass BOAIAKRAH IP it 5|R, BEFIRREERLESR
RERK D PATUTERE .
a. CEHABREREL , %EFLambda EBUEDF.
b. R4 Lambda BET , &E#F IP RN , REEREE.
c. EHRBEIPRURFPRES , EFAIRMUNESE MQTT REBIRR , RAEERRE
4. W{R Greengrass B FFREFEEET , W BB EHBE O IER PR,
5. BEABREREL , &EHE,

HERSETRENEFE LNAENRTH. EEFHFBFAGE , BEEBBETF,
Z % AWS loT Device SDK & F Python B

B iHig & W BAE R for AWS loT Device SDK Python 51 % &S AWS loT # AWS loT Greengrass
BANRE (A Python RIEIES ). MEEZEE ( BEER ) |, HSHE L GitHub#y AWS loT
Device SDK Python B i34,

ERHFRP  SRZEREFRITESHRITEN LEREFiRIRE LM basicDiscovery. py
I

1. ENRUGAATIECSEmMALENEAG —ELZRIEWITEN L , FEARENRERS -
Windows

1. AARANGSRRFHSITUTSRS

python --version

%% AWS loT Device SDK &/ F Python Ky 220


https://github.com/aws/aws-iot-device-sdk-python
https://technet.microsoft.com/en-us/library/cc947813(v=ws.10).aspx
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MPEFRERAKEFER , HFE Python 2 BIIRAF/NTF 2.7 I Python 3 BIARZES/NTF
3.3, MR T & Python Y BA R4 Python 2.7+ 5 Python 3.3+, BXEZER , &
Z®1E Windows E{#f Python,

2. FHERT Python BIAWS loT Device SDKTE A zip XHEHNEBREREBITEN LH
EENE,

BIETHAEE setup.py XHHEES aws-iot-device-sdk-python-master X
HROXHER . ET TP, W XHBERHIERpath-to-SDK-folder,

3. MRAMGSRRFEITATHS
cd path-to-SDK-folder

python setup.py install

macOS

1. IFKIRED , HETUTHS
python --version

MRZERERAFEEL , H#F Python 2 WARAS/NF 2.7 = Python 3 ARAERS/NF
3.3, MIZMR T & Python Y BA R4 Python 2.7+ 5 Python 3.3+, BXEZER , &
2 7E Macintosh £ Python,

2. HAWEAF , ETUTGRTEEE OpenSSL IR

python
>>>import ssl
>>>print ssl.0PENSSL_VERSION

i2 T OpenSSL hAME,

@® Note
MRZE{THI R Python 3 , & print(ssl. OPENSSL_VERSION),

E X[ Python shell , HETUATHT :

Z % AWS loT Device SDK &M F Python £ 221


https://wiki.python.org/moin/BeginnersGuide/Download
https://docs.python.org/3.6/using/windows.html
https://github.com/aws/aws-iot-device-sdk-python
https://wiki.python.org/moin/BeginnersGuide/Download
https://docs.python.org/3/using/mac.html

AWS loT Greengrass FRARIERE , A1

>>>exit()

R OpenSSL Wx AN 1.0.1 RESHRA , FHRED R co BN , BERUATSRIRE
- HEAREBEOSP , ETUATHSTHUBAEITENEECARE Python RAEE :

which pyenv

MRIREXHER , WEEFER pyenv iET+, MRREEEFAANR , MEFERER
pyenv &I+,

Using pyenv

1. BZFE AT Mac OS X #J Python M7 ( ELAR ) , LMEEZFHIRE Python
WA, AT RHIF , WEHBRKRRIatest-Python-version,

2. EKIRBEOSF , BEITUTHD :

pyenv install latest-Python-version
pyenv global latest-Python-version

fflzn |, wR Python 2 WEFRARZ 2.7.14 , MX LGSR :

pyenv install 2.7.14
pyenv global 2.7.14

3. XRMHAEFITHLREND , AFBITUTHT :

python
>>>import ssl
>>>print ssl.0PENSSL_VERSION

OpenSSL AN ZEADH 1.0.1, WREAET 1.0.1, WEFH LK. RE pyenv
install 1 pyenv global a5 = £ AR Python R4 E , AFER,

4. BT T as B LURE Python shell :

exit()

Z % AWS loT Device SDK &M F Python £ 222


https://www.python.org/downloads/mac-osx/
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Not using pyenv

which brew

MRAREBEEXHERE , BREK brew , MITAR :

/usr/bin/ruby -e "$(curl -fsSL https://raw.githubusercontent.com/
Homebrew/install/master/install)"

(® Note
RERERTHITERE. TH Xcode B HITLETREFE—LHTHE,

2. BITUT @5

brew update
brew install openssl
brew install pythone2

AWS loT Device SDK & F Python EEE A Python A[HIT X RIFHY
OpenSSL M7 1.0.1 ( LEERZA ) o brew install python i T 2LRFBEMER
# python2 AT . Z python2 T?MTK#Z‘E%%’E /usr/local/bin B
| iZB FXNEN PATH RETER o EHINX—R , BEITUTHS :

python2 --version

=

MREMHT python2 FAREE , BHEIT -, BN , BEXLFUATITHINEIE
Shell Bt B , KA#SF /usr/local/bin BERRINEEH PATH BT E

export PATH="/usr/local/bin:$PATH"

Flan | MREFEAPRE .bash_profile HIFIERE Shell BB , MMNLKIHE
ARZET RS :

Z % AWS loT Device SDK & AT Python #9 223


https://brew.sh/
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FRARER , BRA 1

echo 'export PATH="/usr/local/bin:$PATH"' >> ~/.bash_profile

BTk, WEW Shell BLE X 41T source i H A pythonz --version 2
HERARER. Hlm , MBEREEMEA .bash_profile , METUTHS :

source ~/.bash_profile
python2 --version

RIR[E python2 MRAE B,

R ATHE SN &R Shell BOE XA

alias python="python2"

Flan | MREHERANE .bash_profile HEEXHE Shell BEXH , MiEITUT

A
mT

echo 'alias python="python2"' >> ~/.bash_profile

TR, ER Shell BB XAHNT source @i, fltn , MREEE-ER

.bash_profile , MZ{TUAT&HT :

source ~/.bash_profile

@A python T H¥FE1T Python AIHITXH (python2) , HAPIERMEMN
OpenSSL x4,

BT 9

python
import ssl
print ssl.OPENSSL_VERSION

OpenSSL MRAR A 1.0.1 HESRA

6. ZiR H Python shell , HETUTHS :

exit()

Z % AWS loT Device SDK &M F Python £ 224


https://en.wikipedia.org/wiki/Source_(command)
https://en.wikipedia.org/wiki/Source_(command)
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3. BITUTHT , Z% EAT Python B9 AWS loT Device SDK :

git clone https://github.com/aws/aws-iot-device-sdk-python.git
cd aws-iot-device-sdk-python
sudo python setup.py install

UNIX-like system

1. MBREOREBEITUTHT :

python --version

MPEFRERAKEFER , HFE Python 2 BIIRZAEF/NTF 2.7 I Python 3 BIARZES/NTF
3.3, MIZB T & Python Y BA R4 Python 2.7+ 5 Python 3.3+, BXEZER , &
ZH7E Unix ¥ & LFEA Python,

2. HTELXRmF , BITUTHSUEE OpenSSL WA :

python
>>>import ssl
>>>print ssl1.0PENSSL_VERSION

i2 T OpenSSL A&,

@ Note
WMEIZ1THY R Python 3, IEEA print(ssl. OPENSSL_VERSION),

E X Python shell , HE{TAT@H :

exit()
R OpenSSL fxAH 1.0.1 EERAE , BHRET—FH. N , =17 LEREN K
1THRE# OpenSSL ( #1400 , sudo yum update openssl, sudo apt—get update
%),

Z % AWS loT Device SDK &M F Python £ 225


https://wiki.python.org/moin/BeginnersGuide/Download
https://docs.python.org/3.6/using/unix.html
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BEZETA TS REIA OpenSSL fRA N 1.0.1 RESIRA :

python

>>>import ssl

>>>print ss1.0PENSSL_VERSION
>>>exit()

3. BITUT®HS , £% FEMAT Python #9 AWS loT Device SDK :

git clone https://github.com/aws/aws-iot-device-sdk-python.git
cd aws-iot-device-sdk-python
sudo python setup.py install

2. &% f AWS loT Device SDK or Python J§ , $#iZEliZsamples X# X H$THiZgreengrass X
o
EAXRHRESD , BREF basicDiscovery.py ROIEE , ZEBLERRE the section called
“#£ AWS loT Greengrass #H4 F IR E FinixE” B TRNVIEBNEH,

3. &#lbasicDiscovery.pyZ|@& _Publisher 1 HelloWorld _Subscri HelloWorld ber %% i 1
R XK,

M=HE(E
1. BREMITENF AWS loT Greengrass #0i& & FEAHBEHN M EEZ T BEBRN,

a. 7TE AWS loT Greengrass #&Z/WME& L, BITU TR UERE IP ik,

hostname -I

b. HEITEHL , EAKOK IP tutETA T aew. AR Ctrl + C {Z1E ping 8 H,

ping IP-address

KUFUTHEN#HERRITENHM AWS loT Greengrass #/0ME & 2 B K IBE ( E2
0% ) :
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from 17 2.1 : 1cmp_seq 1 tt1=230 time= ??,
from 17 2. 103.205: icmp_seg=2 ttl=230 time=77.
from 17 2.103.205: icmp_seq=3 ttl1=230 time=77.
from 17 2,10 : icmp _seq=4 tt1=230 time=77.

from 176.32.102 : 1cmp_seq=5> ttl=230 time=77.
from 176.32.103.205: icmp_seq=6 tt1=230 time=77.

A .3 » ping statistics ---
6 packetS tlansmltted 6 received, 0% packet loss, time 5549ms
rtt min/avg/max/mdev = 77.107/77. 1?2f?? 256/0.361 ms

(® Note

WMRET % ping IEEZTHIESI AWS loT Greengrass , E#{R1Z EC2 E£HIHIA
EREEMN 2 ECHO EFREEM ICMP &, BEXEZEER , 25 Amazon
EC2 AF iR EZ £ E RN,

£ Windows E#l L , EHEBRLLINEER Windows i A IENARERFRY , BAEERE
FEBAATALEBEERHO AN (Flan , XHEMITENHEE ( Echo Request-
ICMPv4-in) ) , RERIZ— NN,

2. z_H_thy;{&R\E’\J AWS IOT = ﬁﬁ%/ﬁ\o

a. MAWS loT Z£HaSMERT , EERIRE.

b. HFIREZFBREERAT , 12T ImnmWE, EUTSES , BuFERALERERGSH
WAWS_IOT_ENDPOINT 5%,

@ Note
BREH LT REIEBREI N,

3. EZEMITEMN (F=2 AWS loT Greengrass &%/ &% ) £, HAANGTIT (ARIWHIR
R )EO., —MNEORE HelloWorld _Publisher &F &% , 3 —1& O XX Helloworld
_Subscriber EFimig & o

1T/ , basicDiscovery.py=ifEHFB KX AWS loT Greengrass Ok R ENEE. EF
FPIRREFRXNHRINEEZROE , FETFHEER. XFATFRRNEBEEFIRERUERM
AT ( ToFE Internet iEHE ) ,
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/security-group-rules-reference.html#sg-rules-ping
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-network-security.html#adding-security-group-rule
https://console.aws.amazon.com/iot/
https://en.wikipedia.org/wiki/Command-line_interface
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® Note
IDs BT MQTT EZENEFIRMAEEFIHKIRENEY BT
Bl, basicDiscovery.py BIZAE MQTT EENEFin ID RENEREETHARMIEEN

EYMER.
MBE basicDiscovery.py XHHXHRZETUTHS , AEFFANMAFERE

/BN .

python basicDiscovery.py --help

4. 7£ HelloWorld _Publisher ZEFIRIRZBEOF , BTATH T,

« path-to-certs-folderBRADELEH. BAMB 4RI EEEbasicDiscovery.pyo
« BRAWS_IOT_ENDPOINTHEMILIRT Ro

o FXFMNpublisherCertId3=flE#R N EH HelloWorld _Publisher & Fiwi% & X448 F AV
$ ID,

cd path-to-certs-folder

python basicDiscovery.py --endpoint AWS_IOT_ENDPOINT --rootCA AmazonRootCAl.pem
--cert publisherCertId-certificate.pem.crt --key publisherCertId-private.pem.key
--thingName HelloWorld_Publisher --topic 'hello/world/pubsub' --mode publish --

message 'Hello, World! Sent from HelloWorld_Publisher'

BRZERRLUTUTHRENRE , HP3FEEW Published topic 'hello/world/
pubsub': {"message": "Hello, World! Sent from HelloWorld_Publisher",
"sequence": 1} W% H,

@ Note

MR AIRE error: unrecognized arguments HE | iHHX --topic M --
message RN ESISERANGIE , HBERESITZG T,
EHEEERE , SRUUZHERAFY IP R,
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Published topic hello/world/pubsub: {"message": "Hello, World! Sent from HelloWorld_Publisher", "sequence": 0}

2017-11-13 21:12:26,296 — AWSIoTPythonSDK.core.protocol.internal.workers — DEBUG — Produced [puback] event
2017-11-13 21:12:26,297 - AWSIoTPythonSDK.core.protocol.internal.workers - DEBUG - Dispatching [puback] event
2017-11-13 21:12:27,301 - AWSIoTPythonSDK.core.protocol.mqtt_core — INFO - Performing sync publish...
Published topic hello/world/pubsub: {"message": "Hello, World! Sent from HelloWorld Publisher", "sequence": 1}

2017-11-13 21:12:27,302 - AWSIoTPythonSDK.core.protocol.internal.workers — DEBUG - Produced [puback] event
2017-11-13 21:12:27,303 - AWSIoTPythonSDK.core.protocol.internal.workers — DEBUG - Dispatching [puback] event
2017-11-13 21:12:28,305 - AWSIoTPythonSDK.core.protocol.mqtt_core — INFO - Performing sync publish...
Published topic hello/world/pubsub: {"message": "Hello, World! Sent from HelloWorld_Publisher", "sequence": 2}

2017-11-13 21:12:28,306 - AWSIoTPythonSDK.core.protocol.internal.workers — DEBUG - Produced [puback] event
2017-11-13 21:12:28,307 - AWSIoTPythonSDK.core.protocol.internal.workers — DEBUG - Dispatching [puback] event
2017-11-13 21:12:29,310 - AWSIoTPythonSDK.core.protocol.mgtt_core - INFO - Performing sync publish...
Published topic hello/world/pubsub: {"message": "Hello, World! Sent from HelloWorld_Publisher®, "sequence": 3}

5. £ HelloWorld _Subscriber BEFIRIEEZBEOR , BTUATH T

« path-to-certs-folderBRABDEEH. BAMB 4RI EbasicDiscovery.pyo
« BIRAWS_IOT_ENDPOINTHIEHILHT Ko

o FiXFNsubscriberCertIdSEflE k7 ER HelloWorld _Subscriber 2P IHRE X 4B PR
iE$ 1D,

cd path-to-certs-folder

python basicDiscovery.py --endpoint AWS_IOT_ENDPOINT --rootCA AmazonRootCAl.pem --
cert subscriberCertId-certificate.pem.crt --key subscriberCertId-private.pem.key --
thingName HelloWorld_Subscriber --topic 'hello/world/pubsub’ --mode subscribe

ERZERIAT Y  EPEEH W Received message on topic hello/world/
pubsub: {"message": "Hello, World! Sent from HelloWorld_Publisher",
"sequence": 1} B9%EB,

Received message on topic hello/world/pubsub: {"message": "Hello, World! Sent from HelloWorld_Publisher", "sequence": @

2017-11-13 21:12:27,435 — AWSIoTPythonSDK.core.protocol.internal.workers — DEBUG - Produced [messagel] event

2017-11-13 21:12:27,435 - AWSIoTPythonSDK.core.protocol.internal.workers — DEBUG - Dispatching [message] event
2017-11-13 21:12:27,436 - AWSIoTPythonSDK.core.protocol.internal.clients - DEBUG - Invoking custom event callback...
Received message on topic hello/world/pubsub: {"message": "Hello, World! Sent from HelloWorld_Publisher", "sequence": 1

2017-11-13 21:12:28,32@ - AWSIoTPythonSDK.core.protocol.internal.workers — DEBUG - Produced [messagel] event

2017-11-13 21:12:28,324 - AWSIoTPythonSDK.core.protocol.internal.workers - DEBUG - Dispatching [message] event
2017-11-13 21:12:28,324 - AWSIoTPythonSDK.core.protocol.internal.clients - DEBUG - Invoking custom event callback...
Received message on topic hello/world/pubsub: {"message": "Hello, World! Sent from HelloWorld_Publisher", "sequence": 2

2017-11-13 21:12:29,547 — AWSIoTPythonSDK.core.protocol.internal.workers — DEBUG — Produced [message] event
2017-11-13 21:12:29,552 - AWSIoTPythonSDK.core.protocol.internal.workers — DEBUG - Dispatching [message] event
2017-11-13 21:12:29,552 - AWSIoTPythonSDK.core.protocol.internal.clients - DEBUG - Invoking custom event callback...

<A HelloWorld_Publisher B0 , TR 1EE B £+ &1 HelloWorld_Subscriber & A,
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ERRIME LHTNR T TIMERONERE, EREREE , BANFHRARR XA
fRbasicDiscovery.pyBIAEREE| AWS loT Greengrass ¥R &Z BV IEH IP Mt

FHaALR

1. T AWS loT ZHIASMERNEET , BIF Greengrass 8% , RBFEFFA (V1).
2. 1 Greengrass AT , R EMA,
3. BMERL , UFHEE MQTT REBHR. MITUTRE

a. TEHEBEENEL , EFLambda BHHBUET,

b. R4 Lambda BT , &E#F IP RN , REEREE.

c. HEHREIPRMUBMRED  ERFHEE MQTT REBIRR , RAFEERTF.
4, WARODH MQTT RERKR. WMITUTERE

a. ‘BT , & Greengrass &1
b. EMQTTREHEAT , EFERIKS

c. EERMER , BRAB—NRIE. WEXTR AWS loT Greengrass #% /0% %% 1 8883
B9 1P Hbhik i ( B180192.168.1.4 ) o

d. IEEEH.

BIR5: BREEFXRE

WERERBIERERT B HIREZMMAMES AWS loT Greengrass BHHHHIAWS loT & E FH TR

o BT RATHEMEYMNETRAMERSE SN JSON X, EXRERG | BHFRR—INEFRIK
% (GG_Sw1tch) MMAEH S —NEFIHIRE (GG_TrafficLight) BRE , U RIX LIRS IAE L 2
AWS loT Greengrass = :

BR5: BREFTFRE 230


https://docs.aws.amazon.com/iot/latest/developerguide/iot-device-shadows.html
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(@

AWS loT Core
e

Device shadow syncs
(when enabled)

Greengrass group

finey Traffic light
33 E shadow
iElf €
rrny
Light switch 040
Tl AWS loT

Greengrass Core

Traffic light
device

#—> Shadow update request and response

EFFBZHI , BE1T Greengrass & LZHEEFHA , FBRECSTHRER 1 MiER 2, BIERZT #
WS F P IR IR FIEIEE] AWS loT Greengrass A% ( B3R 4 ) , BLEEHMAHRIRE

AIEIR S FE KL 30 780 BEE Mo
F&

« BB RE M

« TEAFENXH

- WHABEE (BEATRERYD )

- WRABE (BATRZERD)

EHR5: BR&EFYFRE 231
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B E iR & M1T R

% AWS loT Greengrass #/UEEEI BB AWS loT B, JUARZ A, FEERS | EEHEFEAX
wEFMARSEE, RE , BEA=ED,

BINEFHREHEECHEF. BXEZELR , BSH AWS loT FAAGERFAHERT AWS loT
B Device Shadow RS,

1.
2

FARERHEL , ARFFIRIREIET R,

£ “BPHRE ®EI-F5 , £ AWS loT Greengrass AR RMFAFNEFHRE. BRIt
EiFMLE T , B S the section called “7E AWS loT Greengrass BAH IR FF IwiRE "

« FEFIHIZTZDAEN GG_Switch A GG6_TrafficlLight.

s ABRATHEHANEFHREZNZEE R,

s BFEFHRRENZERTRAXMHEFIES ID, BELARXEE,

EENITEN LS E— NN RKREILEEFHEENRZRESELE, FERNRAE S 24
*x,

BREFRRZRENEALMEF , MA S5 AWS Cloud@FH. MRFR , FEABEFHRE ,
ERERSEF  AREEEASEHENE FRED,

FTREAOTEFMBIENAD, Hlan , BERIEE—MTHE , BHRITUATIRE

a. HAERBREY , &R ITHEIF , AEERE R,
b. NTFHRRKE , EEFFIRIRE , RFEE GG_Switch,
c. NTEHRXE , BERS A REEFEFBEFRS.

d. XF Topic filter (EREFFIEFRMH) , #A $aws/things/GG_TrafficLight/shadow/
update,

e. EHRGIRIT,

FENMAZALASRAMRTEMEE, REATUEABRMAKES —EITH , BRNFRIUX
MiE, BXREZER , B5H AWS loT FRAREEFHETF MQTT &,
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https://docs.aws.amazon.com/iot/latest/developerguide/iot-device-shadows.html
https://docs.aws.amazon.com/iot/latest/developerguide/iot-device-shadows.html
https://docs.aws.amazon.com/iot/latest/developerguide/device-shadow-mqtt.html
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FRARER , BRA 1

RIR

GG_Switch

i & F ARSS

i F ARSS

GG_ TrafficLight

iy & F ARSS

b & F ARSS

i F ARSS

B #r

it F BRSS

GG_Switch

GG_Switch

A F RS

GG_ TrafficLight

GG_ TrafficLight

GG_ TrafficLight

FiTRSERE TR EDF L,

(® Note

Bx $ HEWIE

B, BEREREEE,

&

$aws/things/GG_Tra
fficLight/shadow/u
pdate

$aws/things/GG_Tra
fficLight/shadow/u
pdate/accepted

$aws/things/GG_Tra
fficLight/shadow/u
pdate/rejected

$aws/things/GG_Tra
fficLight/shadow/u
pdate

$aws/things/GG_Tra
fficLight/shadow/u
pdate/delta

$aws/things/GG_Tra
fficLight/shadow/u
pdate/accepted

$aws/things/GG_Tra
fficLight/shadow/u
pdate/rejected

#&x

GG_Switch KiAFE#H
ERREHEZ,

GG_Switch EE 4
EEHEREEHE

¥,

GG_Switch EE 4
EEHEREEHIE
“i

GG_ TrafficLight []
EHMEFEAEEHRS
B,

i F RS Tra
ffchlght I delta
BmE GG KixWE

OEZE

GG_ TrafficLight &
EAEHRSEHMZ
E?ﬁa{%yw

GG_ TrafficLight &
gﬂﬁﬁ’lj{/b\%%ﬁ%
BIELE,

BERZMITE
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https://docs.aws.amazon.com/iot/latest/developerguide/topics.html#reserved-topics
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6. WRERAT AN , LUE Greengrass UA KA H IP it B 5%R. BFRREEALER
REIMB O HATUATRIE -
a. EABRBEREL , %#ELambda BREBIETF,
b. TERE Lambda BHET , &R IP RN , RBIERERE.
c. ERBIPRVBREDR , EFEFIRVNEE MQTT REBIRR , RAEERRE.

7. TR Greengrass #ESTHFREFEEIZT , W HollEHBEZ 0 EE BATR,

8. HEAEREMNEL , EFEHE,

TEUENXH

1. WMBRREZEIXEM , FZRE AWS loT Device SDK EA T Python M, BXHEA , S Hthe
section called “Z& % AWS loT Device SDK i&F F Python V" HI ST 1,
EPmgEEAL SDK 50 EE , AWS loT AR E AWS IoT Greengrass /MR &8
1Eo

2. M ex TrafficLightamples X #fXk = GitHub , ¥¥1ightController.pyftrafficLight.pyX

HTEIEHITEN, HEeMNREESZ S GG_Switch M GG_ TrafficLight & /7~ im ik & il + F %48
Ry KA,

#ZlightController.pyBIAst B F GG_Switch & Fimik & , trafficLight.pyBIAX N F
GG_ TrafficLight &F %18 & o

| 7aa87aalcf.cert.pem

| 7aa87aa1cf.private key

| 7aa87aa1cf.publickey

| a27b261ea9.cert.pem

| a27b261ead.private. key

| a27b261ead.publickey
E lightController.py

| root-ca-cert.pem

E trafficLight.py

(® Note

RFEELRN , =l Python XHEMETEEA T Python 89 AWS loT Greengrass #/0» SDK
EES |, BENATER AWS loT Greengrass %4 SDK,

TESENH 234


https://github.com/aws/aws-greengrass-core-sdk-python/tree/master/examples/TrafficLight
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MHXBE (ZEATRRERD)

1. BRENITTENLF AWS loT Greengrass #/UR & A HBEHN M EZ T EEN,

a. 7E AWS loT Greengrass &/ &% £, BITUTHSUERE IP it

hostname -I

b. HEITEHNL , EAKOH IP iabETU TS, AR Ctrl + C £1E ping %

ping IP-address

EELUFUTRHENH HRRITENR AWS loT Greengrass &AM & 2 AR IEE ( =8
0%) :

: icmp_seqg=1 tt1=230 time=77.
: lcmp_seg=2 ttl=230 time=77.
: icmp _seq=3 ttl1=230 time=77.
: icmp seq=4 ttl1=230 time=77.

: 1cmp_seq=5 ttl=230 time=/7.
: icmp_seq=6 ttl=230 time=77.

) » ping statistics ---
6 packet5 transmltted 6 received, 0% packet loss, time 5549ms

rtt min/avg/max/mdev = J7.107/77. I?EI?? 256/0.361 ms

® Note

WMRBT % ping IEEZTHIES] AWS loT Greengrass , R 1Z EC2 EHIHIA
R EEAMN LT ECHO EFREEH ICMP B, BXEZEER , 5 Amazon
EC2 AF SR mEZ £ E R mMmn,

£ Windows £#l L , EHE SR LT L INEERN Windows i X IBENARFS , BRI sERE
FTEBRAATALEBEEERH AN (B0, SXHEFITENHEE ( Echo Request-
ICMPv4-in) ) , SiERIE -,

2. FREUER AWS loT Kiwi Ko

a. MAWS loT #ZF| 2 SMEERHP , ERRE,
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/security-group-rules-reference.html#sg-rules-ping
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-network-security.html#adding-security-group-rule
https://console.aws.amazon.com/iot/
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b. HIREZFHEHEAT , 18T WaWE. EUTSERSD , BuAFERALEXRE®RGS
BAWS_IOT_ENDPOINT 5%,

(® Note
BRENKET REIEHREN N,

3. HEZEWITEMN (T2 AWS loT Greengrass #&% /&% ) £, TABANG ST (RBEIBTTRR
) EH. —1NEHAMREK GG_Switch FFiwig& , % —1ME &K GG_ TrafficLight & F iwiR
%o

a. M GG_Switch ZEFIHIRREOF , BTUTH S,
« path-to-certs-folderB#ABEILEPH, FEF Python XK THFRHI R,

o BRAWS IO0T _ENDPOINTRHIEHIAR T =,
o FXFNswitchCertIdSEPlEiRNEH GG _Switch BEFBIRE XHEFHIEP ID,

cd path-to-certs-folder

python lightController.py --endpoint AWS_IOT_ENDPOINT --rootCA
AmazonRootCAl.pem --cert switchCertId-certificate.pem.crt --key switchCertId-
private.pem.key --thingName GG_TrafficLight --clientId GG_Switch

b. 7& GG_ TrafficLight ®F®RREOF , BITUTTH S,

« path-to-certs-folderB# A BEIUPH. FHM Python A T HRHIEEE,
« BMRAWS_IO0T_ENDPOINTRIEMART Ko
s FXFEMNightCertIdRFIE#RNEN GG_ TrafficLight FF w8 & X4 FHEH ID.

cd path-to-certs-folder

python trafficLight.py --endpoint AWS_IOT_ENDPOINT --rootCA AmazonRootCAl.pem
--cert lightCertId-certificate.pem.crt --key lightCertId-private.pem.key --

thingName GG_TrafficLight --clientId GG_TrafficLight

BR20¥ , FXSREFRSEFN G, YA R, HET2ERIFRE , T X,

GG_Switch #i i :
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https://en.wikipedia.org/wiki/Command-line_interface
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- INFO - Performing sync publish...

a': {u’'property’: {u'timestamp’: 154533 }, u'version®: 33, u'clientToken":

INFO - Performing sync publish...

BXTR |, SMNEFIRIREEIAERSIZ1T AWS loT Greengrass &£ I RS LAUEIZEE] AWS loT

Greengrass %/ (@3 Internet ) « EEFHIREZ KT H AL IEREE] AWS IoT Greengrass &0
2Ja , BRI T future 8

(@ Note

lightController.py M trafficLight.py BIZAFiEZE B EMTE groupCA XHX
| ZNHRERAER—XHERFEIE, NREKIEZEIR , FHER ggc-host XH
R IP it SEERSRP NROE BN REA IP it is < PEE,

4. TE AWS loT #24|& | EBIEH AWS loT Greengrass B4 , B EFHRZ IR+ , RAFIRE
GG_ TrafficLight AA$TH & Fimig & AWS loT WEYFMAEFEENE,

5. EBBERFTFETF, £ GG_Switch BESURD G , ZEFTFANEREMNEH. XEFEHN GG_iRE
TrafficLight A ZERAES=NEEES.

6. 7£ GG_Switch (1ightController.py) BFimiRZFE QN H L Ctrl + Co BNZEE GG_
TrafficLight (trafficLight.py) E O EBERRSEREE.

RFXLEEOTITF , WEESTUET B ETXLEWS,

NHBE (ZATEREES ) 237
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AEHBE (BERATRERD)

NP  BEEREERDSH GG_ TrafficLight REFF. AWS loTEEZETS E— MU+ HEE
T , (BiX)XE GG_Switch RIEEHERN , ZHFNEFRILEHN.

1. £ AWS loT #2&lA | RFRIEH AWS loT Greengrass B4 , AR ERFFIHRBZEIF,

2. %&# GG_ TrafficLight %% , &% ‘RAL AL , RELEE ‘BERAS=RNBAEED,

FBREZLWFREF FRSBECEHRNEA,
3. EHEBREREL , EFIHE,
4, EFEANHSITEOD , X GG_Switch 1 GG_ B IRIRZFET AN RPN &GS, TrafficLight

5. IMIE , £ AWS loT 2H A FRERIRS. EFRER AWS loT Greengrass B4 |, &1 “BF %
] ‘I , EF GG_ TrafficLight , & “i§ & & F U+ , ARFEE C lassic Shadows

BT&EEAT GG_ TrafficLight & FRIZ ZIMIHEE AWS loT , HtE Y GG_Switch KEFEHAT ,
ZHNEFRSBNEF. IR TRELIRRZHNRSLFFS AWS loT,

® Note

MEXE | EALUEIESE AWS loT Greengrass #/0 B SR EERE B | 455
xruntime.log :

cd /greengrass/ggc/var/log
sudo cat system/runtime.log | more

B A LLEE GGShadowSyncManager.log M GGShadowService.log, BXEZ{E

B, B2 MEHER.

REFFRRENTHANRE. BFET-RRPERAE]. EEL2STHRNSS,

R 6 ; iFRE A AWS RS

HEREBREEETRT AWS loT Greengrass I IMASZHHEHM AWS RESHITRE, ©HEER S
FRRBESIT RAERM ERE | H57IN— Lambda BESRALEE FIRS H R E £ Amazon
DynamoDB %,

MiRBE (BATERERD) 238
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(@

AWS loT Core Amazon

A DynamoDB

Greengrass group “

@

Lambda

u

Traffic light
) shadow

AWS loT
Greengrass Core m

Lilll
%5

Ty

A

Light switch
device

Esl

== Shadow update request and response Traffic light
#——» Upload shadow data to DynamoDB device

EFFBZHI , BE1T Greengrass R&ZREFHA , FBRRESTHER 1 MER 2, BIENIZT
RIER 5, BEFEHMAHRIKE,

KRN IZFBE KL 30 28 BETT Ao

® Note
IEPFE DynamoDB FAIEHEFHKk, REASHIRELR /N H BE Amazon Web
Services Free Tier AT , BERITARERPNWE LS RUELXEENKFAP=ERH, BXE
MHEER , FSH DynamoDB EH XY,

IR 6 : TR EM AWS BRSS 239


https://aws.amazon.com/dynamodb/pricing/
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£

- RELAAG

- BIEHEE Lambda B
- BEITHE

- NRBE

RELAAE

HACREEHMME Greengrass AW IAM A€, kACIEEIFEH Lambda Bk ( FHAt
AWS loT Greengrass Zh&e ) AT HRIRFHINRE AWS . BXEZER , B2 the section called
“Greengrass A B,

BRLMERNATERSRE IAM 2HEF0ZARE,

1. BIZARFRELN —NRENERIITREN K,
2. BIEEA Greengrass REENZEERENAE,
3. FERBEMMEAE,

ARG , £ AWS loT #2HA&F , BFABKRINE Greengrass &4,

@ Note
—/ Greengrass A — 1A AE, MRERMNE , o A4 INAY 5K BE =M N E 2 5K B

FF IR | SN CIRNRRRE | IZREAFX Amazon DynamoDB RFUITHEIR, BIEBMEFHIRE,
R, BRI LURFZ R B NEIHT A H R ZA '’ 5EM Greengrass A X Bk,

B, Sl -MEFREERE , ZERERTFXMERPE Lambda BMHERBNR.

1. £ 1AM BHENSMBERSP |, &R Policies , AFi%#F Create policy.

2. 7E£ JSON ETFH , FEUFABERNATREE, ERPH Lambda B fE X LR K 6l
BAMEH AN CarStats B9 DynamoDB &K,

{
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
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"Version": "2012-10-17",
"Statement": [

{
"Sid": "PermissionsForModule6",
"Effect": "Allow",
"Action": [
"dynamodb:DescribeTable",
"dynamodb:CreateTable",
"dynamodb:PutItem"
1,
"Resource": "arn:aws:dynamodb:*:*:table/CarStats"
}
]
}
3. fROKIERE Next: Tags ( F—% : #5% ) # Next: Review ( T—% : BEF ) . AHEFRKREAIR
%O

4. XF Name (B#) , i A greengrass_CarStats_Table , A/Fi%#%F Create policy (BIER %K
B%)o

BTXK, 02— MEAHMKBHNAE,

ESmBERD , ERAC  ARERUBRAR,

FEAMESRMAEET |, &EHF AWS RS,

ERAF, HEfb AWS RESHABITE , &8 Greengrass , i%£3F Greengrass , REEBRT—F,
ENPRERET |, EFHM greengrass_CarStats_Table KB , REEET —F,
FNFH/BEF , @A Greengrass_Group_Role,

© ® N o o

10. M FH#HR , WA Greengrass group role for connectors and user-defined
Lambda functions,

11. i%$E Createrole (BI2A® ),

Wiz , MxAERNME Greengrass 4.
12. £ AWS loT ZHIESMBRNEET , BIf Greengrass 1% , AFIEZFFA (V1).
13. 7£ Greengrass 4T , EFEIA,
14. && RE , RARGEE XEKAE|,
15. i%&# Greengrass_Group_Role A A &FIXRT K REERBHELAR,
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Bl HBEE Lambda B3

EARSTRF | EFIE— Lambda B , ZEBHBRFEIRBESITHNAENRE. 5
GG_TrafficLight ¥ FRAEEXRN G &, Lambda EREFHELE S HIREHIRERTE (M1
F20). BE GITHE=XRHE , Lambda BB HLFEEAZITHE (MHKR/NMEMFZKE ) KIEF
DynamoDB %,

1.
2.

EENITEN L | 812 -8R car_aggregator BIXHX,

MTrafficLight RHIZ#F & GitHub , ffcarAggregator. py X #H THEIZX
ffcar_aggregatork, iXR&EH Lambda EEHE,

® Note

RAEERAL , RHE| Python SXHF1FMTE AWS loT Greengrass #%/0 SDK ZfFES | BT
TfEFA AWS loT Greengrass #/8 SDKo

MREFEXERE (FERILILE ) X T, FHF A T1TcarAggregator. py#HHEE
region_namey AWS loT EHLF HANERNXE, AWS Xif BXXZFHHIR AWS X ,
ESHAWS loT GreengrassH #JAmazon Web Services —fi§5Z,

dynamodb = boto3.resource('dynamodb', region_name='us-east-1')

EGSTBEOFETUATHS , U EA T Python (Boto3) #5 AWS SDK 3+ E Kk EAKHINE
%% car_aggregator X#X A, Greengrass Lambda B HIF & T E K15 E H AR
%, AWS AWS ( XJF Windows , BEERRAMN G TR R )

pip install boto3 -t path-to-car_aggregator-folder

XEERRLBT THR B RIIK
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https://github.com/aws/aws-greengrass-core-sdk-python/tree/master/examples/TrafficLight
https://docs.aws.amazon.com/general/latest/gr/greengrass.html
https://en.wikipedia.org/wiki/Command-line_interface
https://github.com/boto/boto3/blob/develop/README.rst
https://technet.microsoft.com/en-us/library/cc947813(v=ws.10).aspx
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Mame B Date modified Type

bin 12/31/2018 2227 PM  File folder
boto3 12/31/2018 2227 PM  File folder
bote3-1.9.71.dist-info 12/31/2018 227 PM  File folder
botocore 12/31/2018 227 PM File folder
botocore-1.12.71.dist-info 12/31/2018 227 PM File folder
concurrent 12/31/2018 2227 PM  File folder
dateutil 12/31/2018 227 PM  File folder
docutils 12/31/2018 227 PM File folder
decutils-0.14. dist-info 12/31/2018 2227 PM  File folder
futures-3.2.0.dist-info 12/31/2018 227 PM File folder
jmespath 12/31/2018 2227 PM  File folder
jmespath-0.9.3.dist-info 12/31/2018 2227 PM  File folder
python_dateutil-2.7.5.dist-info 12/31/2018 227 PM File folder
s3transfer 12/31/2018 2227 PM  File folder
s3transfer-0.1.13.dist-info 12/31/2018 227 PM File folder
six-1.12.0.dist-info 12/31/2018 2227 PM  File folder
urllib3 12/31/2018 2227 PM  File folder
urllib3-1.24.1.dist-info 12/31/2018 2227 PM File folder
carfggregator.py 1273172018 225 PM PY File

six.py 12/31/2018 2227 PM PY File

E Six.pryc 12/31/2018 227 PM Compiled Python ...

5. f¥ car_aggregator.zip XHRWABELEE—NE N car_aggregator.zip HXHH,
(EBXHERHAD , MARXHRK, ) LE) Lambda B EREF 2.

6. 7 Lambda ###|A% , 8l —/ BN G6_Car_Aggregator WK , AR THMREBEHRZF
B :
« XTFETHRS , %&#F Python 3.7,

« TR, BRBMRARE. XFOIE-—IMRTFER Lambda RHBRITAR, LLABREE
A AWS loT Greengrass.,

1%£$% Create function (BIZ &%),

BB HEE Lambda EEK 243
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Basic information

Function name
Enter a name that describes the purpose of your function.

GG_Car_Aggregator
Use only letters, numbers, hyphens, or underscores with no spaces.
Runtime Infe
Choose the language to use to write your function.

Python 3.7 v

Permissions info
Lambda will create an execution role with permission to upload logs to Amazoen CloudWatch Logs. You can configure and modify permissions further when you add

triggers.

» Choose or create an execution role

7. 4% Lambda I BH 4 -
a. EREEBMFLEMNREBRT , 2R EEH, NTHRIRFIERE zip X4,

Code Test Monitor Configuration Aliases Versions

Code source info ‘ Upload from a ‘

 zip file )
File Edit Find View Go Tools Window Changes deployed

Amazon 53 location

Q =
b. &B L& REEFEM car_aggregator.zip HBE, RE , EBERE.
c. TEEHBMARBETFF , FETHEETERERE , RAEWANTE,

o XFIEITRI RS , 1%$F Python 3.7,
s WFHNEREF , WA carAggregator.function_handler,
d. &EHERF.

8. X% Lambda E¥ , REBIE— 1L GG_CarAggregator HI5I&. HX step-by-stepiiiff ,
BESREER 3 (F 130 ) F4% Lambda EEF G122 52 1 TR,

9. £ AWS loT Z=#l& 7 |, FERINISI2H Lambda BEBURINEEH AWS loT Greengrass B4 :

a. HEHEBRENEL , %#F Lambda BE , RFERKK Lambda BE T EER,
b. XF Lambda Bi¥k , iE1%# gg_car_Aggregator,

N F Lambda BEARA , EFRERAHREHEIE .

d. XFTRERHE , #A 64 MB,

o
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e. XNTEEE , 1&#F True,
f.  EERDI Lambda B ¥,

® Note
& 7] LA BR Fe BT A€ SR A 9 E b Lambda B,

BLE 1T

HEHSED | EHE—/MTHE , A GG_ TrafficLight %6 gg_car_Aggregator Lambda B %% i%
FHEVRESE R, LITHSRMBEEESR 5 PoIENITRA |, XETHERERPBILEN,

1. HEHEREBERES , &F ITFEEDIF , AEEE R,

2. HECIEEHITHERIA , ITUTERE:

a. NWFREHE K ®ERS A AREREXMEFERS.
b. XNFHE#HREH , %#F Lambda EE , AFiEE GG_Car_Aggregator.

c. XF Topic filter (EBMIFIESFZM) , A $aws/things/GG_TrafficLight/shadow/
update/documents,

d. EHRIRITH,

LR R E BT FMEEEIR 5 PAIBHIT A,
3. 1R Greengrass HETHFREFERZIT , I el EHE IR IEE PR,
4, HEHAEREREL , EFEHE.

I IRESER S

1. BENTENL , IARINGTTER. REEERS F—8 , —EHOAT GG_Switch B/ iR
R’& , Z—NMEOAT GG_ TrafficLight & iwik %, LAIUEAEIETERER 5 FETHHER
DA
AP o

H GG_Switch BEFBIZZIZTATHS :

cd path-to-certs-folder

BB 1T 5] 245
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python lightController.py --endpoint AWS_IOT_ENDPOINT --rootCA AmazonRootCAl.pem
--cert switchCertId-certificate.pem.crt --key switchCertId-private.pem.key --
thingName GG_TrafficLight --clientId GG_Switch

¥ GG_ TrafficLight & PRI ZFETUTH S :

cd path-to-certs-folder

python trafficLight.py --endpoint AWS_IOT_ENDPOINT --rootCA AmazonRootCAl.pem --
cert lightCertId-certificate.pem.crt --key lightCertId-private.pem.key --thingName
GG_TrafficlLight --clientId GG_TrafficlLight

BR20Y , FROFEFREEHN G, Y MR, ART2ERIRS

2. EBXREINZIN (B304 ) , Bk Lambda BB ERRF , HotBHH
DynamoDB 2%, ZE1T=%%/5 lightController.pytrafficLight.py , # %l DynamoDB
%A AWS Management Console , AF53TF DynamoDB ##l&,

3. EAWS Xif EHFIEFEEERL (FHFELILE ) . X2 G6_Car_Aggregator BHEEH A
BRMXIE,

4. HESMBEETP , EEXR , REEECarStats &k,
5 %EEEWME , UWEEXRDHKE.

BRNZEIEEERBINTFRNERSITHENRE (B8R 3 72— %EB). LTRES
BEERIFBARERRNERN

6. MEMRFEID , BELE Greengrass BEFERBEIREER.

a. IRFBRAFHSME log BF. 7R AWS loT Greengrass HEEE root fUR.

sudo su
cd /greengrass/ggc/var/log

b. ®Z runtime.log EEHEIR,

cat system/runtime.log | grep 'ERROR'

c. K&E Lambda AR BE.

cat user/region/account-id/GG_Car_Aggregator.log
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lightController.py M trafficLight.py BIZAFIEZE B EMTE groupCA XHX
B ZXHRERAER —XHRFEIE, NREKEEZEEIR , BHR ggc-host XK
0 1P it SEE LT RP AR OE BN LA IP s < PTE .

BXEZEER , BHSR HEHR.
AREMHBREBMLER, MIE , BRIZ T ## AWS loT Greengrass wIZEER K HEEARE S | F AWS
loT Greengrass A#. 4. 1JH., BFHREFURFEDEZEZEITH Lambda BBV BB T,

& 7] LA BR DynamoDB R ALK Greengrass Lambda BREFIITE. E{=1E AWS loT Greengrass %/
BEE AWS loT ZimZBNEE , BEROREZF LITHAKEHSEITUTGRZ— !

« EXF AWS loT Greengrass B/ % |, BIRITUATRME -

sudo halt

- E{F1k AWS IoT Greengrass SFH 25 , BT TRAE

cd /greengrass/ggc/core/
sudo ./greengrassd stop

BR 7 EREGLZEER
I IhEeEA F AWS loT Greengrass Bt & v1.7 RE SR,

S RER SRR NAEREELEF L2 ER (HSM) LLES Greengrass &0 —REH. ZEBEE
A SoftHSM , TR —MEA PKCS#11 NARFRERED (APl) NARHSEH, LERNBHNR AT
IRIGEB —NINE | B EH B EY PKCS#11 AP S SSIM A SN H#THHEN . eXATE
JMAMENE | FEATFEAXENE> AR,

EaBEdtkREESHERAES PKCS#11 RENBISRKFHEENMERH, BXAREIRNES
E8 , 2/ SoftHSM, BHXTEMR AWS loT Greengrass X EERBHLZLNEZELE ( BE—KRE
X ) , 55 @the section called “TBHZ £ MHER S
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/A Important
BEFNATERBEN, RITENBWFBEEEFTHERER SoftHSM , AT Age=4—H
ZEMBIEBENER, XhFL , EENRETERETAXERRZEMAES, FHE SoftHSM
P ZHAH T Greengrass REFEMEMFBREFHSXNEMEZ S,
FERNENRILE T # PKCS#11 ASE , HTEFRITRIEAE TEMAISSFRE HSM B X 54
B ATHIER M
ERATEFRERzE , B4R M2 EENNARROESGKI , @ SoftHSM FRiZEH
PKCS#11 SN EE TEAMNSIMZ A AJEEEER.

MBEBERHZIENEGHLZEERAEFTESRSE , FHRREH En AWS terprise Support X3k,

EFFBZHI , BE1T Greengrass 8% T3 BIA | iBREETRAHENER 1 MiER 2, EARE
Re | BRIMNBIRIENBROCELEETFHES AWSZBE, AERMIZEEARY 30 DT EETK.

%% SoftHSM Hik

EARSRYP | R SoftHSM # pkes11 TE |, XET ERATEEEH SoftHSM £4l,

b

£ AWS loT Greengrass &0 R BN LK IFS | BTUT 6@

sudo apt-get install softhsm2 libsofthsm2-dev pkcsll-dump

AXXERFEANESER , FSH%LE softhsm2, L libsofthsm2-dev M % % pkes11-
dumpo.

(® Note
MBRBERSLERARGHFBEIEA | FS5E LMW softhSM MK 2, GitHubiZ M 52 {i
TEZZREER , SRNMANERBHEE,

BLi& SoftHSM

EUWLT®AP | BFEE SoftHSM,

1. THRERAF
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https://www.howtoinstall.co/en/ubuntu/xenial/softhsm2
https://www.howtoinstall.co/en/ubuntu/xenial/libsofthsm2-dev
https://www.howtoinstall.co/en/ubuntu/xenial/pkcs11-dump
https://www.howtoinstall.co/en/ubuntu/xenial/pkcs11-dump
https://github.com/opendnssec/SoftHSMv2
https://github.com/opendnssec/SoftHSMv2#configure-1
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sudo su

2. FEAFMIEEXRRSETEMN softhsm2.conf LB, —MNERNEBR /etc/softhsm/
softhsm2.conf , BERERE L  NEBEAEEERMTE,

man softhsm2.conf

3. ERGUEMMNERN softhsm2 BLE XHRIEEB FK, EARHA , BIMNBRRMEN /etc/
softhsm/softhsm2.conf,

mkdir -p /etc/softhsm

4. 1£ /greengrass BXHOIESEE R,

(® Note

R BT LB | softhsm2-util JFFRE ERROR: Could not initialize the
library,

mkdir -p /greengrass/softhsm2/tokens

5. EETHER.

echo "directories.tokendir = /greengrass/softhsm2/tokens" > /etc/softhsm/
softhsm2.conf

6. EEETXHHER.

echo "objectstore.backend = file" >> /etc/softhsm/softhsm2.conf

® Note
FERBEREMNATERAEN. REFMREREER , FiITHEEXFHNFHITHE,

man softhsm2.conf
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HFEZE S A SoftHSM

HEWISERTD |, 0481L SoftHSM % , BB EARKRN , RAESFALBEH.

1. #R1L SoftHSM T h#,

softhsm2-util --init-token --slot @ --label greengrass --so-pin 12345 --pin 1234

@ Note

ZZU%I':HE"EU_? iﬁ’@ﬁi]\ SO PIN 12345 *ﬂFﬁF' PIN 1234, AWS loT Greengrass 1§ A
MR EIWE| CKR_ SLOT ID_INVALID: Slot @ does not exist &= , H=iA1T
DLW:EDTji

softhsm2-util --init-token --free --label greengrass --so-pin 12345 --pin
1234

2. FRBEBHEKRK SoftHSM SFATEFLEANER, EXRHES , BRERMNATTHEER
2 FEYRRIAA QI B T R ARGV AL R

openssl pkcs8 -topk8 -inform PEM -outform PEM -nocrypt -in hash.private.key -
out hash.private.pem

3. FRBEZHPSZ A SoftHSM, RETUTos2— , EEEUR TR softhsm2-util R4,

Raspbian softhsm2-util v2.2.0 &%

softhsm2-util --import hash.private.pem --token greengrass --label iotkey --id
0000 --pin 12340

Ubuntu softhsm2-util v2.0.0 i&3%

softhsm2-util --import hash.private.pem --slot @ --label iotkey --id 0000 --pin
1234

Lan RHERARR S 0, HREHFEENN iotkey, BFET —FHEAXLE,
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SARERAR , BULUEERNEM /greengrass/certs B ZHFMIR, HBHRIFIR CA MRZIEBR
BEB XY,

Bl & Greengrass &/ EAEA SoftHSM

EAXRSERA | BFE N Greengrass B /UELE U LAEA SoftHSM,

1. ELNRE LXE SoftHSM RHUFZEFE (Libsofthsm2.so) HWEEE :
a. REENCZREEREFINIIX,

sudo dpkg -L libsofthsm2

libsofthsm2.so X#F softhsm B X+,

b. E#IXHHTERSE (HM /usr/1ib/x86_64-1inux-gnu/softhsm/
libsofthsm2.s0) . BHEELFEAIE,

2. {21k Greengrass SFH &R,

cd /greengrass/ggc/core/
sudo ./greengrassd stop

3. 3TFF Greengrass BLB X ¥, X2 TF /greengrass/config BFZHH config. json X,

@ Note
AP EPHRAIERIE config. json XHER AT HBIER 2 FHBRIAA QI BRI A K
g,

4. 1E crypto.principals M&H , AT MQTT REHFIEPNR. EFENNERNES L
BIZEEME JSON 34,

"MQTTServerCertificate": {
"privateKeyPath": "path-to-private-key"
}

5. T crypto X&RHF , HALT PKCS11 R, EFENVERNNES AIZEMH JSON X4,

"PKCS11": {
"P11Provider": "/path-to-pkcsll-provider-so",
"slotLabel": "crypto-token-name",
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"slotUserPin": "crypto-token-user-pin"
}
&R SRR
{
"coreThing" : {
"caPath" : "root.ca.pem",
"certPath" : "hash.cert.pem",
"keyPath" : "hash.private.key",
"thingArn" : "arn:partition:iot:region:account-id:thing/core-thing-name",
"iotHost" : "host-prefix.iot.region.amazonaws.com",
"ggHost" : "greengrass.iot.region.amazonaws.com",
"keepAlive" : 600
.
"runtime" : {
"cgroup" : {
"useSystemd" "yes"
}
},
"managedRespawn" : false,
"crypto": {
"PKCS11": {
"P11lProvidex": "/path-to-pkcsll-provider-so”,
"slotLabel": "crypto-token-name",
"slotUserPin": "crypto-token-user-pin"
}I
"principals" : {
"MQTTSexverCertificate": {
"privateKeyPath": "path-to-private-key"
}I
"ToTCertificate" : {
"privateKeyPath" : "file:///greengrass/certs/hash.private.key",
"certificatePath" : "file:///greengrass/certs/hash.cert.pem"
.
"SecretsManager" : {
"privateKeyPath" : "file:///greengrass/certs/hash.private.key"
}
.
"caPath" : "file:///greengrass/certs/root.ca.pem"
}
}
Bt i Greengrass &/ 252
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® Note

EFHAEEEHZ MM over-the-air (OTA) EH , PKCS11X RE X Z
&0penSSLEngineBt, BXREZEER , 12 the section called “Fiti& OTA EFi",

6. ‘m%E crypto BE :
a. B PKCS11 X &R,

« XF P11Provider , #iA libsofthsm2.so KEEKE,
« XF slotLabel , fiA greengrass.
« 3F slotUserPin, A 1234,
b. 7 principals NRFEEMERABRE, BED%E certificatePath B4,
« XF privateKeyPath Bt , H#ALLT RFC 7512 PKCS#11 (R ( EERBMIRZ ) -

Xt IoTCertificate, SecretsManager M MQTTServerCertificate ZEF AMNITIL
B4

pkcsll:object=iotkey;type=private

c. BE crypto WR, MTAR :

"crypto": {
"PKCS11": {
"P11Provider": "/usr/lib/x86_64-1linux-gnu/softhsm/libsofthsm2.s0",
"slotLabel": "greengrass",
"slotUserPin": "1234"
},

"principals": {
"MQTTServerCertificate": {
"privateKeyPath": "pkcsll:object=iotkey;type=private"
},
"SecretsManager": {
"privateKeyPath": "pkcsll:object=iotkey;type=private"

b
"IoTCertificate": {
"certificatePath": "file://certs/core.crt",
"privateKeyPath": "pkcsll:object=iotkey;type=private"
}

+
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"caPath": "file://certs/root.ca.pem"

}
7. M coreThing &K MIER caPath, certPath l keyPath, M RFI/R :

"coreThing" : {
"thingArn" : "arn:partition:iot:region:account-id:thing/core-thing-name",
"iotHost" : "host-prefix-ats.iot.region.amazonaws.com",
""ggHost" : "greengrass-ats.iot.region.amazonaws.com",
"keepAlive" : 600
}
(@ Note

EXRHREF , ZHAMEERABEMRNAERHA. BXAEH MQTT RF[ERIEE
ANEZEER , BSHMEL. BXAMH Secrets Manager WEZER , B RNEBHIBBEX

Tro

MBS
- 337 Greengrass SFHEFo

cd /greengrass/ggc/core/
sudo ./greengrassd start

MRSFHFEFEUED , WEHNZOEEBEE,

MECHEZME , LT ## PKCS#11 MSEHEH SoftHSM SRIIREH PKCS#11 API #1T#) 1A
s,

/A Important
ER—E , MIEBENRERNATEINANR , XI—REEFEE, EF2ERHEZBELEN
Greengrass MEN R 2R -
ZERNENREREBTHBEI NN , MERNEREAEENE TEMSHRN HSM Uk
%o Bt , BURAETFREMESRARZE , SN ETEHR HSM Sk 4 5 ith N = IR /Y
B4, BAA SoftHSM HEEM PKCS# 11 XESETEHNEE A TREEEER.
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BiEZH

« PKCS#11 MESEEOFERAIERE 2.40 lxA., &%HEE : John Leiseboer M Robert Griffin, 2014
11 A 16 B, OASIS ZH 2% E 02, http://docs.oasis-open, org/pkes11/pkes11-ug/v2.40/cn02/
pkcs11-ug-v2.40-cn02.h tml, ERFTARZR : http://docs.oasis-open, org/pkesi1/pkes11-ug/v2.40/
pkcs11-ug-v2.40.h tml,

+ RFC 7512
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http://docs.oasis-open.org/pkcs11/pkcs11-ug/v2.40/cn02/pkcs11-ug-v2.40-cn02.html
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http://docs.oasis-open.org/pkcs11/pkcs11-ug/v2.40/pkcs11-ug-v2.40.html
https://tools.ietf.org/html/rfc7512
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AWS loT Greengrass B0 R OTA B

AWS loT Greengrass Core BB 3FE—NEMNKE , AT LI AWS loT Greengrass B #4F#4T over-
the-air (OTA) E#7. EAIUER OTA ENE—NHS MO L REZHFIRAH AWS IoT Greengrass
Core B s} OTA EFRERH, BN OTA BF , BHK I ERTEWEIEE,

BINEBWERIREER OTA B, XREMRT —M A TREEFRSNERT LICRKAE. MRE
FRM, W OTA E#AEELRE LAY R Ao

® Note

HIRFERALE AWS loT Greengrass /U fFatapt , X OTA BEf#ff. M TFXERE , B
BER apt AdEH. EXEZEE , S the section called “M APT FHEERE".

OTA E# AT AE SR 1T LA T #8R1E -

- BERERE,
« BRERAREERE,
- ERFRTROHRI DAL

LEIhEES AWS loT ¥l & M.

ZR
LLTRERFEA T AWS loT Greengrass 48 OTA E .

- Greengrass /UM A 1726 S EAH 400 MB W] & Z2 A, OTA EFRIEBFFENIZ TR
2479 AWS loT Greengrass Core MR =15, BXEZEE , 2 Amazon Web Services —
i%3#£ v Greengrass &%/ K RS BRE,

- Greengrass Core A EHF| AWS CloudiyiE#,

- LAIEWEE Greengrass A% , HEEIEHMES , UEEAMBITHHRIE. AWS loT Core
AWS loT GreengrassBExE%EE. , 5 the section called “X.509 iF$”,

- Greengrass Core T 8EHLE 1 £ AMEZRIE,
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https://docs.aws.amazon.com/iot/latest/developerguide/iot-jobs.html
https://docs.aws.amazon.com/general/latest/gr/greengrass.html#limits_greengrass
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® Note

M AWS loT Greengrass v1.9.3 78 , I MQTT REEENFAKO 443 MARERKIARO
8883 AKX OTA E#. ER , OTA EHREAIHFEINEZREHTEH. BXES
{£8 , 1521 the section called “Bid % O 443 W ERB R 1TIERE

- TEEEE C AWS loT Greengrass ore B2 XA B HEE.

(@ Note

B ER AT AE R WEEERRE OTA EFM D X EREHZEIT C AWS loT
Greengrass ore 4,

« AWS loT Greengrass %X @& AWS loT Greengrass OB HEN 2 XEFIRENR,

- WMREFEA init REREE Greengrass Core , M AMEE OTA EF UL init REEK. BXES
E8 , 2 M the section called “S#HBIL REERK

- BATBIE—NAR | ZABHTME Amazon S3 % EE Amazon S3 URLs L AWS loT

Greengrass JREVEHEFHME ., WEBZEAE AWS loT Core AFRERE R ZEAMTE Amazon S3
FHRREGEEHRNEB, BXESZEE , S H the section called “OTA EFHHI IAM R,

OTA EFTHY IAM X R

AWS loT Greengrass X % #ThHRASHI AWS loT Greengrass & /U AT , & AWS loT Greengrass B #T
%71 Amazon S3 VAT OTA B HIR .

& AWS KPP A E A AT iR ELX LD H /Y Amazon S3 Mt XEZ EA G, ZABMKMERATR
B F#MEs3: GetObject MATIRIEMNINPRREE AWS X1i8, ZABKEXNNEFEEEERRK , AW
iot.amazonaws.com fERA A EXERABE,

PR R B

NTFABKRE , BAIUER AWS RERBHIERE KK,
- £/ AWS FEEXRR

G OTAUpdate ArtifactAccess reengrass & REEHEMA. AWS loT Greengrassil RE8 ¥
B B M AR IFFTE Amazon Web Services [Xi3 AWS loT Greengrass , &£ A ILBUER,

- B AE K
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R EEREETEERZOM Amazon Web Services X35 , MBI B E KK, UTRHIE
BE SR IA B SN XY AWS loT Greengrass B4 E #o

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "AllowAccessToGreengrassOTAUpdateArtifacts",

"Effect": "Allow",

"Action": [

"s3:GetObject"

1,

"Resource": [
"arn:aws:s3:::us-east-1l-greengrass-updates/*",
"arn:aws:s3:::us-west-2-greengrass-updates/*",
"arn:aws:s3:::ap-northeast-1l-greengrass-updates/*",
"arn:aws:s3:::ap-southeast-2-greengrass-updates/*",
"arn:aws:s3:::eu-central-1l-greengrass-updates/*",
"arn:aws:s3:::eu-west-1l-greengrass-updates/*"

]

}
]
}
EERRE

M ACNEEREAMAYF sts:AssumeRole BEHIF iot.amazonaws.com EXNEFE
Ao XA AWS loT Core RAZBBIERNAERE, LT 2 REIKIESTH

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowIotToAssumeRole",
"Action": "sts:AssumeRole",
"Principal": {
"Service": "iot.amazonaws.com"
},
"Effect": "Allow"
}
]
}
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FRARER , BRA 1

A, B3 OTAEHMAFSMESFFEH greengrass: CreateSoftwareUpdateJob H
iot:CreateJob BIMXPR , HOJLAEA iam:PassRole REZBZEAHBHNR, LT H IAM policy

Bl
{
"Version": "2012-10-17",
"Statement": [
{
"Action": [
"greengrass:CreateSoftwareUpdateJob"
1,
"Effect": "Allow",
"Resource": "*"
},
{
"Effect": "Allow",
"Action": [
"iot:Createlob"
1,
"Resource": "*"
.
{
"Effect": "Allow",
"Action": [
"iam:PassRole"
1,
"Resource": "arn-of-s3-url-signer-role"
}
]
}
EEEIM

TEXY Greengrass & UHHEZN OTA Efizdl , EEEZIRIEX Greengrass A ZRH M , T
EZMER , RAFMEREZEZTZZONEFIRRE

« BAOEERHESKA,

« ERDEETHEM Lambda A XA, MRXLEHBEARKRMFR , BRIFEFEXH , BN
EATTRE2SBIX LR RIRSTER,
- ENRENHE , HERNZNAEERE AWS Cloud #fFE %X, FFrinREFEIROBHNESRE

Ko

ARSI
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REEFREXR.

© B4 Lambda REREVFALEE THEMBATIRE K.

« KEHAIAEFR Lambda RECREREGDRSERE , A RNEFMEFLEIRF,

OTA EFHERELUTREES

- Core Eii&#

« Greengrass Af &
« A

« Greengrass H&

- OTAEHREHE

Greengrass OTA EFHHE

Greengrass OTA EfiIRERIREZ LN HHAH , AN EBEESFRIRMNBENENTS. OTA BHMK
5 C AWS loT Greengrass ore BFER— M HRHEEF 0K, KENT /greengrass-root/ota/
ota_agent/ggc-ota., BEffHEEAZR| /var/log/greengrass/ota/ggc_ota.txto

(® Note

greengrass-rootik/~ C AWS loT Greengrass ore B EBHIRE LMWL ERE, BF |
X2 /greengrass H%.

A LB F AT =B HI S RBIER init BIZARH —EB5 (10 systemd BRSS X ) ERKRIF 3N
OTA EFE, MABFIHINITZ#HIXH , MBI root FHF'%@J_HO BEHE , OTA EFHARELY
TSR BB AWS loT Greengrass BiFEFH1ES , AWS loT Core HEZIRFMITIXEES, OTA EFHK
BLZREFTAHM AWS loT F53%K 8,

UTHFZXERTATED. FLEMEHES OTA EMRENRERS XM RE

[Unit]
Description=Greengrass OTA Daemon

[Service]
Type=forking
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Restart=on-failure
ExecStart=/greengrass/ota/ota_agent/ggc-ota

[Install]
WantedBy=multi-user.target

FEREFH BN OTREEIT OTA EMRENFANKE, XFMSBEFMNMRELEMEENES ,
BeF=4E e,

SR REEK

£ OTA EFHE , OTA ENRENEF B IR VR LW ZHFIXH. MRZHFIXHEEZIT, N
LMBCRSEEEFPE LI AWS loT Greengrass B OB RABHRSH |, XAELSBHR,

N T B OTA EFVE SEM init MIRKREEER , B UEEEEMBIGEIZITH shell BIA, 4l
m, B LAEA ggc_pre_update.sh HiIZ , HIRFRAZ A ZABESF LFHE,

#HiF OTA EFRBBITXERAR | BAME config.json XHFEE "managedRespawn" :
true i&. UTHFZERTHIRE :

{

"coreThing": {

1,

"runtime": {

3,

"managedRespawn": true
}

£/ OTA EFAIFEE Respawn
AR EREATF managedRespawn REN true B OTA E5f :

« /greengrass-root/usr/scripts B3RP UMIFELT shell B :
* ggc_pre_update.sh
* ggc_post_update.sh
« ota_pre_update.sh

* ota_post_update.sh
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o RIS AR B B Th YR B

« BIZAMBH root #EF , H EREEH root H1T,

+ ggc_pre_update.sh BIZ&RXH{E L Greengrass #HEFIF R,

« ggc_post_update.sh MIZAXHF 3 Greengrass HEFH R

(® Note

HT OTAEHFREBEEEHCHW#HE , Btk ota_pre_update.sh # ota_post_update.sh
MALEEFEILSRE3 OTA B,

OTA EFHRREIZ1TXRE /greengrass-root/usr/scripts HHIA, ZBZWBEM TR :

<greengrass_root>

|-- certs

| -- config

| | -- config.json

|-- ggc

|-- usr/scripts

| |-- ggc_pre_update.sh

| | -- ggc_post_update.sh
| |-- ota_pre_update.sh

| | -- ota_post_update.sh
|-- ota

MR fF managedRespawn BN true , N OTA EFREBERBEHERE /greengrass-
root/usr/scripts HRHHXEHAR, MRBMATEFE , NEH LK. AWS loT Greengrass T2
RIPXLEHANAE, EARESE , BRIEZHHAREEEEZT , HEXERRHENNREN
i,

B} AWS loT Greengrass & UEHFH OTA B , BHITUATRE !

- FEFH 28 , REZE1T ggc_pre_update.sh BiA&, FRALEMARITEESE OTAEFRERS
AWS IoT Greengrass Core B EF ZBIETH® S , flNZARESE LEMERSTHHE,
LR RBIR—NATFELE Greengrass #REFIHEFHE AR,

#1/bin/bash
set -euo pipefail
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systemctl stop greengrass

- TREFHE , REBZ1T ggc_post_update.sh BIZAR, FERALBHARITIE OTA EFHREZH
AWS loT Greengrass Core M EMEZEZTHGT , fINEHBIHE. UTREFIR—1NE3
Greengrass 2 T 27 Y R £ A,

#!/bin/bash
set -euo pipefail
systemctl start greengrass

ST OTA EFHRIEHN OTA Ei , BHHITUTIRE
. FFEREF 28 , REBIZ1T ota_pre_update.sh Bla, FEHALMARITEEL OTA EHMNREEH
BEZHETHGS , SIUNRHEESFELEMEESTHHRE,

- EREFE , REIETT ota_post_update.sh BIA&, FEHALEARITEER OTA EHREENE
BEETH®T , fINEFBHHE,

(® Note
MRS managedRespawn iZERN false , Il OTA EFHRETEITHIA,

BIZE OTA BT

BRBUTERIE—NHZ IR LEX AWS loT Greengrass Z 1T OTA 1 :

1. BRENZOHR OTA EFHER,

(® Note
MBI init REEE N EE AWS loT Greengrass OB OTA BEFHRE | HEAK
FRUFLLTAR :

=1 —N1]

» config.json X##EE "managedRespawn" : true.
 /greengrass-root/usr/scripts B X E S THIZA :
* ggc_pre_update.sh
* ggc_post_update.sh
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» ota_pre_update.sh

» ota_post_update.sh

EXEZEER , i5Z¥ the section called “E¥IB{LREER,

2. EROEERLIRT | B3 OTA EFHARE,

cd /greengrass-root/ota/ota_agent
sudo ./ggc-ota

(® Note

greengrass-rootz~x C AWS loT Greengrass ore S EBHIRE LN L EKE, B
¥ ,XR /greengrass B %,

FEERZO LB OTA EFRENZNEA , AAXTELXSHHR,
3. fEMA AWS loT Greengrass API BB #EFHES.

a. A CreateSoftwareUpdateJob APl, FEX/NRHILES , HAIEER AWS CLI &5 F,

LTFRat2— P EHF— NN LR AWS loT Greengrass Core B4R ¥E , B REIE |

AREZITHD
Linux or macOS terminal

aws greengrass create-software-update-job \

--update-targets-architecture x86_64 \

--update-targets [\"arn:aws:iot:region:123456789012:thing/myCoreDevice\"] \
--update-targets-operating-system ubuntu \

--software-to-update core \

--s3-url-signer-role arn:aws:iam::123456789012:role/myS3UrlSignerRole \
--update-agent-log-level WARN \

--amzn-client-token myClientTokenl

Windows command prompt

aws greengrass create-software-update-job #
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--update-targets-architecture x86_64 *

--update-targets [\"arn:aws:iot:region:123456789012:thing/myCoreDevice\"] ~
--update-targets-operating-system ubuntu #

--software-to-update core ~

--s3-url-signer-role arn:aws:iam::123456789012:ro0le/myS3UrlSignerRole ~
--update-agent-log-level WARN A

--amzn-client-token myClientTokenl

I 5 5 RFIR B 5T 0 R

"TotJobId": "GreengrassUpdateJob_c3bd7f36-ee80-4d42-8321-a1da@EXAMPLE",
"TotJobArn": "arn:aws:iot:region:123456789012:job/

GreengrassUpdateJob_c3bd7f36-ee80-4d42-8321-alda@EXAMPLE",
"PlatformSoftwareVersion": "1.10.1"

b. MmRNEH IoTJobIdo
c. @A DescribeJob AWS loT Core APl AEBEFRE., HRAEBRNEWEL ID, REE

'fTFIDTJo

aws iot describe-job --job-id GreengrassUpdateJlob_c3bd7f36-ee80-4d42-8321-
alda@EXAMPLE

ZRTERE-MINXNR , HHESAEXELNESR , 21 status M

jobProcessDetails,

"job": {

"jobArn": "arn:aws:iot:region:123456789012:job/
GreengrassUpdateJob_c3bd7f36-ee80-4d42-8321-alda@EXAMPLE",

"jobId": "GreengrassUpdateJob_c3bd7f36-ee80-4d42-8321-alda@EXAMPLE",

"targetSelection": "SNAPSHOT",

"status": "IN_PROGRESS",

"targets": [

"arn:aws:iot:region:123456789012:thing/myCoreDevice"

1,

"description": "This job was created by Greengrass to update the
Greengrass Cores in the targets with version 1.10.1 of the core software
running on x86_64 architecture.",

Bl OTA B 265


https://docs.aws.amazon.com/iot/latest/developerguide/manage-job-cli.html#describe-job

AWS loT Greengrass FRARIERE , A1

"presignedUrlConfig": {
"roleArn": "arn:aws::iam::123456789012:ro0le/myS3UrlSignerRole",
"expiresInSec": 3600

.

"jobExecutionsRolloutConfig": {3},

"createdAt": 1588718249.079,

"lastUpdatedAt": 1588718253.419,

"jobProcessDetails": {
"numberO0fCanceledThings": 0,
"numberO0fSucceededThings": O,
"numberOfFailedThings": 0,
"numberOfRejectedThings": 0,
"number0fQueuedThings": 1,
"numberO0fInProgressThings": 0,
"numberOfRemovedThings": 0,
"number0fTimedOutThings": 0

},

"timeoutConfig": {3}

BRRABHERED , BSRHBEE.

CreateSoftwareUpdateJob API

BRI LA A CreateSoftwareUpdateJob API E## &% EHY AWS loT Greengrass /005X
#= OTA EFHAREM, Ik API 12— AWS loT HREEN | EEH A ARENRE, BA
JGCreateSoftwareUpdatelob , A LAERAEM AWS loT FSHPRBERGEH ., BXEZE
B, 2R AWS loT FRARIERY FHEL,

LA 7= 455 BF tn o] 55 R B 2 B30 & £ AWS loT Greengrass /O EAFHIES : AWS CLI

aws greengrass create-software-update-job \

--update-targets-architecture x86_64 \

--update-targets [\"arn:aws:iot:region:123456789012:thing/myCoreDevice\"] \
--update-targets-operating-system ubuntu \

--software-to-update core \

--s3-url-signer-role arn:aws:iam::123456789012:role/myS3UrlSignerRole \
--update-agent-log-level WARN \

--amzn-client-token myClientTokenl
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create-software-update-job S HRIRE— JSON MR , HAIE/EN ID, Eil ARN HME
FTFT R B RR S -

"IotJobId": "GreengrassUpdateJob_c3bd7f36-ee80-4d42-8321-al1da@EXAMPLE",

"IotJobArn": "arn:aws:iot:region:123456789012:job/GreengrassUpdatelob_c3bd7f36-
eeB80-4d42-8321-al1da@EXAMPLE",

"PlatformSoftwareVersion": "1.9.2"

}

BXRERINMERA create-software-update-job EFAMEZMNE R , 1S Wthe section called
“BlE OTA B,

create-software-update-job S EBELUTS K :
--update-targets-architecture
BORBHEH,
BWE : armv71, armv6l, x86_64 = aarch6s

--update-targets

EEHMNZ O, ZIIRATUETZEAN ARNs A& ARNs ER R N ZONENE, BXRENAEANE
ZER , BSHAWS loT FRAREETNESSYE.

--update-targets-operating-system
BRBENBRIERS,

BME : ubuntu, amazon_linux, raspbian = openwrt

--software-to-update
EENZEFZONBREER OTA ERRERA,

BME : core T ota_agent

--s3-url-signer-role

BAFFZEHE Amazon S3 URL ( 883 = AWS loT Greengrass B E#H 4 ) 9 IAM B&H ARN,
A B HY B HNAY BR 3R BE A S XS B AR AWS X F#MIIT s3:GetObject B, ABEX
AV iot.amazonaws.com RAABERNAFERME, BXEZEER , i5SH the section called
“‘OTA EFH IAM R,
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--amzn-client-token

(k) ATHITRSERNESRTE, BRE-AE—TE , U ELRRBERMERESE
#o

--update-agent-log-level
( i ) OTA EFHAE LM B EAR BHIZFEHH. BIAH ERROR,

BAE : NONE, TRACE. DEBUG, VERBOSE. INFO., WARN., ERROR = FATAL

(@ Note
CreateSoftwareUpdateJob [RIEZNUTZXZHNEWFRERSZAHESHIER !

» ubuntu/x86_64

* ubuntu/aarch64

* amazon_linux/x86_64
* raspbian/armv7I

* raspbian/armvol

» openwrt/aarch64

+ openwrt/armv7I
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£ AWS loT Greengrass 4 ZFZ %] AWS loT Greengrass
B

£/ AWS loT Greengrass B4k 4H L SRR PR SEME, &t ] SASE A 4R Sk ¥R I 4H A B9 SE 4 tn{aT 48
BERXEHE AWS Cloud®XE, #lin , RExI ARz TEHEHPH Lambda BEK , NAPHRZ AT
RZAH# MQTT BRSER#E1TIRIE,

—MAMEIE—NN# , BliE1T AWS loT Greengrass B /OB R AWS loT 8%, ROFELHBEN
X, ELEIAE PR AWS loT Core ThaE, RIFBEMLFZFER , BRI SAEA RIS T R4

- BFIRIRE. £ AWS loT EAMRPRRINEY, XERFZMUIUEIT FreeRTOS SHfEA AWS loT 18
ZIF R TETHAWS loT Greengrass KI AP| KIKEUZOREEER. RBEENEAKANEF iR
I LUEER R

« Lambda E¥, E& O LETRBHAFPENNERSSREMNARZEF. Lambda EEURTE Greengrass
£ AWS Lambda AFREMS|I AN, BXEZEE , FZH 217744 Lambda B,

- EESR, EROLETRBAMEN LRSS SENARER, EESTURAERBEMEEN, REHIN
MEMERSHABERK. AWSEXEZER , BN FAEZESRSAMPIUER.

- iTH. EXENHITMQTT BEMAERMAE, ITHEMMQTT £8 (FIXR ) .

o W, BIARMEENE, YmFIEENMER ( ATEN Greengrass Lambda BEEFEZEES#H 1T
lEEE ) .

- H&X. AWS loT Greengrass REAHH Lambda B BERE. BEXEZEL , HSH the
section called “FJFl AWS loT Greengrass H & 1T IR,

YRAIATE P EIEIRMY Greengrass Bf4 , RERHEHBFE AWS Cloud &L HE AR ESFIE &
TME % EM group. json Xk, WXHNTF greengrass-root/ggc/deployments/group F :
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intemet

‘\E AWS loT Greengrass ‘\ AWS loT Greengrass Core
. (cloud service) H =

group_json
Group version
devices, deployment devices
functions, = Funv:tic:-;s,
subscriptions, subscriptions,

@ Note
EEBHIE , BOIRE LW Greengrass STHFREFHEEL , AREHF B,

M AWS loT 2 &l & &R B &4

ERILUBE AWS loT 2H AP RARENENEFAAETEARE,

(@ Note
EREEEHAPITFLITE , BHROXIERE Greengrass i % M4A (V1) , AAFTE Greengrass AT
RRIBHA,
T LRI ARARYA

- HFRABEEWNEL , &F HE.
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EEENMEALIER

AMEFHLICRKBFER/RBBZ RN BHMETE, ARENRE.

1. E4AREREYF , EEFBEDF,
2. EBFEAXRIPBNESELR (ZEEIREE ) , BT AWS loT #4|AK Greengrass %% T ik

FHE.
BN HEBANE
MELHBBRY , CTERLEFHE—BE | RERE N FRGARA,

1. TE AWS loT #4|& | % Greengrass 8% , RBEREAH (V1),
2. &F HEB EWF,
3. LEBREEHIBNNE , ARERBREHIE,

EEASE

BN HZ EEBHIBUB S IMIEBRARBIBRIBES . BXEZELR | BESH the section called
“EBIE,

1. TE AWS loT #4|& | %4 Greengrass 8% , REEREAH (V1),
2. &F HEB EWF,
3. “EBREEEBENNE , AREBREEIE,

fEF AWS loT Greengrass API| SR B84

AWS loT Greengrass AP| 12 LA TR 4EREZZE AWS loT Greengrass FHAMEBEE AT, BT UM
AWS CLI, AWS loT Greengrass APl 2 AWS SDK il Fix L4k,

B’E iR
CreateDeployment f2 NewDeployment I Redeployment
hE,
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BRI DU

MRHREMERY , B HLEMEE NI
F. 2E  LURFLEHNNREFE  UMRER S —

MNARRAR,
GetDeploymentStatus IREEBBAVIRA : Building., InProgres

s . Success B Failure.

& T LU Amazon EventBridge SEHELE UK
HBEH.,. BEXEZEER , 1S the section
called “SRENZREBE ",

ListDeployments IR [EH K EBE A £ 18 %,
ResetDeployments HEEANIE,

BT RE 7 B B B A BB LA TS 30 SR M R 4B SR A BR
HBEE, EXEZEELR , 1§51 the section
called “BEEZE",

(® Note
EXRUETBBRENEZELR |, BZS I the section called “BIE#LEZ B,

FREVH ID

A IDBERT API B24EF, EAIERZListGroupsiRENBATRPERBIFREFEN ID. Hln, &
F AWS CLI , fEFlist-groups®+o

aws greengrass list-groups

BRI B E R TIRELE RN query T, fl0 .

- ERMBIAGIEMNA BT TERE

aws greengrass list-groups --query "reverse(sort_by(Groups, &CreationTimestamp))[0]"
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- REBWIKEA :

aws greengrass list-groups --query "Groups[?Name=='MyGroup']"

RETERABHERE -/ , AIUTRSEESZSNME,

AT A list-groups MR R~fl. BMNAMEEHITELH ID (£ Id BMHHR ) MEHERE ID (&£
LatestVersion BHH ) . EREFFHMEAMIRA IDs |, EEAEA ID MListGroupVersions.

(® Note

BB A AE AWS loT BHEIEFREIXLEE, 4 ID EREANRERNE L, FAREER IDs
FERFAR HF EIF £

"Groups": [
{

"LatestVersionArn": "arn:aws:us-west-2:123456789012:/greengrass/
groups/00dedaaa-acl6-484d-ad77-c3eedEXAMPLE/versions/4cbc3f07-fc5e-48c4-
a50Qe-7d356EXAMPLE",

"Name": "MyFirstGroup",

"LastUpdatedTimestamp": "2019-11-11T05:47:31.435Z2",

"LatestVersion": "4cbc3f@7-fc5e-48c4-a50e-7d356EXAMPLE",

"CreationTimestamp": "2019-11-11T05:47:31.435Z",

"Id": "@0dedaaa-acl6-484d-ad77-c3eedEXAMPLE",

"Arn": "arn:aws:us-west-2:123456789012:/greengrass/groups/00dedaaa-
acl6-484d-ad77-c3eedEXAMPLE"

1,
{

"LatestVersionArn": "arn:aws:us-west-2:123456789012:/greengrass/
groups/036ceaf9-9319-4716-ba2a-237f9EXAMPLE /versions/8fe9e8ec-64d1-4647-
bob0-01dc8EXAMPLE",

"Name": "GreenhouseSensors",

"LastUpdatedTimestamp": "2020-01-07T19:58:36.774Z2",

"LatestVersion": "8fe9e8ec-64d1-4647-b@b0-01dc8EXAMPLE",

"CreationTimestamp": "2020-01-07T19:58:36.774Z",

"Id": "@36ceaf9-9319-4716-ba2a-237f9EXAMPLE",

"Arn": "arn:aws:us-west-2:123456789012:/greengrass/
groups/036ceaf9-9319-4716-ba2a-237f9EXAMPLE"

+
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MREREE AWS XiF , M AWS CLI s S EAZNMNABRPHRIAXE ., EREFEMXEE
B, ERregioni&, N :

aws greengrass list-groups --region us-east-1

AWS loT Greengrass &40 XJ R iE B 1A
EEA AWS loT Greengrass AP| #1T4RTERT , i Greengrass AN RIER LR BB,
4|

£ AWS IoT Greengrass APl # |, TR GroupXN KRB THITEMGroupVersionX R HIFTRA K.
GroupVersionX &5 b Group y ID #xEK,

AssocigtedRole
Group GroupVersion
Certificatefuthority
Name,
| I,
CertificateConfiguration —— Amn, list versions GroupVersion
~ " | CreationTimestamp,
- LastllpdatedTimestamp,
Deployments — o Latest\iersion,
LatestVersionAm
Tags

48 fiR A<

GroupVersion WRAENHAK A RHK. B4 GroupVersion &I ARN 5|F—1
CoreDefinitionVersion FEfME HRA, XL 5| AR FEEL D ETIFEWLE LM,
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CoreDefinitionVersion — Core
Device
DeviceDefinitionVersion Device
GroupVersion
CoreDefinitionVersionArn Function
FunctionDefinitionVersion Function
DeviceDefinitionVersionAm /
FunctionDefinitionersionAm
Group -
——— Connector
Connector DefinitionVersionArn - Connector DefinitionVersion Connector
SubscriptionDefinitionVersionArn
ResourceDefinitionVersionAm \ —— Subscription
e e a lies et Subscription DefinitionVersion Subscription
Resource
ResgurcelefinitionVersion —’— Resource
Logger
LogserDefinitionVersion —E Logger

Bl EEAPBE=A Lambda BEE. —MRFMBHEMIE , GroupVersion 5|A :

- GEFERZ LMW CoreDefinitionVersion,

- E=/EHEM FunctionDefinitionVersion,

- GEEFIKIREM DeviceDefinitionVersion,

« EMWMTHAK SubscriptionDefinitionVersion,

BB E B AMEEZ B GroupVersion RE T AMMREFN AT ASAERESNAH#ITRE

¢H 40
FIEAPNALEE=REREN :

- 5| A% EEK B DefinitionVersionFI RFIFKHIE L. 0 , DeviceDefinition 5|
DeviceDefinitionVersion W &RKF|XK,

- DefinitionVersion@ & — AL EX B RKRMEE, Bl , DeviceDefinitionVersion @&
Device MRWFI&E,

- ATENEBENITANENEM, HlI0 , aDevice EX T AWS loT jEMERF M E iR ZHY
ARN, HiZRiEHH ARN UREAhE FREBHIE=RED,

& AE A RN T R B Ry SE4K
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- EER
o UL
- BE
* Logger

i

LA R DeviceDefinition €8] =4 DeviceDefinitionVersion W& , B HEEZ
Device MR, —MNAHF—XIEH— DeviceDefinitionVersion,

Device

DreviceDefinition\Version Device

Device

DeviceDefinition list versions DeviceDefinitionVersion Device
Device

DeviceDefinitionVersion Device

BT

£ AWS loT Greengrass APl |, A AEARAKREHMFENEE, RAZTAER , BEHRmM,
BRIERAAH , XA0IR TS FH S E Y EDefinitionVersionfR I XS R o

& ] LU # DefinitionVersions Xt R SRRV ST B E LN KA, Fl , B LAER
CreateFunctionDefinition ##EX 8% FunctionDefinition ( EhEE/EN AR
FunctionDefinitionVersion) , B AILAEA CreateFunctionDefinitionVersion &4EH
S|AEA FunctionDefinition,
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https://docs.aws.amazon.com/greengrass/v1/apireference/definitions-core.html
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BIBAAMHE , BFOE —NGroupVersionBEEDEEAH P FATE DefinitionVersionF R, RfF ,
Z8%¥ GroupVersion,

E#E GroupVersion , MM HEE—/ Core M CoreDefinitionVersion., FFESIARISE
EAMRARRR . I, Greengrass RS A BUME AWS K BEIBEBH LB HERE AWS X
18 . GroupVersion

(® Note
AP| Ffy Update BEATFEX Group A K Definition X RHI B Fro

BE# S5 A AWS BRI SR

Greengrass Lambda BEF M ZEREN T GreenGrass BEMNEMY , &5|B THNHNER. AWS
EFEFX LA B LAE XM AWS BIR , M2 Greengrass 3R, flin , Lambda B #k5| A
T HEY AWS Lambda % , REN T E A EAISEET Greengrass HAME 4o

o EEH Lambda BB HITSMAEIN , iHE AWS LambdaF #HITEHR, £ FXEAILEBHE , X
L E O IR A IR R 4 22 AWS Lambda H & &I 2SR At IRE A,

« EEH Greengrass HEWEMY , BAUCIR— NI EEEH Function BHER

FunctionDefinitionVersion.

(@ Note
Greengrass Lambda EZ iJ LUEE 5% ARN ZHARA ARN 5| Lambda B %, 0
RE5|A%E ARN ( #%E ) , WFE AWS Lambdad & AT ERBRAN T EEEH
FunctionDefinitionVersion ( 2 SubscriptionDefinitionVersion)., BXE%

{E8 , 2 the section called “#& 3 B x4~ 5| HEE,

BEZH

« the section called “SREREBZ @ E0”
« the section called “EEE"

« the section called “B|EZHt ELB”
P& ERE B &

SESH 2
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« AWS loT Greengrass Version 1 API 5| F
« AWS loT Greengrass i 52 ZHMAWS CLI 5

IRENERZ & Al

IV &% EventBridge E4M N A IR B X IEH Greengrass A BIRSTLHEH, EventBridge
REHER AWS BRECHIEFENPREEHTR. AWS loT Greengrass E XL EH KIZE
EventBridge —iX. XEWK&E AWS loT Greengrass e RIEAEBH N SN EIRUBRRS, Lt
S, BHMTESS AR EREBHN R EINFEREY,

(® Note
Amazon EventBridge 2 —MEBH L4 , TATHNARRFSXRBEFKR ( Hla

Greengrass &R ZMEEBEH ) WBIFBEZER, BXESZER , TR LRLD#H
EventBridge ? £ I &3 EventBridge FAF#8R) =,

AWS loT Greengrass HAFBRBSRKET LR E —NEH, EALAGIE—% EventBridge AN ,
ZANERTRERSERIBDEERSHIE. HMBBHABHANAIRSEN , EventBridge 1BAM
MENKHBRRE, X ERANKEEA, BRE4EE. XN EBERE ) HthE 400N
RAEHR, Bl , BALRUATERAZRGIIZEAN

- BEHBEERE, I THEEFFEHAAR,

o TEEBBRINE K MET R IEBE A,

« KX TEBSHHN B E LIER.

AWS loT Greengrass HE&# AL RS 2R H —1NEH : Building., InProgressSuccess,
M, Failure

(® Note

BRI AN EHSRERSHWEE, B2 , XF AWS loT Greengrass fER #t EZFF — B
PTHENATE , 2 RERSEXEH.
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https://docs.aws.amazon.com/eventbridge/latest/userguide/what-is-amazon-eventbridge.html
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HEBBRSEREH
HERBERN B4 RAUTRES

"version":"0Q",
"id":" cd4d8lle-abl2-322b-8255-EXAMPLEb1bc8",
"detail-type":"Greengrass Deployment Status Change",

"source":"aws.greengrass",

"account":"123456789012",

"time":"2018-03-22T00:38:117",

"region":"us-west-2",

"resources":[],

"detail":{
"group-id": "284dcd4e-24bc-4c8c-a770-EXAMPLEf@3b8",
"deployment-id": "4f38f1la7-3dd0-42al-af48-EXAMPLEQ9681",
"deployment-type": "NewDeployment|Redeployment|ResetDeployment|

ForceResetDeployment",

"status": "Building]|InProgress|Success|Failure"

}

BALMEERT —ANHSNMENAN, BAIENAT - RSP EHEXRBENRBRSFHEEAN

i)
« NewDeployment. ARRAHIE —XEBE,
- ReDeployment. ARAHEFHIE,

« ResetDeployment., MiIBRTFfEFE AWS Cloud Hl AWS loT Greengrass &0 LI BES. B
KEZELR |, 12 H the section called “EEEE",

« ForceResetDeployment. fiBR%ZfE 1 AWS Cloud R ZBEEHIRERY , MEEEEFRZLO
BT, MEROEEERY TREEN , 2RANBBREHEEROTFHBERES.
WERS
« Building, AWS loT Greengrass [EfERIFAREHWETB T4,
« InProgress. AWS loT Greengrass /OB BIEE#ITH,
* Success. BTN,
« Failure. BLM,

TREESHEEREINFHE, BERESHOIRTF , BEA time B,
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/events/CloudWatchEventsandEventPatterns.html
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® Note

AWS loT Greengrass T fEfiZresourcesE it , Rt CHLRZE,

£ EventBridge FI#Y &R &4

£ 7 8I2 EventBridge N2 & AWS loT Greengrass , BT TRE :

- REAPNEH. ANFBFR. EventBridge
- BIEFEEEW EventBridge ANBEAK B, MU TTLLRAATFSERENER , IE

« Amazon Simple Notification Service (Amazon SNS)
« AWS Lambda BEI%k
* Amazon Kinesis Video Streams

« Amazon Simple Queue Service ( Amazon SQS ) BA%l

BEXREZER , HSHTLRET I ¥ EventBridge ? AR 3 i# EventBridge A 1E55)
EventBridgeF#y “W S #h A%

BESEE (2HE)

FEAUTSERAIE EventBridge BN , UEEFHANTBRSKETLEF XM Amazon SNS £/, X
¥, Web fR$85. BFERMtut MEMEBITHAERATNWMNEGY, EXELEL , HZH Amazon
EventBridge AAF g BIZZH X KE AWS FRIEHA &K EventBridge MM,

1.

2
3.
4

6.

$TFF U 5% EventBridgeiZ#l & o
ESMERP , EEAN,
EESIEMM,
AN A B ER

ANTFEER —XEHH S —MANME —SHE% ENEHRER.

NTFEHEL  BERESHANRBKNERH S L, MREFLELTNXTKE LB C RIS HTE
SHMER , FEE AWS RNEHEL, HMRKFPHED AWS BSAHEHE , ERRSEA
R BV RN B4

MNFANE | EFEEFEHEXAMN,
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https://docs.aws.amazon.com/eventbridge/latest/userguide/what-is-amazon-eventbridge.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eventbridge-getting-set-up.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eventbridge-getting-set-up.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/create-eventbridge-rule.html
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AWS loT Greengrass FREARER , BRA 1
7. BEET-%,

8. XFTHBEHIR , EEAWS BERSF.

9. HEBHEXF , &EE AWS BRF,

10. X¥FAWS BRS , #%&# Greengrass.

11. XF Event type (B#4#EH) |, % Greengrass Deployment Status Change (Greengrass Z& A
SER).

® Note

AWS API & CloudTrailE#AAXBEETSH AWS loT Greengrass &/ AWS
CloudTrail, #&7] LA IR BI @I X AWS loT Greengrass APl YRR B AR A B
AN, BEXREZER |, iS5 the section called “EH12F AWS loT Greengrass API
A AWS CloudTrail”,

12. R EHBANBBRS.

- EREWNFERSEXNSHMEL |, Hi&#R Any state ((EIRD).
s ENERELERSERSHNEL | BT Specific state(s) (IFEIRD) , REIEFEBIFRRA
13. EENBEBHNIPBRE,

- BEEWFEHNEBRAMNEL , BiEE Any state ((EMRE).
- EBERFELRBEABNBEL , EiERR Specific state(s) (FERD) , REEFRBEIRIBRA,
14. EET—F,
15. T BFREH | EFAWS RF.
16. £ EFEHR T , BELEW B R, LLREIFERT Amazon SNS =& , MEA B EH b B R
KR EBH,
a. XITF Target (B#7) , & SNS topic (SNS &),
b. XF Topic (X&) , BEEBFEHNEHRED,
c. BEET—F,
17. EHRE T, EXAMNNIREIFFREZE,
18. EET—F,
19. EFMANFMAE B FHEFLIEMN,
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BLE S EEA (CLI)

FERUTE A EventBridge MM , AEEBHANTBRES K EZLHIT KA Amazon SNS £&, X
B, Web IRSSES. B F R4t ub F H A F AT F & ® AT AR N B4

1. B J,

« group-idE&¥REH AWS loT Greengrass B4 H ID,

aws events put-rule \
--name TestRule \
--event-pattern "{\"source\": [\"aws.greengrass\"], \"detail\": {\"group-id\":
[\"group-id\"1}}"

B B B R B MR B
2. FEBARMAANME R

« topic-arnB#}FEH Amazon SNS &M ARN,

aws events put-targets \
--rule TestRule \
--targets "Id"="1",6"Arn"="topic-arn"

® Note

= 21 Amazon EventBrldge WASHWBEFREE , B4NEETEFRINET RIRAIEKRE,
BXEZER | 551 (LS EventBridge A #58E) $# Ama zon SNS &R,

BXEZEE |, S Amazon EventBridge i F #5878 EventBridge P # S4MEHE,

BLiE 2B @A (AWS CloudFormation)

£ AWS CloudFormation #4x &2 EventBridge #N| , X% B X Greengrass BHHABBRSEEWE
H, BXEZEER , 55 HAWS CloudFormation A F#BH# Amazon EventBridge BREHSZ,
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5iFZH

. #® AWS loT Greengrass B4l
- 4RI S# EventBridge ? £ I S EventBridge FIFE/)

EERE

L IhREE T AWS loT Greengrass BE& v1.1 R E & MRA,

R EEBANIPBURITUTRAE !

- BIBRA , FINHEBEFANROBES —NEAN , REANROCEERFET RGN, ERRAZ
H , BUTEBZANTE , WEFKOLES — Greengrass HESFEA.

- FANBZROBEITRNA.

- FAREIMEMIEZ TR,

« MNBEVRERIBRIBELRE.

o MZAMER B HIBREBUREIE,

c TFHWARBEDBI —MROMA LT ZZOBERRETHPN S — Mzl

® Note
AWS loT Greengrass /04 v1.0.0 PRXISEETNENE. BT eeMBREEA v1.0.0 ZpE
M4,

EENERFELELBERFHESTNIEEANAENERGRS. AT, TRETRZENKRLREZNRE
BHAAMEMEXTEFLS (Lambda HE. AFBE, EFBEENRSHILS , EF2FAFE
XH config.json = Greengrass &OiEH, ) MR—NMNABRNFEHBRSN In Progress
Building , MFEENEEHEEBEE.,

M AWS loT 2H 8 EE#E
BRI AWS loT B4l AN BERBEREEERAHE.

1. £ AWS loT BHIESMBRNEET , BFF Greengrass 8% , RFIEZFFA (V1)
2. &R B4,
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https://docs.aws.amazon.com/eventbridge/latest/userguide/what-is-amazon-eventbridge.html
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3. & BT HEIMFH , ER EERE.
4. TEEE Greengrass AMEEITFES , BA confirm URREE , AEEEREENE,

{5 AWS loT Greengrass APl EEX &

EATLAER AWS CLI, AWS loT Greengrass APl 5 AWS SDK H #JResetDeploymentsig{ERE
BB, REBHHRAEIEMA CLL

aws greengrass reset-deployments --group-id GroupId [--force]

reset-deployments CLI SIS -
--group-id

A ID, £/ list-groups T EAIREULIE,

--force

ik, MBAMNZRFERER, WENKRK , MEALSH. 2N EEERZELIEEPRAR
ENBEEMEETFAMERY , MABEFROREWN, BR , MRRORELTRERE
IR, ERSHITHERERF,

reset-deployments CLI S SHIME M TR

"DeploymentId": "4db95ef8-9309-4774-95a4-eea580b6ceef",

"DeploymentArn": "arn:aws:greengrass:us-west-2:106511594199:/greengrass/groups/
b744ed45-a7df-4227-860a-8d4492caasl2/deployments/4db95ef8-9309-4774-95a4-eea580bbceef”
}

AILAEA get-deployment-status CLI i R EFEBEHEBAIRS -
aws greengrass get-deployment-status --deployment-id DeploymentId --group-id GroupId

get-deployment-status CLI i SHISE :
--deployment-id

& 1D,

fEF AWS loT Greengrass AP| EEZE 284
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--group-id

48 1D,

get-deployment-status CLI s SHIH H M TR :

"DeploymentStatus": "Success",
"UpdatedAt": "2017-04-04T00:00:00.000Z"

HEEEEEEAERZN , DeploymentStatus IRE N Building, HEEMEHERREE AWS loT
Greengrass &/ KRB EBEEER , MDeploymentStatusHInProgress,

MREBBEAK , FEMRHBEHREL.
HESH

-« ¥ AWS loT Greengrass B4l
+ ResetDeployments £ AWS loT Greengrass Version 1 APl &Z
« GetDeploymentStatusfE AWS loT Greengrass Version 1 APl & &

NACIEHERE

BT LAMER R 2 API A — X EPB K E Greengrass 4, XL BEE S EAEE LRAYE E IR EA
Ko

AYHENBWMAEREF AWS CLI TG EH I B AWS loT Greengrass, AHEFRIHLES
ERHTESNMNE, BUUELNXEFERAZREARESEFMNNEERENE,

FYRESUTHESR

I EEMBIE A
HEAERE IAMBTAGHTHERE
AW ENRITABIEFER S3 F#E1F
REA

A A

o M 0N

BSH 285

30


https://docs.aws.amazon.com/greengrass/v1/apireference/resetdeployments-post.html
https://docs.aws.amazon.com/greengrass/v1/apireference/getdeploymentstatus-get.html
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FRF M

EERHE  FE

« —NRZBANTEEM Greengrass ., BHHXRBIE AWS loT Greengrass AR LHNESZEE , S
B A7 AWS loT Greengrass.

« AWS CLI EEZNITEN LZENEE. AXER , 2/ AWS CLI A EE.

- EAEEIHY a AWS X5 s F8|ZE /Y S3 17448 AWS loT Greengrass. BXEE , 2 Amazon
Simple Storage Service AFIEE PRI LIEFEE S3 7M.

(® Note
BEl , "X BMA7T SSE KMS W 1F &,

S QIR LEUEIF WA

FEHTRP | SFQE—NBBE A XS HGFH EEFIEE Amazon S3 F#ME. LXHR—NATS
R FSI{LEY JSON XX , EFEEE XM EBBEHLENAMNES. AWS loT Greengrass FE#IA1L
HEFHAITEN , FARKEERRETESNEYE,

1. BITUTHSURNESRBNENAMN groupld. EHEIFBMANEDRHA groupld , it
AWS loT Greengrass A SLIRBIEEBHENEA,

® Note

A LATE AWS loT #2H| Ak BIiIXEE, A ID EREANRERE L, BEARETETR
IDs FEEFAR “HPF" BT F Lo

aws greengrass list-groups

EE R EBEEXE AWS loT Greengrass Ik R ENMNEEAME S

{
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https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-welcome.html
https://docs.aws.amazon.com/AmazonS3/latest/user-guide/create-configure-bucket.html
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"Groups": [
{
"Name": "string",
"Id": "string",
"Arn": "string",
"LastUpdatedTimestamp": "string",
"CreationTimestamp": "string",
"LatestVersion": "string",
"LatestVersionArn": "string"
}
1,

"NextToken": "string"

[a

BEITUTHSURRERENTNEAMN groupVersionld,

list-group-versions --group-id grouplId

ZWRNBEEXAPHAABEREANER. B TEEANAREN Version E.

{
"Versions": [
{
"Arn": "string",
"Id": "string",
"Version": "string",
"CreationTimestamp": "string"
}
1,
"NextToken": "string"
}

2. EEREBNITENLKRSREBIEITMyBulkDeploymentInputFile , BIEA T REIGIE -
H, WXHBEEREGTEEHELEDNE N AWS loT Greengrass HMEE . BALREIE
YEAMA | BEARKRED | BHXHERESE—IE,

BIEH EERE B WA 287
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® Note
e ST BY RN 47517 F 100 MBS

{"GroupId":"groupIdl", "GroupVersionId":"groupVersionIdl",
"DeploymentType" :"NewDeployment"}

{"GroupId":"groupId2", "GroupVersionId":"groupVersionId2",
"DeploymentType" :"NewDeployment"}

{"GroupId":"groupId3", "GroupVersionId":"groupVersionId3",
"DeploymentType" :"NewDeployment"}

BMEE (1T ) BE—IMENR. BMNEANKRETEHMER GroupId, GroupVersionId
DeploymentType., B &I, {X AWS loT Greengrass #NewDeploymenti#t EZPEH A,
REFHRAZM, B TIEXHE,

3. HEHEMLIPERALT R A X L& 3] Amazon S3 FEW. & X4 BREEIRN LI
BMEH. AXER , BERENRFMEFERE,

aws s3 cp path/MyBulkDeploymentInputFile s3://amzn-s3-demo-bucket/

|2 IRABE IAMATAE

ERTRP