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2. ESMERT  ITENKFESTRR , BRI SLERATIEDR

a. ARABAEHIE - BESETTFRXANEH,
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c. EAEM - EELELRNTEEMEN S WS B ARSE& NS,
d. BHAL-BEBELE 0 REENFESH.
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AWS Health

RAriEmE

Open and recent issues (16)

Open and recent issues (16)

View events that might affect your AWS

Scheduled changes (0)

Operational issue - EC2 (N. Virginia)
Last update: February 16, 2022 at 1:36:29 AM UTC-8
us-east-1

Your account health

Stay informed of important events affecting your AWS resources.

Notifications (3) Event log

Operational issue - EC2 (Ohio)

Configure EventBridge

Get notifications for events that might affect
your services and resources.

Go to EventBridge [4

Back to list view &

infrastructure. 35 issues were resolved in the Details Affected resources
past 24 hours.
Q
Event data
‘ Service: Elastic Compute Cloud X
S i Start ti
Clear filter ervice arttme
EC2 February 20, 2022 at 11:16:24 PM UTC-8
1
Status End time
Open -
Event summary
Region / Availability Zone Category
Operational issue - EC2 (Ohio)
Last update: February 20, 2022 at 11:16:34 PM us-east-1 Issue
uTC-8
-east-2
Heeas Account specific Affected resources
Operational issue - EC2 (Ohio) No 1
Last update: February 17, 2022 at 11:56:09 PM
UTC-8
us-east-2 Description

[04:35 AM PST] We are investigating increased EC2 launch failures and networking connectivity
issues for some instances in a single Availability Zone (USE1-AZ4) in the US-EAST-1 Region. Other
Availability Zones within the US-EAST-1 Region are not affected by this issue.

E1TXIEE K
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ROVEITRIEREHEM. N 7RI LEFES , BIREMATH
AAE , LESTUFRLEEHMNEXRFENAEBAS. MEFHTH. BXEGARSHNES
BESH X ERFHEH AWS Health,
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1T

EEHBERPERBHN  REQEREARRER , HPI2BHNZ R ERIIRNERES
BXREZER , F5H SHFEHAES.

BHEPDERTE , WJLURER LT LA

- TRHKX

o« LERATIE]

. B

« S ARN

« B3R

« EREXTESE
* Region

« %R ID/ARN
- RS

« FrigetiEl

+ Status

Example : B4 HE

TERERTXRERE (FFRLEMILE ) MEEFRS (BXEN ) BXEIERENEH.
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AWS Health AriEE
Q IAM-user ¥ Global Support ¥
-~
Last refreshed less than 1 minago| C
Event log
Q 1
Region: US East N. Virginia (us-east-1), US East Ohio (us-east-2) X | | Clear filter
Event Region / R Last update Affected
Event v Status Start time v R
category ¥ Zone Info time v resources
Lambda operational QOctober 9, 2020 at October 9, 2020 at
) Closed Issue us-east-1 -
issue 2:03:48 AM UTC-7 3:11:09 AM UTC-7
EC2 operational October 9, 2020 at October 9, 2020 at
. Closed Issue us-east-1 11:54:16 AM -
issue 1:48:51 AM UTC-7
uTC-7
SNS operational September 30, September 30,
issue peratior Closed Issue us-east-1 2020 at 8:28:18 2020 at 11:42:54 -
AM UTC-7 AM UTC-7
. September 16, September 16,
EC2 t 1
iss eopera fona Closed Issue us-east-1 2020 at 7:30:41 2020 at 7:45:03 -
==t AM UTC-7 AM UTC-7
Storagegatewa September 13, September 13,
I v
J, 9 ) v Closed Issue us-east-1 2020 at 12:46:47 2020 at 6:32:24 -
operational issue
PM UTC-7 PM UTC-7
Deepracer August 31, 2020 at August 31, 2020 at
. . Closed Issue us-gast-1 -
operational issue 6:32:39 PM UTC-7 9:10:12 PM UTC-7

SHRAREE

HEEFE-NEHE , HARNRTZEHNETF. FAERRIFERUATER

RS
Status
X7 A X

EHRERETKS,

FFIa R &5 R et [
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REWAROHE

SR E R AT R R
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AWS Health Ar s

- MRTAAHAEX , BIR ID (Hl , Amazon EBS % ID vol-alb2c34f ) 3 Amazon BREFF
(ARN) .

s NFUHNWEGEREY , KZXEHNRFIRETERRAEITRS (FLE, RAKEHER) .
HSIRBES 24 PRIF—R , BREAEEE 72 /NI FBERBREEPIRTS.

B RERRPETRNIE . SR AIR ID 3 ARN B NEREE,
Example: AWS Health #95&31 AWS Lambda

UTREBR SR Lambda B —NREIEHS,

Event log Lambda operational issue Back to list view [5]

Q

Details Affected resources

Region: US East N. Virginia (us-east-1), US East X
Ohio (us-east-2)

Clear filter Event data

Event Start time
Lambda operational issue October 9, 2020 at 2:03:48 AM UTC-7
Event summary
Status End time
Lambda operational issue Closed October 9, 2020 at 3:11:08 AM UTC-7
Last update: October 9, 2020 at 3:11:09 AM UTC-7
us-east-1
- - Region / Availability Zone Affected resources
EC2 operational issue
Last update: October 9, 2020 at 11:54:16 AM UTC-7 us-east-1 -
us-east-1
SNS operational issue Category
Last update: September 30, 2020 at 11:42:54 AM UTC-7
us-east-1 Issue
EC2 operational issue Description
Last update: September 16, 2020 at 7:45:03 AM UTC-7
us-east-1

. . [RESOLVED] Increased Invoke Error Rate
Storagegateway operational issue

Last update: September 13, 2020 at 6:32:24 PM UTC-7
us-east-1 [02:03 AM PDT] We have identified an increase in invoke error rates in the US-

Deepracer operational issue EAST-1 Region and are working towards resolution.

Last update: August 31, 2020 at 9:10:12 PM UTC-7

us-east-1 [03:11 AM PDT] Between October 8 10:35 PM and October 9 2:25 AM PDT we
Sagemaker operational issue experienced increased Lambda invoke error rates in the US-EAST-1 Region. The
Last upd‘late: August 31, 2020 at 9:04:39 PM UTC-7 issue has been resolved and the service is operating normally.

us-east-

Batch nooratinngl lcciig

ERE
ARFPEE AWS Health WS4 -

s NEEHETEETKFHNRSEHN, Hln , nRHH Amazon EC2 HELRIE AWS X1 , BIEE
SREEZXFERARSHER , 1A AWS Health 2EHEXZEHNER.

il 13



AWS Health RFiERE

« Account-specificB#45E T EMN Kk FALA PR, Hlan , REFEAH Amazon EC2 SEHIHIR
[FIRE , i AWS Health £#tEx AWS XiF ZEHNERURZZMA Amazon EC2 KHI5 %,

ERAUATENHEESHRLAEEHERBETK/NEHN

* 1E AWS Health ZHIERYP , WEFERZHEAFLETF. EERRNEHRETENKS. ’E
RENEHRLTH , ATRBETENKS, . BXREZER , FSH FIEEMIRE AWS Health
EHIE AR

- £ AWS Health APl iREleventScopeCodeZ ¥, E#4AILLESE PUBLIC, ACCOUNT_SPECIFIC
= NONE B, BEXEZEE , iEZH AWS Health APl 2Z iy DescribeEventDetailsi®{E.

B AAE

BAMEE TRER EBFHAH , BT AWS Health SHRSHE AR BRI+, LUERTEE
ELE3INAMAR—FANITIIER,

AWS Health EH#ZEBHE R, EFBHUEREE AWS Health EFEZHAES NN ER, ENFE
ROMBFERITHEHUARBETR, EXANEHAREBETR, MR- PMEHFERNMALNEF , I
RERBENREBEHNHE, RFE—IBHY , EMERPE R AWS Health EHFIR, ERIEME
WRAHEE-NEMH , LEFAEXZEANES. NERLANESHEREL , TUSRERENAE.

Scheduled changes Table

View upcoming events and ongoing events from the past seven days that might affect your AWS infrastructure, such as scheduled

maintenance activities.

Q, Add filter Any event v
< February 2024 >
Sunday Monday Tuesday Wednesday Thursday Friday
28 29 30 31 1 2
2 Upcoming 2 Upcoming
1 Completed
30 January 2024 ® X

Scheduled events starting on 30 January 2024 (Showing 3 of 3) View all on the table view
EKS planned lifecycle event (us-west-2)
Ewent status: Upcoming

EKS planned lifecycle event (us-east-1)
Event status: Upcoming

EKS planned lifecycle event (eu-west-1)

Event status: Completed

BAAE 14


https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeEventDetails.html

AWS Health

RAriEmE

SR R E

AWS Health =4 AT BE

= = E/
EI}?E&E/

E/HF]E’JEI/ No Egé'{j{/u\

HiEE AWS Health B4, RAE

W ER, EaLAIE AWS Health E4M S A RET+<HhE

LR E AR Y 32 R0 R RIE T,

ﬂ?ﬁﬂﬂimH%Awsmwmgﬁ ENHRMUZIZNERRSHEBER.

Account-level AWS Health B4 “SF R M TN MBERSTEMETRRANBE, SEAE
RS RUAREMNRESERDE TR, HNEGEHREHREATRREZRNEHEEN —N RO,

ETBAEXITVEGEAHEHNESER

BS 1T XNEmBAEEH AWS Health,

HEHRALANER , AWS Health EH2E RBENAMERSWAAEERRERNRSHE. BER
HRZZEKSHIIRURZEKFHSFLETREE, ERKS RGO BT RO BEUE RIKF N ERE

E, KFUERELERESORT , TASHE

0 BRIV IEER,

E/
&

Wa K = B9 H R B R

FEXMRFRSHB/EE R

WA A E S MR R IETMFH L CSV 5 JSON X THZEMERYIR, EFHALMAH , FTEHHOX
HaEmMIKFPPHMERR. HFALNETSHBIKFAEKS

Bo THXHHENZZMH TR TIER RN AWS IKF ID, EventArn, SEAREFR,
DM EREFETE, WMRBERT IRIRZN

—IRRABR T —1 3

XEX B3 IR E

X, SEBFTE BN TH BN TR XS R

Open and recent issues (0) Scheduled changes (1)

Scheduled changes (1)
View upcoming
more than 7 days ago.

Q. Add filter

events and ongeing events from the past seven

Other notifications (0) Event log

days that mi

ight affect your AWS infrastructure, such as scheduled maintenanc

NTEHNHEFREE

WaR N RIA TR |, AERETRENINE

DMEE T ENXHFHNBTEIZIKF Y E
EntityArn, IR
TEfERER

AWS

e activities. View scheduled changes that occurred

1

Event v Status Region / Zone info Start time hd End time ¥ Affected resources v
Lambda planned lifecycle event @ X
4 . 4 Pendin, g 100%
tio
IJ Un k 0%
Affected resources U‘ nown iy st
auree 0%
our

ry . 0 Resolved
Mo actions required

Affected resources (4)

Q, Add filter

Resource 1D / ARN
arn:aws:lambda:us-east-1:959586608611:function:SpringClean

dazus-gast-1

11:function:SpringClean

n-XUG3HHSR-AutolpdateLambda-atNXDvDLUUGP [

n-¥UGIHHSR-FeatureCheckerFunction-cwZke PWULAGY 2

@ Pending

@ Pending

Download ¥

1
Last update time
3 menths ago

3 months ago




AWS Health RFiERE

B X% &

& AT LATE AWS Health 2 HIER P E S X UTC EE8S4. NMREERFEHRFERNEX , N
AWS Health ZH|ERFN BN EAEBN LR SHBLERNEEENHEX,

EEHRENNXIRE

1. EUTNEITIFERN AWS Health #2 & E#Rhttps://health.aws.amazon.com/health/home,
FEREEED , 1% Cookie HILTI,

N FIheEtE Cookie , R E AW, RBEFRRFEHIE,

£ AWS Health ZHIHRNSMERT , EREHXIRE,

JIEH AWS Health 2 HEER S FEENX, REEERTFEL,

o bk~ w0 DN

ENAELZITIRRN

AWS Health 5£F , AWS Organizations Rt R UEERRE TEMALNFTEKFHNEYR, XHER
MTALDETHNEHNEFTRUE, SUUERAXLEE4RERER. RENNAEFPHNER,

BXEZER | BSH BEKSRE AWS Health E4,

Enable organizational view

Key benefits

==_° - % _

Organization-wide visibility APl access Chat integration

Aggregate your Health events from all member AWS accounts in your AWS If you have a Business or Enterprise Support plan, you can integrate with the  Using the AWS Health API, you can ingest events into your Amazon Chime or

organization. This provides a centralized view for all events, such as AWS Health API to programmatically use organizational view and look up Slack channel to get notified when an event occurs. Filter events to get the

operational issues, scheduled maintenance, and account notifications. details for events that occur in your organization. Learn more ones that matter most to your organization. Learn more

Get started

1. Set up AWS Organizations 2. Enable organizational view for AWS Health

‘You must have an AWS organization with all features enabled. After you set up AWS Organizations and sign in to the management account, you can enable AWS Health to
aggregate all events. These events appear in the Personal Health Dashboard.

@ Success 997eg PR

Eni nizational vi View di tati
| Manage AWS Organizations [4 | | View documentation EHE D bl 1ew documentation

BEIR AWS Health events

I&H) AWS Health 2 HIEAREZRS & SMEFE - HT R RERENKREER. LIIBEERUER
EBANRIPRITEIM AWS Health WEHHRE, WEHFEERHIAESN AWS 4L, HINTS

B XiRE 16


https://health.aws.amazon.com/health/

AWS Health RFiERE

# EC2, WE#hk REIEREIRS (Amazon RDS), AWS Identity and Access Management (IAM) #1
AWS Trusted Advisor,

EEREEN , MEERENBHREZNENKS . RE , BAUEE - PMBHUSMEEN AWS
Health 2 HIHERAKRMEZE L.

Example : KREH

TERERTKFHTFNENEH.

Open issues

Scheduled changes

Other notifications

servic

Event log

BLiE W &% EventBridge

EventBridge A F# M AWS Health EHHZLHME RN, ERIAGEKF R RXENSE AWS
Health B4 , REREAN , MEESH X ETLET AWS Health B RHEHEREIT3.

EventBridge ¥ ELf£/H AWS Health

1. EUTNMNEITHEH AWS Health #H|E4Rhttps:/health.aws.amazon.com/health/home,
2. ESME EventBridge & LQIEAMN , FMITATE—RE

« HESMERHN @RELER" T , %&#F Amazon EventBridge.

+ 1£ “BLE” T EventBridge , % “#5 %" EventBridge,

3. BRBZIBINBHLUBHANMNKEERE, FSRBEMPHEHSH AWS Health 55 & 1E
EventBridge.

FiiE Y 53 EventBridge 7


https://health.aws.amazon.com/health/

AWS Health RFiERE

EIE AWS Health VB R AWS AFBH RS

AWS FEVIEEBEA AWS AP BARS AT SBRRNEREXZBE AWS K- FMRSHE4HE
Ao HEHEM AWS FEEBHET AWS AFBHIRS , B S EEZEK AWS Health WEHRR] , A
BFEHHREALANRE , ARMEHBAMT RS H R B FoR4.

AT SUE R LT HAb SR IE KB WUERY AWS Health &3 AWS A FBAIRS :
- EBFERAF

* Chat
« 938 &£ B AWS Console Mobile Application

SRXEBHATMELE AWS Health TERBAEA , BEMRERT —FRENZEBARRZAXEN
BRI E

(® Note

E2H T # AWS Health E4#1E , BEZIEMNAR ID, HFPREA (FTHFREXA ) ERE
RS, BREMCERERT AWS Health TE 2 — :

* AWS Health API
« IS _E#Y aws.health KR EventBridge
« B9 Health Dashboard

XETERUEXTRIBIEABNEESHNTENZHEA, HFXRHNES

B ERY AWS FEE BT ¥ AWS Health events

ERBEEN AWS REBHITH , FERATHR

1. BAPBHRS £... PITFAWS EEZEA,
2. HESMBERT , EBAWS EEBHITE,

3. BAILURRFEE AWS Health SEZIEH, AXEZER , BSRT N AWS 5 & FA I A
BRIKFEXRA AWS AP BHRS

EFEERBH AWS AFBEARS 18


https://console.aws.amazon.com/notifications
https://docs.aws.amazon.com/notifications/latest/userguide/manage-mns.html#Add-remove-account-contacts
https://docs.aws.amazon.com/notifications/latest/userguide/manage-mns.html#Add-remove-account-contacts

AWS Health RFiERE

@® Note
AWS Health B8 FEREEi%ETREIFH AWS EEBH AWS AFBEHERS. B 2025 F
12 B 15 B , FKRIkE AWS REBHNN EFEl4, EXEZER |, HSHTBE AWS
REBAT KL T BHLER( 2 FEAWS FHITEBEH AWS AP EHE I B S #EE,

AWS HEREERH AWS AP BAE R R #E
AR T RE T LRI AWS FEEBA ?

BRIMBRAT , BXREEENNEFHESLERATINENKFBERA (Bt SEBKRRA, KEH
HMZ B FopHbat ) o BN AWS BREBAH P WREH L FHRHRBhealtheaws . comMF=Zno-
reply-aws@amazon.com , F} BB FERHHNEN2RET, MREZHH AWS Health BAIRE T
B FERAFN | FlaniR &4 A ID BB FIRARIMEE FEREFRNE |, N AEH L IRE AT A B
FERHHER. MREETBEIHXBAXLI BV , BARMNBWEITHBER T T KiE AWS Health
HEH EventBridge , ABRITEEH,

AAIS B F BB ITR S ? WS R 3haE 2

AWS FEE @A E — AWS Organizations AR Z AN IKF AWS Health WEHLCE R —1MRE]
Hep, BOUUEEBEKFHNBARLEERANAL, REEBANBESBFHACENBHNLEAER
KRB RA, ATEHLVEENEFIE , YAWS EBKFMRAKF 2BARZKFBRRIAN , £8
BHARE—FBEH,

EQRARE , B4 EEEK, M AWS AP BAIRS RS 2B AWS Organizations Bt & H &% F 1]
E1AEA PR

BXREZFER , FEHTHNAWS HEBHRE AWS B BHRS.

B AIE FB AWS Organizations RIS 14 E AWS AP BARS #UCR BHSC R B FH4 AWS £E
BA?

=0 , XIER fro AWS A FBHBRS m AWS Organizations # 1T A[{E 1717,
BEUTAREATEHREFALXS AWS Organizations Fi AWS Health 35 AWS A P BHRE?

HAGENMEINEREEANRBERSHIIDE , AEANBLENEBRIET BHBFE. WAEHRN
BR AWS Health 2 iF4A42E & Health Dashboard, AWS Health API, &3 Amazon EventBridge & i%
AWS Health WE4URTPHBEHNEE AR BHES. WAEHRINEATE AWS £EBHH AWS A

AWS EEBHE L RBHEZE 19


https://docs.aws.amazon.com/notifications/latest/userguide/managed-notification-aggregation.html

AWS Health RFiERE

FEARS BAREEA. ATAGHRANRARAEN , RItFENBIARS £ MR IR EZ R

BER

BRB T EN LAV TE M HIRE ST AR FEf 4 2

AR, IBTHRG , YEIM A AWS Health B FERFEEE A, TR & 6E A B FaR 45 N Sk #E
BB IERE , RMNBWERITEET Amazon &£i% AWS Health B9ZE 4 EventBridge tER &R )5

=

A4 AWS FEEBHARBIX BT AWS Health 2244 ?

Health Operations, Security # Billing B&IX B T2 5 EFRE. RL£MitHAERN AWS Health ik
FPEHAMITRIEE, AWS Health TEZNACIKRSNEHFEY ‘22" M “IkE” EKH Kix. Account-
specific [FIBBIFERFE THRBEBIBESH AWS K-,

NEBSEHTEBT AWS HEBHIKSE.

AWS EEBHE L RBHEZE 20



AWS Health RFiERE

AWS Health 2 &I E 1k

BT L E R AWS Health ##HR-REZZTRAREFEMEANZITIRON AWS RS, LTEERT
AWS X HFERSIRENRSEH, BEETEZIIMAERT AWS IKF 158 AWS Health 32 %I E4R-AR
EETIRRTAE,

® Tip
AWMU E RALFS , XEFHHFEET AWS IKF. NREELE—NMNKF |, BRITEBE
EFELLEE AWS Health #Z#IHER , HEER TR TEEZWENKFMRSHESY, EXEZE
B | BSH FRERIRE AWS Health 2 &I E R

EEE AWS Health 2| ER-BRFETIRR

1.  SMF https://health.aws.amazon.com/health/status T M

(® Note
MREELBZIENTE AWS IKF |, BRHEE R EIAWS Health 126 EHR-EEI K -
BRI T

2. ERZEZETWRAT , EBRRREOFNEHRBUEERICIRENSH., BOUEEEXEHFNAT
E8 :

- EHEHNZTEMXE, i, #4AERBE - Amazon Elastic Compute Cloud ( 35 EI4tER )
- REEWR

- EHNTEN , flUSEE R TERR

- RIEERH BT E K

- 1% AWS RS HEHERHEE

(® Note
BA RS X UTC EFEMH. AXEZFEER , BEANKXRE,

3. BEERSHLIEEK , LEBRFSHLIEHRR, ERERTEE 12 MANAE AWS RS FHE
o

21


https://health.aws.amazon.com/health/status
https://docs.aws.amazon.com/health/latest/ug/getting-started-health-dashboard.html#update-time-zone

AWS Health RFiERE

® Tip
BA LR RS. AWS XiF M B B 1Ti5 ik,

4. EHRTHHRZSZHFZL , BRRSER
(®
LEERXRZEHNESEFER.

5. (W) EUFELEEHIRNERNERTRER , BFERSHIREE, EPEHIPNEAEH,
B ERENNERFEEERZBESHNESE R,

Service history | List of events
The following table is a running log of AWS service interruptions for the past 12 months. Choose a status icon to see
status updates for that service. All dates and times are reported in Pacific Standard Time (PST). To update your time
zone, see Time zone settings.

Q Add filter ’

RiESR 2023 F 9 AZENEMAREHN | #FHEN KN URL RIEEFRE@IZAH
AWS Health EHRVEEEE, ERIEER , E2SMINREZEHNEAHTIRAE,

6. (W% ) BALRYEINXSH UTC EFEEH. BXEZER , B5H HXRE,

7. ("Wik) MREBE—ANKF , FEBITAKFESTRIUEESR, BRE , BUULEERETEK
FHREH, BXEZEER , BSH FHBERRP AWS Health 2SI HE R,

(® Note
RE RSS feed TATRESZH , ERXNAELRET., it , ME RSS RET]
RELERMATEMEXRHE. EURELFRNENBESHEIE , RI1ES Amazon £
. EventBridgeEXEZER , HSH LKMPHNEH AWS Health 5T E#HE4
EventBridge.

22



AWS Health RFiERE

iR £ B E4 AWS Health

T RS XY It R £ A RIS AWS Health,

ES}

- FLAREURNEREREN ?

- SRIFEHNNEREREAENN , FEREMFXL?
- BYRAEREENERRERE

- BREHHNERERES

AR BTN EwERES 2

AWS Health & aJge MM ARFUTAMNEEER, £ AWS 21BREER D | AWS REUERESE
SERENERNEEEHCNEMERRESHARZS, AR , RETREER A XBYTHHETHA |
U EN R BARESEEE, AWS Health 2EEFIHNEEF R A LB , 10 :

o FREALEZIF-BEHRM4 AWS RS STTFRRA, MRFREXLE ENRERENZF , Na
AWS BAEAR FEEREBRET AR B LN NARFEREN,
« Amazon RDS for MySQL 5|ZRAL 1 i
« Amazon EKS Kubernetes iR LK 1L #
- ¥l AWSBERFNENR , TREFEEEXEITH,
« Amazon RDS i M & HLAJIE I H,

(@ Note
FRERE IR AR B AEF AWS Health 5 it £ B BEAHH#TRE

o BARFCHFENIGHN TR . NEWBIEHE AWS Health EHFNEG AR , B EMHERENR
BEBERMRENZ KL /AE AWS Health EAHEXEK, L ARN #XEESEMER ( MRE
B). MRZEMEREEFFRETE , MELPENDING ( #4403 ) "RAIH., MRZEINER
PAIT XA ERESRREMBR , MPRASEFH N “RESOLVED ( EfFR ) 7

(@ Note
- REEBRTRRRSER , ERMDBFBER TEE ABERE 72 /at,

FARBITHWEGEARES 2 23


https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/MySQL.Concepts.VersionMgmt.html
https://docs.aws.amazon.com/eks/latest/userguide/kubernetes-versions.html#kubernetes-release-calendar
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/UsingWithRDS.SSL-certificate-rotation.html

AWS Health AriEE
. ERREDBEFOHNERT | HEFAL TR R ERIRS | R 2P BRI
R
. AWS GovCloud (US) FIi E K R 3% & % RS EH.

SRR EetkNnEmBARSHEANN , FeREMFA?

RIS A HEHH AWS Health 485 AT H5 B &9 HI BA 7 f# BT A& £ 09 4 dn B HAZE {0 H BR ERIR /E RV TEBR
185

EKHEH : SIHRINEXR

EHEBMI . AWS_{SERVICE}_PLANNED_LIFECYCLE_EVENT

EHFFHTE  SHTRNERENRRZEERXT WA HR A H,

SEEERETE  FHERIERERE AWS BRTEREXRNBH, HIER , ATELREELS RATHE,
TR AMNAERBREREE,

® Note

HAT LS REMINEREREHERENEMH ARN , EA4ERKESA , HPIZHME
®R. B2 , ARNs NRAREREZ I AWS IKF HHR , A TELREZA,

RETH IR PWEREAPEH : MRARE , RPN ESEAPRSHIRMEEEDH versions/

changes and 90 days for minor versions/changes 180 X,

AR E FE R U B9 T IE - MNEBREBE AR AWS Health EHNEGEAR , BN T RER
B ERERMRESH ZZ0EES AWS Health EHMHEXE. L ARN BXIEEZEZMER (WRE

A). MRZEMEREFEEFKETE , MLLPENDING ( F44038 ) "R H. WRZEIEFIFRR
THERELRIFEBIER , WHRSEH N RESOLVED ( EFER ) "

® Note

« AWS Health BHI< R AJEER M — BRAT RN IRASE#T , E AWS GovCloud (US) A E i
XBRSA,
- REEPRTRBRSERH , EMPBIER TR ATREKE 72 ) ad,

HWF BN LG EARBHENN | FaREMFL? 24


https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeAffectedEntities.html

AWS Health RFiERE

Open and recent issues Scheduled changes Other notifications Event log

Scheduled changes m Calendar

View upcoming events and ongoing events from the past seven days that might affect your AWS infrastructure, such as scheduled maintenance activities.

Q Add filter 1
Event v Status Region / Zone Info Start time v End time V Affected resources v

o EKS planned lifecycle event Upcoming us-west-2 January 30, 2024 at 6:00:00 PM UTC-8 9 pending

@] DMS planned lifecycle event Upcoming us-east-1 January 29, 2024 at 6:00:00 PM UTC-8 1 pending

@] DMS planned lifecycle event Upcoming eu-west-1 January 29, 2024 at 6:00:00 PM UTC-8 10 pending

O EKS planned lifecycle event Completed eu-west-1 January 30, 2024 at 6:00:00 PM UTC-8
EKS planned lifecycle event & X
Resource data is typically refreshed every [l O Resolved 0%
24 hours No actions required

Affected resources in account 745485236264 (5)

Q. Add filter 1
Resource ID / ARN v Resource status Last update time
arn:aws:eks:us-west-2:745485236264:cluster/prod-ops-cluster @ Pending 15 days ago
arn:aws:eks:us-west-2:745485236264:cluster/nonprod-dev5 @ Pending 15 days ago
arn:aws:eks:us-west-2:745485236264:cluster/n-preprd-eks @ Pending 15 days ago
arn:aws:eks:us-west-2:745485236264:cluster/argoworkflows-refactor51 @ Pending 15 days ago
arn:aws:eks:us-west-1:745485236264:cluster/prod-refactor @ Pending 15 days ago

BHITHEFAE

1. MREA , RS UELTEEZHTHE B HENEERBX S0 RIREERHIRNER,
2. MRBELZBARILEABABRTAERIR , WEH AWS Health JE1FE X NIRAClosed,

3. MRBHERBHZFMARBERIRLETIR , NIEFRFE AWS Health ENFF a4 R B
(ARBENE ) R 4 FATT M. EUETEZE , &% AWS Health SR MIBR.

B A H B T 1 5E  E RE

Z&NEMRE S HREE AWS BFRE, HHIBRXARBEABENRSFEBREEFHRERE,
XRRAN AWS B, EENRFENENREREANEDMLERRRSZTRENYERENAMH. BRT
HE#NZ2EBAREEEN  FEREAREETERERS (2BENNZ 2T ) MEMMERNA
BFHRHEAWS, BEXESZEE  BEREEHEEN,

BYRAHEEXERIRERE 25


https://docs.aws.amazon.com/whitepapers/latest/aws-risk-and-compliance/shared-responsibility-model.html

AWS Health

RriEmE

CONTINUOUS TESTING OF CRITICAL INFRASTRUCTURE

CUSTOMER

RESPONSIBILITY FOR
RESILIENCE “IN’' THE CHANGE MANAGEME
CLOUD OPERATIONAL RESIL

WORKLOAD ARCHITECTURE

NT AND OBSERVABILITY AND FAILURE

IENCE

MANAGEMENT

NETWORKING, QUOTAS, AND CONSTRAINTS

AWS
RESPONSIBILITY FOR

RESILIENCE ‘OF’ THE
CLouD

mE et XM E A S

HARDWARE AND SERVICES

TR & s A S T ER S MEER T RIMERE

- R S# EventBridge

« {8 AWS Health 2 4IE 4R
- BAFAUE
- ZENNRRUE

- 5/ AWS Health API

AR BT E EwEA#EF


https://docs.aws.amazon.com/health/latest/ug/cloudwatch-events-health.html
https://docs.aws.amazon.com/health/latest/ug/getting-started-health-dashboard.html
https://docs.aws.amazon.com/health/latest/ug/aws-health-account-views.html#calendar-view
https://docs.aws.amazon.com/health/latest/ug/aws-health-account-views.html#affected-resouces-view
https://docs.aws.amazon.com/health/latest/ug/health-api.html

AWS Health RFiERE

£ AWS Health T EAE RSN {EH AWS Health API

AWS Health & —11 RESTful Web B&% , ©fEH HTTPS fE4&% , £/ JSON EREEF LI
Ko BHRAREFARB A LAERR AWS Health APl X3XiER, EEEEMER REST API &, EA45R
EXENRBRNENEREZURBIEEZNIER, BXx AWS Health BIENSBHNEZER , ESH
AWS Health API &%,

@ Note

E A AWS Health iZ API , &2 B AWS usiness Support+, En AWS terprise Suppor
AWS ZHit = AWS S —2Eitkl. REFAEMNITTRIFREIXL AWS XHF 1Tk AWS X
H , REERERTEBEA—NTR, WAL AWS Health APl 5l On-Ramp, 12l
=% Enterprise Support iTXIE & A, MRENKEMXLE TR 2 —BAFERA AWS Health
APl , ll& W B|SubscriptionRequiredExceptionfEiRHE. AWS IkF

SO LA AWS BT 4 T Ea % AWS Health REST API B , NME{LRAREF 5. EBa L
BESZH AWS £ | XEFELRELEEHRRIENBERESR,

AWS Health A FEHRMHE T —1 AWS Health 2§ HER AWS EBEZEGHS K THATEENERSEHNZ
EME SR, BESRTFEERRE AWS Health 32 &I E AR

£}

« ¥ AWS Health API i&3R

o RHIEFRLIKT S AWS Health API &R

« AT RESEELXHETR AWS Health BURTE AN EHEAEKE
- ¥iE : £/ AWS Health %8 Java RHIH API

Z 4 AWS Health APl 3R

L 4&{FEH AWS SDK 5 AWS Command Line Interface (AWS CLI) B & &Rt AWS |, XETELH
NERAECEREIEMNIEENHRZRANEIBER, flan, mREE EAHTF Java 5 AWS SDK 2
NS TAMKETRERPER , IEFEESZEBEER,

Java KB RHAl
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BRUMMF AWS Health AP 5—EFEANEZ R ERTF Java B AWS SDK |, iS5 R~

HEREE R, RIVBNBUETEER AWS BRIKFUEBHITEH R AWS Health, &7 EUERA
IAM PRI, BXEZER , F5H IAM BFEETNBE AWS KRB 7R ZH,

MRERER AWS BEF AT EAHK AWS CLI, NATMBECZEEBER, BRIMMBWEFER AWS £
WA 4, BEXEZEER , BESEFPMNZE AWS APl iERAWS — g5 #,

) H kIR K& IR A AWS Health API 3R

AWS Health I T X 30-1#3) DNS #[E#% , AWS Health 2 T — {2 RBiEa., BALUELBEA
WT R EWNITDNS £ , LUBEEDHAKET SRMENNZE AWS XiF, XA UAHBBEMEEERD
FERAB NGRS , MEERT UM BIREEHE S AWS Health,

YMREELIRKIFET R A HIEREN | XFIEEEXN BIRXIFLKiRT 8 AWS HRIELE |, FREMNXiEE
BXE, BN, BHNEHNRIETELLN, BXEZER , BHS5HE £2 AWS Health API 53K,

X F IPv6-only IR , BINBWELRL T KL LT DNS ERUBEFHLIHT K, AWS XiF A
B A ZXE S IPv6 BN L w1 Ko

TRINHTERIANEE,
1, B LHXE i = I
&) us-east-1 health.us-east-1.a HTTPS
mazonaws.com (IPv4-
only)
health.us-east-1.a
pi.aws ( ¥ IPv4 F
IPv6 )
Passive us-east-2 health.us-east-2.a HTTPS

mazonaws.com (IPv4-
only)

health.us-east-2.a
pi.aws ( ¥F IPv4 #
IPv6 )
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151, BA ZHEXE i 713N
Global us-east-1 global.health.amaz HTTPS
onaws.com
(® Note
mRNEEX
o

ERELARTRAREBNEIZETR , FELBLET X CNAME £#1T DNS £ , REMEMBN A
PRRERE AWS X1,

Example : E£FimR L& DNS

LA R a5 7E global.health.amazonaws.com i = E5E DNS E# ., RE , ZHTIRE us-east-1 X1
mRo M & IFERIZE R BN iw R AWS Health,

dig global.health.amazonaws.com | grep CNAME
global.health.amazonaws.com. 10 IN CNAME health.us-east-1.amazonaws.com

® Tip
F w2 M im 2 EIRE AWS Health 38, B2 , &3 AWS Health BIERENEFH R
KRB, RKEBFHENBRBRRAREEIHARE ., BINEVUEEEXIHAKEZTLRE
HBErrE TERE.

ER  WREEERIETR AWS Health SURER NRMEHEIE

EUTRBRGIF , AWS Health £ £BRLIHT SAY DNS EifRIEER M KFHL R SQME
HXHH. AWS Health EALEERRFIE L RN BHKERS. NREDRKRERL , KEFERHR
B3 TER.

EFB
« ET  REFIEEXHWAZR AWS Health 8 Java WEHEHIE
« JER  RERBIEEXHAZA AWS Health 8 Python B4 EIE
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BN RBERIEERHWAR AWS Health £ Java WEHEIE

TR

1R PA

/Ch

ME % Gradle,

EFH Java R4l

MTEHAWS Health & A A 4L 2R GitHub,
EMFERIE high-availability-endpoint/java B %o
EwmTTEOR , BAUT®T

gradle build

WAL T HRIEEER AWS EIE,

export AWS_ACCESS_KEY_ID="AKIAIOSFODNN7EXAMPLE"
export AWS_SECRET_ACCESS_KEY="wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY"
export AWS_SESSION_TOKEN="your-aws-token"

BMALT@®S , BUEITER.

gradle run

Example: AWS Health =44 H

ZARBRAIRE R AWS KPP &RIE-Et XRVIEE AWS Health B4, AT RAIF , wHTIE
AWS Config BR%S AWS Health B9ZE 4,

> Task :run

[main] INFO aws.health.high.availability.endpoint.demo.HighAvailabilityV2Workflow
- EventDetails(Event=Event(Arn=arn:aws:health:global::event/CONFIG/

AWS_CONFIG_OPERATIONAL_NOTIFICATION/AWS_CONFIG_OPERATIONAL_NOTIFICATION_88a43e8a-

e419-4ca7-9baa-56bcdes4dba3,

Service=CONFIG, EventTypeCode=AWS_CONFIG_OPERATIONAL_NOTIFICATION,
EventTypeCategory=accountNotification, Region=global,
StartTime=2020-09-11T02:55:49.899Z, LastUpdatedTime=2020-09-11T03:46:31.764Z,

StatusCode=open, EventScopeCode=ACCOUNT_SPECIFIC),
EventDescription=EventDescription(LatestDescription=As part of our ongoing efforts
to optimize costs associated with recording changes related to certain ephemeral
workloads,

B
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https://docs.gradle.org/current/userguide/installation.html
https://github.com/aws/aws-health-tools/tree/master/high-availability-endpoint
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AWS Config is scheduled to release an update to relationships modeled within
ConfigurationItems (CI) for 7 EC2 resource types on August 1, 2021.

Examples of ephemeral workloads include changes to Amazon Elastic Compute Cloud
(Amazon EC2) Spot Instances, Amazon Elastic MapReduce jobs, and Amazon EC2
Autoscaling.

This update will optimize CI models for EC2 Instance, SecurityGroup, Network
Interface, Subnet, VPC, VPN Gateway, and Customer Gateway resource types to record
direct relationships and deprecate indirect relationships.

A direct relationship is defined as a one-way relationship (A->B) between a
resource (A) and another resource (B), and is typically derived from the Describe
API response of resource (A).

An indirect relationship, on the other hand, is a relationship that AWS Config
infers (B->A), in order to create a bidirectional relationship.

For example, EC2 instance -> Security Group is a direct relationship, since
security groups are returned as part of the describe API response for an EC2
instance.

But Security Group -> EC2 instance is an indirect relationship, since EC2 instances
are not returned when describing an EC2 Security group.

Until now, AWS Config has recorded both direct and indirect relationships. With
the launch of Advanced queries in March 2019, indirect relationships can easily be
answered by running Structured Query Language (SQL) queries such as:

SELECT
resourceld,
resourceType
WHERE
resourceType ="'AWS::EC2::Instance’
AND
relationships.resourceld = 'sg-234213'

By deprecating indirect relationships, we can optimize the information contained
within a

Configuration Item while reducing AWS Config costs related to relationship
changes.

This is especially useful in case of ephemeral workloads where there is a high
volume of configuration changes for EC2 resource types.

Which resource relationships are being removed?
Resource Type: Related Resource Type

1 AWS::EC2::CustomerGateway: AWS::VPN::Connection
2 AWS::EC2::Instance: AWS::EC2::EIP, AWS::EC2::RouteTable
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3 AWS::EC2::NetworkInterface: AWS::EC2::EIP, AWS::EC2::RouteTable

4 AWS::EC2::SecurityGroup: AWS::EC2::Instance, AWS::EC2::NetworkInterface

5 AWS::EC2::Subnet: AWS::EC2::Instance, AWS::EC2::NetworkACL,
AWS::EC2::NetworkInterface, AWS::EC2::RouteTable

6 AWS::EC2::VPC: AWS::EC2::Instance, AWS::EC2::InternetGateway,
AWS::EC2::NetworkACL, AWS::EC2::NetworkInterface, AWS::EC2::RouteTable,
AWS::EC2::Subnet, AWS::EC2::VPNGateway, AWS::EC2::SecurityGroup

7 AWS::EC2::VPNGateway: AWS::EC2::RouteTable, AWS::EC2::VPNConnection

Alternate mechanism to retrieve this relationship information:
The SelectResourceConfig API accepts a SQL SELECT command, performs the

corresponding search, and returns resource configurations matching the properties.

You can use this API to retrieve the same relationship information.
For example, to retrieve the list of all EC2 Instances related to a particular VPC
vpc-1234abc, you can use the following query:

SELECT
resourceld,
resourceType
WHERE
resourceType ="'AWS::EC2::Instance’
AND
relationships.resourceld = 'vpc-1234abc'

If you have any questions regarding this deprecation plan, please contact AWS ##
[1]. Additional sample queries to retrieve the relationship information for the
resources listed above is provided in [2].

[1] https://aws.amazon.com/support

[2] https://docs.aws.amazon.com/config/latest/developergquide/

examplerelationshipqueries.html),
EventMetadata={})

Java &R

- BXEZEELR , EZH AT Java B AWS SDK APl 2% HealthClientd #9# 0 FRLES,
« AXRWETRHAT DNS EXRNENESRELR , ST dns java, GitHub

BN RBERIEERWAR AWS Health £ Python S HEIE

FREM

ER  RRFIEERXHAE AWS Health £/ Python B4 53z
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https://sdk.amazonaws.com/java/api/latest/software/amazon/awssdk/services/health/HealthClient.html
https://repo1.maven.org/maven2/software/amazon/awssdk/health/2.14.2/
https://github.com/dnsjava/dnsjava

AWS Health RFiERE

BRUIMESE Python 3,
EFH Python R4l
1. MTEAWS Health & 7] AL im T 208 R~ GitHub,

2. SMZEPERIA high-availability-endpoint/python B%.
3. EMTTEAR , WAUTGHS.

pip3 install virtualenv
virtualenv -p python3 v-aws-health-env

(@ Note

X F Python 3.3 REGSHRA , BAILAMFEARNE venv IERRKAUZBERIFE K MEFLE
virtualenv, BEXEZEE , S Python Mt LK veny - SIEERIRE,

python3 -m venv v-aws-health-env

4. WMALT@®S , BUBUEEDIRR,

source v-aws-health-env/bin/activate
5. BITUTEHS , AREKBII,

pip install -r requirements.txt
6. WMANTHTREELRHN AWS £iF,

export AWS_ACCESS_KEY_ID="AKIAIOSFODNN7EXAMPLE"
export AWS_SECRET_ACCESS_KEY="wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY"
export AWS_SESSION_TOKEN="your-aws-token"

7. WMANTHT , UETETR.

python3 main.py
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Example: AWS Health =44 H

ZARBRANIRE R AWS Tk - FRIE-ERXAIEH AWS Health B4, AT HIRE AWS 228
41 AWS Health =14,

INFO:botocore.credentials:Found credentials in environment variables.
INFO:root:Details: {'arn': 'arn:aws:health:global::event/SECURITY/
AWS_SECURITY_NOTIFICATION/AWS_SECURITY_NOTIFICATION_Qe35e47e-2247-47c4-
a9a5-876544042721 ",

'service': 'SECURITY', 'eventTypeCode': 'AWS_SECURITY_NOTIFICATION',
'eventTypeCategory': 'accountNotification', 'region': 'global', 'startTime':
datetime.datetime(2020, 8, 19, 23, 30, 42, 476000,

tzinfo=tzlocal()), 'lastUpdatedTime': datetime.datetime(2020, 8, 20, 20, 44, 9,
547000, tzinfo=tzlocal()), 'statusCode': 'open', 'eventScopeCode': 'PUBLIC'},
description:

{'latestDescription': 'This is the second notice regarding TLS requirements on FIPS
endpoints.\n\nWe

are in the process of updating all AWS Federal Information Processing Standard
(FIPS) endpoints across all AWS regions

to Transport Layer Security (TLS) version 1.2 by March 31, 2021 . In order to avoid
an interruption in service, we encourage you to act now, by ensuring that you
connect to AWS FIPS endpoints at a TLS version of 1.2.

If your client applications fail to support TLS 1.2 it will result in connection
failures when TLS versions below 1.2 are no longer supported.\n\nBetween now and
March 31, 2021 AWS will remove TLS 1.0 and TLS 1.1 support from each FIPS endpoint
where no connections below TLS 1.2 are detected over a 30-day period.

After March 31, 2021 we may deploy this change to all AWS FIPS endpoints, even if
there continue

to be customer connections detected at TLS versions below 1.2. \n\nWe will provide
additional updates and reminders on the AWS Security Blog, with a ‘TLS’ tag [1].
If you need further guidance or assistance, please contact AWS ## [2] or your
Technical Account Manager (TAM).

Additional information is below.\n\nHow can I identify clients that are connecting
with TLS

1.0/1.1?\nFor customers using S3 [3], Cloudfront [4] or Application Load Balancer
[5] you can use

your access logs to view the TLS connection information for these services, and
identify client

connections that are not at TLS 1.2. If you are using the AWS Developer Tools on
your clients,

you can find information on how to properly configure your client’s TLS versions
by visiting Tools to Build on AWS [7] or our associated AWS Security Blog has a
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link for each unique code language [7].\n\nWhat is Transport Layer Security (TLS)?
\nTransport Layer Security (TLS Protocols) are cryptographic protocols designed to
provide secure communication across a computer network

[6].\n\nWhat are AWS FIPS endpoints? \nAll AWS services offer Transport Layer
Security (TLS) 1.2 encrypted endpoints that can be used for all API calls. Some
AWS services also offer FIPS 140-2 endpoints [9] for customers that require use

of FIPS validated cryptographic libraries. \n\n[1l] https://aws.amazon.com/blogs/
security/tag/tls/\n[2] https://aws.amazon.com/support\n[3]
https://docs.aws.amazon.com/AmazonS3/latest/dev/LogFormat.html\n[4] https://
docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/AccessLogs.html\n[5]
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/load-balancer-
access-logs.html\n[6] https://aws.amazon.com/tools\n[7] https://aws.amazon.com/
blogs/security/tls-1-2-to-become-the-minimum-for-all-aws-fips-endpoints\n[8]
https://en.wikipedia.org/wiki/Transport_Layer_Security\n[9] https://aws.amazon.com/
compliance/fips'}

8. BEHE , BRANTHTRERMELM.

deactivate

Python %R

« HX Health. Client WEZFEELR , HZH EA T Python WAWS SDK (Boto3) API &,
- BXRIERPAT DNS EXRNENEZEE , HSH dnspython TEIH EWHRKIE. GitHub

A2 - A AWS Health %8 Java R=HI8 API
BT Java A8 R BIE R AAHLA{L AWS Health B2 LR AR BA XS4 ATANEL.,
T'’ 1 IR EL

FEAMNERFBEES AWS Health API B, ERIERSZ AWS IK7 REEVEM IAM AP E
XY,

B H ¥ 1B1 AWSCredentials 3241 :

AWSCredentials credentials = null;
try {

credentials = new ProfileCredentialsProvider("default").getCredentials();
} catch (Exception e) {
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throw new AmazonClientException(
"Cannot load the credentials from the credential profiles file. "
+ "Please make sure that your credentials file is at the correct "
+ "location (/home/username/.aws/credentials), and is in valid format.", e);

B 2 : ¥1%A1t AWS Health APl & in

FHE—SHHNARICEIERRFKEIE AWS Health ZF s

import com.amazonaws.services.health.AWSHealthClient;

AWSHealth awsHealthClient = new AWSHealthClient(credentials);

% 3% : FH AWS Health A TFIREEHEEM API B1E

DescribeEvents

import com.amazonaws.services.health.model.DescribeEventsRequest;
import com.amazonaws.services.health.model.DescribeEventsResult;
import com.amazonaws.services.health.model.Event;

import com.amazonaws.services.health.model.EventFilter;

DescribeEventsRequest request = new DescribeEventsRequest();

EventFilter filter = new EventFilter();

// Filter on any field from the supported AWS Health EventFilter model.
// Here is an example for Region us-east-1 events from the EC2 service.
filter.setServices(singletonList("EC2"));
filter.setRegions(singletonList("us-east-1"));
request.setFilter(filter);

DescribeEventsResult response = awsHealthClient.describeEvents(request);
List<Event> resultEvents = response.getEvents();

Event currentEvent = null;

for (Event event : resultEvents) {
// Display result event data; here is a subset.
System.out.println(event.getArn());
System.out.println(event.getService());
System.out.println(event.getRegion());
System.out.println(event.getAvailabilityZone());
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System.out.println(event.getStartTime());
System.out.println(event.getEndTime());

DescribeEventAggregates

import com.amazonaws.services.health.model.DescribeEventAggregatesRequest;
import com.amazonaws.services.health.model.DescribeEventAggregatesResult;
import com.amazonaws.services.health.model.EventAggregate;

import com.amazonaws.services.health.model.EventFilter;

DescribeEventAggregatesRequest request = new DescribeEventAggregatesRequest();
// set the aggregation field
request.setAggregateField("eventTypeCategory");

// filter more on result if needed
EventFilter filter = new EventFilter();
filter.setRegions(singleton("us-east-1"));
request.setFilter(filter);

DescribeEventAggregatesResult response =
awsHealthClient.describeEventAggregates(request);

// print event count for each eventTypeCategory

for (EventAggregate aggregate: response.getEventAggregates()) {
System.out.println("Event Category:" + aggregate.getAggregateValue());
System.out.println("Event Count:" + aggregate.getCount());

DescribeEventDetails

import com.amazonaws.services.health.model.DescribeEventDetailsRequest;
import com.amazonaws.services.health.model.DescribeEventDetailsResult;
import com.amazonaws.services.health.model.Event;

import com.amazonaws.services.health.model.EventDetails;

DescribeEventDetailsRequest describeEventDetailsRequest = new
DescribeEventDetailsRequest();
// set event ARN and local value

describeEventDetailsRequest.setEventArns(singletonList("arn:aws:health:us-
east-1::event/service/eventTypeCode/eventId"));

%8 3% : A AWS Health B FIRENEHEEH APl B1E 37



AWS Health RFiERE

describeEventDetailsRequest.setlLocale("en-US");

filter.setEventArns

DescribeEventDetailsResult describeEventDetailsResult =
awsHealthClient.describeEventDetails(request);

EventDetails eventDetail = describeEventDetailsResult.getSuccessfulSet().get(0);

// check event-related fields

Event event = eventDetail.getEvent();
System.out.println(event.getService());
System.out.println(event.getRegion());
System.out.println(event.getAvailabilityZone());
System.out.println(event.getStartTime());
System.out.println(event.getEndTime());

// print out event description
System.out.println(eventDetail.getEventDescription().getlLatestDescription());

DescribeAffectedEntities

import com.amazonaws.services.health.model.AffectedEntity;

import com.amazonaws.services.health.model.DateTimeRange;

import com.amazonaws.services.health.model.DescribeAffectedEntitiesRequest;

import
com.amdescribeEventDetailsRequestazonaws.services.health.model.DescribeAffectedEntitiesResult;

DescribeAffectedEntitiesRequest request = new DescribeAffectedEntitiesRequest();
EntityFilter filter = new EntityFilter();

filter.setEventArns(singletonList("arn:aws:health:us-
east-1::event/service/eventTypeCode/eventId"));

DescribeAffectedEntitiesResult response =
awsHealthClient.describeAffectedEntities(request);

for (AffectedEntity affectedEntity: response.getEntities()) {
System.out.println(affectedEntity.getEntityValue());

System.out.println(affectedEntity.getAwsAccountId());
System.out.println(affectedEntity.getEntityArn());

DescribeEntityAggregates

import com.amazonaws.services.health.model.DescribeEntityAggregatesRequest;
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import com.amazonaws.services.health.model.DescribeEntityAggregatesResult;
import com.amazonaws.services.health.model.EntityAggregate;

DescribeEntityAggregatesRequest request = new DescribeEntityAggregatesRequest();

request.setEventArns(singletonList("arn:aws:health:us-
east-1::event/service/eventTypeCode/eventId"));

DescribeEntityAggregatesResult response =
awsHealthClient.describeEntityAggregates(request);

for (EntityAggregate entityAggregate : response.getEntityAggregates()) {
System.out.println(entityAggregate.getEventArn());
System.out.println(entityAggregate.getCount());
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PR 2% AWS Health

TEEAWS BREFZE, FNAWS FF , BAUZRTENREASHZEBBREALNERMY
ERBARER OMMLZEY,

ZERNMFHEAE AWS 3, REHBEEXFEHRNCZNRZEMNEZTN RSN

s TRE — AWS AERIPE AWS =HIET AWS REWERMLENR, AWS EHERETT L2 6EH
MRS . Third-partyfE RAWS EMITRIEMITRIEMITRIEH —EB5 , T 1HIH EHAM 1= 758 IE 34l
ZEWEXME. ETHEANAMITR AWS Health , S RZEAMITRIRI 28958 B RNEIAWSAWS
REIEEMIT R,

« SIREE-ENRIHEERN AWS RERE, SENNEMBEAZEAT , SRBENSRME, 72
A ERARE AN EEINEN,

R R T H BN IR T SRAE E A B a0 R F 0 B SR AE AR B AWS Health, AT &[G & F i st 1T BB
AWS Health LUE R BN Z 2 MEAM B iR, BEFZI mMAEREM AWS RS KA BY & 2= R R
B8 AWS Health &R,

s FHBIERT AWS Health

- WS HHHEEE AWS Health

. BFMEE AWS Health

. BNAMMEIE AWS Health

« M1 AWS Health

- FHEMIZEHEEZE AWS Health

- PHYECEMNIFIE 2T AWS Health

s UTHEMNEZEHESEE AWS Health

R BT HREIT AWS Health

AWS FEHBENX ER TR FHHBE. NARERTR AWS | ARRPETAENTHEIREMEE
¥4 AWS Cloud, ZERAREF N EEFLEMEN ENRABRIES, LERATEFERRN AWS RS 1Y
Z2HMENEEES. AXRUERLNESEE , FERBERLENRBFEEAWSER. BXEM
BREFEFNER  BEREALERT &S (GDPR) H/b.
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HFHEERF L , RIONEBEUERT AWS Ik ZIEHEH AWS IAM Identity Center 2% AWS Identity
and Access Management (IAM) RENARAF. X , 8MNAFPRREBETHIERIRAMENNR.
REWEBIE AT AR EIE

s NENMNKFFERZESHRIE (MFA)
« FAF SSL/TLS 5 AWS BREE. BAERFER TLS 1.2, B TLS 1.3,

- FAHRE API AP EZI BE AWS CloudTrail, Bx{# A CloudTrail BRERIEHIR AWS JEFIHNEER
BHZ R (AWS CloudTrail BF#ER) REFEAR CloudTrail &,

- FH AWS MZERAFRUREFNFFIERIANZSEH AWS RS,

- FABREEZLERS (HlI Amazon Macie ) , ©EBIT XIMMRI F#1E Amazon S3 HEV U
R

- MREE AWS BEGSTRES APl ##HTH R EELZT FIPS 140-3 RIFMINZER | E6EH

FIPS in . BXATAM FIPS inRMEZER |, B5H (ZERFEELLERA (FIPS) 5 140-3
W) https://aws.amazon.com/compliance/fips/o

BABRWE /N BEESHBER (WEEFNE TR ) RAREHEABANEFR
(MERFR ) ., XBEEEHAT AWS RS E£AESG S AWS CLIL API 3 AWS SDK Bt, EATA
ML EHRAXRZRFRMANEARESTESAT I RIS AT, MREQALRSRE

fit URL , BB WETEEM I B FIEFE BRI ZRS /ATE R,

6k
B M T AR AWS Health MEBIEHE L.

HENERERFERPNEE ( HBEMNRSEREEN AWS IKFE ) MBSHE (#/E AWS
RSP ) . BALMERERERZEMN (TLS) RFERMPNEE , MEAFF RMNBRT BSBE.

AWS Health F2EEFIERDARBIEE (PIl) , SlinE FEpfrbu sz 8|,
BAMmE

FRENFIEHRIEHRBSINE AWS Health £,

&5 N

FIEMBPENFIBEBIEEAL MR P AWS Health FEF MNE,
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ZAEE

AWS Health A X EFEFEEN AWS =ik INZHEN INZZ4A,

) B 2 135 1) &8 AWS Health

AWS Identity and Access Management (IAM) AWS RS T #EIEE R T2 iR HIX AWS IR 15
PR, IAM B G H1E A S 1T S BRI ( BF ) MR (AENR ) F£H AWS Health BiR, &
AILABEA IAM AWS RS , TR X AENTA.

B

*

K

ZX

- EASHHITHHEUE

- EARKEERH

. B{EHE AWS Health 5 1AM B & EH
« AWS Health EF 54 # K8 =5l

o [ABHEE AWS Health 5 3 #1571 R
- FRSHEXAEHT AWS Health

« AWS HEE XK AWS Health

AR

EHEA 753X AWS Identity and Access Management (IAM) A& AR TR

- RFAF  MRETEHEINEE , EMNEERRALERNR (1 ESH R EHEE AWS Health 5317 9
R )

- RSEER  BEAFHREMNRARINRER (FSHIERESE AWS Health 5 IAM BEEEA )

- IAM BER  REATEBHENRIEKR (1ESFHAWS Health ET 540K R R4 )

£ & 02 1T B DI IE

SHRIERE AWS FRASHEIERRN AN, BLTL IAM AF FH3THHRIUE AWS IKFRA
P, EBEEE IAM Ae# 1T ORI,

Identity and access management 42



AWS Health RFiERE

ST LAME ISk B 54 RAVIEPH AWS IAM Identity Center ( 51#0 ( IAM Identity Center ) , B S&FKE
B UEE Google/Facebook iEF , MERE H M B R, BXBRNELZER , 5251 (AWS Ex AF
) PO EREN AWS IKF,

S FRIEFE , AWS 124t SDK M CLI KX ERFITINRZEE, BXREZELR , H3H (IAM AFE
B HMERT APl ERAWS LZ A 4,

AWS Tk 18 F 7

BIER AWS K™ , BRESB— 1B AWS IKF root BFNEREH , ZHDAUT2HRAAER
B AWS RS MR R, BIMNBNEBUAEFARAFHTEERES . AXERBAFRIENGES | 8
25 (IAM fFiEr) PREERASRIENES.

IAM A P~ &F4A

IAM AP RMENMARRNARFEFRENRN — 1540, BUERARNEIE , MIEEFKHEIE
B IAM AP, BXEZER , B2H IAM AFERETHNERARASEAS O RHAFNRS S HRIE
F B AWS i A I B IE B AT 5 o

IAM (HIEE—4H IAM AF , ETERMN AKERAFP#HITNRERE, BEXEZER , 555 (AM A
FIERE) i IAM B E R =46,

IAM A&

IAM BEREERENRNSH , TRHEIRNZEILE. BABIMNAFTRE IAM A6 (ZFHE ) R
A AWS CLI 5t AWS API RERRAB R, BXEZEER , BZH (AM AFERE) FHEEAE
By 5 %

IAM B FERREAFHE, me IAM BFRR, BIKFiGE, BRS 7GR R E Amazon EC2 Lz
THRAREFHEEER. BEXEZER , B5H (AM AFEE) B8 1AM F Y EIK P &R,

fi F SR g E R 13 (7]
SR AWS B SIS ST M INE AWS B RAFRBH TR R KRELT550R

RRRKETONR. AWS EZERAR B BRI IFEXLEBR, KSHEREELL JSON X1y AWS F&
A FREEP. BX JSON KBXHEHNESEE , F2H (IAM B Em) F 8 JSON KR,

EREARE , BYEBNEETAEAARKAE T LT RHIT WL REREEER TR

o
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https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_sigv.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/gs-identities-iam-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage-assume.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage-assume.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#access_policies-json

AWS Health RFiERE

MABRT , AFNAERENR, IAM EE R IAM REFREFIBEEH , REAFTNUE
EXEAE, IAMERKBEUNR , SHRITREMANG ETLR.

|dentity-based B

Identity-based KEEZEM MBS M ( A/, AHAE ) #Y JSON MEREHENAY, XLERMEZH F 57
BRATH ZRE, NMLEFRMITUAREFLAZRATHT. ETHOMCIRET HOREER , B35
(AM BFiERE) FEATT EEARRE L BE X IAM &R,

Identity-based K& AILARRBR RS ( ERRAZNENFHP ) AREERK ( HNBZSN S HHIRIE
B ) o BETHROAEREERBMNABRRE 2 RRITERE , BSH (AM AFER) PHERERRS
NER R B 2 R FEATIE R

Resource-based B

Resource-based K BE 2 &M INEIEIRAY JSON KBE M #, R~HIEIE IAM BEREEEEEF Amazon S3
FHERE, EXFETERNRBNERSY  RSEEA USRI REFSERRENIFR, &
PR T RROREEPIEE I,

Resource-based R 2N T IZBREZ P NERFKEE, EFREEETRFENFRERER IAM B AWS 3£
EXREE,

AWS Health XFE T HRRZM . ERAILUEEMF AALLEERN AWS Health S, flin , ST L6122
— MRV IAM A5 1E AWS Health 26| EARP R4S E Amazon EC2 B4RV KB,

EXESED  H2H AR,
T (B 432 &1 51 5=

mEEHE IR (ACL) 2HHEEME (KFAKA. AFSAR ) AREARKF, ACL EETHRNEKE
KM, BENFER JSON KRB,

Amazon S3 Ml Amazon VPC i@ X#F ACL BIIRS R"¥l. AWS WAFETHABEX ACL NEZEER ,
25 (Amazon Simple Storage Service FF R AR1EFE) HEIAEEZEFIFI&R (ACL ) #%.

AWS Health F3£3#F ACL,
HbREgRFE

AWS LIFHAREERR K XEFHEBALUREEENNERELBTFHRANR
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/acl-overview.html

AWS Health RFiERE

- NRBE -EEETFEHHNRBALURT IAM AP RANE, BXEZEE , 55H (1AM AF
FBEY TR IAM SEERPRD .

- PREIEHIZRRE ( SCP ) — $8E AWS OrganizationsFAMARA L L THRANE, BXEZEE | iF
2% (AWS Organizations FIFF 18R A HY PR S5 15 I SR B .

- WREHIKE (RCP)-RENKFPERERNZEAATANE. BXEZEELE , B5H (AWS
Organizations FAFER) PR EIREFIFKE (RCP)

- SERE -ERNAEIKESAFUEGNSEN |, EASBELRENERERK, BXEZER , #HS
7 <IAM AF1Er) PR SIERE,

S REERE

SN REWRBEEA T —MERE , ERBRREMERNELIRR, BETRESRSHREEE R
WA AWS ER B AVER , 5K IAM AP EE R R T EEE,

B4ES = AWS Health 5 1AM Ei& fE A

EER IAM BB 1F R R 281 AWS Health , 8 571% 7 #ZBRLE ] A K 1AM ThEE AWS Health, E£MH
T #En{a] AWS Health &AM AWS RS 5 IAMBEESER , 58 IAM AFEEHHNE IAM BL&FE A
HAWS BB .

F&:

- AWS Health EF 513K KB
« AWS Health E T &R KB
« ENETF AWS Health #5%

+ AWS Health IAM &£

AWS Health EF 58K

£/ IAM ET 5 OHRE , BUUEEATRELNRENRR , UREEEMHAAZRA T AURIEL
B, AWS Health XIS ERE, FHREMSFAHR, BT HE JSON REHPERANABERLE |, 55
{IAM BFFf5E8) #H#Y IAM JSON KB TESE,

BRI

EERWLER AWS JSON REERIEEHEARIBEMF L, BR2ER , BNEETUANT AR FERITER
1, UREMFARHETRIT,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_rcps.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html

AWS Health RFiERE

JSON REEHY Action TR TA TERKP AFRIEL G RINVRE, ERBHFIESREUARTR
ITRERERRR,

FERITHRBEIREEIR/ER AWS Health EALL T HIZR:health:. flin , EFFE
ADescribeEventDetailsi@id AP| REEEEXREECEHNFAGSENNIR , BREEEXRKFIE
Zheath:DescribeEventDetailsi®fE.

K EHLMSEActionFENotActionTtE, AWS Health EX T B —HIR/E |, XWIRERRT
A LAE R RS HITHES

EESEMEADIEESZD B#E , BERESHENRT , M TR
"Action": [

"health:actionl",
"health:action2"

T MERBES (%) EES MR, fln , EIRELLRF Describe XM ERAE , HEEUAT
8’1,

"Action": "health:Describe*"

E&EE AWS Health #24E51K , 55 IAM A 38R AWS Healthd W E Y21k,
RIR

EE R WLAER AWS JSON REERIEEHERRIBEMF L, 2R , BN EETUANT AR FRITER
1, AREMAAZKHETHIT,

Resource JSON R TR EEMHENAREN — NI Z AR, FAZRESXE , BFEHAE Amazon
TRAW (ARN) BEERR. N TAZERERNBEVIRE , BEABERAS () BRBOMNATHER
Ro

"Resource": "*"

AWS Health EHH#EX T Amazon BIRE T (ARN),.

arn:${Partition}:health:*::event/service/event-type-code/event-ID
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https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeEventDetails.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awshealthapisandnotifications.html#awshealthapisandnotifications-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html

AWS Health RFiERE

Bl , EEIEAPRIEE EC2_INSTANCE_RETIREMENT _SCHEDULED _ABC123-DEF456 B4 , E{EH
LA ARN,

"Resource": "arn:aws:health:*::event/EC2/EC2_INSTANCE_RETIREMENT_SCHEDULED/
EC2_INSTANCE_RETIREMENT_SCHEDULED_ABC123-DEF456"

ERNETHREKFH Amazon EC2 f5EFIE AWS Health B4 , FHEABES ().

"Resource": "arn:aws:health:*::event/EC2/*/*"

Hx ARN XMW EZEE , 55/ A mazon BREZF (ARN) Fl AWS FRE B ZEE,.

R AWS Health BETEXNBERRNIT. EXERERT , ELAERABEAT ().

"Resource": "*"

AWS Health AP| 2 ETTRES R ZNEIR, Bl | iZDescribeEventsi#EIREI B XFH BIEERERLEN
EHNEE, XEKRE IAM AFRPXMEEEFERHEHHNR,

BEERENMEUFEESIAR , BEMAES DR ARN,

"Resource": [
"resourcel",
"resource2"

AWS Health X 2z TR EBHHNFRRENE , B{XZ#FDescribeAffectedEntities
DescribeEventDetailsAPI #4E, BXEZELR |, FSR ET R RMETIRENZHF,

EEFE AWS Health BIREE K EH ARN B35k | ESE IAM B8 AWS Health Y E LR
Re BETHRETUEMLREPIEESNRIERN ARN , iHZH AWS HealthTE LR,

SR

EIE R A LAER AWS JSON REERIEEW ARG RMT L. WHRY , BN EAEATLIMT AR RINITER
&, BAREAARETIT,

Condition TERBENNZRMHEEFVMENIT. BALGIRBERAZEZEN (FlW, FFHN
T ) WEHRER , MERBPNFEEERPVERTE, EEEME AWS £2R&ZHE , F5H
IAM AFEREPHAWS £ 354 £ T XEHA.
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https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html
https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeEvents.html
https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeAffectedEntities.html
https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeEventDetails.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awshealthapisandnotifications.html#awshealthapisandnotifications-resources-for-iam-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awshealthapisandnotifications.html#awshealthapisandnotifications-resources-for-iam-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awshealthapisandnotifications.html#awshealthapisandnotifications-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html

AWS Health RFiERE

AWS Health EXBCHRHRE K TXRHEA—L2RFAMH4E, EEEME AWS 2R&HR , 55
5% 1AM AP EEEHHNAWS £ H&H4 LT XEA,

DescribeAffectedEntities ] DescribeEventDetailsAPI E#4EX
¥fhealth:eventTypeCodeMhealth:servicefH&,

EEEH AWS Health ZAFRIIK , FSH IAM A58 AWS Health R4 HHH. BT SR E
RAFGFRVRENRR , B3 RREELE AWS Health,

=~

EEE AWS Health 2T SO RBEHRA , FSH. AWS Health & T 5 4389 K 7R 5

AWS Health ET &R K

Resource-based K2 JSON REEXH , ATHEREZREATUEMFALZHFTI AWS Health BiIRHK
ITHRLEIRIE, AWS Health TEFHIIEITRAEHNETRIRVWNPEREE, Resource-based KL
WiEZERROEMKFRFEANRE, S alEAETRENEER AT AWS RS HEIEZH AWS
Health =4,

ESABEK/AE , B ENKF R EMKS P IAM ZEEERETRERNERINEEA
HEKFEARRIMBETRRNEBRARBIGEXRIEN —¥ME. HZERANRRVLTTREH
AWS Tk B Et , BOE AR B BEAEZER FIHRIERNNR, BXEET 5569 SR8 B0 2 Sk S %
FRIR. B , MRETHFENRBEQRER —NEKS PN EERTFIHENR , WFEEFANETEHH
K, BXEZFEE , B2 IAM AFERTH IAM B85 Resource-based KK X5,

AWS Health X X #4t X DescribeAffectedEntitiesFl DescribeEventDetailsAPI {EME T RFEM X
B, EBAILAERBEPIEEXLERE , UENMLEZIEASEE (KF, AP, ASHBKSAF ) ITX
AWS Health EHHRITIRE,

=~

EEE AWS Health ETHRVKRBHN R , FSRETHENETRENZN

ENETF AWS Health # 5%

AWS Health T X FiridRFERE T2 8175 R AR,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeAffectedEntities.html
https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeEventDetails.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awshealthapisandnotifications.html#awshealthapisandnotifications-policy-keys
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awshealthapisandnotifications.html#awshealthapisandnotifications-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_compare-resource-policies.html
https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeAffectedEntities.html
https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeEventDetails.html

AWS Health RFiERE

AWS Health IAM A&

| AM A B RER AWS K/ P BB ERRII S,
et EUE S AWS Health

A LAER IR ZIERFTHRESEARIEES , 2K IAM B89 REKF AR, S LUEN
FAssumeRole= Z F K AWS STS API #4ERIR B Bt Z2 £ iF 5 GetFederationToken,

AWS Health X #5 F ImHE B
Service-linked &

Service-linked A 1 AWS BRF 15 R HMRS PR RUARRKREBTHRIRME, Service-linked A& H
MELY IAM KA HIAREFIE, IAM B8R U EE(B T SEER B A EHINUR,

AWS Health XF5RFHEXNACHITER. AWS OrganizationsfRS5 1%

A E N AWSServiceRoleForHealth_Organizations. ZA&&M#HH

R Health_OrganizationsServiceRolePolicy AWS 1T EKHg, AWS IEEXKEE AWS Health SLiFMNH LR
PR E M AWS Ik A B @ES4H.

& 7] LAE F iZEnableHealthServiceAccessForOrganizationi@ EE K F el ZRESHRX AR, B2 , W
REZR I IhEE | W 4M & A iZDisableHealthServiceAccessForOrganizationi1E. ARG , BRI LAE
& IAM #2#1& . IAM API 5, AWS Command Line Interface (AWS CLI) HifriZBE, BXEZER
BZH (IAM AFEm™E) PHERARSHEXAE,

BEXEZER , B5 BSR4 AWS Health =4,

BEAR

BHREATRSAREEERSAC. LABARTFRS HREMERS FHRRURCKRETHRIRE. RS
ABERE IAMIKSH , FRZKFRE, XBWKRE , IAM EERAUERZARHNER. B2, X
B AT RE & P T AR ST RY ZhAE.

AWS Health T REZAE,

AWS Health &£F & 58I K& R4

RIAMBERT , IAM AFPMAESE0EI B K AWS Health RN IE, il ER AWS SR
# A AWS CLI, = AWS API HiiTES . IAM B RAMXTEIE IAM KB | LERNRAFNACE TR
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_AssumeRole.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_GetFederationToken.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://console.aws.amazon.com/iam/home?#/policies/arn:aws:iam::aws:policy/aws-service-role/Health_OrganizationsServiceRolePolicy
https://docs.aws.amazon.com/health/latest/APIReference/API_EnableHealthServiceAccessForOrganization.html
https://docs.aws.amazon.com/health/latest/APIReference/API_DisableHealthServiceAccessForOrganization.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-role

AWS Health RFiERE

B ENEERRNITIHERN AP RE. AfF , EEAMTURFXLERBEM B FEXLNERN 1AM
AP EE,

BT RMAERX LR JSON KEE 62 IAM ET S HONEK , 5K (AM BFERE) 1 &
JSON JET+ L 632 KK

£

- RBSEXE

- fEF AWS Health ##|&

- ATAFEEMAIE SR

- IEFETAE AWS Health X 5k4x# AWS Health API
- ETRGBHNETRENKS

REERIEREK

|dentity-based REERE TEARBAUELNKS RO, 77REISMER AWS Health &R, XA
AJRERE AWS IKFFER A, BIZREEET S HNRKN , FERBUATERMEIN

- JFHAER AWS RE R A RO RENBENR — BEFHOAFPMITERER TR , #EANTS
FEIRAGIRTRRNAWS EE R, ENEMRNRARITR AWS IKF, FITZVEET E LEXS
BRI AWS ZEFRERBRAE-DBINR. BXESEE , HZH (IAM AFERE) F/Y
AWS FEEREW TFRAENAWS FEE KK,

- MASKENXR : A IAM REEEBENRN , BNRFHRITESFAENNR, At , BALE X
ERERHTIUNEBERFRNITWRE , tHWNRENRREFT, BXRER IAM NAXRBRHNESE
B, #EZH (IAM AFiEmE) F8 IAM YRS FER,

« fEF IAM FKREP R4 — SRS E AR ;4807 LA 5K B IS4 SR BR #IX #R 4EF R R 7 8]
Bl |, AR BRI R RIEESAMER SSL A EFIEHER, MERSBRERBIBENSNE
FARY , Tt B BAME R SRR T 30 RS IR AERY T R BR AWS BRSS , a0 CloudFormation, BXE
ZEE , B2 (IAM AF#E®E) 1 IAM JSON KR TE &4,

« £/ IAM Access Analyzer B iEER IAM Kl , UBRN R LS MEMIOEEM : IAM Access
Analyzer 2B KRB B RE , UBRKEHS IAM KEIES (JSON) M IAM HR{ESE
B, IAM Access Analyzer 2 100 ZTRBEREMTIRENEI , URBEHERS BEEMEN
K, BXREZELE , BH2H (AM AFER) FREA IAM Access Analyzer KiiE KB,

- FEZEFOHRIUE (MFA)-TIR AWS IKF BN REFE IAM AP SRAF, , BEHA MFA LIRS X
M, ZEEEA AP BEREE MFA , BT MFA RHEFNBIENERT., BXEZER , S
59 <IAM A $ER) VR MFA RIP APl 51,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html#access_policies_create-json-editor
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html#access_policies_create-json-editor
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html

AWS Health RFiERE

BX IAMHHREIRNESER , 20 (IAM AFER) #1 IAM F R 2 HEXE,

5/ AWS Health 1241 &

E5F AWS Health #2815 , B4ARE —EAKENR, XERNRLAAFEIIHNERTEXE AWS
JKF A AWS Health RN FEAES . MREVENET SO RBLEIFNRENRESK , WTE
NEBZRMEESE (IAM BFRSAS® ) EEETEHA.

P EFRIX SRR AT LAE R AWS Health #2414 |, A UM MELT AWS B X
B AWSHealthFullAccess,

AWSHealthFullAccess KRR FEXAEIN U THREBNWTLIHRINR :

« 59 AWS Health ALFHFIEKF B ASER AWS AL EIhEE
« ¥EIA T AWS Health #2%] AWS Health E1R

« AWS Health API & /EFE 4

- BEEFXRETEN AWS HANKFHER

- EEEEKFNELAEN (OV)

Example: AWSHealthFullAccess

JSON

"Version":"2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [
"organizations:EnableAWSServiceAccess",
"organizations:DisableAWSSexviceAccess"

1,

"Resource": "*",

"Condition": {

"StringEquals": {
"organizations:ServicePrincipal”: "health.amazonaws.com"
}
}
}I
{
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https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://console.aws.amazon.com/iam/home?#/policies/arn:aws:iam::aws:policy/AWSHealthFullAccess

AWS Health RFiERE

"Effect": "Allow",

"Action": [
"health:*",
"organizations:DescribeAccount”,
"organizations:ListAccounts",
"organizations:ListDelegatedAdministrators"”,
"organizations:ListParents"

]I

"Resource": "*"

"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "*",
"Condition": {
"StringEquals": {
"iam:AWSSexrviceName": "health.amazonaws.com"

}

(@ Note

&3 I LA A Health Organlzat1onsServ1ceRolePollcy AWS IEEXREE , SAE AWS

Health AILEFAAPHMIKFNEH. BXEZER , B5R GRZEXHEHT AWS
Health.

X FARFA AWS CLI 5 AWS API (SR, BEFANEREFEZHFHENR, R , IRFHREE
ZEHHITH API RVEME EEC RV R,

BXESER , H2H (AM AFIER) B8 A SRR,
RTAFERMEINB SRR

ZORBIGER T BRI EE |, BLARYE IAM AP EBHM MBI EAS SO RERNIEE R, R
SREERHE LSEERA AWS CLI T AWS API U425 = 5T B R AR IR
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console

AWS Health RFiERE

"Version": "2012-10-17",
"Statement": [

{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
.
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}

IETETAR AWS Health X Z&RAxF AWS Health API

2 H| AWS Health EHGER TFIE AWS IKF, % AWS Health API {i&E A T8 B AWS usiness
Support+, En AWS terprise Support & AWS &—2E it XINKF, BXxEZEE |, H5H .

BRI IAM 0SS (AP, BEARAR ) | RARAXEER TR AWS Health 2 HE AR
AWS Health API #91X R .

KRIMBERT , IAM AP ARG E AWS Health #2 | E AR AWS Health APl, &0 LU R IAM 5K BE B
mEEAMNAR, AR —MNAGKEFAFHEEKS AWS Health SENNR, BXEZELR
BSREH (AP, AMA®) 1AM EEEIR,
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https://aws.amazon.com/premiumsupport/
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/PoliciesOverview.html

AWS Health RFiERE

I IAM AP BE , BAAXERFRESMNFE, R, BT AEAKFRENERTEE
FIENIKF HER AWS Health ER8. AXEZEER , BZRAS T EFENIKS

@ Note

BNEE AWS Health Z2H|ERE IAM AP RBKS FAAE AWS BRSNS ITIRRE SR ix
FENR , XEEETRESFEESRT AWS &R ID , $121 Amazon EC2 L4/ ID, EC2 K4l
IP 3 ak M — i 2 £ @A,

filgn , mWER IAM REE{XEFX AWS Health 2 FIE T AWS Health API B 15 BIFBR , MiZR
MEANAFHABRAUBRATHNER AWS RSMEXTRNAMERFES , BIEHEM IAM X
BE AR eV n R th R Atk

BA LU APl A F AWS Health,

o« NAMKF — BT LAME & WDescribeEvents Ml 2 KK #EDescribeEventDetails RIR XA < & K 7
AWS Health IEHHEE.

. (A400K P -48 0] LUBE BB DescribeEventsForOrganization#l 2 25 KV i
YEDescribeEventDetailsForOrganization RIREVE X /& T IRA LRtk = AWS Health BISEHHE S

BXTH AP BENEZER |, 55 AWS Health APl &%,

BMRE

BT LASF IAM policy B Action JtEIZRE N health:Describe*, X A#FihE AWS Health L&
1 AWS Health. AWS Health & & FeventTypeCode MRE XN B4 M5 R 2%,

1R 15 (7] A BR

ABUERFAE F 5B AWS Health 12 &I E #x f{E{T Describe* AWS Health API #2/ERII R, Hlf0 |
A LREER IAM BB R B AWS Health 33 &IER AWS BEEi2EA Hi8H AWS Health
DescribeEvents APl &4,

Example : 3R 17 (8] 4% BR
JSON

{
"Version":"2012-10-17",
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https://docs.aws.amazon.com/IAM/latest/UserGuide/getting-started_how-users-sign-in.html
https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeEvents.html
https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeEventDetails.html
https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeEventsForOrganization.html
https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeEventDetailsForOrganization.html
https://docs.aws.amazon.com/health/latest/APIReference/

AWS Health

RAriEmE

"Statement": [

{
"Effect": "Allow",
"Action": [

"health:Descxibe*"

]I
"Resource": "*"

H

}

B4 5 7]

BRI 15 (8] AWS Health 32 4IE#RF AWS Health APl, HELREN IAM AR EERES

AWS Health #Z#IEMR AWS EE#ZFIS |, BT EBAEMA AWS Health API #4E,

Example : IE42i5[q]

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Deny",
"Action": [
"health:*"
1,
"Resource": "*"
H
}
HOMm

MREENBAHALUE AWS Health , A5 A5 R AWS Health 81 AWS Organizations #4E.

IAM ZRBEHY Action TEMMBEU TR :

* iam:CreateServicelinkedRole
* organizations:EnableAwWSServiceAccess

* organizations:DescribeAccount

Identity-based & B Rl
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* organizations:DisableAWSServiceAccess
* organizations:ListAccounts
* organizations:ListDelegatedAdministrators

* organizations:ListParents

ETHESN API FTENBYINE , 555 IAM AR M A B AWS Health AP & XV IREFE .

® Note

AT B TR K P FP Y AEAE S RE TG R4 4K AWS Health API AWS Organizations, BXE
2iEE , E3H BKSRE AWS Health B4

S FiH R AWS Health 4842 71 B

AHERFRERFERBHRIARDNBIEMEBENFIERNE AWS Health #1 AWS Organizations R
PR

Example: f2iF AWS Health 484311 B i R 4% FR

JSON

"Version":"2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [
"organizations:EnableAWSServiceAccess",
"organizations:DisableAWSServiceAccess"

]I

"Resource": "*",

"Condition": {

"StringEquals": {
"organizations:ServicePrincipal”: "health.amazonaws.com"
}
}
},
{

"Effect": "Allow",
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https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awshealthapisandnotifications.html#awshealthapisandnotifications-actions-as-permissions

AWS Health RFiERE

"Action": [
"health:*",
"organizations:DescribeAccount",
"organizations:ListAccounts",
"organizations:ListDelegatedAdministrators",
"organizations:ListParents"

1,
"Resource": "*"
},
{
"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "arn:aws:iam::*:role/aws-service-role/
health.amazonaws.com/AWSSexviceRoleForHealth*"
}

14815 8] AWS Health AR 41 E
L BUER B BAIE4E 5 (] AWS Organizations #4E , B AN AMKF 15 E AWS Health iX £184E,
Example: £45 AWS Health 2843 401 & i &) £ BR

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"health:*"
1,
"Resource": "*"
},
{

"Effect": "Deny",

"Action": [
"organizations:EnableAWSServiceAccess",
"organizations:DisableAWSSexrviceAccess"

1,
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"Resource": "*",
"Condition": {
"StringEquals": {

"organizations:ServicePrincipal”: "health.amazonaws.com"
}
}
},
{
"Effect": "Deny",
"Action": [
"organizations:DescribeAccount",
"organizations:ListAccounts",
"organizations:ListDelegatedAdministrators",
"organizations:ListParents"
1,
"Resource": "*"
},
{
"Effect": "Deny",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "arn:aws:iam::*:role/aws-service-role/
health.amazonaws.com/AWSSexviceRoleForHealth*"
}
]
}
(@ Note

MREEZEOHEHBFNROAFIFLESE IAM K, WA ZRBEHHIN AWS Health4$E
TiZRMEH RIS,

ETREMETRENTH

AWS Health X3 DescribeAffectedEntitiesFl DescribeEventDetailsAPI #/EH | AM 5. R LAE

AETRBENEENRGRIES AWS Health API AP, BERBEEENEH,

Ht , iEEE IAM policy B Condition BIERIMIZE Resource TR, BAIUERAFHFRZLERKRE
FIET4HE AWS Health B4 FERHTHER,

R IEE AWS Health E4F8Y , ATMERN T FER
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https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeAffectedEntities.html
https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeEventDetails.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html#Conditions_String

AWS Health

RAriEmE

* eventTypeCode

* service

¥ =
=

Ny

®

« DescribeAffectedEntitiesFl DescribeEventDetailsAPI 4 X EBRHENR. Hlan

BIRREE , RVFEIELEETE AWS Health S,

« DescribeAffectedEntitiesForOrganization®l DescribeEventDetailsForOrganizationAPI #

P EFFERENR,

- BREZER,

#Ho

& AT LA

B (RESENSE) P AWS Health API FIiBEHRIEE, BBRMEZHE

Example: Action-based K%

ABEFRRYFIHE AWS Health #&IE4#RF AWS Health Describe* APl #&4E , BIE4HRIE[S
Amazon EC2 #85% AWS Health 8= 4.

JSON

"Version":"2012-10-17",
"Statement": [

{

"Effect": "Allow",
"Action": "health:Describe*",
"Resource": "*"

"Effect": "Deny",

"Action": [
"health:DescribeAffectedEntities”,
"health:DescribeEventDetails"

]I

"Resource": "*",

"Condition": {

"StringEquals": {
"health:service": "EC2"

}

Identity-based & B Rl
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https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeAffectedEntities.html
https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeEventDetails.html
https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeAffectedEntitiesForOrganization.html
https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeEventDetailsForOrganization.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awshealthapisandnotifications.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awshealthapisandnotifications.html

AWS Health

RAriEmE

Example: Resource-based A%

UTXREEMHBENME , BFH Resource TE,

JSON

"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"health:Describe*"

1,

"Resource": "*"

},
{

"Effect": "Deny",

"Action": [
"health:DescribeEventDetails",
"health:DescribeAffectedEntities"

1,

"Resource": "arn:aws:health:*::event/EC2/*/*"

3]

Example: E#TypeCode &4

W BEF BRI FiHE AWS Health 2 4IE4#RF AWS Health Describe* API E&/ERAR |, {BIE4 5 R

£ 52 LB AWS Health eventTypeCode I ZEHAWS_EC2_*,

JSON

Identity-based & B Rl
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AWS Health

RAriEmE

"Version":"2012-10-17",
"Statement": [

{
},
{
}
]
/A Important

meE
=4, M4 HBAccessDeniedExceptioniiz, BXxEZEL

"Effect": "Allow",
"Action": "health:Describe*",
"Resource": "*"

"Effect": "Deny",

"Action": [
"health:DescribeAffectedEntities",
"health:DescribeEventDetails"

1,

"Resource": "*",

"Condition": {

"StringlLike": {

"health:eventTypeCode": "AWS_EC2_*"

}

Health &4 Fi5 AR,

B FEHEE AWS Health &4 117 8] £ R

FEAUTEERSHNEELEEHR AWS Health F1 1AM B aJ 8E@ S 89 % I [8) & o

ES ]

o BRENEUTNERITERIE AWS Health

o« BEAIIT iam : PassRole

- BEREFENHAEH

s RR—BREELRL , BAWHM AR AWS Health

18 A DescribeAffectedEntities Ml Describe EventDetails & E{B ToA ik |8 i% AWS Health

BS RFEHEE AWS

B BEHEE
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https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeAffectedEntities.html
https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeEventDetails.html

AWS Health RFiERE

« BBAWTRIUANAZEA AWS IKF 15 R KA AWS Health iR

BRENEUTLENITERIE AWS Health

MR AWS EEEF A FIFEETNHTEIRE , WLAARREER TR, EBEARERHAR
FEMBEHAR,

HAPFENER AWS Health #2HIE R AWS Health APl #1468t , Bia
PlAccessDeniedExceptiontiix.

EXMERAT , AFNERRMVAEFRRBUA TR B,

AWS Health APl EERBAWS & #H8 B AWS usiness Support+, E AWS nterprise Support 5 AWS
Z—EZEitH. MBEEREE AWS Bl F#&F+, En AWS terprise Supports} AWS & —izE it XY
WA AWS Health APl , N 2IREISLA T 5% : SubscriptionRequiredException,

LA AT iam : PassRole

RN E| —MNEIR | REBTHINIT iam: PassRole B , A TMEFHFEBRUA TG ABER
¢, AWS Health

BE AWS S A ERIAEAGKEAL1ZRS , MARCRMNBSACIRSHEXAR, it ,
BYMEB R A ELERSHINR,

ZHE N marymajor B IAM AP ZHERAEG A 1E AWS HealthhITIRIER , @ RELLT RHIEE
%o BR , RELANEERFAGHBTFHNRT AIHRITIHRE, Mary TEEFABKETRFHN
BRo

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EXMBERT , DAEFH Mary B KBELL 1T iam: PassRole #&1E,
MBRETHE  EBHIALENWAWS BER, ZHNEHER 2EMEREITN A,
REEEFR G R ZRH

EOZ IAM AP RZARE , EUUENEFENTEZES D, BR , KX EBEEENWEHRE
He MREEXRTRAERNA , WLMEIE—NHHERBHN,

mBEHEE 62


https://aws.amazon.com/premiumsupport/

AWS Health RFiERE

HRZAETEME D : R4 ID (5120 AKIAIOSFODNN7EXAMPLE ) M# &5 R 248 (B4
wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY ) . SRAFBMBWE—# , B4 ERER 7R
240 ID MBBRFRZBENERRNITEHRRIE, BNAFBMNBL—F , ZE2ERHE %A,

/A Important

BAERF=FREFRBH , AMERN THBPRIEHIEHS ID b7, BEXHM
&R BAR F A A K A5 RGN BR AWS K F o

umoR G HBANE | RELETAGHEEE D AREYASAREE— N Z2ME. REVHH
FENELUREH TR, MEEAT LORBHERS , AXHN IAM B FIH0HREE. £
BSTRERMFNBE. NRECERIES , ULTHEB - BEN , AEBEoRFNSES., B
BRS WS IAM AR R EE 5.

RKE—REELG , BARiFHAM AR AWS Health

ERFHAMAE AWS Health , BXAOFBZHRNARSINARFE TR WREA AWS IAM
Identity Center EEARFMNARRF , MA@ AP HA D BENRERE L HFENRERG. NRES
B0l IAM REEHFHIBESARRNAREXERN IAM A, BEXESZER , B5H (AWS
IAM Identity Center A 1ER) HRHNES.

WMRAKFEA IAM Identity Center , MIARMAFTEHFHARARNARFCIE IAM X&E ( AFRSA
), RE , BUTUGREHINESSE | LMETE AWS Healthdh I ERFIEBMNNR, BFNRE , [
AP MARFFAARRBHEIE, MITNERXEEIERR AWS, ETHREXSE IAM AP, 4.
RKEMNRNEZER , HZH (IAM AFERE) M IAM S48 1AM Y REE R R

BAB AT A A AWS TKF 15 E) A AWS Health BIR

ZatE—- 1A , UMEAMKSFPHNAFREALNANARTUERZAGKILRIEN TR, &7
BUEEEESEY , AURAAR, XTXHETRFEMNRBEHTEEHZIR (ACL ) KRS , E7 2L
150 R 3 L6 SR 1) A 53 3% T X AR B IR Y 1 R0 A

ETHRESZER , BZRAUATREA :

« ETHRER AWS Health XIFXEIHEE , §SRIRESE AWS Health 5 IAM BL& .

- ETHMMIRENERENTRNBRENR AWS IKF |, 55 IAM AP EET R EEHEE AWS
KBS — 1AM B R R R,

B BEHEE 63


https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-identifiers.html#FindCanonicalId
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html#Using_CreateAccessKey
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html

AWS Health AriEE

- ETHRNMEE=FRENSHRROIGRENE AWS K, BZSH IAM AFERTHNEE=51R
HIFER, AWS 0K

- ETRUNMED S BRERIERMIGENRE , H2H (AM AFERE) PR ALINABEHRIEN
AP ( BRBRERIE ) REHRNER,

- ETHRERAACNETRRENRBHTERSFEZEANES , E560 (AM BFER) #1 IAM
HR Y BB K P 3 R 1A [ o

FREHEKXBEHT AWS Health

AWS Health 8 AWS Identity and Access Management (IAM) fREHEX AR, RESHEx<ABRE—T
E2EEXBRN IAM S21H4E3ER, AWS Health Service-linked B HE X AWS Health , 23
ZRS A B RAHAM AWS RS ACRFTENFTENIR,

BRI ERARSHEXABHITIRE , AWS Health SUBRFZHRIMLERNER. AWS Health B HAR
SHXABHNR , RIEZEENL , BN AWS Health ReeiBFHA®, EXHNNRIIFEEERBENN
PREREE , AR REF I EMEA ELAh IAM SEAR Y AN PR KBS

Service-linked I & &R AWS Health
AWS Health EFNMNERFZMERNEE -

« AWSServiceRoleForHealth_Organizations— It & &{5{F AWS Health
(health.amazonaws.com) RE&HE AWS RS AR, METLHAEHN
RHealth_OrganizationsServiceRolePolicy AWS & XKL,

- AWSServiceRoleForHealth_EventProcessor— Lt & &{S4F AWS Health BRSS E 44k
(event-processor.health.amazonaws.com) REEEFZAR, HETLHAERKH
EAWSHealth_EventProcessorServiceRolePolicy AWS EEF K, REEEFERIZARN
AWS EH4 M A iR 617 Amazon EventBridge FEEH N, StHN 2FFERRDEEE ENEHK
F4&1E AWS K- 2S8Rk 7 P f At 3249 AWS Health,

BXAWS TEXHBNEZEE | HSHRAWS WIEE XK AWS Health,

N BIERSZMAXEE AWS Health

BT E B2 AWSServiceRoleForHealth_Organizations BREHx< A, HEE
FEnableHealthServiceAccessForOrganizationi®4ERT , AWS Health &7E0K = #9881 2 1t R 5548 <
At,

BRARZXRAR =


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://console.aws.amazon.com/iam/home?#/roles/AWSServiceRoleForHealth_Organizations
https://console.aws.amazon.com/iam/home?#/roles/AWSServiceRoleForHealth_EventProcessor
https://docs.aws.amazon.com/health/latest/APIReference/API_EnableHealthServiceAccessForOrganization.html

AWS Health RFiERE

B ARIENK P B F 3 63 AWSServiceRoleForHealth_EventProcessor [REHEX AR, BXEZE
B EZH IAM AFiERE AR BRSEXAE,

N RERSHEXA® AWS Health

AWS Health TR FEHFEERSHEXRAR, FRERZSHEXACGRE , BT EEXAGHER , AT
REZHIASIAZAR, A, BUUER IAMREACHEHA, BEXESELR , H2H (AM A
FiEE) PHERBERESKERAE,

HIER B9PRSS AR A AWS Health

E 1l BRAWSServiceRoleForHealth_Organizations & , 24158 A
ZDisableHealthServiceAccessForOrganizationi&4E, AR5 , BAILUES IAM #2515, 1AM API 5
AWS Command Line Interface (AWS CLI) HifRiZA &,

E I BriZAWSServiceRoleForHealth_EventProcessor& & |, iFBt R AWS i HERMI1SEN ITE
MEM AWS EHRNABE F R, TRUEERERE , BaLUBN IAM #2414, IAM API s E M AWS
CLIMIBR{E—At,

HXRER
BXREZER  H5H (IAMAFER) PWEARSHEXAE,

AWS WYL E K BE AWS Health

AWS REXREZHAEZMEREAINIL R AWS, AWS RERMEEN TS ELABIRHNR , LUE
LA N AF, AFNABDERR,

FHicE , AWS RERBURFISANENBERFR TFRENRNE , BAEMNAHME AWS FF £
M. BMNBUBEIEXBETEARINE S EERHRRRE —SRDNR.

BT EEH AWS HERBPE LR, MR AWS B AWS RERBPELHNR , MEHFLE
I ZREATXBRNATEERASH (AP, ANABE ). AWS REAREERIFHN API HIERS A
LUERH AWS BRSS B API BRAERS 3T AWS FEE XK

BXREZER , F5H (AM BFER) B AWS EE A KK,

AWS Health EELLTIEE XK,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#create-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#edit-service-linked-role
https://docs.aws.amazon.com/health/latest/APIReference/API_DisableHealthServiceAccessForOrganization.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#customer-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies

AWS Health ArfEm
B

« AWS IEE KB : AWS Health_EventProcessorServiceRolePolicy

+ AWS EE KB : Health_OrganizationsServiceRolePolicy

« AWS EE X B . AWSHealthFullAccess

« AWS Health E#HE| AWS HEE KK

AWS IEE XKL : AWS Health_EventProcessorServiceRolePolicy

AWS Health f# FIAWSHealth_EventProcessorServiceRolePolicy AWS &R I, It ITE KM in
Bl AWSServiceRoleForHealth_EventProcessor REXEAR, ZERBATFRSHXACRKHE
TERIRE. BTREEFUREEMINEZE IAM £k, BEXEZER , HSR BRSHEXAEHAT AWS
Health,

RERBEBLITNER , AWS Health /215 E AWS E44 0 AR Amazon EventBridge MM,

R FHE R

ZERBIE U TR,

« events— #HRFMBR EventBridge MM , FH A EFHix LEH N A B ¥R,

JSON

"Version":"2012-10-17",
"Statement": [
{

"Condition": {
"StringEquals": {"events:ManagedBy": "event-

processor.health.amazonaws.com"}

},

"Action": [
"events:DeleteRule",
"events:RemoveTargets",
"events:PutTargets",
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https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/aws-service-role/Health_EventProcessorServiceRolePolicy$jsonEditor

AWS Health RFiERE

"events:PutRule"

]I

"Resource": "*",

"Effect": "Allow"

},
{

"Action": [
"events:ListTargetsByRule",
"events:DescribeRule"

]I

"Resource": "*",

"Effect": "Allow"

}

BRI ERBOERIIK , 55H AWS Health EFE AWS FEEEK.

AWS IEE XK : Health_OrganizationsServiceRolePolicy

AWS Health f# A Health_OrganizationsServiceRolePolicy AWS B R IE, LthitEREEH NZ
AWSServiceRoleForHealth_Organizations [RFXEAR., ZXBATRSHERABGHNET
FRIRE, BRBEFIL KRB MEEHN IAM 2k, BXEZER , B0 FRFEXACHT AWS
Health,

LR BE R FHIINPR AWS Health 7215158 Health Organization # @ FTFER AWS Organizations ¥ 4115

/N0

RRFAE R

SR EE A TRR,

« organizations— BRI~ AWS Organizations A& B A5 Organ AWS AR% izations —i2
ERARKS,

JSON
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https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/aws-service-role/Health_OrganizationsServiceRolePolicy$jsonEditor

AWS Health RFiERE

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"organizations:ListAccounts",
"organizations:ListAWSServiceAccessForOxganization",
"organizations:ListDelegatedAdministrators"”,
"organizations:DescribeOrganization"”,
"organizations:DescribeAccount"
1,
"Resource": "*"
}

BRI ERBOERIIK , 55H AWS Health EFE AWS FEEEK.

AWS IEE KL : AWSHealthFullAccess

AWS Health fEFHAWSHealthFullAccess AWS BRI, ZERBEIXRFRME (IAM AFSRAR ) 1hE
AWS Health 25N R. BEXEZELE , B5H FH AWS Health 5|4,

RERFHER

ZERBEBEU TR,

- organizations— B A ZE A AWS Health AL FFIEIKFH AWS HLANEINEE , HEFEEK
PR (OU)

« health— A AWS Health API 32 4EF& A
« iam - B|Z8EE T AWS Health REH IAM B &

JSON

"Version'":"2012-10-17",
"Statement": [
{
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https://console.aws.amazon.com/iam/home?#/policies/arn:aws:iam::aws:policy/AWSHealthFullAccess$jsonEditor

AWS Health

RAriEmE

"Sid": "OrganizationWriteAccess",

"Effect": "Allow",

"Action": [
"organizations:EnableAWSServiceAccess",
"organizations:DisableAWSServiceAccess"

]I

"Resource": "*",

"Condition": {

"StringEquals": {

"organizations:ServicePrincipal”: "health.amazonaws.com"

"Sid": "HealthFullAccess",

"Effect": "Allow",

"Action": [
"health:*",
"organizations:DescribeAccount",
"organizations:ListAccounts",
"organizations:ListDelegatedAdministrators",
"organizations:ListParents"

1,

"Resource": "*"

"Sid": "ServicelinkAccess",
"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "*",
"Condition": {
"StringEquals": {
"iam:AWSSexrviceName": "health.amazonaws.com"

BARANEBHNERIIEK , S H AWS Health EFE| AWS FEEERK,

AWS WIEEKRE AWS Health
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AWS Health RFiERE

AWS Health E#E| AWS IEE RS

BE AWS Health BIZIBRESHFHBRBEFXEEHRLRK AWS TEXBEFNITMAER ., ERESAEXLETH
ERWBIRR , BITHE AR 5185 AWS Health TUHE EA RSS iR,

TRERT B 2022 F 1 A 13 HUAXR AWS Health BFERBNEEEHT.

AWS Health
B iR H &A
AWS IEE R : AWSH AWS Health 2¥F1% 2023 £ 10 A 16 H
ealthFullAccess - I AXKRE  AWSHealthFullAccess B3R
W EF ¥ B %l AWS GovCloud (US)
Regions 9 E it X,
AWS £ E X : Heal AWS Health 7007 #THY AWS 2023 F 7 A 19 H

th_OrganizationsServiceRole ~ Organizations #4E , 2 FIR

Policy — X148 K& H B #T SHXABERTUEZERE
AWS Organizationsf& F3 #9
F# AWS RS

EXBHERAE AWS Health £ & K&K E X 2023 %1 R 13 H
BE.

ZFEMIEE AWS Health

BEIREFMHEM AWS BARERNOUTEME, THAMMUENEEAKI P, AWS Health AWS 121
LIT%# T B AWS Health , &%, REEBEHEE YN REUEE

« Amazon 2328 CloudWatch#5 28 H AWS BIRMEZ1T AWS N AEF. & ANERNRRE
¥, BIEEENHEFIER , UARIEEERUEIEEWIERIAEEIEE RN R EN B AE R ZEETE.,
filan | &AL CloudWatch BRERIE D #ha# 14 it B = (Amazon EC2) 3E4ify CPU AR HMEHR |
HEZEENBFBHFEH., BXEZEEL |, iS5 Amazon CloudWatch 1§,

« Amazon EventBridge 12 7 #iR AWS BRZE(LHIAE FERNPWREEHR. EventBridge ZHEH
RIWENITE, BAURERAN , UERELEEANEXEEHRENEHAM AWS RSP iAB
WRE, BXEZER , BSHR BUHPHEH AWS Health 531 5% & 4E EventBridgeo
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/

AWS Health RFiERE

« AWS CloudTraili#i3k B IE R K P~ SRR IEH AWS IKFHITH APLRAMEXES |, HEFEEXH
£ 5 B 1838 E WV I 70 2] 28 174 AR S% (Amazon S3) Service 1248, &0 LR B HRLE A /= bk P 3% 7
TEIEAWS, &HFIUETR IP it AR FFIULEMNRE. BXESZEER , HS AWS CloudTrail

CAFE®E) -

BXEZEER | BSHE WiE AWS Health,

B E MM IE AWS Health

ETHREBETRESAUXNEE , FZHAWS RF “ZEEA XIS HTE" ", RERFEERN
BHEMITR. AWS RS AXx—KREE , BSHAWS SMITHAWS,

EAEATRE=FFIHRE AWS Artifact. BXESEL , BSHTH “FRIRE FH “AWS
Artifact,

BIEMFER AWS RS N EARTERTENBIENBRMY, RLOTNENBRURERWERNE
M, BXREEFEAFNNEAREINEZFEE AWS RS |, FSHEAWS T4 #4,

F 1T AWS Health

AWS £k EfRERE S AWS XEEMTAXMEN, AWS XERAS N EREMBEEN A
X , XEAXBELRIER, SAHENSERRNNEREE, MATAHAX , BHL0EITHREETH
Xz BFTCH Mt B SEMAREBAONARFNREE, SAENENRSINMNREFROLEMIZREMEL
TAXEEESHITRAYE., REEINTT EM.

AWS Health E4EZANTRAXPFENES, XA LT EARETLUES Health Dashboard 3 AWS
Health APl ##4EiF R T4, AL AWS Health B4 A4 FH 90 KNEESH,

BX AWS KEMATHAXNESFEES , FSHAWS £ REMIRE.

PRy EMIEREZ S AWS Health

ER —IEERS , AWS Health 2| {Amazon Web Services : Z2 HEBIR) B EP FERH
AWS 2K B Z =R FHIRT

BRI LAER AWS EX K APl A AWS Health B M &# 1715, BRIRSNZEERELTSYE
B (TLS ) 1.0 RESMRA, BIWWEA TLS 1.2 RESMA., BEFHESAZFEETLHRRE
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(PFS) WEBEH , HlanEE R (DHE) M E f L = E W Diffie-Hellman (ECDHE), Diffie-Hellman
REBIARRE (W Java7 REBMRAE ) BIIFXLERN,

W, BAERGRIZL ID 5 IAM EERBRHBRHEBARNBERHITER, 2E , ETUFEH
AWS Security Token Service ( AWS STS ) £ K IfAt Z 2 F RN BFRFITER,

H Y L & FDRE 20 # AWS Health

BLEM IT 2HHE (RNWEF, ) #£E AWS iR, BXEZER , FSAIRE AWS HEER,

LT AHNZE&ESRE AWS Health
BS UL TERANRESSE AWS Health,
N AWS Health A F AJgEM R AKX PR

BEX APMAEASK/NAFRRENRE  EFEFENREN. Fm , L7 L% AWS Identity and
Access Management (IAM) f FF 158 Health Dashboard, B2 , B RER AR —AFEARZAN
AWS Organizationsf¥ /8

EXEZEER |, 5 AWS Health ET 54 E & RH,

#& & Health Dashboard

Health Dashboard 2 &R EZWIK SR ARERF , ABEAEENENIK SN ARFNES. 5
m, BERRKEEXRFENE4EL , MFEEEHH Amazon Elastic Compute Cloud (Amazon
EC2) =41,

BXREZER  F5H FHEAIRE AWS Health #2HE R,

&£ AWS Health £ Amazon Chime B Slack

A LL AWS Health SEIR T EERK, ixXFhEE R 7] 1R &80 F BASE Bt IR R B < AWS Health E4/YE
H, BXEZEE |, BSHHPMWAWS Health T & GitHub,

W88 AWS Health events

&AL AWS Health 5 Amazon E CloudWatch vents 5% , A ERNESESHRIEMRN ., 2 Events &
N E SEEHN B CloudWatch BEHAT , BAEWEBIBH , RS ULREER, CloudWatch E42
E# Region-specific , E It S XM ERI R AREF HEM BT EN XB P EE RS

i & MR 24 72
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https://aws.amazon.com/compliance/shared-responsibility-model/
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HEREEERT , TEBE AWS Health SN XE., RHEIAXPER , RIABRT , BHREXER
B (BEERILMILER ) X HM, EAIBELXEHIRE CloudWatch - , SIARKEZEX LS4,

miTIX

BXEZER , B LU EHS AWS Health 5T 5% & 4 EventBridge.

WMES AWS Health events 73



AWS Health RFiERE

Bk SR 4E AWS Health E4

KRINBRT , B LAEA AWS Health EF £ AWS Ik~ AWS Health 9S4, MR EEH AWS
Organizations , & AT ATEBNMNALFEREF AWS Health B4, £ L Ihae aT LA R 5 84Nk
BREHERNES. BUUERAKESKREFTRHE AWS X, KFMBRSHHEH,

BUUREEN  BEAAPIRESHEENKSIRERSFEBEM. ERETUERZES &
ALARNEHEENENCERET E4. EALLIHAERTLARER T8 AWS RFEHRENEE , LR
EAREEEHMHNBER,

o

REMERER ‘ZREER" EeH AWS Health AR BN ENREXLERAKS . XEEZEH
BARTSLE B 15 R AR R H AWS Health S, SR MERAZREE R HERGIEEKS |, Bt H
BAR L ABAIXS AWS Health 4 REITIFTERI AT 1%,

/A Important

« AWS Health REEZH A , NELRFNKF A EZNEHRLEREALMBH |, HEAHEX
90 X , BiMfEEHAR — N BAKFEFRNAL B0t

« HLAEHE 0 RNAA , RELBEMBER. XMEHAFRERS

TR

ERERMEZH , UM

- MAEBRRAMENENALRN—R.

« LU AWS Identity and Access Management (IAM) AF B3 EFZEEBKF REE IAM B,

B AEAERKFHFNRAFSOER (THE ). BXESZEE , H2H IAM AFiERTF
MBIE AWS Ik AR A P 5 R 240

o WMRELIAM AP BHEF , BEAFIHRNERT AWS Health 1 Organizations R4EHY 1AM
policy , f5l#n AWSHealthFullAccess Kl&, BEXEZER , HSH AWS Health ET S HH R T
Bl

£

- ERELANE
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_getting-started_concepts.html#feature-set-all
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#lock-away-credentials
https://console.aws.amazon.com/iam/home?#/policies/arn:aws:iam::aws:policy/AWSHealthFullAccess

AWS Health FAF $57
- EFHAAUE

- ZERALIE

- EEALNEREERUE

ERALRM
SR BAER AWS Health #2414 & & AWS BAF K RESH,
P AWS %35 ERIITE AWS Health HIAPEEAANE , TBEXHTNRA,

(@ Note

MRAFRAFPIHREEKF PRI IhEE | N4 EE W AWSHealthFullAccess K& 2
ENPR, BXEZER , 1§55 AWS Health ET 5408 KB R=H1,

Enabling organizational view (Console)
BA LA AWS Health Z2HI8EAALANE., BAMBEFETE AWS ALANERIKS,
BEFBALH AWS Health ZHIHEHR
1. fEhttps://health.aws.amazon.com/health/ZR BT FF AWS Health 32 &I E 4R
2. ESMBEKRNENELZTIRORT , EREE.
3. EERAHALURTEL , EREAALUE,
4. (k) MREX AWS ALAHITER , fIGIRALHE( (OUs ) , BEFREE AWS

Organizations,

BXEZER |, HZ (AWS Organizations A8/ PRI EEA AWS Organizations,

@ E=

« 5A AWS Health AAHEE , IBKSMBEEREEAET , AT E/Lo TR
Blo BRI LAXM AWS Health 2% 58 , HEBERE , RAESETESFEFZERETN. HEE
TRRES (EERAZYECHENRESS ) RKIURFE 24 M FRERELN
ALAME T,
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https://console.aws.amazon.com/iam/home?#/policies/arn:aws:iam::aws:policy/AWSHealthFullAccess
https://health.aws.amazon.com/health/
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_tutorials_basic.html
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- WREH B AWS usiness Support+, En AWS terprise Support 3 AWS Unified
Operations it , M AT L @A DescribeHealthServiceStatusForOrganizationAPI 1 #E3k

KEREZHRS.

- BALINEESS , EHHealth_OrganizationsServiceRolePolicy AWS & FKHE
E’JAWSServ1ceRoleForHealth _OrganizationsfRSHEXAGRHMATHLA+TNE
BKF, BXEZEE , 52H FERSHEXAEHAT AWS Health,

Enabling organizational view (CLI)

& T LAE A EnableHealthServiceAccessForOrganizationAPI 45 A LM A

YRATLAE A AWS Command Line Interface (AWS CLI) Si#R B & B4Rk F X MR E,

(® Note

» A ENL, b A DSl 2RI B A AWS Health AP,
« BUEARERE (HFRILMIE ) XK So

Example

LUF AWS CLI S S [ £ 889 AWS kP /3 Atk Thee, BAIUMNEEBKF KM ITEEESRMENR
HAERHKFERALT S,

aws health enable-health-service-access-for-organization --region us-east-1

AR RHIVE A EnableHealthServiceAccessForOrganizationAP| ##4E.

Python

import boto3
client = boto3.client('health', region_name='us-east-1"')
response = client.enable_health_service_access_for_organization()

print(response)
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https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeHealthServiceStatusForOrganization.html
https://docs.aws.amazon.com/health/latest/APIReference/API_EnableHealthServiceAccessForOrganization.html
https://aws.amazon.com/premiumsupport/plans/business/
https://aws.amazon.com/premiumsupport/plans/enterprise-onramp
https://aws.amazon.com/premiumsupport/plans/enterprise
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RAriEmE

Java

BRI ER T Java 2.0 lRAE) AWS BT R TEIBTUTRHAL,

import software.amazon.awssdk.services.health

import software.amazon.awssdk.services.health.

import software.amazon.awssdk.services.health.

import

software.

import

software.

import

software.

import

software.

amazon.awssdk.services.health.

amazon.awssdk.services.health.

amazon.awssdk.services.health.

amazon.awssdk.services.health.

model.

model.

model

model.

.HealthClient;
HealthClientBuilder;

model.ConcurrentModificationException;

EnableHealthServiceAccessForOrganizationReques

EnableHealthServiceAccessForOrganizationRespon

.DescribeHealthServiceStatusForOrganizationRequ

DescribeHealthServiceStatusForOrganizationResf

import software.amazon.awssdk.auth.credentials.DefaultCredentialsProvider;

import software.amazon.awssdk.regions.Region;

public class EnableHealthServiceAccessDemo {
public static void main(String[] args) {
HealthClient client = HealthClient.buildex()

.region(Region.US_EAST_1)
.credentialsProvider(

DefaultCredentialsProvider.builder().build()

)
.build();

try {
DescribeHealthServiceStatusForOrganizationResponse statusResponse =
client.describeHealthServiceStatusForOrganization(
DescribeHealthServiceStatusForOrganizationRequest.builder().build()

);

String status =

statusResponse.healthServiceAccessStatusForOrganization();
if ("ENABLED".equals(status)) {
System.out.println("EnableHealthServiceAccessForOrganization already

enabled!");

retuzrn;
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client.enableHealthServiceAccessForOrganization(
EnableHealthServiceAccessForOrganizationRequest.builder().build()

);

System.out.println("EnableHealthServiceAccessForOrganization is in
progress");
} catch (ConcurrentModificationException cme) {
System.out.println("EnableHealthServiceAccessForOrganization is already
in progress. Wait for the action to complete before trying again.");
} catch (Exception e) {
System.out.println("EnableHealthServiceAccessForOrganization FAILED: " +
e);

BEXELER , FSAEAT Java 2.0 WAWS FATEAF A5 ARIEE,

BRALLINEERR , EAHealth_OrganizationsServiceRolePolicy AWS FEE K
AIAWSServiceRoleForHealth_OrganizationslRESHEXAENNATHLARNEREK,,

® Note

FERALDER—IRIIE , FENVANBITETR. BAIEA
ZDescribeHealthServiceStatusForOrganizationi2 /E3R 1 Z 3 2 A IR A

BEFHLAN
SEETLAE AWS Health #2414 EE AWS AT RESH.
P AWS 235 EEISTE AWS Health 244 FEEANNE , TBXAIARA,

(® Note

MR AFAFHRIEEKS PR LEThaE , N4 8 % AWSHealthFullAccess FREZ
EWNR, BEXEZEL , 55 AWS Health ETF 541K & RHI,



https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html
https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeHealthServiceStatusForOrganization.html
https://console.aws.amazon.com/iam/home?#/policies/arn:aws:iam::aws:policy/AWSHealthFullAccess
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Viewing organizational view events (Console)
FERALUESRE , AWS Health 2E RALRPRBEKFHNEITRRASEMH.

H— MK IMAZALRR , AWS Health 2 BaFZIKFAMBIALAREH, HENKFSBETE
AN, ZKFPRHEAFAIBIERIALAAEBS, B2, AFEHRRE  £NAUENRE
1, EEEE 90 RER#l,

AWS BEERKFRAERZBE , FKFHBEREERE 90 X, 1 90 RERE R, AWS
TK AT BRZ K 7= B9 PR B R B 2 dE

- I RAERIARE 90 KU L , AU RERFR, BETUFERWE EventBridge SLNIEY B E X
BENKILERIFMHE S3 FHEP.

« RE AWS RERBHIE , HEEMTAEXANKSE , RFZKSERHR AWS 2E A RS
B R IRE K B BRSS R BE.

- BXRESER , FERXAKT

/A Important
*F AWS GovCloud (US) &#: X EFF :

- EXRAKSE , FOFMEBRKS TR, XAKSE , FABREEGRNR,

® Note
ERLLINEESS , AWS Health 2| & A SLE RBFIAWS Health ERFHAHEH —F X
7 RHBRSFETRR. XENEEHTRBETRALTHNIKS. AWS Health 2 HIE R
WEH4 — BRFETRRREMEX AWS RFXIF A AN ARER.

BAILELTRHPERERNEES
R R 1] 38 A A ) i

BRI LAER “ARARRAY R B SIL K R B R REE T REFIEEHN AWS EREENEYS Sl
B A RN ER AWS RS MAEIR,
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https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/close-account.html
https://health.aws.amazon.com/health/status
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EERHANBENS

1. fEhttps://health.aws.amazon.com/health/ZR R FTF AWS Health 32 HIE 4R
2. ESMERNENALZTRRT , ERRRABENLHRBENAEERERENES.
3. ERE—NEH, THRAGRETFY , BANEFEEXRBEHNUTER :

- BHEWN

+ Status

- Xig/amAX
- ZRIEHIKF
* FrigetEl

« ZRETH

- K5l

- HEA

Bt ER

EATNESRETF , EFTRISBEA[NEFRENSMH, XEEHTRIFERSH ISR
o
HEA

FERBMETF  EEIE RN ATRENEALANMEEMBANBFEHTHINES, XA
FLPRik, KRBANRLREIZEEH,

Event Log (B4 HZE)

AR EH A SR FEFALMER AWS Health E4, FI4 BT H SR RRBEMNITH

RIBLETRERL , FTRZAETEHETETMFE S EMBIMMBERAEDT , SlEH4EH, R
ST EetiE,

EESEMH SRR EFALAANEENS

1. fEhttps://health.aws.amazon.com/health/ZR R $TFF AWS Health 24| E 4R
2. ESMBERNEHNALZTRRT , ERE4AE,
3. HEEBEHHEET , EBEHEN. BUUEFEEXEHNUTER !

- EHEWH
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« Status
- Xig/amAX
- ZRIMAIK S
« JTiRETIHE

G RETH]
. %3
© e

Viewing affected accounts and resources (Console)

HEENALETIRORT , ERUNERARNZZEMHT KT LURAEMEXTR, Sl , m0RE
FHETILDEEMETES (Amazon EC2) LAI4R7Es) , MENALAFHBL L E EC2 SKHIAVIK
FRNEREFMERET P, EAUBEEGNRR , ARRRKFEE,

EEEXZHWHIKS MRIR

1. fEhttps://health.aws.amazon.com/health/X R ITF AWS Health 32 HIE 4R
2. ESMERNENALRETRORT , BEREH—METF,

3. EBR—NEFZERKFENSH.

4. EEZHEKFERFR,

5. ERETKFFMAEEEFERFHUATER

+ B D
© BEPERR
. ERTFHM
@AFT (OU)
6. RIS UEESHMHNIR,
7. NRARBE 104, WEREEREALTES,
8. EEIK™ ID MRS  FRTUTRE
a. EBFMMSBRTFEL, GORBEFNMERME. K D, RAERAIS D, —RRA
@A~ 1D,
b, SEBRIM. LHANKEEFIESE R,
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https://health.aws.amazon.com/health/

AWS Health RFiERE

Viewing organizational view events (CLI)

BRLLINEERS | fF AWS Health FIRIEREIMEL P KNS, HENKSMASHALR
AWS Health & B3 2K R INEIELAREF,

® Note
AWS Health T2 1B XELREAAAMB AR P RENEH,

HENKFEFENAR[N , ZKFPHOFTEARTBRERIALNEF, ER , AREHFE
&, BMAUERE] , BERIXER 90 REH.

AWS BEERKFRAERZBE , FKFHBERBERE 90 X, 1 90 RERE R, AWS
TK AT BRZ K 7= B9 PR B R B B dE

- I RAERIARE 90 KU L , ATLUNRERFR, BETUFERWE EventBridge SLNIEY B E X
BENKINLERFMHE S3 FHEP.

« RE AWS RERBHIE , HEEMTAEXANKSE , RSFZKSERHR AWS 2E A RS
B R IR E XK B BRSS RS BE.

- BXESER , FERXAKT

/A Important
3 F AWS GovCloud (US) Fi#tt XK & :

o EXRAKSE , FOFMEBRKS TR, XAKSE , FABREEBRNR,

IEAILAE A AWS Health AP RENA LR BIREIE4,
Example : #RALAMBEEH

LR AWS CLI ss BIREIH LA H AWS K RNE TR S 4.

aws health describe-events-for-organization --region us-east-1
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HERHALNE

MREFBNHAAREEN , AUNEEKS PXFALLIIEE , BRI LER
DisableHealthServiceAccessForOrganizationAP| IR #EZHALME,

Disabling organizational view events (Console)

AWS Health F I C 2 BLAFRABEMKS NSNS, ERIUSKSEERA[APUTNES
SFHMIER

@
[
I§

EEHALME

1. Ehttps://health.aws.amazon.com/health/%?'=F'?TfF AWS Health 2 &IE R
3. EEAYHLUEHEL , RREAHANE,

KIFLLIIEESS | & AWS Health TBREHLFHNEH, B2 , EEE T AWS Identity and Access
Management (IAM) ##1&. IAM API 5 AWS Command Line Interface (AWS CLI) S EMiBr 2

, BEMHXACNREEEERK,F. BXEZER , #5355 (AM AFERE) FHMIERIRS <
ﬂ*ﬂ =

Disabling organizational view events (CLI)
Example

LUN AWS CLI S S 2 NEH K A itk Shee,

aws health disable-health-service-access-for-organization --region us-east-1

(® Note

& AT LAE A Organizations Disable Access API #24EAWSService 22 FI4A A ThEE, AL

BRIF/E , AWS Health FIERSARTABEMKSNEN. WRENARUERFH AWS
Health APl &4 , AWS Health M &IRE4EiR, AWS Health 44850 5.8 AWS K Y 2B
E g
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https://docs.aws.amazon.com/health/latest/APIReference/API_DisableHealthServiceAccessForOrganization.html
https://health.aws.amazon.com/health/
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role
https://docs.aws.amazon.com/organizations/latest/APIReference/API_DisableAWSServiceAccess.html
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ZRALIIEEE |, F AWS Health TEREHLAPNEHR., B2 , REHEXACNREETEEK,
i EREEE AWS Identity and Access Management (IAM) #2#|& . 1AM APl 2% AWS CLIYGH
HipR. BXEZER , B85H IAM AP EREPOHIBRERSEXAE,

ERALANEREERNE

5 AWS Health , 2] LARI A I ZEFEEE 7 Ihag AWS Organizations |, iZIEE R FEEK F UAAH
K PP FEEAWS Health #2 &I E AR L S@T AWS Health APl BURTE AR EER A AWS Health B4, £
EERAINEFETRHANEB REEENEERENMNANZTIRRES., EAENERT , FREZKRE
EEKF ZAR—M&RE AWS Z2 KK,

B 3%
« NENEALUEREMBEREER
- MALOERTBEBREREER

NIENHELANEEIMEREER

NERZHALNEE , RSUUEALATEIMENRAKFEREZRERR, ik, HRA
RegisterDelegatedAdministratorAPl #4E, EMA AT , MBI ANEREZEAKS , ATEM AWS
Health ¥ HIE R G R AWS Health HLNE, MRZEKABEAL, Bl A Ol ZRITR], MRY
A E IR 5 AT BAE A AWS Health APl 58] AWS Health A4AME,

EEMALAHNEBRKRFBIZREER , HHMALT AWS Command Line Interface (AWS CLI) @5
T BRI LMNE R AR LLFTE AWS Identity and Access Management BB A % & & 1Y K F~ F
RAttins, EUTREGSH , F ACCOUNT_ID B A EEEMM A MK, ID SAK AWS Health AR
% E 4K “health.amazonaws.com”s

aws organizations register-delegated-administrator --account-id ACCOUNT_ID --service-
principal health.amazonaws.com

EMEREEAR  ETUSERWLAAMS WATH AWS Health Bt LALEEL % 00 KRG
EREAAANEDRURNACEE (UREENE ) . #EE BAEREEADERRSIR
BERIE— S HEA

MELRMBE P BREREE R

EBREZREERMIGRNPR , iR DeregisterDelegatedAdministratorAPI #4E,
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ERELWEEKFS | AALUT AWSCLI S UABKREREERNEAKS, . EUTRAAGSH |
¥ ACCOUNT_ID B N EBBRIERAIKF, ID,

aws organizations deregister-delegated-administrator --account-id ACCOUNT_ID --service-
principal health.amazonaws.com
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WM AP EH AWS Health 53 5# & 4E EventBridge

A LAE A Amazon EventBridge R& M AWS Health E4HHER B, ARE , BESGENAN |,
EHEERERNFIEENELTER , EventBridge A —NHZ N EBRIRE. BRESHHRE | EL
HIREHELE., BalHMENH., XEBA, XY EEESNTHMERE, Sl , MRBEFITL AWS
Health #1TE#EY AWS &R , Hla0L Sha it E = (Amazon EC2) 3241 , M a] LA FA 82Uk &8, F iR
@A, AWS Ik

@ EE
« AWS Health EE# AN EM ERXFEH |, HE AR I FEH41£21% 2] EventBridge 4 —
Ko
o« IBBIEME{T EventBridge M N EB R BEEUIRAE A AWS K, EiZWEAIPE ALK -

HH LR EH AWS Organizations , FZREAHANENEZERNEE R GRNXERE AWS
Health E#,

- B EventBridge MM , ARTAEBHHZTHREE /NI T RIF R KX,

EventBridge #£4 AWS Health TEREN —3 7 , BANESHERRE ZBFHTEEF , S8

« AWS Lambda BE%

« Amazon Kinesis Data Streams

« Amazon Simple Queue Service ( Amazon SQS ) BA%l
« Built-in B#% ( #l#0 CloudWatch B3Rkzh1E )

« Amazon Simple Notification Service ( Amazon SNS ) £

flan |, AT LR Lambda BBk |, BAE X% AWS Health BB AMEEE Slack BE, HE , &
A LA A Lambda M EventBridge =4 & £ it AWS Health &3 Amazon SNS &% B E X X AHE
FEA,

BREFLARER AWS Health E4 MmN B B ELBRNTA , §SHPHAWS Health T
% GitHub,

£
« AT EventBridge BTAIZFN AWS Xif BE
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SRS E T K R ESN A 2 H0E 3 AWS Health

& 9 7%k AWS Health FF )5 B9 E 4 EventBridge

RE AWS Health ERALNEMBIREE R 15 A XROEHF

FX AWS Health A JIRA #1TE4EEMBEH AR ServiceNow

+ EiE EventBridge HM LA KIE B X B4R IEH AWS Health
 EFPIRMAREFFEE Amazon Q Developer JA KX X E4 B H AWS Health
- B3 EC2 KH LFETRENMN P HEH AWS Health

+ £# . AWS Health events Amazon EventBridge 2843

| ot E*r

%HFF

N ELT EventBridge BT BIZEMN AWS Xif] BE

R BN BEEWEHE AWS Health 4 SN X 012 EventBridge AN, il , KK ARM ( E=
"R ) KENEH , SRR ZXKE e @A,

N THRS AWS Health BHINATSEY , BN ETAZGXKEFREAN, E5RE AWS 2XF | £E
I (BEN ) RKEXHMEHMXENZAXE  MEER (FFELILE ) KEFXHEXEFHI
(BN ) KENRZHXE, YRESHLXER , S4B 25X EXEREEENZRAXE, 4l
m, MBEEREEEERN (E2ZRE ) HXHNEH T IRREHHFNEERMN (EZZRE)
WXMEXEED (BN ) X, IFEENEEHXBRAE , ZRAHEBREMSZWEIREER,
EQEZPHAN | BFIRBANERIRELE EventBridge NI LA K X B REHHEH AWS Health,

MREAEFEAZDINEE , WAMEZ XA PR INTIREE. Hlw, IKI—NEIR
2detail.backupEvent = False. iXTAJLARSIE&#EWSR B HAthith X% 0 B4

= A HMIRIE ( Alik )

MRECZEEESS A A EventBridge KR , FHASEMEXXBNZMXEHFEE TR , REF
Fldetail.communicationIdSEMEEHKEHEHR. XHEATUBREZKEFESH , ANBEREES
#, BXEZER , H5H 52 . AWS Health events Amazon EventBridge 284,

R LR SR

W%ﬁﬂMéAmF¢ﬁﬁﬁm$mFME#AWSEﬁ BEERRGEE—FAN , BBLAELHER

EEMNIEER, BEEBCRBRE AWS 5 XH A XK F4$E AWS Health B4 |, B LIEXER
%(ﬁﬁm)mz&§¢®mwoﬁ%ﬂ%éaﬁigxaﬁﬁﬁ&ﬁzzﬁm%F%EE#o@%,
RS EETAMERE,

J LT EventBridge W EIEMN AWS XiF BE 87



AWS Health RFiERE

® Note
R{LNER T AT BB E RE AWS Health ZHIERPHAHEZL,, BUNERREER

{E AWS Health =4I EABLNER. BERXLOAEHNKFEBIEEHNESZER , S
., WIEESETKPAES AN EED AWS Health

EEKED

L AWS Health B4 2 Region-specifice JFHETENXEBN S ALREN, HPITEHX
AWS Identity and Access Management KIAMEH, EEWRLIKES) , BLARNEZERT (HFEL
JEEB ) b XAIZAMN,

USR5 TE T K P RE S F 48 HE S AWS Health

LRG| T SIREHH EventBridge HLNIET AWS Health , ZHN &R ESET K NEHFL
HEH

« Account-specificE A K~ MER , Fland HEEx Amazon EC2 EHIFFEEMNWEH
HMI X EXEHHNEH,

o NHEHEREAWS Health #HIER — RFETHRR L, AHBHHERFET AWS IKF , M2
REEXBRSHXETAMHNARES,

/A Important

ERWRAEMRE | MHNAHER "source": [ "aws.health"] B, BEFAF (10
"source": [ "aws.health*"] ) EHFLERENFMNEHNERNESTHEE.

B LAE A event SHEFRINBHE LT EHERIFET EventBridgellk - #Y= ScopeCode #., =
BT B2 PUBLIC B4 , th AT B2 ACCOUNT_SPECIFIC B4, EHaLURBERSHIEEMMI,

EEF Amazon BEUTETHNLAHELHTRE , SR LHETIRIREN - Amazon EC2 B{ERE,

B9 Backup #LI AWS Health events

MREBEELEARENAHEN AWS XiF , HINEBWENERZHMN, AWS Health £ Z it X iR
EERANG , BALEHFE RS 2 200 XKIENE 60 XiEH,
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https://status.aws.amazon.com/
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AWS Health Tt ZEMEXFEHEE TH LM , BL@BERXFNEZHXBREBE T KNS
o

ENEB B FEHevent ARNFIXT AWS Health E4#TEEHIEMIER , conmunicationIdEA AN F .
ERZ P XER AWS Health SHE. | XEERE—H.

BE D R HIER AWS Health FF /5 94 EventBridge

AWS Health resourcesm¥|KaffectedEntitiesFHHE A/NBiE EventBridge 256KB Y B4
KRR , XHEIF AWS Health B#HH# 175 7o

AWS Health @EHE AW Bresourcesfdetail.affectedEntitiesFE, MRS
FresourcesMdetail.affectedEntities{EiEIY 256KB , M| &= THRREH AWS
Health ff 2 R ZANTUHE , FRXLETEENLIBMHEERXMEIF, EventBridgeZ NN HEIIIRE
#HEH eventARN M communicationId & , AEERIIFAEREEEFHF S H resources 5
detail.affectedEntities %%,

XEFANEEARSSHTLERNELS |, fli0 , 2§ EventBridge AN E @ F AR A=A FE (Hl0
BFERH SRR ) it IRBIAKRTIRBANE S AN detail. page FERAFMIFESRM , ML
BEE—H , XFFERANARETEEZNTLEHRS

FEHZEMF | 4 communicationld &% communicationld FE2E AEFZFERZNTB , BIERE
1 MBARHBIS, FEdetail.pageFldetail.totalPagesi#iR T AWS Health 5E3I Y 2 5 TS F 5.
. BR detail.affectedEntities = resources FIRUN , BNDTUHEFEENEE TS
ME., WEIFIERERE , TAEMEEXLES R, SEMERMNEEATETHER,

RE AWS Health FHALUBRFMNEREE R H AR ENEH

AWS Health X3#FX £ Amazon £%& % AWS Health FE4#THALAMBRMNEREE &7 5 B YR
EventBridge. FF/EALAMBE AWS Health , BB HEZRXEE QK FRERBALNFAEKS
fY A AWS Health E#12E AWS Organizations,

WIhEE EERMEEDUR , UHBEEENALA DI AWS Health Etf, EEEKFPIREHLANE
EventBridge AN H T2 ERAHLK R HMIKH EventBridge FLN,

BXRELEALALNBEMERERAFRNRHESZELE AWS Health , FSRE S AWS Health =
#o
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X AWS Health £/ JIRA 1TSS 41512 MBE A LLK ServiceNow

A KIEXEFBEA
2027 £3 A 31 H, AWS HA I XE, AWS RESEEEERE 2027 £F3 A 31 B2ig,
BT EBI R RS EEEEDFEFHARBRSEREEESRR, BXEZER , H5HAWS
RS EEERESS RIEXE,

R LA RS B IR 1288 (SMC) ¥ AWS Health B4 5 JIRA &5 , BEUREMKFES |, Ait
RN E R F AR | HEE Health B4, ServiceNow 5H#J SMC £ /&K AWS Health AT LA K ER
Health S EventBridge Sk B3I 022, BT EHT JIRA TH M ServiceNow=E#4,

B UEAALMBAMNERNER R FENRE JIRA MG BRINEBEENALK Health B4
ServiceNow , #f& AWS Health E B EEZEZ S FIHKN TERES,

BXfER SMC #1T ServiceNow £ EZE L |, BESHEERK AWS Health ., ServiceNow

AHXEA SMC £8 JIRA Management Cloud WE Z{EE |, {25 AWS Health in JIRA,

Bl & EventBridge M N A K IEBREHHBEE AWS Health

Z A LABI2 Amazon EventBridge LM , LA4m#ZE 5 30fF AWS Health EHSHMRS. NAEFRMT
EBERK. EventBridge it 7T — MNERZEFIAREM—N APl , AT REENEHIKS NEA L6
PLEE AWS Health B4R AR, E T HANAEEHIR AWS Health BEHHFLN |, 555 Amazon
EventBridge AP {5 # EventBridge A BB ESFCIEZMN M ER SR E KR LIERN,

RIFEWER , EventBridge & EventBridge MNHF NS , LUXIFERES B HIER AWS
Health (WE#, N TEXHMBAS , Bt EEFESMEissueEHRFIMELXBRS L. T
TEEEAY , Sl EGEBEYS, B EENE /I RE TREMFERACTION_REQUIREDH
B AWS Health 2, N TEZLRAGIER , BAIEFEERIEHEFREE AWS Health

AWS Health E4MSECURITYH EABRFTERNEH L,

A A A R A ABISRBIE AN RERHIR T BEENEHS, PRETROIAHFSE . AWS Health
events Amazon EventBridge Z2#4, ¥Rt AILA7E EventBridge 4| & H “NiXE4EX-1LE” ERFH
“‘FEREMNEARSH ET TREEA]

£ AWS Health £/ JIRA #1TEH K FE LK ServiceNow 90


https://docs.aws.amazon.com/smc/latest/ag/smc-end-of-support.html
https://docs.aws.amazon.com/smc/latest/ag/smc-end-of-support.html
https://docs.aws.amazon.com/smc/latest/ag/sn-aws-health.html
https://docs.aws.amazon.com/smc/latest/ag/cloud-sys-health.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-create-rule-visual.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-create-rule-visual.html
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AWS Health RFiERE

£ APl = AWS Command Line Interface

NFHAOKIIMEASN , FAFEMA PutRuleAPI ##4ESRaws events put-rulem TEHEHEN, E
BEETRH AWSCLI % , BZH (HS5ZE) B put-AWS CLI r ule,

Example Rl : JIXE IS Amazon EC2 RS K [A] & ik B NI

UTE4ERNGE T B Amazon EC2 FRSSEI B S 4-HIM NI,

{
"detail": {
"eventTypeCategory": [
"issue"
1,
"service": [
"EC2"
]
},

"detail-type": [
"AWS Health Event"
1,
"source": [
"aws.health"
]
}

Example’Rfl : HFFE T EMNREREMN AWS Health B4, SIEITRINEREABREH

UTEHEXMZET —FAN , ATREMAFTERE AWS Health 954 , BRFITHNESEAHE
.

{
"detail": {
"eventTypeCategory": [
"accountNotification",
"scheduledChange"
1,
"actionability": [
"ACTION_REQUIRED"
]
1,
"detail-type": [

fiEF APl 2 AWS Command Line Interface 91


https://docs.aws.amazon.com/eventbridge/latest/APIReference/API_PutRule.html
https://docs.aws.amazon.com/cli/latest/reference/events/put-rule.html
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"AWS Health Event"
1,

"source": [
"aws.health"

]
}

Example/R" ¥l : AFMBE AREMM AWS Health ZNRFHEH4REKFINEH

DTEHERCET —FAN , ATSEE=M AWS fRFMissueaccountNotification,
MscheduledChangeEHEHEFIMWEH : Amazon EC2 Auto Scaling, Amazon VPC Fl Amazon
EC2,

{
"detail": {

"eventTypeCategory": [
"issue",
"accountNotification",
"scheduledChange"

1,

"service": [
"AUTOSCALING",
"VPC",

"EC2"
]
.
"detail-type": [
"AWS Health Event"
1)
"source": [

"aws.health"

]
}

FEH R ARFHEE Amazon Q Developer L& X B XEHMIE
& AWS Health
RAAEEEBRE i (a0 Slack 1 Amazon Chime ) H#U8 AWS Health B4, &1L

FRAEE4RIRAIKIAATRER RN AWS NARFMEMELN AWS BERB, RE , &1
LA F AWS Health EHIHER T BEXENMNEZEFELE, Hlw , MREEFEKE AWS P A

EHXRNFARFFERE Amazon Q Developer S & X B X EH4HHEA 92


https://health.aws.amazon.com/health/home
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AYAWS_EC2_INSTANCE_STOP_SCHEDULEDE#£HA | N|iZ AWS Health B4 A LAEEE REEH
Slack $EH,

TORFAF
EFB2E , BARBRATRE

- FEHIXRRBARERFFFER Amazon Q Developer Bt ER I X & F ik, A LABLE Amazon Chime ]
Slacke BXEZER , 5 Amazon Q F X EM RN AEFEERIEETPNH XN AREFTH
Amazon Q F R E A,

o BOIEHITHEM Amazon SNS =8, MMREEB SNS =& , MTUAFERANEEE, BXRESLE
B, 52 Amazon Simple Notification Service FF & A RIEEHH Amazon SNS A7,

EEZIN AWS Health EEI XN BARERFH S Amazon Q FF A& — 2D EES

1. B G EventBridge EventBridge AP g HEA BB ERCIEZINNFERA S RERSE
SIZEH N FBER AWS Health FIEHTE Amazon FIZEHNAHRE.., BEXEZEER , HSH
Fii& EventBridge MM A RIEB XEBHHIEH AWS Health,

a. REZTBHEXE , EEANRE—THRMNES | RERMUTITUMNS T AWS Health B4
PRI BENRNKER. BSREE D RHIFE AWS Health FFE I E 4 EventBridge,

"detail.page": ["1"]

b. EFEBWRE , HiEFE - SNS T, £ Amazon Q FREWM RN ARFEG & FEREE
fy SNS £,

c. TERFRISE , LLSIEHN,
2. EHXNAREREHAEPSME Amazon Q FEE,
3. BRBHXREFU , W Slack BERH , AFIEE Edit (RE ) -

4. 7£ Notifications - optional ( B - A% ) b5 , 7 Topics ( FB ) FIEESTR 1 EENMHEEH
SNS F&,

5. &R

% AWS Health [AH EventBridge ZIERFSEMN AW EHAT , iZ AWS Health EHFNE REZNH
REFEHH,

6. EFETFEFHEMAE AWS Health BHERFEFEESEE.
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https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-create-rule-wizard.html
https://console.aws.amazon.com/chatbot

AWS Health

RAriEmE

Example: AWS Health %)% % Slack F=4

UTREELRE (FHERILILIR ) #t XK Amazon EC2 L D2 & # 174 AR S (Amazon S3) Service
£ Slack EH HIMPH A AWS Health 5E3) =61,

aws

AWS APP 11:46 aM
ﬁr’ AWS Health Event | us-east-1 | Account: 123456782012 | open
Event type code: AWS_ECZ_PERSISTENT_INSTANCE_RETIREMENT_SCHEDULED

ECZ has detected degradation of the underlying hardware hosting your Amazon EC2
instance associated with this event in the us-east-1 region. Due to this degradation
your instance could already be unreachable. We will stop your instance after
2021-03-19 18:36:40 PST. Please take appropriate action before this time.\\n\\nYou
can find more information about retirement events scheduled for your EC2 instances in
the AWS Management Console https:/console.aws.amazon.com/ec2/v2
/home?region=us-east-1#Events\\n\\n" What will happen to my instance?\\\nYour
instance will be stopped after the specified retirement date. You can start it agai...
Show more

Start time: Sat, 20 Mar 2021 01:35:40 GMT

End time: Sat, 20 Mar 2021 01:34:40 GMT

AWS APP 17:08 PM
t AWS Health Event | us-east-1 | Account: 123456789012 | open
Event type code: AWS_53_OPEN_ACCESS_BUCKET_NOTIFICATION

We are writing to notify you that you may have exposed your 53 bucket/s to a larger
audience than you intended. AWS recommends that you review your bucket
permissions and ACLs to determine whether the access is appropriate. 53 bucket
permissions should never contain \\\"Principal\\\":\\\"*\\\" unless you intend to grant
public access to your data. Additionally, 53 bucket ACLs should be appropriately
scoped to prevent unintended access to \\\"Authenticated Users\\\" or
WA"Everyone\\\" unless your use case requires it.\\n\\nThe list of buckets with this
configuration is associated with this event.\\n\\nThe following links provide an overv...
Show more

Start time: Sat, 20 Mar 2021 01:35:40 GMT

End time: Sat, 20 Mar 2021 01:34:40 GMT
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B3 EC2 £l bz 1TiR/ELA I R A Y E 4 AWS Health

A BLE XY Amazon EC2 k4 |, B3 B ah{LRMER G R FTHY 1T RIS 4. 2 AWS Health [EH AWS
MK R IEEHR | B EventBridge HN AT LA A B AR (6120 Automati AWS Systems Manager on XX
) RRREBIHINITERE,

Flan | 2130 Sz e X R EHM (Amazon EBS) Elastic Block Store X #&#) EC2

S Z HE D #h EC23E BIE FSE SN B AWS Health |, & B4R R RIXTEH R
#|AWS_EC2_PERSISTENT_INSTANCE_RETIREMENT_SCHEDULEDME#X., AWS Health 2§#1 N Z
WEHXRBEF , BUUENELNEHEN, X , BTLAFHHITXLERE,

® Note
7 B311T Amazon EC2 SEAIIRIE | S4B Systems Manager &2 iX 354,

BXEZER , H2H (ILS¥ EC2 AF#Er) EventBridgeH# “B31{t Amazon EC2",

FRF M

ERIEAN 25 , BAFEIE AWS Identity and Access Management (IAM) KB&, 812 IAM EE&HE
WMizA N EEERRE,

B2 IAM policy

BRULSBHNENACLEFFEERRR, EXBERTFASAREHTRENNR, HIREER
IAM $2&1 5 F#) JSON Kt 4miEzR.

#8122 IAM policy

1. BF AWS BEEZGE HITH IAM 2F|& , Wik Ahttps://console.aws.amazon.com/iam/.
2. ESMERP , EEFRE,

3. EFRAIBE,

4, %$# JSON ‘I F,

5. E#ILAT JSON , RigB#rsmiEsa A IA JSON,

JSON

{

BH3h7E EC2 Kl LiEfTIRENI N B4 95


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/automating_with_cloudwatch_events.html
https://console.aws.amazon.com/iam/
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RAriEmE

"Version":"2012-10-17",
"Statement": [

{

a. TEResourceZ¥ A , ELE#HEFEHBM (ARN) A |, A%

"Effect": "Allow",

"Action": [
"ec2:StartInstances",
"ec2:StopInstances",
"ec2:DescribeInstanceStatus"

1,

"Resource": [

myn

"Effect": "Allow",
"Action": [
"ssm:*"

1,

"Resource": [

Mg

"Effect": "Allow",

"Action": [
"sns:Publish"

1,

"Resource": [
"arn:aws:sns:*:*:Automation*"

"Effect": "Allow",
"Action": [
"iam:PassRole"

1,

"Resource": "arn:aws:iam::123456789012:xole/AutomationEVRole"

#Y AWS K/ ID.

TR
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AWS Health ArfEm
b. BRI BRABBMBERAMINEI. LLREIER AutomationEVRole,

EET—F 7%,

( AIE ) SR LA AR SRy RAEXT A T BER R MBS R

EET—% &,

£ EER TWEL , WABR (0 ) AutomationEVRolePolicy AL R,

10. EE Summary (HE ) TH , LEERXBATFHNNR, MRENFHRBZHFS  BER QER
B o

6
7
8
9

WEREEXABTURITHERIE, BXEZER , BSH (IAM AFERE) RHBEIE IAM policy ( #4l
&),

tlE—NIAM BE

BIEERE B4 0E IAM A6, R MBIt Ae.
NEIEBE AWS RS

-

B3R AWS EEEF|A HITH IAM 2 & |, Bk https://console.aws.amazon.com/iam/e

2. ESMERT K ERAG , ARERUIEAE,

3. X¥TFSelect type of trusted entity ( EFZEESLMAAIKE ) |, &EHFE AWS service ( BRF ) -

4, WNTHFLEAVHABHAGHRS , %% EC2,

5. ®ET—-F: NR.

6. WALCIRNREEBF , fHlWMAutomationEVRolePolicy , AREIEF KRG LM S IEHE,

7. BET-F:HX,

8. (ME) BAILEARSENRENFABERMEAEE,

9. WBRET & #8,

10. X¥F Role name ( BB ) , A AutomationEVRole, LtBRFAIMEEEIZER IAM policy

# ARN & R B FMEE,
1. ( W% ) X¥F Role description(A&#R) , WA B BNHER,
12. REAE K ARERENEAR,

BREZER , F5H IAM AP EETHNN AWS RSEIZAE,
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AWS Health RFiERE

EREERE

RE , U LEHEIZAGNEERK, BLXMTHITIRE , T 887 EventBridge 25 & PIEF A
&

EEMZABNEERE

1. BXAWS EEEEHSE HHTH IAM 2HE& |, Mt Ahttps://console.aws.amazon.com/iam/.

2. ESMERT , EEAE,

3. HEHEAWS KFHHARIIKRT , ERENENAGHER , flilAutomationEVRole,

4, &R FEXR &+ , ARERE RBEEIXR.

5. XIF Policy Document , AT JSON , MIERERIAKRE | AR EFIH JSON MBI FIENE.

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {

"Service": [
"'ssm.amazonaws.com",
"events.amazonaws.com"

]

},
"Action": "sts:AssumeRole"
}
]
}

6. EERBEMEERE,

BXREZER  F5H IAM AFEETNEXACEERR (2HE )

RUTEWAZEMN EventBridge

RIS EE EventBridge #2H| & IZMN |, UEEF LB E LB 31T RIEAR EC2 241,

REUTEIBIEMN EventBridge 98


https://console.aws.amazon.com/iam/
https://docs.aws.amazon.com/IAM/latest/UserGuide/roles-managingrole-editing-console.html#roles-managingrole_edit-trust-policy
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A Systems EventBridge Manager B 3hi& I ZH N

T Si# EventBridge &l & , Mt 7 https://console.aws.amazon.com/events/o
ESMBEKTH Events ( B ) T, 1% Rules (HN )

£ OEANTEL , W ASNE 25 M #ER,

FENER T , &F BHEX , ARER RRS N2 8 Pre-defined 3",
¥t F Service provider ( RSB ) |, iE£F AWS,

NTF RFER , &R STRR.

WNF BHERE | &R BESTRRASES

EE BERS , ARER EC2,

R BEEHXREEKT , ARE%EE scheduledChange,

0. EF BESHRENRD , AEERBHRENRI,

= © © N o 0o b~ w0 N =

Bilan | 3¥F Amazon EC2 EBS-backed 3E4 | i&
$2AWS_EC2_PERSISTENT_INSTANCE_RETIREMENT_SCHEDULED, ¥IFH Amazon EC2 3=l
176 2 3ERI LI |, 1%£1F AWS_EC2_INSTANCE_RETIREMENT_SCHEDULED.

11. 3%+ Any resource ( EAHEIR ) o

18R BHERRUT T RO,

Example
{
"source": [
"aws.health"
1,

"detail-type": [
"AWS Health Event"
1,
"detail": {
"service": [
"EC2"
1,
"eventTypeCategory": [
"scheduledChange"
1,
"eventTypeCode": [
"AWS_EC2_PERSISTENT_INSTANCE_RETIREMENT_SCHEDULED"

]
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}
}

12. 7h0 Systems Manager Automation X# B ¥R, £ &FBEB#R T , XF BFr , %#F SSM
Automation,

13. X¥F Document ( X% ) , 1%£#¥ AWS-RestartEC2Instance,

14. BT REBILSH , AEER W ARRSR,

15. £ MABRBRFERPHMA {"Instances":"$.resources"},

16. NFE=-/NFE , #A {"InstanceIld": <Instances>}.

17. ERERANEAGE , AREREZNEN IAM AG |, flllAutomationEVRole,

IEHY B AR AU T BA T R B

RELTFFIAIZHN EventBridge 100
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Select target(s) to invoke when an event matches your event pattern or when schedule is triggered (limit of 5 targets per

rule).

55M Automation L
Document
AWS-RestartECZInstance v

» Configure document version

¥ Configure automation parameter(s)

Constant

© Input Transformer

{"Instances""%.resources"}

{"Instanceld”: <Instances=>}

EventBridge needs permission to call S5M Start Automation Execution with your supplied Automation document and
parameters. By continuing, you are allowing us to do so.
Create a new role for this specific resource

O Use existing role

AutomationEVRole v

(@ Note

WMR&EERFIE EC2 # Systems Manager iR REEXZNWIE IAM A AR
FreETREIRFP, BXEZEER , BHSH EREH

18. EFEGIE,

MRENKFPRETHEERANNEH , N EventBridge &R ZFBH RIXLERIETE B #r0
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&% . AWS Health events Amazon EventBridge 2243

AT 2 AWS Health EHRIRY, HABESHNABRTRLE K, ZERMRBRHT OB
filo

AWS Health 44845
AWS Health 44213
S % B8 Y8 |

KR A EventBridge =
WA, HEIH
“0”0

id EventBridge
BRI ME—FR
¥,

fm

fm

detail-type HHEEMN
RE, NTF
AWS Health
=, XF=
HY{EH RAWS
Health
Event#
AWS Health
Abuse
Event

source EHELR,
XF AWS
Health =4
XFEFHER
aws.healt
h

fim

account mHE %%
AWS Health

fm

2# . AWS Health events Amazon EventBridge 2243 102
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S8 1%, BB HIE
At [E] BAEE =
B0l
EventBrid
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“‘detail I HNA 15, BR HIE
Al R EN TTHE , ATRERERE S
MPLEHEEREITE) , M
TEFIRE, TJEEN (£
AN ) ERLAL2ACTION_RE
QUIRED ACTION_MA
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AYAE It TTEHE 1 = 0] LUBOE it B
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NIETRORES - Amazon EC2 4R

"version": "Q",

"id": "7bf73129-1428-4cd3-a780-95db273d1602",
"detail-type": "AWS Health Event",

"source": "aws.health",

"account": "123456789012",

"time": "2023-01-27T09:01:227",

"region": "af-south-1",
"resources": [],
"detail": {

"eventArn": "arn:aws:health:af-south-1::event/EC2/AWS_EC2_OPERATIONAL_ISSUE/

AWS_EC2_OPERATIONAL_ISSUE_7f35c8ae-aflf-54e6-a526-d0179ed6d68f",

"service": "EC2",
"eventTypeCode": "AWS_EC2_OPERATIONAL_ISSUE",
"eventTypeCategory": "issue",

"eventScopeCode": "PUBLIC",

"communicationId": "@1b0993207d81a@9dcd552ebdle633e36cf1f@9a-1",

"startTime": "Fri, 27 Jan 2023 06:02:51 GMT",
"endTime": "Fri, 27 Jan 2023 09:01:22 GMT",
"lastUpdatedTime": "Fri, 27 Jan 2023 09:01:22 GMT",

NHEBITIRREH - Amazon EC2 &4 EE
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"statusCode": "open",
"eventRegion": "af-south-1",
"eventDescription": [{
"language": "en_US",
"latestDescription": "Current severity level: Operating normally\n
\Nn[RESOLVED] \n\n [03:15 PM PST] We continue see recovery \n\nThe following AWS
services were previously impacted but are now operating normally: APPSYNC, BACKUP,
EVENTS."

31,
"affectedEntities": [],
Ilpagell: II1II’

"totalPages": "1",

"backupEvent": "false",
"affectedAccount": "123456789012",
"personas": ["OPERATIONS"]

Account-specific AWS Health Z{4-Elastic Load Balancing API [A] &

"version": "Q",

"id": "121345678-1234-1234-1234-123456789012",
"detail-type": "AWS Health Event",

"source": "aws.health",

"account": "123456789012",

"time": "2022-06-10T06:27:577",

"region": "ap-southeast-2",
"resources": [],
"detail": {
"eventArn": "arn:aws:health:ap-southeast-2::event/

AWS_ELASTICLOADBALANCING_API_ISSUE_90353408594353980",
"service": "ELASTICLOADBALANCING",
"eventTypeCode": "AWS_ELASTICLOADBALANCING_API_ISSUE",
"eventTypeCategory": "issue",
"eventScopeCode": "ACCOUNT_SPECIFIC",
"communicationId": "@1b0993207d81a0@9dcd552ebdle633e36cf1f@9a-1",
"startTime": "Fri, 10 Jun 2022 05:01:10 GMT",
"endTime": "Fri, 10 Jun 2022 05:30:57 GMT",
"statusCode": "open",
"eventRegion": "ap-southeast-2",
"eventDescription": [{

"language": "en_US",

Account-specific AWS Health ZE-Elastic Load Balancing API [a]#& 112
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"latestDescription": "A description of the event will be provided here"

1,

"page": "1",

"totalPages": "1",

"backupEvent": "false",
"affectedAccount": "123456789012",
"personas": ["OPERATIONS"]

Account-specific AWS Health ZE#-Amazon EC2 Xl FEEMN R D EH IS
2R MERERRIK

{
"version": "Q",
"id": "121345678-1234-1234-1234-123456789012",
"detail-type": "AWS Health Event",
"source": "aws.health",
"account": "123456789012",
"time": "2022-06-03T06:27:577",
"region": "us-west-2",
"resources": [
"i-abcdl111"
1)
"detail": {
"eventArn": "arn:aws:health:us-east-1::event/
AWS_EC2_INSTANCE_STORE_DRIVE_PERFORMANCE_DEGRADED_90353408594353980",
"service": "EC2",
"eventTypeCode": "AWS_EC2_INSTANCE_STORE_DRIVE_PERFORMANCE_DEGRADED",
"eventTypeCategory": "issue",

"eventScopeCode": "ACCOUNT_SPECIFIC",
"communicationId": "01b0993207d81a09dcd552ebdle633e36¢cf1f09a-1",
"startTime": "Fri, 3 Jun 2022 05:01:10 GMT",
"endTime": "Fri, 3 Jun 2022 05:30:57 GMT",
"statusCode": "open",
"eventRegion": "us-east-1",
"eventDescription": [{
"language": "en_US",
"latestDescription": "A description of the event will be provided here"
1,
"affectedEntities": [{
"entityValue": "i-abcdl111"
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AWS Health AriEmE
1,
"page": "1",
"totalPages": "1",
"backupEvent": "true",
"affectedAccount": "123456789012",
"personas": ["OPERATIONS"]
}
}

Account-specific AWS Health -1 &# EC2 £4l45

"version": "Q",

"id": "7bf73129-1428-4cd3-a780-95db273d1602",
"detail-type": "AWS Health Event",

"source": "aws.health",

"account": "123456789012",

"time": "2026-01-27T01:43:217Z",

"region": "us-east-1",
"detail": {
"eventArn": "arn:aws:health:us-east-1::event/

AWS_EC2_INSTANCE_RETIREMENT_SCHEDULED_90353408594353983",

"service": "EC2",
"eventTypeCode": "AWS_EC2_INSTANCE_RETIREMENT_SCHEDULED",
"eventTypeCategory": "scheduledChange",
"eventScopeCode": "ACCOUNT_SPECIFIC",
"communicationId": "1234abc01232a4012345678-1",
"startTime": "Thu, 27 Aug 2026 13:19:03 GMT",
"lastUpdatedTime": "Thu, 27 Jan 2026 13:44:13 GMT",
"statusCode": "open",
"eventRegion": "us-east-1",
"eventDescription": [{

"language": "en_US",

"latestDescription": "A description of the event will be provided here"
1,
"eventMetadata": {

"keystringl": "valuestringl",

"keystring2": "valuestring2",

"keystring3": "valuestring3",

"keystring4": "valuestring4",

"truncated": "true"
I

"affectedEntities": [{

Account-specific AWS Health E#-T 5 EC2 =24l H 114
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"entityValue": "arn:aws:ec2:us-east-1:123456789012:instance/
i-1234567890abcdef0",

"lastUpdatedTime": "Thu, 26 Jan 2026 19:01:55 GMT",

"status": "PENDING"

11,
"affectedAccount”: "123456789012",
Ilpagell: Il1ll’

"totalPages": "1",

"backupEvent": "false",
"personas": ["OPERATIONS"],
"actionability": "ACTION_REQUIRED"

Account-specific AWS Health j&zh-Lambda 11X 4 a5 A HAEH

"version": "Q",
"id": "7bf73129-1428-4cd3-a780-95db273d1602",
"detail-type": "AWS Health Event",
"source": "aws.health",
"account": "123456789012",
"time": "2023-01-27T01:43:217",
"region": "us-west-2",
"resources": ["arn:lambda-1-101002929", "arn:lambda-1-101002930",
"arn:lambda-1-101002931", "arn:lambda-1-101002932"],
"detail": {
"eventArn": "arn:aws:health:us-west-2::event/
AWS_LAMBDA_PLANNED_LIFECYCLE_EVENT_90353408594353980",
"service": "LAMBDA",
"eventTypeCode": "AWS_LAMBDA_PLANNED_LIFECYCLE_EVENT",
"eventTypeCategory": "scheduledChange",
"eventScopeCode": "ACCOUNT_SPECIFIC",
"communicationId": "1234abc01232a4012345678-1",
"startTime": "Thu, 27 Aug 2026 13:19:03 GMT",
"lastUpdatedTime": "Thu, 27 Jan 2026 13:44:13 GMT",

"statusCode": "open",
"eventRegion": "us-west-2",
"eventDescription": [{
"language": "en_US",
"latestDescription": "A description of the event will be provided
1,

"eventMetadata": {

here"
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"keystringl": "valuestringl",
"keystring2": "valuestring2",
"keystring3": "valuestring3",
"keystring4": "valuestring4",
"truncated": "true"

I

"affectedEntities": [{
"entityValue": "arn:lambda-1-101002929",
"lastUpdatedTime": "Thu, 26 Jan 2026 19:01:55 GMT",
"status": "PENDING"

3, {
"entityValue": "arn:lambda-1-101002930",
"lastUpdatedTime": "Thu, 26 Jan 2026 19:05:12 GMT",
"status": "PENDING"

3, {
"entityValue": "arn:lambda-1-101002931",
"lastUpdatedTime": "Thu, 26 Jan 2026 19:07:13 GMT",
"status": "PENDING"

3, {
"entityValue": "arn:lambda-1-101002932",
"lastUpdatedTime": "Thu, 26 Jan 2026 19:10:59 GMT",
"status": "RESOLVED"

1,

"affectedAccount": "123456789012",

"page": "1",

"totalPages": "10",

"backupEvent": "false",

"personas": ["OPERATIONS"],

"actionability": "ACTION_REQUIRED"

}
}
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"Records": [
{
"eventVersion": "1.05",
"userIdentity": {
"type": "IAMUser",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:user/JaneDoe",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName": "JaneDoe",
"sessionContext": {"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2016-11-21T0Q7:06:15Z"

11,

"invokedBy": "AWS Internal"
},
"eventTime": "2016-11-21T0Q7:06:28Z",
"eventSource": "health.amazonaws.com",
"eventName": "DescribeEntityAggregates",
"awsRegion": "us-east-1",

"sourceIPAddress": "203.0.113.0",

"userAgent": "AWS Internal",

"requestParameters": {"eventArns": ["arn:aws:health:us-east-1::event/EBS/
EBS_LOST_VOLUME/EBS_LOST_VOLUME_123"1]},

"responseElements": null,

"requestID": "@5b299bc-afb9-11e6-8ef4-c34387f40bds",

"eventID": "e4deb9dc-dbc2-4bdb-8515-73e8abcbc29b",

"eventType": "AwsApiCall",

"recipientAccountId": "123456789012"

}
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