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NTBEKFXFRERR , ERRAZBLER , E4AEALAPNENNARFKS P ERAANRES
BRo

EFERIZSE , B LLL Incident Manager BIEZ— MRS AR , ZARBERKREBTTRIBIEFTEHN
PR o

ESARERIBE

1. #TFF Incident Manager ## &8 , AENEMSMBERPEFIRE,
2. HAERIXGH , EFCERFZAE,

3.
EEERUENBRSACHMAXES  RELERGE,
EXRPERIMBE

EEIEFERBAELXIBE , BMEZE IncidentManagerIncidentAccessServiceRole A& E
NKFHPRERZEE,

1. iFIA : https://console.aws.amazon.com/iam/ , TFF 1AM & &,

EEMSMERS , ZRAG,

2

3. EEFERES, WA IncidentManagerIncidentAccessServiceRole,
4. ERAGNEN , REEER R,

5. EXNFEEAAMAACHNEN , WIAERKRAE , REEERR.

£ Incident Manager R {EREB R A

AWS Systems Manager Incident Manager Bk R A RS H4HIERE . Incident Manager £ E# & 4 Hi[H]
AUBEZNMNREEHRRARD, SBANENBKRANESNITX , #iR Incident Manager SEAR A B
Y 5 AT [E

£

- RRARE

- BEFhitXl

- BIEBRA

- MBRRAFHEESALHNBERZR
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BRARARE

BRRERIER Incident Manager AT EBRRA BN B 5%,

Incident Manager X# A T RERE :

-« EBFERAF
« BIEARSS (SMS)

“F ST
. BE

BRARARERE

RTRIPEHIBRFAFIZR S |, Incident Manager 2 E BB BB RANOBL R RRBEL, EESHEAE
HEERENRE , YTEFHEHBE, Mt BEMNERRAATEA N REZBEB,

Incident Manager W EL4HHEDE MR R AREREBANINEE, ERAXLEEMA  IRTERELRRS
AEEIEREFHNRIAREREEXRRSHIHIHMEANEAN, XTEENSFHITEIRRIRN—
W KELBHRANBH, BATRBERAANFAEFE , BB Fi4, EEREFTLERE. BY
X LAFME |, 28I\ B 2 B ERMMER R A RE R INE Incident Manager #,

EFRIRH

BRI BUR X LBA , FERBBRBNRBENRRARE, NABAURE A TSR MERR A
RBRIRE , MTBUHBE,

EMEBRRAPBERBCR AR

1. SMF Incident Manager & & , RENEMNSMEFIERRKR A
2. EREMBRNKRARENBKRA , ARERRE.

3. EBREEMRAVERR ARE S L RIMIBR,

4. EFEEH.

BRRAREEA
EEARE , FEEEUHITN. EEBUHITE<PE L Incident Manager A BN R
BRRAAREBEHAE

1. XI3EK B Incident Manager B EE B EFF 1A,
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RAriEmE

2. SME Incident Manager &l & , REMNEMNSEPEREKR A
3. EEREMBRMNKRAARENBRRA , AEERRE.

4. EEHCERS.

5. %A Incident Manager &% 2i& & K BEB,

6. EFBUE.

BaitX)

Bt RIFENLT Incident Manager IRt 5Bk RAREED ., SN EEHFHENTRMBEZRXEKRR

AREEY, BULELRITHR@B TR PERES TR, ETHEXLRITINESER , HSH
£ Incident Manager £ L3R it %,

fEEKRRA
BIEBRRANSRINT,
1. $TFF Incident Manager ##l & , RENEMSHERIERRR A
2. EBRBIERRA
3. BABRKRANZE , FRMUE—BRINGE,
4. ENBKRRARE, BMNBUAEATIAM U L FEXRENEKRRARE,
a. EFRB . BFERH. BERIEF.
b. ANEKRAREWMA—NARBNER,
c. RURKRAAREMIFHAFEER , FlNEFHR4 : arosalez@example.com
5. EENSZSNMRRARE , BFEBRBPMKRAARE, S8ANM— M HNBKRARE , REESK 4.
6. EXEZITXI,
/A Important

ESBRRANERY , BYURNENEH T,

a. EBBRRAREEN.
b. EXMEFHFFHAZ Incident Manager 5iZBx R A RE B EFatE,

Baiti
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c. EARMHEMEBRKRRARE , HERFNES,

7. BEXEFHITRE , EEBE, Incident Manager EENE UHBKRARE R EHBED,

8. (Wit)EBEBRRARE , BH A Incident Manager XKIXAENEUMEBRARENBERE,

9. (W) ZEREFHBUEE , BERREFNBIEE,

10. EBRER,

EMBRRAFBEEBRRARER , EAILLRBRRARNNE LRIT PR LR, BT EBEX LR
HRINEZER |, HSH 1 Incident Manager A R IT X, BRI SUREB R AR 02008 B2 1R o 5L
HITEEES.,. ETHREXFIEBNITRNESELR , HS6 % Incident Manager # A R A1t X1

FERRANFHERT ABRBEM R

BB EHS |, Incident Manager AIAMFERAIEEREEEMNREMNNE, HARWNEFERERES
BEHIR B Incident Manager , B2 W FFAENI R & Incident Manager EE#AF F &= (vef) XH T
FNEBFEE LENBERRERP, EZXHEFEEE Amazon CloudFront 1, AT AWS Bl 5 XA {ER,

E T # Incident Manager .vcf X4

1. HEENBHER L, EEHH AT : https://d26vhuvd5b89k2.cloudfront.net/aws-incident-

manager.vcf,
2. FXHREISAZBIIEZ LHBERZ.

£ Incident Manager F A& at A &R

Incident Manager FIYFMINEIREN T HAEZERER TN ES , EWREBH, SFartEx
HERNZHERUIBN - IS IMERER. SRR AEE 30 NER A

SIBREHARE , EUUHEEN ERAA LRITRF. BEESZERITRIBERNEHR

B, Incident Manager 2 RER B RBAFHHNRER (RZBBBRER ). AT, ZRRATUBIAE
o ELRITXIF , BAUES P LEBHBREE—ISSNEFHRER , UR—PHSZNERA BX
EZER , 555 & Incident Manager F{# f E3Rit %,

® Tip
ERRESRE , BANEBWE LRI PR MR A NSO BERERN LIRRE, RE , BR%
BLERITHERN MM ITRINES SR, XA EAURARELEE WAL FHNEHITR,
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BNMFR R ARES I/ URRR, RRATUEBRFENEIT, X T EEAR 58 X H @ 5
MIRERKE, SHALGRESETHRR, XXFERMN'EXRRANEHEE RN R | EXTF
R, tRASHHEIFHEERSNEFA,

ZEB P A SO B N E E S 40 IR EN F TR R,
FB

« £ Incident Manager A | 22 1Fan i (B SR A #01R

« £ Incident Manager R EE I G W Fw At EFx

£ Incident Manager H 8| 245 an B (B R MR
FEGFWNER , L— MRS MNERIRARRES) , QA BERIEH R RENSEHS,
Frigz 8l

ERIRGmIRRZE , FRREZACIETERMINERERTPIVEKRA. BXEE , B5H &
Incident Manager FERAEBRR A,

ZRETH (DST) HZ&1L

BIBREE |, BAMEESKNEX |, ZNXEANRHMBER BN A HHEM, SAUUERAERKNES D
ELALAE (JANA) E X BIEMES X, Hl30 : America/Los_Angeles, UTC #l Asia/Seoul, f&ALATE
FaNERPIMNS N NER, B2, SERHRANNEEHENE LN TARNNXE |, HEEEX
R RENEAE ST,

f5l7n | America/Los_Angeles 3} Europe/Dublin B<F R [EH DST Bt FEX, Eit , BIE—FH
WARRERE , AKXz B ZTEEMEZE 6 2| 8 NPet, fln , £ XEXFHATAIRAE Anerica/
Los_Angeles BfX%#:—)X , £ Europe/Dublin £#t—X. EiZRHl% , BF DST W1t , &g
RUKEITE /PN RMERS — NI REES,

NG WP LR , BUEERNUTEE
1. WA ERFP , IERREER 2 X,
2. EEEREN XMW@ ER | HitE b E,

MRERERBRERDBEIE LG X |, BHEEM DST 2B EBNEK. RF , BEFEZEFRRLYH
YR, BABBRTE DST BALAERZ A , BESFHBZCTE HIEABNEARKEER,
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EoEFmER

1. 3TFF Incident Manager &l &

2. EEMSMBERS , EFEFWIEIRX,
3. EFoIEFWATER.
4

FNFREIRER , WABHURBZIR BT E &K , #l20 MyApp Primary On-call
Schedule,

5. ERERIEBSD , RixetERBAEYE AWS X5 FHlE—# 314 , 620 my-app-primary-

on-call-schedule,

6. (k) ENREXE , F-ARSMEERA B VAEX LA B F v e iE &Ko

HRERLIBEAERNTIETHEE, MIAULEETEANSR (AR, HEESIFE ) WER
BITHE, flm , B LARERER , MAEEZTHREER, SENRERXERIFN LRI
X, BXFrIE Incident Manager BIRMWEZER , HZH £ Incident Manager F#R12H R,

7. HEEFHAERFHFIM—ARSZIER

£ Incident Manager A & an it (B R S 2 31

T RRPOVRIENE TRENERNE, EREETRRERNKRA, BRSTUELNMFwT
B = 245/ UR R

&R LAHAE Incident Manager FOIZ A BRRANEADNARMEIRIZD, EXREERRANER |, 18
2 7 Incident Manager F{E FBX R A

EERERHRE , B EREAMNTE B A EIZNHERAAR,
E OB et E RV

1. HEEIEForRAXRNENRGR 132 , EREBEEHD | WARIRRRNEF , Hlin 00:00 -
7:59 Support = Dublin Support Group.

2. WFHHBHE , LLYYYY/MM/DD BRM A ZERBRFRERN BE |, #la0 2023/07 /14,

3. WFHREKX , EF2REX |, ZEEXERERZELHRIEENLIIZE S0 A A B N ER,

BT LME A BB MRS 2 B (IANA) E X B EARt X, 5170 : “America/
Los_Angeles”, “UTC = “Asia/Seoul’s BXEZEE , SR IANA MG £ BBt XBIEE,
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/A Warning

EUMREEDHNRKETERRR, BE  SALRENXOESNELTELPMELY
MPEEE N, GXESES , BSHATHNENZRER (DST) 3k,

4. NTRMRITEETE , K 24 /MEt hh:mm B X A ZRRNVRVTT HaVEE | 5120 16: 00,

BEIE K EREENNEXTFENKIAN Y EER, Fl, R EIERE America/
Los_Angeles AATX |, 00:00 REEFFEETE |, XAHEH T Z/RZEAME 08:00 , ENEZEH
13:300

5. XTHRMEREE , L 24 /Nef hh:mm X AN 2RV IELE RAVRS A |, 0 23:59,

(® Note
FRTT 1 L5 3R 2 B Y [R) e At iB) B R ZE DA 30 70744

6. (HWit)ZREHRKEREN 24 /Mo, BiEE 24 PMEER , ARERRIT AN EZRPRAZ
RBRNFTREE, RRERNEEXBIIEN.

flan , MREFLEFWRERN 24 Mot , MBEMELF 11 SFE#HR , BiEFE 24 PNEE , AREA
11:00 {ERFFRETHE,

7. NFERXE , ERZRRE-—APHVLTEHRSHRE. i, WRENFHITITTER
R, EEZRREBMAASZANE R

8. HMEFERRARNMBEFEIRS,

£ Incident Manager B9 4 an it A = RS BR R AR INEI R 1 Fh

FEENGFmINRERP , SRR BALURM— NS NERRA , ZRZARM 30 N EA LM Incident
Manager B & iR BB R AP HITIER,

HEFBERARNMB RPN | ZRRATRSRIBEA , EAESRERIN 60, BATRERR
ANEAER , BIRFHM4. EEFETRIERE,

BXREERRAMBKRAABIENNER , BSH £ Incident Manager FEABKR A,

ERERR AR IR an i R RAVEC IR AR
1. HEBRGHNERTEL  ERROKIARS |, BRI EREKRR A
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2.

EARMBMBRIRRAI EES |, ARELSHERRPVERANGIE,

SRR R ANIF 72X LR AR B RFERIENIRF, ETRERNBRRARENR
s P o

EEEIN,

EFUBRRAERFRNVE , FERFZAFPHNRERE , REEMAD L

( .

MET

( -

B E B R AT

SIS E R BRI F AT K.

£ Incident Manager HIEER LB AR AT , HEERFMFE

RMEFABAE TRRPWRRA LRI ANEB L SFwHINE, FHNKTURRE. ARIABEE.

EETERIEARNK | FEERR iR

1.

2.

FRIZSFmNARAEL , ERRNEARREDY , THITUATERE

s WFHRMAHRRE | FM Daily. Weekly Ml Monthly R ITIER , EEBNMSHRMRRE
LR, LAERILANAS

o TR, MARMFEZS LR, JLAER/LNA,
flan , MREERE Daily H@A 1, MISMNRRAANSTHRIDEFE —XR, MRFER
Weekly H#A 3, WESNBRRANSHRIDNFE=A,

( Wik ) RS X , §— NS SAMMERAEHNENNAEIRR,

HERESBRARRNTETEE, METUERTENAR (WK, HEERHE ) HER

BITHE, W, BELARIEREE  UBESBAZRRNRKRAANMNE, HANRHNEHRE

ERAFHTFN LRITR. BXHRIE Incident Manager BRNEZEE |, 28 £ Incident
Manager F¥r12 &R

(#% ) CABRRAHK K BREGHEARNBZCE 2 HABINER,
ERIE,

P, BALE LRI P AR ERFNA LRRE, BXER , H5H HIE LRI,
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£ Incident Manager &R I A Y #Fan it (B 5k

ERARSDPFHARTHBELEE R EN SR ER,

E3Ji
EE#RNRARFAEE
- RESWNER

- Sl wmEE

- BIESHNERERENESR
o M RRAS 6 B [H) 2R

EEFONEREFHAGEE

BAUEEEFGNARFAGENELEESTNERNBESE, ZNEHETEHFHARNMT
—MIWARNEE. ZREEE-—NMEANE , EREESERRWPLRRAFS.

7/

EEEFRNARFAGSE

1. 3TFF Incident Manager #Z&l& .
2. EEMSMERSD  ERSHNER.
3. HEEEEMNFWRBEIRITH , BRITUTREZ—

- I EABENE , HEERERE,
_ERE-

ERZITHNRERE , ARERESR,
- EANEARNBIUNE , FEREEER

EBAOESF , EENARPEEBRNRERALS  EFEXIERUENFAEESNCESR
.,

- EIIASRABAPREERNETR , BERRRBMZULHTT R,

EENANFHIER =
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O My First Rotation
B john-doe martha-rivera zhang-wei nikki-wolf
@ ] My Second Rotation

LU EH B RAREERRNEE , BEUATEASSERA

 BiEIRBIR
« RIBER
- Rt A

EERAUNEEAENESERXEENTATNER K BAURNESZBH. BXELR , BEZHA &
) 5 an B 17 2R o

BiREEFMRER

1. 3TFF Incident Manager &l & .

2. BEEMSMERP , ERGHHER,

3. BWITTH®RMEZ—:
ERERENSGHNERTHRERE , AERRE.
ERSFHNERVNERIE , TAEEFHNRARFAGERTE , ARERRE,

4. WNEFoNREARKERRHTHCENER, EUUERRREBILET , FIITTAMERETE, BRRA
MEH. BUUREFENSTERPRINIM R, BHTESRREFTEIE R,

BXRFEATEENER , 1525 £ Incident Manager #6122 15 6y i 18] R M 506
5 E&EERE#.
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https://console.aws.amazon.com/systems-manager/incidents/home

Incident Manager ArfEm

/A Important
NREFEETSERNNER , NEAMUENERLTIER. NERENHNBRETMPEE , &
MNEBWEEEF N EREFAREENEIEER,
B Fl o et A &

ENYESEORERNEBENFNARNES , £UNB—MEARIEAHREEENEHTER.
EE HFmrER

1. #JFF Incident Manager &l & .
2. EEMNSMERT  EFFHREXR,

3. EBRESFNSHNBEIRITPNEERD,

4. EEEH,

5. NAMRHRQRH#TEALENEHR, SAMBREZSEER. AN ERELR,

(® Note
EHUARERE , KFNBREREEFTNTTIE B, EHRIRIETERDIFUAZT EHNF
BT8R,

BXEATEIEMMES , 2359 7 Incident Manager F 822 &y Bt /A R A5k,
6. EERBERIAR,

I E et H RERAY B

MREFBZXNY AN RIS ERIT RMEER , WA AIEZEHR, BIER , ETURRRANEE
HPFITRMERNE —PNEKRRA. BETLUGRBEBS NN ER,

S
0
anp

EFBRRATBRAETRARRNERT R,

7
BN/ N\

EBAMES , BRONBHLUZEEENMAREBESEE R, ETEAG , RIATLLERERA Zhang
Wei IEfE{F6y , HHPA3E John Doe F Martha Rivera BIZB 0 %8, M5 B 5 AFFAEI5 B 11 BS
Ro
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On-call schedule details | Edit || Detete |
Schedule details Schedule calendar
May 2023 | C H Create override | | 4 H Today H 3 ‘

America/Los_Angeles (local timezone)

Sun Mon Tue Wed Thu Fri Sat
20 May 01 02 03 04 05 06
00:00 - 23:59 00:00 - 23:59 00:00 - 23:59 00:00 - 23:59 00:00 - 23:59
zhang-wei

07 08 09 10 1 12 13
00:00 - 23:59 00:00 - 23:59 00:00 - 23:59 00:00 - 23:59 00:00 - 23:59
zhang-wei zhang-wei zhang-wei zhang-wei martha-rivera
14 15 16 17 18 19 20
00:00 - 23:59 00:00 - 2359 00:00 - 23.59 00:00 - 23:59 00:00 - 23:59
martha-rivera || martha-rivera  zhang-wei zhang-wei zhang-wei

E OB Fan et E RE B

1. 3TFF Incident Manager #Z#l&

2. BEEMSHMERP , ERSFWRAIR,

3. EEEEFEMSMMNREIRTHR , BHITUTREZ—
- EERENRAXRE , AREREXBHEDF,

- RBEEFHA

4. BRI TIREZ—
< EERBRER.
© HERIMAPRERRIAANMR  RREEHRRUH,
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5. HECIREMEBRNEFESD , FHRITUTERAE

@ Note
BRI RAMEDN 30 28, BRENRRKTEY 6 MANRIHEEE R,

a. XNTEEFERR , ERETHPUEBERNBKREN,

b. XTIFHBEH , EFEHMASRT BB,

c. XFFARtE , LA hh:mm X5 A ST HBHV A,

d. XNTERBH , ERFIWMABRERN B,

e. XFEERHAE , 2 hh:mm B A SR ROeTE,

f. WTFERERERA K EREBERPEGHNERKAARE,
6. EFEEKR,

BIRERE  BAUEBESFAFERRIAGNE, SN —IMERNEELERRALEN , —MEEES
REMRNEROEI, SR SULER BRELCFER R FRERBHF 28,

I B A5 e B B) 2R
LETEHEEBRENSHRBERES , JEUFHEM Incident Manager Bk

N SRAEA E3R T RISRME AL 1R B 51 E A R an B R SR AE DY EARERIE | M RITEM BRestE) Rz AR R X 21t
) P A BR o

E I BRFan At A R

1. #TFF Incident Manager & & .

EEMNSHMERS , EEFHNER,

R ERBRAV St R RITHAY 2L R,

M BR o

EMERFaREtE RSP ? JEER , EXAEFHA confirm,
TR BR .

o o &~ w N
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£ Incident Manager #{#F _E 3R it X

AWS Systems Manager Incident Manager @13 & E X BBk R AR F AT E R ( S8 LIR|E )

R4t LRER, BAUREMES N LRRESIA—NEH, MR LBREPWIEERRALE W

Bi , Incident Manager & LI REI T —ABR A, BEAMUEBREAFBINAESFITREFELELR, &
AT LA EIRITROR MBI TR, SUEESHF BRI E R LR, BB ESEH4RM LR
Xl

EL
- Bi&
. HIELIRIR

B B
LRI MM BHT , SIANRBEAEN S HB. SITNRERATER

s FEME—THMET MRS ENRE, BEaiFHRE , LRITNE-MERRTHET.

« FHRRE—ERREAUARENKRA , LAINRFWINAIR , ZAERBESNKRRALR , 4]
BAENERELR, ERITHEAEELHESITRESNIRERTES . BANREESNLIRE
B, MEELRITHHAT -MEZAFLERR. BMMBRTUAESN LRRE,

AXRXREENKRANEER , HSH £ Incident Manager FEABKR A, BXxtIBEFmetRRNE
B , 2 % Incident Manager i Fl i ap BB Ko

HE LT X

1. $TFF Incident Manager #Z#l& , RENEMNSEFRIEFE EIRITRI.

ERE ERITR.

NFEF, MALRITRIAOME—E% , flZ0 My Escalation Plan,
WNFHIE , WABEAFEBEIRF X, 20 my-escalation-plan,

3 F B IF4ERTE | # A Incident Manager fE#E A T — M B 2 B S 1309 20 59 5
NFLERRE , BERE-NHSNIRRASGWERIRAELM RHITES,
(k) BUEBRRATEBIAEDGEELE LRITR , FEEWIAELEITRI®E,
E@ZMBRANSE - RE , HEENLRRE,
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R ERiTRI 41


https://console.aws.amazon.com/systems-manager/incidents/home

Incident Manager Tt
9. E@ERITRAME—NE , HEFMBER.

10. EEHRS5 B 9, BERETANZ EIRITRIRMATE LRRENE .

1. (k) EREL X, =PRSS MrZBABHRNEN AT LRt

MEREBIBATFENERKE, MEATULLEFEANAR (WAR, BHEFEIIRE ) JRIFR#
T9%K, plmn , BRALDFRE—NERITR , SBEEATHSEHRE, 3sWLRREXRBERXE
M EIR1TX. BXHRIE Incident Manager BIRNEZER , S M £ Incident Manager F #5185
R

12. EFE ERITR,

£ Incident Manager AR £ A Bl K 5708

Incident Manager 2 —ft AWS Systems Manager 2188 , EEEH MM EEB EESH A E PR EREE
TR SFOE# T8, MREREHE AWS Chatbot FIREMNIIRE, AT , B LU ZEEES
Incident Manager A B9 1 5711 X1

EEHRXERE , WNEEAWNKTEREHMERAE, Incident Manager E&FEXEHNFIE
EFNBAEEEEZPXNE, CatAZENXEREFEEN —IPHZ1 Amazon Simple
Notification Service (Amazon SNS) & & XX L& 4,

AWS Chatbot 1 Incident Manager X3 EA T N FI 2 5 A B9 B K 570E -

» Slack
* Microsoft Teams

* Amazon Chime

EE4PREPVXEN TR SFEE=FTEH Amazon Web Services fRF FIITES -
(F)

o 51 NENBIXIME R EHERH Amazon SNS F &

« {£%5 2 : £ AWS Chatbot 81z B 5iE

o 15 3 FEIXRSUERIE Incident Manager B 57 11X

- BEBXMERHTED)

£ FA B R 5505E 42
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55 1 RIEREIRINE QI Z S E #H Amazon SNS £

Amazon SNS R —H#EERS , REMRHER@ITRE (B NIRENMERE ) UERER. X
HEBIREEREZEZTESITAERTRIRNR , TER-—MEBHRKNBEFRE, Incident
Manager £/ SW R it RIXBKH — N HZNEE , MEAHBNEREERBHNEA,

ERMITRIF , ETAEBHBEHAPMA—PHZA Amazon SNS £, ENRERR , BRZES
FIER MBI FN AWS X35 eI - SNS £&,

® Tip
EFREIEREEERE , RIMNBUUELEE Amazon SNS =& , AMEE Incident
Manager —E2fEH, BETHKE , ERTUCIEZIXFET .

E R SR E R 5508 8 B 2 E # Amazon SNS &

1. BB (Amazon Simple Notification Service FF & A R1EFE) HHIBIZE Amazon SNS B Z B
BATERE,

(@ Note
IEEHE , FEREFUERETHF K,

2. EFEGEMNED , HiZTRESHEBTH Amazon BREBH (ARN) , #=X arn:aws:sns:us-
east-2:111122223333:My_SNS_topic,

3. IEREE  RERTHFRKRELS , BEEMRAME AN EMBHRNR,
4. FULTERRMNEREHEUHA

"Sid": "IncidentManagerSNSPublishingPermissions",
"Effect": "Allow",
"Principal": {
"Service": "ssm-incidents.amazonaws.com"
3,
"Action": "SNS:Publish",
"Resource": '"sns-topic-arn",
"Condition": {
"StringEqualsIfExists": {

F5 1 RENERIE B FEH Amazon SNS £ 43
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"AWS :SourceAccount": "account-id"

BT B ERa#its .
« snsnsopic-arn BENZXELIEN EBH Amazon FRABAFM(ARN) , B
arn:aws:sns:us-east-2:111122223333:My_SNS_topic,
« account-id R EEMEHAN AWS K/ #9 1D, 70 111122223333,
5. HEERTFEL.
6. EEFIEFEENEIXFEEZILE,

%% 2 : £ AWS Chatbot A & 2 B8

BRI LATE Slack. Microsoft Teams % Amazon Chime F 8|2 XNE, ST RIRE—NEIKIMA
B,

NTENPRGE , RNBWEEBREKENREN (FEQAFRHEITHESHAEHNR ) . £&
RIEHEE AWS Chatbot I RSB R AER. EEEHTREREMEMAENEMH MR EXE
F RV B RSE -

/B AT AWS Chatbot BJ Slack 5738 Microsoft Teams 5B , B4R & A LUEEM Slack =
Microsoft Teams Bi Fif2F #1217 A& Incident Manager CLI i s, BEXEZELE , BSH BEIHX
B TR

/A Important

SEAINE R BUE K A P A E ERENE BT RIS AV R R AR RIE 7] SA ) ) R SUE
mEMRF , SINASmERENSHUNEE,

B> AWS Chatbot W —fZE R , 55 (AWS Chatbot BEE R IEF)Y R AL E AWS Chatbot ? o

MBUT R AR Fr 1T IR 5 ML 0 2 B RY 5TE

{£% 2 : ¥ AWS Chatbot &2 HI5HE 44
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Slack

ZETBREBEHTEUNWNRIZE , AFFAESERFER Incident Manager Wl R a5 H. AN
PR , ENEHMBE R EEM Slack IXSMEEHEHHEZED, BXELR , F5H BY
R STBH1TEB .

E1£ Slack # 8|2 X558

&M (AWS Chatbot EE R EF) PHIHIE | T EA Slack VS REITIRIE , AEEREF
MARTARR,

s EETE10H , W FACKE , &% E/G,
o EZT 10d |, X FREEEMR , & Incident Manager B PR,
s ETBR 11 B, N TSEMFYLEIRE  ERBEAND |, EF

AWSIncidentManagerResolverAccess,
« FELIR 12 PHY SNS B E D , AT THRE
« WTFXE 1, RRENEHEF IS/ AWS X,
« WTFEE 1, EFREEZXEOEN SNS £F , A TRHRERESHEA,
- WTEHEFNESNINEMXE , FEFEFMEBXE , AEHRMEMXEHN SNS &,

Microsoft Teams

ZERESRTRBUNNRIRE , AFFEHERF#A Incident Manager BB R i 5. AR
MRS, BHNEHIERE T EEM Microsoft Teams M XSEEH B4 HEZED, BXER ,
FZH BIHRMEHRTE.

E £ Microsoft Teams 5 6| Z i X4 &E

BB (AWS Chatbot BIE RIER) FHIHIE | FFHAEA Microsoft Teams BRI S B 1TiR/E |
HEBREFMALTAR :

- ESR10F , XTHARLIKRE , LR ME/E,
« ELHE0d #, X TREEENR , E$ZFIncident Manager B R,
 EFBR 11 B, N THERFYLEIRE , EREEHRP |, EF

AWSIncidentManagerResolverAccess,

« FELPR 12 FHY SNS EBE 2D , AT THRME !
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s WFEE1, RBLEZXEHGIEMN SNS =8 , ATRBRIELEZSHBEA,
s WTFEFEPNEBMNEMXE , HFERFMMEMXE , AENNEMXIEHFM SNS &,

Amazon Chime
E 7 Amazon Chime 8|zl X5&

ZE (AWS Chatbot EXE RIEREE) FHWIZIE : FFIREA Amazon ChimeR I S B#1TIRIE |, FH
EREFMALTHEA :

s EFT| 11, N THREEEMNR , 1% Incident Manager X R,
« £ 12 | £ SNS FFE D , iEF @ Amazon Chime M4 F & IZBAIA SNS £
=
« NTFXiF 1, EBFENEFEPITEN AWS XiF,
s WFEB 1, BREEZXELNEN SNS £ , AT OB XRINE L EESH B,
s NTEHEFHENEMX , FEBAMEMXE , AERMEMBXIFEFN SNS £,

® Note
Amazon Chime A= 40N & A7 Slack 1 Microsoft Teams Bl K 35 & = {55 F Ry Bl K
DA
AP To

£55 3 : MEINRSTE R INE Incident Manager B9Wa 57 it & &
BIRSREFH G ITRIET |, AT SURMBIRRIE | {00 57 5 385 B K 50E 33 1770 B F K E# .

BR FIERAIT R FHSRBMAERN  E (I ) BEESHRNHXGE B854, EREERTAES
2 NE R 11 XA 5% B9 BRI STE

B R SE 1T B 3

X F Slack 1 Microsoft Teams FHISHE , Incident Manager SR FMMNEFEALLT ssm-incidents
WHEZENIRIMESSEHHITED

» start-incident

* list-response-plan
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* get-response-plan

» create-timeline-event

* delete-timeline-event

» get-incident-record

» get-timeline-event

 list-incident-records

* list-timeline-events

 list-related-items

 list-related-items

 list-related-items

 list-related-items

EEEIEMHNPRNEPEZTHS , BEAUTER, ¥ cli-options BRAEZGEEGTTHH
(= CIpviAs

@aws ssm-incidents cli-options

Flan -

@aws ssm-incidents start-incident --response-plan-arn arn:aws:ssm-
incidents::111122223333:response-plan/test-response-plan-chat --region us-east-2

@aws ssm-incidents create-timeline-event --event-data "\"example timeline event"\" --
event-time 2023-03-31 T20:30:00.000 --event-type Custom Event --incident-record-arn

arn:aws:ssm-incidents::111122223333:incident-record/MyResponsePlanChat/98c397e6-7cl10-
2al0-9b86-f199aEXAMPLE

@aws ssm-incidents list-incident-records

£ Incident Manager AR £ Systems Manager Automation 1217
it

EALAE A AWS Systems Manager B9 —IZh#E AWS Systems Manager B3t FEEITFMER B3
#.4T AWS Cloud SMEFHE LN AREF N EM IR EES.
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https://docs.aws.amazon.com/cli/latest/reference/ssm-incidents/delete-timeline-event.html
https://docs.aws.amazon.com/cli/latest/reference/ssm-incidents/get-incident-record.html
https://docs.aws.amazon.com/cli/latest/reference/ssm-incidents/get-timeline-event.html
https://docs.aws.amazon.com/cli/latest/reference/ssm-incidents/list-incident-records.html
https://docs.aws.amazon.com/cli/latest/reference/ssm-incidents/list-timeline-events.html
https://docs.aws.amazon.com/cli/latest/reference/ssm-incidents/list-related-items.html
https://docs.aws.amazon.com/cli/latest/reference/ssm-incidents/update-related-items.html
https://docs.aws.amazon.com/cli/latest/reference/ssm-incidents/update-incident-record.html
https://docs.aws.amazon.com/cli/latest/reference/ssm-incidents/update-timeline-event.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-automation.html
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BMNETFEMBENLT —NETFEMIERRE , ZITHEREIIE Systems Manager EREXTRHHE
. AWS BIRER FIITHIRE, ERUERZSITFMRkEEF. FENEBE AWS BR,

£ Incident Manager # , BT FMEDEHWRNER , BAEEEENENITRI—BoHZTF
o

EWERTRIp , EAUMB A EEBNETFRPHITER , ATHITELNEILES , BT
VEBAENETFM. HEERMITHEPREESTFERN , REATUESHT RN EIEHETF
fito

/A Important
BXEAREBUENSEHT2E AWM FIEENETFM.

B> Systems Manager Automation, 21T F MUK FIZITFME Incident Manager — 2 {E A K i 415
B, BZHAUTER :

o E@IgRItRIRMETFEM , S8 £ Incident Manager = 8 19 5711 %) o
=

s ETHBEXBETFMOEZER , H5H (AWS Systems Manager AF#E8) 1 (AWS Systems
Manager Bz{tiz{TFEMSE) https://docs.aws.amazon.com/systems-manager-automation-
runbooks/latest/userguide/automation-runbook-reference.html# B9 AWS Systems Manager B 3j

1t
s BXRERAZETFMORAENELR |, 558 Systems Manager EHo

« BHXTE Amazon CloudWatch 3R = Amazon EventBridge B4 8|24 at B3R AETFEMRHE
B, B2 IR ¥ Systems Manager Automation ;21T F M & Incident Manager —i#2{F

25

. BYHMETETEMR TARER BN IAM R
. ERETERSH

. RUEFER

+ Incent Manager iz 17 F it 184k
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https://docs.aws.amazon.com/systems-manager-automation-runbooks/latest/userguide/automation-runbook-reference.html
https://docs.aws.amazon.com/systems-manager-automation-runbooks/latest/userguide/automation-runbook-reference.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-automation.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-automation.html
https://aws.amazon.com/systems-manager/pricing/
https://docs.aws.amazon.com/incident-manager/latest/userguide/tutorials-runbooks.html
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B FzTETFMIEREFAER IAM R

EREHRIE —EB5 |, Incident Manager EEIZ1TFMEINR . BRMX LR |, BATLAER AWS
Identity and Access Management (IAM) A€, ETFMRSHEMBE L AssumeRole,

ETFMESACRLXENRSAR, ZAEN Incident Manager 124t 7 HEI M BT F MR ITER
A ERIER,

B3){t AssumeRole R# T IETEITFMHPEEN BN T ATHRAINIR.

(® Note

MR FKIEE AssumeRole , Nl Systems Manager Automation 2= FEITFMREZACRT
BT, MRKRIEE AssumeRole , MAAEZETFMRRSASRIMBENNR. N , =
TFEMELEEITXERD.

B2, FARERZELEER , BRMNBWWEA LM AssumeRole, FEAEIMH AssumeRole ,
& 0] LARR #ll AR B BN A e A ENR,

BXxB3z1{t AssumeRole WEZEER |, S (AWS Systems Manager AFER) FHEE B3t
WERESAE (KA ) HRNE,

BT LE IAM BEI AR FHBE—RBENAR, -Eta Lk Incident Manager £ 2 2% 5 %7 1d 57 1t
KRB BE—AE,

BT F MRS B ENR
TFEMERS A ENRBEIRLT AT AR KRR,

=
% — %A L Incident Manager /B35 Systems Manager StartAutomationExecution B&E. &
&, ZRERE=M Amazon BIREH (ARN) BRER RN EIR LEEZE1T,

HETFMESERPIKS PETH , E-REBIATETFRRSABRAS —INKFHHNAE,
BXEZEER , B5H (AWS Systems Manager AF#ER) RWESND AWS XiF #IkF FHiziT B3
1.

{
"Version": "2012-10-17",

"Statement": [

{
"Effect": "Allow",
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https://docs.aws.amazon.com/systems-manager/latest/userguide/automation-setup.html#automation-setup-configure-role
https://docs.aws.amazon.com/systems-manager/latest/userguide/automation-setup.html#automation-setup-configure-role
https://docs.aws.amazon.com/systems-manager/latest/userguide/running-automations-multiple-accounts-regions.html
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"Action": "ssm:StartAutomationExecution",

"Resource": [
"arn:aws:ssm: *:{{DocumentAccountId}}:automation-definition/{{DocumentName}}:*",
"arn:aws:ssm:*: {{DocumentAccountId}}:document/{{DocumentName}}:*",
"arn:aws:ssm: *::automation-definition/{{DocumentName}}:*"

]
},
{
"Effect": "Allow",
"Action": "sts:AssumeRole",
"Resource": "arn:aws:iam::*:role/AWS-SystemsManager-AutomationExecutionRole",

"Condition": {
"StringEquals": {
"aws:CalledVialast": "ssm.amazonaws.com'"

Hzh1t AssumeRole R

BIEHEFH A RIS , BAUMNZ AN AWS REXFBE P TIESE , LM NZE Incident Manager 6
EH AssumeRole, XLEFEREIRM TIE1T Incident Manager & 1T F M7 2 S £ B 9 2 % IR EMN
fRo BRI LUER—PRBZNMEEXNRBERNEH AssumeRole FREFIRMENPR, TXRERT M Incident
Manager 2% & €12 AssumeRole A A LLEIRHI K HE

AWS RERX KRB REEHEIR

AmazonSSMAutomationRole & F Systems Manager Automation fRF1Z1Ti=
TFEMPENRENINR, FUHREDESEE
HERAMAESEAF,

AWSIncidentManagerResolverAccess BRTAFPED., EENEMSHHNR, BETF
DEAENEEHEFHERPIET /N E#HE
HRMEXIE

ZAUERAXEREXRBOTSELNSHRMNZERTNR, B , EEENRBEXSFENIN
RAUBESEFMTR, EXFERT , BEENRN AssumeRole REFAKNKENR, BEXELE , BSH
AWS Systems Manager B3t 2T FMSE.
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FERZTFRSE

FETFMAMEIWN TR , EUTREEEITFREETNNEANSH, WNITIZFEEEHSH
HRENSH, NTERSE , EUNITHPELSHNRAAZE, ITHINE , REBEIWESHER
RIEEEEHRANSEE, Incident Manager XFLUTHASE

Incident ARN

Incident Manager SI2E#r , REQXWRBENBHIZFEHN Amazon BIFEBM (ARN) , FHHEBEA
FETFEMPRZSE

(® Note
ZEREDES String RENSH, WRIBRAEEMAHMRENSH , WESTFHHE
EBIETo

Involved resources
Incident Manager BIZZE48Y , RESHREBAEPH RN ERN ARN, REHXLEIRE ARN 28
BETFRHPHZSE

KT RER AR

Incident Manager Al BAfE CloudWatch 1R, EventBridge B4 M FFSIRNEHFIEEN AWS &
R ARN ERZTFMSHE. X—BINAETEERIZSEET , Incident Manager A SAH#EIR ARN B
TRERER,

CloudWatch 23R
LB CloudWatch BRIZERIBREHAT |, Incident Manager & BB MREBXEVIEFRFIREVUA TR B MR
Ro Rfa , EEAUTHXERERMESH

AWS RS TIRKE

Amazon DynamoDB £R-REE]

i
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AWS RS RRE
x
Amazon EC2 AR {5
oY)
AWS Lambda BRI A
B BURAS
Amazon Relational Database Service ( A -
mazon RDS )
AR ESR B
Amazon Simple Storage Service ( Amazon i
S3)

EventBridge #1M

L RSIRIE EventBridge B4 RIEE4AT | Incident Manager 2 1S4 F A Resources BMHEFRFIE
S, BREZEE , i52H (Amazon EventBridge FIF$§5) H# Amazon EventBridge =,

FHEIENEH

WIBE Startincident APl IREBIREHAT | Incident Manager&E A API ARAFNEEERFTIES
B, BHKRE , eBEFERE relatedItems ¥ H1ZiER INVOLVED_RESOURCE XA TIRERS
8

(® Note

INVOLVED_RESOURCES EREEDEILA Stringlist REWNSH, MRP AT MEAMRR
W , WETFHEEEET,.
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Incident Manager ArfEm

E X E1TFEM

BIEBZITFME , BOURBHARMANSRETIRE , BRI BUER (Systems Manager FAF 8
M) PEAZTFMBIRENEFANERHRHITRE. UREBECEZK,, ZXEBETFMR, S
%] Systems Manager AAF{EmM) FMEZ N AWS Xig MK~ FIi=1T B3t

E B 1T F it

1. BHE https://console.aws.amazon.com/systems-manager/ ¥ FF Systems Manager &l &

2. ESMERT , ‘BN,

3. ‘EEIEAIL,

4. F AME— BAIABIRIZ 1T F A o
5. RASTFMAVER,

6.

RUEBAFEXHERAN IAM B, IAWSTFREFETHT. BEXESER , BZHIE
L TERERERS A 7HRXER.

7. (&) RINETFEREHIRNEARASE. BIETFMEY , EUNERAGSHEBSSH. 3
SEBERETFREIRNEHAPNE, BSSRERECRANE.

8. (Wit ) AINEFRRE,
9. (HE) AR,
10. EESTFMETHHRENSR, BIMTRBER

« B
- SREFRHER
- ERESIRIPEITHRE, STFMEREFRERERBERFHIR,
« (k) WREM.
1. DR LENSTFRIRRE , EEIZAIL,

TR ARSI | R R 0T TSI & 4 5 R Bom 1T F A0 S B AR ik
#E,
HEETEM

1. @Y https://console.aws.amazon.com/systems-manager/ 3T FF Systems Manager 2%/ &,

2. ESMERT , ‘B,
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https://docs.aws.amazon.com/systems-manager/latest/userguide/automation-documents.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-automation-multiple-accounts-and-regions.html
https://console.aws.amazon.com/systems-manager/
https://docs.aws.amazon.com/systems-manager/latest/userguide/automation-setup.html#automation-setup-configure-role
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3. EXMIIRTF , RBREHENXN , AFEREEFFAGE. ENRETFH , BREZXEMA
H. REXHEMBET THENH,

4, ﬁ#*ﬁ%ao

5. BERNTTHESS , BREAIT , REARRTF, EATHEST , FERNLE , WA AWS K/
ID , EERIMNR , REERRE

Incent Manager & 1T F & i

Incident Manager 124t 7 A T 21T F &R , LUAE BRI EARAIT 17 Systems Manager Automation
REEZTFM. BUUREH#EERALER  SAUNEHTHERBUASERE TENRARERMRIRNF
HE R

& Incident Manager & 1T F At R

1. BHE https://console.aws.amazon.com/systems-manager/ ¥ F7F Systems Manager &%l &
2. HESMBERF , EEXH,
3. EMHXEH  EERFEHEA AWSIncidents- LALE RFTA Incident Manager =17 F .

® Tip
A AWSIncidents- ENBEHXA , MARFEH XS S RIFEFED,

15 FA R 4R

B3 https://console.aws.amazon.com/systems-manager/ 7 Systems Manager 2§ &
ESMERS , EEFEXY,

MRS RPEREEFNNER,

BREEABTET~ , REEFIXERE

ESMBERSD , EEXH,

priz =il e A= k| 8

A ME— B AT 1R B8 & o

R REIRIETR,

b=

10. EXHRmERXBHRMETHASHFASS.
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1. EBRIEB1L,

AWSIncidents-CriticalIncidentRunbookTemplate

AWSIncidents-CriticalIncidentRunbookTemplate 2 —/MNAFFILERIEM Incident Manager
EHEBAHNER, XEPREBER , TRATASKAARER , 2B IFEA , v 4L & I 1H 7
REH,

£ Incident Manager A& A g B it X

Wa B it R A VR R AT IR R SN R P IV B . TR RIFR G — MEMR , HP B8 B XRSEAR, B4
M- ERE, ERINBIEITFRUARBZERZNEREFEE.

R fERER
RATRIEAN , TR S4NEARNREE, EiRIHEATHRIE , AR ME BT &EREK,
- FLEm—HWERESLEBEEHNEN. MREEFNDREEKRS , IEEEFHNEARTI |, 5

STESHPERGRE | RBWAE KA HE,

« RN ER—FENITRIGNES , RNBUEERES TR , MFARKIARSHER,
EFHRINAEHEEHAREHEESENNMNARRASSGRER (HPEESMNEHRERA) .
BT AENTRELZEZRRBEZNEFD TP EEN WA E , RtEMEMEN IR PERERAENE |
DN XEER. BTERARRA , IRTLTZERATERRANRERRA , HHIAEMENH
7 , Incident Manager & NEHBHEKR A

- BITFEFR—CEASTFRRETEES. STEENSR , URBRBNEESHHERMEAZINE .

- IME—EERBIRSE R B4 BB, BRE AN E R T HREHES. HAIIERR
BYXLEHESHMBMNERZER.

1 T el R T )
R AT S BROIR I KL T 3 B ) AT B AL

E:golke L0 vAR S

1. #TFF Incident Manager 2§l & HF £ S H 2 fp kR0 R it .
2. EFRAIBW@RITTR,
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3. EEBMH, mAM—BRBIMNMENITRER , LA TR Amazon BIRE# (ARN) .
4. (Wik)EETRERT , ARSI TERNEN , UHBEELNESZ 4R BIMm R 1T,

5. #ZHEHICKEERIAE.

BESHIRINE

NTHBYEEERHEBRSH |, BAILIEERINME. Incident Manager fFiX 48 B A T 508 B2 it X < Bk
KRB 4.

BIEESHIRINME

1. TEFREH | WAZEHHRE | A BIEE Incident Manager £ LiRBIZEH.

2. EEWP , EFEZEEFISHREZENITRICIEZNE4NEETE , Sl ERE. BX
Incident Manager R EMKFNER , FSH 93K,

(A ) EREF , MARBEZBAITYENEHRBENEERE.

4. (%) N TEEHRERBRFRFER , AAEERERBRFRFE, Incident Manager ER Lt FRFEK
B LB RN RRER — MK P IESNEH,

EENENRFHERRGARREEEEHNREBELEIE. NREBEEEEHERRFR
& | Incident Manager 2SI EH A E dedupeString ZERHAEREEHEAEZFENRERE
., MBERNBEEEH , Incident Manager £HIBRBEFEHNESERFEINEEHF,

(® Note

FIABR T | Incident Manager & B a1 il Bk [E — Amazon CloudWatch 23R 5 Amazon
EventBridge SH40IEN SN EHNEERRE. ELEHABCNESHERBRFZRFSHA
A EXERRRBENES,

5. (") EEMHRET , ANEDRAEREZEMIT I CIZNE4HHRERANE,

BV EEHICRKRRMN TagResource PR , FREEMM T RIPIRBEEHHFE,
6. HERETE—NALENIIRIE , HBEREREHEERE,

( Ak ) EESAWAERME

LEEWATT R P IA B RSUER |, AR & SE S ZERREMHER. NI AEAPNRGSEEMM
WRFESEHED,
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£/ AWS Chatbot , 8 EL A Slack 5 Amazon Chime RIZE— 8 , LMEELEM AR FFEH,
B X1 AWS Chatbot FEIZIKILEME S , 5 (AWS Chatbot EE R ISR o

/A Important

Incident Manager 2418 & % Z| B K 55EH Amazon Simple Notification Service (Amazon
SNS) EBMNR, MRZEE SNS TBAMHNR , WTTESEFNEI 0 5 X1
i, Incident Manager 8 SNS B A MmN RBA , LURIENPR,

BXRURMEBMEZFEER , S H £ Incident Manager /{5 F Bl X 575& o

EIEE B0 S R SE

1. NFHIXRE , %% —1 AWS Chatbot a5 & 7£ 554 5 (8] AT LA 1T ORA BN R SRE

® Tip
E £ AWS Chatbot FEIEFWEIRIE |, HiEREEFHH Chatbot &FF i,

2. XTHIXRIE SNS T8 , EREESHREHRE KR EM SNS FF, £ZM AWS XE F
D0 SNS EFAIEMITR , U EHREREANXEFER,

3. #BURTESEHRENTERINKREA, SR ERITR,

(Wi ) SR EBHBRE D E R

EEHEER  SLEBERSENMNE, BIMNBUEREBATERENRESE
1. £ E3RITRI PR MR A M S Hat R RER LIRRE,

2. B EIRITRER MBI RIBES HR.

BXRBERAAMERITRNEZEER |, S0 7 Incident Manager R EABR A H 7£ Incident
Manager A LiRit X,

ERESEMMNESHRIR

1. WFEZY , EREEHEN LRITH. FastBRAMMARREA.
2. HEEFMMIEE—NSTFEM , FASHERBERN -2 RKET,
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(Wt ) EESHERERNEITF M

& LAMEF AWS Systems Manager B9 —IZh#E AWS Systems Manager B3t HHIETFMRKE S
1T AWS Cloud 35 H E LR AR F M EM IR IS,

BNMNETFMBENL TEITFMIERRE. STFMIEREIIE Systems Manager EFREX S EH A
AWS #RER FHITHIRIE, 7 Incident Manager & | Z1T F A HES S4B M EREEHE

BREMRBITXIFERSTFRHOESZER , i3 H 7£ Incident Manager F £/ Systems Manager
Automation i=1T F .

EEESHERERNSITFM
1. NTFEITFEM , FRTUTREZ— -
o ERMNERPREZITFMR , EHEIAR Incident Manager E1TF M. EETFREHRF , K

ST F it AR R R,
- RRERABETFM. EREFEHANMEE. SITFHMRA,

® Tip
EMNKFFHRBRZETFM , BEFREFTZTFM.
BXREBETFMOESEE , S K £ Incident Manager F £ Systems Manager
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XLERE | A BUEIX LEIRE, BB ERCHENERBEREECHENEBETE, BEM
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FEERDMze , BEABFEEFNNENKIENVIRE, HYMNETRELEPHRER , BEZSLHE
HRANEBSEREIRREE , RTIBREETH. WRERKRTKELIME , Incident Manager 25 R —
FHE K WIARRESLEERTRDTHER T XA,
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DHERERT —HAEE , RARN TEHNRETER, EAUMERAXERENSERRUENAREFHE
REFN A 0E R

AWS FriERE R

Incident Manager 124t 7 —MNEF AWS 40 B7 A (7] B 29 M7 S £ SR BRI FR O B BAEAR |, #R8R
AWSIncidents-PostIncidentAnalysisTemplate,

BIE D TR AR

BV EERABRIN AWSIncidents-PostIncidentAnalysisTemplate EiRFHRMESEH A
Bl EbE AL D, ETRIAERVEZS MERERAZERENELEEEKSPRIED TER. A
&, BRI 2 TR E I Z) S A Incident Manager &N X1,

B 7 HTRIR

1. A GetDocument BIEHEHAE Name S T & AWSIncidents-
PostIncidentAnalysisTemplate, B3 GetDocument BZMNEZEL , 55 Systems
Manager API $Z,

2. MNPHRNBZEERATINH JSON HER, FRBBEERESFPBAEMEZ, RIMEWN
&B1E Incident questions ZBAFMAIBRET,

3. EQEFENR , HERL—SFEHN JSON B CreateDocument e, BHMBIELULTH
B, BHi Analysis_Template_Name RIEMERNBF

* DocumentFormat: "JSON"
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* DocumentType: "ProblemAnalysisTemplate"

* Name: "Analysis_Template_Name"

BIZE 7.

1. BRI, BMNEXABHNEAFAEEREPEECIRS .
2. EERERTOIRZOTODHER , RERAD TR ER R,
3. EEBIE,
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2. EBZTEDF,

3. EBREITEHHN DR,

4, EZNTFAGENENAELS , EFRITEH,

5. GEITHNEHIMXNFESD , FRTFELESEHTNREAPH DD, RINERT , iEH2ELT
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REE , TUANFROITELRTUHITEMER , REERFITEH,
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HRENF RS R D ELE Amazon EC2 BRI S# CloudWatch Bk, X SEHI# A fil & BIRAVIRES
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1. ¥ Incident Manager 8| EZE#,
2. BRI EMBENEZTF M.
3. MizTFMER %M E Incident Manager FIEHFMEETNE,

AR PR TRt o] LAA F Amazon EventBridge EHMEMR A K AWS BIR. B BIXER
MEHHTEERR , BB EHNEHAR LT RNEM,
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BEERER, ZAIHMBITR , i*zﬂ]?i&""fiﬁ%‘tauﬁﬂ@m*_“ﬁ/ . BREZER , BSHNUTE
A
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2 AWS RRMERZTFRAICLTRETERS. BXRESER , FSHAWS Ef.
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- £% 3 FEITFMEEN MR RIXEREX
- % 4 : R ITRIZE CloudWatch 1R

- £5 5 BIF4ER

5 1 SIEETFM

BT HZI]RIE Systems Manager 25| & P RIEZ1TF M. ZHM Incident Manager E#4HFAR | 1=
TFEMEEH B Amazon EC2 K4l , AEABXEITFMATNEEEFRSH., EFHBZH , FH
INEHRBEEZTFRONR, BXEZER , HZH (AWS Systems Manager AF{EM) PHRE
B3t

/A Important
BEEUATEXUBEAHECZTFMNEZFAEER .

« ZE{TFEMER T H CloudWatch BRRGIZHNE4, MREFRESTFMA THMAREHN
S, SINFHENES  WTERIE-—NESTFRSRIVSEHELS , RESIRE
HIRIER

« BTFMER CloudWatch B REBE—NEInstanceIld W4 E ., Amazon EC2 =g+
NERESZEE., IRENEETFMESEHMIENR (REMZHIR , 420 EventBridge )
—i2EH , NAME R IsonDecode2 F R LAPTEL £ 8 1917 5 FE IR 09 BU4E .

s BITFMELERBELER Amazon EC2 LIRSS A ZBIRWAIE, N TFESLEH |, EAaE
THER:H, FRLFZEREXMNEEBEREETZTEM.

BXUBEITFEMNEZES | 15519 (AWS Systems Manager 16/ F M EHiz 1T F M.
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BEOBZTFM;

1.  #TFF AWS Systems Manager &% , Mt https://console.aws.amazon.com/systems-
manager/o

ESMERSD , EEXHN,

EFE B,

FNFEHR , RETFMEA—NMERMERZY , Hl20 IncidentResponseRunbook,
ERRERETF , RAEERRE.

FUTABKEE S RESRP

2

description: This runbook attempts to restart an Amazon EC2 instance that caused an

incident.

schemaVersion: '0.3'

parameters:
IncidentRecordArn:

type: String
description: The incident
mainSteps:
- name: ListTimelineEvents
action: 'aws:executeAwsApi'
outputs:
- Selector: '$.eventSummaries[@].eventId'
Name: eventId
Type: String
inputs:
Service: ssm-incidents
Api: ListTimelineEvents
incidentRecordArn: '{{IncidentRecordArn}}"'
filters:
- key: eventType
condition:
equals:
stringValues:
- SSM Incident Trigger
description: This step retrieves the ID of the first timeline event with the
CloudWatch alarm details.
- name: GetTimelineEvent
action: 'aws:executeAwsApi'
inputs:
Service: ssm-incidents
Api: GetTimelineEvent
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incidentRecordArn: '{{IncidentRecordArn}}"’
eventId: '{{ListTimelineEvents.eventId}}'
outputs:
- Name: eventData
Selector: $.event.eventData
Type: String
description: This step retrieves the timeline event itself.
- name: JsonDecode
action: 'aws:executeScript'
inputs:
Runtime: python3.8
Handler: script_handler
Script: |-
import json

def script_handler(events, context):
data = json.loads(events["eventData"])
return data
InputPayload:
eventData: '{{GetTimelineEvent.eventData}}"'
outputs:
- Name: rawData
Selector: $.Payload.rawData
Type: String
description: This step parses the timeline event data.
- name: JsonDecode2
action: 'aws:executeScript'
inputs:
Runtime: python3.8
Handler: script_handler
Script: |-
import json

def script_handler(events, context):
data = json.loads(events["rawData"])
return data
InputPayload:
rawData: '{{JsonDecode.rawData}}'
outputs:
- Name: Instanceld
Selector:
'$.Payload.detail.configuration.metrics[@].metricStat.metric.dimensions.InstanceId'’
Type: String
description: This step parses the CloudwWatch event data.

51 QIEETFEMR 82



Incident Manager ArfEm

- name: RestartInstance

action: 'aws:executeAutomation'
inputs:

DocumentName: AWS-RestartEC2Instance

DocumentVersion: $DEFAULT

RuntimeParameters:

InstancelId: '{{JsonDecode2.InstanceId}}'

description: This step restarts the Amazon EC2 instance

7. EESIEAIE,

5 2: ¢l IAM AR

FERALLTHERE —1 AWS Ildentity and Access Management (IAM) & | ZAGREHEEART
BRI P IEER Runbook IR, AHEFHZITFMLERZ S Amazon EC2 Efil, L&
BITFMEEIENPMITRIE , BFET —MSHEEZ IAM B,

- IAM B, NI IR S 3hE 1T F 1}

1. B3 https://console.aws.amazon.com/iam/ ITFF |IAM 2 #| &

ESMERT , EFAG  ARERURAE,

BRTEAWS ZEERFHRE TIERET RS

EAGTHEM AWS RFHARFEYF , #A Incident Manager,

%32 Incident Manager , RAFEERT—%,

ERMRITE L | EFOER, NREERFERNANEIR[E ORI < F T,
TEmiBER |, & JSON KT+,

FUTNERREE S FH S JSON fwiERF. & account_ID B#NIERN AWS IKF ID,

©® N o 0o bk~ w b

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Resource": [
"arn:aws:ssm:*:account_ID:automation-definition/
IncidentResponseRunbook'*"
"arn:aws:ssm:*::automation-definition/AWS-RestartEC2Instance:*"
1,

"Action": "ssm:StartAutomationExecution"
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RAriEmE

9.

10.
11.
12.
13.
14.
15.
16.
17.
18.

},

{
"Effect": "Allow",
"Resource": "arn:aws:ssm:*:*:automation-execution/*",
"Action": "ssm:GetAutomationExecution"

.

{
"Effect": "Allow",
"Resource": "arn:aws:ssm-incidents:*:*:*",
"Action": "ssm-incidents:*"

},

{

"Effect": "Allow",
"Resource": "arn:aws:iam::*:role/AWS-SystemsManager-
AutomationExecutionRole",

"Action": "sts:AssumeRole"
},
{

"Effect": "Allow",

"Resource": "*",

"Action": [
"ec2:StopInstances",
"ec2:DescribeInstanceStatus",
"ec2:StartInstances"

]

}
]
}
Jij:*-l— *-F_l.o

(k) MRFE , AR P PIRZL,
HBET—% . &,
EEMFERP , MA-NIURBP RN HEEANBEHNER,
( [k ) EHERFERT , AR,
it gnlfe N
Bl EE IR A RN ERE A SETF, ERMNNRRIME,
IEERIFRE (LT ORRIREED ) , RSEFIEE TR AL RN RRER R o
EFRECIRHNNRKE , REEFET—F,
EEW, EEVCUERENAGENT , A - N TERIEZLABRERANABHE .
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19. (A% ) BEARFEF |, WAER,
20. EEABFHARE  LENFANNE K AREFRVNEAR,

5 3 M TFEMEEE R TR <BRE SR

Bz T FEAERERIZRE Incident Manager IR 1T , TR -, ATESEMRNNERERE,
BITFEMERBRERE T —FITHNER

EETFM o BE AT

1. 3TF Incident Manager & #1 5.

2. EFmRHR,

3. XTMAITY , BEAENWAITRIERERE, WREKENENEITY , HEFEBALT
X R AT

EEUTFER

a. HEEITFMHD , ERERABETFM.

b. NFHEE , WIASERRASR.

c. NFEITFM, EREE F5 1 QESTFM RIENEZTFM.

d. XFRRAE , EFEEHRITEERIA

e. TEHWAZSD , XF IncidentRecordArn 3 |, %&EE4 ARN,

f. TEWRITRRIS , EREE E5 2 62 IAM A€ helEN IAM A&,
4, REFLENER.

£55 4 . ARt XI5 B CloudWatch 23k

FERALTH BT Amazon EC2 SE4if CloudWatch B3R % Fit 45 448 69 16 Bz it %) o
) IRH N B 11X 2 B CloudWatch B4R

1. 3TFF CloudWatch ##l& , Mt hitps://console.aws.amazon.com/cloudwatch/,
2. ESMEBERTHERT , EEMEER.

3. ERERTHEEEEINMWAITIE Amazon EC2 SKHIRYER.

4. EFRE  RAEERRE, RIEZEFREE —1MERN Instanceld WEE,
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5. ®BERET—%,

FFEEREDS , EBHI Systems Manager ##1E,

EERESH.

EREE £ 3 FETFMEENIERITRIKERESR el 2R ITR,

R EHER.

6
7.
8.
9

55 WIEER

ERIF CloudWatch ZiIR2EERIETEH , ARLE T WAITRIFIEENEITFEM , B4T il A ZIR,
EERBZITEMLETER , B MEAUTEIRRIEETFRANE R, BxMAERNER , &
2 (AWS CLI ts 53 Z&) HH set-alarm-state,

1. 3TFF Incident Manager &l & .

2. %# CloudWatch ZRi& R IS4

3. EBETFMEmF,

4., HEEITFMSHREBD DEFELEN Amazon EC2 L6l LITHIRE, TR RHIERT BEASEK
BRHUENZETFMARBNLS R, SNSREHE T RBARSHEE.

Runbook steps

0000:00 (UTC+11:00)

15:01:44 [#] ListTimelineEvents @ Success
15:01:44 [#] GetTimelineEvent ® Success
15:01:45 [#] JsonDecode ® Success
15:01:49 [¥] JsonDecode2 ® Success
15:01:53 [#] RestartInstance @ Success

23:59:59

E&EF CloudWatch BiIRFWFIEFMAEE , iEEFF JsonDecode2 FH , AFRIT O utput,
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ENARFANLZEEMH., AYEN5|ISEEE —5% EventBridge AN |, ZHNFHETF Security Hub
Bl ZIEN AL RNBEH,

(® Note
REFEFH S EventBridge ecurity Hub, A REA R FEAX LRSS M= E£% .
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« i& & Security Hub, BEXEZER , HSHi&E AWS Security Hub,
« 1£ Security Hub FEIBREFHBELY ., EXEZEL , HSHEAWS Security HubF EHZE £ I,

- BEWMITX] , BAE Incident Manager ERIER & EH M HAEER. BEXESEE , FZHA &
Incident Manager # N B4 HUHER .

EAHES | RIEATRE KRR KAE EventBridge MM, EFABEEXERCIEAN | F35F
AWS Security Hub AP igm A B E AR BIZAN,

2|2 EventBridge #MI

1. L E# EventBridge ##& , MikJ https://console.aws.amazon.com/events/o
2. ESMERP , EFEHMN,
3. EFECIEMN,
4. RARNEABHAMELR,
MNFeEER - XFEHHN S —MINNE -S4 5% EHEHER.
FNFEHRLE , ERERIA
WNFRUKE | EFEFSHEXHHNN,
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NFEHIR , EFEAWS RS

XFAWS RS |, #%3#F Security Hub,

FFEHER | %R Security Hub HE R 2% A

ERIANER T , EventBridge B E R HEAITFIEEMNSHER. W TFENEMY , HEFETEsaa1ik
W, BEFXLIFLES  MERENEZNFREENEANRLRELRNVBEEH,

BEHET—%,

T BEFRER | ERAWS RS

FFikE B R , %4 Incident Manager Mg it %o
NFWEATHR , EF—NENITR , EHECIESHNER,
EventBridge A ARIEMNZITAIER IAM B,

- ZEYCIE IAM AG | FERERNLBERFEEFAE,
- EFRAKFPEFEN IAM AG | BiER ERAANEAE,
() AAMEA—PNHBZ MR,

EET—%,

EEANFAE S EFRCNEMRN,
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£ Incident Manager F#RiE &R

HRERAENTHE , EBUUFHSBEEEFIEPIEEN AWS X FH Incident Manager &R, &
ALAAMBITR], BHERMBKRAADERE, SETUR o ERMELEFINFEE, BETURNE
FIERGRFMTE, HEFEREBUTRE LRI XERRNHRBITOEMNES, BMERITEEN
B —NZEM—DAEEE, RINEBVERNER Incident Manager BRFEHRIT —EFSERNVIFZER
., FA—AEENRERE , TULEERMHEEXERRAEERN CINGRE, BUUBRERE
BRABERR. BREANIEEIGRAEANESEER , BSHE (AM AFEmRE) POEABEX
BEIXS AWS BRI I51R

IEMANITRE  BAUEEHARIARERN D EERE, FRAMMITRIGEEM4N | XERE2NAE
EHICFEF,

® Note
HREEERMENE L. HMETRRFHRHRITHER,

A LA Incident Manager 2 &I &R NSMIBRRE. AT REBEE T 7 IR TR R i X6t IR

o

v Tags - optional

Key Value - optional
Q, Environment X Q, Linux X ‘ Remove ‘
‘ Add new tag ‘

You can add up to 49 more tags.

BELREADRNENRE |, BERAUT API 214 :

« TagResource

« UntagResource

» ListTagsForResource
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Z 4 AWS Systems Manager Incident Manager

TEEAWS REFZE, fFAAWS FF , BAUZRT TN REARSHLZEHRBEALNERMHY
BRBAE R UMM LR,

RERMFHEEE AWS W5 E, TEHEEXFEHRNENZEMNEZIN TSN

s TEE —AWS ARRTFETR AWS RF FETHEMZEH AWS Clouds, AWS B REBH TR
2FEANRS. EAAWS ERITXIEA TR ERIUTRIEN - , B=FFIHHE N L FRIEEK
NN ERE. BETHEERANSMITE AWS Systems Manager Incident Manager , {52 @& M
i RI% 2 BB E NBAWSAWS REEEMITR.

« SIRBE-ENREHEERN AWS BRSRE, EEFENHMRRAR , SH/BEHHBHE, o
AR ESRBANE AR AR EN

WX EBTF 7 B EA Incident Manager B R A SREHREEN, AT WK 8 i i &
Incident Manager , Sl Z £ MM EHM BIR, BEFFS AEREM AWS RS 53R EE MR
ENEHEERTR,

FH

+ Incident Manager I EIRR I

« R T Identity and Access Managem AWS Systems Manager Incident Manager

« 7 Incident Manager 7 {5 i 3t = #9 Bk XA 00 B i1 X

« AHMEIE AWS Systems Manager Incident Manager

« ¥ AWS Systems Manager Incident Manager

« RREMIEEEZE AWS Systems Manager Incident Manager

« 8 AWS Systems Manager Incident Manager f# 0 VPC £&im ¥ & (AWS PrivateLink)

+ Incident Manager & BV B¢ i& F R )E 2 4T

P Z £ HEXE AWS Systems Manager Incident Manager

Incident Manager & # BB R

2 AWS EFEETER T h i EIERT AWS Systems Manager Incident Manager, 074548 & AR
AWS | AFRRPEITAIEABTNELREMEEH AWS Cloud, EHREPFTIEERLEMEL EHNR
BHERE, BEATEFRERN AWS RS WE2BEENEEES. BXBERLMNESEER &

BERF 5


https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/shared-responsibility-model/
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SRABERILE N EH, BXBMNBERFHEE |, i5SH AWS Security Blog £# AWS Shared
Responsibility Model and GDPR &M &,

HFHEFERPEHN , BNBUUERF AWS Ik EIEHEH AWS IAM Identity Center 2, AWS Identity

and Access Management (IAM) RENMNARAF . X#  SNMNAFRREETHIERIAMENNE,

BNEBWEBIUT AR RPHIE -

« NENMNKFERAZESHRIE (MFA)

-« fE/ SSL/TLS E®RIFER. AWS ERIERMEA TLS 1.2, BIUER TLS 1.3,

- EARIE API M1 A&z B & AWS CloudTraile

- £/ AWS MEBBRAFRUREFHAERINZSEZH AWS RS,

- FASRIEERLRS ( HlI0 Amazon Macie ) , EBBIT A MRIF 767 Amazon S3 FEYBUR
B

- MREE AWS BE G SITRES API #TIHEINEELT FIPS 140-2 RIEM INZER |, EER
FIPS i R. BXAARM FIPS mRMNESZEE , 5 R _(ZEBKIEELERE (FIPS) 5 140-2
R o

BB UENZ7HIZEERBRAGEE (MEFEFHNE T4t ) RARERABHEAXEFTER
(MEMRFR) . XBELEEARFE. API L AWS SDK AWS RS EAS4HEERSHMETETH
Bite AWS CLIEAT &ML EHEAXAFERFAANTAREDBTELA TIHRIZHA
Fo MBHEEABRSHBEBHAMY | RITEZNBWEREEM U PEEEIE B KRB Z RS BN FE
Ko

FIAER T | Incident Manager £ SSL/TLS X% % R B3E #t 1T 2%
BAE IR

EHEERMFEHA AWS Key Management Service (AWS KMS) Z4A B BN EHEERER. X
HWEZEE AWSKMS , BZH (AWS KMS FRARIERM) « AWSKMS &4, SETANE
HHEHEES  RETTBEIARENZHREERSG. EHEESFEAZEENZHAMZZNEIE ,
HER AWS BEZAMBZAHIE. EMEA Incident Manager , AT BEFIE , HhBFIRE M
%, Incident Manager EEHKIE M S EEFEM

ERILER AWS BERARNZLNEFE , S AERASETCIENBCHNEFRERN AWS
KMS k=& HEHHNXE, SAEERMIEXNHRINE AWS KMS ZHARMBEEE P IRV
. AWSKMSEHEERAIIFHESA AWS KMS ZHAMBNER. BENERFRE,. ET
IRHKEESORIED (HVAC) SiEMRENER, MREEATFREARSA  WASER AWS
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https://aws.amazon.com/compliance/fips/
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KMS 2 & AWS KMS APl REFHOIEEFREXNES , HEXFHKREEKEZES Incident Manager
mMERAEFRERXFH, YEFEAFFREFRFBET Incident Manager B 1TMNZFR , AWS KMS &
FPREZAMSNERFEMNTE —XE, BT HBEXE Incident Manager FiZEEREMBENESZEE
BEH £EZES.

FH AWSKMS EFREFHAFEL[NINERA, EXEZER , H5H (AWS Key Management
Service FF R ARIERE) M AWS KMS EHHE AWS KMS #5——KMS #4A,

/A Important

MREFERAEFBETEERRZRR (CMK) NEZEEFIEF Incident Manager #4E , B G5 REM
BRiZEFIE , BFREAREEAZMER CMK ZaifiBREHISE,

ZE A Incident Manager FRAZEF BXEBRAFARMELE  SX4AEEF BETEERARANEH
REPRMUATEEEH, ETHREXEKFPRENERNZARBNESZER , 56 (AWS Key
Management Service FF X A R 36/ FHIE AWS KMSH A ZRIAFRI, ZREIEHTUTHR :

« R Incident Manager 1T RIS ERE KK - R EEA T Incident Manager B9 CMK.

« 2 Incident Manager £/ CMK BRI ERZELR , BERNEEREREKSPERK Incident
Manager AR EAEITEN T AL, MRKREBEFAPIEENEZAZEFER KMS ZAMER
Incident Manager B94XBR , BNfEIA AR B Incident Manager RS , b &KW,

{
"Sid": "Allow CreateGrant through AWS Systems Manager Incident Manager",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:user/ssm-1lead"
.
"Action": [
"kms:CreateGrant",
"kms:DescribeKey"
1,
"Resource": "*",
"Condition": {
"StringlLike": {
"kms:ViaService": [
"ssm-incidents.amazonaws.com",
"ssm-contacts.amazonaws.com"
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https://console.aws.amazon.com/kms/
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#master_keys
https://aws.amazon.com/kms/pricing/
https://docs.aws.amazon.com/kms/latest/developerguide/key-policies.html
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}
}
}

Fi% Principal EE#RNIEZSHIEMN IAM E4,

EHEESRENBRIENFEBERPEEAME LT, AWS KMS & 0] LAE A it iz £ T SRR 5!
EHEEBFEAEN KMS 248 CloudTrail HEE#. Incident Manager fEAALA T INZE LT X :

* contactArn=ARN of the contact or escalation plan

i& F T Identity and Access Managem AWS Systems Manager
Incident Manager

AWS Identity and Access Management (IAM) AWS fg$s TI#EBIEE R 22 iR HX AWS BR8]
PR, IAM BEEREFATLUES SHRIE ( &% ) RN ( EENXER ) £H Incident Manager &IRHY
AR, BAILMER IAM AWS RS , TEXFEHNER,

IE

< BEX

- FASOHITEHEIE

- EAXRKEERE

« #0{a] AWS Systems Manager Incident Manager 5 IAM B & F

« AT AWS Systems Manager Incident Managerty & F & 17 9 SR #& = 51
« EFHRHEBERH] AWS Systems Manager Incident Manager

 F5lE Incident Manager F B IRSS BB R IE

« £ Incident Manager I ERZ X AR

« AWS MYIEE KBE AWS Systems Manager Incident Manager

+ X AWS Systems Manager Incident Manager & 3 #1117 3# 17 i BE HEBR

&

2R

&I E A 53X AWS Identity and Access Management (IAM) @B/ FE , E4AERTEESHEES
H R EY T4,

543 R 17 7] 13 PR E 28 94
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REAF—uREEA Incident Manager REREHRES , NEE R REMBENFZIENNRE, H
B ERAE % Incident Manager 4ERE K TR , ATRER EFANIR, THMNAERILRNBEET
BEEERBEREENNR, MRETEHRE Incident Manager REV4HE |, ES I X AWS Systems
Manager Incident Manager & 15 #1i7 [8] 3 17 8 EE HEBR

RS EER—WMRE RN T Incident Manager S8 IR AT A , M ATREHHBEXT Incident Manager B
SLHRINR. BERTHERS AP MIZTGE L Incident Manager A EM TR, Rig , B
amE IAM EERARIBFERUESBRFSAFHNER. FEEZNHE LWESNUNTHE IAM WEXREE,

E T HREXA WA IAM 5 Incident Manager BEFERANEZEE. , S {7 AWS Systems
Manager Incident Manager 5 IAM BE &

IAM B 5 MRER IAMEER |, B8 THRNMAEEREREEX Incident Manager i [d]
WEMER, EEEAE IAM FEAM Incident Manager ET SR EM RS |, 25 EHTF AWS
Systems Manager Incident Managerfy & F 5 3 # KB =B,

£ & 21T & IR AIE

BRBIIRE AWS FASHEIERFNAR. BXT IAM AP BHEETE AWS KRBT
IAM B e3TEHARIE (BFAWS ),

A A EABEY S MREENEREL AWS BRE 510 EF. AWS IAM Identity Center ( IAM Identity
Center) AF, RLFAMNEREZREMHEIILUREN Google = Facebook EIRMEKE F 178 R Hl,
UELBRABMEREN , FNEERALUGER IAM ARIEE T SHNKARKIE. HREABKSTR AWS
B, AR ERENE- AR,

BFBEHNAPER | EALIEF AWS Management Console 3 AWS 5RITF, BEXBEEZFNEZER
AWS |, S (AWS &3 AFEmR) PR AEZEE AWS KFH,

WMRIE AWS BURTEIFRIGE |, Mle AWS BEBREF LA EH (SDK) MErt1T#ED (CLI) , AEFERE
HEBRBNERFETNBREE, NMREATFTFEHAWS TE  NIATEHECEEBER, BEXFREENSEH
TEEERNEZELR , 55E IAM AFREEHHZE AWS AP| B3R,

TiFEAARERRIESZE , BUEERHEMZLER, flin, AWS BUEFEAZESHRIE
(MFA) RREKFH LM, ETHEZER , i52H (AWS IAM Identity Center AF1E®) FH %
EHHRIEM (IAM BFER) P £ AWSHEAZESHEIE (MFA)

AWS Tk root I

BIZEf AWS Ik, BEXBR—NEBREN , ZEOTUATL2LRKS FHMERR AWS RS M#E
Ro LEE DI AWS IKF root B, R GIE MK P Bt 62 F A9 B8 R 44 3th ik AN 23 48 B S BN AT 15 )
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https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-signing.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/enable-mfa.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/enable-mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa.html
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Z5HM. BARNETEEARAFNITERES. RPFRAFEIL , HEAXLEZIERRKITR
AP AURITHES. BXEREUBAFSHERNESNZEIIR , B2H (AM AFERE) #F
MNEZERACEENES.

RE 55

FEARESXEK  ERAXRAF (2RFEEERATRANROAS, ) ERESHREBNEKS S ORIE
AWS R S5 B I B UE B 1T U5 R

REGMRRELNEILAFBER, Web B12#ME. Identity C enter BXRFHAF , REFEMEA
AWS RS BX B RIBEHNEE#HTIHENAF,. AWS Directory Service 2Bk & & 1414 &) B3 AWS
WKE, i EAe | ACREIREHESR,

EEFEBIHRINER , BWWEFERA AWS IAM Identity Center, & A BLFE IAM Identity Center AR 812 F
FREE S UEEAESIEECHNEORFN—ARAFNEE , UEZLENAE AWS K-
MARFHER, A% IAM Identity Center BH{E R , iS50 (AWS IAM Identity Center FiF38/)
B+ 4= IAM Identity Center ?

IAM AP B4

| AM A 7= B8 AWS Ik RSN NARNARFEARENRNE G, ETERNERT , RINBWE
ARG EIE  MARCEZERSKHFIL (WEBNEHESR ) WIAMAF, B2, IREF-ERE
MEAZRFERBZIELUR IAM AP , BUERRGRRHA, BXESEE , B2H (AM AFE
M) P N TREERHZUENEAS R ERRRE R EH,

IAM AR —NMEE—H IAM AFNE K, BFEEREANEHESR. BUFERAR—XIERZN
BAFRIEENR. MEEXERAF , FRATUERMEERRFNR, flin , BuEEE -8R
IAMAdmins 4R , R ZA R FRUEE IAM &R,

RPREAeTE. AFE—5ENMARINARFXE K MAGSHEILFTECNEAARA. AFE
BRANKHELE K mMAGRHRNEILE. ETRESER , 558 (AM AFiERE) PHMA 612
IAM AP (MARAE ).

IAM B

| AM B ERENEHERBFENR AWS IKF WH G, BRUT IAM AR , BEREARTKE. &7
LA AWS Management Console B Y A EFIREEE IAM B, SR UEIFA AWS CLI 5
AWS API RERFEAEEN URL RRAAR, EXFEABEBNEFENESEERE , B5H (IAM AR
EE) FHEA IAM A6,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/root-user-tasks.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use.html
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BRIRFEIER IAM SeELTERTRER !

- BERAPER - EQRESHIENR , FRAGHNARENXNR, YRKEFHHTHHRIE
i, Z5OREASHEXRARRTHALBECELHNR. AXREFHRINBENESR , F5
5 <IAM BF$ER) PRNE=S SO REFCELA S, WREMEA IAM Identity Center , N FEER
BRE, NEHENSHEHRTHORIEFTRBRNAZR , IAM Identity Center fFXFRES IAM
FHABHEXEK. BXNRENEES , 36 (AWS IAM Identity Center B 1EE) FH NRE,

- IEEY IAM AR - IAM AP AR IAM BFAE , LERREHNBEESHTENR,

« BIKFEE - SR LER IAM e AT FRKSHHEDA (TEESE ) HRENIKS RR
o AERRTERKSHRNBRHEESR. BR , X TELERKR AWS RS |, 80 LUK R I B 5H
MBRER (MARERAACENIRE ), ETHACHNETHRNBEKSBRRKZBANXE , 55
B3 IAM B Er PRV ES K P R IR R

- BRFZGR — B AWS RS FREA AWS RESRSPIIEE, Al , HEEENRS FH T
ARt , ZBRFEEXTE Amazon EC2 FIiz{TMAEF 7 Simple Storage Service (Amazon S3) #
FRENR,. RESARXFEAREARANEZANNRER. FAKRSACHERRSHEXAEKINITIER
(=

- RRIGFILE (FAS) — HEER IAM AR A SEPHITRER AWS |, BHANEREA, £A
RERSE , BARESMIT—NMEE  RABLBREEEMRS T B35 —MRE, FAS EREA
ZRANNRUK AWS RS @ TSR HIERNER, AWS RS RBIRFSKEFTESH i
AWS RS REREF RETARRIERAE , T 2R E FAS #HR, EXMEBERT , BLHERRIT
XA MREMR, BXAKH FAS ERIPREFE , BSRERLA21E

- BSAGE - RSALERSAREELNIKS PRITREM D RN IAM BE, 1AM EE R ATLE
IAM FEI2, BRABBRESAC. BXESER , 28 (AM BAFERE) #H6IER AWS R
SERNENEE,

c BESHEXAL-RSHEXAGRE—MERSHEXBENRS AR, AWS RFRSEATURARKRER
TRENAE, RSEXAGHAEENT AWS KF |, AHRKRSHAE. IAMEBERAANUES
BT Re4miE RS X A BRRR,

« £ A@@ mazon EC2 Lz1THNARERF — BRI LAEA IAM AREEE EC2 Kf| LE1TH A H
AWS CLI 2 AWS API FRE R ARFHIGRHESR, XL TE EC2 RflhFHILRAIZEH. EM
EC2 il Bt AWS BEHFEHAHEAMEBNAREER , BFEE QM MBI ZEHIR K HIE B X
#, PIBEXHIEAE , HE EC2 KHl LETHRFEBRBIRNEIL. EXEZER , BS
5E <IAM AR PHER IAM A5 Amazon EC2 £4l EizTH N BREFZ TR,

BETREER AV ABER IAM AP, E3HIAM AP SRR 62 1AM A6 (ITER
F)o
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose_role
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose_role
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ERELAWS B eI 2 R EM IR AWS SRR FERZEGFAHRNR, REREFH—
HRAWS | SEFHFARKEKN , EQELENR, AWS EEHEA (AP, root AFHAGS
E ) REFERMPAXLERRE, REFHONRBERATERELFR, KSHERMELL JSON X4
By AWS FERFEEH. BX JSON KB XHENEMIABTNESEE , BHSH IAM AFEEHH
JSON KE&HE R

EERWLER AWS JSON REERIEEHERRIBEMF L, BR2ER , BNEETUAN LR FERITER
&, ARIEMHAZRHETHIT,

BRINMERT , AFNAGEENE. ERFAFPNERRINTRENNR , IAM EE G AT UIE
IAM KBE, B RMETLAEAGS IAM policy , AFRFATURAZE,

IAM REEE IRENNR , TXFEFERABI G EZHITRE. fl0 , RIREF—N AW iam: GetRole
BRENEKEE, HAIZREEN AP TN AWS Management Console AWS CLI, 5 AWS API SRELA &

1% =]
(=R Ye)

ET 508K

ETHMNKEIAMMNEISZH (W0IAM AR, AFRAZHAER ) iy JSON NRRRE IR, XK
BHEAFNAS R AR RG T MLERFRHITHLERE, ETROAUBRETSONEKR , §25
7 <IAM AF#EmE) FrEIE IAM policy,

ETESHNRBALR -SARNAKRKEREE R, NRREEERARZNAS, AAEH, £
EREERIR KRR  BULUREMMBPN SIS, FRANAE AWS K, HERBEE AWS
RERBNESRERK, BT HRNAEREARBANAREE BEETERE , B30 IAM AFE
AP ERENREENRERR < RFITEE,

ETRRAV K

ETRIFH RIS MR R JSON RN, ETRFMNRENRESE IAM ABEERKEM
Amazon S3 FHEMEKE, EXFETHRVRBHRS T , RSEE R JLMER ENRZHI 4 E R
FREVEE. N THEERM IR EIR |, REEE IS E M BN 2R RINATRLEREAREF LSRN
THIT, BUFEETRBENRBEPEEEE, ZEEATUEEKS, AR, A2, KSR/ AWS
RS

ETHARVREEN T ZRSPHAKEKE, ETREETHRAREPER IAM Y AWS EEXR
B
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#access_policies-json
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#choosing-managed-or-inline
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
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AR FI5] &R (ACL)

mEEHE SR (ACL ) 2HHBEEHE (KFKA. AFPZAR ) ARLAREK, ACL EETHRRNE
BEREL , REEAFEEA JSON R,

Amazon S3 #l Amazon VPC Fi2 X ACL WIRE ="l AWSWAFET#EX ACLHNEZER ,
B2 (Amazon Simple Storage Service FF X A R IERE) FHFRIEEH|FIFE (ACL) BEI%,

HREgRE

AWS XIFHMAAERARIERE, XERBRBTIREERE ANKBRBAER FHRANR.

- RRLA : NRLAR-IDERBE, AT REETSOREBALN IAM K& (1AM BFHA
&) BFHNEANRR, BANKBRENRLR. SEEZRNREXEET HHHRBERENRD
RHIRE, & Principal PEEAFHALHNETRRNRBEFAZINRLRRH . F—-TURERH
EXELFBEZ AT, BRANRLANEZFEE , 20 (IAM BAFERE) PR IAM EER R
5o

. BRZ124I5 8 (SCP)-SCP £ JSON %8s | FIFisTAMHAM 8 (OU) BANER. AWS
Organizations AWS Organizations 2 —H A FX M RENZ AWS Ik T ToANEFE
BHRS. MREHLANBSHTRAETIRE , W AIXMEERS 2 50~ B A IR &1 5Kk (SCP), SCP
BR 1 5% 52 K 7 R BSR4 (2B /A AWS KPR PSR4 ) BIRUBR. Bk Organizations 1 SCP Y
EZEE |, B3/ (AWS Organizations FAF#8R) S/ SCP K T/ERE,

- 2EERK - 2ERBERIBUREAANALTERSAF RGNS ENEASBEENSRE
B, GRSEFNNRZEAFHNALHNETENNRBENIERBHIRE. NRETUREETHRN
Kb, E—UERBPHNEXNELFESZ AT, AXESZER , H2H (AM AFERE) PH21EE
B&o

S REERE

HSNMRBEWRBEA T —MERE , ERHRREMERNELIRR, BT HRES RS HRBEER
WA AWS ER B AVER , HSH IAM AP EE R R ITEEE,

wn{al AWS Systems Manager Incident Manager & IAM BL & F

EEA IAM EEXY Incident Manager WA R 281 , BN Z T WL IAM $E A AT Incident
Manager,
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_about-scps.html
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IRA LA ELE A9 IAM ZhEE AWS Systems Manager Incident Manager

IAM 434E Incident Manager X1
ET 5 OHERK =
BT R IRE R =
RERIE =
KRS B
ACL B
ABAC ( RREPIIRZ ) B
I B S E =
EBRE =
BEAE =
RSHEXAEE =

ELHTREAEERNEM AWS RSUASARSH IAM R SER |, H36 IAM AFEEHH
5 IAM B. & fEFAYAWS FRSS

Incident Manager X #3848 175 (Al £ A L Z 0 B IRAY R BE AWS RAM,

Incident Manager W& F & 7B K A&

XFET 50K =

ETSONEBIAMMEISH (W0 IAM AR, AFRESAR ) B JSON RRRRE Y, XK
EHAPNACAEMMEE THBLRRRTHERE ETRUOMNEETSONER , B
7 <IAM AFPiEmE) HRIBIZE IAM policy.
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BEMERA IAM ET S MR | S0 LUEE R FRELARENTRUR R FRELEBENZS. &
EEEETEONRBHIEETSE , BACERTEMMNAFRRA®, BT HE JSON REEH
ABFrE s , H5H (AM BF$ER) S8 JAM JSON KBTS A,

Incident Manager FYE T & 13 #9 5K 8% =~ 51

E&EF Incident Manager E T H AR R , FSH EH T AWS Systems Manager Incident
ManagertV & T & 3 K8 =Bl

Incident Manager R E T & RV SR BE
XFETHRRNER =

ETHIRAVRES M NE R IRH JSON R, ETRRNKENREIESHE IAM BEEEREN
Amazon S3 FEREKE, EXHETARNKBHERS T , RSEEAAUERCIREFHNBER
BREVEE . XN THEERM IR ZR |, REEE IS E A A SN 2R RIAT IR RE AR A%RMH
THIT, BUFEETRENRBEHEEEE, ZEREATUEEKS, AR, A, BERAF T AWS

RS o

ESABKS R, SR UHEANKSHEMKS P IAM XEEEANE T RFRNREHOEME, &
B ERRMBETHRNKRBARBUGERRIFN —F¥ME. HERXANBRRLETFENER
AWS K/ |, AIEIKF HEY IAM EEE R ESMEEEASRE (AFRAR ) RTFBRIBFRHNR, tbf]
BEGET S HORMEHMBIZEUR TR, ER , IRETHRARE@EE —NKS P EER
FHEMRER  WAFEFANETHONERK, BXESZEE , HSH IAM AFEEHVEKS 7R
IAM H Y 3R

EHEERERSNEZERAMRENET RROER , £H AWS RAM 2§l &8 PutResourcePolicy #
R, EEMRMEIMAITRIRER A, ZREENL T BLEFATLAFNMAITTR, BRRA, LRITRIF
EMHXEITI. Incident Manager FRAE TR EFENREBEEKRF 2B HEZRE,

Incident Manager 7 X #4548 177 (8] £ A £ E Y & R KB AWS RAM,

ETHBNMNEE T RIRA KRS IR R it RISBER A , S Incident Manager H B 5 [X 13 F 5 Ik
FEHERE,

Incident Manager P& T 5 R Y R & =~ 451
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ZE&EF Incident Manager E TR IR R RE , HSH ETRRN KRB AWS Systems
Manager Incident Manager.

Incident Manager HY3R B& 124
S EHRERRE =
EEATLER AWS JSON KEERIEEHAENARMF L, ERRH , BN EEXRTLUN LR RHRITER

&, URIEMHAZRHETHIT,

JSON REEHY Action TR A A TERKP AWRIEL B RINRE, RBREBEESXEKN AWS
APl BRIEE R, B—LEHINMER |, HIAURBIE AP BENRENR B1E, TF - LREFTEERK
RIITS MR, XEMINRER I HERERE.

HREEF 2 ERFEUR FHATRBIRERIRR,

EEF Incident Manager BEN K , HZH (RFTENSE) FH AWS Systems Manager Incident
ManageriE X By 1E,

Incident Manager FHI RS IRIEE L IRIEZBIERA L TEIA -

ssm-incidents
ssm-contacts

EERMEUREESTURE  BEAESHENRT.

"Action": [
"ssm-incidents:GetResponsePlan",
"ssm-contacts:GetContact"

]

CW T MERBES (¥ ) BESMNMEF., flW , ERRENEE Get FFAMNABRE , SRIUTRAE

"Action": "ssm-incidents:Get*"
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E&EF Incident Manager ET H AR RH , FSH EH T AWS Systems Manager Incident
Managerf) BT & 13 8 K B =l

Incident Manager ER N TR E ZE P EAEME , B ssm-BHF ssm-BkR A, £IZ Incident
Manager HISREBERT , BREANBREFEAEBMNGEZE. SSM-E4AT HIEMER XM SEH4ERN
B, SSM-BRRAATERRAMBKRAESNEXNRME, Hit0

* ssm-contacts:GetContact

* ssm-incidents:GetResponsePlan

Incident Manager HY3R B& %% R

X FF R G R =

EE R WLAER AWS JSON REEREEERRILEMT L, tbp2d , BN EME AT LAHIRR
1THRE , UREMALAFZHTHT,

Resource JSON K TEIEEEMEN AREN—ITHZ MR, BAXNEE Resource
NotResource tHE., EANFZEXE |, BHFERAHE Amazon BEE# (ARN) EERFR. W TFXEFEBER
RER (MR RBFERNR ) BVIEME |, B LARIT R E,

X FAXEFRRRNROERE (WIHRE ) | FEABERR () ENEUNATRERR,

"Resource'": "*"

E&EF Incident Manager WRREE KR E ARN B3R , HSH (RFTRINSE) HH AWS Systems
Manager Incident ManagerE X &R, BT A LEBLRIEFIEESNRIEREN ARN |, 52 AWS
Systems Manager Incident ManageriE X Y2 4E.

E&FE Incident Manager E T &K RN =B , S &H T AWS Systems Manager Incident
Managerf) & T & 13 1 K g =l

Incident Manager &R TRIZEH. EIRFESHITIME. BREHURERNNEES, MEAF
BRI RIAIABR |, WA LAA R AR B Z TR CIRNMESEH. MEAFBHRRKRAR LRITRIN
R, MM AT OB RAS 52 LRt R
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Incident Manager H 2 & s 44 %247

XFRHET RSB RERAFZH =)

EE R WLAER AWS JSON REERIEEHERRIBEMF L, BRER , BN EETUAN T AR FRITER
E , UREFARHETHIT,

£ Condition Jt3%& ( =% Condition R ) # , AIEEEERAEMMNEY. Condition TERAE
N, BUCEFERAZGZER (i, FFHNT ) BEHRER , UERBPHNFESERPHE
HTE,

MREE—MEAPEESZ A Condition THE , WEE/ Condition TEFIEESZMNME , N AWS
£ AND BEITMEEN]. IRENENZHREESNME , NERAZBBOREER AWS 1145
o ERTEVNNRZALTURBABNRME,

EEESRMGN , KU UERSMNEETE, fl0 , REEMER IAM BFRE5RE IAM AP, B4
NEBFHERENNR. EXEZELRE , H5H (IAM AFiEmR) F8 IAM policy TE : ZEFR

4
X,

AWS X #F2RAFHEHNBETRSHFZGZH, BEEEME AWS £2/5F4E , BZH IAM AFE
FPHNAWS £ RS L TXESR,

Incident Manager H Y15 Rl #2= 512k ( ACL )

% # ACL B

mEEHE IR (ACL) 2HHEEME (KFAKA. AFSA® ) BREARKF, ACL EETHRNKE
KM, REENFER JSON KRB,

£ Incident Manager HY&E T & MY 15 B X FR#Z2H (ABAC)

X#F ABAC ( REEHHIPRE ) -

ETEMOHRNRES (ABAC) B2 —HRAKE , ZRBEETEMEREUNR. EH AWS , XL&
BEMAIRE, EALE IAM K& ( APSAR ) MiFS AWS RIRHMRE. FRICSSAENTIRZE
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ABAC WS —%, ARRiIRIT ABAC Kl , BLEEHRNIREEMIZH 15 R 0 BRI S ICE AT R 1FR
.

ABAC EREE KW EFEERR , AERBERTTEMUNITR T A URHEF B,

BEETHREEGHRE , BEFEEMFEA aws:ResourceTag/key-name, aws:RequestTag/key-name
= aws:TagKeys ZRUHBERBAZHTEPREFRZIER,

WRENBRSN TEMBERREBIFMAX=AFMGR , UXTZRS  ZEAR. NREMRSN
NTHOFRREIESMEX=NZMHR , NZENTD.

BX ABAC WESEE FESH (IAM AFER) AL R ABAC? , EEFIRE ABAC SR
2, BESH IAM BFER) FNERETEMERHEN RS (ABAC),

B Incident Manager £ F if Bt Z A

X EIm et EAE =

HIREA IR R R , HL AWS RS FRER. BXESZER , BEWHLE AWS RS ERTIE
BHES |, 5 IAM AFERFHAWS S 5 IAM BEEANER.

MREERARAF B NEE ZANERAEEZR , Il AWS Management Console i F B 2 If BY i,
fln | H&AWS FEALTINE QUBF (SSO) iE#THEN , ZEBRL B IRIRAER. HE
AP BMEREFE K ARVKRACK K BB CRBNEIL, BXURACGHNESZEER |, S
5 IAM AAFiEm) i TRIAE (EHE ).

BRI LAERA AWS CLI 2 AWS API FEI|ZIGEHES, RfE , &0 LUE X IR EHE R TIHE
AWS, AWS BIEHBERIGEER K MARERAKBHRZHRA, BXEZEER , BHSHE IAM FHY
IS Bt &2 2 EAE

Incident Manager B9 #5 Bk 55 £ AR

XEFERIBE21E (FAS) =3

HEER IAM BB eEFRITRIEN AWS , BEANERA. EAELERSH , EFgE2RT—
MRIE , ARMREEEMBEBRSHE S —MEE. FAS ERAAZRANNRUKE AWS RS @ T
RS A HIERBMER. AWS REIABHRFSKEFESHM AWS RS REFRXES BESTTRRIER
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B , 2K FAS B3R, EXMERT , BLMEERITIHMREANER, BXRKH FAS iHRETHY
REEFRE  FEAEREHE2E,

Incident Manager IR A&

XEFERFAG =

BREAERHR-—TURSEE, KRREWTREN IAM A€, IAM BERATTE IAM RO, SR
BRESAE, AXESER , 2R (IAM AFERE) FHEIER AWS RSZERKIENEE,

/A Warning

FRRSE B NN R T REAS IR Incident Manager BIZHAE, X2 Incident Manager 12 f£48%
ESNTRBRZAR,

£ Incident Manager Hi%# IAM A&

£ Incident Manager =& 22 0a B it X &RET , BAFUEERE —NABLAF Incident Manager &R &
1217 Systems Manager Automation 314, MRECHEXBNET —MRSASHERFZHEXAE , I
Incident Manager 2R #— MBI RMHEEEFE, BSYLEFE—DPATFIHELUZIT B oL XAEEFH
A, BXEZER , 5 & Incident Manager F{H Systems Manager Automation 5z 17 F fifto
LR BEESEHREMEFEAN AWS Chatbot BIRIUER |, BAILUE R —MNA TR EEERAP RS
THRESAEG, ETHREXNMANEHMEQIRIMXIMEEZER , 52 £ Incident Manager F1&
ABEXSE, BT #HAEX IAM REEHNEZEE AWS Chatbot , iESAWS Chatbot B 7 {558 AWS
Chatbot Ky £ i EEIZ 1T T R,

Incident Manager BWRZ XA R

XFRFHEXAG =

REEXAERE-—MEEINESAG. AWS BRSERESFSTURARRENTRENAE, RSEX
AEHRELEND AWS K/ , HFEARSHE, IAM EE R ATUERENEREBERSHEXS BN
PR o

BXOIELHEE Incident Manager lRFHEXBBNEER , BESH £/ Incident Manager B RS HX A
=
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EF T AWS Systems Manager Incident Managerfy & T & 17 #9 5 B8 = 41

BRIMBRT , AFRFANAERECIESIEN Incident Manager BIRMNPR, i1t T EER AWS
Management Console, AWS Command Line Interface (AWS CLI) 5 AWS APl #1{T1E%. ERTH
FPXELRPITRENIR , IAM E3 3 " LA 1AM policy, EEABEAA@MAEFM IAM R
B, AFAURABE,

BT RMAERXLRSE JSON REXHLIEET IAM BHHERE |, 56 (IAM BFiEE) P8
E 1AM K8,

BXACM EXWREMRRELENFMER , BESHRERXEN ARN BX , B2H (REFEXS
#) By AWS Systems Manager Incident ManagerfVi24E. RRMZHZ4A,

£

- RBMEEXE

« £ Incident Manager & &
- ATAFEEMAIE SR
o 080 ME Rz it X

REERIEREK

ETHONRBEEAERENMNAZSAUCIE,. 7B M ERK S R Incident Manager BiR. XLEEMAER
BERE AWS IKFFES A, ARSI REBETSONERN , HERUATERMEI

- JFHAER AWS RE R A RO RENBENR — BEFHOAFPMTERBR TR , EEAN TS
FIRAGIRTRRNAWS REREE, ENEMRNRARITR AWS IKF, FITZVEET E LEXS
BRI AWS ZEFRERBRAE-TBINR. BXESEE , HZH (IAM AFERE) F/Y
AWS FEE R 5 THFREERNAWS EE R,

- NMASENRR - EFEA IAM policy RENXRE , BT FRITESAENNE. Nk, BABEX
ERERHTIUNEBERFRNTWRE , tHWNRENRREFT, BXRER IAM NAXRBRHNESE
B, #FZH (AM BFEmRE) F8 1AM YRR,

£ 1AM policy H #9543 — 5 PR 17 B AU PBR — 44 7 A [ 5% B& 75 HN 5% 44 SR BR Il X 12 AE R0 6 R B9 17
|, a0, BAILURERBEEAERIEEXMER SSL XEFIEER, MRERBSBEERBEIIE AWS
RSy (B0 ) SR, Wt ] BASE A &4 RIR T3 RS IREN B E PR AWS CloudFormation, B
XEZER , 72H (IAM AF1ERM) P8 IAM JSON EBITE | &4,

M IAM Access Analyzer BiE2H IAM policy , SATBRNPREIZ & M INEEM — IAM Access
Analyzer 2K IEF REEMIM B KR , LUEERKBERAS 1AM policyiEE (JSON) M IAM HESE
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B2, 1AM Access Analyzer 12 100 ZTURBERL EMAIRENEI , HBBEFIELZ S BINREMRN
Kig, BXEZEE , BFZH (IAM AF$ER) M IAM Acess Analyzer KEEHIIF,
- FEZESHRIU (MFA)-TIR AWS KFENZRFE IAM AFSRAF , B8R MFA LIRS X

&M, ZEEAMA AP BENEE MFA |, B MFA &R MBIEHEKEH, BEXEZER , BS
i <IAM AFErm) B8 BELES MFA R H APl 1717,

BX IAM FHREIENESEER , HF5H (AM AFER) F8 IAM AR Z2 SEXEK.

A Incident Manager &l &

Eif Al AWS Systems Manager Incident Manager 2% & , SX4TIRE —HRENR. X LRSI

RUFFIHMEFHE X AWS K HH Incident Manager R FMAER . MR ABLESLENRENE
BEAFERNETEANRE  XTHRMNTZRBHNEE (AFSAR )  BAANTERMBERE
1To

N FNEHA AWS CLI = AWS API AP , BEERNHBREREEHENRE, Ak , RATFFRSHE
2 MITH API R VEFE ITE AV R 1E,

NARAFNAGUUERASHEEREHEAMASEY  TEYEHER
g8 IncidentManagerResolverAccess AWS L E RISk, BXEZEER , ZH (IAM
RAFErE) /AP RINRER,

IncidentManagerResolverAccess

ARFRAFEEMITE SRR

ZRBIRER T BRI RRE | AAE IAM AR EER NI EAF SN ARMEERE, HWRIES
FEEES A LR AWS CLI 5 AWS API LURTE S =52 B IR ERY IR .

"Version": "2012-10-17",
"Statement": [

{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [

"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
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"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:username}"]
},
{

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,

"Resource": "*"

}
]
}
A W L &)

TR RBIF , BERF Amazon Web Services ik~ H#Y IAM A P i B EH —4 Incident Manager g
BiitX] exampleplan WAXPR, FERERFZAL R, FEHFMIBRIE R ITRI,

ZERBABAFHEF ssm-incidents:ListResponsePlans, ssm-
incidents:GetResponsePlan, ssm-incidents:UpdateResponsePlan Hl ssm-
incident:ListResponsePlan R,

"Version":"2012-10-17",
"Statement": [

{
"Sid":"ListResponsePlans",
"Effect":"Allow",
"Action": [
"ssm-incidents:ListResponsePlans"
1,
"Resource":"arn:aws:ssm-incidents:::*"
},
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{
"Sid":"ViewSpecificResponsePlanInfo",
"Effect":"Allow",
"Action":[
"ssm-incidents:GetResponsePlan"

1,

"Resource":"arn:aws:ssm-incidents:*:111122223333:response-plan/exampleplan"

"Sid":"ManageResponsePlan",

"Effect":"Allow",

"Action":[
"ssm-incidents:UpdateResponsePlan"

1,

"Resource":"arn:aws:ssm-incidents:*:111122223333:response-plan/exampleplan/*"

H T #RA KRB R AWS Systems Manager Incident Manager
AWS Systems Manager Incident Manager X #EHEEER A 1T RIFBK R AN E T R IR R R,
EXEESETIFETRRNER , XLEREIELIGRIFER AWS RAMEZH R IR,

ETHINACIEMAITRISREERA , 35 7£ Incident Manager F & M 571t % F 7£ Incident
Manager FEABKR Ao

BR 446 43175 8] Incident Manager Wi 571t %

UTREIEALHPEFAL ID o-abcl23defss WAFRFRR , MR ANEN TR myplan 812
HEH,

ZConditionfEREMAStringEquals&HMaws:PrincipalOrgID%& 4R , EE R AWS
Organizations FEMNZHR. BXXEXKHZHRNESER , FSREXRBTIEERMST.

{
"Version": "2012-10-17",

"Statement": [
{
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"Sid": "OrganizationAccess",

"Effect": "Allow",

"Principal": “*”,

"Condition": {
"StringEquals": {"aws:PrincipalOrgID":"o-abcl23def45"}

.

"Action": [
"ssm-incidents:GetResponsePlan",
"ssm-incidents:StartIncident",
"ssm-incidents:UpdateIncidentRecord",
"ssm-incidents:GetIncidentRecord",
"ssm-incidents:CreateTimelineEvent",
"ssm-incidents:UpdateTimelineEvent",
"ssm-incidents:GetTimelineEvent",
"ssm-incidents:ListTimelineEvents",
"ssm-incidents:UpdateRelatedItems",
"ssm-incidents:ListRelatedItems"

1,

"Resource": [
"arn:aws:ssm-incidents:*:111122223333:response-plan/myplan",
"arn:aws:ssm-incidents:*:111122223333:incident-record/myplan/*"

214 Incident Manager B3 A 1 8] F 4 B9 1 BR

AR RBimE38A ARN arn:aws:iam: : 999988887777 :root HWEHIR FEZEKR A mycontact 4]
BEHZHHNBR,

"Version": "2012-10-17",
"Statement": [
{
"Sid": "PrincipalAccess",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::999988887777:root"
.
"Action": [
"ssm-contacts:GetContact",
"ssm-contacts:StartEngagement”,
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"ssm-contacts:DescribeEngagement",
"ssm-contacts:ListPagesByContact"

1,

"Resource": [
"arn:aws:ssm-contacts:*:111122223333:contact/mycontact"
"arn:aws:ssm-contacts:*:111122223333:engagement/mycontact/*"

Bh 1k Incident Manager Y BB RRSS BB IE

BARERER-MEERZERA , H—NMRENRKTRENKEFA —NERNRINKERIITER
et , MEHARXMRE, BETHESERIQSITREAENE TS TRERERTRTG RN R
Ro

EHAWS , BRSEEARSSBEEIFZIREL. BRSEURE RS ( EERAARS ) #A%
—MRS (WEANERS ) . BEITHEAUERFARS , £FRAAMNEBETHENNRESS —#
AR5 PRV IR

AWS HIRFSZEFRARMTIEK P RENEEHENR , AHEBERFRENLL, BINEBNUER
AR ER aws:SourceArn Ml aws :SourceAccount £R%&MH L TXH4, XLERBRE T M
Z R AWS Systems Manager Incident Manager IR H M RF R, WREEAFNEBEHE L
TXZ4 , NER—FKIEIHFEH aws: SourceAccount EH aws:SourceArn EH 5| K IK
B, HAEAMEBEHIKS ID.

aws:SourceArn HEXANZEMHNEHICRMN ARN, NMRETMERFRHNTE ARN , & EEE
EZNRR , BEX ARN KA EAFEBEAF (*) B9 aws:SourceArn £/ E T X&HG#4, Hi
W, ALK aws :SourceArn i®RE N arn:aws:ssm-incidents::111122223333: %,

ELUTEERERGIG | BAMATLUER aws : SourceArn %454 , A TAETFESEH12% ARN REIxT
RS ABNIER, REMNEMITR myresponseplan BIEZMNEHICKIREFERALAR,

{
"Version": "2012-10-17",

"Statement": {
"Effect": "Allow",
"Principal": { "Service": "ssm-incidents.amazonaws.com" },
"Action": "sts:AssumeRole",
"Condition": {
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"ArnLike": {
"aws:SourceArn": "arn:aws:ssm-incidents:*:111122223333:incident-record/
myresponseplan/*"
}
}
}
}

£ Incident Manager BWIRE XA

AWS Systems Manager Incident Manager £/ AWS Identity and Access Management (IAM) g 3548
KAB, BREHEXABE TS Incident Manager EIZXBEAIHEEEHN IAM A€, RFHEXAEH
Incident Manager i X , BEFEZBRFSAREFAEM AWS RESFIENFIENR,

fRSMEXABTERN#IRE Incident Manager , RN BFAF iR IMAEMNPR, Incident Manager
ENHRBRSZSHEXACHNE , BRIESHAENL , BNRE Incident Manager AT AR AZA R, E XN
FREFEERBAMNRER , IR TREM MEMEATE M IAM SSERRE M.

REEEEMREXARE , B MRESHEXEEC, XFRERF Incident Manager HIR , ANEFT
STCE A BRXS B IR A 75 B AR PR o

BRXFERSHEXAGHEMBSNES , BSRAEA IAM WAWS RS HERRSFHEXBESIHER
NROES. FERREEFTZRSHRSHEXABXENEE,

Incident Manager B fRS5 M < A BN R

EHKLBMFEHE N IRSHEXA® AWSServiceRoleforincidentManager
EHZBEEHICFMEXER,

RUBHELBERRNREE

AWSServiceRoleforincidentManager [RFHXABFEEUTRFRRAAZABE

e ssm-incidents.amazonaws.com

ABNPREM AWSIncidentManagerServiceRolePolicy fifF Incident Manager X118 & % R 52 BX
AT 84E

o B BZBEEINAMERRLMN ssm-incidents:ListIncidentRecords.,
o B BZBEEINAMERRLMN ssm-incidents:CreateTimelineEvent,
- BE . BEZBREMXWAABERIR LA ssm:CreateOpsItems
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« ¥4 : all resources related to the action. E#Y
ssm:AssociateOpsItemRelatedItem
o BE . 5ZBREEXNTEERR LM ssm-contacts: StartEngagement,

« 4 : cloudwatch:PutMetricData¥tXAWS/IncidentManagerin & ZE B A CloudWatch 1§
¥R

BATNBEENR , 2 IAM R4k (AF, AAE ) IR, RESIBRBESHXAR. BXESE
B, BEZH (AM BFERE) PRRSHEXA SRR,

£/% Incident Manager BWIRSH< AR

BEEFHCEBRSHERAR, HEBE AWS Management Console, E, AWS API 822 & | &Ead
AWS CLI , B4 EER AN EUEBSRSHEXNAR,

MREHBRLERSHEXAE , RAEFTEBRCE , BUNERAERREEKFHFERNELAG, S
EHIEERT | Incident Manager 2BX N ERIERSHEXAE,

%% %8 Incident Manager HEREZ AR AR

EHEEBTATEEE AWSServiceRoleforincidentManager REHx AR, ERIERESHEXAR
B, BRETLEERACHNENS , ENARESHIASIAZAC, T , BAUFER IAM FEAEH
BB, BXEZER , HSN (AM AFER) PHRERSHERAE,

IBR Incident Manager RS XA E

NRETBREEFEAENFTERSHXAGHRBIZIRS , RNBWENRZAC, XFERIEREK
EREREREFHREAXE, BR , BLARBRESAXBEHNRAR , RESEFIMERE.

ERRBESHEXABE , BLTERBREFIE, BBEREHIESMBERE Incident Manager 7 62 M 17 & &Y
FRIERE , /BT, RRARM LKL, SEFERAELNIERNEMH, ARG SHERE N
TR B R A EventBridge MM EF 2 BEBERIAN EN RSN, ERREFE | S5 BR1Z
EE5PHNENXE,

(® Note

R E B BIBR TR Incident Manager IRFEEFERZAER , MIRIRRETES XK, W
REEXFER , BEF/LoHEER,

EARSEXAL e
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1 BR P65 A B & I 8 R Y X 38 AWSServiceRoleforlncidentManager

$TFF Incident Manager ### & , RAENEMSMEFIEFIRE,

ESHEPIEE -,

E R BR

EWIARBRKE | F8 A XIS PR ERRBR,

ESXESR , ERMBREFNETHAEXER, MRGEE—MXER , 258 2BAEENBRE

HE,

o & 0N~

EHEA IAM FIHRBRRSHEXAR

5/ IAM #Z%|& AWS CLI, 3 AWS API il Bk AWSServiceRoleforincidentManagerfR X< A R, B
XEZER , 1m0 (AM AFER) PHRIBRERSHEXAE,

Incident Manager R 1< A & 2 /Y X5

Incident Manager XIFHERFSTHNMBXBERERARSHAXAR, BXESER , HSH AWS X

i Ko

AWS M EE KB AWS Systems Manager Incident Manager

AWS REREZHAUBZNMEENIMIIKE AWS, AWS REXRBEENTFZENAHIRMENER , UE
BAIUFRAAR., ANMAEDENER,

FicE , AWS RERBURFASNENBERFR TFHRENRKE , BAEMNAHME AWS FF &
M. BMNBVBEIEXBETENEAZSNE S EEARERE -SRI NR,

BT EEHN AWS HERBPE LR, MR AWS B AWS RERBPELHNR , MEHLE
I ZKMAT RN EZERASH (AP, 4NAE. ). AWS REARERIIFH API HIMERS T
LAER#T AWS BRSS BY API 2 1ERT E S AWS EE R,

BXREZEE , 750 (IAM AFER) PR AWS EEXERK,

AWS IEEXRE : AWSIncidentManagerincidentAccessServiceRolePolicy
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B LA AWSIncidentManagerIncidentAccessServiceRolePolicy FihnZEl IAM 55
&, Incident Manager & £ 1% R BE K b1 2 2 Incident Manager X R EHMITRIER Incident
Manager A€,

BRERTFRAENR , ATEHERARNELHEMTERPHRR AWS RS |, SURR EX LRSS+
:ESL PN :Y &

RERFAE R
ZREEEE TR,

« cloudformation— A ¥FE4HEAR AWS CloudFormation #tk, XEREHEEE NI ESHHEx
CloudFormation BV E 4R R IRATAER,

« codedeploy— AFZEIEAEEL AWS CodeDeploy HE, XE2EHEERFIRASEH4HEXH
CodeDeploy &BZ M B #RFT 4 FEH o

« autoscaling— ATZERAWELS#HEMITER (EC2) KHIRERE T Auto Scaling A, X4
T, XINBHEERSFHENE T Auto Scaling A# EC2 LHIIREAELER,

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "IncidentAccessPermissions",

"Effect": "Allow",

"Action": [
"cloudformation:DescribeStackEvents",
"cloudformation:DescribeStackResources",
"codedeploy:BatchGetDeployments",
"codedeploy:ListDeployments",
"codedeploy:ListDeploymentTargets",
"autoscaling:DescribeAutoScalingInstances"

1,

"Resource": "*"

}
]
}
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EEFHXREKM (2FE JSON REEXHENRIRE ) NEZEER , 528 (AWS RERXKXKKSEIE
) HH AWSIncidentManagerincidentAccessServiceRolePolicy.

AWS F£E X FKHE . AWSIncidentManagerServiceRolePolicy

BT BEN AWSIncidentManagerServiceRolePolicy MNZEI BT/ IAM 324K, %M B ARSS 4B <
ABH K LT Incident Manager R REBITRIE. BXEZER |, SR £ Incident Manager Y
REAEXRAE,

BHRERFEHEERSILEMH, tIEEMEN. 812 Opsltems, XEx#XILE Opsltems. FF14
BRI LR KB ESEHERE CloudWatchigFrEI X R,

R FHE R

ZREEEE A TRR,

« ssm-incidents ATFEARIEEHEFRH VBN EHEN. XRMVEN | XHEW/A R TREE
B & A HA 8 12 S 445 I AR B 1T M

« ssm— AWFZEEALIE Opsltems FMXEHEXIE ., XRESHITIH Opsltem B 8IE RBP4 F
B,

* ssm-contacts
=54

« cloudwatch— AFZEIEA KM CloudWatch $E¥R. X2 Incident Manager X1 SE 4 X IEIR
FIAEN,

ARFEEFFHES, X2 Incident Manager E B # % £ 18 5B R AB R4

"Version": "2012-10-17",
"Statement": [
{
"Sid": "UpdateIncidentRecordPermissions",
"Effect": "Allow",
"Action": [
"ssm-incidents:ListIncidentRecords",
"ssm-incidents:CreateTimelineEvent"
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]I

"Resource": "*"

"Sid": "RelatedOpsItemPermissions",
"Effect": "Allow",
"Action": [
"ssm:CreateOpsItem",
"ssm:AssociateOpsItemRelatedItem"

1,

"Resource": "*"

"Sid": "IncidentEngagementPermissions",
"Effect": "Allow",

"Action": "ssm-contacts:StartEngagement",
"Resource": "*"

"Sid": "PutCloudWatchMetricPermission",
"Effect": "Allow",
"Action": [

"cloudwatch:PutMetricData"
1,
"Resource": "*",
"Condition": {

"StringEquals": {

"cloudwatch:namespace": "AWS/IncidentManager"

}

EEFEHXREKMK (2FE JSON R XN RIRE ) NEZEER , 528 (AWS REAXRKSEE
) FH AWSIncidentManagerServiceRolePolicy.

AWS FEEXEE : AWSIncidentManagerResolverAccess

EA LU AWSIncidentManagerResolverAccess KiiNE) IAM 24k | R Fi1E5, EFNE
FE4, XtFEMMESESHRIERTFLURE A BIMEAFMERIE . &t 0] LU b BUR M
E| AWS Chatbot R AR EEMNESATEHIMENEAPNRREXENEFREAR, ET
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R x AWS Chatbot® IAM KB E ZEE |, 155 (AWS Chatbot BB RIEM) RHIEHA AWS
ChatbotE iz 1T 7 IR

R FHE R

ZERBIBEUTR,

 ssm-incidents——@EAILUBEIE4, FIHMWAITR, FIHESF, EREH. JHR#BSEG. 6
BEENRAMES. ENEENNEAMESF. BREEXSBHMELF, FIHAXTE, SIZAXM
BMEHRMEXIE

"Version": "2012-10-17",
"Statement": [

{

"Sid": "StartIncidentPermissions",

"Effect": "Allow",

"Action": [
"ssm-incidents:StartIncident"

1,

"Resource": "*"

},
{

"Sid": "ResponsePlanReadOnlyPermissions",

"Effect": "Allow",

"Action": [
"ssm-incidents:ListResponsePlans",
"ssm-incidents:GetResponsePlan"

1,

"Resource": "*"

.
{

"Sid": "IncidentRecordResolverPermissions",

"Effect": "Allow",

"Action": [

"ssm-incidents:ListIncidentRecords",
"ssm-incidents:GetIncidentRecord",
"ssm-incidents:UpdateIncidentRecord",
"ssm-incidents:ListTimelineEvents",
"ssm-incidents:CreateTimelineEvent",
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"ssm-incidents:
"ssm-incidents:
"ssm-incidents:
"ssm-incidents:
"ssm-incidents

1,

"Resource": "*"

EERHRKE (2 JSON REEXXHENBFRE ) WESEE | B

GetTimelineEvent",
UpdateTimelineEvent",
DeleteTimelineEvent",
ListRelatedItems",
:UpdateRelatedItems"

) K AWSIncidentManagerResolverAccess,

EHEERX AWS RERBNEN

25 (AWS REX KK S EiE

EEHZBRSHARBREREES AWS EESRRERRTFEURIEETFRNFMAES. BXLETEERNE
S ER , iHITH Incident Manager X471 £ 12 R E L# RSS 1§ BiR.

B
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licy
— BREH
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© PR BE
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REH

DU
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T —BUERRER |, RFHRE
& EC2 LHIRERE T Auto
Scaling 4.

SHEERMMT — UK
R, ZREBRTEHEERE
EEEMBEREM AWS MR
%5 ARR.
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R, R SEHEERNERLK
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B HiR =p:
AWSIncidentManager Incident Manager 1T —3 2021 £ 4 A 26 A
ResolverAccess ——#%K FBE A ATREHEH. JH

B mRritkl, SIHEH. EHSE

., JlHtEMHEY, 0IES
ENRMESF, EREEN
EIRIEE4. MR B E AT
HEM4, JHMEXmE, f2
FHXIE MEFHMMEXTE .

AWSIncidentManager EHEERRNINT — I 2021 4 A 26 H
ServiceRolePolicy : % BSX,K BRTFEH4EEARAY
KB HEH, SlErtEMHEY

Opsltems, #8122, X<ERHEXIN

BURES EEHHEXED

X BR, Opsltems

Incident Manager FFIRIRIZE =~ SHEER[FTHRIBERHE AWS 2021 % 4 A 26 B
= REXHBHNTE,

¥ AWS Systems Manager Incident Manager & 3 %1/ [ 3 17 ¥ BE HE B

FAUTEEEBTLMAIESEEMEM Incident Manager 1 IAM B AT AEIB S F WA &,
£
« EFELMIE Incident Manager 3R {TIRIE

o BEMIIT iam : PassRole
- BFEEATFERD Amazon Web Services Ik LAAI NGB FEE Incident Manager %R

E ML Incident Manager FHITIR/E
MRFBRFERETR , RAGERBITENRE | NSRS EH R AR TFRITZEE

% mateojackson IAM AFZHERARBAEFEEXREM my-example-widget TR IFHIE!
BFRHEENM ssm-incidents: GetWidget WERAT , 2K E LT RAEEIR,

¥

REFR =
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User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform: ssm-
incidents:GetWidget on resource: my-example-widget

FEHRBERT , BOEH mateojackson AFKIEKE , LA ssm-incidents:GetWidget #
YEiH B my-example-widget &Ko

MNBRBEEHE  FHREREMNMAWS EER, FHNEEARRHEZEITINA,
RN IT iam : PassRole

MBEENENEIRBR , RPLERIAIT iam: PassRole BE , MBS MEFREUAAR A RLRA
Incident Manager,

BE AWS B AR AGKEL1ZKRS , MTAREIRMNBSALIRSHEXAR, it ,
BB MEB T A ELEIRSHINR.

LN marymajor B IAM AP ZiR AR H A Incident Manager I TIRER , 2K E LT RHI
HiR, B , BELTMEERFACHETHNRS AIMITIIEE, Mary TEERNACKZEEIRSH
PR o

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EXFERT , XMEH Mary BYREE S L b 4T iam: PassRole #1E,
MRBFEERY , BHRREHAWS EEA, FNEEAREREREIIEN A
KAHE AT I Amazon Web Services ik SASNHI A G R FKEY Incident Manager %R

a2 -1Ae , MEAMKSNAFRELNANARATUERZABHRIEN TR, BANEE
WESESES  TMEEAR, N TXRETRFNREHGREHFIER (ACL ) HERS , B AERAX
LR E A R R TN EN TR RN

ETREZEERE , FSANUTRE

« E TR Incident Manager B & X FXL4FHE , S W40 AWS Systems Manager Incident
Manager & IAM BE& .

- BETHRUNMBRENESHEENERROIGRENE AWS KF , E20 IAM AP EETR N EERE AWS
W B S — 1AM AP R EER.

- BT BNMEE=FRMENEHERNIHGRME AWS kP |, ESHE IAM AFREEFHEE=7IR
HiFER. AWS Ik

REFR =
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- ETHRIABERE SORIERAFRNER , H56 (AM AFERE) PR AEE B EAKIERN
AP (BRESHRIE ) RAETHRNE.

- ETHERAACNETRRNRHATERSFRINXE , B5H IAM AR EEFHNEKS TR
.

£ Incident Manager &£ A £ Z A B R A M0 11X

BERKRARE  ERBRRAFIEE  BALEHEMA AWS IKF 3 AWS AANTFLAEHRRAEE.
ARITRNED), SBUUAETCIENEERRAN LRI , ABREMARESHRENRKREER
HYBR R Ao

BUATWEITL , ERWRIFEE  ETUSEMEA AWS K B AWS AE AR ZRE
AKX B, SAUERRAERNRILY | X ERERS FWBEA R RGEEH R EN S E
.

REASBRITRIFFEEATUELT AR AZERRAMIER TR :

- BAREHAL AWS K WEFZHAES AWS Organizations
- HALAWIHAL R AWS Organizations
- THEANALETE AWS Organizations
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)
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xR
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o« FIEHZECR ARG R T X
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- BUMBEBECHRR AWS IKF, BFRERZEEEEZTHERRIARIG RN TR,

- BUMEREHRE AWS Organizations, EXEZER , HZH (AWS RAM AFEM) #FH AT
5 AWS Organizations %,

MR BRSS

B R A F0E B7 it R EE AWS Resource Access Manager (AWS RAM) £/%. 58 AWS RAM , &7]
LEEM A AWS Ik F j?.JEﬂEﬂA/\;"JE’J AWS &R AWS Organizations, £ _JJ«)\JELﬁIJEﬁE £
EXHEZEECHENRR, ARRAZEEEERAENARURECHERFENFERE., BHRETUENA
AWS Ik, ALRBfshryENHR AWS Organizations,

BEXRHNEZEE AWS RAM |, 551 (AWS RAM AAFEE) .

HEWNITRIGE , FRAETAGRERZMWAITRIENAMES S, AR ROES.

HERRZANG , ERETUNTRBERAGR. BEahitkl, ERITIUREHAREBEANESBER. £
BRI EEHRENERRZATLBRITHES,

MRERALFHHW—R , AWS Organizations HEBATHLAABHRE  MRELEBHRFARFTH
HBREBRRAZRAARBMITRINIGRNE &, FAETSKREIMARRAZNEE , HEES
BERNERFHEZECR AR TR A R AR

A LAEA AWS RAM 25|l A EZ R EMBKR AR EE 1K AWS CLI,
£ AWS RAM ##H A R EERAENBKRREE 1T

EZH (AWS RAM AAF1ER) FIEIEREHE,

EAZERANRRITXIHEEITX , F6ER AWS CLI

£ F create-resource-share i3 %,

FJJ:/\?—E*%\AESZ"[E']@'HﬂJ

HRFMEEFLSERAERAERAARMATRIAN , BRRA, WATR, EHKitR, EMNEHEFT
BREREEAENEHES,
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MRAEAEEEFHEPEERRA, WATHR, ERITH, BEspfE4  WagERTIIXLER

&, BF2EH , EEMEMRIHTEHET THE,

EFLASERAENHZTRRAAL@ITR FRENTRLZHRBR. ERLER AWS RAM

2 HE B AWS CLI

EEA AWS RAM £HI 5 F L HZEMAN L ZHRR AR TR
FZH (AWS RAM R /) FHEMFTRLE,

EfEA AWS CLIF LA ZEHANHERR AR WAL 1T X

Eﬁﬁ disassociate-resource-share op Ao

TR HZ VB R A SR AL it &)

FREEFMERE LR Incident Manager #&) & # AWS CLIR Bl H =Bk R A R0 57 i+ %1o

E A Incident Manager ##| & 1R 5 £ Z AV B R A SR IR it X

(@ Note

£ Incident Manager #ZH &% , BRRA. WRIITRI, LRITRI, EMEHF BB EHIRG

RAHERF, £ Amazon BREH (ARN ) AT LAY , ARN BEFFEENIKF 1D,

EWEHAETNERRARBATR , BEA AWS CLI

£ AListResponseit XFListContacts@i o ZMm P IFREZHENRKRRAFMMABI TR , AR EE
MERRAFMmABI TR, ARN ERERRARERITRIFFEER AWS IKF 1D,

HZAYER R A FI0E R 1t R AR R
B & KRR
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=

;

FIBEETNER. B8, #F, FLEAZURERRRAMMBAILTR . BRRAMBAITLSFERXNE
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152 i & R A BR
EAEREFEANERTEBMAITMBERN RRAMBAITR SEHRXNEHNE4,

iRt E
ARMBEERXNRERER. EFRAELFARERRNR. AZBRFEFKFEFTANER.
SRR

HERRT2FWHERFAEEREREKS PERERS . ERMEELKSRITERRRH.

EMHERIE AWS Systems Manager Incident Manager

AWS Systems Manager Incident Manager fEAZNERITRIN —F 5 , F=FFiHHXLZLHER
AWS EH MR 1TIPE, HEH 3 SOC, PCl, FedRAMP, HIPAA X E A,

ETHRRERTRESHAITNNTE , BSHAWS RS “BEaR XX DEE"" , REEFERX
BHEMITR. AWS RS AX—KREE , BZHAWS &M HIAWS,

BRI LAMERATEE=SFitikE AWS Artifacte BXREZEER |, BESRPMW “THIRE” £/ “AWS
Artifact,

EHEMER AWS RS NS TEBR T ENHRENHRBME, RLOTNENBRUARERNERNE
Mo AWS RE T U THRIRKAEB NI EMME

- ZEEEMMREANTER — XERBEFNC TRWIEBH , AR THBUZLHNEAN
NER AWS NEEMER SRR,

- £ A@@ mazon Web Services E#E HIPAA Z2 5654 — AQEPERT E LA WNFAIFEH
AWS REIZHFE HIPAA BIEHRARRF,

(® Note
FHIEFTE AWS RS ABME HIPAA Btk BXEZEER , BSHAME HIPAA ERHIRS
2%,

« AWS M HRAWS — lt THEBMISEEREEA TEFMEN T MAIE®LRX,

« AWS BEFAHlIEE — NENAETHETERIBES, XEEFEETRIFNEESE , AWS RS
HEEREMRAREZMER ( BREXEERINESEARTZEEE (NIST), XFFTILEZEREZERS
(PCl) FMEBRFRE(LALR (1SO) ) R EiEE,
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-« EHAWS Config 7 & A & $5F F H AN P45 R — % AWS Config RF I ENEREBEES K
EELFERIPRE, TAENFER,

« AWS Security Hub— X AWS RS it T @A BLSRSNLEAE AWS, Security Hub Eid &
SRHTEEN AWS BRAREERSHERETURENRERR, BXZTIHERSREHHT
& , 51 Security Hub 43 #,

« Amazon GuardDuty — BB MIEEN AWS IKFINER R EFEASRMBEED , kK AWS RF
BNEHNTEAR., RESNBEAEGHNEERP. GuardDuty BIFZRELESMEEENENAR
KRAUWER  JUEBEHEEHEMNMEER , Hlan PCI DSS.

« AWS Audit Manager— iX AWS RS ATLAREBY LT it AWS FEAER , AMELXRER R
I EAMTIFRERESH M,

# T AWS Systems Manager Incident Manager

AWS £IREm R 2R S AWS XEMATAXMEN, AWS KRS ERENREN A
X, XETAXBIREERE, SFHENSETNROMERE, MATARX , BULUSITRREETAH
XZBTH it B RMAREBHONARFNREE, SEENENRZSMNREFROLEMIZEMRL
ATAXEEESHTAYE. REMENTYT B4,

AR AWS XEMAAXMNESEE , BSRHAWS £REM IR,

Incident Manager & —I£XXiHRES , B AZHFTAKX,

BT AWS £ERERZEHIS | Incident Manager A2 2T ThEERFB B X T BN HBARMFZHER,
EHEBRENS P  REQXEREGREEFE, ZXBEFETHAEVBFENZTRITMNSNXIEFHH
|, NTIEBENENENSHEEES TEE. XMNEFTETHRFRESVHEIEEE P —AN X N S fEa
RERE£BWiHRIN,

BXBEHA Incident Manager EFIEMNEZER |, 2K £/ Incident Manager E#l%,

R ERIZ R £ AWS Systems Manager Incident Manager

ER —IEE RS AWS Systems Manager Incident Manager , & AWS Ik E LR LRI, Bx
AWS Z 2 REUR M AWS R EMZENER | T3HAWS =22, EFAERIIERLNRE
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{#/ AWS Systems Manager Incident Manager fM# 0 VPC LKimT
& (AWS PrivateLink)
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BYMAEE, #OWSHE AWS PrivateLinki2#tX$F. 16 AWS PrivateLinkB , 8T EEEBRMM

XK. NAT &%. VPN iE# AWS Direct Connect JEZEI TJFA R EHEEET API B, B8 VPC
FHREGFRFELNE IP it Bl A 5 Incident Manager APl #{T@fE. &# VPC H Incident Manager
ZEHRESREE Amazon MEH,

BMEORR/REHA TP — RSN EEMNEEORT,

BXEZER , S5 Amazon VPC AAFEBPMED VPC LimT 2 (AWS PrivateLink).

Incident Manager VPC % 2 By E I

BEEXEEE (Amazon VPC ﬁi)ﬁ'?a@>> FRRYEE O i 2 B FBRHIF AWS PrivateLink Bi# , RS HB
A Incident Manager i E# 0 VPC i/

Incident Manager X#FM VPC A HFTE API &1, EFAPME Incident Manager , &XMBIEFH
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MRERIESFERFAE DNS |, e LA A XA ERIA DNS &#5 , [ Incident Manager &%
APl &R, Hlan | A AERAEZFR ssm-incidents.us-east-1.amazonaws.com & ssm-
contacts.us-east-1.amazonaws.come

BEXEZEER |, E5H (Amazon VPC AF1ER) R ENEOmSIA R RS,

£1% Incident Manager B9 VPC i SR B
IBAI LA VPC 3% ST 32 $I3Y Incident Manager B9 5 R BV ik 2 R BE . ZRERIBEEUTER -

- ARATERENER.
« AHRATRVERAE,
o A EHMITIX ERFERN TR

BREZER , F5H (Amazon VPC AF1ER) HHEA VPC in L2 HIX AR5 AV 15 1F] o

7~ : Incident Manager 2/E#9 VPC % = KB

THER Incident Manager Vi SR B RAl. ZHMIMEIR R , ZRBLSBAMERELNMEEART
315 A Incident Manager RAVERY 5 B R .

"Statement": [
{

"Principal":"*",

"Effect":"Allow",

"Action":[
"ssm-contacts:ListContacts",
"ssm-incidents:ListResponsePlans",
"ssm-incidents:StartIncident"

1,

"Resource":"*"
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F&
- Incident Manager HIfips 2 £ RIEEEE
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ERTFIRE , LA LUREEIRBEL Incident Manager FIRHIBFLR, BAIUNXERFEAR
EATHWRERE, Bt , RBEFRITESAFNNR, KEKENREFXN TR ERE AR 7T
HERIEEERERNFREXEE,

NERRERREFE , TAERNUTIE
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-« RSSIEFIREE

BIEMEEKRRA

BUEERR AR |, Incident Manager 2@ 58 2R UBINBCE. BUERER , FRREZFEEEBLIR.
XB A LU A Incident Manager R BUEE P EBA R B IRIRE A A AT EEM,

EHFERRAMLRIY , BRESHLAENRRRATERRNKRA. EHEFHKRA |, MRS
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SUEREE S M AF SR, IHTUBRREERNEEETEHEATRESSHBERNIRTE,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
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it AWS T EREEH

AWS ER R A AWS RIEPERAN TENBEB N ERRE, BRIXLERFN R THEREKSH
BY A PP ML BlReB 15 RIX L T E PRI WEM R S R1E

« AWS CLI — AWS Command Line Interface (AWS CLI) E— /N FRIE , Alit&ERA ST shell
FHHRE AWS BREHITRE, EFEH AWS CLI, EZ{TR%E AWS CLINEANHERGT. Bl
BUBERMITEN LR ITRIES , BEENBRERGSKRENEZTHS , EP8FA—X. BX%K
EwSHER , HZ5H (AWS S TAEASEM) PHREAWSHSITRE,

« AWS Tools for Windows PowerShell — & F Windows PowerShell ¥ TE 2 —4 PowerShell &
B, BB EEAT.NET B9 AWS SDK 2 FFRIHIEEZ £. Windows T & PowerShell ft i@
PowerShell i F1T4RE AWS RRIRIEMAK, FEEEMA T Windows PowerShell #¥) T &) E AR A
K, BRZEREMEABZITHRE, BEXEE , BZHAWS Tools for Windows PowerShell
£ Windows EEHFH I Linux 5 macOS AWS Tools for Windows PowerShell £,

BXAR

Systems Manager H Z £ &£ X

Incident Manager B9 Detective &£ & {3k
RBIFFIHEEFTA Incident Manager %R

HWEEWITEFREENREMEN— N EXEENSHHE, 15l Systems Manager BIR , AiFEEA]
I ZRPORH X B EFEFIREUEKE. 7 Incident Manager &R €12 Resource Groups. BXE
Z{ER |, 55 ® (AWS Resource Groups FF#ER) F M1 A2 Resource Groups ? o

5/ AWS CloudTrail

AWS CloudTrail RIEAF. B AWS RFESHEESRPRINRENIERK. EARENER
AWS CloudTrail , 2] LABEE [ Incident Manager X HHVER, K HERE IP that, #EH TiER,
AR HERAREMIFAER. BXEZER , H5H £H AWS CloudTrail 123 Incident Manager
APl B H.

B2 AWS 22 nE

TEHEBAMNEZEAE , LA Trusted Advisor 8 AWS IKF&EE ., &R LAEH describe-trusted-
advisor-checks BURIES TR LR 1E,

o, BRRE RSN AT B FoR bt AWS K. AWS 58 F 1tk B8 F BB 44 ith 31k Rk AT BE 2
R M I R & B B SRR,
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Manager B} , &8 LA7E Amazon CloudWatch & EZEE HEFEEN B XEHWER.

EOXDEHERNXBRE R ANIER. ERAXEERTEIINTE,

# CloudWatch #2#|& £ |, A SAMERAX LERIRZEIER , UE :

- NEHFTERNEEHAR

- RESHAEREM,. BOERERFETE

« BEAMMAER Incident Manager KB A EHI AR, FLEat R A&

ATREN 4R CloudWatch #2411 & EIRMHM Incident Manager $§#x.

/A Important

NFEFERNES |, 1R TriggerDetails F# source E#FEAIE ASCIl ZHF# 1T
NZEHIEIRFE AR 2T Amazon CloudWatch 1E#rH ke , AABEARXIFIE ASCII X
AR, source REELARIEANIRME , HlanfER SDK = AWS CLI,

Incident Manager ¥§ A T #8453 &K% & CloudWatch,

1R

NumberOfCreateIncidents

NumberOfResolveIncidents

TimeToFirstAcknowledgement

iR
BIENSHHE.,
BREE [| ( Z=4E ). [ResponsePlan ].

[Impact]. [Source]. [ResponsePlan ,
Impact]. [ResponsePlan , Source]

By it
EERNEHTHE,
EREE [| (Z=4E ). [ResponsePlan ],

[Impact]. [Source]. [ResponsePlan ,
Impact]. [ResponsePlan , Source]

B i
SH02 e 5 BRI INE AR Z B R A E =

B E
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EFR HiR
BREE [| ( Z=4E ). [ResponsePlan ].

[Impact]. [Source]. [ResponsePlan ,
Impact]. [ResponsePlan , Source]

By
TimeToResolveIncident B4 & & atE 548 R A 2 (8] B B E =,

EREE [| ( Z=4E ). [ResponsePlan ],
[Impact]. [Source]. [ResponsePlan ,
Impact]. [ResponsePlan , Source]

By P

£ CloudWatch ##|& £&%E Incident Manager 1E#x

E £ CloudWatch ##|& E&EE Incident Manager &+

1. AR https://console.aws.amazon.com/cloudwatch/ ¥TF CloudWatch &l &
2. ESMERTP , BEEER.

3. #%4% IncidentManager &&ZEE,

4. HEEWREDFL , EF—MNEE  RAREF—MET.

B X {FEH CloudWatch I8 EZEE |, 2% (Amazon CloudWatch AF1E®) AT ER :

« {# /A Amazon CloudWatch 145

EIREVERE
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https://console.aws.amazon.com/cloudwatch/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/cloudwatch_concepts.html#Metric
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/working_with_metrics.html
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HE iR

By Response Plan BN TR E &L BB,

By Impact Level BREEMRANERLCEIER.

By Source EEHEY CloudWatch B3 EventBridge 4 F3)
BIEHNSB MR,

Across All Incidents BEHE AWS XEB EHAUCEER.

Response Plan name and Source BEFWRITRIF KRN SRA S KL EER.

Response Plan Name and Impact BEE R T RIF = EMR B NS TE SR EIER.
Level

f#F AWS CloudTrail i3 Incident Manager API & F

AWS Systems Manager Incident Manager 25 AWS CloudTraill £/ , EER—TRSE , ©F
Incident Manager FiRMtAF, BB AWS FRFHIIEF. CloudTrail ¥F Incident Manager Y Fi & API
BAENEHEIR, HIRNIFAEFERE Incident Manager 241 & BB FX Incident Manager API
BRENRKRBAR, MRECIERIRIEE , WAILAITFHF CloudTrail SHFLE&1% 2| Amazon S3 ik
( ‘2¥E Incident Manager EH ) HThEE, MREFEERER , M{AHAIE CloudTrail #%| & PS4
ERERPEERFHEHN. £ CloudTrail WENEE. , LA LIFEEM Incident Manager K H T 4
B3R, RHERE IP ik, ERAG, BREEUREAFRES.

ETH#AX CloudTrail WEZEE , i5ZH (AWS CloudTrail HFEFE) https:/
docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html,

CloudTrail A& Incident Manager 1§ &

EZBIE AWS IKF B, REZKF LS A CloudTrail, 2 Incident Manager R X4 5EBNET | iZ5E3H
FERTE CloudTrail EHF , HE5HM AWS RSE4—RRFESHAEIEEP. BIUE AWS K
FAHREE, BRNTHENEH. BXESZELE |, BSHFEHA CloudTral E4HFLIEREEEH,

EFE&IDR AWS kP R EH (2FE Incident Manager WEH4 ) |, BEIRRIER, BYRERIC
3% , CloudTrail oJ4% B & X452 ZE Amazon S3 FiEiE, FIIRER T , EEHI AP RIZERERR | R
ERRL A TFFIE AWS Xig, REFEICERAE AWS 2 XHFIERKMEXEHHEYS, , HFAEXHEEER
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}EEM Amazon S3 FiEi@, A , BB E H M AWS RS |, #—F 5 7E CloudTrail BEHRUWE
HNEHBEHREITH. BXEZELE  FSRTIRE :

- BIERIRICFEER

» CloudTrail ZEFHRFZMER

* 3 CloudTrail Biti& Amazon SNS & 4!

o WNZEANXEF#EUW CloudTrail B EXHMMNZANIKF#IK CloudTrail BE&EX 4

CloudTrail & AFTE Incident Manager ##4E , Incident Manager FFFTEREFR ATE AWS Systems
Manager Incident Manager APl &, 5l , % CreateResponsePlan, ActivateDevice H
StartIncident #EMIEA L CloudTrall BEXHHEKEKE

BIMNEHHATREBESEXRERBFRNAREGR. SHEETHEBEHEUTRE
- BREFEARAFEIEERE IAM AP ZIER HH.

- FREEAACERKEFOAFNBREZEFEIERHA,

- FREEHHEM AWS RS R H.

EXEZEER |, %251 CloudTrall BF#®H T E,

T #% Incident Manager HEM 4% B

BRERIERE—ERE , TATEEHEN AEX4EEREIEEN Amazon S3 7F# . CloudTrail B
FXHTE—NEBZNMNAERB. —NEHRTERKEBEMAEN—NMER , BEERMTERWIRE, BE
# B HiRNESE, BERSBEFEHEER. CloudTrail BEXHTEAA APl ARANEFHKRBER , it
ENF2REMSEENFE R.

TEHRHIERT — CloudTrail BE%EB |, Z% BB T StartIncident #1E.

{
"eventVersion": "1.08",
"userIdentity": {
"type": "IAMUser",
"principalld": "1234567890abcdef",
"arn": "arn:aws:iam::246873129580111122223333:user/nikki_wolf",
"accountId": "abcdef@1234567890",
"accessKeyId": "©21345abcdef6789",
"userName": '"nikki_wolf"
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/configure-sns-notifications-for-cloudtrail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.aws.amazon.com/incident-manager/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/incident-manager/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
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},

"eventTime": "2021-04-22T23:20:10Z",

"eventSource": "gamma-ssm-incidents.amazonaws.com",
"eventName": "StartIncident",

"awsRegion": "us-west-2",

"sourceIPAddress": "192.0.2.0",
"userAgent": "aws-cli/2.0.58 Python/3.7.4 Darwin/19.6.0 exe/x86_64 command/
ssmincidents.start-incident",
"requestParameters": {
"responsePlanArn": "arn:aws:ssm-incidents::555555555555: response-plan/security-
test-response-plan-non-dedupe-v1l",
"clientToken": "12345678-1111-2222-3333-abcdefghijkl"

},
"responseElements": {
"incidentRecordArn": "arn:aws:ssm-incidents: :444455556666:incident-record/
security-test-response-plan-non-dedupe-vl/abcdefgh-abcd-1234-1234-1234567890"
},

"requestID": "abcdefgh-1234-abcd-1234-1234567abcdef",
"eventID": "12345678-1234-1234-abcd-abcdef1234567",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"eventCategory": "Management",

"recipientAccountId": "12345678901234567"

THHREAERT — CloudTrail B&%H , Z% B T DeleteContactChannel &1k,

{

"eventVersion":"1.08",

"userIdentity":{
"type":"IAMUser",
"principalld":"1234567890abcdef@",
"arn":"arn:aws:iam: :246873129580111122223333 :user/nikki_wolf",
"accountId":"abcdef01234567890",
"accessKeyId":"021345abcdef6789",
"userName":"nikki_wolf"

.

"eventTime":"2021-04-08T02:27:217",

"eventSource":"ssm-contacts.amazonaws.com",

"eventName":"DeleteContactChannel",

"awsRegion":"us-east-1",

"sourceIPAddress":"192.0.2.0",
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"userAgent":"Apache-HttpClient/UNAVAILABLE (Java/1.8.0_282)",
"requestParameters":{
"contactChannelId":"arn:aws:ssm-contacts:us-west-2:555555555555:device/

bnuomysohc/abcdefgh-abcd-1234-1234-1234567890"

},

"responseElements":null,

"requestID":"abcdefgh-1234-abcd-1234-1234567abcdef",

"eventID":"12345678-1234-1234-abcd-abcdef1234567",

"readOnly":true,

"eventType":"AwsApiCall",

"managementEvent":true,

"eventCategory":"Management",

"recipientAccountId":"12345678901234567"
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Amazon Chime 2 —MNELW, BRI SFZEB
BT — W EL TS, EBRILAER Amazon
Chime EHLRNF S, BIRMKIT I FBF,

&R LAE AWS Chatbot 3 Amazon Chime
BIE—NIIRIUE |, ARSI Z50E 7 02 e R
TtXRIA |, MTSF Amazon Chime Bl R E £ R Z!
Incident Manager &,

BXREZELR , S HE Incident Manager F
52 F B0 K S8

EventBridgeR —MELRF#|RS , ©EASH
EENBAREFRAYE , FETUERN R
BHEGRINAERF.

& T LAELE EventBridge MM LAE M AWS BT
FHSE4ER  HESHSEEUHWER T A
EEHEESRPOESH. SN AT LEERE
+HE=FNAREF AWS RE MRS HHWEH
B,

BXEZER , HZSFEA EventBridge S48
BIBEH,

f& B Secrets Manager , & 0] LATE SR EEIE,
NMARFEIE. OAuth HhE, APl BHAMH AL
FNBENMNEGEARRONEHTEE, RENRKR

o

LRPF Incident Manager & PagerDuty fR% £
et , YRETE Secrets Manager R 8IE—1NEE
{REY PagerDuty EIEH 4,
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« OpsCenter— OpsCenter 2t — N0y
B, EEIRMMITRLARTAEESE
BE AWS BREXNEETHEIA (HH
Opsltems ) o &AL OpsltemsBEREEF
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.
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BEEEK.

BB &£ /5 ServiceNow , HEEEHEEIEH
BRI EMH , ERIELEF ServiceNow B2
B, MREE ‘SHEER DEFEH , B2
Xt FRAE BB B TTIX L FEFT ServiceNow, M
RETEEHEESRNPBREH ServiceNow |,

T 88 B AR 42 R B B Y B IR TR R ARIX B AN R 55
R EH,

BEXEZER , B2 (AWS RS EEEES
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Terraform HashiCorp Terraform & — ¥ FF R &4t 1% 5E B
KB (1aC) RHITE , eRMEmSTHRE (CLI)
THEREREEZMHERS. XT Incident
Manager , A LAfE A Terraform Sk EE S 12 4
UTHEAE :

SSM EHEERKRARR

e aws_ssmcontacts_contact

* aws_ssmcontacts_contact_channel

* aws_ssmcontacts_plan

e awssmcontacts_rotation

SSM B R A B HEIR

* aws_ssmcontacts_contact

* aws_ssmecontacts_contact_channel

* aws_ssmcontacts_plan

e awssmcontacts_rotation

SSM Incident Manager &R

« aws_ssmincidents_replication_set

* aws_ssmincidents_response_plan

SSM Incident Manager Z#E3RIR

« aws_ssmincidents_replication_set

* aws_ssmincidents_response_plan

$F PagerDuty 15 R ZIEF%1E AWS Secrets Manager Z 47

PagerDuty BRI XIFF B EERE , SHEESTRIT PagerDuty A EMA :
« PagerDuty HZEEEHEERP OB SM4N , SHEERSEPOEENNES.
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 PagerDuty SMEHRFERBREH PagerDuty BIZHN S ITEREMARKE., B2 , EHEESRT2
& A& PagerDuty BLiE,

- BEHEERTUNBMEFIENEHIER LM PagerDuty , % 2,000 MNER,

- BEHEERPHERMEX PagerDuty B4R |, B LLEE BIBREH,

E¥ Incident Manager 58X PagerDuty , 240 % 1E 612 — /> AWS Secrets Manager ‘@& 129
PagerDuty N ZEH,. XEATFEHEERSEMN PagerDuty RSH#HITEE. AR , BUUEEHE
EEEPolEM R It RIPEE PagerDuty RS

&R 1E Secrets Manager F 8|22 1Y Z 240 AL EHAK JSON BXEBEUTHA :

- X B PagerDuty Ik~ #) API 248, SR CAEABEA A REST API 48 , WAl AMERARAF G
REST APl 4R,

- W PagerDuty FigiH K& A 7 8B FHp 4Rt i,
. BEBFIHABAM PagerDuty FRE X,

® Note
PagerDuty FiBiHF AT E RS E BB EIRE — MRS X E,

FREM
£ Secrets Manager FRI2Z 4w , FREASHRZUATER,
KMS #4A
1B ATERTE AWS Key Management Service (AWS KMS) 18| 2 1 % 7 15 & R4 X 2 2 B r 247

HITINER, BEGEFMH PagerDuty FIEHZARIEE L B4R,

/A Important
Secrets Manager 2 7 A MZZEAWET AWS REXNZR , BFXFXfmEEN,

ERFREABHLTRZUTER !
- BARE  BEXNH.
- BERE  RRNEMBEE,
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- Xt MREFWAURISEFBSAMXE AWS X, FEAEES XEENR.

Cagi

BLEN R TR AP A TRERARE T RIRA KM kms : GenerateDataKey Hl kms:Decrypt
PR, ssm-incidents.amazonaws.com REFHATIAEZHAE T RROKEH
kms:GenerateDataKey 1 kms:Decrypt XBR,

ARG TIXENPR, MEMNossnZHRANEBBEHNEER,

"Version": "2012-10-17",

"Id": "key-consolepolicy-3",

"Statement": [

{
"Sid": "Enable IAM user permissions",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::account-id:root"

.
"Action": "kms:*",
"Resource": "*"

"Sid": "Allow creator of response plan to use the key",
"Effect": "Allow",
"Principal": {

"AWS": "IAM_ARN_of_principal_creating_response_plan"
b
"Action": [

"kms:Decrypt",

"kms:GenerateDataKey*"

]I

"Resource": "*"

"Sid": "Allow Incident Manager to use the key",
"Effect": "Allow",
"Principal": {

"Service": "ssm-incidents.amazonaws.com"

}I
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"Action": [
"kms:Decrypt",
"kms:GenerateDataKey*"

1,

"Resource": "*"

BEXRUBEFREAZHENESEER , 21 (AWS Key Management Service FF & AR ER) &
B BN INEE KMS 241, BX AWS KMS Z4AMESEL , HSHEAWS KMS #2.

NRAENEFREABABEZINAEER , NAUREERBIUMNXERR, BXERS
REAZHAPEHNEMNELE , 550 (AWS Key Management Service FF X A RIER) RHEN
BHAERK,

® Tip
BRI L ERMRANRE —SREITHRINR. a0, AT REE RF &S Secrets Manager
WRIEERE (HZEBMN ) XiF (us-east-2) F#Y Secrets Manager :

{
"Sid": "Enable IM Permissions",
"Effect": "Allow",
"Principal": {
"Service": "ssm-incidents.amazonaws.com"
1,
"Action": ["kms:Decrypt", "kms:GenerateDataKey*"],
"Resource": "*",
"Condition": {
"StringEquals": {
"kms:ViaService": "secretsmanager.us-east-2.amazonaws.com"
}
}
}

GetSecretValue F 7]

BIZMAITRIE IAM B4 ( AP, AGEEA ) XTHRE IAM R

secretsmanager:GetSecretValue,
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fF PagerDuty 15 [RIZUEFME1E AWS Secrets Manager Z4A

1. B (AWS Secrets Manager AP 1EM) H 82 AWS Secrets Manager Z4A PSR 3a PP
BRI 1THERAE,

2. EHFR3bF, NTFEHAMEX , BHRITUATERSE
o EBRAXFETF,
o FHEHRHERANBTERNLT JSON £

{
"pagerDutyToken": "pagerduty-token",
"pagerDutyServiceRegion": "pagerduty-region",
"pagerDutyFromEmail": "pagerduty-email"

}

«  HEEKMER JSON RO, MIMT B Bikasit

« pagerduty-token : WK P HVEA RN R REST API Z4As A - & REST APl &
tA{E, PagerDuty

BAXMEKRER , HSIPagerDuty Z1REFR API 5 R 240,
« pagerduty-re gion : B EH FiF PagerDuty HEIEH LIRS X5, PagerDuty

BXHEXEER, i%’ﬁ}I‘FﬂPagerDuty HREER W AR S X,
« pagerduty-email : & TN FEHNAFWERE FER4ithit, PagerDuty

BRMEXEER , B2 HPagerDuty HiIREHRMNEER,

LTRRAIERT BEFE PagerDuty RIZH TR JSON 4 -

{
"pagerDutyToken": "y_NbAkKc66xyYEXAMPLE",
"pagerDutyServiceRegion": "US",
"pagerDutyFromEmail": "JohnDoe@example.com"
}

3. HLZR3cH , NTHNERS K EREUIENFS L —H2ERFAFAIERNEFRERR
o

4. HEZRAcH , ¥TREFEMR , FITUTRAE
- EBAREERNR,
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https://support.pagerduty.com/docs/api-access-keys
https://support.pagerduty.com/docs/service-regions
https://support.pagerduty.com/docs/users
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. ERRENR.
- NXRBAEPHRNNBTEZEHRNET JSON E

{
"Effect": "Allow",
"Principal": {

"Service": "ssm-incidents.amazonaws.com"

},
"Action": "secretsmanager:GetSecretValue",
"Resource": "*"

}

® ﬁ?%ﬁﬁo

5. EHFWAdF , WTEHBRH , MPFEITRIEFBZN AWS X, BT TIRE
- EBFEHEH.
o XTF AWS X, EEREHE S HIE R RIH X .

« NTHNEZRH , FREREZXKESCERRNEFN T ZXENFE CREZGHIRIIERNESTE
XEHR,

«  XNFEEM—NAWS X , FEERNXE , RAEERXEEHRNEFRERNA,
6. SR (AWS Secrets Manager FAF#E/) HAIE AWS Secrets Manager Zi P E RS IR,

AR U PagerDuty BRI MNZE Incident Manager EHTERBNER , BSREEH N
PagerDuty ARS8 5 2 1 Bz it Xl o i 2 e Bz it Kl

BEXER

a5 F PagerDuty F1SEIME 40 R B 31k AWS Systems Manager Incident Manager ( AWS Cloud
EEMIBREE)

{AWS Secrets Manager FiFF1§/) FHITE AWS Secrets Manager #2248 1%
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33 AWS Systems Manager Incident Manager 3 17 &5 FE HEBR

MREEFEH AWS Systems Manager Incident Manager FHEE|E)E , M EAUTEERERE
SKEERFREIE, IRATEEREEZLEINEE , FEELZHBRABFRBNARFE , K
FAWS Support,

FA
- §51%HE : ValidationException — We were unable to validate the AWS Secrets Manager secret

o X3 E R B 1T B HERR

fHiRHE : ValidationException - We were unable to

validate the AWS Secrets Manager secret

B 1 : BIZEIERiTRIE AWS Identity and Access Management (IAM) &3 ( A, AGSEA )
5% B secretsmanager:GetSecretValue IAM X PR, 1AM 53 AT A LN PR F BERIE Secrets
Manager Z4A.

o FBRFER : FRDH secretsmanager:GetSecretValue MEFMEI IR ITRIE 1AM B 17
Y IAM KB, BXER , F2H (AM BFERE) AN IAM S GRER (26 &8 ) RN IAM
B (AWS CLI),

B 2 ZREREMMAY IAM B41E1T6etSecretValuel@EME T RENER K IEBETHER
I ERBEIEL LA TiZ B PR,

- BRAR  EFHANETRRNERPOIERRIMN—5% Allow B8 , RF IAM 548
secrets:GetSecretValue R, & , WRFEHK Deny FATE IAM B3 , N EH KR
LEZ BB LUaTiZIRE. BXREER , 2 (AWS Secrets Manager AF 1) F K7 AWS
Secrets Manager %% 4R Bff iniX PR 5% B o

B 3 : X ERAREM A E Incident Manager BRS 4k ssm-incidents.amazonaws.com

HYE T B IRAY RS
c BRFR  CBRRNEHMBZANETHRNER , HES TR :

{

f5IRHE : ValidationException - We were unable to validate the AWS Secrets 153
Manager secret


https://aws.amazon.com/premiumsupport/
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-attach-detach.html#add-policies-console
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-attach-detach.html#add-policy-cli
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-attach-detach.html#add-policy-cli
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_GetSecretValue.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/auth-and-access_resource-policies.html
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"Effect": "Allow",
"Principal": {
"Service": ["ssm-incidents.amazonaws.com"]

.
"Action": "secretsmanager:GetSecretValue",
"Resource": "*"

A& 4 EEMZEZAN AWS KMS key FREFRERNENR , ABFBEERAREERNEHTME Incident
Manager BRSS E & 1R# IAM PR kms :Decrypt # kms: GenerateDataKey*, & , S it X
B IAM B3I 8E%E IAM X BRGetSecretValue,

- BRAR  BREFHE XN PagerDuty 1 RIFEIF 7 7E AWS Secrets Manager 248 A R %
H TR ER,

B 5 @E@AMIR REST APl Z4As A P+ REST API Z4AR %48 ID T,

« ERAFE  BREEBEM AT Secrets Manager Z4AH ID , TE =K, BUNEEEEEFRANE
FHIE—/ AWS Xig R TE, EBREEREH EMIBRI 4R

B 6 : ERDEIERT , Secrets Manager RS TJRELBEI[E R , ;& Incident Manager AIRE L EE

HBE,

c BRAR . BZE) o8 , AFEiR. EFAWS Health Dashboard 2 & 171 7] 8E &2 — BRSSBY [R]
B

Xt ELth [R] B 1T # PR B BR
MBHEOSBREFREN AL , WTHUMATFRRFHEESHE -

« BX15E Incident Manager 2% & Bt Incident Manager 481 1AM @& |, 259 3 AWS Systems
Manager Incident Manager & 13 #11j iR 3 1T BEEHEER

- BX14[E AWS Management Console BTHY — i & I IEMBT N EE |, EFSH IAM AFiERE) F
RIS IAM 31T R HERR
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