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LT 5REEBIE Fleet Hub Web N AR FATENRIR.

« AWS K/,

o RIBHINKF ZRAB AWS IAM Identity Center,  ( 1R &8 R BUE LIRS , M AWS loT Core ##|&
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2. ERARFIAMEL , %# Create application ( BIZNARERF ) -

3. HERE IAM B HOTEL , RE R KRBE AWS IAM Identity Center ( IAM 390y ) , B
BRRIBFEBE. AWS Organizations fF @8 &% &8 F R4, %% B F BB 4 A0 1Y 85 3 B) AT B0E
IAM Identity Center,

(@ Note

FAILF B W B IREEIEREE] IAM Identity Centere BXEZER , BSRM4LE
AWS IAM Identity Center ? # Connect ZEZEI BB S B IREE,

FEBIZE Fleet Hub NARRFAY , WIREEZHE IAM Identity Center BYLA LS |, M A0
B, BHIEMN Fleet Hub NAREFEAME IAM Identity Center FI4H RSB TF R —
AWS Xif , BEXxEZELR , HSE A IAM Identity Center F1 IAM Identity Center Y4
LB,

ZNHGIFEARETEHET IAM Identity Center,

EET—F,

4, TEF5| AWS loT BIERE L , EFM Fleet Hub AWS loT EIATBA /UMY EIE RN TEREE 5
HER. WWREFEEEES AWS loT Core Z#HIAFHIE , LA EEFBEMEE AWS loT
Core BAFIZ |, BARARX —RSIEMEREE, FFRENRFEERE (R|EDEAHSE
) BuRsl, #RANRE. BRTEIAN AWS loT Core BAFIRFIRSINFEEF R , L&A L8]
BEENFE,

- MREEBENERE , HITHERENNERSIREUKRBENLFR,

« MREEREREWRSIMEMELE , NATUXHMS BEER Fleet Hub,

EEMEENHRSIRER , EE Next ( T—F ),

BRUMA Fleet Hub NARFEENERSINESELR | ESREE Fleet Hub N AREFHHLEE

5. 7t Configure application ( EBEN AR ) WHE L , 7 Application role ( RAREFAE ) o+ ,
BRI HHBRFAGRER— I AERFAC. &1 Fleet Hub Web R FARFEE A Fleet Hub
BRNEELAR, RESMAFESER Web NARFNEESAGHBR,
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BEFFENNR |, HiE$FE View role details ( EEABFHAFEE ) . WFEITH—AEDO , HAF
£ RARSS B T8 M TT R B BV AR RT3 4 2 B SR BE SO,

6. 7 Configure application ( BCERN AR ) WHE L , £ Application properties ( NFAEFE M ) 3
o9 MANAREFNER. (W% ) BETRANARRRA,

1% Create application ( RIZNARERF ) .

7. 1E Applications ( NARERF ) IF L , EFREQNBHRAREF , REIEFE View details ( EFiF
HEE ). EENARFEHARE.

® Note
BXLL Fleet Hub EE R HHERFIBH A BRI RNEZESR , BSHUEER.

EIE Fleet Hub R AREFH VB3R 5]

BRI LAER AWS loT Core 5l B HBUERA SRS H U THIFEREENES| | AWS loT EMERK
#&. Dev AWS IoT ice Shadow Z#E. AWS loT EZEBIEMAWS loT Device Defender I EHE,
AWS CLI AT Z BB UIE AWS loT Core #HIE R AWS loT REZREEMAREFH Fleet Hub B
SESIRE|, EFEAEESR AWSCLI , BSREESYERS,

/A Important

2022 F£7 A 20 HZ AWS loT R & EERASIZE 5|5 AWS loT Core an & FREEK I AWS loT
Device Defender . MEMIT AW ERX K MR, EIt GARF , BUILUBEEEE FEMA
BENGBE T REIFES, WREE 2021 £ 11 B 30 BE 2022 F£7 A 19 B IAERN A TF
FREHAMT HBETFURFRS , RIS EEFEEXHERSIREHEBRBENT T
B, URERSIKAH R, BXNAEFEEXFIERSIEENESER , F5H
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2. 1£ Settings (RE ) WHEL , $MZF Fleet indexing ( 1B R3] ) Fo , REIEE Manage
indexing ( EXE %5 )

3. EEERIRSITNHENEEIS , EFEBWERSIF AWS loT ERSINERER. BXIRESNER
SIFEYLEZE S EEEH Fleet Hub,

4. ( H% ) £ Manage fleet indexing ( EE KBl % 5| ) WEHAY Custom fields for aggregation-
optional ( REMNBENFER - W& ) BoH , RTKOIERSIMARHESINITEEFERI , EF
DRIZBENFR.

EEMEENHRRSRERS , B Next ( T—F ),

NBRSIAEEE-—RNATEENRE. AXNUEBNERINESFR , BSHEENER
51BRSS o

[0 Fleet Hub R FAREFAINEF

& Fleet Hub AWS loT R R EE Web NARFEMUENTIEEMAF, BX4MERNMAF |, A
BENMALNRATREERAZNARRF. AETTHINSBNETHAENARERMAS,

BT LU N BRI iR B AWS IAM Identity Center ( 1AM &40 ) RFMIAEEHREFH
B, B ECH S HIRMEEEEE IAM Identity Center, BXEZER |, HSHTLE IAM
Identity Center ?

1. 1 Application ( BLFATEF ) WHE L , M Fleet Hub application ( Fleet Hub AR ) IR iEEFE
BH Web NARRF. FEREFFHAEE.

2. ENAERFEFEAFEETEL , %% Adduser (FMAF ).

3. %t Add Fleet Hub users ( #0 Fleet Hub AAFF ) EQ. MALRHEREFLEERHRINARFH
A, % Add selected users ( RINEERF ) o

4. ENABRFEAGEENEL , RIEEREEE TEHE Fleet Hub SIRAPIEENAF

AWS LU ERT AWS loT iIRZ B IEM Fleet Hub X ER AWS loT
Core IR

EKEBNEHAT AWS loT iIRZEER Fleet Hub AR THEEMAT S H At AWS BRERXE , M Fleet
Hub Web R AREF iRt IhaE,

TRERTHAT AWS loT IRZEER Fleet Hub EATLE AWS AR RLIBUIIIEE,
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BN S HREEEREES 1AM
Identity Center,

BEXEZEE  BSHEMTALR
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RIEARSD.

&R R A HLE 3R 5| AR S5 o 0 At
RUE, FTHENRBEE
BiE (RBEDEHEMS ) B
M RE|, #TERAREG. B
TBRIATY AWS loT BASI4m I 3R
SINFEEFRI , L& T el
BERTREMNAEENLFR,

BXVBREINESZEER 1§
27 Fleet &5|R%S .

Fleet Hub Y RIRE TR T
CloudWatch $E#% , &7 A
XEERETERTRES
AkCIZERRE. fiw, &
AI BABI% CloudWatch 23 ,
EEENRBRERTERE
BE AT A BRI S fE] 3B A
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BEN AWS S5 DU
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AR AWS loT ZiR AR
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HUEHEER

RED RUBEHRESMAIGRAERG R |, IABIEEN Fleet Hub B R # R B &,

AR BRRT B

EH Web M AEFEZETEEM, ENARFRE , TREE/LN YT sk
EE T,

B EEZE Web HARERF. BREERED-—NMAFFNENARERF,
BRENAGEFEINEEXRR , SIMTH

ol

= .

JSON

{"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Sexrvice": "iotfleet
hub.amazonaws.com"
}I
"Action": "sts:AssumeRole"
}
]
}

BRIMAI%E IAM EEXRNESER |, F5
FARENEAENEERR,
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Fleet Hub AWS loT iR E EEIER
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BB E A Fleet Hub &if

1. SMEIEK Fleet Hub R ARF.
RARFERIBRERSERERMENAELELENAERENIIR, 27 attributes ( B ) &l
ZNEAENE M,

2. ENHMZIHXE L | £ Allfields ( FIEFE ) Fi%#F Connected ( BiE#E ) . EFRIXEZE
BN AEF @A false,
test app Dashboard US East (N. Virginia) ¥
Dashboard
Connected v | Q false X m
B Summary = Device list | C | | Create alarm |

Total connected devices

Total alarms monitored Total in alarm
4 Alarm widgets in the dashboard Alarm widgets in the dashboard
B don't support filtering.

don't support filtering
3. EWMITEZER , H&E Search (BER ), &

o BAEBIMAREENIZRZHNFIER AWS loT Core,

BXEWELNRHEANESEL  WSHEWEE, SNSATHNENASHTH,
UBREHNE—IEE

AEBFEEISETERN AWS loT REBFEECEREM Fleet Hub BRI PR,

TR

Ea81R& (EY ) W AWS loT Core 7 XEXHY Fleet Hub M AR,

« HORBENER Fleet Hub RARBRFHKS, .

BIREHE—

BIEEZHE D Fleet Hub £

1. SMZEEM Fleet Hub RIARF.
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2. MRBHIIFEN—ART , BEIRER, AxUOMCEREERNUN , EHSH the section
called “GIZEHNE—IMEIR", MREXBERENR , ENEERNATNRFNRERE

3. HEHRINWNEZSIEARTAEL |, % Create alarm ( BB HE

4. 7£ Build aggregation metric ( R EEN ) THL , RIEENERRS L RE Target query ( B
¥R&E# ) B, 7E Configure fleet metric aggregation ( BL BB 53R S ) Z40 F# Choose
field (EIFFE ) X&E A | i3 Connected ( BiE$#E ) . It AWSHEE ?—E&fﬁa‘_\u%% Y EIEE,
AWS loT Core" iR FEB” RRTEEERATE AWS loT MAARSIFEIEN AWSEEFZERFMBE XL
FE,

5. ¥TF Choose aggregation type ( EBRRERE ) , BMUTRIHIEER,

« Maximum ( &8 ) —EE&SHE.
« Count (it ) — IR EITHEENRE.
« Sum ( &M ) — FEMEENRE
« Minimum ( &€ ) — BlE&EKBHE,
- Average ( ¥35 ) — BLEFHHE,
6. XITF Choose period ( EFIFERTE ) , EFHXEFIEENIFFLENE , AR EE,

RELBHEFERRSNROILNT !

Configure fleet metric aggregation

Choose field
Choose a searchable field from your device's data.
Connected v
This field is a Boolean field. True will be converted to 1, and false to 0, to help aggregate data
statistically.

Choose aggregation type
Choose how would you like your field to be aggregated. Different field types may trigger different
ggregation options.

Count v
Choose period
Choose the frequency on which this alarm will be based.

1 minute v

ﬁj:%-lt_io
7. 1E Setthreshold (RERE ) WE LK Trigger the alarm whenever... ( 524 %4 ) 3o
ERLAT®&IZ —,
- Greater ( KF ) —REERNLEBIEEENAEHEE,
- Greater/Equal ( KF/ET ) —REEFRNXEETIEIEEENAEHEE,

PRENE-—INEE 12
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8.

10.

11.
12.

- Lower (MF ) —REEHRNERNTEEENKEEE,
« Lower/Equal ( NF/&ET ) — REENRNEXBETI/ N TEEENRKEEE.
£ Than ( BARfE ) XAEH , EERAESERENE.

RERERENREWMT

Trigger the alarm whenever...

Metric is
Define alarm conditions

Greater © Greater/Equal
= threshold >= threshold
Lower/Equal Lower
== threshold = threshold
Than
E z old vz

J\i?%-l:_io

£ Notify user ( BEIAF ) J\E_t £ Notify — optional ( BX - A% ) FoH , W A B FHR4E5
RNEN , ZIRNTELEBRBENALPFERBENNAF. @ALUES 2 EH B FHl it
W HRIEFT I HI R,

£ Alarm details ( FBFAEE ) 30 , MASTENER , HUTEEREWMASTENER, &
BT—%,

£ Review ( ¥# ) WAL , FZEE A NHEBMANGES . ERRR, BESMIAZHER.
ERNZHERE , B8 PNEHFERECBRIAESEREE.

Total alarms monitored Total in alarm

3 1

Alarms 1

MyDisconnectAlarm violationCountAlarm

11 -
A\ Inalarm ® Insufficient data

disconnectAlarm
0
@ ok

EEFERUENSTEBFAGE  BELENSMERPIERF Fleet Hub alarms ( Fleet Hub 5 )
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Fleet Hub alarms Create alarm
(® Sshow triggered alarms 1
Alarm name Status Latest update
MyDisconnectAlarm A_:“'-_.[c:lm‘l_ November 17, 2021 18:20 (UTC)
disconnectAlarm @OK Movember 17, 2021 06:15 (UTC)
violationCountAlarm @ Insufficient data November 17, 2021 06:12 (UTC)

EERFHAGR
AEEHESLERREEBXREANRENRMERN SR,
FERFMF

- 5GERE (EY ) B AWS IoT Core Ik <BXHY Fleet Hub R AR
o PAFERAER Fleet Hub MARFHIKF

wEA

LHIRZRE Fleet Hub Web R ARFH , BT LM S ER L FZ Device groups ( 1R%F
48 ) , Device groups (&% ) WEHIH T Fleet Hub Web N ARRFHMAEIRRH, BEEFREYA
HiFMEE , M Device groups (IRZA ) F|FIEREBEMNREZAH,

test-0119 test-0119 Device groups US East (N. Virginia) ¥

Dashboards .
Device groups
Device groups L @
Jobs Group name Parent group Group type Query Group description Created at
LightBulbs - Static group - - March 11, 2022 18:59 (UTC)

Fleet Hub alarms

MyDynamicThingGroup1 attributes.wattage:75 - October 17, 2021 22:15 (UTC)

MyStaticThingGroup March 11, 2022 18:49 (UTC)

MysStaticThingGroup2 LightBulbs March 11, 2022 19:01 (UTC)

English (US)

Logout

REAFAEE

Device group details ( RRAFMAES ) THISEXRAMERZFHENES. EEFRZFNFHAER ,
“RE XXX BBOH RBEEBR FIPERFENRE,

ERREFARR 14



AT AWS loT R& &I AIALRA H 0 Fleet Hub AWS loT R&ZEEIEE

test-0119 Device groups MyDynamicThingGroup1

MyDynam|CTh|ngGroup1 View on dashboard H Run jobs

Group details

Name Group type
MyDynamicThingGroup1 Dynamic group
Created on Query terms
October 17, 2021 22:15 (UTC) attributes.wattage:75

Devices in MyDynamicThingGroup1 (2)

Q 1 ©
Device name

MyLightBulb1

MyLightBulb

Groups in MyDynamicThingGroup1

Group name

BERIFHER
Device details ( RBRFAFE ) THBSEXMERZENER

® Note

MRENEFIREEZENERANE R ID EEWEHTE AWS loT , NSRS TR IR
"B NEBRSEFIRS

HAREE

Details (1 #4EE ) P2 BEUTEXRENEZNEE -

ERREFARR 15
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« Device name ( RBEM ) - RTIRENSYRRENEN. BXELEE  FERAUMAERIMKRE
BEEY,

* Thing type ( S¥MRE ) - BEEMNRBARBRNEYRE, EUUERASYREXFREFMEEEYR
BENFEENHAENGER. AXRESEER , BSREYRE,

« EREEREE-RE DEZENETEB. AWS loT

« Shareable device link ( IRZRZ4#E ) - — N AIHENEE | EOATEIRZR Device details (18
ZFMEE ) WH.

o EREBRDS —EHiIERENIEZEIRA AWS loT, NMREMNIRREERE , MER true. MRKIE
% , )I-IJHE?Q false,

- Disconnect reason ( BiFFiE#RRA ) - REZFMTEENEREE,

RE B
Reported data ( IREMNEIE ) B2 TEEXRRBFWEMREIE. RREFRBENEYLENEE.
« BRFER-EE AWS loT BAFIRS|IFEZHNRSIFER, EZEE , BFSREENFEES

« Device shadows ( E& ¥ T ) - BENEZFRENEF, REFTUUIELHBRGEE FNGA
%2%0 ﬁ*;%{%;@ y i%é}l%—.l AWS loT iﬁ%% o

« Device groups ( R&4A ) - BEEMNIRRRBRNEZA, RFEVNCSERIBMAEANITEYA,
BXEZER , FSHABRIEYENITEY4,

el

Jobs (155 ) BB ERRE LEITHAEES. SMSHE-—IMFAGEENE , HPEREXES
MEEES  SRARNEITRESR. BXEZEER , FSHE F leet Hub A 5 A E S5 ME L
17 AWS loT RZEE U RAE,
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https://docs.aws.amazon.com/iot/latest/developerguide/thing-registry.html
https://docs.aws.amazon.com/iot/latest/developerguide/thing-registry.html
https://docs.aws.amazon.com/iot/latest/developerguide/thing-types.html
https://docs.aws.amazon.com/iot/latest/developerguide/managing-fleet-index.html
https://docs.aws.amazon.com/iot/latest/developerguide/iot-device-shadows.html
https://docs.aws.amazon.com/iot/latest/developerguide/thing-groups.html
https://docs.aws.amazon.com/iot/latest/developerguide/dynamic-thing-groups.html
https://docs.aws.amazon.com/iot/latest/fleethubuserguide/aws-iot-monitor-technician-job-templates.html
https://docs.aws.amazon.com/iot/latest/fleethubuserguide/aws-iot-monitor-technician-job-templates.html
https://docs.aws.amazon.com/iot/latest/developerguide/iot-jobs.html
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Defender 1545

Defender AWS loT Device Defender #5820 £ R 5B S A RN RZEHEXNIER,. BAIUERER
NIERBEEEEENRESEERN AL RZFZITIER. EEF Fleet Hub AR F Y Defender 1§
BEIE | 8 Fleet Hub BEIE R A E KiRE S EIREZXEKA AWS loT Device Defender #8¥5. B
KA AR E BIERFIZE AWS IoT Device Defender IEFMEZELR , BSH B ENIER. E&IKIE
PR SR HE R o

IoT Fleet Hub Devices > MyLightBulb1
MyLightBulb1

nnnnnnnnnn

Last connection status

;;;;;;;;;

Mar29 Mar 29 Mar 29 Mar 29 Mar29 Mar29 Mar 29 Mar 29 Mar 29 Mar 29 Mar2s Mar 23 Mar29 Mar 29 Mar29 Mar 29 Mar2s
2026 2028 2050 2032 2034 2036 2038 2040 2042 044 2046 2048 205 208 2084 2056

rrrrrrrrr

ThEMR

Behavior violations ( 1T HEM ) 75 EREEREIH AWS loT Device Defender ¥ El 5 =4 i Frik
REXBWEALE, THEAKEBEBAUSEEMNITER. DRXEANBNLRERIERE. EEF
Fleet Hub M ARFHHEMITHAIIE , B Fleet Hub BB R NE LR L EEXHFFREBHM AWS loT
Device Defender 78 , H1EMR ZE5|FEE AWS loT Device Defender M 1T . BXUME AWS
loT Device Defender R B ENXHHPRBEMITHHNESEE , TS HEAWS loT Device Defender #
Mo BXRUMMEE AWS IoT Device Defender EMHNEZEE , TS HEE Fleet Hub NAREF AL
BRI NETBEEYERS|,

ERREFARR 17


https://docs.aws.amazon.com/iot/latest/developerguide/dd-detect-custom-metrics.html
https://docs.aws.amazon.com/iot/latest/developerguide/detect-device-side-metrics.html
https://docs.aws.amazon.com/iot/latest/developerguide/detect-cloud-side-metrics.html
https://docs.aws.amazon.com/iot/latest/developerguide/detect-device-side-metrics.html
https://docs.aws.amazon.com/iot/latest/fleethubuserguide/aws-iot-monitor-admin-fleet-indexing.html
https://docs.aws.amazon.com/iot/latest/developerguide/device-defender-detect.html
https://docs.aws.amazon.com/iot/latest/developerguide/device-defender-detect.html
https://docs.aws.amazon.com/iot/latest/fleethubuserguide/aws-iot-monitor-admin-fleet-indexing.html
https://docs.aws.amazon.com/iot/latest/fleethubuserguide/aws-iot-monitor-admin-fleet-indexing.html
https://docs.aws.amazon.com/iot/latest/developerguide/managing-index.html

AT AWS loT RZEEHIABA A O Fleet Hub AWS loT R&ZEEIEE

B M 7k S

BRI LAfE A Fleet Hub 34T AWS loT RBEEER , URIBNEFRZITHEYINR, ESIHIE
BHNE AWSREFER. BENFRAMEMEMHETRIEERFIERS, BETTLER AWS loT BA
SRS MEBBENFRIEERS, the section called “Ei"EXRINBERSINEZELE , S Fleet
#5|RF,

ES}
- EFEHER
- EABERGCIEEH

EREHER

HIWEF AWS loT i ZEER Fleet Hub Web I AREFAH , BABE — MUK , HPERTAEXE
FALRA R RN EENAE,

BE

BEAEERBEXRENBHPAARZFUERCEAE, HFRHAUTER.
- REEHK

- BEERRIREH

- IRFMIFEENRERSIXR

« BANBOERNSYRBEURSHRENRERE
« BANBECENEYAURSMMINRERE
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https://docs.aws.amazon.com/iot/latest/developerguide/iot-indexing.html
https://docs.aws.amazon.com/iot/latest/developerguide/iot-indexing.html

AT AWS loT R& &I AIALRA H 0 Fleet Hub AWS loT R&ZEEIEE

Dashboard

‘ B Summary | i= Device list | @] || Create alarm |

Total devices Total connected devices Total alarms monitored Total in alarm

40 - 2 —-l

Disconnect reasons Alarms 1
There's something wrong with data loading. Contact your AWS loT Fleet Hub admin for test-alarming-alarm test-ok-alarm
help. 40 40

A Inalarm ® oK
Device types Device groups
There's something wrong with data loading. Contact your AWS loT Fleet Hub admin for There's something wrong with data loading. Contact your AWS loT Fleet Hub admin for
help. help.

-2 TIES
REJNRMBER—NE , SIHTHIEPNRE. ZRATVRFOEMRERHUTER.

 RFBEH

< RFHEERS

« IRF LIREERY A R B

« T AREZENIRE , AT EZENER
- RENBYRE

- REFNEYA

< BHENBERSIBSHEENBELFTR

EREGHER 19



AT AWS loT RZEEHIABA A O Fleet Hub AWS loT R&ZEEIEE

| B Summar y | iZ Device list ‘ Create alarm

Devices (40) Export current page | ‘ Run jobs ‘

Name Thing type

® false
® false
® false
® false
® false

waterSensor17 model-1

waterSensor11 model-1

waterSensar16 model-1 ground-sensors ® false

waterSensor33 - - ® false

ETHEENHLERHIREN CSV X , BERZIRDERSHYTNE. HIE , WRIIRR
DTH, MXNTEHYGMRAELERVEE , MA2THEETE LR RNOHTE,

A UERAERNFERERENEE—IMMNBPERFEREAE RERBINRIOREHE, X
FREAMFERERIEXRVNBEPEENEZLEAEFEENEHAFSE |, BESH the section called “B 72
=if)7,

e TR Rt B E S

KEBNET Fleet Hub fo AWS loT r Device Management EI THERIE | HE5|SEERFEATIE
HUBERAFAENT R,

ER L ERER R EFHEHRBENSRNE LE RN IRBFRENRE, ETLER AWS loT AR
IR REIBIERFTHN AWSHREFER., BHEXNFRUARRSI BRIV EMEERFEER, BRI
BREINEZEE , SR NEEE

R RBFZRMEENR, XBFERATARITERFR, EMNERXUTABTUERENERWREA
By =NR ISR AR PR Ao

LTS At Z BB ERFRERNS R,
BIEEN
LTSRN AN ZETER,
FRFA

- BAE%2AK1KE (XA ) B AWS loT Core I <BtH) Fleet Hub M AR
« BREA Fleet Hub R AR FHIK

ERFERTCIEER 20


https://docs.aws.amazon.com/iot/latest/developerguide/iot-indexing.html

AT AWS loT RZEEHIABA A O Fleet Hub AWS loT R&ZEEIEE

R E & P ERA R RA IR BRI E — Fleet Hub Eif)

1. SM2EH Fleet Hub M AREF,

2. ERAERHERL  BIAEATLEE RFFIR BT UK KEK AWS loT Core Ik~ AR &
(BY) B8

3. HFEEIAEHIEIRLE | %R Device list (1IR&FIR ) &I+, RIILBEREEINETERERKNEE
VEHMFERENYIR, BENEMEEE attributes ( B ) 514,

4., ENHNZ  MAEZTEEEHFNEAXETF, XBEFETHERATHEFER.
ETETNES | E$F Filter ( THESRMH ) o

6. 1E Filter ( JRIESMH ) B, £ Field ( FB& ) b , B EREREREFNFER, 7 Operator (1=
EH)YRT , BB—NET, &5, WTF Value () , RBEEFREZGERFERANFTRE,

BRZBULURIM=/NE®ERE. BEFZERFITALKE,
7. EBWITEW , BERE Apply filters ( MARIESRY ) . FREETREEHWEENFIEIRS.

1 Fleet Hub FERFES MIEERFEIT AWS loT IREREE

(® Note
ESEMNBERTRRR , TS REZTA,

FESRWEZET —ERZHEET AWS loTHIRZFHEXLIER FIETHIRERE. fl0, BUUE
X—NMES , ZESER—AREZFTEHRENARFREG4EH. ER. RRIEBIRNTZEHEE
BRIZME, BTTLAM Fleet Hub 3 AWS loT IR ZEIE Web MNARFETHEENIEL, RALNER
B TE AWS loT 2 & & Pl BELER M KR |, SEERTEMAPOAFER, 7 Fleet Hub R A
BFYP , BUUEESTESHRERREZA,

EEAGGERRE  IHEENARFTES, BEEERXYEY , FESMEB LR Device
groups (IRZEAH ) o FRFAERENBIRE , AIEEATAMRENET 2 — , NTEEESHNE
173
- RE  EFET X

/N

- M BRETRE  F5EFERMNEETNEMRSE £E1T.

BXREUBNEEESERNESER  FEHESER, BXREFSUMNIENESER , ESHES

1£ Fleet Hub R EAES FME AL EMRI 1T AWS loT REZFEE 21


https://docs.aws.amazon.com/iot/latest/developerguide/job-templates.html
https://docs.aws.amazon.com/iot/latest/developerguide/iot-jobs.html

AT AWS loT RZEEHIABA A O Fleet Hub AWS loT R&ZEEIEE

BITIESS

&R LAM Fleet Hub NARFHNZMIEEITES , BUTIRBERERE.

1. EE-NTEF—IPHZMRBEN BT

i%# Runjob ( EB1TES )

£ Job target selection ( £ BARER ) B, 1E#F continous ( F£EtE ) & snapshot ( RER ) -
EFE—MESER. BIA Job summary (EFHE ) THXERER T EEZTHESFEE,

( A% ) MAESHE .

EFRIET,

o g K~ W D

&R BAE Fleet Hub M AR UL T LB B IR FH R BT B IRIEF,

« EHEREARZIIRETF,
- BERENFHEERE.

- REHATHE,

- BERZBANFMAESTE.

ERNEEES
EANEN T EEENR T EEETHES.
- EHFIRAE — KA TNBFETNFEES. BEEEUTE , BESRERFLE Jobs (£

%) SMEET.
- BERBHFAEENE — KRERREZ LETHABEES.

SMESBE—MRAERRE , KPR RAXESWERES  AEARNEINEL. KL
A% LESWETHRSE. HAELLTUTRITHAE.

- EATHHE

. EREHETHE.

. RPBETRE.

. KBEETHE.

. EHRHETRE.
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FAT AWS loT &% B HABA S0 Fleet Hub AWS IoT &% B =I5
- BERAMBEITHE.

- EEZBITHHE.

- ERBRKIZITHE.

- BEHNEITHE

ERUEES |, BEREFZES , AB%EE Cancel ( BUE )
BiE
pG)

NEBBAT AWS loT iIRZEIEH Fleet Hub BIRMW THERIE , H5|5 4
n&

TR B BERATFNLR
LI Fleet Hub B , ERNATHNE RELFERFIFRAERE. IRERNAEAER
BENNATHEPNAERE. AXEREFERNZERNE
"BERMIFEERE,

&2 the section called
EiR £ A Amazon CloudWatch (CloudWatch) 384581 AWS loT BAZIZR 5| IR H AT 2 F R R 0 22
CloudWatch 23k, #lm , &7

57 y A ¥
BB BRENBERN R FEHEMBERT 50% BF4ERK Amazon Simple
Notification Service (Amazon SNS) B E M & &,

EWREKIE. Hlm
HTEN , BN GENATEERENUTENSERE,

. BAME
- i
. B
B/ME
. P9

Fleet Hub 3R {8 FA il BA 22 5| BR 55 BY GetStatistics Ml GetPercentiles T RESR 25 i)
BREBENBEFTRN

, H1Ee!

8810, %50, 90, 5 HE 9 NBESTHINE
BXRENBHRSIBSHTENREBENESEE , BFZAEARSHE,
TRIETART AWSEEMAE L FENRERERH,

FER

Aggregation type ( REEH )
EYEB (AWSHEZREFER) T3
7

23


https://docs.aws.amazon.com/iot/latest/developerguide/index-aggregate.html#get-statistics
https://docs.aws.amazon.com/iot/latest/developerguide/index-aggregate.html#get-percentiles
https://docs.aws.amazon.com/iot/latest/developerguide/index-aggregate.html
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Fleet Hub AWS loT R&ZEEIEE

FE
EMA (AWSHEFRHFER)
EEE (AWSHENHRFR)

true W{ERN 1, false BWERN 0,

shadow.reported.batterylevel ( B R 5| RS
RO EZNBERESTER)

BRTEEREFRMKBE 2N , BRI UEEL TE,

Aggregation type ( R&EH )

it

BAME
i
A
5/ME
P9

RAE

it

B

R/ME

Fi{E

p10 (10th percentile)
p50 (50th percentile)
p90 (90th percentile)
p95 (95th percentile)
p99 (99th percentile)

- EENSEREMRSEMENSTEAE (1 2% 5 2% )
- ENATEENREFERANRENUATEREERFZ—

-« KF
« RFIET
« NF
« MFIEFET
- EEREENEREEN—EEANE.

« BWHELDEYBNEERALLTIEIW Amazon SNS EE /M A R K B FHR4 bt 5K,

- BERW

Bk

24



AT AWS loT RZEEHIABA A O Fleet Hub AWS loT R&ZEEIEE

E |2 Fleet Hub 552 |, i35 the section called “BIZ2E1R",
BIEER

AEBFS|SETHLERT AWS loT HZEEN Fleet Hub BIRFTEN SR, EBRELNEERDS
M# A shadow.reported.batterylevel WRE X FFERPUBREFHR. LEBENFRIETREMN B
HE, BEEEREERE AWS loT IARSIRSHAZETERNBEENLFER,

HENBEPRENFITEMEBELT 50% UTH , ZOENEERE 1 2HHNOEZEALNARTIREK
3% Amazon Simple Notification Service (Amazon SNS) B 2.,

Bl% Fleet Hub Zif]

1. SMEIEH Fleet Hub B AR,

2. MREHNBEN—ARE , FOEER, BXOMCIEMEETHNEEA , S the section
called “FEAERGCIEEN" ., WREZEVUEER , FNEENNATENEPNAE RS,
ERIANWEHIHRITE L | 1%£$F Create alarm ( BIREE )

4. 7£ Build aggregation metric ( IR &16#r ) THL , RIETENERREERE Target query ( B
¥rE ) F, 7E Configure fleet metric aggregation ( B ENBEIERRS ) T% , X¥TF Choose
field (IEBFE ) , £ shadow.reported.batterylevel, WWEETEEERE AWS loT MK S|
RS HOIEN AWSHEFBRMNEENLFEE,

5. XTF Choose aggregation type ( %ERREHRKE ) |, & Average ( F39 ) . IETE TR EH
P EESE.

6. XITF Choose period (EZFEH ) , iH%ERE 1 minute (1 24 ) o YENRBINFHRSIBENSE
MAB—D et , XMFMESE,

EET—%,
7. 1£ Setthreshold (RERE ) REL , FE#Y Trigger the alarm whenever... ( 3. x5 )
&5 , & Lower/Equal (NF/ET ) . BB EEETREENERN , A EE,
8. 1 Than ( BFEE ) XAEH , BA 50,

EET—F,

9. 7£ Notify user (BHAFF ) WE L , 7 Notify — optional ( %1 - A%k ) 22 |, WAL FHRHFI
KNEHN , IRV B FERHENALAPRFERBANAF, MALES SR B iRt
HEFIRAE T R

10. 7 Alarm details ( SBHFAEE ) By , ASTENEN , AU LERERERASTENHER, &
BT—%,

BIEER 25



AT AWS loT RZEEHIABA A O

Fleet Hub AWS loT & & BB 15
11. E Review (¥ ) IH L , FREEZAINHBANEER. EFRR., BESBRIAEEER,
12. EERIAZSIERLE , EENSMBEETR , %2 Fleet Hub alarm ( Fleet Hub &8 ) ., RiIFR2EHE
FEBBNEE,

HUEHEER

RE D RUBEHRESMATBRAERRG R |, LAABI A ##)R Fleet Hub RYRIE,
AR

BRRTT B
BEZN BN ERRNES W IHEFATARE.

FHRARLIEET ENERAREMEEFAHR
o
BB BE ISR,
BNEBRE ERMEAHKE,

EREE R ENEHREIRS + eIZER.
SEHREFR/L DT REmB TR

BEEFURMNEEHENIRE FREEN R ERA ENER,

BERHERPERXEANER T HIR.

FENEE R BRELEENXEHBUE T VA
% gl o]
KOIEREI RN RN BY I E RS RH R BRENTFIHEERNERANE K ID 5
5lo

Thing Name #[E AWS loT, MR ENEF KT
EENEANIDEEMEHTR AWS loT , T

BAZIZREI T2 ER "B NEERSHITR
5lo

R
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AT AWS loT RZEEHIABA A O Fleet Hub AWS loT R&ZEEIEE

BEAT AWS loT R & EZERYALRA /O

B R4S Fleet Hub MELM AWS FERF R AT, ATAMEMMERNEZAKRIT T, AWS RZHE)
TYH#ETE  ATYMW Fleet Hub , EHIFBAT#ITIRE |, HHEE L0t B30 REUEHE.

« AWS CloudTrail##i#3k &M K P A RER AWS IKF#1TH AP ARARMMEXEH , FAFBEEXH
BB EIEEMN Amazon S3 M, EW LURBI ML A S MK PR T BiE AWS, & HFIUAYR
IP 31k AR WAL R £ VBT E, BXEZELR , 1§26 AWS CloudTrail {AFIER) .

T3
« £/ Fleet Hub 123 AWS loT iR 2 &I API A AWS CloudTrail

£ F Fleet Hub 123 AWS loT IXZ B2 APl B AWS CloudTrail

AT AWS loT i# & EE M Fleet Hub 25 AWS CloudTrail, i% CloudTrail RFEEAF. ABE
AWS BRSS1E Fleet Hub I {THIIRIERMIIC R, CloudTrail ¥ Fleet Hub BIFTHE APl HREBRNEHL,
IR A 3HERE Fleet Hub 2 HIAMIAR , #EH3E Fleet Hub API BENRBIAA,

MRIEOIZRER , WAL YPRF CloudTrail 41842 f ] Amazon S3 F#HE , BEMAFLNE
. MREREERER , BMHATLIE CloudTraill BHIEH “SHHLIER FEFRNNEH.

£ CloudTrail WERIMWELR , BALAFED Fleet Hub K HMER., AHERM IP #hit, AHiFR
AR BRIUAREZFMAER,

ETHEZEEL CloudTrail , 558 <AWS CloudTrail AFEE) .

AL RA HhME B L F CloudTrail

AWS CloudTrail & 812 AWS Ik it BB, LS. = Fleet Hub R RATENRT |, 1Z5EZNH
BEH#h AWS RS CloudTrail 4 —RIZERESHTFIERTD, BAE AWS KFFEER, B#RMNT
HENEH, EXEZEE , BSREASHTIEESE CloudTrail E4,

BEFEICRIEMN AWS K HNEH | BHE Fleet Hub BWEH | FRIBRE., BREAY CloudTrail ¥
B &R 1E 20T Db (8] 2 7764 IR S (Amazon S3) Ffii. FIRERT , FEEH & P OB RER | 1t
IRERBATAIE AWS XiF, RERIZFE AWS 2 XHMEXENEHNH , HE A EXHEETEEEN
Amazon S3 FE .

fEH Fleet Hub 123 AWS loT 2% EE APl /A AWS CloudTrail 27


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
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&R AL B H f AWS BRSS , LAt —H DT MILLE CloudTrail BEFKRENEHEHE, BXESZE
B, FZETIRA

- BIERIRICFEER

» CloudTrail XFHRFMER

« BlE Amazon SNS &4 CloudTrail

- BURBESZANXEE CloudTrail BEI 4
- MNBENIKF K CloudTrail HEXH

CloudTrail 123%Fr & Fleet Hub #4F, EANEFHAE AWS loT API 5| A, Hian , i
FiCreateApplicationflUpdateApplicationiE{ELTE CloudTrail BEXHHERKEKE,

BNMNEHFAEFBBIEEXRENBERNARGRE. FOREEEHTEHENTHE -
- BHEREFEAREIEER AWS Identity and Access Management f FFEIE K H#Y

- BREEAACERKEAFNBRZEEIERHN

- EREFHEM AWS RS K H

BXEZER , i3/ CloudTrail userldentity 7T,

T % Fleet Hub 9 AWS loT 8 &2 B8 HEXHXKE

RIRZE—MEE , 7ATREMEN BEXHEEFZIEERN Amazon S3 FER.

CloudTrail BEXHEE—MHZNEEFE, —IMNEHRTIREEMERN—MER , SFEAXMER
RVRME, RERBNEE, BERSBSHTENES

CloudTrail BEXHT R A H AP AN B FH#RRIR , RItEN T2 REMESER IR HI,
Example

BAR CloudTrail H&E% B EREXZCreateApplicationBENELR,

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalld": "principal-id",

T f# Fleet Hub B9 AWS loT Z R EE R EXH%E 28


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html#cloudtrail-aws-service-specific-topics-integrations
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/getting_notifications_top_level.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.aws.amazon.com/iot/latest/apireference/API_Operations_AWS_IoT_Fleet_Hub.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
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arn": "arn:aws:sts::123456789012:assumed-role/Admin/test-user-name",
"accountId": "123456789012",
"accessKeyId": "access-key",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalld": "principal-id",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
},
"webIdFederationData": {3},
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2020-12-04T19:59:53Z"

}
}
I
"eventTime": "2020-12-04T20:02:38Z2",
"eventSource": "iotfleethub.amazonaws.com",
"eventName": "CreateApplication",
"awsRegion": "us-east-1",
"sourceIPAddress": "72.22.186.61",
"userAgent": "console.amazonaws.com",
"requestParameters": {
"applicationDescription": "Test application description",
"applicationName": "Test application name",

"clientToken": "c9bc7f45-3737-4ee9-9b0f-5delaabl69b2"
},
"responseElements": {
"applicationUrl": "https://application-id.app.iotfleethub.aws",
"applicationArn": "arn:aws:iotfleethub:us-
east-1:123456789012:application/application-id",
"applicationId": "application-id"
},
"requestID": "5456304e-31c5-4336-9bbe-a375e3728eee",
"eventID": "9ffb5d72-9267-4f4e-88e6-d26051133c8c",
"readOnly": false,
"eventType": "AwsApiCall",
"recipientAccountId": "123456789012"
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https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsiotfleethubfordevicemanagement.html#awsiotfleethubfordevicemanagement-actions-as-permissions
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsiotfleethubfordevicemanagement.html#awsiotfleethubfordevicemanagement-actions-as-permissions

AT AWS loT RZEEHIABA A O Fleet Hub AWS loT R&ZEEIEE

]

EEE Fleet Hub ET BRI RE , F5H ET 5O KB RH Fleet Hub for AWS loT Device
Management,

Fleet Hub HYZRB& &R

XEFRBER : &
EIE R A LAER AWS JSON REERIEEW ARG RMT L, WHRY , BNEAATLIF AR RRITER
&, BAREA ARG TIIT,

Resource JSON KB TRIEEERMHMNAREN —NHZ IR, BIAXIEE Resource
NotResource T, ENBEXE |, HFERH Amazon BEE# (ARN ) ERR. N TFXIFHE
BRER (MR BBRENR ) WigE , BIUBRITHIRE,

X FAXEFRRRNROERE (W HRE ) | EEAEES () ENEANATHERR.

"Resource": "*"

EEE Fleet Hub RIRXRE K HFIR ARNs , HZH (IRFENXSE) Fleet Hub for AWS IoT Device
Managementf E XL H R, BT HRETAEBRLEREDIEESNERHN ARN , S Fleet Hub for
AWS loT Device ManagementE X BV 4E.

EEE Fleet Hub ET B MR R , ESH ET 50K RH| Fleet Hub for AWS loT Device
Management,

Fleet Hub HY SR B& 4% 4R
YTERBRETHRSORBZMGR . 2

EER WLER AWS JSON REERIEEHERRIBEMF L, BRER , BNEETUANTLARFERITER
1, URIEMAAZRHETHIT,

£ Condition Jt%& ( =% Condition R ) # , AILMEEEEFEAERNEZH. Condition TERAE
o BRAIGIEFERAXREZER (fl, EFHNT ) WERHFRER |, IERBAPNFZEEERPHNE
MTE,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsiotfleethubfordevicemanagement.html#awsiotfleethubfordevicemanagement-resources-for-iam-policies
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsiotfleethubfordevicemanagement.html#awsiotfleethubfordevicemanagement-actions-as-permissions
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsiotfleethubfordevicemanagement.html#awsiotfleethubfordevicemanagement-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html

AT AWS loT RZEEHIABA A O Fleet Hub AWS loT R&ZEEIEE

MREE-—MEAPEESZ A Condition THE , HELE Condition TEFIEESME , W AWS
EFZ % AND EHEITMHEEN]. IRENENZHREESNME , NERABBOREER AWS 1155
o ERTEWNNRZATLTURBABNRME,

EEERGN , BETUEASUREE. Sl , REEEARA IAM AF &2 IAM AP, 86K
HEFHRARBEHNRR. BXRXEZEE , H55H (AM AFERE) FH9 IAM R TE  TENRE,

AWS XF2RFHBHNBETRSHFAZH, BEEEME AWS £2/5FM4E , SR IAM AFE
FMFHAWS £R/&EH ETXER,

EEF Fleet Hub RSB IR , BSRBRFTENSEHH Fleet Hub for AWS IoT Device
Managementfy & H 8. ETHRUUFERARFBRNWIEENRER , 3SR EE L IEE Fleet Hub for
AWS loT Device Management,

EEE Fleet Hub ET B MR RE , F5H ET 5O KB RH| Fleet Hub for AWS loT Device
Management,

AL BA FR /O R R 5 [R] 42 3 B &R (ACLs)

X3 ACLs : &

mEEH IR (ACLs) ZHIMLERIEA (KFKA, AFZAR ) ARBRAR. ACLs SETRIFR
REEREL , REEANIAER JSON KRB HEER,

Fleet Hub EF & MY 15 [R1#2 % (ABAC)
¥ ABAC ( EBHMRE ) : 2

ETEMMGRES (ABAC ) B—RENE , ZRBETEMERENR, £F AWS , XEEM
MAIRE, BAILE IAM SHHE ( AFRAE ) MFS AWS BIRMINRE, #Ri2SSEMRIRRE ABAC
HE—F, RFIRIT ABAC KB , SUEEEHFRE SN2 15 R 89 R IRRE IUE A R VFRE,

ABAC EREBRKWARFIFERH , HERBERLSRIUNITR T IR HERE B,

EETHRZEEE R , BEEMFEA aws:ResourceTag/key-name, aws:RequestTag/key-name
= aws:TagKeys U BERMBMANZHTEPRERZER

MRENBRSEN TEMERREBIEMEX=AFMGR , X T RS , ZENR. MREMRESN
NTEHIRRREXISAMEX =1 %G8 , WZENBD

EX ABACHEZEE |, 2R (IAM AFE®E) RWEA ABAC BIUE NN, EEFIRE ABAC
SHRNHEE , TSR (AM AP ER) PHEAETEMNIHRIMNRES] (ABAC) .
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_variables.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsiotfleethubfordevicemanagement.html#awsiotfleethubfordevicemanagement-policy-keys
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsiotfleethubfordevicemanagement.html#awsiotfleethubfordevicemanagement-policy-keys
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsiotfleethubfordevicemanagement.html#awsiotfleethubfordevicemanagement-actions-as-permissions
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsiotfleethubfordevicemanagement.html#awsiotfleethubfordevicemanagement-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_attribute-based-access-control.html

AT AWS loT RZEEHIABA A O Fleet Hub AWS loT R&ZEEIEE

et EAE B F Fleet Hub
Y HFIRFEIE - 2

HIREAIFHER R R , HL AWS RS TRER. AXESZER , SBEWHLE AWS RS ERTIE
BHES |, B IAM BFERFHAWS S 5 IAM BEEANER.

MREEARAFBENBB 2 ANEFAEZF , W AWS Management Console £ A 2 IGEHES,
fflan , HE AWS RN RS QEF (SSO) fE#t TR |, ZIB2Ba B IEFHESR. HEMN
ArREHREFREHE , RAETRACKH , ZEcB3tIBIGREIl. EXUIRBENEZER |, HSH
(AM AR RRMNAFT3RE IAM A6 (2FE ),

BRI LAER AWS CLI 5 AWS APl FaitlZIREHER ., RE , BALME R X EIREHE R HITIH
AWS, AWS BIUZHTERIGFNES , MAREAKBH LR ®HA. BXEZELR , BESH IAM FHY
[N AT

Fleet Hub BV 5 RS ZEFE AR
TEEEBRILSTE (FAS) | 2

HEER IAM AR ABEPHITRIEN AWS , BEUNERA. EARLERSH , AT —
MNMEE  RBLBREEHMRS PR S —MRE. FAS FREAZEANNRIUKR AWS BRS @T
RS R HERNER. AWS BEFRBLURSZSBRIFTESHM AWS RS HARRKES BETTHIIFER
B, F2KRH FAS iR, EXMERT , BLMEBFRITXMIURFEAINIR, BXAH FAS 1ERETHY
REEFE , FEAEREE2E,

Fleet Hub WIRE A&
YERSAR 2

RBREACEH—WRSEE. RREWITIREN IAM B, IAM EE R ALE IAM a1, SR
BREES AR, BXEZER , 551 (IAM BFER) FMelE D AWS REZRNEN AR,

/A Warning

ERRS AN RATEES T U Fleet Hub Zh8E, X =i Fleet Hub RMEAAXRIE S S wmiIEIRSS
y=h=

Fleet Hub B BRZH<AE
TERSHEXAG A/
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html

AT AWS loT RZEEHIABA A O Fleet Hub AWS loT R&ZEEIEE

BSHAXAGR—PHEEINEBRSAR. AWS BRSRSAUKARKRERTRENEE, RSHEX
AEHAEEHND AWS IKF |, HBARSAE, IAM EERATUEEETEEBRSHEXABHR
PR

BARUZBFEERSAXBENFACE , FSREY S IAM BEEABAWS 5. ERTFERRS
MXAEINPITE Yes Wk, ERRBEUEFZRSHRSHEXA B,

BT 5 MK RH Fleet Hub for AWS loT Device Management

RIANBERT , BRPANAREXEQESIEH Fleet Hub BIRIIRR, 41t T EE A AWS Management
Console, AWS Command Line Interface (AWS CLI) 2 AWS APl 1 {TE%. ERFRAFNAERR
BATIERENNIR , IAM EE G OB IAM KBE, BEEABETARAERM IAM KiE , AR UK
ABB,

BT RUNAERAXLRE| JSON REXHEGIEET IAM HHNEE , 56 (IAM AFiERE) P8l
2 IAM KB (258 ) .

BX Fleet Hub EXHREFNEREE (BRERSMHARELENER ) WIFHAEE , F2H (REENS
#) Fleet Hub for AWS loT Device Management® BV 2/E, HIRMFZH %4, ARNs

£

- RMREXE

- £/ Fleet Hub #Z#l&

- AAPEEMI]B SRR

R R fESR R

ETEONKBHEEENART AR, RSB EREK S HE Fleet Hub HBiR. XLRIETRSME
AWS IKFF=E R A, IR REET SRR , HEEATEEINR

- FFHAfER AWS RE R A KRB RENBRNR — BFBEAAFPNITERBR TR , BEANTS
ERLAPIRTFNRNAWS FHERE, SIEMRNRARTH AWS IKF, RMNBUEESYELEHN
LR RAPIEY AWS BEFIEERBKAE—SRONR, BXESEE , B2 (AM AFERE) HH
AWS FEEX RIS TFRAEERNAWS FHEEX KK,

- NASENR : £EMA IAM RERENRE , BREFRITESENNR. Ak, EAIER

ERERMET AAUNBERRRNTHRE , RN KERRTFAT. BXER IAM NARBRNESE
B, EZH (AM BFERE) P8 JAM 8y KB F R,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsiotfleethubfordevicemanagement.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html

AT AWS loT RZEEHIABA A O Fleet Hub AWS loT R&ZEEIEE

o {8 1AM RKBE R B S — S BREITH RIAR ;48 A7 LA [ 5K B 7 00 5% 44 SR BR A X R AE RN BR A 17 ) o
Bl | WA LURE RS RIEEXTMER SSL XEFFEER, MEBRSBEREIZRENHXE
FARY , Tt AT BAE A SRR B T30 RS R AERY U5 R BR AWS BRSS |, lEn AWS CloudFormation. &
REZEER , 72H (IAM AF1ERE) B/ IAM JSON KEETE | &,

 fEM IAM Access Analyzer BiFZH IAM KBS | IR RN LR IhEEM — IAM Access
Analyzer 2 IEFT RS M B KR , LBAREBAFS IAM KEIES (JSON ) M 1AM FH{ESE
B, 1AM Access Analyzer 12 100 ZTURBREM AIRENEI , SUHBBEFIELS HINEMEN
K, BXEZELE , BZH (IAM AFER) FHEA IAM Access Analyzer K KB,

- FRZEHHRIE (MFA-OR AWS KF BN ZRFE IAM AFSRAS , BEA MFA RS X
ft. FEERM AP RENEE MFA | BF MFA RA4RMEIEHRESD. EXEZER , B
5 {IAM AFPiEm) RREA MFA &R¥F APl I5[El,

BX IAM HHREIRNESER , 20 (IAM AFER) #1 IAM AR £ HEXEK,

£ Fleet Hub &l &

E /7] Fleet Hub for AWS loT Device Management 2§ & |, B4 THE —HRIENR, X LR %
MAFEIEFNEFTEXREN Fleet Hub BRMWIFMES AWS K/, MRBBLESFEHNRENRER
FROETSONRE  NTHMNTZREBHSME (AFRSAE )  BRAREERMBEEEZET.

X FAXFA AWS CLI X AWS API SR, BEFANEREFEEHFHENR, R , AIRFHREH
ZEHMITHY AP RVEME LB VIR AF

NERAFPMACNHARTLER Fleet Hub #2414 , £ EZfF Fleet Hub ConsoleAccess
HReadOnly AWS L ERBEK INZEIKEK, BEXREZEE , HSH (IAM AFER)Y 8 AP A1
.

RIFRAFEEMITE S HNR

ZRGIGEER T B G RKRE |, Y IAM BFEENNBIEAF S ONNBRMEE R, R
DIEEEFE LR AWS CLI X AWS API SRR 5 TR LR ERN R,

{
"Version": "2012-10-17",
"Statement": [

{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console

AT AWS loT RZEEHIABA A O Fleet Hub AWS loT R&ZEEIEE

iam:GetUserPolicy",

iam:ListGroupsForUser",

jam:ListAttachedUserPolicies",

iam:ListUserPolicies",

iam:GetUser"

1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
I
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}

3t Fleet Hub for AWS loT Device Management & 15 #01/ [&] 3 1T & FE HERR
FERUTEE TS FIEEEFER Fleet Hub 1 IAM B BT 8EB EIAY & I 17 &,

F&

« BRFEME Fleet Hub M 1TIRIE

o BRILINIT iam : PassRole
« KA AT AWS Tk 2 SN A5 R R B Fleet Hub &R

KR FTAE Fleet Hub 1T E

R AWS Management Console HFiFEELXNMITREIURIE , MR REE AT KRB, EEAR
AR AR REIEN A
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AT AWS loT RZEEHIABA A O Fleet Hub AWS loT R&ZEEIEE

® Note

Fleet Hub R R A AWSIoTFleetHubFederationAccess B FH, BXxEZER |
BHSHE 72?77

£

% mateojackson IAM AR R RAERAEGFHAEETEEXEN my-example-widget BIRNIFHER ,
BFREEEN iotfleethub:GetWidget HRET , K AL T RAIEEIR,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
iotfleethub:GetWidget on resource: my-example-widget

EXFERT , Mateo iIF RN EE R EMEKM , LAVMAER iotfleethub:GetWidget ##
iE my-example-widget &iRo

R LRI 1T iam : PassRole

RSB E] —NEIR | RIBTHINIT iam:PassRole B , MK TMEFFERUA T LS A BEDELS
Fleet Hub,

BE AWS B AR ABRKEAL1ZKRS , MTAREIRMNBRSALIRSHEXAR, Nit,
LY MEB T A BLEIRSHINR.

KA N marymajor B9 IAM AP ZIHFE RS AL Fleet Hub FIHITRIER , 2 R EUT RAIE IR
BR A RFELTMEERFSACHETHNRS AIHITIEE. Mary FTEENARZEEIRFZHNE.

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EXMERT , XEFH Mary RIREE LR F bR 4T iam: PassRole #&1E,
MBRETHEE  EBHRIALEWAWS BER, FHNETHER SEMEREITN A,
HBEARTF AWS kP 2 A ATBRIFED Fleet Hub IR

ZBRLGE— I Ae  WEHMEKS PR REALNANARATUERZACKBREN TR, &7
LEEH#EREY , AURARE, XN TXHETHRMN RN FZH TR (ACLs) KBRS , &RIE
15 P IX L5 SR BE (0] ATV R T 173 (R R B BER A A PR

ETHREZER , BZRAUATREA :
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AT AWS loT RZEEHIABA A O Fleet Hub AWS loT R&ZEEIEE

« BT Fleet Hub A XX 43E |, ES 18 2047 Fleet Hub for AWS loT Device Management 5
IAM Bt & F o

- ETHENMARERSHENRRNIGRNE AWS K F23E 1AM B iEEP R EHEE AWS
KBS — 1AM A PR AR

- ETHNMAEE=SREXNENEROIHRILE AWS KF , E5H IAM AR EBTHEE=5R
HIFRENR, AWS 0K

- ETHNMEES S HRERIERMEHRINE , H2H (AM AFERE) PHAELEAE S BRI
AP ( BRKRERIE ) RBEHRRER.

c ETHREAACHNETRENRBEHITER,IGRIZEANES , H2H (IAM AFERE) /1AM
HR Y BB K P B R 1A [ o

BT AWS loT iZZEEH Fleet Hub BV & H I IE

ERNSTMEAIT KN -85 , F=FFITIHITE Fleet Hub BIR S AWS HEMEM M, HPBEHE
SOC. PCIl, FedRAMP, HIPAA R Hftt,

ETHRERETRESMUXNEE , FZHAWS RF “ZEEA XIS HTE" ", RERFEERX
BHEMITH. AWS RF AXx—KREE , BSHAWS SMITHAWS,

SIS T E S A HITRE AWS Attifact, BXESELE , BSHHRMN “THERE FHAWS
Artifact,

BEMEA AWS RS R EAREBR T ENBENERBM. RARNEN B iR U RE R ERENE
Mo AWS RE T U T HRRKAEYNIAEMME

« Security Compliance & Governance : XL R A RENEIEEITIE T EMERRE , HRETHER
£MMEAEIIREN TR,

« & HIPAA ERWIRESSZE : JIHFFE HIPAA ERMRS . HIEFTE AWS RS AZRFE HIPAA
B,

« AWS EAWS B ER — Ik THEBNIEMES RER TEMNTLMAELX,

s AWS ZEFEMER — NEHAETHREARERES, XEEREALE TRIPHRESRRE , AWS kF
HHERMHA R ESNMER ( BEEEERFESHEARFZEER (NIST), XFFTULEZLFEERS
(PCI) MEFRTEALAL (1SO) ) Mz 24,

« EAAWS Config 7 & A & $5 5 HYHN PF {4 3R — % AWS Config lRSIHEEHN BREEE S X
BELREAREK, Tl AENNER,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://aws.amazon.com/solutions/security/security-compliance-governance/
https://aws.amazon.com/compliance/hipaa-eligible-services-reference/
https://aws.amazon.com/compliance/resources/
https://d1.awsstatic.com/whitepapers/compliance/AWS_Customer_Compliance_Guides.pdf
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html

AT AWS loT RZEEHIABA A O Fleet Hub AWS loT R&ZEEIEE

« AWS Security Hub— X AWS frSs ATLA2H T RERN R 2R AWS, Security Hub B 24125l
BREITEEN AWS RRHAREHREFELETUMRENRESR. BXRZTIFRSZEEHERN
BIK , S5 Security Hub &S £,

« Amazon GuardDuty — BB K&K AWS IKFIRERERFENRZIEBEES , 5k AWS RE
BMNEHNTEAR, REMBERGNEERMP. GuardDuty B HEELEAHERNAEHNAR
RAUWER  JUEBEHESHEMNEER , Hlan PCI DSS.

« AWS Audit Manager— X AWS RS A AR B R4 w1t AWS SEAER , M fai{bXUBS & 38 A K
Y EMFITAFRERNERE,

Fleet Hub Y AWS loT iR &% &R M

AWS £IkEfRERE S AWS XEEMTAXMEEN, AWS XERAS N EREEMREEN A
X, XEARBESEEERE. SaFHENSETROMERE, AATARX , BULUgITAREETH
Xz ELHiit BRI AR EBNNARFNREE, SEENENRZSMNBEFLEMEREL
THAXERESH TR, REMENTT B,

BXAWS XEMATAXWEZELR |, BHSHEAWS £EREMIZHE,

AWS ATF AWS loT 2 & EEH Fleet Hub B IEE F B

EAF., #EAFNARRMNIE , £A AWS REXRLBECRERRERZBZ. B NEABRRE
HATENRERN AM ZEFEEATHEERBAMZ LR, EHEAN] , BUUEARIIN AWS £
e, XEBRBEENAG , TELZHN AWS IKFFER, BXx AWS REXHBNEZER , 53R
IAM A FI8RHPAWS FEE KR,

AWS BRFHEF MEH AWS HERM, BT EEQ AWS RERBAFHNR, BRSBRaE AWS
ERRBRINFMAPRAZIGHFE. WREFLLBHMRBOFAESH (AR, ANEE ). B
B ERHRETAN |, BRSHBTRSER AWS HEXKR, RETaM AWS HERBHBER
R, FEREEH WA EHATNR,

LA, & AWS X EHEBEZS MRS TEIRENIEE R, B4 , ReadOnlyAccess AWS & K RE 12 1H

FATE AWS BRS MR R RRTGRNR, HRF B3 —THF et , AWS S@AFREMTRFMR
ENPR, BXx TAERERKBNFIRMNER , F5H IAM BFREEHTNER T TERENAWS HERE
B,
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https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-controls-reference.html
https://docs.aws.amazon.com/guardduty/latest/ug/what-is-guardduty.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/what-is.html
https://aws.amazon.com/about-aws/global-infrastructure/
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html

AT AWS loT RZEEHIABA A O Fleet Hub AWS loT R&ZEEIEE

AWS IEEXHEE : AWSIoTFleetHubFederationAccess

IEAT LU AWSIoTFleetHubFederationAccess SKEEHIINE| IAM B 17

LB E AT AWS loT REZEER Fleet Hub Bx& A & F1E Fleet Hub Web IR F HIITHRE
AWS loT MEM AWS RS ENNR.

BXFRAF A Fleet Hub Web NARFHNEZES , HSH 227

BRI LAEAWS 251 & hEF LRI,

NERFHAER

ZREEDEUTR :

iot-K 3 AWS loT R &R EIEH N ITM AR B8V R 1E,
iotfleethub-# 3 Fleet Hub R B/ Tz,

« cloudwatch-# 3 CloudWatch BIRMIEFREIE. & AT IR AMIERER T Fleet Hub BIRAVIE
£,

« sns-PATRIE. BREN. MIBR. TRMBUBITRERE. XLREEMT Fleet Hub SNS £&,

JSON

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"jiot:DescribeIndex",
"iot:DescribeThingGroup",
"iot:GetBucketsAggregation",
"iot:GetCardinality",
"iot:GetIndexingConfiguration",
"jiot:GetPercentiles",
"jot:GetStatistics",
"iot:SearchIndex",
"jot:CreateFleetMetric",
"jot:ListFleetMetrics",
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https://console.aws.amazon.com/iam/home?#/policies/arn:aws:iam::aws:policy/service-role/AWSIoTFleetHubFederationAccess$jsonEditor

AT AWS loT RZEEHIABA A O Fleet Hub AWS loT R&ZEEIEE

"jot:DeleteFleetMetric",
"jot:DescribeFleetMetric"”,
"iot:UpdateFleetMetric"”,
"iot:DescribeCustomMetric",
"jot:ListCustomMetrics",
"iot:ListDimensions",
"jot:ListMetricValues",
"iot:ListThingGroups",
"iot:ListThingsInThingGxroup",
"iot:ListJobTemplates",
"iot:DescribeJobTemplate",
"iot:ListJobs",
"jot:Createlob",
"iot:Cancellob",
"iot:Describelob",
"jot:ListJobExecutionsFoxJob",
"iot:ListJobExecutionsFoxrThing",
"iot:DescribeJobExecution",
"iot:ListSecurityProfiles",
"iot:DescribeSecurityProfile",
"jot:ListActiveViolations",
"iot:GetThingShadow",
"iot:ListNamedShadowsFoxThing",
"iot:CancellobExecution"”,
"iot:DescribeEndpoint"”,
"iotfleethub:DescribeApplication"”,
"cloudwatch:DescribeAlarms",
"cloudwatch:GetMetricData",
"cloudwatch:ListMetrics",
"sns:ListTopics"

1,
"Resource": "*"
},
{
"Effect": "Allow",
"Action": [
"sns:CreateTopic",
"sns:DeleteTopic",
"sns:ListSubscriptionsByTopic",
"sns:Subscribe",
"sns:Unsubscxribe"
]I
"Resource": "arn:aws:sns:*:*:iotfleethub*"
}I
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{

"Effect": "Allow",

"Action": [
"cloudwatch:PutMetricAlarm",
"cloudwatch:DeleteAlarms",
"cloudwatch:DescribeAlarmHistory"

1,

"Resource": "arn:aws:cloudwatch:*:*:iotfleethub*"

ALBA HR /DXt AWS FE&E KRB HY EA#T

EEHZBRSHRBEEXLETEHRUFR Fleet Hub AWS EEFXHEFTNIEFMAES, BXxEZER | FS
%] Fleet Hub #4212 F W Ho.

BX iR H HA
AWSloTFleetHubFede Fleet Hub 10 7 ¥THI AR | 2022 £ 4 A 22 H
rationAccess — Xt Bl KB Y UAFNARERFAFPKE Fleet
B Hub B FAREFHE AWS loT

Device Defender 18¥rEE.
AWSIloTFleetHubFede Fleet Hub 10 7 #THIM R | 2021 £ 11 A 15 H
rationAccess — NI A RIEH ARENAERFRAPRERREMEK
B BRHIHITRE, BFINT W

NMRAERFAFEENAERFR
AWS loT ESFSITHI R

AWSIoTFleetHubFede Fleet Hub AN FARERF A8 2021 €5 A 24 H
rationAccess — I B KK T REEYAHEBENIT AWS
B loT {55017 CRUD REMNH
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B iR H HA
AWSIloTFleetHubFede ARRA R OFEBR T T2 IRV 2021 £ 4 A 12 H
rationAccess — XI I G K BEHY RAFR/ME I EI AR APISEIAER o
B
AWSIloTFleetHubFede Fleet Hub %N 7 —INFTBUR | 2021 £ 4 A 12 H
rationAccess : ¥ KB ¥ Fleet Hub M ARFAF
BFRIRZBIEMHIT AWS loT
BAEFTEMIBR
Fleet Hub FF B IRERT & Fleet Hub FFIRERERE AWS 3£ 2021 %4 A 12 H
ERBEINTE,

Fleet Hub T AWS loT iR £ EENEM SRS

ER—TIEERS , AT AWS loT ZREEMN FleetHub £ (I DHME RS : ZLHEER) A F
BB AWS £ENELLBFRT.

B LAMER AWS EXMH APl HABEN M& 1R Fleet Hube BFHAMLZFERELTS

M (TLS) 1.2 RESMRA, RINNBUFERH TLS 1.3, B IREXNTIFEETL AR

( PFS ) W EMH , ffltn Ephemeral Diffie-Hellman ( DHE ) 3 Elliptic Curve Ephemeral Diffie-
Hellman ( ECDHE ) o KZEIARRE (W0 Java 7 RESHRAE ) B FXLEER,

WA, BAERGRIZL ID M5 IAM EERBRHOBRHEBARNBERHITZEE, 2E , ETUEH
AWS Security Token Service ( AWS STS ) £ K IRt Z & F RN FERFITER,

Br L 85 AR S5 B B U

BAEREREAR-IMREMEE , DFEFRFERITRRAZA RSB EERTESNRNKERIT
ZIRF, R AWS , BRFEGTRLSSBERILNEIFRE, — MRS ( HURS) BRA S —BRS
( FMBARSS )R , AR REBRSEL., TURNBAARSAERENBRN S - M EANRRET
B, BNZBRSFINRTHRMNR, N THIEXFER , AWS RETHEBEERFIERSHRSER
ABENTE , XERSZEXABGNRTRK S R E R

ER&l Fleet Hub A RIFRM S —TRFZHINIR , MANEZBWFEA aws:SourceArn
aws:SourceAccount RERBINERRHLTXR, MREAFINLBFEZELTXE  £R—
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KEBE AP A , aws:SourceAccount B aws:SourceArn {E Rk A4 A #H E A Tk P
IDo

B b RERERIBERAERN G EREAEREIRTE Amazon Resource Name (ARN) #Y
aws:SourceArn £B &M E T3, 3 F Fleet Hub , aws:SourceArn TG LA TH&

I : arn:aws:iot:region:account-id:*, WRregionSEHNMF LXGHEEE , HFEER
WZEFIKF ID account-id FHPEHL,

AT RHI5EBE 7 @i Fleet Hub A EEXREHM aws:SourceArn M
aws:SourceAccount £RFHETXRHILEERERE, EEHREDN Fleet Hub A ARN | i
BI{E AWS loT #8&]4 B H Fleet Hub #4 , AR LB EMN Fleet Hub NARBRFUEENARFIFER
Ho

JSON

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Sexvice": "iotfleethub.amazonaws.com"
},
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws :SourceAccount": "123456789012"
}I
"ArnLike": {
"aws:SourceArn": "arn:aws:iot:us-east-1:123456789012:*"
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AR H /0 end-of-life (EOL) FAQs

fILRA HR /L end-of-life FAQs

+ Fleet Hub f+ ARH& % end-of-life ?

« HXEM Fleet Hub NAREF L end-of-life 5 ?

- BREZERNWEM AWS BRS end-of-life B ?

* W{a%E end-of-life H HA 2 BIMI R Fleet Hub N AREF ?

» MIBR Fleet Hub NAEF < B REEFIRD ?

« WAMBREHIEE AWS BIF ?

« BBNE end-of-life BHA 2 BRI 2 /5 APIs AEi#e/ER 2

* Fleet Hub HIN B ThEEHE WRLE ? FANATE IR HI & P i RLIX LETHEE 2

Fleet Hub f+ AB}H{& % end-of-life ?

AWS fFF 2025 £ 10 A 18 HE=A AWS loT RZEEMBAH O Fleet Hub F oM BT ERH
EOL. Fleet Hub £#HIThAEtL AT 7E AWS loT Device Management 24l AR ERA | UKL X8R

1.2024 £10 A 17 B , AWS FELAMAROBEHREF . MREE 2024 F£10 A 17 BZE&E
{E17 Fleet Hub RIARERF , MBEATELFEINERN Fleet Hub FEF ., BN , BRFHIAE R Fleet Hub
NBEEF,

2. £ 2025 €10 B 17 B2®l , 1B Fleet Hub FF TJ LASEEF A Fleet Hub BIAREF. M 2024 &
10 B 17 B/ 2025 £ 10 B 17 B , Fleet Hub R BEFEEEFH , AWS H X FRBHEIRE
g,

3.2025 £ 10 B 18 B , AWS SHELEX AT AWS loT iR Z EEH Fleet Hub X #, EXNMEH ,
ARRA FP O EE end-of-life® |, BT EBEAM T L. Fleet Hub ERTLF M AWS loT
Device Management R R E i Thae, AT SAMEfE AIREH AWS loT Device Managementil g
TheE. BXEZER , BSH 227

HRXFEH Fleet Hub N AR £ end-of-life’ B4 ?

FrEm AL IE R (B 2025 4 10 A 18 B ) /& , &K Fleet Hub R AR FHHMIER , BRFE
£ Fleet Hub, 25 Fleet Hub XEBXEY AWS BRIRTF 24 B MIBR, XLEBIRTIE AWS loT
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Device Management &), ARRAAROEIRAH ( Fl20 AWS IoT Device Management fRBAIEHE ) .
CloudWatchZ3R 1 Amazon SNS F &, BAILAREIH T, 3 AWS SDK 15 [RIX L3R AWS
Management Console AWS CLI , BUR B ERSEZEFR. EMRENEE AWS TR , FSH227

VREZERNWERM AWS FERE4S end-of-life EFE ?

& T LABKEE IR ST 15 R 5 Fleet Hub <EXHYEEE AWS &R , AWS Management Console LU 2 &Y
WBEER, XLRIRDIE AWS loT Device Management 4E)l, ARRA AR/ OBEIRAH ( Flan AWS loT
Device Management LA #E#% ) . CloudWatch®#i 1 Amazon SNS &, Fleet Hub AR FHA
FHZBSEY IAM Identity Center A5 L. 2REGIER IAM Identity Center AF XA T 15
7] Fleet Hub RIATEF , MBHARNEA T HA4 AWS BRS |, NI AT BATEIE & & R EM IAM Identity
Center WAFMMNARFEWM PRI BEXEZEER , BSH 2?77

W] 7£ end-of-life B 88 2 B B Fleet Hub NFRTERF ?

E7£ EOL HEZ B BRIEHY Fleet Hub NARER , 1B 1EA AWS loT #HIA D --delete-
application AWS CLI &85

® Note

B Fleet Hub M ATEFETFAMIERE Fleet Hub X<EXHIEE AWS &R, EMIBRIXLERIR , B
Zthe section called “RI{AIMIBRE M KE AWS BIR 2

EFEH AWS loT #4| 5 MIk Fleet Hub R AR |, FIRBLUT S ERIRME,

1. HAAWS loT ##lE , NEMSMEF%EE Fleet Hub , AFERNAER.
2. ENAREFREL , EBREMBRK Fleet Hub NERERF. ERMER,. BFEEI—NMEREQD , EX

EHEIANBEBRZEARER. EEWEIAMER , B8 A delete , AREIEZMBR,
EFFAMBR Fleet Hub RIATER AWS CLI |, BFIRBUT S BRIEE,

1. EFFAMBREN Fleet Hub BIFATEF AWS CLI , BEEMENFARF ID. BXEIT --list-
applicationsCLI @aF S ERIPRE Fleet Hub MAREF R ERN AR IDs.

EH|HEW Fleet Hub NARFRENARRF IDs , BT THS,

aws iotfleethub --list-applications --region us-west-2
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It 85 B B AT BB 20 T AT R o

{
"applicationSummaries": [
{
"applicationId": "68d0603a-66c9-43bf-b93f-a90e7ee5cf76",
"applicationName": "test_appl",
"applicationUrl": "https://12ad0603a-66c9-43bf-b93f-
a90e7ee5cf76.app.iotfleethub.aws",
"applicationCreationDate": 1698174116,
"applicationLastUpdateDate": 1698174117,
"applicationState": "ACTIVE"
I
{
"applicationId": "b6198497-cd5b-400c-9b82-1c82b69cb66c",

"applicationName": "test_app2",
"applicationUrl": "https://c6198490-
cd5a-400c-9b82-1c82b69cb66¢c.app.iotfleethub.aws",
"applicationCreationDate": 1684355213,
"applicationLastUpdateDate": 1684355214,
"applicationState": "ACTIVE"
}
]
}

2. EMEREN Fleet Hub AR , BIZ{TUT AWS CLI 88 %,

aws iotfleethub --delete-application --application-id b6198497-
cd5b-400c-9b82-1c82b69cb66¢c --region us-west-2

EZH ST SEREMEE. BALLUEIT --1list-applications CLI SRR EENNARERF
=B S HMIER.

B Fleet Hub RIEREF £ BaIMERER &R ?

T 2o MER Fleet Hub RARFT2BIMBRERER R, ZMPERES Fleet Hub XEXH AWS BIR |, 15

Z[@?277,
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2. EBREBUHAVEL,
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2. EBREBUHAVEL,

3. IEFEEUH.

4, HEE—ELETF L EERERERAEL,
5. EEMER.
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M CloudWatch #2 &l & Bk CloudWatch Z1R

1. ®@IfE CloudWatch #2#| &K “FAIEBIR” EIMF,
2. %EEEZHEE otfleethub”BI B AT E 1545,
3. HI{EIRME |, AREIEEMER.

M Amazon SNS #2#| & F i BRIZW BIZ M ERA Amazon SNS £

1.  HIfE Amazon SNS #Z&l & P EFIET +,
2. EBREZBWHE A otfleethub”BI BHIFTE &,
3. IERERMIER.

an{a il BR M Fleet Hub 1289 IAM Identity Center FAF ?

mREBZEM IAM Identity Center FA XA T i8] Fleet Hub B AR , MEHREHEATHM AWS
BRSS , W AT LATE$R 4] A S F E M IAM Identity Center B9 F3 7 #5772 7 32 01 = A A BR o

BANE end-of-life BEi 2 BI R 2 /5 APIs A HBike/EA ?

AT T 2025 & 10 A 18 BELLFFE APIs 5 Fleet Hub R AR FAGABHEEHEANERS. 31
E , APIs B 1Y 5 Fleet Hub XBX , REIIEMEM AWS loT Device Management Zh&E, IHEHIA
RAFR/ONE P AT LATE20255E 10 B17H APIs 2 Bi &R e,

» CreateApplication

« DeleteApplication

» DescribeApplication

 ListApplication

 ListTagsForResource
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« TagResource
» UntagResource

» UpdateApplication
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