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ft 4 2 Fleet Hub for AWS loT Device Management ?

& Bh Fleet Hub for AWS loT Device Management (Fleet Hub) , & T LA#92 30 I B9 Web R AR
ZREBVNFHNZTRR. BALUXENAREFRELA[DPNAS , BIEMIDEBEAWSKS ., £
Fleet Hub EXEENWHEEEMES , flIMNAENEERENLLRRA,

Fleet Hub 2L R Ih8E,

o LAt R IR B WA
. QE%‘?Z UFRRETASHARARAR.
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i

(@ Note

E{F Fleet Hub X EMRSHIERBIRE| , BNEYXLIUEEE] AWS loT Core ( FF U ID &
TFEMER) -

Fleet Hub for AWS loT Device Management By T4E R

EE R LAEA Fleet Hub for AWS loT Device Management £ /L2 ¥ A BI2Z £ 8 Web R AR |
MEAEMET AR BERBEEEMRLB, EBEIFER Fleet Hub SIEH Web NABRFSAEFMH RS
( 20 Active Directory ) &, X , BNEEARTUNAB SN S HRIENBIIER,

Fleet Hub Web M ATEFE AWS loT Core HlEBRE|IFRZEHERK, XLEERFRER ETIZEIZIT
PWREE , AEZHNEBETNIRE LI ERSHEIBEE,

Fleet Hub MR A AWSIoTFleetHubFederationAccess B FH, BXxEZEL |, FS
57277,

- IEES

« AILIRBEERAE — SR UERNFPHTEEZNRIHRE,. RIN LOERRS UK IRZ M
EENERER,

- REGHE — SUAREFENERERENRBMITEZNAREE, HRBRBERREMITERE
i, FBEUSBEANE. RE , EUUEFFANRZIRIENRITEEMFRHE,

« BITRES - BALUE-ERZERE LETZERE (WMEHESH ) .
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Fleet Hub & 5|y T/E/RE

SETLAER Fleet Hub 12| & A EMRZHBEHENA RS, HEH Fleet Hub FRUEH AR EIAT
IR ABNMNEFRUEZRE| , FAEEXIE Fleet Hub NAEFE A,

BRRE , BRI BE3ZESIFTEH AWS loT Core BN FR, BETERANERSIKAFMEENL
BiE , B ERXLEHIEE Fleet Hub NARFHEHRMREEHIE,

Fleet Hub M T/ERE

Freet Hub Web N ARFRET —MATAFCIEZSEEN R E., U TTBRETRAF MMAE Fleet Hub £l

Ak

H&So

1. REWUREHE — EE—1EH , 2EWNESEATRRFRREAFEENMNIRE.
2. RERE — RE—IMEE , SXIRSIBEHNRMGE (FlEERRERRNERRS ) RS

=o

3. REEA —EE—HARMFA , IEERZFLTEHEEIRSH , Fleet Hub BRI LWH Ao

Fleet Hub {E& ) TERIE
RO LAE R Fleet Hub 2 #I A EiIRE LEITIZRRRE,

BREFERE , B SEA Fleet Hub ABFFHERVIBBEES.

Fleet Hub 3R 51 T/ERE 2
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FRAFEERD Fleet Hub AWS loT & EE

AT SEEER NAEMEIE Fleet Hub AWS loT REZEE Web M ARRFHIERE.

F&

- FTiaER

+ 5 Fleet Hub for AWS loT Device Management X B AWS H AWS loT Core RS
. tRFEHERR

FaafER

AT NE WA AWS loT RREE Web M ARFAZEFRE Fleet Hub,
EB
. BIEEHNE Fleet Hub N AR

- B Fleet Hub N ARRFHNE RS
[0 Fleet Hub N ARFHRMAF

BRI E N Fleet Hub R ATRRF
FoRZM

LT 5REEBIE Fleet Hub Web N AR FATENRIR.

« AWS K/,

. RIBHINKF BB AWS IAM Identity Centero  ( 3R & R BUEILARS , AWS loT Core ###&
(https://console.aws.amazon.com/iot/) SR RIEXFHM. )

BIZIEME Fleet Hub Web R AT

LUTEBAEIMMA AWS loT REEIE Web MAREF B2 Fleet Hub,

1. S#ZE AWS loT Core ##l#& (https://console.aws.amazon.com/iot/) , fRETE LN ER P iEF
Fleet Hub , RiF%EEF “RARERF"

T 1E A 3


https://aws.amazon.com/
https://aws.amazon.com/single-sign-on/
https://console.aws.amazon.com/iot/
https://console.aws.amazon.com/iot/
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2.
3.

ERARFRELE , i Create application ( BIEZNAREF ) -

FigE IAM B OTTH L |, IREERBE AWS IAM Identity Center ( IAM BB H4 ) |, &
BRRBISBNEHBIE, AWS Organizations @) & & & B FHR 4, %3 8T HB4F A Ay 4542 B0 v B80S
IAM Identity Center,

(@ Note
ZA LU B W B IR HRER S IAM Identity Center. BXEZER , ESRAMTLE
AWS IAM Identity Center ? # Connect ZEZEI BB S B IREE,
£ 612 Fleet Hub NARFART , MMRBEEZE IAM Identity Center FIA LA | M 47061
B, Z82EH Fleet Hub B ARFEMLTE IAM Identity Center BY4HASEHIAERE] AWS X
B, BXEZEL , BZREBH IAM 344508 IAM 5550 ELREEH,

ZNHEGIFEAREEHET IAM Identity Center,

EET— %,

HEREI AWS loT HEREL , B M Fleet Hub AWS loT SISIBA f/ I3 IE T T H B 2R
E S, ILTEISEEEES] AWS loT Core S AFMTE , ATERHFHEMNEE AWS loT
Core ABIZEl. LARAX—BEIMELE, FIRENREEELE (RELGEHNSE
) BURE, BRMRA. BTHIAN AWS 0T Core AFIGHHIREI WG TRA | £E T 5L
EEELTR.

- MREEBENERS| , LIVFE RENNERSREUKRBAENLFR,

« MREEHREREYRSIMEMERE , NATUXHMS LR Fleet Hub,

EENEEYNBHRSIRES , BE Next ( T—% ) o

BRUMA Fleet Hub NARFEENERSINESZELR | FSREE Fleet Hub N RAREFHHLEE

£ Configure application ( BBEMNAREF ) WEH L , 7 Application role ( NAREFA® ) HoH ,
BE— NTHRSACHERE—IAERSAG. K Fleet Hub Web RIFATRFEEA Fleet Hub
BENEFLAR, KEFHRAFEMSR Web B AEFRNEESAGERBIIR,

- MRCEHFAEL  NBAEBAMMBILUTFERFRFL : AWSIotFleetHub_random_string.

BIEBHE N Fleet Hub AR


https://docs.aws.amazon.com/singlesignon/latest/userguide/
https://docs.aws.amazon.com/singlesignon/latest/userguide/
https://docs.aws.amazon.com/singlesignon/latest/userguide/manage-your-identity-source-idp.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/organization-instances-identity-center.html
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- MRERINEH/E , FERZACEFTLRBEXHPHINR. EEFEH Fleet Hub Web R A
BEFFENNR |, HiE$FE View role details ( EEABFHAFEE ) . WFEITH—AEDO , HAF
£ RARSS B T8 M TT R B BV AR RT3 4 2 B SR BE SO,

6. 7 Configure application ( BCERN AR ) WHE L , £ Application properties ( NFAEFE M ) 3
o9 MANAREFNER. (W% ) BETRANARRRA,

1% Create application ( RIZNARERF ) .

7. 1E Applications ( NARERF ) IF L , EFREQNBHRAREF , REIEFE View details ( EFiF
HEE ). EENARFEHARE.

® Note
BXLL Fleet Hub EE R HHERFIBH A BRI RNEZESR , BSHUEER.

EIE Fleet Hub R AREFH VB3R 5]

BRI LAER AWS loT Core 5l B HBUERA SRS H U THIFEREENES| | AWS loT EMERK
#&. Dev AWS IoT ice Shadow Z#E. AWS loT EZEBIEMAWS loT Device Defender I EHE,
AWS CLI AT Z BB UIE AWS loT Core #HIE R AWS loT REZREEMAREFH Fleet Hub B
SESIRE|, EFEAEESR AWSCLI , BSREESYERS,

/A Important

2022 F£7 A 20 HZ AWS loT R & EERASIZE 5|5 AWS loT Core an & FREEK I AWS loT
Device Defender . MEMIT AW ERX K MR, EIt GARF , BUILUBEEEE FEMA
BENGBE T REIFES, WREE 2021 £ 11 B 30 BE 2022 F£7 A 19 B IAERN A TF
FREHAMT HBETFURFRS , RIS EEFEEXHERSIREHEBRBENT T
B, URERSIKAH R, BXNAEFEEXFIERSIEENESER , F5H
Managing fleet indexing ( BB EFIERE] ) .

1. fnZEl AWS loT Core ##l& (https://console.aws.amazon.com/iot/) , AREEE M EARPIEE “i&

(=]
=5

B Fleet Hub AR FHIHEF R 5 5


https://docs.aws.amazon.com/iot/latest/developerguide/thing-registry.html
https://docs.aws.amazon.com/iot/latest/developerguide/iot-device-shadows.html
https://docs.aws.amazon.com/iot/latest/developerguide/life-cycle-events.html
https://docs.aws.amazon.com/iot/latest/developerguide/device-defender-detect.html
https://docs.aws.amazon.com/iot/latest/developerguide/managing-index.html
https://docs.aws.amazon.com/iot/latest/developerguide/managing-fleet-index.html
https://console.aws.amazon.com/iot/
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2. 1£ Settings (RE ) WHEL , $MZF Fleet indexing ( 1B R3] ) Fo , REIEE Manage
indexing ( EXE %5 )

3. EEERIRSITNHENEEIS , EFEBWERSIF AWS loT ERSINERER. BXIRESNER
SIFEYLEZE S EEEH Fleet Hub,

4. ( H% ) £ Manage fleet indexing ( EE KBl % 5| ) WEHAY Custom fields for aggregation-
optional ( REMNBENFER - W& ) BoH , RTKOIERSIMARHESINITEEFERI , EF
DRIZBENFR.

EEMEENHRRSRERS , B Next ( T—F ),

NBRSIAEEE-—RNATEENRE. AXNUEBNERINESFR , BSHEENER

51 BRSS .

[0 Fleet Hub R FAREFAINEF

&HY Fleet Hub AWS loT iR ZEE Web NARFEM RN FIESEMAAS, BLHMERNAR , R
BRENMALNRATRERAZNARRF. 2TFHNIRNE T UAENARFFNAF

BT LU N BRI iR B AWS IAM Identity Center ( 1AM &40 ) RFMIAEEHREFH
A, BT E SN R REEERES IAM Identity Center, BEXEZER , HSEMTALE IAM
Identity Center ?

1. 1 Application ( BLFATEF ) WHE L , M Fleet Hub application ( Fleet Hub AR ) IR iEEFE
BH Web NARRF. FEREFFHAEE.

2. ENAERFEFEAFEETEL , %% Adduser (FMAF ).

3. %t Add Fleet Hub users ( #0 Fleet Hub AAFF ) EQ. MALRHEREFLEERHRINARFH
A, % Add selected users ( RINEERF ) o

4. ENABRFEAGEENEL , RIEEREEE TEHE Fleet Hub SIRAPIEENAF

5 Fleet Hub for AWS loT Device Management X B AWS #
AWS loT Core fR%

REBULEA Fleet Hub for AWS loT Device Management FEVS T MIAIEEE AWS BRERE |, LRE
B Fleet Hub Web R AR PR IhEERME &,

TRIEH T Fleet Hub for AWS loT Device Management ¥$# i+ ZAWS AR RSB S MEE

@ Fleet Hub R TR RNAF 6


https://docs.aws.amazon.com/iot/latest/developerguide/managing-fleet-index.html
https://docs.aws.amazon.com/iot/latest/developerguide/managing-fleet-index.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/
https://docs.aws.amazon.com/singlesignon/latest/userguide/
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BEN
ERABNEBRS

Active Directory.,

WEDY

£ AWS RERFER, BE
XFBREARGE T eI BE
RIRPNIEMEECIZER,

NEWEEN—HREZ0ES

=o

AWS RE

AWS IAM Identity Center (IAM
Identity Center)

AWS loT HlEF % 5|

Amazon CloudWatch
(CloudWatch)

DU

B LB K IRE AWS
IAM Identity Center ( IAM
Identity Center ) WNHLE & 17
REFPRMAF. BAILNAE
CH S RAEEEES IAM
Identity Center,

BEXEZEE  BSHEMTALR
AWS IAM ldentity Center ? LA
RIEARSD.

&R R A HLE 3R 5| AR S5 o 0 At
RUE, FTHENRBEE
BiE (RBEDEHEMS ) B
M RE|, #TERAREG. B
T AWS loT KHBIEREIFERIA
BR T RERSINIEEXNFR
A, BETHGIRBENFR
L#ITRE

BXVBREINESZEER 1§
27 Fleet &5|R%S .

Fleet Hub #3 | E4RE R
CloudWatch $E#% , &7 A
XEERETERTRES
A, Qelgs8RE,. i,
BEERRERERTEER
Ert , &9 8|2 CloudWatch
HE , £/ Amazon Simple
Notification Service (Amazon
SNS) @4,

£ < CloudWatch WEZE
B, BSZ 442 Amazon
CloudWatch ? X AWS loT

5 Fleet Hub for AWS loT Device Management X B # AWS 1 AWS loT Core fRS


https://docs.aws.amazon.com/singlesignon/latest/userguide/
https://docs.aws.amazon.com/singlesignon/latest/userguide/
https://docs.aws.amazon.com/singlesignon/latest/userguide/identities.html
https://docs.aws.amazon.com/iot/latest/developerguide/iot-indexing.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/
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BEN AWS S5 DU

Core 1A 5 CloudWatch 1&g
BIRERNSENER , S
£ CloudWatch ¥ AWS
loT HEMIET.

HUEHEER

RED RUBEHRESMAIGRREERG R |, LLABIEEN Fleet Hub B R # R B &,

R BRTTE

R Web MARFHEETRIER, SREABREE , TRBELA T B S
E% I,

BTEBREM Web AR BRESNED — AP FNE L ARS.
BRENABLAELWEEXR , SIIUTR
=¥

{"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {

"Service": "iotfleethub.amazo
naws.com"
Y
"Action": "sts:AssumeRole"

}
]
}

BRIMAI%E IAM EEXRNESER |, F5
FARENEAENEERR,

BFTEBIE Web MARERF ARG REE Web N AT EHBVRS,

R 8


https://docs.aws.amazon.com/iot/latest/developerguide/monitoring-cloudwatch.html
https://docs.aws.amazon.com/iot/latest/developerguide/monitoring-cloudwatch.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/edit_trust.html
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AR FRIRTT R
BREFIMBM A ELFR, RENBRESEWRENFRS

BXRINERSINESZFER , S0 1A EEIR
2.

Fo

R 9


https://docs.aws.amazon.com/iot/latest/developerguide/iot-indexing.html
https://docs.aws.amazon.com/iot/latest/developerguide/iot-indexing.html

AT AWS loT RZEEHIABA A O Fleet Hub AWS loT R&ZEEIEE

FAF#9 Fleet Hub for AWS loT Device Management

AE D2 E Fleet Hub AWS loT REZEIE Web NARFHNAFHEXER, X822 Freet Hub R ATE
FHEERNMAFPNER , BS5H EATEE AW Fleet Hub AWS loT i# & EE,

=

E3

H
B

Edi
- BRMTEERZMS
+ {#/ Fleet Hub for AWS loT Device Management A1 BY{E 55 FE S 18R

LE
. BEHR

Tt 98 {E

AE 2 EBEHFRXEM Fleat Hub for AWS loT Device Management Web N AR F4HEN ATTE R,
£

- BIEBHE—IEN

- BIBBHNE—INEER

- BEERRBFHER

BIBENE—IEN

AEBGFESETRBIEM 2 Fleet Hub for AWS loT Device Management IR, AJEAER
BEWEEREEEN,

TR

- EGEi&% 1 AWS loT Core K <BxH Fleet Hub AR,
o HOPENER Fleet Hub B ARFHIK,,

T 1E A 10
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Fleet Hub AWS loT iR E EEIER
RIS E Fleet Hub Z&if

BB E A Fleet Hub &if

1. SMEER Fleet Hub RARER,

RANZHERMBERTERERUNEELBENAMARZNIIR, B2 attributes ( B ) 7
BHRBEXE M,

2. ENHMZIHXE L , £ Allfields ( FIEFE ) Hi%#F Connected ( BiE#E ) . EFTRXEZY
X AEFHA false,
test app Dashboard US East (N. Virginia) ¥
Dashboard
Connected v | Q false X m
B Summary = Device list | C | | Create alarm |
Total devices

Total connected devices

Total alarms monitored Total in alarm
4 Alarm widgets in the dashboard Alarm widgets in the dashboard
B don't support filtering.

don't support filtering

3. ERITEER , Bk Search (B3R ) , BULUIFEFREREE AWS loT Core BB IZRZHFI&K,

BREWFBENRHIEANESFER , FEAERNEE EYEATRFINMENAERRA.

BIBENE—IEE

REBRIES BRI £ Fleet Hub for AWS loT Device Management &5 21 S8,

TR

- 5EEEREM AWS loT Core I/~ XEXHY Fleet Hub AR,

« HORBENER Fleet Hub RARBRFHKS, .

BEEBNE—NGE
BB E A Fleet Hub £
1. SMEER Fleet Hub RARR,

BIBRENE—NEE



https://docs.aws.amazon.com/iot/latest/developerguide/query-syntax.html
https://docs.aws.amazon.com/iot/latest/developerguide/example-queries.html
https://docs.aws.amazon.com/iot/latest/developerguide/example-thinggroup-queries.html
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2. MREHWNWBPFEN—HIZE , FUEBEER, BXINAIEMEERVIRE , HZSH the section
called “BIEEBHNE—NER", MRBEZECUNEER , ENEERNATINEPNMERRZ.

3. FEBRIAWEHIMEARTAME L , %3 Create alarm ( RIBEE ),

4. 7£ Build aggregation metric ( R EEN ) THL , RIEENERRS L RE Target query ( B
P& ) B, 7E Configure fleet metric aggregation ( BELEN B EIRR S ) 2 FH Choose
field (IEBFER ) ¥ | iR Connected ( Bi%E1E ) . ZAWSHEFRIERREREBEREDT
AWS loT Core, Choose field ( £FFE ) X2 TE AWS EEFERMEE AT AWS loT HLER
SIRFHEIENEENLFE,

5. ¥TF Choose aggregation type ( EBRRERE ) , BMUTRIHIEER,

« Maximum ( && ) — BE&SBRE
« Count (it ) — IR EITHEENRE.
« Sum ( &M ) — FEMEENRE
« Minimum ( &€ ) — BlE&EKBHE,
- Average ( ¥35 ) — BLEFHHE,
6. XF Choose period ( EFFERTE ) , EFFEXLEFPIEENFMGFLNE , IR EE,

RELBHEFERRSNROILNT !

Configure fleet metric aggregation

Choose field
Choose a searchable field from your device's data.
Connected v
This field is a Boolean field. True will be converted to 1, and false to 0, to help aggregate data
statistically.

Choose aggregation type
Choose how would you like your field to be aggregated. Different field types may trigger different
aggregation options.

Count v
Choose period
Choose the frequency on which this alarm will be based.

1 minute v

EE Next (T—% ),
7. 1 Setthreshold ( iR ERE ) WE LK Trigger the alarm whenever... ( E Bl 554 ) o+ |
ERLAT®&IZ —,
« Greater ( KF ) —REEHRNEXBEEIEEENKEEE,
- Greater/Equal ( KF/ET ) —REEFRNXEETIEIEEENAEHEE,

PRENE-—INEE 12
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8.

10.

11.
12.

- Lower (MF ) —REEHRNERNTEEENKEEE,
« Lower/Equal ( NF/&ET ) — REENRNEXBETI/ N TEEENRKEEE.
£ Than ( BARfE ) XAEH , EERAESERENE.

RERERENREWMT

Trigger the alarm whenever...

Metric is
Define alarm conditions

Greater © Greater/Equal
= threshold >= threshold
Lower/Equal Lower
== threshold = threshold
Than
E z old vz

EE Next (T—% ),

£ Notify user ( BEIAF ) J\E_t £ Notify — optional ( BX - A% ) FoH , W A B FHR4E5
RNEN , ZIRNTELEBRBENALPFERBENNAF. @ALUES 2 EH B FHl it
W HRIEFT I HI R,

£ Alarm details ( EBFAFE ) B2 , MASTENEN , AT ERRERASTENER, &F
Next ( F—% ),

£ Review ( ¥# ) WAL , FZEE A NHEBMANGES . ERRR, BESMIAZHER.
ERNZHERE , B8 PNEHFERECBRIAESEREE.

Total alarms monitored Total in alarm

3 1

Alarms 1

MyDisconnectAlarm violationCountAlarm
11 -
A\ Inalarm ® Insufficient data

disconnectAlarm
0
@ ok

EEFERUENSTEBFAGE  BELENSMERPIERF Fleet Hub alarms ( Fleet Hub 5 )

PRENE-—INEE 13
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Fleet Hub alarms Create alarm
(® Sshow triggered alarms 1
Alarm name Status Latest update
MyDisconnectAlarm A_:“'-_.[:]‘n‘l_ November 17, 2021 18:20 (UTC)
disconnectAlarm @OK Movember 17, 2021 06:15 (UTC)
violationCountAlarm @ Insufficient data November 17, 2021 06:12 (UTC)

EERFHAGR
AEEHESLERREEBXREANRENRMERN SR,
TORFRAM

- EGEREM AWS IoT Core Ik F X Bk Fleet Hub R F,
« ALOFENER Fleet Hub X ARRFHKF

wEA

LHIRZRE Fleet Hub Web R ARFH , BT LM S ER L FZ Device groups ( 1R%F
48 ) , Device groups (&% ) WEHIH T Fleet Hub Web N ARRFHMAEIRRH, BEEFREYA
HiFMEE , M Device groups (IRZA ) F|FIEREBEMNREZAH,

test-0119 test-0119 Device groups US East (N. Virginia) ¥

Dashboards .
Device groups
Device groups L @
Jobs Group name Parent group Group type Query Group description Created at
LightBulbs - Static group - - March 11, 2022 18:59 (UTC)

Fleet Hub alarms

MyDynamicThingGroup1 attributes.wattage:75 - October 17, 2021 22:15 (UTC)

MyStaticThingGroup March 11, 2022 18:49 (UTC)

MysStaticThingGroup2 LightBulbs March 11, 2022 19:01 (UTC)

English (US)

Logout

REAFAEE

Device group details ( RZFHFMAEE ) THBEEXMERZFLANER. EEFRENFEMER ,
B M Devices in XXX ( XXX YR % ) T2 #Y Device name ( IRZFBF ) P ERBENRZ

ERREFARR 14
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test-0119 Device groups MyDynamicThingGroup1

MyDynam|CTh|ngGroup1 View on dashboard H Run jobs

Group details

Name Group type
MyDynamicThingGroup1 Dynamic group
Created on Query terms
October 17, 2021 22:15 (UTC) attributes.wattage:75

Devices in MyDynamicThingGroup1 (2)

Q 1 ©
Device name

MyLightBulb1

MyLightBulb

Groups in MyDynamicThingGroup1

Group name

BERIFHER
Device details ( RBRFAFE ) THBSEXMERZENER

® Note

MREFIREEEES AWS loT RMEANEF iR ID EEYEHARE |, NKFIERSIFL2AE
BB EERSEFIRSE]

HAREE

Details (1 #4EE ) P2 BEUTEXRENEZNEE -

ERREFARR 15



AT AWS loT RZEEHIABA A O Fleet Hub AWS loT R&ZEEIEE

» Device name ( RE&EW ) - RARBENBNREFENEN. BEXEZEERE , BSHNAEAEIMERE
BEY.

* Thing type ( S¥MRE ) - BEEMNRBARBRNEYRE, EUUERASYREXFREFMEEEYR
BENFEENHAENGER. AXRESEER , BSREYRE,

« Last connection timestamp ( LXEEE BRI ) - R& LIXEEE| AWS loT HETEIE.,

« Shareable device link ( IRZRZ4#E ) - — N AIHENEE | EOATEIRZR Device details (18
FFMER ) WH,

- Last connection status ( E/UGEEIRE ) - RZ 2| AWS loT HEZRDS. MREMWREFEEE , N
BA true. WMRKREE , MERN false.

- Disconnect reason ( WifFiE#RER ) - REZJMTEENER.

REHEE
Reported data ( IREMEIE ) B BEEXREFWEMREE. RBEEFREBEBNEWENER.

« Device fields (IRB&FE ) - AWS loT lBERSIPRENRSIFR, EZEE , BZRAEENER
Blo

- Device shadows ( IZ& & ¥ ) - EEMNEEXBENE T, REETUNEELHBRNEF FNS®
o AXREZEER , BZH AWS loT REE o

« Device groups ( R&Z4H ) - EERWRZRRNIERA, SFETUSEHISEVANDIDEYA,
BEXREZER , FEHABRSSENENITEY4L,

5

Jobs (55 ) P ETREBELEITHAMERES. SMESBE—NMFAGETNE , HPEREXME
SHREEE , S/EFNEZTHMESR. BXEZEER , 121 AWS loT Device Management &
Fleet Hub FEAES MESERNES

EERREFMAER 16


https://docs.aws.amazon.com/iot/latest/developerguide/thing-registry.html
https://docs.aws.amazon.com/iot/latest/developerguide/thing-registry.html
https://docs.aws.amazon.com/iot/latest/developerguide/thing-types.html
https://docs.aws.amazon.com/iot/latest/developerguide/managing-fleet-index.html
https://docs.aws.amazon.com/iot/latest/developerguide/managing-fleet-index.html
https://docs.aws.amazon.com/iot/latest/developerguide/iot-device-shadows.html
https://docs.aws.amazon.com/iot/latest/developerguide/thing-groups.html
https://docs.aws.amazon.com/iot/latest/developerguide/dynamic-thing-groups.html
https://docs.aws.amazon.com/iot/latest/fleethubuserguide/aws-iot-monitor-technician-job-templates.html
https://docs.aws.amazon.com/iot/latest/fleethubuserguide/aws-iot-monitor-technician-job-templates.html
https://docs.aws.amazon.com/iot/latest/developerguide/iot-jobs.html

AT AWS loT RZEEHIABA A O Fleet Hub AWS loT R&ZEEIEE

Defender 1545

Defender metrics ( Defender 3645 ) # 9 & REZHBIFTEIRZXEBKH AWS loT Device Defender 15
¥ro BAFERAE RWERBBEESERENRESEERNTILIRRZETER. EEF Fleet Hub NATRE
Ay Defender IE#R84E , £HY Fleet Hub BEE A M H K IRESEFEIRZ XA AWS loT Device
Defender 45, B WMABIRFIZEIZZ M AWS loT Device Defender IEHNEZEER , BSHEE
NIEHR. BRBWIBAN =iRERTR.

IoT Fleet Hub Devices > MyLightBulb1
MyLightBulb1

nnnnnnnnnn

Last connection status

;;;;;;;;;

Mar29 Mar 29 Mar 29 Mar 29 Mar29 Mar29 Mar 29 Mar 29 Mar 29 Mar 29 Mar2s Mar 23 Mar29 Mar 29 Mar29 Mar 29 Mar2s
2026 2028 2050 2032 2034 2036 2038 2040 2042 044 2046 2048 205 208 2084 2056

rrrrrrrrr

ThEMR

Behavior violations ( 1T HEM ) 75 EREEREIH AWS loT Device Defender ¥ El 5 =4 i Frik
RERBROEAKE, THEABETUASESEAITHR, DXEANBERN LDXERIERE, EEF
Fleet Hub M ARFHHITRAENEIE , Fleet Hub BEE RN IZEZ LB EXHHiZE AWS loT Device
Defender T REH , HEVLEZs|HEE AWS loT Device Defender H#H, BXRUMMIE AWS loT
Device Defender R B EXHHRBEITHNENANELEES , 1S H AWS loT Device Defender )l
BRWMAEE AWS loT Device Defender EMMELEE , TSR EE Fleet Hub B AREFMNEER
SIMEEREMERS

ERREFARR 17


https://docs.aws.amazon.com/iot/latest/developerguide/dd-detect-custom-metrics.html
https://docs.aws.amazon.com/iot/latest/developerguide/dd-detect-custom-metrics.html
https://docs.aws.amazon.com/iot/latest/developerguide/detect-device-side-metrics.html
https://docs.aws.amazon.com/iot/latest/developerguide/detect-cloud-side-metrics.html
https://docs.aws.amazon.com/iot/latest/fleethubuserguide/aws-iot-monitor-admin-fleet-indexing.html
https://docs.aws.amazon.com/iot/latest/developerguide/device-defender-detect.html
https://docs.aws.amazon.com/iot/latest/fleethubuserguide/aws-iot-monitor-admin-fleet-indexing.html
https://docs.aws.amazon.com/iot/latest/fleethubuserguide/aws-iot-monitor-admin-fleet-indexing.html
https://docs.aws.amazon.com/iot/latest/developerguide/managing-index.html

AT AWS loT RZEEHIABA A O Fleet Hub AWS loT R&ZEEIEE

B M 7k S

& T LAME A Fleet Hub for AWS loT Device Management RS ZMEFRZNFTINEYH R,

G T REIMBIBEBREPNAE AWS REXFE., BENFERATMEMESTRAEERRESRY. &
A LAER AWS loT SEfIER S| B2 B E L FEREX the section called “HE " BER G, BXRIFH
REIMNEZEL , S Fleet 51 RS.

ES}
- EFEHER
- EABERGCIEEH

EREHER

% F AWS loT Device Management Web M AEFHSEZFIER O , ZFFE —MEHEKR , &
PEREXREPEPRZNRNRERE,

BE

BEAEERBEXRENBHPAARZFUERCEAE, HFRHAUTER.
- REEHK

- BEERRIREH

- IRFMIFEENRERSIXR

« BANBOERNSYRBEURSHRENRERE
« BANBECENEYAURSMMINRERE

ERMEERMG 18


https://docs.aws.amazon.com/iot/latest/developerguide/iot-indexing.html

AT AWS loT R& &I AIALRA H 0 Fleet Hub AWS loT R&ZEEIEE

Dashboard

‘ B Summary | i= Device list | @] || Create alarm |

Total devices Total connected devices Total alarms monitored Total in alarm

40 - 2 —-l

Disconnect reasons Alarms 1
There's something wrong with data loading. Contact your AWS loT Fleet Hub admin for test-alarming-alarm test-ok-alarm
help. 40 40

A Inalarm ® oK
Device types Device groups
There's something wrong with data loading. Contact your AWS loT Fleet Hub admin for There's something wrong with data loading. Contact your AWS loT Fleet Hub admin for
help. help.

-2 TIES
REJNRMBER—NE , SIHTHIEPNRE. ZRATVRFOEMRERHUTER.

 RFBEH

< RFHEERS

« IRF LIREERY A R B

« T AREZENIRE , AT EZENER
- RENBYRE

- REFNEYA

< BHENBERSIBSHEENBELFTR

EREGHER 19



AT AWS loT RZEEHIABA A O Fleet Hub AWS loT R&ZEEIEE

| B Summar y | iZ Device list ‘ Create alarm

Devices (40) Export current page | ‘ Run jobs ‘

Name Thing type

® false
® false
® false
® false
® false

waterSensor17 model-1

waterSensor11 model-1

waterSensar16 model-1 ground-sensors ® false

waterSensor33 - - ® false

ETHEENHLERHIREN CSV X , BERZIRDERSHYTNE. HIE , WRIIRR
DTH, MXNTEHYGMRAELERVEE , MA2THEETE LR RNOHTE,

A UERAERNFERERENEE—IMMNBPERFEREAE RERBINRIOREHE, X
FREAMFERERIEXRVNBEPEENEZLEAEFEENEHAFSE |, BESH the section called “B 72
=if)7,

e TR Rt B E S

KEZAN L Fleet Hub for AWS loT Device Management Zij# T4 RIE H N5 S E TR FE A IFiES
HOIBEWHNMES R,

ER L ERERRHEFHEHRBENSRNE LE RN IRBFRENRE, ETLM AWS loT EHIER
SIFREER AWS HEXFER., BHEXFERIUARES TR INBERFETNEAEEXRFBEER, BX
BREINEZEE , SR NEEE

R RBFZRMEENR, XBFERATARITERFR, EMNERXUTABTUERENERWREA
By =NR ISR AR PR Ao

LTS At Z BB ERFRERNS R,
BIEEN
LTSRN AN ZETER,
FRFA

« EHZF AWS IoT Core BEZMER (Y ) WIKF M Fleet Hub MARERF
- BEEMA Fleet Hub R AR FHI K

ERFERTCIEER 20


https://docs.aws.amazon.com/iot/latest/developerguide/iot-indexing.html

AT AWS loT RZEEHIABA A O Fleet Hub AWS loT R&ZEEIEE

R E & P ERA R RA IR BRI E — Fleet Hub Eif)

1. SMBEM Fleet Hub MARRF

2. EBRIAZEHERLE  RITEEBTLLEER Device list (IREFIEK ) %I+ LAK<EB AWS loT Core
KFRHPRiIEE (BY ) B8
RIMURIRTESMIETF , SHE—PEATREINRMWIET £, ©ERTXE AWS loT Core i
FHIREEHUAR BRIZE N B,

3. ERIAEEIEMRL , % Device list (2% IIFK ) T F, RIIERBHEEINTESRERHNERE
VYEMHMAEREZENIIER, BENEHEE attributes ( B ) B
BRIAMBERT , REFIREHEIRE R<B AWS IoT Core P AW MERENEENFNIEERE
o

4., ENENE K WMAZEGEETHINEMAXEF, <XBFERHERTMEFER.

5. TETNETNER , %&$F Filter ( FHERMH ) o

6. 7E Filter ( T4 ) B2, £ Field ( FE ) F , EBRERERERHNFER, 7 Operator (&
B )MT , B—NET, &5, WTF Value () , EREEREREHFERANZRE,
BERZULUARM=ANEESZYS. REFERTITARBE,

7. EWRTEN , HEE Apply filters ( RARIESRYE ) . FREEREEWEENFIEIRE.

£ A Fleet Hub for AWS loT Device Management F I {ES FESH
Bk

@ Note
ESERIDBEN TR , ARER REREAL,

FESRWEZEE —ERZHEET AWS loT WRRHEXLREZ EETHEERE, i, BALUE
= NMES , ZESER—AREZFTEHRENARFREG4EH. ER. RRIEBIRNTZEHEE
BriZVE, SETLAM Fleet Hub for AWS loT Device Management Web R T2 F =T BERES .
HAOWEE RTE AWS loT 251 & P I ESEMR M INE KB UEEAR AT Fleet Hub AFREA, &
Fleet Hub BIATERFH , BALUEEETESHRZHIREZA,

{# A Fleet Hub for AWS loT Device Management FF f91E 55 M{E S #E4R 21



AT AWS loT RZEEHIABA A O Fleet Hub AWS loT R&ZEEIEE

FEEAKMRRZE , THEENABRFTESR. EEEXLEA , FESMEBPILERE Device
groups (IRFH ) o FHRFAEEENERE , AAIBEEATHHRENET Z— , NTEEESHE
173,

- BRI EFEIT R

1=
- FEM  BRETRE  F5EFERMNIEPNEMRE EEB1T.

BRUBENEBESRRNESESR , BSAESER. AXEFSUAIENESZEER , HSHES.
EITES

IEATLAM Fleet Hub ARFHMNZSMIBEITES , BUTETRALKREHELE,

1. EE-NMEH—PRZMRBEENBIR.

i%# Runjob ( B1TES ) »

£ Job target selection ( £S5 BARER ) A, %% continous ( F£EM ) A& snapshot ( HRER ) .
EE—NMESER, FIA Job summary (EFRHE ) THXAER T EESTHESEE,

( T ) WAESHER.

R IET,

I T

&R LAE Fleet Hub M AR A T LB B AR FH R R UL T SRRIEF,
o EHEREARZIREDF,

- BERZHFMAESTHE,

« REATHE,

- BERZFANFMAESTE,

EENMEEMES

AL EL T NEEREP EESTHNES.

« ESHRNE — WRERNBEPSITHREES. EEFURTE , HFESMERFIERE Jobs (
%) SMEET.

- BERBHFAEENE — KRERREZ LETHABEES.

EITES 22


https://docs.aws.amazon.com/iot/latest/developerguide/job-templates.html
https://docs.aws.amazon.com/iot/latest/developerguide/iot-jobs.html

AT AWS loT RZEEHIABA A O Fleet Hub AWS loT R&ZEEIEE

BMESHEE - FAGERNHE , EFAETRAXRESHRHERSS  2RERNETHER. KRETRE
BRE LESHNEITRIRS. EAESERUATEITHE,

- BITHHE,
- CHUERNEBITHE.

- ELENBITHE,
« BERAMEITEE
- EEBITHHE,
- EHIBRNEITHE.
- BEHNEITHE.

BHUHES | HhFZES , R/5iEE Cancel (HUK ) -

KEDNE T Fleet Hub for AWS loT Device Management t5 28 T/ERE & H A 5| S & TR 6122
e =
[ ]

YR Fleet Hub B , ERENATHE RERFERPOFAEIRE. REBANAEMES ,
NESFNATINEPNMAERE, BXFEARFHHEHRMAUEERNEER |, 1S the section called
“BRHTEIEZHE

HEME A Amazon CloudWatch (CloudWatch) 38455 AWS loT #HlE# %R 5| RS EH A R F ERIET KA
# CloudWatch &%, fltn , B2 ENBEFNIEZFEEMBERT 50% BF4EK Amazon Simple

Notification Service (Amazon SNS) JHEMNE&.

Fleet Hub &£ 2@ AR S| BRS T GetStatistics M GetPercentiles THRERERR S HIE. Hlin |, 4
OB EAENHEZENSGEN , SN ATFIEEEHNUTENEERE,

=Ry —
¢ BEX=

£ 2


https://docs.aws.amazon.com/iot/latest/developerguide/index-aggregate.html#get-statistics
https://docs.aws.amazon.com/iot/latest/developerguide/index-aggregate.html#get-percentiles

AT AWS loT RZEEHIABA A O

Fleet Hub AWS loT R&ZEEIEE

. F9ME

- 5510, 5550, 590, % 95 HE 9 VAFTHPHE

BXRENHRSIBSHENREBENESEE , BFZAEARSHE,

TRIET AR TAWSHENAE L FERIRERETRH,

Field

EVRE (AWSHEFHHFR)
EMA (AWSHEFRHFR )
EEE (AWSHENHRFR)

true W{ERN 1, false BWER 0,

shadow.reported.batterylevel ( ¥R 5| RS
POENBERESFE)

BRTIEEREFRMKBE 2N , B UEEL TE,

Aggregation type ( REHKH )

g

it

—_—
=My

RS
T
Bit
RIK

P

EX =)

D

Bit

RS

FH9(E

p10 (10th percentile)
p50 (50th percentile)
p90 (90th percentile)
p95 (95th percentile)
p99 (99th percentile)

- BENSEREMRSEMENFEAE (1 20%H5 2% )
- ENATEENREFERARENUATEREERFZ—

==
=

g

24


https://docs.aws.amazon.com/iot/latest/developerguide/index-aggregate.html

AT AWS loT &% BRI H 0 Fleet Hub AWS IoT &% B =I5
« KF
« KFIET
« /MF
« NFIET
- EEEENLEREZEF—EEANE.
- BHARPEYENEBEHALKTER Amazon SNS JE SR A 5 #Y B F R 4 it 11k 51 5%,

- FERM

E B2 Fleet Hub 5% |, 5/ the section called “BIZEZ3R",
BIEER

KEBG 5| SETREIE Fleet Hub for AWS loT Device Management SEfFIEN SR, SERELHN
&1 R EMB R shadow.reported.batterylevel iR FFERFLIBREFE., LEENFRIERIE
ZWHEMBE, FEEFEERE AWS loT NIBERSIRSHEETERNBEELFER,

LIENBFREZENFEEMEELT 50% UTH , BEIBNEELSE 1 28HAMBALNARYIRE
i= Amazon Simple Notification Service (Amazon SNS) JEE.

B2 Fleet Hub &if

1. SMEIEH Fleet Hub B AR,

2. WMREHNBEMN—ARE , FOEER, BXROMCIEMEETHNEE , S the section
called “FEAERGCIEEN", WREZEVUNEER , ZNEENNATENEPNAE RS,

3. ERIANEZHEARTEL | % Create alarm ( BIBREE ) .

4. 7 Build aggregation metric ( I9ER &M ) REH L , RIEEBHNERARES ERE Target query ( B
¥RE ) 1, 7E Configure fleet metric aggregation ( ELENEIEIRRE ) #2 , X¥F Choose
field (B FE ) , i%4¥ shadow.reported.batterylevel, tFEETEAWSHEZRNEE R
AWS loTHLEFRBIRSHLIEN B E L FR.

5. ¥IF Choose aggregation type ( %ERZEREHKE ) |, &8 Average ( F15 ) ., LIETETFEZNEH
FRFEYEMEEESE,

6. XF Choose period (iEZFEH ) , FiEE 1 minute (1 28 ) . HENIZZVBHRBEENSE
RAB—D 8, IMFREEE,

ﬁj:% Next ( -F_i ) )

BIEER 25



AT AWS loT RZEEHIABA A O Fleet Hub AWS loT R&ZEEIEE

7. Tj‘: Set threshold ( REBHE ) RE L , £/ Trigger the alarm whenever... ( 3. A 52 )
, %3¢ Lower/Equal ( NF/I&ET ) . HFEYEMBEFEETEEENER K Mo rEE,

8. Tj‘: Than ( BFREUE ) XAEH , WA 50,

EE Next ( T—% ),

9. 7 Notify user (BHAF ) WAL , £ Notify — optional ( @40 - Al ) Fo & | A B FHR45
®NEN , ZIKRN TS EERAENTHLQPFZEVRENNAF. E‘ET)U«,{J:':' 5> PR B9 B F B 4 b
15 R IE T IR,

10. £ Alarm details ( FBFHAEE ) B2 , MATENER , ATERRESRASTENHER, &F
Next ( T—% ),

11. E Review (¥ ) NH L , FREEZANHBANEER. EFRR. EESBRIAEEER,

12. EERIARSIERL , EEMNSMBERD , % Fleet Hub alarm ( Fleet Hub 8 ) . RiIFREEE
FEBBNEE,

HUEHEER

RE D RUBELRESMAIGRAERRG R |, LAAEBI A ##)R Fleet Hub RYRIE,

AR BRRTT B

BLENBNERMMESHHEESFAIARE, FRREIBRITENERARENRFEZANR
o

BB BE ISR, EREE R ENEHREIRS + eIZER.

BNEBE AL REAHEE. SEHREFR/L DT REmB TR

BEEFURMNEEHNNIRE FREEN R ERA ENER,

BERHERPERXEANER T HIR. FENEE R BRELEENXEHBUE T VA
#5l,

KOIEREI RN RN BY I E RS RH R HRE P inEEES AWS loT BE AN E Fin

5lo ID 5EEMEHMEE, WREFIREEES AWS
loT B EMAR ID EEYRMTE , MKPIER
Bl RN B B E RS R FI KRB

R 26



AT AWS loT RZEEHIABA A O Fleet Hub AWS loT R&ZEEIEE

¥ #2 Fleet Hub for AWS loT Device Management

B2 R RIF Fleet Hub MEMHETE AWS SRS RM W RN, TAMNMENEEZESH. AWSRH#T
U — &5 2 T BR U2 Fleet Hub, £ HBURIRAT TR & H &0 B 31 REUEFE,

« AWS CloudTrail #3REHEHNAWSK PR RIZK X HE AP BAFMERES , HEEEXHEE
FIRIEER Amazon S3 FiEE, BRI LASRAWLER MK ERE T AWS, Mk HiEARIR IP it
HARBANEKLERE, BXEZER , 52 AWS CloudTrail BFE®E.

&
« £/ AWS CloudTrail i23% Fleet Hub for AWS loT Device Management AP i F

£ AWS CloudTrail i23% Fleet Hub for AWS loT Device
Management API &

Fleet Hub for AWS loT Device Management & AWS CloudTrail 4, CloudTrail IREZREHF.
AEBRAWSHRSFE Fleet Hub HATIITHIER#EIZ R, CloudTrail f¥ Fleet Hub B97TE API EAERE
HiIR, WIRWAASTIERE Fleet Hub #2HIAMAA , BT E Fleet Hub API REMKEBAMA.

MREBIZEBERIEF , WA EAE CloudTrail BH5£451%E| Amazon S3 48 ( 213 Fleet Hub NS
#) . MREFEERE , WIAE CloudTrail #£%|& Y Event history ( EHEL1ERK ) PEER
WEH.

£ CloudTrail WEREER. , B LAAEM Fleet Hub X E THAER., KHIERMW IP bk, AAX
HEiEsR, Bk AEREARECEAER.

ETH#ABX CloudTrail WEZEE , HZH (AWS CloudTrail A/ EF)

CloudTrail ## Fleet Hub E &

E& B2 AWS CloudTrail et |, B ZK B AT AWS, 3 Fleet Hub R A AESEFNRT |, Z3ESD
12 R7E CloudTrail B , HEHT AWS lRFEH4—ERFE Event history ( EHHELIEF ) F,
WA LAVE AWS IKFHEE, BERANTHEHENH, BXEZEE , BESHEMEA CloudTraill 247 $£12
FEEEH,

ERLIEFAWSK PR EH (B1E Fleet Hub FEH ) |, B BIZRIRIEFK. REIZFRIE CloudTrail
AT LUK B B X &£ E Amazon Simple Storage Service (Amazon S3) 1Zf& i@, FIRIERT , FE#= 4

fEF AWS CloudTrail i23 Fleet Hub for AWS loT Device Management API & A 27


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html

AT AWS loT RZEEHIABA A O Fleet Hub AWS loT R&ZEEIEE

BRI IRERET , WIRERNM A TATE AWS XiF, IIRERIERE AWS 2 XAPIEZAEXEHPWEH ,
HF A EXHEHIEZEZIEER Simple Storage Service ( Amazon S3 ) .

BERTUEBREYT AWS RS , # —$ 54 7E CloudTrail BEFRENEHBEHXIEKR, BXES
B8, BZHATINE :

- BIERERBLRK

CloudTrail X#5H RS MK

A CloudTrail EEi& Amazon SNS &4l

MEAN X EW CloudTrail BEX 4

MNEANIKF W CloudTrail B &

CloudTrail ig3%Fi & Fleet Hub #&4F, E41id&%E AWS loT API 5|9, #ltn , X4
CreateApplication Ml UpdateApplication BEM AL CloudTraill BEXHHERFKE,

BIMNEHHATREBESEXRERBFRNAREGR. BOEETHEDEHEUTRE

- BEREFEHBRAFPEIELER AWS Identity and Access Management i FEE & H#Y
- BRECEAACKERKEEMAFPNIENREEIEAHN
- BRESHHET AWS RF A H

BXEZEER , 555 CloudTrail userldentity JTT#,

T # Fleet Hub for AWS loT Device Management B &3 #4% B
REZE—MEE , A TNE4EN BEXMHEEBEIEEN Amazon S3 o

CloudTrail BEXAHEE —IMHSNMNAERB. —INEHRTIKEFMREN—NMER , BEAXAER
RYRME., RN BHNEE, BRSBEFENES

CloudTrail BENXHFT R APl BRANERF#ILERE , Rt el F2BREMSEINRFE R
Example

LR CloudTrail H#&E% B E/REX CreateApplication BEMNEE,

"eventVersion": "1.08",

T f# Fleet Hub for AWS loT Device Management B&X %8B 28


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html#cloudtrail-aws-service-specific-topics-integrations
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/getting_notifications_top_level.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.aws.amazon.com/iot/latest/apireference/API_Operations_AWS_IoT_Fleet_Hub.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
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"userIdentity": {
"type": "AssumedRole",
"principalld": "principal-id",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/test-user-name",
"accountId": "123456789012",
"accessKeyId": "access-key",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "principal-id",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
I
"webIdFederationData": {3},
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2020-12-04T19:59:53Z2"

},
"eventTime": "2020-12-04T20:02:3872",
"eventSource": "iotfleethub.amazonaws.com",
"eventName": "CreateApplication",
"awsRegion": "us-east-1",
"sourceIPAddress": "72.22.186.61",
"userAgent": "console.amazonaws.com",
"requestParameters": {
"applicationDescription": "Test application description",
"applicationName": "Test application name",
"clientToken": "c9bc7f45-3737-4ee9-9b0f-5delaabl69b2"
I
"responseElements": {
"applicationUrl": "https://application-id.app.iotfleethub.aws",
"applicationArn": "arn:aws:iotfleethub:us-
east-1:123456789012:application/application-id",
"applicationId": "application-id"
I
"requestID": "5456304e-31c5-4336-9bbe-a375e3728eee",
"eventID": "9ffb5d72-9267-4f4e-88e6-d26051133c8c",
"readOnly": false,
"eventType": "AwsApiCall",
"recipientAccountId": "123456789012"

T f# Fleet Hub for AWS loT Device Management B&X %8B 29
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Management,

Fleet Hub BY SR B& 4532 4R

XBFRBETRSHRIERM R =

EERWLER AWS JSON REERIEEHEARIBEMF L, BR2E , BNEETUN LR FERITER
1, UREFARHETRIT,

f£ Condition Jt¥& ( = Condition R ) # , AL EBAERMNEH. Condition TERTIE
N, BUNUEFERAZGZER (W, EFHNT ) BEHRER , UERBPHNFESERPHE
FITEL

MRBE—MEAPFIBEZA Condition TE , REE Condition TEFIBEZ/NE , W) AWS
B4 AND ZEIREEN]. REBRNENZHERIEESNE , NFERIBEORZENR AWS #1145
#, ERFIEUNNR 2B LTHE B FTE NS,
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https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsiotfleethubfordevicemanagement.html#awsiotfleethubfordevicemanagement-resources-for-iam-policies
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsiotfleethubfordevicemanagement.html#awsiotfleethubfordevicemanagement-resources-for-iam-policies
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsiotfleethubfordevicemanagement.html#awsiotfleethubfordevicemanagement-actions-as-permissions
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsiotfleethubfordevicemanagement.html#awsiotfleethubfordevicemanagement-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html

AT AWS loT RZEEHIABA A O Fleet Hub AWS loT R&ZEEIEE

EREESMN , BHOAUERSMNHTEE, 60, AEEFEA IAM AFRBHRIE IAM BFE , 88
NERFHEARFHNR. BXEZEE , SR (AM AFiEE) F8 1AM policy 7t | EE IR

V.
X,

AWS X F2RFHEHNBETRSHFGZH, BEEEME AWS £2R5F4E , SR IAM AFE
MTHNAWS 2 /&AL TXESR,

EEF Fleet Hub RSB IR , BSRABRFTENSEHH Fleet Hub for AWS IoT Device
Managementfy & H 8. ETHRAUNUFERARFBRNWIEENRR , 3SR EE LIEE Fleet Hub for
AWS loT Device Management,

EEE Fleet Hub ET BRI RS , F5H ET 5O EBERY Fleet Hub for AWS loT Device
Management,

Fleet Hub REIRE %Ik (ACL)

X% ACL B
REEFIFIR (ACL) ZHIMLEA (KFKE. AFRAE ) ARBARKF. ACL 5ETHIRAYRE
KM, REENTER JSON KB,

Fleet Hub & T & RV 1A R #% & (ABAC)

X% ABAC ( REEHEIIRZ ) =3

ETEMMERES (ABAC) R—HERKE , ZRBETEMERENR, £+ AWS , XEEER
NERL, EALE IAM Kk ( AFHAS® ) MFS AWS BIRKINARE, FRICSKENRIRZE ABAC &Y
E—F, RERIT ABAC K , LUEEAMNAREE A= U5 R B SRR IR EL At 7o VR 4B

ABAC EREE KW EFEERR , HERBERTSEUNITR T AT UHRHEFB.

EETHRIEHER , BFEEMFEA aws:ResourceTag/key-name, aws:RequestTag/key-name
= aws:TagKeys U BERMBAZTHTEPRERZER

MRENRSH TENRARREBIGAEX = FMER  WNTZRS , ZEAR. IRENESX
NTEHIRRREXISAMEX =GR, WZERNBD
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_variables.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_variables.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsiotfleethubfordevicemanagement.html#awsiotfleethubfordevicemanagement-policy-keys
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsiotfleethubfordevicemanagement.html#awsiotfleethubfordevicemanagement-policy-keys
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsiotfleethubfordevicemanagement.html#awsiotfleethubfordevicemanagement-actions-as-permissions
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsiotfleethubfordevicemanagement.html#awsiotfleethubfordevicemanagement-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html

AT AWS loT RZEEHIABA A O Fleet Hub AWS loT R&ZEEIEE

BX ABAC EZEE FEZSR (IAM AFERE) AT LR ABAC? , EBEEESIRE ABAC TEH
HiE , BSH IAM AFEETNERETEERNHEZEE (ABAC),

S ptEAE B F Fleet Hub

XA p ]

LREAIERHERE R | B AWS RS TREEHA. BXEZER , SEMLE AWS RS EATIN
FHER |, FS5H IAM BREETHNAWS S 5 IAMBEEANER.

MREFEARAF B NEB 2 ANEMRAEERER , Il AWS Management Console {8 F B =2 I B iEB.
flgn | H&EAWS FRALTINE QBEF (SSO) iE#THEN , ZEELBFIRIAER. HE
AP eMhEREHE  ARYKRACK K BB CBRENEIL, BXURABHNESZEER |, S
5 IAM AiFPigm) Pl RIAE (EHE ).

BRI LAEA AWS CLI 2 AWS API FEI|ZIGEHES, RfE , &0 LUE X IR ETHE R #TIHE
AWS, AWS BIEHBERIGEER K MARERAKBHRZR, BXEZEER , BESHE IAM FHY
IS Bt &2 2 EAE

Fleet Hub BV 5 RS ZEFE AR

X FERIBE21E (FAS) =

HIEER IAM AP RBeEFITREN AWS , BEANEREA. EHAXLERSEH , EWSHIT—
MRIE , ARHBREERMBRSHEHSE —MEE. FAS ERRAAZRANNRUK AWS RS @ T
RS R HERBER. AWS RERBFHRZFBRIFESHM AWS BSS HARRKES BESTTHIIER
B , 2K FAS B3R, EXMERT , BLMEBERITIHMRENNER, BXRKH FAS iHRETHY
REEFRE  FEAEREHE2E,

Fleet Hub BVIRSZ A€

XERSAE =

RS AERHR-—TURSEE, KRRENTREN IAM A€, IAM EERATTE IAM PO, SR
BREESAE. AXESER , 2R (IAM AFER) FHVEIER AWS RSZERIENE S,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html

AT AWS loT RZEEHIABA A O Fleet Hub AWS loT R&ZEEIEE

/A Warning
EURS AN RATEL M Fleet Hub ZhaE. X = Fleet Hub IREMXIES N T RiIBRS
ﬁ@o

Fleet Hub B ERZHX< A&

XEFRSHEXBE -

BRSHEXRABR - TEEINERS AR, AWS BRFRSAURKARREHTRENAE, RSHEX
AEHIMEENP AWS IKF |, HEARSAE, IAM EERATUEEETEEERSHEXABHK
PR o

BXROUZEFEERSAXBENFAEE , FSHREYLE IAM BEEANAWS RS, ERTPERRS
MXABIHEE Yes iR, BERHENEETZRSHRSHEXRE BN,

HET 5 M1 K RH Fleet Hub for AWS loT Device Management

RINERT , ARFAGRECERIEN Fleet Hub BIRAINBR, ffltbFEMEA AWS Management
Console, AWS Command Line Interface (AWS CLI) 8 AWS APl #1T1E%. EBRFRAFNAERR
BATIERERIR |, IAM B3 5 A LABIZ IAM policy. BEEAME LA MMA®RFM IAM KEE , AP
RAAE,

BT R ERAX LIRS JSON REEXAHGIRET IAM FHHKRE |, 28 IAM BFEREHR 612
IAM ZRR&,

X Fleet Hub EXMREMEREHNIFMER , SRS RFREMN ARN KX |, H5H (REHE
WSE) FH Fleet Hub for AWS loT Device Management®Jig4E., RRMZ4ER,

=

x
- RERRESER

- {ff Fleet Hub 24| &

- ATAFEEHAIE S KR

;
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsiotfleethubfordevicemanagement.html

FAF AWS loT & & EIZ /AR BA F 0 Fleet Hub AWS loT iR E EEIER
= = >
REER{EREE

ETHEHNKBHEEENART AR, RSB EREK S FE Fleet Hub BiR. XERFETRLME
AWS IKF = ER A, B2 REET SHIRER , HEEATERINR

- FTIREER AWS RE R H RO RENRNR — BEFMEAASMITERERR TR , SEANTS
FIRAGIRTRRHAWS RE R, ENEMRNRERITR AWS IKF, FRINBUEET E LEXY
BRI RABIEY AWS B IEERBKAE—SRINR, BXESEE , S0 (AM AFER) B8
AWS FEE R 5 TFRBERIAWS FEE K.

- NARENR - £E A IAM policy IRENRE , BXBFRITESENNR. it , BAUEXL
EREXHTIURNBERRINTHERE , WM ARENBRET, BXEA IAM RANRHNESE
B, #FZH (IAM AF$ER) P M 1AM P YRR RIR,

« {8 1AM policy H #9543 — 25 PR 117 B AR — 8 A] LA 18] 5% BE 7N NS 44 3R BR 3 R AE F & TR /Y
R, Hlm , BAURERBXUERIEEMTMEA SSL XKEFIEER. MRRFRELES
BENANFEAN , Wb a AERKERE T RS RENIHRINER AWS RS, i1 AWS
CloudFormation, HXEZELE , H5S (IAM AF{ERE) S IAM JSON KHETHE : &4,

- {8 IAM Access Analyzer BUE&H) 1AM policy , ABRNRA Z =M FIHEEM — IAM Access
Analyzer 2RIEFREE MM A RKEE , LUBARKEESRS |IAM policyiBE (JSON) 1 IAM &{E3E
B, IAM Access Analyzer 2 100 ZTRBEREMTIRENEW , LRBEBEER S BEEMREN
K, BXREZELR , 520 (AM AFER) P IAM Acess Analyzer FREEKIIE,

- FEEZEFHRIE (MFA)-INR AWS IKFZNZEFE IAM AFRSRAF , EFEA MFA RS %X
&M, EEEEA AP BENEE MFA |, BT MFA R4RMEIENERES, BXESZER , %
5 IAM AF1EE) P8 BEZ MFA R H APLIEE .

BXIAM AP RESBRINESELR | ESHR (AM AFERE) P IAM AR Z £ HEKE,
£ A Fleet Hub 4|4

E 8 Fleet Hub for AWS loT Device Management 2 &l 4 |, B4 —HARENR, XLENRH%
MAGFESHFEFEREH Fleet Hub BIRFMES AWS Ik, MRBBELAENRIENRER
FPRAONET SRR , XTHMNTZRENZE (AFRRAR )  BHANETERTMBEEET,

X FARFA AWS CLI X AWS API SR, BEFAEREFEZHFHENR, R , IRFHREH
ZEHMITHY AP RVEME ITE VIR AF

NERAFPMACNHARTLMER Fleet Hub #2414 , £ EZ Fleet Hub ConsoleAccess
HReadOnly AWS L ERBEKH INEIKEK, EXEZEE , HSH (IAM AFER) 8 AP A1
B,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console

AT AWS loT RZEEHIABA A O Fleet Hub AWS loT R&ZEEIEE

ARFAFEEMITE SRR

ZORBIER T AR RKEE | LAY IAM AR EEMMIEAF S ONRERMTERE. LRES
FEERH A LSRR AWS CLI 5t AWS API BU4wTE 75 = 5E B R AR PR

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

},
{

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,

"Resource": "*"

}
]
}

%t Fleet Hub for AWS loT Device Management & 3 115 6] 3 17 U = HEBR
FERUTEE TR IS EEFER Fleet Hub 1 IAM B AT 8218 EI AV & I [7] B
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AT AWS loT RZEEHIABA A O Fleet Hub AWS loT R&ZEEIEE

£

« RFEME Fleet Hub FIMITIRIE

- EFEBIHT iam : PassRole

- RBAT AWS K 2N AT EIFKR Fleet Hub %R

K FTAIE Fleet Hub 1T E

IR AWS Management Console FHiFEREBLENINITREIURIE , MXATEBRREERA I KRB, EEAR
EERHEFREIEN A

(® Note

Fleet Hub BRI TR F A AWSIoTFleetHubFederationAccess BRI, BXEZER |
BSHE 277

X mateojackson IAM AP ZRAFERAEHAEETEREM my-example-widget RIENIFHAEFE. |
BFREEEN iotfleethub:GetWidget RET , &K ELT RAIEIR,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
iotfleethub:GetWidget on resource: my-example-widget

EXFERT , Mateo B RN EEAENERKE , LA TMER iotfleethub: GetiWidget BE
BB my-example-widget %Ko

I IN1T iam : PassRole

RN E] —MEIR | RIBEBTLHINIT iam:PassRole B , XM EHERUA TGS A BEDRLS
Fleet Hub,

BE AWS S AR ABKEAL1ZRS , MTARAIRMNBSALIRSHEXAR, it ,
LY MEB /A ELERSHINR,

=& R marymajor Ky IAM AP 2 AFEAEH S Fleet Hub RiITRER , 2K ENUT REIE IR,
BR , RELNEERSACHEFHNRT AIMITILRE, Mary FEBERAEZE SRS IR,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

WEEHERR 47



AT AWS loT RZEEHIABA A O Fleet Hub AWS loT R&ZEEIEE

EXMERT , XIEH Mary B KB L A F#EINAT iam: PassRole #1E,

MBLEEHE | BHRAN AWS BER, SNEERRIBHBRETNA,
ARG AWS kP 2 AN AFREB Fleet Hub &R
BAUNE— B G | BRI oh iy 2 A LA B TSR %A R AN AR, &8

DEEHERSEY , AUEFAG, XN TXHETHRNRBEIIGHEHEFIER (ACL ) BIRS , BT
£ XL RBE G A R R TR R RT3 R

ETHRESZER , FZAUATRA :

« BT Fleet Hub BE XX E4SE |, iS50 4147 Fleet Hub for AWS loT Device Management &
IAM Bt & F o

- ETHEIMAREXEHENTREERNE AWS kP | FS55 1AM A iEEH i EEEE AWS
K %= IAM B PR TR RBR

- ETHOMAEE=SRENEBHERFHENE AWS KF , BHSHE IAM AFERETHEE=HE
HIFRR. AWS 0K

- ETHIMEIRE FHRIERMVHRNR , F2H AM AFER) PHALINTSHRIEN
BAFP (BKAEHREIE ) BEHRXER,

- ETHREAACHNETRRNREHTEKFFRNXE , 50 IAM AR EETNEIKSERA
[

BT AWS loT iZZEEH Fleet Hub BV & H I8 IE

ERZMERITRIN—EBD , E=FHFiTTIFG Fleet Hub &L £ AWS HMEHM, HbhaHE
SOC. PCI. FedRAMP, HIPAA R E#h,

ETHRREBTRESAURAEE , FSHAWS RS “REAIT XK DAEE"" , RFEFEEHRBN
BHEMITR. AWS RS AXx—KREE , BSHAWS &M HAWS,

BRI LMERATEHE=SFitikE AWS Artifacte BXREZEE |, BSRPM “THIRE” £/ “AWS
Artifact,

B AWS RS R EAREBR T ENBENERBM, RARNEN B iR U RE R ERENE
Mo AWS RE T U T HRRKAEBNIMEMME

- ZEEEPMREANTER — XERBEENC TRWIEBH , AR THBUZLHNEAN
NER AWS NEEMER SR,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://aws.amazon.com/quickstart/?awsf.filter-tech-category=tech-category%23security-identity-compliance

AT AWS loT RZEEHIABA A O Fleet Hub AWS loT R&ZEEIEE

- £ A@Q@ mazon Web Services L HIPAA Z2£ 553N — RAEHER 7 &L w10 £ A
AWS REIZFE HIPAA BEH N AREF.

(® Note
FHIEFTE AWS RS ABRE HIPAA %1k, BXEZEER , BSHAME HIPAA ERHIRS
2%,

- AWS EMEIFAWS — itk THEBMIEEE R EER TEMENTLMMELKX,

- AWS BEFEHlERE — NENAETHIERERER, XEEEEETRIFNVHKESEK , AWS RS
HHEmMHIBESMER (B REEERVESEARMER (NIST), XFFTLRLFEEZERS
(PCI) MERRFOEALALR (1SO) ) B4,

- EFAWS Config J7F & A R 1§ E R BV AL P15 %R — % AWS Config RS T ZNRREBERES K
BELRAESNERER, TN FEM,

« AWS Security Hub— X AWS BRSs AIBA2H T RN T 2R AWS, Security Hub B 2224
HAEEHN AWS BRAREHREFESLETUNRENRESR, BXIXFEREREHNIIEK , B
28 Security Hub ##45#,

« Amazon GuardDuty — BB MEIEEN AWS IKFINER R EFEASRMBEES , Kk AWS IRF
KNG TEAR, RBENBETMKRNEBERMN. GuardDuty BIFEEREESHMERAENAR
KRMNER , JUBHEREEHEAMER , Hltn PCIDSS,

« AWS Audit Manager— X AWS RS R ARS BB FF& w1t AWS SEAER , M fai{b xRS & 38 A K
T EMFITAFRERN SR

Fleet Hub R AT AWS loT iR & EERY 4

AWS £IKERIRIERE S AWS XEMATRAXHEEN, AWS XERHESMERENRBERN A
X  SETAKEIELEE, SELENSETRNMNEEE, MATRAX , St MREETH
Xz BT B RO RBEBHNARFNRERE. SEANENHSMREFOEMIREHEL |
TAXKERESHN AL, REENTT BE.

BEXAWS XEMATAXWEZELR |, HSHAWS £EREMIZHE,

AWS FAF AWS loT iT R EEM Fleet Hub WIEEF R
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https://docs.aws.amazon.com/whitepapers/latest/architecting-hipaa-security-and-compliance-on-aws/welcome.html
https://aws.amazon.com/compliance/hipaa-eligible-services-reference/
https://aws.amazon.com/compliance/hipaa-eligible-services-reference/
https://aws.amazon.com/compliance/resources/
https://d1.awsstatic.com/whitepapers/compliance/AWS_Customer_Compliance_Guides.pdf
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-controls-reference.html
https://docs.aws.amazon.com/guardduty/latest/ug/what-is-guardduty.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/what-is.html
https://aws.amazon.com/about-aws/global-infrastructure/

AT AWS loT RZEEHIABA A O Fleet Hub AWS loT R&ZEEIEE

E@AF, H#ANASRNINR , £/ AWS TEXRBLLECRERBRERSES, IR NEARNKE

HEATENRY IAM EREEATREENBMEZ LR, BREA] , BEUUEARINN AWS £E
Rig, XERFMEEILAL , TEEN AWS IKFREM. BX AWS HEXBNESEE , 55H
IAM AR R RVAWS FEE K.

AWS RS 4EF MEH AWS HERM, BT EEQR AWS RERBHFHNNR, RSB RaE AWS &
HEARBARNNFANRUAZIGFE. KREFLILBHNRBOFAEEH (AR, ANAE ). 3B
ISR IREATRAN , REZETRESERH AWS EEHER, RSTAM AWS BREXRBKPBR
R, B RBERSIBAEHIATNR,

B | AWS KBS MRS K TR EE M, B0, ReadOnlyls [ AWS B2 S8 12 {7
FFE AWS BRS RIS RA0 RS AR, M4 ARSS B E — TIHTIAE | AWS &5 BB AR BRI R i
WIR. A% THMAEEROGIRANE  BSH AM BBl eER T TAERENAWS BERE
B,

AWS IEEFKBE . AWSIloTFleetHubFederationAccess

BRI LAF AWSIoTFleetHubFederationAccess SRBEHIMNE IAM &1,

LR B AT AWS loT iR ZBE IR Fleet Hub Bk & A& T4 Fleet Hub Web NAREFHHITIRE
AWS loT M Efh AWS BRSSPI B HIBR

BXFAFAME Fleet Hub Web NARFHNEZEE , ESH 277

BRI BAEAWS 126 & HEF LR,

MR FHAER

ZERBIEUATRR :

o iot-K3& AWS loT & EIE H 1T RA J Bl BV R 1Eo
« iotfleethub-# % Fleet Hub R AR F TEIE.

+ cloudwatch-# 3 CloudWatch iR MIEPREIE, & AT CIZFMBIERER F Fleet Hub BiR VR
£,

o sns-HATEIEE, EEL. MIBR. iTHRMBUHITFRE, XLRIEER T Fleet Hub SNS &,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://console.aws.amazon.com/iam/home?#/policies/arn:aws:iam::aws:policy/service-role/AWSIoTFleetHubFederationAccess$jsonEditor

AT AWS loT RZEEHIABA A O Fleet Hub AWS loT R&ZEEIEE

"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",
"Action": [
"iot:DescribeIndex",

iot:DescribeThingGroup",
"iot:GetBucketsAggregation",

iot:GetCardinality",

iot:GetIndexingConfiguration",

jot:GetPercentiles",
"iot:GetStatistics",

jot:SearchIndex",

iot:CreateFleetMetric",

jot:ListFleetMetrics",
"iot:DeleteFleetMetric",

jot:DescribeFleetMetric",

iot:UpdateFleetMetric",

jot:DescribeCustomMetric",
"iot:ListCustomMetrics",

jot:ListDimensions",
"iot:ListMetricValues",

iot:ListThingGroups",
"iot:ListThingsInThingGroup",

iot:ListJobTemplates",
"iot:DescribeJobTemplate",
"iot:ListJobs",
"iot:Createlob",

jot:Cancellob",
"iot:Describelob",

jot:ListJobExecutionsForJob",

iot:ListJobExecutionsForThing",

jot:DescribelobExecution",
"jot:ListSecurityProfiles",

iot:DescribeSecurityProfile",

jot:ListActiveViolations",

iot:GetThingShadow",
"iot:ListNamedShadowsForThing",

jot:CancelJobExecution",
"iot:DescribeEndpoint",
"iotfleethub:DescribeApplication",

"cloudwatch:DescribeAlarms",
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AT AWS loT R& &I AIALRA H 0

Fleet Hub AWS loT R&ZEEIEE

"cloudwatch:GetMetricData",
"cloudwatch:ListMetrics",
"sns:ListTopics"

1,

"Resource": "*"

"Effect": "Allow",

"Action": [
"sns:CreateTopic",
"sns:DeleteTopic",
"sns:ListSubscriptionsByTopic",
"sns:Subscribe",

"sns:Unsubscribe"

]I

"Resource": "arn:aws:sns:*:*:iotfleethub*"

"Effect": "Allow",

"Action": [
"cloudwatch:PutMetricAlarm",
"cloudwatch:DeleteAlarms",
"cloudwatch:DescribeAlarmHistory"

1,

"Resource": "arn:aws:cloudwatch:*:*:iotfleethub*"
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Lo\, HAERTGRIZEE ID M5 IAM EAEXBRAORZR B BARNBERH#TZEE, RE , BUUER
AWS Security Token Service ( AWS STS ) £ If it Z £ FIERITFERFITZEE,

B L 85 AR S5 B B U

BAREREAR-—IMRZEMEE , DFERFRFIITRRE A AREIBEERESNRNKERIT
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ABENTE , XERSZXAGNRTRK S HHE R

ER &l Fleet Hub A RFRIRM S —TRFZHNPR , MANEBWEA aws :SourceArn
aws:SourceAccount HRRBHANEBIRHFLTXE, REAFNREFZHLTXRE , ERE—
REEBEAFEAE , aws:SourceAccount B aws:SourceArn B R NK F A4 A #H E A Tk P
IDo

bR ERERBEZRERNF EZ2EAEERIETE Amazon Resource Name (ARN) £y
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"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "iotfleethub.amazonaws.com"
},
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "123456789012"
.
"ArnLike": {
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https://docs.aws.amazon.com/STS/latest/APIReference/Welcome.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourceaccount
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"aws:SourceArn": "arn:aws:iot:us-east-1:123456789012:*"
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