aws
FEARIEE
AWS loT Events

Copyright © 2024 Amazon Web Services, Inc. and/or its affiliates. All rights reserved.



AWS loT Events FEANGIER

AWS loT Events: F A A RIE™E

Copyright © 2024 Amazon Web Services, Inc. and/or its affiliates. All rights reserved.

Amazon FIEFRFE L AR A BB FEMIE Amazon WERBRS , AR BLEAATRESIEEZFE
&, BRKIKS Amazon WA REH., PIEIE Amazon HEMEMBEIRO AR BFIEENMT | XL
FrE& T BEME T Amazon., 5 Amazon BxBk=iH Amazon #Bh , th AIEER 2 aNkk,




AWS loT Events FEANGIER

Table of Contents

FEATRR AWS 10T EVENES 7 ..ottt ettt e e e e eee e 1
R R A B e ettt ettt 1

B P BRI .ottt ettt 2

R B ettt et e et e et ee et et e et e et e et e, 3
FARBALBR AWS 10T EVENES ..ottt 3

R B PR .o e, 4

R P B A BB ettt 6
Amazon CloudWatch BREBBBIIR ... .o 6
AMazon SNS JH BRI B B IR B oot 8

T BB B e ettt ettt 10
e R A ettt e, 11
BB A .ottt e et et et e et e et ee e e 12

TE R B R I B — N B A oot 13

TE R B R B B B R A A oottt e, 13

B R B A T ettt e, 14
R A A o R B R B ettt 20
R TR B oo et e e e e e e e e e e e e e e e e 24
fEFF & AWS loT Events #RMIEFEE BY /5 A Amazon CloudWatch BRRIZZF .o.oovcveveeeicee, 24
EH R ELTE AWS loT Events 2 & A TEMNREEOTRMEEER e, 25
FEEH AWS loT Events #1E , UBRBATENB T EIMARSHOBEELR 25

B R e e e e e e e e e e e e e 26
fEF AWS 10T Events M B PRI B .ottt 26
R A A B TR T A R R B N T R A 2 e 27
BNAAEECREERMBERHN —NEBIERZ N ? e 28

BT B 0 2D IR E TR I oot 29

B B A S R R R B I e, 30

B AR T R R B L R R IR B R A oo 31

B R A R I B R T R R B e, 35

R R R B PR A B PR .ottt 38
B E R BB B T B ] oo, 41

B B e e e e e 41

I B R oo ettt 77
B P P B A oottt et 77

R B T B B R E oottt 78




AWS loT Events FEANGIER

=R = ) TSRS 78

B R T B B R et 79
B R = =SOSR 79
e = N R TR SRRRR 80
L AT T Lo T I O o ] = O UEEEERPPR 80
AWS 10T EVENES ...ttt e e e e e e e ettt e e e e e e e e e e e e e e s s e nnsnnnnsaneeeeeaaaens 81
AWS 10T SIHEWISE ..ottt ettt e e e e e e e e e e e e e e e s et eaeeeeeeaeaaaaeeeeseannnnes 82
AMazon DYNamODB ... e aana 85
AmMazon DYNAMODB(V2) .....ccoiiiiiii et e e e e e e e e e e e e —————————————— 87
| B = = Y =Y o To 1Y = YRR 88

F AT S T I o oo £ SRR PP 89
Amazon Simple NOtification SEIrVICE .........uuuiiiiiiii e 89
Amazon SiMPIe QUEUE SEIVICE .......uuiiiiiiiieie ettt e e e e e e e e e e e e st e eeeeeaaaaaeaeeeaaanns 90
V= VOSSR 93
1 SRR 93
IETR ettt et e ettt et e te et e eteeete et e eteete et e ateeteaeeateas 93
peg=— SRRSO 93
L5 RS 95
B ettt 98

E= -y R 101
= SRRSO PSPPSRI 102
HRE AWS 10T EVENLS TRIETN ..oooieiece ettt n et neeneas 102
FRMUBSAETL TR ...ttt b e st s s s st e s et b et et se e s sens 104
HY A C B B i Al oottt ettt et ae et e e ete e e eatens 104
JEBBIEE oottt ettt a et s et s 104

L NG OO UOUSRR 105
REMFRZFFRETUTE S oottt ettt 107
BatChPUIMESSAGE TRFI ...ttt e et neene e 124
BatchUpdateDetector TR .........c.ovii ittt 130
AWS 10T Core FUMBIZEIRB ..ot nenns 132
2= | TR 135
JEBBIEE oottt b ettt a et s st 135

o RO 135
BRMUBEAEZLII ..ottt ettt ettt s ettt 137
B oottt e e —eeeee—eeeeeeh—eeeea—eeeeana—eeeaaa—eeeeateeeeatteeeaaateeeeaheeeeaaabeeeeareeeeaanreaeeanrean 143

= = N 144




AWS loT Events FEANGIER

AR BRI N AR B TR e, 145
e ol K i OO 147
ST N 149
BT B B B AR .ottt e et a et et et et et et et et et et et e e ete e erenea, 159
BT BRI T ettt ettt aeaa s 164
FEFD AWS [OT SHEWISE ..ottt et e e e e 164

= A TSP 164
B R A A ettt ettt et et et aeeaeeaens 165
2 RS 165

B B R A (3 ) oottt 166
MERIEEFR ....o.oececeee ettt ettt a ettt ettt e s e sttt ettt et et en s s s e e et ettt enanans 168
MR ZEFR (B 8 ) oottt ettt 168
MERZEEFR (AP]) ..ottt ettt e, 169
ok T < R 169
BUZE Lambda BEBR ..ot 170

I AWS loT Events 32H Lambda BB ..o 178
BEIBIE A oottt ettt ettt ettt e et et ae et e eaeaens 179
= 0 i« SRS 180
Identity and Access ManagemeEnt .........cooooiiiiii i e eaaaa 180
0 RO 181

ER BB BITEADIIE ..ottt 181

BE R TR BE B BRI IE] oottt ettt e et et et et et et e e eae e reneas 184
322 5= NP 185
AWS [oT Events HHAIS IAM BRI IAE ..o 185

BT BBITRBE TR oottt 189

== = = ek RO 194

L =2 1 SO 197

B ettt e et — e —ee—e e e —e e —eeeteea—e et eetee e et ateeeeeaet et eeteeateeateeareeaeeenns 199
B = TR 200

EF Amazon CloudWatch BETE ... 201

5 AWS loT Events 125 AWS CloudTrail AP B ..o 202
BHMEIRTIE oottt ettt ettt n ettt en e 219
L 4= === s OO 220

B g i < SR 220

B Bl ... ettt e e e e e ettt e eteeeaee e et eteeateeaeteteeareeaeeateeaaeeateateeeteeareeateeareens 221
1= T o 11 e PP 222




AWS loT Events FEANGIER

D e B = <1 L TSP 222
R B Bl .ot e e e e e e e e e e e e e e — e e e e e aaraaaas 223

TE LA TR B I B R oottt e et e et e e e et e e e e e e e e e e e e e e 223

BB BB B PR ...ttt ettt 226
FEILAWS 10T EventsiB BRI IR TTER ..o 226

B R R B B B B R oot 226

M BRI A T R A B R B B 0T .ot 227

R B R R I (B B BRI ) oot 227
BRAERR R R (B TBIERT ) oottt 227

By 22 Bt AT /<< TS T PO RO 228
B2 = TSRS R SRR 228
INvalidREqUESTEXCEPHON JHE. ... 228
Amazon CloudWatch B & action.SetTImMeI IR oot 228
AmMazon CloudWatCh 8 R B BB IR ettt e e 229
BB B N R oottt 230

6] AWS 10T EVents B IETE BRI ..o, 231

R B R B B BB I B ..ottt ettt 232

T TS I ettt ettt e, 233
a7 i - USRS 243
SHTAGTURRFFAETL (AWS CLIY oo s ee e 245

e XTSRRI 249
AV S 10T EVENES dB A o oottt e e e e 249
AV S 10T EVENES I oo ettt e e e et e e e e e et e e e e e e e 249

I B T B R T ettt ettt ettt ettt ettt e et 250
R B T oottt ettt ettt ettt ettt et et enanne 250
......................................................................................................................................................... ccliii

Vi



AWS loT Events FEANGIER
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AWS loT Events EEREHERRFRRZHETLIAKEREITEN , ARMRSEHARERNMERE
fE. AWS loT Events H#&BMRERE. RE. NARFMEM AWS RSHWERM &L BSI[HE , KU
R EREH , UEERIITH.

AT LAEER AWS IoT Events £ AWS =R ESEZENEHSIENARER , B L& AWS loT
Events #41 & = AP| iFaIX RN HRE,

:

AWS loT Events Define Detect & Trigger
Helps you monitor your Define conditional logic Detect events and Action
equipment changes in and states to evaluate trigger actions when
operation and trigger alerts incoming telemetry data events are detected
Inputs to respond when events ocour to detect events in

t equipment or a process

LRAEFR

BEZRE SRR @A

AWS loT Events #2Z R B % loT ENHERNAA, HPIEELRHRRE, EENARER
MEAM AWS loT RS , 5130 AWS loT Core 1 AWS loT Analytics. & A LAER¥RE APl ##0
(BatchPutMessageAPI) 3 AWS loT Events {F{a &0 Bk 3E 5 A HEIX I,

ERAFENZERAINANEENEAHER

AWS loT Events AILLIRFS RRBEAN loT RBEIMARF , REREBFTERBZMNFZ ML LR
BHNZSNMRANEHER, XBINER , EAENERSENNARFHRHEEEE, B2, RE
FAEMNERSNNARFERESSRENR , TELH T RIBENMENRE, B UEE AWS loT
Events RMzS , FEHEAMENZEBREAMFAREZNAREKIRGIXLEEH,

BEEHAAIRE

AWS loT Events S &£ & & 8 8 &R S5 (Amazon SNS) Simple Notification, Lambda AWS
loT Core, Y 5i# SQS ML S # Kinesis Firehose B ZEA L RIE, BETTLAER AWS loT #I

HERAMER 1
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5|12 A& AWS Lambda BIEX , N AT LAER EMARSS ( #l40 Amazon Connect ) & B 2 Ky ll
TIRAK (ERP) R ARRFRINITRAE,

AWS loT Events @ —MaEWENRERE  EhESEUUMITHERE , EATEELECH
B,
Bahf BEUA 2 BRI KHIEFR

AWS loT Events EE#ZREXREZNSBIRM. BB ERBWRREN —XIFMNES |, ZRS
FEFT BEMEEEZEIZIRZHFIESEHS AWS IoT Events,

(dEESY
BRI TR &

BEELR—HEEBENYEE. UR—BVSEFLET, HELRSEHMETREERTHRSEM
BEWERE , MUREELNEFREMNERE RIS, EX2FAHEN, EELIIEE , AWS loT
Events B IZWRBEBAITTEN LS MEBSRMER |, HEARN EHEBZENFIRRBROH
WM RIE, HE , BEEERMENSE , MEZETREERAAMENGEE , REEFHREE
Eﬁ%%#o%ﬁﬁﬁﬁéﬂ%,H%W%mﬂamﬁﬁﬁii,Mﬁ%ﬁﬁ%ﬁﬁﬁ?ﬁéﬂ%
PN 5N

EET A

BRLEREABBNZARBDIBIRGEZ. N TRIBANKEEERE , VISSARETH
B, BEANEZERRS  AUEARGEREES. ERENINFEABTR T MERBNHBEHREERX
R REEEBRENTEBFITRM, /A AWS loT Events , BRI UHB—NERRE , Bk
AP BERTUE | FOIERER  WEESEERGN B ESEARAR,

REEEFENLRE

FRIZENREREFOLTHTEENEEEKE | B IEEREXLEREREN A EIEEHE,
EERANEBSEENTZHERUWEN K SHXBEBEECHEERENMG. BRE , TRMHMEEMAN
EERHGTRD , BRELI AT, BIFEH AWS loT Events , B LHEBEIR , LMEEHD
HWEEZ SR EEANAHNREHIEBBIZE S NIT, BEXMER , EA RS EHESOIT
MAEY , N\TTBRBTETHNRZERLZATEENRABREL,

EIEESY)
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1ZiE& AWS loT Events

WMRIZEE AWS IKF | BERUATTREEIE—1,
IRE S0 AWS ik 7

1. $TFF https://portal.aws.amazon.com/billing/signup.
2. RBR®ELHNRBAHITERE

FEME , R —-ERE , ERXEARERERA —PRIESE.

HIEEMET AWS IKF , MR BIZAWS IKFRAF —1. RAFERBRIZKS PHAE AWS
RS MAR. FHN—MREHREXEK , FHAEEASSEEELRANR , FERERRAFHT
TEERAS TR NERNES.

FigBRE AWS loT Events

AT AEANRL AWS loT EventsBEFT RN A ERMNR, EALAEA AWS CLI =k AWS
Identity and Access Management (IAM) 12 & 822 A S NRER , LFRIERJERHITE
LEThEe AWS loT Events,

| AM AP EERME T EXRZEEE AWS BRIFANBENEZIFMER ., BXRIFERFE AWS loT
Events , B RMVIEIE. TRERMEHHE AWS loT Events,

EFEA IAM Z2HE0ENEEAGNNR , H3H IAM #iE : £/A IAM S8 AWS IKF Zi)is [F11R
PR o

(® Note
ZHATUR 1-128 NFRF, ATEHE
- AEFBRNEFR az
« ¥ (0-9)
° ﬁyﬂi?ﬁ's _EE o

RNIZENBR AWS loT Events 3


https://portal.aws.amazon.com/billing/signup
https://docs.aws.amazon.com/singlesignon/latest/userguide/getting-started.html
https://docs.aws.amazon.com/accounts/latest/reference/root-user-tasks.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awsiotevents.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_cross-account-with-roles.html
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BRAENR

AWS loT Events 8 sEHB At & FERAEHM AWS RSHIRE. At , BHATARFAREHITIXLERIEN

AWS loT Events X fR. AT EEREFIRMRHIKE | ZEBRIUN BN ERNITAIELERE, &
FEFR##Mant ID SE, MEBETRE , BENZEIBESR (), UAS|ABENFHRIRER, BoJLUE
1AM 24| &8 AWS loT Events FXIEEE XK Amazon SNS 1REEHR R,

AWS |oT Events XL T AT EFERAITIIERIEETEMNIRE

« setTimer BIEITAIES,

- resetTimer EEiTHTES
« clearTimer MBRITATER,
- setVariable BIETE,

AWS loT Events X#FLULT A FEER AWS IREHIIRE -

« iotTopicPublish &#mAXx MATT EERIEE.

- iotEvents FEEBUARMABENRKKIEZE AWS loT Events o

-« iotSiteWise FHIEBERIEZZE AWS loT SiteWise HHYHE =& 1%,
« dynamoDB [l Amazon DynamoDB & &K ##z.

» dynamoDBv2 [] Amazon DynamoDB & &% #1#E.
 firehosef§##E &% %] Amazon Data Firehose o
« lambda @A AWS Lambda B ¥

« sns HHBEERHIEBEHRIE,

* sqs FEIE R E Amazon SQS BA%I,

Example Policy

"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": "iot:Publish",

"Resource": "arn:aws:iot:<region>:<account_id>:topic/*"
},

BRAERUR 4
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{

"Effect":
"Action":

"Resource":

"Effect":
"Action":

"Resource":

"Effect":
"Action":

"Resource":

"Effect":
"Action":

"Allow",
"iotevents:BatchPutMessage",
"arn:aws:iotevents:<region>:<account_id>:input/*"

"Allow",
"iotsitewise:BatchPutAssetPropertyValue",

"

"Allow",
"dynamodb:PutItem",
"arn:aws:dynamodb:<region>:<account_id>:table/*"

"Allow",
[

"firehose:PutRecord",
"firehose:PutRecordBatch"

]I

"Resource"

"Effect":
"Action":

"Resource":

"Effect":
"Action":

"Resource":

"Effect":
"Action":
"Resource"

: "arn:aws:firehose:<region>:<account_id>:deliverystream/*"

"Allow",
"lambda:InvokeFunction",
"arn:aws:lambda:<region>:<account_id>:function:*"

"Allow",
"sns:Publish",
"arn:aws:sns:<region>:<account_id>:*"

"Allow",
"sqgs:SendMessage",
: "arn:aws:sqs:<region>:<account_id>:*"

BRERR
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SHERBEAURFHRMERNFZERPFEAN G ABRTFEANR. REERHENAF KA L
BERR , BATHAESEHRRERUIFER |, NATRNEA PSS EE#Hm ARBHNNR, XEKRE ,
BrN1Ziotevents:CreateDetectorModelfliotevents:UpdateDetectorModel ®EFNFRS} |

Bk M Aiotevents:UpdateInputRoutingiR FHER,

Example

LLTFER iotevents:UpdateInputRouting SN BRAY KL,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "updateRoutingPolicy",
"Effect": "Allow",
"Action": [
"iotevents:UpdateInputRouting"
1,
"Resource": "*"
}
]
}

IBAIIEE A Amazon BIRBF (ARN) 5|k ( JEResourceBBERF* ) , LABRHIFT 45 E M A B NPR,
1X A BALE S PR I X RN B8 4R B8 A O B A P i Se A ol R = E T AV S A BRIE B9 15 (R BR o

Amazon CloudWatch BEA®HE

AT SRBE SUHF R 7 AR R IE M CloudWatch 323X HE AWS loT Events B & KB FME TR,
AR

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"logs:CreatelLogGroup",
"logs:CreatelLogStream",

R @ ABIRE 6
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"logs:PutLogEvents",
"logs:PutMetricFilter",
"logs:PutRetentionPolicy",
"logs:GetLogEvents",
"logs:DeleteLogStream"
1,
"Resource": [
"arn:aws:logs:*:*:*"
]
}
]
}
BEERRE
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": [
"iotevents.amazonaws.com"
]
},
"Action": "sts:AssumeRole"
}
]
}

CEFREMMNE IAM A/ IAM RRERE , AT ZRAFRUT AR ERAG, BXESZER , F5

59 IAM AP iEE R TR/ AWS RS tEiE A B RUER,

"Version": "2012-10-17",

"Statement": [

{
IlSidll: IIII’

"Effect": "Allow",

"Action": [

"iam:GetRole",

"iam:PassRole

Amazon CloudWatch B &S ®HE


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_passrole.html
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]I

"Resource": "arn:aws:iam::<account-id>:role/Role_To_Pass"

B LAEALLTH SR CloudWatch BERRERREKRE, X1 AWS loT Events & HEZSHBA
CloudWatch .,

aws logs put-resource-policy --policy-name ioteventslLoggingPolicy --policy-
document "{ \"Version\": \"2012-10-17\", \"Statement\": [ { \"Sid\":
\"IoTEventsToCloudWatchLogs\", \"Effect\": \"Allow\", \"Principal\": { \"Service\":

[ \"iotevents.amazonaws.com\" ] }, \"Action\":\"logs:PutLogEvents\", \'"Resource\": \"*

\"} 11

FEAUTHSRERRIERIET, & roleArn BN ECENBFIERAR,

aws iotevents put-logging-options --cli-input-json "{ \"loggingOptions\": {\"roleArn\":
\"arn:aws:iam::123456789012:role/testLoggingRole\", \"level\": \"INFO\", \"enabled\":
true } }"

Amazon SNS B E &% AR
UTRBEXHERT AEREMNEERE , ©41L1E AWS loT Events &i% SNS JEE,
AEERE

"Version": "2012-10-17",
"Statement": [

{
"Action": [
"sns:*"
1,
"Effect": "Allow",
"Resource": "arn:aws:sns:us-east-1:123456789012:testAction"
}

Amazon SNS JHEf&i% £ & Kk 8
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EEXRR

"Version": "2012-10-17",
"Statement": [

{

"Sid". ",
"Effect": "Allow",
"Principal": {
"Service": [
"iotevents.amazonaws.com"
]
},

"Action": "sts:AssumeRole"

Amazon SNS JHEf&i2 BB K
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AWS loT Events #£&l& Al

ARFTULER T oA E A AWS loT Events #2515 22 M ARMFNEFER, BN 5|1 ZBHRPRSHTE
B EERSTEERS. H5I1ZBHNUESHEHEL —ERER , BEAMIEERS E2EERS.
ARG, E2KIE Amazon SNSEE. , RERARAGEERR. HELE=/ELHEHEZHEUTHN ,
BRI E B IEERBSHEKIES —% Amazon SNS SEEEREIA,

BIREES=METEDRERNRE , SUBREFRELEMEMN RPEDRBFEER T TREHIAN
BEREREHENFRIAR,

rEHE L, SETUKRI LT B E XN HERNFREEER, BRI ERZSESFARMBAR
ENHFNRERFSHENRNBREEAETEN AWS KgHEREN]. MRESATRNRER | B
BRAFTXHEFENRARETIRXLERMA , AERMEERANAR ARN,

rEE A L, LRI T LB E LAY TR HISR R AR, BE AT AERZH A S AR AR
BENHEMNBER  SESHENRNB[EREATEM AWS REREATN], MRESFARMBFER
EFHERAMXHEZFMFENAARENRZXLERMA , AEFMBERANEE ARN,

£/ AWS loT Events 12#148 THRUTRHZE.

TE XA
EBRMENEEZNRE , SMXMEAFENBES A AWS loT Eventsi 5%, X2\ @EAIE
HEERNH AKRTTKE AWS loT Events, BJLFA X A LASEM -

. f£fiZ BatchPutMessageiR1E.

« £ AWS loT Core , AFEAEE LT X F AWS loT Events#y AWS loT MN|5|BRE —
22AWS loT Events 2/EFIN, BAMIZEFRRBI 8 Ao

« £ AWS loT Analytics , £/ CreateDatasetiR QI B #FEE contentDeliveryRules, X
HNIEE T B KIABIEERNBTH AWS loT Events i Ao

HEENRZBURXTARNREBE 2 , BUAEL—NHZMA. A, FEAFMRAEE -
B, AEERMALAE EEBEPNBLEFER,
BIEERN B R 2

ERRSEE-MRNBER (ENRBFBIHENER ) . ¥ TEWRS , BENLEH (HRE)
B8, ZEBIMEEANBANRNEESH. SRNB[EELNZEMHE , ©AEREA
AWS RS E SRS HE 3 BEXHTE LB RE, BUTNEXHMEEH , XESHFER AR
HEMRSURBREANRY (k) BRRRE,



https://console.aws.amazon.com/iotevents/
https://docs.aws.amazon.com/iotevents/latest/apireference/API_iotevents-data_BatchPutMessage.html
https://docs.aws.amazon.com/iot/latest/developerguide/iot-rule-actions.html#iotevents-rule
https://docs.aws.amazon.com/iotanalytics/latest/userguide/automate.html#aws-iot-analytics-automate-create-dataset
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EAXRHER , BNFIEERF AR ELFERESN , ARIEERBRIEN Amazon SNSSEE,
HBIig R e

MEBBENSMEZIHE , BFESMAREE—NEE , ATHRRERARBE B MSEIRE R
2. B2 M CreateDetectorModel ¥H key FE., HH key R AFERIRG EH—NF{E
B, MRRAH NI RH RIS, SEMEUSBZBE —MRNSER S, FHORM IS H
SRR BiZRE WA | B2 E RN B34 B4 T R =M kR

MREEREANHRE (IESMEBRFHBEEREBA ) , R EEH —HIRE key FE.

EXHERT , YE—NaARER | ERAGIER— MR (=6])
FHEERNMAREZENEEN S ER

BB Z A% | MRERIBFIAEBRWHEENMAKIEZZE AWS loT Events #®IZE , EFEE

EIEHERITEME N LIRE, EAXRHKESD |, BRER AWS loT 124 & N HEBER X T AWS
loT Eventsfy AWS loT #N|5|ZHREAWS loT Events E/EFN,

A, BEREHRBEA , RASREERA AWS loT 2HIAEERFERMAEKERES AWS loT

Events,

(® Note

AHEEAEFEEMEEM input R detector model , 1 #HiE P RBIFT R, BRI S
EF Itk JSON RABIRA BY G > AR

F&

- RRFH

- BIERA

- BIERMERIEE

o RER AN BEE T

FRFAF
MBLLE AWS B | BoIE—,

1. #TFF https://portal.aws.amazon.com/billing/signup,

FRFZ M 11


https://docs.aws.amazon.com/iot/latest/developerguide/iot-rule-actions.html#iotevents-rule
https://portal.aws.amazon.com/billing/signup
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2. RERFLNEBARITERE,

FEEME , FHER —BEE  EREAREREHA - MRS,

HEGEMET AWS 1K, R 0IZAWS IKFRAF —1. RAFPERIAEZKSPHFTE AWS
RS MAR. EARLRESKR, FANEEAFRSERERFRANR , HEARERRAFNITEE
BRAF T RNRNES.

3. B Amazon Simple Notification Service (Amazon SNS) &,

AHE ( AR RA ) BRIZELIZE T HD Amazon SNS £, XEFBA ARN

SRN :arn:aws:sns:us-east-1:123456789012:underPressureAction
arn:aws:sns:us-east-1:123456789012:pressureClearedAction, X LEEHRNIE
BIZEH Amazon SNS B ARN, BXEZEE , i52 0 (Amazon Simple Notification Service
F A ARIEE) https://docs.aws.amazon.com/sns/latest/dg/.

BR T M@ Amazon SNS FB A A ERZI , BEAUUEFENBFREFEEEEETEN MQTT EE.
EFLEIETN |, BRI LAER C AWS loT ore 2| 1T MR RZIAFIXE MQTT EERER , A
BIFZPRNBER RS EEQNESS , URXELFREBEREER. BETUEAETRMNZEE
B ZNRM AT ERSTHNRENSHE L MQTT EEE .

4. EFEXZF AWS X #9 AWS loT Events, BXEZEE , BSHAWS —fRSZHH AWS loT
Events, NEHB) , 25 ( AWS Management Console A1) H# “fEH AWS Management
Console”,

SIER A

ERERREBARN , RNBUERESERFERATN XY , ZNREIHBREXEXHLURE
HZTRR. HARXEXH I ARBBEE LAENE A

EALBE AT PR SR ER R A
Bk, BERBYARG LAE— BN input. json XM HFEELITAS

{
"motorid": "Fulton-A32",
"sensorData": {
"pressure": 23,
"temperature": 47
}
}

B H A 12


https://docs.aws.amazon.com/singlesignon/latest/userguide/getting-started.html
https://docs.aws.amazon.com/accounts/latest/reference/root-user-tasks.html
https://docs.aws.amazon.com/accounts/latest/reference/root-user-tasks.html
https://docs.aws.amazon.com/sns/latest/dg/
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W , BETEANAlNinput. jsonXf , ARG —MaA, ERAXTHN - NEBRDEXREAS
i 5 AR R R R SR AR L B B o A RO UL BA

£}
- ESMERRGE—TRA
- EERNBERPOIEREA

ESMEERNEE—TaA

REBNATMAELSSMER N BERER RN FZREE R A

1. B3RKAWS loT Events 2§ 8 % “GIEF AWS loT Events 1k /=" &£,
£ AWS loT Events #2H AN E LA | ERHARTSMER.
EEMNSMESD , EERHA

EEHAENELA , EERIERA

MFHA , WAFInputNamel B iR , REER EEXH. EETRHXEES , ACIE—1E
AEFRLEERRPLENiInput. jsonX .

6. WTEERMARY 6 RREEEANEN , REERUE, EIRHIF , RiiEFEmotorid M

sensorData.pressure,

o & w0 DN

RN ZE R Bl A

A E RSB AR BRI 2R AR B TE S A BURWLE N B AR SO B

-_—

FTFFAWS loT Events % & .

£ AWS loT Events 2l &H , IEF QI ERNZF[EE,
TEFE R

EFCIER A

NFRA , WA InputNamei VIR | RFEFE LEXH. ZETHXNEED , HEE—MNa
AEFRZ E',EHJ\_':FQIJEE’Jlnput.JsonK#O

6. WTERBMARY A ARECANEMN  RABEFCE. EURHIH , FI1EEmotorid

sensorData.pressure,

o & w0 b
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SRR EEE

FZEBR , BEARSRKEL—NMRUFEE (ERFIAERNER ) .

NTHHRS , BEXNGH (HRE) B8, ZEBITEEANBANRNEEZESH, SRVIEH
B, E2ESCRSH AR HtbiRE, XESHMNTESH.

FEERPRAET |, L0 7 BUE AR 283 A SR 2R A B 5 AR AT LS TIRIEV S (X LS

HHEFAONEnter, OnExit M OnInput BH ), NEBHNFEFEZBEITENRN true iV, BETRE

1T

BIE BN [E R

1. EREORTE-NMRUBRES. EXHEHBTER , BEEZREZEFIEREIRE State_1 XN E
&,

2. TERBBEHRF , WAMNBF OnEnter , REEFRIMEH,

3. FERMN OnEnter EATHELE , MASHBEHRNEMHRM. ELRRAIP , WA true BIRRIHFHA
AR, BHBLLTEIIRE.

4. T BHRE TH , &F FMRE,
5. EEBEMHEET , PUTUTRE :

a. EERELZE
b. XWTEXEZEH , EEME.
c. NWTZXEEN , WARRENZTENEN,
d. NTZEE, K WAEO(F),
6. EEFRF.
AUERNB[ERAWEASHTRETE (WBE) , IHNEELHNEE, REERUJ[EIRS
HBTENFREZTENRERS , TRESIAZENE (flW, EEHNFMEEF ),
7. EWREA BED , ERREZLH X BOEEFRNB[EE BB

8. EQIEE-MEMB[RE , BEHFNSERFERD , EBRREHGEEI T REZAF, XL
B—/NEH untitled_state_1 BIRAS,

9. EE-—MRE(ER) TEF, RENWAKLELSHI -G

10. BHEEKFFENE —MRSIED FE MRS, FHAMNE —MPRSIBEZMRSHEDL (#R
IR TR ) o
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FRARER

11.
12.
13.
14.

15.
16.

17.

18.

1

©

R TR 7T, EIESHERT , HRASHENNEHRREE,

EXEEHERP , EFRMRE,
ERMDEESHREEE L | EERINRE,
EEFERED | BEFRETE,

a. NTEEBEE , EERE.
b. WT XERH , WAZENEN,

c. XF WE, WAE, #l@: $variable.pressureThresholdBreached + 3,

d. &EBRRE.
EFRE Z/NMRA untitled_state 1,
ERBEEF , MARDSENR , RBFTEON EnterP & B R INEH,

NN OnEnter B4 NE L , MASHBHMBHRM. EEFINEE,

HRFRESD |, &8 RIL SNS HE.

a. XtTF SNS =& , iF# A Amazon SNS =Y B #5 ARN,
b. ®“ERERE

. BB RPIFRMES,

a. XF Onlnput , EBFINEH , RAERAHRTFUTEHER.

Event name: Overpressurized

Event condition: $input.Pressurelnput.sensorData.pressure > 70

Event actions:
Set variable:
Variable operation: Assign value
Variable name: pressureThresholdBreached
Assign value: 3

b. T Onlnput , EFEHFNEH , RAERAHREFEUATEHEE

Event name: Pressure Okay

Event condition: $input.Pressurelnput.sensorData.pressure <= 70

Event actions:
Set variable:
Variable operation: Decrement
Variable name: pressureThresholdBreached
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c. XITF OnExit, B RMEH , ARERECIZER Amazon SNS EFH ARN B AFRFLUT
EHESR

Event name: Normal Pressure Restored
Event condition: true
Event actions:
Send SNS message:
Target arn: arn:aws:sns:us-east-1:123456789012:pressureClearedAction

20. EEE-MRS (Bl ) . ZREHAKESHI -6
21. BHEEKHREMBEZDMDRSED FE MRS, FHA -FRELTRBRENE @MLK,
22. EREHRBIT , RARELESHERD , FAUATERRASHENNEHRREE.

{

Event name: BackToNormal

Event trigger logic: $input.Pressurelnput.sensorData.pressure <= 70 &&
$variable.pressureThresholdBreached <= 0

}

BREMNNAEMAREZEFNR $input EM $variable ENEZER , FSHA RNEFE
HRFANBRYE FEEBEATHENRE,

23. EEFTIERE. RNBRT , WRSRE GO BRN[EE QIR ) . £ FRERP , EEE
PRRZS (Bl EFE ) 6

24. TR BESHRNFERUE TRA, EREALANKM.
25. ERMENB[ERTE , T TR

a. RARNBREREN, HANAREN. FAIEURLAE,

b. EEBABINHE—RBECNEHENZRE. ECEMNERABECHAR | FIREB NIRENERE AWS loT
Events RS RIZE | AERLOHEENAER A,
26. WNTHENEFCERP , BEBRZB A ENNMANEF —NEENBERH, BERENFENEECIER
ANEMXIMEFEETENEEGAR  AENTEARZHEMNEZH LM —0, ROIEEA
motorid & 1.

27. ERREH R
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® Note
NEERNBER OB —FUBROBREFRRTRENBAES . QIERNUF[ERS , 2M
RMABMPRERE-—IEH, LBAREECABNRUIRZLE, WRUBTMRAZEESR (T
HRNBRER ) | ML —NERBRNUIBRSRM. MRUAFINIER , RINEASZEHAEM
X R BL A BRI 2R SR 1

&R LARIMERR N SR E B E W R B4 (RA JSON /X ) |, EfMOIEHERRMBRRE | Al LUK
HRAFERRKOE S — MR RRE,

BADMNEFHESHEALLT CLI s T TIRE, MEXLE  FEIRNF[ERNEY , £HSEE
£ — R A E fE A B9 & ARAE IR

aws iotevents describe-detector-model --detector-model-name motorDetectorModel >
motorDetectorModel. json

XF B — N (motorDetectorModel. json) , EABRELFUTHE,

-~

"detectorModel": {

"detectorModelConfiguration": {
"status": "ACTIVE",
"lastUpdateTime": 1552072424.212,
"roleArn": "arn:aws:iam::123456789012:role/IoTEventsRole",
"creationTime": 1552072424.212,
"detectorModelArn": "arn:aws:iotevents:us-

west-2:123456789012:detectorModel/motorDetectorModel",

"key": "motorid",
"detectorModelName": "motorDetectorModel",
"detectorModelVersion": "1"

.

"detectorModelDefinition": {
"states": [

{
"onInput": {
"transitionEvents": [
{
"eventName": "Overpressurized",
"actions": [

{
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"setVariable": {

"variableName":
"pressureThresholdBreached",
"value":
"$variable.pressureThresholdBreached + 3"
}
}
1,
"condition": "$input.Pressurelnput.sensorData.pressure
> 70",
"nextState": "Dangerous"
}
1,
"events": []
},
"stateName": "Normal",
"onEnter": {
"events": [
{
"eventName": "init",
"actions": [
{
"setVariable": {
"variableName":
"pressureThresholdBreached",
"value": "0Q"
}
}
1,
"condition": "true"
}
]
},
"onExit": {
"events": []
}
},
{
"onInput": {
"transitionEvents": [
{
"eventName": "Back to Normal",

"actions": [],
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"condition": "$variable.pressureThresholdBreached <= 1
&& $input.Pressurelnput.sensorData.pressure <= 70",
"nextState": "Normal"
}
1,
"events": [
{
"eventName": "Overpressurized",
"actions": [
{
"setVariable": {
"variableName":
"pressureThresholdBreached",
"value": "3"
}
}
1,
"condition": "$input.Pressurelnput.sensorData.pressure
> 70"
I
{
"eventName": "Pressure Okay",
"actions": [
{
"setVariable": {
"variableName":
"pressureThresholdBreached",
"value":
"$variable.pressureThresholdBreached - 1"
}
}
1,
"condition": "$input.Pressurelnput.sensorData.pressure
<= 70"
}
]
},
"stateName": "Dangerous",
"onEnter": {
"events": [
{
"eventName": "Pressure Threshold Breached",
"actions": [
{
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"sns": {
"targetArn": "arn:aws:sns:us-
west-2:123456789012:MyIoTButtonSNSTopic"
}
}
1,
"condition": "$variable.pressureThresholdBreached > 1"
}
]
I
"onExit": {
"events": [
{
"eventName": "Normal Pressure Restored",
"actions": [
{
"sns": {
"targetArn": "arn:aws:sns:us-
west-2:123456789012:IoTVirtualButtonTopic"
}
}
1,
"condition": "true"
}
]
}
}
1,
"initialStateName": "Normal"

R A LU R B R

BILMZEBGENBIEN 5L AWS loT Events ( BSRAZENERE ) o ZEBNFBUWMMAE AWS loT 12
HlAEFBIE AWS loT N | FHEEER W AR KL AWS loT Events RNBF, EATEAER AWS loT 2
HEW MQTT B HAENREE . SR LA AL A EREUENEIE | 7HRERIRE AWS loT Events
ARt EE FERAHBERELE MQTT HE. AWS loT
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3 A LA I B 2R A8 B

1. $TFFAWS loT Core #Z£H&, EENSMEBNERT , AR EEEH , REEEAN,
2. EEELANGIEMAN,
3. EREBANTEL , TRATHER :

1. 815, EEANEYE, EEUTFE .
o AMEBM. WMAFNKEZF , Fl0 MyIoTEventsRule,

(® Note
TEEMZER,

o MNHER, ZIH AIED,
- EF T-F,
2. 82%, BE SQLEA, EEUTFE :
« SQL WA, MIZFI&RAIERE LT,
- SQL iEA, %A SELECT *, topic(2) as motorid FROM 'motors/+/status’',

BET—F,
3. B3 &, MAMNIRE, EANRERS |, ERATERE
o BIE 1. &R loT B, ERUTFR
a. WABH. NZFIRFEFELNED, MRENBARER , FEE R

EQIBFRA , BERZRAE loT EHEA. EEUTEE :
« WIABM. WA Pressurelnput,
- IR, ZTHAED,

« bf&—4 JSON X#, LZIER JSON XHMEIAR, MREREXHS  NWEFFLELE
—MEBRRGIX R, ZRBEE

{
"motorid": "Fulton-A32",
"sensorData": {
"pressure': 23,

"temperature": 47

1
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}

« EERBABME. EEAENYIET

« R, BTN LT
it i fe 8

EEEZMANRSHRBFAABHTR, BEECIRNEA.
b. #tEEX, ZWN WIET, MRAUBE—AHEE , FRFLIET
c. JHE ID, B BMIERE , BERINEBUEXHM,
d. IAM B8, NZIIRFERELHNACR, URKRIIHZAGS , FERCIEFAE,

RAABEN , REERLE,

ERMEATN | EEF NINFN BRI
« HIRRMF, WO RANEN. ERMEE  FEREREREE  REMNIRPERERA
BR1E,
EER S FR.
- BET—%,
4. 845, ARANGERERFLNESR , RRGEE 0,
4. HEESMBERLANET | &F MQTT it EF ik,
5. EERHIEE, EELUTFR :

s THEM. MARATIFEEENER , Hlf0 motors/Fulton-A32/status.
« SHEAE. MmAUTEER :

{
"messageld": 100,
"sensorData": {
"pressure": 39
}
}

@ Note
BREAFE SN EEE XN messageld,

R A BN R 2R B 22
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6. XNTxH , BREXETFE , BFAFTPH "pressure" BEZANATHEERNFER P IEEN R
EMV{E (I 85) .

7. &R KM

FRIEN RN BRKBI £ H B KIE—% Amazon SNS JHE ., REREE D EBESTHETELR
B (ARFIHT70) BEE , LEBRUNBNZTER.

HLRHIP | BBFRE=SFENERHETRENEES REREEERES , AR -FRA\EER
R EEBREY Amazon SNS JHR., BERERRERE , —RENRBEIRRABEELSBHRNRFHAR
B RAS H R E — R RBIZRIRK Amazon SNS JEE.

i , CELBT —MIEMANMFKNREE | FZHUA TR,

. ERHALEEESRNSEHRH () .

o HRERCh SR B 109 IR I B 1B 4 A IR SR AWS CLI
TREAHERN TAX WIEEEE,

TR ZENRE.
MBELERERRER , B2 AWS loT EventsiRFEHER,
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AT A EN&ESE AWS loT Events

RBIX LS {ESSE A UM AWS loT Events3R B 5 AR F4b

£

« F£FF & AWS loT Events #2548 a5 /5 A Amazon CloudWatch B &id%

« EH A LAE AWS loT Events #2#l A & T/ERHRZER RN 58 H

o FHEEH) AWS loT Events B3E , MBS A T EMBRESI M IS BENBIEE X

£FF & AWS loT Events &l 234& 2 8} /5 F§ Amazon CloudWatch H
R g3

Amazon £3%8t CloudWatch 1288 AWS BIRMEZIZ1T AWS BRI AR, & CloudWatchBl |
BRI LUREBERNBREEABE R, NARFEENZTRINESRET L, HRF LA AWS loT

Events RN ESHE A ET | CloudWatch B SAZS BIYRENE AWS loT Events IEEMT AL , AR EERINEA
BiR,

E 2 A CloudWatch

1. WMBEEEE |, FRERHFIZENE AWS loT Events S BROIZEEMIMERN AR | ZXKKE
FRIZEFEE CloudWatch HEHIBEE AWS loT Events.

2. %% AWS loT Events ###l &,
3. ESMBERKD , %EFF Settings (RE ) -
4, HERE'THL , EERE
5. E“RERAFIEI TEHMN “BAFEI o , WITATERE
a. T “HHRE" P, &F LD,
b. EEFARF  EE-—NEEEBNRNABRHIITATIER B FRE,
c. (H%E)WMRELEERT B ERFARD , WA UBIHITUTRERBINEEE B F
i EEERBR T, &R RMERED,
i. MARNBBESZHA ( Tik ) KeyValue A is E T F AN 85 2 5 F14%5 & 49 57 25
( 3%61) .
6. EEFEH.

TEFF & AWS loT Events RN E5tE E 8t 5 A Amazon CloudWatch B &8 24
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&M BERTE R E

EH% 75 BATE AWS loT Events #2414 i TER R 7 AT S8 2

£/ AWS loT Events 2% 88t , EERTHERGREFERBIKLEST. B2 , LHEER KM 6
FRMERAEE R FE] AWS loT Events, HEERARMNFEESS , BRI THFEERA KT RKSHY
RT3 L ER R Ro

(® Note

MRETRHTIHE , WFRERF. ROERNF[EEG  ELEBEREEN, BR , &7
BAK SRS S HL E o

F BB AWS loT Events 8 , LB A T KB ESI M AES
BWBIEEX

WMREERK— AWS loT Events BRETBIARER , BHHE ( SRFUBES ) TeE2KEIMER.
it RE—BREEAJREERKEETRTERA R 20B2HRNRER, BR , MRTEDREH 30
RBHE , BT 2R BRHBFEIRNB[ER, MREFERN B FERE  FERERAWS F4# R

Fo
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HiE

REFOENE

o HEEREAARNEBFERNRS  BELREE—MRINBFERFERZ.

- RBEERA AWS CLI 19 RBIR1E,

- SIEMAE , EBCRERENENSBIE, I2ER  DUSWAHHREHERXREHRES.
- EEN@WA, RUZBEFERRM AWS loT Events BRFZHIBRF,

- THERNEZFEENESHTE , I 8FIR.

F&:

« {5 AWS loT Events %I ¥18k M i& %
- FENDSRETS

- RNEFERRGHFRYE

- BETH  REZERERS

5/ AWS loT Events Y5 | ¥ Bx W% %

BRI LAEA AWS IoT Events SRIEMEZH#HE , HBEEXRSHXEUEE, it , BEBUTERS
BRIgE -

Sl A

B BRI — E W AR & B RE R E N BIES AAWS loT Events, &EITIHIRE , BHHE

BAER M AKEEIAWS [oT Events, ZANER A T/LRA X ZEERRMARHEE

- {5/ BatchPutMessage 1k,

« AAWS loT CoreIN| 5| EBE X —NiotEventsHNEE, ANBESFERANEERERXE
£ AWS IloT Events,

« FEHAWS loT Analytics , £ F CreateDatasetiRELAE A S contentDeliveryRulesH %Kk
RE, XEMVIEET B REBIFEERNEL AWS loT Events fii Ao

« T£AWS loT Events ®MFZEFEEM onInput, onExit = transitionEventsEH#H , EX
—/NiotEvents 1. N TFRNVBFEELFMRESHEHEE  EFENBARBRERS , &
MAEBIEEN B
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HIRBTRARX T A RNREBEZE , BYAEL—NHZMNMEA. A, BRI WAEEE—
NEW, ARERATLBUEAEERBEFHHBLEFTER, AWS loT EventsiA JSON HRETHY

EABZBRESIRRNBA. STAATEIRRE  ISHMRMALASRE  URNEEXNE
o

B MEFEE

ERRSEE-MRNEFER ((ENRFJIHENER ) . ¥ TEHRES , BELEH (HR
H)28 6 ZEBTEEANBALURNEESH, RUIEHE  CHUMERAEM AWS RS E
RSB ARE BELHTE LR, EAUELHMEMF , XESHFER AR EE MRS
MAmRENFS (TR ) RERE,

EAHES , 2 EERE AR BRHBEERSH |, IMAREMAENERIERN Amazon SNS HE.
BRI RHER

MRBEFEERSNMREZRHE , WALESMIAFEE-—NFER , AT RAIBAKENIFER
FWHE. (FSMCreateDetectorModel Y key FE., ) ZHRBIEHIIZZHT ( EkeyiR 3!
WMAFZERPERT —IHE) , B2 RIUERF. (BRIEFBRE—MRNEFERS
fl, ) RiE , MR NEFEEMFRBIZEZHEMA , BT EQNEFEE B E MR,

MREEEBRENARE (AESMRBAFHBEERERA ) , WEREEE—HRIR key F
BRo EXMERT , HE B ARKN , FelBZENMVNER (X6) .

HHEENRAREECHNRNEFER

BHBENZMEE  FRkERBIHBERIENBMAKIZE AWS loT Events RNER , EXH
EEIHERTHMAERCRE, ERKED , BFHFEHAWS loT 24148 |, IRENEEREES
AWS loT Events#IAWS loT Core# N 5| Z4HEAWS loT EventsiZ/EMN, Hitk , BEBZRZFHIR
A, RE , BHREFEH AWS loT BHIEER—LHE , XEEHERENMAKEZE AWS loT
Events,

LM AAEERNEFEEFFEFLRE?

EREAECHRNEFEENBRRS , BANBEERNMARE, FlW , MRERTEERTH ,
BRLEFBITENERERER , THEESEENH, IHERTHERER  SHERASHE . &
MRUZEFEREFEFRPRS  REFTEEIR N TEBXRFENS . B  BENSNOTRNE
FEEL—MRE , BATHFENREEL MRS, RERFEAFHEREZNBER T EER. S,
BURBERHANABTRRIIESHREERNNES  ERIABRE EIHHEER , BoXHF
o
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EREETREH#ABIRS , BEEHRA. AABERELNZLTAHRSAENER. E0IE
—MNEA , FERBIRBRENEEFEE - NHSNEYTERENFR. FRRES  BFE—
NMaA , FIFREHAARIEM (“FRBE D) . HIFREEEALZRESZTENER , 8RER
HIESNMNTENTR, EEUELAA , BLXTERZEEURATRE LSIHEN TR, NELE
B, EAIXTREKE ("SERMHNERE ) BITEED ; SAERAFETERE, SFRERANIT—
B8 (ZINEE RGNS DOME ? FEHTERKERBATENTRER (ZRIECHFHMNE
BN BMERER ) . BUMITERITE | AESHPREER.

BAZEEMMMEN— TN HA. ERESHLTE RS, IRBHARNTIHE , HRERETHEE
FZFRES, WANESEMH (transitionEvents RS onInput E4FIRP, HRWBE RS
A B, SHRTYERIE RS , IREFEEHM condition, ) HENKE —MIRSE ,
BETEHRAZRSEMLNEEEE, (BFEA onEnter B, HAFEZFHRAN , WEHNEEHE
B. TESFHMA A, ) CEHMRESEH  BEXNMEGENTOIRTE THELENS.

HXBWEHR onExit M onInput. WEHAFHFREEZMT , onInput EHFRSWMITEET
. HRERHHYIRSHBEFRESRME , onExit BMHFMTIEERKE.

BRERETHAL? B8, MAESE —MEFFEINH RS ? mENHEE , MAETHED
o HEZMIRET , EEEIESHEIE —RE , PRSERIWMANRE (EE MRS
onInput: B4H ) . IRITELERERERNHMERZUILERERENLT |, HIERSE —FRES.

XHREMEL, BoRNVEBFERBIFMARREZERA (MARRBAENERE ) WRESMES
EmEZ, flm, FEREENRMNBEFERES | ATRA MRS  (ERFRS, “IRRENBER
BRS. HEEASE-—EKFUL  BEXBRFIARN , RETERBERBRS. WRILRE
REF 15 7L, RAFEREER. IREUZINBEEREER , RNEFFREZERRSE. X
TEEREL  RITSHFIETEIHAR , RNEFSIEITRRSHREER, BUERATE
M—EEEFZNEMHEN  TREENRE, BEXGLE , FAZ - HRSEHETEERBEERS

BMAANEECSRFERVEFN —PERFERZA?

NREZENXLFIHE | BRI ESREMETF L ?” RREEMESKPHRTRR. THTHE (R
D) ? BFEEFRE (173 ) B? EE-MERENERSE, —MAEEENERSR , URERES
E. R, K@, BRkEMEMERSR, EREXNARNENMEXLEERR , MBERSRES (K.
E. AR, BX ) NEXDMWELT (ENCIRHHEE ) . REARBRBEARS , BENFERD
RAURFRFEARSRES , ASHECSERDBT.

BR , MRERAMEBXHRSTRA , BURFZSNXHNERRETIKG , e T ZHEHF
EfE, SMENABTETHEAMELENKRSBER. ERIERAT , EREESIMRNEFEM, 5
MIENBMEBRRENBELATREEEN key FRINFR. ZFBRILAWS loT EventsA[ LA
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ZXEGERNEFEH  REECIEN , #EFXLEEEBBEEZRMNEFRKG, THEOLEMK
e eyl

AL, MREEUEMN—HBFR (—MERDIMLE ) , WEB—TRUEFXS, NMREBEEASHE
n(iE, #E) , WEESIMRNERFRKH.

& 21 73 SRR

EHREIS | RIOEHAWS CLIGFSEIBA AWS loT Events AP LB NREF |, ZRNREFEX 5|2
N RRASHITEE | EERAMBERS,

L ZBhNBNWELES —ERER , BRLSYEBEZTEBEIRDS , H&IiE Amazon Simple Notification
Service ( Amazon SNS ) JHE |, REBARARFTEZER. HEIBREEE=ENEBWREALAT
i, EAEIREETEERS , HEXES —% Amazon SNSEE | BUAINZIROR BIEBR. RITEERSE
BTEDREN=MELES , SUBREIFEKMEMEN BH — A MFERERKMIER T e LMy
E/EEHEEFHIR,

TR T RNEF ISR,
BIZR A

ERNLNREZNRE , SNXAEEFENEIES A AWS loT Events B 5 7E. HITIIRIEN S

EREEERMAKEE AWS loT Events, BJL# 750 AT AR

 f£M BatchPutMessage #F. XM A EREE , BERENRBZIH#EZERE L SDK HAWS
CLIiF | AWS loT EventsAPI,

« TEAWS loT Core® , N IFERHH B EBIEF X ZIAWS loT EventsBIAWS loT Corefi | 5| B RE —
%AWS loT EventsiZ/EMNI, ZBAMIRBIA A, WRENEZIHBZAURIELETAWS loT
CoreXIZHE , BEAKEE, XA ZEBENRENITERIERTS,

« TEAWS IoT Analytics , £ CreateDataset ##{F | EH contentDeliveryRulesHI¥#ES | 15
FEAWS loT Eventsfii A , BIEEABTRELL B KL, WREERFTFELAWS IoT AnalyticsH
SCESS TN BIRERFIENIERBRE |, BERALE %,

HERNRZFURXTARNREBE 2, BUAEL—IHZMA. Ak, FAFIMHART -1
BN, ARERMAZRNE SR BEFNBLEFER.
SIERNEFEE

ERRSEE-MNEFER ((ENRJIHENER ) . ¥ TEHRES , FELES (HR
H)28 6 ZEBTEEANBALURNEEZESN, RUIEHE  CHMEREM AWS RS E

R 80 SRR 29
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https://docs.aws.amazon.com/iotanalytics/latest/userguide/automate.html#aws-iot-analytics-automate-create-dataset

AWS loT Events FRARIER
MRS B L RIE LR, TR | R BRI A B R R A
KHERENEKH (i) HEREERE,

BMBME R Z

MEREERMSMEZRHRE  HEAREHMEBREMIERHE , BEEMNAAFEE—NTF
B, AATRABARBNBEERBZENH#RE. HS N CreateDetectorModel /M key FER, I
RBHFIRZE (EkeyRBINMAFERAER —NE) , RetlZ— I MRUBFXG, FHR
NEFERFLSREMPBREBERENAA , BEERNEFEEEIHNEBER, SO —RNEF
( =6l ) BEESHW Akey FERIME—EHERE,
B MEERHE
MREEBEEEMENHERE (IES MBI FHBEERERA ) , WEFEEKE —MHRR key F
B, EXMERT , ¥E—XWAZER , FoIBREAMRNERF (=6]). i, —IMNEEHNEN
ER#HZXEREARSE  BERAFABREBEZRATHENEFHENGS. Akt , BIFESNE
BH S HEREFEMINBRE (AA ) 5EX , B REEREERENHERITES,
MRERBFIAHBNERENBAREERNEFER

BI@ENBTILVMAE  BREREFHENEEEN WA LEEHARNAWS loT Eventsia U2
FFo BIBMAFWERNZFERE BRI BREHE.

(® Note
HERNEFREHEFIARNEFEEE  MNNEFTNRNEFERTE/ L oMW R
T BYCE EMRIZRNERF (K6 ) . MRRAEFEECEN , NELHRETES %
SBRFNETEBREANTA.

£}

- BIERMANARERZHIE

- HERNEFEEURTREIRS
« FEEENRMAREERAUEFEE

BB BAUARERE T
Flm , BRENREEATHEIKLHL,

{
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"motorid": "Fulton-A32",
"sensorData": {
"pressure": 23,
"temperature": 47
}
}

BT LMERLLTAWS CLIGS BRI A |, LR Epressure#iEMmotorid ( RTREENHERIER
£)o

aws iotevents create-input --cli-input-json file://pressurelnput.json

pressurelnput.json XHBEUTHRE,

{
"inputName": "Pressurelnput",
"inputDescription": "Pressure readings from a motor",
"inputDefinition": {
"attributes": [
{ "jsonPath": "sensorData.pressure" },
{ "jsonPath": "motorid" }
]
}
}

tIEZACHEAR , YIZENEHNREJFEZRE JSON XHFEANREES. S FIERAT 6
BREEZES AW CLI KA A,

SIERNEFFEBEURTRBRS

HOEAAURERERE , BRI\ EHIBIEREES , QIE Tinput. HEXHF|  H—MBENE
NS ESHNRNEFER,

B LABIEFHHIRA : “Normal”M“Dangerous’s SIR2E , SR NERF ( 3546 ) L
A‘Normal"R7&. HEBM—keyEMW ‘motorid i AZARS , AT H],

RN R FEHIRBIR E DN 70 UL L |, ©¥FH# A“Dangerous™RASH &iX Amazon SNS JH
BHERES, UREZE=ZXMANEDRHRMEEE (DT 70) , RUBFFRE Normal R3S |, H#
K% 5 —% Amazon SNS JHEERNEBIRMBRES,
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I RGN FE F BRI BB T H A Amazon SNS £# , H Amazon BRE# (ARN ) EEXLHE
AN "targetArn": "arn:aws:sns:us-east-1:123456789012:underPressureAction" #
"targetArn": "arn:aws:sns:us-east-1:123456789012:pressureClearedAction",

BXEZEER , 555 (Amazon Simple Notification Service F X &1E/) , E4mMS |, 55
5 {Amazon Simple Notification Service APIZ#&) HH#) CreateTopic M.

W REEBREZR S BIEEGHEMNNRA AWS Identity and Access Management (IAM) &, %A
B ARN ERNEBFEREYHPE RN ""roleArn": "arn:aws:iam::123456789012:role/
IoTEventsRole", &N IZEMNPR AWS loT Events IS HREIZ AR | FAEK ARN & 22N
EFERENHNESNVE,

BAIAERA LT AWS CLI e BRI 2R MR FER,

aws iotevents create-detector-model --cli-input-json file://motorDetectorModel. json
"motorDetectorModel. json" XHEBELULTRHE,

{
"detectorModelName": "motorDetectorModel",
"detectorModelDefinition": {
"states": [

{
"stateName": "Normal",
"onEnter": {
"events": [
{
"eventName": "init",
"condition": "true",
"actions": [
{
"setVariable": {
"variableName": "pressureThresholdBreached",
"value": "0Q"
}
}
]
}
]
I
"onInput": {

Bl NEFERURRRERE 32
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"transitionEvents": [

{
"eventName": "Overpressurized",
"condition": "$input.Pressurelnput.sensorData.pressure > 70",
"actions": [
{
"setVariable": {
"variableName": "pressureThresholdBreached",
"value": "$variable.pressureThresholdBreached + 3"
}
}
1,
"nextState": "Dangerous"
}
]
}
},
{
"stateName": "Dangerous",
"onEnter": {
"events": [
{
"eventName": "Pressure Threshold Breached",
"condition": "$variable.pressureThresholdBreached > 1",
"actions": [
{
"sns": {
"targetArn": "arn:aws:sns:us-
east-1:123456789012:underPressureAction”
}
}
]
}
]
},
"onInput": {
"events": [
{
"eventName": "Overpressurized",
"condition": "$input.Pressurelnput.sensorData.pressure > 70",

"actions": [
{
"setVariable": {
"variableName": "pressureThresholdBreached",

Bl NEFERURRRERE
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FRARER

"value": "3"
}
}
]
},
{
"eventName": "Pressure Okay",
"condition": "$input.Pressurelnput.sensorData.pressure <=
"actions": [
{
"setVariable": {
"variableName": "pressureThresholdBreached",
"value": "$variable.pressureThresholdBreached - 1"
}
}
]
}
1,
"transitionEvents": [
{
"eventName": "BackToNormal",
"condition": "$input.Pressurelnput.sensorData.pressure <=
$variable.pressureThresholdBreached <= 1",
"nextState": "Normal"
}
]
},
"onExit": {
"events": [
{
"eventName": "Normal Pressure Restored",
"condition": "true",
"actions": [
{
"sns": {
"targetArn": "arn:aws:sns:us-
east-1:123456789012:pressureClearedAction"
}
}
]
}
]
}

7®||’

70 &&

Bl NEFERURRRERE

34



AWS loT Events FEANGIER

1,
"initialStateName": "Normal"
},
"key" : "motorid",
"roleArn": "arn:aws:iam::123456789012:role/IoTEventsRole"

REEENRMAREERNEFER

RELEELT —MAA , BT RINREREWERTNEEFTR (SRUERAUREREH
). EL—Td , BT —Ndetector model , BN ENMNEEEH (S AUERNE
FEABURTRERS ) .

BRI , BRREIRE (AP RN EREAWS CLIVITTE ) AESERNBARIEERNE
FFo

@ Note

RN EFEENERNBTRNEFREN , FNNEMORNEFERER 286
HEPCERMIZRNERF (X6 ) . MREEFRUBFRE , WELKEE , B9k E
BHETRBIRANITA.

AT AWS CLI s T R IX B =l R EHRIEL R,

aws iotevents-data batch-put-message --cli-input-json file://highPressureMessage.json
--cli-binary-format raw-in-base64-out

X#H“highPressureMessage.json"@& L THA.

{
"messages": [
{
"messageld": "0000l1",
"inputName": "Pressurelnput",

"payload": "{\"motorid\": \"Fulton-A32\", \"sensorData\": {\"pressure\": 80,
\"temperature\": 39} }"
}
]
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}

B EREREREEHEDH messageld, MBEKRER , AWS loT EventsREE &I H B # 1T
EEHERNR, IR —KEESRERSHANRENS —FEEEMHENmessageID , MAWS loT
Events& ZB&1ZHE R,

BERY , R MENRER (=6 ) SR BENEHSH"Fulton-A32", ZRNEFE
BIERAH A "Normal" R3S, B2 , ATFRMNRENENES TRE , Ate2IZED
BN "Dangerous" KT, EUHEEH , ®NEF2M ARN Farn:aws:sns:us-
east-1:123456789012:underPressureActionfy Amazon SNS i R &% HE,

BT AWS CLI SR XEERTEHDREHENEE,

aws iotevents-data batch-put-message --cli-input-json file://normalPressureMessage.json
--cli-binary-format raw-in-base64-out

normalPressureMessage.json XM EEUTAR,

{
"messages": [
{
"messageId": "00002",
"inputName": "Pressurelnput",

"payload": "{\"motorid\": \"Fulton-A32\", \"sensorData\": {\"pressure\": 60,
\"temperature\": 29} }"
}
]
}

REBERTHARABatchPutMessagen TR , MUMEBE R X HFHmessageld. AKX
RiZEEFNR, HEXKEZXRE , BHFulton-A32’MKNIEF ( S£46] ) £ Amazon SNS i
R"arn:aws:sns:us-east-1:123456789012:pressureClearedAction" XKE—FKHEEHEH
#A"Normal"R7

(@ Note

B LA EABatchPutMessageRAR A EZLKHERE, ER , TRIIABXEHEENINF. NHE
REINFLEEE (WA) , BEBARE—FER , RESESXAA API B K IhIE R,
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BT RATARH BN REFEERHI6ZE SNS HERREHARH.

EHEREDHE

IoT> {
"eventTime" :1558129816420,
"payload":{

"actionExecutionId":"5d7444df-a655-3587-a609-dbd7a0f55267",

"detector":{

"detectorModelName" :"motorDetectorModel",
"keyValue":"Fulton-A32",
"detectorModelVersion":"1"

I

"eventTriggerDetails":{
"inputName":"PressureInput",
"messageld":"00001",
"triggerType":"Message"

},

"state":{
"stateName":'"Dangerous",
"variables":{

"pressureThresholdBreached":3
I
"timers": {3}
}
},

"eventName":"Pressure Threshold Breached"

ENHMEEREEND

IoT> {
"eventTime" :1558129925568,
"payload":{

"actionExecutionId":"7e25fd38-2533-303d-899f-c979792al12cb",

"detector": {
"detectorModelName" :"motorDetectorModel",
"keyValue":"Fulton-A32",
"detectorModelVersion":"1"

.

"eventTriggerDetails":{
"inputName":"PressureInput",
"messageld":"00004",

FEBENRAREERNEFEE
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"triggerType'":"Message"

I
"state":{
"stateName":"Dangerous",
"variables":{
"pressureThresholdBreached":0

},
"timers":{}
}
.

"eventName":"Normal Pressure Restored"

MREEXLTEMITEER , WEHIPRStESE SNS HEARBRFER.

SHEARBR TS HEKIERN (BRRZEIT SNS BER ) HRMUER (X6 ) REFER. EHUER
https://docs.aws.amazon.com/iotevents/latest/apireference/AP|_iotevents-data_DescribeDetector.html

BRI XN EFRSHRLUES.

A9 72 4= Y BRI K /= PR %
HIRENEFREN  BEEZRUT SR
MR actions FH
actions FRE—ANRFIE, BTUESINE , BEIMRINE —RBIE.

Example

"actions": [

{
"setVariable": {
"variableName": "pressureThresholdBreached",
"value": "$variable.pressureThresholdBreached - 1"
}
}
{
"setVariable": {
"variableName": "temperatureIsTooHigh",
"value": "$variable.temperatureIsTooHigh - 1"
}
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https://docs.aws.amazon.com/iotevents/latest/apireference/API_iotevents-data_DescribeDetector.html
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Al {E fH condition FER
condition & transitionEvents WY4E , EEMIER T R Tk,
R condition FRAEE , MERTF "condition": true,

SURFANHELERNF/RE, NREREHRE , WCZEAT false, AF2%
BactionsHEEMN B PIEEMnextState,

TEERNTA%E

HIAMERT , MRESHPRETEZEE , WHFEFTTARLTEATIIARARMSEHNTYE.
FETATA , tXEZATFMHEBonInput, onEnter = onExitFERMNEMHZML,

ERNEFERE Y HIRE evaluationMethod SEHLAERUMLITH. ¥ evaluationMethod
RIEN SERIAL B , NEHTE , HIRBEHHNERFTMES4EG. &N,
YevaluationMethodi® B ABATCHRERIANER , REZXELEH , HEREEI G TAESE
HER G2 BT 2MITRENES,

£ "Dangerous" RZSH onInput FERP , MEFERHE ( HaTmANEDNFHET 70
Bt ) , M"Pressure Okay"E#H#"$variable.pressureThresholdBreached" B —

{
"eventName": "Pressure Okay",
"condition": "$input.Pressurelnput.sensorData.pressure <= 70",
"actions": [
{
"setVariable": {
"variableName": "pressureThresholdBreached",
"value": "$variable.pressureThresholdBreached - 1"
}
}
]
}

Z"Normal"ixE| 0 BY ( ERMRW , SRMEFELBWE=NNTET 70 WEDZHET ) , 8
MIBFRZIIER|"$variable. pressureThresholdBreached" A%, "BackToNormal"H
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MtransitionEventsEH AN "$variable.pressureThresholdBreached" N F&F
1(3E0) , #EBXRKIE"$input.Pressurelnput.sensorData.pressure"i2 K M aIE
2 PMFRET 70,

"transitionEvents": [

{
"eventName": "BackToNormal",
"condition": "$input.Pressurelnput.sensorData.pressure <= 70 &&
$variable.pressureThresholdBreached <= 1",
"nextState": "Normal"
}

]

BN, MRFHEONHTENE , WARNEERBGER —MNEERBE
HRFMHIEE"Normal "R, FUYEREERE LIXAE M ARLS HW
fE"$variable.pressureThresholdBreached", "Overpressurized"E#HWEEEEE
73, BRYEHHERERER FEMcondition,

RIANBERT , BREHFm A onInput FEES , conditionREEREEEFRLBR ARNNE ,
REFT 2B TonInput FIEENEMIREER, onEnter M onExitth 2iMtt, HEANHEARE
HiZRASE , NEEFMMANE A ERE R ER FHEE onEnter 5 onExit FERAEENHMSE
.

SR M AR Fr A8 B R HER

MREEH., BRMEFERLNEFER (S UpdateDetectorModel ) , N FEM BRATE &£ K HY
KNERF (R0 ) HERAFTEREFRUNERNEFZH , TeiaE — LR, FIKUEFER LYK
B ARNAE , NEHLUETSH]. EUtHiE , WA TSR L BTMRA MR = B 4 BRI
KNEFLE, R, SUEAHRENEHERNEFERE LHER,

MARPHZE

MARDAVTERZE  ERTREREERAABRMENENS , RRERSA P 5| HREN , BLHAH
REISHEENENSIH. fli , RED T HEERME :

{
"motor id": "A32",
"sensorData" {
"motor pressure": 56,
"motor temperature": 39

}
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https://docs.aws.amazon.com/iotevents/latest/apireference/API_UpdateDetectorModel.html
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}

ERAUATHREE A
{
"inputName": "PressureInput",
"inputDescription": "Pressure readings from a motor",

"inputDefinition": {
"attributes": [
{ "jsonPath": "sensorData. motor pressure'" },
{ "jsonPath": "'motor id'" }
]
}
}

REERHRBAF , BELSHAERREISRK5| AEMLERHE.

$input.Pressurelnput.sensorData. ‘motor pressure’

BETRY  BEBZREREES

LT REANBOER (£ JSON TR ) B9 JSON XHRA| X ELRBIHN TEMA ( KXiER ) TAHVAC &
EEH,

de =
A==

LERBISSI T — MERSRIZHFIER | 2R EREBIITUTRAE,

s NEX—NARATRANZHSNMXBRNEFER, HEMXECE - NMNEFEH,
- NEMEHIXERN 20t BB REUR E .
« FERENMXENERERER.
NEBNRBRERFESH , AEEAXRFNEEXESH.
o B U INEUM BRFE A XY 15 BER o
« BEERBSTRBEUEENMGSEE.,
- EAREERSRER
c EXRRRER , MIREAERSFRENEESTRETAERE , ZRERKMABIHHEZH

A
/Mo
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c BEFREBRBLREIRE,

I AE L

BB -IMRMNEFER  THTENNZEFHSNINTRXBNEE. B MXETUARESMNEERS

RS, BINBESMNXEYEZ - AHBEREN —a6/nRE , H A LT IF Sk A SR 6% X8R

E., 80MXEEBRNERFRAEH,

ATFRMNEANZFNTRXBAREEETEANSE , FEFTEANEHSH , AERIE

X 'seedTemperatureInput' , AEASNMXEREXLESH, YRINFEHP-FKAAERREE
AWS loT Eventsht |, FRIZ— PMFHRNVNEFERXS K EFIERNEEZXEEANSH, UT
RiZHRANE X,

CLI &% :

aws iotevents create-input --cli-input-json file://seedInput.json

X4 : seedInput.json

{
"inputName": "seedTemperatureInput",
"inputDescription": "Temperature seed values.",
"inputDefinition": {
"attributes": [
{ "jsonPath": "areald" },
{ "jsonPath": "desiredTemperature" 3},
{ "jsonPath": "allowedError" },
{ "jsonPath": "rangeHigh" },
{ "jsonPath": "rangelLow" },
{ "jsonPath": "anomalousHigh" },
{ "jsonPath": "anomalousLow" },
{ "jsonPath": "sensorCount" },
{ "jsonPath": "noDelay" }
]
}
}
) Rz :
{

=]
Jin}

m
I
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"inputConfiguration": {
"status": "ACTIVE",
"inputArn": "arn:aws:iotevents:us-west-2:123456789012:input/
seedTemperatureInput",
"lastUpdateTime": 1557519620.736,
"creationTime": 1557519620.736,
"inputName": "seedTemperatureInput",
"inputDescription": "Temperature seed values."

« NEMEERRINENE—"areald BIEFHENEFEH, SN 'areaDetectorModel 'E
Y key' R,

- BB ZXEMNMHESRFIRKEER , FOBREAES 'desiredTemperature' & , AIgE24H
% 'allowedError's,

s MBREMERSEIRENBEEST rangeHigh' , MIRNEBFLIREEREHIEEHFAEE,

s MBEMERSBIRENBEERT rangelow' , MRNEFLREEEH IENFHHEBERE,

o MBEMERBBRIRENBEST 'anomalousHigh' FETF 'anomalouslow' , N WEF IR
HRELBSEYN , E2ZBIRENBREIEK,
'sensorCount' HHIRNEFZXEIRGEEZRBBNHE, RUEFAEZRINENEE RS
HEISNNERY , N\MITEZXEWFIERE. At , RIEFFALEREMEBSRERENANE ,
HEUURBEZEENISEIEREFBHE, B2 , NRENEZRBEL , RUEFGLEANERERX
—Ro BIMNEBUEES —MNENATYERES MBS EERSHRNEFER, FRABNEININR
MEFER AR AR
'noDelay' fEABER true = false, MRHUFASEETBFE , NMRFFBRSXE —ENRER
B, MRPERBENEBEHERKIEFd, MR 'noDelay'iREN false , MRMNEBFEFHELIER
RESFEERE CFRFIIER , LMBReINETEIRENE, EERHREERNEFERE N
RIERS , RABRNELEEATEERKREITATE.

'temperatureInput' AT i94% BB EIEL M ERNEF =6,

CLI %

aws iotevents create-input --cli-input-json file://temperatureInput.json
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temperatureInput.json 34 :

{
"inputName": "temperaturelnput",
"inputDescription": "Temperature sensor unit data.",
"inputDefinition": {
"attributes": [
{ "jsonPath": "sensorId" },
{ "jsonPath": "areald" },
{ "jsonPath": "sensorData.temperature" }
]
}
}
M) ¥z :
{
"inputConfiguration": {
"status": "ACTIVE",
"inputArn": "arn:aws:iotevents:us-west-2:123456789012:input/temperaturelnput",
"lastUpdateTime": 1557519707.399,
"creationTime": 1557519707.399,
"inputName": "temperaturelnput",
"inputDescription": "Temperature sensor unit data."
}
}
AE

o RERMBFEGFRFER sensorld' REEZEHR LN EREE. TREFREERNEREH KIA
HBEAHB, Mkt , ERTATIRA HINBENZREE (fl , EHAERERBN AR TR
W) REBLNERSE (HTHAESETRFEERENTARNZEFERNBAN ) , MREANX
BHHEHRLESEYETR , 'sensorId' & A LAFBR BZ X i3 4958 BB R 5 X i,

« 'areald' AT RHARSENBERBAZHEMNENERZES, FEMEERKEINE/HE
—'areald' BIERNEF=H], SN 'areaDetectorModel ' EXHFH 'key' FE.

RNEFERE X
'areaDetectorModel' RHEIEERNEER,

CLI 5 :
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aws iotevents create-detector-model --cli-input-json file://areaDetectorModel. json

areaDetectorModel. json X# :

"detectorModelName": "areaDetectorModel",
"detectorModelDefinition": {
"states": [
{

"stateName": "start",

// In the 'start' state we set up the operation parameters of the new detector
instance.

// We get here when the first input message arrives. If that is a
'seedTemperatureInput’

// message, we save the operation parameters, then transition to the 'idle'
state. If

//  the first message is a 'temperaturelInput', we wait here until we get a

// 'seedTemperatureInput' input to ensure our operation parameters are set.
We can

// also reenter this state using the 'BatchUpdateDetector' API. This enables
us to

// reset the operation parameters without needing to delete the detector
instance.

"onEnter": {

"events": [

{
"eventName": "prepare",
"condition": "true",
"actions": [
{

"setVariable": {
// initialize 'sensorId' to an invalid value (@) until an actual
sensor reading
// arrives
"variableName": "sensorId",
"value": "OQ"
}
},
{
"setVariable": {
// initialize 'reportedTemperature' to an invalid value (0.1) until
an actual

m
I
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// sensor reading arrives
"variableName": "reportedTemperature",
"value": "0.1"
}
},
{
"setVariable": {
// When using 'BatchUpdateDetector' to re-enter this state, this
variable should
// be set to true.

"variableName": "resetMe",
"value": "false"
}
}
]
}
]
I
"onInput": {
"transitionEvents": [
{
"eventName": "initialize",
"condition": "$input.seedTemperatureInput.sensorCount > @",
// When a 'seedTemperatureIlnput' message with a valid 'sensorCount' is
received,
// we use it to set the operational parameters for the area to be
monitored.

"actions": [

{
"setVariable": {
"variableName": "rangeHigh",
"value": "$input.seedTemperatureInput.rangeHigh"
}
.
{
"setVariable": {
"variableName": "rangelLow",
"value": "$input.seedTemperatureInput.rangelLow"
}
.
{
"setVariable": {
"variableName": "desiredTemperature",
"value": "$input.seedTemperatureInput.desiredTemperature"

m
I
gl

46



AWS IoT Events

FRARER

}
I
{
"setVariable": {
// Assume we're at the desired temperature when we start.
"variableName": "averageTemperature",
"value": "$input.seedTemperatureInput.desiredTemperature"
}
},
{
"setVariable": {
"variableName": "allowedError",
"value": "$input.seedTemperatureInput.allowedError"
}
},
{
"setVariable": {
"variableName": "anomalousHigh",
"value": "$input.seedTemperatureInput.anomalousHigh"
}
},
{
"setVariable": {
"variableName": "anomalousLow",
"value": "$input.seedTemperatureInput.anomalousLow"
}
},
{
"setVariable": {
"variableName": "sensorCount",
"value": "$input.seedTemperatureInput.sensorCount"
}
},
{
"setVariable": {
"variableName": "noDelay",
"value": "$input.seedTemperaturelnput.noDelay == true"
}
}
1,
"nextState": "idle"
I
{

"eventName": "reset",

m
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"condition": "($variable.resetMe == true) &&
($input.temperaturelnput.sensorData.temperature < $variable.anomalousHigh &&
$input.temperaturelnput.sensorData.temperature > $variable.anomalouslLow)",

// This event is triggered if we have reentered the 'start' state using
the

// 'BatchUpdateDetector' API with 'resetMe' set to true. When we
reenter using

// 'BatchUpdateDetector' we do not automatically continue to the 'idle'
state, but

// wait in 'start' until the next input message arrives. This event
enables us to

//  transition to 'idle' on the next valid 'temperaturelInput' message
that arrives.

"actions": [

{
"setVariable": {
"variableName": "averageTemperature",
"value": "((($variable.averageTemperature * ($variable.sensorCount
- 1)) + $input.temperaturelnput.sensorData.temperature) / $variable.sensorCount)"
}
}
1,
"nextState": "idle"
}
]
.
"onExit": {
"events": [
{
"eventName": "resetHeatCool",
"condition": "true",
// Make sure the heating and cooling units are off before entering
'idle'.
"actions": [
{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:heatOff"
}
},
{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:cool0ff"
}
.
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{
"iotTopicPublish": {
"mqttTopic": "hvac/Heating/Off"
}
},
{
"iotTopicPublish": {
"mqttTopic": "hvac/Cooling/0Off"
}
}
]
}
]
}
},
{
"stateName": "idle",
"onInput": {
"events": [
{
"eventName": "whatWasInput",
"condition": "true",
// By storing the 'sensorId' and the 'temperature' in variables, we make
them
// available in any messages we send out to report anomalies, spikes,
or just

//  if needed for debugging.
"actions": [

{
"setVariable": {
"variableName": "sensorId",
"value": "$input.temperatureInput.sensorId"
}
I
{
"setVariable": {
"variableName": "reportedTemperature",
"value": "$input.temperatureInput.sensorData.temperature"
}
}
]
I
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"eventName": "changeDesired",

"condition": "$input.seedTemperatureInput.desiredTemperature !=
$variable.desiredTemperature",

// This event enables us to change the desired temperature at any time by
sending a

// 'seedTemperatureInput' message. But note that other operational
parameters are not

// read or changed.

"actions": [

{
"setVariable": {
"variableName": "desiredTemperature",
"value": "$input.seedTemperatureInput.desiredTemperature"
}
}
]
1,
{
"eventName": "calculateAverage",
"condition": "$input.temperaturelnput.sensorData.temperature <

$variable.anomalousHigh && $input.temperaturelInput.sensorData.temperature >
$variable.anomalousLow",
// If a valid temperature reading arrives, we use it to update the
average temperature.
// For simplicity, we assume our sensors will be sending updates at
about the same rate,
// so we can calculate an approximate average by giving equal weight to
each reading we receive.
"actions": [
{
"setVariable": {
"variableName": "averageTemperature",
"value": "((($variable.averageTemperature * ($variable.sensorCount
- 1)) + $input.temperaturelnput.sensorData.temperature) / $variable.sensorCount)"

}

}
1,

"transitionEvents": [

{

"eventName": "anomalousInputArrived",
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"condition": "$input.temperaturelnput.sensorData.temperature >=
$variable.anomalousHigh || $input.temperaturelInput.sensorData.temperature <=
$variable.anomalousLow",

// When an anomalous reading arrives, send an MQTT message, but stay in
the current state.

"actions": [

{
"iotTopicPublish": {
"mqttTopic": "temperatureSensor/anomaly"
}
}
1,
"nextState": "idle"
I
{
"eventName": "highTemperatureSpike",
"condition": "$input.temperaturelnput.sensorData.temperature >

$variable.rangeHigh",

// When even a single temperature reading arrives that is above the
'rangeHigh', take

//  emergency action to begin cooling, and report a high temperature

spike.
"actions": [
{
"iotTopicPublish": {
"mqttTopic": "temperatureSensor/spike"
}
},
{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:coo0lOn"
}
.
{
"iotTopicPublish": {
"mqttTopic": "hvac/Cooling/On"
}
},
{
"setVariable": {
// This is necessary because we want to set a timer to delay the
shutoff
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// of a cooling/heating unit, but we only want to set the timer

when we
// enter that new state initially.

"variableName": "enteringNewState",
"value": "true"
}
}
1,
"nextState": "cooling"
1,
{
"eventName": "lowTemperatureSpike",
"condition": "$input.temperaturelnput.sensorData.temperature <

$variable.rangelLow",

// When even a single temperature reading arrives that is below the
'rangeLow', take

//  emergency action to begin heating, and report a low-temperature

spike.
"actions": [
{
"iotTopicPublish": {
"mqttTopic": "temperatureSensor/spike"
}
},
{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:heatOn"
}
I
{
"iotTopicPublish": {
"mqttTopic": "hvac/Heating/On"
}
},
{
"setVariable": {
"variableName": "enteringNewState",
"value": "true"
}
}
1,

"nextState": "heating"
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"eventName": "highTemperatureThreshold",

"condition": "(((($variable.averageTemperature * ($variable.sensorCount
- 1)) + $input.temperaturelnput.sensorData.temperature) / $variable.sensorCount) >
($variable.desiredTemperature + $variable.allowedError))",

// When the average temperature is above the desired temperature plus the
allowed error factor,

// it is time to start cooling. Note that we calculate the average
temperature here again

// because the value stored in the 'averageTemperature' variable is not
yet available for use

// in our condition.

"actions": [

{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:coolOn"
}
},
{
"iotTopicPublish": {
"mqttTopic": "hvac/Cooling/On"
}
I
{
"setVariable": {
"variableName": "enteringNewState",
"value": "true"
}
}
1,
"nextState": "cooling"
},
{
"eventName": "lowTemperatureThreshold",
"condition": "(((($variable.averageTemperature * ($variable.sensorCount

- 1)) + $input.temperaturelnput.sensorData.temperature) / $variable.sensorCount) <
($variable.desiredTemperature - $variable.allowedError))",

// When the average temperature is below the desired temperature minus
the allowed error factor,

// it is time to start heating. Note that we calculate the average

temperature here again
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// because the value stored in the 'averageTemperature' variable is not
yet available for use

// in our condition.

"actions": [

{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:heatOn"
}
3,
{

"iotTopicPublish": {
"mqttTopic": "hvac/Heating/On"

}
I
{
"setVariable": {
"variableName": "enteringNewState",
"value": "true"
}
}
1,
"nextState": "heating"
}
]
}
I
{
"stateName": "cooling",

"onEnter": {
"events": [
{
"eventName": "delay",
"condition": "!$variable.noDelay && $variable.enteringNewState",
// If the operational parameters specify that there should be a minimum
time that the
// heating and cooling units should be run before being shut off again,

we set
// a timer to ensure the proper operation here.
"actions": [
{
"setTimer": {
"timerName": "coolingTimer",
HER 54
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"seconds": 180

}
},
{
"setVariable": {
// We use this 'goodToGo' variable to store the status of the timer
expiration
// for use in conditions that also use input variable values. If
// 'timeout()' is used in such mixed conditionals, its value is
lost.
"variableName": "goodToGo",
"value": "false"
}
}
]
I
{
"eventName": "dontDelay",
"condition": "$variable.noDelay == true",
// If the heating/cooling unit shutoff delay is not used, no need to
wait.
"actions": [
{
"setVariable": {
"variableName": "goodToGo",
"value": "true"
}
}
]
I
{
"eventName": "beenHere",
"condition": "true",
"actions": [
{
"setVariable": {
"variableName": "enteringNewState",
"value": "false"
}
}
]
}
]
I
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"onInput": {
"events": [

// These are events that occur when an input is received (if the condition

is
// satisfied), but don't cause a transition to another state.
{
"eventName": "whatWasInput",
"condition": "true",
"actions": [
{
"setVariable": {
"variableName": "sensorId",
"value": "$input.temperatureInput.sensorId"
}
I
{
"setVariable": {
"variableName": "reportedTemperature",
"value": "$input.temperatureInput.sensorData.temperature"
}
}
]
I
{
"eventName": "changeDesired",
"condition": "$input.seedTemperatureInput.desiredTemperature !=

$variable.desiredTemperature",
"actions": [

{
"setVariable": {
"variableName": "desiredTemperature",
"value": "$input.seedTemperatureIlnput.desiredTemperature"
}
}
]
},
{
"eventName": "calculateAverage",
"condition": "$input.temperaturelnput.sensorData.temperature <

$variable.anomalousHigh && $input.temperaturelInput.sensorData.temperature >
$variable.anomalousLow",
"actions": [

{
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"setVariable": {

"variableName": "averageTemperature",
"value": "((($variable.averageTemperature * ($variable.sensorCount
- 1)) + $input.temperatureInput.sensorData.temperature) / $variable.sensorCount)"
}
}
]
I
{
"eventName": "areWeThereYet",
"condition": "(timeout(\"coolingTimer\"))",
"actions": [
{
"setVariable": {
"variableName": "goodToGo",
"value": "true"
}
}
]
}
1,

"transitionEvents": [

// Note that some tests of temperature values (for example, the test for an
anomalous value)

// must be placed here in the 'transitionEvents' because they work
together with the tests

// in the other conditions to ensure that we implement the proper
"if..elseif..else" logic.

// But each transition event must have a destination state ('nextState'),
and even if that

// is actually the current state, the "onEnter" events for this state
will be executed again.

// This is the reason for the 'enteringNewState' variable and related.

{
"eventName": "anomalousInputArrived",
"condition": "$input.temperaturelnput.sensorData.temperature >=
$variable.anomalousHigh || $input.temperaturelnput.sensorData.temperature <=

$variable.anomalousLow",
"actions": [
{
"iotTopicPublish": {
"mqttTopic": "temperatureSensor/anomaly"
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1,
"nextState": "cooling"
1,
{
"eventName": "highTemperatureSpike",
"condition": "$input.temperaturelnput.sensorData.temperature >

$variable.rangeHigh",
"actions": [

{
"iotTopicPublish": {
"mqttTopic": "temperatureSensor/spike"
}
}
1,
"nextState": "cooling"
1,
{
"eventName": "lowTemperatureSpike",
"condition": "$input.temperaturelnput.sensorData.temperature <

$variable.rangelLow",
"actions": [

{
"iotTopicPublish": {
"mqttTopic": "temperatureSensor/spike"
}
1,
{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:cool0ff"
}
1,
{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:heatOn"
}
1,
{
"iotTopicPublish": {
"mqttTopic": "hvac/Cooling/Off"
}
1,
{
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"iotTopicPublish": {
"mqttTopic": "hvac/Heating/On"

}
I
{
"setVariable": {
"variableName": "enteringNewState",
"value": "true"
}
}
1,
"nextState": "heating"
},
{
"eventName": "desiredTemperature",
"condition": "(((($variable.averageTemperature * ($variable.sensorCount

- 1)) + $input.temperatureInput.sensorData.temperature) / $variable.sensorCount) <=
($variable.desiredTemperature - $variable.allowedError)) && $variable.goodToGo ==
true",

"actions": [

{

sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:cool0ff"
}

I

{
"iotTopicPublish": {

"mqttTopic": "hvac/Cooling/Off"

}
1,

"nextState": "idle"

"stateName": "heating",
"onEnter": {
"events": [

{
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"eventName": "delay",
"condition": "!$variable.noDelay && $variable.enteringNewState",
"actions": [

{

"setTimer": {
"timerName": "heatingTimer",
"seconds": 120

}
},
{

"setVariable": {
"variableName": "goodToGo",
"value": "false"

}

}
]
},
{
"eventName": "dontDelay",
"condition": "$variable.noDelay == true",
"actions": [
{

"setVariable": {
"variableName": "goodToGo",
"value": "true"

}

}
]
},
{
"eventName": "beenHere",
"condition": "true",
"actions": [
{

"setVariable": {
"variableName": "enteringNewState",
"value": "false"

}

}
]
}
]
},
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"onInput": {
"events": [
{
"eventName": "whatWasInput",
"condition": "true",
"actions": [
{
"setVariable": {
"variableName": "sensorId",
"value": "$input.temperatureInput.sensorId"
}
I
{
"setVariable": {
"variableName": "reportedTemperature",
"value": "$input.temperatureInput.sensorData.temperature"
}
}
]
I
{
"eventName": "changeDesired",
"condition": "$input.seedTemperaturelnput.desiredTemperature !=

$variable.desiredTemperature",
"actions": [

{
"setVariable": {
"variableName": "desiredTemperature",
"value": "$input.seedTemperatureInput.desiredTemperature"
}
}
]
},
{
"eventName": "calculateAverage",
"condition": "$input.temperaturelnput.sensorData.temperature <

$variable.anomalousHigh && $input.temperaturelnput.sensorData.temperature >
$variable.anomalousLow",
"actions": [

{
"setVariable": {
"variableName": "averageTemperature",
"value": "((($variable.averageTemperature * ($variable.sensorCount

- 1)) + $input.temperatureInput.sensorData.temperature) / $variable.sensorCount)"
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}
}
]
I
{
"eventName": "areWeThereYet",
"condition": "(timeout(\"heatingTimer\"))",
"actions": [
{
"setVariable": {
"variableName": "goodToGo",
"value": "true"
}
}
]
}
1,
"transitionEvents": [
{
"eventName": "anomalousInputArrived",
"condition": "$input.temperatureInput.sensorData.temperature >=
$variable.anomalousHigh || $input.temperaturelInput.sensorData.temperature <=

$variable.anomalousLow",
"actions": [

{
"iotTopicPublish": {
"mqttTopic": "temperatureSensor/anomaly"
}
}
1,
"nextState": "heating"
1,
{
"eventName": "highTemperatureSpike",
"condition": "$input.temperaturelnput.sensorData.temperature >

$variable.rangeHigh",
"actions": [

{
"iotTopicPublish": {
"mqttTopic": "temperatureSensor/spike"
}
},
{
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"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:heatOff"
}
1,
{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:coolOn"
}
},
{
"iotTopicPublish": {
"mqttTopic": "hvac/Heating/Off"
}
1,
{
"iotTopicPublish": {
"mqttTopic": "hvac/Cooling/On"
}
},
{
"setVariable": {
"variableName": "enteringNewState",
"value": "true"
}
}
1,
"nextState": "cooling"
1,
{
"eventName": "lowTemperatureSpike",
"condition": "$input.temperatureInput.sensorData.temperature <

$variable.rangeLow",
"actions": [

{
"iotTopicPublish": {
"mqttTopic": "temperatureSensor/spike"
}
}
1,
"nextState": "heating"
1,
{
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"eventName": "desiredTemperature",
"condition": "(((($variable.averageTemperature * ($variable.sensorCount
- 1)) + $input.temperaturelnput.sensorData.temperature) / $variable.sensorCount) >=
($variable.desiredTemperature + $variable.allowedError)) && $variable.goodToGo ==
true",
"actions": [
{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:heatOff"
}
},
{
"iotTopicPublish": {
"mqttTopic": "hvac/Heating/Off"

}
]I

"nextState": "idle"

1,

"initialStateName": "start"
},
"key": "areald",
"roleArn": "arn:aws:iam::123456789012:role/IoTEventsRole"

] R :

"detectorModelConfiguration": {

"status": "ACTIVATING",

"lastUpdateTime": 1557523491.168,

"roleArn": "arn:aws:iam::123456789012:role/IoTEventsRole",

"creationTime": 1557523491.168,

"detectorModelArn": "arn:aws:iotevents:us-west-2:123456789012:detectorModel/
areaDetectorModel",

"key": "areald",

"detectorModelName": "areaDetectorModel",
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"detectorModelVersion": "1"

BatchUpdateDetector =4

A LAfEABatchUpdateDetector BEFKRMEFRZFE T SRS , SFEITHIENETEME. £
TRHIF , BatchUpdateDetector BELEELA TRERMMZES 2 THXENRES K. Bt

BRYE, BLTENR, EFNCIEFERRNEFER,

CLI % :

aws iotevents-data batch-update-detector --cli-input-json file://areaDM.BUD.json

areaDM.BUD. json X4 :

{
"detectors": [
{
"messageId": "0001",
"detectorModelName": "areaDetectorModel",
"keyValue": "Areabl",
"state": {
"stateName": "start",
"variables": [
{
"name": "desiredTemperature",
"value": "22"
I
{
"name": "averageTemperature",
"value": "22"
I
{
"name": "allowedError",
"value": "1.0"
I
{
"name": "rangeHigh",
"value": "30.0"
I
{
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"name": "rangeLow",
"value": "15.0"

},

{
"name": "anomalousHigh",
"value": "60.0"

},

{
"name": "anomalousLow",
"value": "0.0"

},

{
"name": "sensorCount",
"value": "12"

},

{
"name": "noDelay",
"value": "true"

},

{
"name": "goodToGo",
"value": "true"

},

{
"name": "sensorId",
"value": "OQ"

},

{
"name": "reportedTemperature",
"value": "0Q.1"

},

{
"name": "resetMe",

// When 'resetMe' is true, our detector model knows that we have reentered
the 'start' state
//  to reset operational parameters, and will allow the next valid
temperature sensor
// reading to cause the transition to the 'idle' state.
"value": "true"
}
1,
"timers": [

]
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"batchUpdateDetectorErrorEntries": []

BatchPutMessage =4

Example 1

£ BatchPutMessage BELIE—%"seedTemperatureInput"HE , AZEEZEHIM
BN AEXTIEBRESE. AWS loT Eventsl N EEH "areald"HWHESSHBIE
FRNEBFEE, R, EREFXEN "idle"HEH , FHRNBFEFHIFFREEX
N "seedTemperaturelnput" , B R SFHRLEIEE, EHIHERHSG,

CLI % :

aws iotevents-data batch-put-message --cli-input-json file://seedExample.json --cli-
binary-format raw-in-base64-out

seedExample.json X4 :

{
"messages": [
{
"messageId": "00001",
"inputName": "seedTemperatureInput",

"payload": "{\"arealId\": \"Area51\", \"desiredTemperature\": 20.0, \"allowedError
\": 0.7, \"rangeHigh\": 30.0, \"rangeLow\": 15.0, \"anomalousHigh\": 60.0,
\"anomalousLow\": 0.0, \"sensorCount\": 1@, \"noDelay\": false}"
}

] R :
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{
"BatchPutMessageErrorEntries": []
}
Example
2

£ BatchPutMessage RELIE "temperatureInput" JHE , LAIRE A B HI A WS W X 5 A 15 =&
FHRERBEBEE.

CLI &% :

aws iotevents-data batch-put-message --cli-input-json file://temperatureExample.json --
cli-binary-format raw-in-base64-out

temperatureExample. json X# :

"messages": [
{
"messageld": "00005",
"inputName": "temperatureInput",
"payload": "{\"sensorId\": \"@5\", \"areaId\": \"Area51\", \"sensorData\":
{\"temperature\": 23.12} }"

"BatchPutMessageErrorEntries": []

Example 3

{8 BatchPutMessage %)% "seedTemperatureInput" HE , UERAEXBWFTERE
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aws iotevents-data batch-put-message --cli-input-json file://seedSetDesiredTemp.json --
cli-binary-format raw-in-base64-out

seedSetDesiredTemp. json X4 :

{
"messages": [
{
"messageId": "00001",
"inputName": "seedTemperatureInput",
"payload": "{\"areaId\": \"Area51\", \"desiredTemperature\": 23.0}"
}
]
}
0g R
{
"BatchPutMessageErrorEntries": []
}

R BELMQTT JBHE

MRERB[ITERRILEMER "BatchPutMessage" APl , BEA[LAEARESR MQTT BEF HNEK
TERIZE| AWS IoT Core SEERIE , MEATLABIE—N AWS loT Core EFHN , LUFEERIBEERE
= AWS loT Events iAo LA AWS loT Events EEHNME N |, ZMANRA MQTT @
B "areald"M"sensorId"WAFER , MR HEBEMMAE "sensorData. temperature"F&H
B "temp"FE , X LEHIFEBRIEMZERIIBNAWS loT Events "temperatureInput"s

MRERBRB[ITERBRILEMER "BatchPutMessage" APl , BERAJLAEARESR MQTT EFHNEK
FERIEE AWS IoT Core JEERE |, MEAT A6 —/ AWS loT Core EEHN , LUPEEREEE
[B1ZE AWS loT Events i Ao L FE3T AWS loT Events TEMMAESNL , ZHNEA MQTT @+
W"areald"M"sensorId"MAFE , UK HEEERAHK "sensorData.temperature" FE&F
" temp"FE , X LEHFEBRENZERIIBAWS loT Events "temperatureInput"s

CLI % :
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aws iot create-topic-rule --cli-input-json file://temperatureTopicRule.json

seedSetDesiredTemp. json X4 :

"ruleName": "temperatureTopicRule",
"topicRulePayload": {
"sql": "SELECT topic(3) as areald, topic(4) as sensorld, temp as
sensorData.temperature FROM 'update/temperature/#'",

"description": "Ingest temperature sensor messages into IoT Events",
"actions": [
{
"iotEvents": {
"inputName": "temperaturelnput",
"roleArn": "arn:aws:iam::123456789012:role/service-role/anotheRole"
}
}
1,

"ruleDisabled": false,
"awsIotSglVersion": "2016-03-23"

Rz : [F]

MBERBRBESUTERARLIET —FBXEA "update/temperature/Area51/03"HIEE,

{ "temp": 24.5 }

X2SBBEWBRIEIAWS loT Events |, BLE#HITUL T "BatchPutMessage" API A —#,

aws iotevents-data batch-put-message --cli-input-json file://spoofExample.json --cli-
binary-format raw-in-base64-out

spoofExample.json X4 :

"messages": [

{
"messageId": "54321",
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"inputName": "temperaturelnput",
"payload": "{\"sensorId\": \"@3\", \"areaId\": \"Area51\", \'"sensorData\":
{\"temperature\": 24.5} }"
}

T~ . £ KRS Amazon SNSHE

LT R "Area51" BMFEFRAEI LB SNS HE =B,

Heating system off command> {
"eventTime" :1557520274729,

"payload":{
"actionExecutionId":"f3159081-bac3-38a4-96f7-74af0940d0a4",
"detector":{

"detectorModelName":"areaDetectorModel", "keyValue":"Area51", "detectorModelVersion":"1"}, "event
{"inputName":"seedTemperatureInput", "messageId":"00001","triggerType":"Message"}, "state":
{"stateName":"start", "variables":

{"sensorCount":10, "rangeHigh":30.0, "resetMe":false, "enteringNewState" :true, "averageTemperature"

{}3}3},"eventName": "resetHeatCool"}

Cooling system off command> {"eventTime":1557520274729,"payload":
{"actionExecutionId":"98f6alb5-8f40-3cdb-9256-93afd4d66192", "detector":
{"detectorModelName":"areaDetectorModel", "keyValue":"Area51", "detectorModelVersion":"1"}, "event
{"inputName":"seedTemperatureInput", "messageId":"00001","triggerType":"Message"}, "state":
{"stateName":"start", "variables":

{"sensorCount":10, "rangeHigh":30.0, "resetMe":false, "enteringNewState" :true, "averageTemperature"

{3}3}3}, "eventName":"resetHeatCool"}

5 : DescribeDetector API
AT LAEF DescribeDetector EEEFERMEFLHIMN LHINRE., TEEMITET,
CLI &% :

aws iotevents-data describe-detector --detector-model-name areaDetectorModel --key-
value Area5l
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0] Rz :

"detector": {
"lastUpdateTime": 1557521572.216,
"creationTime": 1557520274.405,

"state": {
"variables": [

{
"name": "resetMe",
"value": "false"

},

{
"name": "rangeLow",
"value": "15.0"

},

{
"name": "noDelay",
"value": "false"

},

{
"name": "desiredTemperature",
"value": "20.0"

},

{
"name": "anomalousLow",
"value": "0.0"

},

{
"name": "sensorId",
"value": "\"OQ1\""

},

{
"name": "sensorCount",
"value": "10"

},

{
"name": "rangeHigh",
"value": "30.0"

},

{
"name": "enteringNewState",
"value": "false"

},
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{
"name": "averageTemperature",
"value": "19.572"
.
{
"name": "allowedError",
"value": "0.7"
.
{
"name": "anomalousHigh",
"value": "60.0"
.
{
"name": "reportedTemperature",
"value": "15.72"
.
{
"name": "goodToGo",
"value": "false"
}
1,
"stateName": "idle",
"timers": [
{
"timestamp": 1557520454.0,
"name": "idleTimer"
}
]
},
"keyValue": "Areab5l",
"detectorModelName": "areaDetectorModel",
"detectorModelVersion": "1"

AWS loT Core M| 5|2 R4l

BAUTHNPRF AWS [oT Core MQTT SER UK FEMBERBENEREH RA. BIIBRESEX TR
BFEEESNES N KIEN ARSI EENAWS loT Corelitk, FLRHlH , RITELTER
"Area51HeatingUnit" # "Area51CoolingUnit" BT,

CLI 5 :

m
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aws iot create-topic-rule --cli-input-json file://ADMShadowCoolOffRule.json

ADMShadowCoo0l0ffRule.json X4 :

{
"ruleName": "ADMShadowCoolOff",
"topicRulePayload": {
"sql": "SELECT topic(3) as state.desired.command FROM 'hvac/Cooling/Off'",
"description": "areaDetectorModel mqgtt topic publish to cooling unit shadow
request",
"ruleDisabled": false,
"awsIotSqlVersion": "2016-03-23",
"actions": [
{
"republish": {
"topic": "$$aws/things/${payload.detector.keyValue}CoolingUnit/shadow/
update",
"roleArn": "arn:aws:iam::123456789012:role/service-role/ADMShadowRole"
}
}
]
}
}

aws iot create-topic-rule --cli-input-json file://ADMShadowCoolOnRule. json

ADMShadowCoolOnRule. json X# :

{
"ruleName": "ADMShadowCoolOn",
"topicRulePayload": {
"sql": "SELECT topic(3) as state.desired.command FROM 'hvac/Cooling/On'",
"description": "areaDetectorModel mgtt topic publish to cooling unit shadow
request",

"ruleDisabled": false,
"awsIotSqlVersion": "2016-03-23",
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"actions": [

{
"republish": {
"topic": "$$aws/things/${payload.detector.keyValue}CoolingUnit/shadow/
update",
"roleArn": "arn:aws:iam::123456789012:r0le/service-role/ADMShadowRole"
}
}

aws iot create-topic-rule --cli-input-json file://ADMShadowHeatOffRule.json

ADMShadowHeatOffRule.json X4 :

{
"ruleName": "ADMShadowHeatOff",
"topicRulePayload": {
"sql": "SELECT topic(3) as state.desired.command FROM 'hvac/Heating/Off'",
"description'": "areaDetectorModel mqtt topic publish to heating unit shadow
request",
"ruleDisabled": false,
"awsIotSqlVersion": "2016-03-23",
"actions": [
{
"republish": {
"topic": "$$aws/things/${payload.detector.keyValue}HeatingUnit/shadow/
update",
"roleArn": "arn:aws:iam::123456789012:ro0le/service-role/ADMShadowRole"
}
}
]
}
}

Wa R : [ZE]
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FRARER

CLI % :

aws iot create-topic-rule --cli-input-json file://ADMShadowHeatOnRule.json

ADMShadowHeatOnRule. json X4 :

{
"ruleName": "ADMShadowHeatOn",
"topicRulePayload": {
"sql": "SELECT topic(3) as state.desired.command FROM 'hvac/Heating/On'",
"description": "areaDetectorModel mqtt topic publish to heating unit shadow
request",
"ruleDisabled": false,
"awsIotSglVersion": "2016-03-23",
"actions": [
{
"republish": {
"topic": "$$aws/things/${payload.detector.keyValue}HeatingUnit/shadow/
update",
"roleArn": "arn:aws:iam::123456789012:ro0le/service-role/ADMShadowRole"
}
}
]
}
}
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FRARER

SRR

AWS loT Events A BAFE 42 B35 EBH D ES AR IRE, ERILUE LR EBRFESUER ITaTERE
RETE , WEFBIBREEEH M AWS K,

@ Note

ERMNSFRBEREATHN , AN FRHERERENSHERARER, BXEZEE | 1

B RIER,

AWS loT Events X#ZFUT AFEBERITHRNTETEMNIRE

setTimer BIZiTATEE,

resetTimer EEiTATER.
clearTimer MiRRiTET 2R,
setVariable BIEBEE,

AWS loT Events X#E U T A FEEH AWS RS HIRE -

iotTopicPublish &fAEX MATT EEMWEE.

iotEvents FEHIELB ABHERNKIEZE AWS loT Events .
iotSiteWise FFEIERIEZE AWS loT SiteWise FHIE =& 1.
dynamoDB [ Amazon DynamoDB &R x ¥z,

dynamoDBv2 [8 Amazon DynamoDB &k K ¥z,
firehoseff##E &% % Amazon Data Firehose o
lambda @M AWS Lambda B #K.

sns BRI HEX B H & IA

sqs FHEIE XM ZE Amazon SQS A5,

EANIER

AWS loT Events X#FUT AFBER TSN RETEMIRE

AR ERE

77
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« setTimer Sl itAI&s,

« resetTimer EEITHIES,

« clearTimer MBRITREIES,

« setVariable t|ETE,

RE T ERIRE
Set timer action

setTimer 4B LALL &6 —MSERaT A AR 7y B A T AS 25,

More information (2)
SIS , XAEEUATSH.
timerName

T B BR B9 B FRo

durationExpression
(A% ) itedERAvIRELatE , AR N B,
BEMNBRIXNITEEROA TEANKBENER, i, WREFITERREN 60.99
¥, NEZNRREXNVITESE RN 60 ¥,

EXEZEER , 3 (AWS loT Events APl &) d i SetTimerAction,

EE I8T33
Reset timer action

resetTimer RERLILEFITHRRENMAITENFENRAREXNER,

More information (1)

EEITAEN | EATUEEA TSI,

timexrName
1T 23V B 7o

BT ERRE 78
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AWS loT Events EEITE 2T A2 EMITERFEAEREN,

EXEZELR , 55 (AWS loT Events APl &) d# ResetTimerAction,

BERIT B BR IR 1F

Clear timer action

clearTimer BT LALL &I BREN A 1T AT RS

More information (1)
BRIt AT ERRT , BATUEEA TS,
timerName

A BR A B #Ro

EXEZEELR |, 52 (AWS IoT Events APl %) &1#§ ClearTimerAction,

RETERE
Set variable action

setVariable BETLILEZCIEZEEREEENTE,

More information (2)
SIRTER , BXIIEEA TS,
variableName

3 {: R e

value

TENFE.

EXEZELR , 5 (AWS loT Events APl &) d# SetVariableAction,

ERRIT Y BRI A
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FEAEM AWS RS

AWS loT Events X#FU T AFEER AWS IRFHVIRE

« iotTopicPublish A X MATT EBHE R,
« iotEvents MHEMABNFE RN KIEZE AWS loT Events
- iotSiteWise FHIELKIZE AWS loT SiteWise R A~ B .

» dynamoDB [ Amazon DynamoDB F& &% #1#E.

» dynamoDBv2 [8] Amazon DynamoDB & &K% ¥1#Z.
 firehosefF¥3#E X% E| Amazon Data Firehose i
 lambda ¥ AWS Lambda B,

* sns HEHEERHIEBEHRIE

* sqs FHEIERHE Amazon SQS BA%I,

/A Important

o BAMATE AWS loT Events AR EFERAH AWS R EZFMHEH AWS l:iézo Bx%E
HNXFE5ER , F3 M Amazon Web Services —fix2Z $F8 AWS loT Events i s M ELET .

« £73 AWS loT Events #{ERQIZZE M AWS RiIRET , HIEHERBKN AWS Xig, MEEY
¥ AWS X3 , WA | AWS FIRATRESIB 2 [F &,

ZIAER T , AWS loT Events @ R{EARELE R JSON BRI AR . HIBEARAZEEEEX
FENSFER MM ERENEHNEENFIERE/EN. EERERENR , BUFEARNETRER,
BEXEZEER , BSAKRIEXMAWS loT Events APl & i B A HBIE,

AWS loT Core
loT topic publish action

% AWS loT Core BEATFEETHERELH MQTT AWS loT JHE., BXAXENXESIER , &
2, Amazon Web Services —fi§&#%& H#) AWS loT Core i R M B,

AWS loT SHEREBEIMN K AWS loT EFimEITHEFHAISEERERERT K, AXESE
B, BZNAWS loT FREEFEFHAWS o THEKE,

ERHEM AWS RS 80
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https://docs.aws.amazon.com/general/latest/gr/iot-core.html
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More information (2)
A MQTT SHER , BUTIEEA TS,
mqttTopic
BWIZEER MQTT £&.
FBANEAERNFERTCENTES WA , EETHNREI[HE L MQTT EBE .
payload

(T ) RABRAR B EXRNBEREHIRA KBNS ESNFEEE/EN. 1
W EEAMEEN AR, BXESEL , HSHAWS 0T Events (APl 2%) miENHA
.

® Note

BRI EIIREY AWS loT Events (RS BENEKRIERF 7 Ziot:PublishiXfR, BXRES
E8 , FSFEERT AWS loT Events IS MG RIEHE,

BXEZEER , 551 (AWS loT Events APl $#) #1# lotTopicPublishAction,

AWS loT Events
loT Events action

% AWS loT Events 24E 2 F G 5k3E AWS IoT Events ER I AR % T, BXXENXETFK ,
HS M Amazon Web Services —fix5#& i AWS loT Events i = FELEl,

AWS loT Events AFZEEEZREZHEALINBERZTENL , HERKRSEHZERRER
e, BXEZER , HSHETALE AWS loT Events ? £ AWS loT Events FXARIEE) #,

More information (2)

b & IEHIERT AWS loT Events , AMIBEAX TS,
inputName

BUREIER AWS loT Events i A & #ro
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https://docs.aws.amazon.com/iotevents/latest/apireference/API_IotTopicPublishAction.html
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payload

(L) MABRARBEE TN B[ BRI MK IRENSESHENEENMERE/ER. I
A, BETLLBEN AR, BEXEZEEL , HSFEAWS loT Events (APl &) HWEMHR
Ho

(® Note

WIRFHE NN H AWS loT Events RS AENEKEFT

Ziotevents:BatchPutMessagef PR, BXEZER , HZSHEA T AWS loT Events
WEGBMLREE,

EXEZEELR , 52 (AWS IoT Events APl %) &#) IotEventsAction,

AWS loT SiteWise

loT SiteWise action

% AWS loT SiteWise REAFENBIELE R PR R ~ZE M AWS loT SiteWise, BRI #FH X
5k | ES M Amazon Web Services —fi&&#& F 8 AWS loT SiteWise i s FELE o

AWS 0T SiteWise B —IHEE RS , AILLBARERE, AAMND KA TULRZHHE. EXE
ZER , IBZHAWS loT SiteWise (AFERE) HHITLE AWS loT SiteWise ? .

More information (11)

&) PR B M RIEFIERT AWS loT SiteWise , I8 ELL TS,

/A Important
EZIWHIE , BXIER AWS loT SiteWiseF I B A~ EB 1.
« WREFER AWS loT Events #2#l& |, N SAEEpropertyAliasEtniA B iR R =8
38

- MBEM AWS CLI , M BMIEEEH —propertyAliasHm
ANpropertyld , assetIdfA/E 3 BEARIA B AR A B o
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https://docs.aws.amazon.com/iotevents/latest/apireference/API_IotEventsAction.html
https://docs.aws.amazon.com/general/latest/gr/iot-sitewise.html
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BXREZEE , S FAWS loT SiteWise (AFERE) RV T BRI R =8
o

propertyAlias

(A& ) REEHEMNIE. BEUEERER,
assetIld

(k) BEEEBHENE~H ID, BHAUEERER,
propertyld

( A& ) BB ID. BHAILUEERER,
entryld

( Ak ) WREHME—PRRAN., SUERRKE D, REEENHENBERFERESHTIE
Ro RINMENHTAVME—FRIAR, BRAUEEREN,

propertyValue

BEAEXBHEFMAEENEN,
quality

(A& ) REEBHENRE, EAJ0 GOOD, BAD 5 UNCERTAIN, & aJLIEERIER,

timestamp

(I ) B EBEFEENEN, NREREELE , WERIANSHEE,

timeInSeconds

KA Unix Lt E&XAe RS (AW REN ) . BREEE 1-31556889864403199
2, BRI EERER.

offsetInNanos

( /i ) MtimeInSecondsEHBRHNARNRBE. EICBETE 0-999999999 2 [H, &b
ALEEERER,

value

—NMEERFEMENSEN.
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https://docs.aws.amazon.com/iot-sitewise/latest/userguide/connect-data-streams.html
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/A Important

BUTIEENTERE— , EABURTEENR~EMRN dataType, BXRES
£8 , 2/ (AWS loT SiteWise APl &%) HfJ AssetProperty.

booleanValue
(L) BFEEBHER—IMRE , ZEMLTAN TRUE 5 FALSE, B aJLUigERE
No MEFEARKNX , MITELERN N HRE,

doubleValue

(AL ) AEBHEENRNBEE, SwalEEREN, NREARER , NITEERN
ARNBEE.

integerValue

(7iE ) BEBHENBRE. BEAMUEERER. MREARZEN , MITELRNN
B¥E,

stringValue

(k) REBHENFHR. BEAMEERER. NREARZEN , MITELERNN
FRSBE,

(® Note
WARKT INZIEH AWS loT Events RS A EHREERT T
Ziotsitewise:BatchPutAssetPropertyValuetXfR, BEXxEZELR , FSHRERT
AWS loT Events K 54 M ih 0 EE,

EXEZEELR |, 52 (AWS IoT Events APl £#£) &#) |otSiteWiseAction,
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https://docs.aws.amazon.com/iotevents/latest/apireference/API_IotSiteWiseAction.html
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Amazon DynamoDB
DynamoDB action

Amazon DynamoDB #/E A LA it G H3E &% E DynamoDB &, DynamoDB {HFE—NJIAT#
BIEEREERNEFTHIMEBREMEXN . BXxZEFENXEIIER , B2 M Amazon Web Services —
>Z5 8 Amazon DynamoDB i & F B E .

Amazon DynamoDBRZ —f£ & NoSQL BIEFERS , BAAREM AT TN e | BB ST T4
V'R, BXEZELR , 5519 (Amazon DynamoDB FF X &1ER) HHIH+ L2 DynamoDB ?

More information (10)

f£[@ DynamoDB &/ — 5l K = HIERT , BATIEEUTSH,

tableName
EWBIEH DynamoDB £&Z 5. tableName EH4H S DynamoDB REI KRG B HITE, &b
AEERIEN,

hashKeyField

BHEE (BB XE ) B hashKeyField EA4HE DynamoDB REI 2 X EILHE , &
A EERER,

hashKeyType
(TWik ) BFEBOBUEXRE, BHEBERHWESMAN STRING 5 NUMBER, BRIAE R STRING,
BHA B ERER,

hashKeyValue

R&HBIE, hashKeyValueff AEHRER. XLEERESITHRERBE, SEATUIEERR
o

rangeKeyField

(k) SEER (MR EEFR ) WA, rangeKeyField {E&415 DynamoDB REVEEF 2
th, S ALIEERER,
rangeKeyType

(it ) SEEBNBIEEE, RAERERMWESMA STRING 5 NUMBER, BRIAE R STRING,
B A LI ERIEN,
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https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/Introduction.html
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rangeKeyValue
(% ) SEERME. rangeKeyValuefFABRER, XLEBIRTZS/TRIBHEE. BHA
EERER,

operation

(AL ) ERTHRERE, SUTEERER. REEBXARATEZ—
« INSERT - ¥R N #FHUUE A E DynamoDB &£H., XZHMINE.
* UPDATE - £ ¥ ##E E %1 DynamoDB &AM B LI,
« DELETE - Bk DynamoDB XH K I E T,
payloadField
( miE ) BUBUREB XA EL DynamoDB FIE#. BRINBFA payload, B AILIEER

payload

(T ) RABRAR B XN BEREHIRM R BAENEHNESNFEREE/EN. 1
B, EETNAEL NS, BXESEL , HSHAWS loT Events (API BE) hiE MM
.

MERENERATLRERFRHSR , N DynamoDBAction &¥F3E JSON HELU—#HFFRE
A DynamoDB %, DynamoDB 2% #& LA Base64 w3 XA RN E REIE. payloadField &
N payload-field_raw, EBAILAIEERIER,

(® Note

FR M INEIEE AWS IoT Events RS A KN KR T T ixdynamodb: PutItemiXfR. &
XEZER , ESRERT AWS loT Events S BB RIEE,

BXEZEER , BHSREAWS loT Events APl & #DynamoDBAction,
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https://docs.aws.amazon.com/iotevents/latest/apireference/API_Payload.html
https://docs.aws.amazon.com/iotevents/latest/apireference/API_DynamoDBAction.html
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Amazon DynamoDB(v2)

DynamoDBv2 action

The Amazon DynamoDB(v2) #4E Al SAiL S B I#EE A DynamoDB k. DynamoDB &{HH—4
BN ATEREEREERABTIHESEEN,. BEXxXFENXEIEK , 5 ML Amazon Web
Services —fi§SZH M Amazon DynamoDB i 5 Fl EL &l

Amazon DynamoDBRZ — £ & NoSQL BIEFERS , IAAREM A TN e , BB ST T4
VB, BXEZEER , 20 (Amazon DynamoDB F .4 &E1ERE) FHI T4 E DynamoDB ? ,

More information (2)

EFHIERIEZE DynamoDB RIS ANFIET , BATIEEUA TS,
tableName

BEREIES DynamoDB {RE . EBaJUIEERER,
payload

(k) MABRNBEBEAXRRNBER O N LRENSHENEENFMERS/EX, It
A BEARBAENNE . BXEZELR , TS HAWS loT Events (API 2Z&) FRERN

.
/A Important
BRAREBELIRZ JSON, FBHAIEERER,
@ Note

B4R B AN ERHY AWS loT Events FREA B KB R T 7 iZdynamodb: PutItemXfR. B
RXEZER , BFSHERT AWS loT Events I S HMifRIEE,

BREZER |, HSHAWS loT Events APl 2 shf§DynamoDBv2Actions
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https://docs.aws.amazon.com/iotevents/latest/apireference/API_DynamoDBv2Action.html

AWS loT Events FEANGIER

I 53 Data Firehose

Firehose action

Amazon Data Firehose #/E /L F R F#IE &K% F Firehose £#if. BXXENXEIIR , F5H
A Amazon Data Firehose & i1 m MELET, Amazon Web Services —fix5#

Amazon Data Firehose 2 —M T2 ENRS , AT S ELFERS (LD E 2 F7#R
% ). L G#Redshift, 3% ARS ( OpenSearch RS ) M Splunk £ B /Yt 32 S mh R IR,
OpenSearch BEXEZE 8 , B2 M1 4L 2 Amazon Data Firehose ? & (I D##IE Firehose FF
REEM) H.

More information (3)

[0 Firehose &R AIEHBIER , XM EU TS,

deliveryStreamName

EIRBIEM Firehose & 57RH & #Ro
separator
( mik ) B LAMERA F R 2 RA RS B AIEE Firehose R HIREVELBE. P RFAESLIZ
"\n' (#THF). "\t' (HRF). '\r\n' (Windows 1T ) H"',"' (iEF ),
payload
(W& ) RAERARTEEX RN BER LML RENEHNEERNMEREEN, I

N, BIERLBENAE.,. BXEZEE , HSHEAWS loT Events {API &%) HWEMHR
Ho

(@ Note

HRH NN EHY AWS loT Events RS AR KIERF 7 1Zfirehose : PutRecordf R,
BEXEZER , HFSEHAT AWS loT Events B 54 MG E S,

EXEZELR , 55 (AWS loT Events APl &) & # FirehoseAction.
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https://docs.aws.amazon.com/iotevents/latest/apireference/API_FirehoseAction.html

AWS loT Events FEANGIER

AWS Lambda

Lambda action

% AWS Lambda B4R FEIAA Lambda B, BXAXEFEMNXIFEIIE , 5 W Amazon Web
Services —f%8&#£ HKY AWS Lambda i = M ELE,

AWS Lambda 2 —Wit&ERS , AFEETTMEREEBRSHNBATETRB, BXEZEER ,
BSRE T AR AWS Lambda ? £ (AWS Lambda F& A R¥EE) =+,

More information (2)
A Lambda B#kET , BUTIEEA TS,
functionArn

EiFAM Lambda BEH ARN,
payload

(Wit ) RABRAREEEXRNEE R HIRA KBNS ESWFEEE/EN. Lt
W EEAMEEN AR, BXESEL , HSHAWS 0T Events (APl %) hiEMHR
.

® Note

R NN EEY AWS loT Events RS AR KIERF 7 1Z1ambda: InvokeFunctioniX
BR. BXEZEE , 53 HEHT AWS loT Events B & MifH EE,

EXxEZEER , i55E (AWS IoT Events APl &) &y LambdaAction.

Amazon Simple Notification Service

SNS action

Amazon SNS =BT K A IRETLLLLE X Amazon SNS SEHE, BXXFNRXEIIXK , F5
E Amazon Web Services —fi%#ZZ H A Amazon Simple Notification Service i = F B E o
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https://docs.aws.amazon.com/iotevents/latest/apireference/API_Payload.html
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Amazon Simple Notification Service (Amazon Simple Notification Service) & —I1 Web RS , A
FHAMBEERITRARSREFHEERNRKRE, BXRELEEL , 52H (Amazon Simple
Notification Service FF X E#E5®) WL =Z Amazon SNS ?,

® Note

Amazon SNS B & FiEET X #Amazon SNS FIFO ( skl ) TH, ATHNEIER
—M5x£ 2 mRERS , R ATaEF %, Amazon SNS BELEBRNIEEIRFE RES,

More information (2)
K% Amazon SNS JHER |, BATUHEEU TS,
targetArn

EUCHE 2B Amazon SNS B 589 ARN,

payload

(A% ) RAERAREEE XN EE R HIRA KBNS ESNFEEE/EN. Lt
W EEAMEEN AR, BXESEL , HSHAWS 0T Events (APl %) hiEMHR
.

® Note

BRMTINZ ISR AWS loT Events RS BB REIZRF T iZsns :PublishiX{fB. BEXEZ
ER , HSFEEAT AWS loT Events B &% 15 R EHE,

AXEZELR , 559 AWS loT Events APl $#TopicPublishAction#J SNS,

Amazon Simple Queue Service
SQS action

Amazon SQS #ER LU HIERIXZE Amazon SQS BAYl, BEXXENXESIR , 5
E Amazon Web Services —fi&5 & 5 Amazon Simple Queue Service i 5 F EL &l o
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https://docs.aws.amazon.com/sns/latest/dg/welcome.html
https://docs.aws.amazon.com/sns/latest/dg/sns-fifo-topics.html
https://docs.aws.amazon.com/iotevents/latest/apireference/API_Payload.html
https://docs.aws.amazon.com/iotevents/latest/apireference/API_Payload.html
https://docs.aws.amazon.com/iotevents/latest/apireference/API_SNSTopicPublishAction.html
https://docs.aws.amazon.com/general/latest/gr/sqs-service.html
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Amazon Simple Queue Service (Amazon SQS) £ T —1MNZ2, FAETHWEERS , LA
WEERNMIPESHABRGEREEANLE., EXEZEER , B2 (Amazon Simple Notification
Service F A &Hm) HH XL ZE Amazon Simple Queue Service>,

® Note
Amazon SNS TR X Amazon SNS FIFO ( &#t %kt ) 8., ATMN5|ER—T5%E
20HRRSE , R ARET AR Amazon SQ S BEEAXBRNEEIRF I RHEE,

More information (3)
FHIE£EE Amazon SQS BAFIET , BABIEE TS K,
queuelrl

BIREIER Amazon SQS BAFIEY URL.,

useBaseb4
( Wik ) INREIEE , NPREIE AWS loT Events 427 Base64 XA, TRUEERIAE R
FALSE.

payload
(L) RMABRAEBEEXRFNB[EE M ZIRENSHNERNMEREME/ER. L
N, BRI BEN 1 E. BXREZEE , BSHEAWS loT Events APl &Z&) HHEMM
8.

(® Note
FR M IR ERE AWS loT Events RS A KRR F T 1%sqs: SendMessagef R, Bx
EZEL , HSMEAT AWS IoT Events B Mk R EE,

EXEZEE , HS AWS loT Events APl $ZTopicPublishAction #J SNS,

BT LAEF Amazon SNS 1 AWS loT Core #0512 RKfih & B#, AWS Lambda X fE15 0] LL{E
HAi RS ( $1%0 Amazon Connect , EER A AN EREMX (ERP) NAREF ) KEEURE,

Amazon Simple Queue Service


https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/welcome.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/FIFO-queues.html
https://docs.aws.amazon.com/iotevents/latest/apireference/API_Payload.html
https://docs.aws.amazon.com/iotevents/latest/apireference/API_Payload.html
https://docs.aws.amazon.com/iotevents/latest/apireference/API_SNSTopicPublishAction.html
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® Note

EXRRENMLGEREBRTEICS , BUAMEREM AWS RS |, #130 Amazon Kinesis, g ,

BRI RS o , REFLER AWS loT Events 475 A KIS FIHRN R

Amazon Simple Queue Service
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https://docs.aws.amazon.com/kinesis/index.html
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RiIXT

AWS loT Events R T SR E I ZMEMENBEEMNIEEEN T E, BANEAREIAREEXF
8 , BAWS loT Events A AR EREE 2 BN RIAXKRE.

1BE
BRI LAFEAWS loT EventsRIAR P FERANF, SEA., B, sIAMBRER,

BN

« Tt
- FREH
- WR{E

oy K
—JEE
- FEE (AR) !
- EEHE (&) :~
« BE (ER) : -
FRE
« BR¥E 4+

ANRERBLTRFRHE, FHENRLAFEELS]S () R

a0 : 'my' + 'string' -> 'mystring’

=W/ N
« 0 (+)
FAMNRIEB LM E,
« B -
- BR:/
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BROEERNESHANBRE |, BRERER ( BRESIWRE ) FEDE -

o« ;¥
AL (EBE)
« 5|

flgn ;13 | 5->13

- 58

fHitn ;13 & 5->5

. ﬁgﬁ:/\

fHlgn - 13 A~ 5->8

« i~

R
« PF<

« NFHET : <=
« &F ==

« RET 1=

« RTHET : >=
« XKF:>

- 5:8&

- 5]

Flgn : ~13 -> -14
(=]

® Note

g || WFREANEERELNEEN , ZFREXNFHAN false,

E#ES

A BMERBEE SN REXFHREBERITSH,

N RPMBIE,

i1
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timeout("timer-name")

MREENITEEREST , WITER true, F "timer-name" BRNEEXWITRZIEYN (A
BISRT ). BEM4RAED , BUMENITHESE , AGBEa iR, EEITEIERER
EXHitetEs. M FE detectorModelDefinition.states.onInput|onEnter|
onExit.events.actions.setTimer.timerName,

RS T REMNITISRATUES — MRS THEIH. EHAS|IRITHSRNRESZE , &9
[A] S B2 1T B BR AT AL BV IR ZS

Flan | HRNBFEHRAFHAIRA - TemperatureChecked # Recordupdated, &8I T —/MNMETF
TemperatureChecked RASHIiTETER. AL 1H B TemperatureChecked 7 , ARG BEE R
4 F RecorduPdated RZHYiTETES,

N T HEREEYE | TSR RIIR N &RERE S 60 B

(® Note
timeout() REITHEXFREBEE IR ERIERE true , Z2/FRE false,

convert(type, expression)

TTENERNEERBENRIANNE, ## BEHLMA String, Boolean = Decimal, FAHE
PN XBFRUTENTEZRBEFHNFHFEANRER, REUTERRHREERE :
- WRE->FHE

BEIFRFE "true" 5 "false"
- NBUE > FREH
- FRHE-> HRE
- FRB-> PBE

BEENFZRELAR/DBENBERRTFEN , B convert () FRMK.

MR convert() RKREEARE , NEFBHNREREELEM. LERZEFT false EF L%
actions EFMERNRERKENEHN —Z0MIBEEN nextState,

B
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isNull(expression)

ERENRERNZERITE true, Fla0 , R A MyInput WEEE { "a": null }, WA
Tit&R true, 1B isUndefined($input.MyInput.a) it&EH false,

isNull($input.MyInput.a)

isUndefined(expression)

MBRARXNKENL , MitERNtrue ., Hlan , WRHA MyInput WEGERE { "a": null },
MEATItER false , 1B isNull($input.MyInput.a) &R true,

isUndefined($input.MyInput.a)

triggerType("type")

## R LR "Message" | "Timer", MRRAFiTeIzREITH MY H HIANEHRM4HITIT
&, MItEA true , WTFHIFTR.

triggerType("Timer")
HEWET B AHE
triggerType("Message")

currentInput("input")

MERARBTHEENAAHEMNEENNEHFZEHRTEME , WiTER true, Fln , IR
WA Command WEIHE { "value": "Abort" }, MEATITER true,

currentInput("Command")

ERALEBRBIUERE RN EWRBEFE M A Bitet s s RS EIm EETERGS , A TREX
Ro

currentInput("Command") && $input.Command.value == "Abort"
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FRF R IUAL B

startsWith(expressionl, expression2)

MREE - NMNFRBREXNUEFZANFZFRERELFL , WtER true, Hla0 , mMEAA
MyInput WEEE { "status": "offline"} , METITER true,

startsWith($input.MyInput.status, "off")

ANRBEANITEERCANZHEEH, IRE-REANUTEERBIRFRAEE , MWK
GRAENL . THITEMELR,

endsWith(expressionl, expression2)

MEE-NFRERBXUAFANFZHERERNELEE , WITER true, B0, MRBEA
MyInput WEEE { "status": "offline" 3}, MEATITER true,

endsWith($input.MyInput.status, "line")
ANMNKBIANWITELERVANFHRE NREI—REAVIHTEERBTI2FRHEE , NHBW
HERREN. THITEMMER,

contains(expressionl, expression2)

MRFE-NFHERBRXNBEREANFHERERX , WIHER true, B0, MRHA
MyInput WEEE { "status": "offline" 3}, MEATFITER true,

contains($input.MyInput.value, "fli")
ANKBIXANWITELERVANFHERE NRE—REAVIHTEERBTI2FRHEE , NEHBW
ERRE L. FHITEARER,
B BBIREERK

bitoxr(expressionl, expression2)

EERRAIRNVRME ( NERWENMRITZH®HEITEE ), flan, mEiHmA MyInput K
FEE { "valuel": 13, "value2": 5 }, MUTItER 13,

bitor($input.MyInput.valuel, $input.MyInput.value2)

ANRBEANITEERBLTNEBEREH, IRE-REANUTEERBIREBRE , WEHHNE
RAEX . FRHITEMELR,
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bitand(expressionl, expressionZ2)

TEERXREANRNE (NEBERHOMENVRITo#H5E2E ), o, mRHE A MyInput I
FEE { "valuel": 13, "value2": 5 }, MUTitER 5.

bitand($input.MyInput.valuel, $input.MyInput.value2)

ANRBANITEERBLTNBEREH, IRE-REANTELERBIRBYE , NEHBNE
RAEX . THITEMELR,

bitxor(expressionl, expression2)

THTEEHRIXNNEZVRS (NEBERNHENUHRIT-H®HFIRRZE ) . i, mREA
MyInput WEEE { "valuel": 13, "value2": 5 }, MEATFitER 8,

bitxor($input.MyInput.valuel, $input.MyInput.value2)

ANRBEANITEERBLTNBEREH. IRE-REANTEERBIREBYE , NHBNE
RAEX. FHTEMELR,

bitnot(expression)

TTEBRREANZBRNMERR ( NERWAHT#HEINREE ), Fln, MEHA MyInput I
2HE { "value": 13 }, MUATIHER -14,

bitnot($input.MyInput.value)

ANRBANITEERBLTNBEREH, IRE-REANUTEERBIRBYE , NEHHNE
RAEX. FHITEMELR,

A
$input.input-name.path-to-data
input-name R&E M Createlnput BAERBIZR B A

Flin | MREEFE—NE R TemperatureInput A ( BREENT
inputDefinition.attributes.jsonPath %8 ) , MXEETELEAEUTITHFEF,



https://docs.aws.amazon.com/iotevents/latest/apireference/API_CreateInput.html
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"temperature": 78.5,
"date": "2018-10-03T16:09:09Z"

E5|H1% temperature FEMWE , BEAUTH S,

$input.Temperaturelnput.temperature

XNTENBANFER , BUUER [n] ReIABANKR. HlW, GELTE :

{

"temperatures": [
78.4,
77.9,
78.8

1,

"date": "2018-10-03T16:09:09Z"

}

78 .8A LAMERU T w5l AZE -
$input.TemperatureInput.temperatures[2]

Variables
$variable.variable-name

variable-name & A createDetectorModel BEFRENLNTE,

flan , MREFERAENLT —NEN TechnicianID WEE ( BEH

detectorDefinition.states.onInputEvents.actions.setVariable.variableName

ENTZEE) , WALEAUTG S5 ARERFZEEN ( FHFHR) &,
$variable.TechnicianID

REEEA setVariable BEKRREZXENEH, FTRENREAPHNEERE.
Bo Bl , EFENEDEE null,.

T BT REMEUHIR
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® Note

EFERATER ( EMKRER ) X [a-zA-Z2][a-zA-Z0-9_] *WHRRFMNEI B , BTAR
515 () MXLEFRRRFERK, il , EFEHN _value WFERIE RN MyInput K% AR
S|SB ZFERIEEN $input . MyInput. _value’,

SEEREAREASIRAN , BREUTRE
- HERSIREFEN NS NEEFNREREN  BRESIANMEREREGRE,

Blan , AT RIERA , B 2 2 == M Q& SEFIRER, NBERIEEYR
A , $variable.testVariable + 1 $variable.testVariable& 75| B /DK,

W B 1 RBEEF+IEER. Bt , $variable.testVariable 45| AEKI /DK,

‘$variable.testVariable + 1 == 2 && $variable.testVariable’
o UBFEASIAENEEZARBNBETER , THRRIZRB IS E S| ARBIEEE,

Flgn , LA timeout("time-name") R EEFTENSI SN ERFBENBETE, MBREFEH
timer-name EWISI A , MABERNS 55 HER/FE,

timeout("timer-name")

@ Note

I Fconvert(type, expression)®# , MBES|A##E , NIES| AKITELE RSM
R2String, Decimals} Boolean,

AWS loT Events RIZAZHFER., NE. FHABMNHARBIERE, TREHTAHRBENEENHS
=
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TRENREX
B, wRE

PE, FREH
PME. TRE
FREH, WRE

BRI

'${expression}"’

${} FEHFEIMARNBEEFTHE, expression AT LLEEM AWS loT Events Rz, XBEEE

F. BBAHEIH,.

Blgn | BER T setVariableAction BERENEZE, variableName £ SensorID, value £

10, &I LABIE T ERENR,

B

'${'Sensor ' + $variable.SensorID}"'

'Sensor ' + '${$variable.SensorID +

1}

'Sensor 10: ${$variable.SensorID ==
10}

"{\"sensor\":\"${$variable.SensorID
+ l}\ll} 1

"{\"sensor\":${$variable.SensorID +

133}

"Sensor 10"

"Sensor 11"

"Sensor 10: true"

"{\"sensor"\:\"11\"}"

"{\"sensor\":11}"

EHRIER
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https://docs.aws.amazon.com/iotevents/latest/apireference/API_SetVariableAction.html
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REKXFE
EALEL T AR ERNEE D -

« 7£ AWS loT Events &l &AM AZEHNRIER,
 FREXNERNSEUEIEL AWS loT Events API,

RAAXFN T, ZEFF, HH. SIAMBRER.

/A Important
BHRAINLAE| AER. PE, FHHRHARE.

BE AWS loT Events F/RiFR

BSF LT ROIAEEBIIE4RE AWS loT Events RiAR :
XA

NFXZE , REAMBABTEES|TF, —PMHREXLTAR true = false,

'123" # Integer
'123.12" # Decimal
'hello' # String
"true' # Boolean

sz

XTFEIA, BAEEXEREAE,
- UTHmASIA/NRE 10.01,

$input.GreenhouselInput.temperature

« LUTZES|HFAE Greenhouse Temperature Table,

$variable.TableName

|
2]
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EHER

NTERER , B4HER ${} , BERSAELSISA. ERERETUNEEXF, ZEHN. &
. SIANBAERNAS,

s UTREXANVITELERR—1F/H 50.018 in Fahrenheit,

'${$input.Greenhouselnput.temperature * 9 / 5 + 32} in Fahrenheit'

s LTFREXVITELRE—NERFE {(\"sensor_id\":\"Sensor_1\",\"temperature
\":\"50.018\"},

"{\"sensor_id\":\"${$input.GreenhouseInput.sensors[@].sensor1}\",\"temperature\":
\"${$input.GreenhouseInput.temperature*9/5+32}\"}"

FRRER

NTFFAHRER , BAFER +. FHEERETUNTENTF. SEF. B, s|ANELERGA

A
RHo

s UTREXMWITELERE —NFRSB Greenhouse Temperature Table 2000-01-01,

'Greenhouse Temperature Table ' + $input.GreenhouseInput.date

"B AWS loT Events &RER 103
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BRM 2R R B R B

R E RN BFE B M A KRB

ES}
« HVAC ;R E
- BE

- EARRSENNAEFRTEARN
- RERUES

- ISA BiR

- MENER

HVAC ‘R E 2l
RAME

LRGISSI T BRI T haEr R ERGER (18R ) -

« BEXH—NMRNBERJUEANZHSIKE, (FRENXECE-NMRUBESRM, )
« BAMRNIB[IRAEELR B B E =S MES X ZME BESRIBERE,

« BULERNEXEMNXBNAEEE (RER ) -

« BB XKEERESBOT RN ERX LS,

o ST LARE A e 3 A XA D042 BB S P I BR AR REER

« BN MANSHNRER ARESITRE , MRFENEZHRIT,

« PR EBPFHEL HH iR &5 7 E R E RS REG

« BUNUELRRBERER. MREM-—MERFHRENEES THETEE L REE , WINAR
RRERIUEGES , FUBERHREZREIRE,

ZRBIER AT IIRE

- IES4RNEEER,
® ﬁUEzﬁﬁAo
o FHABIERESRNBED,

HVAC BE 25 104



AWS loT Events FERARER
o TEARR R,

- ZEZXRBPHRSETE  HBERBERHRETENE.

- ZEZXHDPRITRER  HREFHFRETEER.

- REUEEAIE Amazon SNS Hl MQTT JE E.

B ATE X
A "seedTemperatureInput" AT HENXECIZETNBERFIHELHRIESH,

FEAN CLIHE :

aws iotevents create-input --cli-input-json file://seedInput.json

X# : seedInput.json

{
"inputName": "seedTemperatureInput",
"inputDescription": "Temperature seed values.",
"inputDefinition": {
"attributes": [
{ "jsonPath": "areald" },
{ "jsonPath": "desiredTemperature" 3},
{ "jsonPath": "allowedError" },
{ "jsonPath": "rangeHigh" },
{ "jsonPath": "rangelLow" 3},
{ "jsonPath": "anomalousHigh" },
{ "jsonPath": "anomalousLow" },
{ "jsonPath": "sensorCount" },
{ "jsonPath": "noDelay" }
]
}
}
el R
{

"inputConfiguration": {
"status": "ACTIVE",

BWMAENX 105
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"inputArn": "arn:aws:iotevents:us-west-2:123456789012:input/
seedTemperatureInput",

"lastUpdateTime": 1557519620.736,

"creationTime": 1557519620.736,

"inputName": "seedTemperatureInput",

"inputDescription": "Temperature seed values."

MELE , SMNXEHNEMERIB[ER KX "temperatureInput”,
fEFAM CLI % -

aws iotevents create-input --cli-input-json file://temperatureInput.json

X4 : temperatureInput.json

{
"inputName": "temperaturelnput",
"inputDescription": "Temperature sensor unit data.",
"inputDefinition": {
"attributes": [
{ "jsonPath": "sensorId" },
{ "jsonPath": "areald" },
{ "jsonPath": "sensorData.temperature" }
]
}
}
0 8
{
"inputConfiguration": {
"status": "ACTIVE",
"inputArn": "arn:aws:iotevents:us-west-2:123456789012:input/temperaturelnput",
"lastUpdateTime": 1557519707.399,
"creationTime": 1557519707.399,
"inputName": "temperaturelnput",
"inputDescription": "Temperature sensor unit data."
}
}

BWAENL
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"areaDetectorModel" EX T HEHMENIZEFINWITIESFR. 81 "state machine" EHIERRF
BREEARBEEN  ARERXEERFRRSH L EBHIHE,

A CLI 5 :

aws iotevents create-detector-model --cli-input-json file://areaDetectorModel.json

X : areaDetectorModel. json

"detectorModelName": "areaDetectorModel",
"detectorModelDefinition": {
"states": [
{
"stateName": "start",
"onEnter": {
"events": [
{
"eventName": "prepare",
"condition": "true",
"actions": [

{

"setVariable": {
"variableName": "sensorId",
"value": "OQ"

}

I
{

"setVariable": {
"variableName": "reportedTemperature",
"value": "0Q.1"

}

I
{

"setVariable": {
"variableName": "resetMe",
"value": "false"

}

}
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}
]
},
"onInput": {
"transitionEvents": [
{
"eventName": "initialize",
"condition": "$input.seedTemperatureInput.sensorCount > 0",
"actions": [
{
"setVariable": {
"variableName": "rangeHigh",
"value": "$input.seedTemperaturelnput.rangeHigh"
}
},
{
"setVariable": {
"variableName": "rangelLow",
"value": "$input.seedTemperaturelnput.rangelLow"
}
},
{
"setVariable": {
"variableName": "desiredTemperature",
"value": "$input.seedTemperatureInput.desiredTemperature"
}
},
{
"setVariable": {
"variableName": "averageTemperature",
"value": "$input.seedTemperatureInput.desiredTemperature"
}
},
{
"setVariable": {
"variableName": "allowedError",
"value": "$input.seedTemperatureInput.allowedError"
}
},
{
"setVariable": {
"variableName": "anomalousHigh",
"value": "$input.seedTemperatureInput.anomalousHigh"
}

KRR FEEE Y
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},
{
"setVariable": {
"variableName": "anomalousLow",
"value": "$input.seedTemperatureInput.anomalousLow"
}
},
{
"setVariable": {
"variableName": "sensorCount",
"value": "$input.seedTemperatureInput.sensorCount"
}
},
{
"setVariable": {
"variableName": "noDelay",
"value": "$input.seedTemperaturelnput.noDelay == true"
}
}
1,
"nextState": "idle"
I
{
"eventName": "reset",
"condition": "($variable.resetMe == true) &&

($input.temperaturelnput.sensorData.temperature < $variable.anomalousHigh &&
$input.temperatureInput.sensorData.temperature > $variable.anomalouslLow)",
"actions": [
{
"setVariable": {
"variableName": "averageTemperature",
"value": "((($variable.averageTemperature * ($variable.sensorCount
- 1)) + $input.temperaturelnput.sensorData.temperature) / $variable.sensorCount)"
}
}
1,

"nextState": "idle"

]
.
"onExit": {
"events": [
{

"eventName": "resetHeatCool",
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"condition": "true",
"actions": [
{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:heatOff"
}
3,

"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:cool0ff"
}
I
{
"iotTopicPublish": {
"mqttTopic": "hvac/Heating/Off"
}
},
{
"iotTopicPublish": {
"mqttTopic": "hvac/Cooling/0Off"

"stateName": "idle",
"onInput": {
"events": [
{
"eventName": "whatWasInput",
"condition": "true",
"actions": [
{
"setVariable": {
"variableName": "sensorId",
"value": "$input.temperatureInput.sensorId"
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"setVariable": {

"variableName": "reportedTemperature",
"value": "$input.temperaturelnput.sensorData.temperature"
}
}
]
},
{
"eventName": "changeDesired",
"condition": "$input.seedTemperatureInput.desiredTemperature !=

$variable.desiredTemperature",
"actions": [

{
"setVariable": {
"variableName": "desiredTemperature",
"value": "$input.seedTemperatureInput.desiredTemperature"
}
}
]
1,
{
"eventName": "calculateAverage",
"condition": "$input.temperaturelnput.sensorData.temperature <

$variable.anomalousHigh && $input.temperaturelInput.sensorData.temperature >
$variable.anomalousLow",
"actions": [

{
"setVariable": {
"variableName": "averageTemperature",
"value": "((($variable.averageTemperature * ($variable.sensorCount
- 1)) + $input.temperaturelnput.sensorData.temperature) / $variable.sensorCount)"
}
}
]
}
1,
"transitionEvents": [
{
"eventName": "anomalousInputArrived",
"condition": "$input.temperaturelnput.sensorData.temperature >=
$variable.anomalousHigh || $input.temperaturelnput.sensorData.temperature <=

$variable.anomalousLow",
"actions": [

{

KRR FEEE Y
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"iotTopicPublish": {

"mqttTopic": "temperatureSensor/anomaly"
}
}

1,

"nextState": "idle"
},
{

"eventName": "highTemperatureSpike",

"condition": "$input.temperaturelnput.sensorData.temperature >

$variable.rangeHigh",
"actions": [

{
"iotTopicPublish": {
"mqttTopic": "temperatureSensor/spike"
}
},
{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:coolOn"
}
1,
{

"iotTopicPublish": {
"mqttTopic": "hvac/Cooling/On"

}
1,
{
"setVariable": {
"variableName": "enteringNewState",
"value": "true"
}
}
1,
"nextState": "cooling"
},
{
"eventName": "lowTemperatureSpike",
"condition": "$input.temperaturelnput.sensorData.temperature <

$variable.rangelLow",
"actions": [

{
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"iotTopicPublish": {

"mqttTopic": "temperatureSensor/spike"
}
},
{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:heatOn"
}
1,
{

"iotTopicPublish": {
"mqttTopic": "hvac/Heating/On"

}
I
{
"setVariable": {
"variableName": "enteringNewState",
"value": "true"
}
}
1,
"nextState": "heating"
},
{
"eventName": "highTemperatureThreshold",
"condition": "(((($variable.averageTemperature * ($variable.sensorCount

- 1)) + $input.temperaturelnput.sensorData.temperature) / $variable.sensorCount) >
($variable.desiredTemperature + $variable.allowedError))",
"actions": [

{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:coolOn"
}
},
{
"iotTopicPublish": {
"mqttTopic": "hvac/Cooling/On"
}
I
{
"setVariable": {
"variableName": "enteringNewState",
"value": "true"
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}
}

1,

"nextState":
},
{

"eventName":

"condition":

($variable.desiredTemperature - $variable.allowedError))",

"actions": [
{

nsnsn. {

"targetArn":

}
}I
{

"cooling"

"lowTemperatureThreshold",

"(((($variable.averageTemperature * ($variable.sensorCount
- 1)) + $input.temperaturelnput.sensorData.temperature) / $variable.sensorCount) <

"iotTopicPublish": {
"mqttTopic": "hvac/Heating/On"

}
I
{
"setVariable": {
"variableName": "enteringNewState",
"value": "true"
}
}
1,
"nextState": "heating"
}
]
}
I
{
"stateName": "cooling",

"onEnter": {
"events": [

{

"eventName": "delay",

"condition": "!$variable.noDelay && $variable

"actions": [

"arn:aws:sns:us-west-2:123456789012:heatOn"

.enteringNewState",
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"setTimer": {
"timerName": "coolingTimer",
"seconds": 180
}
I
{
"setVariable": {
"variableName": "goodToGo",
"value": "false"

"eventName": "dontDelay",
"condition": "$variable.noDelay == true",
"actions": [
{
"setVariable": {
"variableName": "goodToGo",
"value": "true"

"eventName": "beenHere",
"condition": "true",
"actions": [
{
"setVariable": {
"variableName": "enteringNewState",
"value": "false"

"onInput": {

"events": [

{

KRR FEEE Y
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"eventName": "whatWasInput",
"condition": "true",
"actions": [
{
"setVariable": {
"variableName": "sensorId",
"value": "$input.temperatureInput.sensorId"
}
},
{
"setVariable": {
"variableName": "reportedTemperature",
"value": "$input.temperatureIlnput.sensorData.temperature"
}
}
]
},
{
"eventName": "changeDesired",
"condition": "$input.seedTemperatureInput.desiredTemperature !=

$variable.desiredTemperature",
"actions": [

{
"setVariable": {
"variableName": "desiredTemperature",
"value": "$input.seedTemperatureInput.desiredTemperature"
}
}
]
1,
{
"eventName": "calculateAverage",
"condition": "$input.temperaturelnput.sensorData.temperature <

$variable.anomalousHigh && $input.temperaturelInput.sensorData.temperature >
$variable.anomalousLow",
"actions": [

{
"setVariable": {
"variableName": "averageTemperature",
"value": "((($variable.averageTemperature * ($variable.sensorCount

- 1)) + $input.temperaturelnput.sensorData.temperature) / $variable.sensorCount)"

}
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},
{
"eventName": "areWeThereYet",
"condition": "(timeout(\"coolingTimer\"))",
"actions": [
{
"setVariable": {
"variableName": "goodToGo",
"value": "true"
}
}
]
}
1,
"transitionEvents": [
{
"eventName": "anomalousInputArrived",
"condition": "$input.temperaturelnput.sensorData.temperature >=
$variable.anomalousHigh || $input.temperaturelnput.sensorData.temperature <=

$variable.anomalousLow",
"actions": [

{
"iotTopicPublish": {
"mqttTopic": "temperatureSensor/anomaly"
}
}
1,
"nextState": "cooling"
1,
{
"eventName": "highTemperatureSpike",
"condition": "$input.temperaturelnput.sensorData.temperature >

$variable.rangeHigh",
"actions": [

{
"iotTopicPublish": {
"mqttTopic": "temperatureSensor/spike"
}
}
1,
"nextState": "cooling"
},
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"eventName": "lowTemperatureSpike",

"condition": "$input.temperaturelnput.sensorData.temperature <

$variable.rangelLow",
"actions": [

{
"iotTopicPublish": {
"mqttTopic": "temperatureSensor/spike"
}
I
{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:cool0ff"
}
},
{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:heatOn"
}
I
{
"iotTopicPublish": {
"mqttTopic": "hvac/Cooling/Off"
}
},
{
"iotTopicPublish": {
"mqttTopic": "hvac/Heating/On"
}
I
{
"setVariable": {
"variableName": "enteringNewState",
"value": "true"
}
}
1,
"nextState": "heating"
},
{
"eventName": "desiredTemperature",
"condition": "(((($variable.averageTemperature * ($variable.sensorCount

- 1)) + $input.temperatureInput.sensorData.temperature) / $variable.sensorCount) <=
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($variable.desiredTemperature - $variable.allowedError)) && $variable.goodToGo ==
true",
"actions": [

{

"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:cool0ff"
}
I
{
"iotTopicPublish": {
"mqttTopic": "hvac/Cooling/Off"

}
1,

"nextState": "idle"

"stateName": "heating",
"onEnter": {
"events": [

{
"eventName": "delay",
"condition": "!$variable.noDelay && $variable.enteringNewState",
"actions": [
{
"setTimer": {
"timerName": "heatingTimer",
"seconds": 120
}
},
{

"setVariable": {
"variableName": "goodToGo",
"value": "false"

}

}
]
},
{
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"eventName": "dontDelay",
"condition": "$variable.noDelay == true",
"actions": [
{
"setVariable": {
"variableName": "goodToGo",
"value": "true"
}
}
]
},
{
"eventName": "beenHere",
"condition": "true",
"actions": [
{
"setVariable": {
"variableName": "enteringNewState",
"value": "false"
}
}
]
}
]
},
"onInput": {
"events": [
{
"eventName": "whatWasInput",
"condition": "true",
"actions": [
{
"setVariable": {
"variableName": "sensorId",
"value": "$input.temperatureInput.sensorId"
}
I
{
"setVariable": {
"variableName": "reportedTemperature",
"value": "$input.temperatureInput.sensorData.temperature"
}
}
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]
1,
{
"eventName": "changeDesired",
"condition": "$input.seedTemperaturelnput.desiredTemperature !=
$variable.desiredTemperature",
"actions": [

{
"setVariable": {
"variableName": "desiredTemperature",
"value": "$input.seedTemperatureInput.desiredTemperature"
}
}
]
},
{
"eventName": "calculateAverage",
"condition": "$input.temperaturelnput.sensorData.temperature <

$variable.anomalousHigh && $input.temperaturelnput.sensorData.temperature >
$variable.anomalousLow",
"actions": [

{
"setVariable": {
"variableName": "averageTemperature",
"value": "((($variable.averageTemperature * ($variable.sensorCount
- 1)) + $input.temperatureInput.sensorData.temperature) / $variable.sensorCount)"
}
}
]
I
{
"eventName": "areWeThereYet",
"condition": "(timeout(\"heatingTimer\"))",
"actions": [
{
"setVariable": {
"variableName": "goodToGo",
"value": "true"
}
}
]
}
1,

"transitionEvents": [
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{
"eventName": "anomalousInputArrived",
"condition": "$input.temperaturelnput.sensorData.temperature >=
$variable.anomalousHigh || $input.temperaturelInput.sensorData.temperature <=

$variable.anomalousLow",
"actions": [

{
"iotTopicPublish": {
"mqttTopic": "temperatureSensor/anomaly"
}
}
1,
"nextState": "heating"
1,
{
"eventName": "highTemperatureSpike",
"condition": "$input.temperaturelnput.sensorData.temperature >

$variable.rangeHigh",
"actions": [

{
"iotTopicPublish": {
"mqttTopic": "temperatureSensor/spike"
}
1,
{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:heatOff"
}
1,
{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:coolOn"
}
1,
{
"iotTopicPublish": {
"mqttTopic": "hvac/Heating/Off"
}
1,
{

"iotTopicPublish": {
"mqttTopic": "hvac/Cooling/On"
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},
{
"setVariable": {
"variableName": "enteringNewState",
"value": "true"
}
}
1,
"nextState": "cooling"
1,
{
"eventName": "lowTemperatureSpike",
"condition": "$input.temperaturelnput.sensorData.temperature <

$variable.rangelLow",
"actions": [

{
"iotTopicPublish": {
"mqttTopic": "temperatureSensor/spike"
}
}
1,
"nextState": "heating"
1,
{
"eventName": "desiredTemperature",
"condition": "(((($variable.averageTemperature * ($variable.sensorCount

- 1)) + $input.temperaturelnput.sensorData.temperature) / $variable.sensorCount) >=
($variable.desiredTemperature + $variable.allowedError)) && $variable.goodToGo ==
true",

"actions": [

{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:heatOff"
}
3,
{
"iotTopicPublish": {
"mqttTopic": "hvac/Heating/Off"
}
}
1,

"nextState": "idle"
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1,

"initialStateName": "start"
},
"key": "areald",
"roleArn": "arn:aws:iam::123456789012:role/IoTEventsRole"

M L

"detectorModelConfiguration": {
"status": "ACTIVATING",
"lastUpdateTime": 1557523491.168,
"roleArn": "arn:aws:iam::123456789012:role/IoTEventsRole",
"creationTime": 1557523491.168,
"detectorModelArn": "arn:aws:iotevents:us-west-2:123456789012:detectorModel/
areaDetectorModel",
"key": "areald",
"detectorModelName": "areaDetectorModel",
"detectorModelVersion": "1"

BatchPutMessage R4
FEARRBIF | "BatchPutMessage" AT HEAN XA BTN 5L H E LR BRESH.
ERAM CLI &%

aws iotevents-data batch-put-message --cli-input-json file://seedExample.json --cli-
binary-format raw-in-base64-out

Xt : seedExample. json

"messages": [

BatchPutMessage 7~
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{
"messageld": "0000l1",
"inputName": "seedTemperatureInput",
"payload": "{\"areaId\": \"Area51\", \"desiredTemperature\": 20.0, \"allowedError
\": 0.7, \"rangeHigh\": 30.0, \"rangeLow\": 15.0, \"anomalousHigh\": 60.0,
\"anomalousLow\": 0.0, \"sensorCount\": 10, \"noDelay\": false}"

"BatchPutMessageErrorEntries": []

FEARRBIF | "BatchPutMessage" ATFHREEN X REMERBENRERBREE,
fEFAM CLI f % -

aws iotevents-data batch-put-message --cli-input-json file://temperatureExample.json --
cli-binary-format raw-in-base64-out

X# : temperatureExample. json

"messages": [
{
"messageld": "0Q0005",
"inputName": "temperaturelnput",
"payload": "{\"sensorId\": \"@5\", \"areaId\": \"Area51\", \'"sensorData\":
{\"temperature\": 23.12} }"

"BatchPutMessageErrorEntries": []
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EAHIH | "BatchPutMessage" AFEXRENXBWFIERE.,
ERK CLI &% :

aws iotevents-data batch-put-message --cli-input-json file://seedSetDesiredTemp.json --

cli-binary-format raw-in-base64-out

X4 : seedSetDesiredTemp. json

"messages": [
{
"messageld": "00001",
"inputName": "seedTemperatureInput",

"payload": "{\"areaId\": \"Area51\", \'"desiredTemperature\":

"BatchPutMessageErrorEntries": []

Area51 FNESSEH4 KK Amazon SNS SHERAI :

Heating system off command> {
"eventTime":1557520274729,

"payload":{
"actionExecutionId":"f3159081-bac3-38a4-96f7-74af0940d0as",
"detector":{

"detectorModelName":"areaDetectorModel",
"keyValue":"Area51",
"detectorModelVersion":"1"

},

"eventTriggerDetails":{
"inputName":"seedTemperaturelnput",
"messageld":"00001",
"triggerType":"Message"

23.0}"

BatchPutMessage 7~
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},
"state":{
"stateName":"start",
"variables":{
"sensorCount":10,
"rangeHigh":30.0,
"resetMe":false,
"enteringNewState":true,
"averageTemperature":20.0,
"rangeLow":15.0,
"noDelay":false,
"allowedError":0.7,
"desiredTemperature":20.0,
"anomalousHigh":60.0,
"reportedTemperature":0.1,
"anomalousLow":0.0,
"sensorId":0

iy

"timers":{}

}
}I

"eventName":"resetHeatCool"

Cooling system off command> {
"eventTime" :1557520274729,

"payload":{
"actionExecutionId":"98f6alb5-8f40-3cdb-9256-93afd4d66192",
"detector":{

"detectorModelName":"areaDetectorModel",
"keyValue":"Area51",
"detectorModelVersion":"1"

},

"eventTriggerDetails":{
"inputName":"seedTemperatureInput",
"messageld":"00001",
"triggerType":"Message"

.

"state":{

"stateName":"start",
"variables":{

"sensorCount":10,
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"rangeHigh":30.0,
"resetMe":false,
"enteringNewState":true,
"averageTemperature":20.0,
"rangelLow":15.0,
"noDelay":false,
"allowedError":0.7,
"desiredTemperature":20.0,
"anomalousHigh":60.0,
"reportedTemperature":0.1,
"anomalousLow":0.0,
"sensorId":0

},

"timers":{}

}
.

"eventName":"resetHeatCool"

ERBIF | TAEEH "DescribeDetector" API RIRENA XM ML BPRSHEE.,

aws iotevents-data describe-detector --detector-model-name areaDetectorModel --key-
value Area5l

e R

"detector": {
"lastUpdateTime": 1557521572.216,
"creationTime": 1557520274.405,

"state": {
"variables": [

{
"name": "resetMe",
"value": "false"

.

{
"name": "rangelLow",
"value": "15.0"

.

{
"name": "noDelay",
"value": "false"
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},

{
"name": "desiredTemperature",
"value": "20.0"

},

{
"name": "anomalousLow",
"value": "0.0"

},

{
"name": "sensorId",
"value": "\"OQ1\""

},

{
"name": "sensorCount",
"value": "10"

},

{
"name": "rangeHigh",
"value": "30.0"

},

{
"name": "enteringNewState",
"value": "false"

},

{
"name": "averageTemperature",
"value": "19.572"

},

{
"name": "allowedError",
"value": "0Q.7"

},

{
"name": "anomalousHigh",
"value": "60.0"

},

{
"name": "reportedTemperature",
"value": "15.72"

},

{

"name": "goodToGo",
"value": "false"
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}
1,
"stateName": "idle",
"timers": [
{
"timestamp": 1557520454.0,
"name": "idleTimer"
}
]
.
"keyValue": "Areabl",
"detectorModelName": "areaDetectorModel",
"detectorModelVersion": "1"

BatchUpdateDetector ;R4
FEARRBIH |, "BatchUpdateDetector" AT EXRIEE TEMNFMNBZEHINRIES T,
ERAK CLI &%

aws iotevents-data batch-update-detector --cli-input-json file://areaDM.BUD.json

3 : areaDM.BUD. json

{
"detectors": [
{
"messageId": "0001",
"detectorModelName": "areaDetectorModel",
"keyValue": "Areabl",
"state": {
"stateName": "start",
"variables": [
{
"name": "desiredTemperature",
"value": "22"
I
{
"name": "averageTemperature",
"value": "22"
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"name": "allowedError",
"value": "1.0"

"name": "rangeHigh",
"value": "30.0"

"name": "rangeLow",
"value": "15.0"

"name": "anomalousHigh",
"value": "60.0"

"name": "anomalousLow",
Ilvaluell. Il@ 0"

"name": "sensorCount",
Ilvaluell. II12II

"name": "noDelay",
"value": "true"

"name": "goodToGo",
"value": "true"

"name": "sensorId",
Ilvaluell. II@II

"name": "reportedTemperature",
"value": "0.1"

"name": "resetMe",
"value": "true"
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}
1,
"timers": [
]
}
}
]
}
el R
{

An error occurred (InvalidRequestException) when calling the BatchUpdateDetector
operation: Number of variables in the detector exceeds the limit 10

}

AWS loT Core # NI 5|Z R4l

BAUTRALNRF AWS loT Events MQTT SEE U FEMIBERBENERETRF. RINBEESELT RN
BFEHEZFHNENXEAHEMGSRERNAWS loT CoreliTtE,

FERGIH | RIVEXLTHER "Area51HeatingUnit" # "Area51CoolingUnit" BT,

A CLI 5 :

aws iot create-topic-rule --cli-input-json file://ADMShadowCoolOffRule.json

X : ADMShadowCoolOffRule. json

{
"ruleName": "ADMShadowCoolOff",
"topicRulePayload": {
"sql": "SELECT topic(3) as state.desired.command FROM 'hvac/Cooling/Off'",
"description": "areaDetectorModel mqgtt topic publish to cooling unit shadow
request",
"ruleDisabled": false,
"awsIotSglVersion": "2016-03-23",
"actions": [
{
"republish": {
"topic": "$$aws/things/${payload.detector.keyValue}CoolingUnit/shadow/
update",
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"roleArn": "arn:aws:iam::123456789012:role/service-role/ADMShadowRole"

W57 : [ZE]
AN CLI®E :

aws iot create-topic-rule --cli-input-json file://ADMShadowCoolOnRule. json

X4 : ADMShadowCoolOnRule. json

{
"ruleName": "ADMShadowCoolOn",
"topicRulePayload": {
"sql": "SELECT topic(3) as state.desired.command FROM 'hvac/Cooling/On'",
"description": "areaDetectorModel mgtt topic publish to cooling unit shadow
request",
"ruleDisabled": false,
"awsIotSqlVersion": "2016-03-23",
"actions": [
{
"republish": {
"topic": "$$aws/things/${payload.detector.keyValue}CoolingUnit/shadow/
update",
"roleArn": "arn:aws:iam::123456789012:role/service-role/ADMShadowRole"
}
}
]
}
}

W57 : [ZE]
AN CLI &S :

aws iot create-topic-rule --cli-input-json file://ADMShadowHeatOffRule.json

X4 : ADMShadowHeatOffRule. json
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{
"ruleName": "ADMShadowHeatOff",
"topicRulePayload": {
"sql": "SELECT topic(3) as state.desired.command FROM 'hvac/Heating/Off'",
"description": "areaDetectorModel mqtt topic publish to heating unit shadow
request",
"ruleDisabled": false,
"awsIotSqlVersion": "2016-03-23",
"actions": [
{
"republish": {
"topic": "$$aws/things/${payload.detector.keyValue}HeatingUnit/shadow/
update",
"roleArn": "arn:aws:iam::123456789012:role/service-role/ADMShadowRole"
}
}
]
}
}

MR : [ZE]
EAM CLI 5 :

aws iot create-topic-rule --cli-input-json file://ADMShadowHeatOnRule.json

X4 : ADMShadowHeatOnRule.json

{
"ruleName": "ADMShadowHeatOn",
"topicRulePayload": {
"sql": "SELECT topic(3) as state.desired.command FROM 'hvac/Heating/On'",
"description": "areaDetectorModel mqtt topic publish to heating unit shadow
request",
"ruleDisabled": false,
"awsIotSglVersion": "2016-03-23",
"actions": [
{
"republish": {
"topic": "$$aws/things/${payload.detector.keyValue}HeatingUnit/shadow/
update",

"roleArn": "arn:aws:iam::123456789012:role/service-role/ADMShadowRole"
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}
]
}
}

MR : [ZE]

EEA

FalE

ZRENNREABFERLNVINBMNFTELEPNER , AMKMENNBEN, S5EENBEIRE,
DRRAHEBEENMBEEEMNER (WA ). REAFTENNRIINSAHERNR

- EBENRBVEHERNRF
« DRRHINEHERNES

FARBDXMNHEE (EFEE "craneld" Ml "motorId" MTHE ) , BERATUERAENNEH
WITANR BN SHIRNEE, SIHZEMRMNT , BEMERH Amazon SNS KX BH., BERT
DERBERNSER K XERT2ZHESNEA,

BRBIRRAT 3L

- BIER., REL. E#H. MIER (CRUD) #i A,

- OIE., EE, FFH. MR (CRUD) SH4HNB[ER N T EMRAN SR,
« F—MNEARBISNEHENER.

o FHHMARARNSER,

- WEMERXGNEGRHEN,

- BEBERHPSIARSTEEHREZFREHE.

- BEEMN., RE., MAFTIEBINRERTENSITHRE R

- {8 SNS B#RE ActionsExecutor FIITERME,

PN
AR T3

#Create Pressure Input
aws iotevents create-input --cli-input-json file://pressurelnput.json
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iotevents
iotevents
iotevents
iotevents

aws
aws
aws
aws

describe-input --input-name Pressurelnput

update-input --cli-input-json file://pressurelnput.json
list-inputs

delete-input --input-name Pressurelnput

#Create Temperature Input

iotevents
iotevents
iotevents
iotevents
iotevents

aws
aws
aws
aws
aws

#Create Motor
aws iotevents
aws iotevents
aws iotevents

create-input --cli-input-json file://temperaturelnput.json
describe-input --input-name TemperaturelInput

update-input --cli-input-json file://temperaturelnput.json
list-inputs

delete-input --input-name TemperatureInput

Event Detector using pressure and temperature input
create-detector-model --cli-input-json file://motorDetectorModel.json
describe-detector-model --detector-model-name motorDetectorModel
update-detector-model --cli-input-json file://

updateMotorDetectorModel. json

aws iotevents
aws iotevents
aws iotevents

#Create Crane
aws iotevents
aws iotevents
aws iotevents

list-detector-models
list-detector-model-versions --detector-model-name motorDetectorModel
delete-detector-model --detector-model-name motorDetectorModel

Event Detector using temperature input

create-detector-model --cli-input-json file://craneDetectorModel. json
describe-detector-model --detector-model-name craneDetectorModel
update-detector-model --cli-input-json file://

updateCraneDetectorModel. json

aws iotevents
aws iotevents
aws iotevents

list-detector-models
list-detector-model-versions --detector-model-name craneDetectorModel
delete-detector-model --detector-model-name craneDetectorModel

#Replace cranelds

sed -i "'

"s/100008/100009/g" messages/*

#Replace motorIds
sed -i '' "s/200008/200009/g" messages/*

#Send HighPressure message

aws iotevents-

data batch-put-message --cli-input-json file://messages/

highPressureMessage.json --cli-binary-format raw-in-base64-out

#Send HighTemperature message

aws iotevents-

data batch-put-message --cli-input-json file://messages/

highTemperatureMessage.json --cli-binary-format raw-in-base64-out

=
4
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#Send LowPressure message
aws iotevents-data batch-put-message --cli-input-json file://messages/
lowPressureMessage.json --cli-binary-format raw-in-base64-out

#Send LowTemperature message
aws iotevents-data batch-put-message --cli-input-json file://messages/
lowTemperatureMessage.json --cli-binary-format raw-in-base64-out

R B 1R B ER

X4 : craneDetectorModel. json

"detectorModelName": "craneDetectorModel",
"detectorModelDefinition": {
"states": [
{
"stateName": "Running",
"onEnter": {
"events": [

{
"eventName": "init",
"condition": "true",
"actions": [
{
"setVariable": {
"variableName": "craneThresholdBreached",
"value": "Q"
}
}
]
}
]
},
"onInput": {
"events": [
{
"eventName": "Overheated",
"condition": "$input.TemperatureInput.temperature > 35",
"actions": [
{

"setVariable": {
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"variableName": "craneThresholdBreached",
"value": "$variable.craneThresholdBreached + 1"
}
}
]
.
{
"eventName": "Crane Threshold Breached",
"condition": "$variable.craneThresholdBreached > 5",
"actions": [
{
"sns": {
"targetArn": "arn:aws:sns:us-
east-1:123456789012:CraneSNSTopic"
}
}
]
.
{
"eventName": "Underheated",
"condition": "$input.Temperaturelnput.temperature < 25",
"actions": [
{
"setVariable": {
"variableName": "craneThresholdBreached",
"value": "0Q"
}
}
]
}
]
}
}
1,
"initialStateName": "Running"
.
"key": "craneid",

"roleArn": "arn:aws:iam::123456789012:role/columboSNSRole"

FHIENRERNFER, X4 : updateCraneDetectorModel. json
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"detectorModelName": "craneDetectorModel",
"detectorModelDefinition": {
"states": [
{
"stateName": "Running",
"onEnter": {
"events": [

{
"eventName": "init",
"condition": "true",
"actions": [
{
"setVariable": {
"variableName": "craneThresholdBreached",
"value": "OQ"
}
},
{
"setVariable": {
"variableName": "alarmRaised",
"value": "'false'"
}
}
]
}
]
},
"onInput": {
"events": [
{
"eventName": "Overheated",
"condition": "$input.TemperatureInput.temperature > 30",
"actions": [
{
"setVariable": {
"variableName": "craneThresholdBreached",
"value": "$variable.craneThresholdBreached + 1"
}
}
]
},
{
"eventName": "Crane Threshold Breached",

R ERE R L
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"condition": "$variable.craneThresholdBreached > 5 &&
$variable.alarmRaised == 'false'",
"actions": [
{
"sns": {
"targetArn": "arn:aws:sns:us-
east-1:123456789012:CraneSNSTopic"
}
},
{
"setVariable": {
"variableName": "alarmRaised",
"value": "'true'"
}
}
]
},
{
"eventName": "Underheated",
"condition": "$input.TemperatureInput.temperature < 10",
"actions": [
{
"setVariable": {
"variableName": "craneThresholdBreached",
"value": "OQ"
}
}
]
}
]
}
}
1,
"initialStateName": "Running"
},
"roleArn": "arn:aws:iam::123456789012:role/columboSNSRole"
}
X# : motorDetectorModel.json
{

"detectorModelName": "motorDetectorModel",
"detectorModelDefinition": {

R ERE R L
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"states": [
{
"stateName": "Running",
"onEnter": {
"events": [

{
"eventName": "init",
"condition": "true",
"actions": [
{
"setVariable": {
"variableName": "motorThresholdBreached",
"value": "OQ"
}
}
]
}
]
},
"onInput": {
"events": [
{
"eventName": "Overheated And Overpressurized",
"condition": "$input.Pressurelnput.pressure > 70 &&

$input.TemperatureInput.temperature > 30",
"actions": [

{
"setVariable": {
"variableName": "motorThresholdBreached",
"value": "$variable.motorThresholdBreached + 1"
}
}
]
I
{
"eventName": "Motor Threshold Breached",
"condition": "$variable.motorThresholdBreached > 5",
"actions": [
{
"sns": {
"targetArn": "arn:aws:sns:us-
east-1:123456789012 :MotorSNSTopic"
}
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]
}
]
}
}

1,

"initialStateName": "Running"
1,
"key": "motorid",

"roleArn": "arn:aws:iam::123456789012:role/columboSNSRole"

FHIENRNFER, X4 : updateMotorDetectorModel. json

"detectorModelName": "motorDetectorModel",
"detectorModelDefinition": {
"states": [
{
"stateName": "Running",
"onEnter": {
"events": [

{
"eventName": "init",
"condition": "true",
"actions": [
{
"setVariable": {
"variableName": "motorThresholdBreached",
"value": "OQ"
}
}
]
}
]
.
"onInput": {
"events": [
{
"eventName": "Overheated And Overpressurized",
"condition": "$input.Pressurelnput.pressure > 70 &&

$input.TemperatureInput.temperature > 30",
"actions": [

R ERE R L
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{
"setVariable": {
"variableName": "motorThresholdBreached",
"value": "$variable.motorThresholdBreached + 1"
}
}
]
I
{
"eventName": "Motor Threshold Breached",
"condition": "$variable.motorThresholdBreached > 5",
"actions": [
{
"sns": {
"targetArn": "arn:aws:sns:us-
east-1:123456789012 :MotorSNSTopic"
}
}
]
}
]
}
}
1,
"initialStateName": "Running"

iy
"roleArn": "arn:aws:iam::123456789012:role/columboSNSRole"

TN

X4 : pressurelnput.json

{
"inputName": "PressurelInput",
"inputDescription": "this is a pressure input description",
"inputDefinition": {
"attributes": [
{"jsonPath": "pressure"}
]
}
}
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X4 : temperatureInput.json

{
"inputName": "Temperaturelnput",
"inputDescription": "this is temperature input description",
"inputDefinition": {
"attributes": [
{"jsonPath": "temperature"}
]
}
}
HE

X# : highPressureMessage.json

{
"messages": [
{
"messageId": "1",
"inputName": "PressurelInput",
"payload": "{\"craneid\": \"100009\", \"pressure\":
\"200009\"}"
}
]
}

X4 : highTemperatureMessage. json

80, \"motorid\":

{
"messages": [
{
"messageId": "2",
"inputName": "TemperatureInput",
"payload": "{\"craneid\": \"100009\", \"temperature\": 40, \"motorid\":
\'"200009\"}"
}
]
}

X# : lowPressureMessage. json

HE
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"messages": [
{
"messageId": "1",
"inputName": "Pressurelnput",

"payload": "{\"craneid\": \"100009\", \"pressure\": 20, \"motorid\":
\||200009\|| } n

}

X# : lowTemperatureMessage. json

"messages": [
{
"messageId": "2",
"inputName": "TemperaturelInput",

"payload": "{\"craneid\": \"100009\", \"temperature\": 20, \"motorid\":
\||200009\n } 1]

}

ERERSRNNAEFEITSHRN
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"detectorModelName": "EventDetectionSensorsAndApplications",
"detectorModelDefinition": {
"states": [
{
"onInput": {
"transitionEvents": [],
"events": []
I
"stateName": "Device_exception",
"onEnter": {
"events": [

{

"eventName": "Send_mqgtt",
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"actions": [

{
"iotTopicPublish": {
"mqttTopic": "Device_stolen"
}
}
1,
"condition": "true"
}
]
},
"onExit": {
"events": []
}
},
{
"onInput": {
"transitionEvents": [
{
"eventName": "To_in_use",
"actions": [],
"condition": "$variable.position !=
$input.AWS_IoTEvents_Blueprints_Tracking_DeviceInput.gps_position",
"nextState": "Device_in_use"
}
1,
"events": []
I
"stateName": "Device_idle",
"onEnter": {
"events": [
{
"eventName": "Set_position",
"actions": [
{
"setVariable": {
"variableName": "position",
"value":
"$input.AWS_IoTEvents_Blueprints_Tracking_DeviceInput.gps_position"
}
}
1,
"condition": "true"
}
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]
.
"onExit": {
"events": []
}
.
{
"onInput": {
"transitionEvents": [
{
"eventName": "To_exception",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_Tracking_UserInput.device_id !=
$input.AWS_IoTEvents_Blueprints_Tracking_DeviceInput.device_id",

"nextState": "Device_exception"
}
1,
"events": []
.
"stateName": "Device_in_use",

"onEnter": {
"events": []

.
"onExit": {
"events": []
}
}
1,
"initialStateName": "Device_idle"

RERNES
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"detectorModelDefinition": {
"states": [
{
"onInput": {
"transitionEvents": [

RERNES
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{
"eventName": "To_normal",
"actions": [],
"condition":
"currentInput(\"AWS_IoTEvents_Blueprints_Heartbeat_Input\")",
"nextState": "Normal"
}

1,

"events": []
.
"stateName": "Offline",
"onEnter": {

"events": [

{
"eventName": "Send_notification",
"actions": [
{
"sns": {
"targetArn": "sns-topic-arn"
}
}
1,
"condition": "true"
}
]
I
"onExit": {
"events": []
}
I
{
"onInput": {
"transitionEvents": [
{
"eventName": "Go_offline",
"actions": [],
"condition": "timeout(\"awake\")",
"nextState": "Offline"
}
1,
"events": [
{

"eventName": "Reset_timer",
"actions": [
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{

}
1,
"condition":

"resetTimer":

{

"timerName": "awake"

"currentInput(\"AWS_IoTEvents_Blueprints_Heartbeat_Input\")"

}

}I

"stateName": "Normal",

"onEnter": {
"events": [

{

"eventName":
"actions":

{

1,

"condition":

"setTimer":

"Create_timer",

{
"seconds": 300,
"timerName": "awake"

"$input.AWS_IoTEvents_Blueprints_Heartbeat_Input.value > Q"

}
]
},
"onExit": {
"events": []
}
}
1,
"initialStateName": "Normal"

ISA 23R
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"detectorModelName": "AWS_IoTEvents_Blueprints_ISA_Alarm",
"detectorModelDefinition": {
"states": [

{
"onInput": {
"transitionEvents": [
{
"eventName": "unshelve",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"unshelve\" &&
$variable.state == \"rtnunack\"",
"nextState": "RTN_Unacknowledged"

.

{
"eventName": "unshelve",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"unshelve\" &&
$variable.state == \"ack\"",
"nextState": "Acknowledged"

.

{
"eventName": "unshelve",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"unshelve\" &&
$variable.state == \"unack\"",
"nextState": "Unacknowledged"

I
{
"eventName": "unshelve",
"actions": [],
"condition":
"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"unshelve\" &&
$variable.state == \"normal\"",
"nextState": "Normal"
}
1,
"events": []
},
"stateName": "Shelved",

"onEnter": {
"events": []
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},
"onExit": {
"events": []
}
},
{
"onInput": {
"transitionEvents": [
{
"eventName": "abnormal_condition",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.value > $variable.higher_threshold ||
$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.value < $variable.lower_threshold",
"nextState": "Unacknowledged"

I

{
"eventName": "acknowledge",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"acknowledge\"",

"nextState": "Normal"

},

{
"eventName": "shelve",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"shelve\"",
"nextState": "Shelved"

I

{
"eventName": "remove_from_service",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"remove\"",

"nextState": "Out_of_service"

},

{
"eventName": "suppression",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"suppressed\"",
"nextState": "Suppressed_by_design"
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1,

"events": []
},
"stateName": "RTN_Unacknowledged",
"onEnter": {

"events": [

{
"eventName": "State Save",
"actions": [
{
"setVariable": {
"variableName": "state",
"value": "\"rtnunack\""
}
}
1,
"condition": "true"
}
]
.
"onExit": {
"events": []
}
.
{
"onInput": {
"transitionEvents": [
{
"eventName": "abnormal_condition",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.value > $variable.higher_threshold
$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.value < $variable.lower_threshold",
"nextState": "Unacknowledged"

},

{
"eventName": "shelve",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"shelve\"",
"nextState": "Shelved"
.
{

"eventName": "remove_from_service",

ISA iR

152



AWS loT Events FEANGIER

"actions": [],

"condition":
"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"remove\"",
"nextState": "Out_of_service"
},
{
"eventName": "suppression",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"suppressed\"",
"nextState": "Suppressed_by_design"

}
1,
"events": [
{
"eventName": "Create Config variables",
"actions": [
{
"setVariable": {
"variableName": "lower_threshold",
"value":
"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.lower_threshold"
}
I
{
"setVariable": {
"variableName": "higher_threshold",
"value":
"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.higher_threshold"
}
}
1,
"condition": "$variable.lower_threshold !=
$variable.lower_threshold"
}
]
},
"stateName": "Normal",
"onEnter": {
"events": [
{
"eventName": "State Save",
"actions": [
{
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"setVariable": {

"variableName": "state",
"value": "\"normal\""
}
}
1,
"condition": "true"
}
]
I
"onExit": {
"events": []
}
I
{
"onInput": {
"transitionEvents": [
{
"eventName": "acknowledge",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"acknowledge\"",
"nextState": "Acknowledged"
1,
{

"eventName": "return_to_normal",

"actions": [],

"condition":
"($input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.value <= $variable.higher_threshold
&& $input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.value >=
$variable.lower_threshold)",

"nextState": "RTN_Unacknowledged"

},

{
"eventName": "shelve",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"shelve\"",
"nextState": "Shelved"
I
{

"eventName": "remove_from_service",
"actions": [],
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"condition":
"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"remove\"",
"nextState": "Out_of_service"
1,
{
"eventName": "suppression",

"actions": [],

"condition":
"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"suppressed\"",

"nextState": "Suppressed_by_design"

}
1,
"events": []
I
"stateName": "Unacknowledged",

"onEnter": {
"events": [

{
"eventName": "State Save",
"actions": [
{
"setVariable": {
"variableName": "state",
"value": "\"unack\""
}
}
1,
"condition": "true"
}
]
},
"onExit": {
"events": []
}
},
{
"onInput": {
"transitionEvents": [
{
"eventName": "unsuppression",
"actions": [],
"condition":
"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"unsuppressed\" &&
$variable.state == \"normal\"",
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"nextState": "Normal"
I
{
"eventName": "unsuppression",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"unsuppressed\" &&
$variable.state == \"unack\"",
"nextState": "Unacknowledged"

1,

{
"eventName": "unsuppression",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"unsuppressed\" &&
$variable.state == \"ack\"",
"nextState": "Acknowledged"

1,

{
"eventName": "unsuppression",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"unsuppressed\" &&
$variable.state == \"rtnunack\"",
"nextState": "RTN_Unacknowledged"

}
1,
"events": []
1,
"stateName": "Suppressed_by_design",

"onEnter": {
"events": []

},
"onExit": {
"events": []
}
},
{
"onInput": {
"transitionEvents": [
{
"eventName": "return_to_service",

"actions": [],
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"condition":
"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"add\" && $variable.state
== \"rtnunack\"",

"nextState": "RTN_Unacknowledged"

},
{

"eventName": "return_to_service",

"actions": [],

"condition":
"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"add\" && $variable.state
== \"unack\"",

"nextState": "Unacknowledged"

},
{

"eventName": "return_to_service",

"actions": [],

"condition":
"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"add\" && $variable.state
== \"ack\"",

"nextState": "Acknowledged"

},
{

"eventName": "return_to_service",

"actions": [],

"condition":
"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"add\" && $variable.state
== \"normal\"",

"nextState": "Normal"

}
1,
"events": []
I
"stateName": "Out_of_service",
"onEnter": {
"events": []
I
"onExit": {
"events": []
}
I
{
"onInput": {
"transitionEvents": [
{
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"eventName": "re-alarm",
"actions": [],
"condition": "timeout(\"snooze\")",
"nextState": "Unacknowledged"
},
{
"eventName": "return_to_normal",
"actions": [],
"condition":
"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"reset\"",
"nextState": "Normal"
I
{
"eventName": "shelve",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"shelve\"",
"nextState": "Shelved"

},

{
"eventName": "remove_from_service",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"remove\"",

"nextState": "Out_of_service"

I

{
"eventName": "suppression",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"suppressed\"",
"nextState": "Suppressed_by_design"

1,
"events": []
I
"stateName": "Acknowledged",
"onEnter": {
"events": [
{
"eventName": "Create Timer",
"actions": [
{

"setTimer": {
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"seconds": 60,

"timerName": "snooze"
}
}
1,
"condition": "true"
},
{
"eventName": "State Save",
"actions": [
{
"setVariable": {
"variableName": "state",
"value": "\"ack\""
}
}
1,
"condition": "true"
}
]
},
"onExit": {
"events": []
}
}
1,
"initialStateName": "Normal"
.
"detectorModelDescription": "This detector model is used to detect if a monitored

device is in an Alarming State in accordance to the ISA 18.2.",
"roleArn": "arn:aws:iam::123456789012:role/IoTEventsRole",
"key": "alarmId"
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"detectorModelDefinition": {
"states": [

{
"onInput": {
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"transitionEvents": [

{
"eventName": "not_fixed",
"actions": [],
"condition": "timeout(\"snoozeTime\")",
"nextState": "Alarming"
},
{
"eventName": "reset",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_Simple_Alarm_Input.command == \"reset\"",

"nextState": "Normal"
}
1,
"events": [
{
"eventName": "DND",
"actions": [
{
"setVariable": {
"variableName": "dnd_active",
"value": "1"
}
}
1,
"condition":
"$input.AWS_IoTEvents_Blueprints_Simple_Alarm_Input.command == \"dnd\""
}
]
},
"stateName": "Snooze",
"onEnter": {
"events": [
{
"eventName": "Create Timer",
"actions": [
{
"setTimer": {
"seconds": 120,
"timerName": "snoozeTime"
}
}

1,
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"condition": "true"
}
]
I
"onExit": {
"events": []
}
I
{
"onInput": {
"transitionEvents": [
{
"eventName": "out_of_range",
"actions": [],
"condition":
"$input.AWS_IoTEvents_Blueprints_Simple_Alarm_Input.value > $variable.threshold",
"nextState": "Alarming"
}
1,
"events": [
{
"eventName": "Create Config variables",
"actions": [
{
"setVariable": {
"variableName": "threshold",
"value":
"$input.AWS_IoTEvents_Blueprints_Simple_Alarm_Input.threshold"
}
}
1,
"condition": "$variable.threshold != $variable.threshold"
}
]
},
"stateName": "Normal",
"onEnter": {
"events": [
{
"eventName": "Init",
"actions": [
{

"setVariable": {
"variableName": "dnd_active",
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"value": "OQ"
}
}
1,
"condition": "true"
}
]
I
"onExit": {
"events": []
}
I
{
"onInput": {
"transitionEvents": [
{
"eventName": "reset",
"actions": [],
"condition":
"$input.AWS_IoTEvents_Blueprints_Simple_Alarm_Input.command == \"reset\"",
"nextState": "Normal"
I
{
"eventName": "acknowledge",
"actions": [],
"condition":
"$input.AWS_IoTEvents_Blueprints_Simple_Alarm_Input.command == \"acknowledge\"",
"nextState": "Snooze"
}
1,
"events": [
{
"eventName": "Escalated Alarm Notification",
"actions": [
{
"sns": {
"targetArn": "arn:aws:sns:us-
west-2:123456789012:escalatedAlarmNotification”
}
}
1,
"condition": "timeout(\"unacknowledgeTIme\")"
}
]
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iy
"stateName": "Alarming",
"onEnter": {

"events": [

{
"eventName": "Alarm Notification",
"actions": [
{
"sns": {
"targetArn": "arn:aws:sns:us-
west-2:123456789012:alarmNotification"
}
},
{
"setTimer": {
"seconds": 300,
"timerName": "unacknowledgeTIme"
}
}
1,
"condition": "$variable.dnd_active != 1"
}
]
I
"onExit": {
"events": []
}
}
1,
"initialStateName": "Normal"
},
"detectorModelDescription": "This detector model is used to detect if a monitored

device is in an Alarming State.",
"roleArn": "arn:aws:iam::123456789012:role/IoTEventsRole",
"key": "alarmId"
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BXREZEE , F50 (AWS loT SiteWise A/ iEE) HRY “BI BEREEZHIE" M (SiteWise
Monitor NFAER) R “Bi BiRFHTEE

BN

HRBHRERN , BULUERREEEABIAR. NRESABIAR , SBRRSREZLR , EBEAR
SWFEA, SAVEB AT ABIABRAE TEIC, HlE0, &0 LA B RAVE BSAR B R B B i B R
mpviEE, MREEERENBEELHEECSE , N2 ERAER.

EREBUTRE
DISABLED

HEIRL T DISABLED AR |, ©ibEE AR FIEEIE. ESHAEHR  YTEEHRER R
NORMAL IR7S,
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NORMAL

HERLT NORMAL RASES , ERMABIHERET .
ACTIVE

MRBERAT ACTIVERE , WS EAER,. QEERZNBEEL T EETE.
ACKNOWLEDGED

MEIRAF ACKNOWLEDGED IRZAHRT |, Bk E4UA A H EEHIA T iR,
LATCHED

BERCHWIAR , E—BRERENDABILNER. BRSEHELN NORMAL RES,
SNOOZE_DISABLED

HERAT SNOOZE_DISABLED RASHET , BHFERER S EIERALL TERRE, EEFENREY
&, BIR£ B3I NORMAL R,

SlEEHRER

EOLAE AWS loT Events B R SZBEHNEBIE  HERBREFNKIELH., BREHATAESR
MEZREWSI, ETLUER AWS loT Events 2 &1 A5, AWS loT Events AP| #Z2 si fi & R 4&
B, BEZIRELN , FRaMEEHBIEN 2R M ER.

=R
BIRBERRE S RIE R T ER,

o AL B BERERRIEIE AWS loT Events RV AB S AWS loT SiteWise HHY 5 7 & 1.
« WMREIEFEIE AWS loT Events FRVRARY | FHEGBEHRER 2 BIMITUTRE
- ST ERCIERA PR,
- SR2: FRESMER T 2R ARNHHA,

. MBLEBKRATEYE  WSMETE AWS loT SiteWise HAIERAFEE | AR HRERE
I
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- RYEERORAE AWS BIREBLTN T B - AWS X,

RIEZERER (ZFHAR)
UTRBFEENBnaa) 2 EIRE R LS AWS loT Events #2418 58 AWS loT Events B 1,

1. BXE AWS loT Events %5,

2. ESMERP | BEF BREDL,

3. EERER mMEL, EF UBRBIRER,

4. FEERERFMEEDBIHP , ITUTERE

a. WAME—AEN,
b. (F &) BWA#R,
5. % BREHR By , PITUTERE

/A Important
WERIEIFAWS loT SiteWise B=B M , M AR EIE AWS loT SiteWise R8I T A/~
7,

a. &EIFEAWS loT Eventsii AJB 1.

b. EEH A
c. EEWMARMEH. ZWABMEAFEIZERNEH. AWS loT Events S BHARKN A
AR HEER.
/A Important

MRBAHENZTFTIEMABERY  BZZZATEZHPIEEN JSON BE
o NISHE B ERREL AWS [oT Events,

6. 1 BEENERS , EALUEXAWS loT Events i TEREHRRSHMARYE., SREMLBREE
Fo

a. HERARMESD A6 ZREHENEML.

TR AR RIER |, BAXTH BTG A E ERAVRTS.
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b. WTEER , RRLREEN., CEARENAAREEREENRERITLER,

AT MU IE T AR AT IR
« > KT

« >= KFHFT

« </pF

« <=/PNFHFT

- =FTF

« =FFT

c. XNTHE, & AWS loT Events i A A — MR FEHIEFE—NMNEMH. AWS loT Events fF1it
BEEZERN M ABENER TR,

d. (Hit)XTFmEY , FERAEHEESERNETRRBRILFRO™EM%E,
7. (Hit) BEHRERD  KEBEHRNEHRE.

BE&ZAIAM 10 MEH, NTEHM 1, MITEATRE
a. XF B, BMATIRBIFEE
- BTEHNER - Bl REEEBAME TR B,
- BTG - BRSREBETHAREA,
- BE - BRAREEEEA.
b. NTRHA , BEEWUREEXWEREA B FERFibit,

EMREAINRPFIINES B FERHF L | FERFRMRE A
c. (Hik)FEWHEAT , EEBHEA.

EORHEANRPRINESAF, |, FRBERMFAS . ELFERHA S HINEERN 1AM
Identity Center Ff&H , REFEREMMBERER D, EXESER , HFSHEERMS

Ao
d. (Wit ) HTFEMETIES  BRA—RBE | HRER NS P2 SR KA RRIE
B,

8. HEXMIERS , BTG AREAETHERER BN RERKSG,
9. ERRREHBIH , HITUTHRAE

EEFEEXER AN , B AR ASZEAEH, 167



AWS loT Events FEANGIER

- MRERER , HBERREBREZLE , B2WFBEH, EEHRRSTREFEER , L&

UL IAE A,
- MRERER , WEFWITEMRE, SNEEREIIEETELAN , BERLEBHIEEE
ERRES,

BEXEZER , REHBIARE,
b. XFNR , FEETIEIZ— :

« B LUBRAWS KEEER G2 A EFHAWS loT Events 31 NG IAM B €,
« WU SAEA AT ERERBITREN TR A4 AWS BIRONIAE IAM BE,

EXEZELR , 52 AWS loT Events B9 &4 M iF B REE,

c. NTFHMBEMIEE , B UREBEHN AWS Lambda THREUU BB ERE N, NEHAWS
LambdaBRBUE R A T kT2 — :

o BIEITAWS Lambdai K - AWS loT Events 3 #2622 % AWS Lambda B %K,

« FEAMBAWS Lambdal #-18 1T % FAWS LambdaB & #kERAIMABAWS Lambdai
o

BXRURRENESER , FSH £AEM AWS RS,

d. (") ERERSEE & , BRI —NHZSNMEBERREZET LR EHRITHAWS
loT Eventsig{E,

10. (FTik) B LRI EREZRER. BXRESZER , BSHARICEHN AWS loT Events B IR
11. #%&# Create (812 ) ,

EIVE £

MRBABIAL  HERRSRERN , E2RIBH, ERMER , SAIAEIA, /A, BA.
EBENELEFER.
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ESMERP | EFE BRER,

R EREIREER,

EERIRBD , EFEEITER.

BRI MR R TETZ — ¢

o M 0D

- HIA - BIREH ACKNOWLEDGED R7So

- B/ - BT ) DISABLED K75,

- BA - BT NORMAL R7S.

- HiE - BHRE ) NORMAL R75.

- HE, REWMITUTERE .
1. &R ZEKRMABELEFiK,
2. %£$% Save (R ) -

iR H SNOOZE_DISABLED IRA

BXEBRRENEZFER |, B5H BIARE,

I R EHR (API)

ERN—MNHZNER , BULUERLLT AWS loT Events API #214E :

« BatchAcknowledgeAlarm

» BatchDisableAlarm

» BatchEnableAlarm

» BatchResetAlarm

+ BatchSnoozeAlarm

EEEHREA
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£/ Lambda B %

AWS loT Events 2 7 Lambda B%k , FEIREEB KIAFFEW B FHR4FEEF B,

ER

NERBIZE Lambda BEETRIBREIATER :

- MREHERLAEHFHEREEEN , NEXKMES LITF AWS Lambda 5 Amazon SES H
Amazon SNS BL&EAM IAM A,

IR B

"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [
"ses:GetIdentityVerificationAttributes",
"ses:SendEmail",
"ses:VerifyEmailIdentity"

1,

"Resource": "*"

},
{
"Effect": "Allow",
"Action": [
"sns:Publish",
"sns:0ptInPhoneNumber",
"sns:CheckIfPhoneNumberIsOptedOut"
1,
"Resource": "*"
b
{

"Effect": "Deny",

"Action": [

"sns:Publish"

1,

"Resource": "arn:aws:sns:*:*:*"
}
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o RAMA AWS loT Events 1 AWS Lambda & MBI AWS Xif, BEXXFNXEIER , ESH
Amazon Web Services —f#85# HHIAWS loT Eventsifs = F A& LA K AWS Lambdaiis = F fr 2

M2 | ambda B

A F2{EH AWS CloudFormation 14Xk %2 Lambda B3, LERSBHHGIE—N IAM A6 | %5
& 23 Lambda E#5 Amazon SES I 5# SNS B &{FE M,

LTREBERRT MAEHA AWS Command Line Interface (AWS CLI) 3k #/2 CloudFormation 3
%o

1. TERBHLRIEH | 21T aws --version MRERABLET AWSCLl, EXEZEER |, BSH
{AWS Command Line Interface A8/ %% AWS CLl,
2. 1217 aws configure list UREERBEZEGARYUEME AWS BIREHN AWS XiFHEE T

AWS CLl, BXEZEE , % (AWS Command Line Interface AF1E®E) FHEE AWS
CLl,

3. T# CloudFormation #4x , PitnotificationLambda.template.yaml.zipo

(® Note
MREETHXHBREME , B LLFE CloudFormation &4 H 3% ZiZE 4R

4. BEFBNBHFHEIERN notificationLambda.template.yaml RIFFEARH,
5. EEMNEZLITHXRIR , SMBITHT notificationLambda.template.yaml X448 H %,
6. ZE6IE CloudFormation % |, HETHUT@T :

aws cloudformation create-stack --stack-name notificationLambda-stack --template-
body file://notificationLambda.template.yaml --capabilities CAPABILITY_IAM

&) LAME Ut CloudFormation #4#xkR B E X Lambda BB H1T R,

(® Note

AWS Lambda £ X EBEIREHFIRN, MR ZHBURBEBHNRERLERBELZAER , WE
H AR EBR S PSRBT BR T R E B X, B LA R L BB R IEEH B BB

B2 Lambda EZK 171


https://docs.aws.amazon.com/general/latest/gr/iot-events.html
https://docs.aws.amazon.com/general/latest/gr/lambda-service.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-install.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-configure.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-configure.html
samples/notificationLambda.template.yaml.zip

AWS loT Events FEANGIER

(DLQ) IR AL INAL BV B, BXREZEER , S AWS Lambda TR AR IEEHEI R
FEA,

& AT LATE CloudFormation 2%l & H IR B EHK. BXEZEER |, {55 AWS CloudFormation
B Figrs i i,

tlZBHE N Lambda Bk
BT A8 Lambda BREE1E R AWS loT Events AR E.
BIEZBEN Lambda AT NERBUTEK,

o AWRMAGFER Lambda BEEITIEEIRERM AR AWS FIREIR.
- MREMEH AWS loT Events 12 Lambda BEE , iS5 24%EER Python 3.7 BT RS,

Lambda BEURAI

import boto3
import json
import logging
import datetime
logger = logging.getlLogger()
logger.setlLevel(logging.INFO)
ses = boto3.client('ses')
sns = boto3.client('sns"')
def check_value(target):

if target:

return True
return False

# Check whether email is verified. Only verified emails are allowed to send emails to
or from.
def check_email(email):
if not check_value(email):
return False
result = ses.get_identity_verification_attributes(Identities=[email])
attr = result['VerificationAttributes']
if (email not in attr or attr[email]['VerificationStatus'] != 'Success'):
logging.info('Verification email for {} sent. You must have all the emails
verified before sending email.'.format(email))
ses.verify_email_identity(EmailAddress=email)
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return False
return True

# Check whether the phone holder has opted out of receiving SMS messages from your
account
def check_phone_number(phone_number):
try:
result = sns.check_if_phone_number_is_opted_out(phoneNumber=phone_number)
if (result['isOptedOut']):
logger.info( 'phoneNumber {} is not opt in of receiving SMS messages. Phone
number must be opt in first.'.format(phone_number))
return False
return True
except Exception as e:
logging.error('Your phone number {} must be in E.164 format in SSO. Exception
thrown: {}'.format(phone_number, e))
return False

def check_emails(emails):
result = True
for email in emails:
if not check_email(email):
result = False
return result

def lambda_handler(event, context):

logging.info('Received event: ' + json.dumps(event))

nep = json.loads(event.get('notificationEventPayload'))
nep['alarmState']
'Alarm ' + alarm_state['stateName'] + '\n'

alarm_state
default_msg
timestamp =
datetime.datetime.utcfromtimestamp(float(nep['stateUpdateTime'])/1000).strftime('%Y-
%m-%d %H:%M:%S"')
alarm_msg = "{} {3} {3 at {3 UTC ".format(nep['alarmModelName'], nep.get('keyValue',
'Singleton'), alarm_state['stateName'], timestamp)
default_msg += 'Sev: ' + str(nep['severity']) + '\n'
if (alarm_state['ruleEvaluation']):
property = alarm_state['ruleEvaluation']['simpleRule']['inputProperty']
default_msg += 'Current Value: ' + str(property) + '\n'
operator = alarm_state['ruleEvaluation']['simpleRule'][ 'operator']
threshold = alarm_state['ruleEvaluation']['simpleRule']['threshold"']
alarm_msg += '({} {3 {})'.format(str(property), operator, str(threshold))
default_msg += alarm_msg + '\n'
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emails = event.get('emailConfigurations',

logger.info('Start Sending Emails')
for email in emails:
from_adr = email.get('from')
to_adrs = email.get('to', [])
cc_adrs = email.get('cc', [])
bcc_adrs = email.get('bcc', []1)

msg = default_msg + '\n' + email.get('additionalMessage',

LD

subject = email.get('subject', alarm_msg)

fa_ver = check_email(from_adr)
tas_ver = check_emails(to_adrs)
ccas_ver = check_emails(cc_adrs)
bccas_ver = check_emails(bcc_adrs)

if (fa_ver and tas_ver and ccas_ver and bccas_ver):

ses.send_email (Source=from_adr,

Destination={'ToAddresses': to_adrs,

'BccAddresses': bcc_adrs},

Message={'Subject': {'Data': subject},

msg}}})

logger.info('Emails have been sent')

logger.info('Start Sending SNS message to SMS')

sns_configs = event.get('smsConfigurations',

for sns_config in sns_configs:

sns_msg = default_msg + '\n' + sns_config.get('additionalMessage’,
phone_numbers = sns_config.get('phoneNumbers"',
sender_id = sns_config.get('senderId')

for phone_number in phone_numbers:

if check_phone_number(phone_number):

if check_value(sender_id):

sns.publish(PhoneNumber=phone_number, Message=sns_msg,
MessageAttributes={'AWS.SNS.SMS.SenderID':{'DataType':

sender_id}})
else:

sns.publish(PhoneNumber=phone_number, Message=sns_msg)
logger.info('SNS messages have been sent')

EXEZEER , 55 AWS Lambda FF X A RIEEFMTALE AWS Lambda ?

CloudFormation #& 1k

EFALLT CloudFormation xR 8122 &8 Lambda B ¥,

AWSTemplateFormatVersion: '2010-09-09'

'CcAddresses': cc_adrs,

'Body': {'Text':

'String', 'StringValue':

{'Data"':
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Description: 'Notification Lambda for Alarm Model'
Resources:
NotificationLambdaRole:
Type: AWS::IAM::Role
Properties:
AssumeRolePolicyDocument:
Statement:
- Effect: Allow
Principal:
Service: lambda.amazonaws.com
Action: sts:AssumeRole

Path: "/"
ManagedPolicyArns:
- 'arn:aws:iam::aws:policy/AWSLambdaExecute'
Policies:
- PolicyName: "NotificationLambda"
PolicyDocument:
Version: "2012-10-17"
Statement:
- Effect: "Allow"
Action:

- "ses:GetIdentityVerificationAttributes"
- "ses:SendEmail"
- "ses:VerifyEmailIdentity"
Resource: "*"
- Effect: "Allow"
Action:
- "sns:Publish"
- "sns:0ptInPhoneNumber"
- "sns:CheckIfPhoneNumberIsOptedOut"
Resource: "*"
- Effect: "Deny"
Action:
- "sns:Publish"
Resource: "arn:aws:sns:*:*:*"
NotificationLambdaFunction:
Type: AWS::Lambda::Function
Properties:
Role: !GetAtt NotificationLambdaRole.Arn
Runtime: python3.7
Handler: index.lambda_handler
Timeout: 300
MemorySize: 3008
Code:
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ZipFile: |

import boto3
import json
import logging
import datetime
logger = logging.getlLogger()
logger.setlLevel(logging.INFO)
ses = boto3.client('ses')
sns = boto3.client('sns"')
def check_value(target):

if target:

return True
return False

# Check whether email is verified. Only verified emails are allowed to send
emails to or from.
def check_email(email):
if not check_value(email):
return False
result = ses.get_identity_verification_attributes(Identities=[email])
attr = result['VerificationAttributes']
if (email not in attr or attr[email]['VerificationStatus'] != 'Success'):
logging.info('Verification email for {} sent. You must have all the
emails verified before sending email.'.format(email))
ses.verify_email_identity(EmailAddress=email)
return False
return True

# Check whether the phone holder has opted out of receiving SMS messages from
your account
def check_phone_number(phone_number):
try:
result = sns.check_if_phone_number_is_opted_out(phoneNumber=phone_number)
if (result['isOptedOut']):
logger.info( 'phoneNumber {} is not opt in of receiving SMS messages.
Phone number must be opt in first.'.format(phone_number))
return False
return True
except Exception as e:
logging.error('Your phone number {} must be in E.164 format in SSO.
Exception thrown: {}'.format(phone_number, e))
return False

def check_emails(emails):

B2 Lambda EZK 176



AWS loT Events FEANGIER

result = True
for email in emails:
if not check_email(email):
result = False
return result

def lambda_handler(event, context):
logging.info('Received event: ' + json.dumps(event))
nep = json.loads(event.get('notificationEventPayload'))
alarm_state = nep['alarmState']
default_msg = 'Alarm ' + alarm_state['stateName'] + '\n'
timestamp =
datetime.datetime.utcfromtimestamp(float(nep['stateUpdateTime'])/1000).strftime('%Y-
%m-%d %H:%M:%S')
alarm_msg = "{} {3} {3} at {3} UTC ".format(nep['alarmModelName'],
nep.get('keyValue', 'Singleton'), alarm_state['stateName'], timestamp)
default_msg += 'Sev: ' + str(nep['severity']) + '\n'
if (alarm_state['ruleEvaluation']):
property = alarm_state['ruleEvaluation']['simpleRule']['inputProperty']
default_msg += 'Current Value: ' + str(property) + '\n'
operator = alarm_state['ruleEvaluation']['simpleRule'][ 'operator']
threshold = alarm_state['ruleEvaluation']['simpleRule']['threshold"']
alarm_msg += '({} {3} {})'.format(str(property), operator, str(threshold))
default_msg += alarm_msg + '\n'

emails = event.get('emailConfigurations', [])
logger.info('Start Sending Emails')
for email in emails:
from_adr = email.get('from')
to_adrs = email.get('to', [])
cc_adrs = email.get('cc', [1)
bcc_adrs = email.get('bcc', [1)
msg = default_msg + '\n' + email.get('additionalMessage', '')
subject = email.get('subject', alarm_msg)
fa_ver = check_email(from_adr)
tas_ver = check_emails(to_adrs)
ccas_ver = check_emails(cc_adrs)
bccas_ver = check_emails(bcc_adrs)
if (fa_ver and tas_ver and ccas_ver and bccas_ver):
ses.send_email(Source=from_adr,
Destination={'ToAddresses': to_adrs, 'CcAddresses':
cc_adrs, 'BccAddresses': bcc_adrs},
Message={'Subject': {'Data': subject}, 'Body': {'Text':
{'Data': msg}}})
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logger.info('Emails have been sent')

logger.info('Start Sending SNS message to SMS')
sns_configs = event.get('smsConfigurations', [])
for sns_config in sns_configs:
sns_msg = default_msg + '\n' + sns_config.get('additionalMessage', '')
phone_numbers = sns_config.get('phoneNumbers', [])
sender_id = sns_config.get('senderId')
for phone_number in phone_numbers:
if check_phone_number(phone_number):
if check_value(sender_id):
sns.publish(PhoneNumber=phone_number, Message=sns_msg,
MessageAttributes={'AWS.SNS.SMS.SenderID':{'DataType': 'String', 'StringValue':
sender_id}})
else:
sns.publish(PhoneNumber=phone_number, Message=sns_msg)
logger.info('SNS messages have been sent')

£ AWS loT Events 12#t# Lambda BEi#K

é/

EER AWS loT Events 1281 Lambda BRERE R EZHRB A , REBUTER :

&AL TE Amazon Simple Email Service (Amazon SES) F & i B8, 7 B 4438 N Y B8 T b 4 b it
BXEZER , 5219 (Amazon Simple Email Service F X AR ¥87) FHIE Amazon SES F
F BB F R b Ak o

MRG0 IR |, BRI ZERARIUEEN R FEffritit, SHUAUERTRMBHEXHRFRR
BRIEHRH4

MRENERAZEEEAN , MXAEA E164 ERFRBESBERXENBESH, KXRXETE

+<country-calling-code><area-code><phone-number>,

BiEBBRA
Country ( ExR/i#[X ) b BB iE S G E.164 X F
x£E 206-555-0100 +12065550100
KE 020-1234-1234 +442012341234
3 %8 8+601+12345 +37060112345
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EEREFR/M XMW | Ei5E countrycode.orgs

AWS loT Events 12# Lambda RIS EREEFEA E.164 RAWEFESE, ER2 , e FARIEE
WHEE, NREHREAATHEBNEESE  BRERIESEMN , NAUKREFZEDR, 2EE
ARESRECHE,

EEWH A

AWS loT Events £/ AWS IAM Identity Center ( IAM B /0 ) SREB BRI AR SSO i H
PR, EfEIREBOKMHALIZERN , B24TUS A IAM Identity Center JF U4 AR IMENEH 1AM
Identity Center 2%, BXEZEE , 55 (AWS IAM Identity Center A 18R FERIAF

/A Important

o IBATHNAWS loT Events, AWS Lambda 1 IAM Identity Center i£3Z B AWS X1,

« AWS Organizations —X REEZF— IAM Identity Center X5, NREA87E H fih X g2 {#t
IAM Identity Center , T 275 5E il BR 24 BTHY IAM Identity Center 2B, BXEZER |, HS
% {AWS IAM Identity Center A 1EEE) HHIIAM Identity Center XiZ##z.
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AWS + 2 EM =R EM, FNAWS BF , BRNENAERASHELLHBE LUK ERMITENHK
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Z2MR AWS MEHNHETE, SEHEBEXHEFHRNCNZEMNZPIN TSN

- ZHZEM - AWSHEFRFHEAWSEFIZITAWS RS EMIZHE, AWSKEEEEEHTZSEAN
RS, ERN AWS 2l ITRIN —% 9 , RITNELLERENAREERBRE =it A TN KR
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£/ AWS loT EventsiZ &l &

Ei5iE AWS loT EventsiZ#l A |, BATHE —HREMNNR, XLENRSLAATFEIEMEFEERE
B AWS K= AWS loT Events BRMFAEE ., NRGEBLEMVENFENRENENET S H
R  XTFHNTIZRBEOXE (AFRAR ) | BHATEERMBEEET.

Efﬁﬁé X LSRRI A AWS loT Events 28| & , B AIASKAM I T AWS HEXRK, BXESE
B, BZ0 IAM AP EEH e A SRR

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"iotevents-data:BatchPutMessage",
"iotevents-data:BatchUpdateDetector",
"iotevents:CreateDetectorModel",
"iotevents:CreatelInput",
"iotevents:DeleteDetectorModel",
"iotevents:DeletelInput",
"iotevents-data:DescribeDetector",
"iotevents:DescribeDetectorModel",
"iotevents:DescribeInput",
"iotevents:DescribeloggingOptions",
"iotevents:ListDetectorModelVersions",
"iotevents:ListDetectorModels",
"iotevents-data:ListDetectors",
"iotevents:ListInputs",
"iotevents:ListTagsForResource",
"iotevents:PutLoggingOptions",
"iotevents:TagResource",
"iotevents:UntagResource",
"iotevents:UpdateDetectorModel",
"iotevents:UpdateInput",
"iotevents:UpdateInputRouting"

1,

"Resource": "arn:${Partition}:iotevents:${Region}:${Account}:detectorModel/

${detectorModelName}",

"Resource": "arn:${Partition}:iotevents:${Region}:${Account}:input/

${inputName}"
}
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}

NTREZFA AWS CLI S AWS API AP , ERENERHUBKEEZFH AR, B , AR IRE
2T AP RER RV ERE,

AFAFESMHINE SR

HROIE REFAMACIRRE , SMEAT AFEERNIEAFSONNERMNTEERK, LERKI
FErEE A EEAIREREURES &R AWS CLI 5t AWS API AR IR,

"Version": "2012-10-17",
"Statement": [

{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
1,
"Resource": [
"arn:aws:iam::*:user/${aws:username}"
]
},
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}
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}

B —PNAWS loT Events#ii A

FEHRGIF |, BEEREN AWS IKF FRAFRFIHEE R —4 AWS loT Events i A
(exampleInput) PR, BEBEAFZAFRM, EF MRS A

ZREABPFERT

iotevents:ListInputs, iotevents:DescribelInput, iotevents:Createlnput, iotevents:D
M iotevents:UpdateInput &XBR. BXRNAFRFIRHE ARG AN R X LNRA Amazon

Simple Storage Service (Amazon S3) BEL RAI , BESREL A . A ERESIXNFHBNIE

8],

"Version":"2012-10-17",
"Statement": [

{
"Sid":"ListInputsInConsole",
"Effect":"Allow",
"Action": [
"iotevents:ListInputs"
1,
"Resource":"arn:aws:iotevents:::*"
},
{
"Sid":"ViewSpecificInputInfo",
"Effect":"Allow",
"Action": [
"iotevents:DescribeInput"
1,
"Resource":"arn:aws:iotevents:::exampleInput"
},
{

"Sid":"ManageInputs",

"Effect":"Allow",

"Action": [
"iotevents:CreatelInput",
"iotevents:DeletelInput",
"iotevents:DescribeInput",
"iotevents:ListInputs",
"iotevents:UpdateInput"

1,
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"Resource":"arn:aws:iotevents:::exampleInput/*"

BIEIRZEEEFAWS loT Events##

BRI EET O REPEASN , WEETHREZZEFIXT AWS loT Events FIRM LR tRHIER
MAGIRRAARTFER 44, BR , NIA##HZ0wnerEEZAFNAF BNER , FRFURR,
LESREEER T 125 & £ TR R R B ENR,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "ListInputsInConsole",
"Effect": "Allow",
"Action": "iotevents:ListInputs",
"Resource": "*"
I
{
"Sid": "ViewInputsIfOwner",
"Effect": "Allow",
"Action": "iotevents:ListInputs",
"Resource": "arn:aws:iotevents:*:*:input/*",
"Condition": {
"StringEquals": {"aws:ResourceTag/Owner": "${aws:username}"}
}
}
]
}

A DU I SR B DB IRIK VA e IR — N8N richard-roe WAFZRIHEBAWS loT
Events## , M ABEH Owner=richard-roe = owner=richard-roe H##M EHFZ., BN | &
ELEEGR, ZEFRZHE Owner FLE Owner M owner , AARHBBEMTR O ARNE, BXESZE
B, #FZH (IAM BFEm) /8 IAM JSON R TE @ &t
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B L B8 AR 55 0B B L

(® Note

« AWS loT Events RSN AT EFEAARECERRRNE —KF P ERIE, XEWREL
EFERAERSHTEREREBR T,

- ZREAEEFSEZ  UTHEEBERERB2 MM IERN , DERAWS loT Events RS+ A iF
FEREKFER , WA LU SR,

BARERER-IMLZEMEE , DFEFRENTRRHNAAESIBEERES RN KERITZ
B, EAWS 1, ERSEAUATERSSBERFRERE. — MRS ( FUERS) FA S —TURS (Fr

BHVRS) R , AR REBRS KRN, AURABAARS  FHENRAEREMERL T ZRSTNE

TERERN AN S N EFHNRREITERE, APHLEXEER , AWS REAIH B EERTF RS

HENTE  MXERSFHRSZLEABNRIEEKS PR EIR.

RINBWERARFEFREHH aws: SourceArn F aws:SourceAccount £R&MHFLETXE , BRE
AWS loT Events N 5 —BIRFREREN T RIGFRNR, MR aws:SourceArn EFRSZEMKS ID, Hln
Amazon S3 77 ARN , BATERAR NI RFH LT XERAXRRFAINE. MRENEALBEEYE
FTFXHAMBEKF ID B aws:SourceArn B , M| aws:SourceAccount B aws:SourceArn
EFNKFER— R EAFEAN , XAEAEBNKS ID,

MRBRBEN —NERESERSFRMERE , B6HA aws:SourceArn, MREE LFIZKF F
NIEMAEEERSERREMERE , BFEH aws:SourceAccount. aws:SourceArnfBES4AE
Bsts:AssumeRoleiERKIEBEWENEFER FEIRER,

BSE R ERERBSRERNAERMEA aws :SourceArn £B&GF L TXENERNTE ARN,
RFMERRNTE ARN , REEEEBESMNER , B X ARN KA EHTEEERF (*) 1
aws:SourceArn £ E T XE&H8, Hli0 , arn:aws:iotevents:*:123456789012:*,

AT R BA an{al £ AWS loT Events FHY aws : SourceArn #l aws:SourceAccount £/%#H L
T IRKPEIRENREEE,

£l

o R 1 FRRNEFETR

- B2 HEBIRER
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« Rl 4 BEIBFIED

FRARER

A T ER R R

LT AeREERTIHRA R fool DetectorModel,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": [
"iotevents.amazonaws.com"
]
},
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "account_id"
.
"ArnEquals": {

"aws:SourceArn": "arn:aws:iotevents:region:account_id:detectorModel/foo"

o PRRICE £t L

UTAeREERTIHREAERER,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": [
"iotevents.amazonaws.com"
B LB ERS R BE R
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]
.
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {

"aws:SourceAccount": "account_id"
},
"ArnEquals": {
"aws:SourceArn": "arn:aws:iotevents:region:account_id:alarmModel/*"

A~ 3 ;AR RE X A Y R

UTFREEBETATHREEXBRNERRENAR, RHEFPHXIEAN us-east-1,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": [
"iotevents.amazonaws.com"
]
.
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "account_id"
},
"ArnEquals": {
"aws:SourceArn": "arn:aws:iotevents:us-east-1:account_id:*"
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ROl 4 . BERIEFED

FENATRRETREMRAS  CEEANENBASEF NS VARELZAG, Hilt  AUFE
RERNEFRE HEABRE ().

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": [
"iotevents.amazonaws.com"
]
.

"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {

"aws:SourceAccount": "account_id"
},
"ArnEquals": {

"aws:SourceArn": "arn:aws:iotevents:region:account_id:*"
}

¥ AWS loT Events & 14 15 [0 3 17 8 BE HEBR

FERALUTEE TSNS EEER AWS loT Events F 1AM B 7] 8238 2 #Y & W (7] &,
B
o BRIHAIE AWS loT Events L {TiE4E

o BEAIIT iam:PassRole
s BHEZEARWTEM AWS Ik P LLAEY A5 RIFERAEY AWS loT Events &R

R o7
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R ITAIE AWS loT Events FfITIR/E

IMRAWS Management ConsoleFiF& , TRHWITENMRE , MATBRREERA I RAEY, EEAR
ERERAFENZEBHAR,

R mateojackson IAM AFZHERAEHAEFTREXRH4NEMEE , BRE
iotevents:ListInputs &R , M&HIMU T REIEIR,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
iotevents:ListInputs on resource: my-example-input

EXFERT , Mateo B RN EEAEHEKE , LA TFMER iotevents:ListInput B¥EDR
B8] my-example-input &iRo

K397 iam: PassRole

MREBUE| —NMEIR | RIPBLINIT iam:PassRole B4 , MIAMEFRELUAF RS AGERS
AWS loT Events,

BE AWS RS AT ERIEACEEIIZRS , MAREMESACIRSIAXAE, Mt , BL
MEAFABEEIRSHINR,

L E N marymajor B IAM AP ZHEAEH S 1E AWS loT Events RHITRIER , 2 K £ T R
HiR, ER , BEL4TMEERFACIHETHNRES AIMITIIEE. Mary TEENACKESIRSH
PR o

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EXMERT , XNEHH Mary BREE A P 4T iam: PassRole #
MREFEEHSY , FHRRAWS EER, FNEERARRHEXEIENA
BHLEATERN AWS 1K A ATFRIFZR AWS loT Events &R

FZAa B E—1MAe  WEEMKFPHNAFSIEELANARTUERZABKRBRIEHRIR, &7
LIEEWESBER , AURAZAR, N TXRETRFNRBEHHFRIEGZER (ACL ) RS , &7
LAE A LR B @ A R RT3 R B RAY T3 R Ao

ETHREZER , BZRAUATREA :

« BT AWS loT Events BB XFXLAFE , S AWS loT Events I 5 IAM th[E T4E,

HEDR 5
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- ETHRIMANEREN AWS KPP R FRRETGRNR , H260 (AM AFER) d0REHER
%5 —1 AWS IKF Y IAM A P RETE RR.

- ETHRMMAAE=S AWS K REEHFRNIBENER , 20 (AM AFER) PHRIE=5
WEN AWS K/~ REHRIRER,

- ETHRIMIBES S HRESRIERATRNR , 28 (AM AFER) PRALEARS HRIER
AP (BORERIE ) REHRNR,

- ETHEAACGNETRRNRBRTEKRKSBRZENES , F5HE (AM AFER) B8 1AM
AEEETRENRBEEMATE,

1538 AWS loT Events

W RRE AWS loT Events FIZH AWS BRFRN TR, TARMMENEEAE, BEM
AWS SRS ROFIEH S MEKERE | MESERBEIR LN S SR, EFHEE AWS loT
Events 281 , BREHNE—MERIHY , RPQELTABHER

. BEEHRTA

- IR R 2

U B R SR 04 2

. SRR TR ?

« WREHATRIES 2

. IR ROB AR 2

T—% , BIETRANAMTRAEFZA TUNEMLRE , RENKREHEILIERE AWS loT Events PEEERY
B, Y2 AWS loT Events BY , A LEERHEE , UEFLBES LM REERTLER , BE
EEMEEANERRE , FRITEBREABN 5%,

Flan | REFERAZE Amazon EC2 , M AT LG IRSLFIRY CPU RIAE, ®B#E /10 MIMERIAE, MR
MEERTEMELHNELE  NEUEFEEFHERMLILES , LARE CPU RIAZHR, WHHE /0

BOMERE,

ES ]

« f# Amazon CloudWatch Y533
« {F/H AWS loT Events 123 AWS CloudTrail API & H
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B#ETH

AWS R FP A LU RIS AWS loT Events W T &, SR UEBEE SN — LT ERAERTHEE
S, BEEIEEEFHTH. BWERATREINERESEIL.

Hzh%ETE
AT LME AL T B Zh{b 5% T B35k I54 AWS loT Events F#7E HIUALIRATIRE -

« Amazon CloudWatch Logs - ¥, #Zf&HM 7RIk E AWS CloudTrail SR EMRIRH BEXH. Bx
E%EE |, i§5# Amazon CloudWatch A i8R Y 12 H E 304,

« Amazon CloudWatch Events - EEEHHHEHEER — MRS NDEREBER , #TER. HR
IRSEENXMYUEER,. BXEZELR , 530 Amazon CloudWatch A FIERER T4 2 Amazon
CloudWatch Events,

« AWS CloudTrail BE K - £ EHZEBEXH , B CloudTrail BEXXHKIEE
CloudWatch Logs ki 1TRA 512 , A Java R E B ENENARRF , BiE CloudTrail 324tH B &3
BEBRREER. BXEZER , H25 (AWS CloudTrail BF#8E) TR CloudTrail B&
Xt

FHEETR

Y5 AWS loT Events S —NEERXR TR F I CloudWatch HEAREZMALITE ., AWS loT
Events, CloudWatch MEM AWS #ZH &2 FIERESE AWS RSN EANE. BWEEEESR
AWS loT Events £H B &3,
* 1% AWS loT Events ###H 87 :

o RNF[EEE

o RN

« WA

- RE
« CloudWatch FTWE R :

o HBIBEHRARE

« REEITIRR

Lo | B AT EAEA CloudWatch $ 1T F24E :
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B2 5 E R EAR AR ERER OB RS
- LEERBER , UERAEH FEEES
- BRAFLEFRER AWS FIRIEFR
QIR MYmEE S B LU R BUE A

£ Amazon CloudWatch 13

F &R EIHAWS loT EventsHRll g5 E R it |, BFEZHE AWS loT Events IEEM AL , LR EEZIW
£{48i%, Amazon CloudWatch BJ3Eht 2= ML Db =R (AWS) BRI RIEE AWS Liz1TH
RARRF. EEEFEA CloudWatch THRRSEENRRERAR, NABRFMENESTRRE. &EF
& AWS loT Events #2548 # 5t /5 F| Amazon CloudWatch B &2 2 T EXWAH AWS loT
Events /5 A CloudWatch B &KIZRWER. EERUNTAARW AL , XTFFARFEREN @i,
HREH—NHEZNMNRAER , BMFENBFESEZEHMATERN KeyValue,

THEHRGERT —/H AWS loT Events £ 5 CloudWatch DEBUG 45l B &% H .

"timestamp": "2019-03-15T15:56:29.412Z",
"level™: "DEBUG",

"logMessage": "Summary of message evaluation",
"context": "MessageEvaluation",
"status": "Success",

"messageld": "SensorAggregate_2th846h",
"keyValue": "boiler_1",
"detectorModelName": "BoilerAlarmDetector",
"initialState": "high_temp_alarm",
"initialVariables": {
"high_temp_count": 1,
"high_pressure_count": 1
1,
"finalState": "no_alarm",
"finalVariables": {
"high_temp_count": 0O,
"high_pressure_count": 0@
b
"message": "{ \"temp\": 34.9, \"pressure\": 84.5}",
"messageType": "CUSTOMER_MESSAGE",
"conditionEvaluationResults": [

{

"result": "True",
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"eventName": "alarm_cleared",
"state": "high_temp_alarm",
"lifeCycle": "OnInput",
"hasTransition": true

"result": "Skipped",

"eventName": "alarm_escalated",

"state": "high_temp_alarm",

"lifeCycle": "OnInput",

"hasTransition": true,

"resultDetails": "Skipped due to transition from alarm_cleared event"

"result": "True",

"eventName": "should_recall_technician",
"state": "no_alarm",

"lifeCycle": "OnEnter",

"hasTransition": true

£ AWS loT Events i2 & AWS CloudTrail API & /A

AWS loT Events & AWS CloudTrail 5% , F& =1 AWS RigskAF. A AWS loT Events iR
SHMITERENRS . CloudTrail X AWS IoT Events BWFTE APl BAMERNSESHRHIR , S1EFKH
AWS loT Events #Z2H| &8 EBAFMX AWS loT Events API F9HEE Ao

WMRIELIERERIZFK , W ATLAEE CloudTrail EHHFE4E1%E] Amazon S3 FE#E ( 23 AWS loT
Events WEH ) . MREBFEERERICF , MBEE CloudTrail #%|& H Y Event history ( EHH %
Bk ) FEERHEMH. /A CloudTrail WEMNEE. , BRI LAAER AWS loT Events & 7T 4 iE
R, RHERN IP ik, MARKEHER, BROKEASEUREMGIFEMRER.

ET7#AX CloudTrail WEZELE |, 5 (AWS CloudTrail BF )

CloudTrail 9 AWS loT Events E &

EE6IE AWS IKFEt | FEZKS LB A CloudTraile 2 AWS loT Events & &£ 5EEIT | iZ5EENIST
1E3XTE CloudTrail E4# , H5HT AWS REZ=H4—RREFEE EHHLIEKP, B LATE AWS Ik
PhEE, ERENTHEHEY, BXxFEZEE |, 538 EH CloudTrall E4H L ICFEESH,
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EFEI0E AWS K HIEH (28 AWS loT Events IWEH ) |, BEIRRER, BXREIC

% , CloudTrail oJ4F B & XA 151X ZE Amazon S3 FiEi@, MIRERT , EEHEI AP RIERERR | LR
BRNATAAE AWS X, ERERICRE AWS 2 X iEZAMEXEFHNEHS , FYBEXHEREER
EER Simple Storage Service ( Amazon S3 ) #. bt/ , BAEBEHECAWSHERS , #—P 5 &
CloudTrail BERWENEHBIEH XETH. EXESEE , H5H

o BIERERELE

« CloudTrail XM RS LKA

* A CloudTrail BL& Amazon SNS &

« NZAMXF#EW CloudTrail B & X4 MM SN KF #UK CloudTrail B & X4

BIMNEHBATREBEEERERBFRNAREGRE. SHEETHEBEHEUTRR !
- BREFEARAFFIEER IAM AP ZIEREH.

- EREEAACERKSEFMAFNIGENZ2EIERHN.

- FREBTHHET AWS RF KR H,

BXEZEER , S CloudTrail userldentity 7t3&. AWS loT Events ##Eid & AWS loT Events
APl BZH,

T & AWS loT Events B &5 H

RIRZE—MEE , A TREHFEN BEXHEREIZIEER Amazon S3 F##. AWS CloudTrail
ASEXHEE—IMHSMNAERE. —INEHRTKEFMRN—MER , BEAXAERNEE, #
e B HIAIEYE . BRSBFHHERIEERE. CloudTraill BEXHTR LA AP FAMNEFHERRE , B
BEMNT2BREMSERFE R

EZEHWAWSIKFHFZ AT CloudTrail HERIZEKE |, X AWS loT Events #4E8 API B £ CloudTrail
BEXHHRE , SMEEMAWSERSIEZ—REARIXEX#HH, CloudTrail & F &8 &ML K
IR EAT T B H B AR X4,

BNEEREHEIZEXRERBERHAANGER. AEREFNAFSOEEURPEHEATRE :

- BREFEARAFFIEER IAM AP ZIEREH.
- BREEAACERRKSFNAFNIGENZ2EIERHN.
- FREBHHET AWS RF K H,
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
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HEXH A LAE Amazon S3 BT FHEEKE , FE& WA LAE X Amazon S3 £a A EEHI N
LA BZh R MIBR B & XX, BIAERT |, MR Amazon S3 RS E5UK MR (SSE) X H A 43170
=,

EREBHEHERAEE |, ATLURF CloudTrail Bt & 7 1E4& 5 ¥ B & U4 & % Amazon SNS & 41,
BEXEZEER |, iB5ZM A CloudTrail B2 & Amazon SNS #&E41,

B A LU Z A AWS KM Z A AWS K9 AWS IoT Events B EXHREE|E A Amazon S3 7
g,

BEXREZER , BZHABBCKE SN XIEM CloudTrail BEXXHFMMNZNKF F#E W CloudTrail B
Xt

THEHHRHAERT — CloudTrail B&E%H |, Z% B T DescribeDetector &1,

"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QHS8DHBEXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/bertholt-brecht",
"accountId": "123456789012",
"accessKeyId": "access-key-id",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-02-08T18:53:58Z"
I
"sessionIssuer": {
"type": "Role",
"principalld": "AKIAI44QHS8DHBEXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"

}
},
"eventTime": "2019-02-08T19:02:447Z",
"eventSource": "iotevents.amazonaws.com",
"eventName": "DescribeDetector",
"awsRegion": "us-east-1",
"sourceIPAddress": "192.168.0.1",
"userAgent": "aws-cli/1.15.65 Python/3.7.1 Darwin/16.7.0 botocore/1.10.65",
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"requestParameters": {
"detectorModelName": "pressureThresholdEventDetector-brecht",
"keyValue": "1"

.

"responseElements": null,

"requestID": "Q0f41283-eal@f-4e85-959f-bee37454627a",

"eventID": "5eb0180d-052b-49d9-a289-0eb8d08d4c27",

"eventType": "AwsApiCall",

"recipientAccountId": "123456789012"

THHREAERT — CloudTrail B&E%H |, Z%BUWH T CreateDetectorModel #&1E,

"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QH8DHBEXAMPLE:IotEvents-Lambda",
"arn": "arn:aws:sts::123456789012:assumed-role/IotEvents-RoleForIotEvents-
ABC123DEF456/IotEvents-Lambda",
"accountId": "123456789012",
"accessKeyId": "AKIAI44QH8DHBEXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-02-07T22:22:30Z"
},
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
" "arn:aws:iam: :123456789012:role/IotEventsLambda-RoleForIotEvents-

arn":
ABC123DEF456",
"accountId": "123456789012",
"userName": "IotEventsLambda-RoleForIotEvents-ABC123DEF456"

}

}
},
"eventTime": "2019-02-07T23:54:437",
"eventSource": "iotevents.amazonaws.com",
"eventName": "CreateDetectorModel",
"awsRegion": "us-east-1",
"sourceIPAddress": "192.168.0.1",
"userAgent": "aws-internal/3",
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"requestParameters": {
"detectorModelName": "myDetectorModel",
"key": "HIDDEN_DUE_TO_SECURITY_REASONS",
"roleArn": "arn:aws:iam::123456789012:ro0le/events_action_execution_role"
},
"responseElements": null,
"requestID": "cecfbfal-e452-4fa6-b86b-89a89f392b66",
"eventID": "8138d46b-50a3-4af@-9c5e-5af5ef75ea55",
"eventType": "AwsApiCall",
"recipientAccountId": "123456789012"

THHNTRAERT — CloudTrail BHE%E , Z%Bi%8 T CreateInput B,

"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QH8DHBEXAMPLE:IotEvents-Lambda",
"arn": "arn:aws:sts::123456789012:assumed-role/IotEventsLambda-RoleForIotEvents-
ABC123DEF456/IotEvents-Lambda",
"accountId": "123456789012",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-02-07T22:22:30Z"
.
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:iam::123456789012:role/IotEventsLambda-RoleForIotEvents-
ABC123DEF456",
"accountId": "123456789012",

"userName": "IotEventsLambda-RoleForIotEvents-ABC123DEF456"

}
}
.
"eventTime": "2019-02-07T23:54:437",
"eventSource": "iotevents.amazonaws.com",
"eventName": "Createlnput",
"awsRegion": "us-east-1",

"sourceIPAddress": "192.168.0.1",
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"userAgent": "aws-internal/3",
"requestParameters": {
"inputName": "batchputmessagedetectorupdated",
"inputDescription": "batchputmessagedetectorupdated"
},
"responseElements": null,
"requestID": "fb315af4-39e9-4114-94d1-89c9183394cl",
"eventID": "6d8cf67b-2a03-46e6-bbff-ell3a7bdedle",
"eventType": "AwsApiCall",
"recipientAccountId": "123456789012"

THEHHRHAERT — CloudTrail B&E%H |, Z%B U T DeleteDetectorModel #&1E,

"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QH8DHBEXAMPLE:IotEvents-EventsLambda",
"arn": "arn:aws:sts::123456789012:assumed-role/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456/IotEvents-EventsLambda",
"accountId": "123456789012",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-02-07T22:22:30Z"
.
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:iam::123456789012:role/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456",
"accountId": "123456789012",
"userName": "IotEventsLambda-RoleForIotEvents-ABCD123DEF456"

}
}
.
"eventTime": "2019-02-07T23:54:117",
"eventSource": "iotevents.amazonaws.com",
"eventName": "DeleteDetectorModel",
"awsRegion": "us-east-1",

"sourceIPAddress": "192.168.0.1",
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"userAgent": "aws-internal/3",
"requestParameters": {
"detectorModelName": "myDetectorModel"
I
"responseElements": null,
"requestID": "149064cl-4e24-4160-a5b2-1065e63ee2e4",
"eventID": "7669db89-dcc@-4c42-904b-f24b764dd808",
"eventType": "AwsApiCall",
"recipientAccountId": "123456789012"

THEHHREAERT — CloudTrail B&E%H |, Z% BT DeleteInput B,

"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QH8DHBEXAMPLE:IotEvents-EventsLambda",
"arn": "arn:aws:sts::123456789012:assumed-role/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456/IotEvents-EventslLambda",
"accountId": "123456789012",
"accessKeyId": "AKIAI44QH8DHBEXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-02-07T22:22:30Z"
},
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:iam::123456789012:role/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456",
"accountId": "123456789012",
"userName": "IotEventsLambda-RoleForIotEvents-ABCD123DEF456"

}

}
},
"eventTime": "2019-02-07T23:54:3872",
"eventSource": "iotevents.amazonaws.com",
"eventName": "DeleteInput",
"awsRegion": "us-east-1",
"sourceIPAddress": "192.168.0.1",
"userAgent": "aws-internal/3",
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"errorCode": "ResourceNotFoundException",
"errorMessage": "Input of name: NoSuchInput not found",
"requestParameters": {

"inputName": "NoSuchInput"
},
"responseElements": null,
"requestID": "ce6d28ac-5baf-423d-a5c3-afd009c967e3",
"eventID": "be@ef@ld-1c28-48cd-895e-c3ff3172c08e",
"eventType": "AwsApiCall",
"recipientAccountId": "123456789012"

THEHHREAERT — CloudTrail B&E%H |, Z% B T DescribeDetectorModel &1k,

"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QH8DHBEXAMPLE:IotEvents-EventsLambda",
"arn": "arn:aws:sts::123456789012:assumed-role/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456/IotEvents-EventsLambda",
"accountId": "123456789012",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-02-07T22:22:30Z"
.
"sessionIssuer": {
"type": "Role",
"principalId": "AAKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:iam::123456789012:role/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456",
"accountId": "123456789012",

"userName": "IotEventsLambda-RoleForIotEvents-ABCD123DEF456"

}
}
.
"eventTime": "2019-02-07T23:54:20Z2",
"eventSource": "iotevents.amazonaws.com",
"eventName": "DescribeDetectorModel",
"awsRegion": "us-east-1",

"sourceIPAddress": "192.168.0.1",
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"userAgent": "aws-internal/3",
"requestParameters": {
"detectorModelName": "myDetectorModel"
I
"responseElements": null,
"requestID": "18al1622-8193-49a9-85cb-1fa6d3929394",
"eventID": "1ad80ff8-3e2b-4073-ac38-9cb3385beb04",
"eventType": "AwsApiCall",
"recipientAccountId": "123456789012"

THHREAERT — CloudTrail B&E%H |, Z% B T DescribeInput &1,

"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QH8DHBEXAMPLE:IotEvents-EventsLambda",
"arn": "arn:aws:sts::123456789012:assumed-role/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456/IotEvents-EventsLambda",
"accountId": "123456789012",
"accessKeyId": "AAKIAI44QHS8DHBEXAMPLE",
"sessionContext": {

"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-02-07T22:22:30Z"
.
"sessionIssuer": {
"type": "Role",
"principalld": "AKIAI44QHS8DHBEXAMPLE",
"arn": "arn:aws:iam::123456789012:role/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456",
"accountId": "123456789012",
"userName": "IotEventsLambda-RoleForIotEvents-ABCD123DEF456"

}
}
.
"eventTime": "2019-02-07T23:56:09Z2",
"eventSource": "iotevents.amazonaws.com",
"eventName": "DescribeInput",
"awsRegion": "us-east-1",

"sourceIPAddress": "192.168.0.1",
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"userAgent": "aws-internal/3",
"requestParameters": {

"inputName": "input_createinput"
I

"responseElements": null,

"requestID": "3af64lfa-d8af-41c9-ba77-ac9c6260f8b8",
"eventID": "bc4eb6cc@®-55f7-45c1-b597-ec99aal4c81a”,
"eventType": "AwsApiCall",

"recipientAccountId": "123456789012"

THENRHIERT — CloudTrail BE%EB , 2% B#i# T DescribelLoggingOptions #4E.

"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QH8DHBEXAMPLE:IotEvents-EventsLambda",
"arn": "arn:aws:sts::123456789012:assumed-role/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456/IotEvents-EventslLambda",
"accountId": "123456789012",
"accessKeyId": "AKIAI44QH8DHBEXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-02-07T22:22:30Z"
},
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:iam::123456789012:role/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456",
"accountId": "123456789012",
"userName": "IotEventsLambda-RoleForIotEvents-ABCD123DEF456"

}

}
},
"eventTime": "2019-02-07T23:53:237",
"eventSource": "iotevents.amazonaws.com",
"eventName": "DescribeloggingOptions",
"awsRegion": "us-east-1",
"sourceIPAddress": "192.168.0.1",
"userAgent": "aws-internal/3",
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"requestParameters": null,

"responseElements": null,

"requestID": "b624b6c5-aa33-41d8-867b-025ec747ee8f",
"eventID": "9c7ce626-25c8-413a-96e7-92b823d6c850",
"eventType": "AwsApiCall",

"recipientAccountId": "123456789012"

THEHHRFGIERT — CloudTrail B&ES%H |, iZ%Bi#i#8H 7T ListDetectorModels

"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QH8DHBEXAMPLE:IotEvents-EventsLambda",

B’

"arn": "arn:aws:sts::123456789012:assumed-role/IotEventsLambda-RoleForIotEvents-

ABCD123DEF456/IotEvents-EventsLambda",
"accountId": "123456789012",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {

"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-02-07T22:22:30Z"
.
"sessionIssuer": {
"type": "Role",
"principalld": "AKIAI44QH8DHBEXAMPLE",

"arn": "arn:aws:iam::123456789012:role/IotEventsLambda-RoleForIotEvents-

ABCD123DEF456",
"accountId": "123456789012",
"userName": "IotEventsLambda-RoleForIotEvents-ABCD123DEF456"

}

}
.
"eventTime": "2019-02-07T23:53:237",
"eventSource": "iotevents.amazonaws.com",
"eventName": "ListDetectorModels",
"awsRegion": "us-east-1",
"sourceIPAddress": "192.168.0.1",
"userAgent": "aws-internal/3",

"requestParameters": {

"nextToken": "CkZEZXR1Y3RvcklvZGVsM19saXN@ZGVOZWN@Ob3Jtb2R1bHNOZXNOX2V1OWIkZTk1YT",

"maxResults": 3
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},

"responseElements": null,

"requestID": "6d70f262-da95-4bb5-94b4-c08369df75bb",
"eventID": "2d@la25c-d5c7-4233-99fe-celb8ec05516",
"eventType": "AwsApiCall",

"recipientAccountId": "123456789012"

THEHREIERT —/ CloudTrail BES%H |, iZ%B#HHAT ListDetectorModelVersions #4E,

"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QH8DHBEXAMPLE:IotEvents-EventsLambda",
"arn": "arn:aws:sts::123456789012:assumed-role/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456/IotEvents-EventsLambda",
"accountId": "123456789012",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-02-07T22:22:30Z"
.
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:iam::123456789012:role/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456",
"accountId": "123456789012",

"userName": "IotEventsLambda-RoleForIotEvents-ABCD123DEF456"

}

}
.
"eventTime": "2019-02-07T23:53:337",
"eventSource": "iotevents.amazonaws.com",
"eventName": "ListDetectorModelVersions",
"awsRegion": "us-east-1",
"sourceIPAddress": "192.168.0.1",
"userAgent": "aws-internal/3",

"requestParameters": {
"detectorModelName": "myDetectorModel",
"maxResults": 2
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},

"responseElements": null,

"requestID": "ebecb277-6bd8-44ea-8abd-fbf40ac4sbee",
"eventID": "fc628la2-3fac-4ele-98e@-cab560b8b8be",
"eventType": "AwsApiCall",

"recipientAccountId": "123456789012"

THHRFGIERT —/ CloudTrail BES%H , Z% B8 7T ListDetectors &1,

"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QH8DHBEXAMPLE:IotEvents-EventsLambda",
"arn": "arn:aws:sts::123456789012:assumed-role/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456/IotEvents-EventsLambda",
"accountId": "123456789012",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-02-07T22:22:30Z"
.
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:iam::123456789012:role/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456",
"accountId": "123456789012",

"userName": "IotEventsLambda-RoleForIotEvents-ABCD123DEF456"

}

}
.
"eventTime": "2019-02-07T23:53:547",
"eventSource": "iotevents.amazonaws.com",
"eventName": "ListDetectors",
"awsRegion": "us-east-1",
"sourceIPAddress": "192.168.0.1",
"userAgent": "aws-internal/3",
"requestParameters": {

"detectorModelName": "batchputmessagedetectorinstancecreated",

"stateName": "HIDDEN_DUE_TO_SECURITY_REASONS"
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},

"responseElements": null,

"requestID": "4783666d-1e87-42a8-85f7-22d43068af94",
"eventID": "@d2b7e9b-afe6-4aef-afd2-a@bble9614a9",
"eventType": "AwsApiCall",

"recipientAccountId": "123456789012"

THHRFIERT —4 CloudTrail BERKE , ZFBHHET ListInputs BIE,

"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QH8DHBEXAMPLE:IotEvents-EventsLambda",
"arn": "arn:aws:sts::123456789012:assumed-role/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456/IotEvents-EventsLambda",
"accountId": "123456789012",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-02-07T22:22:30Z"
.
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:iam::123456789012:role/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456",
"accountId": "123456789012",

"userName": "IotEventsLambda-RoleForIotEvents-ABCD123DEF456"

}

}
.
"eventTime": "2019-02-07T23:53:577",
"eventSource": "iotevents.amazonaws.com",
"eventName": "ListInputs",
"awsRegion": "us-east-1",
"sourceIPAddress": "192.168.0.1",
"userAgent": "aws-internal/3",

"requestParameters": {

"nextToken": "CkhjYW5hcnlfdGVzdF9pbnB1dF9saXNOZGVOZWNOb3Jtb2R1bHNOZXNOZDU30GZ",
"maxResults": 3

/A AWS IoT Events i23% AWS CloudTrail API 1 A 215



AWS loT Events FEANGIER

},

"responseElements": null,

"requestID": "dd6762al-1f24-4e63-a986-5ea3938a03da",
"eventID": "c500f6d8-e271-4366-8f20-da4413752469",
"eventType": "AwsApiCall",

"recipientAccountId": "123456789012"

THWRBFERT — CloudTrail BESKE |, %% B %A T PutLoggingOptions #1,

"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QH8DHBEXAMPLE:IotEvents-EventsLambda",
"arn": "arn:aws:sts::123456789012:assumed-role/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456/IotEvents-EventsLambda",
"accountId": "123456789012",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-02-07T22:22:30Z"
.
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:iam::123456789012:role/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456",
"accountId": "123456789012",

"userName": "IotEventsLambda-RoleForIotEvents-ABCD123DEF456"

}

}
.
"eventTime": "2019-02-07T23:56:437",
"eventSource": "iotevents.amazonaws.com",
"eventName": "PutLoggingOptions",
"awsRegion": "us-east-1",
"sourceIPAddress": "192.168.0.1",
"userAgent": "aws-internal/3",

"requestParameters": {
"loggingOptions": {
"roleArn": "arn:aws:iam::123456789012:ro0le/logging__logging_role",
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"level": "INFO",
"enabled": false
}
.
"responseElements": null,
"requestID": "df570e50-fbl9-4636-9ec@-el50a94bc52c",
"eventID": "3247f928-26aa-471le-b669-e4a9e6fbcs2c",
"eventType": "AwsApiCall",
"recipientAccountId": "123456789012"

THEHHREAERT — CloudTrail B&E%H |, Z% B T UpdateDetectorModel #1E,

"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QH8DHBEXAMPLE:IotEvents-EventsLambda",
"arn": "arn:aws:sts::123456789012:assumed-role/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456/IotEvents-EventslLambda",
"accountId": "123456789012",
"accessKeyId": "AKIAI44QH8DHBEXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-02-07T22:22:30Z"
},
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
" "arn:aws:iam: :123456789012:role/IotEventsLambda-RoleForIotEvents-

arn":
ABCD123DEF456",
"accountId": "123456789012",
"userName": "IotEventsLambda-RoleForIotEvents-ABCD123DEF456"

}

}
},
"eventTime": "2019-02-07T23:55:517",
"eventSource": "iotevents.amazonaws.com",
"eventName": "UpdateDetectorModel",
"awsRegion": "us-east-1",
"sourceIPAddress": "192.168.0.1",
"userAgent": "aws-internal/3",
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"requestParameters": {
"detectorModelName": "myDetectorModel",

"roleArn": "arn:aws:iam::123456789012:role/Events_action_execution_role"

.

"responseElements": null,

"requestID": "add29860-cl1c5-4091-9917-d2efl3c356cf",
"eventID": "7baa%9al4-6a52-47dc-aea®-3cace@5147c3",
"eventType": "AwsApiCall",

"recipientAccountId": "123456789012"

THHNRFIERT — CloudTrail BESFKE , %% BHAT UpdateInput &1E,

"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QH8DHBEXAMPLE:IotEvents-EventsLambda",

arn":
ABCD123DEF456/IotEvents-EventsLambda",
"accountId": "123456789012",
"accessKeyId": "AKIAI44QH8DHBEXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-02-07T22:22:30Z"
},
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",

arn":
ABCD123DEF456",
"accountId": "123456789012",
"userName": "IotEventsLambda-RoleForIotEvents-ABCD123DEF456"

}

}
},
"eventTime": "2019-02-07T23:53:00Z2",
"eventSource": "iotevents.amazonaws.com",
"eventName": "UpdateInput",
"awsRegion": "us-east-1",
"sourceIPAddress": "192.168.0.1",
"userAgent": "aws-internal/3",

"arn:aws:iam: :123456789012:role/IotEventsLambda-RoleForIotEvents-

"arn:aws:sts::123456789012:assumed-role/IotEventsLambda-RoleForIotEvents-
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"errorCode": "ResourceNotFoundException",
"errorMessage": "Input of name: NoSuchInput not found",
"requestParameters": {

"inputName": "NoSuchInput",

"inputDescription": "this is a description of an input"
I
"responseElements": null,
"requestID": "58d5d2bb-4110-4c56-896a-ee9156009f41",
"eventID": "c2df24la-fd53-4fd0-936c-ba3@9e5dc62d",
"eventType": "AwsApiCall",
"recipientAccountId": "123456789012"

AWS loT Events B &M L iIE

ETHEN AWS BSREERBESHAMITIEERN , FSH SAMEITXSEERNN AWS RS , REE
BREBMNBHEAEITR. AXEAFE , BSHAWS S ITH

B LAERA AWS Artifact TEE=ZFFitikE. BXEZELR | BHSHEE AWS Artifact B TR

P =l
P oo

BERA AWS RS MEaMMRERRTHRENBRME, RLANEAEBIRUANERNERE
Mo AWS REUTHRRABEHBZ S

« ZEMEEAMREANTEE - XEFBEFINC TRIEEM , ARMETE AWS LHBLURS
HANEMAENERNEERENTR,

« Amazon Web Services LB HIPAA Z2 M FEMMEMIZIT - ZARBNAT LD WAER AWS
RIS HIPAA FRAER R AREF.

(@ Note
HIEFTHE AWS RS EBAFS HIPAA EXR, BXEZEER , BSRAE HIPAA ERWRESS
Z,

« AWS EFMERIR - tlk FSFHRMEEES AEER T ENTLMNVE,

« AWS EFEMIEE  NEAAETHEREHBEN, XEEMELE TR AWS RS WRESKE ,
HFHEERHIES MERNZ2ES , ABXEERMESEARMSEE (NIST ) . XEFTLE
2EZRR S (PCl) MERRFRHELALR (1SO) 6
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https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://aws.amazon.com/quickstart/?awsf.filter-tech-category=tech-category%23security-identity-compliance
https://docs.aws.amazon.com/whitepapers/latest/architecting-hipaa-security-and-compliance-on-aws/welcome.html
https://aws.amazon.com/compliance/hipaa-eligible-services-reference/
https://aws.amazon.com/compliance/hipaa-eligible-services-reference/
https://aws.amazon.com/compliance/resources/
https://d1.awsstatic.com/whitepapers/compliance/AWS_Customer_Compliance_Guides.pdf
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- AWS Config 7F & A R 3gra &Y £ A AL T4 3R - b AWS Config AR S5 1M 4 89 32 TR L & XY P EBs8
BB, TAIERmAEANERER.

« AWS Security Hub - tt AWS R EIZFERE AWS L2 RSN EEMAE., Security Hub B3 %24
BHTMEEN AWS BRAREHRERESLETURENRESE, BXIXFEREREFNS
% , 15 # Security Hub 2§25 %,

« AWS Audit Manager — tb AWS RS AIFS BRI T 1HEN AWS ERABER , ELEEXR AR
SHEXEANTURENSHAENE R,

AWS loT Events F iy BE ik & &k

AWS £ EREMIRHERESAWSKEM AT AXHE, AWSKIBRRHSANEYE LMV ARENTARKX |, X
LEHARESERK, FHESATRYESHMESEZRE—E, FATAK , B LUZITHREETH
Xz ELHh it B SRUMEEBNNARFNREE, SEENENRSNMNBEFLEMIZEML
ATAXEEESHAAME, FEMENATT B,

AR AWS XEMAAXMNESEE , HSH AWS £ IREM R,

AWS loT Events FVEM &L SN

ER—FEERIRS , AWS loT Events Z AWS £ ELZ 2RI, HXx AWS Z2RFZ LUK AWS
AR EMENNER |, F5H AWS =24, ERBEMBELZERERRIRITEMN AWS IRE |
B (L2 AWS Well-Architected Framework) H8Y EA %R

&I LAMER AWS R H APl AABEMEHITIHR. FFRRLAZEUTRAR

- RBERSMMIL (TLS ) RIMNERMER TLS 1.2, BWEA TLS 1.3,

- EER2MBIRE (PFS) WEEBEH , fla0 DHE ( Ephemeral Diffie-Hellman ) 3 ECDHE ( Elliptic
Curve Ephemeral Diffie-Hellman ) « AZHIARRE (M Java7 RESRE ) BIRIFxLEER,

A BAERGRIZL ID 5 1AM ZREAXBHBEHRZARTERH#ITER. HE , BRI LUE
FA AWS Security Token Service (AWS STS) £ &K If it Z £ FIUERFTFERFIITZER,
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https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-controls-reference.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/what-is.html
https://aws.amazon.com/about-aws/global-infrastructure/
https://aws.amazon.com/security/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/infrastructure-protection.html
https://docs.aws.amazon.com/STS/latest/APIReference/Welcome.html
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AWS loT Events Ft &l

AWS — &S # 158 AWS K B9 AWS loT Events 12 EBIAEH ., BRIERITIEE , NS NI
HETAWSKXE, BXxEZER , BSHRAWS — i8S ZE 158 RHAWS loT Events & S MBI & AWS
RS B E .

EERREGRSES , FEIERPOBHEPRERIZERA. BXEZER |, 5 W Service Quotas
AR FRESRIEMEE,
(® Note

- EER/H , FRURERNWANFTESHLTRME—/,
- FRIBRNBERNAA R , EREZEREINNER.
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https://docs.aws.amazon.com/general/latest/gr/iot-events.html
https://docs.aws.amazon.com/general/latest/gr/aws_service_limits.html
https://docs.aws.amazon.com/general/latest/gr/aws_service_limits.html
https://console.aws.amazon.com/support/cases%23/create?issueType=service-limit-increase&%20%20%20%20%20%20%20%20%20%20%20%20%20limitType=service-code-iot
https://docs.aws.amazon.com/servicequotas/latest/userguide/request-quota-increase.html
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451289 AWS loT Events ‘&R INFRE

NTHPEERMEARNBFREENAA , ZAUERFECHABEUFENEXIBEHPED
BR. AERD T RIREH U A A BIRIRE

BRIFERNEARANA

RE AR S MARE (IR, FREETIMR ) X AWS loT Events BIR#HITD K, XEL/TS
MERENTRN SIFERTH. B URED B2 ERRARERREIRFIZ TR,

B EHEEBENN MR —NALEE, flm , BUNBAEL —RIRE |, UHBBREREIE
BRAEXERMANRE, RNBUWENESXBARUE-ATRZENFERNIAER, A -AESLMR
XH  EERRNEMEN,

ST DR B SR AR E R RANEIL TR |, AR D RMBERRA | I& 7] BUE AR 2 HI %7
RAVTARIEPR |, ZIAWS loT (FF R EER) PRET IAM K EHIREFTR.

NETFER , AWS Management Console Y Tag Editor £ 7 —f A TR BMEBRENEFME
—M 5%, BXEZEER , HSREERA AWS Management Console B f Tag Editor,

B a] LAEFH AWS CLI F1 AWS IoT Events APl 2 IBFR&, BIEFRER , BaEALTHS
H"Tags"FE , X5 NERFERMNE ABXEK

* CreateDetectorModel

» Createlnput

BRI MERN TSR IR EHN AR FRM, 15X BRIRE

« TagResource
» ListTagsForResource

« UntagResource

BRI ME SR ZANE | BT ARER B BRFTRNARE, SRR ENERANZNFZRS , BRT
BENHEHRNZE, IREFMNVFENES ZEP LUNERENEMER , FNERLBSIRE. WRH
BRER , WA E 55 IR AR < 9 R S ED R BR o

AWSHRZE RN PR T HAMER,
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https://docs.aws.amazon.com/iot/latest/developerguide/tagging-iot-iam.html
https://docs.aws.amazon.com/awsconsolehelpdocs/latest/gsg/getting-started.html
https://docs.aws.amazon.com/awsconsolehelpdocs/latest/gsg/tag-editor.html
https://docs.aws.amazon.com/iotevents/latest/apireference/API_CreateDetectorModel.html
https://docs.aws.amazon.com/iotevents/latest/apireference/API_CreateInput.html
https://docs.aws.amazon.com/iotevents/latest/apireference/API_TagResource.html
https://docs.aws.amazon.com/iotevents/latest/apireference/API_ListTagsForResource.html
https://docs.aws.amazon.com/iotevents/latest/apireference/API_UntagResource.html
https://aws.amazon.com/answers/account-management/aws-tagging-strategies/
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PR PR

THREATHRENERRS

- BNMNRRHREH LR - 50

- BRREKE - 127 4 Unicode F%F (XA UTF-8 #8=)
- BRREKE -255 4 Unicode F%F (XA UTF-8 #§=)
- FERENEX S KNE,

« FAEREBMBEFER "aws: " BIR , RAEETHN AWS ERTAE. BT ERE M R LLITR
MREBMBE. ERLIENIRETITASNRFENREHRS,

- MREWIRCEAHNSIMRSNERER , FiEEHERSAENATFEANZHERG. BER
WEANZHEE : TR UTF-8 RARTHFR, ZERARFURATREFF +-=._:/@-

1AM KB E AR

A LATE AT AWS loT Events APl ##/ERY IAM SREEP R A E THREN R BRERNE, X A1 E F i3z
SRR, 1EiE A mMERIR,

£ |IAM REEHFF Condition TE ( B Condition B ) EUTHRH LT XRBNESESFEAXRE
TRERZZEFA/ER (RR) -

- £/ aws:ResourceTag/<tag-key>: <tag-value> Al R HIEL T ENRSHERLNAF
B,

- £/ aws:RequestTag/<tag-key>: <tag-value> WJEREXR HAIEBRIERA TN TR
APl IEREERA ( HAER ) HEFRZ,

- £/ aws:TagKeys: [<tag-key>, ...] AIERERHOUIETEXAFHFENEIRET APl ER
RER (HFEA ) —ABEERSE,

(® Note

IAM RBEHF IV £ T XRMNESCER FEBFIEN B ROIFRFTRLES AL AWS loT
Events #1E,

RZPRE 223
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AWS Identity and Access Management Fi P i§r Y AR F 5 MR B 2B X FERARSN I
EE. ZIEFEM IAM JSON XS EZH P22 E IAM HH9 JSON KM tE, TEMITHESENIEME
. R FRB

LT RBIKENAMANETIRENRS, ZURERBIOAS,

o TERNBRBRREIEL ‘env=prod” ( ERBIF , iHZ T "aws:RequestTag/env" : "prod"

o TEEHRRHREENERZ ‘env=prod’ &R ( ERHIF , FESHIT "aws:ResourceTag/
env" : "prod" ).,

"Version": "2012-10-17",
"Statement": [

{

"Effect": "Deny",

"Action": [
"iotevents:CreateDetectorModel",
"iotevents:CreateAlarmModel",
"iotevents:CreatelInput",
"iotevents:TagResource"

1,

"Resource": "*",

"Condition": {

"StringEquals": {
"aws:RequestTag/env": "prod"
}
}
},
{

"Effect": "Deny",

"Action": [
"iotevents:DescribeDetectorModel",
"iotevents:DescribeAlarmModel",
"iotevents:UpdateDetectorModel",
"iotevents:UpdateAlarmModel",
"iotevents:DeleteDetectorModel",
"iotevents:DeleteAlarmModel",
"iotevents:ListDetectorModelVersions",
"iotevents:ListAlarmModelVersions",
"iotevents:UpdateInput",
"iotevents:DescribeInput",
"iotevents:DeletelInput",

1£ IAM KB R ERRE 224


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_tags.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies.html
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"iotevents:ListTagsForResource",
"iotevents:TagResource",
"iotevents:UntagResource",
"iotevents:UpdateInputRouting"
1,
"Resource": "*",
"Condition": {
"StringLike": {

"aws:ResourceTag/env": "prod"
}
}
.
{
"Effect": "Allow",
"Action": [
"iotevents:*"
1,
"Resource": "*"
}

RN EEREREESMEE , FERFENBEEIRD , MTAR,

"StringEquals" : {
"aws:ResourceTag/env" : ["dev", "test"]

@ Note

MREETHEAFRIELAFIHRIZR , WAREREXIEL A XA R FR R st Ml BRix
ERENEED. B0, AP R 8 R RIS RS SR PR FIHHIRG EIR T R ER.

1£ IAM KB R ERRE 225
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AWS loT Eventsii f= HEB

AU TED FHE BRFEEMAER AWS loT Events By [A) &,

&

L
o EMAWS loT Events[a] B R 5 =
o BIIZET I RN 2548 B 1T R BE BEBR

= HWAWS loT Events|a] B Fl f# R 5 ==

BESRUTED , WNER‘ITHEDER , HERBBERAWS loT Events[FIBHY A BEfF IR 5 50

iR

- RUEFREEEREIR

< NEMBRAYIO I TE 1R B IR B SE
- BIEMERK (RREMAR)

- BEMREANR (BREERN)

- REFETIERH

- EEEE

+ InvalidRequestException JHE

+ Amazon CloudWatch H&action.setTimerf&ix
« Amazon CloudWatch B &4z

s BUEEKETER

[ AWS loT Events £3% 58 B KK

rAREFEEAESIR
RELA RN FER HE,
RS E
SIRRNRFERN | BBAE B TR,

o 8 action ZERF I ARFHRIT—NEE,

HEILAWS loT EventsR MR AT ER 226
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« X¥FtransitionEvents , condition R4EW, X FOnEnter. OnInput # OnExit B4,
T IR ET,

« WMMRconditionFEAZE , MEHREXWITELERERT true,

« ZRERBPAWITELERNN B RE. WRERTEZHRE , MEFERT false EF2fEK
actions REMRNEHFIEER nextState,

BXESER , WA RNEFEEBHNBRY,
M E I BR Y4 A2 4R B IR BN SE T

BRI EFMBMERT — MeNEFER | BRNDEET MQTT JEEE SNS REMIBRNEFER
RECRSEH .

RRTT B

MRIEEH., BIBRIEFHOIEFNZER (S0 UpdateDetectorModel ) , T 7E M Bk P & 1R 0 85 35451 7
FERFEEZH , 28 —RIER, FUHE , MATESHEHREIREANRNEFERSFHILE, &
ARESSSENIAETRNEFREENWIRE, BELEEF 798 AEBEFREEFHNHERE
iR,

BRFMA R (ARFMAR )
LHZ RN RUBFTEMRBERTEEIRS.
BRI

RIIRNEFNFEREANITELERRENHRE. IRERXRTEHRE , WEFET false BF
£ft% action EMNEHPIEENnextState. BXREZEE , BZRAXMRERXIEE,

BRIEMARY (EREER )
URMRAXFNEEATSEEN , RURF T LMRIBEREHRR,
BRI

MREHFonInput, onEnter, HonExitEFsetVariable , ME LB E A A ITFHE
flcondition R EAFE. HR , RRERXEIENARTHI —EFEA. SUEdRK
MEFEREE R EevaluationMethodS ¥ , LERMITH. R FevaluationMethodik
B ASERIAL , MZEHMEINFEMTEHITTHSEHEZH. MR FevaluationMethodiZiE
NBATCH ( BN ) , M EFGIIESHFRGEET RENTEHRITEH.
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https://docs.aws.amazon.com/iotevents/latest/apireference/API_UpdateDetectorModel.html
https://docs.aws.amazon.com/iotevents/latest/developerguide/iotevents-conditional-expressions.html
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RSABETER

HEZH@EIBatchPutMessage@ i A KIEEER , UEF#H AHREVIRTS.

RRTT B

MR EEHBatchPutMessage MM AR IEZRHEE |, MFTERIEE M ANLEIRF, 7RIEIR
F ., BE-RRE—FHER , REBIRES BatchPutMessageJ«)\fﬁl}\EJZIon

EEHE

HRZRAA API BFUE T (' Connection aborted.', error(54, 'Connection reset by
peer')) iR,

FRRTT R

I0iF OpenSSL REFEA TLS 1.1 NESRAEMIERE, XNYEAXZH Linux £ITHRE Windows 7
RESHMATHERINEE. macOS AP WREEEFHHK OpenSSL,

InvalidRequestException JHE

InvalidRequestException HH=1HACreateDetectorModel M UpdateDetectorModel API Y
Er<#Al,

FRIRTT B

BEFUTHE , UBHHEREE, BEXEZEE , B3 CreateDetectorModel M
UpdateDetectorModel :

- BRAERNERAsecondsHdurationExpressionfENSetTimerActioniS#,
- FHRENdurationExpressionFHEREIXER. FHEREIXNTUTEHRF. TE

($variable.<variable-name>) Z#i AfE ($input.<input-name>.<path-to-datum>),
Amazon CloudWatch BH&action.setTimerfsi®

& T LLIRIE Amazon CloudWatch Logs SR¥S3EAWS loT EventsiR N 2SRRI, AT R2IEBEME
Faction.setTimerBtEHHAWS loT Events4 BB & M5 1R,

o iR TEFBRN<timer-name>MiTEtSEMFER B RERXRERNBF,

RESRIETES 228


https://docs.aws.amazon.com/iotevents/latest/apireference/API_iotevents-data_BatchPutMessage.html
https://docs.aws.amazon.com/iotevents/latest/apireference/API_CreateDetectorModel.html
https://docs.aws.amazon.com/iotevents/latest/apireference/API_UpdateDetectorModel.html
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RIRF R

BRENdurationExpressionZHEREA TUEBRN KT, TAFEAEMGBIERE , 0HR
=8

« HiX 1 BA<timer-name>MITHIBRNFEMNEREANITEER KT 31622440, NEFREBEME
BFRAEHEFENERAIXENT 60 M 31622400 2 HHE,

BRIRT R
HREH T BRI R AN T RE T 31622400 B, FHEMBEMITELERO TS ANRBEILNE
o

« HIR 1 BA<timer-name>MITHIIEBRAVEFENBAREANIUTEER/ DT 60, NAREREYE  FRAR
B RERERERIEN T 60 M 31622400 Z FHIE.

fRRTT B

BRIUTASFRNFENEAATHET 60 ¥, FENANTESRATEANREIINER.
« HiR 1 BA<timer-name>MITHIBRNFENAREANERTEEZTE. REXERN, WARBK
MBEEE  UBKRSIATIARZENAAE,

PSS

HRENFZHEREIXEIATHENZENRAEB, FRAEREIXTUNITEHRF, TE
($variable.variable-name) M A& ($input.input-name.path-to-datum).

o iR TERERBA<timer-name>Myitatss. BRELHWFEMNBERER , ARER,
RIRFR

EE A SetTimerAction B ELBRISIEE T EBHNSH , AEBRREITHER.

EXEZELR |, HSHEF XAWS loT Eventsi®N 251 B it /5 | Amazon CloudWatch H &2,

Amazon CloudWatch B3 &4Ei%

BA L% E Amazon CloudWatch Logs R¥3EAWS loT Eventsi®RN S E 6], LT REEEBIRE
BRAEATHAWS loT EventstE B H F IS IRME S,

« HiR  RINEERBLEHREREN, BREERH, BABHNBIERESI A TIEZENAEA
B, W, BRIUEBRABRNAKNIRENT 1KB , IBRAHBZARFRN.

Amazon CloudWatch B4 229


https://docs.aws.amazon.com/iotevents/latest/apireference/API_SetTimerAction.html
https://docs.aws.amazon.com/iotevents/latest/developerguide/best-practices.html#best-practices-cw-logs
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BRIRTT B

BREALRNTEZNR. HABHIRERR. NRBEEXAHE AT 1 KB, £agELlkEIt
BiRHE
o $R  BANLE M <action-type>BRABHNARRER. BABEZEBHABZTRER,

PSS

NARBRALUNEEFRE ('string'). & ($variable.variable-name), W AE
($input.input-name.path-to-datum), ZRFEHEEK , UREE ${INFEFH,

- HiR  BNERABRRKRIER {expression} T, EXMNBERAEILESN JSON , RLEXLTIEE
—/NAWS loT EventsERERN FREHRIAEN,

fRRBA R
MRIBENERAEIEAEN JSON , M| AWS IoT Events BEARERSEBFATUFENRERXNRENR
FRHB, TELERTEBNARESIEFT. MRRIEAK , BAELKE HEIRES.

- BE  LBESHT , ERNETEFREABHNHNAEREXNRENERE JSON, EXHWERATE
# JSON,

RRAR

WMRIBFEMAEFRBE L HISON , FHEIRAWS loT Events A U IRERAENHNERERRENR
B JSON, BIfEAWS loT Events TEFABRIEXRENBEHR JSON , AWS loT Events{i [z 1T
LR E,

EXEZEER , ST XAWS loT Events#E N 22 E A 8t /5 A Amazon CloudWatch H 12,
BREABTHRE

HE  EUTRERXNPERE TFAHFEBEN<inferred-types>HiFRE

[<reference>] : <expression>

fRIRT =
WEERNERTRERATE—RR :

- BB ANITEEREREXPHEMBRERTRE.
c TREHEZERBHBZTERRE,

BREABELIRE 230


https://docs.aws.amazon.com/iotevents/latest/developerguide/best-practices.html#best-practices-cw-logs
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HEEREAPEASIAN , FREUTRAE :

« HERSIAEEN DRSS NEEFNRERN  BRESIANMEREREORE,

Flan | EUATRIENXNSF , B 2 B == M Q& EEFNRER. N BRIEERE
A , $variable.testVariable + 1  $variable.testVariable4 5| AR MK,

WA B 1 RZEF+RVIRERR, Eit , $variable.testVariable 405 BE /N,
‘$variable.testVariable + 1 == 2 && $variable.testVariable’
- HBEASIBERNEEZARBNBZTER , BHRRIZREFES| AHIEER,

Flgn , AT timeout("time-name") R EETENSI SN ERBENBEZE, MREEFEH
timer-name {EMSIH , MABEHANE| 55| HERFE,

timeout("timer-name")

(® Note

¥ Fconvert(type, expression)®ER , MRES|Ar#E , WESI AITELRMUM
R2String, Decimals=} Boolean,

ﬁ*%%{%/@\ ] -\l«%%%m %%O

HE RN B RIEHE
fRRTT B
IR RE T

- WMAHEBEMAHE T EE Input attribute Key,
« Input attribute KeySHAE N HiEER JSON BEFE,
- BWASEES AWS loT Events i A A E LHY R R ITHL,

] AWS loT Events &% & 8 kW 231
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® Note
His RSN BTFE R E S HI KK,

Example

filgn , FEAWS loT Cored , AWS loTARIUTERE L T HEVerify the Input Attribute
key.

EfRLEE , FERARMANERATHEELHAS AWS loT EventsB AEX B Input attribute
Key NELHE ., BXEZEL , HSH the section called “FESMBEEALIE — NN LT B E
X AWS IoT Events %ii Ao

BITIE 1T 20 A 3 BRI 2R A8 B AT R P HEBR

AWS loT Events 7o [ #R 23 48 B 20 Sl A SR ED A] 5 AT IRV R B R R H AE DT 45 R AWS loT
Events HUITARTFTRHY — RIS AR ELNRNB[ER, WSREHEHFRBRS RIELCE TI2ME
B, BRFERIINMUE  LEETURELRDNEE RN B REFNEERE. BRENHTRN[RE
HNEZMERRENEENESEER , F2H RUZER DT ZHIES.

EATLABE A AWS loT Events ###l&. APl, AWS Command Line Interface(AWS CLI) 8, AWSSDK &
ERNBER ST ENZHERE R,

(® Note

« ERHRNFEE A, BITEEPMEHER.
c BINBWEEESHRERERERNBZERE 25 , AEEFESHARXRILENTE. BN, HAU
ERIR B T RE TR IR T T,

s RZUHEA 10 Mo R TF RUNNING RS,

ETHRNADTERNBEE | FSH o MFENFER (2FHE ) N oMRNEFER (AWS CLI).

ES}
« FNERBRE DAL HES
- DMENBEE (BHE )

RN 2548 A B PE HEBR 232


https://docs.aws.amazon.com/iotevents/latest/apireference/
https://docs.aws.amazon.com/cli/latest/reference/iotevents/index.html
https://docs.aws.amazon.com/iot/latest/developerguide/iot-sdks.html
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- DRNEFER (AWS CLI)

RN BB 5 S HE R
RUBEE S HREA TBMES -

o A - DMERNTEMERD. REFEURD , sHERTA=ZKE
- 55 (INFO) - GREREFERNF[EEPN —NMEEFR, XRERBETTELHREUT
Mo
« B (WARNING) - BEHZERARBERINEEVRESSEFRNBEREINRMBENFER, BIMNBUE
EEFRERFERAFMNBER A, REFEEHRXRDSENT ., B, HUR[ER ATETER
A T4k,
« #i% (ERROR - BIRERCBANLRENB[BER P RINEE, HEBZHAMFRNB[EEN , AWS
loT Events 2 BEIMITIXA DT, ERARMB[ER 28T , BDIIEEFTEHIR.
- VE - BETATERNFEETEMIHIMERSIANFERNES. LEBESIHERESEN,
UEEHEH. BHEMMKRIEN (HIW0 in state TemperatureCheck in onEnter in
event Init in action setVariable),

« KB - HWERWER, PWEREHAUTILE
 supported-actions— AWS loT Events I AER N RIS EEHR I BEHTARARE, &9
DENABREUEAITHNSEHRETE , REFHRERLEEHEHM AWS RF. ERME AWS RE
By AWS X3 , S MIEEE A T H it AWS BRSHVERE.

« service-limits - [RSEH ( LA ARH ) 28 AWS KFFEAN RS ERIRIENHZAR
BNBE. BRIEZHHHA , BN, SMRABPRET XiF. REF\EEWLFFER , B UEHEN
SBHRSLUBGIEEIREIRPFEMES, SUNEREMELRSG , BHEM—LRHGTEEM &
XEZER , BSR B,

« structure — IFRNBFERLNEBFRBELENAY , HIEDIRES , HIERE AWS loT Events ZIFH 4
., BENBERAMEDER —FRST— MR ABBEURNEESHNRE. SRNFEH
B, FRNSSERTER T —NRSH TR BARE, XESHMAIIESH. IBEEHSAEST
—NEH ARIRES

+ expression-syntax— AWS loT Events 12t 7T ZME QI E M EFHFEN B[RRI IEEBN F ZE,
BUNERIRNPEANT. CEF. B, s|ANMBRER. SUUERARERNREENFE , B
AWS loT Events AT AEEER EBZ BN RIERXNRE, BHREXNMBTERBAENEL BXES
BE , B2 Rixk,

AWS loT Events RV B R B RIA K Al AS| B EN BT R R
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https://docs.aws.amazon.com/iotevents/latest/developerguide/iotevents-quotas.html

AWS loT Events FEANGIER

« data-type— AWS loT Events XIEH, NE., FRBEMAREIELE, R AWS loT
Events AIAERIANRERE BT —HHBEXENBBEHRAN S —XBWEE , MIXEHE

HKARHEM,

(® Note
o BEM/NHERHE —Z AWS loT Events XIEMNFEIHIERXEL,

« AWS loT Events ToEZXERKIEXKE , B AWS loT Events ToENFBIER N ZR/
==

« referenced-data — #AEVIRNMB[ER A SIHAPKIE , RETEERXERE, 4l ,
MR EG DynamoDB REAEEE , MM AEEN — N5 ARBHNEE , REFRERER
($variable.TableName) FERZETE,

- referenced-resource — FNF[JERFANWTBELMTA, BXMEELHER , A
EFREERT. flin , SEQERNFEHUKIEEENEE, YMEEL—1NEA
($input.TemperatureIlnput) , FEANBERFEEAHIRERMNBEER K AETeEEH

$input.TemperatureInput.sensorData.temperature k5| HEE,

BFSRUTED , MER‘THEDER , FBEINRNB[EE 5 R B T RERY IR TT o
PR 2545 2L 45 ROH B R BEBR

ERRBERBEHREXRNBERNOMES , AFETRERRIIFERMEXI L, E£HXLHSEMER
HY R 1R 73 SRR BEBR RN B R B AV £RR

HEEERT R

» Location

» supported-actions

» service-limits
e structure
» expression-syntax

- data-type

* referenced-data

» referenced-resource
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Location

78 AR IER
@& Location HXEEM D ITE RN MATHIREEL

/Ch

« HE -2E8RXRIMERNHEMER, XUUREE, BEIHER
FRRFER  NRE
HYREDIR |

o

G

5%’ N O
EERRIE AWS IoT Events Sl A% , MARERREILLEIRER . AXEXRE
BES R IEFHRE,

supported-actions

‘@& supported-actions X EEN S MERNBMUTHIRER

« HE  BIEEN D EETLTHIIRIERE : action-definition,
RRF R : IR

0N

HYIRAESI R

EERIRIE AWS loT Events HBIFX#F , NI TJEESKREBILBIRER. BXZXHE
, B RTENIRE,

SHE : DetectorModel EX Baws-serviceltE , B##BM T ZHFZaws-service k%,
BRAR : MBREIEEMNRIET AWS loT Events X3F |, BiZI@EELYHNBEXT TR |, NETT8E
2B EREE, YB2HEiZXA AN AWS RS ZEBIER , TRESXEXTER.
PMH AWS loT Events AR &

IEEERAN AWS FRSIEFMEER X E.

BASUN
service-limits

B8R service-limits MXEFEEMNITERN NI THIRER

o SHE : #HHBRHRRAHARBR R AR cOntent -expression-size###th
XARNRZA R 1024 Fi,

1

70N

BRAR  WRBEABHHNBEREARXNKT 1024 1, NAEL2KIILHERES. ARNRBIRE

HE  FNSBERE P ATFHRIEBESY TR#Elstates-per-detector-model,
fRRAFER MR
B 20 MRE,

hy =]

AERNZBRESHRSET 20 4, MATsE2 R E L5

RHEHE, FNSEERZZOH
SHE ITE SRt et s aa s N E Y Aminimum-timer -durationJL¥ 5,

ZHER

BRT R  MRITHBNFENRDT 60 %, MATRSWEILERHES . RIMNBWITH RN TR
[E] RI7E 60 % 31622400 ¥z, MREIEE T R[EFENANRER , NIFENEAREXNITES
RETEANREIHNEL,
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« HE  BINEHATHREREES THRMNSFERE Lactions-per-event B BR#l

BRAR  MREBHMNREET 10, BUESKRELERES. N THEUS[ERFNENEYS
BZ0A 10 MEE,

« HE MBI ATHNTESEHHEBS THENI[EEE U transition-events-per-stated
Y BR
BRAR  MR—RESEEE 20 NI ESH , MTESKREIRERER. FUSERPHEMNMR
ARZUHE 20 MIESH,

« HE MBI ATNSHEEBED THRNS[EBE Levents-per-stateP IR
BRAR  MR—MRSEEBE 20 NEH , BAESRFHERER ., FUNFERPHNESMMER
2T A 20 NEH.

« HE : AUBENMRAXRBHNSEARMNBERKEBTRESBIRE, WAsst1##detector-
models-per-inputiRMEFEE R,

BRFR  MREZ R ARBAIETL 10 MRNFER | WTRSBIIGESES. BRZS TN
10 M EINHFN R/ RE S RN RN BFE AR KRR

structure

B8 structure BXFEENIMERNNUATHIRHESR

« HE BIMETRRAEN T —#MER  BRIMT —NEBnumber-of-typesKEBHZIE, BD LM
R R 1E,

ERF R MRIEER AP BERCEBRNERRNUBEE , EENZRPEETHIHSMRE
NAgE2WBHERER. BAEN—A Action R, BREEMREE L —NRIMAIX
Ko

« JHE : TransitionEventtransition-event-name### ### # ## # ####
RIRF R : 1R AWS loT Events HAZEEHEI AN T —MNAE , NAESNEEEIREE. ¥
RENLT FT—MRSHBMAT EBRIIRSE R

« JHE : DetectorModelDefinition B —1MHEMM B : BT Bnumber-of-statesEE MM ###
#o
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BRFR  MREN —ARSMRSERARNEN , WARSKEIRERES . BERIEN
SREHPNEMRSEEE -BNE. REBEMLAER 1-128 N F/F. BRFR : a-z. A-
Z, 09, _ (X% ) M- (EFH)

« HE  ENEENMHIRE initialStateName initial-state-name A3t Rl

BRFER  MRVGRSEBNTER , EURKIWNIIBERES . ERAZRZE , RU[EE/FR
B8R (7T ) KB MATRE , RUB[ERL VI ER T — MRS, BROBRSEHEEE
SURSWERR , HESWMA T EBHNER,

- HE  BNBERE UMM E—NMNREFERAZEL — M A
BRAR  MREREZGPEERA , WARELKKEILER, BXAEED—IMNEZETERAED—
N Ao BN , AWS loT Events Fi¥{h& A EIE,

« HE  REEEFREVBRIFLMNERER, SetTimer
RAR  MBEEBRNITASERENEEA seconds H durationExpression , N AJEE & W B b £51RH

B, BHRER seconds = durationExpression £ SetTimerAction WS, EXEZ
E8 , H2H (AWS loT Events API $#&) iy SetTimerAction,

« BR  WNBERBWRELELR. RERHRFENSFM4.

BRFER  MRENBERDNEMRETEZTR , WZBHOFATEN false. RETSRF
EHNERM  BREUTES RN true. SEHBIRMAITENR true B, RIENTF AL,

- HE  EEREGARY , BXTERAITISRTHEEN.

FRRTTHR - HHIBTE—FRES , AT LAREU ABMAYE -
- SIREIFER A AE.
o SEFRNBJ/FPAVITERESH,

NERERE A NFERN X E AR TR, BERGPIER
triggerType(“Message”) BREMAR , MTFR

PR SR B Fh IE 72 PRAG RV IR g St

if ($input.HeartBeat.status == “OFFLINE”)

RKUTETAE :
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if ( triggexType("MESSAGE") && $input.HeartBeat.status == “OFFLINE”)

Hrp | 3 triggerType(“Message”) B BAREZRHFFRENIBMAZHITH, BEE
AiXfHEAR |, triggerType("Message") EHEMITEL RER true HH R BWFTRMABNRHE.
BX triggerType BBAZENEZER |, IBEAWS loT Events (FFRARIERE) W “RIEX" $5
F¥ER triggerType

- HE  BNHFENBREEPRRBTEZTR. REQSFBELEIAFRSHERME,
RRAR  MRENBERPHEMRESRAE |, NEBHEADER LRSI REITER false, 8

ERNF[ERREANTERZFTERSHRMEREBTMENA true , IHFARRSHRTENTH
Al

« HE  UTRSREIH RIS RS S BREBINBENHE

FRRFR AP LEENFENRERR TSRS A XEEABRENERNETRAS , FERE
FENBERNRGTERN triggerType("Message") ERHMWIAR , MTFFR :

RN AR B P ERE AR RIESAF

if (timeout("awake"))
SECARBUFUTRENSRY

if (triggerType("MESSAGE") && timeout("awake"))

HeiF | X triggerType(“Message”) HEMAAREREFREENDBRMAZTHITH.

L E R AT I RN BR F B 3 1T RS 2R IR4E , MTBH L RETREFHERS . BXMAERNB[HER
THRRBENEZESR , BHSH (AWS loT EventsFHF X E15FE) M “EARNERE TH

expression-syntax
‘BE expression-syntax HXEENIMERNNUTHIREE

« SHE BRI RER {expression} TR, EXWERAELE RN JSON , HLESAIEE—D
AWS loT EventsfFH RE N FRHEMHRIAN,
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FRRFAR  MRIEERAFEEN JSON , MAWS loT Events B R ERS BE AILUFEHNRER
TENFRSE, TEERTENAREIBF. NRBIETKY , ETRIKELER.

« JHE : SetVariableAction.value MR FRER ., T EMME“variable-value”

MARBER : B LAER SetVariableAction RE X EHE name M value WEE, value AR
FRHE, BFEIMRE BN value EERIER . BXEZE LR SetVariableAction , S
AWS loT EventsAPl S Z/d i,

« SHE  BAVTLEBITEX DynamoDB REMNE M (attribute-name) WFRAR ., FHIEBNIEE
wWMARER,

fRRIT R . A DynamoDBAction. BEMRERFHAMESHFEARER. EXEZEE , BS
[FAWS loT Events APl 22 i #§DynamoDBAction,

« SHE  RONTEBITRXS DynamoDBv2 REM tableName I RIER, FH ERAIE LA ARIE
o

fER7TE : DynamoDBv2Action H#Y tableName %R FERFE, HMEM tableName X
B, XERAEXEZNF, ZE/F. B, sIANBERER. BXEZEE , BSHEAWS loT
Events APl & ffyDynamoDBv2Action,

- SHE : RINTEFEBHRERXTFERERL JSON, DynamoDBv2 #EAEN 2 JSON Hgi kR,

fERF R : DynamoDBv2 IR B MHHA JSON, HR AWS loT Events A LA EBH RN B RIER
FENERH JSON, HEXEZELR , iIHSIAWS loT Events APl £ 1 JDynamoDBv2Action,

« HE  BONFEEBN action-type HRABWABTRER, WABEZEBHNBERER,

BRAER : ARRERALLBEFRR ('string' ). ZE ($variable, ### ). W AE ( $input,
#H### path-to-datum), FRBEENTES. WFFBE. ${3

- HE  BEXAESHNIEZR,
BRTR  MRERNREERT BENAE , BIXRBHE AWS loT Events 2 & FRARNBTRER |

NS EIREE, NMRERBENAE , UMM EBEMAE TMARNERRER, EXES
E8 , F2H (AWS loT Events APl &) e RN H,

« SHE : ##uss#tt timer-name'WIFERB'duration-expression's

FRRAR  ITRSREFENRARAIXNITELERLIRNT 60—31622400 ZHEVE, FLEREIRIT
BEERMTEANRBEINEY,

« HE : #### action-name MIRIK 'expression'
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AREE  MREERENRARBEATER , NTAARILES, BHREAEBNEEHAR
BR, BXELEL , BBA Bk,

e SHE : LM IotSitewiseAction B fieldName AMETRIER P H EFWMIEE,

RARAZE 1R AWS IoT Events 24T IotSitewiseAction B fieldName , NI ATEES IR
IR, HIR fieldName £ AWS loT Events AT RER . AXEZELR |, 551
{AWS loT Events API &%) H# lotSiteWiseAction,

data-type

‘@& data-type HXEENIMERTNBAUATHIRER :

« HE : IT8tE§ timer-name ML AIRIAN duration-expression TR , ©AFUIRE — /N
Fo

fRRFAZE - IR AWS loT Events o2 it BRI L RAIRE R ITTE RN KT |, M ATELWEIL IR
HE. WRER durationExpression AIRRAEKTF, TXIFHMHBEXRE |, flnHRE,

« HE : R&ER condition-expression FRABNZHERIER,
RRF R IR AWS loT Events TEfF &K condition-expression B A /RE , NI TTEE

W IRES . MREMLIN TRUE 5 FALSE, BRENFHRAXTUERNFRE. MRE
RERMRE , WEERT FALSE BEFA 2 FARFEIIEREHFIEERN nextState,

« SHE . #annnnannssaasstist [ [inferred-types] ####expression

BRER : BRAR  FNBFRETHEESHER AR EREENREXNE LA 5| A AR BIESR

A,

EF AT E SRR L R RR
o HEBFEIRHEFN ISP EEFNRERN  BRESIANAMBEREREIRE,

Flan | EUATRIERNSF , B 2 B == M Q& EEFVIRER. N BRISERR
A& , $variable.testVariable + 1 ] $variable.testVariable4 5| A& MK,

Lo, B 1 REEE/F+IRER. Bt , $variable.testVariable A 5| K DK,

‘$variable.testVariable + 1 == 2 && $variable.testVariable’

- HEERSIRENMEELSRBNETEN , FRRZREISESI ARKBIERE,
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Flgn , AN timeout("time-name" ) R EETENSI SWEREBENBETE, MREZFEH
timer-name {EWISI A , MABERNSI 55 HFER/FE,

timeout("timer-name")

(® Note

¥ Fconvert(type, expression)®#k , MRES|Ar#E , WA AITELRMUM
R2String, Decimals} Boolean,

BEXEZER , BSNL 3%,

« HE : ###uasas#t [inferred-types] ####. XA BEESHETRHRAEIR,
BRAR  MRE—NMAABERTENRNKENSI A TAMKIERE |, WATEXNEILEEE
B, BRE—GABMITENREINERNFER S| AHEBNBRIERE,

« HE  BNZEF [operator] MAMNBIERE [inferred-types] ST RIEX T3

& : “expression”

BRER : MRENRERNAE T EEESEFIRENBERE , WSS ERES. Fl
Wwm, BUTRERSD , ZEF + BEH, MENFHELERERE , EFTREBRBEEREN
BRIER,

true + false

PABRREZEF-REANBERERS.

« HE : R input-attribute WEIWBIEXE [inferred-types] THRB , HETWRELS BT
B REEHIR.

BRAR : MRE—NMRAABMNFNRERXSI AT AMBIERE (ELARREN
OnEnterLifecycle , EARRAH OnInputLifecycle M OnExitLifecycle ) , MIAEES
WEIEEIREE, BROnEnterLifecycle ( 2 OnInputLifecycle #l OnExitLifecycle)
P RIAXTERNBFEE NSRS EH 5| AERNEHIERE,

« HE  ERERK [expression] B, BE—NMHEETRRASUTELERNZHENRERX , BH
TEREN JSON #3,
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FRFAR  MRBIEENAEEEF JSON , 1B AWS loT Events TEFHRERITERNEZRFSH , N
ARELWEILER. BRUTEERRZHE  MARARERIKT.

- HE  BNAEERER {interpolated-expression} BT REMMITE N BRH A RE
BN, BHRERER {payload-expression} T EHEE TR A MA JSON,

fRRF R . MR AWS loT Events TAFHEREIRNITENBRIGA/RE , N AW R R IRE
B, FEARBERIXAUKRNBRIARE , ENTZIHHEHMOBIERE | flFRE,

- JHE : IotSitewiseActionFE###PHRIAXNEKBEE U RNEKE defined-type , FHEHEMNE
B inferred-type, TENXKZEEFHEKHYEEAMAERE.

RRAR : MR IotSitewiseAction MY propertyValue RIEXNMHKERETE L5 AWS loT
Events # MW HIERETRE , MTRELKEILERES . BREFRMFER PN ZRERNWAES
BIE AR BIERE,

« HE  XWFUTRER , AFsetTimer BEWBIERE [inferred-types]| NITEERTZ

Integer : expression
BRAR : MREZFENAREXNVENBFERETIELSDEHE , NTJESKREIERER, BR
durationExpression JHERAMF ., FTXFHMBIERE K MHREMNFRHE,

- HE  BEXREER [operator] WIREHM —EFERAMEBIE [inferred-types] EUTRIAEXF R

#A . expression

FRRFR  WNBEENFGRER (#X ) PR ERNHRBIERE TR, BEBSXAERH
M/ ERN AR EMER D Ry LR BIERE —RBEM.

® Tip
B LAMERA convert RENFRMBERPRIAXNVBIFERE, EXEZER , FSNL E

referenced-data
BE referenced-data HXEENSMERNMNUTHEIRER
o SHE : RN BIRIAHITETES ; 1TEI8F timer-name BFREXA |, BEMNKRIRE,

BBRF SR MREEARRENITER , WAEKXKEERER . EREXPERAITEIRZE , &
MEREITEIER. B5 , FEARE A EBRITE SRR,
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« SHE  KNBZTERL : TE variable-name AFRERF , BMNFKIZE,

BRAR  MREEARRENTE , WTRSBIILERES. EREXNFEAZECH , BHE
NEEHITIRE. B, FEEBMAT EBHNEERR.

- HE RNIZERS  TEERENEZHEREAPEM.

BRER  URMENBINZER—ME , ARSREREXPNEEHRTRE, SRAEANBERE
TENE , MEALUEREE. B/, FEARAAT EBHNEERR.

referenced-resource

‘@8 referenced-resource X EENIMERNMUTHEIRER :

- HR  BNBERELEEXN T EENRMANSIA.

BRTR  MREEARBARSIARFENRA , WARSKERERER. BRENKENXSIA
NENRMAFMALBNEARR. NRXERAA , HOE-—THA.

- HE  IRNSBERE L BELM InputName : ####

7

BRER  MREHFENBREIEXRNBAEZYN , WARSIKRBIBEIRES. BRAATEH
B A B, MABMLMER 1-128 ME/H. BRFEN 1a-z, AZ, 09, _( TR ) M- (EF
F)o

PATIRN SRR R (12FHE )

LUTHEERA AWS loT Events 15| &k 5 AR N SSEH

1.

2
3
4.
5

&% ZE AWS loT Events ##l &,
ESMERSD , ERENHFEE,
ERNEFERT , EEEMRNEFESR,
EHRNF[ERTE L | EERE.

ERLA &R IETOM.
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loT Events X temperatureDetectorModel Edit Run analysis Create input Publish

+ Detector model palette
Detector models
Inputs - To build a detector model, drag
Alarm models = and drop to add states. Draw
connection arrows on the canvas
to add transitions between states.
©
Settings . PR (O state
9 Start e )
® /, 9
c /
‘ TemperatureCheck
\ 2 events
AN ’,//’
= 7o L VAN =+ =
TE= AWS loT Events 2% & R 5 HT 45 R R 6o
temperatureDetectorModel Eedit Rerun analysis ‘ | Create input ‘ m
loT Events X P ' v P
+ Detector model palette
Detector models
Inputs - To build a detector model, drag
Alarm models @™V —— o and drop to add states. Draw
- H (» start connection arrows on the canvas
"~ 4 \; to add transitions between states.
@ j
Settings \ State
9 | TemperatureCheck l O
o]
\ 2 events
c
L y
Detector model analysis Learn more [2 v
(1) Al ® (0) Error /A (0) Warning @ (1) Information
@ Info: data-type
Message: Inferred data types [Integer] for $variable.temperatureChecked

® Note
AWS IoT Events FFa a3 &M NEFERR , BRZH 24 PHRERINER.
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DT NEFEE (AWS CLI)

FRARER

UTESRER AWS CLI KoMl FsEd,

1. BITUATHTURE D,

aws iotevents start-detector-model-analysis --cli-input-json file://file-name.json

@ Note
Ffile-nameBE RN BERNEFEEE LN XHE .

Example #ZFEEE L

"detectorModelDefinition": {
"states": [

{
"stateName": "TemperatureCheck",
"onInput": {
"events": [
{
"eventName": "Temperature Received",
"condition":

"isNull($input.TemperatureIlnput.sensorData.temperature)==false",
"actions": [
{
"iotTopicPublish": {
"mqttTopic": "IoTEvents/Output"

1,
"transitionEvents": []
},
"onEnter": {
"events": [
{

"eventName": "Init",

PR NFEFHER (AWS CLI) 245
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"condition": "true",
"actions": [
{
"setVariable": {
"variableName": "temperatureChecked",
"value": "0Q"
}
}
]
}
]
.
"onExit": {
"events": []
}
}
1,
"initialStateName": "TemperatureCheck"

MREERAAWS CLIZHAERNEFER K MUTEE-I , LRERNEFREEN :

- EfEA AWS loT Events #2#l5& | EHITHUT#E
1. ESMBERT  EERNEFEE,
2. ERVBRFEERT , REEFRNEFEE,
BMBREDERSHENEFREUTHRNEFER, HKMNEFERL JSON BXR7F.
4. FIFKRNZEFERE JSON X
5. 8 AEE detectorModelDefinition R, BBRUATHE :
- TEMEPHE-—PMKES ({)
- detectorModel £
+ detectorModelConfiguration Xf&
- THESHRRE-MKRES (1)
6. SR1F&ILMFo
- MBEBEMH AWS CLI, BHITATRE :

1. BELIRPIETUA TS,
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aws iotevents describe-detector-model --detector-model-name detector-model-name

2. fdetector-model -nameEiR A NEFEREZ

3. fdetectorModelDefinitionX RE#IE XK FmEET.
4. £detectorModelDefinitionZANERMAIES ({}).
5. LA JSON #HRF UL X H

Example 1 5z 7= 45l

{
"analysisId": "c1133390-14e3-4204-9a66-31efd92as4fed"

}

2. MRHBIREF S ID,
3. BITUT@S , MRRDITRE.

aws iotevents describe-detector-model-analysis --analysis-id "analysis-id"

(® Note
Ftanalysis-idBRNEEHN D ID.

Example M 37 7=l

"status": "COMPLETE"

RASTURUTEZ—:

* RUNNING — AWS loT Events EE DT ENKRNEZFEE, TRUESEATERSEE -7,
« COMPLETE — AWS loT Events BB NEFEE 547,
« FAILED - AWS loT Events T2 i NEFER, EHEER.

4, BITUTHT , MREZ-NHSIMRNBFERSTER.
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® Note
Fanalysis-idBERNEEFN D4 ID.

aws iotevents get-detector-model-analysis-results --analysis-id "analysis-id"

Example 13 5z 7R

"analysisResults": [
{
"type": "data-type",
"level": "INFO",
"message": "Inferred data types [Integer] for
$variable.temperatureChecked",
"locations": []

},
{
"type": "referenced-resource",
"level": "ERROR",
"message": "Detector Model Definition contains reference to Input

'TemperatureInput' that does not exist.",
"locations": [

{
"path": "states[@].onInput.events[0]"

@ Note
AWS loT Events FFia 2 &NV NBFRES , BRZH 24 MIRRRINE

PR NFEFHER (AWS CLI)
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AWS loT Events fi 5

REESEFM T EAWS loT EventstIFIEAPIRE | BIEXFFH Web BRSHIH RABITER, WA

Bix,
AWS loT Events #&1E

BRI AR AWS loT Events APl ap 58128, REL, EFHAPERAMAFNENEFER | H5|HERE,
BXAWS loT Events IR IEURBIBELRENEZER |, iI5SHEAWS loT Events APl %,

AWS CLI tF 55ZEHWAWS loT Events ET BIEER A A T LT RBFIAWS loT EventsBWAWS CLIGR

AL
To

AWS loT Events iz

O LAEF AWS loT Events 3E APl e T RIEMBFZEBA , JIHRENEFIIR K UREERE
RN F RS, BXAWS loT EventsBiiE XN IRIELURBIERAMNESZER , BSHEAWS loT
Events APl &,

AWS CLI fs S ZHFHAWS loT Events ZET IFE A FAIEAWS loT EventsEIEAAWS CLIdy

PN
T o
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FRARER

R EVIE A

TRNET 2020 £ 9 B 17 B2aXt AWS loT Events FAA RIEENEET R, MEXN ST ER

HYBA |, &R AT B RSS iR

BEE1T DX RN SRR R

1T HERR

X E

KRB E

BB

TRNET 2020 F£9 A 18 BELLBIFTAWS loT EventsFF X A A $§Eg 8

B

B

L

AWS loT Events I 2 1E 1 X b
E (;j_) ?E{/\O

AWS loT Events Bl E7£ AWS
GovCloud ( EEAEZ ) X1z
fit,

AWS loT Events BU7E ] LA 247
BHRN B E B HER DTS
B, BTFXNRN SR B 3 1T
PEHERR,

EEFE (Jb3 ) &K AWS

loT Events,

AT E R AR ERIA A
o

ERHEDELEREBERSSE
T, ERIAGIERER , AT
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