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T A2 Amazon Kinesis Video Streams with WebRTC

WebRTC & —MNFHMEARAE , TBEIFELEMN AP XIFEX K383 NAR R EMEE
(RTC)o EFEANEFAREERNFRZRAIKNRRHE , ARHEAEAREMFENRIEERZFHSE

e WebRTC B BIE—A IETF MY , R T AT IS ML 2 SLa FEAERMBIER & @ hiise
2O RBERATEUNSEENREREZEY., FAPHSET NAT BiEFH (TURN) F NAT £
EEBAEAIE (STUN),

Amazon Kinesis Video Streams IR E#RER WebRTC EHEANTLEEN B, B LUEH
Amazon Kinesis Video Streams with WebRTC Z £ it #t 1TIRAM LT FH L5 |, ETAFRE B K loT
BEE/E WebRTC M35 Web BEHER 2 BIHITREAZMBE MR E, EEXMEEITERNI

BE , BRAVE, BERY RIS WebRTC XN =EMIZHE ( SlMNESREFEAPHIRSET ) F4E
ZEMERNARFAEZ AR A EEE,

M Kinesis Video Streams with WebRTC , Al AR HEA T TEXEHAERNNARRF  #17%
B SRR AL, RIERBK 0T 8% . Web X EEBRMBENIRE < 18 £33 & 7 6 R 58 17356

MBI E, XHENNAREFIURBRBFEILNER , FEERAUERAMMIIEREEREE
70, EXFRELNVBARLBINRAEETUESEE FH LA SRGRRITEIZEHNI[A
&,

R EE Kinesis Video Streams with WebRTC WA , BWEFASEUTHE

- Kinesis Video Streams with WebRTC : T/EF

« CHERTHRAANREN WebRTC FRXTES

« SEAT Web R FEFH JavaScript B8 WebRTC FFA T EH
« 3T Android B WebRTC FRXTES

- EATFIOS ¥ WebRTC FRXTET

- EFIZHE AP

« BIEZEHE REST API

- BIEZEE Websocket API

X35 7] A %

Amazon Kinesis Video Streams with WebRTC ZhiE 21 T 5 X FF 1K :

X35 7] A i 1


https://www.ietf.org/rfc/rfc5245.txt
https://tools.ietf.org/html/rfc5766
https://www.ietf.org/rfc/rfc5389.txt
https://www.ietf.org/rfc/rfc5389.txt
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/what-is-kinesis-video.html
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_Operations_Amazon_Kinesis_Video_Streams.html
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_Operations_Amazon_Kinesis_Video_Signaling_Channels.html
https://docs.aws.amazon.com/kinesisvideostreams-webrtc-dg/latest/devguide/kvswebrtc-websocket-apis.html
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https://aws.amazon.com/kinesis/video-streams/pricing/
https://aws.amazon.com/kinesis/video-streams/pricing/
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Accessing Kinesis Video Streams with WebRTC

B LABEE A T EM AR EA Kinesis Video Streams with WebRTC :
AWS Management Console

AWS Management Console A

tEE A2 AT IHRIFMER AWSHERS (23F Kinesis Video Streams with WebRTC ) BYE T3 %8
2RV SRE,

AWS SDK

AWS M THHA4FXITES (SDK) , EFEEZHREEBESNEENENTRANRBE , 4

#n , Java, Python, Ruby, .NET, iOS #1 Android &, FF X TEQRMHEENHARIEX
Kinesis Video Streams with WebRTC Hi4wiE1hRl, BEXx AWS FATEGMEER ( 2FENMATE
R&%) , 3 REHT Amazon Web Services B T B,

Kinesis Video Streams with WebRTC HTTPS API

& T LAME A Kinesis Video Streams with WebRTC API ( AT it I&E# [ RS & APl B3R ) LURTE
R 1518 Kinesis Video Streams with WebRTC 1 AWS, BXxEZEE |, S Amazon Kinesis
Video Streams APl 3%,

Accessing Kinesis Video Streams with WebRTC 3


https://docs.aws.amazon.com/awsconsolehelpdocs/latest/gsg/getting-started.html
https://aws.amazon.com/tools/
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_Reference.html
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_Reference.html
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Kinesis Video Streams with WebRTC : TR

FR

« Amazon Kinesis Video Streams with WebRTC #i&
» WebRTC #EAREEE

« STUN, TURN # ICE f{athE IT4E

« Kinesis Video Streams with WebRTC (A4

« WebRTC Websocket API

Amazon Kinesis Video Streams with WebRTC #=:

LT 24 % F Amazon Kinesis Video Streams with WebRTC B8 RiEFMBE S,
ESEE

ENARFEGESITRETHERRI, RE, BFNKLNEFEEN—HAR. EHHERE
ANNARFANTEUNSEEMBEARA THE. EABESFREARHEDRNREDRSH
FEXRMFAREE , RS ARERF EAERELH 1T SLR 2 4% 5 T ] 68468 A /Y P 48 iR B 22 o

RARBNARFUTUSESBEERFFLEE  ASFHMNARFEERE]. & L RAEH
CNEEXMRERN , TREZIETEE. EIBEFNARFEBXA— N ETREFEESD
EERNBSE—XNSEEPEHERE, REEZENNAREMFEA ConnectAsMaster API Z&iE
FIRENTME , ASEFEFRNERE. ARG, 2R 10MNNARFTLUET A ConnectAsViewer
API REABEERRT , WEEFZETEE. EEINETERES , TRBENEFSNARRT
DHEREESHEHE , LB NEEER#TEMNBEERNEH,

POE

fit & 7 @3d Kinesis Video Streams with WebRTC S22 A XX [8] 37 2N 4% # B E AR B AL IR F
(flam , BHINENARRF, WEREGEL, REZSRGL, BILLEMBESEF) ..
FE 324

REEEAEZIETRENNES , #BRAREHSEMAETEEN CEZESRMESE,

/A Important
BEl, —METEERER -—IMERZ
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EEE

EEIETBENNESREBLIETRENTRERANTRESR, EERTEBLLENET
BEANHMAEESRREEARE, —METEREKRSZULUE 10 MNEENEER

WebRTC #ARE =

MBI 24 {E A Kinesis Video Streams with WebRTC Bt , && A SAM T ## WebRTC HARFEZEHN LN
MEXBA LA APl F 225,

NAT B & EEHLATE (STUN)

—fi , AT RNEN LB H B ERBSEFHEIEERNES BEEENTARE,
fE F 44553 NAT H93ET (TURN)

BETH S TURN BRESENEEHBEZRSHFPURAEE B RSEIXIT NAT RRHEIF RS,
LiF R MY (SDP)
—FEREENZSRERNBWIRE , flins PR, KX, RFBEESE., NBE | UE—-BEREHE
AN ET R T EEEE,
SDP i
HAREAIEN SDPEE , REEARSFRARLUCIEREUXTE, CHEAMEEHABENE NS
H,
SDP N&
NI E M MNRIA KB HRIUTMAIER SDP HE, NEEHTEEZHNSNSHE, flm, B
PRARE SRR R EEES,
REREZEE (ICE)

REFEE Web X R 5N EHEZWESE,
ICE &%

RIENE R B A TRENS %,

STUN. TURN 1 ICE #n{aEI4E

UERMNKEEFRINEHE AN BHER , ©NEERH WebRTC XER@EERN L5 (Sl , WK
MRNAERF ). 3 ABITHRIES BREREMFAL?

WebRTC A= 5
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EEEIBHNARR , ANNAREFYSMER SDP 21, SDP RNITEFX ANNARFERY
MSENEER , SREEANREDR, IRENLEERAHNLES, ©EEE ICE REMFIX ,
XEARIETR B N AREFATUZ IR AREES A® IP MigOX,

EWE ICE fRETFIR , A WMARFE STUN BRS|AH—RIER, RE[ERREFRNLE
IP it Mim A X . A W ARFRSNXNRME ICE REFIRP |, RAYFYR , ©WE ICE RED,
—B AWNAREFTRWE ICE R , B A LURE SDP,

ETR, ANNARFSAIESIXEN ARFATEENESEEN SDP 524 B WA AR

Fo WebRTC PR RIEEA T R E DN, BHLEE HTTPS, &% WebSocket S H
38 1S IR 1T o

IE , BHNARFSLIAER SDP N&. BHWNARFE/RAEL—SHFEANMERLIER . WE ICE
RiEME, RE , BHNAREFEEFI SDP NEIRES A R ARERF,

A F B X# SDP f7 , BT —RIEEMRE., B/ NABFHFN ICEEENEES —HH
SDP F U By 5 R HIREURE DL IPARAXY , HEEKIE STUN ER. MIRNE - MR AEFIEENRE
B, REFNARFRINARERS , FFZ PR OXNPRENBRE ICE RIET,

A IPRAXN EEREENERES , NABRFDEARECEARNRNBERN 2 — HEE—IX
B, R ENARERF ZRER.

MREEA-—NMNARFERTIED 7T EEMERERN IPARAX , B4R E TURN BRSSER& H STUN i
SREGREUE hp st nt, it R —MAH IP it MixO , AT HERNBESRAINARF
MEARFHRERRINBIES , LigREF St RiE , FizPSipibFmEMRETSIRS , A8
EREERITRIR,

Kinesis Video Streams with WebRTC 4B #
Kinesis Video Streams with WebRTC S3FLA T A # -
- BEHEMR

BEIEEA S AR ENEY Kinesis Video Streams with WebRTC R EBE, BXEZEE | iF
2 Amazon Kinesis Video Streams APl &%,

- EEREES

BEHHHERE WebRTC EHARTR , XEARTIATNARF R ZEZEiER , MUK
WNE R EAER L. EAHEIE Amazon Kinesis Video Signaling REST API #1—4R
Websocket API,

Kinesis Video Streams with WebRTC A # 6


https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_Operations_Amazon_Kinesis_Video_Streams.html
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_Operations_Amazon_Kinesis_Video_Signaling_Channels.html
https://docs.aws.amazon.com/kinesisvideostreams-webrtc-dg/latest/devguide/kvswebrtc-websocket-apis.html
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+ STUN

BLAHERE STUN KT R, XELETRAENAEFEGERNT NAT S XiEREA ZREL
B IP thit,

+ TURN

LAHEE TURN KIRTTR , REKGRTRENABRFLEBEINSEHS ARG RELN , &Y
=B A&,

« Kinesis Video Streams WebRTC FF X T E&

XERHEGE  BUNERENNABRFE PR LE TR, TENEEXLRE , UFEEE WebRTC I
BERVERASL loT R ReEBH TRIEEN N ER ARG R, XEF KT EIEME Android, i0S F
Web R ARRFEFImEESHF Kinesis Video Streams with WebRTC 154, TURN # STUN ZhEES{E
fAIRFE WebRTC HIBZIRE N Web BHREREM.

« CHERATHRARNREZN WebRTCHATES

« EAT Web M FH JavaScript F# WebRTC FRX T ES
« &R T Android #J WebRTC FXTES

« AT IOS ) WebRTC FXTEST

WebRTC Websocket API

ES ]

» ConnectAsViewer

» ConnectAsMaster

» SendSdpOffer

» SendSdpAnswer

» SendlceCandidate

¢ Disconnect
- FREHEREW
ConnectAsViewer

NEERFNEREIHARTREENETEE, TARFE WebSocket K FEII A A FEREEIM
GetSignalingEndpoint APl ARRBHLRTT K. ETEER Amazon RIREBF (ARN) F&E iR

WebRTC Websocket API 7
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ID ZFERNERAFRFESHEE, FREMPNLETIATRATENETRZNERTHFETEE, NREFHE
BEREEN ClientIdEENINAERE , WFEEM L. MERREEETHE,

R

"X-Amz-ChannelARN": "string",
"X-Amz-ClientId": "string"

* X-Amz-ChannelARN - § S BEH ARN,
o XKH . FHH
- KERS  &PKEN1, ZAKERN 1024
« &3 : arn:aws:kinesisvideo:[a-z0-9-]+:[0-9]+:[a-z]+/[a-zA-Z0-9_.-1+/
[0-9]+
« X-Amz-Clientld - & F7 5% #9 tE —FR IR 5F o
- KB ZHEH
- KERS P KEN 1. KELRRN 256,
o |3 A(?!1(?1)AWS_.*)[a-zA-Z0-9_.-]

(® Note
X-Amz-ClientId FRESL AWS_ prefixFFk.

e
200 OK HTTP AN UK — N2 IE,
Fix
* InvalidArgumentException
EENSHBEHERS, FTEXFRLEER. BXESER , FEHEREMNEER,

HTTP RS : 400

» AccessDeniedException

ConnectAsViewer 8
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AERBRABHRSENBERTHEEIH.

HTTP RS : 403

* ResourceNotFoundException
BEAREFHE,
HTTP RS : 404

+ ClientLimitExceededException

LT SWERFH AP, B EEIBENEERHEBIIBNRABER., BXESZE
B, %3 AWSH ) Amazon Kinesis Video Streams with WebRTC FRGBREIR 4£iR Eif Mgk

HTTP RS : 400

5 PR /BR

MEAESHERFHZ AP, RYEZI ZBENEETRHREEIIENEABEN , REKF LRI
BR#11Z APl, ZEIPRFIIIREISHIRMAK ClientLimitExceededException,

=F

MRIBEM ClientIdMBECFEERE , NFEAFEEENEETBE,
BR1TH

XA AP A,

HREA

AWHRAR , X TFEMNMIRH2EMEETHE,
ConnectAsMaster

RERZFNFHEEIHLGETRIEENETEE, TARFE WebSocket HEFEII A AT IEZEEIM
GetSignalingChannelEndpoint APl ARARBMNLIRT R, EFIEEMN Amazon #IRE TR (ARN)
DIIERNERFHESHRESR. FEHNKETRAATENEIRZNEERHTERE, NRZSINEF
WEN T RREZIBEBRE , WRIENBERRL L. FNEZETRESESIEEZETIBUE.

ConnectAsMaster 9


https://docs.aws.amazon.com/general/latest/gr/api-retries.html
https://docs.aws.amazon.com/general/latest/gr/api-retries.html
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H3R

"X-Amz-ChannelARN": "string"

« X-Amz-ChannelARN - E$&E#/ ARN,
o RH - FHH
- KER4 : Z/DKERN 1. KELRR 1024,

« ¥3 : arn:aws:kinesisvideo:[a-z0-9-]+:[0-9]+:[a-z]+/[a-zA-Z0-9_.-]+/
[0-9]+

W B

200 OK HTTP RSB UK — N2 IE X,

fix

* InvalidArgumentException
EENSHELHERS, TIXFRALEEH. BXESEE  FSAEEMES
HTTP IRZSHE : 400

» AccessDeniedException
AENERAASHEAENBERTHETH,
HTTP R : 403

* ResourceNotFoundException
BETFHE,
HTTP R : 404

* ClientLimitExceededException

LM EHERFRFA APl it, BEXEZEELR |, 55 AWSHH Amazon Kinesis Video Streams
with WebRTC fRFZFREFF HiRE R MIEHEIER,

HTTP RS : 400

ConnectAsMaster


https://docs.aws.amazon.com/general/latest/gr/api-retries.html
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J5 BR/BR

MRUAESHERFEA API, It AP FEKP R Z RS, ZEIRFITIREHRUK

ClientLimitExceededExceptions.

BE

MRIEEM clientld MBE S FEERE , NEAFEEENERETHIE.
Eid1TH

XN APLE R,

HEEA

AWHEKEAR , R T8N EARAFXETEZE TR,

SendSdpOffer

FRWEZESERERS. ERFHEREFHALASEZTIM GetSignalingChannelEndpoint
API| 3REXHY WebSocket £ i T Ko

MREEEHRBEEEEFR , WeKFRUEAEAFIES, A, REXERE
RecipientClientId , # &N RecipientClientId ISEMNEMME, MREIES
EHHFRE , BTG RIEZIA RecipientClientId EENBHREER, EXMER
T , RecipientClientId 2&4EMH A,

AUEFRBEFHBNABRFOEAESRRERY , MAATEERFNRNARFFRRETER
BEEFWNARERF. MIREERTIAREARFZROEMEEREFRNARFRSRY , WAL
RiZER. WRE-FFHRARTHRIBWE R , MiZR VR NES,

R

{
"action": "SDP_OFFER",
"recipientClientId": "string",
"messagePayload": "string",
"correlationId": "string"

}

« action - EEXEMEERNER,

SendSdpOffer 11
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« KA : ENUM

« H%E : SDP_OFFER. SDP_ANSWER., ICE_CANDIDATE

- KERS : &PMEEN 1. KELRR 256,
- ¥ : [a-zA-Z0-9_.-]+
- recipientClientld - 4275 B HE —FRIRFFo
- R FHEH
- KERS : &P KEN 1, KELRXR 256,
- B : [a-zA-Z0-9_.-]+
« messagePayload - LA base-64 4iBHEE AR,
- KA . PR
- KERS : &PKERN 1. ZFAKERN 10K,
« correlationld - JH B ME—FRIRAF, HSHHNTIESH,
- KA . PR
- KERS : &PKEN 1, KELRNR 256,
- #3x : [a-zA-Z0-9_.-]+

I Rz

MAETRWENBPCEE , WALREEMABA., WMRRSBEIER

, FEEBRPEET

correlationId , M4EIRI¥ 45 2 F4EHN STATUS_RESPONSE SHEIREl, BXEZER , BEHAR

HHBER.
Hix

* InvalidArgumentException

EENSHBHHERS, FEXEFRLEEM. AXESZER , BEZRHEEMNES.

HTTP RS : 400

 ClientLimitExceededException

SendSdpOffer
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M EHERFKRIFA APl Bt, BXEZEER |, 55 AWSHH Amazon Kinesis Video Streams
with WebRTC R FREIF fRizEiR MIEHEIER,

HTTP RAESREE : 400

J5 BR/BR

MR SHZERIFA API, it APIHREKS R ZRRE, 23 REIIREHEIRAKR
ClientLimitExceededException,

=F

It APl AR EEM,

BiR1TH

XA AFE APLER,

HERAA

AREARER. BRARKIE IR,
SendSdpAnswer

FREREAENRERS. ERFMHREFHYLIASEZFIM GetSignalingChannelEndpoint
API 3REREY WebSocket £ i Mo

MRREFRUEREER , WELKFNERZATRE. I, RELEERE
RecipientClientId , #FfZ BN RecipientClientId ISEMEME, MREIES
KARNFRE , NEFEEEIH RecipientClientId IEEN BHREFR. EXHER
T , RecipientClientId 2&4EMH A

AUEREBFFHNABRFAFMEERRENE K MAATEERE M HNARFRNERIESER
EEFRNARERF. MRERFREFRNARFZROHEMAEERENHNARFRENE , WTak
BiZER, MRE—FF RN ARTREEE RN, WiZNERFEHFNERS,

H3R

"action": "SDP_ANSWER",
"recipientClientId": "string",

SendSdpAnswer 13


https://docs.aws.amazon.com/general/latest/gr/api-retries.html
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"messagePayload": "string",
"correlationId": "string"

action - IETE KXY H BRIZER,
« FHE . ENUM
EME : SDP_OFFER, SDP_ANSWER, ICE_CANDIDATE
KERS : &/ PEKER 1. KELRR 256,
- B : [a-2zA-Z0-9_.-]+
« recipientClientld - #4275 B M —FRIR o
- R FHEH
- KERS : ZPhKER 1. KELRR 256,
« R : [a-zA-Z0-9_.-]+
- HFE R
-+ messagePayload - JA base-64 wBHEE N R,
- R FHHR
- KERH : &/PKER 1. EAKER 10K,
- HFE R
- correlationld - JH 2K M —FRIRFF,
- R FHH
- KERH : &/PMKER 1. KELRR 256,
« R : [a-zA-Z0-9_.-]+

W 5

MRESHEHRRINBZLCEE , WARSREEMIMA, MRESBRER , HEEBERFPIEET
correlationId , M4FRFMESFERN STATUS_RESPONSE SHEIRE, BXEZER , BSHAR
&l B ER,

A ix

* InvalidArgumentException

SendSdpAnswer 14
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BEENSHBHERS., FEXFRLEER,. BXEZELR , HFEHEEMNEER,

HTTP RZSAHE : 400

 ClientLimitExceededException

YOS SHERFA API iHRE, BEXEZEER |, 5 AWSHH Amazon Kinesis Video Streams
with WebRTC BRFZFREFF HixE R MIEHEIE,

HTTP IRZSAH : 400

J5 FR/BR

MRS SHERREA API, It AP EEKFRFIZZIRE. £H
ClientLimitExceededException H1TIR&IeHRE4E iR

=

It APl AR EBE/,

Bi1TH

XM AFE AP EA

HREA

AREHERAR. SRARRE—IXR
SendiceCandidate

F ICE fRiEMRIESS BIiRER A . ERFUHREFHLNSEZESIN
GetSignalingChannelEndpoint API 3REXHY WebSocket L imT &

MRREFERUREERE , WELXF ICEBRETREELETRE. WA, REXEEE
RecipientClientId , HF#Z BN RecipientClientId IEEMEME, MBEEFH
R FIRE , ICERETFLIEZIH RecipientClientIdiEEMN BHr. EXTERT ,
RecipientClientId2A4EHH A,

AT EREBFEFHNARFOEAEERKIE ICEREDN , MRAATERREF KNAREFF ICE &
BIMAEIERERFRNARRF, IRERERFMHNARFZROEGERSREFRERARFRIE
ICE fRi&T , MAF2ERZFR,

SendlceCandidate 15


https://docs.aws.amazon.com/general/latest/gr/api-retries.html
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H3R

"action": "ICE_CANDIDATE",
"recipientClientId": "string",
"messagePayload": "string",
"correlationId": "string"

- action - EEREHEERFERE,
« KA : ENUM
« BXE : SDP_OFFER, SDP_ANSWER, ICE_CANDIDATE
- KERS : &RPKERN 1, KELRR 256,
- B : [a-zA-Z0-9_.-]+
- BFE R
« recipientClientld - 3475 B ME —FRIRFFo
- KB . FHH
- KERS : mPhKER 1, KEERH 256,
- B : [a-2zA-Z0-9_.-]+
-+ messagePayload - LA base-64 fiIBHEE AR,
- KB FHH
- KERS : &RPKERN 1. ERKER 10K,
- correlationld - JH 2 I —#RIRAF,
- KB FHH
KERS : &/ KERN 1. KELERA 256,
- B : [a-zA-Z0-9_.-]+

SendlceCandidate
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M

W

MREFEREDZBOER , WARLEEEMEN, MRESFEFHER  AEEERTEET

correlationId , M4RFHME SFERN STATUS_RESPONSE SHEIRE, BEXEZFER , FEHER

FHEEK.
Hix
* InvalidArgumentException
EENSHELERS, FEXFRALTEER. BXESEE , FSAREMNESR.

HTTP IRZSAH : 400

* ClientLimitExceededException

LM EHNERRFA APl it, BEXEZEER |, 55 AWSHH Amazon Kinesis Video Streams
with WebRTC fREZFREFF HixE R MIEREIER,

HTTP IRZSAH : 400

J5 FR/BR

MR SHERIFA API, b AP REKS RBIZRRE 23 REBIIREHEIRAKR
ClientLimitExceededException,

=F

It APl AR EBE/,
BR1TH
XA R FH AP BA
HRAA

ﬁ.\:iq:#ﬁ-‘lﬁ.lﬁﬁo ﬁ)ﬂﬁﬁﬁﬁﬁ_;ﬂﬁﬂzo

SendlceCandidate


https://docs.aws.amazon.com/general/latest/gr/api-retries.html
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Disconnect

&P um A LABERY X R, 7S WebSocket WE XX MIThaE, XHERR , RESFEFIHRIEH
HXYREFTBRELTRIRE , A BT HEEBEMES . BENTHEERTZREEBERE
o

ZRFELEFF R ZEMITIERER , Sl , EHBHRSHFLET MR, ATREXHNETRHEES

« GO_AWAY : WHEATREBEEXH., EEFFREB EFLECANER, MTEE  ARES
EEMERIGETEE,

+ RECONNECT_ICE_SERVER : It B8R T AR HAEERN | #ERS RS ERMTERE , R
I#FH ICE RFEFREE , AEFTENEMERIPYIRSR.
R HEER

FIERCE B EEN EHRDEFELERS (Flan , SDP R SDP MEEE ) . ATRENHEES
o

=4
{
"senderClientId": "string",
"messageType": "string",
"messagePayload": "string",
"statusResponse": {
"correlationId": "string",
"errorType": "string",
"statusCode": "string",
"description": "string"
}
}

« senderClientld-& # A& P im iy M —FRIARF o
- RH . FHEH
- KERS : PIKEN 1, ZRAKER 256,
- #3 : [a-zA-Z0-9_.-]+

- messageType - -S4 HIRH,

Disconnect 18
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« FH . ENUM
- B
# : SDP_OFFER, SDP_ANSWER, ICE_CANDIDATE. GO_AWAY, RECONNECT_ICE_SERVER, STATUS
- KERS : PIEKEN 1. ZRAKER 256,
- BR : [a-zA-Z0-9_.-]+
-« messagePayload - A base-64 4wiZHEE AR,
- R FHEH
- KERH : ZFPKER 1. EAKENR 10K,
« correlationld - RAFTIEHYHE B WHE—PRAR. XREFFRHEES (/0 , SDP 2. SDP MZEEK ICE
{RIEIN ) PIZEEVAERE correlationld,
- R FHEH
- KERS : ZFPMKER 1. ZFAKENR 256,
- B : [a-zA-Z0-9_.-]+
« errorType - A THE—FRIREE IR B T
- KA . PR
- KERH : &/PMKERN 1. ZEAKENRN 256,
« R : [a-zA-Z0-9_.-]+
- statusCode - 51a R HY 4 AN RIHY HTTP RASR .
- KA . FHH
- KERS : I EKEN 1. ZRAKER 256,
- BR : [a-zA-Z0-9_.-]+
- description - FFBIRSH F B,
- RH . PR
- KERS : ZPEKERN 1. BRKENR 1K,

FLHBEK 19

il
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Amazon Kinesis Video Streams with WebRTC R PEER

Kinesis Video Streams with WebRTC EB L TIREFEH -

/A Important

UTRSERZLARREH [s] ( TUABIRIXFRIEHTHALR ) , BELAREN [h) ( TEHE

my. EFRF , EFEENRSEHZLEER [s] M [h]

(® Note
TPS KRERBUHI R Z KB

F&:

- B4IEE AP REEH
- 55 API REEH

« TURN AR BELER

« WebRTC REUARSS FRER

4 ZE API RS BELE

LU 880 T B4R SR T AP BYBRSS B

API K 7 BR S5 B K 7 BR S5 B BE R RS
o iEsk ] EE i

CreateSig 50 TPS [s] us-east-1

nalingCha AR us-

nnel west-2 - &
M T K
F 10,000 4
BE ; IEH
it 3% Y X 45

FE < 3¢ % M i3 BA

AR E AP RS B

20
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API

DeleteSig
nalingCha
nnel

DescribeM
ediaStora
geConfigu
ration

DescribeS
ignalingC
hannel

GetSignal
ingChanne
IEndpoint

ListSigna
lingChannels

ListTagsF
orResource

TagResource

UntagReso
urce

UpdateMed
iaStorage
Configuration

K AR 55 B
ik

50 TPS [h]

50 TPS [h]

300 TPS [h]

300 TPS [h]

50 TPS [h]

50 TPS [h]

50 TPS [h]

50 TPS [h]

10 TPS [h]

K AR 55 B
] BB

- BIMXEF
ANK 5,000
NEE

TEH

FEA

TEA

BERERSE
il

5 TPS [h]

5 TPS [h]

5 TPS [h]

5 TPS [h]

5 TPS [h]

5 TPS [h]

5 TPS [h]

FE R 5 5 M5 B

AR E AP RS B

21
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API T P AR 5 B T P AR 5 B BERRSE MEXFENESA
o ER ] EE il

UpdateSig 50 TPS [h] FERA 5 TPS [h]

nalingCha

nnel

=T API IREBLEN

AR EB 5 48 Kinesis Video Streams with WebRTC AHIE T HMHH RS RE. EXEZER , FS
M Kinesis Video Streams with WebRTC : T/EA R,

+ ConnectAsMaster

- API-8/NTE 3 TPS (h)

- BMETRENRAEZERER-1(h)

o EEEHRE-1 AT (h)

o ZZREEER-10 248 (h)

- HEFPIHWKEIK RS I|OGO_AWAYEERT | EEFE 1 248 (h) WERHAELL
» ConnectAsViewer

« API-E/MBE 3 TPS (h)

o BB R AV AERELL-10 (s)

o EEINKES-1 N (h)

o ZRZEEBR-10 248 (h)

- BERmWEIRBIRSIFMNGO_AWAYER S , EENE 1 28 (h) WIRRHAFLL
+ Disconnect

- FER
. GetlceServerConfig

- API-BMESEE 5 TPS (h)
+ SendAlexaOffertoMaster

- API-BMESEE 5 TPS (h)
+ SendICECandidate

« API-E WebSaocket 1$-’F¥ 20 TPS (h\
5% API RS ELER 22
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- SHEB MR K/PNRFI-10k (h)

+ SendSDPAnswer
« API-E/ WebSocket #E# 5 TPS (h)
- SHEBMER K/PNRFI-10k (h)

+ SendSDPOffer
« API-Z/ WebSocket #E# 5 TPS (h)
- SHEBMER K/PNRFI-10k (h)

TURN BRSSBELER

LATREB2 M4BT Kinesis Video Streams W|th WebRTC A Traversal Using Relays around NAT

(TURN) AW BRSRE. BXEZELR

. L4&%-5Mbps (h)
. EEuT:Eupﬂﬁﬂ 5% 'f"F (h)

WebRTC fZHAR S PR A

F2 M Kinesis Video Streams with WebRTC : T/EA o

LT &9 48T Amazon Kinesis Video Streams WebRTC ik F&IA G4 RSERH., BXxEZ{E

B , {52 ¥ Amazon Kinesis Video Streams WebRTC 12H,

JoinStorageSession

« APl :
- BNKF-50 TPS (h)
- EAE-2 TPS (h)
- MAFEH :
 HE4F2R-1 Mbps
o 2EEHK-1 DA (h)
- ZZRERT-3 D8 (h)

TURN BR&SEL &0

23
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Al

AT E A 1E Amazon Kinesis Video Streams with WebRTC F#H 1T FTEINES :

« REBEAWS K KPP HEIEEER,
. f|2 — Kinesis Video Streams with WebRTC E5EE,

« {EATH A WebRTC SDK B Kinesis Video Streams RELEF U MEFES , FEHBEIESEE peer-
to-peert 1T ML F 5K

MRS EERFEA Kinesis Video Streams with WebRTC , EiX %81 Kinesis Video Streams with
WebRTC : T EFR.

F&:

- REAWS IKFHOIEEER
- DIRESEE

o« EREAR AL

RE AWS K- HRIEEER

B X {E A Kinesis Video Streams with WebRTC &1 , iR TES :

&

o JEM AWS Bk P

- QIEEEAS

- SIZ AWS Ik 24

SEAF AWS Ik 2
MRBIEEHE AWS P |, BERUTSERIE—1,
SEM AWS Tk

1. $TFF https://portal.aws.amazon.com/billing/signup.
2. EBERFLNHBAHRTERE.

RE AWS Ik F 24


https://portal.aws.amazon.com/billing/signup
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FEME , RER—ERE , ERXEARERERA —NRIESE.

HEOEM AWS KPR, REF20E—N AWS KFRAF . BRAFBERBREZKS RS
AWS RS MBRR. EANZLERESR , FHAEEAFPEREEHENR , HERFEARAFR
TEERAS B ENERNES.

EMERERG , AWS £EEEE —HEIARFIR4, EEMHME , BFALUBREE https:/
aws.amazon.com/ HiEFRERWIKFREE HEINIK R HEBEHIKF

BEEEAF,

EM AWS IKF 5, RIFEE AWS IKFRAF , B A AWS IAM Identity Center , SIZ—/NEEHA
P, REREARAFRITAEEES.

R IERY AWS K ARA P

1. ERBRAFHEAZH AWS Ik BFoffFibut | DA FrE & & 0% % AWS Management
Console, EF— L , MAZLNENE,

EREMEABRAPRZAENED , 255 (AWS 2F Arigm) PHUERAS 59 EF,
2. WENBRAFBRAZESHRIE (MFA),

B , F20 (IAM AFER) RH8 AWS IKF BAF S AEL MFA 8% (288 ).

BIBEERRF
1. J3 A IAM Identity Center

BXUEA |, HSE (AWS IAM Identity Center AF$5R) FHE B AWS IAM Identity Centero
2. 1 IAM Identity Center F , A EEAFRTFEEHRINR,.

BXRBEA IAM Identity Center B & RN S MIRNHIE , BS60 (AWS IAM Identity Center A 18
) PREAZIA IAM Identity Center B & BE A F B RIXR.

ERNEERFER

EfEAEZE 1AM Identity Center A 545 , BEFEAEELIZE IAM Identity Center A B &i%
B SR 1Y B8, 1 BB 44 b 11k B B R M1k,

BIREERF 25


https://docs.aws.amazon.com/singlesignon/latest/userguide/getting-started.html
https://docs.aws.amazon.com/accounts/latest/reference/root-user-tasks.html
https://aws.amazon.com/
https://aws.amazon.com/
https://console.aws.amazon.com/
https://console.aws.amazon.com/
https://docs.aws.amazon.com/signin/latest/userguide/console-sign-in-tutorials.html#introduction-to-root-user-sign-in-tutorial
https://docs.aws.amazon.com/IAM/latest/UserGuide/enable-virt-mfa-for-root.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
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ZIREVER 1AM Identity Center Fif B3 A EIHE , 21 (AWS B3 A/ iEH) THES
AWS 511,

12 AWS Ik 7 234R

IWEE AWS Tk F 240 F sE A 4w T2 H 15 18] Kinesis Video Streams with WebRTC,
EHIE AWS IKF R4 |, BT TRE -

1. &% AWS Management Console , RS AT MuLITF IAM #2&H & : https:/
console.aws.amazon.com/iam/.

2. ESMERER Users (AF) , AFERE Administrator (B2 RA) A,
. EBRRSFIEETF , ARERCRBFRER.
4. BRHEEA ID, ERBFRIZPITERETR , AREEWETFREHR,

BEET

YRATLAE A Kinesis Video Streams #2#1& . AWS API CreateSignalingChannel() i AWS CLISR 8122 R
MEFEE,

ERZFHAREET
1. &% ZE| AWS Management Console , RJ/Fi8i https://console.aws.amazon.com/kinesisvideo/

home #TFF Amazon Kinesis Video Streams #Z#15.

2. %t Signaling channels (fE < i@&) WHE L , i%# Create signaling channel (RI2EFEIE),

3. % Create a new signaling channel (RIZFNETEE) TEHL , IAGFTBENEN. R 60
BHEIA T ime-to-live (Ttl) BEFRZE,

4. i%&# Create signaling channel (RIZ{ESEE).

5. BIEENBEER , EEENFAEETHLEFHEAGS.,

SEAT IR TR T AL

Kinesis Video Streams with WebRTC GiFLTH AT ES :

« CHERTHRANREZR WebRTCH AT ES

I AWS K= Z47 26


https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://console.aws.amazon.com/iam/
https://console.aws.amazon.com/iam/
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_CreateSignalingChannel.html
https://console.aws.amazon.com/kinesisvideo/home
https://console.aws.amazon.com/kinesisvideo/home
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« SEAT Web R FAREFR JavaScript B8 WebRTC FFA T EQ

« AT Android B WebRTC FA T ES

- EAT IOS M WebRTC FATES

£/ SDK &I E MM RHBIF step-by-step 18 , AR BB EFNEZTXENARER. BRAFERX
LRGIHATRIER, SKad, MEFTMAMAFRI A , SARTE Web/Android/iOS M AR FHERA X IR
ZFNEMAEAE 2 BHTHRERGR, RAFN , BTSSR FMAMABMBRARNRELZZRIL 0T
Android = Web MARRF , REM Android MAREF 2 BHITRNEH

CPEATHRARNREZN WebRTC FXTEE

LT SHBENBNAERTH, WEMET C PEAFHRARIREZH Kinesis Video Streams with
WebRTC }FkIE@&E$ﬁ}E/_T@IJo

T & C i8S iR Kinesis Video Streams With WebRTC SDK

ETEH C PEATHARIZEZW Kinesis Video Streams with WebRTC F AT EA |, EETUT @

TJ .

$ git clone --recursive https://github.com/awslabs/amazon-kinesis-video-streams-webrtc-
sdk-c.git

¥33 C iE E M Kinesis Video Streams with WebRTC SDK

/A Important

£ macOS L ERIXLELS Tl , BIBEM macOS MK |, BHUTEIT xcode-select
--instal I THFERTITIENRLNRET. REITFT /L1brary/Developer/
CommandLineTools/Packages/mac0S_SDK_headers_for_mac0S_10.14.pkgH iR
ZREFREGTITIENGL, XERERFTEEAA cnakeBIHIT—IR. MREBELKRE
T HITIENGRSL  WEEBRETHGS.

SERUTEER -

1. &% cmake :

C PFEATHMARIZEEZN WebRTC F AT ES 27
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« 1£ macOS Ljz1T brew install cmake pkg-config srtp
« 7£ Ubuntu £i=1T sudo apt-get install pkg-config cmake libcap2 libcap-dev
2. REATIETH AWS 0K/ IKF 8915 B Z A M EZR
3. BITUTHSELTERN WebRTCC FRIEGTHEIE— build BF , HMHHIT cmake :

$ mkdir -p amazon-kinesis-video-streams-webrtc-sdk-c/build; cd amazon-kinesis-
video-streams-webrtc-sdk-c/build; cmake ..

4. WIE , SHMBINER LRSS BREIEN buildB F , RBE1T make A2 WebRTCC HF A I ES
R EREFB R

(® Note
MRRE I ARRE gstreamer )""J%J‘H"QE kvsWebrtcClientMasteertSampleo
ERR{RTRE (£ macOS £ ) MER , BAHUZIT : brew install gstreamer gst-

plugins-base gst-plugins-good

1Z1T C Y WebRTC F AT EGK RAI
ERERTEBE , ERAAESLEN build BZHERAUT RESERER

« kvsWebrtcClientMaster - lb N AR F BN E S BB &KIE Rl H264/0pus 1 ( B4R : /samples/
h264SampleFrames # /samples/opusSampleFrames ) . ©HEZHE AN SN ( MRERKEEHF
A) . EXEEFREN , ELITNKEFREN S MHEH THE,

« kvsWebrtcClientViewer - R AR RO H264/0pus i 4T E1 H K,

« kvsWebrtcClientMasterGstSample - bR A2 F M GStreamer Bi&E K % R H264/Opus 11,

BETEMXLERE , BERATHR
1. £ AWS 0K/ K P R R B R IR R

export AWS_ACCESS_KEY_ID= Your AWS ## access key

export AWS_SECRET_ACCESS_KEY= AWS ## secret key

export AWS_KVS_CACERT_PATH= Full path of your cert.pem file. It is typically
available in the certs directory inside
Kinesis-video-webrtc-native-build/certs/cert.pm

C PFEATHMARIZEEZN WebRTC F AT ES 28
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2. BRREENETEERHNEMERARINARFRETE-—NAERF. NABFERAGREM
E’J%*"@JEE%JEE Bl , ElE—ER myChannel WIETEEHITHER ZBE R IERHI

H264/Opus il , HZETUT®HS :

./kvsWebrtcClientMaster myChannel

U SITRARFITE Connection established B , ALK& T — 55,

3. DELNETEECHE , AEEENTRFEEFEARNEmETE , BuULEFRR, B
o, BALATE Web NARERFHPEFREMNR. At , BFEA £ Kinesis Video Streams with

WebRTC Wi E L RITH WebRTC FATEGNRXTE , HEARALEN LRFERIEEN

ME AWSEIENHEETEERENTE !

BRI 1D
B2 T R B4
ERBEENR

F % 1D (AT )

1%£4% Start viewer (B3 E &%) LS 31 R4 H264/0Opus 1Ay Lt SFUR = 4% fai o

FERT Web R AREFH JavaScript ## WebRTC F X T EH

AT LUBN AT Mt 2S5E A T Web R AEFHY JavaScript Y Kinesis Video Streams with
WebRTC F X TE @R EMMNIIRHE : https://github.com/awslabs/amazon-kinesis-video-streams-

webrtc-sdk-js,

£ JavaScript F% % WebRTC F AT ES

BENERFEALTFRTES , BFUATEIAPRICARMNE HTML TTH :

<script src="https://unpkg.com/amazon-kinesis-video-streams-webrtc/dist/kvs-
webrtc.min.js"></script>

FRATEDRTE KVSWebRTC B ZR THE£FEOFRM. 6
4 , window.KVSWebRTC.SignalingClient,

FAIBESWE Webpack EHHBEFFRE . TRATTRIULZE NodedS HERRA,

ERAT Web R ARRFEH JavaScript FH) WebRTC FFATES

29


https://github.com/awslabs/amazon-kinesis-video-streams-webrtc-sdk-js
https://github.com/awslabs/amazon-kinesis-video-streams-webrtc-sdk-js
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Z % NodeJS ERRA

1. REEAT NodeJSHWARIEGNEESEZREA npm BFIEER., ETATHT .
npm install amazon-kinesis-video-streams-webrtc

2. R, TRIEIRFTLUGHEIEL NodelS BR—HFF A

// JavaScript
const SignalingClient = require('amazon-kinesis-video-streams-
webrtc').SignalingClient;

// TypeScript
import { SignalingClient } from 'amazon-kinesis-video-streams-webrtc';

£ A Kinesis Video Streams with WebRTC Uiz 7T H&

https://github.com/awslabs/amazon-kinesis-video-streams-webrtc-sdk-js GitHub Ff#& EEE — 4
Kinesis Video Streams with WebRTC XTI H , BRI LAFERAZTHE - NN ESBESERETI
ENESTBRE , ANEAEZREHEES:R.

Kinesis Video Streams with WebRTC Mi® T E{Z F https://awslabs.github.io/amazon-kinesis-video-
streams-webrtc-sdk-js/examples/index.html,

1. T Kinesis Video Streams with WebRTC JiXTE , HIEEEATHERHUTESR :

- AWS X135

- BEATASERE AWS JK /= Ik F #9175 18 248 M B %40
- EEENETEENER,

« BREEZM. WMERPE,

2. MRER—/IFNESEE , B%ikF Create Channel (RI2EE), MRTCRINENESEE ,
EiE$E Start Master (B3 E 18 %) = Start Viewer (B EER) , UMEAN T RBRNEFR[IEZEI
EiE,

B2 examples BRHHRFIAE , THRUOAEREFERA LT X TE IS WebRTC MARE
Fo

ERAT Web R ARRFEH JavaScript FH) WebRTC FFATES 30


https://github.com/awslabs/amazon-kinesis-video-streams-webrtc-sdk-js
https://awslabs.github.io/amazon-kinesis-video-streams-webrtc-sdk-js/examples/index.html
https://awslabs.github.io/amazon-kinesis-video-streams-webrtc-sdk-js/examples/index.html
https://awslabs.github.io/amazon-kinesis-video-streams-webrtc-sdk-js/examples/index.html
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EA#IZ1T WebRTC MR TTE

AUERXEHAESFEENEITTRIESNNARE, FE NodeS IiRA 8+,

1. BEETUTHSE JavaScript # T8 WebRTC A X TES :

fFll

$ git clone https://github.com/awslabs/amazon-kinesis-video-streams-webrtc-sdk-
js.git

2. 1&1T npm install AT EKEIIA,
3. =17 npm run develop BE1T Web R85,
B AWSX IS, AWS EIEFIEE B ¥ BEEA WebRTC i T M,

M= T E BRI T examples B XA,
EATF Android ¥ WebRTC X T ES

LA step-by-step BB #ER T 204l f6F FH 2 bk WebRTC SDK T &, #EFiZ1T Kinesis Video
Streams & H 8N R~ H,

@ Note

Kinesis Video Streams TR R R4 LA IPv6 i, BXEREREZLERA IPV6NES
EENMFER , HSH https://support.surfshark.com/hc/en-us/articles/360011828279-H ow-to-
disable-ipv6-on- Android-,

T#:EMAT Android B WebRTC F AT ES
E £ Android & WebRTC F AT EA | HZTUTHS :

$ git clone https://github.com/awslabs/amazon-kinesis-video-streams-webrtc-sdk-
android.git

£ Android 3% WebRTC F AT E4A

E £ Android F#¥2 WebRTC FA T EE , EBRUTESE :
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1. EBRUIMB R ITHHTF amazon-kinesis-video-streams-webrtc-sdk-android/
build.gradle , &= WebRTC SDK £ A Android Studio £ X ¥#E ( IDE )

2. WMRFBE-XITHAME , eoBzRL. MRFR , WEERS., HEFIWEEIRN |, HiEE
Install missing SDK package(s) (E&EBRIDNTA X TED) RZEMBLENTFRIED , RFE
# Accept (%) HERZ &K,

3. ELi& Amazon Cognito ( AP MM MM ) RE. BXEFEMSR , HSH Android WebRTC FF
AT EGEE Amazon Cognito, X242 Android WebRTC FF X T EIFHEHN FHEIER
BIURE,

4. 7£ Android IDE ¥ |, TF awsconfiguration.json ( M src/main/res/raw/ ) . W34
TAR :

"Version": "1.0",
"CredentialsProvider": {
"CognitoIdentity": {
"Default": {
"PoolId": "REPLACE_ME",
"Region": "REPLACE_ME"

}

}

},
"IdentityManager": {

"Default": {3}

1,
"CognitoUserPool": {

"Default": {
"AppClientSecret": "REPLACE_ME",
"AppClientId": "REPLACE_ME",
"PoolId": "REPLACE_ME",
"Region": "REPLACE_ME"

}

}

fEFAIEIZ1TH Android WebRTC FF & T E G E Amazon CognitoH B S BRAE BV E E#

awsconfiguration.json.

5. WREM Android 8% 2iEE2)Z1T Android IDE 81t &, 7£ Android IDE & | &R EEMNIR
% , REEHIZIT WebRTC Android F X TEH,
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W E R E R Android 8% EZE—1E R AWSKinesisVideoWebRTCDemoApp KN AE
F. ERLKNARRE , S URIEBZ)., MEHM loT REFF KB K SER WebRTC 5/ 7H
A& 5o

1= 1T Android R~ R AR

SERA TSR -
1. FE&H9 Android 8% L , ERAFK ( £ ) HIMBK Amazon Cognito K 4T
FFAWSKinesisVideoWebRTCDemoApp H & %,

2. TE# AWSKinesisVideoWebRTCDemoApp , M El “BEIHE" NH , AEEIEFNESEES
ERNEESFE

® Note

B, AL SDK AN ROIARER , B8

\EE t
I AWSKinesisVideoWebRTCDemoAppiE T — ME S EE,

3. Wk MREBLUEERSFOEREILEE , FEEE—W Clientld (B ID), RIEZINEF
SRIEET-—NMBEEN , FTFEFS R ID. XADTEENETRBZRIECENESS.

4. EFEAWS Xif XiF , AREFREREREEMBE,. WMKE , 2R RERE,
5. EWIF peer-to-peer B , BIITUATE—EE

® Note

BREEFERPEANFEES R LIEEMENESTEERNH. AWS X, EFR ID
M AWS K 1D,

« P £ A Android &% 2 B3t 1Teer-to-peer B : T REZNMEEFR
- FALERSE , EFH Android & ETE, WEFIZIT Android WebRTC FF A TES,

« 7£—#A Android & &AWSKinesisVideoWebRTCDemoApp L LAEE X ITFF ( #%£4F S TART
MASTER ) , FFR#i2iE (EREE) .
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® Note
Bel , FALEETBERER —MERE,

« 7£% = A Android i% % AWSKinesisVideoWebRTCDemoApp L AE BB ERNITFH , LUEREE
ELRSBRPBHNESINE (21F ) (1£3F STARTVIEWER)

RIFTEER/ES UUF T ERZ 0 Z MR,
« PHEMRAR SDK T MZ FIREEF T2 B3 {Teer-to-peer AL
- ERGLRE L, TH, MECHEATHRARNIEZEEN WebRTC ARITES HUFREE
RETEo
- FRALERDSE , £ Android ®FE LT E. WEMIZ1T Android WebRTC F AT EE, it
Android 18 & AWSKinesisVideoWebRTCDemoApp LAEEBEEFERITFF , BWINEFETUE
ElE# A SDK FBR55280 F 5/ MR BIE
« P EERNEIZRZH Android 2% FIER EFI]H M 453 55 85 2 [E] 33 1Teer-to-peer TR A2 5
o A EIRPE | £ Android 8% L&, WEFEZ1T Android WebRTC FATEE, XA
Android 18 & AWSKinesisVideoWebRTCDemoApp LAEERFTFF (BB EERX ) |, F
BEFHNSE (BEHEE).
« T8, ¥WE EAT Web NAREFH JavaScript FH#) WebRTC FFA T EQ HUEEXRSH
ZETE , HRIETEERES TLAEE Android %% 195U/ 5.

73 Android WebRTC FF & T E B & Amazon Cognito
FRFM

« BIWFEA Android Studio ®E, wEMESTHNRARFRE. BINEWFERARFNIRERD,
- ERBIREH  BEERMELIE Cognito Fi,

REBLLT S BIRE Amazon Cognito B FSthFl & 145t
RERF M
RERF M

1. %% Amazon Cognito ##| & HRIFXFHIEEIEH,
2. EEMSMmELH , &R AP,

EF T Android B WebRTC FFATES 34
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3. EAPM Iy , kF AIEAFM,
4, FTRUTET :
a. HE1% MEZFRAR-7E Cognito AP MEFIEIE 2 |, EFHEBEIED,

iij:%-lt_io
b. |2 BERLER-EFEMEMAED,

iij:%-lt_io
c. 3% BEEMAEK-EFMERRTIED,

iij:%-lt_io
d. R4 BEEEARE-EFREBED,

£ IAM AeiEFRS  ARIGACHGERAE,

iij:%-lt_io
e. HE5F  ERENNARERF-EFHEMNIED,

K ENRAEFES R FRE , &R IBEF R

iij:%-lt_io
f. SR6: EEHVE-EFLENEDBIPNER  ARERCIEAF M,
5. EAFM WHEL , EBENN 2,
SHAFPMID HIETRUREM, ffawsconfiguration.jsonX#H |, X
x=CognitoUserPool.Default.PoolId.
6. EFENARRFER EI+ , RARHRITEHEKES,
7. ENARFEFmIIKRTED , ERENNCIRHNARERE SRS T
SEHEFE ID HIZTFRUZFEMH. Fawsconfiguration.jsonX#H |, X
x=CognitoUserPool.Default.AppClientId,

8. WREFHIBHIZETRULZREM, Fawsconfiguration. jsonX#¥H |, X
=CognitoUserPool.Default.AppClientSecret,

EAT Android ) WebRTC FRXITEA
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RIE &7t

RESHM

1. 3% Amazon Cognito 2| & H U K 2 B IER,
2. EEMSMEEH , &R “HHH,

3. EFRABEMI,

4. BES .

SR BRESHBEE-TRATHS

o

« AP HRRR-EREZS & 71T /Y i B AR
- 2 5 /BRI 5 4IR-1%# Amazon Cognito A/ ith

ii*%jt_io
b. TW2: BMENR-E EFSHRIENAR” B , EEUTFER

. |IAM B ZFEFHN IAM A6
« IAM ABEH-MABMHIETRESELSRER,

ﬁj:%-lt_io
c. W3 :Connect BHIREME-E AFPMFEAGSE o+ , EEUTFE :

- APt ID-EREE I AP,
- NABEFEP IR ID-EREZH BN NAERFEF K ID.

ii;xl:-l:_io
d SR4 BERE-ESOBEMFERFREBAEN.

ﬁ*¥-|:_$o
e. B55 EEHMVNEBTFLESNEITNER , AGERIESH M,
5. E5MthREL , ERENFH S M,

S5 54 ID HiETFRURZFEM. Fawsconfiguration. jsonX#H |, X
xCredentialsProvider.CognitoIdentity.Default.PoolId,

6. E#IAM SENNR.
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a. ®3F AWS Management Console , AEEALTMULITIF IAM #2FI& : https://
console.aws.amazon.com/iam/.

b. HEEMMSMES , EF AR
c. RIERLELECIENAEG,

® Note
MRFE , FEALRE,

d. EFEM IR RE,

pride
e. & JSON LI+ , RERREERANUTAR

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"cognito-identity:*",
"kinesisvideo:*"
1,
"Resource": [
i
]
}
]
}

iij:¥-|:_$o
f. WMREREP FHITREIRNERIARR" S S IEE,

ERREFER.
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ERAT iOS 8§ WebRTC FFAITE

AR step-by-step % BRI 7 4IMA[1E i0OS A T &, WERMIZ1T Kinesis Video Streams WebRTC SDK
R EARRBI,

£ i0S AT & WebRTC FATLEHE

EHX IOSHTE WebRTCHAIES , BETUTHS :

$ git clone https://github.com/awslabs/amazon-kinesis-video-streams-webrtc-sdk-ios.git

1£ i0S 133 WebRTC F AT EA
ERATEHE

1. BdKinesisVideoWebRTCDemoApp.xcworkspacedTF ( B§#& amazon-kinesis-video-
streams : -/Swift/ .xcworkspace ) , ¥ iOS WebRTC SDK £ A iOS Hfx E# xCode SR FF &
1% (IDEwebrtc-sdk-ios). AWSKinesisVideoWebRTCDemoApp

2. WMREBE-XFTFZWME , e2BIHE, MFEE , WFBHE,

BARSBINTHIR

error: The sandbox is not in sync with the Podfile.lock. Run 'pod install' or
update your CocoaPods installation.

MRERIEIR , FRITUTRE

a. FYHAIHEBEFERHN amazon-kinesis-video-streams-webrtc-sdk-ios/Swift }#
ERSTHEITUTHS

pod cache clean --all
pod install

b. YR I/EBFEXRN amazon-kinesis-video-streams-webrtc-sdk-ios H&EMS
THZETUTHS

$ git checkout Swift/Pods/AWSCore/AWSCore/Service/AWSService.m

C. Build,
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3

5

i Amazon Cognito ( AF A F 0t ) RiE. BXRIFMASR , B

ZHF i0OS WebRTC FF AT

E @& Amazon Cognito, X&4E KR iOS WebRTC FF 4 T EGFTEMN &/ KIEFMTARIZ

o

£ IDE AR | 4TFF awsconfiguration.json X ( 3RB /Swift/KVSi0SApp ) . WXHWT

iR

"Version": "1.0",
"CredentialsProvider": {
"CognitoIdentity": {
"Default": {
"PoolId": "REPLACEME",
"Region": "REPLACEME"
}
}
.
"IdentityManager": {
"Default": {3}
},
"CognitoUserPool": {
"Default": {
"AppClientSecret": "REPLACEME",
"AppClientId": "REPLACEME",
"PoolId": "REPLACEME",
"Region": "REPLACEME"
}
}

£ FB3E4T8 Android WebRTC Fr & T E B E Amazon Cognitod B S BR4E BV B E#

awsconfiguration.json,

£ IDE # , #TFF Constants.swift X ( KB /Swift/KVSi0SApp ) o LEXHMTAIR :

import Foundation
import AWSCognitoIdentityProvider

let

let CognitoIdentityUserPoolId = "REPLACEME"

CognitoIdentityUserPoolRegion = AWSRegionType.USWest2

let CognitoIdentityUserPoolAppClientId = "REPLACEME"
let CognitoIdentityUserPoolAppClientSecret = "REPLACEME"

ERT iOS ¥ WebRTC FRXTES
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let AWSCognitoUserPoolsSignInProviderKey = "UserPool"
let CognitoIdentityPoolID = "REPLACEME"

let AWSKinesisVideoEndpoint = "https://kinesisvideo.us-west-2.amazonaws.com"
let AWSKinesisVideoKey = "kinesisvideo"

let VideoProtocols = ["WSS", "HTTPS"]

let ConnectAsMaster = "connect-as-master"
let ConnectAsViewer = "connect-as-viewer"

let MasterRole = "MASTER"
let ViewerRole = "VIEWER"

let ClientID = "ConsumerViewer"

£ A@i31=9T 8 Android WebRTC FF & T E G E Amazon CognitoH I S ER4E B RY B E #T
Constants.swift,

6. WREH IOS IR BEETZIT XCode By Mac itEHl, £ XCode # , EIFEENIRE , REW
BHi=1T WebRTC iOS F AT EE,
L BFAE iI0S RE L REEE N AWSKinesisVideoWebRTCDemoApp KR ATEF. EH LR
BRF , B LRIEBs). MK loT ®REEF ik 2 B IS5 WebRTC 55/ 55U/ 2 4% Hil o

=17 i0S RO ARERF

SERATEER :

1. EZEMIOSER L , BFAFKN (L6l ) HIAHK Amazon Cognito i 3T
FFAWSKinesisVideoWebRTCDemoApp H & .

2. £ AWSKinesisVideoWebRTCDemoApp , %l “SEEE" H , AR EFNESFEES

ERIBESRFE,

(® Note

BEl, EAL SDK FMRFINARRF , BREE
A AWSKinesisVideoWebRTCDemoAppI& 1T —

:Z
i
Rl
o
=
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3.

(k) MRBELEERFMEZINEE |, FiEEE—K Client Id (BF % ID). NHZANE
EREEI-NEEN , TFEEEFK ID. XEPTEENZRZ RISENEESS.

R AWS Xig Xig , RARERERERASTMBE. WNKE , 22 XERE,

ERIF peer-to-peer B , BHITUTE—RE :

@ Note
BREERETFEANFEES K LIEEMRNETEERMR, AWS X&, EFHRID
M AWS IKF 1D,

- PEHA IOS &% 2Bt 1Teer-to-peer B : TIREMEERRT
- FALARSER , EHIOS BB LTH, WEFIZIT iIOS WebRTC FAILE S,

« £ —AWSKinesisVideoWebRTCDemoApp#& iOS & & FLAFERITH ( BB EER ) |
FHR#E (FHREE) .

@ Note
Bl , AL EETEERER —1MERE

« % =4 iOS & ZAWSKinesisVideoWebRTCDemoApp L AEER/ERITF , EZELESER
RENESHIE (2F ) (&R ‘BHEER) .

RIFTEER/EE TUF I ERZHZ MR,
« PHEBRAR SDK Fi& &M i0S B EF 2 2 A # {Teer-to-peer F 1L i

« EERBLRRZL, TH, HEC PEATHANIEEZN WebRTC FATES HUEEZE
XETE.

« FALRSER , E—NIOSREZFLTH., WERMNIZ1TIOS WebRTC FFATLEE, It iOS
1’ & AWSKinesisVideoWebRTCDemoApp L AE B ESERITFF |, HHIA iOS EFEFALLEED
A SDK k552509 95U/ M SR B IE

o PEEAEREN IOS REMENEFRNM N 2] Z H# 1Teer-to-peer AR

- FRALARSER, 1 I0S RE LT, WEMEITIOS WebRTC FFRATEE, %Ik iOS
1’ & AWSKinesisVideoWebRTCDemoApp LAEERITF (B BHEEN ) , FBFLE
(EFEE).

« T, WEHUEFEEZAT Web NAREFHE JavaScript F8 WebRTC F X TE S M=
17, ARIEEFERSTLEE Android ERFZ [T ZF /M. JavaScript
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79 i0S WebRTC FF & T E B E Amazon Cognito

TR

o BRABUEA XCode KR E, REMZITRARFRE., RIEERIHIRA,
- ERAIREG  BEERMELSE Cognito Fil,

REBLLT S BIRE Amazon Cognito F Pt #l & 475t
RERF M

RERF M

1. %% Amazon Cognito ##| & HRIFXFHI2EIEH,
2. EEMSMELH , &R AP,

3. TERAFPMES , EENERF D,

4. FTRATET :

a. E1% BEZRAR-1TE Cognito AP MEFIETE S |, LRI,

iij:%-lt_io
b. |2 BERLER-EFEMEMAED,

ﬁ?%jt_io
c. 3% : mMEEMAEK-EFMENIED,

iij:%-lt_io
d. F$R4 . BEEBLE-EFMHEMAIED,

£ IAM ACEEFERY  ERIEACHCIENAE,
iij:%-lt_io
e. HE5F  ERENNARERF-EFHEMNIED,
EYNBNARFRE R FRP , &R NBE ik
iij:%-lt_io
f. ZE6: EFEACE-EFLENENSPHER , RARERQEAF M,
5. ERAPMITEL , EFENN S ZR M,
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SHAFPMID HIETRUREM, ffawsconfiguration.jsonX#H |, X
x=CognitoUserPool.Default.PoolId.

6. G NRABRFEK AT+ , RERITHEES.
7. ENAEFEPRIIRED , EEENIN GZNNRAREFES RS Mo

EHEF ID HIE FRUEEH, Fawsconfiguration. jsonX#H |, X
x=CognitoUserPool.Default.AppClientId,

8. WREFHIBHIETRUZRRFEMH, Fawsconfiguration.jsonX#H |, X
xCognitoUserPool.Default.AppClientSecret,

RE &4t

RE &4t

1. &% Amazon Cognito & H i XiH 2 & EH,
EEMSMESR | EFEFHH,

2.
3. GEEGIEHMM,
4. BESHH.

a. W1 BEESHBEE-ZTHATHS

o AP ERINR-ERZLT 5 145 0F B 75 7] A BR
- 23 5MERIEN F4R-1%#E Amazon Cognito At

ji;%-l:_io

b. FEW2: K BMENR-ZE EIS5HRUENAR By , EEUTFER
- 1AM AB-ERCEHN IAM B
- IAM ABEMR-MABMHIE T REEERSREM.

ﬁ?%T_Z/Fo

c. P 3: Connect BRIREME-E “AFRMFEE B2 EBUTFE :
« APt ID-ERIEZHIRIENAF b,
- NRARBFEEFRK ID-EBRECHCENNAREEFE D,
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ﬁ?% -F - i [
d R4 BEEM-EIOHUBEMFTFRIPBABN.

EET—F,
e. £5F  BEEHACR-ERLESNBIFNER , AEEECIRS B,
5. ESMEREL , ERENEH SO,

S5 5 ID HIETRUZEFEA, Fawsconfiguration. jsonX#H |, X
x=CredentialsProvider.CognitoIdentity.Default.PoolId,

6. E#H IAM BEHNNR,

a. B AWS Management Console , AEEA LT MULITIF IAM #2H& - https:/
console.aws.amazon.com/iam/,

b. HEEMSMER , EE BB,
c. KEAZBRLELEGENASG,

(® Note
MRFE , EEARRE.

d. EFEM IR RE,

ERRE,
e. I&E JSONEI+ , RAEHRBEERNATAR

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"cognito-identity:*",
"kinesisvideo:*"
1,
"Resource": [
"
]
}
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]

iij:¥-|:_$o
f.  WRRERED FLHIMRAIE N BRIARR ZihHE%EE,

ERREFER.

WebRTC C SDK M & Fimig 4w

£ Amazon Kinesis Video Streams with WebRTC M2 N AREFH S B IB4AR , BIEMLE.
B5. RERHR, WEEREMBITER, CESHR Kinesis Video Streams with WebRTC &%
FPIRiER , FEEBEENREXLEAGENARFPHMEENERAER. XENERIAAEK . T
7 Kinesis Video Streams SEBUE TR ML M E XK BE ISR , URIRE W3C FrHERNFEANEKIENR
KIPAEEIESR. BEE |, C B SR Kinesis Video Streams with WebRTC B 81X X 3F W3C FrEIEFR
M F £

£}
- ETER

« WebRTC C SDK X#F W3C #r/EiE#R

EHER

ERENTAT THRESEFHENARFEITNNITAN. BUUER
STATUS signalingClientGetMetrics (SIGNALING_CLIENT_HANDLE,
PSignalingClientMetrics)API SREUXLETiER. TER—NMRAIFEAEKER :

SIGNALING_CLIENT_HANDLE signalingClientHandle;

SignalingClientMetrics signalingClientMetrics;

STATUS retStatus = signalingClientGetMetrics(signalingClientHandle,

&signalingClientMetrics);

printf("Signaling client connection duration: %" PRIu64 " ms",
(signalingClientMetrics.signalingClientStats.connectionDuration /

HUNDREDS_OF_NANOS_IN_A_MILLISECOND));

signalingClientStats BE XA BATE Stats.h F#EKE],

BRI XIEUATERER
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1R

cpApiCallLatency

dpApiCallLatency

signalingClientUptime

connectionDuration

numberOfMessagesSent

numberOfMessagesReceived

iceRefreshCount

DU

TR HIER AP 8 A
WIER, ERAEHBIF
5% (EMA) #1T1TE,
<K A A BHE : descr
ibeChannel, createC
hannel, getChannelEndpoint
F1 deleteChannels

TEHRFE‘R AP BA®N
R, ERAERBIFI9L
(EMA) 31Tt E, HxIEH
‘B : getlceConfigo

XRRE P IRX RFER
B, SRR LEREN , #a
KR IERE ST EE.

MREEECEY , ek H
HE A TR RS 4L e
H, &N , 2K HEN 0, X
EESEFREEETHER
B, AR EEsEs  BR
signalingClientUptime & ~"&
Fim R,

ANFRBFRIERW, NER
ICE fRiETAY , tESEH.

5 numberOfMessagesSent
TR, IERSEXHEAZE
HNESEHRHITEMN. BF
HERREAIE SIGNALING
_MESSAGE_TYPE ®#ZF|,

LA getlceConfig it , ZE
RiEE, CHERERETI
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EiR DU
F8Y ICE BEFH TTL, 8K
WE —4A%TRY ICE ECERY , &R
SRFITEIBRRE N TRRIFH
BIiR R BB AP U A SR
E—BRUERH.

numberOfErrors ZUBEATREESEF R
PAEREIRBE, REER
L ICE BE. FREUE IR,
RIERERIER. REABEDHEHE
DB ESEFImEEE web
EEFUREAZVERRT4E

K4 IR.
numberOfRuntimeErrors ZENRESEESTEFRZOE

TRIRERNER. WAREKRE
TR, HEEBR B
ICE BELERI# R iRFER .

numberOfReconnects ZIENRESREFNEEN S
B8, ZENREB T THRIRE
R EZENREM,

WebRTC C SDK XX #f W3C FriEE#HR

£/ WebRTC C SDK #Z K R AEFF B 81X W3C FrEERN 75, XEERNUTRI

I

o ICERIET] : XERBREEHAREENAFZEFEETNNER , WEERNFRBZZEHRITHRIER
i, XBFFEMNRSEIRIR, IP ik, NBEEREBMERIERBAEIEMR LR, XLEBIRTTH
ERBIREG

« ICE %28  XERIFATWEE RN AE ICE RESBNIREEE, XEMTERATHEE
ATEEMERERENRSSE. ERELEERT , MBFERIETUNELK , N FHFEEB TR EX LR,

o ICEREX : XERIRAT THBNFREFZARLNFZT/BIESWHRELR S EERANE
B,
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o BEMBIE
« LA RTP : XEEHRARREES X ENBRERNIELAA,

o UL RTP : XEEIREMHEXREH RTP RNEE, EOWMAERNRIKRFELN , eNEIEER
Ho

« AVARTP : REBEREREXEARBNES
- BEBEEN  XEERAUUBPES TELSHREEEREMNBZRAERNFTH. TUEREE
ID REUERR.

IBATLAER STATUS rtcPeerConnectionGetMetrics (PRtcPeerConnection,
PRtcRtpTransceiver, PRtcStats)APIWEE ICE, RTP M#IEEEMXNIER. THR—
BT

RtcStats rtcStats;

rtcStats.requestedTypeOfStats = RTC_STATS_TYPE_LOCAL_CANDIDATE;

STATUS retStatus = rtcPeerConnectionGetMetrics (pRtcPeerConnection, NULL, &rtcStats);
printf(“Local Candidate address: %s\n”,
rtcStats.rtcStatsObject.locallceCandidateStats.address);

AFRS—ARA, BR 7T REKRSBAAS T SRN SRR -

RtcStats rtcStats;

PRtcRtpTransceiver pVideoRtcRtpTransceiver;
rtcStats.requestedTypeOfStats = RTC_STATS_TYPE_OUTBOUND_RTP;

STATUS retStatus = rtcPeerConnectionGetMetrics (pRtcPeerConnection,
pVideoRtcRtpTransceiver, &rtcStats);
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« IAM BFtsE

Bx

- RBIFE

& A T Kinesis Video Streams with WebRTC K #R1E
Kinesis Video Streams B Amazon &JREZ# ( ARN )
FFH A IAM K F 518 Kinesis #3517 B £UBR
Kinesis Video Streams with WebRTC Y 7R 5 5K i

RIIEE
IAM policy 2388 —MNHZMEAHK JSON X4, BMEANERTT -

{
"Statement":[{
"Effect":"effect",
"Action":"action",

"Resource":"arn",
"Condition":{
"condition":{
"key":"value"

HREANENTENT :

« Effect : Itk effect ATLAZ Allow X Deny, EERIAERT , IAM AR BERRRM APl 2BEMT
7, Bt , EEREGLHEL, EXAPRBESMIAAN, EXELFESTMAART.

+ Action : action X EE FHIELNRNIEFE APl #1E,

* Resource : ZREFMNER. EEEFIPEERR , BEEFEAHAmazon BRE (ARN).

« Condition : &R AEN, TATR A T2 IR EE 4 KAV B E .

EBIEMEE IAM policyst , BAJEEFEMEA IAM Policy £ 28 # IAM Policy Simulator,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html#access_policies_create-generator
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_testing-policies.html
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& A T Kinesis Video Streams with WebRTC KR 1E

£ IAM policy EBAH , BRI LUMNZEF IAM BRSSP IEEEM APl #1E, XTF Kinesis

Video Streams with WebRTC , SEA LA TAIZ&R N API 4% & : kinesisvideo:. fl

W : kinesisvideo:CreateSignalingChannel, kinesisvideo:ListSignalingChannels
M kinesisvideo:DescribeSignalingChannel,

EEENMEAPEESIRE  BEAEZSHENRT , TR :
"Action": ["kinesisvideo:actionl", "kinesisvideo:action2"]

BB UEABRNEESTURE, Hla , BRHEER MU ERE Get T AN AMBRE , MTAR :

"Action": "kinesisvideo:Get*"

= EIEEMA Kinesis Video Streams ##1E , FEA * (ES) BEA , WTATR:

"Action": "kinesisvideo:*"

B X Kinesis Video Streams AP| I{EMITEFIER |, 51 Kinesis Video Streams APl %,

Kinesis Video Streams B9 Amazon &IR&#: ( ARN)

B 1AM policy B AEA TEERRRE ARN IEENEIR.

#EXI Kinesis Video Streams AL T ARN HIREER :
arn:aws:kinesisvideo:region:account-id:channel/channel-name/code
fHln -

"Resource": arn:aws:kinesisvideo::*:111122223333:channel/my-channel/0123456789012

& A LA R DescribeSignalingChannel ZREUEER ARN,

BFEAM IAM 0K 15 R Kinesis #5757 B9 AR

BO e EE M EM IAM K F 3¢ Kinesis Video Streams with WebRTC E 5 @B (TIE/ER R,
BESACGREH—TURSEME. KKREHTREN AM A6, IAM EE R A LE IAM FReE, 1SS
BREESAR, BXEZER , 55 (IAM BFER) £/ 2™ AWS RS ZERNEN A,
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https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_Reference.html
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_DescribeStream.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
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Kinesis Video Streams with WebRTC &Y 7= {5l 5K B

LA SR R 08 R el 40 B 2 5T Kinesis Video Streams with WebRTC @i&#Y 58],
Example 1 : R AP MNEAE S BERIEKEE

KB F i A PP S AFTEM DescribeSignalingChannel S8 EEHIT
GetSignalingChannelEndpoint, ListSignalingChannels # ListTagsForResource #
(=

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"kinesisvideo:Describe*",
"kinesisvideo:Get*",
"kinesisvideo:List*"
1,
"Resource": "*"
}
]
}

Example 2 : RFAFRIEETEE

R AV A P AT CreateSignalingChannel #4,

{
"Statement": [
{
"Effect": "Allow",
"Action": [
"kinesisvideo:CreateSignalingChannel"
1,
"Resource": "*"
}
]
}

SR 7
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Example 3 : A FHRIFTA Kinesis Video Streams # Kinesis Video Streams with WebRTC KJ %
i

LSRRG Ao A P RA SRR R ITE Kinesis Video Streams B4, WEBEATEER.

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "kinesisvideo:*",
"Resource": "*"
}
]
}

Example 4 : RFAFPMNEFEE S BERINHIE
LR BE AV A P SEMNBERE S BERIEIE.

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "kinesisvideo:DescribeSignalingChannel",
"Resource": "arn:aws:kinesisvideo:us-west-2:123456789012:channel/
channel_name/0123456789012"
}
]
}
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ETHEN AWS BFREERESHAMITEER , HSH M HSEERE AWS RS, REE
RIEBMNBHAEAETX. AXEAEE , BSH AWS SAHEITH,

SALAEA AWS Artifact TEE=F®IitHhE. BXRXESZER , BSHE AWS Artifact F# T £k

>~ O

.
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EER AWS RS MEMMERERRTHENBRBE., RLANESAEBIRUANMERNERE
Mo AWS RELUTHRKABBFZEMM
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https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
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s ZEMEEHMIREANTIEE—XEHBIERITL T R/FESEWM , HIEHTE AWS £EEBUZR
2HMENMERNESNEERENTSER,

« Amazon Web Services EH HIPAA ZE£ M MEMMERMIZIT - ZARPNA T LN NAEHR AWS
B E HIPAA FRAER R AREF.

(® Note
HIEFTE AWS RS EBAFS HIPAA EXR, BXEZEER , BSRAE HIPAA ERWRSS
Z,

« AWSEMMFRIR - bl FFMMERmES AIREER T ENTILMVE,

- AWS EFEHIER : NeHAETHRREHREEN, XLEMELE TR AWS RS WHRESSE
HEEMRNIBZSNMERNLZLEG , SBEEERINVESEARHZER (NIST) . ZFFRTILE
2HFHERS (PCl) MERRF#LER (1SO) .

- CAWS Config F & AR 1ERE) AN TR - b AWS Config BR S TEN &K ZIRELEX W
EBRER, T IERAZEANEBRERER.

« AWS Security Hub——1tt AWS BRSS E&RH AWS FZ LR LHEMABE ., Security Hub Bid &
SR TEEN AWS BRAREHREFAESRETURENRESE, AXIIEFERSREH NS
& , 28 Security Hub #£#|5#,

« AWS Audit Manager — tb AWS RS AI RSB RIFET 1HEN AWS ERAER , ELEEXR AR
SRFEAMTILIFENERAENF K,

Kinesis Video Streams with WebRTC H Y5814

AWS £ REMIRERE S AWS XiF MATAXHE, AWS XiF RSN EYE LM AfRER AT A

X K SETAXSERREK, FHESATRUESHMNEERE -, SFURNATHXRITNESTHE
AKXz BEEFPEE BRI EEEBNNRARFNREE, SEENENHSNBIEFOEMIREME
b, TRARKERESH AL, REENTT BE.

BXRAWS XENMTAXNESER , BSHAWSE BREM IR,

Kinesis Video Streams with WebRTC A EM iR L2

ER —WIEE RS , Kinesis Video Streams ( ‘@& H WebRTC IhgE ) B Amazon Web Services:
Overview of Security Processes B EH TR AWS£ KM E L& RER LR
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https://aws.amazon.com/quickstart/?awsf.filter-tech-category=tech-category%23security-identity-compliance
https://docs.aws.amazon.com/whitepapers/latest/architecting-hipaa-security-and-compliance-on-aws/welcome.html
https://aws.amazon.com/compliance/hipaa-eligible-services-reference/
https://aws.amazon.com/compliance/hipaa-eligible-services-reference/
https://aws.amazon.com/compliance/resources/
https://d1.awsstatic.com/whitepapers/compliance/AWS_Customer_Compliance_Guides.pdf
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-controls-reference.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/what-is.html
https://aws.amazon.com/about-aws/global-infrastructure/
https://d0.awsstatic.com/whitepapers/Security/AWS_Security_Whitepaper.pdf
https://d0.awsstatic.com/whitepapers/Security/AWS_Security_Whitepaper.pdf
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A LAE R AWSE B API B M 4& 178 Kinesis Video Streams, BFmAMZFERHER
£ (TLS) 1.2 RESKRE, BIUFER TLS 1.3 XEEME., BEFREXAXEEETLANRE
(PFS) WZBEH |, Hli Ephemeral Diffie-Hellman (DHE) = Elliptic Curve Ephemeral Diffie-Hellman
(ECDHE), AZHINNRRE (W Java7 RESRA ) #iiFxLE=,

o, RAERFRIZES ID M5 IAM ZERAXBHNBZLRIZARNERBTESR, REF , LAILUE
F3 AWS Security Token Service (AWS STS) £ R IfAT R £ EIERITERI#ITER,

FE AT Kinesis Video Streams with WebRTC I L& &£

Amazon Kinesis Video Streams ( @& H WebRTC Th&E ) f#f TREF AMEEE CHZERIENE
E%fﬂ’]ﬁ%ﬁélﬂﬁm DTHREXIERRE—BRESEN , HIREREZERLBRIR, XEREKKA
NEEENRERTHEEENMEER , BREANEANEZEREARTF 216,

BXEREENRLBESR  WSHRERBENR L RESRE,
3K B AR AN PR 15 7]

EEFIERN |, B LUREEIREB WL Kinesis Video Streams RIRAYBFLENR, & 0] LA IX L RIRE
BAHFLEATNEBTERE. Eilt |, BNREBFHRITESFHENNR., ZHEKENREGERFR/NZRE X
J«X&EIE‘EEH%E&EE%%%ILEZE’JE‘"HE%EEO

flan | @ Kinesis Video Streams &K IEHFEHN LIEENFEE PutMedia, GetStreamingEndpoint
M DescribeStream, BEZEAIEENARFR TERE (*) HEHMIRE ( HI20 GetMedia ) BIX
BRo

BXEZER  BSAMTALRRENRUENTALAEEE ?
FAHIAM Bt

SIRENEFRNARFLMERBMNEILERER Kinesis R, BT8R AWS RIEEEF#E
EFinNAEFE Amazon S3 FEfEF, XERT2EIRBRHKHEIL , RENX EIJ?F'%TE , ATRE
23 WEF=E BRI,

MR, ERIZER IAM £ &R EE G131 & P s A 2 7 8 6B FEUELLE M Kinesis MR, £
RAGR , &7 S ERKBFEIERE R 4T R,

EXEZER , HSH IAM AFEEPNLATESR :
. 1AM B
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https://docs.aws.amazon.com/STS/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/iot/latest/developerguide/device-defender-DetectMetricsMessagesBestPract.html
https://www.beyondtrust.com/blog/entry/what-is-least-privilege
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
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c HXNBENERLER  AF, NAEFMNERS

£ CloudTrail Y53 API iE A

Kinesis Video Streams with WebRTC 5 AWS CloudTrailiH&ERK , FER—WRSE , AiEEAF. A
&5 AWSHRS £ Kinesis Video Streams with WebRTC H A EEUH R ER i .

f£ 8 CloudTrail WEME LR , BRI LAAZE M Kinesis Video Streams with WebRTC & H 7 4 i&EK.
R HEERE IP ik, A ARKEWIER, BRN L LR EAREMIFAEE,

EXEZEER , i5ZHthe section called “/FH AWS CloudTrailid % Kinesis Video Streams with
WebRTC API A",

£/ CloudTrail ¥54#2 API & A 75


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios.html
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Wi

W= 2 1%3%F Amazon Kinesis Video Streams with WebRTC FI#&EH) AWSHER AR AT 4, mTAMRMN
MEENEEAE, BRM AWS BRARNAIEIS WEKEEE  UEEERNHERHIAN L S
B, & , EFFIEY% Kinesis Video Streams with WebRTC Z B , #& R #IE M1t %I H E iR E
ET SRR :

- BERENRMAAL?

« B BREBERIR?

o« WEIRIX LR IRAY SR Q04 2
- RERMLEEZRTE?
« WRERNITHEZRES?

o« HIEEIRET RE A ?

EENGEBERHACRKEZRITRE , T—SRELENIFEPREL Kinesis Video Streams with WebRTC
EEMENELE, SNZETRNBEMNTEAZEEZSE T E Kinesis Video Streams with WebRTC 4
gt, M5¥Z Kinesis Video Streams with WebRTC B |, &R FAEFTURERN MKW FidRk. B
LBl Kinesis Video Streams with WebRTC MeESXLHEHF#H TR , XEFETEAEEMEN
EFEEXNBEEN | SUREE B ERRX AT 88 H A BB,

B

x
« BT CloudWatch Y12 Kinesis Video Streams with WebRTC
« A AWS CloudTrailig 3% Kinesis Video Streams with WebRTC API & B

&I CloudWatch ¥4 # Kinesis Video Streams with WebRTC

& A LAE A Amazon CloudWatch ¥ 2 Kinesis Video Streams with WebRTC , Amazon CloudWatch
MKinesis Video Streams with WebRTC FIRERBEHRE , HHEHE N AE, B EIR, XL
FIBIEAREFE 150N, NTELREBIHRIFTEEER |, HEEW EFiM T HEHN Web NARBRF RS
HHRITER -

Kinesis Video Streams 2L THE#F :

£}

&) CloudWatch ¥#2 Kinesis Video Streams with WebRTC 76
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- ETER

« TURN fE#%

ETER

EREN HE LRy

Failure = T
fE , Signal
ingChanne
IName

R R =Y
E , Signal
ingChanne
IName

MessagesT  Signaling T
ransferre ChannelNa
d.Count me

Operation #E RN A F A TEAT API :

ConnectAsMaster
ConnectAsViewer
SendSdpOffer
SendSdpAnswer
SendCandidate
SendAlexaOfferToMaster
GetlceServerConfig

Disconnect

iR

WMR%EEFRIVIRMEIRE 200 RESK
BRE , MegH0 . EMHR,

M AR S5 45 LB SR 2 AR 553 121 W) A7 1A i
EHEtE,

EAEEW ) #9H
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TURN #E%5

BIREWN HE =Ry} iR

TURNConne Signaling T WNF—oHNATRIZHBEHENS
ctedMinut ChannelNa TURN 2B &% H“17,

es me

#F AWS CloudTrailig % Kinesis Video Streams with WebRTC
API| & A

Amazon Kinesis Video Streams with WebRTC 5 AWS CloudTrail}85 R , EE& R — RS , IR
HAF., AH AWSHRSEE Amazon Kinesis Video Streams with WebRTC T REXHY R ERY iE

. CloudTrail & Amazon Kinesis Video Streams with WebRTC BIFFE API 8B R EH4H3R,
FIRH9 A A BFER B Amazon Kinesis Video Streams 2% & B9 8 B L% X Amazon Kinesis Video
Streams with WebRTC APl 2 EMRBIAM. MRECIRRE , EHLUE A CloudTrail B4F4#%
% 2| Amazon S3 Zf#@ , B X Amazon Kinesis Video Streams with WebRTC HIE4, MRE
FEERER , M{AAIE CloudTrail #%]4 FH Event history ( B4 FLIER ) FEERFEH. £H
CloudTrail EMEE , BAILAIE M Amazon Kinesis Video Streams with WebRTC & H 7t 41F
K, RHERW IP bk, MAKREER, HRO R SR SAREMFHER,

ET#HEX CloudTrail WEZEE ( BIFMANEH#TEENSH ) , S AWS CloudTrail AF 18
o

Amazon Kinesis Video Streams with WebRTC # CloudTrail

BB AWS IKF BT | FFfE1ZIK P £E/B A CloudTrail, % Amazon Kinesis Video Streams with
WebRTC F A £ ST RHNEMHEFSN | ZENFIERE CloudTrail B4+ , HEHM AWSIREZ B4
—RRTFE SHEAEIER F. BALUE AWS KFHEE, BREANTHEFTSH. BXEZEE B
SREH CloudTrail B AL IEREETEH.

B2 AWS K hRIEH (‘2 Amazon Kinesis Video Streams with WebRTC HWE# ) |, i&
B RER, B MRERIEF , CloudTrail Al BEX#4%1% ZE Simple Storage Service ( Amazon S3 )
B, MRBERT , ERFAPERERICRN , WEBREFIERNATAMEAWS XiF, WRERIERE
AWS 2 XHiEKMEXEHFRNES , H I BEEXHRIEZZEIEER Simple Storage Service ( Amazon
S3) f. LA\, BRI LB EEM AWS RS |, 3t —F 21 CloudTrail BEFUEREHETEH K
T8, BEXEZELR , BSEATIRNE
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
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« CloudTrail ¥ RS ME AL

* 3 CloudTrail Biti& Amazon SNS &4l

o NS #EW CloudTrail B EXHFMMZANK - #U CloudTrail B & X

Amazon Kinesis Video Streams with WebRTC X #F#E CloudTrail BEX MU TIREIEZAIEH -

* CreateSignalingChannel

* DeleteSignalingChannel

* DescribeSignalingChannel

» GetSignalingChannelEndpoint

 ListSignalingChannels

» ListTagsForResource

» TagResource
» UntagResource

» UpdateSignalingChannel

BIMNEHHATREBESERERBFRNAREGR. SHEETHEBEHEUTRE

- BREFEBBRAFEIULEZ AWS Identity and Access Management ( IAM ) AP EIE.X HH
s BREFEAACKERKESHAFNRNZLEIEREHN,
- BRETHHET AWS R A H.

BXEZER , B2 CloudTrail userldentity T3,

R~ : Amazon Kinesis Video Streams with WebRTC BEX 4% B

REZR—FEE , A TNE4ENBEXMHEERIERIEEN Amazon S3 #. CloudTrail BEX 4 S

—/l\ﬁl?.%/l\EIM?ﬁEo —NEHRREKREEAFEN—NMER , BEEXRMMERWIRE, BENBHA
BHE, BERSBEFENELR. CloudTraill BEXHFTE LA APl HANERFHEKRRER , Rtellf4
BRE REmFE R,

TEHRBETRT — CloudTrail HE%E , Z%B &R T CreateSignalingChannel &4 :
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html#cloudtrail-aws-service-specific-topics-integrations
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/getting_notifications_top_level.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_CreateSignalingChannel.html
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_DeleteSignalingChannel.html
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_DescribeSignalingChannel.html
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_GetSignalingChannelEndpoint.html
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_ListSignalingChannels.html
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_ListTagsForResource.html
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_TagResource.html
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_UntagResource.html
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_UpdateSignalingChannel.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_CreateSignalingChannel.html
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"eventVersion":"1.05",
"userIdentity":{
"type":"IAMUser",
"principalId":"EX_PRINCIPAL_ID",
"arn":"arn:aws:iam: :123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"EXAMPLE_KEY_ID",
"userName":"Alice"
},
"eventTime":"2019-11-19T22:49:04Z2",
"eventSource":"kinesisvideo.amazonaws.com",
"eventName":"CreateSignalingChannel",
"awsRegion":"us-west-2",
"sourceIPAddress":"127.0.0.1",
"userAgent":"aws-sdk-java/unknown-version Linux/x.xx",
"requestParameters":{
"channelName" :"YourChannelName"
I
"responseElements": {
"channelARN":"arn:aws:kinesisvideo:us-west-2:123456789012:channel/
YourChannelName/1574203743620"
I
"requestID":"df3c99c4-1d97-49da-8569-7de6c92b4856",
"eventID":"bb74bac2-964c-49b0-903a-3501c6bde632"

7~ : Amazon Kinesis Video Streams with WebRTC HEX# % B 80
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Amazon Kinesis Video Streams with WebRTC # & HE &

£ F LA T 15 Bk HEZE Amazon Kinesis Video Streams with WebRTC A AE38 ZI#9 & ML (7] &,
£

+ Service Quotas

- BRMER

- MEHE

- BUSFEHEXMEA

- Wi EEHITHIER

Service Quotas
BABN— AN EREN— IR EEEEEINENMESBE,
B 2023 €2 A2 , TENS M F S EEIAMESEE, 5 Athena BERIANFNES | 52

5 B,

Bx R E sk
Kinesis Video Streams with WebRTC HWE SRS Al — XM EERE :

« HTTPS A EE https://*.kinesisvideo.{region}.amazonaws.comf¥im R
« WebSocket 5K wss://*.kinesisvideo.{region}.amazonaws.com&X
« fiF stun:stun.kinesisvideo.{aws-region}.amazonaws.com: 443/ STUNBRSS 28

« fF turn:_._.kinesisvideo.{aws-region}.amazonaws.com: 4435l
turns:_._.kinesisvideo.{aws-region}.amazonaws.com: 443 TURNBRSS 25

EA RTCPeerConnection B —2f4%0 , MER B 2B EHAN AT AETF TCP 5 UDP,

AE2BNARFHREBETRES NN FREZN IP it AR B4R ICE RIETRRA T O MPIORE
NEENNFERE, SERETATRREAXERIETMEEEE, RS —X , EXAUEY
T,

Service Quotas 81
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=z
& IRIE

MREFFRKEEFRNVERREBERFHIZKTEW No valid ice candidatezZEMBF , M
ARIRBERAEEREH, WRABMEHEEERERE , INEEETR , WA REXHER

ERREREZRE | BRITUTRE
s MREBLRETRZWER TURN |, BE 4B A TURN,

TURN £ C SDK A ERIALL T B RIAZ. 7E JavaScript SDK # , TENAT B %% STUN/TURNER
TURN only,.

« NTEZBROME , flmilMeg  FEHAEMATHANME (BERITENE ) .

MR B IEFEERE VPN | BT EE,

(@ Note

& 1] LLZZ B Kinesis Video Streams TURN ARS585IREIHY 403 Forbidden IP%5iR. BRSFESIE
“4‘8E localhostIP B9 ICE {&iEXY |, 440 192.168.*= 10.0.0. *,
AREASH—L& (EFR22EP ) ICE 1REX LM,

B 2 TEHEXFIR
WebRTC A LA#8B) B # i T A T B T iS00 (38

. FBihHEER (NATI)
. BEKIE
. WEIRE 2 HLRE

WebRTC 2t 7 —MER |, JEXNFIEZEZHRAHBEIMEMEFiEE, eERET —HNE , AF
ELEDENEEZNER T ET TURNIRS 28 P4k IR 4K,
ERINBINEEFMENEAH  BXETH LA ARASMBASTFRIIAXEINITE,

ES ]
- 2EHARPI (SDP) RN E
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« ¥ ICE {RIETHY 4 BX
- WEMH T PR ETREE I IE

SRR (SDP) 21 BI&
SEHERTIY (SDP) RN RN FRE ZEH RTC 2iEHITIHR,
ETHEX SDP MM ESZEFEE , BZHEANT,

- BUREERER , EFEES L Kinesis Video Streams with WebRTC F4ER“F 18" 5iEEE
EoBENNERZEEIRKR,

« NEHRENAEREERK.
RUMBEHR2ERTRERN , REECMATREISESHIEELWETH ICE RIET,

EAT C B Kinesis Video Streams WebRTC SDK @88 — MU EAMFETE |, {RATLUFHIRELISSE
SDP, XEBIT 7 BRI A R RZ.

EM SDK ¥ SDP i23%ZF stdout , IHRELATHIELE : export DEBUG_LOG_SDP=TRUE. &k
AILAER sdpOfferE4EET JavaScript BIZF it SDP IR MNE, BEEBEWETR , H5
¥ GitHub,

EXEZEELR , {52 the section called “@i¥ CloudWatch %32 Kinesis Video Streams with
WebRTC”,

WMRAKIEE SDP ZFR , A RERNFRETLEES SDP R1L , EAZRUFIEEMAREHFE 4R
fREER, BREBEIRCUTARARNARE

I/webrtc_video_engine.cc: (line 808): SetSendParameters: {codecs:
[VideoCodec[126:H264]], conference_mode: no, extensions: [], extmap-allow-mixed:
false, max_bandwidth_bps: -1, mid: videol}

E/webrtc_video_engine.cc: (line 745): No video codecs supported.

E/peer_connection.cc: (line 6009): Failed to set remote video description send
parameters for m-section with mid='videol'. (INVALID_PARAMETER)

E/peer_connection.cc: (line 3097): Failed to set remote offer sdp: Failed to set remote
video description send parameters for m-section with mid='videol'.

E/KinesisVideoSdpObserver: onSetFailure(): Error=Failed to set remote offer sdp: Failed
to set remote video description send parameters for m-section with mid='videol'.

D/KVSWebRtcActivity: Received SDP offer for client ID: null. Creating answer
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https://www.rfc-editor.org/rfc/rfc4566#section-5
https://github.com/awslabs/amazon-kinesis-video-streams-webrtc-sdk-c#getting-the-sdps
https://github.com/awslabs/amazon-kinesis-video-streams-webrtc-sdk-js/blob/983b62f07330e05277fd072f8062fecd8233bce7/examples/master.js#L123
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E/peer_connection.cc: (line 2373): CreateAnswer: Session error code: ERROR_CONTENT.
Session error description: Failed to set remote video description send parameters for
m-section with mid='videol'..

E/KinesisVideoSdpObserver: onCreateFailure(): Error=Session error code: ERROR_CONTENT.
Session error description: Failed to set remote video description send parameters for
m-section with mid='videol'..

EEE SDP BWWHAAN , BEHKI a=rtpmapfF 1T , LEBE RN WL EAKREFELD.

a=rtpmap:126 H264/90000

a=rtpmap:111 opus/48000/2

ik ICE RIETRY 4 X

ICE {RiEIMHEA M STUNBRS S A HARANEZEFImER. X TF Kinesis Video Streams with WebRTC
K% , STUN fRS588 =2 stun:stun.kinesisvideo.{aws-region}.amazonaws.com: 443,

BRT A STUNBRS SRIREURIETIAN , EFIRBEEESEA TURNRRS /. X HILLFWENTEE
EE YV ERNX FEEMFRRRSRAERRRS SR,

SERIBAER LT TEREMK ICE RIENR :

« Trickle ICE WebRTC ##7% , H{# Trickle ICE RUKEIRIEIN

* |ceTest.Info

FERXHANTE, B A STUNF] TURNERS S5 B R IREIR LT,

EIREX Kinesis Video Streams with WebRTC B TURNBRSS 8315 E M EEIE |, fRAJ LA A
GetlceServerConfig API g4k,

BUF AWS CLIARE R 7 3R EUL E R AR A TXA N TR,

export CHANNEL_ARN="YOUR_CHANNEL_ARN"

aws kinesisvideo get-signaling-channel-endpoint \
--channel-arn $CHANNEL_ARN \
--single-master-channel-endpoint-configuration Protocols=WSS,HTTPS,Role=MASTER
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https://webrtc.github.io/samples/src/content/peerconnection/trickle-ice/
https://icetest.info/
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_AWSAcuitySignalingService_GetIceServerConfig.html
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get-signaling-channel-endpoint @SB BN RATR :

{
"ResourceEndpointList": [
{
"Protocol": "HTTPS",
"ResourceEndpoint": "https://your-endpoint.kinesisvideo.us-east-1.amazonaws.com"
by
{
"Protocol": "WSS",
"ResourceEndpoint": "wss://your-endpoint.kinesisvideo.us-east-1.amazonaws.com"
}
]
}

£/ HTTPS ResourceEndpoint{E3REX TURNARSS &R %IZR , M TP :

export ENDPOINT_URL="https://your-endpoint.kinesisvideo.us-east-1.amazonaws.com"

aws kinesis-video-signaling get-ice-server-config \
--channel-arn $CHANNEL_ARN \
--service TURN \
--client-id my-amazing-client \
--endpoint-url $ENDPOINT_URL

8RN 4AE TURNBRS EBIFAE R | 23E TCP # UDP Mk S AR 5 R eI E M.

(® Note

MR AREY TTL ERE TIXLEEIFN B MR ( AW REN ) o £ Trickle ICE WebRTC #ZAH,
lceTest.Info ARA{FEHIXLE(E |, LLUBEE A Kinesis Video Streams £& RS S 4 X ICE {®i%k
I,

AEMEM T PR E TR I %

THRRELXENER T MERIETNATEXBEMBEY, IRENNEREEFIKREESTEELNS
i, WA BAEAMER webrtc-internals X 27 7E Google Chrome HEEIX LFE.,

T —NX 5 BRI T~ 4T FF WebRTC 21&.
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https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_GetSignalingChannelEndpoint.html
https://webrtc.github.io/samples/src/content/peerconnection/trickle-ice/
https://icetest.info/
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EB—MNEW+d |, 3TFF chrome://webrtc-internals/., EALUERIEA-FHEEFMHITLEN
mAEEE.

EREINBEXREBUERENESR. flm

» Create Dump
Read stats From:

Standardized (promise-based) getStats() API ~

Note: computed stats are in []. Experimental stats are marked with an * at the end and do not show up in the getStats result.
GetUserMedia Requests https://awslabs.github.io/amazon-
Rl brtc-sdk—

ic/avamnlac/indav html [ rid- GN2S

https://awslabs.github.iofamazon-kinesis-video-streams-webrtc-sdk-js fexamples /index.html, { iceServers: [stun:stun.kinesisvideo.ap-northeast-1.amazonaws.com:443, turn:3-113-249-125.t-6618366e.kinesisvideo.ap-
northeast-1.amazonaws.com:443?transport=udp, turns:3-113-249-125.t-66 18366e.kinesisvideo.ap-northeast-1.amazonaws.com:443?transport=udp, turns:3-113-249-125.t-6618366e.kinesisvideo.ap-northeast-
1.amazonaws.com:443?transport=tcp, turn:18-183-42-89.t-6618366e.kinesisvideo.ap-northeast-1.amazonaws.com:443?transport=udp, turns:18-183-42-89.t-6618366e.kinesisvideo.ap-northeast-1.amazonaws.com:443?
transport=udp, turns:18-183-42-89.t-6618366e.kinesisvideo.ap-northeast-1.amazonaws.com:443?transport=tcp], iceTransportPolicy: all, bundlePolicy: balanced, rtcpMuxPolicy: require, iceCandidatePoolSize: 0 }

ICE connection state: new => checking => connected
Connection state: new => connecting => connected

Signaling state: new => have-local-offer => stable
146950 <=>

ICE Candidate pair:
» ICE candidate grid

BRI LBINE B E

:35795

Srate Tahlac

B AT R,

v Stats graphs for candidate-pair (state=in-progress, id=CPaYGwieso_EsxKSWoY)
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g Ed
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(® Note
MRESD

TR E$E
SHERUM, B4 WebRTC LT TH

B export AWS_KVS_LOG_LEVEL=1 R REZERFIAKE SDK £y VERBOSE £ 5! H
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BXRBERINESZEER , FSH GitHub,

export AWS_KVS_LOG_LEVEL=1
./kvsWebrtcClientMasterGstSample TestChannel

ERBIRUTUTRENH

==

/N o

MR A ) MPATEIRER

2023-02-13 05

2023-02-13 05:
2023-02-13 05:

requested at

2023-02-13 05:

Address:

type: srflx

2023-02-13 05:

port: 38563
2023-02-13 05

XXX.
2023-02-13 05:

:57:16 DEBUG

==

70N y

Mix g

BA AR BEREERE L (ICE) RIEXR (IP it

iceAgentReadyStateSetup(): Selected pair wlUdVOfE+_/
CuBellpl, local candidate type: srflx. Round trip time 7 ms. Local candidate priority:
1694498815, ice candidate pair priority: 7240977859836116990

Local

Local

Local

ICE local candidate Stats

Candidate IP

Candidate

Candidate

57:16 INFO onConnectionStateChange(): New connection state 3
57:16 DEBUG rtcPeerConnectionGetMetrics():

16762678365731494

57:16 DEBUG logSelectedIceCandidatesInformation():

XXX XXX XXX

57:16 DEBUG logSelectedIceCandidatesInformation():

57:16 DEBUG logSelectedIceCandidatesInformation():

:57:16 DEBUG logSelectedIceCandidatesInformation():

priority: 1694498815

2023-02-13 05

:57:16 DEBUG

transport protocol: udp

2023-02-13 05

:57:16 DEBUG

relay protocol: N/A

2023-02-13 05

:57:16 DEBUG

logSelectedIceCandidatesInformation():

logSelectedIceCandidatesInformation():

logSelectedIceCandidatesInformation():

server source: stun.kinesisvideo.ap-northeast-1.amazonaws.com

2023-02-13 05:

requested at

2023-02-13 05:
XXX.
2023-02-13 05:

Address:

type: srflx

2023-02-13 05:

port: 45867
2023-02-13 05

2023-02-13 05

Local

Local

Local

Local

Candidate

Candidate

Candidate

Candidate Ice

ICE remote candidate Stats

57:16 DEBUG rtcPeerConnectionGetMetrics():

16762678365732111

57:16 DEBUG logSelectedIceCandidatesInformation(): Remote Candidate IP
XXX XXX XXX

57:16 DEBUG logSelectedIceCandidatesInformation(): Remote Candidate
57:16 DEBUG logSelectedIceCandidatesInformation(): Remote Candidate

:57:16 VERBOSE signalingClientGetCurrentState(): Signaling Client Get
Current State

:57:16 DEBUG

priority: 1685921535

2023-02-13 05

:57:16 DEBUG

transport protocol: udp

logSelectedIceCandidatesInformation(): Remote Candidate

logSelectedIceCandidatesInformation(): Remote Candidate

B EER TR ES
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https://github.com/awslabs/amazon-kinesis-video-streams-webrtc-sdk-c/blob/master/README.md#setup-desired-log-level
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Amazon Kinesis Video Streams with WebRTC F A A RIEF
XA RIE%K

TE 88 H HA
I il ¥ X &% Amazon Kinesis 2019 % 11 B4 AR

Video Streams with WebRTC
FEARIER, THRES
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https://docs.aws.amazon.com/kinesisvideostreams-webrtc-dg/latest/devguide/what-is-kvswebrtc.html
https://docs.aws.amazon.com/kinesisvideostreams-webrtc-dg/latest/devguide/what-is-kvswebrtc.html
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AWS RiEFR
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https://docs.aws.amazon.com/glossary/latest/reference/glos-chap.html
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