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AR SR EXREE (AMB ) HRILE4ET ?

Amazon Managed Blockchain (AMB) Access N &I LA R ML T A H XREETT X |, BB LA
£/ Hyperledger Fabric R A2 EXREME, NEMHFERERESAHXRER , IENL
HXRETIHNTLREE., £/ (A ) ALTHRFS[SHE, APIEE, I TFiAREHREENA
Bl , BARNTELERENRBEXREME R ITIER. FFECH AP BEALSEZ2REN MR
AigiE LEIEY Y R , Rt SR A EXRENARF,

AMB Access AR MHARMTRIFEMN XREEM RS - S/ XREMLIGR AP BEAR %
FRXRET SFME, BT ANXREREMIZHE , B AR ER O HA LUK XREET S
FABH Hyperledger Fabric X3RN EZHEBE2FER, B2 , ETAPINZHE/A ™M , HIIAMB Access
Bitcoin , HAPIZEHM — AT REANK , B IZEF , KEXFETIEMERBEEFAHE,

R —ANEPIMEBXREM L |, ATASETZM &N REMZL T EAST (BTC ) iHMHE LM
{E peer-to-peer X 5. MA, RN, RBEAT., BFSHEFEALSTNE, IETRER
—MTRESN , —HATREANER , IERATERAZRBEN LA TRIEETATENKAR, &
Amazon Managed Blockchain (AMB) Access Bitcoin , A BUBM X34 is 15 = 77 8] b 45 = A
B , BIXELRENT/STUBEARS, EREKAFHBEARBAALFETZOT ST RLT
Fi#9 JSON-RPC &R, EBIERSSHEFITRFETR , BAUTEITHENARE , MASRRTE
EZRNIE, fIEE, 4FNARFHLEFITHR, TREREMELSTERE. BIMNEHRTRS
Fr, dRDHIST XRERE | £ A EFEHAAMB Access Bitcoin i@ b4 M iR & H BV iE R A5 5%

REERERAMB AccessttiEmBI A, 2
MRER2EHREFHAMB Access BitcoinfI AP |, RINBWBLFELTEY

- XEHE U REEXHREE (AMB) 5 R T

- FHREATSHIEEXHREE (AMB) i EEET

« Amazon Managed Blockchain (AMB) &9 tb43% m F 5035 18] th 4%

- BRI SBHEEXRE (AMB) X 4FM JSON-RPC i 8] tb 45

REEREAAMB Accesstb4EmAAF G ? 1
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HESS TSR EXRE (AMB) 7R LT

® Note

RIEFERIEEBABLBENSLTFTITLAB S, XERSBEEHROME. TR, KB proof-of-
work, &8, LHAMAEA. B¥E, E£H Amazon Managed Blockchain (AMB) 17 /8] b 4% T
2, BOBWERRES T AXEAZELET,

Amazon Managed Blockchain (AMB) Access Bitcoin &2t Lb4G ™ XIREEMN TIRS 22 RNER |, T
TEMBENERTMALSTEMER  SETR. EUUFERALREERSREREHRLFTRHE , N
T R AR SR8 B A,

AMB Access Bitcoin A B ETHEFT R OBTF RN TET QAR SIS | ENER&EY

gE , HXFZNISONIZZEREF ( JSON-RPC ) AA. BRI AR JSON RPC SEREXREE
HER ST SHTEE , NELLEMNEHETRE, FEALET JSON-RPC |, & 7] LUSEVEE
EAXRS , B#EEA Amazon Managed Blockchain RS EHHIEMELLETNERRX S,

/A Important

FBOROE, 4, ERANERESNLSTu, SENNEN STt RNB AR,
AWS FfE AT DB E X R & ERV LA M W REBZ A AN ERARZBMA AR,

FERT DT EXREE (AMB) B EZEIMARF5 0 L4E™
« TENLESETMSE

AMB Access HEAFM X FLUA T A ML -

« M — B proof-of-work HIRRF LA HLLE T XREE | 4™ (BTC ) MK M _2BEZ X REE
FEITHNXREZN. TN ENXZEEXERMME (EREHR , EMNSFERBRRA ) , HieRELH
X8k £,

« Testn et —NiXM 2 A TNV ZR ST XREE, NXAMENESRRFEHEET (BTC) BDF
¥, HEBESRETANE,

AR BT R 2


https://developer.bitcoin.org/
https://github.com/bitcoinbook/bitcoinbook
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® Note
TRIFEMLE,

- XEFHXE

AT RULBRSS SKIFHY X8

XA (8T X5

EERS (FFRILMILE ) IAD us-east-1
TWA#X (FRR) NRT ap-northeast-1
WA#X (BR) ICN ap-northeast-2
0 A X (703 ) SIN ap-southeast-1
Rt X ( BR= ) DUB eu-west-1
ROt X (22 ) LHR eu-west-2

« BREFLHETR

LAF 2 AMB Access LM RS v R, BEERS , E4TNERETEEP — M IEFNXEHN LR
T Ko

* mainnet.bitcoin.managedblockchain.Region.amazonaws.com

+ testnet.bitcoin.managedblockchain.Region.amazonaws.com

f5ltn : mainnet.bitcoin.managedblockchain.eu-west-2.amazonaws.com
- TXREEY

AMB Access tbM A FLHL4ET (BTC) 25,
o LEMRA 4 4T JSON-RPC BiFERITER

#£ Amazon Managed Blockchain £ tb45™ JSON-RPC B, A ABS AL Z A 4 L2 K
BHTEMRIEN HTTPS EE#HTAA. XEWERE AWS k- PR IAM £ AT 8E#H1TLE
™ JSON-RPC @M. At , AIEMFMLGIRME AWS iEH (HRIZA ID MABHREZH ) .

AR BT R 3


https://docs.aws.amazon.com/general/latest/gr/signature-version-4.html
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/A Important
s FEAEEMAFPHNARFYRATFHER,
o BAEEMER IAM KEESR R HIXT B ANE4ET JSON-RPC By E]o
s REBRERFEBRS
£ sendrawtransaction JSON-RPC R E#FLLF T X RERSHR S
« AWS CloudTrail B&X#

A LABLE CloudTrail HidFEM 4™ JSON-RPC, BXEZELR |, F5H 2F T L HIEEXHR
8 (AMB) £ i8] L4 E 4 AWS CloudTrail

EEETUA R 4
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RETSEEEXHEE (AMB) 15[ t4sH

R ERER Amazon Managed Blockchain (AMB) 5 R4S M2 8l , BRBATT RS ERLE AWS
WP, T—EiieWAFFHRERAMB Accesstb o

ERZGFFREESIN
IR AWS E—RERZ 8, IRAFAE— AWS TKF,
IREZS M AWS

LREMET AWS |, SREBBIEMATE AWS IKF IKF AWS RS |, 21T SR EE XREE (AMB)
Access Bitcoin, BRENFERNRS A%,

MREAWS IKF BLE , BT -5, MREEEE AWS IKF , EFERAUTRESZE,
B AWS K/

1. #TFF https://portal.aws.amazon.com/billing/signup.
2. EBE®LMNHBAHRTERE.

FOEMET , FHER —BHE  EREARERENA —NRIES,

HRGEMET AWS IKF , IR BIZAWS IKFRAF —1 RAFERGRIZKS RHFRE AWS
RS MRF. ENRLHESKEK , FAAFIERERLRANR , A ARERARAFKKTEER
AP R RNES

RIEZEEEHNIREN IAM AF

Ea|ZMEA AMB Access Bitcoin , 4B E — AWS Identity and Access Management (IAM) &
A (RAPSEYE )  ZERAMTEEATHITHENITE XRERENR,

RE IAM ZF AT LR IT 4T JSON-RPC @A, £ Amazon Managed Blockchain £/ L4
JSON-RPC B , BRI ABEEALEERE 4 SERBHITHHRIUEN HTTPS EEHTEA. XEK
BERAE AWS Ik FRNH IAM ZEATEEHTH4S™ JSON-RPC @A, HIt , H97E RO IR 43
AWS iE ( 7EZ4A ID MFBHFRER ) .

FRFMFEEE 5


https://portal.aws.amazon.com/billing/signup
https://docs.aws.amazon.com/accounts/latest/reference/root-user-tasks.html
https://docs.aws.amazon.com/accounts/latest/reference/root-user-tasks.html
https://docs.aws.amazon.com/general/latest/gr/signature-version-4.html
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AXMAGIE IAM AFPHNEER | BSREEN AWS K- F2 IAM B, BXxMAmE AP BN ER
KHENESZELR , BZRERIAM AFRPNNR. BXAATERTFAF®A AMB Access Bitcoin X FR
HEERH| , FS 0 Amazon Managed Blockchain (AMB) 5[] b 43 T BV B T 5 4 B9 SR BE R8I,

ZHENBE AWS Command Line Interface

MR RIXBFE , BREKRHH AWS @i 5175 E (CLI) AERLE LR AWS BIR, BXESE
B, BEHARESEH AWS CLINRFRA.

(® Note
BT CLI G , BFEWRREYA ID NRHHRFEH, MRARE , FEARNETIERE Y
WREH, GERIESEERZSA ID. MEBRZR , AR—IMERFIEANIHNZES
. BXREZEER , HZH IAM AF EEFHRIERERS AWS BIRE S FER.

REFEE AWS Command Line Interface


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
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FraafE AL S & X3REE (AMB) 5B LE4F ™

FERAART P step-by-step RS WA AT ST E XREE (AMB) Access Bitcoin RITTES
XL RHIERIBTER —LERRE M. MRETHTE AMB Access Bitcoin , BEEAREREMNIREL S |
BRECERXLEEREZNE. BXELZEL , F2H RELIAREEXREE (AMB) HE M.

FH

- BRI R 4T JSON-RPC B IAM SR RBE

£ AMB Access RPC 4riEas & it 5 minEE 2 A (RPC) &K AWS Management Console
£/ awscurl & i AMB 5 [E LtE45 ™ JSON-RPC &3k AWS CLI

£ Node.js B & i HL4FM JSON-RPC iF3K

£ AMB 157 te 4§ T AWS PrivateLink

B2 15 8] b4 ™ JSON-RPC HY IAM K RE

5 (8] Eu 45 T 3 XA = R Y 2 T R i T s LA 1T JSON-RPC B A |, S84 ERA MM 1AM R
WY PIEH ( AWS_ACCESS_KEY_ID M AWS_SECRET_ACCESS_ACCESS_KEY ) i5R Lb44m, #
AWS CLI ZETHWLIEHR |, BITUTHSRZATHRBEN LIS TLIET S8 IAM KB

cat <<EOT > ~/amb-btc-access-policy.json

{
"Version": "2012-10-17",
"Statement": [
{
"Sid" : "AMBBitcoinAccessPolicy",
"Effect": "Allow",
"Action": [
"managedblockchain:InvokeRpcBitcoin*"
1,
"Resource": "*"
}
]
}
EOT

aws iam create-policy --policy-name AmazonManagedBlockchainBitcoinAccess --policy-
document file://$HOME/amb-btc-access-policy.json

BIZ IAM KR 7
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® Note
B AN RO AT ERNGREFTERN LN, ZHRBFERS , HEATActionds
Lol

* "managedblockchain:InvokeRpcBitcoinMainnet"

* "managedblockchain:InvokeRpcBitcoinTestnet"

BIERIEE , FZRBHINEEHN IAM AFRFHNAGUERER, £+ AWS Management Console , &
fnE 1AM RS ?F%J%H%IH‘UJDAmazonManagedBlockchalnBltc01nAccess§|J B4R 12H IAM A
FHAE, BXELER , FZRUEAGH I ES IAM A,

£/ AMB Access RPC 4riEss R HiLt4smzEEEFA (RPC) X

AWS Management Console

& LA AWS Management Console £/ AMB Access £ FREFIR R ZENLEZEAA (RPC), FAX
& RPC , B NELRSTME LIZMBIE. EANERRS.

Example

TR RBIERT EERA RPC 3RENEX
00000000c983704a73af28acdec37b049d214adbda81d7e2a3dd14a3dd146f6ed09 blockhash KI{E
B, getBlock A RECHAABRREE RNEE  SEERIENEM RPC itz — , REWA
FrEE AR5 A

il

1. FIFRREXREZSH S , MikR https://console.aws.amazon.com/managedblockchain/o
2. 1% RPC 4migsEs.

3. TEBEREHHF , EFEBITCOIN_MAINNETHER XIREEM LK,

4. EBgetblockfER RPC ik,
5

I A00000000c937983704a73af28acdec37b049d214adbda81d7e2a3dd146f6edo9tE
X REE HIEFOERFMAERE,

RfE | IEFREX RPC,

7. BREARW EE BoREBER. RE , EUUEHZBNRERZURH -—SoMIA TN
RAEFNILSSZE,

o

#4%l& RPC Rl 8


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user.html
https://console.aws.amazon.com/managedblockchain/
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BRTHEZEER | {53 AMB Access Bitcoin 2358 RPC

& awscurl £ AMB 5 [R] tb4EH JSON-RPC i3k AWS CLI

Example

FREERZ 4 (Sigv4) RS IAM AP IEBEZEER , AME@ AMB Access b4 M im St 1T o 4%
M JSON-RPC M. awscurl G 1T TE T LAE B2 A Sigv4 LB X AWS REMER, BXES
{£8 , {52 awscur | README.md,

FERESENIREREN S ERE awscurl, £ macOS L |, ##H HomeBrewfE AU TR AR :

brew install awscurl

MREBEDELREHEE T AWS CLI, NER 1AM A P IERMERIA AWS KIS EENRRFREH T
LA e awscurl, £/ awscurl , B3 @A RPC @ EL4EH EMMN X MIZRER. getblockt @A #E
SELRERREEENRXREFRAN NN EZFESH,

UT s EMAparans BAFH XREFREFRERBERLNVFEXR , NTIMNEESFHERN LR
XRLBIE, WRBIEMAus-east-1KHT R, RAULLAREIEN LSS T JSON-RPC R 5 i#h
FEE X EE (AMB) Access Bitcoin XiFH) AWS [ XRKE MKz, o, BalELEGSHE
femainnetH , AMNHENMEM AR EMAHER, testnet

awscurl -X POST -d '{ "jsonrpc": "1.0", "id": "getblockheader-curltest", "method":
"getblockheader", "params":
["0000000000000000000105bebab2f9dd16234a30950d38ec6ddc24d466e750a0"] }' --service
managedblockchain https://mainnet.bitcoin.managedblockchain.us-east-1.amazonaws.com
--region us-east-1 -k

ZRUBXFIRAPHNEFACEURBRERFEENRZRFHIIR, BESRUT RO

{"result":{"hash":"0000000000000000000105bebab2f9dd16234a30950d38ec6ddc24d466e750a0",
"confirmations":2,"height":799243, "version" :664485888, "versionHex":"279b4000",
"merkleroot":"568e79752e1921ecf40@c961435abb41bc5700fe2833ecadc4abfc2f615ddcl1b8"”,
"time":1689684290, "mediantime" :1689681317, "nonce":2091174943,"bits":"17053894",
"difficulty":53911173001054.59,
"chainwork":"00000000000000000000000000000000000000004F375cf72ff64e2404c1589c",
"nTx":2135,

"previousblockhash":"00000000000000000002ffetefe@7ae74ec8b92c7696f5e12b5da506f@15babb",

awscurl RPC R4l 9


https://docs.aws.amazon.com/managed-blockchain/latest/ambbtc-dg/bitcoin-api.html
https://docs.aws.amazon.com/general/latest/gr/signature-version-4.html
https://github.com/okigan/awscurl
https://github.com/okigan/awscurl#readme
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"nextblockhash":"000000000000000000038f05ddcf3f483fdcb74f4be606c022bcb673424fFa4ca"},
"error":null,"id":"curltest"}

1E Node. js & Hi Hb45 JSON-RPC #R

B LAMER HTTPS RRXZZMERR BRI LS ERFNIRMin S , HEH Node.js FEYEAE https
HERFH 4T JSON-RPC API VA , th T LAMERE=5FE |, #lin AXIOS., UTREIEERR T M
AMB Access tb4Fmim 2 & H 4™ JSON-RPC iE3K,

Example
EE1TURPI Node js BIZAS |, BERIABLT BiRSEM

1. BT EN EMMBET SMRANEESS (nvm) 1 Node.jso BAISAEIAL KR BIBRERSEHN L E A,
2. Ffnode --versionm S HBIAEEARNE Node IR 14 RESHRA, NMREE | BOLUFE

Anvm install 14%SHnvm use 14 S RERK 14,

3. IMETEAWS_ACCESS_KEY_IDFIAWS_SECRET_ACCESS_KEYXA4MAESEMIKF REAMIES, I
A EAMB_HTTP_ENDPOINTAM B E K AMB Access Hbi4Emim s

EAATHTRXETEENFHRSHIT K, HUTFAFRFREETHEERNEHN IAM
PP R E

export AWS_ACCESS_KEY_ID="AKIAIOSFODNN7EXAMPLE"
export AWS_SECRET_ACCESS_KEY="wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY"

SERFIBERREME , FRRESN T package. jsonXHMindex. jsHIAE HIF| A IR FEH

T json
{
"name": "bitcoin-rpc",
"version": "1.0.0",
"description": "",
"main": "index.js",
"scripts": {
"test": "echo \"Error: no test specified\" && exit 1"
},
"author": "",

Node.js RPC 45l 10


https://nodejs.org/api/https.html
https://axios-http.com
https://nodejs.org/api/https.html
https://axios-http.com
https://github.com/nvm-sh/nvm
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"license": "ISC",

"dependencies": {
"@aws-crypto/sha256-js": "74.0.0",
"@aws-sdk/credential-provider-node": "~3.360.0",
"@aws-sdk/protocol-http": "7A3.357.0",
"@aws-sdk/signature-v4": "A3.357.0",
"axios": "Al.4.0"

index.js

const axios = require('axios');

const SHA256 = require('e@aws-crypto/sha256-js').Sha256

const defaultProvider = require('e@aws-sdk/credential-provider-node').defaultProvider
const HttpRequest = require('@aws-sdk/protocol-http').HttpRequest

const SignatureV4 = require('e@aws-sdk/signature-v4').SignatureVs

// define a signer object with AWS service name, credentials, and region
const signer = new SignatureV4({

credentials: defaultProvider(),

service: 'managedblockchain',

region: 'us-east-1"',

sha256: SHA256,
1DF

const rpcRequest = async () => {

// create a remote procedure call (RPC) request object definig the method, input
params
let rpc = {

jsonrpc: "1.0",

id: "1001",

method: 'getblock',

params: ["00000000c937983704a73af28acdec37b049d214adbda8ld7e2a3dd146f6ed@9"]

//bitcoin endpoint
let bitcoinURL = 'https://mainnet.bitcoin.managedblockchain.us-
east-1.amazonaws.com/"';

// parse the URL into its component parts (e.g. host, path)

Node.js RPC =4l 11
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const url = new URL(bitcoinURL);

// create an HTTP Request object
const req = new HttpRequest({
hostname: url.hostname.toString(),
path: url.pathname.toString(),
body: JSON.stringify(rpc),
method: 'POST',
headers: {
'Content-Type': 'application/json',
'Accept-Encoding': 'gzip',
host: url.hostname,
}
1)

// use AWS SignatureV4 utility to sign the request, extract headers and body
const signedRequest = await signer.sign(req, { signingDate: new Date() });

try {
//make the request using axios
const response = await axios({...signedRequest, url: bitcoinURL, data: req.body})

console.log(response.data)

} catch (error) {
console.error('Something went wrong: ', error)
throw error

rpcRequest();

BIE R RO ER Axios B MiK /K H RPC EXR , HEAEHSH SDKv3 TR |, FEAMEMAE
BRRA 4 (Sigvd) FRAXNXEFERFTER, AWS BETRE , FEXHFAEERTITALE , ARG
BITHATEHS :

npm i
node index.js

ARG RFRUTUTARAR

Node.js RPC =4l 12
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{"hash" :"00000000c937983704a73af28acdec37b049d214adbda81ld7e2a3dd146f6ed@9", "
confirmations":784126,"height":1000, "version":1,"versionHex":"00000001",
"merkleroot":"fe28050b93faeablfa88c4c630f0elf0alc24d0082dd0eldd369e13212128F33",
"time":1232346882,

"mediantime" :1232344831, "nonce":2595206198, "bits":"1dooffff", "difficulty":1,
"chainwork":"000000000000000000000000000000000000000000000000000003e903e9039",
"nTx":1,

"previousblockhash":"0000000008e647742775a230787d66fdf92c46a48c896bfbc85cdc8acc67e87d",
"nextblockhash":"00000000a2887344f8db859e372e7e4bc26b23b9de340f725afbf2edb265b4c6e",
"strippedsize":216,"size":216, "weight":864,
"tx":["fe28050b93faeablfa88c4c630f0elf0alc24d0082dd0el0d369e13212128F33"]},
"error":null,"id":"1001"}

@ Note

B — NP R RBIERE R 5/ awscurl &4 AMB 5 1R tE4$ ™ JSON-RPC &K AWS
CLIRBIHRNMASHXREFHTgetblockiBA., B THMEA , BEATRMN LT
JSON-RPC &I AR rpcT R, BAILAHENBEHIETMNEHR N EAET | testnet MEHEZ
im s E R ITEBAE,

£ AMB 58] tb4E ™ AWS PrivateLink

AWS PrivateLink 2 —fE@EAH. AT BHNER , EAUERAEXRATEREEN VPC MBS ,
BIX LRSSV TEN VPC F—, BFRLERAEBRMMK, NAT &%, F IP tbik, AWS Direct
Connect E#EH AWS 5 R EE = VPN EZEI TN ENFAE FR SRS EE. BX AWS PrivateLink
REIRBEHE ZEE AWS PrivateLink , S 42 AWS PrivateLink ?

AT LA AWS PrivateLink £/ VPC K in¥5 =@ AMB Access Bitcoin &i%Lb43™ JSON-RPC &R, X
ZABARSHNERTSEIF RN EBRMEE | RS LAERHERBRN Sigv4 B RIEREREREL
ERLETIRS. BXEZELR |, FSREN AR AWS J§SS AWS PrivateLink,

EEERFEN , BEAWS IRFEHER Amazon Managed Blockch aine BXESER , SH5E
SERHAWS RS AWS PrivateLink, KinT RBRFBMFRALUTHER : com.amazonaws . AWS -
REGION.managedblockchain.bitcoin.NETWORK-TYPE,

5140 : com.amazonaws.us-east-1.managedblockchain.bitcoin. testnet,

AMB &3 15 [R Lb 4% M PrivateLink 13


https://docs.aws.amazon.com/vpc/latest/privatelink/what-is-privatelink.html
https://docs.aws.amazon.com/vpc/latest/privatelink/privatelink-access-aws-services.html
https://docs.aws.amazon.com/vpc/latest/privatelink/aws-services-privatelink-support.html
https://docs.aws.amazon.com/vpc/latest/privatelink/aws-services-privatelink-support.html
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Amazon Managed Blockchain (AMB) #9 tb4& ™ B 45115 0] tb 435
m

AEBIRMET AMB Access tbiEm ABIFIER

FH

- BB/ (BTC) B BRAZEFZWESET
o DAL XREE EHED

o WIEMEALL4ST key pair EHEHEE

- BEEHBETRF

Bl — 4™ (BTC) @R AEMEZW LT

HEMREETME LNRENERT , EMNER2EENERTARNS. CEXLABERMARREN ,
WA, BLHMDATZEH. Bt , T2RENABRFRBLETTRELEFHXRERITRE, X
LNARFITE AL EMURNRARE DL (UTXO) REl , EEXGHAFEREILETNE , ARERE
KALRZ BT,

UTRIEDHIEERXHRE (AMB ) HRILETXFLEFETRIR BN — LT JSON-RPC R4

 estimatesmartfee
* createmultisig
e createrawtransaction

e sendrawtransaction

BXEZEER , B5H ZFH JSON-RPC,

o0 A b4 h X 3R 88 £ RYIE T

BRI LAE A getchaintxstats JSON-RPC FEZ LM XRE LR ZTEHE, Ltk JSON-RPC
ATFEBHEENBRFHARZER, LRI, XR¥ZEER. IRFE | EEUUFXRESEOR
XREFELNDBREF , LITEMEZH —HSEXRNEITTRE,

BXREZEER , B3R Z#FH JSON-RPC,

BIE—/NERT (BTC) S BRAEFIZW LT 14



AMB /8] Eb 4% T FRARIER
IUF A Lb4S ™ key pair EZHEE

e EREE — N AN — NI ZHAN N AE, XEFAATIERS , AEXRELRAERFN S
. NARTRIEbU | Xt RIVECHNFZRRFEFMRA (K27 8 34 NERF ) o XLt AF
W BTC MM ERZHER.

FRALETEE , AFETUES MRS RFTEERTEEMNRIE, LEEEERTIERSEE St
DUREZHXNLEESETHRMEN, BEFEAverifymessagett4$m JSON-RPC , B AR ER S —
M BLENEHENESHNERM, E4AMS , kBT TRTATRIDEERGEFEASLHEER
B2 N RE M3 R RS ITE R

BRREZER , H5H 2EF#H JSON-RPC,

BEERSHAF]

HZRARFEEHRARORRERFLENRS , REMEFLERZNIIR , IERERFHEK
Fo ALk, B, . XH¥Hgetmempoolancestorstb4$m JSON-RPC L #FgetrawmempooliXTisE
. getmempoolentryiXtEtb4dm JSON-RPC AJ# B AR FMNREBHIREFIENEE,

Amazon Managed Blockchain (AMB) Access Bitcoin it #testmempoolacceptlt4sm JSON-
RPC , EATZERIZIRIEIRZREREMUANA ERBERXETR/ES, 8. XIFANEM
HthEZEO s T XIRERRX R S WEAEEFE A XL ST JSON-RPC,

BXREZEER , B3R K JSON-RPC,

WAFfE A L™ key pair SRMER 15



AMB 15 [F] L4 FRARER

BN SR E XREE (AMB) X#EH4E™ JSON-RPC 48]
L4

AETFRMTREXREXZIFH LA™ JSON-RPC JIRMSER K, S1XEH JSON-RPC #HEH
RUERY R EHR

® Note

- BULERALERERE 4 (Sigvd) EERBNIEEXRE LW ST JSON-RPC # 1T & 456
if, XEKRERBKSPIRERNN IAM ZREATEFEALLIFT JSON-RPC 5 AWS ik~
BITRE, EMHUGRME AWS Fif (HRZE ID MABHRZSH ) .

- MREMHHTTP W AT 10 MB, M HIME IR, EFEERFRB , XICFEREFLIRE
JAccept-Encoding:gzip. BHEFimkE/EREIMNERMBTE U THRK : Content-
Type: application/json#lContent-Encoding: gzip.

« Amazon Managed Blockchain (AMB) Access Bitcoin &£ R #E X £81%# JSON-RPC &EREK
—N 400 &R,

« £ sendrawtransaction JSON-RPC X E#H LTI XHREERSHR S,

« AMB Access Bitcoin ¥ ERIAE KRR &I M XS 100 MER (RPS). NETWORK_TYPE
AWS

EENEE , BXTERRAWS AR, EBR AWS XIFAR |, BEF Support AWS
Center 255, EFNERH, &EFE BR, EFEREEXREENEHRS. %EF Access:
Bitcoin fENZHEKS , EFE—RIESENENTEY., ETENEBXKRERH A RPC
BE , AREINEEMNETREN RPS SIHERATEERNEFRH, EXENE
il

YR JSON-RPC

AMB Access 43 M X F LA T H4E™ JSON-RPC, BN ENRILEEEAEN M EHA,

33 JSON-RPC iR
X4k RPC  REREXREH BRETHEFK, EZ32EBIENEPRE (B

T ) KRB RE,

X #H JSON-RPC 16


https://docs.aws.amazon.com/general/latest/gr/signature-version-4.html
https://console.aws.amazon.com/support
https://console.aws.amazon.com/support
https://developer.bitcoin.org/reference/rpc/#blockchain-rpcs
https://developer.bitcoin.org/reference/rpc/getbestblockhash.html
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IRER X R

RENXREEE B

RERXIREK

REX RS I8 25

IRER XSRS

FRER X IR PR Sk

REXREITHE S

IRENEESR /NG £

getchaintxstats

RIGHEE

DU

R verbosity 3 0, MRE —NFHFE | ZF
RBER BFH WFEIHL <3 HRIBHE,
R verbosity A 1, MRE—NMNBEB/XH
R DEEEENTR, R verbosity 7 2, NI
IR[E—4 Object, EFBEB XX “BHE" B
BEURBRBERZNER. R verbosity
# 3, MIRE— Object, HABEEXKX
RBHE NEEURBRABERZNER , 2
fEprevoutB AEE,

RE— N SRR XRELENZHPIRSE RN
X R

BRETHEERK, Ed2ERIENENSE, 6
HXRESER 0.

£ X R I5 H 1 RAFEXRE BIP 157 AR
o

IREfE R Y B B best-block-chain &b 8 X3RS
#E,

R verbose A false , MIREI—NFRFE | %
FRBZXHRIRL B EB” FIL S8 F 5
BHE, WR verbose NE , NRE—NEBEE
KRR “BH ERHNR,

HTEAEBEONSIMXROSGITER. FIES#
P RAENEN, ERESEBHERTETRE
Mo

BREAXXRMPFESHMRRINER , B8FE
ML 2 <o

HTEAXEFRG EHNRZERNSITHEIE,

LLERE proof-of-work ¥E R EHOREME,

*## JSON-RPC


https://developer.bitcoin.org/reference/rpc/getblock.html
https://developer.bitcoin.org/reference/rpc/getblockchaininfo.html
https://developer.bitcoin.org/reference/rpc/getblockcount.html
https://developer.bitcoin.org/reference/rpc/getblockfilter.html
https://developer.bitcoin.org/reference/rpc/getblockhash.html
https://developer.bitcoin.org/reference/rpc/getblockheader.html
https://developer.bitcoin.org/reference/rpc/getblockstats.html
https://developer.bitcoin.org/reference/rpc/getchaintips.html
https://developer.bitcoin.org/reference/rpc/getchaintxstats.html
https://developer.bitcoin.org/reference/rpc/getdifficulty.html
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K3

S
s
$t
N

D |5
5

JSON-RPC

getmempool # 5%

JREX mempool F1%

REAFMEE

RENA FF S B

getrawmempool

gettxout

gettxoutproof

BRRIRR S

BIERIERXS

decodescri

getraw X 5

DU

WR txid ERFHF , MREAFBFNREHE
5o

MR txid ERFHS , WERRAFBFHNFREE
o

RESTERZ A FHHTE.

REAFX TX AFWESPRESNFMER
LFR&ERS ID By JSON A F IR E R 7t
RHAEES ID.

(® Note
A %3#F verbose = trueo

BRERXRREANRS BN FRER

BRE—M A FRBHIERE | IERAXRPIE
“txid”o

BIREASERMAFEFTRENRS.

RE—MNRRFICH AR HRBRZ
JSON R,

FRRD + N B R AD R R AS
R B R 4832 5 B

BT QMNERRFHRS (FHL. T
HHI%E ) o

*## JSON-RPC


https://developer.bitcoin.org/reference/rpc/getmempoolancestors.html
https://developer.bitcoin.org/reference/rpc/getmempooldescendants.html
https://developer.bitcoin.org/reference/rpc/getmempoolentry.html
https://developer.bitcoin.org/reference/rpc/getmempoolinfo.html
https://developer.bitcoin.org/reference/rpc/getrawmempool.html
https://developer.bitcoin.org/reference/rpc/gettxout.html
https://developer.bitcoin.org/reference/rpc/gettxoutproof.html
https://developer.bitcoin.org/reference/rpc/createrawtransaction.html
https://developer.bitcoin.org/reference/rpc/decoderawtransaction.html
https://developer.bitcoin.org/reference/rpc/decodescript.html
https://developer.bitcoin.org/reference/rpc/getrawtransaction.html
https://developer.bitcoin.org/reference/rpc/#rawtransactions-rpcs
https://developer.bitcoin.org/reference/rpc/#rawtransactions-rpcs
https://developer.bitcoin.org/reference/rpc/sendrawtransaction.html
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%51 JSON-RPC P

MHAFIEZ RERFBERBRNER |, ZERRH
mempool EEEZRIERS ( FilL. T8
HmEL ) o XFRERZ BEHERTLIRH N R
KA,

Util RPC PEZELR E-NZELHR MU, HHEE n MBFEN
m NMEHANLER,

EEEERA WMRTEE , HETE conf_target KR A FHAFHIA
REMENBTFEFTHAEER , HREZGE
BEEMXRE, £ BIP 141 FEXHELR
SHE (WIEBESITI) -

EonE: bl IR B AR 4E E L4 i uk RYE B
BibHE RIIEZENHEE,

X #H JSON-RPC 19


https://developer.bitcoin.org/reference/rpc/testmempoolaccept.html
https://developer.bitcoin.org/reference/rpc/createmultisig.html
https://developer.bitcoin.org/reference/rpc/estimatesmartfee.html
https://developer.bitcoin.org/reference/rpc/validateaddress.html
https://developer.bitcoin.org/reference/rpc/#util-rpcs
https://developer.bitcoin.org/reference/rpc/verifymessage.html
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T DT B XREE (AMB) I Z £ 17 A tb4&

TEEAWS BREFZE, ENAWS BFF , BAUZRTENREASHZEBBREALNERMY
ERBAEROMMLZEY,

RERMFHEEE AWS WEE, REREEEFEERNRRTRNEZEYE , XESRNE S !

s TEE — AWS ARRFPEZHIZIT AWS RS ERZEH AWS Cloude AWS ERIERHITUR
EHEANRS. R AWS EHMITRIN—F2 , E=FFZARFEHVNRANRIIZEHENER
%, BT #5EMA FAmazon Managed Blockchain (AMB) 5 R LL4E TR EMitR , TS EEREMNITR
X5 HSEE A AWS RS

- TIRRE-BHNEHEFERAN AWS RERE, EEFTENHMEEAT , SEEHNHIENBR
M, BLTNERUREANEEEN,

N TRERERY. BHORIEMIEIEE , Amazon Managed Blockchain 8 7 &8 XREEHIZIT
W FFRAEZRAY ThBERD AWS ThEE,

AR HE B IR T REEFHAMB Accesstbismattnfa i Ao EREEE, U TEEEER RNAE B
AMB Access Bitcoin B EEN L L5 &M B IR, SR NES WAFEREM AWS RS RE B ER 1512
R EH AMB Access HE4E TR IR,

£
o IO EEXREE (AMB) Y EIE R 1519 Lh 4 T
« Amazon Managed Blockchain (AMB) ¥ &3 #1175 [0 &2 i 0] tb 43

W 5B 5B X385 (AMB) Y BUEER P 15 R LL4F ™

AWS P EFRFER 9 ERTIDBIEE XREE ( AMB ) Access Bitcoin I EIE R . MAE R PR
AWS | SIRRIPIEITFIEA BTN IRERMZER AWS Cloud, iR EEEIEMIRELENK
BEE, BEAREMEAN AWS RS NEL2RENETERES. BXBERMNEZER , S
FHERAELRE, BEXEMNKERFNER , HSH AWS T2 4 EE LI AWS TEHEERF
GDPR & X E,

HFHERERPFEHN , RIONEBUERT AWS Ik ZIEHFEH AWS IAM Identity Center 3% AWS Identity
and Access Management (IAM) RENA AR, X , SMNAFPRRBETHIERRAMEFENNER,
BATDE BB I AT AR HIE

BiRR 20


https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/data-privacy-faq
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/

AMB V58] EA$ A& AR
« XK A multi-factor authentication ( MFA ) .

« £/ SSL/TLS ERIRBIE. AWS RAMNEREA TLS 1.2, BWEA TLS 1.3,

-« ERARE API MAFIES) B & AWS CloudTrailo

- £/ AWS MEBBRAFRURHEFHAERINZSEZH AWS RS,

- FAERIEEZLRS (HlW Amazon Macie ) , EEBIT XIMMRI Z6#7E Amazon S3 HEV U
Bz,

. MREE AWS BEGSTRES AP #HTH RN EELRIT FIPS 140-2 BIFMINZER | E6EH
FIPS ii o BXAIAMN FIPS IHRMNEZER |, BSH (ZEKIPEELAIEFRE (FIPS ) 5 140-2
k) o

BARZIZ BT HNZEERBBERE ( WEEFHNBE Tkl ) RARSHBEHRBERN KT
B (WMEMFR ). XTREEERHESE, API = SDK AWS RS £/ AMB Access b4 T H AL
AWS B#EF AT B, AWS CLIIEATEMHNHERBEHBAXNAFEP M ANTAHRERTES
ATitRB BT, MRERADBRSFRERNL |, BB WEFEEMNU P IEEIERE R RBIER
ZRFEB|IER,

& IR

BEMBRB T IEREZRVA /S MNKIREMZNEROBEFERGRIBIE. XTEENEHE
e R EBNRSE | AR P RRE,

& %8 R 0

AMINERT , EXREER HTTPS/TLS EERMBEMNSTHEF imit S E A RS RSB R
#&. AWS CLIAWS

BEEWATEMRERNTFEA HTTPS/TLS, BRIELERAGTHEN AWS CLI i RHBEAE , BN
TCHRALTBARS. --no-verify-ssl

Amazon Managed Blockchain (AMB) B & 14 #1175 [0 & 18 i [8] Lb 45 T

AWS Identity and Access Management (IAM) AWS BRSs AI#HBIEE R T2 iR 53 AWS BIRMN
B BR. IAM B RIBHETUBRTERRIE (BF ) MBN ( BNE ) £H8 AMB Access LM &
Bo BAILAMERA IAM AWS RS |, TEXFEATEA,

ES}

Lz = 21


https://aws.amazon.com/compliance/fips/
https://aws.amazon.com/compliance/fips/
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« B

- ERASBHITHHRIUE

- FEAXRKEEHE

- IS EEXREE (AMB) FREEEHHEAS IAM BEEEA

« Amazon Managed Blockchain (AMB) i 18] tb 45 T BV B T & 9 1Y 5K B TR 451

« Amazon Managed Blockchain (AMB) 18] Lk 4% T & 9 #1175 9] £ PR 5 ME % 2

Z X

B EA X AWS Identity and Access Management (IAM) 28R~ E , E4EURFEEAMB
Access Bitcoin ¥ Py T4E,

RS AP — mREFEA AMB Access Bitcoin REZH IE , WENEE R SN EREMENZIEN

PR, H{REAEZM AMB Access Bitcoin ThaEREK TIERT , {RATEEZBFANNR. THUOMAE
BiFRNXRETERAERERABREGHNIR, WREFLZELE AMB Access Bitcoin FEIETIHEE |

#Z P Amazon Managed Blockchain (AMB) 7 18] tb 4% B 15 # 17 5] X BR 5% M #7225 o

REEER — MREHNT LT AMB Access LEFMRIR , BBAKEAT8EHE X AMB Access Bitcoin
MELIFRNE. R TEREERNIRS AP MNZTAEBLAMB Accesstb M Ihee M B R. AT,
BmE IAM BEBERRERBERAESIRSAFPHNIR. FEFZIELWESNT# IAM HEZRE
2o BT MR TWME IAM 5 AMB Access tbETE AR |, SIS IEE XHREE (AMB)
HREEFEHIAE IAM BEEA.

IAM EER — NREZ IAMEER , WIEFEFEFA T HBNIHREREKEE AMB Access
Bitcoin BYiGRIMPR, EEFERTLE IAM REANE T HHH AMB Access tE4F T REERA , BS
i}, Amazon Managed Blockchain (AMB) i8] Lb 4% T BV B T & 178 5K #E R4

5 & 02 1T B IR AIE

BENRIIEE AWS FRAEHEILEEZN AR, BH4T IAM BF 5ASETIE AWS IkFRAFE
IAM £ @317 B BT ( BFE AWS ) o

A A EABEY & MREENEREL AWS BRE 510 EF. AWS IAM Identity Center ( IAM Identity
Center ) AF, RLFAIMNEREREMRIIAREN Google = Facebook EIRMEKE F 108 R,
LUELBRABMEREN , FNEERAUGER IAM ARIEE T BNKARKIE. HREABKSTIR AWS
i, AR EREE—- AR,

N 22
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BFBEHNAFPER | EALIZF AWS Management Console 2 AWS 5HITF, BEXBEZFNEZER
AWS |, S (AWS &3 AFEmR) PR NAEZEE AWS KF W,

WMRIE AWS BRI RTIE , W& AWS RERATT R EH (SDK) Manw1T# O (CLI) , MEERE
HERNBERBITMBLEE., MRETER AWS TE , NXTMBECEFRER, BXRERAHEENTER
TEBBERNEZEE , R IAM AFERTHNEE AWS APl B3R,

TeFEAAMESMRIESE , BURESERMHEMEZLER, i, AWS EWEAFEASESHRIE
(MFA) RREKFHLL2ME. ETHREZEER , 55H (AWS IAM Identity Center P18/ FW 2
EHHRBIE F (IAM AF#ER) S £ AWSHEAZESHREIE (MFA)

AWS K F root FiF°

BIZEf AWS IKF , BEXBER—NEBREN , ZEOTUATLLRAKS FHRMERR AWS RS M#E
Ro L H DI AWS IKF root B, R GIERIK P Bt 62 F A9 B8 R 44 3t ik RN 23 48 & S BN AT 15 )
ZH M, BARWESEERRAFNITERRES. RPFBRAFZIE | FAERXERIERRKITRIE
AP EBRITHES . BXEREUBRAFSHERNESHNERIIE , H2H (AM AFERE) F
MEERASEIENES.

oS- g7

EARESRER , ERALXAF (SREEEEAHRANENAR ) FASEHREENEKS S HRIE
AWS RS B IErHEBBHITIHA,

REFGHREZNLULAFBER. Web BSR4, Identity C enter BRAMWAF , REFAEH
AWS RS BN BRI ENEEFTIHEANAF, AWS Directory Service B4 & 1415 18] B AWS
K, i EAe | ACEMIGRHES,

EEFHRERHRINER , RNBUUEER AWS IAM Identity Center, & B LLTE IAM Identity Center A&
BRAFPNEYE W IEEHRSIEECNIRRIN—HAFRNESL , UETENFTE AWS K
MMARFHRER. B IAM Identity Center (915 S , S (AWS IAM Identity Center FiF15Fa)
R 42 |IAM Identity Center ? o

IAM A P a4

| AM AP RS AWS I RS ARSI ARFEEERERRN S5, ETENERT , RNRLE
AR ST , ITRREAKMET ( MBRABEES ) 6 AV AF. B2, IREE—ERE
WERAGREEREEINR AV AR, BINBNERRTASBE. BXESEL , #28 (AV A
PSR RN T EE KIS ER SRR R R,

A B M7 S ORI 23


https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-signing.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/enable-mfa.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/enable-mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/root-user-tasks.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials
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IAM AR —NMEE—H IAM AR BB, BFEEREANEHESR., BUFERAR—XIHERZN
BAFRIEENR. MEEXERAF , FRATUERMERR AN, flin , BuEEE -8R
IAMAdmins B94E |, R ZA R FRUEE IAM &R,

AFEAGTE. AFE—#EENMARSNAREF K K MAREELEFECHEANARA. AFE
BAANKHFIE , MALRHARNEILE, ETHESESR , H25H IAM AP EREPR A 6 IAM
AP (MARA8 ).

IAM &

| AM B EREZNBEERENR AWS IkF W& M. BERLT IAM AR , BEEREAATKEK, &7
LA AWS Management Console @I Y] A EFIReTEE IAM B, S UEREA AWS CLI 5
AWS API RERERABEENL URL REAAE, EXERAABHNEENESEE , 26 (AM AF
EE) BW £/ IAM A,

BAIREEIER IAM SEeEULTERTRER !

- Federated user access ( Bk PR ) - EMRE M2 HNIR , BFARACHIAEE LN
R, HEXEFMHTHEHRIEN , ZEOFEAGHEXEKAERTFTHEACEXHWNR. EXEKE
SRRIENAGHEES , H2H (AM AFER) v AE=1 5 REFIELAE. MREER
IAM Identity Center , M EEFRENRE. NEEHEZNEHMEHITEORIEFEATGRNAZR , IAM
Identity Center X PRE S IAM A B EHEXE, BXNRENEE , FZH (AWS IAM Identity
Center AF1E®) HHNRE,

 ImEt IAM AP RER - IAM AP AT IAM AP EAE , LERREHNBEESHTRNER.

- BIKFFH - SALER IAM BeUATFEKSPNENA (AMEES ) BREHKS PR
R ABRRTEKRKFBRANBRHEELSN, BR , X TELRR AWS RS , &0 LU KRB E EH
MEHER (MAREAAGENRE ), BETEATEKFTRANAESNET R RN R BHE
A, BZHE AM AFERE) 0 IAM Be5ETRENEBEATE.

- BRFHR — B AWS RS FRHEA AWS REFRSPITIEE, Al , HEEENRSHHIT
RWAR , ZARFEFE X Amazon QLDB Fiz1TR AREF 1 Simple Storage Service ( Amazon
S3) HEFEMNR, RFATREKFEAXEARANEZANNIR, FAKRZSACHERRSHEXAEKR
TUCER1E,

- BRRIFHLTE (FAS) — HEEA IAM AP ASEHRRITERER AWS , BEANELEA. £H
RERSE , BARSWMIT—MRE , KBRERAREFTRRSH B S — MR, FAS EREAR
ZRANBRIUK AWS RS B TERSFSAHERNER. AWS RSREIABRSKUIFTESHity
AWS RS HABRREFRETRMNIERN , T2k FAS iR, BEXRERT , BXMEFRIT
XA NMRENNR. XK FAS BEREWREFE , BSRERHELE,

A5 01T EHRIE 24


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_compare-resource-policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html

AMB 15 [F] L4 FRARER

- BSAE - RSALERSAREELNIKS PRITREM D RN IAM BE, 1AM EE R ATLE
IAM FEI2, BRABBRESACR,. BXESER , 28 (AM AFERE) 9 6IER AWS R
SERRENEE,

c BEHEXAL-RSEXAGRE—MEEINESHE, AWS BRFRSTURARRENITERE
HAe, RSEXAGHIAEEHNT AWS K/ |, FEERSAAE. IAM EEAUESETRE
YmiB RS MR A BRIRR,

« £ A@@ mazon EC2 LIZ1THNARERF — SR LAEA IAM AREEE EC2 Kfl LE1TH A H
AWS CLI 2 AWS API FRE R ARFHIGRHER, XL TE EC2 RflhFHILRAIZEH. EM
EC2 iflo Bt AWS BEHAFEHAHEAMEBNAREER , BFEE QM MBI ZEHIR K HIE B X
#, PIBEXHIESAE , HEEC2 KHl LETHRFEBRBIRNEIL. EXEZER , BS
5g <IAM AF#5R) i FH IAM AN Amazon EC2 £6l EETH R ARF R TR,

BETREER AV ABER IAM B, E35 1AM AP SRR 62 AV A6 (ITEA
F)o

f5E F SR = 1 )

SEE L AWS B o2 R EM IS AWS SO A RKZHFH RN, KEREPH -

XRAWS | SEHFHHERXEN , ERELENR, AWS EEEA (AP, root AFHAGS

H ) RHERTAERXLERE, KEFHRRBERATERELER, KSBERMKELL JSON X4
By AWS FERFEEH. BX JSON KB XENEMAABTNESEE |, H3H (AM AFER) &+
Ay JSON REE#LI,

EERWLER AWS JSON REERIEEHRRILRF L, thE2E , BANEME AT LR
1TRE , UREALAFHATHIT,

RIABERT , AFNAEEENR. ERTFAPNMERRINITRENNKIR , IAM EIE 5 W] U0I2
IAM policy, B AMEERTARAEERM IAM policy , AFAIURAAE,

|IAM policy & X IEEMNRIR , TTXFERERAWMM G EZRMTRE, Bl , RREFE—MAF
iam:GetRole BEN KR, WHEZEHAF AT LM AWS Management Console AWS CLI, %
AWS APl SRERAEFE R,

ET 508 R

ETEMOHNRBEEAUMMESHS (W0 IAM AP, AFRASAE ) B9 JSON IUPRFRE XY, XLEREL
BHAFPNAGEMMPRG4 TN LT RIITHLERE, ETHRINANEET SHHXKE , 55H
IAM A P8R EY 812 IAM policy,

FEARKEERR 25


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose_role
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose_role
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#access_policies-json
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AMB Access Bitcoin I REGIRETIRERIERAUTHIR !
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"Action": [
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]
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Flo Hlan , BANRERMFAKRIEELAER SSL REMBER. MRRFRERBEISEZE AWS
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B, 1AM Access Analyzer £ 100 ZTURBEREM ATIRENEI , UHBBEEIELS BINREMREN
Kig, BXEZEE , EZH (IAM AF1ER) M IAM Acess Analyzer KEEIRIIE,

- FEEZEFHRIE (MFA)-INR AWS IKFZNZEFE IAM AFRSBRAF , EFEA MFA URS%E
2, BEEEA AP BERFEE MFA |, B MFA REFNBIENERT. BXESEER , 2
7 <IAM AFiEm) P8 BES MFA RIFH API 15 H,

BXIAMHFHRESBNESEER , 55H (AM AFERE) B8 IAM 2+ &ERE,
£/ AMB Access Lbismizsl &

EiF R SR E X EE (AMB) Access Bitcoin 2% & |, BATHE —HRENR, XLENBELASR
FEFIHFEEFE AWS K # AMB Access LESTIARNIFEAES, MRGIBX X ENRENRE
AEENETSONERR , X THMT ZREHNRE (AFRSAR ) , BHENELIEMBEEET,

NFREA AWS CLI 5t AWS API R, BEFHNEREFEEZHENR, R , _IRFHREH
ZIAMITHY API R4EME TE AV IRAE,

NERAFPAGNAR T LER AMB Access Bitcoin 1244 , EE45F AMB Access Bitcoin
ConsoleAccess HReadOnly AWS FEERBEM MBSk, BEXEZER , H5H (IAM AFE
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ARFAFEEMITE SRR

ZORBIGER T BRI EE |, BLARYE IAM AP BRI EAS SO NERNEE R, R
DIEEEFE LSHER AWS CLI X AWS API B4R 5 TR LR ER AR

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

},
{

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,

"Resource": "*"

}
]
}
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AMB /8] Eb 4% T FRARIER
5 8] b 4% P 4%
@ Note
RN TIHBIEAETH A LB T AmainnetMtestnet# 4T JSON-RPC
WA , BEEEH AMB Access Bitcoin BIFE R IAM X BREY A P iE$
(AWS_ACCESS_KEY_ID*ﬂAWS_SECRET_ACCESS_KEY) °
Example 5 RIFT A LT M LR 1AM BUER
WREIRFEFH—N IAM AP AWS KPP 15 P L4 T R & B AR o
{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AccessAllBitcoinNetworks",
"Effect": "Allow",
"Action": [
"managedblockchain:InvokeRpcBitcoin*"
15
"Resource": "*"
}
]
}
Example 17 8] b 4% T U= I R 48 B 1AM BUR
LRBIRFIEFH IAM AP AWS K GRS M testnet MERIA R,
{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AccessBitcoinTestnet",
"Effect": "Allow",
"Action": [
"managedblockchain:InvokeRpcBitcoinTestnet"
1,
"Resource": "*"
}
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User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
managedblockchain: :GetWidget on resource: my-example-widget

EHBERT , BAEH mateojackson AFIEKRRE | LA TFEH
managedblockchain: :GetWidget BEGE my-example-widget iR
MREFEEHE , FRREN AWS EER, ZNEERZRMUEREZIENA,
EFERINAT iam : PassRole

MREBRTEEREE | RETIITZiam: PassRolel®tE , MIAREHENEE , UATFLSAR
1&3% 45 AMB Access Bitcoin,

BE AWS B AW ERIIAEAGKEL1ZRS , MTAREIRMNBSAGIRSHEXAR, it ,
BBMERF A LS RSINR.

LLZ W IAM A FPmarymajor=id A2 H & 7E AMB Access Bitcoin RIITIRIER , 2HIILAT R
iR, BR , RELTNEERSHECHR FHRERS AMTHIRE, Mary TEEFACREKEEIRS
A RR o
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User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_compare-resource-policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_compare-resource-policies.html
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/configure-sns-notifications-for-cloudtrail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/logging-data-events-with-cloudtrail.html#creating-data-event-selectors-advanced
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/logging-data-events-with-cloudtrail.html#creating-data-event-selectors-advanced
https://docs.aws.amazon.com/cli/latest/reference/cloudtrail/put-event-selectors.html
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aws cloudtrail put-event-selectors \

--region us-east-1 \
--trail-name my-bitcoin-trail \
--advanced-event-selectors '[{
"Name": "Test",
"FieldSelectors": [
{ "Field": "eventCategory", "Equals": ["Data"] },
{ "Field": "resources.type", "Equals": ["AWS::ManagedBlockchain::Network"] } 13}1'

TG , B REREEE - NMROIFIEENREN S3 FRBTHERBR.

UTERERTHKENER CloudTrail WEIEEMHHESKE CloudTrail, & LAHE L4 JSON-
RPC &R 2mHEF —4 AMB Access Bitcoin i RA Y , iIERK BB IP #bik , R TiER , A
RARHER , AREMFHAER.

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROA554U062RJI7KSB7FAX:777777777777",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/777777777777",
"accountId": "111122223333"

I

"eventTime": "2023-04-12T19:00:227",
"eventSource": "managedblockchain.amazonaws.com",
"eventName": "getblock",

"awsRegion": "us-east-1",

"sourceIPAddress": "111.222.333.444",
"userAgent": "python-requests/2.28.1",
"errorCode": "-",
"errorMessage": "-",
"requestParameters": {

"jsonrpc": "2.0",

"method": "getblock",

"params": [],

"id": 1
I
"responseElements": null,
"requestID": "DRznHHEjIAMFSzA=",
"eventID": "baeb232d-2c6b-46cd-992c-0e4033aace86",
"readOnly": true,
"resources": [{
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"type": "AWS::ManagedBlockchain::Network",
"ARN": "arn:aws:managedblockchain:::networks/n-bitcoin-mainnet"
11,
"eventType": "AwsApiCall",
"managementEvent": false,
"recipientAccountId": "111122223333",
"eventCategory": "Data"
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