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ARG EE X 4E (AMB) Access Polygon ?

T 5 #E B X 3R EE (AMB) Access Polygon 2 —IE £ EMNIRS , TR BI{RTE Polygon X3R4k E 1%
MM Web3 R FHTEF. AMB Access Polygon 123 Polygon X3R&E#ENY MRS B3 15 186

Polygon & — A K E YL (EVM) ER BT BFRF R, Polygon KREUERFELE
MEXRZFAME A, Polygon X445 A proof-of-stake iR¥l#Hl, Polygon BEATHES
NFT. Web3 i MR ML AHIFRRNEH UL ARERF (dApp)o

ISR A ] T D2 1 B X 3R EE (AMB) Access Polygon 812 M EE Polygon KREER R

M B B X £ AMB Access Polygon B F &R
WMRIX2IRE— XA AMB Access Polygon , BATEWAREFEUATET :

- XEHE U@ EEXREE (AMB) Access Polygon
- TSR EERXHREE (AMB) Access Polygon Ai’]
- EEXHREE APl F1 AMB Access Polygon 2 ## JSON-RPC

HE B X AMB Access Polygon F P 8 %R 1
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FEMS . LEHEERXRE (AMB) Access Polygon

® Note
TIEERRIRRAZE Polygon R A DHELS. XEHFSIERR. EPMUNARER. X
2. &3, BaesY. Polygon (POL , BI&H MATIC ) &, EFEALS#HIEEXHEE (AMB)
Access Polygon 281 , BATEWEEF Polygon FF &M P olygon £ E,

Amazon Managed Blockchain (AMB) Access Polygon &2 33 Polygon M # Polygon 3 M M 4
WELRE SRR , TEEMENEREM Polygon EftigHE , 2FT . W LM Polygon T Rt
7 Polygon XIREEIRD, RURBHSEHRUERXRERS. BAUAFEALEERFRERE
A7) Polygon M4& |, M BRIK SR E KA,

£ AMB Access Polygon , ¥fRA[ L% [A] JSON izf2i3 2 (JSON-RPC) A, &R LA Polygon
JSON-RPC , B EXREEEMNT 25 Polygon XREEH#ITEF. RATLAER AMB Access
Polygon BRERFF Z M £ 5 Polygon X R B EAR MU B AR (dApp). dAppsHY —/NA B 5B
PREREEY., FRATLAMER AMB Access Polygon S22 &S H G HEEE R Polygon XkeEA, &
AT LB X AMB Access Polygon w8 H JSON-RPC R EBEINRF. XF1FE. HERA
& | XK KE Polygon MEMAMANET R EUEHRUMEAREZT. Polygon FMEHEMA T [ERE
DA RMBEEEEN .

/A Important

AT OIRE, #3. FRMEEEN Polygon ik, EEERTER Polygon it BN A AR,
AWS X4 8 Amazon Managed Blockchain £ Polygon ¥ R 282 = A AN EA R Z BT R

=
Do

F AT DT E X HREE (AMB) Access Polygon B9 3E =210 1 R %5l
L RME AT D FEE X EE (AMB) Access Polygon B, iHZ B TJLA :
S ESE AL

AMB Access Polygon T T AHM L

AR BT R 2


https://polygon.technology/developers
https://wiki.polygon.technology/

AMB 1 57 F&ARIEE
« M — B proof-of-stake HiRRIFHI N Polygon X3R4EE | Polygon (POL) X Th R 1E 1% X EE
EETRNRGH. ERNENRZFEEZERME (EREBNR , SINAEFERRFRAEA ) , HioRELAH
XiREE L,

. Polygon TE X FM %

- IEN Polygon LabsPi{2is My AR , 2R MHAMMEZFTF4RhEER. SHESE—3 , AMB
Access PolygonT2024F4 1584 1L TN 2R IAM 27, BRI AN = MR 2
BHR TR,

. TEXEFHEME,

5L, AMB Access Polygon F&31EXT P olygon zke VM MM X 5

- ERITNE=AREERS

AMB Access Polygon SH{THRIEE ( M ethers.js ) #E , AFFAAAFERARBNIES
Polygon XI3R##HTRE , NI BN ENEXIMER B RIETF XFTNAREF.

« XEFHXE

NEERI (FEFRILILE ) X THF RS
- BELmTH R
LA 2 AMB Access Polygon FlRGImR . BEERS , BXMERSSEP M IHENXFHL

uﬁ -l_" A Yed

* mainnet.polygon.managedblockchain.us-east-1.amazonaws.com

« IXEFERA

AMB Access Polygon T % #&F %8 (POL) BiIEEET R, proof-of-stake
« LEMA 4 3F Polygon JSON-RPC #ER#HTZH

£ Amazon Managed Blockchain L8 Polygon JSON-RPC B , A ABEFEALZMA 4 £
BARBHTHHRIEN HTTPS EEHTEA. XERERE AWS K- PREBENN IAM ZIEAS
BEXE1T Polygon JSON-RPC @A, Atk , AIAEMFUPREM AWS iE$ ( FRIZ4A ID MFAEHEF
),

/A Important
- TEEHOAFHNMARFTRRAZTFRER.
« BAREEMER IAM KEESR R #1343 824 Polygon JSON-RPC #9177 @] X BR o

AR BT R 3


https://polygon.technology/blog/polygon-pos-is-cooking-the-napoli-upgrade-means-better-ux-the-mumbai-testnet-takes-a-bow
https://docs.aws.amazon.com/general/latest/gr/signature-version-4.html
https://docs.aws.amazon.com/general/latest/gr/signature-version-4.html

AMB 1 57 F&ARIEE
* Support XFE TSN TR

834 7] LAfE A 17 1R 25 = 25T Polygon M &&im R 1T JSON-RPC A , AILER LB MR 4 (Sigv4)
ZELRBRNEREER TR, BHXNEME—BILLING_TOKENXR B&E 6|2/ Accessor Fh# |, H 9 H
ERSBORMEIAR S,

/A Important
c MREFZEUNMTFITEETERMEZ L |, FXA Sigvs ELRE.

o RATLAERZ B 4 (Sigvd) ME TS &GRSR 5B Polygon JSON-RPC, B2 , 0
RBERERERXFERPN , WIEREERGHIEL,

- Y7EHEBAFHNNHARERPEA Accessor T hE,
s REBFREXFEBRS

£/ eth_sendrawtransaction JSON-RPC 123X E# Polygon KRR F o

AR BT R 4


https://docs.aws.amazon.com/managed-blockchain/latest/APIReference/API_CreateAccessor.html
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RIE ST E X3 EE (AMB) Access Polygon

EEEXERTDEHITE XREE (AMB) Access Polygon 2 Bl , iR BAT iy S BHEIE AWS K,
T —EiHL A B A AMB Access Polygon,

£ AMB 157\ ZU R o R4
AR AWS E—REAZH , RBRE— AWS P

w®ABS M AWS

LEGEME , RESBIEMATE AWS IRSAF AWS AWS kP, SFE TSR EE XREE (AMB)
Access Polygon, &R ERFERANRST R,

MREAWS Ik 2428 , FHRET -5, MREESEE AWS Ik |, BEAUTREIE,
E0E AWS K

1. #TFF https://portal.aws.amazon.com/billing/signup.
2. RERERELNRARTERE,

FEOEMES , FED—ERE , ERXEAREREMA —MRIESE,

HRGEMET AWS IKF |, LR BIZAWS IKFRAF —1 RAFERGRZKS RHRE AWS
RS MRF. FANRELHESREK , FAAFIEERLRANR , A BRERARAFKKTEER
AP HRRRNES

RIEEFREINERN IAM AF

Z0|ZAEM AMB Access Polygon , 24518 — 4~ AWS Identity and Access Management (IAM)
ZERA (AFPSEYE )  ZERAMTEFATHITHLENITE XRERENR,

#£ Amazon Managed Blockchain £#8F Polygon JSON-RPC A , BRI LB FEAZ B RA 4 &R
BHTEMRIEN HTTPS EE#TEA., XEWRERE AWS kP PIREEN IAM A S EEH 1T
Polygon JSON-RPC . NIt , HEREFERE AWS W ( FRIZ4A ID MABHRIZER ) .

&35 7] LA A 17 8] 85 5 B8 XY Polygon M & iim St 1T JSSON-RPC @A , UL ER LB IR 4 (Sigvd) &
ENENEESRAE, BHNMIEMH—BILLING_TOKENR B&E6|ZERM Accessor £ , FFHENR

2/ AMB 15 B 238 B9 Se RS 4 5


https://portal.aws.amazon.com/billing/signup
https://docs.aws.amazon.com/accounts/latest/reference/root-user-tasks.html
https://docs.aws.amazon.com/accounts/latest/reference/root-user-tasks.html
https://docs.aws.amazon.com/general/latest/gr/signature-version-4.html
https://docs.aws.amazon.com/managed-blockchain/latest/APIReference/API_CreateAccessor.html
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SHAMEFERD, B2 , BMHARAEE IAM FRINRT 8E3RBE A AWS Management Console AWS
CLI, 1 SDK BIZ 76 25 = F PR,

BXRUMEIE IAM AFNER , BSRELEH AWS IKF H41E IAM AR, AXi0MmE AP <BRR
FENESERE , BSRERIAM AFNNR. BXAATERTFAFEA AMB Access Polygon HI1X
BREERE B , HSHIL SR E X3 4EE (AMB) Access Polygon HIE T 5 19 89 5K B =4l o

ZEFAEE AWS Command Line Interface

R IR 18 RIXBEM | B L2 lates AWS Command Line Interface t (AWS CLI) ALK 5% EH AWS &
Bo BXEZEE , BSHLEREH AWS CLIEZHRA,

(® Note

E#IT CLI AR , BEEHRZES ID MWFHRFH, MR | FEAENEIERE K
WA Z, EetEIESIEHRZLA ID, WRBRFRE , Uk — /\}am N EHNZES
., BXEZER , FSH IAM AP ERPWNFIRFIERES AWS BRE S F A,

REFEE AWS Command Line Interface 6


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
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U 5 FEE X B EE (AMB) Access Polygon A7

FERATHRNEENERF , FHREA Amazon Managed Blockchain (AMB) Access Polygon.

FH

« BIE AT 5 Polygon XIREEM LEHY IAM SR

« {£/H AMB Access RPC 428 & i Polygon =2 A (RPC) iR AWS Management Console

« 5% H AMB Access Polygon JSON-RPC &K awscurlAWS CLI
+ 7£ Node.js 7 & i Polygon JSON-RPC i&3K

I A T 158 Polygon XIREEM EZHY IAM 2R BE

E5[A Polygon MM A HLIRT KLU T JSON-RPC A , B4RHEN T S HIEE
X#REE (AMBAWS_SECRET_ACCESS_KEY) Access Polygon 8 5 IAM X BRI A FiE B

( AWS_ACCESS_KEY_ID# ) , £ AWS CLI ZETHLXIHKYF , BTUAToStZATHEFHEAN
Polygon i 17 K9 1AM KB

cat <<EOT > ~/amb-polygon-access-policy.json

{
"Version": "2012-10-17",
"Statement": [
{
"Sid" : "AMBPolygonAccessPolicy",
"Effect": "Allow",
"Action": [
"managedblockchain: InvokeRpcPolygon*"
1,
"Resource": "*"
}
]
}
EOT

aws iam create-policy --policy-name AmazonManagedBlockchainPolygonAccess --policy-
document file://$HOME/amb-polygon-access-policy.json

BIZ IAM KR 7
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® Note
BIE M RO R RIFTE T Y Polygon &, BifR4EERS , EEAL TActionds
AL .
™

* "managedblockchain:InvokeRpcPolygonMainnet"

BIBRIEE |, FZEBHMBEN IAM AFNAGUEELER, £+ AWS Management Console , &
il IAM BRE |, HIF K BEMI lAmazonManagedBlockchainPolygonAccessE| D ELAER IAM A
FHAG,

£ AMB Access RPC 485 & H Polygon miEX 1B A (RPC)
B3R AWS Management Console

&1 L AWS Management Console £ AMB Access Polygon £ E4R%E. BiEMERZESERA
(RPC), fEMAIXL RPC , &7 LATE Polygon M EIEEMBTEBNEAES , SERZHIEF @ Polygon
MBRRXR 5.

Example

AT R BAan{a £ eth_getBlockByNumber RPC REVEX BRI XRHNES . NRHERHNETE
ERALZBECHEA , EFEREIEN RPC 5z — , REWMAFTENEXE A,

1. FIFRREXREZEE S , MikR https://console.aws.amazon.com/managedblockchain/o

1%4# RPC 4rig a5,

EER EBDF , EFEPOLYGON_MAINNE THER #####

x$eth_getBlockByNumbertER RPC Hi%o.

MW Alatest###dikEFalsetEN ‘TR B fr&.

RfE , EFERR RPC,

B LAE ‘MR Mo P EE latest KRRMER, RE , BUUERTENRERZ UMt —F 5
MRENAREFNLSEEPER,

N o o bk~ w0 DN

BXEZEER , H5R AMB Access Polygon ##) RPC

#4%l& RPC Rl 8


https://console.aws.amazon.com/managedblockchain/
https://docs.aws.amazon.com/managed-blockchain/latest/ambp-dg/polygon-api.html
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% AMB Access Polygon JSON-RPC 53R awscurlAWS
CLI

Example

FERAZLERZA 4 (Sigvd) FAEH IAM AFIEBZEEER , LME[ AMB Access Polygon 4T 2 & H
Polygon JSON-RPC &R, awscurl ST TER U BEFER Sigvds LE X AWS RFHER. &
KEZELR , 15 awscur | README.md,

awscurlfEAEAENIRIEREN FEHITERE, £ macOS L |, #%E HomeBrew R TR ATE
7

brew install awscurl

MBEBEARZEHABET AWS CLI, NIE IAM AFEBFERIN AWS X1 iE B [FFERH
REFRIZEH ARG Eawscurl, FMHawscurl , BIEA RPC [ Polygon MR R iE
Ko eth_getBlockByNumberlt AAESSLERREEENRXREMEN NN ZHFESH,

LT e S EMparams AP K XRESHKIEFER RIRKHEFER , M\TIM Polygon =M RXIRHK
=

awscurl -X POST -d '{ "jsonrpc": "2.0", "id": "eth_getBlockByNumber-curltest",
"method" :"eth_getBlockByNumber", "params":["latest", false] }' --service
managedblockchain https://mainnet.polygon.managedblockchain.us-east-1.amazonaws.com -k

® Tip
B EASEcurlFfE T AMB Access ThEIF R TheE & B EMMIER, Accessorfx
BEZEE , B5H AETSHENFRNRIZNEIEH RS UL H AMB Access Polygon iF

SN
“JNo

curl -X POST -d '{"jsonrpc":"2.0", "id": "eth_getBlockByNumber-curltest",
"method" :"eth_getBlockByNumber", "params":["latest", false] }'
'https://mainnet.polygon.managedblockchain.us-east-1.amazonaws.com?
billingtoken=your-billing-token'

F-THRNEBLREEXEHXRNES. HTHBABN , FZRUTRH

awscurlRPC R4l 9


https://docs.aws.amazon.com/general/latest/gr/signature-version-4.html
https://github.com/okigan/awscurl
https://github.com/okigan/awscurl#readme
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{"error":null,"id":"eth_getBlockByNumber-curltest", "jsonrpc":"1.0",
"result":{"baseFeePerGas":"0x873bf591e", "difficulty":"0x18",
"extraData":"0xd78301000683626T72886761312e32312e32856c696e757800000000000000009a

423a58511085d90eaf15201a612af21lccbfle9f8350455adaba@d27effOecc4133e8cd255888304cc

67176a33b451277c2c3clabab482d2ec25eel573e8bad00",

"gasLimit":"@x1c9c380", "gasUsed":"@Ox14cal4d",
"hash":"0x1ee390533a3abc3c8e1306cc1690a1d28d913d27b437c74c761lelas9*****x*x*x. 1
"nonce":"0x0000000000000000" , "number" : "Ox2f@ec4d",

"parentHash" :"@x27d47bc2c47a6d329eb8aab2c1353f60e138fb0@c596e3e8e9425del63afdbdec”,
"receiptsRoot":"0x394da96025e51cc69bbe3644bctel302942c2abcabbf@cf241a5724c74c063fd",

"sha3Uncles":"@xldcc4de8dec75d7aab85b567b6ccd41ad312451b948a7413f0al142fd40d49347",
"size":"@xbdéb",
"stateRoot":"0@x7ca9363cfe9bat4dlc@dca3159461b2cca8604394e69b30af@5d7d5clbeeabe3”,
"timestamp":"@Ox653ff542",

"totalDifficulty":"0x33eb@1dd", "transactions":[...],

"transactionsRoot":"@xdal602c66ffd746dd470e90a47488114a9d00f600ab598466ecc@f3340b24e0c",
"uncles":[]1}}

£ Node.js H % i Polygon JSON-RPC #& 3K

PRAE]LAME R HTTPS 12X & & MiER KB A Polygon JSON-RPC |, f# A Node.js FHY R4 https &3R5
[ Polygon XML , th A AERE=5F , Hl0 AXIOS, LAF Node.js RIEEBR R T WAFERE
Z IR 4 (Sigv4) METF S HEAYIEIRI B AMB Access Polygon i & & H Polygon JSON-RPC &R, %

—ANREFR BN — MM RET B — st | T RAMXREFERRT B EBNRFEE.

Example
Bz 1T Rl Node.js I , R AT BREH -

1. BT EN LSRR ET QAIREEESR (nvm) M Node.js, BAE LA R BIRER SN RE A,

2. fffnode --versionm S HBEINEERANRE Node R4S 18 RESMA, MREE |, BRI UUEH
WS HMnvm install v18.12.0M A LM 18 , B LTS AX4HY Node, nvm use v18.12.0

3. FREFTEAWS_ACCESS_KEY_IDFAWS_SECRET_ACCESS_KEYXIMAEEEEH K <BKAYIES,

Node.js RPC R4l 10


https://nodejs.org/api/https.html
https://axios-http.com
https://axios-http.com
https://docs.aws.amazon.com/general/latest/gr/signature-version-4.html
https://docs.aws.amazon.com/managed-blockchain/latest/ambp-dg/polygon-tokens.html
https://docs.aws.amazon.com/general/latest/gr/signature-version-4.html
https://docs.aws.amazon.com/managed-blockchain/latest/ambp-dg/polygon-tokens.html
https://github.com/nvm-sh/nvm
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EAATHTRXETEBENFHRSHIF R, MUATFHFRRNLSEZRNEN IAM A
T P FR B9 AR R {EL

export AWS_ACCESS_KEY_ID="AKIAIOSFODNN7EXAMPLE"
export AWS_SECRET_ACCESS_KEY="wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY"

ERARERFMHE  ERAEERNABREERFATXHEF A EIMEHNE FF

package.j
{
"name": "polygon-rpc",
"version": "1.0.0",
"description": "",
"main": "index.js",

"scripts": {
"test": "echo \"Error: no test specified\" && exit 1"

i
Ilauthor": IIII’
"license": "ISC",

"dependencies": {
"ethers": "76.8.1",
"@aws-crypto/sha256-js": "A5.2.0",
"@aws-sdk/credential-provider-node": "~3.360.0",
"@aws-sdk/protocol-http": "7A3.357.0",
"@aws-sdk/signature-v4": "A3.357.0",
"axios": "MAl.6.2"

dispatch-evm-rpc.js

const axios = require("axios");

const SHA256 = require("@aws-crypto/sha256-js").Sha256;

const defaultProvider = require("@aws-sdk/credential-provider-node").defaultProvider;
const HttpRequest = require("@aws-sdk/protocol-http").HttpRequest;

const SignatureV4 = require("eaws-sdk/signature-v4").SignatureV4;

// define a signer object with AWS service name, credentials, and region
const signer = new SignatureVa4({

Node.js RPC =4l 11
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FRARER

credentials: defaultProvider(),
service: "managedblockchain",
region: "us-east-1",
sha256: SHA256,

1);

const rpcRequest = async (rpcEndpoint, rpc) => {

// parse the URL into its component parts (e.g. host, path)

let url = new URL(rpcEndpoint);

// create an HTTP Request object
const req = new HttpRequest({
hostname: url.hostname.toString(),
path: url.pathname.toString(),
body: JSON.stringify(rpc),
method: "POST",
headers: {
"Content-Type": "application/json",
"Accept-Encoding": "gzip",
host: url.hostname,
},
18

// use AWS SignatureV4 utility to sign the request, extract headers and body
const signedRequest = await signer.sign(req, { signingDate: new Date() });

try {
//make the request using axios
const response = await axios({
...signedRequest,
url: url,
data: req.body,
1);
return response.data;
} catch (error) {
console.error("Something went wrong:
}
I

, error);

module.exports = { rpcRequest: rpcRequest };

sendTx.js

Node.js RPC =4l
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/A Warning

DT RBEAERIEBFAERE S Signer , XEthers. jsERZ . BAEETHRERE
AURE , ANCEEXREHFELZENK,
MEMLE , FRRENEFHN , RERESNIEENRETRERZI.

const ethers = require("ethers");

//set AMB Access Polygon endpoint using token based access (TBA)

let token = "your-billing-token"

let url = “https://mainnet.polygon.managedblockchain.us-east-1.amazonaws.com?
billingtoken=${token}";

//prevent batch RPCs
let options = {

batchMaxCount: 1,
i

//create JSON RPC provider with AMB Access endpoint and options
let provider = new ethers.JsonRpcProvider(url, null, options);

let sendTx = async (to) => {
//create an instance of the Wallet class with a private key
//D0 NOT USE A WALLET YOU USE ON MAINNET, NEVER USE A RAW PRIVATE KEY IN PROD
let pk = "wallet-private-key";
let signer = new ethers.Wallet(pk, provider);

//use this wallet to send a transaction of POL from one address to another
const tx = await signer.sendTransaction({

to: to,
value: ethers.parseUnits("@.0001", "ether"),
1);

console.log(tx);

i

sendTx("recipent-address");

readTx.js

Node.js RPC 45l 13
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let rpcRequest = require("./dispatch-evm-rpc").rpcRequest;
let ethers = require("ethers");

let getTxDetails = async (txHash) => {
//set url to a Signature Version 4 endpoint for AMB Access
let url = "https://mainnet.polygon.managedblockchain.us-east-1.amazonaws.com";

//set RPC request body to get transaction details
let getTransactionByHash = {

id: "1",

jsonrpc: "2.0",

method: "eth_getTransactionByHash",

params: [txHash],
};

//make RPC request for transaction details
let txDetails = await rpcRequest(url, getTransactionByHash);

//set RPC request body to get recipient user balance
let getBalance = {

id: "2",

jsonrpc: "2.0",

method: "eth_getBalance",

params: [txDetails.result.to, "latest"],

};

//make RPC request for recipient user balance
let recipientBalance = await rpcRequest(url, getBalance);

console.log("TX DETAILS: ", txDetails.result, "BALANCE: ",
ethers.formatEther(recipientBalance.result));

I

getTxDetails("your-transaction-id");

XL THREIENERE | BAUTHSREETRBIFEHEBRIT ;

npm install

Node.js RPC =4l 14
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£ Node.js FRIER 5

BIEMNROIBEEER S HFER AMB Access Polygon fFE T #2] Polygon =M |, /&4 Polygon £

ThE (POL) N— Mttt ZIXEI 5 — Nttt Jitk , EEAZBZAR | ZsendTx. jsHAER —NRTT
MEEEthers. js , AT EUAKBMPolygonERBUA N XREHRHITRE, BFEBRABPUL
BRHERN=/1ZE , 8#FbillingToken A TFE T TEFFRIA Accessor THE, ATZXEERXRZHFA
£ALA R U POL RY U4 A bt

® Tip
BNBUEANCEFTNFG (&2 )  MIAREEFEANENERE , SUEREESMEAHX
. YRAILAGER Ethers FEMVER B3 5 % createRandom () £ —MNEM XS, AL, MR
BFEEM Polygon EMERE POL , M AT LAEALHE POL Kk LBELER T,

FREXEHIVNADPANBRANIRINBRKEBHE , ERTUSTUTREBREE-EXS , &
.0001 POL M#Z#billingTokentthtit RiAF 5 —Mbk , ASFEAAMB Access Polygonif i JSON-
RPCE T #Z|PolygonEM , EFHAMB Access Polygonif eth_sendRawTransaction JSON-
RPC,

node sendTx.js

WEHNEERUTUTAR

TransactionResponse {

provider: JsonRpcProvider {},

blockNumber: null,

blockHash: null,

index: undefined,

hash: 'Ox8d7538b4841261c5120c0a4dd66359e8ee189e7d1d34ac646a1d9923*****x*%1t
type: 2,

to: 'Oxd2bb4f4f1BdC4CB54f715C249Fc5a991 ***x***x%x 1
from: 'Oxcf2C679AC6chb7de@9BT6BB60Q42ecCF@5*****x%% 1
nonce: 2,

gasLimit: 21000n,

gasPrice: undefined,

maxPriorityFeePerGas: 16569518669n,

maxFeePerGas: 16569518685n,

data: 'Ox"',

value: 100000000000000nN,

EERS 15


https://docs.aws.amazon.com/managed-blockchain/latest/ambp-dg/polygon-tokens.html
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chainId: 80001n,

signature: Signature {

r: "0x1b90ad9e9%e4e005904562d50e904f9db10430al8b45931c059960ede337238ee",
s: "Ox7df3c930a964fd07fed4a59f60bsee896ffc7df4easlbOfactfe82b470dbss8b7",

yParity: 0,
networkV: null
},

accesslList: []
}

EEMERS KR, REBMENEhash, XRERINER S XRENRZZ NIRRT, SAIUERNE
SRPIRERALLEMEM Polygon EMRMEXLESHNEZSFHES

EiXEblockNumber , MIRinullfblockHash® and, X2HE N R 5 8 K12KFE Polygon M4k LAY
Xk, FEE  XEERHMEENN , SEBET—THERRZEAEEN , BT Sl

£ Node.js FiZEN—¥XKX 5

EARTHF | B EHAAMB Access PolygonEPolygonE M & XK REE R KB R AR ZIHR
ZIFHER , HEHAAMB Access Polygonfy i ERiE K K U Attt BIPOLRE, HEreadTx.jsX
i BiftbRyour-transaction-idBhash&fE L —FHETRENHNHPRENEE,

HARBEAH N EARFdispatch-evm-tpc. js , ZEARFEM AWS BREF R TEaHU4E
MZEEIRA 4 (Sigv4) HERE E [ AMB Access Polygon B HTTPS iR , R ZEAN HTTP &
P AXIOS RiEiER,

WEHEERUTUTAR

TX DETAILS: {

blockHash: '0x59433e0096c783acab0659175460bb3c919545acl4e737d7465b3dde****x**x* 1
blockNumber: '0@x28b4059',

from: '@xcf2c679ac6cb7de@9bf6bb60@42eccf@5b7fal394 ",

gas: '0x5208',

gasPrice: '@x3db9ecabd’,

maxPriorityFeePerGas: '@x3dbYecasd’,

maxFeePerGas: 'Ox3db9ecabd’,

hash: '0x8d7538b4841261c5120c0a4dd66359e8ee189e7d1d34acb646a1d9923******xx1
input: 'Ox',

nonce: 'Ox2',

to: 'Oxd2bb4f4flbdcacb54f715c249fc5a99 1 ****xx%x% 1

transactionIndex: '0xQ',

value: '0x5af3107a4000"',

XS 16


https://axios-http.com
https://docs.aws.amazon.com/general/latest/gr/signature-version-4.html
https://axios-http.com
https://axios-http.com
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type: '0Ox2',

accesslist: [1,

chainId: 'Qx13881',

v: '0x0',

r: 'Ox1b90ad9e9e4e005904562d50e904f9db10430al8b45931c059960ede337238ee’,
s: 'Ox7df3c930a964fd07fed4a59f60bsee896ffc7df4easlbOfacfe82b470dbss8b7!
} BALANCE: 0.0003

MARRXZEE. BEE , TETEEbLlockNumber B2 ENX TblockHashf, XRRXBBEiEH
EXRP, MRXEEDBARAEENWLL , BEF/L028  AEBRETREUREENRZRREES
EXRS, B, ERAASN T EFKAEA IS8 (0x110d9316ec000) B+ <5 Hi% R
NT#E , ZformatEther () AEF HN#t Gl A TS |, FHfF BB 18 (100 18) , LG H
POL HHERRHM,

® Tip
BARBHENARIE R T A Node.js. Ethers F Axios £ AMB Access Polygon L&
A—%% 11 JSON-RPC , BARAITMER RBIH mEHEHMARE , FALARSTE Polygon £15
BRI ARF. BX AMB Access Polygon L #F# JSON-RPC W&k , HSHE., REKX
REE APl A1 AMB Access Polygon X ##) JSON-RPC

XS
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AETETENTBRINREEZNEER G ESEE A EH AMB

Access Polygon 53R

#8586 A LAE 1A B 88 7 XS Polygon M 4% =i 1T JSON-RPC WA , BULER LB IR 4 (Sigvd) &
AEENERERTR. SR M— ABILLING_TOKEN%%!&@IJ_LE’J Accessor ThE , FREAENR
SPRMEIBAF,

/A Important

c MREHZEUENTFITEETERMEZ L, FXA Sigvs LB RE.

- RAIAERAZERZA 4 (Sigv4) ME T HHERERIK R Polygon JSON-RPC, B2 , T1R
FIE IR EAE A XA, MR EREGHIEL,

- Y EEEAFPHNNHARRFPHA Accessor T hE,

FEEHAD , SHRBEENEALSRTHREHESZSENSIR , EUUERXESENE K EWRAS
& H AMB Access Polygon JSON-RPC . AWS ik

B X AMB Access Polygon JSON-RPC iR EZER , 5 H. FEEXHREE APl #l AMB Access
Polygon X ##) JSON-RPC

BOLAERASIEMNER G RIZEFSE. AWS Management Console&iE AT BAER LT API 2
ERIZEMEIE Accessor T : CreateAccessor GetAccessor, ListAccessors, #
DeleteAccessor, ABILLING_TOKEN 2I5FRIzRAEM. BILLING_TOKENE A T IRERIRAY
Accessor , i FEI¥RA HE) AMB Access Polygon JSON-RPC #3R1t %, AWS K/

S6IZMEE Accessor T XM FTEAPIHRIE D AT LB AWS Management Console AWS CLI,
MEBGF R IETRE,

RNETSENFRCIRIERESE

YRATLABI 2 Accessor ARG A BEREIEM AMB Access Polygon 7 & L8 A AMB Access
Polygon APl, AWS [k /=

NETTHEETR G2 R 18


https://docs.aws.amazon.com/managed-blockchain/latest/APIReference/API_CreateAccessor.html
https://docs.aws.amazon.com/managed-blockchain/latest/APIReference/API_CreateAccessor.html
https://docs.aws.amazon.com/managed-blockchain/latest/APIReference/API_GetAccessor.html
https://docs.aws.amazon.com/managed-blockchain/latest/APIReference/API_ListAccessors.html
https://docs.aws.amazon.com/managed-blockchain/latest/APIReference/API_DeleteAccessor.html
https://docs.aws.amazon.com/managed-blockchain/latest/APIReference/API_DeleteAccessor.html
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FERABIRIGEEES LK H AMB Access Polygon JSON-RPC &3k AWS Management
Console

1. ITAREXRERFE , MR https://console.aws.amazon.com/managedblockchain/o
2. EETHFER.

3. EF “BIEILEIR

4. EBR—NERE Polygon X EEM 4,

5

6

( Wik ) NIEHT R BFINIRE,
JEIE “OIEIYEEE SLOIRET I B S A,

FRGIRIGREZS LA H AMB Access Polygon JSON-RPC # 3k AWS CLI

aws managedblockchain create-accessor --accessor-type BILLING_TOKEN --network-type
POLYGON_MAINNET

WL T R"BIFT/RBillingToken , BI— M s S SAccessorId—iEiRME,

{

"AccessorId": "ac-NGQ6QNKXLNEBXD3UIGE****** %%
"NetworkType": "POLYGON_MAINNET",

"BillingToken": "jZ1P80UI-PcQSKINyX9euJJIDC5-IcW9e-n*****%**xu
}

BEE M *REZEBRiI1lingToken. #RTT LA ILE 34T AMB Access Polygon JSON-RPC
A, HTZ£ZR , TPNELECHEMLE B2 EIESRBRMAN A,

® Note
BFZTRE  RERRENNEHENRETHE. LIRNKERRTHFSEE,

ERTRETHNFAEE

B EEBCS AWS K- HEMNSEA Accessor THHVEM. Bl , BRIUERHEENIHFRE ID
=% Amazon BIREBE (ARN), B AIUEFRES, XE, cIZAHMBillingToken,

ERTHETENEAEE 19


https://console.aws.amazon.com/managedblockchain/
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EEFHRESCHENESR | BFEA AWS Management Console

1.
2.
3.

T REEXREERSIS | MiukA https://console.aws.amazon.com/managedblockchain/o
ESMERT , EETRIAMSE.
MIIRFIEFESERIERIEE ID.

BEEN U R FiEERNE. EHREL , BANUEESHNEN.
EEFHRESTHENEE , EFEA AWS CLI

ETUTHSEEHRIRZSEMNFAESE., M --accessor-idEBRNENIFFEE ID.

aws managedblockchain get-accessor --accessor-id ac-NGQEQNKXLNEBXD3UIG******%%

iREBillingTokenMEMBZAABMY , WU T RO TR, HTZREER , "OIFHELESHEML

L

B HIESKFRIE N F

"Accessor": {

"Id": "ac-NGQ6QNKXLNEBXD3UIG*****x %%

"Type": "BILLING_TOKEN",

"BillingToken": "jZ1P80UI-PcQSKINyX9euJJIDC5-IcW9e-n******xxu
"Status": "AVAILABLE",

"NetworkType": "POLYGON_MAINNET"

"CreationDate": "2022-01-04T23:09:47.750Z",

"Arn": "arn:aws:managedblockchain:us-east-1:666666666666:accessors/ac-

NGQO6QNKXLNEBXD3UILG* * * * * x %%
}

}

il B 1 ] & 5 b

R BRI B SS S REET | Z S ARSI MZEAVAILABLE N PENDING_DELETIONRA . EARERFHH]
ZSH5SPENDING DELETIONRA—#£EH,

EMIRRIGRIE S |, B6EHA AWS Management Console

1.
2.

T REXREEERSIS |, Wik https://console.aws.amazon.com/managedblockchain/o
ESMERT , EEFETHEESR.

T B 0 & 5 R

FRARER


https://console.aws.amazon.com/managedblockchain/
https://console.aws.amazon.com/managedblockchain/
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3. MIIRAPIEZFFIENTIRIZES M.

4. EERIER.

5 BWIANERIERE,

A EMBRN G R ESHEIRE R SR & TH., 1ZTHE /RPENDING_DELETIONRZS,
EMBRFRIESHE , A AWS CLI

AT RGN MIBR S, FHdelete-accessorin SMIBRSE, --accessor-idEREMIAR
D RENE.

£/ CLI MIERm R 2R+ AWS K&

aws managedblockchain delete-accessor --accessor-id ac-NGQ6QNKXLNEBXD3UIG********

MREGFTHEET , WALREEMER.

WBGRESE oY
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FEEXREE APl 1 AMB Access Polygon X#F#) JSON-RPC

Amazon Managed Blockchain 24 7 API #4E , BT 8I2MEE AMB Access Polygon B 1/ (8]
. BXEZER , BSHAREX R API 3£ 15,

LR EBIRME T AMB Access Polygon 23 #) Polygon JSON-RPC W3R MSE R K., BNEFN
JSON-RPC #EEHAENHEH R, EALAEA Polygon JSON-RPC REHMIRIBRES A EIE. K
BRSZFE. BXRZURHEHMEATIE , flNRESETRENGESRH,

AMB Access Polygon Z# LT JSON-RPC 5%, 8/ X#FH JSON-RPC #HE — KR |, HITHE
ARFAMBRIANEREMBTT HERHR, EERANELT , RATELDHEEXREFFEA JSON-
RPC 7R IdsE EED,

® Note

© IXBEMARIIEE T E,

« 7£ Amazon Managed Blockchain L8 Polygon JSON-RPC & , #&8] LAEIS fif Fl &5 & b A4S
4 EERTBHTHHRIUEN HTTPS EFEH#ITRA. XERERE AWS K- FREENH
IAM 3 A F BE#E 1T Polygon JSON-RPC M. Hit , AAIEFEWUFRE AWS EH ( 17E
=40 ID MFABHRER ) o

« BEFLUERETTENBRENERBRA 4 (Sigvd) EETBRNEREBR TR, NREF
ZeMMATFEITHETERME L | BFHA Sigv4 LLERE, B2 , MRERNER Sigv4
METSHEATRNER , WENBERFLEESET.

o LT AR S HE B X R EE (AMB) Access Polygon 323 JSON-RPC #t&iE K,

« TRPWEHIEH T2 JSON-RPC WEH, EHUFN JSON-RPC NENXEZN S
M (EW ) IBYHERY (RPS) BEMIRE,

EIgNECER |, BAIERR AWS Support, EER AWS Support , #EEFAWS Support
Center Console, EFOIERM, EFEHR, EEREXREENEHERS. 1EF Access:
Polygon fERERIKS , EFE—MIESENTEM. WA RPC BELEERNTE , HEMIRZ
AIEF I JSON-RPC UKREATENERNWEHRS ( ZBNMNXEENZLEMEH
RPS R7R ) » RRXEHEH,

22


https://docs.aws.amazon.com/managed-blockchain/latest/ambp-dg/polygon-tokens.html
https://docs.aws.amazon.com/managed-blockchain/latest/ambp-dg/polygon-tokens.html
https://docs.aws.amazon.com/managed-blockchain/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/general/latest/gr/signature-version-4.html
https://docs.aws.amazon.com/general/latest/gr/signature-version-4.html
https://console.aws.amazon.com/support
https://console.aws.amazon.com/support
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K3

LA

JSON-RPC

eth X5

eth_call

eth_chainid

eth_EstimateGas

eth_fee[fi 18

eth_gasPrice

eth_getBalanc

eth_get Hash BlockBy

iR
IR B &IT X R 3y £
B,

MANEITHAYE R
ReEERIRR

iR [E EIP-155 H
PN EEE
EChain Id{ERY
EM{E. Noneln
FZETHAChain
Id , MERE,

GEEEE R
KREHERT |
CEEREEEY)
BT,

REHERRSE
BEWES,

JR[E B Wei F#47

VETTRSE P S
Ni&o

IR B 55 E K 7 b 11k
X IR R IR LAY K
P RE

RE A XA KR
s % 18 ERY XIRAY
=-B

eth_calliH%£ 0
gas , EXITFHEEE
HHEE , eE—N
gas S,

23


https://github.com/ethereum/EIPs/blob/master/EIPS/eip-155.md
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FRARER

K3

JSON-RPC

eth_get 21 BlockBy

eth_get BlockReceipts

eth_get Hash BlockTransaction CountBy

eth_get ¥ BlockTransaction CountBy

eth_getCode

eth_getLogs

iR

REH A XR
SHEENXRNE
S8

o

REF A XR
SHEERNXR U
=

R E A XREH
BEERXRANR
ZHE,

RE A XRSIE
ENXRPHRZ
HE.

IR B 45 TE K 7 b 41k
MXIRERIARFALRY
KB,

IR E 5 ET AT
KREVFTE BEAVEL
4,

MRREHTEN
#hak , WA LATE
EIAXRSBE R
1K BT X3RS
ElReth_getlo
qs KXHiEXR. 5&
RESHEH R
R TFR/PMHX R
B, MEKBM
AL |, X
SBEFA 8

24
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K3

JSON-RPC

eth_get RawTransaction ByHash

eth_get StorageAt

eth_get TransactionBy BlockHash
AndIndex

eth_get TransactionBy BlockNumber
AndIndex

eth_get Hash TransactionBy

eth_get TransactionCount

eth_get TransactionReceipt

eth_get UncleBy BlockHash Andindex

iR EBEW

IREIREEDN
RSN RBET
Ntransacti
on_hash &

IR 2] 45 TE K 7 b 41k
MXRIRIARFAYIE
EfF#EMENE.

£ A E /Y X R 0G
FENXZ RS
BIREAXRZH
E5

EREENXRS
MRBREIME
REFXRXZNE
2.

REAXEREE
REWFENRS
HfER.

IR B M FE E 31k H
XRIRARF R IER
BI_Q% i&%o

EREENXZR
FIRE R Z W,

iR B8 XA XR
e 7 B MR ZE B
B E R X IR
HER.

25
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K3

Debug

JSON-RPC

eth_get UncleBy BlockNumber Andindex

eth_get Hash UncleCount ByBlock

eth_get #{F UncleCount ByBlock

eth_max PriorityFee PerGas

eth_ X R A

eth_send RawTransaction

debug_trace "% BlockBy

iR

IR B A 5K fE A X 3R
YRS AR5
& 15 E Y BURRYAE

/BN O

iR B8 F RS 45
TE B R B 1T R
o

IR B 6 A AU R =
EERRUR R IT
B

RE LMY 5
A, ZRARER
RRZESELHE
X 3R /1 AT BASZ A
RYPE BB /R
Ry fh 1T 8o

IR 2] = 5 A AR 3
AR AR

BIEFAVE R AR
REJHNEXEARR
REBEEN.

I fE A BR ER AR A
ITXREFEE
HXRAPBFAER
2 , BE A RERYIR
BERE (FER
BRI ) o

=% -301}

BE 6 &&EHR
75 LR EIRY
fEmaxFeePer
Gas EHRIERH
BEERESHHITIR
B

REXREN IR
RERZ. ERE
RH A, BB
UEHLEER S,

26
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e JSON-RPC

debug_trace 45 BlockBy

debug_traceCall

BiA_BREXS

2B ZETEN

HRER RL IR

BEREE

I
58
xt
o

iR

I f6E A R ERER A
THRFEENX
RAPNFAERZ K
RERIRER (&
BEREERX ) o

AT ERRATH
ETFSCHHAT eth
WA, BB A
RELRUE (B
EREM ) .

RELER S AR
BRIER (FEREK
B ).

IR 3] = B Y P 4%
1D,

REXRPEEH
FBEXZHmEHE
RRFERN TR
R ERER

LA TEXRNITHY
ETFXHRAT eth
A , EE ]8R
RIRGRME (F
BREERN ) o

REAER S PR
BRE (FERIR
B ).

E3

=301

27



AMB 5 [R Zia FRARER

K3 JSON-RPC iR =% -301}

Tx b txpool_content IREIFAEFLLERN
HERAIZZ 53 .

txpool_status REYFISE
T— MR
FIERZURE
HEBAEY R 5 B9 1T 3R
(R ITRITE TR
7)o

Web web3_clientVersion IR [B] 24 B 1Y 2 P U
MR,

28
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7 5 i B X 3R 4E (AMB) B9 Polygon Al Access Polygon

Polygon XiR#&BE A THEES NFT, Web3 FEXR MR MLABFMHEXNER OLNAREF (dApps).
AEZHE T EALUER Amazon Managed Blockchain (AMB) Access Polygon SEERHY — £ A 4,
£

- DWZBF NFT Bz

« X NFT X

- Bl Polygon &&

- RBEIRS

- KbiTEEE

DI ZAIE NFT #dE

IEA AR EAR X Polygon NFT W##E , SREENRRANEBEAHN NFT tBESFER. A5, &
AU TXEREAGHRE , SINHLE NFT EERT , AEBLEAFRESSEELESHED,

BXEZER , H5H £EXREE API 1 AMB Access Polygon X ##) JSON-RPC,

X% NFT 3%

BRI AR AMB Access Polygon SER#IRE M . FHBERH-RTIFRERXNFT WERF. R,
S£EFERAEM AWS RS , BUUAGFERERFHTWE | B EEHRmAMELT , HAFMEHEX
FIZSHERERTRREE,

BXEZEER , BH5R KEXREE API #l AMB Access Polygon X #5# JSON-RPC,

£ Polygon &2

& B LAE FHAMB Access Polygon Rzt F R =5 TR EIhEE |, HlaMNXREE E W EeE S L P iRE
AFRFRTMRFAREEZENR B BEIXRE,

BXEZER , H5H F£EXREE API 1 AMB Access Polygon X ##) JSON-RPC,

DB NFT BiE 29
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HZENARSS

A LAE A AMB Access Polygon FF X X i5E LT R F wallet-as-a-service FIEHRE |, fINEEFER
B, BREEB, BFERENRAGE , HEAXEFN Polygon Json-RPC,

BXEZER , H5H F£EXREE API 1 AMB Access Polygon X 3## JSON-RPC,

KmITEER

&R LA A AMB Access Polygon AR FITEA T 184K, Flin , B AB &4 X @4SE NFT B
FIEEREN AR HRENER. Ak, SRR XREEEER P ki NFT FrE .

BXEZEER , BH5R KEXREE API #l AMB Access Polygon X #5#) JSON-RPC,

®RaBRS 30
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I 5 #h £ B X 3R EE (AMB) Access Polygon ##2

AVERNANUTHERLERXE | XEXERM 7/EL AWS re:Post , AT & BYRZ ] a0l A
AMB Access Polygon £ Polygon X% E#iT—EE NES,

« 8/ AMB Access Polygon # web3.js £IEX 5

& /8 AMB 1/ 18] 238 FZH Hardhat Ignition SFBEfES 4

588N EY

{# F§ AMB Access Polygon # Chainlink $t3E R 7E 85 TH T M 5N & IR
£/ AMB 15 8] & BR7E Polygon £ M _E % #r ERC-20 X M $iE

31


https://repost.aws/articles/AR4_8KnunzSta9ARvlS-8YrA/send-transactions-on-the-polygon-mumbai-network-with-amb-access-and-web3-js
https://repost.aws/articles/ARMiTkQJ-GRaqeDCxHVIoPhA/deploy-a-smart-contract-on-the-polygon-mumbai-network-with-amb-access-and-hardhat-ignition
https://repost.aws/articles/ARsoZGkfl3TC-4s_nqtPcajw/interact-with-your-smart-contract-on-polygon-mumbai-with-amb-access
https://repost.aws/articles/ARx1_64bGAQRubDfM_ci20pQ/retrieve-current-price-data-off-chain-with-amb-access-polygon-and-chainlink-data-feeds
https://repost.aws/articles/ARqK_QBbYFQLWEntK0E6Svbw/analyze-erc-20-token-data-on-polygon-mainnet-with-amb-access
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I b FE & X R EE (AMB) Access Polygon I Z £

TEEAWS BREFZE, ENAWS BFF , BAUZRTENREASHZEBBREALNERMY
ERBAEROMMLZEY,

ZE2RNFHEHEE AWS WRE, TEHEEEFEHRNERTRN LTSN , XESENRS !

s TEE — AWS ARRFPEZHIZIT AWS RS ERZEH AWS Cloude AWS ERIERHITUR
EHEANRS. R AWS EHMITRIN—F2 , E=FFZARFEHVNRANRIIZEHENER
M, ETHEATIDRIEE XREE (AMB) Access Polygon BIEMitX , S RAMITREE A
AWS BRZ5

- TIRRE-BHNEHEFERAN AWS RERE, EEFTENHMEEAT , SEEHNHIENBR
M, BLTNERUREANEEEN,

N TRERERY. BHORIEMIEIEE , Amazon Managed Blockchain 8 7 &8 XREEHIZIT
W FFRAEZRAY ThBERD AWS ThEE,

AR TREBY IR T MR AE D AMB Access Polygon BT A 2 B REEE, LT EBEERE R
BELE AMB Access Polygon U R BN R MEMME B IR, BEFZES] A E M AWS BRS KA BY
IR FNRIP IEH AMB Access Polygon &R,

£
- TSR EERXREE (AMB) Access Polygon H HI E3E R I
- IO EEXREE (AMB) Access Polygon B9 & 3 #1157 & 1

I Db FE & X B EE (AMB) Access Polygon H Y ER B4R

AWS D EREFER ) ERFERERATI S TEXREE (AMB) Access Polygon RFHIEIERT .
FIEHFTIR AWS | ARRFETAEANBINEIKEMZEN AWS Cloud, ZBAREFIEETELEM
B ENABHES, BEATEFMERAN AWS RS NELLEENEETS. EXBERLNES
FR , FEREERILELRE, BXEBNBERIFNESR , F35H AWS Security Blog L#) AWS
Shared Responsibility Model and GDPR & X%,

HFHERERPFEHN , RIONEBUERT AWS Ik ZIEHFEH AWS IAM Identity Center 3% AWS Identity
and Access Management (IAM) RENA AR, X , SMNAFPRRBETHIERRAMEFENNER,
BATDE BB I AT AR HIE

BiRR 32


https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/data-privacy-faq
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/

AMB 17 Rl Z i FERARER
s NENKFERSESHRIE (MFA) .

- £ SSUTLS BE®RRERF. AWS BINERFEA TLS 1.2, BWEA TLS 1.3,

- ERAIRE API A FEZ BE AWS CloudTrailo

- 5 AWS MEBFRRFRUAREFPHNFBERIALR SRS AWS .

- FASREEZERS (HlI0 Amazon Macie ) , EEBIFAIFMRI F4TE Amazon S3 FEYBUR
iz

- MREE AWS BEXGSTRES API HITHRISEEZS FIPS 140-2 RIFMWINZFER | EHEH
FIPS i R BXTHAMN FIPS MR EZEE , B5H (EEKIBEELERAL (FIPS) 2 140-2
W) o

BARZIZ BN ZEERBRBES ( WETFN B Fi bt ) RARSHBEHERNXEFE
(MEBEMRFER ) . XTERFEAEHE. API RHEF XTI E ST AWS JRS A AMB Access Polygon
HEHAM AWS A A TESHER. AWS CLIIEATREHNHFRZER B BB XAFEHimANEM
BEHUTE2ATUHRICH AL, MREOMAPRSHFRAMU | BRBVUETEENUEPIEEILE
EERBIEX ZRF /B R,

& IR

BEMBRB T IEREZRVA /S MNKIREMZNEROBEFERGRIBIE. XTEENEHE
e R EBNRSE | AR P RRE,

& %8 R 0

AMINERT , EXREER HTTPS/TLS EERMBEMNSTHEF imit S E A RS RSB R
#&. AWS CLIAWS

BT ERNITEMIRER T £ A HTTPS/TLS, BRIEGHERAGSRNEN AWS CLI S EHEZEAE | &N
TCHRALTBARS. --no-verify-ssl

I 5332 E X3 4E (AMB) Access Polygon B9 & 3 15 7] & 12

AWS Identity and Access Management (IAM) AWS fR$S T #EIEE R T2 iR HIX AWS &IRY 5]
PR, 1AM BEE 5 13 1 AT DU 1T B 3eiE ( B ) MR ( BR ) £ AMB Access Polygon %
Bo BAILAMERA IAM AWS RS |, TEXFEATEA,

ES}
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https://aws.amazon.com/compliance/fips/
https://aws.amazon.com/compliance/fips/
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- BX

- ERSHHITIHRIE

- FARBEEE

- 5B EEXREE (AMB) Access Polygon 1A 5 1AM &l & 5 F

I O & X R85 (AMB) Access Polygon HE T & 14 K9 K B TR 45)

« WL DEIEE XHREE (AMB) Access Polygon 5 3 #1517 3 17 8 B HEBR

Z X

B ER X AWS Identity and Access Management (IAM) 28R~ E , E4EURTFEE AMB
Access Polygon AR FT#EY T4,

RS AP — mREFEA AMB Access Polygon IREZEHR I/E , NEHNERE RSN EREMMENEIEN
MR, HIREAEZH AMB Access Polygon IHEESRSER TIERT |, IRATREZEFANNINR, T #2204
ERHENREEDTEOEEABERESHNIRE. WMRETLZEE AMB Access Polygon FHIER |
BSRAX T DE T E XREE (AMB) Access Polygon & 40 R 18] 3 1T U FE HEBR o

BREEER — MRRAE L TH AMB Access Polygon &R , BBALRATEEH B X AMB Access
Polygon BV £ 1FRIABR. fREY THERWELREARSS A P BiZ 15 B B AMB Access Polygon ZhaE &
Bo R, BME IAM BEERRXBERUAESXRSAFHWNIR, BEFZREALNEENLT# IAM
WEARBLS, BiFA 7 HERLTIWAR IAM 5 AMB Access Polygon Bt& A , B2 RITIHEEX
BEE (AMB) Access Polygon #{a 5 IAM BL &1 .

IAM BB R — MMREZ IAMEER , NEEEFA T HBNTHEERIEKEE AMB Access Polygon
Wi E R, EEFETLE IAM AEMK AMB Access Polygon ETF S EKRH , H5H, T
OB XH4E (AMB) Access Polygon HE T & 14K KB Rl

5 & 02 1T B IR AIE

BENRIIEE AWS FRAEHEILEEZN AR, BH4T IAM BF 5ASETIE AWS IkFRAFE
IAM £ @317 B BT ( BFE AWS ) o

A A EABEY & MREENEREL AWS BRE 510 EF. AWS IAM Identity Center ( IAM Identity
Center ) AF, RLFAIMNEREREMRIIAREN Google = Facebook EIRMEKE F 108 R,
LUELBRABMEREN , FNEERAUGER IAM ARIEE T BNKARKIE. HREABKSTIR AWS
i, AR EREE—- AR,

2 34
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BFBEHNAFPER | EALIZF AWS Management Console 2 AWS 5HITF, BEXBEZFNEZER
AWS |, S (AWS &3 AFEmR) PR NAEZEE AWS KF W,

WMRIE AWS BRI RTIE , W& AWS RERATT R EH (SDK) Manw1T# O (CLI) , MEERE
HERNBERBITMBLEE., MRETER AWS TE , NXTMBECEFRER, BXRERAHEENTER
TEBBERNEZEE , R IAM AFERTHNEE AWS APl B3R,

TFERAMSMRRIESE , BURFERMHEMEZLSER, I, AWS BWEFERZES MR
(MFA) RREKFHN L2, ETHREZEER , 55H (AWS IAM Identity Center P18/ FW 2
E5RIEM (IAM AFiEm) FH £ AWSHEAZESHRIE (MFA)

AWS K F root FiF°

BIZEf AWS IKF , BEXBER—NEBREN , ZEOTUATLLRAKS FHRMERR AWS RS M#E
Ro L H DI AWS IKF root B, R GIERIK P Bt 62 F A9 B8 R 44 3t ik RN 23 48 & S BN AT 15 )
ZH M, BARWESEERRAFNITERRES. RPFBRAFZIE | FAERXERIERRKITRIE
AP EBRITHES . BXEREUBRAFSHERNESHNERIIE , H2H (AM AFERE) F
MEERASEIENES.

oS- g7

EARESRER , ERALXAF (SREEEEAHRANENAR ) FASEHREENEKS S HRIE
AWS RS B IErHEBBHITIHA,

REFGHREZNLULAFBER. Web BSR4, Identity C enter BRAMWAF , REFAEH
AWS RS BN BRI ENEEFTIHEANAF, AWS Directory Service B4 & 1415 18] B AWS
K, i EAe | ACEMIGRHES,

EEHMERFRIMNER , BUIUEFER AWS IAM Identity Center. &8 LATE IAM Identity Center F1 612
FREE A UEEHESIEECHNEBRTHN—EARFNEYE  UMEETENRE AWS Ik
MAREFEFER, A% IAM Identity Center ISR , 55159 (AWS IAM Identity Center FIF#8/)
B9 4 =2 IAM Identity Center ?

IAM A P a4

| AM AP R AWS K REXNASRNARFEARENRN S M. EAENBRT , RINBUE
ARG EILE  MARCBREAKHEIL (WEBMEEESR )W IAMAF, B2, IREA-LERE
MEAZRFERBTIEUR IAM AP , BUERRBRARH, AXESEE , BEH (AM BAFE
M) PR NTEERRFTIUNEAZ S ERERE R ZH,
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https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-signing.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/enable-mfa.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/enable-mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/root-user-tasks.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials

AMB 17 8] 28 2 FEARIERE
IAM AR —NMEE—H IAM AR BB, BFEEREANEHESR., BUFERAR—XIHERZN

APEENR. IRERERAF , FRATUERNMHERAFNR, flm, E&AEEF 18R
IAMAdmins B4R , A RN ZARFNRIUERE IAM HR.

RPREAeTE. AFE—5ENMARINARFXE  MAGSHEILFTECNEAARA. AFE
BRANKHEILE L MAGRHKNEILE. ETRESER , 558 (AM AFiERE) PHMA 612
IAM AP (MARAE ).

IAM B

| AM AERENBERTRENR AWS IKF W& M., ERLUT IAM AR , EEREARTXEK, &7
LA AWS Management Console @I Y A EFIReTEE IAM B, SR LUEIFA AWS CLI 5
AWS API RERFEAEEN URL RRAAR, EXEABEBNEFENESEER , E5H (IAM AR
EE) FREA IAM A6,

BB EIER IAM SEEUNTERTRER !

- REAFHE - ZERREFHIENR , BUEAGHNABGENNR. HREFHHTHHRIE
i, ZENEAGEXBKARRFALAGELHNNER. BXKESARINAGHEES , ES
5 IAM AF1ER) PMAIE=S 5O RMHMCIEAE®. MREMEA IAM Identity Center , NEER
ENRE, NEEEHENBOERTHORIESAIUBRBAZ , IAM Identity Center F X RES IAM
FHABHEXEK. BXNRENEE , 56 (AWS IAM Identity Center FAF 18R ) RE,

o et IAM AFPIGE - IAM AFAEA IAM AFSAR | LERRESHNEBEESHTERE.,

- BIKFFW - BAUFER IAM BEUATTRKFPHENA (IEEE ) HEEHIKS PR
Ro ABRRFEKFIHRENBEHNEESFR, B2 , I TELRR AWS RS , B LU RSB ZH
MEER (MTAREAABENIMNRE ), ETHAGHNETERNBEKFHREK2BANXS , H55
5 1AM B P isR R R B K PR R 1 9 o

- BRSFIHR — BL AWS RS FRAHEAM AWS BRSRSPHITIEE. il , SEBERNMRS F#HITAE
At | ZRFEERXE Amazon EC2 Hiz1T AR FHE Simple Storage Service (Amazon S3) H
FRENR, REATRSEAREAANEENNER, EARSACKFERARSHEXASBRNITIIR
(=

- BRIHELE (FAS) — HEEA IAM AR A BEFRITRER AWS , BHEMAEZIRA. FH
HERSE , BAgESRMT—MNRE , ARLBREEHMERESPE3 S — M. FASERRBA
ZREANRIAKR AWS R B T ERFSAHIFERHER, AWS RSREYRZSKEFEESH i
AWS BES REBEBRREFRETRNERN , T 2% H FAS R, EXRERT , BUMEFRT
XFMRENNR, BXAKH FAS BRINWREEFE , BSREXTRSE,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
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- BSAE - RSALERSAREELNIKS PRITREM D RN IAM BE, 1AM EE R ATLE
IAM FEI2, BRABBRESACR,. BXESER , 28 (AM AFERE) 9 6IER AWS R
SERRENEE,

- REHEXAG-BRFHEXACRE—MEZINBRFZAR, AWS RFEBEFAURARKREHITRE
WaEe, RSHEXAGHIAELZNT AWS kP |, AHRBRFAE. IAM EER AT UEFETEE
HERFSHEXACHR,

« £ A@@ mazon EC2 LIZ1THNARERF — SR LAEA IAM AREEE EC2 Kfl LE1TH A H
AWS CLI 2 AWS API FRE R ARFHIGRHER, XL TE EC2 RflhFHILRAIZEH. EM
EC2 iflo Bt AWS BEHAFEHAHEAMEBNAREER , BFEE QM MBI ZEHIR K HIE B X
#, PIBEXHIESAE , HEEC2 KHl LETHRFEBRBIRNEIL. EXEZER , BS
5 <IAM AP PHER IAM A5 Amazon EC2 £4l Eiz1TH N BREFZ TR,

BETREER AV ABER IAM AP, E3HIAM AP SRR 62 1AM A6 (ITER
F)e

f5E F SR = 1 )

SEE L AWS B o2 R EM IS AWS SO A RKZHFH RN, KEREPH -
XRAWS | SEHFHHERXEN , ERELENR, AWS EEEA (AP, root AFHAGS
H ) RHERTAERXLERE, KEFHRRBERATERELER, KSBERMKELL JSON X4
By AWS FERF#EEH. BX JSON KB XENEMINNBTNESEE , HSH IAM AFEEHH
JSON ZREEHEN

EERWLER AWS JSON REERIEEHEARIBEMF L, BR2E , BNEETUNT LR FERITER
&, ARIEMHAZRHETHIT,

RIABERT , AFNAEEENR. ERTFAPNMERRINITRENNKIR , IAM EIE 5 W] U0I2
IAM 3KRE, EERBERTAMMAGRNI IAM policy , AR TR AAE,

IAM ZRBEE IREMINPR , o FAEFERAMA S ZHITRE, Bl , RREFE—NAYF iam:GetRole
BENKRE, WA ZERRHN AP M AWS Management Console AWS CLI, = AWS APl SRER& &

B .
ET BRI RS

ETSONREIIMMEZH (WIAM AR, AFASAE ) B JSON I RREE XY, XL
BHEAFNASEARRYG T MERFRHITHERE, ETRONAURETSONER , §5
7 <IAM AF#Em) FHAIE IAM policy,

FEARKEERR 37


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose_role
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose_role
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#access_policies-json
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
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ETESHNRBALR -SARNARKEREERRE, NRREEERAZNAS, ARAEH, &
ERERIDIVRRE  BULUREMMBTNS IS, BANMAE AWS KF, HERBEE AWS
REXRBNEFREERE. BET7THNAERE XN RBNANBRRE CEETIER  FSH IAM AFE
AP ERENREENERER < RFITEE,

BT R KM

ETHRAVKEE M MNE R R JSON KRB, ETRRNKRENRESHE IAM BEEEREN
Amazon S3 FEREKR, EXFETHRNRBHRS T , RSEE R JLMER SIREHIIHE R
FREVEE . XN THEERM IR TIR , REEE IS E A SN 2R RINAT LR AR EF LARMN
THIT, BUFEETRENRBEPEEEE, ZEEATUEEKS, AR, A2, KSR/ AWS

e

ETRFNRERNM T ZRSFHRNKERKE, ETREETRRNKBEHERM IAM P AWS EX
B

R Sk (ACL)

EEFIFIR (ACL ) EHBLEE (KFARA, AFRAE ) ARLARK. ACL SETHIRAEK
BEREL , REEMTEEM JSON R,

Amazon S3 #l Amazon VPC Fi2 X ACL WAREZ ="l AWSWAFETH#EX ACLNEZER ,
EZ# (Amazon Simple Storage Service FF X A R 1ERE) PR FRIES|FIFE (ACL) B,

HREgRE
AWS ZFHMAAE R REERE, XERBRBTLREEE ANKBERERER TFHRANR.

- RRLA : NRLAAR-NERBE, AT REETSORERBALN IAM X4 (1AM BF A
&) BFHNRANR, BANXTHRENRLR. SEEZRNREXEET H 0K RENRD
RHIRE, & Principal PEEAFHALHNETRRNRBEFZINRLRRH F—-TUREHH
EXELFBEZAT. BRANRLANEZFEE , 28 (AM AFEE) /Y IAM EER R RIL
5o

- FRSEFIZKRE (SCP)-SCP 2 JSON Kkt , ATIEEHRANALR LN (OU) WHRANRE, AWS
Organizations AWS Organizations 2 —HH FXEMN LW IHENS AWS K- H#HToANMEFE
BHRS. MREALNBHTAIEIIEE , WX EZ 2 50K F B RS 15 H5K B (SCP), SCP
BREIK AMKF FEVSE(R (BESN AWS IKF B A PSR4 ) BWIPR, Bk Organizations 1 SCP iy
BZEE , B3 (AWS Organizations A6/ FH SCP B TIEFRE,

- RERE - AERBREYTUREARANACIRESAF RGN SFENEASHARNESRER
B, £RSFENNREAFIACHETENNEBANXERBHRE, NREALREETRIREN

AR E R 38


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#choosing-managed-or-inline
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/acl-overview.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_about-scps.html
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Kb, E—URBPHNEXNELFEEAT. AXEZER , H2H (AM AFER) PH21ER
%O

S REERE

SN RBEWRBEEA T —MERE , ERORREMERNELIRE, ETHRESRSHREEER
W AWS BERBAWER , F5H IAM AP BTN ERBITEEE,

I O#h e B X 3R 8% (AMB) Access Polygon 1A 5 IAM B4 £

A IAM EEXH AMB Access Polygon B 1A B BR 281 , &5 T AL IAM ZheEA AT AMB
Access Polygon,

B LB D3 T E X R EE (AMB) Access Polygon — 2 #Y IAM ThaE

IAM Zh&g AMB 15 [F %18 X
EF 5 BH R =
E T RIRA R e
RERE =
REEHR &
KR B
ACL &
ABAC ( BRI ) &
EARR &
REAE B
RSHEXAE B

T o L& X HR4EE (AMB) Access Polygon I 5 IAM B & 39


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
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E£MH T f## AMB Access Polygon FIEMIhaE a0 AWS RS SRS 1AM TEEE S FEA , B5H
IAM A PiEETHNE IAM B A& ARAWS RS

AMB Access Polygon HE T & 5 # K BE

XEFET B HRE =

ETHOHNRBETMMNESM (W IAM AP, AFASAE ) 89 JSON RRRM I, XLRE
EHAFNASAEMAMEAE TN BLERFRITHLERE, BTHRNTUEZETSHNRE , 55
53 <IAM AP $Er) HRIEIZ IAM policy.

BEMEA IAM ET ESHHNERE |, B UEEAFSRIELNREMNTRUAR R FRIELBRIENZHF. &
TEEETEANERFPIEEETH , R CERTENMNAFRRAR, ETHAIE JSON KEEF
HAWmMERE , B5H (IAM BAF#ER) FK IAM JSON EETES A,

AMB Access Polygon B & T & 1789 5K #& R4

E&EHF AMB Access Polygon E T B KRR RHI , S5, LI EEXREE (AMB) Access
Polygon W E T & 3K KB =651

AMB Access Polygon & T & RHI KL
XFETHRRNER =

ETRIFHREE M N BRAY JSON KM, ETRIFHRENRESHE IAM ABEEREM
Amazon S3 FEMEKE, EXHETARNEKBHNERES T , RSEEAAUERCIREFHNBFER
REYTAR. XS FHREDMMNRBEHOER , RIEE B EEET U LR RHRATHLEREUARFEFLZMH
THIT. BLFEETRENRBEHEEEE, ZEEATUEEKS, AR, A2, BERAF T AWS
ARSs

ESABKS R, SR LHEANKS SHEMKS P IAM KEEENE T RRN RPN ER, F
BKFEARAMBETHRRNREARBYGEXRRTEN —F¥ME. SZRANREL T FENER
AWS TKF , AIEIKF R E IAM EEE R ESMEEEARE (AFRAR ) RTFBRERHNR, i)
BEHETHORBH NP KELUR TR, B2 , MRETRIRVRMEEE— MK, P E4HR
FHEME , WAFEFANETHONERE, BXESEE , HSH IAM A EEHRVEKS 7R
IAM H Y 3R

T o L& X HR4EE (AMB) Access Polygon I 5 IAM B & 40


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
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AMB Access Polygon ¥ K& 4E

XEFRRE =
EERWLER AWS JSON REERIEEHEARIBEMF L, BR2ER , BNEETUNF LR FERITER
1, UREMFARHETRIT,

JSON KHEHY Action TEEARTATERBP AN RIELIFRNRE, KRBEEEEXEKN AWS
APl BERIE. B—LHISMER , GIaE B TE AP BRENN RN B1F, & —LREZEERMK
PHITZSNEE. XLEMIRERNHERERE.

HREEF L EREUR TFHATRERENRR,

E&EF AMB Access Polygon 21E%I%k , 5 H (RFBENSZE) HH Amazon Managed Blockchain
(AMB) Access Polygon & X By 1E,

AMB Access Polygon FH REEIREERETNFERAUTEHER
managedblockchain:
EHEBEMEAUPIEESTRE , BEMAESFHENRIT,.

"Action": [
"managedblockchain::actionl",
"managedblockchain: :action2"

]

BT LAERBES (*) BESMRE. Fln , EIFELLEE InvokeRpcPolygon FFkMIFR B
£, BFEUTERE

"Action": "managedblockchain::InvokeRpcPolygon*"

E&EF AMB Access Polygon ET AR RHI , 556, TR EEXREE (AMB) Access
Polygon HWE T 5 38 K B =651

T 57 FE & X 3R 8% (AMB) Access Polygon #f15 I1AM B4 1 A 41


https://docs.aws.amazon.com/IAM/latest/UserGuide/list_your_service.html#your_service-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_your_service.html#your_service-actions-as-permissions
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AMB Access Polygon HY 5% B& % R

XEFRBEAIR -

EIE R A LAER AWS JSON REERIBEW ARG AT L. HHRY , BN EME AT AT IFRR
1THRE  UREALAFHTNIT.

Resource JSON K TERIEEERHERNAREN —NHZ IR, BAXIEBE Resource
NotResource T, EANREXE |, BHFERAHE Amazon BEE# (ARN) BEERR. W TFXEFBER
RERE (MR RBERNR ) BVIgE |, BRI LIRITIRE,

X FAZFRRENRAORE (NI HRE ) | BEABES () ENEAINATHRERR.

"Resource": "*"

E&EF AMB Access Polygon #REE KR H ARN 5%k , B5H (REFBENSZE) BH Amazon
Managed Blockchain (AMB) Access Polygon EX K ER., BT HRETUFERBPLIREREESRHE
JRHY ARN , 2@ A mazon Managed Blockchain (AMB) Access Polygon & W BV 1E,

E&EEF AMB Access Polygon ET AR RHI , 556, T3 EEXREE (AMB) Access
Polygon HE T &40 KB =51

AMB Access Polygon B9 5% & 5k 44 23 4A

XBFRBETRSHRERMHZH -

EERWLER AWS JSON REERIEEHEARIBEMF L, BR2E , BNEETUN LR FERITER
1, UREFARHETRIT,

f£ Condition Jt¥& ( = Condition R ) # , AL EBAERMNEH. Condition TERTIE
N, BUNUEFERAZGZER (W, EFHNT ) BEHRER , UERBPHNFESERPHE
FITEL

MRBE—MEAPFIBEZA Condition TE , REE Condition TEFIBEZ/NE , W) AWS
B4 AND ZEIREEN]. REBRNENZHERIEESNE , NFERIBEORZENR AWS #1145
#, ERFIEUNNR 2B LTHE B FTE NS,

T o L& X HR4EE (AMB) Access Polygon I 5 IAM B & 42


https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_your_service.html#your_service-resources-for-iam-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_your_service.html#your_service-resources-for-iam-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_your_service.html#your_service-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html
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EREESMN , BHOAUERSMNHTEE, 60, AEEFEA IAM AFRBHRIE IAM BFE , 88
NERFHEARFHNR. BXEZEE , SR (AM AFiEE) F8 1AM policy 7t | EE IR

V.
X,

AWS X EERFHZANBETRSHFMHR. EEEME AWS £R&M4E |, B30 IAM AF$E
MTNAWS £BEH L TXEHR,

E&EF AMB Access Polygon &4 #4551k , 52 (RFENSZE) FH Amazon Managed
Blockchain (AMB) 1B Z A X &4 %4, ETREATUERABLRENRREAZEES , E5H
Amazon Managed Blockchain (AMB) Access Polygon & X By 4E.

E&EF AMB Access Polygon ETF &M REERHI , E5H. T SHEEXREE (AMB) Access
Polygon W E T & 17 1 K BE R 51

AMB #AZB 2 H#HY ACL

X¥F ACL a

mEEHE IR (ACL) 2HHEEME (KFKA. AFSAR ) BRIEARK, ACL 5ETHRNRE
KU, REENFER JSON KRB,

A AMB 158 28 28 ABAC

X ABAC ( REEHRIFRZ ) -

ETREMENTGRMNREZES (ABAC) 2 —HRPURE , ZRBETEMERELNR, £H AWS , XL&
BEMAIRE, EALE IAM K& (APSAR ) MiFS AWS BRI MRE. FRICSKENTIRZE
ABAC W% —%. RFIRIT ABAC i , UEEHANIREEMAITZ 15 RN FRRETE A R
.

ABAC EREE KW EFIEERR , HERBERTSEUNITR T AT UHRHEF B,

EETHREEHEER , BEEMFEA aws:ResourceTag/key-name, aws:RequestTag/key-name
% aws:TagKeys REBERBNIZ A4 TEPFRUEFZEER,

MRENRSH TENRARREBIGAEX = FMER  WNTZRS , ZEAR. IRENESX
NTEHIRRREXISAMEX =GR, WZERNBD

T o L& X HR4EE (AMB) Access Polygon I 5 IAM B & 43


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_variables.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_variables.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_your_service.html#your_service-policy-keys
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_your_service.html#your_service-policy-keys
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_your_service.html#your_service-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
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BX ABAC HESEE FESH (IAM AFERE) AL R ABAC? , EEFIRE ABAC SR
2, BESH IAM BFER) FNERETEMEMNIHENRES ( ABAC) o

£ AMB /5 [7] 238 f2 A 48 A Il B e

X FFIm et EIE -

LREAIERHERE R | B AWS RS TREEHA. BXEZER , SEMLE AWS RS EATIN
FHER |, FS5H IAM BREETHNAWS S 5 IAMBEEANER.

MREFEARAF B NEB 2 ANEMRAEERER , Il AWS Management Console {8 F B =2 I B iEB.
flgn | H&EAWS FRALTINE QBEF (SSO) iE#THEN , ZEELBFIRIAER. HE
AP eMhEREHE  ARYKRACK K BB CBRENEIL, BXURABHNESZEER |, S
5 IAM AiFPigm) Pl RIAE (EHE ).

BRI LAEA AWS CLI 2 AWS API FEI|ZIGEHES, RfE , &0 LUE X IR ETHE R #TIHE
AWS, AWS BIEHBERIGEER K MARERAKBHRZR, BXEZEER , BESHE IAM FHY
IS Bt &2 2 EAE

AMB Access Polygon B9 RS KX PR

XEFRRBFIXE (FAS) -

HIEER IAM AP RBeEFITREN AWS , BEANEREA. EHAXLERSEH , EWSHIT—
MRIE , ARHBREERMBRSHEHSE —MEE. FAS ERRAAZRANNRUK AWS RS @ T
RS R HERBER. AWS RERBFHRZFBRIFESHM AWS BSS HARRKES BESTTHIIER
B , 2K FAS B3R, EXMERT , BLMEBERITIHMRENNER, BXRKH FAS iHRETHY
REEFRE  FEAEREHE2E,

AMB Access Polygon I RSS A&

XERSAE -

RS AERHR-—TURSEE, KRRENTREN IAM A€, IAM EERATTE IAM PO, SR
BREESAE. AXESER , 2R (IAM AFER) FHVEIER AWS RSZERIENE S,

T o L& X HR4EE (AMB) Access Polygon I 5 IAM B & 44


https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
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/A Warning

FURS AR AT sE 4 Sl AMB Access Polygon BYZhAE, 1X 2 AMB Access Polygon 12
HAEXESHNIRERSAC,

AMB Access Polygon RS <A

XEFRSHEXAG -

BRSEXRABE - MEEINERES AR, AWS BRSRFSAUKARREHTRENAE, RSHEX
AEHRELEND AWS K/ , HEARSHAE, IAM EE A ATUERENERBERSHEXS BN
PR o

BXUBRFEERSERAGHEMAEE , FSHERES IAM BEEHANAWS RS, ERPERRS
HXABIPEE Yes R, RREREEUETZRSHRSERABNHE,

I O#h e & X 3R 8% (AMB) Access Polygon HE T & 178 KBS R 451

BRIMBRT , AFANAGTNEIEHIEHR AMB Access Polygon ®iR. i1t T EER AWS
Management Console, AWS Command Line Interface (AWS CLI) 5, AWS API #{TE%. ERTH
FPRAERBRRATRENNR , IAM EE G T LA8)2 IAM policy. EERBE TR EAEFM IAM X
B BAPIURARE,

BT B fEAX LIRS JSON REEXAHGIRET IAM SHHKR | 28 IAM BFEREHPH 612
IAM ZRR&,

B X AMB Access Polygon E X KVIRIEM B REE ( SESHRRXREMN ARN B ) WiFHAER , &
2 (REFENSE) F1 Amazon Managed Blockchain (AMB) 1581 28 LRV IR4E, BIRMEZH R
o

F&

- RJEXK

- {# AMB Access Polygon & &
- ATAFPEEMHIIB SR

- HEZHEMLE

ET 508 RA 45


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_your_service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_your_service.html
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REERIEREK

ETHSONRBERAETEARBTTUELNK, P2, HRZSMBER AMB Access Polygon &R, X
LIRETTRERE AWS IKFP AR AR, IR EEE TS ONERN  BERULTERNE

- FTIREER AWS RE R F RO RENRNE — BFMAAFMITERRR TR , SEANTS
FIRAGIRTRRNAWS REREE, ENEMRNRARITR AWS IKF, FITZVEET E LEXS
BRI AWS ZEFRERBRAE-TBINR. BXESEE , HZH (IAM AFERE) F/Y
AWS FEE R 5 THFREERNAWS EE R,

- RIARIKINPR - FE££EH IAM policy RENRE , BURFHITESENNR. At , BELENX
ERERGTUIUNBERFRRITHRE , SR NRKENRIEFTT, EXEH IAM BMANRHNESE
B, BZHE (IAM AFErE) R IAM F YR B FIXER .

£ 1AM policy H #5443 — 5 PR 17 (B AR — 443 ] A [ 5% B& 75 AN 5% 44 SR BR X 1R AE R0 6 R B9 17
|, a0, BAILUREREEAERIEEXMER SSL XEFIEER, MRERBSBEERBEIIE AWS
RSy (B0 ) SR, Wt ] BASE A &4 KRR T3 RS IREN B R XPR AWS CloudFormation. B
XEZER , 72H (IAM AF1ER) P8 IAM JSON EBITE | &4,

« £/ IAM Access Analyzer BIEf&EY IAM policy , LABBRINPRAY 2 £ M FIHEEM — IAM Access
Analyzer 2K IEF REEMIM B KR , LUBERKRBERS IAM policyiEE (JSON) M IAM HESE
B, IAM Access Analyzer 2 100 ZTRBEREMTIRENEI , URBEHER S BEEMEN
K, BXEZER , HZSH (AM AFER) B/ IAM Acess Analyzer FKEEKIIE,

- FEZEFHRIE (MFA)-INR AWS IKFEZNZEFE IAM AFSRBRAF , EFEHA MFA RS %X
2, EEFTIRAA AP BEREE MFA | B MFA XGRS MEEHEET, BXxEZER |, 52
# {IAM AF1E/E) W BLES MFA &RIFHY API 1519,

BX IAM AR REIRNESELR , H2H (AM AFER) #1 IAM AR &EXE,

{5 AMB Access Polygon #4114

EiHE SR E X3R4 (AMB) Access Polygon 2%l & |, BAMAE —HRENR, XLENRLIMA
S HMEFERE AWS K AMB Access Polygon BIRHVIFMES, MR BB M EHNRIEN
RENTEHNET MR , XTHMT ZRBENEE (AFRRAR ) , BHANTEETBEEE
1T

X FARFA AWS CLI X AWS API SR, BEFAEREFKEZHFHESNR, R , IRFHREH
ZHMITHY AP RVEME LB RV IR 4F

ET 508 RA 46


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
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NERBAFPMAEMATUER AMB Access Polygon 24| 4& |, FE 4% AMB Access Polygon
ConsoleAccess HReadOnly AWS FEERBEM MBSk, BEXEZER , H5H (IAM AFE
) PHN AP RINER.

AFAFESHITE SR

ZORBIGLER T A B R |, ARV IAM AP EENR B EAS B ONNERANEE R, LRKS
FEESS LSER AWS CLI 5t AWS API B2 T = 5T R IR R IR .

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

.
{

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,

"Resource": "*"

}
]
}

ET 5 R R 47


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console

AMB 58 28 FERARIER
7 8] 230 7 M 4%
(@ Note
E{f A Polygon MY/ H & i%T7 Mmainnet #mainnet# 1T JSON-RPC
HBA , #EZEEH AMB Access Polygon #85 IAM X R A FiEH
( AWS_ACCESS_KEY_IDFAWS_SECRET_ACCESS_KEY ) o
Example {5 [RIFTA Polygon P& IAM KB
I RBIRFEFPH 1AM AP AWS 1K 5 EIPTE Polygon M&HIIBR.
{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AccessAllPolygonNetworks",
"Effect": "Allow",
"Action": [
"managedblockchain:InvokeRpcPolygon*"
1,
"Resource": "*"
}
]
}
Example 518 Polygon MM EHY IAM 5K B
WRBIRFERH IAM B AWS K i (E] Polygon MM &R R,
{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AccessPolygonTestnet",
"Effect": "Allow",
"Action": [
"managedblockchain:InvokeRpcPolygonMainnet"
1,
"Resource": "*"
}
BT 558K e =P 48
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]

S 5 X 3R 4% (AMB) Access Polygon & 17 11 8] 3 17 i = HEBR
FERUTEEXREEELMAIEEEH AMB Access Polygon 1 IAM B AT BEIB EI AT 5 I (8] 7%,

£

« EFELMNIE AMB Access Polygon R#ITIR1E

« REBIT iam : PassRole

« REAFRIUANAGEEL AMB Access Polygon &R AWS Ik =

E TN AMB Access Polygon H#i {TIR1E
MRBWEERET , RPEEDRITEMRE |, WEB LM E R AT HRITIZIRE,

% mateojackson IAM AR ZHERAEGFHAEETEEXEM my-example-widget BIRNIFHER ,
BFRHHEE managedblockchain: :GetWidget RBRES , 2K ELT REIEE IR,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
managedblockchain: :GetWidget on resource: my-example-widget

EHBERT , BAEH mateojackson AFIEKRRE | LA TFEH
managedblockchain: :GetWidget BEGE my-example-widget iR
MREFEEHE , FRREN AWS EER, ZNEERZRMUEREZIENA,
EFERINAT iam : PassRole

MBEWBEIREE | BAREERIAITiam: PassRolelfE , M A EFHIEH KRIEL AR F R A BLE
%45 AMB Access Polygon,

BE AWS B AW ERIIAEAGKEL1ZRS , MTAREIRMNBSAGIRSHEXAR, it ,
BBMERF A LS RSINR.

LLZ R IAM A FPmarymajor=id F A2 H & 7E AMB Access Polygon ARIITIRIERT , 2B T R
iR, BR , RELTNEERSHECHR FHRERS AMTHIRE, Mary TEEFACREKEEIRS
A RR o

P HERR 49
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User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EXMIERT , XIEF Mary BISRBE LA R VP EINIT 1am: PassRole #B1E,
MREBFEERY , BHRRAECHAWS EEA, FNEEAREREREILEN A
BAEATFRUNG AR FEE AMB Access Polygon &R AWS Ik 7

ZAIGBR—-1MAG , UMEAEMKFSPHNAFREALNANARTUERZAGKIG RSN TR, &7
DIEEHERSEY , AUEFAG. XN TXHETHRRNRBERIGEEHEGIR (ACL ) BIRS , BT
£ X LR BR[O A R R T EH R IR U5 R o

ETHREZER , BZRAUATHE :

- E T AMB Access Polygon 2B X HFXLEIEE , TS RN DA EEXREE (AMB) Access Polygon
mEAs IAM B &,

- ETHNMARENSRENERNIGRNR AWS K | BSE IAM AP EER R ERE AWS
K 5 — 1AM B P R AT R AR

- ETHUNMARE=FREENEHERNIHGRINE AWS kP, ESHE IAM AFREEPHRE=41E
HiFER. AWS Ik

- ETHRIABERE SORIEREFRNR , H55 (IAM AFERE) FHAEE I EHKIERN
AP (BRESH/HRIE ) RHETHRNE.

- ETHERACNETRRNRHATERSFRINXE , E5H IAM AFREEFHNEKS EIRA
[,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
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FERIERKT DT E X REE (AMB) 1717 Polygon 4 AWS
CloudTrail

@ Note
I 5 # & X 3R EE (AMB) Access Polygon R BB EH,

Amazon Manage AWS CloudTrail d Blockchain IZ{TEZRF L , ZRSERREXREFAF. A
B AWS RSFTREAVIRENIESR. CloudTrail #HIRHFITE XHREERN AMB Access Polygon i R
ERNBREFESE4EA,

MREVNETLIEREENRE , ZRERSITRUBEKRFAENEETESEHS , Nz ELE S3
FfE@fE AR AMB Access Polygon #85< CloudTrail 4. EHKENEER CloudTrail , A LAEE
A EEA -1 AMB Access Polygon &inT RAH TiER, BRXKEWA IP bk, #REHTIEKR.
REERB S E AR EMIFAER.

ET7HEZEE CloudTrail , i5Z® (AWS CloudTrail AF ) o

AMB iF 8]l F Y 28 F2{E B CloudTrail

CloudTrail ZE{R A1 AWS Ik NEEARLEA. B2 , BX4NEESETASHUEFTEREAT
AMB Access Polygon i 5.

BEREIERENEYS AWS Ik | &2 AMB Access Polygon WE# |, BRIERE. BREAWT
CloudTrail fF A EXH&RIXE| S3 FEME. TRIBERT , EEH &P AIERERICRE |, HIRERIEF N
FE AWS XiF, RERIEFE AWS 2 XHMEZXHXENEYS , I EEXHERAFIBIEEN S3
TN, L, B LB EHM , AWS RS MU —F 9 HABHE CloudTrail BEPWENSEHEIE
KBTI, BXREZER , BZRTIAR :

« CloudTrail A TR ¥ Polygon JSON-RPC

o B RERid B R

« CloudTrail X8RS MERK

« L& Amazon SNS &I CloudTrail

o EWXRBZANXEM CloudTrail B & MEWR B ZA4NKF B CloudTrail B &34
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/configure-sns-notifications-for-cloudtrail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
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JBid 5 4 CloudTrail BIEEH , B LA EERA T AMB Access Polygon i R

BIMNEHF B LEKFEHETEAXRERBERNAREE. SOCREHTEREATAR

- EREREARAFIEREE AWS Identity and Access Management (IAM) f F&EIE X H
- BREEAACERKEAFNGENZEREULR HN
- BREEHHEMARE AWS RS

BEXEZEER , S CloudTraill AR 58 TE,

T % AMB Access Polygon B &M% H

NTHEFESEH  BRERE—MEE , RATPHEHEN BSXHEIAZEEN S3 F#E, #4
CloudTrail BEX#AHEE—IHZNMNEERE , REZFBARRKEFEMAKRFENENER, XEFBER
HEXBFREFENFAGE , SHEEFN B BN R UREFEXNERSH,

® Note

CloudTrail B EXHFHEIEEHT 2 AMB Access Polygon API ARG FHERIRE , Rtk
el 2RESEENIRE I,

CloudTrail A FEREr Polygon JSON-RPC

IEALAE R CloudTrail SRIRERIEHIIK - VA T AMB Access Polygon i s , AR B4 JSON-RPC
WEARAANBESG. RABERT , SZCEREN , T2ERBESH. BidFKiEF AMB Access
Polygon &1 R 7 CloudTrail 5iiEE4 , BXTHERNHERE TN IHFN TR T RELTAR
AINZERERF . AMB Access Polygon X/ AWS Management Console AWS CLI, 1 SDK #1n
BIEEH. BXESZER , H55 (AWS CloudTrail AF#ER) RHEHASRERRFICERENS,

EAEREFEPICEBIESH , BECERERFMERA put-event-selector s #4E, FiZ--advanced-
event-selectorsitWEEAWS: :ManagedBlockchain: :Network ®/REER | LUEFHICREIE
=4, NmBEEH AR T AMB Access Polygon i ..

Example FT BTk #9 AMB Access Polygon &1 S5 RWBIBEEHHESRE

BT RBERIMAE A Zput-event-selectorsRERIEZEHIK F 4 X Zus-east-1XFH R
Ermy-polygon-trail® P& AMB Access Polygon 4T SiE K,

T f# AMB Access Polygon A& 45 H 52


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/logging-data-events-with-cloudtrail.html#creating-data-event-selectors-advanced
https://docs.aws.amazon.com/cli/latest/reference/cloudtrail/put-event-selectors.html
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aws cloudtrail put-event-selectors \

--region us-east-1 \
--trail-name my-polygon-trail \
--advanced-event-selectors '[{
"Name": "Test",
"FieldSelectors": [
{ "Field": "eventCategory", "Equals": ["Data"] },
{ "Field": "resources.type", "Equals": ["AWS::ManagedBlockchain::Network"] } 13}1'

TG , B REREZE E—NMROIFEENREN S3 FRMBTHERBR.

DUTERERTHKENE R CloudTrail WEIEE#H A LS E CloudTrail, A AHE Polygon
JSON-RPC &R 2@ E F —4 AMB Access Polygon i =& H#Y, ERREM IP sbit, #AXHTiE
R, EHBEROSAUAREMEFEAEE. ETZ2ZER , UTROIFPHELECHERNLE B2 H
MEXRPRAZEZRB H,

"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROA554U062RJI7KSB7FAX:777777777777",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/777777777777",
"accountId": "111122223333"

.

"eventTime": "2023-04-12T19:00:227",
"eventSource": "managedblockchain.amazonaws.com",
"eventName": "gettxout",

"awsRegion": "us-east-1",

"sourceIPAddress": "111.222.333.444",
"userAgent": "python-requests/2.28.1",
"errorCode": "-",
"errorMessage": "-",
"requestParameters": {

"jsonrpc": "2.0",

"method": "gettxout",

"params": [],

"id": 1
.
"responseElements": null,
"requestID": "DRznHHEj*#****%%xu
"eventID": "baeb232d-2c6b-46cd-992c-0e4Q**F*xEkxKkEN"

CloudTrail A F#RER Polygon JSON-RPC 53
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"readOnly": true,
"resources": [{
"type": "AWS::ManagedBlockchain::Network",
"ARN": "arn:aws:managedblockchain:::networks/n-polygon-mainnet"
1,
"eventType": "AwsApiCall",
"managementEvent": false,
"recipientAccountId": "111122223333",
"eventCategory": "Data"

CloudTrail /A FRER Polygon JSON-RPC 54
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AMB Access Polygon AP 18RI XA F ik

TRIERT AMB Access Polygon B9 STRSRR S,

& 1% B8R S:t

¥ # 7 JSON-RPC KB & AMB Access Polygon &4 2024%4812H
*#%H JSON-RPC ZiFHE #
EE .

HLIENEZENRAMMERNZE  AMB Access PolygonT2024 2024 £4 A 10 H
FA4H158L 1L TR ERM M

E S

FIEREEH X B AWS re: Post it X X EE 2024 £4 A9 H
789 AMB Access Polygon #
=

BT I 5 3EE X REE (AMB) 2023 £ 11 B 24 H

Access Polygon BREZHI A FF

i
WX o

55


https://docs.aws.amazon.com/managed-blockchain/latest/ambp-dg/polygon-api.html#quotas
https://docs.aws.amazon.com/managed-blockchain/latest/ambp-dg/key-concepts.html#retired
https://docs.aws.amazon.com/managed-blockchain/latest/ambp-dg/tutorials.html
https://docs.aws.amazon.com/managed-blockchain/latest/ambp-dg/what-is-service.html
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